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[stack@director ~]$ source ~/stackrc
[stack@director ~]$ openstack server list

+

| ID | Name | Status | Networks |

+

| 756fbd73-e47b-46€6-959c-e24d7fb71328 | overcloud-controller-0 | ACTIVE |
ctlplane=192.0.2.16 |

| 62b869df-1203-4d58-8e45-fac6cd4ctbee | overcloud-novacompute-0 | ACTIVE |
ctlplane=192.0.2.8 |
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I [heat-admin@overcloud-controller-0 ~]$ ssh heat-admin@192.0.2.16
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[heat-admin@overcloud-controller-0 ~]$ sudo crudini --get /var/lib/config-data/puppet-
generated/keystone/etc/keystone/keystone.conf token driver

sql

[heat-admin@overcloud-controller-0 ~]$ sudo crudini --get /var/lib/config-data/puppet-
generated/keystone/etc/keystone/keystone.conf token provider

fernet
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[heat-admin@overcloud-controller-0 ~]$ exit
[stack@director ~]$ source ~/overcloudrc
[stack@director ~]$ openstack token issue

| Field | Value |

| expires | 2016-09-20 05:26:17+00:00 |

| id | gAAAAABX4LppE8vaiFZ992eah2i3edpO1aDFxIKZg6a_RJzxUx56QVKORrmW0-0ZK3-
Xuu2wenpYq_eek2SGLz250eLpZ0zxKBR0OGsoMifxJUBMEFF8NzfLNcbuS-iz7SV-
N1re3XEywSDG90JcgwjQfXW-8jtCm-n3LL5IaZexAYIw059T_-cd8 |

| project_id | 26156621d0d54fc39bf3adb98e63b63d |
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| user_id | 397daf32cadd490a8f3ac23a626ac06c |
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[stack@<undercloud_host> ~]$ ssh heat-admin@overcloud-controller-o
[heat-admin@overcloud-controller-0 ~]$ sudo crudini --get /var/lib/config-data/puppet-

generated/keystone/etc/keystone/keystone.conf fernet_tokens key_repository
/etc/keystone/fernet-keys
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[heat-admin@overcloud-controller-0 ~]$ sudo Is /var/lib/config-data/puppet-
generated/keystone/etc/keystone/fernet-keys
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[stack@director ~]$ source ~/stackrc
[stack@director ~]$ openstack workflow execution create
tripleo.fernet_keys.v1.rotate_fernet_keys {"container": "overcloud"}

+
| Field | Value |

+
| ID | 58c9c664-b966-4f82-b368-af5ed8deb5b47 |

| Workflow ID | 78f0990a-3d34-4bf2-a127-10c149bb275¢c |
| Workflow name | tripleo.fernet_keys.v1.rotate_fernet_keys |

| Description | |

| Task Execution ID | <none> |
| State | RUNNING |

| State info | None |

| Created at | 2017-12-20 11:13:50 |
| Updated at | 2017-12-20 11:13:50 |
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[stack@director ~]$ openstack workflow execution show 58c9c664-b966-4{82-b368-

afbed8de5b47
+
| Field | Value |
+
| ID | 58c9c664-b966-4182-b368-af5ed8de5b47 |

| Workflow ID | 78f0990a-3d34-4bf2-a127-10c149bb275¢c |
| Workflow name | tripleo.fernet_keys.v1.rotate_fernet_keys |

| Description | |

| Task Execution ID | <none> |
| State | SUCCESS |

| State info | None |

| Created at | 2017-12-20 11:13:50 |
| Updated at | 2017-12-20 11:15:00 |
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[heat-admin@overcloud-controller-0 ~]$ sudo Is /var/lib/config-data/puppet-
generated/keystone/etc/keystone/fernet-keys
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