& RedHat

OpenShift Container Platform 4.19

etcd

etcd& AH&5to] S 54 7l F

Last Updated: 2025-12-13






OpenShift Container Platform 4.19 etcd

etcdE Abg-sto] T84 A+



Legal Notice

Copyright © 2025 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Abstract

ro
r o
o,
Y
ro
i)
r
ok

o] &) o] A & OpenShift Container Platformoll A Z 2] 28 74 2 B2 & o o
o

4& RASHE eted AHgol e A H & AFHU



Table of Contents

e = 0 3 |

11.ETCD =}-& "4
1.2.ETCD A & o] 3l

2F ETCOZA A AR ottt

21.ETCDel v & # - 33Y
22.ETCDe| gt st=4lof AF

BFETCDA Ul AT LB AR oo

3.1LETCDo| g == &7

32.ETCDE & g4 o]F

33.ETCD Hlo]H %7} =&

3.4.ETCD| ti g 73 vi7H¥ = 24
3.5.ETCD9l| t) 3 "l o] Ejw| o] 2~ =7] 2] 7]

47 ETCDHOJE W1 W HQl i

41 ETCD tlo|E #¢] & 29
4.2. 9178420 ETCD W ¥ w4
4.3. A3 B+

S5Z ETCORISI AT ..o

51.ETCD ¢33 A1

52. 99 & 953 79
5.3.ETCD ¢+ 53} 84 3}
5.4.ETCD ¢33} v] &4 3}

Table of Contents

..................................... 25

25
36
61

.................................... 80

80
80
80
82



OpenShift Container Platform 4.19 etcd




13.ETCD 7/l 8

174 ETCD 71 &

etcd(U L et-see-dee)= A #H I B2HH 7)-7 AFAAZ, DA 7o 2o E07 4= A= HAl
2EHo A% HolHE A AUt etcde= B T2 A E Q] a4 A @ Ao A vk Kubernetese] 7] &
o) E A A AolH o]l= Aoy LA LEF oA TE A AU

etcd& AHE-3HH Th3 3 72 o 2] 7kA] W O 2 o] H & FE F dFYTh
o FE ST volE H o ZE| A o)A dAE 7HE A HE RS NE A w7 Al siE B A
& 25k
e Kubernetese] =& & 2~E A8 A L 24
o A HOHEWESIY == P T8 Y A A F
T8
718 eted A2 ZH oY LA ZEH o] H S HASHU T H Y A5 doHH AT

H U2 AHE-3HA 2.

1.1. ETCD 215 =4

ZejzE 74 #ao] ge F A H2 WA BAsls] $16) etedE eted Operator& A& g4 th.
Operator:= OpenShift Container Platform 3} 72 Kubernetes ZA € o] Z 8l o) A etcd AL&S 7FA 3}

gy

rlo

&3} etcd OperatorE AF-83}e] OpenShift Container Platform #| o] 3 W o] t] 3t etcd &2 2B & v X 5}
AL A Sk eted YA HEH S UHORE SHAH AHE #EU T

e Kubernetes APIZ A}8-3lo] 28] 28 A = A2}

o @7 geist Bag dEie] ol HE B FY)

®

e ctcd Z 8 2~F &7 APl Kubernetes APl 2= & T} & E3) o] AL 44

ot
k9
o

o

al

etcdoll = S8 2H e/t dom o= A&HH 02 JHo]Ef Ut o] JEH= A &HH o=
FAEHRZ 22 HE 2 s 212 Wyt Wol WA vl whebA] w251 o 7] A 7ko] &
2 1/OZ eted F8]2H W & W d st A o] ST etede] 2 AR ol o) $F 21A]
o U §2 "etedol] th & A ALE"E FRE4 AL

F7teas

o ctcd T A A1)

1.2. ETCD % 5 o] sl

BAE w0 FHAEHE ZF
2R AE3ERaft g &
HE VLTS BT

AU wEE 27 BA2 993U T 2o AERZRE So] 0k 27 ENAANL A2 sty F2 YA
HR el 2Ed= Raft 22 55 A3 ot



OpenShift Container Platform 4.19 etcd

kube-apiserver ¢} 718 etcd Feto|A EVF F Ao 23 ZA(al: 3 227])S 245l eted W H o] A
A3 o, T etcd A7 B2 A ERAF S oA dEaf of sttt # A A & vESHg Y T

eted ol AETF A H o]l B3 2 (el ¢k 27)< 2lH el 235t 2lv= 24 Raft 225 2=
A STORANE AL S ol FaL, a8 S2ANA BRENZES A, vtk 29 7F A5 glo
235788 e Eele 7Ivd kA ZIgyyth g H = eted Sl A BN Al E918H-& EUl 2L Al
A EsUth ZEARRE Aol S WAL Fort o] R A A o g e &fF vIAAE 2]
AEA Wreksla M-S D5 YTh

°
D
=)
3
1]
-
o
=
D
ko
rr
°
D
=)
3
1]
3
®
5
Y
o
%o
rr
~
re
o
(2]
o
o
IS
=
=
S

- name: ETCD_ELECTION_TIMEOUT @)
value: "1000"

- name: ETCD_HEARTBEAT_INTERVAL @
value: "100"
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99th percentile of fsync is 15865472 ns
99th percentile of the fsync is greater than the suggested value which is 20 ms, faster disks are
suggested to host etcd for better performance

2l H ol ¥ el A

1749 % dedEs

iﬁi SE W 27F A A A A A ES FE55HA] Zohe eted§ HAAE A}
= L= T

A
Sl A AY) 0] GFL 1AL ORI WS 5 DG ET, A
Al Azre] 8714 0 2o

2 oo

o,

(2
o

_{L'

HEAI A A D AE 7} eteddl] v A= &

Aeh A WAMTU) 94 R 05 A0 4R T8 g ool it 9 Aoh M 22 AR AL
Futh

SIS A o) g ) i S AURTT)S) A kot A o] dofol ot Aoz B 0
o] oF 1.5u) ¢ Y t}. OpenShift Containe Platforme] 7] & StEH] E 7F-4 o] 100msel A S, Alo] HH ==
7ol WA RTTE 33ms 7] gko]l 1, H o LS 66ms 7] 7FJ Y th(66ms x 1.5 = 99ms). LﬂE-ﬂﬂZ} A 7ko)
oA AH] 2o G m A & o] M=ot Se] 8 By o] M T & AU Th

HESZAA /\17&% T8, B, A Ee AR 22 AFUEN I Ve, AF U ESII U E
A= ZA F Y 7e o8 ¥AT a0 o AYHUH

A 3s AL Y U EYI AEHG YWEY T XA A7 18514 L. I EYZ Il =Y EYI XA
A7re] st e Al 7o) A A A ko] MUt Y EQ A7 & 421 87 ol A= A E 7F 0ol of oF
FUTH ME Y A A E = etede] YIEY A A A A ZF Al G &S v H Yo o uksta Al 7kl whE A A
Y ES) = A A A2+ RTTel 8 2 o817 v Wl gho] 7] w24 o,

dE 9], Hdl A A A 7Fe] 80mso]al A E 7} 30ms] U E S A= X]Od Al ZFo] I0ms 7t = =H, o] =
etcd7} SIEV|EE ¥ ']E AL ogu gyt ol 2AC 2 3] 8 A7 23 2 AA]FQl 2y &4
o] kAl gt T} 2l 4 % 2f A& F<F Kubernetes APIE A 1] 22 9] 03 TS v X = ol ESL F3 H
B S %%ﬂ%&‘é% 8 gl

_4

etcdol] th gk o] XA 4 F
g dake 84 e 2Hd AR A9 E S syt Fe 28 W ES A 95 B9 o

AL HEES g8k dUTh T HI EES W2 & F 2 2H A

etcdctl CLIE A18-517 etcd7h @elo] =2ae o) A2l A A%e 228 5 J5Utheted 2E 5
Shbg A el The A= ¥ E Al 7 Al of itk

pid

eted o] %2 A 7ko] Aol WA &

etcd o] S8 A1 7he Y ES A 8 A 7b7 BEUT o] AL T 7hel] BA| 7} Arpf wa] W
S A e F0 7 HAE X HYu

Etcd o] &5 AJ7FE Etcd7 2 E Eted 9 ZFofl S2to]dE 2 & A8t o A= AA A1
HoFE 2 Y Ytk OpenShift Container Platform & & thek 3t et dEg L A ztalsls A R E
EATHUT ZE0M FF > dARES SHFYUT =5 F5oA4 etcd ey o

eted ¥ o] 9] 5 A7+ @ oF3E T2 etcd A BE 7 o] 2] o] £ F 4o glHFUTh

etcdoll i gt vl o] Ej M o] & =7 o] FF

etcd Hlo|HW| o] 2 A7 = eted 272t B J Z2A| 25 SR ste H A e A7l - A0 9FS v F
Y t}. OpenShift Container Platform-& & 4~ 45%9] %7t} = 7Hx] &1 3k ¥ ol 3}1}2] eted 9 B of] of &)
eted 27 RS Atg oz Ayt 224 g 224 S Fteted A= oW 8 = AT 5 ¢l



OpenShift Container Platform 4.19 etcd

FUYth 22 eted o] H W o] 20 M= 2 72F & T2 A4 27F 1% oo dE Ytk tl4F & eted Hl 0] E
o] 290 A t] 2= A A A ko] Z27s; Al Zhel] A g A1 FEAFE v A 27t Bgo] A= FF &Y
o] ApekE o] F7F A A Al 7ko] A T}

etcd HlolE W o] 29 7= UIE A gtE o] dA 717 Ft Alo] HH =8 A stal F4lo] A4
AE F Aol FAE T8l of at= A EsfoF & . AUt

etcd dlo]El W o] 29] A 7] & A o]3}7] ¢
FHaghe] FAR AU Al A" o] A
25713 27t B &e] a3E aLel kA

fohe] AR o) gk U 27 B SRS U At 70 R A8 eted W 7L 27 1
S EeAls B ES S s glong EAAd Sl ATk AR, e WA
2 A0 o572 v o] €] W] ©] 2] eted A} %5 7] Sl N2gel AR sk EAA A A2

o mi
ich
rr
>,
i
rlo

Al 7ol @FE v AU Th Al gl oF & FaFe] 13 O 7 7HA o & A3 EA Q.

tolElu o] & =7 o] & eted 27} B& & 3ol T3 A W

80MB9] &£x &2 =9 7200RPM t] 22F0f 22&= ] ¢F1E40%7
s

1
U REF ZEALE Aol 24 BeS ¢Eske H °] 4

2
2

=1GBY) etcd Hi oW o] 28 2T
o

é%ﬁ}“ AUt o] Al te] oA

-

etcd & 7|8}l th gk vl o] Ej Wl o] 2= 7] 9] FaFe) thgk F HA o = Ao W == F b7 A4 s Al
= = &<t eted Hlo]Hu o] 229] 10%7} W73 = F 718}l A 2 4 100MBE A &3l of ghth= A Y Tk
1Gbps & Z& E3) I00MBZ 43l d] 800ms7t 4 Ut} Kubernetes APIE A}-&31e] & 7] 21 E @l
MM o] Y= Z| AE oA eted o] E M| o] 22 A7 7 252 Y EY T Bt o] AR L Ao] HH EoF

7o T I

OpenShift Container Platformei| 4] etcd t A| B = o = eted o] H W] o] 22 9] A 7] & HAlsl= F50] 9
FU Tt == etedetl =75 21831 CLIGA dlolElo] 2= 2715 A& F AFYh

I # oc get pods -n openshift-etcd -l app=etcd

2 o

o
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etcd-m0 4/4 Running 4 22h
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etcd-m2 4/4 Running 4 22h

# oc exec -t etcd-mO -- etcdctl endpoint status -w simple | cut -d, -f 1,3,4
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I # Isblk
Isblk & 2 ol A B8 A T 222e] %A o] B & 7] Za] wA| L.

2. S 23 Y EE W=7 eted-find-secondary-device.sh €} 31 o] 52 X A U o}
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#!/bin/bash
set -uo pipefall

for device in <device_type_glob>; do ﬂ
/usr/sbin/blkid "${device}" &> /dev/null
if[$? == 2 ]; then
echo "secondary device found ${device}"
echo "creating filesystem for etcd mount"
mkfs.xfs -L var-lib-etcd -f "${device}" &> /dev/null
udevadm settle
touch /etc/var-lib-etcd-mount
exit
fi
done
echo "Couldn't find secondary block device!" >&2
exit 77

<device_type_glob>2 £ = x| §3 o = FZEZ vl A 2. SCSI == SATA =

2ho] B o] 79 /dev/sd*E A}-E-31 1L, 71 =2to] H o] A% /dev/ivd*E 2183132, NVMe =

g}o] B o] 4 £ /dev/invme*[0-9]*n* & A& 3 T}

. etcd-find-secondary-device.sh == 3 E o] 4 baseb4 = ¢l H 24
af w4t

I $ base64 -w0 etcd-find-secondary-device.sh
. O3 e 88 £33 eted-me.yml ©] 2= MachineConfig YAML 1<l &

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 98-var-lib-etcd

spec:
config:
ignition:
version: 3.5.0
storage:
files:
- path: /etc/find-secondary-device
mode: 0755
contents:

source: data:text/plain;charset=utf-8;base64,
<encoded_etcd_find_secondary_device_script> ﬂ
systemd:
units:
- name: find-secondary-device.service
enabled: true
contents: |
[Unit]
Description=Find secondary device
DefaultDependencies=false
After=systemd-udev-settle.service

o
l-lEl
il
Rl
=
ofo
o

—
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Before=local-fs-pre.target
ConditionPathExists=!/etc/var-lib-etcd-mount

[Service]
RemainAfterExit=yes
ExecStart=/etc/find-secondary-device

RestartForceExitStatus=77

[Install]
WantedBy=multi-user.target
- name: var-lib-etcd.mount
enabled: true
contents: |
[Unit]
Before=local-fs.target

[Mount]
What=/dev/disk/by-label/var-lib-etcd
Where=/var/lib/etcd

Type=xfs

TimeoutSec=120s

[Install]
RequiredBy=local-fs.target
- name: sync-var-lib-etcd-to-etcd.service

enabled: true

contents: |
[Unit]
Description=Sync etcd data if new mount is empty
DefaultDependencies=no
After=var-lib-etcd.mount var.mount
Before=crio.service

[Service]

Type=oneshot

RemainAfterExit=yes

ExecCondition=/usr/bin/test | -d /var/lib/etcd/member
ExecStart=/usr/sbin/setsebool -P rsync_full_access 1

ExecStart=/bin/rsync -ar /sysroot/ostree/deploy/rhcos/var/lib/etcd/ /var/lib/etcd/
ExecStart=/usr/sbin/semanage fcontext -a -t container_var_lib_t '/var/lib/etcd(/.*)?'
ExecStart=/usr/sbin/setsebool -P rsync_full_access 0

TimeoutSec=0

[Install]
WantedBy=multi-user.target graphical.target
- name: restorecon-var-lib-etcd.service

enabled: true

contents: |
[Unit]
Description=Restore recursive SELinux security contexts
DefaultDependencies=no
After=var-lib-etcd.mount
Before=crio.service

[Service]

14
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Type=oneshot

RemainAfterExit=yes
ExecStart=/sbin/restorecon -R /var/lib/etcd/
TimeoutSec=0

[Install]
WantedBy=multi-user.target graphical.target

<encoded_etcd_find_secondary_device_script>= 75}7 7| S8 £ ZPEH ATHE
W&o = upata g,

5. A4 ¥ MachineConfig YAML 3} S & &34t}

I $ oc create -f etcd-mc.yml

ol}l

A

e =] t]u 1 Ao A grep /var/lib/etcd /proc/mounts & S A& dte] T A7} v EE Q=
2] FlshA &

I $ oc debug node/<node_name>

# grep -w "/var/lib/etcd" /proc/mounts

2 o

/dev/sdb /var/lib/etcd xfs rw,seclabel,relatime,attr2,inode64,logbufs=8,logbsize=32k,noquota
00

| m.m‘

F7teas

® RHCOS(Red Hat Enterprise Linux CoreOS)

3.3.ETCD tl o8 27 =<

EU] 7F A3 AR E S8 2 Y A 7] Tl AUAA AXA F73F T HES 236 eted A T o] A

2 FAFULE F71H 82 etedE FA B 8L 27 oS 7ot dlolE AGAae F7Hs g
?FLL] T}. Prometheusol| A etcd M| EEl & RUEHHeL Q3 A9 X7 228 Lt 18 % ¢Fo
Hetcd7} S8 2H AA o ¢S DYAA S HEHE 7] {7 2HA s &l 74 d REZ A

g 5 Ayt

o I Itz 3t=<l etcd_server_quota_backend_bytes

e etcd_mvcc_db_total_size_in_use_in_bytes = 7] 2 ¢} = % A A d] o] ] ¥| o] 2 A}L- S L}E}

Wy

e etcd_mvcc_db_total_size_in_bytes = %7} 2 &S 7thE] = o § F7HS 33 b o] B H| o]
2 A71E HoF U

15
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etcd Operatore= &2/ 2~ H
o AHE 27 RS

331 AE 27 s
etcd Operators ) 23 27t 23S A5 02 3l JYUth 55 2o QA syt
0o 27 = s 2 solsle] 27t B A7 A 3= sel g

® etcd =21

® cluster-etcd-operator Pod

® Operator 8] &7 21

o

9
A 2} 7} < Kubernetes A E &8 #] &} 5 th &g OpenShift 3|4 4 8.4
PN A} =]

192 dog 5 gow, ol sl A d T4 827} ThAl A%
F5hol, T A8 AAH 2T ol 2XF A AL A S F
o
=

3

of

3|
ZS)

2

ZZt RS U} 2T EY 9
I etcd member has been defragmented: <member_name>, memberID: <member_id>
A x7t 2gd did 22 &9 o

I failed defrag on member: <member_name>, memberID: <member_id>: <error_message>

332. 55 27 B

o,
=
fr
4
off
BN
5
td
oo
o
>
ofo
o
)
g‘L
rr
o
o
il
W
o
iy
i
)
o,
K
rr
n
)
X
o
o
2
3]
>
it
i

Prometheus

=8

°
D
—+
(@]
o
N

L
(@]
g

o

o
2,

__>‘~]_l’l

=

o

o

=

o
[
1

N

o
Ul
o
X

=)

[4\:1

ttlo

2
4

2
[o
fu

~
>

oo
ol

ol
rr

o

o

16



3% ETCD9] st A5 2 A4

T3k PromQL 329 2] ((etcd_mvce_db_total_size in_bytes -
etcd_mvcc_db_total_size in_use_in bytes)/1024/1024E Abg3te] 27 220 2 & A E eted H) 9]
Bl o] & A7]|(MB)E &<lste] 27} BJo] Q3R o i-5 AT = dFuoh

' 79
A etcdE 223t AL 2k A AUt 228 A2 7 SE = u 71A] eted I &=
). } Z2

ISR
27 B g A 2ol 2ol 2Evt 34 45 A

=

Z} etcd W] o] eted "l o] H 27} &2 F3 sl v 2= wE Yt
APd @ AHsF

e cluster-admin & &9] Al &2} 2 ZFe] AE o] WA AT 4= g oo ).
A

U7 HE 2243 A2 P2 Z o] W eted WM 7L 2lH Q1A ol gy )
a. etcd pod 555 7H4 4t

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

=9 q
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

b. Pod® 4l sl 3 th& &2 49 5ol o eted W 7} P Tl A4 el gk

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

2 o

o

Defaulting container name to etcdctl.

Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+ + + + + + +

+ + + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+ + + + + + +

+ + + +

17
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18

| https://10.0.191.37:2379 | 251cd44483d811c3| 3.5.9| 104 MB| false| false |
71 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.5.9| 104 MB | false| false |
71 91624 | 91624 | |

| https://10.0.199.170:2379 | 9ac311f93915¢cc79 | 3.5.9| 104 MB| true| false |

71 91624 | 91624 | |

+ + + + + + +

+

.|_

+ +

o] 8 9] ISLEADER ¥oj = https://10.0.199.170:2379 = ¥ A E 7| 2l YU t}. o]
A A 83 o]l A= e EV A A3 2lH 9] Pod o] -2 eted-ip-10-0199-
170.example.redhat.com ¢} 4 t}.

2. eted ¥ E 2y}

a. A4y eted WH oWl AA AL 2]H 7 ofH pod ©o] 5& &I

I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com

b. ETCDCTL_ENDPOINTS 27 ¥i+& 47 s Al g o

I sh-4.4# unset ETCDCTL_ENDPOINTS

c. etcd @ E B8 g}

I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag

=
=

2

Finished defragmenting etcd member[https://localhost:2379]

| m.m‘

A7z 2 77 A s E o] e w714 --command-timeout ¢} 32 SHYTH

- HelgH o]~ A7 7F A A=A gl dH o

sh-4.4# etcdctl endpoint status -w table --cluster

=9 4
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +

| https://10.0.191.37:2379 | 251cd44483d811c3| 3.5.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.5.9| 41 MB| false| false|
7] 91624 | 91624 | |ﬂ

| https://10.0.199.170:2379 | 9ac311f93915¢cc79 | 3.5.9| 104 MB| true| false |
7] 91624 | 91624 | |

+ + + + + + +

+ + + +
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o] d o] A= etcd M B 2] W o] ElH| o] 2= = 7] 7} A ZF =7] 9 104MB S} 2 a] & A 4IMBY S W

ol Ytk
e. Thg ©AE WESlo T eted WHlo] ARG 27 R &L FAFU T G gie) 27
R&g mA e 2 s
etcd pod7t B2 4= Q== 27} B& 2 o] A 12 o] 4 7| b g U th. eted pod 7 272 w)
7HA] eted W = S H5FA] g5U
3. ¥ S 23 ste] NOSPACE 7 a7t A 8= A 5 ol & A FH Al 2.
a. NOSPACE 7 271 l=A] &1t
I sh-4.44# etcdctl alarm list
Z9 o
I memberlD:12345678912345678912 alarm:NOSPACE
b. A31E AFYtt
I sh-4.44# etcdctl alarm disarm
3.4.ETCD9 thgt Fd mj7f = 2 A
Aol FR =]l FEE"EE", LY EE /)R Mo AT £ AHUn
712 A ANAM = A 2H o] A S £ =8 AA YT o] S AFE3HH Al 2Flo] o] d M ] 3hs Ad
T F oI 7ol gl A Jagel = = AdF Yt
O 3t & S-S g et 7| Bgkel A e f Tk A7 27 StENE rgte 2 Qg #Y A A7 A
FaAHe A9, Aadel ™M EE "EE" 02 A4 Ho] otE stEdo] SRS "mA" 2 47 5o
Al=dlo] A A7 F7te B & A F =5 AL

e
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20

— o —

T A2 22 Y3 StEHE 714 % Y A F A7 2345 et Y th ol 21§ ke W
A AdFUH
zz29 ETCD_HEARTBEAT_INTERVA  ETCD_LEADER_ELECTION_TI
L MEOUT
ZQE B oF ol weE s
Standard 100 1000
o =A 500 2500
=9& gl
29 o
I etcd.operator.openshift.io/cluster patched
fragk g ole e e dEatd o/ o] A HUTL o & 0], 3t & & "Faster"s o g 3t
AT E9S oA sy
g o

The Etcd "cluster” is invalid: spec.controlPlaneHardwareSpeed: Unsupported value: "Faster":
supported values: ", "Standard", "Slower"

& WS o] ol MAHAEA A5 4.

$ oc describe etcd/cluster | grep "Control Plane Hardware Speed"

o
i)

a])

I Control Plane Hardware Speed: "

. eted =7} Eokxd W 7bA] 7lvE Al &

I $ oc get pods -n openshift-etcd -w

L =2 & master-09] tj 3t o A} &=

S HoAgFYth A& 7] Ao ZE vi2H e H 71 4/4
Running & = I A2 wj7}x] 7] t}2] A 8.

=99
installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  Pending 0 Os
installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  Pending 0 Os
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installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  ContainerCreating 0 Os
installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  ContainerCreating 0 1s
installer-9-ci-In-qkgs94t-72292-9clnd-master-0 1/1 Running 0 2s
installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  Completed 0 34s
installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  Completed 0 36s
installer-9-ci-In-gkgs94t-72292-9clnd-master-0 0/1  Completed 0 36s
etcd-guard-ci-In-qgkgs94t-72292-9clnd-master-0 0/1  Running 0 26m
etcd-ci-In-gkgs94t-72292-9cInd-master-0 4/4  Terminating 0 11m
etcd-ci-In-gkgs94t-72292-9cInd-master-0 4/4  Terminating 0 11m
etcd-ci-In-gkgs94t-72292-9cInd-master-0 0/4  Pending 0 Os
etcd-ci-In-gkgs94t-72292-9cInd-master-0 0/4  Init:1/3 0 1s
etcd-ci-In-gkgs94t-72292-9cInd-master-0 0/4  Init:2/3 0 2s
etcd-ci-In-gkgs94t-72292-9cInd-master-0 0/4  Podlnitializing 0 3s
etcd-ci-In-gkgs94t-72292-9cInd-master-0 3/4  Running 0 4s
etcd-guard-ci-In-qgkgs94t-72292-9clnd-master-0 1/1 Running 0 26m
etcd-ci-In-gkgs94t-72292-9cInd-master-0 3/4  Running 0 20s
etcd-ci-In-gkgs94t-72292-9cInd-master-0 4/4  Running 0 20s
6. T BH e e stel ghe A ESHA L.

$ oc describe -n openshift-etcd pod/<ETCD_PODNAME> | grep -e HEARTBEAT_INTERVAL
-e ELECTION_TIMEOUT
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T8

e HAES L AEN S AFd T AFH

A8

o 7% ZalH 7% A WS

351 etcd Ho]EHjo| 2~ = 7] HA

etcde] HlolEHo] 2~ 7] & HASIH M tha GAE ¢E3AH Q2.

Z2A 2

1.

o
ol

1ot BEe destel dam @9 Fel A ghol AYHUE

R

I $ oc describe etcd/cluster | grep "Backend Quota”

etcd Operator= Al ZH O = etcd A 2B AE A5 0 7 Eo}23 T}

] m,m

etcd-ci-In-b6kfsw2-72292-mzwbqg-master-0 4/4  Running O

22

Red Hat Technology Preview 715 2] 2] W 9o o &+ AhA| g W &-& vt} 5=

i

NAME READY STATUS RESTARTS AGE

39m

=z

etcde] HlolEM o] 2 271 & Selt R e 714 Hle] w7] /sel v sl E U th 71 He
17] 715 & Red Hat T2 84 Au] 2 32 A SH(SLAY A A 54 or] 75502
FA 5 B 5 AFUTh mebd A BRI ALg st e A eA 5T
oG 52 ALEFE FF AF /15 S 210 o §T 5 glof A AP oIA 1A o] 7]

Bl

Of


https://access.redhat.com/support/offerings/techpreview/

3% ETCDeol 4 gt %

37m

41

O OO O oo

m
51m
49m
54m
51m
46m
44m
49m
40m
38m
42m
43m
43m
43m
42m
42m
42m

etcd-ci-In-bbkfsw2-72292-mzwbqg-master-1 4/4  Running O

etcd-ci-In-bbkfsw2-72292-mzwbqg-master-2 4/4  Running O

etcd-guard-ci-In-b6kfsw2-72292-mzwbqg-master-0 1/1 Running 0
etcd-guard-ci-In-bbkfsw2-72292-mzwbqg-master-1 1/1 Running 0
etcd-guard-ci-In-b6kfsw2-72292-mzwbqg-master-2 1/1 Running 0
installer-5-ci-In-b6kfsw2-72292-mzwbqg-master-1 0/1  Completed 0
installer-7-ci-In-b6kfsw2-72292-mzwbqg-master-0 0/1  Completed 0
installer-7-ci-In-b6kfsw2-72292-mzwbqg-master-1 0/1  Completed 0
installer-7-ci-In-b6kfsw2-72292-mzwbqg-master-2 0/1  Completed 0
installer-8-ci-In-b6kfsw2-72292-mzwbqg-master-0 0/1  Completed 0
installer-8-ci-In-b6kfsw2-72292-mzwbqg-master-1 0/1  Completed 0
installer-8-ci-In-b6kfsw2-72292-mzwbqg-master-2 0/1  Completed 0
revision-pruner-7-ci-In-b6kfsw2-72292-mzwbg-master-0 0/1  Completed
revision-pruner-7-ci-In-b6kfsw2-72292-mzwbqg-master-1 0/1  Completed
revision-pruner-7-ci-In-b6kfsw2-72292-mzwbg-master-2 0/1  Completed
revision-pruner-8-ci-In-b6kfsw2-72292-mzwbg-master-0 0/1  Completed
revision-pruner-8-ci-In-b6kfsw2-72292-mzwbqg-master-1 0/1  Completed
revision-pruner-8-ci-In-b6kfsw2-72292-mzwbg-master-2 0/1  Completed

3. 08 ¥E S 2 et eted Podo] T2 #de gho] Qo] EEEA FAshA 2.

"ETCD_QUOTA_BACKEND_BYTES"

$ oc describe -n openshift-etcd pod/<etcd_podname> | grep

NG e 718k 8ol M WAHA B 5 AFUH
=9 4
I ETCD_QUOTA_BACKEND_BYTES 8589934592
e
AT e GIB W99 Yol AR, F ol TAFE g

3.5.2. &4 s 4
etcde] tlolEHlo] 2 A7 E el &
.

3.5.2.1. 3ol W &yt
Ay

24 %

ol 8 Mt} oW v 2 @ F WA A 7F A

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"backendQuotaGiB": 5}}'

BEER

The Etcd "cluster” is invalid:

* spec.backendQuotaGiB: Invalid value: 5: spec.backendQuotaGiB in body should be greater than or

equal to 8

* spec.backendQuotaGiB: Invalid value: "integer": etcd backendQuotaGiB may not be decreased

sl Atz ™ 8~ 32 Alo] o] A4S A g etA L

ol =AE

) ZA 7 2 S v Al s d EA T =Eol 2 ¢ sy

9% 72 A9
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3.5.2.2. gtol U F FYth

ARG Lol 2 1t 2 A5 A 22 L F WA A A Y T

rlo

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"backendQuotaGiB": 64}}'
25 WAIA ] o

The Etcd "cluster” is invalid: spec.backendQuotaGiB: Invalid value: 64: spec.backendQuotaGiB in
body should be less than or equal to 32

o] FA|E s At ™ 8~ 32 Ako] o] & X 3HA 8.

3.5.2.3. 7}X| 7} 7H 23k QU T

Zkol 8~320lol fEF O AP AL @S FY F UL 2IX) FoW O F A A 7} B

fyh

& 9Ee ety ez B e FolM .
I $ oc patch etcd/cluster --type=merge -p '{"spec": {"backendQuotaGiB": 8}}'
25 WAIA ] o

The Etcd "cluster” is invalid: spec.backendQuotaGiB: Invalid value: "integer": etcd
backendQuotaGiB may not be decreased

3. o] 2AIE sl Zste w10 Bt 2 A 5E A4 shA 8.

24
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ds A7) 9] AHE S A G T

rO
D
o
o
rr
H
fn
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OpensShift Container Platform<e] 7]-3F A 74~

] 2~ 2 etcd HI o H & A 7] F o 2 W] 5131 oA 3k 9] x| (o] A& & 2 = OpenShift Container

Platform %73 ﬂ—r)"ﬂ A 2. AR F 24 AU o A Eh= A - A IS A 2LA 7 &5 EH 7] A7k
A] eted % Ty A P A . A5 A A 7F A B E 7] ol At 8o ”PE% ASM7F 23

FUt}. eted Mawo /O Bl go] 357] W ol Abg o] WA e A7k eted MY & 58 B Aol B

Hu T

Y LHE ﬁtﬂ 01—‘5_3}7] Z‘ioﬂ etcd M P& & shAl 8. GrlolEstr] Mol M d 5 st A o] T3 ol
= iﬂi’“ﬂ L& o) 5L 3 z-stream E‘E]/\Oﬂﬁ 7} & eted ¥ Q]S AF &) of &1 7] W <tk o
1
H

=" OpenShlft Contalner Platform 4.17.5 28] 28 &= 4.17.59 A 7}4] & etcd W S AF-&&f oF T
E}.
=9
Aol HH T AEo|A WY ~AAHEE S $E3] FHAH eted Hlo|HE A
Ut 828 Z AEE Z¥ 2 SAEnt g8 =3 314] npgd Al &

eted W] F o] 4 Fe2E JUlE B9 F F AFUTh

4.1.1. eted o] E WY

T} ©HA o] whe} eted 2 W AES 240 31aL A A pode] B AXAE W] 5le] eted o] ] £ W ¢ gt} o]
A& A st etedE B ofstE A Uzol A8 4 dHFUh

F9
UY AEE Q) B2ES NYR A 4FTh 2L 4 AEES B S2E
A W e s uhal Al 2

A 27 A

e cluster-admin & &9 A} &2 2 Fe] 2F o] A 2T 4= gl ojoF F .
o | ~E HAQ ZEA7FEAFE ] =R Fds o T T

B

mgammdeMFomehamgﬂd4ﬂ4%MﬂA%JHﬂw4ﬂ¥%ﬂﬂ§$
<1t} httpProxy, httpsProxy 2 noProxy Z =9j Zto] A o] gl o™ =

ZZA 2
1. Aol HH =9 FEZ U2 A AHLS A2t

I $ oc debug --as-root node/<node_name>

2. gz Ao A FE td Ee 2 /host = W7 514 Q.

25
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26

4. tiw 2 Ao A cluster-backup.sh == E E 213

I sh-4.44# chroot /host

3. FYLH AA A7 245t A9 vy ¥R S A3 skl NO_PROXY , HTTP_PROXY 3
HTTPS_PROXY &7 ®i+& WE Y Y}

I $ export HTTP_PROXY=http://<your_proxy.example.com>:8080
I $ export HTTPS_PROXY=https://<your_proxy.example.com>:8080
I $ export NO_PROXY=<example.com>

P e AT 912 AL F

ol

o AH

cluster-backup.sh == 3 E = etcd Cluster Operator®] +4 4= /X% &2l 5 etcdcetl
snapshot save 43 ## g3 gy}

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
2AYE &9 o

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6
found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6
found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3¢c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4

{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}

{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}

{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching

snapshot","endpoint":"https://10.0.0.5:2379"}
{"level":"info","ts":"2021-06-

25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;

closing"}

{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched

snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}

{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",

"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}
snapshot db and kube resources are successfully saved to /home/core/assets/backup

o] A M E HEZE Z7 2 &2E 2] /home/core/assets/backup/ t] ) E 2] o] T 7] ¢] 3 o]
A g Yo



4% . ETCD "ol W] & 59
e snapshot_<datetimestamp>.db:©] 3} 2 etcd 22 AE¢] Y t}. cluster-backup.sh ==
EE fa4ds gy
e static_kuberesources_<datetimestamps.tar.gz: o] o= A 4 p
Az eted G557t 4 815 o A= A9 eted 2 Ak 58l 7| = 23 HY
Za
etcd G &3l A 3o A= 19} 2
A% Ak w2 A Rets Aol 2H5UTh 28U o] 3A L eted AW AR A
dat=d B o
etcd °‘§§P‘ Z17Fobd 3t s dunh S, 2l A 7, Ul S ol
D IRA| o] 52 FEsEA FHFYTH
F7teas

o H|H Al eted S| 2E B

41.2. A5 314H eted W G A

etcd®] AE5E W 75 W W B WYL HE A AT uE WL elo] B2 Ad ojulr
ool W Q]S Al &F3H= cron 2F¢] S A A FH o

e
etcd B¢ 2AAF3st= 7€ ZE R/ 715 A& dUth lgﬂlﬂ 17 1%% Red Hat 3 2 ¢
A A2 =2 A K(SLA) A A D E A on 7 A e dEH T

|
w2} A i_E'._EMﬂ Aol A AL Fe AL AR
FAE 5 £ o5 8 1 dlel A SRR Betel 752 e Ao o

Agd 5 Ay

Red Hat Technology Preview 7] 5 2] | ¥ 9 o) th 3t A 3k &2 t}S H I35 FH%35)
A8

o JlE R 7l AL WA

Th& ©A ol whet etedoll &k A& W & S sk o

' F9]
A =2 ¥ 9 TechPreviewNoUpgrade 7] 5 M EE &4 5}l vlo]] W 4 o]

E 7} 43 5 %] &5t} TechPreviewNoUpgrade 715 Al E = B &4 31 S &= Q15
Yo} E:?—_Eﬂ*j 8| AE oA 9] ]—aAﬂE §1-}H§]_O]_x] ul A Al 9

AR 27 AV
e cluster-admin & &9] Al & 22 ZFe] AE o] WA AT 4= g o] oF ).

® OpenShift CLI(oc)ol] Al 28k 4= 51U o}
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ZEA 2
1. o2 Fd = E A}E-5}¢] enable-tech-preview-no-upgrade.yaml o] 2} = FeatureGate CR(A}&
AL A o) gl 2 2) 9 & A A ok
apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:
name: cluster
spec:
featureSet: TechPreviewNoUpgrade
2. CRE A &3ata Asstd Mg S EAsd o

I $ oc apply -f enable-tech-preview-no-upgrade.yaml

3. 3 APIE B4 5 8he o) A7kl AP U h o B3 S A she] CRD(AHE A A o] 242 3
o)) A4 g el g o,

I $ oc get crd | grep backup

)

a)

=
backups.config.openshift.io 2023-10-25T13:32:43Z
etcdbackups.operator.openshift.io 2023-10-25T13:32:04Z

41.210. G 25 31E eted WG A

& w0 whek CR(AHE A A 9 2] 2:2) & A48k 3 2] §-5ho] Bl eted 91 A4 U o

AR 27 AV
e cluster-admin & &9] Al &2} 2 ZFe] AE o] WA AT 4= gl ook ).

e OpenShift CLI(oc)ell & Al 228k 4= Q51 T}

© FHoxevAdd fedAE A

et
A

s

B ts HAE g Este] &l AEstd

PN
S|

a. o o ¢} 7o el = = A18-3}o] etcd-backup-pve.yaml o] 2}= PVC(H T+ 2§ ZdY)

i

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
resources:

28
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47 ETCD Hlo]g W¢] W B9
requests:
storage: 200Gi ﬂ

volumeMode: Filesystem

QO Col i A8 5 e 2EUA S FAYTE 2T ARl WA o] % 2T

b. T& WS Aalstel PVCE A 8FY T

$ oc apply -f etcd-backup-pvec.yaml

& Weg Aalshe] PVC A4 el g o,

— g o

$ oc get pvc
29 o
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
etcd-backup-pvc Bound 51s
=77

=2 PVCE nl$-E = w712 Pending 8] 2 &2 g Yt}

d. T2 ol 9} & Zel = = A8 5} eted-single-backup.yaml o] 2}= CR 91 & vHE U o)

apiVersion: operator.openshift.io/vialphal
kind: EtcdBackup
metadata:
name: etcd-single-backup
namespace: openshift-etcd
spec:
pvcName: etcd-backup-pvc ﬂ

© ueALEPVCY o5 YUITh Bl W o] gk =4 Ptk
e. CRE A&l & WS A2 o
I $ oc apply -f etcd-single-backup.yaml

H 2ELDAE ALE

st
rlr

T e AT v GAE S5 G AEstd

a. oS e =% = A8 5l etcd-backup-local-storage.yaml o] 2} += StorageClass CR 3} &

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

29
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name: etcd-backup-local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: Immediate

b. t+2 %3S 233l StorageClass CRS 2 &3t}

I $ oc apply -f etcd-backup-local-storage.yaml
c. T2 oA ¢ e & o =2 eted-backup-pv-fs.yaml o] 2} = PVE w51t}

apiVersion: vi
kind: PersistentVolume
metadata:
name: etcd-backup-pv-fs
spec:
capacity:
storage: 100Gi ﬂ
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
storageClassName: etcd-backup-local-storage
local:
path: /mnt
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:

- <example_master_node> 9

<OPVOIM AR = e 2R A S FAYTE &7 ALl BHA] o] e = dYth
a4

®9

g =2 uA Q.

Z9 o
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
etcd-backup-pv-fs 100Gi RWO Retain Available etcd-backup-
local-storage 10s

e. TS of ¢} 7+o el = = AL-& 3] eted-backup-pve.yaml o] 2} = PVCE wHEY o).

apiVersion: vi

o}
kind: PersistentVolumeClaim
metadata:

30
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4% ETCD Hlo]lEH wi¢] Wl B ¢

name: etcd-backup-pvc
namespace: openshift-etcd
spec:

accessModes:
- ReadWriteOnce
volumeMode: Filesystem
resources:

requests:

storage: 10Gi ﬂ

Q PVColM AHE 2 = Sl 2B A & F AU &7 ARl 3] o] #h& =4 9y

f. ohe WY A ste] PVCE 4 §3uth,

I $ oc apply -f etcd-backup-pvc.yaml

g TS o o} 7+& #El = 2 A1-8-3}9] etcd-single-backup.yaml ¢] 1= CR 79 & wh5 Ut}

apiVersion: operator.openshift.io/vialphal
kind: EtcdBackup
metadata:
name: etcd-single-backup
namespace: openshift-etcd
spec:
pvcName: etcd-backup-pvc ﬂ

@ <UL ALTPVC(YT BF AR olE AU Bl g} o i
t}.

ttlo
X
o
g
L

h. CRE 2 §3te] & Wl A 23T

I $ oc apply -f etcd-single-backup.yaml

4122 vtE 0] =359 eted W A A

ThS A o] whet eted] AHE wFE WS A A Y T

sHORE 22V AYE 2EYAE A 7 B A H eted W} H ol H S bR 9 7 2 0
BAFYT Ao TRuAYE 2EYAE AT 5 e A9 NFS 80 94 dol8 & A gs)
of M B o A A2 F JEF st= Ao EFYTH

AR 27 AV
e cluster-admin & &9] Al &2} 2 ZFe] AE o] WA AT 4= g o] oF ).

e OpenShift CLI(oc)ell & Al 228k 4= Q15U T}

AQH 2EHAE AT 5 3

e

A% the BAE fEste] A EH v

a. TS o ¢ 7o ZHl = E A8 5l eted-backup-pve.yaml o] 2= PVC(S 1 2§ =4

19
il

)
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AR

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 200Gi ﬂ
volumeMode: Filesystem
storageClassName: etcd-backup-local-storage

© PV A8 Y S 2lE 2EUA $FAUT 87 Aol 2 o] gk =Y T

accessModes 7t storageClassName
value

H] A ed-installer- - ReadWriteMany efs-sc
efc_operator-ci = =
ol = AWS

Google Cloud - ReadWriteMany filestore-csi

Microsoft Azure - ReadWriteMany azurefile-csi

& WHe dste] PVCE 44T

ot
I $ oc apply -f etcd-backup-pvc.yaml
o B E S Adsted PVCAE S gy

$ oc get pvc
%9 o
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
etcd-backup-pvc Bound 51s

32
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47 ETCD Hlo] ¥ ® ¢ 3l &

=

kd

=4 PVCE ntLEF wf71%] Pending 8] 2 2] gt}

FHoz TN AYE 2EAEAHET 5 Gl S e UAE SR 29 2EA

o
PVCE A dY

Fel
A g dolB 7 2 E =0 g HA & AdE Al sk A Y E4d st

=5 Ya&{ <l
# gole 7t £48 & Ay

a. UL #Hl = E AL8-5lo] eted-backup-local-storage.yaml ¢] 2}+= StorageClass CR 3} &
Eis=guh=2

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: etcd-backup-local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: Immediate

b. t+2 %32 2335l StorageClass CRS 2 &3t}

I $ oc apply -f etcd-backup-local-storage.yaml

c. L d e} e el == Al8-3lo] %81 StorageClass )| 4 etcd-backup-pv-fs.yaml ©]
Se PVE LET

apiVersion: vi
kind: PersistentVolume
metadata:
name: etcd-backup-pv-fs
spec:
capacity:
storage: 100Gi ﬂ
volumeMode: Filesystem
accessModes:
- ReadWriteMany
persistentVolumeReclaimPolicy: Delete
storageClassName: etcd-backup-local-storage
local:
path: /mnt/
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname

o
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operator: In
values:

- <example_master_node> 9

Je 2EZA S FAUT 27 AFRel 8 o] 2 =E gtk

N
v
v
<
=2
>
>
>
op
i
R A

X

3 AE RER ubaA Q.

i
T
o

e B AYste] g AbsE e s 1Y

I $ oc get nodes

d e wye ddstel PV AL ST,

I $ oc get pv

%9 o
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
etcd-backup-pv-fs 100Gi  RWX Delete Available etcd-backup-
local-storage 10s

e. TS of ¢} 7+o el = = AL-&3}o] eted-backup-pve.yaml o] 2} = PVCE wHEU o).

kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: etcd-backup-pvc
spec:
accessModes:
- ReadWriteMany
volumeMode: Filesystem
resources:
requests:

storage: 10Gi ﬂ
storageClassName: etcd-backup-local-storage

@ PVCAd ST e A SFYU T &7 ARl B o] g =R T T

f. O HE & A st PVCE A& FH T
I $ oc apply -f etcd-backup-pvec.yaml

3. etcd-recurring-backups.yaml o] 2} = CRD(AF&2F A 9] 2] A2~ A o)) gd 2 AT AA
€ CRD| 42 A5 wle] 94 3 BE §3S Pl gk

o 157)° WEH Mo] 9 1= Number o] 7] % WE §8 S B8 o9 22 U] 88 AL8
U,
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Q) shel 27 0] whet wE

apiVersion: config.openshift.io/vialphal
kind: Backup
metadata:
name: etcd-recurring-backup
spec:
etcd:
schedule: "20 4 * * *" ﬂ
timeZone: "UTC"
pvcName: etcd-backup-pvc

47 ETCD Hlo|g ¢ & &

§b w ¢l o] CronTab 27 Z U th, &7 Abatell 7] o] kg 24 Fu o)

spec:
etcd:
retentionPolicy:

retentionType: RetentionNumber ﬂ

retentionNumber:
maxNumberOfBackups: 5 9

<> HE R

spec:
etcd:
retentionPolicy:
retentionType: RetentionSize
retentionSize:

maxSizeOfBackupsGb: 20 §))

HaH
Qxl o)

5

Mo 1

© 7)o 0GB th.

A s The

o] Hh v 271(CB) Y Yt &7 AFaell 5t o] 3
73

H

71-7k S eted 7)ol 7+ o)

o 2 o] G =TI AY A Fe 7
A #7t THE R E BALEY S

selw o2 A o
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=z 0

=
G EAE Qs mE e A 27]7F 74 E grr o o 10GB

7} gy

4. o= " H S 2 ste] CRDoNA G o] g cron &S Ao
I $ oc create -f etcd-recurring-backup.yaml
5 A" cron A Frodd v W8S Ay YT

I $ oc get cronjob -n openshift-etcd

4.2, 9] A% 2l ETCD Wl ¥ A

Wl o] w4 9l eted W B WA S TR A 25 v alo] A3 Fo] ohul A st FuH A ]

w0 etcd W 1] 7} W1 G 4 5 914, o} L] ¥l eted Pod7} el Al $2E 25 QAo upeh gebg ok
23

gR o] Aol HE RS B A5 o] ATl s B Axpol] weh o] A Fef
ERTER LS

A

E2 2y A2A 2T ARE mor .

wAE gl M AEE S ASAH 7 FE A &2 A F o] ZEAL A vhaE 7

AEE ZYd =7 FAH L A =7 A H = 749 eted 2] 22F Operatore A
TLSA5A A B =5 etcd ¥ 2 F7 sl Z2A LS 1Y Gy o

4.2.1. 914 2 eted W 1] 29

“
S

32
ofy
L
i)

2 2E o] ¥4 442 eted Wl 7} A 5 el

A 27 Av

e cluster-admin & &29] A} &2 S ~F of A AT 4 glojof )
o eted Welo] 3 H AF U Th ApA 8 U] -2 "eted ] o] B W' Fa Al 2.
& W% & AH8-5te] EtcdMembersAvailable % el o] e 2=71-& SRl A L.

o}
$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"{end}'

ttlo
ot

shel gy ot

2. =4
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4% ETCD Hlo]lEH wi¢] Wl B ¢

I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

o] 29 o] = ip-10-0-131-183.ec2.internal etcd 9 1 7} 1] g 4+ & B o F 1 ch.

¥4 9] eted WM & A SHE L2 A2 eted7t T o @ eloll gl ol met by,

® ctcd pod7t Z#A] &= A

Th Z 2 A 220l A = eted W
3F7] Y3l S8 &l oF 5= ©@HA

A g FAdU o5 38l Mg eted HH & A

mlm E

3

Al =g o] A& H I A FAY =TT EH] E A OLOLX]“J = dHE B AR

o dE = 75 etcd BH E wA57] 3 AAE TP S L a7t lE U eted 221 2H
Operator= W2l 2= = =71 A4 AE| 2 Zo} O™ X} 2 5718 Yt

AFA @ AL
e cluster-admin & & o] Al g2 2 Fe] 2E o] WA 23 5= gl ofoF gt}

o H|HJAl etcd I E A HE 3} dFU T

$ oc get machines -A -ojsonpath='{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

=
I ip-10-0-131-183.ec2.internal stopped ﬂ

o] 282 o} == A AH 9] AE & YE FY th A4H 7F running o] ofd 73§ A AHlS

A99A g
N 2do] AAH L QA B A, ALH o] FYH L YA G =BT} F0] 5] G 1]
ol eted Wu] A ZEA 2T FATHAA L

2. X7} ZFu g R FP=x] 8ol st o}
o2 274 5 sty sl g el =7 8] 5 A e AJ Y o

e A]XHlo

—

AYFA A5 mEe A 2T 5 YA FAFAA L.

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable
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2 o

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

6 ] W‘m‘

unreachable A} g o] = =7l g s =71 FHH XA L& A A

o o o138 A2 Q= A5 ==} NotReady = 1hd Hlo] 9l el ahalAl
I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"

2 o

o

I ip-10-0-131-183.ec2.internal NotReady master 122m v1.32.3 @)

@ -=/'NotReady= %A 5w =71 54 & AY Yt
L7 FHHRA e A K 2go] FYE 7 QIR GAL =) FH] H X @S H YA 0]
eted Hr A ZRA 25 FHIAYA L

3. etcd pod7} A # A F= Abeel A &l gy th
Al 2"lo] A E 3l Q5 ==7) F8]H 7S eted pod7t ZLef A] 3= AFE| Q1 R] g2l a4 Al 9.

o

a. RE Aol W =7t EH 2 yd Eo] A elshA 2.

¢

$ oc get nodes -l node-role.kubernetes.io/master

o
i)

a)

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.32.3
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.32.3
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.32.3

b. etcd pod<e] *JEl 7} Error X = CrashloopBackoff <2l =] &1 35} 4 A] <.

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

29 o
etcd-ip-10-0-131-183.ec2.internal 2/3 Eror 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

o] pod<] 4e] = Erroro] = 2 etcd pod= I Al F3E e Y T}

etcd pod7} Y A] F3Z ALE] Q) A F-eted pod 7} Z 2 A F3Z JE] Q] H] F 3= 9] eted H 7 w7
ZRAMAE FHPIAAA L
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4231 A =8 o] AL AR FAY = =T7F FH H A @82 B8 A <l eted B A

Theoll A= Al ago] A5 AL A FAY =270 H A o2 792 Bl A2 Ql eted B S A 8}
= Z2A| o) thef AbAl s AT gy o

Za
B/ HEE S WA A EES A5t 2 eted H7 Aatoll i "HEE S
A A AE A & A"e] "4 5] A 5t€ etcd Operator 5"5 FHx5kA] &

A 27 A

gEAo] HH =xo HYLS 11 7o o Utk Alo] HH === A7 &
Z S etcd e A7 4E5E w7hR] ALY o] AR Qo]of F)

e cluster-admin & 3ro] A} 822 Z&] 2~E o] A 23 5= gl ofof Tt}

e etcd Yol FYHAFU L

ol dxt=5 FA 87| Mol eted MY S FH st AV LA B FHEEHE F
.

dFS e =2 3l PodE Mg b o

S EHo| QAT S = EHuEd oA cluster-admin AHEAE v W RS AP FU
I $ oc -n openshift-etcd get pods -l k8s-app=etcd

29 o

I etcd-ip-10-0-131-183.ec2.internal 3/3  Running 0 123m
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40

b. A F<l eted WH o] H ol AL FF2 Te =20 1= pod ol &5

=

etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

rzi
E‘;"
L
ga’

S agol JA 2T = = B e d A cluster-admin A8} = Th5 7 % A3 5“4 t}.

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

W 252 sl gy

sh-4.2# etcdctl member list -w table

=9 4
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + + +

olg gt gt TR A Ao SRR A Dt g u YA etcd W ] IDg} o] ES 728 F
A 2] 2. $ etedctl endpoint health = 2 & w A & x}7} 95 = 32 A @ w7} —r7}9 ol 7} 2] A
AHE WHE YL

. etcdctl member remove = & ol IDE X A st B A A Q] eted W E A A o}

I sh-4.2# etcdctl member remove 6fc1e7c9db35841d

=
Iz
i
Ju
o
v
>
==

AR R e 7 AL A H A Sl o

=9 9
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
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| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

2. b HEe Qg A /=g Hun
$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

ol HH L ASSA UL ATHOR G AE T PH EEE Bol2 T 5 AF YT
T8
AH 7t=E 1 YA eted IR 27F 74 WA S wkgshr] 918 AR " ==
T A B 22 g2 BE 5 vy
Za
TR w2 AP AP etede F7FHH A S 8T S sUTH YA
WU E O Al ZelE AP o] ZolA T Ze~E v theutd Ut A stEE
T4 WA o2 3l etcd7F THA] Al 2 E o] 7hE SAIH = A S WA SRR o] A4}

- £ g5sted A4 7h=E v g shaf oF g ot
3. 0g HE g A dFg e w=s AP
I $ oc delete node <node_name>
8

I $ oc delete node ip-10-0-131-183.ec2.internal

4. AFAE W4 eted WM o] o] A 95 B A A G T

a. 2HA = v A eted Wl ¥ 2] A] =Bl (secrets) S U< gy o}
I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

© o z=Aze AR /ST Y etcd WM o ES AT T

T 290 ZAEHZE o], AR Bl w E- A A3l dFY T

%9 o
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
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I 47m

b. A 7 ¥ B4 eted | w o] Al LB S A U o

i o] Al A S A g o}
I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i A A RS AA Y T
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal
iii. WEY AIAZS AT

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal
3

Olt

2 g sho] Aol BH w4l A=} A Sl ahA) L.

$ oc -n openshift-machine-api get controlplanemachineset

A} B v A EF EA S A9 Ao B R g A s A BT 0] Ay
S T BHE Fol = Al Bl o] Al A H 3 eted A5 0% S Th A4 G &
"% Fo] ob v Alelt £ 5] S =} sl v 4 2l eted WU WA x5

AR ZzaPo) A A e AL A Fol ALk Machine APIE AHg-ste] 7 FE S mhe
A9 e vAE FAGUh 284 e A4S Ae Ao] AL VEL U A A% B
A P2 AGshe] A Alof HEL WS ook gtk

a. WA W el AFEE b gt
155

e =Hol Al =T o 2l= Eful ol A cluster-admin Ag-Ah 2 v W E S A EY

c}.

I $ oc get machines -n openshift-machine-api -o wide

=9 4
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a
3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e
stopped ﬂ
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running
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clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-

06861c00007751b0a running

<1 A1 24l ip-10-0-131-183.ec2.internal %} 1 t}.

RS

il
o)

@ =iy ==dnEs

I $ oc get machines -n openshift-machine-api -o wide

=9 9
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-

1a 85s ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8

running
clustername-8qwb5l-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-

010ef6279b4662ced running
clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-

east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-

Ocb45ac45a166173b running
clustername-8qwb5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-

06861c00007751b0a running

ﬂ A} Al = H] clustername-8qw5I-master-3o] A /J =] 52 & 7] 7} Provisioning ol| A]
Running © & W73 5w A 28 o] Zn] A7} Ut

A Az RS R o] 229 F A& theted 2 2H 29 AE Bl =

13 ok

i
~
2
ta
o
fu)
il
il
o
fo
) :
2
offt
|o
il
offt
N

# A A 2ol B § A H Y IDE Bl ste] Suhe 7184 G oo
=7 gl ahAl 2.
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0

[>
T,
S

Aol HE WAl A E7F SRR o™ Alo] HH Wl 2HA| S A A U T o] Al

HS A BHE ol & Al WA o] A A8 E 3l etedeE Ao 2 FH YL

| Z2 oA A F3t Az E A8 Fo] AL} Machine APIE AM&-3le] A FEHE THE
e}

A FAPUT 28A B A5 A Aol AL WEL U AT AT B
2 A1g-te] Al Alo] Fl g v ook Gtk

a. AN e HFEE 7HA Y

FezE o AAl = 5 9l= B rld ol A cluster-admin A8 A= g B8 & A HY

=3

I $ oc get machines -n openshift-machine-api -o wide

%9 o
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

Fyx

Lo

AEE

A

il

g ¢l A 2=H] ip-10-0-131-183.ec2.internal ] 1 t}.

ir

H]

o
o

o)
=i quél‘é'

QA 28] o] 44 g e,

i

$ oc get machine clustername-8gqw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

i)
2
2
b
[
lo
)
[t
i
il
=
(o]

A A 2" 8 o] 52 A g T

i 77 status 24 AFA) g )

I status:
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addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. metadata.name Z == A o]E° 2 WY}
ol 71AI¢} FLZ 7 E ol S FASHL FA Y HT & 502 A 7hss S
2 WA Y} o] ¢ o A clustername-8qw5l-master-0-S clustername-8qw5l-
master-3° 2 H 7 5 o] 35U
& &9 v 2AEUTh

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

ii. spec.providerlD 2 =& 2}A] g} ).
I providerID: aws:///us-east-1a/i-0fdb85790d76d0c3f
d. B4 o A AE S A gy o
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ
Q@ iY== AEE FHA A=Y o5 S A FYT
e. A =go] AAE L =A] el

I $ oc get machines -n openshift-machine-api -o wide
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=9 4
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. new-master-machine.yaml 7} & A}-8-35}o] A A] 28-S wh5 T}
I $ oc apply -f new-master-machine.yaml
g AE2malo] A= A=A A g

I $ oc get machines -n openshift-machine-api -o wide

=9 9
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-

1a 85s ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
runningﬂ

clustername-8qwb5l-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qwb5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

A} Al = H] clustername-8qw5I-master-3o] A /J & 52 & 4] 7} Provisioning o] A]
Running © & W73 5w A 28 o] Z1] A7} Ut

46



o

ol\

4%4.ETCD Hlo]E M¢] 2 29

Esd E o]l 289 st eted Y LE I AE Aoy =
2 Eoled Ao 57 i‘r@‘/l o

6. The WHE A shel A 7h=E Thal AUt

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

7. the W®-2 912 5 A=A e ConfigOverrides 4] H o] 7§ 4] o 4 4 A 5 Q=7 Ho1e 5

AFH

I $ oc get etcd/cluster -oyaml

. & == OpenShiftE AH-g-ate 49 =25 thA] A1 AUtk 28 %] oW eted 22| 2H &

GApo A the S RIF BT S Ak
29 o

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

£ etcd pod7} &vtEA A H 3 JEA Tl
iﬁi ZE o] BA AT 5 9) = H v do) A cluster-admin A} &2} 2 t}S w2 S A8 3t}

his

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

29 o
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

ol WE ol e F e podWt YEEHE B FF5LE etcd AW EE A AT A
th S8 &E o QA AT 5 A= H e oA cluster-admin 21822 th5 HE S AP F o

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason < 3-¢-a oF 8l 2 2 €} 9] 28 27} 27} o).

2. Zgs] Al 79 eted WIH 7F A=A AT Tk

a. A3 T2 eted AH Ol U AASIAL FFS W == §l= pod 01%% %i EEMD}
FH g AT F Y= ¢

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
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o
=

W 229 sl

sh-4.2# etcdctl member list -w table

=9 4
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |
| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |
| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + + +

----------- +
ol @ el Z= ol Al /) o] Fe] eted W7 U EE A AohA] = WHE AT A A A
sl oF g

9/]

HFE etcd W H & Al 7 st Al . eted IH & Al 7 st A H o] &4 =

%t

Ayt N

F7teas
o A% %] 3l¥ etcd Operator ¥+

o NG EFHAEHA VR AEE ZHU == EX

4.2.3.2. etcd pod7} Z | A] F3= el H] A AHZ 2l eted ) B |

o] A oM = eted pod7F A A] F= AFEf ol = 79 ¥ eted BH & wA o= RS A EY

=8

[o

AA =27
o H|A Al eted W E 2 EAF T
® ectcdpod7t Al T FEjol]l A=A 02 IR AFH T
e cluster-admin & & 9] A} 822 S AF o WA AT = S5t

e ctcd W YPo] 3 = AHFY T

48


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/machine_management/#cpmso-ts-etcd-degraded_cpmso-troubleshooting
https://docs.redhat.com/en/documentation/assisted_installer_for_openshift_container_platform/2024/html/installing_openshift_container_platform_with_the_assisted_installer/expanding-the-cluster#installing-primary-control-plane-node-unhealthy-cluster_expanding-the-cluster

1. ZehA] = Aol & eted pod=

=9
EAZFEANST A FHAHE BEYT FAEE o] Z2AM2E F3)517] o
eted ¥ & 3y oy o
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ol
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A9 g,

b. 2E tjd g & /host = ¥ 74 3}
I sh-4.2# chroot /host
c. kubelet iU #| 2~ E t] g Eg] o A] 7] & etcd pod 7Y S o] F gt}

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/

d. etcd golE g g = t}2 9 X2 o] =3}
I sh-4.2# mv /var/lib/etcd/ /timp

oA = LS FEL F U

o))

Yk,
u) g AEH Q) e S A A g o,

e = e=pods A9y
ol A= 5= gl Bl mE ol A cluster-admin A}-§-2 2 o & 8 %

mlo

BRI

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

29 o
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

b@@%ﬂawﬂwﬂﬁﬂﬂaaz%@%%%izwﬁ%pwwggagﬂuw
Zej 2o A 2T > e ok

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. Wy B

i
ot

S0l g o,
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50

I sh-4.2# etcdctl member list -w table

=9 9
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

o] H 3 e TR A 20 FlRE M Hasr g vt etcd W 2] ID9} o] 5L 71 Ed F

. etcdctl member remove = & of] IDE x| A4 3} B8] A A A ¢ eted W E A A o)

I sh-4.2# etcdctl member remove 62bcf33650a7170a

=
=
I
Ju
o
v
>
5]
>
ol

13 9w 7} A A E e A S g o

=9 4
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |
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$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

o] %%

i
ek

AHg S MW JF Ao R A AL A EES Bobs

o))

$ A&yt
4. 247 € Mg 4 eted o) o) o) W 5 E A AU T
a. 2HA € B eted ¥ o] Al Bl (secrets) S LE g o}
I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

© o z=Aze AR /ST G eted WM ] o ES AT T

tha S8l TAIF R v]o], 41 gl W B A= Elo] lF Y

=49 4
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. A H WG eted W o] Al A S AHA G o}
i ¥o] A=A B S AHA Y o}
I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. AR A S A A gy o
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

i, MEZ8 N3-S 24 Y o)

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. etcdE 7}A| 2 A 6] 3 o}
Z2 g o A 28 5 9= Eud oA cluster-admin AF &2 2 TS W& S A3 gyt

I

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason 7}2 313l ofsl 2 & B} ¥ 27} =7 Y ).

etcd &2 22| Operator7} v £ E =3 5}H L E nf2E =9 A eted pod7} 25 3=4] &

Qg et
6. T WHS AYstel WY /h=F oAl Py

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
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7. & HH S gl A A = ConfigOverrides 4] 4 o] 7§ A o] A A A = =4 &Hel gt 4=
AFY
I $ oc get etcd/cluster -oyaml

8. @ =T OpenShiftE Al &3l= A9 v =2 A A1 ZHshu ok 28 %] 2o eted 28 2H &
FANA T L /77 EA S AFH
29 o

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

o
ol\

o Al WHZHAE 7hEStal A Qe ol ShEA FA g

a. AP F<l eted AE o]l BhA] AA I o
cluster-admin Ab& 2} 2 Z2] 2B o] A 2 5= = Huldol A ths B8 S AP FU o

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

b. 2= RIB 7 FFAA Aok

sh-4.2# etcdctl endpoint health

)

a)

o

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =

16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

2.3.3.mAlo] A8 Fo] b A = ETF FH] H A &2 A %A o] vl eted W H WA

| FAY =7 F0]H A 2 -2 H8 A Q) eted WH S A 5}

A
U,

= Al&de] A3 E
=2 A 220) thE) AHA E) A

°)
A
3}
H

A2 Z2 oo A3 o ZekE A8 Fo] 714 Machine APIZ AF&-38lo] ZAFE S BHE 3% 1:}—3— =)
o =

AE TG 28] & ;é Aef Aol AH8-3F A T RS AFE- S A Ao
A A 3 oF T T}

AR 27 AL
o 7ol s 2o Mo] vl P eted W E AW A5 o)
o Azgo] AAHI YA FAY =BTt FHHA G SFAN YT
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474, ETCD vl ¥ wiq] 9 %-g]

e cluster-admin & & o] Al g2 2 Fe] 2E o] WA 23 5= gl ofoF gt}

o cted W0l R E ALY

1 770l 82 & Wl S 3ol 53 A A 5hAl .

2o gl podE A e gy

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

=9

2

etcd-openshift-control-plane-0 5/5 Running 11
control-plane-0 <none> <none>
etcd-openshift-control-plane-1

control-plane-1 <none> <none>

etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11

control-plane-2 <none> <nhone>

Fa
BAN AT A SHLEE RAT S YR o] TRA2E 5
eted ¥ ¢S e ) of F ok,

A=
ol A= 5= gl Bl rE ol A cluster-admin A}-8-2 2 o & 8 %

o

g at7] Aol

43

i
T
o

3h56m 192.168.10.9 openshift-

5/5 Running 0 3h54m 192.168.10.10 openshift-

openshift-

b. A F< eted HH o] A48t FFS We =9 gle pod o] F& AEdU
= 1

S 2Hol JA AT 9l
I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

¥ 5 =g g,

o
=

sh-4.2# etcdctl member list -w table

=99
+- -+ + + +-
B +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +-
B +

| 7a8197040a5126c8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |

https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |

https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380/ |

https://192.168.10.9:2379/ | false |

+- -+ + + +-
B +
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54

ol 8 gre LA 0] S Ro) A Wastmw v
5 s g g o,

etcdctl member remove & & o) IDE X & 5} v]| F ALA Q] eted W H E A AT T}

9]

UHE etcd W & A A SHI A 0. eted W & A A sk Aol &4
214U o

4> to <N

sh-4.2# etcdctl member remove 7a8197040a5126¢8

)

a)

Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b

| m.m‘

=
Iz

2=
= =

ttlo

ThA] A 3L 9l W 7 Al A = QR 8ol o

sh-4.2# etcdctl member list -w table

=9 4
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

A4t eted W ¥ 9] ID9} o] 2L 7| 23] F
4715 elodetl A= 441 39 & ol 42174 250 BH A 1A A

| cc3830a72fc357f9 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |

https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |

https://192.168.10.10:2379/ | false |
+ + + + +
-+ +

& BYL AGstel AY H=2 Fuvh

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'



—

47 ETCD Hlo]g W¢] W B9

o] %%

o
~
oo
o

Festevne 4302 A 448 94 ZES Bob2 @ & dedn

mlo

3t BB S At AR WG Q] eted FH ol thEE o] BIRS A AT Tk

a. 2HA ® v g A eted W B 9] Al A Bl (secrets)S U< gy o}
I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2

o]

[K

ZA| 20 R 7] =3 ¥ G ) eted B 9] o] & AEF YT

the 2ol EA R vo], A 2 W 2e) A Zgle] YTk

alle

etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. A A W78 eted W o] Al A S AHA G o}
i o] Al =L 2hA FH ok
$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted
i. AR A S AHA Y ok
$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd
secret "etcd-serving-metrics-openshift-control-plane-2" deleted
W EY Al =222 A g ok
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted

4. 81724 v o] 7 FE 2 71A e

S EE QAT 5 = ol A cluster-admin A8 22 T W H S ATtk

I

I $ oc get machines -n openshift-machine-api -o wide

Z7 o
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢c5-b099-
0aa41222964e externally provisioned ﬂ

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-control-plane-2  Running 3h11m openshift-control-plane-2
baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-61d8-410f-be5b-
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56

— o —

6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

ﬂ o] &= H] A4 = = (examplecluster-control-plane-2) o] th 3t 7| o] Z &)<l w Al o}

S W& S 238 5}o] Bare Metal OperatorE A}88 4= 9l =X &2l 314 Q.

o}
I $ oc get clusteroperator baremetal

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.19.0 True False False 3d15h

<+ W H S 2335t o] 21 BareMetalHost 2} A & #| A 4 o}

$ oc delete bmh openshift-control-plane-2 -n openshift-machine-api

)

a)

baremetalhost.metal3.io "openshift-control-plane-2" deleted

| m_m‘

- OE RS A st £A47F = W o AFEHE A g U

I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

BareMetalHost 2! Machine 2 2 4 E £ A A 3l & Machine Z1 E £ 2] 9| 4] Node 2. 24 E = =}
O 2 AHA| g o

oWl o] § 2 E v 4l A4 7} A A ALk W o] F3| & wol A A5
S8 A A S ] FAZ A 5 AEUTh

rlr

B, WA AR FEA 2

T8

Ctrl+cE =8 714 A A & 251 A] vfAl 8. HE o) 5= 71X Ja EH == &
EafoF FUTh Al HrlE Z& do] T8 H:i E A taL A A g o

A7rol BA7L Qi v ) PHE S AA A A5 o2 A 7 FE S ZauAd gy o,
a. The- WH S Aashel vAl 742 AYFUTh

I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2

b. WA AREA A Bl T BES A o dHlolEE LS AU



8.

_—Q

o

9. o}

10. A

—

47 ETCD Hlo]g W¢] W B9

finalizers:
- machine.machine.openshift.io

=
=

2

=
I machine.machine.openshift.io/examplecluster-control-plane-2 edited
£ WHL A ste] Walo] 2ha) E AEA 4318k 2.

$ oc get machines -n openshift-machine-api -o wide

g o
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢c5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

A ste] ;= AbA H QA Sl kA £

S m
=]

mlo

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.32.3
openshift-control-plane-1 Ready master 3h24m v1.32.3
openshift-compute-0 Ready worker 176m v1.32.3
openshift-compute-1 Ready worker 176m v1.32.3

= & BareMetalHost 7l 7] ¢} BMC #43 54 & A &

ek

W3

i

eyt

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
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metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/disk/by-id/scsi-<serial_number>
userData:
name: master-user-data-managed
namespace: openshift-machine-api

EOF
23
AlgA ol 23 U UM T = T E wo] HE T AE ] v oA 2 4= Gt
bmc:address o] A} 8 & T2 EF S T}E bmh A o A 714 & 4= d5U o

=9
71& Aol HH &2~ E A BareMetalHost 7 4| & ¢] & A A& 5= H S

externallyProvisioned Z = = true = 24 ¥ A e 2 FX] nlA| 8.

71 Al o] WA BareMetalHost 7} A = OpenShift Container Platform A 2] = 2
a4 =2 H| 2 Y E 7S externallyProvisioned Z# 27} true = A4 =2 5

Ay

A7t ¢k = BareMetalHost 71 2 71 A /d =] o] Z 2u) A& 4 A FH T
1. AF& 7}5-31 BareMetalHost © B A E & A}&-3lo] YA T2 A AE 3ol gty

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true

4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true

4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true 47m
openshift-compute-0 provisioned examplecluster-compute-0 true 4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true 4h48m

a. Az e malo] YA NEA e shA .

I $ oc get machines -n openshift-machine-api -o wide
%9 o
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NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned 0
examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-
0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-
1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

A} Al = H] clustername-8qw5I-master-3o] A /J & 52 & 4] 7} Provisioning o] A]
Running © & W73 5w A 28 o] Z1] A 7} Ut

c= 8 o] 289 5 dHUrth eted 22 2 F Operators HAl L=
2 Eol oW AFo R FsH YT

L OEREE e Yt e e S AEV 2R AYHIL

4
N
—_
tw
=
)
2
&2
32
rr
2
J

rO
9‘L

I $ oc get bmh -n openshift-machine-api

2 o

o

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m

openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m

openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m

openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

& BB AW stel A =k FohE S F0) e elA)

ot

$ oc get nodes

)

a])

$ oc get nodes
NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.32.3

] m'm‘
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openshift-control-plane-1 Ready master 4h26m v1.32.3
openshift-control-plane-2 Ready master 12m v1.32.3

openshift-compute-0 Ready worker 3h58m v1.32.3
openshift-compute-1 Ready worker 3h58m v1.32.3

2. o WE e Yol A /FEE oAl Aok

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

13. o2 HH S st YA &= ConfigOverrides 4 4 o] 7l #| o] A 2| A =] A =4] &1 4=

g o

I $ oc get etcd/cluster -oyaml

14. @< == OpenShiftE AHg-sh= 4% =28 O AlAH Y oh 1382 o w eted 28 28 &
GAANAM B L 77F RS = AFH T

%9

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

o
ol\

1. 2E etcdpod7t ERtEA A = AL A=A FAFH
S 2E o A 28 5 9= v d o A cluster-admin AF&- A1 2 T3 3 S 23

o

U,
I $ oc -n openshift-etcd get pods -l k8s-app=etcd
g o

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

| W{N,

ol W ol ZHo| F e podWt YL EH = HF FE5oZ etcd AWM LE A T A5
ok 2o AM 2T 5= 2= Hr)d o A cluster-admin A8 212 o3 W& S A3 ).

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Taobsl e Bl 2 7} ZohE YT,

rlo

Q forceRedeploymentReason %}

g 23] 371 ] eted W 7} A=A Belstei® A F9l eted AEH U] A4 FFS WL
=0 §l= Pod9] o] 5 HEdyth F82F o AN 2T 5 2= Bl A cluster-admin
AHEALR Th WS Ay
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I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

=9 9
+ + + + + +
______________ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT ADDRS
| ISLEARNER |
+ + + + + +
______________ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https:/192.168.10.9:2379 | false |

+ + + + + +

23

o4 e o 2ol A7) o] g eted WHl7h D H A5 A ek v
A Z 3k A Asl of gk,

iy

Al

pius

i

alle
ol
ot
i
2,

3 5] = etcd W B 7} A A}l R FolalA Q.

=
I # etcdctl endpoint health --cluster

https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms

=
https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms

WYL Qs BE =27 AN R MAA Sl shA L.

o}
$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AlINodesAtLatestRevision

o Ul eolZAe]Z FAS ED A LE
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I $ oc get pods -n openshift-etcd -l app=etcd --field-selector="status.phase==Running"

o}
$ oc get nodes -o jsonpath="{range .items[*]}[{.metadata.name},{.status.addresses[?
(@.type=="InternallP")].address}]{end}'

2. SSHE A1-g-51e] el gt B3 o] At T B A ate] eted 7 92 B2 g1 o,

I $ sudo -E /usr/local/bin/quorum-restore.sh

2EF OeE sEe B 2agErt dYE wEg A5 02 By Hol dle 28
¢l .= =+= quorum-restore.sh == H E o x| A/ @ A etcd E 2] 2H o A5 22 thA] 7Y Y
thol gL P B A= APk

. SSHAH S YL

CREZ} 9 maelel A9 3-wE PA LR Boph 2 zele) 7 e of
2 5ho] ApA| 5k 3 thAl A B Th m Ale] Thal AME F AR L
7t AF e SEUT,

o MG AT o] B HAE ALG S A5 Ao AN LSS A EA P L AL§ 5

g A S A 3
of Ao} W HAS A A D = AFU T AA T &2 e o R ol] ARS8 AF Z2H] A

SR RERE
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A B E2E WAL AR AT A A SA vhAl

o 83 Tz N A B AZetE 49 Fo| 71} Machine APIE AL§-51e] A FE & ¥
A% o WA SR I
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A 23 520 WAL AR AT A A A vhal
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a. Ll == F stutol] thek MAlS dEU o

Ze) g o AA 23 5 9= e d oA cluster-admin A8 2 The 8-S A8

t}.

I $ oc get machines -n openshift-machine-api -o wide

=49
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a
3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e
stoppedﬂ
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running
clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running
clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ o] &= ¢ Z#}k¢l == jp-10-0-131-183.ec2.internal ¢] A o] =7 ¢l # A1t}

b. tt&& A& st ezl =0 WS A Tyt

I $ oc delete machine -n openshift-machine-api clustername-8gw5I-master-0 ﬂ

Q@ crFd == Ao el M o] 5L AH I

9 xEke] = o] WAL ALA B A E O 2 A2 & wAlo] ZZu| AP YT
5. th&S Adste] A Mol AP H A=A kA Q.

.o
I $ oc get machines -n openshift-machine-api -o wide

=9 9
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5l-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a 85s
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ip-10-0-173-171.ec2.internal  aws:///us-east-1a/i-015b0888fe17bc2c8 runningﬂ
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-1a
3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced running
clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-1c
3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1¢/i-06861c00007751b0a running

Q A Al =¥ clustername-8qw5l-master-3°] A 4 = 31 &4 7} Provisioning ol /] Running &
2 WA= A 2 o] Z1] ez Fych

A A2 mre = 2 Ro] A9 E 4 95Ut eted F 2] 2~ Operatore HAl == =7}
g dEHE Eol oW A5 o2 578 ‘4 =5

o}
I $ oc adm wait-for-stable-cluster

g%%% -
: Ao} Ao BpEE o Hu 58] A8 4 Ayt

A sl 2

o ctcd 44 ¥ Bolo] A& F3te] BolX Yo T FHL A sho] eted Fel2H £P 7
o 4 7R = AW £ 5 2 o,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$(date --rfc-
3339=ns )""}}' --type=merge

F7teas

o ujo] MR AL A} Z2H|AY FELH DA

o HojHME HAEE Z¢ 9 = WA

3
Ao} B wE o) o iio] ol 3] A /bs ek eted Aol e AL, ¥4 dE| el @
A o etcd 9 W & LA T o
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HE oldl el e B ste W 2YAES 4 5] eted HlolE
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/installing_on_bare_metal/#installing-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/installing_on_bare_metal/#replacing-a-bare-metal-control-plane-node_bare-metal-expanding
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/backup_and_restore/#replacing-unhealthy-etcd-member
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/backup_and_restore/#dr-recovering-expired-certs
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Kubernetes API *1 HE AH&-ste] Hlo]HE A S T A= 745 etcdE AHEE
O eted WY& AFE-3te] B4 glagUTh

etcdE HAstelH S AHE 88408 Hdste vl Alke] AW g FHOIJET FE38=
Z1Eol AU o= Y EH A &Y A5 2398t kubelet, Kubernetes AEZ 2] A=}, G+ £F A
E Z 2], OpenShift Container Platform &3 2} ¢} 2+ 74 @ 422 7HA| 8t B &0l &S n 2

U,

o] 2 2laf etcde] Fel =7 )23 0] AA| Fel =9} A 5HA] %L u] Operator7} 4| 7} WA 5} T] &
9] utd o] etcde] el =9} =53 uf Kubernetes APl A H|, Kubernetes AEZ2 B A Kubernetes
2AEe] 9 etcd®] Operator7t @2 = AFUTh 7] dl= &A & sl 24 at7] el =5 2ol 29T
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=8

ZH2AEE 2Y9F o 5Y3z-stream P 2ol A 7 £ eted ¥ QS AFL-3 oF T}

o & £ 9o}, OpenShift Contalner Platform 4.19.2 28] 2E] = 4.19.20| A 7}4 £ etcd ¥ g &
ARE-sfoF ok

A 27 Avg

o 3 Fol| AFRE A3 22 215 A 714 kubeconfig ¥ & 53] cluster-admin & &©] 9+ A}
AR FY2H o AA AT

o Ao] P ST AE ] SSH AA 2 Agho] lFU T
o A3 WA 7FA L eted AW AT G A pod B A27F B w5 W) vg Ee] Ut ¢

d g gl o] 5t o] &2 snapshot_<datetimestamp>.db 2!
static_kuberesources_<datetimestamps.tar.gz & 2] o] o o} gt t}.

Z2A 2

1. SSHE Ab&-ste] ©ed =Eof A48l v B & & A3 5te] eted ¥ 15 /home/core U 2 2]
off HAFY e

I $ cp <etcd_backup_directory> /home/core
2. ol Mo B AHE HAstEH G =AM o HH S A5k 8.

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/<etcd_backup_directory>
3. SSH A A& E8 o

4. thg BH e Aqstel Alo] Huie] By A8 43S BUHY

L

Y.

I $ oc adm wait-for-stable-cluster

e
R

Aol Frlo] L7uE v Huj 1580 48 & JdFYth

4.3.23. F 7 o] == ta] o] d S 2E FEHE 54

A7 eted WP S ol FH2EH FHE S AU HERZ Al HH S2EE &M
HAHE 5L

HA(SL7}H& *é) EEV\H/] 210 3t HA 28| AHE 2 E8te] 2 2E 232 wA 57 98 & 52
E oA etc & oF Utk 4-node & 5-%== HA 28] 2E o 3 2E 3|2 g8 o a4 &
e =rs9 ﬁr’“ Hutrrt o FUnh - = HA S el 2o A FAHo 23t 4 2= e 2709 Y
T} 4-node Y 5-== HA S8 2o A FH Qs H A S FEINYUTHE BEF ST 2Ea] W]
< 3 A FHAEHE A A & etcd W7 AR S HHE FAS AL AHIAE ASTS F dFUTH
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Za1
SHEHIFAEE S0 WA Al EE ALESte A 9 eted B A Ajoll e "HEE 24
ol MAl A E 4 s A"¢] "4 5 o] A 3tH etcd Operator B1"5 %344 8. @ =9
OpenShift Container Platform/] AL-"dd o old S EH AYE BJ"S FXF}
AlQ.
=8
ZH2AEE 2Y9F o 5Y3z-stream L& 2ol A 7FA £ eted ¥ QS AFL-3 oF T}
o] 2 £ o, OpenShift Contalner Platform 4.19.2 28] 28] = 41920 A 7} £ etcd M &
AF-&-3f oF F .
A 8 ARk
o X Fof AL&E A3} 22 205 A 714 kubeconfig vl & 53] cluster-admin & 2] 9= A}
= S22 Oﬂ N A = T}
¢ HFSAERANLTANAR] TEE ZHA S2EVFYofoF Gyt
o Ao] P ST AE ] SSH AA 2 Agho] lFH T
o =93} w ool A] 7}24£etcd 2\ AET A A pode] gl A2V BT E3HE wg] T g YT
ggd gz e 34 o] &2 snapshot_<datetimestamp>.db =

static_kuberesources_<datetimestamps.tar.gz & 2] o] o o} gt ¢}

A2 7bsa AL 29 bsslok gy

=9
Bt B Aol W wEe] B¢ SSHAAS AL A TS ST AL
b e Uth O u BT Alo] HH vl sy AbA sk Bhal A E S eyt
EZ A
L BT SAER AT DES o9 B2ES ABFUTh ol B9 4P AYde 52EY
Y.
2 BT S2EE XA 4 AEE EYQ == SSHAZA S A Y
B 22 A 27 A 28 Fo) = kube-apiserver of] o ] 228 5= gl A E o] Al o] FH =0 ol A
2% gaunh meby g2 Br A 2 AEE ZH 32 @ SSH A S BA sk
Zo] U Th
=9
O] HAE HEFA FOoH AEE ZH TAEo| M A5t B Z2AXALE
A5 F glo o] HHoA FHAEHE 54T 7 glasyth
3. SSHE A&-3led 7k Alo) Wl m=o] AR thg B H & Ay st etedS ¥l E4 5
I $ sudo -E /usr/local/bin/disable-etcd.sh
4. etcd W) UUEE BT AES Za¢] T2 AU
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o] Ao M = etcd 22 Ak B A A podd] T &

27} 23 ¥ backup U g HE & B AEE Z
#) ¢l &~ E ] /home/core/ U] & E] ] o] E-A} o]—“‘ Ae A

AA=Zsta A5y

5. SSHE ALg3te] B3 E2E0] A48 the B3 2 A stel ol MY M FH2H S B
P

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/<etcd-backup-directory>

6. SSH Al 4 & F w3t

7. API7} &3t o2 W& S 435l etecd Operator A 71=& HUYth

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

8. T HHS HYsI AEE ZH 2o 5+ Y A4S ZYUEHHFY ]
I $ oc adm wait-for-stable-cluster

T

N

35

AES

il

gl ol Hth 15%0] 24E 5 AdFU

o
rr

u 5}
9. ByEw 0g 9He Adstel Ay =S 5
I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

A 32

etcd A 4 podE o }%—3}5 218 Ablo] TA A ko th S A3 sl cluster-etcd-operator
oA ZEA 2 A ul 32

f“?i'
i&
o))
o
)

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$(date --rfc-3339=ns
)lllll}}l __type=merge

o 5 #38}¥ etcd Operator &

43.2.4.etcd Mo A 502 F8AH

e
o

ol FHAH HE S A A A E 5 %
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fvio]
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W2 gy
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/machine_management/#cpmso-ts-etcd-degraded_cpmso-troubleshooting
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o 3719 9 eted 2 2EE AH A AT

ZH2HoA AEE =4 29 MachineSet & A}-& 3= 749 eted & A x}E $)3)] "Restoring to a

previous cluster state"& AF-g-3h= o] 5t

FULHE 5L o LT z-stream H ] 2o A 7hA 2 eted WA S ARG dU T Al E &
OpenShift Container Platform 4.7.2 28] 28 = 4.7.20 4] 7}F4 2 etcd W § & AF-&-3l oF g T

A 27 Ab

cluster-admin < st(<: kubeadmin A}-&2}) S Al-& 3l AL &2 2 F& 2E o A 28}

FREAGAE ARG St EEHEES ZH9 SA2EM e SSH AAl & (o 7] Fo] T X2E
)

o] d eted 24 Ak} 5 U & W gl o] A pod B a2} i 2 ghE wig] HUEYYTh T =
2] o] 17}¢ o] &2 snapshot_<datetimestamps>.db 2
static_kuberesources_<datetimestamps.tar.gz & 2] o] o o} gt ¢}

T R2A
1. SSHE 21835t ZF Ao W ==9] A4 h
B 2 A 227 A 2" Foll & Kubernetes API A B o] B A 28k R glomg AEE Z¢ 9 =
o] AA AT = FUT o2 F o] FE WA 2 E ZF Ao HH T AE) thal M=o g
dof 4 SSH A4 & A8t Aol FFUTh
T8
o] AAE AEA FoW HEE FHQ S ARE AqALdte] HF ZZALE
e Fglom ol FHdAM FHEHE 57 il
2. eted ¥ e He S 7t AEE ZE A S 2E HAGU T
o] TA o A = etcd 2 AF 2 A A pode] Bl 427t E3HE backup T B 2] S B HEE Z
# <l S~ E o] lhome/core/ T ¥ 2] o] BEALSH= RS WA RS AdHYTh ald A4 27t
oA glrbd WrEojoF & = AFH T
3 REAHH M YA xEE 3 W I TAEH FAFYT
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a. 7]1& Kubernetes APl A1 A A Pod vl U 3| ~E E kubelet v U ~E gldall &g Hto 2 &7
U,

I $ mkdir -p /root/manifests-backup
I $ mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /root/manifests-backup/
b. th& %S AH8-3ko] Kubernetes API AW 1 H| o] 7} T2 ] L =4] &2l 64 8.

I $ crictl ps | grep kube-apiserver | grep -E -v "operator|guard"”
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I $ crictl stop <container_id>

d. kube-controller-manager-pod.yaml, kube-scheduler-pod.yaml, v} = © = etcd-
pod.yaml o] ths] &< 3 SA S whEFY o

i. ThS W E S ALE-3le] kube-controller-manager ¥ = £ %X g1t}

I $ mv /etc/kubernetes/manifests/kube-controller-manager-pod.yaml /root/manifests-
backup/

i. Tk WS AbE st AE o]y 7t S H A=A el sHAl 4.
I $ crictl ps | grep kube-controller-manager | grep -E -v "operator|guard"

iii. TS ™E S Al4 3ol kube-scheduler pod & % %] 34 T}

alle

I $ mv /etc/kubernetes/manifests/kube-scheduler-pod.yaml /root/manifests-backup/

HE = ARE skl AE ol | 7E SA H A=A il SHA 2.

iv. T}

alle

I $ crictl ps | grep kube-scheduler | grep -E -v "operator|guard”

v. the H S ALg-5o] eted Pod S %% U th.

alle

I $ mv /etc/kubernetes/manifests/etcd-pod.yaml /root/manifests-backup/
vi. Th W8S AFE St AE o] | 7E SA H A=A gl shAl &

I $ crictl ps | grep etcd | grep -E -v "operator|guard”

o~

4. 7t Aol W B2E0] A A eted o) E & Me] ET) 2 o] Fato] A o,

I $ mkdir /nome/core/assets/old-member-data

I $ mv /var/lib/etcd/member /home/core/assets/old-member-data

]_

[e)
k2

off
rr

o] o] El = eted W ¢ H-9lo] 2F3tA] il eted Fel2=E & AA| Jel = Eds)of
o f& %t

5 Zt Aol HH T AE 3 SHlE eted M7 E ZHF YT

o

<ETCD_NAME> ©] 3} 7} Alo W S 2Ewnit) 15311, 54 Ao W S 2E 9] vju
2 E /etc/kubernetes/static-pod-resources/etcd-certs/configmaps/restore-etcd-
pod/pod.yaml 2} ¢l o] ¢1= ETCD_NAME ¥ <=9] 713 2+ Uth oS 53 S AL 6lo] 3HS

F gy

RESTORE_ETCD_POD_YAML="/etc/kubernetes/static-pod-resources/etcd-
certs/configmaps/restore-etcd-pod/pod.yaml”
cat SRESTORE_ETCD_POD_YAML |\

grep -A 1 $(cat SRESTORE_ETCD_POD_YAML | grep 'export ETCD_NAME' | grep -Eo
'NODE_.+_ETCD_NAME") |\

grep -Po '(?<=value: ").+(?=")'
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b. <UUID> 312 ot W& S AH& 5t Alo] P S REoA AT o+ dFUTh
I $ uuidgen
Za1
<UUID> 3t-2 gk vk Al A =] of of gt} gk Allo] W™ S AEoA UUIDE 4

T2 Aol HE EREo A ThA A A whal 2. T RA A =
£ Ao B 52BN 5@ UUIDZH A H Y o)

c. ETCD_NODE_PEER_URL ©] #t-& & of ¢} ko] dA sl of gyt
I https://<IP_CURRENT_HOST>:2380

&Y Mg st 54 Ao] B 522E o] <ETCD_NAME> o] 4] £}

ri
T
i

}]_1’
filo
kN
32

$ echo <ETCD_NAME> |\

sed -E 's/[.-]/_/g" | \

xargs -1 {} grep {} /etc/kubernetes/static-pod-resources/etcd-certs/configmaps/etcd-
scripts/etcd.env |\

grep "IP" [ grep -Po '(?<=").+(?=")’

d. <ETCD_INITIAL_CLUSTER> ¢] %2 v} 2o] AA sl oF Fu ). of 7] A
<ETCD_NAME_n> & 7} Alo] ¥ 5~ E ¢ <ETCD_NAME> 9] 4 t}.

23

EE = 23797} obd 23800 of of fFY ). L E 2379+ etcd H| o] E]

AHgEE
W o) 2= 7] o] A& H ™ Aol o] eted A & FH A 24 FA AT

o]

2 o

<ETCD_NAME_0>=<ETCD_NODE_PEER_URL_0>,<ETCD_NAME_1>=
<ETCD_NODE_PEER_URL_1>,<ETCD_NAME_2>=<ETCD_NODE_PEER_URL_2>

Zy Aol A 3 ~E 4 ETCD_NODE_PEER_URL #t5 =7 3y o}

6 | m.m,

<ETCD_INITIAL_CLUSTER> 7} 2 E Ao] §@ 5 2Ed| M 587 §A Dtk ohe o
A= 2E Ao A B2E0] FAT gro] BaFyh

. oo A eted H) o] ] W o] 2~ & ThA] AJ A U T}
olg] et YL 7t Ao} WA FAEA A3 F ook dH)

a. U HH S A3l eted ¥ ¢ S /var/lib/eted U] 8 E 2] of] A T}
I $ cp /home/core/assets/backup/<snapshot_yyyy-mm-dd_hhmmss>.db /var/lib/etcd

b. A%57] Aol Lul2 etedetl o] ¥ A & AW U T} Thg B H < AL854a) Pod WUz 2B
Q] of) 4] o] v A Z A 4 F o,
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474, ETCD vl ¥ wiq] 9 %-g]

$ jq -r ".spec.containers[]|select(.name=="etcdctl")|.image' /root/manifests-backup/etcd-
pod.yaml

I $ podman run --rm -it --entrypoint="/bin/bash" -v /var/lib/etcd:/var/lib/etcd:z <image-
hash>

c. etedetl =-2] B 7 o] wijo] A H eted A 1] 2] ¥ A A x| &olsha Q.
I $ etcdctl version

d A TAE) 9= SulE 7S AF251o] eted H o] Bl W o] 25 ThA] A Sl oS w8
S AP shA Q.

$ ETCDCTL_API=3 /usr/bin/etcdctl snapshot restore /var/lib/etcd/<snapshot_yyyy-mm-
dd_hhmmss>.db \

--name "<ETCD_NAME>"\

--initial-cluster="<ETCD_INITIAL_CLUSTER>"\

--initial-cluster-token "openshift-etcd-<UUID>" \

--initial-advertise-peer-urls "<ETCD_NODE_PEER_URL>"\

--data-dir="/var/lib/etcd/restore-<UUID>" \

--skip-hash-check=true

23

eted dioBH o] 25 A A T vl = w7t BFd U

~N
4

bR Wu) 2 20] A E 3 7] S A 2.

2 o

o

2022-06-28T19:52:43Z info membership/cluster.go:421 added member {"cluster-id":
"c5996b7c11c30d6b", "local-member-id": "0", "added-peer-id": "56cd73b614699e7", "added-
peer-peer-urls": ["https://10.0.91.5:2380"], "added-peer-is-learner": false}
2022-06-28T19:52:43Z info membership/cluster.go:421 added member {"cluster-id":
"c5996b7c11c30d6b", "local-member-id": "0", "added-peer-id": "1f63d01b31bb9a9e", "added-
peer-peer-urls": ["https://10.0.90.221:2380"], "added-peer-is-learner": false}
2022-06-28T19:52:43Z info membership/cluster.go:421 added member {"cluster-id":
"c5996b7c11c30d6b", "local-member-id": "0", "added-peer-id": "fdc2725b3b70127¢", "added-
peer-peer-urls": ["https://10.0.94.214:2380"], "added-peer-is-learner": false}

a. ZeoJH oA YA 8.

b. Th2 Alo] B EAENME o] WA E wEste] bR Wu] 276l 14 H gho] BE o]
e aEo A BU§A 8l g o,

8. A4 H eted tlo]EjH| o] 25 7| B X & o] FF o}
ol # et 2L 7} Ao W T AE oA Al w]ojof Tt

=

a. QA dolEHo] (o] A etedetl 2 WA B M ow YAE ol
9] ] /var/lib/etcd £ ©] 53t}

H Z0¢)E 7] & etcd
I $ mv /var/lib/etcd/restore-<UUID>/member /var/lib/etcd

73



OpenShift Container Platform 4.19 etcd

ot
Sz
do
L
<

b. /var/lib/ etcd t] & £ 2] ¢] /var/lib/etcd /member &t ol o & SELinux A e A~ E
=

I $ restorecon -vR /var/lib/etcd/

c. wol 9 A v 22 8 A AT o,

I $ rm -rf /var/lib/etcd/restore-<UUID>

I $ rm /var/lib/etcd/<snapshot_yyyy-mm-dd_hhmmss>.db

T8

2+l o] £4hH /var/lib/eted U 2 & 2] o = member Z T v+ 235 of of P

e

d OE 7EE ZHA T2ENA o] GAE &Y}
9. etcd & 2EH & thA] Al ZHEU )
a. gl St SAECIAN RE AEE Yl SAEA v GAE A sl oF dth

pid

b. kubeleto] #& Ad oY & A FSIEE 317] 98| eted A & = v Y ¥ 2=~E = kubelet v Y
HaE veRe) 2 T o] BT

I $ mv /root/manifests-backup/etcd-pod.yaml /etc/kubernetes/manifests

c. =& eted AE| o1 7} A1 ZH Q=] A akA 2.

$ crictl ps | grep etcd | grep -v operator

=9 q
38c814767ad983
f79db5a8799fd2c08960ad9ee22f784b9fbe23babe008e8a3bf68323f004c840
28 seconds ago Running etcd-health-monitor 2
fe4b9c3d6483c
e1646b15207c6
9d28¢15860870e85¢c91d0e36b45f7a6edd3da757b113ec4abb4507df88b17f06
About a minute ago Running etcd-metrics 0
fe4b9c3d6483c
08ba29b1f58a7
9d28¢15860870e85c91d0e36b45f7a6edd3da757b113ec4abb4507df88b17f06
About a minute ago Running etcd 0
fe4b9c3d6483c
2ddc9eda16f53
9d28¢15860870e85¢c91d0e36b45f7a6edd3da757b113ec4abb4507df88b17f06
About a minute ago Running etedctl

o] W el 2 o] wo] 917 oW B B |tk o} thA) SHelahal Al 2.
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47 ETCD Hlo]E w1 ¢ W B9

a. BE Ao W ZAEA The P ALEato] eted el 2E o] HH S #2154 2.

I $ crictl exec -it $(crictl ps | grep etcdctl | awk {print $1}') etcdctl endpoint status -w table

=9 9
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +
| https://10.0.89.133:2379 | 682e4a83a0cec6c0 | 3.5.0| 67 MB| true| false |
2| 218 218| |
| https://10.0.92.74:2379 | 450bcf6999538512 | 3.5.0| 67 MB| false| false |
2| 218 218| |
| https://10.0.93.129:2379 | 358efa9c1d91c3d6 | 3.5.0| 67 MB| false| false |
2| 218 218| |
+ + + + + + +
+ + + +

M vhe g4 £=g oAl A2y .
W] shbe] E2EC AW HE AEES Fe9 E2ENA the 9IS A s ok gtk

a. TS B S AFS-3le] kubeleto] & A H oY & A 23 == 31 W Kubernetes AP| Server
A 2= v ZEE kubelet iU 3| 2 E td Eg] & ThA] o] & & Th

I $ mv /root/manifests-backup/kube-apiserver-pod.yaml /etc/kubernetes/manifests

b. =& Kubernetes AP A B} Z1 8] o] L] 7} A] 2H ] Q1 =] &2l 3HA] 8.

R

$ crictl ps | grep kube-apiserver | grep -v operator

=77
O Ee] o] vlo] gJlod EH F g vhrt thA] gl gy ok

c. kube-controller-manager-pod.yaml 2! kube-scheduler-pod.yaml 3} of] tj sf 4 = = A 5t
@A E e o

i Th3 B %S AFE- sl B & =0l A kubeletS ThA] A 2F 8 T
I $ systemctl restart kubelet
i. Th RS AFESt] U A] Alo] FH 2 =5 A A g YT
I $ mv /root/manifests-backup/kube-* /etc/kubernetes/manifests/

ii. kube-apiserver, kube-scheduler 2! kube-controller-manager >~ =7} &8} 27 A] 2}
5= ol sha 2.
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$ crictl ps | grep -E 'kube-(apiserver|scheduler|controller-manager)' | grep -v -E
'operator|guard'

iv. T e S AL§5ko] OVN Blo] el o] 28 2| & k.

for NODE in $(oc get node -0 name | sed 's:node/::g')
do

oc debug node/${NODE} -- chroot /host /bin/bash -¢ 'rm -f /var/lib/ovn-
ic/etc/ovn*.db && systemctl restart ovs-vswitchd ovsdb-server'

oc -n openshift-ovn-kubernetes delete pod -I app=ovnkube-node --field-
selector=spec.nodeName=${NODE} --wait

oc -n openshift-ovn-kubernetes wait pod -l app=ovnkube-node --field-
selector=spec.nodeName=${NODE} --for condition=ContainersReady --
timeout=600s
done

4325 97 254 Je) 292 99 24 L 2 3y

OpensShift Container Platform S 2] 2E oA B & 2] 9] AL LA & ALE3t= A ity o=z &
2 228 2] AHE) 7} eted 9] o) A A EH U T eted ¥ S o] A E-2) 51 OpenShift Container Platform-/] A=
2 Y s BA8Uch 28 eted 2 WAk S #E A S

Y

FE7FFrESHA BAY LA HAS 7 U

T8

Abe] 977} o} LI o eted 29 ko] A OpenShift
ZashA e Aarsst FaddolHed o

PV(3E T E285)o &L eted 22
Container Platform ﬁﬁ% ~E %% 2%
A= 9o 2 ukgle] A2

[l
i
4 =
32
)4
AW
g

e g A s AHE A4S B kA oA vk e gy o,

MySQL d] o] Ej#] o] 2= PV @ B A E o A 2] 9] 3= podell A 488 Ut} etcd 2= Akl A

OpenShift Container Platform< 28l = 2E 8 A FF A2 52 tHA] 7FA- 2.4 221 pod

E QHtE A o 7 Al ZFshe] a1 FFR| vk A8 =0l MySQL pod—‘E A A Uk ~E8 R ZFAF
W EFS 54T 05 A 255 771 =5 PVE B8t o] Pode 5o & E8)oF 9y

c}.

® PodPloAE ==X dZ49E EF AE AU E pod7F == YA 5L EFS AHE
3t & teted 2SS 7HH 0= 7 Feted o] FRHH G EFo] A3 Y =20 AZE
o] e m & PodPlo] A& /\] ZH e 2] kS 4= &Y o} OpenShift Container Platform-& <1
AS A2 EA] Rt Aoz A4S kA Utk o] A9 EFo] == Xo| A2 ¥ v
Pod Plo] Al 2td = =& =EVYoX EFS 52 = EE8of Y
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474 ETCD dlo]g m¢] 2 59

e ctcd 2WAES THE T S FFA EE 2EZA FFAAF AR/ Ju ol EFA5U T
olZ ol I A= ARE sl CSl =2tol W H+= Operator7t 25314 &5yt 3ld =
Zho] ¥ = Operatorel] 223 AF AHE F522 o olEs|of & 4 dFY

o ctcd 2YWAES BFE 3 OpenShift Container Platform == ol A] x| 7} A A =] A} o] 0] ¥
FH Yt} Local Storage Operator+ /dev/disk/by-id &=+ /dev t] 2 ] 2] o] A #2] sl& 2zt onﬂ EH
stA B FAEAAAATUT o] A9 2 PVZEY o] S84 = A& Fx2 + AF4
=
o] A& s At ¥ A A ok && Tl oF gy T

L A28 A27F Y= PVE F502 AAZYTH
2. 7t xEoq HEY JAS AATHUS-

3. LocalVolume &=+ LocalVolumeSet ¢ B A E = AL A Ut (2 Eg/ %) - 7 2E2/ 2]
Y- 27 BFES A= 9 2 E 2] %] - Local Storage Operator 2] 22 214 Z+%).

ZY2HE BEE AES T AFHolM AF0E B7E & YFUh

] %21 node-bootstrapper 1= A 2 3 (CSR)S

221} kubelet 9154 & 273} 3 &Eo
=2y A 9] 7% 25 £ kubelet 4] 2= CSRE Selslof & S A%

ZQlaloF Py vk ALgA =
U,

o
N

K E220] CSRE £oldy ™ ofe WA = S 3 o).

Z2A 2

1. & CSRe] 555 7HA st

I $ oc get csr

=99
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pending

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet

system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending g
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

© =7 5 kubelet A1) CSR(AME A vl 4 441 8)9 1 o
9 1 7 %<l node-bootstrapper CSR 1 t}.

2. CSRE| Al §- A}ak& H Esto] CSRol 2 3hA] &l gty o
I $ oc describe csr <csr_name> ﬂ
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ﬂ <csr_names>< & A CSR 22 o) ¢) = CSRe o] &¢ Yt}

3. z}7}+9] & 3 node-bootstrapper CSRS- %91 g1 T}

i H

I $ oc adm certificate approve <csr_name>

4. AHgA Z2H A AR 9] 49 CSRE Al & sk 7F F 8 8 kubelets I o

I $ oc adm certificate approve <csr_name>

434 . B HaHE

HTAAS HEESE A2 A AR MR I LE FH S AL A2 sh=x] Sl d
= Hl S 2dYth eted A H o] H3t I} EX 7 eted SGYAT AFEO T B2 X £l Elol] 2] A
EFE F s UF ESHE JHE

SutEA HE e A ofel & 497t By

Lol N
T Lo
P>
i)
°
0
)
T
>
>4
o
o
£

oFUth.SSH o] gled S8 27 4

A 8T A
o Ao] P ST AE ] SSH MA 2 Agho] FH T
e OpenShift CLI(oc)7} 41 2] 5 o] 311 T

EZZAX

. SSHE AL-&-3}e] 7} v &

oo ddsn e 9P S
FA9 sk g

23] 3} etcd <} kubelet 4 H] 2~ E 1]

a. q..&ltﬂaﬂo

S HH S A3 st etedS v A 3 o}
I $ sudo /usr/local/bin/disable-etcd.sh
b. o HH S AP 3t etcde] W H o] HE AHAFH T
I $ sudo rm -rf /var/lib/etcd

)

c. th= @S A3 ste] kubelet A ¥] 2~ v &/ st gt o)
I $ sudo systemctl disable kubelet.service

2. RESSHAAL 28T

H
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473 ETCD "ol g Mg

o

B2 dystel B1EA e et EEA B FeA) Felsha 8.

o
=]

$ oc get nodes

it

HAHE SdstEd "ol SH A AR S @A E mEA Q.

. 2 AEE B2 API7F S 9eE SSHE A} & 6te] B 2w %] ¢k zF o) A4Skl
kubelet A v] =& &4 513t T}

I $ sudo systemctl enable kubelet.service

. RESSHAIH S Fa g
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/backup_and_restore/#dr-restoring-cluster-state

OpenShift Container Platform 4.19 etcd
57.ETCD ¢+ 3.3t &7 35}

51.ETCD ¢35 3 A X

7182 0 2 etcd ] ©] H & OpenShift Container Platformol| A &+ & 3} 5 %] k&L th 8 2F ol eted &
S35 AMEete] Frtdl ol B AIZS AT 5 AF UL d & £ eted ¥ o] ZEH FALAFA Al
EEH =4S 85t dolEHe &4 S AT F dFUT

etcd 453t &/J 3}t tha OpenShift API A B] Bl SLH | Bl 22 APl A1) 2] 227} b2 sk Y ot

e 1o}

e OQAuth 9iAx 2~ EZE
e OAuth&sa &

etcd =8t S ststd d=s} 717F A F Utk eted B J ol A H-d st w o] 717} slofoF ot
=

eted 42 3h= 7] 7k obd gnt BB AU T H a2l FY, U ol 2, JHA o] 52 U=
she A dFU

W] Fof eted G337 &4 3 H 79 static_kuberesources_<datetimestamps.tar.gz
9t of] eted 22 { Akel gk 58} 7] 7F 2 U TE Bk o] f-2 o] 32 eted 2
sk W 2 A 5HA 2. 5HA o] 2h & s eted 2 Akol A etede] o] A FH)E 1)
she ol Ba g

52 A dE = d5s 19

OpenShift Container Platformell A etcd Bl o] H & ¢35 8}sl= ol A Y E = dast 3 3 25y
=y

AES-CBC
PKCS#7 3l & 7} 321} 0] E 7] & A} 43} AES-CBCE Al&-35le] 953812 48 3t o) ¢33 7] = v
T WA H YT

AES-GCM
o] e] Hlce Y 328}0] E 7] o} A AES-GCM S A8t s sts Pyt dsst 7= vl 5
A Yt

5.3. ETCD ¢} % 3} 34 3}

etcd 453t @A 3}tste] Y LEHAAN TP Hais H2s e F AFH T
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5% .ETCD <3 3} &A1 3}

' ]
A %27 4353 22A 27 A5 E 7R eted FHALE HMASHA] viA L. 53 2R
o 2 )

7t 9Ed
A7t SaEA ge A5 U

A=

etcd G5 3lE &4 3ts

o
=
)
O
o
i)
e
flo
2
v}
N
)
N,
E
o,
>
)
ot
o
i1
o
et
=
52
o)
T
Iv)

o etcd B 3HE W i vlme) hulo] FL A 5 AF U
:

o izt

U,

o xaa /O Y FHE FAste ==d dFS v A F dFsUth

Fl

AES-GCM == AES-CBC ¢33} 2 etcd Bl o] EH W o] A& &5 313 4= 95Ut

U

eted He| o] 228 & ¢ 53} FY A T2 53} P 0% vho] el o] A 5he] W AP
1] 2] spec.encryption.type 2 == =4 &t HUo}. eted HolH e Eo 2 A2 of
53 4302 vlo] 2zl AP},

A 27 A

® cluster-admin & o] ARS8 A2 Fef 2=E] o] AA =T ¢ 9lofof Pt

=

<

. APIServer $ BEAEE X

o

Relch

I $ oc edit apiserver

2. spec.encryption.type Z == aesgcm == aescbec = 47 3y o}

spec:
encryption:

type: aesgcm ﬂ

AES-GCM &+ % 3} 2] 73 -9- aesgem 2. 2 A4 &}, AES-CBC 3312 79 aescbc= A3

=3 Atk A8t
0} 5 3} L Z M| A7 A ZE Yt} eted Wl o] El W o] & 7)o mhE} o] ZRAAE A FEEE H 208
el }

. eted FE sl I A=A A I

a. OpenShift APl 4] ¥ 2] Encrypted *J 8] =S AEsIS sl 2lar 32 o2 A4 & sty
A=A el gy
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$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

5 stol A

o}-,l

&} 22 o] EncryptionCompleted 7} 3 4] g Ut}

EncryptionCompleted
All resources encrypted: routes.route.openshift.io

2 o] EncryptioninProgress 7} A = = 7 f-o| & & sh= A& 218 SdUh 2 & 7]
g5 A A =S o

b. FHUlE] 2 APl A1 ¥ o] Encrypted J 8] 7S AEst] s T g a2Vt AFH R dEs)
(o]

A gy,

rlr

$ oc get kubeapiserver -o=jsonpath="{range .items[0].status.conditions[?

=
o}
%L
= 3l
I (@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

5 stol A

ofl

&}t & o EncryptionCompleted 7} 3 4] Ut}

EncryptionCompleted
All resources encrypted: secrets, configmaps

< ol EncryptioninProgress”} 34| 5= 7ol = S o3t A& 1Y TAYLE B & 7]
Ol & oA Al =Y Tk

c. OpenShift OAuth APl 41 1] 2] Encrypted A e =742 7
A stE A=A Rl o

N
ft
ol
£
:oé
oft
L)
k>
[>
]
o,
o
2~
o
fu

$ oc get authentication.operator.openshift.io -o=jsonpath="{range
.items[0].status.conditions[?(@.type=="Encrypted")]{.reason}{"\n"}{.message}{"\n"}'

o} 5 3ol A ¥ 51H =9 ol EncryptionCompleted 7} 3 4] U T,

EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

< ol EncryptioninProgress”} 314 5 = 7ol = A o3t A& 1Y TAYLE 3 & 7]
Od A A =Y T

5.4. ETCD ¢35 3} H] &4 3}

S LE A eted Hl ol o] FEstE W2 = AFU T

A 27 Abg

e cluster-admin & &9] Al & 22 ZFe] AE o] WA AT 4= g o] ok ).

Z2A 2

1. APIServer 2L B4l EE 4 3t}
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5% .ETCD <3 3} &A1 3}

I $ oc edit apiserver

2. ¢33l 2= 53 identity= A4 ot
spec:
encryption:

type: identity ﬂ

Q identity 53 o] 7] 2 gko)H, o] = a7t S8 E %) 2SS oW g}

3. e Agstel WP AR AT
U 8% LA 27k A AU T Fel2E 7)o whel o LA 2 gashe d 208 o)
A9 4 g,

4. eted &35 Sl AZFE=A el

o

a. OpenShn‘tAPl ¥ 2] Encrypted *JHl =718 7 B35}
af == A=A el gy

g aze gurtYgaom

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

i
}o{’
of
-
iy
=2
o,
ofl

&} %2 o DecryptionCompleted 7} 324 g 1 t}.

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

% 9 ol DecryptioninProgress 7} A =W ¢35 3] &0 3] 18 TdS Yepdyo &
7109 F oA Al =gy ok

b. FH U E] 2 API 41 ¢] Encrypted % & =715 7
5= A=A Gl g

=~
ft
ok
£
:Oé
oft
L)
k>
[
1o
12
}o{.
)
o,
ot
2
|o
u

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

i
}o{’
of
==
y
=2
o,
ofl

&} 22 o DecryptionCompleted”} 3 A] 5 1 t}.

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

%9 ol DecryptioninProgress 7l A =W ¢35 3] &0 3] 18 Td& Yepdyo %
7109 F oA Al =gy ok

c. OpenShift APl 411 ¢] Encrypted e =71S 7 E 3l
A =EH A=A A o
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