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m]of] e} M 238t RHEL 2] LA E 2] & AFg-ato] A X gyt
o] pip install 3% = & A}-&51A] vl A 2

—{o

RHEL Lightspeed& X 3sl= HH = =
Red Hat2 o] A% 4 & Y35

O

o
R
&.9,
N F
£

AR 27 A
o AE2IPHERHEL A28 o] & UITh 2R3 W - RHEL A 28] 55 A 257 49 A &
RS
Z2 A2

o RHEL AlZglol 4] the 53 & Ja gy

I $ sudo dnf install command-line-assistant

a5
o Y= EHE APt A7} FEeteA ElF U o E =W v 2AEU T
I $ ¢ "How to install python?"
=982 ot ol oF AR U o
+*+ Asking RHEL Lightspeed
To install python...
o HHZE EFHoAM A EE S v EdSgd YT dE 9 o3 ZEFU S

I $ NO_COLOR=1 ¢ “How to install python?”
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I $ sudo dnf install command-line-assistant

2. /etc/xdg/command-line-assistant/config.toml 3} S 2ko} g1 o}

i

24 74 F4e wA

)

3. config.toml 3} & of] 4] Satellite === Capsule 3 2E o| &2 718 7| =
Utk o & &9 b3 25U

#The endpoint points to an API server.
endpoint = "https://satellite.example.server.com/api/lightspeed/v1"

4. config.toml 5} o] ¥ 73 AFakS A g o)
5. W7 Atgo] g W E =90 dE(clad)S thA] Al 2FEHA A L.

I $ sudo systemctl restart clad
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® c+"question" &S AFE Sl A E 234 A L.

I $ ¢ "What is RHEL"

. Fol
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I $ ¢ "how to troubleshoot sshd failing to start"
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I $ ¢ "how do | find all the files in the /etc that have been modified in the last hour"
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I $ c --attachment <storage_info>

Adarog AE ad o] 2 HAS AHEH UL d & 9 o3 2HFUH

I $ c -a <storage_info>

I $ c --attachment <storage_info> "how can | replicate the storage configuration in another
system"

43. 9% % =908 AHgdtel 712 45 2§ B
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I $ c history --all
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I $ c history --first
o ISl A wiA ot th St QA AUt o & W v ZEU T

I $ c history --last
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I $ c history --filter “podman”
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I $ c history --clear

44.79% 282 9EE =902 gy
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I $ cat <log_file.log> | ¢
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error.log> | ¢ "how do | solve this?"

file_

$ cat <log_
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I $ echo "how do | solve this?" | ¢ -a <log_file_error.log>"
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I $ c shell --enable-capture
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I $c-w 1 "what_is_this"

I $c-w 2 "what_is_this"

I $ Press Ctrl + D

T
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I $ ¢ feedback
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® $C At SSHE Alg-ato] U Mujo] A2 5= glaUch EAS AT 5+ Je 5 552
AT F AFU7?

e $ C "l am failing to start sssd process"

o $C"Y=dE ALE R ofda.”

¢ $C"SSHD #A| & sl dst= Hy"

o $C"etcol A A A Zhe] +HH BE LS ofEA S F AFU?”

5.1. H8 & £ 91| 2 AL&35}o] SSHD A H] 2 A 2} Ao 24 &) 4
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1. SSHD Aef & &2l 3} thA] Al 2 o)

$ sudo systemctl status ssh
$ sudo systemctl restart ssh

2. A9 gEE =9r Huld A Ve Yo
I $ c shell --enable-capture

3. Ao R A 7

U,
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2

J3slel | -w 1 "your-question” &35 A&+

I $c-w 1 "what_is_this"
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o T3PS AL HAF ZFZES AL "EY o]3" 8 F I} ZEFZEE XA 3}
AL LR EYE FES S YH my Assistant7h @ Foll thek AA R S 8 st A e
olaf g A== FYt}
BEE E%Ul%&‘é% A stal B 71A] 7hs s EF A S Al F sk ] oF7e] Al ko] A9
Ut o o A = sshd.service & AH-&3to] 22 91U S AT F JAEF A|FS AHE-51

c
journalctl -xeu %‘ S AP F AdFY

4, journalctl el 8 28 ek o} tail

| H %8S Frtete] v 308 & 7t 00, sl 2 H S HH =
G-U 2 vpol ek, AP FUhet &R

$ journalctl -xeu sshd.service | tail -n 30 | ¢ “here are the logs, please help me
understand this”

= 22 v S Sl skal A A Q1 A S e Y o config vkl o] 0 7S U

H

oo of,  —

L ol
o

a1
ol
ot
i)
b

Sulo o] 98 e FE SRSk Wyl Ul B

beg 2 g

filo
off

73

$ ¢ "what is the command that | can use to change 'Porrt' to 'Port’ in the
/etc/ssh/sshd_config file?"
3

I $ sed -i s/Porrt/Port/g /etc/ssh/sshd_config

294 I FYL AT F & permission denied 2F 7 A QLU T o] A H#H S sudo

A AR A A8 E o
I $ sudo sed -i s/Porrt/Port/g /etc/ssh/sshd_config
7. SSHD MM =& ThA] Al Z}5kaL SSHD 78 & <4<l e ot

$ sudo systemctl restart sshd
$ sudo systemctl status sshd

5.2. 832 ©$ 02 A} 8 3}o] SELINUX 24 3 2

U d A = H R E =90 & ARS8 SFo] SELinux A4 & sl 2 ot @Al & Al dy o

12
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$ sudo rpm -ga httpd
httpd-2.4.62-2.fc40.x86_64

2. httpd.conf 52 ) &-& EA FU .

$ sudo cat /etc/httpd/conf/httpd.conf

# This is the main Apache HTTP server configuration file. It contains the

# configuration directives that give the server its instructions.

# See <URL:http://httpd.apache.org/docs/2.4/> for detailed information.

# In particular, see<URL:http://httpd.apache.org/docs/2.4/mod/directives.html>
# for a discussion of each configuration directive.

3. ®E httpdq s 71 A & 2l g o}
I $ sudo rpm -qa httpdq
4. A W7 E0= 8 S T3

A= Ntﬂé

=

e
b
i
b

U,

$ cat /etc/httpd/conf/httpd.conf | grep Listen

# Listen: Allows you to bind Apache to specific IP addresses and/or
# Change this to Listen on a specific IP address, but note that if

#listen 12.34.56.78:80
Listen 80

5. httpd A H] =& ©hA] Al ZHHY o
$ systemctl restart httpd

Job for httpd. Service failed because the control process exited with error code.
See “systemctl status httpd.service" and “journalctl -xeu httpd.service” for details.

a. A3 g A u] 2o o gk 24A g &2 journaletl 8 S A S gy o)
I $ sudo journalctl -xeu httpd.service

6.

o

BE =S AFE skl £A1E al A shal M 27t Ao eh= o] f

il
ok
1-40
L
W
o

$ sudo ¢ "why did httpd fail to start"

=91 o] Aot AL} F 3hil= ausearch 5 ALg-35le] 7hAL 222 2] slal wl A 2] 53 uj 7l
W aeo] AVC 3 USER_AVC 2 Ag-she= Ayt o] & 98l b= B8 S A3

$ sudo ausearch -m AVC,USER_AVC -ts recent

a. selinux httpd Z E o)) th 3 5 H 3 =-$-n] oA ]34 A &
I $ ¢ "selinux httpd port"

t}S W ¥ o = sestatus W H S A& 8le] @A) SELinux A el 2 httpd 4B =9 &
o] =

$ sudo sestatus

13
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f. o= A}t

SELinux status: enabled
SELinuxfs mount: /sysl/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: enforcing
Mode from config file: enforcing
Policy MLS status: enabled

Policy deny_unknown status:  allowed
Memory protection checking:  actual (secure)
Max kernel policy version: 33

$ sudo cat /usr/share/selinux/targeted/contexts/httpd_var_run_t
No such file or directory

. ZE 3] CLAA 2234 A L.

$ ¢ "selinux won't let httpd listen on port 12345"

AlEskal RS AP U

ttlo

$ sudo semage port -a -t httpd_port_t -p tcp 12345
ValueError: Type httpd_port_t is invalid, must be a port type

. E9d EAEE 7o tial] CLAG #2514 A Q.

& %S A ste] httpd 4] 2ol ) & 574 SELinux 4 )< 82131 o,

I $ ¢ "how do | fix ValueError: Type httpd_port_t is invalid, must be a port type"

7. CLAAA A F-sl= @A S A3y}

$ sudo getenforce

Enforcing

$ setenforce 0

$ sudo systemctl restart httpd
$ sudo systemctl status httpd

$ sudo Is -Z /usr/sbin/httpd
system_u:object_r:httpd_exec_t:s0 /usr/sbin/httpd
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$ chcon -t httpd_exec_t /usr/sbin/httpd

$ sudo setenforce 1

a. httpd 48] == t}A] A 2+a} 3 hitpd.service o] 8] =

—] \
rO
)
L
o

$ sudo systemctl restart httpd
Job failed

$ sudo systemctl status httpd.service
Failed to start the Apache Server

8. CLAJI hitpd 7} 12345 X E oA 4l ) 7] st =5 A 7g 8= W

mlo
Hm
o
ol
>
>
to

I $ ¢ "how do | enable httpd to listen on port 12345 selinux
a. CLACIA Aag WS A gy
I $ sudo setsebool -P httpd_can_network_connect=1
9. httpd A ¥] 2= E t}A] A] 2Hel 1L httpd.service o] e & thA] &2l gt}

$ sudo systemctl status htppd
$ sudo systemctl restart httpd
Job failed, see journalctl

10. journalctl H] =5 It T

$ journalctl -xeu httpd
Output: An ExecStart= process belonging to unit httpd.service has exited.

N &9 AMg-35te] CLAY A4 & | 28t == 23 o).
I $ ¢ "An ExecStart= process belonging to unit httpd.service has exited."

a. CLA7} S¥el= w3 & A8,

$ sudo ausearch -m AVC,USER_AVC -ts recent

Output: “ave: denied {name_bind} for pid=7184 comm="httpd” src=12345
scontext=system_u:system_r:httpd_t:s0 tcontext=system_u:object_r:
unreserved_port_t:s0 tclas=tcp_socket permissive=0"

b. ol W] < WArgh )
scontext=system_u:system_r:httpd_t:s0 tcontext=system_u:object_r:

unreserved_port_t:s0 tclas=tcp_socket permissive=0"

| $ sudo c "avc: denied {name_bind} for pid=7184 comm="httpd” src=12345
= 18] 3Fo] "SELinux7} Apache Server(httpd) 2 <1&l ¥ E 123459 v}l =] %] ¢k
o

I $ sudo semage port -a -t http_port_t -p tcp 12345

15
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12. httpd A H] = thA] A] 25} 3L hitpd.service ©] 8] & &1 3t}

$ sudo systemctl restart httpd
No error
$ sudo systemctl status httpd.service

A 7 A B A Fo]al FE 44312345 o A A o) 7] =Ytk

16
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A B2 o] opgy ).
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[,

TLSAF5A S 22 5 gl 255 7 2: /etc/pki/consumer/cert.pem
BEE = AES A TLSAFA LS Z5H P2 oo 28 7 gl7] ol o v 7} Al 3
ahwl A swlo] FHEA B A 4 A%

>
[>

T
o
ojf
Ju
i
A
§2
flo
o,
o
)
oo
ol
o
o
>
ofo
of

bol A 292

offt
i

=
=

Y,

I # subscription-manager register --username <usernames --password <password>

1-0

Auiste] A
Nz"olN e B E S detd 7 okd o o 7ok g Ad gy
Communication error with the server:
HTTPSConnectionPool(host="cert.console.redhat.com’, port=443): Max retries exceeded with

url: /api/lightspeed/v1/infer (Caused by ProtocolError(‘Connection aborted.’,
PermissionError(13, 'Permission denied'))). Please try again in a few minutes.

SHE A HHE =90 g E(clad)S A Al &Ea e B E S Al E Yo

$ systemctl restart clad
$ ¢ “<Your_question>"

Olt
i

"o R AR g A AES F 27 (478.46KB)E= 2.00KB A| &2 2 g T o A} 7] o] WA E 7]
()]
=

Clad7} gelo| E8 AFH & Sutes thA] R &g

<
FE7Lold A8 E clad & A3 st# 3L 5™ clad 71 Hl o] EH
&Yt} /ete/pki/consumer o} 2] ¢] 9154 = rootol A v 91 S &= ¢l

el oF g T,

A2AE el A RESA 8
= o] 9 A 228 of 5122 root7}

L FE sl 43t ¥ key.pem ¥ gHS rootE ¥ 7 5Fal root®E clad W ®H S A3 g o

$ sudo Is -l /etc/pki/consumer/
$ sudo chown $(whoami):$(id -gn) /etc/pki/consumer/${KEY_NAME}

17
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EZA A
1. /etc/xdg/command-line-assistant/config.toml -4 3} U & Ho T ZA] 1A of A A 23 T}
2. config.toml st o] A ot & &5 Zrola W7 G Th

# Backend settings for communicating with the external API.
[backend]

# proxies = { http = "http://example-host:8002", https = "https://example-host:8002" }

3. proxy 7]1¢] FA & A A5}l http == https ZEX] S2EE Ao}
[backend]

# For a https proxy host
proxies = { https = "https://<your-https-proxy-host:1234>"}

4.

&

A ¥ 87 AFe 482w clad & thA A Zel 414 9,

$ sudo systemctl restart clad

23

clad 2] hitp == https EF o] A FH ZEAZ H9HE =X o] 1 E http 3t
7 https 7] Al & A1 F A HFUT 28Uy T2 EFLE T2 §3 Ao
F& P A A Fom https Efj I ol http Z=A] & A8k 74 °] & & A5

oo g 59 g gayTh

I https = "http://<your-https-proxy-host:1234>"
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FEof 3 2HA 3 W &2 urllib.request 4 715 2ol H g gl ol A URL 4] € 7]

ok
ot
N
bt
o
=)
fn)

E2 A12-3}] gl o] g H| o] A T

AEE AAstal 715 ol Bl W o] 2of th gk A = |3HS A Fsh] 8l 7 2H o R HEE =91 b
(clad)e & sl= 7] o8- SQLite ©] o] H W o] 2~ & A}8-3FY t}. PostgreSQL E= MySQL 3} 242 o &
ol o]~ W EE HA i A4S AFH T Clade Al &H o] 981A] = TS 7HHA &
EE ol vlolHH o] 25 7| EA o7 £k FEU T

T

7.2. 773 S A 71 & "l o] o] 2~ H 7

dEste A g Qthe H o] e u] o] 22 A}g- b A
2ol A 28 4= 1Y o

Tt

At WP E =5l 715 dl ol o]

1L A g gelguo] 28 dAd
* MySQLS AA|ste ™ th&& A€y
I # dnf install python3-PyMySQL
® PostgreSQLES A A st# W th55 A IdYTh
I # dnf install python3-psycopg?2

2. /etc/xdg/command-line-assistant/config.toml o A t] o] E] ] o] 2~ G4 1} of] N A 23+ T}
3. 718 FAE Fol FA AP o E 59 o2 25U

[database]
# type = "sqlite"
# connection_string = "/var/lib/command-line-assistant/history.db"

4. A3 g o] o] 22 A Yt} S 4 ® = /etc/xdg/command-line-
assistant/config.toml ol A &= &<13 4 o1 Aq }.

a. dlolEdl o] = 82 A% FUth 714 < db_type> & mysql = postgresql <] oF ]
o}.

b. dlolEu o] = Al F- FHE g YTt

type = <db_type>

host = "<hostname_or_ip_address>"
port = "5432"

username = "<database user _name>"
password = "<password>"

database = "<database name>"

5 doleiwol 2 83 WA F clad B 22 thA] Al =Fshe] w7 AL

oft
filo
2
o
ek
v
o
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Red Hat Enterprise Linux 10 RHEL Lightspeed 7]ute] 5 & = £ 9 uj 9} 435 2
I $ sudo systemctl restart clad

7.3. A A % SYSTEMD =7} &+ 5 & A} &-5}o] to|ElH| o] 2o A4

systemd -creds E5 Al&3le] d5stH QA F A HE HASHA A ASEal sy stemd ZF7 o) AAE Al =B
S AF8-3}o] PostgreSQL, SQLite &=+ MySQL/] glolElu] o] =0 A AT &= AHFY T}

o WAF=SUAUL

o dlelElo] 2 7 shele] oA gt

Z2A 2

1. /etc/xdg/command-line-assistant/config.toml o 4] dj o] Ejn] o] 2= 4] s} o] Y A =5 o}

2. [database] 4] 41 o] 4| username % password mj 7] H == A A Yt} o & E9 23 5y
=3

[database]

type = "postgresql"
host = "localhost"
port = "5432"
database = "history

2
AREAF ol S B E g Th ol FH o] # 3 /15 A KUt systemd S 7F B
o A Yo

& ota 3t 9% A B2 AA Y the o A o] A = systemd-ask-
t}. o] & database-username 4! database-password 2] 7| n}=
Helad A A 15 AHE SulE2A R84 gFYTh

3. A7 ol e g Ed o
password & & S AL-&3HY
1) %

wheto Ptk 28 A o
a. E3lE A8 ol B2 A4S e Wy e AP,

$ systemd-ask-password -n | ( echo "[Service]" && systemd-creds encrypt --

name=<daltabase-username> -p - - )
>/etc/systemd/system/clad.service.d/<usernames.conf

$ systemd-ask-password -n | ( echo "[Service]" && systemd-creds encrypt --
name=<database-password> -p - - )
>/etc/systemd/system/clad.service.d/<password>.conf

4. Holguo] X ¢lE HHE Qoo Es 3 systemd = thA] 2 =314 clad ©] =& thA] A] 2}Falo]
W73 AL S A&t

I $ sudo systemctl restart clad
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a. Command line-assistant logs
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