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CRB9l| 4] Judy-devel A& 715

Judy-devel 3| 7] #] = o] #] CRB( CodeReady Linux Builder 2] %] & 2]) oA mariadb-devel:10.3 =&
O] YRZ AT F AFUTEH AHA 02 /) EA= oAl Judy o] B 2] & AFE-3sle] cf EF A ol &

WEF 5 Gy

ir

Judy-devel 7 7] ] & A ] 5} ¥ mariadb-devel:10.3 = &< W #| &4 313t}

# yum module enable mariadb-devel:10.3
# yum install Judy-devel
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Python 32] FIPS &5~
ol ¥l ¢l o] E o4& OpenSSL FIPS == %] €1 o] Python 3 o] 75 %Yt} o] &
® FIPS & =oj A blake2sha3 2! shake 3l A] = OpenSSL & 3 = A}&-313 844 7| 5(d: 7], E
g Al == AFEAF A trol A 2E A7])S Al FskA] F U TH
A
digestmod ¢l =21 Q1 26 2318 = gl H Ut mds DorE] Foll 71 BhS XA SR oL Qe
£ A A oF Pt

3 2] ¥4 OpenSSL FIPS R =0 A ok 8h4] ¢ & 314 & AFE- & 5= 9)+= usedforsecurity <145 ]
AU AT RE Bl Bas 228 290] 92U T

(BZ#1731424)
python3-A B AIHE 9] FIPS &4 W7
o] ¥l python3-¢ 7712 Qulo|Ex FIPSS} 335 % % go|H = AEala 8<ls7] 93t 7|2 ¢

A& AAFUH.

(BZ#1731526)

A 5 2~E¥: nginx:1.16
H A 1.149] W3] o2 7HA A2 ¢ 7153 FAH 7152 AF3HE nginx 1.16 §) L =24 A=

AL 5 dFUT 2 58 03 payh

SSL3} AA A £ Yuo|E(HS 9 SSL ¢Q1F 4] @ v 7] 2=, ssl|_certificate 2
ssl_certificate _key A A #2] W4 A9, Al ssl_early_data =] A i)

[ ]

A 2 ¢ keepalive- & A &
[ ]

A2 WA 9% A28 random A A &
[ ]

ANZLuiAESF 2 71E A F9] MA AL listen A A2 LE W9, limit_req A A] &
g A2 A w7 A, 297 S5 A 493}

A 2 -8 $upstream_bytes_sent ¥ 4=
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UDP(User Datagram Protocol) === -A] 7] 4

nginx:1.16 Z2E 3 9| 4] nginx 3 7] A] o]l nginx -all-modules = 7] A7} B Q351X o v g
nginx 252 P A 3 o= A s o Pt nginx & 2 E=Z A x| 31A nginx-all-modules 3] 7]
A7} 718 =292 common T2 o] AR AP}

ssl A A F2& ¢ o]} AL 5 A g5ttt 4l listen X A &9 ssl v 7] W= AR o).

Nginx ol A] 74 H2E ZFo =24 SSL Q154

i

YAk

listen A Fo| A TXE o] 32 A& S o] nginx £ o|A] EXE o]Fo] RAE RE F

sl dial A o 7] 22 S A Y o

nginx:1.16 2E¥ S A x5 32 A3 o
I # yum module install nginx:1.16

nginx:1.14 2E Qo)A ol =a e o] & ~EH oz ABe FRAHA L.

(BZ#1690292)

perl-I0-Socket-SSL 2 2.066 v H o = o] E
perl-I0O-Socket-SSL 3] 7] x| 7} 8] A 2.066 2.2 ¢ 1d o] =5 o] o] d v Ao &) oJe] |2 3 4
AR AL AFFUS ol S 59 et 2y

TLS 1.3 A9 A, 53] 2ol AEZS A ANE R A5 E2EA 0| AF

o FAAY, A AF AA, REAQ A= A A Y, FL3 =uQldx RSA 2
ECDSA 21Z4 A Y 7|5 F7}
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(BZ#1632600)

perl-Net-SSLeay 7} | A 1.88% HH|o]| =
perl-Net-SSLeay 3 7] X 7} /1A 1.88= Y 2ol =5 o] o2 H2 4 D 7| AH AFS AT FU o

9 W7 Ae oo ey

AZA 28 9 X500 A 32 28, AP FH L 1§ A3} 22 OpenSSL 1.1.134¢] 5.8

TLS 1.33}9] 534 &3 (cl: Al A2 2L post-handshake <1%)

cb_data_advanced_put() A1 B2 €A 24 W2 F.

(BZ#1632597)

6.1.12. F5tde A ME =7

GCC Toolset 9 A& 715

Red Hat Enterprise Linux 8.1¢| = H 4l i@ 2] /i o] £3H o EAo]d ZEH<Q GCC
Toolset 971 = H A FU .

2 =79 WAL GCC Toolset 99 A A Z gt}

=
=3

GCC 9.1
GDB 8.3
valgrind 3.15.0
SystemTap 4.1
Dyninst 10.1.0
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= H A
binutils 232
elfutils 0.176
dwz 0.12
Make 4.2
strace 5.1
[trace 0.7.91
annobin 8.79

GCC Toolset 9= AppStream 2 X Eg| 2] 2T Eg o] ZdA FH 2 o S AolA

23 4 gl%1th GCC Toolsete RHEL 72 Red Hat 7] 24} =7 M| E9} §AIS =7

oz A
Ut

2E
44
GCC Toolset 9= A x]st8]4 2L S}
I # yum install gcc-toolset-9
GCC Toolset 9914 =5 A3 d 35S S
I $ scl enable gcc-toolset-9 tool
4 A5 43P st2d GCC Toolset 99| & vl Mo o] 23 Fo] A" Bld R} A

I $ scl enable gcc-toolset-9 bash

AHE ol g AHA 3 2] -2 GCC Toolset AFS A 23441 Q.

(BZ#1685482)

dadel=d FARLdY =7 A E
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qZa Aol 2EPo 2 ¥ L A9As & Al E7F RHEL 8.12 ¢ 2dol=H &5t}

A TP A=, C 2 C++ 2o]g Clang F3Y 2], LLDB v A, I =
= H] A 8.0.19]] A|¥-3}+= clang 2 LLVM Toolset

AR R E B3 F54 A, 25 gol B g & ¥ A 1.379 AF-31= toolet
Go(golang) =218 Qo] = 9 o] B g & v A 1.12.89 A F5l= Go =7 Al E

(BZ#1731502, BZ#1691975, BZ#1680091, BZ#1677819, BZ#1681643)

SystemTap H| A 412 ol

SystemTap A5 £°] 42EH Hd 412 JHCIEAJFUY. F2 /A2 b5 25Ut

eBPF HElY HA == F24F v
TS AT F AFU

i)

FRE YA A} e 22YY Aoje] F7} 7]

WAg7) o) 5ol A FAAATI

ol DWARF4 debuginfo 7%& A-83to] #4518 C 2=9] o e Hole §32& &
@ & e

(BZ#1675740)

DHAT £¢] GA

Red Hat Enterprise Linux 8.12 DHAT £¢] GAE =¢34t} valgrind & v A 3.15.08 7]uto
= Pk

olel o] valgrind & 7155014 W7 AHHRE AR S FAE 5 g
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--tool= exp-dhat tjj ] --tool=dhat & A}-& 3 t}.

--show-top-n 4 --sort-by -] A|A=HUFU. dhat 52 o|A| Z213o] T5H T F
2 dolHE A 35H7] wf &l AAHJFH

JavaScript Z= 139l 2 -¢ Ho] dh_view.html o= 222 ZA5}7} ¥at5 o] Y&}
A2 HAA = Aol T4 T 24345 RS AddUg.

Fol A A

e

/usr/libexec/valgrind/dh_view.htmloj] ¢! &1]d}.

DHAT £l dj g A g A= /usr/share/doc/valgrind/html/dh-manual.htmlo] 1]t}

amd64(x86_64) ] ¥ : RDRAND ¥ F16C insn Al E 373 7] 5] F7FH A F5U

cachegrind |4 cg_annotate W Holl= 2 E oWl E 4= Joj] WP &S = 3}= --show-
percs 7ol FY T

callgrind _annotate ¥ oll= ZE oWl E 4 Jojl ME &S S = N2 349 -
show-percs 7} &Y.

--read-inline-info ©] 7] 2-zko] yeso]® o] 4| yes 7} g1 }.

X tree §4)9] F+ dAE =
kinds=all & & A5 o = 8435}

i)
ol
rr
3
1)
3
(2]
>
(1)
(2]
=
To
R
]
X
Q
(1]
o
o
-
1
<
@
»
2
X
:
n
>
(]
3
S
x

N =28 |4 --show-error-list=nofyes = BA ¥ o7 553 23)o] Ed ALLH A&
EAFUG. o] Aol = valgrind F R ol -v 3 HS AQ S F AdFUTL ol 3 EFS doZ
FIEEe ARE FAd F JIFUTh S --show-error-list=yes A 3 5 g1/}

(BZ#1683715)

elfutils= WA 0.1762.2 t}A] 7]ut
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elfutils 17147t 4 == ¥lA 017622 Jelol=HUHUh o] Ml e w1 54
3 ohe AL A2

o

Al

of

CVE-2019-7146

CVE-2019-7149

CVE-2019-7150

CVE-2019-7664

CVE-2019-7665

Fo AANge geR gaUth

libdw 2ol B & 2] = = 319 & A 2 sl elf _begin()2] ¥ 3 21 dfirmf_elf _begin() $+H+
£ 53 $3=EAFYh

N 2 g --reloc-debug-sections-only 34 0] o} & A 7 glo] vz AA 7te] n & 7ok
A X & sl 2 3sl7] 913l eu-strip E°ll F71=EAFUT o] 7|52 53 F3 A ET_REL 3
gk A o] AFY ).

e ro

(BZ#1683705)

glibcol A 37} vl 2.2 &g A}

AEA | w22 Eqe AfEA0IA U net Agtel Fa YA T olel @ E4E 27 2
sho] @) v g3 #F L ol £ A ZeA M A FFE oS AT 5 AUk

24 7155 /NA3517] 9131 RHEL2] 34 C 2lo]H. 2] <l GNU C gteo] B 2] 2](Glibc)<] idle oc vl €}
dolElol 6709 F71 vl me] &4 AAZE F/HEAE U ol 8 @ F7F AR AE Aol wlg e
oz FhH A&t
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(BZ#1651283)

GDB<:= © -2 POWERS &7 € o] A =3 5 1T

o]l Julo] EE 53] GDB(GNU tl¥ A) 2 97 ¢ gdbserver = t}-2-3 742 37} @A 2 ¥ |
M A 23} AL IBM«] POWER8 ZZAA el 9] A 2 A Ed] AM AT 5 Y&

PPR
DSCR
TAR
EBB/PMU
HTM

(BZ#1187581)

binutils disassemble r= N7jj ¢] vlol ] AL X 5 A&

binutils 3l 71 %] 9] disassembler &-©] NFS(Netronome Flow Processor) s} =4 o] A] 2] =9] nlo]
g 9d S A E] 3= A HA<5U . o] 7152 bpftool Berkeley Packet Filter(BPF) = 7 32 & o
A %7 15% BAsteks o B e st

(BZ#1644391)

IBM Z o}71 e A o] 4] B A 0 2 27] 7158 GOT A4 g

=9 "lazy W19" 752 ALgsHE IBM Z vlol v el & B35 02 27 745§ GOT(Global
offset table) 4141 & A4 ato] 2313 4 Q&Y oA @ wpo|d 2ol = 27]-227] GOT7F Hasix @
REFEL L4 dE AL oy oWl QuloEdAE FAHA A 2RE FEL usF

(BZ#1525406)
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binutils ©il A IBM Z2] Arch13 Z 2 A A4 x|

ol el o] =o) Al Arch13 = A s} %8 3Hg 7152 IBM Z o711 %] 9] binutils 7] 4o 3
72 A Q3T A7 02 IBMZe) arch13 A9 CPUSIA AL8 & 5 2l 7152 AH82 & gAY
2 7%% 5 JEUh

(BZ#1659437)

Dyninst 7} 1A 10.1.02.2 JH o|E

Dyninst 1% glo] Mef 2] 7k 2 =3 1A 10.1.002 YulolExA5Uth T8 W7 Age e
2

Dyninst:= Linux PowerPC Little Endian(ppcle) 2 6418] = ARM(aarch64)o}7]1 €)= & #|
.

WE = 4 & AHEsk] A7 A o] A EAFH T

(BZ#1648441)

£ o] Reiwa 7]7+e] JulolE TR I

GNU C ol B g2 &= o)A 20199 5¢ 1A 2E] Reiwa AU S $|3 202 ABo] Ag] o] TR
A 23t} stritime 2 strptime 3570l A AL8-51= Hl o] €S X §5te] APl dlo]g] X&) A|7+o] u) o]
ESAFUY. 2 E APl= %EC, %EY = % Ey 9} 222 At W& A=} 5 5ot 97 stritime &
AHg3HE 792 3519 Reiwa At 2 &uL=7 <13}

(BZ#1577438)

Performance Co-Piloto] B4 4.3.22 ol E

RHEL 8.1 4] = PCP(Performance Co-Pilot) £°] J2E9 v 4 4.3.22 Uo|EXAFYL. F2
MAREE O3-3 25U

Linux 71'd A EZ 5], 35 FA| 4 1, Nvidia GPU 57 5 M =2& A 271 F7HE054 .

pcp-dstat,pcp-atop, perfevent PMDA 52] £o] A X% & B IS = U0l EHUSFY
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Grafana¢} 324 5 PCP 532 ¢ pmseries 2 pmproxy 2 El7 o] EH A5

ol 2] FolB e, 4 T2 EE 9 Y23 PCP of7lo| B P43 ol d wjd 3 s 8g Yt}
(BZ#1685302)

6.1.13. IdM (Identity Management)

IdMo 4 2% 2 2] 98 Ansible @3 2 w5 A9

o] ¢ d] o] Eo] A = IdM(Identity Management) 8] = 2 2] = ¢]3t Ansible 9 2 & % XI]%’L
3l+= ansible-freeipa =l 7] ] 7} =9} 215U t}. Ansible 9 &2 A}-8-3}9] IdM A 1], B A)
EEAX L AAZ 4 Ad5U Ansible 2 E S A1E51 IdM 2157, EZ 24 4 /‘}3 2
FUT AL 7 g Al Edol 5 dFU

o] fHlo|E= IdM 7wk &34 2] AX & 4

filo
r

a3ty

¥

(JIRA:RHELPLAN-2542)

IdM vl 2 9] AutAQd AP S HEES= M2 =7 da3 25Ud. 38 13

o] ¢ o] Eo] A = IdM(Identity Management)2] Healthcheck =71 =} H 5t} EdA =
AA 1AM A ¥ 7} Zut=A] FA = AP S5 J=A Rl HEEE Al

WA HSHE Fo JAL AFA 74 L WEY * BA OF " B2 EEZA *AD Trust 74 * A

v 2 A 32&? vl o] v A3 * A A2l F

(<

o

Healthcheck =% CLI(™d % &= Q1 g3 o] 2)o| A A28 5= &Y th.

(JIRA:RHELPLAN-13066)

Au7F @ Zakel Aejd w IdMoA w2 E Al2d AFA AN A Y
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o] A9 715 < 53| IdM(Identity Management)o] © Zz}el Ae]d wf A z}7) kg8 Al 2= <l
SAE AL F JFUTH A 2" QIS4 7 trs =1 IdMo] A 25 2] 54 o A 22 ipa-cert-fix ¥
B AN ZZANEE JPSEE GRS FFoE AP35 A A2 EHS dAT U w2tA A5
Alge] LolA = eed 2 A9 H]-§o] ZolFH

(JIRA:RHELPLAN-13074)

ID &&= Windows Server 20195 53t 412

i

A4

e

U,

Identity Management = A}1-8-351A o] 4] Windows Server 20199 4] 2 3 =] = Active Directory ¥ &
ZE A e EHZEAFALAS AR TS F IdsHUT. A= X 2E D 2?75 52 W7
A &9kon Hd Windows Server 2016714 A5}

(JIRA:RHELPLAN-15036)

Samba 7] ¥t v] A 4.10.4

samba N7 A7 927 1A 4.10.4% 2ol =5 o] oA ol sl ol2] w1 54 B AA
AFahe AU

Samba 4.102 Python 32 ¢4 57 R 4 &Y th. 33 Samba v A o] = Python 29] ojj &
dELQ] A o] AlFHA FFUT

JSON(JavaScript Object Notation) 27 7] 52 215 W A] x| 9] t] 3 Windows o|¥l E ID
2232 /3271594

FUSE(XI&#F & 71) 252 Al =& vis_glusterfs_fuse 31 A] 2~ -2 Sambar} GlusterFS
S5 QAT 0 J5ES FIAZUG. o] RES &4 stsle | glusterfs_fuse &
/etc/samba/smb.conf 3} o] = 2] vis_objects vl 7l W=l F7154 o).
vfs_glusterfs_fuse = 7]= vfs_glusterfs 2 52 A 31 %] 5.

o2 Au] Wl A x| £&%(SMB) Zetol A= Python uhel o] 1 o] 4 AHg-H A ekon G5
Samba € ] 2] 4] 4] A | t}. o] = Samba Python uk<1 93 AL-g-3to] <pAl F el ElE A4
st ALg AN AT GBS WP

smbd,nmbd 5=+ winbind A 8] 27} Az o] Samba:= tdb dlo]gujo] 2 A & 5o 2 o]
E3t. Sambas A #317] Al o] g u| o] & 3 -& W3t} Red Hat2 tdb d] o] g vl o] = 5}
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ool =8 A AaA sy

FQ WA AL A AA S W& HullolEsH] Aol HEEH el xES FEH4A L.
https://www.samba.org/samba/history/samba-4.10.0.html

(BZ#1638001)

OpenLDAPo] d gt A| 26 AA] AFA] AF4 91A] JHlolE

OpenLDAP2] 2= 4= &= CA2] 7] & ¢] X]=/etc/ openldap/certs tHAl Al 2" AA AFA A7
4 (/etc/pki/ca-trust/ source)E AlL31=F QU] EHAESU T o] H7A & CA AF 2] AL 744355
71 918l BEolAFyh

Aul 2 @7 Abgo] oW CA e AES A4t 8l 7t 440 Bedx Ry O
LDAP Zeo] 1= <2104 ¢ LDAP A1l ¢] 1541 & A1 213l oF 31 715 o] 75 o] 210 CA AZA &
43 ok,

(JIRA:RHELPLAN-7109)

o] ¢ d] o] Ed A = ipa-crl-generation status/enable/disable & o] =¢ = &FUt. o] 3 3
g2 root AH&-A7F A st IdMe] CRL(YSA #7] 55)e= AU Liﬁ}a‘% o}. o] "= CRL &
d vt2H £ g I1dM CA A Bl oA & AW E o] Fdl= A2 A3 Q /7B A2 dAAdsHoh

ipa-crl-generation status 9% & A $2E7} CRL AA vl2EQIX] 13t dA| s 2E7}
IdM CA A B] <1 73 ¢ ipa-crl-generation enable W& & A $2~E = IdM2] CRL A nf2~H = W54
t}. ipa-crl-generation disable W ¥ & €] S~ E oA CRL A4S APl

I3t ipa-server-install --uninstall &5 & o] = o]A] 3~ E7} CRL A vf2~H A o HE 32l
th o] Yo% I[dM2 A2 A2 A7 EEZ A A CRL A vt2H E A ASHA] =5 Fuh.

(JIRA:RHELPLAN-13068)

keycloak-httpd-client-installol] /] OpenlID Connect x|

keycloak-httpd-client-install ID 3= 2 vlo] 5 = o] o] mod_auth_mellon Q15 2 &8 Al-8-3}4
SAML(Security Assertion Markup Language) <159+ x| 9 3l &1 t}. o] ] H]o] 2= OpeniD
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Connect ¢1% 215 % FA T 4 J+= mod_auth_openidc 215 2 & A Yol =Y A5

keycloak-httpd-client-install ID 3 2 nlo] | & A}2-51H mod_auth_openidc & 4] 5}« apache
¢e1~€l 2= OpenlD Connect E o] ER FAT 5 AHFU T

(BZ#1553890)
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71€ Rz 44

ol 49 7'5-& F8) 22l A= IdM(dentity Management) 54| 2.8 747 BALo 2 4% 4
Q5UTH AR BARLL BE AU 27k A9 Fol 2 AHE 75 F IdM A vl ALl th. 2L DNSS] A )
-0 T SRV @ 1= 7k 915 LDAP A1) o} o] 24350} 914 @omz the Feto]AE Ei vpx
Hol gelx @4Uth meba ZetoldEE Aul 2 AL ALgstel 747 BALS BAT F g

t}.

HAN BARE F2 IR AES FUY
dMe] 2] Q] e nhiE Ei HARe] R E M AN 2E FEalof §Uth 4K BABS ALE 8
gonz gelztt ZetoldEe] P& FA %3 o] T2EY AU 22 ANHOZ TR 5 AFY
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2)el Egha
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o] Je) & W7 512l A ipa server-state 93 2 A&

(BZ#1719767)

SSSDo| 4] 7122 o = AD GPO =&

o]A] SSSD &4 ad_gpo_access_control 2] 7] A A o] 7}A] &85 t}l. RHEL 894 SSSD+= 7]
¥ Ao 7 Active Directory Group Policy Objects(GPO)E 7|dto 2 MA A A o] 132 A &3t
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(JIRA:RHELPLAN-51289)
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kdb:[Alt + F2] 7] 2 &2] Enter a Command (4% ¢ 8) s}H < X A3t A 5129
o] &L o] st FA T
[}
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https://bugzilla.redhat.com/show_bug.cgi?id=1704360
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6.1.15. 2} = Q1= e}

ne ~eAJA Linux Ag B]A 512 JyolE

DRM( Direct Rendering Manager ) 712 &8 319 A|2"1-& J2~E ¥ Linux ﬂﬂ WA 5.1 HH|
o= o] oA el Hlal ol 1l 4 @ AA AFS ATHU 7 T2 AL hest 24
t}.

mgag200 =z}o]u] 7} g ul o] E 5 5tk =2to] v = Matrox G200 eH3 GPUE 21§31+
HPE Proliant Gen10 Systemsol tj 3t X942 A& A ¥ FU o) HHlo|EH =2olu= A 2
A =g Dell EMC PowerEdge A v = X34t}

NVIDIA GPUE A} £35l= dA 2 335 Lenovo Z P Z 9| st=9 o] 7] 5L A3 == no's
Egtol ¥ 7} o]l EH U F Y

A 2D A Intel GPUE A £ A 0 2 A Y E= i915 T2 Z g o] =ao|u 7} Julo|EXH A
Ut

Aspeed AST BMC " =Zg o] ol tj g vl 3 0] F71E syt

AMD Raven 2 4] E 2] AMQP(Acccelerated Processing Units) A o] 715 A &54U .

AMD Picasso APU9) t] 3t A go] F715 A&t}

AMD Vega GPU A 9 o] 7= A FU

Intel Amber Lake-Y 2 Intel¢t Lake-U GPU<l| tf] 3 x| g o] F715 A& ).

(BZ#1685552)

AMD Picasso 182 7l= X ¢

ol o] EolA = amdgpu 228 =go] W7t =Y = AFU T 2 Z 3 o] A RHEL 8914 AMD
Picasso &2 7l=7} €435 X1}
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(BZ#1685427)

6.1.16. §§ =&

SMT 273} 2 v &4 3}

RHEL 89 A = 5 A] SMT(Multi-Threading) 7+ & A28 4 A&ttt g 2L oA SMTE v &4

[}
Microarchitectural Data Sampling
[}
L1 Evd o F 34
(BZ#1678956)

A b 2 sl o] A o] A AFA F7}

o] A Services 3| o] A o] t}5-3 ZFo] Au|2E DY sH7] A3 A A7 dFU T

°

ol&F
°

A
°

e

A= ezt shte 5o 2 WHAsUT. dlol X ddel 2= A7) v EX Services
(Au] ) sjo]A] 9] ALg-AF 87 & JfA 87l sl Fez M HAAF

(BZ#1657752)

wahy gelo] i@ A Ft

Networking sl o] 2] ¢] W3} A oA 55 AL
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https://access.redhat.com/security/vulnerabilities/mds
https://access.redhat.com/security/vulnerabilities/L1TF
https://bugzilla.redhat.com/show_bug.cgi?id=1678956
https://bugzilla.redhat.com/show_bug.cgi?id=1657752
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g olo] ool Au] 2 F7} Et= 27

firewalld X u] 2 2]o] A} 82} XA T E LA,

[ ]
9 F7H 2 AA
[ ]
[ ]
(BZ#1678473)

7HE B A A AR A F7}

ol gulo| = 3] RHEL 8 | =
o] X3tslo] QgUth ol Al The- 2 &

3

A=
=
Sk
=

ol &= Virtual Machines(7}’3 A 2=®) 5| o] x] o] %-& 7| A A}
4 Y
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VM A5 A% 74

7]1& qcow o] 1] x| 7}#] 2. 7]

PXE #9& &3l VM 23]

=)
Ha
)
]
oft
=)
o

7Hg WA LA FA/A N

WA EA A (directsync, writeback)

4z
)
M4x
x
E
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https://bugzilla.redhat.com/show_bug.cgi?id=1678473
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(BZ#1658847)

6.1.17. Red Hat Enterprise Linux A] =& &

RHEL Al 2§l o} &ol] F7b8 A) 2524 &

rhel-system-roles 3| 7] X o | A Z3}= RHEL A| 28] &0 ~E7] R g3o| F7lEA&FUH =
EfA 42 AnsibleS AHg-3te] 22 22X & A st o AHEE F AHFU T

A 2EA AT GeH 2 739 2]

tllo
X
o
o
L
i)

SECEER RE DPERT T

LVM &5 2§ &<

i
i)
e
i
)
H
e
>
[
o
rd
A

_>|4_,
=
)
=
oo
flo
K
e
>
¥
a1}
r d)
i)
)
i
i)
e
o
ey
o,
pneh
r |
i)
rulm
Y
BN
9
il
>
to

(BZ#1691966)

6.1.18. 71’3}

WALinuxAgent 7} 2.2.38 H] 2. 2 JHo|E

WALinuxAgent 3| 712 7t 4 =E ¥ v 2.2.382 1ol =5 o] o] v o] w]s) o3 vl 3
2 A AL A o

w3 WALinuxAgent = Python 2¢} 1] o] 535X ¢k o1 of Z] 7 o] A2 Python 20]| 9] &3
o 2314 0 = WALinuxAgent 2] 585 % 7% 5t7] 915l Python 2014 213 € | Z 2l o] 21 3%
% 7152 Python 32 2 ¥ 33] of o).

(BZ#1722848)
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https://bugzilla.redhat.com/show_bug.cgi?id=1658847
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/index
https://bugzilla.redhat.com/show_bug.cgi?id=1722848
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Windows+= 2 @ 3t virtio-win =2l & A5 o 2 5t

o] A] Windows+ AF&-AH71 9123 Z 6] & A g a A Q glo] =&to]s] ISOd A & 2 3t virtio-win =
Zolu S AFo 2 S = UdHFU.

(BZ#1223668)

KVMo] 5 @ = o]g A

Red Hat Enterprise Linux 82 53 KVM 7}d35l= 594 o]y 7|52 A4FUth A% S 2 E
CPUY A 5 2E 9 AXZE A 2" A ALET = & AA| D 73 F4 F7ke] 2A 571U

(BZ#1526548)

ActivClient =g} o] 8] = A}l & 3}o] Windows Al ~Ed A AnlE 1= I3 A ¥

o] ¥l ¢ el o] Ed A= Windows Al ~E OS 9 ActivClient =&}l o] 8| & A}&-31= VM(Z7HE HAl)e] 2~
HE JE I 55 ALY o= ol g st VM A o EH o] ER = T/ &VE Ft=& A3t AL
|4 2399 U3 2ntE = AFS FA 5.

(BZ#1615840)

virt-xmlol] i gk A 2 & A0 F71EAFHTH

virt-xml 22l e = olAl T HEE S8 ALS

1
4
32
|y
kJ
)

--no-define - virt-xml 3 & o] o]3] VM(7}4 w Al)ol] dj 3 W73 AL3FS o A o] A A X
T

~start- 239 WAL FYF F VM A AT

Are drAoE wER R A

o] F A& 7 A8t AHg-A7E VM 4 7
- 59& 913 testguest VM| H.9 4

Kol

=
FA o7 VML A &3 & &5 Uth d 2 So] &
SV EYaE AL RS Az}

73
Kk

flo ok
o

3
o}
I virt-xml testguest --start --no-define --edit --boot network
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https://bugzilla.redhat.com/show_bug.cgi?id=1223668
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(JIRA:RHELPLAN-13960)

KVMol x| =z 3sl+= IBM z14 GA2 CPU

olH AdH o] EE 53] KVML IBM z14 GA2 CPU 29 & X 43Ut} wpelA RHEL 8L Al 2~E ¢
IBM z14 GA2 CPU7} 9l &= 3 2E OS= Al 8351+ IBM z14 GA2 S 2E oA 714 A| 2"l & AAAS 4+ A
Ut

(JIRA:RHELPLAN-13649)

NVIDIA NVLink27} IBM POWER9<] 713 w413} 53 715

NVLink2 7] 52 A 93+ NVIDIA VGPUZ o] A| IBM POWER9 2] 2%l ¢] RHEL 8 &2 E0]| 4 43
Z9 VM(713 v 2l)ol] 33 4= A&t} o] @A) 31A sl VMo] NVLink2<] AR A% FA 2L A&
UP T AUt

(JIRA:RHELPLAN-12811)

6.2. Al =z}o]y

vE = =ato)y)

i~

44 gl

2

Hyl 22 & F X Y (slip.ko.xz)

C_CAN AE=Z8g Z9Z JDK v 2 =3g}o]y] (c_can_platform.ko.xz)

713 CentOS <1 € ¥ o] 2~ (vean.ko.xz)

DPRAM DPRAM =z} o] H] (softing.ko.xz)

A4 3] 4 21 g ¥ o] 2 (slcan.ko.xz)

Al o] B2 vIALE 9]3) 1] A} =&} o] v]. Thomas Wuensche 0.0/DVD <2l g #] o] =
(ems_usb.ko.xz)
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[}
esdCAN-jpg/2 2 CAN-jpg/Micro 21 g 3 o] 28 JDK =z}e|H| (esd_usb2.ko.xz)
[}
Z P E v 24 SJIA1000E £A-CA =2}o]H(sja1000_platform.ko.xz)
[}
SJA1000 3 (plx_pci.ko.xz)e =3t PCl-bridge 71 =8 471-CA =g}o]y]
[}
CPC-PCI/PCle/104P g A71-71-2E =g}lo]v]|(ems_pci.ko.xz)
[}
KVASER PCAN PCI 71=& 471 7]ul =g}o]u|(kvaser_pci.ko.xz)
[}
Intel® 2.5G °] Y Linux =&}o] v (igc.ko.xz)
[}
Realtek 802.11ac 41 PCI =g}o] 4] (rtwpci.ko.xz)
[}
Realtek 802.11ac 54 Z o] =& (rtw88.ko.xz)
[}
MediaTek MT76 %] x] ] (mt76.ko.xz)
[}
MediaTek MT76x0U () A] € (mt76x0u.ko.xz)
[}

MediaTek MT76x2U () A] 4 (mt76x2u.ko.xz)

298 =dolw 2 7)g =@y

[}

7Hd Ad 2= A (vkms.ko.xz)
[}

Intel GTT (Graphics Translation Table) &€l (intel-gtt.ko.xz)
[}

Xen frontend/backend =] ¢] ] O] & & 2] ¥ f W3 *] 2] (xen-front-pgdir-shbuf.ko.xz)
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L24Q F4A AEES 93 pve EE] A (ledtrig-audio.ko.xz)

S 2E o|YH e Alo] =7 o]H] (hwa-rc.ko.xz)

HEY A &5 4X (nbd.ko.x2)

Pericom330532 Type-C mux =g}o] 8] (pi3usb30532.ko.xz)

Fairchild F302 Type-Coe Driver (fusb302.ko.xz)

TI TPS6598x USB Power Delivery Controller Driver (tps6598x.ko.xz)

Intel PCH Thermal =g}o]H] (intel_pch_thermal.ko.xz)

PCle AER &= E g]o] 2 7 <14 ¥ (aer_inject.ko.xz)

PCI SR-IOV PF x| & 7+tstk 2~ %] =glo]H (pci-pf-stub.ko.xz)

mISDN DigitalSDN Processing x4 (mISDN_dsp.ko.xz)

ISDN 71 1 22X HFC-4S/8S 3 (hfc4s8s_I1.ko.xz)

ISDN4Linux: A3k x| Y &= (dss1_divert.ko.xz)

CAPH4Linux: A&} 27} /dev/capi20 <1 € 5] o] 2 (capi.ko.xz)

Gigaset 307x-8& USB ==z}o]H] (bas_gigaset.ko.xz)
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ISDN4Linux: HYSDN 7} = =g}o]H] (hysdn.ko.xz)

mISDN DigitalSDN Processing x4 (mISDN_dsp.ko.xz)

Winbond w6692 7] 4t 7} =-8 mISDN =z}o] 1] (w6692.ko.xz)

CCD2] hfc-pci 714t 7} =8 mISDN =g} o] ] (hfcpcei.ko.xz)

hfc-4s/hfc-8s/hfc-e1 7] vk 7} =& mISDN =z}o] 8] (hfcmulti.ko.xz)

NETJet& mISDN =g} o] 8] (netowned.ko.xz)

AVM RAWITZ& mISDN =z} o] s !CARD PCI ISDN 7} = (avmfritz.ko.xz)

282 =go)y)

[}
Fabrics TCP & 2 E(nvme-tcp.ko.xz)E % 3 NVMe

Fabrics TCP o 4-2] NVMe(nvmet-tcp.ko.xz)

device-mapper writecache o] (dm-writecache.ko.xz)

6.3. ol =8 =atoy)

YEY =atol] o=

[ ]
Qlogic FastLinQ 4xxxx o]yl =&}o]n](qede.ko.xz)7} 8.37.0.20 H{ A 2 = o] EH
4t

Qlogic FastLinQ 4xxxx o] ¥ 5 (qged.ko.xz)o] 8.37.0.20 v d 2 & JH o] EHAFY ).

Broadcom BCM573xx U] E 9] = =&} o] 8] (bnxt_en.ko.xz)7} 8] 1.10.02. 2 HH o] EX A
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Qlogic
BCM57710/57711/57711E/57712/57712_MF/57800/57800_MF/57810/57810_MF/57840/57840 _
MF = z}o] ¥ (bnx2x.ko.xz)7} WA 1.713.36-02. = Qo] E= A& ).

Intel® 7] 719 E o] Yl Y| E 9] = =a}o]H(igb.ko.xz)7} 5.6.0-k A o 2 ¢H o] EEUFY

t}.
[ ]
Intel® 10 7] 7HH & 713 71 5 I EQ 3 =&}o] v (ixgbevf.ko.xz)7I #] A 4.1.0-k-rh8.1.02. =
Aol EFHAFU T
[ ]
Intel® 10 7] 7}8] €& PCI Express Y] E 9] = =2}o]v|(ixgbe.ko.xz)7} ¥ A 5.1.0-k-rh8.1.02
2 ol EXAFYT
[ ]
Intel® Ethernet Switch Host Interface Driver(fm10k.ko.xz)7} B] A 0.26.1-k= ¢ | 0| E 5]
dEU.
[ ]
Intel® Ethernet Connection E800 Series Linux Driver(ice.ko.xz)7} 0.2.4-k sjd o =2
OlEXYFUT.
[ ]
Intel® Ethernet Connection710 Network Driver(i40e.ko.xz)7} 8] d 2.8.20-k=Z ¢ Hl o] EH
AHEU.

NFS(Netronome Flow Processor) =2}o] 8] (nfp.ko.xz)7} 4.18.0-147.el8.x86_64= ¢ d] o]
EHAJHFY

EA(Elastic Network Adapter)(ena.ko.xz)7} v} A 2.0.3K= JH o] EX A &Y.

a2 2 71e Eetoln] Yuol=

[}
VMware SVGA 7] (vmwgfx.ko.xz)E& 5H3 drm =2}o]u] 71 8] A 2.15.0.00. 2 JHolE
HAFH
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HPE ¢ X1 = ==g}o] o (hpwdt.ko.xz)7l v A 2.0.22 | EH U FUH.

2R EeholH Qulo]=

HP Smart Array Controller 8] 3 3.4.20-170-RH3(hpsa.ko.xz)2] =z} o] v 7} v A 3.4.20-
170-RH32. 2 ¢JH o] EXYHY T}

LSI MPT Fusion SAS 3.0 & x| =z}o] 8] (mpt3sas.ko.xz)7} v] A 28.100.00.002.2 € o]
ELAFY

Emulex LightPulse Fibre Channel SCSI =z}o]#] 12.2.0.3 (Ipfc.ko.xz)o] v} 7 0:12.2.0.3
o= qJHEHYE Y

Qlogic QEDF 25/40/50/100Gb FCoE Driver(qedf.ko.xz)7} v 4 8.37.25.20° & ¢j o] E &
AEY

Cisco FCoE HBA Driver(fnic.ko.xz)7} v]d 1.6.0.47= 4 dl o] EX A5}

Qlogic 3}o]H] 219 HBA ==g}o]v](qla2xxx.ko.xz)7} #] A 10.01.00.15.08.1-k1= ¢ d|o]| E
HAHUo

Microsemi Smart Family Controller 8] A 1.2.6-015(smartpqi.ko.xz)2] =zg}o]u] 7} v]
1.2.6-0152 ol EXYFU T

Qlogic FastLinQ 4xxxx iSCSI 2 5(qedi.ko.xz)o] 8.33.0.21 vjx o 2 JH | EHUHFUT.

BroadcomRAID SAS Driver(megaraid_sas.ko.xz)7} 07.707.51.00-rc1 8] H 2. 2 o] E
HAFH

6.4. 1 A

o] R A= AL& A Al F 23 93-S v X = Red Hat Enterprise Linux 8.1¢] vz tja] 2433}

U,
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6.41. A% =213 2 oju]x] A
A = inst.version Ad 18] v/l S ALE-5HA ¢ o] A X 22O o] FAHA g

o] Aol = B A E= inst.version 18 w7 W52 A1 E5te] AY HHAZA AX] T2 P L KB

t 73‘%‘; o] ZEHIFUY (el: anaconda30256)

ol
i

ol QJHC|EE 3] AX Z2aPo] A HEHZ A 1€ = o version 2 inst.version vl 7] WS
7} FAH R AX 22 o] FAHA GFUH.

(BZ#1637472)

xorg-x11-drv-fbdev,xorg-x11-drv-vesa 2 xorg-x11-drv-vmware H|t] @ =g}oju]= 7| B F o 7 A ]

A4k

ol "ol 54 AMD 7H43} M2 471 1= NVIDIA 222 7t= 2 9|26 oA mdo] = 912
2Ho] A4 RHEL 8.0 WS A X3 F 288 29 FS EASA &gty ) o] A= Hyper-V
s z-e e A AL 93l EFlel o &3k /b3 A2 s JFL wekgUth ol Yulo| =2 S
xorg-x11-drv-fbdev,xorg-x11-drv-vesa 2 xorg-x11-drv-vmware | t] & =glo]u7} 7| L& o 2 A X]
51 RHEL 8.0 o] A v} Ax] $ 289 229 Fo] AP},

(BZ#1687489)

e HF HAIRXZE AR &1 B 2y} g o)A AN dR &5t

o] A #] Ao A= Linux :}El/}:l_ol e Ao B re s Aesie] Ax] z2 o] o9z 4
AP F). o] H ‘Etﬂo} & &30l Linux #tE] o] gl= Al &do] A=A A X Z= 3o "Linux 3}
E Aol glsyg” o/ WAIA 7F A E Y.

(BZ#1628653)

Az =g A] olu]x] A3 o g lvm_metadata_backup Blivet Z2 2= 24 ).

oA = Ax =2 I A o]z AX e tj 3 lvm_metadata_backup Blivet =z 25 4 A 51X
ZAFUG AFAH 0 F LVM 9 ¢] 5t & o]u| =] A £ Jetc/lvm/ 319 A E o AJFH ol ¢
HolES 53 AX =23 oA lvm_metadata_backup Blivet Z#| 22 A A= g oju|x] Az &
letc/lvm/ 319] T g E 2] ol LVM ¥} ¢} s} o] glsyth.

(BZ#1673901)
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RHEL 8 4% ==& RPMe] 2492 A

o] o= python3-rpm Zhol B el elo| 4] £ vad ) 42 Lz 29 e] of 2|2 Aol A& e
oWl gulo| =2 Fal olAl 4N Zz Aol RPMY 2422 Al & A&k

(BZ#1689909)

inst.repo 714 RE v/l = FEL ofd A 271 Y= 3= EgolH o] gl XA B oA FE .

o] A o] = inst.repo=hd:<device>:<path> 7]d 1€ nj 7H W7 sle =glo| B 9] gl X X E & (ISO
ojul x| 7} ol d)E 718l 713 Y3 FEJFoLA()) A2 AEE A 522 27514 &3 RHEL8 A
A ZZAEE YT F JAFUHT o] U0l EE F3ll o]A] AR T2 A = =to]H QL
+ G ZAEg 9 sl <path> & A3st] 271 FGA o2 AYPHES I 5 JdFU

(BZ#1689194)

--changesok 34 & A1&3lA Ax T2 I FTE ASS WA

ﬂi‘l‘

+ guth

o] A o = Kickstart 31 o] 4] Red Hat Enterprise Linux 8& A x| & III] --changesok &% & A}-&3}
o] x| 24 root S E HMAT F glAF U o o] EE &3l Kickstarte] -
changesok 3ol Az Aoz ATz Kickstart 7} o] pwpolicy root -changesok 342 #] 4 s}
+ AH&-AE= Kickstartol 4] ojv] ¢t5 & A3 799 x GUIE AH8-3t] root 45 & WA T = AFY
t}.

(BZ#1584145)

lorax-composer APIS A}1-£3 o] o]u]|x] =7} ¢ o] Ao slx] &&Yth

o]Ho = A B2y A ¥ RHEL A 2=¥ 9] 4] lorax-composer APIZ A}-£3 o] o]n]x] }l= X 7 4]
7t 373 AR sUth S2E B AT YHA AFA 7 ALEHA g om g AnacondadlA 2] LA E ]
o] A2 4= glF Ut A= 8432 lorax-composer,pykickstart @ Anaconda 3 7] | = ¢ H
o] EZI ) X 43= CDN IFA S AGT 4= AdH5U.

(BZ#1663950)

642 439 9FYP &

gz =9 systemd 7F H o] EZ Q3 2 WA A& BASHA o

O 1 R =9 A systemd A] 28] 2 AH] XA #AZ2}E AFE-T o] o] A o] systemd ol A] A] ZH3t B2
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https://bugzilla.redhat.com/show_bug.cgi?id=1689909
https://bugzilla.redhat.com/show_bug.cgi?id=1689194
https://bugzilla.redhat.com/show_bug.cgi?id=1663950

67%. RHEL 8.1.0 2g &

L3 2 AR 7 A HAFU
I "Failed to add rule for system call ..."

ol Yo EE 53l systemd 71 O o] B 23 2 WA A & AA A =5 FHHAAFY
t}.

(BZ#1658691)

6.4.3. B gt

fapolicyd 7} &} o] RHEL gJElo|ES X 5HA] o4&

Qo =7t a8 F9 o) Sel ol A nholuie] & wA 3| A'd L " (deleted)” Gl ALE F7hste]

Wl we] o] of EelA o] A ntol el H =S 54 Tl ol Aol fapolicyd 5+ oA = H A ¥ 2o] ofE
PACl S AT F Yt Qo2 Aestel e FAL A7 HYY F YAFUT 2 A% Yulol =S
qge ¥ A2RNS FYT S Qe 457 Ad S

RHBA-2020:5241 A 517} 2] 2= H A fapolicyd & vlo] 2] 73 2 9] Hu|ALE FA| 32 = vlo] g
7} A1 2] Hlolguo] 29t A X 5= JFUT AFF 2 2 fapolicyd & 732 2ul=A] 7312 Ydlo]
E ZRAAE 45T F AFsUTH

(BZ#1897092)

SELinux7} o]/ Tomcato] o] ¥ & B YR F=F sl A] SFFUT

o] ¢Jd| o] E o] A o] = SELinux & # o] 4] tomcat_t 2 pki_tomcat_t =1 <lo] SMTP X E] 9143
3= AL 3 8351A &UdFut. 2 243 SELinux= Tomceat A B 9] ol Z A o] M o] o]Wd S HUY= A
S AR EFU. 9] selinux-policy s 71 A & HHlo]| EslH o] F 3 S F3ll Tomcat =w| 219 ZZ A=
7} SMTP £ Eof A A28 4= 9] o SELinux: o ©]4 Tomcate] ol Z&]A| o] A o] ol LS RUjA] ¢
sy

(BZ#1687798)

Lockdev 7} SELinuxol| A 2u8}l=27] A3 g},

o] Ao = lockdev _t2] SELinux & 2 o] o] € 79| = lockdev £°] lockdev_t A" ~E=Z A3
s 4= AR5t 2 A7 root AF2AH7F AR o) 'unconfined_t' =1 219 A] lockdev £ A 3ig 4= 9

59


https://bugzilla.redhat.com/show_bug.cgi?id=1658691
https://access.redhat.com/errata/RHBA-2020:5241

Red Hat Enterprise Linux 8 8. 1232 = E

AU ol = sl A== Hokg o] TAFFU T o] HHl o] EE 53l lockdev_t = o] 4 9
= o] o]A] 73A] R =9 A SELinuxel A lockdev & &4l2 7 A8 4= QJHFY ).

(BZ#1673269)

o] 4] SELinuxol A] iotop o] &u}= A A gt}

o] A ol = SELinux & 3] for iotop _t7} A 2] ¥ 73 ¢ = theiotop £°] iotop_t A 2~E =7 A3t 4
AA5UTh 2 A7, iotop & root AH& A7} AH-&-SF o 'unconfined_t' = Q1o A Aa s 5= dAFY
th. o] & Q13 A|2Hlo] FHefg o]l BAFFUTH o] U] EE Fall H$S iotop_t = FoAHFH T
o] A 7A| R =] A4 SELinuxell A and iotop & &u}=A A& 5 JdH5U .

(BZ#1671241)

o] A SELinux”} NFS 'crossmnt'S 2u}=2 7 %] & 3]}

Z2A 27t Aol A v E X o2 o|v] ALE-H 59 T HE 2]l A2~ w crossmnt 34 0
YENFS Z2EZ2 YL njLEE A5 o2 YA FU o] do= SELinuxel A NFS nlLE te E2
of QA Lot ZRA 20 w2 E Aol A=A Selste] AVC 7AH7E A ST A vddA
SELinux @3t Q12 o] 2@ Y v 2 ES AUt ZFAH o2 An S v 2Ed NFS t g2l
AN A 23 o] vl E Aol BastA kg

(BZ#1647723)

SELinux 4 &g oA =3 % 1 o] Z3d ENOMEM 2 771 B8R syt

ol alo] = SELinux Y31 & oA E=ajl W3 ek A2 23l ol ol $HaA Atz
A7 AAL A 2E3= S0 AGo] A Hel A" AE rA L w ZEEH "vjzg o 8"
(ENOMEM) © 7= 213} xl-%‘o] A AU} o]H QYU o] ES E3] U3 Bk AW zH(SID) 23] Hlo]2
o] Al AAHo] § o] A A Ut A& 0z AIL SELinux A2 gA] 2= =] o o] A}
225 ENOMEM & 7= ulsl3lx] &)

(BZ#1656787)

AR ke QoA smc_socket2 ALE 5 Y

o] Aol &= SELinux 3 3 o] smc_socket 2] 2o )3 3]-& %i—. ol lAFHL. dFHH o=
SELinux= Al @ HA] 232 vl 12| smc_socket o] th g QA =5 A FH o] o] EE F3l
SELinux g # o 3] & 7t o] F7HE AU 2FHH o= Zﬂds&m 22 X QoA smc_socket & A}
48+ dFUH
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(BZ#1683642)

Kerberos & 7] A x}7} o] A krb5.confe] GSSAPIDelegateCredentials 2 7] 2 7] A ¢} S 3Hg 1}

o] A v A o 4] &= default_ccache_name 34 o] krb5.conf 5} o] 742 u] kerberos A7 % o]
GSSAPIDelegateCredentials 2! GSSAPlupCredentials 3422 A H X ekFUt. o]l Hj2= 429
A ALE AL AN A% AR AN E FFES 22 2=F Qo sl A AHAF U 74 T A
27 FA st 95 AR ANV SR A AeEUd.

(BZ#1683295)

OpenSSHol| 4] A x84 ¢ 7] ©] PKCS #11 URIZ L1824 A2 o

oA = /A HE(7] FolE)e = PKCS #11 URIZ A A 511 OpenSSH7} PKCS #1104 #& 71
AE RA ZE 5 AAFUT ol U ES Bl A HAES B2 5 9lk A4S File] ¥
AH 371 o2 DSk A §Th 74 0 = OpenSSHE o)Al 44| PKCS #11 URIZ A1-8 5] 3
¥ 2vle stEd A 712 A8 S 5 da T

(BZ#1671262)

VMware 3 2 E A|2H€ 39] SSH A Ao] &ul=24 A5t

o] A v A o] OpenSSH A F 94 = SSH 37 9] 7] & IPQoS(IPQ0S) = 2 & ¥ 7 3] VMware
7H&st ZREZANA EutEA A2 5HA SdFU T AHH o= VMwareo] A| 2613 SSH A28 44T
I YA 51tk VMWare Workstation 1590 4 o] ¥4 7} 8l 2 5 2l 2 VMware &2~ E A] 2"l 37} 2] SSH
Ado] Ent=2A &3y

(BZ#1651763)

curve25519-sha256 & OpenSSHoA] 71 & o 2 2|

oA 7|2 AA +£F L F53E 2= OpenSSH S0 E 2 x| u] o] A28 AR 53 Z2
Ao A curve25519-sha256 SSH 7] w3t A3 e]Eo] T YU AFHA 02 Feo]AdE EE A
H 7} curve25519-sha256 S A1-£3}31 o] A5 g]|Eo] SAENA XU3HA L= AL AA AT 5
AFUH Tt} o] crypto-policies sl 7] A] o] E= ¥ 1E 5 taL A E Ave] Lol4 SSH d4 o]
H o]} AdltA FU.

(BZ#1678661)

OSPP 2! PCI-DSS =z 0| t] & Ansible Zao]%o] o o4 dsjatel T 54 St
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o] A o] = OSPP(Security Content Automation Protocol) 2 PCI-DSS(Payment Card Industry
Data Security Standard) == 2 Z o] 0] g Ansible =3 o] 22 H &4 L A 9] 7|e} L /7= Q3 AAA
FUth oWl gJelol =)A= A F Ansible 5172 @02 =4 2 9 72 5452 Ansible 3 20|
evh=s 45

(BZ#1741455)

Audit transport=KRB5 7} € 8}2 A 253 o}

oWl Yo E o] Aol i= A KRB5 A4 =7t SuteA B554 dtsUth Asgoz
Kerberos ] 2152 AL83 741 97 270] 45a1A et oldl Juol =8 S| 2417t 54
H90om 498 A oA 2 94 240 A= FEF o

(BZ#1730382)

6.4.4. U E 7

7122 bitmap:ipmac, hash:ipmac 2 hash:mac IP A|E 53 oA A MAC F4-= 4}

o] A o] = bitmap:ipmac, hash:ipmac @ hash:mac IP Al E 3 9] A9 73 42 MAC F49A
ARt AL 5] & JAT Y MAC 45 AR T = AAAT 2 9 FE7 X544 %54
ARA R A= olHTIP Y 77 F stuol A di‘d MAC =45 A18-3t iptables 3 & 7
T AN AR A AMSFFH YA 6= AR AR ERHA FRAFUTH o|H HHIOJEE G538 7122
4 MAC F4-& v 23t AF A E77F A9 t’d MAC 49 3| 33t= 3¢ 4R & vk
Ao 7 g’ MAC F4-9] ti 3t s A 3 AR 6t= +F F o] Sut=A 25yt

2t 8 R

(BZ#1649087)

gnome-control-center o Z&] Al o] Aol A 217 IPsec 47 AY A4

o] A of] = gnome-control-center o =] A o] A9 IPsec VPN A4 9] 3 A EAH A5
ARA O Z ALGA = ol AR S AT F U FUL o]l QUHIOEE T3l o|A] 7 AR H
E U7 5 Jom AME A= WA AFES AZE 4 dFU

(BZ#1697329)

iptables-extensions(8) =2 2 ¥ o] x] ¢] TRACE tj o] ol EH A5 ).

o] A o] = iptables-extensions(8) =22 ¥ o] x] 2] TRACE th4}ol| th 3t A o] Compat & ut
%3 A 9 Red Hat Enterprise Linux 89 4] = the nf_tables &S A&ttt 27 F o5 £ &2 7 o]
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673.RHEL 8.1.0 23 &
A o Al &= TRACE oWl EZ ¥ A]5}7] ]3] xtables-monitor 83 % f 22 €S F x84 FUFUT =

29 ¥ o] X] 7} A H| o] E 5 o] o]A| xtables-monitor 7} XA U }.

(BZ#1658734)

ipset A | 20 2 8t= F LR7FAAHRAEFU

o] Mol = ipset A ] 20 4] systemd = 19| o|n] = Azt o} A A Q/FE BIFA L UdH
Ut fasA e 74 F20 A4 x F£F& AR AT HA o M| 2o AHES 5 Qe A
o g3 O {7 & BusHA &gkFUth 2 A3 A A7t ipset A v = FA A EAE A5t & 2 5]
o8 A&FUtt. o|H HHlo]EE 53] ipset = systemd 21 o] 74 FAE AR WIS AH] 27}
A Z= A god AA T HES T35t e/ A4 =7 e F5S 71SFUY. AHF 0% olA ipset
Aul 2 A FAE A N2 F dFUY

(BZ#1683711)

ipset A B oA A #st= S 2R 244 5

filo
g

Ut

A

ipset A ] 2 74 Wi o] o] AER AFFUH o] A AN E AU 27k N 4HA FF0
2 AES Aot AT 5 Ak FHAA B FEL YA G0 9 Aol BE A= 7
Ho] BAHAFUT o] 2 sl wal T4 F=o] FHA B AL Au 27t Ao gl FoHAES
2954 FEUth 247 A AFAEUTh A 0 2 ipset | A& B9 &Y Foll fRA G
T FHE AL AR ARA Y FHS FAGU

(BZ#1683713)

ipset list 982 3 A AlE {3 ti3 dAF V2 E L}

A AE fFol F2 F718 o ipset Y Wl B5S FGste] Al B o] A/ F o B
Al 2R ok G ol Aol ipset ol A YA 5 =712 AA| vl xe ) =710 e FrhsHE A Al
25 272w A4 AFUT. 2 A iplist BH L AAAA e v 27E BaAFU oyl
Aulol =2 Fal ipset & W% 2] v 2718 Sup=l ANFUT 23H 0= ipset list FH-L o] A A=
o) eute vlme) W 2718 EASIL, YL A AE FPol tal Ax) S v e sk AR gk,

(BZ#1714111)

ICMPV6 = 7! Too Big ¥ A| A & &2 ] 7]'do] PMTUES &Hl=27 Jd o=yt

PA-24 T4 59 EH AFAM = E ol A2 A2 FAG AXT F AdFUL oA = A
2 o]ICMPV6) s A & 418 o] 48 AEHIH o] A& S15HA] LU waEtA] A2 23 oA ¢4 2
Hy o] 29} A X514 &= UdS vkd s 4= A5yt 212 43 ICMPv6 =l %1 Too Big WA A & 418
o AdLe g ¢ g H o] 24 ds] PMTU(Path maximum maximum Transmission Unit)E ¢ ]
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=g 4 YUt oWl AElol =S Fal AL A% 23] Fol 9 AW 2E FAFUh 7 2
% A0l 2 FAE WO LU dAE elo ol ABH AUl Solxl PMTUZL a4 a2 4
Fguh

(BZ#1721961)

/etc/hosts.allow 2 /etc/hosts.deny 5} o] T o] A} tcp_wrappersA] Aol i3k e 2|8 F=x7} £+ o]
UAA FFUT

o] A o] = /etc/hosts.allow 2 /etc/hosts.deny 512! o] tcp_wrappers 3| 7] X ol i 3+ 2 2| A B 7}
¥3H o] AAFUTH LS A AH tcp_wrappers o T o] A @ 31x] ¢gko v g RHEL 894 A AHY
t}.

(BZ#1663556)

6.4.5. A

tpm2-abrmd-selinux o o] A selinux-policy-targetedel] £ul= 7 F4 5o J&U ).

o] A o] &= tpm2-abrmd-selinux =} 7] 2] o] selinux-policy- targeted = 7] x] tj Al selinux-policy-
base 3| 7] R o] FE- 5 o] AJFUL AFH o7 A 2H 9 selinux-policy- targeted ] 41 selinux-
pollcy- minimum o] A X" 79 tpm2-abrmd-selinux 3| 7] x] A 2] o] 2 3] 35Ut} o] o] Eoll A
= 27t 3 H o] AW A 2o tpm2-abrmd-selinux & Eul=27A X & 5 dH5H -

(BZ#1642000)

E /sys/kernel/debug s} o] AA| 28 = A&

olFddl= L/ AAIQle] 7t B Wi7hA] EPERM(2-4 E71) 270l di g whel glo] A =A<
Ut A8 oz EX /sys/kernel/debug (debug fs) Aol WA 23l= R E A =7 BAFHA e
EPERM 2 7= A5 A 54Ut o] ddlo]Eo A= EPERM 3l 8 03 B2 0 7 o]} wa}
A A A A oA #FA) glo] debugfs # Aol AT 4= JFYT

(BZ#1686755)

NIC+= 41000 2 45000 FastLinQ A 2] 29| qede =2lo|H 9] ¥]19] { o|F 42 ¥+ gHFU.

o] Mo = 41000 ¥ 45000 FastLinQ A 2] = 2] gede =z}o|w o] W12 Q3] FHo] Jadol= L
gu 2 oy 3 Zdo] A3 AFUth NICE A1 & gl AR5 22E9 AR (PCIAA
7)o 2 NIC7T A ZH-s syt
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o] FAIE T3 A2 AlvtE] QoA 2 = AFU

et Eetolw] & Abg-ste] NIC Belo] gadlol=

ethtool -d ethx 9 & A st= vu2 dHlolg 3 F

081-'.
o
e
o
22

ethtool -d ethxE =33t sosreport 933 4

/O A1 7+ 2=}, vl Y v 53 A7k A 3 2 3= 9] o] Attentionz} 7+ inbox =2}o] v o] A
A dul 2 vl olE #31& A &skE <t

o] 242 & 243}7] 93] Red Hat-e RHBA(Red Hat Bug Advisory)Z £3) olztgl2 2a 2344
t}. RHBA7} 2] 25 7] Aol hitps://access.redhat.com/support ol A X A== 4 A1FS 233
€ Alol=E A4 ske Aol FHU

(BZ#1697310)

2yt EDACES =2tolulo]A] ¢ 72 B33 DIMMS 724 g,

o] Aol = EDACES =z}o|H o4 2 55 B33 DIMME X3 & syt 274405 b33
2e 27 WIANAZE A H AU

I DIMM location: not present. DMI handle: Ox<ADDRESS>

o] A =z}oln 7} DMl(ﬂl"\EL‘%.1 JJrEl Q1E]H o] ) W E Ox<ADDRESS> ¢} ¥ X 5l 54 DIMMS- 7+
Xl 3= DMI(SMBIOS ) Bl o] 22 27132 % Yol EFAF YT 278 o2 EDACCESE st=9] of
FE 233 54 DIMMS 2nt=7] 74 ““fl‘:}

(BZ#1721386)

Podman & RHEL 82] Aslo|4 & Sl e 4 Y&

o] A ol = CRIU(Checkpoint and Restore In Userspace) 5 7] x| v]d o] 2 # = AFUth A3F o
2 CRIU= g0l AZXEAE 2 B9 7|52 A datA] 290 m podman §2 e Elo]A Ag o=
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3}¢151x] 23 51 th. podman container checkpoint 8% 2 A3 st w] t}&-3 2+ O F WA A 7} 1A
HAFU

I 'checkpointing a container requires at least CRIU 31100’

ol Qdelo]Ed A= CRIU 3 7] A A& g ol=6to] A& |2yt 274 2= podman
AA AEolY A ZXJE & B4 753 Adg

(BZ#1689746)

dracut.confoll /] add_dracutmodules+=earlykdump 3-8 A}-8-3}H early-kdump 2 %3 kdump 7}
ol ol s34 ek

o] A= early-kdump & 9]3] X 5 Ad WA 7' v A initramfs 7Hol] £ X7 HA A FY
t}. = 43 kdump }Di/“ steE Be o) Ao 5. 3t early-kdump 71 325 kdump |n|tramfs 01
v Ao 3 H o] RS AASH FE57F FAAHAFU n‘}ﬂ}/ﬂ early-kdump 7} 7] & dracut =
2719 A% kdump |n|tramfsE E}/\] Hwesdy dus 23 kdump A2 A FUc. 2 @3’}
early-kdump 2 X Z kdump = A AFU ol9l Ju o] EE F3 early-kdump = A 3] Fol
4D AL o] AHgstn = Hﬁi‘{} A FA AL gGEY “f& £ F kdump A H] 2= o] n] x|
AR A= vz —3}7] 213l early-kdump £ Z3A| = 2HA F o} whepx] A A A|vE] 24 early-
kdump 2 %3 kdump 7} ¢ o] 4 A stx] 25Tt

(BZ#1662911)

SMES 2433 3 WA 71'd°] vmcore © o] 43

o] A o = &4 SME(Secure Memory Encryption) 7] 52 A3t 3 HA 729 453ld vz =
Q& kdump WlAYEo] A AEUL AAFH o2 R HA AL vz Zel=(vmcore)E Y=
S AQFUD oWl ol EE S8l s viwe) S oA vl A 2= £ 5] A6
ioremap_encrypted() <71 F7tE AFUT AAA o =2 tsstd A AA 729 vz Sut=7
NA| 25t A Al 29| A A ElA vmeoreE skl 7 24 5 AFUH

(BZ#1564427)

SEVE &7 313k 3 WA 7' o] vmcore @ =] 43

o] A o= &4 SEV(Secure Encrypted Virtualization) 7] & A1-83 A WA 7 g ¢33d W=
2 2 Q& kdump vl Fo] Al FUT AAH 2 3 HA 722 W29 Fel=(vmcore)E |
23 F sy ol Yol EE Fal ¢dEstd v Re & v H%”S}Sl d4d 3=5 #4517 A8l
ioremap_encrypted() 371 F7HE JAFHT AFAA 02 3 A 729 ¢35 3stE vz Sut=7
AMA| 25kl AP E A vhe] 29 AP A E0l4 vmeores © Z AL i 4] z F dFUh
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(BZ#1646810)

7Q0] SWIOTLB o B2 72 o ok

o]l A o= # oA SEV(Secure Encrypted Virtualization) === SME(Secure Memory Encryption)
7]1% 0] @A 315 2Q0-L o SWIOTLB(Software Input Output Translation Lookaside Buffer) 7] &2 &4
solan el ool o2l & A3l of Al Ak o2 AA Aol R oA e B

71 A AU oA dd o] Eo A= SEV/SME7} &4 31€ A8 ol 4] SWIOTLB| i & 371 =)
’\]71%_ w22 & defste] vl17t FARAHJAFUG. 2FAF o= A 792 SWIOTLBE S = o oF4 o]
27t 2o A9 Ay 2ee § o] vl 17t TAHA 5Ud.

(BZ#1728519)

o] A] hwlatdetect 23] %ol C &) A3S v A3 = AHFU

AN 7+ AS5L A5l A hwlatdetect 522 El oA 8] 2E 213 o] CPU A AL n)|A 358 4
lojof g, o]l YU ES Sl H|AE A3 7|7k 5<F hwlatdetect 7} C e A 82 3 Al 3} 3L
hwlatdetect = 3} =9 o] t)7] A 7+S B} A &34 2A S 4 &5

(BZ#1707505)

6.4.6. sl=4lo] A3}

openmpi 771 & A& A3 = A&t

o] Aol := opensm 3| 7] x| 9] | wlo] 2= ?151] soname W71 =o] ¥AH QST A=A 0= sol
%] e &40 2 93| openmpi 7| A2 AT 5 YAGSUT o Yo EdAE EAl7t a2
H994 Ut 1 23 openmpi I 7] X & FAIglo] DA 4 Y& ).

(BZ#1717289)

6.4.7. 2] | AE W A~ &gz

RHEL 8 4% T2 2 o|4] &= IDE AHg3}o] 7|2 21 =22 Ao}

o]dol:= RHEL 8 H X =234 A HA K &2 MG FJE IDE AHE-ste= dAl 71 232
Z AgASUY. 2 A3 A 1LY ?SJ—_‘?_O =7 ]-r‘s]-—E— Aol M A o] 3 Wiy oA A2 Ao
718 zko] HAFUL o] AJUHIO|EE S X = o 32 DE AJ2 3o 7|B HE RS A7
s, 23 o e FFo] Frtso] 7125 el B8 Bl = 712 FEo iR HA G5y

lL
% M
o
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(BZ#1671047)

o] Al SME~7} smartpqi= &4 3} 5 d A]|2glo] A

01-.1

Aoz Byt

o] A o) = SME(Secure Memory Encryption) 7]50] @43} o] £E t]2 394 smartpqi =z}o]
B E Al L31= 7S EA AMD A 2Hlo] A A] 2H S HE 3R] 345

bl A 2elol By 2 20 B3 LS WA 7H EAH Y ST

ol

Rgo] A3
I smartpgi 0000:23:00.0: failed to allocate PQI error buffer

o] #Al&= DMA(EZ A vl 2a AA2)up2371 AR SR ¢9k7] w Fo SWIOTLB(Software
Input Output Translation Lookaside Buffer)= o] A =] = smartpqi =)o v = Q3] T3 5.

olWl JuElolES 3 AAA 2= DMA vk2z7} Sul2A A4 PG 2 A% RE g2z
smmmmzﬂqm%}-a%1 elo) ] SME7Z} 2435wl A| ~8lo] 4 gH o2 Re gy,

(BZ#1712272)

FCOE LUN2 bnx2fc 7-=o] 4 AAE F Alabd Ut

) 9] bnx2fc 7h=0] FCOE LUNS 84 &  FCOE LUN®] k=l 1514 eskgrvih. A3
© 2 RHEL 8.0¢] bnx2fc 7}=0] 44 ¥ ¥ FCoE LUNo| A}gtxl &t o)Wl e o] E=S £3] FCoE
LUNo|] Sut=A AAg vt A#2 0 =2 bnx2fc 7}=0] A H = FCoE LUNS 78 5 9 &1 th.

(BZ#1685894)

ge dE TPEO o5 F 1 o4 VDO BFO] 1 A7 xdo] £AHA HU

o]dd&= VDO EH < & endiang Al&3l= Z P Z 0 2 o]5 3 & UDS(Universal Deduplication
Service) Q19| 27} TE A AH = ZE AXE £4AFUY. 24F 22 VDO= EF 2 ol 53517] Ao
A7ZE dolgol dia] A2 AdE HolHE 5 AAT F Qlo] ¥ 2s £9 + AAFUH

i
rpx

A% AL A

op
ol

e

I S9F 74 VDO

it

53l AA AL AskA] g3 o
=

T
o}
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(BZ#1696492)

Kdump 8] 2= g5 = IBM POWER A =8l A zHg g},

o] A ell= RHEL8 kdump 72 o] A 2= A FUFHT Z2H4H o2 dF IBMPOWER A] ¢ o] 4]
kdump initrd 3} o] A H ] AR HFU T o] Pl o] EE 53] squashfs-tools-4.3-19.el8 74 2.4
7t F7rE A5 Ut ol ¥ JH o] Eo A = AL 753 B E CPUE A14-31+&= Al squashfs-tools-4.3-
19.el8 74 2471 AHE-& 4= 9= CPU ol A|gH(128)0] F7tH AFU T o] 2 Q3] gl4a= BF 7
7} FAHAFUY. 233 0 2 kdump A 8] 2= g7+ % IBM POWER A]| 28] 9| 4] 253 o}

(BZ#1716278)

oAl nfs.confoll A& K EA] g2 FA o] F7HHAFH

o] A o] = /etc/nfs.conf 3}2 3} nfs.conf(5) =& # o] X o] T} 40| E3H X LUdHFUT)

A AR A

rpc-verbosity

AFAA O 2 AHEA= o]l H e YL FH 2 E AAFA ZAFUL o] o] EE T3l ol =
@ 2 o] A /etc/nfs.conf 3} 9] [gssd] A Aol E3HE 1 nfs.conf (8) =& o] X o= A o] A&
Ut}

(BZ#1668026)

6.4.8. 54 == Aof, 4 AW R dlolgu| o] = A n

socket::inet_aton() & o] 2] 2= = A A SHA AL T = A

o] Aol = LA 1A ¢k-2 gethostbyname () glibc $H5-2l+= of & Perl 2 = oA =2l o] &2 32l
31+ ol A= Socket::inet_aton () 71 AAFUT. 24 F o2 B2 A IPv4 F471 vt s Ay
Perl Q1€| Z 2] E]7} o] 7] X] €A 5 HY5UH o] ¢H o] EE %3] gethostbyname () th A thread-

safe getaddrinfo() glibc g2 A8 35} =5 Socket::inet_aton () 7+&eo] HAHJESUL. A4 F o=
Perl 271 2 5] inet_aton() &= o] 2@ =dA ¢HASA AL 5 AdFUTh

(BZ#1699793, BZ#1699958)
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6.4.9. Astelel 2 AL =

W 227} 53 9o = gettext = W H A &2 HAES whghy o

ol o= g 2E 273t ul gt gettext() Faroll A vl 22| =5 Al @] 2E gho] obd NULL g2 what
sto] o EE| Aol Aol G 2E &3 B Fol&o] ST °l HJ:U} T4 = o] o] Al gettext() - W =2
D=2 AR &L "l AEE A E sk o).

(BZ#1663035)
o4 locale 3% © = 43 Fol 77k w4 ujrick LOCPATH 7t 2382 A2 gt
ol 2 locale ol 4 219 LOCPATHS <lsl ©5i7} w4 s w] LOCPATH 84 vleof tl et

AGS A gstA kst . LOCPATH L 23 Fo] 9 7} w4l 8w ujo} LOCPATH 71 A A 5 &
A33== locale WH o] AAFYUTH 1 A3 ZA|Y A BB = 712 2 79} $H7] LOCPATH = E
Y.

[

(I

R
T

(BZ#1701605)

GDB = aarch64 SVE¢] o] oA z g X 2HEZ 3 Sul=4 Jebd 4= A5y

o] "= gdb 74 & 47} aarch64 27 7}h?'& g g3(SVE) o718l A & AH8-51] SLo] 3 ol A
zYAHE AA ZAFUH ol Hullo] EE F3l oAl gdb +4 @471 o] A A z YA LHE
S F AU 234 2 = info register Eﬂf!ﬂo] zH A2 Zel == A ZAFo g LAY

(BZ#1669953)

GCC7I H]d 8.3.12.2 dH ol E

GCC(GNU 7 stele] e M)t 423 v 83,102 Aulol Ex A1t of MAL Be 5o u)
2542 AT

(BZ#1680182)

6.4.10. IdM (Identity Management)

freeradacydl 4] IPv6 45 7}E]7] = S 2E o|5& g

o] RHEL 8 W] & o] FreeRADIUSl| 4] ipaddr € 2] €] = IPv4 =411 X]%ﬂ’\l—]l:} AFf}Ho =
IPv6 =4 & 321317] 913l A 258 RHEL 7914 RHEL 8% 18 ol=3% & 7+A9 & dulolE}
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Ao FFYth ol U0l Ed A= 7|2 Z =71 =3 5 21 FreeRADIUS®] ipaddr = IPv6 F4 2
AU o

(BZ#1685546)

Nuxwdog A 8] 2= ] o] HSM 273 ol A PKI A ¥ & A1 &31A] 3.

ol A A= ¥ 2= <13 keyutils 3] 7] ] 7} pki-core | 7] X o] FEHAHA 0= AX A FdHFUT
3 Nuxwdog 9] X] 5= A H] 2o 4] HSM(St=49llo] B¢t 2 5)S AHE-3t= $73 ol A PKI(F-7 7] 2?1 =3})
A& A ZHA] ZAFUG o] 8 g FAlE A =AU AFAA 22 A5 keyutils 3 7] A 7} F54
o7 AFo 7 A% Nuxwdog & HSMo| 2= 3704 PKI A8 S o 4d 2 Azt

(BZ#1695302)

IdM A 8] 7} FIPS R = oA &ul=4 Z=3}.

o] d )= Tomcat A ¢] SSL AYH 7} BE4AA F+AHJFUT 2FF 2 QAFA] Au7F A X
# IdM(Identity Management) A 1] 7} FIPS 2. =7} &4 319 A| 2"lo] A ZHF 351K 25Ut o] vl
£ JSSTrustManager @ JSSKeyManager = 3713l |l 2€A5Uth 27z oz Ay e Alve] 29
A 1dM A 8] 7} Zut= A 253 o).

RHEL 82] FIPS = =04 [dM A ¥ 7t A8 9|1 e of &) w27} 14Ut o] ¥l el o] oA = 3
9 F shuw s RS

(BZ#1673296)

KCM Q135 B H A7 & Q15 AR A o] B& Q1F Ao AFF).

ol ¢Jdlo] =] 4] = sssd.conf 5+ o kem A Mol the# 22 A2 e 74 FHol EYHAFU

max_kontch (53)

max_uid_ destinations (integer)

71


https://bugzilla.redhat.com/show_bug.cgi?id=1685546
https://bugzilla.redhat.com/show_bug.cgi?id=1695302
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max_ccache_size (integer)

AF}A o 27 KCME o)A T ccachedA] B2 F9] A7 29 L ]

e

4 &y

T A0 Al g AA U &2 sssd-kem =2 0|2 5 FZFMIA L.

(BZ#1448094)

sssID "33 E¥ 115 AHE-& o] Sambacll A ¢ o] % AA =5 ARSHA] Sy

oA WA A= o] LA o] Y= =<l A oA SambasS AP35 sssID v WMA=S
/letc/samba/smb.conf 3} o] AL-8-3F A S Fristd dHEHE S F/35HH ID vl 33 9 =7} WA 5 o]
L F7F A3 HF YUY 1 43 Sambats AR & 250l EA6E Ao 54 Alg oA 3Ll o
3k NA| 25 ARSI SSSDolA ¢ JAFUL EA 7S A H A5 U WA sss S8 1913 AL
3k o] Sambar} ¢ o] AA 25 AKRSA EH5U

(BZ#1657665)

713 SSSD A7k A @ ghol H ol ¢ M= FEHA &&

ojdoll= 71 A Ak Abolol =] 2AAFUT. b3 A2 71 Egke] AL e 7152 7l

dns_resolver_op_timeout - 2s (o] A 6s)= A A},

dns_resolver_timeout - 4s (o] 6s)= A A

Idap_opt_timeout - 8s (o] A 6s)= A A ).

3 71 E2.7ko] 1000ms<l A 28 dns_resolver_server_timeout 34 o] 715 o] SSSD7} g DNS
Aol A ThE DNS AW 2 Asats A7k 23 712+ A g g

(BZ#1382750)
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https://www.mankier.com/8/sssd-kcm
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6.4.11. el 2%

b

systemctl isolate multi-user.target o]l & T EZ E 7} 3 A]

systemctl isolate multi-user.target @ = -2 GNOME d] 2~ =g} A A o] 5l GNOME Terminaloi] 4] &
g F& ZFZEVL ol AA T A HAFU T ol YHlo] E fixgdm @ Hd A FsFolA E&

3
ZEFZETL AN E AU,

(BZ#1678627)

6.4.12. 22 Q1= e}

915" A F g o] =gtolu = oA fAEd o] +AS FHul 34K7HA] A Ao

o] Mol Xorg Al A0l 4 'i915' HA] Eetelul S LS vl HA] A o] 20K T 2 297} AU
t}. ol QElo| EE Fal 'i915' Ertolu i o] A Aol 34Ke] U2 Fd o] T4 A AT h

(BZ#1664969)

GPU =go|H & %713t 4 Linux AIZE9] 4 o] @771 TAHA 5y

o]d o= GPU =2lo| W E 27|38 o Linux Al 2Ed A 731 E u3tg) &} o] = Intel Graphics
Virtualization Technology -g (GVT -g)7} 7l 22E 9l o] & DisplayPort (DP) <1 €] 3 o] 2%} A] E-d| o] A 3}
31 'EDP_PSR_IMR' 2 'EDP_PSR _IIR' g X 2=H & 7] ¥ v 2.g] o3 I/O(MMIO) g} 7]1/2~7] gl X 2=H =2
SE57]l W& FAAFU o] FAE s ZAsH7] A8l A= 7t ol A ZH Ol F7kE A At
O o]F wkst s 2] gF U

(BZ#1643980)

6.4.13. 1 =&

session_recording €2 A}l-23}o] RHEL ) &£ 2298 4 Ad54Yth

ol Aol A4 7152 $Aslehis tlog @9 AL§A7E RHEL §) 2&0] 23913 & gyt olv
Aol Ed A& v 27t FAHAFUD. Qo] ES A A3 F tlog-rec-session 42 /etc/shells/ o] 3
Jbehe ol Sl AW S Haslok g,

(BZ#1631905)
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pcie-to-pci B 2] %] ZAEZ 2] PCl Z2& &2 13l A o] ut=A s

olA WA= AZE 73 H A PN AIZETI A ZE o AEXRIE FX 7 AAHA 4
pcie-to-pci-bridge ZIEE 271 X3 H o] J oW sF AEEH A FAE ZFH2E F AJdFUH
ol o] Eo A = PCle A| =" oA A A PCl ZA & &2 2st= ol 71 = o] &A1 71 XA 5
A &FUTh

(BZ#1619884)

39 7Hse BASEIE O o4 A7 vho] e ol Ho] AdEA EUTh

oMol THE 7Hd3} 7150l AAZ vlol o] A3 A H A FUFUT. AAH o= RHEL8 &
ZEJA THE 73 E A 3tshd £ 2E0N VM(Z7HE Al Z=/)S vio] a0l A st VM 8] 29
2bS g ARsHA XIAFUG ol dElo]EdA = AP E FAVF A A Ho 4FS T= VMS v
ojlayel g  JdFUT

(BZ#1689216)

6.4.15. A4 &€ 75

redhat-support-tool || 4] sosreport ¢}7}o] B A4

o] A o] = redhat-support-tool € 2] €] 9| ] sosreport o}7}o] B2 A A = QA5 th | 24
2 sosreport ¥ % & A x 2 23] 0} redhat-support-tool addattachment -c 33 & 913

o|BE AREs= Aoyt B3 AMS A= 27 Al & A/ 3haL sosreport ollo| BE Y2 =35
€ a7 oA ] UIE 2183 + dFU T

3l findkerneldebugs,btextract, 2] == A3} 72+
g 2o A AL A Y.

flo

By gAE AU A5 o FF

(BZ#1688274)

6.5. 7= =8 &

0}-3 Y E o)A = Red Hat Enterprise Linux 8.19] 4] A1 &£ = J &= R E 7% T H 225 A9g)

Ut
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https://bugzilla.redhat.com/show_bug.cgi?id=1619884
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6.5.1. Y E9 7

TIPC = ¢+4d x4

TIPC(Transparent Inter Process Communication)= =<5 9429 ==9] S8 2H YoA &
&2 FAE S8 58] AAA Z2ESYPUH. A2 BEE Z-55HH iproute2 s 7] X oA | =
£ Azt AAAE S22 WF9] A #AIglo] & AEAcl A M g Hor FAT
F A dMEANA S TE F dFUT o] 7152 1A RHEL 8914 ¢hi 1A A g}

(BZ#1581898)

tc§ eBPFE /1% ZelRE ol § 75

7% ZEHE te(EHH Alo]) A2 519 A 29 3} the tc 52 eBPF(extended Berkeley Packet
Filtering) 22 31 S A7 £ 771 € A L FA 718 AA 3 EFo g Agoz A4 5+ A
FUH. o] & F3ll AQ UESA Hlolg A= oA Z2a8 7 73 A A7t s g

(BZ#1699825)

NMState & 71& Zd B2 A8 715

NMState:= 32 E9) U3 Y EL I APIY UL} 7]& T3 B2 A28 4= 9= nmstate A 7)1 X = A
AA Aoz A2 YE I AAS A st= 2ol B8 2] 9 nmstatectl 93 = fFE 2 EH E Al TP
th U E A del= AHd A ojd A7) vule A AUt dA| FHlE BAsta 45t= JEHE WA AL

o] m% 27)ulg EFU .

ZHA] 8 U] 8- /usr/share/doc/nmstate/README.md 3} ¢ 3} /usr/share/doc/nmstate/examples t]
Axee) A S FEFHUA L.

(BZ#1674456)

AF_XDP & 71% Z2 {2 A4 7H5(X)

AF_XDP(Address Family eXpress Data Path ) 271 2 314 5 #Z A2 E 98] A HJHFUH.
XDPs} Aqats 37t Hel 2 sl T2y Aoz Aad e AHsA T2k S Aol ol &
4o yaagyg.

¢
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https://access.redhat.com/support/offerings/techpreview/
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(BZ#1633143)

XDPE 714 Ze {2 o] & 75

71 2 H 2 A8 5 9= eXpress Data Path(XDP) 71 52 A2 441 dlo|g A =22 %7] A H
A A5 HlF A 2= 95| eBPF(Extended Berkeley Packet Filter) 2213 & dZ 3l 2 8% 9
2Exzad9 7t A £4, 2998 2 &8 5 &g

(BZ#1503672)

KTLSE 714 ZelHZ A4 715

Red Hat Enterprise Linux 8] 4] KTLS(Kernel Transport Layer Security)+= 71& _‘i_a] H=E A4
Ut KTLS= AES-GCM ¢t 5315 Q13 Ao A 4o3t = 43 8l 5 & 53 A5t TLS
AZ=5 AP £33 KTLSE= ©] 715 A d3dt= NICH ES A QI EF o] = ﬁli%ﬁi)i TLS gl =
= g4353tE 9 x 2 et QI HI | 2E AT

(BZ#1570255)

systemd-resolved A H| A~ E 7|& Z 8 H 2 AL] 715

systemd 82l Au] 2t 27 of Z2 Aol Ho] & o & AL AFHUT o] Aul A= AL 7
5132 DNS 28 3ol 4, LLMNR( =2-2 2 2e| 7| 2 o] & shelx}) 9 wE| 7|~ DNS 3ol 1l %%
A5 AZFU.

systemd =} 7] X] 7} systemd -resolved & A| 3 5l= A o= o] A A= X AHA &= 7+ ZEH
Ao

(BZ#1906489)

6.5.2. A

Control Group v2E RHEL 894 7|& =g H = o] & 715

Control Group v2 ™| 7] Z—S— S3E A5 AEE 259Ut Control Group v2= T2 A 2E A
FHow FASFL A 2 AH /e B o2 AZ upet A 27 P22 M E

o] ¥ A3} 2] Control Group v2el = d11to] A1E T & Uth o] & A%< 53 Linux 72

76



67%. RHEL 8.1.0 2g &

X
rr
8
o
filo
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Ao Ao mEp Z2AX E R

oA AFANA FEst= AF A 62

Control Group v2ol X = &3 AEZ27F A AH AL dFH

[ ]
CPU AEEZ2]7} CPU Alo] 29 vl & AL o] AEEHE 43S +EFUY
(o]
AdutF ol AAEY A Ao g3 715 A L Ao d = A 2
(o]
AAZ 2AZEH Ao Ui Ao g9 Z g 2d
[ ]
Hre AEEH7I R &3S =AZAFUY A b33 T2 F3 9 v =2 A18-S F3
g 5= 5y
(o]
Userland v 2.2 - #|o] %] 7| A] 2 o] v 2 2]
(o]
dentries @ inode¢} 242 A Holg X%
(o]
TCP 27 w3
[ ]
/10 AEE7}1/0 22 v 2L A3 ).
[ ]
27l AZ AEZHE W ZE 2 /0 AEEZ 9 43528311 Control Group v2 22Z5-2] 2
dYo

U3t PFAE F=xste] 54 Control Group v2 AEE ] g AAF ARE S F dsHH-
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https://www.kernel.org/doc/Documentation/cgroup-v2.txt
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(BZ#1401552)

71<% ZE H = kexec WE A g

kexec W2 A HH 752 7l ZARE AE AHEE = AFUH. oAl kexec WE A HLF o2
sl ANY S A8 B ST o] 715 S AHS-SHEH kexec A S LR 2EI UL 29 A
AE ARG I

(BZ#1769727)

eBPFE 7|& Z2 7= ol § 75

#7014 AQ FolA TES AT 5 Y AD U 7 A 2E G

73 A== g 3o W A S Ao S oA 589 fA I ER T2 OW S B
T F A= N2 AEE 52 bpf() 7 O] UG 28 b5 Z =7 ALE 2253 FA] A9
A2 ALE5le 71 B wAl I =2 W3gy o) bpf() syscall2 root A-&2}¢} 7o) CAP_SYS_ADMIN 7]
S 71 AFE AR ARSE A FU T ZA @ U 82 bpf(2) =32 o] A & FEE4HA L.

2y 22383 g (S, 74 A4, A A FA)d 225k HelHE A & A2

e

2
T

Red Hat2 eBPF 7}d Al 281 & & 83t= FELS 748 228 AFIUG 24 4 2= g Ad
dAlo) Yoz AL RE T4 Q47 ¢
HA R G RE A 22 /& T HE AT F dFY

[}
eBPF 713 A1 =91 & 283k 54 712 34 f-9e2 ¥ Z 42 BCC(BPF Compiler
Collection) & | 7] ®]. BCC & 3] 7] X] = 64H] E ARM o} 7] €l %], IBM Power Systems, Little
Endian, IBM Z o} 7| €] X ol A] 7]& Za| B2 AL23 4= 941U th. AMD 2 Intel 644 E o} 7] €l 3]
oA A sA AAF .
[}
eBPF 713 A| =918 &-8-3h= 31F 53 <19] < bpftrace.
[}
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eBPF 7b¢ A 28l & AL §-3to] Ao A WE 7 A2l & 7H5a st EYR 71&
eXpress Data Path(XDP) 7] 5 U t}.

(BZ#1559616)

soft-RoCE= 7|14 Zg|H 2 o]l & 7%

RoCE(Remote Direct Memory Access) over Converged Ethernet (RoCE)+= ¢] -2 53l RDMA
E TStV EA A T2 EF3 YUt £2ZE 232 RoCE vl 9 RoCE v29| F =23 ujdS A9
3l= ROoCE?] A X E o] 3¢t} soft-RoCE =&}o] 12l rdma_rxe = RHEL 89 4] X9 %] &=
7l ZERE AT F dFHH-

(BZ#1605216)

6.5.3. sl=4lo] A3}

RHEL 89] 7|& =g {2 A8 715 & ige =&l H|

o] igc Intel 2.5G o] Linux {4 LAN =2}o] ¥ & RHEL 89] R & op7|dl A o4 7|& ZE {=E
AHEE = 54Ut ethtool € 2] Bl = ige 4 LANE A gyt

(BZ#1495358)

6.5.4. 3} A|2d] 9 A~ &g X]

NVMe/TCPE 7|< Za B2 A8 75
TCP/IP 4] £E¢] ZZ(NVMe/TCP)E %3 NVMe(Nonvolatile Memory Express) ~E 2] x| A4 2 2 2

+ 2 3| F nvme-tcp.ko ¥ nvmet-tcp.ko 71 R E0] 7|& T HZ F/1EH AU

NVMe/TCPE 2 E & A Zdo|AdE &= g4 o 2 AE3t= AL nvme-cli 2 nvm etcli 3] 7] X] o)) A
A g3t ES AHEst] #EE + dHU T

NVMe/TCP+= RDMA(Remote Direct Memory Access) 2 NVMe(Fibre Channel)E ¥ g sl= 7|5
NVMe over Fabrics(NVMe-oF) A %3 37 Z2E2A] AE S4S AT

(BZ#1696451)
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extd 2 XFSol A 714 Tel = 5t A 24 DAX AH4 7hs

Red Hat Enterprise Linux 8.10]| A= DAX 3} A 2" & 7| & | H 2 A12S 5= JdF5U . DAXE
AEelAolHo) 7 v mel & F4 Fow AH P T F At F92 AT AUTH DAXS A1
W A 2do] B b Fele] G vl wel & AHS 3 5 Qojok gtk AukH o= st o] 9| ¥l Volatile
79 Qlghel w2 = E(NVDIMM) & 4ol n] DAXE 2| 98- 52l A 251 NVDIMMe] A 48 43l oF &
Uth £8 dax mh2E $H2 ALg-te] 3t Al 292 ke Es ok g 2 o dax vheEE 3
N 28] 9 o] mmap & F3ll ZEelA 7} S Al Al Fa gtol A WBHU.

(BZ#1627455)

OverlayFS

Overlayfs: 419 2 A 2=5 G UL Th o & Bl & vhe Al 292 T2 shel A 2904 2w]
Aol g 4 Aguith WA AFe 49 2 A 2do] /1S5 = v 59 shel A2l £ ek
Utk o & Fal ol AL§ A7 71 o] w47} 871 A& vrele] gl AEl o] Ei= DVD-ROMs} 22

S A2 oluAE FHT 5 AUt

Overlayfsi= th 339 @734 71 el B2 Wol 5 th meb] AL L o] 71&o] B4k
A% 715 Fueh

o3 Al @ Abedel met X 9 == Adl o] 217 (podman,cri-o =+ buildah)3} $H7 AL§-3
OverlayFSel ¢-d A& AH& = dFHH

OverlayFS+= ZH| o] QA 28 3 =a}oly] = AF A = kdump initramfs e} 742 7]}
EF A AHIZHAIE S F IdFUTL ElF 5= F2 9+ 2EZ A7 old AH o] COW
ez A A Ag Ut v]OverlayFS 5ol 97+ ZEZA S wi A3 oF Ut} 7] AE o]l
A AT AT S dFUT. ¥ F o] &, 3t 39 ddHE, e FE L A9 =

5

B 5AG % Al 2gle] Yguih

A XFSTH H W2 AF AL A =d o= Agst =S A dgun.

%)

¢ OverlayFSE AHg-3tt 7 ¢ the 723 A1 Algo] & g-8Uth,

[ ]
OverlayFS 71 ABI % L83 27 54+ SH4 A Aoz 59 gor FF gulo]
=04 WAd 5 g
[ ]

Overlayfs= POSIX X&) Algtd J 2 AlFFth. OverlayFSE A1-g-3t] v £317] A
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oA AEZA 1A S AASHI Al EEFUT. b5 Aldl = POSIX¢9 3 &5 A] 54t

O_RDONLY 2 €9 3}¢] 32 3d-S ¢S v st_atime o] EE wX] g5

flo
4
px
+
o
L)

O_RDONLY 2 ¢ &t& 39S 9 t}2 MAP_SHARED = v ¥ 5
A7) 814 ek

AA) 33 st F=d_7S RHEL8dA] 7|2 H oz S48 o] YA AT BE &
€ " E 34 S AHS-ste] A POSIX T“Hé 258 245+ & ATk

A9 inode W15 A4 & oW x=on W} LE §H L AFS T

redirect_dir=on ¥ index=on {4& Al&3l POSIX 73 =FE MAT 5= I&
Ut o] F 7HA] 42 ol g S flo] e olel S 38HA &G= 9 AT 4S8 v
FUt} =, redirect_dir=on ==+ index=on 2. & 2 nB|g|o]=E AA 33 2u|Fo]E nlLE
3| A g oF-3 ol ek |- glo]l 2ol E vl ESHH o 7]X] &S A E= S H/T RS
T JdHFUH

71 XFS 51 A| 2do] oH|F o] = AT 5= YA stz g3 FH L2 A5}
ftype=1 41 °] &3t o] A=A AU

I # xfs_info /mount-point | grep ftype

SELinux 1<t 9] 2-& OverlayFSE A1&-3la} A Q5= v Adoy AN 7240
= $sHY .

ol Yy 2o A= OverlayFS¢} A A 2 712 42 A FA7F d&EUTH A S &2
Linux A2 A9 x o] v HZE E2 32344 9.

OverlayFSel o] g z}Al gk U] -§-2 Linux 712 A A & FX344 A1 L.

(BZ#1690207)

StratisE 71& T B2 AL 715

Stratist= Al 22 28X AAYULT 2EZ A ZA AL ANA 571 71 S ATt A8
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>

StratisE AH&-shd o5 32 EYA YL g 4A 3 = AsH .

Stratis ~E 2] X & &) 515 stratisd ™M 22}-¢ = A H¥] 29} E A3} stratis 9 2 E] = A}L3

t}.

Stratist= 71& Za| H= Al 29U

LA @ )82 Stratis A A £ =314 A 2. Stratis 9L A 6] 24,

(JIRA:RHELPLAN-1212)

IdM s ~E o] 27213 IdM 2 AD AH8-A71 A& = 1= Samba A 8] = IdM = Ql g o] 7]& Z g
HE 448 5 dgv

o]l o] EE 53] IdM(Identity Management) =] ¢l W] o] Samba A v S AA T 5 JdFU .
A3 7)Ao A A Zst= A =& ipa-client-samba 5 € 2] E] &= Samba'2 Kerberos A v = F3| =
IdMel] 715131 IdM ZelolAd EE @Yt ¢l & 0] f-2 2 el = sss D v =3 Wl =9 ot ID wjl 33
T2 A8l /etc/samba/smb.conf & TH5Uth 234 0 2 #2217} 1AM 2w Q] W H o] Sambas
AR = JdHFUH

IdM Trust AEZE &7 229 71g-2 1 A8 A2 X Y51A] &7] o & AD-Enrolled Windows & 2~
EX= Windowso A IdM A1€x 2 288 FL £ USUT. =3 IdM Trust AEZEHE= 24 AFY 3
7J IDCE/RPC(2 4 Z2Z XA 3F) Z2EFS A5 IdM & 318 A Y8HA 54t 4343
Z AD A8-A= IdM Z 20| E o] Samba 3 € ZdHTF AA 28 5= QlFY

o ¢

A R §-E M =v <) 9] o] 4] Samba 4742 FEFHAA 2.
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(JIRA:RHELPLAN-13195)

6.5.5. 27184 2 F82H

r

ARE ol g 7}

olf

Pacemaker podman W5 & 7|&

o]A] Pacemaker ZH o] HEL 7|& Z HE AHE S = A" oy HE 7|53
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A= & libsecret ZlolB g gl= Q3 B AFES 2 wA YUY

(BZ#1607766)

6.6.9. 77 Ql=z}

AGP 18] %) 7t=t= 1 ol A 454 Uk

AGP(Acccelerated Graphics Port) H] =& A}-8-3}+= 12| ¥ 7] =+= Red Hat Enterprise Linux 8]
A= ALHA &5 PCl-Express |25 AH8-sle 28 7l= 5 A3 == dAZ AHS-dY .
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RHEL 91 242 ¢ o] £&9 9 7153 ExH 2] 50% v 7to 2 AL 4= Q)&= 2dojo g A
QS A F3HA Ut BE9-A 7ol 3 ol 2 M S @ 5= 29 AHEA AdEH ol 2= gl o
o]2 A3yl

(BZ#1666722)

6.6.11. 71’3}

virt-manager”} ¢ o] A &5 A] 3

virt-managerz} 3= 3} Virtual Machine Manager ol Z 2] A o] A2 1 o] 4 A5 A &Yt
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Cockpitz} 2= 5l+= RHEL 8 9] &2
A 3t7] 918 § &8 AHEst= Aol
o}Z RHEL 8 §] &85 A8 &+ Qv = &

& dej oA wAE o8 At oebA GUIAA 7P‘J§}E

Ut} 28} virt-manager oA AHEE 5 = AR 7S
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e
<
=
<

(JIRA:RHELPLAN-10304)

RHEL 80l 4] 714 WA 2 sFo] Luker] A A=A &

g W A(VM) 295 A4 SHE Al WAL Zo] b A 0 = A E s @] Wzl o o] ¥ AHg
A ek4vivh. mebx] RHEL 8014 VM 24

A5 AFgElA GE ol FHUTH

A28 VM 2293 W AU Zo] 7% Folm] FF RHEL 8] vholu] Yl 20 4] 93] 78F ol 99
Ut

(BZ#1686057)
Cirrus VGA 71’3 GPU -3 09] t o] A A2 5% ¢S

3% Red Hat Enterprise Linuxol] tj g 2 ¢ dlo]E7} A& 749 KVM 713 v A ol A Cirrus VGA
GPU A X7} ¢ o] XA A &5t whel4 Red Hate Cirrus VGA ] 21 stdvga, virtio-vga &=
gxl X A8-S A .

(BZ#1651994)
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custodia


https://bugzilla.redhat.com/show_bug.cgi?id=1686057

67%. RHEL 8.1.0 2g &

[}
JI1E o] F
[}
libidn
[}
net-tools
[}
network-scripts
[}
nss-pam-ldapd
[}
sendmail
[}
jp-tools
[}
ypbind
[}
ypserv

fu)
ﬂ\o
r-lu:
=2
)
I
ms)
)
o
I
o
=
m
S
=
®
=
ko]
=
»
o®
r
S
c
>
()
Lo
0
e
i)
N,
4d
2
2
=
)
i
ol
d
i
v

6.7.1. 42 Z=z 3] 9 o]n|x] YA

auth 2 authconfig Kickstart =3 ¥ o] = AppStream g XA 2|7} 2 &

authselect-compat 971 A = A x| 5+ 5 <t auth 2 authconfig Kickstart & o] 2 @ 3. o] =
71X 71 g2 H auth === authconfigZ7l A1&-5+= 73 -$ A X o] A=) A A ulz} authselect-
compat 3] 7] K] = AppStream ] £ X E 2] o A gk A} &3 = 5}

o

RS

o] ZAIZ sl Adste A AR 2P BaseOS 2 AppStream 22X E2]| & AL T 5= JE=A
3 AU A x| Z9) authselect Kickstart 53 2 A}23] ).

d
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(BZ#1640697)

AZF 7sd A28’ AH & AlFshA syt

flo

reboot --kexec ¥ inst.kexec = &

reboot --kexec Kickstart & & =+ inst.kexec A2 ¥ ¥ v/} H4Z X185 RHEL A X &
E A ARG S S 7 Al 28 JHE Al FekA] Ut 23802 ALY SR & °‘ﬁ
AXHE Ao 2 ASsE d ST 5 gle 247 2T 5 dFY .

kexec 7] 52 ¢ o] A}2 5 A ¢ko ] &5 Red Hat Enterprise Linux 2 2] 20| A A 71 G }.

(BZ#1697896)

Anaconda A X9l = F Ao Bl AA HAA Q7 ALgHe] e A gho] 2 3HE o] JlFU

Anaconda:= AHE 71538 H 43519 glAA AA o] Y= A AHA AXE A Fsta AR o=z A
A& 3 6‘}% o 283 &) g o] WA A& A F A U @4*4 o % AA AT -
o 28 77k /bsd el D BT E A 93D MAAE AFEAA 5 o] 2AE sl s}
2 A]Aenon Aol Qg HA2He gla2 AAo| YA AT PPcs4(LE)4 v % 2] 2GB,
x86_64°] 3% 1GB. w&tA Ay H oz AAE 34 4 Jojof .

(BZ#1696609)

e

reboot --kexec W H S A18-3t= A A X A

reboot --kexec ¥ % o] 34 Kickstart 21 & A& ’3} RHEL 8 4 X] o] A g}, A& LA
sl Kickstart 31 o] A reboot --kexec tl 21 reboot ™ & 2 A& 3},

(BZ#1672405)

AR L2 WA s390x2] Wk HBE =

RHEL 812 uok 3 ALg-2 A 831 IBMZ 93004 ALgs}/] 918 g 238 Fulsies A
AT AA) Fol AL HE A 2 ol utel A o] 75 T 2] T2a P o) ek 1 X9l
ol Teslo] 9IEA Stel gtk A7 ol 22 Yo FFS F + A BHe Ak
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| 2AE A5 g3 1Y A2 Ao zipl =72 A S oF U A3 S oA Bt
Aol E o)ld g2 FA S AASEF zipl & 74 5+ sy RHEL 8.1 227}
A& root AH&-AL = 3 ).

i e
=N
e
o
4 1Ir
o
L

AR 99 /etc/zipl.confS A}

"secure=0"< ¥ 3}51= 3PS "defaultboot '3 F o] B o] XA H A Ao F713 T}

I Example contents of the "zipl.conf file after the change:

[defaultboot]
defaultauto
prompt=1
timeout=5
target=/boot
secure=0

w7l W4=Qlo] zipl =S AP}

olg] st GAE 3 &l= RHEL 8.1 3¢ t]239] )23 A& ¢ o] 4 Hel B e o] 35 R
Syt mEbA Hd e 9 A dol &‘%9& AAx AAE FFT 5 AFU-

(BZ#1659400)

RHEL 8 7] 43¢ SSHE 53l 98 % glauth

A A SSHE A1 &3}lo] A| 2" & 1215H RHEL817] ;g olg]H o] 27} ZAH A &4t w

2 SSHE Fal #elHs RHELsAvE"ow 271 442 54T F aUth o] #A1S 25
W8 2w 2E(yS0) A 2/ 442 S shn L}Toﬂ SSHE A} slel 22l gh ).
(BZ#1676439)

secure= 8 49| 7| 2318 auto=2 A H o] AR LAF

A secure= H-9 A9 7] 232 auto2 A H A FFUT AAA o= A 7] gkl v 23}
Ho] Qoermz nel HE 7|52 X188 5 Q&5 U o] A s 2 steld /etc/ZIpI conf w2 9]
[defaultboot] A A o] A securezauto E +35 o & AA . wta Bt BE 7158 A8 + AL
Uth A 3 82 zipl.conf £ H o] X S F 34X L.
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Binary DVD.iso 7} o] W] 82 5] Ao B Ala) = .treeinfo 2 .discinfo 1 o] HALx] R &S

237 4 X Fol RHEL 8 vlo]1j 2] DVD.iso ©]v]A] % ] Y& sE o] EALsh= 5<F cp
<path>/\* <mounted partition>/dir @ 3 ¢] * = .treeinfo 2. discinfo Y-S HA}3}#] E3c}. o]
g oA S JFAoR AR ool Jut. A2 o = BaseOS 2 AppStream 2] LA E2]7} 2 =5 ]
%2 ™ anaconda.log ¥ 9] ti¥] 2 A 22 WA X 7L £A 9] {FLg AZ=d .

o] FA| & sl 2 3sted =4 .treeinfo 2 .discinfo 31U S S| A o] EALSH A 2.

(BZ#1687747)

Kickstart A 2] ol = zHA] A1 HTTPS A & A8 5= g5

A Az 227} Kickstart 31 o] XA 5] 31 --noverifyssl &4 o] AH25= 29 2R A= 9 https
Mo A A z2 o] A=A FHFUH

I url --url=https://SERVER/PATH --noverifyssl

o] A& 3l 243 kickstart X & A1 &3 w] 72 @ & =9 inst.noverifyssl vl 7] W+E 571

U,

o2

et

W o 2o
I inst.ks=<URL> inst.noverifyssl|

(BZ#1745064)

6.7.2. A~ E o] A F

yum repolist = skip_if_unavailable=falseE A& 3}l 3 A1 88 & gl S TR E A F59EY

t}.

Z ¥A E8 74 &4 skip_if_unavailable & 7] 27 o g 133} 7o) APt}
I skip_if_unavailable=false
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o] A7 -& yum repolist 3 o] |3 A8 F gl A XA EZ A &7, 5 FH 194 A= F
S92 gyt 433 22 yum repolist = A8 7153 S ZA EE E Al YDA g5y

Z} 2l ¥A &2 9] “.repo 3 LA o] A S AT & AFUT-

a3y 712 23S FA S g5 F42& AH8-ste] yum repolist £ AH8-sto] EAIE 2T 5

I --setopt=".skip_if_unavailable=True

(BZ#1697472)

6.7.3. ¥ 23 A A

syspurpose o =22 subscription-manager attach --auto 2 o] o} % J 32 v] X A] g5l

Red Hat Enterprise Linux 89| 4 = syspurpose & = £ 2] 471K &4 (role,usage, service
_level_agreement, addons )o] 715 154U th. A= role,usage 2 service_level_agreement 7t
subscription-manager attach --auto 8 @ & A3 3t= E2 o YFS v Yt addons 159 #S A
A= AFE A E A4S AZE ABATP M) ofH JFL u] XA

(BZ#1687900)

6.74. 4 91 9FYP &

Wayland Z2 E &5 A5t A S Aol S 94 HdE2EF o] A= A2 5 FU o

Red Hat Enterprise Linux 8.10] 4] tf L& 2] o Zg|Alo] AL 7| Fow X11 Z2 EZ YA
Wayland Z2 EZ22 A1g3 . A 74 © 2 ssh A 8= Wayland T2 E 22 A5l o =] Alo] A
S AGT F AN X1 Z2EF S AHEste S A A S 94 2o AHE AGTE F AF
Yt

o] FAIE sl A3t A |2 A ol S A &st7] Aol g7 M5 GDK_BACKEND=x11 & 23 94
th. 2 A3 N EAlAS 94 dEEd o Az ded + JdFUTh

(BZ#1686892)
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systemd-resolved.service 7} & A] A] 215 x| o3

systemd el Aul 27 28 A A 2EA e 497 AEUTh o] A9 The BH L AHgstel 1y
o] $uH F AU AE FFOo 2 A AT,

I # systemctl start systemd-resolved

12} #-9 A systemd-resolved 7} A3 s = & Mu| 2o= FFS VA A S5

(BZ#1640802)

6.7.5. Q1 =&} Aju] 2~

dnsmasq<2] DNSSEC x| 1

dnsmasq 3] 7] #] oll /] = DNSSEC(Domain Name System Security Extensions) |92 = ¢ 5}¢]
SE MM Be SAE o] & U sl Fhd.

dnsmasq?] DNSSEC 7% FIPS 140-2¢9} &35 %] 2t<1t}. FIPS(Federal Information
Processing Standard) A] 28l o] A dnsmasqoll -] DNSSECE 34 3}31#] 21 localhostoll A &= 7
Z Foi4E AgA Ag T

(BZ#1549507)

6.7.6. X g

redhat-support-tool o] FUTURE ¢33} A F oA &5351A &3

374 x4 API9] QIFA ol A AH&-3t= 453t 7] 7F FUTURE A28 AR 453t Ao g7 A
% 9HA 22 P = redhat-support-tool fr2 2 E]= @A o] A FFA ZFstA] &5 o] EA
E sl AstElH 22 9 APl A2 3}= 52 DEFAULT ¢t5.3sl A 32 AL8-sH4] Al 2.

(BZ#1802026)

/etc/selinux/config o) /] SELINUX=disabled 7} Alt] & &5 3}%] &S

/etc/selinux/config ol /] SELINUX=disabled & %1-& A}-&3}o] SELinuxZ v] &4 33 7 do|
SELinux7} &435td Jel 2 P53 H 8 Z2A X Fukiox v@dAdst n =g daguy. o= Q3
W2 Fret A 270 ¥AT F Jovy Ad gy E BT F AFUG. o] EAE s AsEA
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Al @71 A A = SELinux Al 55 242 3] v] &4 3fsl| o sh= 73 SELinux A| 5 A9 H-1 A]
SELinux 2= {7 AAd Ad= g2 Ad 13 =9 selinux= OuH7H W2 F718e] SELinuxE 1) &

S §].tﬂ—],] ];].

(JIRA:RHELPLAN-34199)

libselinux-python & 2 58 Fall A 9 A& 4 JFUTH

libselinux-python 31 7] %] o &= SELinux of Z2] Al 0] A 7] &2 913 Python 2 uj¢lg gt 35 o] ¢)
o1 o] v A2 S3A o ALEF Ut} o] 2] 3 o] = libselinux-python & dnf install libselinux-
python 933 £3j 7] RHEL 8 gl X E g9 A ¢ o|A A}&-& 4= iUt

o] A= sl 43l A libselinux-python 2 python27 2 £& & ¢}
o libselinux-python 3| 7] X ¢} &l G F44 2 A AU

FEC R B

m i

# dnf module enable libselinux-python
# dnf install libselinux-python

rlr

el Wy oz Mx =2 ueS A1L35l9 libselinux-python & 4 x| g},

|

I # dnf module install libselinux-python:2.8/common

EEE R

&L
051

B E2S 21839 libselinux-python & A X8 4= &Yt}

(BZ#1666328)

udica = --env container=podman = X] z =] = 73 -9-°| vk UBI 8 ZAH| o] &4 2] § o}

Red Hat Universal Base Image 8(UBI 8) Z1 €] o]\ = ZAH| o]\ 374 W45 podman zto] o} oci
oz AAZU. o] 2 A s udica E oA ZAH o] JSON(JavaScript Object Notation) ¥ & &
2314 23}

o] A= 3l 43l ™ --env container=podman vjj 7} ¥ =2} $}+7] podman 33 2 A}-8-3}e] UBI8 A
HolgE A&t 233 0 7 udica = A9 32 WS AHS-she 2ol v UBI8 AH o] U O
gk SELinux A3 & A4S 4 AFY

(BZ#1763210)

105


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/using_selinux/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/using_selinux/changing-selinux-states-and-modes_using-selinux#changing-selinux-modes-at-boot-time_changing-selinux-states-and-modes
https://bugzilla.redhat.com/show_bug.cgi?id=1763210

Red Hat Enterprise Linux 8 8. 1232 = E
rpm-plugin-selinux =l 7] 2] & A A 3}'A A] 2" oA 2 & selinux-policy 3l 71X 71 Al A g Y o}.

rpm-plugin-selinux = 7] X & A 71 A A| 2= o A] SELinux7} v] &4 s} gt} =3 A 2o 4] &
E selinux-policy | 7] X & A AFU ). 28 -3 rpm-plugin-selinux 3| 71 x| & wtE-z o 2 A X3 &
selinux-policy- targeted & ) o] A] 2"l o] 1= 7 9o = selinux-policy- minimum SELinux 4 & 2
AUtk 2} grE A o 2 AxsE A WA A2 w8 sto] SELinux 74 5 o] o] EH ]
et5uUth 232 o 2 rpm-plugin-selinux 31 7] 2| & thA] A X8l = SELinux7} v] &4 31 g o).

o

o] ¥AlE sl dstelw the-2 S gk

umount /sys/fs/selinux/ 3% 2 4= o).

2.

*+2+49 selinux-policy-targeted | 71 A & 5o 2 A Xt}
3.

A A o] SELINUX=enforcing 7} 7+= £ /etc/selinux/config 312 H Qg ).
4.

load_policy -i 932 483t

(

o

A3

o
L
v}

ZA3A o g SELinux7} @435 o] o] A3 $L ¢ B

(BZ#1641631)

SELinux:= corosyncoll A T+ 3 vl 2 2] 31 o] A newfstatat() & &% 3l=F systemd-journal-
gatewayd & WA .

(|

SELinux & 4 o] = systemd-journal-gatewayd H] & o] corosync x| H] 2o A] A A 3 712 of] B A 2
S 4 Q= F 3= F o] x¥HA &gy 2 47 SELinux:= systemd-journal-gatewayd & # -3}
o corosync oA THE 3 Wl 28] 3 o] newfstatat() S =&

o] FAIE sl dsted AP E At & A s5t= allow &S AH83te] 22 A4 255 A4
Yt} SELinux A A allow 2 dontaudit 1+ A4 ol Al g A g U] -§-2 audit2allow(1) =22 = o] X
£ ZXS4A L. olA sl dug o 2 2l systemd-journal-gatewayd+= 73A] 2 = A SELinux = A}
435t AP HE TR R oA & 35T F+ I

(BZ#1746398)
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Aol Uld 718 27 AP RAAA 4
1} rate- limit 3+& }_;g }‘— 2] o] l:l_zl-zﬂ- 2 9l

AN WL A5 D 935} 71E A0l U3 RHEL 7| 2 27 AR 9] A A JF2 FZ34A L.

(JIRA:RHELPLAN-10431)

o5

e

config.enabled 7} 34 rsyslog =2 2] uj7] W57 ¢ 5 QL

rsyslog & 2 o 4| = config.enabled A A& AL&-3t 74 A ] QFlA <l7]1A] &2 w17 LA

gt 234 © 7 include() < A 2] 5132 config.enabled x| A| #& AL &3l= F<H vl /) W4
e 77 EAEYU .

o] ¥ & 3] 2 3}21A config.enabled=on & 44 3} 7 1} include() &2 A1&314 A1 2.

(BZ#1659383)

574 rsyslog ¢4 &9 A Y] &84 #5314 2o

5 3E AL AT = Y= imtcp o tI g GnuTLS S 4459 49 XL ds5A S5
o 272 0 2 rsyslog oA T3 -4 &9 AL o] A= #-535HA FFUHH:

NONE:+VERS-ALL:-VERS-TLS1.3:+MAC-ALL:+DHE-RSA:+AES-256-GCM:+SIGN-RSA-
SHA384:+COMP-ALL:+GROUP-ALL

5ol ALg S A 2.

e

Aol guk=l 25 s

e

o EAE A5 +4 =9

NONE:+VERS-ALL:-VERS-TLS1.3:+MAC-ALL:+ECDHE-RSA:+AES-128-CBC:+SIGN-RSA-
SHA1:+COMP-ALL:+GROUP-ALL

webd] @Al 7A L Lkl AEs AL A @alofF g,

(BZ#1679512)

SHA-1 o] Q= Aulo] & @2 o] GnuTLSel A 2581 -

w7t %
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2154 9] SHA-1 /-2 GnuTLS 1.9t 54 eho] Befe]ol 4 e shd e Ao ARPUch A3}
Mo 2 GUTLSE TLS WA= 2 ALg-3H: ol Sel Aol A2 ol el @ AFA & A F-3he vlojo] TLS A4
2 AT 5 YUt o FAL thE A2d 55 eholHejel o AxakA &tk o] EAE 4
shelwl SHA-256 = ] 42 @ sl A = A B8 A5A S AL 5171 LEGACY 3 02 ARstes 4]
EEREE DISE AR

(BZ#1628553)

TLS 1.30] FIPS 2 = o] 4] NSSol| A &%53}#] e

FIPS 2 =04 Bl Al 250 A TLS 1.30] A QHA @51 meb 45 2840 TLS 1.3

o e @ AZE FIPS mEo| A A5 shs Aol A 35 et egvith

A7 B4 55t Al 29 o] FIPS =8 v 2 statr]ut vo]ol4 TLS 1.2 492 B4 5.

(BZ#1724250)

OpenSSL o A Y] RSA == RSA-PSS A% & A AstA] &= PKCS #11 E2 & 21X A g

L

Ut

OpenSSL ol H gl 2] = PKCS #11 £29] 7] #d 715 GASHA dFUth 2742 02 94 RSA
== RSA-PSS AW & A8l e E2oz Ago] A4HH TLS 97 A4 o) A ghch

o] ¥4 = 3j 4 sle] A /etc/pki/tis/openssl .cnf 112 ¢] crypto_policy A4 £ .include 3 ¥ o) o+

&AL FhetA L.

SignatureAlgorithms =
RSA+SHA256:RSA+SHA512:RSA+SHA384:ECDSA+SHA256:ECDSA+SHA512:ECDSA+SHA384
MaxProtocol = TLSv1.2

sebd A E Ael oA TLS 942 44 ¢ & dadth

(BZ#1685470)

OpenSSL TLS glo] B 2] 2] = PKCS#11 £ 0] 9A] RSA == RSA-PSS A" A S X A3t=A A
344 e4uth

TLS-1.3 Z = EF )= RSA-PSS A% X o] & g3 t}. PKCS#11 EF 0] YA RSA &=+ RSA-
PSS A% & A 934 9 7%, OpenSSLTLS 2ho] B eje] & ALg-3tE Aul o Fel7 o o] PKCS#11

108


https://bugzilla.redhat.com/show_bug.cgi?id=1724250
https://bugzilla.redhat.com/show_bug.cgi?id=1685470

67%. RHEL 8.1.0 2g &

B B 35 RSA /2 4584 @&Uth 254 02 TLS $4lo] Asghch

o] FA|Z sl 435l TLS-1.2 8| A2 A8 7153 HA TLS T2 EZ v|H O 7 AlL3 == Au] &
£ 2do|dES P4

(BZ#1681178)

OpenSSL-2 TLS 1.39] CertificateRequest # A| =] o] 24 3 2] 9] status_request 3735 A 4

t}.

status_request 3H¢ 3 S| AE AF5A 74t Q152 A sh= 4§ OpenSSL Xuj&
CertificateRequest H A| x| o] 229 & 2] 9] status_request 332 A5 th. o] 2] 3 3¢ OpenSSL
2 RFC 8446 =2 EZ S FFdte 73H 43 28 5HA &5t 2 23 'CertificateRequest’ v A %]
o] &S Sut=A st EdtolAE= OpenSSL A v 9t9] A o] g Ut o] &A1& 3l A st
A A4 S04 TLS 1.3 Z2 EF o gt A4S v &4 515174 OpenSSL A ¥ o] 4] status_request ol
g A DS v o] 2 A shA A B 7 ZXE FA 9 vAIAE BUlA] X

(BZ#1749068)

ssh-keyscan & FIPS 2 =94 RSA 7] & A& 5 U g

FIPS = = o] A RSA A 9] ts] SHA-1 & 125 o] ]34 35} o] ssh-keyscan 2 €7l dlld &
=04 253k Aule] RSA 718 A 84 oA Fth

o] A= s 43tz A 4l ECDSA 7] 2 AH&-38tA U A ¥ 2] /etc/ssh/ssh_host_rsa_key.pub 3} 9]
A 718 2= AU

(BZ#1744108)
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A#A o2 RHEL 8.1 AX] Z2 A2 Foll AX|H A| 26
FE RIgYY.

tilo
I
2
9'15
d:)
1

B2 FR o] AsaAY @

o] £ 312 321" RHEL-8.1 3] 24y o] A A o] u}2} scap-security-guide PCI-DSS x 2 99 =]
A wlo)z EAZ £ % 27 31X 2.

(BZ#1754919)

SSGe| 54 43 o F 4 AEE A F dFUth

2o 7 Qg Wl xnf=2] SCAP 1. ¢t 7lol = (SSG) 13

lll
_9.,
r,% A

QT A o, @ Aol 74 A4S ARGD O FHol FAG T4 81T T
q oz A9-9 20] 7 ) ool FAL B wA 2 Aol stz A 8 ﬂm tae wxa Az A
Yoz 4L Fol LHE HLY 5 AFUTh o] BAS AW £ T A AP T AAE
% 32 A8
(BZ#1750755)

Avoly Bt B F5 AAE A FEAHE AT S AUS

Red Hat Enterprise Linux 79] 4] oscap-docker -4 2] E] = Atomic 7] <& 7]uto 2 3 Docker Z
Hlojq 2700 A8 5= 25U Red Hat Enterprise Linux 84 4] = Docker @ Atomic &3
OpenSCAP 33 2 A48 5 glaUrh

ol A1 & sl d3steld a4 x99 RHEL 8 4] 9] ZH| o]y 2712 9] 10penSCAPA}%
A2l 2. w2hx @A) RHEL 8<] e o]y Bt 8l 5= 2718 98] A=A dor Add T
& 5 AHFUTh

(BZ#1642373)

OpenSCAP = 7143 4 2 Adoly 9] o xalel AWML A F34A] &5t}

OpenSCAP Z o]~ E g|HEFH S H EX RPM Z2H 7} @ 2812l R ojix VM E Ag ol 3}
A Al 2”8 27051A] 35U w2l openscap-utils 3 7] %] 21 oscap- vm 2 oscap- chroot <l A
&+ =77 A A H AF Yo =3 openscap-containers 3 7] X 7} 2k 3] A A = 54U o

(BZ#1618489)
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OpenSCAP rpmverifypackage’}l 2ul= 4 #5317 &

chdir 2 chroot A| =8 32 rpmverifypackage Z2 B ol&] &+ ¥ =gl 2 A7, A&
Z]7 OVAL(Open Vulnerability and Assessment Language) ¥l == OpenSCAP 27 Foj] Z2H
EAE ] /7 EAF Y.

o] #A| = 3 43z A rpmverifypackage_test OVAL H| 2 E S Z el = o4 A}L3}RA] upf A . E=
rpmverifypackage_test7} A1-& =] %] &2 scap-security-guide =l 7] X o] X} vt €l = S X8 514 A] ©.

(BZ#1646197)

SCAP Workbench7} 4182 4 o] Z2ugox A4S 7|wte s 3 35 AAFSHA X

SCAP Workbench 52 A3t} AL8 4 o8 Za ey 47 7w +4 d2e A4adL &
e e o Rst BT,

I Error generating remediation role .../remediation.sh: Exit code of oscap was 1: [output truncated]

o] #AE 3l 4 3le A --tailoring-file &4 3} 7] oscap H&H 2 AL L.

(BZ#1640715)

OSCAP Anaconda o] =& & 2 E | 7]|X & HXAE R AX 3R XS

OSCAP Anaconda Addon =& 1218 A X7} Bl AE R oA] A3) Fol AL A28 Ax 2327
oA AR A&l AEg 7K 552 54T F 5yt 2744 2 = KickstartE AHg-3ho] H A
A x2S A AA7EHAE REF A EH = 739 ek Z Ao Dot F71 97X = A Fol

AR HA @

o] FAIE sl dstHd 288 R AX & A3 3tA Y Kickstart 31 o] %packages Ao =
Hek QAo not AAoA o3 2E A7AS AFFU.

&L

AFAAow U AF 22gd D A 7|A=AEHE A2 B T shhrk fled RHEL A X Foll
AA A Gon A E A2 AFd Bt A 229 S F451A S5y

(BZ#1674001)
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OSCAP Anaconda o =2 o] AH&-2t |3 2343 Snt=7 A2 shA] B+

OSCAP Anaconda | =& Za|19 2 Hx 9] o] AleA Ao 2 Hot x2S eul=A T
1A gy oA 33 Kickstart A Ao A A4 s1A A A st= 799l = RHEL 228 A X o] A A}
42 XA 2295 A8 F glsy

o) EA1Z 25 Yol DSolA ¥+ SCAP tlojel 2= A4 2 BEE e x4 wo] =
o 4@ e d=A A2, o] 314W e RHEL 123 X o] A AL§-2 414 SCAP =
#uth

(BZ#1691305)

6.7.7. Y E9 7

arptables o] 24| ¢ &2 F24]o] RHEL 79| 22 ¥ J4 3 dAF

RHEL 8¢i] 4] iptables-arptables =l 7] x| = arptables € 2] €] 2] nftables”] vt 2.4 715 Al =Y
t}. o] Aol = RHEL 79l 4] arptables ¢] z4A 3t &2 & 41X =9k 73 v RHEL 79 4] arptables =
A9E SH2 A AEE FEAFHT. AH4H 2= arptables -v-L ¥ °] S35 7% £ 5=
RHEL 794 A€ 2AHEE AHE 3 A ¢ o2l 2AHEE A5 AFHh ol HZ3AE 2 773
HAd5Uth. 472 o 2 RHEL 8.1 2] arptables = 39 @ 17 719H 3<S FEFYH

(BZ#1676968)

o

nftableso] 21 IP 3 732 A

)

1A o2

ofl

nftables |71 D8 ZY U7 @2 L 40| d= JF 7S ALsHA &5yt 2 2+,
hash:net,porte} 722 A1 IP F 3 73 & nftablese} g4 A8 = Q&Y.

ol FAIE sl st A IP F 3 FF ol T3 735 iptables ZH U A2 E ipset 53 7 ALS
sH Al 2.

(BZ#1593711)

GROE H|&A4 33 o IPsec £ =29 Zd IPsec Y EY AT EF o] A=}

=] <l x| GRO(Generic Receive Offload)E v &/ 3}51A IPsec & 2= o] 25314 FFUh.
IPsec @ T2 o] Y EL A QAEH o] Lo 4= o] I3 3T FA 4 GRO7I v] 2/ 3151 IPsec U]
EHa EfTo] A
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o] FAIE sl 235t A ZA oA GROE AHE-3t == A

ud
k3
I

(BZ#1649647)

6.7.8. 71 d

nE A 40iw 250 A5 o2 =R &S

-2 i40e NIC A iWarpES X 9 31A] &3 i40iw 50| LA A /AN S A3 X L351A] ¢k7]
o o] RE0o] 7| 2AH o7 RAF REHA Fouvg AA] FX|/A 7 FZFo] A= F531A &A B
o] A& s A3ad %52 = /lib/udev/rules.d/90-rdma-hw-modules.rules 3} ¥ & #H %] 5}« i40iw2]
s 2EE A g6l oF gy

E FL A2 i40e R o} A AR E 2 RDMA A 71 9l+= 73-¢ H] i40e RDMA 73] =
rdma A v 2 & E g A5l i40iw = 33t dAdsld 25 RDMA 28] 258 2 =3

i
il
1

(BZ#1623712)

fadump = A1£3 o] Y| E Y= <l g H o] 2 9] o] &o] kdump-<interface-name> © = W7 gt}

o] A4 9 =(fadump)E AH8-3to] vmcoreE 7] X slo] SSH == NFS Z2 £ 25 A5l 9
7 M Ao A Ase A9, & lt;interface-names>o] <kl A9 Y| E YA Q1 E ) o] 29| o] Z0] kdump-&
It;interface-name> © = W 7 g (o) : *eth# === net#). o] FA = %=7] RAM t] 2= (initrd) 2]
vmcore 23 =3 HES v E9 A AH o] o] Foll kdump- FFALS F7tste] A A BE S Mk
st7] Wl o BAPUTH FL g initrd = LRk PO A1 g HER 29 729 QI oL o]

HAEY Y

(BZ#1745507)

=

[k

HE Z2AE T B2 ¢ 7R Bl U A"

W2 27|37 A2 ug §e 4o I R de A" Bh5te v A gke] o8 A9
Uch 23432 0 = Jetc/fstab 3o G- v z] A Aol dd A9 FAE AT F S W7t
A 7Z1te] = < A 2"l A7k 23448 5 s o] EAE 3l 4 312 ¥ /etc/systemd/system.conf
9} o] A DefaultTimeoutStartSec 34 FE3] 2 o2 FASHNA Q.

(BZ#1666538)

KSMe] NUMA | &2.2] Z A& FA 8t 371 I+
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merge_across_nodes=1 7] =E A}-&3to] KSM(AE 3+ vl =2a]) 715S 34350 KSMe
mbind() gollA] AR vz A IS FASA dE vre J99 so|AE A AR A=
NUMA(Non-Uniform Memory Access) ;== H3a o A HFHH.

o] B2 3232 QEMUS} 37 NUMA vl = 2] ulel g8 A}&351= -9 KSME v &4 3131 A}
merge_across_nodes wl 7|5 0 22 A} A3F o2 KVM VM djsll -4 NUMA v =
2] A F o] ddd 2 ZF A gy

(BZ#1153521)

=

fadump 7} #4318 4% 39 A Axdo] 17 REZ AFRY .

systemd #2| A7t vl LE AR E 7FA 0 A X3l vpEET LV FE] A S 7 AR £3517] wjFl
initramfs 27| u}o]l A fadump (kdump)=+= dracut squash 2 50] @435 39 A|2do] 714 R =
Z B0l o] #AI & s A stelH g2 72 ¥ # = parameter rd.lvm.lv=<VG>/<LV> & F7}3}
A9 g LV 3| A& AASH A A5 vt EU o et A E Ay QoA A|&Ho] AFAoR
Fag.

(BZ#1750278)

kdump 72 4 & =l 4] irqpoll S A}-8-31A vmcore A/ o] A3 g}

AWS(Amazon Web Services) F2 = Z A Z A 23 5+ 64H] E ARM o} 7| €l 2] o] 4] nvme =
Zrolw o] 7]E 718 #AI = A3 R WA A2l irgpoll kdump B3 Z Q155 A F3Hd vmcore A4 o]
A gy AxH o= Ad FF $ /var/crash/ O & Eg] o] vmcoreZ} @25 A] k5 o] FAE
A3HH S FIFU

/etc/sysconfiglkdump s+ © KDUMP_COMMANDLINE_REMOVE 7] 4] irgpoll < 37}3
Ut

systemctl restart kdump =3 2 23 5] kdump A H] 2 S thA] A| 23}

o] 2ul=Z A R €3 vmcoreZl AE SE Al PA2 Aoz dgdguy.

ik}
X
X
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b
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g
2
)
i)

(BZ#1654962)
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Oz Ade Wxe 8 5402 A3 gz #do] AHE Folal Ad dlY o] ET|ASHH 4|7}
AU Aoz o2 AGLS WA AR YT 4 glon gjil 28 3 o] AP Y. o]
A E s dsed IYgA A v E AZsH EdUg. 23 F o2 v Ado] A AA 3
Ao AEAo =z neyfYr},

(BZ#1659609)

softirg 73 2 2 <l 2 =7} B& 73¢9 localhost <1 € 5 o] 0] 4] UDP 37l o] 2142 4= <5}

A H] 2 AR(DOS) 4TS =9]7] 913l Linux A'd & E o] A HHE(softirq) 2] 2] 2] M7 o] 33
HuUo. 432 2 2 localhost Q1§ 3 o] 27} @& 2 = o] 4] UDP(User Datagram Protocol) 3] 71-& 2}A]
st Aol BT

o] BAIE sl 4steld v EQ A ZX M= vH ] 7|5 6000 gtow SHYT
I echo 6000 > /proc/sys/net/core/netdev_max_backlog

Red Hat 8] 2~ E o A o] 72 #|7] &4 S WA 517]0] FEAFUY. ¢ Zo] 2= A 2Hoo &= o
Zulz g zko] A Q3 5 gLt 4E W= 1= localhost Q1 H 3 o] 2| A AR A o 2 O 7] A|7HS
S7H71= 9FL P Yg.

¢

>

AgAoz MAE 5ol § Be AAo] Azl th715HES 5] &5 2 localhost R o] 2412 75
o] ol FU T

(BZ#1779337)

6.7.9. st=9lo] &4 3}

750l wek HP NMI 93 52 2a4 9ze 448 gauth

HP NMI $] X] =-2] hpwdt =2}o]H = perfmon =&lo] B o] A NMIZ t] 2] A3l 7] w9l HPE ¢ %]
= Bolr oA A NMI(vt== 7 JEHE)E 238 F = 417 syt 23438 o= F -9
w2} hpwdt = 39 & 3&5to] 2 HZE A S 5 8lsy

(BZ#1602962)

QL41000 7l== A% g 2E A 2" o] RHEL 8.18 A X3 7 =Y o] A}
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QL41000 7l=2 7+ € " 2E A| 2" o] RHEL 8.1& A X|3l= ¢ Al2H& a
000000000000003c 7F=2] 7'2 NULL ¥ 21 g xE AT syt 2AF ez Ad 94 2/
7F2AF UG o] A g A BEL2 sy

(BZ#1743456)

cxgb4 =glol ¥ 2 13| kdump 7oA FEo] AT

vmcore 3t o] W1 E A sl = &< kdump Ado] FEF YT 273 2 = cxgbd =2to|H =
kdump 74 o] 5o A& 918l o] & AF3HA XA Futh. o] FAE sl A2 A o] Y S
AZ + J=F kdump 72 F =9l "novmcoredd” vl 7| H+E F713 o}

(BZ#1708456)

6.7.10. 3} A| 2= 9 ~ &g x|

]_

e

337 sy

ofl

E7 SCSI =tolw oA Fxd ¥ vl 22 & AHg

=7 SCSI =e}olw = RHEL 7Rt} B-& o] vl 2] S A8 g th HBA(ho] ¥l A'Q T2k w2
ol 9 l)ol 4] vPort A4 & 7 §-ol wheh A 25 T ol wheh vl w2 ALl HEatAl AHeE 4
#Futh

v 22 AMSF St B AIS o viRE Abd @3 o QlE AP UL g5 U71E B5 X =
A %% (BLK-MQ) 2 2 ¥ 57 SCSI 2:8)(SCSI-MQ) =5 RHEL 8<] 7} /0 23 ol tisll vl 2] & Abd &
Fotez w2 AHE-Fol S7HU O

7

(BZ#1698297)

UDS7} thA] =g ¢ d W7hx VDOE UA| F9e 4 slayth

B3 A 2" T8 § VDO(7HE Hlolg H A3 =) &5 °] A &=™ UDS(Universal
Deduplication Service) <149 2= t}A] W =3t} UDS 219 27} thA] ¥l = 5] = 5<F dmsetup
suspend g F 3 A1-8-5te] VDO EF S AA SA AL 5tH LA TA FH o] SHHA &2 F AF
. 982 A 27 59 $og e gy

SHEHA ¥ A2 2 UDS Q19 A7} 9l VDO EFo| Atk 8213 4= ¢l

ol g o7 AU,

lo

B2 oAl AE3SE d A
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(BZ#1737639)
NFS 4.0 513 & 5ol A q A2z =olA Aol Ashd = Atk

o] o)A &= 750l wek NFS open atgo] Aulol ] stelo] A A A} ol o] WAH AHAS
238 5 9 Mk SAAYSUT. 22 BE 0 F Aqlo] Wa s AN FHOZ 3 4
5ol Aatd 5 YU o FAZ sl 2517 913l NFS v 4.1 0] 42 ALk ol £go] 2 5 A
ool A5 6 B AS Feol A 9192 Hojste] ZetolAETL ZAA M2 A L E 2
de 52 5 A&y

(BZ#1748451)

6.7.11. &4 L2193 o], | Au] R dHo]Eulo] 2= AH|

Nginx = st=9lo] B3t EZdA Au] SAE 2= + glaUh

nginx ¢ A 8= PKCS#11 2594 ZH =9 o] Bt EZA TLS /¢ 7|2 2=38E 7|52
A AFUt 28 AR PKCS#11 URIE £3) sl=9go] Bt EZA] A8 QAZAE 228 5 g&5Y
t}. o] A& sl A3t H Y Al 2ol A AFSAE AFSHAHA L.

(BZ#1668717)

php- opcache7} PHP 7.2¢} 37 45" PHP- fpm © = SELinux AVC7} 732 gvt}.

php-opcache ¥} 7] X] 7} A %] =] ' FastCGl Process Manager(php-fpm)= <13 SELinux AVC #
7} 3B Y} o] ¥4 E &l 43512 A /etc/php.d/10-opcache.ini 3} 9] 7| 2 74 & o= WRFY
.

I opcache.huge_code_pages=0

o] A= php :7.3 Z2E¥ ] o}d php:7.2 ZER vt FF2 vIF YT

(BZ#1670386)

2 E RHEL 74 849 A &4 vlojy ] A3} 71 50] /MAHY == Itrace 52 RHEL 4 2.4 9]
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5 52 S0 o4 BN AFUth B ol @ vholul Y sdo) AL o)
& nwekA gon ftrace ol vlo] Ytk WAl A AW L G

Fa 2 Itracex= 33 73t EdA 28lol 752 AHEA B 9] vieoly ] HdoM &S SutEA Ry
F dFYh

(BZ#1618748)

6.7.13. IdM (Identity Management)

GSSAPI 2152 ALg 2 vl =¥ AYL 7ha AD AHEAHE 2298 5 sy th

SSSDol A Al o] Y5 H A=A Q1 5t= ©l ALE-3h= accountExplres 44 o] 7]E?<4 o7 F=7d
FhEE 20 EAHA A=A AP UG. 2FHZF 0= GSSAPI QIS S AHE3t= A5 w59 Aol A
=X AE 2a0e S ,Jf‘b]l:} o] EAE 2357 930 sssd conf 9}1<] o] ad enable gc—FaIse =
ARt 229 A2 AP v AT F YUt o] AL AHE-5HH GSSAPI Q12 AL-g-3
£ A% we Ao AEAIE A 27k AR U

SSSD+= o] AlyE] 204 z} LDAP Aujol] /iAo =2 AAHEZ A4 F

i
|
e
=
o
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(BZ#1081046)

cert-fix € 2l €] & --agent-uid pkidbuser -4 3} g7 A3l AF A A|2do] Fogyt.

cert-fix € 2] €] £ --agent-uid pkidbuser 34 7} &7 A}-&51A 2A1ZFA] X|2H 9] LDAP 7#Ao] &
AU, A3 F o 2 AFA A|2"Ho] Bt A F 9 on A 2" Bysleld 5 dAZF 223y
t}.

(BZ#1729215)

/etc/nsswitch.conf & WA H &5 A| 24 AKX Eo] = g3}

lete/nsswitch.conf 519 & WM 7 3l= 79, 9 & E°] authselect select profile_id %32 23 3}
| RE FH T2 A 204 ‘Etﬂ olEH /etc/nsswitch conf 7 2 A1 8 3= & A| AH S AR of §
‘4‘3} A2 A K" o] B7153 79 A 2"l -S Active Directory( System Security Services Daemon )

£ winbind o] Z213}= A 25 gA ,\] x]—sl—q;]_

(BZ#1657295)
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Mol ) AD A1) %] 91 24 5het W] U4 DNS @l =0 i@ H s} EA5A 5

9] 1 DNS 2] & 53t Red Hat Enterprise Linux IdM(Identity Management) 4 x] o] o gt
AD(Active Directory) A1 2] A4S &A1 3}61H 24 DNS g2 =0 thsk A 87 XA 5 A 451 th AD9
g £ 2E A== 4 DNS g2 =71 712 w7tA] A3FetA XUt o] £AIE sl 2329 'ipa
dns-update-system-records --dry-run' & & 23 5}l IdMol] 223 2= DNS gl Z= Z=22 714§
Ytk IdM =1 2] 9] DNS7F 2 3¢t DNS dl =& A ost= A§ X LE L& ADE AAH S
AsY

(BZ#1665051)

SSSDel A =2 A7l tlal 2% LDAP 15 wu]4 vhah

SSSD(A]| 2=l Bt A u| A g Z)dA 22 7o AHEAE Al Fte A ¢ Y Z=utold 9 b
=Rl aF Aol xFHA FFUTh 2 A3 =4 AHE-A 7 LDAP 159 91wl 7% id
local_user 3% -2 A}-8-22] LDAP 15 W 4] S visslA] gyt o] #A15 sl dsteld Al 2=+l o]
letc/nsswitch.conf 3} A | A 2182 I2F FA LS FAL A= volgHlol = &4 & H &8 A sss 3Y
£ 7Y sssE 2 A AU GA A 1Y =S F7Hete] GA1A Y =W R1S v &4 s o

I enable_files_domain=False

letc/ sssd/sssd.conf 7}<l 9] [sssd ] A Aol 713}
2 A3} id local_user = =3 A1gA19) dja] 2812 LDAP & W v 4L uisigh ).

(BZ#1652562)

systemd-user ¢] 7] PAM A & o] RHEL 8] 4] W17 5] o] SSSD 5 #to) 432 & 4+ A5t

Red Hat Enterprise Linux 8] 4] = PAM(Pluggable Authentication Module) 28] o] M A & ¢l &4
t}. o] & E0] systemd A-&-#} A A2 o] A] systemd-user PAM A 8] ~ & A}-8-35l] PAM d] 3} & A] 23
Y}, oA o] AuH| 2= pam_sss.so IE o] =7t £3E 5= 9= system-auth PAM A v] 27} A 4]
Aoz xF¢PUY. F, 8SSD NA = Aloj= ¢ sEHU

RHEL 8 ] 225 o] Tl & o4l 2= Alo] 752 AA Y ul W7 Abate] §o]3144] 2. o] & So] systemd-
user | =8 3] 88 AH| = 22| F71e 5 2T

IPA HBAC =3:= AD GPO<} 7+

2 U A2 Ao] WlAYFL] 3§ systemd-user A 1] 27} 7] 23]
O 2 389 A& EF 0 F71E o] &

)]
ele A ezt dayth

19


https://bugzilla.redhat.com/show_bug.cgi?id=1665051
https://bugzilla.redhat.com/show_bug.cgi?id=1652562

Red Hat Enterprise Linux 8 8. 1232 = E

(BZ#1669407)

]

SSSD7L 5UF ¢4 #9012 o AFH X FHL SuhEA A2l s e

(&]

AZE AF5A7E A8 JAFA LA #AF TLH A &919 3 3 dX 5HH SSSD(System
Security Services Daemon)= 3 5 3ttt ALt o] A E s A st A LDAP 2 H 7L | (&)
2dA G A9 ME H ] ZE 2 Y G AFA LA #H S A FUTH AFA YA FF 9 4
£ sss-certamp(5) =& 2 H o] X = F XA Q.

d

0
[e

(BZ#1447945)

o] =v| Q0L A old ) auto_private_group = hybrid= xzlo|Hl 252 9= 4 &Yt

o o] Felxo] il A A Lulo] ofd T2 TuAoA Fto]lBelE S ALEse= 4
- auto_private_group = 3fo| B2l = JH S ALste] ZatolHl 58S e T sy ¢4 E oY
Tl e] sssd.conf' 3} o] AD == LDAP =1 Q134 37 A 2= o] 93 'MPG_HYBRID=Z A% &
= 79, SSSDE uid=gid= 7}a A& o] A 28-S WA A 2oL o] gid 25 o] AD == LDAP
o EAHA &

sssd_nss $HA= A HA T <l A 7+ auto_private_groups &4 S Sl A Fo =
RHEL 82] 7| d A o] X34 o =w|Qle] +AH A7 dA = auto_private_group 34 o] 885X
54

o] A& 3l 4 5le] A sssd. conf 9] sssd A A o] enable_files_domain = false & A& 3}, A3}
A © 2 enable_files_domain 4] falsez A A H 79 sssd= A Ty E=2 A #3}
id_provider=files 7} = T v 2L F7}1351A go v o] vl27} AR &5}

(BZ#1754871)

python-ply = FIPSs} 3357 ey

python-ply s} 717 ¢] vCC 252 MD5 3|/ ¢i1e]&S AH&-3te] CC A9 AES AU 2
g} FIPS =0l A] = v Bt AEH 2~ E A gt 3] &5 = MD5 AH-8-& 24§y, 233 o= python-
ply:= FIPS¢} 335 #] ¢4 Uth. FIPS B =9 Al ~H 4] ply.yacc.yacc() o] Ul gt R E S Zo] As}
3L @ F WA A7 A Y oL

I "UnboundLocalError: local variable 'sig' referenced before assignment”

o] Al python-pycparser 3 python-cffi o] A5 AL Algl ]l FS vIF Ut o] £AE 3| A3t
& ® /usr/lib/python3.6/site-packages/ply/yacc.py < 2] 29663} 2 44 5} 1L sig = md5()E sig =

120


https://bugzilla.redhat.com/show_bug.cgi?id=1669407

67%. RHEL 8.1.0 2g &

md5 (usedforsecurity=False) & vl t}. A7 2 © 2 FIPS 2 =94 python-ply & A}£3 5 d&5Y
o}

(BZ#1747490)

1% 371711500 9 H & 2735t 79 SSSDellA] E¢hA s g E=58 A

SSSD<} Active DirectoryE 5 &3t= &< L& 27171 1500 9 ¥] & = }51'H SSSDol| 4] B ¢hx gt
a5 9H E55 AT o] EAl= @ AddA AT 5 = @] 5 A gst= Active
Directory2] MaxValRange A F| o] 7] 24 o & 150022 A4 = Q7] wj Fol] A .

o] ZA| £ 3l 243l A Active Directoryo] /] MaxValRange A& WA 3slo] ol & 1§ A7 E &
M Al L.

(JIRA:RHELDOCS-19603)

6.7.14. vl 2%

Wayland A d €] A g+ AL&}

Red Hat Enterprise Linux 89l 4] = GNOME 3%}73 3} GDM(GNOME Display Manager)o] o] & Q.
RHELS A A12¥ X11 A4 dj4 Wayland E 712 A §3 02 A1g3 .

v
o
N
ofr
flo
r i

A AH§ & & 971t Wayland ol 4] ol gl = 25544 25Ut

HE-GPU 4732 Waylandol| A X 95X k54

xrandr 3} 722 X11 74 F9ElE 45, 34 @ dolobe Aelo) i thFat Ha
4 o2 o3| Wayland o4 213554 %41Ith. GNOME 44 2 Abg-ste] t) 2& e 0] 71552 7
Bg 5 A5

st %31 9 974 g2Ago| A= Wayland ol 4 X8 APIE | 93 o) ZalAlo| Mo B
FUth 53 g AA Sl Ae £ APIS A Q5 &Y.

Wayland ol 4l 18] #1242 A& 5 fsth
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https://bugzilla.redhat.com/show_bug.cgi?id=1747490
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ZYRE AR AL T 5 AU

Wayland ¢] GNOME Shell& o]} 29| g AA] X11 $& Z2 T A3 7| = 19
2 FAg4t}. /org/gnome/mutter/wayland/xwayland-grab-access-rules GSettings 7] £ A}
g3kl X11 S Aol AolA 71 nE 23S B e 4 AFth 7124 0 2 Wayland <]
GNOME & 218510 & 4 L2 ado] 7| HeE 231e A 5 YFuth

GNOME 4}

vinagre

Xephyr

virt-manager, virt-viewer, and remote-viewer

vncviewer

A 2~E VM(7H3 A1 25) dl o] Wayland o &= P 45 A% 2417 AU th VMol A 2
H+= 7% RHELL AR50 2 X11 Al o 2 Folziyt).

X11 GNOME A A2 A}-2-3F RHEL 7 A] 2%l oA RHEL 82 ¢z d| o] =3l 7 Al =" & A< X11
& AU B Y Setolu & Ag S A9 Al "ol A X11 2 A% oAl gyt

=74 NVIDIA =z}olH

cirrus =g}oly

mga =z}o]H

aspeed =g}o]H]
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Qarg 5 &y

Wayland A} £ & 52 =2 1]

m il

GDM¢<il 4] Wayland £ 4] &4 3}35l2 1 /etc/gdm/custom.conf 3} o]
WaylandEnable=false 342 A& 3t}

GNOME Al 41 0] 4] Wayland & ] &3 3tsled 2221 o] 2 J4HF F 219 3w 9] v
2 legacy X11 F4& A= g

Waylandol] &3t z}A] g U] 82 https:/wayland.freedesktop.org/E ZZ3H4] Al L.

(BZ#1797409)

=3 A =gl UaadH S8 2 2ho] AE N B

gnome-shell-extensions 3| 7] 2] 2] W22 QA& AA =2 M =F 7]5o] tl2aAg | =7 o
A ol AFsHA FEUTh o] 7ol A @ A DS FF Do A tA] 712 A PYth.

(BZ#1717947)

AZEQ o] g £X E A flatpak 2] £ Eg] = v @A 53 5 g5

A GNOME 4 Z E 9] o] &9 2] €] o] Software Repositories(&ZZE ¢o] 2] £X Eg]) =7 A
flatpak 2] £A E] & v gAY A AT 5 flFUH-

(BZ#1668760)

Generation 2 RHEL 8 71/} =] 410] Hyper-V Server 2016 5~ E A 2852 o= 73971 Y&

Microsoft Hyper-V Server 2016 & = E oA A8 5= VM(713 #A1)d 4 RHEL 82 AlZE £ A
A =2 AHg-8h= AT, 5ol wet VMe] R e 5 %] ¢231 GRUB #-9 W= Fol3tu o 3 Hyper-V o]
WE 270 08 257 7129t

I The guest operating system reported that it failed with the following error code: Ox1E

°] £ 7% Hyper-V 52 E 2] UEFI g9]o] ¥l12 Qla] 2t o] ¥4 5 o 432w Hyper-V
Server 20198 3 2E 2 AFE-3 .
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https://wayland.freedesktop.org/
https://bugzilla.redhat.com/show_bug.cgi?id=1717947
https://bugzilla.redhat.com/show_bug.cgi?id=1717947
https://bugzilla.redhat.com/show_bug.cgi?id=1668760
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(BZ#1583445)

AZE ] AHHE A2 o) Waylande] GNOME o] 2|7 453t}

A X E o] Y E AL 5= 79 GNOME Shell-2- Wayland Compositor(Wayland2] GNOME
Shell)= 3ta A o)A A 7h5e T Qv 9] S AHE3HA 25Ut 2 23 Wayland¢] GNOME 4 o]
=Yt} o] EA = 3l 24 steld GDM(GNOME Display Manager) = 2¢1 3} 0 2 o] % 3}o] t Al X11
Z2EZS AgdE AdoR A AA A 02 JA /s v 22§ A8k Xorg Tl 2 Z g o]
Au7k AgE9om A5 E F3e) A Xorg € & Waylande] GNOME o] u]3] ©f w27 53 1o

(BZ#1737553)
A" F==2 3l fadump 24 o] E44E  AFUo

o] £A= #4lo] A4 dx(fadump)7t S 3tE Al 2R oA S5 Hg el Hd-E XFSet 2+ A
9 9 A 2" JdFUT A|2" FEZ QS HE 267 E X R A o] AstH o A &S
old initrd & 2= 7+ JFHTh A74F o8 AXH o] vmcore 31U S A 31A] o} fadump 773 o]

£a9Yh.

o] ¥AlE sl dstelw the-2 Ak

/boot 7t Wi o] SHE| A G The-g A A L.

kdump A H] £ ThA] A] 2}

2.
root A8 212 o4& W& S 23341} CAP_SYS_ADMIN #3to] Q= AHeA AR L

A&
# fsfreeze -f
# fsfreeze -u

[ ]
/boot 7} H = 9] 5tE]Ho] old Ag A|2"-S A X}
(BZ#1723501)
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Idap_id_use_start_tls A0 7] 2Zk2 A& o] BT = A= 9 F

TLSgl°] Idap:// & ID 3]l AL8-3h= 7% &4 WE 7 24 S 9] Ay 53] MITM(Man-
in-the-middle) 3-4 0 2 F A A= LDAP ZA Ao utgtel 9 A E 9] UID == GIDE W73t AL&AE
e 5 Ayt

A TLSE A 831= SSSD 74 419l Idap_id_use_start_tls = 7] 2212 false Ut} A& o] Al
S 5 Jd= A A A5 id_provider = Idap o] di3] ¢35 3tEA] 2 FAS HASA AL
Jd+=A AR} Fid_provider = ad ¥ id_provider = ipa = SASL 2 GSSAPIZ B3 5= 945
stE 948 A8t s JFS A gFyh

43535 A G TS AHEsh= A o] HA A -2 75 /etc/sssd/sssd.conf 31 o] 4]
Idap_id_use_start_tls &< true & AR 3lo] TLSE A&t} 71 2 522 RHELY 3% g 20
A WAaE A3 dyd.

(JIRA:RHELPLAN-155168)

6.7.15. 2 = Q1= e}

Radeono] al=90] & £uh27 Al 44 sl EAsH
A7) radeon A =elol B kexec AE AE A =g o] = Lnl=7 AR A L&t dA,

radeon o] ¥ 5 = o] Y] kdump A H] 27} A3 o},

o] A= )| 4 sle] 9 /etc/kdump.conf 31 o] T} P& F7}31o] kdump ¢] radeon & B2 E
2 AAZ33Y.

dracut_args --omit-drivers "radeon”
force_rebuild 1

A 2d 3} kdump £ THA] A &Y o kdump £ A 23 3 force_rebuild 1 3 o] #74 st ol A A A
2 F dFUd.

o] Al vtz e ol A= kdump Tl A& AT 5= QLA W kdump 7H A FH o2 AE P

(BZ#1694705)

125



Red Hat Enterprise Linux 8 8. 1232 = E

6.7.16. §§ =&

Ao L AHE A= A B2 HA do|A o AA 23 5 JFUh

A2 A7} obd AL Q) 2E) NB2APA oA 2 o] FahE § &) Lk 2F AR
"Cockpit was unexpected internal error"7} A g }.

o] A& sl A3tz A J= AHEAZ Y F& 0] 2121313 Reuse my password for privileged
tasks(@ g J= A Ul 45 AALE) SR1FS A s of .

(BZ#1674337)

6.7.17. 7}/ s}

cloud-init £ A2 35}o] Microsoft Azureol 7} WA == u] A A5

A A Microsoft Azure = Z oA RHEL 8 71’3 A] 2="(VM)2- = 28] A4 3= d cloud-init §€ ]
HE A2 o syt o]l EAE slidsk Y g 8y F shE ASsha Al 2.

cloud-init tj 21 WALinuxAgent 3| 7] A] £ A3} <] Microsoft Azureol] VM-S = 2 H| % J 3}
Yt

/etc/NetworkManager/NetworkManager.conf 31 o] [main] A A o] T} A& F718Y

t}.

[main]
dhcp=dhclient
(BZ#1641190)

735l w2t RHEL 7 & 2~E9] RHEL 8 713 w412 ¢ 2 3|3 == & + s

dA RHEL 7 & 2E A|&Hlo]A] A3] F<21 RHEL 8 7} #2(VM)2- A18-3l+= 79, kiosk =9 4]
AELAIAL st A3 2 VM 29 28 EASE 54 PHS AT F gtk d
2 HNES AT FE dEUTh AHH 0 ol e WS ALE S VME EASE AL S2E o
Selol7t & A EE AUt 4 $olE A 1.0x12009] a4 o) A v 25 gk

(BZ#1635295)

126


https://bugzilla.redhat.com/show_bug.cgi?id=1674337
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Windows Server 2019 & 2~ E ] RHEL 8 7} vl 9] vre GUI g AZgo] Ax

Windows Server 2019 3~ E oA 1] _-__.°l]1~1 RHEL 8& Al2~E &9 AAZ AL&5t= A%
GUI O 2Zg o] Aso] Ba AA AIZES] 24 8o A= d dAug IR o8 24Ut}

o] = Windows 2019 3 A E oA &3 2 &A o]0 Microsoft7} 3 A}3+S R 53513 g5t} o] &
AE A2 SSHE AH§-5to] AlLE AAs A £2E= Windows Server 20162 A8 .

(BZ#1706541)

RHEL 7} A A X0 Afst= 497 A4S
=1 2}3}oj| A virt-install §2 2] €] = A} 2316] A4 E RHEL 7 2 RHEL 8 714} 412 --location

FAS AHSIE A4S R A FEU

o] A& "ﬂ@o}ﬁl‘?ﬂ 4l --extra-args S-S ALE-StAL U EQ A A4S = Jd= AX EF
AARA»dUL & E4H b3 54U

i

I --extra-args="inst.repo=https://some/url/tree/path"

o|@7l e RHEL %) xEz3o] 47 & Supesl 2

o
o
&
32
oy
L
)

(BZ#1677019)

WaylandE AHg-sth= 7Hd # Al 9] o8] RYEE QXLolA = EA1 2 & 8l

remote-viewer € 2] €] 2 A}-& 3} Wayland t] 2 Zd o] A8 Z A}&351= VM7 Al 2")e] =Y
E T o) FEA]5FH VMo] §-F ol iz FEA] 28] WA X 7} 719 EA Y )

o] ZAI & 34 3teld WaylandS AH8-3h= VMe] GPU ] = qxI tj A virtio-gpu & AH8-3U o}

(BZ#1642887)

virsh iface-\* @& o] A A=A #5314 &

& A virsh iface- start 2 virsh iface- destroye} 742 virsh iface- * & & A F5A 0 2 Qs 4
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Aot 497t S5yt gdEA] S2E U EYA A28 #4435t e st d virsh iface-\* BHEE AL
2314 &= Aol =5t Al NetworkManager == 13 7 A& g o Za] Ao L AL
(BZ#1664592)

cloud-init £ A}-8-3lo] ESXi VM2 A1-84} X8 5151 VME A1 31 IP A4 o] &4 5 VMo] 38 %
E=7bl¢- =dddg.

& A cloud-init A ¥] =& A}83}lo] VMware ESXi 3}o] H vjo] x| o] A AP == VM(7}3 A|2=")S 2
B IPE AHE St s A4S D}—°— VME EA| st Z3-¢, 350l w2t 5A19 A VMo] A K-3 5t= =l A 7E
o] &7 7“%“41:}. o] 2 <13)l cloud-init 7} VMe] A& IPZ DHCP= gA] A3 -8 A& 7153t g o]
H &25 A3t

o] BAIZ A5 HH VML X & e 3 5 cloud-init £ A A7 5 AU 2 A5} o] 59| A
R - L s [=8

(BZ#1666961, BZ#1706482)

RHEL 8 714 m 412 Witherspoon S 2 EojA RE & 5+ gl 497 A5t

74%-9l| w2} DD2.2 === DD2.3 CPUE A}&3l= HPC s ~E=( Witherspoono] 2l 12 %= §})-§ Power9
S922L C 9| 4] pseries-rhel7.6.0-sxxm A] 2¥] §3 & A}-23}+= RHEL 8 7} v A(VM)ol| A] K& 5] =] ¢k
= 3457 ds4.

o] 3 VMS H stz

9'3

W o3 2 0F WAIA 7 A E Y
I gemu-kvm: Requested safe indirect branch capability level not supported by kvm
o] A E sl 45t A &3 2ol 7 WA XML 7488 +A4 gy

<domain type='gemu’' xmIns:gemu='http:/libvirt.org/schemas/domain/gemu/1.0'>
<gemu:commandline>
<gemu:arg value="-machine'/>
<gemu:arg value="cap-ibs=workaround'/>
</gemu:commandline>

(BZ#1732726, BZ#1751054)
IBM POWER 714 tj Al o] W 28] 0 NUMA == A Z FAE551K L&
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https://bugzilla.redhat.com/show_bug.cgi?id=1706482
https://bugzilla.redhat.com/show_bug.cgi?id=1732726
https://bugzilla.redhat.com/show_bug.cgi?id=1751054
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A A RHEL 8 S 2~EdA 23 <1 IBMPOWER 7}/ w21 (VM)OI A 2] 22 (memory_'O)E }\]._Q.
3= NUMA ==2 749 79 VM 228 4 gl behA RHEL 89 4] A 2 v 2.2] NUMA -
7} 94+= IBM POWER VM$ }\]-—9-0]-7(] (A5 740] U

(BZ#1651474)

RHEL 7-ALT &2 E o4 RHEL 82 POWER9 Al £~ E ulo] 13 o] /dof A3

& A POWER9 714 M A1S RHEL 7-ALT 32 E A] 2 €l o] 4] RHEL 8= vjo] 1 o] sl AL "u}
o|zdg o] AH]: active" e = 293X &&5 ).

o]

| #A1 & sl 23sle™ RHEL 7-ALT &2 E o)A THP(F% & ol 772 3| 0| x| )& 8| &4 3}5lo] who] 1
GolAe AgHow A4gd 5 JdFUTh

(BZ#1741436)

AMD EPYCo| A 32E d|l22% Re=g A188 o) VM4 SMT CPU EZ 248 1A 314 eyt

AMD EPYC 3 2Ed4 CPU S 2E g A28 g B VM(7HE HAl)o] Le=A CPU O
EXTCPU 7|5 Zd 27} A HA &5Ut. 27802 VME Zojg o8 2d =7} 9= 7143 CPU &
Z2AE AT F dFU o] FAE AAsEH S2E $3 A4 EPYCCPU 2d =2 VMS 793
=

(BZ#1740002)

o2 virtio-blk ) 22218 ALg-2 ul /b WAlo] A% ek F97t slgvih

VM(71H A 2-el)o]| t}4=9] virtio-blk F X & F7131d Z P Z oA AL 7153 AEHE WE 571
AE F JFY o 73‘—°r VMe] Al ~E 0S7} e 5 %] ¢35 dracut-initqueue[392]2 Aot 7
HEE FEsUd 2

(BZ#1719687)
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https://bugzilla.redhat.com/show_bug.cgi?id=1740002
https://bugzilla.redhat.com/show_bug.cgi?id=1719687

Red Hat Enterprise Linux 8 8. 1232 = E
74 Adloly #A T2 A7 A G

RHEL(Red Hat Enterprise Linux) 8.10] 4] Zi g0l o]u]x] {2 AL 5= JHFUT. T2 WA A}
e o33 2EFU.

ZEgF 2~ ZAd o= RHEL 8.19 4] ¢34 gt}

222 2(rootless) AH| o] U = el AF glol Avk A 20 AL§ A7 A B el s
doluguth o & Fall AL§AE Aol AALE o] U@ A FHH 2L FRS X
ol IDZ #4 BT & A&

3L.r$

podman % buildah 3 % & A}-8-3l] rootless Z1H| o] & AH&-all & 5 AFUTh ZA g W
|2 g8 xS A L.

rootless ZH| o] 9] A% b33 o] FEZ| X ZH ol A S FxsHA Q.
Buildah 9] 79 Buildah= A}-g-35lo] ZAH o] o]ujx] MEZ FZF4HA Q.
podman & Building, running, and managing containers= ZIZ3s}4 Al L.
toolbox RPM 3] 7] X] = RHEL 8.1 4 ¢+4]3}A] x| g ).
toolbox ¥ %2 Red Hat CoreOS<} 722 AH oy A& G A A9} A AF A== #
dZ el g th. toolbox & Al8-3lH S 2E A 2"l o] gt 53 AXT G glo] AHST o+t

w BA 2 B A/ FE AHol & Agetel s2E 2 AAe] BAE S Astw g
2 4 AsUeh

toolbox ¥ %5 & A FAFAY SF T2E9 & 517] 98] TAE s ZE oA
2 A3 Xll*o}f rheI tools €| o] 7} A| &g o).

runlabelsE A1-§-sto] AH ol 243 #A A £A4 & FxsHA L.

podman 371X 7} 4 2EH v A 1.4.22 Jadol=5 Y5t RHEL 8.00 4 AF&4 v A
1.0.0 ©] 5 podman o] 714 7|5l o g ZHA 2 W] -§-2 Githube] = 4lpodman & 2] 2 d] gk
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/assembly_starting-with-containers_building-running-and-managing-containers#proc_setting-up-rootless-containers_assembly_starting-with-containers
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/assembly_building-container-images-with-buildah
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index#con_container-images-with-runlabels_assembly_running-special-container-images
https://github.com/containers/libpod
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8%. =75t

8.1. RED HAT ENTERPRISE LINUX 8 =#] 219

Red Hat Enterprise Linux 82 A}-8-219] @ 3 Aol whe} op g3t Qo] o] A9} Qo] HAS A A7
Yrh.
[}
Fotx o} Q1o - Ao, gh=to], F=o] A, F=ro] WA
[}

9 9o} - Gol, SAo], 25 lo], Eaj o], o dejofo], T2 F 2], A ofo.

71¥ Z& (Font Package)

R dejavu-sans-fonts

[H
o
Iy
2

dejavu-sans-fonts

=Y o dejavu-sans-fonts

ol gra]ofo] dejavu-sans-fonts

] Al o} o] dejavu-sans-fonts

229 ¢l o] dejavu-sans-fonts

EE2EZo] dejavu-sans-fonts

Z=ro] 7HA google-noto-sans-cjk-ttc-fonts, ibus-libpinyin, libpinyin
google-noto-serif-cjk-ttc-fonts

Z=ro] WA google-noto-sans-cjk-ttc-fonts, ibus-libzhuyin, libzhuyin
google-noto-serif-cjk-ttc-fonts

U Eof google-noto-sans-cjk-ttc-fonts, ibus-kkc, libkke
google-noto-serif-cjk-ttc-fonts

h=t o] google-noto-sans-cjk-ttc-fonts, IBus-hangul, libhangu

google-noto-serif-cjk-ttc-fonts
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fu)

FAstE A ANAZ MEHEE DX 2L O A AAT 5 Avch AAD N EL
langpacks AF8-2 JZ3H4A 2.

o8 ZA Y9 glibc = 7]1#] g dlo]E7} o]A] CLDR(Common Locale Data Repository)}
F71skgdd.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_basic_system_settings/assembly_using-langpacks_configuring-basic-system-settings
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T8 84 B2

NetworkManager-libreswan BZ#1697329

anaconda BZ#1628653, BZ#1673901, BZ#1671047 BZ#1689909,BZ#1689194,
BZ#1584145, BZ#1637472, BZ#1696609, BZ#1672405, BZ#1687747,
BZ#1745064, BZ#1659400, BZ#1655523

audit BZ#1730382

authselect BZ#1657295

bcc BZ#1667043

binutils BZ#1618748, BZ#1644391, BZ#1525406, BZ#1659437
bpftrace BZ#1687802

Chrony BZ#1685469

cloud-init BZ#1641190, BZ#1666961

cockpit-appstream BZ#1658847

cockpit BZ#1631905, BZ#1678956, BZ#1657752, BZ#1678473, BZ#1666722
Corosync BZ#1693491

criu BZ#1689746

crypto-policies BZ#1678661, BZ#1660839

cryptsetup BZ#1676622

distribution BZ#1685191, BZ#1657927

dnf-plugins-core BZ#1722093

dnsmasq BZ#1549507

dyninst BZ#1648441

elfutils BZ#1683705

AF 23AHE BZ#1664366
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https://bugzilla.redhat.com/show_bug.cgi?id=1697329
https://bugzilla.redhat.com/show_bug.cgi?id=1671047
https://bugzilla.redhat.com/show_bug.cgi?id=1689909
https://bugzilla.redhat.com/show_bug.cgi?id=1689194
https://bugzilla.redhat.com/show_bug.cgi?id=1672405
https://bugzilla.redhat.com/show_bug.cgi?id=1730382
https://bugzilla.redhat.com/show_bug.cgi?id=1657295
https://bugzilla.redhat.com/show_bug.cgi?id=1667043
https://bugzilla.redhat.com/show_bug.cgi?id=1685469
https://bugzilla.redhat.com/show_bug.cgi?id=1658847
https://bugzilla.redhat.com/show_bug.cgi?id=1678956
https://bugzilla.redhat.com/show_bug.cgi?id=1657752
https://bugzilla.redhat.com/show_bug.cgi?id=1678473
https://bugzilla.redhat.com/show_bug.cgi?id=1666722
https://bugzilla.redhat.com/show_bug.cgi?id=1678661
https://bugzilla.redhat.com/show_bug.cgi?id=1660839
https://bugzilla.redhat.com/show_bug.cgi?id=1676622
https://bugzilla.redhat.com/show_bug.cgi?id=1664366
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fapolicyd

freeradius

frr

gcc-toolset-9

gcc

gdb

gdm

glibc

gnome-shell-extensions

gnome-shell

gnome-software

gnutls

grub2

initial-setup

ipa

ipset

iptables

kernel-rt
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BZ#1673323

BZ#1685546

BZ#1657029

BZ#1685482

BZ#1680182

BZ#1669953, BZ#1187581

BZ#1678627

BZ#1663035, BZ#1701605, BZ#1651283, BZ#1577438

BZ#1717947

BZ#1704360

BZ#1668760

BZ#1628553

BZ#1583445, BZ#1723501

BZ#1676439

BZ#1665051, JIRA:RHELPLAN-15036, BZ#1664719, BZ#1664718,

BZ#1719767

BZ#1683711, BZ#1683713, BZ#1649090

BZ#1658734, BZ#1676968

BZ#1678887
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https://bugzilla.redhat.com/show_bug.cgi?id=1685546
https://bugzilla.redhat.com/show_bug.cgi?id=1680182
https://bugzilla.redhat.com/show_bug.cgi?id=1678627
https://bugzilla.redhat.com/show_bug.cgi?id=1663035
https://bugzilla.redhat.com/show_bug.cgi?id=1701605
https://bugzilla.redhat.com/show_bug.cgi?id=1717947
https://bugzilla.redhat.com/show_bug.cgi?id=1704360
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