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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#install-planning
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FA1& =1 pod< UUID-of-pod>.slice #J pod 4| Fr B, FHIHZBR L 1BERI/EITHEO(CRNM S —if

BIIZ1THS, #AJF, Docker 5% CRI-O &1F pod 45 K B QIR R 2325 H F R

Bit& Pod

U]
<
]
-~
o
3
o
v
o
=
=
o
D
(2

sjasuowaeq

sSpod dljels

master 7 R _EBI kubelet £ BEHTE API R55 288 £ B control plane 84 pod #/&f# /5 pod, LME

kube-system Tl B hHYEEEE R L, BRINIER T, openshift-ansible ZEREFRREIXLEFRS pod BIE
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/kubelet-
plugins

/etc/origin/ BERIRBHHMBE=EHEHM
kubelet-
plugins

BRI LAERRS pod EHATHIRIEERSHBR, H40
I $ oc logs master-api-<hostname> -n kube-system
R[] AP BRSSERBIPR R, PR -
I $ oc delete pod master-api-<hostname> -n kube-system
NREFRBR pod.
B, £EEEATEFENT —DELERE, M AP IRGSHENARIA], LMEEEINFHNR$E
FEANBOEIR. 1B YREE /etc/origin/master/master.env X1, EH OPTIONS ZF & F# --loglevel &
WA LIRIE, ENERESEREPZITHNHER, ERFEERRHPSITHHE,
BEFRS
i%?ﬁ: control plane &8 pod HZ24TH control plane fR%5, 157E master E#1_L{# F master-restart
&5 master API :
I # master-restart api
B RHIE -

I # master-restart controllers

B eted :

I # master-restart etcd

AEXRSSAE
BHFTE control plane #74 pod FiZ1THI control plane RSB, 15 T N BIZH £ A master-logs

LER
I # master-logs api api

I # master-logs controllers controllers

14



o5 2 & R4
I # master-logs etcd etcd

2.1.2.2. & A% Master
IRET LUEFES master BB A& AT AMEHA), LAUBRERERE B atifE,
FE DB X master ATAMRIAEE, BUGHITHNIRE -

1. EEHF O master N OE— runbook 2B, runbook £B RN EME A HRSEEEZHE
b, HEMAARIALEEZITFEMMINBIMEENSIER, HlN, 5% A master EHLATLAERL
IR SLA, % SLA ECIEH N ARRFESEN ARRFHENREFTE N2 L,

2. HRASYRAMEARALREE master, HAREEZARRNE, SLEH ERARYE HA KX
FECE HAProxy IR T BERA, LA URAME, HER RE HEMAZ HAProxy FE(]
N AFHAER HA R AR,

TE%E 7 EMER) OpenShift Container Platform &8/, KA 4ET API BR %% 25 1 B39 25
R AN, MR AP RSH|NAEIERATH, TRIEEREERS, WA pod &
FRIEH dead, pod HUli s th & MAR S5 IR,

B& T 5y OpenShift Container Platform EC& HA 4%, BN API BRSS 25 i1 #ita s i
MEE HA, ERE HA, SIFENR— NI FAEHE%ESR(LB), 130 F5 Big-IP™ 5k Citrix
Netscaler™ %%, WIRILEBRARARA, TLUZRTE D HAProxy fi#Efss, FHEM
Keepalived 5 HA 1REZENESL 1P Hhit, BRE, FRWEEIMERFERAINMERAR,

L 7L HAProxy AR R4 HA 53R, master HEB LU T A% :
5 2.2. HAProxy Bya] {513

it X =x
eted Active-active BEEMHTIENTETRNE, AURERERMNENL, B

LU collocated 2% master E41E,
API Server Active-active B HAProxy 18,

Controller Active-passive — NSRRI T SRR
Manager Server

HAProxy Active-passive £ API £ (master) s 2 [A 1T 7 324

BIRER eted BEEFHNDENMBEL, (B master RS FEFHNENMNMPEBHER, BE, EHE
SEDHA master RGBT HA, RIEIRE master RS eted I, BEELHT—PHE—FHNE
*J-LQ

21.3. T

0

TRANBBRMZITHIME, Kubernetes BHEHHNEN T RAFEHTENEENRS, TRIEESR]
1T pod FRREHIBRSS, BIEBRIBWIZITH . kubelet MIARSSHCEE,

™
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OpenShift Container Platform M=, ¥MERFAHEIRIOET M. Kubernetes SHRFIX LT i1
B R RIFITRE, EEHL (master) FERARE T RN RIEBRHITRERRE, LULEIET R, Ei@i
AR, TRIWABRE, master REFLRET R, BETREN. Kubernetes X BEB X ik
SHEBNEZER.

EI A LUER CLI 7 OpenShift Container Platform SEBIREE T &, BEET RIRS BT E LR
MEBERR LA, HER T KRB X,

H s
BXREEEFENT RE, ESHEHRHERD.

2.1.3.1. kubelet

BT REBE— kubelet, ERHFHBRFAEENT R, ER— &L pod B YAML X, kubelet
FERA—HBHRRBREARSSHFSEIFHECNHELET.

AEB R LLEIT LT AIER A4S kubelet :
o MEITHE 20 MRE—RIISTHFERE,
o —DMHTTPIRR&EEIMSTT, BE 20 WRE—RK.
o kubelet W31l etcd BRS52%, # /registry/hosts/$(hostname -f), FIERTEMENL,

e kubelet (il HTTP AR A # 89 API SRIZZZHE .,

213.2. RSB

BT RAZT—NTEMRERIE, ERT TaL AP REXHMRS ., AT RE—4HEE LEHET
B HA TCP #1 UDP B Ko

2.1.3.3. TEARE X

LUF & Kubernetes AR TT X R E LR -

apiVersion: v1 ﬂ
kind: Node @)
metadata:
creationTimestamp: null
labels: 6
kubernetes.io/hostname: node1.example.com
name: node1.example.com ﬂ
spec:
externallD: node1.example.com 6
status:
nodelnfo:
bootID: "
containerRuntimeVersion: "
kernelVersion: "
kubeProxyVersion: "
kubeletVersion: ™"
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https://kubernetes.io/docs/concepts/architecture/nodes/#management
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-manage-nodes
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/scaling_and_performance_guide/#scaling-performance-cluster-maximums

B 2 & EiZRAH

machinelD: "
oslmage: "™
systemUUID: ™

apiVersion & X ZE AR API iR A,
9 kind % &7 Node RFKiXZ2—T7 AT RIIE Lo

metadata. labels %! HRINETT m B ERIIRZ,

o9 9®9 —

metadata.name 2 LT RN RGN E(E, 7E21T oc get nodes e, XMELRE
NAME %I,

spec.externallD & . 7 AT T mBTLREE A, MR HNZE, i metadata.name fH,

®

213.4. T =B8|5

T EMECE M master B3, XEKET A M master RIEVETIE X EEB MRS 2 UFF, X al@id 17
R ARG U REFELZEEH I ERTERERSHTRE, MTNRT REEE, iEPREMEH
RIFPEESWEIAE R,

& 2.2. 17 s bootstrap TE 7tk

node.kubeconfig? o » kubelet uses bootstrap.kubeconfig to generate CSR

v

CSR is approved and signed

v

kubelet generates node.kubeconfig, certificates, keys

A

node joins cluster

LN ARSEDN, TRSEMAERFEE /etc/origin/node/node.kubeconfig STHFEH AT R AL E
XHEBEEE, NRREE, T EIFM master PRIIERE, AEINMALER,

ConfigMap ABFEEHFER T REE, XRETRENLH /etc/origin/node/node-config.yaml &
FEENXH, BXBIATRAKHE ConfigMap £EHIE L, ESHAREERPE LT A ENLBE
%T.TQ

1 51 Bootstrap TYE#k
B3I R bootstrap iH F2ERALU T IIERR :

1L BIANERT, RERHREIEFAIE—A clusterrole. clusterrolebinding #1
serviceaccount X RUAF T R515 :

e system:node-bootstrapper £ AERTFET K5 FHEIQRIEHE&KIFR(CSR) :

I $ oc describe clusterrole.authorization.openshift.io/system:node-bootstrapper
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it Bl

Name: system:node-bootstrapper

Created: 17 hours ago

Labels: kubernetes.io/bootstrapping=rbac-defaults

Annotations: authorization.openshift.io/system-only=true
openshift.io/reconcile-protect=false

Verbs Non-Resource URLs Resource Names API| Groups Resources

[create get list watch] [] [] [certificates.k8s.i0] [certificatesigningrequests]

e LUF node-bootstrapper &5k ' 21E openshift-infra i B # {IE2#Y :

I $ oc describe sa node-bootstrapper -n openshift-infra

i Bl
Name: node-bootstrapper
Namespace: openshift-infra
Labels: <none>
Annotations: <none>

Image pull secrets: node-bootstrapper-dockercfg-f2n8r
Mountable secrets: node-bootstrapper-token-79htp
node-bootstrapper-dockercfg-f2n8r

Tokens: node-bootstrapper-token-79htp
node-bootstrapper-token-mqn2q
Events: <none>

e LT system:node-bootstrapper S£E A B E AT 17 R bootstrapper FRE A B AR 551K
o

I $ oc describe clusterrolebindings system:node-bootstrapper

it Bl

Name: system:node-bootstrapper

Created: 17 hours ago

Labels: <none>

Annotations: openshift.io/reconcile-protect=false

Role: /system:node-bootstrapper

Users: <none>

Groups: <none>

ServiceAccounts: openshift-infra/node-bootstrapper

Subjects: <none>

Verbs Non-Resource URLs Resource Names APIl Groups Resources
[create get list watch] [] [] [certificates.k8s.i0] [certificatesigningrequests]

2. B4, EEBRETRDP, openshift-ansible RERFATE fetc/origin/master B X H

OpenShift Container Platform IEB A MG A & FEAMIUES, BHF kubeconfig X1, EEMI
P SCHE -
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55 2 &5 ELaZRFAH 4

/etc/origin {fFH system:admin /7,
/master/ad

min.kubeco

nfig

/etc/origin FAFAZ master 7 B bootstrap T/ .
/master/bo

otstrap.kub

econfig

a. EREFRFEH A node-bootstrapper FRSSIKFHT, SOIE
/etc/origin/master/bootstrap.kubeconfig, W1 TFF7R :

$ oc --config=/etc/origin/master/admin.kubeconfig \
serviceaccounts create-kubeconfig node-bootstrapper \
-n openshift-infra

b. 7E master Tim_Lt, /etc/origin/master/admin.kubeconfig FA{ER| T30, FHEHIE]
/etc/origin/node/boostrap.kubeconfig, 1E7 % —JE master 7 5
L, /etc/origin/master/bootstrap.kubeconfig X2 EHIEIFN T mEHN LM
/etc/origin/node/boostrap.kubeconfig BIFfE HhT7 m Lk,

c. RS, (A --bootstrap-kubeconfig t:1CRF /etc/origin/master/bootstrap.kubeconfig %
HB4A kubelet, #0TFARR :

I --bootstrap-kubeconfig=/etc/origin/node/bootstrap.kubeconfig

3. kubelet B %c{H IR HEM /etc/origin/node/bootstrap.kubeconfig X /a5, TEFIMARIERE#E
&, kubelet QEBIEF%E 415K (CSR)FIG H L X E master,

4. CSR@TIEHIZEES (FHRIEPERIEK) HTEIEMAE, R, kubelet B iHF]
RS BRIUEPBRTE /etc/origin/node/ceritificates B X3, H40 :

I # Is -al /etc/origin/node/certificates/
i Bl

total 12

drwxr-xr-x. 2 root root 212 Jun 18 21:56 .

drwx------ .4 root root 213 Jun 19 15:18 ..

-rW------- . 1 root root 2826 Jun 18 21:53 kubelet-client-2018-06-18-21-53-15.pem
-rW------- . 1 root root 1167 Jun 18 21:53 kubelet-client-2018-06-18-21-53-45.pem
Irwxrwxrwx. 1 root root 68 Jun 18 21:53 kubelet-client-current.pem ->
/etc/origin/node/certificates/kubelet-client-2018-06-18-21-53-45.pem

-rW------- . 1 root root 1447 Jun 18 21:56 kubelet-server-2018-06-18-21-56-52.pem
Irwxrwxrwx. 1 root root 68 Jun 18 21:56 kubelet-server-current.pem ->
/etc/origin/node/certificates/kubelet-server-2018-06-18-21-56-52.pem

5. £ CSR#lt#J5, node.kubeconfig L RTE /etc/origin/node/node.kubeconfig A&,

6. kubelet f8F /etc/origin/node/node.kubeconfig X LA & /etc/origin/node/certificates/ B
RAMIEPER, BERCESTFMASR
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T REETER
N RERBREFERUTIER

1. &40, T mB kubelet BET miB &I GIEM /etc/origin/node/ B X HH bootstrap-node-
config.yaml 251,

2. EEANT AL, THERSSXUER Jusr/local/bin/ B HBIAMIA openshift-node i@ 1R
#£#9 bootstrap-node-config.yaml J3 5] kubelet,

3. 7EE master £, B3k fetc/origin/node/pods @& apiserver B pod j&H, IEFHIZIH etcd 1
master LYE 18R pod BIJE,

4, EERLETRED, £0B—/EY% DaemonSet, EENT A LAUIB—NRAY pod, sync (B
%) pod &R /etc/sysconfig/atomic-openshift-node BN, EL [ THTLNELE
7 BOOTSTRAP_CONFIG_NAME, BOOTSTRAP_CONFIG_NAME H openshift-ansible &
KREFIXE, SeBRIET RMET REBAHM ConfigMap &,
RNBERT, RERFROUBUTT REEN :

® node-config-master

node-config-infra

node-config-compute

node-config-all-in-one

node-config-master-infra
£ openshift-node 1 B # B MHAIE—4 ConfigMap.
5. E% pod 11% BOOTSTRAP_CONFIG_NAME mi% B i 12 E &8 ConfigMap.
6. @4 pod £ ConfigMap #UEIL L H kubelet BECiE, FH LT mEHLIE—D
/etc/origin/node/node-config.yaml, SORXIELSXHH1TT B (BB XXHMAECIE) ,
kubelet &5,
it 4wiE openshift-node Wi B FRBYEL. ConfigMap RIS T mMECE. FEBEEBXK
/etc/origin/node/node-config.yaml,

BN, *F node-config-compute HFAHITi R, FERAUTRASHE ConfigMap :
I $ oc edit cm node-config-compute -n openshift-node
2.2. 573 REGISTRY

2.2.1. ¥k

OpenShift Container Platform B LU{§E A SEHER 287K registry API FUEIRR S5 2R1E NRIRIR, SIE
Docker Hub. HIE=Hz1THFAE registry F1&E M H OpenShift Container Platform registry.

2.2.2. £ %Y OpenShift Container Registry
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55 2 &5 ELaZRFAH 4

OpenShift Container Platform 124t T — MR B 2R 5i1% registry, #57 OpenShift Container Registry
(OCR), BRIZREBNB&EHNNGIRENE. XA RE—INELE, HENAWEBFHEEERN
Bifko

BY— N FFGHEIEET OCR K, registry Bl OpenShift Container Platform, R {% %8 X F &
HMERELR, MeREE, BFMERTEIE. OpenShift Container Platform FIZR [EER 2% # R AR M H
&R, BIEFEIEMEE,

OCR AT LME MM HGERE, ©RIENBIRHR registry, METHWEMEBBERER. H£BIESHEM
37 OpenShift Container Registry E8BE KRR,
2.2.3. £=7 registry

OpenShift Container Platform® LAEFR B =7 registry IREEEROIE RS, BREXLLregistry ATRER
£ %R OpenShift Container PlatformAr & Mregistry— IR RGBS F., EXFHER

T, OpenShift Container Platform{S1E Al B 5 & FI M2 registry F3KEX tag. oc import-image
<stream>FL AT LA HTRENAY tag, HIGMIBIFTAEHRE, LRI EMEEN S WEER O,

2.2.3.1. B %k

OpenShift Container Platform £ A F 12t ZEIES registry #HATECREVT R FABRR CE, X
Ff, OpenShift Container Platform#l Al AN #AFE 0 FEFF AT HLR A push # pull #F, SMEITEEESE

2.2.4. Red Hat Quay registry

Red Hat Quay WIERMHE T — PN HHBREBR registry, BRALEN—NEENIRS, BITUEEBAS
MEIEDROHIMNERLLEE, Red Hat QuayRBIE Y registry DIEEERBERIBE S|, HREEHEREHRLONE
(roll back) ZhHEE,

@it Quay.io MG B E SHIIEE Quay registry Tk, Z/E, R Quay B2 EFEE Quay
registry, FFHREEHEGR. HH, S Red Hat Quay A1, LT MAEXXERBCH Red Hat Quay
registry B &,

18] LASR UG [0 AT R 55 1% registry —FF, a@id OpenShift Container Platform i5[Al#&#) Red Hat Quay
registry, B 7 RIS BIHEIL/E R L registry 1517 Red Hat Quay, &S /1T Pod MEMZ £
registry 5| A&,

2.2.5. 5 51945 EH Red Hat Registry

Red Hat Container Catalog (registry.access.redhat.com)2E— NMEE MR registry, BT B LUKE
A2, OpenShift Container Platform 3.11 Red Hat Container Catalog M
registry.access.redhat.com #% %l registry.redhat.io,

T8 registry (Registry.redhat.io) FEi#H1TH{PJIEF 88177 OpenShift Container Platform L BYR &
RAE. SiEBEEregistry/E, IAMregistry (bR — BRI P A AL

p= =1
OpenShift Container PlatformMRegistry.redhat.iof#2EX (pull) 5%k, FEIZFEERES

BLUERE.

HrregistryfE BRI ERIOAUthHLEI T B D SIE ¢
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o SRS, T (token) ERFIK/T, HEERLEM., RATLUEAEI]SERHEE
registryi#H T & p401E, IRFIKFAZ A KA BBz, FIERSEHTEHRIER -1
SEEHERHMNSE, XREFINERR P — 2 R F ISR,

o WebA/f&M#EN, XA TEREEMaccess.redhat.comz KM FHRITEERE, BART
LATEOpenShift Container Platform LRIt &R IE AL, BEEFIMEREFFAZFIHFE,
It B AR IS 75 3R % R R FE OpenShift Container Platformz 4B I B F{E A,

&R LATE docker login EREEIE (B &MEE, HBHRILFHE) KT FE registry HEIA
";éq“o

FIE R Mregistry, HTFH registry BEFTHMPIUEF BEVTIR], E L OpenShift #3422 H]
A —/% % imagestreamsecret FIFTHL

BREERETEBRENNIE :

e OpenShift s RZEH , EHEBAITFETF OpenShift o2 [EH, LUE OpenShift #p 44 Z2[H]
RRYERAR TR AT LS A

o EHEM., THNERLIFETENL, RHEMER (pull) HEKE, KubernetesRfEAEHH
B EHRE,

ViR % registry:

o JHIFHRF A secret( |magestreamsecret Y EALTF OpenShift e Z2 A A, 1% secret EF R
VEIR T AT registry BOE

o ISIFFRALEEETT m#RE — /var/lib/origin/.docker/config.json, T LAM master REHI, HEIEK;
[R]£L08 registry,

2.3. WEB iZ41&

2.3.0.
OpenShift Container Platform Web32& 27 MWeb il 5 2515 7 89 1 5RE. FFA A G AT LUER Web 28
HlERMe, WHFER WE RSB,
P2 Y=
WS FAJavaScriptF e FAWeb#Hl &, NIKBRERT, 1HFEAXZFWebSocketsHy
Web{l i 28o
Web $EHIEYEH pod £ master LiZ1T, X4 pod 1Rt TiZ1TWebIEHI G E M SIMNE, EEAHA
LUERY B B7E L Web #£l#&, EAILIE webiZHl & IEALZITHIATINE: B & LXK,
LIRMN AR VTR Web #2HIER, EREEMEBFMBEMBENFHSHE. ARG, ©£H openshift start it
T --public-master =X 7£ openshlft-console-conflg Bid B8 A E B webconsole-config o & &4 A

B8 XS masterPublicURL @ OpenShift Container Platform APl & 13K, Web 12#I& A
WebSockets R{R¥5 API BRF5 2RBIF A5, HETARBIIEKREIEFRNER,
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https://access.redhat.com/terms-based-registry
http://caniuse.com/#feat=websockets
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-web-console-customization

2.3. Web ¥#EHI&1H KM

BROWSER

load static assets (JS, CSS, HTML)
Page Load

Request initial lists of resources from API

v

JS Runtime

v Y

A

Establish websocket connections to watch
for changes to resources

B 2 &= BRI AH

MASTER

Web Console Pod

API Server

N web #HSECERN TN A P UFIABZE, DERSMIN APIARS 2, BIEN ERRERN N

BRIBRE, EEAEMENEM web NABERFVIA API RS2, Ei

/@1 --cors-allowed-origins

LB E openshift start SXMAEXHY master BRiE X145 #1 corsAllowedOrigins I8 E EWARIAB %

H,

corsAllowedOrigins SH BB FEEHl, FRMMEHITEESFE L. UUTE2MEIRE EN LT LR

B9 B

corsAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:[\z)

o (?)EERRIKNMNE,

o //EEEIHFFL (FITE hitp: X https: FEHINFIT)
o \. XA RBIRIFTES 3o

o (:\2) CECEHAKRE (\2) Him O DR (2)o

2.3.2. CLI &
&AM web #2415 B Help EFRIR] CLI T :

; dew

Documentation Add to Project v

Tour Home Page
Command Line Tools

About

Application ~

SHEENALL I —F BE UX i,
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Command Line Tools

With the OpenShift command line interface (CLI), you can create applications and manage OpenShift projects from a
terminal. You can download the oc client tool using the links below. For more information about downloading and
installing it, please refer to the Get Started with the CLI documentation.
Download oc :
Latest Release &
After downloading and installing it, you can start by logging in. You are currently logged into this console as developer.
If you want to log into the CLI using the same session token:

oc login https://127.0.0.1:8443 --token=<hidden> &

A A token is a form of a password. Do not share your API token. To reveal your token, press the copy to
clipboard button and then paste the clipboard contents.

After you login to your account you will get a list of projects that you can switch between:

oc project <project-name> 1)

If you do not have any existing projects, you can create one:

0C new-project <project-name> &

To show a high level overview of the current project:
oc status 1)

For other information about the command line tools, check the CLI Reference and Basic CLI Operations.

2.3.3. WIHERER
7 & OpenShift Container Platform B2 IS AL

2.3.4. 1ji Bk
BIE, Web 5IE T & A R IRHE L BIAT £ B B
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https://access.redhat.com/articles/2176281
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-authentication
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-projects

B 2 &= BRI AH

2.4. Web 51 H #k

OPENSHIFT ORIGIN A ®. &developer
= My Project @ earch Catalog Add to Project v

Overview Name v | Filter by name List by | Application +

Applications APPLICATION

dja ngo-psq |-pe rsistent http://django-psql-persistent-myproject.127.0.0.1.nip.io &
Builds DEPLOYMENT CONFIG
> django-psql-persistent, 1) pod
#1
Resources
DEPLOYMENT CONFIG
> 1 pod

postgresql, #1
Storage

Monitoring

Other Resources

DEPLOYMENT CONFIG

Catalog

> mongodb, #1 1) pod

> DEPLOYMENT CONFIG 1 d
mysq|, #1 po
DEPLOYMENT CONFIG

> nodejs-mongo- 1) pod

persistent, #1

Provisioned Services

> Django + PostgreSQL
django-psql-persistent-rcfv8

SURSTI= Brirze N N D R Sy anit [ n =
EMNITTE A PIREERRS, ERAGRERE S
S AIREFEESR B RS B X RARSS A2 N ARRF,
==EiEPN:pEERI
Overview & (HFIE21EH) KBTI MHENSRAETHAETENAS.,
NRRE PR WS FHE X ERERE. Pod, IRSHMEHEINT
builds &I = P 5T HE R ERBI BRI GG R ATERAE.
resources &V : BEE Y AR ECHUEFEMEM TR,
Storage 1EWIF : EE N ARFEHNRAMSERIITKREFRE.
WA BEEWE. PodfEREMAR, LUIKRIIERMIRENROEHBAL
Catalog &+ : M B RERIREIREX B %,
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==
Cockpit R BIREFEH, AIEBNERIERFLIME, Red Hat Enterprise Linux Atomic
Host:Cockpit Al IRt TEZ B XREA Cockpit BIE R
2.3.5. JVM #£Hl&
SFETF Java FREY pod, Web #HIE L SRENETF hawtiol JVM BHEIEMIN, BFEENEE
FIBEMEXEMRAH., £ Browse —» Pods TITEIFH pod i¥IEH =T~ Connect %, REHHERLN
jolokia Hyim OB A28,

K 2.5. AT JVM 5145 EEER Pod

Template

COMTAINER: 5TI-BLILD
Image: openshift/origin-sti-builder:latest
Mount: docker-socket — fvar/run/docker.sock

Mount: builder-dockercfg-p7gmj-push — /var/run/secrets/openshift.io/push

Mount: builder-token-t6b9i — /var/run/secrets/kubernetes.io/serviceaccount

3 (0 o (o G

Open |Java Consocle

Volumes

docker-socket

Type: host path (bare host directory volume)
Path: Mvar/run/docker.sock

EE JUM 2FIEE, RERTENTE, BEABURTHLEHASEEL pod X,
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http://cockpit-project.org
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http://hawt.io/

B 2 &= BRI AH

2.6. JVM ZHE

Connected to quickstart-java-camel-spring-container

JMX Threads Camel
Total: 9 Runnable: 3 2 -
D State Name Waited Time Blocked Time Native Suspended
15 Thread-5 1 hour
14 Camel (camel-1) thread 1 hour

#0 - filew//src/data

9 |olokia Agent Cleanup
Thread
8 Thread-3 279 ms
B server-timer 1 hour
4 Signal Dispatcher
3 Finalizer 1 hour
2 Reference Handler 1 hour 10 ms
1 main
AR TTEWT :
ili:] ik
JMX BEEMNEE JMX 1 & mbeans.
i BEFEIEEERS,
ActiveMQ BEEMEIE Apache ActiveMQ IR,
Camel EEFHEE Apache Camel B HFIMKHGH I,
OSGi BTEHEIE JBoss Fuse OSGi I1iE,
2.3.6. StatefulSets

StatefulSet #4235V H pod RIEME—BIF1D, HIBELBEFNT RIiF, StatefulSet xf FME—IRRRF. #
AMFEE, REBENT BRURZEMFRIZERER,
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2.7. OpenShift Container Platform Hf StatefulSet

A ®. &developer +

My Project Add to Project v

Stateful Sets world

world Actions v

> app name

Details Environment Metrics Events

Status: 2 Active
Replicas: 2 replicas

pods

Template

Containers
world

£ Image: aosqe/hello-openshift

Ports: 8080/TCP (web)

Mount: volume1 — /var/lib/volume-test read-write
Memory: 256 MiB limit

IS

[

Volumes

volume1

Type: empty dir (temporary directory destroyed with the pod)
Medium: node's default

Pods

i Container
Name Status Containers Ready Age
Restarts

world-1

Q

Running (Al 0 a few seconds

world-0

Q

Running 1”n 0 a few seconds

There are no annotations on this resource.
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5 3 E OB

3.1. B
LR £ /iR 5 X £ EF OpenShift Container Platform BRI M O SFN KRS HEHER. H
?;E;\F%N%HEE Kubernetes, H OpenShift Container Platform ¥ &, LUR#LIHhEE EEEI’JJ'T'ﬁE fr A HA
o HIEMEIGR BEREN AR,
e Pod RS RITAREEEE,
o UEHFIMA/ RHE T 220, HHKALMERERNS,
o RGN RIFEMETERGFHNH R ML R,
o ERE NN T NEHFF A FIERE £ ey B HIRI IR,
o IREMHRAEHEHIIRS,

o IR AETEE LSE—RMBIFSN R,
3.2. BERMER

3.2.1. 8%

OpenShlftContamer Platform N REFHERLTIN H4F. Linux B8R Z— M2 RUHLH],
fREIZITHBARE, el REREENTRRE.

WENARFEEA AU R - ENASEPIZT, MEEEZRABERRX AR, XHNRAE, &
B, BOASRBREE MRS @BV MRS , 0 Web lRSFHNFIEE, BRFTRATFESIEM
o

LR, Linux IZ—BERERSRIRARMEES, HAF1, Docker WIB AHEMN LM Linux BERFF L T EHEM
EIEHEO, OpenShift Container Platform 1 Kubernetes i1 T 1% N R & AIJREC Docker XA 2R
HIThBE,

FEARTEE A OpenShift Container Platform I AR B 5 Docker CLI 3RS RE, BT R RIThEEFIA
HEXF T #REA 172 OpenShift Container Platform BB RGN AREFERSNNATEEEE
Z, docker RPM {E} RHEL 7 B9—&B4 7 LA & CentOS #1 Fedora 124, HILEATLLE OpenShift
Container Platform 2 Fri#E T4, BX1ER, 1HS M Red Hat R4 EHY Docker 1L A2 5i& A8
ﬁj\o

3.2.11Init &%

pod lRT M ARRFASN, pod AL E init By, EEMBRALS, EUUEFRBENERARNBENR
H, init A5 ENRERTE, BERBRLE1T%. "/\muté%az\DTEF%JJ'F—/l\%“%%ﬁUEBZIjJ;—EEBZO

MBEZER, HSM Pod RS

3.2.2. &

OpenShift Container Platform FRIBIR 23 E T Docker BZUAIE 454, HBIFRR—FZ Iy, 88z
1T — A ERMIFTA B R R it E &R Th e R T EUIRE,
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BRI LR —MITaRR, BEREEVHEBE GRS E LHTR, B%#@'JLET?X%é%ﬁﬁi\{ﬂlﬁlﬂﬂﬁﬁo
B E -G EREES N ENNSIEEN, HEEN]ZEHTNETE, OpenShift REFAH
LUNEH& T ERIRFSIRM T RIIERT &,

1R A] LUBE A  Docker CLI FE2E51&, {B OpenShift Container Platform iR iRt 22855 1%k, @iF @I
BRI sE B k) Bh A B F IR,

BTN AR 2R AR T &, B EDMGRBILIR LT IR ETRRAN same " Hiik, BPF
EMERBBEENM—RFESIA (—MEKB+H/HHEE, 10 fd4d297e2ddb050ec4f...) , B H #KAH
BH12AFR (40 fd44297e2ddb) .

BRhR A PR SR

AT RRASH, Docker RESAARVFNAIE (M1vil. v2.1. GAHBEIA BF) EF—FIEEMEME
1%, HIETLUERIR—55&#M 7 centos (KRR latest 11%) . centos:centos7 =X
fd44297e2ddb,

Digk

H
[=]

Xt FAEE 75 OpenShift Container Platform ik, T~Z{HF latest i1%, XL LL

openshift3/ FF k5. latest ATLASIFAZMRA, 0 3.10 5% 3.11,

A PRICEIRIE TR B HTERES, B, REEFIIREIR, FHUTIRMAE EIEFER OpenShift
Container Platform {505 :
vX.Y

vX.Y FRZ R X.Y.Z-<number>, B, 1R registry-console SR FEHE v3.11, SiEERFHH
3.M.Z-<number> PR3, #03.11.1-8,

XY.Z

5 F@ER vXY RmOIZEEL, XY.Z REIEERFI X.Y.Z-<number>, 80 : 3.11.1 5 ME 3.11.1-8
X.Y.Z-<number>

PR RME—r, AEN, FERLRER, MREGEEH, NEEASFH. Hlw0, 3.111-8 AR

[ 3.11.1-8, BEMEHRMWEIRHEEMLL,
3.2.3. A& HIR registry

ARRBREMKRER TEHAKER Docker BAMARFRIIIRS . registry BE—DHZNMRBREME
HEE. BMEBREMESE—NHE ML R, Docker 2B 2HIEMEKR, Docker Hub, fEBH
DERAMESRE=AEMER, LLIB1E registry.redhat.io £ 41T HERME T — registry, OpenShift
Container Platform A Al iRt E NER registry, FATFEEBE LA REK,

TEIRER T A2, HRIRH registry Z AKX :
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https://registry.hub.docker.com/

REGISTRY SERVICE

IMAGE REPOSITORY

O Image (v1)
docker push
Built Image | Image (v2)
User Image (latest)
i
docker pull :
-------------------------------------------------------------------------- 4
1 1 1
| | |
v v v
HOST1 HOST 2 HOSTN
CONTAINER CONTAINER CONTAINER
Image Image Image

3.3. POD RS

3.3.1. Pods

OpenShift Container Platform I Kubernetes B pod #:&, ER2HREMELER—FHNLH—PHZ
A%, hEUHEN. SENEENSNTEST.

NREBME, Pod ABMEETFHHELS (MEHENM) . 1 pod 2EEBECHIRE IP i, RiLHHAE
TENImOZER, HH pod RHRSFAIUHZHEARMZFMEFIML,

Pod BEmAEH, BIEIELE, BABINE-—TRLZT, REFSHZT, EXFSREIENREN
HAbRRWMIER Iy 1L, RIFERBSFLEHACH, Pod AIFERHEMIFR, SARE TRLUS AR BE8IV
l‘ﬂo

OpenShift Container Platform $§ pod EAR LI AARE AL ; FE21THIAI TTIEE N pod E L. OpenShift
Container Platform @i 4 (LI # pod, BF AEHNENEEM/ KEMBIEEFCEE pod, ML

B, Pod bl N 2HMFN, FREEFRCBRMNEREFREIRT. Bit, pod BENHAESHHH
hE B, MAREEHAIEE,

p= =1
BXRBEA OpenShift Container Platform 7 R ENBIR K pod HE, HSHEE K.
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Digk

==
[=]

T 52 E HIHEH SR EERNBEN pod FRET RPN B HE.

T R—MREKE L2 1THARSSHY pod RBIE X, ZARSSS:FR LR OpenShift Container Platform it
R —ER Sy, BNEMRMIB SRR registry, BRBRT pod MIFZ 4, HpRSHEEHEMET S
i, R X B IR K

Pod X & E X (YAML)

apiVersion: vi

kind: Pod

metadata:
annotations: { ... }

labels: ﬂ

deployment: docker-registry-1
deploymentconfig: docker-registry
docker-registry: default
generateName: docker-registry-1- g
spec:
containers: 6
- env: ﬂ
- name: OPENSHIFT_CA_DATA
value: ...
- name: OPENSHIFT_CERT_DATA
value: ...
- name: OPENSHIFT_INSECURE
value: "false"
- name: OPENSHIFT_KEY_DATA
value: ...
- name: OPENSHIFT_MASTER
value: https://master.example.com:8443
image: openshift/origin-docker-registry:v0.6.2 6
imagePullPolicy: IfNotPresent
name: registry
ports: G
- containerPort: 5000
protocol: TCP
resources: {}
securityContext: { ... } ﬂ
volumeMounts:
- mountPath: /registry
name: registry-storage
- mountPath: /var/run/secrets/kubernetes.io/serviceaccount
name: default-token-bréyz
readOnly: true
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: default-dockercfg-atO6w
restartPolicy: Always Q
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serviceAccount: default @

volumes: m

- emptyDir: {}
name: registry-storage
- name: default-token-bréyz
secret:
secretName: default-token-bréyz

pod AT LUK FT L (tag)" — DK ZE ML (label) , ARBFERXLEIREE—MREFEFNEESH
pod, HRZELAE/ (A& NIRTFIE metadata #7IH, ABIFH—MRZER docker-registry=default,

Pod EEGAENAFTEEFMH—LIR, —1 pod E LA LUER generateName E M5 E R FRHE
fitt, ¥ B & BRI RF R £ K HE— &R,

containers I8 E—HRBE L ; KR RE—1, SARLHHEHER.,

AR EIME L 8 B BENERBA BB R,

pod FMENAERFEMH B 2HDocker AN B R HFHITRE,

BEIHEETE pod BY IP _EIRHEAIIRDO,

OpenShift Container Platform AABE LT —NMRELTX, EERSAFHFENFNESERZ
g HEUMMERF &0217, FF. RMALTXHRGEIMELRGE, BEEATURESEITE

BRARECERRTEINABEEENMAE, EARGF, —NEATENE registry EUE, H— 1B
REEZIERI AR, registry BEXLEZUER A OpenShift Container Platform API 4 HiE K,

pod EfSEEME, HREMIE N Always. OnFailure #1 Never, ZRiIA{E 7 Always,

Pod %} OpenShift Container Platform APl & HiF K@ — ML E LHER, 85—
serviceAccount FE&, FATFIEE pod 7E4 HI1EKEE AW BR 551K - B P # 4T B KIE, XAILLH
B & CE MR L IR AR AT A T ) 1,

pod E X T AHERBFERANEMSE, EABF, BRET —MHETEM registry IR &, UKR—
NEERSIK P EIER secret &,

Itk pod & X A& 31E OpenShift Container Platform £ pod Sl H FAHEEMAREEIE
FTHIEM, Kubernetes pod XA N T pod HITHEEF IR,

3.3.1.1. Pod EE

Pod EE KB RE T OpenShift Container Platform #£1% pod H IR 2518 H S IN{aI R, SRBE N FA 1%
Pod FIYFTA B 2.

ARERER :

o MK -FE pod EEHT, IRIEHCRLBIERT(10s, 20s, 40s)BFEEESS pod ERIHERHEMIER. L
& Always,

e OnFailure - M ERERE (10s, 20s, 40s) FEIZEIHXEE pod AHEMBIREE, LRD S 2
B,
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e Never - REIRE/H pod FEREFKWHI R, Pod ILEIKWFR L,

HAERTEE, pod KITARBEEFH N1 m. XBENKE, FTE—MEFRFTEEME pod ETREXWEE
&

PERIZR R
MNiZZZ1ERY Pod (fBlgN, #tEiT . OnFailure = Never
=)
ANZEIER Pod (150, Web BR S HI3EH25 Always,
%528)
EEEEAVSLZET 18 Pod Daemonset F=

IR pod EMABREKI, HEEFKEMEIZES OnFailure, ] pod RFRBEZ T RLEHFEHEIAE
. MREAFLAHREN, EEA Never HEE R,

INREA pod KW, OpenShift Container Platform /51— /1N pod, A AR EER RN BEF I

RTEHT pod HEFENAE, FHZE, NARFRELERZINZTSEBIEN XH, BiE. TrB0kEH
%Q

Kubernetes RIHEE R B mIREENAIFEIR SR, S=REFEENN, kubelet RBHLE
OpenShift Container Platform &5,

MREZTREERRTASE, FAIEERASRUEENRZERERN. NREFTIMNEH
—HREER. TRIUEERENEHTI AR TRHEENR,

N T 2 OpenShift Container Platform #{AI {5 KW A SR HERHIE 5 2KBE, 1E S Kubernetes
XA BR S

3.3.2. Init 5%

init B2% &1E pod N ARFEARAIRIEEIN pod AHARR. Init REFUUHRES, PUTRSRE, HiE
FIRMBSRERIHITIHE, Init AR ATLEIESERN ARRFRSRNED), BRIHR —LaRFE N
1k,

% pod [EBIN, EMLEBIGRILE, MBRIFZRINFED. 81 init RREBLIKRINEY, REHA
T—1Aa%. R init FRE5 (RANZITHNITERD) SBRHEKW, NRIE Pod F/H 58 KRE
'-Ib-lc

BEEIFA init B2REPKINET, pod TiETFLL,

BR—Yinit 82REATA, 1HSH Kubernetes X1,

LUFRBIBHR T — N EEWA init B8RMHEHE pod, HB— init BERSER myservice, H-NMIERF
mydb, P BREBHE, Pod MR/E5,

Init 88 Pod X R E L (YAML)HI
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https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#example-states
https://kubernetes.io/docs/concepts/workloads/pods/init-containers/
https://kubernetes.io/docs/concepts/workloads/pods/init-containers/#examples

apiVersion: vi
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
spec:
containers:
- name: myapp-container
image: busybox
command: ['sh’, '-c', 'echo The app is running! && sleep 3600']
initContainers:
- name: init-myservice 0
image: busybox
command: ['sh’, '-¢', 'until nslookup myservice; do echo waiting for myservice; sleep 2; done;']
- name: init-mydb g
image: busybox
command: ['sh’, '-¢', 'until nslookup mydb; do echo waiting for mydb; sleep 2; done;]]

Q 15 myservice & 23,

@ 5% mydb B3,

B init BREEEH app BEMFTEFE, {H readinessProbe R4, init e /LR FREAS:, BT
ETE U BRFER Z HHIFAEE

init A283 T LATE pod £ & & activeDeadlineSeconds #1 livenessProbe, LARGLE init B2RKIZEN, &
BhE LR A B4F init BaR.

3.3.3.R%

Kubernetes iR55 e MBI B393R, ©IFH—HERIN pod, URIBEEZRMNERE., TLAERSHE
BIRISMBRZ#F pod, RNARSEBZHRIFAIA, MMEMKITF RS HEMX ReeE A — Bt 5 B
Bo. ERIABRSS clusterlP ik 3 B OpenShift Container Platform RERM%E, B 1RATF R pod HE
I‘ﬂc

BRIFMAERIGRIZIRSS, ATLUSEEEA IR externallP # ingressIP ik B4 1ZARSS, XL
externallP il th T LR B 1P bk, 1REEXIZERSS MU= AN Ui IRIFNER.

RSSO E— IP At FIsm O, DiRAAEEEIE HBEE pod. MRS ERIRELEAR R EHZITHIRN
R, XLERBERFERD LRERFENMLZRS.

5 pod —H, BRZ5ZE REST X R, UTHRAIERT EFHTE LK pod BIARSTE X :

MRS50TRE XL (YAML)

apiVersion: vi
kind: Service
metadata:
name: docker-registry ﬂ
spec:
selector: g
docker-registry: default
clusterlP: 172.30.136.123
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ports:
- nodePort: 0

port: 5000 (4]
protocol: TCP

targetPort: 5000 6

AR5 & F5 docker-registry th il F7Edn 4 Z2 (Al R A E AR HEAth pod ARRIARSS IP BIIMR L E, AR
KER%H 63 1NFER.

PR RRR AT A H B N a & pod BEINE docker-registry=default Fr%#) pod.
ARSSHIRESL IP, MPIER IP ith B ZhOIEE,
AR 25 00 B3R O

000 O

AR5 FERER X BIMNE R pod LRIRO,
Kubernetes X4 BB EZSRFERNER.

3.3.3.1. Service externallPs

PRT SEBERINER IP Motk 4, AP ARECEREANE P Hhit, FEAATREREEL L IP BET
E\\Q

BT AWM master-config.yaml A EZER externallPNetworkCIDRs 3 [ %
externallPs, 2§ master-config.yaml & - B}, W/lEF master IR,

externallPNetworkCIDR /etc/origin/master/master-config.yaml 7=l

networkConfig:
externallPNetworkCIDRs:
-192.0.1.0.0/24

BRS5 externallPs & X (JSON)

{

"kind": "Service",
"apiVersion": "v1",
"metadata”: {
"name": "my-service"
2
"spec": {
"selector": {
} "app": "MyApp"
"ports": [
{
"name": "http",
"protocol": "TCP",
"port": 80,
"targetPort": 9376
}
1,

"externallPs" : [
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http://kubernetes.io/docs/user-guide/services/
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#unique-external-ips-ingress-traffic-configure-cluster

"192.0.1.1" (1]
]
}
}

@ FTEELATFEROMNMNE P HUFIR, HIIRIRT IR 1P thut SR 5.

3.3.3.2. Service ingressIPs
EETERP, FTLIMMIE AR B E externallP iillt, XA RBEEAFHOEESITINEK,
hIE /etc/origin/master/master-config.yaml X {TECE., B XHEE, Z/E master iR,

ingressIPNetworkCIDR #EX A% E N 172.29.0.0/16, MNREFIMELEREFERXNFAEEH, HER
RUSEHHIRE R E EH,

ﬁ o
Y INRERS AN, NHSEE 2N 256 MMl

ingressIPNetworkCIDR /etc/origin/master/master-config.yaml 7=l

networkConfig:
ingressIPNetworkCIDR: 172.29.0.0/16

3.3.3.3. Service NodePort

WEARSS type=NodePort fF MIFIRECERSEH DB — MmO (RIL) 1 30000-32767, BT R
O (BN RAERROS) KERIERIRS .

Friim S ERSEB RS, ITF spec.ports[*].nodePort T,

EEE—NEENRO, "HEOSME nodePort FE&H, BHE iHOSWHIEN nodePorts EEESE H
M. ¥ 'master-config.yaml' #eZ R, W& JH master iR55.

Sample servicesNodePortRange /etc/origin/master/master-config.yaml

kubernetesMasterConfig:
servicesNodePortRange: "™

RS SR YE - < NodelP>:spec.ports[].nodePort 1 spec.clusterlp:spec.ports[].portfgF = o I,

Pz )1
- % & nodePort @ —MFIIEE

3.3.3.4. RS HEER

OpenShift Container Platform & W N R SEIIHIAR 55 B8 FH &AM ZR A, BIARSEIISE2E T iptables, 3
{# F8 probabilistic iptables B4 5 NI AT = Pod 2[R9 4 1% ABIRRSSEHE, WERMCHEERR -2
ARSI AMIEE, REESIHRMEP— NS Pod ZARIERE.
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HTF iptablestI LHENEETS, BEERMAAH SAKEWES ERE ; B DAL ENEERE, B
HFORZR S NiE SR, BIRITESTE, MREEBRIFN BEERE (HBETEMNTT S pod) ,
METF iptablestIfRSHIB R BAELEE, BN, Ka] LAFEREN B FiE T SR B X4 BERNH
FAELF P 22 A R IR,

3.3.3.5. LRSS

RN AREAEE G &L — RS P thil, EaAE—NELRS. YIEBT LIRS
B, REHITHRESEESRNRIE, BRRNZRSDEER P, W FILHKRS, DNS RIRBRES2EE L
T RS RERE,

EREFERRMIRSS - X TFE AR LIRSS, maiEHZRRTE AP A il Endpoints i3k, FH{EX
DNS ERiE iR E3EMA X FHIZRSH pod B9 A IE% (i) o

BARFESRNIRSS - S FAESOEFESHT LIRS, mREFHETR0E hx 2%, BZ, DNS RAR
EHFBEEU TR

e XIF ExternalName X #!fR%5,  CNAME it %,

o WFRBEHEMARSEE, NFERFSHZAMHE MR LK,

3.3.3.5.1. B L LIRSS

BT LIRSESOIBITHERS KL, BFLFE0E ClusterlP #bii, ZEAET LRSS, &N clusterlP :
none SE{E NARSS YAML & X,

B, *FEER N E—ERF KRS — 289 pod 4H,
Pod %z

I $ oc get pods -0 wide

it Bl
NAME READY STATUS RESTARTS AGE I[P NODE
frontend-1-287hw 1/1  Running 0 7/m 172.17.0.3 node_1

frontend-1-68km5 1/1  Running 0 /m 172.17.0.6 node_1
BRI LU TR RS E SO -
Tk Bk S5 % S

apiVersion: vi
kind: Service
metadata:
labels:
app: ruby-helloworld-sample
template: application-template-stibuild
name: frontend-headless ﬂ
spec:
clusterIP: None 9
ports:
- name: web
port: 5432
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protocol: TCP

targetPort: 8080
selector:

name: frontend 6
sessionAffinity: None
type: ClusterlP

status:

loadBalancer: {}

ﬂ T LRSS B FR,
Q 1% clusterlP Z2 2% & 7 None A — 1ML LRSS,
9 #FEA frontend 175 BIFTAE pod.

T, TRRSAFEBEM IP ik,

I $ oc get svc

L
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
frontend ClusterlP 172.30.232.77 <none> 5432/TCP 12m
frontend-headless ClusterlP None <none> 5432/TCP 10m

3.3.3.5.2. AL LIRS H TR = AT

AT LIRS BF L BB R LAERE LI pod BY IP ik, FRAEMRSFTE MEIIERINE, HERRSHA
MRS ARBET TR REGTT IR, ERATLKRSE, RFBIFFETIIRSS DHB pod B9 IP HIER A,

LI EHPREIRSSHY DNS A CRE], RIRBRSH N EI8E P,
I $ dig frontend.test A +search +short

=1

I 172.30.232.77

B, MFILLRS, EAILUREREA pod B IP FlKk,

I $ dig frontend-headless.test A +search +short

i tH o Bl

172.17.0.3
172.17.0.6
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p= =1
X F AT A StatefulSet T LRSS LARABRBAR, EEBETAAICFNLS LR R #RAT
pod #9 DNS, ¥ publishNotReadyAddresses %i& /) true (BRIAE W false) ., 4

publishNotReadyAddresses i</ true i, iX3R7R DNS LM AR 1 51% AR 55 REXHY
Endpoints F%# notReadyAddresses,

3.3.4. 1%

ERTHL HIEF APIXIR, B0, pod ERAREITIRC", RSERIFEEFESHFIVHAREN
pod, XEFERFSEEWSIA pod 4H, BEEFTLUFHEREERN pod #1HERKEISLE,

AREFNFHETURERETHEREETE. RERETRTIRENARFBREY RETOH, i,
A pod. ARZ5. SEHIiRHIZ: f BEECE AT LA A,

PR 2R AR/ (X, ITRAIRR

labels:
key1: valuel
key2: value2

EE

e [ nginx F23HMM Pod, 1% 4 role=webserver,

e [ Apache httpd F24 MM pod, HITZEH role=webserver,
E X H#E A role=webserver T1% 8 pod BIAR S5 2% & HlI12HI 2R IFX B4 pod MR —HB—EB .
Kubernetes X B 2B XIFENESER,

3.3.5. Endpoints

EimARSHIR S 2R A HinR, FHHAMSRSEEB Endpoints KB RIEE. HBARSSH pod
B, XL pod 3@ & HAR S MG HBIIRZ LSR8, OpenShift Container Platform & Bzt Hg mixX L
pod B Endpoints X &,

ERLEHERT, BTEBEVRRS, EeBHARENZR, MARH OpenShift Container Platform &
Bl pod ZHF, EXMIBERT, EALIEUHARS Y selector %, F Fof/E Endpoints X5,

HER, OpenShift Container Platform RRFRZE A - FhAIBIH=NR, B8R pod FARSS IP &

BRI P i, RESFEENNEMENT wma/fRE FOIE FIRHEFFEE QA
Endpoint &R,

3.4.TEMAF

3.41. AF

5 OpenShift Container Platform BIZX B 5 F#EXEL, OpenShift Container Platform B3 X R~FR—
MUTE, TLLETRA B RinA ERET REPRIR,

AREFENRAIRBEA N
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-integrating-external-services
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#managing-role-bindings

EHAF XRARKZHIZHER OpenShift Container Platform M RTRH AR, EHBAIES—K
BRBERGIRESOIE, EET AP G, A &L User W REKR. I
i, joealice

RGAF USRI AP EEMENEE N BH0E, FTEATEEMPENLS APIRLMRE, X

AEEHEELS (AR —ER) . BREFT DT RAS, HEBBERH registry &
AMAR, UR—LHBAF, &F, B TERRGEAF, RIAHKRESHRIENF
kEMA, i : system:admin system:node:node1.example.com

BR S5k P XL 5B XBMFFRRGA S ; Eh—EAUI B ER0EN 8508, miiEEE
AT LD BE % AR 551K 7 SR E SR & AN H IR B B FIAURR . AR 551 7 il
ServiceAccount i § ¥k, #40 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

B RIE RS DEIEF 8ED7 7] OpenShift Container Platform, JC& 255 1IEk &9 %5 E
TR APLERRIIE N BERRGAF XEHER, S FHRRIEE, REERERS HIEIGUTH
1215,

3.4.2. fp R 22 [H|

Kubernetes fn# 22 B3R 4t30 &£ BF A FTRMINLE], £ OpenShift Container Platform /1, TiH —F
B ERRH Kubernetes #p & %2 ],

B2 AT SRR ME—SEH -

o IEEBMHTIR, LUBGREXRMEHRE,

o FZRAFIERFHEERI

o [RFIH X BIRHEFEIBES,
RAHRHARS B RE BT p B EREEE, B-ENKRAELIESEMEZER, 0T MBS,
Kubernetes X5 it B X B ZEFIMNESE R,

3.4.3.7H

Tji B M A E B Kubernetes R 22 (0], 2EBEMA S FORUTFARMAREME, BLUiE, —
MEXRMA T UES Hittt KRB FESAMEBERNS, B BEE A% F 50 E MU RFYL
IR &, MMRBAAENQIETIE, NBshEE A CAEUIB /U RABR,

T B 5T LA HREY name, displayName, #1 description,

e WFER name BUEMM AR, EHEMA CLITESAPINZMERAN., 2MKEREH 63
NFEF.

e T displayName 251 EE web #ZHI &N ERFX (BN name) .
o TERYHAE AT LLR T B B OIFMBER, ©Hh1E Web ZBHIAFE I,

BUIERE T B —4H :
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&R (object) Pod. ARZFSFIEHIILH=F.
%5 (policy) F3 R BEE XN REATERAE AL,
AR K & MO SR AT BRI B B A

(constraint)

ARZ5 1K ARS5K - B B A B Aok SR 8948 TE Uy (I A BREAT 1R 4F
SHEENAL QRIE, FRIME NEEIRERS AP EKNERK, SHEENBATURFF
Nl ISISN:SEI= R

FLEANGMEEARLUER CLISK Web 2f]& 50ERZH,

3.4.3.1. ZENIZ M

OpenShift Container Platform M K& H, Ll openshift- FFLHTIEX BRI RNEE, XLEITH
EEE N Pod BT EBAGMEMEMEBEM AL, EiXLhRAEEPUBNTA X Pod K pod
WA N RE, SIISFRIEH kubelet A, TEXLEd &2 R EEHEOERR Pod BFRiC N critical”s

3.5, EMBESRR

3.5.1. 1% (build)

T4 (build) BIFHI A S EILNE R RITTE, I RRRE R T RHASESKRARBE N HZITHRE
f&. BuildConfig ¥/ R E2EMIETEHIE Lo

OpenShift Container Platform @i MIEE &R O3 Docker XA LR, FHR B HER BEHE
registry H,

BN REZHRAE : WENEA., TSREEIREE, ICFWETR. MBRIIWERLZHTRIFLSE
FIRMRZORE, MESFERTRRS, EAREENRRE, 0 CPUFHRE. AEFERE, URHE
=% Pod HUTHSIH],

OpenShift Container Platform 8 REGIR BN HEFRBEN AT BX R, BIEFHE APl RiEER L
R, THMIMERBREERE=M

® Docker fig
® Source-to-Image (S2I) f5E
e Custom g
FINBERT, 2%F Docker MEF S2I #9EE,

MEBERMNTREUR TR TR eEES (builder) o XFF Docker #1 S21 #98, AN N EHZIT
iR, XITF Custom W8, EMBIN REMHERFRIEZIBENTMEY,

F4%, WEFIA Pipeline 1232 5REESRELIME R TR
o RFAER
o RFAERE
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#managing-role-bindings
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#selfprovisioning-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cli_reference/#cli-reference-index
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-projects
https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#defining-a-buildconfig

BRUEMHIR, HSHFLAGIER,

#NFE A X OpenShift Container Platform #0{AIf# A Docker HITHEMEZER, 1HS M L3,

3.5.1.1. Docker fJE

Docker F9325RB& A A docker build 843, EWEE—1EHF Dockerfile WEIEFEHEHTPIEHRELE
MTH, MmEEERAZ1THE R,

3.5.1.2. Source-to-Image(S2){H &

Source-to-Image(S2l) @—MATFHERAIES £ KK Docker RXARFHRNIE, eBIFENARER
RIGEABRRREF LRGSR ERATRINZITHG SR, FRGME T ARG (WESR) MHENR

K15, ForEEC docker run S5 {EA, S2| ZHFAIEWE, ATEEF BELUET PRI EH 2N
THE,

S2I L mEtE -

B RE M ALRE S2I A, [BYRRFREIEAZLEMANER Docker A BRERHIR, LULH A
WENESRG, HER, S2I BRlkSE tar E AN ARFIRCH, RItHGFEEENILIE

tar [E4ERIA A,

RE A S21 5, LRI UBITAEEMRE, THEEE—SUEHZE, HFmeeSIIRENR
2, A, TLUURE S2l AREEF AN BREFEEMIBIRA, MADEERZITHERT
HEEe].

A #ME MBEMEBGR N ELSFEMEBEENT, N S20 RrETHNEMSEREREN BREF,

BIEME BT R IR EM A VFRE = 14T Dockerfile RRVFHIIRVE, PaaS a4 A 51 8T LU G = 4b i
=i RNERS.

BirReH TR ER Dockerfile 2FENRARET root FHIRF. R NED Docker fyid F2E@ET B
# Docker MBI FIZIT, XAREBERMAIFIA. S21 BREILL root TR, TREW

LAJE root A I 1THIA,

JZE PRV S2I ik FF A& AN RTEN BRRF R EHITAER yum install REAIRIE, B X RIRIERTEE
SWIETFAEREE,

EXRY S BEHEHEKRESRY, EANEPNRELRZATECHNBRER,

AESEMME ERBERTUSEREHA, SEUWEIEMKBITREERE, XrTHREHNERER
Bifko

3.5.1.3. HEXMHE

XA Custom HEERBEAS, FFAANARLE LA TREMYB I RN ENRSES. B fAB Sy
Wbit%k, WUBE IRRRE.

BE LEEs (Custom builder) HRZERA T H2I 122 HAVE @ Docker X F R, HIMNATH

£ RPM sk £ il 55{&k. openshift/origin-custom-docker-builder $i{&7E Docker Hub registry EENEE
MK ERER AR BRI SE R IR
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https://github.com/openshift/origin/blob/master/docs/builds.md#how-it-works
https://docs.docker.com/engine/reference/commandline/build/
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3.5.1.4. Pipeline f4&

X Pipeline HERIEES, FF& ARTLE X Jenkins Pipeline B Jenkins Pipeline & H4T, HEERTLL
B OpenShift Container Platform f53/. IGiEMEE, HEAXSEMEMRLEMER,

Pipeline TERTE Jenkinsfile T X, HEERAEWREES, FEE Git FilEHRUFBVEREE
51F.

B $B— R fEFA Pipeline SRI&E X BECER!, OpenShift Container Platform &5Lfl1t Jenkins ARS5 2%
EHITE B, UEPMELEENEEENEZXA Jenkins IRS 25,

BRINEERE Jenkins AR5 KINAIECEN R A BINEFITHRIFE, HSHREE BT,

BNMERRA Pipeline H9EEEEMWMR, Jenkins lRSBBARBENMIR. B & IF 5
BRE.

A X Jenkins Pipelines WEZE R, 1554 Jenkins 34,

3.5.2. BHi&R

BRARREREIRZR M T — B F M OpenShift Container Platform F15| AR 235 &R £, HER
REGERTFEETRER, BEREFERMENRERS, BMEEMEZEPNERLED (2L,

BR A2 LR GEE, SR THEXGERE—DRMRBEIIE, RUFHREREREZE,
ISR DAERNINET B RS, ECE RIS R M RHREORENBA, Fhlid DA T2 SiaR E R M R AL,
plgn, INREBEBEEGERENRGRFEOR T ZHEERIFRA, N2 BIHITEE URERRIIFTAR A,

B2, MNREEEFH Deployment =X Build RGNS, NEMEELH T BRHIR registry AR
R, WENMEMIWLFEAZIN (BMREF) FHE,

REHR AT FHEEUL T E—ALE :

® OpenShift Container Platform %4 registry

o —/NALER registry, #0 registry.redhat.io & hub.docker.com

® OpenShift Container Platform &Ry E thF 571
LIRENBIAGHRRINGE (MR ELLE) IR, TIEABEERING, MAR Docker %,
IR B HERE N BIEFRT, OpenShift Container Platform & {& SR MR Z 18 Docker A E, LA
ERSHEERFDN D, FHERERNGER,
BER TR S HMhERHE R —BEMHEE eted A,

UFHRERBENMNMRZE : 34 1N1EM Python v3.4 55{&F0 35 (35 Python v3.5 &) B 34:
I $ oc describe is python
=1

I Name: python
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-pipeline-execution
https://jenkins.io/doc/pipeline/
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#image-change-triggers
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#image-change-trigger

Namespace: imagestream

Created: 25 hours ago

Labels: app=python

Annotations: openshift.io/generated-by=0OpenShiftWebConsole
openshift.io/image.dockerRepositoryCheck=2017-10-03T19:48:00Z

Docker Pull Spec: docker-registry.default.svc:5000/imagestream/python

Image Lookup: local=false

Unique Images: 2

Tags: 2

34
tagged from centos/python-34-centos7

* centos/python-34-
centos7@sha256:28178e2352d31f240de1af1370be855db33ae9782de737bb005247d8791a54d0
14 seconds ago

35
tagged from centos/python-35-centos7

* centos/python-35-

centos7@sha256:2efb79cal3ac9c9145a63675fb0c09220ab3b8d4005d35€0644417ee552548b10
7 seconds ago

ﬁﬁﬁ"éﬂ{%mbﬁk{?nj{ﬁ—%
o @EJL/L/IJJJMT4\ @(&*T *D'H&LQEE%EA% ﬁﬁazﬁ'ﬁﬁﬁq F'F' %ﬁﬁ\ﬁ pUSh* {’IE

o Y /HIRIGHEHEE (push) El registry i, AIfRAMIEFIEE, 54, OpenShift Container
Platform ;A *f EAR KGR (80 Kubernetes X1 5R) EA@EAMK 25,

o ERILUNEMEHR S AIMOIE, MRRFKREER, NXPERSBAINFIFRREGRRF,
XA/ KRB RAE, E%HS(J&?WL:}Z’*B%EB%O

o MEIERAINIE VT FEEIRHEZHR, BEREANLIND L H R,
o MRFRER, HFMINSMTEREMNRIFHNFEERIRA, LBERENNARERESN I,
o MELLET BHEAAN K WHIRECE RS, T #ETUEFMERE K.
o TESERFIU EBRAILER S F BRI BRE A - 4 T 6 R R AR R SRS 52001 B A PR BB
BRERNBEERRES, HSMH OpenShift Biffm AR E,
ERBEEN, SUET RBIGEMIT M M o LRI 725 M SRR B U™ &0, 50 -
o MREHEHRBIFEIRABRREMRINE, NFETRUAERIRHEIE. Hl, FHERIK
% docker.io/ruby:2.5 15[ v2.5 ruby i, BRIBRHEEINE docker.lo/ruby:latest HHREXE
fRA, Eitt, BRI ERTIEmN AR RE RIS U S IFERERII SR ERE.,

o MREMABHRBIPEIRME S — MABRRINE, MARERERARFHEINE, BLBERBRIRE
RESTEHT, UEEUEEETRBHERRINE, ii/l\EE&(‘J‘H‘E%—‘%W&H&T%@E’J}#&ZKEE&O

3521 EERE
Docker ¥#E )
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HXBHHERIITA S IIREES, B0, OpenShift Jenkins FE{&ALF Docker FF{EEH :

I docker.io/openshift/jenkins-2-centos7

Aes registry
AT LAM Docker 2 i EF HE AR S RN TR SS 28, 40

I registry.redhat.io

A&
AN RRZTHRHE—HAS. BES Docker F7iff [ R BYRF EIRE KX,
BRBHEIRE

N REFMEERRREERINE, BTRORES K. flW, XE 3.6.0 2— Mk

I docker.io/openshift/jenkins-2-centos7:3.6.0

ALUEMARGEGRINE, WEATUBMERFNERERRR.

BEEGEHRID
AR T RIAVERE) SHA (RLBFEE) KB, Fa

I docker.io/openshift/jenkins-2-centos7@sha256:ab312bda324

l SHA Bif& ID TEEE . HE SHA IRARRBA B AR £HENBHREIERANE,

B

— OpenShift Container Platform X[, HEA@EERARZIRAIMEREIER Docker X FERHE
&EVIETT. WAILUN BRI N E R F Docker Fh#E,

BRI
BAFEBRRPRGRNSEIETT. RTINS RRHREINEZ R, 1FS 0 LT RERR ,
BRIgERESG

RFEMINL T BERREERNFEGRRPRRZE R, GHRRERE—D AP HRYER, BTK
S-LEHXRFERGK SHATHARR TR, F5 MU T HEERE &,

BHgRMR A 25

él’f“ﬂ%mh‘%ﬂ&ﬁﬂlﬁﬁm%ﬂ’ﬁﬁ’]ﬁﬂﬁ%o plgn, SARSBIREEZ. HEEE. WEHA
R ITIXEE R, BMREfRAes, HSMHU TSR 2R,

3.5.2.2. i @Ei&R
BRI X Has U TTE.
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BXEEGGRMEGRRNIFMER, HSMN AL AGIERE.

BLgART R TE L

0009

apiVersion: vi
kind: ImageStream
metadata:
annotations:
openshift.io/generated-by: OpenShiftNewApp
creationTimestamp: 2017-09-29T13:33:49Z
generation: 1
labels:
app: ruby-sample-build
template: application-template-stibuild
name: origin-ruby-sample ﬂ
namespace: test
resourceVersion: "633"
selflink: /oapi/v1/namespaces/test/imagestreams/origin-ruby-sample
uid: ee2b9405-c68c-11e5-8a99-525400f25e34
spec: {}
status:
dockerlmageRepository: 172.30.56.218:5000/test/origin-ruby-sample 9
tags:
- items:
- created: 2017-09-02T10:15:09Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d 6
generation: 2
image: sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fcs ﬂ
- created: 2017-09-29T13:40:11Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:909de62d1f609a717ec433cc25ca5¢cf00941545¢83a01fb31527771e1fab3fch
generation: 1
image: sha256:47463d94eb5c049b2d23b03a9530bf9448f967a0fe79147dd6b9135bf7dd13d

tag: latest 9

2 il O i

Docker i FEERR, TEULALAIHEE (push)FTHilRk, LAEILEHERR PRI/ B &,
BEEHGORAINE H A5 AR SHA TRIARE, BIRLLEGRINE R BIRE A L RART.
BEER R 2 BB FARY SHA TRiRfF. TR FENREIRH K.

BgRRIRE R,

O

BXBIARGERROIEEE, HSHEER Strategy /N7 BuildConfig? Zft 2.

BXRBIAHEGERNTOEBRE, HSHEEEN Strategy &89 F A/ EEEE.

3.5.2.3. BgnEisg
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_/I\ fﬁ/%/}lbf /%A}\A A%R{g%mbp‘]j:a r'_.| /I\ﬁZHEE"J"EJ%AgQ D,
BHRRBUR AT EMITIL 7 BRI E BRI PR RE X IG R TBIE.

BYMEERS ASIMC RIS, OpenShift Container Platform Fi& B 2 A BEBR R ERIET R,
TR F ARG RBMEMFRGRRE LR ERE UREREREN R,

S
5=

BRREROERBFHEENHREREMMER D, B @ FS2RE:
I <image-stream-name>@-<image-id>

Z5|1A LEMEGRY RROIFNER, BREREERELMT -

origin-ruby-
I sample@sha256:47463d94eb5c049b2d23b03a9530bf9448f967a0fe79147dd6b9135bf7dd13d

3.5.2.4. BgHIRE

/,%?//MT/%?EF'] f)%z/%/mq:'ﬁfj /I\"E%{QQE"J’DQFT%?E%‘I'Q ﬁ%ﬁ jj /stago "ER@%/}IL*T Fﬁ?%ﬁﬁjﬂv\, wi/:\
BRARRAIR R,

R E A 5| BAERAMEERABEENE R, BEIEHENRILTE, RINMIESERANMELR
B, BHRERGRRIIE TC TN A GG, ZREGFET I RICFKHENE—(IE, 2l
HIEB—UEMNFRERNSERME, DULRE, XHEETENR, MMLRERRERD LR,

LUFH&RIRERB EE BRI
PSRtk B R AN R REV BRI

tags:
- items:
- created: 2017-09-02T10:15:09Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d
generation: 2
image: sha256:909de62d1f609a717ec433cc25cab5c¢f00941545¢83a01fb31527771e1fab3fch
- created: 2017-09-29T13:40:11Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fch
generation: 1
image: sha256:47463d94eb5c049b2d23b03a9530bf9448f967a0fe79147dd6b9135bf7dd13d
tag: latest

BRRINE A LR A, Al LAE RE 5
o BFRMEEFRFETFTRANINE, IBAREGNIFENRZE, #0 Python3.5,

o REIEESIFINE, REEA—NMEERNE, HFEURERMUERCIIRENFER, X575
HERRIEEABLL IFJ/EE'E', XEHENTERIEAERS.
5140, OpenShift Container Platform K789 latest R RIT S BRRERIT G, XEKE, HUEH
WA eI AR, latest SRR 2B N RSIRENRITIERL A, 1A v3.10 B latest
BRI T LARER B v3.11, 1EHWER, XL latest HIFRITERITTHE Docker latest
FRERE, EAGIF, latest B HRITETRIEM Docker FEEPHNRFHEEK. ©IEES— MK
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B3 E bl

T, ETREFIEERMIRETIRA, B0, R latest Hi& R SiEMm v3.10 5%, ML LXHT
3.11 kRS, latest IR EARBHNEHE v3.11, FHEEF v3.10, BERNFHHEH HIEMR v3.11 T
N

% o
. IRERPRE DR FEAGROR, TE5I BEMBEGRR.

ERLRIER CHF R0 B CHERGRING, ESM HERNL,

BHRRIR RGO A — MR EENK, AESRIT :
I <image stream name>:<tag>

pian, BEIM LE BRI RO
sha256:47463d94eb5c049b2d23b03a9530b94418f967a0fe79147dd6b9135bf7dd13d if%k, HitkiRin
ET

I origin-ruby-sample:latest

3.5.2.5. Gig R A 2%
WAHFIRA LSRN, BERMA B FETEBRNRMRE,

flan, EREGRITER, WRMEIBTUBEY, LWFERBT H R ERRRINEFERNE 2
fERF B HERE.

ImageChange fit X SRS EHGRINER BT RRE ( HEXTREVETARAR ) 7 £ HH0 S HIHEH 25,

ImageChange fit % 23

triggers:
- type: "ImageChange”
imageChangeParams:
automatic: true
from:
kind: "ImageStreamTag"
name: "origin-ruby-sample:latest"
namespace: "myproject”
containerNames:
- "helloworld"

Q #NR imageChangeParams.automatic FE X BN false, NIftA% 2RKEZEH,

£ LEBIF, % origin-ruby-sample &7 HI latest TR%5(E B el FH B R RESEBBEER helloworld &
BHIEEN YRR RN, &M helloworld BESHIHT IR QIR HTHY S 12525,
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=

; INRESMEEE LE LT ImageChange fii % 23 (7748 ConfigChange fil % 23 %1

automatic=false, =X#& automatic=true) 3 H ImageChange fil % 235mH
ImageStreamTag = ~7F7E, NHAERE SRR S AN S EMEHXE
ImageStreamTag 32BN & 572 50,

3.5.2.6. Bifg Rt

L B registry WEIFTFRGNT, ©ROBHEERMIHEH L %EE] OpenShift Container Platform, M
MR ERTIE. AR, SRR TEIE,

%R{g%muﬂg%g = ETQ&UJ BEo

L8 B FAIE#FHHE (ﬁﬂ%r‘ﬁiﬁ&) #J—Htt’fm%fﬂﬂﬁﬂ%ﬂ{%umqﬂ OpenShift Container Platform 7
ﬁ%‘ﬁr’ﬁ’fﬂ%ﬁ’]ﬂﬂﬁmiﬂﬁ e, AORMEMELZE, OpenShift Container Platform BRI A
5, ZAEmK 63 NFER.

==
BRFYIRCIRERIFENE, 1§51 Developer Guide,

LU TR SR 45 R 2R PR IC N test/origin-ruby-sample:latest :

B TBRETRT R TE

apiVersion: vi
kind: ImageStreamMapping
metadata:
creationTimestamp: null
name: origin-ruby-sample
namespace: test
tag: latest
image:
dockerlmagelayers:
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36bead1755b6cddfaf10ace3coef
size: 0
- name: sha256:ee1dd2cb6df21971f4af6de0f1d7782b81fb63156801cfde2bb47b4247¢c23c29
size: 196634330
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36bea41755b6cddfaf10ace3coef
size: 0
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36bead1755b6cddfaf10ace3coef
size: 0
- name: sha256:ca062656bff07f18bff46be00f40cfbb069687ec124ac0aa038fd676cfaea092
size: 177723024
- name: sha256:63d529¢59¢92843¢c395befd065de516ee9ed4995549f8218eac6ff088bfacbbe
size: 55679776
- name: sha256:92114219a04977b5563d7dff71ec4caa3al37a15b266ce42ee8f43dba9798c966
size: 11939149
dockerlmageMetadata:
Architecture: amd64
Config:
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Cmd:

- /usr/libexec/s2i/run

Entrypoint:

- container-entrypoint

Env:

- RACK_ENV=production

- OPENSHIFT_BUILD_NAMESPACE-=test

- OPENSHIFT_BUILD_SOURCE=https://github.com/openshift/ruby-hello-world.git

- EXAMPLE=sample-app

- OPENSHIFT_BUILD_NAME=ruby-sample-build-1

- PATH=/opt/app-root/src/bin:/opt/app-

root/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

- STI_SCRIPTS_URL=image:///usr/libexec/s2i

- STI_SCRIPTS_PATH=/usr/libexec/s2i

- HOME-=/opt/app-root/src

- BASH_ENV=/opt/app-root/etc/scl_enable

- ENV=/opt/app-root/etc/scl_enable

- PROMPT_COMMAND-=. /opt/app-root/etc/scl_enable

- RUBY_VERSION=2.2

ExposedPorts:
8080/tcp: {}

Labels:
build-date: 2015-12-23
i0.k8s.description: Platform for building and running Ruby 2.2 applications
i0.k8s.display-name: 172.30.56.218:5000/test/origin-ruby-sample:latest
io.openshift.build.commit.author: Ben Parees <bparees@users.noreply.github.com>
io.openshift.build.commit.date: Wed Jan 20 10:14:27 2016 -0500
io.openshift.build.commit.id: 00cadc392d39d5ef9117cbc8a31db0889eedd442
io.openshift.build.commit.message: 'Merge pull request #51 from php-coder/fix_url_and_sti'
io.openshift.build.commit.ref: master
io.openshift.build.image: centos/ruby-22-

centos7@sha256:3a335d7d8a452970c5b4054ad7118ff134b3a6b50a2bb6d0c07c746e8986b28e

io.openshift.build.source-location: https://github.com/openshift/ruby-hello-world.git
io.openshift.builder-base-version: 8d95148
io.openshift.builder-version: 8847438ba06307f86ac877465eadc835201241df
io.openshift.s2i.scripts-url: image:///usr/libexec/s2i
io.openshift.tags: builder,ruby,ruby22
io.s2i.scripts-url: image:///usr/libexec/s2i
license: GPLv2
name: CentOS Base Image
vendor: CentOS

User: "1001"

WorkingDir: /opt/app-root/src

Container: 86e9a4a3c760271671ab913616c51c9f3cea846ca524bf07c04a6f6c9e103a76
ContainerConfig:

AttachStdout: true

Cmd:

- /bin/sh

--C

- tar -C /tmp -xf - && /ustr/libexec/s2i/assemble

Entrypoint:

- container-entrypoint

Env:

- RACK_ENV=production

- OPENSHIFT_BUILD_NAME=ruby-sample-build-1

- OPENSHIFT_BUILD_NAMESPACE-=test
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- OPENSHIFT_BUILD_SOURCE=https://github.com/openshift/ruby-hello-world.git
- EXAMPLE=sample-app
- PATH=/opt/app-root/src/bin:/opt/app-
root/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
- STI_SCRIPTS_URL=image:///usr/libexec/s2i
- STI_SCRIPTS_PATH=/ust/libexec/s2i
- HOME-=/opt/app-root/src
- BASH_ENV=/opt/app-root/etc/scl_enable
- ENV=/opt/app-root/etc/scl_enable
- PROMPT_COMMAND-=. /opt/app-root/etc/scl_enable
- RUBY_VERSION=2.2
ExposedPorts:
8080/tcp: {}
Hostname: ruby-sample-build-1-build
Image: centos/ruby-22-
centos7@sha256:3a335d7d8a452970c5b4054ad7118ff134b3a6b50a2bb6d0c07c746e8986b28e
OpenStdin: true
StdinOnce: true
User: "1001"
WorkingDir: /opt/app-root/src
Created: 2016-01-29T13:40:00Z
DockerVersion: 1.8.2.fc21
Id: 9d7fd5e2d15495802028c569d544329f4286dcd1¢c9c085ff5699218dbaab9b43
Parent: 57b08d979c86f4500dc8cad639¢9518744c8dd39447c055a3517dc9c18d6fccd
Size: 441976279
apiVersion: "1.0"
kind: Dockerlmage
dockerlmageMetadataVersion: "1.0"
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d

3.5.2.7. G ®
LUTRNS DR T taE B GORAEGR TS, BXEREGRRNESER, HSHEEE G,

3.5.2.7.1 KA XREHRANER

ERNAXGEHERNENE R REEANAEENFAER, HERUTHS :
I $ oc describe is/<image-name>

Bian -

I $ oc describe is/python

i th < Bl

Name: python

Namespace: default

Created: About a minute ago

Labels: <none>

Annotations: openshift.io/image.dockerRepositoryCheck=2017-10-02T17:05:11Z
Docker Pull Spec: docker-registry.default.svc:5000/default/python

Image Lookup: local=false

52


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-managing-images

Unique Images: 1
Tags: 1

3.5
tagged from centos/python-35-centos?

* centos/python-35-centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
About a minute ago

ERBMEXRFERGRINENFAETRER -

I $ oc describe istag/<image-stream>:<tag-name>
4N -

I $ oc describe istag/python:latest

=1

Image Name: sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Docker Image: centos/python-35-
centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
Name: sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Created: 2 minutes ago

Image Size: 251.2 MB (first layer 2.898 MB, last binary layer 72.26 MB)

Image Created: 2 weeks ago

Author: <none>

Arch: amd64

Entrypoint: container-entrypoint

Command: /bin/sh -c $STI_SCRIPTS_PATH/usage

Working Dir: /opt/app-root/src

User: 1001

Exposes Ports: 8080/tcp

Docker Labels: build-date=20170801

RMHHER ST ETHER.

3.5.2.7.2. BRI INBINRE

ERMERHAP—DIAIRERIRE, EALIER oc tag @4 :
I oc tag <image-name:tag> <image-name:tag>

40 -

I $ oc tag python:3.5 python:latest

it Bl
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Tag python:latest set to
python@sha256:49¢c18358df82f4577386404991c51a9559f243e0b1bdc366df25.

£/ oc describe S SHINGEEREFH NIE, —NB5)EENBAERHRER, H— % (atest)igAE
—5ig, RNEETE—NMRZELR,

I $ oc describe is/python
=1

Name: python

Namespace: default

Created: 5 minutes ago

Labels: <none>

Annotations: openshift.io/image.dockerRepositoryCheck=2017-10-02T17:05:11Z
Docker Pull Spec: docker-registry.default.svc:5000/default/python

Image Lookup: local=false

Unique Images: 1

Tags: 2

latest
tagged from python@sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25

* centos/python-35-centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
About a minute ago

35
tagged from centos/python-35-centos?

* centos/python-35-centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
5 minutes ago

3.5.2.7.3. WAERBHE A IR

SRR PR A R BIRVEE A oc tag &, ARINPRZEIEMMERS A ER TR -

I $ oc tag <repositiory/image> <image-name:tag>

Blan, Z& <5 docker.io/python:3.6.0 (&R E1Z python H& M 3.6 Tr%,
I $ oc tag docker.io/python:3.6.0 python:3.6

=1

I Tag python:3.6 set to docker.io/python:3.6.0.

RN EEHFRGEET L, NBECEBTERTIINIZ registry BIEILH secret, B THREZIFMER, FS
[ MELE registry I 5 AER,

3.5.2.7.4. BHE&ERRE
BRI LU RPN A —IR%
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I $ oc tag <image-name:tag> <image-name:latest>
pin, LATeRERT latest i155, LAURBREEGIRAHY 3.6 Tr3%k -
I $ oc tag python:3.6 python:latest

it Bl

python@sha256:438208801c4806548460b27bd1fbcb7bb188273d13871ab43f.

I Tag python:latest set to

3.5.2.7.5. MBI BRBAR AR bRE
MEBHGR IR IBPRZE

I $ oc tag -d <image-name:tag>
4N -

I $ oc tag -d python:3.5
=1

I Deleted tag default/python:3.5.

3.5.2.76. BBEREEHRSTA

ERAERE T registry I, BEIEHFSAHG (PIa0, REGHHWRESERH) , EEA -

scheduled 177 :

I $ oc tag <repositiory/image> <image-name:tag> --scheduled
4N -

I $ oc tag docker.io/python:3.6.0 python:3.6 --scheduled
=1

I Tag python:3.6 set to import docker.io/python:3.6.0 periodically.

Z e S A OpenShift Container Platform & #i B #1445 & B AR IR,

wH 15 8,

EMpRERRGE, HEFzTLRMmS, BAR --scheduled 75, X

I $ oc tag <repositiory/image> <image-name:tag>

3.6. DEPLOYMENTS

FETHEENRINE,

AR EREEEBILE, A
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3.6.1. EHI{EH &5

S HEH SRR ERIHERZITIEEREN pod BIA., MR pod REFHMER, SHEFIFSMHER
Bz, SEBMEEZ pod RIARIE XHHE, R, WMRITHPNREBIMENKE, cREFTEMIRE
N B Pod, HHEEE XHEERFT,

ShHRFIRRESRE
. FIRHBIAR (IR
2. NEEHBRENBEHANTHREE L
3. BTFIRRRE pod B9 FER.

VAR D ECA AR HUEHI SR EE pod —AHIRE, XENESEEEFIEFIZRLOHLHITREE L
. SHHEHI AR EESRREEEIZITH pod LI E, UEREFEIHTHE.

SREFHSZARETNEIRENTHIT B, BHEFZRFISTIRREE(]. BR, XIHFENBEYHE
BERHEEBIAREL,

S #4128 247 ReplicationController B0 Kubernetes ¥ &R,

LA 2 ReplicationController & YR :

apiVersion: v1i
kind: ReplicationController
metadata:

name: frontend-1
spec:

replicas: 1 0

selector:

name: frontend

template: 6

metadata:

labels: @)
name: frontend 6
spec:
containers:
- image: openshift/hello-openshift
name: helloworld
ports:
- containerPort: 8080
protocol: TCP
restartPolicy: Always

129789 pod BRI AL,
FI21TH pod BIPRE L SR,
PEH 25 08 pod AR,

pod EBIFRE N IZ BIEVRE L FEER P EIIRZE,

0009

IREASHBENRREHKEN 63 MFF.
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3.6.2. BlARE

5 SHRHE KO, BIAKBRETALENFZTEEHRERN pod BIE. BIAESEHIEHIZRZ A
RAET, BIASEIFHETREOMERRER, MEFREFSRIAZHETHESEERENK,

REALFEAE LEHHRENREATFEZEHN, FEAREE, TNER
Deployment, BIASAILURIIMER, {EREREMERARME pod 012, MPRFEN, ERE
SENEEHEBIARE, Jpod REFRAUEYN, BEFAFEFIIEECIIVENRIEXE,

BlAE R — M F ) ReplicaSet B0 Kubernetes ¥ &R,

LLUF 2 ReplicaSet & U/l :

apiVersion: apps/v1
kind: ReplicaSet
metadata:
name: frontend-1
labels:
tier: frontend
spec:
replicas: 3
selector:
matchLabels: g
tier: frontend
matchExpressions: 6
- {key: tier, operator: In, values: [frontend]}
template:
metadata:

labels:
tier: frontend

spec:

containers:

- image: openshift/hello-openshift
name: helloworld
ports:

- containerPort: 8080
protocol: TCP
restartPolicy: Always

Q St —H BRI THIFR S &4, matchLabels #1 matchExpressions 8945 2758 2HBE—#E
B,

Q ETHRENLEESR, FRSEERTREMNISIEE TR,
9 ETEAMERESE, BTTiERE, XHEFRET tier FEEZST frontend MIFFE KR,

3.6.3. Jobs
LRI FEHIIZESIZR, HENETHTEENRRECE pod, FREZMETFEHIIEHIZRENFLIZITH

BaKIOTH, MELIATFRESSE. FULRIRFARITN, FERAZEERENTTHL, Fil
AE TN,
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LUTFRAEITE n B 2000 MIE, e, AE5HK :

apiVersion: extensions/v1
kind: Job
metadata:
name: pi
spec:
selector:
matchLabels:
app: pi
template:
metadata:
name: pi
labels:
app: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
restartPolicy: Never

BXRUOEEREL (ob) MEZER, EHSMHELL

3.6.4. SBEMNHERE

TEEHIEHI2IEM £, OpenShift Container Platform A0 T X 504 I & FIERE 4 fp B HAM T LA R 5B
ZHBR., ExEENERS, BENUB—NHEFIESRZE, FRIFEHED pod, B2, OpenShift

Container Platform ZE IR MGG EEDEEIFMBNIIEE, LI E L EFQUEEFIEHZRZ
B Z [EIZ21THY hooko

OpenShift Container Platform DeploymentConfig ¥ R & X LA FEREF1F :

1. ReplicationController & Y #Jt 3R,

2. BEhAEFERBNAML 2R,

3. EERE AR R,

4. H A H Hook.
BRAE BN, TRRFiNLEES), EESS Pod MEEIE (SEMHWIBEHIILFIZE. I RFEH
PEHIZRLLKIZAT hook) o EBE pod AT ENBERSLRPRE, UEREBHEFEAS, HWERS—1
HBEWL, RIS HHEHRRRERE, UEAREN RO,
BXRNACIEMSMERENIFIMER, 1ESH Deployment,

UTRER— AT EN DeploymentConfig & YR :

apiVersion: vi
kind: DeploymentConfig
metadata:
name: frontend
spec:
replicas: 5
selector:
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name: frontend
template: { ... }
triggers:
- type: ConfigChange ﬂ
- imageChangeParams:
automatic: true
containerNames:
- helloworld
from:
kind: ImageStreamTag
name: hello-openshift:latest
type: ImageChange 9
strategy:

type: Rolling 6
@ ConfigChange i % 23 17 5 22 B8 AR BB et ik 42 3T B B 0 01322,
© SUBEERRRPANIRANEEHETRAN, ImageChange ih% 2 & 5 HOIBHTIE.
© =i Rolling SKBERIEERE 2 A LTSN,

3.7. &k

3.7.1. ik

BRI T —HAI S ML IBRIN &R, AT ERNRIIZK, #t OpenShift Container Platform FAF
B, ZUEMNRALUSERASENEYERCEEMNR, 0kS. WEREBM HERE. Eib
AIE X —XRFUIR% (label) , LAN FAENZIEMR A E LB R,

BXAUEMNER RIRIEAER, ESHERER,
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s a1 = o
£ 4 F BB

4.1. 515k

4.1.1.

B2 %5E /2155 OpenShift Container Platform APIER XEXBIA 7, ARfa, BIVZFERSEXRA 18
KHE RRBERBNARTIZIF K,

ENEER, BHLUER £ (master) EEEXH BES KDL,

41.2. BFfAH

OpenShift Container Platform F# /A /2 a LA OpenShift Container Platform API & 15 K BISEAR,
BE, X{LFES OpenShift Container Platform 3BT & A S s EIE 5 B9k

AAAUSRE—1HZEN 2, SNMRRFEENAIAES, & EERIGEER B, aTUEN NS
FHRFUR, Flanfvriie DERN 895 R, MABE—RAFRFIER.

PRT BRE XBHN, 18 OpensShift BRI RZ A EH A, £ BEEHIE WAUERIE],
ERNEDHESH, FIFEUATARE

EA ik
system:authenticated BEI5ME S SRR A P KB,

system:authenticated:oaut  B#I5FAHER OAuth ViR AT H 350 IERI A - KEK,
h

system:unauthenticated B 5B RESHIIER AP X E,

4.1.3. APl H13551E
% OpenShift Container Platform API BiE K@it AT A R iH 1T B4R %K0E -
OAuth Vila| 45

o {HfH <master> /oauth/authorize #] <master>/ oauthtoken i 52 M OpenShift Container
Platform OAuth AR5 23 KX,

e {E’Jy Authorization % 3% : Bearer... 513k & 3%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> =, 1E
websocket 153K HI websocket F il bRk & 1%,

X.509 & FPimiE
o FTEE API RS I HTTPS i£#,

o i API BRSSEREIN IS UE B ML AR A & TR0,
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i
D
it
=
]
&

o API RSB OIBIEFH O XK BEFILE, U BEHITEHRIL.

EREA LTRSS TRIEFBEREB W B D ILIEZ L 401 #HR AL,

MREBHERRISESNKIET, BR%IEZSF system:anonymous E A~ #
system:unauthenticated E{IH A EE%A1E K, XEERNVZREPREELAAATUL EILE (10F) &
*Q

4.1.3.1. %4 (Impersonation)

% OpenShift Container Platform APl BJ1EK AT L& & Impersonate-User 15k, iXRRIEREH LB K
BIEER T — A EIER, A LLETTEIE KB RN —-as=<users FR&FEE

EAF ATLENBAF B 28I, AP AR T &BEIE, A, #HTEITGELAR User A ATLUEF &
HyUser BRIF P, fNRA S A 1EKIERR S5 MK~

system:serviceaccount:namespace:name, OpenShift Container Platform &1\ User A Rl LAE{F &N
name B serviceaccount 7 fp R E[h, MREE KR, EHRKEBKMW, FET 403(Forbidden)iFiR
5,

BINBERT, TBEEEGMGESRTLUEHE AR 2 ERMRSIK S, sudoers B EIIFH &
system:admin, FEEBEHEEOANR, @iTiEY system:admin, "JLUEA A EERERNIRHE—EMN

BB (M3EeLM) BRI, #a, 1247 oc delete nodes --all £k, {BiZ1T oc delete nodes --
all --as=system:admin 2K, BRILLZTLA TR REFIZINRAIAS :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

MRERERKAFQURBIBEE K, EEGDHIE -as=<user> --as-group=<group1s --as-group=
<group2s 15, FH system:authenticated:oauth 2Mt—7aT LGB 15K bootstrap 4H, AFLAE
WARERLZAH, ITFBIRR -

$ oc new-project <project> --as=<user> \
--as-group=system:authenticated --as-group=system:authenticated:oauth

4.1.4. OAuth

OpenShift Container Platform master 8 &N &R OAuth fRS5 2%, FAFIKEX OAuth 1Al SRR B & i
1T APl BREIE,

L FIERETEY OAuth FHERS, OAuth BRFS5EFEREER S RMER RBEL HIFERHALBNED,
RiE, ERBEZENARNENAS, NIZAFUBR—MGF S, BROZERNSHE,

4.1.4.1. OAuth & i

BN OAuth S HEBIE RER AT HE E B INANFE A SRR OAuth B ik, 55 OpenShift Container
Platform API I & BEIEIZ2 LT OAuth B i :

OAuth &' ERAE

openshift-web-console ) Web #EHIBTE KT,
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OAuth &' ERAE

openshift-browser-client FERATAERERERNAFRIE, £ <masters
/oauth/token/request 1% K5,

openshift-challenging-client fE A 432 WWW-Authenticate fifrHE A E %k
THR T,
EME MR S

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth & i BIEHTR A{FIRASN <master> /oauth/authorize #] <masters/ oauthtoken BYiE sKHT
B9 client_id %4,

TEIRH X <master>/oauth/token 915K, secret f$/E/ client_secret S#fE A,

1EX%] <masters/oauth/authorize #1 <masters/oauth/token B9i% 3K 15 EH redirect_uri S0/
ZF redirectURIs ¥ — URI (SfEREENEIZR)

o 00 o

grantMethod Fi FH#E LI imiE K T ShEBL KA 7 1% F U5 RIS R B R EXBO#R/E,
Grant &R & FIMERE,

4.1.4.2. RS5K P YE8 OAuth &

ARSI AT RAERZ AR AR OAuth & /i, ARFSIKF REEFESCEEBFER, RIFUIFARSIKS ASH
mEER NN —LEERAAEENETA BTN

® user:info

e user:check-access

® role:<any_role>:<serviceaccount_namespace>

® role:<any_role>:<serviceaccount_namespaces:!
TEI9BR 551 P FAE OAuth & imHy

e client_id 2 system:serviceaccount:<serviceaccount_namespace>:
<serviceaccount_name>,

e client_secret AT LLZ1ZAR 51K 7 BOME APl 5%, 140 :
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I $ oc sa get-token <serviceaccount_name>

e EJREX WWW-Authenticate fiif], i5{$RS5H _£B serviceaccounts.openshift.io/oauth-
want-challenges ;¥ fi#i% &/ true,

e redirect_uri WS RFSMK T ERSEREILES, BRISHK T BIEER URI ) OAuth B/ im iRHE T &

ZER.

41.4.3. EEMEHN OAuth B/ imMIARSS 1K F 89 URI

SRRV B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

RAKE AR, IMTATEREEENNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second BR AT oM TNEMHEER URI,

EEEAMERER, FHFSEEM URI ARELTRYE, BN, ErERERENATE AWM N ER, X
Al 85d serviceaccounts.openshift.io/oauth-redirectreference. BIZXHIENASEE M URI,

o -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, HET BEXNPAUERNMES

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

fRIIE R LAEE], OAuthRedirectReference f21T5IF &7 jenkins BIB8H., ALk, ZEREMIFMAEAON
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": ..., @)
"name": ..., g
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"group”: ... 6
}
}

Q kind 5 2#WBIBX RHKE, B, RX# route,
9 name {ERN T HKEH, NRUITNEIRSIK AL TFRE—6r&2EE A,
9 group IEMEXN RATERNE, IEZE, RNKRENEREFRER,

USRI ERAL, KBRS AN RBHOBE, £ :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first AT IHEMYE—#R, RiX jenkins B8HBIA D) https;//example.com, INTE
https;//example.com/custompath # 1 B, 18 https;//example.com I HTK, ERDIREBEHIE
AT :

i ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”

Gk

2
ﬁ BEEEXNABEZNBNESI A RNENLEE, XA —ESFENT.

P BB R AESE T LMER UL TRAETEH ¢
<scheme:>//<hosthame><:port>/<path>

B —NRALKZIREIAH, KGR ANRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

64



B 4 = Hithih

&

Bix%& 7 jenkins IR E R A O https;//example.com, | https.//example.com:8000 F
https;//example.com/custompath ER# A A,

A LIRS AR SMo TR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

4.1.4.3.1. OAuth B9 API £

ERLEFERT, APIRS#REIRE— unexpected condition #15EE ; HEAEREIA API EBE, R
MEXT B H BT, XA ERRRFEE RES, LUBRRARESHIIERA R HEE XRSFRE
HE R,

XEEFHR FES ARSI OAuth BBEB MEIA X, XL HEIFER A EEFBNEHHPHK,

OAuth Hi[E;@E| unexpected condition iR 55 285E 1%, FIiZ21T oc get events 1£ ServiceAccount T &
BiXLEH,

LU RAIE SR EH OAuth EE A URI BIAR 5K -
I $ oc get events | grep ServiceAccount
i Bl

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

iZ1T oc describe sa/<service-account-names 5] LU &5 545 IR Sk P & FME X BY4E A OAuth B4,

I $ oc describe sa/proxy | grep -A5 Events

=1
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI M E IR -
T EEM URI FRRIEE T A URI

Reason Message
NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
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serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

BT XS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

e T THHEI AR

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

B SA 5
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens

4.1.4.3.1.1. BV RTRERIEE IR ECE S B AP =44
UTSRAKRA P LA AR IFBR SN —M7E, DRI AISE S R
1. JFAREHK T FAYE OAuth B /i, AIETIE.
a. NRIBRSIK X RAE YAML, HBREHFEABRHAE -

I $ vi serviceaccount.yaml
AWINLATRBIACH -

apiVersion: vi
kind: ServiceAccount
metadata:

name: proxy

annotations:

serviceaccounts.openshift.io/oauth-redirectreference.primary:

'{"kind":"OAuthRedirectReference","apiVersion":"v1","reference":
{"kind":"Route","name":"proxy"}}'

b. NEEHBNRAIE YAML, UGIEEREBNZSEE :
I $ vi route.yaml
IR RGBS -

apiVersion: route.openshift.io/v1
kind: Route
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metadata:
name: proxy
spec:
to:
name: proxy
tls:
termination: Reencrypt
apiVersion: vi
kind: Service
metadata:
name: proxy
annotations:
service.alpha.openshift.io/serving-cert-secret-name: proxy-tls
spec:
ports:
- name: proxy
port: 443
targetPort: 8443
selector:

app: proxy
. NEREEE AR YAML BUEH sidecar FHENRER :
I $ vi proxysidecar.yaml

AINLAT R BIAS

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: proxy
spec:
replicas: 1
selector:
matchLabels:
app: proxy
template:
metadata:
labels:
app: proxy
spec:
serviceAccountName: proxy
containers:
- name: oauth-proxy
image: openshift3/oauth-proxy
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8443
name: public
args:
- --https-address=:8443
- --provider=openshift
- --openshift-service-account=proxy
- --upstream=http://localhost:8080
- --tls-cert=/etc/tls/private/tls.crt

=
&
&
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- --tls-key=/etc/tls/private/tls.key

- --cookie-secret=SECRET

volumeMounts:

- mountPath: /etc/tls/private
name: proxy-tls

- name: app
image: openshift/nello-openshift:latest
volumes:
- name: proxy-tls
secret:
secretName: proxy-tls

d AB=NNR :

I $ oc create -f serviceaccount.yaml
I $ oc create -f route.yaml

I $ oc create -f proxysidecar.yaml

2. 1517 oc edit sa/proxy LAZifEAR 51K, ##4¥ serviceaccounts.openshift.io/oauth-
redirectreference ;¥ 2 E i N IEM R FEHIEEH.

apiVersion: vi
imagePullSecrets:
- name: proxy-dockercfg-08d5n
kind: ServiceAccount
metadata:
annotations:
serviceaccounts.openshift.io/oauth-redirectreference.primary:
'{"kind":"OAuthRedirectReference","apiVersion":"v1","reference":
{"kind":"Route","name":"notexist"}}'

3. BAEIRSH OAuth BEUEHRIRS B -

The authorization server encountered an unexpected condition that prevented it from fulfilling
the request.

4. iZ17 oc get events K& FE ServiceAccount E14 :

I $ oc get events | grep ServiceAccount

it Bl

23m 23m 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter [routes.route.openshift.io
"notexist" not found, system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic
URI using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

68



i
D
it
=
]
&

41.4.4. 5%

ArE N OAuth S hERIE REREIENT <masters/oauth/authorize BiE3K, K% F 9 T0IFE AT LR s Al
WEHHDIIERE, =&’ OpenShift Container Platform ECE NI B & SR AR WIEEIE, X
<master>/oauth/authorize 15 K AIBER B AE R R BERNE R TENVAAKE, 0 CLl,, Fik, BRTR
BEREERIES, OpenShift Container Platform th3Z 35 F§ WWW-Authenticate Jii 1833 {755 1iF,

INRTE <masters/oauth/authorize i mBIE R E F P HIERIE, ERAKREFHEIUEHIIEN HRE K
8% 3% WWW-Authenticate fiif], MAREZIRIXERERINEKNEERERXE X EXRE.

B LT 2R T i B e ik s K& (CSRF) B, RATEH K77 X-CSRF-Token
PRy, FN A REREHDIILRE, fFEEKREZR WWW-Authenticate fiif|HIE ik
NS bRk B N FEZR

MR F PRI IEBAREZF WWW-Authenticate fiif], =& 1R OpenShift Container
Platform ECE N E AR WWW-Authenticate SR SRR, B/ ol LUERNY
#3117 <master> /oauth/token/request 3 F 55K BN 7] 45 hE,

4.1.4.5. OAuth Server Metadata

£ OpenShift Container Platform HIZ{THIN FARTRER B A IIA XA E OAuth IRFGSH/HIIER. B, fb
I Re B EL MR BF LA ERN <master> R553389hE, Jitk, OpenShift Container Platform £ T
IETF OAuth 2.0 AR S5 25 o HIE E R ME.

te, EEFFIZTHEMN AIEFER T LU https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &3 KEHRIUTER :

"issuer": "https://<master>", ﬂ
"authorization_endpoint": "https://<master>/oauth/authorize", 9
"token_endpoint": "https://<master>/oauth/token”, 6
"scopes_supported”:

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported™: [ 6

"code",

"token"
1,
"grant_types_supported”: [ G

"authorization_code",

"implicit"

1,

"code_challenge_methods_supported™: | ﬂ

"plain”,
"S256"

]

}
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ﬂ BRIVRSS BN E L BINAR, ©2E A https ARBESETNHORAEHEH URL, X2 EEHRIR
%5838 %15 B1Y .well-known RFC 5785 BRI A L&,

AR S5 25 HOIR AR 2 9 URL, B, RFC 6749,
BIVARSS 25045 R s 9 URL, B, RFC 6749,

S ELLIRIARSS 28 X HFHY OAuth 2.0 RFC 6749 SERIEFIREY JSON 4, HER, HIEMAEXE
BEHEEBE RS,

BE IIRIUAR S 285 X 89 OAuth 2.0 response_type {E5I5RET JSON #04H, FERMEBHEES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
fERAMEHERER,

DB L EAARSS 28 B9 OAuth 2.0 HAKALH TR JSON 4H, EAMBAESET
grant_types 2% (#R#& RFC 7591 £1"OAuth 2.0 Dynamic Client Registration Protocol'%E ) &
FABEAEMER,

BELHRIARS 2 FHH PKCE RFC 7636 i3 f i 535515 A JSON #5

‘H, code_challenge_method SRR FHAAETE RFC 7636 5 4.3 77 AE L. B
A5 FUH 7535 (5 2 1 IANA PKCE Code Challenge Methods JEMtRFEMBIE, 1HSHH IANA
OAuth 3%,

O O ® 0006

4.1.4.6. 3KHX OAuth k%
OAuth IR%S 23 X B b RO IS IR AU RNPE IR OAuth 1BHAGR.
ZITUTHRS, ERBIRBIEIAEIER OAuth §5% :

$ curl -H "X-Remote-User: <username>" \

--cacert /etc/origin/master/ca.crt \

--cert /etc/origin/master/admin.crt \

--key /etc/origin/master/admin.key \

-I https://<master-address>/oauth/authorize ?response_type=token\&client_id=openshift-
challenging-client | grep -oP "access_token=\K["&]*"

EFERRERBIUR (response_type=token) LA X B & 77153k WWW-Authenticate iif] (%0 openshift-
challenging-client) # client_id LLiF3k OAuth ©h&T, FIRESRE /oauth/authorize BIARS52RMTN KR E
I AT AHFARE -

RE HE & i R
302 Location i1k &% URL KA &3 access_token fE{F /) OAuth ©5h&

access_token S#{ (RFC 4.2.2)

302 Location 53k & & error iS4 (RFC K, sHMAA AL error (FARERN
4120 error_description) ZifjfH
302 Hfth Location Fr3k B EEMRE, FERXEHNGERLR
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RE NE & P i R

401 WWW-Authenticate 17k E1E TEIHA) T K806 (40 Basic #1Negotiate %)
WA FTiE), EFTIRAIERK, BERXLEALL
wrER

401 % WWW-Authenticate 73k FTEH T RO BDRAE, KR, FERMAR E
X (FTEE @& A FIRE OAuth S hERYBERE S #
A EFIE)

Hith Hith RN, SRTE A R A 1E 3T

FERRRIBICRIER OAuth S5H% -

$ curl -u <username>:<password>
'hitps://<master-address>:8443/oauth/authorize?client_id=openshift-challenging-
client&response_type=token' -skv / ﬂ

/ -H "X-CSRF-Token: xxx" @

it Bl

* Trying 10.64.33.43...

* Connected to 10.64.33.43 (10.64.33.43) port 8443 (#0)
* found 148 certificates in /etc/ssl/certs/ca-certificates.crt
* found 592 certificates in /etc/ssl/certs

* ALPN, offering http/1.1

* SSL connection using TLS1.2/ ECDHE_RSA_AES_128 GCM_SHA256
* server certificate verification SKIPPED

* server certificate status verification SKIPPED

* common name: 10.64.33.43 (matched)

* server certificate expiration date OK

* server certificate activation date OK

* certificate public key: RSA

* certificate version: #3

* subject: CN=10.64.33.43

* start date: Thu, 09 Aug 2018 04:00:39 GMT

* expire date: Sat, 08 Aug 2020 04:00:40 GMT

* issuer: CN=openshift-signer@1531109367

* compression: NULL

* ALPN, server accepted to use http/1.1

* Server auth using Basic with user 'developer’

> GET /oauth/authorize?client_id=openshift-challenging-client&response_type=token HTTP/1.1
> Host: 10.64.33.43:8443

> Authorization: Basic ZGV2ZWxvcGVyOmRzc2Zkcw==
> User-Agent: curl/7.47.0

> Accept: */*

> X-CSRF-Token: xxx

>

< HTTP/1.1 302 Found

< Cache-Control: no-cache, no-store, max-age=0, must-revalidate
< Expires: Fri, 01 Jan 1990 00:00:00 GMT

< Location:
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https://10.64.33.43:8443/oauth/token/implicit#access_token=gzTwOq_mVJ7ovHIIHBTgRQEEXa1aCZD
9Inj71ISw3ekQ&expires_in=86400&scope=user%3Afull&token_type=Bearer

< Pragma: no-cache

< Set-Cookie:
ssn=MTUzNTkOOTc1MnxIckVINW5vNFILSIFSMFOGWEF6Zm55VI95bi1ZNE41S1NCbFJMYnNN1TWV
wR1hwZmILMzFQRkIzVXRkcORNUGEzdnBEaONZZndXV2ZUVzN1dmFPM2dHSUIzZUmVXakQ3Q09rV
XpxNIRoVmVkQU5DYmdLTEISUWIYNkJJTm1mSDQON2pCV09La3gzMkMzckwxc1V1QXpybFIXT2ZY
SmI2R2FTVEZsdDBzRjJ8vk6zrQPjQUmMoJCqb8D1t5j5s0b4wZIITgKlho9wlKAZI=; Path=/; HttpOnly;
Secure

< Date: Mon, 03 Sep 2018 04:42:32 GMT

< Content-Length: 0

< Content-Type: text/plain; charset=utf-8

<

* Connection #0 to host 10.64.33.43 left intact

client-id % &~ openshift-challenging-client, response-type 1%i& 7 token,
i X-CSRF-Token Fr-kix & HIFZEE,

Z45HR1E 302 MR BY Location Rk AR By
access_token=gzTwOq_mVJ70ovHIIHBTgRQEEXa1aCZD9Inj7ISw3ekQ.

Q99

EREEF OAuth ThEfHE, 1HIZITUL TS ¢

$ curl -u <username>:<password> /
'hitps://<master-address>:8443/oauth/authorize?client_id=openshift-challenging-
client&response_type=token'/ 0

-skv -H "X-CSRF-Token: xxx" --stderr - | grep -oP "access_token=\K["&]*" 9

Q client-id i%&» openshift-challenging-client, response-type 1%i& 7 token,

Q ¥ X-CSRF-Token #7525 % & H3E 22 {H,

i tH o Bl
I hvgxe5aMIAzvbqgfM2WWw3D6tROR2jCQGKx0viZBxwmc

R B LA Code Grant A3%1E RS H4,

4..4.7. Prometheus 3K EER
OpenShift Container Platform £ &34k Z i B2 IR LT Prometheus RETIEHT ¢
e openshift_auth_basic_password_count 4:if oc login B /' & 5 270K E

e openshift_auth_basic_password_count_result #Z88%5R (success 3% error) #iit oc login
FA P & B 2R

e openshift_auth_form_password_count it web & &R Rk,

e openshift_auth_form_password_count_result 571t web 6] & &Rk 0URE (BFEKRINFIK
W9 B R Z) o
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e openshift_auth_password_total i1t oc login #1 web #2 il & & x5 R ¥,

4.2. %

4.2.1. R
HF A @17 Al (RBAC) M RIAE 2 B A7 FIEW B T4 E R B 1E,

XRTFEEEEAER £EAGNIE FLHEST OpenShift Container Platform & A& TG LI B
BB &MU RIABRE A,

T AR LA F R A A S ERZEG RN AUE, §EE, BUERIT SH%I0E 88—,
S, BHRIEEAETHRENTRIFNAZBEMD,

BAGET ERUT LR ERE -

Rules AR L sl &4, fim, X585 OIE pod.
Roles MNBES, BAFH RN XK AER S HE E.

Bindings FAFH/AHE AR ZERKEK,

SRHEEATLUER CLIM AN, AEMHE,

Flan, EZELUTRR, BEARERT admin # basic-user Zhi\EE A G BHNIE -
I $ oc describe clusterrole.rbac admin basic-user
LN

Name: admin
Labels: <none>
Annotations: openshift.io/description=A user that has edit rights within the project and can change the
project's membership.
rbac.authorization.kubernetes.io/autoupdate=true
PolicyRule:
Resources Non-Resource URLs Resource Names Verbs

appliedclusterresourcequotas.quota.openshift.io [] [] [get list watch]

bindings 1 [ [get list watch]

buildconfigs [1 [] [create delete deletecollection get list patch update watch]
buildconfigs.build.openshift.io [] [] [create delete deletecollection get list patch update watch]
buildconfigs/instantiate [] [] [create]

buildconfigs.build.openshift.io/instantiate [] [] [create]

buildconfigs/instantiatebinary [] [] [create]

buildconfigs.build.openshift.io/instantiatebinary [] [] [create]

buildconfigs/webhooks  [] [] [create delete deletecollection get list patch update watch]
buildconfigs.build.openshift.io/webhooks [] [] [create delete deletecollection get list patch update
watch]

buildlogs [1 [] [create delete deletecollection get list patch update watch]
buildlogs.build.openshift.io  [] [] [create delete deletecollection get list patch update watch]
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builds [1 [ [create delete deletecollection get list patch update watch]
builds.build.openshift.io  [] [] [create delete deletecollection get list patch update watch]
builds/clone [ [] [create]

builds.build.openshift.io/clone [] [] [create]

builds/details  [] [] [update]

builds.build.openshift.io/details [] [] [update]

builds/log 1 [ [get list watch]

builds.build.openshift.io/log [] [] [get list watch]

configmaps [1 [l [create delete deletecollection get list patch update watch]

cronjobs.batch  [] [] [create delete deletecollection get list patch update watch]
daemonsets.extensions  [] [] [get list watch]

deploymentconfigrollbacks [] [] [create]

deploymentconfigrollbacks.apps.openshift.io [] [] [create]

deploymentconfigs  [] [] [create delete deletecollection get list patch update watch]
deploymentconfigs.apps.openshift.io [] [] [create delete deletecollection get list patch update
watch]

deploymentconfigs/instantiate [] [] [create]

deploymentconfigs.apps.openshift.io/instantiate [] [] [create]

deploymentconfigs/log [] [] [get list watch]

deploymentconfigs.apps.openshift.io/log [] [] [get list watch]

deploymentconfigs/rollback [] [] [create]

deploymentconfigs.apps.openshift.io/rollback [] [] [create]

deploymentconfigs/scale [] [] [create delete deletecollection get list patch update watch]
deploymentconfigs.apps.openshift.io/scale [] [] [create delete deletecollection get list patch
update watch]

deploymentconfigs/status [] [] [get list watch]

deploymentconfigs.apps.openshift.io/status [] [] [get list watch]

deployments.apps [] [] [create delete deletecollection get list patch update watch]
deployments.extensions [] [] [create delete deletecollection get list patch update watch]
deployments.extensions/rolloack [] [] [create delete deletecollection get list patch update watch]
deployments.apps/scale [] [] [create delete deletecollection get list patch update watch]
deployments.extensions/scale [] [] [create delete deletecollection get list patch update watch]
deployments.apps/status [] [] [create delete deletecollection get list patch update watch]
endpoints [1 1[I [create delete deletecollection get list patch update watch]

events 1 [] [get list watch]

horizontalpodautoscalers.autoscaling [] [] [create delete deletecollection get list patch update
watch]

horizontalpodautoscalers.extensions [] [] [create delete deletecollection get list patch update
watch]

imagestreamimages [] [] [create delete deletecollection get list patch update watch]
imagestreamimages.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

imagestreamimports [ [] [create]

imagestreamimports.image.openshift.io [] [] [create]

imagestreammappings  [] [] [create delete deletecollection get list patch update watch]
imagestreammappings.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

imagestreams [1 [] [create delete deletecollection get list patch update watch]
imagestreams.image.openshift.io [] [] [create delete deletecollection get list patch update watch]
imagestreams/layers  [] [] [get update]

imagestreams.image.openshift.io/layers [] [] [get update]

imagestreams/secrets  [] [] [create delete deletecollection get list patch update watch]
imagestreams.image.openshift.io/secrets [] [] [create delete deletecollection get list patch update
watch]

imagestreams/status  [] [] [get list watch]

imagestreams.image.openshift.io/status [] [] [get list watch]
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imagestreamtags  [] [] [create delete deletecollection get list patch update watch]
imagestreamtags.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

jenkins.build.openshift.io  [] [] [admin edit view]

jobs.batch [1 [] [create delete deletecollection get list patch update watch]

limitranges 1 [] [get list watch]

localresourceaccessreviews [] [] [create]
localresourceaccessreviews.authorization.openshift.io [] [] [create]
localsubjectaccessreviews [] [] [create]

localsubjectaccessreviews.authorization.k8s.io [] [] [create]
localsubjectaccessreviews.authorization.openshift.io [| [] [create]

namespaces 1 [] [get list watch]

namespaces/status  [] [] [get list watch]

networkpolicies.extensions [] [] [create delete deletecollection get list patch update watch]
persistentvolumeclaims [] [] [create delete deletecollection get list patch update watch]
pods [1 [] [create delete deletecollection get list patch update watch]

pods/attach [1 [] [create delete deletecollection get list patch update watch]

pods/exec [1 [] [create delete deletecollection get list patch update watch]

pods/log [l [] [get list watch]

pods/portforward  [] [] [create delete deletecollection get list patch update watch]
pods/proxy [1 [] [create delete deletecollection get list patch update watch]

pods/status 1 [ [get list watch]

podsecuritypolicyreviews [] [] [create]

podsecuritypolicyreviews.security.openshift.io [] [] [create]
podsecuritypolicyselfsubjectreviews [] [] [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [ [] [create]
podsecuritypolicysubjectreviews [] [] [create]
podsecuritypolicysubjectreviews.security.openshift.io [] [] [create]

processedtemplates [] [] [create delete deletecollection get list patch update watch]
processedtemplates.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

projects [1 [] [delete get patch update]

projects.project.openshift.io [] [] [delete get patch update]

replicasets.extensions [] [] [create delete deletecollection get list patch update watch]
replicasets.extensions/scale [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers  [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers/scale [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers.extensions/scale [] [] [create delete deletecollection get list patch update
watch]

replicationcontrollers/status  [] [] [get list watch]

resourceaccessreviews [] [] [create]

resourceaccessreviews.authorization.openshift.io [] [] [create]

resourcequotas  [] [] [get list watch]

resourcequotas/status  [] [] [get list watch]

resourcequotausages [] [] [get list watch]

rolebindingrestrictions [] [] [get list watch]

rolebindingrestrictions.authorization.openshift.io [] [] [get list watch]

rolebindings [1 [] [create delete deletecollection get list patch update watch]
rolebindings.authorization.openshift.io [] [] [create delete deletecollection get list patch update
watch]

rolebindings.rbac.authorization.k8s.io [] [] [create delete deletecollection get list patch update
watch]

roles [1 [] [create delete deletecollection get list patch update watch]
roles.authorization.openshift.io [] [] [create delete deletecollection get list patch update watch]
roles.rbac.authorization.k8s.io [] [] [create delete deletecollection get list patch update watch]
routes [1 [] [create delete deletecollection get list patch update watch]
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routes.route.openshift.io [] [] [create delete deletecollection get list patch update watch]

routes/custom-host  [] [] [create]

routes.route.openshift.io/custom-host [] [] [create]

routes/status 0 [ [get list watch update]

routes.route.openshift.io/status [] [] [get list watch update]

scheduledjobs.batch  [] [] [create delete deletecollection get list patch update watch]

secrets [1 [] [create delete deletecollection get list patch update watch]

serviceaccounts  [] [] [create delete deletecollection get list patch update watch impersonate]

services [l [l [create delete deletecollection get list patch update watch]

services/proxy  [] [] [create delete deletecollection get list patch update watch]

statefulsets.apps [] [] [create delete deletecollection get list patch update watch]

subjectaccessreviews [] [] [create]

subjectaccessreviews.authorization.openshift.io [] [] [create]

subjectrulesreviews [] [] [create]

subjectrulesreviews.authorization.openshift.io [] [] [create]

templateconfigs  [] [] [create delete deletecollection get list patch update watch]

templateconfigs.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

templateinstances [] [] [create delete deletecollection get list patch update watch]

templateinstances.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

templates [1 [] [create delete deletecollection get list patch update watch]

templates.template.openshift.io [] [] [create delete deletecollection get list patch update watch]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description=A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate=true

PolicyRule:
Resources  Non-Resource URLs Resource Names Verbs

clusterroles  [] [] [get list]
clusterroles.authorization.openshift.io [] [] [get list]
clusterroles.rbac.authorization.k8s.io [] [] [get list watch]
projectrequests [] [] [list]
projectrequests.project.openshift.io [ [] [list]

projects [] [] [list watch]

projects.project.openshift.io [] [] [list watch]
selfsubjectaccessreviews.authorization.k8s.io [| [] [create]
selfsubjectrulesreviews [] [] [create]
selfsubjectrulesreviews.authorization.openshift.io [] [] [create]
storageclasses.storage.k8s.io [] [] [get list]

users  [] [~] [get]

users.user.openshift.io [] [~] [gel]

UTHxEEAARHEE, DRTHEINFRMA-AMHNUEASE
I $ oc describe rolebinding.rbac admin basic-user -n alice-project
i Bl

Name: admin
Labels: <none>
Annotations: <none>
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Role:
Kind: ClusterRole
Name: admin

Subjects:
Kind Name Namespace
User system:admin
User alice

Name: basic-user
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: basic-user
Subjects:

Kind Name Namespace

User joe

Group devel

THRTTERAR, AitAE, SHARHE. AAGBKE. BF. HMRSIKF ZEBIXRR,

— O O O

@)

B

@)

B

@)

19

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)

Rule Rule

PROJECT

(View)

Rule

4.2.2. VG IERY

CLUSTER ROLE

(Edit)

Rule Rule

CLUSTER ROLE

(Admin)

Rule Rule

OpenShift Container Platform FE &R 456 7T LR -

CLUSTER ROLE

(Cluster Admin)

CLUSTER ROLE

Rule Rule Rule

&b
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Identity EENLETH, BrEMAFfEANIIR,

B EFEHUTHIRME, ERZSEIERT, XHUTLIHAR
project EFEVTIR] B E
Verb ALLZ get. list. create. update. patch.

delete, delete. deletecollection = watch.

VORER  EAEVITH AP R,
iy E B5EEESIR,

OpenShift Container Platform 3@id M T % BIEE %L :
1. RS MW ESEERER TR B EIR - KB EHMNMEHE.
2. ERARERGHRNBNMEAE,
3. FERAAGRERNBBAEMN,
4. FxrE— NS EiRE, LAEIEE,

5. SNRARHECEEIAN, MIRAELZERAF.

4.2.3. £E8MAH RBAC
e3R8 RBAC A B EA AN -

&8 RBAC ERTAAYIE WAGH HE. FRSEHNEENARRKI N £HAE, EHABGHE
Regs|AEHALE,

Zith RBAC ERTHENE WABHM AT, NEFEETUBRNAGRKRN N A6, AihfEEHE
AILAB| AL A &,
XK ZREM AT RIERARERMNASZANUE, ANARIFEIAAGERNIEREE L.
EiE 2T, BN EREEABHENAMARYEE, Bl :
1. AR EESEHE B allow SN,
2. EARARMAER allow" FLN,

3. BUA9¥E4,

424 . REABMAAR

AEERE I MRS, XR—HAN —HFRMITHAR SN, OpenShift Container Platform &
—HARMNNERAR, AU ERRFER = Aty B4,
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i
D
it
=
]
&

RAKR AR fed

admin HEEEE, MR EAMAE REMA, admin BAEENEENEFRERTR, FE
& B AR RRECAT S B AR B R

basic-user AP LRI XTIB B NERER,
cluster-admin LB A P AT AR EE T B T ERE, SEEARMLIIERA 4 ER, fhf1ar

LASe £ 2651 B h B BRI BECAIAZ MR,

cluster-status LA P A LURERE ANERERSE A,
edit Lt PRI LUEERII E IR Z N R, BRBPREESIEHNABHIE.,

self-provisioner bR AR LG B 2B,

view AP TR T EAEYN, EaTUEENERNASHENR, TREEEHENABHG
E,
cluster-reader LA A LIER (B REEEE) SEEPNR,
B

HiCE, AoMARURN KKK AETZ A,

TEEREAATUUEAR, SFEEMR CLI XRKMRENAFERIIK kEERMA BT,

BF

Wi A E BERTEERBANEHAGETEFZERE, ERREIZIE cluster-
admin 2% system : admin B EE8HA BIBEEEERBER 41 €.

SHABGRESHIY| LE LHAS, B UEREIGSE L5 HE,
TR B 2 A A,

424 BHEHARG

f£{A1 OpenShift Container Platform &2 f5, RERSHREIINBEHRINBEFIFENNA, EHAT
2e, SANRAAEFRRIEMNIR, MREABERNTEZIR, WARKMREN

MREEBEXRNACHEE T XEABUMEESIAGIE, NBHMAEFS OpenShift Container
Platform b FEHTRIEE Lo

4.2.4.2. NABEXABHINR
EFHEENABNIR, mIUENEERU TGRS :

I $ oc auth reconcile -f <file> ﬂ
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#viewing-local-roles-and-bindings
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#cluster-and-local-role-bindings
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#cluster-and-local-role-bindings
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#creating-local-role
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/upgrading_clusters/#install-config-upgrading-index
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#updating-policy-definitions
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Q@ <file> RERA i BARM 43 BB E,

ZA T LME Rt d SRR B E L ASMIIR. MRFEE L ACHEHSINEAENEHER, N
FEFNENAG, EREEARNIWBZFERNEE L ABR,

L S AR AURNRFFEME S ims A N IERN AR, X8 i EZHENNIEZ FERIEERER
T, XRETIEET RBAC FR LR JSON A#TJM‘JEI’J?*{’E

4243 . £BABRE

ZIABY admin, edit. view #1 cluster-reader £ A B HEHABRES, EPENABNEREIIIS
ECIEFHNE IS EH. REEEKRLOERE LR I B Kubernetes API B, IhEEF BE L,

TENAERSEABRS.

425 2E£M ETFTXAR

B& T I P A HUATROIRVERY RBAC %R 4, OpenShift Container Platform iRt LM L FX2IHK
(SCC)3kiztil Pod AT AHUTHIHRELAR SENIIFHAE, SRR LUER CLI &1 SCC,

SCC AEIEXF AT A IFER R,

SCC BE X Pod ZfT/H BRI —HRMHBIN R, LUEHBERRGES, ESIlIRTFEEAZRFIUTR

A
1 BTRIESR.
2. BEIIEKRNMBITHEE
3 [ENEFRES.
4. BB SELinux £,
5. A/ ID,
6. AT a&ZE R,
7. D EHAE pod 89 FSGroup
8. EREAVFHIFNITA
9. BRERARERXHRY
10. #2RHIBRBRER
1. BERFH seccomp ECESE

BOANBRT, EEHRARMENSCC, KREBAAERCLI EFE] :

I $ oc get scc

o=l
NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#creating-aggregated-cluster-role-crd_admin-guide-custom-resources
https://kubernetes.io/docs/admin/authorization/rbac/#aggregated-clusterroles
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-custom-resources
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#creating-aggregated-cluster-role-crd_admin-guide-custom-resources
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-manage-scc
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#security-warning

45 Hivili =
anyuid false ] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim secret]
hostaccess false ] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim secret]
hostmount-anyuid false |[] MustRunAs RunAsAny RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath nfs persistentVolumeClaim secret]
hostnetwork false ] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
nonroot false ] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <nonex>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
privileged true  [*] RunAsAny RunAsAny RunAsAny RunAsAny <none>
false "]
restricted false ] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]

B

TEEHNBIA SCC, BHMBIA SCC T S EFAH OpenShift Container Platform B H 31 1]
., M= OEHH SCC,

ERTEAMALUMER CLI BEE &N SCCHE L, BN, XFFHA SCC :

I $ oc get -0 yaml --export scc/privileged

it Bl

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

(£

apiVersion: vi
defaultAddCapabilities: [] €}
fsGroup:
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: [ €))
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runAsUser: G
type: RunAsAny

seLinuxContext: ﬂ
type: RunAsAny

seccompProfiles:

(£

supplementalGroups: G
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

(£

Pod ATLUERMIINEESIR, LHRFRAAFIEREMINEE, MERES * MR IHEMThEE,
REARINEMEST pod BT ANZHEESI R,

FSGroup k8%, 1ERAREM ETXHRTFE,

BRGAFEE SCC #I4H,

M pod R EFHITNRESIR,

Y1 A P SRBE R BNZAT, BEBARSM ETFXMIRIFE.

SELinux L FXREGER, $5EAREM ETFXHRITE.

IS RRE, fRFA%R S E T XM T,

BRViF L SCC M,

990990299000

SCC B users #1 groups FEXIEHI AT LUFE AL SCC, BUABERT, EBEEA. T aMWELE S
WIRFHRFIN SCC MIVIRIAR, FREZT BR 5 IERI A - #3%F 2R SCC BT IR,

Docker EERITFATF Pod BN BERMEINIIEETIR, BSRFEALRINIIRFBNINEE, (B Pod FHIESE
A LUBILE KA I RESR = FF— L BIAThEER{ETA B, allowedCapabilities. defaultAddCapabilities
#0 requiredDropCapabilities XA T4 B Pod BILLIIER, FHIEETLUGKIFLINRE, BT NE
NBRIRNMIFLETRE, LARAIIER IETRLEThEE,
AL SCC :

o FRIFRFIN pod.

o RVFNENBREH NS

o RIFRIJIELUEMAF B15i217,

e f¥F Pod fERAEM MCS I-&55217,

\]

o fIF pod EAEHE IPC 5 22,
o RUABEMEAENN PID tr&Z[A,

o RIFAFIEMAEM FSGroup,
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i
D
it
=
&
&

o RIFRBEEAEMTH.
o RITFAZEMAE seccomp ELELSR.,
o RIFRBEIHREMINEE,
2R SCC :
o R Pod TTIELFINARIZIT,
o MRBBELEFERENBERS,
o TRABELUTESEH UID SEERBIFAFIZ1T,
o 3K Pod AT DER MCS TRZEIE1T,
o RIFRBEMAES FSGroup,
o RIFBBEEBEMITH.

A=
. MEAXENSCCHESER, 1ES M SCC B kubernetes.io/description S¥f#,
SCC HIXEMEIRARK, BiIREIRRERATLUNMREINEE, XLERBY H=DEA

7 /R LE R BIMFERRIA N R EI MR (E, $I30, AllowPrivilegedContainer &R1E7E,
M#52a% A false,

MATFRESEH  FINEAKRERENTE, LUAREHEERLT.

A SREg 12 BERERENERRBIFZBRMILIT IO :
o AMEMINE, MKk
o MRIBEEBTAFESESBING,

4.2.5.1. SCC g

4.2.5.1.1. RunAsUser

1. MustRunAs - ZEf& runAsUser, FHEEER runAsUser EHERINE, HFTECER
runAsUser F{T7551E,

2. MustRunAsRange - IR A FAFISERE, NHEEE UK/MENZKE, FRKRIMEENBIA
fHo FIXTEEANRVEEHTIE,

3. MustRunAsNonRoot - £ Pod 123X NEBFESE runAsUser SLEFH G £ X8 USER 15
. TIRHEINE,

4. RunAsAny - MZHEBUINE. RTFIEEEM runAsUser.

4.2.5.1.2. SELinuxContext
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1. MustRunAs - INRAEATSBERE, NFEZEE seLinuxOptions, /A seLinuxOptions {F
NERINE. FHXHER seLinuxOptions i 1T351IE,

2. RunAsAny - TRHEBVINME, RITFIEEET seLinuxOptions.

4.2.5.1.3. SupplementalGroups

1. MustRunAs - IR ERATDEE, NEEEVEE—EH. ERB-EHRBSIMEEN
RONE. ¥ A SE TR,

2. RunAsAny - TRHEBUINME, RITFIEEE supplementalGroups.

4.2.5.1.4. FSGroup

1. MustRunAs - iIRFERTIDEE, NFEEVEE—NCH, ERE—EHERNRIMEFEN
RINE, ¥ EB—EERBIE— ID T,

2. RunAsAny - FRHEINE,. RIFIEEEM fsGroup ID,

4.2.5.2. 515
BT E SCC B volumes FE%, ZHIFESLXBNGH, LFBRNAESBREIE LS EEN

N
® azureFile
® azureDisk
e flocker
e flexVolume
® hostPath
® emptyDir
® gcePersistentDisk
® awsElasticBlockStore
® secret
e nfs
® iscsi
® glusterfs
® persistentVolumeClaim
o rbd
® cinder
® cephFS

e downwardAPI
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https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi

fc

configMap

vsphereVolume

quobyte

photonPersistentDisk

projected

portworxVolume

scalelO

storageos

* (RTFERAMBE SR —DMERE)
none (FILFERAMAEBSREN—MEKE. IREREMFE)

JHT SCC HEMRIFBRNEGR

configMap. downAPI. emptyDir. persistentVolumeClaim. secret #1 projected,

-

OpenSh

p= Y=

RITFBRBFTIRHATTE, RANBREZHFHIR OpenShift Container Platform Ff #R& 710
IR EY,

p= Y=

hEEERS, £ allowHostDirVolumePlugin &3 volumes FE&HH%E, 540,

#NE allowHostDirVolumePlugin i false, {B7E volumes FEFREYF, NI
volumes FH hostPath {E,

BRI FlexVolumes B[]
ift Container Platform EFHIKZNFEF IR FlexVolumes BIZIAEH, & SCC fRiF

FlexVolumes [, pod BILUEREST FlexVolumes, B2, HEEEEG T AllowedFlexVolumes FE&
RIEE I NIEFE AT, pod REEME XL EIFRZFHI FlexVolume,

QARTFHA FlexVolume BIRR B

volumes:

- flex

Volume

allowedFlexVolumes:

- driv
- driv

er: example/lvm
er: example/cifs

4.2.5.4. seccomp

Seccom

pProfiles ZIH 7 8] 5 pod St A 2 H seccomp JERIX BRI AR TMIEESR. unset(nil)HNE(EFRR

pod RRXAIEELRES. EABERM* RUFMARESR. BATEN pod BER, B—1IEBEFE
EERAERINE,

&
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BXEBEMERAEEVBREENESEER, S seccomp X4,

4255 #A
FIF SCC By EA ##)R] LARTER T M 7 B9RE J1 SR 24 BRI 612,

FSCCME, XEWRBEAEAZFIZTURE L TFXHRMNAFERURR—HEEN SCC, XA
HR Pod EEHENEIRN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCRAEMMAN FMMASFIEBIARARE. Ao, MR Pod #HE TIRSIK, N
RVFHI SCC KA BRI AU RIBAT A LI,

EANFERLUTAEROE Pod WEAREMETX :
1. MRAERAMN SCC,
2. WEKERBENZ 2N ETXOXBEENFRE.
3. XA RARCREIERA R E,
INRLEN T RERLRES, NEES Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod /it SCC JEB— 1D FER, UTROIFRBEEAHDFERLIINIE |

% i
' XEERGIREE RIS B ERBI LT,

FSGroup SCC k&4 MustRunAs

#NR Pod E T fsGroup ID, % ID /EFEIAM fsGroup ID, &, Pod A=MH1% SCC %Kik, MR
WE T —4 SCC,

#NR SecurityContextConstraints.fsGroup FEXHI(EH RunAsAny, FH Pod M1 &EE T
Pod.spec.securityContext.fsGroup, NILLFEFIANER, FRALIETES, Hi SCCREFRER
B4 EAME Pod FE&, M5 Pod KM,

SupplementalGroups SCC k& MustRunAs

INER Pod HIAEE LT —1 %1 supplementalGroups ID, ] Pod B ID @A77 F v % Z2[A] 19
openshift.io/sa.scc.supplemental-groups SFEHHE— ID, &N, Pod F&H%Z SCC $ik, mMRIF
i F—4 SCC,

#NR SecurityContextConstraints.supplementalGroups FEXHI{E A RunAsAny, 7 H Pod Mi&&HE

T Pod.spec.securityContext.supplementalGroups, NLLFEBEINEN, FEEL LIRS, Hib
SCC i BTRERIEMEM Pod £, MMSE Pod KL,

4.2.5.5.1. SCC {5k

SCCEHE—MUERFE, ©RFMMEANEHRZINIIEE RN RF. EHFRN, SE% SCCHIE
BHETE. BETTASCCHTERAR, RERUTAREF :

1 RN &EEBITER, nil 19 O LK
2. MMRMEHBZE, I SCCERBRH MK ZIRTFHF
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3. WMRMERMBHEIEEEE, N SCCIREBAMEEF

HINERT, BFPEHEEGM anyuid SCC £ SCCEEHRERMEN. XFE/EHEEARYLUERR
FUIZ1T Pod, MAWTE Pod #J SecurityContext H35%E RunAsUser. EETE, EEAMMARITLUEE
RunAsUser,

4.2.5.5.2. % SCC METF A EIT;[n/i%H]

M OpenShift Container Platform 3.1 FF4R, &AL SCC 8 N H RBAC MMIBR TR, XFE, &AL
% SCC VilrHSERERE N E— BN ERE. BRGAS. ARSI 2% SCC AIREERESE
FEIRISE

EHABEEN SCCHH], EaLTE role WE X HIEELLTHIN : Role-Based Access to SCC

rules:
- apiGroups:
- security.openshift.io ﬂ
resources:
- securitycontextconstraints 9
verbs:
- create
- delete
- deletecollection
- get
- list
- patch
- update
- watch
resourceNames:
- myPermittingSCC 6

Q 8 & Securitycontextconstraints TR/ API 4H
Q foVFF P 7E resourceNames FEX 15 E SCC AR GTIRAH &R
© EEBEFUIFIURE SCC HRAILT

B A XA B A Hh S £ 2 A 8 /017 LU rolebinding 2 clusterrolebinding 5 245 E B E A E R A - E XL
B SCC, %N myPermittingSCC,

—

BT RBAC S7EBAIEFZN, HILENMETBEE A TER T SCCihmINR, RANETERIA
A fvF, A shiExt SCC %R (2#E restricted SCC)

4.2553. TS RENRZSME L TFXAR

AL R BFRLREM E P XARPRIF LR MG, XERUSAEL T MR 26 & T EFELE
pod HHERZ M ETFXAR, F41 SCC REEM I T HaAn KBTI E, SNRBMNTOEME (&
F) 5 Pod HIMERE, Niz{TH Pod AE X MARR ID £HR&EAHEH,

LUF SCC S BUE A RFISRTE Pod MG HR B E SCEH I EHTIDECE

—_ - L — - = — L\t oemoea e o e PO 7 TN
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1. RunAsUser =li% 7 MustRunAsRange H R I E&/NXExN1H. EAETL
openshift.io/sa.scc.uid-range ;T FIE 750 H TR,

2. SELinuxContext ZEB& 5 MustRunAs B RiZEN . # AZEL openshiftio/sa.scc.mes SEfEE
ERE,

3. FSGroup ZkB& % MustRunAs, # AZ$k openshiftio/sa.scc.supplemental-groups ¥ f#,

4. SupplementalGroups %8/ MustRunAs, # AZE 1 openshift.io/sa.scc.supplemental-
groups JEf#,

FEERITE, T2 ETIREREFERKIMER pod FAREKIXENEME,. RIAETFAEMBRIZRE

1. RunAsAny #1 MustRunAsNonRoot SRES R HtEINE, FLk, 1R pod FEE XA —NFE
(4045 1D) , WIFE pod AR FRE LILFEX,

2. MustRunAs (Hi{H) RESIRHRZERFOINE, Hla0, *FHID : BIfE pod IBEXTEE
B9 IDH, &ZEFRNKINFERBIHINE pod B,

3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEHENR/IME. 5H(H MustRunAs
REE—1E, AT RMEBRIMEHEIEZITH Pod f, MRETFSERENREALUEES NERE,
ERIRHE— M ESEE AR IME,

p= Y=
INRn 4 22 8] ERIFTE openshift.io/sa.scc.supplemental-groups ;¥ f#, Il FSGroup #

SupplementalGroups k8% OB E| openshiftio/sa.scc.uid-range ;X fi#, MRHEFEFE
£, M| SCC FIENE,

AE

FINBERT, ETFEAEM FSGroup RIEFERE T EEMNR/MENENEEREERER
&, BN, MEEBSTRT TN /3, I FSGroup FEANEEBEE VR/NIRKX 1,
IMREAVF FSGroup FEXETZ S NH, TUEERNFERFMARINEE XL SCC,

openshift.io/sa.scc.supplemental-groups JF f##Z LUE S A FRHIRLFIKR, &P <
start>/<length =% < start>-<end>. openshift.io/sa.scc.uid-range ;T REZF— ML,

4.2.6. WEE A LME N 0T FRIRIERI R AT H A2 0F

£ OpenShift Container Platform WiE A, EaIAEMR AT LN FRE R EFSEREMER (B8FE=AK
R) PUTHIREShIE, 21T :

I $ oc policy can-i --list --loglevel=8

S BN IR IAE NSRS BB APLIE KR,
BZURPAERRRBERER, BT :

I $ oc policy can-i --list

it R —DTEMIIR,

88



i
D
it
=
&
&

EMEEA UHUTRERNSNA , 1Hi51T :

L\

I $ oc policy can-i <verb> <resource>
A PelH ATLMRMBE XA ESCHNESER, F :

I $ oc policy can-i <verb> <resource> --scopes=user:info

4.3. FFAMF

4.3.1. Bk

EEEMHESEEITERRAR., OpenShift Container Platform {#f Kubernetes A S (PV) HEZRE
TEBEEANEHRUEAMEE, FLAETUERFAMSER (PVC) RiEK PV RRMEEERT
R IR ZF B E 2R,

PVC BETF E4E, FEARKOEIERPV, PVEKEASHARFETFE—NTE: ©f oI LIIEEA
OpenShlft Container Platform BRI Z, FHAILEEMUIEEH, 4 PVAER PVCE, BIZPVAER
REHEEHNE PVC, XRFEHEN PV REN —PavBZEH (HBETMERMHSL) .

PV HH— persistentVolume AP X RE X, BRRTEHEENBESTNECEENMEEE. ©5—NT
m—FE, B—PERTR, PVE4IEMH, 5 Volumes FIREL, {BPVMEGBEMIIFEMFEREN
pod, PV XRIKENEAFESE (NFS, iSCSISHEHFE cloud-provider WEERYE) HILIEIE,

' o
FhENE T AU MR ZNEHERRM.

PVC H PersistentVolumeClaim AP| TiE X, ©REKT LA EFHEH—MER, B5—1 pod &

B, pod &MFET RIR, PVCHFEPV IR, Hi0, pod ALUEREFERFMIHERE (40 CPU A

17) , MPVC ALUEREE WEHERE MiynER  (flm, TUER/BEHZ R RAEREFEGE])

4.3.2. M E AN A dp FHE

PV 2B FMEIR, PVC BXXEFRIIEXR, thEMMZFKRENFRRE, PV PVC ZEMRZEHLL
A,

4.3.2.1. BEEE

RYE PVC HEXHFLAARIER, SHEENIRE-—IHES T TEEARFARESHFHR—
8 PV,

AH, EHTEADAUTEEZD PY, 188 7T AAEENIEE. PV EET APIF, BelI#E
A,
4322 . HESHA

LIRGIE PVCH, BEBERIFENEME, BEMEMNIHNER, FUB—INMEMEER#RNSEE
fif, master RMIEEITEIL RN R E 2T B M PVC, FHIBHMN PVC 5—NEYM PV HTHE, R
REBHUMPY, NIEEENESEFSER—MEHM PV,
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PV BAREABIT RIE RIS, XEFHES PVE L ML, EHR/IMEHBEI, OpenShift Container
Platform <38 PVC 4 E BT A i ER &/ PV,
MRLEMNBAGFE, XEBLLEEARMNTRNEREFIREFEHRFROE, NFREERARS., 4H
T EERHER, BNNERERRSHAE, fl : E—NEEFEZIFIBEEN 506G B, ellFXE
F—/MEK 100G B9 PVC HELES, HEXNEREEFRRNINT —4 100Gi PV, PVC FLRILAFIIXAN PV 45
'-.E-'-O
4.3.2.3.fF/ pod M=K PV

pod SRR (claim) fFu8, SEHRITICERARBEHENS, FH9 pod HEEHAMENIE, X FIRL
XFEZMIHERNE, BoIIEEFN pod FHISHEEERATEMEN,

EFEBBZFRRAER, HEWPVRERETE, RELFEE. BHLLETTE pod B volumes E L H
B}E persistentVolumeClaim 3£ E pod FifnE EEE’J PV, ESILLLT iBEFIR,

4.3.2.4. PVC &¥"
PVC RIS HEIAE .

4.3.2.5 BlE

LUABREER—NEN, EETLIM AP AR PVC X R, XFFAENB SR A R ER AR, S5
WHHBRES, ZBHRI N released”, BEHAATRATFHMAER. X2E N ZAIFBEENEEDRLREE
B, XEHIEBIRIEE R BRI T,

43.2.6. BEHEHAE

PersistentVolume BIEFER (reclaim) BERIEE T EEHENERETLUNMAFERS, PVHNERHE
BARBS AT LLE Retain = Delete,

e Retain R WL FEeHBHHFIEFFRTR

o & E#F A (reclaim)ZEBEM OpenShift Container Platform LA A EREREZEM) (40 AWS
EBS. GCE PD 3% Cinder &) HHIHE X7 5% FfilBR PersistentVolume %75,

ABENEEEBRIAM ReclaimPolicy {f Delete, FHIE&HNEEEBRIAN
ReclaimPolicy {& Retain,

4.3.2.7. FoEH =BA PersistentVolume

& PersistentVolumeClaim B, PersistentVolume {ASATEIE, FHEALH "released”, 1BE, HFZEIE
BIMEIBREEEH, FIUATEBRFER PV,

EEREENMNBNFNEHRFEREPV:
1. MR PV :

I $ oc delete <pv-name>

NERELANIZEF) (40 AWS EBS. GCE PD. Azure Disk & Cinder %) HHIXEXHIFRE R 1E PV #
MRS DARTETE,
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2. JFEAXFME T PRVBUE,
3. MERREXNFME T, A%, EEEEFERRA—FHEE, HEBEME T E LOEH PV,

EHAAN PV HIEAHA— PVC EH,

4.3.2.8. A EFH A AR

B PV EHTABATRES :
1 PUHEERFFBI PV :
I $ oc get pv
it )
NAME CAPACITY ACCESSMODES RECLAIMPOLICY STATUS
CLAIM STORAGECLASS REASON AGE
pvc-b6efd8da-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim1  manual 10s
pvc-b95650f8-b7b5-11e6-9d58-0ed433a7dd94 4G RWO Delete Bound
default/claim2 manual 6s
pvc-bb3ca71d-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim3 manual 3s

2. EFE— PV HERHEH AR

I $ oc patch pv <your-pv-name> -p '{"spec":{"persistentVolumeReclaimPolicy":"Retain"}}'

3. BAFEEEEN PV 258 ERMERS

I $ oc get pv

i Bl
NAME CAPACITY ACCESSMODES RECLAIMPOLICY STATUS
CLAIM STORAGECLASS REASON AGE
pvc-b6efd8da-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim1  manual 10s
pvc-b95650f8-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim2 manual 6s
pvc-bb3ca71d-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Retain Bound
default/claim3 manual 3s

ERIEMNE D, FEDNER default/claim3 B9 PV £ EE Retain EFAEAE., =B HR
7= 0A default/claim3 if, =& B PV,

43 3. FAMEE (PV)
B PV #28IE— spec #l status, B 19 HARRESHMEFVIRE, F40 :

PV X & E SR
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apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0003
spec:
capacity:

storage: 5Gi
accessModes:

- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
nfs:

path: /tmp

server: 172.17.0.2

4.3.3.1.PV iR

OpenShift Container Platform % EAF persistentVolume & :
e NFS
® hostPath
® GlusterFS
® gluster-block
® OpenShift Container Storage(OCS)X
® OpenShift Container Storage(OCS)Block
e CephRBD
® OpenStack Cinder
® AWS Elastic Block Store (EBS)
® GCE Persistent Disk
e SCSI
® Fibre Channel
® Azure Disk
® Azure File
® \VMWare vSphere

o Kih

433.2. A=
BE PV EARENGFHAE, XALLALFER PV 8 capacity BERiZE.

X
BAl, FHEBRERW —TLUXERIERMETR, LGRS EHEIOPS, throughput FEMH,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-cinder
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-fibre-channel
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-azure-file
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-vsphere
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4.3.3.3. R,

— PersistentVolume A LA FHREN B HFHREAAREEHT —PNEN L, REBENEESRENID
BE, B PVHINBERNIRE N ZBES X HFNEEER, FlI0 : NFSTUEZES ML/ BEE MG, B—
MNMEERNFS PV TS LIRIEARGH, 81 PV HEES—AHiHER B RIEERN PV IHEE,

FHSSERLUNEREANEITCE, BAEHTREMNIVERSTERBEISINKDN, FROGERIRER—
MER, LHEBABERMNEZHEZSHNTRAERICE, MILERWEZEE DRI ASHITE, #)30 : 0
R—ANERIER RWO, BEE—TTHESBSE— TN NFSPV (RWO+ROX+RWX) , NiZAEBESX4 NFS T
fic, EhEXHFRWO,

RO TIHEELE, SHNEAYNSENIEREE, HBEESRA. KNBHAKTFHEFETHEH
{Ho RMIFREME (FI0, NFSFIISCS)) BEAMERAMUIAEN, NEPEM—MEXEATSXLER
XL, FRNBRMZENZALTEIE, ER RN BIEEEFFEN—MERE,

AEEEHERRANSHROH, RAEERANNMEF (MMEIKX) , AEFKRNEGREEANA, HE—
(FEXNIF) HTER, BEE—PKRDMEE,

TRIE T UiFER -

* 4.1 ViEES
Vil CLI%E 3T
ReadWriteOnce RWO BRALUKE DT RUEERAEH,
ReadOnlyMany ROX BRI RS D /UL RER R,
ReadWriteMany RWX B LEL DT LB EE,

BF

&1 AccessModes R Z2EBINREM —NER AT, SIIASBAHEIRE, FHENBERREK
AR IEBHE T FRERA TR ERHE TR R,

530, Ceph 124t ReadWriteOnce Vi[RI, MREFTEEN I AERER N ROX, NFEE
EFBAPIERE read-only . N EHHEIRESEETRMENEEE R TR,

iSCSI # Fibre Channel (Jt4&@3E) BEANEERENG. BRIRIEER—HERER
E— T RERIES, ARLEBERT, KT RHT drain B4R, SELERNT R
RRHER, X T RHT drain #2451, FEELABEERILSEH pod ERMFR,

TRIE T AR PV X FER :
XK 4.2. TR PV JiHER

Biat ReadWriteOnce ReadOnlyMany ReadWriteMany
AWS EBS | - -
Azure File | | |
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Biat ReadWriteOnce ReadOnlyMany ReadWriteMany
Azure Disk | - -
Ceph RBD | | -
Fibre Channel | | -
GCE Persistent Disk | - -
GlusterFS | | |
gluster-block | - -
HostPath | - -
iISCSI | | -
NFS | | |
OpenStack Cinder | - -
VMWare vSphere | - -
A ] - -
v A=

K AWS EBS. GCE Persistent Disks 8 Openstack Cinder PV B pod {fFIE #7 (| &
HIERE SREE.

4.3.3.4. EF AR
TR T YA EIERER -

® 4.3. HRTEHT IR

B IRER ek
Retain FEFFENEIIA.
JIH B HBR PV A KB ANERIZRE BT
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Digk

H
[=]

R TARERA pod, HEMHSES.

4.3.3.5. frE%
BA L FUTILDMES -

xR 4.4. BE
51924 ok
Available AR, AR EEMEM AR
Bound BEHEE—EH,
Released LURIMEAIX AN BHEBA BRI, BiZERITEEHREHEHHNR,
Failed BB EH AR

CLI & ~5 PV 45EH PVC &#R,

4.3.3.6. EHET
& 7] LU A5 A2 volume.beta.kubernetes.io/mount-options 18 E/E i A MBI B H LT,
flan -

HEETUR G

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001
annotations:
volume.beta.kubernetes.io/mount-options: rw,nfsvers=4,noexec ﬂ
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
nfs:
path: /tmp
server: 172.17.0.2
persistentVolumeReclaimPolicy: Retain
claimRef:
name: claim1
namespace: default
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ﬂ 129 PV HEEEIR AL 6 A 18 E RO SR,

LA R AMESR B TR EGAI
e NFS
® GlusterFS
® CephRBD
® OpenStack Cinder
® AWS Elastic Block Store (EBS)
® GCE Persistent Disk
e iSCSI
® Azure Disk
® Azure File

® \VMWare vSphere

Ve = -
Fibre Channel #l HostPath A &R HHEHE,

4.3.3.7. %4 chown

R PV HEHE Pod B, SETE Pod EERT, BHARBNFINRESRIETES NS Pod ABLITES, HXf
PV HHBIRTA LRI B 4T chown B, A/ B AV RINBRAINEISH, XAk Pod MiZ{TH/2
Pilal PV X %%, AP ELLEEEH Pod k£ £ TFXAR(SCC)HIETE fsGroup 3B LEXLE# )8
SREIRT AL

SELinux 7% th & 98 R, AP ABERR LN SELinux P& 1716 I8 el

MRAPAXREXH (40>100,000) , MIFER PV #EHEE Pod RATH RS A EAREE
.

Ea

4.3.4. FAMEBFEHR (PVC)
B PVC B2 E3E—1 spec #l status, © 195K T FEMMEIRE, Fl0 :

PVC X &R 7€ Sl

kind: PersistentVolumeClaim
apiVersion: v1i
metadata:
name: myclaim
spec:
accessModes:
- ReadWriteOnce
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resources:
requests:
storage: 8Gi
storageClassName: gold

4.3.4.1. 17k

7%, #iI7E storageClassName B MEFIEEFMERIATR, FEARLUER—MFENEMER, REE
B KB PV ( storageClassNamefI(E5 PVC HBYEER) FR5 PVC 4 E, SHEEATERE
PIRBERFN IS NEHRIRERS. SHEEATREZSENES PVC B EERDN PV,

EREEOMALUNARA PVC EBERINEMHE, URE T RINEMHERN, PVC LIBRBMERMEFIMEE
StorageClass =X storageClassNamei% "', LUEHERREEMEIM PV,

4.3.4.2. iR
BRI R B R EV PR N, SRS 8ERMKR,

4.3.4.3. Resources

R pod —H1, FEATLUEREAKENKIR. EXMBERT, HRATEFHE. RENTRERERTEH

A,

43.4.4. FRENE

pod B G FEBRE N BRI FM. EFEAFEN, FBHEFEM pod MTFRE—1MMAZEE, FETE pod
MR E PR EIFR, FEATRERXNFEHEAMNPersistentVolume, B#iEHEEENLF pod
g, B0 :

HEERENH pod Al

kind: Pod
apiVersion: vi
metadata:
name: mypod
spec:
containers:

- name: myfrontend
image: dockerfile/nginx
volumeMounts:

- mountPath: "/var/www/html"
name: mypd
volumes:

- hame: mypd
persistentVolumeClaim:

claimName: myclaim

435 HEZH
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BE

REXFR— NIRRT, ENERTFIEREN PV,

BRI G SIEELLMBE T IRSF I (SLA) H, BHINERREH T TE, E
e, TERBNEET IMEREREN, X“Hﬂﬁﬁ”klﬂﬁ‘éﬁﬂ;{ﬁﬁﬁF’?miﬂﬁi%ﬁﬁ’]lﬂ
B, AENSEFAMBRRERGEL

BRIABRATUGREFEEMNESER, HSMH
https://access.redhat.com/support/offerings/techpreview/,

AR LUBILTE PV #1 PVC A8 R B & APl FERFASE & RIBRE,

ZHEARSE, B2 5E%E A BlockVolume TheEl 1. E5 master [FATNBE ], 15 feature-gates /&

InZE apiServerArguments # controllerArguments ., 177 /3 AIAE ], 1E kubeletArguments
':F'm\\ﬂl] Ii]ﬁgl—J WJﬁD

kubeletArguments:
feature-gates:
- BlockVolume=true

PV =l

apiVersion: v1i
kind: PersistentVolume
metadata:
name: block-pv
spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
volumeMode: Block ﬂ
persistentVolumeReclaimPolicy: Retain
fc:
targetWWNs: ["'50060e801049cfd1"]
lun: 0
readOnly: false

Q volumeMode Ti{ KX PV 2RIAHE,

PVC =il

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: block-pvc
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block ﬂ
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resources:
requests:
storage: 10Gi

ﬂ volumeMode X FKIERK 7T — NRIBHRFAMES,

pod BlAg

apiVersion: vi
kind: Pod
metadata:
name: pod-with-block-volume
spec:
containers:
- name: fc-container
image: fedora:26
command: ["/bin/sh", "-c"]
args: [ "tail -f /dev/null" ]
volumeDevices:
- name: data
devicePath: /dev/xvda @)
volumes:
- name: data
persistentVolumeClaim:
claimName: block-pvc 6

Q VolumeDevices (5 volumeMounts3i{l) BTk, REES PersistentVolumeClaim j&—iZ
E==

Q Device Path (5 mountPathig8{l) XRIIWIBILEHIERE,

9 BIRIE persistentVolumeClaim 52!, B/l 5HIER PVC B9EFRILED,

% 4.5. VolumeMode oI LA FARG{E

Filesystem =
Block 5

xR 4.6. RBIOAEAR

PV PVC VolumeMode

VolumeMode

Filesystem Filesystem GiE

Unspecified Unspecified GiE

99



OpenShift Container Platform 3.11 224

PV PVC VolumeMode

VolumeMode

Filesystem Unspecified GiE
Unspecified Filesystem GiE
Block Block GiE
Unspecified Block THE
Block Unspecified T4 E
Filesystem Block THE
Block Filesystem T4 E

- o
KIgE AR IFHERBIAE Filesystem,

4.4, [mif A IF N
4.4.1. ¥k

RAFBRT IR FHESORTUTIIEER,, FRMALEM. IhsEIChER. MRS

F, OpenShift Container Platform & # AL FiEREEEEHHRETTEREMW
ER. EFALIIEE, FSH NI FHERE,

PRT FHAMEMSN, Pod HIBSRLFRImAS SHmif AthFhEF BEVHITIRIF, LRI FENERRARTRE
& pod BE AR, BIINEFEIIETE pod AIHE,

1£ OpenShift Container Platform 3.10 2 &, FARZRMWAIEZE. HEBZRH EmptyDir B[ pod 2 FF I
N ARMZNE, Pod MAINK AMEMIITRIAZEE., ZEMHE, SHRORNMFHEERHNBSIE

e Pod NALEE %S VAT A MIFE,
e Pod TiHIERRILHIAMEFRE,
o ARHMTFNETTIEMRIUL AT LA B 7B Ko

e Pod AR NEAM pod EEATAMEHEMBIIR. REERVNEHFERTARE, 8 pod
FAT LA,

EHEAMEBTE, N EHEEEEHMEEZ, BRMARLMIEIE, BT RE. FERaiTHH
OpenShift Container Platform B EMERZ 4, I EEBAFIN, IERFEEEZR T pod 18 EHImAT
AEFMEEFR K, OpenShift Container Platform RTEEHMAEIME pod, FRHLET st EERAAME
ﬁ%o
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B 4E Hihilk=

BRIGHFIHERAVER AT LA AR FHERINFBEN, BETREUIMS /0 FHBMER
BRHAE.

4.4.2. Imi 2 R R B
ENRPRARBITN A, QBEDK (root HUZITH) BMMEXRTAE,

4.4.2.1.root

BRINERT, XNMNDKEE kubelet IR B . /var/lib/origin/ 1 /var/log/ B %, b9 XA LER -
Pod. OS # Kubernetes R T # 2 AIHE, &iF EmptyDir B, BFEHEE. HEZNERTEA
2, pod AILGHEFEL DX, kubelet EEXANORMHAZ I AFBEE. XM9X2IGEM, NARELE
HAZE MX AN R FR B9 (EAAT 14 BE SLA. B % IOPS,

4.4.2.2. Runtime

XE—NES X, BT overlay X%, OpenShift Container Platform 21 1R A FiR M H =1
FIURIIN D XBRE, RHRREEMNAIBEAZEMEELL, 0R runtime 2XEE, Nl root 2 XA
EREMRRESEHECAEANELH,

LIRE A DeviceMapper IRELZ 1T FH#EE, BENERN S ZE R EEPRRISEE,
FRAEEEHERE IR FiE,

4.4.3. EBIET F6E

SREEAALLET XERH EIHRLIRIREMRTE Pod A 7E Sl 77 & B BREISE B M 77 (815 K E
EEEIE FRBIEN FiE, FFA AR E UIE Pod MBS L& T E TTRRY 15 KR (E.

4.4.4. FIRIEE FE

IR LA A /bin/df 520 I RIn RS BIEMESHNInN FEEARE RN IE, B /var/lib/origin #l
/var/lib/docker, INREEEEIE I /var/lib/docker B £ RAIRE S &, NIER df dvs, NMER
/var/lib/origin By & FAZE (8],

£ df -h %% E7= /var/lib P 2 B B Ze R p9 AR/ 15E1E -
I $ df -h /var/lib
Ll R

Filesystem Size Used Avail Use% Mounted on
/dev/sdal 69G 32G 34G 49%/

4.5. JRIZH B

OpenShift Container Platform FIFEERES (MIMEB Git ARS538) SHAER (80 GitHub, Bitbucket %)
HEEERZEHIEE(SCM)RY., BHEI, OpenShift Container Platform {3z Git R AR,

SCM &5 112 RBERE, MIRE !
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o (FAEMEZELEZE BuildConfig, © 7 1F1E OpenShift Container Platform FRiEE N AIEF, &7
LUB IO IR B9 1F 6 & £ F 2 012 BuildConfig, 31t OpenShift Container Platform B z/ i

Bo

o TETF{E A B U il A 1432,

4.6. ADMISSION CONTROLLER

4.6.1. ik
A (Admission) S TE FIREE A MRIEINGT master APIBOIE R, {BIETE R IEFH IR,

HIFRBEZERKEP LA, SMEANBUHRRINFZT, MRFHHOEMBEHELTIER, WEBMNE
RGILENRARLS, FHEMRE—NMERARERF,

EANBHTRSE-LEERTEREANR, UNARKEENRKAE. A4, EABETRIESEX
PR, EONERGCIER — B2 RIITEIRIE, MEBRSERE.

DIk

H
[=]

OpenShift Container Platform master  — P EiIAEHFIR, BFEMRENTIR
(Kubernetes #1 OpenShift Container Platform) ZRERINEH, XL£EZ master IEH
TYEFTEM, BRIFEE™RTHEE S EREMM L, BNFREUSBXLETIR, LUGHRA
K- muRERERATRNEGERS, HRaRZel|NEiF. MRETE master B
BXHHRESERINEHIR, BHEEEHRELURN OpenShift Container Platform
master BIFHThR AN E K,

4.6.2. General Admission Rules

OpenShift Container Platform 4 Kubernetes #1 OpenShift Container Platform %R {5 F 5 — 4 A5,
XE &2 admissionConfig.pluginConfig TTHRINE AT S ESBEHEE, ©f HREIEE
kubernetesMasterConfig.admissionConfig.pluginConfig /.

kubernetesMasterConfig.admissionConfig.pluginConfig [/ 1% ## Z
admissionConfig.pluginConfig /.

IR EANGEHSRER —EhEEF, 8% B 1%E admissionConfig.pluginOrderOverride X
kubernetesMasterConfig.admissionConfig.pluginOrderOverride. &=z, = REINXHBEYE, o
LURINEHEEXMECE, =& R DefaultAdmissionConfig /N7, #01 TR :

admissionConfig:
pluginConfig:
AlwaysPullimages: @)
configuration:
kind: DefaultAdmissionConfig
apiVersion: v1
disable: false

ﬂ HE NIRRT,
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© =FNEREMt. CRAEN, BLERSE,

¥t disable & true IS FHEIA N on BIE AIEH,

llllllﬂ?

A (Admission) il B E A F1E APl lRS e L e S, EERNZE/D,

A=
IMREAERAN R EREB AT H—E AP admissionConfig o3&, ZH7E AP

RSB EEFREIES, "TEI’J AP| RSS2 R UMD BIRBVE A BE S D), BE
admissionConfig L,Lﬁ:r,?%

4.6.3. BHE UEANTEM

SHEE N AL E — 2 A SRR LTy, Hln -
o FTHFIREIBHIERE
o MESRMEMNENES
o 12fl Pod NE

o EEABHE

4.6.4. (£ AR ERHYHEAIEHIZ
fEFS SR EVEA LB BB init B34,

4.7. BE X. ADMISSION CONTROLLER

4.7.1.
BR T BOABDE ANIRF 25, AR LUER #A webhook E AN —EB D

H N webhook R7EGIEN A webhook iR S5 25 K& pod, MLFEAIRE, A ANTFRALIE pod B
ENRE A,

N webhook 7E BHRRF A MERTEIKEI master API B91F3K, (BIEIE K H D EIERIFNE,

4.7.2. Admission Webhooks

1£ OpenShift Container Platform &, f&a] LUER A webhook X%, 7E API A A% E Webhook
AR 55280

0] LABR & ) 25 4 A Webhook ¥R :
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o R A Webhook RRVFEAZ R Webhook £ KRN B IR BRIERN KRN R
o ISIFH A webhook F 14 Y6 IE Webhook E5EHE B 7B VM AR,

BEi& webhook F14+EF Webhook AR S5 88 B H T AAEBE M, {BRE, webhook WA/il5— & KB T BE
5 OpenShift Container Platform IE& T{E,

BF

Admission webhook RE—PEATNTINEE. HATITINRER SIETELLNE 47 IRSSLH T
W (SLA) &, BHEgERREH A TE, Flt, EFRIEEIMNEHRERE], X
RAT R LMER P RBIXAHITIE, HENSIEF LN BRRERGERL,

MBLLIBRA TR EEME S B R, B
https://access.redhat.com/support/offerings/techpreview/,

LT REBIERS, OpenShift Container Platform & HH—™ APl A RIEZ LN R, THEANILREF, &
FAHEAIEFES A LAV Webhook SEHUUTIESS, MFEARBMMENRE ., TEAEANTTRLEE RIS, Ul #EA#HES
AT LLJE F webhook SEI{RIEFAECE T AR, MNEIERPHMEIRE, MREIEET, OpenShift Container
Platform RIZIRECE RIFE N R,

U APE R AR, 2R sRI0UEE AR H 25 F R E PSR webhook FIZR, FHTHAEA] :
o MEMA webhook &RHLAEIE R, HABEIFAESE,
o MNRBME webhook AL TIEK, MEANERSGHIEL, BESIIMERERERRZ % — 7 webhook 1E
“aEEA,
MR L webhook B4 NiEK, NMRBE—1 webhook F&IREIZA .
o MNRTEFA Webhook FBEIFHRE, 215 RGFHIELE, KRB Webhook,
A I 2550 webhook ARG 85 2 [AIREIEEEF A TLS R, 4 CA IE-BFFEAIEF N webhook R
R ERMRSSRIEPE R, PEM &M CAIERERAEMHLE (40 Service Serving IE1) Secret ) 12
YhHE AT 2R,

TEULER T LT F2E W N A Webhook, B THAZ M webhook,

API _ ) Object _— .
e B B M Il B L Ry
handler Validation
Webhook || Webhook Webhook JJ

A Webhook B—/ME L RFIA IR FURMEMIGIE, B0, BB —PEMEMERAAE pod #8—4H
WAMIRE, 1R pod &AEXLEIRE, NIEFREERBEM pod. EAILUIRE webhook 3H3F A X LEHRZF]
A= Webhook, MRS R EEIE. AfE, OpenShift Container Platform $EE EHE 7% pod,

FE R F IR R RO ET R BT B pod,
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—LeE L ARIaRE
o THRYHR, ¥ side-car BEHEA pod,
o [RHIE LARR L1 B g — L BER,
o BENHHRIE, LUK ERHUITE 2RI E,

4.7.2.1. Admission Webhook fyZ5HY
EREIE A A LUTE AP| IRSS 2830 JEA HE B &% 25 Z# A webhook B8543 1/ A webhook,

BRAEAN Webhook RTEE AN L RINMEREHR, XRTEREKEANRIEHRTREANST, — ML=/
A Webhook 7~f§l;2 Pod Node Selector Thag, ©FAMRA LA LHFME BRI AFESRFRERINE
pod #lA&H,

Mutating Admission Webhook Egi& <4l

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <controller name> g
webhooks:
- name: <webhook name> 6
clientConfig: ﬂ
service:
namespace: 6
name:
path: <webhook_url> ﬂ
caBundle: <cert> 6

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:
- <resource>
failurePolicy: <policy> m

BEL R AN Webhook BEiE,

N webhook X B9 R,

E i A webhook FI& FR,

SfAlERE. S EFIFEURE L X E webhook AR5 2RHIME B
BIAIRARSS B E

AmAR 55 B9 & R,

AT ATE KB webhook URL,

9S00 009
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© o webhook iR 55 281 FRBGAR 55 B iE % 4 9 PEM 4ifid8y CA EH,
© L API RS BRI PR AR R UKL,
@ A% API RS SR A LRI SRR E -

® create

e update

® delete

® connect

m EEINR webhook A ARRSS 827 AT FH SREE S AN #24E, Ignore (foiFr/KIETHF) = Fail (R/
RKHAD) o

AT I RSB UEE AN Webhook, TELLINTER, BILATESRFERY API iR HIARREZS, KL
HBRTREAEBEXREN, Pod Node Selector B 2XFEAN—NRA, @iTH{RFFE nodeSelector
EXERZ BT B 8977 sk 2R BR A,

Validating Admission Webhook Eg & =%l

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration ﬂ
metadata:
name: <controller name> g
webhooks:
- name: <webhook name> 6
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <cert> 6

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:
- <resource>
failurePolicy: <policy> m

e ELUEAE AN Webhook BB &,
webhook ## AXTREE TR,
Eif A webhook BY& FiR.

0009

SfRIERE. SEFIEUE %X E webhook AR5 2RHIME R
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I RIRAR SR,

AR AR 55 B9 R,

FAF £ A5 KM webhook URL,

“h webhook AR 55 255 FARUAR 55 28 1UF 1925 & 89 PEM 4RiEHy CA TE,
7E S AP AR 55 28RTHS 1 {5 P ILt 2R 11 83 O R

900909

% API BRSS 25 1 R ILL 251 23 BO R AF .
® create
® update
® delete

® connect

m EE IR webhook A AR 827 AT FH SREG S ANE#24E, Ignore (foiFr/KIFTFF) = Fail (R/
RGKHAD)

% -
A RNHT A IR BRI B B w7 h TR

4.7.2.2. 1 Admission Webhook

BHEERENER webhook fRS53%, HBREEEIE, BN, RIE webhook BE#ESE Y fail open =K
fail closed, ENIRIEN W TFRMESZNIEL,

1. £ YAML X#HESE— mutating 3% validating A Webhook X%,
2. BT T RO R :
I $ oc create -f <file-name>.yaml

B A webhook X8R f&, OpenShift Container Platform BE LM e F e ETHECE,

3. JAEA Webhook B ZgiiRARS :

apiVersion: v1i
kind: Service
metadata:

labels:

role: webhook ﬂ

name: <name>
spec:

selector:

role: webhook 9

wﬁﬂﬁ Webhook BIEEE NBIIRE,
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I $ oc create -f <file-name>.yaml

5. A webhook BFRARINEIEE R Webhook #E#I89 pod :

apiVersion: vi
kind: Pod
metadata:
labels:
role: webhook ﬂ
name: <name>
spec:
containers:
- name: <name>
image: myrepo/myimage:latest
imagePullPolicy: <policy>
ports:
- containerPort: 8000

Q fi % Webhook BUFRZ,

BXRUAENER RS E %S B A #iER webhook JE A RS 25 #13& FAMI-admission-

apiserver BJ7Rfl, 15Z [ kubernetes-namespace- reservation i H ,

4.7.2.3. Admission Webhook =4l

LT 2—1MHEA Webhook =fl, BRRRVFERLZEFRRREN QG HZEN -

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io
webhooks:
- name: namespacereservations.admission.online.openshift.io
clientConfig:
service:
namespace: default
name: webhooks

path: /apis/admission.online.openshift.io/vibetal/namespacereservations

caBundle: KUBE_CA_HERE
rules:
- operations:

- CREATE

apiGroups:

apiVersions:

- "b1"

resources:

- namespaces
failurePolicy: Ignore
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LUFR—1HE%E 7 webhook BIA A webhook 1t H) pod 7~ ffl :

apiVersion: vi
kind: Pod
metadata:
labels:
role: webhook
name: webhook
spec:
containers:
- name: webhook
image: myrepo/myimage:latest
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8000

LAF & webhook BIRTIHARSS :

apiVersion: vi
kind: Service
metadata:
labels:
role: webhook
name: webhook
spec:
ports:
- port: 443
targetPort: 8000
selector:
role: webhook

4.8. Hb API TR

4.8.1. LimitRange
FREISEEIRM 7 —FhaN %), ARSI Kubernetes #3424 22 ] BB BERSEME min/max PR,
WIS FERRZEE RARIMERHSEE, R LGREIEA pod A HENR/NFIRK CPU IREE,

XF CPUMIAERME, MMRERET max H, {BXRAETE LimitRange X RHBIEE min FRE, NI EHRATEE
KA max {8 CPU/RETHR,

4.8.2. ResourceQuota

Kubernetes RTLABRBIFE Ap & Z2 [A] AR AR REE, UKk &2 F BN RIGEKOFHREE, Xah@id
ZANHIN (=D BZEEARIENEPL) HZ—1 Kubernetes &8, FHBIE—NEIARIA S — 1M &EEF
BRI A B9

A% ResourceQuota WEZEE, HESHEHEIE,

Y2
4.8.3. KR
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Kubernetes FiRE pod Sk A2 AT LUF KB, 9EESHFER Kubernetes BlR. R~BHISIEAREF(RAM),
CPU. B[R] F0RZ% 7 BE

MBESES, HBAT LA,

4.8.4. Secret
Secret BFEMHBRAER, MBH. BEIMIEY, iU ERXM pod R, B5E(IMNE L9 FF.

4.8.5. PersistentVolume

FAES ZHEHSE N BAERMZEN X R (PersistentVolume), IFAME NGRS AREFIRE
B AREE,

4.8.6. PersistentVolumeClaim

PersistentVolumeClaim %% 2 Pod {EE W ZEHIE K, Kubernetes S RTASMICE, FHISE1(]
HWER—iE, ARG, HBW pod BES. Kubernetes IR ESZEEH pod I FR—PMTHE L,

4.8.6.1. HE X R

EE XK 2 Kubernetes AP 9T B, B BT APl, SiERTEFECH API BI AR B &R+,

HSAERBE LFIRY B Kubernetes AP,
4.8.7. OAuth 1%

4.8.7.1. OAuthClient

OAuthClient fXZ&X— OAuth &I, 1 RFC 6749, section 2 Frik,

LAUF OAuthClient X R =B AIE :

openshift- FFH Web 1251815 K SR ZE i
web-
console

openshift- FAskERA R B R E R A R /oauth/token/request HiE R BIE /i
browser-
client

openshift- FA SRR 202 WWW-Authenticate FTifI#Y user-agent Ri K S HEHIZ P i
challengin
g-client

OAuthClient X E X

kind: "OAuthClient"
accessTokenMaxAgeSeconds: null ﬂ
apiVersion: "oauth.openshift.io/v1"
metadata:
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name: "openshift-web-console" 9

selflink: "/oapi/v1/o0AuthClients/openshift-web-console"

resourceVersion: "1"

creationTimestamp: "2015-01-01T01:01:01Z"
respondWithChallenges: false 6
secret: "45e27750-a8aa-11e4-b2ea-3c970e4b7ffe"
redirectURls:

- "https://localhost:8443" 6

WS EGRE (UM NEA) (FS) TEMELR)
name F{F OAuth iE3kAH client_id 534,

%4 respondWithChallenges %77 true [if, % /oauth/authorize FIR%E B {34 EB91E K IF 55
WWW-Authenticate iiif] (J1RHERENFHRIEAEZR) .

secret ZE09E R ERAR LR client_secret 531,

— N Z NS URI BT LARRTE redirectURIs 80, A RIS K & %8 redirect_uri SEUA01LL
5 EH redirectURIs 2z —{E R,

®0 009

accessTokenMaxAgeSeconds {EZ& & H. > OAuth & im# master BE & S {4 AR RIERIA
accessTokenMaxAgeSeconds 1. N&EFimixBEXMENR, RIFEREIMEME Find o E RIS
THIBANE P imiR < EA DT A S,

o HNRN null, N{EM master &L & X4 HEIBRIAE,
o MRKENO, NFHEFRTH,

o MRIXBENKRTF 0H, NHZLEFimhA BB RSB ESHAN A, Fia0
accessTokenMaxAgeSeconds:172800 & 5B SEEA 5 48 /T HA,

4.8.7.2. OAuthClientAuthorization

OAuthClientAuthorization XX —MFE OAuthClient I L, B FAIRE—INESEFESEER
OAuthAccessToken,

OAuthClientAuthorization X R Z7EXT OAuth iR 552380 H0E K HA 8] ST A A,

OAuthClientAuthorization Object Definition

kind: "OAuthClientAuthorization"
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "bob:openshift-web-console"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
clientName: "openshift-web-console"
userName: "bob"
userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"
scopes: []

4.8.7.3. OAuthAuthorizeToken

m
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OAuthAuthorizeToken X3 OAuth =AU, 0 RFC 6749, 55 1.3.1 AAmR®,
OAuthAuthorizeToken H%] /oauth/authorize i s BIiE R OIE, 0 RFC 6749, 4.1.1E8% Ak,

SRS, FILMEA OAuthAuthorizeToken 3£EX OAuthAccessToken, i&3K$g[E /oauth/token s, M
RFC 6749, 4.1.3 Hffmat,

OAuthAuthorizeToken Object Definition

kind: "OAuthAuthorizeToken"
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "MDAwY]M5YjMtMzM1MCOONDY4LTkxODItOTA20TE2YzEOM2Fj" ﬂ
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
clientName: "openshift-web-console" g
expiresin: 300 6
scopes: []
redirectURI: "https://localhost:8443/console/oauth” ﬂ
userName: "bob" 9
userUID: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"

Name REXSHEAH, AERT OAuthAccessToken BRI TS,

clientName 18215 K It S hEHI OAuthClient,

9 expiresin {2 creationTimestamp B HARS 18] (LARD ML)
Q redirectURI {E 24 At S hEBIIRACTRER A A P EE R EIRNALE,

username KR SHEHELTR, FIEFFHKEL OAuthAccessToken,

userUID KRB LS EEHI UID, FRIFIREX OAuthAccessToken,

o

4.8.7.4. OAuthAccessToken

OAuthAccessToken X% OAuth 7[5k, 21 RFC 6749, 1.4 —HRTIR,
OAuthAccessToken E%} /oauth/token i SAGIERBIE, 1 RFC 674958 4.1.3 #4 ATk
ViR S hEFE bearer BREEXT API #1T B 1255 1E,

OAuthAccessToken Object Definition

kind: "OAuthAccessToken"

apiVersion: "oauth.openshift.io/v1"

metadata:
name: "ODIIOGE5ZmMtYzczYi0ONzk1LTg4MGEtNzQyZmUxZmUwY2Vh" ﬂ
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:02-00:00"

clientName: "openshift-web-console" 9

expiresin: 86400 €)

scopes: []
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redirectURI: "https://localhost:8443/console/oauth” ﬂ

userName: "bob" 9

userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"

authorizeToken: "MDAwY|M5YjMtMzM1MCOONDY4LTkxODItOTA20TE2YzEOM2Fj" ﬂ

name ESREATR, FAIEMA APl 3T AR S,
clientName B 215K Il 89 OAuthClient,

expiresin {E 2 creationTimestamp B HARS 18] (LARD ML) o
redirectURI 24 A Lt & REBYIRDURHR R E E M BB A F R E,
userName SR I ThEVF T BB IIER A .

userUID KR LS hEVFHITE R IIER A .

authorizeToken & F £ KB L 5 FEH9 OAuthAuthorizationToken BI&FR (BH) .

9O99200609

4.8.8. A&

48.8.1. 5%

% 7 & k2l OpenShift Container Platform i, B EEEN S DIREER HiTEN. XRETHF
BIE1{2, FMA OpenShift Container Platform 125X LE(E &,

SAE, OpenShift Container Platform &41% & 173 & #% User Identity Mapping :

YNR{EM lookup BREY AL (BN, MNRIEFEASER LDAP REY) ECE T BN RHRER,
MASPITIZME IR, BRIIFN0RRE, MBFELER, HEH EHRRETTE,

o MRBBERE, ERARRE—IAF, NEFREKW,

o MR Identity EEE, SHEMHNE—P EF, XMEFAHREET — S E User B9
OAuthAccessToken,

o MRBHAREE, MAEE— Identity. User #1 UserldentityMapping, Fi /" #%$5E RSt F
F1#] OAuthAccessToken,

B3 X RE XL

kind: "ldentity"
apiVersion: "user.openshift.io/v1"
metadata:
name: "anypassword:bob" 0
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
providerName: "anypassword"
providerUserName: "bob"
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user:
name: "bob" ﬂ
uid: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"

BT IIR A providerName:providerUserName 1=,
providerName Z &3 1R T2 F Y& R,

providerUserName 27 {7 1R 27T H WM — XK S DRI &R,
user ¥+ MEHRE L H ARG EIFIAEF &,

0009

uid SRt H P BRF FIBIA B89 UID,

4.8.8.2. User
User RERRGAHH—NEF, B NAaaRmER - sEA, e %% PR,
PN RIEERERE BE0, sSiETLLET API G,

P2y~
| OpenShift Container Platform AP &AREESIE /. : F] %,

FAF X &RE XL

kind: "User"
apiVersion: "user.openshift.io/v1"
metadata:

name: "bob" 0

uid: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
identities:
- "anypassword:bob" g
fullName: "Bob User" 6

@ rame REASRNA G ERKAN A,
@ 517 RHESBRNELASNSRN R, WFLEERHAS, TR null 5 empty.
© fullName (ER— AT LM~ EREH,

4.8.8.3. UserldentityMapping

UserldentityMapping & — Identity BR5¢E]— 1 User.

B, FHBMER— UserldentityMapping, =152 Identity #1 User T B9 < FER,
— Identity REEBRH R — DM E—MAF, ERER—MIENSHHTEMRRER,.
—TMRPALEZITREIENEN, IARFERSHERAERARE—AF.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#managing-role-bindings

UserldentityMapping Object Definition

kind: "UserldentityMapping"
apiVersion: "user.openshift.io/v1"
metadata:
name: "anypassword:bob" ﬂ
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
identity:
name: "anypassword:bob"
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
user:
name: "bob"
uid: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"

Q useridentitymapping name 5851 Identity name PEEZ

4.8.8.4.4
Group RRGPHI—HRA . HRLURET A St (1894058 A R AR 1T 2 H,

1 X RE

kind: "Group"
apiVersion: "user.openshift.io/v1"
metadata:
name: "developers" ﬂ
creationTimestamp: "2015-01-01T01:01:01-00:00"
users:
- "bob" @)

ﬂ name & [F4H RN &R H R R,
9 P B9 E R LK 5189 B P X RBIE TR,

=
&
&

115


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#managing-role-bindings

OpenShift Container Platform 3.11 224

553 ML
5.1. %%
5.1.1. Ak

Kubernetes AI##{R pod REWLAEEELM, FHMMAERRILE HEA pod 2B — IP ik, XFERIRIE pod &
FrIERSRMNTHNREECIER—ENL—F., NED pod BEELEMN IP thit, BREEHKOSE. B
M. i, RSAD. fEHE. NRAERFEEMIRAE, oLURMEENSKEN —HFENRF pod,

AEEE pod [AIGIEREERE, Ff I RHEER IP it BiES pod #H1TEE. HR, BUEUEB—IIRS
(service) , ARBEFEHARSHITRE,

5.1.2. OpenShift Container Platform DNS

MBIE Z1TENRS (MBTFEA pod WEIHMEIHRARSS) , LUE frontend pod 5 EIHRSSEIE, NIE
HEFE. RS IPEUBIETE, NRMBRFEHVERS, TLUNZRSDE—DHHN P ik, 3
BEZESHOE frontend pod FIREXARS IP IMEL EMEFHE. AN, WITIEE frontend pod Z Al
BB EIRIRSS, UMBREBERRS P, FRE/ENIMELTEIRMYE frontend pod,

Ak, OpenShift Container Platform EB—1"Wi{& DNS, LUERSS DNS LLRARSS IP/im BT )X
LhR 55, OpenShift Container Platform X #F7EEIZ AR 558 DNS & B master £iZ4T SkyDNS RifF9
DNS, FAERT, EHENFHO 53,

L RBESE, UTEBERT Kubelet #% IEFAHARTEI master :

0308 19:51:03.118430 4484 node.go:197] Started Kubelet for node
openshiftdev.local, server at 0.0.0.0:10250

10308 19:51:03.118459 4484 node.go:199] Kubelet is setting 10.0.2.15 as a
DNS nameserver for domain "local"

MBEAELRETZEE, N Kubernetes IRSS AT BEA T A,

ETRENL, BPMEBRNATIRS 2EERNEIFIRN master &, BREIMRINERBHTR . <
pod_namespace& gt; .cluster.local, B2RbEERTE T REREATE M FRAR 5528 2 BIHET & AR 55
BREWEAEERTIRSES, X2 Docker BRMBBRMEINTH., FENFHEEEUTHERN
.cluster.local B/ & 7 :

5% 5.1. DNS =& HR

XRRE B

ik <pod_namespace>.cluster.local
AR %5 <service>.<pod_namespace>.svc.cluster.local
Endpoints <name><namespace>.endpoints.cluster.local

XA ARG IEE 5 frontend pod LMEFRERFTARSS, iXIF NARSS OIS IP, XX HFEAMELE, AN

pod ATLAMEFARSS DNS, 54, BT DNS ARiZ, Ethal LUSHEIRZERS S BN db.local, thziF@

BRFER, ENEHRSBFERS IP, FELTHEEEM frontend pod ZEIBIEBFIRARS, HNIRSSEFR
(LA% DNS) BiREIEIL,
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https://github.com/skynetservices/skydns

55 5 &= %%

Itk DNS Z5Fgih @IETLARSS, EAPT1F IPRBADESIRS, kube-proxy ATy HEimRIZMHE MBI R
IRULEREH. ARSS DNS LAIMER, HAIN LD ALS, —PMRETFRFSBED pod, ATEFHESD
Pod [E[E{TIEEA,

5.2. OPENSHIFT SDN

5.2.1. #R

OpenShift Container Platform {8 U4 E LM% (SDN) AR H— N —RIEERLYE, ©RIT
OpenShift Container Platform &R BIAR[E pod HHE [EFH{T@E, LIt pod M4 EH OpenShift SDN &
SIHANYEIRY, B Open vSwitch (OVS) BB B E M4,

OpenShift SDN 24t =1 SDN 14 KEE pod M4 :

® ovs-subnet fEHZRIBTEME, TRMET —1 "flat" pod M4, T4 pod ALLSFRA EAh pod #1
AR5 E(E,

e ovs-multitenant &7 pod AR5 IR I B A HIMRE. S0U1E KEI— N HE—RIEILRLE
ID(VNID), FAFIMRAEATBEM pod BRE. REFRTBH Pod FEESRRTIEH Pod
AR 25 BB A E SRR 2.
BR, EWVNIDOWIIEE NN, eil#EirSraHEM pod @S, FIEHM pod TUSE
13818, 7E OpenShift Container Platform 5£8%/, default IEEA VNID 0, iXA&BIFHLEAR
% (MmEatss) SEHPIFEHRM pod @5, RZIFA.

e ovs-networkpolicy i 101 B E R A NetworkPolicy X REZE B 2 HIFRE KL,

BREZENMT S LERE SODNWER, 55 WA E SDN,

5.2.2. £ Master £1%1t

£ OpenShift Container Platform master £, OpenShift SDN 47— N1 R registry, fFE7E eted 1,
YRGB UEM T AT, OpenShift SDN MEEMZE D ECARFERBTFM, FZFMFMETE registry
d, MR s=ES, OpenShift SDN M registry R FM, FHEZEEFHFLEHFH,

ERNERESF, FEMLE 10.128.0.0/14 %4 (i.e. 10.128.0.0 - 10.131.255.255), 7 s # oL /23 T

(40 10.128.0.0/23, 10.128.2.0/23. 10.128.4.0/23 %) , XEKREEEHMSEE S12 M FM A BAF 2%
TR, SETROE 510 ik, ANERAE LZTHESR, SEMANA/NbISEETURE, B 2
ENFRIRN,

MRFMY BE T —NEKESHNHEIL, ©FRE, UEFLEIHZNH#FHPTFEON
FRIGL, Blan, NRRMILEH 10.1.0.0/16 (i H hostsubnetlength=6, I|FKH
10.1.0.0/26 #110.1.1.0/26) ¥/ 10.1.255.0/26, MITEETE 10.1.0.64/26 Z BRI E
10.0.64/26. 10.11.64/26, XHARIEFRMER ZEHER,

HER, master LM OpenShift SDN AABCE A M (master) ENL VG M EMREREMLE, Fitb, master £
M E BT ERBEMLL 0] pod, MRIFBBIENT RIZIT,

L {H A ovs-multitenant IEHRT, OpenShift SDN master 14 s 11357 B B9 AR, FHEl1oE
VXLAN VNID, MET R EHRRERE,
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5.23. TRt

ET L, OpenShift SDN HFiE LIk registry AiEMH A SDN master B9ARREMNL, LUEETT 5 F R
AELE T R

T 3E, OpenShift SDN X OIEFECE =ML HE :

e br0 : i pod BEMIINFEIH OVS MIFi%#. OpenShift SDN IATEX NI LERB—HEETFIE
F BRI,

e TunO : OVS WEfImA ( broLBImA 2) , XD EEERFRMM X, BAFAEBMLET,
OpenShift SDN EZi& netfilter FIEREFIN], LS @i NAT MEEEET RIE A BB M 44 895 7],

e vxlan_sys_4789:0VS VXLAN ## (brOLERIRO 1) , REFHERRT | ERISFMViR, £ OVS
HLHFRH vxlan0,

FRIEENLFEL) pod B, OpenShift SDN :
1. M RBEREEF MBS pod BI—DATA IP Sk,
2. 4% pod B veth BEOXTBIEH— I EEEF] OVS M bro,
3. 7 OVS BHEZERM OpenFlow #, T4 BIHT pod HIREERHEIEME OVS ik,

4. XIF ovs-multitenant 34, 70 OpenFlow #NIEFRCE B A pod B VNID B pod BIRE,
HAVFRES pod B VNID IEEE (N2 VNID 0) . FEILESRE Rt @AM,

OpenShift SDN i sRth M SDN E AR FMERT, ZRMEFTFRINT, 777 bro £330 OpenFlow ¥
M, LUMETZFRAER B IP iR A vxlan0 (bro EBERO 1) , AEEHMEIRLS

L. ovs-subnet ##E{&Ed VNID O £ VXLAN A5 EFrEEIEE, B2 ovs-multitenant i HE LB
VNID I FR&E %%

52.4. 8FEEZ AR

BXEEWNIAES  AFIB, HAASR A ethO X EEIILIAMIZE LT vethA, TALS BH ethO
BN EF ISR N vethB,

% E,E
o INRIEH AR FE Docker BRFSERNFEMUAKRMILFE, 5SS Docker BIE M MLE S,

NEBERSAGFEETAMEN L, BHREBHAEARMEN L, RE, MAZ AZIAE BHHIES RN
T

ethO (A’#Jnetns) - vethA — brO - vethB — ethO (B'#Jnetns)

BETR, RABSHAMTARBIN, FEBATEIHMS LRI L, AF, MEHRAZEHBH
HESRMTF -

ethO (in A's netns)— vethA — brO - vxlanO - network [l » vxlanO - brO - vethB - ethO (7B 9
netns)

&ia, MRAHAEEINREN, RERLIMT :

ethO (7 A Binetns) — vethA — brO - tun0 -»(NAT)— ethO (YEEik#) — Internet
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https://docs.docker.com/engine/userguide/networking/dockernetworks/

55 5 &= %%

JLERRESIES R RAEREET OVS M brO BB OpenFlow MMISEHAT, XML T iEE ML E2M F1R
HRIFMIBE, 5F ovs-multitenant i, XAIRAERFIN ML RE.

5.2.5. MR e

IRE] LAFE A ovs-multitenant RIS RE. SRR REDELEIERINTBEB pod i, OVS M
¥ brO i1 511 H 2 B8 VNID BIEUIEE. MRFFBSEEE T SEEFHAH A — IP #hlk, OVS M
N FVFTE VNID P ECH R 3R & % 2 EI B 89 pod,

INERET VXLAN BREM S —T7 S RIEEEE, M Tunnel ID BBYE VNID, #H OVS M A SRS
LB A pod (AN1REEE ID 5BH5 pod 89 VNID ITEE)

Bir v EERFHBEESFEAE VNID g, FHEER VXLANBE L, FEERMBERFEFHET
REBEE B hritit,

ARISCARIR, VNID O EAMNREFEFRIN, BRVFEM VNID O BIREH AEM2E T VNID O WA
&, FHEAF VNID O BREH AE{T pod. RE default OpenShift Container Platform Ui B #4 Ed—
NVNID O ; FREEMITBE MO T —ME—., SR TREMN VNID, SEEEATLEFEFEREEA
CLI #5171 B8 pod MI%E,

5.3. A FA#J SDN f&4

OpenShift Container Platform 33 Kubernetes Container Network Interface(CNI) #E% OpenShift
Container Platform #1 Kubernetes Z [A]89% O, 4 E LB LS (SDN)EH S BRI LS FHKITES, "TLL
RIBEERMZFF CNI ZEOMM DR,

5.3.1. OpenShift SDN

OpenShift SDN £ EBINLEFHECE, ENET Ansible WRETEN—ED, NEELER, ESH
OpenShift SDN &893,

5.3.2. =75 SDN &

5.3.2.1. Cisco ACI SDN

FAF OpenShift Container Platform B Cisco ACI CNI f{#124t T Cisco Application Policy Infrastructure
Controller(Cisco APIC) 25 F1— P2k % N i%# 2 Cisco ACI 64189 OpenShift Container Platform SE2#
ALk S

IXDERATE M A E E TN RE KIS

1. Cisco ACI CNI #&#4F ACI fabric ThHEEY B E OpenShift Container Platform &8, LUMEH
OpenShift Container Platform TE R4t IP Hhit B, W%, MEHENL LA, Cisco
ACI CNI f&E4¥FFE OpenShift Container Platform Pod %3 %! Cisco ACI 2{£FI5E K VXLAN &

Mo

2. Cisco ACI CNI fE4IFZE4 OpenShift Container Platform $£2£##& )y Cisco APIC £/ VMM
B, X APIC #24t1/17] OpenShift Container Platform $E&£ 5RE A5 AR, S2FE
OpenShift Container Platform 7 s, OpenShift Container Platform fp & 22 [H], RS, EHE. H
IP #1 MAC thtit, ©iIFMfERNEOESE, APIC ERKERFRBIXBMEBMEMR, U
B71E,

Cisco ACI CNI #if4 §71E 5 OpenShift Container Platform ¥ & A G fIE 2 51 EEAMMER, FHAIMRIER
ETTHEE K,
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MEELELR, EZW Red Hat OpenShift Container Platform Z2i9#0i% 118 RH Cisco ACI CNI #&H4 .

5.3.2.2. Flannel SDN

flannel 2 & N BRI MEITHIEIIMLSZ, OpenShift Container Platform AT LU EH A TR RS, MA=
BB E L BU 4% (SDN) A, iXFE KA SDN (41 OpenStack) BIZHBEN T A HIZIT
OpenShift Container Platform &6 A, HAEBAFERANHFESHENDEEM R,

2Rty

OpenShift Container Platform 7E host-gw == 21T flannel, BN ARMIRHEHNIIRSE. MBHH
BN ENHZIT—NE N flanneld BOKEE, ZAEM T -

o TEFNEN LHM—TFH
o fFIP it ZBHEEN ENEIES
o FJEAM—ITERHMHEBF -5, EETENENL

B flanneld REBEHAEH X eted FEIRELER, FEIELEN EHEMAIETLUSEIESREBE
flannel F% PRI EHth A 2R,

THEIER T &R flannel M —PEHREH— D AR RMFBER

NODE 1

POD vethO docker0
10.1.15.2/24 10.1.15.1/24

Routing Table - eth0

i 192.168.0.100
|
1

— m

etcd

NODE 2

POD

192.168.0.200

Container 2 vethO dockerQ

10.1.20.2/24 10..20.1/24 Routing Table & |

TRIUGESUTERA :

default via 192.168.0.100 dev eth0 proto static metric 100
10.1.15.0/24 dev docker0 proto kernel scope link src 10.1.15.1
10.1.20.0/24 via 192.168.0.200 dev eth0

TR2EEELTEA :
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/white_papers/Cisco-ACI-CNI-Plugin-for-OpenShift-Architecture-and-Design-Guide.html

default via 192.168.0.200 dev eth0 proto static metric 100
10.1.20.0/24 dev docker0 proto kernel scope link src 10.1.20.1
10.1.15.0/24 via 192.168.0.100 dev eth0

5.3.2.3. NSX-T SDN

VMware NSX-T ™ Data Center {2t 7T — N ETFRIEWBZMLS, BIIME 2 ZRE 7 ZMERS (0%
e, BRER. UHAHEEL BRA. BRAFD QoS) MR OpenShift Container Platform ﬂ?%IjJ EIREE T RIE
IEE ML,

NSX-T AR LAREFBE H Ansible ZE RN —ER2, ZRF2IF OpenShift Container Platform SDN
SRR B OSERBI NSX-T EHIRLZE AR, ZE8 T &Y. EIWLF OpenShift Container Platform
pod, A XIMMFEHE VMware NSX-T & FNFEH OpenShift Container Platform 1§ R, 15 H%
RERAY o

NSX-T Container Plug-In(NCP)$#} OpenShift Container Platform &M E|I—4 NSX-T Manager &, F&
BENBIMEROEE.

A X NSX-T Data Center H4Z2FIBERER, 1HESH VMware NSX-T Data Center v2.4 X4 #1 NSX-T
NCP B2 E15/,

5.3.2.4. Nuage SDN

Nuage Networks fJ SDN fi#;& 5%/ OpenShift Container Platform 58 F ) pod RIS EAT RAE
FRIEMBZ M4, Nuage SDN AIUREMEE HETF Ansible MREZ SR —E40,. MEA XMAEHR
Nuage SDN ZZ&FF #H OpenShift Container Platform MIfE R, 1S S %% 9.

Nuage Networks It T — 1" EE T B8, ETHRIEM SDN FA&, &M Virtualized Services
Platform(VSP). Nuage VSP {88/ SDN ##l8s, AR A FEIETEAIFIR Open vSwitch,

Nuage f# & 35 1E OpenShift Container Platform F1E & HEHNFENAR 5523 H MR BIME Z AR & F
REEHIMLE, FEABSERT D H31%H OpenShift Container Platform N2 FE S AR WM %2 £ iz,

Nuage VSP & OpenShift Container Platform &/, @i MR DevOps HIFAEIGHIMLE MR, R&E/= A
B SF N ARRRF,

& 5.1. Nuage VSP 5 OpenShift Container Platform $£5%

Virtualized
Services
Directory
{Policy and
Analytics Engine)

Controller
{SDN Controller)

nuage-openshift
monitor

wsp-openshift
plugin

vsp-openshift
plugin

OpenShift
Master

OpenShift Cluster

SR BB D BAR L,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-nsxt-sdn
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.4/installation/GUID-10B1A61D-4DF2-481E-A93E-C694726393F9.html
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/2.4/com.vmware.nsxt.ncp_openshift.doc/GUID-1D75FE92-051C-4E30-8903-AF832E854AA7.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-nuage-sdn
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-nuage-sdn
http://www.nuagenetworks.net
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1. nuage-openshift-monitor k55, #F5 OpenShift Container Platform master 77 s L B B AR
FiB1T.

2. vsp-openshift #fff, H OpenShift Container Platform jZ2{THELEMEN T = LR,

Nuage FEFLE&EAFN R MM (VRS) B FFFR Open vSwitch, S EUBKBE®R L. VRS EEN T A LZ
17, FFMIZEHZRIRERIREC B,

Nuage VSP K&

5.2. Nuage VSP fgEH:

Domain

Subnet
€ Inter-subnet Traffic

@ vrortsinPolicy Group Green

%%? i! , ’ , ’ ’ ’ ’ ’ % @ vportsin Policy Group Blue
. ‘ . ‘ ‘ ‘ ® WPorts in Policy Group Purple

cy pFurp

L3 — M EE DS N, HE A "Layer 3"E[H], EVREMLSAIER, HERHE VRF 5
{EJQ

2. zones : zones TEIF N E Lo KIS EEBRFEIMLS ENERMAE, MET SR KBNS
%, LUEREHPWRERREEFEHEBNRBES.

3 FW : FREREHE L, FRZEEAFIRFES 2 ZFMN, FRESHIEH—, b=
Wi, HHANFRARTESIRELL P FRHELSEEMFM,

4. VPorts : VPort B2 REMHE— NI, EREMERMNEE, FRT RHMELN
4, VPort B TFHMIMNENMMFED, Bl TRHEERIRSEE. HEMEL VLAN BEE,

5. ZRE&H : TREEHRZE VPorts WES.
ZERRE

Y% OpenShift Container Platform #:& B 412] Nuage VSP f43& :
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5% M

K 5.3. Nuage VSP #1 OpenShift Container Platform BR&T

LY,
O ‘0\ Nuage VSP

OPENSHIFT

Cluster

ﬁ___.

* 4

nuage.io/policy-group

Labels ‘

.. Policy Groups

* 4

Nuage FMFBREFZE] OpenShift Container Platform i m, {45 H HF M o] LLES#E OpenShift
Container Platform FIB% N1 =,

£ OpenShift Container Platform F4E BRI pod 5 H7E VSP AR O EIIR O, vsp-openshift f{t
5 VRS R EH, Fil@id VSC M VSD KEVZEim O RISERS, RESHZFFNEZ A pod HEAE—E, Biil
W FAEEMRRES. BEl, pod RAEFIATE VSD REIEA AR AHMIE/E TIER O R EISRS
‘H, pod BRIEAEM—ERD, HERMFEMA Pod #MAEH B nuage.io/policy-group #55%RKIEE.

SRS

Nuage VSP BN EBHH 5 OpenShift Container Platform & :
1. nuage-openshift-monitor
2. vsp-openshift &

nuage-openshift-monitor

nuage-openshift-monitor 82— MRS, ©U1E OpenShift Container Platform API iR 55 28 LAGI BT H
iR%5. AP, APHS%,

v P2 Y=
INRIZEEZ A master 95 & A (HA)OpenShift Container Platform 2%, /I nuage-
openshift-monitor 2RI fEFTA master LMITiZ1T, MEFEATNEE,

SFFFAZANRIVER, nuage-openshift-monitor i@ &k VSD REST API Sk B 588 VSD R, LKL
¥ OpenShift Container Platform K &EBRET R VSP 4514, BNERELHIRESE] Nuage VSP FEYE M,
XRTFAERIATRER S NERRE - BNATIZEHIESEHIZE Nuage . B OpenShift Container
Platform i B #R PR 59 B L BF 1 P Y X (Nuage VSP), &% nuage-openshift-monitor A LB R BB
SRR, ©RERS5ZTE X NE VSDK APl SEFER, HNZEKSE—DNFME, HH4, nuage-
openshift-monitor 12 71Z1 B Al —MMBRH, FFE, % nuage-openshift-monitor &EIAR SN
FIRET, EROUBESRS IP MNHMBER, FHzuiE (AFREMSEEE) SEENZT B RS R
H (WXFEARELINSZRSHBE) .
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SFFENAIER, EXPOIEMATE pod #BMIZFRIHIKE IP, FMitha EFMEER nuage-
openshift-monitor #&#& master-config XL MEHRFESBURTEK. B2, SEFR IP HitfZ4TF
vport SRE&ERMTHE VSD RIFW B 0K SLAME IS/ K 5EMk. MNR#IBFMithEFR, nuage-
openshift-monitor & M&2# CIDR R BE— PN FM, UoE %A ETH,
SFRELER, BAEENARESK pod MIMEHIEE Nuage iIRAITRE, LUMES pod BT HRERFE
YHXBHMFM, B2, XTERTFENTEN nuage-openshift-monitor @id 74 A 5 TYERGIBRIKX
= F R A HI pod,

p= Y=

ERETERD, SEEAMFNERHROE VSD 451, ¥ pod MEIEERSE/FM, UKk

FVF OpenShift 24k (ACL ). SRB&ZH. MBRMMKERAE) ZFRRE. BXuMAeE
F Nuage IR ROIEAER, 15504 Nuage VSP Openshift &2 1ER o

vsp-openshift &
vsp-openshift & 3E4EE OpenShift Container Platform iz 1T E& 1 OpenShift Container Platform

TR R, BT MM init #1 pod X E. teardown # status hook, vsp-openshift 4t 1 57
7y pod EE IP Hutlk, #FF5I2, ©R5 VRS (BRABIE) @15, HE pod LEEIPER.

5.3.3. OpenShift Container Platform BJ Kuryr SDN
Kuryr (BXREE{KXH Kuryr-Kubernetes) —M#EMA CNI #1 OpenStack Neutron HE#) SDN 2R F S,
HL R S iEse%# R Z # Neutron SDN G, F7E Kubernetes pod #1 OpenStack BEFIHL(VM) 2 A 3R 4t

Kuryr-Kubernetes #l1 OpenShift Container Platform & E B4 %1 7£ OpenStack EIH LiZ1TH
OpenShift Container Platform &£&£% 11,

5.3.3.1. OpenStack BPEEK

Kuryr SDN XTY$ZEFEFH# OpenStack EBBAE —LEKR, RFHl2 :
o SRS ER Keystone M Neutron,
e ©iEMT Octavia,
o IR KIROT R,

e Neutron & J{# Open vSwitch B KIEIX IR F .

5.3.3.2. kuryr-controller

Kuryr-controller 2 —"MR%S, 57 MILETE N#T pod £ FFAIE Neutron ¥HEAE OpenShift Container
Platform API, 180, 6% pod K, kuryr-controller &3 & ZIF & OpenStack Neutron O/ #ih
O, AfE, XxZim0O (K VIF) BEBRSHREE pod BEMEA, kuryr-controller thEENS {5 B 7l S A1/
By Ot SR B IR M 612 pod.

BEl, kuryr-controller AZi{E N B —RRSSSEH)Z1T, EHTE OpenShift Container Platform AR EY
Deployment 7 replicas=1, ©&F Z /|7 [K/Z8 OpenStack fRZ5 AP,

5.3.3.3. kuryr-cni
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http://support.alcatel-lucent.com
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-kuryr-sdn
https://github.com/containernetworking/cni
https://docs.openstack.org/neutron/latest/
https://docs.openstack.org/octavia/latest/

o5 5 & psk
Kuryr-cni &&31E Kuryr-Kubernetes EB3ZE RN TAE, B M 5iHE OpenShift Container Platform T =
EREMEE Kuryr CNIBIA, FZTEEN LM Pod B9 kuryr-daemon ARS5. iXEBE kuryr-cni &
WEEEE OpenShift Container Platform 17 m_Eiz1T, EILLE#ER&E S DaemonSet,
&% M OpenShift Container Platform FE#L4 Sk MHBR#T pod I, OpenShift Container Platform CNI #B
A Kuryr CNIBIA, 1ZBIAM Docker API FRER A kuryr-cni B9 88 ID, F38iF docker exec (iR
A CNIARSHBERHUT Kuryr CNI &S ZiEHIRIE, ARG, ZEEE A HTTP EEF A kuryr-
daemon, BRE#FABESE.
Kuryr-daemon BRZS 1 55 W12 R &1 1032 Neutron VIFs BY Pod BEMR, HIKFNAE Pod BY CNI &K
B, SFPHARERNEFRE VIFER, NEFTHEHIE Pod E LA, BMAAAKMIRERN VIFERL
£E.
5.4. 7] RIS AR

A LD ECA T R, LAZEH] OpenShift Container Platform £E&£FRf5E, OpenShift Container
Platform {6 HAProxy {E hEKIABE R 2R, (EIETATF,

5.4.1. HAProxy &1 3% 5 25

HAProxy 1R E& H 25 55 i R AR R SR R B9 SE L e, EE M openshift3/ose-haproxy-router 77 fi#%
JEEiZ4T HAProxy SE45) LA A AR B8 B 25 4

BRI HISRAEH NHS -
o INilimmMBENITERE, HFETHEHRSE HAProxy EEFMNE
o E T IREMiK S E HAProxy BR & ST R4 23

v =1
: HAProxy B&H 2% S IRA 1.8.1,

e 25F0 HAProxy IFHETEHERER EEEM pod #, oc adm router €5 B4 B KB 2R 09T 72,
PHISR NI RATIEREE AL, & HAProxy BB, SRWEIFERE, selE—1 N
haproxy-config X3 &5 HAProxy, haproxy-config X4 T B H 283 F9#E MR STAEF] OpenShift
Container Platform BY{E B,

HAProxy R XX R LARIEFRE B E U, LAZHF OpenShift Container Platform AT AR ZH:FHITH
82, HAProxy Ffift ik T HAProxy X HFBIRT B IHEE.

THEERT i@ fE A master IR, &=E#H A HAProxy BBEH :
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& 5.4. HAProxy B& 23 BUE T

TEMPLATE ROUTER PLUG-IN External Traffic
/ :
1
1
1
1
Service: +
MyService - ) Service: :80 HTTP :443TCP
! MyService front end front end
. —_— > ints: 1.1.1.1:
Endpoint: 1.11.1:80 Endpoints:1.1.1:1:80 ;
1
v
Developer Route: Service: Internal helpers
| ___» MyRoute — ) AliasConfig ———————— Front ends, back ends,
www.example.com www.example.com and config files
i
1
SERVICE UNIT v
MyServiceHTTP back end
—>  1.1.1.:80
TCP Secured TCP
back end back end
HA PROXY
MASTER NODE
HAProxy B8 H2a e br

HAProxy B2 LA Prometheus 1830 R FF KA f1Ehr, HASBRKENRERYST (40 Prometheus,
statsd) JH#E. IREZSTLUMEERE NIRME HAProxy CSV 185 #8FR, SHERATIRMEIZRBRIET,

FE PR MBS ER 254204188 LUK HAProxy 5 5 # M HAProxy IN&E, LIRS EFFESI IS, HBESE
FRITEERMBETFE, BREHFMNE haproxy B, HAProxy BT BMEEHNE NS, KEBKEED
frontend. EimFIARSS 289 HAProxy it 5 B, N THREREET 500 ARG 20, MikEEIRMmIE
RS 23%, RNRBRIRE A Z RS %5,

ZITE B2 AT HAProxy 4iit BIFE,

LT HAProxy A& ERRIRE, FHiEH N Prometheus 48X, XM FENRIR, EHMAUWEF 1588, SN
B RHBETHESRF NENRSB[NE S RS THERN. B, SNENEHREE B T8, FA
TR S 251188 ER.

MEFLER, ESH BRSPS EDE,

ETFERAF:

F£1- HAProxy CSV 41t A i93R3E|

52

F L izEi=Ran
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https://prometheus.io/docs/concepts/data_model/
https://cbonte.github.io/haproxy-dconv/1.5/configuration.html#9
https://cbonte.github.io/haproxy-dconv/1.5/configuration.html#9.1

5 3-iHEEs

5l 4 - Counter description

=]

21

24

33

35

40

HR7AE

bBS

FbS

FbS

FbBS

FbS

FbS

bS

bS

bBS

FbS

FbS

FbS

WER K Jy Server Threshold (%8 & RIRSS 2835 TRAS HY

EimiEtE,

BRIRSERIEVAN B EIRIEIR

AR 55 AR 4E R,

gk

current_queue

current_sessions

max_sessions

connections_total

bytes_in_total

bytes_out_total

connection_errors_total

response_errors_total

up

check_failures_total

downtime_seconds_tota

current_session_rate

max_session_rate

http_responses_total

fil

HEIR DB EMIRSS 25
BEHNEREE,

YEDERARIEHE,

MEEEFRRTEHE L
Ro

S,

HEIEAFTEE

EHFTHHRIE

HEREER B

ME S B RS B

IEEESE RIS
UP, 0=DOWN),

RN R AR S H

JEMEHLS E] (LARD 9

£) ,nil) ,

BUNRINKIEHEL
MR,

HTTP MR 238, 59 2xx
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43 FbS

60 bS

http_responses_total HTTP I 8, A5 S5xx

http_average_response_  m#THI1024 1EK (L=
latency_milliseconds AL o

PR ER AR S RAN T AU E - B REE&IT Prometheus &R IEHHME A,

X i)

template_router_reload_seconds

template_router_write_config_seconds

haproxy_exporter_up
haproxy_exporter_csv_parse_failures

haproxy_exporter_scrape_interval

haproxy_exporter_server_threshold
haproxy_exporter_total_scrapes
http_request_duration_microseconds
http_request_size_bytes
http_response_size_bytes

openshift_build_info

ssh_tunnel_open_count

ssh_tunnel_open_fail_count

5.5. A% &

5.5.1.

filk

2 EHINEERBAERAIN A (LA R EAL)

&M MEREES AHME BN R (R R RALD) .

7= haproxy BT & fa— MR E

FRAT CSV I BOEEIREL,

SV EAhIRERATAIET A (LARD L) S8R/
tefl,

IRERBVAR 55 2R B B AN L RURY B (.,

L FIHY HAProxy 12 EUE2K,

HTTP &SRR (F)

HTTP &R KN (BAR TR BAL) o

HTTP MR ARy (WA NG

8 B OpenShift fEM main, min, git commit &
git version FREEHITEE "1 EBIFEIT.

SSH B&:&E & BT R =TT 8 as

SSH B&:&E KIMAT FF =TT 8 8s

OpenShift Container Platform FlIFINEEI Kubernetes BITHAE 323545 4 B pod Mlm 4L %4, 1X@idf#
FA HTTP 1% &ML (40 SPDY 8% HTTP/2) R:LHk,

FLANARLMER CLIImAR A ERESE, CLINITAAEENAMED, FHdid EdbhiuhTie R,
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https://kubernetes.io/docs/user-guide/kubectl/kubectl_port-forward/#
http://www.chromium.org/spdy
https://http2.github.io/
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-port-forwarding
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#protocol

55 5 &= %%

5.5.2. [R5 21R1F

Kubelet Z0HE3E B & FimBIR AL Z1E K, ERENERE, ©RADINFHEFRFE P im0 i% O 2R,
HEWEFTRE, BRTERM pod ik 0 2 7] S HIEHE,

MZEH EE, BRRGET A BT LR pod im0, OpenShift Container Platform A3z B9 SEH M AilE

EHAT = EN LM nsenter i A pod BIMEEp R 22 (], ASIEF socat 7E7R ] pod i O =2 6] & HlI£X
&, B2, BENEIARESE8IEZIT— "helper' pod, A/FIZ1T nsenter #] socat, R AEEET

ML 225 IS,
5.6. L2 6n S

5.6.1. 1

OpenShift Container Platform FllF Kubernetes B MINEER ZIFE R P HUITH T, B FEH
HTTP #1Z &5t (30 SPDY =% HTTP/2) E5LHE,

FENGARLMER CLI ERSEPIUTZR R T,

5.6.2. RSS2 1E

Kubelet 4 383k B & FImBGEEHITIE R, ERENERE, SRADMEL, PG 1E KR5S E Z ZE U
b3 (stdin, stdout #1/2X stderr) EFHAERFHEFFE N IHOIER,

1 Kubelet REBIFFERE, E2HITESRTNGS, RBEREARMGS stdin, stdout # stderr 2 [A] &
Hll, BN IER, Kubelet XHHRBEZLURIEEZEERE,

MZEH B, BREHIZTHRSBTRRMIET, £ OpenShift Container Platform A AT FAISEIA R E
BETREN LA nsenter, LEHIT HREIMIARRNMBAZEE, B2, BEX LN AIERIIEER
docker exec, ZHiz{T— "helper” &8s, AFIZ1T nsenter, LUE nsenter R 2/ EH £ RERIFT
&= T ST

5.7. ROUTES
5.7.1. #R

OpenShift Container Platform BREEAENE (80 www.example.com ) NF—NRSS, LMEAIE ik
AR BRI AZ AR SS .

FHEH DNS BT 2 FRRAIER, MEEAAREEE T DNS BER/ARE, 1258 HEME
1247 OpenShift Container Platform B 2589 OpenShift Container Platform i s, MREFERETRNE
W%, EagERERMEBNE DNSIEx, BT AZTHREBEISINT =,

BYIBBEBH—DEH (HF 63 1MFR) . RSEFHFMAEREEEHMN.

5.7.2. X85

OpenShift Container Platform &2 7 o] LAY f£ A4 BBZE £ OpenShift Container Platform SEFFRRYTY
=, © AL ANCIENERE HABREFImER, OpenShift Container Platform BIESHZ 2 AT Tk
B, BIAREE T LA BB 2R IE M
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http://www.chromium.org/spdy
https://http2.github.io/
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-executing-remote-commands
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#prereq-dns
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#creating-routes

OpenShift Container Platform 3.11 224

23%% o
. BREEMARMEE, HSIRESRR 5/,

BRI 2R ARSI B R AR S5, URZRIZRS MRS, HERHERFIARS R 7 #9M
fif, OpenShift Container Platform {5 FIER R8s (%1%, BREHERTEEARSSHY IP ik A B4R R A9 R
R, FENMHEERE, XA AT EEEHSE, AP REERIEBL A ERER B RS R,

HRBEEZELL DNS BB — PN Z N BAHBWEN R TIE, BN EE L —NMEBEZ N BHSR LA
R — NN EM IP(VIP) i FBES DNS KEM=E, FRASE 2 ANEHMtitERREERE
YA DNS &8,

L VIP it D FERERERAT, St EX NHEEHEE 4 FEARE, ERRE #5/M, Wi HESRBIET
h RFEEAE. H, AW VIP it =N EREER, &F —1 "active-active-passive” BtiE. B XIKH
HBVIPERENELZER, H5H sTAK.

HEARLE —4H BAKRAD N, EEATUETRISEERES F, AAIEHNBH e REAIXE
2. 2R (sharding)ESREAREE LZMHBHARE, HPNE BHGNRARETFE.

OpenShift Container Platform B&FH#5:@ 1 IR 4 A4 5B I 414 PR 5 F0 Al 25 B9 1 23487, XL ml B 3
XoE BRER A2 ; BHAFVIEETINHLAEELEME,

BESFEEBREETIBIAT S E R ENIHO SOHTTP)F 443(HTTPS), X EKEKH IRV IBMIESE
hERXEROMN T R L, &, A@F%E ROUTER_SERVICE_HTTP_PORT #1 ROUTER_SERVICE
_HTTPS_PORT IMEZ £ ALREE 7 il Etbim O,

HTFBEAFRAERNENT /LMD, FLNRBAFERENMLE (AE) , WD = EMEENR
X OB SR, BB T RAFMLS, LUERTA MR LU R EE P BIFTE pod.

B AR STRFLUTR ML

e HTTP

HTTPS (f#F SNI)

Websockets

fEF SNI B9 TLS

%?gg "
Websocket ;B 2ERBERMEBENG, FHEXFSHMREBRM TLS K IERE,

BEUREEE, IHESE A IRNRSSERN BiY, BEN AR, FHNRENBDFETEA,
HERIIZFFimY G, SIANFEFiREENE, TUEFENRZL2EE, AERT, BESFZ
MWATRZE iR, BARUUEEVFERXFRE M mHNFEBLNES, TEETARENEH,

5.7.2.1. EiREEH S

BREBEAZ#ER - RAREE, e HNEZBRBESCHRIRHELEMBRER, i :
o iilimRFBENITERR.
o ImmAEBHEEIE, XEBTFEBRERFITERANFIN,

o FRBEMASL DA AT R ERIER I HATRIR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-router-overview
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#configuring-a-highly-available-service

55 53 %%
o FREFMEHA

5.7.3. o] Ak iEH
MNE BRIFA R ARSI, 155 W e AR S SIE IS,
R RITIRHE T B X ERE XL BRI UIER,

5.7.4. #hMES1TE

SRR TEEUR T IERZHRBEEE. 2\ HAProxy 4 {# f balance source 155 LM IER1E, 1438
SRIBRE IP T4, FH4, BIREBHIJPEGENEZLRIZERS ML EE, XTEFESNME
&, FlINLRERNRSSZESZE R ICICERF,.

MG ATBRE R B A 2VENEREE AR — pod, MMGIEREFIA K. RABRAFANE
R, {8 pod RLHFHIE, SIHATFREEER. Hi, XT%':E*ﬁ_ﬁﬁ\Eﬁﬁ”ﬁ pod FIM A 11 B9 BTHO BE HH 25
R, EYLUARE— pod ME— Web T eI Web SR8, MAERLEEHIEHER.

i%%EH%mmgL@ﬂﬂ—pw BIRERIEE, B2, BALMER HTTP FrkiX& Cookie SKHAE
—REEPFERAMN pod, HRAFAMNBELZER—IFKRE, WHERBRREH A X Cookie FEK H 23 X0 E /57

%EB&EU@&&Q

BT A P LLX ] passthrough BB H 5 HAth 10 FFe9MatE, NET2 XA,

RINERT, BEBEBHNMERIGHEA source M EIIHRIERE M, ATLMERAAELRBMEIL, &

Fd ROUTER _TCP_BALANCE_SCHEMEITi5% &, W FIIIMIRE, [

haproxy.router.openshift.io/balance 4 & T & B #5E fiZ,

Hih KAWL B EF leastconn 1 2395508, =T LAEM

ROUTER_LOAD BALANCE_ALGORITHM I 54 = #1178k, TLAER
haproxy.router.openshift.io/balance 5 7& T EEEHHERE, AU LN ERH,

A=

l JoiRTE passthrough B&H L% & Cookie, R ATEBEI HTTP g, ik, BFERIEEIP
HhtitE, ©RERIH.

 MEERESL, NERTES LESIEMRSE, EEEN, 7SR e
(XFEER IP) B, &S NAEEENREREEIE— pod HEMHEEBMEE,

Ao, EIRBHEREGNEZLRRHRSEHMAEER, ITATESHNEE, FIMELRERNR
SRR A AR HREERERF,

LR 2R L B AR B EE GRS 23 B 2:M9 /var/lib/haproxy/conf B 5k F#) haproxy-
config.template X/, X FTLLEE L,

B TR AR OAEE S P it ; BN NAT BC&, &R IP it (HAProxy it

i2) 2MEEM, FRIE HAProxy B 23LL hostNetwork: true iz217, &BNIFFA A ERE 7 imER
FHEE HE E A pod,

5.7.5. MR IMEL 8
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MFRTHIIHNFAATE, SAUERHSFBERETXENMELEUENHERE, EMA oc setenv

Lok
I $ oc set env <object_type>/<object_name> KEY1=VALUE1 KEY2=VALUE2
flan -

I $ oc set env dc/router ROUTER_SYSLOG_ADDRESS=127.0.0.1 ROUTER_LOG_LEVEL=debug

*K 5.2. AR ET S

DEFAULT_CER
TIFICATE

DEFAULT_CER
TIFICATE_DIR

DEFAULT_CER
TIFICATE_PATH

BFAAT TLS RS H[IEPHEAMBIMERHAZR ; XH PEM
o

BERN tls.crt WISTHRIE RKEBZR, MR tls.crt AR EFAHFN
PEM X4, MEESIEN tlskey XHHATIE—BFH, &
BE=#EA PEM-format REENBOINIET., RETERBEE
DEFAULT_CERTIFICATE =k
DEFAULT_CERTIFICATE_PATH &,

BEFARAT TLS RS IHIEPHEAMBIEPHEEE ; XH PEM
®BR, WEREHE DEFAULT _CERTIFICATE i {#/,

EXTENDED VA true INR7 true, BEARHINEHERSEMMRSIER. BFRREX

LIDATION {1 CAKIEIET, F false 1% & v 1,

NAMESPACE_L EN AR AZE RIS R RN, NERTME.

ABELS

PROJECT_LAB ST BRI, MR ANZENRKRAE,

ELS

RELOAD_SCRI reload IABIERE, ATEHMEERBS,

PT

ROUTER_ALLO LUES AR, BEPENLREMBETRIESIR, ATLUERE

WED_DOMAINS REEMFi, £ ROUTER_DENIED _DOMAINS Z& Itk
RIS ERNEME, NREE, ATFEZANMAERBEIBIGRE
i,

ROUTER_BACK FREB, ATIEEREFERBEREZL processEndpointsForAlias i

END_PROCESS RN b BB s, BRUE N ["shuffle”, "] "shuffle” SFTERR A

_ENDPOINTS FARREALIE TR, BRINAT A AT SERE R IR E],

ROUTER_BIND false IR %EH true sk TRUE, NIRRHABAKAEREMHED, B

PORTS_AFTER
_SYNC
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ERERSRE. WREEXEN true' 3 TRUE', HEZRFHH
ERim O FILENFF IR AL IRIE R, (BRI REFIER B INEBIERE,



K5t
fein

ROUTER_COOK
IE_NAME

ROUTER_COMP
RESSION_MIME

ROUTER_DENI
ED_DOMAINS

ROUTER_ENAB
LE_COMPRESSI
ON

ROUTER_LISTE
N_ADDR

ROUTER_LOG_
LEVEL

ROUTER_MAX_
CONNECTIONS

ROUTER_METR
ICS_HAPROXY_
SERVER_THRE
SHOLD

ROUTER_METR
ICS_HAPROXY_
EXPORTED

ROUTER_METR
ICS_HAPROXY_
BASE_SCRAPE
_INTERVAL

ROUTER_METR
ICS_HAPROXY_
TIMEOUT

ROUTER_METR
ICS_TYPE

ROUTER_OVER
RIDE_DOMAINS

2Rk iR
8§ Cookie IR BENEEKRMEIALT, BIFREEEXRE
FRINEFER, #FE, """, BRI NEEBREREA T
AL,

"SCA/html XA/ E R4 E 9 FFEY mime KBTI,

Ui AR A/ css"
EBRHPINETERTH. LLESHSRMENER, Shgad
LUERFE, ZZ%9 ROUTER_ALLOWED_ DOMAINS.
R H true = TRUE, NITERTEERIIE R TS ELEM0MN,

0.0.0.0:1936 X B I AR RRY 0TI ik,

warning %33 syslog BRZ5 29 B E LA,

20000 BARFHAEE,

500
L CsV R MEMIER, H1an, EKilSelectedMetrics =
[lint{2, 4,5,5,7,8,9,13,14, 17, 21, 24, 33, 35, 40, 43, 60}

5s

5s

hapoxy 9 HAProxy BREHZR £ RIEIT (haproxy EME— X FFHI(H)

L SRt f sz, RS AR S E PR EHTE,
MEMLFF#2E, FE&EA ROUTER_SUBDOMAIN 7€
B,
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e A b

ROUTER_OVER MR E true, H{FEH ROUTER_SUBDOMAIN FREREE

RIDE_HOSTNA &Y spec.host fH.

ME

ROUTER_SERVI 443 FBFir HTTPS &3k im A,

CE_HTTPS_PO

RT

ROUTER_SERVI 80 BF0ir HTTP & kMmO,

CE_HTTP_POR

T

ROUTER _SERVI  public B4 SR 1E BR B R S SRR 1 S0 B R,

CE_NAME

ROUTER_CANO (FIik) BBERESH T RMEEBFNENE,

NICAL_HOSTN

AME

ROUTER_SERVI HRESRERBERESPINAE WG RZER, NREH

CE_NAMESPAC ROUTER_SERVICE_NAME, NI&Z i,

E

ROUTER_SERVI 10443 AT EmREN—LamNASmO (GFSHUTER)

CE_NO_SNI_PO

RT

ROUTER_SERVI 10444 AT EmREN—LamNASmEO (GFSHUTER)

CE_SNI_PORT

ROUTER_SUBD NZ B EFE R A spechost (140 ${name}-

OMAIN ${namespace}.myapps.myapps.mycompany.com) NEEEERE
M &R

ROUTER_SYSL AEEEEEMM, MRKZE, NZERA

OG_ADDRESS

ROUTER_SYSL MREE, FEERZBRHRZLARERANRKINAERR, EERN

OG_FORMAT RFEEZ BB LENIEE,

ROUTER_TCP_  source fHFERRE BTFE2 0 ihs, ATEREH, TALNEE

BALANCE_SCH source. roundrobin s leastconn,

EME

ROUTER_THRE {87 haproxy HRHZRHILIZRE,

ADS
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Kt
A

ROUTER_LOAD
_BALANCE_AL
GORITHM

ROUTE_LABEL
S

STATS_PASSW
ORD

STATS_PORT

STATS_USERN
AME

TEMPLATE_FIL
E

ROUTER_USE_
PROXY_PROTO
coL

ROUTER_ALLO
W_WILDCARD_
ROUTES

ROUTER_DISA
BLE_NAMESPA
CE_OWNERSHI
P_CHECK

ROUTER_STRIC

T_SNI

ROUTER_CIPH
ERS

ROUTER_HAPR
OXY_CONFIG_
MANAGER

A

leastconn

/var/lib/haproxy/
conf/custom/
haproxy-config-
custom.templat
e

intermediate

sk

SRR, BT ERAZ N aNEEH, TRETNSRE
source. roundrobin #1leastconn,

B BRSO PR S AR

WHEREESRSIT (NRBARLRESR) FENEMY,

BFAFSHERNIRO (AIRMKEBFLEZRF) . MREEXR

&, N stats "B ATFF,

DR EESRSIT (NRBARLESE) MEENAI A,

HAProxy R HHIEE (ERHFHERF) .

L% &N true = TRUE i, HAProxy &7 0 80 ik O
443 LA PROXY i, mMRGAEHSERIZHRNUL, TR IP itk
A LU 9 M AR %%, 40 Amazon ELB,

L% B true st TRUE i, (£ @i BEHIZR S AR & BES
RFSRER AR R ER 4 HAProxy B8 2R 1R AR 55,

BB true LUK ey £ 22 (A FR B AURES.

strict-sni

BEHE BN &S,

LixE N true st TRUE i, 5 HAproxy M5B E B IR 2R,
EERLEESEREMIRAH, FHiE D HAproxy BBHZEH
MENHE, MEESER, HSHER ISEBEEES.
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COMMIT_INTER 3600 BERXEAYSEEEESRAMMMERNIE, X2SHEE
VAL AR BR R 23 L R ERT AR E.

ROUTER_BLUE RENSESFENNSRESTESR ERNKHEGEZERE, XRIF
PRINT_ROUTE_ HSRETERIFHTEEMEE UER, IEHHNEEXHE
NAMESPACE E L,

ROUTER_BLUE WE NI EESR, LA AR E R e & 22 (A B BR . X HT
PRINT_ROUTE_ ikEteE A RS SR E B IR 2R i KA & 22 (R BB R,
LABELS

ROUTER_BLUE 10 EERYSEEEEREENS AN T2 BRI KN,
PRINT_ROUTE_ XA LUd S 7 A AT A (X B EH FR 452 A router.openshift.io/pool-
POOL_SIZE size FARE T HRMBHES,

ROUTER_MAX_ 5 EERNNIESNBENEAISRSHHRE, #HSEEEES
DYNAMIC_SER &/,

VERS

MREFER—VERLZTENRESS, S0 FE R 2T RYiG
[1, ROUTER_SERVICE_SNI_PORT #1 ROUTER_SERVICE_NO_SNI_PORT, RE&7f
Wz LRM—8, XLHOMTEREEBENEMARO, XLiHEORKENIBAF,

BB E

TimeUnits H— M F & — M A BAIFR R © us *(microseconds), ms (ZF, BiL) . s () . m
(28 . h*(hED . d (R) &

ENZFRIERH : [1-9][0-97*(us\Ims\|s\|m\|h\|d)

ROUTER_BACK 5000ms Ein L EEEEERE Z (B89N (K &,

END CHECK_IN

TERVAL

ROUTER_CLIEN s PRAE T B R AR IR AT TCP FIN BRI B ER, 40 SR45 e 8] P

T_FIN_TIMEOU RO X EER FIN, I HAProxy $5 %, NRIKEH

T BWAKME, FEERASZEERRDWER, NXAR7EEMmR
=

ROUTER_DEFA  30s B i AR IA S A E BB B K

ULT_CLIENT_TI

MEOUT

ROUTER_DEFA 5s TERE R KT,

ULT_CONNECT

_TIMEOUT
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ROUTER_DEFA
ULT_SERVER F
IN_TIMEOUT

ROUTER_DEFA
ULT_SERVER T
IMEOUT

ROUTER_DEFA
ULT_TUNNEL_T
IMEOUT

ROUTER_SLOW
LORIS_HTTP_K
EEPALIVE

ROUTER_SLOW
LORIS_TIMEOU
T

RELOAD_INTER
VAL

ROUTER_METR
ICS_HAPROXY_
TIMEOUT

Is

30s

Th

300s

10s

5s

5s

55 5 &= %%

PEH B 2R BT I IR A pod B9 TCP FIN &8,

AR S5 2R BRI AR BR R K,

TCP 2% WebSocket IR FIT RN £, INREH
websocket/tcp iE# (LUK EFINE HAProxy BIEE]) , IHEY
HAProxy #HT21${R BB 1T 1% 48],

WEFFHIE HTTP IF RS KA A, MRXERF/NE, T
BN AR AR TR ER /NS keepalive ., AN,
BEXEZER, HEITHEHNE,

HTTP i 3K (£ % e LATE B RO A A B,

EE R AR RV E R INE R R I R SR TR R R,

YKER HAProxy 8 HRBGEBR I [A],

KLEBAMNBNERURELETENLM, MAREENTHEEN,

520 : ROUTER_SLOWLORIS_HTTP_KEEPALIVE %2 #8Hi} http-keep-alive, FFH2K
INZE Y 300s, 1B haproxy &% tep-request inspect-delay, ©i%E 5s, 1EiXF
ERT, EAEENEEFYZ 300s 1N 5s.

5.7.6. A E AR

LEHER S MRRE, HAProxy ARIFFTIER M HDEREGE R D X Bin = FHIERH, %A AN
RAMERN, SHILXMER, WRIGEHHBE—TEK,

REAURUTZ—:

e roundrobin:BENGRMCRER, BURTEMINE, YIRS F[IGER ERFESEN, XERER
MEANFEREE,

e leastconnEEH B HEMNH[IFEWIER, HENMEREFHERRVIERERE, HMUTEIE
I, HIERKHRIERERLE, 0 LDAP, SQL, TSEHHMEZE, TS BEEAERE

(A0 HTTP) B9 —iEEfEA,
o R :JRIP HUERIERSUE, FHEIDE

IZITHIRSSERHVEINE, LUEE LRSS SRIFERIF R, X

AARE—ZFin P ik in A Bk R — RS %, RERBRSHENSED. MRETFZTHR

FEaBMEMLILIIRHRLER,

ENE IR ERINTENRS S, XTMEEXEBES passthrough
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B — A,

ROUTER_TCP_BALANCE_SCHEME £ = % & passthrough EEEIRIERIASE
%, ROUTER_LOAD BALANCE_ALGORITHM {4 & HRIKRIIER N B HZIFHEIAKEE, BB
EHIEAE (haproxy.router.openshift.io/balance )= F T 12§45 € MK H.

5.7.7. HAProxy Strict SNI

RABERT, YEVREREFH HTTPS = TLS SNIiE R ELT, ERIAEBS/E) 503 I B —ER 45
RO RS, IKAFBRINED, HAERERTENH, ENMIGRET ERNIED, BFHEN
HAProxy strict-sni 12t 1< BE (- {8 FA B IIEF,

ROUTER_STRICT_SNI £ BTEEHHENE, HIXEN true =X TRUE K, 7E HAProxy S E SRR
strict-sni, EXIAXE ) false,

E.I-LXE%HE‘%%@IJEEJ?;%}:HJ\\DDETIQ%
I $ oc adm router --strict-sni

This sets ROUTER_STRICT_SNI=true.

5.7.8. RS B EH

BN EFim (40 Chrome 30 5% Java8) #EIERARRZRLMEREIEARNELNEY, KABWIIELVE
B NINBRGILAMEEZE AT LASER ¢

& 5.3. AR A E 4

profile &IAREBE F i

Modern Firefox 27, Chrome 30, Windows 7, IE 11, Edge, Opera 17, Safari 9, Android 5.0,
Java 8

intermediate Firefox 1, Chrome 1, IE 7, Opera 5, Safari 1, Windows XP IE8, Android 2.3, Java 7

old Windows XP IE6, Java 6

MEBELIER, ESH Security/Server Side TLS 218/,

RAERT, BEAFEERFAEESRHREINLERXERW, EHETRERN, RILEBH. TLS R
AT ZEBENER,

TEOERR AR, BRI LUEMA --ciphers ItUHAFEREMNEES. N F— M EFEENKRHSS, NITLUER

modern, intermediate, = old (&t ROUTER_CIPHERS IfEZF &, =&, ALURM—AH""HiRIE
5, BIEWIKEBUTES

I openssl ciphers

5.7.9. BHAEN A

F T EAERATFARSS, OpenShift Container Platform B ft VISR SS 5 A B AT 15 [ B EHL R HE R EX,
ARE, TLUERXMNMIGENG N RERBENZRS.
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55 5 &= %%

LERETRERBEFNSDBEERRE—ENN, RIANKEIMEHFAFRGRZEE, NREA—6ZZEH
RENT EETAREFERNEMEER, NXRINILRE, MRERERRENZ KA, NKRIBRIR
RMER,

BN A —NERE, MREENZEFNDEH : RENBHURBENET,. IREMAGER
EEOZEMPI DA O RNRA—ENREH, BoIERERIBOBAN, ENFERTEENR. A
7, HEftdpBZEFSFAENSE, FECHNFRAIEK,

BAEETHEA :

apiVersion: v1i
kind: Route
metadata:
name: host-route
spec:
host: www.example.com ﬂ
to:
kind: Service
name: service-name

@ EEBRTFLFBSHNBTVIFIENA,

HATHIREEA :

apiVersion: vi
kind: Route
metadata:
name: no-route-hostname
spec:
to:
kind: Service
name: service-name

INREFIRBEENRIENBEE LB —ERS, OpenShift Container Platform & B ARERENE, &
BRBYEN ZBIEAT -

I <route-name>[-<namespace>].<suffix>

HUTFRBIERT OpenShift Container Platform £ B EN &, AT LAMBAEENENSE, MERHE
LA INE 6p % Z2 (5] mynamespace A :

ERBENA

I no-route-hostname-mynamespace.router.default.svc.cluster.localﬂ

ﬂ R EN R EZ 2B B F18 router.default.sve.cluster.local,
SHRTEANATL B U EERETENERIABBEFENES.

5.7.10. BR LB
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B E A ARAR T SA IR, REBHRFLLTLM TLS X IETIRER N T P inte i+, BB F
edge, passthrough, and re-encryption %1k,

BUHZ2MEEHN R YAML 3 3

apiVersion: vi
kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
to:
kind: Service
name: service-name

ERENHRHERFEANERE, RAETREBEANILST, BRLBHNRELEIEERT T RS
s

LM ZIE A TLS X IEMEH, TXMAT ATAMLIE KA,

5.7.10.1. EF AR MK H

ETREAMBRBEE - BEAH, LS URL #THE (BRETF HTTPHRE) , X ERIEMME

BN ENLRREZSNRE, ENBBABETIANRKRER, BRESFNZEREETREARENEKS ; BE,

XEURFEREIREE, EVEMERREE DL EmIRSS S, WESAURIIEESIIMIER, Fa : 3
(BB E 2R http://example.com/foo/ BITEREFE pod BEEIXS http:;//example.com/foo/ BIIEK,

TRERTHBEKRETTRMERG

R 5.4. M AY

Route RS wJ YA

www.example.com/test www.example.com/test =
www.example.com S

www.example.com/test Fl www.example.com/test =

www.example.com
www.example.com =

www.example.com www.example.com/test yes (HENTE, MAZEH)
www.example.com =

THBRENAREIRA :

apiVersion: vi
kind: Route
metadata:
name: route-unsecured
spec:
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host: www.example.com
path: "/test"
to:

kind: Service

name: service-name

Q ZEBEEETHRENRENE—RINELE.

{8/ passthrough TLS I, EFRFNEHAARAH, EAHBREHBFAREXMISR TAL
TLS, BEEEEIEFRHAR.

5.7.10.2. Z£ K H
LB EERBN TLS &1k, FanhFEM i BmAIE+,

v =1
OpenShift Container Platform A# TLS 2 1K T SNI SRIZHE B E IEH, Efaixn0
443 EHEIREIESNI REMEA TLS KIEMEINIE B IIE GXATRES E R EN LR IT
fE, MMSBESIEER) ©

LZRWHAATUERAUT=MEE TLS KL R B i ER—F
WG

EANGZIER, TLS A ILERRENER B AIAZ £EEES L, TLS IEF B KM IR AIRR A,
Rt el e E VEgE, BN BREFRIILT BF TLS &k,

[ Edge ZIEMZRLIKH

apiVersion: vi
kind: Route
metadata:
name: route-edge-secured ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: edge 6
key: |-

caCertificate: |- G
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qugQE’\J%*ﬂ?, KERTF 63 MNFR,

© termination FEXR L IEMINL,

Q key F&E PEM BB H X HHAR.,

© certificate FEX2 PEM BRIEH X HHIRE,

@ ATREEE —NA M CA IF PSRBT A FIIFBIE P BE,

T TLS B HRA L, RIEASINEMEE BRI R,

N4 IEER A LAIE E insecureEdgeTerminationPolicy, ERFZAKEERAEARENAR
(HTTP) LB 2. insecureEdgeTerminationPolicy U1 FHIER : T HNE (RERZEH) , RiFHE
EMm, BiLH insecureEdgeTerminationPolicy E2AA AL L2 ARTHHRE. BEIAFARRFETRS
FREHAR, ERIFRENARBHET (ROAIKE. H£RXFRH javascript)

{5 Edge ZILMRZ LKA HTTP 2

apiVersion: vi
kind: Route
metadata:
name: route-edge-secured-allow-insecure ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: edge 6
insecureEdgeTerminationPolicy: Allow ﬂ

[.]

qugQE’\J%*ﬂ?, KERTF 63 MNEH,
9 termination & 21 %X IEBYNE,

Q RTFEFLEHI AR HTTP ZERIE KM AR £ 5RE8,

{5 Edge ZILMEZLEAR HTTP REEEREI HTTPS

apiVersion: v1i
kind: Route
metadata:

name: route-edge-secured-redirect-insecure ﬂ
spec:

host: www.example.com

to:

kind: Service
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name: service-name 9

tls:
termination: edge 6
insecureEdgeTerminationPolicy: Redirect ﬂ

[.]

wqﬁﬁﬁ’\]«’%*ﬂ?, KERTF 63 MNEH,
9 termination & 205X IEBNE,

@ STRLFEHTIP LENITRETANELHE HTTPS TR HER,

passthrough #1t

INR passthrough #1E, MMBEHRERBEE L XTI BN, MEHEFFIRREHE TLS KL, AEFRER
EASRIE T,

{81/ Passthrough Z1IEZ 2 &H

apiVersion: vi
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: passthrough G

QO 55T, KERT 63154,
9 termination FE&% &} passthrough, FEZHMINZEFER,

BFr pod M5 vimm LBORBREIES . XRBAM—TUIHEREIHIEBNAE (B R EE
i’_‘I:E) o

passthrough BB AT LLEH insecureEdgeTerminationPolicy, M—A{E N None
(HhZE, KRERER) HEEM.

BnELiE

BINB2A 5K —F2E, BRARETIERAILE TLS, REBMBESHRIERE, XATEETR
BOIE. Ritt, FEMNTERFSKMNE, BIEERERML £, S ERERGERMBEZHNHESL
'I‘io

{8/ Re-Encrypt X IR £ H

I apiVersion: v1
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kind: Route
metadata:
name: route-pt-secured ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: reencrypt 6
key: [as in edge termination]
certificate: [as in edge termination]
caCertificate: [as in edge termination]
destinationCACertificate: |-

w*g@ﬁ’ﬂ%*ﬂ?, KERTF 63 MNFER.
9 termination FE& % &/ reencrypt, HMFER DA LR,

Q re-encryption. destinationCACertificate 5§ — 1> CA iEf R IFR =UIET, RIFMEEHZREIET
Pod By, MNRIRSHERRSLERIUET, NEEEA NIRHSRFIEERIN CAIEY, BRFZSERZ
CAZEBBIES, NATLIERILFE,

#NR destinationCACertificate FEXE 22, RSB FIANIRS BIEBEKRBIEBIA NG, FEA
1 pod ¥E/ Ivar/run/secrets/kubernetes.io/serviceaccount/service-ca.crt, X7 VF{F FHim I IR
HIFTERE, MR ANRBERIED, OEATEE LELRK FS REZE, XaERRIT
destinationCACertificate, [RIFEE A RITFE,

p= Y=
BEHMBEBTLUE— insecureEdgeTerminationPolicy, EffAEH#ZS edge-
terminated EREHMEE,

ol

57N BBHESRDH

£ OpenShift Container Platform /1, BN EEHAR AT LA HE metadata FEXFIHEEEHEN 1175, BRH
BEMA AAFEE (Bih KAL) RAFERSBENBBEBNERBFE, SFERARDSREHEG S
AP, FTERR TR B D e EA LRI FREAARG UEMIENBHEZDSF.

XIS FREZE DR, Uk EEMSH, ERGHMSFH, EFRAREESE, —MHRBARET—
NMrh. BESHNDRH, EFREBESE, BRRATUBRTFZANTAMS H. Fl, BNRBETUETF
SLA=high 2/ ({EFEA T SLA=medium = SLA=low 3 F) , UKk —" geo=west 2K (M=
geo=east 7' F)

EE9 WA — DG 2 RIEE B89 2 22 AR —HER B 25 -

Fecl: b P tpfa 22

router-1 A*—J* A*,B* C*,D* E* F*,G* H"I*J*
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Fecl: B B e
router-2 K*-T* K* L* M* N* O* P* Q* Q* R* S* T*
router-3 Q*-z* Q% R*, S*, T*, U*, V*, W*, X* Y * Z*

router-2 # router-3 #IRMAI TR ZEE Q*. R* S*. T* FMEH, ENXNRIMNESEZHND
B, FATAILLRF router-2 BOEFEN N K — P*, MIMHERES,

LR D A, AERBARAEINETINEIIHS AR, RHAERRD R AIBEAKE—S, M
—MRFEN D FAREFER—BHENRERA, XBHKE, BRENEE- DI LNEGEHR, MRS
TERBE A R HA,

Ao RINRESR, B PERETURES R UTRABERBFENNF, BEEERNREML.

Eoct/ A EEERNE, ATLUESNRBERPIEFEE, OpenShift Container Platform ¥ FATEFE I 7 A
A EREM—NMRAMN BARRFIBE S — A, REXHFIBMRA,

DEALREREEAEERIA LRI/ MAZERS TR, SERMRERIRER, BERMRS
M B ITE A cluster-reader R, LASS1FER 8517 6 % 22 (A RO FR S,

NTFRAERENZHFDNELREH, BFFETIRENHAR, &IBOOMRE™MEHE
ZENKER, MRESL KBS, NRESKRBEREEIELRIIRELERE, £

SEMEMBRIRERINEEE S, b, MRFANEEHEMIBEEE N re-labelled"BLE
PRFERAEIE R ITES, N ERRE DR ERIF B0l AnRe (RIBREEEL) .

5.7.12. & F /5% Weights

— P HBHABES - IRSHEXRE, £ to: B, A kind:service, X BIFTAH R ERH AR S H 89
RARYE 1 H T AR AL,

XFBRHATUASAMTIRS . BPIRSGIEENEKERD HIRSS weight H1TEIE,

B—UIRSFEAZBIEA to: S A, MmBETLUFEA alternateBackend: &% A 3 MNMIARS. B
BRSSE w2 kind : service, XE2EINKE,

B—REXBE—NE., RSLEHTERE D Z weight / sum_of_all_weights, UIRFZEEZNirim
B, REUINEESLHEIRRP, FNHREDLTR L, NRIRS weight 2 0, MRS I =GRS 0,

weight %7 F 0-256 2 18], BRIAEH 100, Y4 weight 7 O B, IRSASE e, BREAHIE
B AR SS .

£/ alternateBackends the] LU{# FH roundrobin i E 9% 5RER, ARG KIBIE weight IR7HEA 9 % AR
%, roundrobin RIEAKE 7, SFERIMELE NREILERR,

UTRER&REmIET A/B HENRAKARE.

#7 A alternateBackends 1 weight BIE&H :

apiVersion: vi
kind: Route
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metadata:
name: route-alternate-service
annotations:
haproxy.router.openshift.io/balance: roundrobin ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
weight:20 @)
alternateBackends:
- kind: Service
name: service-name2 ﬂ
weight: 10 @
- kind: Service
name: service-name3 G

weight: 10 @
Q & @ A roundrobin {1 E 19 E 558,
Q BE—NIRSSBIE service-name, BEREEEH 0 MNHEZ pod
%altemateBackend ARSI LA O M E % pod

E S30h 40, service-name K5 1E KB 20/40 5 1/2, service-name2 #1 service-
name3 FEMERIKE /4, BEXENRSEHE 1 NHEZ K=,

5.7.13. € TR BRI LR

B ERNETE, MEFTUNERAFHAMERRXERIALT, AN RERTLUES EETRPRMR
EEERBFBRIXERANE.

PR EER
M FARTHRIIHMFAETE, ESRLE BHEY HXETR, UERHERHERE
3% 5.5. IEERE

RARINMRL &

haproxy.router.openshift.io/b  %E&EMHFTEHEL, ATRAEUIEE  passthrough B EH

alance source. roundrobin # ROUTER_TCP_BALANCE_S
leastconn, CHEME . &, &=
ROUTER_LOAD BALANCE
algorithm,

haproxy.router.openshift.io/d ZR#EMA cookie RIRERERXE

isable_cookies ., MR KEN true = TRUE,
NMEABEEEREFEENMEA
HTTP & KB S imAR 551 5
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router.openshift.io/cookie_n
ame

haproxy.router.openshift.io/p
od-concurrent-connections

haproxy.router.openshift.io/r
ate-limit-connections

haproxy.router.openshift.io/r
ate-limit-
connections.concurrent-tcp

haproxy.router.openshift.io/r
ate-limit-connections.rate-
http

haproxy.router.openshift.io/r
ate-limit-connections.rate-
tcp

haproxy.router.openshift.io/ti
meout

router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
p_whitelist

haproxy.router.openshift.io/h
sts_header

EE—DANER., ATIEEN

cookie, HIFRETEZREFE
WNEFR, BFE "M RIA
NIRRT IR R L,

WERHRZIFN pod RITFHIRK
EER, IR IREEEZEAD
pod, MIEA pod #RAI A VX B
BENEEHE. BZ, IREZN
g, eilZEEREMHXR,
BN RBASRBURERS REE, M
REBRE, HEFHXEN O,
I35 78 BRI,

% & true 3 TRUE 3&/5 A& KR
HizhEE.

FR&I— 1P it =/ F1T TCP

FR&! 1P ik el LA H HTTP 153K
BIEER,

PR 1P stk o] AEAT TCP i #ERY

B B R RE BR 55 2R UmiEB I
(TimeUnits)

ROUTER_DEFAULT_SERVE
R_TIMEOUT

0 FE i B AG E R RE AT B
(TimeUnits)

ROUTER_BACKEND_CHEC
K_INTERVAL

NEEBIXE B&

7 edge terminated % re-encrypt
R4 & Strict-Transport-
Security 13k,
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router.openshift.io/cookie- RE—MEERS cookies, #IH
same-site £

Lax : cookies 7E1Jj (Rl s FI 56
=F5 b s AT

Strict : cookies (X RTF 17 AL
=1

o

None : cookies (YR F¥5 E HIL
=1

o

XAMEGER T EFH MBI
H, MEEZER, E5H
SameSite cookies T4,

Wil B & G KB

apiVersion: vi

kind: Route

metadata:
annotations:

haproxy.router.openshift.io/timeout: 5500ms ﬂ
[...]

ﬂ {5 HAProxy X#BH T (us. ms. s« m. h, d) IBEHEIEEETE, MREERMEHEA, ms =
B,

—

SNSRH passthrough B H% B IR S5 SR iR BUEBHH XK, &5 WebSocket JEZEEIN
R E L2 I S R,

5.714. % ETHRENIPAEE
& LLE T 1E B B R 70 haproxy.router.openshift.io/ip_whitelist S 2R EIN B ERE SN, BA
MR AFRA IP it FN/sk CIDR FIK, BFHERR b, KB BREUMARN P hitMIERSHEE
z<
#O
— LR -
EHERER, RNMLUTEREEE LFFEMR IP, 5%, (M oc annotate route <name>,
RAF—NEEM IP it

metadata:

annotations:

AN

haproxy.router.openshift.io/ip_whitelist: 192.168.1.10

RTFZA 1P Hitlt :
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metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

VT IP CIDR R4 :

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

RUFREE IP HtkF0 IP CIDR M4 :

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8

5.7.15. QI E% 15 E B EC AT T 18RS

BECRFERIS VA R SURE —MERAE THMEE (HEBARRENARIFR) . @i wildcardPolicy
FE, HWEARLEEBEARBEVEREN—E2, ERBRAREAKIZIT, AFBEAREERE
BEFFRIEER AT EEHE,

T ARANEIECE HAProxy BEEAEs A S VB ECRFER R o

Route 57 Subdomain WildcardPolicy

apiVersion: vi
kind: Route
spec:
host: wildcard.example.com
wildcardPolicy: Subdomain
to:
kind: Service
name: service-name

@ EEBRTFLFBSHNBTVIFIENA,

18 7€ S ER U5 R B9 E ML % N Fo VF F15 example.com FEIFFE EHl. *.example.com 2 X%
wildcard.example.com FJF 153k 5[] A FF AR 55

5.7.16. B EIA S
route status FPEX (VRS HE, MEMNKEAITTEYR, UERHSAHZMSERE, TIRASD

P BT, BREZR R A ERR IR status R, ERMREBEHRESHHIHEE, EFEA clear-route-
status fHI7,

5.7.17. FE R AP IELE R SR VIR s

AT LA%I FH ROUTER_DENIED_DOMAINS #1 ROUTER_ALLOWED_DOMAINS 1R 45 &, SRR EE
MIEf AR B BE PN ENZEESFE,
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ROUTER_DENIED_DOMAINS R 45 E B8 R FRER A SO 1F S He A

ROUTER_ALLOWED_DOMAINS EHEE R H P R AV HBIE,

B FIR BB AT RUFIIIEFIR, XEBKE OpenShift Container Platform B %02 deny 53R
(INREA) , URENBRERIELFIIRF, FRELITFHIRIIR, BE, RIFBIRIIRE ™
%, HARBHEFERESEERTZIIRNWENMIEH,

40, EIE4E myrouter BB [*.Jopen.header.test, [*.Jopenshift.org 1 [*.]block.it B H, 15217
e :

I $ oc adm router myrouter ...

I $ oc set env de/myrouter ROUTER_DENIED_DOMAINS="open.header.test, openshift.org, block.it"

XEKZE myrouter RIRERHNBMTEZIUTHR :

I $ oc expose service/<name> --hostname="foo.header.test"

I $ oc expose service/<name> --hostname="www.allow.it"

I $ oc expose service/<name> --hostname="www.openshift.test"
B2, myrouter [FEELUTHE :

I $ oc expose service/<name> --hostname="open.header.test"

I $ oc expose service/<name> --hostname="www.open.header.test"
I $ oc expose service/<name> --hostname="block.it"

I $ oc expose service/<name> --hostname="franco.baresi.block.it"
I $ oc expose service/<name> --hostname="openshift.org"

I $ oc expose service/<name> --hostname="api.openshift.org"
B4, BEIEEMENRRZAXBE N [*.]stickshift.org =X [*.]kates.net BEEH, HZTUTHS :

I $ oc adm router myrouter ...

I $ oc set env de/myrouter ROUTER_ALLOWED_DOMAINS="stickshift.org, kates.net"
XELkE myrouter A ARIFIES :

I $ oc expose service/<name> --hostname="stickshift.org"
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I $ oc expose service/<name> --hostname="www.stickshift.org"
I $ oc expose service/<name> --hostname="kates.net"
I $ oc expose service/<name> --hostname="api.kates.net"

I $ oc expose service/<name> --hostname="erno.r.kube.kates.net"
{82, myrouter [FEELUTHE :

I $ oc expose service/<name> --hostname="www.open.header.test"
I $ oc expose service/<name> --hostname="drive.ottomatic.org"

I $ oc expose service/<name> --hostname="www.wayless.com"”

I $ oc expose service/<name> --hostname="www.deny.it"
XMW NER, FEITUTHS :
I $ oc adm router adrouter ...

$ oc set env dc/adrouter ROUTER_ALLOWED DOMAINS="okd.io, kates.net" \
ROUTER_DENIED_DOMAINS="ops.openshift.org, metrics.kates.net"

XA ENRILE N [*.Jopenshift.org =X [*.]kates.net BI{EMIEEH, BEARARTFENRILEN

[*.]ops.openshift.org =k [*.metrics.kates.net FI{EAIEE .

R, UTRERWKIEL

$ oc expose service/<name> --hostname="www.open.header.test"

$ oc expose service/<name> --hostname="ops.openshift.org"

$ oc expose service/<name> --hostname="log.ops.openshift.org"

$ oc expose service/<name> --hostname="www.block.it"

$ oc expose service/<name> --hostname="metrics.kates.net"

$ oc expose service/<name> --hostname="int.metrics.kates.net"

B2, RHUTAREA :
I $ oc expose service/<name> --hostname="openshift.org"

I $ oc expose service/<name> --hostname="api.openshift.org"
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I $ oc expose service/<name> --hostname="m.api.openshift.org"
I $ oc expose service/<name> --hostname="kates.net"

I $ oc expose service/<name> --hostname="api.kates.net"

5.7.18. £ Kubernetes ingress % §

Kubernetes ingress X R 2 — M EEEN R, REAEZEMNAEIARNERS . OpenShift Container
Platform A A Q126 2R E & AT IX LR R,

LR 2R I AMAOX R, FHOUB—AIHNLS D ERERBEAONRIEYE, BH2R LA RFAONRINE
BB REY ., XEIFE NG ingress TR KELM secret IRELE KB EBTR,

BlE0, 5 ingress A REEE N :

kind: Ingress
apiVersion: extensions/vibetal
metadata:
name: test
spec:
rules:
- host: test.com
http:
paths:
- path: /test
backend:
serviceName: test-1
servicePort: 80

ERLLTERANTR :

kind: Route
apiVersion: route.openshift.io/v1
metadata:
name: test-a34th ﬂ
ownerReferences:
- apiVersion: extensions/vibetai
kind: Ingress
name: test
controller: true
spec:
host: test.com
path: /test
to:
name: test-1
port:
targetPort: 80

ﬂ B HERENRER, ADRMAFL.
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55 5 &= %%

Z0EEE, AONRUTNEEEN. RFSMEE,

5.7.19. 2B AR ANGE

FNAMFEHBERA HFERANRBNG R ARG, EhaZE R POENEMKRETEFIH SR,
A HAM e R 22 REITEN FAMENM FI0HITER, AR ENNGRZERLHES EN XK ER
&, 510 www.abc.xyz/path1,

fBign, WMNREN www.abe.xyz % B HAEMRERER, &2 E ns1 A EN www.abe.xyz O]

H r1 &FHGEZEHE ns1 WAFEE N EN www.abe.xyz, % BEFTIEBAFIE abe.xyz, MRF—NHBE

Z2[A] ns2, XEQIBT A KE www.abc.xyz/path1/path2 BIEEH, TRENB— DR % hiEEH
(RBIFHns1) MR,

R BECRTEEE A FEMRRZEN, ZeRZERHE FIRPBIME . MRGRZERFELUERGIH
HFi abe.xyz, 7—Men&ZE (A TLIERFBA z.abe.xyz,

ZRMEZERPATEIN, e UFERXLERS], FAVFERBEEFFBEEN (FFE)

Digk

H
/N o
A MREREERBSRPEAGREAMANGE, HER, KERPAERRZEHF

REAEHBAMAN. BRI ERTUEREFLIMNEHRERA, BREEIMEFEE
AR, HBERTHERRBIE T FREENRTERF UZBH,

B, wNRHRZEE ns1 Q/EKIBHERA r1 www.abe.xyz, ©RER
ROUTER_DISABLE_NAMESPACE_OWNERSHIP_CHECK=true, 75— 22 [0 LLOJE—MBES
FFE&E, B TR ERIENERE (—fbexyz) , HiltbaEEREthap R T FREMIERETE
ZE# (f/10 foo.abe.xyz, bar.abc.xyz. baz.abc.xyz) &EFEH,

FAEHTHRZERE (F0 ns2) MIETLULIE—NEE r2 www.abe.xyz/p1/p2, E2BES, A, 5
— A (ns3) W AT LB — N A TR B AT SRS B EE B BC AT, abc .xyz, ©RILIAABEMT.

EATHIH, Kk ROUTER_DISABLE_NAMESPACE_OWNERSHIP_CHECK=true &7 lax, FFfF
AR ZE(F IR EA, NREREA host+path, NIEEMARF SEAEA 64 22 F AT ANV,

Bian, WRFEEA rx ZXFEE www.abe.xyz/p1/p2, ©IF#EIEL, FNEEE r2 8 1%ZEH+path HA,
TWBEHE rx EETRA—HRERHE MR EA P, EBRFEAERM host+path,

b ZhRE AT LATE B R 25 B B A (7] sl FE B R SR B B BC E i B MRE L BRI E.
wWEHRHASURIEDRE

I $ oc adm router ... --disable-namespace-ownership-check=true

HERHASRELENNENETE

I $ oc set env dc/router ROUTER_DISABLE_NAMESPACE_OWNERSHIP_CHECK=true
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28 6 = SERVICE CATALOG H1f

6.1. SERVICE CATALOG

6.1.1. 8k

ERLZETHRSVONBARFUERREFEHRZITN, ALLESITFEARESTRNTRFHLZED
W, FIEMRE, EABURTIRSHNEMTEES,

NTEFFRANRIREEMNIIG AL, OpenShift Container Platform & & AR5 5% (service catalog) ,
iX 52 Kubernetes B9 Open Service Broker AP| (OSB API) S£HE, A Al LURFER B FE OpenShift Container
Platform BN TR 5T 2 MR S5 R,

RS B R AVFERBEEAFER Y — API FIFREKZNFES., OpenShift Container Platform Web 15 & &
TARSS B RS IBIRMAERIRSZE, LA X M FHLAMEIRS LR T ENARRE.

Rk, RFSAFATMERREHYENREREMRS WS EM—REhZa, MRSHNMENTSET
it — MR RET S NES,

6.1.2. %it
RS B B9 BB L TR A TIES -

@ -
' LT HHAREREB S AE R —FE L

OPENSHIFT CLUSTER

O Service Class

O
®—°—> SERVICE BROKER —o—P @ o

Admin Service Class User

MY PROJECTS

___________________

EREE G T H OpenShift Container Platform SEEHEM — NN £E RS E, EREITE
FR A LA — L EARIBR 55 IR S F 51 SE o

BMRSNIBIEE—H EHRFSEFIXERS (R4 I OpenShift Container Platform, &
IR ZiR#2E B~ E R,
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A OpenShift Container Platform Web &3k CLI, A RILULZINATARRS. BN, £ER
S hRA KA LUZ E N BestDataBase BB FEENARSS .

AP EFEERIRS S, FERBCH LA, FHlm, RSEHITLLZSE N my_db B BestDataBase
41,

AP, HIRSSEH ZEE —HARE (BINA) . #180, my_dbRSSELEIT U EERIE N
my_app B9 AN,

4 P B AU B VEOREY, IPRIBRIBRS B AR, ARETIE SOVERR S IR AR, ©
FRERS, G4 R—EN 5 B, BONES NEH SIRE, IREMRSREFTM, BSE
SRALEERIRAE,

I ELRHZR K F8 17 7E OpenShift Container Platform EiZ2{THIN BZ2FES e ERMIRSS B THREEE S,
XEE, FRIXERSHNBRFTUTETECNIS B, R XERSHWEIES AR,
6.1.2.1. TR TTIR

YA FERRSH (XEATREABEEITH) B, "TLUMBRIRS SHl, EMIBRARS LG, 2715 BRIRSS
HE, MIRARSHIEF N unbinding, BRI FEBI—ER D SIEMIBRE | F EMIBRAIAR 5P E BT secret,

TBRATA RS HE R, ATLAMBRARSS L6, MIBRARSS SEBIFR BOEE Ao
SNRMIER T B 2RSS HEMRS LA E Kan R 22, BRSS B R ITE %iF RERFIR S R E MR KK

BOSEBIRNATE, XN IZRIERT B B 2 ARLIRMER, EoNRS BXe i SRERSNERBEHEE
ENPUTICEE® T/F. HEBBRT, XAREE/NLDMHHE KA E, BEBRTIZRS.

INRMPRERBATERMIRSHE, BB TMERZE PRIBRYHE secret BEMBIA, B,
TORHEHERE R R

6.1.3. i FIARE

Cluster Service Broker

EHRFSRAE B— I RFE OSB APl HligHIAR S5 28, ATFEER—IHEMRISERNES. HH
AT LAFEE TS B O OpenShift Container Platform &8t e, stHMAIE,

SREE G A LUNIBARAREERSIRARIER ClusterServiceBroker APl %R, FH e TEME
OpenShift Container Platform 8£8%, XA FEHEE N ERERE ST HNERIRSKEBREFTREDN
ZERS.

ClusterServiceBroker 7iRIEE LB RS IBAEE LS, MURIXLEEARSH (MARIXLERRSSHIZD
&) , B ER, B5%E TR authinfo 349, ERE8ESHETSERRSKEHITEMHEIEAEE,

ClusterServiceBroker ¥ a5l

apiVersion: servicecatalog.k8s.io/vibetai
kind: ClusterServiceBroker
metadata:
name: BestCompanySaaS
spec:
url: http:/bestdatabase.example.com
authlinfo:
basic:
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secretRef:
namespace: test-ns
name: secret-name

Cluster Service Class

ERSS B ET XRS5 service"BE, FEZRFSE BRI EEERSRIBRHMNITEIRS RE,
FR—NFERRSIRANRIERERMBIER DT, RS B RLH88 S BTN N ERIRS I IE
SEFERSS T AR, B HED ClusterServiceClass ¥R O ClusterServiceClass %R,

OpenShift Container Platform ;t BB —1 %7 services IZODER, BRSHEBME
X Kubernetes B, XEHRA—E SRS B XM OSB API B L R XA &

TR
RIERA,

ClusterServiceClass %R~

apiVersion: servicecatalog.k8s.io/vibetai
kind: ClusterServiceClass
metadata:

name: smallDB

brokerName: BestDataBase

plans:[...]

Cluster Service Plan

FHRS TR RRERRSKNZ, Hla0, BHRRFSEAUXF—HRHFRIRS T E(QoS)FREM
T, FENTNESBETRBKE.

IR 3561

ARF AR ERER IS IRARBYHBC LB, 2 HEFEAIRS RIRMHBITHEERS, {7 LAOEHBIAR
55EH1,

BI#89 Servicelnstance FIRAS, ARSS B FIEHISREEHIEHMNERRSNE, HETECERRS
S,

Servicelnstance ¥ R4

apiVersion: servicecatalog.k8s.io/vibetai
kind: Servicelnstance
metadata:
name: my_db
namespace: test-ns
spec:
externalClusterServiceClassName: smallDB
externalClusterServicePlanName: default

Application (FFEF)

KiE W HFE/F 18R OpenShift Container Platform S8BT (AIER W Hi21TH pod) , ©IF
R —NARE LAY,

Al
ZiFE MNASRSEABEMENER.
IRS596%E
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RS ZER RS LB AN R R Mk, e mEHEN BRI BMFERIRS SSAIMER R
EQ

ARG, RSB FIZEHIBRAE0IE— Kubernetes secret, EP S SRS EHIMEZEEFNEIL, XF
secret BE2EHE pod H,

ServiceBinding ¥R Hl

apiVersion: servicecatalog.k8s.io/vibetai
kind: ServiceBinding
metadata:
name: myBinding
namespace: test-ns
spec:
instanceRef:
name: my_db
parameters:
securityLevel: confidential
secretName: mySecret

AR ER Web 25 BB UL HMELFIREIME L EREIZ, E eSS BNMARFR
B FEET )

¥

SHE— T RARTFER, TRTAEERRSHERIRS LN FEMEBELEARFRSNE, W18
HEERZEME YAML (F JSON) S, HELHIF, REXHSHAEIHBERFSHEIF KPHIE
BIRSKHE, N THREFLSREUNSH, FEBANEHER S8 From E5IRE(]

Service Binding Resource 5|F Secret <4l

apiVersion: servicecatalog.k8s.io/vibetai
kind: ServiceBinding
metadata:
name: myBinding
namespace: test-ns
spec:
instanceRef:
name: my_db
parametersFrom:
- secretKeyRef:
name: securityLevel
key: myKey
secretName: mySecret

6.1.4. 12 ftB Cluster Service Broker
OpenShift Container Platform 124t LA FEEIR SR EER FRSS B =%,

® Template Service Broker
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® OpenShift Ansible Broker
6.2. RS Bk H1T R E(CLI)

6.2.1. Bk
ERFSBERXE WERTER 2 :

o KT NETHRFITMRIEBIRSHZEETR,

o M@t 7E OpenShift T H SLAIMEIX LEARSS, FHIFiXLehR S5 LHIEEEIHAIRE,
£ sveat B Service Catalog SR 1TRE(CLI) X AR A AT X LR A EXMES. £R oc S
A UHITHERBEIES, BETLER sveat BRI SRS B R TR3IHE, sveat i OpenShift &85 E
HRE APl Im=R SRS B APl &S,
6.2.2. &%& svcat

YN SRIBBYZINENR 7 R A EEREY OpenShift Enterprise 11, &AL Red Hat Subscription
Management(RHSM)% % svcat :

I # yum install atomic-enterprise-service-catalog-svcat

6.2.2.1. TN RERIEREI

Google Compute Engine for Google Cloud Platform, i24TEL T n 5% E B AImFLN LSS 1% ABD5R
=

$ gcloud compute firewall-rules create allow-service-catalog-secure --allow tcp:30443 --description
"Allow incoming traffic on 30443 port."

6.2.3. {# FH svcat

ATEAERTAE RS ERIIERS JIHBNA P XBNESHERSS. EA svcat —-help S IKEXE
ZEERHEEHMTRNMSITRIL, AR RAEHBREERFPERE T Ansible Service Broker,

6.2.3.1. KA E 1S
A UEETARIEINR, BSREES, URIKEE (RSB EPIEBMAEMNIERS,

6.2.3.1.1. HIkHE
EERHPRENENE

I $ svcat get brokers
i Bl

NAME URL STATUS
+- + +--
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ansible-service-broker https://asb.openshift-ansible-service-broker.svc:1338/ansible-service-broker
Ready

template-service-broker https://apiserver.openshift-template-service-
broker.svc:443/brokers/template.openshift.io Ready

6.2.3.1.2. S REBH¥
MAEE A RIFHT B R ITHUE -

I $ svcat sync broker ansible-service-broker
it Bl

I Synchronization requested for broker: ansible-service-broker

6.2.3.1.3. AE TS
EENEEE -

I $ svcat describe broker ansible-service-broker
=l

Name: ansible-service-broker

URL: https://openshift-automation-service-broker.openshift-automation-service-
broker.svc:1338/openshift-automation-service-broker/

Status: Ready - Successfully fetched catalog entries from broker @ 2018-06-07 00:32:59 +0000
uTC

6.2.3.2. EERSEMIRSS TR

LR G|E ClusterServiceBroker FHRET, ARSS B RIEHIZFSENNEBRSH[UEHRECAMIREMAMER
%5, FHMIXLERRSSOIERARSS 2 (ClusterServiceClass), F4, ©if hEMCEMIRS OIRIRSS T
(ClusterServicePlan),

6.2.3.2.1. AHMRSE

& Y ClusterServiceClass HR :
I $ svcat get classes
=1
NAME DESCRIPTION

+- + +
rh-mediawiki-apb Mediawiki apb implementation

rh-mariadb-apb ~ Mariadb apb implementation
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rh-mysql-apb Software Collections MySQL APB
rh-postgresql-apb SCL PostgreSQL apb
implementation

HERS KIS -

I $ svcat describe class rh-postgresql-apb

it Bl

Name: rh-postgresql-apb
Description: SCL PostgreSQL apb implementation
UUID: d5915e05b253df421efe6e4 1fb6ab6ba
Status: Active
Tags: database, postgresql
Broker: ansible-service-broker

Plans:
NAME DESCRIPTION

+ + +

prod A single DB server with
persistent storage

dev A single DB server with no
storage

6.2.3.2.2. EHRSE TR

HBEEBP A EM ClusterServicePlan iR :
I $ svcat get plans

LN

NAME CLASS DESCRIPTION
+ + +

default rh-mediawiki-apb An APB that deploys MediaWiki

prod rh-mariadb-apb  This plan deploys a single
MariaDB instance with 10 GiB
of persistent storage

dev rh-mariadb-apb  This plan deploys a single
MariaDB instance with
ephemeral storage

prod  rh-mysql-apb A MySQL server with persistent

storage

dev rh-mysql-apb A MySQL server with ephemeral

storage
prod  rh-postgresql-apb A single DB server with
persistent storage

dev rh-postgresql-apb A single DB server with no

storage

%5 6 3 SERVICE CATALOG H#t
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BEEITRIIERE -

I $ svcat describe plan rh-postgresql-apb/dev

it =1
Name: dev
Description: A single DB server with no storage
UulID: 9783fc2e859f9179833a7dd003baa841
Status: Active
Free: true

Class: rh-postgresql-apb

Instances:
No instances defined

Instance Create Parameter Schema:
$schema: http://json-schema.org/draft-04/schema
additionalProperties: false
properties:
postgresql_database:
default: admin
pattern: N[a-zA-Z_][a-zA-Z0-9_]*$
title: PostgreSQL Database Name
type: string
postgresql_password:
pattern: N[a-zA-Z0-9_~!@#$%"&*()-=<>,.?;:|]+$
title: PostgreSQL Password
type: string
postgresql_user:
default: admin
maxLength: 63
pattern: N[a-zA-Z_][a-zA-Z0-9_]*$
title: PostgreSQL User

type: string
postgresql_version:
default: "9.6"
enum:
-"9.6"
-"9.5"
-"9.4"
title: PostgreSQL Version
type: string
required:

- postgresql_database
- postgresql_user

- postgresql_password
- postgresql_version
type: object

Instance Update Parameter Schema:
$schema: http://json-schema.org/draft-04/schema
additionalProperties: false
properties:
postgresql_version:
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default: "9.6"
enum:
-"9.6"
-"9.5"
-"9.4"
title: PostgreSQL Version
type: string
required:
- postgresql_version
type: object

Binding Create Parameter Schema:
$schema: http://json-schema.org/draft-04/schema
additionalProperties: false
type: object

6.2.3.3. BEIRSS
FREREFERSTHER, EEHERS, TEENRRSEE, REHEIZRS.

6.2.3.3.1. fl|& Servicelnstance

A AR 2% SBIA AE OpenShift €54 22 (A s Il 2,

1. AEFHIE,
I $ oc new-project <project-name> ﬂ

ﬂ 1% <project-name> & i 15 B #9 & #F,

2. BRAUTHSORRSSES

$ svcat provision postgresgl-instance --class rh-postgresql-apb --plan dev --params-json

'{"postgresql_database":"admin","postgresql_password":"admin","postgresql_user":"admin”,"po

stgresql_version":"9.6"}' -n szh-project

i Bl
Name: postgresql-instance
Namespace: szh-project
Status:
Class: rh-postgresql-apb
Plan: dev
Parameters:

postgresql_database: admin
postgresqgl_password: admin
postgresql_user: admin
postgresql_version: "9.6"
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6.2.3.3.1.1. EEIRSLHFERE
BEERSSLAFEE

I $ svcat get instance

i th o Bl

NAME NAMESPACE CLASS PLAN STATUS

+

+ + 4mmmmee N +

postgresql-instance szh-project rh-postgresql-apb dev Ready

6.2.3.3.2. il ServiceBinding

|8 ServiceBinding FiR :

1. BRSS

B EH SR SNRERSRBE, WEhHE.

2. RERS SR OIBRFIULFFET L AR B 2 25,

3. IR%

B S S X L EHRF ) secret RINEITE H,

HERAUT R LIRS HE

I $ svcat bi
Ll N

Name:

nd postgresql-instance --name mediawiki-postgresql-binding

mediawiki-postgresql-binding

Namespace: szh-project

Status:

Instance: postgresql-instance

Parameters:

{}

6.2.3.3.2.1. EBRSHEIEE
. BERSHEFE

| s

svcat get bindings

it Bl

+

2. B4

| s
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NAME NAMESPACE INSTANCE STATUS
+ + + +
mediawiki-postgresql-binding szh-project postgresql-instance Ready

E MRS RIS UESEBIEE -

svcat describe instance postgresql-instance
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it Bl

Name: postgresql-instance

Namespace: szh-project

Status:  Ready - The instance was provisioned successfully @ 2018-06-05 08:42:55
+0000 UTC

Class: rh-postgresql-apb

Plan: dev

Parameters:
postgresqgl_database: admin
postgresqgl_password: admin
postgresql_user: admin
postgresql_version: "9.6"

Bindings:
NAME STATUS
+ + +
mediawiki-postgresql-binding Ready

6.2.4. R 55IR
EIRERS B AR VOR, BEERUCHS RS EFFEUY B &R 55524,

6.2.4.1. MERIRSS FB5E
1. MHBR 5 AR S5 5215 X BXBIFR B BRSSHLE

$ svcat unbind -n <project-name> ﬂ
\ <instance-name>

ﬂ S EBRFSEHIBITE B,
Q B4 E REXBIAR 55 L4515,
Bian -
I $ svcat unbind -n szh-project postgresqgl-instance
i th o Bl
I deleted mediawiki-postgresql-binding
2. WIEPTBERRSHER S EMIBR :
I $ svcat get bindings

i o Bl

I NAME NAMESPACE INSTANCE STATUS
+ + + + +
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BT A B MIBRSEBIMIFR B RS A E. BMEHIRRBREDHE, Hi2TRR

svcat unbind -n <project-name> --name <binding-name>, 5%, svcat
unbind -n szh-project --name mediawiki-postgresql-binding,

3. FOIEXEERY secret S H#EMIBR,

I $ oc get secret -n szh-project

i Bl
NAME TYPE DATA AGE
builder-dockercfg-jxk48 kubernetes.io/dockercfg 1 9m
builder-token-92jrf kubernetes.io/service-account-token 4 9m
builder-token-b4sm6 kubernetes.io/service-account-token 4 9m
default-dockercfg-cgger  kubernetes.io/dockercfg 1 9m
default-token-g4sg7 kubernetes.io/service-account-token 4 9m
default-token-hvdpq kubernetes.io/service-account-token 4 9m
deployer-dockercfg-wm8th kubernetes.io/dockercfg 1 9m
deployer-token-hnk5w kubernetes.io/service-account-token 4 9m
deployer-token-xfr7c kubernetes.io/service-account-token 4 9m

6.2.4.2. M ERAR S5 5261
1. BUHE SRS LA

I $ svcat deprovision postgresqgl-instance
=1
I deleted postgresql-instance
2. FSUESEBI S HRMIRR -
I $ svcat get instance

it Bl

I NAME NAMESPACE CLASS PLAN STATUS
= +- + Hmmmmmmet

6.2.4.3. MBRAR S ER
1. EfRERSS B REREEIRSS, 15ER ClusterServiceBroker HR :

I $ oc delete clusterservicebrokers template-service-broker

it Bl

I clusterservicebroker "template-service-broker" deleted
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2. HBESHPRENENE

I $ svcat get brokers

o =l
NAME URL STATUS
+- +
------ R
ansible-service-broker https://asb.openshift-ansible-service-broker.svc:1338/ansible-
service-broker Ready

3. AENRIE ClusterServiceClass %R, UBIFRIBEEEZE2HBHE :

I $ svcat get classes

i th o Bl

NAME DESCRIPTION
e e +

6.3. TEMPLATE SERVICE BROKER

BIRARS L EE (TSB)IARSS B % | W3] AE| OpenShift Container Platform #1844 {ThRAFEMITTEY ZRA
Instant App #1 Quickstart ##x, TSB A LUF OpenShift Container Platform &1k 48 B BTN T4
%GRS, Tiw=HLlE. RHEEANAIRME, LRE=HHNAE,

ZXAER T, TSB K openshift B R 2B A AR, BATLUTHEE H M REREE UERNER
Htwig,

6.4. OPENSHIFT ANSIBLE BROKER

6.4.1.

OpenShift Ansible fEE(OAB)R—7# Open Service Broker(OSB)API B9523H, BT EIEM Ansible
playbook #Z5E(APB) E X HIN. T2, APB 12 7 7£ OpenShift Container Platform FE L FIAH A
BN ARRFEIH AL, C©aEWERTA Ansible i21TH IR 2R HIRH B Ansible playbook fi45E, APB
FIF Ansible 0227 B 3L & 24 EBE IR AENLF.
OAB By IT BB FEARTER :

1. A @A OpenShift Container Platform Web $2#& MRS B SR IKEVAT AN AR F SRR,

. IR BxiEK OAB AT AN AREF,

N

3. OAB 5 & XA RFMR reqgistry BIS, LT REWL APB TTH,

. AP AHESREE APB BOIE K,

I
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6.4.2. Ansible Playbook fifi4 &

Ansible playbook 45 & (APB) B — 22N N HRRFE X, AILEFIA Ansible A H] playbook AH]
MAEHZ AN,

APB & H1EE playbook BT B B 4T OSB API #&4E, LB &FMYIE. apb.yml spec X
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6.5. AWS SERVICE BROKER

AWS Service Broker 3@id OpenShift Container Platform BR%5 B Sk IRH#%T Amazon Web Services(AWS)HJ
ilAl, A LATE OpenShift Container Platform Web $Z=§]& %1 AWS (U RIRFPECEFNEE AWS ARSSFAH
.

6.1. OpenShift Container Platform &35 B & # 8 AWS BRS5 w61

ata\og Import VAML/JSON Sl

eware cco Other

Filter ~ | 180f146Items  Active filters: [ELE R ALl Clear Al Filters
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ot = [ =

Amazon Athena Amazon DynamoDB Amazon ElastiCache Amazon EMR Amazon Kinesis Amazon KMS

$ ] @ @ i

Amazon Lex Amazon Polly Amazon RDS for Amazon RDS for MySQL Amazon RDS for Amazon Redshift
MariaDB PostgresqL

L3 L} il €

Amazon Rekognition Amazon Route 53 Amazon S3 Amazon SNS Amazon 5Q5 Amazon Translate

B xL%E AWS Service Broker Byi¥lE, 15E5% Amazon Web Services - Labs XX#4H#) AWS Service
Broker 3244,

XKL 8

> AWS Service Broker £ OpenShift Container Platform L#X#FH BN, *f FHRIFHIH D
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