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AIEMEENE T OpenShift Container Platform FRIZItMI AR L LB, SEENZE. FHEMNREZLL
BABEMNARFZNERAR. AEEASLUTER -

o NHLBHRLTEUREER, URESIHBEREIVERLENIER.

o LeARRLLEREREN (RHEL) ZiRMHtH, WLRH OpenShift Container Platform 124
B,

o HAIHEZHN A SRR ENIREEIR,

o AT RN EMEE SRR, UEIKERFENNEA,

o HI{AlEIT B P T E AR EINT B 2R BV [,

e #{AIfE OpenShift Container Platform AR R%E M A0 1F (.

T API &) SSO MBS LARAE,

122 res?

BRI AREREMB KRG @R A 5K, WERZEZHIER T M ZEMRRAZIMNAEL
&, BRAIEIE,

BB RINME RN —BMMSIRER IR : MERSSH. EUN (VM) IREHLAE I,
FERARN—EFLEE

il NMRER

AEHE Linux OS I RN BREF DR RN BT REME KIS
SEMMBLER R, EREEBREES BEINETIRERF/NLMFIFEM CI/CD
AIERRIGR A #BAE L NTIEIE I Bs =t RS
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® OpenShift Container Platform Z8f4: Core Concepts — Containers and Images

® Red Hat Enterprise Linux Atomic Host B#s Z£15E

1.3. OPENSHIFT CONTAINER PLATFORM A B B2 M

AR T BRER SRR EN LR MR E R TR, RN T AR OpenShift
Container Platform TER R E&#= —Z#RFE FH OpenShift Container Platform e K#MAE A, HEME
B,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-core-concepts-containers-and-images
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/container_security_guide/
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o Z[IERZ7H Red Hat Enterprise Linux Atomic Host 225 B9#F

® Red Hat Enterprise Linux Atomic Host B#8 &£ 55



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/container_security_guide/
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2.1. tN{al 1 RHEL AR s

BRATERIERA—FENLBELSNNUARE, ERARKI docker BITH R NENREREEN, MR
L% HEFERE,

BB — DR ENRZBIRIERS. (0S) HEEBERTAFRNRE, 7 Linux A, FERE—M
FRtRE, ABRTMBFSRTEMZITHHER N, BENIZLIE root AP 101517, BiIE
EABRZ 7 K0 BB & D IR B 25,
HF OpenShift Container Platform {£ Red Hat Enterprise Linux (RHEL) #1 RHEL Atomic Host £3iz
17, TSN B TEMEEER OpenShift Container Platform 2%, FHRT A LIARERESE
IR DFTTE.

o Linux pEZEIZRUBRELRRAKTENHRE, BHIETN—DER), HMIIFaRZEHPH

Hi2, Eit, NABRBALUENEAR—FR MARER PR, NETHREXMZZEF KL
(#0 mount, PID # network) BYFAHER, ESH LB RITHHA S,

o SELinux R THN—ZZREM, TUGRRBEEREHFSENRE. SELinux RIFEER NE
MRS NMARRF. RS S U (MAC).

® CGroups (¥EffilZH) BRI, ViEAMRE —4HEMFIRERE (CPU. W&FE. B I/0. MEE
%) . CGroups AFBRE—EN LB SRAEE R,

o LTI EET (seccomp) BLBEE I LAS A5 KB RHI 0] ARSI E .
e {ff RHEL Atomic Host BBB R AT REF/NENIMEHRIER AT HE, MMED R EE,
¥ INIE

® | inux man page: namespaces(/)

Red Hat Enterprise Linux Atomic Host B : &/ SELinux &L 2R 2%

Red Hat Enterprise Linux 7ZiF & 2# R : 26 (CGroups) T

Red Hat Enterprise Linux Atomic Host Container Z£#57 : Linux i&E# seccomp

RR%HE © seccomp

22. TP : EAMLAE B

EREIMetEXFZH 7, BARNSEHIETR. EIMEKBTEUNEERFSIEUN (VM)
B EUNEAEBCHIRERS (0S) , URIETEZITHN ARRRF KR EMKIITIT,

A VM, EMNEERFRSENENEERBHSENAKRE, XD AU R R 22
PRI AR, drmds/ NIERS & LR EiE. REWMLL, HeiieEEtTheE : — P EUES
HLAT R A R UL I R R P BRI M) A — D EN S ENA. HBRFERAFBENTH, ©RINRE
ERIZIRE RSB IAT T,

B AR SIEUNARZT, EELABFITREFEN. fli, ERERSTHELTANAR
P, UEFENARFESIRR. B2, F—INELNESSHEPRET —1TENRE REFAEST
MENFRAR. IHRERUEEERRENRRERF,
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_architecture
http://man7.org/linux/man-pages/man7/namespaces.7.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#secure_containers_with_selinux
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Resource_Management_Guide/chap-Introduction_to_Control_Groups.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/container_security_guide/linux_capabilities_and_seccomp
https://www.kernel.org/doc/Documentation/prctl/seccomp_filter.txt
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_compared_to_kvm_virtualization
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N AR - FIE 2R R =T FRROZEREE RN, TS AM MR RIS, 0 Linux BERSL. JBoss Web
Server, PostgreSQL #1 Node.js,

XEFHSERFCRETA, AM, ERFEZNENHSRIRANE, 2EWEN, URKGESHE
HRERNRE,

FREREMN—LERHIIE -
o BBAMWHNBRERIMIAEAERZR ?
o VARFERSHFHACSNNFER?
o LITHFIBRERSIZE BRI ?
YN
® OpenShift Container Platform (&5 15

o ZIIERHMIAT OpenShift Container Platform BIMEZE. HIBEMRS B HIRISE XY

3.2. AR

R ETETMNATHERNRRIREE, UBFRIRATHRISSFATNENRENRFES. SANFE
SR B ER THA SRR O ERFHERNAR FHFLIRERAT A I A ENHEERIR
AR,

RHEL {2 7 —/NAIHEAR AP, AR ADNHEL, LR LMERAT A OpenSCAP B Red Hat
CloudForms TR R EHKLU T BEL LA, BHX RHEL F1 OpenSCAP M—fRE R, 1554 Red Hat
Enterprise Linux £ , &% Red Hat CloudForms 58& & (| 515 E3 A4 % OpenSCAP X BIE K
I*_]Fé?O

OpenShift Container Platform B 1Lf&7E CI/CD i F2 AR FI FiX L2 F, flan, EaLAEmESKES
MITERNEREREHRHNRERAE, FERTEARI T TERIATTRE, LUREHXTF XL ENT
1B, MERRE, XENETRRETT BEANN A,

3.3 AT T E S OPENSHIFT 55K

OpenShift Container Platform X §IEf#ERY RINEE. ABITE (MRREITHERER) ERXFERTH

FEOGBANRININERE, LULEARFRE Pod ST, FTid T IZEMANRAIEN, EEZEHE
hRESEFERER VA ERERRRE.

3.3.1. BiR T HIE

BGMEREESHARNAE, aEYGaRBMIREMY (OSS) IFriEtaMit. 74, ZaiiEN
VRN LE—1, vkt, RETUTEEEN

I quality.images.openshift.io/<quality Type>.<providerld>: {}

R 3.1 AR


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/using_images/#using-images-index
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Security_Guide/chap-Compliance_and_Vulnerability_Scanning.html
https://access.redhat.com/documentation/en-us/red_hat_cloudforms/4.2/html-single/policies_and_profiles_guide/#openscap
https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/
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Her Uiy AEEZNE

qualityType TCEEREY vulnerability
license
operations
policy

providerld BN ID £ openscap

redhatcatalog
redhatinsights

blackduck
jfrog
3.3.1.1. RO
quality.images.openshift.io/vulnerability.blackduck: {}
quality.images.openshift.io/vulnerability.jfrog: {}
quality.images.openshift.io/license.blackduck: {}
quality.images.openshift.io/vulnerability.openscap: {}
B 2 R ER Y /IHETELL TR RIS L #E
xR 3.2 FARERN
FE s ? Uiy RE
name = IV R i FREB
timestamp = TS (] 2% FREB
description S [ap kR FREB
reference = FEEREMURLM/HE  FrRFEH
%itE, wE, UERF
AT LSS AR,
scannerVersion S R FRE FREB
compliant S =y R SCRRES U KA
summary S HEIB R AR E Ik (FSHTR)

summary FEUIHEELTER -

% 3.3. Summary FE{EER
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label DREHRZE (B0 : "critical". FRE
"important”. "moderate”. "low"
5 "health")

data LCAHAERIEIRE (B30 : AIMRE =S
TS E)

severitylndex ARSI, RIFNERRTHETHE B
FMaEc. %EEE) 0.3, HA
0 = low,

reference S BIRM URL HM/HEZiFE, FREB
E1pri

3.3.1.2. X R {E A
ARBERT —NMERH OpenSCAP 3R, HARRBABLREIEUR —NE MR /RE

OpenSCAP I f#

"name": "OpenSCAP",

"description™: "OpenSCAP vulnerability score",

"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://www.open-scap.org/930492",

"compliant": true,

"scannerVersion": "1.2",

"summary": [
{ "label": "critical", "data": "4", "severitylndex": 3, "reference": null },
{ "label": "important", "data": "12", "severityIndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }

]

}

ABETRT — NMRRHI Red Hat Container Catalog $¥fi#, WARBRESRSIBIEBUKIERE L IFIBEH—
MNAER URL -

Red Hat Container Catalog ;¥ f#

"name": "Red Hat Container Catalog",

"description™: "Container health index",

"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,

"scannerVersion": "1.2",

"summary": [
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{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }

]
}

3.3.2. WX RN AR

F 48R OpenShift Container Platform & P BTG RN R, BRXERRZETEIENFEERTR
WIERE, RN REEESCHED, BAAERS NMEERIGSS| AR E—HR&,

3.3.2.1. ;Ef# CLI fp 5 =

& <image> B —PNERIRIEE (digest) o Hl40
sha256:fec8a395afe3e804b3db5cb277869142d2b5c561ebb517585566e160ff321988 :

$ oc annotate image <image> \
quality.images.openshift.io/vulnerability.redhatcatalog='{ \
"name": "Red Hat Container Catalog", \
"description”: "Container health index", \
"timestamp": "2016-09-08T05:04:46Z", \
"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2016:1566", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference™: null } ]" }'

3.3.3. %l Pod 14T
N T BRI EIER SRR RS I LLZETT, FTLMEA images.openshift.io/deny-execution i {&5REE, 0
FELZER, HBHFEGRERRE,

3.3.3.1. S E R A

annotations:
images.openshift.io/deny-execution: true

334.5/M5%E
EALHERT, BEOREESEABIESTL — M HASIEE R ESGER, HUT%, FHERL

RANMBERFERRRINERE, B, XPBE1{EiTFERIAA OpenShift Container Platform REST API
KB EM. BX REST AP| #IfEFH PATCH B &HIER, 1S REST API 5%,

3.3.4.1. REST API i B =

LUFERA curl WRBIHRSBEREMRE, 15548 <token>, <openshift_server>. <image_id> 7l
<image_annotation> FJ1E,

Patch API i B

$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \

10


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#image-streams
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-image-policy
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/rest_api_reference/#rest-api-index

H
w
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o
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i

https://<openshift_server>:8443/oapi/vi/images/<image_id>\
--data '{ <image_annotation> }'

IR 2 PATCH B M E BRI A -

Patch il AR

{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":

"{ 'name": 'Red Hat Container Catalog', 'description’: '‘Container health index', 'timestamp': '2016-
09-08T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2016:1566'",
'summary': [{'label': 'Health index', 'data’: '4', 'severitylndex': 1, 'reference’: null}] }"

}
}
}

1
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2 4 = REGISTRY

4.1 EW BT LU RIS S 2 ?
A AR — L TERHBHRIRE TERMRENBRHENAND. BR, ERHEARSAHRR, &
FERARNHREER registry i, A LUMEAREIRAN—ZRT
4.2. R ZHBINIERN A SR
BEEBRATLEZF, HRTEEFLHEEE, TALAREELTNKIFARERNER, HEFTL
égFMQK%EﬂAEEEﬁmﬁﬁﬁﬁﬁ—ﬁﬁ%¢:ﬁﬁXﬁn@ﬂﬂi@#i%%%%ﬁ%ﬁ%
TIER B INIERRR -

e EYARAHGFERLXBENRKE

e 7 RHEL FAFFESE, MRNEIRIRK

o ZITMEXH.

ERRIERTMY &, RGBS —ERERENENTHREROABTURF TEH R, ER UERLIIE
ZE2NE (RHSA) RREEEIENE VLR RHEGR T HIMBEMF R, FHia5|EHRIEHRHER,

SR 3
e HE% OpenShift Container Platform ARAZ A SRMER -
o OpenShift Container Platform 214 5l

o OpenShift Container Platform % & 75/ 5| A5 &R R H &

4.3. RED HAT REGISTRY #1 RED HAT CONTAINER CATALOG

L108@id Red Hat Registry (FRZLHBTE registry.redhat.io FEBEBIAFRER registry) NLLIE™ SANESVEIK
RBZTIIERARSR. Red Hat Container Catalog A iEfEIH5] 5 Red Hat Registry IR HI A 2R IR R BX
HREFHEREEHNLEAE,

AIEREERFANBUTRIRE, HERHITER. BAEAHRREEH (A glibc. Drown 3% Dirty
Cow WIESERRRF) I, EMAZHMHNARREREWERHHIXE Red Hat Registry,

NSRRI EET AR RSRE T RENE SN T2 NG, XERFERLIIBRAN A
%, B, INNEETRE, MeEHaSRlERE,

FT AR SRIER, AERRERERA—INFARL. MEESNE—MRETANSKIE MENR
ENEHEIE, AL FREER. NFTRINMNENRENESHE, ES0H Red Hat Container
Catalog WEMERAH AR ERIR SRS IFN,
 INIE

® Red Hat Container Catalog FAQ

o TIEFBEEHD

o TIERENH

12


https://access.redhat.com/security/security-updates/#/security-advisories
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#image-streams
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#referencing-images-in-image-streams
https://registry.redhat.io
https://access.redhat.com/containers
https://access.redhat.com/articles/2803031
https://access.redhat.com/containers#/faq
https://access.redhat.com/security/
https://access.redhat.com/security/security-updates/#/security-advisories
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4.4. OPENSHIFT CONTAINER REGISTRY

OpenShift Container Platform & & OpenShift Container Registry, Br—N5a BT EERRHEKNE
BERBIFLAE registry, OpenShift Container Registry 12 E T B GBI AIRH], HEEER R LU
XX L R BRR IR

OpenShift Container Platform it X 5 A aTgE B L FAMIFAE registry FEK.

2 INLI=

® OpenShift Container Platform Z8f4: Infrastructure Components — Image Registry

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-infrastructure-components-image-registry
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5.1 8 —IR, ZIERE

AERBNES, PTHETIRREaBRP N ARFRESAHRIZTHN ESRN R, EERILEEITRE
R RT HERR R K B

{8 OpenShift Container Platform {E A R IWENTVETF S A RIEHBIMEN RS, EBF —RIWE,
FEALERE BRI BT A R B A2 7 L B A MR R IR B B S,

REFBNIFIALHBRREEN, BEFNZENZTHNESR, MAZERFEFBZILES.

5.2. MEEENZL

IRE LUE R Source-to-Image (S21) fHRAR B EMFIRHEGRE, HELHZEF B S2| IR A iz
HHIPABES L AT E R £ I BIMER T A 1F.

LR LN EREEFEGRET Git iIRRFEANNARRFHARIEE, OpenShift Container Platform & LAFT
LUFIhEE :

o BT EAAIEFNEZE LR Webhook S EM B EIFELEMR (Cl) IR ITMA, MATARNIH,
S2I F AR BIRFIHT IR R BIAHS Fh B 50 R iR

o BHEIEREHTZBIBR LTI,
o X GRIRFABIEIMER, LUER Clid Bt ITERE,

Source 2 Image

Code. Q}git*— [ <]
Buud@ ? -B -

Contalines

DEV

Image

Deployo @ HE HE %E H

&R LAE A OpenShift Container Registry BN ARV, S2| FMREMBT GRS BIHEEER
OpenShift Container Registry.

BRT B EMATF ClI B Jenkins 44, &0 a] LA RESTful API & B 2 B9MEF Cl IMES OpenShift
Container Platform X, #{Eﬁﬁb} AP| BRI registry,

P2 INLIR=:
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® OpenShift Container Platform FF 4 A 7155
o FYEINEITIF
o fRA N E
® OpenShift Container Platform Z2f4: Source-to-lmage(S2I)14 %

o [FfHFF1RAT OpenShift Container Platform: Other Images — Jenkins

5.3. TEFY B H E R I HI A

EFEEERT, WERESESIEF R ERTIHTGR, B XEEIFRENEEBTHEERNRENE
REFHRGHPITR, B LUE LA secret BUSLIX— B,

Bian, 1ERE Nodejs N AFEREET, MBATLLA Nodejs X BRI AR, EMIZARBEEGTEES, &
WA EE URL, AP EMBILHNAEEIREAE X .npmre X, NEERN, FNENBREFRHGEGDA
FHEBEIE,

HERLRAISER, KR LES BuildConfig Fi7sN%iA secret :

1. #03R secret NFTE, MEFTOEE :
I $ oc create secret generic secret-npmrc --from-file=.npmrc=~/.npmrc

XEOE—NE N secret-npmrc BT secret, EEE ~/.npmrc XHEH base64 FHIBH A,

2. J$Z secret KRINEIFIA BuildConfig B source Z34 7 :

source:
git:
uri: https://github.com/sclorg/nodejs-ex.git
secrets:
- secret:
name: secret-npmrc

3. E7E# BuildConfig F 3 51% secret, HiZiTATHS :

$ oc new-build \
openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc

SR L

® OpenShift Container Platform X &5/ i\ Secret

5.4. 11T LR
B U RGBT BT MERRERE, BRI T2,

15


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-how-builds-work
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-triggering-builds
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#source-build
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/using_images/#using-images-other-images-jenkins
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#using-secrets-during-build
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Operations Architects Application
developers

Bgn, —zdEEIA T ST E Mg, MARMAITN A ERR R, BT, BREEMEMRRAR,
REFRXANAATUR T TN AREFEZERRWELH,

HTFEXHARKNFHHAHFR RLEEFE-—EXIREFSAR. EHIX—R, BNIZREHREN
EREIN S Cl 2, FIan -

® SAST/DAST - B8 SR TE,

o RIFEMBEIETENENITREER., IRTESNENBRPNFRIAHSRE, mEME
MREBEAE, FEZAHENYEEH ZMFRRN IR RHER.

B8 Cl RN Z S SN AR, AHEMCHE TR EHMA MBI, LUEEREIPAREN RINE Y
FTORARXLEN, BRZ B E XRERRER, SARENEMEEZ AFSEERRE,

P2 INLI=:

® Red Hat Enterprise Linux Atomic Host Managing Containers : %% 2 23 Fil%

16


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/managing_containers/signing_container_images

% 6 3 DEPLOYMENT

% 6 = DEPLOYMENT

6.1. EH B P HMENTLERR
MBIEFREIT TR & £ RIER, HENE THGRELIA— R, CUEAETERNELNET
RiTEE, GANERRY BRERNSMEE, MRS ELLTNES, RIRRILIHH,

Can configure triggers for
automated deployments,

. builds, and more.
gt O

Reqgistry

Can configure different
deploymant sirategies |ike
AMB, Rolling upgradea,
Automated basa updates,
and more.

Mode

8

BN, EER=SANEREGRENET —MNERE  &D. REENNEBRFE, BFEROEGPLIT
—ANARE, ZERBEWER. WESHE, RIGHEHEZXE] OpenShift Container Registrys, OpenShn‘t
Container Platform 1B R EEE, HIRBEE LWL BB ERHBENARFHE. X—FRD
ETEENE, FBRE”RAEESFHERE N,

oc set triggers S DRI LI AR NERBRBIXENEM L2, Fla, £47 frontend HEREBEREBEHIXE
ImageChangeTrigger:

$ oc set triggers dc/frontend \
--from-image=myproject/origin-ruby-sample:latest \
-c helloworld
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SR B
® OpenShift Container Platform 4 A 715

o HEWAITAF
o XEEMEMAIER
o NARFLMERER -BIMNENRANARSF

6.2. 1Z=H T LLER BRI GRIR

FZBBREIERE TR NER, BEREIREAER, BREENR, MESZLRRM T X—RIL,
OpenShift Container Platform AT L SEEER SN AT R FIRBNR LR, URNBBNRNLELE
Ko ZRBEEHNSEE XL

o — BN ERILI B 6422 A B registry
o FERA (=T, EHIERLH)

ERIXLERIESE, T registry = registry B9E8> (EEFMMEAR) IABLHE (BR) . JIAR
BE (B4) HEEAAERXAELEERSR, UBERUMEARIIER, ZREUNMNA TR, K&
ALEMB T RPN —NA, ENFRT RTEME (B - 2, Kigsifg) miN A,

BB RS SR

{
"default": [{"type": "reject"}],
"transports”: {
"docker": {
"access.redhat.com": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"172.30.1.1:5000/production": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}

I,
"172.30.1.1:5000": [{"type": "insecureAcceptAnything"}]

18


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-how-deployments-work
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#triggers
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-promoting-applications
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}
}
}

RBE AT LATE 1T m E{RTE ) fetc/containers/policy.json, iXNBlas & H4T AR A -
1. 3K Red Hat Registry (access.redhat.com) HEIEIRMLIIEAFAZE,
2. B3k openshift fn & 22 AR OpenShift Container Registry FRAYEEIREZIIE A% B,

3. E3X production 4% 22 8| #) OpenShift Container Registry BRI {RE example.com BI/A%H
%,

4. A RBELRB L EIEEMNFTE EM registry,
BXREBEINHNEFRSE, HSRORAGRGREAEZF. B2ELR, WS LUTHIZALH. AXRERE
ZEBRIIIENE, EBIY Signature I IEEIE TR = IRACHS STRY,
6.2.1. %4 (L
LR2EHR—MEMENERZHEFZ L blob AL, FRIEHAMIHRE,

e Atomic : B OpenShift Container Platform API E &,

e Docker : fE A @t Web BR S5 2ate .
OpenShift Container Platform AP fi 5t & 2 {# FH atomic ZHIR ML L, BT ER LSRR RN
{&1FHETE OpenShift Container Registry 1, T docker/distribution extensions APl & B &I & 155 (&
Zaimm, AEAREMANEREE,
5/ docker (EHi R BIME A A ST RE Web RS IRMH., XEXZFHNRE, EOILURMEREE
IR BRHMR registry I5IR, FERMIIBRS R RIZU ZABER, BIE Signature Ui[AITHIL, BRI
BV BN RENE S RS % B RMIRAF A2 B RE XS,
B2, docker FHIARBMEEHTHANERE, EXINT REBESLRSEM UR, HE2ERENME
B YAML XHRIEEN RS LBIB K, BRILN /etc/containers/registries.d, YAML BBBEX 425
registry URI #1%& AR 5588 URI, =X sigstore :

Registries.d X {47l

docker:
access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

EXANRBIF, Red Hat Registry access.redhat.com 277 docker (i BRI L Z ML LIRSS 25, H
URI 7 sigstore S HE X, BRI LUF X484 /etc/containers/registries.d/redhat.com.yaml,
F# M Ansible B ST REEEFHNEN T R L, BTEREH registry.d X{EHEASRIZTH M
¥, ERFBEERRS.
MEELZHFAER, FSH EMEEB T E ZA VIR,
¥ INIE

® OpenShift Container Platform EZF E LR

o BIAFHE
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#enabling-image-signature-support
https://github.com/containers/image/blob/master/docs/policy.json.md
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#reading-image-signatures-via-registry-api
https://github.com/containers/image/blob/master/docs/signature-protocols.md
https://github.com/containers/image/blob/master/docs/registries.d.md
https://github.com/containers/image/blob/master/docs/signature-protocols.md
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-scheduler
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o ZIIEATIHE

o ARAHBRELENIER
o RIHEEZE

o HRRE ARG

o FHHLH

o FHKA

6.3. SECRET #1 CONFIGMAP
Secret M RABIRE T —FHLFIRRFERME SR, M, OpenShift Container Platform & FiffcE X
. dockercfg XHFFBIRFHEZIE, Secret [FEURNAS Pod 98, KA LUERBHEH T secret
EREHIARP, RUBAILUER secret {5k Pod HUTERE,
Blan, fEA web IZ=HIAN secret RIMEIEBEES, LUMEHEBNABRBREFMHE
1. BIEFHIA,
2. Sfin% Resources - Secrets F /i #7 secret, ¥ Secret Type %7y Image Secret, FI%
Authentication Type %% Image Registry Credentials, LUk A BT F R0 B Bt R fif RO R
o

3. 7ECEEEE BN (F40, M Add to Project — Deploy Image i) , ¥ Pull Secreti% &7
TRAHT secret,

ConfigMap 5 secret R, BT HEXFSFEBRERNFRBEAEM, ConfigMap M REEE
ERENREN, XERIETE Pod FUHEHA T EMIEH SERNHAHNRERE.

2 INLI=
® OpenShift Container Platform 4 A 7155
o Secrets

o ConfigMaps

6.4. T2 M L TFX4R (SCC)
WA LMER Z2 M £ FXZR (SCCRE L Pod 21T (BBRES) WIHREN—HEY, LIEHEHRSR

Gk,

AIH SCC EEM—LHmaiE :
o IZITHINAR
o BHBAIFERARIMBTHAL
o MENBFAES.
e AZRM SELinux LT3,

o AZA/ID,
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https://access.redhat.com/articles/2750891
https://github.com/containers/image/blob/master/docs/policy.json.md
https://github.com/containers/image/blob/master/docs/signature-protocols.md
https://github.com/containers/image/blob/master/docs/atomic-signature.md
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-secrets
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-configmaps
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INREBRHBHINBR, A LUEIN SCC SREEHEE N BT,
SR B
® OpenShift Container Platform 8. Z &M £ FXX2ER
® OpenShift Container Platform Z#&EE: ZE2EE

o WIRRINAR

6.5. FFEERELER
IRE LU B S EEERE (CD) TR S OpenShift Container Platform &K,

FIF CI/CD #1 OpenShift Container Platform, f&a]LAESIHUTERN AREFIIRE, DM ARITHIE
8. Wi, FRECEIMERRBLERE,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#security-context-constraints
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#security-warning

OpenShift Container Platform 3.11 &L 2ttiEm
B7ERIREFER

7.1. R mEAC
APl BAMIEBIME RSB EENXE, APIRT :

o IIFFHBCE Pod. ARSSHNE 1 35 HEIE.

o TEWENIE NERNHUTIB R, FH5EttFERGEGHRARL 2.
R

e OpenShift Container Platform &€/ a1{a]£&4" OpenShift Container Platform?
7.2, A UEFN$5AY

7.2.1. {5 OAuth #J717]

IRA] LU BRSNS A AP i[RI EI SRR IT A2 FS. OpenShift Container Platform master &
ENEN OAuth iR 88, FAF RTLURER OAuth VRS8R X B Bi#4T APl S35 E,

ENEER, BALER A S50 (301 LDAP. GitHub 5 Google) EZE& OAuth LUHIT &2 50
i, Deny All B B34t N 2\ B T #TBY OpenShift Container Platform 28, {BIET LUIE#IIA R AT
RBEEHTHEE. NFETENSMREERIK, EHSHEE KB IEMRE L,

B, FELRLZEEFRE GitHub HPIRETER :
1. Yw%H /etc/origin/master-config.yaml F#] master EC & X 4.

2. {&2X oauthConfig /77 :
oauthConfig:

identityProviders:
- name: github
challenge: false
login: true
mappingMethod: claim
provider:
apiVersion: v1i
kind: GitHubldentityProvider
clientlD: ...
clientSecret: ...
organizations:
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

% o
MFBEZIEAMERMERBER, FSHEES DL GitHub #B5,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-index
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-authentication
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#GitHub

B7ERVERTS

3. REENGE, EE master RESLUMETRREN :

# master-restart api
# master-restart controllers

SR B
® OpenShift Container Platform Z2f4
o HiAELE - FPRIE
o AR - BRI
® OpenShift Container Platform CLI &%

® OpenShift Container Platform FFXZ&#5E : CLI B{p55 ik

7.2.2. APl T[] #EHIF S 12

NRRFR LUIAE 2 NMHIIH API RS, XERFSEEFAAMIGRFTEERE, OpenShift Container
Platform @& 3scale AP| XA SEARA, LUEEEE API FIEHI A,

3scale WIZREAT APl BHKIFME S MK FEET, eI s &Rk A T A mEIrmizes
Vilml : b API B35, TR ID FIZBEIXT LA KR OAuth 2.0,

BRI LRGN R E R R, FEMIRSET R, FHuRAEHNA VISR, &0 Lugid N AR RIS
HIF L NFIKE AP RS FHEHIRE,

BXFEAAEE 3scale API X APlcast v2 BIHIFE, 155 [H7E Red Hat OpenShift £iZ1T APlcast,

7.2.3. Red Hat SSO

Red Hat Single Sign-On (RH-SSO) BRZ5 2@ IRIEIRAEIR it Web SSO ZhEERRI M AER, 21
SAML 2.0. OpenlID Connect 1 OAuth 2.0, 1ZiR5588 71 FE X ETF SAML 5% OpenlD Connect WA &
PR (1dP), FREFIVENSEEZNEVAFBXA TR ERNE=FR " SHHNESE
BN FRFERE Z [ TR0, &R LUF Red Hat SSO S EF LDAP BB RIRSSEK, S¥E Microsoft Active
Directory #1 Red Hat Enterprise Linux Identity Management,

BXERERE, H5 0 Red Hat JBoss SSO,

7.2.4. ZE2 BBIARSS Web #£HI&

OpenShift Container Platform 124t 7 — 1B BIIRSS Web 1514, LUAREIAIER B RAMIER T L&D
(A EAth 2%, OpenShift Container Platform @i 1Rt LA FIhEERMAFR R L L FH /7 master :

o FRELHIZRE (TLS) IR master
o {HM X.509 IEFi8k OAuth ViR 45 &1 ] API BRS52%
o RITTN B EEHIR I R S hE B LUE BRI BR I
o ctcd NEERAEHLT
2 INLI=

® OpenShift Container Platform Zf4: Infrastructure Components = Web Console
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-additional-concepts-authentication
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-additional-concepts-authorization
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cli_reference/#cli-reference-index
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#cli-authentication
https://support.3scale.net/docs/deployment-options/apicast-openshift
https://access.redhat.com/documentation/en-us/red_hat_jboss_middleware_for_openshift/3/html/red_hat_jboss_sso_for_openshift/tutorials
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-infrastructure-components-web-console
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® OpenShift Container Platform Developer Guide: Web Console Authentication

7.3. NEEEEIEP
OpenShift Container Platform BIEZRFAE L NAH, S ERAET REST I HTTPS \Bf5, @it TLS ik
FFIAMMBAINEE. OpenShift Container Platform EF Ansible MZRETEFERE T 2R BB X LEIE T,
ERILEREN—EEBHMGMT :

e master (APIfRSS25F012HIZR)

® etcd

o R

® registry

o [RFAEE

7.3 BECE B E L

132‘]1«1&*)1 AR P HEERBZIETH Y API RSS2 51 Web #ZHIGHI A H EH BECE B E LIRSS
. ELATLMER B E X CA,

TE(EF Ansible playbook BI#lia R E R E I ieH, AERA

openshift_master_overwrite_named_certificates Ansible L 2EE B E LIEP, XL S A 7E5E H3L
HARERE, fIa0 -

openshift_master_named_certificates=[{"certfile": "/path/on/host/to/custom1.crt", "keyfile":
"/path/on/host/to/customi.key", "cafile": "/path/on/host/to/custom-cai.crt"}]

NFE T FRER 2R R ANAE 1T %2 4% playbook BYVHBA, 1ESHELE B E LIk TERD.
LREEFRFIRMH Ansible playbook LATG & P EEHIE BRI HIB #, 4489 playbook BT LAf# A 2 AITHY CA
BYEFHBEMBILD, NEFBERFTILD, HEFEBTEMBENENRMNNEE L CA, BSHITXL
playbook £ EFERE LT LT HREZ UL,
2 N5
® OpenShift Container Platform A& % E#
o EEBE LS
o KeEUFHiTHA

o EHERFILS

24


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#web-console-authentication
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#advanced-install-custom-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-redeploying-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-certificate-customization
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-cert-expiry
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#redeploy-certificates

8 % PR A
58 E MAREM

8.1. M4 tp A 22 [H]

OpenShift Container Platform R4 E LM% (SDN) EIRE—NF—HIEEENLE, BRITFEEEHIR
EASREEFHTEE.

{8 FA A 2% i 45 22 [F] BT LABRE Pod W44, B pod BB B CH IP Fik OSEE RS E, MMM pod M45HE
HiRE, XEFRETER Pod FEESTRETBM Pod MRS EMR L EHFWRHIEE, EATUEREXRRE
BEMPNFFLZAG, MHFEFIME,

OpenShift Container Platform it 2 (45 F B& BB 25 S Br AR /R I CURE/ITIEE, Blgn, AT LAER
IP B 44 5 SRR T BB R R D 7]

 INIE
® OpenShift Container Platform Z2f4: Networking
® OpenShift Container Platform $&¢ &2 M %%

® Red Hat Enterprise Linux Atomic Host Managing Containers : Running Super-Privileged
Containers

8.2. [RBL ARERF

OpenShift Container Platform B i &G ¥ — &8 ML ED R, UAIESHEAEENA,T. FRA
N ARRFIERE.

i, BEEERPRBUBMY, Fke, HLT:
I $ oc adm pod-network isolate-projects <project1> <project2>

ELBIF, <project1> F1 <project2> FHIFFA pod FARSSERTTEMERE R E M IEL BB 15 RI{E
pod MfRSS, RZIRA.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-additional-concepts-networking
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-manage-networking
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/managing_containers/running_super_privileged_containers
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o.1. FAMBIE MY

AN TFRREMBERSHNARFBRER. ®IPHNFEE2ETERERSH—1RETER.
OpenShift Container Platform 7% #Ff#iR#iEH, 1 NFS. AWS Elastic Block Stores(EBS). GCE
Persistent Disks, GlusterFS, iSCSI. RADOS(Ceph)#l Cinder, X FHEEBEHIFFA OpenShift
Container Platform 404, (&% BEIEER & HTTPS RIN%E,

B LOR T iR B AR S F M E M A R E XN LIEE PersistentVolume (PV), TNREIMEMEEESRE
BThEE, B PVRINERTUEEE NV EESIHNEEER.

a0 : NFS aJAZHFL N/ BER Fim, E—NMFEM NFSPV JESURIEARTH, 810 PVEER
SR —H iR ER R E PV B9Z08E, %0 ReadWriteOnce. ReadOnlyMany #1 ReadWriteMany,

2 INLI=
® OpenShift Container Platform Z8f4: Additional Concepts — Storage

® OpenShift Container Platform &S REFHIEFIE - BL LM

90.2. HE=%EE

XIF NFS, Ceph # Gluster EXZEFMEMHN T, PV IEHAHID (GID) 5EMAN PV SR ERER, RE, %
Pod FER PV I, SEEH) GID KRINEI Pod B¥M RS, HiZ pod FFHEFMARBHIUTFIFER,

YN
® OpenShift Container Platform BiE %2
o fHM NFS HFFAMETFNE
o f{#f Ceph RBD MR A 1F 1
o f#fH GlusterFS B AMETF#

9.3. RiFh#
%TF AWS Elastic Block Store (EBS). GCE Persistent Disk 1 iSCSI| &7z fiE 4N E, OpenShift
Container Platform {8 8 SELinux SHAE N IE4EN Pod RIFHEEHEMRE F, MMEREEMNBHSHEHX
IR SRATAEFH R 1ZE88 9 Lo
¥ INIE
® OpenShift Container Platform FiE % EE
o {#F AWS Elastic Block Storage ¥ A 72 16#
o {# M GCE Persistent Disk FI$F A 1417 4

o {HFiSCSI MR AMEEFE
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/architecture/#architecture-additional-concepts-storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-pod-security-context
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-nfs
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-ceph-rbd
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-glusterfs
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-gce
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-iscsi

B10E HEENFEA4NAE

$10 T HIEREEHNESE

10.1. f& N

BRT RIEmEMM IO REIMN R 2EEN, WL OpenShift Container Platform £EEMIBRE 2 1EEE
HREAFEITYFEANEZSD.

AWM EEZNERLERRKRTARELIX—BM : EHEMAEILR.

10.2. &8 E4

BUERBEANRE Event HIRRE, HEFSMHIRUAEESRINEMH, REE master 252311
HERE, BERILXBIHMNEGREES,

EHSaAERREK, TURSENEXNTRNGRZER, MFRESEH, thALlR default hHZE
[fl, Default v 2R B &5 MR HZERMBXNEM, WM Node EHMEERMBWAGERNTRE
%,

Master API #] oc S8 S BT RIS E I EHNRIGEHERE NG T mBXNEH, —DNMAIENEER
&/ grep :

$ oc get event -n default | grep Node
1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure ...

BRAENFERUEM T BB S, Fl0, IR RBIETST JSON Hit#EA jg TR
$2EY NodeHasDiskPressure E{f :

$ oc get events -n default -0 json \
| jq ".items][] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'

{

"apiVersion": "v1",

"count": 3,

"involvedObject": {
"kind": "Node",
"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"

b

"kind": "Event",

"reason": "NodeHasDiskPressure",

}...

FOROIZE. EAFMPREXNEGHRESARCNBEEARBER. fla, UTFERTUARERT
FERIERER R -

$ oc get events --all-namespaces -0 json \
| jq [.items][] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length'

4
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#events-reference
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FE
MipRer 2226 it, thatMaESE 4, LAl SEa4 T S EBRLBELE 5 A eted 7
. BHARENTAILTIEN, BREERFLEHITENRIEERRSIT R,

10.3. £ HE

ATk T EBFEPERMIRER ST,

10.3.1. fR&5 B &
OpenShift Container Platform NTESEEEHER S pod LIZTHRSER AR -
e AP| (f&H master-logs api api)
o 12HIZ: ({FF master-logs controllers controllers)
e ctcd (f#F master-logs etcd etcd)
® atomic-openshift-node ({#MA journalctl -u atomic-openshift-node.service)
XEAZEEEZERTALEN, MARLEH %%, EAILUEA master-logs api api. master-logs

controllers controllers =X master-logs etcd etcd G EERENRSHE L. MRENEEZT—D
REVBFTICKHER (00 Ops 5 ) SEEBEE A 9T LM logging .operations 35| iaFRBAE.

y =
API IR5%85. 12#I23F0 eted 85 Pod 7£ kube-system #3422 (6] 12T,

10.3.2. Master API #HitB &

BilRAS, BEAHRAAMGN master APIHERMBRE, EER £ AP #HiTB&EIDE, XBEESD
master EN LAIR—/ X4, MREEREXH, IS ERSBEED. BEFHEZEATUE TR
"AUDIT" #El,

HitAEEB @1% 17, EWRNIEA REST iERFHERED REST 5K, TEZEREER HTTP mp AL
LR —1T. i, XERRGEEAERIIHT RFIRMILE :

2017-10-17T13:12:17.635085787Z AUDIT: id="410eda6b-88d4-4491-87ff-394804ca69a1"
ip="192.168.122.156" method="GET" user="system:admin" groups="\"system:cluster-
admins\",\"system:authenticated\"" as="<self>" asgroups="<lookup>" namespace="<none>"
uri="/api/v1/nodes"

2017-10-17T13:12:17.636081056Z AUDIT: id="410eda6b-88d4-4491-87ff-394804ca69a1"
response="200"

EHR RSN A RITIERBETREERE, WA :

$ tail -5000 /var/lib/origin/audit-ocp.log \
| grep -Po 'response="...""\
| sort | uniq -c | sort -rn

3288 response="200"

8 response="404"
6 response="201"
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#aggregated-ops
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$ tail -5000 /var/lib/origin/audit-ocp.log \
| grep -Po "user="(.*?)(?7<\\)™\
| sort | uniq -c | sort -rn | head -10

976 user="system:openshift-master"

270 user="system:node:origin-node-1.example.local"

270 user="system:node:origin-master.example.local"

66 user="system:anonymous"

32 user="system:serviceaccount:kube-system:cronjob-controller"

24 user="system:serviceaccount:kube-system:pod-garbage-collector"

18 user="system:serviceaccount:kube-system:endpoint-controller"

14 user="system:serviceaccount:openshift-infra:serviceaccount-pull-secrets-controller”
11 user="test user"

4 user="test\" user"

EaMENBEREFERIANBESINTIE, HRAFTEFHA T OpenShift vl API #] Kubernetes
VIAPI, LULCEHITEERSRETRAR (uri FKR) RIERBE, #1BE5ES RESTAPISZ,

BZENFEITEHBILKINE AT A, HIhRET FHR AL H 1T SRS SO SR HINPLE 15 SR 89 B &R0 K #1 B S 8914l

BE., BNHITTEEREL JSON BRIRHEEIFMMER, TTLLUET webhook TIAR XA RET journal
:LEJ%Q
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