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. — Ignition Control plane
infrastructure type 9 P

Platform info

— Compute node
username/password

Customize for

your workload \

Node configuration
control plane and compute
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ERER, B—NEENBEEA Red Hat Enterprise Linux CoreOS (RHCOS) {E NIRERYL,
RHCOS =& Red Hat Enterprise Linux (RHEL) IR B Z R 2R ENMA, EBBINEH SELinux B RHEL
A%, B©EIFEEH Kubernetes 17 IR kubelet, L% N Kubernetes {{t#) CRI-O B23121THS,
OpenShift Container Platform 4.10 &8 88— control plane #l2s & 71{EH RHCOS, HAaF—1
FENEREHBETIE, #lignition, X—TEILERREVEREN S, BERABHENRAERS
BB Atomic OSTree TEMEERAT, 145K H Operator EENEEEHH#E, LIRMIRIERABRE L
f#M rpm-ostree EBE VR LENR FIRIERAETT, BT EFEAIXLRRA, OpenShift Container
Platform RTLMRERER LEMEMY AR —FEBRERS, Bl RAALRFEENTERERITR
o XL RN BRI LA R 4E HIPA B9 £ 48,

INSRF RHCOS FERM AR BMRERY:, NRHSEEHAGMNBNAESE, B RERSE
W, Ht, REREFZFEHM Machine Config Operator FRER A28, TEFEFEH Ignition BoB XXX
BEANBIBEIRS, REFNA Machine Config Operator S ML 23BIE Z Bk, B4 REFIES
HBHAE,

3.1.1. OpenShift Container Platform &£& X FHMEAR
£ OpenShift Container Platform 4.10 A, EAILAELLTES L REFRARERFE aNEMBRER
® Amazon Web Services (AWS)
® Google Cloud Platform (GCP)
® Microsoft Azure
® Microsoft Azure Stack Hub

® Red Hat OpenStack Platform (RHOSP) kx4 16.1 1 16.2
o &## OpenShift Container Platform RAX FF&#THY RHOSP KA e R ANFN A Al AR A, 40

FTEM RHOSP A {THRARABME R, ESH RHOSP £H) OpenShift Container Platform
XFFIIR,

e |BM Cloud VPC

® Red Hat Virtualization (RHV)

® VMware vSphere

e AWS Lt#JVMware Cloud (VMC)

® Alibaba Cloud

o Hil

SFRTAIXLEER, SRR ZTREIRENITENERNMFIENZSE NI Rl BT R BB, LUENFE
BASAEERIFELLIEIRA telemetry 217,

BE
RxlE, FNXFLUTEN :

o EATHINETAR

o EATHNEAH, HINERASEZEEHTRNTAPHRAMEFHEIER

15
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£ OpenShift Container Platform 4.10 #1, RRILAELATES LR EFRAA - B rERZRIER -

o AWS

® Azure

® Azure Stack Hub

e GCP

e RHOSP fr#A 16.1%116.2

e RHV

® VMware vSphere

e AWS tH VMware Cloud

o M

® IBMZ 5 LinuxONE

® |BM Power
BRBEFEAXFNAL, ERFEANEMEN L2E, BAUGRATEERMUIFRZTHES, HEFR
BEREREE, HNENITZRWEZE, EXBRRBRER, BAUTHREEFMENEK
(image) , FENIMIEHEE registry (mirror registry) &, AREFERIBRLHIBEBLEER. AARAGEED
[FIEEXPSE DA RS AER, (BTE vSphere SRV AR L ITRRMARE, EHEEFNSETE
EEE W B,

OpenShift Container Platform 4.x Tested Integrations TUE ARt 7B XX AREAH TR E
HE R

3.1.2. ZE TR

=4 OpenShift Container Platform &£, &R LLM OpenShift Cluster Manager it s H3&E 24
Infrastructure Provider T1H N iR &R, MIEEULTHA :

o K/ REST API
o registry §h%, X2 TREFTEAMB pull secret
o H£EUTM, TREEHSNERSEILBIKEXRE, UAHBRKEMRBIBRIER

£ OpenShift Container Platform 4.10 1, REZRFEF N —H B HUT— RIS R Go Z#HIXX
., SRERFRXENARRBHRELEMR,

o WTFRARERFESHNEMEBMER, EULREMRNEIMESRRELTERF, MR
RENT, RERFHUBFEHMEBNAEMLS., HESMRIERS

o MFEBNEHESMEEEMERN, NPHIIRMATEKEFEMERWAEIR, S Bootstrap #l
& ML, MESE. FHEFMIIEEIES.

LREREFR=ZHH - & install-config.yaml IR R E X, Kubernetes &, LUREHIH 2K
RUE R Ignition BC B X4,
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https://access.redhat.com/articles/4128421
https://console.redhat.com/openshift/install

BF

5 HA [A] AT LUB SRl Bl RHCOS #1EREIH Kubernetes # Ignition BEEX 4, B=Z,
%78 A S IENL & SR R LE XS RIS R E LM, MNRIBW T XL R, £EE
AR TEIZT. BTEEXMMKE, 1B Kubernetes #1 Ignition BB XHAZ X, K
B IL KBRS LNE 7B T RE,

BB E SR Kubernetes SEH, ARRFEHEIREE Ignition BEX 4, RERFHEAIXL Ignition
Fo & SR AR R,

BTREREFN, MAREXHRHEES, FEFSeahRERRERNMAREXH,

IIII i
RElE, BTEERAELRRIBRFILENSH, BalMENR—LREREML.

FAREERFEFNIEMBRNRIETE

BOARE RN AR ERRFE & IEMZERN, %W\P*/R"F LEREFTIREAT, ??‘Wﬁu)\bﬂi/f
BITHRENE, FHVERSERHSENRME. GLATUAELREIRRIFENEMBLIIR. &
LREFHNEEHESEZEMIEN,

IRET D REIEER A E LER, W TSR, TEREREEHMENSEREIFMER, NTH
ENER, BALUEEEXTEMESIFMER, M control plane AN SKE. ERHHBENELHA
J5BY, 85 Kubernetes AR5 M %% #) CIDR SEH,

EATRE, ALMEALThAERE R E & M4 SRR AN, ERREREMIMNEH, TUGRARERFRE
BB & SR A R SR R R B 7

N FRERFBAIEMZEIIERE, OpenShift Container Platform BTV E B LRI E AT, SiEiE
EXRGIARG, BENSBEEYNEANEES AEMANERFREENTR, WEEARTEEEN AR
METEE,
XA ESENEMEENRE TR
AR LATE B SRR ERH £ &2 25E OpenShift Container Platform, &R RERRFRERE S
SREMBMTRNTE T, BAIREFEMIEN, RARNEHNEINTRENEMENLH,
MR EARERFESHEMIEN, BniEoBBMAETEHTR, S1F:

o HNERH control plane AT EHESHIEZ £ Al ZeH

o fEMEIR

o EEBYMYE, SIE DNS ILEMFAENTFM

o SREMZBRMAN ARRFIEE
INREEHEAR - ESRNEMEN, EeTLLLEE RHEL 1T BN RMEIEREF,
RESEFEMER
HTFEESHNEEFRNEENRBREEEHMNMEXELR, EL OpenShift Container Platform EXIIAECE
HA IR & RIGET Bootstrap M2 AR HIE BIRE4A ﬁﬂ control plane, @i {5 FA ik a0 o] 01 R SR ¥ Y

Ignition BB & X4 #4755l bootstrap Hl2RAIEEZHR control plane #J control plane #l8%. A&, control
plane #2301 E (compute) #l2s, FRUEATX—iT52 :

17
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3.2. fll# bootstrap. control plane #lit &%

Cluster installer

lCreate

Bootstrap node

Datacenter
(cloud/on-premise)

Controller node 1 Controller node 2 Controller node 3
Control plane Control plane Control plane
RHCOS RHCOS RHCOS

; i }

Compute node 1 Compute node 2 Compute node 3

SEENERAMA1ES, Bootstrap W2 iF#EH %, PTESKEHERE Bootstrap I 2R MNALEER, BEER
CESSRHNEMIEN, NTFINERITETE,

BF

o ﬁﬁfifiiﬁiﬁg Ignition BEE XS ETE 24 N\ et BRRIES, SR BRI
TEAT, ﬁD%E%%ﬁfb%ﬁﬁ%l‘ﬂ%ﬁ, BEBHE 24NN EER, SH28RE
THEEI’JIEJFJ — oIS E, B Fohitt R IER node-bootstrapper iiE5E

HR(CSR)E M E kubelet ik, WIHRELER, HSHMILHIR control plane
ZE% H kS B9 STH,

o EIERIE Ignition BEEBEXXHAEMKEH 12 /MNTREREN], Eh 24 NTHIEBRTE
%ﬁﬁcﬁ}:m 16 /NISFE 22 /NI [RL AT RO RS, aBId7E 12 /NN R A Ignition B &
X, A LR R AR RS RRPEANHIT TR B S B R & KA A,

bootstrapp &£&$ KA THIE :

1. bootstrap Hl2&/EEhHFIAIEE control plane HlZR5| SRR TIR, (WRESEBEEMZE
g, MEBEAIF)

2. bootstrap #2885 5h#TT R eted B —NIAES Kubernetes control plane,

3. control plane #88 M bootstrap HERREUERE FIRFTREEN. (MRBCEEBEMENY, NFE
FAIF)

4. 1IfEY control plane 4 7 M5 control plane AR B4 7 #11E control plane Hl25.

5. Cluster Version Operator (CVO) fE%&F %% etcd Operator, etcd Operator ZEffA control
plane 1= E¥ & etcd,

6. IImff control plane X#, FIFREINZZLE 4 IR control plane,

18
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7. bootstrap ¥l25F OpenShift Container Platform ZH43F A &£ £4% control plane.

8. REFRF KM bootstrap Hlas, (MRBSEEEMZEN, NEEAIFI

10. control plane LA—%H Operator B R & HAhAR S5,

SERX L bootstrap 112G, MEMK—NEMEZ/EM OpenShift Container Platform 5£8%, A5, &R TH
HEEHRZEMENERAH, SEAZTIHIIMERLUEITE (compute) #Hl2F,

RESOH
OpenShift Container Platform ZZERZFHEREHESRXITRELEERE, ©ERERLRIEFRERKD.
RESTHGE, BAILERESMEEES,

Heth BT
e fNFEA X OpenShift Container Platform EBE FHIRIIFEMER, HSHA HNEEEE L

3.2. XF OPENSHIFT UPDATE AR5

OpenShift Update Service (OSUS) 1 OpenShift Container Platform 12t E0FEH, &% Red Hat
Enterprise Linux CoreOS (RHCOS), Bie#t T —1 K%K, EHPTEHH Operator Ii= (vertices) #l
EEENM 2 (edges) . BIFBARKRT BRI LULLEHEIMMRA, MIRRREHNERME, AFEE
SERBEHHRITITHERR S,

& BEH Y Cluster Version Operator (CVO) 2% OpenShift Container Platform BE#TARSS, FHRIEZHAD
AHMAFEPRERREEMEFHMERRR, BEEREHN, CVO FEANNHLITHRERER
£, LITIH (artifact) FE VBRI FESRITETE Quay F,

47 ik OpenShift Update Service (iREFRANEHT, wTLUMER—MRAKIEE BRI BEEEIE, &

PMROTIHHREBRIERESXFNTEAMRARMUREMAGHIRE., EEEBINGESHENMRA
&, OpenShift Update Service 2BAE SR A,

BF

OpenShift Update Service IR H RIS EHEEFERH. 1R OpenShift Update
Service AEIWAN R, XA E N EH N BEIRATRAFE S MG,

AN EHISR TR EMERN Ti21T. S—MEGSRSAERENNEEL, MELNARER, Had
Operator IS R#EHRE, LIERENE2ELTFAIA, ARHKRICRE, B EHI2R521H OpenShift
Update Service, LMRAEE#H =S A,

BE
MR R BB A, T FRREFLREHOIRE UATRRA, MNREBIEHRIL,
THECRLLIE X HF,

EEFHITFEH, Machine Config Operator(MCO)SH#ECE N A EIE 28, MCO A
maxUnavailable FEIEER. HhiANSREELSPHT RBE, FEelrchFTTH, ZRIVERT,
XMEREEN 1, RE, MCO &N AFEEHEENS.

INSRIEHE Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&TE;XLEH| 25 £ FHT kubelet,
NIB AT X 2R E B HT OpenShift API,
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LETARA SN AR kubelet Bf, RHEL #l257T%:R[E Ready R, ENZRATART, ELETHME
. BR, ANEBRETRATTRT R, AUTUE-—ENSTEERANERT, BRESHEHFE
{’EQ

OpenShift Update Service B Operator #1— N84 % /N5 A2 SE B ZH A%

3.3. 3EZ % OPERATOR My 550K

Operator B9 ZEHAK L RE T — Operator @ BRI R EREFPHEEXAGHNTR, 0R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFRRKEIELR.

RRACALUEFREIMERBENANIRRPER, BLTHERERSEH Operator FRERXZF, KHE
BARERTEEESNHENEENFR,

AE AL T 3% Operator B WIEZERS :

e Ji3T Operator ACi&

JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, fl#, Red Hat OpenShift Logging Operator BiF ISR EEEMN B E L KR
(CR) HAE|EM, M Cluster Samples Operator {# [ 7 £ 856 H L & ¥R,

¥ managementState S#E X/ Unmanaged E#& Operator f2FHEBEHNTEIR, BA

ST ERRAHERBEE, —L Operator ATREFAZFILERRE, ENETREAKMIFER,
FEFIME,

Digk

H
=
=

ST Operator B NHRERER BRI ZHEHGMINEE. RS

AR E E (Managed) RS AIES K BEREIRG HK.

® Cluster Version Operator (CVO) &3
A1 spec.overrides SHARMEI CVO EEEH, LUEBIERIRENEHER CVO 1T HEERIG

=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

==
[=]

>

RE CVO BHERFEBNMEBHLTAZIHRE. EMRmEERER, ¥
A AEI R EFEST ARG .
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55 4 & RED HAT OPENSHIFT CLUSTER MANAGER

Red Hat OpenShift Cluster Manager @ — M2 ERSS, EBaIlZEk, Bk, BRIEFMFAL Red Hat
OpenShift &8, RS AVF R B — (USRI BRI A £ 5%,

OpenShift Cluster Manager 3§ 5 & 1E AWS(ROSA)#1 OpenShift Dedicated 5&f %% OpenShift
Container Platform. Red Hat OpenShift Service, Bif i 5T B L FEH OpenShift Container
Platform 5£8%, LUREHI ROSA #1 OpenShift Dedicated 52%,
& T LU#E A OpenShift Cluster Manager SEHAT LT I2/E -

o OIEHEE

o EEKRHFIBNIEN

o FAY R, BT RINE. ME SHRIEEESEEER

o FIByInIEH

o iiRERF

o FEFAR

4.1. i[7] RED HAT OPENSHIFT CLUSTER MANAGER

& m] LA BB B9 OpenShift ik 7 157 OpenShift Cluster Manager,

FeREH
o MAE—IKF, K BF OpenShift ZH4H,

o IMRZ|ARER, THNMIEE T B,

it

o HRAMMEREIREE R OpenShift Cluster Manager,

4.2. BHLERIE
TERB BB, F/ ATAFERE MR B T — LR 4F -
o HTHRHIARET— web BHIA, ELRMFEETURERL NS

o BFTHXRAAFEHAMAEEEMAENNLI AN, BREHPNNEIERMNTALEEEN
HE (WRERA) , FIHIRET REFFMIRER.

o Rl b s RIS SR B

4.3. LRI TT
P —ANERR, REMEMR RS UERXNIITET, EHRERME LRUTHET
o

® Access control
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https://console.redhat.com/openshift

% 4 3 RED HAT OPENSHIFT CLUSTER MANAGER

Bf$ hnZE 14
RaL%
Insights 25
Hlasith

X

WE

4.3.1. BB PRE
Overview T FiRMEE X MM BEEENER :

S5 DEROIBEHMWH—ITAR, b ID ATRFMeSITRERLEGS.
Type ZREEFIEFEMAB OpenShift it A,

region EAR 5525 K 15,

Provider B R&ER IR TIFL N,

Availability B REFERNTAKEE, TURREIHES K,

Version B&EFH L ER OpenShift R4, MRETAER, EaLUMILFEER,
Created at /"5 LI K B HAFNNS A

Owner TRABIRERFFHEBRMBEENR.

Subscription type T R IR LB HIE R,

Infrastructure type 252 E AR F KB,

Status I REEHH L EIRT,

Total vCPU S /RILEEF AT A REI CPU & 2K,

Total memory BRI EEATARGFLE.

ikse =

Persistent storage ‘Z RILERF A ARFHE =,

Nodes i REER LRSLRMATE T R XEHFAIRRSENERHT BM AL,
Network & T R 55 A0 st 3 FIRT S

I Resource usage 29 TR EF A ERAH R

Advisor recommendations B3 IRE SR £ M. MHRE. TRMMIREEXWILE, KTEEMFE
TLIEMRERINEE. BB IAER Insights iR A 5 5B X897,

Cluster history #39 EREEBETHIAMENS, SIE0IEMNMEEFMAN

23
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4.3.2. Vi [n[$EHIFREE 1T
Access control LU E AT EBFTEE X BB D IRHEER, BIANNIUR, HHEMAFAZRFAE,

FRFH
o BWNREREE, AEAETANRYTERTERHLNAE,

it =
1 %EF BT AR R,

2. NEFERTEHAGNAFBALIBIKS EX,
3. EEEEERR T ABRH.

4, FENEXRMA, PR P& ER"Cluster Editor"ifd],

4.3.3. Mt hnHEFrE 71

Add-ons T B R AR INBIERE P IFR A vlEMTINZE 4, AT ERIMINE Y, AEEERBMINA 4
TEIEFE Install,

4.3.4. Insights AN &% 71

Insights Advisor 5+ {8 f§ OpenShift Container Platform #J Remote Health IhEERIFFIFIRRRE
M. MERE. TRMABREMNXES, ES M OpenShift Container Platform X#SFBY#E A Insights & IR
Fr By A]

4.3.5. Hlas b

NRA B AR MENAHNEMT, Machine pool AT F AR IFERATAE OB FHIN S,

1% More options > Scale 77 "Edit node count” X iEHE, TELXTIERER, EAIUEHENTHRXHTY
=¥, MREATENY &, BHALUNBHYT BRXESEH.

4.3.6. THIRE

£ Support I, ERILUI NSRBI D NRINBRECR A, SRR - &S0 Fll 4 it
S ERE T SRRFRVZLIENL B B K P AR K,

A, EXMNETRHR, SR OB — D SRR RE R R,

43.7. KEWRZETT
Settings JET£ W EBEATA B IRM L NIET
e Monitoring (BRIAEF) FUFHRERSE LMIRIE, 55 TR,

o EIIEMKRE, EULMEREESARENNE—XLBIEH, NERETUFIHERR
BE#H.

o TP RWEA RN RAETRT T NEBIFEN R, BRSNS ER, 7R
alpi]
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https://docs.openshift.com/container-platform/latest/support/getting-support.html
https://docs.openshift.com/rosa/monitoring/osd-understanding-the-monitoring-stack.html

% 4 2 RED HAT OPENSHIFT CLUSTER MANAGER
o EHRABETHBNRE, UREEHRTRANER,

4.4, Hih R

e & OpenShift Cluster Manager FITEEE XX #Y, 15[ OpenShift Cluster Manager 314,
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% 5 Z CONTROL PLANE Z2#5

control plane H control plane #2840/, fi5iEH OpenShift Container Platform ££2%, control plane
MBREEITENSE (BRI worker) EMITEEL, REASH &S Cluster Version Operator (CVO),
Machine Config Operator #1—4H #.3# Operator FIIR/F R E BN W 2R E FH .

5.1. EANSRRER T REEEEE

15T control plane B4 T EH MV S IRIBE BRI GTURRER S AAH, XLENBFHEF AN ARE
&t (MCP) . M MCP EE—HTRRENNMNBEE, TRHAERET BFTERN MCP; MCP
SKRBEEHIENT RABKEEE T R. MCPHNT REEHENEE ; XEKE T RO BHYEW,
LASE V38 hin =k B B T4 7 5o

EINERT, EREREECIENA MCP : master #1 worker, & 1EIA MCP #i5—1MNE X MEE, H
Machine Config Operator (MCO) NF, ZEENFEIE MCP BBIF MCP A%, eI LAOIEEIAHY
MCP s B & R BB EFBHEEINT R R RNE E L AFINT &,

BHE B REM worker ittt EEE BRI, S 1SHEMNESECE R T worker 8, 1B T ET B E XL
HhERBREUMEESN., BT BEE M worker it EELE, X worker StERE B NE N EEIBE X
. MCO FAZ#r M worker st 4k AR EE B B E Xth,

TRRESEE—TMCP ., MIRTAASNE5Z MCP X NAFRZE, 0
worker,infra, ©H infra BE AR worker BB, BE CHRET S S EEE
TRINEFREN. FEFBEE BT RE worker EHE,

BB HEMPESENENT RABRLUE—IEE UHE, A0, INREQIE infra 77 R infra TF
i, BWGIE—NEE L infra MCP SARLET maHE—#2, MREN infra B E&RZE N BE worker 7
=, [FHEH workerinfra dual 1%, {B%EBE L infra MCP, Il MCO I HER— worker 7 &,
INRIEMTT MR worker 155, FRF infra irEmANESHEIBE Cthed, NNHZT mAA# MCO
R, BRSEBEFEE,

8%

EEEA infra &ML RIIRRIZTT infra TEME, WARHTERITHE8H, BB
infra 77 RBY MCP SREREI R ARBERF ; h T RIFINES infra BN, 7
FERERUMERF TEARSABERNZT mLE, X8R infra TYEAERNTT HBM—

MCO MY ERT, a0, MMREKFNFEHMNER, NIENMNEEHRTHNT RaElEH1T. NRE
WINBE X, NHEZthAR ey 2L a5 5 master Fl worker 17 5x B B £,

ARLEERT, TRENEESHFINANNGREREFNTERE, XMRERI S LEFZ.

Machine Config Daemon(MCD)EfifeE TV M S AR ER®E. MR MCD RilEIEERE, MCO =%
TRl B (degraded), BEIERGBIET RERE, BN RELZBEARE, BREEF,

Hi

5

i

T FRECERBIRM,

5.2. OPENSHIFT CONTAINER PLATFORM A2z A &
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&5 53 CONTROL PLANE %24

OpenShift Container Platform N ENDEABNAE R, XLEABTE UHREEBFEANIIE. £EHTER
A master #1 worker BB EREIE X,
Pz

ERHLEE bootstrap BEME X, BT bootstrap MER(UIEEEFLEMFIER, FILHE
TIBETE SRR R S R [ ik

-

5.2.1. control plane f1TT m EHFEA M

OpenShift Container Platform kR& #4715 control plane EHLF T smEHNLAIBICE, g0, E—1N 4105
Bfrh, FRA control plane EHLERALTIE 4.10, FRAE T mtBAER 410,

EEBEANS P EIRA AR LA o] AR, B, M OpenShift Container Platform 4.9 #ZE|
410 B, —LT HEFAHET 410, EHEKB control plane EWA T A ENRHE AT sESE BT EN 25
FEERFRE—LEIhEE, AP NIZRIRERFEFZH control plane ENLA T s EMN.

kubelet iR 55T BELL kube-apiserver B#7, HRIFEEB OpenShift Container Platform A S EEEH
PR BY, REAURTFHNRERE, FTRETT ELHHREREN

OpenShift Container Platform iRZ< F#89 kubelet (&%

Z#H) OpenShift Container Platform Xk [ HRERT—ThRAF

{83 OpenShift Container Platform R AR [2] 5% BTN RAE

1. 5130, OpenShift Container Platform 4.5 4.7, 4.9,

2. 80, OpenShift Container Platform 4.6, 4.8, 4.10,

5.2.2. &% worker

1E Kubernetes 2&£/, worker 11 m2i21THIEE Kubernetes F G KBYSEPR TE #8975, worker
TEaREERE, MEN master RS —E DA ERRF REELT m L/FEIRERH pod. EERSTE
B worker T EIZ1T, 83 CRI-O (ENASEIE) | Kubelet (ERFEITIZITMELASITIEMNEE
KEIERSS) , URIRSHRIE (B worker 2 [8] Pod BIBIE) .

£ OpenShift Container Platform H, #1285 FR3EHI worker #1285, B8 worker B BMNLZERIZNITTET
EfE, XERFEARBIT BElMFENZHRETE, EN OpenShift Container Platform EE X%
HIZRRBIMBEN, Rt worker HLBR#AK N 17 & (compute) W88, TERLITIRAR, worker #LE5H0 i1 &
YR Al LI B EANAE, RNt EVZSHME—BRIAEEZ worker 185, TEARFM OpenShift
Container Platform kA& m, EINER TR e ERAARRERENITENES, MEMZEMENES.

v a3

H285 = machine-api o7 & 22 (6] LR FURME Y. HBRERXITERESHNE LS

FBRMNECE, Rk, H2REEL (MCP) =2 Machine Config Operator (MCO) &%

(BB —ER>. MCP BTN NEAE—#E, LUME MCO B EEEEEHETHL.
5.2.3. % &f master

1E Kubernetes &8%/, control plane 7 sRIZ1T1EHI Kubernetes £E¥FTTEHIARSS. £ OpenShift
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Container Platform A1, control plane #l28 & control plane, B IR B &R T EE OpenShift
Container Platform &&£# Kubernetes fR55. B NFAIBEESA control plane A BHIHL2REBZ control plane
ML2%, FTLL master #1 control plane @RI LAE #{EFARIAIE, control plane HlER R RO HNLERE, M=
H—RFMITHINES APl BURE L, FABIEHE N B E control plane Hl28, LARG IEEMIBRARA control
plane Ml 28 F A ELRE,

' ==
FIB L ERE &L IERE =1 control plane 77 5.

master £BF Kubernetes 2K 5IMIAR S5 E13E Kubernetes APl [R55 8%, etcd. Kubernetes 1425 S IEES
Kubernetes JHE2E.

% 5.1. 7£ control plane Lj21THJ Kubernetes IR5%

Hit Hah

Kubernetes API IR%5 23 Kubernetes APl IRS5 235 IEH ERE pod. BRSSFNE HlIRHIgRMEIE., ©iF
NEBMEZREREBET 1N ESR,

etcd etcd FHER A master IKF, EHMAGNIEN eted BIEER, LUFEHEB S
AFEERE,

Kubernetes ¥l 25 &2 25 Kubernetes 1423 E IS IE T etcd BEB N RMEDN, MEH, A%

], SSKPIEHISBAR, AEEA AP REEISLERENRS. X
iR R OB AR N A S LB —NERRE SR,

Kubernetes I ERRF Kubernetes HERZF B 2B T S MFT OB pod, FHEFEEZ
pod MERET =

714+, 7E control plane £i21TH) OpenShift BR55 &3E OpenShift API fR55288. OpenShift 26 ZREIE
28, OpenShift OAuth API i 5588 #1 OpenShift OAuth AR 5588,

% 5.2. 7f control plane LiZ1THI OpenShift fRS%

et ek
OpenShift API BR%5 83 OpenShift API BR 52855 IFFHER & OpenShift iR (AN H. HREHE
W) HIBUE,

OpenShift API iR 5528 OpenShift API Server Operator B,

OpenShift &l 2R B2 2% OpenShift #2HI 23 E IR LM etcd BB A OpenShift A REIEDR, NI
B. BREFERESZSENR, AREERE AP R HI SIS E IR,

OpenShift 2§25 E 23 OpenShift Controller Manager Operator &
I,

28



&5 53 CONTROL PLANE %24

A 30

OpenShift OAuth API fR%5 25 OpenShift OAuth API iR 55 28 %5 iE F B B #44E LA OpenShift Container
Platform #1T&3951E, ARAF. 4 OAuth &,

OpenShift OAuth API iR 5528 Cluster Authentication Operator B,

OpenShift OAuth fR55%% FA 7 M OpenShift OAuth ARZ5 88 1E K Sh&, LAM API #4T B35 1E,

OpenShift OAuth iR 5525 Cluster Authentication Operator B,

control plane #1285 LB FLEARSSVE N systemd BRS5121T, B—LENMHENEES pod 11T,

systemd AR%S iﬁé‘%%ﬁ“?g"f_##/zz?%%iﬁﬁ?;ﬂtl:':ﬂrlﬁ"]ﬁﬁ%o %FF control plane #1258, XSIERITFILIE
BKH sshd, BILSELUTIRS :

e CRI-O &2:5|% (crio), AFZITMEERZR. OpenShift Container Platform 4.10 £ CRI-
O, A= Docker Container Engine,

® Kubelet (kubelet), M master fRF5EZ SR 35 L R2RHNE K,

CRI-O # Kubelet A 7{E} systemd RS BEEEN L2217, RNENITi%Liz1T, RREFEZITH
2R,

— ,—

installer-* 1 revision-pruner-* control plane pod A 7i{E A root t{fRi21T, RNEIIBEEEARET root
FA Y /etc/kubernetes B%, XL pod il FLLFap & ZE A -

e openshift-etcd
e openshift-kube-apiserver
e openshift-kube-controller-manager

e openshift-kube-scheduler

5.3. OPENSHIFT CONTAINER PLATFORM H# OPERATOR

Operator & OpenShift Container Platform REREERHH. Operator & control plane £iT&., BREH
BERSWEILAE, BILERT N B ETINRRRF R R,

Operator 5 Kubernetes API #1 CLI TE (# kubectl #1 oc 645) &£/, T RM T LN AR,
TRERE., BEBEELEOTAEHNAE, HARRNARFRFEREIRS.

Operator M2t T B HNRANRERE ., EERERSNEAMH, EILUEN Operator 2FFHY API, A
L BEE 4.

& CRI-O # Kubelet BN T m L1217, FRLAULFERRA EMhEREThEEER A LUE T ) Operator 7£
control plane Li#{T&EH, {FF Operator FI1E! control plane HIZH 4 S IEE B MM LIRS A EIEARSS

BRI MR VEERETE R UM Operator @hﬁlﬁl B¥r, {8 OpenShift Container Platform Hf Operator
MNFAENRSGER, EFRERTERE

e [ Cluster Version Operator (CVO) EI2# Cluster Operator # 2RI\ R LR HITEEEINEE,
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o TO[EMIFIANZE 4 Operator BH Operator Lifecycle Manager(OLM)YE I, #tH A EHNBRRFEHIZ

170

5.3.1. Cluster Operators

1£ OpenShift Container Platform #, FRESREFTHEEER X2 B —RIIBRIN Z£7# Operator A, &E¥
Operator BEXRERBHINREMIFE A E, MEESCHEMNARFEBRILE. Kubernetes control plane B,
MLBRE 75 R 5%

52 Operator H—* ClusterOperator f &k 7R, BB G AI{E OpenShift Container Platform Web

#1589 Administration - Cluster Settings MHFEEE. 81 5%EF Operator i RiRH—MAESRRF
THEEROTA B8 AP, Operator fSE IR M 4 & EEIBIA T R5KAEdR, Operator AILAEIE—MNAMAFIH+1

A, BERABMRARET BoMLE WRERERE T,

Heth BT

o £ Operator %

5.3.2. fitin2H 4 Operator

Operator Lifecycle Manager(OLM)#1 OperatorHub & OpenShift Container Platform FREIERIAAHH, &I
HEENYS Kubernetes RN FAREF1EH Operator #H1TEE, Bil —RBRERHEATLAI., REMEEERHT
FAHIRTEME INZE 4 Operator BIRSE,

£ OpenShift Container Platform Web 2%l & A {EF OperatorHub, SEFE IR 5 FFAA - AT LLEEEM
Operator BxZR %M Operator, TEM OperatorHub Z%& Operator [&, AL B AR KE X HFE RN
222 E, EAPNAREHIET,

RHEINB KR, HAEIE Red Hat Operator, £33 INIER) Operator #M#t X Operator, REFEIE A A
LARmMESMBE X BXRE, XERATLLSE—HBEE LB Operator,

Fr & AN RTLAEA Operator SDK & BNJREH F OLM IhEEHIE % L Operator, ARG, ALLHEEITH
Operator A FRMBIBE LB XRF, ZRALURMEIER S, FIHBER,

p= Y=
OLM & OpenShift Container Platform ZR¥JEEEEE Operator,

Hith BHR

e fNFEAXTE OpenShift Container Platform HIZ{THIINZH 4 Operator WE ZIEAER, 1HS
Operator Lifecycle Manager(OLM) #1 OperatorHub A Operator 8B &9

o INFEH X Operator SODK WEZER, ESH FF 4 Operator,

5.4. %F MACHINE CONFIG OPERATOR

OpenShift Container Platform 4.10 &£/ T RERMEHEE, B TERHESEBCWER, DEREY
m-t Red Hat Enterprise Linux CoreOS (RHCOS) B9 #7, &Ltk OpenShift Container Platform 124t 7 7]
SENEREHEEARE, BRRET RALNIRE.

OpenShift Container Platform {# i = /NSRF R E IR HISR L EE T MBI, X REE I FER
PR Kubernetes R ERREIRERA BN ENEEERN., 1215 :
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¢ machine-config-controller, 1/:JiM control plane FF1TEINLER AR, ©RIEFFAEET RFHE
HEgBEH,

e machine-config-daemon P HBREEKHEPHNEBN T RLIZ1T, FHIRE
MachineConfigController g RSN AR B AN SREEE LHNEE, B RNEIERE, ©
AHEZEH pod, NABHHAER, XLEBERLL Ignition EBEXHHTHR B, XLEXHNBEE
BN R EC B FF 12l kubelet BRiE, BHASGERSRPR T, LiTFZEKINEIE OpenShift
Container Platform #1 RHCOS B #7#% i,

¢ machine-config-server 7125, EIALEEN 7 control plane 7 st Ignition BRE L
1,

H2RECE = Ignition ECEMIF 2. machine-config-daemon IZERH2EEE, UEEREREHAT
OSTree B, HEZRBWFN FHA—FRT systemd kubelet XHER, ECBENR, HEIRIERSS
OpenShift Container Platform EZi& I H b FE X,

PUTT S B IBIRIER, BRI LA Sk{E KubeletConfig B & X ¥TE(CR).

BF

WX HLESECE I ITIENAT, Machine Config Operator (MCO) S BEHNERFARAEX NHIT
=, UMEEBER.

ERHET RENSREBEEREEES, ERERZE, SI0E RN S EE D
spec.paused FEXE N true K EE81 2018, GEE, NREERRFRE,
BRIESF spec.paused FEXIXE N false, BT REESEHEE,

RIR A & CA IF B HERNEBUEE S, R MCP &2, MCO TEBHHEMIEB#EE
XET R, XESRERBRY, FHEZ oc dEFERKN, E1F oc debug. oc

logs. oc exec #ll oc attach, WREHIFIULFE, MR MCP #E 1S, N OpenShift
Container Platform Web %] & B Alerting Ul F U I,

UTERTEMA T mEHEIF
e 4 MCO RMEILITMMEMERE, ERERHFERER T REVER TN AR

o 7EHZRECER spec.config.passwd.users.sshAuthorizedKeys 24+ &k
SSH B 5,

o 1t openshift-config &n & Z2 (AR ENLE pull secret =X pull secret,

o Kubernetes API Server Operator BZ# %% /etc/kubernetes/kubelet-ca.crt
WERIA A (CA)

e % MCO il El /etc/containers/registries.conf SCAEEAR LR, IR GREE T
ImageContentSourcePolicy (ICSP) ¥/, B©RBFZENMIIT R, NABEHNFHE
SHILR TR EREUTZERN ARHZET R -

o ®INT — registry, HWEANENEEK (mirror) %ET pull-from-mirror =
"digest-only" ¥,

o ®INT—NEH& (mirror) , HWAE— registry FIZER pull-from-mirror =
"digest-only" 4,

o 1f unqualified-search-registries 5k RIMNTIE.
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HEELERT, TRIHWREES LN ANNSREERRERNTERE, XMREEMN LEHE.
Machine Config Daemon(MCD)EfifeE T S AR ERPE. MR MCD RilEIEERE, MCO =%
TR B (degraded), BEIERGBIET RERE, BN RELZBERE, BREERH,

fHinds 2
o BEXRNEERBHNESER, FSMNH T HEERBRI,

e HNFEAXTE Machine Config Operator BEHlZRECE /G LE control plane B EEHER, 155
%22 F Machine Config Operator BEE#H B 5.
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% 6 & T f# OPENSHIFT CONTAINER PLATFORM F X

N T EFAMEITELESFNBREEN O ERSRNIIEE, HRARSHIIESEN TENIRE, R
23EENT -

o (ENEHMHIMIRS, FLUEEIHEMBBIMIERHLCRS. Hl, EURFEFNAREFS
VORI, S0 REN AR FMINEIEEE,

o BEMY, FHLERSRBIVNIFESNLETIREE, BHETUES—BNELED.
o LIADNME, LBINRINEEN, REEHNFEEB FBETRA,
o JLUITERIER, ERFKIBMAAZFIHRMHES LA, EFK TR LHEE Y EDBILH,

o LIARAMNAHZIT, BAHNABRFHNRERE. fltl, — MV ARFAEERZITREREN
s, REERH. A—TMNARFARESERLZT, FELIINEFhEER A,

o ZREM, LMEMALUEHIN AR BIRSFIE I G R R

BRREBAZES, VEULAREALLFERNIEMNAENE Rt EE, XFESERETE

#,

il

s

ATTHEKRIDNETE OpenShift Container Platform g F1E B R 23b Kubernetes b FATE A AT LA
AR, e BRI AR AL A AR R AR RN ARFHFLXE K,
6.1. X TRSEENARFEF X
A LB ZMARNFERARRLITNAREF L, BMAEZEEENFERBRBEETHEHRE, 7T A
LMY, AXENE—RIFENEEMFLENRET R, SENERBENEARAAREEIHESX
HENARRF, XEFEBRRTAANIE, BXMAZE, HEATFRSFCNAREF L, AU
o ME—EHARFIFHEFMH registry A
o I Kubernetes JEH N HRFEI Git FhEE

e {# Operator BEY 5 HMIIHZENN AR

6.2. fyE— MR AR5
BN RS T —MEE, BB HIHTRSE.

8%, BRE-TATHERSBMIE, 0buildah 3 docker, BMFE—NMERBTHFATHXHG, BF

£ Dockerfile,

=

BETXR, BREE—MMIBEREEEXRNBRGER, UEATLLEEHREEEECZITHME, XMIBH
BA?S registry,

KZH Linux BIERS LSRN REEZNHEN—LRH, {8 Dockerfile &4, BEIRBE IR,

THEER T HEMEETIRIORRE :
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6.1. B H PR BN ARSI HHEEED registry

=P Red Hat Quay

Private !
it Registry i °

! “=%  OpenShift Registry

) ) Create Dockerfile Build ) Push

Application e } Container @

Developer Software Image
1
1
: oubii I,--} Quay.io
[ ublic !

> Registry _': o
- Docker Hub

INRIE(EAIZ 1T Red Hat Enterprise Linux (RHEL) fEMIRIERZHITTEN, MBS N ARRFOIBIRES
ZELUTFIANTE -

1.

LREAHWETIR  RHELB@E—4HIER, HPSERATHEMEEAEHEM podman, buildah #l

skopeo,

B8 — Dockerfile KA G EMIREF T : ARIIBERRHNE RFMIER 7 Dockerfile ST 4
., XA, BEFRAMABPEENERTGG. BERENTED, URESHEASRPHN
., BABNASEE, NAFRRSAIHIM LR OMEEIBRANE, FHEH Dockerfile
MEERSFEETERE RHEL R4 LBk,

1217 buildah 5% docker #J3 : ;21T buildah build-using-dockerfile = docker build &4, /&
EENEMBR IR RS, BUEBR— M EEERBHNASRTER, TLTLUER buildah,
TEARH Dockerfile BRTIR PRI IR.

. WRIE (tag) FFHEIEE registry : MFIBRFIRRNINILE (tag), MInHBEEPEFHINIEZEIEIN

registry iIi&. ARG, @i1i21T podman push = docker push 5% 5 R HEIEE registry,

?_LHX#i:ﬁ’%%{% MEA podman 5 docker ERBRE ik TEMEARE, TR TIRNFE

&894, 10, ;217 podman run <image_names = docker run <image_names %%, H
H, <image_name> 2 A RRIEMEH, XK{ITF quay.io/myrepo/myapp:latest, registry A
RER BRI REHEE TR R,

MFBEZHXBRRHR. FEHHXER registry FZT BRI RIFMER, HSHER Buildah B
E LGB,

6.2.1. BT Bk

f& M buildah, podman # skopeo B EE AR FBITUINERFHREP I E LT HTE OpenShift
Container Platform sk & Kubernetes WREF'ﬁﬂﬁa’e‘%Eﬁﬁﬂﬁﬂ’Jlﬂ BE. XLETBRESFIAREN, 7
%A root HIRRMIIER T2, I2TENTFENFHED,
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Kubernetes 1.20 FFf T %f Docker Container Engine fE N B8 12 1T O, FIFTELL
EHIA TR A MR, {82, Docker ERXMRGMULLEEPFERRAZITH, S
CRI-O, MIFEELER, 1ESI Kubernetes BE N,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/cicd/#custom-builds-buildah
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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24X OpenShift Container Platform FizfT &z, WREH CRI-O HEx51%, CRI-O 7 OpenShift
Container Platform &2t #9% — worker # control plane #1285 £iz21T, 1B CRI-O MARZHEN
OpenShift Container Platform #+BRILIZ TR,

6.2.2. ELhEs gL

Ve RSRI N AR NEMBEGRE S —HEH, XERE NN ARFRA— Linux R4 EEHNER
SRR, P ERRERIZXHRSP, ATLURNFRERS—HEFLAXHRSL. ElE&RHE
RN BBRENREM. WEMAT AL EE R,

INERM T —HEIBIEMERR, TN RAEMER (UBI), XLEIREET Red Hat Enterprise Linux,
BTE S ZREMNEMBSREL, BEE—1EXEX) : THRAEITHNMEBHEH D X, Eit, Bz
UBI & LN AR, THEONARZE|INEE N FRNIMEUERBENER,

XL UBlI SRR EBIE, #WIAFIRIERA, &40 LAF Red Hat Software Collections #5{& B E(Kifits &
Z4THEAE (40 Nodejs. Perl 2% Python) BN FITERFROE, Hi— 2T B RIS IRIR AT N
Source-to-lmage (S2I) ik, B S21 HEN, LU ISIEA R AR 12 T2 BRI R IR IR
¢°

&) LUE M OpenShift Container Platform Web Ul R {§i i S21 5i%k, RFE % Catalog —» Developer
Catalog f&7], #ITFEIAAIT :

6.2. NEEREITI MR LR S21 Bl

RED HAT .
OPENSHIFT i @ kube:admin
Container Platform

Project: openshift-operators «
Catalog

Developer Catalog Developer Cataloq

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which
will show up here automatically.

| Allitems All ltems
Languages .
9items
Middleware
Other
NET / NGiNX
.NET Core Apache HTTP Server (httpd) Nginx HTTP server and a
o reverse proxy (nginx)
Service Class (0) Build and run .NET Core 2.2 Build and serve static content
Source-to-Image (9) applications on RHEL 7. For via Apache HTTP Server Build and serve static content
Installed Operators (0) more |r.ﬂorrr?a1|0n a.boui using (httpq} 2.40n RHEL 1.For . viaNginx HTTP server and a
this builder image, including more information about using reverse proxy (nginx
OpenShift considerat this builderimage, in

6.2.3. Registry 177

BEREHROE (registry) REHARTENME, MEEATUSHARE, FHEIREARELZTH
TE, ERLUEFRMERTRIK M RE A HELS registry, HAEFRME S FHEFRFIRIEEN S MR
A, AR UREE O registry, #ERHENAT AHALFEMIAZSMA,

EREVZIIE AL S VE KRR HEBOER (&R, BT LAM Red Hat Registry F12EX, Red Hat Registry 7T
MIE : registry.access.redhat.com (EFEHFR%IE, BEFMA) # registry.redhat.io (FE55%
WE) o WELAELIIE A SRGIBE kB2 TIRELD T 7 Red Hat Registry RBVZLIE R &Ik BT, FR
THHITIERSRGGRN, ELERERXXLEHENANBTIHENZER, SEETENAREEHMNRE
R
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KB/ 3 registry @1E Docker Hub #1 Quay.io, Quay.io registry HZLIEFAEFMEE, OpenShift
Container Platform A B % AH AR F E7E Quay.io A1, SIEF TEBE OpenShift Container
Platform & &A% Operator, Quay.io IR T FMEHMBEANAN AL, S Helm Charts,

INREEFG RS registry, OpenShift Container Platform & & S3E— N LG =28 registry, B
OpenShift Container Platform —ER&EHEHER Liz1T, ZIIEHIRMH Quay.io registry BIFAEMRA, FR
4 Red Hat Quay, Red Hat Quay @& EHl. Git B AL 25, Clair SRHEAT 2 HAahIhgE,

AR EIBIFR A reqgistry ZRRIBER B R IFF REM A T EER R, XLEFIFHHLZ @S OpenShift
Container Platform 7EENERSE H IR ER, A—LEIEN T S EL D A

6.3. 77 OPENSHIFT CONTAINER PLATFORM f{i|## KUBERNETES ;5

REARFERERRF N AREFNELRLEL, BFEFEL(ERFTEEM Kubernetes I1ME (81 OpenShift
Container Platform) HERIMEBEBZNARER. QIRGRENARIFESTE

o T fi# Kubernetes jEHFERANRRETR
o FITFHZITHIN BREFEMH —LRE
o WESFHMY

o QEFHRINLERFME Git FhEED, UEETLINHEFMEAERRAZESIRSH, WH
Bz, RERAFAL, FREMZBITIMED, ELENDRIIBRE, URSMAHLE

6.3.1. %F Kubernetes pod ik %5

BRI HIRZ docker WEAH IT, M Kubernetes {FRAMEARHITIRN pods, Pod KFRIEN BRRFHT
—4%, pod ALEE—NHENEER. KEZLET pod BIEEHE, I EBMNSEHHEANHIT,

ERE pod FERANASE, T BYEMGRAEZANITEEEZENEIETE, NMETHE, EI8ES

FRIBREEER pod 1, FH7Epod FEEEAEGMARICEMRILEREE. UE, EEZ1T pod FEES B
KINHOSLHIE;, HibBReRBRthabecy B, X TH&ZE0E, pod ElJEU{e\%Eé%;*EHE’JHQ%?%D HEE
EEMPCRES (AAREM CPU) . XEE—3%, ¥ pod RBEN—NETIHTEELEEMEM, pod

R 254 AT LUE R FR AR AR E@IE (30 System V 523K POSIX £ERE) HEBEE.

BIREA pod KK Kubernetes FI—NaIT B H T, BIRFSRHET —MNER, BN —RT pod 9HE|
—RE ) EREBRENNBRRR, SRIEMNEHEE 2 KNES. RSt pod BERHA, ENRSH
U—BEMRA— IP it fFH, EEEMERNIE, EERRSE, @i a#EEKRIRS, OpenShift
Container Platform SEEENF1Z & ¥R &R B T 15 RF BOZER 589 pod B9 IPHhIEFNIH O,

MAT L, BRERENARFESZTElNRERSERAN, #ME5EEAF R, Kubernetes 5§55 HY

— IR IR T AR RE S RS N TR AT A N ERFI A BRI LS, X IR R 2R N FARBE 1T
HE9iEsl, BFERBEFNABBIHTTP, HTTPS FIEMARSHIE NE R EBEBIEFANIMARS, "TLAE
FA Ingress TR,

MRBRFBERDFMEMAZREERM (TLLBITRSRM) , NALIRESRMENER S, FIZFET
#t pod A, ERIUEREFRUNRFALS (PV), EE?EJJ?S@JL,J\MEU Pod & X K.

EENLTHRNRRRFN—H pod 7, ETLE Deployment #1 DeploymentConfig X iR E XX &
pod,

6.3.2. VAR RE
BT, EREBNARRFREN HIZ1T A BRI,
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https://kubernetes.io/docs/concepts/workloads/pods/pod-overview/
https://kubernetes.io/docs/concepts/services-networking/service/
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https://kubernetes.io/docs/concepts/services-networking/ingress/
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https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/building_applications/#what-deployments-are
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Kubernetes EX TSERTARREN BHRFNARIENE, EMEEENAERFNIEAE, 1HEE
ZNARRERS

o ZITHREENETK. B, BohENNARFUERRE, HERSTEHRNRE, 2E—1MB
HNAREAR BRI NN AR, W FXLRIWN AR, &35ER OpenShift Container
Platform X[ @1 Job 1 CronJob ¥ &,

o FUMEFLLETT, WFREFZTHNARERE, BTUHEE—INEHE,

o ETESETH,. MRNARFEEZESTAY, BLEZZHEMENK), FESERLE—PE
{5, Deployment =% DeploymentConfig *f R ] LAS 1% KRB N AREFIEIAS, EENEIA
&, pod ATLABSEZ N RiZ1T, HARBIETE worker FRERINZ N AR RIA4 AT A,

o EBHREFNTHLIZT, FLRAMW Kubernetes M AEFEIT NEERETRHEN master TV,
worker T m_Ei217, 10, DNS MLiEN ARFEESEAESNT A LBFEH21T, BRI LUSHX RN A
BEENTTHESEZT. BLTURET mrEET mBRFELZTTHE,

o EERAMANEE, JEERINVARFHEMAERAN, 15EEQE Operator, Operator A
NS R ERREThEE, BB EMIALZEMES, 5 Operator Lifecycle Manager (OLM)
L&, SEHEEERTLUT Operator RFFAIEERBLEN, UESEHHHNAAAILLETEN,

o BENMAFMSER, NARFHEEAINAIHSER, fliN, BURFRECTNARFN=
MNERI, FREXESLFIBEH 0. 17 2, —PMERTHESESXMNAREF, BRTNES
N RBEMIIEFHEIINARRE (EEEZER zookeeper £7) &AM,

6.3.3. I A FFHMH

BmBENN ARFURESELHHG, MBEESKBEICTHSE, NMERX—FXK, ATLIM OpenShift
Container Platform Web & 1B LT B KRBT B HIAH 4 -

® OperatorHub, AITEE OpenShift Container Platform 4.10 &£ {F ., f&B) OperatorHub,
SHBREATLMERRBLAE. LB ESEREME XK AR Operator, SREHRIEA TS
BRI fin 44 22 [A] KI5 1 6 44 22 [A] 3R X £ Operator, 1LFF4 A A REWS @ b 1RO TR
A HELEIXLE Operator,

o 1ER, WMF—rMRBWNARFEER, TZNERFD, A4NEeRBERESEHTE
E, BRREET —MWEEAX, IUMRDEFEFFBET R Kubernetes N TR, BIRETLZ
JRE W FIFK, WLLZ Deployment. Service. Route siEHMXIR, MREFHLMK TR, =8
IS N ERER I EIX LE(E,
BT LRBIF A FANEEE K, BEBEXZFM Operator FIHEMHR, ARBFHEFLZALTFRIEHNHLZEH
RBEEN]. T ANSHEZERRINE openshift s8R 22 (A fh, E NRILAMATE Ethan R 22 A1 X MR
Ze A,
6.3.4. NFFH
f&Bf Kubernetes ;& (manifest) , EAILIENEEM T #ELHK Kubernetes N BRI, &7 LU
IXEEFERIRE  YAML X4, F@E N AEIERERSEC], #0812 i21T oc apply 5.
6.3.5. FEH K
LR, 1EZEN BT AR ATEIMEN AL, BREBERT, BaEREM Cl EE8RWBHRERHFN
HHEXE registry, RF7IRZ, GitOps BEERIHMARSRH L LS Git BHEERE—&, KRFER Git EiE4FEE
FhEiEN B FENE G,

BRIV TERZT M TR ¢
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/building_applications/#deployments-kube-deployments
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o F1X:RE—LYAML, AE, 21T oc apply 5% YAML MR FERHFNHERTEET
1Fo

o 2K : [ YAML BEHRECEXERUHEN Git FhiEZES, BELREZN RSB ESGTF AT LL
MBBEHIEY YAML, FNBEMe TR T zTNARRNERES,

o EIX:EZEENNBARFEHRE Operator,

6.4. H A OPERATOR #1174

IMREHNBARFEREEMAIZIT, RFNEITEHEEN Operator, FAFTXATIR, Operator MR
NARERNT — N EMBAREE., FHEeHUSIIERENBRRFRSEFITHETES,

TEfS N FAREFE QIR N Operator B, EATLAZNA B B8 X AMAIZTHI4ET N ARRFHRIR, EaURER
KRR &H. T BNARFNIRERERENIIE. EREBNARFERE, HiFEs (NEH
Operator) AILAEZIA %, FH BTN Operator BF AT ML,

Blan, &ENTERFEN R B &0 8B Operator FLIEE L, 1k Operator TE X ERIN A BN AR
#12, AUERGEELRTICIIXLEES,

R EFTRBEMNARFAET (&M BERRIIET) #BRILUMER) Operator BETEM.
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# 7 Z RED HAT ENTERPRISE LINUX COREOS (RHCOS)

7.1. xF RHCOS

Red Hat Enterprise Linux CoreOS (RHCOS) @ I 1277 B B shb =2 A 2 Th BRI Red Hat Enterprise
Linux (RHEL) B EtERRR T —REBRERBIERIIRA,

*FF R OpenShift Container Platform #l28, XX RHCOS £/ OpenShift Container Platform
4.0 B9ZH 4, RHCOS 2ME—3% OpenShift Container Platform control plane 2% master ¥l 282 B 1E
R4, B RHCOS @RTESRENBMEIRERY, BEMATLIAIEER RHEL E N ERERSHITE

(compute) Hl2§ (HBFFH worker) . OpenShift Container Platform 4.10 A B ARERE RHCOS
7%

o MRALREFEFHEMEN LRERER, N RHCOS BigaAREIRP T BINTE
. EHM Ignition FEBEX M (4 RHCOS ELiE) W4 IR FERENR,

o MRFEHLEIMACEEMEMIEN L, NIlEEZREXEFIKI RHCOS ik, £/
Ignition BR&E X, FEF M Ignition LB XX KB 2%,

7.1.1.RHCOS X EIhfE
TRER T RHCOS BRIERTIMEEINEE -

o HTF RHEL : KEZEBFREEERH RHEL HHEMK, X#F RHEL WERFE. Z2MEFIEHIEE
¥ # RHCOS, N, RHCOS ¥4frF RPM BiEad, FHED RHCOS RGi#RLL RHEL A
UL systemd ¥R 1L RA BB —HIRSS S5,

o PEHINA AL : RE RHCOS @& RHELAW, HEMBEERELEIAMN RHEL REF ™,
E M OpenShift Container Platform &EZfEHIT, KE RHCOS #l#&H, HMRBEEBHR—LR
BOLiE, XMZIRIARL M OpenShift Container Platform A LAfF %R+ RHCOS R4 MR
R, EmmiaAERRE A B9 28 FARIE R FTHI RHCOS BeBHITE#T,

e CRI-O A#i217Hf : RE RHCOS &&1217T Docker FREM OCI #1 libcontainer &N R 23HI2h
B2, (BEE@EM2E CRI-O B2351%, MIE Docker BEF5IZE, BT & FT Kubernetes & (5l
0 OpenShift Container Platform) FrfEHITNEE, CRI-O RILURMS @ Kubernetes IRAFREH
HEIhEE, SIRMERINEEENELRSIEMEL, CR-O NAEMNERERE, BXNEZEMITEEERE
/N, B#I, CRI-O 2 OpenShift Container Platform S£&frhME—a] FHHIFIEE,

o ABIERRFA : MFIEMME., SFHMUEMAXNBSERSZNES, RHCOS A—HEANA
BRI ERMAE Docker CLI TE, podman CLI TEXFHFZLARZTHIIEE, HlIZT. B
=1k, TSR E R R AR, skopeo CLITETLEH], BINEMELER, ETLUE
3 crictl CLI TERAIE CRI-O B8 EHMASEM pod. RATEIAE RHCOS REREFERIX
LTE, BaEelIRFHHNEN.,

® rpm-ostree 7% : RHCOS E B rpm-ostree RIHITE S FAHMITHEE, BF BT BERR
&34, FHB R OpenShift Container Platform BT IZ2M—E 4, HE G, HE. RIE
REGRFNEBAME, AREBRENMERRFLUSIEIFIRA. NHLURSIARERFFHEA
i, WERNERIENTIR/D.

e Bootupd El{#l bootloader %7 : Package manager #I:EA 4. (4040 rpm-ostree) FNEFEHT
Bl sk#& bootloader, @it bootupd, RHCOS A FIMEA LRI RI AT, RADWIRIESR
GEHFTIR, ZIEEBENRENLH (41x86_64. ppcbdle Fl aarch64) iZ{THI UEFI FIH
BIOS Bl SEX RIE 4B F BT,

BRI %%E bootupd B, E5EE @ bootupd BFHT5|-FFREFEF X,
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e @it Machine Config Operator 8% : £ OpenShift Container Platform A, Machine Config
Operator AN IBIRERGIFA ., rpm-ostree LURFHTH R IRE AL, & yum AHABFE A IRF
REDYHS, FHORERGBEBAAIIREHHT, HFETRERNFTREN, NRARLEI
(Al T —RENRF EGFLEEHE RYUROIE LARTHIA S, OpenShift Container Platform H
B9 RHCOS F 2R BT HA M AT Y,

X F RHCOS %4:, rpm-ostree X4 BER LU THHE :
o Jjusr BRERGITHBIXHMENFEAE, FERRIEMN, BIFZRERBIXE,
e /etc. /boot #l /var T RS LR A EH, {EREEH Machine Config Operator Bl

e /var/lib/containers R T EE B SRR RN EFEEULE,

7.1.2. EF A ERE RHCOS

RHCOS Wik it BB R, AR Ex/IAFAEENER T OpenShift Container Platform &EEf A 1TER
E, TeHREANEAHEIE :

o ME&EBIEMZ (40 AWS) FFi8, =& B1TEFEMEEN,

e 7EiZ1T openshift-install i, 7f install-config.yaml XX iRV EER, MEILMEERE L,
B F OpenShift Container Platform ##J RHCOS RZi#%1% 11 71 OpenShift Container Platform &2
KHITEEERE, RALREBINEREEHR RHCOS Hlgg. ~ T, AL RHCOS Mas&E A 1TH RN
BN, BERNIZERERE RHCOS %41, KR, MREFETT OpenShift Container Platform 7 =
ERmsETIEE, HFEEFAUTARMITER :

® Kubernetes TEfi#* %R, M DaemonSet #l Deployment : AR E[FAR 55 s H th A F 2 A ThEE
AINEIERED, HERNEITRIN Kubernetes TEAEHN R, N T IHADTEELMFF I E
BMXS, ERET REEZANAXLEIRERRERE,

o FE2XAEUKREMS : MRATRE, ERNERT RIHTEMBE LERENER FEDIER, #
EEBEBYEBHTLENT SAFN, XEFERAUEEMNERE, BARAKTEHITLIEHNE
#. GIENBREESIEN Operator BE X FHREHITIXER E LKA E,

o FIXRMBAENEE : W FREGSREINSIAHITHEE LERE, ATUERUTAEBRERH
DUERNAEERSISNMES. B1XEE LEEE:1121T openshift-install #[F]89 Ignition
BB LS, WAIUEBRAFB&ERN ISO REIEARRME| SR,

BUF B A LATESE 1 KT E ARG
e MRS : MREEHE RSN EEFENAKINEEHIHE,
o FAME : MREHLEHNFEN T R ERIRXERSIN, Ll FIPS X,

o PIRKEEIR - 1R Linux RECE AR N EMEENEGH LE (NR-FIUMF) R AR
R,

e Chronyd : tIRZ N IR ERRIENLE, M EBRSIJAMLE.

FRMIX LSS, BRI openshift-install iRtS5%, FHIESEANIER, 20 MachineConfig, iX
L0 R E B NSRRI R R Hsh 1% #%5 Machine Config Operator,
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o REFRFEMKM Ignition BB XS ETE 24 /MR HARIET, ARETESHAN 3
TEAT, MREBFICPRIKMER, BEBTE 24 NNEER, £$HE0RE
HHRIER ., — IS E, B AFshitt £/ IER node-bootstrapper ik %
FIEK(CSR)EIMRE kubelet iEH, MMBERLER, 1FSLIMTETHI control plane
UE7 H RS B9 ST,

o EBIIRTE Ignition BEBXMAEREM 12 /MNTRERTN], BH 24 /NTHIEBATE
SRHREER 16 NIE 22 NI EHTRIL, @Bt AE 12 NRER Ignition BRE
X, R LLR R RET R E N HUT T IR BT 5 B & S R A &,

7.1.3. NI ERE RHCOS

OpenShift Container Platform B9 RHCOS REM X JIBURTF, MEERERFE SHEMEN LEE,
N EREHABEGFHNEMEEN EEE -

o RERBRFESR  AUSIFIRETE BRI, LEEFERR/IERERSE OpenShift
Container Platform 5&f, X FiXRBIpZL, WaJLURH Ignition BEXREEBN TR LENE
NE, LUEEEHE RSN,

o APFE® : MIREERBEHCHEMRY, NEAFAMNRFEMRME RHCOS TTRHRMAR, B
40 : 515 RHCOS ISO RERFHEALURIMARSHERRES NI RS, BE, ESZHERT,
MRBRFRZAFFERE, &KF& Ignition ELERIRHIBLEE.

Ignition TENFEHRKXE RHCOS REIIHETT, 2fE, ALMERAVIZSEE RkiRM Ignition BLE.

7.1.4. XF Ignition

Ignition 2 RHCOS E/tAECEHA A B FIR/EME N L BER. ©o TR E LMBEES, 09 XA,
KBRMEPX. EAXHNEBRNSE, BEREDH, Ignition MRENFHEEENMBILINERE, 7
FHECE N A B 2R

T BBEREEFLZREAPRMIE, Ignition IHZERINIT OpenShift Container Platform & E¥H125HY
MRELE, LN RAXERSHEBENR LT, M FEENSR, Ignition #FRIKE RHCOS HifkF+
A5 RHCOS W%, AT EBEIIRASRERRE, LIRS T Ignition BI#IIA RAM Bi%E
(initramfs) BIATE,

7.1.4.1. Ignition TEAR

ZE{E A Ignition BIENL2:, FE Ignition BLESL . OpenShift Container Platform L2 A B EE
BEAERMY Ignition BEEE UM, XL MR FIRE R H4S REFZF @Y install-config.yaml TR EHI

=8
R /tho

Ignition BEEEHLEFHI A R RLLTF cloud-init 3% Linux Anaconda kickstart ETERERZMN AR, BF—L
EEMRX

® Ignition M— NI RAM B £LIZ1T, 2 S BB RN RGERIF. FEik, Ignition AJLLE
FORME., FEXHRT, URNHISENFAXHERGHITHEMEN., 528K, cloud-init&
EXRGBIE NSRRI —EB 21T, RAMABNEE DK 2 RNEIHHITERNE
. fEMA cloud-init I, MELAET REshERF EHEEEF T2,

e Ignition EEMIAILRE, MARERMNE RS, HETRANBIEERRERENRS LIZITZ

&, OpenShift Container Platform &&£## Machine Config Operator $5 58 A B ELHINLZRED
B,
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Ignition NEFEM—HE LBERIF, MELRFAUELE, EREMINGEIZATCERE DK,
X RSMEMTERERA. RAEIHTEN, HIINFLENXHERIRIEHE, UEHRISEF
BEENRE,

T Ignition SERRAERECE R G, WM ALLZT, BREFNE RAM D, HREMT EERE
BIRYL. FIEFBRARSMEAMIERE D), TRERERT.

&9 Ignition RINFIEHFIGESSHHSFHANKE, MUSKEFERETEMNE. MR
J|XEBERM, NABIEERRARTH, MA Ignition BRKEENHNE. EHEHAKTRESE
BEREHNER. MR Ignition TETEMK, HlaasBARAMEIERP, EoIURMFHIN G, —L&
KU EESLERTE—ERNAMA, BRERENECHELEYBRRUTHREAM, XK
(RS PEBERR S 2 IE R AE, T Ignition BEE R TVE75 =0 AT LARS LE HEHX AN (A] &,

402R Ignition EEERFEM, MSB—ANSRENLEXRI, Ignition FEZHfERBERNEERX
BER—aldE. fim, SETRERETFE— Ignition BLE, MiYMIZECERR LI FHEEH
FEORE -, EXMBERT, HIBEERS S Ignition BBE T EER A FIXEH M
25, ERIF AR Ik,

MRIEFEZA Ignition BEEXH, ErRIRESZAHARENFHE. BT Ignition 2FAMMN, BEEEZIA
BB BER T3 Ignition TTiEIXBNLER. XLENXHHERKRFLEREE, Ignition fFLURERK
M9 H R BUIR BT R . BN, NR—IMXEFEEZNZIORMBR, mHr—1
XHEEZEERRFENE—B%R, NEHEUNBE—NXMH. Ignition IEREHFEHUEMEXH. B
SEANBERE,

&9 Ignition T AMEZEBIFEE IR, ARELE R LME cloud-init REEMBIESS « MLFFIRERN L
WERYD (A PXE GEhEINEE) . ERIIEFH, Ignition BEEE NSNS K, LUME Ignition
AL EHEMEE RS

7.1.4.2. Ignition ##4EFEFI
OpenShift Container Platform ££&fH RHCOS #1258 Ignition I FREIELL TSI -

HLE3IREXE Ignition BRESX#. control plane H183 M bootstrap #l253KEX Ignition EZE X
4, worker #23M control plane #1253KEX Ignition BEi& X4

Ignition ZENL2R EOBRME S X, XHRS. BxMiEE. ©X#F RAID [£7, EXRXZHFLVM
o

Ignition fFEFA ST R GIBIMR B K3 £ B initramfs Y /sysroot Bk, SAFTFIATE /sysroot FF
Tk,

Ignition BEEEBRTA E LI HRSE, FHEIRE NS TIHTHEN i,

Ignition 1517 systemd IIEff 34, UV ERIXHIEFE /var B,

Ignition 1517 Ignition BEE&EXX 4, LLIXKER . systemd Bp3XHHE AL E X4,
Ignition £ initramfs FREEERIRF A RGO RIFRE 4

Ignition EBNETHLERHY init 112, LT IRERSB|I SHIRZTHMNEE LS DA EMARS.

T REERES, TR EESEFNARSE, THREER.

7.2. Z%& IGNITION E2 & 3 {4
BHERTERE bootstrap HL23H Ignition BB, HZITUU TS :
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I $ openshift-install create ignition-configs --dir SHOME/testconfig

EENLANARE, ERrENE RS HEI bootstrap.ign. master.ign 71 worker.ign 3214,

F#H%E bootstrap.ign XHHARE, 1HET jq i TIERHATEEL T, UATRZXHHNRE

$ cat SHOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version": "3.2.0"
2
"passwd": {
"users": [
{
"name": "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yc...."

}
]
|3
"storage": {
"files": [
{
"overwrite": false,
"path": "/etc/motd",
"user": {
"name": "root"
|3
"append": |
{

"source": "data:text/plain;charset=utf-
8;base64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU71GI0IHdpbGwgYmUgZGVzdHJveWVkIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNIL
WItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGit1 YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2Vydm
ljiZSAtdSBib290a3ViZS5zZXJ2aWNICg=="

1
],
"mode": 420

b

Z Y bootstrap.ign X4 HRIIEHXHRR, HRARIZHRNEH base64 IGHFIBEBFREFESE
B L% base64 -d t8 5, LATRBIER T LAHIEFRIME bootstrap Hl.28H /etc/motd XXHFHIAA :

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGI0OIHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemItYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNILWItYWd|
LnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXigc3Rhd
HVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2VydmljZSAtd
SBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

i tH 7 Bl
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This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

%I master.ign 1 worker.ign XHES ;XEpa, EESMYLERLEM Ignition EBEXHRIKIRE, *F
worker.ign, ERIZREFRLF TEX—1T, ©HIAT WM bootstrap FKEX Ignition BEiE :

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",

& B LLM bootstrap.ign XA TEEEILLTRE :

o B : XHBIMEINTE Ignition EEEMAE HE L, MCO BEHEAERBANXXHE, HERSFHE
ZRHIECE A,

o WA : BT bootstrap Hl25 H EMHLEFIRML Ignition BLE, Rt master Hl25#] worker H12589
Ignition BE & {5 2 &5 bootstrap Hl.2HIED B —i277(i#1E bootstrap.ign .

o K/ : XHKEET 130017, @EEREMTRIEEE,

o ZEHIFINMBHNBNXHIRNBTLIR LIS HEE URL, XFERERTILERGERE. (F
FA#IHE Z~M jg 71 base64 S A FERTEZH 1L, )

e RCE : Ignition BEEX TR BEBRENMANGZ XGRS HNXMY, MARATERINE
XHHEBT, I, NRMSEEZRSSH NFS XM —T1, 2OCRIM—NNFSEEXH, &
BERGSShI B init 25 5% S0

o A : QIESL N core AT, FIFEM SSH BHNELAIZAN, X, EAILMERIZA LM
IRk B R AR,

o Fif : FHEMATHARNBBENSZH X, —LESFENXHSIE
/root/.docker/config.json (IRELEEF MBS registry REIEUATFRAEIE) , UK
/opt/openshift/manifests 1 i FEZEREFHI—RIEFH X -

e systemd : systemd 340 S E AT 02 systemd HITXHEMNAR, XLEXEATFEENEL)
RS, TRTFEZTHNRS LEEIXLEIRS,

o [Fif : Ignition IEAFHEIHIRIE, HitTEA LU HEMFEITIHE,

7.3. ZZGEN IGNITION B &

MBREBELEE T REMREANYIREE, NHREEEESEHNEERER, FHMEEMMEREE
i

I $ oc get machineconfigpools
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False
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ST BN EREE

I $ oc get machineconfig

it =1
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f{8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

1535 R EIN ALX LA ZFECEB RS, Machine Config Operator B94T 75 Ignition LR E, HIEBRINF
BEER (M OO* Bl 99%) ., HERECE MR EIMAB AT T RER (master T =3k worker TTR) o
INRE—XHEINESINSEEEXHF, NRE—DXEAE, Hiin, HIFE 99* X4 ARBER ST
EIG B B INTE 00* XX IR —3 {4, i AR MachineConfig *f R &H H—1"2I
#Y"MachineConfig IR, %4 RG# Operator BYEB R, thEE A LATE MachineConfigPool & EIHY
1B

EEEMIGEREFEENMH, EEHSE MachineConfig Xf RHHEY"Path:", HI40 :

I $ oc describe machineconfigs 01-worker-container-runtime | grep Path:

it Bl
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

IR NSRBI E — N EF (A0 10-worker-container-runtime) . iHi0fE, EMXHEMNRBEE
URL HERX IR, ARSI ECE N HEI £,
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5 8 B EAfEH
8.1. X T EATRM

KA (Admission) AT EEBIMISE OpenShift Container Platform 4.10 BIThEE, TEIE RIEISIEFF AL
&, EAFREGEIEE AP BIEXK, BIEFREKUBRFTEEXER, fi0, eil8% %A
HITR L%, KRRHINEEEK,

HEANEGHLUE AR RIRFIIZTT. RFIREMEMAEABEELAEMNER, NENEERPIEFRE

BiRo

OpenShift Container Platform AN FRXEEE R TRINKEATEY. ILEREHEETFARE
B, EAEGRBBBLEARREN]H TR,

FRT BOARDIEMEES, HABELATLLE T AR BEE X webhook AR5 289 webhook # AFEH S SH T B,
webhook EAIFHAH M : TRAEAFEHENTILEANTEE., TREAFESERZT, BUTUMEHREIR
FRUFER, WIDEABESRILER, HFESREATBEZEET, WERZZEANGGHL N H
o LIS,

it — N2 R AES A webhook BRFSERFRER N & BIRA REX R ERIFR, EXMIER
T, WAHITAR B S TR IE &R 45 R IEFBRY,

Digk

®

A

ROEIEFERDSEANG, ENECRFMEIEEERN control plane ##F, £ OpenShift
Container Platform 4.10 A FH@13 webhook 4 A3FH{41E F webhook AR S5 25HITHRE

i, IRAREFAFEIE T XS, FWUZFATRNBEFERET T, FESHE
— IR, DUEEE K EE RIS BAENGER, BERREIERBRT,

8.2. BRUE AR

OpenShift Container Platform 4.10 A5 7 BUARIS IEFE A 4. XERIIEHE BB TFEAERH control
plane ThEE, A OZKEE., SKEFRRHESMECHREE. UTNRSSHMVENENS

Bl 8.1. S uEA A R4

e LimitRanger

® ServiceAccount

o PodNodeSelector

o LR

® PodTolerationRestriction

o OwnerReferencesPermissionEnforcement

o PersistentVolumeClaimResize
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RuntimeClass

CertificateApproval

CertificateSigning

CertificateSubjectRestriction
autoscaling.openshift.io/ManagementCPUsOverride
authorization.openshift.io/RestrictSubjectBindings
scheduling.openshift.io/OriginPodNodeEnvironment
network.openshift.io/ExternallPRanger
network.openshift.io/RestrictedEndpointsAdmission
image.openshift.io/lmagePolicy
security.openshift.io/SecurityContextConstraint
security.openshift.io/SCCExecRestrictions
route.openshift.io/IngressAdmission
config.openshift.io/Validate APIServer
config.openshift.io/ValidateAuthentication
config.openshift.io/ValidateFeatureGate
config.openshift.io/ValidateConsole
operator.openshift.io/ValidateDNS
config.openshift.io/Validatelmage
config.openshift.io/ValidateOAuth
config.openshift.io/ValidateProject
config.openshift.io/DenyDeleteClusterConfiguration
config.openshift.io/ValidateScheduler

quota.openshift.io/ValidateClusterResourceQuota

security.openshift.io/ValidateSecurityContextConstraints

authorization.openshift.io/ValidateRoleBindingRestriction

config.openshift.io/ValidateNetwork

operator.openshift.io/ValidateKubeControllerManager

ValidatingAdmissionWebhook

B 8 E MARM
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e ResourceQuota

e quota.openshift.io/ClusterResourceQuota

Bl 8.2. LM ANEY

o Namespacelifecycle

e LimitRanger

® ServiceAccount

® NodeRestriction

o TaintNodesByCondition

e PodNodeSelector

o RSk

e DefaultTolerationSeconds

® PodTolerationRestriction

e DefaultStorageClass

e StorageObjectinUseProtection

® RuntimeClass

e DefaultingressClass

® autoscaling.openshift.io/ManagementCPUsOverride
e scheduling.openshift.io/OriginPodNodeEnvironment
e image.openshift.io/lmagePolicy

e security.openshift.io/SecurityContextConstraint

e security.openshift.io/DefaultSecurityContextConstraints

o MutatingAdmissionWebhook

8.3. WEBHOOK ## A&

BR T OpenShift Container Platform BRUUE ARRGM, BETLLELHFF 7 webhook AR528H7 webhook A
USRI ASEAN, M BEAFEBTHEE, Webhook ARSS25@iT HTTP #£ & X Bk s JE F o

OpenShift Container Platform H7 /> 2 BU89 webhook £ A$@{H :

o TEHEAILRF, FF (mutating) EAFFAHRTDUHIATES, MFEARKERE.
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o TEHENITELERNS, 40uF (validating) /EAFEAHRFARBERNRIGEWEE. Fa0, HAEREME
PR BT —1f, fNRKIEEE, OpenShift Container Platform &RIREDE R IHE TR,

U APEREIER, TRFIIEATFESFERERE PN ER webhook FIR, FHTHAEA] :
o HNRATA webhook &R#LAEIE K, H ABERFARSL,
o HNSR{F{ webhook B4 TiEKk, NIIELEAHAEANIER, MBELMRERE—MELMEREA,
o HIR%Z A webhook 4 ENIERK, NREE—MELREREIZEEF,
o MNRTEFA webhook FBEIFE R, ERIFHRIEH, HERIFEILRIEHILE, webhook 12
B%, BORESIARBSRIZE N Ignore, NIKRKENIERGHIEREES, NRFKEHIZEN Fail, K
KBS 1 K45 4E 4, (£ Ignore ATEER NFRA B 5 s A To A& T T B94T M,
webhook J# A& {41 webhook AR %585 Z RIRUBIE M E A TLS, E£AK— CAUET, ERAZIEHNE
webhook JE AR5 25 FARIAR S 2R IET %5 . PEM ZRidiy CA IEFEAEMHLE (40 service serving ik
+ secret) RAEL webhook JE AFEH,
TREETR T HAZ A webhook ARS5 23 IR 51 A A HEHFE,

8.1. WAL REATR ML IEEATREN AP HEASE

User

APl request
APIHTTP Authentication Mutating Object schema Validating Persisted
handler » authorization » admission » validation » admission g to eted
Webhook Webhook Webhook

webhook # A FABIRAl, EXNRBIF, FiE pod BBIER —HBANE ., EARGIH, TRHEAN
BHETLUEANRE, BiEEABETLURERE RSN, Z2E, OpenShift Container Platform B LL
HE S EMBEIMEM pod, FHIEMAIBLEBMHREITZM pod,
Webhook # A& ILEARGISIE :

o MZZTAIRE,

o [RHIEH SR-IOV M%%i% &Rt E R B E L% HR.

o ENAERTTRELREWIL pod MIZIHEEIT R ERARR,

Pod {562 R 4IE,

v pa -3
OpenShift Container Platform &R KB IA webhook #BHHME 1 13 7, BIEEEN,

49



OpenShift Container Platform 4.10 224

8.4. WEBHOOK # AiFH{EK R
SHEE N LUBNT API IRSS 238 A HER BZS 2o ARG 90 UE A A TG4 B webhook ARS5 285,

8.4.1. AL & AN fE

% (mutating) HEAREEAEASENE R A AR, XRFEREFHREAFTIBHFRERET, — 1
A ET AR o AR B webhook Rf5I2 Pod Node Selector ThEE, T{F A A2 LA FRE T
IR F R EARME pod Mg,

5 AE A G B E A

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <webhook name> g
webhooks:
- name: <webhook _name> 6
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q
- operations: @
- <operation>

apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> ()
sideEffects: None

BELREANGHERE.

MutatingWebhookConfiguration % REI&#, J¥ <webhook_name> & /3& HHI(H.
Z M webhook BIEZ ., IF <webhook names & )y3iE 4 H(H,

SEEEE, SRS IR L X E] webhook AR5 285H91E 2.

DI AiTImAR 55 B9 6 4 22 7],

AiimHAR 55 89 & R,

FATF# A 15K webhook URL, ¥ <webhook_url> & iE HB91E,

y webhook RS 23 FAMIRR S5 2R IEHE &M PEM ZfiZH CA L. J¥ <ca_signing_certificate>
R base64 HERAMIE HIEH,

O 9990906006009

E L API AR S5 224RTFf R A It webhook J# Ada 4B LI,

ul
o
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o

—NHZE ML AP IRS5 2518 A webhook J#E AIEM-AOIRME, FTRERVEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LA,

m 18 EMNR webhook AR 55354 7T AN SRBE S a0 04T, fF <policy> &) Ignore (FERMAT 54
EZiIEK) H Fail (GELAKXWEER) . @/ Ignore ARES WA B ima R TG & T #I1T M,

BF

£ OpenShift Container Platform 4.10 /1, HH A/ 03 E0 25 7o A B RIREIEEA 0]
BN RARERROFETIHNGR, RHHREMBERFIZENEHRBESEN, KRR
XA,

8.4.2. Wi EANfGH

AN FRAISUE N BRI SR A A FRE, TELLRER, ATLATERFERY AP FUR0R I R BEeh 2, LUIMRRET
BAREBEREN, PodNode Selector th2— webhook =fjl, ©HRIGUFAEATFMHEHR, LBRAE
nodeSelector FEX 93 iy 45 22 [B] B9 17 s FE 2R PR,

FrubAE AR ECiE Y

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration 0
metadata:
name: <webhook name> g
webhooks:
- name: <webhook _name> e
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G
rules: Q
- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources.
- <resource>

failurePolicy: <policy> ()
sideEffects: Unknown

@ EELIDEAEHRE.

9 ValidatingWebhookConfiguration % REIE&#, J¥ <webhook_name> & /3& LA,
© EVIRH webhook HIATR, ¥F <webhook_names & Jy3E S (K,

@ LR SEMSHIELEE webhook RS EBHIE .
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B ATImAR 55 86 4 22 (A,
AUHAR 55 B % o
FAF#EA1EKH webhook URL, % <webhook_url> & 3iE L BI1E,

y webhook RS 238 FAMIRR S5 22 IEHE &M PEM ZfiZB CA L+, J¥ <ca_signing_certificate>
B T base64 HRBE Y IEH,

7E L API BR S5 284RTFf R A It webhook £ Add 4B,

—NHE ML AP IRS5 2518 AL webhook £ AIEM-AOIRME, FTRERVIEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LA,

O 990 999009

EE MR webhook AR 5525 BT FANT SRB& B/ a0 14T, f¥ <policy> &#: 4 Ignore (7RI T 544
EZiIERK) = Fail (GELAKXKEER) . @/ Ignore ARES WA B im& R TG & T #I1T M,

8.5. L EBSAHEAN

LRt TERES SEANBRF I, BITEE webhook # AfEHKIHH webhook ARZ5 88 AT B A
%ﬁE’JIjJEbo

webhook fR 52 tBHRECE N — N REH APl R55 8%, iXS1FE M OpenShift Container Platform ZH {4 {§

FRERZEIES webhook @15, FuI{EM oc eH#H TN, H4, XILAIE webhook /G EETFTABH
Pfa)iZE (RBAC) , FHBALEM webhook AFFE At API RS BHSHER,

SERFEH
o —NEFEHEMANBRA OpenShift Container Platform ik /7,

o T %&EE OpenShift Container Platform CLI (0€).
o /Nf) webhook fRES 2B R 1%
% =3
1. fERHM registry 15# webhook ARS8 B B ik, FHITHIRMHLAER.
2. A CA BHMIER, FEAENTH webhook IRFSEEMIEHERIER (CSR) &,
3. N webhook BROIEHIIE :

I $ oc new-project my-webhook-namespace ﬂ

Q EEE, webhook REBHREAEE—MEENE,

4. 1475 rbac.yaml B934 HERE# API AR S5 E L RBAC #LI -
apiVersion: vi
kind: List

items:

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ

52



kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:

annotations:

name: system:openshift:online:my-webhook-server
rules:
- apiGroups:

- online.openshift.io

resources:

- namespacereservations 6

verbs:

- get

- list

- watch

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
metadata:

name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:

- admission.online.openshift.io

resources:

- namespacereservations 6

verbs:

- create

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:

name: my-webhook-server-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

apiVersion: rbac.authorization.k8s.io/v1 a
kind: RoleBinding
metadata:

B 8 E MARM
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54

0009

namespace: kube-system

name: extension-server-authentication-reader-my-webhook-namespace
roleRef:

kind: Role

apiGroup: rbac.authorization.k8s.io

name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

- apiVersion: rbac.authorization.k8s.io/v1 6

kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

15 B P IIEFNIRZE LS webhook ARSS52% AP,

F1F webhook AR 5525177 [F] & 8% TR

EAR, XN RAIF1ERE namespacereservations ¥R,
e RRAHI API IR 55 85 O A itk

BRTR, EiXNrFIFER namespacereservations FiR.
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J& F webhook AR 5528 1 17 SE 8% B R
AL E RIS PRI ERE,

Q99

RAEM AP RFSSFBHNMNKHABHERABAE.

5. XL RBAC AR FAEIERES
I $ oc auth reconcile -f rbac.yaml

6. 045 webhook-daemonset.yaml 89 YAML 3, FFIF webhook ERE -y 6p 4 22 jA] R AYST
PR ERSS R

apiVersion: apps/vi
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:

name: server

labels:
server: "true"

spec:

serviceAccountName: server

containers:

- name: my-webhook-container ﬂ
image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:

- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS

volumes:

- hame: serving-cert
secret:

defaultMode: 420
secretName: server-serving-cert

@ . webhook RS BALRTIME—MEENBBE,
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Q f5[A webhook AR5 25 A 88 551%. I <image_registry_usernames/<image_path>:<tag>
B EEMIE,

9 5 E webhook B23Z1TH 4. ¥ <container_commandss> & )75& &8I 1E,
@ = Lpod EIBIRHA, X MRAIEMREO 8443

© EESMERNERLHEO. XORAKAERKO 8443,

7. BRESFITARRE -
I $ oc apply -f webhook-daemonset.yaml

8. 1% webhook-secret.yaml #J YAML 3 {477 service serving IE 5B T2FE X secret:

apiVersion: vi

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> ﬂ

tls.key: <server_key> g

Q Bl % &8 webhook FRZ 231F i, I <server_certificate> & 738 4B base64 #& X BYIE
‘:HC

@ EIA%EAK webhook IRF5EBE . 1F <server_key> Bifi}y base64 R HIE LB,

9. f|%E secret :

I $ oc apply -f webhook-secret.yaml

10. 7£4 5 webhook-service.yaml 9 YAML X4 7E AR5k - FARSS

apiVersion: vi
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
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spec:
selector:
server: "true"
ports:
- port: 443 ﬂ
targetPort: 8443 g

@ = URSIIREIRO. XRAIEARD 443,
@ EURSHAERTIN pod RMBIRIK O, X MREEAIED 8443,

1. EEEH AT webhook IRS 2 -

I $ oc apply -f webhook-service.yaml

12. 7£4 5 webhook-crd.yaml B93Z 48 webhook BR %523 € XL B E L HRE X :

apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:

name: namespacereservations.online.openshift.io ﬂ
spec:
group: online.openshift.io g
version: vialphai e
scope: Cluster ﬂ
names:
plural: namespacereservations 9
singular: namespacereservation G
kind: NamespaceReservation ﬂ

B CustomResourceDefinition spec {f, &5 <plural>.<group>, X RfEIAE
Fi namespacereservations %,

REST API A&7,

REST API kiR AR & 5,

A% M4 2 Namespaced =X Cluster.
URL B EHE AT,

oc i ey &,

FORIE RS A,

Q@@@@@ o

13. NABENFIRE X :

I $ oc apply -f webhook-crd.yaml

14. 4% webhook-api-service.yaml B3 {4 HECE webhook BR 55 aathE H— N EREHI API AR SS
E
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apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetal

7 webhook AR 55 25 FRHIAR 55 87 IE P25 B B9 PEM ZRiZEY CAIES. %
<ca_signing_certificate> &t }1 5 base64 M HE Hilk+F,

15. BREREH API RS :
I $ oc apply -f webhook-api-service.yaml

16. 7£4 7~ webhook-config.yaml B34 A %E X webhook # AJEHERE. AFERISIEHAANEH

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io ﬂ
webhooks:
- name: namespacereservations.admission.online.openshift.io g
clientConfig:
service: e
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 9
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:

- nkn

resources:

- namespaces
failurePolicy: Fail
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ValidatingWebhookConfiguration X R Z R, TEX N REIFFER
namespacereservations i,

ZiF K webhook &R, TEXFlH 8 namespacereservations FFiR,
Bt BRE/ AP JE A% webhook AR5 2838915517,
FFHEATE KM webhook URL, TEiX/N7 5§ Fl namespacereservation 7R,

i webhook AR 552818 FARIAR 55 88 1E H %5 & Y PEM ZRiZHY CA LS, 1%
<ca_signing_certificate> &t }1 5 base64 N HE HilkF,

000 O

17. EBZE webhook :

I $ oc apply -f webhook-config.yaml

18. Bk webhook B B MTIHAIZIT, AN, MREERE T HTEALURBRERNGRZERE, HFHILC
BXLep B 28 (AT R 2MRIEY:, HEQERE PR ZEEBIEKIKI.

8.6. HfhFiR
o [PRHIH SR-I0V MG X FIHEHEBSIEN B E MG KR,
o TENHFAIEmLURAEWLE pod NIZFHAEEIT m ERAR

e Pod {LAEHIEIE
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/networking/#configuring-sriov-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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