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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#viewing-local-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#viewing-cluster-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#creating-local-role_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#default-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#creating-cluster-role_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#adding-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#creating-cluster-admin_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#removing-kubeadmin_removing-kubeadmin
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#service-accounts-overview_understanding-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#service-accounts-managing_understanding-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#service-accounts-using-credentials-externally_using-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#using-service-accounts-as-oauth-client
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#tokens-scoping
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#ldap-syncing
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https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
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OAuth & F BRI SRES

THRFEH OAuth & P im iR B 2 B9 AUERES,
RN AU TRINGE -

BGED Tk
auto B ARG E RIS K,
prompt R P SE 4R A

3.4. BRiENER OAUTH RS 285 M9 45 FE2 A (A
0] LAER B N ER OAuth ARSS 2345 hEHA (8] B BRI 5L 170,

- o
BIANERT, SEME 24 NTRER. HEIIERTELEET EEIE,
INRBCAR AR, WAERUTSRIETENR.

it
. Q- aaSEERETREREX 4. UTXHRILLERRI 48 0, MEFRIME

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

X i& accessTokenMaxAgeSeconds LR 0 SR L an EHE, EIAEmBEREN 24 /)
8% 86400 #, LWEMARAI N, MREENT, NIEARKIANEHRRER,

12



% 3 F RAEAER OAUTH ARSS 8%

2. NR#FEREXH :

% o
, BT EEHUNER OAuth fRS53:, Rt ZifERA oc apply #53LN AE R,

I $ oc apply -f </path/to/file.yaml>
3. HIAEREERN :

I $ oc describe oauth.config.openshift.io/cluster

i tH o Bl

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. HNER OAUTH RS 25 EC & 5 KA & AR
AT LU OAuth SHEECE NIE—HAEEAF R EE . BKIABERT, AR RESEARFEE,

JNRIEE) OAuth B imhthECE T SREAFFESNEBH, NIZEXBERER OAuth IRF5ERES
BHIRERE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o MELXERET —TEBRMHERF (DP) .

AR
1. 37 OAuth E2i&, LUXEB TR IEEN,

a. Jn%E OAuth X :
I $ oc edit oauth cluster

71N spec.tokenConfig.accessTokenlnactivityTimeout & Fi% BB A :

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ
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ﬂ WEAEYHANMBYE, 190 400s 3K 400 #, = 30m 3K 30 98, RIFRIER &/
&} 300s,

b. RTF XM LA £,

2. 1o OAuth fRS58% pod BEEES :
I $ oc get clusteroperators authentication

7£ PROGRESSING 7!y False BIFRE4EH# AT —4, MITFAR :

LN
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.10.0 True False False 145m

3. RERTCEHEE Kubernetes API fR%525 pod FIFTIEITHRAS, X FBE Lo BHE A,
I $ oc get clusteroperators kube-apiserver

7£ PROGRESSING 7! 77 False BIFRE4EH# AT —4, MITFAR :

i Bl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.10.0 True False False 145m

fNR PROGRESSING T~/ True, FE&F/LoMEBR—R,

1. EFARBER IDP MHHE K EIEE,
2. JUTHRBHIBNECEE NI,
3. FRFHN Al LR E RV I E KT/ ER FD. EXDROIP, FFEEET 400 #,

4. EAMA—SRMRITENTES,
IABARKIN, EHSHRIZE N R E DB (64811 BB AR I (5] 88,

Fai tH o Bl

I error: You must be logged in to the server (Unauthorized)

3.6. BE X NER OAUTH fR5525 URL

KA LLB T 1E 52 Ingress BCEHY spec.componentRoutes FER % EEE L EH LM TLS IEFEE
E Y AER OAuth AR 5525 URL,
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% 3= BBEEB OAUTH BRSS 283

Digk

“®
"
INREBHAE OAuth BRZ5 2% URL, NIATEERIEIFEEFFES OpenShift OAuth AR

552 IS LI R OAuth U7 [F B REBVAHHEYEE. A OAuth In i, FTREME
OAuth IRF MM TR A2 S L CA AR, Him :

I $ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

ﬂ NFBEERIES, cacrt XHHIEEBE L CAILES, BNEFF/ITERI,

Cluster Authentication Operator 1£ openshift-config-managed %% 22 (5] R
oauth-serving-cert it BT % 1 OAuth BRS5 838 serving IEF, KA LAEEZ B MR
5189 data.ca-bundle.crt /R EIE T,

SERFEH
o DHEAERAEEFNMAN BMNERER,
o {RETE openshift-config A Z ARG T B S TLS IEHFBEAM secret, MIRBE XL ENA
ERMNISE5 LSRR LA, NERELT, MREHTE, secret @AER,
N

AT LUF A oc create secret tls e85 0/ TLS secret,

i =
1. 4niE%5EEE Ingress ECIE -

I $ oc edit ingress.config.openshift.io cluster
2. KBEBEXLENBUREENRSIEBMNEH

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:
name: <secret_name> g

() QRS

%I openshift-config fp 4 22 [A] A H secret BIBIFH, 1% secret @& TLS iEF ( tis.crt) F1#H
(tls.key), MRBENLENBEBHNEESEBFHEHBATE, NEEHT, MREHT
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fid, secret 2EH,
3. REXHLUFERZEN,

3.7. OAUTH RS 23 To U1

£ OpenShift Container Platform FZ1THIN A2 A BER B A A XAE OAuth RS 2BRHIER. HI
wn, eflTEFEELI <namespace_route> BNttt E B FohECE, bk, OpenShift Container
Platform ZCHE T IETF OAuth 2.0 21 AR 55 28 TTHUIE ERMSE,

e, EEFIZTHEMN BIEFER T LLE https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &K EHRIUTER :

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported”: [ 9

"code",

"token"
1,
"grant_types_supported": [G

"authorization_code",

"implicit"

1,

"code_challenge_methods_supported”: | ﬂ

"plain”,
"S256"

]

}

BIARSS BN ZE L ZIMRTE, ©RHER https ARBERE TN REHAH URL, X2 SIRINER
%8585 %5 BM .well-known RFC 5785 BRI A il &,

AV AR S5 25 O3 A R s 9 URL, B, RFC 6749,
BIVARSS 25045 R s 9 URL, B, RFC 6749,

S ELLIRIARSS 28 X HFFHY OAuth 2.0 RFC 6749 SERIEFIFREY JSON 4, HEE, HIEMAEXE
BEHEEBE RS,

BE IIRIUAR S 285 X FH9 OAuth 2.0 response_type 1E7IRET JSON #04H, FERMEBHEES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
FERAMEHERR,

@ O® 900 9O

DB M RAARSS 28 B9 OAuth 2.0 AR EUHTIFRE JSON 4, EAMBAESET
grant_types 2% (#R#& RFC 7591 £"0Auth 2.0 Dynamic Client Registration Protocol" & )

= m bR ¥ER L0 O
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https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591

% 3 F RAEAER OAUTH ARSS 8%

TR FYEXEH B MH R o

@ =EULEIURZS BRI PKCE RFC 7636 RIG T /53515 JSON

‘H, code_challenge_method SRR R AEETE RFC 7636 5 4.3 T AE L. B
A5 TR 7535 (5 2 1 IANA PKCE Code Challenge Methods 5Tt R A EMAIE, HES 1 IANA
OAuth 3%,

3.8. OAUTH API B4t fEHERR

ERLEERT, APIRSSBSIRE—/ unexpected condition 513 H 8 ; EABEEVIN API EBE, R
MEXT B H BT, RN ERRRFEE RES, LBRRARESHEIENAFRHEE XRSFRE
BfE R

XEEFHR FES RS MK OAuth EBEB A X, X HEIER G A EEFBNEGFHPHK,

OAuth Hi[E[;8F] unexpected condition iR558355 12, AiZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

LU RAIE SR EM OAuth EE A URI MIARSSHK - -
I $ oc get events | grep ServiceAccount
i Bl

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

1217 oc describe sa/<service_account_name> ] LUk & 544 E IR SSIK 7 B AR R EXB9EM OAuth =
{¢O

I $ oc describe sa/proxy | grep -A5 Events

=1
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI M E IR -
T EEM URI FMRRIEE T AT URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>
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https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
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BT XS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

e T THHEI AR

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

R SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens
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% 4= i@ OAUTH &/ iR

25 4 & i OAUTH & /i
1£ OpenShift Container Platform FRERIABIE S > OAuth & i, AR LUFMANECE E M OAuth B
i
4.1. B\ OAUTH & /i

JA 5 OpenShift Container Platform API iif & B 8L T OAuth & Fif :

OAuth &' ERAE

openshift-browser-client FERATMAERERERNASRIE, £
<namespace_route>/oauth/token/request ik 4%, [

openshift-challenging-client fEA A2 WWW-Authenticate Fif R R IERIE RS HE,

1. <namespace_route> 25 E 22 [AIERH, Z1TLA TSR LAHE -

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. XM E M OAUTH & F i

INREFEHM OAuth B IR EIE OpenShift Container Platform &M &2 500, NI LEEM—1.

it =

o SEAREM OAuth & i -

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth & Fimi) name F{EIR3%] <namespace_route>/oauth/authorize #1
<namespace_route>/oauth/token BJiE KA H client_id 534,

secret FH{FIZZZ N <namespace_routes/oauth/token B91% KT # client_secret 531,

%I <namespace_route>/oauth/authorize #1 <namespace_route>/oauth/token #4153k
EER redirect_uri S TZE T redirectURIs SHUE P ATFIMIE — URI SUAE RIS,

o 00 o

grantMethod F FHAE & b & P imiE 3K T S hE BIE KRR A PR T U5 [ AR R SREREYIRF
157 auto T HENHLAERNFFEINIER, FIEE prompt LURT A #EASHELIRIL
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4.3. 5 OAUTH & /iR BL & 5 hE A& LB T

HE—HARERB S, ERLUE OAuth B IRECE V& OAuth RS HE, BUABRT, FTRXERE
TIEREKEB,

YNRFEAER OAuth IRSSBRECEFhECE T HENELIER, OAuth & inhiX BB &
=iZlE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o BMELXERET —TEMBRMEERF (DP) .
Y=

e T OAuthClient B2i&, LUXESERIEEEBI,

a. %W OAuthClient X% :
I $ oc edit oauthclient <oauth_client> ﬂ

Q ¥ <oauth_client> E#: HERER OAuth & Fim, 0 #HlE,

710 accessTokenlnactivityTimeoutSeconds FE& 3% & & OB (H -

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

Q RUFHISR/NEBIE (LML) - 300,

b. RTFX LA £,

. EARBEN IDP WEMHE XK, BERERENIFEER OAuth & i,
2. PUTEREFHRIEERE K,
3. ERFME AL R ERVEN I E KMERER &H. EXDTOP, FEREiT 600 7,
4. FIME—BBHRIEHRIIT MR,
XD ZEIRERM, BB hEROZE 9 AN SE R BT 7] 8 B & H#E A i (] o .

4.4, Hih TR
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% 4% ii& OAUTH B /iR

® OAuthClient [oauth.openshift.io/v1]
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/api_reference/#oauthclient-oauth-openshift-io-v1
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£ 5Z TEAFHAR OAUTH /0o hE

RATEEEBS OAuth iS5, FHHFRTBFHFEREM OAuth UilF]FhE,

5.1. 51 AR OAUTH Jih] 5 k&
e LIS BB AR OAuth 1510 S5 hE. SHEATRHFHTIHR, ©LERTEXR,

it
o JSUHATA A IHAR OAuth iR G :

I $ oc get useroauthaccesstokens

o=l
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o FIHHFTE OAuth BRI P AR OAuth 1R 45 hE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

o=l
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

5.2. & AP B/ OAUTH 1505 iR 1S
IRA LA E A P AR OAuth Ui H] S ERE S,

it =

22

&k A AR OAuth 1 R S RERIIFIE -

I $ oc describe useroauthaccesstokens <token_name>

i =B
Name: <token_name> 0
Namespace:
Labels: <none>



% 5= EHA AN OAUTH N 4h8

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
fiscopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UlID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:
user:full

User Name: <user _name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6aba345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMHATHRE, EXERTER.

P imAN, AT TEREE,

M HEBIR R 5 RS B[R] BORT A] (AR ON #LAL)

g05R7y OAuth IRS5 B IXE T BHEA BB, TXZE MO B 758 F1% 5 he RIS [A],

S RERRISEH .,

QD000

S SRR B,

5.3. ik B H#HAE R OAUTH i/ 7] 45 b

oc logout 4 REFIRRIEH OAuth BREXM. EALUERAUTSREMRABEEZNR A HEM
OAuth k&,

MERIZGEIFTA XEHRRBR OAuth U7 F 2 B &,

i
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o JHERA BB OAuth UilnHhE

I $ oc delete useroauthaccesstokens <token_name>
it

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

24



B e E TRENRHEFKE

H6E THRIMNRHEFEE

OpenShift Container Platform master @ &WEM OAuth fRS585. FF A& A SFEIE A IKEL OAuth Vil 45
g, LSS B 58 APl BRI,

ENEEN, BAUAERESHEETRE OAuth RIEEF R RERERF.

6.1. % F OPENSHIFT CONTAINER PLATFORM A 1R TR F

BIANERT, £BHHRE kubeadmin BF, RIREFDRERERF, Bolg/B—-—1TEELHER (CR)
Fimd iz F N iRHEFFHICERMBIEE R,

' p= Y=
, OpenShift Container Platform AP &AREESRIE /. : §1 %o

6.2. TN B IR IHER
AU E U T RN S DIRERER

RArapiRftEr  f#d

htpasswd ECE htpasswd SRR, £ #E A htpasswd 4 A STALIE A - & B,

Keystone fci& keystone B{31REF2R, J$ OpenShift Container Platform 52§ 5 Keystone &
UERHRZEEHEIE, BEER OpenStack Keystone v3 fRS5 234 A M F BTN ER #iE
R,

LDAP fCE ldap FpiRIERER, ERERHEFBIIEREN LDAPV3 iRS52R%5UEFA - A ME
i,

EARFHBIGIE fc & basic-authentication H{31R 12, LMER P ERFHER I B IRHEFRIE

(Basic B IE S E S OpenShift Container Platform, EABHLIER —i8 A G insEmlsl,

authentication)

T KRSk fCi& request-header B3 1RETER, RERIRLESRMA, a0 X-Remote-
(Request User., B@%5IXERFKIFLENFHIIERE—RER,
header)

Github 5% GitHub

BC& github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 FAR %5

Enterprise I UE A P A,

GitLab ECE gitlab B 1R 72, #/ GitLab.com SEMEM GitLab SEBIVEN B 1R 42
F.

Google BCi& google SR ##EF, A Google ¥ OpenlD Connect &%

OpenlD Connect

BoiE oidc B3R MFER, [FERIEIULIEHRS OpenlD Connect B3R ETERFERK.

EXT BMRMEERFE, "LUER RBAC RE LHMANR,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-github-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#authorization-overview_using-rbac
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6.3. %4 KUBEADMIN H

EE LT B IREERFHOIEHH cluster-admin /5, B LR kubeadmin RiIREEEH L 24,

Digk

==
[=]

NREF—RBF KN cluster-admin BIRIBIX NS IRIRVE, N EFLRE
OpenShift Container Platform, L4 Toi&BEY,

o WEMAFHRIMT cluster-admin &,

o WIBLZUEERFRER.
it =

o F4[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

6.4. B RHRRFSH
T RFH SR REEFERNSY

¥ sk

name MRS F I IR R R F A - &80, LULER S DR,



B e E TRENRHEFKE

¥ sk

mappingMethod & X AE A F BRI ANSHT HPA BB -, WAL TEZ— :

claim

BNE, ERSMMELRFARESRAS. IREGZAFNENAFERFTS—5F
2, MR,

lookup

HEHRNENED, BPSOBRANAR, EFEBEFRIAHGN. XAFEHFERE
AFFERABRBXESDHAS. FRLAEFEFHESTH,.

generate

FRBMMEERNRESRN, IRHEEER &AM A M ERSRMEN SR,
MAER—TME—FAF %, F5120 : myuser2, LtAERNSFEEE OpenShift
Container Platform A &M B IRERFEA € (W LDAP HRES) ZAsELItE
BN RE—RER,

add

EREMNELRR-ZESHAN. NMREFEEFZAFAENAN, LWHDHEREE
WAERF, NMENZAFNINESBRE S, MREET SNEHREEFHAEN]
AR —HA P HRNEIERMA &, NFEEIETIERE,

pa =

ERMHER B R IRHREFN, BT LUET 8 mappingMethod S#1%X &) add, 3R
HIRFHN SRR ENR

6.5. B0 iRHZRF CR A
BT EE LR (CR) I RAREE SR RIEFOS BB, AFIER htpasswd FIRRHERF,
BipiRMERF CR A

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR B IMME N RISRIERMREF A &E1, AR S 7B E R,
9 PREI T R IR AZ R S0 F0 User X R 2 AR ITBR AT,
9 B E M htpasswd £ RHISTHERIILE secret,

27


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

OpenShift Container Platform 4.10 IAIEFI#ZAY
B7ERESNRHER

7.1. B2 HTPASSWD S {01212

BCiE htpasswd ZP1RHERRF, R1FHE 7 # A htpasswd XA HHIEIEE K OpenShift Container
Platform,

BE L htpasswd HPRHERRRF, HEHITULTES -
1. A8 — htpasswd XK= B A HBEER.
2. GJE—" secret kK htpasswd 14,
3. X —"htpasswd H3 1R IR F FTRAFBIAZ secret,

4. FETREN AR BUAR OAuth B2E, LURINBEMIRHMER,

7.1.1. %F OpenShift Container Platform R PR ILIEF

BIAERT, £BHHRE kubeadmin B, BIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F M iRHEFFHICERMBIEE R,

o p= Y=
' OpenShift Container Platform AP &AREESIE /. : F1 %,

7.1.2. %F htpasswd P FE

1£ OpenShift Container Platform F{# f htpasswd ZJIE o FEARYE htpasswd SR FI A,
htpasswd X2 — N FEEXE, EHhEEEMNEANBAFEMENE, ELUER htpasswd L AEF G
=i

7.1.3. flJ# htpasswd X {4
B XMNMEGIE htpasswd SEFBIUEE, 1HESWUATNTZ— !
o {F Linux fl|# htpasswd {4

o {EF Windows fll|& htpasswd X

7.1.3.1. [ Linux il htpasswd X
E(FF htpasswd BPIRIEIERF, EXTFERE htpasswd ER— 1N EEEEHA N QMNBIEHXHE,

FRFH

o HEfFi)A] htpasswd SCAEFER, 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el {&
Az e,

it =
. QISR EA R RSB
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I $ htpasswd -c -B -b </path/to/users.htpasswd> <username> <password>
%6 ER S AR AR RO B
flan :

I $ htpasswd -c -B -b users.htpasswd <username> <password>
=1
I Adding password for user useri
2. AREEE RIS BT -
I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. f# [ Windows il htpasswd 34
E(F htpasswd BPIRIEIERF, EXTFERE htpasswd ER— 1N EESEERA T QMNBIEHXHE,

SeRFH
e AEWS1JIN] htpasswd.exe, % Apache httpd & 1THRAM \bin B X8 &t 24,

it =
. QISR EA R RSB

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <username> <password>
BRI ER S AR A RO B
flan :

I > htpasswd.exe -c -B -b users.htpasswd <username> <password>
=1
I Adding password for user useri

2. PREEAS IR EHTEIL -

I > htpasswd.exe -b <\path\to\users.htpasswd> <username> <password>

7.1.4. A3 htpasswd secret
Z{H htpasswd BPRIERER, EBUIE X —1NEE htpasswd A X secret,

FERFH
o OJ# htpasswd X4,
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it =3
o QIEEE htpasswd F /73X Secret X :

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

ﬂ aE --from-file SEHIA 7 SUHEH] secret BEA 6 &7 htpasswd, #0_ER &SR,

B
RIART AN FALLT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. Sample htpasswd CR
LUIFBE N HIR (CR) 7R htpasswd 1R IEFHSEFI AT EZHE.

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

ﬂ LR MR 2 IMME VRIS RMREF A &E1, UAR S B EFR.
9 PREI{T R IR AZ Y S0 F0 User X R 2 AR IIBR ST,
9 S E#F M htpasswd £RHISTHERIILE secret,

HithBR
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.
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7.1.6. EREPRNME DIRHESF
REERZE, HEEPRN—DERRERERE, LUEEKR ST T HBRIE,

FoREZM
e {3 OpenShift Container Platform ££2&%,
o HEMRHEFUEBE LR (CR) .
o WINBZELIERE A S5 E %,

iz
1L MAEXHCR:

I $ oc apply -f </path/to/CR>

v pa -3

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. LREBMRUEFNAF SME KR, HERINEAEG,
I $ oc login -u <username>
3. BUAFERKL, FERAF&,

I $ oc whoami

7.1.7. 7 htpasswd SR FEFEH A
IR LMIIA B htpasswd B 1R EFE RIS IERE .

SeRFH
o REBHIET EE htpasswd FA 13X 4H Secret KR, XERET AN htpass-secret,

o MBEET htpasswd HpiRHtERF., XEBEE N my_htpasswd_provider.

=

o ERILUEFA htpasswd TEF2F, 7E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
FRIZEAER,

o BHREARBEENR

¥ =
1. M htpass-secret Secret ¥f R I3R htpasswd X, FHIFZXHRERENTHRS

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd
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2. M users.htpasswd SC#F RNk AMIBRFE
o RNII—ANETHS

I $ htpasswd -bB users.htpasswd <username> <password>
i Bl
I Adding password for user <username>

o JHER—AIBERF :

I $ htpasswd -D users.htpasswd <username>

i Bl
I Deleting password for user <username>

3. ¥ htpass-secret Secret X[ & users.htpasswd X4 EFHEIHEF :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

TN
MR LA FALLT YAML 3£&#t secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. MEMRT —DHZANEF, BAEFENENE-HEBRES KR,
a. MR User ¥ :

I $ oc delete user <username>
i Bl
I user.user.openshift.io "<username>" deleted

ERIAEMERT AP, SUMRAFANSELEE S, AR LR ERE S,
b. MIERFF# Identity X4 :

I $ oc delete identity my_htpasswd_provider:<username>
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it Bl

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

7.1.8. fEH web Z2FIGECE SR HREF
BT web #EIATII CLI BB S HRHRER (DP),

FRFM
o MWL EENFMNETE web 1A,

Pk
1. 5= Administration — Cluster Settings,
2. 7£ Configuration iLWi& T, Hii OAuth,

3. 7£ Identity Providers Z84/, M Add FHIZE B HEFRENEDRERR,

A B LLET web 2HIERIEEZ D IDP, MASRERIEH IDP,

7.2. it @ KEYSTONE S {piRIHEF
Boi& keystone H{312 M52, & OpenShift Container Platform 5225 Keystone UG B HZ &%

¥iE, FECERY OpenStack Keystone v3 RSG5 234F A P E B AEREUIRE R, WEER TR ERHE
Keystone #ZiE &% OpenShift Container Platform,

7.2.1. %F OpenShift Container Platform RH &P IRIEERF

BIANERT, £BHHRE kubeadmin B, RIFEFRRHERERF, BolgB—-—TEELHER (CR)
Fimd iz F iR FFHICERMBIEE D,

p= Y=
OpenShift Container Platform AP &AREESIE /. : F1 %,

7.2.2. X F Keystone Ep 5k
Keystone @— MR ED. B, BRFEMIRSSH OpenStack WiH,

BT LECE S Keystone ISR, LUE OpenShift Container Platform 9% 7 & F Keystone F 7 &5
EME— Keystone ID, FERXFFAER, B AUH AR Keystone FiF BB FHITER, £
Keystone ID _E#J OpenShift Container Platform AP B %%, ENIMREMER Keystone A F 0I5
BHZA P &0% Keystone A, #A - RIBEB I RIHA IR,

7.2.3. O] secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EE
P secret, & imUEHAIEH,
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pi% &2
o FHLUTHS, CIB—1EEBHMILETH Secret W :

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

B
IRIART AN FALLT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.2.4. O 2 ECERRSY

SR T2+ # A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMNRHEEFMBNIEBIIHEE,

it =

o FRHLUTMS, EXSEIEPHMANIIH OpenShift Container Platform ConfigMap. iE-Hli%
HLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR R LA T YAML kOB @RS -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.2.5. Keystone CR =3l
LUFEE LEIR (CR) 7R Keystone BRI IEFHSEM AT EZE,

Keystone CR

I apiVersion: config.openshift.io/v1
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kind: OAuth
metadata:

name: cluster
spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca: 9
name: ca-config-map
tisClientCert: @
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IR A FMME BT RIEIRIZF A P &0, LULHR S &,
PRI ML IR ERE B 52 70 User X R & [0/ I1 BRET,

Keystone 3%, 7E Keystone #1, AF&RBEFEHN. IZFH—NF,
FAFi%E#E Keystone RS2 URL (&) . XWFER https.

AL N2 E PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 85|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE

SO O 90009

B9 URL & H41% K HE R,
B &R ImIE T BEAM OpenShift Container Platform Secret X R#I5| ., $8E T tisClientCert
i JE LT,
Heth BT
o METHMAMAFMIRHEFBRAMNSE (40 mappingMethod ) HIER, EE W BNRHUERFS
o

7.2.6. ERERRNME DRHERF
REERZE, HELPRN—DERRERERE, LUEBKR ST T HBRIE,

TR

o #]i# OpenShift Container Platform &&%,
e NEMRHERLUEBELHER (CR) .

o WIBLZUEEFNER.

it
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1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WINASEEME, HETAFA.

I $ oc whoami

7.3.F2& LDAP S {0iRIHTZF
BoiE Idap B1PIRIETER, R LIEFPIIEEE ST LDAPV3 fRSS 255 E A - R M=,

7.3.1. % F OpenShift Container Platform B3 12 ETEF

BIAERT, £BHHRE kubeadmin B, BIFEFDRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEE R,

p= Y=
OpenShift Container Platform AP &AREESIE /. : F1 %,

7.3.2. xF LDAP E1{455F

FEHMIIET R, 5k LDAP BXHSRMMARLEHNEE, MRHEE——iRm, N2
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 17 16 S48 7

AT T EXESIR
1 B SEERN url FREMMITIESRS B REN A 2 HERERERITIESR.
2. HRERNTIESRERE R, MREFRRONMFE—NRE, NHHEAETIH,
3. FiAERARATRSE B/ DN FA AR EEHEE LDAP fRSF5 25,
4. MRRHERM, NIFELETTAL

5. WIRHEMT, NHERENBEERESH. BFiiahit, EREMMELR~ERWE—1F
s

ERERY url 2 RFC 2255 URL, 18EEFAB LDAP EHFEZRSHE, URL iEER :

I Idap://host:port/basedn?attribute ?scope ?filter
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FEXA URL A :

URL 44 Tk

Idap XFEH LDAP, {#M Idap FR/F&, A F%£ LDAP (LDAPS), i Idaps.

host:port LDAP fRZ5 889 & #Fim M. LDAP BiL5 localhost:389, LDAPS NUIEKIAT
localhost:636,

basedn FIEERBNMPFIANE RS M DN, £, XWTZ B ®MMTE, BhaiEEs
KRB FRE,

attribute ZERWEM. B RFC 2255 RITFFERESHREMIIR, BEXLIRELSVLIENE, &
ERB—NES. MESFREEMBEYE, MEOAER uid, BIOEFE— N EEER
FHARBIRTE SR B R M —IE M.

scope BHREGERE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,

filter BB LDAP #31JE2%, WRKIRM, NEILH (objectClass=*)

T RN, B, JIERMRHMAFRREEE—E, BRI TR ERTIESS
I (&(<filter>)(<attribute>=<usernames>))

pugn, "IEEMT URL :

I Idap://ldap.example.com/o=Acme?cn?sub?(enabled=true)

L FimEE A A 4 bob EER, 4 MRIIEHRT EERN T (&(enabled=true)(cn=bob)).

MR LDAP BREZEEFMRILFREER, HiEER THITHRB#E3H bindDN #1 bindPassword,

7.3.3. fl|& LDAP secret

EFRAGMRERRE, BYIE X —185 bindPassword FE&H OpenShift Container Platform
Secret X%,

P =
e {242 bindPassword F & Secret ¥4 :

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

ﬂ 8% --from-literal S8 bindPassword B secret #7#5 ) bindPassword,
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N
RIART AN FALAT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

7.3.4. Q2 ECERR ST

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BIUEBMANEIAS. TERTEEGMNRHEEFMBNIEBIIAE,

it

o FRHUTHS, ENLIEIUEBIMANIIH OpenShift Container Platform ConfigMap, iEFil 4%
WLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.3.5. LDAP CR 7=f3l
LU FEE YR (CR) R LDAP SR IEIEFHS M T ES(H,

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: Idapidp
mappingMethod: claim
type: LDAP
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l[dap:
attributes:

id: €
-dn

-cn
preferredUsername: G

bindDN: "' @)

bindPassword: G
name: ldap-secret
ca:
name: ca-config-map
insecure: false
url: "ldaps://Idaps.example.com/ou=users,dc=acme,dc=com?uid" m

IR B2 B AME N RTZTE IR BB A - 1D A, LA R SR &R,
R INE R LR M2 B F D] User X Rz (A ITBREY,

RESHHEMIIR. FRE-THEREYE, EVFE-TEMN. MRIEHNEEERAEE, SHE
MERKW, EXBHZRRERERR, RVHERZIHHIE,

e FHREM LB EBITIR, RSB IEZEME.
AELREMNELTIR, ERB—EEELE.
HEEHREERANBEELEASEANEMRIIR, ERE-NEERMKE,
SR R AR ERI A% DN, #IR7E XL T bindPassword, I Jili%iE LI,

X B &40 E BB OpenShift Container Platform Secret X REA %8I, f1RE X T bindDN,
T A5 B T

AL X EE PEM RAGIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 85|
A, UATFRIEFFESE URL MIARSSERIED, (U7E insecure / false </ {& .

N true B, TENTIRSS 24T TLS 7%, 5 false If, Idaps:/URL £/ TLS #1751, #*8
Idap:// URL #AZEI TLS, ZH{EM Idaps:// URL I, LI false, E XL URL A4 R
fEF TLS #HTi%#E.

RFC 2255 URL, 1EEZFERB LDAP ENMERSE,

EfFHF5I7E LDAP £ B & H A, H{EF lookup BRET A A, 1E/7FM LDAP &K
B, SEHEEANINED LDAP User G| —1 Identity XT R 4R,

Hth BHR

o METHAMEFRRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.
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7.3.6. EREPRME M IRHERERF
REERZE, HELPRN—DERRERERE, LUEGKR ST TR RRIE,

FoREH
e {3 OpenShift Container Platform £2%,
o HEMRHEFUEBE LR (CR) .
o WINBZELIERE A S5 E %,

iz
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMERER, HERANEAEG,
I $ oc login -u <username>
3. BUAFERKL, FERAF&,

I $ oc whoami

7.4. lEEAF DRI R DRMERER

BCiE basic-authentication H31RIEFERF, LUMERFERIHERE BRIREEFIEREIERE R
OpenShift Container Platform, B ARG {255 k2 — & A G ims B ALH,

7.4.1. %F OpenShift Container Platform ) PR ILIEF

BIAERT, £BHHRE kubeadmin B, RIFEFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F N iRHEFFICERMBIEE R,

p= Y=
- OpenShift Container Platform P &AREESIE /. : F1 %o

7.4.2. XTFEEXHHEIE

EAXRGMHEIER—M@EAEmEMIE, - UERHHERE F P IRHEFIIEREIERE 5
OpenShift Container Platform,

HTFEFRSHEIEZBAN, RLETUESHENEITRERERLSMRHERR.
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BE
EXFMISUERIER HTTPS (EERIL2R 5%, UIEES A/ ID MBERIRL K+
PN G i

BB T EARFRRIEE, BANER- &G AL EE OpenShift Container Platform, fAJEi@id 1R H AR
F ARG 2GR E LN ERFDEIEIRL R EE, FIAHTiERSS BRIIELXLEIE, XBERAFE
ZSEHAIAIE OpenShift Container Platform & 3% 4&EiiE,

XRERTR &/ BEETNE, 3FH OpenShift Container Platform @AJiRENS ELFE &
1DFUERR 55 88 & HA P45 78 K

X 2 EARF MR FHRE JSON B2 URL Sk - A%,
401 Fi 2R AR I IE R

I 200 RSB HINIEZR "error" i R HINEER

I {"error":"Error message"}

200 REHTH sub (subject) BENIFRZAIS :

I {"sub":"userid"}ﬂ

ﬂ FhpRZS S MRIENA AN, MERIFENR.

B IOAE N BT LA L bR LR hn $dfE, fFlan -
o (i name M EREF. Flu0 :

I {"sub":"userid", "name": "User Name", ...}

o {FM email B FHPEME, L0

I {"sub":"userid", "email":"user@example.com", ...}

e {#fH preferred_username S EEA &, XATAEM — TR ERESEIBEEAS UID BEF
EEZEAHNELF, WETHHHEIEN S5 E S OpenShift Container Platform F Y, iX
ATAERR. 40 -

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.4.3. Al secret
B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RFK TSR
Flif secret, B IRIEBAIEH,
pi% =
o FHLUTHS, CIB—EEFHMILTH Secret I :
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I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

TN
MR AN FALLT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 0|2 FCERR ST

SR T2+ E A openshift-config 5% Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIIAS. TERTEEGMNREEFMBENIEBIIAS,

it =

o FALUTMS, EXNSSIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hi%
HLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR LA LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.45. EXR 5P KIE CR =)
LUTEELEE (CR) EREASHIIFSHIZEREFNS B TESHE,
BHAXFHEE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:
- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6

ca: @

name: ca-config-map
tisClientCert: @)
name: client-cert-secret

tisClientkey: @
name: client-key-secret

ﬂ IR B2 B AME N ATZTE IR BB A - 1D A, LA S A7 &R,
Q RN LR M2 B F D] User X Rz (A2 ITBREY,
9 BERERFHEIEIRLPEIES URL,

AL X EE PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 8J35|
A, UAFRIEFTECE URL BIBR S35 1E 15,

6 A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE
B9 URL & K R,

6 B EE FImIE T BEAM OpenShift Container Platform Secret X R#I5| ., 8E T tisClientCert
I FE LT,

HitBR
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.4.6. EKEFPRNEDRHRER
REERZE, HEEPRN—DERREERE, LRGN T T HBRIE,

SoRFM
e | OpenShift Container Platform £2%,
o NEMNRHBEFIUBEENLHER (CR) .
o UWIBLZUBEERASMHESR.

% =3
1. MAEXBCR:

I $ oc apply -f </path/to/CR>
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fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WINAFEEAE, FETAFA.

I $ oc whoami

7.4.7. ERH DN M Apache HTTPD B & R4

OpenShift Container Platform 4 FREYE AR F3 457 (IDP) BLEZE K IDP AR 5523H9 JSON M LUK 1S
THFNKRML, EAILAER Apache HTTPD AH) CGl BIARIA R B, ATTIRERA,

/etc/httpd/conf.d/login.conf < {5l

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Ivar/www/cgi-bin/login.cgi <l

#!/bin/bash
echo "Content-Type: application/json"
eChO nn
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I echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

Ivar/www/cgi-bin/fail.cgi 2~

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.4.7.0. XHEk
LT 21 Apache HTTPD Web IRSS 25 0 EBMISTHEK -

e login.cgi 1 fail.cgi /A #1417 (chmod +x) .

o MR/FMA T SELinux, login.cgi#l fail.cgi FEAE LM SELinux L X : restorecon -RFv
/var/'www/cgi-bin, R L TX2Z httpd_sys_script_exec_t (iz1T Is -laZ) .

e login.cgi REE A/ HRIE Require and Auth I & LR FHi4T,

o MBRAFFTEER, NiTfail.cgi, FHHE HTTP 401 iR,

7.4.8. £ MR IEHERR

& WA S iRk S8R EEE X, TR LA, 157 master £i21T curl 8%, EMKETH
BB, HERUTRAIGS T <users H] <password> B BMEIL, ENHXTHHES, HEE
& e h FEnR B &k,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BT R

200 R EFHTH sub (subject) BENIZFRZAID

I {"sub":"userid"}

subject WL SR FIERAFATREERN, MBELTAFAIEK,
BTN R BT AR e R RS I 284, B -

o f{HFH name B T REH :

I {"sub":"userid", "name": "User Name", ...}

o {HF email # B9 FHEA I -

I {"sub":"userid", "email":"user@example.com", ...}

o {#FH preferred_username M ELEA L :

45



OpenShift Container Platform 4.10 IATEFIIRAY

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — Rl EF S EIBEE A UID BEEEE S HIER
., NETBHREIEM B3 E & OpenShift Container Platform PR, XA A{FRR.

S B R
o 401 MR RN B2 K IE R,

o JE 200 R HIEE error" iR REEIE : {"error":"Error message"}

7.5. BEBIE KRink BniRHERERF

BCi& request-header SRR, IMFEXRILESRBIAS, 110 X-Remote-User, Bl E 5K EIF
KIRLENS R IERIE—RER,

7.5.1. % F OpenShift Container Platform FH B 1R HETER

BIANERT, £BHHRE kubeadmin BF, RIEEFMRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F iRz FFHCERMBIEE .,

=1
- OpenShift Container Platform B & ABESRIE /. : F] %,

7.5.2. X F1HEKRITL F P55k
HRIFL B IR FE MG KPRLEVRMRE T, #1480 X-Remote-User, BB E 5% EIE KinLEN SR

BiFRE—RER, HXRiCLENREEFTESHEMER EEFREETNENIRERLSEEER
htpasswd, Keystone, LDAP SKEAXFPIIE,

AR LS RICL B RERFRA TENEE, MBEXKER SAML S04k, 1E5F
B, AEAZFHEINERAR.

AP ER LS R RERFATEMRIES, BB FRRIERE A
https://<namespace_route>/oauth/authorize (R Fi&E) . BLILET, 15 OAuth IRSSEEE N
8 OAuth SHEHIERZ BRI IEHE K EE R EEEE] https://<namespace_routes/oauth/authorize #J
RIBiF S,

BEEMREFEETN MR ERRNE FImHIERE SRS K

e % provider.loginURL S#0i% ) HA 5 IER I URL, ZREREIERERE FinF R EE KK E
£l https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHMZE FiRIKRE FHEIEIEK ¢

e % provider.challengeURL SHUX B N FAF IR URL, ZRIEREIEHFE WWW-
Authenticate FiHHIE FinFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #[1 provider.loginURL S#(7] LA7E URL MEHER D B ELU TS -

o S${url} EHHHAETE URL, HTHELUEENSHPRLER,
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540 : https://www.example.com/sso-login?then=${url}

o ${query} BN HFIMEIRFRFHR, THITHE L
540 : hitps://www.example.com/auth-proxy/oauth/authorize?${query}

HE
B OpenShift Container Platform 4.1#2, BN mutual TLS,

7.5.2.1. Microsoft Windows _E B SSPI E#:X #F

BF

1E Microsoft Windows L1 SSPIJ_%ﬁﬁAE MR IIEE, FRTIEIhEE R 41
1E mARSFRIMIL (SLA) =¥, BINEETREHATE, A MEEETIMEHRER
eiile XL AT EIIE TL/L{%FHF'?IEEI_EFH%?E’JHJHE” HENSKEF AN BRRERGE
o

BRIBEATUTNESZFBEEMESER, BESHBRTTTE L,

OpenShift CLI (oc) ZTHFZRLIIFREMEREO (SSPI) , LURTF Microsft Windows £#J SSO . #0

ERERIRL B IRIETIRF 5 GSSAPI BIVEEST Active Directory AR %5 231%£1% 2l OpenShift
Contalner Platform, FFRILLEITANA T 158 Microsoft Windows it BE#L{EF oc #8517 5R E X E shift
1T OpenShift Container Platform B3 %1k,

7.5.3. Al 2 A E RSt
SR F2FE A openshift-config 5% Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIAS. TERTEEEMNRHEEFMBNIEBIIAE,

it =

o FAHLTEHS, EXESIEPIANIIM OpenShift Container Platform ConfigMap, 1EiA
HLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

£
IR LA LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.5.4. 13K R2k CR R~
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BUFBE LHIR (CR) 2 RIFERICL B M IRHUEFHNSEM AT ER(E,
Kb CR

@@G
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:
- name: requestheaderidp ﬂ

mappingMethod: claim g

type: RequestHeader

requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:

name: ca-config-map

clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: 6
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders:
- X-Remote-User-Login

IR R AME N RIS R IR RIRA R 7 &, DU HR S D B,
RN LR M2 F B F D] User X Rz (A ITBREY,

: [RZ B BFIER /oauth/authorize EREEMEIN URL, ©FSHBRIFETF N HHRNE S
lﬁﬁ#HE HIRAIEE| https://<namespace_routes/oauth/authorize, {IEE|
https://<namespace_routes/oauth/authorize 89 URL @4 /71LA /authorize 452 (71' BREIMT) L
RAIEFERE, LUME OAuth #UERETLAERE TIE, ${url} EHL Y LEIR URL, #HITH L LEERNS
HHhRELMER, 1€ ${query} BN YRIMEINFSE, MRKRE VBN, NnbER
loginURL,

: [ RAE B2 5IER /oauth/authorize 15K EEMEIF URL, S HHIIEHE WWW-
Authentlcate challenges & i, AREMEIRER
https://<namespace_routes/oauth/authorize, ${url} E#: a1 URL, #1178 LAEETIHSH
L2 EA, 18 ${query} B h YR EINFERE, MERE VBN, NiER
challengeURL,

X EE PEM FRIBIEF 4 &8 OpenShift Container Platform ConfigMap B93|FH, A{EEEENM
FF, LASUETCF2AR 5585 B TLS IEF,
HE

B OpenShift Container Platform 4.1#2, HMRHEFEFEE ca F&, XBHFRER
BIACEE 1 X $F mutual TLS,




%7 RESHIRHER
Ak BAE (on) BIFIR, MREE, NBAHRTAREIIRFERET (cn) AR ik
B, RAEFEREFRICLFNAI G, MRNZE, NRFEMEAEHT. RES caZiaEA,
BiF =R -~ SOk ER. B—1Pa22ENIRARBERR. ©FE, TRIOKRNE,

B E R FRME A BIPRk BFE, SB— D EEEMNICLRAFEFEME b, Tk, RRAKRN
E,

BIifF 3% BB &, B—1NaSENRCAERELRTRER. 7k, FROKRNE,

90 09 o

RIiFEEREER P ARk (NR5®1T headers FIEEMILBEMN T AL HMHRE) .
HE&R, F—TEaENKREEERSG, ik, FROKRNE,

HinBR
o METHAMEFRRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

755 EREFFRNE N RHRER
REERZE, HELPRN—DERRERERE, LUEBHR ST T HBRIE,

SERFEH
o {i|# OpenShift Container Platform %£&%,

o NEMIRHEERCIZBEE KR (CR) .
o WIBZUEERFNESR,

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

pa =3

fNR—" CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEAE, HETAFA.

I $ oc whoami

7.5.6. {F & K12k ##1T Apache K IEMIED & = 5!
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A i KTk B2 1RF2F N OpenShift Container Platform BZi& Apache FIER AR S5 250
BEXNHEEE
&5/ mod_auth_gssapi &5 2 F 15 Kink B P IREBFIEFEE Apache WIEREBRRITAZE, BXHAF
BEONFEN, MRFHEUTEX, EIREREREMARIE :

o [HETE B % FiHiE KA X-Remote-User #7:3k LARA 1E #R T

e 7£ RequestHeaderldentityProvider & F o il T8 S imIE B IIE .

o (HAJIFEER X-CSRF-Token ik N B KIS R E,

o 5ME R A /oauth/authorize i M A HE FRF B I RIBNIE, EEAWIBEES, LUERHKIRS
2 LU E P im A X B EFRMIALE,

o IEE| hitps://<namespace_route>/oauth/authorize By URL @ /iLA /authorize 45, B&E
RAERIAAT. #I40 : https:/proxy.example.com/login-proxy/authorize?... /IR E]
https://<namespace_route>/oauth/authorize?...,

o {XIEZ| https://<namespace_route>/oauth/authorize #J URL B FERER VIR IEE
https://<namespace_route>/oauth/authorize #9F &%, a0 :
https://proxy.example.com/login-proxy/authorize/approve?... K IEE]
https://<namespace_route>/oauth/authorize/approve?....

https://<namespace_route> ik 2 F| OAuth fRZ523HEEH, FIETIZ1T oc get route -
n openshift-authentication %EX,

fEAERIRLECE Apache BA%UE
XN fIE F mod_auth_gssapi #H 5 A& K5k B2 1R MR FEE Apache I EE,

SoREH
e &iT Optional channel 318 mod_auth_gssapi &5, ENTEAMIBRPLEUL TGS -
o httpd
o mod_ssl

o mod_session

o

apr-util-openssl

o

mod_auth_gssapi

o EMATFRIHRRAIEINLBIIERE CA, EXEE& CA M OpenShift Container Platform
ConfigMap /%, XaJLLUBIZITUL T e 5

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

Q IEP ML NI T EFE ConfigMap B9 ca.crt # 1,
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I
IR AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

o i - WAEBEMRE FumIE B A LAMEREM x509 IEB TRERMXMER. & iHIEH$ S
REMR CAZE R, LEIERRZAIEIRLEIER,

o HWEMRMEFUZAELHIR (CR) .

b =
R EBFEAE N IRIEBIEED OAuth BRSS%, ZIRSS 2 LB N5 1F X-Remote-User 12k,

1. N Apache BCBBIEIEF, 1&i@iT SSLProxyMachineCertificateFile S {5 E I+ 2RSS
FIIERENFERANKRER FmREIER, EY%4ER TLS Web B S ARIEF hT BREHE

2,

2. O3 Apache BECEEX#, ERAUTERERHMEREME

. e
FAREERNIAS, FHREFEEIMEEE LHBNHIREA,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on
SSL CertificateFile /etc/pki/tls/certs/localhost.crt
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SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>
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</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2 F| OAuth ARS523MVERH, A& TZ1T oc get
route -n openshift-authentication % EX.,

3. BHAE LEIR (CR) H# identityProviders /77 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. BUFECE :
a. BT REIERBE A IRIEBFRIIRL, BIAER LUETER SRS -
# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. BEERFIEPHER FERSH, BILNKERMEFIHIEPEIEREKN :

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. #i\ challengeURL EEEE/EMA :

# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

Z 1%l challengeURL EEM, UAFT—H¥%,

d. BIENMRSEETR—NH A WWW-Authenticate E A58, THEmias M NRiaEEH
401 MR :

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

e. MIRXTEME A Kerberos ticket 18 A Kerberos ticket 915 T &% 2 OpenShift
CLI (oc)
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i ARG KinitEM T Kerberos ticket, 1 ELAH®
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIA TR,

i. &K Kerberos ZIEEXE oc :
I # oc login -u <username>
ERRFEHAER Kerberos B,
iii. X% oc TR :
I # oc logout
iv. AR Kerberos FEIEIRTE— 1 ticket :
I # Kinit
ERTFRHANER Kerberos F 1 & E T,
v. INERTLLEKE oc :
I # oc login

MREEILER, BRETHTERMRHATIENER FTRIDER.

7.6. F2i& GITHUB = GITHUB ENTERPRISE B3R {t12

BCiE github FDRMFERE, #1%F GitHub 3 GitHub Enterprise B9 OAuth B34 IERR 552835 UE A 7 & F
g, OAuth ATLAPBI OpenShift Container Platform #1 GitHub 5% GitHub Enterprise 2 8] 8945 & 32 #it

s
NlLo

IRAT LME A GitHub SR #E GitHub =X GitHub Enterprise, XfF GitHub Enterprise 52/, &/t
SRS hostname, FRNAFRMEERS G KPFEAB ca it B,

- BRIEBFTERR, BN THERNERF GitHub # GitHub Enterprise,
7.6.1. %F OpenShift Container Platform ) PR ILIEF

BIANERT, £BHHRE kubeadmin B, RIFEFDRERERF, Bolg/B—1TEELHER (CR)
Fimd iz F R iRHEFFCERMBIEE R,

p= Y=
OpenShift Container Platform P &AREESRIE /. : §1 %,

7.6.2. XF GitHub &1p551F
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BSiE GitHub &4k, A REA GitHub k& Sk OpenShift Container Platform, AR LEEHEM
GitHub F /™ ID BIfEM A &K OpenShift Container Platform 5%, &a LU RIFFIRRFIZA(NBTHE
GitHub HZ M9 /.

7.6.3. /M GitHub N B2

E4F GitHub X GitHub Enterprise R{EFP1RHER, B IUIMEERBBNBRER.

pi% &2
1. £ GitHub LM AR :

o XFF GitHub, = ifi Settings » Developer settings » OAuth Apps — Register a new OAuth
application,

® XfF GitHub Enterprise, HiIfE GitHub Enterprise £71, ARG mi Settings = Developer
settings = Register a new application,

2. BIARN FATEF AT, t0 My OpenShift Install,

3. HIAZETI URL, #0 https://oauth-openshift.apps.<cluster-names.<cluster-domain>,
4. w3k : AR AR,

5. FIARAEYE URL, HA URL RES & FDIRHFIZR name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. mifi Register application, GitHub 12#t% i ID F1%& /i secret, EHEHAIXL(ERTK
S iREREFEE.

7.6.4. 0] secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RFK B EE
P secret, & imUEHAIEH,

pi% &2
o FAHLUTHSUE—IEEFEFEN Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o HALMFARAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. G2 ACERRSY

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMRHEEFMBNIEBIIAS,

v ==
! RA GitHub Enterprise BE IS,

iy =

o FRUTHS, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, iEFiil4%
WLF T2 5 7E ConfigMap 5B ca.crt f A,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR LA LU YAML RO ESERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.6.6. GitHub CR 7§l
LI BELHIR (CR) &7 GitHub S RMREFHNSHM AT #Z(E.

GitHub CR
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca:

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

IR IR L N RIZRAE GitHub B P ID A, LUCAHAR S D &R, ©i0 = AL
URL,

RN LR M2 B F D] User X Rz (A2 ITBREY,

Al ¢ XA PEM RASIE 0L MU HRSE B B9 OpenShift Container Platform ConfigMap HJ5|
A, URAFRHIEFERE URL MRS SRIEH. (NAFHEIELAFEEBIRIEFH GitHub Enterprise,

FEMEY GitHub OAuth N T2 BI% Fim 1D, N ARF % /EEAEE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

X E8E GitHub & fIE F'ifi Secret B9 OpenShift Container Platform Secret 8#935| .

X F GitHub Enterprise, AR HESBIRENE, 20 example.com, XMERIS
/setup/settings X4 F# GitHub Enterprise hostname {ECE:, BRI EFEIHAS, MRERIEEIX
ME, MIE X teams = organizations, X F GitHub, iH&EILSH,

HAFIFR, WIUXE organizations s teams FE%, [RIEXE hostname FE, =HEF
mappingMethod 1%/ lookup, A5 teams FEL5AFEA.

FAFIZR, /1% E teams 5 organizations FE&, FRIEXE hostname FE&, HEF
mappingMethod %7 lookup. ~7 5 organizations FE&Z5 &,

INRIEE T organizations = teams, REEVEZ—NFIFIHA K HIHI GitHub FAF &8
Bk, WRTE clientD FEEM GitHub OAuth N ARFEARITZHL A, NHAFREE
R F B = A VIR F BEE At T, X ATLATEHLAEIR 1 3 —RE K GitHub 58
B, A LT GitHub HA%E 5.
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Hi 5w
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.6.7. EREBPRNMB DRMERF
REERZE, WELPRM—DERREERE, LUEBHR ST T HBRIE,

FeRFMH

o {i|E OpenShift Container Platform %£&%,
o NEMRREEFUEBEE KR (CR) .

o WIBLZUEERFNER.

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR—" CRA7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. M OAuth BRZ522IKEX T hE.
HZE kubeadmin f - E#fER, oc login a5l RIREANMEI15 7] B LIRSS R8I R TR 1 BA,

AR LA A web 615 R (?)UiRILTIHE. Help » Command Line Tools— Copy Login
Command.

3. BFEIERE, RHSEIHTEORIL.

I $ oc login --token=<token>

cak

x
% XN EMRUEFFAFERR S RNEEER,

4. WA ERRY, FERASR,

I $ oc whoami

7.7. B2& GITLAB BB {12 %
M GitLab.com SR EAM GitLab SLHIVE N BD1RIETEF, BLE gitlab B0 1R EER.

7.7.1. %F OpenShift Container Platform 8 53R HEF2F
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider
https://gitlab.com/

B7EKEFDRUER

BMIAERT, £BHHRE kubeadmin BF, BIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F iR FFCERMBIEE .,

p= Y=
OpenShift Container Platform AP &AREESRIE /. : F1 %o

7.7.2. %F GitLab B35 F

B GitLab &%k E, AR LAMEAE GitLab &UEE X OpenShift Container Platform,

SNRMEFA Gitlab BkA 7.7.0 B 1.0, ETLUER OAuth EMHITIERE. MRMHEM GitLab lRA 111 HES
kA, f&RILAER OpenlD Connect (OIDC) #17i%#, mMAEA OAuth,
7.7.3. Al secret
B2 1R H72F £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF T EX
P secret, & imUEHAIEH,
i =

o FALUTHRUE—INEEFRHER Secret KK :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
IR LA FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o HALMFRAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4. Q2 E MR ET

SR F2F# A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIIAS. TERTEEGMNRHEEFMBENIEBIIAE,

. ==
RA GitHub Enterprise BE IS,
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i

o FRUTHE, ENLIEIUEHMANIIH OpenShift Container Platform ConfigMap, IiEFiil4%
HLF T2 5 7E ConfigMap 5B ca.crt f .

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LT YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.7.5. GitLab CR 7Rl
LI BE XHIR (CR) iR GitLab B RHUEFHSEM AT ERE,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 9
ca:

name: ca-config-map

IR TR BN RIZERAE Gitlab 80F A/ ID &, LULAR SR . B4 AREER
URL,

RN LR M2 B F D] User X Rz (A2 ITBREY,

SEMEY GitLab OAuth N ARZF R iR ID . NARFUABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

o 00 o

XTEE Gitlab & IR i Secret B9 OpenShift Container Platform Secret #958|F,
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https://docs.gitlab.com/ce/api/oauth2.html

B7EKEFDRUER

© GitLab REEFRFHEN URL, XELLE hitps://gitlab.com/ 5 Efth 55 E GitLab 56,

6 AL N2 E PEM ZRAGIE B A S HRZE 28 OpenShift Container Platform ConfigMap 8J5|
A, UAFRIEFTECE URL BIBR S5 38 1E 15,

Hi 5w
o METHAMEFNRHEFREANSEH (11 mappingMethod ) HIER, 1ESH SHRIEERS
.

7.7.6. ERERRNMB DRMERF
REERZE, HELPRN—DERREERE, LUEBHRA ST T HBRIE,

FRFM

o #]i OpenShift Container Platform & &%,
o NEMRHERLUEBEELHER (CR) .
o WINBZELIER A SR E %,

ik
1. MAEXBCR:

I $ oc apply -f </path/to/CR>

L

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WINASEEME, HETAFA.

I $ oc whoami
7.8. i@ GOOGLE SRR
Bt & google B2 72/, £ Google BJ OpenlD Connect 5% o

7.8.1. %F OpenShift Container Platform ) S 1R T2 F

BMIANERT, £BHHRE kubeadmin BF, RIEEFRRHERERF, Boig/B—1TEELHER (CR)
Fimd iz F iR FFHCERMBIEE R,
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' I8
. OpenShift Container Platform AP &ARREEIE /. : # %o

7.8.2. X F Google &%
8 Google fE N B RIETIRFHS, £1A Google A M #REES IEHIARSS 22 T BRI IE, & AT LAE
hostedDomain B EE M, (F 5D UERSI N ERE LB A,
p= =1
& Google 1F B D 1R M2 FE K A (£ <namespace_route>/oauth/token/request
RS, UMERFaSITIE,
7.8.3. fl|& secret

B2 1R 152+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EE
P secret, & imUEHAIEH,

pi% &2
o FAHLUTHSUE—IEEFEFEHEM Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
IRIART AN FALL T YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o BALFEARAUTHEEL—NEESXHEARAEH Secret X R, INIEFHXHE :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4. Google CR R:f5l
LUFEE IR (CR) £ Google B3 1RIFRFMSEM AT EZE,

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
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name: cluster

spec:

identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

IR AR 2 FME W RTZEMAIE Google 3=/ ID &, LULAHAMSH &, ©ieAREENEE
M URL,

RN LR M2 B F D User X Rz (A2 ITBREY,

SEMEY Google WH MIZE Fim ID . WB R AIBCEABEEM URI https:/oauth-openshift.apps.
<cluster-names>.<cluster-domain>/oauth2callback/<idp-provider-name>.

X 8E Google X fMIE Ik Secret B9 OpenShift Container Platform Secret 8#935| F,

FATFRREI &Rk B E T, MNREA T lookup mappingMethod, MIA%, MR HNZE, {F
Google Mk &8RRI #H4T H D51,

Hth TR

o MFETHAMAEFNRHEREANSEH (11 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.8.5. ERERPRNME MDIRHER
REERZE, HELPRN—DERRURERE, LUEBKR ST T HBRIE,

FRFM

it

o #]3# OpenShift Container Platform & &%,
o NEMRHERLEBEE LHER (CR) .

o WIBLUEEFMNER.

1. MAEXHCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,
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2. M OAuth BRF522IKEX T hE,
HE kubeadmin f - E#fER, oc login a5l RIREANME15 7] B LIRSS R8I TTRY 1 BA,

R AT LB R web #HIE# (?)15RIETIHE, Help » Command Line Tools— Copy Login
Command.

3. BREIERR, RETEEITEMRIL

I $ oc login --token=<token>

a BN SR RMRE RS EA A ANBGET,
4. WINBPBEERY, HERBH G,

I $ oc whoami

7.9. fidi& OPENID CONNECT 5121t
BoE oidc BIpIRIHER, FRZIULIERS OpenlD Connect B3 1R T2 E K.

7.9.1. %F OpenShift Container Platform ) E PR ILIEF

BIANERT, £BHHRE kubeadmin B, RIREFRRHERERF, BolgB-—ITEELHER (CR)
Fimd iz F iR FFHICERMBIEE R,

p= Y=
. OpenShift Container Platform AP &AREESIE /. : F1 %o

7.9.2. %F OpenlD Connect &P

OpenShift Container Platform #1#J Authentication Operator BEXKECEH) OpenlD Connect {312
53 OpenlD Connect Discovery #14&,

-
A% ID Token #1 UserInfo f2%,

HINERT, HE openid SE[#l, NRNE, FI{E extraScopes FEx 15 EZANHISEHE,

AEAT AN B M OpenlD B RMHIZFIREIM JWT id_token ; ZAEIEE, thaiZEXE M Userinfo URL
IR[E1Bg JSON,

W EDERE—NEHR, UREFRFBER. ENSHERR sub,

A LR ERERERANE R4, DREHMAFHMEIt, MRIBET SR, NIE
RB—NHBIFEEMBER, TR THAERER :
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
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B7EKEFDRUER

7=EA 3T

sub “subject identifier" 4 E, FAFESXELTEZD,.

preferred_username BFAFANHNELAFSG, BFra2ERANEER, Wjanedoe, &
;T;, S 5B RIERG R AP B RS AN NBIE, R A

email R FHR Ak

name ERAR,

MEESIER, H5 5 OpenlD FHHIAL,

AE
BRIEIEZMY OpenlD Connect B IRIETEFZFFHIRAIA & BILEIE (ROPC) #AUHE, &M

F M <namespace_routes/oauth/token/request FREXNSHE, FREMTHEITT
=]

Z7=~o0

7.9.3. X OIDC # N E

ZL#87E OpenShift Container Platform ARilli{ 3 2 #4F EH OpenlD Connect (OIDC) #tK#, OpenShift
Container Platform &332 # LT OpenlID Connect (OIDC) #t5 ., £ OpenShift Container Platform
RERRESFEELTIIRFPH OIDC | AR UES T/F, BRASTAEN, EHEFHAIES:
o

® GitLab

® Google

® Keycloak

® Okta

® Ping &%

o UTHEH SRER

7.9.4. 61]% secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF T EX
P secret, & imIEHAIEH,

AR
o FRAUTHLUE—IEEFRHBH Secret XK :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALMFARAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.9.5. G2 ACE AR GY

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMRHEEFMBNIEBIIAS,

Ve ==
RA GitHub Enterprise BE IS,

iy =

o FRUTHS, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, iEFiil4%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.9.6. OpenlD Connect CR 7=/

HUTBEXER (CR) &7~ OpenlD Connect B3R HIEFHS MM T2 (E,

MRESIIEE BESEBH S, FASEHE. FARPUE RS userinfo URL, HfEATZEN
OpenlD Connect CR,
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¥7~AE OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... e

clientSecret: ﬂ
name: idp-secret
claims: 9
preferredUsername:
- preferred_username
name:
- name
email:
- email
groups:
- groups

issuer: https://www.idp-issuer.com G

QDO 009

52% OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:

clientlD: ...
clientSecret:
name: idp-secret

RN LR RZ B B0 User X Rz [/ 2 ITBREY,

T E & & i secret B OpenShift Container Platform Secret X §RB93| A,
REFPMERRSIR, ERE—TIEEFHA,

OpenlD MSER#RBIINIZ ZE AR, wER https, BAH EAHD RAM,

B7EKEFDRUER

WIRHBFZMENRIARES P ERER, UAHARS DL, SATARNENEER URL,

£ OpenID RHREFFEMAE A IHIIE Fif ID. 4% P indsJi6e 1S & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,
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ca: ﬂ
name: ca-config-map
extraScopes:
- email
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username

- nickname
- given_name
- name

email: G
- custom_email_claim
- email

groups: ﬂ
- groups
issuer: https://www.idp-issuer.com

AL N EE PEM ZRAGIE B A MR8 289 OpenShift Container Platform ECERLSTHISI A, L
AT RIERrECE URL BIARSS2RIEF,

Fi%E : B} openid SEEIABIRIIETERSEH FISR, ERMEREERIAEEA,
A ¢ BRETEIIRAN G RRIE K AR BRI IS 2R G
NEEBEERFPNBFELR - ENFBENIIR, ERB—TIEERER,
REERBMIERSIR, ERB—NIFZEH.

RER FHiME IR BRTIR, RS- TIEZEEHR,

OS99000® 9O

FA P& xE, FTF OpenlD Connect N FEHIZH S OpenShift Container Platform @ 897 BAZ1
=, FAE—IEEER,

HinBR
o METHAMEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.

7.9.7. ERERRNMEBDIRHRERF
REERZE, WEEPRN—DERRUERE, LUEEKR ST T HBRIE,

FRFH

o #]i# OpenShift Container Platform & &%,
e NEMRHERLEBEE LHER (CR) .

o WIBLZUEEFMNER.

68
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iy =

B7EKEFDRUER

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

Ea

fNR—" CRI7FTE, oc apply RUEZ—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. M OAuth BRZ522IREX T hE
HE kubeadmin [ E#fER, oc login a5l RIREANME15 7] B LIRSS R8I TTRY 1 BA,

R AT LB R web #HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login

Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

INRIEBI OpenID Connect HMRHIEFZFFHIRFAMAEBILEIE (ROPC) AL
o, BEILUMERAR S RMBEER, BUREREHTHENNSE, HEHRERER
J& F ROPC .

£ OpenShift Container Platform HREZE OIDC FpiRtieF/E, ERILMERUT
RER, MMRRENAFZMED -

$ oc login -u <identity_provider_username> --server=
<api_server_url_and_port>

4. WA ERRY, FERASR,

I $ oc whoami

7.9.8. £/ web ZH AR EZ M RHEERF
BT web #EIATII CLI ERESHRHRERF (DP),

FRFH

o MUMLIEREE R FDEFE web #HIA,

it =

1. 5= Administration — Cluster Settings,

2. 7£ Configuration LW T, Hii OAuth,
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3. 7£ Identity Providers 38, M Add T HEREFRENEDIRERRRF.

ERLLEIT web EFIGRIBEEZ D IDP, MAREZINAER IDP,
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& 8 & {1 RBAC & X M AR

28 8 = {# A RBAC E X F1N AR

8.1. RBAC #ih
ETAGHRIES] (RBAC) M HRAE RS 1A A EHWHITH EHIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S ETEHESR
B IR R BREF L

FFA NG R ERARASHMAEREFIEATIFMINITE, FiR, RUESEHRIEDFH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE

BT &R fed

AL —HN R ERIVTHIRER S, B, ArSRSIkFESHIE (create) Pod,
Al MNES, FTLUSAAMAXKIAER S M AR,

HE RFH/ A5 A B ZIRBRE,

R RAE) RBAC A B FIAER M NI -

RBAC 451 ek

&£ 2 RBAC SETETEYERNACNSE, EHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/aRB| AR FIA A B,

SHABAERFAETERIGINAE. AGHEFETIEII ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHABTRHEEBHAREIIIRESH F N OEAX
ha e,

XFHRMRDRERATFBLIERABRESNIENESEREA, BN RAFEIRRAGENITEHEE
o

FEirhidRRS, ENERERARAEMAMAGKE, Fl
1. JEHREESEHEE allow M,
2. R A ER "allow HLII,

3. BILvRYE,

811 MNEHAR
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OpenShift Container Platform @& 7T —HRINMWEE AR, ELUESE TR ARSI ER A
F4H,

' .
FRWFNERRINERA R, MXLERGAENEWRATRRMEIEERFER T/,

RARR AR fed

admin HEEEE, MRAEARMAEHRER, I admin ENEFTB PHEMAEIR, FEEHR
T B A BREC AT A B AR B R

basic-user AP LRI XTIB B NERER,

cluster-admin BN AP A UEEETE P HITEMRIE, SEARMIEERAE— TR, X
A AR LASE £ 1 B & — RIRB BRI AT A R F.

cluster-status A AR LURER B AR ERHREE R

cluster-reader AP A LRI EBE RSN R, BFRREERE],

edit WA RIMESRIT B p RSN R, BXNEEFHERAEBHHE,
self-provisioner Lt A LAEESHITE,

view WRPEETEMEDR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMAMERAE AR, Fn, MRERAAMAEBHER cluster-admin ABHEE—TA

F, XARREMNZANRA TREEEANRKN. FXFHFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNEEAFIERTX—A. ZAFEESHAE admin IR, HUKiIZIE

B9 —LLEAAAR,  BIANAEE TS a0l B B R R, @i web #HIE Ul RIER WA ET RIS ANBE,
NEFRRIHAEINEERHEEANERABRHAE, AM, ERIEATARAMIE cluster-admin B9
At BHE,

THERTRTRHAG, FAG. SFHAGKTE. FtAGHE. A, AMRSIKS ZFEXR,
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— O O O O @) @)

] TEe O 1 1

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)
Rule Rule
PROJECT
e e [ I
i i
H CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE H
i (View) (Edit) (Admin) (Cluster Admin) i
1 1
i Rule Rule Rule Rule Rule Rule Rule Rule i
i i
1 1

......................................................................................

g

==
=

LN A — AR, get pods/exec, get pods/*, #ll get * #NI &% FHATIL
R, N AmAIMFNHIERN, 28R MREMEFENZ/ RBAC IR, MMBEELE
2, B2 RBAC M FHITIR

8.1.2. IHH %A

OpenShift Container Platform {8 F LA R JLI SR AR AT

51
EVRE AV Nl =EE LTI E
B
BHITRRE, ERSEBERT, XBEUT/LIEMN

o JiH : BUIMIMIIE. THZ—Mi A ERRR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXREENIR THANEERERR.

o R{EDhiA : #R/EAS : get. list. create. update. delete. deletecollection = watch,

o BRABH : EUIEY API R R,
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e
HEMTREIKR, AFHESABZIARRKIEK,
OpenShift Container Platform @it LA R LA S B IAHRAL

. ERESOMUESEERERERN AR HEHNARERE,

N

. ERAEREHNANMAR R,

w

A A Bk EHN ABRT A M,

i

CEN AR ERE, AR,

ul

. SOSRRECEIECESEIAN, TRIAELIZIERAF.

R

HicE, BAMARURNXEIAEISIAE,

TEEEAATUER CLI E5AABNAERSR, SESEMABXRNBRFIFAMKIRN—HR,

BF

B A ERAEETEERNNERABRRHE—NIERN, FREFRIE
cluster-admin = system:admin B5E2¢ A B AMEEREESERE Y E,

SHAGRESHIVIE L NAR, BRSNS BIHHTHE,

8121 EHABRE

ZRIABY admin, edit. view #[ cluster-reader £EABTREHACRE, HhE AGMERNNITE
BT FHANE IS EH, REERSCIEBE LHKIREY B Kubernetes API I, LLIhBEF BE L,

8.2. ji B #fp % 22 [A]
Kubernetes &% ZZ/FARMLIX EEERE P FURSEF BN, Kubernetes i HIRIHE X MR ERINEZF

/GNO

R ZEE AT RIZEME—SEH -

o IEELMIEIR, LUEGEARMZ HZE,

o ERATERINEEZRI,

L BE%u*iEm/ﬁ/é*%E’Jﬁb °
REPMAZET REB T BT LESTEHE, B—ENRAELIBSEESLZE, W07 =MBEN,
T ERME 5 ZAE AR Kubernetes fn & 22 (7], 2EEEMAF FRIGAAPRMESREAX, BdWE, —
/\*iIZEI’JFHF’TME'—:‘FE@HEB@E%E’JHUTE'F?H%D\%D HHEAR, A SIHEE R RS 0E R
IR ; =&, MERABAENQETIE, NB3hEAECOIEDE MR ATR,

T B o LA kA name. displayName #1 description.
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o HAAWER name BT ENM—IRRARF, EFEMRCLITEHAPIFNEE L. RAIFKERS N 63
NFEF.

e TR displayName 2Ui B £ web 15| & M ERFER (X1 name) .
o %M description AT LUA T B IR EINEANBHR, A BRTE web HIEH,

BUIERE T B —4AH ¢

IO 3 25U

& (object) Pod. BRZFSFEHIILH 2=F.
&g (policy) F3 A BEE X REATERAE AL,

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR5 ARZ5K - B B P B Aok SR 8948 TE U (I A BR AT 1R 4F
SHEENALULRIIE, FaNUENERIRERS A XKANERKA, SHEENHBATLURTTT
RN QEBCSHIIE,

FARANAFEE AT LUMER CLI = Web #HIB 5B R A,

8.3. BN\ E
OpenShift Container Platform My & FEIATE, &F U openshift-- FFLHIEXN B MERNE
E, XEMERENEN Pod BTHEZHGMEMEMIE A, 15X L 2[R oA X

(critical) Pod X f#Z#) Pod R EBEER, TIITALURIER kubelet A, TEIXLEHLZZH dHETEHAENE
B Pod BHRic N critical”s

BT SCC HEMATELUT E— BN MR Z A F ] #) Pod: default. kube-

system. kube-public. openshift-node. openshift-infra, openshift, &7 EEfEFHXLE
4 22 A FA K217 pod AR S5

8.4. EESHAGNHE
177 oc describe #p 4, WLUER oc CLI EEEEEHABMYE,

FeREZH
o L%k oc CLI,
o KENEEEEA BN ENIR,

HESRFSEHERNAZET cluster-admin BUAKE A BHA A LM ERIUTEMIRE, SEEERHA
BIHE,

it
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. BEERHAGRERKBOMNILE

I $ oc describe clusterrole.rbac

it Bl

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams [ 1 [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
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deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection

patch update get list watch]
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daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]
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imagestreamimports 1 [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host i [ [create]
subjectaccessreviews 1 [ [create]
subjectrulesreviews [ 1 [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io 1 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate i [ [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 1 [create]
imagestreamimports.image.openshift.io [ 1 [create]
routes.route.openshift.io/custom-host [ 1 [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io [ 1 [get delete get delete
get patch update]
namespaces [ 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec [ i [get list watch create delete
deletecollection patch update]
pods/portforward [ 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 [ [get list watch create delete
deletecollection patch update]
services/proxy 1 1 [get list watch create delete
deletecollection patch update]
routes/status 1 [ [get list watch update]
routes.route.openshift.io/status [ i [get list watch update]
appliedclusterresourcequotas [ i [get list watch]
bindings [ [ [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log [ [ [get list watch]
deploymentconfigs/status I 1] [get list watch]
events 1 1 [get list watch]
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imagestreams/status 1 1 [get list watch]
limitranges 1 1 [get list watch]
namespaces/status [ 1 [get list watch]
pods/log 1 [ [get list watch]
pods/status [ i [get list watch]
replicationcontrollers/status 1] I [get list watch]
resourcequotas/status [ [ [get list watch]
resourcequotas [ [ [get list watch]
resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1 [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details I 0 [update]
builds.build.openshift.io/details [ i [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.

rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. AELINERAGHERS, XETHAEITRAAGKASMA
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I $ oc describe clusterrolebinding.rbac

s
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
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Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.5. EEAMhABIMYE

{3 oc describe 5 &iT oc CLI EEEAR A BIML E,
FeREH
o 4 oc CLI,

o KIMMEFAMABIMAERINR :

o MEEESCHEMWET cluster-admin BRIAERE A G A 7 ol LT EM FRHUTEMERE, S
EEEAhABNLYE,

o FMHET admin MNKHACHAFTUEEHERTBE A BHHE,

it =
| AELAAMACHESRS, XETHAEINLRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac
2. EEHMIBENAAGHE, HEGTHRM -n 7S :

I $ oc describe rolebinding.rbac -n joe-project

i~
Name: admin
Labels: <none>
Annotations: <none>
Role:
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Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6.MAFRINAR

TLUFER oc adm BIED CLI EEEA GBI E,
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NAEeHESRMBAAHET LA KNAETZARR TR, & LER oc adm policy %
[P ARMANBRE R,
A LURHE R BUASERE A 40 8 B0 B Fhry A tth B - s 2H,

iy =
1. BEETEFNAFARNAE :

I $ oc adm policy add-role-to-user <role> <user> -n <project>
BN, ERAILLETUA T &S, & admin BAEHRINE joe WHFH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

TN
AR AN AT YAML AR RINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEEAMABHAE, FHEHDPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
#ian, EE joe MEMNAMBBIHE :

I $ oc describe rolebinding.rbac -n joe

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace
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User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
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Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice A 7~ E7 0%/ admins RoleBinding.

8.7. | EKhAE
Bl LU B EARth A e, AENEGERIAS,

it
1. BENUIHCRAAR, HZITUU TR

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
ELa oA, EE

e <name>, A EHELHR

o <verb>, LUES RN, NARABRIRFIIFEFIR

e <resource>, AGLN AR

e <project>, 1B &F

Bin, ZOE—AMAEREAITHASEE blue B M Pod, 1HZTUTHS :

I $ oc create role podview --verb=get --resource=pod -n blue

2. EFFARHERRF, BTUTHS :

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.8. LIBKHAE
BRI LD R R .

it =
. BAREEAR, HLTUTHS

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
ELbaSH, EE

e <name>, A EHEZHR

o <verb>, LUES RN, NAZRABRIRFIFEGIR

e <resource>, AGLN AR
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pign, EQR—IERBEAGRAFASTEE Pod, 1HIZTUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.9. KA BHMEMS

AEERUTRFE A NAGHEEER AN XETA G, TLUEA -nIFEREETE, MRKE
E, NfEREmIA.

R LUER U T e it T4 RBAC B,

& 8.1 KihABIERF
LR sk

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] DU B — BRI T iR e,

$ oc adm policy add-role-to-user <role> HEEABHER LRI B RNEERF,
<usernames
$ oc adm policy remove-role-from-user MERITBRIIEER - BIRIEEAE,

<role> <username>

$ oc adm policy remove-user <username> BEREaERNEER - REMEAE,
$ oc adm policy add-role-to-group <role> EEABHEERZFIE RIEEL,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA R,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #HIREFIUIEAHNIEEAREFEAE,

8.10. R B EMS

HHEUMERAUTRESEERARHE, RNEHARHEGERARERZZRMEER, MLLUXLRAER
£ -n 1,

K82 EHABHERF

% ik
$ oc adm policy add-cluster-role-to-user NREEABAEREHPARAETENEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMATENIEER P BIREERE,
user <role> <username>
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L Rt
$ oc adm policy add-cluster-role-to-group N EABHERRERAANBIIEEH,

<role> <groupname>

$ oc adm policy remove-cluster-role-from- MEHTARETBEMIEEHBMRE EA R,
group <role> <groupnames

8. QKRBT

FEE B % cluster-admin A FBETE OpenShift Container Platform &8 EHUTE IR A K HIMES, B0
BN TR,

FRFH
o BwBLIBRTEE CAKHEEANAL,

Y=
o MAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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2 9 Z %% KUBEADMIN F

9.1. KUBEADMIN F
OpenShift Container Platform £ & &I 2 5EK B 0B — N EEEE 7 kubeadmin,

LA BE1E A cluster-admin A, FHHU KRN root AP, EFEEINSERM, X OpenShift
Container Platform IEHEM—H, RESTHRE, TEEFNHHHPSEIEXNEGE, Bl -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. #%F% KUBEADMIN A F~

EE LT BRI ERFFHOIEHM cluster-admin /5, BRI LI kubeadmin RiIREERH LTSN,

Digk

H
[=]

INREFH—FAF R cluster-admin BIHRBIX NS IRV, NS EHRRE
OpenShift Container Platform, Ittan 45 FoiEBEH,

FeREH
o WIIEDVEET —NEBHNIRERER,
o WEMAFHRIT cluster-admin &,

o WIBLZUEENFMNER.

AR

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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510 E TEFURIRS K,

10.1. BR S5 MK - Ak

AR S5k 1 2 —% OpenShift Container Platform MK F, & RFEMEER A AP, HE%WKF‘ EENIIE
BRI API ST R, BRSSMK MRS AP R T RIFWNAR, TREHZEMNAIANE

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
gﬁ.ﬂ;{ﬂ:—??ﬂ#%}iﬁ%rh&)ﬁ*ﬂ%, LAMEZH A RES VIR API EEHFERBEMAFBEIE, fin, EB1ERSSK

o SHIEHIBRATLIL H AP E A S O K BR Pod,

o ABARBINFAREFEALULH AP RHT Ao

o NEBN TR RILUL E AP E A SRH1T I s SR Ao
BIRSIKANAFRERE TRIB A

I system:serviceaccount:<project>:<name>

— RS IR AR AT N HBIRR R

il Wi

system:serviceaccounts BERGHHFTERS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .

BIRSK BB EW A secret :
o AP &2
® OpenShift Container Registry B iiE

ERRH APl ShERD registry RIEAS T HE, BaLEIHIER secret SRBEHE 1. HMIER secret B,
B — T secret REMKE,

S
plg

5

10.2. O AR S5
AT AET B QRS IR A, FH@it IS A Bl 5 %K S AR

it
1 Ak EE LA FRRSIKS

I $ oc get sa
tonf Nl

I NAME SECRETS AGE
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builder 2 2d
default 2 2d
deployer 2 2d

2. FEHEIIE P ORHRSIK |
I $ oc create sa <service_account_name> )

ﬂ EEH—UBPOIERSIKST, 1518E -n <project_names,

it Bl

I serviceaccount "robot" created

B
IRIAE AN FA LA T YAML ROIEAR S K

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL - BEERSIKFH secret -

I $ oc describe sa robot
LN

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

10.3. NARSSIK P %% A B RA)
ERTLME &I P PR T A e —t, HREKSIETAA,

o RATLUEHR U FITIEMARSSIK T, B30, FF view A ERINE top-secret 17 H F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

o1
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B
AR AN AL T YAML SERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o [HthELIAYTIE FERFERSIKIRTF IR, Fm, ERFSKAMERNTES, EA -z S

FIE%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

WNREA B PR ERSIKT R T UIHNER, EEA -z irE. SRR SE
FHRH SR, FHRRVEERRSIKRT IR,

R

AR AN AT YAML SERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o EEUNFEMMAZREN, FJLAMER -nETRECENARNTIEGRAZEN, WTFFIRT.
o N, RIFFIAEYIEHRIFMAERS K- EE my-project i E Y FTIR :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project
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TN
IRIAEI AN UL T YAML SERINA &

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o FtF managers i B R HIFT A AR 551 7 4R iE my-project i E B TTIR ¢

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

TN
RIARI AN FALLT YAML ERINA 6 -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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BNE ENARFRRERRSIKE

1.1, BRS5 1K P Bk

AR S5k 1 2 —% OpenShift Container Platform MK F, & RFEMEER A AP, HE%W&F‘ EENIIE
FIEM API AR, ARSI ARSI AP PRI T RIEM AR, TEEHREZENAWE

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
gﬁ;uﬁéﬂ#%ﬂﬁ%ﬂ]&)ﬁiﬂi, LAMEZH A RES VIR API EEHFERBEMAFBEIE, fin, EB1ERSSK

o SHIEHIZRTILLL B AP E FA sk 0 Sk MIBR Pod,

o ABARBINFAREFEALULH AP RHT Ao

o NEBN TR RILUL E AP E A SRH1T I s SR Ao
BIRSIKANAFRERE TRIB A

I system:serviceaccount:<project>:<name>

— RS IR AR AT N HBIRR R

i Wi

system:serviceaccounts BERGHHFTERRSSTKF,

system:serviceaccounts:<project>  SEIEETBPHAERSIK S,

BIRSK BB EW A secret :
o AP &2
® OpenShift Container Registry B iiE

AR APl SShEFD registry FUERRTHE, ERH@ HER secret SREEHEN ], SR secret i, REIR
Boh&E R — N secret KK E,

1.2. BEKABRSS R

OpenShift Container Platform £ 8 & A FEBEEEMNEIURS K/, FEANEZNTIE £ E LRSI
Fo

1.2.1. BOA LB AR S5k

JUANEAHZR e 36 23 B AR S5 ik 4 IEI2 1T, BRSS 23/3 BIHTIE OpenShift Container Platform EfithiZ2 41
B (openshift-infra) AL TRSG K, FERFEOTRIESCHEHAR @
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AR S5/ sk

replication-controller 4 fg system:replication-controller &

deployment- i system:deployment-controller &,
controller
build-controller 4 B2 system:build-controller &€, 74, build-controller fR%51Kk~tHaE

RN RS ETFXARF, UGIBRRFIIE Pod,

n.2.2. AT BERSSKE - HIAE
BANTEFLENBEANRESES

AR 35K/ ERAE

builder B Pod ., #i%F system:image-builder &, fiFERAMNER Docker
registry SRR HEX U B AR EERIRR TR,

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEPHEH
L5280 Pod,

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B R I A BRSSIK F #R & #% T system:image-puller 2, AP ERRNEE SRR registry MITTB &
B AR TR R ERER 1R

11.3. B AR S5
RIS B QAR S IK A, FHli IS E e Bl %K P S AR

ik
1 Ak - EEEEIUIE SRS
I $ oc get sa
it Bl

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHETIE R OEHARSS K

I $ oc create sa <service_account_name> 0
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ﬂ EESH—UB PRSI, 1518E -n <project_names,

i th o Bl

I serviceaccount "robot" created

TN
IRIAET AN FA LA T YAML EOIEAR S K - -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL BEERSIKFH secret :

I $ oc describe sa robot
i~

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

N.4. =N ERE ARSI ZEE
(BT LSRR 55K P B R 4> 4 18 W FOBiT AP BRI T B AR ER KBRS R,

EENEGG, 2 SH%IERA P %I EBRTEKE imagestreams/layers B get f{fR, EHEXH
&, 2B HEIERAE P %IRRT KB imagestreams/layers B update 1R,

BIANERT, — DB SRRFA RS K~ EAETGLERE—T 8 R EEA SR, M builder BRI MBI
TR —I 8 R A iR,

Pt =
1. BAERSKSH APl GHE -

I $ oc describe secret <secret_name>
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o -

I $ oc describe secret robot-token-uzkbh -n top-secret

it Bl

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3¢c970e4b7ffe

Type: kubernetes.io/service-account-token
Data
token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. ERTREMBEHITESR
I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...
=1

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>
3. WIMEEZURS K&K -
I $ oc whoami
=1

I system:serviceaccount:top-secret:robot
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212 E FAIRS K EN OAUTH & Fim

12.1. BR&5 MK F E 7 OAUTH & /i

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHRS
KEASHaEZERPN—LEXAFERNETAGHIIGE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR 551 P FAE OAuth & imH

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret I LLZ1ZAR 51K 7 BULEM APl 5%, 140 -

I $ oc sa get-token <service_account_name>

e EJIREX WWW-Authenticate fiif], iH{$ARS5M " _£BY serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L HIEARICEL,

12.1.1. EEMAE ) OAuth B FimBIRR 551K - 9 URI

SRR B A RIS serviceaccounts.openshift.io/oauth-redirecturi. 55
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

RAKEHARALN, IHRTATEREEENNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F@5d serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIZN S E E A URI,

a0 -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

fRIIER LAEE], OAuthRedirectReference ft1T5IF & jenkins BIB8H ., HLL, ZEREBIFAAEAC
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., 9
"group”: ... 6

}

1

Q kind 52 #WBIBX RHKE, B, R route,
9 name ERNRTHIE, NRUITNEIRSIK AL TFRE—6r& 22 E A,
9 group IEMEXN RATERE, IEZE, RNKRENEREFRER,

AUEFXMNERAL, REZSI AN RIBHOOEE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first A TIHEMYIE—#, X jenkins BEHE 245 A0 https:/example.com, I}
fEhttps://example.com/custompath # M }E%8, {8 https:/example.com I 1T, BB IRMHEZL
EHEXIT :

KR ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”
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i

a3
% EEENEBZFERMEI AN ROENZEE, IF—E2FENTN.

MU EE B EEEE AT UER U TR EITEFH -
<scheme:>//<hosthame><:port>/<path>

B —NRAILIKZIREIAH, KGR ABNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

%% jenkins B9 EHA A O https://example.com, JlI| https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

AR AR SMESERR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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13 F SRESHFRE

313 FETHEIERE

13.1. X FRESEERSE

BRI LOIREEE S, BELEIREBRAEMBA P SRSKS. Hla0, HEEEATEFERROE
Pod BITIR.

BERHNTEARMASBERF, BURTEEEEENRERF. RERE cluster-admin BHAEF
FrEQIRBSEH T,

B B EESEEESHN PolicyRule £ & RIFAESER, AE, EXRISXEMNFTEERE, FR
B EDEEEP—FSEEMN], FRELHL "normal" BIEFIHTIHE—F RN E,

13.1.1. B SB[
ArEREERTFARAEASMES, ElSETFEAN, RSB &R

user:full - R FFEA B P RFERYS AP #1752 813/ BifH,
e user:info - A RIELGHAFBER, WRAMRIE,

e user:check-access - 7217147 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIFRN RAEHERFNHNTE,

e user:list-projects - SS1FRi%Lijj[A], RILAFIE A AU R E,

13.1.2. AESEH
AEEEAEES 5L EAGHERSLMIRNIE, %8686 %% T,

e role:<cluster-role name>:<namespace or * for all> - $FEF RE HEE A B EMMIN, B

TR EM e R ZEE A,

AR XA REFALIFNER, BIEA BRI secret. ABHAEMABER
R, BLSEHSIBEADFIXLERIR, XEBTFHESAAR. 1Z AL edit F
ABHATEZANAR, BTN secretME, XWHEANAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 EHI#E{L, ER NS ERENSME
1FULSEHE R VF AN IR,
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14 = RS EIRSS K P S hE
BRI LMERAERS K S, edURESsHNEEMRIRERE (AM) RS (30 AWS IAM)ERKHIEE
Ao
14.1. X FHERS K S HE
&0 LUE 4P E AR 551k 7 45 RESE R 145 TE AR 5k P 5 RO A BRSE [l 1 645 h8 3% {50 P & A0 AT (R MOBR I, 3
BEITFRS I E IAM BB EDIIEU R IEEHE pod BIIGFEIEMER, &0 LUER SRS
TokenRequest API RiE K48 T BIAR 5511 7 45 b
14.2. EFEEBRFREN ERSIK - S
BT LUE R ARE, ¥ pod BB NiE R4 E AR SSIK 7 55 k&,

FREH
o ATLUFAEA cluster-admin B&IAE iR EEE,
o MBHIEBT —NIRSKT, XE/BRERSIK 4N build-robot,

it
1 ANk BRSSP ELE.
MRAERRNERFPER, IEBEFTFEI—F.
BE

NSRRGSR A E LB — DB E LIRS, NLRIBRARSIKF X EDHAE
T—1 24 MRS E.

B bl FERERTPBIAE pod FHUTIREN T REE KGRI B A EE
RITHVH E DR, EHITE—IRFRT, F4F Kubernetes API fR5528 pod BIFTETT
IRASREEBAR S Ik S X B R,

a. Jw%E cluster Authentication X5 :

I $ oc edit authentications cluster

b. ¥ spec.serviceAccountlssuer F X E NATERNRSIK S L E -

spec:
I serviceAccountlssuer: https://test.default.svc ﬂ

@ X MERIZR URL, @i5XA URL, HESIEGRIKA AT MR ERTIE SIS E
BN, BRILH https:/kubernetes.default.svc,

c. BRTFXHLAGERZ LR,

d. FFF Kubernetes API iR55 28 pod BURTIEIT IRAHE . FIE T REFEHEIT RATEFTR/L
DEREFE, SZFTEA T a4
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$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

# & Kubernetes API iR 5528 #J NodelnstallerProgressing X7

&, LIIERMATRES
ATFERIFBEITIRA, EEHFHINE, Hit

£ I 7~ AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

ﬂ EAGIR, SHFOEITRES I 12

MRFH B TRERRUTFUTHERZ—, NEHDEHTH, FFNLIHEEIL,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

DEBIAAE LTI T REEHERRRPHIFTE pod KiIFKHHHE
o HUTIREITRER :

c

gk

H
[=]

R DR 21T

ZBTEEN TR, NABPITIRS T RE

B, RNEARESBRS . HR, FHIEREEINME
pod,

BINFER T R. SFETRTE2TA, %FEET MR, BXRMEER, EEFET
ShMC N LUEERRBE, SN IEEEE TR

o FHERERPHFA pod:

a5 H-
= [
HAa SBR[ CISHRE & i iE T A

o

odo Jh: Pod &£7EMIMREBEIEE.

BT T e

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \

sleep 1;\
done
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2. ERABKFN pod BE NEAHERSIK S,
a. flI84% 5 pod-projected-svc-token.yaml #9324, ERBMT :

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token 9
expirationSeconds: 7200 6
audience: vault

R BRSS IR BB A,
N F X EERBEN BE, BTESEBRA.
(AnE) BRI FREBIRIEARS (A] (MR EALD) . BRIy 3600 % (/M) , B

WZEDF 600 F (10 08P . 1SR4 HE{E BT AR X MER 80%, HEEIT 24
INEF, T kubelet & FFIAZ IS RE,

o

Q () WESENTHERE, SENERENIILERESNESSFENERE
BAICEE, SNBSS, ERAEIIT AP IRSS SBRBIPRRRT,

b. B3 pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet {3 pod ERHFMH SRR, i pod AIME— N A REMXHBRERREDHE, HE
1% R B HA R R 45 R

3. ERHAESENARFREESEREN ERNEASHE,
A0 R 4 R AR RO (RIS IX MEB) 80%, &S 24 /MK, NI kubelet RFFE T,

Hin 5w

o EEEMHGTR
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£ 15 = EBLEM ETXAR
BB EEELREM LETXAR

15.1. X FRE£M L TR
5 RBAC HREZEHI AR AR, BB ARLUMER LM £ FX2YHE (SCC) K2 Pod BIFUR.
XL R EIE Pod B LAHATEVREAR BN TRILLI R BTR. SR LMER SCC E X Pod 12T o/l B BY
—HEM, MEHRERRTIES,
Bt Re M ETRXAR, B RLES

e pod E&HLUEH allowPrivilegedContainer I5 52 1T A 25,

e {#FH allowPrivilegeEscalation #7iC BR il pod,

o RIARALUARMITNAE

o [EHBERAES

o AEH SELinux LT

o RF/AIID

o (M6 ZE R FI ML

e i pod B8 FSGroup ML

o RIFHFFEHMEE

o ABEDFTENH root XHRLFHITEVIFIFR

o BREMMEHR

o fIFH) seccomp BLERMELE

BF

TE1E OpenShift Container Platform FE{E{al 6% Z2 (5] L% & openshift.io/run-level i1
%, HWHRZH#AER OpenShift Container Platform H{4E SR EE EE API HMED), 0
Kubernetes API AR %528 #1 OpenShift API BR552%. #1RIXE T openshift.io/run-level 15
%, MAKF SCC M AENZBRAZEE AP pod, M5 BUZES A28 E FRIZ1THIEMA TR
B EER

15.1.1. RANRL M ETFXAR

SHAELTRINREME L TR (SCC), WITFHRAM, & Operator st EMHHZREZE] OpenShift
Container Platform i, AJRERREXINH SCC,

5

AEEUBILSCC, BE NLEIA SCC A2 S HIE— LA Pod ERE = OpenShift

Container Platform F+Z i BRI, 7£ OpenShift Container Platform 3 LERR A 2 (8] #Y
ot FEH, BN SCC WEREBNRIME, XEFHHXL SCCHMEBERE Lo

Mk, HREFZEL/EHE SCC,
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F 151 RALE2M L TXAR

ZE2M E TR fed

anyuid {2t restricted SCC WA THEE, BRVFAFEREM UID F{EM[ GID 1217,

hostaccess R E EN L ZEE, BMERERIEEMAZEEH UID # SELinux £ TF
XiZiTREBE.

DIk

H®

"

Itb SCC RFENM ViRl a B 2R, XHRGIH PID, BRI ZH{X
AR EENETHREER, HEERT,

hostmount-anyuid

}2f# restricted SCC BIRRAEINREE, (BERFENLUEM UID FIRGHHIEM GID
HHZ1T.

Digk

a®
"
It SCC RVFENMMHRGUE NEM UID T51A], B4E UID O,

HIEER T,

hostnetwork RVHEREVMAHENIRO, EMEXREFERSEEARAZEERI UID #1 SELinux £
TETERE.

DIk

==
[=]

WISRTE control plane N EZ1TEINBI TIEf %, 1EIRME
hostnetwork ;R T BRI Ei#1E, 1E control plane E#lE

1217 hostnetwork F9 T{E 1 £ 2 ERF R root B, 1
HNHEEE.



M E TR

node-exporter

nhonroot

155 EHES M E TR

sk

FTF Prometheus 7T 5 Hi 25,

gk

==
[=]

Itk SCC RVFENMHRGAENEM UID T51A], S4E UID O,
HEER T,

R4t restricted SCC MIFFEINAE, BRFA M EREMIE root UID 21T, B
JIEE UID, BN MERIETHERBIEE,
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Z2M E TR feid
privileged

RSN E SR ENIThEE, FEEWLUEMA . E@4H,. F7 FSGroup 2L
K AEA[ SELinux £ 35817,

gk

==
[=]

[=H=I
EHX

5

BB SCC, NXATERHEE, HEERT,

B scc fif -

o FMIZITHI Pod

o Pod BMENMBFEH NS

o Pod LMEER - &1Bi21T
Pod EAER MCS 325217
Pod I EALAY IPC 34 22 [H]

Pod I EALEY PID 654 22 [H]
Pod fFE{A FSGroup

Pod fEREM T

Pod {& B {E{A seccomp BLiBE%E

Pod &R EZHAE

2 3

cak

L

7£ Pod #I#&Hhi%iE privileged: true 3 F—E&EFRFIN SCC.
MRABMNER, 2% allowPrivilegedContainer: true
FAEERSEMERMN SCC RMWikEE.
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g ol &AL Rk

restricted BYIRIFRA ENIhEE, FHFEERMEA UID Z1TARE, URSEESZZEM
SELinux £ FX, XRB—MHrLE&a UIREMSR™HEE SCC, S BMnKitrmBar
2BRINFERE,
ZPBRM sCC :

o IR Pod TiELUEINARIZT

iR Pod TREEHEN B RE

e K Pod LATiSE A ECHY UID SEEIRBI A FH21T
o X pod AL SE MCS 1335217

e Jitif Pod MR FSGroup

e JiiF pod EREMIN A

L

BRHIH SCC BRIERMINRMHEN, BHHBRHBY SCC, BR,
ERLBIBE—DEI BB E L SCC, Hlin, ERLGE—D
SCC, ©¥ readOnlyRootFS FR#l7 true, FiiF
PrivilegeEscalation 7 false.

L

15.1.2. &M E FXAREE
LM RN (SCC) B4l Pod B AR SINEEHI R BARIRAER, XL RBHH=NET

eS| ik

AR /R (B LR B F ER B BR B M &oe89(E, 5120, AllowPrivilegedContainer &%
1BE, MgaLxrh false,

A TFRIE S FIXERAREI KRBT, DBREERRIT.

FH SR B 2 BEERENMERKRIRBIRBIRELUTIIEE

o AMEMNEH, UKk
o MMRIEEEBTAFESEABING,

CRI-O EBLUTRINEENFIK, RIFAT pod WENES :
e CHOWN
e DAC_OVERRIDE

e FSETID
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FOWNER
e SETGID
e SETUID
e SETPCAP
e NET _BIND_SERVICE
e KILL
BEREALRINTIRPMINEE, B Pod jFHEEE A LU KANAN ThRE S PRI LEBIATT o SRIE TR T
. fEM allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities S 1L 5

BEEMLELRIER, BOXESH, BT LHEER LU KIFLIIRE, WLERIURMEIE—1 52, L
NN BRRUEREF,

P2y~
& A LR requiredDropCapabilities 304X E N ALL £ EFRIBMFTEINEE.
15.1.3. Z&t T XA R

RunAsUser

e MustRunAs - EZFZE& runAsUser, {FAEERM runAsUser fENEIME, FIXTECER
runAsUser F{T51E,

MustRunAs 5 Br=fi

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange - MIRFEATISEE, NFEE LFKMEMNRKE, FRZIMEFEHRIL
Ho FIRENRVFEHE TR,

MustRunAsRange 15 F B¢l

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - EZ Pod 12X N EH IS runAsUser EFHREHE L H USER 35
S TIRHEIME,

MustRunAsNonRoot H K2~
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runAsUser:
type: MustRunAsNonRoot

e RunAsAny - FEHEINME, SITFIEEEM runAsUser,

RunAsAny X5 K Bt~

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs - MRAFEATISENE, NHEZEERE seLinuxOptions, £ seLinuxOptions {F
NERINE, FHX seLinuxOptions #4755 E,

e RunAsAny - RN HEINE, SLITFIEEE(T seLinuxOptions,

SupplementalGroups

e MustRunAs - IRAMERTIDEE, WHEEZEVEE—TEE. ERE-NCHABNRIMEFES
RONE. ¥ A SE TR,

e RunAsAny - N RHEIME, fSLIFIEEE(T supplementalGroups.

FSGroup

e MustRunAs - IRAMERTIDEE, WHEEZVEE—TEE. ERE-NCHANRIMEFES
BINE, ¥ EB—EERBIE— ID T,

e RunAsAny - N RHEIME, SLIFIEEE(T fsGroup ID,

15.1.4. #5145
BIT % B SCC H) volumes FE, 1RSI ESLIMER, HFBHAVHES RSN E LHIS RN

A
e awskElasticBlockStore
e azureDisk
e azureFile
o cephFS
e cinder
e configMap
e downwardAPI

e emptyDir

m


https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
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fc

flexVolume

flocker
gcePersistentDisk
gitRepo

glusterfs

hostPath

iscsi

nfs
persistentVolumeClaim
photonPersistentDisk
portworxVolume
projected

quobyte

rbd

scalelO

secret

storageos
vsphereVolume

* (RTFEAMAESRIN —DMEFKRE)
none (RILFERAMAESBSREN—MFHKE, NHAEHREMFE. )

NE SCC HEMRITBR/NEAR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #[I projected.

-

12

2 3

RTFBRBFIRHATTE, ENERELZHFIR OpenShift Container Platform B &R0
FTHIREY,

cak

2 3

hEEERS, £ allowHostDirVolumePlugin &3 volumes FE&HHNE, #l40,
fNE allowHostDirVolumePlugin i false, {B7E volumes FEFREYF, NI
volumes ## hostPath {E,

cak


https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#storageos
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume

B15E EBREM FTFXAR

15.1.5. 4E A 24l
FIFl SCC M A #24)R] LIRIBIS T F P B RS 1 SR 0 R A 12,

#SCCME, E-UEEE/E)\}*%U%E_JLMQ%‘J:'FYFFTE{ﬁE’JFHF'1.=. LR —HAER SCCo XA
HAR Pod EEHENEIRN, BEBIRHSHEFIMERERBIERIER—HENAE Pod BV,

HEARTRI Pod B SCCREMMAN FMMAFIBIARARE. A, MR Pod HHE 7RSI, N
RVFHI SCC KA BRI AV RIBAT A IR,

EANFERLUTAEROE Pod WEAREMETX :
1. MRAAERAMN SCC,
2. WEKERBENZ 2N ETOXBEENFRE.
3. XA RARCREIERA R E,
INRBEN T REMLRES, NEES Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod WAt X SCC BILB—PFER. UTRAIFREEPHDFERBIEIL |

2%%% i
A 30 o A SR (R B (L 02588 _E T S0oh,

FSGroup SCC 5%kHi&5 MustRunAs

#NR Pod E T fsGroup ID, % ID /EF A fsGroup ID, &, Pod A% SCC %Kik, MR
WE T —1 SCC,

N SecurityContextConstraints.fsGroup FEH{E 7 RunAsAny, 3 H Pod #lig&B8 T
Pod.spec.securityContext.fsGroup, NILLFEFBIANER, FRARIETES, Hi SCCRERRER
B4 EAME Pod FE&, M5 Pod KM,

SupplementalGroups SCC kB&> MustRunAs

INR Pod A& E LT —1 %1 supplementalGroups ID, ] Pod B ID @A77 Ffin % Z2[A] 9
openshift.io/sa.scc.supplemental-groups S fHHIE— ID, BN, Pod A&HI% SCC JiE, MR
WE T —4 SCC,

#NR SecurityContextConstraints.supplementalGroups FEXHI{E 7 RunAsAny, FH Pod #li& &S

T Pod.spec.securityContext.supplementalGroups, NILFEBEANEN, FEERILTRS, Hib
SCC & BAIRE i Hh Pod %, MMSE Pod KK,

15.1.6. £ £ XA R
LM E TR (SCC) BEA—MEELTFEE, ©RENIEAIREI22 2RI IFE KT B9HERE

LHEPIEN 0 BRRAEMAED . nil (EEFBA N 0 HREMLEN. EBFH, KENEZH SCC REHBE
S EHEIHES,

MET —HAA SCCla, SCCRRBUTAHRHF :
1 &® LR SCC EEHF.

13
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2. INRMLKLEE, N SCCIRIBIRFIM &0 B RIBHEF.

3. MNRMERFAREIMEEESE, N SCCREBAMEERE,
BINBERT, BIAEEHEEGM anyuid SCC £ SCCEESFHERMEN, XAFEREEBITE
Pod B SecurityContext #135%E RunAsUser, LUEMIFAF &9121T Pod,
15.2. X FHlpELEM L TXARE
EANEHIZRFR R LM L TR (SCC) R LR M, XLERGRMACMBRERRELTSERE
HIELE Pod BIETE SCC, B SCC SRBEEM ML T H MR SRBEH T A, BNRENTORE (BN
F) 5 Pod MM ERE, NiZ1TH Pod HE XHARE ID EK&EAE.
LUF SCC S BUH# A IRHIZR1E Pod & AR A E EHEN BRSO EIE

1. RunAsUser FB% % MustRunAsRange B R XBR/NHEKAE,. HEATH
openshift.io/sa.scc.uid-range ;X 2 EIETTSEE T,

2. SELinuxContext &5 MustRunAs B RXEJ. ## ALK openshift.io/sa.scc.mcs 7 f#
SRIEER I,

3. FSGroup %k#& % MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &/ MustRunAs. A%, openshift.io/sa.scc.supplemental-
groups JEf#,

TEENNER, ZE2MLETXIRBREFSN Pod FREFLZENSHEFARIME, HINEETFRMERSEK
Bg :

1. RunAsAny #1 MustRunAsNonRoot RIS T RIEBINE, MR Pod EESHIE, A D, B
TE Pod HlA& A & SGXAMES

2. MustRunAs (Fi{E) RESIRHRAERIINME, Hla0, *FHID, BIfE Pod MIEEXLTHE
B IDE, E&RZERNMNSKERIHINE Pod BAHH,

3. MustRunAsRange #1 MustRunAs (ETF5tH) RERMHEHENR/IVME. 5H(H MustRunAs
REE—H, PREFMNBINSBERIEZITH Pod A, MIRETFEENKRIETUEES 130
Fl, ERIRHEBMNE —MERENR/IME

p= Y=

INRdn 4 22 7] £ R1F7E openshift.io/sa.scc.supplemental-groups ;£ f#, Il FSGroup #1
SupplementalGroups k8% [CliE F| openshift.io/sa.scc.uid-range ;¥ fi#, MR EETE
£, MAAIE SCC,

P2y~

RINERT, EFFHEH FSGroup EEERET N R/MENASERREEHR

&, BN, mRESERT TN 1/3, I FSGroup RkEEFERR/IMEMRKAE 1 EBEHB
&, MREARVF FSGroup FERESZ LN, AILEREANERAFMANEE X SCC,

P2 Y=

openshift.io/sa.scc.supplemental-groups SFf2##EZ LUE S 2RI IIEKR, BN
<start>/<length =% <start>-<end>., openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

14
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15.3. &M £ T xR
DFRBERT 22 M L TR (SCO) HAFMIERE -

A f# privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

%

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €}
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

%

ﬂ Pod AT LUIE KBIIIBETIR, ZEIIRKRTASLIVFEREMINEE, MEHFRFAS * NIRIHERIEE.
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RINZEEM Pod BIKEINZHEEFIZR.

FSGroup k8%, 1ERAREM ETXHIRTFE,

B[R]t SCC M4,

M pod ZFHITNREFIR, FE, 1EE ALL LAEFAAINEE.
runAsUser SRES X R, $5BAR L ETFXMRIFE.
seLinuxContext 5RE&§ X R, $EBAR LS ETFXMARIFE.

supplementalGroups %#&, IEHAREETXHRITFINTEH,

990990909009

ARt SCC A,

SCC HB) users #1 groups FEXIEFIRENS 5 171% SCC B, RINERT, SEEELA, ey
FIBF IR F R SCC UG FIINBR, FRE ST SRR #I%F 2R SCC M RIFR,

T EX runAsUser iXE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LRI Pod HBERENZITEHAS IDIK, MERKH UID B4 HIt Pod B SCC RE, BHFEE
INMERT, ZMRSCCERENAMBEIEMEIEMANT, FUERIHARER MRS ER, #
EXZHIERHEH, 2R SCC A MustRunAsRange K& 2R A BRI TE
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ;¥ RIBEFTEHEFE, RAEFRBIERH, &E, BHEH
runAsUser [EE FX—SERPME—ME, MXHEUTIN, N8N TEEBEFRASEE,

HHER runAsUser iZiE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

16
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o RERSMK A=A #IRF N fFE—B 7 ID B SCC ij[RIARES, OpenShift Container Platform
FREZIERIZAF ID WA Pod. SCC AVMER ID. BFE—SEEM ID, SRFETFIHRNH
A 1D,

ERE X SELinux, fsGroup Fl#MFEHBER,

15.4. QL2 MH E FXAR
&R LAE A OpenShift CLI (oc) fliEZRZ2M ETFX4ER (SCC) ,

SoREH
e % OpenShift CLI (oc) .

o LIEA cluster-admin &M 50 & K&EE,

Pk
1. 7£4 4 scc_admin.yaml #9 YAML XX 7E X SCC :

SecurityContextConstraints X &R i X

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

4, 1&A LLES F requiredDropCapabilities FE& % AR EHIEE EFH SCC M EINEE. AR
BIEEHWINERSMNARTER. EEHFMENEN, EEE ALL, filn, BEUE—1EHF
KILL. MKNOD %1 SYS_CHROOT Ih&E#) SCC, 5L FRIARMNEI SCC & &

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

p= Y=
IR BEFIH allowedCapabilities #1 requiredDropCapabilities FEIZHEE,

17
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CRI-O 3#F Docker X4 fEIMER T EE(E TR,

2. &

%SRBI SCC -

I $ oc create -f scc_admin.yaml

it Bl

I securitycontextconstraints "scc-admin” created

e Ik SCC BT :

I $ oc get scc scc-admin

i th o Bl

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. £ F A BN 2% LT RHIB Ui

&R LU SCC #8E A RBAC ALERRIBTIR, 1XHE, EAILUFEX SCCHBSERIRE W E—TEHEBEINE
B, BEEAS. HIRFKF 94 SCC AIREBNEREITSEH,

2 3

RTERN SCC DEATEUTE—FINp R ZE AR OIEH Pod: default. kube-
system. kube-public. openshift-node. openshift-infra. openshift, X644 %2 [HF
N Fiz1T pod SRS,

cak

ZFEHABI ST SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

RERUTABE X :

kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

18
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apiVersion: rbac.authorization.k8s.io/v1
rules:


https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities
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- apiGroups:
- security.openshift.io G
resourceNames:
- scc-name
resources:
- securitycontextconstraints 6
verbs:
- use

A BB,

FRE N AL ZER, BHRIEE, NEILN default,

B & SecurityContextConstraints FTJRH API 2H, 1 scc I8E N TR BIE Lo
Z1}j[FH SCC MR BI& TR,

foUF A F 1 resourceNames FE& 35 E SCC A MMHIFTIRZE LR,

QD000

|z R B B RIRENIA SRR,

YRS ERE A & B IXFEMHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H 41 & 89 F (A 7T LUF
FA P 3E B9 SCC sce-name.

BT RBAC ETEMIEFAS, ELLEMETBEEAthITERT SCC VimiR, RIVERT,
ARV TX SCC BRERZRIELN use, &¥E restricted SCC,

15.6. Z2 M F TFTXARpTSE
I&AT LAE A OpenShift CLI (oc) LAl pZ £ £ T XK (SCO) ENEHL API X RIHATEL,

REA cluster-admin i F BEEIE SCC,

15.6.1. Sl H =2 &M F TFXXAR
REXH AT SCC FIZK -

I $ oc get scc

=1
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected

19
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secret]

hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none>
[']

nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

15.6.2. e EREM £ FXLR
EAMEERE SCCHIER, SN SCCRMAEMLERF . R .

a0, # 7 restricted SCC :
I $ oc describe scc restricted
LN

Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>
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@ 5 scc RmBIB M ARSI
@ )i scc AL

" BEEAYTEFPREBEE L SCC, ERERHBIN SCC HILE,

15.6.3. flifa% £t E TFTXAR
fitlk& sCC :

I $ oc delete scc <scc_name>

% -
- SNRMIBR T E—FIN SCC, BEEHNREMERIZ SCC,

15.6.4. B LM ETXAR
EHHIAM SCC :

I $ oc edit scc <scc_name>

% e
A BEEAYTEFPREBEE L SCC, ERERHBINSCC HILE,
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%16 = & SYSTEM:ADMIN B~

16.1. API #&1}5

&R LABLE X OpenShift Container Platform API BJiEk, EEXRIINEEZEBTH—RAF. NIFESE
B, E&H Kubernetes X#4H By A 1 1H,

16.2. 1l SYSTEM:ADMIN B/

IRA] LR T B P AR ST, system:admin, XIHEE( 1R SERHEE AR,

i =3
o ERTH IR REN system:admin, EZTUTHE :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

R
LA AR LR YAML 3Rk35% F 184 system:admin BIFRR :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

16.3. &4l SYSTEM:ADMIN 2H

L@ — MK system:admin A PR FEBESENRE, BAIEMSHIE -as=<user> --as-
group=<group1> --as-group=<group2> ¥ K ELHAH,

iR
o IE T KREIMEELE IR EN system:admin LUNA R IR, E2TUTHS :

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>
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$17=RE% LDAPH

%17 Z % LDAP A

ENERA, WALMERAREEAN. BREMNR, Fmmihfe, EHMALTREESUETRAH, ¥
HZ#%7E LDAP fRZ5 237, OpenShift Container Platform B LUiX L LDAP i€ 3X5 OpenShift
Container Platform WEBILKEL, IHERERERE—MIBEREMZ, OpenShift Container
Platform B AT #F5 FALT =#il AR E M G B8 B LDAP BRS5 881720 : RFC 2307,
Active Directory #1383 Active Directory,

MEAXEE LDAP WESIS S, HSRE LDAP SR,

-
BB A cluster-admin 45 F gEREI S 4H,

17.1. X FEC& LDAP A%
15217 LDAP A¥ 2 dl, BEZEE—TMEASEBHEXX M. WXHIELLT LDAP B IHEEIFE :

o FTF i LDAP RS BWMELE,
o KT IR LDAP IR 23T AERNNE S B &%,

o TIEFIE NMEAMMEIFTIR, T OpenShift Container Platform 2H & #FBRETEI LDAP AR5 25
B,

BCE SRR BUR T RFEAMESR, Bl RFC 2307, Active Directory 3(1874# Active Directory.

LDAP & iRlci&E

BB LDAP B iR B 2D E X5 LDAP RS 2RH01E 1%,

BLEAH LDAP B iRBLBER D E L5 LDAP RS 2:HIEREE,

LDAP &/ imbciE

® 6 o 90

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

EREVL. FEEHIEEN LDAP RS 233089 IP #hit U R EEEMIRO, &3  scheme://host:port,

AL AT D #E R TR (DN), FBYE4YPE DN, MIRF|EAIISFNFT BERRRAFSREIEMIZE, OpenShift
Container Platform &1# 8 I,

RAFHENR LRI, MRFEAVFNTERRELSEENSZE, OpenShift Container Platform
KAEALT, WEBTEIMETE, AEBSESINE XEF iR,

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T:%#, FEHF%%L LDAP Idap:// URL 2 H K
EITLS, Htrue i), FEXARSERHAIT TLS 1%, B EEMERA Idaps:/ URL,

FAFISIERTECE URL MIBRSS 2R IE BRIE BRI, 1R H7ZE, OpenShift Container Platform fF1§
ARGEENRIES., RE insecure X false I F &R AL,
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LDAP &EifE X
ASEERATRLSMERZBM LDAP TifjE X 4HM., LDAP BIHHEAE L BURTF FH¥EIE LDAP ik
P ERERK 01 TR S BB,

LDAP EifE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN ME R FFHIRR B XD XA DA (DN), EFRIEE B W, BhaLsE
B XA EF I,

EREERE, BXED) base. one F sub, MRKEX, NRED sub SEH, TRAPAHKIEEH
eI R

5 LDAP W £ <02 RT N, BRER never. search, base =X always, MEXE X, N
i\ always fE5| A&, FTRETHEIG XES| BTN,

P IRAI TR RBINS A PR(E (MR N AL o 0 R LR FimR.
B LDAP #R1$ER, WRREX, NEIL (objectClass=*).

AR S5 2N TTE R/N R ER K, LLLDAP SREHEE. MRy 0, AT AR 0T E 5L e K /)N PR
#l. HENRENRERESZ TEFHHMSHMANRTFIRER, FEXKED TR,

Qv O ® °

5% 17.1. LDAP £ 3=36 kT

LDAP #3358 H fed

base (& BN B A ERIE A DN IEM R,

one E R R ERREA DN BIH R E— K EBIFREN K.
sub EERER R N E WA ERIEA DN BN T,

* 17.2. LDAP BT H

fRsImTh

never MA#ES| A LDAP I sh BB 7] &
search (X fRB| A SR EIH 7 &

base NFEEHER RIS RS AR5,

124



$17=RE% LDAPH

&5 miTh feid
always YRZAFRS| FA LDAP SRR EIMIRR B Al .
F P 78 SR FRBR G

FA P E B9 FRBRETBRHAYS OpenShift Container Platform HA9Z FRERETEIRI £ LDAP BRSS 88 L3EI
HHIME—PRIRRF, MR ERAEE YAML iEE. A E LM LDAP RS SRFAENMIE -1
B, &ENIEXLEHN—NFE, MR LDAP IRSSE LA SRB R E LHATRRE, BELSdfas
BIBIAIT AR ERIEE - OpenShift Container Platform ZH&FHIE 14,

FA P %8 B9 4 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

17.1.1. = F RFC 2307 B & 304

RFC 2307 R ERIEIRMRA F MHL BB LDAP HifE X, LURIE OpenShift Container Platform PIER
ILERHPRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR IR RAIBE Al D& AN B A T EmM
AFsEE AT, f0, & B FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAE. UTREXHURET XLEXR

% o
) MRFEARFE NS, EHEEXHSEMARE,
5 RFC 2307 &= 8 LDAP FE4ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZHI0 5580 LDAP AR5 25/ 1P bk F1E M.,

H false Bf, %&£ LDAP Idaps://URL ff/ TLS LmJ% FHEARL L LDAP Idap:// URL 2 FH%
B TLS, Mtrue B, ARNTARSS 21T TLS 1%, EFEEEMA Idaps:/ URL,

ME—HRiH LDAP BRSS 25 E4HRUE M. £ DN BT groupUIDAttribute i, 55538 E groupsQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

ZREHEMEM,
BRI AR S BB 1,

QDO O ®9O

ME—#iriH LDAP fRSS 23 LA BIE M. % DN FF userUIDAttribute B, f&JEi%38E usersQuery
ESR. BRMTIRALE, AR/ BRERFE,

Q OpenShift Container Platform ¢Hic 3k R B /E B - B IRE M.,

17.1.2. %F Active Directory Bt & 3014

Active Directory R ERIFIRMHA LB LDAP TifE X, MURIERER OpenShift Container
Platform HilsxHREREIIHEMN

FERHEEE I, f&FE OpenShift Container Platform AR AIERIERN RAIgEfF Al D& AN B A T EmM
AASEER AT, F0, & FiREiRi OpenShift Container Platform A9, {B:@1d LDAP
RS 28 EHUH AR E LHAM, UTREXHOE T IXLEXSR

{81 Active Directory B\ 8 LDAP R BCi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

ﬂ OpenShift Container Platform ¢Hic 3k R B /E B - LI E M.
@ FiEmAFHEE R L

17.1.3. X F 18 Active Directory Bt & X4

@55 Active Directory (augmented Active Directory) BXERMEIRMEHA R BMEHL BB LDAP &if
E X, BURIENES OpenShift Container Platform it kAR IHIE M,
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FEAFAER DL, f&7E OpenShift Container Platform HRAIERHN R A gefS al 22 M UANEER TE M
AFsEE AT, B0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

{1855 Active Directory B\ # LDAP R4 B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—17iH LDAP BRS5 28 EAARIEM. % DN FTF groupUIDAttribute B, f&TCiEH87E groupsQuery
WEeR. BEHTRANE, HERBRYE/ BEEAE,

EREHLHIEM.
OpenShift Container Platform 2Hid sk R/E A & E M,
TFRERR 51 AR (S SO B .

O00® 9

17.2.7217 LDAP [@%

BB TRASEBENXHNE, BWALLFBES, OpenShift Container Platform SRFEE M SR —IRSS 235 1T
ZHARKREMEY,

17.2.1. & LDAP %5235 OpenShift Container Platform [E%

IR LU LDAP RS 25 LR A ZH S OpenShift Container Platform @4,

FoRFEMH
o SIRRASEEX M.

ik =5
o I LDAP RSS2 LHIFRAE LS OpenShift Container Platform A% :

I $ oc adm groups sync --sync-config=config.yaml --confirm
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MINERT, FMAHRTEEERZZZ1T (dry-run) , FILERKIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.2.2. I OpenShift Container Platform A5 LDAP k%5 2:E%

IR BT LLE % A B7E OpenShift Container Platform A S E XI5 E R LDAP ARSS 25 R H9ZHFE N R
B94H.,

SeRFMH
o SIRRASEEXMH.

AR

® ¥ OpenShift Container Platform 215 LDAP iR$58: B % :

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

MINERT, MEHARTEFEBZZZZ1T (dry-run) , ELESITE oc adm
groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.2.3. I LDAP fR%5 25 LB9F2H 5 OpenShift Container Platform [@#%

IR LMER A& SR/ B R A, £ LDAP HBFE S OpenShift Container Platform B,
==

TRALUERREAXH,. AEEXHFIALAFTEHENEREHS. HEHEMBREAXHB
MBTEE—TH—HINAT, BAUEZRSASPERGEHRETEHE, XLEHEN
" SR TF1E LDAP fRS53 LI BIMIZH, LK% OpenShift Container Platform B Z £,

SeRFMH
o UIRRASECEXMH.

AR

o 7 LDAP HMFES OpenShift Container Platform @, HEAUTE—®S :

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
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$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file>\
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

BMINERT, FMAHRTEEERZZZ1T (dry-run) , FILERBIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.3. I21THIBEIES

INROIEER LDAP RS 2R LHNICKEARFE, EEAHAILLERM OpenShift Container Platform 103k
PRI LS, EEESNESHTRSESHERESREEXHUKRBZHHNBLE,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

17.4. B[RS LDAP 4H

IEAI LB ERE cron /ML EEEAB 51ES LDAP 4H,

FeREH
o ATLUFEAEA cluster-admin A& iR EE,

o MOEET LDAP B{R1RH#EFZRE (IDP),
LSRRI LB — 1% Idap-secret B9 LDAP secret #1477 ca-config-map BIEC B R 5T,
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AR
1 BB NEHEAIZT cron EF5BUE -

I $ oc new-project Idap-sync ﬂ
Q tEiRR(FE A %N Idap-sync 9T E,
2. HESIEECE LDAP SRR FIT AR secret MECEMST, FRENIEHRIBILIFIIR,
secret AEBEMET7F7E T openshift-config B H, /1S FHIFI#HH Idap-sync T B,
3. EMARSMK S

Idap-sync-service-account.yamiz=fl

kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. QIRARSSIKF

I $ oc create -f Idap-sync-service-account.yaml

5. EXEEAR:

Idap-sync-cluster-role.yamlz~fjl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

6. QIBKHAR

I $ oc create -f Idap-sync-cluster-role.yami

7. EXEKHABAERERABCHERERIRSIKS, |

Idap-sync-cluster-role-binding.yaml 7=l
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

@ HiuRRAImEmoRRAR S Ik B3I,
@ SIRLREIEIRNERAE,

8. LIRKHABHE

I $ oc create -f Idap-sync-cluster-role-binding.yaml

9. EIRERSHEX M ERST :

Idap-sync-config-map.yaml 7=l

kind: ConfigMap
apiVersion: v1i
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: Idaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

rfc2307: (4]

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com" 6

scope: sub

filter: "(objectClass=groupOfMembers)"

derefAliases: never

pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com" G

scope: sub

$17=RE% LDAPH
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derefAliases: never

pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ENEFEREXH.

1E8E URL.

&% bindDN,

ABIER RFC2307 R ; RIBFEHEE, TLTUEARREBZEW,
i groupsQuery 57 baseDN,

51 usersQuery 5 baseDN,

Q90009

10. AEECEMST :
I $ oc create -f [dap-sync-config-map.yaml

1. & cron {E :

Idap-sync-cron-job.yaml 7= 45l

kind: CronJob
apiVersion: batch/v1
metadata:
name: ldap-group-syncer
namespace: ldap-sync
spec: ﬂ
schedule: /30 * * * *" 9
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttiSecondsAfterFinished: 1800 6
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"”
- "_C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm"
volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets”
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
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name: "ldap-ca"
volumes:
- name: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” 6
- hame: "ldap-ca"
configMap:
name: "ca-config-map" G

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
activeDeadlineSeconds: 500

dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer”

BR& cron fEV IR B, BX cron FLIXBMEZER, 1ESH"QIE cron /EIL",

X, WREEZRLSIZITRRHEEON A,

Controller,

24T cron #EALEY LDAP sync 6545, EIBSECERRS FE LR S ERE X H.

It secret 27EE2E LDAP IDP I3,

Qv O 09

HEC B AT 27 E LDAP IDP IO,

12. A% cronjob :

I $ oc create -f I[dap-sync-cron-job.yaml

Hith 5w
e FCE LDAP BpiRiftiZF

e % cron job

17.5. LDAP A% =4l
AT EE RFC 2307, Active Directory #13€7# Active Directory = BR 1,

—

XEROREMAR-BEESBAHANERERT. BAMS, REEMHBIMG
Ho MFERNARSHREANER, HSULHRERA KRS =,

17.5.1. £ RFC 2307 X [E 4 4H

LA cron #& VB ERE LT X, XA cron FRALE 30 2HHEIT—R, RIBFEFEIM

AP SE R IV BOESTE] (AR W EARL) o XNIZS R HERERRRICTER, LUMEFIEIRMIKIL
BN FHBFIERHEBRER, MNEFZEE, 1ESH Kubernetes XA HY TTL-after-finished

= HAh
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XF RFC 2307 =X, LT RANERES &N admins B94H, ZAHBH NG Jane # Jim, X L 7= ] it
T

o [@#% Z G OpenShift Container Platform &4 {2 4Hil K,

XERBBREMARIPBREESBAENERNT. BEME, RATMAEANK I ZHM
Ho MFERNARLSHREANER, HSLRERA KRS =,

ERFC 2307 &R, B (Jane #l Jim) FIHEBMENE—KRZBEET LDAP RSS2 £, ZHAR 01 5H&
MEEEEMBES, LT Idif FBEX T XMEXWE A :

{1/ RFC 2307 X419 LDAP %8 : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

Q ‘HRE LDAP RS BHHE—KLKE,
g Y0 A% 5L FR VR 2 B MO FRAR B R SR 51 |

FRFH
o (EMEXH.
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e {#FH rfc2307_config.yaml X{421TRE% :

$ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{81 rfc2307_config.yaml X4l H OpenShift Container Platform #H

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

Itk OpenShift Container Platform 245 LDAP RS 8 &/ — REF BT E], R I1SO 6801
=

LDAP AR %525 L 4HRIME—FRiIART,
TFHEZHIL KB LDAP ARS5 2819 1Ptk F1E .
RIBR S 18 EHIZH A TR,
BTFHMRAKAF, AMERES 4T,

17.5.2. {8 RFC2307 &2 & A F & L HI & FRBR 5T Sk B 540
FEEAFE AR E S AN, BEXHARSTER NS SIXLEMmE, TR,

{5/ RFC 2307 &\ X F % LA FRBRSTH9 LDAP [F4 B

i& : rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig

apiVersion: vi

groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0

rfc2307:

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
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groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com"

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A T SLHY & AR AT

M—FRRREYE, BTFAFE XA A8, & DN AF groupUIDAttribute i, 1&FEEIEE
groupsQuery 1823, EEIHITRAMATIE, EFEREEY/BEEAE,

MREME—IMARAERF E LA, FAFIEE OpenShift Container Platform AHAHIE M,

ME—H7iH LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

o0 09

FoRFH
o (EREXH.

AR

e {#fH rfc2307_config_user_defined.yaml X{4i217E% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform G/ L FHICRIE N LB H R IERER -

{85 rfc2307_config_user_defined.yaml X {4-fllE2H OpenShift Container Platform £H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ B AR 7E LR FRBR A 8 TE B9 2H A R

17.5.3. {#FA RFC 2307 XA E X MBRERE S H
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KANBRT, MEEFASHWEHSEEZBEMRLERPE RN, HREPS SRV TR T
1

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

X ER T usersQuery FEXFH baseDN ELEfHiR, £, 0R baseDN BEEARSHHFME DK

5, BR4i%iE tolerateMemberOutOfScopeErrors: true 7] LU H B S AR EE 1T, SEEIZ A HIRK 5154
BB,

B, HHERSIRRERIEDIHNE KL, BRUEXBGFERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

XEE R usersQuery FEXECE 1%, i, MMREHTESEHMBRMHKLZE, BLXE
tolerateMemberNotFoundErrors: true v LLiLH RS RS T, AIRIEIRIEK 01 545 BB,

Digk

==
[=]

1 LDAP HES ERABHES SRS SRR A NP IZE, MR LDAP 4HE
SEREARIEM, XAgESxSMEL B OpenShift Container Platform HFER DB .

{81 RFC 2307 &3+ B 41k 51 BT A& A 778180 LDAP 5B : rfc2307_problematic_users.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

137



OpenShift Container Platform 4.10 IAMEFII%AL

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP RS 88 L RIFTERIRR .
g AEEIETE, ERERSESHIEF~EHE baseDN FHIAK 5.

ERULULERAHREER, BUIERSEEXHHRRINATAR

£/ RFC 2307 & HF 151589 LDAP B4 BCi& : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true 6

ME—H7iIH LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANE, HERBRE/ BEEAE,

Q 7 true B, EHESBTFHARNEO KA, FEBETE LDAP SKEBIR FHR AR, RET
FAHEMG, RAFESHIRIATRERI

© true, ASESFIFHEHRAE usersQuery B DN RAEREEZANE, FATE
AR ST ERIRR R RS, MRERENRABLEE, RS E5ERT R RIL

FoRFM
o (EREXH.
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s}
e

e {#FH rfc2307_config_tolerating.yaml X427 E% :
I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform |32 LA ALK AE 7 Lk R & R ERLE

{81 rfc2307_config.yaml X4l H OpenShift Container Platform #H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

ﬂ BTAHMKANAS, RERSXHEE, ROENSEIFFHEHRIIK A,

17.5.4. {£F Active Directory X F$4H

£ Active Directory B H, WS (Jane #l Jim) #FEHE—LRBFLET LDAP IRFG5&EEH, HK
AN FEERFREER, T Idif FERE LT X MEXR A~ A -

{81/ Active Directory X #) LDAP £&H : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim
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sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

@ FAWERRTEINAE B, EREFHRBEHETRS RS, memberof Bt T —E2M
FIFEREYE ; L& LDAP RSB, SHEERIRTURMEEAR M, ATRILKIE
)ﬁo

SeRFMH
o (EREXH.

Y

e {#FH active_directory_config.yaml X{4i21TRE% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm
OpenShift Container Platform fJE UL FHICRIE N LB R IERER -

{88/ active_directory_config.yaml 3 {48/ OpenShift Container Platform

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BRS5 2 & fm— RES BETE], KA ISO 6801
o

LDAP RSS2 EHRIME—FRiR T,
FHEZHI0 %80 LDAP AR5 25/ 1P bk F1E M.,
LDAP Br%5 255 HB92H & FR,

000 O

BTFHMMKGANAS, RIERS XHEE.

17.5.5. (£ 187 Active Directory iR H

1E38 Active Directory =R A, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS,
R AN ERETER BB MR, LU Idif FERE X T iXMEXBE P4 -
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{1855 Active Directory B\ B LDAP 5H : increaseded_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FIERATEIIN A .
@ R LDAP RS & EMBE—XKAE,

FRFH
o (EMEXH.

it =

e {#fH augmented_active_ directory_config.yaml X{4i217E% :

I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm
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OpenShift Container Platform @I FHILEAE N LA S IRERLER -

{5 augmented_active_directory_config.yaml 3X#4f1|E#) OpenShift Container
Platform ¢H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BRS5 2 & m— RES BETE], K ISO 6801
2o

LDAP RSS2 EHRIME—FRiR T,
FHZH10 5580 LDAP ARSS 25/ 1P bk F1E#,,
RIBERE S TR ERHM AR,

000 9

BTFHMMRGANAS, RMERS XHEE.

17.5.5.1. LDAP #ER i 5Tt |4 =Bl

OpenShift Container Platform ARV ERE., TEHFEHBUIEZ AT, LDAP BRS53 /1 RAMK G Fig,
Microsoft By Active Directory Server 5&i3 LDAP_MATCHING_RULE_IN_CHAIN #JI35z #5X—IhRE, H
OID 77 1.2.840.113556.1.4.1941, 74, ERALEEMNIN REERTSRIATIER B HHRAH,

AT RBREER T 1858 Active Directory =R, BRES$—1% N admins 94, Z4HE—1HF Jane
#1— “H otheradmins, otheradmins ZHEA—1E KA : Jim, X ANRAIER T :

o HN{AIFHFN A ARINE LDAP RSS2,
e | DAP A% Bei&E XIS,
o [@#% Z G OpenShift Container Platform &4 it 2 4Hil K,

1E38 3% Active Directory #= A, A/ (Jane #1 Jim) FIH#RENE—RLXBEFHET LDAP RSS2 4,
HEK G EBNEEER P SHENBYS, UT Idif FBE T XMEXMA A :

{81855 Active Directory B\ fIHRERK 5189 LDAP &8 :
increaseded_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users
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$17=RE% LDAPH

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 6 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO A RSN RHIB
OO =7 LDAP [R5 % LHIB—HKE,
@ otheradmins 12 admins IR .
5 Active Directory A% 8rERAHRT, EAIIREA - ZEMAZER LDAP HIE X, UKRIENER
OpenShift Container Platform HilkARKRENNEME. A4, EEBRZEFITELER
e oc adm groups sync 5/ BRFESATITER &R B,

o FF#) groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN i,
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e groupUIDAttribute /7115 dn,
e groupsQuery :
o TFKE filter,
o WIKERMH derefAliases.
o ARNiIXE basedn, &It {EIGHE AR,
o FRIXIE scope, FNILIETHRRE,

HEAFEEE DL, f&7E OpenShift Container Platform HRAIERAN R A gefS Al 2 2 M UA N EEA T E M
AASEEAMNTER, Fa0, & FIRERN OpenShift Container Platform 4HEIR /7, FHIFIZAEMN A
MAEERAELM, UTRENXHARTIXLEXRR

{$FA385% Active Directory B\ HIERER 7189 LDAP RIS ECE :
increaseded_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

FoIA1ETE groupsQuery jTiE2R. groupsQuery £ DN A5G [H (ERH28%, groupsQuery 31X
EHN— AN derefAliases.,

ME—FRiR LDAP fRS58s EAHMIEME, W15 H dn,
ERFEHETNEM,

OpenShift Container Platform itk AER - AMHEME. SHREFEH Lmail 5
sAMAccountName.

® 000 O

FHERARRERMAFEM, X3 LDAP MATCHING RULE_IN CHAIN 89{& M.,

FeRFM
o (EREXH.

AR
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$17=RE% LDAPH

e {#fH augmented_active_directory_config_nested.yaml X{4i217E% :

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

G

¢
z% W /iBAHEYF cn=admins,ou=groups,dc=example,dc=com HFIE H & £,

OpenShift Container Platform Q8L FAHILFE N LB SREMLER -

{81/ augmented_active_directory_config_nested.yaml X BIE# OpenShift Container
Platform ¢H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Ilt OpenShift Container Platform H5 LDAP BR&5 2 & m— RES BETE], X 1ISO 6801
o

LDAP RSS2 EHRIME—FRiR T,
FHEZHI0 5580 LDAP AR5 25/ 1P bk F1E .,
RIBEE S U1 ERHM LR,

000 O

BFAHAMNKAMNAFS, EMBESXHIEE. FiE, REARASEEN, AH
Microsoft Active Directory Server BEER T 24HR 71 % Ro

17.6. LDAP B B &A%

BB R RAEIO T, HEFR, TRANERXSREARNFEE, 180, viActiveDirectoryConfig %
& groupsQuery FE&, T vI.RFC2307Config #1 v.AugmentedActiveDirectoryConfig #3HiX NF &,

BF

AXFETHFIEY, FTAREB LDAP RS 2HIBMEEIEER U IR A UTF-8 i 7T SR AV
. B0, D705 objectGUID FitHIEMEME ID B, Bt hERF/REREM,
20 sAMAccountName =% userPrincipalName,
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17.6.1. v.LDAPSyncConfig

LDAPSyncConfig @& & X LDAP HE % fr FHIEC B 1%L,

£

kind

apiVersion

url

bindDN

bindPassword

insecure

ca
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U

RN RATHERA REST HTRAY
FREBE, RFHJBATLUMNE P imE
HIRRTIH R el FTEE
. RARIEHEE
(CamelCase), %15

B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

TSN R L R R IE B AR A FE A
Ho ARSSEBBNIZIF R A IR R b
NERFHIRERE, FArHELER IR
MiE. EZE

B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

FHREEREETIN LDAP fRS5#H
HE. TG
O : scheme://host:port

EHET LDAP PRS2SR EI
DN,

TEFR IR B AR E B R BR A

& true, NIRREERNEA
TLS, & false, ] ldaps://
URL fEF TLS #17#%%, # A&
A
https://tools.ietf.org/html/rfc283
0 R EM StartTLS ¥ Idap://
URL #Z 0 TLS ##%, MR
insecure % true, NFCEER
Idaps:// URL,

TEMAR S5 28 & H1E K FA B9 AT L
B RS IERM AN, B
Z2, U A BB RGARIE S,

FRE#

FRE#

FRES

FRES

v1.StringSource

#/R{E

FRES


https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md#types-kinds
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md#resources
https://tools.ietf.org/html/rfc2830

$17=RE% LDAPH

B ek BEX
groupUIDNameMapping LDAP 4 UID 5 OpenShift xR

Container Platform 2H & #rA AT 1%

BT,
rfc2307 SEATFTMXER LDAP iR55818  vI.RFC2307Config

BEENEE, EBXELUTF
RFC2307 : E—RAMAF &

B, URHBIFIEEMKANHEZEN
ZAERB MR E R 5 T,

activeDirectory SEBATFMXER LDAP iR55818  v1ActiveDirectoryConfig
B#EIEWEE, HEXS Active
Directory FR{ERRIEMLL : 8E—%
BAF&E, URBSIHEMRELRIK
TN % EBMERERIHERR R 518,

augmentedActiveDirectory SERATMLER LDAP fR558812  vI.AugmentedActiveDirectoryCon
D#ENEE, ERXS5ELE#ER fig
B Active Directory H{# FE9ZE

X, BAM—I: BRE—KAER
B, ©fllfkFRFTHREMIEHRK
i *%O

h=i
=N

17.6.2. v1.StringSource

StringSource L IFEERKF R H, BT IMNELEIXHMARIEE. HEREE—PFRBEN,
BRHI N —DEH JSON FREE,

H R fed kY

value IBEMAXE, NEEMHEE (R FRE
15 T keyFile) .

env EESEAXEIMBE (MRE  FRH
7E 7 keyFile) HIfEEE,

file BSIHEBMAXERMEE (MNRE  FRH
7 T keyFile) #xxf4,

keyFile SIReERATHREENBEYINX FRE#
14:0

17.6.3. v.LDAPQuery

LDAPQuery S 5198 LDAP 2 iHi fr AL,
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£ ek B
baseDN FERRGNMFFBENE RS FRA
B9 DN,
scope BHRALEEE, ATUZE FRE

base ({{EAXIR) . one (H
AR EFREXTR) SHsub (F
DNER) o BRIEE, MEIAH
sub,

derefAliases B AR EERIT N, AT FREE
£ never (MR
%) . search ({(U{EiEFEFAES|
) . base ((UEEHEARNIR
FHA25I ) =k always (A2 E23|
B) . BREE, MEIAN
always,

timeout SEMANRSHBIIEFRERFE EH
AR [ T AR A5 XE BO T [ BR A6,
LI #AL, MRZO0, MAEE
& F i — M B R,

filter fHAEA DN M LDAP IREHBIEER  FHFSH
FIEMRXZBEMNER LDAP 3Rt
pageSize SAEETEAN, LLLDAP £E  BH
=, EA/NNORRFHT
Pl

17.6.4. v1.RFC2307Config

RFC2307Config 2 & EMEE LT, BT E Y LDAP ARSI R RFC2307 X 5 LDAP R4S
X EH,

£ ek B

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E S LDAP HKH LM EMRN  FRES

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP A& HE EHIFLEMS  FREHA
21 N FF OpenShift Container
Platform ZHA9 & R,
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HFR sk

groupMembershipAttributes 7E X LDAP A5 B EUFLEE M2
BAHERGA, XEBEEPTEME
2757 B UserUIDAttribute &=

o

usersQuery SEATREMA%EM LDAP &
R,

userUIDAttribute E X LDAP & B LW B

RFEEHNHE—TROAR, soils
GroupMembershipAttributes
k5 221 DIERS P

userNameAttributes E X EFH LDAP B &8 L
LEM, LURAEH OpenShift
Container Platform B 4. #H
B NEEIERENEMS, XNZ
LSRN:D|
LDAPPasswordldentityProvi
der 89 PreferredUsername %
EILES, OpenShift Container
Platform 2Hic sk R B /E R - 2 #REY
B, ZHEEFHEmMail =%
sAMAccountName,

tolerateMemberNotFoundErr  REMEBIERKBE LB

ors LDAP R#EHMIIT N, BN
true, NIETFIHRAEME I ITE LR
LDAP P #i), FHERICFE
. &/ false, N LDAP E#{E
FIERF BT EERIIF K
N, BRIME D false, NRLELIRE
wh true, NIECEREIRA LDAP
EHE5S A SRR O AR
bR, HLLEICGEEGSERLIRE,

tolerateMemberOutOfScopeE REEBEBHIEHEMAMA - KB

rrors LDAP RI#{ESHITT H, RN
true, NAEFBHE IFIBERF &N
YA TEMIEAR DN SEFEIM LDAP B/
=if, FEOGERER, &N
false, MYMBAEWERERS
EIHIEEMEA DN SEHEHMER
I, LDAP RIFESSERM, R
kRN true, MIECEERA
LDAP BIH XS5 A S BAHRD A
£, BB VGEE S A RS,

17.6.5. v1.ActiveDirectoryConfig

$17=RE% LDAPH

- Eoo

FRBHA

VILDAPQuery

FRES

FRBHA

#/R{E

#/R{E

149



OpenShift Container Platform 4.10 IAUEFI$AY

ActiveDirectoryConfig @ 2B E LT, FTFE L LDAP HARF t{r{E A Active Directory X5

LDAP fR%5 25X H,

B

usersQuery

userNameAttributes

groupMembershipAttributes

U

SERTREAMZEM LDAP &
IR,

7E X LDAP F 5B EMIFLE Bt
FHRE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hit sk & A1
RArafHEN. 2HREFE
mail 5

sAMAccountName.

TE X LDAP /5B EHirLe Bt
BN ERERE,

17.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HRES iN{al 5 A5k Active
Directory B 5 LDAP R$%5#8 X H,

£

usersQuery

userNameAtiributes

groupMembershipAttributes

groupsQuery

groupUIDAttribute

groupNameAttributes
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U

SERTREMAMZEM LDAP &
IR,

7E X LDAP F 5B ERIFLE Bt
FHERE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hif 5k & B/
RArafHEN. 2HREFE
mail 5

sAMAccountName.

7E X LDAP /5B LUl Le Bt
SRR NERERAE,

SERTREHSEZBH LDAP Eif
iR,

7E X LDAP A% B LA B
R B M — PRI,
(IdapGroupUID)

7E X LDAP A% B EHFLEE MG
2% A F OpenShift Container
Platform 21 #9445,

kY

VILDAPQuery

FREBHA

FREBHA

koY

VILDAPQuery

FRBHA

FREBHA

VILDAPQuery

FRE#

FRBHA



18 E BBt EEIE

F18 = BESHNEEIL

18.1. xF CLOUD CREDENTIAL OPERATOR

Cloud Credential Operator (CCO) ‘M=#tNEEitEh B E LFIRE L (CRD) #1178
I, CredentialsRequest B & Y %R (CR) B CCO A%, FiF OpenShift Container Platform ZH{4
AR ZITA B ENRIE R HNEE

@it 7E install-config.yaml XX {471} credentialsMode Z#XBRRM(E, A CCO BB HLLFHR
FEEREE, MBEEREEEER, 30T credentialsMode SH I BE N ERFERFE (") .
18.1.1. &=

i1 7E install-config.yaml XX {4/ credentialsMode Z#% BARM(E, ¥ CCO BE N

mint, passthrough 3% manual =\ T&E, XL&RTTH CCO AT EIRMIRER P
credentialsRequest CR 2 7 ZEBRMMRE MY, FHATFEE CCO LENENNMENREER, T2
B CCO BRI A ML

e Mint: 7 mint R, CCO ERRMMEEANTEILVERPAMEMFTIL, BREARM
R EARR,

® Passthrough : 7£ passthrough #xX#, CCO HREMNTEILEHBAIER T EIERAG,
e Manual : EFEXF, AABEREIEMARZ CCO,
o {#f AWS Security Token Service F5)j: EF &R, EATLUT AWS S8R E HEMA
Amazon Web Services Security Token Service (AWS STS) ., f&BhiX—EE, CCO MAE
A A4 {5 A w4 E

o {#f GCP Workload Identity ZEF &R, ALY GCP £ EE HFEMA GCP
Workload Identity, f&BNX—EZiE, CCO X7 ELH A R lmE ik

7% 18.1. CCO A X KFFllzk

=HN RS Mint Passthrough ELTEINE =7))]
Alibaba Cloud X
Amazon Web Services (AWS) X X X
Microsoft Azure x [ X
Google Cloud Platform (GCP) X X X

IBM Cloud X

Red Hat OpenStack Platform(RHOSP) X

Red Hat Virtualization (RHV) X

VMware vSphere X
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OpenShift Container Platform 4.10 IAUEFI$AY
1. FhEXZME—Z#F Microsoft Azure Stack Hub # CCO EE &,

18.1.2. #87E Cloud Credential Operator =
MFXFLEMEXHRFEH CCOMFTES, ERLAER Web #2#I53k CLIFAE CCO EFEAMER.
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18.1.74%E CCO Edi&

Determine

platform type

518 &= EE Rt AL

v

Red Hat
OpenStack
Platform

Red Hat
Virtualization

VMware vSphere

v

Amazon
Web Services

global
Microsoft Azure

Google
Cloud Platform

Alibaba Cloud Microsoft
Azure
IBM Cloud Stack Hub

Get value of
“spec.credentialsMode’

v

v v

f

f

*Passthrough’ T “Mint® “Manual®
Q Determine if root secret is present
Yes No
Cluster
uses CCO in
mint mode with
the root secret
removed
Get value of Get value of
*.metadata.annotations” *.spec.serviceAccountIssuer’
in cluster root secret in cluster ~Authentication” object
“"cloud- “"cloud-
credential. credential. .
openshift. openshift. [blank] Cloud provider
1o/mode" 1io/mode"
:"passthrough"” "mint"”
Cloud credentials
Cluster Cluster Cluster managed from
uses CCO in uses CCO in has long-lived outside the
e el mint mode with manually cluster, which
P 9 the root secret maintained was configured
mode q P
present credentials using the

“ccoctl’ utility

18.1.2.1. {& [ Web #=HI&HE Cloud Credential Operator 3

IR LUEF Web #5IBH#E Cloud Credential Operator (CCO) B2 & {8 A FiE =,
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G

HA& Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1 CCO &,

FoRFM

o AL\ {FAEEEIE NINPRIIA OpenShift Container Platform K,

T
1. AR A cluster-admin A &M A - 51985 E| OpenShift Container Platform web $#I&,
2. SfinZE Administration —» Cluster Settings.

3. TE Cluster Settings T{TE™, 1%t Configuration £+,

i

. 1E Configuration resource F, %% CloudCredential,

5. £ CloudCredential iF¥1& T #, 1% YAML 1E£50§,

(@)

. £ YAML s, (27 spec.credentialsMode F{H, LU FE2RIEEMI(E, BENIRIREHFEME
& EEWF

e " :CCOEMINERTZIT. EXMEER, CCO LLmint 5 passthrough ERi217, Bk
BUR T REH AR HHEIL,

e Mint : CCO £ mint BX iz 1T,
e Passthrough : CCO 7E passthrough &2 1T,

e Manual : CCO UFiER 21T,

BF

EMAE AWS % GCP £ EBLE, H spec.credentialsMode 7 ", Mint, 5%
Manual, EXIH—FHE,

AWS 1 GCP &1 EAMIER T root secret BY mint 23,
FERAFERH AWS X GCP LB RESWECE NEA AWS Z2 SRS (STS)

X GCP Workload Identity MEEBEAZROIEFM BB ENL, EAILIBT R EER
Authentication X RERELEE R SFER T LR,

7. SUERABIA () B AWS 2k GCP &8 : ZEMELRBEH RS LT mint L2 passthrough & =Ri21T,
B TR root secret LHIEAE

a. # AZE| Workloads - Secrets, B &N root secret,

b
. WRE WB ThiHIZEN All Projects,
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Is5 Secret &FR
AWS aws-creds
GCP gcp-credentials

b. EEELMHIEAFAMN CCOER, 1S Annotations THY 1 338, HKE value FEE, B
BESBLTHE :

e Mint : CCO 7£ mint XX 1217,
e Passthrough : CCO £ passthrough #=iZ 17,
WMREHERBFER mint B, BHITLUBEEREEEERE root secret BIIE R Tia17,

8. RMEM mint XA AWS =k GCP &£2% : EEER R G ERE root secret WIFE R TizlT, B
AZl| Workloads - Secrets F NIEH = H N EE L root secret,

% o
_ WRE WB ThiHIZEN All Projects,

Secret &5
AWS aws-creds
GCP gcp-credentials

o MBMBIXLEE—, HHEEFFMA mint =X passthrough =, FHH root secret,
o MELRBFIIIXL(, MAIEETL mint EXEH CCO, FHM& root secret,

9. RIFERAFIIMERNR AWS =k GCP &8 : EMEERESTHEE WMNEENCIEMETEREIL,
RIARE T cluster Authentication 5 YAML &,

a. SfinZE Administration —» Cluster Settings.
b. 1E Cluster Settings TIE™, %£fF Configuration £+,

. TE Configuration resource T, £#¥ Authentication,

(@]

d. 7E Authentication details TTE ™, % YAML &I,

. £ YAML b, 07 .spec.serviceAccountlssuer SHHI{E,

0]

o TELEMHRMERIM URL BRI CCO £ AWS STS 5% GCP Workload Identity H{&
AFIEIAMERNBUEMEEREIL, XEEEHER ccoctl TEHFTERE.

o ZH (") REEHAEFIIEXFMEA CCO, BREMEM ccoctl TRIHITERE.

18.1.2.2. {#[ CLI #i%E Cloud Credential Operator =
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& LU#E A CLI#AE Cloud Credential Operator (CCO) E2 & & A fiE =X,

HAE Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 #HF% 1> CCO &=,

SeRFZ M
o RO LUMERAKEFEIE IR IN OpenShift Container Platform M/,

o B% %k OpenShift CLI(oc).

Py =
1. LB H cluster-admin AEHNAF B E R EEEFH oc.

2. BI%E CCO BB NFEAMER, HFHAUTHS :

$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

LUFHItHERTRE, B3 3FFmBE A LBAFAMAE

e " : CCOERMIMERTZIT, EXNEER, CCO LA mint 3 passthrough &ERi217, B
BURF R ERHA R4 HER9 %

e Mint : CCO 7& mint R Hi51T,
e Passthrough : CCO 7E passthrough #&=iZ 17,

e Manual : CCO UFiER21T,

BF

EBE AWS = GCP &MY ERCE, H spec.credentialsMode 4 ", Mint, 5§
Manual, EX#F—FHE,

AWS 1 GCP &1 EAMIER T root secret BY mint =23,
FERAFIERH AWS X GCP LR RESWECE NEH AWS Z2 SRS (STS)

2k GCP Workload Identity MEBAERCIERFNBE = EIE, B LUB IO EER
Authentication X REMREEE R SHFER T LR,

3. PUERBRIA (") B AWS =% GCP 528 : ZREERE ST L mint if2 passthrough BXi217, &
ZITLA TS

$ oc get secret <secret_name> \
-n kube-system \

-0 jsonpath \
--template '{ .metadata.annotations }'

H i <secret_name> Z AWS By aws-creds s GCP B gcp-credentials,

e 4 EREES root secret ¥ R F .metadata.annotations S HE, TEESBLUUTHIHE :
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e Mint : CCO 7£ mint XX 1217,
e Passthrough : CCO 7E passthrough &=z 1T,
WMREHEEFER mint B, BHITLUBEREREEEERE root secret BIIE R Tia17,

4, {fEH mmt BB AWS 5% GCP £2f : ZEMESR R S1ER A root secret IER Fia1T, 1H2
TUTHRS :

$ oc get secret <secret_name> \
-n=kube-system

H i <secret_name> ZE AWS By aws-creds =X GCP B gcp-credentials.

INRTFIE root secret, XN HHHIHRIROIBE X secret UER, THIARTNEEFRTREFLE root

secret,

5. UERFIHIRAM AWS 3 GCP &8 : EMEERHESHEE WNERFASNOUENEERE
Uk, WEBITU TS

$ oc get authentication cluster \

-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

Lt fn % & EF Authentication Xf &/ .spec.serviceAccountissuer S HI(E,

o AEE5RMHINEXEN URL BHIHZ R CCO 1E£ AWS STS 5 GCP Workload Identity H{& 3
FHHERXMERALRCEMBTEREL, XEERFRA ccoctl TEHITERE.

o TWEIHFRRERUFHEAMFEA CCO, BEEFEA ccoctl TEHATEE.,

18.1.3. BKIATT N

MNFXR/FEMERMES (AWS, Azure #1 GCP) % CCO RARMINERZTN, BRINSKERHH
ZEiE, UBECIIRLULLE credentialsRequest CR FIER,

HINBERT, CCORERIERBRLUFE mint B (BELBREER) FERXLEIENERFAGOE
BHEILE, MREEARARLUFE mint iZX, ERAREZIERE BLNRE passthrough =, INREHE
TRLUF R passthrough ==, Il CCO TR IEHELL I CredentialsRequest CR,

MRAERENFILERRIRFTRE, RERRN 5T AWS, REREFAEMBERBRI, HiETR
DILERRBEIR, R RZA, HtbHEaTRARRHEAXERRENEAKESR.

MRERERINEEREIE, FH CCOWEHRIERTRE, CCO X4A{EMFTH CredentialsRequest CR
WERMY, TR NEIUERBMIEELIEXLEIE,

ERAERARHMNG, FHEIRERBIIR, MRELRZIEAHIMER, HEAERRE, WFH
CredentialsRequest CR BJ[r[#l, 15§&F CCO ZERIE CR, A4, EaILLA AWS, Azure F
GCP F o0& 1AM,

18.1.4. Efth ¥5iR

® Cloud Credential Operator B Cluster Operators £ Tl H

18.2. {iFH MINT &=
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Amazon Web Services(AWS)#1 Google Cloud Platform(GCP)#F Mint #1,

Mint ERE2XHEMEANBRIAER, EXMERX T, Cloud Credential Operator (CCO) {ERIRAERY
BEANTEIENERPAGFQEFREIE, BREGMENREN R,

MRAERERSBMREIE, NEEEFH CCO FARAEERHHHAH CredentialsRequest CR,
HNENMHEVEFEILE SMNEIEREAMENRENR. L mint RXFLED AR EIERFITEEDSN
FIEHAR (0FAH) BIRRLE,

Mint B E IR 510 5| S IEF G TE £ 8E kube-system & 22 (A, IR FETNFAEHHMNER S
B3R, 1HSH AWS 5 GCP B JFE 2 77 ¢ 5)B secret ZEHETE kube-system T H FEIEFC /%,

18.2.1. Mint XAV R E 3k

B mint R EH CCO I, E\REREBEILHRIZ1THRE OpenShift Container Platform =&
Ko INRBHMEIETRBLIHRE mint X, Il CCO TiELIE IAM B,

18.2.1.1. Amazon Web Services (AWS) FIBR
R AWS A mint IRIRHBEREIES B R L TFAR -

e jam:CreateAccessKey

e jam:CreateUser

e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUser

o jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

e jam:SimulatePrincipalPolicy

18.2.1.2. Google Cloud Platform (GCP) #{R
fRIE GCP Ay mint IR EIEL M E R LU TFHR -
® resourcemanager.projects.get
® serviceusage.services.list
e jam.serviceAccountKeys.create
e jam.serviceAccountKeys.delete

® jam.serviceAccounts.create
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e jam.serviceAccounts.delete

® jam.serviceAccounts.get

® jam.roles.get

® resourcemanager.projects.getlamPolicy

® resourcemanager.projects.setlamPolicy

18.2.2. BB E1F root secret 18R,

BN EEERA kube-system &34 22 [ B —NMEIE root secret, ATFIHRAMAZILERFUEES
ITA R secret, X AT LB mint FTEIEER mint 20 5T, S{ER passthrough &z EH4EIE root
secret,

secret WIRXE =R, tLATFE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1#&=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform(GCP)secret &3\

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

18.2.3. i AR EE R IER] Mint 3
B8, KA AWS #l GCP ZRXMER,

EXNMEXH, B FERAEEASFNEIERLE OpenShift Container Platform, FLRIEEH mint X —
. BR, XM RESERERMNEREPMIRERE DN BEIE secret,

EIE A A LLiE Cloud Credential Operator BTiE R RELEIE, FE%IEFTA CredentialsRequest Xf %

EEBEMBILR. B, RIFFEEFLARS, BNFFREEALHINEIL. HRXKNTILE, o
LiREREEEZSPHRIEUEREE.

TEJE z-stream FHFI, EBAIFERAEEANHIBEIEEFRE FIE secret, INREEE
Uk, AT RES PR I F+2K,
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BRSO EIER KK AT R H,

BRBLUTSE, ERNERDASESHEHINEEANFNEIL, eXEEFINERERAXNEELL
FBYEIEE S A secret,

18.2.3.1. FoiR R =t N Kk

MRENEMHRERRESR T HNEELE, ES51F51EH Cloud Credential Operator (CCO) FARER
SN EEIER secret,

RESFIEMTRRIURT CCO BEMANEN., A NEA mint RANKEFRLEILE, BUFoHkR
FA A BR A IE O 2 R H 4.

SoREH
o MHEMIAXFHERATEMRMAMN CCOBRFIRERETIEMNTEALRE :
o W F mint R, %# Amazon Web Services (AWS)1 Google Cloud Platform (GCP).
o MEEWNTHTFES=HMNMEmEONEIE,
o MMEIEBRWHPREEERHHEM CCO KX,

AR

1. 7E web #Z=H]&H#) Administrator i H, SfnEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

Fa Secret Z#
AWS aws-creds
GCP gcp-credentials
]
H
3. =i 5 secret HRAMIT i Options 35, fA/F1EEE Edit Secret,

4. L3k Value FERMIAA, BAUEAXLEERRIEAEHRFILEZERES TR,
5. ERATHNEHFMIILE R EH Value FERIIXE, ARER Save,

6. BNREEH CCO BLENFEA mint ==, EMERE 1 CredentialsRequest X & 5| HREN MG
secret,

a. LLEH cluster-admin B &8 5145 & % OpenShift Container Platform CLI,

b. ZKEXFRAE S| BMIE Y secret IR TR L Z2(HE -
$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |

.spec.secretRef’

Hrh <provider_spec> BRI =N EBIN NAE
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o AWS: AWSProviderSpec

e GCP: GCPProviderSpec

AWS Kt B9ER 5 =51

{

"name": "ebs-cloud-credentials”,
"namespace”: "openshift-cluster-csi-drivers"
}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator"”

}

c. MIBREABIABEH secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace> 9

ﬂ 8 7E secret BIE& TR,
Q IBEEEE secret ey RZE[H],

& AWS secret =l
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBR BRI E FMBREIL. MPREIAEAEME secret T3 CCO MFA HfiflbR
WAEFIULFH OB FIL.

ik
KiFETrRE e BN :
1. 7E web #Z=5]&#) Administrator i H, SfnZEl Workloads — Secrets.

2. ik Value ZEXHIRN B EXZE,

18.2.3.2. Hfp =N AR

TELL mint B {EF Cloud Credential Operator (CCO) %% OpenShift Container Platform £& /5, &
AILAMEEE B kube-system 654 22 [A] PR B IE A AR EIE secrete REEHATEAN (RERS
BIRRR, WARK) , FHREEEGPHMEIL,

TEIE z-stream FIEI, ERIERAERAIIINFTILERRERIL secret, MRERER
UE, MIATsEFRIEFH I,

SeRFMH
o EHREAZRMCCOHMBRRFEIENTES L, XFHWFEERE AWS 1 GCP,
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iy =

1. 7 web #Z=5]&#) Administrator i H, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENIEMHLFER root secret,

Fa Secret &#R
AWS aws-creds
GCP gcp-credentials
]
H
3. mifi5 secret EHEMTT Y Options 325, #A/F1E#F Delete Secret,

18.2.4. H IR
o FTF AWS B kube-system 1 B AR FEEIE 2B secret B AR

e GCP B kube-system Tl B AR EEIE A58 secret B AR

18.3. {1 PASSTHROUGH &=

Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Platform (GCP) . Red Hat
OpenStack Platform (RHOSP) . Red Hat Virtualization (RHV) #1VMware vSphere S #f
passthrough &=,

1E passthrough =X #, Cloud Credential Operator (CCO) JHRMM T EIUL (LA 1E KR EILHIH M,

EIENITNTEREHITRENIIR, FAUSRERPHEMENIRE, BFFEETUNBRHEILMNE,
CCO ARZFIAIE passthrough B IR EI A A FRSEFEE,

e p= =1
) FrhiER RME—FF Microsoft Azure Stack Hub B9 CCO BCi&.

18.3.1. passthrough #E X R E >k

TEfEF CCO M passthrough ], ERFRERENEILHBIZ1T3RE OpenShift Container
Platform T EK, MRBHEMEIEH CCO 51845 — 0] CredentialsRequest CR BYZH -, NIiZZH
HreEZH AR AR AP IR &E51%,

18.3.1.1. Amazon Web Services (AWS) #{BR

IR7E AWS AIRHBY passthrough BRI E UL T E B R IEEIZ TR/ OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR I A i KR,

EHFIFTEH CredentialsRequest CR, &S 7y AWS F510JE IAM,

18.3.1.2. Microsoft Azure fi{fE

1R7E Azure FRIRHBY passthrough XY E UL T E B R IEEIZ TR EZR OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR I A i KR,
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5818 = BB MM AEIE
EHFIFTFEH CredentialsRequest CR, &S 7 1 Azure FH101JE IAM,

18.3.1.3. Google Cloud Platform (GCP) F(BR

fR7E GCP AR B passthrough =X E UL E B R IEEIZ TR EZR OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR IR A i KR,

EHFIFTEM CredentialsRequest CR, &S 7y GCP F410E IAM,

18.3.1.4. Red Hat OpenStack Platform (RHOSP) #{BR

BE7E RHOSP %% OpenShift Container Platform ££2%, CCO FZE%E member A BIRIE
ik,

18.3.1.5. Red Hat Virtualization (RHV) #Y{BR
BT RHV £ &% OpenShift Container Platform 5£8%, CCO FEEE A LTI RMEIL :
e DiskOperator
e DiskCreator
o UserTemplateBasedVm
® TemplateOwner

e TemplateCreator

e T1EFTF OpenShift Container Platform &M 45 E £ EE+H B ClusterAdmin

18.3.1.6. VMware vSphere f{ER

ZE 1 VMware vSphere £ %% OpenShift Container Platform &8, CCO FEEHLLT vSphere f{[RHY
=AM

5 18.2. Y vSphere (R

eS| HUBR

BERFE HEIZE ]

B Create folder. Delete folder
vSphere #1it AR

e HECPLE

BHR TR 5 R P

B LI B F i FAETR

VAPP AR
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eS| TR

RE 25 FTATURR

18.3.2. BEIEEIF root secret {3,

BN EEERA kube-system &34 22 [ B —NMEIE root secret, ATFHRAMAZILERFAUEE
ITA B secret, X ATLLEIY mint FTEIEER mint 220 58, 3{E R passthrough &zt 8 #ZiE root
secret,

secret WIEXNE =R, LA FE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure secret =

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

1E Microsoft Azure A1, ZIiE secret i8R BIEN NI B S ERFEMZEN 1D WEME, BNERERERH
£, ZERESTUEEFREHE :

I $ cat .openshift_install_state.json | jq '."*installconfig.ClusterID".InfralD" -r
it Bl
I mycluster-2mpcn

XAMEFTE secret BEHER, WTFAR :
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azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform(GCP)secret &3\

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

Red Hat OpenStack Platform (RHOSP) secret t&=

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

Red Hat Virtualization (RHV) secret #&=

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: ovirt-credentials

data:
ovirt_url: <base64-encoded_url>
ovirt_username: <base64-encoded_username>
ovirt_password: <base64-encoded_password>
ovirt_insecure: <base64-encoded_insecure>
ovirt_ca_bundle: <base64-encoded ca_ bundle>

VMware vSphere secret &=,

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

18.3.3. passthrough &R EiE4EH
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1R CredentialsRequest CR lBESAFH ML, BAMF )BT passthrough RN FE Uk LU E &2

Ko AT EBRAIGIREHHIEUER, HEHADRIRELTHRKSH CredentialsRequest CR, E14Z!
=N AFTER CredentialsRequest CR, EZ i h AWS. Azure 8 GCP F5/0/# IAM,

18.3.3.1. Faife i it e ik

MRANEMHRREAEBR T HNEEILE, EX01F5EH Cloud Credential Operator (CCO) FREIR
SN EEIER secret,

RESFIEMIRRIURT CCO REMAEN., A HEA mint RANKBFRLEILE, BUFohHkR
EA A BR A IE O 2 R H 4.

FRFH
o THENASAEXFERTEMAN CCOBRAFIRETEIENFLS LRE :

o XJF passthrough =, ¥ Amazon Web Services (AWS). Microsoft Azure, Google
Cloud Platform (GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization
(RHV)#1 VMware vSphere,

o MEENTHTFES=HMNMEmEONEIE,

o HEILABWHINREESRHER CCOER,

1. 7 web #Z=5]&H#) Administrator i ®, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

Secret Z#
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
:
3. R secret HREKIT i Options 35, fA/FIEEE Edit Secret,

4. 13K Value FEEHRE, BRI LMERAXLEFERRIEERERTEIEEZERS AR,

5. RS HN I F9I0IEE BB Value FEEBIX A, AE R Save,

6. INRIEE /%A )5 vSphere CSI Driver Operator #J vSphere S£BEBEHEUE, (R /05 FlIH#EH
Kubernetes 12435 & X225 LN F B #TRIEIE,
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=1
. INRE T vSphere CSI Driver Operator, NAEEX—%,

Z N B vSphere EiF, ELEH cluster-admin A& A 515 & %% OpenShift
Container Platform CLI, FZ{7 a5 :

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

W HEH T, Kubernetes Controller Manager Operator BIR A& & Progressing=true.
ZEERS, HETUTHS -

I $ oc get co kube-controller-manager
B
FAUEEIER B EEN -
1. 7E web #HI&#) Administrator &, Sl Workloads - Secrets,

2. ik Value ZEXHIRN B EXEE,

Hi 5w

® vSphere CSI Driver Operator

18.3.4. EREZ G R /IR

FEfE M passthrough B, FMAHHMAEROIRHAMARMAMHER, MREELEBETHDN
IR, NIFrEHGHE CITRERFIENIZAR,

REfE, BRLUFEIERABRED B RZITREFFTRRINR, XHEEIEZ AR OpenShift Container
Platform iR A&BI 4 1755 1% #9 CredentialsRequest CR & X,

EHF AWS. Azure 5 GCP 8 CredentialsRequest CR, F T f#NMEIE X CCO FRAFR, iHE A
N AWS, Azure 3% GCP Fz/6/# IAM.

18.3.5. HL &R
e 5 AWS FhfIE 1AM
oy Azure FEOIE IAM

e 7 GCP FuflE IAM

18.4. FRHFIIER

Alibaba Cloud. Amazon Web Services(AWS). Microsoft Azure, IBM Cloud #1 Google Cloud
Platform(GCP) X HFF &R,

EFHERD, AHrEETEIEMARE Cloud Credential Operator (CCO) ., EALLER, Hnikh
TR THEGD AT IZTHEREN OpenShift Container Platform iR A&#] CredentialsRequest CR, 7EE/Z
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=N E QBN BRI EIE, FTEIEMRIe & 22 E RO Kubernetes Secret, LAM RSB =N BEHIAT
& CredentialsRequest CR,

FERFIEXTRFEIEHAGRINEMENIIR, MEIFEEEHPEHERAIFINEIL, W&EHE
BEEED AWS AH IAMIRR, BE, SRFAFELNFFHIIRSH ZATEE DA,

BRBoHNAEERENERFIIRRNIFE, HEEENHNERFEIEEELI

e Jj Alibaba Cloud Fz5/1lE RAM KR

9 AWS FEIJE IAM

N Azure FE0E IAM

7 GCP F0/# 1AM

7 IBM Cloud B2i& IAM

18.4.1. T EAESEHNENEENTRILNFIER

FAFIER AWS 5 GCP £ ATRER W ECE N AWS 22 ShEARSS (STS) = GCP Workload
Identity MERFAIROIEM T B REIL, EEIX—EE, CCO MARHEMEFERIRNHEIE

MEBLELR, BESHTE Amazon Web Services Security Token Service FRERFHIER, , =H1E GCP
Workload Identity i {F B F &=,

18.4.2. FAF AT MNEILEHREHNE TR

EEAFIETEUFARER R, BRIV EANBINELITHRGUEFEIL. BLe M EENEEIERE
BORLRR, FHif R X L2 M BORThR A~ PR TR E K

AR

1. REFFKEE #HRAM CredentialsRequest B & X FiR
HIEESI BN TN AN FEh 6 1AM’ ﬁBﬁHETﬁﬂﬂﬂﬁtﬂﬁﬂﬁﬁﬁ1@8’9%%%‘%8’9%1&0

2. BEERERMFYEITIEIL
o NETRITHAKRINAIE(T CredentialsRequest B E X ¥R BIEH secret,

o MNREFMTE secret FIEMINAEIEH CredentialsRequest B E X HRER T HIRE
X, BEREFEEEHIR,

BESR
e T upgradeable-to ¥ f#, LUETRERHDESTFHAL,

18.4.2.1. REHEEFHTAL
BINERT, HHEFHHEFEILERH Cloud Credential Operator(CCO)U gradable K75 False.

FRFH

o WFEMEANEINALITHER, EAUFIHEEBEMFEILE, UEM Cloud Credential Operator 5&
FA#2F (ccoctl) 2 EE,
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it

18.4.3.

518 &= EE Rt AL

B&% OpenShift CLI(oc).

L BE cluster-admin &A1 A - B4 & K EIEEFH oc,

TLU T4, 4@ CloudCredential 55iR, LATE metadata = E& /71N upgradeable-to ¥

N

I $ oc edit cloudcredential cluster

CAY)1]: 8BS

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

Hrh <version_numbers B ZAHKEIIIRA, B 7 x.y.z, B0, OpenShift Container
Platform 4.10.2 {&F 4.10.2,

WA A RS HITERBGERE, TREFERL A,

1£ Web 55 #) Administrator flfAs, S:#iZEl Administration - Cluster Settings,

BHEF CCO RAIFIE, Emili Cluster Operators 55X HH cloud-credential,

e fNR Conditions &4 ) Upgradeable JR7E 7 False, F55iiE upgradeable-to ¥ %% & Hf
BiEiR,

4 Conditions #8431 Upgradeable $k7H True B, FF#4 OpenShift Container Platform F+
NRo

HAth BHR

M Alibaba Cloud F 0/ RAM BR

9 AWS F D flE 1AM

1E Amazon Web Services Security Token Service R FHE X
) Azure FEHOIEE 1AM

7 GCP F5hillE 1AM

1£ GCP Workload Identity F{# I F &

9 IBM Cloud EZi& IAM

18.5. £ AMAZON WEB SERVICES SECURITY TOKEN SERVICE H{#fF
LR
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Amazon Web Services (AWS) #FMH STS BWFHER,

AE
L EUF SRR R 253789 OpenShift Container Platform 8%, B /TE %R &S 2T
. B, B FENREFATREIRIEMNIIEER, LUFERLLIhEE,

18.5.1. X F AWS L& SRS HIFBER

WA STS MFEER P, B OpenShift Container Platform SEE£4H {418 F AWS Security Token
Service (STS) XA BEIRMFEE. ARMBLZLEILNAYE IAM AR, XLEEIFSHET A AWS AP
RS MNMEEH IAM A B XX,

fFEAEHEER AWS IAM OpenlD Connect (OIDC) B3R EREFLUK AWS IAM AL B BhEKFTH
FRIFTHIEIE, OpenShift Container Platform NARSS K- ShE% &, XLEDHEE AWS IAM G, FH
%51 % pod FFHATFHMDRIE. SREKE—/NERIF.

K 18.2. STS Bk 7is

Amazon Web Services

S3 bucket

> with OIDC configuration <4— Trust tokens signed — IAM Identity Provider
Public key
AWS services <} > IAM Role for pod
a s
Kubernetes [
service account .
1 ]
1
!
OpenShift | |
P i ! Pod
1
1
Private key b
R e e L e P P e » AWS config file
1
_______________________________________ »
Kubernetes

Token signing

v
v

service account

FERHA STS WENERXERHNED OpenShift Container Platform AR H#LHI AWS EIFHR A,

HAKHAEIER AWS secret 1=

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>
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ﬂ HER R 22 A,
9 “Hi4 secret IR,

{1/ STS B9 AWS secret &=

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
sts_regional_endpoints = regional
role_name: <operator-role-name>
web_identity_token_file: <path-to-token> ﬂ

HER R e,
‘Hi% secret BIE TR,
HER IAM AR,

- -

pod FARSSIK ' S HEBIER R, BE X2 OpenShift Container Platform ZH{4#
/var/run/secrets/openshift/serviceaccount/token,

18.5.2. fffH STS N FiER L% OpenShift Container Platform £2f
BRE[BENETAE STS WFIIERXAFMER Cloud Credential Operator (CCO) HI&EEE :
1. Bgi& Cloud Credential Operator T&,
2. RIROIEFREM AWS IR, siEA— 1 aolE,
3. 1217 OpenShift Container Platform &2,

4. PIEERE D EREERENFIL.

EATEER STS NEREUFINERZTT, FTATEFERMENTRR A GO EIE, X
FRBN R R MR AE OpenShift Container Platform i, @& SAEHE AWS FRER, FEF+
WAEF STS BRI, SHTEAXTFIAKR AWS IRBLUATFINEAYE, HATHE
I A =,

e

Hith 5w

o HEEEHEFALE Cloud Credential Operator TE

18.5.2.1. Edi& Cloud Credential Operator TE
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% Cloud Credential Operator(CCO)AF &z 1TH, EMEFNMBAIBMBTEREIL, RIGHES
CCO L2 (ccoctl) =il T4

-3
ccoctl TERTE Linux FMEFIEITH Linux ZF S04,

FoREH
o TELLTIN BB KHEE ANBRE OpenShift Container Platform 1,
e %% OpenShift CLI(oc),
o REH ccoctl TEOIE T ATLATARE AWS K/ -
% 18.3. ATE AWS FIBR

TR R AR TR

iam R

o

iam:CreateOpenlDConnectProvider
o iam:CreateRole

o iam:DeleteOpeniDConnectProvider
o iam:DeleteRole

o iam:DeleteRolePolicy

o iam:GetOpenlDConnectProvider
o iam:GetRole

o iam:GetUser

o iam:ListOpenIiDConnectProviders
o iam:ListRolePolicies

o iam:ListRoles

o iam:PutRolePolicy

o iam:TagOpenIDConnectProvider

o iam:TagRole
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o
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TR R AR PR

s3 IR

s3:CreateBucket
s3:DeleteBucket
s3:DeleteObject
s3:GetBucketAcl
s3:GetBucketTagging
s3:GetObject
s3:GetObjectAcl
s3:GetObjectTagging
s3:ListBucket
s3:PutBucketAcl
s3:PutBucketPolicy
s3:PutBucketPublicAccessBlock
s3:PutBucketTagging
s3:PutObject
s3:PutObjectAcl

s3:PutObjectTagging

cloudfront:ListCloudFrontOriginAcce

ssldentities
cloudfront:ListDistributions

cloudfront:ListTagsForResource

INRIEITXEIT A F CloudFront Z4THR URL 4% OIDC ERB R HETE IAM SR IFE B n MR E
S3 g, NizE1T ccoctl TER AWS K B E DL AN AR

o cloudfront:CreateCloudFrontOriginAccessldentity

o

cloudfront:CreateDistribution

cloudfront:DeleteCloudFrontOriginAccessldentity

cloudfront:DeleteDistribution

cloudfront:GetCloudFrontOriginAccessldentity

cloudfront:GetCloudFrontOriginAccessldentityConfig
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o cloudfront:GetDistribution
o cloudfront:TagResource

o cloudfront:UpdateDistribution

fE{#F ccoctl aws create-all #p5 LEBFEIEE K, XEXANPRZIFHEA --
create-private-s3-bucket %L1,

1. KEX OpenShift Container Platform % {75i/% :

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

2. M OpenShift Container Platform & {T#RI&FKEX CCO BaR R

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

. iR SRELEASE_IMAGE M22f5545{#f ccoctl T RMIT 2R ITAMTE,
3. & CCO BHBHEFH ccoctl Z i #I3THIRANEI OpenShift Container Platform & 1T {& :
I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret

4. BARLUE ccoctl ATHIAT :

I $ chmod 775 ccoctl

o EINF ccoctl RE R LMEMA, 15 EREBENH :

I $ ccoctl --help
ccoctl --help B

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud

aws Manage credentials objects for AWS cloud
acp Manage credentials objects for Google cloud
help Help about any command
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ibomcloud Manage credentials objects for IBM Cloud

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

18.5.2.2. ffifd Cloud Credential Operator S 2 0IE AWS HR
REILMER CCO SEATERF (ccoctl) HIRAIERTERAI AWS HR, =R £ a5 R0,

18.5.2.2.1. iy Bl AWS ¥R

NRBZBEEEBNR AWS FIERIEE ccoctl TEOER JSON X4, =& ccoctl TEBTF O AWS
BRI R EB R HAMER, S HRMROE AWS KR, fia0, ETNFERNRERFSHER 12
(B FHE O X L R H 4 AT RER A

B, fRelLUFEF ccoctl aws create-all £85 BI0IE AWS FIR,

FINBERT, ccoctl EiziTamHMBERFALIEN R, EEEMERPUIENSR, HER -
output-dir Fr&, LRIEFER <path_to_ccoctl_output_dirs £5|HiX/E X,

BL ccoctl SR HRAH AWS AP FSRAIESIEIR AWS TR, ErILAERA --dry-run #5

EEE G AP R, SRS EAR RS RGP A3 JSON U, fERILAER --cli-
input-json S EFFEHN JSON X4, AFHEA AWS CLITENAE],

FeREH
o IRENFHEE ccoctl — I,

ik =
1. ERFETF HERHXE OpenlD Connect N /A HFIFAE RSA BEASH -

I $ ccoctl aws create-key-pair
Tl N R

2021/04/13 11:01:02 Generating RSA keypair

2021/04/13 11:01:03 Writing private key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.private

2021/04/13 11:01:03 Writing public key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.public

2021/04/13 11:01:03 Copying signing key for use by installer

H b serviceaccount-signer.private #1 serviceaccount-signer.public 2 4 BB B 5H S5

ttfr 4IRS TE /<path_to_ccoctl_output_dirs/tis/bound-service-account-signing-key.key /&
OEEH T LRI EPAENRAHA,

2. £ AWS EB1J# OpenlD Connect 1R MHIZFEH S3 FHEHE -
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$ ccoctl aws create-identity-provider \

--name=<name> \

--region=<aws_region> \
--public-key-file=<path_to_ccoctl_output_dir>/serviceaccount-signer.public

Hrp:
e <name> 2 AT HrC N ERERT QI M = BURM & R,
e <aws-region> BN EEHP AR TR AWS Kig,

e <path_to_ccoctl_output_dir> 2 ccoctl aws create-key-pair 4% 4 I N EA ST IR

%,
WA -

2021/04/13 11:16:09 Bucket <name>-oidc created

2021/04/13 11:16:10 OpenID Connect discovery document in the S3 bucket <name>-oidc at
.well-known/openid-configuration updated

2021/04/13 11:16:10 Reading public key

2021/04/13 11:16:10 JSON web key set (JWKS) in the S3 bucket <name>-oidc at keys.json
updated

2021/04/13 11:16:18 Identity Provider created with ARN: arn:aws:iam::
<aws_account_id>:oidc-provider/<name>-oidc.s3.<aws_region>.amazonaws.com

H e 02-openid-configuration 2% X4, 03-keys.json & JSON Web BT,

b4 IR TE /<path_to_ccoctl_output_dir>/manifests/cluster-authentication-02-
config.yaml A3 YAML EEE XX, b NEBFERBIRS KT ShEIXBEXS X E URL FE,
LUE AWS IAM BRI FEES .

3. NWERHPHENMEEHLE IAM AR,

a. M OpenShift Container Platform & 1T#if% 112X CredentialsRequest *f R FI% :

$ oc adm release extract --credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests ﬂ
--from=quay.io/<path_to>/ocp-release:<version>

credrequests Z17f# CredentialsRequest Xf RFIKMW B K, MNRZEFAEFE, L
STRRUEIZE.

b. {8/ ccoctl TR 2 credrequests Bk HIFTA CredentialsRequest X4 :

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com
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N F{EREM IAM AP| i =B AWS B (30 GovCloud) , iAW ifFE A --
region Zﬁiﬁ‘é‘ﬁé@ﬂ’ﬂ@ﬁo

INRIBMEEEFE A TechPreviewNoUpgrade IhaE5 /o RO T Wi ThAE, NI
WEE --enable-tech-preview S,

%I F&E4 CredentialsRequest %, ccoctl 0E—NFEFERIEN IAM AR, ZABE
IEER OIDC B IRHBFHEXEL, LUK FEE OpenShift Container Platform & {THI&NE
4 CredentialsRequest X & & & X B BR ZKBE,

o EIHE OpenShift Container Platform secret 2 G B AIE, FIH
<path_to_ccoctl_output_dirs/manifests B &I :

I $ Il <path_to_ccoctl_output_dir>/manifests

Bl -
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml|
-W------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-rW------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml
-rW------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

e LhEd Eil AWS EEIER B0/ IAM At MFESER, ESHAXIE IAM A8 AWS X
o

18.5.2.2.2. F B 5O AWS FHR

&D%@?TWEEWE& AWS THRBEIEE ccoctl TEGZEH JSON X4, FHEHIRE ccoctl IEFH:F@JL
AWS RIS BEHREEER, NIALUER ccoctl aws create-all 355 B 5013 AWS

AN, AT LR IR O AWS B

BUAER T, ccoctl EiZfTaHHIBE RKFAIEN R, BEEEMBFPOENSR, FEMA --
output-dir i1, LtR2{E M <path_to_ccoctl_output_dir> 33| XN A%,

SoREM
T

o IRENFHERIF ccoctl Z i HISTiE,
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it

2

TLUF 84, M OpenShift Container Platform % 17555+ 1#2EX CredentialsRequest % 551

S iy

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ 0
--from=quay.io/<path_to>/ocp-release:<version>

Q credrequests Z277fi# CredentialsRequest X/ RFIKXM B K, MRIZEFKAEE, Lds

HAOBIZE R,
SER
AT MRS TR R E — LT ),

2. MNRIEHEEHEAEHINEEZA— NS DAL g Y, El R AR
CredentialsRequest B & X %R,

AWS _E OpenShift Container Platform 4.12 4 credrequests B XI5

0000_30_machine-api-operator_00_credentials-request.yaml 0
0000_50_cloud-credential-operator_05-iam-ro-credentialsrequest.yaml g
0000_50_cluster-image-registry-operator_01-registry-credentials-request.yaml e
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml
0000_50_cluster-storage-operator_03_credentials_request_aws.yaml G

Machine API Operator CR @&,
#FZ Cloud Credential Operator CR,
Image Registry Operator CR 2 &EMH,
Ingress Operator CR @ FHH,

Network Operator CR @ FEH,

Q90009

Storage Operator CR @— N el H, mAlgeEREFER

3. ¥ ccoctl TE A2 credrequests B xFHIFTA CredentialsRequest X% :

$ ccoctl aws create-all \
--name=<name> \0
--region=<aws_region> \9
--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \e
--output-dir=<path_to_ccoctl_output_dir> \ﬂ
--create-private-s3-bucket 9
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15 E A FIMC A B T RERMEM = FIRI B,
BEEEPAURTRIREN AWS KiF,
5 E @ 544 CredentialsRequest Xf R 4B B %,

Efii'ﬁ EIREHL ccoctl LHRBRREHEFPOENRMBER, BWANBRT, LHABRRFEZT
meH E %':P@'JLXT%

@ 6@@0

: BAERT, ccoctl SLARERFE OpenID Connect (OIDC) B EXHFMEEA T S3
T?ﬁ%ﬁnh FHfEM S3 URL fE A% OIDC i, E4F OIDC BBEFHETE IAM B3R IF2F
T A $ CloudFront Z1ThR URL 1 RIB9% A S3 Fh#t@+, 15 --create-private-s3-
bucket 51,

INRIZMEEEFE A TechPreviewNoUpgrade Ihag 5 /o ARIEOR TN ThAE, @A/
8 %& --enable-tech-preview 24,

e EIHE OpenShift Container Platform secret 2 G B AIE, FIH
<path_to_ccoctl_output_dirs/manifests B kIS4 :

I $ Is <path_to_ccoctl_output_dir>/manifests
A -

cluster-authentication-02-config.yaml
openshift-cloud-credential-operator-cloud-credential-operator-iam-ro-creds-credentials.yaml
openshift-cluster-csi-drivers-ebs-cloud-credentials-credentials.yaml
openshift-image-registry-installer-cloud-credentials-credentials.yaml
openshift-ingress-operator-cloud-credentials-credentials.yaml
openshift-machine-api-aws-cloud-credentials-credentials.yaml

e LhEd Eil AWS EEIER B0/ IAM At MFESER, ESHAXIE IAM A8 AWS X
o

18.5.2.3. iz fTRERF

SeRFMH
o FRRERHNTFAEER .

e JKEX OpenShift Container Platform & 1T5%.

i =3
HADEREEFWERKFFAIE install-config.yaml 3T :

I $ openshift-install create install-config --dir <installation_directory>

Hrh <installation_directory> @ R&EEFEHEFOUEXHHE X,
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2. 4w install-config.yaml ie & X, FHE &Y credentialsMode % & 7 Manual,

install-config.yam| ¢ i& X4 = H1

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

ﬂ WX —1T4% credentialsMode S%{i% &5 Manual,

3. QIBATEERY OpenShift Container Platform %% #
I $ openshift-install create manifests
4. 19 ccoctl £ mMHIEH S B REFZFE OIER manifests B3R -
I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/
5. ¥ ccoctl 7% tIs B kA AERMFAHAEHIBILREBRF :
I $ cp -a /<path_to_ccoctl_output_dir>/tls .
6. 11T OpenShift Container Platform &2 :

I $ ./openshift-install create cluster

18.5.2.4. B UF £ 3t

1. JE$#ZF OpenShift Container Platform %&%,
2. BESEEF%A root il :
I $ oc get secrets -n kube-system aws-creds
VeSS VG
I Error from server (NotFound): secrets "aws-creds" not found
3. WiIFHHREBE secret FHAEEMN IAM AR, MAZFEAH CCO UIENEIE
#4 Image Registry Operator B4Rl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

B N B RHGERNA BRI Web F0SHE, TR :

#748 Image Registry Operator By%iH R~ fl
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[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

18.5.3. Hth ¥R
o HEABAFNAIF IS B ER

18.6. 1T GCP WORKLOAD IDENTITY F{ERFHER

Google Cloud Platform (GCP) X #{#F GCP Workload Identity BIF5#E 3,

=1
L EEUR SRR R 2 #5389 OpenShift Container Platform 5£8%, B /TEZRE S 2T
B, B tEHREFRTREIEREONEEE, LUEALIhEE,

18.6.1. X F GCP Workload Identity BFEHER

1E£ GCP Workload Identity #, &4 OpenShift Container Platform E&4HA T LUFE A F R, BIRAE
BYEIERESL IAM ARSI,

A IEFAECERY OpenlD Connect (OIDC) B IRIEFEF LUK IAM BRSS 1K 7 3£ B 5 RETHIFRIFHTRIE

ik, OpenShift Container Platform MRS MK B, XLEDHEE GCP 4, FHAIHEEHE pod 3
BFEMREIE. RANERT, SEKRE—/NERIF.
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18.3. TYEfi S 13 B3R UER

Google Could Platform Workload identity pool

Cloud storage bucket ; Workload

.

L with OIDC configuration 4— Trust tokens signed identity provider

GCP service account I Policy binding
«
Public key ¢
Google Cloud resources Security token service
A !
I [
: :
Kubernetes GCP Kubernetes Access
service account service account service account token
] 1
: :
' [
: v
nShif
OpenShift Pod
Private key GCP credentials config
» Token signing e Kubernetes

service account

1£ GCP Workload Identity f& A F /iR X & B iR #t45 &1 OpenShift Container Platform ZH{489 GCP
EIERAR,

GCP secret 1%

apiVersion: vi
kind: Secret
metadata:
namespace: <target namespace> ﬂ
name: <target_secret_name>
data:
service_account.json: <service_account> 6

ﬂ HER R 22 A,
9 “H4 secret IR,
9 Base64 4wt BIAR 551k

FEAKHAEUEN Base64 4al service_account.json XFHAR

I (
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"type": "service_account",

"project_id": "<project_id>",

"private_key_id": "<private_key_id>",

"private_key": "<private_key>",

"client_email": "<client_email_address>",

"client_id": "<client_id>",

"auth_uri": "https://accounts.google.com/o/oauth2/auth”,

"token_uri": "https://oauth2.googleapis.com/token",

"auth_provider_x509_cert_url": "https://www.googleapis.com/oauth2/vi/certs",

"client_x509_cert_url":
"https://www.googleapis.com/robot/vi/metadata/x509/<client_email_address>"

}

ﬂ E#ERAIZ service_account,

g AT @ GCP I E B RSA B, SINBHAMTRELRS, BRAERE,

{85/ GCP Workload Identity ¥ Base64 %l service_account.json KRR

"type": "external_account”,
"audience": "//iam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
pool/providers/test-provider”,
"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",
"token_url": "https://sts.googleapis.com/v1/token",
"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<client_email_address>:generateAccessToken",
"credential_source": {
"file": "<path_to_token>", ﬂ
"format": {
"type": "text"
}
}
}

ZIFRAIZ external_account,
B 13 A2 GCP Workload Identity provider,

A BoE X R L BIBR S5 1K BO BER URL.

6@@0

pod HERSSIK S REMER R, BHEIXZ OpenShift Container Platform ZH{4ERY
/var/run/secrets/openshift/serviceaccount/token,
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1£ OpenShift Container Platform 4.10.8 &, K AN&LZI T — A5tk registry A im0
BY[AJf, WHIRR T {5 GCP Workload Identity B9%51% registry x#F. Z{# A Workload
Identity B9 OpenShift Container Platform 4.10.8 5£8% L8 F%51& registry, ELTUF &
registry Be & 1 {E A KHIEIIE,

7 OpenShift Container Platform 4.10.21 /1, k& T X {# B B R registry B GCP

Workload Identity 932 ¥, #0&A * OpenShift Container Platform 4.10.8 #1 4.10.20 itk
ee R TMEZER, HSHEXRNAIHEXE,

18.6.2. ffiFH GCP Workload Identity ) F 52 %%k OpenShift Container Platform &
B

BRERE HTEHHE GCP Workload Identity BIF 3R {8 Cloud Credential Operator (CCO) BI5
i3

1. B2& Cloud Credential Operator T&,
2. BIEFIFER GCP iR,
3. 11T OpenShift Container Platform L2 % .

4. PIEERE T EREERENFIL.

R HTEER GCP Workload Identity By B2 AF &R 217, ARULTEEFERRREHIRABRE -
HEQIBIEIE, HFAYE OpenShift Container Platform BIARELREIRAR, B@ES
HH9 GCP HPRE K, EFHREA GCP Workload Identity FISERERT, SERFEIE R MNAFL
iR GCP IR B LA R INA H G FH rl R H 4 E R,

Lth BT iR

o HEEEHEFALIE Cloud Credential Operator TE

\

18.6.2.1. fidi& Cloud Credential Operator TE

% Cloud Credential Operator(CCO)LAF iRz 1TH, EMEFNBAIBMBEREIL, RIGHES
CCO X2 (ccoctl) il 24,

" ccoctl TER1E Linux FAEHIZITH Linux ZHE§I3TH#,

SR H
o ALl N BEAEEEE SIPRA OpenShift Container Platform ik 7,

e B% %k OpenShift CLI(0c).

ik

S

1. REX OpenShift Container Platform % 17544 :
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I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

2. M OpenShift Container Platform £ {Ti{&KEX CCO Fainl4k :

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

ﬁ ffx $SRELEASE_IMAGE BIZR1 5448 ccoctl TEMIMRIRIIMEITLES,
3. ¥ CCO AERHIEH B ccoctl i HIST 1R EXE] OpenShift Container Platform & 1THi& A :
I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
4. BAFRLLEE ccoctl ATHAT :
I $ chmod 775 ccoctl
o ZEIIE ccoctl EE R LAMER, 1§ B RESBIXH ¢
I $ ccoctl --help
ccoctl --help B

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud

aws Manage credentials objects for AWS cloud
gcp Manage credentials objects for Google cloud
help Help about any command

ibmcloud Manage credentials objects for IBM Cloud

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

18.6.2.2. {#1[ Cloud Credential Operator SEFfEFHIE GCP ¥R
1R LS A ccoctl gep create-all €55 B )0 GCP %R,
P2 Y=

EINBERT, ccoctl EiziTMmHMERFALIEN R, BEEEMERFPUIENSR, HER -
output-dir &, ILFRFEF A <path_to_ccoctl_output_dirs E3|RiX/NE %,
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FeRFM
BRI

o IRENFHERIF ccoctl Z i HISTiE,

it

2

TLUF 84, M OpenShift Container Platform % 17575+ 12EX CredentialsRequest % 551

$ oc adm release extract \

--credentials-requests \

--cloud=gcp \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ 0
--quay.io/<path_to>/ocp-release:<version>

credrequests Z277fi# CredentialsRequest X/ RFIKXM B K, MRIZEFKAEE, Lds
MRABIZE K,

=
' ya
% EATI A SR RERE — LT A,

2. MNREHEEHEAEHIEEZEA— NS DAL g Y, EM R EAE R
CredentialsRequest B & X %R,

N

i

GCP L& OpenShift Container Platform 4.12 89 credrequests B3I A HI

0000_26_cloud-controller-manager-operator_16_credentialsrequest-gcp.yaml 0
0000_30_machine-api-operator_00_credentials-request.yaml
0000_50_cloud-credential-operator_05-gcp-ro-credentialsrequest.yaml e
0000_50_cluster-image-registry-operator_01-registry-credentials-request-gcs.yaml ﬂ
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml G
0000_50_cluster-storage-operator_03_credentials_request_gcp.yaml ﬂ

FZ Cloud Controller Manager Operator CR,
Machine API Operator CR 2 A EH,

#FZ Cloud Credential Operator CR,

Ingress Operator CR @8,
Network Operator CR @ &FEH,

Storage Operator CR @ — MR, FIReRESRRBEFEMH.

o
e
3
@ mage Registry Operator CR 2 %&H.
(s
L6
7

3. ¥ ccoctl TEHE credrequests Bk HIFTA CredentialsRequest X% :
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$ ccoctl gcp create-all \

--name=<name> \

--region=<gcp_region> \

--project=<gcp_project_id> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests

‘IDT-

e <gcp_region> EFTA A FIRERH GCP FIRAFA & L&,
e <gcp_region> EEEHAFAIETHIRM GCP X,
® <gcp_project_id> 2 BEHEPURTHIRHK GCP IiH ID,

e <path_to_directory with_list_of credentials_requests>/credrequests @2 =
CredentialsRequest ;5 . XX #4HHIE %, LLAIE GCP BRSIK .

INRIZMEEEE A TechPreviewNoUpgrade Ihag e /5 AARIBOR T WE ThAE, A/
8 & --enable-tech-preview 244,

e EIHIFE OpenShift Container Platform secret R & S 0IE, IH
<path_to_ccoctl_output_dirs/manifests B &I :

I $ Is <path_to_ccoctl_output_dir>/manifests

R LB Eif) GCP RBIER B E AR IAM BRSSIHK . MBEZER, ESHBEXRIE IAM RSSK B
GCP Xx#4,

18.6.2.3. BT L EREF

SeRFMH
o FRRERHNTFAEER .

e JKEX OpenShift Container Platform & 1T %

1. HABEREREFNEXFH U install-config.yaml ST :
I $ openshift-install create install-config --dir <installation_directory>

Hrh <installation_directory> @ REEFEHFOUEXHHE X,
2. 4w’ install-config.yaml ie & X, FHE &Y credentialsMode Z#i%i& 7 Manual,

install-config.yam| & i& S {41
I apiVersion: v1
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baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q WX —1T4% credentialsMode S%{i% &% Manual,

3. DIEFTERY OpenShift Container Platform %2 4
I $ openshift-install create manifests
4. 19 ccoctl R HIE H S il B RIFZFE OIER manifests B3R ¢
I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/
5. ¥ ccoctl 7% tls B XA ERMFAHAEHIBILEBFF :
I $ cp -a /<path_to_ccoctl_output_dir>/tls .
6. iZ1T OpenShift Container Platform R :

I $ ./openshift-install create cluster

18.6.2.4. WilF o3k

1. i%£# %I OpenShift Container Platform &%,
2. BESEE%A root Fil
I $ oc get secrets -n kube-system gcp-credentials
Ve
I Error from server (NotFound): secrets "gcp-credentials” not found
3. B HHRERIX secret FHRPIBENRS MK, MARMEABE CCO AIEMEIL :
#4 Image Registry Operator B4Rl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
".data."service_account.json" | base64 -d

Fi N B RHGERNA BT Web H05HE, T :

#748 Image Registry Operator 8%t Rl

{

"type": "external_account”,
"audience":
"//iam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
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pool/providers/test-provider”,
"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",
"token_url": "https://sts.googleapis.com/v1/token",
"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<client-email-address>:generateAccessToken",
"credential_source": {
"file": "/var/run/secrets/openshift/serviceaccount/token",
"format": {
"type": "text"
}
}
}

ﬂ ZIFREIZ external_account,

9 Image Registry Operator {8 FABIAR 551tk 7~ B BER URL,

18.6.3. H KR
o HEAHAFIAIFMIEIF B ER
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