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==
Red Hat OpenShift B H&ILK FRIAE N — Al &N ABIRE, ©58%0 OpenShift

Container Platform AEM L TEEARE., Red Hat OpenShift Container Platform 443 /E
HABE IR 7 R AThR A TR A

stable S8 Ry ASIC KRR AIRU TR, BURRGZARANER, SUAFIT
[HAHEE N stable-X, HA X Z2ERENHEICTKRAE.

1.1. LOGGING 5.6.11

& fThRAE$E OpenShift Logging B2 IRMEE 5.6.11,

11.1. BFHEREE

o TEMREHZAL, LokiStack MXRITZHFFRIUER, Ht, XRFBUESRMIBNLGER, X
MNRAH, Loki MX% 17 LB MBI 5% 17 R RIX A A, (LOG 4435)

1.1.2. CVE
e CVE-2023-3899
e CVE-2023-32360

® (CVE-2023-34969

1.2. LOGGING 5.6.9

& 1ThRAE$E OpenShift Logging B2 IRMEE 5.6.9,

1.2.1. BFHEIREE

o MEMWREIFH A, HUFEAZSNAGMANHE AWS Cloudwatch ¥4 #1 STS #HT SR IIERT, &b
BHARSBELETRRME N, EXNHRAS, STSAHBMBSEIINSMNMETUBXRATS
AWS CIoudwatch HITEDIIUE, (LOG-4084)

o FEULREHZAE, MEWERB/LREREFHIMLLTERE SR | thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7£
EARRAA, XANEREEER, (LOG-4276)

o TEULREFHFH AL, Loki NEBURIMTIEZ(E, E%EMRES, £ Grafana BIFRZE N2 AT
o FEXMhRAR, Loki 2t EERMEEEE, MMARR T XA, (LOG-4390)

1.2.2. CVE

e CVE-2020-24736

e CVE-2022-48281


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:5095
https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276
https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
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e CVE-2023-1667
e CVE-2023-2283
e C(CVE-2023-24329
e CVE-2023-26604
e (CVE-2023-28466

e (CVE-2023-32233

1.3. LOGGING 5.6.8

b & TR A & $E OpenShift Logging 21188 5.6.8,

1.3.. BEHEIRMER

o EIREIF A, UM ALERIIEEES ClusterLogForwarder 8y / F/FT, BEREREN
2k, FEXDRAH, @i 5IA match FRZEFRR TiXAN R, FIREIREET S ifINERE.
(LOG-4091)

o TELLREH 2 EI, FE OpenShift Container Platform Web &R EEBEN, RBEZEIET
AT ERE—RRENMBEELBERE. EXNRAF, BRRGTRMEELSEZEH, (OU-
187)

o MEMREFH AL, HTE OpenShift Container Platform Web #2#l& R EE B ER, m streaming
%Iﬁ \J.LT /lll.f%ﬁ Elb\/%lu\y ﬁﬁ%ﬁ'ﬁij‘*ﬁj‘ﬁ/b\o Eﬁ’l\}#}ijﬂh, /%lu\%DEIb\/}IL%BAIEE%_U_
o (OU-189)

o TELLREHZAIL, Loki Operator REEIR, FHURMEEFHBRMERIRRIE, EXMRAR,
HIARGE, BEEEHEMRNIE, (LOG-4158)

o EULREFH A, BEFEIT 8000 Mzl HERS T Elasticsearch B4 & 1H), HE Bz

[8] 53R KT http.max_header_size % &, Elif_/l\}#}ijiqﬂ, PRk RANECNEBFTI®IN, Mmf#
RTIEADERL, (LOG-4278)

1.3.2. CVE

® CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26604

e (CVE-2023-28466

1.4. LOGGING 5.6.7


https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
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& ThRAE$E OpenShift Logging 2FiE1RMEE 5.6.7,

14.1. BFEIAEE

T REFTZ AT, LokiStack FXKIREI6r 4 22 [RIMRASE, IR A AP B AFRR, R4
kA, Loki MR FAPREEIERAIRR, MR T XA A, (LOG-3728)

FEWREHZAE, HEHESENFEEN, BEERHN time FEAKEINENT S Fluentd Y
structured.time, TEXMRAA, MRFHEBEMNMZR, BITWESERESE—
structured.time FE&, (LOG-4090)

TEMREH 2B, LokiStack BREREE S S A HZ 1T AT 30 #, TEXMhRAH, Loki
global #1 per-tenant queryTimeout % & & &M EE B % E, MMER 7 XA H#, (LOG-
4130)

TEMRESZ A, AN REIE LHER LokiStack CR, {B% A L2BMRH &S Loki
Operator fR{fte TEXhRAH, Operator AJLAZNIR{NE L BREIBY LokiStack CR, MTfRA
T XA, (LOG-4199)

TELREF 2 HI, OpenShift Container Platform Web 28 SE AR B EREE R, EHN web
WERRE T ZAIRANEFX M, EXMRAR, XEXHRBWET, MIEERTIXAAH,
(LOG-4099)

TELREHTZ AT, Vector TEFL A BIBKIA Loki LRI S EMIUE PSR, EX DA, BTLUER
Vector B EER B RNBER T L E Loki, (LOG-4184)

EHREHZA, 2 tls.insecureSkipVerify iL7#1% &/ true I, Cluster Logging Operator

APl ZE—H secret IRHMIEF, FEXNRAAH, Cluster Logging Operator API RBEHETE
XFERIIETS R secret IREHIER, LU TEEEARIMNEI Operator B CR A :

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-4146)

1.4.2. CVE

CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-3028

CVE-2022-3239


https://access.redhat.com/errata/RHBA-2023:3493
https://issues.redhat.com/browse/LOG-3728
https://issues.redhat.com/browse/LOG-4090
https://issues.redhat.com/browse/LOG-4130
https://issues.redhat.com/browse/LOG-4199
https://issues.redhat.com/browse/LOG-4099
https://issues.redhat.com/browse/LOG-4184
https://issues.redhat.com/browse/LOG-4146
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-25147

CVE-2022-25265

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394
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https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
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CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007

1.5. LOGGING 5.6.6

& ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.6,

15.1. FBFEREE

10

EMREH 2RI, 1EfF ClusterLogForwarder B E X ¥HRECE N EASHE R M RN
Kafka B ERN, KEFER, RNEIE R, EXNRAR, XA RE 2@ Fluentd B
SR AFMBIRIMN— N T RIZRIZERER R, (LOG-3458)

ELXREF A, YRTRHEESFERFEEZINESERANT ABEBR, Fluentd FHIR
WS B X MR8, 7EIXNRAAH, 7E Fluentd A& XA AIR R X 1R 1289 0] 2 2R,
(LOG-3629)

TELLREH 28, Fluentd B JavaScript B iR Z TRENRNER, MISBENILZITIT
El. TEiXhRAAH, BIASLI—{THiE, MmERT XA, (LOG-3761)

TELREF 2 A, M Red Hat Openshift Logging Operator k7 4.6 EEF 2 E| 5.6 kR4, M0
SEEHREE, TEXMRAA, ALSCHEHWREIEN NRARN, MR T XA, (LOG-
3837)

EMREHZAL, Splun 2% Google Logging Mt AR BT, EXMNRAH, XN HES @B
N HTTP iR & X IER SRR, (LOG-3932)

TELREF AT, % ClusterLogForwarder B & BT R MRS, UNEE2S Pod SMELETT, 1E
XANMAR, ERGHEEELN, KESS Pod FRIE1T. (LOG-4030)

FEWREHZA, TEBETRGHEABETEAE LD, 7£ OpenShift Container Platform Web
YRS FRo iR RSB R, EIXANARANA, BT LAE A B #N3E 5 SR B DDA N (RSB, (LOG-4101)

FEHREHZA, WISXHER Fluentd liB&EEFEAN BEXHHNERRERN, MMSHBEER
RSB —RNIRAE, EXNMAR, BIXEHFNRHEERNT RS0E, MmERT XN
G188, (LOG-3633)


https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3194
https://issues.redhat.com/browse/LOG-3458
https://issues.redhat.com/browse/LOG-3629
https://issues.redhat.com/browse/LOG-3761
https://issues.redhat.com/browse/LOG-3837
https://issues.redhat.com/browse/LOG-3932
https://issues.redhat.com/browse/LOG-4030
https://issues.redhat.com/browse/LOG-4101
https://issues.redhat.com/browse/LOG-3633

%13 LOGGING £1T3Fi0

o I REFH AL, m OpenShift Container Platform Web % ##) Show Resources H AR
FEAEAR AR, TEXNMRAR, EiFIEE Show Resources SFEERITHBE R AR RIX AN AIRE, LAEDH#H:
BNASRENTERLR. (LOG-4118)

1.5.2. CVE

e CVE-2023-21930

CVE-2023-21937
e (CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967
e CVE-2023-21968

e CVE-2023-28617

1.6. LOGGING 5.6.5

& {THRA &8 OpenShift Logging F2F#E1REE 5.6.5,

1.6.1. BFIERIEE

o TELLREHEI, BEIRE LAFHIE Elasticsearch 28| —LEFRZ#1 namespace_labels, M52
A& ingestion HILA, TEXNRAAR, BEEHTIERHNRMAT, LFRRERBEE. BX
AR R AR, (LOG-3419)

o TELLREFTZ AL, AR OpenShift Web #5158 Logs ME T EE#EE LokiStack, N&E i@
FAERER, MMAREZIN LT XSSBEGRE I EXMRAR, HiE R et &
HOEFEANBRESRFBENEL, (LOG-3750)

o TELLREBEHFHI, BASEEBRXARWEIUE, MSBUERFBE LB ESERMESR, EXNRA
B, BFEAEXSEIIE, RIFRAFEEEMASERE, MREET TR ESEEE X, NamA
PrRREEE S, (LOG-3583)

o TELLREFTZAEI, HIE Loki REREREN, BMERAXMWKEREL 5120 NMFR, BT

BREBER TR, EXMRAF, BEREIIRS EEREFEHIE, MR T XA R,
(LOG-3480)

o TELLREFHTZHI, Loki Operator ToiEERK— memberlist BLi&, ZECE R LUEEA memberlist

PHTRE 1P ERAEAS, X MREAF, BERERNEESEATIIHO, MMRIHERAR
BAHMF, (LOG-4008)

1.6.2. CVE

o CVE-2022-4269
e CVE-2022-4378

e CVE-2023-0266

1


https://issues.redhat.com/browse/LOG-4118
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
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CVE-2023-0361

CVE-2023-0386

CVE-2023-27539

CVE-2023-28120

1.7. LOGGING 5.6.4

& ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.4,

1.7.1. EFEIREE

EMWREHZA, 2 LokiStack ERE N BEFMENT, Loki pod £MRHIHERWINEF L X
LokiStack, TEIX/MEAH, Loki £REBSADELESS, FEEH, (LOG-3280)

LR EFH AT, % OpenShift Web $EHI& 8 Logs A EHMmESR NN, TREAERR
BIET, X NhRAAH, MRZHEER, SERESER, B TR IESMOHHERER,
(LOG-3454)

EHOREHTZ A, 2 tls.insecureSkipVerify 4% 1% & true I, Cluster Logging Operator
SERAERNERE, Rit, S2EABGTIERRIER, Operator TTiERFEIE L% E
Elasticsearch, 7EiX/MiRAH, Cluster Logging Operator 24K IEMI TLS BL&E, EMFEEAT
tls.insecureSkipVerify, Fitt, BMEZRPkTIERINIE, SIBBAT LRI A 2 E) Elasticsearch,
(LOG-3475)

ELREHF A, YEASEMEETEERRLEZNENME, Sl FaEREES, X5
H—LEKMBRE, SiEGMIEER, MEMBEENRE, X MNhRAH, 7£ JSON f#iTaE, B
BEENRCHESEESEFIER. ik, FrEREIRERIESRSSEWEER, BESIHE
LA B, (LOG-3640)

ELREFH 2 A1, MR collection FEXEE {}, AHER T Operator fAitt. TEIXNhRA
i, Operator fFZBGX/ME, Fo¥F Operator EAHEIMIIE R FERIZ1T. (LOG-3733)

TELLREFH 2 A, LokiiHost B Gateway H48) nodeSelector B & B EMMR, EiXhRA
/1, nodeSelector B A LLIEE TE, (LOG-3783)

EHREHZA, #8:8 LokiStack memberlist BgE R TFFRAE IP 4%, ELh, 2 OpenShift
Container Platform $£2&% pod M4SECE T A3 IP SEFERF, Lokiition pod & crashloop, FE1X
ANHRAAR, Loki B A A LLLE pod M4 F memberlist Boi&, XfER TiXAN R, FFELE
LokiStack pod #£ OpenShift Container Platform $£&% pod R4S ECE T 22 3% IP SEREIFF A
crashloop R, (LOG-3814)

ELREFHZ A, AR tls.insecureSkipVerify FEX1% &/ true, Cluster Logging Operator &
ERAERNEE, Fit, BB IEPRIER, Operator Tk F8#E L % F Elasticsearch,
XA NRAR, BMEZRAT tis.insecureSKipVerify, Operator th 24 IEFAM TLS ECE.
b, BRfEZABk IR BIIE, Bt AT LAR I 4 £ B Elasticsearch, (LOG-3838)

LR EFZ A, AR Cluster Logging Operator (CLO) &%%% % Elasticsearch Operator, NI
CLO pod &#74L G MIFR Elasticsearch #XMEEIRE R, X NRAR, CLO £ BN EME
Ol BRIPTHIA B E, B, %A Elasticsearch Operator Bf A H 7R 5 Elasticsearch fif|f&
HBEMEIREE, (LOG-3763)

1.7.2. CVE

12


https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
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o CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.8. LOGGING 5.6.3

& TR AE$E OpenShift Logging I2FiE 1R85 5.6.3,

1.8.1. BEFiH1RBE

o TEIREFZAI, Operator fFMXFH secret 5 R FMEREBEMS ., EXMhRA
H, Operator fFILIE BFMETE secret ., (LOG-3717)

o TELLREFTZAL, Fluentd WEBRTXFIKTFHETE /var/log/auth-server/audit.log 1 #J OAuth &

KB, EXNHRARH, Fluentd RIEHKIXLE OAuth B KEMH, MMART XA, (LOG-
3729)

1.8.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.9. H&1lk 5.6.2

& ITRRASIE OpenShift Logging FRFHE1REE 5.6.2,

1.9.1. BFHIRER

o TEULREFHFH AL, WEEXEIRYE systemd HEMMAENIEMXE level FE&, 1EXMARA
f, level FEESMIEMIXE, (LOG-3429)
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https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
https://issues.redhat.com/browse/LOG-3429
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ELREF BT, Operator RFEiEHTE OpenShift Container Platform 4.12 3¢ 58 SR A L £ KA
RAREL, EXPhRAS, Operator &K OpenShift Container Platform hRAE E#IE1E, MM
fRR T XA A, (LOG-3584)

EREH A, QIB—1H A default (£ ClusterLogForwarder B & X FRE(CR) A RERK
EAE R, TXMNRAF, XMELHERNERES. (LOG-3437)

EMREHZAI, 2 ClusterLogForwarder BE X FR (CR) BELi& T £ MNEEN, fF— 1Nl
WENBIN, BESR Pod REH, X MRAH, HWHIEFZHEBHIIIEE, MMAERTXNM0
&, (LOG-3559)

ELREF A, WESR Pod EORERER., EXMTMAH, BENKWERIFASBITES.
(LOG-3608)

LR EH 2R, N THRASMBFEHMFRT Operator WERHIARA, XFEETELEIBRA, X
NMRAFENR T SERE, UMELRINE—RIRAN A THRARBEEFKH, (LOG-3635)

1.9.2. CVE

CVE-2022-23521

CVE-2022-40303

CVE-2022-40304

CVE-2022-41903

CVE-2022-47629

CVE-2023-21835

CVE-2023-21843

1.10. LOGGING 5.6.1

& fThRAE$E OpenShift Logging 2FiEIREE 5.6.1,

1101 BFHEREE
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FELREH A, ZEBRSERETUEIRE TLS IEBEHRS querier B8, EXMRAAH, &
#23H querier AE@EIT HTTP #HT@1E. (LOG-3494)

TELLREHTZ R, Loki Operator A2 E 1% E LokiStack CR FPIRE, X & FBUIH RS
B, EXMhRAR, Operator REHUHRMREFEREH. (LOG-3496)

EIREHF A, 4 kube-apiserver-operator Operator f2 7 Webhook BIERMIERS, Loki
Operator Webhook fRZ5 2882 53 TLS iR, TEXThRAH, Loki Operator Webhook PKI B
Operator Lifecycle Manager (OLM) &, MR T iXNAE, (LOG-3510)

EMREHZ AT, LokiStack Gateway Labels Enforcer &EE R WA T /RERARMWHE ST
TE2RIT A ME LogQL EHEMRENTE 1R, EXMRAH, LokiStack LogQL LIMZiFH B
IMERBRTRZE T 8RR, FERXNAE, (LOG-3441),(LOG-3397)

FEHRESH2H, NRSMRSHESHBMNILS, —S#aS5, B A Elasticsearch BIiE T
TR, EIXNRAR, TRSAERIIZEPMNR, MR T XN, (LOG-3463)


https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559
https://issues.redhat.com/browse/LOG-3608
https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494
https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
https://issues.redhat.com/browse/LOG-3397
https://issues.redhat.com/browse/LOG-3463

%13 LOGGING Z1T3Fic

o I REFH AL, EH OpenShift Container Platform #E%& # logging-view-plugin Z [E]BI A&
%, Red Hat OpenShift Logging Operator 73& A F OpenShift Container Platform 4.10 £
B, TEXDhRAA, #HETLLS OpenShift Container Platform 4.10 EER#EH] & IEMAERK.
(LOG-3447)

o TELLREFH 2 HI, ClusterLogForwarder B & Y RIS IR ESI BRINBEEHNE
BRRFICRE. EX AR, EERERKIE, (LOG-3477)

1.10.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e CVE-2022-42898
e (CVE-2022-43680
® CVE-2021-35065

e CVE-2022-46175

1.11. LOGGING 5.6

bR A & 3F OpenShift Logging Release 5.6,

1ML FAE
£ Logging 5.6 1, Fluentd B#EH, THRITELGHLTARARMIR, LII8ISEYFTLTERBEHIR

WIHX N REMN R REE E MR, EXNERAEIREUE, FIEMER, EH fluentd BERIE
£, I LUER Vector,

1.11.2. THEE® i

o MEXAhRAR, HEILFES OpenShift Container Platform S£255E F MM B HRIEER, (LOG-
895)

o TEIXMRAA, EAILUET LokiStack BE X HIR (RILERHF) K ABNHES. BNRANL
RIS R B RIEFH, (LOG-2695)

o TEX/NRAH, Splun B HEE AT A%HIE, (LOG-2913)
o TEXMNRAH, Vector T Fluentd YEBRIAEY Collector, (LOG-2222)

o TEXMhRAH, Developer A& H LU [RIFEIZ1T OpenShift Container Platform 4.11 R E S kA
HERPNESEZEIM Log Console Plugin HHIEANTIE TEMEHHEE. (LOG-3388)
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https://issues.redhat.com/browse/LOG-3447
https://issues.redhat.com/browse/LOG-3477
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/security/cve/CVE-2021-35065
https://access.redhat.com/security/cve/CVE-2022-46175
https://access.redhat.com/errata/RHSA-2023:0264
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/security_and_compliance/#configuring-tls-security-profiles
https://issues.redhat.com/browse/LOG-895
https://issues.redhat.com/browse/LOG-2695
https://issues.redhat.com/browse/LOG-2913
https://issues.redhat.com/browse/LOG-2222
https://issues.redhat.com/browse/LOG-3388
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EXNRAS, EAREMNEEEE—1NFE openshift.cluster_id, ©2E8% Operator ISR
ME—PRRR, EALAMERLLTHSEE clusterlD {5, (LOG-2715)

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

1.11.3. ER(A]

FHREFZE, MREZNMIFHEGHEBNRIZ, FHFE—LHEHIE . F/, I Elasticsearch ¥
BHEE, BTSSP BN FMRR Elasticsearch BRI, X AN [RIEEY— /N Im s A2
RAREMPRFBESRARE, ERZERIN—NRRZER, (LOG-3463)

1M.4. BFEABE

16

FEHREH 2R, WREMERT Kibana BE YR, OpenShift Container Platform Web #£#I&
JF4REL T RE Kibana BUBEHE, TEX/NARAH, MR Kibana BE L IR AMIFRIZEE R, (LOG-
2993)

HEWREH A, BT EEEEES NS RRENNARFEERE. EXMMRAH, Lok
Operator fEMHIBE— N EBEACNERACHTE, RTFBEHERNEARFRE. (LOG-3072)

LR E T2 B, Operator FE{E A LokiStack #E- N BN B S 6ER IR T
ClusterLogForwarder B & Y FRAE LHMEMR B E Ui, EXMNhRAR, Operator RIELL
12 ClusterLogForwarder BE Y FIRMN S B E VB SBINEHEEFH. (LOG-3090)

FELREHFH 2], CABHAREN CAEEHE Loki WBELTR, MMFE CAKey BSIERAER
(0mR) AFHIENRRE. EXDRAS, BSRIIELE N —PREBFERE, BATFHERXAN
%, (LOG-3331)

TEMREHZFI, 1E LokiStack BE X HRE XX BHEIME, RSFBIELE LokiStack 5
ll, MZF ReplicationFactor 77 1, fEXMhRAMH, Operator HEABA/NZELEFME,
(LOG-3296)

FEHORERTZ AL, HEA JSON i mERITERFE, MAE L structuredTypeKey =
structuredTypeName &, X MRAF, EFEHIEBEE A Elasticsearch
if, structuredTypeKey =% structuredTypeName FREMI(E, (LOG-3195)

M REH 2 A, Elasticsearch Operator #J secret Gl HHSFFEIERMIMNER secret, EXH
hRAH, A secret RMIEFALLIE, (LOG-3161)

TELRE T2 B, Operator AJLUFE Elasticsearch 2 Kibana BB AR SES, HiAM BRI E LSO
K523 daemonset BITEEL, TEIXMhRAH, Operator RSB RX AN A, (LOG-
3157)

EMREHZFI, Kibana H—EER 24h OAuth cookie 1T HAIT[A], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 £51%,
EX N RAH, Kibana B OAuth cookie 13 #iif[A] 5 accessTokenlnactivityTimeout F#5, 2R
INME N 24h, (LOG-3129)

ELREFTZ AL, WA BRI Operator BHER 2 Z UK BH AT ZAFOE, XS
BERFEM HTTP 409 MR, TEXMNHRAR, Operator REEZIHERNR, NERDVHKIEE
SR OEHEFHE, (LOG-2919)

EHREE 28, Fluentd Y level #1'structure.level FERFTBEEA R RNEIME, EIXMRA
F, BNFEROE#HER. (LOG-2819)


https://issues.redhat.com/browse/LOG-2715
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-2993
https://issues.redhat.com/browse/LOG-3072
https://issues.redhat.com/browse/LOG-3090
https://issues.redhat.com/browse/LOG-3331
https://issues.redhat.com/browse/LOG-3296
https://issues.redhat.com/browse/LOG-3195
https://issues.redhat.com/browse/LOG-3161
https://issues.redhat.com/browse/LOG-3157
https://issues.redhat.com/browse/LOG-3129
https://issues.redhat.com/browse/LOG-2919
https://issues.redhat.com/browse/LOG-2819

%13 LOGGING Z1T3Fic

o TEILREFTZAEI, Operator F2FERFAI{E CA A BIET, #EE%ﬁngﬁﬂFﬁﬂnE%”ﬁ%%‘ﬁo
XN HRAR, Operator RTEHLLNEERIBER, FHEAEEEMNHARETEER, (LOG-
2789)

o TEILREHZAEI, BFRICEKENESERERIIN SHIAIR, X MREAS, HEICTENE
BN ExR, (LOG-2315)

o TEULREFH Z AL, Fluentd pod HERTE/AH JSON BTRINEEESEEER. EX A,
AaEREEESR, (LOG-1806)

o TELbREFTZAEI, must-gather {IATTETRN, EH oc FEERE ANBRBISIH KRB R %
7, EXPNhRAD, oc X XHEREEAINR, must-gather HIART LUK IITER. (LOG-3446)

o TEULREH AT, HEUES SCC MBI NER LIEM SCC, MMSBURESFTTAH. £
XD RAH, HEREKRESR SCCHLEN, HmREMAETHMSCC, (LOG-3235)

o EULREFH A, MEMVFEX sequence, THRARIEI fluentd A1, {ENLIBERDLFRNFIFEE
AL, FEXMRAR, FE& openshift.sequence ERINEIEHHEH, (LOG-3106)

1.11.5. CVE

e CVE-2020-36518
e CVE-2021-46848
e CVE-2022-2879

e CVE-2022-2880

o CVE-2022-27664
e CVE-2022-32190
e CVE-2022-35737
e CVE-2022-37601
e CVE-2022-41715

e CVE-2022-42003
o CVE-2022-42004
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e CVE-2022-42898

® (CVE-2022-43680

112. LOGGING 5.5.16

& {THR A &% OpenShift Logging F2FF#E1REE 5516,

17


https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2023:5096
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1121 BFEREE

TELREF 2 AT, LokiStack MXARI 2 ERIUER, HLt, XS2SBERMZRINGER, EiX
MRAR, Loki MXxEEFEUBRBMNARXNRERERIANM, (LOG-4434)

112.2. CVE

CVE-2023-3899

CVE-2023-32360

CVE-2023-34969

113. LOGGING 5.5.14

& fThRA B $E OpenShift Logging 2R EE 5514,

113.1. BFiEIAES

ELREF A, RMERERMBLKEBEFHILLI T R{ER : thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7&
XANRAA, XPNEHIREER, (LOG-4279)

113.2. CVE

CVE-2023-2828

114. LOGGING 5.5.13

b & 1TRR A &% OpenShift Logging F2F 1R EE 5.5.13,

114.1. BFiEHABE

%Q

114.2. CVE
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CVE-2023-1999

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466


https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466

%13 LOGGING £1T3Fi0

115. LOGGING 5.5.11

2 TR A2 $E OpenShift Logging R HEIRES 5.5.11,

115.1. BFHE R EE

o TELLREF A, TEBIRGHEBEBESKE LIED), £ OpenShift Container Platform Web
PREIE FRo iR RSB R, EIXANARANAR, BT LAE A B RN S SR B DI N (RSB, (LOG-4102)

o MM REFH AL, m OpenShift Container Platform Web % ##) Show Resources HE AR

FEE‘EHE’W EXNRAE, Bt EE Show Resources HEEERITHBE SR AR R XA, LALDHE
AEFBENFIRER. (LOG-4117)

115.2. CVE

e CVE-2021-26341
e CVE-2021-33655
e CVE-2021-33656
e C(CVE-2022-1462
e CVE-2022-1679
e (CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
® CVE-2022-2795
e CVE-2022-3028
e CVE-2022-3239
e CVE-2022-3522
o CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627

e CVE-2022-3628
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https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
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e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
o CVE-2022-24765
® (CVE-2022-25265
e CVE-2022-29187
e (CVE-2022-30594
o CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e (CVE-2022-39253
e (CVE-2022-39260
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
e CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-23454

e (CVE-2023-27535

1.16. LOGGING 5.5.10
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https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535

88 1% LOGGING Z1T3FiC
It & fThR A B $E OpenShift Logging 25 1R(EE 5.5.10,

116.1. BFiEAEE
o TEIREFH AL, OpenShift Web &M B E1CE M EIEHETE LokiStack o3& 1A R R ER—

MERIAR, EXNRAF, BHERERERNESER, HPSESMNMEE R R LokiStack
HIFAER. (LOG-2874)

1.16.2. CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0361

e CVE-2023-23916

117. LOGGING 5.5.9

& ThRAE$E OpenShift Logging f2FiE1REE 5.5.9,

1171 BFHEIREES
o TEHREHFZAI, Fluentd EBRMFFRFHERXRHIREME /var/log/auth-
server/audit.log F#) OAuth Bk EH, XRFH OAuth RSFHEREHEESTTE, XD
hRAA, Fluentd L2885 M OAuth IRSHIRATE B REHRARIXAN A, SEFEE
/var/log/auth-server/audit.log FEIEKEH, (LOG-3730)
o TEMRBEHF A, HEASEWLETEERERARZN BN, el FRREESTH. X225
B—&ERMWAR, SESHEHER, MEMEEIRE, EXNRAR, 1 JISON EITE], &

BEREBHESVEESFER. Hit, AAEREMBENERTEEHER, BIESIIHEE
ZEZNBE/MH, (LOG-3767)

117.2. CVE

e (CVE-2022-4304
e (CVE-2022-4450
o CVE-2022-41717
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916
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https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
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1.18. LOGGING 5.5.8
b & 4ThRA & ¥E OpenShift Logging 2R 1#EE 5.5.8,

118.1. RBFHE IR EE

° Elttﬂ(%%ﬁtﬁﬁ, systemd HEF TR priority FE, FENRERMMAILZE level FEXHIE, T
XAMRAH, XLEFEERWIEMNE, MMARRT XN, (LOG-3630)

1.18.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
o C(CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.19. LOGGING 5.5.7

& 1TRRASIE OpenShift Logging 2R 1REE 5.5.7,

119.1. BFE5EE

o TEULREF 2B, LokiStack Gateway Labels Enforcer TSR A A /NERARNASIIE T
B2 BB LogQL ERE KRBT IR, EIXMRAR, LokiStack LogQL LI ZFHE R
IMMERIERMIFRZE T IESs, FHERXANRE, (LOG-3534)

o 7ELLRE# AT, ClusterLogForwarder B E Y% /)?(CR)TAH syslog fitH Y TLS EUEE 45

Fluentd, MM SE A dRBAEIE IR, EXMRAS, EIEaTUIEAREHL Fluentd, MM
R T XA, (LOG-3533)

1.19.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.20. LOGGING 5.5.6
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https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
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& ThRAE$E OpenShift Logging 25 1REE 5.5.6,

1.20.1. BFiHE1AEE

1.20.2.

FEHREHZA, Pod REM AZHIZBRAIFIT% podSecurityLabelSync = true 7RINE!
openshift-logging te &2 [H ., XRSHEKIEENLREERKER, EI Collector pod A&
B8, FEXMRAR, $7% podSecurityLabelSync = false AR BB R £H7%, WEESR Pod &7
HAERE., (LOG-3340)

TELREFZ A, Operator 2%%%k console Ml & H, BEMEEEKHFTEESHE, X2
Operator BRifite TEIXARAR, WMREEMIKF%BEA console &, Operator RIEEIZ

17, BFR %% console L&, (LOG-3407)

FEHOREH A, UM — DA FERESERERETEVIMIES 253 Operator BRI,
B*FEERE T Red Hat Elasticsearch Operator, 7EiXMRAR, XANAHE#HIRE, Operator Hi
EREE, BEHSIATLURINSRERTHERINF-, (LOG-3428)

ELREH 2B, Loki Operator RERE LokiStack XM —PRIA, MAEERTIEIHEE AN,
EXMRAR, RIBFAEXNEBEBRIAL. (LOG- 3478)

FELREFH A, RSN EREGHERNGIZ, —E#aE R, NEA Elasticsearch BT
FFERM, TEXNRAA, TRERBHRAZEPNR, MMERTXANE-, (LOG-3341)

FEHOREH 2R, BEICRUEEG S ESREMAR OpenShift Container Platform AFREH
IhEE, TEXMhRAAR, IEARIERAZTIRAR AT U R XA AE, (LOG-3467)

EMREHZ A, ClusterLogForwarder B E X FRMM A IR IR E — NS NEERIRER

KE, M FBURESRR pod B 8-10 WEH., X hRAAH, ClusterLogForwarder B7E Y iR

HFRBIVMF T LUE S AR R XA AR, (LOG-3469)

TELE A ClusterLogForwarder B na)émﬁﬂ’] outputDefaults FE&H spec ZHlI, RFXEN A
BB/ FBAM Elasticsearch fiitE KA, XRTEAILNEIE TS, FRSAXELZITHATRIZE
Elasticsearch &R 5 M A& L AL, (LOG 3342)

TELREFH Z A, OpenShift CLI (oc) must-gather f{iA% B 58, K~ OpenShift CLI (oc)@&

E—NEEBEANRREERZENXHE R, EXNRAF, OpenShift CLI (oc) W XHREE
AMRR, must-gather BIARFI LA INSER. (LOG-3472)

EHREHTZ AL, Loki Operator Webhook ARZ5 88 R B TLS #8i%. TEiXMhRAH, Loki

Operator Webhook PKI B Operator Lifecycle Manager 578 webhook EIEREIE, MMARR
T XA A, (LOG-3511)

CVE

CVE-2021-46848
CVE-2022-2056
CVE-2022-2057
CVE-2022-2058
CVE-2022-2519

CVE-2022-2520
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https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
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CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.21. LOGGING 5.5.5

& ThRAE$E OpenShift Logging 25 1REE 5.5.5,

1211 BFE R EE

EMREHZFI, Kibana H—NEER 24h OAuth cookie 1T HAIf[A], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 5513,
EIX N hRAHR, Kibana B OAuth cookie 13 #iif[A] 5 accessTokenlnactivityTimeout F#5, 2R
INMEN 24h, (LOG-3305)

FEHREHZAE, ZH/5A JSON @i mEMTESFE, MAE XL structuredTypeKey =X
structuredTypeName &, TEXMRAH, EFEHIEBEE A Elasticsearch
i, structuredTypeKey % structuredTypeName FREMIE, (LOG-3284)

ELLR B Z AL, HHEIMBEERFIARIRBM—HIRER, FluentdQueueLengthincreasing
BIRATRETTIEMA . X NRER, HDTIRE, EERIGESBERMBHIITE, (LOG-3226)

L REEHTZ AL, Loki AR FHEEIIMT SNSRI REME, X MRAP, FaRFE&H
SERENELZEMNRIERE CA MBI R FHXLERE, (LOG-2860)

TEREH 2B, OpenShift Container Platform Web #2#& 7 TiEiEFEE S Loki B CAIES
B ConfigMap %, MTSH pod 1% HE CAMIER FIZ1T, EXMRAF, Web #HI&HH
AILLEERERE RS, MR T XA, (LOG-3310)

TEHREF < E], CABABERN CAHEHEE Loki FREETR, MMSHE CARHATESIEERFE
fF (0R) FHIEERRES, EXNMRAEAR, SAMTELE N —PNREBFERS, BFERXAN
5, (LOG-3332)

1.21.2. CVE
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https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

%13 LOGGING £1T3Fi0
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https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
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® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e CVE-2022-2938
e CVE-2022-3515
® CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® (CVE-2022-23960
o (CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716

e CVE-2022-26717
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https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
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e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e (CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
® CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946

o CVE-2022-37434

CVE-2022-39399

1.22. LOGGING 5.5.4

& FTHRA B ¥, RHSA-2022:7434-OpenShift Logging i2FHIREE 554,

1.22.1. BFHEIRES
o MEILREFHZA, BRICEUMEBENENRTEFPNEERSHEAEENNIHLES (IR
BHEEKRES {}) HEX. XEFBREAXR, MMSFBOVAREIERE R, EXMRAF,
fRMT 2R AT LUE A AL IR i, (LOG-3042)
o TEIREF A, Operator AILAE Elasticsearch 5% Kibana ERE SRS, HAMRAEH O

K523 daemonset BITEEN, TEIXMRA, Operator RSB S RXAN A, (LOG-
3049)

o TEMREH A, FAREMBEIRFESHF Vector RESRLIM, XNEHRIRM Vector EIRFHER
EHIRAER, BEARIURTRMAKSESRIEH, (LOG-3127)

o TEIREFZAI, Elasticsearch Operator B secret S| BAH M K IFLUELRMIAER secret, EXD
kA, A secret RIRIEFALIE, (LOG-3138)

o TELLREFT AL, BH& must-gather IABRIEM MR T THNTHME, TXMNHRAH, RE
MITHEA /must-gather SLHREIER, (LOG-3213)

o TELLREHEI, TERLEREHR, Prometheus exporter R IPv4 EMARRE IPv6, TEXMNHRA
B, Fluentd & IP kR4, FFEFA 0.0.0.0 (IPv4) =X [::] BT IPv6, (LOG-3162)

1.22.2. CVE

e CVE-2020-35525
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https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
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CVE-2020-35527

CVE-2022-0494

CVE-2022-1353

CVE-2022-2509

CVE-2022-2588

CVE-2022-3515

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

1.23. H&1% 5.5.3

& ThRAE$E OpenShift Logging 25 1MEE 5.5.3,

1.23.1. BFHERMEE
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FHREFZE, HEEHCEENESRESERBHEETE, ZFREREER, XK
A, MR T 45118 H &R message FE&, LUBAIBKRBIKRN, (LOG-2759)

TR EF A, WESRECERRR T RE WES. default-log-store F visualization pod B9 H
&, BEEE gz XHHHREENVBE, EXMNRAS, £ collector, default-log-store, #11
visualization pod B9 .gz ﬁﬁ%ﬂ’\]ﬂﬂﬁiﬁm\@A?&HFﬁ? (LOG-2844)

FMRERH AT, HiERBL MR ZEN T A pod BIEKE!, TNREEFRT, X MRAH,
INRMKRETHE ASILEUFREBR R, NENERFENR, (LOG-2884)

FEMREH AT, pod TTHIEBA LMRIEEGER, Rjvdid 8L EnEdd5IH. thEHR
ARRENBEHEESER pod THENEIX, UESNERIREEALURIFER, (LOG-3046)


https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
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TEMREH 2 AT, 1E OpenShift Console Logs Ml H%H: unknown severity HEFR T
levelzunknown [EHA&, TEXMhRAS, RIBARF™EMHTLIEN, TUEEBEELHIUKR
# 4 level=unknown B HE, (LOG-3062)

TELRER# AT, AZEEF Elasticsearch BIAEIC KA —1 4N write-index AN FER, HAa
EREAERENREI BT, LFETRHBERN—ID, EXMRED, INFEERFRBL
3. (LOG-3075)

BEEFHINE Pod Security Admission Controller BI#EH, RIFLFEN R L2 AN A E L BI55H H
RENVERBEE Pod, EIXNhRAR, Operator FIRESRRTFHNINITHIZT, MAHNRS
FHITEEHER, (LOG-3077)

LR E T2 B, Operator FE{EF LokiStack #E- N BRI\ B & GERTHER T
ClusterLogForwarder B & Y FRAE LHMEMR B E Ui, EXMNhRAR, Operator RIELL
IE ClusterLogForwarder B Y FIRINS B E L SR HEHEFHF. (LOG-3095)

1.23.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-2526

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.24. LOGGING 5.5.2

& 1ThR A 8% OpenShift Logging F2F51R1EE 5.5.2,

1.24.1. BFHEREE

FEMWREHZA, Fluentd IEEIRHVERIINAEE OpenShift Container Platform 1128 K& #Y
KN, LEEHRMEUUILER, FEAIEMAEERE, MMmARRTXNR#HE, (LOG-1823)

LR ERH AL, REIBBIRDIMAKERSIBIRE S MEF R ERFERE| &, XA
AR, REIGHRERERN. (LOG-2644)

FEHREH ZHI, Kibana BESTERAILETHIER TIXE caCertificate {§, 7EXMhRAAH, R
XIXIE caCertificate fH, (LOG-2661)

LR EFZ AL, WEREBTNERR SR ECHNRERNSHAHESHER. TXThHRAH,
TR A 5 FA O ER B S8 aT LU RX AN A, (LOG-2859)
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https://issues.redhat.com/browse/LOG-3062
https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
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o TEIREFZAI,  Loki Operator | E2RIERE QB pod #iE XA EIRE Linux BIERS
B R (ANRIXLTT REEIZT Operator WEEFTRIA) , EXNRAAR, Operator 4R
node-selector M INZE pod & X, ZE LNV pod FEEIETF Linux T RE, (LOG-
2895)

o TELLREFTZAI, OpenShift #2515 BEMEFARIREEMSIEEE, B LokiStack MK
F1E LogQL M2z mdl, FEXDhRAR, BBTEMES 7 XA A#, OpenShift Console Logs il
EIRT LAARYE ™ M 1T R, (LOG-2908)

o MELLRE|HZAL, E Fluentd WEZRIEH MRS HMN AIBFER, X MNMRAF, REMNSE
U BB FT 3R ALY timestamp FE&, (LOG-2923)

o MELLREHZAL, HiTAEFEE level FEERSHAEHEHMIE R, X MNMRASF, EHIT
B&ICK AR level FEE AT LA R XA AT, (LOG-2961)

o TELLREFT AL, MREMERT Kibana BE X FTIR, OpenShift Container Platform Web 12§l &
FGAREE TR E Kibana BIBERE, TEXhRAS, MR Kibana BE L IR AMIFRIZEEE, (LOG-
3053)

o EIREFHZAI, % ClusterLogForwarder B7E L HRE LT JSON T, &4 rollover {£
FERANBERS|, EXTHRASH, FHRSITHE, (LOG-3063)

o TEIREHT A, HUFAFTE Loki Operator 5.5 BHTEMIBR T LokiStack i, &#IH Loki
Operator 5.4 QIR FRIMEE. TXMRAF, FIRH owner-references $§M 5.5
LokiStack, (LOG-2945)

o EIWREH A, AP TEEEEENINMGRZERNNBREFEE. EXNRAR, Lok
Operator 2 BB — 1M EBEABNEHARIHTE, ﬁﬁﬁ)jbkﬂlfpﬁﬁifzrﬁuc (LOG-2918)

o EULREFH AL, BHA cluster-admin ﬁﬂﬁ’]ﬁq)ﬁ?ﬁﬁﬁﬁﬁEIIL\IE%}E%U’SIEE%EEERH%WW

HITEE, EXNhRAR, BIGEEHT B, 1575 cluster-admin #1 dedicated-admin ZH A
BIA PRSI admins, (LOG-2970)

1.24.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206

e CVE-2022-32208

CVE-2022-34903

1.25. LOGGING 5.5.1

& ThRAE$E OpenShift Logging f2FiE1REE 5.5.1,
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https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
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1.25.1. ThEEIE 54
o HHKILKEHIE (Logging Console) HEMHHEFERANS, 1185 YF Aggregated Logs IR

HNZEJ OpenShift Container Platform Web %5 #) Pod Details T{EH, LthINEEER(GERF
OpenShift Container Platform 4.10 REHIARA, (LOG-2647)

o [LINREIRH T Google Cloud Logging ANANN B & F: & B £, (LOG-1482)

1.25.2. BFHEREE

o TELLREFTZAI, Operator TiAAMR pod B, XeSBEREERE R IEHIAREENRK
Bo TEXNHRAA, Operator RIEE /ST F2A#H AFT pod BIFHT pod FRICH ready, X RRRIX
NMA#, (LOG-2745)

o TEltREF 2B, Fluentd BHFTLiEIAT Kubernetes ERHHE AKX, BFRSIENARER,
EXANRAR, @i EE LT LA HENEESEEE, (LOG-2995)

o TELLREFTZAEL RMZTH RGN SSBANEEERFFIFCRELIFERNENT, XD
krAr, REREREHIEM, (LOG-2801)

o MM REFH AL, BX OpenShift Container Platform Web 12 & BIRIHT B R 7E Query FE&

NEER R, EXNRAS, H Query FEXHZENS, HRAIFRAER ARELED, (LOG-
2917)

1.25.3. CVE

CVE-2022-1705

CVE-2022-2526

CVE-2022-29154

CVE-2022-30631

CVE-2022-32148

CVE-2022-32206

CVE-2022-32208

1.26. LOGGING 5.5

DFRERETF Logging 5.5: 4 1ThR A 5.5

1.26.1. ThEEIE i
o TEXMRAA, EAILUFRBR— pod WARRZRNELBEE AR TRNERS, EFEALD
BE, M IFERAZAHRIFEEEE8HEMR pod, (LOG-1296)
HE
BE&ER JSON AN AREFMR. RNOEBALREISTIMMERE, FRLUEREIEALL

HEE, (5 JSON RAARENBAEORERS. FRENRESSTRGRERIE,
HEAFRE JSON AN BAREFHITRE.
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https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296
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1.26.2. %

EXNRAR, A LAER Kubernetes BIE @R, app.kubernetes.io/component,
app.kubernetes.io/managed-by, app.kubernetes.io/part-of, 1 app.kubernetes.io/version 3
137 Elasticsearch jtHBIH &, FE Elasticsearch HiiH KB a] L& A kubernetes.labels #1325
BIFFE TS, (LOG-2388)

TEIXANRAR, JEET AWS Security Token Service (STS) BB RIRE R STS Wik A&
% & Amazon CloudWatch, (LOG-1976)

TEXMhRAA, "LokiOperator” Operator # Vector &S MEATIE 2 HIER A % (GA)s 572
ATAR AR KL ERMA FREF L IBRPRE, —L& AP EART, #iE15S M #A LokiStack
R FILFKE D

FHRIER

EHREFZ A, EEISAER AL F Amazon CloudWatch RSB SITIE4M B ST B AR
InET 2R, MMSBEBTE/AEE. EXMAR, IEEELITNIENEHREZER, MmiE
RTIEADERL, (LOG-2746)

TELREF 2 HI, Operator FHK—LE API MARABFH, FitXIELLUEH OpenShift
Container Platform A/ fitikR, 7EXhRAA, KBTS EIZ 27 AP A, (LOG-
2656)

TEMREHZAI, Operator FRAM—L APIBRAEFA, FHilXIELUSH OpenShift Container
Platform hRAFMIFR, EXMARAF, KRR SR/ APIRAE, (LOG-2656)

1.26.3.

32

FELREHF A, NETERRNEE T %1 ClusterLogForwarder 38, &5BUNESRHFA
crashloopbackoff fHiRIRE, EXMRAFAR T XA, 2 AEE%*BQEEWHE’JU’E—
ID. (LOG-2241)

FEUREFH 2 aI, WESRTIENIE UTF-8 B 1R7EFE Elasticsearch FfEHER, 1EXPRA
i, INEESRNTIE UTF-8 RIS 1Tomi5, MmARRILLAE, (LOG-2203)

LR ER AL, FFRLT FRE Kibana FTTEEME R, EXMhRAA, Kibana ATLAERMM R
TEIBAEMHI UTF-8 Ff/F. (LOG-2784)

CVE

CVE-2021-38561
CVE-2022-1012
CVE-2022-1292
CVE-2022-1586
CVE-2022-1785
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2097

CVE-2022-21698


https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
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e CVE-2022-30631

e CVE-2022-32250

1.27. LOGGING 5.4.14

& ThRA 2 3E OpenShift Logging F2FEEEIRESR 5.4.14,

1.27.1. BRI EE
%Q

1.27.2. CVE

e CVE-2022-4304
e (CVE-2022-4450
e CVE-2023-0215
e (CVE-2023-0286

e (CVE-2023-0361

CVE-2023-23916

1.28. LOGGING 5.4.13

2 ThRA 2 $E OpenShift Logging F2FEEHIRESR 5.4.13,

1.28.1. BFHIREER
o TEHREFZAI, Fluentd EBMFFR S ERXMHIREME /var/log/auth-
server/audit.log F#) OAuth B X E#H, XRFH OAuth RSFHEREHEESTTE, XD

hRAA, Fluentd Ye&E28:85 M OAuth IRSHIRATE B KRB RARIXAN A, SEFEE
/var/log/auth-server/audit.log FEYE KEH, (LOG-3731)

1.28.2. CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.29. LOGGING 5.4.12

2 TR A2 $E OpenShift Logging R IRES 5.4.12,
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https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
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1.29.1. BFEREE
%Q

1.29.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
o CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.30. LOGGING 5.4.11

2 ThRAE$E OpenShift Logging FRFEEEIRES 5.4.11,

1.30.1. BFiEHABE
e BZ 2099524

e BZ2161274

1.30.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898

e (CVE-2022-43680

1.31. LOGGING 5.4.10
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https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680

%13 LOGGING £1T3Fi0
& ThRAE$E OpenShift Logging 2FiE1RMEE 5.4.10,

1.31.1. B 1A EE
%Q

1.31.2. CVE

e CVE-2021-46848
® CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
e CVE-2022-2521
e CVE-2022-2867
e CVE-2022-2868
e CVE-2022-2869
e CVE-2022-2953
o CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201
e CVE-2022-42012
e CVE-2022-42898

e (CVE-2022-43680

1.32. H&123x 5.4.9

&2 ThRA 2 $E OpenShift Logging IR IRES 5.4.9,

1.32.1. BFHERMEE

o TEHLREHZAL, Fluentd WERKBEEREAMEESH. X NRAF, MRTXLEEES
HREZERFER, (LOG-3074)

o TEIREFZAEI, Kibana H—1NEEM 24h OAuth cookie I EARSA], 24
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https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
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accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 513,
EX N hRAR, Kibana B9 OAuth cookie 1 #lf [A] 5 accessTokenlnactivityTimeout [F35, 2R
IMEN 24h, (LOG-3306)

1.32.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016

e CVE-2022-1048
e CVE-2022-1055

e CVE-2022-1184

e CVE-2022-1292

e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586

e CVE-2022-1785
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https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

%13 LOGGING £1T3Fi0
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https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
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e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e CVE-2022-28893
® CVE-2022-29581
e CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946
o CVE-2022-37434

e CVE-2022-39399

1.33. LOGGING 5.4.8

% 1T AR A &35 RHSA-2022:7435-OpenShift Logging F2FH51R#EE 5.4.8,

1.33.1. BFHEREE
3'50

1.33.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e (CVE-2020-35527
e CVE-2020-36518
e CVE-2022-1304
e (CVE-2022-2509

e CVE-2022-3515
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https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515

1.34. LOGGING 5.4.6

&2 ThRA 2 3E OpenShift Logging IR IRES 5.4.6,

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-30293

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

CVE-2022-42003

CVE-2022-42004

1.34.1. BFEAEE

R EEF 28, Fluentd B TEIRT] Kubernetes &R AR, BARASIENARHER,
EXNRAR, @iEE LT LA ENEESHIEE, (LOG-2792)

%13 LOGGING £1T3Fi0

EIREH A, & ClusterLogForwarder B E X FTRE X7 JSON 47, =1 rollover {F

FERANBERS|, EXDHRASR, FHRSITHE, (LOG-2823)

FEMREHZA, WREMERT Kibana BE YR, OpenShift Container Platform Web #£#%1&
FGARLE TR E Kibana BIBERE, TEXhRAS, MR Kibana BE L IR AMIFRIZEE R, (LOG-

3054)

1.34.2. CVE

CVE-2015-20107

e CVE-2022-0391

e CVE-2022-21123
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https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
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CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.35. LOGGING 5.4.5

& 1TARA &35 RHSA-2022:6183-OpenShift Logging Bug Fix 5.4.5,

1.35.1. BFHEIREE

1.35.2.

T:Elttﬂ(ﬁ%ﬁtau, Operator TLiEAR pod fl4E, XRSFBEHEIEHE S IREPIAEIATEENRK
o TEIXNRAFA, Operator RTEEH T2 AFT pod BIfFHT pod FRiCH ready, X ERERRIX
’NEJ%DL (LOG-2881)

FELOREHZ AL, RINZTHEARNS S BREME BRI RE LSRN ENT, EX4)
hrAdr, AREREREIEM. (LOG-2946)

TELLREFH 2 FI, Operator TiAER 3| S /REEMIGZREZE JSON MK, FH5EEER.
FEXMHRAAF, Operator ATLAIEFAEIDIX A JSON MR, (LOG-3009)

TELREH A, Elasticsearch 3REIRIRE L T HAHIRKBEMNINEN TR, XREHXLER
LAPCEE B S IR SR 85 AT K O TSR 8L, (LOG-2972)

CVE

CVE-2022-1292
CVE-2022-1586
CVE-2022-1785
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2097

CVE-2022-30631

1.36. LOGGING 5.4.4

b4 {THR A 8 $E RHBA-2022:5907-OpenShift Logging Bug Fix 5.4.4,

1.36.1. B 1A E
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https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907

%13 LOGGING X173l
o TEULREFZAEL, FEN T FRIE Elasticsearch FIEEME R, EiXNhRAH, Elasticsearch B
LUE# B RFrEBMM UTF-8 FF5, (LOG-2794)

o TELLREFT AL, JERIT FRE Fluentd FREEMRIE R, X DHRAR, Fluentd ATLAIEHA
ERFIEEMH UTF-8 /., (LOG-2657)

o TEMREH AL, WEFNIEIRSSEZNERETIMEEATFIEHER MU, TXNENR
B, FREERXNBEIEMTAED, (LOG-2821)

o TELhREFTZAEI, cluster-logging Operator &l FE & K A secret, OpenShift Container

Platform 411 RER T E£&#1TH, XRSFBAFTILEKBBRM, EXMRAF, cluster-logging
Operator RRBEZFE QIR secret FARXNA, (LOG-2840)

1.36.2. CVE
e CVE-2022-21540
e CVE-2022-21541

e CVE-2022-34169

1.37. LOGGING 5.4.3

&2 fTHR A B¥E RHSA-2022:5556-OpenShift Logging Bug Fix 5.4.3,

1.37.1. Elasticsearch Operator F @]

EBAFICFEFRY 543 #, Elasticsearch Operator E#F A, T XIEURHILITIRAFMR, ZII8E
LEIATEMRARFIREINENREFREEE MR, EXNEEEAEREU, FIFHRIMER,
YE {8 A Elasticsearch Operator I HEFHHIERLR, EILUER Loki Operator,

1.37.2. BFHEIREE

o FELLIRE#H AT, OpenShift Logging (URIRA ERERED FKE, MABEERD F.
X NhRAR, (UERRERAARRKD F. (LOG-2781)

o TEILREFTZAI, elasticsearch-operator FRMEFHE —MEFHEIR, ©E8E—MELRS
WiHEMELRE, EXMHRAS, EEEHEFASERRANRA, (LOG-2816)

o TEMREFHZE], UfF Vector LB NNHEEHRAE Loki B, FEXREBEIE X bearer &k, IR
Loki BA T TLS, MEEFEREINNSIE, TEXDRAH, Vector ILUMFERERT TLS IS
%A 42 Loki. (LOG-2786

o TEIREHTZ2HI, Elasticure Operator fEi% ¥ oauth-proxy 5i{&Af &% ImageStream B E %
JEH] referencePolicy B, X5 Kibana SBBIERFEIMER K, EX A, FH
referencePolicy fi#)R 7 XA, Operator AILARKIIERE Kibana, (LOG-2791)

o 7ELbREFTzHI, ClusterLogForwarder BE Y FRMERMN T REEZ N KEEH. X R
KRR T XA, (LOG-2640)

o MEILREH 2B, EENFEERL R Amazon CloudWatch IR A FIEH M B EXHE AT
[mi 77 6E, MMmSBERLR/AEE, X MRAF, CloudWatch B &R EWRER, MM
R TIEAANERL, (LOG-2768)

1.37.3.CVE
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https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556
https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
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$l1.1. = LLUBFF CVE

® CVE-2020-28915
e CVE-2021-40528
o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
® CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
® CVE-2022-27776
® CVE-2022-27782

e (CVE-2022-29824

1.38. LOGGING 5.4.2

It % 1ThR A 8 ¥5 RHBA-2022:4874-OpenShift Logging Bug Fix 5.4.2

1.38.1. BFHIRIES
o TEIREFH A, EM oc edit itk Collector ELBIEFERME, HNEH EHERMEAR—H, XN
BHB| A\ T £ Operator BFRIN B EHTHSEAFBRLRZEH, LUEFEA oc edit A HEED
&, (LOG-2319)
o I REFHZAI, FluentdNodeDown ZiJTiAIEFETE message BB IR SLHIITEE, TEXhR
A, B EEEMRANHIETL 2 LB R MR B SEFIFRE, MMARRT XA AE, (LOG-
2607)

o TEMREH AL, EXHEAPFPIIRFLNBEILG] (90 critical”) EPRFAHR. EXMRE
B, BXHEELEHIFF, (LOG-2033)

1.38.2. CVE

fl1.2. mE LRI CVE

e CVE-2018-25032

e CVE-2020-0404
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https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
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CVE-2020-4788
CVE-2020-13974
CVE-2020-19131
CVE-2020-27820
CVE-2021-0941
CVE-2021-3612
CVE-2021-3634
CVE-2021-3669
CVE-2021-3737
CVE-2021-3743
CVE-2021-3744
CVE-2021-3752
CVE-2021-3759
CVE-2021-3764
CVE-2021-3772
CVE-2021-3773
CVE-2021-4002
CVE-2021-4037
CVE-2021-4083
CVE-2021-4157
CVE-2021-4189
CVE-2021-4197
CVE-2021-4203
CVE-2021-20322
CVE-2021-21781
CVE-2021-23222
CVE-2021-26401
CVE-2021-29154

CVE-2021-37159
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https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
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e CVE-2021-41617

e CVE-2021-41864

e CVE-2021-42739

e CVE-2021-43056

e CVE-2021-43389

e CVE-2021-43976

e CVE-2021-44733

e CVE-2021-45485

o CVE-2021-45486

e CVE-2022-0001

e CVE-2022-0002

e (CVE-2022-0286

e CVE-2022-0322

e CVE-2022-101

o CVE-2022-1271

1.39. LOGGING 5.4.1

b & {TAR A S ¥E RHSA-2022:2216-OpenShift Logging T2 1R EE 5.4.1,

1.39.1. BRI EE

LR ER AT, BEXHIEIR exporter (R EE S HEHSTHIF QM BER, MMEKASE
KRR, WREHET LR /var/log/pods fi#R TiXANAIR, (LOG-2442)

FEHOREH 2R, WERSWER, R NEENEEELT fluentd F4 ISR T 225 A
TETEIERE, TEIX AT, keepalive_timeout [E#1%E 7 30 #(30s), LUEMEE I EIMGERE
HEFZAETEENN RN A ERBCER, (LOG-2534)

ELREHF AT, MXEEmEFIFRRPMIER, BT EET A Kubernetes & 22 A/ H EHE R
WSS "audit” LLR —LE "infrastructure” BER AT 5EE, TEXNRAS, KIERLUEMhG
MENEA admin IEAPRA -, FRIFEREMAERMNERLTHRERE, (LOG-2448)

L REFH 2 FI, system:serviceaccount:openshift-monitoring:prometheus-k8s i 551
B AR YE 7 clusterrole 71 clusterrolebinding, 7EXMNhRAA, ARSSIK R A G
rolebinding BR#lZ| openshift-logging & %A, (LOG-2437)

LR BRI AL, Linux 81T B &0 A BT A0 F it/ (EN N ERFAE, WERIRSETESNE
FAENRARREHRNFFE, (LOG-2321)

1.39.2. CVE
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https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
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1.3, mii AR I CVE

e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154
o CVE-2022-1271

o CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
o CVE-2022-21476
o CVE-2022-21496
e (CVE-2022-21698

e CVE-2022-25636

1.40. LOGGING 5.4

DTFRAETEFHES.4 1 Red Hat OpenShift hik4A 5.4 B Logging F%4;
1.40.1. AT

8%

AERZ—MRARTIIIEE. RATEIEERZLAME ™ RIRSFHMINL (SLA) ZF, B
DRERREA N TE, LEPHEFRELE - IMERERE ], XERATIIIIRER UER 2
Bi{A#EThEE, HENIEFLAMBIRHARGEL,

BRIABRATGEREXFEEMNESER, WSARATIT i F e,

1.40.2. X FTHE
A& (vector) 2—1HEWES, EFEN—PERATEEN logging FRABIHFTRINIKESS.
LU i 32 328 -

e elasticsearch.— M &F Elasticsearch 55|, elasticsearch % AT LAFEA TLS % #E,
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https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://access.redhat.com/support/offerings/techpreview/
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e kafka.Kafka {CEE, kafka it el AMEREAZRZ 2= TLS %1%,

® loki, Loki, —"H#EAY &N, SUAME. SHFAEBERER.

1.40.2.1. BAAZ
KU SAEE, FERUTHEE OpenShift Container Platform 52 LG AR E,

H o
MEFXZH FIPS HAEH,

FRFM

® OpenShift Container Platform: 4.10
® Red Hat OpenShift B logging F%%: : 5.4

o EHFIPS

it

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)
I $ oc -n openshift-logging edit ClusterLogging instance

2. 7y ClusterLogging B & Y ¥R (CR) 1N logging.openshift.io/preview-vector-collector:
enabled ST f#,

3. 7£ ClusterLogging B E L HIRE(CR)H RN vector fEAEE KB,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

L fts 8
o HEXH

\
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https://vector.dev/docs/about/what-is-vector/
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BF

Loki Operator RE—MRATNEIhEE, HATIIIIRER RN MRS ZFHIL (SLA)
XFF, BMEERRHTTE, AT HEEEIMEREREN], XERATEIIEER L
ERFRBXAFIZIE, HAENSEF LM BRRMARGEL,

BRIABRAT G FEEMESER, WSARATITiEF e,

1.40.3. X T Loki

Loki 2— N AEAT B, SsETRAAESHEANEERERY, BRMFEBRILEKFRANBEEHER
{;:EO

Hh iR
e | oki XY

1.40.3.1. 88 Lokistack

& BT LUEF OpenShift Container Platform Web #2#l& %24 Loki Operator.

FERFH
® OpenShift Container Platform: 4.10
® Red Hat OpenShift B logging F%%: : 5.4
& A OpenShift Container Platform Web £l & %% Loki Operator :
1. &% Loki Operator :
a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator FIZ&KAEHF Loki Operator, #AJE R Install,
c. I Installation Mode T, 1% All namespaces on the cluster,
d. 7 Installed Namespace T, ¥ openshift-operators-redhat,
R JitEE openshift-operators-redhat 74 Z2[F], openshift-operators 3% Z2[A| AT EER
BEXIRHEB operator, XL operator AMEEIE, HAFHHI metric ATEES OpenShift
Container Platform metric 9Z i8R, M SBUHZE,
e. %% Enable operator recommended cluster monitoring on this namespace
XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” f7i, R/
WEX AT, LABRERE L 1E1ZEX openshift-operators-redhat o3 & 22 ],
f. mFE—DBLAESRRR .

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EG iR A BT B 5B #H
Operator,

e Manual EKEEEEHEE L E LM A F L Operator B#.

g. = Install,
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https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/docs/loki/latest/
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h. BIEERET Loki Operator, /j[f] Operators — Installed Operators T1H, F7EH "Loki
Operator”,

i. 1% Loki Operator I7E Status 7y Succeeded FIFFETIE .,

1.40.4. BRI EE

48

EREH A, cluster-logging-operator {5 FASEEESE H KA B FI4FE FEIL Prometheus AR
Sk A BIRRR, LARERIEIT. X LAUBRIEE LGS R EERE Operator I OIEE, {BEMGBSITER
ENRE, TXMNRAR, B EAEIHE® & ZEASEERR T XA, (LOG-2286)

FEREH I, BENRRDAEMSRZEEES] A—1 ownerReferences FE%, ALk, 7Edp
2R AR EEBEMGIUERIR, EXhRAF, HRT ownerReferences FEX A LUE R
XA, OpenShift Logging (Y RIRTEIZHIEF A A, (LOG-2163)

ELREH A, SIERURRNEHRTSEE, FH cluster-logging-operator JoiA EffLLEL
BENRIRWINEFEREWE BRI, TEXNIRAR, HXRIRE IR N0ME— BIERF(E B 2R IX
ANMARE, (LOG-2071)

TR REFZ AT, OpenShift Logging (Y ZR#Rki% B EM T RFKXHPH pod MepRZE[H, XRERE
g 24 I INERME KRR, TEXMRAR, pod MIMAZEAIRWIER LR, (LOG-2069)

EWREH 2 A, 2 ClusterLogForwarder 1% Elasticsearch OutputDefault B
Elasticsearch fii & B4 LN, £RMBESEFHBRIENTERE, EXNMRAF, BET
fHERAM secret ML+, (LOG-2056)

TELLREH 2RI, OpenShift Logging (YRR EAR—12M CPU Ky, RNBIAILRIEIR. 1E
XANRRAH, PEFE T ERRRBURE RAR LA, (LOG-2026)

LR ER AL, Fluentd BERHEEEE TN IR ENHERF TR, XMREMES M
PRXET R, (LOG-1927)

ELREFZA, 7£53 RAFHEBNNERNEATERRSFREEICTKBESRERNK
FluentdNodeDown Zi;, TEiXMhRAAH, {EE Prometheus BRAIVE L & FRARR T X 4N A] R,
(LOG-1918)

R EH R, BEBERENENAHRTERMBEEBCHARE. XTERFRRESEL
BEESNASHBERGEN, XTREKSFBAFEMBTEERNE, EXMhRAPERTIX
NMAd, EEMNEEHHIRIRESRBE. (LOG-1774)

TELREFZ A, Elasticsearch R4 %1% Unable to create PersistentVolumeClaim due to
forbidden: exceeded quota: infra-storage-quota. (W1R PVC BEE) . EXMRA
f, Elasticsearch RIREIAR PVC, MMER T XAA-, (LOG-2131)

EWREH A, & elasticsearch-signing secret #iMIFRFT, Elasticsearch J5i&iR[E] ready
Bo EXMHRA, Elasticsearch BEBTEMIFRIZ secret [FiRE] ready K. (LOG-2171)

FIREH AT, WEHERMA R ASHBENERS S RRES N — LD R E R BHIRIER
Bl EXMRAR, WEHER ERMIEERERXNAE, (LOG-2160)

FEHREH <A, TAKRKEMEAEANERS S Elasticsearch Z1EARSS1ER, H N &ZEE 5
RIABIRAIRLKNREN, EXNHRAH, LR SBFEMBEEBITIR, MR T X
5, (LOG-1899)

TELREF 2 HI, OpenShift Container Platform Logging (YRR B0 F"X"BE KT
Elasticsearch B8 'x' TV I HIEPHME, HILXANFEMRERZ, eREEE Elasticsearch
pod IFFE XD, FiTEHE Elasticsearch &M /S M, EXMRAR, DR BESWIER


https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899

T8, (LOG-2156)
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HELREF 2R, R secret kibana #1 kibana-proxy #fti&, NARESEHFOVEE], XD

AH, elasticsearch-operator &1l

FELREH A, WEZ AR A N

R, FHIEMRE BEhEFHOIBX LR, (LOG-2250)
B2 SRUNE SR E MBI EHRF RGNS KNES,

XN RAER, ELRTLUHRIRITRE, HERRF-, (LOG-2379)

FEHOREHTZ AL, OpenShift WebConsole YA RILRIEHI S HEEA 2 ClusterLogging CR
R, FEIXNHRAH, MR CR sE# Cluster Logging Operator &1k, (LOG-2373)

FIREH ], NRRESHRENEAZFBRESERBANT, BHERARKRBEEEIRR
Ko ERXDRER, BwHERXRFERBEBERIEIR, SIRFME—BE R ISEEUCRAER R XA FR,

(LOG-2462)

1.40.5. CVE

1.41. LOGGING 5.3.14

CVE-2022-0759

o BZ-2058404

CVE-2022-21698

o BZ-2045880

It & fThRA B $E OpenShift Logging i2FiE1REE 5.3.14,

1.41.1. BFEABE

o TELLREFHT A, log-file-metrics-exporter 2144 A HY B 75 ST K /N BRET R M B B Bk T4
BB, MSBHRNNARRRFEM, EXMhAS, BEXGXNRFATSE MR

HHI%E, (LOG-3293)

1.41.2. CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562
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https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
https://access.redhat.com/errata/RHSA-2022:8889
https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
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e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e (CVE-2022-1292
e (CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
® CVE-2022-2938
e CVE-2022-3515
e CVE-2022-20368

e CVE-2022-21499
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https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903
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https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
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o (CVE-2022-36946
o CVE-2022-37434
e (CVE-2022-39399

o (CVE-2022-42898

1.42. LOGGING 5.3.13

b & {TAR A 8 ¥ RHSA-2022:68828-OpenShift Logging Bug Fix Release 5.3.13 ,

1.42.1. B R EE
x.

1.42.2. CVE

B 1.4. R LARFF CVE
® CVE-2020-35525
e CVE-2020-35527
e CVE-2022-0494
e CVE-2022-1353
e CVE-2022-2509
e CVE-2022-2588
e CVE-2022-3515
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e CVE-2022-23816
e CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149

e CVE-2022-37434

52


https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/errata/RHSA-2022:6882
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434

e CVE-2022-39399

e CVE-2022-40674

1.43. LOGGING 5.3.12

L& ITHRASIE OpenShift Logging FRFFEIREE AR A 5.3.12,

1.43.1. BFEAEE

%Q

1.43.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.44. LOGGING 5.3.1

& TR AE$E OpenShift Logging IR 1REE 5.3.11,

1.44.1. BFHEREE

o TELLREFTZAEI, Operator TiAAMR pod B, XeSBEREERE R IEHIAREENRK
Bo EXNMRAA, Operator RIEE /S FEH I A pod BIFHT pod FRICH ready, iXSMERX

ANEf, (LOG-2871)

1.44.2. CVE

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

%13 LOGGING £1T3Fi0
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https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182
https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
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® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.45. LOGGING 5.3.10

It & 1THRA B #E RHSA-2022:5908-OpenShift Logging F2F 1B E 5.3.10,

1.45.1. B 1A B E
e BZ-2100495
1.45.2. CVE

1.5, miiLAB I CVE

® CVE-2021-38561

CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e CVE-2022-21540
o CVE-2022-21541
® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.46. LOGGING 5.3.9

b & {ThR A 8 ¥8 RHBA-2022:5557-OpenShift Logging Bug Fix 5.3.9,

1.46.1. BFHEREE
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https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557

o TELLREHZAT,

%13 LOGGING £1T3Fi0

ASILRBESRSE—TBE, FHEERBEIRRRE, BRELEERENS,

HFEEH Prometheus RS ZMF M RERT N, TEXNRAR, FRECHEEF LRI FE

VIEMEHEFE. (LOG-2682)

1.46.2. CVE

fl1.6. mEi LB CVE

CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

1.47. LOGGING 5.3.8

b4 {ThR A 8 $E RHBA-2022:5010-OpenShift Logging Bug Fix 5.3.8

1.47.1. B 1R EE

(%)

1.47.2. CVE

fl1.7. = LURBFF CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788
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https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
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CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941
e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189
e CVE-2021-4197
e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159

e CVE-2021-41617
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https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617

%13 LOGGING £1T3Fi0

e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.48. OPENSHIFT LOGGING 5.3.7

b & {TRR A S ¥ RHSA-2022:2217 OpenShift Logging f2 4 IR1EE 5.3.7

1.48.1. BFHEAMEE

o TEMREHZAL, Linux 51T HSK [ EEMTERGF#/[EXNNEREM, X TRAF, BITHRIE
NMEMA regex REFKNAIFZE. (LOG-2322)

o TEHEHE], —LHERAKFMEFATREKERERNN ABEFRIEFAS, TXThA+d, EH
BHRRMT —NFENE, DITHEREERNFIBMNZEE. (LOG-2334)

o TELLREFT A, THAKRKEMALEENERHR S Elasticsearch {Z1ERSSE KR, R Hep&2E[H
FRIABIRAILARNRE, EXDhRAR, TRk REFmRZEE LMK, MR T IXAE
&, (LOG-2450)

o I REFHAEI, system:serviceaccount:openshift-monitoring:prometheus-k8s &5

RI¥EHY, 48 clusterrole #1 clusterrolebinding, 7EXMRAH, M role # rolebinding ¥
serviceaccount [R#lZ| openshift-logging f8 & 22 [E], (LOG-2481))

1.48.2. CVE

5 1.8. Hd; LUBFF CVE

e CVE-2018-25032

e CVE-2021-4028
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https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
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e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0759
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
o CVE-2022-21434
e CVE-2022-21443
o CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.49. OPENSHIFT LOGGING 5.3.6

b4 {ThR A 8 ¥ RHBA-2022:1377 OpenShift Logging Bug Fix 5.3.6

1.49.1. B REE

o EULREHZAE, ELERBERANAIR, BHINAE Operator 25 Operator TiEFTHR AR, 1EiX
NhRAF, XNBERABEIEANTR. (LOG-2126)

o EItEKA], WERABEKERES, HFRFTRER T LA HMNES, EXNRAH, EaLL
% readline BR&Y, LURYE B SORERIARR T, (LOG-2380)

1.50. OPENSHIFT LOGGING 5.3.5

It & FTHRA 838 RHSA-2022:0721 OpenShift Logging 2R 51 1EE 5.3.5

1.50.1. BFEAEE

o TELLREHFT I, ARMEM OpenShift Container Platform AfffifR T OpenShift Logging, Web
EHIBMARETIER Logging TTERMEEEE, EXMRAR, MERIEIE OpenShift Logging
2MpRZEE . (LOG-2182)

1.50.2. CVE

I BI1.9. s BUEFF CVE
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https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182

%13 LOGGING £1T3Fi0

e CVE-2020-28491
e CVE-2021-3521

e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122

e CVE-2021-4192

e CVE-2021-4193

® CVE-2022-0552

1.51. OPENSHIFT LOGGING 5.3.4

b4 {ThR A & ¥ RHBA-2022:0411 OpenShift Logging Bug Fix 5.3.4

151 BFHIREE
o TELLREFTZAEL, X metrics (NFRIRHE LA EERE, EH cluster-logging-operator %5 1E
RS E(URRNIEMAENR B, EXMRAF, BT ENRITE R RINKE— hash
{HRfR AP, (LOG-2066)

o TEIREFHZAI, Elasticsearch Pod fE/5 T FIPS BHiaXiE/E80. TEXMhA
A, Elasticsearch Pod aI LABREN/A N, (LOG-1974)

o JELREF I, Elasticsearch &4 K 1% "Unable to create PersistentVolumeClaim due to

forbidden: exceeded quota: infra-storage-quota.”" (#0R PVC BEE) . EXMRA
f, Elasticsearch RICEIAER PVC, MMAER T XN, (LOG-2127)

1.51.2. CVE
Bl 1.10. R LARFF CVE
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192

e CVE-2021-4193
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https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
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e CVE-2022-0185

o CVE-2022-21248
o CVE-2022-21277
e CVE-2022-21282
e CVE-2022-21283
® CVE-2022-21291

e CVE-2022-21293
o CVE-2022-21294
e CVE-2022-21296
e CVE-2022-21299
e CVE-2022-21305
e CVE-2022-21340
o CVE-2022-21341
e CVE-2022-21360
e CVE-2022-21365

e CVE-2022-21366

1.52. OPENSHIFT LOGGING 5.3.3

b4 {THR A 8 ¥ RHSA-2022:0227 OpenShift Logging Bug Fix 5.3.3

1.52.1. BFHEIREE
o TELLREFTZAL, X metrics (NRRHBEHLEBERE, EH cluster-logging-operator (%A IEf
b a & (URRIIE FFTSE configmaps, TEXMHRAR, @il RIRME—BIE R ERINE
W I RIEE B, (LOG-2066)

o TEXMNRA, logdj M N 2.17.1 LUR)R CVE-2021-44832.(LOG-2102)

1.52.2. CVE

B, R LURFF CVE
e CVE-2021-27292

o BZ-1940613
e CVE-2021-44832

o BZ-2035951
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https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
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1.53. OPENSHIFT LOGGING 5.3.2

b4 {THR A S $E RHSA-2022:0044 OpenShift Logging Bug Fix 5.3.2

1.53.1. BFEIRES
o EULREF AL, E NERITEE, Elasticsearch 4B EHKHESMNAR. EXMRAS,

B T IR R SR AR RN A, B2, MUBIMNERS|TEES S Kibana FHE &

%, kubernetes.event.metadata.resourceVersion FEEa SR, BEIIMRINAE R |4 R
HEHFREI ik, IR Kibana FREFERLLFEE, EBIUZKESHER, MREE—/HRIEZER
IR R ERR, ERELAMBRIENZRS|HEEISEE, KEFSEHRE|IF(E I E ALY
&, (LOG-2087)

TELREHF 2 HI, OpenShift Logging Dashboard £ A i REHRM pod SRR (A, 1% 6% Z2[H]
TRt 24 /N RIBRFINER SR, EXMHRAF, OpenShift Logging Dashboard & 7R IEFfHY
pod fn & ZE[Al, (LOG-2051)

EREH 2RI, 2R ClusterLogForwarder B & X ¥HE(CR)LAFIRY
outputDefaults.elasticsearch.structuredTypeKey ;2 B 451 5, N CR RFHIH secret &
#oh Ak 5B\ B EFEEBEBIA secret, TEXMhRAH, T HIHIH secret R IEMFER,
(LOG-2046)

1.53.2. CVE

#l1.12. m AR FF CVE

e CVE-2020-36327

o BZ-1958999

e CVE-2021-45105

o BZ-2034067

e CVE-2021-3712

e CVE-2021-20321

e CVE-2021-42574

1.54. OPENSHIFT LOGGING 5.3.1

b & {TAR A 8 $E RHSA-2021:5129 OpenShift Logging F2FF51R1EE 5.3.1

1.54.1. B 1A EE
o TEHREFZH, Fluentd BREGOSE TN FTEENWEIEEIE, XM RAMEG DM

PRXET R, (LOG-1998)

o FEUILREH AT, AERILRNFREETE CPU KN, RNBIAERE. EXDRAH, BE

IERAUFRMR AT LUE M TR CPU . (LOG-1925)
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https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
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o TEMREFH A, Elasticsearch Prometheus exporter 34 # F & 800 Elasticsearch 7

51

mn

MEBERY

BERAEWRGHFE T REBIPHE. X DRELI T BERANER, TRESME. (LOG-1897)

1.54.2. CVE

62

$1.13.

miiLUEF CVE

CVE-2021-21409

o BZ-1944888

CVE-2021-37136

o BZ-2004133

CVE-2021-37137

o BZ-2004135

CVE-2021-44228

o BZ-2030932

CVE-2018-25009

CVE-2018-25010

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135


https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153

CVE-2021-31535

CVE-2021-33560

CVE-2021-33574
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https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
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o CVE-2021-35942

e CVE-2021-36084

e CVE-2021-36085

e CVE-2021-36086

e CVE-2021-36087

e CVE-2021-42574

o CVE-2021-43267

e CVE-2021-43527

e CVE-2021-45046

1.55. OPENSHIFT LOGGING 5.3.0

b & {THR A 8 $E RHSA-2021:4627 OpenShift Logging 2R 1388 5.3.0

1.55.1. #ZhEE K ThREIE 5t

1.55.2.

1.55.3.
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XM RAER, Log Forwarding BIRAGATE 4T &, HHIERLIECE SASL. AP &/ B
TLS,

BFHEIAES

TR REH 2R, MREMEA syslog MHEEAZ B, 18T ruby BEFEIRIDHGE/EXT, FHE
BN FR, FEAANBRHIRA. DXDRAFERTXANNE, BEHSRERRIIE
NEME JSON, (LOG-1494)

FEROREHZAE, MNARFEEKEEREREE, N ABIERT ZTHEIRN ERR
Cloudwatch &, (LOG-1939)

FEWREHZA, 53 ZTRPEBEBHRESRNAITERR FREBRENR fluentnodedown's
(LOG-1918)

EWREH A, URINATRESRSIANLHSSBURESREXFIEREZFXER, MM
ERAIEFESKRES Pod, FEXMRAR, fluentd REIERFINBERZHX, MR TIXD
A&, (LOG-1735)

EHOREHZ AT, EURIMMATFRXEREZM JSON E RN, XMMAEHGH JSON 4T,
CILRERT JSON SHE B level"FEIXE HERK R "level"FE, HEEM regex MIHRFEX
FRIREXICEC T, (LOG-1199)

TELREHTZ AT, ClusterLogging B E X HTIR(CR)¥F totalLimitSize = EXBI({E N FA El Fluentd
total_limit_size FE%, BMERTRMIZHZAIAR A, EXMhRAS, CRELFHD
totalLimitSize =X 'default' [ lesser M. A E| Fluentd total_limit_size F£E&, MmWIARRIXANA]
H, (LOG-1776)

E &R


https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627
https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
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o MMRITIFHER L FHEB Elasticsearch fR%5 2%, ABTEEIE secret FENEEMIE, A&
13, Fluentd forwarder RMN#EHT secret, {BfHE A IBEEREEINER Elasticsearch RS 25, HIN
XA AR RER, Red Hat OpenShift Logging Operator HEIA S 1% secret IRAE K,
(LOG-1652)

VENIGITERR AR, INREXT secret, WAL EIEEHERE Fluentd Pod :

I $ oc delete pod -| component=collector

1.55.4. F B M REITHEE
2 RIRRAS AR By — Lo ThAE B i 7 F SRR,

FRANBEMABETE OpenShift Logging 1, FHEMAKIR. BR, XTWREIEURHLITHRAH
WHER, BABRUIERHEREHERA,

1.55.4.1. I8 Fluentd B syslog A& % B & B8 ER

£ OpenShift Logging 5.3 &1, B & 4 Bl Syslog #1 Fluentd IG5 A B H MR, HIREEMIIIFAE
OpenShift Logging 5.2 £ BHAL R IR M. 25, FRHAITHIITIEEG .,

Rz, EEUTEESRAE
e {FH Fluentd A MUELXBE
o {#f syslog il % BE

1.55.4.2. BMRIBE & AN ECENLH

£ OpenShift Logging 5.3 #, B&EE &AL SIELENLE 2 HMMER - EAREEEAIER Fluentd AR
Syslog A& X B, ERATEBRTR R A%,

1.55.5. CVE
B 1.14. R LAURFF CVE
e CVE-2018-20673
e CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751

e CVE-2019-14615
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https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
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CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-0427
e CVE-2020-10001
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
® CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e CVE-2020-24502
e CVE-2020-24503
e CVE-2020-24504
e CVE-2020-24586
e CVE-2020-24587
e (CVE-2020-24588
e CVE-2020-26139
e CVE-2020-26140
e CVE-2020-26141
e CVE-2020-26143
e CVE-2020-26144
e CVE-2020-26145
e CVE-2020-26146
e CVE-2020-26147

e CVE-2020-27777
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https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html
https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36158

CVE-2020-36312

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2020-36386

CVE-2021-0129

CVE-2021-3200

CVE-2021-3348

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3487

CVE-2021-3489

CVE-2021-3564

CVE-2021-3572

CVE-2021-3573

CVE-2021-3580

CVE-2021-3600

CVE-2021-3635

CVE-2021-3659

CVE-2021-3679
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https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
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CVE-2021-3732
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20194
e CVE-2021-20197
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20239
e CVE-2021-20266
e CVE-2021-20284
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23133
e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-28950
e CVE-2021-28971
e CVE-2021-29155
e |CVE-2021-29646
e CVE-2021-29650
e CVE-2021-31440
e CVE-2021-31535
e CVE-2021-31829
e CVE-2021-31916

e CVE-2021-33033
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https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html

1.56. LOGGING 5.2.13

& fTARA &35 RHSA-2022:5909-OpenShift Logging Bug Fix 5.2.13,

CVE-2021-33194

CVE-2021-33200

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574

1.56.1. BFiE IR EE

® BZ-2100495

1.56.2. CVE

$1 1.15.

=i AR CVE

CVE-2021-38561

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-21540

CVE-2022-21541

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-27774

CVE-2022-27776

%13 LOGGING £1T3Fi0
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https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776

OpenShift Container Platform 4.10 BRIt

e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.57. LOGGING 5.2.12

b £ {TRR A 8 $8 RHBA-2022:5558-0penShift Logging Bug Fix 5.2.12,

1.57.1. BRFEIREE
%Q

1.57.2. CVE

fl1.16. m LRI CVE

CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
o CVE-2022-27776
® CVE-2022-27782

e (CVE-2022-29824

1.58. LOGGING 5.2.1

b4 {THR A 8 ¥ RHBA-2022:5012-OpenShift Logging Bug Fix 5.2.11

1.58.1. BRI EE
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https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
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o TELLREFTZAI, EEENINIT CloudWatch ¥ A MERSNIEAN B EXHE NG FiE, MM
SHEHR NN ERIERE, EXNMAR, CloudWatch IR D EHER, MR T XA
T, (LOG-2635)

1.58.2. CVE

i 1.17.

mitiLUEF CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203
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https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203

OpenShift Container Platform 4.10 BRIt

e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
o CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e (CVE-2022-0286
® CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.59. OPENSHIFT LOGGING 5.2.10

b & FThRA & $E OpenShift Logging Bug Fix Release 5.2.10]

1.59.1. B 1R B E

o FELLEHTHI, —LASKABHHTRKERERNNABEFFFEE. EXDREH, £H
BHRAMT —NFHS, OITWREA TR FBIEE, (LOG-2335)

o TEULREFZAI, HAHAKEMAERMERS T Elasticsearch Z1EARSS1ER, E & ZE(E 5

RIABRAVRLRNRE, X DhRAAF, Tk RafEap Rz EAFIIR, MR T IXH
., (LOG-2475)
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https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475
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o I REFHAEI, system:serviceaccount:openshift-monitoring:prometheus-k8s & 54
HIHEIL, #E4 clusterrole #1 clusterrolebinding, 1EiX/MRAAH, {# M role # rolebinding ¥
serviceaccount [R#lZ| openshift-logging f8 & %2 [E], (LOG-2480)

o TELLREFH2HI, cluster-logging-operator {£AEESEE A BMSIEREIL Prometheus AR
Mk P HIRRR, LUREIEIR. XL RRBEFEAZE AR EEE Operator I I, TMGBRIT

ER8E Operator IfiRK, EXNhRAF, XNABNYER R ZEESEHERRT XM, (LOG-
1972)

1.59.2. CVE

$i1.18. i LLBFF CVE
e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154
e CVE-2022-1271
e CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
e CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.60. OPENSHIFT LOGGING 5.2.9
It & TR A 8 $E RHBA-2022:1375 OpenShift Logging Bug Fix Release 5.2.9 ]
1.60.1. EFHIRES
o EULREHFHZAE, EERBEBANAIR, BHINE Operator 25 Operator TiEFTHRFA R, 1EiX
MRAS, XNBRABEIEALTR, (LOG-2304)

1.61. OPENSHIFT LOGGING 5.2.8
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https://issues.redhat.com/browse/LOG-2480
https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304

OpenShift Container Platform 4.10 Bi&it %

b4 {THR A 8 ¥5 RHSA-2022:0728 OpenShift Logging Bug Fix 5.2.8

1611 iZFHRER
o TELLREHF I, ARMEM OpenShift Container Platform AfffifR T OpenShift Logging, Web

PHEIEMARETRIER Logging TIHEMEEEE, TEXThRAH, MHPRKEIE OpenShift Logging 8
2MFRIZEERE, (LOG-2180)

1.61.2. CVE

$l1.19. mE AR CVE
e CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.62. OPENSHIFT LOGGING 5.2.7

b4 {THR A 8 $E RHBA-2022:0478 OpenShift Logging Bug Fix 5.2.7

1.62.1. BFHEREE

o TEIXREFH A, FAT FIPS M Elasticsearch Pod LR EBHEED. EXMRA
A, Elasticsearch Pod BTLARREN/EE, (LOG-2000)

o EIREFHFH A, MRFAMEBFEEPVC)ERETE, Elasticsearch REMKEIR, "Unable to

create PersistentVolumeClaim due to forbidden: exceeded quota: infra-storage-quota." #£iX4™
kA, Elasticsearch &IEEIAR PVC, MRIERR T XA/, (LOG-2118)

1.62.2. CVE
$11.20. R LARFF CVE
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185
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https://access.redhat.com/errata/RHSA-2022:0728
https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
https://issues.redhat.com/browse/LOG-2000
https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185

%13 LOGGING Z1T3Fic

1.63. OPENSHIFT LOGGING 5.2.6

b & 1THRA B ¥ RHSA-2022:0230 OpenShift Logging I 1B E 5.2.6

1.63.1. BFiHE 1A EE

o MELLREBHZAL X MERAAREE T Fluentd BRI IESR TSR, X MRAR, ROWTE
F|EMIEIE, (LOG-2104)

o TEXMNRAR, logdj WIS N 2.17.1 LUFRR CVE-2021-44832.(LOG-2101)

1.63.2. CVE

5l 1.21. mii AR FF CVE
e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.64. OPENSHIFT LOGGING 5.2.5

b & TR A B $E RHSA-2022:0043 OpenShift Logging 251 EE 5.2.5

1.64.1. B R EE
o TEULREHH AL, HENEEMIEIR, Elasticsearch R4k BEHHKABRMNELE. EXMhRAS,
B T HUEE R AR RN AL, B2, LIRIMZRB| T RES S Kibana FIAE &S EE
%, kubernetes.event.metadata.resourceVersion £S5 R, BERIMBRILE RS #EHER
HEFHRS| Wik, 1R Kibana AR EFERAILLFER, B URKREIRER, MREE—/HRIEER

MR BB RIE, RIEFRLAMIRIBNZRE|FIEILEFER, B FEHFRS|IFE L ERE R
B, LOG-2087)

1.64.2. CVE

$i1.22. AR F CVE
e CVE-2021-3712
e CVE-2021-20321
e CVE-2021-42574

e CVE-2021-45105

1.65. OPENSHIFT LOGGING 5.2.4
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https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0043
https://issues.redhat.com/browse/LOG-2087
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105

OpenShift Container Platform 4.10 BRIt

It & fTARA & 38 RHSA-2021:5127 OpenShift Logging F2FE514EE 5.2.4

1.65.1. R 1A B E

TEBEH 2, syslog MiHHIEHICKERFEIE ruby BIAIRIDEE/(EXT, FEESE EE"E/F, F
FFREE N "#1", TEIXMRAA, ATLUEMREE R FEHME N IEMB JSON, (LOG-1775)

TELREFHr 2 A, Elasticsearch Prometheus exporter fi{4 {8 A & #2001 Elasticsearch 77 st BERY
B AE IR GIE T REIRIETR. X MRALI T BIEMAN LN, FAIiREMRE. (LOG-1970)

EMWREHZA], 2 LogForwarding BLi& T % MNHIHS, Elasticsearch B E4HR, X2
EAFEA— B ENRERERNBREE N A NMNER, EXTMHAF, BERLZREH B M
BHE, UERETHRENOEREEMEE, (LOG-1824)

1.65.2. CVE

76

$11.23. mi AR CVE

e (CVE-2018-25009

e CVE-2018-25010

e CVE-2018-25012

e CVE-2018-25013

e CVE-2018-25014

e CVE-2019-5827

e CVE-2019-13750

e CVE-2019-13751

e CVE-2019-17594

e CVE-2019-17595

e CVE-2019-18218

e CVE-2019-19603

e CVE-2019-20838

e CVE-2020-12762

e (CVE-2020-13435

e CVE-2020-14145

e CVE-2020-14155

e CVE-2020-16135

e CVE-2020-17541

e (CVE-2020-24370


https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-21409

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153

CVE-2021-31535

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942
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https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
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e CVE-2021-36084

e CVE-2021-36085

e CVE-2021-36086

e CVE-2021-36087

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-42574

e CVE-2021-43267

e CVE-2021-43527

o CVE-2021-44228

e CVE-2021-45046

1.66. OPENSHIFT LOGGING 5.2.3

b & TR A 8 $E RHSA-2021:4032 OpenShift Logging iR iR EE 5.2.3

1.66.1. BFEIAEE

o TELLREFZAEI, —LERFTEMBEMAITE, WERARTE OpenShift 11 HFIATE
OpenShift Container Platform FZR B &R HNIEEN], FEXMhRAH, Elasticsearch Operator
FRFFEEREEE— N BEMINE, FHEIETE OpenShift Container Platform %R 5 ZHRM
MBgrrE AN, (LOG-1857)

o TELLREHFH I, FELURIMRAFRXEEZA JSON BRI, XMNMRAEFH/FHE JSON f#f,
CILIRIERET JSON SEE A level FERXERESRE level FE&, &M regex MEEFER
FRIREREEL T, (LOG-1759)

1.66.2. CVE
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$l1.24. mii LARFF CVE
e CVE-2021-23369

o BZ-1948761

e CVE-2021-23383

o BZ-1956688
e CVE-2018-20673
e CVE-2019-5827

e CVE-2019-13750


https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4032
https://issues.redhat.com/browse/LOG-1857
https://issues.redhat.com/browse/LOG-1759
https://access.redhat.com/security/cve/CVE-2021-23369
https://bugzilla.redhat.com/show_bug.cgi?id=1948761
https://access.redhat.com/security/cve/CVE-2021-23383
https://bugzilla.redhat.com/show_bug.cgi?id=1956688
https://access.redhat.com/security/cve/CVE-2018-20673
https://access.redhat.com/security/cve/CVE-2019-5827
https://access.redhat.com/security/cve/CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14155

CVE-2020-16135

CVE-2020-24370

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3572

CVE-2021-3580

CVE-2021-3778

CVE-2021-3796

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-23840

CVE-2021-23841

CVE-2021-27645

CVE-2021-28153
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https://access.redhat.com/security/cve/CVE-2019-13751
https://access.redhat.com/security/cve/CVE-2019-17594
https://access.redhat.com/security/cve/CVE-2019-17595
https://access.redhat.com/security/cve/CVE-2019-18218
https://access.redhat.com/security/cve/CVE-2019-19603
https://access.redhat.com/security/cve/CVE-2019-20838
https://access.redhat.com/security/cve/CVE-2020-12762
https://access.redhat.com/security/cve/CVE-2020-13435
https://access.redhat.com/security/cve/CVE-2020-14155
https://access.redhat.com/security/cve/CVE-2020-16135
https://access.redhat.com/security/cve/CVE-2020-24370
https://access.redhat.com/security/cve/CVE-2021-3200
https://access.redhat.com/security/cve/CVE-2021-3426
https://access.redhat.com/security/cve/CVE-2021-3445
https://access.redhat.com/security/cve/CVE-2021-3572
https://access.redhat.com/security/cve/CVE-2021-3580
https://access.redhat.com/security/cve/CVE-2021-3778
https://access.redhat.com/security/cve/CVE-2021-3796
https://access.redhat.com/security/cve/CVE-2021-3800
https://access.redhat.com/security/cve/CVE-2021-20231
https://access.redhat.com/security/cve/CVE-2021-20232
https://access.redhat.com/security/cve/CVE-2021-20266
https://access.redhat.com/security/cve/CVE-2021-22876
https://access.redhat.com/security/cve/CVE-2021-22898
https://access.redhat.com/security/cve/CVE-2021-22925
https://access.redhat.com/security/cve/CVE-2021-23840
https://access.redhat.com/security/cve/CVE-2021-23841
https://access.redhat.com/security/cve/CVE-2021-27645
https://access.redhat.com/security/cve/CVE-2021-28153
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e CVE-2021-33560

e CVE-2021-33574

e CVE-2021-35942

e CVE-2021-36084

e CVE-2021-36085

e CVE-2021-36086

e CVE-2021-36087

1.67. OPENSHIFT LOGGING 5.2.2

b & {TRR A 8 $E RHBA-2021:3747 OpenShift Logging T2 512 1EE 5.2.2

1.67.1.  EFHE R EE

o TIIREFZHI, ClusterLogging B Y HIR(CR)f¥ totalLimitSize FExHIER FAE Fluentd
total_limit_size FE%, BMERTRMIZHZAIAR A, EXMhHRAS, CRELFHD
totalLimitSize =% 'default' [ lesser M. A E| Fluentd total_limit_size FE&, MM RIXAN A
B, (LOG-1738)

o TEHREFHF A, URIMATRE S ANLOHRSBBREREXRMFLSHEZHAXER, MM
SR IEFHEERESS Pod, FEXMRAR, Fluentd REIEXFINBEREHX, MMmERTIX
ANA, (LOG-1739)

o EIREFHFZA], WA FHFBRHMEMEIETE OpenShift Container Platform 4.9 L %24
Elasticsearch Operator, 7EXMRAAR, BIEWATELRTE 49 REHEAFAY, (LOG-
1780)

1.67.2. CVE
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$1.25. mdi AR CVE

e CVE-2020-25648
e CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
® CVE-2021-36222
e CVE-2021-37576
e CVE-2021-37750

e CVE-2021-38201


https://access.redhat.com/security/cve/CVE-2021-33560
https://access.redhat.com/security/cve/CVE-2021-33574
https://access.redhat.com/security/cve/CVE-2021-35942
https://access.redhat.com/security/cve/CVE-2021-36084
https://access.redhat.com/security/cve/CVE-2021-36085
https://access.redhat.com/security/cve/CVE-2021-36086
https://access.redhat.com/security/cve/CVE-2021-36087
https://access.redhat.com/errata/RHBA-2021:3747
https://issues.redhat.com/browse/LOG-1738
https://issues.redhat.com/browse/LOG-1739
https://issues.redhat.com/browse/LOG-1780
https://www.redhat.com/security/data/cve/CVE-2020-25648.html
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37576.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
https://www.redhat.com/security/data/cve/CVE-2021-38201.html
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1.68. OPENSHIFT LOGGING 5.2.1

b & TR A 8 $E RHBA-2021:3550 OpenShift Logging f2F 51 1EE 5.2.1

1.68.1. BEFH IR EE
o EULREHZAE, ENAITHRAEEHASRI—/ M, olm.skipRange FEXHIEXRFFFZE
(}75.20) , MARKMIEFHAITE, EXNHRAFESE TEEMA, ELTESERNEHIL
FERMIE, (LOG-1743)
1.68.2. CVE

(%)

1.69. OPENSHIFT LOGGING 5.2.0

b & 1THRA 8 $E RHBA-2021:3393 OpenShift Logging 2R HHIREE 5.2.0

1.69.1. #TThEE R INEEIG 5

o TEXANRAR, EELUSTEEHIE 4 B Amazon CloudWatch, SiR4N FAFE R IR 22k 1
%, MEFELZER, HSAMHEELLE Amazon CloudWatch, (LOG-1173)

o TEXMhRAA, A LUFHEHIEL LR Loki, XR—IMA#EET &R, SETH. ZHEFAER
BXYl. MEELER, HEARBETLZE Loki, (LOG-684)

o TEXMhRAAH, MNRFEMA Fluentd forward MHGET TLS MBI ERERL L HEEIE, WA LUER
BN R U FHTE Cluster Log Forwarder BRE RIEE R IDEIE, MIERZER, BHBHE
A3 Fluentd ¥ & Wil # & B&. (LOG-1525)

o TEXMhRAH, ERILMERR - AT ELIES A ER Elasticsearch LI B &5 4 E %, I
0, ARIEMEA mutual TLS (MTLS), FEWEE=7321T Elasticsearch S, &R LAER HTTP
= HTTPS B SR RAFMBIIM secret, MBBELZER, ESIHHEER L EIAEE
Elasticsearch SXfl, (LOG-1022)

o TEXMhRAH, EATLUKEE OVN ML RIS H T HERE L BB EIC KRS 2. (LOG-1526)

o FINIERT, OpenShift Container Platform 4.5 5| AREIEEE HEBRE R L EEMEHER
H—PMRARS, XNEERBHEBEIILHREZZAEXRNEERS.
LRI A IThRATE OpenShift Container Platform 12l & B Logging (X FRk AN p £ 22 [A] 45
Fro EFIXLEIETR, ERAIUBRINANSREREKRBER, URE R L6 h e 828 E KRR

BEHE,

BHFXLFEIT, ETE OpenShift Container Platform web 12§ & 1T FF Administrator 11,
B 5%l Observe » Dashboards - Logging/Elasticsearch, (LOG-1680)

o WHIKLITERA OpenShift Logging 5.2 8 AR ANETIEHE « X F 44 E BN B 4S 2420 18], 1RalIUE
EXNABERIICEMWABLE, URINESKENAR L, XEIEMEMGEEHE. pod #
BREAMITC, UEETUEEESN ML pod WEMERNBEHRE, (LOG-1213)

1.69.2. BFHEIAEE

o TEFEHAI, 4 OpenShift Elasticsearch Operator flIE23&5|EH cronjobs I, BN
POLICY_MAPPING IMBEZEF R, X5 apiserver IREEE ., TEXMRAFER T XA
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https://access.redhat.com/errata/RHBA-2021:3550
https://issues.redhat.com/browse/LOG-1743
https://access.redhat.com/errata/RHBA-2021:3393
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-cloudwatch_cluster-logging-external
https://issues.redhat.com/browse/LOG-1173
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-loki_cluster-logging-external
https://issues.redhat.com/browse/LOG-684
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://issues.redhat.com/browse/LOG-1525
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-es_cluster-logging-external
https://issues.redhat.com/browse/LOG-1022
https://issues.redhat.com/browse/LOG-1526
https://issues.redhat.com/browse/LOG-1680
https://issues.redhat.com/browse/LOG-1213
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@, {#13 POLICY_MAPPING IfMEZER NEA cronjob KE—R, H apiserver IREEBE
£, (LOG-1130)

TELARIBIMRA A, ¥ Elasticsearch £EREREIF N T R AR index-management cronjobs,
XS FIXLE cronjobs IEM KA E backoff, RS, TEEUHE{E Elasticsearch 85, iXLE cronjobs
KENIEEITRK backoff M{ELE, EXMRAMN, BiTHERE cronjobs FISEEAER T XN #,
(LOG-1268)

TEIXNRAR, £ OpenShift Container Platform #2244 8 Logging (Y RARF, B 10 #HAE
EWRALRFIRED "chart namespace” 1%, FIREAREBIIIEIRETR
fluentd_input_status_total_bytes_logged, TEiXMRAM, chart Znep 2 R PR FNIEFERY
fEFR&#5 log_logged_bytes_total, (LOG-1271)

EEHZE, NRFEBIEE cronjob &K1k F B REEBRHEAN, NEIRSHESEREAN AR, H
EMVIR SN "complete”s TEXMRAA, Tﬁiﬁﬁﬁ%ﬁﬁ%iﬁ’ﬂﬁglﬁéﬁ cronjobs BY5E15R H TS
R T XA A, (LOG-1273)

priorityclasses.vibetal.scheduling.k8s.io ©.M 1.22 iRk, F#%
priorityclasses.vi.scheduling.k8s.io &t (vibetal #% v1&fX) . TEHZ

A, APIRemovedinNextReleaselnUse &4k2°/y priorityclasses £, E5 vibetal (%A
B, EXMNRAF, 1§ vibetal Bl vi, FRTXANEE, FEERER. (LOG-1385)

TELARTRIRR A A, OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator
SREMENER, &L REMFEENIMERR OpenShift Container Platform Web $£#I&
FFRA, TEX/NhRAAH, F operators.openshift.io/infrastructure-features:
'["Disconnected"] SEERINELXF A Operator 1, FEi1HINEEM T IEEMNIMERZTH
Operator 2R/, (LOG-1420)

EE#H AT, Red Hat OpenShift Logging Operator pod #& VAR BITEMREM LB AT RER P AT
FIERERER CPU W%, TEXMRAA, SEHEKICFKIZIFSS pod FEEIEMRI CPU W%
B, (LOG-1440)

EEHE, —EHERBEREH IR N UTF-8 £, X5 Elasticsearch 1E4iH B FHEEE
MNERER A . EXTMAR, BIELENERREZFEMNEEREHENRRFRNEZE
SRR RXA A, (LOG-1499)

EMREHZ A, kibana-proxy pod B4 A CrashLoopBackoff Ik, FHiCKUTHEE

Invalid configuration: cookie_secret must be 16, 24, or 32 bytes to create an AES cipher

when pass_access_token == true or cookie_refresh != 0, but is 29 bytes.S:FRf) = T7 # AT AE

BRIFRRE, EXHRAR, Kibana &1 secret WEKBMRIELE, kibana-proxy pod REBRE HiX
Mg RTIEA CrashLoopBackoff 3K, (LOG-1446)

TEXANRAAH, AWS CloudWatch Fluentd $&##7ERTE B &M FIC T T X Fluentd HER AWS
APl HF, X&HFEFMNM OpenShift Container Platform 17 s BFiR, EXMRAH, AWS
CloudWatch Fluentd & {X1E"debug"#1"trace" B EH FIE K AWS APl i, iXIE, 1EERIA
B"warn"BER A F, Fluentd FIEFETAN T RTR, (LOG-1071)

TEE#HI, Elasticsearch OpenDistro Z&HE AR FHA A RSITFB KM, X NhRAH, BITR
HHFTAR ARG AR T XA A8, TIE, FREBEBAILUESH1T, (LOG-1276)

TEE#THI, 7E OpenShift Container Platform 12 & FH) Logging (ki ™, #1110 MAERKBE
KB ERIIRROBIER, LLEIHARTXNR>, (RIREDZRAEHRER, (LOG-1353)

EEFHAI, WREEETVHZE chunkLimitSize #1 totalLimitSize {E3 %8 Fluentd H&E 4 8%
BIMERE, Setting queued_chunks_limit_size for each buffer to JE 2 &S EH KK, URTEHAE
RT XA, HHRRIURE EMIIE, (LOG-1411)


https://issues.redhat.com/browse/LOG-1130
https://issues.redhat.com/browse/LOG-1268
https://issues.redhat.com/browse/LOG-1271
https://issues.redhat.com/browse/LOG-1273
https://issues.redhat.com/browse/LOG-1385
https://issues.redhat.com/browse/LOG-1420
https://issues.redhat.com/browse/LOG-1440
https://issues.redhat.com/browse/LOG-1499
https://issues.redhat.com/browse/LOG-1446
https://issues.redhat.com/browse/LOG-1071
https://issues.redhat.com/browse/LOG-1276
https://issues.redhat.com/browse/LOG-1353
https://issues.redhat.com/browse/LOG-1411
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e FEE#AT, Kibana OpenDistro Z&EMURFHAFAREEBERN, X MRAF, BT RER
ARABIFEMA AR TIXAD AL, HIE, REEBALUEREHT, (LOG-1558)

o TEXANHRAAH, FAGAZERRFALIERARMELEZeEZERANAKENEEMEAR, EXD
fRAEH, BERAEITUEZENNAER A, (LOG-1570)

o TELIFIMIRRAH, viaq/logerr fREFITER AP AIIES A, XS BUFANEHBREFEEERIINE
MTE#HA L, XA, viaq/logerr (RFITE A Apache 2.0 18], 1A IEF T2 R 0T AR Zh
1517, (LOG-1590)

e 7EE#7RI, elasticsearch-operator-bundle 52 EEHH curators FIREFRE brew 75 RS
BAEEEHEE E R dummy SHAT H, TEX/NRAH, HEREEF A logging-curator5-rhel8 5k
51 curator5, 3R3|IEIE cronjobs ATLLM registry.redhat.io R EVEMBHIE R, (LOG-1624)

e TEETHI, ServiceAccount H—/MIURIFE, X25FHIEIR, W no permissions for
[indices:admin/aliases/get], 7EiXhRAS, TRIEEFARTXANAH, (LOG-1657)

e 7EE#HAI, Red Hat OpenShift Logging Operator BB E X FHRE X (CRD) 4 Loki fjH 2%
B, XS BUEALEIZREYE ClusterLogForwarder B E X RN R, EXMhRAH, CRD &
& Loki fE hE IR, LIEEIE AT LIECE ClusterLogForwarder LU B &4 %% Loki BRSS
2, (LOG-1683)

e TEiX/MRAA, OpenShift Elasticsearch Operator /)i ServiceAccounts B& 7 25 secret Y
B=AHENTE, XRSBRRANNEEFOE secret MF AT CPU B8, X MhRAARR
TiXAN A, IAE, OpenShift Elasticsearch Operator FfRBEE=AHBENFER, (LOG-1714)

e JEEFTHI, 1f ClusterLogging B E X R (CR) E X, MNREIEE T flush_interval {H{B&E
¥ flush_mode i%iE ) interval, Red Hat OpenShift Logging Operator &4 Fluentd E2i&.
B2, Fluentd WERBEIZTIER—MEIR. EXMNRAA, Red Hat OpenShift Logging
Operator K%11F ClusterLogging CR & ¥, REEE T XMW NFENF AR Fluentd BEiE.
(LOG-1723)
1.69.3. B H0[n)#

o MRMIGHEH LEINEB Elasticsearch fR5538, AFEEE secret FRNEEMIE, WA &M
19, Fluentd forwarder RIN#E#T secret, {BEMAIB{EEEEIANEB Elasticsearch fR%5 35, HIN
XANAFMRER, Red Hat OpenShift Logging Operator HBIAR R IR secret IR E X,
(LOG-1652)

VENIGETERR AR, INREXT secret, WAL EIEEHERE Fluentd Pod :

I $ oc delete pod -| component=collector

1.69.4. FRAFMERITHEE
2 BIRA R — L Th RS B 4 7 FR SRR,

FRANBEMABETE OpenShift Logging 1, FHEMAKIR. EBR, XTMWREIEURHLITRASH
WHER, BABRUIERHIEREHER,

1.69.5. @ FHIAH Fluentd 118 syslog A% % BE B #H A

M OpenShift Container Platform 4.6 A EINTE, FRAUTESAELLZBEEHTH, FREUEH
RATHRAS IR

e (HAIEM Fluentd A% 4 B &
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https://issues.redhat.com/browse/LOG-1558
https://issues.redhat.com/browse/LOG-1570
https://issues.redhat.com/browse/LOG-1590
https://issues.redhat.com/browse/LOG-1624
https://issues.redhat.com/browse/LOG-1657
https://issues.redhat.com/browse/LOG-1683
https://issues.redhat.com/browse/LOG-1714
https://issues.redhat.com/browse/LOG-1723
https://issues.redhat.com/browse/LOG-1652
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o {HMIAM syslog AiEE A BE
Rz, ERUTEEGESAE

e {#fH Fluentd fohttps:;//www.redhat.com/security/data/cve/CVE-2021-22922.htmlrward il #%
xB&

o {#f syslog &% B

1.69.6. CVE
Bl 1.26. i LARFF CVE
e CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
e CVE-2021-32740
e CVE-2021-36222

e CVE-2021-37750
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B2E

B2EXH
logging FRERZ AR N AN B LT,
AEFEREMEMEE LT, RNElIAEEZRF. &1 OpenShift Container Platform & 1ThR AR ERESE

plagesBZt, REZETHEARNEE, FREZMNIHNEERL, MREMEAARNYFHE
MREEEUNEE, ENERRKESE, FE Operator EEMNAZER.

AE
INRWJEFT OpenShift Container Platform X REMMELE, EEER Red Hat

OpenShift Logging Operator % & Unmanaged, — A2 E M OpenShift Logging
INEARME S R, BEAREWES, BEEZI OpenShift Logging iR[EE| Managed.

p= Y=
Red Hat OpenShift IARILK FRIUEN— NI RENAERE, ©5% D0 OpenShift

Container Platform AEM L TR ARE., Red Hat OpenShift Container Platform 443 /E
HABSE IR 7 R AThR A TR A

Red Hat OpenShift B9 logging FRII2— MR IEINES, URNARR. EZREFE 1T HE SIS
LiEfF., EEEMAEELBEMIEFNR,

Red Hat OpenShift 8 logging FRE T = :

— PN RUEBERERS

o RALLERBMEMIIIE (SIEM)
o IRFK AT RENFE

o RILMHE RIS

o REEMW - IR EMHHFITARE
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% 32 LOGGING 5.6
3.1. BEIDE 5.6 £1T3FC

p= =1
Red Hat OpenShift IARRILK FRIUEN— NI RENAHERE, ©5% D OpenShift
Container Platform REM L TRAARE, Red Hat OpenShift Container Platform £ &z &
HAE SRR 7 R ATRRAFRA M.
p= Y=
stable /8 RN H&IC KRR IR ET. BEWRSIREZAIMRANER, ES0051T
R FECK N stable-X, HE A X L& HEILKRA,

3.1.1. Logging 5.6.11

& ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.11,

3.0 B RES

o MM REFH AL, LokiStack XA ZEERIGER, HIb, XESBERMWBRIGER, X
MRAR, Loki MXxEEFEUBRBMINA XNRERERXANE, (LOG-4435)

3.1.1.2. CVE
e CVE-2023-3899
e CVE-2023-32360

e CVE-2023-34969

3.1.2. Logging 5.6.8

& 1THRAE$E OpenShift Logging B2 IRMEE 5.6.8,

3.2 BFERES

o EIREIF A, UM ALERIIEHEES ClusterLogForwarder 8y / F/FHT, BEREREN
K1k, FEXAMRAR, BiF 5 A match FRERR T XA AR, FEIRESREEY S shFINERE.
(LOG-4091)

o TELLREHFEI, FE OpenShift Container Platform Web 4l & R &EEBEN, RBZEIET
AR N ERE—RRENMBELBERE. EXDRAF, BRRGTRMEELEZEH, (OU-
187)

o TEIREF A, HUT1E OpenShift Container Platform Web £H| & ZEFERER, M= streaming
IR IR e BEER, MERETREMARER, EXMHRASR, SHEMBSRARERT
o (OU-189)

o TELLREHTZAIL, Loki Operator REEIR, FHURMEEFHBRMERRRIE, X MRAR,
HIARGE, BEEEHEMERNIE, (LOG-4158)
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o EULREFH A, BEFEIT 8000 N2l HER S T Elasticsearch 41 1H), HE Bz
[8] 53R KT http.max_header_size % &, Elif_/l\}#}iquﬂ PRk KANBOINEBFTIEIN, MR
R TIEANERL, (LOG-4278)

3.1.2.2.CVE
e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26604

e (CVE-2023-28466

3.1.3. Logging 5.6.7

b & 4ThHRA & $E OpenShift Logging 2R 1A EE 5.6.7,

3131 BFERES

o TEIREHZAL, LokiStack MKiREI6y &R AIMIRE(E, MEFN AR RINER, EiX4
hRAF, Loki PN AR EE KBIRRR, MR T XA, (LOG-3728)

o HEIREFHZAI, HESASHAEN, BEHEEM time FEAREINEENT N Fluentd HEY
structured.time, TEXMRAAR, MRFHLEBEMNMZR, BITWESERESE—
structured.time FE&, (LOG-4090)

o TELLREHTZAL, LokiStack ERHELE & 5 M A MZITH BT 30 #. TEXMNRAR, Lok
global #1 per-tenant queryTimeout % & & &M EE B % &, MR 7 XA E#, (LOG-
4130)

o TEMLREHZA, WAENFEFREIE LHIER LokiStack CR, {B%BLBERHIA T Loki
Operator fR{fte TEiXhRAH, Operator AT LAZNIR{NE L BREIBY LokiStack CR, MTfRA
TiXA AL, (LOG-4199)

o TEIREFH AT, OpenShift Container Platform Web 12#l& SEHKEEKRE 1R, EH web
WERRE T ZAIRANEF XM, EXMRAR, XEXHRBWET, MMEERTIXARH,
(LOG-4099)

o TELLREFHTZHI, Vector FEFE K EIBKIA Loki LIRS &ERIEF iR, EXNARAR, AILUER
Vector B EER B RNBER FE L E Loki, (LOG-4184)

o TELLREFTZAI, Y tls.insecureSkipVerify EUi#%1ZE N true I, Cluster Logging Operator

APl EE—/ H secret IRHMIE, EXMNhRAR, Cluster Logging Operator APl "B EHEETE
XIS R secret IRHIEH, LU TFEE2ARMEI Operator B CR -

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-4146)
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3.1.3.2.CVE

e CVE-2021-26341
e CVE-2021-33655
e CVE-2021-33656
e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e (CVE-2022-3239
e (CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® CVE-2022-25265
e (CVE-2022-30594

e CVE-2022-36227
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https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
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e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e (CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
o CVE-2023-2491
e (CVE-2023-22490
e (CVE-2023-23454
e (CVE-2023-23946
e CVE-2023-25652
e CVE-2023-25815
® CVE-2023-27535

e CVE-2023-29007

3.1.4. Logging 5.6.6

% TR A8 $E OpenShift Logging I2FE153EE 5.6.6,

3.14.1. BRI ES

o TELLRE# I, 7E5F ClusterLogForwarder B E X FHRECE 5 A58 % 1 # dh #E T A A
Kafka Bl E/F, 2EFER, RNBIEIR, EXMNRAH, X4 0E 2@ Fluentd B9
LGB FRELRIN— N T RERIZRM AR, (LOG-3458)

o HILREHA, HANTAREEFEAFEESNIEEERAT RBFKER, Fluentd FEHIN

WSIEHIR B X MR8, 7EIXMRAAH, 7E Fluentd A& AR R XM IR 1289 0] 2 2R,
(LOG-3629)

89


https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
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https://access.redhat.com/security/cve/CVE-2023-27535
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https://issues.redhat.com/browse/LOG-3458
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FEMWREHZAL, Fluentd B9 JavaScript & im% TR ERINISEKLK, MmSRENIAZTIT
El. TEiXhRAAH, BIASLI—{THiE, MmERTXNR#E, (LOG-3761)

TELREF 2 A, M Red Hat Openshift Logging Operator k7 4.6 EEF 2 E| 5.6 kA&, M0
SEHINRERE, mXNRAR, AICEHEMWREIENDRAR, MR T XANR#E, (LOG-
3837)

TEMREHZAL, Splun X Google Logging MitH A= BT, EXMNRAH, XN RE S @B
N HTTP iR A X B R AR, (LOG-3932)

TELREF AT, % ClusterLogForwarder B & X BFREMIBRET, UNEE2S Pod SMELZTT, 1E
XA, ERGHEEELR, KESS Pod FRIZ1T. (LOG-4030)

FELREF A, TEETRGHEEBEESKLED), 7£ OpenShift Container Platform Web
Rl A A ASE . FEXNARAH, B LS A S RS SR A S R RSB, (LOG-4101)

FEHORERHZAL, WHSXHER Fluentd laF& EE2EAN BEXHMERRERD, MSHREER

IR EW—NEEH, EXNRAS, BHXHNREEFERRNT XSO, MmERT XN

I, (LOG-3633)

TELLREF# 2B, m OpenShift Container Platform Web #22#l& 89 Show Resources ##EAR S

FEAEE B, X DRAR, @118 E Show Resources FEHEHITHRE SRR RN A, LA
BNASRENTRER. (LOG-4118)

CVE

CVE-2023-21930
CVE-2023-21937
CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968

CVE-2023-28617

3.1.5. Logging 5.6.5

& 1THRA B $E OpenShift Logging F2F#E1REE 5.6.5,

3151 BFHERES

90

ELREF A, ERE LS Elasticsearch 33| —L£Fr%#] namespace_labels, M5
AR ingestion I, FEXNRAH, BEEH TIRERNRFRAT, DIBREREE. X
AR R AR, (LOG-3419)

LR EFHZ AL, WR OpenShift Web #2HIE B Logs T1HE JTiEIFEEE! LokiStack, N Ewild
AERER, MMAREZIN LT XSSBERE I, EXNRAR, HiRE R et &
HAaBEARNBERRFBENREIN. (LOG-3750)
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https://issues.redhat.com/browse/LOG-4118
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https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750

3.15.2.
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ELREHF A, BESEREERRNASEEIE, MMmSBUERE B E LB ESERIMNE IR, EXMNhRE
R, BRI, RTFRFEFEERRSER, NREEFE T TR FSEEE, NlsmA
PrEREEISN S, (LOG-3583)

EMWREH A, H1E Loki FEFRAEN, BFERAXNVKERET 5120 NFEFF, BHBXE
BLEHERTERM, EXMRAF, TERIPRELERER 2L, MMmERT XA,
(LOG-3480)

TELERE# 2 A, Loki Operator THiEE M — memberlist BCi&, 1Z%BLE & LATEFE A memberlist

PHTRAE IP I ERFEES, X MREAS, BERERNEESEATNIHO, MMRIHERAR
BAHMF, (LOG-4008)

CVE

CVE-2022-4269
CVE-2022-4378
CVE-2023-0266
CVE-2023-0361
CVE-2023-0386
CVE-2023-27539

CVE-2023-28120

3.1.6. Logging 5.6.4

b & {TAR A 8% OpenShift Logging F2FE1R#1EE 5.6.4,

3161 EFEHIRES

LR\ 2B, % LokiStack BBE 7y BEEHERT, Loki pod MM B ERMINEFF 4 XE
LokiStack, TEIX/MRAH, Loki EMBEFRSIFEEEAT, FTLFMHE, (LOG-3280)

ELREFH 2 AT, % OpenShift Web $EHI& 8 Logs A EHSESR NN, TREERR
BIET, X MNhRAAH, MRZHEEH, SETRESER, B THXAIESMOHHEIER,
(LOG-3454)

FEHOREHTZ A, 2 tls.insecureSkipVerify E14% 1% & true I, Cluster Logging Operator
SERAEBNERE, Rit, SEHABGTIERIIER, Operator LA EUIE A2 E
Elasticsearch, 7EiX/MiRAH, Cluster Logging Operator 24K IEME TLS Bd&, EMFEEAT
tls.insecureSkipVerify, Fitb, ENEZHBKTIEFRINUE, B AT LRI 4 %2 Elasticsearch,
(LOG-3475)

FELREF A, YEASEMEETEERRLZNENME, SlIFaEREEES, X%
H—LEKMBRE, SiEGMIEER, MEMEENRE, X MhRAH, 7£ JSON f#iTaEI, B
BEERCOHESNEESHER., b, FrEREIRERIESRSSEWEER, BESRE
LA B, (LOG-3640)

ELREFH 2 A1, MR collection FEXTE {}, FHER T Operator fAitt. TEIXNhRA
B, Operator fFBBGX/ME, Fo¥F Operator EA MG R FERIZ1T. (LOG-3733)
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o TEULREFH AL, LokiiHost B Gateway H4H) nodeSelector B % B EMMR, EiXhRA
/1, nodeSelector B A LIEE TE, (LOG-3783)

o MM RBEHF AL, #A LokiStack memberlist B RIKFHFAAAE IP 4%, EILL, 24 OpenShift
Container Platform $£2&% pod M4SECE T A3t IP SEFERF, Lokiition pod & crashloop, FEIX
ANHRAAR, Loki B A A LLLE pod M4 F memberlist BoiE, XfER TiXAN 0, FRELE
LokiStack pod #£ OpenShift Container Platform 2% pod P44 ERE T A4t IP SEFEE#HA
crashloop R, (LOG-3814)

o I REFH AL, IR tls.insecureSkipVerify FE&1%E 7 true, Cluster Logging Operator &
ERAERNEE, Fit, YUEABGTIEPRIER, Operator TTikF8#E L % F Elasticsearch,
EXANRAR, BMEZRA T tis.insecureSKipVerify, Operator th &4 IERM TLS ECE.
b, BRfEZABk IR BIIE, Bt AT LA 4 X B Elasticsearch, (LOG-3838)

o TEULREFH AL, IR Cluster Logging Operator (CLO) &%% % Elasticsearch Operator, I
CLO pod &4 LS MHBR Elasticsearch HXBEIRER, EXMRAR, CLO EEREME
Ol REIHTRIA ISR, EItE, %A Elasticsearch Operator Bf A5 i 7R 5 Elasticsearch il
HBEMEREE, (LOG-3763)

3.1.6.2. CVE

e CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0767

CVE-2023-23916

3.1.7.Logging 5.6.3

& {THRA &% OpenShift Logging F2F#E1REE 5.6.3,

3.1.7.1. BEFHERES

o TEMREFHZHI, Operator fFMXFAF secret E R EFMERBME F, X PDhRA
H, Operator It RFHETE secret . (LOG-3717)

o TELLREFTZAL, Fluentd WESRTXFIKTFHETE /var/log/auth-server/audit.log 1 # OAuth &

KEMH, EXNHRARH, Fluentd RIHKIXLE OAuth B KEMH, MMART XA, (LOG-
3729)

3.1.7.2.CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873

e CVE-2022-4415
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https://access.redhat.com/security/cve/CVE-2021-28861
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% 33 LOGGING 5.6

e CVE-2022-40897
o CVE-2022-41222

e CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

3.1.8. A&if% 5.6.2

& 1THRA B $E OpenShift Logging F2FHE1REE 5.6.2,

3181 BFHERES

o TEMREHF A, WESREBERIE systemd HEMLERIEHILE level FE&, TEXMhRA
B, level FERSMRIEMAIXE. (LOG-3429)

o TEIREFZ AT, Operator REi%MIE OpenShift Container Platform 4.12 S8 &R A £ KA
RAREL, EXMhRAS, Operator &K OpenShift Container Platform hRAE E#IE1E, MM
fRR T XA A, (LOG-3584)

o TELLREFH AL, OIE—/1N7H default (289 ClusterLogForwarder B & Y ¥R (CR) A EMK
EAE R, EXNRAH, XMELHERNERES. (LOG-3437)

o TELLRE#H I, ¥ ClusterLogForwarder B E Y %R (CR) B¢iB T £ NEER, &F—1HiH
KENEKIN, WESS Pod REF, EXMRAF, HHEIERZEBHMISIE, MMAERT XM
5, (LOG-3559)

o TELLREFTZAL, YRR Pod HOUBERER. X MRAH, BENKBERTRBITER.
(LOG-3608)

o TEIREHZAT, *hThHRASMBFZHMBRT Operator WRHEIMRA, XEETELEIBRA,
MRAER TIHACTERE, UEURTHIR—RIREBZTRAREEEKF. (LOG-3635)

5

3.1.8.2.CVE

® CVE-2022-23521
e CVE-2022-40303
e CVE-2022-40304
e CVE-2022-41903
e CVE-2022-47629
e CVE-2023-21835

o CVE-2023-21843

3.1.9. Logging 5.6.1
& fThRAE$E OpenShift Logging f2FiE1REE 5.6.1,
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3191 BFHEIRES

3.1.9.2.

3.1.10.

EHRE R Z A, "x{%%EAEﬁaa,ﬂﬂﬂ&i TLS IEREIRE querier @15, XA, &
#2370 querier AEEIT HTTP #7818, (LOG-3494)

Tflttﬂ(%%ﬁz I, Loki Operator A E 1% & LokiStack CR B SEOS R BIRESAE
. TEXPNhArA, Operator REHARHREESEH. (LOG- 3496)

TELREHF AT, % kube-apiserver-operator Operator £ 2 Webhook FIBERUIEES, Loki
Operator Webhook iR 2882 53 TLS iR, TEXMhRAAH, Loki Operator Webhook PKI B
Operator Lifecycle Manager (OLM) B, MMERTXNRE, (LOG-3510)
EMREHZ AT, LokiStack Gateway Labels Enforcer &EE R WA f /RERARMWHE ST
TESRIT N BB LogQL EE KRBT IR, X MRAR, LokiStack LogQL LI FFHBEM
IMERB RIS 8RR, FERXNFE, (LOG-3441),(LOG-3397)

FELREFHF A, RSN EREGHEBNIZ, —E#aIE R, NEA Elasticsearch BT
TR, TEIXNRAR, THSERIRZEPIR, MR T IXANA-, (LOG-3463)

TELREF 2 HI, 5 OpenShift Container Platform 12#l&# logging-view-plugin 2 [B]F R FE
%, Red Hat OpenShift Logging Operator 73& A F OpenShift Container Platform 4.10 £

B, TEXNERAAR, IHEA LIS OpenShift Container Platform 4.10 B2 & EFAE K.
(LOG-3447)

EREH A, ClusterLogForwarder B E X FURMMASE Rk ES| AERIAB EEEHE
EBREIURE. XN RAH, BEERERKIUE, (LOG-3477)

CVE

CVE-2021-46848
CVE-2022-3821
CVE-2022-35737
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012
CVE-2022-42898
CVE-2022-43680
CVE-2021-35065

CVE-2022-46175

Logging 5.6.0

bR A & 3F OpenShift Logging Release 5.6,

3.1.10.1. FH@EA

AL Nt = = 1 — 1 — Ce—L e NN e — 2 PN s— ai— [N L= B PRy S el
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https://issues.redhat.com/browse/LOG-3397
https://issues.redhat.com/browse/LOG-3463
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HEHBICLKIRA 5.6 B, Fluentd B8 FHH, ITTRIELISEIR TR TR, LLIERHE 2B & 1T E 60 /5 8
IR N INREM R RIEEBE MR, BXNEENABRESUE, FHIFEMR, /7 Fluentd B
RERE, A LUER Vector,

3.1.10.2. TheEim

o TEXMhRAR, BHFEILFES OpenShift Container Platform S£EESER MR EKRER, (LOG-
895)

o TEXMhRAAH, EETLUEIT LokiStack BE M HIR (RILELHERF) KABNHEF. BNRNL
EEBARERIBAER, (LOG-2695)

o TEXANMRAA, Splun B HEEARE BfHIE, (LOG-2913)
o TEXMNRAH, Vector T Fluentd YEHERIAE Collector, (LOG-2222)

o TEXMhRAH, Developer AT LU [RI7EIiZ1T OpenShift Container Platform 4.11 R E S kA
MEE P E DA EIH Log Console Plugin FRIEANTE TEMFHBE. (LOG-3388)

o EXANMrAR, FHMEMBEEE—1FE openshift.cluster_id, ©2E8%E Operator FIEEEEH
ME—IRAR, A LAMERLLTHSEE clusterlD {5, (LOG-2715)

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

3.1.10.3. BHn)E

o FEULREHZAE, WMRSNMTFREFHERANGIZ, HAE—LHIE .FR, N Elasticsearch
BHEE, BTSSP BN FMRR Elasticsearch BRI, X AN [RIEEY— /N Im s A2
RAREMPRFBESRARE, ERZERIN— N RZER, (LOG-3463)

3.1.10.4. BEFHIRES

o EIREFHFZA], MREMERT Kibana BE XL HIR, OpenShift Container Platform Web 12§l&
AR ERE Kibana BYEERE, TEXMRAH, MHER Kibana BE X FIRB MR ZEERE, (LOG-
2993)

o HEWWREHAE, AL EEFBEANNMMAERMNBREFAE, EXMNRAH, Lok
Operator fEHIBE— N EBEACMERACHTE, RTFBEHERNEARFEE. (LOG-3072)

o TEIREFH AL, Operator 7EE A LokiStack YE N ERIA B EEMERTMIBR T
ClusterLogForwarder B & Y FRAE LHMEM B E Ui, EXMNhRAR, Operator RIELL
12 ClusterLogForwarder BE Y FIRM B E B SBINEHEEFH. (LOG-3090)

o TELLREHF I, CABHFREN CAEHE LokiWEEM, MMSH CAKey BEIFEXERF
(NR) BHEIEIRRES, EXANRAS, BEMEL N —PIREBFERSR, ATFHERXANE
&, (LOG-3331)

o TELIREHZAL, TE LokiStack BE L HIRE LHIXENFIME, FBRIEELE LokiStack 5L

5, M%7 ReplicationFactor 5y 1, 7EiXMRAH, Operator FE AR K/INEE SEFHME,
(LOG-3296)

o EIREFHZAI, ZH/5H JSON @B mEMITEERFER, MAE L structuredTypeKey 5k

structuredTypeName &, EXMRAF, EFEHIEBEE A Elasticsearch
B, structuredTypeKey =% structuredTypeName FREMI(E, (LOG-3195)

A i e R J— N PR L N R LI LI Sy A Sy I S E I S S S NN
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® [TIL/REHTLAEU, Elasticsearch Operator BY secret BI#EHF B IFEHZCXBIANES secret, £ X T
A, A secret RMIEFALE, (LOG-3161)

o TEIREF A, Operator AILAE Elasticsearch 5% Kibana ERE SR ASAT, MAMRFAEFH O
K523 daemonset BITEEL, TEIXMNhRA, Operator RSB S RX AN A, (LOG-
3157)

o TIIREHZAT, Kibana H—EIEHR 24h OAuth cookie 1 BRI [H], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 £1%,
FEXMHRAS, Kibana B9 OAuth cookie 13 #ilf /7] 5 accessTokenlnactivityTimeout R, #X
INME 24h, (LOG-3129)

o TEMREBEF A, MhiFAIRE Operator BMERXNZEZ KN EFHAIZXMAUIRE, X2FHO
BERFEM HTTP 409 MR, TEXMNHRAR, Operator REEZIHERNR, NERDVHKIEE
SR OEHEIHE, (LOG-2919)

o TEIREFZAI, Fluentd H 8 .level #1'structure.level FERAIRES ERRMME, TEXMNHRA
F, BNFERIE#HER. (LOG-2819)

o TELLREFTZAI, Operator FRERAE CAMATIET, HEEMRATEERBBRES.
FEXNHRASR, Operator RTEMREIREREER], FHHBZEENHIREEETR. (LOG-
2789)

o TFUXREFHF A, HERICKENERERERIMNBIMR, EXMRAF, BEICKENE
BN E R, (LOG-2315)

o TELLREFHZHI, Fluentd pod HEREFA JSON BITHRIMESSEEER. EXMRAH,
TR ERELEES, (LOG-1806)

o TELLREFTZAI, must-gather {IATLETMN, EH oc FEERE ANBRBISIHE KRB R %
7, EXPNhRAD, oc X XHEREEAIR, must-gather HIAT LUK IITER. (LOG-3446)

o TEHREF A, HEWESR SCCAUBM NER EMHEM SCC, MMTSBUKRESRTATH. £
XANBRAAR, %8B EKES SCC &R, mEM%ETFHM SCC, (LOG-3235)

o HEIREFHZAEI, HERDFEL sequence, THARIME fluentd 1, ENLIBERDLFRNFOFEE
AL, TEXPMRAR, FE& openshift.sequence 25 MMEIEHHEH, (LOG-3106)

3.1.10.5.CVE

e (CVE-2020-36518

e (CVE-2021-46848

e (CVE-2022-2879

e (CVE-2022-2880

e (CVE-2022-27664

e (CVE-2022-32190

e (CVE-2022-35737

e CVE-2022-37601

e CVE-2022-41715
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CVE-2022-42003
CVE-2022-42004
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012
CVE-2022-42898

CVE-2022-43680

3.2.BH& 5.6 Al']

LEEHEBLEBRIRETETSE, EFABTEMNNE, NTHIRE, BIUIER Vector
LokiStack,

MBREICEKMA 5.5 Fi8, BRI LLEFEM Fluentd 2% Vector IR 25 SC I A%
£, Elasticsearch 5 LokiStack /N HEF . BXHEICTEHXXEIETEERH, URLX
e ZH MR,

Red Hat OpenShift B &I K F RGN — NI RENHGRE, ©5#% 0 OpenShift
Container Platform AEM L TR ARE., Red Hat OpenShift Container Platform 443 /E
HABE IR 7 R AThR A TR A

o HEFMEILII : Elasticsearch 2 LokiStack

o INEESCINE A : Fluentd = Vector

e H /L.\y?:?i%‘] HEE

MBRICEMRA 5.4.3 744, Elasticsearch Operator B#F A, T XITELUEHA TRASH
MR, LIS BRI AT E MBI PREN XN ENEERRMES N, BX1 I8
SAFREUUH, FIEFEMBR, Y H# A Elasticsearch Operator B EI\ B EFHEHIER
R, A LUER Loki Operator,

. NEEFEFANBEEEELRE Operator,

e XITF Elasticsearch, &% OpenShift Elasticsearch Operator.
o XITF LokiStack, %% % Loki Operator,

o fiJi# LokiStack B7E Y ¥&E (CR) SEfl,

2. %%k Red Hat OpenShift Logging Operator,
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3. i ClusterLogging B & X ¥R (CR) SLfl,

a. EFIEE Collector SEFH,

MBEILFKIRA 5.6 Fluentd FF48, ITRITELLEBILZITARAHMBR, ZI0ER7E

YT R TESASPRRET XN REREREEEM SR, BXNHERT
BB, HISHMER, 55 Fluentd BB RIS, MeTLUFE Vector,

4. fl|# ClusterLogForwarder B Y & (CR) L4,

5. NS HEE QIR secret,

3.3. TRRBEKILR
logging FRETHIX LB A HRLHRK -
e collector - NEN T RILINARAEERIE, HHEHEREZRAIREENHH
e store - FEATHOMHBEEIE ; KRB REE,
e visualization - B F#3%. ZHMEFFHHSNERAE,.
X204 B Operator F1BE LR (CR) YAML XHEHE,
Red Hat OpenShift 8 logging FRARKRERBHEM T REE. BIRIAED :
e Application - JEEHRIIBSREKMNETRBEE.
e Infrastructure - 2 HERX B G EZ(E kube-* #1 openshift-\*, TimBEEHE journald.
e audit- H&k B auditd, kube-apiserver, openshift-apiserver, #1 ovn (#1RFA) .

HEICRKBESRZE— daemonset, B pod EREEIE OpenShift Container Platform s, R4 K%
EithZRi H /mEEﬂEET*ﬂE%/JL\ A231217HIF0 OpenShift Container Platform B H & E 8 £ .

BERHEHERPIZITH pod FIZTHARENR. ENFRERLMIEER. WESMILRKER
&, FF1E ClusterLogForwarder B & Y FHRFBPARERS A ER L L ©1 10

3.4. ﬁi@ H IL;\_LBQZRL%B%

3.4.1. {3 Web #5282 Red Hat OpenShift Logging Operator

& B LU#E A OpenShift Container Platform Web #l& 3£#8Z Red Hat OpenShift Logging Operator,

FeRFM

Red Hat OpenShift B H&ILK FRIAE N — Al 2EBNABIRE, ©58%0 OpenShift
Container Platform AEM L TR ARE., Red Hat OpenShift Container Platform 443 /&
HABE IR 7 R AThR A TR A

i
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A OpenShift Container Platform Web 25 88F Red Hat OpenShift Logging Operator :
1. &% Red Hat OpenShift Logging Operator :
a. £ OpenShift Container Platform Web 25/, =i Operators - OperatorHub,
b. 1E Filter by keyword FE& /i A Logging.
c. MTTF# Operator 5Z& A% Red Hat OpenShift Logging, A5 Install,

d. #%£F¥ stable =X stable-5.y /Ff BHFHE,

$ pa =3

stable /i Ry BIC KRR AR EH . BRLREZATRABIER,
B TRT BN )y stable-X, HA X 28R EM B KL FMRA,

e. H{RTE Installation Mode T T A specific namespace on the cluster,

f. #A%ETE Installed Namespace THJ Operator recommended namespace ;& openshift-
logging,

g. %% Enable Operator recommended cluster monitoring on this Namespace
h. ¥ Update approval %% — %,

e Automatic %I Fo¥F Operator Lifecycle Manager (OLM) A #iR Ao A BohE#H
Operator,

e Manual ETHEEEFEYEIEHA F#E4 Operator BE#,
i. & Console #f{41%:+¥ Enable =k Disable,
. = Install,

2. @i #:El Operators — Installed Operators T13E%1F Red Hat OpenShift Logging Operator
REBRE,

a. TR openshift-logging i B A5 H#) Red Hat OpenShift Logging #J Status
InstallSucceeded,

3. & ClusterLogging 52/,
==

Web #ZHIBHIR AN KT RIEMA AL, BIEER YAML YK E5TRIE
BB,

a. 1f collection 87, EFFE— Collector Implementation,

MBEILFMA 5.6 Fluentd FFiR, T XIELEBI A THRA DR, ZL08IS7E
YRR TESAESPRET XN REEREEENSRE, BXNHERT
BT, FHISHMR, 55 Fluentd BB RIS, MeTLUE Vector,
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b. fE logStore B H, EEFE—NRE,

MBRICRKARA 5.4.3 714, Elasticsearch Operator B4 FH, ITXIELLEH
RATHRA IR, ZI0EIHE M AT A TE S AP IREFHX D IIEEMRRFRIEE
SR, BN eeEAERES, FREEMER. fEAHER Elasticsearch
Operator BRI\ BEF BN LEE, EAILUER Loki Operator,

c. = Create,

3.4.2. [ Web #l5 E8Z Loki Operator

& BT LUEF OpenShift Container Platform Web #2#l& %4 Loki Operator.

FRFM

iz

TR HEEEHEAWS S3. Google Cloud Storage. Azure, Swift, Minio, OpenShift Data
Foundation)

5 OpenShift Container Platform Web & %% Loki Operator :

1.

2.

100

1£ OpenShift Container Platform Web ##l& /), Rii Operators - OperatorHub,
1E Filter by keyword &/ A Loki,
a. MEIFB Operator 53k A%+ Loki Operator, #AE R Install,
%% stable 3 stable-5.y £ BHiHiE,
P2 Y=

stable /iR N HEILKHNERFTIRAREET., ERESOREZAIRANERF, &
AT FATE SR stable-X, Heh X BEREM B EILTRA,

. #BfRTE Installation Mode Ti%# T All namespaces on the cluster,

H#ETE Installed Namespace Ti##% T openshift-operators-redhat,

1%t#% Enable Operator recommended cluster monitoring on this Namespace
XMEIIFE Namespace X R A% E openshift.io/cluster-monitoring: "true” i1, WAL E
XANET, LAA{REEE 2R EX openshift-operators-redhat #3422,

1 Update approval 15— ML,

e Automatic T FS¥F Operator Lifecycle Manager (OLM) £ A #iR Ao A B ohE#H
Operator,

e Manual ETEEELE YL EILRAE A Operator B,
= Install,

Wid tD#:El Operators — Installed Operators T34 1E LokiOperator B %%,



a.
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WEERETES, FIHM LokiOperator Y Status /) Succeeded,

10. fIE—" Secret YAML X, ©fFH access_key id #1 access_key_secret FE&I5EEHIE
iE#] bucketnames. endpoint # region XE XX REFHAMAE. AWS ELLTRAEIFER :

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

1. 1E Details 1£3i£H, %% LokiStack THY Create instance, fAEi%1F YAML flE, #IELLT
iR, BIELIMERE R xNE,

0009

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 6
type: s3 ﬂ
storageClassName: <storage_class_name> 6
tenants:
mode: openshift-logging

£ 1% 2 logging-loki,
WEFEIEE Loki BRE K/,

E AT BEFMHM secret,
E SN R T RE R Y,

M EEMAINBFELN R, HIKEREMNRE, FEEQRIAEMMNEER, TLUE
FA oc get storageclasses 5| &2 A F 5,

a. NAERE :

I oc apply -f logging-loki.yaml

12. BlE=k4%m%E ClusterLogging CR :
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

a. NAERE :

I oc apply -f cr-lokistack.yaml

3.4.3. fF CLI M OperatorHub &%

fRET LAE A CLI M OperatorHub &% Operator, MA@ EA OpenShift Container Platform Web 2l
B. M oc LR AIBFEHR—MTHENK.

SeREH
o FHEA cluster-admin F RN 17 OpenShift Container Platform &2%,

o TEEMAIRIRE oc .

ff

Az
1. & %E OperatorHub A5 EF A AR Operator 515k :

S

I $ oc get packagemanifests -n openshift-marketplace

=1
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m

mongodb-enterprise Certified Operators 91m

etcd Community Operators 91m

jaeger Community Operators 91m

kubefed Community Operators 91m
03¢ T A& Operator BB %,
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2. TeEFrEs Operator, LASUFE Z R EEE 0] FAIE
I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. — Operator 4 (F3 OperatorGroup X RE X) , EHEAFEFBIrMAZEE, EHEFANE
Operator HAERIMAp & 22 [H] R BYFR A Operator £ AT I RBAC Ui A FX R,
1T % Operator By % Z2 A /TR B 5 Operator LB M8 LAY Operator 4H, "X
AllNamespaces &3, tha5%f SingleNamespace &=, NREE[HEFH AllNamespaces &%
Operator, | openshift-operators #p# 22 A 25 3& L8 Operator 2H,

INRBLREEM Operator % SingleNamespace =, ME&EE LM Operator 4, M7ifl
BE—1

v p= =
1£1%+F SingleNamespace &=, 1ZREH Web ZBHI B RARIER A B HE
4012 OperatorGroup #1 Subscription i Rl &,

a. {l|# OperatorGroup *% YAML X4, %0 operatorgroup.yaml :

OperatorGroup X &R =l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. /3 OperatorGroup X :
I $ oc apply -f operatorgroup.yaml

4. QIE— Subscription 7R YAML X4, LUEH Operator iT[#{—N £ 22E, 40 sub.yaml :

Subscription X Rl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> g
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 9
config:
env:
- name: ARGS
value: "-v=10"
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envFrom: a

- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector: @
foo: bar

*fF AllINamespaces ZEEXEA, 187%E openshift-operators ta & Z2[H], &N, K
SingleNamespace ZE1E R TG EMHE K B — & 22,

E1T 1 BISHE R &R,

Z1T %8 Operator BI& TR,

=1 Operator I H FIRHI A TR,

BXRE R ZEE, & openshift-marketplace Fi T Zi\# OperatorHub B kiR,
env SHE L FETH OLM A8 pod FATE RS FHIME L IR,
envFrom S E L BB HPERINE L ERIRIIR.

volumes Z#{7E 3 OLM fIIiZ# pod LRI BIIR,

volumeMounts 23 Y. B OLM flIEH pod FRATIFEIER VolumeMounts 5K, 0R
volumeMount 5| HAR~ZEH &, OLM JFiEEBZE Operator,

tolerations S OLM B/ pod % X Tolerations %3,

resources SN OLM 38 pod HffE R25E L HRRH,

D00 99099009000 9O

nodeSelector Z#°/ OLM fiJ## pod E . NodeSelector,

5. fi|# Subscription X :

I $ oc apply -f sub.yaml

LR, OLM B 7 #2RTi%ER) Operator, Operator BUSEEEIRSSARA (CSV) N HINTE B hrep £ 22 A
H, E Operator 2489 API 7] A F 0,
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3.4.4. £ Web =515 MERF  fiHIFR Operator
SERFEIE G AT LA Web #2851 & MPTZE 6n 4 22 (7] Fr it bR 2 2R %89 Operator,

FoRFMH

o FAEA cluster-admin fUFREYNK 17 [A] OpenShift Container Platform ££8% Web 214

iz
1. 77 AZ| Operators - Installed Operators T H.
2. 7E Filter by name FE IR DI A R FLAE KM EMPRAI Operator, ARERE.

3. 1E Operator Details TIE A, M Actions F1ZkAH%E# Uninstall Operator,
Lt &2 7R Uninstall Operator? X[1E1E,

4. %+ Uninstall &R Operator. Operator 33Z# pod, =IRILIEIE, Operator {1217,
THRERER,

IR VER2MIBR Operator EEEMTTE, SIEBE LKIRE X (CRD) M1BE LR
(CR) . Web 1ZHI& MR ESLZ TR RS AR (RRA SMIT AR EFoE
B, EEEZ Operator EfikRIXLE, ERIAEEEF MR Operator CRD,

3.4.5. 1 CLI MEEHilIFR Operator
SRTIE N A LUMER CLI MATEA 4 22 5] A iBR B 2 %8 Operator,

FoRFM

o FHEA cluster-admin FFRAUNK 147 OpenShift Container Platform &2%,

o BEETIFIL L% oc s,

¥ =
1. 3@5T currentCSV FEX A E1T % Operator BRI A (40 jaeger)

I $ oc get subscription jaeger -n openshift-operators -o yaml | grep currentCSV
it Bl
I currentCSV: jaeger-operator.v1.8.2

2. MERITE (40 jaeger) :

I $ oc delete subscription jaeger -n openshift-operators
it Bl

I subscription.operators.coreos.com "jaeger" deleted
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3. A L—% 8 currentCSV {E kR B trén & 22 (8] RAEL. Operator B CSV :

I $ oc delete clusterserviceversion jaeger-operator.v1.8.2 -n openshift-operators
it Bl

I clusterserviceversion.operators.coreos.com "jaeger-operator.v1.8.2" deleted

3.5. BHERIERSZE

3.5.1. 5L 25 TR
iEmA Fluentd Vector
Cloudwatch REST over v v
HTTP(S)
Elasticsearch v6 v6.8.1

Elasticsearch v7 v7.12.2,717.7
Elasticsearch v8 v8.4.3
Fluent Forward Fluentd forward v1 Fluentd 1.14.6, v

Logstash 7.10.1

Google Cloud v
Logging
HTTP HTTP 1.1 Fluentd 1.14.6,
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, v v
3.31
Loki REST over Loki 2.3.0,2.7 v v
HTTP(S)
Splunk HEC v8.2.9,9.0.0 v
Syslog RFC3164, Rsyslog 8.37.0- v
RFC5424 S.el7
% 3.1. B
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Thig Fluentd Vector
NARFREEE v v
FETNARFREE v v
A ZE A K N R E R v v
Infra B2 A& v v
Infra B& v v
kube API #if B& v v
OpenShift APl #Hit Bi& v v
T EHIRZ (OVN) FHit Bk v v

* 3.2. BB S 3k

Thig Fluentd Vector
Elasticsearch it v v
Elasticsearch Fi 7 % /%15 v v
Cloudwatch keys v v
Cloudwatch STS v v
Kafka iE+ v v
Kafka FA /% /B0 v v
Kafka SASL v v
Loki bearer S3h& v v

3 3.3. Hise{b ik

Thie Fluentd Vector
ViaQ #iEEE - N HEF v v
ViaQ #IEEE - infra v v

107



OpenShift Container Platform 4.10 Bi&it %

Thig Fluentd Vector

ViaQ $EE A - infra(journal) v v

ViaQ BUEEE - Linux #H1f v v

ViaQ $iEE R - kube-apiserver & v v

o

ViaQ #iEEE - OpenShift API 8 v v

it

ViaQ BiEEE - OVN v v

loglevel Normalization v v

JSON f&#fr 4 v

gl ] v v

ZATEERAG v

multicontainer/ split 35| v 4

Flatten FR%& v v

CLF 85HhR% 4 v
% 3.4. Tuning

Thig Fluentd Vector

Fluentd readlinelimit v

Fluentd %4 v

- chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v
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Thig Fluentd Vector
- flushinterval v
- retrywait v
- retrytype 4
- retrymaxinterval v
- retrytimeout v
% 3.5. [ Lt
Thig Fluentd
=g v v
Dashboard v v
Bk v
*36.HE
Thig Fluentd Vector
ERNE v v
x86 X HF v v
ARM X #F v v
IBM Power 3 %F 4 v
IBM Z X ¥ v v
IPv6 ZHF v v
BEEMHEA v
IPEEa N St 4 4
Hfh BR
o HEXH
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3.5.2. Logging 5.6 APl &

3.5.2.1. ClusterLogForwarder

ClusterLogForwarder @ — API, AFEE®R X B&.

fEe LU IEE— 1 pipelines FIFRRE B 4, ZIIKM—Hip LA LBl —Hen&HH,
EHAERNEREMART, BALIE LB E U A SKRHITEA 8978,

BN openshift BEFHEA —TRNERIE A, EBETLUERA URL MEMERERE VEBSHHILH, &
ASE R B RN BRI EMIEREER,

METWESIHMESR, BB AP PRI,

Bt 3 ek
spec xR ClusterLogForwarder FREEHI1T
A%
status IO 3 ClusterLogForwarder B4R
3.5.2.1.1. .spec

3.5.2.1.1.1. #uk

ClusterLogForwarderSpec & X a0{a % B & 5% 4 B2 B 1.

3.5.2.1.1.1.1. kB

o MR

=4 KRR ik

DN e (PIik) HAe&LIES, BT
HBEABEEHER,

outputDefaults xR (RI%) DEPRECATED
OutputDefaults BRI FZ#ERFATE
7E forwarder B2,

e e (FIik) HWHEEMERFEEN
B a9,

pipelines #H Pipelines ¥ —4H fil AL EERIH BT

R B|—2H 5,

3.5.2.1.2. .spec.inputs[]
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3.5.2.1.2.1. #k

InputSpec E X B &M RBVILESR.

3.5.2.1.2.1.1. &

o U

4.3 3 Hh

application %% (1) MBELE, FARFERA
SEUNARFEESES

name EFEE AT B REEHIA LB,

3.5.2.1.3. .spec.inputs[].application

3.5.2.1.3.1. #k
R BEkEdR. WU REFSRTIAMASRSE (2 AND) FaeikE &,

3.5.21.3.1.1. k#

o MR
=43 RE Uiy
A ZE[H] A (RI%E) MAER BRREF B &K
R
selector IO 3 (RIE) PEERHRZEHY pod IR &

B Selector,

3.5.2.1.4. .spec.inputs[].application.namespaces[]

3.5.2.1.4.1. #iuk

3.5.2.1.4.1.1. k&
o HH

3.5.2.1.5. .spec.inputs[].application.selector

3.5.2.1.5.1. }#xh

R RERR, Bl—HBDRBIPRZE A,

3.5.215.1.1. k®
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o IR
B FR Hah
matchLabels POE (|I3%) matchLabels £

{key,value} X BIBRET,
matchLabels FREJE A {key,value}

3.5.2.1.6. .spec.inputs[].application.selector.matchLabels

3.5.2.1.6.1. @ik

35.2.1.6.11. KB
o MR

3.5.2.1.7. .spec.outputDefaults

3.5.2.1.7.1. $#ak

3.5.2.1.7.1.1. k&

o IR
B FR Hah
elasticsearch POE (|[%) Elasticsearch

OutputSpec BIAE

3.5.2.1.8. .spec.outputDefaults.elasticsearch

3.5.2.1.8.1. #uk

ElasticsearchStructuredSpec 545141t H & B AHX B spec, LAAZE elasticsearch 35|

3.5.2.1.8.1.1. KR
* MR

enableStructuredContainerlLogs bool (FIik) J5H
StructuredContainerLogs j5 %
BHREMEBERAT

12



Bt

structuredTypeKey

structuredTypeName

3.5.2.1.9. .spec.outputs[]

3.5.2.1.9.1. #uk

FiiE B EE SR B,

3.5.2.1.9.1.1. k#
o A

Bt

syslog

fluentdForward

elasticsearch

kafka

cloudwatch

loki

googleCloudLogging

splunk

name

secret

tls

type

FRE#

IS S

IOE S

ISE S

ISE S

ISE S

IO S

IOE S

IOE S

FRE

IOE S

ISE S

FRE
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sk

(RI%) StructuredTypeKey I8 7E
EA{F elasticsearch 3R3| &R TT
iE

(|I#%) StructuredTypeName 1§
TE elasticsearch Y& i

30

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(7I35E)

(\I35E)

T3 AkBEB M KB AR,

(|Tik) AT HHIIER

Secret,

TLS G &#tH TLS BT £
RETIRI B,

AR RO REY,
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Bt e il fed
url FRE# (ATik) FEEICFAETIR
URL,

3.5.2.1.10. .spec.outputs[].secret

3.5.2.1.10.1. #ak

OutputSecretSpec 2N B EZ B — secret 51, ZBHHAZENH,

3.5.2.1.10.1.1. 28
o MR
2352 ' s
name FFER FBERE R 85 secret BLBE MM & 28
[Afh secret BOE& R,

3.5.2.1.11. .spec.outputs[].tls

3.5.2.1.11.1. #k

OutputTLSSpec @& 5HiH RBI TR TLS HEBEI,

3.5.2.1.11.1.1. 8

o IR
[ S £
insecureSkipVerify bool IR InsecureSkipVerify H true,
MFESE TLS &/ iR RBRIE T
BIEE IR,

3.5.2.1.12. .spec.pipelines[]

3.5.2.1.12.1. 4k

PipelinesSpec ¥ —%H%i A 52— HE K.

3.5.2.1.12.1.1. K8y

o A

14
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detectMultilineErrors bool (|3%) DetectMultilineErrors &
BB AENZITERGN

inputRefs A inputRefs 7Il t th & &% AR & TR
(input.name),

labels ISES (ATik) A FET It EE RSN
IDRBIPREE
name FRE# (ATik) BFFEANER, BMRE

i, NJAE pipelines FI&R K

o

outputRefs #H outputRefs FIl & It B8 i B9 & FR
(output.name),

parse FRE# (RIik) Parse RV AEREE
WHERIEEE

3.5.2.1.13. .spec.pipelines[].inputRefs[]

3.5.2.113.1. #ik

3.5.2.1.13.1.1. K #
o A

3.5.2.1.14. .spec.pipelines[].labels

3.5.2.114.1. $#ak

3.5.2.1.14.1.1. k&

o MR

3.5.2.1.15. .spec.pipelines[].outputRefs[]

3.5.2.1.15.1. #xk

3.5.2.1.15.1.1. k®
o A

3.5.2.1.16. .status
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3.5.2.1.16.1. fuk

ClusterLogForwarderStatus i . ClusterLogForwarder BIWE4RE

3.5.2.1.16.1.1. kB

o IR

B FR Hah

conditions xR HEiE & 24,

LTDN Conditions PN SN A ES LN S o

HiH Conditions iy HH S B HE 4 TR B B HH A 5%
&,

pipelines Conditions Pipelines & E & BRI R EEH
E N

3.5.2.1.17. .status.conditions

3.5.2.117.1. fEak

3.5.2.1.17.1.1. 2k Ry
o XIR

3.5.2.1.18. .status.inputs

3.5.2.118.1. #uk

3.5.2.1.18.1.1. K&

® Conditions

3.5.2.1.19. .status.outputs

3.5.2.1.19.1. Hauk

3.5.2.1.19.1.1. kB

® Conditions

3.5.2.1.20. .status.pipelines

3.5.2.1.20.1. @k

3.5.2.1.20.1.1. kX H#
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e conditions== ClusterLogging —** Red Hat OpenShift Logging 5&fjl, ClusterLogging &
clusterloggings APl #J Schema

=4 KRB b

spec IO 3 ClusterLogging F s B94T /1 HIA&

status IO 3 Status % X ClusterLogging F9¥],
ZRE

3.5.2.1.21. .spec

3.5.2.1.21.1. 4k

ClusterLoggingSpec % X ClusterLogging BIFFFE IR

3.5.2.1.21.1.1. K #Y

o XfH

=13 e} ik

o IO SEB#8 Collection HAFHIHIAE

curation xR (BFHA) (a%) B2FH. £8M
Curation ZH{4 8914

forwarder pES (BFH) (Ak) BEFH. &80
Forwarder ZH {48914

logStore xR (PIik) B89 EEEFHEAHERN
1%

managementState FREB (|I%E) #03R Operator &
'Managed' 8 'Unmanaged’, &
)

visualization IO 3 (m|IE) SR bAE SR

3.5.2.1.22. .spec.collection

3.5.2.1.22.1. {5k

XREEBEMEHESERBLIHY

3.5.2.1.22.1.1. k&
o MR
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B S Rk

%R xR (a%k) WERMTURER

nodeSelector SES (|3%k) & L Pod 1 B B HFLE Ty
mLE,

AR (tolerations) B (|I%) F Y Pod {$iES AR

fluentd xR (|3%) Fluentd XFRBE
fluentd B5 % S3MIEC B,

logs xR (BFH) (Fik) 2FH. S

Log Collection #i#&

type FRE (7Iik) EEEB Log Collection
REY

3.5.2.1.23. .spec.collection.fluentd

3.5.2.1.23.1. #uk

FluentdForwarderSpec 2R EH fluentd BIF5 4 2RBVBCIE,

3.5.2.1.23.1.1. kB

o MR
4.3 Fer Hh
buffer IO 3
inFile ISE

3.5.2.1.24. .spec.collection.fluentd.buffer

3.5.2.1.24.1. {5k

FluentdBufferSpec {3k fluentd Ze WS FE&, FATHEMEA fluentd HIHMEZARE. ©XFSHT
EREBZARMPATIR/N, FBEEREMEEER,

BXEBHSH, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 2%, 1EHSH : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E : https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

3.5.2.1.24.1.1. kR
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o MR

Bt

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

FRE#

FRES

int

FRE

FRES

FRE

FRES

FRE#

FRE#

3.5.2.1.25. .spec.collection.fluentd.inFile

3.5.2.1.25.1. #uk

% 3% LOGGING 5.6

ek

(RI#%) ChunkLimitSize K& E
MREFEAKRN EHEE

(|I3%) Flushinterval fS&RH N E
LA SN K

(|3%) FlushMode KREE A
L ERARIER, B

(RI#%) FlushThreadCount
reprents 2 X A IRHE

(|I%) OverflowAction X3
fluentd £ G BIIRIE

(aI3) RetryMaxinterval 3
exponential backoff B9 KK (8] 8]
()

(RI%) RetryTimeout KRN
FaE X ERAR KA

(FIi%) RetryType REREiXER
BEBYREY, flush BVERTLL

(RI%) RetryWait AR PIANELE
SRR iz (A R [F]

(|[%€) TotalLimitSize fXREAN
fluentd FOVFROTY FR 22 6] B {E

FluentdInFileSpec X fluentd in-tail A S FE, BT HEMEA fluentd in-tail AR E.

BXRENSE, ESMH : https;//docs.fluentd.org/input/tail#parameters

3.5.2.1.25.1.1. KR
* MR
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readLinesLimit int (|I%) ReadlinesLimit X XRZERE
BN /0 @FEEImMNTE

3.5.2.1.26. .spec.collection.logs

3.5.2.1.26.1. #k

3.5.2.1.26.1.1. k&

o MR
Bt e il 3T
fluentd IO 3 Fluentd Log Collection ZH{489#1.
%
type FRE ZRENBEEGRE

3.5.2.1.27. .spec.collection.logs.fluentd

3.5.2.1.27.1. sk

CollectorSpec & spec, AT E INERHIFEF TR

3.5.2.1.27.1.1. K&

o MR
nodeSelector IO 3 (|I3E) & X Pod i B BHPLE TS
=L
BIR xR (A1) WREE2RAYBTIRE K
AR (tolerations) A (AI%k) = Pod IHHEZHER

3.5.2.1.28. .spec.collection.logs.fluentd.nodeSelector

3.5.2.1.28.1. ##uk

3.5.2.1.28.1.1. KE
o MR
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3.5.2.1.29. .spec.collection.logs.fluentd.resources

3.5.2.1.29.1. fuk

3.5.2.1.29.1.1. kB

o XfH
2352 ' s
limits ISE (AIk) BREIER T RITHRALT
HFRE,
requests xR (RI3E) 1EKiE® T ATRR DT
"R,

3.5.2.1.30. .spec.collection.logs.fluentd.resources.limits

3.5.2.1.30.1. f#&xh

3.5.2.1.30.1.1. K&
o XIR

3.5.2.1.31. .spec.collection.logs.fluentd.resources.requests

3.5.2.1.31.1. #huk

3.5.2.1.31.1.1. K&
o MR

3.5.2.1.32. .spec.collection.logs.fluentd.tolerations[]

3.5.2.1.32.1. #uk

3.5.2.1.32.1.1. xRy

o HUH
Bt KRR £ pU
effect FRE (Alik) WMRRRELEHE RN
R. PEKRELEMETTRER.
key FRE (RI3E) key RERN ARG R
. empty RInGETT T
fic,
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operator FRE (RI%£) Operator XTS5 H/
X%
tolerationSeconds int (|[%) TolerationSeconds &

ARV (BAIR

value FRE (") (ERAREETRIE,

3.5.2.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
3.5.2.1.33.1. #ak

3.5.2.1.33.1.1. k&

® int
3.5.2.1.34. .spec.curation

3.5.2.1.34.1. {5k

XEaEAERRRE RN (Curator)

3.5.2.1.34.1.1. k®

o MR
4.3 Fer Hh
curator xR EEENREMNE
type FrrER EREMNRRRE

3.5.2.1.35. .spec.curation.curator

3.5.2.1.35.1. ##ak

3.5.2.1.35.1.1. K&

o IR
nodeSelector S TE X Pod HEEIMFLET sk,
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BHR ISES (AI%E) Curator BIHTREX

WE FrFER Curator YEAVZ1THY cron R, R
H 303 % *x

AR (tolerations) A

3.5.2.1.36. .spec.curation.curator.nodeSelector

3.5.2.1.36.1. f#@xk

3.5.2.1.36.1.1. KR
o MR

3.5.2.1.37. .spec.curation.curator.resources

3.5.2.1.37.1. #4k

3.5.2.1.37.1.1. 2k %Y

o X
s *m b
limits MR (RIE) BRAURR T S vFaomoAit
BYHRE,
requests ISES (RIy%E) EKRiER T TEMR DT

YR
%:)'_l;l No

3.5.2.1.38. .spec.curation.curator.resources.limits

3.5.2.1.38.1. f#ak

3.5.2.1.38.1.1. K&
o MR

3.5.2.1.39. .spec.curation.curator.resources.requests

3.5.2.1.39.1. f#ak

3.5.2.1.39.1.1. k#
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o MR

3.5.2.1.40. .spec.curation.curator.tolerations[]

3.5.2.1.40.1. {4k

3.5.2.1.40.1.1. kB

o HH

B it} Hah

effect FFER (W) MRRTELENG =R
R, EEKRELERAET S8R,

key FFER (A%k) key 2RRN AEIME =
W, empty RINGRMETTRELT
fic.

operator FRE (|I%£) Operator XTS5 EH
X%

tolerationSeconds int (|[%) TolerationSeconds &
RIRMHEAE] (W2

value FFER (a%k) (HRAREENS RIE.,

3.5.2.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
3.5.2.1.41.1. f#uk

3.5.2.1.41.1.1. xR

® int

3.5.2.1.42. .spec.forwarder

3.5.2.1.42.1. {5k

ForwarderSpec @81 EHR A 3 LI 2B M ESEH., —REASTEENFER, BAUURERZERA S
AR A P #1TERE VL. BRI : fluentd,

3.5.2.1.42.1.1. 2k
o XIR
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fluentd PO

3.5.2.1.43. .spec.forwarder.fluentd

3.5.2.1.43.1. f#&uh

FluentdForwarderSpec &R K8 H fluentd BEL 4 2s I BL B

3.5.2.1.43.1.1. k®

o MR
423 K Hh
buffer IO 3
inFile ISE

3.5.2.1.44. spec.forwarder.fluentd.buffer

3.5.2.1.44.1. #ik

FluentdBufferSpec {3k fluentd Ze WS FE&, FATHAEMA fluentd MM ARE. SXFSHT
EREBEARMPATIRN, FBELEBREMEEER,

BXEBHSE, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 2%, 1EHSH : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

BXEHSEIESE : https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

3.5.2.1.44.1.1. k%Y

o XIR
B S Hah
chunkLimitSize FREB (BI%€) ChunkLimitSize X&RE
M RAKD, BHHZE
flushinterval FREB (|I3E) Flushinterval fSERMHNE
HiEMR A EFHRT K
flushMode FFER (|3%) FlushMode KREE A

REERAIEIRR, ERX
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flushThreadCount int (|[3%) FlushThreadCount
reprents 2 X A IEHE

overflowAction TR (|[%) OverflowAction &
fluentd % FhiEHEBIIR1E

retryMaxInterval FRE (AI%£) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
53

retryTimeout FRE (RI%) RetryTimeout RERIEM
FriZ A E IR KT H]

retryType FRE# (AT#%E) RetryType REREIXEMR
BRIFBIEEY, flush #RAFRTLL

retryWait FRE (RI%) RetryWait AR PIANELE
SRR Z (A B R [A]

totalLimitSize FREB (|I%) TotalLimitSize KRB
fluentd FS B9 s 22 (6] R {E

3.5.2.1.45. .spec.forwarder.fluentd.inFile

3.5.2.1.45.1. gk
FluentdInFileSpec Xk fluentd in-tail #EHSEBFE, AT HAEMA fluentd in-tail HIAWEE,

BXRENSE, ESMH : https;//docs.fluentd.org/input/tail#parameters

3.5.2.1.45.1.1. KR
o MR

43 g Hh

readLinesLimit int (|I%) ReadlinesLimit X RZERE
BN /0 @FEEImMTE

3.5.2.1.46. .spec.logStore

3.5.2.1.46.1. #ik

LogStoreSpec @& B XAEHFHEHXNER.

3.5.2.1.46.1.1. K&
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o Wi

Bt i ik

elasticsearch xR Elasticsearch B & F A 48L&

lokistack xR LokiStack @EH XY Type K&
7 LogStoreTypelokiStack i F§
FHEEEWER.

retentionPolicy I (RIik) (REZZRBEE LT MR E
B3R5 | R K HAR

type FREB ERENHEFHIRE,

Operator BRI #{E A
ElasticSearch

3.5.2.1.47. .spec.logStore.elasticsearch

3.5.2.1.47.1. {5k

3.5.2.1.47.1.1. K&

o W&

Bt 3 ek

nodeCount int M Elasticsearch SR BRI T &

nodeSelector xR E M Pod R RIFLT R L,

proxy xR Elasticsearch Proxy ZH{4BI#1A&

redundancyPolicy FRE# (mI3%)

BIR xR (|I3E) Elasticsearch BFHRE
Xk

storage xR (RI%) Elasticsearch #4E T =
BITFhEAAE

AR (tolerations) R

3.5.2.1.48. .spec.logStore.elasticsearch.nodeSelector

3.5.2.1.48.1. {5k
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3.5.2.1.48.1.1. KR
o MR

3.5.2.1.49. .spec.logStore.elasticsearch.proxy

3.5.2.1.49.1. #ik

3.5.2.1.49.1.1. K&
o XIR

Bt

3.5.2.1.50. .spec.logStore.elasticsearch.proxy.resources

3.5.2.1.50.1. &k

3.5.2.1.50.1.1. kX H#

o X
=43 et} Fish
limits MR (RIE) BREURR T S iFmomoAit
BHRE,
requests xR %(Eﬁﬁ) KR T TR R DT
BER,

3.5.2.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

3.5.2.1.51.1. #xk

3.5.2.1.51.1.1. k&Y
o XIR

3.5.2.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

3.5.2.1.52.1. #k

3.5.2.1.52.1.1. &
o MR
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3.5.2.1.53. .spec.logStore.elasticsearch.resources

3.5.2.1.53.1. }#ak

3.5.2.1.53.1.1. K&

o XfH
2352 ' s
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests xR (RI3E) 1EKiE® T ATHRR DT
"R,

3.5.2.1.54. .spec.logStore.elasticsearch.resources.limits

3.5.2.1.54.1. #ixk

3.5.2.1.54.1.1. KR
o MR

3.5.2.1.55. .spec.logStore.elasticsearch.resources.requests

3.5.2.1.55.1. #5uk

3.5.2.1.55.1.1. K&
o MR

3.5.2.1.56. .spec.logStore.elasticsearch.storage

3.5.2.1.56.1.

3.5.2.1.56.1.1. k&

o MR
Bt 3] ok
size POF EBRNTANEAEIERR.
storageClassName FRE (k) AFART R PVCH

R R TR,

3.5.2.1.57. .spec.logStore.elasticsearch.storage.size
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3.5.2.1.57.1. #uk

3.5.2.1.57.1.1. X#®
o MR

2352 ' ik

® 1A% FFER BB : BX Reonicalize 9

FibiE S

d xR R d.Dec = nil, d £ inf.Dec FRH#
HE

i int R d.Dec==nil, i 2int64 T E
XM E

s FREE s BERBIXNMEN(E, LUER
BHiITE

3.5.2.1.58. .spec.logStore.elasticsearch.storage.size.d

3.5.2.1.58.1. #uk

3.5.2.1.58.1.1. k&

o IR
Dec PO

3.5.2.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

3.5.2.1.59.1. }#ak

3.5.2.1.59.1.1. k&

o IR
scale int
unscaled ISES

3.5.2.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled
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3.5.2.1.60.1. }#uk

3.5.2.1.60.1.1. k&

o MR
Bt
abs Word sign
neg bool

3.5.2.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

3.5.2.1.61.1. #uk

3.5.2.1.61.1.1. &8y

e Word

3.5.2.1.62. .spec.logStore.elasticsearch.storage.size.i

3.5.2.1.62.1. 4k

3.5.2.1.62.1.1. 2k HY

® int
[ S stk
scale int
value int

3.5.2.1.63. .spec.logStore.elasticsearch.tolerations[]

3.5.2.1.63.1. @k

3.5.2.1.63.1.1. XH#
o A

352 ' s

effect FRES (ATik) HMRRTELERE RN
R, EZERELEAETT KRR,
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B PR Hah

key FFER (A%k) key 2RRN BEIME =
., empty RRSAATTRRIT
fic.

operator FRE (RI%£) Operator A& 5 E/
X%

tolerationSeconds int (|[%) TolerationSeconds &

AREVERA (WA=

value FRE# (i) (ERARREETRIE,

3.5.2.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
3.5.2.1.64.1. #uk

3.5.2.1.64.1.1. K&

® int
3.5.2.1.65. .spec.logStore.lokistack

3.5.2.1.65.1. faxh

LokiStackStoreSpec FA3R1%E& cluster-logging LAEF LokiStack fEh B &F . ©igmE—mE2E[H &
BYEIA LokiStack.

3.5.2.1.65.1.1. k&

o MR
B S Rk
name FFER LokiStack FTiRAIZ TR,

3.5.2.1.66. .spec.logStore.retentionPolicy

3.5.2.1.66.1. ik

3.5.2.1.66.1.1. K&
o MR

132



% 3% LOGGING 5.6

application IO 3
audit xR
Infra xR

3.5.2.1.67. .spec.logStore.retentionPolicy.application

3.5.2.1.67.1. ¥k

3.5.2.1.67.1.1. kR
o MR

diskThresholdPercent int (|i%) — P ESHEAENE
B, ZAEEXAHER N IZMERIE
3| (4075)

maxAge FRE (mI3%)

namespaceSpec #H (7Iik) BAHZEEME, BT
I BRER T 25 E B /NS B STAY

pruneNamespacesinterval FRE# (RI%E) ZfTHTIEES e & 22 AR L
ERpIES

3.5.2.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]
3.5.2.1.68.1. f#uk

3.5.2.1.68.1.1. k#

o HUH
Bt KR ok
minAge FRE (RIiE) MR SXA MinAge IHBY
B2 A TERAYIC SR (5140 1d)
namespace PR Birdp & 2 R BT MinAge B

A& (BINH 7d)
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3.5.2.1.69. .spec.logStore.retentionPolicy.audit

3.5.2.1.69.1. &k

3.5.2.1.69.1.1. K&
o MR

2352 ' s

diskThresholdPercent int (|iE) — PN ESHEERAENE
B, ZAEEXAHER N IZMERIE
%3] (70 75)

maxAge FRE (mI3%)

namespaceSpec #H (Rlik) BAHZEEME, BT
I BRER T 25 B S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 22 AR L
ERpIES

3.5.2.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec|[]

3.5.2.1.70.1. #&xh

3.5.2.1.70.1.1. k#

o HUH
Bt KR ok
minAge FRE (RIiE) MHpRSXA MinAge IHEY
22 A CECADIC S (FIgn 1d)
namespace PR Birdp & 22 IR BEF MinAge B

A& (BINH 7d)

3.5.2.1.71. .spec.logStore.retentionPolicy.infra

3.5.2.1.71.1. &k

3.5.2.1.71.1.1. 2k Ry

o MR
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diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
%3] (70 75)

maxAge FFER (mI3)

namespaceSpec #H (7Iik) BAHZEEME, BT
I BRER T 25 B S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEES e & 22 AR L
ERpIES

3.5.2.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]
3.5.2.1.72.1. #xk

3.5.2.1.72.1.1. K&

o HH
Bt KR fik
minAge FREB (RIiE) MHBR5XA MinAge IHEY
& Ze R EERAYIC SR (4N 1d)
namespace FRER B Frép & 228 HFREF MinAge BY

A& (BILH 7d)

3.5.2.1.73. .spec.visualization

3.5.2.1.73.1. #k

X2aEBEMKILE RN (Kibana)

3.5.2.1.73.1.1. k&

o MR
B KR fhodk
kibana ISES Kibana L5t 16 40 4 B9 A&
type FREB EREN AR
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3.5.2.1.74. .spec.visualization.kibana

3.5.2.1.74.1. {5k

3.5.2.1.74.1.1. k&

LEPSE 3
Bt X 3T
nodeSelector ISES E M Pod R RIFLT R L,
proxy ISES Kibana Proxy ZH#4BI#II&
replicas int H Kibana EREERE R LHIEE
BHR ISES (AT#%E) Kibana MIBTRE R
AR (tolerations) A

3.5.2.1.75. .spec.visualization.kibana.nodeSelector

3.5.2.1.75.1. #hik

3.5.2.1.75.1.1. &
o MR

3.5.2.1.76. .spec.visualization.kibana.proxy

3.5.2.1.76.1. #ak

3.5.2.1.76.1.1. KR
o MR
B KRR ftik
BHR I3

3.5.2.1.77. .spec.visualization.kibana.proxy.resources

3.5.2.1.77.1. #h

3.5.2.1.77.1.1. 58

o MR
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=4 KRR ek

limits xR (RIik) FR&IHER T SRVFHR KT
HHRE,

requests JOE 3 (RI3E) 1EKiE® T ATRNR DT

YR
%:)'_l;l No

3.5.2.1.78. .spec.visualization.kibana.proxy.resources.limits

3.5.2.1.78.1. $#ak

3.5.2.1.78.1.1. k&
o XIR

3.5.2.1.79. .spec.visualization.kibana.proxy.resources.requests

3.5.2.1.79.1. #uk

3.5.2.1.79.1.1. K&
o MR

3.5.2.1.80. .spec.visualization.kibana.replicas

3.5.2.1.80.1. #h

3.5.2.1.80.1.1. k&

® int

3.5.2.1.81. .spec.visualization.kibana.resources

3.5.2.1.81.1. #h

3.5.2.1.81.1.1. 8

o X
Rt =S ik
limits MR (RTE) BREUHR T S FaomoAit
BYHRE.
requests X (RIik) ERiER T RRMR DT

YR
%:)'_l;l No
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3.5.2.1.82. .spec.visualization.kibana.resources.limits

3.5.2.1.82.1. #4k

3.5.2.1.82.1.1. 2k #Y
o MR

3.5.2.1.83. .spec.visualization.kibana.resources.requests

3.5.2.1.83.1. #uk

3.5.2.1.83.1.1. k®
o XIR

3.5.2.1.84. .spec.visualization.kibana.tolerations[ ]

3.5.2.1.84.1. #ixhk

3.5.2.1.84.1.1. K&
o A

s ' fed

effect FRE# (Ai%E) BRKTELABIG R
R, EZERELEAETT KRR,

key FFER (A%£) key 2ERN BEIME =
. empty RINGMETT T
fic,

operator FRE (RI%£) Operator X & 5 HH
X%

tolerationSeconds int (|[%) TolerationSeconds &

ARV (WA=

value FRE (%) ([HEEFREARRNTTRIE.

3.5.2.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds

3.5.2.1.85.1. #uk

3.5.2.1.85.1.1. k&

® int
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3.5.2.1.86. .status

3.5.2.1.86.1. f#&uh

ClusterLoggingStatus & . ClusterLogging BJMIERIR

3.5.2.1.86.1.1. k&

o MR

Bt

S xR ("T3%)
conditions FF &R (T3%)
curation ISES ("T3%)
logStore I (mI3%)
visualization KR (Ti%)

3.5.2.1.87. .status.collection

3.5.2.1.87.1. 4k

3.5.2.1.87.1.1. 2k %Y

o XfH
logs X R (mI3%)

3.5.2.1.88. .status.collection.logs

3.5.2.1.88.1. f&@ik

3.5.2.1.88.1.1. KR
o MR

Bt

fluentdStatus SES (aI3%k)

3.5.2.1.89. .status.collection.logs.fluentdStatus
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3.5.2.1.89.1. f&xh

3.5.2.1.89.1.1. k#

o &

Bt

clusterCondition KR ("Ti%)
daemonSet FRE ("T3%)
TR xR ("I3%)
pods FREB (mI%)

3.5.2.1.90. .status.collection.logs.fluentdStatus.clusterCondition

3.5.2.1.90.1. ##uk

operator-sdk generate crds RS IFBLEI NS, SlfERAm&ARE,

3.5.2.1.90.1.1. k&
o XIR

3.5.2.1.91. .status.collection.logs.fluentdStatus.nodes
3.5.2.1.91.1. &k

3.5.2.1.91.1.1. &8
o MR

3.5.2.1.92. .status.conditions
3.5.2.1.92.1. #ih

3.5.2.1.92.1.1. 2k #
o MR

3.5.2.1.93. .status.curation
3.5.2.1.93.1. ik
3.5.2.1.93.1.1.

o MR
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curatorStatus BUH (aI3%)

3.5.2.1.94. .status.curation.curatorStatus[]

3.5.2.1.94.1. #k

3.5.2.1.94.1.1. K&

o HH
Ett S ok
clusterCondition KR (T3%)
cronJobs FREB ("T3%)
VAR FrFER ("T3%)
iz bool ("T3%)

3.5.2.1.95. .status.curation.curatorStatus[].clusterCondition

3.5.2.1.95.1. }#ak

operator-sdk generate crds R IFBLEI NS, SlfERAMmARE,

3.5.2.1.95.1.1. KR
* MR

3.5.2.1.96. .status.logStore
3.5.2.1.96.1. f&#uhk

3.5.2.1.96.1.1. K&
* MR

Bt el

elasticsearchStatus B (aI3%)

3.5.2.1.97. .status.logStore.elasticsearchStatus[]
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3.5.2.1.97.1. #uk

3.5.2.1.97.1.1. 2k #Y

o HH

=3

cluster ISES ("I3%)
clusterConditions ISES ("T3%)
clusterHealth FREB ("I3%)
clusterName FRE (mI3k)
HRE A ("T3E)
nodeConditions KR ("T3%)
nodeCount int (FI3%)
pods R (7T3E)
replicaSets b e ("I3%)
shardAllocationEnabled FREB ("T3%)
statefulSets b e (AI3%)

3.5.2.1.98. .status.logStore.elasticsearchStatus[].cluster

3.5.2.1.98.1. f&xh

3.5.2.1.98.1.1. k#

o W&
=43 KRR Uiy
activePrimaryShards int Elasticsearch B HEIXAE 2 F &
%
activeShards int Elasticsearch £EBUER 2 F ¥ E
initializingShards int Elasticsearch & Initializing
Shards &
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=43 RE Uiy

numDataNodes int Elasticsearch SREMHIET R E

numNodes int Elasticsearch SREHI T R E

pendingTasks int

relocatingShards int Elasticsearch REMIEEAM 2 FHY
HE

status FRF& Elasticsearch S£8¥H9 L AR S

unassignedShards int Elasticsearch SRR D BRI
HE

3.5.2.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

3.5.2.1.99.1. ik

3.5.2.1.99.1.1. k#
o XIR

3.5.2.1.100. .status.logStore.elasticsearchStatus[].deployments[]

3.5.2.1.100.1. $&uk

3.5.2.1.100.1.1. k#
o A

3.5.2.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

3.5.2.1.101.1. #h

3.5.2.1.101.1.1. 2k #
o MR

3.5.2.1.102. .status.logStore.elasticsearchStatus[].pods

3.5.2.1.102.1. #uk

3.5.2.1.102.1.1. 8
o MR
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3.5.2.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

3.5.2.1103.1. #uk

3.5.2.1.103.1.1. k&

o A

3.5.2.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

3.5.2.1.104.1. #&uk

3.5.2.1.104.1.1. k®

o A

3.5.2.1.105. .status.visualization

3.5.2.1105.1. #ik

3.5.2.1105.1.1. K&

o MR

Bt el

kibanaStatus BUH (aI3%)

3.5.2.1.106. .status.visualization.kibanaStatus[]

3.5.2.1.106.1. #uk

3.5.2.1106.1.1. KB

o HH

Bt e ik

clusterCondition KR ("T3%)

HBE FRER (7T3E)

pods FRF& (|IE) Visualization H{FHIEAN

Kibana Pod BIR7S
replicaSets R (mI3%)
replicas int (mI3%)
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3.5.2.1.107. .status.visualization.kibanaStatus[].clusterCondition

3.5.2.1.107.1. 35k

3.5.2.1.107.1.1. 2k %Y
o MR

3.5.2.1.108. .status.visualization.kibanaStatus[].replicaSets[]

3.5.2.1.108.1. }#xhk

3.5.2.1.108.1.1. k&Y
o A
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% 4= LOGGING 5.5

4.1. LOGGING 5.5 % 173¥iC

A=

Red Hat OpenShift IARRILK FRIUEN— NI RENAHERE, ©5% D OpenShift
Container Platform AEM L TR ARE., Red Hat OpenShift Container Platform 443 /E
HABSE IR 7 R AThR A TR A

4.1.1. Logging 5.5.16

& {THRA &% OpenShift Logging F2F#E1REE 5516,

4111 BFERES

o TEMREHZAL, LokiStack MIXRIZHFFRIUER, Ht, XRFBUSRMIBINLGER, X
MNRAR, Loki MX% 17 LB MBI 75 5% 15 R R RIX AN A, (LOG 4434)

4.1.1.2.CVE

e CVE-2023-3899
e CVE-2023-32360

e CVE-2023-34969

4.1.2. Logging 5.5.14

& {THRA B8 OpenShift Logging R4 1REE 5.5.14,

4121 BFHRES
o FEbREFAEI, MEWEREB/REERASETHEINLLTEIRER : thread 'vector-worker'

panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7
XANRAAH, XPMEHIREER, (LOG-4279)

4.1.2.2.CVE

e CVE-2023-2828

4.1.3. Logging 5.5.13

b & 1TRR A &% OpenShift Logging F2F 1R EE 5.5.13,

4131 BFEREE
o

4.1.3.2. CVE

e CVE-2023-1999
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https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997
https://access.redhat.com/security/cve/CVE-2023-1999

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

4.1.4. Logging 5.5.1

& TR AE$E OpenShift Logging I2FEE1REE 5.5.11,

4141 BFERES

o TELLREF A, TEBIRGHEBEBESK LIED), £ OpenShift Container Platform Web
PRI A HR T RSB R, EIXANARANAR, BT LAE A A FN3E 5 SR DN N (SEE, (LOG-4102)

% 4% LOGGING 5.5

TELREF 2 A, = OpenShift Container Platform Web 124 89 Show Resources ## R &
PR AR, X NhRAS, BiTEE Show Resources HEFERITHRESEARRIX AN AR, LAtDH:

BNMASRENTERLR. (LOG-4117)

4.1.4.2.CVE

CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-2795

CVE-2022-3028

CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564
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https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
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® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
e CVE-2022-24765
® CVE-2022-25265
e CVE-2022-29187
e (CVE-2022-30594
o CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-39253
e CVE-2022-39260
o CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929

e (CVE-2023-0394
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https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394

% 4% LOGGING 5.5

o CVE-2023-0461
e CVE-2023-1195
e CVE-2023-1582
e (CVE-2023-2491
e CVE-2023-23454

® (CVE-2023-27535

4.1.5. Logging 5.5.10

& {THRA &% OpenShift Logging F2F#51REE 5.5.10,

4151 BEFERMES
o TEULREFTZHEI, OpenShift Web & 89 H &0 M RHEHETE LokiStack FoiE 15 AIE R ER—

MERIAR, EXNRAF, HERERERNESER, HPSESMNMEERAR LokiStack
HIFEAE R, (LOG-2874)

4.1.5.2.CVE
e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e (CVE-2023-0361

e CVE-2023-23916

4.1.6. Logging 5.5.9

& ThRAE$E OpenShift Logging 25 1REE 5.5.9,

41.6.1. BFIERES

o TELLREFTZAL, Fluentd WERN MR FHEAFARMHIKFHIE /var/log/auth-
server/audit.log F#) OAuth B XEH, XRFH OAuth RFSFHEREHEESTTE, XD
hRAA, Fluentd Ye5E28:8@5 M OAuth IRSHIRATE B REHRARIXAN A, SEFMEE
/var/log/auth-server/audit.log FEIEKEH, (LOG-3730)

o TEULREH AL, HEREGHCETEEERAESNBIME, EFRBREES, X2F
B—LEEnARE, aE4GWER, MEMAENIEE, X MREH, £ JSON MFEE, &

BERBHESERESFER. Hit, AAEREMBENERTEEHER, BIECIIHEE
ZEZNBE/H, (LOG-3767)

4.1.6.2. CVE

e CVE-2022-4304
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https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
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e CVE-2022-4450
o CVE-2022-41717
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

4.1.7.Logging 5.5.8
& 1THRA 8% OpenShift Logging F2F#51R1EE 55.8,

4171 BFEFES

o TELLRE#H I, systemd BHiEF G priority FE%, R WIKERIANE level ZERHE, 7£
XAMRAH, XLEFEERWIEMNE, MMARRT XN, (LOG-3630)

4.1.7.2.CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
e CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

4.1.8. Logging 5.5.7

& {THR A 8% OpenShift Logging F2F51R1EE 55.7,

4181 BFHERES

o TEIREF A, LokiStack Gateway Labels Enforcer R1EER A H/KERARBNHEIRZ T
TEERIT N AEMB LogQL EIEMMTIE IR, EXMRAR, LokiStack LogQL LIz B
IMERBRWFTRZ T EER, FARXNAE, (LOG-3534)
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https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534

% 43 LOGGING 5.5

L REF 281, ClusterLogForwarder B E Y % ,)?(CR)T’-‘H syslog #ijtH A TLS =FukiZ#4%
Fluentd, MM SBUL A IAPEIE IR, TXMNRAH, EIERTLAERMZ 54 Fluentd, MM
fRR T IXAN AL, (LOG-3533)

4.1.8.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

4.1.9. Logging 5.5.6

& 1THRA 8% OpenShift Logging F2F#E1REE 55.6,

41.9.1. BEFERES

FEWREHZA, PodREM AZHIZBRRIFITE podSecurityLabelSync = true 7RINE!
openshift-logging e &2 [HF, XRSHEITIEENLREERKER, EI Collector pod A&
B8, FEXMRAR, $7% podSecurityLabelSync = false AR BE R 275, WEESR Pod &7
HIERE, (LOG-3340)

ELREFH 2RI, Operator &%%k console Ml E M, EMEEEHTEEERE., ﬁnﬁ-ﬁl
Operator fgitt, TEIXMhRAA, WNREEHIK % B /S console fl&, Operator RIEEiZ
17, BFRE%RE console lE, (LOG-3407)

i

FEREHFH ZH, Ui — B TFXEFHE X G R EHE HTEITNE S Operator BRI,
i&3JEERE T Red Hat Elasticsearch Operator, 7EiX/MiRAH, JX’I\IEJEEE',W'V' 8, Operator I}
ERIEE, BEH5IATUNNSIRERSHEXME-E, (LOG-3428)

HEMREHZ AT, Loki Operator REFE LokiStack XM —PNEIAR, MAEERMERIHERE K/,
EXANRAF, RIFMEKX/NEBEBREIAL, (LOG- 3478)

FELREFH A, RSN EREGHERBNGIZ, —E#aIE R, NEA Elasticsearch BT
FFERM, TEXNRAA, TRERBHRAZEPIR, MMERT XA, (LOG-3341)

FEREH A, BERICRUEESHSESHFERARM OpenShift Container Platform AFRAR
IhEE, TEXMRAAF, FHEMIEMRATIRAR A U RXANAE, (LOG-3467)

EMREHZ A, ClusterLogForwarder B E X FRMM A IR IR E — NS NEERIPER
KE, MM FEBURESR pod B 8-10 WEH., X MhRAAH, ClusterLogForwarder B7E Y iR
FRER R AT LUE A AR R IX AN R, (LOG-3469)

TELE K ClusterLogForwarder B ﬂ&.)&‘mﬁﬂ’] outputDefaults FEXH) spec 2/, RFHERN A
EIEFBAM Elasticsearch HIHE KRB, XTEAIURIETH, ESEXERT THTFRINZE
Elasticsearch &R i A48 L AL, (LOG 3342)

EMREHZEI, OpenShift CLI (oc) must-gather BIASB5EM, E OpenShift CLI (oc)TE
E—NEEBEANRRWEEZFI MR, EX AR, OpenShift CLI (oc) M XHREE
APLRR, must-gather BIARBI LA TN SER. (LOG-3472)

TELREFZ A, Loki Operator Webhook ARF5#88 = 5 TLS ik, TEXhRAAH, Loki
Operator Webhook PKI B Operator Lifecycle Manager 578 webhook EIEREIE, MMARR
T XA AL, (LOG-3511)

4.1.9.2. CVE

CVE-2021-46848
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https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
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4.1.10.

CVE-2022-2056
CVE-2022-2057
CVE-2022-2058
CVE-2022-2519
CVE-2022-2520
CVE-2022-2521
CVE-2022-2867
CVE-2022-2868
CVE-2022-2869
CVE-2022-2953
CVE-2022-2964
CVE-2022-4139
CVE-2022-35737
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012
CVE-2022-42898

CVE-2022-43680

Logging 5.5.5

& 1THRA B $E OpenShift Logging F2F#E1REE 55.5,

41.10.1. BEHERES

152

ELLREFTZ AL, Kibana B—NEIEM 24h OAuth cookie 1T HE [H], 4
accessTokenlnactivityTimeout FEk#%IXE H/NF 24h BI{ER, =53 Kibana AR 401 551%,
X hRAH, Kibana B9 OAuth cookie i #lf[A] 5 accessTokenlnactivityTimeout [F35, 2R
INMEN 24h, (LOG-3305)

FEHORERZ AL, HEH JSON BT mERITERFE, MAE L structuredTypeKey =
structuredTypeName &, TEXMRAH, EFEHEBEE A Elasticsearch
i, structuredTypeKey 5% structuredTypeName FREMIE, (LOG-3284)

R ERH AL, HHEIIMBEERFIARRBM—HIRER, FluentdQueueLengthincreasing
EIRTRRTEMA . EXMREHR, WD TIRE, BRRGEERAENINE. (LOG-3226)

L RERHZ AL, Loki A FHEEIIM SNSRI REM, X MRAP, BaRHE&H
SERENELZEMNRIERE CA IR FHXLERE, (LOG-2860)


https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860

% 4% LOGGING 5.5

o TELLRE#H I, OpenShift Container Platform Web 36148 A TiEEFEE Loki B9 CAEH
#) ConfigMap 5, M5 H pod 7% HE CAWIER TIZ1T, EXMRAF, Web IHI&EHH

AILLEEEERERR S, MR T XA, (LOG-3310)

EMREH AT, CABHARIEN CAEHR Loki HHBET, MMTH CABHASEHFBRRAF
fF (AR BFHIEHRRS. EXDRER, BRIFIEEN—TREFRS, BTRRXDN

5, (LOG-3332)

4.1.10.2. CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355
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https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
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e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e CVE-2022-2938
e CVE-2022-3515
e CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® CVE-2022-23960
o CVE-2022-24448
e CVE-2022-25255

e CVE-2022-26373
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https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
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e CVE-2022-26700
e CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e CVE-2022-28893
e CVE-2022-29581
e CVE-2022-30293
e CVE-2022-34903
o CVE-2022-36946
e CVE-2022-37434

e CVE-2022-39399

4.1.11. Logging 5.5.4

& {THRA &% OpenShift Logging F2F#E1REE 55.4,

4111 BEEFES

o TEILREH A, BFRICFKUMEBHENERNENEFRNEZRSBASENNES S (IR
HHEEAES {}) HEL. IREBEHER, MOSBAERENREE R, TXTRAS,
AT ER AT LUEFA M AN B X 5 751, (LOG-3042)

o TEULREF 2B, Operator AJLATE Elasticsearch = Kibana SRB W ASIRASRT, HiAMIBRFIZE 0
B INEE 2% daemonset BITEEN, TEIXMhRAH, Operator RSB RXAN A, (LOG-
3049)

o TEMREH A, FREMEIRESH Vector RESRLIM, XNEBRIRM Vector EIRFHER
EHRRMER, BEARDURTAMAKESRNEH, (LOG-3127)

o TEULREFH 2 HI, Elasticsearch Operator B secret AlIERHA MR IFLUELRRIAEE secret, XN
A, A secret RIFIEFALLIEE, (LOG-3138)
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https://access.redhat.com/security/cve/CVE-2022-26710
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https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
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https://access.redhat.com/security/cve/CVE-2022-28390
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https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
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o TEULREFTXZAEI, HE must-gather BEIARBIRIEMIMIER © THBIMBAMIE, EXTREAF, RE
MTHEA /must-gather SLHREIER, (LOG-3213)

o TEULREHEI, TERLEREHR, Prometheus exporter &M IPv4 EMARE IPv6, TEXMNHRA
M, Fluentd & IP fRA, F#EM 0.0.0.0 (IPv4) 5 [::] BT IPv6, (LOG-3162)

4.1.11.2. CVE

e (CVE-2020-35525
e CVE-2020-35527
e CVE-2022-0494
e CVE-2022-1353
e CVE-2022-2509
e CVE-2022-2588
e CVE-2022-3515
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e (CVE-2022-23816
e (CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149
o CVE-2022-37434

o CVE-2022-40674

4.1.12. H&id3k 5.5.3

& TR AE$E OpenShift Logging I2FiE15EE 5.5.3,

4112 B ES

o TEMREH A, HWAEHWIHERNAERESERBERTE, ZFREREEKR, EXNMKR
A, MR T 4511 H &R message FE., LUBABKRBIKRAN, (LOG-2759)
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https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759

% 43 LOGGING 5.5

o TEILREFTHI, WERAECEHMR KB WER4s. default-log-store # visualization pod BYH
&, BEEE gz XHFHHREENVBE, EXMNRAS, £ collector, default-log-store, #11
visualization pod 9 .gz Ff£RY 44 H &L 2 HEFR. (LOG-2844)

o TEUREHZAT, HIFKBITMXAENTAA pod BIIERE,, FRESHMT, EX MDA,
INRMRETRE ASIEEUFREBR R, NENERFENR, (LOG-2884)

o FEUREHZAT, pod THIBRLIBRZEEME RN, F@LEELEEETEIA, WEHR
ARRENBEHEESER pod THENEIX, UESNERIREEALURIFER, (LOG-3046)

o TEILREHTZAI, 1E OpenShift Console Logs 1 A% unknown severity HEBR T
levelzunknown EHH &, EXNRAAH, RIFBKRA“EMELTLIEN, TUEESRBERHIUK
# 4 level=unknown B HE, (LOG-3062)

o TEIREF AL, &3EEF Elasticsearch BIEEIL KA —1EH write-index WA FE, Hbg
EREAEFRENREI LT, LFEFERHBERN—ID, EXNRED, INEERFRBL
3. (LOG-3075)

o [EEHMIMAIE Pod Security Admission Controller BIHEH, 1RIEL B4 2[5 2 5 E A5 i
RENVERBEE Pod, EIXNhRAR, Operator MIRESRRTFHNINITHIZT, MAHNRS
HITEEHE R, (LOG-3077)

o TEIREFH AL, Operator 7EE A LokiStack YE N ERIA B EEMERT MR T
ClusterLogForwarder B & Y FRAE LHMEMR B E Ui, EXMNhRAR, Operator RIELL
12 ClusterLogForwarder B7E Y FIRINS B E L SR HEHEFHF. (LOG-3095)
4.1.12.2. CVE

e CVE-2015-20107

CVE-2022-0391
® CVE-2022-2526
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e CVE-2022-32208

e (CVE-2022-34903

4.1.13. Logging 5.5.2

& {ThR A 8% OpenShift Logging F2F51R1EE 5.5.2,

41.13.1. BFIERES

o TEHREFZAI, Fluentd YEEBRHEIRINIAETE OpenShift Container Platform 1 K& #Y
KN, LEEHFRMEUILER, FEAIEMAEERE, MMmARRTXNR#HE, (LOG-1823)
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https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
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o FEIREHF A, RoIBBARIMAKERSIEHAEL N EFZRN ERFTHRS| AT XD
kA, RE|IBHREMENR. (LOG-2644)

o TELLREFTZAI, Kibana BEAKRTESRBIETHIER TIXE caCertificate (. 7EXMhRAH, T
K1% & caCertificate {H, (LOG-2661)

o EILREHZAL, WEREBTNERRSHECHRERNSHAHESHEE., TX AR,
TR A 5 FR O ER B S8 AT LU X AN AL, (LOG-2859)

o TEULREFH A, 7 Loki Operator GIZEHIERE QIR pod #iH IR IAEER A Linux BIERSE
BT (WISRIXLETT R B 1Ei21T Operator WEEEHTA) , EXNhRAR, Operator SEIAHH
node-selector M HNE pod & X, Z%E ANV pod FEEIET Linux T =L, (LOG-
2895)

o TELLRE|HTZAL, OpenShift #f& HEMERSBBEMETIEARER, EH LokiStack Rk
F1E LogQL M2z ndl, TEXMhRAR, BBTEMES 7 XA A#, OpenShift Console Logs il
/] DUREE ™ EMEHATITIE, (LOG-2908)

o TEMREHF AL, FHM Fluentd NESRIEEMRBHMN ABFE, EXNHRAS, REME
Y B BT 3R ALY timestamp FE&, (LOG-2923)

o TEIMREHF AN, FHiFHEFEE level FEERSHRAEHEHIER, EX AR, EHIT
BH&ILK AR level FEE AT LA R XA A, (LOG-2961)

o EIREFHFZAI, MREMERT Kibana BE XLHIR, OpenShift Container Platform Web 12l &
JF4REE B AT Kibana B985, XA, MER Kibana B E X FRBSMERZEEE, (LOG-
3053)

o TELLREFHT AT, 2 ClusterLogForwarder B L HHRE LT JSON 4T, &4 rollover £
FERANBERE|, EXDHRASH, FHRFITHE, (LOG-3063)

o TEIREFZAI, HUFAFTE Loki Operator 5.5 BHTEMBR T LokiStack i, &#IH Loki
Operator 5.4 QM FTRMRE, EXMRAH, FIRM owner-references [ 5.5
LokiStack, (LOG-2945)

o TEIXREHF A, A TEEEEENINMGRZERNNBREFERE. X MNRAR, Lok
Operator 2B — N ERACMERACHE, AR ERNBERRFERE. (LOG-2918)

o TELLREFTZAEI, EA cluster-admin FFINHIA 7 LA HE&IC KIZH & EREEEMERE
HITA . EXMRAR, BINRESHET &, 1580 cluster-admin #1 dedicated-admin ZHr
BIA PRSI admins, (LOG-2970)

4.113.2. CVE

e (CVE-2015-20107

® (CVE-2022-0391

e (CVE-2022-21123

® (CVE-2022-21125

e CVE-2022-21166

® (CVE-2022-29154

® (CVE-2022-32206
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https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
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https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206

% 4% LOGGING 5.5

e CVE-2022-32208

e (CVE-2022-34903

4.1.14. Logging 5.5.1

& 1ThR A &% OpenShift Logging F2F51REE 551,

4.1.14.1. Theei8 s

o YHKILKEHA (Logging Console) IEM#EMERANS, LhigiH<IF Aggregated Logs L&
H0E] OpenShift Container Platform Web %A B Pod Details TTER, LLIhEER R (CERTF
OpenShift Container Platform 4.10 R EBEHHIMA, (LOG-2647)

o [hIhEEI®E [ Google Cloud Logging AN~ B & #: 4 Bok %, (LOG-1482)

41042 BFEIRMEE

o TELLREFTZAEI, Operator TiAMAMR pod A, XeSBEREERE R IEHIAREENRK
Do XA, Operator REEH T FEAFH AR pod BIfEHT pod FRIEH ready, X REERIX
NMA#, (LOG-2745)

o TEltREF 2B, Fluentd BHFTLiEIR Kubernetes EEHHE AR, BFRASIENARHER,
TEXANRAR, @i EE LA F AT #HENEESEEE, (LOG-2995)

o TELLREBEHFTZAEL, RMZTH RGN SSBANEEERFFIFICRELIFERNENT, XD
krAr, AEREREHIEM, (LOG-2801)

o I REFH AL, BX OpenShift Container Platform Web 12 & BIRIHT (B fE7E Query FE&

HEER 1R, EXNRAS, H Query FEXHZENS, BHRAIRAER ARED, (LOG-
2917)

4.1.14.3. CVE

e CVE-2022-1705
® CVE-2022-2526
e CVE-2022-29154
e CVE-2022-30631
e CVE-2022-32148
e CVE-2022-32206

e CVE-2022-32208

4.1.15. Logging 5.5.0

& 1THRAEE : OpenShift Logging F2FHE1#EE 5.5.0,

4.1.15.1. TheEi8 s
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https://access.redhat.com/security/cve/CVE-2022-32208
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https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
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o TEXMhRAA, EARILIIRER— pod WARASRNEI L BEHR LB TREMNRS, EFEMALLD)
e, M IFERAZAHRIFEEEE8HEM pod, (LOG-1296)

BF

AER JSON RN ARRFMF. FEVCIBRKRSREISTNMEE, ATLUARRSE AL
hEe, (U5 JSON %TT%@E’JEM@JL%%I FAENNASESTRMEZERIE,
‘Eﬁﬁiﬁé JSON A BIN BAREFHITRE,

o TEXMhRAAH, EEILAEMA Kubernetes @155, app.kubernetes.io/component,
app.kubernetes.io/managed-by, app.kubernetes.io/part-of, 1 app.kubernetes.io/version 3
71 Elasticsearch HiH{BIE &, JE Elasticsearch it 2K AT LUf# A kubernetes.labels 785
MRS, (LOG-2388)

o TEXMHRAR, BT AWS Security Token Service (STS) BISEEF AT RES A STS WiERF B &L
% & Amazon CloudWatch, (LOG-1976)

o TEXMRAM, "LokiOperator' Operator # Vector &S MR T 2 HIEER X (GA). 52

BIARAHE R EEDLTF 2L EIRE, —L AP AR, 1HE1BIESM A LokiStack
)= PoAlebasis

4115.2. BF#ERES

o TEIREIF AL, BENFHEEKXE Amazon CloudWatch BEMSFELANBAEXHEAE
I FE, MMSBERLTH/AREE. TXTHAR, MBEFEMLTNREHERER, MmiE
RTIEADERL, (LOG-2746)

o TEULREFTHEI, Operator FRAM—LE API HRAEFH, FHiTELLUEH OpenShift
Container Platform A/ fitikR, 7EXhRAA, KBTHSEIZ 27 AP RA, (LOG-
2656)

o HEIMRBEHFH A, NZTHFRINEET 21 ClusterLogForwarder &8, & 5BURESRIEA
crashloopbackoff RIS, EXMRAFFERT XINAE, SNEESRS EFHERENM—
ID. (LOG-2241)

o TEULREFH AL, WEERLERNIE UTF-8 FFS51R1FE Elasticsearch FiFHER, TEXMRA
i, INEESINTIE UTF-8 RIS 1T4mi5, MM RILLAE, (LOG-2203)

o TEUREFZAI, FEN T FHE Kibana FLEEM LR, X MNhRAH, Kibana ATLAIEffHh G
TAIBBMM UTF-8 £/, (LOG-2784)

4.1.15.3. CVE

e CVE-2021-38561
e CVE-2022-1012

e CVE-2022-1292
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897

e CVE-2022-1927
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https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927

& 4% LOGGING 5.5

® CVE-2022-2068
e CVE-2022-2097
e CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250

4.2. H /L.\I_IL'% 55 ll\—.l

LEEHEBLEBRRETETSE, EFABTEMNE, NTHIRE, BIER Vector
LokiStack,

MBEILFKRA 5.5 FFih, BelLUEFEM Fluentd =X Vector W85 25 S Hh ik
. £, Elasticsearch 5§ LokiStack fF h HEF . BXHEICTEHXEIETEERH, URLX
A e Z A MR,

Red Hat OpenShift B &I K F RGN — NI RENHBGRE, ©5#% 0 OpenShift
Container Platform AR %X 1TEEARE, Red Hat OpenShift Container Platform 445 &
HABE IR 7 R AThR A TR A

SeRF M
o HEMFEEED : Elasticsearch 5 LokiStack
o AR LINEILIN - Fluentd 3% Vector
o BB KHIHME
A=
MBEILTMA 5.4.3 FF#4, Elasticsearch Operator B#F A, ITIEUEHE THRAH
bR, ZLMERTE HRTAITE A RIRET XN TN EFRBEE M, BX/ 8

MARBHREWH, FRWMBR, ENER Elasticsearch Operator EIEERIA B EFEHIER
WERE, IEALUER Loki Operator.

. NEEFEANBEEEELRE Operator,

e XIF Elasticsearch, Z&#: OpenShift Elasticsearch Operator.
e XIF LokiStack, EZ%: Loki Operator,
o fiJi# LokiStack B X H&E (CR) S£fl,
2. %%k Red Hat OpenShift Logging Operator,

3. i ClusterLogging B & X ¥R (CR) SLfl,

IR Collector 523,
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https://access.redhat.com/security/cve/CVE-2022-32250
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MBEILFKARA 5.6 Fluentd FF48, ITRITELLEBILZITARAH MR, ZI0ER7E

YRR TE AP RET XN REEREMEEMSRE, BXNHERT
BREU0HE, FHISHMER. 758 Fluentd BIEESE, EBaEILUER Vector,

4. f|# ClusterLogForwarder B Y %R (CR) L4,

5. ML HEE QIR secret,

4.3. TRRBFICFEN

logging FREI X LEZ R R
e collector - NEN T RILENE R AEEEE, FHHESHIELR X B EEN I H.
e store - FEATHNMHIBEEIE ; K aHJBRINHH
e visualization - B F#3%. ZHMEEFFHHSNERAE,.

iXLE2H 4 Operator F1BE IR (CR) YAML XHEHE,

Red Hat OpenShift B logging FRARWERRBEM T mBAE. ©I1FIFER !
e Application - JEEHRIIBSREKMNBTRBEE.
e Infrastructure - 2 HERX B L Z(E kube-* #1 openshift-\*, TimBEZEHE journald,
e audit- H&¥k B auditd, kube-apiserver, openshift-apiserver, #1 ovn (#1RFA) .

HEICRKBESRZE— daemonset, B pod EREEIE ™ OpenShift Container Platform s, R4 K%
Btz H /uEEﬂEET*ﬂE%/JL\ A231217HIF0 OpenShift Container Platform B H & 3E 8 4 .

%\*%EE/L.\EE$3¥¢'J:1TE’J pod FIZ{THRSREMR. BENBRERLMIEER. WESRMILRKER
&, FF1E ClusterLogForwarder B & Y WHRFHPARERS A 2R L ©1 10

4.4, %EE H /L,\IEAQ:&L%B%

4.4.. {FF Web 125 E8%E Red Hat OpenShift Logging Operator

& BT LU#E A OpenShift Container Platform Web #l& 3£ #8Z Red Hat OpenShift Logging Operator,

FoRFM

Red Hat OpenShift B &I K F RGN — NI RENHGRE, ©5#% 0 OpenShift
Container Platform AR %X 1TEEARE, Red Hat OpenShift Container Platform 445 &
HABSE IR 7 R AThR A TR A

P
A OpenShift Container Platform Web 25 88F Red Hat OpenShift Logging Operator :

1. &% Red Hat OpenShift Logging Operator :

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
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b. 7E Filter by keyword FE&F%i A Logging.
c. ME R Operator 53K A1%# Red Hat OpenShift Logging, #AfE = Install,
d. %% stable = stable-5.y £ BEHHE,

P2y~

stable /i Ry BIC KRR AR TR, BRLREZAIRABIER,
B TRT 58N /) stable-X, HA X 2R EMH KL FMRA,

e. FA{RTE Installation Mode Fi#¥ T A specific namespace on the clustet

f. #3ETE Installed Namespace THJ Operator recommended namespace & openshift-
logging,

g. %% Enable Operator recommended cluster monitoring on this Namespace
h. 74 Update approval %% — %,

e Automatic TS Operator Lifecycle Manager (OLM) A #iR Ao A BEhE#H
Operator,

e Manual ETEEEGELEIEM A P L Operator B#.
i. N Console #H{4:%# Enable 5% Disable,
i. = Install,

. B t#:El Operators — Installed Operators 7134 1F Red Hat OpenShift Logging Operator
BEBERE,

a. TR openshift-logging i B A5 H#) Red Hat OpenShift Logging #J Status
InstallSucceeded,

. f# ClusterLogging 52/l

p= =1

Web $ZEHIEMIR LM E R SIERAA R ARET, BUUEER YAML HLE SksemiE

K&,

a. 7t collection 9 H, s F— Collector Implementations,
4 P2 Y=

MBFRILKARA 5.6 Fluentd FFiR, T RITELLEBILTHRAS IR, LL081E
LRI TEMARPRENINENERRBEENXZRE, BXTEET
BRBUGE, FEEMIBR, 55 Fluentd BOBIERE, ERILMER Vector,

b. fE logStore B H, ELEFE—NRE,
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MBRICEMRA 5.4.3 FF#4, Elasticsearch Operator B#F A, I RITEUEH
RATHRA R, LLIEYSTE HAIA 1T £ B RRHT XN IEENEEREE
EMXH, BXMEENTEREUUE, FHEEMER. - HERA Elasticsearch
Operator BB\ HEEMEHB R LR, BT LUER Loki Operator,

c. = Create,

4.4.2. £ Web #Z#I&8B8ZE Loki Operator

& BT LUEF OpenShift Container Platform Web #2#l& %24 Loki Operator.

FoRFEM

e

TR HEEEHAWS S3. Google Cloud Storage. Azure, Swift, Minio. OpenShift Data
Foundation)

{5 F OpenShift Container Platform Web 2l & %% Loki Operator :

1.

2.

164

1£ OpenShift Container Platform Web ##l& A, =i Operators - OperatorHub,
1E Filter by keyword &/ A Loki,
a. ME B Operator 53k A%+ Loki Operator, #AfE R Install,

%% stable X stable-5.y > BEiHiE,

stable /i R N HEILKHRFTIRMARE T, ERSOREZAIRANERF, &
WATFAT [ ATE DR stable-X, Heh X 2R EM B EILTRA,

HBR7E Installation Mode Ti%#£ T All namespaces on the cluster,
H#ETE Installed Namespace Ti#% T openshift-operators-redhat,

1%%¥ Enable Operator recommended cluster monitoring on this Namespace
IXANEIRIE Namespace X R H1i% & openshift.io/cluster-monitoring: "true” txiH, EXITi%E
IXANET, LAA{RERE 2R EX openshift-operators-redhat #3422,

“} Update approval j%& £ — N %I,

e Automatic %I Fo¥F Operator Lifecycle Manager (OLM) A #iR Ao A BshE#H
Operator,

e Manual ETEEELE YL EULRAE A Operator B,
= Install,

Wid tD#:E| Operators — Installed Operators T34 1E LokiOperator B %%,

a. BEEFAETIES, FIHM LokiOperator B Status -/ Succeeded,
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10. fIE—" Secret YAML X4, ©f#H access_key id #1 access_key_secret FE&I5EEHIE
iE#] bucketnames. endpoint #1 region XE XX REFMHAMAE. AWS ELLTREIFER :

apiVersion: v1i

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

1. 1E Details 1£3fi£H, %% LokiStack THY Create instance, fAEi%3F YAML flE, #IELLT
iR, BIELIMERE R xE,

0009

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 6
type: s3 ﬂ
storageClassName: <storage_class_name> 6
tenants:
mode: openshift-logging

LN 1% 2 logging-loki,
IR Loki BRE K/,

E AT BEFHM secret,
TE SR R RE R Y,

M EEMANBFELN R, HVIKERENRE, BEEXRIEMNEER, TLUE
FA oc get storageclasses 5| &2 A F 55,

a. NAERE :

I oc apply -f logging-loki.yaml

12. BlE=k4m%E ClusterLogging CR :

apiVersion: logging.openshift.io/v1
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kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

a. NAERE :

I oc apply -f cr-lokistack.yaml

4.4.3. f§if CLI M OperatorHub %%

fRET LUEF CLI M OperatorHub %% Operator, R # A OpenShift Container Platform Web 224l
B, £ oc mauEABHRBHF—MIEN R,

SEREH
o (FHEA cluster-admin FFRAUNK 147 OpenShift Container Platform 52%,

ff

L=

S
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o TEEMAIRIRE oc 9.

1. &%E OperatorHub AEEF A AR Operator 55k :

I $ oc get packagemanifests -n openshift-marketplace

=1
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m

mongodb-enterprise Certified Operators 91m

etcd Community Operators 91m

jaeger Community Operators 91m

kubefed Community Operators 91m
L3R FATEE Operator B E &,

2. 10EPRF Operator, MUIGIFEZHFHLEENRFI 0T BE :
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I $ oc describe packagemanifests <operator_names -n openshift-marketplace

3. —/ Operator A (F OperatorGroup X RE X) , EHEAFEFEBIrMAZEE, EHEFANE
Operator HAERIM A & 22 (A R BYFR A Operator £ AT I RBAC Ui IAIFX R,
1T 1% Operator BIEp R A TE B 5 Operator WRER R MHITEH Operator 2H, B3R
AllNamespaces &3, tha5f SingleNamespace &=, IREE[HEH AllNamespaces &%
Operator, Il openshift-operators #p# 22 A 2.5 3& &8 Operator 2H,

INRELREM Operator X SingleNamespace 13, M&%EEHM Operator A, NIwAZi]
21

1£1%+F SingleNamespace &=, 1ZREH Web ZBHI A RARIER A B HE
4032 OperatorGroup #1 Subscription i Rl &,

[N

a. fl|# OperatorGroup *% YAML X4, %0 operatorgroup.yaml :

OperatorGroup X &Rl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. /3 OperatorGroup X :
I $ oc apply -f operatorgroup.yaml

4. fIE— Subscription &R YAML X, LUMEH Operator 1T [#{—N & 22E, 40 sub.yaml :

Subscription X Rl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> g
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 9
config:
env:
- name: ARGS
value: "-v=10"

envFrom: ﬂ
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168

- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"

resources: m

requests:
memory: "64Mi"
cpu: "250m"

limits:
memory: "128Mi"
cpu: "500m"

nodeSelector:
foo: bar

%fF AlINamespaces 3 EXEF, 15E openshift-operators 22 (A, F, 5
SingleNamespace ZE&E R A5 EMHE K L —dp & 22,

E1T B SHE R &R,

Z1T %8 Operator BI& TR,

121 Operator I H FIRHI A TR,

BXRE R ZEE, & openshift-marketplace Fi T2 i\B OperatorHub B KR,
env SHE L FETH OLM A8 pod FATE R SR FHIMNE L IR,
envFrom S E L BB HFPERINE L ERIRIIR.

volumes Z#{7E . OLM fIIiZ#) pod LRFFEBTIR,

volumeMounts 23 Y B OLM flIEH pod FRATIFEIER VolumeMounts 5K, 0R
volumeMount 5| BARFEH £, OLM FLiEERE Operator,

tolerations 2% OLM fI|E# pod i X Tolerations 53K,
resources SN OLM 38 pod HffE B2 E L HIRIRH,

nodeSelector Z#{77 OLM I/ pod E . NodeSelector.

P00 990999090900 9O

5. fi|# Subscription X :
I $ oc apply -f sub.yaml

tEFF, OLM B 7 2Rk Operator, Operator FISREEARSShRA (CSV) [ HIITE B bren % 22 (4]
H, E Operator 12489 API 7] A F 6,



% 43 LOGGING 5.5

4.4.4. £ Web 3£ & MEEEHFR Operator
SERFEIE G AT LA Web #2851 & MPTZE 6n 4 22 (7] Fr it bR 2 2R %89 Operator,

FoRFMH

o FAEA cluster-admin fUFREYNK 17 [A] OpenShift Container Platform ££8% Web 214

iz
1. 77 AZ| Operators - Installed Operators T H.
2. 7E Filter by name FE IR DI A R FLAE KM EMPRAI Operator, ARERE.

3. 1E Operator Details TIE A, M Actions F1ZkAH%E# Uninstall Operator,
Lt &2 7R Uninstall Operator? X[1E1E,

4. %+ Uninstall &R Operator. Operator 33Z# pod, =IRILIEIE, Operator {1217,
THRERER,

IR VER2MIBR Operator EEEMTTE, SIEBE LKIRE X (CRD) M1BE LR
(CR) . Web 1ZHI& MR ESLZ TR RS AR (RRA SMIT AR EFoE
B, EEEZ Operator EfikRIXLE, ERIAEEEF MR Operator CRD,

4.4.5. A CLI MEEEHHER Operator
SRTIE N A LUMER CLI MATEA 4 22 5] A iBR B 2 %8 Operator,

FoRFM

o FHEA cluster-admin FFRAUNK 147 OpenShift Container Platform &2%,

o BEETIFIL L% oc s,

¥ =
1. 3@5T currentCSV FEX A E1T % Operator BRI A (40 jaeger)

I $ oc get subscription jaeger -n openshift-operators -o yaml | grep currentCSV
it Bl
I currentCSV: jaeger-operator.v1.8.2

2. MERITE (40 jaeger) :

I $ oc delete subscription jaeger -n openshift-operators
i Bl

I subscription.operators.coreos.com "jaeger" deleted
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3. A L—% 8 currentCSV {E kR B trén & 22 (8] RAEL. Operator B CSV :

I $ oc delete clusterserviceversion jaeger-operator.v1.8.2 -n openshift-operators
it Bl

I clusterserviceversion.operators.coreos.com "jaeger-operator.v1.8.2" deleted
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5 5% T#2 RED HAT OPENSHIFT B EICEF RS

1’Eﬁ$E¥¢qiEJ\, IRE LLERE logging FRUTFEERE OpenShift Container Platform &£ MIRTE BE,
ﬁl] ™ 'J—-'_zédh IL;\\ rﬁﬁ*ﬁr%@%ﬁ H /L.\*DEEIEH%F] E ICASTF o Iogglng ?%zjtb%/[: Ié %éﬁ\%giﬁh E’]J\Xﬁ E [y
HEelFEERIABEFMED, B LUER Kibana web 1A el i b B EE83E.

logging FRERE TUTREMAE :
e application - HEFZITHWAF NARFERNRSREE (EMEHERSRNARERERN) .

° infrastructure TEEEEH OpenShift Container Platform 7 s L2 1T BBl Z2 A4 20 4 & R 9 B
&, W journal Bi&, EAZEHHM427E openshift*. kube* = default 77 B Hi2 178 pod.

e audit- A auditd £EXMBEE, TTREHITRFEEFEME /var/log/audit/audit.log XHH, UKk
Kubernetes apiserver # OpenShlft apiserver B T B &,

FF A EB OpenShift Container Platform Elasticsearch HEE ML E N HITHERME RS
=g, PRI BEBRIATS S EMEIERER Elasticsearch LI, MNRBRFHITHELZE
EINBIPER Elasticsearch BH&TFE, BIANIZETE Kibana FEFHITERE, NJiER Log
Forwarding API, #04% # 11 B & 4 2 HEF0E AT,

5.1. OPENSHIFT CONTAINER PLATFORM LOGGING #HARNIER
LEARIERTE X T OpenShift Container Platform Logging RZA & I E A AIE,
pasi i
] LAfSR A S RS ST B R I BN £
Cluster Logging Operator (CLO)
Cluster Logging Operator 24t 7 —%H API, RTFZHINAREF. EMEMHEITBENEESIE L,

BE X R (CR)

CR 2 Kubernetes API 93 &, ZEEZE& OpenShift Container Platform Logging f1B &%, &R LA
B 7 X ClusterLogging #1 ClusterLogForwarder B X %R,

E s b

EHBEIE— pod, BN OpenShift Container Platform &4, E©{#H OpenShift Container
Platform Logging & H &,

Fluentd
Fluentd 2— 1M HEWESS, BHBEE OpenShift Container Platform T b, BINEN ARRE.
MR T B EFEEE LB TR .

B3k B

NRERZEERF HIRAITRE, A LENRSFEEREMELZTH pod 51 ARG,

Elasticsearch

Elasticsearch 2 — M B RNILFRM O BI1ZE, OpenShift Container Platform {#f ElLasticsearch #£ 7
OpenShift Container Platform Logging BIZkiIA B 512 (.

Elasticsearch Operator

Elasticsearch Operator FiF7E OpenShift Container Platform _£jZ1T Elasticsearch 5&%,
Elasticsearch Operator 4 Elasticsearch S22 R FIR LB ENARSS, #t OpenShift Container Platform
Logging {£ /.
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e

REIB—MEELA R, BTRETHMUIIEE, =18 RARE D BTN A B
Vi R ERE,

JSON B&idx

OpenShift Container Platform Logging Log Forwarding API BI L& 5 JSON B & 2T BILEF b5t
R, FFEEKZE OpenShift Container Platform Logging B Elasticsearch 2% Log Forwarding
AP| R EMEB =75 RY0,

Kibana

Kibana @& F i 2sm0iEHl &R m, "LETEHFE. TE pie chart Zif). ZIFH L IERY
Elasticsearch ##&.

Kubernetes API R552%
Kubernetes API iR 55 230 1IEFHECE API X REVEIE,
PR3
ERATAFHATEENRFE (M pod) BIBEXT,
Bl
@it OpenShift Container Platform Logging, ‘E_JJ«,L,«nTLFH&r\ BB EITEE, EiLaLL

FelFHERABEEMED, BelRARB=ARE, FERNMUTEFEERINBSEEPN
FhER .

BiCRIESR
ASICRBESMERRERR, NEATHEIE, FRelRLIEEFEHIB=AR5.
Iﬁ\#%

Ib\ﬁﬁ’%ﬁﬁ :J:ﬁﬁ%/ﬂ = E’J E Tho ,.,\_Il«/lﬁﬁﬁ %W)\EI’J Elasticsearch H /u\Tﬁ% _EH H /L;\i-f??:ﬁ U%ﬁﬂ E Iy
g, BOABEFMES T AL F M O AT B R 77 i

BEA#{ETER
HETMEIEZRAARmE (V) E4E, dRTFEERE. K. IRNEMEITFFER, HaisvLi
EK|banao
node

72 OpenShift Container Platform 5£E£/ ) worker #1288, 17 mE B (VM) SR &,
Operator

Operator & OpenShift Container Platform £85#3Ta. EREFEE Kubernetes N FRFHIE LA
5. Operator A RBERNARIGE—NRERERFHR, ZTHEHESEHE,

pod

pod & Kubernetes RMIER/NEHE T, pod B—NHENAEAEM, F1E worker 17 m EiE 1T,
BT A amined (RBAC)

RBAC B— N kEREEH, TMERERR A MITIEMAERETHITEABMEN TR,
Vg

Elasticsearch 5 HEHIEM Fluentd BIEEIBIEEMHRS |, RENHENIRSIXDNENER,
F4 K (shard).

taint

15 RATHAIR pod EESELUM T R L, EAILET R ENA—PHE N5 R,
ZBR (tolerations)

IR LS AR BE pod, FER (toleration) L FAERFHAEEAILES = pod,
Web #£Hl&

FAF &1 OpenShift Container Platform BJF 7 SR E(UI),
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5.2. %F 5 RED HAT OPENSHIFT 8B B &L X FREE
OpenShift Container Platform S5 12 571 0] LAf#E F§ OpenShift Container Platform Web #2&& 8k CLI E8
E logging FR41, L& OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging
Operator, %%k Operator [, EALLEIE— ClusterLogging B & Y ¥R (CR) £ logging FHR4T
pod M #F logging FREFMEHEM TR, Operator M TTERE. AR BEILE F R
ClusterLogging CR & X S#F H &I KHRHNAAHHFENNTEB R ILTKFREINME, DIRE. FiEH
i b B, Red Hat OpenShift Logging Operator &%t logging %%t CR, FHENHEHEEH KD R
ﬁB%Q

EAMNARERLZAGATUEEMIEEEE VI FARAITENHEE.

QD%E%{EI%\, i«%%[ﬁl@alﬁ E lu\”&%%ﬁo

5.2.1. XxF JSON OpenShift Container Platform Logging

IRET LUER JSON HEICKESE Log Forwarding API, f JSON FF £ NGB R, BRI BT
LUFESS -

L ﬁ**ﬁ' JSON EIL.\
® fj Elasticsearch Bt & JSON Hi&EHE

e 5§ USON HEH X Bl Elasticsearch B &%

5.2.2. X FIEFHFHE Kubernetes B4

OpenShift Container Platform B4 ERHEZIFE— 1 pod, BN Kubernetes 4, FH7E OpenShift
Container Platform Logging LK B 1LARER, B F5hERZE Event Router,

MBEEBER, HBHXTREME Kubernetes Fi,

5.2.3. X FE# OpenShift Container Platform Logging

OpenShift Container Platform & E#H OpenShift Container Platform B&id 5k, WA MERS
OpenShift Container Platform Logging If B #T LA Operator :

® Elasticsearch Operator
® Cluster Logging Operator

MB|ELELR, ESHXTFEH OpenShift Container Platform Logging .

5.2.4. X TEBRR R

OpenShift Container Platform Logging {{ZRMR B & chart, EEEN 7 TR Elasticsearch SLFIH91H1E,
1 46 [ R AT ES BRI 2 T RO T ] &,

MEELER, BHEHXTEERFIIFIR,

5.2.5. %F OpenShift Container Platform Logging #fZHEkk
IRA LU HAT LA NS BERR B & R -

173


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-deploying
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-eventrouter
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-upgrading
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-dashboards

OpenShift Container Platform 4.10 H&it %

o HEFEAFRILTRE

o HEEFERATHEMHIIRT

o THRAKILKER

o NINEXFWERTILTEE
o KEEMRINIEHIR

5.2.6. X F &% OpenShift Container Platform Logging

e LR I BR ClusterLogging BE X FHIR(CR)FRELBER G, EMMR CRE, LEEECRBEEA
BIDSRAEMS, SR UL EREA T,

MBELER, ESH E%E OpenShift Container Platform Logging o

527. X FSHFE&
HEILDRRASHFE, SHEMFEREMZEBSZILKF, AM Elasticsearch # Kibana #£3%,

MBEZER, HEHEAXTSHFE,

5.2.8. *?E/p\lﬂi%%éﬁlé 'fq:

logging FREUHH B IEERE EI OpenShift Container Platform £ EN T mAylEES:, ATWEMSE
TRNBEASEHHESABSEME, ERLUERSEF web Ul ERILEEIEQREESHNILAR
*&Q

logging FREMEBRHMEN :

e collection (Yi55) - WAHMERPREHR, BLASHHEKZLXBBAEFE. SaIRISEI

= Fluentd,

® logstore (HEENE) - FEBEMAE, BILZ Elasticsearch, &7 LAEAEKIAR
Elasticsearch H&F M, SUFEEHELZBNMBEE. RIABEEHEET AT LT E
BE,

e visualization (AIfildb) -t UI‘AHATFEEBRE. EFMERE, LRIMEIZ Kibana,

EAXPRREN TS HE i EH B EREME Elasticsearch. #4246 3L Kibana. collection 2% Fluentd, Y&
g Fluentd,

5.2.9. 9&? H Ib\lﬂi”&%%&

Red Hat OpenShift B logging FRARWERRM T R A E,
BABRT, BERESHERUTR
o FIEXRSGIBIHEEILEE journald
e /var/log/containers/*.log B FFIERZEHE
IMREERE T BEREREWEHITEE, ©2M /var/log/audit/audit.log FiKEXHEE R,

HEICRBRESRE—NTIFHARE, ©F pod BBEEE OpenShift Container Platform s, RITKE
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M2y B S EEBIRIERYTL. BEHZ1THIH OpenShift Container Platform BEEHEEE K. NARFEH
&H CRI-O B#5I1EE K, Fluentd MXERINEBRRE, FHERNEBZHAERFL A OpenShift Container
Platform EF'EE%E’J E o

BERIZTHREDFERRINARTERIER, MUE. FSEAMAMELR D, XIEEEFTRURSBE
BIRIR. MRERTRESRFRLERE AR T EAEERMFITEN Pod, NI3KE AP HEK%EE’JL:
B (REFERE) T TH. ATRENNERD KB LTBLE Pod MIMBENBESHEE, EE
B R ERRIR, XHERERNRE B SREMISE B TFRAMmA,

B

E.I-FHE"J%Q“%EJ:?TET?EﬁiwﬁHn **Tl HEHE ﬂ%;ﬁ\ ToiEBRME— E’J/I\J BH& u;.\, tH
REEMRUE BT LUEMAX LE5H BRI KIR,

yu%%%{%l%\y ﬁ%é}[‘%‘lﬁalﬁ E lu\”&%%ﬁo

5.2.10. X FHEEE

OpenShift Container Platform {# [ Elasticsearch (ES) FHEMRREHERIE, (kL) EaTLUER
Log Forwarder AP [§ BER A BINERENE, ZRFLMEMER, SIE fluentd. rsyslog. kafka FlHE A

B,

/b\lﬂ%%%dh Elasticsearch L2 b FHMIE, BTFKRL 7 RMWEREWH. WMNREE KRS
B, BUGBBIEREE=AFERS.

Elasticsearch ¥ HEHUWEM Fluentd BIRRIHIBRF S F5/h, RAEHBINRSIDKRENMER (7
shard(#A)) 588 E! Elasticsearch 5B #Y—4H Elasticsearch T L, f&BILAEZE Elasticsearch &7
2R eERD (F#5H replica(8J#)) Elasticsearch h 24384 E| Elasticsearch T IJ—'-'J: ClusterLogging
BELHEIR (CR) AFEIEEMMAERDF, LURHEBIBTURMBIEREEN, LA LER
ClusterLogging CR A B {R & SRB& k15 E A A K BB H &I R B BINT K,

ﬁ E,E
. RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

Red Hat OpenShift Logging Operator #1185 # OpenShift Elasticsearch Operator HfR &
Elasticsearch " REBE AT HE B S EFMHENM —MERATEHE. TR EN, FAILUEMA ClusterLogging
BENXHFIR (CR) RN Elasticsearch TV R E., AXEEBEFMAVERSE, 155 Elasticsearch 32
=

k

=
A = A A Elasticsearch SMEFEZE D =/ Elasticsearch 71|, &BEEFAAMEN L,

Elasticsearch 35| F N AR E T A& B89 R#EH (RBAC) AILEFF & A GBI B &RV F], B 517 LK
BB RE, FAAAREVINESHEHNASE,

MFEZER, HEHWELEHSF,

5.2 X FHEICFMR AL
OpenShift Container Platform {#F Kibana Z’~H Fluentd Y& F H Elasticsearch 35| H & ##E.
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Kibana @& TN WG &R E, TaTEARE. K. e, Einies, k&Eih, L0
AL H Elasticsearch #3E,

au%‘%%%{él%\y ﬁ%%[}ﬂﬁalﬁ E IL.\__r}JL{bI,\Q

5.2.12. X FEHIKH

Event Router @— pod, B OpenShift Container Platform =4, LUERILUET Red Hat
OpenShift B logging FRITRINEXLEEH, Event Router MFTEUB WESH, HFHEEA
STDOUT, Fluentd W& X =4 FHIFH L 4 B OpenShift Container Platform Elasticsearch SEfl,
Elasticsearch 4545512 infra &5,

R MF)ERE Event Router,

MEFLER, HSHKEHFNE Kubernetes H14,

5213. x FTHEHKRA

EILNER T, RedHat OpenShift WHABILRFREFHEXL IJCIusterLoggmg BE LK ﬁ(CR)':F'E
Y HIBRIANER Elasticsearch H& %, ﬁﬂ%%HE,mi’?ZiiJE{ﬂEE%é , iRl LUE A B AR L Thee
15 B &4 E B SERE I ER S A 2R B4 IE U o

MBESER, HHHISATRLHESHRYL

53. X THE

Vector @ —MHEHEWESR, BIFHEFICTEFRLEH Fluentd W—PMERAR.

LA HiH 23 h -
e elasticsearch.—M448F Elasticsearch 52/, elasticsearch %t FT LA TLS 4,
o kafka.Kafka f$¥, kafka Hit AT AR L 20 TLS iF#.
e loki, Loki, AIAYT B, aETA. ZHAHERAER.

531 /FAME
KU SABE, FRUTHEE OpenShift Container Platform 52 G AR E,

H o
MERXZHE FIPS A&,

FoRFH

® OpenShift Container Platform: 4.11
® Red Hat OpenShift B logging F%%: : 5.4

o EHEFIPS
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% 53 Tf# RED HAT OPENSHIFT WHZICEF RS

1. %i%E openshift-logging % E ##) ClusterLogging B E %R (CR)
I $ oc -n openshift-logging edit ClusterLogging instance

2. 7 ClusterLogging B i Y R (CR) 1N logging.openshift.io/preview-vector-collector:
enabled ST f#,

3. 7£ ClusterLogging B 7E X FIRE(CR)H RN vector fEAEEREL,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

Lfth 8
o MEXH

\

5.3.2. Ja5&L a5 Th8E
% 5.1. B&RE

Thie Fluentd

NARFAREEE v v
FE TN AR FRERH v v
R ZE X0 N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube API 1T B & v v
OpenShift APl #Hit Bi& v v
TFELMLE (OVN) HitBE v v

= 5.2. Kt
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Thig Fluentd Vector
Elasticsearch v5-v7 v v
Fluent ¥ % v

Syslog RFC3164 v

Syslog RFC5424 v

Kafka v v
Cloudwatch v v

Loki v v

3K 5.3. BEE F KUk

Thig Fluentd

Elasticsearch iE+ v v
Elasticsearch FA /7 %/ %65 v v
Cloudwatch keys v v
Cloudwatch STS v

Kafka iE+ v v
Kafka FA /& /B0 v v
Kafka SASL v v
Loki bearer 53h& v v

& 5.4. FsE bR

Thig Fluentd Vector
ViaQ #ERE - N AR v v
ViaQ BIEERE - infra v v
ViaQ $EE A - infra(journal) v v
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% 53 Tf# RED HAT OPENSHIFT WHZICEF RS

Thig Fluentd Vector

ViaQ BUEEE - Linux #H1f v v

ViaQ #iEHEE - kube-apiserver 8 v 4

it

ViaQ #IEEE - OpenShift API 8 v v

it

ViaQ HiEEE - OVN v v

loglevel Normalization v v

JSON f&#fr v v

Lt {e35| v v

ZATEERAG v

multicontainer/ split 35| v v

Flatten #3% v v

CLF 85hRE v v
% 5.5. Tuning

Thig Fluentd Vector

Fluentd readlinelimit v

Fluentd %z v

- chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v

- flushinterval v
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Thig Fluentd Vector
- retrywait v

- retrytype v

- retrymaxinterval v

- retrytimeout v

& 5.6. A Lt

Thig Fluentd Vector
£t v v
Dashboard v v

Bk v

x57.H¥

Thae Fluentd Vector
2RREXRE v v

x86 X HF v v
ARM X #F v v
PowerPC X v v

IBM Z ¥ v v

IPv6 ZHF v v
BEEHEA v

IPEEa N St 4 4
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%5 6 3 2y RED HAT OPENSHIFT 2% LOGGING F%%;

2 6 = 5 RED HAT OPENSHIFT Z% LOGGING FX%%5;

& AT LB ERE OpenShift Elasticsearch #1 Red Hat OpenShift Logging Operator 3£ %24& Red Hat
OpenShift WA FILK F R0, OpenShn‘t Elasticsearch Operator 282 F1E X OpenShift Logging &
FABY Elasticsearch 588%, Logging F%% Operator &0 EIE BRI R HERAH A,

¥ BAEILTEFREEBE R OpenShift Container Platform BT 234 R U TFES :

e [ Logging FROFMIERE,

e {#F OpenShift Container Platform Web #2#&3% CLI %% OpenShift Elasticsearch Operator

#1 Red Hat OpenShift Logging Operator,
6.1. 5 WEB 1£#l& 5 RED HAT OPENSHIFT 2% LOGGING F%4i
& AT LAE A OpenShift Container Platform Web 124 %% OpenShift Elasticsearch #1 Red Hat
OpenShift Logging Operator,
p= Y=\

INRERFHLFEABRID Elasticsearch H&TFE, &R LM ClusterLogging B & Y IR
(CR) H It BRI SR Elasticsearch logStore #0 Kibana visualization 414, MiFRIXLEHEZ
Ak, BRRERR. MEELSELR, HSHETEEEABIA Elasticsearch H&F#
I M BR R {5 B9 ZE 44

FeREH
o fA{REH Elasticsearch FTEMIFAMEEE, STFRE Elasticsearch TTmEIEEH CHEHES,

MR AMERTFTHAMEE, BAEEARARE, X7E LocalVolume ¥R
#) volumeMode: block 3, Elasticsearch FTiE{FARIAILE,

Elasticsearch RREZERN ARRF. HINERT, OpenShift Container Platform %&%& 3 4
Elasticsearch s, HERFIERMEHI) 16 GB, #IAILBEH =/ OpenShift Container
Platform "7 s A BE3% B B W I N Z1E L BFFiZ 1T Elasticsearch, #1RiBE| 5 Elasticsearch 8%
A 77 A, E%ﬁqﬂmﬂﬂﬁ% Elasticsearch T, MAZEMIME T =R LHHTE,

it

£ OpenShift Container Platform Web 2l & &% OpenShift Elasticsearch Operator #1 Red Hat
OpenShift Logging Operator :

1. &% OpenShift Elasticsearch Operator:

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator 5K H1%£ OpenShift Elasticsearch Operator, #AJE = Install,

. #ETE Installation Mode %5 T All namespaces on the cluster,

0

Q.

. #BETE Installed Namespace %% 7 openshift-operators-redhat,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-deploy-cli_cluster-logging-deploying
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J

R JitEE openshift-operators-redhat 22 [F], openshift-operators 3% Z2[A| AT EER
BEXIRHEB operator, XL operator AMEEE, HEHA B metric ATRES OpenShift
Container Platform metric B9&#RHER, M5 BUHZE,

. 1% Enable operator recommended cluster monitoring on this namespace

XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” t7iH, R/
WX AT, LABRERE L 1E1ZEX openshift-operators-redhat #3422 [,

1% stable-5.x £y EHHHE,

HefE— LA SRRE

e Automatic 5RB& /o 1F Operator Lifecycle Manager (OLM) fE&#HhRA A AN BohE#
Operator,

e Manual FKIEEEHAE YL EIERAE A Operator B#,
= Install,

Wid t#:El Operators — Installed Operators T13£ 45 IE OpenShift Elasticsearch Operator
BERE.

8% OpenShift Elasticsearch Operator ZEFT AU B H#5IH, 15 Status 5y Succeeded,

2. &% Red Hat OpenShift Logging Operator :

a.

b.

1£ OpenShift Container Platform Web ##l& /1, i Operators - OperatorHub,

MTET B Operator 5%k A%+ Red Hat OpenShift Logging, A= Install,

. #ATETE Installation Mode Ti#¥ T A specific namespace on the clustet

fATE 1L Installed Namespace THJ Operator recommended namespace = openshift-
logging,

1%t#% Enable operator recommended cluster monitoring on this namespace
IXNEIFE Namespace X R X B openshift.io/cluster-monitoring: "true” triH, &7l
WERRIXANETL, LAA{REEEE L1212 EX openshift-logging #4422 (],

1% stable-5.x £ BEHHE,
PEFE— L AE SRR

e Automatic 5RB& /o 1F Operator Lifecycle Manager (OLM) fE&#hRA A AN BohE#
Operator,

e Manual FRKIEEEHAE YL EUERAE A Operator B,

= Install,

i. @i tN#E| Operators — Installed Operators 713 3%1E Red Hat OpenShift Logging

Operator B #i &%,

% openshift-logging T H F 5 H# Red Hat OpenShift Logging B Status /J
InstallSucceeded,

402R Operator R AWM RE:, HIRMUTHRIITHIEHRR :



%5 6 2 Jy RED HAT OPENSHIFT &% LOGGING %%

e )% Operators — Installed Operators T1HE, Ff@# Status FIFE BB EME RS
R,

e tJ#iE] Workloads — Pods T, #1:% openshift-logging i B Ak & A #H pod B9

A&,

3. fil# OpenShift Logging SEf :

a.

b.

042 %] Administration = Custom Resource Definitions T1E.

1£ Custom Resource Definitions T{HE L, s ClusterLogging,

. 1E Custom Resource Definition detailsT{H, M Actions 3 ¥ #1355 View Instances,

1E ClusterLoggings I/, = Create ClusterLogging.
1R BE TR S IR DT E SR AN E 8HE.

& YAML TR IS EH A L TASA -

LEBRIA OpenShift Logging ERE N Z A] L & MIME, SHBXFILHEE
BEIDKFROGAMMED, LT B XEX OpenShift Logging SREHHITIE
E&E"J{E/%\Q

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" g
logStore:
type: "elasticsearch" 9
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
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184

o o o9

@ O O 9O 9006

requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ZFRAJTE instance,

OpenShift Logging BEER S, E—LHIERT, WMRERT OpenShift Logging HIEK
INME, Mg E%ES Unmanaged, B2, FSEBEFAEWRET, B
OpenShift Logging B NS ERS N LE,

FIF B & Elasticsearch X &, @i {FEA CR, B IEEES FEHIRBMNFAME
ﬁ%o

87 Elasticsearch MNIZREENARRNIEKE, #HA—NEHAG A EA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
Wik, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5,

187 Elasticsearch T RV E, ESHILIIREENE T,

°} Elasticsearch F#M A B FHEENELTR, NREREMRE, FEEQEREHENE
B2, WMRBEREEMI, OpenShift Logging FHE IR F6E,

RIEFEEIEE Elasticsearch B9 CPU F1AEE K, MIRXLEEH, N OpenShift
Elasticsearch Operator KX EIRIME, EIINEUHRERSHBENEE. NFIHKH
BAUME 16Gi, CPUIERA 1,

RIBFEIEE Elasticsearch fKIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator 2 X BEBVINE, BIINBLUHERZSHMBENTEE., AFIFRH
BRIAME N 256Mi, CPU iEREIBRIAME S 100m,

FATFBE Kibana BiXE., @I CR, ALY B Kibana REITTRMYE, FHh
Kibana T B2 & CPU fIRTF. MNEFZER, HSHEERSRATMETE,

FAFEE Fluentd B9 E, BiIEMA CR, EAILLIEZE Fluentd CPU F1IRERIE, NE
BZER, ESHECE Fluentd,



%5 6 2 Jy RED HAT OPENSHIFT &% LOGGING %%

Elasticsearch control plane 71 IR AEE N =1, MNREF nodeCount 15
EHNATF 3, OpenShift Container Platform R&0IEB=NFE Master T 515
{489 Elasticsearch 752 (B& master, client #ldata Af8) ., HE&R
Elasticsearch "7 s OIEE A "(NEIR " R, fEH client #1 data A, control
plane TT RPUTEESCHEIRME, MOESMRERE. 2/ 2DEMRERT =
HIETREED R, FHITESHIBHEXMIEE, 0 CRUD, BRMREE, 5
HIREXNRERSAKRE /0. AEM CPU, FSREIEXLTTR, HEY
B R EHARINE S8R R

40, 03R nodeCount =4, NMAIELML TR :

I $ oc get deployment

i~ Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

FRBIERAIE D FBEBEZET Elasticsearch BB 7 B,

f. mifi Create, X0 logging FR4:4 . Elasticsearch BE L HHREAZHA LK Kibana
#0O,

4. FUFRE -

a. H)#:%] Workloads —» Pods T,

b. %% openshift-logging TH,
BN ZRERLNATF OpenShift Logging. Elasticsearch, Fluentd #1 Kibana B9 pod, 2%
PIFLLUTRAISR -

cluster-logging-operator-cb795f8dc-xkckc
elasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
elasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
elasticsearch-cdm-b3nqgzchd-3-588c65-clg7g
fluentd-2c7dg

fluentd-9z7kk

fluentd-br7r2

fluentd-fn2sb

fluentd-pb2f8

fluentd-zqgqgx
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® kibana-7fb4fd4cc9-bvtdp

Hth

=X

P

L& B OperatorHub B Operator

2. ZEFHES
IR XIEA Kibana, W71 F500# Kibana ZBIERF M H1b, LUMETE Kibana FIRZRF 5 1L B8R,
INRIBEBE RSB N R LM SRR, AIFEE HEIC KT RY Operator BT B 2 [H] BRI 4% 57

IR

6.3. £ CLI &3 RED HAT OPENSHIFT #J LOGGING %%t

& AT LUEF OpenShift Container Platform CLI &% OpenShift Elasticsearch #1 Red Hat OpenShift
Logging Operator,

SeREH
o M{REH Elasticsearch FTEHFAMLEE, FEE Elasticsearch T REFTEBCHEHES.

NRFAMBRATFHFALEE, EFEERRIKHE, 1X1E LocalVolume X §
#) volumeMode: block i, Elasticsearch ;& {FARIAILE,

Elasticsearch R NFHERN ARRF. BHILERT, OpenShift Container Platform &4 3 4
Elasticsearch T s, HERFIEKRMEHIH 16 GB, #IAIXBEHI =/ OpenShift Container
Platform "7 s AT BE3% B B IR ZIE L BF 2 1T Elasticsearch, #1RIBE| 5 Elasticsearch 8%
A 77 (A, E%ﬁqﬂmﬂﬂﬁ% Elasticsearch T, MAZEMIME T =R LHHE,

iz
fEF CLI &%& OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator :

1. 2 OpenShift Elasticsearch Operator & oy % Z2 A,

a. /7 OpenShift Elasticsearch Operator G| —/N a2 [EXf R YAML X4 (65130 eo-
namespace.yaml) :

apiVersion: v1i
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q X8 E openshift-operators-redhat & 22 (6], 4 TFHIEAIBES$EFR (metrics)
22, IERIZHF Prometheus Cluster Monitoring HEFZAC & 4 M openshift-operators-
redhat % 22 (5] RIZEXIE IR ELHE, A ZM openshift-operators fp 4 22 6] H12
EY. openshift-operators 3 ZE [ AIgE D =24t X Operator, X% Operator A#1E
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%5 6 2 Jy RED HAT OPENSHIFT &% LOGGING %%

£, FHABER KIS OpenShift Container Platform g8 REIMEFR, M SBUHZE,
Q FRBBIIRBAIRIEE LN, LAIARERE 2R openshift-operators-redhat
Rz,
b. flliEem&AZEm :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f eo-namespace.yaml|

2. 7 Red Hat OpenShift Logging Operator Qi & Z2[H :

a. 7 Red Hat OpenShift Logging Operator I —Mp& ZE[AXT R YAML X4 (5140, olo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-namespace.yaml

3. @i AL TN R K ZR % OpenShift Elasticsearch Operator:

a. 77 OpenShift Elasticsearch Operator @] Operator Group ¥/ & YAML X ({5140 eo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q 1R 7T38 7E openshift-operators-redhat &34 22 /4],

b. fll# Operator Group X :

I $ oc create -f <file-name>.yaml
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188

o -

$ oc create -f eo-og.yaml

c. AIEE— Subscription ¥/ & YAML 34 ({40 eo-sub.yaml) 3&iT [ OpenShift
Elasticsearch Operator FJ#€p £ 22 [d],

B

o 009

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators" ﬂ
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

RJI¥EE openshift-operators-redhat 5 4 22 [H],
{57 stable, = stable-5.<x> E /8, 1ES WU TER,

Automatic 7o1F Operator Lifecycle Manager (OLM) £ B #iR Ao A B shE#H
Operator, Manual 2>k E55& 4 EIEMA 7 #it# Operator B#,

157 redhat-operators, #15 OpenShift Container Platform SEE¥ %4511 32 R 4% b
(BN BT FFEIEREERE) , 15I8EEE Operator Lifecycle Manager (OLM) B 613289
CatalogSource X[ RHIZ TR,

157 stable RERHTEERANLFIMA, FERT A installPlanApproval:
"Automatic" #J stable & B 51i% Operator AN SN HHHIFAE ERAFIR L 4T
R A,

18 E stable-5.<x> SRERFE EMANLFLRRA, HATHE
installPlanApproval: "Automatic" B stable-5.<x> RTEEF A x IEEME
kA& B304 Operator A & HIFAE R IRA

d. BT R :

$ oc create -f <file-name>.yaml

o -

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator 2 %% £l openshift-operators-redhat fp % 22 (7], FH Sl
BIEBFPBNTIE,
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e. %E Operator 2% :

I $ oc get csv --all-namespaces

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

N p A 22 R RERN 1% A — 1 OpenShift Elasticsearch Operator, iRAS AT RESFIRAE.,

4. @i OB T A RFELE Red Hat OpenShift Logging Operator :

a. M Red Hat OpenShift Logging Operator fll|# Operator Group %% YAML 3 (#0 olo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

w@%\@i?‘é‘i openshift-logging %% 22 ],

b. fl|# OperatorGroup & :
I $ oc create -f <file-name>.yaml

o -

189



OpenShift Container Platform 4.10 H&it %

I $ oc create -f olo-og.yaml

c. BIB—MTHXTR YAML X4 (5140 olo-sub.yaml) 31T Red Hat OpenShift Logging
Operator Byan & Z2[A],

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

IRT38 7E openshift-logging #4226,
57 stable, =X stable-5.<x> {E &,
157 redhat-operators, #15 OpenShift Container Platform SEE¥ %245 11 3 R 4%

(R AT TR EREEE) |, HTEERE Operator Lifecycle Manager (OLM) B |28y
CatalogSource X RHIZ TR,

09

I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator B &% %l openshift-logging 7 22 8] A,

d. %UE Operator &%,
openshift-logging @& 22 i 1 1/1% 8 — 4 Red Hat OpenShift Logging Operator, hRAS ]
BESFTRAE,

I $ oc get csv -n openshift-logging

it Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. fl|& OpenShift Logging SEffl :

a. 4 Red Hat OpenShift Logging Operator |5 HI%I & YAML X4 (40 olo-
instance.yaml) :
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%5 6 3 2y RED HAT OPENSHIFT 2% LOGGING F%%;

tEBKIA OpenShift Logging ECEMN X AT AT FEFIME, SHE X FLHEE
BEIDKFROAEHMEM, LT B XEX OpenShift Logging SREHEITIE
WHIME R

e

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ﬂ B E instance,
OpenShift Logging BEER S, E—LHBERT, MREFXT OpenShift Logging FIEK
IME, MIATEEIZEN Unmanaged, B2, FSEMBELZWREF, B

OpenShift Logging EFIZ NS ERESNIE, MHEEHETZERSTERFEEFTH
BRI IR E .,
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© FATEE Elasticsearch KB, BITEAFELHE (CR) , EUURES A EHI%

B& AN AMEZLE.

Q 87 Elasticsearch NIZREBENAKRIIEKE, fA—NEHAEEA : B
(W)s NEF(h/H). D8I (m)F0F, Flg0, 7d 3K 7 K. BE#EiT maxAge MIBAES
wWikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R

5l

187 Elasticsearch 1 REVEE, HSMILIIREENE T,

M Elasticsearch B AMB FHERET, NIREREMRE, HIEELRIEENE
5k, MRBEREFMT, OpenShift Container Platform R&fE AR Fi5EE

OpenShift Loggings

RIEFEEIEE Elasticsearch B9 CPU FlIREFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator KX EIRIME, EIINEUHERSHBENEE. RFIHKH

RIBFEIETE Elasticsearch fRIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator KX EIRIME, EIINEUHERSHBENEE. RFIHFKH

ZRi\(E 2 256Mi, CPU & RMIBRIAE Y 100m,

FAFEZE Kibana BOi% &, @it {#EA CR, EelLLY B Kibana EEIMTRME, FHH
Kibana Pod Bit & CPU f1NF., MEEZER, ESHEBEAEATMIELTE,

(s
L6
7
BIL(E 16GI, CPU R 1,
0
Lo
®

FFBE Fluentd BiXE, @ {FA CR, EALIEE Fluentd CPU MIRERE, NE

BZER, 1ESHAEE Fluentd,

BT R BRI E S8R T .

a0, 3R nodeCount =4, NAIELMUL TR :

I $ oc get deployment

i~ B
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

RRERED FBEZET Elasticsearch BUET S8,

b. GIELA :
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Elasticsearch control plane 71 IR AEE N =1, MNREF nodeCount 15
EHNATF 3, OpenShift Container Platform R&0IEB=NFE Master T 515
{489 Elasticsearch 752 (B& master, client#ldata Af8) ., E&R
Elasticsearch "7 s OIEE A "(NEIR T R, fEH client #1 data A, control
plane T RPUTEESCHEVIRME, MOESIMRERE. 2 2EMRERT o
BT REED R, HHITSHIBBHEXMIZIE, 0 CRUD, BRMREE, 5

HIEEXNRFESSAARE /O, REFM CPU, FREREXLETIR, HEY
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I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-instance.yaml

X0 logging FR4Gi4H 4. Elasticsearch B E X R AE M LK Kibana 0,

6. @it FIH openshift-logging T H F pod ELIELEE,
*FF Logging subsystem BYZH4, REAZ A pod, REUFLUTII :

I $ oc get pods -n openshift-logging
=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigb6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

6.4. LxFHES
IR RIER Kibana, B/ FH0J% Kibana S EXA M5 (E, LUETE Kibana FRRAMHALKIE.

=l

NRIBAIERE R AR PR I SCHEM AR, RIFE2HE LT FRY: Operator BILI1E 2 8] I M 4457

o

Al

6.4.1. & X_Kibana &B|&E R,
RPIEXE LT IEEW 5 /LB Elasticsearch 323|, E1E Kibana FIRZRMAN it L EE, EUT0|ERE|=
ﬁo

FRFH

o M WINEA cluster-admin B, cluster-reader A&z XH NE®, FHEME Kibana P EE
infra #] audit &3], ZKi\ kubeadmin f /" BB & & X LEZRF|I MR,
INRATLLEE default. kube- #1 openshift- B ) pod F1B &, MIRIZ A LAV RXLEFRE],
BRI LMERU TSR ELRIAS 2 EEHUMINR -

I $ oc auth can-i get pods/log -n <project>

it Bl

I yes
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KINBERT, #HITBEFRKXFMIE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZE7E Kibana FEFHITAE, EXJER Log Forward
API EE%{%FH EF'T«—,‘ H IL;\E’J default ?EUH:IIE,]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REl, XRBTNTEHR, BE—THPHEIRHIER
hRRERE/LOH.

i
7 Kibana I 7E L 3RBI#EAFH LI 5L

1. #£ OpenShift Container Platform 1%l #& # s Application Launcher @ Fi%£5¥F Logging.

2. = Management - Index Patterns — Create index pattern fllJ& Kibana &35 |z

o ELREX Kibana i, MRS AFIUIRRSIBERNTEEEHTIEMBERE. B Rt
—NEH app HIFRBIER, FHERA @timestamp I [A FEREEHASRBE,

o F admin AP EERE R Kibana I, /il @timestamp 5 7] E% app. infra 0
audit =51 0ER5 X,

3. MHFTHIZRBIR R B2 Kibana MLk,

6.4.2. |Z AR IRER 1T E AR E

RSN B AT RE R HI S EMAIRE ., MREXHE, EUIRITFEE OpenShift Logging BREH
Operator BI51 B [A]HI LS TR &

P24 PR E = FE LA F AR E A8 pod SRS Z RIS RE. logging %47 openshift-operators-
redhat 7l B F&4& OpenShift Elasticsearch Operator, F+7E openshift-logging Ui B &% Red Hat
OpenShift Logging Operator. Rt SV AN E Z [ B E.

OpenShift Container Platform y2tiA Container Network Interface (CNI) BZtR B (OpenShift
SDN #1 OVN-Kubernetes) 1Rt NZRAILEE, X MR MIZF L& LS R E Rg,

OpenShift SDN B =##E = :

P2 Sl

XEIMARER, MRZEE R, SRATMERE, AR, WRAFEXLTRE, eil@%%
RARRERE, RAEBRMEIN, IRATRIKAERRIEFZTHNAE, B, EXRERE
PAHFEMN—N S BRICFERNTE HOE S —DMERRE.

ZF
XMER G F LML IRE, SN AM NS EEICFKEXNTE, URFellZzEmRE,
subnet

WEXAFABERE. ERGILRMAREE, THERF.

OVN-Kubernetes #a% {1 FAMZS SRB&, E Ik, 5 OpenShift SDN —Ff, EU/NECERE, URITFREM
_/l\'—:_}'E/L.\d:E*E’JIﬁEHjD 'Jj:-,':—/l\lﬁﬁo

Pk =
o MRMLUZMA (multitenant) EXFHA OpenShift SDN, EMAXFHANITR, 40 :

194



%5 6 2 Jy RED HAT OPENSHIFT &% LOGGING %%

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o T[N, WFMLEIIERA OpenShift SDN L& OVN-Kubernetes, iHHATLL T84 :

a. 7£ openshift-operators-redhat &4 22 [H] Ri% EIRE, Fl40 -

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. 1 openshift-logging % 22 [A| AR — ML RIS R, ©R1FM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t £ £l openshift-logging
TR, fi -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

Heth BT
o XTRILSERME
® X F OpenShift SDN BRIA CNI FLE LN

® XTF OVN-Kubernetes 2ki\ Container Network Interface (CNI) R4
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575 RERKIE

E 5 Red Hat OpenShift EgiE B &1Lk TR, BHFEBE X ClusterLogging B X HIR(CR),

7.1.1. %F ClusterLogging B E R
ZRRERILKFRIIME, EQIEFHEXR ClusterLogging B E X HIR(CR).

ANREZERH T HXOESIESR CR BIULEA,
LUFRABIERT logging FREMEE B E L EHR,

ClusterLogging B X ¥i& (CR) =l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"” 9
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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collection: G

logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

ﬂ £ = instance,
Q CR /i %3 openshift-logging #4227,

g Red Hat OpenShift Logging Operator BIRRE, HIXBE N FZEWKE (unmanaged)
if, Operator b FA#E X FFHPRE B R RIREVEHT,

@ OEEHNLE GEREEE. TRE HRERIREMRFHEL,
© EIRNEE, SEWRERMIBE, L& pod BIFH,
O EFuEBNEE, QERERIRE,

7.2. BEBER&IC <SR

Red Hat OpenShift B logging FRIIMEREFIEIREMN ARRFBRE, FHEM Kubernetes pod #
B tHiEEEHUE,

ERILUH B EWEESRBCE CPU MINTEIR(E, FHIHHEWESS Pod BEREN T M. FIE RN HERK
LEMETR, @I ClusterLogging BE X HR (CR) AHY spec.collection.log.fluentd /753 #i
?i-c

721 A FHHELE

) Red Hat OpenShift Bt i H &1L R F RN A LR EAAR PN BIETHHTRE, H2EAH
thEEE, RATRZTERE., & OpenShift Container Platform X {THRAME BSEHITRES BRI, BRE
ERETAAURENEE, FeliZRXHEMNEEZ . MREAARXEPRERWEEUANEE, B8
B AREAELK, R} OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator &1
TER, ®BBiI%IT, Operator 2RI —UIHLAREE LB S,

IR 27 $14T OpenShift Container Platform X#4d & A #nME &, & £ 70% Red Hat
OpenShift Logging Operator 8 OpenShift Elasticsearch Operator % & Unmanaged,
— NP REEM OpenShift Logging IM&E 7 # X4, BAREWER, EZ OpenShift
Logging ;& [EE] Managed.

7.2.2. #FRAKICFIES Pod

A LUEE Fluentd B&RICRIEESR Pod LUR B TIEFEIZITHIN R K. Fluentd H&SILFUNEEEE Pod
{X1E openshift-logging 7 B 3217,
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it =3
e 7 openshift-logging 5 B HiZ21TLA T B3R EEF Fluentd BRICRINEESS Pod REIFE :

I $ oc get pods --selector component=collector -0 wide -n openshift-logging

i th 7 Bl
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

7.2.3. EoiE HE R4 CPU MIRERE
BB SRSV CPU R BRI 4T VAR,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME
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7.2.4. BER XS REE

Red Hat OpenShift B logging F R BIEZ N Fluentd B8, TTHTIHZE Fluentd BERE A 2380MEAE,
WX ESE, AILAERELT Fluentd 177

o ERFNFRGAR K/

o HUEMRITH

o WL LEINITH
Fluentd T£4 5 chunk (#£) BYEA blob RIS BEEIE . X Fluentd BIEE—NIRES, SAEI NG TF
stage, TEIXANIER, BIBSWERISAH, HHREHR, Fluentd RFRBE queve, TERMERSIGH
EAHBMME], BERBRFEXE, B—LERSFH Fluentd BRI, WRLE A& EHNINAE
I, NRIEFMRIR, Fluentd RRBECEEBMRIEIE (flushing) o
1£ OpenShift Container Platform A1, Fluentd {8 exponential backoff 75 EiH;ER (flushing)
1, Fluentd RINEZAEUERREZ AIMERNE, XABFHA I EWAEREIFRK, BT
FA exponential backoff B4, FER EHERMN AL, ©rITEiEENH EREEER flush 1,
X LS H A B BN IR AT IE R A B = 2 (B B FI ¥R,

o ZE{{t Fluentd WEME, EALIFERXLESHEIEERRNZ AT, ERBRUKIZE

S [EfRAIE SN RO MEHIBINHE. 1HER, REZAREFEETTRXGRAER

% Z2H],

o ELEER, EUUERSHRRAZHIE, BRUEBMNWE, BEVEMISIFMZH, FHE
REMERFEME L,

& ] LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZIE chunking # flushing 174, fAfFiXLE
SHEKBIRME Fluentd ECEMRST A, Fluentd R,

IXLESEY -
o SEXRZYAI TR, BINKEBEN ZEE A LURE BIFH— iR IMEEE.

o FUERATX Fluentd EEMMEREA I T RS HA .
o (XATHREMAE, Bl BEBITIREMLRA R,

R 7.1. &% Fluentd BB S

2 hah LIyN
chunkLimitSize BIMMRKRE, SFFBAEXD  8m

KN, Fluentd £ 1LEHIEES
A—, SRS, Fluentd S %
EBIBABIFIT FF— N Frag b,

199



OpenShift Container Platform 4.10 Bi&it %

¥

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

200

sk

AR ERAKRDN, BN
(stage) #NPAFI (stage) BIEK
No IR X IR /N IX A
fH, Fluentd &= IESEIERMNE
B, HERERRW, FIERESR
RREIEER K,

HERR AR EIRE, & A LUE A
s () . m (@) . h (b
) sd (XR) .

HUTIERRBN T L -

o lazy:E T timekey &%k
KT AR, BTEE
X timekey %4,

e interval : 7T
flushinterval &% 518
B,

e Immediate: TESEUER
me|—NM s £EE
B,

PUTHERR (flushing) BOZRFZEL
B, EiARMETIRSHRIGMT
B, XREEMSIERNIER,

LSRR RBIIT Y

e throw_exception : &
HE—TREHEEEHL

TNo

e block : {Z1EXT#EF1T
HRT, BERZHXEA
STl ) A AR R H 1k,

e drop_oldest_chunk:
JHIBRIBBOER LA 3T (% A
B9ER, |RERAMMELLRTER
20,

exponential_backoff Ei{ 5%
BIs RIS A (BARD 4L

VN

8G

1s

interval

block

300s
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BH ek ik
retryType flushing RIS EIXBI 534 - exponential_backoff

e exponential_backoff
DI INEREIEIEEE
BRI BRI [Al, Fluentd &
MEHT—REAFTES
REROIE], BEEAE
retry_max_interval &
BHEEMNIE,

e periodic : &£F
retryWait 2%, EHiE

BRI IE,
retryTimeOut ERFIC A E R E IR AR KA 60m
8
retryWait T RBERRAIRIN ] (LA AR 1s
1)

0B A X Fluentd REMBEEINESER, ESM Fluentd 318 BV iR,

pii
1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)
I $ oc edit ClusterLogging instance
2. DINSELRUATEMSE :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s g

flushMode: interval 6
flushThreadCount: 3 ﬂ
overflowAction: throw_exception 9
retryMaxInterval: "300s"

retryType: periodic ﬂ

retryWait: 1s

totalLimitSize: 32m g
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@@9@@6@@6

AIEE SN REHIAHITIBRRATBIR R KN,
YR B IR B AR,
EEHITHERN AL ¢ lazy. interval 5 immediate,
EERTHBMRMAERE.
157 LA B B9E 1Tl « throw_exception. block = drop_oldest_chunk,
157 5 exponential_backoff 35 5 AN By S K (B BRI (8] (AR M ELAL)
18 E HHERAMAT Ei BB . exponential_backoff =% periodic.
BE T —RESEPREIBIN (] (AR N ERAL)
BERZ AR B mA KN,

3. BiE Fluentd Pod 2B EEHIE -

I $ oc get pods -I component=collector -n openshift-logging

4. FH7 fluentd EZ &R S R AIFT(E :

$ oc extract configmap/fluentd --confirm

fluentd.conf =4l

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

7.2.5. MR FABRIAM Elasticsearch B&1FEAE, 15 MIBR AR 5 FHRYZAH 4

ENEEN, BEHRBERINBERT, ATFETRLINE=FBEFHEETERRIAR Elasticsearch 77
fRS, A AMB SRR RBIRIL D RERBAM

HaE L, NREAFEREKIAM Elasticsearch H&TFE, ERILLM ClusterLogging B E ¥R (CR) A
fHIBRPIEB Elasticsearch logStore #1 Kibana visualization 2H4, MiFRiXLEHER A LR, BEERER

I}?o

SeRFMH
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o RIFEMBELAREEAENBESIBA ERBRIAM AL Elasticsearch 5£8f, RETAREER
& 4 # ClusterLogForwarder CR YAML XX, KiEE 2A1RE default B outputRefs T
o fAln -

outputRefs:
- default

DI

==
[=]

R ClusterLogForwarder CR ¥ B & #E S % EINER Elasticsearch 58, FHM
ClusterLogging CR #/ifif& logStore Hff, fEiXFIERT, PER Elasticsearch &E&#
PMAGFEREFHEBERIRE, X2FBHEEK.

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

2. JNR7FTE, EM ClusterLogging CR H/ifik& logStore #1 visualization /\77,

3. 1% ClusterLogging CR ¥ collection /N7, Z5RNFEBULLTRA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. FUEIEESR Pod BB EEHEHE -
I $ oc get pods -I component=collector -n openshift-logging

Hith 5w
o FETKLINE=ARL

7.3. BB E A&

Red Hat OpenShift B logging F%4if# F Elasticsearch 6(ES)E 7 FEE H EHIE.

BRI LMER B EEFN, a1 -
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e Elasticsearch &M TENE
o HEEEIPHHBIEBTREEHSE, MEEEFEIREH
o AERiJA] Elasticsearch #U3E

Elasticsearch R REBERN HRZF., B Elasticsearch T R#EEE D 16G NIEFRH B AFIE KR
{HMIEZE, BRIE ClusterLogging BE L HIEF HEIRE. =AM OpenShift Container Platform 7 sH
AIBER B LA #F Elasticsearch £8%, & JITE OpenShift Container Platform & FRRINEIA I TT T
B AREREESMNNGEZIT, 81 Elasticsearch T &% AIEH 64G 1 ARTF,

B Elasticsearch 11 S & AT LIER B AGFERE Fi21T, BEEFIMERREIGIEM,

7.3 [{FH 1T BEL A BB &7

FINBERT, OpenShift Logging A&fFH 1T HEFMETERER OpenShift Container Platform
Elasticsearch BEFM ., BAILUGHITEEALXE LB EFME, F, E8LUE Kibana R EEFE .

ERHITEELERIEIABAER Elasticsearch BHEFNE, BHIENELE Kibana P EFHITEHRE, BAJFEH
Log Forwarding AP,

BF

MIER OpenShift Container Platform Elasticsearch B R A it B ERHR 2 EE,
FOEER % i B SN RS RS RE TN MBUEEM, FHIRGEEMRT. Red Hat
OpenShift B logging FRARFEIXLEHSE,

iz
M Log Forward API f 811 BH & 4 EIPER Elasticsearch £ :

1. Q8= E X ClusterLogForwarder CR X RE9 YAML 3244 :

o f|E CR LUSFIE BEK B L ZEEIRER Elasticsearch Z£41, &8 LIE AT B RIS R
TERUT R :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ B (pipeline) E X fERIEEREHEAMBEERE, Bk HNBEEE L BRI
Elasticsearch SE4,
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pa -

B/ MEEEBPEERE=MEENARE : MNAERRF., EMREMFEZ, R

BRARERSRE, IEARHFEBEFHEHER,

o MREAB—NINAEH ClusterLogForwarder CR, HFEERINEIFH T HEMNE K H S,

BARFREE LRI, Ha0

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

ﬂ HEERAIREEF N, AFFFHITHELERIRNER Elasticsearch 5L,

Hith BHR

® BX LogForwarding APIIEZER, HSHMER Log Forwarding APl ¥ % Hi& o

7.3.2. BCi& B SR BB 1]
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IR LABC & (REFEERS, $8TEBNIA Elasticsearch B EEMHIFE =N AKEMZRS MK - EREZRMH B &,
rﬁq*ir_alb\*DEﬁl—]‘E/b\o

ZRERB RS, MFEEN ClusterLogging B E KR (CR) AR ENHEIRIZXE maxAge 58, CR
X Le{E N ) Elasticsearch JRNERE, B©IRE Elasticsearch Al it BRIZEHZRE |,

INRRB|IGLUTREZ—TE, Elasticsearch RIRENIFRB|, BIUFIMNHRS|IHAUIBRHRAI
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB BE.
o 3RBIH doc MK T E 5 F#FLL 40960 KB HIE,

Elasticsearch RIRERELE MR B RIEMIBRAZNIFEE, MREERE HMEMEHEROERBRE, NEKIAE
7 RIEMERAE.,

FRFH

o WWii%%k Red Hat OpenShift #1 OpenShift Elasticsearch Operator 8 logging F % %%,

iz
EE% E IL;\ E\I%IJETJ_ ]‘E—[J .

1. 4@’ ClusterLogging CR, LURINS{EX reservedPolicy 54 :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

187 Elasticsearch MIZ{RBEEN B &R A, A —DEIANE AL : B(w). DI
(h/H). 2Eh(m)FNF, B0, 1d KEK—K, BFE#EiT maxAge B9IA BES MR, ERINE
/R-F EIL\E{%E 7 960

2. &= LUSSHIE Elasticsearch B E X BTR (CR) HHYi%
5140, Red Hat OpenShift Logging Operator E%)?TLX'F Elasticsearch CR LAEZ & {R B4 SR EE,
S XE U/ NHRS BN BRERKFRS|, FEIRDIE 7 XINRIREHBZRE,
OpenShift Container Platform & 15 2410 &E— R, LAEREHE BRI,

I apiVersion: "logging.openshift.io/v1"
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kind: "Elasticsearch”
metadata:

name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m 6

NFENEER, FRERBARMEHERFIRNZERNBE,

f+ 2.5 {& OpenShift Container Platform MIFRIZENZREl, L% &R E ClusterLogging CR
% B maxAge.,

LIRBHZRBIEF, OpenShift Container Platform BEZ EMZRF | Fik, ItEH
ClusterLogging CR ##J maxAge ‘R,

OpenShift Container Platform 4 IH&iG &R IZ EIREIZRE ], XRRINXE, FRAE

o ® 00

Xo
P2y~
R X FFEH Elasticsearch CR, X[{REEZRIEHIFTHE B NEB 7L ClusterLogging
CR Hif4T,

OpenShift Elasticsearch Operator 8% cron job, LAERE LIRS NENRGNRDIZRE], FEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

7.3.3. hBEEMEE CPU MIREFEIE XK

BMAHHASE R VFHEE CPU MINFIER, AN IZFohiEXLE(E, EH OpenShift Elasticsearch
Operator R & & L ME LU RIMENE K,
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TEARBERED, Elasticsearch RIEERBHNEIINEFERETERE, MMSBRIERTSHRH
OOMKilled, INREBELX/NAR, V5= Elasticsearch IR TEIE KFRIE.

B Elasticsearch TV RE AT UERBEHAREIXE Fi21T, BEEFBEHDREVCIEM, SFEI
1B, NEA pod NMIZNEBHBEN TV TERIAN 16Gi, RIFNEN pod PERABIT 64Gi WREBZHIE

o

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
resources:
limits: 9
memory: "32Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

IRIEFEZIETE Elasticsearch B9 CPU MIAEFFE R, MNRXLEER, N OpenShift
Elasticsearch Operator RIXEIIAME, EIINEUHERSHBENEE. NFIHKHER
IMEH 16Gi, CPUEKRH 1,

pod AT LAFE AR K FTIRE,

R pod FFfREIR /N BTIR,

o0 o

RIBFEIETE Elasticsearch fRIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERZSHBENEEZ. NFIHKRHR
A 256Mi, CPU IERKBIERIE S 100m,
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TE & Elasticsearch REER, HREMEN 1Z B FEKFRIE,
a0 -

resources:
limits: 0
memory: "32Gi
requests:
cpu: "8"
memory: "32Gi"

@ FrRnEAKE,
@ =EEE%

Kubernetes —fi% B 1E 17 mBLE, AT Elasticsearch EREEMRE. N iEK (request) F1 BRIE
(limit) & BHRBEME TR Elasticsearch AILMFRGBREEMRNE, BETSEETHRG.

7.3.4. HBEFERES HI5R
BT LUE Nl SR B AR RO BB 7 sz [B] & 1l Elasticsearch 200 F -

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

P

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" 0

ﬂ N FREETRER, ERREREFENA.

® FullRedundancy : Elasticsearch &8RSN ED A RESHEENBIET =, XA
RMEENELMYE, ERNEFESARENMIFAMERE

® MultipleRedundancy : Elasticsearch &8RN ED S I —FHEIETY
o XAERES MR ARERIFIITR,
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e SingleRedundancy : Elasticsearch HBNHR5INED FEIEF—1PEIXx, REFEED
PANEIBT =, BERERAATRAERRE, ER5NMRELZ T RN, el
MultipleRedundancy, EARBER LLEREE N A F # 1 Elasticsearch 1 smHIERE,

® ZeroRedundancy : Elasticsearch RI/EE D FHIRIAR, IR KA EHRE, M)
AIREER RS AERIE. MREBEXEMEMIERSM, HELRT BDHW#EE/PVC
FiD/ RS ERBE, WLAEEMERLER,

% o
_ FB| R E D H M EZST Elasticsearch #UE T A,

7.3.5. 4&1# Elasticsearch pod
> S BE R Elasticsearch pod ${E B8 = 5 BUEIE % K= Elasticsearch MEEE T,

INRAER, RO%Z—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR IR [E14%
faig, ERLURIE S — 1 pod #H1T4E .

pa -3
: #NR Elasticsearch 5£8¥1% & & ZeroRedundancy, |45 Elasticsearch pods

7.3.6. hBEEHEEZTAEEE
Elasticsearch BEFAMENE, FHREBIR, Elasticsearch tEaEHE,

DIk

==
=

1E Elasticsearch FHEHR AL NFS EERESHFTAMLS (B @S NAS bl
Gluster) , BN Lucene #KiiiF NFS TREMIXERGIT N, BUIREARGANE Ath /o] 3
ARESKE,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

Y
1. %% ClusterLogging CR, FEBHHNENET RIEENAEIFAEEFH,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
#...
spec:

logStore:

type: "elasticsearch"
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elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AHIFRIEE, KEFHEMEET REBAERTHER200G"H AWS B SSD (gp2) i PVC,

MR AMERTFHAMEE, BAEEARARE, X7E LocalVolume X RAH]
volumeMode: block i, Elasticsearch ;& {FARIBILA,

7.3.7. 71 emptyDir FEEE H EFME

&R LU emptyDir 5 BEFMERBEERRCR—NMu 8E, InHEE—-BEREFRE Pod BIHEER
%%%O

. R emptyDir i, MBEEXEFLEAEEME EESTL,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

AR

1. 4%% ClusterLogging CR LUIEE emptyDir:
spec:
logStore:
type: "elasticsearch"
elasticsearch:

nodeCount: 3
storage: {}

7.3.8. 14T Elasticsearch £ A THES

£ E X elasticsearch Bt &M 51 3 {E{ elasticsearch-* BEE BN, HUTRNER,

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIRIER,

FRFH

o WIZ% Red Hat OpenShift Logging #1 Elasticsearch Operator,

e
PATERBRDER -

1. i# A openshift-logging T8 :

I $ oc project openshift-logging
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2. FREY Elasticsearch Pod B9&# :

I $ oc get pods -I component=elasticsearch-

3. 4EIHINEESS Pod, LMEE({Z 1L Elasticsearch £ A :

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. {#F OpenShift Container Platform es_util TE#{T9 F AT RIF, BEREXNZAIXEESE
AR RFERIE -

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

a0 -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

i th o Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFFIEIEA R KT b 1750 F 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TifE, RESMHEFHBE—TESKEE:

a. BAERT, OpenShift Container Platform Elasticsearch &Ef &R IEEE T m#fEHERE, &
FALUT e mRATFHEHERE FH fo1F Pod JREREH :

I $ oc rollout resume deployment/<deployment-name>

o -
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I $ oc rollout resume deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

EET —H Pod, & Pod EAMZEMABRE, MEEMEHTT—EE,

I $ oc get pods -I component=elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. METMSG, FE Pod LAEIEHLEE :
I $ oc rollout pause deployment/<deployment-name>
4N -
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
=1

I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1% Elasticsearch £EEE AT green ¢ yellow R :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

=

IMERIEXT ST e 5 P {FEAM Elasticsearch Pod $4T T HEHERE, 1% Pod FF
BEE, HEWAFEFERFHTH Pod &F5,

-

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
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"active_primary_shards" : 8,

"active_shards" : 16,

"relocating_shards" : 0,

"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
ﬂ ERSARERT, FBRILESHIEN green & yellow,

7. WNRERT Elasticsearch ECEBEIRETS, 15X B Elasticsearch Pod E& X4 1%,

8. HHEMNNMARER, EFERASHTE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
i th 7 Bl

{

"acknowledged" : true,
"persistent” : { },
"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"

9. ' BIESS Pod, AMEEI&E#EE L XE Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

7.3.9. MBEEMERS AT KA

RINBERT, TEMBERICFKERALIGREE T Red Hat OpenShift B logging FREM B EEE. &
AT LS F— re-encryption termination 2= FIERE, LASCIRAER ST B S F 8RR 558915 7] SRR BN,
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A, DR UENBOUE—NEFINEBIRE, £A OpenShift Container Platform 5 H1 2 &4&#
Elasticsearch CAIE B LUMAER VT IF B EZ ., RE, FRSSLULTRAM cURL EKITAEE B EEE
AR S5HOTT M=

e Authorization: Bearer ${token}
® FElasticsearch BTN K EF Elasticsearch AP 153K o

FERER, ALAMERBEEFESER PR BEFEERS. SAUERUTHSZ—IRIE :
I $ oc get service elasticsearch -o jsonpath={.spec.clusterIP} -n openshift-logging
i th o Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R DR R N TR e S EERS 1P il

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

it Bl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0Q--i--i----i--i-- --i---- 108

FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

o BwMBATBEBVIRNR, MEREVIFHEBSE,

i =2
KA ER AT B S TFE

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. MBEFMEIREL CAIEHH S A admin-ca ST :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
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Ll N
I admin-ca

3. LYAML XX R0 B S FHER SRS A -
a. FRAUTARLUE—D YAMLIX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

Q@ FINBEFEN CAIENRER TS hmh S, B BILE— L BTN B
spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. 2T T e, HHEEEWE CAIUERRMEEEL—2 FOIENEEEH YAML & :
I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. DIEERRH :
I $ oc create -f <file-name>.yaml
=1
I route.route.openshift.io/elasticsearch created

4. BEZRENFFT Elasticsearch RS :

a. IRERLLBRSSIK B9 RS, LMETEE KPEER -
I $ token=$(oc whoami -t)

b. fHEOIER Elasticsearch BB NIfELE,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIEBHARTOIREMND), HSTU TR aRRITAFHEEE R Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

HAa R ELFF -
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it Bl

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

7.4 BEERSAMMUETIE
OpenShift Container Platform {# f Kibana &7~ logging R4 INEH B EH#IE,

BRI LAY & Kibana ESCHITTR M, F4 Kibana 17 mECE CPU M1R7E,

7.4.1. i2i& CPU MINFMR(E
logging FREGEH VPR CPU FIAERR(EFH1TIHEE,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
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cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FINFERE&IER, XFF Elasticsearch, R EHEEE KE
FORRHI(E,

@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ RERZIREESKERN CPUNNERERIFK.

7.4.2. HEEAM ST R BRITRME
BT RIEE B R LA L 2860 pod LURIIE M TTRIL,

i

1. %i%E openshift-logging % B #1#J ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
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kind: "ClusterLogging"
metadata:
name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas: 1 ﬂ

ﬂ 87 Kibana 17 EHIEE,

7.5. Bb& B &I K FRYOEME

Elasticsearch R AFEEBEEN AR, RN ILRFRARENNFERNAEFRETRE 16G AF,

B #H) OpenShift Container Platform 7 sR2H AT BER B LA #5F Elasticsearch &8, R4 717E OpenShift
Container Platform & RN T =R, FREBABRNKNESNNGFRIZT, B Elasticsearch T s
A LUEBENRFIXE Ti21T, BEETIMERREUGIFEM,

7.5.1. Red Hat OpenShift B &Ik F RGN EMEEEEI

B Elasticsearch SBBEEHEE—MFAMS., £ OpenShift Container Platform A1, XA LAER
PVC &£,

NRFAMEBRAFHALENWE, EAEERRIKRTE, X7E LocalVolume X KRR
volumeMode: block i, Elasticsearch TiE{FARIBILA,

OpenShift Elasticsearch Operator {# i Elasticsearch FR&H 7 PVC 88,
Fluentd J¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 5 E] Elasticsearch,

Elasticsearch EERWAGFEEHITREESHIRE, MREERVHANE, SHSTELEMN, ERFEIXAN
A, EEEN RRR B EHIENEHE, FoERERAFMENTREERE.

INERT, UEFEHEBEH 85% i, Elasticsearch &2 1A S EHEIE, 90% i, Elasticsearch

SEARENBER TTRINESFEREMIEMT R, B2, MNREMEFEET 85% LT oA AFiE
Z8[H], Elasticsearch &40 ZFRE1F BN RED,

e

Pz
XS, (KK ZE R Y RIARA T M Elasticsearch BRIAME, BT LUBTUXLBINE, RR
EREAERNRINE, BT EEERPBEIOIL(E,

7.5.2. A BR
o HETEHBERAIE

7.6. HBERILKFROHEMHEE CPU MAREFRE
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BHUREFSRERES D BRICKFRALHH CPU MINERIE.

7.6.1. EZi& CPU MINERRIE
logging FREGEH VPR CPU FIAEZRR(EFH1TIHEE,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: e
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
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logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

RIEEEIEEHEEFMHEN CPU MRNERIERIERK, X F Elasticsearch, KA IHEIE KA
FORRHIE,

@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ RERZIREETKERN CPUHIKEFRERE

7.7. EAREE R4 OPENSHIFT LOGGING POD &

BRI LAME TS S AR KR logging FR4: pod EHRFE T = LizfT, FHREEMITEABAREXLT
1217,

15 RABBEZH F 8 key:value Xf, TR EMTRIET T RFRABETEIFLIT = pod,

key B& K7 253 M FRVERFRFH, value NIZH KT 63 NMFRGERFFFH, FRBLMUFE
FHYFFL, AEHANEEFE. 7. EFHF ARMTHL

AR BAERILKF RS CR A

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
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storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: 9
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

LR BERINE Elasticsearch Pod,

9 IR BERINE Kibana Pod,
9 AR ERINEIB KL KESS Pod,

7.7 ERABBEREZEF B EFM pod RE

TR LLEIETE pod LR BERIEH HEF#E pod FEWFLET m 51T, FFBALEH M T VF 7 HifE fRixLE
TR

f&a L@ ClusterLogging BE X HHR (CR) [NARN AR BEEM pod, Filid 17 s AR5 MmN A
BT, TR Ersm2—1 key:value X, S8R REERABEARRITF L5 MM pod, BT FERAAREH
ftt pod EHIHFTE key:value X, BJLABIR{BEFME pod BEBIEIZ T m LiE 1T,

BRIANERT, BERFE pod BEUTABE :

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"
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FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

T
. FERUTHS, H5aRmEIEEE EFE OpenShift Logging pod BT &R :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
a0 -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFIE nodel EE— NN elasticsearch B{E ) node Bi5 5, 155 RE NoExecute,
B8 NoExecute R = HE 515 R ILER Pod, FHMRATERIIAE pod,

2. Yw%E ClusterLogging CR #J logstore #1143, LABCIE Elasticsearch Pod BB :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

by IEIRED=: O N
157 Exists operator RE TR LB —NHHEHN elasticsearch H75 =,

#5E NoExecute &,

- -

(7)) $57E tolerationSeconds B, LUXE pod E4%ZF B A LURFFHEE EITT AT
—l;/io

AR ES oc adm taint S OIEMNIE mILE, EELLEREM pod ATLLAEE] nodel L,

7.7.2. ERAABERZEF BETE pod ME

BRI LLEEE pod LERBZERIES Curator pod EMRLET R Eiz1T, FHEHIEEM TN EERXLT
=

ino

& A LLEsT ClusterLogging BE LR (CR) HARBENAEIHEMKAL pod, Filid T &5 =
MAET R, TTREMERE— key:value X, BT RBERMBERBFIZI5 MM pod, @i FER%
B1EHM Pod LERAMYFE key:value Xf, AT LAA{R(L Kibana Pod BES1E1% 17 s Li51T,

SR

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
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ff

L=
L ERUTRS, F5_RARMEEER EREREAMIE pod :

S

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlan -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— M)y kibana BfE ) node B75 5, 75 3R 2 NoExecute, Ei4/iifE
F3 NoExecute 5514 &. NoExecute (IE 55 mILEM pod, HMFRALENINE pod,

2. Y@%E ClusterLogging CR Y visualization 284, LLEZE Kibana pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: 05
157 Exists iz &R, LIEKILE key/value/effect 544,

#5& NoExecute &,

- -

(RI%) 157 tolerationSeconds 5%, LUXIE pod TE#ZE H &1 0] LURFFEPTE BT s B
o

AR ES oc adm taint 5 0/EM)5 R, 2R pod ATLLEEE] nodel L,

7.7 3. ERABERZEH B E WSS pod NE

BRI LB TE pod EEAABERBRBKICKIESR pod AWML T =R L5417, FHELLHEMTFEREIE
FIXEE T =

& L@t ClusterLogging BE X IR (CR) NARENBARBEICKKES pod, FBiL T A& S
15 RN AR . BRI LMERTS MR REHAR pod ARENAEFEF CPU [A] &M # 4K R,

RAERT, BEICFNESS pod EEUTERE :
tolerations:
- key: "node-role.kubernetes.io/master”

operator: "Exists"
effect: "NoExecute"

FoRFMH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
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s}
e

1 ERUTGS, FERRmBEEE EFERTILRNEESS pod BT R :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 EE—E N collector BfE 7 node BI75 5, 755 SR 2 NoExecute, &40
&5/ NoExecute j5=1%&. NoExecute [iE 575 mEEH pod, FHMRALTENILE pod,

2. %iﬁ CIusterLoggmg BHELHEIERE (CR) B collection /77, LAEEEH&ILKINEESS Pod WA

collection:
logs:
type: "fluentd"
fluentd:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILES key/value/effect 544,
157 NoExecute 3R,

(AIik) $57E tolerationSeconds S#, LUXE pod TE#EZ AT A LURFFIEE BT s BT
*

0

- -

o

L RBES oc adm taint S OB RIEE, EFLLERHN pod ATLLFEE] nodel L,

7.7.4. HL R

o AT RITRIEH pod KE.

7.8. AT A ERBY BRI R FRATIR
IRET LAME AT Sk 28 45 Elasticsearch #1 Kibana Pod B3EEARM T & L,

7.8.1. %75/ OpenShift Logging %R

R LABSE Cluster Logging Operator, LUSAFHEICKFREAMR Pod (40 Elasticsearch
Klbana) BRI AR T mLE, EFIERN Cluster Logging Operator Pod MEZEAM B E,

BN, EEILURN CPU, REFIRE E RS MY Elasticsearch Pod B EI— N MM = L,

FRFM
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o W& % Red Hat OpenShift Logging # Elasticsearch Operator, ERINEMR T % H REIX LT

Y]
BEo

it

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

proxy:

226



B7EKEASHE

resources: null
replicas: 1
resources: null
type: kibana

wﬂﬁbu nodeSelector $%, FH X NEAFEBEBIMEHENE, EILURE T RIEEM
&, A& EA nodeSelector S <key>: <value> Xf, fIRIEFE infrasructure 77
=BRNTEE, TERNTCENER.,

SNy
SR HGREE®%0), B LMER oc get pod -o wide 3%,
4N -

o MEEHIEE ip-10-0-147-79.us-east-2.compute.internal 7 = _EHJ Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

fai th o B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o KEEN Kibana pod # %] ip-10-0-139-48.us-east-2.compute.internal T /1, LT mE—N%
PR ELTHIZRAL 77 5

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.23.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.23.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.23.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.23.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.23.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.23.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.23.0

HER, %1 =E%H node-role.kubernetes.io/infra: " label:
I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml
=1

kind: Node
apiVersion: vi
metadata:
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name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk 2s

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ TR R LUTE T RAIAR FRE label,

o {R7Z CRG, Al Kibana Pod #8244 1E, M Pod SMERE -
I $ oc get pods

fai th o B

NAME READY STATUS RESTARTS AGE

cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 37 pod AL F ip-10-0-139-48.us-east-2.compute.internal 77 s L :
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I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
i Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o FZE, R4 Kibana Pod $SHEMHIER,
I $ oc get pods
Ll N

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

7.9. Edi & SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZEZMB & (journal) ILENEIE, R NVAERINKEIEER, BT ERERFRSHARID
%1 Fﬁ'L/LE/L.\* ﬁ‘é’%%%

A 1#EF= LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEEEZHS) LIFFLEAE
EREH,

7.9.1. 5 OpenShift Logging EZi& systemd-journald
FEETENT R, BRANBFILRIMNERERZH1T — LI,

Blan, MMRARDHERIENER, NTEEFEEIRS journald BRI, &0 LLHZETETR E N ERPIR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

A UMERSEHBE. BEFERBNNE, MEEFHEAS, UREMILE,

it

1. G — Butane E2i& X4 40-worker-custom-journald.bu, EFa@ &5 EMEXNE
/etc/systemd/journald.conf 32 {4,

% o
A% Butane BEE, S [H"[E A Butane fIENEEE",
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variant: openshift
version: 4.10.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no G
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

W& journald.conf XHBIINR, EIUEETTIZE S 0644 ,

®9

B E %TEEHE,b\'érli#?é%bﬁﬁ)féﬁlﬂlﬁo 1B yes REUHE, FIETE no FELEE

ERAHRAZAEER. 8MRIMEN no, BE

o

e ForwardToConsole ¥ A& & BIRGIRHIA

e ForwardToKMsg % H &% 4 IR HEER AKX,

e ForwardToSyslog ¥ H&E# 4 £l syslog =712,

e ForwardToWall {5 R{FE NiEERE X AMAERMA .

IBEFMBEXENRKN I, WA, HBE LA : "year". "'month". "week".
"day". "h"="m", fiA 0REM, KIAMEH 1month,

o

BB EERE], SR 7E RateLimitintervalSec & X YA [A][A]fEA UL R RateLimitBurst §5
EBEEE, NZEEBRRAMRREH —SERMaEER, BERRRLSER, BUELE
RateLimitintervalSec=30s #1 RateLimitBurst=10000, &1 122\ {H.

®

6 IBEEEEMNFEAN. BILH persistent :
e volatile 7£ /var/log/journal/ R 1FfERF B HEEIE.
e persistent I8 HEFRFEIRER /var/log/journal/, IMNRXNERLSEE, systemd F
KOEXDNB X,

—— AL . - - I F L NV A e TN b — 1
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® auto *fH&MFNWA/E /var/log/journal/ A (AURMFEXTHK) o WURMNFI1E, systemd
KI5 B R RTETE /run/systemd/journal /1,

e none AEfERRE. systemd ZEFERE.

5 ETESS ERR, WARNING, NOTICE, INFO #1 DEBUG El,bﬂ%ﬁﬁumﬁiﬁu%ﬁﬂﬁﬁﬁﬁﬁ
B, systemd 7£3UZI CRIT, ALERT = EMERG BEEAIANHTRE, BIAEN 1s,

EERSATUEANKRKE FINMEH 8G,

1B7E systemd IR % DHEEZE R, BUAED 20%.

9009 9

18 ERTZ1E /var/log/journal B BESXEFRIRAKRN, EIMEH 10M,

SNRMPRFRRE, EAIRRSF RS ARICK T RN CPU AKX
n, ?UE%‘E—%kiﬂfl«lﬁu_JJ«M&’BE?EIJEE’J{:.Mo

MEBTHRELRXT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, % 0T E 7 H
BB B AT BEASE A T OpenShift Container Platform,

2. {8 Butane &£ MachineConfig % &2+ 40-worker-custom-journald.yaml, ©a=ZEE{#
57 RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3. NFAYSRECE, I -
I $ oc apply -f 40-worker-custom-journald.yami

i 2R 0 EIFTHY MachineConfig XI5, F4mK#T#Y rendered-worker-<hash> ki A,
B EHREEEN T RPN AR

I $ oc describe machineconfigpool/worker

=1
Name: worker
Namespace:
Labels: machineconfiguration.openshift.io/mco-built-in=

Annotations: <none>
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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7.10. 4P

7101 A HFHEE

3 Red Hat OpenShift B¢ & H &1L K F RN TR A ERHEAARXE RN ERETHHITRE. F2EAH
fhECE, R ARZTIFE. &1 OpenShift Container Platform & {ThRAMEBSEHITRES BT, RE
B2RTAETRENEE, FrEEZNAXHMEESL, NRERAAXEPEHENEEUNANEE, B0
BN ATEER FE K, BN OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator &
TER, BT, Operator 2RI — UL REE LB S,

AR A7 4T OpenShift Container Platform X#4f& G iR MNEE, & £ 77% Red Hat
OpenShift Logging Operator 8 OpenShift Elasticsearch Operator % &% Unmanaged,

— N AREEM OpenShift Logging IME 7 # X4, BAREWER, EZ OpenShift
Logging ;& [EE] Managed.

7.10.2. X FFHIECE
IR Red Hat OpenShift Logging Operator IXB NWIEZEIRS, FEEESRLLTAHS -
e Elasticsearch CR
e Kibana &
e fluent.conf 304
e Fluentd SFi'#Hi2&
IR OpenShift Elasticsearch Operator 1% B WIEZEIR ST BEELA T HG -
® CElasticsearch BE X,
BN X RFHIB T a4E
o ERERINAERE., BEEERRINNESRLRE.

o REMBERSMIIE., B EENESWRESRHHXHNAE, BRiILH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,
o FAMRTEAERKICKBESR. ETRERIMNEEERERATIRES,
o REHSBESRNEASHAR, ELTEERIMABEMEEL.

7.10.3. 32 % Operator X iFREE

Operator B9 ZEHAK L RE T —1 Operator @ BRI R EREHPHEXAGHNTR, W0R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFRRWEIELR.

RRCALUEFREIMERBENAIRRPER, BLTFHERERSEH Operator FRERZH, KHE
BAREREEES N HENEENFR,

AIE AL T %0 Operator B WIEZEIRS :
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e Ji3T Operator ACi&
J3I Operator MIEZE A 2A managementState 5%,

X e LU AR AR I, ?'JZKHX
JRF Operator, 530, Red Hat OpenShift Logging Operator @I I8N EEEME E LT
(CR) EiAF|IER), ™ Cluster Samples Operator 1§ 7 5256 HECE ¥

5 R
£ managementState Z${E{’y Unmanaged E#& Operator A2 ETNEERER G
RUIT SRR EHERBIRE,
FEFRE,

R, AR
—4L Operator AIBERAZFHHERRE, R NCA ISR

Digk

=
FHHIT Operator BN IEZERESE SR 2 EHEMINEE, IREW
A ITE 28 (Managed) RSP AITUES HIIFEMRERS I

® Cluster Version Operator (CVO) &3
A spec.overrides SHRMNEI CVO EEEH, LUMEEIEGRENAHHBH CVO
o T—DHMH

AERLT:S T HEEMT
=, F—1MHHM spec.overrides[].unmanaged S E N true R IEEBE AN FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing

Digk

==
[=]

WE CVO BHERFEBIMEHLTIAZIHRE. EMRmEERER, ¥
A UEINRERFET ARG R
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%5 8 & {8 LOKISTACK #1TB &Il *
1E logging FREIXHEH, LokiStack 25181 OpenShift Container Platform B {p5SIESE M 2 #F Loki #
Web RIBMHE, LokiStack BIMLIE(E A OpenShift Container Platform S 4235 1iE 3 i I SEfE % 78
Flo Loki 1% BETRMEM N BNHE AN EREFE.
Loki e— M AERY &N, aETABEZHEANEERERS, BRfEMEKILKFREANEEEHR
fit, Elasticsearch {E ingestion ;X252 F5|1EF AMB&ILK. Loki {7 ingestion it F2FAZRB|JLNE

EME, FIERBES RN, EIFMEAER N, XEKE Loki T ERIMKERS, EITLUFEH
LogQL HEEHES &A Loki,

8.1. FRF K/

Loki BIR/NMEF N<x>.<sizes 183, HH{H <N> 2HIMS, <size> F8EMREREN.

% o
Ix.extra-small (N FEREH, HFA#HEHE.

5 8.1. Loki X/

1x.extra-small x.small Ix.medium

BuE L NAFET. 500GB/day 2TB/day

BWE R (QPS) AFET. 25-50 QPS at 200ms 25-75 QPS at 200ms
SHREF i 2 3

H CPUIERK 54N vCPU 36 1 vCPU 54 4 vCPU
BRFFEK 7.5Gi 63Gi 139Gi

SHERLE R 150Gi 300Gi 450Gi

8.1.1. XM API B E VL EIEE W
LokiStack FF A IETE#H1TH, BHEIEAXZIFRE AP

CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESS X
RulerConfig rulerconfig.loki.grafana/vibetal RTINS
AlertingRule alertingrule.loki.grafana/vibetal RTINS
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% 8 = i LOKISTACK #HTHE&KICHE

CustomResourceDefinition ApiVersion

(CRD)

RecordingRule recordingrule.loki.grafana/vibetal AT

B

{& /3 RulerConfig. AlertingRule #1 RecordingRule B E X %R E X (CRD), RE—"
RARTNEINRE, FRATUEINBEARZLLNE MRS FH NI (SLA) X, HINRERTEEHT
TR, AETHETETIMNERFEREl ], XERARTEIIEE R LA - 1R R il BRI
BE, HENRTEFLANEBRHEREE L,

BRIABRAT G FFEEMESER, WSARATIT i F e,

8.2. #fE LOKISTACK

& A LU A OpenShift Container Platform web 12 & 3282 LokiStack,

FRFH

® Red Hat OpenShift 5.5 REAFHI Logging FR45T

o IEMHBEEMAWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

1. &% Loki Operator Operator:
a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. ME B Operator 5ZkA1%#% Loki Operator, ARG Install,
c. 7E Installation Mode T, % All namespaces on the cluster
d. 7 Installed Namespace T, ¥ openshift-operators-redhat,
R JitEE openshift-operators-redhat 4 Z2[H], openshift-operators 3% Z2[A| A EER

BEMXIRHEB operator, XL operator AEE(E, H LB metric BTBES OpenShift
Container Platform metric & MR, MmEE+ZE,

e. %% Enable operator recommended cluster monitoring on this namespace
IXANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” f7i, R/
WEX AT, LABRERE L 1E1ZEX openshift-operators-redhat #3 & 22 ],

f. EEE— AR,

e Automatic 5RB& /o 1F Operator Lifecycle Manager (OLM) fE&#HhRA A Al BohE#H
Operator,

e Manual FKIEEEHAE YL EUERAE A Operator B,

g. = Install,
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h. UERZREE T Loki Operator, /[ Operators — Installed Operators T, F &k Loki
Operator,

i. WETEFFATIE SER%IH Loki Operator B9 Status y Succeeded.

2. G —1 Secret YAML X4, E{FF access_key_id #1 access_key secret FEXIEE AWS £
IEF bucketnames. endpoint #[I region & Y RFHEME. B0 :

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

3. I LokiStack B E Y HIR(CR) :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small
storage:
schemas:
- version: vi2
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3
type: s3
storageClassName: gp2
tenants:
mode: openshift-logging

4. RiF3 LokiStack CR :
I $ oc apply -f logging-loki.yaml
5. fl|# ClusterLogging B & Y ¥R (CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

managementState: Managed

logStore:

type: lokistack
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lokistack:
name: logging-loki
collection:
type: vector

6. A ClusterLogging CR :

I $ oc apply -f cr-lokistack.yaml

7. J5F RedHat OpenShift Logging &#l& &4 :

a. 1 OpenShift Container Platform web &5/, i Operators - Installed Operators,
b. %% RedHat OpenShift Logging Operator,

c. EEHAHEMNGT, = Disabled,

d. %% Enable & Save, ItLENE/5 openshift-console pod,

e. pod EfFfE, TFKREI—D Web ZHISEH AR, RARERIFE,

f. RIET web #HIERE, MAMERF AR Observe, Hi& BIFTIEIIH A,

8.3. FHEH & Fl LOKISTACK

EfREHEH L E LokiStack %, 1Eh7itE—1 ClusterLogging B E X R (CR),.

FeREZ M
o EHEBHRET Red Hat OpenShift fRA 5.5 st EHThRAHI Logging F% 5%,

® | oki Operator B2 EERH,

P
e {E ClusterLogging B & X ¥R (CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

8.3.1. Loki JEZ Rl 1R ENFE HERR
#NR Log Forwarder API {81 KRR FI AR Z(E B L E Loki, Loki RAEREEKRHI(429)5H 1%,
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XEFRTRIFEERRESRRRE, HIM, 25 logging FREUAMMEIEEAR LR ERERH

i,

logging FROESZHFAXFIRIE BEZEN AR HILRFRRFHFE IR, EXMBERT, WRAM

HNESRERENTEERERE, [TEBERAIWCIE, FEFERAS FIENA R EERH IR,

IR EEPR BRI L 4, WA LLBIT 15 R LokiStack B E X HHIR(CR) AR R I 0],

BE
LokiStack CR 1£ Grafana £ &/ Loki LA A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions

238

® Log Forwarder API B2 & 7% H & A El Loki,

L 1&:E’J/3éfjhr'j LOkI ﬁ j(:_F 2 MB E’J/ﬁ/u\i;%o WJ&D .

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #§i A oc logs -n openshift-logging - component=collector [5, £EPHKNERBERL TS
E»LJ\-F% lﬂe/é/u\z Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £5i5%H R~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 5158 2~ Hl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EEBLERNBRBRIX MR, B8, 7E LokiStack ingester pod A :

Loki ingester £5ixH 2 =Hl



% 8 = i LOKISTACK #HTHE&KICHE

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

it =

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize F & E L B MNEHERI AN R AR ERRFIRFIAN (L MB HH#
fir) o XMER—NERS, FILEXENEDTEEMESERFIHNZAREERN, T
f¥F KT ingestionBurstSize HEIENIFE K,

Q ingestionRate FREFWRARAHAEZNPIRS] (UL MB AHA) . MRATEXE L

BRE, MHIERRRH R, BREFSEXLZAET. RBZFIEBETRE, RoH
[ERBAF FHRIER FRARER,

8.4. HE]

S

® | oki Query Language (LogQL) Documentation
® Grafana {{FRHR X4

® [ oki Object Storage 344

® [ oki Operator IngestionLimitSpec 344

® [ oki Storage Schema 344
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https://grafana.com/docs/loki/latest/logql/
https://loki-operator.dev/docs/howto_connect_grafana.md/
https://loki-operator.dev/docs/object_storage.md/
https://loki-operator.dev/docs/api.md/#loki-grafana-com-v1-IngestionLimitSpec
https://grafana.com/docs/loki/latest/operations/storage/schema/#changing-the-schema
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BHIOEHAEFERRNARE

f&eI LUER OpenShift CLI (oc) #1 Web A EERZMHTREMNERE, WHE. FEF pod.

HRAZE—NBINIIEE, TREARMBEERIE, M REERRMNEERE, B
1)(13?:5 OpenShlft Logglngo Ioggmg ??F:,JLH OpenShn‘t Contalner Platform %ﬁ':F'B'J
ﬁ%q:'o %}:, u_,\__”«/LlEﬁ K|bana }%D =N 'Llj ﬁﬂ*ﬂmiﬁ@ﬁﬁlﬂuiﬂﬁo \/EE/b\azlflﬁ
7] logging F %%t H&F i

O0.1L. EEWRAE
_.”«J\E OpenShlft CLI (OC) iﬂ] Web j:m%UAEPﬁE%*LF /EE’J E Tho IL,\}‘A H IL,\B’JJ:'tB_ZEEF%HXo

FRFH

e jj[a] OpenShift CLI (oc) &

iz (VD)

1. £ OpenShift Container Platform #H&H, S#i%) Workloads - Pods, ZNi@idEEHER G
RSME pod.

LR (WEE) REEZEZIAMN pod, FEXMIERT, E7ILETRHY
Details TIE A% E Logs #5#,

2. MTRIFHREE—DNIE,
3. RIBEPHER pod 9B,

4. = Logs,

i = (CLI)
o EHERFE pod WA :

I $ oc logs -f <pod_name> -c <container_name>

He:

-f
% BEREEGEREESNHEFHANA.
<pod_name>
187 pod IR,
<container_name>
 IEEBRBMAT, L pod EESNERREN, BUIIEESHREM,

a0 -
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-visualizer-using

=

BOFEHFWRNARE

\g

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHRMBSEXHRE,
o EERNENRNAE :
I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAEH.

flan :
I $ oc logs deployment/ruby

BB EXHRE,
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#£10 = [ H KIBANA EEEHAE

logging FREEE BT I ML KEN B EEIEN Web $25]&. BRI, OpenShift Container Platform &g
E Kibana #8115 1T H4E,

Bt BEAE TR, SRLUER U TEIEH T TRE
o {5 F Discover iR TERRF I BT EURE,
e {# Visualize FrZE TN BRI TR E R,
e {#f Dashboard R MO H EE B E LUFRR.
ERAFECE Kibana REMIAFBH T AXKBSEE. BXRES, 1S Kibana 314,
BINERT, #itBEFRFHEE OpenShift Container Platform PI#B Elasticsearch X4l

., B Kibana REFHITHE, EMIIER Log Forwarding API Bo&f# A H 11 B &/
default i I E 8,

10.1. & X KIBANA 5|
REIBNE LT BB /LM Elasticsearch 3R8|, E1E Kibana FIRRMM L EHE, BLT0/ERS|IE
o

FRFM

o M WINEA cluster-admin B, cluster-reader A&z ;XH NE®, FHEME Kibana P EE
infra #1 audit 35|, 2X1A kubeadmin A EF & & X LEZRF|IBINIR,
INRATLLEE default, kube- 71 openshift- TiE ) pod F1B &, NIRZA AT AXLEFRE],
A LERUTHSRELFIAN RS EELMIUR

I $ oc auth can-i get pods/log -n <project>

i th 7 Bl

I yes

P2 Y=
KINBERT, #HITEBEARKXFMIE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE1E Kibana FEFHITHAE, EXJER Log Forward
AP| BC B 5 11 B 58 default % B EE,

o EOIEXRBIRAH, Elasticsearch XM IREl, XRBTNTEHR, BE—MHHEIRHIER
hRRERE/LOH.

e
7 Kibana 1 7E L 3RBI#EAFH LI KL

1. #£ OpenShift Container Platform 1%l #& # s Application Launcher @ Fi%£5¥F Logging.
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https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store

%10 = 1 KIBANA EEEEAX

2. = Management — Index Patterns —» Create index pattern il Kibana &5

o EUREX Kibana i, TR RMFLIRRIIEXTREFBATENES. B etz
— &)y app BFRSIER, HEA @timestamp i EFEREFHRHRAS,

e B admin AP EERE X Kibana I, %/ifE @timestamp [R5 app. infra Al
audit 5| EFR5 &R,

3. MIFrB9ZRBIER A Kibana 151t

10.2. 7£ KIBANA R EEEBHHEE

XA LATE Kibana web #EHIE R EE LB S, £ Kibana FEFEMM L ENBIENSE, BITBET A
MHEESERE, FESER, HSMH Kibana i,

FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMFTE,

o M WINEA cluster-admin B, cluster-reader A&z ;XH NE®, FHEME Kibana P EE
infra #1 audit &3], Zti\ kubeadmin /" BB & & X LERE| MR,
INRATLLEE default. kube- #1 openshift- W1 B ) pod 1B, MIRIZ A LAV RX LB,
A LERUTHSRE LA RS EELMIUR

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes

==
KINBERT, #HITHELRKXEMTE OpenShift Container Platform AIER

Elasticsearch SEf5ldh, E7E Kibana R EFEHITHZE, EWFEMA Log Forward
AP| BB A # it B &K default i HFIEHE,

iz
£ Kibana FEERE :
1. #£ OpenShift Container Platform %l #& & s Application Launcher @ Fi%£5¥F Logging.

2. EABEEFE OpenShift Container Platform & BIHE R EIEH T E R,
Kibana 5 EHFH P,

3. £ Kibana #1, s Discover,

4. NE LA TR AP EEENENFRSIER © app. audit 3k infra,
B RS EUE TR R BT

5. BF— N RIBRIS,
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https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html
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—_

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

6. = JSON ETI& ERIZXHMBEERE.
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

$110.1. Kibana B EliZRfg H & & B

"_index": "infra-000001",

"_type": "_doc",

"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFIOGUyOWMS3",

" version": 1,

" score": null,

"_source": {

"docker": {

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b

b
"kubernetes": {
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp™: |
"2020-09-23T20:47:03.4222"
1,
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"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"

]
b
"sort": [
1600894023422
]
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% 1 E llg‘ H Ib\i‘g‘ﬁ U%ﬁlgmr _73_ H Ib\lﬂ%%z)h

KUBRT, BEIIERFRASNETHRMEMZIBELZEE ClusterLogging B & YR E L HIBRIA
NEBEEEFHE. B2, EARFNHFITEELELEIRNBEMHE, ENCTRERETFMH, WRILKIAREHZ
THRE, NAFEBE Cluster Log Forwarder,

ERHELEREMEERESS, 15FH OpenShift Container Platform Cluster Log Forwarder, @id3iX
APl ERLUEASE. EMBREFEITAS ‘EE‘J%ﬁW*B“‘Z%*BE’JﬁEiﬁ%ﬁo B4, EELETRRE
ROGREARARBEWAE, XHEREDN ALY FIARRRS, SO URBNMNENR, FREHZER
£ (TLS) X FFkR e A X BT,

P2y~

ERH 1T B E L ERIEIABINER Elasticsearch H&7#M#, 1E#E Cluster Log Forwarder,
Con NS H I B & A R B S AR,

WAL % BB, logging FRAACIEBHIEN Fluentd BL BRI REFAREMNINI A ER®R, EE
ENREERESR LRETHL
ML XFHEEELEE=ARE

E I HE K EE OpenShift Container Platform %ﬁp\]ﬁﬁﬂﬂﬁﬂﬂ’ﬂ#ﬁiﬁ”ﬁﬁ &R LATE
ClusterLogForwarder B & Y ¥R (CR)HFIETE A4 EENHE, AT LUMER HA BE55ETE XK
BN ARRFEEE A EMSR, BPIIER Kubernetes Secret X Ri2#E,

output
TENHWBSEENEN, XELFLELZAETNME, MHATUARU TR —

e elasticsearch.— M4+ &F Elasticsearch 55|, elasticsearch % AT LAFEA TLS i%#E,

e fluentdForward, — X #F Fluentd WA AER SR AR, X MNETEA Fluentd %
K, fluentForward % AT LAMER TCP =k TLS 151, BT 1E secret HiZft—
shared_key AKX HHAZRAFMNIIL. HERHASMILAEFERAIAER TLS BIER
TEA,

e syslog, X#F syslog RFC3164 8¢ RFC5424 XIS HEREMR AR, syslog HiHiAT L
£/ UDP, TCP =k TLS 1%,

e cloudwatch, Amazon CloudWatch, —#HFH Amazon Web Services (AWS) £ &R 1EF1H
SRS .

e loki, Loki, — M EEMET &Y., ST, ZHAEBERER.
e kafka Kafka X3, kafka fithi =] LA TCP =k TLS i##&,
o default. &R OpenShift Container Platform Elasticsearch 526, AT ER BRI K. 40

RECE default fiiH, ERKEIHEEER, EH Red Hat OpenShift Logging Operator R 88
default fiH.

pipeline
L-HEX}‘A_ /U%’%ﬁugu_ﬁ\ﬁ%/rﬁﬁﬂjﬁglmﬁﬁﬁm ﬂZZEX gﬁLE’JE/L‘\Q n..x%’%*”%l«)l-lzz— :

o application. HEEFIZITMANNARFERNESREE (BMRAESRNBARFERA) .
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store
https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

B NEFASEXBINBBE=HATLTRE

e infrastructure.7f openshift*. kube* =X default 1B iz THRRZEL, UERERF T RI
#2589 journal B,

o auditHB T AEITRYE. auditd. Kubernetes API fRS525. OpenShift API BR525%1 OVN M
Q‘%Eﬁiﬁ’] EF'T—I‘E Tho

R A LA & B AR89 key:value X ik H & SH u_.s/d\\jJWh‘ o f5UN 1R T LATE RS K 20 A BUE D EYSE
S q:'/d\\jm_/\h_ j%*ﬁ%;@iﬁ E 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T 'H_jaAlé T E n_.\/ﬁ TN y?:ﬁo

BIA

FSREET R XN ARRF B SR A EIEE,

EEEh, EEE UFEA inputRef S8 AL HERE, DRNEERLZEER outputRef 5%
I,

Secret

SENELIEN key:value B, WA EHE,
ERUTILA :

e 1R ClusterLogForwarder CR ¥/ 77, HEFNRE KX EIFIAB Elasticsearch 5245, BRIEH
8 default % EHIEE.

o BINBEMRT, logging FREGARFENMZRN HE L EE ClusterLogging B E X FR A E L HY
EKIAAEB Elasticsearch B&EFE. BER, SAKMHITEELXIABERE, RANSTiRHEE
g, MREBMNEEHRREMEE, WARFZELRE Log Forwarding AP,

o MRMEBFHATRBENEE, NFPEFREKEMWAR, Hla0, wRE application #1
audit RRIEEEE, 1B%E N infrastructure XRBYIEEE &, I infrastructure HESEFH.

o REILA#EF ClusterLogForwarder B7E %R (CR) FRZHMEHRIGHELEEZFRR
T)ﬁw)(ﬁ’]ﬂﬁ%%m

e AR OpenShift Container Platform Elasticsearch LI A& W H it B SRR £EF . BFEH
CHRERELHITEBENRETSEMENE RBFHNEXER, FEEELEHNELM. logging F
RO EEXLEE,

l«)l'Fa_ﬂﬁ'H‘:f?ﬁiJrE,.,\i*z:?iﬂ;zéﬁ’]%‘tll Elasticsearch S5, EMZRM BHE L ER TR EHNER
Elasticsearch SEf5l, R FTRFHE KR EE Kafka K38, L&k my-apps-logs Ui B 89N A2F H &AL EE
RER Elasticsearch SE4,

l&\%kﬁﬂj*ﬂ ZI_T@J

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
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type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 9
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json G
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR #6p 4 22 3]/ 2 openshift-logging.

FRTAEZRLE URL ¥ secret RBLEZR £ Elasticsearch Hit.

909

L ::puit s s]: DE i

o A : elasticsearch,

® Elasticsearch L% £ URL MmO/ HAMBLNT URL, SIERIZ.

o FF TLS BEMIHATTH secret, secret Wl{FETF openshift-logging i B A,

Q LB N &£ M Elasticsearch HiH :
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B NEFASEXBINBBE=HATLTRE

LI TPt ifak:DEE i
o KA : elasticsearch,
® FElasticsearch SLBIBIARZR 2 URL Mim O/E HBERBILERT URL, SIEFI.
© EAEFHBIEK TLS BERIIR S URL BE Kafka Kt
LI TPt ifak:DEE i
o HAYKE : Kkafka,
o fF Kafka (RIERY URL Mk A& E N — N EMBILEXT URL, SIERIL.
FAF it i my-project & 22 5] R BN FATEF H &8 A B B,

BT EFEITEERX XL LMANER Elasticsearch LIS EECE :

o9

o FEMEBHIL,
e inputRefs EH&ERE, EXANRAIFZE audit,

e outputRefs 2HiHFERKNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch S£f5l, default %% EIPNER Elasticsearch £,

o 3% : FRINEIHEMIIRE,
Ak IBER TR AL JSON HEZKBEEN structured TR JSON X%, BHEZBEXIES
BRMELEFIE JSON 5 B, OpenShift Logging &1k structured 2%, FIFAEFB XX
INZZ5| app-00000x,

ik FRER, BRI AERHN—IHE MR, MEMEIS (30 "true") , LMEEHKIRAH T
frea{E, MARIFE N /RIE,

EERE, FEMIENAELER TR LMHNER Elasticsearch 34,

EERE, ATNEEM my-project Ui B & % EINER Elasticsearch L4,

o0 9o

o FEMEBHIL,

e inputRefs 2 — MFERMIA : my-app-logs.

e outputRefs 2 default,

o Tk : FRER, BRMBBEFH—DHL MRE,
@ FETLEE Kafka RENEERE, THAEEEEMN

e inputRefs EHE&ERE, TEX//RflF2E application,

e outputRefs ZZ 5 8%t & 5.

o Tk : FRHB, BERMBBEHH—DHNEMRE,
LAMEBEREBATAN, Fluentd HELEE

MRAMATILFREBTAHAETERERKBRE, Fluentd RAKLWEBHSHREFEREZ PR, HAEK
REHBITAN, BEERA2RE, aEZHANAE. MREAXERN, Fluentd RFLEBERTE,
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OpenShift Container Platform # % HEFMRBE, BT EFREZHR K/, HERFAESER
(PVC) ZINZE Fluentd sPIF#F25EK Pod A,

SRR

XEBRETENNRARE, FEHHANTRHUNANTREH, EREFETHENEBFERS. iE
secret BHAERRANEM, BT KBHEXBHAREREEENRZ LR, THREVEHAET A BT
FENFANEE, NHEAM secret. RIS, mOTFARLBRERSSZHFEE. Open Shift Logging
RRFEERAH & (B R RS,

ERIER2ME(TLS)

HA%A Secret B TLSURL  (http://.. 5% 'ssly//..") B RERMN TLS RS &BiRF DL, AETa
& Secret FIXBLL T LT EL RS FAEIAHY TLS THEE :

o tisccrt: (FRH) GEFFIRIEBNXHE, FA mutual FHTIE. FE tis.key.
o tiskkey : (Ffr&) SEMANXHE, ATHRYEFIRIES, £ tis.crt,

o EHEREIE : (FRH) WREH TLS TR, FE tis.key.

e ca-bundle.crt: (FRFH) ATFRFSHFMNINIEMNE CA KA,

AP &MEG
e username : (FRFH) FMRRIEAF &, FE password,

e password : (FfF&) FHEIEENY, FE username,

A L B IE R 2 JZ (SASL)
e sasl.enable (#/R{H) BRfATEE/S M SASL, tNRERE, NIKE TE@EM sasl. ZHH
i B 5h/E F SASL,

e sasl.mechanisms : (array)f0iF#I SASL HlHIZFRFIFR, ARV HZE, NFERRIIERIA
fHo

e sasl.allow-insecure : (f/RMH) RFAFEATEEBINE, BRil Hfalse,

1M.1.1. B/ Secret
A LMEAL TR A ESSEMIEB MBS B F ROl secret :

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

a EUE BRSNS secret RINBSELR,

1.2. ¥ E— POD A2 JSON HEE K B HiMpZRa|
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AT LUk B — pod AR AR SRMNAEILBER L BTRNRE, EFEALINGE, BUIFERSREX
REEEEH I pod. BEMEANTH app- BIERMIZRS|, BICK Elasticsearch BC & h{F A Al & KB 90
A=)

BF

AER JSON RN ARRFMF. EVGIBRASREISTNMRE, ATLUARRE AL
HEe, U5 JSON BAARANB KRR, FREMNRESSTRGRZERIE,
:ﬁﬁﬁﬁ%é JSON BB BREFHITRE,

SR

® | ogging subsystem for Red Hat OpenShift: 5.5

i =
1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
enableStructuredContainerLogs: true ﬂ
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

© RzmEm,

2. flEsgiEE Y. Pod CR XM YAML 344 :

apiVersion: v1
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: heavyﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- name: heavy g
image: heavyimage
- name: low
image: lowimage

ﬂ %3 : containerType.logging.openshift.io/<container-names: <index>
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© meEmIiSARBATITE

DIk

H
=

HERE TS e R RS K,

HEER

Kubernetes ;¥ fi#

11.3. OPENSHIFT LOGGING 5.1 Xz 15 HY B & # iz 5 2R B

Red Hat OpenShift Logging 5.1 2L FHI LB, AFEESKIEL 2N BT ESRES,

IERMATRPERNENEEG, AW, ELIZREWR B SEELE B R ELXENHEEHENE
N =Fate SN

ki) P g

elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4
Elasticsearch 7.12.2
fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1

kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

TELIRIBIRR AR, syslog HiitH R #F RFC-3164, UREIH syslog HiH AN T X RFC-5424
% ¥,

11.4. OPENSHIFT LOGGING 5.2 A ##F B &R H 2K 7Y

Red Hat OpenShift Logging 5.2 124 7 LA R R BUAI VMY, AT EEHIEAEE BrHERESR.
STIESIIR TR DRSNS, AT, 1EAIZEE0E B SRR L LT S X M E ASEE N B
FESKESR.
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% N % ﬁEIb\%&E“%ﬁB% ﬁE:b\lE%%/m

WHHER 171354 P4
Amazon CloudWatch @i HTTPS #9 REST Amazon CloudWatch By RIAR A
elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
Loki S HTTP #1 HTTPS B9 REST OCP #1 Grafana SL3a AR EREHY
Loki 2.3.0
kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

11.5. OPENSHIFT LOGGING 5.3 X &1 B &8s H 2R 8
Red Hat OpenShift Logging 5.3 12t 7T LA R R BN, BT HBEEHIEL X BirBEKES.

AERNMATRAPETHENEE, A, BRZEEWR B SEELER REDX LR EHNE
=R E o

T Bl il i EmA

Amazon CloudWatch Wit HTTPS By REST Amazon CloudWatch BBk A

elasticsearch elasticsearch Elasticsearch 7.10.1

fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST 1£ OCP LEREM] Loki 2.2.1

kafka kafka 0.1 kafka 2.7.0

syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.6. OPENSHIFT LOGGING 5.4 7 1) H 5 &iEH 2R 7Y
Red Hat OpenShift Logging 5.4 {2t 7 AR BB, BAFEEEHEL XTI BirBERES.
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AERNMATRAPETNENEE, A, BRZEERR B SEEL SR &REDX LR EHNE
=R o
R kR il g
Amazon CloudWatch Wit HTTPS B9 REST Amazon CloudWatch BBk A
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST 1£ OCP L&BEM Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

11.7. OPENSHIFT LOGGING 5.5 A7 #8 H AR H K 25 Y
Red Hat OpenShift Logging 5.5 R LA Tt KRB ThY, BTN EEEIR A XE BirAEKRESR.

AERNMATRAPETHENEE, A, BRZEERR B SRR SR REDX LN EEHNE
=] MHS(%EEQ
RiiRR il g
Amazon CloudWatch Wit HTTPS B9 REST Amazon CloudWatch BBk A
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP L&REM Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.8. OPENSHIFT LOGGING 5.6 X #F8) H AR K 25 8y
Red Hat OpenShift Logging 5.6 IR LA FEIH BB, AFHBEEHIEL XTI BirBERES.

IERNMATRPERNENEEG, AW, ELIZREWR SR LR ELXENHEEHENE
N =Fate SN
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WHHER 171354 P4
Amazon CloudWatch it HTTPS B9 REST Amazon CloudWatch By RIAR A
elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP L&BZER Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

23

M 5.6.2 FF#A, Fluentd X #F Elasticsearch 8, MEAX1F 5.7.0 ZAIH
fluentd/logstash/rsysloge

1.9. S HEHE &K EIANER ELASTICSEARCH 245

R T AER OpenShift Container Platform Elasticsearch S2f4F, 18wl LU H &4 & BIAER Elasticsearch
S, MEERENBEHEREGES, MUIEREEB OpenShift Container Platform B9 H EEIE.

Z B H & X BIHER Elasticsearch 5245, &0/ — 1 ClusterLogForwarder BE X %R (CR) , H
PEEHHENZ AR E B R ERRHEE, AE6 Elasticsearch HiH eI LAMER HTTP (Tiré) =17
HTTPS (&Z£ HTTP) ##,

N EHEE LB A EBFIAE Elastlcsearch S, E RSB ERIAEREE], AR —MEM default
N B EE A BINELANEE, EAEECE default i, INREE default i, ERKEIHE
{§8, &N Red Hat OpenShift Logging Operator {RE 7 default #iH,

INRIERABNT B R 4 B RER OpenShift Container Platform Elasticsearch S£4, NIAE
E [ — ClusterLogForwarder CR,

SeRFMH
o WA EE HEREENMSHE A BN E SEEN B SRS 3.

iz

1. BIESSmiEE X ClusterLogForwarder CR % REY YAML 344 :
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default ()

parse: json @
labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR B¢ Z2[H] 4/ 2 openshift-logging.

15 B BRI B R,

157 elasticsearch 2.,

15 E S8R Elasticsearch SEfI# URL #lim O/E N B MAILEXT URL, EAILMEM http  (FZR
£) = https (L£ HTTP) Wi, MNRER T #EA CIDREMBHERSERIE, HiHwii
2MR%5 32 FQDN, MAZ IP i,

NFREERE, BALUBITIEE secret SRKIEE EiH1THAISIER hitps =X http URL,

XTF https #8148, 1E18E TLS BIEinRATHEN secret &R, secret JiFETF openshift-
logging WiE#, BXIEEIEEEIIFTRKRIAENIETR @ tis.crt. tls.key # ca-

bundle.crt WA, T, XF http 0 https FiI%, ERILIEE—NEESHSEMNEHEH
secret, MMEBELZER, BEEHUT'RA : KBS EHA " AMBIEH secret’,

O 900609

Ak EEEENEN.

o
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FREEREEER LB KR  application. infrastructure =X audit.

15 AL E B & B &N 5 A 2.

Ak - IEEN B E L ERIAER Elasticsearch SL5I#Y default %,

ik IR R B AL JSON BES B E ) structured i #Y JSON KR, HESRE
M‘?ﬁ@aﬁx‘&ﬁ’ﬂiﬁ'ft JSON ; &I, OpenShift Logging &4 structured FE%, FHI19H
HRB A EEBRINFES| app-00000X.

E.]-Jilﬁ ?—q$ %mﬂﬂ?ﬂ E /L.\':F' E’J /l\ﬁ%/l\*ﬂi\%go

(= @96@

a
fSPr

: MBS ML, FRAERAIEMASIRAENEMARAERSS

o EMNEEM LN,

e inputRefs 2FRAEEHAZMBELRE : application. infrastructure s audit,
e outputRefs 25 8%t & 5.

o ik : FRH, BRMEIAERH—NHL M,

2. B8 CRXIR,

I $ oc create -f <file-name>.yaml

=~ - HEASHPAMEBEHN secret
B FEREER MBI secret FXIUES A EB Elasticsearch LM% £ %5,

fBign, NRITEMA mutual TLS (mTLS) #5A, R NE=HIZ1T Elasticsearch 55, EaJLMER HTTP
5 HTTPS & BT S A~ AT EH secret,

1. GIBELITF LT RAIE Secret YAML X4, ¥ base64 4midH{EATF username #1 password
FE&, secret REIENIN N opaque,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>

2. B secret :
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
3. 7£ ClusterLogForwarder CR 15 secret B9 :

kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:
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outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

A £ url A, FIZEALLZ hitp =X https,

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

1.10. £ FLUENTD B & % Bk

&R LAME A Fluentd forward R B EBIA L E R EE NESMUHABEER G, MIERIAN
Elasticsearch H&EEME, EREEERENIHERGILUZERE B OpenShift Container Platform BIH &,

E(F A forward MXEREB HE KL, 02— ClusterLogForwarder B X %R (CR) , FHi¥—
%% i B X e i R A Fluentd ARSS 23 A1 &8, Fluentd HiHE AT LA TCP (thé) 59
TLS (&£ TCP) ##%,

SeRFMH
o Ew/IARCE I AEE M SHE R ER B SRR B SRS %5,

1. BIESSmiEE X ClusterLogForwarder CR % &REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6
- application
- audit
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outputRefs:

clusterld: "C1234" (B
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR Hy6n 4 22 [E]4 %= openshift-logging.

15 7 il H B9 B 7R,

&7 fluentdForward 252,

BEAER Fluentd SE6IRY URL Ak O/E N A MALEYT URL, EAILUER tep (RRE) =X
Ftls (XL TCP) i, MR/EAT# A CIDREMEMERTHENIE, WHMIIRIRS 2
£ ¥ FQDN, Mo IP itk

INREA tis 5IZR, BTN TLS BIEIEE IR S FTHH secret &R, secret WIFEET
openshift-logging B &, BXFEBEATCIITRRERIETH : tis.crt. tls.key Fl
ca-bundle.crt B9FEH, FNI, XFF http # https §IZK, EAUEE—NEER " EMED
B secret, HIHZELZER, BHSHUT A : XESS A LHELH secret’,

Ak {RE B EHIE R,

FREEREEER LB KR  application. infrastructure =X audit.

157 A L B 8 5% 4 B REEE A 895 B & .

Ak ¢ B EN A EE A BIRER Elasticsearch SE5# default i,

Ak IBERB K AL JSON HEZK B EN structured TR JSON X%, BERE
VB EBHRBILEIIE JSON ; B, OpenShift Logging &bk structured FE&, Fi¥H
EHRE L EEBINZES| app-00000x.
Ak RS, ERNEBEPFH—DHENIRE,
it MBS M, NEESEARNEMASIRAUNEMAREERES

o HMREERIEN.

=
=

e inputRefs 2FRAEEHAMAERE : application. infrastructure 5 audit,
e outputRefs ZZ 5 8%t & 5.

o Wk : FREH, BRMEIAEHH DL MR,

2. B CRXIR :
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I $ oc create -f <file-name>.yaml

11.10.1. 2y Logstash /& i nanosecond #&E 3 M fluentd EXEIE

% F Logstash M fluentd FZEREE, EAIITE Logstash ERE X4 A3 A nanosecond ¥,

AR

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7 true,

Logstash AS&E X7~

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

1.11. /8 SYSLOG hil#% % B

5 A LM syslog RFC3164 5 RFC5424 hilli% A S BIA L XTI E S %Il mA B A SRS RS
(BHREIAY Elasticsearch BEFHSENEHHT) . BHEERENTEERES (M syslog RS
2%) EFEWFE B OpenShift Container Platform BIH &,

Z(# M syslog MV ERE B E, ,iE 02— ClusterLogForwarder B X %R (CR) , #FF—1=%
AN A B B R X L i B Y syslog BRS58R FIE B, syslog HiitHATLAfEF UDP, TCP 5% TLS ##%,

SeRFMH
o WA BE HEREENM SIS ENE SEEN B SRS 3.

Y

1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
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syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 9
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east

- default ()

parse: json @
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H6n % 22 [E]4 %= openshift-logging.

18 7E H H Y £ 5

15 7E syslog KA,

A% : #87E syslog S8, WTFARF.

FEESER syslog SLBIRY URL MmO, ERILMER udp (FR£) | tep (FLL) & s
(B2 TCP) thill, MRERATEA CIDRFMEMEESCHENIE, MUl RS B

FQDN, miAz=Z IP bk,

INRFER tls 512K, BIH TLS BIEIEEInmFTHH secret &R, secret IIFET

openshift-logging WiE &, B#MEBERACIIFIRKRAMENIETH © tis.crt. tls.key F1

ca-bundle.crt B9EHH,

Ak IEEEEHAT,

FREEREEER LB KR  application. infrastructure =X audit.

157 A L B 8 5% 4 B REEE A 895 B & .

A%k : B ES B EE A BIRER Elasticsearch SE5# default i,

aik  IBERT R XKML JSON BEZL B E 7 structured T AY JSON X%, BEZRBE

Pl S R I I SN S ST . - o1 rrean -n ——
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,Z\ZDVE, 2AMBILEFME JSON ; &I, OpenShitt Logging =ifll5R structured FE, FifH

HRB A XEBINFES| app-00000X.,

o

E.rji : ??&%o E/IJ\\HUEUE/L,\':FE’J /I\Eﬁ%/l\ﬁ\?ﬁo S’Wﬁﬂﬂ%|% (ZII:I "true")
RN FREBE, MARENHR/RE,

@ ik BEZ N HH, HATELIENZIHRENEMARBETREES
o HMREEREN.

, LMEEH

e inputRefs 2FAEEH ZBHEEALRE : application. infrastructure ¢ audit,

e outputRefs ZZ 5 8%t & 5.
L _.I- %?—%% E/IJ\\DDEUE/L,\':FE’J /I\EE%/M%%Q

2. B CRXIR :

I $ oc create -f <file-name>.yaml

NN EESHEPRRMESER

& e LR % AddLogSource FEXARINEI ClusterLogForwarder B E X 5TIR(CR)%
namespace_name. pod_name # container_name Tt AINEICRKH message FE&H.,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

. XA EE S RFC3164 # RFC5424 A,

%% AddLogSource i syslog 38 2 it~

I <15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",

"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

262



B NEFASEXBINBBE=HATLTRE

#48 AddLogSource M syslog 8 24 H R~ Al

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - -
6327,pod_name=log-generator-ff9746¢c49-qxm7I,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",

"index":76}

11.11.2. syslog 2%

RET LN syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,

e facility: syslog facility (BRI LA+ HIEE, ALK KXKNEHXET

o

o

o

03k kern B FAKER

15 user RRAFRER (BOL) .

2 = mail A FHMERSE

3 3¢ daemon AT RGP R

4 =% auth B &£/ SR KIHER

5 =% syslog fTF syslogd WERERKRIE R
6 = lpr B FITHTEINLF R4t

7 %% news AT W% HEFREE

8 5% uucp FiF UUCP F%4t

9 =X cron AT clock SFF 72

10 =X authpriv B TR 25 35IEER

11 5 ftp AT FTP sp 2

12 = ntp AT NTP FR%:

13 5 security FiF syslog audit Hi&

14 5 console FF syslog alert Hi&

15 5% solaris-cron fF scheduling SF#7i##2

16-23 5 local0 - local7 AFAERENTE

e % : payloadKey : FA{F syslog SHRAER A EMIL KT,

=1
, BCiE payloadKey S# 7] Bh L F H th S 852 % B syslogs

® RFC: FF{#H syslog X iXBEM RFC, BIAH RFC5424,

namespace_name=clo-test-
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® severity : IXIEITHB syslog ikkMsyslog U™ E %, ZERUETHHIEL, RALlEX XK
INEH R

o 03k Emergency A FRKXREATHMER
o 13 Alert BTFRRIAFITIRIEHER
o 2 Critical B FRAKRXHEIRRMER
o 3 Error BFRKRERINZHER
o 43 Warning B FRKXKESRHMER
o 53 Notice ATRREBEFEEERHMNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRHAXLHER (BOL)
e tag:TagEEILKFE, FAME syslog HE ERIRE,

o trimPrefix : MIFZ A ifIBRTE EBIRIZK,

11.11.3. Efth RFC5424 syslog &#1
LI T SEEERF RFC5424:

® appName: APP-NAME B@—1NBHEXAFRER, BFHALEBENNARR, %
RFC5424 157,

e msglD: MSGID 2 — MAFIHUEREREMNBBEXATRE, »Ih RFC5424 187,
e PROCID: PROCID 2—1MEHHBXAZEFR, ZENEILERT syslog IRERELL, »IH
RFC5424 15 7€,
1m1.12. B &% L F) AMAZON CLOUDWATCH

AT LU B &% & B Amazon CIoudWatch X2 Amazon Web Services (AWS) FEE MW 1240 B R 1714
HE%O B%T %W)\E’J H /b\ﬁﬁ%%, u_, _.”'/u_.f H ,b\?z:?i?'] CloudWatch,

EfE B K X E CloudWatch, E/i8IE8—1 ClusterLogForwarder B & Y %R (CR), EHa5
CloudWatch B%iIH, LAKE R HIEE,

it =

1. B —/ Secret YAML X4, ©{Ff aws_access_key_id ] aws_secret_access_key FF& ¥
BE ﬂiEI’J base64 Ly AWS EiF, Fla0 :

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
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aws_access_key_id: QUIJQUIPUOZPRES5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuURKVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. DIE secret.fl4N :

I $ oc apply -f cw-secret.yaml

3. fIEsYmiEE X ClusterLogForwarder CR X/ YAML X4, EXHA, 18T secret W&
FRo {5040

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret 9
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:
-CcW

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR #6p 4 22 ] %4/l 2 openshift-logging.
18 TE i L 9 B F,

8 7E cloudwatch 28,

0

0009

[ ] IogType %%4\ H Ib\;‘g‘iﬁ” /L.\?E

e namespaceName HWEMNARFGEZEFAQE—MEETE, el HEMBREFIE T
ILJ\@IJLE‘ZEE’J E IL;\éH

° namespaceUUID ﬁjﬂ/l\fbﬁﬁnp%?:@ UUID BIE— 1M FMBEH, el hEZeM

6  FBE— N FERREER A EHLZPHEIA infrastructureName Bii %k,
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EFE AWS Xz,
BETE AWS EiEH secret &R,
ait : IREEENELTR.

FREEREEER LB EZRT  application. infrastructure =X audit.

090009

4. Al CRYMR,

I $ oc create -f <file-name>.yaml

il : £ Amazon CloudWatch ff#if ClusterLogForwarder

EiX8, E2%FZ ClusterLogForwarder B L FIR (CR) Rl KR E i E Amazon CloudWatch BIH &
iz,

BRI IR IEFE129T 4N mycluster B9 OpenShift Container Platform 2%, T4 iREIEEEM
infrastructureName, MEENATCEME aws &5 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZRARBIENRBEEIE, BRI LTSS app B & Z2[A 21T busybox pod. busybox pod ElRa=F%f
‘l_.f'/éu_.\lé'k Stdout .

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

IR AT LLE 3K busybox pod i21THY app #p# 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

£ ClusterLogForwarder Q;E)L IR (CR) H, ,..\_JL/U—} infrastructure. audit #1 application H& %
RIFZE W all-logs EBMFHA, EATLUFILEEBEEE cw i, HHSHEHEE L E us-east-2 XigH
CloudWatch &4 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: cw

type: cloudwatch

266



B NEFASEXBINBBE=HATLTRE

cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CW

CloudWatch REIE MM XERE E =DM HIBIN &R -
e HEAH
o BHER
. HESEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FHEREISIE Amazon
Cloudwatch FAEK=1HEKA :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

Ib\éﬂ%ﬁ@ = E /L.\/}IL .

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zgzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
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Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dada6472c9fff48623baee761911a9ef.log"

E:’l\EI,wm%B@a HE&EEH, EEE busybox Pod WHEEMH, ERILIM application H&EAHHiEEH

HER :

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQ1tZjgzNCOOM;jl4LTkSMjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

B - EASHEFRIRD B E XE%

ERFEHBHAH, ,.,\_JL,LH%W)\E’J mfrastructureName A% mycluster-7977k E i h—NMERFF S,
2N demo-group-prefix, EiH{THLEN, EFEEE# ClusterLogForwarding CR F#J groupPrefix =
E% :

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix H{EE #: 2K\ M infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

AP - SRR 22 ARG B S
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M FERBERNB NN ARFRRZEN, A UE CloudWatch RAIEBEH, HAMETNRAEFGEZE
[F] B9 & FR,

SNRITIMBRS. A2 FFan & Z A R AR LB RBEFN R, CloudWatch RYKELERSLIRIHERAE
H,

&D%f&?d\ﬁ%ﬂ*ﬁﬂﬂ’JL fﬁﬁﬂ?ﬂ%‘% Iﬂ%’ﬁ%*ﬁﬁ%’iﬂ, i%ﬁ!ﬂiﬂﬁ']'#‘?”tﬁ’]?’iiﬂ B, MRIEF

ZOREME TN REFmAZREE RN REFBEH, EALFE ClusterLogForwarder CR A%
groupBy FEXH{EIZE N namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

¥ groupBy %i{& % namespaceName RN AREFHEH, ©F &M audit 1 infrastructure B
HH,

7(£Amazon Cloudwatch F, MERHZMHEREENEEHEMNERRE, ARHRE— PN ARFEMEGE
IEﬂ app', LAFHIH ER—HTEY mycluster-7977k.app BE&4H, A& mycluster-7977k.application

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRAFIFNEFDELINEARLZEN, HMEF2ERENIEEE, S0 mAEENN—NEEH,
groupBy FER(NEMMN ABHEH, A% audit # infrastructure B &4,

=~ - NARFEAZE UUID G AEA

N FERHPMENN HREFR LN, MALIE CloudWatch FOIERAEH, EEMEETNAEFES S
Z8[H]BY UUID,

INRITMIBRN. AR R AN RIVEFNR, CloudWatch 2EUIE—NMFHIEERA,

MREEEERLMERESENARFREEANR, HEARGDERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" #8493

BENARERFMRZER UUID EHhEEEA, EAL7E ClusterLogForwarder CR #{¥$ groupBy FE&H)
5% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

£ Amazon Cloudwatch A1, #4422 [A] UUID HIIEB N HEERIHEKRE. RNE— NN REFmAZE
B8] "app", MATFHIH ER—1#H mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H&2H,
M= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"
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"mycluster-7977k.infrastructure”

groupBy FEX (UMM A HEH, BRI audit 1 infrastructure H&ZH,

M.12.1. M T STS BIEEET H &4 & El Amazon CloudWatch

SFFEAT AWS Security Token Service (STS) B’J%ﬁ, 1A LLFBh A8 AWS BRI, =kfERA Cloud
Credential Operator (CCO) s£F#2/ ccoctl Al FEIEE K,

ﬁ i
' vector RN HFLLIhEE,

fIlE AWS FEiFiE K
1. ERLL TR CredentialsRequest B E X %R YAML :

Cloudwatch EiFiE kit

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

sk akak

2. {# ccoctl ©p45, M CredentialsRequest CR 7y AWS flliZfA &, {#f CredentialsRequest
KR, XA ceoctl IR RUIB— M A EERIRH IAM Af, ZABSIEERN OIDC H91R
HRFEXEE, UER—NMEFI CloudWatch FHRHUTIREMIPR R, LWHSTE
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml F A&7 —/ YAML EEE X {4, Lk secret XHEES AWS IAM R IER
H1T B UER I8 role_arn #/{E,

ccoctl aws create-iam-roles \
--name=<name> \
--region=<aws_region> \
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--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com ﬂ

ﬂ <name> ZATIHC T HIRMIGT, NiX5 STS KRR I RHEAKNATRTER

3. N AR secret :
I oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml
4. fIE=Yw4E ClusterLogForwarder B X ¥R :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging g
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: <your_role_name> G
pipelines:
- name: to-cloudwatch Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

‘o @

ClusterLogForwarder CR B9 &,/ instance,

ClusterLogForwarder CR #6p 4 22 ] %4/l 2 openshift-logging.

8 TE Hi HH Y & FR.
5 7E cloudwatch 28,

0

0009

E
Al g E AN B BT A
e logType WENHERBOEREA

e namespaceName NENYARFHRLEHUE—PEEH, EMELNFHITEESZ
M, FRHIE KRR logType 94,
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° namespaceUUID ﬂjﬂﬁ‘fﬁﬁn‘ﬁ%?&lﬂ UUID BIE— MM BEH, el hEiZen

Nk - IEE— DT REBEEEREEHELTPREOL infrastructureName R4
1B AWS X1,

IBEDE AWS EIER secret &R,

Nk - IR EE BB,

FREEREEER LB KR  application. infrastructure =X audit.

0900099

Hith 5w

e AWSSTSAPI &%

M.12.1.1. EAMA AWS Al AWS CloudWatch fl|E secret

MEERE—N AWS WIS AR, BELIFEH oc create secret --from-literal €855 AWS {8 STS A&
secret,

oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret = fi

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

N13. FAEEHE L E LOKI

& T NERHYER 1L OpenShift Container Platform Elasticsearch SEf 4%, &40 LUK B &85 & BIAER Loki
H Ib\lﬂ%%/)ho

EEE AR LT Loki, niiflE— ClusterLogForwarder B E X ¥R (CR), FOIB—NHHE

Loki B ClusterLogForwarder B X ¥R (CR), MRERAHHMEE, E Loki B9%)H T LUFEH
HTTP (FR%£) SHHTTPS (L£ HTTP) i#iE,

SeRFMH
o WA — Loki BRI RRSELET CR HBY url FERIEEM URL Hi217,

¥ =2
1. BIEHSmiEE X ClusterLogForwarder CR % &REY YAML 314 :
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o
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: loki-insecure 6

type: "loki" ﬂ

url: http://loki.insecure.com:3100 @)
loki:
tenantKey: kubernetes.namespace_name
labelKeys: kubernetes.labels.foo
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret ﬂ
loki:
tenantKey: kubernetes.namespace_name 9
labelKeys: kubernetes.labels.foo Q
pipelines:
- name: application-logs @
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR H4n 4% 22 [F]4 %= openshift-logging.
¥ TE i L 9 B R,

FFRBHEE T "loki",

IF Loki 4iHY URL Flim A3 E N B MBILENS URL, EEILUER http (R&4£) =X https
(ZLHTTP) i, MRFATHEA CIDREMRIEESEHENE, HiEVTERRSB[REMH
= FQDN, MA=Z IP ik, Loki BF HTTP(S) @iflFE iAimAH 3100,

NFREERE, BALLUBITIEE secret kI ELiETHBISIER https =X http URL,

XTF https #8148, E18E TLS BIEinRATHEN secret &R, secret F/ETF openshift-
logging HiE &, B IMEEEEEIIFTRKRIAENIERR @ tis.crt. tls.key # ca-
bundle.crt B95A, &, *F http 1 https §iIZ, EALIEE— NSRS EMBEBEHN
secret, MIBELER, BSHUT A  ZBESER - BFBIEH secret’s

Ak - IEE— meta-data key FE&, & Loki ) TenantlD FEXE M E, 0, K&
tenantKey: kubernetes.namespace_name {# [ Kubernetes ip % 22 [RIfIZFREH Loki AR
MFF ID WE. EEEEUTUEENEMBTICKTE, HEFL T Additional
resources 284> " Log Record Fields"#%#E,

A%k - IEE— meta-data FEXBEFIREZBH A Loki 7%, Loki FR% & Fhwnazil 5 1E N
Fik= [a-zA-Z_:][a-zA-Z0-9 :]* ITfid, ciIBRHEAMIEEZFEEN Y LUARIRE 4
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R, 40, kubernetes.labels.foo meta-data ##ZE X Loki 1% kubernetes_labels_foo,
INR%AFE labelKeys, NIEIAE T : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host]. REXRFITEHELD, EH Loki RIRFIRIF
IERRNEE, HSHECE Loki. limit_config, MR LUFER TR ESRETEMA
HILKFE AT A,

@ Ak IEE B EHIE R,
m FREEREEER LB KT  application. infrastructure =X audit.
2] L

BT Loki ZK#ZN A IEMRPEFBER, labelKeys 15243 & kubernetes_host
R, BMEEEEIREE. LaERERENTMRB R —EN, XHERBEERNTRE
FE N LR B ZE R S BN (A1 B PR

2. B CRXIR,

I $ oc create -f <file-name>.yaml

11.13.1. Loki R [RHI£5 15 B HERR

INR Log Forwarder API {81 R KR E(E R 4 El Loki, Loki REMKEREKRHI(429)5 1%,
XEEIR T REREEHRELRPLE, fl0, LT logging FRERMEIEERRELHEMWERF
if, logging FRASZHESFAIE BELEN TR BILRRREIFE R, EXMIERT, WMRHM
FHEWRENTFEERERRE, HEFESARECE, FEREKMA S TN ARR R KR 1%,

INFRRFRFBIFRARFLLAL &, LU TR LokiStack B E X FTIR(CR) R AR R ] &,

BE
LokiStack CR 1£ Grafana £ &/ Loki LR A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions
® LogForwarder API B2 & 7% H & Al Loki,

o RBYRLIMA Loki K3EARTF 2 MB HIEHRER, 40 :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-
31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCO0YWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

274


https://grafana.com/docs/loki/latest/configuration/#limits_config

H

B NEFASEXBINBBE=HATLTRE

e f§i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERL TS
= »L/L-F%EI T«i/% /l_.\z Efjfj-

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £5i5%H B~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 51578 2R~ Hl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EEBLERNBREBRIX MR, BI80, 7E LokiStack ingester pod A :

Loki ingester £51%H 2= A1

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize FE& & X B MNAHERI AN R AR MERBHIRAAN (LU MB

1) o XMER—MERS, FHEXENEDMEREMEZERFIHEIZRKEER DN,
f¥F KT ingestionBurstSize HEIHEANIFE K,

2]
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ingestionRate FEEBMWHRARKITFAENUIRE (LA MB HHA) , MRBEERIFKEL
R, NBIERRRGIF R, BREFSEALEAE. RELTHEBTRS, RIH

Hi 5w
o HRILFFE

e fZE Loki IR%58s

11.14. HHE% X F GOOGLE CLOUD PLATFORM (GCP)

BR 7 EKILHY OpenShift Container Platform BEZE A, LT LUF A E A Google Cloud
Logging.

% -
NXZHFTE Fluentd AR L INEE,

SoREH
® Red Hat OpenShift Operator 5.5.1 REHRAN B EIL K F RS

i =3
1. A Google AR 551K 7 % 5H A EE secret,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service _account_key file.json>

2. AL T#ENRG/EE ClusterLogForwarder B E X %R YAML :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: e
- application
outputRefs:
- gcp-1
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RIBEEN BEEFMEIE GCP WRIZ RGP MALIE, K& projectld, folderld,
organizationld, =X billingAccountld #977i & H 48 5 FI1E,

JHE X NARIE Log Entry B9 logName FERHI(E,

o0 o

FREEREEEL LB KR  application, infrastructure, X audit,

Hth B3

5

® Google Cloud Billing 3X#%4

® Google Cloud Logging Query Language 344

1.15. S B & & E SPLUNK

BR T NERBIEKIA OpenShift Container Platform BEFEM, EiA e LU HEEL A E Splunk HTTP =14
&2 (HEC),

RXHFTE Fluentd AR LINEE,

FRFH

® Red Hat OpenShift Logging Operator 5.6 & B =ik A
e IEEN collector B ClusterLogging 45

® Base64 4wiGH Splunk HEC k&

ff

L=

S

1. A& Base64 4G Splunk HEC S HE O secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. FRLUTERLIES YR ClusterLogForwarder B E X ¥R (CR) :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging" 9
spec:
outputs:
- name: splunk-receiver 6
secret:
name: vector-splunk-secret ﬂ
type: splunk 6
url: <http://your.splunk.hec.url:8088> G
pipelines: a
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- inputRefs:
- application
- infrastructure

name: 9

outputRefs:
- splunk-receiver g

ClusterLogForwarder CR By£& #2472 instance,

ClusterLogForwarder CR BJ#p 4 22 [A] )/ ;& openshift-logging.

18 TE H L 9 B F,

IBEESE HEC ThERY secret &R,

¥ H 2R Y48 E O mvapich,

87 Splunk HEC B URL (@3EimA)

FREEREEER LB XL  application, infrastructure, X audit,
k=

Ak EEEENER.

990990299000

1EE A L E L & B S ARk 2 .

1n16. NEETBE R AN ARFAE

& B LUER Cluster Log Forwarder {5 A HEMBIAMBFETIE A X BN BAER G RTHEARIA

B Elasticsearch B&FES, AR LLUEITIIRVE, BARTERENSTBERESR, LUIEREKE
OpenShift Container Platform B H &R,

EMTBAREEE LN EARFERE, 68/28—1 ClusterLogForwarder B & %R (CR) , HE
ANIMBREA, NEMBERESRIRHET LY, DURERXLEHANEENEE,

FRFH
o WA BE HEREENM S B E SEEN B SRS 3.

¥ =
1. BIESSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @
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B NEFASEXBINBBE=HATLTRE

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B4,/ instance,
ClusterLogForwarder CR By#p & Z2[H] %4/ & openshift-logging.

¥ TE i L 9 B R,

IEEHHKE : elasticsearch. fluentdForward. syslog =X kafka.

TSR B SR A 2SR URL iR O3 E N AMB4A%T URL, MSR/EH T8 CIDR EMENE
BESERIMRIE, MM IRS2:&FR= FQDN, MmARZ IP #hit,

WNR(EA tls BIZK, BN TLS BIEHEEIR mirEi secret &, secret MTIFEET
openshift-logging WiE#, #EEENMEAEIIFARKIETH tls.crt. tls.key # ca-
bundle.crt &4,

BT diEisEm BN AR EENm AR E.

EEERE, FRHMASTENBRREEELERAER Fluentd SE41,

my-app-logs #i A,

E{FH R AR,

Ak IBER TR A ML JSON BELBYE N structured A HY JSON X R, HESHE

WBEBMBILENME JSON ; B, OpenShift Logging &MiEk structured F£%, FHEH
EEREAZEEBINZRS| app-00000x.
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=
ERLE, MESOEIEMBABTRES.

o FHEEIREERAMHERRE : application. infrastructure = audit.
B

e
H
&

B 4 B &S5 Y5 B R,
HE

E
o % : IHEFMBEEE L BINER Elasticsearch S£5I# default i,
1k

. ?%f% gmﬂﬂ I_]EIL;\I:F'E’J /I\EE%/I\ﬁ\/{%o

2. B CRXIR,

I $ oc create -f <file-name>.yaml

1.17. M\%7E POD ¥ & N ARFHEE
ENEBREEN, I LUFER Kubernetes pod M2 MEFE pod E B EBIEFHSEEX LTI AEKRES.

BB ABHASREAN, HF5AEMmAEFPHNEMARE—RIZT. NMRXL pod EFIRHN AR
r_ﬁ4, ,u\_IL/L”Q%%DﬁUHﬂEE/L.\@I?Eﬂﬁmﬁ’]ﬁ/u”iigﬁo

BHETE pod 113, TEEA—1=HZ D matchLabels # 5%, IRIEE T L MEEN, pod w5 EiiF
BORR A (EPREC,

iz

1. BlESSmiEE X ClusterLogForwarder CR X REY YAML 3, XX,

inputs[].name.application.selector.matchLabels T HE F L ERE IR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
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0 99 @6@@6

% N % ﬁalu\%& UﬂﬁB% ﬁE,hxlaﬂka%%

namespaces: G
- app1
- app2
outputs:
- default

ClusterLogForwarder CR B & 4/ 2 instance,
ClusterLogForwarder CR #9654 22 3]/ 2 openshift-logging.
IEE KB inputs[].name — N HZ PN LUE S D FREVE.
15X E outputs[] I— ML MLLES D FRIVE,
 IBER B LML JSON BiESBEN structured AR E) JSON %R, HERE
M\&Dﬁ@ SEMBLEFIE JSON ; B, OpenShift Logging &1k structured =%, Fi¥H
EEREAZEEBINZRS| app-00000x,
BB —HME— pod FRERNEN N ARRFE L HE—B inputs[].name,

EEEERENBEEIERN pod IREREER, BoIEE—MEME, MANUE—
B, BHULEE, pod w5 A REN L.

ik EE—AH S RELN,

BEENMAERBIEEZLTN— 1S N i, i ERAHEEBGA R B EEEL EEIR
&R Elasticsearch £,

2. "k BN EEBIERERSIVFENGLZERE, EFEA
inputs[].name.application.namespaces, #1_tFIFATR,

3. "1k WA UMEBEETR pod FREMESN N ARFRE—EE 4 XA SEIE.

a.

b.

C.

X F pod IREHIBINKE—HE, AIE—ELTF ZRH inputs[]l.name EB45
RS (selectors) LAPTECILN AMBSBREIRE.,

19378 inputs[].name {EXRINZEI inputRefs, 40 :

I - inputRefs: [ myAppLogData, myOtherAppLogData ]

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

=

P

e INFEA X Kubernetes 1 matchLabels WEZEE, EHESH X HETESHNERMNTTIR,

=

P

° ﬂf%ﬁﬁﬁ ®HitH BilxE
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1.18. B &R & MEEHERR

LKA ClusterLogForwarder B7E X FFIR (CR) I, #15%R Red Hat OpenShift Logging Operator }&H&
B3I EHERE Fluentd Pod, ERTLUMIER Fluentd Pod R &I EFHEEE |,

SoREH
o RBEAIET ClusterLogForwarder B S ¥R (CR) R,

it

o JiHIF& Fluentd Pod LABR &I EHERE,

I $ oc delete pod --selector logging-infra=collector
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%123 J5H JSON BRit®

F12= FH JSON BEICH

R LABSE Log Forwarding API, & JSON FRFER BN A AL R,

12.1. #2471 JSON Hi&

2E& JSON HEWBEEBELL message FEPFNFRBERT. XEFHAMHELER JSON X BIRF
EFE&, OpenShift Logging B9 Log Forwarding API AT LEIESF JSON BEMATRIZEEXT R, FHIFE
% Bl OpenShift Logging E 28 Elasticsearch 5k Log Forwarding API 2 HIEM HAh 5 =5 R 50,

NT AR TERE, BESEUTEME JSON BERE ¢

I {"level™:"info","name":"fred","home":"bedrock"}

ﬁ%, CIusterLogForwarder Q;E)L R (CR) £1f message %ExEPi??'iﬁEIM%E message FE%

message FEX

{"message":"{\"level\":\"info\" \"name\":\"fred\" \"home\":\"bedrock\"",
"more fields..."}

Z 5 AT JSON BHiR, RFEZE parse: json 71NZ ClusterLogForwarder CR B &/, W THIRT
o

7R parse: json B Bl

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {EF parse: json E/5FH JSON HEREMTE, CR<EH structured i #y JSON L5t BESE,
MTFBIATR, XAREXNRRIAH message FEL.

8545511t JSON BEEBM structured Fith =4l

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
MREAEBEZEANSEERNEHE JSON, MR structured FE&,

gFﬁﬁﬁﬁEE/b\laiqz ﬁ**ﬁ'JSON Eln_.\, IFJ%]E)I%E/L.\?F%Z% 'J% széabo

12.2. 5 ELASTICSEARCH fit i& JSON HE#3E
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ﬁD%f&ZE’J JSON HEEBEZNMER, ERENRS|IPEMENTRERSBRIPRI MR, kXM
B4, iEeE ClusterLogForwarder BE X HR (CR), &4 schema SHEIHENHIHE LA, X
B, BARMME L B SRS,

BF

INRIET JSON BB X Bl OpenShift Logging BEEHIBRIA Elasticsearch S2fl, ©RiRIE
BB ERITNFRE, HiERSREIME T LHEXMMERERE, FEEESIELEE
AR SRR FF AT BERE R M ERR,

SR EY
&l LAfE A ClusterLogForwarder CR FRBILL 451925 BU S h Elasticsearch H&FEIEEFRBI AT

e structTypeKey (FFfFE, Alik) 2HEFERNEM. MREFETZFENE, NATHERSIZ
o

o kubernetes.labels.<key> =2 Kubernetes pod 1%, H/{EHTHERS| &R,

o openshift.labels.<key> 2 ClusterLogForwarder CR #89 pipeline.label.<key> jt5&, H
BERTHERSIEFR,

o kubernetes.container_name £ i 25 &K IEZR S| B R,
e structTypeName : (F#F&H, Aik) WMRKIKE structTypeKey, sHEHERTF
£, OpenShift Logging ¥ structTypeName BI{EB/ELEFERERY, HREIFER

structuredTypeKey #11 structuredTypeName ff, #03R JSON HEHIEH R
structuredTypeKey 895, Il structTypeName 12— EIRZRF| & F5,

F SRR LUK structuredTypeKey BI{EXE 7 "Log Record Fields" F 8 [ /REIEATT F
B¢, BREANFERN D RERMEISLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> 7~fl
RN -

o EEMEMZITUNMAREEXAEM JSON BERMN A pod, Bl "apache” # "google”,
e M/ {EM logFormat=apache #1 logFormat=google #riiX LN pod,

o (XA LIE ClusterLogForwarder CR YAML X4 & A LRI FEX.

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat 0
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9

ﬂ & Kubernetes logFormat #7225 % i B9 88 (B 4HEL
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9 Fmﬁ**ﬁ' JSON EIL.\O

EXFERT, UTEHE{EBEICEH N app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUTF b B &R0 %% A app-google-write 325|H :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7~

RIZIETE ClusterLogForwarder CR YAML XA {ER T U TRIBHE :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ 6 A B OpenShift myLabel F1% 45 B BOBEAE X BOME,

9 myLabel TTRGFHFEE myValue IREEAEHILATE A,

EXMERT, UTEEEERICTEFEA app-myValue-write 3257 :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

i

L fth =S

%123 J5H JSON BRit®

o 2EH{biC XM Elasticsearch F5 A8 app-"T RIS (L KB FEHIAN "-write" BT

o FELMMLIERA R EEILEIMLIRE]l, FENA. EMZBRIFHEITREIR, SIHRRESHITR

5l
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o MNRHBFIFEMLENERE, NER A —1%F structured 1B unstructured it3%,

AEFH A KXLFRIM Elasticsearch, AR BEZAFERRRNEHEER, MARNENNHER
a2 EEERRARMNEMERE, flin, K% Apache N AFERERELN JSON HEKRFLEL
8, 40 LogApache.

12.3. [¥ JSON HE#% %4 2 ELASTICSEARCH HE&FiE

% F Elasticsearch B&EfE, MARMEH JSON BERK B EBF/FHER, 15 ClusterLogForwarder
BE IR (CR) BEE NFE JSON EX D HEI L NHIHEE LA, X, Elasticsearch 2 &N
schema {# f— PN HEMBIFES|,

BF

AN ARANERE L EIE—FRSI TR FREREHZEI bR, RS EIE
# % B Elasticsearch ZHERIIIT LR E,

TR S RE I MET SHERIMREN, FEEEIIECEE AR AR AT RERER
BEWIE,

1. LU B B R0% ClusterLogForwarder CR YAML X4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. Ak : fEF structTypeKey I8 EEF—PMHEHEICKFE, MFIEMN A Elasticsearch BZiE JSON
,L,\#GEF)TJIQ BN, MERET,

3. ®i% : £ structTypeName 157E <name>, FIER /) Elasticsearch BZiE JSON HEEHE P
A, MEREET.

BE

ZMENT JSON B, EJIXE structuredTypeKey =k

structuredTypeName, =& [FH[1%{& structuredTypeKey #lI
structuredTypeName,

4. XIF inputRefs, IEEEMAZEEHAWLEHEKRE, W application, infrastructure =%
audit,

5. ¥ parse: json TTRRNINEIE &,

6. G/ CRMR,

I $ oc create -f <file-name>.yaml
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%123 [3H JSON B&id®

Red Hat OpenShift Logging Operator R E#TERE Fluentd Pod, B2, MIRE&BEHTE, 15
fHBR Fluentd Pod LAsi H EHTERE.

I $ oc delete pod --selector logging-infra=collector

Hi 5w
o FETKALINE=ARL
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%13 = IWEFH 1% KUBERNETES &4

OpenShift Container Platform Z4# A2 — pod, Bl Kubernetes E, 33&id logging FR%:
ILRENME, BUFohERE Event Router,

Event Router MFRETIEINESH, FHHEEA STDOUT, AE, KWERFXLEEHZLE
ClusterLogForwarder B & Y R (CR)HE L HITENE,

H e
EHEREHER ) Fluentd @ISR M, HARERE M A LARGCIERN B EHBHE,

13.1. BREMEC EF 4 H e

FERUTS P SEHIRRRMERNERH D, TROZRZE Event Router E3Z %! openshift-logging i
B, LBRREMEEPIKRESH,

LAF Template X ROBESHIRBSRAMENRSIKS. SHACNERAGHE, ERLKEEFITE
Event Router pod, A LAERALERMITHERN, sSKEHNEBEX R CPU MIHREFFE K,

FeRFMH

o FEBFUMNIR, LUERLOIEIRSIKAMEHEABYE, Flw, EaLMERAESR cluster-
admin A B AP EZTUTER,

o WIZR % Red Hat OpenShift B logging F%%t.

1 NEMRESFLIRENR

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
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metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

% 13 = W FH 715 KUBERNETES S
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- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"

- name: CPU a
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" g

1E openshift-logging 7 B  h S 4 EREBEEROIE— MRS

DA TFIEERER P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BliR 551k o

£ openshift-logging i B # {132 — M2 B BT Sk £ B FTEE Y config.json ST
1Z openshift-logging Wi B 03— M ERE, L4 FHFECE Event Router pods,
EEE, BIREMR, 1 v0.4,

EE DB EHIREER pod B/ CPU 2, BUAE 71100m,
EBESBEASHIREE pod WR/IREFE, BIAE128Mi,

EEEEHPLRENRM openshift-logging T H.

9909902909000

2. ERAUT R RAIBFRN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4 -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. AEFTHNEHIEESS Pod:



% 13 = W FH 715 KUBERNETES S

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENEH :
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

847 LUMEFE Elasticsearch infra index 0235 1#& & F A Kibana XEEE 4.
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25 14 = B OPENSHIFT LOGGING

14.1. THEFHIRA
BXRIRAFEIMENEZHELR, 1EHSH Red Hat OpenShift Container Platform & EHIESR

Z49 OpenShift Container Platform 4 4.6 & B R AR AMERE B K ILK AL EI OpenShift Logging
5x, BFEEW OpenShift Container Platform SREFEFHEMRA 4.7 3 4.8, ARG, EEHLLT operator :

® M Elasticsearch Operator 4.x £ OpenShift Elasticsearch Operator 5.x
® M Cluster Logging Operator 4.x ] Red Hat OpenShift Logging Operator 5.x

Z M OpenShift Logging BIIBIRAFANEIHATARA, EHRZER OpenShift Elasticsearch Operator #1 Red
Hat OpenShift Logging Operator B# & L ATAR A

14.2. FHBUCKEHEHRIRE

ERHTICREFRELRIRE, BEEBEB OpenShift Elasticsearch Operator #1 Red Hat OpenShift
Logging Operator BT 3,

BF

TEE# Red Hat OpenShift Logging Operator A7, /B # OpenShift Elasticsearch
Operator, &L A 1 Operator B ZE A — kR4,

IR LUERBNIF B Operator, ] Kibana A=E#1, FEAXME Kibana BE X HIR (CR). Eilf
I AR RIX AN P, TEMIRR Red Hat OpenShift Logging Operator pod, 2§ Red Hat OpenShift Logging
Operator pod EFEREN, B0 Kibana CR # Kibana B X T,

SoRFM
e OpenShift Container Platform fR7&Jy 4.7 S =R A,
e Logging & FRERE :
o Ffi&E pod &4 Ready K2
o Elasticsearch SR FRERT,

o 1B Elasticsearch # Kibana #iE 2 #5152,

ff

L=

S

1. BT OpenShift Elasticsearch Operator:

a. £ Web #Z#Hl&H, = Operators — Installed Operators,
b. 1%#¥ openshift-Operators-redhat 7 8.
c. = OpenShift Elasticsearch Operator,

d. = Subscription - Channel,

292
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e. 1£ Change Subscription Update Channel O, %% stable-5.x 352 Save,

f. FFLWBN, SAE R Operators - Installed Operators,

g. X E OpenShift Elasticsearch Operator lRAR S 5.x.Xo

h. &%F Status BI{EZ N Succeeded,

2. B# Red Hat OpenShift Logging Operator :

a.

b.

g.
h.

1£ Web #2%I&H, = Operators - Installed Operators,

#+% openshift-logging 7 H,

= Red Hat OpenShift Logging Operator,

= Subscription - Channel,

. 1£ Change Subscription Update Channel B O, %% stable-5.x # = Save,

E&LWEN, SAE R Operators - Installed Operators,

J5UE Red Hat OpenShift Logging Operator fRARE 1 5.y.z

% 1¥ Status B{HZE /Y Succeeded,

3. KEEFICTAS :
a. TA{RFTA Elasticsearch pod #4tF Ready K74 :

$ oc get pod -n openshift-logging --selector component=elasticsearch

it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. #4{R Elasticsearch SEEHEER :

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

c. TBIROIE T Elasticsearch cron {£%5 :

$ oc project openshift-logging

$ oc get cronjob
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NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d RMEHSHFHEEESEEME S, FEKRSIZHZEBM :

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

e. WikkiH 2T EE app-00000x. infra-00000x. audit-00000x. .security 325/,

Bl 140 FASERESRE K HRA
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YNO9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqgei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9



infra-000002
228994 0

green open
ewmbYg 31
green open infra-000013
jraYtanylGw 31 228166 0
green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0
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FIEASKEREE TR

I $ oc get ds collector -0 json | grep collector

BiFsH 2B 82 collectort 8%

I "containerName": "collector"

. {8 Kibana CRD iFHEAMt TER T EE#HZE S5.x ¢

I $ oc get kibana kibana -o json

i BirfHREa S EE ready SRR Kibana Pod :
1 14.2. AT Kibana pod 8% H = Al

[
{

"clusterCondition": {

"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

3
"deployment": "kibana",
"pods": {

"failed": [1,

"notReady": []

"ready": []

13

"replicaSets": [
"kibana-5fdd766ffd"

1,

"replicas": 1

}

]

&5 14 = B OPENSHIFT LOGGING

Hz6WVINtTvKcQzw-
148
KROMMFUpQI-
148
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15 AEEHGIR

515 F BERE{ERIR

OpenShift Container Platform web #£#l& B Logging/Elasticsearch Nodes #1 Openshift Logging
(U RMRETRAE X Elasticsearch SEI LK% F FBA LEFNZBF [RIBIBY B4 Elasticsearch 7 B HAIME R,

OpenShift Logging [XFRIRE & chart, FEREFILR Elasticsearch SEFIMNIFIE, SIERFEFIR. Lk
B, EEFHEIS F 0 Fluentd Fiits,

Logging/Elasticsearch Nodes {{F&kiR @& charts, 7K~ Elasticsearch SLBIBNIFIE, REET =B,
SERB. oh. HRFFS.

MEBRL AR, Ha25H{URIRBM Grafana Ul i #E3E 2 5 Grafana (U &K#R, Grafana
H OpenShift £85I 124 4,

15.1. 1j[n] ELASTICSEARCH #1 OPENSHIFT LOGGING 1/ 3R#R

& B] LAFE OpenShift Container Platform web $##l& # & & Logging/Elasticsearch Nodes #ll
OpenShift Logging 13K,

P
IEFINEI
1. 7£ OpenShift Container Platform web 124 A 52 Observe — Dashboards,
2. 1f Dashboards TTEA, M Dashboard 3 H /%#F Logging/Elasticsearch Nodes 3¢
OpenShift Logging.
%fF Logging/Elasticsearch Nodes {{3R#R, 7 LULFEEEFR Elasticsearch 7T RIFXEH
EEET,
L & B REMRIUERER, TREMBUBER.

3. A% : M Time Range #1 Refresh Interval 3 5 st 5 AR R [E]SE [ 3k 2R sk RIFT EUE

g -
WME T REBELIFMEBEE, 55 Grafana Ul B £S5 Grafana (YRR,

BXRURRERMER, 1ESH xT OpenShift Logging Yk # % TF Logging/Elastisearch Nodes 1
=R,

15.2. *F OPENSHIFT LOGGING Y &#R

OpenShift Logging [X&RIRE & chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRFITIHEA A
Elmo

3 15.1. OpenShift Logging chart

E=( 78 sk
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E=( 78

Elastic S2EHIRA

R R

Elastic oK

Elastic 344

Bt £ RO SRE IR

Elastic fF IBHYESS

Elastic JVM GC I5f[H]

Elastic JVM GC =

Elastic Query/Fetch Latency Sum

Elastic &=

CPU

E# A Elastic JVM Heap

Elasticsearch L {FEAE

158 P AR B A4 ek

298

sk

L HIAY Elasticsearch A :
® ONLINE - &7R Elasticsearch SEfI1EZ,

® OFFLINE - 3R7 Elasticsearch SEfI B 4E,

Elasticsearch 5 R4 Elasticsearch 7 mUjs 8,

Elasticsearch S£f5d R4 Elasticsearch 23 B B9 5.2,

Elasticsearch 5 R4 Elasticsearch SRS S8,

IETE AT Elasticsearch 3&B| 8 R4 22 A,

Elasticsearch BMARFTEREHEE, MFR5I0E. R
FME,. DR DB AR,

JVM TEE B HIAT Elasticsearch 1% BRI /EFTERY
ENIEIR

JVM BRHUT L IR ERR BUEH

® Query latency:Elasticsearch 2R EHHITHY
I ],

o JREVIEIR : B Elasticsearch R E M
R REIRRENE- R

IREREE R B A @ B L B EE IR B R, A SRAMEREE R
freogm, NAREE., BERERERE, EW
BIFZHERIREIFTK,

1 Elasticsearch 17 mE#¥f Elasticsearch SEHIHAT
RIS,

Elasticsearch. Fluentd # Kibana /) CPU #=,
RBRTE&NEER CPU BE,

RN VM PR, E—MERNERD, AR
B JVM BB B PI .

Elasticsearch L A F & Elasticsearch 19 s B 2 B
'J'UIEJ
08 A o

Elasticsearch. Fluentd #[I Kibana {58 FA B9 ST {4 3k =T
BB



15 AEEHGIR

1IN ik

Fluentd emit #{& Fluentd BRIAKT BB Fluentd SHEEE, LIREIA
R E TS

Fluentd & #a] A FFHH Fluentd 2 HHIBE D Lt, TEZHAIRER T

Fluentd oA BB A EH =,

Elastic rx 71 Elasticsearch 12t FluentD. Elasticsearch 7 20
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B ERE, BERERERTE

B HHER]

Fluentd %t iR FluentD o3&t B EHI B EORE.

15.3. LOGGING/ELASTICSEARCH 7 s YRR _EHIER

Logging/Elasticsearch Nodes (&R @& charts, Z7K Elasticsearch SLBIRHE (REET m%
A1) . LTI — 5120,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEAMKERILLT E &R,

3R 15.2. Elasticsearch WA
1IN ik
SRRE TERTIERT (A ER NP SR B RRIR S, fEF Elasticsearch
S, BEMIERE

e 0 - X7 Elasticsearch £ FEEEBIRE,
XEKRESIBTHRESH.

e 1- 37K Elasticsearch LB TFEABIRE, X
BEREEZED—NDRNEIARD FFARED
i,

® 2 -3k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

T H E B R Elasticsearch 7 BUE#,
EHHIET = E B Elasticsearch BT S E,
EHFTELS ERRESFRNHE, XEFWRHERTK, FEEE

PATIRREERE, BUaNsRBI01. REIMBRSS Ao ES.
BRMmRREFTITER L2,
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Elasticsearch £ %35 HIRE

B Elasticsearch R3IEZ—THE MO FHIZHA, SIIZ2FACBEBENEXRRT, REIDFEW
MRR  THRMEIAD . BREXHEREINFRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HRBIWOELN, EDRNBEIWRIEE, ERSIEGEHRNINMMETERT, B
LIBER e BIA 2 R I E,

R DR ARATNNRE, BEAIATEEMBRANBRIRHPLENEL. D FREBIITHRRMR
BIEKNE, 2R EERN, MRD R/ TEHITXLEER, 2R FA2EHRN, Ry FEEDRE. E
o, RUEDESFSE, 2h TN 2/EHRE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DEE—MENER /N
AEZE Lucene 3RB|, B Lucene IRXHFZRBIBIRITEKH, Lucene 2 Elasticsearch {f FIRIE 3R,
MR FEREHIGEEENBR KR, MMmERBREZEHEE, RS FH BT FE 4 AT M ER AR
12, el gEZREA M,

% Lucene HUTEIEIRFE (INIERIZIE) B, Lucene RARIEHERXREIPIZRS| FERIUTIRE. Sk, &
R BRE S SR RFHEAF R ERIRLY, RIS i BREBURLSII AR REA EXI,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FBILL T E &K,

3R 15.3. Elasticsearch &84 KK chart
19N ik

SRERD R SRHPERNED FNBEND F (BHREEIF) B
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFTS FHE, IEFRD K BEENE
b, WEFHPEREAFART RIADEHD F. EEE
BEAIEKD K (non-active oK) BOERFIA], %
KA B FETR RS B EIR I AT gE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e LS MERRRMF T 2N ERENE,

SBRDEDH KOS FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 F ATRE% A O EC,

Elasticsearch 17 maigtn

B Elasticsearch T REEBRITHR, sTHATFLOIEBES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHANIIEZFHI T B KR,

Logging/Elasticsearch Nodes {{&RIRBE LU THXAMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNTESHENER,

3% 15.4. Elasticsearch 17 &xgtrE xR

1IN R
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15 AEEHGIR

1IN ik

ThreadPool 1£5% BTSSR B BRI AR EFNESHE, £E
AT R KBRS AT RE R RS TV R R AR TR HAh
[A] R

CPU & A% Elasticsearch 7 m{FEFEB CPU 2 h D B4 E

HAEEH CPU EEMNBE D L.

NERE FfTi% Elasticsearch 11 RIERREFEER,

WERAE FfTiZ Elasticsearch 1 | £ F3RB I #IEM T HIER &
Tk 22 (A,

XHEEREIE SCAYTERTIE Elasticsearch 7 s L3R5 BISIER,

RBIHEIR TERIZ Elasticsearch 17 ;R E3RBI SXASRRFTITF], F&5|

EIREZERESHEFRBFN, 0 IVM Heap REFHME
M, ERBIMAREAPHESETE,

HHRK TEFfI%E Elasticsearch T | L2 1T RIE R E,
HRIER TEFfI% Elasticsearch 17 s L S22 3R1E KR [A], 32

RIERATRERZ IR SRR, LELBINARE
PR ERERERRE.

X1t (81EEIE) TFHETEFTIE Elasticsearch 9 ;= LB Elasticsearch 344
BE, SREHEESRMTY R EOEMNEIAD F &
RIS,

STAE T R =R BEMDELAFRIE Elasticsearch 17 S M{EMRIZRE |9 K &

fHB& Elasticsearch XYM E,

XHEEFHE SBLLA L Elasticsearch 1 mBERZRB| D AR EF
B Elasticsearch X4 E,

Elasticsearch 7 s fielddata

Fielddata ®—" Elasticsearch #8451, BLURBIFRRENEIIR, FHREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch £4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, SHERBRY JVM HEAP REBFATA fielddata %120}, Elasticsearch ALK fielddata 4%
ﬁ,o

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch FEXHIBHILL T E &K,

3 15.5. Elasticsearch 77 P EBR BB KR

=178
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https://www.elastic.co/guide/en/elasticsearch/reference/6.8/fielddata.html
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1IN ik

Fielddata %K/ FF % Elasticsearch T & _EH fielddata B 1EH
JUM HHE,

Fielddata JXFR MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
%

Elasticsearch 17 A& )& 1F

MRFRE|I P EHENHIERENRDY, ERBNERIET ANFINERN%REDR%E, LUE Elasticsearch
EE R,

Logging/Elasticsearch Nodes ({RIR B EH X Elasticsearch 1 R B FBILLTEIR,

3 15.6. Elasticsearch Ti & iE&R
19N ik

BIRFER/D BATFEHEENRNELE, AToBLFE
Elasticsearch 1T mBIFFE D H .

BN ENR A% Elasticsearch 17 s LR E AR FIXBREE,
B ERT i Elasticsearch 7 s EME IR HEHE,
BREER A% Elasticsearch 7 & £ E R E LR

Elasticsearch &3|17%

TEFRBIXHEM}, Elasticsearch S X EMEIERS| F R, XL EHIENMERT. H

i}, Elasticsearch R EME/NMHBREFHEKAKMFERA, UL FKRER, MNRZR5EREFIE,
BLBFH IR ERRTHK, MMSBIERMMEEEHINAH, 7 B XFES5R, Elasticsearch 7
i (throttles) MIZRBIEE BT E DD EAFREIEI N RN ERRERE L LIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILL T E &K,

& 15.7. Rl TRER

i1, Hah

5|7 Elasticsearch A% Elasticsearch 17 & L7 % 3R B |12
YRR A]

BHFTR Elasticsearch fEffi% Elasticsearch TR E T RERE K

B & F R VERIS A,

TR JVM #E55T T
Logging/Elasticsearch Nodes {{F&RIRBE LU TH X JVM Heap BIEMEIER,

% 15.8. JVM Heap Ziit Bz
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15 AEEHGIR

1IN ik
B A% Elasticsearch 7 S _E S FERRY JVM HEZE R 2,
GC it# TEFRI% Elasticsearch 9 s b3z {7 B I B R VE 41

2, SEBNFERE,

GC H[a] JVM TERFI%E Elasticsearch 17 m 32478 3% B iR VEHY
BFIE], | B By 3% [ U st 1],

303



OpenShift Container Platform 4.10 H&it %

516 & BEHIEHER

16.1. &%& OPENSHIFT LOGGING K7

B LIEE Red Hat OpenShift Logging Operator BIA SR Z M BEIC K F R HME

16.1.1. Z&%& Red Hat OpenShift Logging Operator BJIA 7

&I LIEE Red Hat OpenShift Logging Operator B4R 7.

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =

1. # A openshift-logging 7 B,
I $ oc project openshift-logging

2. &Z& OpenShift Logging A7 :

a. JKEY OpenShift Logging A7 :

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
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- fluentd-flpnn
- fluentd-n2frh

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHitE, SEREFRIETE status N,

Fluentd Pod HItEX{E B.

% 16 = BEHREHHR

Elasticsearch Pod B#EX1E R, S3% Elasticsearch SREHEBRIRZ green. yellow =X

red,

Kibana Pod BYtEX{E B,
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16.1.1.1. {E R E R B

LUF 2% B8 OpenShift Logging SL{3I#] Status.Nodes Z8 89— L& 5 5H 2,
RUFUTHBRTEERRT T REBIRENEK L, FEEESRHIERALTR :
it Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBRNRTEERT T REBIRENS KL, FESRFBEFREGMIHMT S
i =l

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHRSEERT CR B Elasticsearch 7 sk ¥ B8 5 &£ B YA T S ERAITAL :

i tH 7 B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
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Reason: Unschedulable
Status: True
Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTARABREERRTIERE PVC TEHEE PV :

i th o Bl

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTIEWE Fluentd Pod, B7 7T RS SAEM 17 RERAFIREL

i th o Bl

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

16.1.2. && logging FR G HHBIIRS
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A LLEE SN BHIL R FREHGIRE,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

1. # A openshift-logging 7 E.
I $ oc project openshift-logging
2. Z & Red Hat OpenShift FfEH logging FREURE -

I $ oc describe deployment cluster-logging-operator

it Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. BE logging FREBIARERRE :
a. IRERBIAREMEH
R~

I $ oc get replicaset

i th o Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m
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b. RERBIARERRE :
I $ oc describe replicaset cluster-logging-operator-574b8987df
it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

16.2. & ELASTICSEARCH BE&EEFEMRE

IR E LLE & OpenShift Elasticsearch Operator RS & % 4 Elasticsearch ZH 48R,

16.2.1. EEHEFEHRE
RAT LA B B A E IR TS,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ff

L=

S

1. # A openshift-logging 7 B,

I $ oc project openshift-logging
2. BERS

a. JRENBEFELHIBZF

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IKEXHEFHIRE :
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I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

fgn -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
FHPESEUFOTHER

=1

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] e
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all
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5 16 = HSHREHERR

@ =i, ERREFERERE status N,
9 BB IR

o EHRMES RHHE,

o D REHVEE,

o IEFEWAILEISD FHVEE,

o REHETRHASHE,

o HEFHET RHE

o FAEHESFHE.

o HEEMIRE : green. red. yellow,

o ROBHFHIHE.

g EARERYE (EFHE) » BEFRESART AT ERER S KB THERFNR
H, BEREUTERBEROMESEHE :

o AREEFFHEEMHMRIERSR,

o AEFMMAERRNESHALL,

e Pod AHFE, ALETERTEANRENER, ERESHIERERTH,
Q EHPHATFET R, A upgradeStatus.
(s

SHPWHEFEE M im. BB master TR, FI1E failed. notReady 3 ready R
TQ

16.2.1.1. 155 H Bl
LU R 23K B Elasticsearch SEIH Status EB4 #9—Le (&5 3H BB R4l

UTREHRRTT REBBEEMEKAL, FRRED RS T =

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTREHRRFT REBIEENS KL, FEDFREREMIEMT R,

I status:
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nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

LUTFREEBRT CR AR BESFM T UL FSR SR PRI T REAS TS

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.
reason: Unschedulable
status: "True"
type: Unschedulable

UTREHBRRTAEEM CRERTAEENFAMSEEER (PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

LT REHEBRTASFMERRA RWH T AR FFTURERE,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

IR SEERRTREEEF KXZ control plane 17/ :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
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reason: Invalid Settings
status: 'True'
type: InvalidMasters

LUTFIR S B3R 7R Elasticsearch FER IR 2 TRIE D,
a0 -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason fl type R FERIEEAZZFHBENRE

StorageClassNameChangelgnored

PEFFREBFHEREH.
StorageSizeChangelgnored

AFFERBFERN,
StorageStructureChangelgnored

T FFE IR B SR RN A A 25 1) (A BB el

B

INRIERF ClusterLogging B E X TR (CR) BLiE N MIRE I # B FF A M7

fif, OpenShift Elasticsearch Operator K |E— N FFAMERER (PVC), BAROIER
AES (PV), E;ER StorageStructureChangelgnored R, Bk E %)
ClusterLogging CR FYE X FH Bk PVC,

16.2.2. EE A EFHBAGIRES
R B S A B SF 2 A Bk S,

Elasticsearch &8I
R A LA & Elasticsearch &3 |BR S,

1. ¥KEX Elasticsearch Pod B9 #f5 :
I $ oc get pods --selector component=elasticsearch -0 name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. IRERGRBIHVIAGS -
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I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

B&&EH pod
A LIEERE HEFHEM pod BIRKE,

1. REX Pod B9 75 :
I $ oc get pods --selector component=elasticsearch -0 name
it Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FKEX Pod BYIRE -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
BHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
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Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFM pod BBERE
BRI UEES B SFEBERENRS.

1 IKEREREBERER AT
I $ oc get deployment --selector component=elasticsearch -0 name
i Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BEREERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHPIEUTREER -
=1

I Containers:

315



OpenShift Container Platform 4.10 H&it %

elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>
HEF#ERIAE
fRa A E B SFERIAERE.
1. IRERBIASER LT
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERIRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
HHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957{455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

16.2.3. Elasticsearch £EHIR S

OpenShift Container Platform Web % &#) Observe #84 F1#) Grafana [ FR#R .7~ Elasticsearch &
ERE7NZOW
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FIREX OpenShift Elasticsearch SEEEHRE, BRI T
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging 89 OpenShift Container
Platform Web & #) Observe &84 A Grafana (YRR,

Elasticsearch IR &S E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZERETHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total
7R Elasticsearch T mEFUET. RNERHFEEFBRE, F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
IR Elasticsearch 385 fp R 22 [AIAYE.30, H40 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DB e ZE AL, i -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {§ 8

#N%R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, YRR
TRLLUTREBREER -

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

16.3. TARBASICRFRAER
FrE BRI R L IRERTITE OpenShift Container Platform Web 12§ &#] Alerting Ul /i,

16.3.1. EEHEIL KN ELIER

Z4R [ /RTE OpenShift Container Platform web 2l & /1, 7E Alerting Ul B Alerts i£T £/ E7R, kb
FUTRKREZ—:
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e Firing : TE@ITHARRAEBIRFM T true. REEMAEIRREM Options 5., UEFESZER
HFEEEHS,

e Pending : EIRFMHZHFIN true, {BERIAEIFBITHT[E,
® NotFiring : HRTRAL EN,

AR
#E logging FRETME M OpenShift Container Platform 24k :

1. 7E OpenShift Container Platform 2%l & A1 s Observe — Alerting.
2. |ifi Alerts 75501, RIEFMEFHNIIESS, JIHER,
HAth 5T

o MFAX Alerting U NEZER, ESHEEENR,

16.3.2. X FHEIC RINERER

DUTFERBETICRINERRENR, &AL OpenShift Container Platform web 12 &#) Alerting Ul B
Alerts TTEH EFIXLER,

% 16.1. Fluentd Prometheus ik

B HE Uiy BT
FluentDHighErrorRate <value> of records have  FluentD fiH IR HERS, Warning
resulted in an error by £/ 15 D #pep B 10,
fluentd <instance>.
FluentdNodeDown Prometheus could not Fluentd 2% Prometheus ®  Critical
scrape fluentd BETTIEIMEN R E R Fluentd 52
<instance> for more B,
than 10m.
FluentdQueueLengthinc  In the last 12h, fluentd Fluentd iR &5PAFIK/NIETEI®  Critical
reasing <instance> buffer queue 1,

length constantly
increased more than
1.Current value is
<values.

FluentDVeryHighErrorR <value> of records have  FluentD HitH iR EIE  Critical

ate resulted in an error by X, HEZEI15 28, B
fluentd <instance>. INESR T 25 1,

16.3.3. % F Elasticsearch ZIRHLN]
R A LATE Prometheus R H X LEZHR AN,

< 16.2. Bl
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g

i

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

30

ERERRSLT RED ELD 2 0fh, £EETERERE, 27
BEfRSL, FFmaster TERERIEE,
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ERERREN YELLOW £ 20 S8, ELESFEIRERS

(58

ERETHATELUS Y 6 /NN P FRE AL 22 R =2 4t

TR, KB RET— NI PUEFIERTA X4
AR

e

TERENJIVM #EAEES,

BT A A ZERAEE, BETRAEEKLGL. 2R TEBD

BRLA LTI e NIZE BRI RN INE SR 22 (A,

HF AR ZEARE, BETRAREKML. BETE, ®
LS RRERSEIEMY R, BRET RIRINE S 2,
FELZFDEA T RBIERE,

HFAIRMEZERATRE, BETRARBKKAEL SMEXD
TREDET S ARSI E bR R R, SHEAGERET

BRI, FREBIRBAFENL T,

e

Elasticsearch TEI8E T m EFIE AN, kb7 s ATEE

TERENJIVM BEAEXRS,

BIERE,

ZRGERE T A EEAN CPU XS,

Elasticsearch fE$5E 17 m LFE B CPU A&,

16.4. NZLIEXFINE BKIC K 8E

TERZZ M I B R REHER, AR BNZLIE = N R T HERR SRR,

RIR bR

EEM

Critical

g
il

Critical

24

& A A must-gather TERWEAXTBIHHIR, ERHAFHRNEDBEICKFRALHRZEIE
S

/BN o

HTREHRESL R, 1HIRMt OpenShift Container Platform #1 OpenShift Logging BIIZ B {E &
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ﬁ E,E
AY AZE{E A hack/logging-dump.sh fIA, XNHEIARFBEREZ7FE RNRERIE.

16.4.1. XF must-gather TE

oc adm must-gather CLI s TR INEHE BN TR FURERER.

S FHEILEKF RS, must-gather INELTER :
o WBZHIWIR, & Pod. WMEMRS. RHSKS. AR, ABAENEH
o KBNHIR, SEEEHIHIINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (5] 1 # OpenShift Logging iR, &
FEEWRERNERRE. BEEENBAETMEIE

1£i21T oc adm must-gather I, 28 E 0|8 —1 51 pod, 7% pod LEEIE, HREZELL must-
gather.local 7k — B xS, WEREHSFITIEEFXPOIE

16.4.2. Fo R M

® W% 4% logging F%%i# Elasticsearch,

16.4.3. I OpenShift Logging #iE
& el {E A oc adm must-gather CLI s S EWEF X BEICRFRENER,

i

L

35 must-gathel‘ ”&%Elb\lﬂ%?% RER
1.t AEEZ% must-gather 5 BB %,

2. % OpenShift Logging #{%;21T oc adm must-gather 343

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6 — /N LLYETE X+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408.,

3. MNIRI QI EER must-gather B kO — D430, g0, 72 Linux BERSIHITEN L2
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. AELTOBZR I e B LMY L R ST
16.5. RIEEREFEHER

16.5.1. Elasticsearch Cluster Health 241
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ED—PEDRREBKEESERLE T Ro
R HERR

1. 2 Elasticsearch SEEHEBRIRS, FUIULEREM status BE N E,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. FIHEMARRNT <.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. FH Elasticsearch Pod, FMEf15 E—F s RigT miF T,

I oc -n openshift-logging get pods -| component=elasticsearch

4. PNRFLE Elasticsearch T s B IMMAEERE, 1EHITUTES I,

a. ik Elasticsearch 3% control plane 7 s,
p

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. ¥ RI%E control plane 17 s B pod H &R,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

C. *‘AKFIJEEDDA$E¥E’JTJ FE\ E Tho

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. MNRMAT REMAER, HHITUTESR, REERESETHTRE,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

MREERTHE, RELRTERSENFLENESMELNFIL.
6. ERBEFLENES.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. MREBFLENES, FREERS.
MRENPRELEZL, FEARTERERRSE, FREER, RENHREFXNIEER

B, MRFLEBEFSRTZRERE, IRTRESFLE,

8. MRMELFEIFIE, HKE cluster.routing.allocation.enable 2 %% E& 7 none,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

9. N cluster.routing.allocation.enable 1/ none, EFEXE N all,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. MREMLERFDARRILER,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

. MRERMARBPARZAEN, FERABTHITUTSESREN,
a. ;BMR%EEF.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. BIMNEADEEIXK,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. MERFIBIRENIE.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d. &N [A],
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

12. MRBITENS X EBRILEBIRE], & HIRMFRES,
a. MR BRI &,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. MIFRLEZREL,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERHRENAE, FERETREGERESEELEENEN L,

a. & Elasticsearch JVM FHEZEES,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

EaSHE®, % node_name.jvm.mem.heap_used_percent FE&, LUATE JVM Heap
FR=.

b. fh#m CPU A,

Hth B

® 7f Elasticsearch H11## 5% "Free up or increase disk space”, Fix ared or yellow cluster status.,
16.5.2. Elasticsearch Cluster Health H& &
EDP—NEDRBEIRSD FEBDERE T R
R HERR
1. 1853 14%E ClusterLogging CR ## nodeCount 312 077 ;=K.
Hith 5T
o EHHAFRIIKEENHRE (CR)
o NHEGFHEEFAMEE

® 1f Elasticsearch F1##5& "Free up or increase disk space”, Fix ared or yellow cluster status,

16.5.3. 214 % Elasticsearch T s K 1 4%
Elasticsearch N4 b 2 E2 4574 BHE KA BT s

R HERR

1. IHBEEHE EERZE Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide

N
o

HERABARDENDH.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3. MREFERDENS F, HRESDT R LAEZA,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. % nodes.node_name.fs FE%, LUAEIZ T s LRI AT FAREELZR (A,
INR(FEFRME S 2 L8 85%, NI mEBid Bk, HAES R TEBIRALLT &,

5. ZI@INFRE T R _E AR 22 (A,
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6. MRTERMEAZEH], BEEHAMEERMFFEET =,
7. MRARMFEIRT mA R, EHOERBETTRRE S
a. Ko7 X4E18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -0 jsonpath='{.spec.redundancyPolicy}'

= 3 =
SF =
TN

fNSR{# M ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HREXNENL,

8. MRAIEMIL & A RN A, 1EMRIERERE],
a. ¥ Elasticsearch LRFBEZ&RB|IBIR A,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. #E R LUMPREVIBZRE,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Hth B

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A% "redundancyPolicy"

16.5.4. 274 %l Elasticsearch 77 S £ &K1 %
Elasticsearch 2 ZHMEIAEISKAEN T RPEFEMD H .

R HERR

1. IHAEEHE EERZE Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide
2. EEANT R LRI ZR A,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done
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3. REKBHEDTEHRTE,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

MRpoEEEREFEMD K, NKRKELTEKAMEZ (High Watermark) . High Watermark
BIRRIATE DY 90%.

73 Fr ERTE AL B R A R BUE BRI R RIK AL B (E R TY /.
4. EEFORDEIBET R, HER—LLZF,
5. ZI@INFRE T R _E AR 22 (A,
6. MRITEGIMEZEA], 1EZH RN EIET =
7. MBI BIET |A -, EHEDERTRERE S,

a. Ko7 YHE18 redundancyPolicy,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

3=
=N

fNSR{# M ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
j jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$&1i%&5 SingleRedundancy
HEFXITEH,

8. MERIEM L R ERRRXNAE, EMRIBMZRE],
a. &% Elasticsearch LA ZRB|FIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. R LMPREVIEZRE,
c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Heth BT
® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A## 37 "redundancyPolicy"
16.5.5. B4 El Elasticsearch 17 mfih & 93K KA1 4%
Elasticsearch EBMNEB XM A RIS fhsndlfEH RiLERE |5
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* NITRPE—IPHZIDH.

o —MNHLBANHALET flood stage,

BB

1. &7 Elasticsearch 7 s BOREEL 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

1% nodes.node_name.fs %, LUHBEIZ T m £ B A] FRGA: 22 [,

2. MR B DT 95%, XREAIZT REBITHKKAEL, MNFEEEETREDEN
ok, BAWMEL.,

3. ZIBINFRE T R _E AR 22 (A,
4. MIRFELINFHEZEE, FEARERRINFEET <.
5. MSRARIMFFEIET KRB R, HEHDERHETREE SR,

a. Ko7 YE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -0 jsonpath="{.spec.redundancyPolicy}'
fNSR{# M ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HEEFITENR,

6. MEFIEMNES ERERRXINAE, EMRIBEZRE],
a. &% Elasticsearch LA ZRB|HIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. %R LMPREVIBZRE,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. PRI ZE R, BRI 2R TR 00% U, ARfE, BUHREE ALRET
5\\0
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% 16 = BEHREHHR

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

Hith 5w

® 7E About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource

(CR)" F3##%& "redundancyPolicy"

16.5.6. Elasticsearch JVM #FHEXE S

M Elasticsearch 7 s JVM Heap RTFE#RIT 75%.

W= HERR

£ IR A HER N,

16.5.7. REBHEILFTRL CPU e
TR MRS CPU SRR,

S HERR

EERT M CPU, ZEAT ROBEES CPU IR,

16.5.8. Elasticsearch i##2 CPU h &

1 = _EM Elasticsearch %2 CPU {#AEES,

SRR

EERT M CPU, ZEAT RoBEES CPU IR,

16.5.9. Elasticsearch F% 2% 22 [a] Fi M4

RIBYBIAAERES, Elasticsearch EEEFUTELLEH 6 /NN SFERBALZE 4],

SRR

1. ¥REY Elasticsearch 7 s BOREEL 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c

elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. EESHiH®, 7 nodes.node_name.fs FE& LIFAE 1% s LA FRR AL 22 1A,

3. ZIBINFRE T R _E AR 22 (A,

4. MRFEWINFZEE, FERRERRINFEET <.
5. MRARIMFFEIET KRB R, HEHDERHETREREEH.

a. Ko7 XHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'
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Iy =
=

INR{FFH ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
' jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. #N3R%2# redundancyPolicy XF SingleRedundancy, §&i%i{& % SingleRedundancy
HFREFXNER,

6. MERIEMS ERERRRXNAE, EMRIBRZRE],
a. &7 Elasticsearch LA ZRB|HR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. B R LAMBREIBZREI,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

HithBR

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" #1135 "redundancyPolicy”

® 1EXT Elasticsearch Z | 138 5R "Elasticsearch DiskSpaceRunningLow",

® 1f Elasticsearch F1##35& "Free up or increase disk space”, Fix ared or yellow cluster status,

16.5.10. Elasticsearch FileDescriptor (£ i &
RIFLAIRERES, T R ENXHERRFERET R,
RS HERR
REFIRBEENENT REE max_file_descriptors #{f, 0 Elasticsearch {43k 7F M AR AR,
Hith BTIR
e 7EXT Elasticsearch Z I 3R "Elasticsearch HighFileDescriptorUsage"s

e 7E OpenShift Logging {X5&#R A1 3R "File Descriptors In Use",
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2817 = 3 OPENSHIFT LOGGING

& LAM OpenShift Container Platform & F & logging F %50

17.1. 5 RED HAT OPENSHIFT #1#k LOGGING F+3%41

&= LU kR ClusterLogging B X B5TR(CR)EEFILAERE. EMBR CRE, THAEMBAKILRF
ROVHMRE TR, ERLUEREMERE],

B ClusterLogging CR AMifRIF AMELF (PVC) . EFRESIMIBRTIRN PVC, HAMKE (PV)
MMEXEIE, BRI HITH — TR,

FoRFMH

o W&% Red Hat OpenShift Logging #1 Elasticsearch Operator,

iz
itk OpenShift Logging:

1. {8/ OpenShift Container Platform Web 1% & B4 ClusterLogging CR:

a. tJ#:%] Administration » Custom Resource Definitions 1 &,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. 1 Custom Resource Definition Details 71 1 & Instances,

d. REEBISER Options ¥ & JSRIE%EH¥ Delete ClusterLogging.
2. mIE : R B E SLBDRE L (CRD):

a. tJ#:E] Administration » Custom Resource Definitions I &,

b. = ClusterLogForwarder 551#J Options 3 & JSR[E1%FE Delete Custom Resource
Definition,

c. | ClusterLogging 35171 Options 3 JSRE1%FE Delete Custom Resource
Definition,

d. s Elasticsearch 35i/J#J Options 3 # Fi%#E Delete Custom Resource Definition,

3. A% : MR Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator :

a. tD#:% Operators - Installed Operators T

b. s Red Hat OpenShift Logging Operator 3515189 Options FH F1%+E Uninstall
Operator,
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c. = OpenShift Elasticsearch Operator 52189 Options 3 #.3#7%4% Uninstall
Operator,

4. 7% : PR OpenShift Logging #1 Elasticsearch Wi H.,

a. tI#%] Home - Projects T,

b. s openshift-logging i E 55 Options 3 # SAf51%+% Delete Project,
c. TEXTIGHERHIA openshift-logging 3= Delete A MR,

d. /= openshift-operators-redhat 1 E 35/ Options 3

1%+ Delete Project,
BE

MRELMAERFRET HMLB Operator, HAEMFR openshift-
operators-redhat i B,

e. BHIEXEMERHiIA openshift-operators-redhat 3+ 5= Delete A MR,

5. ZEREB PVC LMESHA pod EEFER, REIREH PVC 2, LUEEHSEA PVC,
6. Ak @ MNRERIRRE PVC, AILUHEREN ],

gk

==
[=]

B bR PVC AIBER S 3 PV MHBRH S BEITEE K.

a. tI#F| Storage — Persistent Volume Claims 7.

b. mE PVC 35i1fJ Options HH , SRIE1%#% Delete Persistent Volume Claim,

c. MREMEEFMHZEE, AL PV,
HithFFiR

N
N

o FHEHFMAFAMLSE
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518 & AEILKFE

18 & HRILKFE

LUFF A LA IIFE logging FRAFHEIBRICTEF, RRATICTBERR N JSONXER, EEEM
HHERR AL AT LUN A B H th g

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,
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28 19 2= MESSAGE

FRIRHERE XA UTF-8 Jilid. MRFEIZER structured FE;, NILWFERAIBFAEFEEINE, ESL
XTFSErR, THES,

BHELRE text

wBIE HAPPY
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B 20 F 45k

28 20 = 4591t

JRI8 B RS B SR RINRIL L RECE N BETLETYE USON B, MR ELLFER, MRERIRA
AERERERNAMEAR, LFEREEEERM JSON 51, BNILLFENZEHTFIE, message
FRESESRIBETER. structured FERAUIZHTERPESNEMFFE, WIKRETE EMIR
%IJO

HiELRE group
~OIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
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2 21 E @TIMESTAMP

—NNUTCH, BFmCEEER MR E], RN ERA, WIRcERIEEBEE RN EM
BFEl, "@"RIARTHNFEARREBNTFE., BANERT, XEHTEEET ElasticSearch SKREHK
"@timestamp’,

HBHEARE date

w~BIE 2015-01-24 14:06:05.071000000 Z
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B22FE FHA

B 22 ZE FHl4A
LLAEEEMNEREENBELTR., £ Kubernetes E£8%H, X5 kubernetes.host tH[E,

HERE Kt
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28 23 = IPADDR4
EARSS 22 IPv4 Hhtit, BTLLE—NER4E,

HiERE ip
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% 24 & IPADDR6

28 24 = IPADDR6
RARSS 20 IPv6 fthit (ANERAH) ., AT — 184,

HiERE ip
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5 25 & LEVEL
kB E&MIRMBEICTAT], SIF rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REAAH,

1= alert, W/IIIEIHITIRIE,
e 2-=crit, XHEEMH,
e 3=err, HEIREM
e 4=warn, EE& M,
e 5=notice, EEEBEB™EITN.
e 6=info, 5.
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, (BT 52EA :
e 8-=trace, trace HMIER, Tt debug E2F ¥4,
e 9=unknown, BE&EIIRKRGIRG—DTIERIAAIAIE,

FERTEMFIRA, FEABKICF R H SR SR RN E H SREHARITE, FIi0, 7E python
logging A, #RATLAf#EA CRITICAL LEL crit, {#F ERROR LA err, LAMLEHE,

HERE Ktz

~E info
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& 26= PID

2 26 Z PID

BEICEEARIAREID (BR) .

HERE Ktz
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g8 27 & SERVICE

ERFICREE (FE) XBIRSHEF, B0, syslog B9 APP-NAME # rsyslog #4 programname
B MRS E] service FEX,

HERE Ktz
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%5 28 & TAGS

2 28 = TAGS

A%, H Operator B XBIIREMFIR, XENRERBESIICELEFREESIES L, BRAET
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

HUERE text
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2 29 = FILE
INESZMAIENL HEZENEEXHRBRR, B, X2 28 /var/log XHRGTHRMIERR,

BHELRE text

342



%5 30 = OFFSET

2 30 Z OFFSET

RBE, TURTIXGPETTHLNFTE (MBFH—FR) , FFXRTATITS (MBFH—E) ,
REXEEEADBERN LT XXH SRR, RFXEERT, URTAEXGHRE (5
) o

BaERE long
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2 31 %= KUBERNETES

1 ETF Kubernetes JTTEUIRMI My & 22 [H]

HiELRE group
31.1. KUBERNETES.POD_NAME
pod & TR

HiEAR *itr
31.2. KUBERNETES.POD _ID
pod BJ Kubernetes ID

HiEAR Ktz
31.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

HiEAR *itr
31.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
31.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
31.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz
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31.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

31.8. KUBERNETES.LABELS

[E#4 Kubernetes Pod _EfF1EBIFRE

HiRLE group

31.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HHEARE group

31.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

31.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

31.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

31.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBAEENETR, EER, ©5 kubernetes.namespace_name 1F, F&EIE
eventrouter |/ T2 FHIEp % 22 (A,
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HERE

wBIE

Kt

default

31.9.2.3. kubernetes.event.metadata.selfLink

FEMahERE

HERE

BIE

Kt

/api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

31.9.2.4. kubernetes.event.metadata.uid

EHME—ID

LR

BIE

Ktz

d828ac69-7b58-11e7-9¢f5-5254002f560c

31.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HERE

~BIE

BY

311987

31.9.3. kubernetes.event.involvedObject

ERTE T BN &R

HERE

group

31.9.3.1. kubernetes.event.involvedObject.kind

ISE: 0Bl

HERE

BIE

Ktz

ReplicationController

31.9.3.2. kubernetes.event.involvedObject.namespace
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XN RIMBEE LT, 15TE, ©HHES kubernetes.namespace_name 1F, F&EILE

eventrouter I 2 I & 22 4],

HiERE KT

~E default

31.9.3.3. kubernetes.event.involvedObject.name

fil 4 AN R B FR
HiERE Kpt=r
w~PIE java-mainclass-1

31.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BIRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

31.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

~E vi

31.9.3.6. kubernetes.event.involvedObject.resourceVersion

PR ZE M pod BORERRRABIF R SR, 257 b T LAfSE P LE 5 RF B SR AR X RARTH B 2L

HERE Ktz

BIE 308882

31.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HERE Ktz
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~E SuccessfulCreate

31.9.5. kubernetes.event.source_component

IR R

HiERE Kt

IE replication-controller

31.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

31.9.7. kubernetes.event.count

REMEHBIRE
R B
wHIE 1

31.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~E Normal
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28 32 2 OPENSHIFT

openshift-logging % % JTTEIEHI &5 4 22 7]
HiELRE group

32.1. OPENSHIFT.LABELS

i Cluster Log Forwarder Bg & ARANBIHRE

HiELRE group
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