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1.1. LOGGING 5.7

pa -

BEILREN— DA RENABRE, ©B—DAFRETF OpenShift Container Platform BJ
A AR, Red Hat OpenShift Container Platform 4 & EHABEE B T K IThRAFE R M,

stable JE RV ARSI KR RARMEN, BRSURBZAIRAER, EBHFIT

RSB stable-x.y, H x.y KKRMEBELEMNBE LK EMAFDRIRA, 5l
0, stable-5.7,

1.1.1. Logging 5.7.10

b & FThRA & $E OpenShift Logging B2F IR EE 5.7.10,

111 BFERES
TEMREH 2RI, LokiStack #iNI2E pod RERF IPV6 pod IP # AL 1 FEE pod BIEM HTTP URL, M

S BUET Prometheus A8 API EIFHLNIFIZER KW, EXNHRAAR, LokiStack #LNIEE pod ¥
IPv6 pod IP SEEATESH, MMERT XN, (LOG-4891)

11.1.2. CVE

CVE-2007-4559

CVE-2021-43975

e CVE-2022-3594

e CVE-2022-3640

® CVE-2022-4285

o CVE-2022-4744

e (CVE-2022-28388

e C(CVE-2022-38457

e CVE-2022-40133

e (CVE-2022-40982

o CVE-2022-41862

® CVE-2022-42895

e CVE-2022-45869

e (CVE-2022-45887


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
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CVE-2022-48337
CVE-2022-48339
CVE-2023-0458
CVE-2023-0590
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075
CVE-2023-1079
CVE-2023-1m8
CVE-2023-1206
CVE-2023-1252
CVE-2023-1382
CVE-2023-1855
CVE-2023-1989
CVE-2023-1998
CVE-2023-2513
CVE-2023-3138
CVE-2023-3141
CVE-2023-3161
CVE-2023-3212
CVE-2023-3268
CVE-2023-3446
CVE-2023-3609
CVE-2023-3611
CVE-2023-3772
CVE-2023-3817
CVE-2023-4016

CVE-2023-4128


https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
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e CVE-2023-4132
o (CVE-2023-4155
e (CVE-2023-4206
e (CVE-2023-4207
e (CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732
e (CVE-2023-5678
o CVE-2023-22745
e CVE-2023-23455
o (CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e CVE-2023-30456
e (CVE-2023-31084
e (CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
e (CVE-2023-35823
e (CVE-2023-35824
e (CVE-2023-35825
e (CVE-2023-38037

e CVE-2024-0443

1.1.2. Logging 5.7.9

b & 4ThHRA & $E OpenShift Logging 2R EE 5.7.9,

11.2.1. BFERES


https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718

B/1E RITEIL

FEHOREHZE, EHNSMFFITHE—NHENENG, TREHRBEN IPv6 thit, EXMRA
B, IPv6 it R IEIAENT, (LOG-4281)

TELREFHZAI, Vector TEERER IPv4 TR EED, Ak, TiENEERHRUE—D
WEIRfER, FHERLLUTESR © Failed to start Prometheus exporter: TCP bind failed: Address
family not supported by protocol (os error 97), TEiXMRAAH, Vector BEIE IPv4 Tim iz
To (LOG-4589)

FEHOREH A, EOUERSIEXNIREHR, BNEEHENBRFRS PRI &,

Itk, Kibana A/ FTi&f#FH OpenShift Elasticsearch Operator Sl BI1E R, EXMNRAF, £
OpenShift Elasticsearch Operator FURINERDE A%, MEIERR TiXAMAE, Kibana A IIER
LG8 aE {app,infra,audit}-000001 35|15 |1#EX, (LOG-4806)

TEHREF 2R, Loki Operator A&IFEE X CA 4T GHEHEIMMN pod, HIb, FEIFHEZRK
ICRAMNIR R, NIREFEMEITRISREKB. X RAR, Loki Operator f$BE X CA 42
HEIFFAHN pod, #NIZF pod AILMI RIFH T EHER, LUHEERSICTEHAN], (LOG-
4837)

ELREF A, RS (0 ESEE=™EM%) Bl LogQL BN RBZITRE matcher i2 &
&, BBRENREX—HEE L, EXMRAA, ENRENZEFERFESHRFRL,
(LOG-4842)

EWREH 2RI, Vector WESRIBEKIN FRRIANMWE LM AT H, AL, XAEERXEHBER
BRERZHXAEZENEE, EXMRAF, Vector WERBEAETR T HERRFIEEERNE
FHEMEHE, (LOG-4536)

11.2.2. CVE

CVE-2007-4559

CVE-2021-43975

CVE-2022-3594

CVE-2022-3640

CVE-2022-4744

CVE-2022-28388

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2022-45869

CVE-2022-45887

CVE-2022-48337

CVE-2022-48339


https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
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e (CVE-2023-0458
e (CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075
e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
e CVE-2023-1252

e CVE-2023-1382
e (CVE-2023-1855
e CVE-2023-1981

e (CVE-2023-1989
e (CVE-2023-1998
e CVE-2023-2513
e (CVE-2023-3138
e CVE-2023-3141

e CVE-2023-37161

e CVE-2023-3212
e (CVE-2023-3268
e CVE-2023-3609
e CVE-2023-361

e CVE-2023-3772
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
® CVE-2023-4155

® (CVE-2023-4206


https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
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e CVE-2023-4207

e CVE-2023-4208

e CVE-2023-4641

® CVE-2023-4732

o CVE-2023-22745
e (CVE-2023-23455
e C(CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e (CVE-2023-30456
e CVE-2023-31084
e CVE-2023-31436
e CVE-2023-31486
e CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e (CVE-2023-35824

e (CVE-2023-35825

1.1.3. Logging 5.7.8

2 TR A2 $E OpenShift Logging R IRES 5.7.8,

11.3.1. BEFERES

o EIREFHZAI, H5 ClusterLogForwarder B X FIRE(CR)FH outputRefs #1 inputRefs
SHERBERNEIN, NSBEBENHR, Fit, KE2R Pod 7 CrashLoopBackOff k5 H
ik, TEIXMRAR, HHIrEES OUTPUT_BIZ, UUBREHIRESHEE LM H K5,
(LOG-4383)

o EIREFHZA], EEE JSON BEMNTasN, WREEE N Cluster Logging Operator W&
structuredTypeKey 5 structuredTypeName 5%, N|FA&EREXTREENE R, XN
kA, Cluster Logging Operator R EHEEE A, (LOG-4441)


https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
https://issues.redhat.com/browse/LOG-4383
https://issues.redhat.com/browse/LOG-4441
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TELREHTZ AL, R Splunk HitHIEE R secret FER4> hecToken SN A IEM, KiERK
W, RANMEEIEREFTENERTNBEEL LT Splunk, EXMRAR, 0R hecToken Rk
HAIEM, RIERKMW, F 57 A non-empty hecToken entry is required 515588, (LOG-
4580)

FELCREH AT, R web #2HIE MEE X RSER L F B SNBSS BRHIMER, B2
FRAH, R LATE web $2HIE A M ESEEER AR R, (LOG-4684)

11.3.2. CVE

CVE-2023-40217

CVE-2023-44487

1.1.4. Logging 5.7.7

& ThRA B $E OpenShift Logging 2FiE1REE 5.7.7,

11.4.1. BFERES

R EE 28, FluentD #3B1LE EventRouter X £ A K S Vector A, EXMRA
B, Vector L—BMIE R EHRBEILTE, (LOG-4178)

TELREFHr 2 HiI, 7EMH Cluster Logging Operator QI BIEIMUERRTD, EiHHEE—NEIR,
F3F FluentD Buffer Availability ¥, EhERRR/NEHAKAE, EXMRAF, BFRERE
KEHXERE, WERESZ N FluentD Buffer Usage, (LOG-4555)

TELREHF A, 7E IPv6 3% OpenShift Container Platform £2% E#8%E LokiStack & FZ
LokiStack memberlist SEM KR, E i, 25 Pod Rt ARRHEIS. EX AR, FEAR
LU3Eid ¥ lokistack.spec.hashRing.membetlist.enablelPv6: {Hi% &/ true £/ZH IPv6, X&
R RIX A A, (LOG-4569)

FHOREHZA, BEBEREHNTFRIAREBXERIIMARAET. Blt, BERERTEE
WA S, EIXNARAF, EERFTHRIEM, RVFEERERESWOIRIC
. (LOG-4575)

FIREH ], BHBAFRPRERNEIZSBEREVTEREFREMARM. XA
B, B HERREREICREDEHBMRRIREFRE, (LOG-4686)

11.4.2. CVE

10

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3390


https://issues.redhat.com/browse/LOG-4580
https://issues.redhat.com/browse/LOG-4684
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390

B/1E RITEIL

® CVE-2023-3776
e CVE-2023-4004
® CVE-2023-4527
e CVE-2023-4806
e CVE-2023-4813
e C(CVE-2023-4863
e CVE-2023-49T

e CVE-2023-5129

® (CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630

e CVE-2023-35001

CVE-2023-35788

1.1.5. Logging 5.7.6

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.7.6,

1151 BFEFMES

o TEUREH AL, WESBEBTRNEELEREMAHZEET, Fit, WERHFTERMHELE
RIS, EXNREH, ERF RGN, RTFRESFSMLERE XM, (LOG-4501)

o TELLREFTZAEI, YA FEATE LA IERRMLG URL i, —LdE2R% B RIL, EXPDRA
F, U RMT URL FBIRTATIERR. (LOG-4459)

o TEUREIFH AL, FABETENIIE A E Loki RTEM Fluentd tI#: 3l Vector B 4B EE R, TEiX
MRAR, Vector BLEEFEINSS Fluentd A, LAFRKESRSHFHEBLERE, (LOG-
4460)

o TEILREF AL, Observability Logs IZBH A IERFEREZTCNILE LHRIKRER. EXNRA
F, BREZHHPERE USEFR. (LOG-4456)

o TELLREFT AL, ENBEELZEE Splunk KEILLTFHEAE R : Timestamp was not found.f£
XA R, BRSBEZRTRE Timestamp WBEEFERHIAT, FHFHELXE Splunk, MR
RHEE, (LOG-4413)

o TEHREF A, MEM CPUMAFERAEMENFIEM, EXMHRAF, Vector BEDE
expire_metrics_secs=60 1% & X [RFIETRHERAELL, FHLREXM CPUBEMREFESHAE.
(LOG-4171)

o TEMRE#HZAL, LokiStack MXKRIZHBFFRIUER, Ht, XRFBUSRMIBNLGER, X
NRAH, Loki X% FUEBMN A RN FERBRIAN A, (LOG-4393)
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https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171
https://issues.redhat.com/browse/LOG-4393
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TELRBHFTZAT, Fluentd ZITHNHRKRE ST TN ATENMERRERFTR, EXTHRER, 14
ERTEEMMMR, MmARRTXNAHE, (LOG-4467)

11.5.2. CVE

CVE-2023-3899

CVE-2023-4456

CVE-2023-32360

CVE-2023-34969

1.1.6. Logging 5.7.4

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.4,

11.6.1. BFHERES

FEIREHF A, LFEEELE CloudWatch B, namespaceUUID {H A& # M INZ
logGroupName FE&A, 7EXMRAAR, @5 namespaceUUID {H, H Lt CloudWatch HHY
logGroupName .~ logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-
c0097f9ed286, (LOG-2701)

ELREHF A, @B HTTP N BEER L BIFESREENMET, MERERTEREETEN
HTTP RIBFH1TEAIE, BIEECIE URL iR 7 IEMAMEIE, EiX A, Vector HEWE
#3 0] LAASEEESEE M HTTP B #H1TBP38E, (LOG-3381)

TELREF AT, 1R Fluentd WEESIECE T Splunk fE A%, Operator fF5kM, R AR
BB, EXMRAA, BEERIFRIEALEFZRHNGIE, MmERTXANAE, (LOG-4237)

TELREH 281, X Vector WESRTE AWS Cloudwatch BEB TLS EZBHE#H T enabled =
true {EFf, GCP Stackdriver @ S BEC B %, X DRAAH, FiXLfmEMiR enabled = true
B, MR T XA A, (LOG 4242)

FELREFHF A, FMEVEREB/LREBEHHEILL T RER  thread 'vector-worker'
panicked at 'all branch are disabled, no else branch', src/kubernetes/reflector.rs:26:9, 7
XARAA, XPNERE MR, (LOG-4275)

EHREHZA, MR Operator & T 1% BIZISETN, Loki Operator ARBEY[A] & 5 BN A
2 B alert-manager ECiESH K, X ThRAR, E£MB LokiBBEEER S BE LM BESERNB
A&, (LOG-4360)

EHREFZHE, YEAZIARERTAE AWS Cloudwatch ¥4 B STS #H1T SR I8 IERT,
BHRSREULETFTEHE—H, EXTHASF, STSABMBSEIENE/NEE —Juﬁ,ﬂzﬁi?%
AWS CIoudwatch HITEHDRIUE, (LOG-4368)

ELREFH 2 A, Loki NEBRITIEZ(E, E%EMRES, £ Grafana BIFRZE N2 aT
Fo EXMhRAR, Loki 2t EERMEEEE, MMARR T XA, (LOG-4389)

FKF) OpenShift Logging 5.7 /&, 7E ClusterLogForwarder B E X ¥R (CR) % B E
name FEMEEBHELLTIE, EXMDRAF, XNMERBHR, (LOG-4120)

1.1.6.2. CVE
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CVE-2022-25883


https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
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CVE-2023-22796

1.1.7. Logging 5.7.3

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.3,

1.7 BEFEAES

TEMREH A, H7E OpenShift Container Platform Web 68 EEBEN, ZENXHS
SHBIETERE, X DHRAS, bootstrap XUERERWETE, MMARRT XN, (LOG-
4100)

FELREH AT, Loki Operator REBEHIR, FEUAAIEE WARMERRREFE, EXDRAH,
HirakE, BIRERIRERNIE, (LOG-4156)

EHREHTZ A, RN RulerConfig BE X FHIR(CR) /&, LokiStack MINIBZAREH, EXD
kA, Loki Operator 7EE %7 RulerConfig CR ZE/Z | pod, (LOG-4161)

EHREF 2R, LU ALERS({EES ClusterLogForwarder Hf / =R, BE8KESREN
K1k, FEXAMRAF, BiF 5 A match FRERR T XA AR, FEIRESREEY S shFIKERRE.
(LOG-4176)

EHOREHTZ A, 2 LokiStack CR & X R A 2L BREINT, Loki Operator BAM4LE,
TEXMHRAAF, Loki Operator AILUER B L BRFIRE R T2 LokiStack CR, MR T ixX
Na#, (LOG-4198)

FEHRES 2/, HREMLAZELEITE, Fluentd A& HEL %S Elasticsearch £ 8%,
TEXMRAR, Fluentd 7£5 Elasticsearch B ILE R A LUE b0 I8 2 BB R TP B9 RAEA.
(LOG-4258)

FEREH 2 H, BEEBIT 8,000 ML RIMNERES S H Elasticsearch 18411, R &L
(8] KF http.max_header_size % iE, EXMhRAMH, PRk KANBIEINEBFEM, MR
RTIEADE-, (LOG-4277)

LR EF2 R, ClusterLogForwarder CR F a5 /| FHFMNEEHE S BUNEREN KL, 1E
XARAR, RHATH THEER, MR TXANRE, (LOG-4095)

TELLREFH 2 A, Cluster Logging Operator RTEIXE NIEZERSH BN L L, FEXNRAE
f, 1£/53) ClusterLogForwarder CR B/} idl, #a{R ClusterLogging %R FEMAIEIRIK
B, MR T XA R, (LOG-4177)

TELREF AT, HTE OpenShift Container Platform Web #2HI& R EE B ER, @iTIEHREIE
FH KRR ESEETEER T pod FIEHFHIREBEME, EXMNRAA, ATLLES BN
K sy iE A K Sk R RSE R, (LOG-4108)

TEMREH A, H7E OpenShift Container Platform Web #£#| &R EF B SN, EiHSBT
30 Mi8Hf, TEIX A, BEMER LATE configmap/logging-view-plugin FEZE, (LOG-
3498)

TEMREH A, H7E OpenShift Container Platform Web #ZH| &R EE BTN, SEZEIET
AT ERE—RRENMBELBAERE, EXMRAF, BRRGNRMEELSEZEH, (OU-
188)

TEMREH A, H7E OpenShift Container Platform Web £#| &R &EE B ER, = streaming

HHRER RffH BEER, MEFEREGEE, EXNMRAF, EHENBERBIEBLT
. (OU-166)
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https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
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11.7.2. CVE

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26115

CVE-2023-26136

CVE-2023-26604

CVE-2023-28466

1.1.8. Logging 5.7.2

& ThRAE$E OpenShift Logging 2FIHIREE 5.7.2,

11.8.1. BEFERES

14

IR EH AT, RNFEFLENALE, TEEEMR openshift-logging dr & Z2 (A, 7Ei1X
MRAF, THEHERKYEE (finalizer), HRBEREMBRGRZER, (LOG-3316)

TELREHF A, 0RARIE OpenShift Container Platform XA4E X 7 run.sh BIA, I run.sh
B S FR— N RERK chunk_limit_size (&, B2, &332 8 $BUFFER_SIZE_LIMIT
ZE chunk_limit_size I}, ZHIAR ERIEBIE, EXNMAR, run.sh FIAKTEXHFHY
Srh#— Bt L RIEFARY chunk _limit_size (. (LOG-3330)

T REH Z AT, OpenShift Container Platform Web #2#I &8 BRI MEBERRTFEE L
TRBMEHER, X MhAR, T HBFICFAEEGE LT R NEMNARMINEE,
(LOG-3749)

R ERH AL, HEET Fluentd HTTP & 44R0% B & % % % DataDog I, Cluster Logging
Operator &% Unsupported Media Type &%, TEX/MRAH, AP ALUBIEE HTTP Rk
Content-Type N BEH A TESENBLE, RENERBINDEATEHHH content_type 5
#, BRERRNEHEE. (LOG-3784)

EHREFTZ A, 2 ClusterLogForwarder B Y %R (CR) A detectMultilineErrors FE&
KB true I, PHP ZITHHRAMIL R WA MMWBAERRE, MMSBERREREZNERE 2
B, EXNhRAF, FRAT PHP WZTEIRGN, REEMERERIEES—BEHERF,
(LOG-3878)

M REH 2 A, ClusterLogForwarder EEM &M AT S22 T Vector INEESS pod 4L
FRlit. TEIXDhRAAF, EEAMPHIFMAEZS, EBXI% (-) R () BHRELSTHE O.
(LOG-3945)

LR EFZ A, log_forwarder_output I5FRA3IE http S8, EXNhRAR, TEIBVRFRM
BROBSE, (LOG-3997)

ELREFH 2 A, Fluentd EULE BEEEN AN — L% 4T JavaScript B imRE . X MhR
A, Fluentd L& MBIFIZE N TRIZ, MMERT XA, (LOG-4019)


https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26115
https://access.redhat.com/security/cve/CVE-2023-26136
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
https://issues.redhat.com/browse/LOG-3749
https://issues.redhat.com/browse/LOG-3784
https://issues.redhat.com/browse/LOG-3878
https://issues.redhat.com/browse/LOG-3945
https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
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FEWREHZAE, YFAEERXEENEASERA T PR Katka B FEN, BERR
HEERMZEF. EIXNMRAR, Fluentd B2 ZFFEIZN TR, MR T XA AR,
(LOG-4027)

T REFTZ AT, LokiStack FXKIREI6r 4 22 [RIMHRASME, TR A AP B AFRR, FExXA4
kA, Loki MXR APREEFERANER, MmfER T iXA A, (LOG-4049)

EHREHZA, 2 tls.insecureSkipVerify iL7#1% &/ true I, Cluster Logging Operator
AP| EBEE—"H secret IRHMIEH, TEX/MRAH, Cluster Logging Operator APl R"EBEEE
XFERYIETS R secret IREIER, LU TEEERIMNEI Operator B CR R :

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

TELREHTZ AT, LokiStack BRHEBE R 5B E W2 TH A8 30 #, TEXNARAR, Loki
global #1 per-tenant queryTimeout 1% B &M RN %E, MMARR T XN A#E, (LOG-
4052)

EMREHZAL, MR collection.type FIBAIAMES & 53 Operator FEEE IR, TV sk
BIREF M spec, TEXNhAAR, Operator BT H E2H%E collection.logs spec MAEiX
LS, XEZHATFEREEAFTEMEFRFEMNITHITE, BIEET collection.type F <72
B EFANFEE, (LOG-4185)

ERES 2, WREHEPEEIEERE URL, Vector BEINERTAL4ERK TLS BBE, BT
MHEEEZLZEZA Katka R, TXTHAR, HENMMEBER TLSBE, (LOG-4163)

FEHORERHZE], NERE Kafka WAFKR LB RBBRIGHETNARAT R, IMREISSHRE
WS, ENEREKATFBREER. TEXNRAS, BrE—NTEETENEFRE Kafka BH
R BREEEE, (LOG-3314)

R REHZ AL, Vector BEWERTREBL H TLS 7% tisSecurityProfile iIXi&E, fEX4
hRAH, Vector ATLUEFAMANE TLS HEHEIXE, (LOG-4011)

TELREF 2 HI, 7E log_forwarder_output_info ¥gtrer, FFIERRA BT B9 H R BUER L IRTE
log_forwarder_output_info 15157, TEiXMRAA, BIREEZATERDH Splunk #1 Google
Cloud Logging #i#&, (LOG-4098)

FEIREHF A, 45 follow_inodes %iE N true i, Fluentd INEE 2R AT BERTE X5 L BB
e TEXMhRAF, follow_inodes KB R WER T, (LOG-4151)

TEMREHTZ AT, Fluentd YREE25 AT RE S B0 SNMeT BRER X L5 S {4 1 £ 18 3 5K P41 0% M AL B ST
X MRAR, RIFRSHEHRIEIE, (LOG-4149)

FEHREHZA, EA Vector IWESRF 4 B, 7L ClusterLogForwarder =25l audit A p 4

‘&3, application 3X infrastructure &5 BU%E 25 pod 40 F CrashLoopBackOff X%, FIEU
ERAERHIMLLTE R :

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

EXNRAF, EBEAMTABSREBEMARTIIAZE, E@A LS AN auditapplication =X
infrastructure, (LOG-4218)

FEHOREH 2RI, HNEEELRFAE Vector M syslog BRI, FI¥ addLogSource 1
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https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049
https://issues.redhat.com/browse/LOG-3445
https://issues.redhat.com/browse/LOG-4052
https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149
https://issues.redhat.com/browse/LOG-4218
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Ailx

Ib\lﬁ jj true H—JL 'I__f'J’J\-F@i

& : namespace_name-=. contamer name= #1 pod_name=, 7£;X

MBBEBEF, (LOG-4219)

ELREHFZA, HARLE structuredTypeKey BHiZHIE7E structuredTypeName i,
BRI A EMER R, EXNRAF, BEMBTOIE, (LOG-4220)

1.1.8.2. CVE
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CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-3028

CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-25147

X/IJ\\I”] EIJ ?Z.:Z% /%

I HRAA,

IL;\/


https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147

BI1E LTFD

® CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
o CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e CVE-2023-22490
e (CVE-2023-23454
® (CVE-2023-23946
e CVE-2023-25652
e CVE-2023-25815
® CVE-2023-27535

e CVE-2023-29007

1.1.9. Logging 5.7.1

R ThRASHE - OpenShift Logging B2FFEIRIER 5.7.1,

11.9.1. B R ES
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https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197
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e frUIt/REH#TKZAEI, Cluster Logging Operator pod Hi& AL RER R =58 H S Al B2
&, FRMANEZRNEHEE, EXThRAS, XA R @ TZERE Cluster
Logging Operator pod H&RIE B R, (LOG-3482)

o EIREF A, APIIRSSE4ANT CollectorSpec.Type FERMIEEEH vector, EMfFEE LK
BEAT ARMNE, EXNRAS, HERT CollectorSpec.Type FERHIZ NN B R IkRE ~ BIHY
TH. (LOG-4086)

o TELLREF A, TEBIRGHEBEBESKE LIES), £ OpenShift Container Platform Web
PREIE FRo iRt RSB, EIXANARANA, BT LAE A R RIS SR BT IR T [FSE . (LOG-4501)

o I REFH AL, m OpenShift Container Platform Web % ##) Show Resources HE AR

PRSI, EIXMhRAR, BiTEE "Show Resources" #EfERITHAESEARIRX AN A, LA
BNMASKENHRETR. (LOG-3218)

1.1.9.2. CVE

e CVE-2023-21930
e CVE-2023-21937
e CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967

e CVE-2023-21968

CVE-2023-28617

1.1.10. Logging 5.7.0

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.7.0,
1.1.10.1. ThEEIR %
FEXNRAF, BRAUERABKILRERNZTRESE, FEEEHMIEN—FAEREH,

ZHRAETIERERNZTRE, FEHEHFFHFE—PEELXEH, HHR ClusterLogForwarder B
E X %R (CR) 8% detectMultilineErrors FE&, 1B true.,

1.1.10.2. 2|08
3'?!0

1.1.10.3. BFERES

o TEMREFH AL, LokiHost B9 Gateway 4B nodeSelector BIEASFN T mIAE., TEIXhR
A, nodeSelector BRI LIERE T{F, (LOG-3713)

1.1.10.4. CVE
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https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:2133
https://issues.redhat.com/browse/LOG-3713

B/1E RITEIL

e CVE-2023-1999

e (CVE-2023-28617

1.2. LOGGING 5.6

BEILREN— DAl RENABRE, ©B—NAFETF OpenShift Container Platform B
A A, Red Hat OpenShift Container Platform 4 & EEABEE Bk T K IThRAFE R M,

stable /iR W BEIC KRR A REEH. BRSREZARANER, S@IUFIT

4B stable-x.y, HA x.y RRELZEMHE LT ERAFRRA, Bl
i, stable-5.7,

1.2.1. Logging 5.6.16
R ITHRASE BEICFRFHIREER 5.6.16

1.2.1.1. BFERES

o TEMREFH AN, HUEENILEREE XL S3UEBMANMIES, Loki Operator ARTE ConfigMap
MBI RBNEZH B EHECE. X MNRAA, Loki Operator RIEHH ConfigMap FIE L,
HEINERERNRE, (LOG-4967)

1.21.2. CVE

1.2.2. Logging 5.6.15

It & fThR A B $E OpenShift Logging 2 1REE 5.6.15,

1221 BFEIREES

TELREF 2 A, LokiStack #LNI2% pod AEFF IPV6 pod IP #& R BT pod BEHI HTTP URL, M
5 B@E T Prometheus &I API EIHLNFIEIR K, X MNRAA, LokiStack #IZE pod ¥
IPv6 pod IP WEEAIESH, MMERRTXANEE, (LOG-4892)

1.2.2.2. CVE

e CVE-2021-3468
e C(CVE-2023-3446
e CVE-2023-3817
e CVE-2023-5678
® CVE-2023-38469

e (CVE-2023-38470

19


https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2024:0695
https://issues.redhat.com/browse/LOG-4967
https://access.redhat.com/errata/RHBA-2024:0270
https://issues.redhat.com/browse/LOG-4892
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
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CVE-2023-38471

CVE-2023-38472

CVE-2023-38473

1.2.3. Logging 5.6.14

&2 ThRAE$E OpenShift Logging F2FEEEIRESR 5.6.14,

1.2.3.1. BFERESE

FEHOREH A, EOERSIEXNIREH, BNEEHENMBETRS PRDBRIN &,

Itk, Kibana A/ FTi&f#FH OpenShift Elasticsearch Operator fIBE& BB, EXMNRAF, £
OpenShift Elasticsearch Operator FRINERDE A%, MTIERR T XA AE, Kibana A HLER
LA a5 {app,infra,audit}-000001 3&5|M3R51#X, (LOG-4807)

TELLREFH 2 A, Loki Operator ARG B E X CA S4B EEEIFN pod, HIL, FEIFAZERSK
ICEANIR R, NREFEMEITRIREKM. EiXRAR, Loki Operator f$BE X CA 42
HEFBEHN pod, #NIEE pod AILAMMREFM FEBEER, LUEEERSICEKAN], (LOG-
4838)

1.2.3.2. CVE

20

CVE-2007-4559

CVE-2021-43975

CVE-2022-3594

CVE-2022-3640

CVE-2022-4744

CVE-2022-28388

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2022-45869

CVE-2022-45887

CVE-2022-48337

CVE-2022-48339

CVE-2023-0458

CVE-2023-0590


https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/errata/RHBA-2023:7719
https://issues.redhat.com/browse/LOG-4807
https://issues.redhat.com/browse/LOG-4838
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590

B/1E ZITEL

CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075
CVE-2023-1079
CVE-2023-1m8
CVE-2023-1206
CVE-2023-1252
CVE-2023-1382
CVE-2023-1855
CVE-2023-1981
CVE-2023-1989
CVE-2023-1998
CVE-2023-2513
CVE-2023-3138
CVE-2023-3141
CVE-2023-3161
CVE-2023-3212
CVE-2023-3268
CVE-2023-3609
CVE-2023-3611
CVE-2023-3772
CVE-2023-4016
CVE-2023-4128
CVE-2023-4132
CVE-2023-4155
CVE-2023-4206
CVE-2023-4207

CVE-2023-4208
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https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
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e CVE-2023-4641

® (CVE-2023-4732

o CVE-2023-22745
e (CVE-2023-23455
e CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e (CVE-2023-30456
e CVE-2023-31084
e CVE-2023-31436
e CVE-2023-31486
e CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e (CVE-2023-35824

e (CVE-2023-35825

1.2.4. Logging 5.6.13

& TR AE$E OpenShift Logging i@ 1REE 5.6.13,

1.2.4.1. BFHERES
o

1.2.4.2.CVE

e CVE-2023-40217

o (CVE-2023-44487

1.2.5. Logging 5.6.12

& TR AE$E OpenShift Logging IRFHEREE 5.6.12,
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https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHSA-2023:6790
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5541

BI1E LTFIC

1.2.5.1. BFERES

TELREHFZHI, 7E IPv6 3% OpenShift Container Platform £2% E#8%E LokiStack & FE
LokiStack memberlist SEM KR, E L, 25 Pod Rt ARRHEISN. EX AR, FEAR
LU3E 1T ¥ lokistack.spec.hashRing.membetlist.enablelPv6: {Hi% &/ true £/ZH IPv6, X&
RN, B, BRT IPve MER ERBEHEEMR, (LOG-4570)

TELREFHr 2B, 7EMH Cluster Logging Operator QI BIEIMUERRD, EiHHEE—NEIR,
FAF FluentD Buffer Availability ¥, ANEER&/NEAXAE, EXThHAH, HFLRR
KX ERE, WERESE N FluentD Buffer Usage, (LOG-4579)

FIREH A, FHBAFPRERNEIZSBESEVTEREFREMARM. X MR
B, B HERRERESRED EHHBARNRFRE, (LOG-4687)

1.2.5.2. CVE

CVE-2023-0800
CVE-2023-0801
CVE-2023-0802
CVE-2023-0803
CVE-2023-0804
CVE-2023-2002
CVE-2023-3090
CVE-2023-3390
CVE-2023-3776
CVE-2023-4004
CVE-2023-4527
CVE-2023-4806
CVE-2023-4813
CVE-2023-4863
CVE-2023-491
CVE-2023-5129
CVE-2023-20593
CVE-2023-29491
CVE-2023-30630
CVE-2023-35001

CVE-2023-35788
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https://issues.redhat.com/browse/LOG-4570
https://issues.redhat.com/browse/LOG-4579
https://issues.redhat.com/browse/LOG-4687
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
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1.2.6. Logging 5.6.11

b & TR A & $E OpenShift Logging 2R EE 5.6.11

1.2.6.1. BF#ERES

TEMREHZ AL, LokiStack MIRKR[TZEZERIGER, AL, XRSFBHHAMENER, £
¢m$¢,mm%%%ﬁu%ﬁ%%ﬁﬁ%ﬁ%ﬁ&ﬁ¢ﬁ@ouoe4%a

1.2.6.2. CVE

CVE-2023-3899

CVE-2023-32360

CVE-2023-34969

1.2.7. Logging 5.6.9

b &% TR A & & OpenShift Logging 251188 5.6.9,

1.2.7.1. BFEREE

EHREF A, YEAZSZIARERTAE AWS Cloudwatch ¥4 B STS #H1T SR IS IERT,
BIRSREIETEM—8, EXThiRAEAH, STS %@%u*%j‘&ftﬁﬁ%/u\%ﬁéjuﬁmﬂ?b}
AwsomMWmm HITE ML, (LOG-4084)

FELREFHF A, MEVERB/LIREBEHHEILL T RER  thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7&
EARAA, XPMEREEER, (LOG-4276)

LR EFTZ AL, Loki MIERCRISIENR S E, BRBMRES, & Grafana BIFRZE M T as A Al
o EXMhRAR, Loki 2t EERMEEEE, MMARR T XA, (LOG-4390)

1.2.7.2. CVE

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

CVE-2023-32233

1.2.8. Logging 5.6.8

& 1ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.8,

24


https://access.redhat.com/errata/RHSA-2023:5095
https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276
https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233
https://access.redhat.com/errata/RHBA-2023:3996

B/1E RITEIL

1.2.8.1. BEFHERES

o HEIREIF A, UM ALERIIEHEES ClusterLogForwarder 8y / F/F, BEREREN
2ok, EXMRAA, BiEEIA match FREFR TiXANAIRE, FINESREEVSIIFKERRE,
(LOG-4091)

o TELLREHFEI, FE OpenShift Container Platform Web & EEBEN, RBZEIET
AT ERE—RRENMBELAERE. EXMRAF, BRRGHTRMEELSEZE, (OU-
187)

o TELLREH AL, FE OpenShift Container Platform Web 4 & & E B ER, = streaming
WA TR #feH BRER, MEFLEREMAS. EXMRAS, HEMEBERBRERL
o (OU-189)

o TEMIREFZAI, Loki Operator REBEE IR, FEIHAMEE MEBREDRINE, X RAH,
HiRARE, BIREBEEMERE NI, (LOG-4158)

o TELLREFTZAEI, BEAET 8,000 MpREAMEE < T Elasticsearch E41 & i), EAmAZE
(8] 75k KX F http.max_header_size K&, EXMhRAR, PRk KOABBINEBFTIEM, MR
RTIEANER-L, (LOG-4278)

1.2.8.2. CVE

® CVE-2020-24736

e (CVE-2022-48281

e (CVE-2023-1667

e (CVE-2023-2283

e (CVE-2023-24329

e (CVE-2023-26604

e (CVE-2023-28466

1.2.9. Logging 5.6.5

& {THRA &% OpenShift Logging F2F#E1R1EE 5.6.5,

1.29.1. BFHERES

I REHF A, BRE XA IE Elasticsearch 38| —L£55% ] namespace_labels, M52
A& ingestion IR, EXDHRAF, BEBR TIREPFHRIBAT, UBEREREE. 8%
AR R AR, (LOG-3419)

LR EFHZ AL, WR OpenShift Web #2HIE B Logs T1HE JTiE1FE#EE! LokiStack, N& Tl
AERER, MMAREZINN LT XCSSBERE I EXMRAR, HiE R et &
HOa® EARNEERRFBENREIN. (LOG-3750)

MR EH AT, B ESEEERTRREIUE, Mm-S BEREAE LB R, EXDhRA

i, BEEXESEEIE, AR EFEEREER, WNRERET TRHIE ESEEER, NT<mA
FRRESISEE, (LOG-3583)
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https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583

OpenShift Container Platform 4.11 B&it %

1.2.9.2.

FEMWREHZA], BT Loki FIERAEN, BFEFRAXHKERET 5120 MFRF, BHBERE
BEER TR, EXMRAF, BEREIIRS EEREFEHIE, MR T XA R,
(LOG-3480)

TELLREFH 2 A, Loki Operator FTiEE MK — memberlist BECi&E, 4B E B LAEEA memberlist

PHTRAE 1P ERAEAS, X NREAS, BERERNEESEATNIHO, MMRIHERAR
BAHMF, (LOG-4008)

CVE

CVE-2022-4269
CVE-2022-4378
CVE-2023-0266
CVE-2023-0361
CVE-2023-0386
CVE-2023-27539

CVE-2023-28120

1.2.10. Logging 5.6.4

& 1ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.4,

1.2.10.1. BFHERES
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EMWREHZA], 2 LokiStack ERE N BEFMENT, Loki pod £MRHIHERWINEFH L X
LokiStack, TEXMEAH, Loki £RHBSADELESS, FEEMH, (LOG-3280)

ELLREFH 2 AT, % OpenShift Web $ZHI& 8 Logs A EHmESR VR, TREERR
BIET, X NhRAAH, MRZHEER, SETRESER, B TR IESMOHHERER,
(LOG-3454)

FEHOREHTZ AL, 2 tls.insecureSkipVerify 4% 1% &/ true I, Cluster Logging Operator
SERAEBNERE, Rit, SEHABGTIERIIER, Operator TiEfFEUIE A2 E
Elasticsearch, 7EiX/MiRAH, Cluster Logging Operator 24K IEMI TLS BA&, EMFEEAT
tls.insecureSkipVerify, Fitb, BENEZHBKTIEFRINIE, BB AT LRI 4 %2 Elasticsearch,
(LOG-3475)

ELREF A, YEASEMEETEERRLZNENME, Sl FaEREREES, X%
H—EEKMBRE, SiEGMIEER, MEMBEENRE, X MNhRAH, 7£ JSON f#iTaE, B
BEEROHESEESHFER. ik, FrEREIRERIESRSSEWEER, BESIHE
LA B, (LOG-3640)

ELREFH 2 A1, MR collection FEXEE {}, AR S Operator FRitt. TEIXNhRA
B, Operator fFBBGX/ME, Fo¥F Operator EAHEIHIIE R FERIZ1T. (LOG-3733)

TELLREFH 2 A, LokiiHost B Gateway H48) nodeSelector B & B EMMR, EiXhRA
/1, nodeSelector B A LIEE TE, (LOG-3783)

FEHREHZA, #8:8 LokiStack memberlist BoE R TF A IP 4%, ELh, 2 OpenShift
Container Platform $£2&% pod M4SECE T A3 IPSEFERF, Lokiition pod & crashloop, FEiX


https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783

B/1E RITEIL

ANHRAAR, Loki B A A LLELEE pod M4 F memberlist BoiE, XfER TiXAN 0, FFELE
LokiStack pod #£ OpenShift Container Platform $£8% pod R4S ECE T 22 3% IP SEREIFF A
crashloop R, (LOG-3814)

o I REFH AL, IR tls.insecureSkipVerify FE&1%E 7 true, Cluster Logging Operator &
ERAERNEE, Fit, BB IEPRIER, Operator TTikfF8#E L % F Elasticsearch,
XA NRAR, BMEZRA T tis.insecureSKipVerify, Operator th &4 IERM TLS ECE.
b, BBk IR BIIE, Bt AT LAR I & X B Elasticsearch, (LOG-3838)

o MM REFH AL, IR Cluster Logging Operator (CLO) %4%:% A Elasticsearch Operator, I
CLO pod &4 E RS MHBR Elasticsearch HXBEIRER, X MhRAR, CLO EEREME
POl REIHTHIA ISR, EIt, %A Elasticsearch Operator Bf A5 i 7R 5 Elasticsearch il
HEMEEIEEE, (LOG-3763)

1.2.10.2. CVE

e (CVE-2022-4304

e (CVE-2022-4450

e (CVE-2023-0215

e (CVE-2023-0286

e (CVE-2023-0767

e (CVE-2023-23916

1.2.11. Logging 5.6.3

& ThRAE$E OpenShift Logging 2FIEIRHMEE 5.6.3,

121 B ES

1.2.11.2.

UL REFH 2 FI, Operator IFMKXFAF secret {5 BEEMEEREMS A, EXMRA
H, Operator L5 BFHETE secret . (LOG-3717)

EWREH A, Fluentd INEBR A RIHIKEFETE /var/llog/auth-server/audit.log 8 OAuth &

KB, EXNHRARH, Fluentd RIEHKIXLE OAuth B KEMH, MMART XA, (LOG-
3729)

CVE

CVE-2020-10735
CVE-2021-28861
CVE-2022-2873
CVE-2022-4415
CVE-2022-40897
CVE-2022-41222

CVE-2022-43945
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https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
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CVE-2022-45061

CVE-2022-48303

1.2.12. E /L;\‘Lai 5.6.2

& {THRA &% OpenShift Logging F2F#E1REE 5.6.2,

1.2.12.1. BFHERES

LR B Z AL, WEZREBIRIE systemd HEMLAEREMRIEE level T, 1EiXhRA
B, level FEREMRIEMAIXE. (LOG-3429)

TEMREH 2RI, Operator REEiRHTE OpenShift Container Platform 4.12 St E &R A L £ KA
RAREL, EXMhRAS, Operator &K OpenShift Container Platform hRAE E#IEIE, MM
R T XA A, (LOG-3584)

EREH A, QIB—1HHE default (£ ClusterLogForwarder B & X FRE(CR) A RERK
EAE R, TXMNRAH, XMELHERNERES. (LOG-3437)

EHREHTZ A, 2 ClusterLogForwarder BE Y %R (CR) B2 T £ ME &N, K[ — il
HENBIN, WEER Pod RE/H, EXMRARF, HHEIERZHEBHIIEE, MR TIXANM
5, (LOG-3559)

ELREBFH A, WESR Pod EORBRERER. EXMTMAH, BENVWERIAISBITES.
(LOG-3608)

LR ERH AL, HNTRASMBEFHMERT Operator WERHIMRA, XEFTELREIHRA,
MRAER TIHATEE, UEURTHIR—RIREBHZTRAREBEEKF. (LOG-3635)

5

1.212.2. CVE

CVE-2022-23521

CVE-2022-40303

CVE-2022-40304

CVE-2022-41903

CVE-2022-47629

CVE-2023-21835

CVE-2023-21843

1.2.13. Logging 5.6.1

& fThRA B $E OpenShift Logging 2FiEIREE 5.6.1,

1.2.13.1. BFERES

28

LR EHFH 2B, ZEBRSEREERAIRE TLS IEPHAES querier IS, X MRASH, X
#2370 querier AEEIT HTTP #7818, (LOG-3494)


https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559
https://issues.redhat.com/browse/LOG-3608
https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494

B/1E RITEIL

TELLREHTZ R, Loki Operator A E 1% E LokiStack CR FPIRE, X & FBUIHHRAEE
B, EXMhRAR, Operator REFUHRMREFERERH. (LOG-3496)

EIREHF A, 4 kube-apiserver-operator Operator f2 7 Webhook BIE IR, Loki
Operator Webhook fRZ5 2882 53 TLS iR, TEXMhRAAH, Loki Operator Webhook PKI B
Operator Lifecycle Manager (OLM) &2, MR T iXNA, (LOG-3510)

HEMREH AT, LokiStack Gateway Labels Enforcer &EE R WA f /RERARMWHE IR ST
TE2RIT A ME LogQL EHEMRBENTEE 1R, EXMNRAH, LokiStack LogQL LIMZiFH B
IMERB RIS 8RR, FERXAN G, (LOG-3441),(LOG-3397)

FEHRESH2H, NRSDMRSHESHBMNINLS, —S#aS5, B A Elasticsearch Bt
LM, FEXMRAS, FRISERIRZSEPIR, MR T XN, (LOG-3463)

TELREHF 2 A, F} OpenShift Container Platform 12#l&#0 logging-view-plugin 2 [B] IR FE
%, Red Hat OpenShift Logging Operator F3& A F OpenShift Container Platform 4.10 &

B, TEXDhRAA, #HHET LIS OpenShift Container Platform 4.10 EER#EH] & IEMAERK.
(LOG-3447)

EMREHZ A, ClusterLogForwarder B E X FIRMMASE Ritbik &5 AEIABEFZENE
EBREIURE, XN RAH, BEERERKIE, (LOG-3477)

1.2.13.2. CVE

CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

CVE-2021-35065

CVE-2022-46175

1.2.14. Logging 5.6.0

bR A & 3F OpenShift Logging Release 5.6,

1.2.14.1. FHABEM

EAEICRKIRA 5.6 51, Fluentd B#FH, 1T ELLEMAITIRASMR, I8 RE NI A TEDEL
RIRENIX N IIEEN R R ENXE, BEXNEENAEREYUH, FNEMER. /E7 Fluentd B9E
RIEFE, BRI LUER Vector,

1.2.14.2. ThaEigsa
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https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
https://issues.redhat.com/browse/LOG-3397
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-3447
https://issues.redhat.com/browse/LOG-3477
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/security/cve/CVE-2021-35065
https://access.redhat.com/security/cve/CVE-2022-46175
https://access.redhat.com/errata/RHSA-2023:0264
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EXANRAR, BEICES OpenShift Container Platform 5256 IR RIEFH S, (LOG-
895)

FEXDhRAAR, WAL LokiStack BE X HIR (RILELHERE) KABNDHEF. 80RNL
BERIE R B RIEFH, (LOG-2695)

X RAR, Splun 2B&EE AR BAHLm, (LOG-2913)
TEXMHRAA, Vector e T Fluentd #E N BRIARY Collector, (LOG-2222)

EiX N hRAR, Developer A LLFTEIZ1T OpenShift Container Platform 4.1 R E&hRA
MEE PR E DA EIH Log Console Plugin FRIEANTE TEAFHBE. (LOG-3388)

EXNRAS, EAREMNEESE— 1N FE openshift.cluster_id, ©2E8% Operator BIEEEH
ME—IRAR, A LAMERLLTH4SEE clusterlD {5 :

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

(LOG-2715)

1.2.14.3. B /A&

FEHREFZE, MREZNMIFHESHEBNRIZ, FHFE—LHEHEE . FR/, I Elasticsearch ¥
BHEE, BTSSP BN SRR Elasticsearch BRI, X AN R EEY— /N Im s A2
RAREMPREBEHRARE, ERZERIN—NRZER, (LOG-3463)

1.214.4. BFEIREE

30

FEHREH 2R, WREMERT Kibana BE YR, OpenShift Container Platform Web #£#1&
JF4REL T RE Kibana BUBERE, TEX/NARAH, MR Kibana BE L IR AMIFRIZEE R, (LOG-
2993)

FELREH R, AP TEEEEANNMGEERNNARFEE. EXNhHRAH, Loki
Operator R BB — 1M EHABNERAGYE, AR EERNBAREERE, (LOG-3072)

LR E 2B, Operator FE{EF LokiStack #E-N BN B S5 IR T
ClusterLogForwarder B & Y FRAE LHEMR B E Ui, EXMNhRAR, Operator RIELL
12 ClusterLogForwarder BE Y FIRMN S B E VB SBINEHEEFH. (LOG-3090)

FELREH 2, CABAREN CAEEHE Loki WBELIR, MMFE CAKey BSIERAER
(0mR) AFHIENRRES. X DMRAF, BSRIIELE N —IREBFERE, BATFHERXAN
%, (LOG-3331)

EMREHZ A, 1E LokiStack BE X HIRE LA XBHEINME, RSBIELE LokiStack 5
fll, MZF ReplicationFactor 77 1, fEiXMhRAM, Operator HEABKA/NZELEFME,
(LOG-3296)

FEHORERTZ AL, HEH JSON i mEREITERFE, MAE L structuredTypeKey =
structuredTypeName &, X MRAH, EFEHIEBEE A Elasticsearch
i, structuredTypeKey =% structuredTypeName FREMI(E, (LOG-3195)

M REH 2 A, Elasticsearch Operator Y secret Gl HH S FFEIEHMINER secret, EXH
A, A secret RMIEFALIE, (LOG-3161)


https://issues.redhat.com/browse/LOG-895
https://issues.redhat.com/browse/LOG-2695
https://issues.redhat.com/browse/LOG-2913
https://issues.redhat.com/browse/LOG-2222
https://issues.redhat.com/browse/LOG-3388
https://issues.redhat.com/browse/LOG-2715
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-2993
https://issues.redhat.com/browse/LOG-3072
https://issues.redhat.com/browse/LOG-3090
https://issues.redhat.com/browse/LOG-3331
https://issues.redhat.com/browse/LOG-3296
https://issues.redhat.com/browse/LOG-3195
https://issues.redhat.com/browse/LOG-3161

B/1E RITEIL

o TEIREF 2 HI, Operator A LU Elasticsearch 5% Kibana ERE AR ST, HAMRAEH O
K523 daemonset BITEEN, TEIXMhRAS, Operator RSB SR AN A, (LOG-
3157)

o TEIREHZAT, Kibana H—EIEHR 24h OAuth cookie 1 BRI [H], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana A 401 51%,
FEXMHRASF, Kibana B9 OAuth cookie 13 #ilf /5] 5 accessTokenlnactivityTimeout R, #X
INME 24h, (LOG-3129)

o TEMREF A, MhFAKIRE Operator BMERXNZEZ KIS EFHAIZXMAUE, X2FHO
BERFEMHTTP 409 MR, TEXMNHRAR, Operator REEZIHERNR, NERDVHKIEE
SRIFAIRHEFHE. (LOG-2919)

o TEIREFZAI, Fluentd H 8 .level #1'structure.level FERAIREE ERRIMME, TEXMNHRA
F, ENFERNEZER, (LOG-2819)

o TELLREHZAL, Operator FRFEFHE CAMIIIET, HEEMEHILEERBELRES.
FEXHRASR, Operator RTEMREIREREER], FHHABZEENHIREEETR. (LOG-
2789)

o TFHXREFH A, HERICKENERERERIMNBIPR, EXMRAF, BFEICKENE
BRMMEER, (LOG-2315)

o TEIREFH AL, Fluentd pod BEREFRE JSON BTANEESEEER, EXMHAR,
FRERELERES, (LOG-1806)

o TELbREFTZAI, must-gather {IATTETMN, EH oc FEERE ANBRBISIH KRB R %
7, XA D, oc X XHEREEAIR, must-gather HIART LIKIITER. (LOG-3446)

o TEMREF A, HEWESR SCCAUBH NER EMHEM SCC, MMTSBUKRESRTTH. £
XA AR, &BHERESS SCC LN, FEEMAEFHMSCC, (LOG-3235)

o HEIREFHZAI, HERDFEE sequence, THARNINE fluentd 1, ENLIBERDLFRNFIFEE
AL, TEXMRAS, FE& openshift.sequence 25 MNEIEHHEH, (LOG-3106)

1.2.14.5. CVE

e (CVE-2020-36518

e (CVE-2021-46848

e (CVE-2022-2879

e (CVE-2022-2880

e (CVE-2022-27664

e CVE-2022-32190

e (CVE-2022-35737

e CVE-2022-37601

® (CVE-2022-41715

e (CVE-2022-42003
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https://issues.redhat.com/browse/LOG-3157
https://issues.redhat.com/browse/LOG-3129
https://issues.redhat.com/browse/LOG-2919
https://issues.redhat.com/browse/LOG-2819
https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
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e CVE-2022-42004
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898

e CVE-2022-43680

1.3. LOGGING 5.5

pa -

BEILREN— DA RENABRE, ©B—DAETF OpenShift Container Platform B
A AR, Red Hat OpenShift Container Platform 4 & EHABEE B T K IThRAFER M,

1.3.1. Logging 5.5.18

& TR A 2$E OpenShift Logging R4 1RES 5.5.18,

1.3.1.1. BEFERES
o

1.3.1.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.3.2. Logging 5.5.17

2 TR A2 $E OpenShift Logging R 1IRES 5.5.17,

1.3.21. BFERES

o TEUREH A, FHRBERTRERNENRSBEZRNIERFRAEMRNR, EXDRE
B, BT HERRERBIERE D BHBHARNRTFRE. (LOG-4688)

1.3.2.2. CVE

e (CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804
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https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:6791
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5542
https://issues.redhat.com/browse/LOG-4688
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804

BI1E LTFD

e CVE-2023-2002
e (CVE-2023-3090
e CVE-2023-3341
e CVE-2023-3390
e CVE-2023-3776
e CVE-2023-4004
® CVE-2023-4527
e CVE-2023-4806
e CVE-2023-4813
e (CVE-2023-4863
e CVE-2023-49T

e CVE-2023-5129
e (CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630
e CVE-2023-35001

e (CVE-2023-35788

1.3.3. Logging 5.5.16

& TR A E$E OpenShift Logging F2FEEEIRES 5.5.16,

1.3.3.1. BFERES

o MM REFH AL, LokiStack XA ZEERIGER, HIL, XESBERMIRINGER, X
MRAR, Loki MXxEEFEUBRBMNAXNRERMERIANM, (LOG-4434)

1.3.3.2.CVE

e CVE-2023-3899
e (CVE-2023-32360

e CVE-2023-34969

1.3.4. Logging 5.5.14

2 ThRA 2 $E OpenShift Logging F2FEEEIRESR 5.5.14,

1.3.4.1. B ES
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https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3341
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
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o TEHXREFH A, MEWEREB/IRXEBAEPEILLTIEIRER | thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7%
XMRAH, 7E Vector WERF AR ERXNEHIR, (LOG-4279)

1.3.4.2. CVE

e (CVE-2023-2828

1.3.5. Logging 5.5.13

& fThRAE$E OpenShift Logging B2FHE1HEE 5.5.13,

1.35.1. BFHERES
s

1.3.5.2.CVE

e CVE-2023-1999
e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e (CVE-2023-24329
e CVE-2023-26604

e (CVE-2023-28466

1.3.6. Logging 5.5.11

& ThRAE$E OpenShift Logging f2FHE1RMEE 5.5.11,

1.3.6.. EFHIRMES

o TELLREF A, TEBIRGHEBEBES K LIS, £ OpenShift Container Platform Web
PRI A FR iR RSB R, EIXANARANA, BT LAE A B FN3E S SR DN N (3B, (LOG-4102)

o TELLREFHZAHI, = OpenShift Container Platform Web 2l & ##) Show Resources S AR

/ﬁiﬁ‘ﬁﬂ 20, X PMARAR, BitEE Show Resources fFEERITHBE SR AR R XA A8, LALDHE
AEFEMFRIESR. (LOG-4117)

1.3.6.2. CVE

e CVE-2021-26341
e CVE-2021-33655

e CVE-2021-33656
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https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-2795

CVE-2022-3028

CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-24765

CVE-2022-25265

CVE-2022-29187

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
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e (CVE-2022-39253
e (CVE-2022-39260
o CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
® CVE-2022-42721
® CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-23454

® (CVE-2023-27535

1.3.7. Logging 5.5.10

& TR AR OpenShift Logging i2FEE1%EE 5.5.10,

1.3.7.1. BEFHERES

o I REFH AL, OpenShift Web &8 B E 1L E M EHEHTE LokiStack o3& 1A R R ER—
MR AR, EXPMRAR, FEHELEREBMNESESR, BERESMMAEE R 1A LokiStack
HIFAE R, (LOG-2874)

1.3.7.2.CVE

o CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e (CVE-2023-0286
e (CVE-2023-0361

e CVE-2023-23916
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https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916

B/1E RITEIL

1.3.8. Logging 5.5.9

& ThRAE$E OpenShift Logging 2FiE1EE 5.5.9,

1.3.8.1. BEFHERES

1.3.8.2.

FEHREHZA, Fluentd INERMINH ST ERRHIKFMHE /var/log/auth-
server/audit.log F#) OAuth Bk EH, XRFH OAuth RSFHEREHEESTTE, XD
hRAA, Fluentd Ye5E28:85 M OAuth IRSHIRATE B KRB M RARXAN M, SEFHEE
/var/log/auth-server/audit.log FEIEKEH, (LOG-3730)

FEHORESH 2R, SRR BT EERE LIS ENME, BIIFTWEESES, XRF
H—LEEmAE, SESgEER, mMEMEERNEE, EXMhRAH, 7£ JSON fEiTEI, B
BEMBHESNERESFER. Hit, AMERIMBETIIEHILSEWCHER, BEEII#HREE
KEIZABHth, (LOG-3767)

CVE

CVE-2022-4304
CVE-2022-4450
CVE-2022-41717
CVE-2023-0215

CVE-2023-0286
CVE-2023-0767

CVE-2023-23916

1.3.9. Logging 5.5.8

& ThRAE$E OpenShift Logging 25 1EE 5.5.8,

1.3.9.1. BEFHEIRES

1.3.9.2.

ELRFEH 2RI, systemd BEFRYD priority FE&, FENIREFNMAILE level FEEHEE, £
XAMRAR, XLEFEERWIEMNE, MMART XN, (LOG-3630)

CVE

CVE-2020-10735
CVE-2021-28861
CVE-2022-2873
CVE-2022-4415
CVE-2022-24999
CVE-2022-40897

CVE-2022-41222
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https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
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CVE-2022-41717

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303

1.3.10. Logging 5.5.7

& ThRA B $E OpenShift Logging i2FiE1REE 5.5.7,

1.3.10.1. BF#E A EE

EMREH A, LokiStack Gateway Labels Enforcer &E MR WA T /RERARMWHE IR ST
TE2RIT A ME LogQL B EMREENTE 1R, EiXMRAR, LokiStack LogQL XX iFH B
INMERBRWIFRZE T R, FERXNEE, (LOG-3534)

EHREHTZ A, ClusterLogForwarder B E X FR(CR) TN RIF syslog Hiit B TLS FEiE(F1845
Fluentd, MMSBEE LT RRAREHIEE R, X MNRASP, EIEATLUIEMMREH4 Fluentd, MM
R TN, (LOG-3533)

1.3.10.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.3.11. Logging 5.5.6

& fThRAE$E OpenShift Logging 25 1RMEE 5.5.6,

1.3.1.1. BFHERES

38

FEWREHZA, PodREM AZHIZBRRIFIT% podSecurityLabelSync = true 7RINE!
openshift-logging e &2 [HF, XRSHHKITEENLREERKER, EI Collector pod A&
BE5h. EXMRAF, FR% podSecurityLabelSync = false AR B L 1%, WESS Pod %7
HAERE., (LOG-3340)

TELREF 2RI, Operator %%k console Ml &M, BEMEEEKHFTEESHE, X2
Operator BRifit. TEIXARAR, WMREEMIKF&BEA console &, Operator RIEEIZ
17, BFRE%E console 1E, (LOG-3407)

FEHOREH A, UEIN— DA FEHRESERERETEVIMIES 253 Operator AR,
B*FEERE T Red Hat Elasticsearch Operator, 7EiXMRAR, XANAH S IRE, Operator Il
EREE, BEHSIATURNSRERSHEXNME, (LOG-3428)

TELREHT 2B, Loki Operator RERE LokiStack XM — P RIA, MAEERTIEIHEE AN,
EXN AR, RIFEMEX/NEBEERIAE. (LOG-3478)

TR ESH2H, NRSMRSHESHBMNILS, —S#aSs5, B A Elasticsearch BIif T
FFRM, FEIXANMRAS, TRELBHIRESHEPNSR, MMERTXNEE, (LOG-3341)

FHOREH A, BEICRUEEGS2ESREMAR OpenShift Container Platform AFREH
IhEE, TEIXMhRAAF, EERIERAZTIRAR AT U R XA AE, (LOG-3467)


https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467

1.3.11.2.

1.3.12.

B/1E RITEIL

TEMRE R Z A, CIusterLogForwarder B E LGRS ER IR E — S N E BRI

47&(4, M S ERE SR pod B 8-10 WEH., 7EXMhRAH, ClusterLogForwarder B7E Y R
AR Hh AT LA E A AR R AN, (LOG-3469)

TELE A ClusterLogForwarder B E)Lmﬁﬂ’] outputDefaults FE&H spec ZHl, RFXEN A
EIEFHAM Elasticsearch HIHE KRB, X AIUEIETH, MESEXELT THATFRINZE

Elasticsearch #9385 A A& L AL, (LOG 3342)

LR EFH 2RI, OpenShift CLI (oc) must-gather BIA% B 58, K/ OpenShift CLI (oc)@&

E—NEEBEANRREERZENXHE R, EXNRAF, OpenShift CLI (oc) W XHREE

AFLRR, must-gather BIARBI LA TN SEMR. (LOG-3472)

EHREHTZ AL, Loki Operator Webhook ARZ5 88 RSB TLS #8i%. TEiXMhRAH, Loki

Operator Webhook PKI B Operator Lifecycle Manager 578 webhook BIEREIE, MMARR
T XA A, (LOG-3511)

CVE

CVE-2021-46848
CVE-2022-2056
CVE-2022-2057
CVE-2022-2058
CVE-2022-2519
CVE-2022-2520
CVE-2022-2521
CVE-2022-2867
CVE-2022-2868
CVE-2022-2869
CVE-2022-2953
CVE-2022-2964
CVE-2022-4139
CVE-2022-35737
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012
CVE-2022-42898

CVE-2022-43680

Logging 5.5.5
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https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
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b & 1THRA &% OpenShift Logging F2F#E1REE 55.5,

1.3.12.1. BFERES

EMREHZFI, Kibana H—EER 24h OAuth cookie 1T HAIT[A], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ERT, =53 Kibana AR 401 £51%,
EX M RAH, Kibana B OAuth cookie 13 #iif[A] 5 accessTokenlnactivityTimeout F#5, 2R
IMEN 24h, (LOG-3305)

FEHREHZAE, ZH/5HA JSON @i mEMmESFE, MAE XL structuredTypeKey =X
structuredTypeName &, TEXMRAH, EFEHIEBEE A Elasticsearch
B, structuredTypeKey 5% structuredTypeName FREMIE, (LOG-3284)

ELLR B Z AL, HHEIMBEERFIARIRBEM—HRER, FluentdQueueLengthincreasing
EIRATRETTIEMA . TEIXNRAER, HADTIRE, EERIGESERMBHIITE, (LOG-3226)

ELLREFHZ AL, Loki AR FHEEIIM S HMEHPMAREM, X MRAP, FeRFEEH
SEREINELZEMNRIERE CA R IR FHXLERE, (LOG-2860)

TEREH 2B, OpenShift Container Platform Web #2#& A 7 TiRiEFEE S Loki B CAIES
B ConfigMap %, M5 H pod 7% HE CAMIER FIZ1T, EXMRAF, Web #HI&EHH
AILLEERERERR Y, MR T XA, (LOG-3310)

TEHREF 2 E], CABABERN CAHEE Loki FREETR, MMSE CARHATESIEEIFE
fF (R FHIEERRES, EXNMRAEAR, SEMTELE N —PNREBFERS, BFHERXAN
%, (LOG-3332)

1.3.12.2. CVE

40

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891


https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
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CVE-2022-0908
CVE-2022-0909
CVE-2022-0924
CVE-2022-1016
CVE-2022-1048
CVE-2022-1055
CVE-2022-1184
CVE-2022-1292
CVE-2022-1304
CVE-2022-1355
CVE-2022-1586
CVE-2022-1785
CVE-2022-1852
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2078
CVE-2022-2097
CVE-2022-2509
CVE-2022-2586
CVE-2022-2639
CVE-2022-2938
CVE-2022-3515
CVE-2022-20368
CVE-2022-21499
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624

CVE-2022-21626
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https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
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e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o CVE-2022-22844
® CVE-2022-23960
o (CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
o CVE-2022-26717
e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946
e CVE-2022-37434

e CVE-2022-39399

1.3.13. H&il % 5.5.4
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https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399

B/1E RITEIL

& ThRAE$E OpenShift Logging 2FiE1MEE 5.5.4,

13131 BFEHIRMEES

LR EFZ A, BERICEMEBEENENRTEZEF RN RRSRAEENNRSES (R
HHIEKRES {}) HK, XEFHREAENR, MMSBHERIEMREHE R, EXNRAAF,
fRMT 2R AT LUE A AN B F i, (LOG-3042)

TELRE T2 B, Operator AJLUFE Elasticsearch 2 Kibana BB AR SES, HIAM BRI E LSO
K523 daemonset BITEEN, TEIXMRA, Operator RSB SR RX AN A, (LOG-
3049)

MR EH AT, FRERERFEIRF Vector WIRESREI, XNERKRI Vector EFRFFER
EHRRAER, BEARIURTAMAKSESRNEH, (LOG-3127)

TR REFZ A, Elasticsearch Operator B secret Al 2H 4 RFFLLEHNHIANER secret, FEXD
kA, A secret RMWIEFALIE, (LOG-3138)

EtRER 2RI, B must-gather IR BIEM MR T THAWHAMGCE, TXMRES, RE
MITHEA /must-gather STHREIE, (LOG-3213)

EIREHF A, ERLEEREP, Prometheus exporter &# [ IPv4 EMAR IPv6, TEIXMHRA
B, Fluentd & IP kR4, FFEF 0.0.0.0 (IPv4) =X [::] BT IPv6, (LOG-3162)

1.3.13.2. CVE

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509
CVE-2022-2588
CVE-2022-3515
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-23816
CVE-2022-23825
CVE-2022-29900

CVE-2022-29901
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https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
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CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

1.3.14. H&123¢ 5.5.3

& ThRAE$E OpenShift Logging 2FiE1REE 5.5.3,

1.3.14.1. BFERES

FEHREFZE, HEEHCEENESRESERBEETE, ZFREREER, XK
A, MR T 4511 H &R message FE&, LUBAIBKRBIK/N, (LOG-2759)

TR EF A, WESRECERRR T RE WES. default-log-store F visualization pod B9 H
&, BEEE gz XHEFHHREENVBE, EXMNRAS, £ collector, default-log-store, #11
visualization pod B9 .gz ﬁﬁ%ﬂ’\]ﬂﬂﬁiﬁm\@A?&HFﬁ? (LOG-2844)

FEMREH AT, HiERBI W RAZENS T A pod BIEKES, TNREEFRT, X MRAH,
INRMKRETHE ASIEUFREBR R, NENERFENR, (LOG-2884)

MR EH A, pod FTTHIER RIZEVEMGER, R @it BB L BERTSIA. LLEHR
ARRENBEHEESER pod THENEIX, UESNERIRREALURIFER, (LOG-3046)

TEMREH 2 AT, 1E OpenShift Console Logs Ml #%EHE: unknown severity HEFR T
levelzunknown [EHA&, TEXMhRAS, RBARF™EMHTLIEN, TUEEBEELHIUKR
# A levelzunknown FIHE, (LOG-3062)

FELREH 2 HI, KI1EEF Elasticsearch BEEKILKAE —1 41 write-index EIAFE&, HAa
ELAFEREENRSIETM. WFEBRARHEIEERNEN—IS, EXNHRAR, INMNERFEARBA
3. (LOG-3075)

BEEFHINE Pod Security Admission Controller BI#H, RIFLFN R L2 AN A E L B955H H
RENVERBEE Pod, EIXNhRAR, Operator FIRESRRTFHIINITHIZT, MAHNRS
FITEEHE R, (LOG-3077)

TELREFH 2B, Operator 7Ef A LokiStack /E N BRI B &1 MERTHIBR T
ClusterLogForwarder B E X FRHE LA B E L. EXMRAR, Operator 7LD
IE ClusterLogForwarder B Y FIRIN S B E L SR HEHEFHF. (LOG-3095)

1.3.14.2. CVE
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CVE-2015-20107

CVE-2022-0391

CVE-2022-2526

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154


https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062
https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154

B/1E RITEIL

CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

1.3.15. Hi&IL3% 5.5.2

& {ThR A 8% OpenShift Logging F2F 517 1EE 5.5.2,

1.3.15.. BFEAES

TELREFHZ A, Fluentd IS SFHVENRHNFETE OpenShift Container Platform W12 X A& #Y
AN, WEHFREUUXLER, FHASMBEANE, MMERT XN, (LOG-1823)

MR EH A, REIEBRIHARERSIBHPE S NEFRN ERIFRS L. XD
A, REIBMREBEM. (LOG-2644)

FELREH I, Kibana BESTERAILETHIER TIXE caCertificate {5, 7EXMhRAAH, R
XIXIE caCertificate fH, (LOG-2661)

LR B Z AL, WEREBTNERR SR HIRERNSHAHESHER. TXTMhHRAH,
TR A 5 F O EC B S8 aT LU X AN AL, (LOG-2859)

FELREH ZHI, N Loki Operator f|ZERZE G pod IR MIAEEEE Linux BIERS
BT A (A0RIXLEETT = B 11T Operator BIEEFHAIA) ., EXMhRAH, Operator f&I4H
node-selector B ANZE pod E X, ZE XN pod WERETF Linux W mLE, (LOG-
2895)

L REFTZ AL, OpenShift #&1& BEMER2RIB ™ EM S IEHE, EH LokiStack WX
F7E LogQL Mgz ndl, TEXMhRAR, BTEMES 7 XA A#, OpenShift Console Logs il
/] DUREE ™ EMEHATITIE, (LOG-2908)

ELLREEHZ AL, B Fluentd WESRIEH MRS HHN FIBFER, X MNMRAF, REMNSE
YR BB AT 3R ALY timestamp FE&, (LOG-2923)

FEHREH A, FHiTAEFREE level FERESHAE HEHNE IR, X DhRAH, EFHIT
BEILKHP RN level FE& AT LURRX AN A, (LOG-2961)

ELREF A, MREMERT Kibana BE LR, OpenShift Container Platform Web 1Z#1&
PFAESE ERE Kibana BYEE#E, TEXPMRAH, MHER Kibana B E X R AR ZEERE, (LOG-
3053)

EWREH A, & ClusterLogForwarder B E X FTRE X7 JSON 17, =4 rollover {F
FERANBERE|, EXTHRASH, FHFRFITHE, (LOG-3063)

EMREHF A, YA IE Loki Operator 5.5 BT EMIBR T LokiStack i, ¥ Loki
Operator 5.4 QM FTRMRE, EXMRAH, FIR owner-references 8 5.5
LokiStack, (LOG-2945)

HEWREHFZA, BrEEEFEEEMNS NS ELRENNBRRFERE. EXMREAS, Loki
Operator fEHHIB— N EHACNERACHE, AFBFERNERRFERE. (LOG-2918)

FELREFH A, BE cluster-admin $AHIRE P ToAMEH B &0 KIEEH S EREEE MR

HITEE, EXNhRAR, BINGEEHT B, 1575 cluster-admin #1 dedicated-admin ZH A
BI A PRSI admins, (LOG-2970)
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https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
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1.3.15.2. CVE

1.3.16.

CVE-2015-20107
CVE-2022-0391
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

Logging 5.5.1

& 1ThR A 8% OpenShift Logging F2FF51REE 551,

1.3.16.1. ThaEi8sa

L HEKILKESIE (Logging Console) fEH#EERNS, ItI185H ¥ Aggregated Logs 1ETIR 7R
H0E] OpenShift Container Platform Web %A B Pod Details TTHER, LLIhEER R (CERTF
OpenShift Container Platform 410 REHEIMA, (LOG-2647)

b ThBEI@ 35 9% Google Cloud Logging #vinh B & #e & B9%I £, (LOG-1482)

1.3.16.2. BFHERES

FEHOREHTZ AL, Operator TTiEHR pod B4, XRSFBREHEERHES IERARFRENRK
Bo TEXNHRAA, Operator RIEE /S I FEH A pod BIFFHT pod FRILH ready, iXSMERX
NMA#, (LOG-2745)

S REEF 28, Fluentd BRFTEIRT] Kubernetes A& AEX M, BARASIENARER,
EXMNhRAS, B RELBFEFAZBNMEENEESEIEIE, (LOG-2995)

ELOREHZ AL, RINZTHEARNS S BREMEEERHICRE LR ENT, EX4)
hrAdr, AREREREIEM. (LOG-2801)

TELREF 2 A, FX OpenShift Container Platform Web 24 & BRI FIFRSTE Query FEX
HEER R, EXNRAS, H Query FEXHZENS, BHRAIRAER ARELED, (LOG-
2917)

1.3.16.3. CVE
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CVE-2022-1705

CVE-2022-2526

CVE-2022-29154


https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154

B/1E RITEIL

e CVE-2022-30631
e CVE-2022-32148
e CVE-2022-32206

e CVE-2022-32208

1.3.17. Logging 5.5.0

& ITHRAEHE : OpenShift Logging 2R HIREE 55.0,

1.3.17.1. ThEER R
o TEXMRAA, EAILUFRBR— pod WARRZRNEELBEE AR TRNERS, EFEALD
BE, M IERAZAHRIFEEEE8HEMR pod, (LOG-1296)
HE

AER JSON RN ARRFMF. VIR ASREISTNMEE, ATLUARRE AL
HEE, U5 JSON RAARENBAEORERS. FRENRESSTRGRZERIE,
HEAFRSE JSON BN BREFHTRE,

o TEXMhRAAH, EEILAEA Kubernetes @155, app.kubernetes.io/component,
app.kubernetes.io/managed-by, app.kubernetes.io/part-of, 1 app.kubernetes.io/version 3
118 Elasticsearch HjtH B HA &, I Elasticsearch #iH X AR AT LU{#E A kubernetes.labels + &5
MIFFETRE, (LOG-2388)

o TEXMHRAR, EFT AWS Security Token Service (STS) BISEEFATRES A STS Wil B &L
% ) Amazon CloudWatch, (LOG-1976)

o TEIXANhRAH, Loki Operator 1 Vector EZIFMIARTI A NIER L 1T (GA), S BIARAHERX
LML TFRFLBIRES, —& AP NEARTIE, 1#1EESH WA LokiStack WAL
KERD

1.3.17.2. BEFEIRMES

o MEILRFH 2B, EENFEERL R Amazon CloudWatch FUERF A FIEH M B EXHE AT
[mi 77 6E, MMSBEFLR/TIEE, EXMRAR, MEFMATRRSDERER, MmiE
RTIEANERL, (LOG-2746)

o I REFH AL, Operator FRM—LE API RAEFRH, FITRIELUEH OpenShift
Container Platform A/ fitikR, 7EXhRAAH, KBS EIZ 27 AP RA, (LOG-
2656)

o EULREH A, NEZTHIRKRNERET % ClusterLogForwarder &8, 5BKESRHAA
crashloopbackoff {5 iR IKE. EXNRAFFR T XANAE, ZNEETNSERHERKE—
ID. (LOG-2241)

o TEULREFH AL, WEERLERNIE UTF-8 FFS1R1FE Elasticsearch B &R, TEXMRA
B, WEERNIE UTF-8 FFS#T9wY, MR R, (LOG-2203)

o TEUHLREHZAI, FFHL T FRE Kibana FITEEMIT R, EXMhRAA, Kibana ATLUERM R
TEIBAEMHI UTF-8 Ff/F. (LOG-2784)
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https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
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1.3.17.3. CVE

® CVE-2021-38561
e CVE-2022-1012
e CVE-2022-1292
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097
e (CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250

1.4. LOGGING 5.4

HEICREN— NI RENAGRE, ©B—DFRETF OpenShift Container Platform B
XA, Red Hat OpenShift Container Platform 4 EHIEEE Bk T L 1THRAFED 1,

1.4.1. Logging 5.4.14

& TR AE$E OpenShift Logging I2FHE1REE 5.4.14,

1411 BFERES
o

1.4.1.2. CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e (CVE-2023-0361

e (CVE-2023-23916
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https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916

BI1E LTFD

1.4.2. Logging 5.4.13

2 ThRAE$E OpenShift Logging F2FEEEIRESR 5.4.13,

1.4.21. BFHERES
o TEHREFZAI, Fluentd EBMFF RS ERXFHIREME /var/log/auth-
server/audit.log F# OAuth B X E#H, XRFTH OAuth RSFHEREHEESTTE, XD

hRAd, Fluentd Y5285 M OAuth IRFSHIRATE B REHRARIXAN M, SEFEE
/var/log/auth-server/audit.log FEYE KEH, (LOG-3731)

1.4.2.2. CVE

® CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.4.3. Logging 5.4.12

& TR A2 $E OpenShift Logging IR IRES 5.4.12,

1.4.3.1. BFHE A ES
o

1.4.3.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
e CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303
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https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303

OpenShift Container Platform 4.11 H&ILx

1.4.4. Logging 5.4.11

&2 ThRAE$E OpenShift Logging IR IRES 5.4.11,

14.4.1. BFHERES

® BZ2099524

e BZ2161274

1.4.4.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898

e (CVE-2022-43680

1.4.5. Logging 5.4.10

2 TR A 23E OpenShift Logging R 1IREE 5.4.10,

1451 BFEIRMEES
o

1.4.5.2. CVE

e CVE-2021-46848
e CVE-2022-2056
e (CVE-2022-2057
® CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
e CVE-2022-2521
® CVE-2022-2867

® CVE-2022-2868
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https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.4.6. H&KIL% 5.4.9

2 ThRA 2 3E OpenShift Logging FRFEEEIRES 5.4.9,

14.6.1. BEFIERES
FEHREH ZHI, Fluentd RERSEEXRFANRES ., EXNRAS, MHRT XEREES

1.4.6.2.

HRAEZEERFER, (LOG-3074)

FELREHF 28I, Kibana B— N EEM 24h OAuth cookie 7 HRR[A], 4

BI1E LTFD

accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 513,
X hRAH, Kibana B9 OAuth cookie i #lf[A] 5 accessTokenlnactivityTimeout [F35, 2R

INMEN 24h, (LOG-3306)

CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617
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https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617

OpenShift Container Platform 4.1 B&ic &

e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
® CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e (CVE-2022-1304
e CVE-2022-1355
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e CVE-2022-2938
e CVE-2022-3515
® CVE-2022-20368
e CVE-2022-21499

e CVE-2022-21618
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https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903

CVE-2022-36946

B/1E ZITEL

53


https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946

OpenShift Container Platform 4.11 BRIt &

e CVE-2022-37434

e CVE-2022-39399

1.4.7. H&i105% 5.4.8

b & TR A& ¥E RHSA-2022:7435-OpenShift Logging F2FEIREE 5.4.8,

1.4.7.1. BFERES
3'50

1.4.7.2. CVE

e CVE-2016-3709

e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36518
e CVE-2022-1304

e CVE-2022-2509

e CVE-2022-3515

o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
e (CVE-2022-30293
e CVE-2022-32149
e CVE-2022-37434
o CVE-2022-40674

e CVE-2022-42003
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https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003

B/1E RITEIL

o CVE-2022-42004

1.4.8. H&IL¥ 5.4.6

& {TRR A &% OpenShift Logging F2F1R1EE 5.4.6,

1.4.8.1. BFHERES

o TEltREIF 2B, Fluentd BHFTLiEIA Kubernetes ERHHE AKX, BFRSIENARER,
EXANRAR, @EE LT LM ENEESHIEE, (LOG-2792)

o TELLREFH AT, 2 ClusterLogForwarder B L HHRE LT JSON 4T, &4 rollover £
FERABERS|, EXTHRASF, FHRSITHE, (LOG-2823)

o TEHREBEFZAI, WMREMPRT Kibana BE L KR, OpenShift Container Platform Web $##1&

FFgker R E Kibana BYEE R, EXMhRAR, MER Kibana B E LR MERZEERE, (LOG-
3054)

1.4.8.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e (CVE-2022-32208

e (CVE-2022-34903

1.4.9. Hi&IL% 5.4.5

b & {ThR A 8 $E RHSA-2022:6183-OpenShift Logging Bug Fix 5.4.5,

14.9.1. EFHIRES
o TELLREFTZAEI, Operator TiAMAMR pod B, XeSBEREERE R IEHIAREENRK
Bo TEXNHRAA, Operator RIEE /S FEH A pod BIFFHT pod FRIEH ready, iXSMERX
ANAl, (LOG-2881)

o TEULREHZAL, RMBITH RGNS SRS H B R FL R L B IRA B A, X4
AR, WEBERHIEM, (LOG-2946)

o TEMREFH AL, Operator BRI SHM/RNEEMIZIREEE JSON ML, HFBIHER.
XN hRAR, Operator BJ LUE RIS JSON MR, (LOG-3009)
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https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009

OpenShift Container Platform 4.11 B&idx

o TEULREFTZAI, Elasticsearch 3REIBIRE X 7T H B RREMNIIENFER, XBHIXLENR
LAPC e B S S 2R AL A TR B, (LOG-2972)

1.4.9.2. CVE

e CVE-2022-1292
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.4.10. Logging 5.4.4

b4 {ThR A 8 ¥ RHBA-2022:5907-OpenShift Logging Bug Fix 5.4.4,

1.4.10.1. BFHERES

o TEULREF AL, FEN T FRIE Elasticsearch P IEEMRE R, EiXNhRAH, Elasticsearch B
DR RArEERM UTF-8 S, (LOG-2794)

o TEMREHZAI, IR TFFE Fluentd FILEEMRI R, EXMRAH, Fluentd FTLAEFH
SRAEANH UTF-8 /. (LOG-2657)

o TEMREH AL, WEFNIEIRSSEZNERETIMEERATFIEHER MU, TXNENR
B, FREERNBEIEMATAEOD, (LOG-2821)

o TELLREFTZAI, cluster-logging Operator Kl FEE&F K Al secret, OpenShift Container

Platform 411 B T £ 1T H, XRFBAFTILEKBBRM, EXMRAF, cluster-logging
Operator RREZTE QIR secret FMRXN A, (LOG-2840)

1.4.10.2. CVE

e (CVE-2022-21540
o CVE-2022-21541

e CVE-2022-34169

1.4.11. Logging 5.4.3

&2 TR A B ¥E RHSA-2022:5556-OpenShift Logging Bug Fix 5.4.3,

1.4.11.1. Elasticsearch Operator F @Al

A e— L N =t — . o~ J— . PR —_— 1 e NN e — 2 PN s— ai— 1 IonmeA R I M DRI N
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https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556

B/1ERTEL
A HZILXK 5.4.3 |, Elasticsearch Operator EfXFH, TIRMELASBIARZITIRANF#MIER. ZLIEREZBIA

TEMBIPRETINENERREBENSRE, BXNENAEREUUH, FREMR, ENE
Fi Elasticsearch Operator BB\ HEFHMIERILEE, BRI LUER Loki Operator,

1.4.11.2. B ES

o FELLIRE#H AT, OpenShift Logging (URIRA B RERED FKE, MABEERD .
X MhRAR, (UERRERAAARRKD F. (LOG-2781)

o I REFZAI, elasticsearch-operator FRAMNEFNE—MEFEIR, ©ES—NMELRS
WHMELRE, EXTHRAS, EFEEHETSIRRANRAE, (LOG-2816)

o TELLREFTZAEI, ¥ Vector BB NFHERLE Loki i, TEXEBE X bearer Th, R
Loki BT TLS, MIEEERARINNSHE, EXMNRAR, Vector ILMERSAT TLS WS
HAFELE Loki, (LOG-2786

o TEIREHZAI, Elasticure Operator E1%$F oauth-proxy &M & ImageStream B E M
JEH) referencePolicy B, X5 Kibana SBBIERFEIMEFRKI, EX A, FH
referencePolicy fi#) R 7 XN A, Operator AILARRINERE Kibana, (LOG-2791)

o 7ELbREFTzHI, ClusterLogForwarder BE Y FRMERMN T REEZ N LEH. X R
KRR T XA, (LOG-2640)

o TEHREFH A, BENFATLALE Amazon CloudWatch R RIFIEAMBEXHE AR

[mi 77 6E, MMmSBERLR/AIEE, EXMRAF, CloudWatch B &EDEWRER, MM
R TIEADERL, (LOG-2768)

1.4.11.3. CVE

B 1.1. i ARFF CVE
e CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271
e CVE-2022-1621
e CVE-2022-1629
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-26691
e CVE-2022-27666
e CVE-2022-27774
e CVE-2022-27776

e CVE-2022-27782
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https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782

OpenShift Container Platform 4.11 H&ILx

I e CVE-2022-29824

1.4.12. Logging 5.4.2

b % {THR A 8 ¥5 RHBA-2022:4874-OpenShift Logging Bug Fix 5.4.2

1.4.12.1. B ES

o TEIREFH A, EM oc edit itk Collector ELBIEFERME, HNEH EHRMEAR—H, XN
B B| A\ T £ Operator BFRIN B EFTHSEAFBRRLRZE, LUEFEMA oc edit A HEE
&, (LOG-2319)

o I REFHZAI, FluentdNodeDown Z1JTiAIEFETE message BB IR SLHIIREE, TEX AR
A, B EEEMRANIHIEEL D L FI R MR B SEFIFRE, MMARRT XA AE, (LOG-
2607)

o TEMREH AL, EXHEAPFPIIRFLNBEILG] (90 critical”) EPRFAH. EXMRE
, BXEEREHIFF, (LOG-2033)

1.4.12.2. CVE

#il1.2. R LARFF CVE
e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941
e CVE-2021-3612
e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759

e CVE-2021-3764
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https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

CVE-2022-0286

CVE-2022-0322

CVE-2022-10T1

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
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o CVE-2022-1271

1.4.13. Logging 5.4.1

b & {TAR A S ¥E RHSA-2022:2216-OpenShift Logging T2 1R 1EE 5.4.1,

1.4.13.1. BFERES

LR ER AL, BEXHIEIR exporter (R EE S HEHSTHIF QM BER, MME/KASE
KB AR, WREHET LR /var/log/pods fi#R TiXAN AR, (LOG-2442)

EWREH A, WERSWEE, FNSENBERLE fluentd 754 B S5 I R BT 22 B
THTEIERE, TEIX AT, keepalive_timeout [E#1%E 7 30 #(30s), LUEMEE I EIKGERE
HEFZAETEENN RN A ERBCER, (LOG-2534)

ELREHF A, MXEEmEFIFRRPMER, BT EET A Kubernetes i & 22 A H EHE IR
WSS "audit” LLR —LE "infrastructure” BER AT HEE, TEXNMRAS, KIERLUEMhG
MENEA admin IEAPRB T, FRIFEREMAZERMNERLTHRER, (LOG-2448)

L REFH 2 FI, system:serviceaccount:openshift-monitoring:prometheus-k8s iR 551
R AR YE S clusterrole 71 clusterrolebinding, 7EX M hRAA, ARSSIK - ERAA G
rolebinding BR#lZ| openshift-logging & %A, (LOG-2437)

LR BRI AL, Linux 81T B & A BT 0 F it/ EN N ERFAE, WERRSETESNE
FAENFRARRERNFFKE, (LOG-2321)

1.4.13.2. CVE
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CVE-2018-25032

CVE-2021-4028

CVE-2021-37136

CVE-2021-37137

CVE-2021-43797

CVE-2022-0778

CVE-2022-1154

CVE-2022-1271

CVE-2022-21426

CVE-2022-21434

CVE-2022-21443

CVE-2022-21476

CVE-2022-21496

CVE-2022-21698


https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698

B/1E LTI
® CVE-2022-25636

1.4.14. Logging 5.4
UTFAETHEFHEHEICLE 5.4 : {logging-title-uct ki A& 5.4

1.4.14.1. AT

OpenShift Container Platform Ai2t 7 LL R IhAE,

1.4.14.1.1. Vector B4 2%

Vector @— M HEEWESE, FHBEFICFHLRIBOAKRERNRAT T EN,

Vector 2R LU TRt -
e elasticsearch.—M448F Elasticsearch 52/, elasticsearch %t FT LA TLS 4,
o kafka.Kafka fSH#, kafka Hit AT AR R 20, TLS iF#.
e loki, Loki, — M A#&EET &R, S A, SHE-AERERY

BE
MERXZHF FIPS BERA%KH,

RIAARHAMEE, EFE OpenShift Container Platform (2 /GRS, WU
logging.openshift.io/preview-vector-collector: enabled ;¥ ##711%! ClusterLogging B & Y ¥R (CR)
B, FF vector RINAHEERE :

ClusterLogging CR 7l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

1.4.14.1.2. Loki B &%

LOkI %_ﬁﬂﬁﬁ?rﬁﬂl‘]\ EEEFHE%$HFE,‘JEE%‘%/\VJL, EHu{’FjjEIL.\IE%E’\]EIL.\??,&%?E{/\O ﬁ*
RE Loki WEZ{ER, ES A "Logging using LokiStack" 344,

1.4.14.2. BFEIRMEES

61


https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://vector.dev/docs/about/what-is-vector/
https://grafana.com/docs/loki/latest/
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TR EF 2 A, cluster-logging-operator & FHSKAFSE H B A B F S E KZEIL Prometheus AR
P BINR, LARERIETR. iXLEANBRTE(E iR & R mEERE Operator IO, EBEMMSITER
ENREK, EXNRAF, Bl EABHHERZZEFSEHEERT XN E, (LOG-2286)

FEREH ], BENRRDAEMDRZEEES] A—1 ownerReferences FE%, ALk, 7Edp
2[R AR EEBEMAINERR, EXNhRAF, T ownerReferences FEX A LUfE R
XA, OpenShift Logging (YRIRTEIZHIEF A A, (LOG-2163)

EWREH A, SIERURRNEHRTSEE, RN cluster-logging-operator FoiAEfLLEL
BENRIRWINEFEREWE BRI, TEXNIRAR, hXRIRE IR N0ME— BIERF(E B 2R IX
ANEE, (LOG-2071)

TR REFZ AT, OpenShift Logging (Y ZR#Ri& B EM T RFKXHPH pod MepRZEH, XRERE
g 24 I INERME KRR, TEXNRAR, pod MIMAZEAIRWIER LR, (LOG-2069)

EREH 2 A, 2 ClusterLogForwarder 1% Elasticsearch OutputDefault B
Elasticsearch fii & B LML, £RMBESEFHBRIENTERE, EXNMRAF, BET
fHERAM secret ML+, (LOG-2056)

LR EH 2RI, OpenShift Logging (YRR EAR—12M CPU Ky, RNBIAILRIER. 1E
XARRAH, PEFE T ERRBURE RAR LR, (LOG-2026)

LR ER AL, Fluentd BERHEREEE TN IR ENWERF TR, X MREMES M
PRXET R, (LOG-1927)

ELREFZA, 7E£53 RAFHBNNERNETERREREEICTKBESRERN
FluentdNodeDown Zi;, TEiXMhRAAH, {EE Prometheus ERAIVE ML & FRARR T X 4N A] R,
(LOG-1918)

R EH A, BEBERENENAHRTERMBEBCHARE. XTERFRRESL
BEHESNASHEBERGEN, XTRESFBAEMBTEERNAE, EXMhRAPERTIX
NMAE, EEMNEEHHIRINESRBR. (LOG-1774)

TELREFZ A, Elasticsearch R4 %1% Unable to create PersistentVolumeClaim due to
forbidden: exceeded quota: infra-storage-quota. (#1R PVC BEE) . EXMNRA
f, Elasticsearch RIREIAR PVC, MMERR T XANA-, (LOG-2131)

EWREH A, & elasticsearch-signing secret #MIFRFT, Elasticsearch J5i%iR[E] ready
Bo EIXMHRA, Elasticsearch BEBTEMIFRIZ secret [FiRE] ready K&, (LOG-2171)

FIREH AT, WESH LA R ASHBENERS S RRESH— LD R E R BHIRNER
Bl EXMRAR, WEHER ERMIEERER XA, (LOG-2160)

FEHREH A, TAKEMEAEANERS S Elasticsearch 21EARSS1ER, H & ZeE 5
RIABIRAIRLKRNRE], EXNHRAF, LR SBFEMBEEBITIR, MR T X
5, (LOG-1899)

TELREFH 2 A, OpenShift Container Platform Logging (U Rk R0 F"'X"BE KT
Elasticsearch B8 'x' W RIfHYSEFRE, HILXANRENRER, eSS Elasticsearch
pod IFFE XD K, FiTEHE Elasticsearch &M /S, EXMRAR, DR BESWIER
T8, (LOG-2156)

ELREF 2B, IR secret kibana #1 kibana-proxy #ftlf&, MARESEHFCVEEN], X
A, elasticsearch-operator &I FTIR, FEMRN BohEHRUBRXLHEIR, (LOG-2250)

FIREH AT, WEZEARRKNATEEFBRESFERB L E4RTF T REBIRRNESE,
XA hRAA, BT DUFAEIRATIRGI, FHERF, (LOG-2379)


https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379

B1E LTEL
o TEHREFTZAI, OpenShift WebConsole BRI 2 HI & B R 24 ClusterLogging CR
R, FEIXNHRAA, MR CR sE# Cluster Logging Operator &flHli&kEE#E, (LOG-2373)
o HEIHLREH A, NBEBHESHRENERRSRESEMAANT, BEARRBZEEIRR

o TXNHRAR, HwHESATFEXRKEBENIET, ZIFME—BRE A ILEURARRX AN,
(LOG-2462)

1.4.14.3. CVE
e CVE-2022-0759
o BZ-2058404
o CVE-2022-21698

o BZ-2045880
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https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
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B2EXH
logging RZFAR P N AHIESE L
AEFREMHEMEREE LT, RNel]F#HEEF, &1 OpenShift Container Platform & {ThR AHIEC BT

Bl gAML, REZRBTMAENEE, FREBZNIXEMNEEBEDS b, MREEAAREFRE
B EUANERE, THNEREES, EH Operator EEMAZER,

AE
INRWJEFT OpenShift Container Platform X REMMELE, EEER Red Hat

OpenShift Logging Operator &N Unmanaged, A #FIEZEHFICKLAH, BFRS
BWEH, BEEEERSRE Managed 7 1k,

BEILREN— DA RENABRE, ©B—PAETF OpenShift Container Platform #J
A AR, Red Hat OpenShift Container Platform 4 & EHABEE Bk T K 1ThRAFE R M,

Red Hat OpenShift B logging @ — M2 WIS, UKRNBARR. EMEEMHE T BENHSELE
F. EEEMARELEEMZRNRS,

Logging F& :
o —NAMEATWERS
o RALLRFEEMEMIIE (SIEM)
o [ KBAEHNHRENFMHE
o (RIUFRYHERINZR
o ReFEFH - MUREFEMEFHITAS

21 A FEE
R Red Hat OpenShift Logging Operator 1% &7 Unmanaged X5 BEIS 2L T EE 4 -
e Elasticsearch B X IR(CR)
® Kibana #fE
e fluent.conf 30 {4
® Fluentd P f25&E

R OpenShift Elasticsearch Operator 1% & Unmanaged A7, F#EETH Elasticsearch EBE X
.

AR R I
o EERIAAETR., BT EERRMANBERILEE.,

o EEFMMERENAE, BT EENAATRESRHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.
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https://access.redhat.com/support/policy/updates/openshift#logging

F2EXH
o HEBETR. EAREHIEH SRS LI B EIEE,
o FRANEZFEREHFICKEESR. ETEERIMNETERERATKES.
o RREHRSBERIEATHARN, ELEERMIABEAEL.

2.2. 3FZE OPERATOR My #H5E1E

Operator B9 EHSK L RE T —1 Operator @ BRI AR EREHPHEXAGHNTR, R
Operator KB N #ZE (unmanaged) WK, BARARMNEEERN, BFARKEIELR.

RRACALUEFREIMERBENANIRRPER, BOTHERERSEH Operator FRERXZF, KHE
BARERTEEES N HENEENFR,

AIE AL T 350 Operator i B WIEZEIRS :

e Ji3T Operator ACi&

JRIT Operator MECE F 27 managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, I, Red Hat OpenShift Logging Operator @it &S BRI E E LR
(CR) iAR|IEM, T Cluster Samples Operator 88 7 £85EHECE FR.

¥ managementState S X/ Unmanaged E#& Operator f2FHEBEHNTEIR, BA

SHITERRXAHBERBEE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFIME,

Digk

==
[=]

ST Operator B NHRERER B ZHEHGMINEE. RS
AR E E (Managed) RESHALIES HIIF BEREURS H.

® Cluster Version Operator (CVO) &3

A1 spec.overrides SHARMEI CVO EeEH, LUEBIE RIRENIEHER CVO 1T HEERIG

=, F—1MHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BHERKFEBIMEBHLTAZHRE. EMRmEERER, ¥
A EI R ERFESE ARG .

2.3. AR FRE BTl R EHE

65



OpenShift Container Platform 4.11 B&it %

R AR, AIEXFRHERERNAHERIRERE,
&R LA must-gather TREERER XUIB L5 5R, £BIGFIRMNENBERICTAGRZIIE

/8N

hTIRBIRES R, 1EIRM OpenShift Container Platform #1H &0 KEIIZBTE R,

% E,E
TE#HA hack/logging-dump.sh A, X PMEIART B FEHRNRELIE.

2.3.1. XF must-gather TE
oc adm must-gather CLI i 5 RURE & A BN F AR P HREEHE R,

XFBFICE, must-gather 2IEMUTER :
o MBI IFKIR, S1E Pod. EEEMS. RSKS. AR, ABHENSH
o EHLWR, SREEBRIUVINTR. ABNAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (5] 1 # OpenShift Logging iR, &
FEEWRERNEERE. BEEENBEATM{EIE

f£i217 oc adm must-gather if, 58 ERAE— D pod, 1% pod LINEHIE, HEEFZEL must-
gather.local 7k — B xH, WEREHUFITIEBRKPOIE

2.3.2. 8% OpenShift Logging #4E
& A LUE A oc adm must-gather CLI S5 RIMEF X B EIDEHER,

AR
A must-gather SRINEHEER :
1.t AEZ% must-gather E BB %,
2. % OpenShift Logging #{%;21T oc adm must-gather 43
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather TE &6/ —/NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408.,

3. MNIRI QIR must-gather B RO — N4, Blt0, 72 Linux BIERSIHITEN L2
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FEZLMEE 1P oy SR B [a] A M b PR 4 S 4
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/support/#gathering-cluster-data
https://access.redhat.com/

% 3 E AEHEHER

5 3 & BHiEIERRR

3L AEFATILFRRE
BT LIEE Red Hat OpenShift Logging Operator BISR A FE Atk B 710 R 4H 4,

3.1.1. &% Red Hat OpenShift Logging Operator HIRZ

&I LIEE Red Hat OpenShift Logging Operator B4R 7.

FRFH

o ZE T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

iz
1 BT T4, tDiEl openshift-logging WiE :
I $ oc project openshift-logging
2. 1T T ép 4 3 IKEX ClusterLogging SEBA -

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:

daemonSet: fluentd g

nodes:
collector-2rhqgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh

logstore: 6

elasticsearchStatus:
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- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

ERds, SERSFEIIRTE status N,
Fluentd POd E"J*ﬁ*{gﬁw

Elasticsearch Pod BJ#EX1E 8, &3% Elasticsearch SREEBIRZ green. yellow = red,

0009

Kibana Pod BYtEX{E B,

3L EREHE RG]

LUF 2% 8 ClusterLogging <{5I#] Status.Nodes 39 89— LE1E 5 5 2,
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% 3 E AEHEHER

REFUTARABHRREERRT T REBTEENEKMAL, HFERESAEIEALTR
i U

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBWNRTEERT T REBIRENE KL, FESRFEFREMIHEAMT S

i th 7 Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EUPFUTRHRAHRSEERT CR B Elasticsearch T sk % B8 5 &£ B YA T S ERAITAL :

it Bl

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTARABIREERRTIERE PVC TEHEE PV :
it e

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTRTENE Fluentd Pod, BH7T R8s SAEM 17 RERAFIREL
o=l

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

312 EFEEKICRAGHRE
EANEES N BFICRAHERS.

FRFH

70



it

% 3 E AEHEHER

L% T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

. 1# A openshift-logging 7 H,

I $ oc project openshift-logging

. BAFEARICRIMERRE ¢

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

. BAERRICRBIFRERRE

a. IKINBIAERAT
it e

I $ oc get replicaset

it Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m

elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1
kibana-5bd5544f87 1 1 1 157m

b. IKERBIFERVRE -

I $ oc describe replicaset cluster-logging-operator-574b8987df
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it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

3.2. BB A EHERR

3.2.1. EHERE Fluentd pod

L &0 ClusterLogForwarder B7E X HJR (CR) I, #03R Red Hat OpenShift Logging Operator %8
BEIEHEBE Fluentd Pod, ERTLUMIER Fluentd Pod s I EFHEEC

SoRFEMH
o RBEHIET ClusterLogForwarder B E L ¥R (CR) &R,

Pk
o ZITLLT M4, MIBR Fluentd pod LU FIEFHERE :

I $ oc delete pod --selector logging-infra=collector

3.2.2. Loki & Z Rl FE 1% PE HERR

#NR Log Forwarder API {81 BERRFI R E(E B A E Loki, Loki RERERRHI(429)5H 1%,
Eb@ali_fﬁ‘é%EIE.%}ﬂ’EL&qﬂZii a0, 2% logging ARMEIBEEE XL RAEMEEEFN, logging
I_t ﬁ*UFHI)LEEIb\%EET_J E‘%Hﬂﬂﬁiﬁﬁ%%amo EJX*FFI%E/R-F ﬁﬂ%/a\\ﬂﬂ%ﬁﬁluﬁ’]ﬁf;d\:.':‘j
ﬁilﬁfﬁ [ R EIBRRASWCIE, FEAERAF TR e 2R R R EI 1R,

IR E PRI R L L 4, 1WA LLBIT 15 TR LokiStack B E X HHIR (CR) AR R I 0] {1,

BE
LokiStack CR 1£ Grafana £ &M Loki LR A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions

® Log Forwarder API B2 & 7% H & A El Loki,
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8 3 & HEWEHRR

o II.,\E’J%/JL:F‘_.I LOkI ﬁ j(:.F 2 MB E’J/én_ﬁij%o @Uﬁﬂ :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\
\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtNGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e fi A oc logs -n openshift-logging - component=collector [5, £EPHKNERBERL RS
= »LJ\-F%EI I«i/% /l_.\z E’J1T

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £i5%H B~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 5158 2R~ Hl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EEBERNBRBRXMEIR, BI80, 7E LokiStack ingester pod A :

Loki ingester £51%H 2= Al

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:

limits:

global:
ingestion:
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ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize FE&E Y B MNEHEREI AN R AR IERRRFIRAIAN (LLMB HH#
1) o XMER—NERS, FHEXENEDEENHEZGTRPIHENERKEEKRN, &
f¥F KT ingestionBurstSize EHEIHEANFE K,

9 ingestionRate FEXEBMWRARAHFAENHRE (WL MB HE#EAL) . MRBEERFET
RN, NMISHIERRBEHIE R, BREREHRAZAE, RELEEERTRS, R5F
KRB R P FHRER TR IR,

3.3. BRIC R E R HEER
ST LA AT S PR HE R SRS AR B i D R

3.3.1. Elasticsearch £EEHERIR S NI A
D—PNEPRREBKREEDEAT M. FHAUTESENSERETHREDR,

s

R

AP — Lo ER $ES_POD_NAME shell %223 5|F Elasticsearch pod, MRZEBE#MAIH
RESIFIGRS, BUIFLZE1%E AX) Elasticsearch R A MHIE,

IR LLEITLA T ép 5 2k 51 = A Y Elasticsearch pod :
I $ oc -n openshift-logging get pods -| component=elasticsearch

TULTF oS, EFEFIHEM pod 1% E $ES_POD_NAME £ :

$ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S {ER $ES_POD_NAME %&£,

pEE
1. IZfTLAT &S, K Elasticsearch £EHEBRINRAH R IERBHRERE WA ¢
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
2. BITUT RS, SIHEMARRENT R

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

3. IBITLAT 4, FUH Elasticsearch Pod, FHEE(15 L—% iy Sk E e T T E ¢
I $ oc -n openshift-logging get pods -| component=elasticsearch

4. JNRFLE Elasticsearch T s B MMAEERE, 1EHITUTES I,
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a. BITUTORSHEENE, A Elasticsearch Bi%E master T/ :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

TUT&®S, HEFAE master 17 s pod H&F

fﬁ[l

$ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

[l

N

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. IRABET RMEMALRE, HETUTHIREEBRRSLATHRETES, FHUEHL

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

MREBERTHE, REIRTRSENFLENESMELNFILE.,
6. ZITUTHSHERNH, RERTHFLENES

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of_pending_tasks

7. ﬁﬂ%‘ﬁ_ﬁkﬁﬁﬁ’]&%, HREERE, MRelTMRELEZE, FERTERERRE, 154
H% Ry, MENFRKERNNIRE l%ﬁ'ﬁﬁo B, IMRFLEBESHIRERERE, XRT
mE BRI,

8. MNRMELFBEIELL, HZTUTHSE cluster.routing.allocation.enable {£1% & 7 none,
REEHL :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

9. AR cluster.routing.allocation.enable #%1%°% none, FiZ{TU TSR EIZEN all :
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'

TUTHSHERRH, REEMRSDARLEN

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

N. MRBEEMRIDBARLEN, HEXHBTHITUTEEEREN,
a. BITUT R HRBREE -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty
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{1

b. BITU T HRIBMERDECE IR -
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

_f—b‘

c. BT e R MIBRRR B IREHIN -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

d. BT T A4 SIR MR :

N

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12. MNRBITENFSTEEEBRILEBIRE], & HIRMFRES,
TUT SRR BREI B

a.

151

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. BITUA T e mRMPRLLEFRE] -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

/!

13. MREELBREIBEHRTNAE, FAERETRERERS

a. 131TLLT 44, & Elasticsearch VM HERXRESS :

BELEENENE,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

EmSHHS, K& node_name.jvm.mem.heap_used_percent FE%, LIHATE JVM Heap
ERE=

b. K& ® CPU R, MEAFAX CPUFIAEXMNELER, 1S OpenShift Container
Platform "2 & M 12 (U RAR " ST,

HitBR
o EELEAEKRIR
o BEEIBIAEBEIRNRE

3.3.2. Elasticsearch £&85 @ RIAAHEE

EDP—NESRNEIARD FRBEDEST R. BT VHE ClusterLogging B E X IR (CR) ##Y
nodeCount 15381077 =K,
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5 3 F AEHEEHER

Hi 5w
o BEEIBIABEINRE

3.3.3. B2jA %l Elasticsearch 77 S &K K i1 2%
Elasticsearch A4 9 F 2 BL4A A EME K AL &BI T 5=,
R’

AP — Jﬂsﬁ%’%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, 1R E B M A
RS HIFHIGR S, EORTUFIAEEIE MY Elasticsearch A A RHIE,

IRATLLZAT LA T 0 351 =T FA#Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BT T84, %FESIHM pod Fi%iE $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

BifE, EALEe S {EA $SES_POD_NAME % &,

gz
1. BT TeS, HAITER LERZE Elasticsearch BT = -
I $ oc -n openshift-logging get po -0 wide
2. BITUTHS, RERTEARDENSF :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

—

3. MRFAERDEND R, HTUTHRSRESN T R LRI ZER

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4. ENHIHF, & Use SILMAEIZ T R L EANHEE B DT,
i =l

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
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elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

IR R A B D BT 85%, NI REBIEKIL, HESRITEBIRALT .

5. BT YEIM redundancyPolicy, iHZTU T4 :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INRIEEE B {E A ClusterLogging R, 1EZ2TUTR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR %2 redundancyPolicy {E= T SingleRedundancy &, FHi%{E&N SingleRedundancy
HEHERFXNEL,

6. MRAENLSTEEERRXNAE, HHERIBAZRE]

a. 131TLLT 4%, & Elasticsearch ERFFBERBIHIRE :

Py
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. R LMPREVIBZRE,
T an o kbR

C.

E,
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. 215 % Elasticsearch T S = KA1 2%

Elasticsearch &Z4F 53 Fr MiA B 7K (122897 s 37 7E 7 B Ak % 150 AR F R B R B iRl 7K (1 2% B E Y
TR

RO R ARETET R, BUIBERLZT R EN—LZEE, MRFTEGIMBEZEE, H2{mERRM
HBETR, IERDRHTUREE S
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% 3 E AEHEHER

R

AP — Jﬂsﬁ%"%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, NRE B MASHY
RS FIFHIGR S, EOLTUFIAEEIE MY Elasticsearch A A RHIE.,

IR LLEITLA T ép 45 2k 51 = A Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch

EITU T4, EFESIHM pod 314 E $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S &R $ES_POD_NAME % &,

iy =

1. BT 4%, HA7EH EEF%E Elasticsearch BT &2 :

I $ oc -n openshift-logging get po -0 wide
2. EBNT R LR ZEE -
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3 MERBHERENTE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

MRGBEHHHEREFRFEMDF, NRKETTBEKAL SKRUEBIFINET 90%,

4. INAAA T R ERVREEZEE, IMRTEGMBEZEE, HEXAERRNFRET R, HEHD
ERHTURRME S,

5. B HATH redundancyPolicy, EiZ{TU TS

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEEEDFEA ClusterLogging 7R, 52T T4

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INRE 2 redundancyPolicy {E= T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HEHERFXNEL,

6. MNRFTEM L R A RN R, ERIERERE],
a. IZ1TLLT 44, B Elasticsearch LFRERBIBIRE :

79



OpenShift Container Platform 4.11 B&it %

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. AR LMBREVIBZRE,

c. IBfTLA T e kMpREES -
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. 2742l Elasticsearch 77 S /K i1 %
Elasticsearch EB N EB XM AN FEHIZRF | o fillEH Ri1E3R3|1 5 -

o NTmAB— I HEN TH.

o —MNHLBNHAET flood stage,
18 A LU S 0T B R T B BE HERR
R

AP —LLHoER $ES_POD_NAME shell ZF£ 35| Elasticsearch pod, MRZEBE#MAIHY
R EFIF RS, ESIUFILEA 8i1% & X Elasticsearch R A MMI(E,

IRAI LU 1T AT an 45 3R 5 vl FB Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BITUTR 6D, JEFFHE pod F#iXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S {ER $ES_POD_NAME % &,

ff

L=

S

1. JKEY Elasticsearch T s BOREELZe A -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. IEe LRI, BE Avail JILAEIZ T R LB E R 22,
il

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
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% 3 E AEHEHER

elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. INARE T R ERVREEL 2R, MNRITEGIN 2R, B HARRFRANARET =, HEED
ERTURRME S,

4. B YETH redundancyPolicy, iH21TUTHS :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE R EA ClusterLogging ¥R, 1HZ1TUTHRS

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TSGR RXNAE, EHERIBEIZRE,
a. 217U T 44, B Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFRETIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

%#E&%D"*?%EZ&EEI'EUQ TEfE R ZE FMET 90% /&, 2T A TS REUERES ALY

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM H#FHXES
M Elasticsearch 17 52 Java EHAHL(IVM)HERNEEBIT 75%, EHEIEKHE KN,

3.3.7. ?éé Ib\lﬂi% L CPU jjl_.l
TR ERMRY CPU ERAEXS, MELMHT A CPU, EERT RPEES CPU FIE,

3.3.8. Elasticsearch i#f2 CPU hH &
1 s _EB Elasticsearch i#%2 CPU [FARR S, KMEEET =M CPU, ZEAT RoBESZ CPU iR,

3.3.9. Elasticsearch f# %% 28 8] 52 1T UK

81


https://www.elastic.co/guide/en/elasticsearch/reference/current/advanced-configuration.html#set-jvm-heap-size

OpenShift Container Platform 4.11 B&it %

RIEYBIAEALFE, Elasticsearch #FME T — 6 /NN FEREA L], FRUTSENEER T
BEHERR

pi% &2
1. ¥XEX Elasticsearch 7 s BOR# AL 20 |A] -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. ‘e mHEIH A, E Avail JILAEIZ T R LB E R 2R,
o=l

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/dev/invmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. WINARE T R ERVREALZE A, MNRITEGI A ZEFR, B HARRFRANARET =, HEED
ERHTURRME S,

4. BT YA18 redundancyPolicy, EiZ21TU TS
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging 1R, 1EZ2TUTaR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR %2 redundancyPolicy (=T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TR ERERXNAE, EHERIBEIZRE,
a. 21T T84, K& Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFREYIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
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Hi 5w
o BEEIBIABEINRE

3.3.10. Elasticsearch FileDescriptor ffF2&

RIBLURINVFERES, TR XHERFHETRRE. KES/ T =M max_file_descriptors (g,
# Elasticsearch File Descriptors X4k,

3.4. & ELASTICSEARCH BEGFHEHRES

& E LLE & OpenShift Elasticsearch Operator RS % 4 Elasticsearch ZH4BIR.

3.4.1. & & Elasticsearch B EEEHR S

R A LLE & Elasticsearch BEFERIIR S,

FRFM

o LT Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

i =
1 BITLAT e, tD#:E openshift-logging i B :
I $ oc project openshift-logging
2. BERE:
a. IZfTLAT 4, IKEX Elasticsearch HEFMELHIMLFE :

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IZ{TLL T4 KA Elasticsearch BEGFERE -

™

I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
FHPEDERUFUOTHESR :

=1

status: @)
cluster: g
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activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3

upgradeStatus: {}

pods:

client:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

@ it SRREFHRLTE status N,
9 Elasticsearch A EFMERVAE :

o SERMESD FHHE,

o ERD FHHE.

o FHEMIKIEND FHNEE,

® Elasticsearch BiSF#EIET RBIHE,

® Elasticsearch HEEHE T mBYE L,



5 3 F AEHEEHER

o FHUNBMIESHE,
® Flasticsearch HEF MRS : &, 418, #Efa,
o RNEDHHHE.

9 EARERYE (BEFETE) . Elasticsearch HEFEIRSIERETEME pod BB T

ERFNERER, ZREUTERERNMESH :

o AFIEFEES Elasticsearch BEE MK ERSR,

® Elasticsearch BEFHEMA B A BRHNATRL L,

e Pod AHFE, ALETRERFEANRENER, EERIESHIERHER

Q LBEP M Elasticsearch B&EFE T, 77 & upgradeStatus,
6 Elasticsearch BEFHESBHFTNE Fin. FIEF master pod, FITE
failed. notReady =k ready A5 T,

3.4.1.1. 15 5B R RH
LU R 23K 8 Elasticsearch SEfIHY Status EB4 #9—LE1E 50 3H BB =1,

UTMREERRRT REBd BEENEKAL, FHEEEDAFIREALT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTMREERRRT REBdBEBNSKAL, FESRAREREMIEMT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

PUIFIRAE B RTEE KR (CR)H M Elasticsearch B &2 11 mikiF 23 5 S B R AT 17 ARSI

g -

SHN/ IR
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LUK EE R ERR Elasticsearch B&TFi# CR AR FEMNFAESFR(PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

PAUTFIRASE B3R, Elasticsearch BETFIEERRX A BRI m BT REKE,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LERSSE R R REEF B KZ control plane TR :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

PUFIRASE B3R 7R Elasticsearch FEE A T HFIR 2 T E L,

o -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
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reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason #ll type KRB FERIEEAZTZIFHHRLE :

StorageClassNameChangelgnored

PRFFRBFHEREH.
StorageSizeChangelgnored

AXFFERBFERN,
StorageStructureChangelgnored

T FFE IR B AR RN A AR 25 1) (A BB el

BF

IR 4T ClusterLogging CR BLi&E N MIEHT tNHE B 5 A EFFE, OpenShift
Elasticsearch Operator 20— M FAMSHERAPVC), BFRUEBFALEPV), B
5FR StorageStructureChangelgnored X7, &7k E % ClusterLogging CR Y
B FHMER PVC,

3.4.2. EEHEEHAGIRE
EALEE S BEE AR,

Elasticsearch &8I
R A LLE & Elasticsearch &3 |BR S,

1. ¥XEX Elasticsearch Pod BY& 5 :

I $ oc get pods --selector component=elasticsearch -o name
it =Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FRENGEBIFRE -
I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78
green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
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3 1 0 0 0 0
green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0
green open .kibana_-377444158_kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0
green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436
green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1
green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
1 1 0 0 0 0
green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

&7 fi# pod

BRI UEEEBSFER pod BPRTS,
1. JKEX Pod B9 7R :

I $ oc get pods --selector component=elasticsearch -0 name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FKEX Pod B -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
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0://3f77032abaddbb1652¢c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BH&#EE pod SBBEERE
A BB B EFHEBEERS,

1 IKEREREERER AT
I $ oc get deployment --selector component=elasticsearch -0 name
it Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. RERBEREERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
FHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable
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Events: <none>
BEEFHERIARSE
BRI LA E RS F I AERTE,
1. IREREI AR BT
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREEIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
FHPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch £EHIR
OpenShift Container Platform Web 12l & B Observe #84 FE{Y KRR i 7= Elasticsearch BRI,
ZE KA OpenShift Elasticsearch E£BEHIRE, H AR T

<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging #J OpenShift Container
Platform Web 2% &8 Observe 9 A Grafana (YRR,

Elasticsearch RSP E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZEREHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
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eo_elasticsearch_cr_restart_total

TR Elasticsearch TTmE/FIER. BRIERHNAEESHRER, F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
TR Elasticsearch 385 |fp R 22 [AIAYE.28, H40 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DR e ZE AL, Bl -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {88

% 3 E AEHEHER

#N2R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, {{ERRKE

TRULLTREBRSER

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

o1
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EF.'! 4= == 9&:.]: H IL;\-I/E%

ENEBEEEN, BRI LUTE OpenShift Container Platform 588 EE8% logging, FEAERKEMR

™ 'széé)h E T rﬁﬁ*iriﬁ“%ﬁ H /L.\*D Eﬁﬂj%*’j E o ,.,\_.U«AH H /L.\??Z&E”Fﬁjiﬁ’] H ILJ\$EUII:EI @*ﬁ&%ﬁ%
B, BB EMNAEEME, EAE LN E OpenShift Container Platform Web #22#& 2k Kibana Web 3%
FlEPHNEEHE EFRARTESENEEFHERA R,

% E,E
Kibana Web #HIGIEFA, T RIELIEHEBICFKZIThRA kR,

OpenShift Container Platform 2 E 12 51 o LIE A Operator BBERAFIL T, NEBRZER, HSH%E
Ib\LE%

Operator ATEE. ARMETBEIC T, RE Operator f7, ,U\_IL,L@JL ™ CIusterLoggmg BE X
Iﬁ(CR)*lﬂF H lu\lﬂi pOd M=#H /LJ\T/E%FEHEE’JE{@ KR, 18 L__”'/LQIJE
CIusterLogForwarder CREEEREMLERR, MAEHEREUR bm%&’%ﬁu HIAI B,

I FARER OpenShift Container Platform Elasticsearch B&FE T & N #H IT HFRMH LS
=Zh#, FRLLE T BEBRATS S EMETERER Elasticsearch LI, MNRBRHITHELZE
FINBIPER Elasticsearch HE&TFE, BIANIZETE Kibana FEFHITERE, NJiER Log

Forwarding API, #0 f$5 11 B & 4 2 HEF0E AT,

4.1. HEi0 428
Ib\lﬂ%ﬁ’]igéﬂ{#ﬁ

Collector

I EE 2R 2 —1 daemonset, B pod EBEEIE OpenShift Container Platform T8, BMENT R
HS(%EM@TE BRI H L L RRER M, ST LUER Vector INE2RSKIBRI Fluentd &

o
5 Fluentd B#F A, ITHEUEHAITRAPMER, IERESRRTESRBFRHE

HXHXANIHEER bug BE M, EIINEERAHEIREHRE. ) Fluentd BIENIE
e, IEETLUER Vector,

A&

HEGFHEERTOMHNBEEHE, SEERASNRIEH, EaTUFERRKIAM LokiStack BE=E
ﬁ% /fq%/JL;E’J Elasticsearch H /L:\Tﬁ% _EH H /u\%ﬁﬂgﬁﬂﬁ’]%ﬁﬂ H /L,\Tﬁ%

. 1EELUER Loki Operator #65 OpenShift Elasticsearch Operator BIE& R 5 =3k

=

5 OpenShift Elasticsearch Operator B#FH, TELEHNAZTIRASHR, L1584

ELRI A TEMAR PR AN IIEER bug BE MR, BHLINENABIREH
EERINBEFE.
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B 4EXTHEILE

AL
BRI LER U AHEERSHENTIMERT. URHT - MEFERE, BTEER ERNEEEH

BIH®&. OpenShift Container Platform Web #£#lI#& Ul @i f5 A OpenShift Container Platform 1224
BEM RIS,

% E,a
4 Kibana Web #HIGIIEFA, T RELEHEBICFKZIThRAHHER.

HEILEKBERSRESEMNT REE, eiI#%EER -

MARFAE
REHPZITHNRAINARFERNRSREE (BMEREASRNARRERN) .
HEmtZRi A&
REMZEMM LR A ERMNEIEE : openshift*, kube* X default, L& 3EH 7 =8 journald {5

#HitA&
B auditd £ERBIBE, TTREITRAEEMHE /var/log/audit/audit.log X&A, L% auditd. kube-
apiserver, openshlft-aplserver AR5 LA ovn B (MAREA) HHBEE.

HbBR
o {iﬁq Web ?*%'J ’fTE/L..\ D—]Lﬁ'ﬂ:

4.2. EG:_F‘EIZ% H /L.\lail‘

B2 51 o] LUEF OpenShift Container Platform Web 243 OpenShift CLI (oc) 3% %E logging
Operator, Operator 1T ERE. FHFNLEF BEILTK,

EAMNBRFEFLZAAATUEEMIEEEEFFIRNITBENAE.

4.2.1. E /L;\‘I«Ei g /IEXJ'_\‘
IR LAFE R B Operator SLHEM B E LR (CR) YAML XH4EZE H&ILKERE,

Red Hat OpenShift Logging Operator :
e ClusterLogging (CL) - %24 Operator [5, f&RILLBIE—/ ClusterLogging B E X %R (CR)
A E logging pod #1% #F logging FTFRHIEM ¥R, ClusterLogging CR B U 2RFNEL 4
75, HAIEEBEENT R L2178 daemonset ZXHE, Red Hat OpenShift Logging Operator &'l
il ClusterLogging CR, F#ERHHE H&ILKEBE,
e ClusterLogForwarder (CLF)- £ EREE, UHETNAIrRBERLZHE.
Loki Operator :

e LokiStack - ¥ Loki &£E#%HI 0 BEREME, LAKRATA OpenShift Container Platform &35 1E5%
FH9 Web X, LUREISCEZF T,

OpenShift Elasticsearch Operator :
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k

= -

XL CR H OpenShift Elasticsearch Operator £ FEE, 1E Operator B =B
T, TEHTFER,

e Elasticsearch - 2 EF1EBE Elasticsearch SEFI{E BRI B & TE 1,

e Kibana - FEBFERE Kibana SEHILIE R, BiHMEERE.

4.2.2. XF JSON OpenShift Container Platform Logging

IRET LUER JSON HEICKECE Log Forwarding API, f JSON F&F R IT NEEMEXT R, SR BT
LUFESS -

L ﬁ**ﬁ' JSON EIL,\
® °/j Elasticsearch Bt & JSON Hi&EH#E

e 5 USON HEH X Bl Elasticsearch HEFfi#

4.2.3. x FTWEFHE (% Kubernetes Hf

OpenShift Container Platform E4 i H2RE—1 pod, B Kubernetes E, F1E OpenShift
Container Platform Logging LK B 1LARER, A F5hERE Event Router,

MEESIER, HBHXTIRENEH Kubernetes B,

4.2.4. %F OpenShift Container Platform Logging #fZHEkR
IR LB HAT A FES BERR B & 7] -

o HEEFEHFILFNKRE

o EEHTHFHIRE

o THMHARILFER

o NMEXFRWERTILREE

o XHEIRIFEHRR

425 XFSEHFEX
HEIDRRASHFE, SHEMFEREMZEBSILKF, AM Elasticsearch # Kibana 3R,

MB\EZER, HEHRTHHFE,

4.2.6. X TEM4HEH

Event Router @ —" pod, E Wl OpenShift Container Platform =4, LUE@T HE&EICKERE X LEE
%, Event Router MATE T B NSS4, FHIFHES A STDOUT, Fluentd & XLEHFHIFHE LT
OpenShift Container Platform Elasticsearch S£f5ll, Elasticsearch 35 43%&5|% infra 351,

IR FERE Event Router,

94


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/logging/#cluster-logging-eventrouter
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/logging/#cluster-logging-exported-fields

B 4E XTFHEFCK

MEFELER, ESHNEFEN Kubernetes B4,
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$B 58 REATILK

IRE LB %2 Red Hat OpenShift Logging Operator EEZ H &1k, Red Hat OpenShift Logging
Operator ROIEFEE HEICKHERBE A,

HEILREN— DRI RENAHGERE, ©B—1NARETF OpenShift Container Platform #J
A A, Red Hat OpenShift Container Platform 4 #p B HARER Bk T & 1ThRAFR A

BF

St FHFrEsE, (@ Vector #l LokiStack. Elasticsearch 1 Fluentd 2#FH, iTXIELE
B % 17 kiR 2= A MU Bk

5.1. 5§ WEB #2245 %% RED HAT OPENSHIFT LOGGING OPERATOR

& B LU#E A OpenShift Container Platform Web ##l & %24% Red Hat OpenShift Logging Operator,

FoRFMH

96

BEENR,

1i[A] OpenShift Container Platform web 12415,

. 7E OpenShift Container Platform Web ##&H, mifi Operators —» OperatorHub,
. 1Z Filter by keyword #£F## A\ OpenShift Logging.

. MAE A8 Operator 53R A% Red Hat OpenShift Logging, #AE = Install,

. #ATETE Installation mode TiE#¥ T A specific namespace on the clustet

. I8 1L Installed Namespace THJ Operator recommended namespace & openshift-

logging,

. 1% Enable operator recommended cluster monitoring on this namespace

XANETE Namespace ©f &R Fi% & openshift.io/cluster-monitoring: "true" /1%, B /i%
PEIXANET, LAA{REEEE 1212 EX openshift-logging &3 % 22 (],

. 1%E5¥ stable-5.y {F0 BHFHE,

stable JiiE R N HAKIC KN RFIRAREEH. BERERGZEIRANERT, &
WIFT A8 stable-x.y, HA x.y KRMLEM B KRIC T ERAFNRAR
A, 540, stable-5.7,

. 1EHFE—1 Update approval,

e Automatic KB fU1F Operator Lifecycle Manager (OLM) 7EHG R AT BT B 5B #H
Operator,


https://access.redhat.com/support/policy/updates/openshift#logging

B5EREATILEK

e Manual EKEEEEHEE L E LM A P L Operator B#.
9. 7y Console ¥&E##17£% Enable 5k Disable,

10. = Install,

1. @I tN#E| Operators — Installed Operators 71341 Red Hat OpenShift Logging Operator
REBRE,

2. 1 Status 5, HHEEEER T SEBINAPML, 35 InstallSucceeded, XA Up to date,

BF

Operator AIRERTE LT EI 7~ Failed IR, R Operator REFTHFF T
InstallSucceeded 15 2, 15RI¥TT1HE,

IR Operator %A EREBLERT, BHEFEUTHERRILET 2 — -
e i A Operators - Installed Operators U1, &% Status 5 P2 EH A IRHIFE,

e A Workloads —» Pods T, %7 openshift-logging i E F k& IR pod BIH &,

5.2. {#F WEB 12l & /3 CLUSTERLOGGING X%

RERFILTE Operator 7, EX/EIE—1 ClusterLogging B E X ¥iRR NERE BB EEFE. K
{EF B FE W EE LR,

FRFM

o B &% Red Hat OpenShift Logging Operator,

o {RAILLIJ A OpenShift Container Platform Web 24 Administrator #18,

it

1. 77 A Custom Resource Definitions 1,

2. 1£ Custom Resource Definitions T1E L, = ClusterLogging,

3. 7£ Custom Resource Definition detailsTIH, M Actions 3 H A% View Instances.
4. 1f ClusterLoggings T1#, s Create ClusterLogging.

5. 7£ collection 9 H, #F— Collector Implementation,

Fluentd B#FH, ITHEURRNZITRAPMR, ERELFIAITEM B+
FHREXHX N IHEER bug EE M F, BHIHEENAERERH, /EN Fluentd
MBREEE, e LUEA Vector,

(@)

. 1Z logStore BB, HFE—PRE,
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OpenShift Elasticsearch Operator B#FH, ITXIELEAITIRA MR, 21
DEIFAE A0 A T4 o B HA AR HR A IX N ThEERY bug IEE M2 HF, {(BLLTHEEN R
BIREBYUH, eI LUER Loki Operator #E75 OpenShift Elasticsearch Operator
HEBER A RZREEBRINBEFM,

7. m Create,

5.3. {# CLI %% RED HAT OPENSHIFT LOGGING OPERATOR

& B LA#E A OpenShift CLI (oc) Z4& Red Hat OpenShift Logging Operator,

FRFM

o HEHENNR.

e B% % OpenShift CLI(0c).

ff

L=

S

1. B/ — Namespace X R{EH—1 YAML 3044 :

Namespace X Rl

2]

apiVersion: vi

kind: Namespace

metadata:
name: openshift-operators-redhat ﬂ
annotations:

openshift.io/node-selector: ™"

labels:

openshift.io/cluster-monitoring: "true"

& 718 E openshift-operators-redhat ss %22 [H], 5 7 RHLLATRESIEIT (metrics)
22, &K% Prometheus Cluster Monitoring #1£ B & 5 M openshift-operators-redhat
R A RIREIE IR EIE, MA2M openshift-operators #3422 (i F112EY, openshift-
operators f & ZE[A| A AEE S 1 X Operator, XL Operator RNMEEE, HARERLAHS
OpenShift Container Platform 181 ERBI &R, MM FBUHZE,

FRBBIRBAIRIEEZING, LAARER IR EX openshift-operators-redhat @
22 ],

2. 21T a4 %L Namespace X & :

I $ oc apply -f <filename>.yaml

3. & Red Hat OpenShift Logging Operator fi|#—> Namespace X :

Namespace X Rl

I apiVersion: v1
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kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

4. iZITUA T ep RN F Namespace #f 4R :
I $ oc apply -f <filename>.yaml

5. BLYAML X453 0] OperatorGroup %/ £ :

OperatorGroup X &R =l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w,.::%\@i*ff openshift-logging 1& & 77 p & 22 [A| B9 & 5.

6. iIZfTLL T ep 93k A OperatorGroup %/ £ :

I $ oc apply -f <filename>.yaml

7. B — Subscription T & ¥ 1] % Red Hat OpenShift Logging Operator BI&y & Z2 ] :

Subscription X Rl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

1R, /fF openshift-logging 18 & v & 22 [A] B9 & 5.

{57 stable =X stable-x.y {F 5,

909
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157 redhat-operators, #13R OpenShift Container Platform L2 EZRMLEH (hFR
R FFIEIERIEERE) , 1E IS EELE Operator Lifecycle Manager (OLM) B Bl 2Ry

8. IBITLAT e HRM AT -
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator B &% %l openshift-logging 7 22 A A,

L BT RS
I $ oc get csv -n <namespace>

2. MEREH, FHi\mEZEEPEE Red Hat OpenShift Logging Operator :

it Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.7.0-202007012112.p0

OpenShift Logging 5.7.0-202007012112.p0 Succeeded

5.4. {H CLI f1/2& CLUSTERLOGGING &
HEIABKIDREEX R Z2INE, SHAXETMEEHEMNED, LT #BEXEE LTI SRM

E8
A /tho

FoRFMH

o B &% Red Hat OpenShift Logging Operator,
o MBNBEEMERET OpenShift Elasticsearch Operator,

o B% %k OpenShift CLI(oc).

1. ¥ ClusterLogging ¥ R GIE 7 YAML 344 :

ClusterLogging % Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging
spec:

managementState: Managed 9
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logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: 9
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

Z A2 instance,

OpenShift Logging BIBR S, E—LHIBERT, MRFXT OpenShift Logging FIBRIA
B, NAIFHE%ES Unmanaged., B2, FZEMEREZEWERT, BEE OpenShift
Logging B NEZERE N Lk,

FAFHECE Elasticsearch FIi% &, @I #F A CR, EAILEED K & HIRIEAF A EEE,
187 Elasticsearch NMIZRBENBERMN A KE, BA—NEBFNEEA : Bw). D
B (h/H). D8h(m)F0F, Flan, 7d K3k 7 XK. BEIEET maxAge BIIHB &M R, Edh
MABNBEREE—NMREERE, SNFRSRNLRELE Elasticsearch %5,

18 7E Elasticsearch T M2, HSHLINREEHEE,

7 Elasticsearch Ff#k AN B FHEENELTR, NIREREMRE, EEESBIEMNENE
%, MBEHRBIRERMEI, OpenShift Logging FHEAIGE 6%,

RIEFEEIEE Elasticsearch B9 CPU F1AEE K, MIRXLEEH, N OpenShift

Elasticsearch Operator RIXEIIME, EIINEUHERZSHBENEE. NFIHKHR
IMEH 16Gi, CPUEKH 1,
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ESATIS

o

RIEFEZIEE Elasticsearch RIEH) CPU MIRFIEK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator 2K EBINE, BIINBLUHERZSHMENTE. AFIFERHE
A 256Mi, CPU IERKBIERIE S 100m,

FATFEE Kibana BiZE., ®WTEA CR, EALY B Kibana EEIMTTRME, 34 Kibana 17
HEE CPUMIRE,. MEFZER, HSHEBERRIHLETIER,

FFBE Fluentd BiXE., @I {FA CR, A LIEZE Fluentd CPU MINERE, MEES
ER, HSH"BRE Fluentd',

Elasticsearch control plane 11 R ABE N =D, AREYT nodeCount 1EEH
XF 3, OpenShift Container Platform REGE=1FE Master 17 s 4H
Elasticsearch 752 (B% master. client #1 data Afs) ., Hfh Elasticsearch 7
REAE M IRABIEA SN BB T KA. control plane T RPFUTEESEHEH
B, MOUBSMRRS. 2R 2EMBRE T R, HETREED R, FHITEH
EHEXEERME, W CRUD. EHENREE., SHIEEXNEFERHSAKRE /0. KW
ZFHM CPU, FHSnBIRIEXERHIR, FHFELEIT T ENRINESHIET =

a0, 0K nodeCount =4, NAIELM TR :

I $ oc get deployment

i~ Bl
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

FRBIERAED FHEEZET Elasticsearch BB 7 B,

& LLEIT 5 openshift-logging 77 E 1 # pod 5 IEZR %,

102

o ZITUATarHFIH pod :

$ oc get pods -n openshift-logging

MR HSHEHE pod, RUFLITFIIRK :
Firth 7~

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2  Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s



collector-7mpb9 1/1 Running 0 2m30s

collector-flmgj 1/1 Running 0 2m33s

collector-gnérn 1/1 Running 0 2m26s

collector-nigh6 1/1 Running 0 2m30s

collector-snpkt 1/1 Running 0 2m28s

kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s
5. R EHIHESS

L% Red Hat OpenShift Logging Operator f&, &7 LUE T /211K ClusterLogging B & X IR
(CR)RECERRE,

R

INR %A Elasticsearch HEFERE, ERILLM ClusterLogging B & X ¥R (CR) At BRAIER
Elasticsearch logStore # Kibana visualization A, MHFRXLHHRRER, BEREFHRR. 5
(AN R3& A F F Elasticsearch BEE M, MHERAMFEEHHM

5.5.1. %F ClusterLogging B & X %R
BENAFICFIAE, 1H0EFHIEN ClusterLogging BE ¥R (CR) .

ClusterLogging B X ¥i& (CR) =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

managementState: Managed 6
#...

HZIrw i instance,

CR /%% %2 openshift-logging #3422 H],

909

Red Hat OpenShift Logging Operator IR, IR & EH unmanaged i, Operator LbFF
SZRFIRE, BERRBERES.

5.5.2. L E A &EFM
& e LU 82X ClusterLogging B iE Y HR(CR)XREE H &AM B EFE R,

SeRFH
o BEEANR,
e B% %k OpenShift CLI(0C).

e %%k Red Hat OpenShift Logging Operator M1—MNAEREEFHE, ©=& LokiStack
Elasticsearch,

103
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o KBEAIET ClusterLogging CR,

OpenShift Elasticsearch Operator B3, T EUEHAZTRASMR, TIEEES
AR T £ o B HA PR AT IX DN IIRER bug IEE M HF, BUIDIRERAERBUNS, &
LUFEF Loki Operator #£77 OpenShift Elasticsearch Operator WE R ARREBEINBE
1o

it

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: °
name: {}
#...

e EAEREFMEEE, XATLLE lokistack =X elasticsearch,
Elasticsearch B & #F#RY AT LA & 150,

BETRRE, IMETUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy =% FullRedundancy,

o 009

LokiStack By ] L ER & 150,

il

% LokiStack 8% B & &F#M ClusterLogging CR il

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

managementState: Managed

logStore:

type: lokistack
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lokistack:
name: logging-loki
#...

2. i5fTLA T a4 3k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.3. e EHHWRESR
& e LLB T TR ClusterLogging B E X HR(CR)REE H &AM BHEKRESR K,

Fluentd B#F A, ITREUEHAITRAPMER, ZI08RE SRR T E R RHRAT
XADINEER bug EE M Er, ELIHEERABIRB . ) Fluentd OGRS, &W

LAMFERA Vector,

FRFH

it =

BEE R,
B&% OpenShift CLI(oc).
B %% Red Hat OpenShift Logging Operator,

B AT ClusterLogging CR,

. {824 ClusterLogging CR collection #[1% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTFELKRICEHNAERRES LR, XATLRE vector = fluentd,

2. ZfTLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml
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554.BEEEHEHTMILTIR
& 7] L@ {8 2R ClusterLogging B E Y HIR(CR)REEEH &AL TERE,

SeRFH
o HEENR,
e B%%k OpenShift CLI(oC).
o B &% Red Hat OpenShift Logging Operator,

o ZBEHIET ClusterLogging CR,

8%

IR EH A OpenShift Container Platform Web #2&& T4, E% 05 BB ®RICHE
PE B, 1§S1HAB %X "Log visualization with the web console" B34,

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole:
logsLimit: {}
timeout: {}
#...

ﬂ ZRFHEICTKHAME TERE, ;XA[LLZE kibana 5 ocp-console. Kibana #£#I&(\ 5
8/ Elasticsearch B &FMERIEREFRR, M OpenShift Container Platform #£H& R 5
LokiStack EREFRA.

9 Kibana =%l & B A EBL B,

OpenShift Container Platform Web 224 & B A A EC &,

2. i5fTLA T en 4 3% A ClusterLogging CR :
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I $ oc apply -f <filename>.yaml

5.5.5. |2 A4S fRE i AT B A BR E

MBS E ARG SEEMARE, MREXFE, BRI RTFEE OpenShift Logging EREH
Operator BI51 B [A] I R4S TR &

M4 BRE PR LA F AR IIE A8 pod SRS Z [FIBIMLERE. Logging £ openshift-operators-
redhat 11 B R &%& OpenShift Elasticsearch Operator, 1E openshift-logging Tl H %% Red Hat
OpenShift Logging Operator. Rt SV E Z [ B E.

OpenShift Container Platform y2tiA Container Network Interface (CNI) BZStR/E (OpenShift
SDN #1 OVN-Kubernetes) 1Rt NZRALEE, X MRMIER L& MRS RS RIg,

OpenShift SDN B =##E :

P4 Sl

XERRMARER, MREEE R, SRAFMERE, BE, WRAFEXLTRE, eil@%F%
RARERE, AEBRNGIN, HIRARKKAERRIEFZTHNAE, B, EXRERE
PAHFMN—NEBFICFERNTE HOE S —DMHERRE.

ZHF
XAMMER R FI LML IRE, SN AR NS BEILKEXNTE, URFellZERE,
subnet

WEXARFABERE. EREILRMARE, THERF.

OVN-Kubernetes #a%{F FAMZS SRB&, E Ik, 5 OpenShift SDN —Ff, EU/NECERE, URITFREM
_/l\'—:_}'E/L.\d:E*E’JIﬁEHjD 'cht':—/l\lﬁﬁo

iR
o MRMLUZMAI (multitenant) B FH OpenShift SDN, EMAXHANITR, 40 :

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o T, X FMLEIERB OpenShift SDN LLK& OVN-Kubernetes, EHITLLTE :

a. 7£ openshift-operators-redhat &4 22 [H] Ri% EIRE, 40 :
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. E openshift-logging & Z2[A| R AR — MRS REE X R, ER1TFM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t 2 2l openshift-logging
TR, B -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:

ingress:

- from:

- podSelector: {}
- from:
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- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

Heth BHR
o XTRILSERME
® XF OpenShift SDN BRIA CNI FLE LN S

® XTF OVN-Kubernetes 2ki\ Container Network Interface (CNI) R4 4R
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% 6 E ALK

36 & BEHAKRILK

AWFHBAEICREN : RIRAEH(G.y.2)MEREEH(S.y).

6.1. R A IThRATEHT

INRIEEFHE Automatic BHTHEMEILTIZRLE H &L K Operator, #&# Operator & B BUR R A B T,
BREESR T AFNEFLTE,

INRFEF Manual EE#tAAETILE B EICT Operator, EWMFARMAER, NEELZER, 15
SR F AR IER Operator B#f,

6.2. EXITHRAEH
N FERAEH, B —EFINTE,

BXERANEBEMZHRER, S OpenShift Operator £ EH,

6.3. %1 RED HAT OPENSHIFT LOGGING OPERATOR

Z ¥ Red Hat OpenShift Logging Operator B EFHIEMA, ETHIEN Operator 1T % BB H 8,

FRFMH

o B &% Red Hat OpenShift Logging Operator,

BEENNR,

&\ LA (7] OpenShift Container Platform Web 2§14, 7% Administrator 1,

. 5%l Operators - Installed Operators.
. %% openshift-logging T H.
. = Red Hat OpenShift Logging Operator,

. 8 Subscription, E Subscription details #84>, = Update channel ###%, RIBEHIYFIEHT

M8, X MHEEXATIEER stable 5k stable-5.y,

. 1£ Change Subscription Update Channel O, EFRITHEMAEHIIE stable-5.y, &

[E /= Save, i&HEXR cluster-logging.v5.y.z ik &,

. FEFLPEN, A= Operators — Installed Operators, %iiF Red Hat OpenShift Logging

Operator R A B S S &#H# cluster-logging.v5.y.z iR A ILEL,

2. 7E Operators - Installed Operators TIE A, %fF Status FEIRkE Succeeded,

6.4. B3 LOKI OPERATOR
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4% Loki Operator BHE—MIMERA, ENUFUEW Operator 11 BT HHE.

FoRFEMH

BZ& % Loki Operator,
BEE AR,

& AT LA (7] OpenShift Container Platform Web $2#14&, 37 %& Administrator 1,

Sfin% Operators - Installed Operators,

. 1% openshift-operators-redhat T H.

= Loki Operator,

= Subscription, fE Subscription details #843, = Update channel i, RIBEBHFIE
W8, X HEEXATIEER stable 2k stable-5.y,

£ Change Subscription Update Channel 8O/, EFERHTHIERAFEHIE stable-5.y, A
[E /= Save, i&EX loki-operator.v5.y.z iR &,

FEFLWH, SAE = Operators - Installed Operators, 4iiE Loki Operator i A B &5 &M
loki-operator.v5.y.z hiR A& [T Eg,

2. 7E Operators - Installed Operators TIE A, FfF Status FEIRkE Succeeded,

6.5. 31 OPENSHIFT ELASTICSEARCH OPERATOR

¥ OpenShift Elasticsearch Operator BHTZE HETARA, EAATUSEIT 7,

OpenShift Elasticsearch Operator B#F M, TTXIEUEHNAITHRAFMER, Z0EEEY
BIA AT fp B HA IR X IX N ThEERY bug IEE M HF, (BULIhee R ABRERH. &
LUFE R Loki Operator #£7 OpenShift Elasticsearch Operator WE R ARREBEINBE
=,

FoRFEH
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INRIT{E A Elasticsearch fENBIABEEFLE, B Kibana fE24 Ul, iHTEE# Red Hat OpenShift
Logging Operator BIE#T OpenShift Elasticsearch Operator,

8%

INRIELUERBNIF B Operator, ] Kibana A2E#1, FEAXME Kibana
BEXHIR (CR), EfFRXAAH, MIFR Red Hat OpenShift Logging Operator
pod. ¥ Red Hat OpenShift Logging Operator pod EHERER!, ©AOIEE
Kibana CR #1 Kibana B X AT,



% 6 E ALK

Logging b FREBIR :

o A pod &L F ready K.

o Elasticsearch SR FRERT,

&Y Elasticsearch # Kibana #4& B4 & 19
BEE R,

IRBZRET OpenShift CLI (oc) FFTHIES 3

£ OpenShift Container Platform web $##]& A, mii Operators - Installed Operators,
1##¥ openshift-operators-redhat T,

= OpenShift Elasticsearch Operator,

= Subscription - Channel,

£ Change Subscription Update Channel B[O/, % stable-5.y s Save, IX=
elasticsearch-operator.v5.y.z hii &,

FEFLWH, SAE = Operators - Installed Operators, 41l OpenShift Elasticsearch
Operator R A 25 S & ## elasticsearch-operator.v5.y.z i &< T EL,

E Operators — Installed Operators TUEH, %fF Status FE&IRE Succeeded,

a. £ Web ##l&H, s Operators — Installed Operators,

CBIALUTaSFEERNE, KIEFTA Elasticsearch pod BIR A2 A 7 Ready :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

. I AL TS HE B RIS IF Elasticsearch £EEHREE2EF N4kt

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health
i Bl

{

"cluster_name" : "elasticsearch”,
"status" : "green",

m


https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html
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!
3. i ALL TS HEE K H EIE Elasticsearch cron {EIL2F B0 :

I $ oc project openshift-logging

I $ oc get cronjob

Ll N |
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4. MALUTOHSHEIIHEFHEEEEHEEMIRA, FERSIZ%EM :
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325 ;

green open infra-000004 rtDSzoqgsSI6saisSK7Au1Q

31 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqZQ 3 1 227623 0 295 147
green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg

11 4 0 0 0
green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158

green open infra-000009
YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yholg 31 223788 0 292 146

green open infra-000015

JRBbABEMSMgK5X40df9HbQ 3 1 224371 0 291 145

green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005
d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295 147

green open .security zeT65uUOuURTKZMjg_bbUc1g

11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

Bl 6.1. AL BRETRS 895 H =6
Tue Jun 30 14:30:54 UTC 2020
health status index uuid
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 3 1 222195 0 289 144

mRZQ0O84K0oguQ 31 1 0 0 0

12
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green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-

bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

5. IAUTHSHEEHL, RIEATITMEIERSEEREEMBIRA

I $ oc get kibana kibana -o json

"status": "True",
lltypell: nn

"status": "True",
lltypell: nn

Ktk RS 22 8% ready JR7EM Kibana Pod :
2
{
}
]

#l 6.2. W EFLE Kibana pod Kt = Al
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",

"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",

2

"deployment": "kibana",

llpOdS": {

"failed": [1,

"notReady": []

"ready": []

2

"replicaSets": [
"kibana-5fdd766ffd"

],

13



OpenShift Container Platform 4.11 H&if

"replicas": 1
}
]
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ﬁ:__.’ 7 BH H j}i'ﬂ: E IO

7. xFHEM®A
IR LARIEERE M B R FHERR A, 7E OpenShift Container Platform Web 122 & Bl it b 1R 9 B i 3%

#&, =Xk Kibana Web %A, Kibana 124 o A F ElasticSearch Hi&7#Efi#, OpenShift Container
Platform Web #2#& 7] Fi F ElasticSearch H&Zfi#sk LokiStack,

@ E,E
. Kibana Web #Z=HI&IEFH, 1THTELEHE KL F L 1ThHRA B kR,

7V EBERSAMEIE
& e LLB T TR ClusterLogging B E X HR(CR)REE B E I Mt TERE,

FeRFH
o HEEANR,
e B% %k OpenShift CLI(oC).
o B &% Red Hat OpenShift Logging Operator,

o XBEHIET ClusterLogging CR,

BF

INREFHF OpenShift Container Platform Web 126l & #1751k, g BEEICE
PHlE S, 155 %A X "Log visualization with the web console" BT,

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole:

115
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logsLimit: {}
timeout: {}
#...

ZRFHBZIETH AT TEXE, XALLZ kibana 5% ocp-console, Kibana T""%U"‘ﬁ%
[ Elasticsearch HEEEMIEREFRR, M OpenShift Container Platform #ZHl& R 5
LokiStack ERE IR

Kibana Z=HI &M A LB &,

o

OpenShift Container Platform Web 1224 & BRI % BC B

2. i5fTLA T en 43k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

7.1.2. BEEFRREMBEER

HRESE— PRI, TREARMBAETEETIE. EAILUMER OpensShift CLI (oc) 1 Web 45
*E%ﬁﬂ FURIES, Wiy, #E pod.

R
ﬁi@ﬁ BEKRRMEEBERL, 1HRE logging, BERILTKF OpenShift Container Platform £8HHFRA
IL;\ (ﬁl]"l’i 'szé/JL;'EﬁT]—E/L.\\ WFH*%@@%%E/U*”ERH%*@E/U /1"<I:l IJ;%FH E/b\ﬁﬁ%qﬂ %}57 u.,\_.”’J\

WiT Kibana $#£4]& 3 OpenShift Container Platform Web #2#I& &iH, &I HLEN B EHIE, &
REE /flﬁ]‘ﬂ H /L.\la% H Ib\ﬁﬁ’%

7121 BEEHRRAE
’/fg:_.”«J\E OpenShlft CLI (OC) 1 Web *HE%IJA':PKE%*FF /ﬁE’J E Tho IL;\}‘AE ,L.\El’J]:ﬁB_ﬁHEJ:b&HL

FeRFM

e ijj[n] OpenShift CLI (oc) »

miE (VD)

1. 7£ OpenShift Container Platform &5, S#iEl Workloads - Pods, il fREHER T
TR SMEl pod,

LR (MWEE) REEZEZIEMN pod, FEXMIERT, EaILIETRMY
Details TTE A% E Logs #5#,

2. MTRIFHREE—DNIE,
3. RIBEHER pod BB,

4. = Logs,

16
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Az (CLD)
o HEYTE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Hep:

-f
 BERMEESEEEEIATHINRNE,
<pod_name>
187 pod IR,
<container_name>
 IEEBRBMAM, & pod EESNAREN, BUIIEESHREM,

o -

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

HHMEEXERS,
L ﬁgﬁ E\I@E,JE/L.\ .

I $ oc logs <object_type>/<resource_name> ﬂ

@ BEFRERMA.

flan :
I $ oc logs deployment/ruby

BHRMBSEXHRE,

7.2. {F£H WEB #Z=H & #H T HEM Ak

e
R LLBIT ERE logging #2HI &M, £ OpenShift Container Platform Web 2 & 41 i b H 73
?EQ

BXREATICRRESRHRERBGIFERE, HSEER Web 5 5% % logging,
MREELZRET AR KA FTLELRERYE, HEAUTHHK.

7.2.1. 2% Red Hat OpenShift Logging Operator j&/5 F logging 2 & f& 4

YE77 Red Hat OpenShift Logging Operator 24 —%84>, EAILUE A logging &I & 1EE, BMREE
BRATEY, EEBEY.

FeRFMH

17
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o HEEGNR,
e B &% Red Hat OpenShift Logging Operator, 37 Console ##%:#% 7 Disabled,

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. 1£ OpenShift Container Platform web %58 Administrator fi& 1, i A Operators -
Installed Operators,

2. /= Red Hat OpenShift Logging, iX&1# A Operator Details T,
3. 1E Details TIEH, 1 #HI&REH LT R Disabled,

4. EEERIGTRSAMEES, L5 Enable,

5. Ril Save,

6. Tk PeHlE AL INE £ 7R Enabled,

7. NAEWE, web ZEHARER—MHEED, BORTEEFRME Web 255, HEERHH
B O LAN FA SR CRI, RUTIN b gs,

7.3. BEERRER

OpenShift Container Platform web 1%l & F1# Logging/Elasticsearch Nodes #1 Openshift Logging
{URMRETRAE X Elasticsearch SEI LK% F F B LEFNZ B [AIIBY E 4 Elasticsearch 7 B HAIME R,

OpenShift Logging {{FRIREE chart, TEEEJ LR Elasticsearch SLBIRIENE, SIEEEFTIR. Dl
B, EEFHEIS F 0 Fluentd Fiits,

Logging/Elasticsearch Nodes {{ kiR @& charts, 7K~ Elasticsearch SLBIBNIFIE, REET =B,
SERB. oh. HRFFS.

7.3.1. Vi[A] Elasticsearch 1 OpenShift Logging (4R

& B] LATE OpenShift Container Platform web $##l& # & %& Logging/Elasticsearch Nodes #ll
OpenShift Logging 134K,

P
IEFINEI
1. 7£ OpenShift Container Platform web 124 A 52 Observe — Dashboards,
2. 1f Dashboards TTEA, M Dashboard 3 H /%#F Logging/Elasticsearch Nodes 3¢
OpenShift Logging.
%fF Logging/Elasticsearch Nodes {{Z&k#R, AILLEFEEEEH Elasticsearch 7 mFFHEH
TEERAT,
L & B REMRBUERER, TREMBUBER.

3. @j% : M Time Range #1 Refresh Interval 3z 5. fh %L £ R BB (RSB 3k B RS RIFTEE.

18
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BXRURBRERMER, BB XF OpenShift Logging {¥5&#k # % TF Logging/Elastisearch Nodes 1%

=R

7.3.2. %F OpenShift Logging 15k

OpenShift Logging [XFRIRE & chart, AIEREFI LR Elasticsearch SLBIRHNE, BT IZRIFITIHEA A

EID‘IO
3 7.1. OpenShift Logging chart
B8R

Elastic 22N

FHMETT R

Elastic 2

Elastic 3X#%4

WA RS ERBIRN

Elastic QO EBHESS

Elastic JVM GC 5} ]

Elastic JVM GC =

Elastic Query/Fetch Latency Sum

Elastic &=

CPU

sk

L HIAY Elasticsearch AT :
® ONLINE - &7R Elasticsearch SEfI1E4,

® OFFLINE - 3R7 Elasticsearch LB 4E,

Elasticsearch 5 4 Elasticsearch 7 mUs 8,

Elasticsearch S£f5|H R4 Elasticsearch 23 B B9 /5.8,

Elasticsearch 5 R4 Elasticsearch SRS S8,

IE7E BT Elasticsearch &38| 8 SR 28 A,

Elasticsearch MARFTEREHEE, MFR5I0E. R
FIME. O F 2B AR,

JVM TEE BT Elasticsearch 1% BRI /EFTERY
ENIE

JVM BRHUT L IR ERR BUEH.

® Query latency:Elasticsearch 2R EHHITHY
I ],

e JREVIEIR : B Elasticsearch ¥R E M
R REIRRENE-E R

IREREE R BN A @ B L B EE IR B R, A SRAMEREE R

Frepgm, NARREE., BiRRERERE, EW
BIFSHROKREITK,

1 Elasticsearch 17 mE#* Elasticsearch SEHIHAT
IS8,

Elasticsearch. Fluentd #[ Kibana /) CPU #=,
RBRTE&NHER CPU BE,

19
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1IN ik

Ef#F A Elastic JVM Heap FANJIVM AEE, E—MERNERS, BRETR
B JVM 57 3% B AR R B N 1F

Elasticsearch ik {E &= Elasticsearch S£5IFBF & Elasticsearch 17 s /505
7],

{5 A AR A ST R T Elasticsearch. Fluentd #[I Kibana {58 FA B9 32 {4 3k 7T
BB

Fluentd emit #{& Fluentd BRIAKTH BB Fluentd SHEEE, LIREIA
R E T

Fluentd 2% 4 & BT Fluentd Z2HIE D LL, TEEAAIRERT

Fluentd TTE BB E EH =,

Elastic rx &7 Elasticsearch 128 FluentD. Elasticsearch 7 s=#l
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B EIRE, BERERERTE

B HHER ],

Fluentd %t iR FluentD FoiEHiH B EHI B EORE.

7.3.3. Logging/Elasticsearch 7 m{{FiRk L&+

Logging/Elasticsearch Nodes {{ &R B & charts, Z7K Elasticsearch SLBIFHE (REET m%
B . LT — 120,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch SEHMKERILLT E &R,

3R 7.2. Elasticsearch IR &%
19N ik
£RRE TERRIERT R ER NP EREE R IR A, {£H Elasticsearch
g, EBEMAERE:

e 0 - X7 Elasticsearch £ FEAEBIRE,
XEKESIBTHRESH.

® 1-3X7K Elasticsearch LB FHEABIRE, X
BEREED—NDRHEIARD A FARED
i,

® 2 -7k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—IEL A RERIR,

120
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1IN ik

SR E BRI Elasticsearch 7 BUE#,

EHHIET = E B Elasticsearch BT S E,

EHFETEES ERRESFRNHE, XEFWRHERTK, FEEER

PAFIFR SRR, BlaNsREI0IE. SREIMIERED A o Ee.
BRMMRREFTTER EZ ML,

Elasticsearch £ %315 HIRE

B Elasticsearch R3IEEZ—THE MO FEIZHA, SIIZ2FACBENELRRT, REIDFEW
MRE  THRMEIAD R, BRXHEREI RSN, SFEREEREEIRH, HEREZD Y
BYEIAP, HRBIWOUELN, EDRNBEIWRIEE, ERSIEGEHRNINMMETERE, B
LIBER e BIA 2 R I E.

REI DR ARATNNRE, BERIUATEEMBRANBRIRFHPLENEL. D FREBIITHRRMR
BIEKNE, 2R EERN, MRD R/ TEHITXLEER, 2R T2EHRN, Ry FEEDRLE. &
o, RUEDESFS, 2h TR 2/EHRE,

RE|9FBEZNENHRERRAR, FARSIFE, Sl2RENYMERR, R3IDERE—MENER /N
AEZF Lucene 3RBl, B Lucene IRXHFZRBI BRI EKHI, Lucene 2 Elasticsearch {f FIRIERZE,
MR FEREHIGEEENERKRFE, MMmERBREZEHE, REFH BT TR 4 AT M ER AR
1%, DI=TREZRAA AL,

% Lucene HUTEIEIRFE (INIERIZIE) B, Lucene RARIEERXREIPMZRS| FEIUTIRE. Sk, &
R BRE S S ERFHEAFREBREERIRLY, KRB i BREBURSII R REA EXFH,

Logging/Elasticsearch Nodes {{&R#R & &H X Elasticsearch #5149 FBILL T E &K,

5% 7.3. Elasticsearch 8% KRS chart
19N ik

SRERD R SRHPERNED FNBEND R (HEEIF) B
], MRDHBERM, KEMERALUEIE,

SEMBES R SHPNIEFSS FHE, IEFRD K BEENE
b, BEFPEIAFAET SR EHD F. £EHE
BEAIEEKDH (non-active O F) BOSERTIA], %
KA OISR RS R B EIR I AT ge X R A L,

EHSHEMDF Elasticsearch EFTEM BT mEID F#E,
Elasticsearch HFZNREREFHEM T =, WE—D
e SR MERRRMFT T 2N ERENE,

SBHRDEDH ROED FHEE, BTRMFRSIHTT RRKWER

&, Elasticsearch 4 F AIRE% A O EC,

Elasticsearch 17 saigtn
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B Elasticsearch T REEBRITHR, sTHATFOEES, UTE TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESALNIIEZFHI T B KR,

Logging/Elasticsearch Nodes {{&RR B E LU THXAET R TIRHEAER, LUK Elasticsearch FAFI

hERIESBREBHER,

K 7.4. Elasticsearch 77 siginEl &R

=178

ThreadPool {£5%

CPUHRZE

RNEFERE

WEAE

B =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SRS BR R

XHEaHE

Elasticsearch 7 s fielddata

2P0

BRIEFRB BRI P EFNESRE. T
IRA U B9 K HERESS PTRER RS 17 m BT IR IE Rk H Ath

(A1,

A% Elasticsearch 71 m{FFEB CPU 2F h D B4 E
AR CPU REMNBF DL,

A% Elasticsearch T m{FE AR EE,

Affi% Elasticsearch 7 ;2 £ T3R5 #EA o EIEHI 5
R 22,

XAYTERRIE Elasticsearch 77 f L 3RB | BISTER,

TEFfI% Elasticsearch 17 R 3R 3| XA ERS A, R3]
EREZERLRERERNENM, 20 JVM Heap REFEHEE
M, EREIMRARELFAHTREZETR.

TEFfI%E Elasticsearch T | L2 1T RIE R E,

TEFfI%E Elasticsearch 17 i £ SE R IE ZR1E SRR A, 18
RIELTRESFZERZRFRMN, EREINARE
Bl FREERE.

TFHETEFTIE Elasticsearch 7 ;= LBy Elasticsearch 344
BE, SREHEESRMT R EOEMNEIAD &
RIS,

BEMDELEFRIE Elasticsearch 17 S M{EMRIZRE| 9 K &
fHB& Elasticsearch XYM E,

SBLLA L Elasticsearch 7 mBYEMRZRB| D A& F
B Elasticsearch X4 E,

Fielddata ®—" Elasticsearch #8451, BLURBIFRRENEIR, FHREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch £4%7F fielddata 4514, HE/ZFRE| D EBREMRSE FH
Bf, sHERBRY JVM HEAP REBFATA fielddata 120}, Elasticsearch AT LUIKEA fielddata 2%

.0

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch FEXHIBHILLT E &K,
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% 7 =R T%L{t E ITXN

& 7.5. Elasticsearch 71 AP HUIEE &R

i1 Rk
Fielddata P3% K/ FF A% Elasticsearch T & _E# fielddata B1EH
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
=,
Elasticsearch TV R & %7

MRFRE|I P EHENHIERENY, ERBNERIET ARNFINERN%REFEDR%E, LUME Elasticsearch
EE R,

Logging/Elasticsearch Nodes {{5kiR & &% X Elasticsearch T R & & FHILL T B,

5K 7.6. Elasticsearch T & i ER

17N 5k

BIZRFER/D BFERZEENRELE, BTFoEBAFmME
Elasticsearch 1T mBIFFE D H o

B ENR A% Elasticsearch 11 s LI E I IR EE,

B ERT A% Elasticsearch 7 s EM BN R EHE,

BREFEERX A% Elasticsearch 7 s £ & SR BOE 1) 22 780,

Elasticsearch &3|17%&

TEZRBISCHYAT, Elasticsearch 4 X4 EERBI K &, XS ZHIBENMERT, B

ff, Elasticsearch R EMFME/NMWHBREFHEKKMFERF, U TERER, MNMRZR5EEFIE,
BrEFIREMIEERETRK, MMSBIERMMEREHINRIE, f TR X#ENR, Elasticsearch 7
it (throttles) MIZRBIEE BTV D EATREIEIEN RN ERERE R TLIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILL T E &K,

*x 7.7. &8I RAER

&t ik

3517 Elasticsearch TEffI% Elasticsearch 17 & L7 %5&B|12
eI A]

SHTR Elasticsearch fEffi% Elasticsearch TR E T RERE K

B & F R VERIS A,

TR JVM #E55
Logging/Elasticsearch Nodes (KRR B & LL T A X JVM Heap 2 FHE K,
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% 7.8. JVM Heap Ziit &

&t ik
fERBYH#E A% Elasticsearch 7 S _E SRR JVM HZE R 2,
GC it# TEFRI%E Elasticsearch 17 l2 B2 4T RS %[Ol VE 3

B, aiERLkEgRE,

GC H[a] JVM TEFFI%E Elasticsearch 17 m 324787 3% B R VEHY
BPlE], | B By 3% [ U st ],

7.4. [ KIBANA #1THEM 5L
S0R{EM ElasticSearch BEFM#E, ERILMER Kibana #6& SEM i L IR B B S8 HE,
£ F8 Kibana, &= LUME BV BUEH1T A THRIE -
e {Hf Discover i3 T8 R F N W #HE,
e {H[ Visualize ;LRI #HEHITEIR xR,
e {#/ Dashboard R T BIBH EE B E LR,
EAHECE Kibana SREMRABEBE 7T AXHEISEH, AXERAEONESZER, 1HSH Kibana 34,
BNERT, #HitBERKEMEIE OpenShift Container Platform PIEE Elasticsearch L5

., B Kibana FEFHITHE, EMIIER Log Forwarding API Bo&E{# A H 11 B &/
default I E B8,

7.4.1. & X_Kibana Z&B|#&E R,
RPIEXE LT EEW 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it L EE, EU 0K
ﬁo

FRFH

o M WINEA cluster-admin B, cluster-reader A E&Z;XH N, FHEME Kibana P EE
infra 1 audit 35|, 2XIA kubeadmin A EBE & & X LEZRF|IBINIR,
INRATLLEE default, kube- 71 openshift- TiE A8 pod F1B &, NIRZ A AT AXLEFRE],
A LMFERU TSR ELRAN 2R A ELNR

I $ oc auth can-i get pods --subresource log -n <project>

it Bl

I yes
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% 7 =R __[}L{t E ITXN

=1
KINBERT, #HIFTHELRKXEMTE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
API EE%{%FH EF'T«—,‘ H IL;\E’J default ?EUH:IIE,]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REl, XRBTNTEHR, BE—THPHEIRHIER
hRRERE/LOH.

iz
£ Kibana H7E X FRE IR FHOIE Mk
1. 7£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.

2. = Management - Index Patterns — Create index pattern fllJ& Kibana &35 |z

o ELREX Kibana i, MRS UHFIURRSIBERNTEEEHTIEMBERE, BRIt
—NEH app HIFRBIER, FHERA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% app. infra
audit =51 0ER5 X,

3. MHFTHIZRBIR R B2 Kibana MLk,

7.4.2. 7f Kibana P EEEHAE

XA LATE Kibana web RGP EE LB S, £ Kibana REFMM L ENBIEN AL, BITBET A
MHEESERE, MFESER, HSH Kibana i,

FoRFEMH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMIFTE,

o A wIEA cluster-admin A, cluster-reader A& XHNAE, FHEME Kibana FEFE
infra #1 audit 33|, EKiA kubeadmin A " BB & & X LB MR,
INRATLLEE default. kube- #1 openshift- 1B ) pod F1B &, NIRIZ A LAV RXLEFRE],
A LMERUTHASRE LA RSB EYHNR

I $ oc auth can-i get pods --subresource log -n <project>

i th 7 Bl

I yes

KINBERT, #HITHELRKXEMTE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
AP| BC B 5 11 B &8 default % B EE,

iz
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£ Kibana #E&EERHE :

126

. 1£ OpenShift Container Platform 2l & A st if; Application Launcher @ Fi%¥ Logging.

. R EEE OpenShift Container Platform 22 & BIAE R EIE 1T &%,

Kibana w4 H N,

. 7£ Kibana #1, s Discover,

. ME LA TR AP EFEENENRESIER © app. audit 3k infra,

B ASEURE T i (A B,
— N TR BR A 3 A,

. B JSON Iﬁ'E_u_—.l_\l?"j(ﬁ:E’]EllL.\*

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "reqistry-server",
"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {

"openshift_io/cluster-monitoring": "true"
b

1 7.1. Kibana FFE‘J%TJ%H%E*’JEIM*ETWJ
"_index": "infra-000001",
n typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

2
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",

"level": "unknown",

"hostname": "ip-10-0-182-28.internal",

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
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"version": "1.7.4 1.6.0"

}
}
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
}

7.4.3. B & Kibana

& el LU {8ER ClusterLogging B E M HIR(CR) K {# H Kibana 5l 8B &,

7.4.3.1. Bdi& CPU HIREBR(H
HEIDRAER ST CPU MR ZREH1TIHZEE,

AR

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: 0
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limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEEZEREAEEFEMHEN CPU FINFERE&IER, XFF Elasticsearch, RAAEHEEEKE
FORRHI(E,

@OOREEE B visualizer 57 CPU MR IRIEFIHR,
@ RERZIREESKERN CPUMINERERIFK.

7.43.2. HABEAHESR T T BRRAY
IREI LY RS BRI AL 220 pod LUR INE M TTR M,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance
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$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 17 EHIEE,
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5 8 B il E AsElE

8.1. NEEILFxHEEE CPU F1INERE
BRI UREEERESNASICTAHER CPU MIAEIRE,

8.1.1. it & CPU MW TEIR(E
BRI FA MRV CPU FIRERE T EE,

it =

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FMINFERE&IER, XFF Elasticsearch, RAEHEEE KE
FOPRHI(E,

@OOREEEH B visualizer 57 CPU MM IRISFIHR,
@ RERZIREESKERN CPUNNERERIFK.

8.2. Bici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd #EMHBR (journal) FiLE#HE. RHWAERINKEFREER, STETERLERERFSHEEID
¥, UAEREATREER,

A 1#EFF LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEZES) LIRS
EREH,

8.2.1. /7 OpenShift Logging Bt & systemd-journald
FEETENT B, BRANBFZILRIMNEA R EHIT — LI,

B0, MMRAHRDHERIENER, NTEFEEIRS journald BIERERHI, &0 LLHZETETR E N A ERPIR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

TAAUMERSEMBE. BEFERENNE, MEEFHEASE, UREMILE,

B =

1. B8 — Butane E2i& X4 40-worker-custom-journald.bu, EF @& HEMELEN
/etc/systemd/journald.conf XX {4,

= -3
A% Butane BEE, S [H"EMA Butane IENZEE",

variant: openshift

version: 4.11.0

metadata:
name: 40-worker-custom-journald
labels:
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@G

o

@6

132

machineconfiguration.openshift.io/role: "worker"

storage:

files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
Compress=yes 9
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

W& journald.conf XHBIINR, EIUEETTIZE S 0644 ,
BE %TEEHEM\’:})\I#%; AIE4E R, 1E87E yes KEL4NHE, HIEE no FE4E(E

RERTHABAEER. BMRIMMEN no, 1BE

e ForwardToConsole ¥ A& & BIRGIRHIA

e ForwardToKMsg 5 H &% 4 IR HEER AKX,

e ForwardToSyslog ¥ H&# 4 %l syslog =712,

e ForwardToWall 35 B R {E B L BB B XA F.

EFHEEEFBNRKNE, MARE, HSBFE—DHEA : "year". "month". "week".
day . "h" =K "'m", HIA 0RZM. BIAES 1month,

BB ERREI, #N1R7E RateLimitintervalSec & Y HIS A [P YXEI| RateLimitBurst H15
EBEEE, NZEEBRRAMRREH —SERMaEER, BERRRLSER, BUELE
RateLimitintervalSec=30s # RateLimitBurst=10000, &1 122t iIA{H,
BEEEEMNFHEAN. BILH persistent :

e volatile, [§HEEHETE /run/log/journal/ FIAER, XEHEEEHRERER,

e persistent I8 HEFRFEIRELR /var/log/journal/, IR XNERLSEE, systemd F
KOEXDNB X,

e auto [¥HEEFETE /var/log/journal/ A (MIREFEXNEF) . MRFEFE, systemd
2KIEES B RRTETE /run/systemd/journal §,

e none AEfEERRE. systemd ZEFERZE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl i fF RO BT ES
B, systemd 7£3ULZI CRIT, ALERT = EMERG BEEAIANHTRE., BIAMEN 1s,
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EEASHUEANSRAE, FHINED 8G.

18E systemd WIRE L DREEZER, FOINED 20%.

009

18 ERTFIE /var/log/journal R BEXX IR KRN, BIMEH 10M,

pa =3

SNRIMBREZERE, A RERFE IR AT ILRKTFIERMN CPU FEAZEE
m, RANeRELEELEAURREIENER.

MEBTHRELRT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
FIEIN KB AT BEA & F OpenShift Container Platform,

2. {8/ Butane &£ MachineConfig % &34 40-worker-custom-journald.yaml, ©a=ZE{E{#
57T RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. MANREE, I -
I $ oc apply -f 40-worker-custom-journald.yami

i 2R 0 EIFTHY MachineConfig XI5, 4K #T#Y rendered-worker-<hash> ki A,

4, EEFREESN T RPRNMARS

I $ oc describe machineconfigpool/worker
it Bl

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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£ 9 ZE HEWEME L
o.1. x FHEWMEMEZE L

Red Hat OpenShift Logging Operator 1R#E ClusterLogForwarder %R ERE — N IKEESS. Itb
Operator XM MNXEES LT : [HH Fluentd IREESSFI Vector &2,
P2y~

Fluentd B4 FH, ITELGEHILZITIRASBMBR, L08R 1E L A1 A 1T E 6 B IR 4]
XANIHEER) bug EE M, (BIINEENABRENH. N Fluentd IERIERE, &7
LAMER Vector,

9.11. H&

HEWERZE—DNTIHHREE, ©F Pod EBEEIEA OpenShift Container Platform s, LUKERSR

BABERT, BERESHERUTR

o HMEBHBIERYG. BE|/ZITHF] OpenShift Container Platform B journald B &E R E KRB RS
*Dgﬁtﬂ%j:/j E 18N o

e /var/log/containers/*.log B FFIERZEHE
MR ABWESREB VREFITERE, ©2M /varlog/audit/audit.log HEE1],

Ib\”&%%ﬁ)‘*ﬁ%l}?”&%ﬁlb\, #*ETEEI/L.\IE%EE%EP\]&B_E%&B%E? ﬂj

9.1.1.1. BHEWER LR
Vector @— MNEHEWESR, FNBEEBILEM Fluentd I—PMERAE,

13271«115 T84 ClusterLogging B & X HIR(CR) collection M & EiBEEF R FIC TIERE

A .
¥ Vector BeB & 25MI ClusterLogging CR 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

1.1.2. BEBEERF
BEno TR FERFMAETEENER, NUB. Feas&Milass D, XEEEFRRURSHEE

w0
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% 9 F HEBEME X

EI’JEE}J?Q NRAEBHSWER RGBS Z AR T BEEEAMTMITERN Pod, NIEKE API HE%%%B’\JE
B (MREFERE) T TH. FTERENNERD KB LTBLE Pod IMBENBESHEE, EE
B HEREIR, XFMRE ERE B SREMISE RN RELE

BF

_.”EHE’J"G‘%ﬁi?ﬁ'ﬁ—f?ﬁ1ﬁ’]\ﬁ:{nn_.\*ﬁ\l/qE/L.\/éu_.\*/ﬁ ToiEBRME— E’J/I\ J Hi& u;.\, tH
T %1IE__]-LJ\LI¢H X%/én_.\ﬁ,]*l@o

9.1.1.3. IR BRI A B WL ThEE

#*9.1. B&EER
Thie Fluentd Vector
NARFREEE v v
FE TN ARRFRERH v v
R ZE AR 0N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube APl # it H& v v
OpenShift APl #Hit Bi& v v
TFFEMMLE (OVN) HitBE v v

* 9.2. M F 3Tk

Thig Fluentd Vector
Elasticsearch it v v
Elasticsearch FA F &/ %65 v v
Cloudwatch keys v v
Cloudwatch STS v v
Kafka iE+ v v
Kafka A F %/ v v
Kafka SASL v v
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Thie Fluentd Vector
Loki bearer 5h& v v

3+ 9.3. HisE{b ik

Thig Fluentd Vector
ViaQ #ERE - MRS v v
ViaQ #HEERE - infra v v
ViaQ $EEE - infra(journal) v v
ViaQ BUEES - Linux #Hif v v
ViaQ $iEE R - kube-apiserver & v v
it
ViaQ #iEEE - OpenShift API 8 v v
it
ViaQ $#E& 2 - OVN v v
loglevel Normalization v v
JSON fi##f 4 v
et v v
AT v v
multicontainer/ split 35| v v
Flatten PR v v
CLF 85HhR% 4 v
% 9.4. Tuning
Thig Fluentd Vector
Fluentd readlinelimit v
Fluentd 2z v
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IhHE Fluentd Vector
- chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype v

- retrymaxinterval v

- retrytimeout v

# 9.5. o Lt

IhHE Fluentd Vector
=R v v
Dashboard v v

Bk v v

#*96.HE

IhHE Fluentd Vector
L RREXRH v v

x86 X ¥ v v
ARM v v
PowerPC v v

IBM Z =¥ v v
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Thie Fluentd Vector
IPv6 S HF v/ v/
HEEH%H v

BT SRR B v v

9.1.1.4. WEE R
TRUTIRE S -
% 9.7. TRt

Thig Fluentd Vector
Elasticsearch v6-v8 v v

Fluent %% v

Syslog RFC3164 v v (Logging 5.7+)
Syslog RFC5424 v v (Logging 5.7+)
Kafka v v

Cloudwatch v v

Cloudwatch STS v v

Loki v v

HTTP v v (Logging 5.7+)
Google Cloud Logging v v

Splunk v (Logging 5.6+)

9.1.2. HE¥, K

EIE A A LLAIE ClusterLogForwarder %R, LUEEBRENLRE. SIIMEHEARURBIIHEL
EIMAIE,

ClusterLogForwarder %R 7 i T2, EMZBRMWAHE T BEER L BRENBIARHRFERR. X
FEHZREMTLS), UERTLURE SR RREM A EE K,

B8 I th Al LURA RBAC BRI RE XM LL AR 551k - #0 A8 - BT LAV (Rl #0455 & i e H &R BY,
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Hith 5w
e {HF RBAC E XLFIL TR
o TEN AR HEARSIKH

o f#F RBAC %Y Kubernetes 314

9.2. HiEHIH R E

Hit (output) XL T BERLZ BN EEAL XTI E R, &aLLTE ClusterLogForwarder B & Y R
(CR) FECEBZ M H LR, MAFLERZFARNILAMARS 2R,

9.2.1. XFWHEEKR A
EH T R TERLR
% 9.8. TR ALK LR

Wi fsE H&SiCKhRA

XA RE

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6. 5.6+ Fluentd [, Vector
Fluent Forward Fluentd forward v1 Fluentd 1.14.6, 54+ Fluentd

Logstash 7.10.1,
Fluentd 114.5

Google Cloud B HTTPS By Latest 5.7+ Vector
Logging REST
HTTP HTTP 1.1 Fluentd 1.14.6, 57+ Fluentd, Vector
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
3.31
Loki ER HTTP #0 2.3.0,25.0,2.7, 5.4+ Fluentd, Vector
HTTPS BJ REST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164, rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon BT HTTPS # Latest 5.4+ Fluentd, Vector
CloudWatch REST
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1. Fluentd A #FHEICEIRA 5.6.2 A H Elasticsearch 8,

2. Vector ZFEEKILKIRA 5.7 REERAFH Syslog.

9.2.2. it R B R

default
On-cluster. Red Hat B A &EH. EAEEREER I HLE

s

MREEE TR EL, BRBIERER, ENRET default it ZFR 5| A on-

cluster, Red Hat managed log store,

loki
Loki, — M HEEYT B, S A, ZHAAERER5
kafka
Kafka 32, kafka i =T LAEF TCP =% TLS ##,
elasticsearch
— M HEB Elasticsearch 245, elasticsearch %t AT LA TLS i##,
fluentdForward

— /% H Fluentd A ER SR AR, XMNETFEA Fluentd ¥ A 11, fluentForward it
AILAMER TCP =k TLS %8, Fi@id7E secret iR/t shared_key LT HHAZHHE MWL, H
ERHBEMT LT EFERSAER TLS WIE R ER,

BF

RATEEM Fluentd WERN, F42#F fluentdForward fit, NREER Vector
WEERR, NMIAZHFE., WMRER Vector 8RS, ERILIER hitp i HEHR L E

Fluentd,
syslog
X syslog RFC3164 % RFC5424 ThiX A EBAER SRR A K. syslog Hiit =T LAfEA UDP, TCP
= TLS ##%,
cloudwatch

Amazon CloudWatch, —#E Amazon Web Services (AWS) $£E B 1125 B SEZERSS .

9.3. /5 JSON BEE AL

R LABSE Log Forwarding API, ¥ JSON FRFER M A AL R,

9.3.1. ﬁ#*ﬁ' JSON E/L,\

& LU# A ClusterLogForwarder X &% JSON BHETRILEMET SR, FRIENHE A 2% 0%
II:I:IIO

FTHBBEHTIERE, REBBHUTEME JSON BELR :

zZEF{E JSON B& B RAl
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B 9 F ARBENL A

I {"level™:"info","name":"fred","home":"bedrock"}

Z G AN JSON BHiR, RFEZE parse: json 71NZ ClusterLogForwarder CR IE &, W THIRT
o

7R parse: json B Bl

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {EF parse: json /5 JSON HEEMTE, CR<EH structured i #y JSON 59k BESE,
NIRRT AR

8545511t JSON BEEBM structured Fith =4l

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

H o
NREAEBEZEANSEERNEHE JSON, MR structured FE&,

9.3.2. 7y Elasticsearch it & JSON Hi&#E

&D%@ZE’J JSON HEEBEZNMER, TRENRSIPEMENTTRERSFBRIPRI MR, kXM
185, iEeiE ClusterLogForwarder BE X HR (CR), & schema SHEIHNHIHE LA, X
FE, BRI LR BIRMERE,

BF

INRIET JSON BiE# X Bl OpenShift Logging BIERIBRIA Elasticsearch S5, ©RRIE
BB ERFTNFRE, R SREIME T LHEXMWMERERE, FEEEIIELEE
AR KRR FF AT BEE R M E R,

SR EY
&I LAf# A ClusterLogForwarder CR FRBILL T 459K BUSK A Elasticsearch H&F BB SREI AT

e structuredTypeKey & message FEHI& T, ZFERBERTHIERSI&,
o kubernetes.labels.<key> =2 Kubernetes pod 1%, H/{EHATHERZ| &R,

o openshift.labels.<key> 2 ClusterLogForwarder CR F# pipeline.label.<key> 7t3k, H
BERTHERSIEFR,

o kubernetes.container_name £ i 25 AR IEFR S| B,
e structuredTypeName: f18;% 5% & structuredTypeKey FE%, sHEHBEREFE, NI
structuredTypeName {E1$ FEZ5E191E KBS, HIKHF structuredTypeKey =F & #1

structuredTypeName FEX—EERAN, WR JSON BEHIEHERD structuredTypeKey FEX
RREEH, N structuredTypeName {EIHRHE— N ELE RS &R,
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pa =3

F SRR LASE structuredTypeKey BI{EXE 7 "Log Record Fields" F A i /REIEAR] F
B¢, BREANFERN D REMEmISLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> 7~fl
Rz -

o EEREMZITUNMARAEIXAEN JSON BERMN A pod, Bl "apache” # "google”,
e M/ {EM logFormat=apache 1 logFormat=google #r1iX £ pod,

e {RATLITE ClusterLogForwarder CR YAML 34 A s FI LTSS F R

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9
ﬂ &/ Kubernetes logFormat #7552 B B9 88 (B GHEL
@ =AM@iT ISON B,

EXFERT, UTEHREREICTH AN app-apache-write 25| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUR e B &R0 %% A app-google-write 325| 7 :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7=l
RIZIETE ClusterLogForwarder CR YAML XA {ER T A TFRIBHER :
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outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

ﬂ 6 A B OpenShift myLabel F1%5 45 Bk BOBEAE X BOME,
9 myLabel TTRGFHFEE myValue IREEAEHILATE R,

EXMERT, UTEEBERICTEAN app-myValue-write 35|/ :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

o

L fth 3 =BT
o 2E{biC XM Elasticsearch F5 /8T app-"T IR S (L KB FEHIAN "-write" BT,

o JEEFIMEICRARLERILE LR, MM, EMERHHHITREIF, SIHRRESITR
Bl

o MREBIFLEMEIIMERE, ML —1%RE structured THY unstructured it 3K,
AEFHA XL REIM Elasticsearch, AR AR A ERARBMLEEERE, MABRNENNBR
Feiima e b & ER ARG RER, Fla0, KZE Apache N FEFEHAMERM JSON HERXFLEE
8, 40 LogApache.

9.3.3. ¥ JSON Hi&#% 4 Bl Elasticsearch H&# i

% F Elasticsearch &, AREH JSON BiERK B EBFFHER, 15 ClusterLogForwarder
BE IR (CR) BEE NFE JSON EX D HEI LN E LA, X, Elasticsearch 2 &N
schema {#f— M HEMBIFES],

BF

AN ARANERE LB —FRSI TR FRERERZEI bR, RS SEE
# % B Elasticsearch ZHERIIIT LR E,

TR S RE I BB SRR, FEEEIIECEE AR ERE TRERER
BEWIE,
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it =3
1. LU B B R0% ClusterLogForwarder CR YAML X4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. {#F structuredTypeKey FEIEEHRA—MHEBEILKFE,

3. &M structuredTypeName F &1 E &K,

BF

ZENT JSON B, R 1ZE structuredTypeKey #1
structuredTypeName F %,

4. XIF inputRefs, IEEEMAZEEHAWLEHERE, W application. infrastructure =%
audit,

5. ¥ parse: json TTRARFNINEIE &,
6. fll CRY& :
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator * EFERE NS SR Pod, BRE, MREBEMEE, B
BRUSEE RS Pod AR I EFTERE,

I $ oc delete pod --selector logging-infra=collector

9.3.4. [¥E— pod FHIA A JSON HER & B HImAyZR 5|

BRI LU R E R — pod AR BRERML L B SR X BN ENRE, EEMAILIIE, BUIERSESRX
RECEEEH I pod. BERE NHH app- BIZHIFRE], IR Elasticsearch BEiE I E A &R BN
[ A=]: N

BF

HER JSON AL RN ARRFMF. FEVCIBRASREISTNMEE, ATLUARRSE AL
HEe, U5 JSON %ﬁ?%@ﬂ’]ﬁmﬁUL%%I FAENNASESTRMEZERIE,
FEAFRE JSON AR AREFHITRE.

SeRFH
® Red Hat OpenShift IE &I : 5.5
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8 9 & BEBESENE A
LA

S

1. BIEHSmiEE X ClusterLogForwarder CR % RE YAML 314 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputDefaults:
elasticsearch:

structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat

enableStructuredContainerLogs: true
pipelines:
- inputRefs:

- application

name: application-logs
outputRefs:
- default

parse: json

ﬂ & Kubernetes logFormat #7252 i B9 88 (B GHEL
9 IELESa 1

2. fEs%iEE Y. Pod CR XM YAML 344 :

apiVersion: v1
kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavyﬂ

containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavye

image: heavyimage
- hame: low

image: lowimage

ﬂ %3 : containerType.logging.openshift.io/<container-names: <index>

@ EREMLISBRATE

Digk

H
[=]

L& AT /E

REERMEFHND FHE.
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ﬁﬁ?jH\

Kubernetes ST fi#

Hith 5w
L ?& a: E Ib\i‘ggﬁ

0.4.fcB A& A

KINBERT, BERICRRERSRMEMIENHE L XE ClusterLogging B & X FRAE LHEIAKERHE
Sz, AR, EFRNHITHELXEIRRENRE, EAETRER2EW. IRERNEEHEENE
&, NIRFEEEE Cluster Log Forwarder,
p= Y=
B HITEHE L EEINES Elasticsearch BEfEN#, 15E M Cluster Log Forwarder, #0 %
Wit BER AR B EEME PAT,
941 9&?4@ E Ib\i%ﬁ%”% jj_;lz‘db

B HEXEE OpenShift Container Platform %ﬁp\]ﬁfﬂﬁ%ﬁﬂﬂ’]ﬁ**ﬁ"ﬁﬁ IRAI LATE
ClusterLogForwarder B & Y 5R(CR)HFIETE A4 EENHE, AT LUMER HA FBE55ETE XK
BN ARRFEEE A EmSR, BIPIIER Kubernetes Secret X R 12,

pipeline
EX}‘A_ /L.\ﬁﬁuﬁu_/\_ﬁ%ﬁ\$ﬁuﬂﬂﬁ’]l£ﬂ$ﬁﬁﬂﬂ jEX’EEﬁLE’JE/L‘\O /L.\?%ﬁu UFre—:

e application. &R IZITHAFNARFERNBSHES (EMREEHENAREFRMN) .

e infrastructure.7f openshift*. kube* =X default i E iz THEREL, UERERF I RI
#2589 journal B,

o auditB T mEH 1T RS, auditd., Kubernetes API fR55%5. OpenShift API BRZ525%0 OVN H
Q‘%Eﬁiﬁ’] EF'T—]‘E Tho

IRl LU A E A key:value X HIEAFEE /u\JJl]?I‘T\ o 1530, 1% TLX«'(‘%E%E@%&?EEF'DE’\J%
SN ':F'm“ﬂl]—/\ﬁ’c j%*ﬁ%;‘éij—i E IL:\/IJ\\jJ[M:T_Lo //J\\ UXT%E,H:T 'H_jaAﬁ T El n_.\/ \\%ﬁo

FIA

HE5RETB XEKMN ARFEEELEEE,
EEESP, BEEFER inputRef S AMLERERE, URMHER L EFER outputRef 541
BRI B,

Secret
BENFEIHIEDN key:value BRE, 0 EIE.
ERUTILR :

e fNR ClusterLogForwarder CR ¥/ 77, HEFNRE X EIEIAB Elasticsearch 5245, BRIEH
8 default i EHIEE.
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% 9 F HEBEME X

o RINBRT, BENASMEMEMBELEE IJCIusterLogglng BE X FRAPE LHIBIARER
Elasticsearch H&EEE, B2, EARNHITHELZERNEEWE, RN RELZEEM, 10
REMNEEHRENERE, NFRERE Log Forwarding API,

o MRMEBNEERREE LEE, NFEFRECEEWAR, fl0, mNREH application F1
audit REIEEEE, {B%E N infrastructure XEIEEEE, N infrastructure HESEH,

o REILA#EF ClusterLogForwarder B7E %R (CR) FRZHMEHRINGHELEEZHRR
P BIAR 55 2%

e AR OpenShift Container Platform Elasticsearch Ll A& W H it B SRR £EF . BFEH
CHERELHITEENRATSEMENE RBFHNEXER, FEESEYNELME. Logging
TEEXEHE,

LUTF AN T B &5 4 Bl A ER Elasticsearch SEF, EliZet) BE L XS R L2 HER
Elasticsearch S5, N FfEFBEALEE Kafka K32, LK% my-apps-logs Wi E F8N AREFBE L EE
RER Elasticsearch £,

A& A i s E wpl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http:/elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs Q
inputRefs:
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- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"

- name: my-app @
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: m
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

09

LI (::purt i an]: SE Y 11

o HiH2LE! : elasticsearch,

ClusterLogForwarder CR B9& [,/ instance,
ClusterLogForwarder CR #6p 4 Z2 3]/l 2 openshift-logging.

FRTAEZRE URL ¥ secret RBLEZR £ Elasticsearch Hit.

e Elasticsearch ZEFIKE 4L URL fis OV N ERAILLNT URL, SIERTZR,

o AT TLS BIEMIH=FTFEM secret, secret A7 7E T openshift-logging 771 8 /1,

Q LB N &£ M Elasticsearch i :
o fuhi BB FR,

o HiH2LEY . elasticsearch,

® Elasticsearch SEIBR % £ URL MmO /E hBRMMLT URL, SIER1IZ,

@3 EAR A HRIGIFS TLS BIE&1T %2 URL B Kafka Hith

LI (::puit i an] - SE LY 11

o HHAYRA : kafka,

o ff Kafka NIERY URL AR O 8 E N — M AERBILN URL, SIERIR.

o9

o HREEREN.

e inputRefs EHERE, EXNRAIFZE audit,

FAFid i my-project &n & 22 5] R BN FATE R H S8 A B B,

BT EFEITEERX XL LMANER Elasticsearch LI E EECE :

e outputRefs 2HiHFERNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM

Elasticsearch SXf5ll, default #% %4 EIAER Elasticsearch 5241,
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o Ik : ARINEIHERIIRE,

ik FRER, BRI AERN—IHE MR, MEMSIS (70 "true") , LMEEHKIAH T
freafE, MARF N /RIE,

o

EERE, SEMIENAELER AR LMHNER Elasticsearch 34,

EERE, ATRNHEEM my-project Ui B & % EINEB Elasticsearch L4,

®90

o HRE BRI,
e inputRefs 2—MFEMHIA : my-app-logs.
e outputRefs 2 default,
o ik : FRE, ERMBEIBEFHN—PHNEMRE,
@ FETLEE Kafka RENEERE, THAEEEEMN
e inputRefs EHE&RE, TEX//~flF2E application,
e outputRefs 25 8%t &5,
o ik : FRE, ERMBEIBEFHN—PHNLEMRE,
LUABMAERESBAATAN, Fluentd BEAEE
MENMEBICKREBATRATEERBE, Fluentd 2SN EHEFNEEHAEZ P, SHE
RAHRAUAN, BERLZRRE, SEZHPNEE, MREZHAXENH, Fluentd 2ELEKREHE.
OpenShift Container Platform #3 HEFHMRB K., BT EFBZHAR KD, HEFFAUSEHR
(PVC) #RI0EY Fluentd P F25 5K Pod A,
IR
XBRET B IUNRARE, FEHHABRIHOAANTRBY, CREFETHHNEBFRES. G
secret AR AILER, BT X BEEXEAREATBRENRLTIEE, EHEZOIEF4T A58 B AT 88
ETENFNEE, INFTHAM secret. REMKST. wHOT AL BRERSSIEE. Open Shift Logging
SRR & B AR T,

ERIER 2 (TLS)

H %A secret B9 TLS URL (http://... X ssl//...) B REXRN TLS REHBIHF ML, TETEE
Secret FIZBELL N AEFER KA BEIAHI TLS THEE :

o EEEIE : (EFH) MWWIGH TLS FAAHITRID, FE tis.key,
e ca-bundle.crt: (FfFER) ATFIRS 2B DIIEMNEF CA BIXHA,

A2 MED
e username : (F/FHE) FHRRIERAF &, FE password,

e password : (FfF&) FHEIEENY, FE username,

A L BT IER L JZ (SASL)
e sasl.enable (#/R{H) BRfATEE/S s SASL, tNREREK, NIKE TE@EM sasl. ZHH
i B 5h/E F SASL,
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e sasl.mechanisms : (array) /o 1F#) SASL ¥l BFRFIZR, RERDSHNZE, NFERRS

fE,
e sasl.allow-insecure : (f/RMH) RFAEATEEBINE, BRil Hfalse,

9.4.1.1. il Secret
A LMERU TS ESEENIEPMBHSER B KPOEE secret :

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

% o
- BIUFER BRI EA secret RKIKBRESER,

ST I

EOBAKREA L, EUFEE— ClusterLogForwarder CR, LUEERSS K- AT LUK ER B Rk A2

B, fmiAal LURE ,.,\_JLH??J?EIJE’JEHUH:'.Q ClusterLogForwarder CR 7ji#n &} instance,

openshift-logging % & 22 8] 01| &2,

HE
openshift-logging % % 22 (A FE 2 &1 51 FER.

ClusterLogForwarder ¥R R%1

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
#...
pipelines:
- inputRefs:
- <log_type> 6
outputRefs:
- <output_name> @)
outputs:
- name: <output_name> 9
type: <output_type> (@
url: <log_output_url>
#...

Q £ FFAITE instance,

9 CR %% 22| %/ 2 openshift-logging.
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9 WENBERE, WFENETLURZ audit(BFHiTHE) . application (BTN AEFH
&) . infrastructure (BTFEMEMERE) , SEANEHNBRREE LT,

EMBAERLTNmEER, hFENETLUZE
default loki kafka,elasticsearch fluentdForward syslog, =k cloudwatch,

Q© EHEEHRLBIMHIHE URL,

9.4.3. 5% 1T ERN
ERAARAENSTERHI,

Digk

==
[=]

FLtThEERTRE S X ERE AT, HREREMNNITETRIE R ATIL TR

%‘T}

A& @28 R 2R SR —MIA RN RRBIT A A TARNGIN, XRSBEANBERE, UKk
EEEEITE’J{EI II_:\E’JT ?ész:IEE%Q

java RETHI

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<parami>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

o EFAARILKRMNZITRE, FEESHFHFI—IBERXES, EBR
ClusterLogForwarder B & X ¥R (CR) @& detectMultilineErrors &, {EH true,

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true
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9.4.3.1. i¥1E

L ATHEBERN =R =D EIANERBIN, RFENESHE-—ME—MAKICEP, H—TAE
HENRABREH N FIHAAREFRINEERSR,

T 9.9 BMBERZIMIES -

Fluentd

Java v v
JS v v
Ruby v v
Python v v
Golang v v
PHP 4

Dart v v

9.4.3.2. iFEHERR
FRE, WEREENSE—THBES, KERZ : detect_exceptions

vector B &R B~

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config Z8 4 <l

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force_line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.4. I$ B &% 4 El Google Cloud Platform (GCP)
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BR 7 BRIABY OpenShift Container Platform BEFH#EM, EiA 0 LU H & 4 I Google Cloud
Logging.

& -
' NXZHFTE Fluentd AR LLINEE,

SeRFH
® Red Hat OpenShift Logging Operator 5.5.1 & B#H HIhRA

ff

niz
1. A Google AR 551K 7 % 5H Al EE secret,

S

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key _file.json>

2. AL TEROIE ClusterLogForwarder B E Y ¥R YAML :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : ”app-gcp"e
pipelines:
- name: test-app
inputRefs: 9
- application
outputRefs:
- gep-1

RIBEEN BEEFMEIE GCP HWRIZ RGP MALIE, K& projectld, folderld,
organizationld, =X billingAccountld #9771 & H 48 5 FI1E,

JHE X NRIE Log Entry B9 logName FERHIME,

FREEREEER LB KR  application, infrastructure, X audit,

0o o

H B

5

® Google Cloud Billing 3244

® Google Cloud Logging Query Language 344
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9.4.5. [F B EF & &l Splunk

B T NEBBIERIA OpenShift Container Platform BEEES, EART LU BEF A Splunk HTTP =4
WL 2% (HEC),

) R HFFTE Fluentd R LINEE,

FRFH

® Red Hat OpenShift Logging Operator 5.6 3 & = ik 2
e HHIEET vector B ClusterLogging SEBI/E 1 K& 25

® Base64 4wiGH Splunk HEC k&

iz
1. {#REM Base64 FlGHI Splunk HEC S HE G secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. AU TERCIES R ClusterLogForwarder B E X 5R (CR) :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
outputs:
- name: splunk-receiver 6
secret:
name: vector-splunk-secret ﬂ
type: splunk 6
url: <http://your.splunk.hec.ur:8088> @)
pipelines: ﬂ
- inputRefs:
- application
- infrastructure
name: 9
outputRefs:
- splunk-receiver Q

ClusterLogForwarder CR By£& #2472 instance,
ClusterLogForwarder CR HJ#p 4 22 [H] /2 openshift-logging.
5 B BRI B R,

IEE S E HEC ShE secret &R,

0009
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3 H S5 248 E ) mvapich,

87 Splunk HEC B URL (@3&EimA)
FREEREEER LB KR  application, infrastructure, X audit,
Al R EE BRI AT,

1EE A E L 4 B S ARk 2.

990909

9.4.6. @1 HTTP ¥4 B &

Fluentd 1 Vector &R EIREZ @i HTTP % 4 H&, E/HHA, 1E ClusterLogForwarder B E X 5%
B (CR) 15 http fE i K8,

¥ =
o HALITEMROESRSHE ClusterLogForwarder CR :

ClusterLogForwarder CR 7l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: httpout-app
type: http
url:

tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

HEM B irsthit,
ﬁﬁﬁ E /b\lﬂ%ﬁ%ﬁgﬁ{ﬂ*ﬁi%o
BIrEIUER secret &R,

6@@0

{ERT LA true = false,
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© MRS ERER,

9.47. N\EFEUB®R A NBRRFEE

BRT WEBBEFMHEN, SO LU RET BN ARF BERIAE L BINBEERER. KLV ESN
HEEREGE, MUIEREE OpenShift Container Platform I HEEIE.

EMNTEhEBEL AN ARFEARE, 88— ClusterLogForwarder B7E X ¥R (CR) , EFEDM—
ATBEFREA, HEMESRESFRMHEAERHE, DRERXEHANGENEE,

SeRFMH
o WA BE HEREENM S BN E SEEN B SRS 3.

1. Bl SmiEE X ClusterLogForwarder CR 89 YAML X 44 :

ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:
project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
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- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B4,/ instance,
ClusterLogForwarder CR By#p 4 22 [H] 472 openshift-logging.
Iy HH B 2 R

FIH KB - elasticsearch, fluentdForward, syslog, =k kafka,

AERAERAS B URL FiEO/E B RAILST URL, INREA T{EA CIDR EEMERSE
HERE, ek ssafs FQDN, mAR IP #ilk,

INREA tls I, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging B &, H#EEENMEATCIIFMRFRIETM tis.crt. tls.key ] ca-
bundle.crt #%A,

FitiEdeE I B M A2 B ERNE AR E,
MREBRESBLEN, NSMFTEMEZERKERRE.
EERENRE— I EMANBEERE — M ENEH, EAGIF, &5 forward-to-
fluentd-insecure & & HEM—1E N my-app-logs B A% 4 B4 H fluentd-
server-insecure % H
TR,
T {1 F 8% B & .

_.I-L ??—%% gm“ﬂﬂ IJ EIL;\I:F'E’J /I\Eﬁ%/l\ﬁ’\?ﬁo

o

909000 009 O 9060060090

EEEE, MASLXIAEMEERER.

¥

o Hk : IHEEEHA,

o FHEEIREEXAMHELRE : application. infrastructure = audit.
15

e
3
&

8 2 B RIS s PR B 4 A

B SRR BB B S HRBOA R,

D RS, BRMEBERN—IRSMRE,

@ IR CRALREN, 2MFESERAKENRRFEE.

2. iIB{TLA a4 3K A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.8. }‘A&f#ﬂz_ pOd i?ﬁfﬁﬁ*z Il_;\
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ENEREER, BALUER Kubernetes pod 772 MAFTE pod I5E H EBUEFH IS H L 4 BB ENESS.

BRIEN ABHRRELANR, FETRMEEFRPHEMIRE—RZ1T, WRXL pod BEIRANARE
FPiRss, e USRS HH B S BRI ERN B SIRES.

BHETE pod 113, TEEA—1=HEZ D matchLabels # {55, IRIEE T L MREEN, pod w5 EikiF
BIRFA (E TR,

it

1. BIESSmiEE X ClusterLogForwarder CR % REY YAML 3, XX,
inputs[].name.application.selector.matchLabels T & F L ER LR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR H6n 4 22 [F]4 % = openshift-logging.
IEE KB inputs[].name H— N HZ PN LUE S D FREVE.

15X B outputs[] I— ML MLLES D RIE,

BB —HME— pod FRERNEN N ARRFEE L HE—B inputs[].name,

EEBERENHEEIBH pod IFEHIHERT, BWRHIEE—MEME, MANNE—1
B, BHULEE, pod wlS A REN LA,

ik EE—AHE R,

EEENESEEE BN IS M, A B Re e B BN B S8R XN

9 9906006009
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2. "k BN EEBIERERSIFERNGLZERE, EHEA
inputs[].name.application.namespaces, #1_tFIFATR,

3. Ak WA MMEE R pod MRZEEVEIS N TR MR —E B 4% B S H R,
a. XF pod IREMEI—HE, UE—NEMUT ERH inputs[l.name Z4.
b. EHEIFER (selectors) LAPTELLR AR BRI,

c. f¥3# inputs[].name {ER1N1Z inputRefs, BI40 :
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. B CRMK.

I $ oc create -f <file-name>.yaml

Hb TR
o INFEA X Kubernetes 1 matchLabels WEZEE, HESH X HETESHNERMNTIR,

9.4.9. 4%‘ H Ib\i%ﬁ%”%ﬁlz Loki H Ib\lﬂi%/)b
B%T %U\E"J H /b\ﬁﬁ%%, u.,\ _.“’Jvl_.f' H /U$§Z§§”%ﬁﬁ Loki H ,L,\IEQZKL, \/Jon

EEE AKX Loki, niflE— ClusterLogForwarder B E X ¥R (CR), FOIB—NHHE
Loki B ClusterLogForwarder B X ¥R (CR), MRERAHHMWEE, Z Loki By%)H =T LUFEH
HTTP (FR&£) K HTTPS (REHTTP) £,

FoRFEMH

o WA — Loki BRI RRSELRT CR H8Y url FERIEEM URL Hi517,

AR

1. Bl SmiEE X ClusterLogForwarder CR % RE YAML 314 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

outputs:

- name: loki-insecure 6

type: "loki" @)

url: http://loki.insecure.com:3100 @)

loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo

- name: loki-secure G
type: "loki"
url: https://loki.secure.com:3100
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160

O 900609

o

@900

secret:
name: loki-secret ﬂ
loki:
tenantKey: kubernetes.namespace_name G
labelKeys:
- kubernetes.labels.foo Q
pipelines:
- name: application-logs @
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

ClusterLogForwarder CR B4,/ instance,
ClusterLogForwarder CR Hy#p 4 22 [H] 2472 openshift-logging.
¥ TE i L 9 B R,

FFRBEE S "loki",

¥ Loki 489 URL Mk O18E N B MBILERT URL, BAILAMER http (FR%&£) =X https
(ZLHTTP) Wi, MRFATHEA CIDREMRIEESEHENE, HiEVIERRSB[REMH
= FQDN, MA=Z IP ik, Loki BF HTTP(S) @iflFE A imAH 3100,

WFREERE, BALLUBITIEE secret SRKIEEEiF1THHISIER https S http URL,

XTF https #8148, E1EE TLS BIEin KT secret &R, secret iFETF openshift-
logging B &, Biia&EmErm&KIETH ca-bundle.crt i, &M, XfF http
https A1, EALIEE— NS SRS ANBIEM secret, MBFEZER, HBHUT R
Bl ZEBEAER - AFBE secret’s

A% : #8E— meta-data key FE&, N Loki #8Y TenantlD R4 E, Fli0, %E
tenantKey: kubernetes.namespace_name f#f Kubernetes n 4 22 [B] B & FREH Loki
M ID WE. EEEEATUEENEMBTICKTFE, HEFL T Additional
resources 284> M "Log Record Fields"#%#,

A% HEE— meta-data FEEHEFIRKEMENIAR Loki 775, Loki IR #4415 EN]
FIER [a-zA-Z_:][a-zA-Z0-9_:]* ILfd, TR PMIEEFRHREN N _ AR
R, 50, kubernetes.labels.foo meta-data $# 45X Loki 175 kubernetes_labels_foo.
INR%AFE labelKeys, NIEIAE T : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host]. REXRFITEHELD, BN Loki RIRFHIR T
FRERNFIEE, 1ESFECE Loki. limit_config. EBSAT LUE & ESRETEME
BILKFBRIFTE,

Ak IEE B EHIE R,
FREEREERLZMBEREE  application, infrastructure =X audit.

1EE AL EEE L B S0 ARk 2.
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BT Loki EKRIRN RIBEMRABEF BT, labelKeys 152485 kubernetes_host
R, BMEEEEEEE. LBSBREMREER—EN, IHAHEERATRE
FE N LR B ZE R S BN (A1 B PR

2. BTSN ClusterLogForwarder CR X & :

I $ oc apply -f <filename>.yaml

Hth BHR
o FCiE Loki BRS52

9.4.10. & B & 55 & B A58 Elasticsearch SZ 45

BRT NEBBEEHEN, ELA LU B & X BIAE8 Elasticsearch 52, MEERBEAIEEREGE, U
Wk B OpenShift Container Platform B9 H &#IE.

Z B H & K EIHER Elasticsearch 5245, &0/ — 1 ClusterLogForwarder BE X %R (CR) , H
PEEHHENZEAIME B R ERRHEE, AE6 Elasticsearch HiH eI LAMER HTTP (thé) =17
HTTPS (&£ HTTP) ##,

BN EEEALEANEBFIAER Elasticsearch 5241, 1EFHHEAE BB EIAZRLH), UK —NMER default
RN B SR LRI EE,

INRIE R BTG B R 4 BIRER Elasticsearch 326, NIARFEEQIE—
ClusterLogForwarder CR,

FRFH
o WA BE HEREENMSHE BN E SEEN B SRS 3.

¥ =
1. BIEHSmiEE X ClusterLogForwarder CR B9 YAML X 44 :

ClusterLogForwarder CR 4l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-example 6
type: elasticsearch
elasticsearch:

version: 8 6

url: http://elasticsearch.example.com:9200 G
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secret:
name: es-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example @
- default
labels:
myLabel: "myValue" @
#...

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n % 22 [F]4 %= openshift-logging.

& B BRI R,

157 elasticsearch X8,

8 7€ Elasticsearch kA&, XAILLZ 6. 7 =X 8,

15 E S8R Elasticsearch SEfIRY URL #lim O/E N B MAILEXT URL, EAILMEM http  (FR
£) =X https (KL HTTP) hil, MMRFEMA T EA CIDR EMAIEISEENRIE, HHoi
2R3 2 FQDN, MAZ IP i,

XFF https BI%%, 1H1EE TLS BIEmmFTHE secret &£, secret B E—1 ca-
bundle.crt ##, BiEREBRMRKXMIES, BN, *FF http A https 1%, ‘EZ_JLHbﬁE—/l\

SEAFANMBEEM secret, secret JIFE T openshift-logging TE A, MNEE%ZE
B, BBHUT T : KBS A BMBHEH secret’,

O 099006009

Ak EEEEENEH.

e

AEEREEERAMAETRE : application. infrastructure =X audit.
=
B

9 B & & ERINER Elasticsearch S£f5I# default 7,

00009

g g
FSPFFSPFFI}

. ??&%o E/IJ\\DUEUE/L,\':FE’J /I\EE%/I\ﬁ’\?ﬁo

2. N ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

=~ - HEASHPAMEBEHN secret
B FEREER MBI secret FXIES A EB Elasticsearch LI £ %5,

Bian, SNRITEMEA mutual TLS (MTLS) B5H, EHE=71E1T Elasticsearch SL6Il, AT LAEA HTTP
= HTTPS FHXEBES S & HBEIEH secret,
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1. AEERBF LU BRI Secret YAML X4, ff base64 JrtyHIE AT username #1 password
FE%, secret REIERINN opaque,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. |8 secret :

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. 7£ ClusterLogForwarder CR H#§7E secret &R :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret
#...

£ url FEEH, FIZHLLZ http S https.

4. N CRXI& :

I $ oc apply -f <filename>.yaml

9.4.1. {§F Fluentd & X il & B &

&R LAME A Fluentd forward R B EBIA L E BB E NESZMUHABEER G, MIERIAN
Elasticsearch H&EEE, EREEEN I HEREIRLUIZELRE B OpenShift Container Platform BIH &,

Z(# M forward MMl ECEBBAEIE K, iE0E—1 ClusterLogForwarder B E X %R (CR) , #FF—1
2% i i B X L R Y Fluentd BRZ525F1E 38, Fluentd fitHATLAEA TCP (FRR%E) =
TLS (&£ TCP) 1%#.

FRFH
o WA BE HERIEENM S BN E SEEN B SRS 3.

Y=
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164

1. BIEHSmiEE X ClusterLogForwarder CR % RE YAML 314 :

Q9 9 90060090

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
namespace: openshift-logging 9

spec:

outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default )

labels:
clusterld: "C1234" m
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B & 4/ instance,

ClusterLogForwarder CR H4n 4% 22 [F]4 % = openshift-logging.

15 7B B & R,

5% fluentdForward 257!,

FEEAER Fluentd SEBIHY URL #ik O/ N B MEVLEXT URL, BAILUER tep (RRE) =X
Ftls (L TCP) hil, MNREAT M CIDRFEMERTEHENIE, MHUWIIRIRS 2R
#Z ¥R FQDN, MAZ IP Hilt,

INREA tls BIZK, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging WiE#, B#4/EE&EMAEMKIETH ca-bundle.crt #,

FIE  EEEEENEN.

FREEREEER LB KR  application. infrastructure =X audit.
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© ETEEALEEE % B EHER I B,
@ Tt EEMEBI L IR Elasticsearch SKHIHY default fit,
m Bk FRER, BRMEIEEPH—DHS DR,
@ ik BEES AN, MERELAIEMSZRARNEMABEERE S
o IHMEBHEZIR,
e inputRefs 2FAEEHAZMBELRE : application. infrastructure s audit,

e outputRefs 25 8%t & 5.
o Eﬁi'ﬁ . ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/M/T’\'QQQ

2. B CRXIR :

I $ oc create -f <file-name>.yaml

9.4.11.1. 4 Logstash J3 F nanosecond f8EE M fluentd SXEREURE
% F Logstash M fluentd FZERENE, EAIITE Logstash B2 X4 A5 A nanosecond F8 .

it =

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7y true,

Logstash Egi& X 4R Hl

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.12. {# [ syslog L A Bi&

& LUE syslog RFC3164 5% RFC5424 Thillf$ B ERIA A X BB E N EZ Z AR BERE %S
(BRBIAM Elasticsearch BEFEMSMENENHT) . BEERENTBAERES (W syslog BRSS

23) FEHFEWFE B OpenShift Container Platform BIH &,

Z(# M syslog MV EREBE, iE 02— ClusterLogForwarder BE X %R (CR) , #FF—1=%
A B B S ) £ R X B B HE Y syslog Hﬁ%éﬁu%ﬁo syslog ¥ AT LAME R UDP, TCP = TLS i##,

FoRFM
o WA BE HERIEENM S BN E SEEN B SRS 3.

Y=

1. Bl SmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
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metadata:

name: instance ﬂ

namespace: openshift-logging g

spec:

outputs:

- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6

facility: localO

rfc: RFC3164

payloadKey: message

severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ

name: syslog-secret

- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'

pipelines:

- name: syslog-east 6

inputRefs: g
- audit

- application
outputRefs: @
- rsyslog-east

- default ()
labels:

secure: "true"

syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:

syslog: "west"

ClusterLogForwarder CR B4,/ instance,

ClusterLogForwarder CR By4p % 22 R4/ 2 openshift-logging.

18 7 i H Y £
15 7E syslog KA,

E
A% : #87E syslog S8, WTFARFI.

92090000
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EE SR syslog SEHIRY URL Fitwm 0. EALMER udp (FRE) . tep (FRE) HE tls
(RETCP) Hil, MREMT &AM CIDREMHUEEISEHENE, KU IRRS 2B

INREA tls I, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging WiE#, B#4/EE&EAEMKIETH ca-bundle.crt #,

Ak IEE B EHIE R,
FREEREERLAMBERLE  application. infrastructure =X audit.

al

1% I EN A& L BINER Elasticsearch S£45 B default i,

F%

o

ik FRER, BRNEAERN—IHSMRE. AMEMEIS (30 "true") , LMEEIHK
AN FRERE, MARIENH/RE.

—

o

% BEES MY, MEEERAIMEMREFRENEMASRA SRS S

o @96@@ o 9

o HREERE.

EE

inputRefs 2FAEER A BHERE : application, infrastructure =X audit,

outputRefs 2 Z {5 FA B9 H & R,

E.fji'ﬁ . ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/M/T’\'QQQ

2. B CRXIR :

I $ oc create -f <filename>.yaml

9.4.12.1. E,ﬁ%”iﬂuﬂjqﬂﬁhﬂ Elb\lhl%

f&e L@ % AddLogSource FEXRINEI ClusterLogForwarder B E X FTIR(CR)%
namespace_name. pod_name #[ container_name Tt AINEIC KA message FE&H,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout
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e XAMECE S RFC3164 #1 RFC5424 A

%74 AddLogSource i syslog 38 2 i~

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

#A AddLogSource B syslog 3H 25 ~Hl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}
9.4.12.2. syslog
&AL syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility JZ{ERI L@+ HI 2, halRR 2 KR/NEHKHET ¢
o 0k kern BTARKER
o 1z user RERAFHER (FIN) .
o 23 mail A FHBERYL,
o 33X daemon AT REIFIFHE
o 4% auth BF&L/SHBEIEER
o 53 syslog FiF syslogd REBEREIE R
o 6 lpr AFITHEINF R
o 7 news i FRLHEFRE
o 83k uucp FiF UUCP 74t
o 93 cron AT clock sF#i# 2
o 10k authpriv BFZE£5MEIEER
o 113k ftp AT FTP spiFitig
o 12k ntp AF NTP FR%E
o 133 security AT syslog audit Hi&
o 143 console T syslog alert Hi&
o 1535 solaris-cron fF scheduling sF#7

o 16-23 5 local0 - local7 AFAtERENTE
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e W% : payloadKey : FA{F syslog JH R AR M EMIL KT R,

=
BLiE payloadKey S# ] Bh LG H th S85% % B syslogs

e RFC: FFEH syslog K XHER RFC, EIA N RFC5424,

o severity : WBEHM syslog 10K Msyslog B E M, ZETURHHFIER, LaTURRL XK
INEHKEE

o 03k Emergency A FRKXREATHMER
o 13 Alert A TFRKRIAHATIRIEMER
o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINEHER
o 43 Warning B FRKXKESRHMER
o 53 Notice A TFHAREREBEHFEAEERMHNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRAXEHNER (BN
e tag:Tag IBEILKFE, FYE syslog HE ERIIRE,

o trimPrefix : MPRZ: Fo i BR1E E HIRIT Ko

9.4.12.3. Hfth RFC5424 syslog ¥
UTFSHER T RFC5424:

e appName: APP-NAME B@— 1N BEHXAFRH, AFRLEEENNARERE, %
RFC5424 15 7€,

® msglD: MSGID @—TMHAFHRERREMNBERAXAFRE, %/1H RFC5424 157E.

e PROCID: PROCID —TMEHHXAZERFR, ZENEILERT syslog IRERELL, IH
RFC5424 i57E.,

9.4.13. ¥ HE. % Bl Kafka VI
Bﬁ?%ﬁﬁ\ﬁ’\]ﬁuﬁﬁ%%, u., _.I-LJ\‘I__f'EIb\$§‘ﬁ§|J%ﬁB Kafka {‘bii
ZhE B & & EINER Kafka *WJ, 50— ClusterLogForwarder 5 & Y %R (CR) , SiEMHE

S5 e HE DA R (R R i HH O TE ,.,\_ILAE%UH:'.':F'@E%EE’J Kafka 4, @TLAEFH%MME Kafka
HEIHAILMER TCP (RA&L£) =& TLS (X4 TCP) ##,

¥ =
1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: app-logs 6
type: kafka ﬂ
url: tls://kafka.example.devlab.com:9093/app-topic 6
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic ﬂ
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic 6
inputRefs:
- application
outputRefs: @
- app-logs
labels:
logType: "application” m
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
- default (B)
labels:
logType: "audit"

ClusterLogForwarder CR B4,/ instance,

18 Hi B B .

5 E kafka K8,

0009

ClusterLogForwarder CR #6544 22 7] /2 openshift-logging.

¥ Kafka fRZEHY URL Flim O8N —DERBILEXS URL, BRTLAER {8 EREIR, &8

LIfER tep (&%) FFE tls (£ TCP) Mhill, MREAT A CIDR ZARRIERSEH

R, HiHiiERsS 234 FQDN, MmAZ IP #ilt,
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2. "k

1]
2]
©
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INREA tls BIZK, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging WiE#, B#4/EE&EAEMAKIETH ca-bundle.crt #,

ik BREARLELHMHE, £ URL AIEEER tep AIZE. A4, BBSLLHH R secret ##
& E name.

Ak IEE B EHIE R,
FREEREERLAMBERLE  application. infrastructure =X audit.

al

HE
ji ??% gmﬂﬂﬁu E IL;\I:F'E’J /I\EE%/M/T’\?QQQ
7%

IEI

REZ M, NMASKANEMSIHRUNAMASEEREEE

o IEMNEEM LN,

e inputRefs 2FAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs ZZE 5 8%t & 5.

o ik : FRHB, BRMEIAERH—NHL M,

A%k : 187E default 55 HE 5 & BIRER Elasticsearch SE41,

D BRENHIEE LB S Kafka NI, TBHEE Kafka RIEHA, WMTBIRT

#...
spec:

outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev
kafka: @)
brokers: 9
- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/
topic: app-topic 6

#...

18— 7 brokers 1 topic ¥/ kafka %,
&3 brokers H#IEE— 1% MUEERIEA.
5/ topic HiIEEEH W B EMBInEH,

3. 1T T4 %L A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.14. {$ H &% % F) Amazon CloudWatch
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&) LU B 7555 4 Bl Amazon CloudWatch, X2 Amazon Web Services (AWS) &K 12 HEF ik
RS, BT RINKBEFEN, EL7 LS HEER % E CloudWatch,

EfE R X X E CloudWatch, E/i8IE8—1 ClusterLogForwarder B & Y %R (CR), EHa5
CloudWatch B4, LARERHHNEE,

ff

L=

S

1. fllEE— Secret YAML X1, ©fff aws_access_key id ] aws_secret_access_key FEXF
B E BB base64 JriGHy AWS EiE, B0 :

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. OIE secret.Bl4N :

I $ oc apply -f cw-secret.yaml

3. Q=Y iEE X ClusterLogForwarder CR X/ &) YAML X4, 1EXHA, 18T secret W&
FRo {5040

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret G
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:
-CcW

Q ClusterLogForwarder CR B4,/ instance,
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ClusterLogForwarder CR #6p 4 22 ] %4/ 2 openshift-logging.
18 E i B,

8 7E cloudwatch 28,

000

a|

[ ] IogType %%4\ H Ib\;‘g‘iﬁuL H ,L.\?E

e namespaceName WENNARFHELZERCE—NEEH, b NEMEBREFIH T
ILJ\@GL%‘%EE’J E IL;\éH

° namespaceUUID ﬂjﬂﬁ‘fﬁﬁn‘ﬁ%?&lﬂ UUID BIE— TN FMBEH, el hEiZeH

ik  IEE— N FRBEEEREEELTPREOL infrastructureName FiTZ.
1B AWS X1,

IBESE AWS ZIER secret & #R,

Nk : IR EE BB,

FREEREEER LB KT  application. infrastructure =X audit.

0900099

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

Pl : &£ Amazon CloudWatch ff#f ClusterLogForwarder

X8, E2%FZ ClusterLogForwarder BE L IR (CR) Rl KR E i E Amazon CloudWatch BIH &
iz,

BRI IR IEFEI21T 4N mycluster B9 OpenShift Container Platform £2%, U T4 iREIEEEM
infrastructureName, MEENATCEME aws &5 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZHARBIERNRBEHRE, ERILIER T app B6p 22 [A| 29T busybox pod, busybox pod Ef@=F%
FE R B A stdout :

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

IR AT LLE K busybox pod i21THY app ### 22 [H]HY UUID :
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$ oc get ns/app -ojson | jq .metadata.uid

"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"
£ ClusterLogForwarder B X R (CR) A7, #&AILUSF infrastructure. audit #1 application &%
BFZE N all-logs EERMHIA. LT LUFIHEEEEES cw fiid, fiHNBEL L us-east-2 XIgH
CloudWatch &4 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- hame: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-CcW

CloudWatch FHYE MK E S E =NIHIBIN K -
e HEAH
o HER
. BEEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FHEREISIE Amazon
Cloudwatch FAEK=1HEKA :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

BrEASHAEZEHER ¢

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams[].logStreamName
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"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zgzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢c3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baee761911a9ef.log"

/I\E/:E\m MASBAESEH. EEE busybox Pod WHEEH, ErTLIM application BEAHFIEEE

==&
CAJIL

1=

H

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683be44524c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\" \"labels\":
{\"run\":\"busybox\"},\"master_url\"\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viaq_index_name\":\"app-
write\",\"viag_msg_id\":\"NWRjZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkBNmY3ZjU4NDk1\",\"log_type\":
\"application\",\"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

B - EAEHEFRIRD B E XEi%

EREHBHH, ,.,\_IL,LH%WJ\E’J infrastructureName #14% mycluster-7977k & h—NMEEE R H,
2N demo-group-prefix, EiH{THHEN, EFEEFE# ClusterLogForwarding CR A #J groupPrefix =
E% :
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cloudwatch:

groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix B{EE#E 1AM infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

B - SRR 22 AR E & B R

M FERBERNB NN ARFRRZEN, A UE CloudWatch FAIEBEH, HAMETNRAEFGEZE
[E1):Ep

SNRITIMBRS. A2 FFan & Z A R AL MERBVEFN R, CloudWatch R4KELER S LIRTHERAE
H,

RN N BIERES N ARFREERNKRBESEN, HEAXMIPRERNGE SN, MREFS
EFRERNBEHAMERX S, ESHUT N ARZZER UUID FA B KA S D,

ZOREME TN REFmAZREE AN RREFBEH, EALIFE ClusterLogForwarder CR A%
groupBy FE&HI{H1XE 5 namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

¥ groupBy %i{& % namespaceName RN AREFHEH, ©F &M audit #1 infrastructure B
HH,

7(£Amazon Cloudwatch /1, SEZERIEMETRESNEHEEHLIINEKE. RNRE— NN AREGRZE
IEﬂ app", BATFHIHE ER—HTH mycluster-7977k.app BE&4H, AR mycluster-7977k.application

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRAFIFANEFTESINARLZENR, HMEFRERENIEEE, B mAEENN—DNEEH,
groupBy FEX(NEMMN ABHEH, ©AFM audit # infrastructure B &4,

Bl : NARFeAZE UUID Fed BEA

S FEBEPNE NN BRRFEMZZENR, EALE CloudWatch FRIEREH, HEMEEFNRAEE®S
Z8[R]BY UUID,

SNRITIMBRL. A2 R an B Z RN R I QI R, CloudWatch 2 — MBI H KA,
MREEREERLMERELNARFREEANR, HEARGDERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" 84
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ERENBARFMAZRE UUID G HES, EFILUE ClusterLogForwarder CR #f¥ groupBy F &
4% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

1£ Amazon Cloudwatch #1, @& Z2[E UUID HIIEBNBEELTFNKRE. RNE— NN BARRFEHRRZE
&) "app", A TFHIH ER— 1B mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H & 4H,
= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy FEX (UMM A HEH, BRI audit 1 infrastructure H&ZH,

9.4.15. \JE B 7 STS MIEEEE H &4 & El Amazon CloudWatch

STFEA T AWS Security Token Service (STS) BISEEE, &R LLF AR AWS BRESK -, =kfEMA Cloud
Credential Operator (CCO) X2 ccoctl S|E&FIEE X,

SoREH
® Logging for Red Hat OpenShift: 5.5 & B#H HIARA

1. FERLTEMRGEZE CredentialsRequest B & YR YAML :

Cloudwatch il iE kit

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:
secretRef:
name: <your_role_name>

akakak

177


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/authentication_and_authorization/#about-the-cloud-credential-operator

OpenShift Container Platform 4.11 B&it %

namespace: openshift-logging
serviceAccountNames:
- logcollector

2. {# ccoctl €345, M CredentialsRequest CR 7y AWS {2, {#f CredentialsRequest
XSFRES, X4 ccoctl B ROUE—NHHEERENIAM AR, ZABSIEEN OIDC H51R
HBFHEXEE, UER—NMEF CloudWatch FHRHUTIREMIPR R, LWHSTE
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml F A&7 —/ YAML EEE X, Lt secret XHEES AWS IAM SRR 2R
H1T B UER I8 role_arn #/{H,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com ﬂ

ﬂ <name> B TIHC T HIRBIGT, NiX5 STS KRR IR EAKNATRTER

3. NG secret :

I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. Bz %W ClusterLogForwarder B E ¥R :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: <your_role_name> G
pipelines:
- name: to-cloudwatch Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

‘o @

Q ClusterLogForwarder CR B4, /il instance,
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ClusterLogForwarder CR #6p 4 22 7] /2 openshift-logging.
¥ TE i L 9 B F,
187 cloudwatch !,

Eﬁi'ﬁ . j: yDﬂXTEIL;\ ?i-ﬁj\éﬂ .

000

[ ] IogType %%4\ H Ib\;‘g‘iﬁuL H ,L.\?E

e namespaceName NENNARFHRELEFUE—NAEH, EMEMIHITEER
M, FRMWBERR |ogType 2,

° namespaceUUID ﬁjﬂ/l\f“ﬁﬁ MmE2e[E UUID BIE— MM BELH, eilba hELen

ik  IEE— N FRBEEEREEELTPREOL infrastructureName FiTZ.
1B AWS X1,

IBESE AWS EIEH secret H R,

Ak I EEER AR,

FREEREEER LB RZRT  application. infrastructure =X audit.

0900099

9.4.16. [ HIIA AWS A/ AWS CloudWatch /& secret

MEERE—N AWS WIS AR/, BELIFE A oc create secret --from-literal €655 AWS {EF STS A&
secret :

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret = fil

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

o

Lth BEIR

e AWSSTSAPI &%

9.5. it & /b\lﬂi”&%%ﬁ

Red Hat OpenShift B logging MEEBFRINEIRIEFM N ARRFBE, F{ER Kubernetes pod #1%i B oK
BEEEHUE,
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AT LU B S YEESSERE CPU MINERR(E, FHEEUEESS Pod BESEM T M. A XEN BB
LEMETR, @I ClusterLogging BE X HR (CR) AHY spec.collection.log.fluentd /)77 3&#i
17

9.5.1. EdiE H & & 25
& LLB T TR ClusterLogging B E X HR(CR)REE HEE AN B ERESR K,

Fluentd B#F A, ITHEUEHAITRAPMER, ZI0ERE SRR T Em R R4

XANIHEER bug EE M, (BIINEENABRENH. FH Fluentd IERIERE, &HA
LAMEF Vector,

SoREH
o HEENR,
e B% %k OpenShift CLI(oC).
o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,

1. 182X ClusterLogging CR collection #{#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTFELKRIUCEHNAETRES LR, XALZ vector = fluentd,

2. Z1TLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

9.5.2. E H Ib\lﬂi”&%%& Pod
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ff

L=
o EWHHIZITUTHRSEFHRILTKES Pod RHEIFIF :

S

I $ oc get pods --selector component=collector -o wide -n <project_name>

it Bl
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>
collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>
collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

9.5.3. Ec & B &SRR CPU N7 IRIE
AR BAI CPU IR BRI 4T VAR,

¥ =
o 5% openshift-logging i #1# ClusterLogging B E L ¥& (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ FRERZRECPUMMNERERIER, LTHERRIME

9.5.4. Fluentd HE® AL 23 E N ELE
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Fluentd B#FH, TIEURBAITIRAPMER, LI0ERE LRI A 1T B E P FREXT
XANIHEER bug EE M, (BIINEENABRENH. N Fluentd IERIERE, &HA
LAMFERA Vector,

HEICESIES A Fluentd B3, STTHFIHE Fluentd BEH 4 BRAMARS, BiliXEsH, TUERUT
Fluentd 759 :

o HRFNIRGARK /N

o HUEMRITH

o HRILLEINITH
Fluentd T£4°8 chunk (#£) BYEA blob RIS BEEIE . & Fluentd BIEE—DNRES, HAEINGTF
stage, TEIXANIER, BIBSWERIIS A, HHEHR, Fluentd RERBE queve, ERMFRIGH
BEAHBMME], BERBRFEXE, B—LERSFH Fluentd BRI, WRLEHESEHNINAE
I, NRITEFMRIR, Fluentd RRBEEEIBMRIEIE (flushing) o
1£ OpenShift Container Platform A1, Fluentd &{# 8 exponential backoff 7R EiH;ER (flushing)
#B1E, Fluentd RINEEAEUERREZ AIMERNE, XABFHA R EWAEREIFRK, EoIUE
FA exponential backoff B4, FER EAHERN AL, ©rIfEisENH EREEER flush H,
XL SH A B BN IR AT IE R I B L = 2 B B FI #E,

o ZE{{t Fluentd WEME, EALIFERXLESHEIEERANZ AT, ERBRUKIZE

S [EfRAIE SN RO MEHIRINHE. HER, KREZARFEETRIXGRAER

% Z2H],

o ELEER, EUUERSHRRAZHE, BRUEENWE, BERENISIMZH, HE
REMEREEME L,

& LA#E A ClusterLogging BE X IR (CR) AL TSHEZE chunking # flushing 174, fAfFiXLE
SHRBENARME Fluentd FEEBSTH, 4 Fluentd EH,

cak

4
lIEe
%
4

o SARZHAITR, BIARBENIZM A IR A RIFHI—RRMERE.

o SUERATX Fluentd BEEMMEREA A T RIS LAF.

o XATMHEEHE, ©Tx BERIZHEEMRB R,

2] Hah LIyIN
chunkLimitSize BIMMRKRE, SFFBAEXD  8m

KA, Fluentd &ELESHIES
A—ANE, SRS, Fluentd [ %
EBICAFUFHIT FF— RO,
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totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

AR B ERAKRDN, BIMER
(stage) #NPAFI (stage) BIEK
No IR X IR /N IX A
fH, Fluentd &= IESEIERMNE
B, HERERRW, FIERESR
REIBURER S K.

BERRZ AR IFIRR, R LAE A
«m (28) . h ()
i) gd (X) .

PUTIERRBNT L ¢

o lazy:E T timekey &%k

SRHITER, BTEE
X timekey %4,

interval : 7T
flushinterval &% 538
B,

Immediate: TE1FEIER
me|—NMEs EEE
B,

PUTHERR (flushing) BOZRFZEL
winERME RS ARIEMT
XA M A R 81 5.

HEASIHETRBIIT T

e throw_exception : &

H—TREHEESHE
o

block : {=1E %1 #iEH1T
HRT, BERZHXEA
STHY ] A AR R H Ik,

e drop_oldest_chunk:

FHIBRIBBIER LR 237 (% A
BOER, |BERAOH {H LERTER
20,

exponential_backoff Ei{ /5%
BIE KBS IE] (DAY H4L)

8 9 & BEBESENE A

VN

KA 15% BT s 5L 0 FR 1EFT A i
Heh,

1s

interval

block

300s
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BH ek il
retryType flushing RIS EIXBI 534 - exponential_backoff

e exponential_backoff
DB INEREIEIEEE
BRI BRI (Al Fluentd &
MEHT—REAFTES
REROIE], BEEAE
retry_max_interval &
PR EMIE.,

e periodic : &£F
retryWait 2%, EHiE

BUBR R,
retryTimeOut ERFIORBMEAEROBLS  60m
(18
retryWait T REEMRBIRIN ] (LA HE 1s
i)

MFEX Fluentd REBEANESIER, ESMH Fluentd 3118 RBIZ HhiEHE,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance
2. DINSELRUATEMRSE :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s @)
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s" G
retryType: periodic ﬂ
retryWait: 1s 6
totalLimitSize: 32m Q
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AIEE S M REHIAHTIBRRATBI R AR,
YR B IR B AR,
EEHITHERN AL ¢ lazy. interval 5 immediate,
EERTHBMRMAERE.
15 & LA BT A« throw_exception, block =X drop_oldest_chunk,
157 5 F exponential_backoff 3EHE 5 AN B S A [BIBRIT (8] (AR M ELAL)
1B E HHERRAMATEiH BB . exponential_backoff =X periodic.

EE T —RIUERRATAE ] (LR AL .

@@9@@6@@0

EERG AR RARAKRN,

3. BiE Fluentd Pod 2B EEHIE -

I $ oc get pods -I component=collector -n openshift-logging

4. FH7 fluentd B2 &R &Y R AIFT(E :

I $ oc extract configmap/collector --confirm

fluentd.conf =4l

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

0.6. & FH17f% KUBERNETES S14

OpenShift Container Platform B4 HE 2 — pod, ©Hl Kubernetes B, &Y logging it XE
RS, B/ F5hERE Event Router,

Event Router MFFETBREEH, FHIFHEA STDOUT, ARG, WESRFXLEEHELE
ClusterLogForwarder B & Y TR (CR)H E LI E %,
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- e
EHEREHER ) Fluentd @INTIAB M, HARERE M LARGCEN B EHBHE,

9.6.1. BEMEEEHEHER

FERAUTSREEGRARMERNER R, BEIZBZE Event Router E3E Z openshift-logging i
B, LBREMEEPKESH,

==
Event Router & =2 Red Hat OpenShift Logging Operator B—&R4y, @A/ IR T,

LUF Template *f ROESEHEEARAMENRSKS. SEABGNERAGHTE, BRAKEENDE
Event Router pod, & LA{# A bR R M TC 75 58 =k Jm R iR AR S BB e ER B X &R CPU FIREIE K,

FRFH

o FEEHMNIR, LMEROUIEBRSIKAMEHREHACHE. fl, BALUERES cluster-
admin B &HAFRIZTLTER,

o W& % Red Hat OpenShift Logging Operator,

1 NEAREIFLIRENR

apiVersion: template.openshift.io/v1
kind: Template
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: $§{NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding @)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount
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name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
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188

runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"

- name: CPU a
displayName: CPU
value: "100m"

- name: MEMORY @
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace
value: "openshift-logging"

1E openshift-logging i B  h S 4 EREBZROIE— MRS

O F IR RER =48 ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 45 BlIBR 551k o

£ openshift-logging i B {132 — MR B BT Sk £ B FTEE B config.json ST,
1Z openshift-logging Wi B 03— M ERE, L4 FHFESE Event Router pods,
EEHK, BRERA, 10 v0.4.

EE DB EHERESR pod IR/ CPU 2, BRIAE100m,
BEDBEAEHIRESR pod WRNIKEFE, BRILEH128Mi,

9909902909000

EEEEHDPLRENRM openshift-logging T H.

2. AU TR RAIBRLN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created
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3. %k openshift-logging 71 B AR &% H Event Router:

a. AEMWEMEHE Pod:

I $ oc get pods --selector component=eventrouter -o name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEEHIRHEFRENEH :
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5| EFH Kibana k& EEH 4,
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$£10 = HEEME

10.1. x FHEEFE

IR A] LA FH SR BE R B BR Loki 3¢ Elasticsearch B&FEREFMHE, tBALIEHA ClusterLogForwarder
B LHR(CR) B & & BN SR,

10.1.1. BEEERE
Loki %_/Pﬂﬁﬁ*TEE/{Js %FTFHE%*HFE’JE/L,\/RD Q 1’?7’751mﬂ%5’\]5mﬁ_ﬁ%%ﬂ,\0

Elastlcsearch £ ingestion I A ZELHRF|E ARWBEEKILK, Loki {{FE ingestion X F2HZRF|I /LN EEIR
, FERBES /MR, BEEMHBENL, XEKEE Loki IERMIKEHE,

10.1.1.1. % F Elasticsearch B & 7%

H&EILE Elasticsearch SEBIE (EAEFMIE, BFKRA 7 RWFEEEK, MREFLKNEFREEE, &8
WIERBEREE=ZAEERT.

Elasticsearch ¥ HEHUWEM Fluentd BIRFIHIBREZ (S F5/h, REHEBINRSIDRETIER (7
shard(#A)) 788 E| Elasticsearch S8 #)—*4H Elasticsearch T L, f&BILAEZE Elasticsearch 3&H
SR eERD (#57 replica(8J#)) Elasticsearch h 24384 E| Elasticsearch TJ IJ—'-'J: ClusterLogging
BELHER (CR) AFEEEMMAERD R, LURHEBUIBTURMBIERE N, FLa LUER
ClusterLogging CR A HJ{R & SRB& Sk 15 E A A 2K 8L B H &I R B BINT K,

T=
RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

Red Hat OpenShift Logging Operator #1185 # OpenShift Elasticsearch Operator HafR &4
Elasticsearch W REBE AT HE B S EFMENM —MERATEHE., TR EN, FAILUEMA ClusterLogging
BENHIR (CR) RN Elasticsearch TV M E, AXEEBEFEMANERSEI, 1ES N Elasticsearch X
.

k

= -
' =B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEHN L.

Elasticsearch 38| ET A ERVIRIES] (RBAC) ATLLFF A A G B RB5 R, B 5 o LK
HyFﬁﬁ E ICh %Z%AJ\RE\E‘U?IEH E E:Iﬁ = I:F'E,J E Tho

10.1.2. 18 H &5 6%

'/fg:__]-l')\ﬁﬁﬁ LOgOL E =N 'L/jlu = 7%?1/? L0k|o

10.1.3. Hh ¥R
o | oki ZH#H3#Y

® [ oki Object Storage 344
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https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html
https://grafana.com/docs/loki/latest/logql/
https://grafana.com/docs/loki/latest/get-started/components/
https://loki-operator.dev/docs/object_storage.md/
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10.2. ZEHEEFME

IR E LUEF OpenShift CLI (oc)8% OpenShift Container Platform Web 12#l&1E OpenShift Container
Platform 58 23 E HE&F .

p= =1
OpenShift Elasticsearch Operator B3, T EUEHNAZTRAFMR, IIEEES
AR T £ o B HA PR ST IX N IIRER bug IEE M HF, BTN AERBUNS. &
. LU#EF Loki Operator ¥/ OpenShift Elasticsearch Operator IER A REEEEINBE
A o
10.2.1. #BZE Loki H & EF &
IRE LUEF Loki Operator £ OpenShift Container Platform S£E$FhERERER Loki HEEiE, RE Loki

Operator &, @ T A8 —1 secret ECE Loki X REE, FHOIE— LokiStack BE LR
(CR).

10.2.1.1. BBFE K/

Loki B9K/MEF N<x>.<size> 18, HA{H <N> Z2EHINS, <size> FEEMRERET,

-
Ix.extra-small (VA FERBXR, EFAHIZE,

5% 10.1. Loki K/

Ix.extra-small Ix.small Ix.medium
BuE L NAFET. 500GB/day 2TB/day
BWHE N (QPS) NATFER. 25-50 QPS at 200ms 25-75 QPS at 200ms
SHRF x 2 3
& CPUEX 51 vCPU 36 ™ vCPU 54 4~ vCPU
BR#FHK 7.5Gi 63Gi 139Gi
SRERE R 150Gi 300Gi 450Gi

10.2.1.1.1. XHg API B KR E X
LokiStack FF & EEFEiH4TH, BRIMAZIEFRME AP,
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CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESS R
RulerConfig rulerconfig.loki.grafana/vibetal RTINS
AlertingRule alertingrule.loki.grafana/vibetal RTINS
RecordingRule recordingrule.loki.grafana/vibetal AT

BF

{# /3 RulerConfig. AlertingRule #1 RecordingRule B E X %R E X (CRD), AE ™
RORTIINEE, FRARTIINEER ZLNE ™ MRS FN L (SLA) XZFF, BINEEREHF

TR, AIERHEEE T IMERFER e, XERATI A _Il«/lﬁﬁi)*'hiﬁﬁi%ﬁﬂ’ﬂlﬂ
e, HENREFLAMEBRHEREEL

BRIABRAT G FEEMNESER, WSARATITEF e,

10.2.1.2. ff OpenShift Container Platform Web il & %%k Loki Operator

%E OpenShift Container Platform SEEfLEMEE B &0k, DNRELHNE Operator, XA LUE
1T web 2 & A B Operator Hub 5.

OpenShift Container Platform Operator {# B & X ¥ /)?(CR)%MEETLFH*EV&EZH# =2NEE %Dlx
i CR AR FiRMt, Operator R#E Operator W AR A RESLEL, ME A1 S NE IR

BHE XERE X (CRD)E LT —1 CR, F#%IH Operator B el HMIFFAECIE. %%k Operator %@‘JL
CRD, AABRTFERK CR,

FRFH

o RALUN R ZZ RN REFM (AWS S3. Google Cloud Storage. Azure. Swift, Minio.
OpenShift Data Foundation),

o HEHEMNNR.

e jj[a] OpenShift Container Platform web 1Z#I&

Pt =

1. £ OpenShift Container Platform Web #£#& Administrator ¥l /, 7 A Operators —»
OperatorHub,

2. 7 Filter by keyword FE&#%ij A Loki Operator, 7] Operator 73R+ # Loki Operator, %A
& 5= Install,

BT
IMBA 2 Community Loki Operator,

3. #%#¥ stable =X stable-x.y /F ) BHE.
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https://access.redhat.com/support/offerings/techpreview/

10 = BiSFE

stable /iR N BEIC KRR A RE TR, BERSRGZARANER, &

WIFT A8 stable-x.y, HA x.y KRMLEM B KRID T ERAFNRAR
A, 540, stable-5.7,

Loki Operator i/ ERE B2 fH operator 4H4p £ %2 [H] openshift-operators-redhat, X Itk B2/
T Installation mode #1 Installed Namespace, IR ZEHIREE, NSHNECIEE,

1%t#% Enable operator-recommended cluster monitoring on this namespace,
XANEITTE Namespace X R % & openshift.io/cluster-monitoring: "true" /7%, A4
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

%I F Update approval, &% Automatic, ZAE = Install,
ANSRAT R AR RO HE E SRR 1% B Automatic, NI E T F2 R TEFTLHIE RIR HEHTHY Operator hR
A SIENED, NRIERIRIN Manual, N FF ot £ RF LB ES,

i A Operators — Installed Operators,
MR E 1%+ openshift-logging T H,
£ Status Flidh, FSUEEER T 4BRXTAIRL, F4 InstallSucceeded, XA Up to date,

Operator AIRERTE LT EI L7~ Failed IR, R Operator ZEFTHFF LT
InstallSucceeded 2, 15RI¥TT1HE,

10.2.1.3. i Web #ZHI& N Loki X REMEBIEE secret
ZRLE Loki N REFM, MATOIE— secret, A LUFEF OpenShift Container Platform Web #5l&

B3 secret,
SoRFEH
o HEEANR,
e jj[n] OpenShift Container Platform web &,
e B%&E Loki Operator,
iz
1. #£ OpenShift Container Platform Web #E#I&# Administrator 1 #i# A Workloads -
Secrets,
2. M Create TH[ZIFRH1%EFFE From YAML,
3. AIEE—1 secret, ©fEF access_key_id #1 access_key_secret FE& 35 E E I IUEF

bucketnames. endpoint #I region F &R E LA REFMAE. AWS LA T RBIAER -

Secret Xf R<Hl
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apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

Hb bR
o |oki X RELE

10.2.1.4. {1 Web #2552 LokiStack B E X ITiR

& 7] LU F OpenShift Container Platform Web {2 & 6% LokiStack B & X FIR(CR).

SeRFH
o BEEANR,
e ijj[a] OpenShift Container Platform web 1Z%I&,

o B &% Loki Operator,

1. # A Operators - Installed Operators T, = Allinstances %1,
2. 1E Create new THI%IZKRA, 1EFE LokiStack,

3. % YAML #1E, ARERUTERFENEE LokiStack CR :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: vi2
effectiveDate: '2022-06-01"
secret:
name: logging-loki-s3 6
type: s3 ﬂ
storageClassName: <storage_class_name> 6
tenants:
mode: openshift-logging
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{8 FH & %5 logging-lokis,
EFEIEEY Loki BRE K/,
1EE BT BEFMM secret,
B E X MR E R R,

00009

NG F R AFE RN T, NIREREMRE, 1HIEEQEREENEMER, ATLUER
oc get storageclasses @5 % HE B A A FHE K,

10.2.1.5. [ CLI &% Loki Operator

ZE £ OpenShift Container Platform 2R ZEME B HEILE, DHRELIANE Operator, X B LLE
1 OpenShift Container Platform CLI 5%

OpenShift Container Platform Operator A B E L HIR(CR):XREEN AREF RHEAH, aNEEFIXE
HH CR IR F124t, Operator R#E Operator PR AMIERESLE, Ml ilis R NESIRE,
BHE XEIRE L (CRD)E LT —1 CR, F#3UH Operator B e MR EECE. &% Operator &1IE
CRD, AERTFEMK CR,

SERFH
o HEEANR,
o B &% OpenShift CLI (oc)

o RELU NI ZZ RN REFM, 5180 : AWS S3. Google Cloud Storage. Azure. Swift, Minio
=X OpenShift Data Foundation,

1. B Subscription & :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

charsion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat 9
spec:

channel: stable 6

name: loki-operator

source: redhat-operators ﬂ

sourceNamespace: openshift-marketplace

w,ﬂilz\ﬁﬁ?‘é‘i openshift-operators-redhat %% 22 f],

9 {57 stable, =X stable-5.<y> F /y4iliE,
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157 redhat-operators, #15E OpenShift Container Platform SEE¥ L& EZRMLEH (HHFF
T RERISERE) |, 15IEEEE Operator Lifecycle Manager (OLM) B G132 #

2. KF Subscription X% :

I $ oc apply -f <filename>.yaml

10.2.1.6. fi [ CLI 2}y Loki X RIFfEBIEE secret
BB Loki M REFM, ERAIOIE— secret, EALUFE R OpenShift CLI (oc)5E K L& 1E,

FERFH
o BEEANR,
e B%&E Loki Operator,

e B%% OpenShift CLI (oc) .

Pt

ZITU TS, EEEENIEBMBIIXHIE K O secret :

--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>

ey
$ oc create secret generic -n openshift-logging <your_secret_name> \
--from-literal=password=<your_password>

@ o
. fEA@A K opaque secret LIRS R R,

o ZITLAT A IIL secret EREOIEE :
I $ oc get secrets
HAth B

o Loki X RELE

10.2.1.7. {8 CLI f]& LokiStack HE X ¥R

&7 LAfE A OpenShift CLI (oc) /3 LokiStack B E X #IR(CR).

FoRFM
o HEHEHNNR.
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o B &% Loki Operator,

o B &% OpenShift CLI (oc)

pi% &2
1. fI# LokiStack CR :

LokiStack CR =4

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: v12
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 6
storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging

@ T Loki A IREEA, MR NETTN 1x.small 1 1x.medium,

@ HIABBAEE secret BB

9 i N\ B EFNE secret BIKEL,

Q Nw FER AT RN G, WIKGREMRE, FREDEREENEFME, TLUER
oc get storageclasses 7l B8 A A FE R,

2. N.FH LokiStack CR :
I $ oc apply -f <filename>.yaml

o ZITLU TS HEENE, 7E openshift-logging 7B 5 pod I IE &L -
I $ oc get pods -n openshift-logging

WAEER TS TRATFEEICFKAHMGN pod, REFLUTIIR :

it Bl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnl82 1/1 Running 0 14m
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collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8m2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjff9k 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

10.2.2. Loki X & 1zfif

Loki Operator ¥ AWS S3, LARK Minio #1 OpenShift Data Foundation ZHEAh S3 AN REF
i, Azure, GCS # Swift HZ#,

XTF Loki 77, H#EFERI nomenclature 22 logging-loki-<your_storage_providers,

TRETRT BN EFHEMNBE LokiStack B E L HIR(CR) HEY type [H, MEELER, ESHFMEMHN
R

# 10.2. Secret KRR FESE

BN Secret type f&

AWS s3
Azure azure
Google Cloud gcs
Minio s3
OpensShift Data Foundation s3
Swift swift

10.2.2.1. AWS 75fiZ

FRFH

o B &% Loki Operator,
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https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
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°
°
°
iz
°
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BZ& % OpenShift CLI (oc) .
87 AWS EAQE T &R

RO T AWS IAM EB&FD IAM B F

BT T84, B/ —1%275 logging-loki-aws BI% R1F 1 secret :

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>" \
--from-literal=access_key_id="<aws_access_key_id>"\
--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure 151

FRFM

[ ]

[ ]
it

[ ]

B &% Loki Operator,
B &% OpenShift CLI (oc) .

/L.\Tj_: Azure J:@IJE TTﬁ%*ﬁo

BT T4, ER%A logging-loki-azure G R1EFHE secret :

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \ﬂ
--from-literal=account_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

T HHIFEE 85 AzureGlobal. AzureChinaCloud. AzureGermanCloud =
AzureUSGovernment,

10.2.2.3. Google Cloud Platform #=#fi#

FRFH

B &% Loki Operator,

B&% OpenShift CLI (oc) .

f&7E Google Cloud Platform (GCP) LAIE T —4 1 H,
WER—TIB PR T FiE8,

BIERT GCP HHINIERMR —W B o2 T AR5,
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ff

L=

S

1. M GCP ZIMAIAR 51K~ FEIEE HIEIE N key.json BIST A,

2. BT T4, FEREM logging-loki-ges OIEN REZ(i# secret :

--from-literal=bucketname="<bucket_name>"\

iz
$ oc create secret generic logging-loki-gcs \
--from-file=key.json="<path/to/key.json>"

10.2.2.4. Minio 7fi&

FoREZMH
o B &% Loki Operator,
o B &% OpenShift CLI (oc)
o TEEEFHEE T Minio,
e &7E Minio LAIR T FhfH,

it
TUTHS, BI8—1N% N logging-loki-minio B9 R 1F (i secret :

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>" \
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>"

10.2.2.5. OpenShift Data Foundation &fi

FoRFMH

o B &% Loki Operator,
o B &% OpenShift CLI (oc)
o REEEE T OpenShift Data Foundation,

o NN RIFHEECE T OpenShift Data Foundation 5£2%,

it =3
1. £ openshift-logging n 4 22 [A] 1 ii# ObjectBucketClaim B 7E X FIR :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:

name: loki-bucket-odf

namespace: openshift-logging
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https://operator.min.io/
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spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

2. iIBTUATFEE, MXEXH ConfigMap X RIKEVFEHERE M

jsonpath="{.data.BUCKET_HOSTY}")
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}")
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o

LY
BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORT}')

3. IBITLAT %, MKEXB secret FRENFFHERRDT R B EA -

jsonpath="{.data.AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -0

iz
ACCESS_KEY_ID=$%(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath="{.data.AWS_SECRET_ACCESS_KEYY}' | base64 -d)

4. iZfTLL TS, QIE—14%N logging-loki-odf B9% R secret :

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6. Swift f&fif

FRFM

e B%&E Loki Operator,
o B &% OpenShift CLI (oc)

o R7E Swift LA T —PNEFIER,

o ZITLUT®4E, BIE—1% logging-loki-swift B9 R1F(E secret :

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"
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o EHLIRILZTUTTREMTBRFERIE. KEHHE :

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. 82 Elasticsearch B &7

& BT LUEF OpenShift Elasticsearch Operator £ OpenShift Container Platform &2 L E8ZE PER
Elasticsearch H &7,

LU Loki Operator 5 OpenShift Elasticsearch Operator WER AREKEEKINBE
ik,

=
' OpenShift Elasticsearch Operator B3, TEUEHNAZTRAFMR, IEEES
B A (TSR RRHR T IX N IIEER bug IBE M H, (BUINEERABEREUH, &9
10.2.3.1. Elasticsearch BIfEfE = E T

B Elasticsearch SPEEREHFTE —NFAMS, 7 OpenShift Container Platform A, X{FEHEFFAME
BFEBHPVC)RLH,

T
NRFAMEBRFHALENE, EFEERRIKRHE, X7E LocalVolume X R
volumeMode: block i, Elasticsearch FTiE{FARIALSE,

OpenShift Elasticsearch Operator {# i Elasticsearch FR&H 7 PVC 8,
Fluentd J¥ systemd journal #1 /var/log/containers/*.log B9Ff A B & #R (£ 4 El Elasticsearch,

Elasticsearch ZEERWRERHITREESFIRE, NIREXERHHNE, BNSLB/BEMN, BN
[, IEHEN AR B SEIENRE, HFoRXAFENTREERE,

BINERT, UEFEHEBE N 85% J#ilt, Elasticsearch &2 1A S EHEEE, 90% i, Elasticsearch

SEFENBELTHNESFEFEMIHMAT R, B2, MREMEFET 85% LT REBEMHE
Z2/d], Elasticsearch &1E4EAE#HZRFIFHHZ N RED,
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p= )1
XS, (KK E R Y RIARA A Elasticsearch BRIAME, Bl LUBTUXLEBINE, RAR
ERFEAERNRINE, BT EEERPBEIOILE,

10.2.3.2. {81 Web 125 2% OpenShift Elasticsearch Operator

OpenShift Elasticsearch Operator & |2 F1EE OpenShift Logging AR Elasticsearch &%,

FEREH
e Elasticsearch RNEHRER N AR, B Elasticsearch T m#EEE ) 16GB REXRHREARE
HRAPRENEE, KRIE ClusterLogging B E X KRFP BEIEE,
& AI#) OpenShift Container Platform 7 mZA AT 88 B LLZ #F Elasticsearch 8£8%, fEAIITE
OpenShift Container Platform & FRRINZIN T mF BEERHENESNAFLT, 810
Elasticsearch 17 mix % ul{#FH 64GB ™N"AE,
Elasticsearch i m&l A IEFUE IR F X E TiafT, BEETIMNERREIGIEEM,

o fA{REH Elasticsearch FTEMIFAMEEE, STFRE Elasticsearch T mEIEEH CHEHES,

NRFAMEBRATFHFALEE, EAEERRIBEHE, X1E LocalVolume X §
#) volumeMode: block i, Elasticsearch ;& {FARIAILE,

1. £ OpenShift Container Platform Web #£#|&H, ifi Operators » OperatorHub,

2. MTAETFH Operator 53R A% OpenShift Elasticsearch Operator, #AE = Install,

3. MB{RFE Installation mode Ti%£# T All namespaces on the cluster,

4. METE Installed Namespace T T openshift-operators-redhat.
R JitEE openshift-operators-redhat 844 22[F], openshift-operators ip & ZZ A/ AIRER T =
1 XIR B operator, XL operator REIE(E, HEHA B metric ATBES OpenShift Container
Platform metric & #ERE, M-S,

5. 1%#¥ Enable operator recommended cluster monitoring on this namespace

XANEIIE Namespace H R X E openshift.io/cluster-monitoring: "true” I1%:, S

BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

6. % stable-5.x fF2h BHHE,

WA BT SRES -

e Automatic SRB&fL1F Operator Lifecycle Manager (OLM) 7EHE R A= BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EIERAE A Operator B,

8. = Install,
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1. @I tN#E|] Operators — Installed Operators 713541 OpenShift Elasticsearch Operator B.#
R,

2. #%E OpenShift Elasticsearch Operator ZEFTE I F#7IH, & Status 7y Succeeded,

10.2.3.3. {§1[ CLI &% OpenShift Elasticsearch Operator

& Bl LUEF OpenShift CLI (oc) &4k OpenShift Elasticsearch Operator,

FeREH
o M{REH Elasticsearch FTEHFAMLEFE, FEE Elasticsearch T REFTEBSHEHS.

NRFAMEBRATFHFALEE, EFEERRIKHEE, 1X1E LocalVolume X §
#) volumeMode: block 3, Elasticsearch FTiE{FARIAILE,

Elasticsearch R AEFEEREIN AR, HIABERT, OpenShift Container Platform &% 3 4
Elasticsearch T s, HERFIERMEHI) 16 GB, #IAIXBEH =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FTEEEE 21T Elasticsearch, HIRIBEIS Elasticsearch #HXxHY
RIEAE, EERBFRINES Elasticsearch TR, MAEEMIME T R EMRHTE,

o HEHEMNNR.

e B% %k OpenShift CLI(0c).

iz
1. 68— Namespace X R{EH—1 YAML 304 :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q XI5 E openshift-operators-redhat v £ 22 (5], EF5IERIBESI8FR 22, B
Prometheus Cluster Monitoring #%E2& 5 M openshift-operators-redhat 4n 44 22 [A] 112
Enfg#T, mMAZM openshift-operators #p#4 22 [A|H12EX, openshift-operators fp+ 22 [H]
AlBER B &1L X Operator, X Operator REEE, FHABERLZHES metric WRAFRER
B8, M SBURZE,

Q FREBWITIRBIIRIEEZING, LARER LRI openshift-operators-redhat %

Z2[H],

2. 21T a4 %L Namespace X4 :

I $ oc apply -f <filename>.yaml
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3. LLYAML X4 6 OperatorGroup X1 £ :

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q 1R7T36 7E openshift-operators-redhat @344 22 4],

4. iZITUA T ep 3K OperatorGroup X £ :
I $ oc apply -f <filename>.yaml

5. il — Subscription X § 31T 5] OpenShift Elasticsearch Operator B#n & Z2[H] :
1T i =B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

RI¥ETE openshift-operators-redhat 5 £ 22|,
157 stable, =X stable-x.y /EN#E, 155 WA TFER,

Automatic 7o1F Operator Lifecycle Manager (OLM) A #hR Ao A B shE#H
Operator, Manual 3k E55& L EIEHIA F#E 4 Operator BE#f,

o 009

157 redhat-operators, #15E OpenShift Container Platform SEE$ L EZRMLEH (HhFF
TR RERISERE) |, 15IEEEE Operator Lifecycle Manager (OLM)R 124
CatalogSource % R EFF.

157 stable RERHTEERANLFIMA, FERT A installPlanApproval:
"Automatic" # stable & B 511% Operator # % RETHIFEE EARAFRIR A

157 stable-x.y 2 REHFEERANHFNRMRA. EATHE installPlanApproval:
"Automatic" #J stable-x.y Bz Operator A EIF A {ThR AP RFTEER
hR AR,

6. IZITLATanm 3R AT
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I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator 2 %% £l openshift-operators-redhat fp % 22 7], FH 5 HE!
SHPNBIIR,

L BT aS:

I $ oc get csv -n --all-namespaces

2. MEEHEY, FWILAENHELZREPFEIE OpenShift Elasticsearch Operator B Pod

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.7.1  OpenShift Elasticsearch
Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-node-lease elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-public elasticsearch-operator.v5.7.1  OpenShift Elasticsearch
Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-system elasticsearch-operator.v5.7.1  OpenShift Elasticsearch
Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
non-destructive-test elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded

10.2.4. Be & BE&EE
& e LR 82X ClusterLogging B iE Y HTR(CR)XREE H &AM B EFZE R,

SeRFMH
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BEEANR,
B&% OpenShift CLI(oc).

B%& % Red Hat OpenShift Logging Operator M1— 1MARE B EEE, ©=& LokiStack 5%
Elasticsearch,

KRB0 T ClusterLogging CR.

OpenShift Elasticsearch Operator B#F M, TTXIEUEHNAITHRAFMER, Z08EEY
BT A fp B HA IR XN ThEER bug IEE M HF, (BLbIheeABRERH. &
LUFEF Loki Operator #£77 OpenShift Elasticsearch Operator WE R AREREBEINBE
i,



ff

L=

S

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}

redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

Elasticsearch B Z R AL R &%

BETRERE, XMEATUR

LokiStack FYR] & EE & LT,

x O 009

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. 27T 4 N A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.3. Fid & LOKISTACK B&E&EiE

e EAEREFEMEERE, XATLLE lokistack =X elasticsearch,

¥ LokiStack 53 H&EFEH ClusterLogging CR 4l

10 = BiSFE

ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.
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FEEEICFEXEA, LokiStack 1EHIZE Loki #1 Web K25 OpenShift Container Platform B35 IESE R
BBFICRHAS, LokiStack IR EF OpenShift Container Platform S5 %5 E 3o L e % 78
Fo Loki f$ BEFEMIER N AN HE N EBFE,

10.3.1. 5 cluster-admin BB A &0 EHA

BF

LA cluster-admin i B3 E NS N AL EMWNARFEE, HPEEPMEMAZRENR
MR EMAT 5120, 253 1% Parse error: input size too long (XXXX > 5120),
T BEiFhiEH LokiStack R EEBIVIA], E{E cluster-admin B cluster-admin 2H
B G1. 1R cluster-admin HARE7E, BB EHNMENA T HRMEIEF,

FERUTEHE HEH cluster-admin FEAY A - A 372H,

pii% &2
1. B AL TS0 BHA -

I $ oc adm groups new cluster-admin

2. BIANLLTF eSS E R INE cluster-admin ZH :

I $ oc adm groups add-users cluster-admin <username>

3. BIALL TS 1EH SR cluster-admin B A& :

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2. f§F Loki JE BE T ARMRE

ERABEICKRAE 5.6 RESMA, BTUREASREERERKE, IEANTLELE, SMEIH
MANERIXE, S0RRFNEEEIXHNA, U!'J*HF’%M!'JAEQ%%M!UZHuf”FHo

. EERAETROEE, H0E— LokiStack BE XL 1T /}?(CR)
LRENETRBERRA

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' e
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- days: 1
priority: 1
selector: '{log_type="infrastructure"}
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

Q FEBEREBREBER, 3 : B PBRARNGFHEIEN REEPREZEE,
Q W RIS CR I, S£EHAEARE,
g S2BFELAERN LogQL &ifl,

X —1r AP E T RERE A

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
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secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

ﬂ RIEFE X B R BRI, BMHIFE KB 2 application. audit 1 infrastructure,

@ CERTEUETRM LogQL Eifl,

2. 8 LokiStack CR :

I $ oc apply -f <filename>.yaml

Gk

XAERATAHEFNESEERERE, FRANKEHEEFHEEXHNRX 30 RNERRFRE
e GEGR

'IJ|+

10.3.3. Loki KR Hl iR tX = BERR

#NR Log Forwarder API 81 EERRFI R Z(E B L E Loki, Loki RERERRHI(429)5H 1%,

IXEHR AT BERTEIEBRELSRERAE, H0, B logging RINEIEEAELHEMERHES, logging
H‘L_t ﬁj\*l.”zﬁfjbﬁalLA?kEETTHI&%H:‘&)LEKBE%”%EIBEQ EJX*FFI%E/R-F uu%/d\\bu¥ﬁalb\5’])$}#d\:]:Il_l'

BRRE, RHESRASEHCIE, FEAREKRE - FIMENA 2R ERKRE 1%,

SNSRI PRI R L L 4, WA LLBIT 18R LokiStack B E X HHIR(CR) AR R I 0] {1,

BF

LokiStack CR 1£ Grafana £ &/ Loki LA A, AFEHAERTF Grafana I£ER Loki AR
4583,

Conditions
® |ogForwarder API B2 & 7% H & Al Loki,

L E’JIBFQ/JLJJ_.I LOkI ﬁ j(:.F 2 MB E’J é/u\ij%o WU&D .

"values™:[["1630410392689800468","{\"kind\":\"Event\"\"apiVersion\":\
\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e A oc logs -n openshift-logging -l component=collector 5, £&HHKERZAERLRE
%LX-F% Ii/ﬁ/u\z_ﬁ"ﬁi' .

I 429 Too Many Requests Ingestion rate limit exceeded
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Vector #5158 Bl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 5158 2R~ Hl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EEBRERNBRBRX MR, B8, 7E LokiStack ingester pod A :

Loki ingester £515%5H 2Rl

s}
e

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

2]

10.3.4. &

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

ingestionBurstSize F&E L BN EHEBEI AN R AR MR IREIREIR/N (A MB HEH
i) o IMER—NERS], FLEXEAEDERAMMXERPIHNEREERN.
f¥F KT ingestionBurstSize HEIHEANIFE K,

ingestionRate FEEBMWHRARAITFAENYIRE (WL MB HHA) . MNRHEERFE T
R, NBIERREIF R, BREFSEHALEAE. RELTHEBTRS, RIH
RIERE AP FIMIER FRAE R,

o YRS
bm/ﬁ\
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o | oki HHFxH
® | oki Query Language (LogQL)3Z#4
® Grafana (Y &R

® [ oki Storage Schema 344

10.4. Bt @ ELASTICSEARCH B &7
& ET LUE R Elasticsearch 6 SEZEF1H 4 B EBUE.
e LB B EFM, 215 :
® Elasticsearch £EEHITF %
o TEHEMHHHIETRZASHSH, MEESHIEFREH

o AL ERiJj[A] Elasticsearch #(iE

10.4.1. Ed & B & Z#
& e LU 82X ClusterLogging B iE Y HR(CR)XRECE H &AM B EFERE,

SeRFH
o BEEANIR,
e B% %k OpenShift CLI(0C).

e %4k Red Hat OpenShift Logging Operator #1—MNAEREEFHE, ©=& LokiStack 5
Elasticsearch,

o RBEAIET ClusterLogging CR,

OpenShift Elasticsearch Operator B#FH, TTXIEUEHNAITHRASMER, Z0EEEY
BT A fp B HA IR I ThEERY bug IEE M HF, (BILIhEeABRERH. &
LUFEF Loki Operator #£77 OpenShift Elasticsearch Operator WE R ARREBEINBE
=,

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
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type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

e EAEREFEMERE, XATLLE lokistack =X elasticsearch,
Elasticsearch B Z R AL R &%

BETRERE, XMERTUZ
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack My AI 1% ED &

x O 009

¥ LokiStack 53 H&EFEH ClusterLogging CR Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. ZITLA a4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.4.2. {1 B &L A2 B EF0E

ZKIAER T, OpenShift Logging Z:AJ?,EH:L—I‘EIL:\T,&%TW:‘B OpenShift Container Platform
Elasticsearch BEFMH, EILUGHITEEALAXE LB EFME, F, E8ILUE Kibana R EEE .

ERHITEELERIEIABAER Elasticsearch BHEFNE, BHIANELE Kibana P EFHITHRE, EBAJFEH
Log Forwarding APl

BF

M %R OpenShift Container Platform Elasticsearch B EF AR 7 it B SRR 270,
LIE,._,\%E? EF' Tl‘ E IL;\E’J ;éé)th%lz:l_??é}fg E’J*ﬂ*’]*ﬂﬂﬁfﬂ, #T'fﬁ‘l_é E’J1%:J:F E /L.\lai
NEBXEHE,
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iz
5 Log Forward API f & 11 B &5 & EIPER Elasticsearch £

1. BIEHSmiEE X ClusterLogForwarder CR % RE YAML 314 :

o i CR LUSRTA BEE R A ETIRER Elasticsearch S, BRI LE R TR AIE B R
TERUT R :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ B (pipeline) E X fERIEEREHEAMBEETRE, B kHNBEEE L BRI
Elasticsearch SE4l,

k

N
pad
:

T/EEEPEEME=MEARNBE : NARRF., EMREMNHEZ, MR
BRARERSRE, IEARHFEBEFHHER,

0

o MRIEE—NINEM ClusterLogForwarder CR, & EERINEIH 1T B EBERHIH A,
EATEE LB, Flan :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
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secret:
name: secureforward

pipelines:
- name: container-logs

inputRefs:

- application

outputRefs:

- secureforward-offcluster
- name: infra-logs

inputRefs:

- infrastructure

outputRefs:

- elasticsearch-insecure
- name: audit-logs

inputRefs:

- audit

outputRefs:

- elasticsearch-secure

- default @)

ﬂ HEERAIRLFIN, AR HEITEHELRIEEARER Elasticsearch L4,

Hih 5w
o XTHEWEMELL

10.4.3. Boi& B &R BRI [H]

RAI VAR & REZFERS, 5 EBRNI Elasticsearch BEEH#RE =N A SRR MK ERZEH A K.
EZFH*%F% H IL;\*D EH 'l«—]‘ E ho

ZECERERIE, WFEZE N ClusterLogging B 7E LR (CR) #FHIEB/HEIRIXE maxAge 8. CR
I Le{E N Elasticsearch JRNERE, BIRE Elasticsearch Al it BRIZEHZRE |,

INRFBIGLLT M2 —LHS, Elasticsearch RIRENFRE|, BiURINERS|IFHAIEFHHRS
o 3%B|BEF Elasticsearch CR 1Y rollover.maxAge {H.
o RE|K/NEBITESD L 40GB BE.
o 3RBIH doc MK T E 5 FEFLL 40960 KB BIE,

Elasticsearch £IREGECE R E RIEMPRIRTIFRE. MREXEHEMEEREBREBR, NRKIAE
7 REMHERB S,

FoRFEMH

o W& % Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

it e
E% E Ib\{%%ET]Eﬂ

1. 4a%H ClusterLogging CR, LURINSK{EX reservedPolicy 54 :
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ 18 7E Elasticsearch NiZ{RE BN BEKIRAINT A, HA—DEEFNNEBAL © B(w). D
(h/H). 28 m)F#, i, 1d KEXK—X. FfA#B1T maxAge BB BES%MR. BRIAE
/R-F EIL\E{%E 7 960

2. &R LUSSHE Elasticsearch BE X HTR (CR) HHLE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
SIFXBEUE/NREHEMMSEN B EREREREl, FHERE 7 KMBRESIMERE],
OpenShift Container Platform & 15 24810 &E— R, LAEREHE BRI,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m

NFENEER, FERBARMEHERFIRSNZERN B S,

®9

2. 5% OpenShift Container Platform fHIBRIZZ13RE], LthiXE=ETE ClusterLogging CR
% B maxAge.,

o

WIREHFRBIET, OpenShift Container Platform &2 & EMFR3|IEi, IEHE
ClusterLogging CR ##J maxAge ‘R,
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Q OpenShift Container Platform {+ g E N ZG EIREIFRE, XEBRINKE, FAE

8
p= Y=
T X FFEH Elasticsearch CR, X[{REEZRIEHIFTA B EB 7L ClusterLogging
CR Hift47,

e

OpenShift Elasticsearch Operator 8% cron job, LAERE LIRS NENRGRDIZRE], FEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

10.4.4. HBEFHEEE CPU MINFIEKR
NG EAITHE CPU MIRFIER, BARMZFINHEXLEE, EH OpenShift Elasticsearch
Operator RIXEE % HE L BIMERE K,

==

TEARBERED, Elasticsearch RIEERBHNEIVINEFERETERE, MMSBRIERSHRH
OOMKilled, INRMEBELXNAR, 15IRmE Elasticsearch IR TEIE KA RIE.

B Elasticsearch T RE AT UERBEHAREIXE Ti21T, BEETFBEHDREVCIEM, SFE7IR
1B, NE pod NiZLEHMBEN TV TEINN16GI, HIFNE pod DE BT 64Gi WREZ MK

==Y

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
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type: "elasticsearch"
elasticsearch:
resources:
limits: @)
memory: "32Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFEEIEE Elasticsearch B CPU F1AEFE K, MIRXLEBEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEE. NFIHKRHR
INMEH 16Gi, CPUIERN 1.

pod AT LAFE AR KX FTIRE,
WE pod FiE &R /N KR,
RIEFZEZIEE Elasticsearch REEH) CPU FIRFIERK, MNRXL(EBEH, N OpenShift

Elasticsearch Operator RIXEIIME, EIINEUHERSHBENEE. NFIHKHER
IMEH 256Mi, CPU iERKHIERINE S 100m,

oOo0d® o

TE A% Elasticsearch RFER, MBI N %A TE RFRIE,
fBlgn -

resources:
limits: 0

memory: "32Gi"
requests:
cpu: "8"

memory: "32Gi"

@ FrnEAKE,
@ =EEE%

Kubernetes —f%:EfE TV mBLE, A SIF Elasticsearch EFIEERIRIE. HiEXK (request) #1 PR{E
(limit) X BHERBEME AR Elasticsearch AILMFRGREEMRNE, BETREETRHRAG,

10.4.5. ) BEFMEE B S B2k
&R LATE YN R B R BB 17 s 2 (B & %1l Elasticsearch 2 F :

FRFH

o WI&% Red Hat OpenShift Logging #1 Elasticsearch Operator,
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Y

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

Q@ o FBETRER. BREERERRNA,

e FullRedundancy : Elasticsearch f$8 1" FR5IME D F TR EFIEEMIET R XA
RtEeNZLY, BERNMEFESABENMAHFEMRRE.

e MultipleRedundancy : Elasticsearch &8RRI E D F S I E — FHBIET
o XAERS MR Z ARERIFIITR,

e SingleRedundancy : Elasticsearch HBNHR5INED FEIEF—1EIX, REFEED
HAEIET R, BEMERATHAETRE, #/H5MREZ T RN, Ml
MultipleRedundancy, EARBERF LLEREE N A F # 1 Elasticsearch 1 smHIERE,

® ZeroRedundancy : Elasticsearch RI/EED FHIRIAR, IR KA EHRE, M)

AREHFREASHE. MREFEXIMEMIELEMN, HELET B SBE#E/PVC
&0/ R E R, ATLEEER LR,

% o
RB BRI E D B EEST Elasticsearch #IE 17 S E.,

10.4.6. 451 Elasticsearch pod
> EEB¥ R Elasticsearch pod $E A gE = 5 BUEIE % K=k Elasticsearch ME8E T,

INRAER, RI%Z—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR AR [E14%
g, ERLURIE S — 1 pod #HAT4E .

pa -3
, INR Elasticsearch ££8¥1% & & ZeroRedundancy, |7 4E Elasticsearch pods

10.4.7. W BEEHE BT AEEFE
Elasticsearch BERFAMENE, FHEREBIR, Elasticsearch tEaEHE,
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DIk

==
[=]

1 Elasticsearch P AL HE NFS FEBIESHIFAMS (E BT NAS b0
Gluster) , BN Lucene #KiiiF NFS TREMIXERGAT . BUIRE ARG E Ath (o]
ARESKE.,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ik =
1. 4%% ClusterLogging CR, N&EEHFHENE T RIBEENBEEFAMSER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AHIRIEE, KEFHESMEET REBAERTHR200G"H AWS B SSD (gp2) #FHEH PVC,

2 3

MR AMERTFHAMENE, BAEEARARE, X7E LocalVolume X R A
volumeMode: block i, Elasticsearch FTiE{FARIBILSE,

i

ol

10.4.8. /7 emptyDir ZFEESE H E&FME

&R LUFF emptyDir 5 BSfFEBECEARAUB—NMERERE, Inh 8B —BEREFRA Pod FEIEER
=2EK.

i

é % *
' A emptyDir Y, MREHREHFBEOTEM, WREREXL

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it
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1. 4w% ClusterLogging CR LUIETE emptyDir:
spec:
logStore:
type: "elasticsearch"
elasticsearch:

nodeCount: 3
storage: {}

10.4.9. $1T Elasticsearch £E/AthEF

£ E= X elasticsearch Bt &M 513 {E{a elasticsearch-* BEE BN, HUTRIER.

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIRIER,

FoRFEH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
WAz
PATEBRESS -
1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. jKBX Elasticsearch Pod B :
I $ oc get pods -I component=elasticsearch
3. YETHIRER SR Pod, LMEE {2 LLA Elasticsearch ZEHTHE :

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. fEF OpenShift Container Platform es_util TEHYTO F RSP RIF, BEREXVIZIDXRESFEES
AR ERE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

a0 -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

it Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TERFIEIEA R KT i #1740 F 4T -
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

i th o Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. Ti/E, RESTMHREFEHBE—TESKE:

a. BBAERT, OpenShift Container Platform Elasticsearch 5228 & FEIEEEH T SHEHTE, &
AU TS RAVFHEEEEFH 1T Pod FREXVEHX :

I $ oc rollout resume deployment/<deployment-name>

4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

EET —/# Pod, & Pod EAMZEMBRE, MEEMEHTT—EE,

I $ oc get pods -I component=elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. BRETMIG, EE Pod LRILHHERE :
I $ oc rollout pause deployment/<deployment-name>
flan :

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

fai th o B
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I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1 Elasticsearch SR 2 AT green =X yellow K&

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

INRIEXT RIS P FAM Elasticsearch Pod H4T T #HERE, 1% Pod FA
BiEE, FEELAEEFERFTH Pod &5,

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

!
ﬂ ERSARERT, FBRILESHIES green & yellow,

7. WNRFERT Elasticsearch ECEBEIRET, 1EX B Elasticsearch Pod E& X4 I%,

8. HHEMNNMANRER, EFERSHTE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }
}l

flan :

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
it Bl
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{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. I BIESS Pod, LAMEEI&E#HEE L XE Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. S B EFEIRS A TN ERH

KINBERT, TEMBEICTKEFHATINEET BERICKMWBEFME. B LU HE—1 re-encryption
termination B BIEK R, LUSLEIAERY B &2 680R 55 B9V ] SEAR R

FH, DR UENSBOE—NEFFINBIRE, £A OpenShift Container Platform 5 H1 2 &4k #

Elasticsearch CA IEB L MA R A B EFEME. RiE, FASSUTAREAM cCURLIEXRITFEE BEEE
ARSSHITT &=

e Authorization: Bearer ${token}
® FElasticsearch EFTIMNFE R EF Elasticsearch AP 153K,

TERER, AILAEA HEFESER P ViR BEFERS . SRUERUTHRSZ—RKIE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterIP} -n openshift-logging
it Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

B LE AR TR e SR EERS 1P il

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"
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ol

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 29 100 29 0 O 108 OQ--i--i-- --1--1-- —----- 108

WTE S Red Hat OpenShift Logging #1 Elasticsearch Operator,

W/ MBERHIMBR VIR, UEERHHEBE.

KRR AT B BT

i A openshift-logging i H :

I $ oc project openshift-logging

2. MBEEMIREL CA IEFFHEB A admin-ca X4 :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
it Bl

I admin-ca

3. LYAML X R QB EEEIRSHIERE -

a. ERUTARBCE N YAMLX 4 :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

10 = BiSFE

WNINBEEFME CAIERHIERA T —FHHaS, BRBRE—EERMNBREMERN

spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

J:?i'J’J\-F ﬂP%, :l‘\f.f'E/L.\ﬁﬁ% CA 'LIE:E'//J\\ IU\EJ: %EF'@IJEE@E%HH YAML I:F :

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
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| s
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BRE :

oc create -f <file-name>.yaml|

it Bl

I route.route.openshift.io/elasticsearch created

4, BERENTFT Elasticsearch RS :

a. jKEX

| s

b. %1

| s

c. BE

| -

B2l

HEAR 5K B, LAMEFEIEKAER -

token=%(oc whoami -t)

AN Elasticsearch IBEHXE NIMEDTE,

routeES="0c get route elasticsearch -o jsonpath={.spec.host}’

IERR S MR, HaTU TS EE T A TR R Elasticsearch :

url -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

NEMFMT :

i th o Bl

b
}

10.4.11. INRAF

ERNERR, EHE

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility_version" : "5.0.0"

"<tagline>" : "<for search>"

{EFH BRI\ Elasticsearch B&&EE, 15 MIBRA 5 B AL 4
ZHEERT, YENEEERATE=ZAEEEHEETFEREBRIAD Elasticsearch 77

fERS, A AMBEEBEHRBIRIL D RERBA M

WYL, NREEEABRIAM Elasticsearch BHEZRE, EAILAM ClusterLogging B & X5
ﬂﬂﬂﬂ%lﬂﬁﬁ Elasticsearch logStore #1 Kibana visualization ZH44, fflFRix L2 4 2w %EH, 4E|A1%T¥

I
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ToREKMF
o RIFEHMBELAREEENBERIBA ERBIAB AL Elasticsearch 5£8f, KRETAREER
& 4 # ClusterLogForwarder CR YAML 3, KiEE 2 A1RE default B outputRefs T
o fAln -

outputRefs:
- default

gk

==
[=]

R ClusterLogForwarder CR ¥ B & #E 5 % EINER Elasticsearch 58, FHM
ClusterLogging CR #llif% logStore “Hit, 1EX#IERT, AEB Elasticsearch &£
MAGFEREFHEBERIRE, X2SBHEEK.

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

2. JNR7FTE, EM ClusterLogging CR H/ifik& logStore #1 visualization /\77,

3. &% ClusterLogging CR ¥ collection /N7, Z5REN BT RA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4. FUEIEESR Pod EEEEHEHE -

I $ oc get pods -I component=collector -n openshift-logging
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FENE BRICKER

1. BN B & ILRER

HEIDRERME N Red Hat OpenShift Logging Operator RN —ERHRE, EREVRTHEWENBE
EEEERSHENEER. INRMELRE Red Hat OpenShift Logging Operator 5% Enable operator
recommended cluster monitoring 1113 /5 X 45ir, BRXREHEILE Operator WEZER, &
SR Web 2H A REBEILT,

A BEIL K ER 4 1£E openshift-monitoring #7422 [A] Y OpenShift Container Platform W22 1%
Alertmanager, FRIEMEZEEF 7 A Alertmanager £,

11.1.1. #£ Administrator #1 Developer ¥ & A1} [7] Alerting Ul

A@1d OpenShift Container Platform Web 2l & FB9 Administrator ¥l #1 Developer #1147
Alerting Ul,

e 7 Administrator Ml r, 1%£#F Observe - Alerting, TELLIAR, AlertingUI BE=NEER
M, Bl Alerts. Silences #l Alerting Rules Tl

e 1f Developer flf5H, %% Observe — <project_name>— Alerts, TEXMHAH, ZiR., #HE
FEIRINERET Alerts TIEHEIE, Alerts AT B RS REETFAMET B,
P2y~

1£ Developer i, &R LUMBIUIE Project: FIFA1Jj1A/# OpenShift Container
Platform & OUIE A BE LB E LR, . B2, MRMEEE cluster-admin
W, MIAREFZRE OpenShift Container Platform /03 BB XBIEIR, F2ERFZRM
s

11.1.2. Vector &R Z R

EEHEILE 5.7 REFHMAS, A2REI[IEMUTER, EALIE OpenShift Container Platform
Web 2§l & hEEHXLENR,

R 11.1. Vector BEESRE R

g

Eid HE sk BT

CollectorHighErrorRate <value> of records have  7£8115 28K, AEHHE Warning
resulted in an error by R ERS, BIAHI10,
vector <instances.

CollectorNodeDown Prometheus could not M2fkE Prometheus TTiE#R  Critical
scrape vector VR ERY Vector 5441,
<instance> for more
than 10m.
CollectorVeryHighError <value> of records have HEEHHHEIEHNHERS, Critical
Rate resulted in an error by FKIANTERT 15 DERE 25
vector <instances. ™o

228



B NE ARIDTRER

B HE Uiy BT
FluentdQueueLengthinc  In the last 1h, fluentd Fluentd IR EPAFIR/NIETEI®  Warning
reasing <instance> buffer queue 1,

length constantly
increased more than
1.Current value is
<values.

11.1.3. Fluentd &R Z 1k

DUFEHRAIBH Fluentd HEWESZERK. &7 LLTE OpenShift Container Platform Web 12| & & & IX
LR,

& 1.2. Fluentd IEESRER

B HE Uiy BT
FluentDHighErrorRate <value> of records have  FluentD it HERS, Warning
resulted in an error by TR 15 PP ep BRI 10,
fluentd <instance>.
FluentdNodeDown Prometheus could not Fluentd 2% Prometheus ®  Critical
scrape fluentd BETTIEINEN R E R Fluentd 52
<instance> for more B,
than 10m.
FluentdQueueLengthinc  In the last 1h, fluentd Fluentd IR EPAFIR/NIETEI®  Warning
reasing <instance> buffer queue 1,

length constantly
increased more than
1.Current value is
<values.

FluentDVeryHighErrorR <value> of records have  FluentD fitH 5 IRIEEIEE  Critical

ate resulted in an error by X, FEZEI15 28, B
fluentd <instances>. INESR T 25 1,

11.1.4. Elasticsearch Z & #1]
IR BT LLTE OpenShift Container Platform Web 32l & dh 25 & X Le 4R I,

= N3 BRI

g

Eid sk BT

ElasticsearchClusterNotH  £EEBRRESMWT RED EA 2 0%, EBERESERE, oFT Critical
ealthy BEfRK, BFEmaster Ti R RIEE,
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B Uiy BT
ElasticsearchClusterNotH  SEERIKEH YELLOW £ 20 £, EESREIRHE KRS Warnin
ealthy fico g
ElasticsearchDiskSpaceR  SEfilHATELUEH 6 /N PR FREAL 22 H] 2 4o Critical
unningLow

ElasticsearchHighFileDes  7ET~—V/NR, SR RE T — NN REFERRTE X4 Warnin

criptorUsage HEF, g
ElasticsearchdVMHeapUs  #5& 7 =LH JVM #FERAERE, Eik
eHigh

ElasticsearchNodeDiskW BT oA EERE, e mAEEKAL, DR T EED info
atermarkReached BosA b e NZZEERT mRINE LA 2,

ElasticsearchNodeDiskW HF RS EERE, BT RAEEKMAL, EE0E, X Warnin
atermarkReached AR NEFOEREMT R, BERT RRINESHAZEE, g
FEEFOEALLT 2MIAZERE,

ElasticsearchNodeDiskW HFTRAMEEERR, BETRARMKKEE, ENEXD Critical
atermarkReached TR EDET D FMRSIEETEHIER R, Y FERET
BKAILRES, FRBILAINFNL .

ElasticsearchdVMHeapUs  #EE 7 =LH JVM #FERAE KRR, Eik
eHigh

ElasticsearchWriteReque  Elasticsearch EHEE TR EMNBE AR, T RATELER LR Warnin

stsRejectionJumps 5IEEL, g
AggregatedLoggingSyste  ZRLITEIEE T R LEMAK CPU XK=, Eik
mCPUHigh

ElasticsearchProcessCPU  Elasticsearch 7E35E 17 m L{FEFHK CPU X&. Eik
High

1.1.5. Efh %R

o EWBOLIEAERMM
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12,1, AT RIEFERB D B EIL K TR
TR FF AR — N/ (EXTBASY, ZBRETRER pod FRIEERYE T WIREAE 8 X

Zf# pod BHBET R EIZTT, pod BHIREST R EIREAERIBIRET mILRFESR,

1211 X F T ki fds

TERTLAE R T s £ pod FIFRZE £ BT sk i 25 K12 HI pod WA AIE., T sULFE2RAT, OpenShift
Container Platform &¥F pod AE I8 S ILE IR ZE BT =,

IEA LM A RUEF SRR ED pod MEBEREN T RLE, RESEHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, 3 pod REEIREN T =L,

BN, YERHEBEER, BALAR—EMZERN, NAREFLZAGRLLLESEUENE pod FEIE
T REEEER, ¥ pod SEESEAHMBMENT =, EAGS, SEHHAANMEHOEK, 2BERD
Xig, EEE, 577 8FRiCH us-east. us-central 5 us-west, 7E XK (APAC) , 717 &brich
apac-east 5 apac-west, & A G RIEEGIER pod FFRINT sk fFEeR, LUBIR pod HEEIX LT &=
.

4R Pod XMREET mikiFas, ERATREALENIRE, NARFE pod.

BF

INRIETER— pod ECE A7 st FE2#01 s kB, T LATRALNES] pod IEEITT =
£t

o MNRRNIEE T nodeSelector #1 nodeAffinity, I /1H BIX PN R4S pod
FREVA B BRIL T o

o HIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEHA—
1 nodeSelectorTerms i B pod FLAEEVAE B 17 s £,

o MRIMEIBET %15 nodeSelectorTerms Xk HiH matchExpressions, LA
i matchExpressions &3] &1 pod FREHE I = L,

7€ pod T S BB LSS

&R LU A rOE R AR AR BRI pod AR EUMRLE T =l ks
BEAT RSN, EEMCT RUER pod WEUHHAE, AT RIERERRINE pod,

oy
X% (R BB SR R BT HEE B pod B, EMFFHOLS pod BRI, 41
XS mEmE

BN, LATF Node xR EH region: east /15 :

HAPRAR Node X Bl

kind: Node
apiVersion: vi

231



OpenShift Container Platform 4.11 B&it %

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

ﬂ 5 pod 7 sk AR LECHITRZS,

pod E4 type: user-node,region: east 7 sL 2R :

{6 T U FE AR B9 Pod X R Bl

apiVersion: vi
kind: Pod
metadata:
name: s
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

@ 5V ANERERSTRERER, TRWAREESN T RILERIITE.

EARA pod MR EIEE pod I, BELUFERIRAIT R L.

ARASERFEH T ke
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ﬁﬁﬁ EOAEESEE T s RN, WREIELRHOIE pod,OpenShift Container Platform
‘%T:XF%E//J“DDEU pOd #J_IWZ pOd lﬂF’_'EU,E\ﬁ E@ETT\/QE']‘D o
W'JZID AR Scheduler % R EB BRI\ EESE F B region=east #[I type=user-node 7 ;X

Scheduler Operator B X KRR

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...

PRI

RS
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spec:
defaultNodeSelector: type=user-node,region=east
#...

S22 T R EH type=user-node,region=east /1% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

{7 U FE AR B9 Pod X R B

apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

LIRE A RBIEEEFM pod spec BIE pod I, 1% pod RIERAEESEHE T muLFEROE, FAEER
TR

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

<none> <none>
3 =
s MR E PO pod WINE BB T mkiFEeR, NNZEFERUETREESEE Y R
A 2. MR pod HBWE T RikFe, M pod FEMWAIBRRIRE.,
1= REp=brinzs-

ERATR T kR, MREELTE B0 pod,OpenShift Container Platform &% 77 sk 28
AI0E pod, #H4¥ pod FEEIEALEMENT m, MREEEEEHEBIAT LRSS, NTETY
RUETERR A,

Bian, LUTFWE EA region=east T/ Sk %25 ¢

Namespace X &<l
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apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east /7% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

U5 {58 AR A5 B AR AR B pod FIAR O pod I, pod &EAWIE T Ak R0, FHIEHEIITRCH
T

Pod % Rl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

1R pod BERRBY REFSR, NUIE BB pod FRWOESHHE, B0, MREFLUT Pod &
EZITEATBES, NFKEE -

WARITHT RIEFZR0 Pod X RRHl

apiVersion: vi
kind: Pod
metadata:
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name: west-region
#...
spec:
nodeSelector:
region: west
#...

12.1.2. BB EIL KRR

IR A LLUEZ & Red Hat OpenShift Logging Operator, B &L KA Pod (0 Elasticsearch #
Kibana) EEEITEN T L., BIER Red Hat OpenShift Logging Operator Pod MEZRERER
Ho

BN, EeILAEN CPU. WEMEE EKIXE M Elasticsearch Pod # B — N HIRAY T 2 £,

FRFH

o %% Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

Pt

1. %i%E openshift-logging % B #1#J ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
spec:
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
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managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana
#...

750 nodeSelector 5%, FHi% N ERFERERINAHGIE, BRI LURE T SI8EM
8, A& INE A nodeSelector S <keys: <values %, WIRIETE infrasructure 77
FHERINTIER, LERNTENER,

ETans
EEIFHHGRE D), &R LMER oc get pod -o wide %,
4N -
o MEEHI¥E ip-10-0-147-79.us-east-2.compute.internal 7 = _EH] Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o KEEN Kibana pod # %] ip-10-0-139-48.us-east-2.compute.internal T /2, LT mE—N%
PR ELTHIZRAL 77 5

I $ oc get nodes

i th o Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.24.0
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ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.24.0

HESE, %7 2E4A node-role.kubernetes.io/infra: " label:

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

i th o Bl

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
spec:
#...
visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ TR R LUTE T RAIAR TR E label,

o {R7Z CRE, Al Kibana Pod #8441k, 1M Pod SMERE -
I $ oc get pods
it

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m
collector-42dzz 1/1 Running 0 28m
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collector-d74rq 1/1 Running 0 28m
collector-m5vr9 1/1° Running 0 28m
collector-nkx|7 1/1 Running 0 28m
collector-pdvgb 1/1 Running 0 28m
collector-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e #7 pod fiIF ip-10-0-139-48.us-east-2.compute.internal 75 53 L :

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
i Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o F¥liE, [R¥A Kibana Pod SRR,
I $ oc get pods
it

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

collector-42dzz 1/1 Running 0 29m
collector-d74rq 1/1 Running 0 29m
collector-m5vr9 1/1 Running 0 29m
collector-nkxI7 1/1 Running 0 29m
collector-pdvgb 1/1 Running 0 29m
collector-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

12.1.3. Hfth ¥R

o FAT RIEFRN pod MEERET =

12.2. [FAIE R MARFEIZEF BEIC K POD ME&E

BT VTRABMR, T RALHREIILE pod BZ (HARIZ) HEET R L.

12.2.1. 75 RABR
WA )74 (taint) , TTRATLABXEAE pod, FRIE pod EFEER &R (toleration)

e L@ T R #AE (NodeSpec) fHi5 N AEIT =, Fi&id Pod #iig (PodSpec) f¥&FRRNFAE
pod., HIEN A5 RE, HERFEILER pod WEBEIZ T =RLE, MBRIEpod TLLARIZIS R,
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B 12 % PR

T RSP EY5 Rfl

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod A& B BRHY

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"
tolerationSeconds: 3600

#..

F RS AR key, value # effect ZHAK,

R 1215 RANBRAM

e fed
key key BRERFHFH, &% 253 MNFRF. key RILUFEFIHFHL, TUEBEF

B, 87, EF/F. ARATRZL

value value 2EEFHTH, &% 63 1MNEM. value WIHILUFERHHEF L, AIUEE
FR, BFE. EFF. GRMTHE,
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2 Hah
effect effect WEHELE :
NoSchedule 1

o SiTRALEHET pod FRIAEEIZ
%‘ﬁi\\io

o IXTTRLEHAR pod RIRE,

I
PreferNoSchedule o 55 SRR pod BRI

TRE, BAERFERENIHN
EO

o ZTREMAEM pod RRE.

NoEXx ~ .
oExecute o SERTERNE pod TEHEEY
%‘EE\\J:D
o TR ERBREARMINEA pod [
.
operator
P Equal key/value/effect SR, X22KIA
1Ho
Exists key/effect S8 L, EQIRE—NE

K value %, XIFICEEAIE,

1. #05R[M control plane 7 71T —4 NoSchedule /55, T m/E%H node-
role.kubernetes.io/master=:NoSchedule /55, XZIAETM,
fBlgn -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
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- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BRE7 RIEE
e 1R operator 1% Equal :
o key SR ;
o value ZE A ;
o effect ZHER.,
o INR operator Z#1i% Exists :
o key SHHEHE ;
o effect ZEERL,
OpenShift Container Platform FAE T UL {5 m :
e node.kubernetes.io/not-ready : TV AR, X5 T RIKN Ready=False %L/,

e node.kubernetes.io/unreachable : 7 s To;EMTT mIRHIZRIH A, X5 mIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : 1 RIFERFE DA, X577 KR
MemoryPressure=True %I/,

e node.kubernetes.io/disk-pressure : 7 mFIERIELE AL, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 sS4 AATFH,

e node.kubernetes.io/unschedulable : 7 S AA[HE,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 siEHl 2@ AW =IREFEE I, £
TR EFEXNGmEREFC AR TE, EiEfasE R E N BB s
&, kubelet 2RI B,

e node.kubernetes.io/pid-pressure : T REHF pid £/, X557 RIKE PIDPressure=True *f
o

B
OpenShift Container Platform X &R IAR pid.available evictionHard,

12.2.2. EAEBE R 2H B SZ M pod HE
RINERT, BEFHEpod RAUTHRES :

Elasticsearch B& % pod BKIASR

apiVersion: vi
kind: Pod
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metadata:
name: elasticsearch-example
namespace: openshift-logging
spec:
#...
tolerations:
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
#...

LokiStack H&#F & pod BKIAAER

apiVersion: vi
kind: Pod
metadata:
name: lokistack-example
namespace: openshift-logging
spec:
#...
tolerations:
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
#...

RA LLBE AR5 =, SRIGTE ClusterLogging BE X TR (CR) &K tolerations &%, 5 HE&ETF#
pod BLE AR

FRFH

o B &% Red Hat OpenShift Logging Operator,
o B% %k OpenShift CLI(0c).

o MBEETHNEHEEREME, FILLE Elasticsearch 2% LokiStacks
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ff

L=

L 2T aS, M5 NBEEE ERHERKILS pod TS ¢

S

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
AN LT
I $ oc adm taint nodes node1 lokistack=node:NoExecute

AB7E node1 EE—1NE N lokistack B975 5, {E N node, 523 E =2 NoExecute, 25
NoExecute SR T m{UHE 55 R IEERM Pod, FHMFRALERINE pod,

2. 4wl ClusterLogging CR Y logstore #§4y, LIELEHEERE pod WARE :

ClusterLogging CR =4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: lokistack
elasticsearch:
nodeCount: 1
tolerations:
- key: lokistack ﬂ
operator: Exists 9
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ
#...

5 E RIS R A,
{5 E Exists 2B/, UERTT R EEEH A lokistack #1755,
5

NoExecute %&£,

E
1%t : 487 tolerationSeconds 5%, LU%E pod TEHRIKBRET AT LUREEIE BT s BT

- -

i g

LA BES oc adm taint S OIS mLil, EFLLARBER pod AILLUEEEI nodel L,

12.2.3. AR B ERZEH BEAT L pod HE
A R IEEAR Pod BT/ (E SEHBIR R Kibana Pod RTLAMEFEE 1 M EIZ1T,

FoRFEH

e B &Z Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator 1 OpenShift
CLI (oc),
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it

1L B TUTeS, BirRRMEEER LFEREME pod BT A :
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
whlean
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— M)y kibana BfE ) node B75 5, 7553 ER 2 NoExecute, &4 /ifE
Fi NoExecute j5 RiX&E. NoExecute ({iE 55 RILEH pod, FHMRAREERNILE pod.

2. Y@%E ClusterLogging CR Y visualization 284, LLEZE Kibana pod AR :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: kibana
kibana:

tolerations:

- key: kibana @)
operator: Exists g
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ

resources:
limits:

memory: 2Gi
requests:

cpu: 100m

memory: 1Gi

replicas: 1

#...

FBERMBNT 2B,
187 Exists 2 E ™, LUEKE. HA effect SEHITED,
5 E NoExecute &,

(FIE) $57E tolerationSeconds S, LUXE pod E4%Z R A LMRFFHLE EITT s AT
—l;/io

0009

AR ES oc adm taint 5 0IEM)5 I, EALARH pod ATLLEEE] nodel L,

12.2.4. (FAABERKZEH B &K ESS pod HiE
KINERT, BEKESS pod EELLT tolerations ECiE :
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apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...

FRFH

o B &% Red Hat OpenShift Logging Operator #1 OpenShift CLI (oc¢)s.

ff

L=

S

1L BITUTRS, HERRNEIRER EFERRICRIESS pod 97T A :

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
Pl

I $ oc adm taint nodes node1 collector=node:NoExecute

EREH

ABTE node1 EE—E N collector BfE ) node BI75 5, 755 SR 2 NoExecute, &40
&5/ NoExecute j5=1%&. NoExecute [iE 575 mEEH pod, FHMRALTENILE pod,

2. Yw%H ClusterLogging B E X ¥R (CR) B collection /N7, LUELEB&iCTHES Pod WA

BRE -

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: vector

tolerations:

- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ

resources:
limits:

memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 54K,
57 NoExecute 3R,

(RIi%) 157 tolerationSeconds 5%, LUXIE pod TE#ZE H &1 0] LURFFEPTE BT s IS
—KC

- -

WAZBES oc adm taint 8 5O RILE. EHLAZBERN pod JELAEE nodel L,

12.2.5. Hfh ¥5R

o AT RITRIEH pod HE
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513 = HEARIL®

5813 B HIEHEKILK
1&AT LB R 24580 Operator 118 % B & ML IR (CR) M OpenShift Container Platform & s ififxr B
Hix,

13.1. Eﬂdﬂi H IL,\‘LBQZRL

&8 L@ Bk Red Hat OpenShift Logging Operator #1 ClusterLogging B & X %R(CR)EEFEIERE
E 18No

SeRFMH
o HEHEMNNR.

o {RAILLIJi[A] OpenShift Container Platform Web 124 B89 Administrator M1,

1. # A Administration - Custom Resource Definitions 71, Af5m ClusterLogging.

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. mSEISER Options ¥4 JSRIEEH¥ Delete ClusterLogging.

4. # AE| Administration » Custom Resource Definitions Il H.

5. = ClusterLogging 351187 Options 35 JSRIF1%FE Delete Custom Resource
Deflnltlono

DIk

==
[=]

fHB& ClusterLogging CR T\‘%ﬂﬂﬂﬁ%ﬁﬂli%rmﬂﬁ (PVC) o EMREIRH

PVC. FAMSE (PV) MMEXEE, BoifiTii—FS#&8E, BRIMER
PVC ATRER S H PV MR+ S BEIEE K,

]
L]
]
6. MNREEHET ClusterLogForwarder CR, s ClusterLogForwarder 5/ F;E 1732 5L
, PAIE R Delete Custom Resource Definition,
7. # A Operators — Installed Operators Tl
]
H
8. m Red Hat OpenShift Logging Operator 3511 I3 B , #AJ5 # Uninstall Operator,

©

A% : B4 openshift-logging i 8.
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DIk

&
fER openshift-logging i B &R iZp & Z HAIFMRMENS, SIEEMRE

AMBER (PVC), MEREREZHAFICTKEIE, BFEMER openshift-
logging T B,

a. 7# A Home - Projects 1M,

b. == openshift-logging 1l B 3510 B91% 32 5 , PR/ = Delete Project.

c. BHEXEMESHIA openshift-logging 7 = Delete i\ MR,

13.2. iR B &1L PVC

EREFAMEER (PVC) L5 HM pod EEEM, RENES PVC &5, LEIK PVC, IIRERE
RE PVC, ALMBREN], MREMEFMHREF, ELT MR A LS (PV),

SeRFMH
o HEHENNR.

o {RAILLIJA] OpenShift Container Platform Web 124 B89 Administrator M1,

iz
1. # A Storage — Persistent Volume Claims Il &,
]
H
2. |E PVC EpykigE , SR[E1%F% Delete Persistent Volume Claim,
13.3. &% LOKI
SeRF M

o HEHEHNNR.

o {RALLIJ ] OpenShift Container Platform Web 3£l &#) Administrator M1,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8 % %i&, Z M ClusterLogging B
E M BHRAMHBR T % LokiStack BI5IF,
T

1. 3# A Administration - Custom Resource Definitions 71 @, fA/g= LokiStack,

2. 7£ Custom Resource Definition Details 71 £ Instances,
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3. REFISERETIS B , XI5 = Delete LokiStack,

4. # AE| Administration = Custom Resource Definitions T1H,

5. & LokiStack 351 ByIEI3Z B , SRE1%EF% Delete Custom Resource Definition
6. MHBRXTRIZNE secret,

7. # A Operators — Installed Operators 1/,

8. m Loki Operator &5/ B3 . , #XJE = Uninstall Operator,

O

. ®i% : Bk openshift-operators-redhat T H .

BF

MRIEX N RLE[E PRET HithEF Operator, EAZEMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. = openshift-operators-redhat 1 B 35 L 3K , A5 = Delete Project.

c. BHIEXHEMESHIA openshift-operators-redhat 3+ 5= Delete A MR,

13.4. 1% ELASTICSEARCH

SeRFH
o BEEANR,
o IRATLLIJi A OpenShift Container Platform Web £ &#) Administrator M1 A,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8x ¥R, MM
ClusterLogging B 7 X 5R A IHERXT Elasticsearch #951

1. 3# A Administration - Custom Resource Definitions 71 @, A/§ = Elasticsearch,

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. REFISERE TS , XI5 = Delete Elasticsearch,

4. # AZE| Administration = Custom Resource Definitions T1H,
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5. = Elasticsearch 351/1#) Options 3 F1%+¥ Delete Custom Resource Definition,

6. MBRXTREFNE secret,

7. # A Operators — Installed Operators 71,

8. B OpenShift Elasticsearch Operator 3511 FE I HZ B , #XJE & Uninstall Operator,

©

A% : kR openshift-operators-redhat T E

BF

IMRIEX N R[] RRE T HithEF Operator, EAZENMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. s openshift-operators-redhat i B 55 #)E 5 , PAJ5 = Delete Project.

c. BHIEXHEMESHIA openshift-operators-redhat 3+ 5= Delete A MR,

13.5. {#F CLI MEEEPif|f2 OPERATOR
SRTIE N A LUMER CLI MPATIE A 4 22 8] A iffR B 2280 Operator,

SERFEH
o (FHEA cluster-admin RN 147 OpenShift Container Platform &2%,

o BT L% oc s,

ff

L=

1. MB{RTE currentCSV FEXFFRIA T 1115 Operator IS #THRA (40 serverless-operator) .

S

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

i th 7 Bl
I currentCSV: serverless-operator.vi.28.0

2. MiIERITE (40 serverless-operator)

I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless

it Bl
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B 13E HFEARILE

I subscription.operators.coreos.com "serverless-operator" deleted

3. A LE—%HH currentCSV 1E & it bk B rép £ 22 A 4B Operator B CSV :

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless
i Bl

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

Hith 5w
o FHEMFMFAMLSE
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14 & H&IDRFE

AESHENARICFHRATLUESEUTFE, RARKICTKBEERIA T JSON XK, EERMEIEZEE AL
S P B B A G

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,

MESSAGE

FRIAEERZB XA UTF-8 4w, SNREFIEIEZM structured FE&, NILLFERATEEAREFES N, HSN
X TFaferd, THRES,

BHEARE text
~E HAPPY
gEME

FiEHER BN R ANRFE L BB N EENLEKE JSON B, NAEEFEELFER., MRERE
HEXEREMNEMEER, BFEGTEEFERN JSON Ly, BNILFENEHFEFE, message
FERNMAERAEEHER, structured FERATUEEHEEERTSHEAFFRER, IREE EMR
%IJC

HiELRE group
~OIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

—MUTC{E, BFIrcBESERMEQZRIF, RN ERM, MIMCEREERTERNEN
ETIEU "@"MIBRTNHFERARFENTFR, BABRT, KEHITEEEL ElasticSearch k&

"@timestamp”,

BIRRE date
R~HE 2015-01-24 14:06:05.071000000 Z

B2

LEAEEEMNEREENBELTFR., £ Kubernetes 8£8%H, X5 kubernetes.host tH[E,
BiER A K

IPADDR4

TRAR S5 2R AT IPv4 e, RTLAR—N 8R4,
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%$ 14 = BRIl k2

HiERE ip

IPADDR6
IRBRS5ERE0 IPve it (MIRAA) . ATUR— 1N,

HiELRE ip
LEVEL
kB E&MIRMBEICTKAT], SIF rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REATH,

1= alert, W/IILEMHIATIRAE,
e 2-=crit, XM,
o 3=err, HIREM,
e 4=warn, ZLEZMH,
e 5-=notice, EFEH"EIEFNR.
e 6-=info, 58,
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, (BT 5Z2EA -
e 8-=trace, trace HHIER, T debug & 2F ¥4,
e 9=unknown, HEILRKRGKE—DITERIRTMIE,

ERTEMTIRA, FEABRICFK R SR SR RN B H SEHARITE, FIi0, 7E python
logging A, #EEILAER CRITICAL ILfL crit, £/ ERROR ITE err, LULZEHE,

b i Kz
~AE info
PID

,L,\LE',%*{Z'SE’J #*E ID (Eﬁ)

HiERE Kt

SERVlCE
HEIDRIE (BA) RBMRSHETR. B0, syslog 8 APP-NAME #1 rsyslog B9 programname
E'ﬁﬂ%%‘lﬁu service FE%,
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HERE PN
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% 153 TAGS

%15 Z TAGS

A%, H Operator B XBIIREMFIR, XENRERRESIICELEFREESIES L, BRAEHT
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

BHELRE text

FILE
WERBMFEERASRKENEEXHRE. BE, X288 TR varllog XHRTTHRIERE,

BHELRE text

OFFSET

RBE, TURTIXGHPEETHLNFTE (MBFH—ER) , FBFRTATITS (MBH—E) ,
REXEEREADBER LT XS AR, R XEERT, URTAEXGHRE (5
) o

HAERE long
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%5 16 = KUBERNETES

1 ETF Kubernetes JTTEIRRI oy & 22 [H]

HiELRE group
16.1. KUBERNETES.POD_NAME
pod & TR

HiEAR *itr
16.2. KUBERNETES.POD_ID
pod BJ Kubernetes ID

iR R Kt
16.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

HiEAR *itr
16.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
16.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
16.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz
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% 16 = KUBERNETES

16.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

16.8. KUBERNETES.LABELS

[E#4 Kubernetes Pod _EfF1EBIFRE

HiRLE group

16.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HiELRE group

16.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

16.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

16.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

16.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBEENETR, EER, ©5 kubernetes.namespace_name 1 F, F&EIHME
eventrouter |/ T2 FHIEp % 22 (A,
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HiERE Kt

~BE default

16.9.2.3. kubernetes.event.metadata.selfLink

BIE MR
PRk Kit=F
AN /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

16.9.2.4. kubernetes.event.metadata.uid

EHMME— D
BiER A K
TBIE d828ac69-7b58-11e7-9¢f5-5254002f560c

16.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HiERE B
wBIE 311987

16.9.3. kubernetes.event.involvedObject

EHRTE X BIN &R

HHEARE group

16.9.3.1. kubernetes.event.involvedObject.kind

S RHYREY
HiERE Kpt=r
w~PIE ReplicationController

16.9.3.2. kubernetes.event.involvedObject.namespace
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% 16 = KUBERNETES

XN RIMBEE LT, 15TE, ©HHES kubernetes.namespace_name 1F, F&EILE

eventrouter I 2 I & 22 4],

HiERE KT

~E default

16.9.3.3. kubernetes.event.involvedObject.name

fil 4 AN R B FR
HiERE Kpt=r
w~PIE java-mainclass-1

16.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BIRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

16.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

~E vi

16.9.3.6. kubernetes.event.involvedObject.resourceVersion

PR ZE M pod BORERRRABIF R SR, 257 b T LAfSE P LE 5 RF B SR AR X RARTH B 2L

HiERE Kt

BIE 308882

16.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HiERE Ktz
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~E SuccessfulCreate

16.9.5. kubernetes.event.source_component

R&E L EHBIE G
HiERE Kpt=r
IE replication-controller

16.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

16.9.7. kubernetes.event.count

REMEHBIRE
R B
wHIE 1

16.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~E Normal
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28 17 = OPENSHIFT

openshift-logging % % JTTEIEHI &5 4 22 7]
HiELRE group

17.1. OPENSHIFT.LABELS

i Cluster Log Forwarder Bg & ARANBIHRE

HiELRE group

% 17 3 OPENSHIFT
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F£18 E APl &%
18.1.5.6 Hi& il x APl &%

18.1.1. Logging 5.6 API &

18.1.1.1. ClusterLogForwarder

ClusterLogForwarder @—*> API, AAFEEH 4B,
e LU IEE— 1 pipelines FIFRREBL 4, ZIKM—Hip L AN LBl —Han&HiH,
ERBEERNAERNERMART, EaLUE LB E U A SRHITEA 892,

BN openshift BEFH#A —TRNERE A, BEATLUER URL MEMERERE VEBSHHILH, &
AESE R BRSO BRI EMIEREER,

NG TRESEAMER, WS AP FEREITHY,

Bt KR 3T

spec xR ClusterLogForwarder FREEHITTH
AR

status IO 3 ClusterLogForwarder B4R

18.1.1.1.1.1. 3k

ClusterLogForwarderSpec & Y a0{a % B & 5% 4 B2 B 1.

18.1.1.1.1.1.1. KAy

o XfH

=3 e} ik

A e (AIk) AWM GTIEsS, BT
HEBFHER,

outputDefaults I (RI%) DEPRECATED
OutputDefaults JyBAIAFZ#ERFATE
7E forwarder BR &,

e e (FIik) WEEMERFEEN

B89,
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$£18E APISE

=43 el sk

pipelines #H Pipelines 5§ —4H il AL EERIH B4
RE|—HEIH,

18.1.1.1.2. .spec.inputs[]

18.1.1.1.2.1. #xh

InputSpec E X B &M RBVLESR.

18.1.1.1.2.1.1. k&Y

o HH

s ' fed

application xR (7lik) WMREHE, NARFEERA
maNNARFEEES

name FRE T35 AEER ANETTR,
18.1.1.1.3. .spec.inputs[].application
18.1.1.1.3.1. #5k

KRR Bk, wRREFERPHMAERYSE (2 AND) FaeikiF A&,

~

18.1.1.1.3.1.1. K&
o W&
=43 RE Uiy
£ 22 A A (RI%E) MAER BREF B &K
B[,
selector X (|I3E) EEHRZEM pod WEE
B Selector,
18.1.1.1.4. .spec.inputs[].application.namespaces[]
18.1.1.1.4.1. H#uk
18.1.1.1.4.1.1. K&
o HUH
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18.1.1.1.5. .spec.inputs[].application.selector

18.1.1.1.5.1. ik

PR ERESS, B1— BORBONRE B,

18.1.1.1.5.1.1. 2k &Y

o XIR
matchLabels SE (|I#%) matchLabels £
{key,value} X BIBRET,

matchLabels FREJE A {key,value}

18.1.1.1.6. .spec.inputs[].application.selector.matchLabels

18.1.1.1.6.1. ¥k

18.1.1.1.6.1.1. 2k &Y
o MR

18.1.1.1.7. .spec.outputDefaults

18.1.1.1.7.1. #xh

18.1.1.1.7.1.1. 2k &Y

o IR
elasticsearch POE (|[%) Elasticsearch

OutputSpec BiAHE

18.1.1.1.8. .spec.outputDefaults.elasticsearch

18.1.1.1.8.1. }#k

ElasticsearchStructuredSpec 545141t H & B AHX B spec, LAAZE elasticsearch 35|

18.1.1.1.8.1.1. 2 &Y
o XIR
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enableStructuredContainerlLogs bool (mIik) J5H
StructuredContainerLogs j5 %
BAREHIEBERRT

structuredTypeKey FRE (TI3%) StructuredTypeKey 18T
EFA{E elasticsearch R3] A FRHITT
o

structuredTypeName FREE (aI3%) StructuredTypeName 1§

TE elasticsearch R #1 &

18.1.1.1.9. .spec.outputs[]

18.1.1.1.9.1. }#uk
B E Y AREEN BRI,

18.1.1.1.9.1.1. k&Y

o HUH

Ett S ok

syslog xR ("T3%)

fluentdForward IO (T3%)

elasticsearch ISES ("T3%)

kafka KR (Ti%)

cloudwatch W5 (7T3%)

loki KR ("Ti%)

googleCloudLogging xR (mI3%)

splunk xR ("I3%)

name FREB FAF 5| sk B B8 kit & TR,

secret xR (RI%) RFHBRIER
Secret,

tls xR TLS G &% TLS B it L
opril-sEq=N
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Bt el fed

type FRE# AR RO REY,

url FRE# (AiE) FFREICRAETR
URL,

18.1.1.1.10. .spec.outputs[].secret

18.1.1.1.10.1. ¥k

OutputSecretSpec 2N B EE B — secret 51, RBMZZNH,

18.1.1.1.10.1.1. &Y

o XIR
2352 ' s
name FFER FB KSR 85 secret BLBERIA & 28
[Afh secret O R,

18.1.1.1.11. .spec.outputs[].tls

18.1.1.1.11.1. sk

OutputTLSSpec @& 5HiH RBI TR TLS HEEEI,

18.1.1.1.11.1.1. 2k Y

o IR
=43 RE Uiy
insecureSkipVerify bool R InsecureSkipVerify 4 true,
MFESE TLS &/ iR RBRIE T
BIEE IR,

18.1.1.1.12. .spec.pipelines[]

18.1.1.1.12.1. #45k

PipelinesSpec 5§ —H i A B S —HE B,

18.1.1.1.12.1.1. &Y

o HUH
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B RE
detectMultilineErrors bool
inputRefs #AE
labels POE
name FREB
outputRefs #AE
parse FREB

18.1.1.1.13. .spec.pipelines[].inputRefs[]

18.1.1.1.13.1. $#&k

18.1.1.1.13.1.1. 2K &Y
o HH

18.1.1.1.14. .spec.pipelines[].labels

18.1.1.1.14.1. #k

18.1.1.1.14.1.1. &Y
o MR

18.1.1.1.15. .spec.pipelines[].outputRefs[]

18.1.1.1.15.1. f#h

18.1.1.1.15.1.1. &Y
o HH

18.1.1.1.16. .status

$£18E APISE

sk

(|I%) DetectMultilineErrors /&
BB AENZITERGN

inputRefs FIl & It B & iy A B9 & FR
(input.name),

(ATik) A F@T It EE RSN
ILRBIPREE

(AIk) HMEAER, EINRR
i, MAJTE pipelines 513 Ak

o

outputRefs FIl H I B & i H B9 & FF
(output.name),

(|I€) Parse RYFHHERB R
MHohEERIER S
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18.1.1.1.16.1. #hk

ClusterLogForwarderStatus i . ClusterLogForwarder BIWE4RE

18.1.1.1.16.1.1. K&
o IR

B PR Hah

conditions xR HEiE & 24,

LTDN Conditions PN SN N ES LN S o

HiH Conditions iy HH S B HE 4 TR B B HH A 5%
&,

pipelines Conditions Pipelines & E &R R EEH
E N

18.1.1.1.17. .status.conditions

18.1.1.1.17.1. 35k

18.1.1.1.17.1.1. KRy
o MR

18.1.1.1.18. .status.inputs

18.1.1.1.18.1. &k

18.1.1.1.18.1.1. 2k &Y

® Conditions

18.1.1.1.19. .status.outputs

18.1.1.1.19.1. #k

18.1.1.1.19.1.1. 2k &Y

® Conditions

18.1.1.1.20. .status.pipelines

18.1.1.1.20.1. 35k

18.1.1.1.20.1.1. k&Y
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e conditions== ClusterLogging —** Red Hat OpenShift Logging 5&fjl, ClusterLogging &
clusterloggings APl #J Schema

=4 3l 1 pu

spec pOE3 ClusterLogging FTEHI1T N HIA&

status xR Status T X ClusterLogging F9¥],
237 i

18.1.1.1.21. .spec

18.1.1.1.21.1. #45k

ClusterLoggingSpec & Y. ClusterLogging BIFFFE IR

18.1.1.1.21.1.1. &Y

o NfR

B i ik

&5 IO 3 £ 3 Collection RIS

curation PO (BFH) (A%k) BEFH. &80
Curation 4B 4&

forwarder S (BFHA) (a%) BFH. £8M
Forwarder ZH{4B9HI#&

logStore S (FIik) SRR EFHEHEGR
%

managementState FREB (|I%€) #03R Operator &
'Managed' 5% 'Unmanaged’, MI&E
1)

visualization xR (A%k) SRR b ZH A RO RTAR

18.1.1.1.22. .spec.collection

18.1.1.1.22.1. ¥k

XREEBEMEHESERMLHY

18.1.1.1.22.1.1. 2k &Y

o MR
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%R xR (a%k) WERMTURER

nodeSelector ES (|3%k) & L Pod 1 EE B HrLE Ty
mLE,

AR (tolerations) B (|I%) F Y Pod {$iES AR

fluentd xR (|3%) Fluentd XFRBE
fluentd F% % 23MIEC B,

logs xR (BFH) (Fik) 2FH. S

Log Collection #i#&

type FRE (7Iik) EEEB Log Collection
REY

18.1.1.1.23. .spec.collection.fluentd

18.1.1.1.23.1. ik

FluentdForwarderSpec fXZFREEH fluentd BE% % 2s I BL B

18.1.1.1.23.1.1. K&

o MR
4.3 Fer Hh
buffer IO 3
inFile w5

18.1.1.1.24. .spec.collection.fluentd.buffer

18.1.1.1.24.1. #4k

FluentdBufferSpec {3k fluentd Ze WS FE&, FATHEMEA fluentd HIHMEZARE. ©XFSHT
EREBZARMPATIR/N, FBEEREMEEER,

BXEBHSH, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 2%, 1EHSH : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E : https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

18.1.1.1.24.1.1. 2k Y
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o MR

Bt

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

FRE#

FRE#

int

FRE#

FRES

FRE

FRES

FRE#

FRE#

18.1.1.1.25. .spec.collection.fluentd.inFile

18.1.1.1.25.1. ¥k

$£18E APISE

25U

(RI#%) ChunkLimitSize K& E
MREFEAKRN EHEE

(|I3%) Flushinterval fSERIHNE
HEMR A EFHRT K

(|[%) FlushMode REREE A
e ERERENESX, BX

(RI#%) FlushThreadCount
reprents 2 X A IRHE

(|I%€) OverflowAction £k
fluentd £ G BIIRIE

(AI3%) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
55

(TI3%) RetryTimeout {ARIEK
FrIZ R E A& KA

(FIi%) RetryType REREiXER
BEBYREY, flush BVERTLL

(RI%) RetryWait AR PIANELE
SRR iz (A R [F]

(|I%€) TotalLimitSize fXREAN
fluentd FOVFROTY FR 22 ] I {E

FluentdInFileSpec X fluentd in-tail A S FE, BT HEMEA fluentd in-tail AR E.

EXEMNSH, BB : https;//docs.fluentd.org/input/tail#parameters

18.1.1.1.25.1.1. k&
o XIR
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readLinesLimit int (|I%) ReadlinesLimit X XRZERE
BN /0 @FEEImMTE

18.1.1.1.26. .spec.collection.logs

18.1.1.1.26.1. H#uk

18.1.1.1.26.1.1. k&
o MR
fluentd xR Fluentd Log Collection A {HI#L
%
type FRE ERBEMHEESERR

18.1.1.1.27. .spec.collection.logs.fluentd

18.1.1.1.27.1. ¥k

CollectorSpec & spec, AT E INERHIFEF TR

18.1.1.1.27.1.1. k&Y

o MR
nodeSelector X (|I3E) & X Pod i B BIHPLETT
=L
BIR xR (A1) WREE2RAYBTIRE K
AR (tolerations) e (|I3E) & X Pod HEZHAR

18.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

18.1.1.1.28.1. ik

18.1.1.1.28.1.1. k&Y

o MR
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18.1.1.1.29. .spec.collection.logs.fluentd.resources

18.1.1.1.29.1. #uk

18.1.1.1.29.1.1. K&

o XfH
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests xR (RI3E) 1EKiE® T ATRR DT
"R,

18.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

18.1.1.1.30.1. &xh

18.1.1.1.30.1.1. K&
o MR

18.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

18.1.1.1.31.1. }#k

18.1.1.1.31.1.1. 2k &Y
o MR

18.1.1.1.32. .spec.collection.logs.fluentd.tolerations[]

18.1.1.1.32.1. $uk

18.1.1.1.32.1.1. 58y

o A
Bt el fed
effect FRE# (Ai%E) BRKTELABIG R
R, EZERELEAETT KRR,
key FRE (|Ti%) key BAMRM AEINIT R
#. empty RINSAATTRELT
Bc,
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B it} Hah

operator FRE (RI%£) Operator XTS5 H/
X%

tolerationSeconds int (|[%) TolerationSeconds &

ARV (WA=

value FRE (") (ERAREETRIE,

18.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
18.1.1.1.33.1. ik

18.1.1.1.33.1.1. k&Y

® int
18.1.1.1.34. .spec.curation

18.1.1.1.34.1. 5k

XEaEAERRRE RN (Curator)

18.1.1.1.34.1.1. 2Kk &Y

o MR
Bt RE (7301
curator xR EEENREMNE
type FrFE EREMNRRERE

18.1.1.1.35. .spec.curation.curator

18.1.1.1.35.1. #k

18.1.1.1.35.1.1. k&Y

o IR
nodeSelector ES TE X Pod HEEIMFLET sk,
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B FR
iR ES
HE FFER
PR (tolerations) A

18.1.1.1.36. .spec.curation.curator.nodeSelector

18.1.1.1.36.1. ¥k

18.1.1.1.36.1.1. KH
o MR

18.1.1.1.37. .spec.curation.curator.resources

18.1.1.1.37.1. 5k

18.1.1.1.37.1.1. &

o MR
=4 RE
limits xR
requests X

18.1.1.1.38. .spec.curation.curator.resources.limits

18.1.1.1.38.1. Jxh

18.1.1.1.38.1.1. KR
* MR

18.1.1.1.39. .spec.curation.curator.resources.requests

18.1.1.1.39.1. ##xk

18.1.1.1.39.1.1. k&Y

$£18E APISE

sk

(|3%) Curator ¥R ER

Curator fEMIZ1THY cron HE, 2K
AT "30 3+ *

sk

(ATik) FREIHER T RiFBI& AL

BHIRE.

(|Tik) EK$ER T AER &I

YR
%:')_‘\}' No
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o MR

18.1.1.1.40. .spec.curation.curator.tolerations[]

18.1.1.1.40.1. #4k

18.1.1.1.40.1.1. 3k &Y

o HH

effect FFER (W) MRRTELENG =R
R, EEKELERAETRMR,

key FFER (A%k) key 2RRN AEIME =
W, empty RINGRMETTRELT
fic.

operator FRE (|I%£) Operator XTS5 EM
X%

tolerationSeconds int (|[%) TolerationSeconds &
RIRHHERE] (W2

value FFER (a%k) (HRAREENS RIE.,

18.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
18.1.1.1.41.1. H#uk

18.1.1.1.41.1.1. &Y

® int

18.1.1.1.42. .spec.forwarder

18.1.1.1.42.1. #k

ForwarderSpec @81 EHR A 3 LI 2B M ESEH., —REASTEENFER, BAUURERZERA S
AR A P #1THERE VL. BRI : fluentd,

18.1.1.1.42.1.1. 2k HY
o MR
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=43 el sk

fluentd PO

18.1.1.1.43. .spec.forwarder.fluentd

18.1.1.1.43.1. &5k

FluentdForwarderSpec &R K8 H fluentd BEL 4 2s I BL B

18.1.1.1.43.1.1. K ®

o MR
=3 KR ftid
buffer POE S
inFile ISES

18.1.1.1.44. .spec.forwarder.fluentd.buffer

18.1.1.1.44.1. ik

FluentdBufferSpec X fluentd o S¥MF&, AT HAEME fluentd I HEEE. EXFHESHTF
EREBRARMATIKRND, FBERENMELER.

BXEBHSE, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 21, 1ES : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E | https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

18.1.1.1.44.1.1. 2k 5y

o XIR
B S Hah
chunkLimitSize TR (BI%€) ChunkLimitSize KR E
M RAKD, BHNEIE
flushinterval FREB (|I3E) Flushinterval fSERMHNE
HiEMR A EFHRT K
flushMode FFER (|3%) FlushMode KREE A

REERAIEIRR, ERX
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flushThreadCount int (|I3%) FlushThreadCount
reprents 2 X A IEHE

overflowAction FREB (|I%) OverflowAction &
fluentd Z% hiGEHERIIR1E

retryMaxInterval FRE (AI%£) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
53

retryTimeout FRE (RI%) RetryTimeout RERIEM
FriZ A E IR KT H]

retryType FRE (AT#%E) RetryType REREIXER
BRIFBIEEY, flush #RAFATLL

retryWait FRE (RI%) RetryWait AR PIANELE
F i RIFT 2 7] B 35 S0 (]
totalLimitSize FREB (|I%) TotalLimitSize KRB

fluentd FS B9 s 22 (6] R {E

18.1.1.1.45. .spec.forwarder.fluentd.inFile

18.1.1.1.45.1. ik
FluentdInFileSpec X% fluentd in-tail iEH S FE, FATFHERMA fluentd in-tail EI AMBLE,

BXREMNSE, ESMH : https;//docs.fluentd.org/input/tail#parameters

18.1.1.1.45.1.1. K&
o MR

readLinesLimit int (|I%) ReadlinesLimit X RZERE
BN /0 @FEEImMTE

18.1.1.1.46. .spec.logStore

18.1.1.1.46.1. #ixhk

LogStoreSpec @& B XAEHFHEHXNER.

18.1.1.1.46.1.1. KB
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o NfR

Bt i ik

elasticsearch xR Elasticsearch B & F A 48L&

lokistack xR LokiStack @& H KXY Type K&
7 LogStoreTypelokiStack i F§
TFHEEEWER.

retentionPolicy I (RIik) (REZZRBEE LT MR E
B3R5 | M K HARR

type FREB ERENHEFHIRE,

Operator BRI #{E A
ElasticSearch

18.1.1.1.47. .spec.logStore.elasticsearch

18.1.1.1.47.1. H#xk

18.1.1.1.47.1.1. 2Kk &Y

LIPSE 3

Bt 3 ek

nodeCount int M Elasticsearch SR BRI T &

nodeSelector xR E M Pod R RIFLT R L,

proxy xR Elasticsearch Proxy ZH{4BI#IA&

redundancyPolicy FRE# (mI3%)

BrR xR (®Ii£) Elasticsearch R E
Xk

storage xR (RI%) Elasticsearch #4E T =
BITFhEAAE

AR (tolerations) A

18.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

18.1.1.1.48.1. ik
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18.1.1.1.48.1.1. k&
o XIR

18.1.1.1.49. .spec.logStore.elasticsearch.proxy

18.1.1.1.49.1. ik

18.1.1.1.49.1.1. K&
o XIR

Bt

R IOE S

18.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

18.1.1.1.50.1. f#xk

18.1.1.1.50.1.1. K&

o XfH
=4 RE ik
limits xR (RIiE) FR&IHER 7 SRR
HHRE,
requests IO 3 (BI3E) 1EKkiE® T ATRR DT
HHR,

18.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

18.1.1.1.51.1. ¥k

18.1.1.1.51.1.1. 2k HY
o XIR

18.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

18.1.1.1.52.1. ¥k

18.1.1.1.52.1.1. K &Y
o MR
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18.1.1.1.53. .spec.logStore.elasticsearch.resources

18.1.1.1.53.1. #k

18.1.1.1.53.1.1. K&

o XfH
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests I (RI3E) 1EKiE® T ATRRE DT
"R,

18.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

18.1.1.1.54.1. }#uk

18.1.1.1.54.1.1. K&
o MR

18.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

18.1.1.1.55.1. #uk

18.1.1.1.55.1.1. &Y
o MR

18.1.1.1.56. .spec.logStore.elasticsearch.storage

18.1.1.1.56.1. ##uk

18.1.1.1.56.1.1. K&
o MR
Bt 3] ok
size I ZEBEANTTRNRREHERE,
storageClassName FRE (k) AFART R PVCH

R BT,

18.1.1.1.57. .spec.logStore.elasticsearch.storage.size
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18.1.1.1.57.1. ik

18.1.1.1.57.1.1. &Y

o MR

B : Hah

® 1A% FFER BB : BX Reonicalize 9
FitEe

d xR R d.Dec = nil, d £ inf.Dec FRH#
M E

i int R d.Dec==nil, i 2int64 T E
ERANEHE

s FFER s RAERMIXMNNEMN(E, LUBR
BHiITE

18.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

18.1.1.1.58.1. ik

18.1.1.1.58.1.1. Kk &Y

o MR
B FR Hh
Dec PO

18.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

18.1.1.1.59.1. #uk

18.1.1.1.59.1.1. k&Y

LIPSE 3
Bt e il feid
scale int
unscaled ISES

18.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled
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18.1.1.1.60.1. ##iuk

18.1.1.1.60.1.1. K &Y

o MR
Bt
abs Word sign
neg bool

18.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

18.1.1.1.61.1. ik

18.1.1.1.61.1.1. 2k Y

e Word

18.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

18.1.1.1.62.1. #xk

18.1.1.1.62.1.1. K5
® int
Bt RE fihk
scale int
value int

18.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

18.1.1.1.63.1. ¥k

18.1.1.1.63.1.1. ZLHY
o H4H

352 ' s

effect FRE# (i) BRKTELAHIG R
R, EERELREAETT KRR,
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key FFER (A%k) key 2RRN BEIME =
., empty RRSAATTRRIT
fic.

operator FRE (|I%£) Operator X & 5 EM
X%

tolerationSeconds int (|[%) TolerationSeconds &

AREVERA (WA=

value FRE# (\Iik) (ERARRCETTRIE,

18.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
18.1.1.1.64.1. #iuk

18.1.1.1.64.1.1. 58

® int
18.1.1.1.65. .spec.logStore.lokistack

18.1.1.1.65.1. ##uk

LokiStackStoreSpec FA3R1%E& cluster-logging LAEF LokiStack fEh B &F . ©igmE—mE2E[H &
BYEIA LokiStack.

18.1.1.1.65.1.1. K B¢

o MR
name FFER LokiStack FTiRAIZ TR,

18.1.1.1.66. .spec.logStore.retentionPolicy

18.1.1.1.66.1. f#xh

18.1.1.1.66.1.1. K&

o MR
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application POE
audit xR
Infra xR

18.1.1.1.67. .spec.logStore.retentionPolicy.application

18.1.1.1.67.1. }#xh

18.1.1.1.67.1.1. 2k Y
o XIR

2352 ' s

diskThresholdPercent int (|l€) —ES W& A=
B, ZREEXARER N IZMIERIE
3| (4075)

maxAge FrFE (\T3k)

namespaceSpec #H (7Iik) BAHZEEME, BT
I BRER T 25 E B /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 2R E L
ERpIES

18.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]
18.1.1.1.68.1. fxh

18.1.1.1.68.1.1. K&

o HH
Bt KR ik
minAge FREB (RIiE) MHPR5XA MinAge IHEY
& Ze R EERAYIC S (4N 1d)
namespace FRER B irée & 22 [ HFRBF MinAge BY

A& (BILH 7d)
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18.1.1.1.69. .spec.logStore.retentionPolicy.audit

18.1.1.1.69.1. f&xh

18.1.1.1.69.1.1. KA
o MR

diskThresholdPercent int (|iE) — PN ESHEERAENE
B, ZAEEXAHER N IZMERIE
%3] (70 75)

maxAge FREB (|I3)

namespaceSpec #H (Rlik) BAHZEEME, BT
T BRER T 25 E S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 22 AR L
ERpIES

18.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

18.1.1.1.70.1. &5k

18.1.1.1.70.1.1. k&

o HUH
B KR ok
minAge FRE (RIiE) MHpRSXA MinAge IHEY
22 A CECADIC S (FIgn 1d)
namespace PR Birdp & 22 IR BEF MinAge B

A& (BINH 7d)

18.1.1.1.71. .spec.logStore.retentionPolicy.infra

18.1.1.1.71.1. 5k

18.1.1.1.71.1.1. k&Y

o MR
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diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
%3] (70 75)

maxAge FREB (mI3k)

namespaceSpec #H (7lik) SR ZEEME, BT
I BRER T 25 E S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEES e & 22 AR L
ERpIES

18.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]
18.1.1.1.72.1. $#isk

18.1.1.1.72.1.1. 2k &y

o HUH
Bt 3] fhodk
minAge FRE (RIiE) MHpRSXA MinAge IHEY
22 A LECAOIC S (FIgn 1d)
namespace PR Birép & 2 R B F MinAge B

A& (BINH 7d)

18.1.1.1.73. .spec.visualization

18.1.1.1.73.1. ik

XEEEABIHLEBNLEH (Kbana)

18.1.1.1.73.1.1. k&Y

o MR
B KR fhodk
kibana ISES Kibana L5t 16 40 4 B9 A&
type FREB EREN AR
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18.1.1.1.74. .spec.visualization.kibana

18.1.1.1.74.1. H#xk

18.1.1.1.74.1.1. 2k &Y

LIPSE 3
Bt e i) 3T
nodeSelector ISES E M Pod R RIFLT R L,
proxy ISES Kibana Proxy ZH#4BIHII&
replicas int N Kibana SR EER BRI LB E
R ISES (AT#%) Kibana BIHHRE R
AR (tolerations) A

18.1.1.1.75. .spec.visualization.kibana.nodeSelector

18.1.1.1.75.1. ik

18.1.1.1.75.1.1. k&

o MR

18.1.1.1.76. .spec.visualization.kibana.proxy

18.1.1.1.76.1. #xk

18.1.1.1.76.1.1. k&Y

o XIR
=43 il sk
R IOE S

18.1.1.1.77. .spec.visualization.kibana.proxy.resources

18.1.1.1.77.1. &5k

18.1.1.1.77.1.1. 58

o MR
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B e ik

limits ISE (AIk) BREIER T RITHRALT
HHERE,

requests I (RI3E) 1EKiE® T ATRNRE DT

YR
%:')_l}' No

18.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

18.1.1.1.78.1. H#uk

18.1.1.1.78.1.1. k&Y
o XIR

18.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

18.1.1.1.79.1. #5k

18.1.1.1.79.1.1. K&
o MR

18.1.1.1.80. .spec.visualization.kibana.replicas

18.1.1.1.80.1. ik

18.1.1.1.80.1.1. K&

® int

18.1.1.1.81. .spec.visualization.kibana.resources

18.1.1.1.81.1. #&uk

18.1.1.1.81.1.1. 2k

o X
Rt =S ik
limits MR (RTE) BREURR T S vFaomoAit
HYHRE.
requests X (RIik) ERiER T RRMR DT

YR
%:')_l;z No
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18.1.1.1.82. .spec.visualization.kibana.resources.limits

18.1.1.1.82.1. ik

18.1.1.1.82.1.1. 58
o XIR

18.1.1.1.83. .spec.visualization.kibana.resources.requests

18.1.1.1.83.1. Jaxh

18.1.1.1.83.1.1. K&
o MR

18.1.1.1.84. .spec.visualization.kibana.tolerations[ ]

18.1.1.1.84.1. #ixk

18.1.1.1.84.1.1. K &Y

o A

2352 ' s

effect FRE# (Ai%E) BRKTELABIG R
R, EZERELEAETT KRR,

key FFER (A%£) key 2EIRN BEIME =
. empty RINGMETT T
fic,

operator FRE (|I%£) Operator X &5 (EM
X%

tolerationSeconds int (|[%) TolerationSeconds &

AR (BAIR

value FRE (%) ([HEEFREARRNTTRIE.

18.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds

18.1.1.1.85.1. ik

18.1.1.1.85.1.1. k&Y

® int
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18.1.1.1.86. .status

18.1.1.1.86.1. f&xh

ClusterLoggingStatus & . ClusterLogging BJMIERIR

18.1.1.1.86.1.1. K&

o MR

=3

£4 o (Ti%)
conditions &R (7T3%)
curation KR (Ti%)
logStore xR ("I3%)
visualization KR (Ti%)

18.1.1.1.87. .status.collection

18.1.1.1.87.1. #k

18.1.1.1.87.1.1. &8y

o XfH
=4 RE ik
logs IO 3 (RI%)

18.1.1.1.88. .status.collection.logs

18.1.1.1.88.1. f#xk

18.1.1.1.88.1.1. k&Y
o XIR

Bt

fluentdStatus PO (|r%k)

18.1.1.1.89. .status.collection.logs.fluentdStatus
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18.1.1.1.89.1. faxh

18.1.1.1.89.1.1. k&Y

o &

Bt

clusterCondition KR ("Ti%)
daemonSet FRE ("T3%)
TR xR ("I3%)
pods FREB (mI3%)

18.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition

18.1.1.1.90.1. ik

operator-sdk generate crds RS IFBLEI NS, SlfERAm&ARE,

18.1.1.1.90.1.1. k&Y
o XIR

18.1.1.1.91. .status.collection.logs.fluentdStatus.nodes
18.1.1.1.91.1. H#5k

18.1.1.1.91.1.1. 2k Y
o XIR

18.1.1.1.92. .status.conditions
18.1.1.1.92.1. Hiiuk

18.1.1.1.92.1.1. K&
o MR

18.1.1.1.93. .status.curation
18.1.1.1.93.1. #&xh
18.1.1.1.93.1.1. 2k &Y

o MR
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curatorStatus B (aI3%)

18.1.1.1.94. .status.curation.curatorStatus[]

18.1.1.1.94.1. 5k

18.1.1.1.94.1.1. &Y

o HH
Ett S ok
clusterCondition IO (Ti%)
cronJobs FREB ("T3%)
VAR FrF e ("T3%)
iz bool ("T3%)

18.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

18.1.1.1.95.1. ##uk

operator-sdk generate crds RS IFBLEI NS, SlfERAmEARE,

18.1.1.1.95.1.1. K&
o MR

18.1.1.1.96. .status.logStore
18.1.1.1.96.1. fxh

18.1.1.1.96.1.1. K&
o XIR

Bt el

elasticsearchStatus B (aI3%)

18.1.1.1.97. .status.logStore.elasticsearchStatus[]
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18.1.1.1.97.1. #xh

18.1.1.1.97.1.1. 2k By

o A

B

cluster ISES ("T3%)
clusterConditions IO (Ti%)
clusterHealth FRE (\T33E)
clusterName FRE (mI3%)
HBE R ("T3%)
nodeConditions KR (Ti%)
nodeCount int (\T33E)
pods F &R ("T3%)
replicaSets el ("T3%)
shardAllocationEnabled FREB (Ti%)
statefulSets A (\T33E)

18.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

18.1.1.1.98.1. faxh

18.1.1.1.98.1.1. k&Y

o MR
=43 KRR Uiy
activePrimaryShards int Elasticsearch SRE#HEIAE 2 F &
%
activeShards int Elasticsearch £EBUER 2 F ¥ E
initializingShards int Elasticsearch & Initializing
Shards &
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=43 RE Uiy

numDataNodes int Elasticsearch SREMHIET R E

numNodes int Elasticsearch &M T R E

pendingTasks int

relocatingShards int Elasticsearch REMIEEAM 2 FHY
HE

status FRF& Elasticsearch S£8¥H9 L AR S

unassignedShards int Elasticsearch SR HIR D BRI
HE

18.1.1.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

18.1.1.1.99.1. &xh

18.1.1.1.99.1.1. K&
o XIR

18.1.1.1.100. .status.logStore.elasticsearchStatus[].deployments[]

18.1.1.1.100.1. #ixk

18.1.1.1.100.1.1. K&
o A

18.1.1.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

18.1.1.1.101.1. sk

18.1.1.1.101.1.1. 2Kk &Y
o XIR

18.1.1.1.102. .status.logStore.elasticsearchStatus[].pods

18.1.1.1102.1. #isk

18.1.1.1.102.1.1. 58
o MR
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18.1.1.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

18.1.1.1.103.1. #isk

18.1.1.1.103.1.1. K &Y

o A

18.1.1.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

18.1.1.1.104.1. #ixk

18.1.1.1.104.1.1. &Y

o A

18.1.1.1.105. .status.visualization

18.1.1.1.105.1. #isk

18.1.1.1.105.1.1. 2R &Y

o MR

Bt el

kibanaStatus B (aI3%)

18.1.1.1.106. .status.visualization.kibanaStatus[]

18.1.1.1.106.1. ik

18.1.1.1.106.1.1. Kk &Y

o HH

Bt e ik

clusterCondition KR ("T3%)

HBE FRER (7T3E)

pods FRF& (|IE) Visualization H{FHIEAN

Kibana Pod BIR7S
replicaSets #H (mI3%)
replicas int (mI3%)
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18.1.1.1.107. .status.visualization.kibanaStatus[].clusterCondition

18.1.1.1107.1. #sk

18.1.1.1.107.1.1. &5y
o MR

18.1.1.1.108. .status.visualization.kibanaStatus[].replicaSets[]

18.1.1.1.108.1. ik

18.1.1.1108.1.1. K&
o A
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