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MTC (Migration Toolkit for Containers) IiLf&iRER6r &2 A RSN BARE TEAEERE
OpenShift Container Platform 4 S£&¢H] 71T,

SNRE M OpenShift Container Platform 3 3%, 1525 %F M OpenShift Container
Platform 3 sT# %l 4LL &7 OpenShift Container Platform 3 &% |HM MTC Operator,

BRI UERRTEIR, ER—KHITREHFTIBRNARERF,

MTC IRt 7 — 1 ETF Kubernetes BE X ¥RH web 1Z5I&F1 API, BIEBNEILGETRFH/IMEN BERF
=ML AL,

MTC #ZHI S BRINLEEBirEE P, BATLUIEE MTC Operator, LB L2 ER R RERSHIA,
BXRUTELRIFE, BSRSYSTRIE :
o (FHMEF hook #l MTC API BT,

o EEEIMITHIBRFIR, R/HAMEITRE, FNERSIRERB PV KINAE,

1.1 RiE
£ 1.1. MTC KiE
Ai& 3'8
TREERE MAER LN A RIEEE,
Bl N RRFF R BIBREE.
SHTGCE BT EREIBIRPEHE K. B Kubernetes X RIIW K7, HERTE
EAIBREETRITIBEE Kubernetes X RN RIZHE,
B I8 PR A T RT LARE R A SR BT 19,
ENER 1217 migration-controller pod 1 Web £HI & M&EE, THEESEEE
B, BXTRLEN.
FNEBRTEBE NI registry Bk EEIBE&.
o ¥ 53 TR BERREN, EXTRLEN,
LR EE— 124 migration-controller iR 551K /7 4 k¢ #0 Secret B E LK
o
IREBREE—NMNTFHNRE registry BB FREETBRHE,
AT BER. B Kubernetes M RMEERHE RIS HIFMEE, AEMEHIEHZESS

E=Rae =N


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#advanced-migration-options-mtc
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R& X

BEEET% FRAMBSEEMREREHIE BInER,
EEHGRIR BREZENMNRERHEHEIBITER.

W EERS AEMMEENARFNERT, BEHEHEBIRER.

% RIZTI BT R Y65 T R B9 SR 1A,

BIYiER N ARERERHEL, HERIBEBIREKE.
RETR B ENF AN S FRAE R B IrREERES M ARF RS,
ERER EREBRER—E5EKETERE.

17 MTC web 2B h GFEEH,

1.2. MTC T

fRAI LUEE MTC web #1885k Kubernetes API 5 Kubernetes %R, HAMSHIBENAI IS HIK TR
E| OpenShift Container Platform 4.11,

MTC ERBLUTHIR :

o TEERITRIRIEER B2,

o MBEFEFEHMEIR : ¥ MTC IRHRENAN, BRIBS lz‘u%‘%?él‘ﬂ?éﬂiﬁﬁﬁﬁﬁﬁgﬁu‘
R, NARS K Pod. 74, MIR— A’ﬁ?ﬁﬁ:np% AR EREREREIG], X HREKHTE
BIONFEN A —DEIR, MTC 2FH% XM HIR.
plgn, =E£M ETXAR (SCC) B—MEFETERIGINGTR, RFKF (SA) BREETHE

(B A ETIR. SNSR MTC TR MM A A FRE1E SA, MTC 2 E IR EIEET SA BIFRE
SCC, FiF#iXL SCC, B, MTC IR RAT A FAMESFRNFTAMLS,

RIFFHIR, TRERFBRFIIIBEISEHEBTIR,

o HE VIR (CR) MBEE LHIRE L (CRD) : MTC fEén & 22 [H ¢ 5| B £h3F# CR # CRD,

A MTC Web BTN ARRES RU TS :

1. EAMESEFRE MTC Operator,
IR AR RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI R LAIEAR B BTN, & Al AR registry BI5E(&  (mirror) .

2. REEGIFEMEE, X2 MTC ARIBEIER R EINREFE,
IR B VRERRF A B B ER R ZRREIBI M Ui FITR, NRERNRERS SR, SQIEH
ENARVFEH G EMER I HNLRE,

3. E MTC web ;‘?%Uﬁ‘qﬂuj“ﬂl]/}?$2¥
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4. £ MTC web ZHI& R INME HIEFEE,
5. QIETERITR, SEUTHIBIRET 2—
e Copy: MTC HEIEMEBEERSHESEHEEE, BMNERNEHEEIBEIEE S EIBIrER,
MREFEAERFRIRHERSES IR, NERIEcEREMNREEEFEIE

PREERE.
> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MREBEHRENE—MEFEE (FI20 NFS) , FEBIRERE LB —NMERIX T
RBEM PV KR, RAEEENERPETITRES, Tj_:ETT%ﬁqﬂl_ﬁE’prFﬁ&rﬁFﬁﬁ%ﬁﬁ
FR#IRE— L&% TR B WA LA R EEBEFN B bR & B 170,

AREH CEEEHIELEERF, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. ZITERITL, ERUTEITZ—

stage A LN AR FRIER TRBESHIE B IrER.
MEBER RS RIZTT, UEEIRINASHBEEFRT BN, TS INMERES
R 4558 T F BOHRF LI A

e cutover RIFILRERH LN ARRE, HERERIBIINERE.
A% @ IEATLUERR Halt transactions on the source cluster during migration% %1% &,
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Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

I Velero

1.3. X FHUEEHI A E
Migration Toolkit for Containers (MTC) XS HUIBMIREE TB EI B IR 4 RS FIR R EIBRE F

Ak, ERLERES TERIMEH

1.3.1. XHRGEHITTE
MTC TEFMBEHMNRERSHIZISHFMEE, FNIBREHIZIBIRE,
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Replication
repository

MyApplication

Kubernetes
objects

]

Restore

PV1 PV 2 l

Internal images MyApplication

i Velero | Kubernetes
1 objects

OpenShift PV1 PV 2

Container Platform
Migration API

Internal images

Target cluster

BT AN P ST R T 0,

XHRGEFI T EERA Restic HHTF#ETR, FEM Rsync HTEESTH%.

xR 1.2. XU RGIEHELLR

L=

o HEHAILIATRANFME.

o i S3 IEfEHt N Eal X,
e (M checksum JSiEHIE (A3%E)
o THEESTIR, X

PRI

o LLIRIBEHIAEIE,

o HIEMNEBERL AR TEREMRE,

DERSMRE.

Restic #1 Rsync PV IR 1% Z#H PV {2 volumeMode=filesystem, 73%#HE X%
435E#% H{# A volumeMode=Block.,
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1.3.2. REBEHIAE
MTC [REHHENRBEF S ZHNENESICFE, BIETEEELRE.
IREBE A AR FHF Amazon Web Services. Google Cloud Provider #1 Microsoft Azure,

& 1.3. REBE G EBE

L= BRI

o EXHRGEERISIER, o LHNERITZHEIRR,
o SR THRRNEHIE.
o R TRA—AIENKE.,
o SHWINERBRMNEFIHE,
o FHERMMESIRBIHRE,
o FXREELIH.

1.4. ERBIBMERGRIN
EALMER BRI (DIM) MEESITEH (DVM) SHEHIRIEEREMWRERSTHE B I,

MREERCT AR AR 21T DVM, IR AREKKI, REBH pod TEV FFAMSERE
EHQ

DIM #1 DVM BE BZuyMae i, R WBTR x4 MRER &S R0 ZE LR ME FITF IR E 2
BRERERIHREF I, HA Rsync (CHIEUE,

DIM #1 DVM A8 Efb e )1 &4,


https://rsync.samba.org/
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25 2 Z MIGRATION TOOLKIT FOR CONTAINERS A 17310

ZhRAHI Migration Toolkit for Containers Z1T3EICNEA 7 FTRITHEEFNIE 5 ThEE. EFFAMITHEELIR BN
B[]

MTC (Migration Toolkit for Containers) Bl &% 88 6p 4 22 (515 b T2 FF TIE A EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& A LAM OpenShift Container Platform 3 i¥# %] 4.1, ##7E OpenShift Container Platform 4 5£&$ 2 [A]
T,

MTC 24 7 — N ETF Kubernetes B E X HTRE web #HIB M API, AIFEBIEESIERFHRIMEN ARRF
{SEHLAT [,

BAX MTC XHBEKRMER, 1ES W OpenShift Application and Cluster Migration Solutions, ©7& Red
Hat OpenShift Container Platform 4 &5 /EAIB &M —ER 93,

2.1. MIGRATION TOOLKIT FOR CONTAINERS 1.8.2 4 1T3F1C

2.1.1. BRI
M ATARAE LA T E BRI A -

HIXIBERE X CA BT B & RH BRI

LRI MTC fRA, EHEEFEEER, RMBE L CAIES. RINEZECEFMAIY, E&HD
B8 HH IR ] Rl

CVE-2023-26136: {f 4.1.3 2 #if#ifl tough-cookie & 432 Zl Prototype Pollution BB

TELLRIEY (MTC) kA, MTC F{E A tough-cookie HEERRA 4.1.3 2# 2 R RBLEBHEN, K4
ERTANERER, % rejectPublicSuffixes HI(EHXE Y false I, CookieJar TLiEIEMILIE Cookie,

BT RES SR, WBH (CVE-2023-26136)

CVE-2022-25883 openshift-migration-ui-container: nodejs-semver: Regular expression 1

HfR3S

ELRI(MTO)IRAR, SAZEENAE A HIEES newRange 1248, MTC RERK 7.5.2 ZFIH
semver {4 BhA T 5 % F Regular Expression Denial #J Service (ReDoS)MIM i,

METRELIFMER, 1HSH (CVE-2022-25883)

2.1.2. B 40/
AR A TS B B 8] 5,

2.2. MIGRATION TOOLKIT FOR CONTAINERS 1.8.1 £ 173F1C

2.2.1. B R H]
WA ATHRAG LT EE MR

CVE-2023-39325: golang: net/http, x/net/http2: IR EFREB AT RER S BT E T/


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#about-migrating-from-openshift-container-platform-3-to-4
https://access.redhat.com/support/policy/updates/openshift#app_migration
https://access.redhat.com/security/cve/cve-2023-26136
https://access.redhat.com/security/cve/cve-2022-25883
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TELLER HTTP/2 il (# MTC EF) HHIZERPLINT —PMRL2FRE. BFHTUEEE RTINS
i, FFILENA % RST_STREAM MiEEUH T, XEXKEBMNOBAAENRSHBOUBRMANIERE, B
i B ME BN R ATECR 2RSS SRImRH, MM SBE NIRSS 28 TR EFEmIE4 AR

%, (BZ#2245079)

BT REIMTC 1.8 HEEMRA, MR T XA,

ME|ETREZIEMER, 1HS (CVE-2023-39325) # (CVE-2023-44487)

2.2.2. E5018] &
XA RAE A £ B B A 0] 5,

2.3. MIGRATION TOOLKIT FOR CONTAINERS 1.8 & 173FiC

2.3.1. BfFRBY[A][H

b & AT hiR A LA AR B [ R

HEIBR2—BL T &0

FELRIMIARA A, HTF InvalidimageName i5i%, [FEIBE—BEL T &0, (BZ#2233097)

PodVolumeRestore RfRETE In Progress KA, {#EB— BT Stage Restore IRE

LRI AR, EHITHIEIRE, TR RSB IE Stage Restore F A, FfF podvolumerestore
SER. (BZ#2233868)

IBHMNRAERFITEMBIRER LBNER registry R EX G R

FELARIMORR A AR, 1NN AR IR EIBIRERN, IR ARETEMAIEE registry RN
&, MmS3 MARFEY., (BZ#2233103)

HF BRI, 1E Azure ESERBRIK

TELIRIBIRR AR, 7E Azure E£EEF, HEDE Azure FAERT, TR RTE Backup FERRIUK,
(BZ#2238974)

2.3.2. EAA)E
XA RRAA LU B0

FH MTC 1.7.x - 1.8.x Bf A &HIBRIBM Restic pod

EXNEZITHRAF, ZHJF MTC Operator M 1.7.x FZ¢ 2 1.8 x I}, |HHY Restic pod A#MR, Eik, £
FY S, Restic #l node-agent pod (AR LAE R ZE[AIRE L, (BZ#2236829)

IBHIEESR pod TEHEX IR registry

EAREZITHRAR, 7£8E BuildConfig HIN T2 MIET R EIBFRERENT, builder pod 2 5B IR,
T B R AR ML BB R registry, (BZ#2234781)

[UI] CA TR B B B R ETABRR

EXRLZITHRAF, 725 Require SSL Fik FHFABRINEI MigStorage B MCG NooBaa fZFfi##@HI CA
M trE, FERMTEARK, B2, BRIk CA HHERNAEFHER Require SSL K 1F R 1kE
XS, MR, %A OGES HERFIEFRINZNEZERE R, (BZ#2240052)

10


https://bugzilla.redhat.com/show_bug.cgi?id=2245079
https://access.redhat.com/security/cve/cve-2023-39325
https://access.redhat.com/security/cve/cve-2023-44487
https://bugzilla.redhat.com/show_bug.cgi?id=2233097
https://bugzilla.redhat.com/show_bug.cgi?id=2233868
https://bugzilla.redhat.com/show_bug.cgi?id=2233103
https://bugzilla.redhat.com/show_bug.cgi?id=2238974
https://bugzilla.redhat.com/show_bug.cgi?id=2236829
https://bugzilla.redhat.com/show_bug.cgi?id=2234781
https://bugzilla.redhat.com/show_bug.cgi?id=2240052
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HEXERE X CA EHFHE R A BRI
EMTC)JmEEHEMEER, RMBE L CAIET. RIEECHEFMLTR, EEMMBREIN-,

XA A EIE MTC 1.8.2 R,

CVE-2023-26136: {f 4.1.3 2 #if#ifl tough-cookie &3 %l Prototype Pollution BX i

MTC H{EFH 4.1.3 tough-cookie - BhrAZ Al (£ MTC HfER) BEZEXRINBENKT, iR
B4 %, EAE rejectPublicSuffixes HI{Hi1%E /) false If, CookieJar TiEEHNIE Cookie,

XA A EE MTC 1.8.2 R,
MBETHRBEZIFMELR, 1HSMH (CVE-2023-26136)

CVE-2022-25883 openshift-migration-ui-container: nodejs-semver: Regular expression 1

“ffR3S

ELRIMTORRAS, HAZEEMAHIEIEH newRange 12, MTC f{EMAK 7.5.2 Z B
semver Y4 SR AR 5 2 % Regular Expression Denial B Service (ReDoS)BIK i,

XA A EIE MTC 1.8.2 R,

METRESHAMES, HBIH (CVE-2022-25883)

2.3.3. FRE b
WA FARAB U THEA TR :

e M OpenShift Container Platform 3 3% £l OpenShift Container Platform 4 2 [HH MTC
Operator #1 MTC 1.7 X,

o FXFM MTC17.x EFHEIMTC 1.8

o RER MTC 1.7.x FiT#FEF OpenShift Container Platform 4.9 st B By A RHTE A AR
o MTC1.7x %AERMBFRHER.
® MTC 1.8.x {{Z# M OpenShift Container Platform 4.10 (& & ki & E#% £ OpenShift Container

Platform 410 S{E iR A, X FOCERERBRA 410 AESRARTER, TLUFERA 1.7.x 5
1.8x, B2, TERMEIRLE MTC1Y.z %FiEE,

o AZFMIEMTC17xIBEIBIT MTC 1.8.x0
o AZFMIEMTC1.8xEFHEIBI MTC1.7.x0
o ZRMIEMTC17xIBEBITMTC 17
o ZRMIEMTC1.8x FHEIBH MTC1.8x,
o MTC18x Bil&% % OADP 1.2.x,
o MMTC1L7x #HHEIMTC1.8.0, EEFh{F OADP MER N 1.2, MNREAF XM, Operator F+

TR

2.4. MIGRATION TOOLKIT FOR CONTAINERS 1.7.14 & 17310

1


https://access.redhat.com/security/cve/cve-2023-26136
https://access.redhat.com/security/cve/cve-2022-25883
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2.4.1. BfEREY (A
I % 4T BR AR AT LA T AR B ] 55

CVE-2023-39325 CVE-2023-44487: &L LKA

FELEBHTTP2 P (M MTCEA) ARNZBAPLINT —NLE2/E. BHrinaUlESIERTNZ R
i, SREILEN% % RST_STREAM iSREUHIXL1ERK, W FHEBEMOER, XNERNIRSZ50EE
AR TEME, BERTEMNEENREIRRBENIRS F[IHRF, X2FBENRSHBHNTRERHEER
Mt ER 4R 46 AR 55 B 7]

(BZ#2243564)
(BZ#2244013)
(BZ#2244014)
(BZ#2244015)
(BZ#2244016)

(BZ#2244017)

FRFXAN A, FAREIMTC 1.7.14,

ME|ETREZIEMER, 5SS (CVE-2023-44487) # (CVE-2023-39325),

CVE-2023-39318 CVE-2023-39319 CVE-2023-39321: &&= L£FH

12

(CVE-2023-39318): 7 Golang AL T — 1R 2IRE, ©# MTC . htmlitemplate ¥(42
RAEMCERLHTML B9 " ERSEE, B <script> £ FXHIEMLIE hashbang "#!" iE
BoE, WRATRESSBUEIRMARIT ST IR AR <script> E FTXHRE, M5 BIRIERT Y
¥ o

o (BZ#2238062)

o (BZ#2238088)

(CVE-2023-39319): 7£ Golang FAZ I T — 1R 2IRE, ©# MTC R, XIF <script> Y
JavaScript {£fi%, html/template {4 3% B 5 FA EE BN SR AL IR B F7ERY "<script”, "<!--",
M "</script”, XA HEA SFBUSRMBTSRE IR NHACLE R, MTSFBURERA LT X,

o (BZ#2238062)

o (BZ#2238088)

(CVE-2023-39321): £ Golang A HI T — AL 2RA, ©H MTC M. H QUIC BB RE
EM post-handshake JHE A RER T panic.

o (BZ#2238062)
o (BZ#2238088)

(CVE-2023-3932): 7£ Golang AT —1M&LiRE, ©H MTC EA, ER QUIC ZHithiuH
TN, HEREUIRFEEEN YR XNEIREREIXE LR, MM LERN QUIC iE#Ea
LIS B A8 A KRS80,

o (BZ#2238088)


https://bugzilla.redhat.com/show_bug.cgi?id=2243564
https://bugzilla.redhat.com/show_bug.cgi?id=2244013
https://bugzilla.redhat.com/show_bug.cgi?id=2244014
https://bugzilla.redhat.com/show_bug.cgi?id=2244015
https://bugzilla.redhat.com/show_bug.cgi?id=2244016
https://bugzilla.redhat.com/show_bug.cgi?id=2244017
https://access.redhat.com/security/cve/cve-2023-44487
https://access.redhat.com/security/cve/cve-2023-39325
https://access.redhat.com/security/cve/cve-2023-39318
https://bugzilla.redhat.com/show_bug.cgi?id=2238062
https://bugzilla.redhat.com/show_bug.cgi?id=2238088
https://access.redhat.com/security/cve/cve-2023-39319
https://bugzilla.redhat.com/show_bug.cgi?id=2238062
https://bugzilla.redhat.com/show_bug.cgi?id=2238088
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FRFXAN A, FAREIMTC1.7.14,

MEFETREZIEMER, 1HSM (CVE-2023-39318), (CVE-2023-39319) #I (CVE-2023-39321),

2.4.2. B5018) @
XA R A TS B B8] 5,

2.5. MIGRATION TOOLKIT FOR CONTAINERS 1.7.13 & 17310

2.5.1. B R[]I

XA RRA R AT E B AR R 0] 5,
2.5.2. B50(n] &

XA RAE A £ B B A 0] 5,

2.6. MIGRATION TOOLKIT FOR CONTAINERS 1.7.12 X 173¥1C
2.6.1. B R A]
XA S B R R0,

2.6.2. BA[HI
SXARRAA LU B4

Migration details Tl P& R RiE RS 504

£ Migration details TIE®, HEAR LT IBHE, BEEEMANE, B2, T—BNFERE, FEHE
K, R[] 504 H5iR, (BZ#2231106)

B MTC 1.7.x AHEH MTC 1.8 I FAEMBRIAK restic pod

TE5 MTC operator M 1.7.x #ZHEN 1.8.x i, BB restic pod AE#HMIBR, Fr4 5, restic #l node-agent
pod TEep & ZE A AR L, (BZ#2236829)

2.7. MIGRATION TOOLKIT FOR CONTAINERS 1.7.11 £173%1C

2.7.1. B AR RH A B
AR AN TS B AR R 017 5,

2.7.2. &R[A)
XA R A& TS B A 5,

2.8. MIGRATION TOOLKIT FOR CONTAINERS 1.7.10 £ 173¥1C
2.8.1. B RBY A
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WA ATRRA IR T 2 AR -

Y% DVM Fhf rsync 150

EXNEAITRRA A, Bl ARG I BES T (DVM) T2 A Rsync M 4ax fF S 5E TR E. LU
WERIZ1T DVM REFAMSER (PVC) RIRBAEN fF SR, BEUHRIIMER, £
MigrationController CR /1, ¥ migration_rsync_privileged spec X&) true, (BZ#2204461)

2.8.2. BR[|
XA RA R B HIB L,

2.9. MIGRATION TOOLKIT FOR CONTAINERS 1.7.9 & 17310

2.9.1. B2 R 8(0]
XA RRA R AT B AR R 0] 5,

2.9.2. BERIHI
& ATRR AN AR B0 I

Y% DVM Fhf rsync 150

EZXNEZITHRAD, AP TER EEERESIH(DVM)HAELET rsync B IELEN RIS 5,
(BZ#2204461)

2.10. MIGRATION TOOLKIT FOR CONTAINERS 1.7.8 & 17310

2.10.1. B R B A
M & TARAE LA T E BRI A -

1£ MTC operator FEEESS Velero Hiff

LRIk A A, FTiA{#EF MigrationController B 7E Y %R (CR)HH velero_image_fqin ¥ & &
velero %%, (BZ#2143389)

LikZEBT 6 NERET, M UILEDII—A MigCluster KK

FELARIHIRRA A, HigBEEB 6 DNFERFET, M ULRI— MigCluster KK, Ul REGTTERE A EI7S
NFRIZ RS, (BZ#2152149)

Ul B2 Migrations' TIH : Cannot read properties of undefined (reading 'name")

ELIFIBIAR AR, Ul XEZI Migrations' T, &[0 Cannot read properties of undefined (reading
'name’), (BZ#2163485)

1£ Red Hat OpenShift Container Platform 4.6 (& F il DPA ¥R

FELRIRIARA R, H7E OCP} 4.6 &R ERE MTC i, $E'<¢EEI SOIE DPA KR, XA2FHRD—L&
pod M OCP 4.6 &£8¥/ 8 migration-controller P AR, BRNEH T 2NN null (H, XS
i2, (BZ#2173742)

2.10.2. EH[A]
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https://bugzilla.redhat.com/show_bug.cgi?id=2204461
https://bugzilla.redhat.com/show_bug.cgi?id=2204461
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% 2 2 MIGRATION TOOLKIT FOR CONTAINERS &% 47310
X hRA R A BRI [A] R,
2.11. MIGRATION TOOLKIT FOR CONTAINERS 1.7.7 Z173¥1C

2.11.1. E AR RH R B
AR AR TS B AR R 017 5,

2.11.2. E5018] &
XA R A AT B A A B,

2.12. MIGRATION TOOLKIT FOR CONTAINERS 1.7.6 & 17310

2.12.1. 5TThEE

1£ Red Hat OpenShift Container Platform 4.12 i {§if PSA 52 DVM MBI EHN

BEE X {OCP} 4.12 Y Pod Security Admission (PSA) BIfE A5, BRIA pod &{F F restricted EZE 5
11T, XA restricted B BEBREE IR TN BT R IR, BNAEFBILUERITE, LTI
AENR IR T 5 OCP 412 R BATEMERN. (MIG-1240)

2.12.2. EfFREY[R]H

bR AThRR A SIELLT B AR R A

H1F Red Hat OpenShift Platform 4.12 iR 4> cronjob #51%, MIFEEBIEEFREE Conversion
il

FELURIFARAAF, ERFAESTES, ME—NR, Bl Crondob 7EhRA batch/vibetal FAE A,
TE = cancel IO migplan, HIKE Not ready, (BZ#2143628)

2.12.3. EA[A)
& ATRR AN AR B0 I

MREFMTEORBHEIR
FEOESSBURRIERFORSERITRIN, XMERRELRTREHRER. (BZ#2144299)

2.13. MIGRATION TOOLKIT FOR CONTAINERS 1.7.5 & 17310

2.13.1. B R A]
I TARA D IE LU SRR A5

EESTIRBRIENRER LM rsync pod R, #EA Error K&
ELARIMMR AR, EBKRINFERES, BEARMAZEFEARM rsync pod # AMRKSHBEZESTIHK
W, (*BZ#2132978)

2.13.2. ER[A)E
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XRAF T E /AR

1£ MTC operator FEEESS Velero Hiff

LRIk A A, FTiA#F MigrationController B E Y %R (CR)HH velero_image_fqin SH&E &
velero %%, (BZ#2143389)

1£ Ul th%s%8 MigHook i, TimE el gETC R EHINE:

INRHBIFLEERE AR, ) Ul FES%%5H hook B AT RE TSI EHINE. MEMLHERER, TENITEEFM
#H, BEREFEHBR NI, (BZ#2140208)

2.14. MIGRATION TOOLKIT FOR CONTAINERS 1.7.4 & 17310

2.14.1. EfRRH R B
AR AN TS E B AR R 7] 5,

2.14.2. &R(A] &

AR M B PR B R S ke Y

EM MTC Ul AT ARRFENRR,, —YREASMEIREEFMER, BIRRETRRINERE,
(BZ#2126880)

2.15. MIGRATION TOOLKIT FOR CONTAINERS 1.7.3 Z {7310

2.15.1. B2 R B[R]

WA ATHRAG LT EE MR

Birdp A Z2 R A9 1ERA DNS 58Uk

LRI AS, NREFSLEHEREFEFRHEE, N MigPlan TTERIF, (BZ#2102231)

M UI BGEEEEFE PVC BASSBEHM PVC &5

FELURIMARA A, TEHTREEIRN, BUHLERERAMSFERPVO)RARBTER PVC, HMAZHIHR
©fil, (BZ#2106073)

B Frés & Z2[H 89 DNS KiF A 1IE
FELARIHIRRA A, MigPlan &S5k, ENBEaAEAEAEFEFRED. (BZ#2102231)

2.15.2. E40/a)30
XA R A AT B A A B,

2.16. MIGRATION TOOLKIT FOR CONTAINERS 1.7.2 & 17310

2.16.1. B fE R (0]
M ATARATE LA T E BRI A -
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MTC Ul TR EHERBE
FELEIBARAR, MTCUI BEEMWERAR. (BZ#2062266)

StorageClass #H#tit XI#E migplan 70 migstorage &%
TELLRIBIRR A, StorageClass 511t %l58—1 migstorage 5|1/, BIFL&EFERAE., (BZ#2078459)

TEHMNBESERD Velero pod B
ELIRIBIRR AR, Y HArE BE T EELE(zip) SR, *ERY velero pod, (BZ#2076599)

Ul FhIZZH iR Velero pod Bi&
ELARIBMR AR, EHITERIE, velero pod BEEBAEE FHIIRHPIREVBEEF, (BZ#2076593)

rsync 251 B % JGATE log-reader pod hEE

FELRIMIRRA A, XK 7E migrationcontroller A% B MA MK T rsync IS, log-reader A~
£ B RAXTRENH EEFERM rsync SHHEMBE, (BZ#2079252)

Velero/Restic ERIERIA CPU iEFKT FER, EFERRETRKK

TELIRIBIAR A, Velero/Restic ERIERIA CPU 1E KT FERHEFELIMEARKIM, Velero # Restic
Pod IBRIA CPU IEK#IZE N 500m, XLEEIEER, (BZ#2088022)

2.16.2. EHI[A]
SXARRAA LU B4

Ul RETREFFMEEEHR DA RNEFFE R

NEFIEFEHEERFNTENEEF R Update Repository [F, BT RIEENRY, BEXASFEHEMIE
BEEH U, YERSR Edit 2, SRR ERIBNERIEEERSS.

FHH, YEABREFEFEMEN, SMHARDRENEHIEE, EEEFEEEN, el EREZ
HMAMRERE R, FH&ESA Update repository, B ERBIRRZER, (BZ#2102020)

IBEW, AR
S ARENBRED, TBRERENBREXL., (BZ#2104874)

B Azure BWRARN A5 B EH Cluster 21

EEFLIEERNT, %5 Azure IR E054E, RIMFTIRAEAT /S A Update cluster 1277,
(BZ#2098594)

MHER migstorage FHIRAY Ul AR B3 B IR

1E {OCP} # 1| backupStorage ik secret I}, #NRM Ul #fifiBk migstorage, NiR[E 404 5%, B
FREMIBRIEZ secret, (BZ#2100828)

MigAnalytic BTIRTE Ul P ERBERBCN O
MIgimBIE migplan &, Miganalytic FHR&1E Ul R ERH 0, (BZ#2102139)

LFHRAESBAALAINE A TR B EVBISHRER registry B, registry $iER K

EERAFH registry BEFRIMFNEIMAT (BN//) &/, MigCluster FHREERN Bk RS, &
5/ DIM MR OIE migplan B, TS E Kk RS (BZ#2104864)
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https://bugzilla.redhat.com/show_bug.cgi?id=2062266
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ESRREREN, Service Account Token A I},

EHERINFLTF Connected IKEHNRERENT, £ Ul AEEBIRSIKF . BERERS, BLIH
TORENShE, FHEFERMIRMIFE, (BZ#2097668)

—_— .

2.17. MIGRATION TOOLKIT FOR CONTAINERS 1.7.1 £ 173F1C

2.17.1. B RBYA]
XA RAE AT E B AR R 0] 5,

2.17.2. 2503
XANRA LT B 400

B Frés & Z2[H i DNS K iF A 1IEH
PlanPlan TT/E# 45 IE, R NBIrmAEELUIEFRBFRF L, (BZ#2102231)

4 Velero pod iR D 5%, TRILHISZPN LB EBRIEEESR T

N Velero pod AR HTZ, ERILHIZZFE Cloud propagation MTEX TSR IE®E TVE, SERBIEHIZRHM
EnsureCloudSecretPropagated /I E& &% 75 /i Mm% ¥ S FIF#E secret. B4 Velero pod fRAMZHT
%, FRAZMNER TR IER TIE, (BZ#2088026)

EREIE R THERME, Velero/Restic FEERIA CPU iEKT FEK

EREIMREARHITHE R, Velero/Restic LHIBRIN CPU iEKiFFE K, Velero #l Restic Pod FIEK
N CPU IR #IXE N 500m, XEEFHE S, AILUEM Velero #l Restic B podConfig 77t DPA
BCiE 7R, XX Operator NiZ¥% CPU & KIXB NEUE(E, #1100m, LAE Velero #1 Restic pod AJLATE
FRZRIMERIFE, XBEIETT. (BZ#2088022)

IR R EHITRIE, PersistentVolumeVolumes Tl & B RES

TR HITRIGE, persistentVolumes TTHAHF R ERESER. ERENEIZ TN, EU L
KIER—TESE, Atleast one PVC must be selected for Storage Class Conversion,
(BZ#2079549)

THEHBEDERD Velero pod Bi&
LONFRAE BE T EEYE (zip) X RS, velero pod Rk, (BZ#2076599)

Ul FhIZZH iR Velero pod Bi&
HUTER IS, velero pod HEAREEHE THIIIRPIREMBEH, (BZ#2076593)

2.18. MIGRATION TOOLKIT FOR CONTAINERS 1.7 Z 17310

2.18.1. ¥TIhae R IhEE 1 5
W& TARAE AT ETThAE A1

® Migration Toolkit for Containers(MTC)Operator BI{E KT OpenShift API for Data
Protection(OADP)Operator, &% MTC Operator if, Operator Lifecycle Manager(OLM)& B
BHTE [ —fp 44 22 [A] R &2 4% OADP Operator,
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o REILA#EF crane tunnel-api fp S7E N NEEEF AR I MZEERE, MALTFRAKIEERIREERTHE
ETF = BIRER.

o £ MTC web #H| G PEMREMER  BTIBTER—KEPIRFAMSE PV LR

Bo

2.18.2. E.F0R
XAMRAR LT 2 A1
o Y AWSgp2 PVC EZBERAZEES, MigPlan BE L KRR ZRES, (BZ#1963927)

o MRBIEHERE AWS Elastic XHRG(EFS)SIABEM PV, NEEMAIEHIELZHTELES
Tk, XREEN AWS EFS Container Storage Interface(CSI)IXEhF2F IR I, (BZ#2085097)

¢ |BM Cloud BSREFERI FR—T AR A, HSHEENRLE ZRFHER 1BM 5 L]
s

219. 3T E 1.6 K17:F1C
2.19.1. T ThEE KR Th AL o
LA IThRAE LU #FThRe 18 s -

o REEH : BALUAFHENRAMERFE (PVC) RIMTHEEMN. (TRRTHER,

® "new operator version available"3@%1 : MTC web $£#|& 8 Clusters TIEEG HHI MTC
Operator & AN T 7@ Al

2.19.2. B FEHIThEE
LTIhEEEE -

o MTC hRA 1.4 REHHE,

2.19.3. EA(A] &
XANERA LT B 400

e 1 OpenShift Container Platform 3.10 1, MigrationController pod &= BiTid K, Bugzilla ik
HERILIARRF R, (BZ#1986796)

e 7EMIBM Cloud EBJEEE! OpenShift Container Platform JR5EE¥ BT B, Stage pod &%k
e IBM SRFHEER IR —SEEEIR -7 mBZ 4 pod. ALk, PVC TERFHEHE
Rsync pod F1N T2 pod £, ERXANME, FETIHEE LN ARE pod.
(BZ#1887526)

o L AWS gp2 PVC AR BHZEHE KT, MigPlan BE X FHRAR B RESE, (BZ#1963927)

¢ |BM Cloud BISREFER I FR—A AR A, HSHEENRLE ZRFHER IBM 5 L]
s

Ho

2.20. MIGRATION TOOLKIT FOR CONTAINERS 1.5 & 173F1C
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2.20.1. i ThEE R IO AEIR
b2 ATHRAS A BT AT Eh BE RN 0 -

e Web #ZHIE B Migration 15 T1HE P # Migration FEEN 83 B F M EMiAE IR E M TR
Kubernetes 4 LRPIRESAE BT 71858,

o Web #ZH & HHB NI T,

o RepBZEFALIEIH TR HRABTRNBIren RN, FEURTEIRRAR, JRey %52 ARG E
B EREY B ren 22 (],

o TEIMIIREA, Web AP EERFEIREERM hook k.
o THEEEBIHIEP, webEHAEFRET Rsync B ZIHHHE,
o FLUNEESIRER/FAMS (PV) KD, UBRBEINERET S I 2 AR B8R,

o G PVEHENKNNBEIEALEE, EURIMMRAS, S#EIRAERT o7% i, PV EH
TE XL KN,

o Velero BEEFE 16 liAK, BIRHET KEES L5,

e TLUEFA%ER Kubernetes & /7 i K125 AL,

2.20.2. BFAKIEE
LIFIhREEFA -
® MTCHRA 12 F11.3 NHEBXH,
o FEIEFMA API B IRE MBI EEHERRER O P IER, E9 oc convert ss T EF A,

2.20.3. EH0[A)H
SXARRAA LU B4

o MRMEAIEIT 400 NiEFITH, N Microsoft Azure ZiEAR T H, MigStorage B E X %R T
~LLTEE : The request is being throttled as the limit has been reached for operation
type. (BZ#1977226)

o MPIFIMBRIM, FHITUNFARNHERN pod FEETENFAMS (PV) XB, EBHIFHEE,
THERER TR, FHER PV IXEAIRHMTRITR, (BZ#1784899)

o XIF AWS gp2 77, PV KINEHE XTAIEE TIE, FRIE pv_resizing_threshold 5 42% 5§
HE., (BZ#1973148)

o TFELUTERT, PVEFHENKNERTF OpenShift Container Platform 3.7 #1 3.9 R :
o NARFEAREMTC FREN.,
o BEMTICRE, NARRK pod RHEFHAERIHART = L,
OpenShift Container Platform 3.7 #1 3.9 &3 #F Mount Propagation ZhgE, BT Velero

£ Restic pod FE#I#EE, PV, MigAnalytic BE X %R (CR) TTiAM Restic pod M4k PV
iR, FRERRE SN 0, MigPlan CR G RELIIN FHPRA -

i th o Bl
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status:
conditions:
- category: Warn
lastTransitionTime: 2021-07-15T04:11:44Z
message: Failed gathering extended PV usage information for PVs [nginx-logs nginx-
html], please see MigAnalytic openshift-migration/ocp-24706-basicvolmig-migplan-
1626319591-szwd6 for details
reason: FailedRunningDf
status: "True"
type: ExtendedPVAnalysisFailed

EBEA PV X/NAE, O LR RER ST FLNES Restic daemonset, HETES N FHZFHE
BT = _EEE Restic pod, MR&EE/S Restic, IEXAHE PV WER FZTEREST
#. (BZ#1982729)

2.20.4. FRZME
LEZITRRAB LU T RAER :
e |HHY MTC Operator hftA 1.5.1 7£ OpenShift Container Platform k7 3.7 Bl 4.5 RFEIRE,

® Migration Toolkit for Containers Operator iR 1.5.1 7£ OpenShift Container Platform kg4 4.6
R BEH AR A F FH Operator Lifecycle Manager &2,
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B 3E X MTC

&\ LLTE OpenShift Container Platform 4 &% MTC,

ZE £ OpenShift Container Platform 3 £%&%& MTC, 1S [# £ OpenShift Container
Platform 3 £Z& % (|HA MTC,

ZKILNER T, MTC web #2440 Migration Controller pod £ Bir&EEEF1217. EALIEE Migration
Controller B & X FIRBE B L2 EE I 1T MTC web #%]&#1 Migration Controller pod,

REMTC R/, BUTEEN REEUBESHEEZE,
BHE MTC, ESHEE MTC FHHR R,

3.1 FERMIERE

IR %S OpenShift Container Platform R A& AM MTC,

L
B¥EA&
OpenShift Container Platform 4.5 & & B iR A,
HRES
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X EZER TR MTC Operator,
P operator
X ELAR A % 1TEY MTC Operator,
PRI
IZ4T MTC #5128 70 GUI BUEREE,
IIREERY
21T Velero HIER MR, B 17528f, Control Cluster i1 Velero API Sif2&E5@ 15, UIKDhER,

BT ERERMN MTC iRAZEIEF OpenShift Container Platform 8%, B TRMRINRERMBIRE
B, wIifERAMBERK MTC kA,

MTC 1.7 23 M OpenShift Container Platform 3.11 5Z# %l 4.8,
MTC 1.8 {{3Z#F M OpenShift Container Platform 4.9 &k 2 G BIRAH1TE,

x 3.1. MTC &AM : MESFHMRELS TR

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container

Platform 3.11 Platform 4.0 Platform 4.6 3 Platform 4.9 (&
4.5 4.8 S hR A

FEE MTC kR4 MTCv.1.7.z MTCv.17.z MTCv.17.z MTC v.1.8.z
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/migration_toolkit_for_containers/#migration-uninstalling-mtc-clean-up_installing-mtc

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container

Platform 3.11 Platform 4.0 Platform 4.6 3 Platform 4.9 (&
4.5 4.8 S hR A

R |HAR MTC v.1.7.2 f#H OLM R, f#fH OLM R,
operator : f#F LZiThiE release- 41T/ release-
operator.yml XX v1.7 v1.8
HFRE,

[(EEER] hERH
THEBIEHIERES,

ERLEERT, MERGITESMEENKEREFZIIBHTEELRWEMER, A, ZMRIBH
OpenShift Container Platform 3.1 £E: T B R =IMEHFBIILA OpenShift Container Platform &8
B, , FRERETREREE OpenShift Container Platform 3.11 2%,

EMTCvVI7.z%, MMREA—NEEERER N MEIREIMEESZHEE2EEE, 15£H crane tunnel-

api f8 95,

FFIRE (stable) BYMTC AZ4ThRA, BAREEIZIRZFRINACHNKEHEE VIEHER, BREXHM
BRT, TRFERBNKEEEVENRER, FRIENEHEIIEER.

3.2. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 %l 4.5 F 2% |HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF5)%E|IHR MTC Operator,

FeREH
o YERTEMASERFEA cluster-admin F R 7 &%,

o BB IA registry.redhat.io,

* W &R%E podman ,

iz
1. FEREWLIIEER ]~ Mubk - EFliE registry.redhat.io :

I $ podman login registry.redhat.io

2. FIALLUT 64 T2 operator.yml SU{5 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

3. HIALLF 64 T # controller.yml {4 :
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podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

4. FEIRH) OpenShift Container Platform JR&EEE,
5. ISUFEEBE A LUTE registry.redhat.io i {T &R IIE ¢

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity

6. fll3 MTC Operator %/ §B Migration Toolkit:

I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& E] LL 728 Error from server (AlreadyExists) 52, ©f12H MTC Operator N R HiRA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

7. f# MigrationController ¥ £ :

I $ oc create -f controller.yml
8. 41 MTC Pod @& IEEIATT :

I $ oc get pods -n openshift-migration

3.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.11 &% MTC
OPERATOR

& BT LUE R Operator Lifecycle Manager 7£ OpenShift Container Platform 4.1 %% MTC Operator,

FeREH
o WIlERTEFASEEFESR cluster-admin F BRI &%,

Pt
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B 3T LE MTC

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. 7%#¥ Migration Toolkit for Containers Operator 3 52 Install,

4. mif Install,

1£ Installed Operators 71/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,
6. 7 Provided APIs T, #(Z| Migration Controller i3/, = Create Instance,
7. mii Create,

8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

3.4. KEEE

X F OpenShift Container Platform 4.1 R ERBRA, EiFERE Migration Toolkit for Containers
Operator [, 7E MigrationController B X iR (CR) B ARENRE, EANXLERARNZFEETH
B9 proxy % R,

%I F OpenShift Container Platform 4.2 El 411, MTC 2k E&EESTRMKEBILXE, MREBEZSIECH
HAEIZE, ALUEMRIESH,

3.4.1. BEET#%

MTC14.2 5| A7 BE#EEIH(DVM), DVM RZHF—ME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RIRR o

IMREMEFERERINIT DV, ERE— TCP R, ZREAELRKZIMTERLE,
ERERABECH SSLIEPRIER T A SSL ##. Stunnel KIERZ R ERRYRA,

3.411.DVM K TCP REE X &

IR L@ TCP RIBEIRM Birse Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERFERKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIHOVM A FHRENEXRFMHLIL, b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS RIBIDEE R TIF. HANKEEHMNERT R XZFIT
Ho Eith, DVM MRIBLERS MTC R E LMK ET R,

3.4.1.2. HHfEA TCP REMAR HTTP/HTTPS {ER ?
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&7 L@ OpenShift BEETEIRF B Ar5R 8 2 [Fi21T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
&, ERER EZ1TM Stunnel 22515 BFrR Stunnel B TLS i, @ N8R /78 sk (L s,

OpenShift REYEEESERE HTTP/HTTPS RIEBEE man-in-the-middle BXi#1TEE, HbefllHED
M TLS &G 5A RS B E,. BER, XAEAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFBERER AN — N EANRRE, RFREFLL TCP %R, ALk, SR TCP R,

3.4.1.3. 2 AAE

EBKIMFF B Upgrade request required £51%

TIRIEHIZRMEA SPDY HAEILEE pod AT G, MIRZEEFM TR AR SPDY Wil BIfE A
wig, SIRERIRNITENTERSG S, TR EWFH I REEE S Upgrade request required, il
RAZE : FEAZR SPDY MK E,

B T X2 SPDY il 4, KERSRE NEE L F Upgrade HTTP FRk & 45 API RSS 25, B/ iRE AL
Wk ITFF 5 API AR5 2580 websocket i1, INIRAR IR AIERE L Upgrade 773k, NEERBRKXW, HE
T~ HE{E S Upgrade request required, I f2RA R : BERAEEL L Upgrade 1k,

3.4.2. IR AL 45 SRS

OpenShift X FFRIBEBFE MM LS IEH, REIEEA NetworkPolicy 3% EgressFirewalls BIRE. fARE(
W R FERYIR 69 44 22 [ F L R LB M 2SR ZMREIE pod, BREIFTEERIE TR F2H{= L] Rsync pod

R E,

TERMBIREEE L2178 rsync pod 713810 OpenShift Route HHEE#, A IIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H MixX e E R %I B 5h#ERR Rsync pod.

3.4.2.1. NetworkPolicy Eci&

3.4.2.1.1. 32H Rsync pod I O E

INR IR B bréy & 22 A Y NetworkPolicy ERERR L X F R BIRRE, ERLUERA Rsync pod BME—HR
ZERAFHOREMNSIZE, LLTREAITFEEMBZEE A Rsync pod MAIEHORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

3.4.2.1.2. Bl Rsync pod A OFE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
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name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:

owner: directvolumemigration

app: directvolumemigration-rsync-transfer
ingress:
-{}
policyTypes:
- Ingress

3.4.2.2. EgressNetworkPolicy ACi&

EgressNetworkPolicy XI5\ Egress Firewalls & OpenShift 14i&, FAFFEIEEFEEMNEORE,

5 NetworkPolicy Xf RA [, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EoLUHRER K BIrERt
B CIDR SEFEIRINEIZRBRH Allow FLUNIFR, LUE R LIE RN EEEE 2 (AKX B B i i,

RIEFTE Egress Firewall BYSEEE, AT LURINEMERFH CIDRSERFRAVFIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

3.4.2.3. BRI Fnk S i =

ZiINERT, DVM {#H OpenShift Container Platform FRE/E Nifim, 5 PV BUB L SR BIrEEE, 0
RERINTT, ERILLAFEE MR RN RS,

SFENERE, EALLRTE MigrationController CR #5& 1) BFrf%EE$ L% & rsync_endpoint_type
LERMEHRS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

3.4.2.4. 2 Rsync pod Be B+ FE4H

Y PVC ERHEEEME, WA LUET T supplemental ZL5INE Rsync pod E X EECE X Z BRI R], LA
& pod FBIFIHIA] -
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5 3.2. Rsync pod BIMINZHEE

Default (BRil)

src_supplemental_g string RNXE TR Rsync pod BJLL
roups ES ORI AR
target_supplemental  string RNXE B#r Rsync pod 89, LA
_groups oAbl SIS TRAERTIES

&R
AT LLE#T MigrationController CR, LUE XIS B IE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

3.43. BELiERE

FeREH
o YEREMASEEFTER cluster-admin FFRAIFE 7 &%,

it =

1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B 1P hiHMmR% CIOR KESHRIIE,

TEEIEAN . KB Fig, 5140 @ .y.com LE x.y.com, {ERME y.com, {EF *aAIX AR
HithSE T P ERE, NREYT BT RS ESERELEF networking.machineNetwork[].cidr
EXTE LBy worker, e IAINRILEFIRA, LARS b1 0],

INRKKXE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,
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3. 55 #1%72 1 migration-controller.yaml,
4. N FAEFHER

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEWLESRISEHRE,

3.4.4. Ll root =X 3E root H14321T Rsync

BE
AT UEE A OpenShift API IR Web 1226 &R,

OpenShift AAEE 1A A F PodSecurityAdmission 12525, LiRH 2SI EREHEE GBI AR AR
5 SC e Pod RENME, SEBEFPMIFTA TIE M EERIZZITULT Pod REVEL A — :
Privileged. Baseline =% Restricted. &S EE B I EIRE.

H T RUETEFRE SRR TEIRE H, MTC1.7.538| AT Rsync pod FREN, SIEBRIALLIE root
F B13321T Rsync pod, iIXHEAIBREMER—EFE R N T AER T UHTHEIEEE. XPMER
=IHITH, RNEeRESZITESZELNR TIETE,

3.4.4.1. HBUE trannsfer FHHEBESBEIAIE root I21F

BARERZSHIERT, LUIE root A BZE1T Rsync pod AIMAIEE TE, {BUELL root S BRTEIRIG
BT IEMER, BIBEHATRESKK, MTCIRET MBUBLHFHBEZBIAIE root BIEN AL :

o A IBEE NIESN root 7L BIREEE LI NIAIE T #IZ1T Rsync pod,
o WFEMNTR, TEBEIRERLEL root ABFB19i21T Rsync pod,

EXHFHERT, BuiEIBeaTEERENRNTEAEMNMAE R EIREBEU TR
enforce. audit #1 warn,

ETHEEZHRXIRER Pod Security Admission FIIXBENER, 1HSMH 124 pod Z2EARF,

3.4.4.2. A ;EHB M MigrationController CR EiEH root S JE root
ZiNERT, Rsync EH3E root 15T,

EBrEEEP, B LUS MigrationController CR EZ & 7y 2L root A/ B12324T Rsync.

Pt =

e figi& MigrationController CR, M TFFI’R :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true
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BEECIERHE R TR E R r9ER,

3.4.4.3. f MigMigration CR EE& N E N TR MR HIE root
EBPRERED, BRI LME B LUTIE root 1ET4F MigMigration CR BZ & 79 2L root S IE root S1DIE41T

Rsync :
e {ENRFERF ID (UID)
o {ERH—HEEH D (GID)

it =

1. Bl root A/ B12321T Rsync, BRIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

runAsRoot: true
2. B Rsync fENHEERF ID (UID)S4FEA ID (GID)

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
runAsUser: 10010001
runAsGroup: 3

3.5. BCi&E & H =%

—,—

217, FEIRIBAGIEE MigMigration CR :

BN RIFFECE N REERIFMHE, MTC HEEMNRERERIIEREFMEE, REMEHEEE

SRR BirEEE.

MTC X8R MRERTRZ E B MSEFN XX RAMNRBEIRE AL, BTUERES TERNINE

HZICFERN SN R,
MTC XL T ZEHR

o LLRARMK
® Amazon Web Services S3
Google Cloud Platform
Microsoft Azure Blob

WA S3 X &M, 5130 Minio 3% Ceph S3
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3.5.1. R E M
o FRASEREER Y B AN & 7 4 A B 7R 6] W7 R 2% 17 (R FUBR,
o INRMISRIBIRS BESNETSHESIFEEERER, BULFBERERF NS SIFEE,

3.5.2. 0FTRE TR RMKEIE

IRITRE 3R Multicloud Object Gateway(MCG)&IEF S3 ks, LUEHF MCG EZ& N MTC B9 Migration
Toolkit for Containers(MTC)MIE /%, f&AJiK:F& Multicloud Object Gateway(MCG)&EiiE, LUEH
OpenShift API Il F FEIER T (OADP)H Secret B & L ¥TE(CR).

MCG & OpenShift Data Foundation BJ—NH 14,

FRFM

o HIRHEME XM OpenShift Data Foundation S8 & 157 & OpenShift Data Foundation,

i

1. BT X NooBaa B i M HRiZ21T describe fp%, FKEX S3 s, AWS_ACCESS_KEY_ID #[l
AWS_SECRET ACCESS_KEY.
& A] LU X TR MCG /Eh & 72 22 e 3800,

3.5.3. fidi& Amazon Web Services

& A LU Amazon Web Services(AWS)S3 X RIZEECE N MTC B Migration Toolkit for
Containers(MTC)HE #II )%,

SR

o B&EAWSCLI

o AWS S3 fFi#@ /B AR B AR SR B T 1A,

o MRMHARBESITE -
o RAEFTIA] EC2 Elastic Block Storage (EBS).
o RIBMEKBEMIMTR—XEH,
o RMBIMERVIBEREERMNEFEZE,
o FERNBIFRBRE,

% =3

1. 1%& BUCKET Z£ :
I $ BUCKET=<your_bucket>
2. & REGION Z £ :

I $ REGION=<your_region>
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3. filE AWS S3 1Z{#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMER Velero F1R BB S S3 FIERMWER, HHBIERUE— KM —RAF &,

5. fil# velero-policy.json XX {4 :

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: |
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

8

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
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]

"Resource": [
"arn:aws:s3::${BUCKET}"

]
}
]

}
EOF

6. FIINZREE, v velero A RLFTFRBIHAEAR

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA F &1 17 %4H -

I $ aws iam create-access-key --user-name velero
i Bl

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}
}

it AWS_SECRET_ACCESS_KEY #l AWS_ACCESS_KEY_ID, &a LA{#MAEiFE AWS i
A EHIEEZE,

3.5.4. it & Google Cloud Platform

R BT LU Google Cloud Platform(GCP)#Zi#H@ECE 7 Migration Toolkit for Containers(MTC)HIE #l &
[,

SeRF M
o MZET geloud 1 gsutil CLI TE, i#EEEH Google =X,
o  GCP fZ{i##f @ /i Al LARR AN B AT SR BT 17,
o MREHERRBESSE -
o JRMBIRERMIA TR — X,
o R¥BIrERLINEEHEBNEIEE,
o HFHEMISIREBHRE,

<10
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AAE
1. &xE GCP:
I $ gcloud auth login
2. #%i& BUCKET &£ :
I $ BUCKET=<bucket> @)

Q EEFhERR R,

3. QEEMERE -
I $ gsutil mb gs://$BUCKET/
4. 1% PROJECT_ID ZE2IXEB NEBEKIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSIR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUIHARSSIKS

I $ gcloud iam service-accounts list

7. &i& SERVICE_ACCOUNT_EMAIL £, FH5 email {EILE :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \

--filter="displayName:Velero service account" \
--format 'value(email)')

8. FIINZREE, v velero A RFLFTFEBIHAEAR -

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob
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9. fl|E velero.server HE X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

10. NIBE M IAM KRS E -

$ gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

1. E#H IAM RS -

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12. 1AM R S51K P OB R 77 B 24 51 B Sk 89 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

A LUFE A credentials-velero XIS GCP N E 516,

3.5.5. fidi& Microsoft Azure

&\ LLRF Microsoft Azure Blob 72 & 23ECE& 7 Migration Toolkit for Containers(MTC)HIE #l 6%,

FRFM

o B&% Azure CLI,
® Azure Blob T fif & 288/ AT LAHURAN B R 8RB 17,
o INREFERRBEFISE :

o SEMBIFEREEMINI TR — K,

o RFIBMEKENIEEHERNEMHE,

o HFERLISREBER.

it =

1. B3RE Azure:
I $ az login
2. 1%i& AZURE_RESOURCE_GROUP £ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups

3. A& Azure HIR4A :
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I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS @)

Q@ =xuE,

4. 1%%& AZURE_STORAGE_ACCOUNT ID % & :
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d - -f5 | tr [A-Z]' [a-z])"

5. BI|# Azure FFHEIK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 1478 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

7. BE Azure Blob ZHEA S -

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. H velero AR EAFMEILE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld’ -0 tsv’

9. 7 credentials-velero X4 {R1ZARSS TIRBEIL ¢

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF

B A LUFE A credentials-velero ST Azure SINH & FITF 5%,
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3.5.6. Hfth iR

3.6

e MTC I
o XTHUEREBIAE
o 1E MTC web 1Z=HI& R INE HIEFEE

. EIE MTC FMIFR BTIR

R LUENE MTC,  FHHIBRE BTRKFERER,

fitlk& velero CRD & MEEFHFEFR Velero,

FRFH

Pt =

o W HLLER cluster-admin F R F 19 & %,

1. HIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNEESEHETIR :

e migration B X HIREE Y (CRDs) :

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £8 A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
e migration-operator 3t A :

I $ oc delete clusterrole migration-operator
e velero REAE :

I $ oc delete $(oc get clusterroles -o name | grep 'velero')
® migration £ ABIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
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e migration-operator £E A BYIE :

I $ oc delete clusterrolebindings migration-operator

o velero £SEABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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64 EZRMEIMEFLE MTC

1A LOB AT LT H R IE Z IR ML EAE A OpenShift Container Platform 4 %% MTC :

1.

3.

4.

B B 5 R H Operator B3,

tiF 2 S0 —1 mapping.txt X4, HAEE registry.redhat.io FE R EAIEEE reqistry 52
&2 (B RAREY, mapping.txt X121 OpenShift Container Platform 4.2 Bl 4.5 R R 2%
IHEIMTC Operator PR E8Y,

. f#iF Operator Lifecycle Manager £ OpenShift Container Platform 4.11 B it L%k MTC,

ZIANER T, MTC web #4470 Migration Controller pod £ Bir&E 1217, EAILEE
Migration Controller B & X FR/F R L2 8 21T MTC web %150 Migration
Controller pod,

ERERE %L MTC Operator:

e OpenShift Container Platform 4.6 (& mhRA : {#F Operator Lifecycle Manager &%
MTC Operator,

® OpenShift Container Platform 4.2 El| 4.5: @M STREAREESIM MTC Operator,
BEEX REME, LAEESIEWEE,
pa -3

ZE £ OpenShift Container Platform 3 £%&%& MTC, 1S [#1E OpenShift Container
Platform 3 £Z&%&(|HA MTC,

EHE MTC, ESMEE MTC FHIR TR,

4.1 FE TR

IR RES OpenShift Container Platform iR A AR MTC,

3’8
IB¥ES

OpenShift Container Platform 4.5 R & B iR A,
TS

OpenShift Container Platform 4.6 R B #HIR A,
IB Operator

X E SR IR MTC Operator,
IR operator

X B SEA % TTEY MTC Operator,
PEISERE

IZ4T MTC #5128 70 GUI BUEREE,
R

21T Velero MIER YIRS B 175E8f, Control Cluster i1 Velero API Sii2 8@ 15, UIKDhER,

BT ERERM MTC iRAZETEF OpenShift Container Platform 8%, B TRHRINRERMBILE
B, wIifERAMERN MTC kA,
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https://access.redhat.com/articles/5064151
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MTC 1.7 2 M OpenShift Container Platform 3.11 5Z# %l 4.8,

MTC 1.8 {{3Z#F M OpenShift Container Platform 4.9 &k 2 G IR A 1TE.

X 4.1. MTC &t : MEGHIRELE TR

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container
Platform 3.11 Platform 4.0 Platform 4.6 3 Platform 4.9 (&
4.5 4.8 =177
FEE MTC kR4 MTCv.1.7.z MTCv.1.7.z MTCv.1.7.z MTCv.1.8.z
R |HAR MTC v.1.7.2 5/ OLM R, B/ OLM R,
operator : {# g K 1TViE release- 4 {74iE release-
operator.yml XX v1.7 v1.8
HFhRLE,
[(EEZER] &R
TRERIEHIEEE,

ERELERT, MEAMRETERELEMREFERITIBHETE S RWEMER, fln, SMHEZBH
OpenShift Container Platform 3.11 £33 TR B ZIMEHBIIL OpenShift Container Platform &&%
B, , FRERETHEREE OpenShift Container Platform 3.11 2%,

EMTCvVI7.z%, MMREHA—NEIRERER N MEREITMEE S EE2EEE, 15£H crane tunnel-

api f8 95,

MFIRE (stable) B9 MTC ZIThRAE, REABNIZRZGRINACBIERHEE HIRFIER, BREXH
BERT, TRFEMBNERIEE HIEFIER, HFNIFEAEHEDITREER,

4.2. 7 OPENSHIFT CONTAINER PLATFORM 4.11 &% MTC
OPERATOR

& BT LUEF Operator Lifecycle Manager 7£ OpenShift Container Platform 4.1 %% MTC Operator,

SeREH
o WIFERAEFAESEEHESR cluster-admin FRAIF 7 &%,
o RAIMAM registry AR GIE Operator B %,

it

1. £ OpenShift Container Platform Web #£#|&H, ifi Operators —» OperatorHub,
2. {#F Filter by keyword FE& & #%k MTCs Operator,
3. % Migration Toolkit for Containers Operator 3 = Install,

4. mif Install,

1E Installed Operators 71/, openshift-migration B A& HIIRE N Succeeded B9
Migration Toolkit for Containers Operator,
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5. = Migration Toolkit for Containers Operator,

6.

1 Provided APIs T, #XZl Migration Controller 5@, s Create Instance,

7. mi Create,

8.

= Workloads - Pods K451k MTC pod IEEFEIZAT o

4.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 ¥ 4.5 &% |HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF 5% IHH MTC Operator,

FRFM

it =

WAEREMESEFEA cluster-admin RV 7 &5%,

IR R registry.redhat.io,

W% podman ,

IR — N M RIABRA Linux TYEILF BEM registry.redhat.io T304,
IS B Operator B SRMIHHE iR,

IR M OpenShift Container Platform 4.11 52§89 Operator B3k %% MTC Operator,

FERELIER 1 Wislk - G2 registry.redhat.io :

I $ podman login registry.redhat.io

. BIALL T 64 Tk operator.yml U4 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

i ALLUT 8995 T & controller.yml {4 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

. IBTLA T en S 3R IKER Operator FiiRARET :

I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator BRFFITHKI AIEM, HiHERT registry.redhat.io 5if%k
BB R registry iz [A] HIBR ST,

it Bl
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registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

5. 7f operator.yml XX {4/, “/y ansible #1 operator 23 E #7 image 16, 3% # REGISTRY /& :

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> ﬂ

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

WEEEE’\J%{% registry #1 Operator £ {&89 sha256 {E.,
9 B EIRAIIRIR registry,

6. FRIEM OpenShift Container Platform JR&EE,

7. | MTC Operator X} &R # Migration Toolkit:

I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& LA 2B Error from server (AlreadyExists) S 2. ©f1=2H MTC Operator iy R HiiR A
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

8. f/& MigrationController X% :
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I $ oc create -f controller.yml
9. %iE MTC Pod @& IEEIRTT :

I $ oc get pods -n openshift-migration

4.4. KEEE

X F OpenShift Container Platform 4.1 R ERBIRA, EiFERE Migration Toolkit for Containers
Operator f&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZHEETH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 El 411, MTC & EESTHMKREBIZE, MREBEZSIESCH
HAEIZE, ALUERIESH,

4.4 EEESTH%

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RRR o

MREBEMREEEAREKEHNIT DV, EUIEE— TCP RE, MREAELHZTERLE, #
EFEAECH SSLIERRER T4 SSL iE#E., Stunnel {RIEZ LKA IEBERA,

4.4.1.1.DVM B TCP KBk &

R LLE TCP RIBEIRM Birse B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BEESIB(OVM A FHRENERFMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS RIBIDEAE R TIF. HANEEEHMNERT R ZFIT
Ho Eith, DVM MKIBLERS MTC R E LMK ET R,

4.412. N+ 4ofEA TCP RKEMAR HTTP/HTTPS {CHE ?

&R L@ OpenShift BEETEIRF B Ar5REE 2 [Fi21T Rsync 3R/ DVM, SREi@it TCP R (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i, FH@ N8R /78 sk (L s,

OpenShift REYEEESERE HTTP/HTTPS REBEE man-in-the-middle BXi#1TEE, HbefllHED

B TLS 155N ERRSS 2. 1BR, XAERT Stunnel, Stunnel EXRRERGEEH TLS &1, &
A EFEREE N —NERNRRE, REREEEL TCP %k, AL, EA7iER TCP K,

4.4.1.3. BHEA)5

IR KM F E R Upgrade request required (51%
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TIRIEHIZRE A SPDY HAEILEE pod AHATI DG, MRIZBEFM TR AR SPDY MilBIFE A
mig, SIRERIRNITENTERG S, TR EWFH I REEE S Upgrade request required, Il
RAZR : FEAZR SPDY MK E,

P& T 2 SPDY il 4, ERSRE NEL L F Upgrade HTTP FRk & 48 API IRSS 25, B/ IRE AL
WL ITFF 5 API AR5 2380 websocket i1, NIRAR IR AIERE L Upgrade 773k, NEEBRXW, FHE
T~ HE{E S Upgrade request required, Ihiff2RA R : BERAEEL L Upgrade 1k,

4.4.2. 73T AL SRS

OpenShift ZIFIRIBERFERM L IEMSE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RSERHR & 2 E ARG RERTIZE pod, FREIATEERIETH T FEH{Z1EE] Rsync pod

R E,

TERAM B IREEE L2178 rsync pod 713810 OpenShift Route HHEE#., AISIIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H Mix e £ R %I B 5h#ERR Rsync pod.

4.4.2.1. NetworkPolicy ACi&

4.4.2.1.1. 38 Rsync pod W O E

INR IR B bréy & 227 Y NetworkPolicy 2B RR L X F R BIRRE, B LUERA Rsync pod BME—HhR
ZERATFHORENEE R, LUTRERITFRBMAZEAAF Rsync pod WFAFEHORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

4.4.2.1.2. 8l Rsync pod WA O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress
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4.4.2.2. EgressNetworkPolicy ECiE

EgressNetworkPolicy XI5\ Egress Firewalls & OpenShift 14i&, FAFFEILEEFEEMNEORE.,

5 NetworkPolicy *f RA[F, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
b, Rsync pod BIME—HRE A H R A Rsync pod B Rsync pod 422, {BE, eV RERES B IrERE
B CIDR SEHEIRINEISREERY Allow IR, LUER LATER NEREZ (A% B B EEE.

RIEFTE Egress Firewall BUSEEE, ERILURINEMERFH CIDRSERRAVFHIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

4.4.2.3. WEREEEEE A A e

ZINER T, DVM f#F OpenShift Container Platform BE{/E Nimsm, 15 PV BUEL 2T Bir&ERE, 10
RERRINTT, LU R MR BT R R

SFENERE, A LLURT E MigrationController CR #5& 1) BFr%EE# L% & rsync_endpoint_type
LEREERS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

4.4.2.4. 1 Rsync pod BeE#M £ 4H

Y PVC FRESZEMER, WA LLEITIT supplemental ZH5 1% Rsync pod & X REEEB X ZHER A, LA
& pod FEHFIHIA] :

5 4.2. Rsync pod BIHtiNZHEE

Default (BRiL)

src_supplemental_g string RNXE TR Rsync pod BJLL
roups ES ORI AR
target_supplemental  string RNXE B#r Rsync pod 89, LA
_groups ES ORI AR
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ARG
AT LLE#7 MigrationController CR, LUE X EErhFH B IE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

4.4.3. FCERE

FeREH
o YEREMASERFEA cluster-admin FFRAIFE &%,

it =

1. ¥XEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration
2. EHRESE

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRREMBIREA. B, 1P i HMmRL% CIOR KESHRIIE,

TEEIEAN . KB Fig, BI40 @ .y.com LE x.y.com, {ERME y.com, £ * Al FER
HithSE T P ERE, MREYT BT REESERELEF networking.machineNetwork[].cidr
EXTE VMY worker, AU EITARINEILLFIZRA, LARS b A &,
INRKXE httpProxy 1 httpsProxy FE%, |t FR R4 28K,

3. f$5 #1%7 1 migration-controller.yaml,

4. NAEHIES

I $ oc replace -f migration-controller.yaml -n openshift-migration

ME\EZER, HEHLESRISEHRE,

4.5. LL ROOT 3E ROOT 5123217 RSYNC
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BE
AT EE A OpenShift API IR Web 1226 &8 RN,

OpenShift AAEE 1A E F PodSecurityAdmission 12525, LiRH 2SR EREHEE GBI AR RIRE
5 SC e Pod RENE, SEREPMIFTA TIEMEERIZZITULT Pod REVEL A — -
Privileged. Baseline 5% Restricted, &N &EEE B DHWEILKIBE.

H T RUETEFRE SRR TEIRE H, MTC1.7.538| AT Rsync pod FREN, SIEBRIALLIE root F
F B 12217 Rsync pod XHEARREM ERA—EEEE S HN T EN SR T LU TEEEE, XPMNEXR
=IHITH, RNEeRESZTESZELFNR TIEE,

4.5.1. IR trannsfer FHHBEE B IE root 21F

BRERZSHIERT, LLIE root A BHZ1T Rsync pod AIMAIEE TE, {BHELL root S BRTEIRIG
BT IERER, BIBEHRTRESKK, MTCIRET MBUBLHFHBEZBIAIE root BIEN AL :

o A IBEE NIEN root 7L BIREEE LT NIAIAE T#IZ1T Rsync pod,
o WFEMNTR, TEBEIRERLEL root BF 191217 Rsync pod,

EXHHERT, BuiEIBaaTEERaN RN ITEAEMNMAE R EIREBEUTIRE
enforce. audit #1 warn,

BT RELEXIEM Pod Security Admission I BEME R, 1HS 5 26 pod ZE2HEART,

4.5.2. [FrrE T # 89 MigrationController CR EZi&E ) root X JE root
ZiNERT, Rsync ¥EH3E root i51T,

EBIRERES, EA LY MigrationController CR EZE 1 LA root A7 & 83217 Rsync,

it =

e figi& MigrationController CR, M TFFIR :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[.]

migration_rsync_privileged: true
LEECE & TR A 3R AER

4.5.3. f$ MigMigration CR BB H BN IR IR IE root

EBFRERED, EA LME A LUTIE root 1ETF MigMigration CR BZ & 79 LA root S IE root 91T
Rsync :

e {ENRFEMF ID (UID)
o {EN—NREXHID (GID)
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iy =

1. Bl root A B12321T Rsync, ERIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[..]

runAsRoot: true
2. Ef Rsync fENEEERF ID (UID)E4FEH ID (GID)iz1T, EIRIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
runAsUser: 10010001
runAsGroup: 3

4.6. BECiE B FhEE
Multicloud 3 5 3% 22 52 BR B4 B 5 — SR,

MTC R BIEMREFIR I BMEHNXHROAMRBEIBES A5, BALLAREEEFENINE
FRIGHTF N PSR,

4.6.1. FoREM
o FRBERRHER N R AN S H 78 5 B[] B B 2% 17 (] AU RR
o MREF/RERSHFSABEENEFIFEFELRER, BB ERECERFDNERIFEE,

4.6.2. RFRZ TN RMKREIE

R 75T 38 Multicloud Object Gateway(MCG)&iE, LAMEy OpenShift API Al B FEHERTT (OADP)HY
Secret B E L HIR(CR),

MCG 2 OpenShift Data Foundation F9—ME 4,

FRFH

o HIRHEIE XM OpenShift Data Foundation S8& 157 & OpenShift Data Foundation,

Pt =

1. B X NooBaa B i M HRiZ1T describe fp%, FKEX S3 s, AWS_ACCESS_KEY_ID #[l
AWS_SECRET_ACCESS_KEY.
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4.6.3. Htt HIR
® Red Hat OpenShift Data Foundation SX# A BT FF 1B ENE,
e MTC IT{E
o XTHEEFAE
e 1E MTC web £ HI& RIS HIFEE

4.7. 851 MTC HHBEE
el LUEDE MTC, FHtPRE TR EIEERE,

A fitlk& velero CRD & MEEFHFEFR Velero,

FeREH
o WHLLER cluster-admin FRBI - 19 &,

it
1. MIBRARA £EEHH MigrationController B & S ¥R (CR) :

I $ oc delete migrationcontroller <migration_controller>

B 4E EZRMLKIMERRE MTC

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,

3. BT TS, MERMBRFEHNEISEHE TR

e migration B7E X HIEE Y (CRDs) :

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io’)

e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')

e migration £8AE :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')

® migration-operator ££E¥EH :
I $ oc delete clusterrole migration-operator
o velero £ AR :
I $ oc delete $(oc get clusterroles -0 name | grep 'velero')

® migration £ A BIE :
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I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator £E A BYIE :

I $ oc delete clusterrolebindings migration-operator

o velero £EABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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’axy =
5% A MTC
&AL A Operator Lifecycle Manager 7& OpenShift Container Platform 4.11 E#% MTC,

IRel LLB T EF %%k Containers Operator BJf%%4¢ Migration Toolkit for Containers Operator, £
OpenShift Container Platform 4.5 R B EBMARA EFH% MTC,

H o
MREAREIMTC1.3, ERIHITHN LB MigPlan BE X R (CR) .

5.1. /£ OPENSHIFT CONTAINER PLATFORM 4.11 HH% MTC

&AL A Operator Lifecycle Manager 7& OpenShift Container Platform 4.11 E#4% MTC,

HE
L {#F F Operator Lifecycle Manager #% MTC K, #/i{FERASZZFIIBEREZR,

TBHmE

® M OpenShift Container Platform 3 3£ Zl OpenShift Container Platform 4 2 Z|HB MTC
Operator #1 MTC 1.7 X,

o FEZFFM MTC1.7xFFBEI MTC1.8.%

o RNER MTC 1.7.x FiT#FEF OpenShift Container Platform 4.9 st B B A RHEA AR
o MTC17.x AIEIRF BirfER,

® MTC 1.8.x {{3Z# M OpenShift Container Platform 4.10 5B &k AT £ OpenShift Container

Platform 4.10 X E@RA. W FOUSRERFRA 410 HAESRANTS, ATLUER17.x 3
18, B2, BUMSIRMBIR LR MTC liRAER,

o

AXEHMERE MTC1L7xEBBBHE MTC 1.8.%

o

AXHEHMERE MTC1.8x FFHEIBE I MTC 1.7.%0

o

THEMIE MTC 1.7.x ERBEIBHE MTC 1.7.%,

o

XFEFMIREMTC1.8x B EIBETE MTC 1.8.x

FeREH
o MNFLLEH cluster-admin F R B9 &5,

it

1. 1£ OpenShift Container Platform & # 51 E Operators — Installed Operators,
W FHFEFHE operator & 7~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. /R Subscription TR T, EAIFHEHERFIERTE Upgrade Status i 7R, HI40 - EREE
£ 27~ 1requires approval,
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4. = 1requires approval, A5 Preview Install Plan,
5 BENHTATFAENTE, = Approve,

6. iE[0 Operators = Installed Operators T EE WAL TR, THRE, REEEH
Succeeded #1 Up to date,

7. = Workloads = Pods 35%iE MTC pod IETEIZ1T o
5.2. 5 MTC #2%%F 1.8.0
EYG MTC #2:51.8.0, iE=MUTEHE,

it =
L ERUTHEZ —HBEEAFBI] BT FI0E

o ZITUU T RiAET] A AFFIE :

I $ oc -n openshift-migration get sub

i Bl
NAME PACKAGE SOURCE
CHANNEL
mtc-operator mtc-operator mtc-operator-

catalog release-vi.7
redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace redhat-
oadp-operator mtc-operator-catalog stable-1.0

o HEZTLUATaTHRIRE JSON BV [ & FRFViE

$ oc -n openshift-migration get sub -o json | jg -r ".items[] | { name: .metadata.name,
package: .spec.name, channel: .spec.channel }'

i th 7 Bl

{

"name": "mtc-operator",
"package": "mtc-operator”,
"channel": "release-v1.7"

}

{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"package": "redhat-oadp-operator",
"channel": "stable-1.0"

}

2. SFEMNTH, BTUTHSEM MTC 1.7 5iEF7ZE MTC 1.8 5iliE :

$ oc -n openshift-migration patch subscription mtc-operator --type merge --patch '{"spec":
{"channel": "release-v1.8"}}'
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i Bl

I subscription.operators.coreos.com/mtc-operator patched
5.2.1. 1§ OADP 1.0 #%:%! 1.2 for Containers 1.8.0
EfF OADP 1.0 #Z 2 1.2 for Containers 1.8.0, &R T H %,

it =

o WFEMIN, 21TLL T4, 1% OADP operator A OADP 1.0 {&+#hE] OADP 1.2 :

$ oc -n openshift-migration patch subscription redhat-oadp-operator-stable-1.0-mtc-operator-
catalog-openshift-marketplace --type merge --patch '{"spec": {"channel":"stable-1.2"}}'

@ E,E
' A PR EREM NAME E2 71 B F %% MTC #1 OADP BIER 43,

i th 7 Bl

subscription.operators.coreos.com/redhat-oadp-operator-stable-1.0-mtc-operator-catalog-
openshift-marketplace patched

iR [E#{E 5 redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-
marketplace 48, FEARRBIAER,

o #1R installPlanApproval £#{1%{& 5 Automatic, Operator Lifecycle Manager (OLM)¥¥
TR FRT R,

o R installPlanApproval S04 &7 Manual, T %77E OLM FFiaF eI E£EN
installPlan,

1. BT HS, Tk OLM BB E5EM OADP #1 MTC BYFH :

$ oc -n openshift-migration get subscriptions.operators.coreos.com mtc-operator -0 json | jq
".status | (."state"=="AtLatestKnown")'

IRE true B, 21T T S ELIEENT [ FEBBVLE :

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | {name: .metadata.name, channel:
.spec.channel }'

it Bl

{
I "name": "mtc-operator”,
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"channel": "release-v1.8"

}
{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"channel": "stable-1.2"

}

Confirm that the "mtc-operator.v1.8.0" and “oadp-operator.v1.2.x" packages are installed by
running the following command:

I $ oc -n openshift-migration get csv
it Bl

NAME DISPLAY VERSION REPLACES

PHASE

mtc-operator.v1.8.0  Migration Toolkit for Containers Operator 1.8.0 mtc-
operator.v1.7.13  Succeeded

oadp-operator.v1.2.2  OADP Operator 1.2.2 oadp-operator.v1.0.13
Succeeded

5.3. 7 OPENSHIFT CONTAINER PLATFORM A 4.2 A% MTC #H 27 %
4.5

&R LB F5) =245 A MTC Operator, § OpenShift Container Platform kg4 4.2 EB MTC H2¢E|
4.50

FeREH
o MHLLER cluster-admin F R F 19 & %,

o BB IA registry.redhat.io,
* W &R%E podman ,
iz
1 BWALT S, ERMEMIIEES | MiGEiEE %5 registry.redhat.io :
I $ podman login registry.redhat.io
2. By ALLF 64 T #k operator.yml 3X{4 :

$ podman cp $(podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/operator.yml ./

3. BIALLF 64 & #t Containers Operator B Migration Toolkit :
I $ oc replace --force -f operator.yml

4. ¥ ALL T ep 4% migration-operator 3 EY B E 0 LUSIEERE -
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I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator

5. HiALL T 4445 migration-operator S EJ B R 1 LUSshERBH N AEN -

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator

o

BN T a5 %5E migration-operator 2& 274 :

$ oc -0 yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""{ print $NF }'

7. BiALL T4 T3 controller.yml ST :

$ podman cp $(podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/controller.yml ./

8. IZ1TA T % E 02 migration-controller X :
I $ oc create -f controller.ymi
9. MIALLT@MAELIE MTC pod BB IEFEIZIT :

I $ oc get pods -n openshift-migration

5.4.f MTC 1.3 #% % 1.8

NRER MTC hRA 1.3.x FHEI 1.8, BT EH 21T MigrationController Pod FI&EEF ) MigPlan B
E N FFR(CR)EH,

BF MTC 1.3 R 7F7E indirectimageMigration #1 indirectVolumeMigration 5%, ©1{/17E 1.4 k8

RINMERD false, XEHREFR T ERGGRIBNERSI%. AT XEHEERIBENXK, THiITL
FTiEZ N Ready R, FRIEFHXLSHUEL S true,

BE

® M OpenShift Container Platform 3 i¥# £l OpenShift Container Platform 4 %
|[HH MTC Operator #1 MTC 1.7.x,

o JFMTC1.7x FFE1.8x EEFLNE OADP #ili& M stable-1.0 E#H E stable-
1.2, LUERINSERM 1.7.x FEEN 1.8 %0

FeREH
o MNFLLEH cluster-admin F R A B9 &5,

1. BXEZ1T MigrationController Pod HI5E%,

2. FXEX MigPlan CR & :

I $ oc get migplan <migplan> -o yaml -n openshift-migration
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3. BHUUTSEE, HEStHRE ) migplan.yaml :

spec:
indirectimageMigration: true
indirectVolumeMigration: true
4. i MigPlan CR B LN FEXK :
I $ oc replace -f migplan.yaml -n openshift-migration

5. FRERE#H Y MigPlan CR B LG IEE N ¢

I $ oc get migplan <migplan> -0 yaml -n openshift-migration
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$ 6 ElIBRAENR

B 6 E TR ESIFR

1EfEF Migration Toolkit for Containers (MTC) RN AR IEMEHR], BEEEUTRETIR,

6.1. REFRERNER
O&RHRFEFEMRZERE (FINEREILE) NREBHZER,
O RATE MTC BIFE R G
O BT R E#E —DNBEMH OpenShift Container Platform 17 [,
0O 24T [ERIKR.
O SPRHEFEEIF,
O FBMEBIRNFILE D 10 Gbps.
O &3 A8 BB ITRHT IR,
%ﬁm%gﬁﬂﬁﬁmﬁ\ CPU #7Eh, L,HEEIE%I{’FﬁijTZZJ:i:ﬁiﬂ%o SKPREY

FRERIURFENTRBITRIPTBH Kubernetes TR E, MU TIEIELETZIF
iﬁqﬂ(ﬂ'ﬂﬁ% LUEG 1T FHRE K,

O B2fEA fio I & T EEH eted B MR,

6.2. RERBR AR
OEEETZTUTHRSRERETARBEEBEMNLT Terminating RKEMFAMS (PV)
I $ oc get pv
OE2RZITU TSR E 7 IREFRZ Running 3 Completed B pod :
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
O Eg@BL eI TNk ERERERREM pod :

$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items][]|select(any( .status.containerStatuses|]; \
.restartCount > 3))|.metadata.name’

BENf# pod &6 F Running R, EEEMNERREAERREZEI .,
O &P EIRIEREERN.
OEEETZTU TSR ERTEFLENIERERITK :

I $ oc get csr -A | grep pending -i

O registry {FR#EZHFHE R,
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O & 0] LU AR IZENFI B A Zl registry,
O etcd EEEE 2B,
O RERE AT API AR 55 2300 NS (5] ZNF 50 ms,

6.3. Bir&EEEE =

OKBHERVINAMIRS (NEEE. RABEEE. FHREK registry #1 Cl/CD TR) BIIEH
P24 B E AR,

O FERASRHRHMIRS BN SBA ARRF RS R U5 W KM ERMAREFIIR.
O 7 R RER AR 2R B R T R BRI ZE K,
O BrERME S ER R HFIE 2R,
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B 7 F MYETE

B7EMBERE
2SR I T B A O PR P TSR,

7.1. DNS 3F =170
BIr&EEER DNS B 5 REEHNEARE, BANERT, NBARFREI¥ KB IREEEM FQDN,
ERB IR BARFRR DNS 18, 1HEE TE#ERAHAET 2 —,

7.1.1. [F B AR DNS B 5 & inimE
{@jﬂuﬁﬁﬁﬁﬁmiﬁﬂ’g DNS iM% FimiE K0 BER&EEEHI DNS 2%, MR M EINEHATFEARS
Ufno
iz
1 AR AEG AN ARFENESEESREIRANIE) RERFimHBIirE#EZHA,
2. H%7 DNS R85 LHOREBE PN TS FQDN, LURE] exterior FI4E4HAH] IP Hatit,
3. EEEMSAM, RN FAEKEIE KA ER B R B g A B0 88,

4. 7 *.apps.source.example.com i 32— MEERF DNS iL5%, EMIRERFNNEESRM P
ik,

5 NENNARRELE— DNSIEE, 18R BIrEEERIEmE exterior FLAHER IP Hhtlk, $EH
DNS ixML S E FRBERIC K, FEILTEMRRNE FQDN B AE% £ %2,

o HAERMLGAEMG LA ILBEREN TLS H, MREREG S BIERNEHEE
Z7, BN ARFH FQDN AFEE Fin, BB R EHIR,

o NHAREASIYE| ABIFERENEEREAE P, B, NANE LIRS L
TR MNE R E S T,
7.1.2. 1% E BInSERELUES R DNS 35
AT LLA B B ITERE, LUESIEERM DNS BTN ARREIER,

b =
SFIERL HTTP i fIRL HTTPS i1, HHITUTEE :

1. EENEENTEPLE-IBE, ZRHRE W EZRERPLERNN ARER FQDN BIEK :

$ oc expose svc <app1-sve> --hostname <app1.apps.source.example.com> \
-n <app1-namespace>

IR, RS EZXNZ FQDN BAEMIER, FHHELXRN NN ARESR. A%, &
IR AREN, RSEEBNSEEPLRA -1 REH, FREEAILEENZ—EATBREIN
mo
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2. ﬁﬁﬁans#ﬁ%@LDNsﬁi FHREEHBIN IR0 FQDN 15[@ B IrEE BRI 71 519
ZREY 1P i, XRFERBREHMREBEEME BIRER.
fﬁ&?%ﬂmN%ﬁﬂEﬁﬁﬁMﬁﬁﬁ@%o%mxu%%%%mﬁﬁﬁﬁﬁﬁmN%%

R, EAAFTZENBHIERE,
KFREHTTPS UilH], BHATATHIK -
1 FERELRPOEMEIAAN OEREIZRH X509 IEHE# N B E SUEH,
2. FXMIERBLE NTE subjectAltName FE&H AR B inse B & 2 @ECRT DNS i3,
FTUEFAT FRIF A DNS S THEEE .
HAth B
o MFELHER, HESHERIIAADUES,

7.2. MR EEE R

SERSRENIE, ERISTRAR BIMLSREMEERE E AT B iTE,
EEEMSRENEBETFUTREL

N TR pod TEIRERF N B In&E 8 Li21T,

o FNMVAHE-—ITELEREFHIVNLHEEHA,

o RERINBHNKMAITE CAILS,
o XWFHTTPS, BiriHa CAILHEERTIRERFIHERSRT DNS i£KH Subject & A&,

E BT RBE FHAFFF AR B IRRIRES,

o RANEEMAANANMEMERE
HUURERRBER DNS i05%, HHEIEMBEERERBEFMEN P #Hik (VIP),

It SRS A T 1 R AR R =/ B MR BT

o NEANNAEERMSLTRE
FRERBINEEHKRES VIP WEREREENZ NENNARFAUE—D DNS L%, X1 DNS It

LS TIRERHBEM DNS 105%,

o NEANNAZRLSBEEBMLRE
1 - IME, BFEREERIENNARFIRERFIRMIRN VIP FB IR B HERN
VIP,

2. ERERRENRERENE NE DN ARFOE— DNSIEX,

3. BENANAKRELXE, SHREASLKAHAIEERKASIN VIP, FARERKRERATIRE
EXEREERHI VIP,

4. ZHIENEHMMAE BrREFIRES VIPFRER S, ERMAMSRENREER NI,
o ETHPMEANARFREEER

fEFA LSRR, EWLUTIEA FIE KRB TCP/IP iRk, LMENTIE XA FHEERAMLRE.,
RFEEEERENMLARE ATl AP B ERANEERTE,
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B 7EREEEET
. E-IRE, BTFRREEREIENNARFIRERISHSF VIP MBI R HRERN
VIP,

. ERERRENRERINE BN ARF R - DNS 2%,

. BEEENAMRERE, HERELAEMRLEXNRE (0 WRAES ) RARBIERKHZEN
VIP, HERBERHERERIRAZM VIP,

. ERESMEEEME BMAHIRHEN VIP, BEIfMEREHMTBIMEEIRARN VIP
J:o
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58 E IBNARER
&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5@ 517 XTI N ARERF.

REPEREEHMTRIDZ AR MTC 418, RN ARFRESISCHNER, NREEEEER
EFEoiE.

BRI MR BE BB TR AR TR N AR

o [NERTF (Stage migration) REME LN ARFHIERL TRHEEMREREHZ BIER. B
LL% RIBAT — I BT 78 SR 4 58 3T RS B RS (A

e BIL]5EF (Cutover migration) FHEZILIRERFMES, HNFREREIBIRER.
A AR RS T B N ARFRRE -

o RETBEHIFMERAMESFEER (PVC),

o A LUMERREIR IR E —LREPRBRZEN,
EEBd R, MTC REBLUT R ZE(RFA

e openshift.io/sa.scc.mcs

e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range

XEFRRRE UIDSEH, MERBSFEENEHPTRBEXGRANR, XARREFE—ENN
b, EOviEREI UID AREE A T B IrRB A SR kpyf & 2 (A A,

8.1. IR FM
o YEREMASEEFEA cluster-admin R 7 &%,

B R RE

IRIRIRREEE IR L OpenShift Hi& registry B AT

X

-

o BB IEMA T registry BIERH,

BEEIHB
o MMREMEREANE, EYIECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream R A&,
o TEFRESEEEP, MTC iRANIFEME,

o SEEMERATREIBIMLA IR, FRILII RS,
o MREEHE B NEFEAMS, FRVIEAENLREESITZIREIFIMLAE FHR.
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B8 EIBNARER

o (RWIITE OpenShift Container Platform 4 &£ /E AL FI®mO -
o 6443 (APIfR%5ER)
o 443 (M)
o 53(DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BatE (PV)

° PV RIAN,

o PV ERRFAMSEER,

o MRGEARBES PV, NFRHELUTHNLRRM
SRV ER IS ERER,

o

PV I EBHERAN=HENE.,

o

PV 4L F B — X 3,

o

PV Wl EBHERENEMEE,

o

8.2. {8 MTC WEB 1Z4I &3 N ARRF
B LUMER MTC web #EHI B EREEBNMEREMEE, AR, EAILUOIEFTIERITH,

8.2.1. 2% MTC web 1414
fRa] IED Y 82 R [R5 MTC web =414,

FEREMH
e MTC web ###& 2 A E| OpenShift Container Platform Web 12244 BRI 45 15 (7 AL R,
o MTC web & /B A E OAuth IR S 23 IR 4% U5 AT R

ik
1. BREFIE%RE MTC ¥ OpenShift Container Platform 5%,

2. By ALLUR a4 RIREX MTC web #2§& URL:
I $ oc get -n openshift-migration route/migration -o go-template='https://{{ .spec.host }}'
EIHELIFLUT - https:/migration-openshift-migration.apps.cluster.openshift.com,

3. BEhitEas A MTC web #2515,
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INRERSE MTC TEEH Operator EEILENGR] MTC web $2H1&, NiZ%iE
FIBFTRETTEMNE, EN Operator MATEERESRE., F/H/LOVWEEI,

4. MREFERABFERH CAILT, NARIRREEZIRER APIIRFS5HRH CAIES, MIKB|ISEE
RRRIEFHHT IR,

5. {1 OpenShift Container Platform B9 P & MBS 17 BT,

8.2.2. 7t MTC web & IR INERE

IRB LLTE MTC web 5 & AR IN— N5 E£Z] Migration Toolkit for Containers (MTC) web 12§14,

SoRFM
o MMRE(EMA Azure IRIBE HIEIE :
o MRINITHEREHETE Azure FIRH AT,
o HEBEMIIMITFE— Azure BHRAH,
o RN TFE—HIEBME,

o MRGAEEFGRIR, NBIRFFEIRERFBIER registry BFIERH,

pi% =2
1. BREEERE,

2. JKEY migration-controller BR 551k /- 4552 -

I $ oc sa get-token migration-controller -n openshift-migration
it Bl

eyJhbGciOidSUzI1NilsImtpZCl6lid9.eyJpc3MiOidrdWJlcm5ldGVzL3NIcnZpY2VhY2NvdW50liwi
a3ViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW11lc3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:
LmivL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAioO20HOECPiRzTOXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-

POOrpDrcjOEQQ

3. £ MTC web %l & #H = Clusters,
4. = Add cluster,

5. BELUTFE :
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Cluster name : £ LA EES/NEFEH (a-z) FFE (0-9) . ETFEESERKERFE
.

URL : 5% API iR55%3% URL, fl40 https:/<www.example.com>:8443,

Service account token : #4/lfi migration-controller fR 551K /7 45 F&.

NFHEE R ENBRE registry : MIRBERAEFFRTR, FIEEREEHER registry /FF
ggg%ﬁﬂl HIBITUTSRS :

o XfF OpenShift Container Platform 3 :

I $ oc create route passthrough --service=docker-registry --port=5000 -n default

o XfF OpenShift Container Platform 4 :

$ oc create route passthrough --service=image-registry --port=5000 -n openshift-
image-registry

Azure cluster : J0R# M Azure RIBS HIHUIE, EM UL LT
Azure resource group : MIR%EFE T Azure cluster, & B RIEFER, 18E Azure BHRH,
BE SSLEE : Bk ¢ X AT IE R SR B R SSL i,

CA bundle file : INREFET Requwe SSL inIE & EREFE, NREHNBERIEDOIE
TEE CAIFBIR A, 5= Browse, %% CA A HFH EEE,

6. = Add cluster,

£ S HINIE Clusters 71X,

8.2.3. £ MTC web #Z=Hl& RIS HIF(EE

IRA] LU RFF (VR 0 S BB ZERINEI MTC web #HIE B9 Migration Toolkit for Containers (MTC)
web #ZHIEH,

MTC TR T EME N

FoRFM

it

Amazon Web Services (AWS) S3

LA RMK (MCG)

WA S3 X &AM, 5190 Minio 3% Ceph S3
Google Cloud Provider (GCP)

Microsoft Azure Blob

WU RAFHEBCE 1 & BT hE %,
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1. £ MTC web #%#& # 52 Replication repositories,
2. = Addrepository,
3. #%#¥ Storage provider type FEELUTFE :
o FTF S3#NEEHI AWS, S AWS 1 MCG:
o Replication repository name : #§%E MTC web 1§ & RS B F 6,
o S3bucket name : 5% S3 FEEHIATT.

o S3bucketregion : I§7E S3 FEMXIE., AWS S3 wME, X FE L S3 HN A2 a sk
B, fO#& S3 HNEN @Iy, LURERTIEA{E,

o S3ims : BE S3 ARSI URL, MAEEMEHE, B140 : hitps:/<s3-
storage.apps.cluster.com>, &M S3 N ERE, KA https:/ B4,

o S3 provider access key : & AWS 5§ <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N EIEE S3 HR v R E .

o S3 provider secret access key : 7 AWS 5§ <AWS_ACCESS_KEY_ID>, =/
MCG FHE M S3 N FETEE S3 provider secret VA #5H,

o Require SSL verification : MIREFEAMZEA S3 #tLm, NSMRILERIE,

o MBMMNBEZLZLIUIEPAUETBE N CAIEPHIE, = Browse F W E| Base64 4wtdy
X,

e GCP:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o GCP bucket name : $§%E GCP Z{#E A TR,
o GCP credential JSON blob : 7£ credentials-velero S {8 EF T &£,

® Azure :

o

Replication repository name : I8 MTC web & B E FIF M E,

o Azure resource group : ¥§7E Azure Blob FiERIFIRH,

o

Azure storage account name: 1§ Azure Blob 7Zf&K F* & #F.
o Azure credentials - INI file contents: 7£ credentials-velero X418 EF £,
4. 5= Add repository HERFEERIE,

5. = Close,
O FE S HINTE Replication repositories 5% H,

8.2.4. 7£ MTC web #Z=HI & A ER TR

&\ LAFE Migration Toolkit for Containers (MTC) web $#I& Al — N TERITH,

FRFM
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it

1.

12.

13.

14.

B8 EIBNARER

WTERIEFE £ ESR cluster-admin FRBY A &,
B ITARIEFT A SRR EMRBN MTC IRA,
IRAIIE MTC web #2418 IR INEREN S FIF 68 %,

INREER move BIEERIHFEIBRFHAMSE (PV) , MR B IREER 0 IA X LIRS A A B
L% 5 [ AR

IMRBERAERGRGRIS, BUITEERERIFER registry AFFBIRRE, XELUREER MTC
web 25 S E T MigCluster B E X H RS 5.3 L,

£ MTC web 5 A /2 Migration Plan,
= Add migration plan,

i Plan &5,
ERIT R BIARBERRT 253 NMNEZBMFEER (a-z,0-9) , BFREEEERI TR () .

1%%¥ Source cluster, Target cluster #1 Repository,
i Next,

iR Pum c2:IRII= 8

Ak - R B B B KRR B e B ren & 221,
mii Next,

NEA PV EFE— IBRE -

o Copy IEUNFRERTH PV RS HEIEFIFMER, REEEREHFREFRLUENE
BRUUKFER PV _EROEE,

® Move ETMREEHEEH MRS (BIIINFS) , EBIRER LR MERXDILE
B PV R, RAEEEWERTPEIERES, AENEHT TN ARFERRERER
R —IZ2E.

. mifi Next,

NEA PV 1% Copy method :
o RESHFERAHNFEMIRIBINEEGMMKELHIE. Lt Filesystem copy Z1R5%,

® Filesystem copy &3 RERHHIXMH, HEBIREREPREEN],
BEESIRFEMAXHRARH G E,

IR LL%EFE Verify copy SEIIE#E A Filesystem copy sEBHEE. $ERE T HEMNREXHE
B checksum FTERE FHE checksum LG IE, HIERE AIRER B EREMARE,

HiiE BV EER,
FNR%EFE T Filesystem copy, Al LIE M BIFfERE.,

mi Next,
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15. 1E Migration options T{HE L, MRENEEEIEE T L TR registry B8H, M7
Direct Bif53T# %501, tNR(FEM Filesystem copy sI#%4#E, Direct PV migration L& # %
T%Q
BRI AT RGN G EREMRRES R B R, X MATHEREFHNTEENXHE
FIBEHFEZE, RAEBMNEHFHEZEEFEEINEHEER,

16. mifi Next,

17. ®Ii% : &2 Add Hook 7E5F# it XI5 A0 hook.
hook ;iZ1TEE XK, EaEILUEENTEBITR A RZHRINED hook, F hook EARRBTEHR S
iz 1T,

a. T web 124 & i A E F R hook & FF.

b. #13R hook &—" Ansible playbook, 1&1%#¥ Ansible playbook, #Af5 = Browse (%
playbook, SIEFEEH NG playbook AR,

c. A% : WMRFEFAEIA hook Hilgk, 1EIETE Ansible 12 1T Eik,

d. 302 hook &2 Ansible playbook, i%£#¥ Custom container image 715 E 5 R A RF KR,
HE LARHFRALLEE Ansible playbook,

e. %% Source cluster 5 Target cluster,
f. %A Service account name#] Service account namespace,
g. M hook i TR L IR

e preBackup : TENARF TN EERER P SO

PostBackup : £ A2 TAE BT RER P HDE
e preRestore : £ BRI IR E N T2 TR AT
® postRestore : {E KR HIRE N ARFIEMEHE

h. Rii Add,

18. = Finish,
T4 E7R7E Migration Plan 512k,

BAMES R AENEHM TR
o MTC XHZRFKEFAHE
e MTCRREREHRIAE

8.2.5. 7£t MTC web #Z#I& H T2 11X

1% A] LUE FBFE Migration Toolkit for Containers (MTC) web #2244 th 8RBTSRI s N BIRFH
iR,
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% 8 ¥ IBNARK

% ER, EEEREHR, MTCEHIBHNFAMS (PV) MEHFIHRIELZE N
Retain,

Backup BE YRS &—4 PVOriginalReclaimPolicy X%, ATiERRAEH =R
BE. MR LLFEhIRE TR PV BERT A ARER,

EREH
MTC web #ZHIEMIBTESUTHA :

o bF Ready KESBRERE

e 4tF Ready RSB IREEE
o SHIBMHOE

o BNMBHEHBITL

iz
1. BEEI MTC web 1248 7 = EBITHI.
H
2. mibEBHH T B Options 328, F7E Migration FEF L TRz — -

o stage EAFEIENARFHER FREEMRERSHIEBIirER,

o cutover RIFILRER LMES, HFHKRBIIBINER,
A% : £ Cutover it FT1GHEA, EBAILLUEBR Halt transactions on the source cluster
during migration %% &,

e State REHIFMARAMERFRAPVC).

BE
FEFERRTIBRAERR AT HEZER, FA stage 3 cutover
migration,

o FEREIBIEEFILFE—PHE D PVC H = Migrate,

3. sEIM5EME, 1€ OpenShift Container Platform web &8 FEIABRINER TN ARRE :

a. = Home - Projects,

b. RIBHIIEEFHKE.

c. 7£ Routes 4>, mifi Location Wb FREF RS IEEIZ T,

d. = Workloads - Pods % 1E pod @ BIEI BRI & ZE R FiE1T,

e. = Storage - Persistent volumes REIF BB ERE S T EXBHRFAMS,
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589 & /YT

& LU B 51EiT R 31528 MigPlan #1 MigrationController B E X R, UPUTAMETIHBHIREMHEE.

9.1. Ki&

% 9.1. MTC RiE

A&

IR

Birgkeatl

SR CE

ENEER

ILAREREE

Al TR

3

MAER N AR RISE R
R RiRF TR BB,

FAFERETBT PSSR, B Kubernetes M RN R 1FE, HERTFE
EEIRHEEGRTHE A Kubernetes W RIXT R IF(iE,

B ITF i 0 AT LA R A SR B U 7],

1T migration-controller pod #1 Web 15 &R, ENEEHEERBINE
B, BEXTR2LEN,

FNEETFTELT registry BHAREEIBH K.

LRREFERERER, BXTENEN,

LR EREE— 124 migration-controller iR 551K /7 4 k¢ Secret B E LK
Ro

IREBREE—NMNTFHNRE registry BB R EE TGS,

Bifk. B Kubernetes X RMIREEFEFIZIEHIFMEE, REMEFIFIEEEH
ISR S =N

FRAMBSEEMRERE TR BInER.
HREZENMNREHEHEIB TSR,

AEMMEENARFNERT, BEHEHEBIRER.

% RIDITN BT RYA R E RSB RF L 8],
NMAEREREPEL, HEFRIBIBEITER.
B ENFAMSFRAE R BRI M ARF RS,

EREBRER—1E5EKEERE.

T7E MTC web 2B h GE7EEH,

70



B 9 T ST BIL

9.2. (A HITERN AR
BT LMFERSSITHRE (CL) A MTC API I N AR, UWEBSHITER.

9.2.1. IR IR FM
o WIlEREFAEEFESR cluster-admin F R &%,

EkBi T

IRIRIRREE IR L OpenShift Bk registry B AT

&

-

o RNBIBIEMA T registry BIERH,

BEETH
o MMREMEREANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream A&,
o TEFRTESEREEF, MTC iRAN IR,

o SHEARENIBXREIMIMLE IR, FELII RS HITFEE,
o MREEHIE B MIFAMS, EHEVITEFNZREEHIRZREIBIF LS TR,
o {RYJNITE OpenShift Container Platform 4 &£8# /S AU TR O :

o 6443 (APIfR%%R)

o 443 (F&H)

o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

RAMS (PV)

o PV BN,

* PV AIAERIRAMSFR,

o MRFEARBEH PV, NEEHBUTHNLREM
o TR AN ZIFIRE,
o PV /B EHERMNEHNE,
o PV AL FE—KiH,
o PV IIEEHERNEMHE,
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9.2.2. | A FEEHRITIBEM registry IRH
BEEGGRIS, BoIEMAZEERFOEIBRATFFH OpenShift 5 registry BIBEH,

FeRFH
® OpenShift 5%k registry A FF4AFTELIRER LA ERRE,
OpenShift Container Platform 4 registry BRIARFF,
iz

o E T OpenShift Container Platform 4 registry BIEEH, H2TUTHS :

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

9.2.3. REEE

X F OpenShift Container Platform 4.1 R ERRIARA, EifE&RE Migration Toolkit for Containers
Operator J&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZFHEETH
B9 proxy % R,

%I F OpenShift Container Platform 4.2 El 411, MTC M AEESEHMKREBIZE, MREBEZSIEEH
HAEIZE, ALUEMKIESH,

9.2.3.1. BB T#H

MTC14.2 5| AT BE#EEH(DVM), DVM RZHF—ME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RURR o

MREBEMREEEAREKEHNIT DV, EUIEE— TCP RE, ZREARELHZMTERLE, #
AEAEAECH SSLIERRIER T4 SSL iE#E., Stunnel RIEZ LR EHIRA,

9.2.3.1.1. DVM i TCP K Ei% &

IR U@ TCP RIBEIRM BinSR Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIBOVM A FHRENERZMHLIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle X K HTTP/HTTPS IBIDEAE R TIF. HANKESEHMNERT R XZFIT
Ho Ei, DVM MKIBLERS MTC R E LMK ET R,

9.2.3.1.2. At nfEH TCP KEMARE HTTP/HTTPS V2

&7 L@ OpenShift BEETEIRF B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER EZ1TM Stunnel 22515 BFr Stunnel B TLS i, FH@ N8R /78 sk (L s,
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OpenShift REYEEESERE HTTP/HTTPS RIEEEE man-in-the-middle BXi#1TEE, HbefllHED
M TLS &I 5AEIRS B E,. BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &15, &
ANEFEREN AN — N EANRRE, RFREFLL TCP %R, ALk, SWyIifEA TCP R,

9.2.3.1.3. EHIH]&

IR KM F E R Upgrade request required (51%

TIRIEHIZREEA SPDY HAEILEE pod AHATEIR G, MRZEEFM TR AR SPDY Wil BIFE A
wig, SIRERIRNITENTERG S, TREWFH I REEE S Upgrade request required, [l
RAZR : FEAZR SPDY MK E,

B& T ¥ SPDY il 4, KERSRE NEEL L TF Upgrade HTTP FRk & 48 API IRSS28. B/ iRE AL
Wk ITFF 5 API AR5 2580 websocket i1, NIRA IR AIERE L Upgrade 773k, NEEBREXW, HE
T~ HE{E S Upgrade request required, I f2RA R : BERAEEL L Upgrade Frk,

9.2.3.2. I EB AT AL KB

OpenShift ZIFIRIBER FERHIMLIEMSE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0RE
5 RSERBHR & 22 BE A L RGN REREIZE] pod, FREIATEERIETH T FEH{Z1EE] Rsync pod

R E,

TERAMBIREEE L2178 rsync pod 713810 OpenShift Route #HE##., ASIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX e £ R %I B 5h#ERR Rsync pod.

9.2.3.2.1. NetworkPolicy Bdi&

9.2.3.2.1.1. 328 Rsync pod B O E

INR IR B bréy & 22 A Y NetworkPolicy ERE R IE X F R BIRRE, BRI LUERA Rsync pod BME—HR
ZERAFHOREMNSIZE, LRI EEMABZEE A Rsync pod HAIEHORE -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

9.2.3.2.1.2. Bl Rsync pod WA O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
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matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

9.2.3.2.2. EgressNetworkPolicy BCi&E

EgressNetworkPolicy XSk Egress Firewalls & OpenShift f43&, BAFREIEEFEENEORE,

5 NetworkPolicy *f RA[F, egress Firewall X B 71 T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaILUHRER S BirERt
8 CIDR SEFERINEIZEBEEY Allow FLNIAR, LAERI LIRS 2 AR B B iE1E i,

RIEFTE Egress Firewall BUSEEE, R LURINEMERFH CIDRSERFRAVFERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

9.2.3.2.3. BB L k& Rihms

ZiINERT, DVM fEH OpenShift Container Platform BB NImS, PV EIBLXEBIRER. W
BERRINARY, EE LA M E RN S,

SFENERE, A LLURTE MigrationController CR #5& 1) BFr%EE# L% & rsync_endpoint_type
LEREEHRS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

9.2.3.2.4. 5 Rsync pod FEe@#M 7540

Y PVC FERHEZEMEN, EA LB supplemental ZH5I1E Rsync pod & X EECE X FHERIIR], LA
& pod SRUFIHIA

5 9.2. Rsync pod M inZH2¥
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src_supplemental_g string RNXE
roups
target_supplemental  string RNXE
_groups

LR

A LLE#7 MigrationController CR, LUE JiX b FRHFEE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

9.2.3.3. Bg &

FeREH
o YEREMASERFER cluster-admin FFRAIFE 7 &%,

it =

1. KEX MigrationController CR ;& # :

FFIR Rsync pod BILA
ES9RIFTAHTIR

B#r Rsync pod B9, LA
ES ORI AR

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:

stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ

noProxy: example.com

ﬂ T E#ET7H stunnel K2 URL,

© ZHRAENEFEA. H. P B SEMRL CIDR BESHRIIR,

TEEIEAN . KB Fi, BI40 @ .y.com LEE x.y.com, {ERMHE y.com, {EF * A% AR
HithSE T T ERE, NREYT BT REESERELEF networking.machineNetwork[].cidr &

FRTE CHY worker, 1B ENTRIMEILLIIZRA, LA 1% 1 (A]

INRKKXE httpProxy 1 httpsProxy FE%, b= FR R4 28K,
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3. 55 #1%72 1 migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

9.2.4. A MTC API ;TN HEF

REILAEF MTC APl MEs TR N R,

¥ =
1 WEHEEE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

2. NENTEERAIE— Secret T RIFH :

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

Q e E IR E RN base64 JifiH) migration-controller BRS5HK/ (SA) Sh&, EAILLZITEL
TSRS

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
3. NBMERERHUE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry_route> 9
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insecure: false 6
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url>
EOF

e EILTREEEEM Cluster CR,

E
Nk BEERGRIR, EEEAT registry BRH,
fNR false N5 A SSL %k, fARH true, NIFHFE CA IEEHHARE CAIEH,
1B ETREERERY Secret &K,
R ELIZEREFHI URL,

0009

4. B EEBEE ST Ready KA -
I $ oc describe cluster <cluster>

5. WEHIFHEEFLE Secret W RFH :

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_ base64> 9
EOF

ﬂ 8 € base64 X EEA ID,
e FETE base64 HE A secret BiH,

AWS ZIEEIA N base64 4ifid, X FHAMEMEELNE, BXHIEREINBHETUTSS
UEF TR

I $ echo -n "<key>" | base64 -w 0 ﬂ

ﬂ IEETHH ID K secret B, XMW NBHE LA base64 Jwtid,

6. NEHITFEZEQIE— MigStorage CR & # :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigStorage

ﬂ%;(j‘ 1=
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metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> 9
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 6

EOF
ﬂ B EEERAT,
Q IBEXNRENED Secrets CR, B FAREMIEN REMER Secrets CR FHIEIEZIEH
08
9 B EEMEERNE,

Ak NREFRIRBREFRIBUE, 15IREXN REMH Secrets CR, BN TIBREF BN R
121£H Secrets CR HHYEIF 2 EFAEM,

© 7T MREEARBELIE, HREFHENE.

7. YUk MigStorage CR 2744 F Ready K7 :
I $ oc describe migstorage <migstorage>
8. fllE— MigPlan CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <source_namespace_1> ﬂ
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace> 6
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srcMigClusterRef:
name: <remote_cluster> G
namespace: openshift-migration
EOF

RN false, NS AEREFEGKIR,

RN false, NS AEERSTH.

5 MigStorage CR LB & FR,

BE—ANHENRBELEENE, KNERT, BireiZAEFHERNATR,
NRBIReRERSRGBERRE, HEEBRMEZEN,

Q0060 9 —

15 € R & & MigCluster SE5IB9 & F5,

9. 551k MigPlan £l @& 4 F Ready KA :

I $ oc describe migplan <migplan> -n openshift-migration
10. fAIE—4 MigMigration CR 55, LUF3) MigPlan £/ 7E Y BT -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration

quiescePods: true

stage: false 6
rollback: false

EOF
@ 57 MigPlan CR &5,
@ MR true, NIREKE LH pod RILTHHIELL,
© R true, MHHTHNE (stage) sEH, BMEFEILS ARFHER TEHASHEIE,
@ WFR)true, NKERE—ETRIBIH.

. @i WER MigMigration CR 7 & £ UETF -

I $ oc watch migmigration <migmigration> -n openshift-migration
B R EIFLTF -

=1
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Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075cb97061895caac5b936d92fae967019ab616d5
Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started
Name: StageBackup
Message: Not started
Name: StageRestore
Message: Not started
Name: Directimage
Message: Not started
Name: DirectVolume
Message: Not started
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Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T15:03:18Z
Events:

Type Reason Age From Message
Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

9.2.5. K &E®H

&\ LUE A Migration Toolkit for Containers(MTC)ER AR N AR IRSHFAMEFHPVC), HIT
AEEM. (CRETR, BRI LUES MER TR BERREM PVC REBIEERN PVC, ERTLABST PVC
LIFARIREFI BT PVC A%, HAMS (PV) BURBEHZIBIrER. PV IAASEBE, NARR pod ¥
LT IREREPFIZIT,

State IR & 1T AT AER CD #l%, #0 OpenShift Gitops, FEffA MTC ISR, EaLUERA
GitOps I N AREFIE #.

WNRIEE CI/CD BiE, BB EENERFHELRTAHSERIRE]. RE, ERUUER MTC T
BERTHE,

BRI AR SRB A KR — KRB R HITIREER,

BE
RIS OEERBAG BN RSB A, INREBIBEAN R ZER, HEM stage 3 cutover
migration,

FeREH
o SEEHMMN ARREIRSEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHBFREFREHERTA, SR MERMBIRERH,

it =

1 FHRAMBSEEMNRISE BIrER,
EALREFELS RUITI S, RN ARFASHZT.

2. BERN ARRRF.
R LOBN ERER L EFRS TEAEHFTRRIAIZE S 0 KEMRILEME, & FFH GitHub FHY
EHEFHEFHRES Argo CD N HRR,

3. MY RARFEERRMEE BIrER,
IReI LUER Argo CD 35N TR B H e I B in&EBE,
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4. BRRNBSEEBMNRIBZIBINERH,
BT HITRARIETR, BREEHIRPIHNBRERFIRINERREE.
5. MRFEEMNAREFLFHRRE, HIUHRLE,
6. 1§ DNS il kDB BIrER, A REEFHERISIBHNARER.
I8

FEHITRASEBE,, MTClLe TEBFILNARRF. BREETH PV EIE, Fit, By
{3 CD #LHIR# K EUHR N AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFRE, FERYFERIITHREE
BH, RE, EBRILUHIT— NI 838 RN AR,

Hb TR
o FHBN PVC M3ER FHERR LLER: PVC,
o EBNME PVC, R PV EIEIRIBIRER LESH PVC,

o ES 5T Kubernetes IR LR AN ARFE IR S Kubernetes X &R,

9.3. &% HOOK

BRI LR A TR R RRINZR S TR hook, B hook EEBITRIFRIN 1T, T hook il
THESSRBELNARFRIN. FHEIBAZIRNBERBEURETIR EERNARERF,

T hook RTELU T EB LRz —H, EIRFBIERF BT :
e PreBackup : 7EJR&ER F 510 FRAT,
e PostBackup : TERERFA D TIREE.
e PreRestore : 7£ Bir&EF LIRS BTRA,
e PostRestore : £ B IRERFPIRE FIRE.
AT LOET 22 E BRI Ansible 55 {&12 1789 Ansible playbook Zi& # B E X hook 23K 02 hook,

Ansible playbook

Ansible playbook {1 — M ECEBRETHEEE hook B28 £, hook A2 fEF MigPlan B E L FIR 15 EM
£E. RSP A=A LUEILRRE1T. EILRRE521T, BEAZIEIARHIN 6 REHKKINTE
Bk, BIfEANMA pod #RINPRLL 1E, HARIRLL,

ZXiA Ansible ;Z21THT #5167y registry.redhat.io/rhmtc/openshift-migration-hook-runner-rhel7:1.8, It
BRET Ansible Runner 5%, F8& Ansible Kubernetes %1iRH python-openshift, L& E#H oc
iy 5 g

BiE X hook &A%%

R LAMFER B E X hook A A EEIAR Ansible FifRo

9.3.1. i hook %% Ansible playbook
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R LAZWE Ansible playbook LAFRYEEFS hook, @it f# A MTC web 24 &57E MigPlan B E Y #R
(CR) BHHIETE spec.hooks SEHI(E RTEEF 1T X AR hook

Ansible playbook {5 — N ECE MG E hook &5 L. hook A23f# A MigPlan CR HiEEMIEEE. AR
5 P FN6p 44 Z2 [A] UL T 21T, hook BERERIEEMARS MK S, LUMELESEEREFHIZITR
T HBIHETHB L,

9.3.1.1. Ansible 1

A LAMEFE Ansible shell 21T oc 9%,

shell EHRHI

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes TR H,

k8s_facts 2RI

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name
debug:
msg: "{{ pods.resources[0].metadata.name }}"

EFRFTRERTEETRERNBERT, TLMER fail RRER—NIEFTREERE, AR LUGIE
hook BIBRINZ KW, hook LR NLFZRIZTT, hook BBXINEN R INCRSEUR FF L B 25 BB HUR S,

fail R HI

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure"
when: do_fail
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9.3.1.2. MET 2
MigPlan CR & #F13E B A LA N IMEL 2L 54 hook BER. XEL 20 EA lookup HEFHI,

RS54

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(",") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"
- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"
4. R
&7 LATE MigPlan B 7E X HR (CR) HERR. B FNRRSTZH 14,

9.4.1. HERRFHIR

R LM MTC IR TR HREDR, MEGHR. FAMSE (PV) iTH, EEDIBEFIRNE, =

EAEMTEIBEERS PV,

KINER T, MTC &8RS B X %RH Operator Lifecycle Manager (OLM) iR, iXEE¥HRERSS

B APl 4550 OLM API 4HI—ER %y, BRILAZETRE,

Y=

1. 4%’ MigrationController B & X ¥RE H# :

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. BIEARMSHUBRFERIR, B spec #9, *F&E B CHHIRSHENFEIR, FRM
additional_excluded_resources Z#{ :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true
additional_excluded_resources: 6
- resource1
- resource2
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ﬂ 7iN disable |mage migration: true LAHERR TR ARG, 24 MigrationController
pod EEHT, B&FR 25 ME main.yml F18 exclude_resources %k,

Q 75iN disable_pv_migration: true LUf¥ PV BERR1ET# 11 X2 4. & MigrationController
pod EJFMT, perSIStentvqumes #0 persistentvolumeclaims =7 10ZE] main.yml #Y
exclude_resources 5k, 2H PV IBRRRANEQRIBITRINER PV ZIIhEE,

9 ,.,\_JLA,,J\\DD%E additional_excluded_resources 73 FHEFREI OpenShift Container
Platform %R,

3. S Y%, £ MigrationController Pod £S5, LUMENFAENR,
4. BUEFR2EHER

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

it 2 2 PRI BT -
ol

name: EXCLUDED_ RESOURCES

value:
resourcel,resource2,imagetags,templateinstances,clusterserviceversions,packagemanifests,sul
scriptions,servicebrokers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagest
ams,persistentvolumes,persistentvolumeclaims

9.4.2. BREYan 44 22 [H]

JNSRIETE MigPlan B X 5TIR (CR) FBRESap R ZE(H], BARERKBIEEF LTIRESHEEN,
& hép & Z2 (AR UID A GID SEREITEEH it iR & i,

A IR Ap 4 22 (7] BREN B R — B bran & 22 1A

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

MREFLERGBEFRFIRA— LB GRZER, NFAFELCRERN., RABRT, Rea&ZRFBR
G lEﬂ?—fﬁ‘*ﬁHE’J%ﬂ\o

o4 22 [A] BRES A IE 7

spec:
namespaces:
- namespace_1:namespace_1

IEffsrBZER 5 A

spec:
namespaces:
- namespace_1

85



OpenShift Container Platform 411 Z&IBITEEH (MTC)

9.4.3. Fr AMEF AR S

IR LUET HEBR B R AT PVC SRS IR R AMABFR (PVC), ERILLATERFAMSPV)
WA IEIXE MigPlan B E X ¥RE(CR)H spec.persistentVolumes.pvc.selection.action £ HER
PVC,

FRFM

e MigPlan CR 4tF Ready X7,

it

e ¥ spec.persistentVolumes.pvc.selection.action Z#U75 1% MigPlan CR &, FHHHEIEE N
skip :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi

name: <pv_name>
pvc:

selection:
action: skip

9.4.4. B E R A ME A

IR LB RET PVC, [HEAMS(PV)EIEMREESTHZE MigPlan CR R BirSEEEhE BRI AM
BHEAPVC), MRS AR AN B PVC 5 PVC A,

IRAILATE PV # & IS, @i BE#T MigPlan B E %R (CR)HH spec.persistentVolumes.pvc.name &
RS PVC,

FRFM

e MigPlan CR #tF Ready X7,

Y=

e 37 MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
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persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

ﬂ EERER L PVC MIBIRER LB PVC, MMRBW PVC AFHE, NKEEBE, EFUE

iTEF% i A2 Hh s A L BR BY BE B PVC & 7R,

9.4.5. i AMEBREM

BI/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A 4%&
(PV), spec.persistentVolumes #] status.destStorageClasses H7 M%) MigPlan CR i,

IR LAY spec.persistentVolumes.selection S FRRI{E, SNREEHRT
spec.persistentVolumes.selection St LAAHI{E, 2 MigrationController CR /31 MigPlan CR i iX L&
HEREE,

p= Y=

spec.persistentVolumes.selection.storageClass S INE B TIZHAE

1. MNRREEE PV 2 Gluster 5k NFS, NMIEKiLN cephfs, FiF accessMode:
ReadWriteMany s cephrbd, Z’= accessMode: ReadWriteOnce.

2. IR PV EEATR Gluster, th A2 NFS, 3 cephfs = cephrbd ~aTFH, MIZKIAH
E— AR 2RREE .

3. MRFRAR—EFRFEHESE, WRAZBIRERIRIARIEE,

& LS storageClass fE 2l MigPlan CR Y status.destStorageClasses S {E{a
name S#MHE,

N storageClass [EHZ2, | PV EEBEMEEFME. fla, HEBEF PV HIE
PREEE LRI NFS B, XMETZREEN.

SoREH
e MigPlan CR 4tF Ready R,

AR

o & MigPlan CR 1 spec.persistentVolumes.selection {H :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: pvc-095a6559-b27f-11eb-b27f-021bddcaféed
proposedCapacity: 10Gi
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pvc:
accessModes:
- ReadWriteMany
hasReference: true
name: mysq|
namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—NEE, NRINMERZFHNE. MR
XFLNEE, MRIAMET copy.

FIFHIE R snapshot #1 filesystem, ZRiA{E ) filesystem,

INRIETE MTC web $EHIE /b U RS B HIERE T 50UEED, & IR verify 31, &7
LU ESE N false.

&AL ERIAEZRCN MigPlan CR By status.destStorageClasses H#{E{A] name S
fH. MMREBEEME, WPV EIREEEEFESR,

foIFBIEHE ReadWriteOnce #1 ReadWriteMany, #1R:%AEEXME, NMEINMERIRE
B PVC IR, EREETE MigPlan CR R AIER., EAREER MTC web #2615
TR

® 6 0 o

9.4.6. #5H MTC web 24| & HBFAER

WA ER— N EREPIBRFAMBPVNEHLE XL, BEMEIX—R, EW4E Migration Toolkit
for Containers(MTC)web 12l & OB FZTER TR,

FeREH
o IRNTE MTC MEEEH LIE R cluster-admin F R - S0 &5,

o fMJIFIE MTC web & IR INEEE,

1. 7E£ OpenShift Container Platform Web 32§ &M A S EE S, = Projects.

2. BB IR R EMIIE,
BT 3T FF Project i¥f& T,

3. = DeploymentConfig &5, iLREIEIEZITH Pod BIFA TR,
4. ITFTIEK YAML &I+, & PV Fid FTEMNAFAMEERPVC)METR,
5. £ MTC web # & # 2 Migration Plan,

6. = Add migration plan,
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6 9 E aEBEm
7. i\ Plan &%k,
IR NEHLITEE 3 8 63 NMNEFBEFFR (a2, 0-9)EFRBIEEBHKTIZEO).
8. 1f Migration type 351 H1, 1%t Storage class conversion,
9. M Source EBFIRA, LFERAEMERIITRME L,

10. R Next,
Namespaces Tl EF$TFF,

N EFEFENTIR,

12. =i Next,
BT 3¥TFF Persistent volumes 71, TEA TRTIBEAH PV, BRIMEFRBIFRE PV,

13. XFEA PV, EFEFRHEHBIRFIEE.

14. mif Next,
ZESSREIEFTER IR, FETREBEMEE.

15. Hiifi Close,
#Frit XS HINFE Migration Plan TUE .

16. BEFFREEH, FREFITRIBNETRE,
£ Migrations T & RPN, Bl Stage #1 Cutover,

N REFHEEHER PVC BIA,
IR AR EHN AREFE B PVC 51/,

17. SRR RRIET,
RABEEFRET, R Stage migration 5 Cutover migration &%,

18. = Migrate,
RIBEIEFERETN, Stage started 5 Cutover started SEE A iR,

19. EEFYUINIBRHRS, F=i Migrations 5 REIE =,
tEHF 3T FF Migrations T1H.,

20. EEEAXRGAIRNNEEAEMNESHAER, 1HM Type JhERFEER,
LEEF 3T FF Migration BT, Z3F#3 A DirectVolume IR, SIERRSNES
Running Rsync Pods to migrate Persistent Volume data, &Ll View details FHEEE!
P:NEORESE By N7

21 EEEBESMIEH, = Stage 5 Cutover, HEFESHS

22. ¥TFF OpenShift Container Platform Web 12l & #J PersistentVolumeClaims i£1iF,
IS LB EH PVC &75, Bl new 552 (FRABEMER) .

23. HEMSMEEH, = Pods, EFEMINEM pod EERIZIT.
H it 5

e A move # copy EERIENE, FSE MTC LI,
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o HX skip BIERIIEE, ESMHMIBFHER PVC,
o BXXHRIMRBERGENIFE, FSHXTRESERGE,

9.4.7. {# A MTC API #4T Kubernetes X RHIR 55T %

FIRAAE PV BUER, S LUERA Migration Toolkit for Containers (MTC) APl HUT4H AN T2 Y
Kubernetes X REI— R MR ER.

@TMELEE% MigPlan B X %R (CR) FEXFIRMH— /I\?Hﬁ?‘é'ﬁ%ﬁxgj_hﬁaﬂﬁ Kubernetes ¥tiR5IZE
st —% T EIX L YR, R EE T 0 MigMigration CR EHT5E#%. MigPlan FRETIHE XA,

17LHE Kubernetes HRE—MYBR API BITHEE, &7 #T MigPlan CR, F{#M CLI A&
B/ — MigMigration CR, MTC web 2§48 R ##3T# Kubernetes 3 &,

T#fE, MigPlan CR 8 closed S #%IXE N true, A EEH It MigPlan CR A& % —4
MigMigration CR,

FER LT % — % Kubernetes X &7 11% MigPlan CR 1 :

e ¥ Kubernetes % &7 INZE! includeResources 284, 4 MigPlan CR Ff5%E
includedResources FE&HT, iTXI&F group-kind B9FIRIENEIA, REFIRHS T ROTRF
KBEEIHBF,

o RINTIEH labelSelector 234, LUidjE MigPlan ##] includedResources, 35 E L FERHT,
BB NEESIRE %Tqaéﬁv_ﬂﬁﬂﬁ’] TR, BN, A LUEARE app: frontend 1E i s sk
& Secret #1 ConfigMap #iR%I=XK,

1. %7 MigPlan CR, ffHE& Kubernetes %R, FrRIIAFMMETRIN labelSelector Sk
{ﬁ@EE’JJ\Iﬁ

a. B#7 MigPlan CR @& Kubernetes FIR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

ﬂ 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

b. AW : &0 labelSelector S E TR G SR :
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apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: ™"
- kind: <kind>
group: "

labelSelector:
matchLabels:
<label> @)

ﬂ 187 Kubernetes Xf%, 40 Secret =% ConfigMap,
Q IBEBETIBRMWFIREITZ, 10 app: frontend,

2. BIE— MigMigration CR 33T A% Kubernetes %R, %iE migPlanRef 3| T T IEMH
MigPlan :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

9.5. iF %12l 2515 1

BRI AR ER T RIRRE, BREFAMS KD, =HHIE MigrationController B & X TR (CR) /g %k
78 Kubernetes &/, UATAETERFIREMEE,

9.5.1. A ARBERIEANFRH
B LU MTC A BSERIGINTR N R A2 FHRMIFR &,

“ s
IS TAE £ T MR Fp AT IR AT OX 2 B 2

it =

1. %% MigrationController BE %R (CR) &

I $ oc edit migrationcontroller -n openshift-migration
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2. BHLUTSE

mig_controller_limits_cpu: "1" a
mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 €
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

15 MigrationController CR = Fi#J CPU #( £,
15 MigrationController CR A A AE £,

15 7% 7] FHF MigrationController CR 153K#) CPU #5588, 100m {3 0.1CPU #3t (100 *
16-3) o

157 7 F§ F MigrationController CR i KHIAEE,
BERIRNFAMBSHE.

EERISH pod HE.

OO 609

EEAIBNGRZERHE.

3. AIREAEHFNSHIIEERATRBITR,
INRIEHTF 11T KB MigrationController CR R, M MTC =55 EREIB TR ER

B A=
=n {El /%\o

9.5.2. HEEBIHNHRABALERN
EALEARAMS (PV) ARERSIBIAN, LUK BIMER PR,

Y PV M AEATIERE I, MigrationController HE X ¥R (CR) &FHFAMSERHR (PVC)
HIEREFEHRESHLGBENBEH TR, RE, ERITEEIREREAENZEHE,

pv_resizing_threshold SHEUREMNER PV HEX/N, RIABEER 3%. XEKSE, Y PVHHMEAE
HIT 97% I, PV RIATEXR/N, EELREXANEE, LME PV WER/NEBENEE RSN LA %,

PVC BRERBUTIEITE :

o IR PVCIERMEHBE (spec.resources.requests.storage) AEFT LB EHNEE
(status.capacity.storage) , NI f#REKMIE,

o MREPVETPVCER, REEXRUEHPVH PVCREFELH, NEFEAKKMIE,

FoRFMH

o PVC M INEI— N Z N IETEIZ1TH pod, LUE MigrationController CR AT LT &4
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=
HE

BRENEER,

i {&+h MigrationController CR /5 PV AE X/ :

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}' \0
--type="merge' -n openshift-migration

Q JS{E1X ) false AT PV K/ EEE

3. ®i% : B pv_resizing_threshold ZELUILNEHH :
$ oc patch migrationcontroller migration-controller -p {"spec":{"pv_resizing_threshold":41}}'\
--type="merge' -n openshift-migration

@ =Ens

BT B{EES, MigPlan CR I REHFRERUTREER

status:
conditions:

- category: Warn
durable: true
lastTransitionTime: "2021-06-17T08:57:01Z"
message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'
reason: Done
status: "False"
type: PvCapacityAdjustmentRequired

XFF AWS gp2 i, BN gp2 ITEBRAEMAINAR, INMERFEI, B
JE pv_resizing_threshold 5 42% s &E &, (BZ#1973148)

-

9.5.3. B % FH Kubernetes & i

13271«/{& MigrationController BE X %R (CR) A5 A% EM Kubernetes & /i, LUEEEH 2
SR, EMTARRSWERZAEBN, SHEELENMSERN, *EREABMERELH,

BRE, ZREMES (BIa, BTFEESITHM Rsync F0X Velero FRHIRE) HARE
EREETZFNE P ImBIEEE.

ZENE P IREEGNMAE, E MigrationController CR £%:77 5 MigCluster CR X EFIRHIFTH
API BHR, BELZEE API RS BIERSWEMTRTF. ZERU API RS BREEEEH.
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KGR T RENE FiRE %L % OOMKilled fi%, &R LAI2IN MigrationController CR BRI 1Z R (B 114
*O

it
L 2T TSR R FRE I

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'[{ "op": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

vy
2. A% 2T AT eS80 MigrationController CR RZBR(E :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. ®w% : EfT A TR A4 1240 MigrationController CR R7FIEK :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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5 10 & HIEHFFR

ATTBR T X Migration Toolkit for Containers (MTC) #4THRFEHERREY BT IR

MBEFMITE, HBH MTC £,

10.1. MTC TE%

RE LAMEF MTC web &3 Kubernetes API i Kubernetes %R, HFAMSHIBEIALSIASHGR TR
El OpenShift Container Platform 4.11,

MTC SERLLTFHR :

o TEFMITHIRIEEMG R,

o MBERFEEMTTIR : Y MTC IRMAEHE, BIB5LHEE lﬂ?&ﬂfﬂ’]Fﬁ*ﬁ‘ﬁ%%ﬂm
B, MPR% Sk Pod. H4, tNR— /\’ﬁ?ﬁ&np% BT EREERENT], XNRIKI TS
BRAFEENSA—INER, MTC &EBXHNEIR
Bian, L2l ETFxXA®E (SCC) 2— Aﬁﬁ?%ﬁ%;u 9¥5R, RREGSIKS (SA) BEETFHE

ZEAIRAHIB IR, IR MTC MBI B ZERIHEE SA, MTC R BEIHLEIEEEES| SA KA
SCC, #E#%i XL SCC, A, MTC REHHEIGEEFFAMESFHENFAMLS,

- RIFHIR, ATRRFBRFIIIBEISEEBTIR,

o HE VKR (CR) MBE LHRE X (CRD) : MTC fEn 4 22 [R5 B 5h5E# CR #1 CRD.
3 MTC Web #HI&XRNARESRUTESIE
. EFFBSEEFPRE MTC Operator,
IR AR R RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI A LAIEAR B BT 0], T E Al LA R registry BI%E(&  (mirror) .

2. BEEERIFMEE, X2 MTC AREIB BB AN RIEFHE,
IR BN RR AN EH R R IREBIR LA U7 AR, aNRGERANERS S, EoilNHE
BN ARVFEH CEER HHNLRE,

3. 7£ MTC web #Z5HI& HRINRERE,
4. £ MTC web 1ZHI& RIS HIEFEE,
5. QIETERITR, SEUTHIEIRET 2—
e Copy: MTC HEUEMEBEERSHREHEEE, BMNEREHEEIBEIEE S EIBIrER,

MREERERGGIBNERESTY, NREIREBEEMNREHEHEIB
rEREE.
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— Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘

T l

Persistent volume Persistent volume

Source cluster Target cluster

® Move : MTC MIREEFHEIE—MERRE (FIIINFS) , EBIRER LOBR—MEEXNT
AN PV IR, REEEBNSEFESTRES, EENERP TN ARFERRERE
RANE—ZES, mRESYIA LBIRERM B InEE 77,

. AREH CEFEHIELEERP, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4
i

Persistent volume Persistent volume

Source cluster Target cluster

6. ZfTERIL, ERAUTETZ— :

stage A LN AR FRIER TRBES HIZ B IrER.
MEBER AL RIZTT, UEEIRIRASHBEEFRT BN, TS IMERES
R 455 T # BOHRF AL A,

e cutover RIFILIRER LN AR, FHERERI BN,
ALk - R ALUERR Halt transactions on the source cluster during migration% %1% &,
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Kubernetes
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PV1 PV 2

Internal images

Source cluster

i 1
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1 |
i i
i |
i |
i |
i i
1 |
' Velero !
i |
1 |
1 i
1 |
1 |
i i
i |
1 |

*F MTC HEXKIR
MTC AU TEE KR (CR)

User access

Replication
repository

MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

OpenShift

Container Platform
Migration API

MIG Migration CRs (on MTC cluster)

Refers to
[— Refers to ﬁ

MigPlan

+ ©

Refers to

MigCluster

MIG action CRs

MigMigration

MigStorage —

| Triggers __|
creation

Triggers __|

creation

5510 = SRR

]

Restore
E E MyApplication
i Velero | Kubernetes
' ' objects
PV1 PV 2

Internal images

Target cluster

1

1

! Velero (Created on source cluster
1 and target cluster)
!
]
!

— BackupStoragelocation

—  VolumeSnapshotLocation
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o MigCluster (E2&, MTC 5E8%) LB E L
0 MigStorage (EZE, MTC &£8¥) : FhEE XL

0 MigPlan (ECiE, MTC &£8%) T/ it%

MigPlan CR ##i T E X8RN BIrER. SRCEMPZZEFR, B5 0D 1175% 41 MigMigration
CR XHk,

' fiE& MigPlan CR &R XHXH MigMigration CR.

o BackupStoragelocation (EZ&, MTC £2&%) : Velero &2 % RIMLE
e VolumeSnapshotlLocation (BZE&, MTC %£8%) : Velero BIRIBHIIE

e MigMigration (3#4E, MTC &8%) : Migration, TEERIHIT stage SEFBEIRN A&
MigMigration CR #%5 MigPlan CR ¥,

o Backup (IfF, JRE&EE$) : LT ERiTXIAT, MigMigration CR EE/NREE LOIEF 1 Velero
#13 CR :

e 1% CR #1 B FKubernetes Xt
o i3 CR#2 AT PV EIE

°Restore (#B1F, B-ER) : EaTERITRIES, MigMigration CR £ B & LOIEM A
Velero k& CR :

o KE CR#1 (A& CR#2) BT PVEIE

o RE CR#2 (FA& CR#1) AT Kubernetes X4

10.2. MTC B E L HIRE
MTC fERFEE LR (CR) &I HN AR,

10.2.1. DirectlmageMigration
DirectimageMigration CR B {F G MIRERE S HIEI B In&ERE

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <direct_image_migration>
spec:

srcMigClusterRef:
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name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>
- <source_namespace_2>:<destination_namespace_3> 9

@ CETIBNHEN— RS IHBLE. RAERT, BIreaRANEAT5RAEEHER,
@ ERTFEAHBRETEIE b &L FIRM &2,

10.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR B3 4i & 5| FAMIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

10.2.3. DirectVolumeMigration
DirectVolumeMigration CR B35 AMSE (PV) MREHEHIEIBInEE.

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false 9
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvc_namespace>
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

ﬂ WE true, WEIIER LM PV QAR

Q WEN true, LT EMER DirectVolumeMigrationProgress CR, ZRiAE ) false, {RER
DirectVolumeMigrationProgress CR LUH 1T FEHERR,

© NREGRHTRINER, HEREHEN.
@ HEESEBH—IHZDPVC

10.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR BY#E,

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

10.2.5. MigAnalytic

t

MigAnalytic CR MXEXBY MigPlan CR IR Hiik. Kubernetes BHRMFA LS (PV) BEMHE.

1

BRI LIRS B B SRR,

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false

listimagesLimit: 50 6
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migPlanRef:
name: <migplan>
namespace: openshift-migration

ﬂ 7% IREFRIREE.
9 A% : 3R[E Kubernetes FRMEIE, REF APl ARA,
9 %R

REISEERTIR, B false, HEILHHAET K,
: IEE IR listimages  true I E RO R KR L I

@
£|

10.2.6. MigCluster
MigCluster CR & X — P EH. Aithsiizi2&EEF.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <host_cluster> ﬂ

namespace: openshift-migration
spec:

isHostCluster: true g

# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.

azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 9
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config

N migration-controller pod & BEXNEEFIZIT, ERMEHA,

SN 4 true, Il migration-controller pod 7E Lt &EEEHIZ 1T,

¥ Microsoft Azure : $§7E ¥R 4H,

base64 4wtGBIIE T HRR a2,

WIEH true AZEF SSL %k,

@@ 0009

& BN true LAISIFEEEE,

5510 = SRR

A%k RIEBNBEZFE R CAIERAE T —MER4E, H insecure S#UE N false, 1HIEE
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Q BN true, LUTEDIEE Stage pod FEEIREEFH Restic pod,
© CREBMERIURIN  BEAFHRS registry BBE.

© (IR : IRE URL

@ (UIRRKE : I5E Secret KRMAT.

10.2.7. MigHook

MigHook CR & . — 3% hook, BIETIBHIBEMERZITEE XKIE, ELUGERSEN TR
hook, B hook TEEBHIARRE N EXIZ1T.

A LABCEE hook B#R. iBTHIHFFEMS (A, BE LHiR, UK hook fHizfTHISKEE,

hook BYEFERT E& F6p 4 Z2[A] 7 MigPlan CR HECE,

apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook>
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook base64> G
targetCluster: source

ik IS ERRII— N —MIREE, LEENTER hook BB — M MH—HEF, BRFEE
£ name SHH1E,

1EE T hook &FR, FRIEIEE T generateName SEHIHIE,
A% : 187 hook AIIZ TR KTPEL., BAINEH 1800,

g05R true, I hook B—MEE LHifk. BE LHHRALIELE Ansible, thAILUERTRBISRTETE
%Z}%E‘o

BEBE LR, #i0 quay.io/konveyor/hook-runner:latest, #15% custom 2 true, NIEE It
Tl

base64 ZwlLH Ansible playbook.#15 custom 2 false, N|%E.

FEEEIZ1T hook BI5EEE, BRUE N source =X destination,

O ® 00600 O

10.2.8. MigMigration

MigMigration CR ;247—*> MigPlan CR,

& eI LS & Migmigration CR, LUZ{T—MERXSIBE3FH, BUHIEEHITHMTER, =KENRETHRIITE
%
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QD000

10

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false 9
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 9
verify: false
migPlanRef:
name: <migplan>
namespace: openshift-migration

WIE N true ATEBUHIEE A 1THMER,

WE true LAETREFTRRBIER,

WEN true LLUZITEFEH. BESBBIBES, pod FREREHHBIEZL,
WE true AITEEHEIEEIE N BRERF, E&RNERE, RERHH pod WAEET 0,

WEN true LUR BT M0 12 7 N A BIPREFE AR,

5510 = SRR

WEH true, LURGEBIREEFIERH pod RS, FHIREILTF Running RSB pod &R,

.2.9. MigPlan

MigPlan CR & BT XS,

Al ABC B B hrep B ZE (A, hook M EX AR B HE sk A1 3T %5,

RINERT, Birer&ZE RIS IRGEZFRER,
A, EeIARTSERIENSKE LESMRZEN,

GID 3B,

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>

MREET — P TAREB B EZE
Rt 2R EH T UID
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namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true 6
indirectVolumeMigration: false Q
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

RN true, NIERESEMR. EFREEHNILEL MigPlan CR £/E 5 —4 MigMigration CR,
AL : B AHEEEANER hook, B hook MERRBIER I ELZTT.
A% @ #ETEIZIT hook BIAR R Z2A,

A%k 1 $87E hook iZ4THAIRIBIEMI &, — 1 hook ATLA EEZE — MM ER. BRIET
PreBackup. PostBackup. PreRestore #1 PostRestore,

a|

% : 8 MigHook CR FY& FF,
Al : 5 MigHook CR By#n & 22,
ik : I5E—EH cluster-admin FRAIARSSIK

MRy true, MBEAEEHRIR, HEMREREFEFFHZE, FMNEHFHEEEFIEBIR
L3N

SR true, MZEMEEESIH. PV MREHEHZIEFIFMEE, BMERIFM@ZESHRBINE
¥,

BE—IHZNRMEEFE, MRISERDBZEFE, MBI EZERZ2ERN,

MRBIrBER SSRGS EERTR, HEES.

D00 9 99900 606009

SNEN true , MigPlan CR &#451E,

10.2.10. MigStorage
MigStorage CR it T & $ll 77 894 R1F 8.
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¥ Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Storage. Multi-Cloud Object
Gateway B S3 RA=FE.

AWS FIIRIBE H T EZB BN NS,

0000902900000

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration

spec:

backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> g
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id>
awsPublicUrl: <public_url> ﬂ
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

EEFMEMHN .,

RBESISE  EEFHEMENE.

X AWS : ¥EEF IR AT,

X AWS : IEEFMEHEXIS, 0 us-east-1,

BEE N OIEM Secret X RIIE TR,

X AWS : INREFER AWS BHEIRRS, 1HEEIZEARME—TR AR,
L AWS : INRHFF AWS FERBIAFFINR, HHEEFI## URL,
L AWS : 15 E B REREIETR KB9 AWS 2284, f 4.
TURBEHITE - EEERRIMIBAIE,

IREBEFIE  HEMLNFELER Secret X REE,

WIEN true LUSIEEERE,
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10.3. HEMA AT E
ATt T A BT EHERR B SR TR,

0

10.3.1. BEEER TR

ERILMER MTC web #HIE M STRE (CL) BEFEIHINTRR RZRIELZTHEBIHIRIR

KIBEYA]
AR
1. £ MTC web #£%& # = Migration Plans,
2. =iEHiHR5EI8 Migrations %S & & Migrations T1H,
3. RIEBUEEIBIHE,
4. B IBHER, UENINEAEEIBHRRERSE

BN RIME TR IATEEEHERR, EMRIMBB I R IE, AER TR

B

5 miifiR 1189 Options FHRFEFE LU T LTIz — -
o 5l oc describe fp &S ip S &l EIEBIFI LR,

o BEXRMEXER, ABZITMT,
FRBIFRMMEH L YAML B8R TR,

o 5l oc logs 5 iH 6o E H B EBIBS R,

o ERMEXEH, ARBIZTHS,
le]% /ﬁi?#alm T{[& IJ”JEJ.LT {}J:’E’JE/LJ\O

® View JSON 7£ Web M 28 LL JSON #& = E 7~ HREE.
HHUES oc get <resource> 5585 H 45 RAER,

10.3.2. EHIHiTHAE

A LEEIBITNNREEE. BRI UER MTC web #HI &S ERIZIZEIIRA, RAEMGS

& (CLI) ZfT8r %,

Z D ERLT pod BT EHEE :
e Migration Controller
e Velero
® Restic

® Rsync
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e Stunnel

o FBHMROE (Registry)

1. £ MTC web #£%& # < Migration Plans,

2. REHBITRZEIH Migrations 5,

3. #if View logs.

4. mii Copy Ellr¥t oc logs o4 & Hl BRI BINGHR o

5. BFXEIMERBERFE CLI AR S,
i & B REBITRINREHE,

10.3.3. (I H &R LE AR
1R AMSE FRE RS B A LR 28 LR A S B AR IEA

ff

L=

S

1. XEX mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. MAUTHREREMNMIBARE
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

Q -c plain ETU T REEH N B &,

10.3.4. j [ REFE IR

MigrationController B Y %R (CR) iLkIEIMEE, FE el RINBIERH REFHE D, EALEA
Prometheus Query Language (PromQL) RiIZBT TR MRE R, LU EIRTEFREEE. 2 Migration
Controller pod EER, SEBEMAIEITR.

& A LU A OpenShift Container Platform Web 12 & 150 M REFE bR I B 1T E 1A,

ff

L=

S

1. 7£ OpenShift Container Platform web 2%l & # 52 Observe - Metrics,

2. BN PromQL &), %&FE—NERRMEEIEO, AF# T Run Queries,
NRIEH Web 025 H B RATELR, EEH Prometheus 2414

10.3.4.1. IR4L09455

MigrationController B Y %R (CR) 12T MigMigration CR it # &k & API 15KBI1EIT.

10.3.4.1.1. cam_app_workload_migrations
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bt — EXT Al ) EY MigMigration CR it#%, ©RFHF45 mtc_client_request_count #]
mtc_client_request_elapsed {5t —R2EE, UBETIBRRSELM APIEXRER, WiEaSE
Telemetry A,

% 10.1. cam_app_workload_migrations metric

Al A HEPRE AR PRI PR R

status running, idle, failed, MigMigration CR #4R 7
completed

type stage, final MigMigration CR 2!

10.3.4.1.2. mtc_client_request_count

tE¥EFr2 MigrationController & #if Kubernetes AP & REIRFAITH, SRS ETE Telemetry /1,

% 10.2. mtc_client_request_count metric

A Z IR AR PR T PRt
cluster https://migcluster-url:443 BN R HIE KSR B
component MigPlan, MigCluster & HIE K F 2512 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & Hi#IE KB

10.3.4.1.3. mtc_client_request_elapsed

XNEFRZ MigrationController % %8 Kubernetes API i REIRFIEIR, UZEM HHEA, ERESEE
Telemetry A,

% 10.3. mtc_client_request_elapsed 155

AR B PR T briiik
cluster https://cluster-url.com:443 BN R I KO SR B
component migplan, migcluster & HIE K F 24128 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment HiERK K M Kubernetes HiR

10.3.4.1.4. A A&

108



5510 = SRR

RPN T AT LM —LEERER,

x10.4. EANEHR
AHif fid
mtc_client_request_count RIHI AP IERE, RiERREHRF
sum(mtc_client_request_count) & By APl E R B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) API 153K B E IEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKREIEIER, $&RiE RSB
mtc_client_request_count

cam_app_workload_migrations{status="runn  Z1THIEFZIT#, L. 100 ATERMNEFIEKE
ing"} * 100

10.3.5. {8 must-gather T2

&7 LAfE A must-gather TERIE MTC BE LHIRMB K. BIRFHEXER.

must-gather #3E 2 I INBIRT B & - 22461,

TR LU — /N =X 24 AN RBYEEE, FHER Prometheus 2 & EEHIE.

FRFH

o TWfEAES cluster-admin A& A &5k E] OpenShift Container Platform 5£&%,

e B% % OpenShift CLI (oc).

¥ =
1. # A72f#% must-gather 21IEHIE %,
2. AR L2 —i21T oc adm must-gather 64 :

o It RJLNTIRERESE -

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8

#IBIRTEH must-gather/must-gather.tar.gz, &AL ST EEBIZIIEE ] ML
B9z Hrln L R,

o it E 24 NI EE ¢
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8\
-- /usr/bin/gather_metrics_dump
LR VERTRE B ER KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

10.3.6. {§FH Velero CLI TE i Velero %R
& LUt Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZERA S,
Velero CLI TELt OpenShift CLI TEIRHEHE4IRE R,
Wik

{3 oc exec B IZ1T Velero CLI 9% -

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help FIFi A Velero CLI fp % :

I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

describe fp 45
{& A velero describe 47135 Backup 5 Restore CR XEFVE S A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A%y
& velero logs s 13 Backup =k Restore CR ®HE :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf
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10.3.7. IR ER 92 3 E 5 KW

&ATLAE A Velero CLI K27 Restore BE X R (CR) HEFRFIHIMOIBREXNESHE,

% Velero B 2% A FBCER RMBRHET, SSBOERE2RW, A0, BT LFHRE L

(CRD) , EBREEMBIERH CRD RAZ B FEEHZE, NFBRRTH, BERIEEINER LOE
CR,

Velero fFFIRIE NER D RNGER, ARELIE &4 CR PEIEAMN R,

ff

L=

S

1. 122 MigMigration CR BIR :
I $ oc get migmigration <migmigration> -o yaml
Fai th o Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn® conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. {#M Velero describe 527 Restore CR FAIRA :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

fai th o B

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. {#F Velero logs k% Restore CR H7& :

m
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$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

it Bl

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR &it sk HEHIRHE, the server could not find the requested resource, %
THEDRKUHIRE,

10.3.8. [ MTC B & X KRt 1T 8= HErRR
RAT LUK LU MTC BE X HOE (CR) SEHERRSTR S 1] 551 -

12

MigCluster
MigStorage
MigPlan

BackupStorageLocation
BackupStorageLocation CR & — migrationcontroller 175, FTFHriRAIE CR B MTC
SEE)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

VolumeSnapshotLocation
VolumeSnapshotLocation CR €& —“ migrationcontroller 17%, BT FriAAIE CR I MTC
SEA)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

MigMigration

Backup

EEREREF, MTC SHEIRMFAME (PV) HWEFHFAKXEN Retain, Backup CR3 =
openshift.io/orig-reclaim-policy ;xf#, FAFiETRFRIEEFFREKR. ERIUFRE TR PV
FEE S i

hE

5l openshift-migration 4 Z2 (A A #Y MigMigration CR:

I $ oc get migmigration -n openshift-migration
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ol
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

2. #&#& MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
E B A RRLLLT B,

MigMigration ;=i

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10
namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:

migPlanRef:

name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero &1 CR #2 =l sk hk PV I8

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000

13
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openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: ]
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero ¥k & CR #2 R~ fliiH keHiik Kubernetes ¥R

14



5510 = SRR

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11€9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7{3b96-sz24f
excludedNamespaces: null
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true
status:
errors: 0
failureReason: "
phase: Completed
validationErrors: null
warnings: 15

10.4. & WA @R F

RV NEEIH T 2P AT S BRI ERYE L R,

10.4.1. BEEE TR RN
MREFEE TR ERTR, NBIRERETRESE S REEHERM node-selector S,
MTC EE G RE RN SRERAIEEHE, URFLZEM ETXARMAEER, FEES IR IR

i, MTC FEMIBRERSTR A R ZE 6 hiE B iRERE EOIR Rsync %5 pod. MIRBEERSREEE
S5 REMGZERBRER, NITEHE Rsync £ pod. Rsync pod 4 F Pending K7,
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IR LT AT S B F R RIX A [A] 3,
iz
1. %% MigMigration CR BJIR T :
I $ oc describe migmigration <pod> -n openshift-migration
EHAEUTREER -
=1
I Some or all transfer pods are not running for more than 10 mins on destination cluster
2. WREHD, REUTHH6 B ZEFBIIFE
I $ oc get namespace <namespace> -0 yam| ﬂ

© TiEBHeREA.

3. EBEIRERH, ISR ZER

I $ oc edit namespace <namespace>
4. FFERDH openshift.io/node-selector SF R INEIEFB R ZEE A, M TFHIFTR
apiVersion: vi
kind: Namespace
metadata:

annotations:
openshift.io/node-selector: "region=east"

5. BRiz TE%IT A,

10.4.2. #HIRE R AR TR

AL T B A RERTE Migration Toolkit for Containers (MTC) ABEIMIE IEISEE, MURIN{A#RR
HEZRHR,

10.4.2.1. RV 1A] MTC RIS R CA IEHEER

INRAL—RZHDT A MTC #HI B B CAIEREHIRER, NRNREARE—TMSREPERESS
B CAIEH,

BRI AR, 3 A S 2 f B R oauth-authorization-server URL FHiEZiF 5, Tk AR RIX
ANAL,  SHIE AN B B TN v 2R B S AR T R,

INRIEEZIEPF L Unauthorized 58, # A MTC ##I& FRIFTR 01,

10.4.2.2. MTC ¥=HlE R OAuth B 1R

16
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MRAEFEZEZRIUEPE, MTC 244 A E7~ connection has timed out, EFREXFRER :
o ¥ OAuth BRSS 23 B 2% 15 0] A
e % OpenShift Container Platform 12l & B9 M5 17 (7] ch i

o RIFFZEAFERT T X oauth-authorization-server URL 9ifj[n], HEFHE S K H OAuth B 4S
RMIE ] MTC #6&

EBIREBNMNER :
o (HEANIY%EF web FeEZRIGE MTC #2=HIEM T,

e &7 Migration Ul pod H&EAFBIEE IR,

10.4.2.3. AERAMA HUEZ 2 BIEH R

INRIBERE B EZIUEF SRR ERES MTC B Migration Toolkit IEHI G ENR S, NNEPEIEATRER K
W, FERUTEIRHEE : Certificate signed by unknown authority,

BRI OB E L CAIERRAE M, HERNEEFHNEHFHEZERNFE EEE MTC web 2§15

it

LAE
MIZFEUR R T8 CA LT, FREFE CA a4

Q'

$ echo -n | openssl s_client -connect <host FQDN>:<port> \ ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

ﬂ EEIm B EN FQDN #imOA, #0 api.my-cluster.example.com:6443,

Q 1B CA N & ST BY R TR,

10.4.2.4. £ Velero pod BEHP A F D EFHEM B IR

#NR Velero Backup BE L FHRBEN A EFEENFHFHAME (BSL) B51H, Velero pod HERIBER
ERUTHRER @

I $ oc logs <Velero_Pod> -n openshift-migration
=1

level=error msg="Error checking repository for stale locks" error="error getting backup storage
location: BackupStoragelLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository_manager.go:259"

B BRI X LEHRE R, R BSL AR SBUEH RN

10.4.2.5. Velero pod BEHH Pod & &0 #BI E51R
INRE N Restic MBI EMTER LI, LU THIRATE Velero pod BiEH ER,

I level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all

17
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PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout BIEKIUMEH— /N, EATLUAKBUERIEINLX N SEE, FFE, aMETRERELRRD

HERE R
AR

1. £ OpenShift Container Platform web 25 # 5:fiiZE Operators - Installed Operators,
2. = Migration Toolkit for Containers Operator,
3. 1E MigrationController 1% I # /2 migration-controller,

4. £ YAML iR TR, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh (M) . m (9D #Fs () , 550 3h30m15s,

5. mii Save,

10.4.2.6. MigMigration B X F IR M Restic Kkt iR

INRIBRERAHRABEE T RN SR EIEIIER, 7£ MigMigration CR & i REL TS
o

i th o Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore “<registry-
example-migration-rvwems"
for details
status: "True"
type: ResticVerifyErrors 9

Q IR B IEE T Restore CR &5,

Q ResticVerifyErrors & — M2 FER IR —RESFRE S R,

BIREILER T & S BERIL R KL,

BB LIRS T Restore CR, LURFIEUBLIGIFFEIRBISEIR,

18
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iy =
1 BEREIEIRER,

2. &% Restore CR :
I $ oc describe <registry-example-migration-rvwcms> -n openshift-migration
i & PRRH A PodVolumeRestore iR A S,

it Bl

status:

phase: Completed

podVolumeRestoreErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

podVolumeRestoreResticErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. &%& PodVolumeRestore CR:
I $ oc describe <migration-example-rvwcm-98t49>
i R PRIA T 0 SRR Restic pod.
=1
completionTimestamp: 2020-05-01T20:49:12Z
errors: 1

resticErrors: 1

resticPod: <restic-nr2v5>
4. & Restic pod BEMEREE R ¢

I $ oc logs -f <restic-nr2v5>

10.4.2.7. MJSH T root_squash B NFS f#fifth TR B Restic FUBREE %

INRIMBIM NFS ZiEHTHEUE, FHEHEAT root_squash, Restic 251 F| nfsnobody, H3&HH
T ERBHIFBR, Restic pod B&H &R TR,

i th o Bl

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/ust/bin/restic: permission denied" error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.

19
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(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

&7 LLEIS N Restic BN FRAHFFA ID F11Z MigrationController CR & 5L 32 2 R iX AN 0]

Pt =
1. 7£ NFS 7#fi £ Restic B|&# e 4H,

2. £ NFS Bk EiXiE setgid fi, LUEHKEHFRBEIL

3. ¥4 restic_supplemental_groups SHUANNERF B ir&af L/ MigrationController CR j&

spec:
restic_supplemental_groups: <group_id> ﬂ

@ =xiEAD,
4. %1 Resticpod EfF, LUMENAEH,

10.5. @R —1N TR
BRI MTC web #2413 CLI BNRIEH.

BRI AF B EIR TR,

10.5.1. /8 MTC web $Z#HI&0E:TH%

& a] LUE A Migration Toolkit for Containers (MTC) web ¥EHI& EIAER.

A=

UTFRREBEIBHNGMEZERF, LUEEEESTH (DVM) KU HITHI
o FEMRS CRFBEIRER)
e Secret AR (RFBEIREE)
e Rsync CR (JR%&Ef)

XEFRARMENR, SR UFEHEREN],

IR ERINZTHRBEEER TR, N&BHRRRIGES PRI HIR.

WNRN ARFEIHRNEHEIE, BoENRER, LB A SR BEER,
MRNARFEIRIRPEEEL, WARELER, EARKNBEFDATERERSIZIT,

AR

1. £ MTC web #%& A < Migration Plan,
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2. | 551180 Options 3£ 5., 3F71E Migration Fi%#% Rollback.

3. 5= Rollback F#&E&OAE
EER I RFEEH S E R Rollback succeeded,

4. BUFRERER OpenShift Container Platform Web 224 & R 2B RINENER :

a. /= Home - Projects,

b.

C

d.

e.

PERNTIEEEERS.
. 1E Routes 84>, =ili Location Kl RIEFES EEIZT,
= Workloads —» Pods XX E pod @& E I & 22 E HIiE1T,

= Storage — Persistent volumes fI\ [EE & T HEBHFA LS,

10.5.2. FRAGHTHRELRREHR
1A LO@iT Man S TR E A2 MigMigration B E X ¥R (CR) SRERTER.

A=

UTFRREBEIBHNMEZER A, UEEEESTH (DVM) KU HITHEI
o FEMRS CRFBEIRER)
e Secret X% (RMBIRER)
e Rsync CR (JR%ZEf)

XEFHRARRMENR, EELFMEREN ],

IR ERINIZTRBEER TR, N&BHRRRIGES PRI HIR.

WNRNARFEIBRNEHEILE, BoEVRER, LB A SRR EER,

MRNARFEIRIRPEEEL, WAFEDER, EARKNBEFDATERERHSIZIT,

AR

1. RIBLUTFRHBIOIE—4 MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>
namespace: openshift-migration
spec:

rollback: true
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migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

ﬂ 15 € < 4H0 MigPlan CR &R,

2. FEMTC web #HIGH, BIETHHTE KRES S MBS FEER,

3. WIEEBMIR HRESHFETREMF, HENARFRESERZT.

10.5.3. FHERTH
R LLE L NRR stage pod FFEUHER LN FARZRE R F o EVR KR TR,
REIZTHERBESITR, NEBIMERENGER HFEIR,
A=
EEESIBKIW (DVM) &, UTHREGREEIBHaEZEFRF :
o FEMRS CRFBEIRER)
e Secret Xf& (RMBIRER)

e Rsync CR (JR&E%)

XEFRARMENR, SR UFHEREN],

1. MHBRFT B L BE R stage pod :
I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CR f#5E#I & 22 f],

2. BITFEIAT REATIE® RS, EREMPECHFHRNMAER
I $ oc scale deployment <deployment> --replicas=<premigration_replicas>
Deployment CR #1#J migration.openshift.io/preQuiesceReplicas ;X fi# T R T &I A% -

apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. WIUEN AR pod REEIRERHIZIT
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I $ oc get pod -n <namespace>

Hth B IR
o {HFH Web 1Z%I& MEEEH IR Operator
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