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3.1. OpenShift Container Platform %22k B bR

Config datain

every deployment
y aepioy \ Cluster name

clusterl

Base domain
companyname.com

Pull secret
from console.redhat.com

install-config.yaml

SSH key
your public key

Bootstrap node

Specific to your

infrastructure \

Platform

. — Ignition Control plane
infrastructure type 9 P

Platform info

— Compute node
username/password

Customize for

your workload \

Node configuration
control plane and compute

3.1.2. X F Red Hat Enterprise Linux CoreOS (RHCOS)

ERER, B—1NSEIBEEA Red Hat Enterprise Linux CoreOS (RHCOS) {E IR VERYL,
RHCOS =& Red Hat Enterprise Linux (RHEL) IR BRI Z R 2R ENMA, EFBINEH SELinux B RHEL
M#%, RHCOS SIE{EH Kubernetes 17 mAEEH kubelet, L%/ Kubernetes {i1E#) CRI-O B23i21T
Ej‘o

OpenShift Container Platform 4.12 &8 898 — control plane #Hl233 & 71{EH RHCOS, HAaF—1
FENEREHBETIE, #lIgnition, X—TEILERREVEREN S, BERABHENTEIFEES
R ({#F OSTree fEialH) R, %5 &HA Machine Config Operator JEEBEERE, SLFRMIIRIER
SiEBURY H A rpm-ostree TE AV LIENREFIRERMATT, BEEFEAXER A, OpenShift
Container Platform Al LMEEIRE R EHNEMEMN BREF —IFERRERS, BIRAAREENTS
RIFSITINS, XL R AL 5T ] LU 2 4E A IPA B 7148,
INRIF RHCOS AEFTASENSRNIRIERY:, NEFNEEREAHMNSNMELT, SERIERSHE
A, Ak, REREZFEFEH Machine Config Operator X RN 25. RERFEFER Ignition BB XH1%
BEANBIBEIRS, REFNA Machine Config Operator S ML 23BIE Z Bk, B4 REFIES
HEHE,
3.1.3. OpenShift Container Platform £ HFHTEL
1£ OpenShift Container Platform 4.12 &7, fEaIUEUTES L REFHALEREFESHEMMZRIERE
® Alibaba Cloud
® Amazon Web Services (AWS)

o R
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® Google Cloud Platform (GCP)
e |BM Cloud® VPC

® Microsoft Azure

® Microsoft Azure Stack Hub

® Nutanix

® Red Hat OpenStack Platform (RHOSP)
o &## OpenShift Container Platform RANX FF&#THY RHOSP KA e R ANFN A I AR A, 40
FREEM RHOSP KTHRAFRBMRER, 1B RHOSP L& OpenShift Container Platform
X FFHIR,
e AWS EB VMware Cloud (VMC)
® VMware vSphere

STFRAIXLEER, SRR TREIREIITENERNMFIENZSE NI Rl BT R BER, LUENFE
BRSNS SR IFELIIEIRAE telemetry £1E,

BE
R&E, FNXFUTEN :
o EATHINETA.

o EATHNEAM, BN, EREEHNTELERS— N FarFAMEFIEIE
2R,

£ OpenShift Container Platform 4.12 /1, AR TEE LR&EFRA BRI ERERMEE

o AWS

® Azure

® Azure Stack Hub

o Rl

e GCP

® |BM Power

® |BM Zor IBM® LinuxONE

e RHOSP

o &## OpenShift Container Platform RANX FF&#THY RHOSP KA e R ANFN A (Al AR A, 40

FREM RHOSP KITHRAFRBMER, 1HS1 RHOSP E£H OpenShift Container Platform
XFFIIR,

e AWS By VMware Cloud

® VMware vSphere
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https://access.redhat.com/articles/4679401
https://access.redhat.com/articles/4679401

B3 E RENEH

RFETAZFNERL SAUERFESNEMEN ETRE, WEETLLZTREEREEKM IR
25, FHEHBRE—TRENGE, HEWTHFEENRE,

TERT NS RET, BAUTHLRRHMBNGS (mage) , FENBIEHR registry (mirror
registry) #, AEERAIBLEHFERRER. BREF %mlﬂﬁﬁiﬂﬁ%ﬁi‘"‘%hﬂ%ﬂ% {B7E vSphere
SARNERLZR Y LI TR TR R M =L, BRI STE R B M B,

OpenShift Container Platform 4.x Tested Integrations TIHEIFRIRM 7 B X H ARFEE HITERNIHAIE
/Hﬂ{lzl /BN o

3.1.4. &2

BRT Assisted Installer 4+, %% OpenShift Container Platform £&EH], M OpenShift Cluster
Manager Hybrid Cloud Console ER5E 2 Cluster Type T1H FELERF., RHEEE !

o 1K/ REST AP,
o registry ©hg, X2 TFIRIFTRAMHH pull secret,
o KEGIM, NEEBMSEMNLIEIKEREE, UEREFEBER.

£ OpenShift Container Platform 4.12 /1, RERRFEN —HT T HIT—RISXHEHRR Go ZiHIX
., BREEFRENARNRBHREREME %f';Ll'FﬁﬁﬁﬁWU :

o E{ff Assisted Installer BBELEE, BRI LUER Assisted Installer FRESERFIXE, Eﬁfi—fé*%f%
AILTEHMEE, XETEHEER, BaAUTEHLMISO, ABERIZGRGRS SRR,
AT LAFE FE Assisted Installer ZESE 25 MY Nutanix. vSphere Fl#RH L2 8E, LUK LIRS "ﬁ_
ERHBPMERRRER, NMREENLRE, CEERUMBSHEMBMIITIERE, SERL.
EE. FEFAAEENS.

o EFAETREMZERFMEBELN, CBUUEBLETHETRENZERR., AE, BUURE
SHAERAIER. EAUERLZHERSISRENSR, ERRE—INSREEFHLTBEN
RIE, HANELEBEES, BFFRESREBFHTIREHBITREESREFNEG, BRRRMAM
BEREEMBRMMEIR, SEMS. NEEE. FEMNAIRENG. INVARSA TSR
BIIAER,

o WTFRARERFESHNEMEBMER, EULREMRNEIMEARZRELTERRF, MR
RENT, REBFHUBHRHMBNEMS. HSTMRIERS, RIECERNILRE,
MRERNLRE, BRIURHMMASHEMRIIFTR, 23 bootstrap Hlgs. ML, M#EHIS
1. FHEFMENREILES,

o MFEBNEHESMEEEMEN, NPIURMATEKEFEMIRWATIR, & Bootstrap #l
&, ML MESE. FHEFMIIMEEIES.

WFRERRE, ELREIRPRFERZHXYE - &4 install-config.yaml I E X 4. Kubernetes
B, UREHEE LI Ignition BoE XX 4.

BF

ELRE SRS, EaUstiesl £l RHCOS 2ERYIH Kubernetes 1 Ignition BRiE X
. B2, BB AMISIENESRIEIAER XN RATMIEN R E S/, MRBI T XL
W, REURARTELZIT. BFEEIMIXLE, B Kubernetes # Ignition BEi&E S
S35, BRIECEREICKRENEIE BT T RE.

BB E SN Kubernetes & H, AREFEHIREE Ignition BEX 4, RERFFHEAIXL Ignition
Fo B SR AR B,
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https://access.redhat.com/articles/4128421
https://console.redhat.com/openshift/create
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BTRERFN, MAREXHREES, FFSeahRERRERNMAREXH,

IIII i
RElE, BLEERAERFIBRFIXENSH, BalMENR—LREREM.

FRHBREREFNRETRE

ERNBRERFHITRES RMERET Web A~ REHEM RESTful API LB )5 O ERFEC
B, Assisted Installer AP RAEKRTEHAMENE, HFHAEKRSBUIRHEENEIME, RIFEHFAR
EHEA APl AEW B, Assisted Installer £ A IER, ERILATEFANRSIFERBNE. HGRRE
RHCOS M8, R NENEBE R, EAILAER Assisted Installer 2% OpenShift Container
Platform, F7E Nutanix. vSphere fI#&HlLT2EMK. H, BRI LIEREMEBEEKNER TEH
Assisted Installer Z2% OpenShift Container Platforms

OpenShift Container Platform BEEEBENAE A E, SERERNEAS., BEEVNSREEIINFERANEE
SIREMANERFPREENTR, LEERATERENAEHNBTER

SNSRFIRE, HfEMA Assisted Installer ZhRg R & T HAMEE FRENRERF,

ETREMEMRANRE 2

ETHREMNRESERA Assisted Installer KL, W—MNTEEHFEERI FTEHREETRENRER
FFo HIEF/EF A Assisted Installer BT RMZE, HEBREMERRIMERLEERN, TUGERE
FRENRE.

WNRETRE, HEAETRENREINGERE R OZT A bootstrap BB EERFIE, AFEFMYE
SRR AL RN,

RARERFESNEMRIIBNRETE

BOARER B E AL ERRFE &R, QW\P*/R'F RERFRALEAT, ?_‘T%u)\bﬂﬁ/ﬁ
BITHENE, FHIEKRSERHSENRIME. BLTMAE N ZEIBEIFaNEMRELTR, &
LREFHNEERESEZEMIEN,

IRET D REIEER A E LER, W TIiEER, TEREREEHMENSEREIFMER, NTH
ENER, BALUEEEXTEAMESIFMER, M control plane AN SHE. ERHHENELHH
J5BY, 8 Kubernetes AR5 M%&) CIDR SEH,

EATRE, ALUEALIhAERE R E & M4 SRR AN, ERRERMIMNEH, TUGRARERRFRE
BB & SR B R SR AT R B 7

ﬂﬁz&&r‘%%ﬁggmﬂ%@ﬁ'\ﬁﬁ, OpenShift Container Platform AT AE B ERMNFIAE A HE, SiEiE
ERGARE, BEVSERIN FERANEES BEMANEREDIRENTR, EERTFERENAEH
NEITEE,

FAAFEBANEMBEMNRE TR

184 A] LATE B SR EZRH £ &2 25E OpenShift Container Platform, &R RERRFRERE S
SREMBMTRNE T, BAIREFEMIEN, RARNEHNEINTRENEMENLH,

MRRAEAREREFESNEMEN, BuEERBMETRBERR. UTANRIFANATHP—LLE
ﬁ%ﬁﬁ’]mﬁ

o HNERH control plane AT EHESHIEZ £l ZEH
o M
o EBYML, SIE DNS ILEMFAENTFM
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https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
https://console.redhat.com/openshift/install/metal/agent-based

o SEFEMARMIFNL AEF T
IMREHEHEAR A ERNEMEN, EeTLLLEE RHEL iTEN SR RMEIEREF,
RESRFHER
BEEEN, £SHPNEENRTRERXEHMNER. OpenShift Container Platform E4IAELE L2
R IEAT bootstrap A28 /17K A control plane IREFAFEHIE R, IIEf bootstrap Hl2x{#E A —N A
a0{n] G| B EEBEHT Ignition BCE SUE#1T5| 5. bootstrap Ml 23 BB MKIZHIFEME (control plane) B
control plane #§l2%, #AJ/G, control plane Hl2RAIEITE (compute) #lEk. FEIUIBATiX—id72 :

3.2. fll# bootstrap. control plane #lit &%

Cluster installer

lCreate

Datacenter
(cloud/on-premise) Bootstrap node
Controller node 1 Controller node 2 Controller node 3
Control plane Control plane Control plane
RHCOS RHCOS RHCOS

; i }

Compute node 1 Compute node 2 Compute node 3

SENERAMA1ES, Bootstrap W2 iF#EEH %, PTESKEHERE R Bootstrap I 2R MNALEER, BEER
CESRHNEMIEN, NTFNERITETE,

BF

o RIEEFEMH Ignition EBEXHIEIE 24 /N ET EIBGIED, RE1ET #ER#
TET, MREBIFICPRIKER, BEBE 24 NNEER, £$HaE0RE
HHRIE R, —MEIAE, B Fshitt £ RFL IR node-bootstrapper iE %
FIEK(CSR)EIRE kubelet iEH, MMFBERLER, 1FSLIMTEIBI control plane
UE7 H RS B9 ST,

o EIUMEIE Ignition BLEBXHERKER 12 /MNSRERE], Bl 24 NFHIEHRTE
ERREER 16 NIE 22 NI EHTRIL, @Bt AE 12 N RER Ignition BBE
X, IR LOR R R ET R R N HUT T I BT 5 B R S R A &

bootstrapp &£&S KA THIE :

1. bootstrap 285 EhFHFFIAFEE control plane Hl275| FATFHILIZ IR, R E & E MR,
LS EEEATTF,

2. bootstrap #2885 5h# 7T R eted B —NMIEFET Kubernetes control plane,
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3. control plane #188 M bootstrap HERIREUERE FIRFTRE 5. MREE S EMZRN, P RE
AL F,
4. 1IfEY control plane 4 7 M1 control plane AR B4 7 #11E control plane 125,

5. Cluster Version Operator (CVO) fE%&Ff %% etcd Operator, etcd Operator ZEffA control
plane T = E¥ B etcd,

6. IS control plane X#, FIFREINZZLE 4 IR control plane,

7. bootstrap ¥l28F OpenShift Container Platform ZH43F A &£ £4% control plane.
8. REIEF XM bootstrap Hl2s., MREEBFEMERNY, BLRFBEAIFI,

9. control plane BT & T /.
10. control plane LA—%H Operator I R & HAhAR S5,

SER L bootstrap it #2f5, FFEK—NEMEZEE OpenShift Container Platform &&f, RfE, £BHK|T
BHEEABCEMENERAY, SREEZIHIMEFUEITE (compute) #25.

OpenShift Container Platform ZERZFHEREHESRXITRELEERE, ©ERERLRIEFRERKD.
RESTHGE, BAILEKRESMEEES,

Hith BHR

e fNFEA X OpenShift Container Platform EeE FHIRIFEMER, HSH A HNEEHEE L

3.2. XF OPENSHIFT UPDATE AR5

OpenShift Update Service (OSUS) 1 OpenShift Container Platform 12{#EE T, &31F Red Hat
Enterprise Linux CoreOS (RHCOS), Bie#t T —1 K%k, EHPSEHH Operator W= (vertices) I
EEENM 7 (edges) . BIFBIIRKRT BRI LILLEHEIMMRA, MIRREHNERME, AFEE
SERBEHHMITITHERR S,

& BEH Y Cluster Version Operator (CVO) 2% OpenShift Container Platform BE#TARSS, FHRIE AT
AHMAFEPRERREEMEFHMERRR, ZBEEREHN, CVO FEANNILITHRGRER
£, LITIH (artifact) FE N BRSRFEBRITETE Quay F,

7 ik OpenShift Update Service [UREFRAMEST, STLUFEA—MRABIEE BRI BoNb 2. &

PMRITILHBRBER LRSS RNTTEMRARMUREMAH SRS, EEEHINEERARAE
&, OpenShift Update Service &BNEE R A,

BF

OpenShift Update Service IR H RIS B HEEFEH. 1R OpenShift Update
Service AEIWANR R, XA pERE NEH N BEIRATRAFES M,

AN EHISR TR EMER Ti21T. S— RGNS ERENNEEL, MELNARER, Had
Operator IS E#EHRE, LIEREN2ELTFAIA, ARHKRIGRE. B EHI2R521H OpenShift
Update Service, LMRAEE#H =S A,
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BF

MR R BB A, T FRREFLRERHOIRE URTRRA, MNREBIEHRIL,
THECRLLIE X HF,

EEFHITFEH, Machine Config Operator(MCO)SH#ECE M A FIE R 28, MCO A
maxUnavailable FEIEER. hANSREELSPHT RBE, FEelnchFTTH, ZRIVERT,
XAMEHILEN 1, MCO 1R#E topology.kubernetes.io/zone 17%, X FRBEHFZRIMMT =, R
— IRIFEEN TR, NEEEFRENT R, HFAEARMTR, MRNBEFNTR, TRII[E
BRI B, BEAEHRIANT R, MCO —REHHHFEE t+ B maxUnavailable FEIEEM T =
#HE, RE, MCO N AHEEHERIER.

INSRIEHE Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&TE;XLEH| 25 EFHT kubelet,
NIRRT X 2R E B HT OpenShift AP,

LR AAAE N AR kubelet Bf, RHEL Hl257T/%:R([E Ready R, ENZRATART, EXETHE

. B, ANERETRATITRT R, AUTUE-—ENSTEERNERT, BREBHEFE
{’EO

OpenShift Update Service B Operator #1— 1N % /N5 AT SE B ZH A%

3.3. 3EZ % OPERATOR My 550K

Operator B9 ZEHAK L RE T —1 Operator @ BRI R EREFPHEEXAGNTR, R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERN, BFARKEIELR.

RRCALUEFREIMERBENAIRRPER, BLTFHERERSEH Operator FRERXZH, KHE
BAREREEESNHENEENFR,

AE AL T 3% Operator B WIEZEIRS :

e Jl3T Operator ACi&
J3T Operator WEZE A EA managementState %1, XA LLUE T RNREM A AR VTR, EAER
RF Operator, 50, Red Hat OpenShift Logging Operator @i 8 EEEIN B E LR
(CR) HAZ|EM, M Cluster Samples Operator {# [ 7 £ 856 H L & ¥R,

¥ managementState Z#{FE "y Unmanaged Ek#& Operator F R ENEEBEHN TR, A
KPITESEXHGERAEREIE, —L& Operator ATRERZFHILEEIRE, FRANECTRERIIFEE,
FEFIIME,

Digk

H
[=]

ST Operator B NHRERER BRI ZHEHGMINEE. RS
AR E E (Managed) RS AIES HIIF BEHRERS HF.

® Cluster Version Operator (CVO) B
AIY spec.overrides SHURMEI CVO EeEH, LMEEIEGIRMXTHMEH CVO T HEEMT

=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :
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Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

>

15
7]

B CVO BERFEENERLTAZZRRE., ANRmERSRE,
LIE I & B9[] 85 AT RAS 55 o

ERERTRAEF VAP EESE


https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/installation_overview/#installing-preparing

% 4 3 RED HAT OPENSHIFT CLUSTER MANAGER

55 4 & RED HAT OPENSHIFT CLUSTER MANAGER

Red Hat OpenShift Cluster Manager @ — M2 ERSS, EAIlZE, Bk, BRIEFMFAN Red Hat
OpenShift &8, RS AVF R B — (USRI BRI A £ 5%,

OpenShift Cluster Manager 3§ 5 & 1E AWS(ROSA)#1 OpenShift Dedicated 5&f %% OpenShift
Container Platform. Red Hat OpenShift Service, il i 5T EE L FEH OpenShift Container
Platform 58, LUREHI ROSA #1 OpenShift Dedicated 52%,
& T LU# A OpenShift Cluster Manager SEHAT AT I2/E -

o DIEHEE

o EEKRHFIBNIEN

o AV R, BT RINGE. ME SHRIEEESEERERE

o HIByInIEH

o iiRERF

o FEFAR

4.1. i[7] RED HAT OPENSHIFT CLUSTER MANAGER

& w] AR BSB89 OpenShift Tk 7 1i[7] OpenShift Cluster Manager,

FeREZH
o MBE—IKF, K BF OpenShift ZH4H,

o MRZ|ARER, THNMIEE T B,

it

o (FAMMMEREILE R OpenShift Cluster Manager Hybrid Cloud Console

4.2. FEiNRVE
TEERTIEBTES, A A A AN SRt T — LER 4F -
o HFEHAARH— web 414, LUFERFEETUAERS HAES

o BFTHXRAARFEHMAEEEMAENNLI AN, BREHPNNEI9EHRMNTRAEEEN
HE (WREA) , FIHIRET REFFMIRER.

o Rl bR ol RIRTSR B

4.3. LRI E T
P —ANERRY, REMEMR RS UERMXNITET, EHRERME IRUTHET
o

® Access control
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B hnZE 14
RaL%
Insights 2 &5
Hlasith

X

WiE

4.3.1. BB PR
Overview T FiRMEE X MM BEEENER :

24

S5 DEROIBSEHMWH—ITAR, b ID ATRFMeSITRERLEGS.
Type EREEFIETFEAB OpenShift it A,

region IR 5525 X 15,

Provider T RER IR TIFL N,

Availability B REFERITARKEE, TUREIHES K,

Version B&EFH L ER OpenShift A, MRETHNER, EaLUMILFEER,
Created at /"5 LI K B HAFNNSA]

Owner TRAOIRERFFEBREENIR.

Subscription type T R IR LB HE R,

Infrastructure type 25E 2 E AR F KB,

Status I REEHH L EIRT,

Total vCPU E7RILEEF AT AREI CPU E 8K,

Total memory BRIt EEE AT ARGFLE.

iEse =

Persistent storage Z RILERF R AT =,

Nodes i REER LRSLIRMATE T R XEHFARRSENERFT BM AL,
Network F & TR 5% R0 it FIRT S

I Resource usage E49 &R EF A ERAH R

Advisor recommendations B3 IRE SR £ M. MHRE. TRMMIREEXWILE, KTEEMFH
TIEMRERINEE. BB IAMER Insights iR A 5 5B X897,

Cluster history #39 EREEBETHIAMENS, SIE0IEMNMEEFMAN


https://docs.openshift.com/container-platform/4.9/support/remote_health_monitoring/using-insights-to-identify-issues-with-your-cluster.html

% 4 3 RED HAT OPENSHIFT CLUSTER MANAGER

4.3.2. Vi [n[$EHIFREE 1T
Access control LU E AT EBFTEE X BB D IRHEER, BIANNIUR, HHEMAFAZRFAE,

FRFH
o BWNREREE, AEAETANRYTERTERHLNAE,

it =
1 %EF BT AR R,

2. NEFERTEHAGNAFBALIBIKS EX,
3. EEEEERR T ABRH.

4, FENEXRMA, PR P& ER"Cluster Editor"ifd],

4.3.3. Mt hnHEFrE 71

Add-ons T B R AR INBIERE P IFR A vlEMTINZE 4, AT ERIMINE Y, AEEERBMINA 4
TEIEFE Install,

4.3.4. Insights AN &% 71

Insights Advisor 5+ {8 f§ OpenShift Container Platform #J Remote Health IhEERIFFIFIRRRE
M. MERE. TRMABREMNXES, ES M OpenShift Container Platform X#SFBY#E A Insights & IR
Fr By A]

4.3.5. Hlas b

NRA B AR MENAHNEMT, Machine pool AT F AR IFERATAE OB FHIN S,

1% More options > Scale 77 "Edit node count” X iEHE, TELXTIERER, EAIUEHENTHRXHTY
=¥, MREATENY &, BHALUNBHYT BRXESEH.

4.3.6. THIRE

£ Support I, ERILUI NSRBI D NRINBRECR A, SRR - &S0 Fll 4 it
S ERE T SRRFRVZLIENL B B K P AR K,

A, EXMNETRHR, SR OB — D SRR RE R R,

43.7. KEWRZETT
Settings JET£ W EBEATA B IRM L NIET
e Monitoring (BRIAEF) FUFHRERSE LMIRIE, 55 TR,

o EIIEMKRE, EULMEREESARENNE—XLBIEH, NERETUFIHERR
BE#H.

o TP RWEA RN RAETRT T NEBIFEN R, BRSNS ER, 7R
alpi]
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https://docs.openshift.com/container-platform/latest/support/getting-support.html
https://docs.openshift.com/rosa/observability/monitoring/monitoring-overview.html#understanding-the-monitoring-stack_monitoring-overview.html

OpenShift Container Platform 4.12 384
o HEITREBLREAIBIRAE, UREREEHANEN,

4.4, Hih R

e N OpenShift Cluster Manager FITEEE XX #Y, 15[ OpenShift Cluster Manager 314,
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https://access.redhat.com/documentation/zh-cn/openshift_cluster_manager/2022/html-single/managing_clusters/index

%5 5% 3 F KUBERNETES OPERATOR % 57| &

25 5 % XF KUBERNETES OPERATOR % & 8#5| %
7" Kubernetes IMER— ki SR EIEARTIS M RN EREH, BWEX—kiY, EILUFERZE
B£5|%, Operator N & OpenShift Container Platform SRR B E MARITIRE, H N HEAL
Kubernetes X {THRAIRMER D £ n FAHAERE, BEMMAE :

o {ERN—NRILM operator, BEN OpenShift Container Platform 2% OpenShift Kubernetes
Engine 1] B — &R0 &3

e {E7f Red Hat Advanced Cluster Management for Kubernetes BJ—3B4

5.1. £ OPENSHIFT CONTAINER PLATFORM R {f £ B¥ R | & T4 EY
=18

1 OpenShift Container Platform £S5 A% & 512N, ST LURGLLTINEE ¢

e IEE control planes, BRET HyperShift B MITHEE, FRAEHIEEM control plane, &AL
LB AR /A X217 OpenShift Container Platform 5£2%,

e Hive, N hub B& BIHEEM OpenShift Container Platform 5£2%, 3 hiX £ BT ANIAES
%o

o Klusterlet {XI2, [HZERETME hub,

o EfiiZRF4 Operator, BIEHBNARSSHIERE, LA%ES OpenShift Container Platform FIRIER#ENLAD
vSphere &%, WM#EH LB SNO, Infrastructure Operator &1 GitOps FEME & (ZTP), B&
it GitOps TYERAEBRNLH vSphere B& L2 BoLERIE, UEEMENREER.

o ITHEMEIE, TIRMEIE Kubernetes E£ERFMTTIR,

% EB5| ¥ 8 E7F OpenShift Container Platform #iT A, E5HRENAEL AR T, BEFHRHER

ZER5|E, 1HEE OpenShift Container Platform &8, A% %k Operator, MNFELZFER, 1HS
e3¢ =R

5.2. {F RED HAT ADVANCED CLUSTER MANAGEMENT #1758 E1E
NRIBBEIEH B L EREBIZM OpenShift Container Platform Z AMRALEREEIEINAE, 5% E Red Hat
Advanced Cluster Management, %%£8#5|% 2 Red Hat Advanced Cluster Management FJ—NSgEEER
7, BIAZREBAN,

5.3. H 5HIR

BREEHEIENTEXNY, HSHLEEHBIZEXH, X2 Red Hat Advanced Cluster Management /=
B SRS — BB 4.
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https://docs.redhat.com/en/documentation/red_hat_advanced_cluster_management_for_kubernetes
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/scalability_and_performance/#ztp-challenges-of-far-edge-deployments_ztp-deploying-far-edge-clusters-at-scale
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% 6 = CONTROL PLANE Z&#3

control plane H control plane #2840/, fi5iEH OpenShift Container Platform ££2%, control plane
MBRERITENSE (BRI worker) EMITEEL, REAHES Cluster Version Operator (CVO),
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Z4THEAE (40 Nodejs. Perl 2% Python) BN FITERFROE, Hi— 2T B RIS IRIR AT N
Source-to-lmage (S2I) ik, A S21 H&N, LU IEA R AR 12 T2 ER R IR
¢°

&) LUE M OpenShift Container Platform Web Ul {8 S21 5i%k, RFE % Catalog —» Developer
Catalog f&7], #ITFEIAAIT :

7.2. NREREE TR LR S21 Al

RED HAT .
OPENSHIFT i @ kube:admin
Container Platform

Project: openshift-operators «
Catalog

Developer Catalog Developer Cataloq

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which
will show up here automatically.

| Allitems All ltems
Languages .
9items
Middleware
Other
NET / NGiNX
.NET Core Apache HTTP Server (httpd) Nginx HTTP server and a
o reverse proxy (nginx)
Service Class (0) Build and run .NET Core 2.2 Build and serve static content
Source-to-Image (9) applications on RHEL 7. For via Apache HTTP Server Build and serve static content
Installed Operators (0) more |r.ﬂorrr?a1|0n a.boui using (httpq} 2.40n RHEL 1.For . viaNginx HTTP server and a
this builder image, including more information about using reverse proxy (nginx
OpenShift considerat this builderimage, in

7.2.3. Registry 171

BEREHROE (registry) BEHARTENME, MEEATUSHEARE, FHEIREARELZTH
TE, ERLUEFRE R TRIK P RE A HEES registry, HANEFRME S FHEFRFIRIEEN S MR
A, AR UREE O registry, #ERHENAT AHALFEMIAZSMA,

EREVZIIE AL S VE KRR HEBOER (&R, BT LAM Red Hat Registry F12EX, Red Hat Registry 7T
MIE : registry.access.redhat.com (EFFR%IE, BEFMA) # registry.redhat.io (FE55%
WE) o WELAELIIE A SRGIBE KB R TIRELD T 7 Red Hat Registry RBVZLIE R & EIKEEBIHR. FR
THHIIERRGERN, ELEREXRILHENANBTHHENZER, SEETENAREEHNNRE
R

38


https://cri-o.io/
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KB/ 3 registry @1E Docker Hub #1 Quay.io, Quay.io registry HZLIEFAEFMEE, OpenShift
Container Platform A& AR 2 AHGERE ETE Quay.io F1, SIEF T EBE OpenShift Container
Platform A& A &K Operator, Quay.io IR T FMEHMELEANANAE, S Helm Charts,

INREEFG RS registry, OpenShift Container Platform & & S3E— N FAE =28 registry, B
OpenShift Container Platform —ER&EHEHER Liz1T, ZIIEHIRMH Quay.io registry BIFAEMRA, FR
4 Red Hat Quay, Red Hat Quay @& EHl. Git ML 25, Clair SGIH#EATF 2 HahIhEE,

AR EIBIFR A reqgistry R RIBER B R IFF REM AP T EER R, XLEFIFHHLZ @S OpenShift
Container Platform 7EENERSE H IR ERN, A—LEIEN T S EBLS D A

7.3. 7% OPENSHIFT CONTAINER PLATFORM #J/# KUBERNETES ;& #

REARFERERRF N AREFNELRLEL, BFEFEL(ERFTEEM Kubernetes I1ME (81 OpenShift
Container Platform) HERIMEBBZNARER. QIRGRENARIFESTE

o T fi# Kubernetes jE R FERANFRE TR
o FITFHZITHIN ARRFEMH —LRE
o WEFHM

o QEFHRIFNLERFME Git FhEED, UEETLUNHEFMEAERRAZESIRSH, WH
Bz, RERAFAL, FRERIBITIMED, ELENDRIIBRE, URSMALE

7.3.1. X F Kubernetes pod 1Ak 55

BN HRZ docker WEAH IT, M Kubernetes {FRAMEARHITIRN pods, Pod KFRIEN ARRFHT
—4%, pod ALEE—NHENEER. KEZLET pod BIEEHE. I EBMSEHBEANHIT,

ERE pod FERAWASE, T BYEMGRAELANITFEEEZENEETE, NMETHE, EIKS

FRIBREEER pod 1, FH7Epod FEEEAEGMARICEMRILEREE. UE, EEZ1T pod FEES B
KINHOSLBIE;, HibBReRRthabecy B, X TH&AZE0E, pod EIJEU@%EJ%;*EHE’JH?%?%D HEE
EEMPCRRS (AAREM CPU) . XHE—3%, ¥ pod RBEN—NETIHTEELEEMEM, pod

R 254 AT LS PR AR FRE@IE (30 System V 523K POSIX £ERE) HEBEE.

BIREA pod KK Kubernetes FI—NaIT B H T, BIRFSRHET —MNER, BN —RT pod 9HE|
—RE ) EREBRENNBRRR, SRIEMNEHEE 2 KNES. RSt pod BERHA, ENRSH
U—BEMRA— IP it fFER, EEEMERNIE, EERRSE, @i a#EEKRIRS, OpenShift
Container Platform SEEENS1Z & ¥R &R B T 15 RIF BOZBR 589 pod B9 IPHhIEFNIHR O,

MAF L, BRERENARESZTElNRERGERAN, #mE5EEAF R, Kubernetes 555 HY

— IR IR T AR RE S RS N TR AT A N ERFI A BRI LS, X IR R 2R N FARBE 1T
HE9iEsl, BFERBEHNAIMBIHTTP, HTTPS FIEMARSHE NE R EBEBIEFHANIARS, "TLAE
FA Ingress TR,

MRBRFBEMD MM AZEREERM (TLLBITRSRM) , NALRESRMENERS, FIZFEY
#t pod A, ERAIUEREFAUNRFEANS (PV), EE?EJJ?S@JL,J\MEU Pod & X K.

EENLTHRNRRRFN—H pod |7, T LE Deployment #1 DeploymentConfig X &R iR E XX &
pod,

7.3.2. NARFRE
BT, EREBNARRRE HZiT A BRI,
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https://hub.docker.com/
https://quay.io/
https://access.redhat.com/products/red-hat-quay
https://kubernetes.io/docs/concepts/workloads/pods/pod-overview/
https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/building_applications/#what-deployments-are
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Kubernetes EX TSERTARREN BHRFNARIENE, EMEEENAERFNIEAE, 1HEE
ZNARRERS

ETHERBESETM. B, BEENNBRFUERNE, FERETEXRTERYE, 25—
HNAEREAR BRI NN AR, N FXLERIWNARRF, &5ER OpenShift Container
Platform X[ @1 Job 1 CronJob ¥ &,

iRz, N FREELZITHONARE, BAUREE—PEE,

FERETR, NRNAEFEESTRMYE, BLEEEHBRBENKD, FHEERLE—DE
{5, Deployment =% DeploymentConfig *f R eI LAS 1% KRB N ARRFIEIAS, EENEIA
&, pod TS N RIZ1T, HARBIETE worker FRERIZ N AR RIA4 AT A,

FEEENTRLEIRIT, FLERBM Kubernetes N ARFEXIT NIEERREFHED master T sk
worker T m_Ei217, 130, DNS MkiEN ARFEESEAESN T a LBFEH21T, BRI LUSHX RN A
BEENTTHESEZT. BLTURET mirEET mBRFELZTFHE,

FELmAREE, YEEBRRNARFHAEMAGERN, FEEOE Operator, Operator A
NS REREThEE, BB EMIANZEMES, 5 Operator Lifecycle Manager (OLM)
L&, SEHEEERTLUT Operator RFAIEERBLEN, UESREHHHNAAAILLETEN

EAMAEmSER, NARFARERINAIESER, fW, EUFRECTNARFN=
MNER, FREXESLFIBEH 0. 17 2, —PMERTHESEEXMNNAREF, BRTNES
N RBEMIIFHEIINARRE (EEEZER zookeeper £8) &AM,

7.3.3. AT A FHHE

BmBENN ARFUTREESELHHG, MBEESBEICEHE, NMHRX—FXK, ATLIM OpenShift
Container Platform Web #£#l& 1B LU T B KRBT B HIAH 4 -

® OperatorHub, AITEEA OpenShift Container Platform 4.12 £ {# ., f&B) OperatorHub,
SEHBREATLMERRBLE. LEEEEREME XK AR Operator, SREHEIEA T LIRS
BEFRBYFR A A 22 [A] 305 RE A AR 22 1] FR 3R I L8 Operator, 1EFFA A GBEW @ b TRO S FHFE
A HELEIXLE Operator,
o BEIR, MF—RMELRBMNARFERER. EZNARRD, HEMNEMRABRERERHIE
B, BREHET —MEEAR, TUMRINNFHEFBRTFL Kubernetes N AR, EIRATLLZ TR
JRE X 5K, ®TLLZ Deployment. Service. Route SiEMITR, MEREBREMKLTR, 7@
I BHFATEER P XEIXLEE,
IEA LRI A I E BoK, ECE XM Operator fIiEHR, ABEFLZALTFEIENME LG
RHEEell. T2 ANSHEZERAME openshift spZZ2 (A d, EH R LAMPARE Efthdn 4 22 (A1 AiX M ep &
ZE[d],

7.3.4. N B R

f&Bf Kubernetes ;& (manifest) , EAILIENEEM T LK Kubernetes N BRI, &7 LU
IXEEFEHIRE  YAML X4, FE N ARISERERSEC], #0812 i21T oc apply 5.

7.3.5. REES T

LR, EEENBRRFLALRATESENSEE, BEREAT, BULEREM C EERBRHEGIT
HHEXER registry, 2, GitOps EEA{ARITAE Git FESRAE—E, HFERA Git 7%k
TR N AR AR R BB 4
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https://kubernetes.io/docs/concepts/workloads/controllers/jobs-run-to-completion/
https://kubernetes.io/docs/concepts/workloads/controllers/cron-jobs/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/building_applications/#deployments-kube-deployments
https://kubernetes.io/docs/concepts/workloads/controllers/replicaset/
https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://www.openshift.com/learn/topics/operators
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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HBERTVER TERZT M TR ¢

o F1X:RE—LYAML, AE, 21T oc apply S5 YAML MR FERHFNXERSEET
1E,

o 2K : [ YAML BERECEXERUHERN Git FhEZES, BELREZN RSB RS A T L
MBBEHIEY YAML, FMNBEMe TR T zTNARRNERES,

o HEIX:EZEENNBARFEHRE Operator,

7.4. @@ OPERATOR #1TH 4

MREHNRARFERBEEMAIZIT, RFNEITEHEEN Operator, FAFTXATIR, Operator MR
NARERMT —NEMmARLEE., FHEeHUSIERENBRRFRSEHITHETES,

TEfS N FAREFE DI N Operator B, EATLAZNA B B8 X AMIIZTHI4ET N ARRFHRIN, EaURER
EAR. &H. TRBNARFNIRERERENIIEE. EREBENARFER, HiEs (NEH
Operator) AILAEZIA %, FH BTN Operator BF AT ML,

Blan, B NTERFEN ] B3 &0 8B Operator FAIEE L, 1k Operator TR X ERIN A1 BN AR
#12, ALUERGEELRTICIIXLEES,

R EFTRBEMNARFAET (&M BIERRIIET) #BRILUMER) Operator BETEM.
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# 8 # RED HAT ENTERPRISE LINUX COREOS (RHCOS)

8.1. XxF RHCOS

Red Hat Enterprise Linux CoreOS (RHCOS) @ I 1277 B B shb =2 A 2 Th BRI Red Hat Enterprise
Linux (RHEL) B EtERRR T —REBRERBIERIIRA,

*FF R OpenShift Container Platform #l28, XX RHCOS £/ OpenShift Container Platform
412 H92H 44, RHCOS 2ME—3% OpenShift Container Platform control plane 2% master ¥l 28 B 1F
R4, B RHCOS RRTESRENBMNEIRERY, BEMATLIAIEER RHEL E N ERERSHITE

(compute) Hl2§ (HBFFH worker) . OpenShift Container Platform 4.12 A B ARERE RHCOS
7%

o MRALREFEFHEMEN ERERER, N RHCOS BigaAREIRP T BINTE
B, EHH Ignition FEBEX M (3 RHCOS ELiE) W T It FERENR,

o MRFEHLEIMACEEMEMIEN L, NIEEZREXEFIKI RHCOS ik, £/
Ignition BR&E X, FEF M Ignition LB XX KB 2%,

8.1.1. RHCOS X EIhfE
TRER T RHCOS BRIERTIMEEINEE -

o HTF RHEL : [ KZEBFREETERH RHEL HHEMK, X#F RHEL WERRE. Z2MEFIEHIERE
¥ # RHCOS, N, RHCOS ¥4frF RPM BiEad, FHED RHCOS RGi#RLL RHEL A
UL systemd ¥R 1L RA BB —HIRSS S5,

o PEHINA AL : RE RHCOS @& RHELAW, HEMBEERELEIAMN RHEL REF ™,
E M OpenShift Container Platform &EfEHIT, KE RHCOS #l2H, MRBEEBH—LR
BOLiE, XMZIRIARL M OpenShift Container Platform A LAfF %R+ RHCOS R4 MR
R, EmmiaAERRE A B9 28 FARIE R FTHI RHCOS BeBHITE#T,

e CRI-O B#a17hf : RE RHCOS 8571217 Docker FFEE# OCI # libcontainer & XA 25 920
BE, [EERAMRE CRI-O 8255812, MIE Docker B2381%, @it XX T Kubernetes & (5l
0 OpenShift Container Platform) FRfEAITNEE, CRI-O RILURMS A Kubernetes IRAREH
HEIhEE, SIRMBEATIEEENAREIZEMRL, CR-O NAEMNERER, BN ELMTEEERE
/N, B#I, CRI-O 2 OpenShift Container Platform S£&frhME—a] FHHIFIEE,
CRI-O ATLAM#EA runC 5 crun BEHa T KE I EE AR, BXUMEA crun BI1EIE, S
Z {3 ContainerRuntimeConfig CR FJ3#4,

BF

X crun BERIZTRBIFFRZ—PMRORTIGINEE. KA EIhEER ZLLNE ™ MRS T
W (SLA) X, BMErEH A=, AT HERE MR ERE]. XERARTI
EINRER LA A R BRI ARTEIThRE, HANSIEF XM BIRHARGE L,

BRIBEATUTNESZFBEHEMESER, BESHBRTTIE L,

o ABIERRFAH : MFIEMME., SFHMUEMAXNBTERSZNES, RHCOS A—HEANA
BRI ERMAE Docker CLI TE, podman CLI TEXFHIFZLARIZTHIIEE, HlIZT. B
=1k, TSR E SRR AR, skopeo CLITETLEH], BMINEMELER, ETLUE
3 crictl CLI TE 432 CRI-O B8 EHMALEM pod. RATEIAE RHCOS REREFERX
LTE, BaEelIRFAHNEN,
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® rpm-ostree 7% : RHCOS E B rpm-ostree RIHITE S FAHMITHEE, BFH BT BERR
&34, FHB R OpenShift Container Platform BT 2R —E 4, HE G, HE. RIE
REGRFNESAME, RAREBWENMERRF LIS EIFIRA. NHLURSIARERFFHEA
i, WERNERIENTIRD.

e Bootupd El{#l bootloader B#i : Package manager #I:EA 4. (4040 rpm-ostree) FNEEHT
Bl sk#& bootloader, @iT bootupd, RHCOS A FIIEA LSRRI AT, RADWIRIESR
GEHFTIR, ZIEEBENRENLH (41x86_64. ppcbdle Fl aarch64) iZ{THI UEFI FIH
BIOS Bl S RIE 4B S EHT,

BRI %% bootupd K1, S E @H bootupd EFT5|-FLREEHFEF X4,

e @it Machine Config Operator 8% : £ OpenShift Container Platform A, Machine Config
Operator JMIBIRVERGIFAN. rpm-ostree LURFHATH R IRE AL, & yum AHABIEEIRF
REDYHS, FHORERGBEBAAIIREHAT, HFETRERNFTREN, NRALLEI
(Al T —RENRFESFLEEFE RYUROIE LARTHIA S, OpenShift Container Platform H
B9 RHCOS F 2R B AT HA M AT Y,

XTF RHCOS %4:, rpm-ostree LR GHIMHBEER LU THFHE :
o Jusr BRERGITHBIXHMENFEAE, FERRIEMN, BIFAZRERBIZE,
e /etc. /boot #l /var T RS LR A EH), {HEREEH Machine Config Operator Bl

e /var/lib/containers 2 T FE B SRR RN EFEEALE,

8.1.2. L aN{aIEZiE RHCOS

RHCOS Wik iT BB R, AR Ex/NIAFAEENER T OpenShift Container Platform &EEf A 1TER
E, TeHREANEAHEIE :

o ME&EBIEMZ (J0 AWS) FFi8, =& B1TEFEMEEN,

e 7217 openshift-install i, 7f install-config.yaml X IREVEE R, MEIEFEEELTR,
FBF OpenShift Container Platform A #J RHCOS RZi#%1% 11 71 OpenShift Container Platform &2
FHITEEERE, RRENEEEHR RHCOS Mg, ~ T, WAL RHCOS M as&EATHRN
BE#iN, BERNIZERERE RHCOS %41, KR, MREFETT OpenShift Container Platform 7 =
ERmnsEdTEE, HFEEFAUTARFITER :

® Kubernetes TEf#* %R, M DaemonSet #l Deployment : AR E[FAR 55 s H th FA F 2 A1 ThEE
RINEBIERED, HERNEITRIN Kubernetes TEAHEHN R, N T IHADTEELMFH P ITE
BMXS, TERET REEZHNNAXLEIhRERRESE,

o FE2XATEUREMS : MRATHE, ERNERT RIHTEMBE LERENER FTEDIER, #
EEBEBYEBHTLENT SAFN, XEERAUEEMMERE, BARAKTEHITLIEHNE
#. GIENBREESIEN Operator BE X FHREZHITIXERE LKW AE,

o FIXRMBAENEE : N FREGSREINLIAHITHEE LERE, ATUERUTAEEBRERH
DUERNAEERSISNMES. 3 1XEE LEEE:1721T openshift-install #[F]89 Ignition
BB LS, MAIUEBRAFB&ER ISO REIEHRME| SR,

LUF BIE A LATESE 1 KT E IR
o MRS : MREEHE RSN EEFENAKRINEEHHE,

o MEEME : REMNZEMNFERNT R EMRXHRIMNE, I FIPS X,
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o PRKEIR : 1R Linux RECE AR N EMEERNEG LS (MR-FIUMF) RET AR
R,

e Chronyd : tIRZ N RIRHFERRIENLE, M EBRSIJMMLE.

BREMIX LSS, ERILLH openshift-install IREtS%, HHIESEHANIER, 20 MachineConfig, iX
L0 SR E BT R A R R H sh 1% #%5 Machine Config Operator,

o REFRFEMKN Ignition BB XS ETE 24 /MR HARIET, ARETESHANT 3
TET, MREBFICPRIKER, BEBE 24 NNEER, £$HE0KRE
HHRIER ., —MEIA R, B AFshitt R IER node-bootstrapper ik %
FIEK(CSR)EMRE kubelet iE T, MMBJFERLER, 1FSLIMTETBI control plane
UE7 H RS B9 ST,

o EBIIETE Ignition BEEBX ARG 12 /MNTRERTN], BH 24 NTHIEBATE
SREREER 16 NITE 22 NI EHITRIL, @it AE 12 N RER Ignition BRE
X, R LLR R R E T R E N HUT T IR BT 5 B & S R A

8.1.3. ‘LA ERE RHCOS

OpenShift Container Platform B RHCOS R&ZEMX FIBUAF, EBREREERFE FHEMZ ) EEE,
NREHAEFNEMZ LEE

o RERBRFESR  ESINFIRETEBOEMZN, LEEERR/IERERSL OpenShift
Container Platform 5&f, X FiXRBIpZL, MaJLURH Ignition BEXREEBN TR LENE
NE, LUEEEHE RSN,

o APFE® : IREERBEHCHEMRY, NEFFEAMRFEMRME RHCOS TTRHRMAR, B
40 : 515 RHCOS ISO RERFIEA LURIMARSERREZT NI RS, BE, ESZHERT,
MRBRERIAFRERE, &F& Ignition ELERIRHIBLEE.

Ignition TENFEERKXE RHCOS REIHHETT, 2fE, ALMERVIZSEE RkiRM Ignition BLE.

8.1.4. XF Ignition

Ignition 2 RHCOS E#tRECEHA A B FIREME N L EER, ©o K E LM EES, 09 XA,
BREPR. EAXHNEEBRNSE, BREDF, Ignition MRENFHEEENMBILINERE, 7
FHECE N A B 2R,

TR EBERREE LI ZAEPRIMVE, Ignition 1EZEERIHIIT OpenShift Container Platform £ E#H123389
MR E, LN RAXEXRSHEBENR LT, M FEENSR, Ignition #BRIKEX RHCOS HitkF+
A5 RHCOS W%, AT EBEIIRASRERRE, LIRS T Ignition BI#IIA RAM Bi%E
(initramfs) BIALE,

8.1.4.1. Ignition T/EA R
Z{E A Ignition BIENLE:, FE Ignition BLES ., OpenShift Container Platform L2 A B EE
AT ERMY Ignition BEEE S, XL R FIRERER M4 REFZF @Y install-config.yaml TR HHI

E8
A /tho

Ignition BEEHL2SHI A N FELTF cloud-init 3¢ Linux Anaconda kickstart & TEFRBERANAR, BE—L
BEEMXH :
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https://cloud-init.io/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html-single/installation_guide/index#chap-kickstart-installations
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® Ignition M— NI RAM B £LIZ1T, 2 S BB RN RGHEREIF. FEik, Ignition AJLLE
FORME., FEXHRT, URNHISENFAXHERGHITHEMEN., 528K, cloud-init&
EXRGE I E NSRRI —E D217, RMABMEE DK 2 RNEIHHITERNE
. fEMA cloud-init I, MELAET REshERF EEEE S T2,

e Ignition EEMIBIERE, MARERMERY. HERTHMNBIEERRERENRSG LIZITZ
&, OpenShift Container Platform & &£# ) Machine Config Operator 5 R SR 25 BL
%o

o Ignition FEFEM—HE XBIERMF, MELRFAMREE, EREMISEIZATIRERED K.,
X RSMEMTERERA. RAEIHTEN, HIINFLENXHERIRIE@HE, UEHRISER
BEENRE,

e 1f Ignition EMRMERECEZF, RZMALLZIT, BREFMR RAMEEE, FHEE#ME LERR
BIRYL. FIEFBRARSMAMIERE S, THREERT.

e [®Jy Ignition KIBINFTEFV B RS A SFANEE, FIUTKFEEETEHINASR, MR
J|XEBERM, NIRRT RRARTH, MA Ignition BRKEENHNE. BHEHAKTRESE
BEREHNER. MR Ignition TETTMK, HlaaBARARMEIERP, EoIURMFHIN G, —L&
RUREESLERTE—ERHAMA, BRERENECHELEYHRRUTHRAM, XK
(RS PEBERR IS 2 IE R AE, ™ Ignition BSE R TVE75 =0 AT LARS LE HEHX AN (A]

o MR Ignition EBEFEMH, MFH—BNBIRNIZERI, Ignition FRZEIHXFERERNEERX
BH—HANES. fli, SMETRERETE— Ignition BBE, MRIZER B IR KNI FHNECEER
HEAUER -, EXMERT, HIMBHEES S Ignition BB /AR XA FXEHEM
2%, B[R AL,

o MRIEBZA Ignition BEXH, ErAIRBZAHEENHE. BT Ignition 2F AN, BEEZIA
BIHZR R BER T3 Ignition TR R BN SR, XLEXHHRERMIRFETITREE, Ignition FHFLLRABK
W9 H R BUIR BT R . BN, NR—IMXEFEEZNZIORMBR, mHr—1
XHEEZEERRFENE—B%, NEHEUBE—INXH. Ignition IEREHFEHUEMEXH. B
KBRS,

e [AJ Ignition TLAM B ZBHIRERL FFER, FTLAB R LA cloud-init RNEEMBIESS « MLFFIETERYL L
WEXRS (A PXE 531EINEE) . TERNIERH, Ignition BBEEAFSIDX, LUE Ignition
AT LB e H EBEE RS

8.1.4.2. Ignition #/EFEF

OpenShift Container Platform ££&fH RHCOS #1258 Ignition T FREIELL TSI -

o HARIKEVE Ignition BEE X1, control plane #1238 M bootstrap #1288 KEX Ignition AZi&E 3T
%, worker #L23M control plane #l254KEX Ignition B2 & X 14,

e |Ignition ZENER LOIEBME AKX, XHXRS. BRMEEE, ©XF RAD S, BEFRXZHEF LVM
o

o Ignition A XM RLHIR B KT initramfs Y /sysroot Bk, SAFTFIATE /sysroot F
Tk,

e Ignition BBEMAE LHIXHRE, FREIXENIEEITIHTHEN R,
e Ignition 1T systemd IIGI 3C, fFRHEMHFIETRE /var B,
® Ignition i&1T Ignition BEEE XXM, LLUXERF. systemd o HMEMESE X,

e Ignition ENEk initramfs AREEMFF A RS RRIRTE A K.
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e Ignition JBENFTHLEREY init 1R, Z BAERGS| SR THVE LS B iR,
FEUI AR, ITENEESTFMARSE, THFEEH,

8.2. & IGNITION E & Xt
EHERTERE bootstrap Hl23# Ignition BLB X, HZITUTHS :

I $ openshift-install create ignition-configs --dir $HOME/testconfig

EELANAE, ERrENE TS EI bootstrap.ign. master.ign 71 worker.ign 3214,

F#H%E bootstrap.ign XHHARE, 1HET jq LB HATEEL S, UTR2ZXHHNRE

$ cat SHOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version": "3.2.0"
2
"passwd": {
"users": [
{
"name": "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yc...."

]
}
]
b
"storage": {
"files": [
{
"overwrite": false,
"path": "/etc/motd",
"user": {
"name": "root"
2
"append": |
{

"source": "data:text/plain;charset=utf-

8;base64,VGhpcyBpcyB0aGUgYmOvdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVKIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNIL
WItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2Vydm

iZSAtdSBib290a3VizS5zZXJ2aWNICg=="
}
]

"mode": 420
|3

Z Y bootstrap.ign XH4HRIIEHXXHRS, HRARIZHRNEH base64 FIGHBIBFRBFESE
B L %% base64 -d t8 4, LATRBIER T LAHKIEFRIME bootstrap Hl.28H /etc/motd XXHFHIAA :
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$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemItYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNILWItYWd|
LnNIlcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXlgec3Rhd
HVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2VydmljZSAtd
SBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

i B
This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

%I master.ign 1 worker.ign XHES;XEpa, EESMYLERLEM Ignition EBEXHRIRIRE, *F
worker.ign, ERIZREFRLF TEX—1T, ©HILT MEM bootstrap FKEX Ignition BEi& :

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",

& B LLM bootstrap.ign X/ TEEEILLTRE :

o B : XHBIMEINTE Ignition EEEME HE L, MCO BEHEAERBANXXHE, HERSFHE
RHIECIE .,

o WA : BT bootstrap Hl25 H EMHLEFIRML Ignition BLE, Rt master Hl25#] worker H12589
Ignition BEEf§ 2 &5 bootstrap Hl.2HIED B —i2 771 bootstrap.ign .

o K/ : XHKEET 130017, 2EEREMTRIEEE,

o ZEHIFINMBHNBNXHRNBTLIR LAIG HEE URL, XFEFRERTILERGERE. (F
FAIHE Z~M jg 71 base64 S A FERNTE 1L, )

e RCE : Ignition BEEX TR BEBRENMANZ 4RI HNXM, MAZATERINE
XHHEBT, M, NRMSEEZRSSH NFS HXM—T1, 2OCRIM—NNFSEEXH, &
BERGSShI B init 25 5% S0

o A : QIEL N core AT, FIFEM SSH BHNBLAIZAN, X, EAILMERIZA LM
IRk B R &R,

o Fif : FHEMATMARNBBENSZH X, —LESFTENXHSIE
Iroot/.docker/config.json (IRELEEFMARRIFR registry REEUATFRAIEIE) , LUK
/opt/openshift/manifests 1 i FEZEREFHI—RIUEFH X -

e systemd : systemd 0B E AT 02 systemd HITXHEMNAS, XL XHBTEENEL)
RS, TRTFEZTHNRS LEEIXLEIRS,

o [Fif : Ignition EAFHEIHIRIE, Hit TEA LU HEMFEITIHE,

8.3. ZEFHEMU IGNITION &

MBREBELEE T REMREANYIREE, NHREEEESEHNEERER, FHMEEMMEREE
i
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I $ oc get machineconfigpools

i tH 7 Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False

SR BN EREE

I $ oc get machineconfig

it Bl
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

1535 R BN AX LA 2RECEB R, Machine Config Operator B94T 75 Ignition HYRE, HlIEBRINF
BEER (M OO* Bl 99%) ., HERECE RN EIMABANATATI T REE (master T =3k worker TTR) o
INRE—XHEINESINSBEEXHF, NRE—DXE AL, Hlin, HIFE 99* X4 ARBER ST
EIG B BINTE 00* XXHHHIE—3 4, HiAH MachineConfig *f R &H H—1"2I
#"MachineConfig IR, %4 G4 Operator BYEB R, thEE A LATE MachineConfigPool & E|HY
1B

EEEMIGEREFREENMH, 1EEHSE MachineConfig Xf R HE"Path:", HI40 :

I $ oc describe machineconfigs 01-worker-container-runtime | grep Path:

i Bl
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

IR NSRBI E — DML (40 10-worker-container-runtime) . iHi0fE, EMXHEMRBEE
URL HERX IR, ARSI ECE N BT £,
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59 B AN

KA (Admission) 1@ FEBEIHISE OpenShift Container Platform BIZHEE,

9.1. x FHEANFEHE

HE NGB master APIB9IE K, BUIERIRIER, EXERIHTHORIEIHRNG, EAEEAH
REFEEMREBREE, FI0, ElBERWAREFHIITRERM,. HIRRHIIEEERK,

HEANEGLUE AR RIRFIZTT. RFIREMEMAEABHELAENER, NENEERPIEFRE

BiRo

OpenShift Container Platform AN FRXEEE R TRIANKEATEY. ILEREHEETFAMRE
B, EAEGRRBBBLEARREN]H TR,

BR T BARDIEMES, HABEATLLE T AR BEE X webhook AR5 259 webhook A AFEH S S#H T B,
webhook EAIFHAEF M : TRAEANFEHENTILEANTEE, TREAFBESERZT, BUTUMEHRER
FRUFER, WIDEABESRILER, HFESREATEZEZT, WMERZZE NG LN H
o] LIS IE,

it — N2 R ARG A webhook BRFSERFRER N & B KRR R £RIFR, EXMIER
T, WAHITARN B S TR IE &R A 4E R IEFBRY,

Digk

®

A

MIEEFERDSEANS, BAEREMEIEEEB control plane #1E, £ OpenShift
Container Platform 4.12 i {&E @15 webhook 4 AFH{4E1E FH webhook BRS5 25HITHEE

B, IRAREFHEIET XN, FWUZFAFRNBEFERET T, FECHE
— IR, DUEEE K EE RIS BANENGER, BERREIERBRT,

9.2. B AR

OpenShift Container Platform 4.12 A5 7 BOARIS IE R A G4, XERVIEH BB TFEAERH control
plane ThEE, A OZKEE., SKEFRRHESMEHREE., UTNRIEHRVENENS

B 9.1, b4 A4
e LimitRanger
e ServiceAccount
e PodNodeSelector
o 5%k
® PodTolerationRestriction
o OwnerReferencesPermissionEnforcement

o PersistentVolumeClaimResize
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RuntimeClass

e (CertificateApproval

e CertificateSigning

e (CertificateSubjectRestriction

e autoscaling.openshift.io/ManagementCPUsOverride
e authorization.openshift.io/RestrictSubjectBindings
e scheduling.openshift.io/OriginPodNodeEnvironment
e network.openshift.io/ExternallPRanger

e network.openshift.io/RestrictedEndpointsAdmission
e image.openshift.io/lmagePolicy

e security.openshift.io/SecurityContextConstraint

e security.openshift.io/SCCExecRestrictions

e route.openshift.io/IngressAdmission

e config.openshift.io/ValidateAPIServer

e config.openshift.io/ValidateAuthentication

e config.openshift.io/ValidateFeatureGate

e config.openshift.io/ValidateConsole

e operator.openshift.io/ValidateDNS

e config.openshift.io/Validatelmage

e config.openshift.io/ValidateOAuth

e config.openshift.io/ValidateProject

e config.openshift.io/DenyDeleteClusterConfiguration
e config.openshift.io/ValidateScheduler

e quota.openshift.io/ValidateClusterResourceQuota
e security.openshift.io/ValidateSecurityContextConstraints
e authorization.openshift.io/ValidateRoleBindingRestriction
e config.openshift.io/ValidateNetwork

e operator.openshift.io/ValidateKubeControllerManager
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e ValidatingAdmissionWebhook

e ResourceQuota

e quota.openshift.io/ClusterResourceQuota

Bl 9.2. R HEANEY

o Namespacelifecycle

e LimitRanger

® ServiceAccount

® NodeRestriction

o TaintNodesByCondition
e PodNodeSelector

o %k

e DefaultTolerationSeconds
® PodTolerationRestriction
e DefaultStorageClass

e StorageObjectinUseProtection
® RuntimeClass

e DefaultingressClass

e autoscaling.openshift.io/ManagementCPUsOverride

e scheduling.openshift.io/OriginPodNodeEnvironment

e image.openshift.io/lmagePolicy

e security.openshift.io/SecurityContextConstraint

e security.openshift.io/DefaultSecurityContextConstraints

o MutatingAdmissionWebhook

9.3. WEBHOOK ## A&

B oE ARG

BR T OpenShift Container Platform BRUUE ARREH, BEILUEIHF /) webhook AR5528H7 webhook A
FEEESRESEAN, MY BEAFEBTHEE, Webhook ARSS2x@id HTTP £ & X Bk s JE o

OpenShift Container Platform H74 /2 BU89 webhook £ A$@ {4 :
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o HEHEAILRF, FF (mutating) EAFFAHRTUHITES, MFEARKERE.

o TEHENITELERNS, 40uF (validating) /EAFEAHRFARBERNRIGEWEE. Fa0, AEREME
PR BT —f, fNRKIEEE, OpenShift Container Platform &RIREDE R IHE TR,

U APIEREIEE, LR IEEAFEESFEBEREHAE webhook FIK, FFHTHEEN] :
o HNRATA webhook &R#LAEIE K, H ABERFARSL,
o HNR{E{T webhook 384t TiER, NIIELENIER, MBLNERZFE—NMELHREA,
o INR%Z A webhook IELEEAIER, NREE—NMELRERELEE .
o INRIEHAA webhook BFBEIFER, ERGHIEL, HERIBE IRFEMRIILE, webhook RIER
B, MR IRRIRBILE N Ignore, NI RIHHERGHEREFES, NRKREHEILE N Fail, K
WSS KIS 3R 45, fEF Ignore ATRER WA B/ im& B TS AT T BI1T M.
webhook J# A1 webhook fRZ5 25 [AIHEBIE M UERA TLS, EK— CAUET, FERZIEH NG
webhook J# AR %5 23 E FABIAR S BRIE 5 . PEM ZRiZHy CA IEBEREMHE] (40 service serving 1iE
+ secret) RMELE webhook # AdEH,
TREETR T HAZ A webhook ARS5 23 IR 5 AE A HEHEFE,

o.1. WAL RAEANBHMEIEE ALK AP AR

User

APl request
APIHTTP Authentication Mutating Object schema Validating Persisted
handler » authorization » admission » validation » admission g to eted
Webhook Webhook Webhook

webhook # A FABIRAl, EXNRBIF, FiE pod BBIER —HBANE ., EARGIH, TRHEAN
BHETLUEANRE, BiEEABETURERE RSN, Z2E, OpenShift Container Platform AJLL
HE I EMBEINEMN pod, FHIEMAILEBMHREITZM pod,
Webhook 4 A& % ILEARGISIE :

o MZZTAIRE,

o [RHIEH SR-IOV M4 % &Rt E R B E L% HR.

o EVAIFAIERLUREWLE pod MIZHEEIT m EMBR,

e Pod KK,
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pa -3
OpenShift Container Platform &R A EKIA webhook BBHHME 1 13 7, BIEEEN,

9.4. WEBHOOK & AR E
EHEE N LUBNT API IRSS 238 A HEP BZS 2o A SRR A A TG4 B webhook ARS5 25,

9.4.1. B RMENFEH

% (mutating) HEAREEAEASENE R A AR, XRFEREFHEAFTIBHERERET, —1
A E T AR o AR B webhook Rf5I2 Pod Node Selector ThEg, T{F A &2 A AT AL T
PR ZR FRF ELRINE pod HIA& R,

5 AE AR BB B

apiVersion: admissionregistration.k8s.io/vibetai

kind: MutatingWebhookConfiguration ﬂ
metadata:

name: <webhook name> g
webhooks:

- name: <webhook _name> 6

clientConfig: ﬂ
service:

namespace: default 6
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q

- operations: @
- <operation>

apiGroups:

apiVersions:

nkn

resources.
- <resource>

failurePolicy: <policy> ()
sideEffects: None

BELREANGBHERE.

MutatingWebhookConfiguration % REI&#, J¥ <webhook_name> & /3& LI (H.
Z i FM webhook FIEZ ., IF <webhook names & )y3iE 4 H(H,

SfEEEE, SRS IR L X EI webhook AR5 25891 B

DI AiTImAR 55 B 6 4 22 7],

AiimHAR 55 89 &R,

OO0

FAF#EA1EKH webhook URL, % <webhook_url> & 3iE L BI1E,

53



OpenShift Container Platform 4.12 2244

@ iy webhook AR %5 23 FIHIAR S5 88 IE H X 28 PEM 4RiZH CAIEF, ¥ <ca_signing_certificate>
B KA base64 X HIE L IUET,
T X API R 55 28I B {5 FA b webhook #E A& RIFILNI,

—NHZE ML AP IR 25 1H AL webhook J#E AIEM-ROIRME, FTRERVEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LA,

18 EMNR webhook AR 5535 4 7l AN SRBE S a0 H04T. fF <policy> & Ignore (FERMAT 54
EZiIEK) H Fail (GELAKXWEER) . @/ Ignore ARES WA B ima R TG & T #I1T .

O 900

BF

£ OpenShift Container Platform 4.12 &7, HF OIS0 2 7 A GBI FI B o)
B RABERROIFEFEINSG R, FhlfEMRFERPIXBENEREST, BiIIFEIN
IXFEH,

9.4.2. Wik A fEs

TN RIS UE N ER = VA S UE A A FRE, TERLRER, ATLATERFERY AP FUR0R I R AEeh 2, LUIMRR G
BAREEREN, PodNode Selector th2— webhook =fjl, ©HRIGUFAEATFHEHR, LBRAE
nodeSelector FEX 93 iy 44 22 (] B9 17 s 23 PR,

SN : YN e M

apiVersion: admissionregistration.k8s.io/vibetai

kind: ValidatingWebhookConfiguration )
metadata:

name: <webhook name> 9
webhooks:

- name: <webhook _name> 6

clientConfig: ﬂ
service:

namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q

- operations: @
- <operation>

apiGroups:

apiVersions:

nkn

resources:
- <resource>

failurePolicy: <policy> ()
sideEffects: Unknown

@ EELIDEAEHERE.

9 ValidatingWebhookConfiguration % REIE&#, J¥ <webhook_name> & /3& LI (A,
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Z M webhook BI&Z R, IF <webhook names & )y3iE 4 H(H,
SEEEE, SRS IR L X EI webhook AR5 285H91E 2.

DI AiTImAR 55 B 6 4 22 7],

AiimHAR 55 89 &R,

FATF# A5 KH webhook URL, ¥ <webhook_url> i iE HB91E,

;3 webhook RS 238 FAMIRR S5 28 IEHE &M PEM ZfiZE CA L+, J¥ <ca_signing_certificate>
R base64 HRAMIE HIEH,

7E X API AR S5 284RTFf R A It webhook £ Add 4B,

—NHE ML AP IRS5 2518 A webhook £ AIEM-AOIRME, FTRERVEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LM (H.

O 90 9990000

EE MR webhook AR %525 BT AN SRB& B a0 14T, f¥ <policy> &#: 4 Ignore (7RI T 544
EZiIEK) H Fail GELKXWEER) . @/ Ignore ARES WA B ima R TG & T #I1T .

9.5. BLEBISHE AN

temRAEE T R E SIS EANB RS R, BILEE webhook # AIEAK VT webhook ARS8 LAY RIEA
HEBITHEE,

webhook fR 52 tBHRECE N — N REH APl R558%. X S1FE M OpenShift Container Platform ZH {4 {§

FARERZEIES webhook @15, FuI{EM oc trH#HTMIIK, H4, XILAIE webhook R/GEETFTABH
a4 (RBAC) , HPBALEA webhook AFFEfth API IRSS 2RSS FE(E B,

SERFEH
o —NEHFEHEMANBRA OpenShift Container Platform ik /7,

e B %% OpenShift Container Platform CLI (o€).

o N webhook IR BARBRHE R,

T
1. EASIE registry 198 webhook fRF5E B erinlsk, FHEERMHLEER,
2. QA CA BHAFIED, FERABIN webhook BRFGSEBMIEHZEZIER (CSR) %4,

3. 4 webhook ¥R AIEBH A :
I $ oc new-project my-webhook-namespace ﬂ

Q EEE, webhook REBHREAEE—MEENE,

4. 1475 rbac.yaml B934 HERE# API AR S5 E L RBAC #LI :

I apiVersion: v1
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56

kind: List
items:

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:
annotations:
name: system:openshift:online:my-webhook-server
rules:
- apiGroups:
- online.openshift.io
resources:

- namespacereservations 6
verbs:

- get

- list

- watch

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
metadata:
name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:
- admission.online.openshift.io
resources:

- namespacereservations 6
verbs:
- create

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:

name: my-webhook-server-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server
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- apiVersion: rbac.authorization.k8s.io/v1 a
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 6
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

@ FEBBIERMBIERL webhook iEZ52 AP,
@ SoiF webhook B %5 831 IR TR,

9 ERAR, XN RAIF1ERE namespacereservations ¥R,
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[ERRAHT AP IR 5585 O A i k%,

EAR, XN RAIF1ERE namespacereservations ¥R,
f5 B3 webhook AR 5525177 [F] & 8% BT IR

A B E LI L B RIEERE.

REM AP IRFSSHMNEEHABNEFAGHE.

Q9009

5. FHXLE RBAC HUNIR FAEIEEF -

I $ oc auth reconcile -f rbac.yaml

6. 045 webhook-daemonset.yaml 89 YAML 3, FFIF webhook EREfy6p 4 22 jA] R AY ST
R BRS¢

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:

name: server

labels:
server: "true"

spec:

serviceAccountName: server

containers:

- name: my-webhook-container ﬂ
image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:

- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS
volumes:
- hame: serving-cert
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secret:
defaultMode: 420
secretName: server-serving-cert

HER, webhook RS HZHERKTAE —NMEENTR L.

15[ webhook RSS2 A 83 551%. ¥ <image_registry_usernames/<image_path>:<tag>

BHOEHE,

9 5 webhook B23Z1TH 4. ¥ <container_commandss> & )75& &8I 1E,
@ =L pod HEIBIRHA, X MRAIEMREO 8443

EERERNERBRD, XDNREIERRDO 8443,

I $ oc apply -f webhook-daemonset.yaml

8. 1% webhook-secret.yaml #J YAML 3 {477 service serving IE 55 B T2FE X secret:

apiVersion: vi

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> ﬂ

tls.key: <server_key> g

Q 3% &8 webhook BRS 231F i, I <server_certificate> & 738 4B base64 #& X BYIE
‘:HO

@ IA%EAK webhook IRF5EBE . 1F <server_key> Bifi}y base64 R HIE LB,

9. f|%E secret :

I $ oc apply -f webhook-secret.yaml

10. #£4°5 webhook-service.yaml 9 YAML {4 A E ARSI P AR SS -

apiVersion: vi
kind: List
items:

- apiVersion: vi1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: vi1
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kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"

_ port: 443 (1]

targetPort: 8443 g

@ = URSIIRIIEO. XRAIERRD 443,
@ EURSHAERTIN pod RMBIRKO. X MREEAIED 8443

1. EEEH AT webhook IRS 2 -

I $ oc apply -f webhook-service.yaml

12. 7£4 % webhook-crd.yaml BI3Z 4 H°8 webhook BR %528 € XL B E L HIRE X :

apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:

name: namespacereservations.online.openshift.io ﬂ
spec:

group: online.openshift.io g

version: vialphait 6

scope: Cluster ﬂ
names:

plural: namespacereservations 6
singular: namespacereservation G
kind: NamespaceReservation ﬂ

X CustomResourceDefinition spec {f, &35 <plural>.<group>, X RfEIAE
Fi namespacereservations %,

REST API A&7,

REST API hix A & #R,

A2 H{E R Namespaced 5 Cluster.
URL A EEME KA,

oc Hit By .

Q@@@@@ o

J'_l/ \/Eiﬁﬁalﬁﬁo

13. MABEELHIRE L :

60



B oE ARG

I $ oc apply -f webhook-crd.yaml

14. 7475 webhook-api-service.yaml B HECE webhook BR 55 aathE H— N EREHI API ARSS
i

apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetal

5 webhook AR 552818 FAHIAR 55 88 1E H %5 & Y PEM ZRiZHY CA LD, 1%
<ca_signing_certificate> &t }1 5 base64 N HE Hilk+H,

15. EBEREM API RS :

I $ oc apply -f webhook-api-service.yaml

16. 7£4 7~ webhook-config.yaml B304 A %E . webhook # AJREHERE. AFERISIEHAANEH

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io ﬂ
webhooks:
- name: namespacereservations.admission.online.openshift.io g
clientConfig:
service: 6
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 6
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:
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apiVersions:

nkn

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration X R Z R, 1EX N REIHFER
namespacereservations i,

o
Q Z i AR webhook &R, TEX Bl {8 namespacereservations FTiR,
© EIRAH AP AN webhook BRS5 ER#IV .
Q FFHEATE K webhook URL, TEiX/N7 5l Fl namespacereservation iR,
© i webhook BR55 2 FAHIBR S5 B8 15 5 4469 PEM JRiey CATEH, %
<ca_signing_certificate> &#it/73X F base64 H& R BE HikF,
17. 8BZE webhook :

I $ oc apply -f webhook-config.yaml

18. Bk webhook B B MTIHAIZIT, AN, MREERE T HTEALURBRERNGRZER, HFHILC
BXLep B 28 (AT R RMRIEL:, FHEQERE R ZEEBIEKIKI.

9.6. HL ¥R
o [BRHIH SR-I0V MG X FHEHEBSIEN B E LMK KR,
o TENAFAIERLUREWLE pod NIZFHAEEIT m ERAR

o Pod {LAEHFEIE
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/networking/#configuring-sriov-operator
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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