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1.1. LOGGING 5.8

BEILREN— DA RENABRE, ©B—DAFRETF OpenShift Container Platform BJ
A AR, Red Hat OpenShift Container Platform 4 & EHABEE B T K IThRAFE R M,

stable JiE R N HAKIC KN RFIRAREEH. BERERGCEIRANEST, SO2UF1T
4B stable-x.y, HA x.y KRELZEMHE LTI ERAFRRA, Bl
0, stable-5.7,

1.1.1. Logging 5.8.5

& ThRAE$E OpenShift Logging 2FiE1MEE 5.8.5,

1111 BFERES

T REHZ AT, Loki Operator ServiceMonitor BECE FIEE S5 1% Kubernetes [R5 ICEE, M
53 Loki Operator 1818 % RINE., TEXMRAH, ServiceMonitor WEZE R 5% REITARSS
CE, (LOG-5250)

FEHOREHZ AL, e EEERERA Loki EFPHIMEEIFS, UREBBHER, T,
DEHMA, EXNRAR, IIEMEEERT Loki MERRINXLIFE, MMmERT XN
T, (LOG-5201)

EHOREHTZ AL, Loki Operator &6 % pod @B IEEIZTT, LAFAE LokiStack @& 2%, £
XNRAR, BARE pod BB RS, LUUE LokiStack MIFEZEE R T HAHMBPRE, (LOG-
5171)

FIREH A, S ESERZITEANRSREAFBEINER, EXNREAF, B TIHREEA
HRWER AL, EANERRTEERBSER. (LOG-5044)

TEMREHZAL, Loki # Elasticsearch i} & 2 A %128 maxOpenShiftVersion, M3
IncompatibleOperatorsinstalled £z, fEiXNMRAAH, DIE 4.16 FAHTHH S HE
maxOpenShiftVersion B4R T XA AL, (LOG-5272)

ELREH A, HWEEEARASSHEBRLN linker t77&, M52 Loki 1% i 7R buildDate #
goVersion ZEFRFER, TXNhRAR, EHEEEFRMRDD linker FEARR T XA 0,
(LOG-5274)

FEMREH AT, LogQL FHTHEEHRSME R RPR— LTRSS, EXMRES, BT
ERRETEIES, RNRERBENRETRZ, (LOG-5270)

ELREFZ A, openshift-operators-redhat 4 Z2 7] HY Loki Operator ServiceMonitor {§
FEF ST CA XHHITEMEIE, MiF3X ServiceMonitor B2 & LB User Workload
Monitoring spec 1 Prometheus Operator BIlEH iR, 7EXNhRAH, openshift-operators-
redhat 34 22 6] #9 Loki Operator ServiceMonitor #1738 LocalReference % & 5| AR 550K
P4 hE secret, iXFRAESIF Prometheus Operator i User Workload Monitoring spec BEh
40 |oki Operator ServiceMonitor, {# Prometheus BEf3REX Loki Operator 845, (LOG-
5240)


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:1474
https://issues.redhat.com/browse/LOG-5250
https://issues.redhat.com/browse/LOG-5201
https://issues.redhat.com/browse/LOG-5171
https://issues.redhat.com/browse/LOG-5044
https://issues.redhat.com/browse/LOG-5272
https://issues.redhat.com/browse/LOG-5274
https://issues.redhat.com/browse/LOG-5270
https://issues.redhat.com/browse/LOG-5240
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11.1.2. CVE

CVE-2023-5363

CVE-2023-5981

CVE-2023-6135

CVE-2023-46218

CVE-2023-48795

CVE-2023-51385

CVE-2024-0553

CVE-2024-0567

CVE-2024-24786

CVE-2024-28849

1.1.2. Logging 5.8.4

b & TR A & ¥E OpenShift Logging 2R 1#1EE 5.8.4,

1.2 BFERES

FEHOREHZE, FAANAREHEATEEEELRIMGRZER, MSBEEERECHBEEN
(A A RREVIE S X P T &, EXDARAR, FTE R OCP RATHAGRGRE ST EIE
., (LOG-4905)

TELREFHr 2 HiI, Cluster Logging Operator (XAEBRIA BEHIH 7 LokiStack 28 E X #F
LokiStack 8 E# ClusterRole, fEiXMhrAM, BB N @ read l write, B AR BIR
ERNBEFHEAXEBESE, ERURIERNAEAR T, read ABRIERTICKIEHI &M
EEEKEE., (LOG-4987)

FEHWREHZAE, Z0E AR AZEIKZEAFE ClusterLogForwarders FE—/MRS5 LB X
ownerReferences M LRI, EXMhAF, BMEERBRHABEECHNRS, HAEN
<CLF.Name>-<input.Name>, (LOG-5009)

TELREHF A, HIEERE secret BIER TR BEEH L E cloudwatch

iif, ClusterLogForwarder A& &%, X MRAR, HBELHE secret G HEHLE
cloudwatch Ff&HILLL TSR : secret must be provided for cloudwatch output, (LOG-
5021)

LR EFZ A, log_forwarder_input_info 2 3F application, infrastructure, 1 audit % A5
Frete TEIXMARAA, http RN NIEIRR. (LOG-5043)

11.2.2. CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939


https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2024-28849
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987
https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
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CVE-2022-3545
CVE-2022-24963
CVE-2022-36402
CVE-2022-41858
CVE-2023-2166
CVE-2023-2176
CVE-2023-3777
CVE-2023-3812
CVE-2023-4015
CVE-2023-4622
CVE-2023-4623
CVE-2023-5178
CVE-2023-5363
CVE-2023-5388
CVE-2023-5633
CVE-2023-6679
CVE-2023-7104
CVE-2023-27043
CVE-2023-38409
CVE-2023-40283
CVE-2023-42753
CVE-2023-43804
CVE-2023-45803
CVE-2023-46813
CVE-2024-20918
CVE-2024-20919
CVE-2024-20921
CVE-2024-20926

CVE-2024-20945


https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
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CVE-2024-20952

1.1.3. Logging 5.8.3

b & TRRABHE Logging F2FH1REE 5.8.3 #l Logging Z£ 185 5.8.3

11.3.1. EFERES

EHOREHTZ AT, HEEHILEEE X S3 IEFHIMA NN, Loki Operator & 1E ConfigMap
HEMKABRDH B EFEE. X NRAR, Loki Operator &1 ConfigMap B,
B EH BB, (LOG-4969)

ELLREFTZ AL, TEEBBEM URL MIER TEER Loki Mt & 5 EUNEE SR Pod Aalit. TEiXMR
A, HiHRRTE URL FIEHTHENBAIE, MR T XA, (LOG-4822)

TELLREHTZ AT, Cluster Logging Operator &% BIETE secret EERAMRS K bearer $HEH
HIHAERBERBETER. TXMHMAR, HHEAFTEZMEIE, MMERRTIXANEE, (LOG-
4962)

EHREF 2R, HiHE tis.insecureSkipVerify FEX R BIXE N true, BRAE L secret, 1
EXNRAR, FHEE— secret KIXBIXME, (LOG-4963)

FELREFH 2 al, FHEBERFER TLS BMRERIEMAZL(HTTP) URL BAES., EiXhRA
F, NTLS BRRIFEEMNHEZFEE—NELEHTTPS) URL, (LOG-4893)

11.3.2. CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2023-7104

CVE-2023-27043

CVE-2023-48795

CVE-2023-51385

CVE-2024-0553

1.1.4. Logging 5.8.2

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.8.2,

11.4.1. BFERES

UL REFH 2 A, LokiStack #MI2§ pod AR IPv6 pod IP #& bW AT pod BIER HTTP
URL, MM SBuEiT Prometheus A API ZIHHNIFIEIR KN, EIXMRAA, LokiStack
HiN 28 pod ¥ IPV6 pod IP HEEEAFESH, MR T XA, (LOG-4890)


https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
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HEHORERH R, FAZANAEHERAEXEZEELRIGEZER, MISBEEERECHBED
[FIAXBRAYIE R T5F T &, X MREASR, fRZFASTEERIEE, MR T IXAH
., (LOG-4947)

T REH 2B, OpenShift Container Platform Web #2# &8 BRI MEBERRTFEE L
TREENRR, EXMRAR, ELEENLT RIREMNSRHARINE OpenShift Container
Platform Web ##| & B &KL kM EEHH. (LOG-4912)

11.4.2. CVE

CVE-2022-44638

CVE-2023-1192

CVE-2023-5345

CVE-2023-20569

CVE-2023-26159

CVE-2023-39615

CVE-2023-45871

1.1.5. Logging 5.8.1

b2 fTHRAB$E OpenShift Logging f2FFE R 1EE 5.8.1 1 OpenShift Logging f2FiHIRAIEE 5.8.1

Kibana,

1.1.5.1. ThaEI® R

11.5.1.1. B&

TEXMNhRAR, T2 Vector BLiE MIKESSHT, &R LATE Red Hat OpenShlft Logging Operator
RIRINZE, LUER secret HIEEMTHERRB SRS MK REKBIBEE, (LOG-4780)

FEXHRAAH, BoltDB Shipper Loki (YRR E R H Index [XFMR, (LOG-4828)

11.5.2. EFERES

M REH 2 A, ClusterLogForwarder 7£/5F JSON BESETE0EZERS], BIFESEH
RIRHNEM., EXMRAH, ClusterLogForwarder 27F write-index 7y 22 Bkt 1R 5h, (LOG-
4452)

TELREFHZ AL, Vector RIFFMIZE TERIANB BN, EXMRAAR, @Bl ENRER
(regexp) #H1TBHELHRNEEBIERPBEEI 5, (LOG-4480)

FEHORERHZ A, EOUERSIEXNIES, BMEEHENNBERSIPROBRINGE, B

b, Kibana AP FTiEEA OpenShift Elasticsearch Operator BEREIERX, EXThRAS, &
OpenShift Elasticsearch Operator FRINERDE A%, MEIERR 7X@, Kibana AP IIER
LI a5 {app,infra,audit}-000001 3&5|M3R511# X, (LOG-4683)

TEMREH A, Fluentd 152 Pod 40 F CrashLoopBackOff 875, R IPv6 E&F E#Y
Prometheus BRS528HE. EXMRAF, WEBATLUE IPve EBFPFEBIIE, (LOG-4706)


https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
https://issues.redhat.com/browse/LOG-4452
https://issues.redhat.com/browse/LOG-4480
https://issues.redhat.com/browse/LOG-4683
https://issues.redhat.com/browse/LOG-4706
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TELREF 2 HI, Red Hat OpenShift Logging Operator 27F ClusterLogForwarder F175 X
BT REDE, X NRAR, Red Hat OpenShift Logging Operator & ZB&fil & thJH 89 Y5
28 daemonset BRI EEH, (LOG-4741)

LR EFHZ A, Vector HEUEESS pod 1E {ibm-power-title} Hlas E—BELF
CrashLoopBackOff )R, TEXMNERAF, Vector HEWESS Pod 7£ {ibm-power-title} Z2H44,
22 ERINED, (LOG-4768)

EHREF 2R, FARIEMNELSRELBINER LokiStack &5 B# A Fluentd Y &85 Pod 4R
SSL UERHE 1R, TEXMhRAH, Elmﬂ&%%ﬁﬁﬁﬁ‘mfﬂjgm)\ﬁﬁﬁ?éﬂfﬁ’]’“ﬂﬁ'%[] ca.crt HTHHE
iE, (LOG-4791)

FEHREF A, FARIEMNELSELBINER LokiStack &5 FE A Vector INEESS Pod &R
SSL IERHE 1R, TEXMhRAH, Elmﬂ&%%ﬁﬁﬁﬁ‘mfﬂjgm)\ﬁﬁﬁ?éﬂfﬁ’]’“ﬂﬁ'%[] ca.crt HTHHE
iE, (LOG-4852)

FEHOREH A, EHSMFFIHE—NHZENENG, TREHRBEN IPv6 thit, EXMRA
B, IPv6 it R IEIAEENT, (LOG-4811)

R EF 2RI, EEQE— ClusterRoleBinding 35 HTTP Uk 28 AMEH iR, £
XAMRAR, REZEQE ClusterRoleBinding, F i m 24K TR BIA N, (LOG-
4815)

TELLREFH 2 A, Loki Operator ARG B E X CA 4 B EEEIFN pod, HIL, FEIFAZERSK
LA R, NREFEMEITRISREKM. EiXRAR, Loki Operator f$BE X CA 42
HEIFBEHN pod, #NIZE pod AILIMMREFM FEBEER, LUEEZERSICEKAN], (LOG-
4836)

ELREH A, 1EMER ClusterLogForwarder 1Y inputs.receiver Z33Ef, HTTP HiARRS
R HKELH secret RE#MIBR, EXNRAR, MNREJBE, HTTP BIAKRESHEMER, (LOG-
4612)

EMREH 2 A, ClusterLogForwarder 15 IKSHBIGIEE R, BEENEERSITEERR
B TER A, TEIXMRAR, EERESSEERNHEH. HASGLESS N Em B REHIERIA
BE, (LOG-4821)

LR B 2 B, BoUEAREIM LogQL Ei (AN ESEE ™ &) Bk 7% matcher
operator EXE, BERENRER—F, EXNRAF, ENREXZEFEEFEHNREFR
25, (LOG-4841)

11.5.3. CVE

10

CVE-2007-4559

CVE-2021-3468

CVE-2021-3502

CVE-2021-3826

CVE-2021-43618

CVE-2022-3523

CVE-2022-3565

CVE-2022-3594


https://issues.redhat.com/browse/LOG-4741
https://issues.redhat.com/browse/LOG-4768
https://issues.redhat.com/browse/LOG-4791
https://issues.redhat.com/browse/LOG-4852
https://issues.redhat.com/browse/LOG-4811
https://issues.redhat.com/browse/LOG-4815
https://issues.redhat.com/browse/LOG-4836
https://issues.redhat.com/browse/LOG-4612
https://issues.redhat.com/browse/LOG-4821
https://issues.redhat.com/browse/LOG-4841
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2021-3502
https://access.redhat.com/security/cve/CVE-2021-3826
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-3523
https://access.redhat.com/security/cve/CVE-2022-3565
https://access.redhat.com/security/cve/CVE-2022-3594
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CVE-2022-4285
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862
CVE-2022-42895
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075
CVE-2023-1076
CVE-2023-1079
CVE-2023-1206
CVE-2023-1249
CVE-2023-1252
CVE-2023-1652
CVE-2023-1855
CVE-2023-1981
CVE-2023-1989
CVE-2023-2731
CVE-2023-3138
CVE-2023-3141
CVE-2023-3161
CVE-2023-3212
CVE-2023-3268
CVE-2023-3316
CVE-2023-3358
CVE-2023-3576

CVE-2023-3609

1


https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1076
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1249
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1652
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-2731
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3316
https://access.redhat.com/security/cve/CVE-2023-3358
https://access.redhat.com/security/cve/CVE-2023-3576
https://access.redhat.com/security/cve/CVE-2023-3609

OpenShift Container Platform 4.12 H&id ¥

e CVE-2023-3772
e CVE-2023-3773
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4155
o CVE-2023-4194
e (CVE-2023-4206
e (CVE-2023-4207
e (CVE-2023-4208
e CVE-2023-4273
e CVE-2023-4641
o CVE-2023-22745
e (CVE-2023-26545
e CVE-2023-26965
o (CVE-2023-26966
® CVE-2023-27522
o CVE-2023-29491
e (CVE-2023-29499
e CVE-2023-30456
e (CVE-2023-31486
e CVE-2023-32324
e (CVE-2023-32573
e CVE-2023-3261
e (CVE-2023-32665
e (CVE-2023-33203
e CVE-2023-33285
e CVE-2023-3395]
e CVE-2023-33952

® CVE-2023-34241
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https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3773
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4194
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4273
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-26965
https://access.redhat.com/security/cve/CVE-2023-26966
https://access.redhat.com/security/cve/CVE-2023-27522
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-29499
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-32573
https://access.redhat.com/security/cve/CVE-2023-32611
https://access.redhat.com/security/cve/CVE-2023-32665
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33285
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241

B/1E RITEIL

e CVE-2023-34410
e (CVE-2023-35825
e (CVE-2023-36054
e (CVE-2023-37369
e CVE-2023-38197
e (CVE-2023-38545
e C(CVE-2023-38546
e CVE-2023-39191

e (CVE-2023-39975

o (CVE-2023-44487

1.1.6. Logging 5.8.0

b & {TRRA B $E OpenShift Logging F2FEH1RAES 5.8.0 #1 OpenShift Logging F2FEH1#EE 5.8.0
Kibana,

1.1.6.1. FHABEM

£ Logging 5.8 #, Elasticsearch. Fluentd # Kibana S #%#H, iTXI7E Logging 6.0 HflIF&, % 6.0 i/
%5 LAEB) OpenShift Container Platform hRA—#EIR . ZLIEIGIE LA 1T 6 B HA AR Lo 2H R 3t
FEE R LM CVE RFHERMESEMNZR, EXEAMNTHERESIIEEE M, M Red Hat OpenShift
Logging Operator #1 LokiStack 2 #tHIEF Vector BIUNEE23H] Loki Operator I24H LokiStack 2 H&
EEMEMERIE L Operator, A ISMATA B E M Vector 1 Loki HEHEME, ENXMIEGRFFEHH—
ST,

1.1.6.2. ThEEI®o:

11.6.2.1. H&&ES

o EXMNRAH, LogFileMetricExporter FEBIAFIKNE SR —ESHE, BREFIUE—
LogFileMetricExporter B E X %R (CR), MiZ{TREREXVBERERMIEIT. MREFOE
LogFileMetricExporter CR, f&RIEE&TE OpenShift Container Platform Web &I & {{FRIRFFH
£ Produced Logs #J No datapoints found {§ 2., (LOG-3819)

o TEXNRAA, EEALAIEEMGRZERPEESZ . BB RBAC {*7H ClusterLogForwarder
BE L HFIR(CR)ER, XAVFMIIANMENBATRL L EEM BN, RSEEESH Mk
RERERE, (LOG-1343)

BF

F 7% openshift-logging v 22 [A] AN B ZT 4 6 42 22 [A] R X FF S R BE A R L A Th
BE, IEWJIE# Red Hat OpenShift Logging Operator LU MIFRE L 22, 7E
#7189 Red Hat OpenShift Logging Operator k4 5.8 i A FR ERIA 2 5 L IhAE,
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https://access.redhat.com/security/cve/CVE-2023-34410
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-36054
https://access.redhat.com/security/cve/CVE-2023-37369
https://access.redhat.com/security/cve/CVE-2023-38197
https://access.redhat.com/security/cve/CVE-2023-38545
https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-39191
https://access.redhat.com/security/cve/CVE-2023-39975
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHBA-2023:6139
https://access.redhat.com/errata/RHBA-2023:6134
https://issues.redhat.com/browse/LOG-3819
https://issues.redhat.com/browse/LOG-1343

OpenShift Container Platform 4.12 H&idx®

o TEIXANHRANFR, & BT AR FH TR 122 ) S 53 S R 1 A1, Al SR PR A6l BT LAER T 25 TR Al B & 1o % SR ISR S Y
ZBEBIENS, HABRSIR LEMHERERERNBERTH Logging, it BRHINIBREITE R HE45 45 EH
EEENEEIRE LS AE, (LOG-884)

o TEIX/NARAAH, EELUSAEKEREE HES HTTP Hik, FHEWAEEN HTTP IRS2E, #
#57 Webhook, (LOG-4562)

o TEIXMARAA, &A]LAFDE & it BRBg e it B R WS 2R EL 4 HELE Kubernetes #1 OpenShift API iR
%83EM4, (LOG-3982)

11.6.2.2. B&#EHE

o TEXNhRAH, Loki EIE G Al LA BN 6 =] LLE T B F iy 44 22 (8] F X B & /95 R AL R
(LOG-3841)

o TEXMhRAH, Loki Operator 7£ LokiStack 85| A T PodDisruptionBudget B2 &, &I {R
¥ ingestion A& B R AT A kMR OpenShift Container Platform SE8¥ & 5 HAA IE B & 1F,
(LOG-3839)

o TEXMhRAAH, IIAE LokiStack =AY A] SEtE @ N A —HBAIARY Affinity 1 Anti-Affinity SEB&
ke THESUH, (LOG-3840)

o TEXMhRAH, EAILAMER LokiStack FMEE A EEXBRMBIBE S, LUEER KW 850w
SM. (LOG-3266)

o TEIX/RRAH, EINT — P EBIZ TR IAER LokiStack K/ (Ix.extra-small) , BEATF
RELVETENEHFERNM ingestion B (&% 71 100GB/X) HJ OpenShift Container
Platform 5%, (LOG-4329)

o TEXNhRAHR, Loki BEXEOIAILAIAIE A Loki (YRR, AeEFMMERIMENHENRRIRS.
(LOG-4327)

11.6.2.3. H&EEHE

o TEXMhRAAH, I Elasticsearch 2BVAMIBEEZMNT, EaLUS A BARICRKEH&HEME. (LOG-
3856)

o TEX/MRAF, OpenShift Container Platform R 2R & B LA/ OpenShift Container
Platform iR A& 4.14 & 2 [FHIRRATE OpenShift Container Platform Web #%l#& Developer 11
PIEIRE TR AR B ENERR@EM, (LOG-3548)

1.1.6.3. A5

e B, EFALE Red Hat OpenShift Logging Operator ik7 5.8 J&, Splunk B&%E %4 ATRET A IE
BILE, XANFEZEM OpenSSL ARA 111 5Bl 3.0.7 RAIEKHY, TEEHTHI OpenSSL MRA
f, B—PERINTHER, MREEAF RFC5746 ¥, MHEHAE] TLS 1.2 s piEE,
YE NI RR AR, ETE Splunk HEC (HTTP Event Collector) i SRR TLS X 1k /i #3988 /2
FA TLS13 X#f. Splunk 2—MNE=FRST, ©RIZM Splunk InEdE.

o Hil, ELEHTTP/2 MNP MSHRADEE—NRE, EIUEEFEERFMNSRAL HE
X, FHILEN4 3% RST_STREAM EZRXRECHET. XK NARS X B RRIERAA KT/, M
S A RS2 FHREFEMIELARS . HANSARRLREMNAE, (LOG-4609)

o HAl, LM FluentD fE NSRS, WESS Pod FEiETE OpenShift Container Platform IPv6-

enabled £8A/F5), pod HER4K fluentd pod [error]: unexpected error
error_class=SocketError error="getaddrinfo: Name or service not known #5i%, HFI&%E
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https://issues.redhat.com/browse/LOG-884
https://issues.redhat.com/browse/LOG-4562
https://issues.redhat.com/browse/LOG-3982
https://issues.redhat.com/browse/LOG-3841
https://issues.redhat.com/browse/LOG-3839
https://issues.redhat.com/browse/LOG-3840
https://issues.redhat.com/browse/LOG-3266
https://issues.redhat.com/browse/LOG-4329
https://issues.redhat.com/browse/LOG-4327
https://issues.redhat.com/browse/LOG-3856
https://issues.redhat.com/browse/LOG-3548
https://datatracker.ietf.org/doc/html/rfc5746
https://issues.redhat.com/browse/LOG-4609

1.1.6.4.

B/1E RITEIL

R IR %, (LOG-4706)
Brl, BEAT IPve WER EEBEHEER. HEDKEARRILFRENAGE. (LOG-4709)

E#l, must-gather TEE/ERA T FIPS HEBHPINEREMBRE, BN cluster-logging-rhel9-
operator F S BFTER OpenSSL FE, HEDEBEMBRL R AE, (LOG-4403)

BHel, HEEAT FIPS &R LEE logging kA 5.8 B, WSS Pod TiEEEN, FHLF

CrashLoopBackOff K75, BN FluentD R{EKRESR. HANEBERRIRH AL, (LOG-
3933)

CVE

CVE-2023-40217

1.2. LOGGING 5.7

p= =1
BEILKREN— DA RENABRE, ©B—NAETF OpenShift Container Platform #J
A AR, Red Hat OpenShift Container Platform 4 & EHAREE B T K IThRAFER M,
p= =1
stable /8 RN B &IL KRR IR ET. BEURSIRGZAIMRANER, ES0081T

4B stable-x.y, H x.y KRELZEMHE LT ERAFRRA, Bl
i, stable-5.7,

1.2.1. Logging 5.7.12

& fThRAE$E OpenShift Logging B2FHEIMEE 5.7.12,

121 BEFERES

EHOREHTZ AL, Loki Operator &6 % pod @B IEEIZTT, LAFAE LokiStack @& 2. £
XA R, BARE pod BB B, LUUME LokiStack MIFEZEE R T HAHMBPRE, (LOG-
5172)

FEHORERHZ AL, IEEEERERA Lok IEFPHIMEEIFSE, UREBBHER, T,
DEIMRA, EXNRAF, IIEMEEERTE Loki MERRINXLIFE, MMmERT XN
T, (LOG-5202)

T REHZ AT, Loki Operator ServiceMonitor BECE FIEE S5 1% Kubernetes [R5 ICEE, MM
53 Loki Operator 1518 % RINEE., TEXMHRAH, ServiceMonitor WEZE R 5% REITARSS
CE, (LOG-5251)

FEREH 2, WESERNSSHEREM linker i, M-S Loki 14 &7~ buildDate #
goVersion I FRFE, EXMRARN, EHEEEFRRIMRDE linker FRAEHER T XA &,
(LOG-5275)

LR EFZ A, openshift-operators-redhat 4 Z2 7] HY Loki Operator ServiceMonitor &
&S SR CA XUFHITEHIIE, M52 ServiceMonitor EZiE £ User Workload
Monitoring spec F Prometheus Operator IlEE iR, 7EXMhRAH, openshift-operators-
redhat 4 22 8] #9 Loki Operator ServiceMonitor F17£3&;3 LocalReference % & 5| AR 550k

15


https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4709
https://issues.redhat.com/browse/LOG-4403
https://issues.redhat.com/browse/LOG-3933
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:1508
https://issues.redhat.com/browse/LOG-5172
https://issues.redhat.com/browse/LOG-5202
https://issues.redhat.com/browse/LOG-5251
https://issues.redhat.com/browse/LOG-5275

OpenShift Container Platform 4.12 BRIl

F145 8 secret, iXFh7ASIF Prometheus Operator Y User Workload Monitoring spec A2h
40 |oki Operator ServiceMonitor, {# Prometheus BEf3REX Loki Operator $8#7, (LOG-
5241)

1.2.1.2. CVE

e CVE-2021-35937
e CVE-2021-35938
e CVE-2021-35939
e CVE-2022-3545
o CVE-2022-41858
e CVE-2023-1073
e CVE-2023-1838
e CVE-2023-2166
e CVE-2023-2176
e CVE-2023-4623
e CVE-2023-4921
e CVE-2023-5717
e CVE-2023-6135
e CVE-2023-6356
e (CVE-2023-6535
e (CVE-2023-6536
e (CVE-2023-6606
e CVE-2023-6610
e CVE-2023-6817
e CVE-2023-7104
e (CVE-2023-27043
e (CVE-2023-40283
e CVE-2023-45871
e CVE-2023-46813
® (CVE-2023-48795

e CVE-2023-51385
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https://issues.redhat.com/browse/LOG-5241
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1838
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-4921
https://access.redhat.com/security/cve/CVE-2023-5717
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-6356
https://access.redhat.com/security/cve/CVE-2023-6535
https://access.redhat.com/security/cve/CVE-2023-6536
https://access.redhat.com/security/cve/CVE-2023-6606
https://access.redhat.com/security/cve/CVE-2023-6610
https://access.redhat.com/security/cve/CVE-2023-6817
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385

BI1E LTFD

e CVE-2024-0553
® CVE-2024-0646

® CVE-2024-24786

1.2.2. Logging 5.7.11
& ITRRA B IELogging FRFHHIAEE 5.7.11,

1221 BFEEIRMES

o TELLREHTZAL, HEEHILEBE X S3 IEFHIANIIN, Loki Operator R&7E ConfigMap
MR EMFABR LN BEIEHMERE, EXDNhRAS, Loki Operator 2111 ConfigMap * 5
ME, FEDERERNERE, (L0G-4968)

1.2.2.2. CVE

e (CVE-2023-39326

1.2.3. Logging 5.7.10

2 ThRA @ $E OpenShift Logging F2FEEEIRESE 5.7.10,

1.2.3.1. BEFERES

TR REF 2 A, LokiStack #LNI2% pod AEFF IPV6 pod IP #& R b AT pod BEMI HTTP URL, M
5 3@E T Prometheus &I AP EIHLNFIEIR K, X MNRAA, LokiStack #IZE pod ¥
IPv6 pod IP SEERIEAESH, MMAERTXNAE, (LOG-4891)

1.2.3.2. CVE

e CVE-2007-4559
e CVE-2021-43975
e CVE-2022-3594
e CVE-2022-3640
® CVE-2022-4285
o CVE-2022-4744
e (CVE-2022-28388
e C(CVE-2022-38457
e CVE-2022-40133
e (CVE-2022-40982
o CVE-2022-41862

® CVE-2022-42895
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https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0694
https://issues.redhat.com/browse/LOG-4968
https://access.redhat.com/security/cve/CVE-2023-39326
https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895

OpenShift Container Platform 4.12 H&id ¥

e CVE-2022-45869
e (CVE-2022-45887
e (CVE-2022-48337
e CVE-2022-48339
e (CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075
e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
e CVE-2023-1252

e CVE-2023-1382
e (CVE-2023-1855
e (CVE-2023-1989
e CVE-2023-1998
e CVE-2023-2513
e CVE-2023-3138
e CVE-2023-3141

e CVE-2023-3161

e CVE-2023-3212
e (CVE-2023-3268
e C(CVE-2023-3446
e (CVE-2023-3609
e CVE-2023-3611

e CVE-2023-3772

e CVE-2023-3817
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https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817

B/1E ZITEL

e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
e CVE-2023-4155
e (CVE-2023-4206
e CVE-2023-4207
e (CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732
e (CVE-2023-5678
e CVE-2023-22745
e CVE-2023-23455
e (CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e CVE-2023-30456
e (CVE-2023-31084
e (CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-33203
e CVE-2023-33951
e CVE-2023-33952
e (CVE-2023-35823
e (CVE-2023-35824
e (CVE-2023-35825
e (CVE-2023-38037

e CVE-2024-0443

1.2.4. Logging 5.7.9

2 TR A2 $E OpenShift Logging R HEIRES 5.7.9,
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https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718

OpenShift Container Platform 4.12 H&idx®

1.2.41. BEFHAES

1.2.4.2.
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FHOREHZE, EHSMFFIHE—NHZENENG, TREWRMEN IPv6 ik, EXMRA
B, IPv6 it R IEIAEENT, (LOG-4281)

FEHORERTZAL, Vector BEEREA IPv4 MR EEBY, ALk, TEHEEMRROE—D
WEIRfER, FHERLLUTESR © Failed to start Prometheus exporter: TCP bind failed: Address
family not supported by protocol (os error 97), TEiXMRAAH, Vector BEIE IPv4 Tim iz
To (LOG-4589)

FEHOREH 2R, EOERSIEXNTREHR, BMEEHENARFRS PRDBRIN &,

Itt, Kibana A7 Ti&f#FH OpenShift Elasticsearch Operator S8 BI1E R, EXMNRAF, £
OpenShift Elasticsearch Operator FRINER D Y7 &, MMAER T XA, Kibana B IIER
Lt aE {app,infra,audit}-000001 35|15 |1#EX, (LOG-4806)

TELCREHTZ A, Loki Operator A&IFHE X CA R4S HEHEIMN pod, Hitb, FEITFHERSK
ICEAMNIR R, NREFEMEITRIREKB. EiXRAR, Loki Operator f$BE X CA 42
FEIFRAEMN pod. #HNIEE pod AILAMA RIFHE TEAR, LUHEERIOCKAN, (LOG-
4837)

ELREFH A, ERES (O ESEEs™EM) BT LogQL EHRWZIRE matcher ;28
&, MEENRKEX—HE L, EXMNRAR, ENKREXZEFERF TSR REFRZ,
(LOG-4842)

TELOREHTZ AL, Vector WERTB KT TFRUNE XM AT, Hit, [AEERKEHET

BERZHAEZENEE, EXMRAF, Vector WERBEASETR T HERRFIEEERNE
FHEMEHE, (LOG-4536)

CVE

CVE-2007-4559
CVE-2021-43975
CVE-2022-3594
CVE-2022-3640
CVE-2022-4744
CVE-2022-28388
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862
CVE-2022-42895
CVE-2022-45869
CVE-2022-45887

CVE-2022-48337


https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337

B/1E ZITEL

CVE-2022-48339
CVE-2023-0458
CVE-2023-0590
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075
CVE-2023-1079
CVE-2023-1m8
CVE-2023-1206
CVE-2023-1252
CVE-2023-1382
CVE-2023-1855
CVE-2023-1981
CVE-2023-1989
CVE-2023-1998
CVE-2023-2513
CVE-2023-3138
CVE-2023-3141
CVE-2023-3161
CVE-2023-3212
CVE-2023-3268
CVE-2023-3609
CVE-2023-3611
CVE-2023-3772
CVE-2023-4016
CVE-2023-4128
CVE-2023-4132

CVE-2023-4155
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https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
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e C(CVE-2023-4206

e CVE-2023-4207

e CVE-2023-4208

e CVE-2023-4641

® (CVE-2023-4732

o CVE-2023-22745
e (CVE-2023-23455
e CVE-2023-26545
e (CVE-2023-28328
e (CVE-2023-28772
e (CVE-2023-30456
e (CVE-2023-31084
e CVE-2023-31436
e CVE-2023-31486
e CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e (CVE-2023-35824

e (CVE-2023-35825

1.2.5. Logging 5.7.8

2 ThRA 2 $E OpenShift Logging R IRES 5.7.8,

1.2.5.1. BFHERES

o EIREFHZAI, H5 ClusterLogForwarder B X FIRE(CR)FH outputRefs #1 inputRefs
SHERBERNEIN, NSEBENHR, Fit, KE2R Pod 7 CrashLoopBackOff k5 H
ik, TEIXMRAR, HHIRZES OUTPUT_BIZ, UBRHHIRESHEE LM HX 5,
(LOG-4383)
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https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
https://issues.redhat.com/browse/LOG-4383

1.2.5.2.

B/1E RITEIL

ELREF 2 A, {EECE JSON HEMTeRET, WRE%E N Cluster Logging Operator W&
structuredTypeKey 5 structuredTypeName 5%, N A& EREXTREENER, XN
hxAm, Cluster Logging Operator &5 HEEE &, (LOG-4441)

TEMREH 28T, 1Ry Splunk Hitt#EEH secret iR hecToken BEHAIEH, NiERK
W, RANREEEE TSR TEESELE Splunk, FEXNMRAAH, 1R hecToken iRk

HAIEM, BIERKMW, F 57 A non-empty hecToken entry is required 515588, (LOG-
4580)

FELREH AT, A web #2HIE MEE X RSER L F SNBSS BRHIME R, B
FRAH, R LATE web $2HIE A M ESEEER R R, (LOG-4684)

CVE

CVE-2023-40217

CVE-2023-44487

1.2.6. Logging 5.7.7

& iThR A $E OpenShift Logging 2FiE1REE 5.7.7,

1.2.6.1. BEFHRES

1.2.6.2.

EHREEF 28, FluentD #SEILE EventRouter X £ A K S Vector A, EXMRA
B, Vector L—BMIE R EMRBEILTE, (LOG-4178)

TELREFHr 2B, 7EMH Cluster Logging Operator QI BIEIMUERRTD, EiHHEE—NEIR,
FAF FluentD Buffer Availability ¥, BAEEZR&NEHRAE, TXMrRAH, BELER&
KEFAXFERE, WEHESDSN FluentD Buffer Usage, (LOG-4555)

TELREH AL, 1E IPv6 IR OpenShift Container Platform 5£2% L 28 LokiStack &5
LokiStack memberlist JEM KRN, Fib, 25/ Pod =it ABRIGTES. X NHRAAH, BIEG A
LU3E 1T ¥ lokistack.spec.hashRing.membetlist.enablelPv6: {Hi% &/ true £/ZFH IPv6, X&
R RIX A A, (LOG-4569)

FEHOREHZE, BEREREHNTFRIAREBXERIIMARAET. Blt, BERERTEE
WOILER RS, EIXDARAF, EERFTHRIGM, RVFEERERS IR
. (LOG-4575)

FIREH A, BHBAFPRERNETIZSBESEVTEREREMARM. XA
B, B HERARERIEICRED EHERRIREFRE, (LOG-4686)

CVE

CVE-2023-0800
CVE-2023-0801

CVE-2023-0802
CVE-2023-0803
CVE-2023-0804

CVE-2023-2002
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https://issues.redhat.com/browse/LOG-4441
https://issues.redhat.com/browse/LOG-4580
https://issues.redhat.com/browse/LOG-4684
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
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CVE-2023-3090

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788

1.2.7. Logging 5.7.6

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.6,

1.2.7.1. BFEREE

24

FLREH A, BRSO TRAREXERZDNRRATT. Bit, RESFEEEHILE
AR, XA, ERFTERIEM, ATFRESSMCEREM, (LOG-4501)

FEHORERTZ AL, HAFERTE LT IR FENT URL I, —Lid B8 BRI, TEXNhRA
f, Ul RBET URL RBYFRE T IERR. (LOG-4459)

FELREF A, FABE RS L E Loki RTEM Fluentd tI#2E Vector B £ KR, TE1X
MHRAAR, Vector BBEBEITGS Fluentd B8R, LAARINESREShFH EBLIEIRE. (LOG-
4460)

ELREHTZ AL, Observability Logs #2#| S ¥ RF A EZ CNIZE LHRKEFR, EXMhRA
F, BREENHPERE USHEFR. (LOG-4456)

FEMREHZA, EFBELEE Splunk RHEIMLLTFHRIRE R : Timestamp was not found.7E
XA R, BRSBERTRER Timestamp MEEFERIIEHR, FHHEKLZEER Splunk, AR
RHEE, (LOG-4413)

EWREH A, MEN CPUMAEFEHAEMEREIEIM, EXMRAS, Vector BEEE
expire_metrics_secs=60 1% & X [RFIETRHERAERL, FLREXM CPUBEMREFESHAE.
(LOG-4171)


https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171

1.2.7.2.

13 LD
TEMREHZ AL, LokiStack MIRKR[TZRERIGER, AL, XRSFBEHAMBENER, £
MRAH, Loki X% FUEBMN A RN FERBRIAN A, (LOG-4393)

LR ERZ AL, Fluentd BT EEEEE TN IR ENHERF IR, TXMHREHR, 4
ERTEOMMR, MmAERTXNAHE, (LOG-4467)

CVE

CVE-2023-3899
CVE-2023-4456
CVE-2023-32360

CVE-2023-34969

1.2.8. Logging 5.7.4

& {THRA &% OpenShift Logging F2FHE1REE 5.7.4,

1.2.8.1. BEFHERES

I REHF A, LFEEELE CloudWatch B, namespaceUUID {E A& # M INZ]
logGroupName FE&xA, 7EXMRAAR, @5 namespaceUUID {H, KLt CloudWatch HEY
logGroupName .~ logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-
c0097f9ed286, (LOG-2701)

FELREH ], BT HTTP HEERAZFEEEBNME, MERESRTEREETEN
HTTP RIEBF1THMIIE, BMERIEE URL FIRE T EMMIEIE, EXMRAR, Vector HEWE
SO LUIEEESEEM HTTP REHITEMIIE, (LOG-3381)

FELREHFH 2T, R Fluentd NESRECE 7 Splunk /ENEIH, Operator KW, RNAZH
WEE, EX AR, EBERIERIEARNZFNMHmE, MR T XA, (LOG-4237)

TELREH 281, X Vector WESRTE AWS Cloudwatch BEB TLS ERBHE#H T enabled =
true {EFf, GCP Stackdriver @ S BEC B %, X DRAAH, FiXHmEMiR enabled = true
B, MR T XA, (LOG-4242)

FEHOREHZA], RAEWRERB/LREBEPBILLTIEIRER | thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7%
XARAA, XNEREMER, (LOG-4275)

EHREHZAI, MR Operator & T 1% BIZIS LT, Loki Operator ARBEYIA] & 5 BN A
2B alert-manager ECiESH K. X hRAH, E£MH LokiBBEER S BE XM BESERNB
BE., (LOG-4361)

FERESHR 2, YFEASNABMEATA AWS Cloudwatch ¥4 B STS #H1T S5 IER, S&iF
FHESBEILTEH—M, TEXNRAR, STSABHNBRSEITIMNZNMNMMAETUBRBXATS
AWS Cloudwatch #1T &2 551k, (LOG-4368)

L REFTZ AL, Loki MSERCRISIEFR S E, BRBMRES, & Grafana BIFRZE M bTas A Al
o EXMhRAR, Loki 2t EERMNEEEE, MMARR T XA, (LOG-4389)

F4%Z| OpenShift Logging 5.7 J&, 1E ClusterLogForwarder B X 5R (CR) A& HEE
name FEMEEBHELLTIE, EXMRAF, XNMERBHR, (LOG-4120)
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https://issues.redhat.com/browse/LOG-4393
https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
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1.2.8.2. CVE

CVE-2022-25883

CVE-2023-22796

1.2.9. Logging 5.7.3

b & FTHRA 8 $E OpenShift Logging 2R EE 5.7.3,

1.29.1. BFHERES

26

TEMREH AT, H7E OpenShift Container Platform Web 65 &EEBELN, ZENXHS
SHBIETLERE, X DHRAS, bootstrap XUEREWETE, MMARRT XA, (LOG-
4100)

TEMREH 2 A, Loki Operator REEH IR, FEANIEEMBRUEBREME, EXMREH,
HRARRE, BEREBHERMEARNLE, (LOG-4156)

EHREHTZ A, %R RulerConfig BE X FIR(CR) /&, LokiStack MINIBZAREH, XD
kA, Loki Operator 7EE %7 RulerConfig CR FE/Z | pod, (LOG-4161)

FEIREHF A, YHALERZEES ClusterLogForwarder F# / E7FE), MEREREHN
2k, FEXDRAH, @i 5|A match FREEFRR TiXAN A, FIREIREET S oifINERE.
(LOG-4176)

EHOREHTZ A, 2 LokiStack CR & X R A 2L BREINT, Loki Operator BAM4LE,
TEXMHRAAF, Loki Operator Al LAE R B L RBIRFIRE R T2 LokiStack CR, MR T ixX
NARE, (LOG-4198)

FEHREEF 2/, HIREMNLAZELEIE, Fluentd A& HEL %S Elasticsearch £ 8%,
TEXMRAR, Fluentd 7£5 Elasticsearch B ILE RN A LUE #1018 & BB R TP B9 RAEA,
(LOG-4258)

ELREF A, BEF@ET 8,000 MNnfZE[AIMERF 2 T3 Elasticsearch 4121, R hnH %
[B] 3R KT http.max_header_size % &, Elz/l\}#}iquﬂ PRk KNSRI EBFTIS N, MR
RTIEADE-, (LOG-4277)

EREH 2 A, ClusterLogForwarder CR A 85 / FHNIMEEHSSFBURERERN XL, £
XANIRAA, RHTH TREER, MR T XA RE, (LOG-4095)

TELLREFH 27, Cluster Logging Operator RTEIRE NIEZERSHEAL L, FEXNRAE
#, 7£/53) ClusterLogForwarder CR BI11##l, #{& ClusterLogging iR\ F IEMRIE IR
B, MR T XA R, (LOG-4177)

TEMREH A, H7E OpenShift Container Platform Web &8 &EE BEN, BT EREIE
FHE R ESEE AR T pod EIEHFMIREBEME, EXMNRAH, ATLUES BN
K rR g E A R SR ESE L, (LOG-4108)

TEMWREH 2R, H7E OpenShift Container Platform Web #£#| &R EF RSN, EiHSBT
30 MBS, TEIX A, BEMER LATE configmap/logging-view-plugin FEZE, (LOG-
3498)

TELREF AT, HTE OpenShift Container Platform Web 124l & & & H &Y, Eﬁgﬁﬁj
AETNAER—RRENNEESZAERE. BXMRED, BRR[GHRMEBESFE. (OU-
188)


https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
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o TELLREH I, IE OpenShift Container Platform Web 4 & & E B ER, = streaming
IR TR #feH BRER, MEFTLERETMAS. EXMRASF, HEMEESRBRERL
o (OU-166)

1.2.9.2. CVE
e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e (CVE-2023-24329
e CVE-2023-26115
e CVE-2023-26136
e CVE-2023-26604

e (CVE-2023-28466

1.2.10. Logging 5.7.2

& fThR A B $E OpenShift Logging i2FiEIREE 5.7.2,

1.2.10.1. BFHERES

o FEUIREHZA, FAFAERLIEMNLLLS, TIREEMW R openshift-logging f &2 (A, 1EiX
MRAR, THEHERKLEEE (finalizer), HREBEREMBRGRZEFA, (LOG-3316)

o MM REFH AL, HIRIRIE OpenShift Container Platform XA4E X T run.sh &, N run.sh
AR B R—NFERK chunk_limit_size £, B2, L& E4 2 $BUFFER_SIZE_LIMIT
& chunk_limit_size i, ZHAR B REMBME, EXDIRAH, run.sh AKX FH Y
Srh#E— Bt R IEFARY chunk_limit_size £, (LOG-3330)

o TELLRE#HT I, OpenShift Container Platform Web %A 8 B &0 KM -EE R 1F B E L
TRBMEHER, X MHAR, T HBFICRAEEGE LT R NEMNARMNINEE,
(LOG-3749)

o MELLREH AL, HEEET Fluentd HTTP 4 BE 4 %% DataDog K, Cluster Logging
Operator i&%! Unsupported Media Type #&. EX AR, A TLLELEE HTTP frk
Content-Type NHER A THEDERNTRE, REMNESBIPELTHEHEFH content_type S
, WBERKRINERERE. (LOG-3784)

o I REFHZAI, % ClusterLogForwarder B7E Y %R (CR) FH) detectMultilineErrors FE%
WIEH true I, PHP ZITEHRMIL R WA MMWBERRE, MMSBUERREREZNERE 2
B, EXNhRAF, FRAT PHP ZTEIRGN, REEMERERIEES—HBEHERF,
(LOG-3878)

o 7ELhREFTzAI, ClusterLogForwarder EEH A DR LK T Vector INEE SR pod 4L

ARITt, TEXDMhRAR, BEEBAMAPMIFTAE M. B (-) F= () BEEHR N TIE (O,
(LOG-3945)
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https://issues.redhat.com/browse/OU-166
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26115
https://access.redhat.com/security/cve/CVE-2023-26136
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
https://issues.redhat.com/browse/LOG-3749
https://issues.redhat.com/browse/LOG-3784
https://issues.redhat.com/browse/LOG-3878
https://issues.redhat.com/browse/LOG-3945
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LR EF 2 A, log_forwarder_output I5FRA3IE http S8, EXNhRAR, TEIBVRFRN
RS, (LOG-3997)

ELREFH 2 FI, Fluentd EULEBEEEN AN — L% 4T JavaScript B mRE . X hR
A, Fluentd L& MBIFIZE N TRIZ, MMERT XANAR, (LOG-4019)

FEWREHZAE, DFAEEREENEASERA PR Katka B FEN, BERR
HEERMEF. EIXNMRAR, Fluentd B2 ZFFEIZN TRIZ, MR T XA AR,
(LOG-4027)

TELERE# 2B, LokiStack MR [El€p & 22 R MFRE(E, MIHEN AR, EX4
kRAH, Loki Bk N FATRZEIEKBIINFR, MmfER T XA, (LOG-4049)

EHREHZAI, 2 tls.insecureSkipVerify iL7#1% &/ true I, Cluster Logging Operator
AP| EBEE—/"H secret IRHMIEH, TEX/MRAH, Cluster Logging Operator APl R"EBEEE
XFERIIETS R secret IREIER, LU TEEERINEI Operator B CR R :

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

TELREHTZ AT, LokiStack BRHEBER 5 B E W2 TH A8 30 #, TEXMNARAR, Loki
global #1 per-tenant queryTimeout % & & &M EE B % E, MMER 7 iXAH#, (LOG-
4052)

ELREFHZ A, MER collection.type FIBKIMES & 53 Operator FEERFEFIR, 7 st
BIREF M spec, EXNhAAH, Operator BT H E2H%E collection.logs spec MAEiX
LS, XEZHATEREEAFTEMEFRFEMNITHNAE, BIEEF collection.type IR
B EFANFEE, (LOG-4185)

ERES 2, WREHEPEREIEERE URL, Vector BEINERTEL4ERK TLS BBE, BT
MHEEER LB S Katka R, TXTHAR, HENMEBER TLSBE, (LOG-4163)

FEHORERHZA], NERE Kafka WAFK LB RBEBRIGHETNARAT R, XMREISHRE
WS, ENEAREKATFBREER. TEXNRAS, BrE—NTEETRNEFRE Kafka BH
R BREEEE, (LOG-3314)

L RERZ AL, Vector BEWERTREBL H TLS %M tisSecurityProfile K&, fEX4
hRAH, Vector ATLUEFAMANE TLS HEHIXE, (LOG-4011)

TELREF 2 HI, 7E log_forwarder_output_info ¥brer, FFIERRA BT G H R BUER L IRTE
log_forwarder_output_info 1515, TEiXMRAA, BIREEZATERDH Splunk 1 Google
Cloud Logging #i#&., (LOG-4098)

EHREFH A, X5 follow_inodes i%iE&E ™ true 5, Fluentd Y& 25 AT RERTE ST LAY AR
e TEXMhRAF, follow_inodes KB R MER T, (LOG-4151)

TEMREHTZ AT, Fluentd YREE25 ATRE S B0 ST BRER X L5 S {4 1 £ 18 3 5% P41 1% M AL B ST
X MhRAR, RIESHEHRIEIE, (LOG-4149)

EMWREHZA, EA Vector KSR 4 B, 7L ClusterLogForwarder =25 audit A p
‘&8, application 5% infrastructure 524525 pod 4 F CrashLoopBackOff X, FIEUR
ERAER B TEE R -

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit


https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049
https://issues.redhat.com/browse/LOG-3445
https://issues.redhat.com/browse/LOG-4052
https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149

BI1E LTFD

EXMRAF, EEAMTABSREBMARTIIAZE, EEALEH AN auditapplication =X
infrastructure, (LOG-4218)

EIREH A, LFBEEELEFA Vector INEERH syslog BHIHh, 4% addLogSource Fr
HIXEN true I, FLUTHIN EFERINENEL L H

£ : namespace_name=. container_name= 1 pod_name=, 1EXMRAR, XLFEERBR
MEAEHEH, (LOG-4219)

FELREFH 2 AL, HARE structuredTypeKey Bi%HIEE structuredTypeName i, HEH
BDRBBEM A EMERT R, X DRAF, BEMBTOIE, (LOG-4220)

1.2.10.2. CVE

CVE-2021-26341
CVE-2021-33655
CVE-2021-33656
CVE-2022-1462
CVE-2022-1679
CVE-2022-1789
CVE-2022-2196
CVE-2022-2663
CVE-2022-3028
CVE-2022-3239
CVE-2022-3522
CVE-2022-3524
CVE-2022-3564
CVE-2022-3566
CVE-2022-3567
CVE-2022-3619
CVE-2022-3623
CVE-2022-3625
CVE-2022-3627
CVE-2022-3628
CVE-2022-3707

CVE-2022-3970
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https://issues.redhat.com/browse/LOG-4218
https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
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o CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® (CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e (CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e CVE-2023-22490
e (CVE-2023-23454
e (CVE-2023-23946
e CVE-2023-25652
e CVE-2023-25815
e CVE-2023-27535

e (CVE-2023-29007

1.2.11. Logging 5.7.1
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https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007

B/1E RITEIL

b & FTHRA &5 : OpenShift Logging 2R EHRIEE 5.7.1,

121 B ES

1.2.11.2.

TELREFH 2 A, Cluster Logging Operator pod BERGFEKREE RSB A SR AL
&, FRMANEZRAEHEE, EXNhRAS, XA R U@ TZEREE Cluster
Logging Operator pod H&FRBIE BEKEER, (LOG-3482)

EHREF 2RI, APIBRS 234 1F CollectorSpec.Type FEXHIEEE Y vector, BIfEHEE LK
BEA T ARMNE, EXNRAF, HERT CollectorSpec.Type FEXFIZ NN B Ik E ~ BIHY
TH. (LOG-4086)

FEWREHZR, THEBETRGHEABETEARAE LD, 7£ OpenShift Container Platform Web
PREIE FRo iRt RSB, EIXNARANAR, BT LAE A R RIS SR B T IR T [FSE . (LOG-4501)

TELREFZHI, = OpenShift Container Platform Web 124 89 Show Resources ## R &

FEE‘EH S, TEIXNRRAA, @ITIEE "Show Resources" HEHEERITHRE SR AR R A, LADHE
HEZENTRIT. (LOG-3218)

CVE

CVE-2023-21930
CVE-2023-21937
CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968

CVE-2023-28617

1.2.12. Logging 5.7.0

b & 4ThRA & ¥E OpenShift Logging 2R 1R EE 5.7.0,

1.2.12.1.

ThEEIR iR

XN RES, BAUERAARICRRRNSITRE, FREERMF—REEREH,

F‘ﬁi BEIDRRENZ1TRE, FEEEHRFE— T BEZBER, 15K ClusterLogForwarder B
MR (CR) 275 detectMultilineErrors FE&, {E°H true,

1.2.12.2. BAn| &

3'?’0

1.2.12.3. BFE A ES
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https://access.redhat.com/errata/RHBA-2023:3197
https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:2133
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o TEULREFH AL, LokiHost By Gateway H{FHI nodeSelector BHEFRRFM T RIAE, TEX MR
A, nodeSelector BRI LIERE T{F, (LOG-3713)

1.2.12.4. CVE

e CVE-2023-1999

e CVE-2023-28617

1.3. LOGGING 5.6

pa -

BEICREN— DAl RENAHRE, ©B—PAETF OpenShift Container Platform B
A A, Red Hat OpenShift Container Platform 4 & EHAREE B T K IThRAFE R M,

pa -

stable JiiE R N HAKIC KN RFIRAIREEH. BERERGCEIRANEST, HO00F1T
4Bl stable-x.y, H x.y KRELZEMHE LTI ERAFRRA, Bl
0, stable-5.7,

1.3.1. Logging 5.6.17

& fThRAE$E OpenShift Logging B2FHEIRMEE 5.6.17

1.3.1.1. BEFERES

o EIREFHFZA], ZIEMHEEERNER Loki EFRNIIBHEFE, UREBHESR, &I,
DEMIRA, FEXNhRAH, IEHEEERTE Loki MERRINIXLIFE, MMERT XM
i, (LOG-5203)

o TELLRE#H 2 HI, Loki Operator B ServiceMonitor BB AT REA 5 14% Kubernetes AR S5 ITHL,
X FH Loki Operator BIIETRME L R IKEE, TEXNhRAH, ServiceMonitor % &R 5% FEHT
ARSSEEE, (LOG-5252)

o TEIREFZAEI, HWEBEATSHEBEM linker Fri&, M-S Loki #%E 7R buildDate #
goVersion IEEFRFE, EXMRAF, EHEEEFRRIMRDE linker FRAEHER T XA #l,
(LOG-5276)

o TEILREFZAI, openshift-operators-redhat 4p$ %2 A B Loki Operator ServiceMonitor {3
FF ST CA XHHITEMEIE, MSF3 ServiceMonitor B2 & LB User Workload
Monitoring spec F Prometheus Operator BIlEH iR, 7EXNhRAH, openshift-operators-
redhat 3% 22 6] #9 Loki Operator ServiceMonitor F17£38;3 LocalReference % & 5| AR 550K
FI45hE secret, iXFhAESIF Prometheus Operator i User Workload Monitoring spec BEh
A0 |oki Operator ServiceMonitor, {# Prometheus BEf%3REX Loki Operator $§#7, (LOG-
5242)

1.3.1.2. CVE

e CVE-2021-35937

e CVE-2021-35938
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https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:1507
https://issues.redhat.com/browse/LOG-5203
https://issues.redhat.com/browse/LOG-5252
https://issues.redhat.com/browse/LOG-5276
https://issues.redhat.com/browse/LOG-5242
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938

B/1E RITEIL

e CVE-2021-35939

® CVE-2024-24786

1.3.2. Logging 5.6.16
R ITIRASE BSILREFIERAEES 5.6.16

1321 BFHERES

o TEMREF AL, HUEENILENEE XL S3UEBMANMIES, Loki Operator ARTE ConfigMap
MBI HRNBNELH B EHECE. X MNRAA, Loki Operator RIEHH ConfigMap FIE L,
HENEHERNEE. (LOG-4967)

1.3.2.2. CVE

1.3.3. Logging 5.6.15

& fThR A B $E OpenShift Logging i2FiE1REE 5.6.15,

1.3.3.1. BFHERES

TELREF 2 A, LokiStack #LNI2% pod NEFF IPV6 pod IP &R AT pod sBEMI HTTP URL, M
S BE T Prometheus &I API EIHLNFIEIR K, X MNRAA, LokiStack #IZE pod ¥
IPv6 pod IP SEAEATESH, MMAERTXMNRE, (LOG-4892)

1.3.3.2.CVE

e CVE-2021-3468
e C(CVE-2023-3446
e CVE-2023-3817
e CVE-2023-5678
® (CVE-2023-38469
e (CVE-2023-38470
e CVE-2023-38471

e (CVE-2023-38472

CVE-2023-38473

1.3.4. Logging 5.6.14

& fThRA B $E OpenShift Logging i2FiE1REE 5.6.14,

1.3.4.1. BFHEREE

o TEIREFHF A, EHUBRREIBEXNITRER, BNAEHHNMBZES PRV A,
Itk, Kibana A/ FTi&f#FH OpenShift Elasticsearch Operator fIBEF BB R, EXMNRAF, £
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https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0695
https://issues.redhat.com/browse/LOG-4967
https://access.redhat.com/errata/RHBA-2024:0270
https://issues.redhat.com/browse/LOG-4892
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/errata/RHBA-2023:7719
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OpenShift Elasticsearch Operator HZRINER DB, MEIRER T XA, Kibana A IIFER
LI a8 E {app,infra,audit}-000001 3&5|M3R511# X, (LOG-4807)

o TEULREHZAT, Loki Operator ARG HE X CA ABEEEIMN pod. HL, FEIFAEMR
ILEMNB T 2R, WREFEEVIFISRKK, FEXMRAH, Loki Operator 8 E X CA Il & #

HEIFTEHN pod, #NIEE pod AILAMMREFM FEBEER, LUEEERSICEKAN], (LOG-
4838)

1.3.4.2. CVE

e CVE-2007-4559
e CVE-2021-43975
e CVE-2022-3594
e CVE-2022-3640
® CVE-2022-4744
e (CVE-2022-28388
e (CVE-2022-38457
e CVE-2022-40133
e CVE-2022-40982
o CVE-2022-41862
o CVE-2022-42895
e CVE-2022-45869
e CVE-2022-45887
e CVE-2022-48337
e CVE-2022-48339
e (CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075
e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
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https://issues.redhat.com/browse/LOG-4807
https://issues.redhat.com/browse/LOG-4838
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206

CVE-2023-1252

CVE-2023-1382

CVE-2023-1855

CVE-2023-1981

CVE-2023-1989

CVE-2023-1998

CVE-2023-2513

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3609

CVE-2023-3611

CVE-2023-3772

CVE-2023-4016

CVE-2023-4128

CVE-2023-4132

CVE-2023-4155

CVE-2023-4206

CVE-2023-4207

CVE-2023-4208

CVE-2023-4641

CVE-2023-4732

CVE-2023-22745

CVE-2023-23455

CVE-2023-26545

CVE-2023-28328

CVE-2023-28772

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
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e (CVE-2023-30456
e (CVE-2023-31084
e CVE-2023-31436
e CVE-2023-31486
e (CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e CVE-2023-35824

e (CVE-2023-35825

1.3.5. Logging 5.6.13

It & fThRAE$E OpenShift Logging 2 1REE 5.6.13,

1351 BFHERES
o

1.3.5.2. CVE

e CVE-2023-40217

o (CVE-2023-44487

1.3.6. Logging 5.6.12

b & 1TRR A &% OpenShift Logging 2R B E 5.6.12,

1.3.6.1. EFHIRMES

o MM REFHF AL, 1EIPv6 X OpenShift Container Platform 58 E28E LokiStack & 5%
LokiStack memberlist JEM KN, Fib, Z5H/ Pod =it ABRIGTE. X NHRAAR, BIEG A
LU3E 1T ¥ lokistack.spec.hashRing.membetlist.enablelPv6: {Hi% &/ true £/ZH IPv6, X&
XA, BE, BT IPve MER ERERRER, (LOG-4570)

o TEIREFH AL, TEH Cluster Logging Operator GIZHIIEIRU TR AP, EHHEE—DEIR,
FAF FluentD Buffer Availability ¥, ANEER&/NEAXAE, EXThHAH, HFLRR
KX ERE, WEHKESR N FluentD Buffer Usage, (LOG-4579)

o TEUREH A, FHRBERFRERNENRSBEZRNTIERFRAEMRN, EXDRE
B, B HERRERESRED EHBARNRNFRE, (LOG-4687)
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https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHSA-2023:6790
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5541
https://issues.redhat.com/browse/LOG-4570
https://issues.redhat.com/browse/LOG-4579
https://issues.redhat.com/browse/LOG-4687

1.3.6.2. CVE

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788

1.3.7. Logging 5.6.11

R ThRAE$E OpenShift Logging IR IRES 5.6.11,

1.3.7.1. BEFHERES
o TEMREHH AL, LokiStack XA ZEERIGER, AL, XASBEHENBRMNGER, 11X

MRAH, Loki WX FUEBMNI A RN FERMBRIAN A, (LOG-4435)

1.3.7.2.CVE

CVE-2023-3899

BI1E LTFD
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https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5095
https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
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CVE-2023-32360

CVE-2023-34969

1.3.8. Logging 5.6.9

b &% TR A B $E OpenShift Logging 25 1#18E 5.6.9,

1.3.8.1. BEFHERES

1.3.8.2.

EHREFZAE, YEAZSIARERTAE AWS Cloudwatch ¥4 H) STS #HT SR IIER!, &
FHRSBEILERTERE—M, EXMrRAF, STSABHBISEIENENMMEIUBRATS
AWS CIoudwatch HITE ML, (LOG-4084)

FELREFH A, MEVERB/LTREBEHHEILL T RER  thread 'vector-worker'
panicked at 'all branch are disabled, no else branch', src/kubernetes/reflector.rs:26:9, 7&
XA, XMEREMR, (LOG-4276)

ELREFZAI, Loki NIRRT IEINE(E, BERBMRES, & Grafana BIFREN T2 Al
o EXMhRAR, Loki 2t EERMEEEE, MMARR T XA, (LOG-4390)

CVE

CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26604
CVE-2023-28466

CVE-2023-32233

1.3.9. Logging 5.6.8

b & TR A & ¥E OpenShift Logging 2513188 5.6.8,

1.3.9.1. BEFHIRES

38

EHREF 2R, L ALERS({EES ClusterLogForwarder 1 # / =R, BE8KESREN
b, EXANRAR, BIBIA match IREFRR T XA, ERESREYEhBERR.
(LOG-4091)

TEMWREH A, H7E OpenShift Container Platform Web #ZH| &R EE BTN, REZEIET
AT ERE—RRENMBEELBERE. EXMRAF, BRRGTRMEELSEZEH, (OU-
187)


https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276
https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187

1.3.9.2.

B1E ZITEIL
TELREHF AT, HTE OpenShift Container Platform Web 2l &hEFEHER, = streaming
IR TR RfeH BRER, MEFRLEREMAS. EXMRAF, HEMEBESRBRERL
o (OU-189)

L RE#Z A, Loki Operator REEER, FHUAMEE MR MERIRRME, EXMRA,
HARGE, BEEEHEMERNIE, (LOG-4158)

FEREH 2 E, BEABIT 8,000 N RIMNERES S H Elasticsearch 148 &1, R &L

[B]51ZF AKF http.max_header_size % &, EXMhRAMH, PRk KANBIEINEBEFEM, MR
RTIEANERL, (LOG-4278)

CVE

CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26604

CVE-2023-28466

1.3.10. Logging 5.6.5

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.6.5,

1.3.10.. BFHHIRES

o TEULREHEI, BEIRE LAFHIE Elasticsearch 328|—LEFRZH] namespace_labels, M52
& ingestion HILA, TEXNRAAR, EBEEBHTIEZERHNKRMAT, LFRRERBEE. BW
g R, (LOG-3419)

o TELLREFTZ AL, AR OpenShift Web #6158 Logs AT EE#EE LokiStack, N&E i@
FAERER, MMAREENN LT XSBEREIN, EXMRAF, FHiRES s, &
HOEFEANBRESHRFBEMNEI, (LOG-3750)

o TEIMREHF AL, WASEERARRBELIE, MmSBEFEE L HESEFENE R, EXhRA
B, BFEAEXSEIIE, RIFRAFEEEMASERE, MREET TR ESEEE X, NamA
PrERESEE S, (LOG-3583)

o TELLREFTZAI, HIE Loki FERBEREN, BMERARNMKEREL 5120 MFR, BT
BEZERTEM, EXMHAF, EEFENIRELRERZRSHRIE, MR T XA,
(LOG-3480)

o TELLREFHTZHI, Loki Operator ToiEEMK— memberlist BLi&, ZBCE R LUIEMEA memberlist
HITRE IP N ERFIEAG. EXNRAS, BREXKNEBEIELENIHO, MMMRIIELRT
BHM, (LOG-4008)

1.3.10.2. CVE
e (CVE-2022-4269
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https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
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CVE-2022-4378

CVE-2023-0266

CVE-2023-0361

CVE-2023-0386

CVE-2023-27539

CVE-2023-28120

1.3.11. Logging 5.6.4

& 1ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.4,

1.3.1.1. BFHERES

40

EMWREHZA], 2 LokiStack ERE N BEFEMNT, Loki pod £MRHIHERINEF L X
LokiStack, TEX/MEAH, Loki £REIBSADIELESS, FEEH, (LOG-3280)

ELREFH 2 AT, % OpenShift Web $EH|& 8 Logs A EHmESR NZER, TREAERR
BIET, X NhRAAH, MRZHEER, SERESER, B TR IESMOHHEIER,
(LOG-3454)

FEHOREHTZ AL, 2 tls.insecureSkipVerify 4% 1% & true I, Cluster Logging Operator
SERAERNERE, Rit, S2ABLTIERRIER, Operator TR EIE L% E
Elasticsearch, 7EiX/MiRAH, Cluster Logging Operator 24K IEMI TLS BL&E, EMFEEAT
tls.insecureSkipVerify, Fitb, BEMEZHBKTIEFRINIE, BB AT LRI 4 %2 Elasticsearch,
(LOG-3475)

ELREF A, YEASEMEETEERRLEZNENME, Sl FaEEEES, X5
B—LEKMBRE, SiEGMIEER, MEMBEENRE, X MNhRAH, 7£ JSON f#iTaE, B
BEENRCHESEESEHFER. ik, FrEREIRERIESRSSEWEER, BESIRE
LA B, (LOG-3640)

ELREFH 28I, MR collection FEXTE {}, AR T Operator FAitt. TEIXNhRA
i, Operator fFZBGX/ME, Fo¥F Operator EAHEIMIIE R FERIZ1T. (LOG-3733)

UL REFH 2 A, LokiiHost B Gateway H48) nodeSelector B & B EMMR, EiXhRA
/1, nodeSelector B A LLIEE TE, (LOG-3783)

EHREHZA, #8:8 LokiStack memberlist BgE R FFRAE IP %%, ELh, 2 OpenShift
Container Platform $£2&% pod M4SECE T A3 IP SEFERF, Lokiition pod & crashloop, FE1X
MhRAH, Loki B 61 o] LLERESF pod M4 AT memberlist BERiE, X R 7 iX AR, FRALE
LokiStack pod #£ OpenShift Container Platform $£&% pod R4S ECE T 22 3% IP SEREIFF#EA
crashloop R, (LOG-3814)

ELREFHZ A, AR tls.insecureSkipVerify FEX1% &/ true, Cluster Logging Operator &
ERAERNEE, Fit, YA IERRIER, Operator TTikFE#E L % F Elasticsearch,
XA NRAR, BMEZRAT tis.insecureSKipVerify, Operator th 24 IEFRM TLS ECE.
b, BBk IR BIIE, Bt AT LAR I 4 £ B Elasticsearch, (LOG-3838)

TELREF 2 A, AR Cluster Logging Operator (CLO) &2%53% % Elasticsearch Operator,
CLO pod %4 L REMIBR Elasticsearch X IE R, EXMhRAS, CLO EEREMEE
Ol RRIPTHIA B E, B, %A Elasticsearch Operator Bf A~ F 7R 5 Elasticsearch fif|f&


https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838

MFEMEREE, (LOG-3763)

1.3.11.2. CVE

1.3.12

& TR AE$E OpenShift Logging I2FiE1%EE 5.6.3,

1.3.12.

o TEIREFZAI, Operator FMXFH secret 5 R FMEREMS ., EXMhRA
H, Operator fFILIE BFMETE secret B, (LOG-3717)

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215

CVE-2023-0286
CVE-2023-0767

CVE-2023-23916

.Logging 5.6.3

1L EFHIRXER

BI1E LTFD

o TELLREFTZAL, Fluentd WESRTXHFIKTFHETE /var/log/auth-server/audit.log 1 #J OAuth &
SREM, EIXMRAR, Fluentd SIEKIXLE OAuth BREMH, MMARRTXANEE, (LOG-

1.3.12.

1.3.13.

L& ITRRASHE OpenShift Logging FRFHE1REE 5.6.2,

1.3.13.

3729)

2.CVE

CVE-2020-10735
CVE-2021-28861
CVE-2022-2873
CVE-2022-4415
CVE-2022-40897
CVE-2022-41222
CVE-2022-43945
CVE-2022-45061

CVE-2022-48303

A&tk 5.6.2

1L EFHRER
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https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
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TELOREHZ AL, WERZARE systemd HEMLAREFRLE level FEX, TEiXMRA
B, level FERERIEMAIXE. (LOG-3429)

TEMREH 2RI, Operator REEiRHTE OpenShift Container Platform 4.12 i E &R A L £ KA
RAREL, EXMhRAS, Operator &K OpenShift Container Platform hRAE E#IE1E, MM
R T XA A, (LOG-3584)

EREH A, QIB—1H A default (£ ClusterLogForwarder B & X FRE(CR) A RERK
EAE R, TXMNRAH, XMELHERNERES. (LOG-3437)

EMREHZAI, 2 ClusterLogForwarder BE X R (CR) BLi& T 2 MNEEN, S — 1Nl
WENBIN, BESR Pod REH, X MRAH, HHSIEFZHEBHIIIEE, MMAER T X0
W, (LOG-3559)

ELREBF A, WESR Pod EORBRERER., HXMTMAH, BENVWERIFASBITES.
(LOG-3608)

LR ERH AL, HNTRASMBFHMERT Operator WERHEIMRA, XEFTELREIBRA, X
MRAER THACTERE, UEURTHIR—RIREHZTHRAREEEKF. (LOG-3635)

1.3.13.2. CVE

CVE-2022-23521

CVE-2022-40303

CVE-2022-40304

CVE-2022-41903

CVE-2022-47629

CVE-2023-21835

CVE-2023-21843

1.3.14. Logging 5.6.1

& fThRAE$E OpenShift Logging 2FiEIREE 5.6.1,

1.3.14.1. BFERES

42

FEHREH A, ZEBRSERETUREIRE TLS IEBEHRS querier B8, EXMRAAH, &
#23H querier AE@EIT HTTP #H{T@1E. (LOG-3494)

TELLREHTZ R, Loki Operator A E 1% E LokiStack CR BPIRE, X & FBUSH RS
B, EXMhRAR, Operator REFUHRMREFERERH. (LOG-3496)

EIREHF A, 4 kube-apiserver-operator Operator f 7 Webhook BIE IR, Loki
Operator Webhook fR$5 282 5B TLS %, 1EiXMRAA, Loki Operator Webhook PKI
Operator Lifecycle Manager (OLM) &2, MR T iXNAE, (LOG-3510)

HEMREH AT, LokiStack Gateway Labels Enforcer &EE R WA M /RERARMWHE ST
TE2RIT A ME LogQL EHEMRAENTE 1R, EXMRAR, LokiStack LogQL XX iFH B
IMERBRAITRZE T 8RR, FERXN G, (LOG-3441),(LOG-3397)


https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559
https://issues.redhat.com/browse/LOG-3608
https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494
https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
https://issues.redhat.com/browse/LOG-3397

B/1E RITEIL

FEHREHZE, MRSNMIZHESHEBGZE, —LEaS s, NE A Elasticsearch Bt
TR, TEIXNRAR, THSAERIRZEPMNR, MR T XN, (LOG-3463)

TELREF 2 HI, F} OpenShift Container Platform 12#l&# logging-view-plugin 2 [B] IR FE
%, Red Hat OpenShift Logging Operator F3& A F OpenShift Container Platform 4.10 £

B, TEXDhRAA, #HHEALLS OpenShift Container Platform 4.10 EER#EH] & IEHAERK.
(LOG-3447)

EREH 2 A, ClusterLogForwarder B E X FURMMASE R hIRES| AL EEEHNE
BRRFICRE. EXTHRAR, EERERKIE, (LOG-3477)

1.3.14.2. CVE

CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

CVE-2021-35065

CVE-2022-46175

1.3.15. Logging 5.6.0

bR A & 3F OpenShift Logging Release 5.6,

1.3.15.1. FH@EA

EEFICTIRA 5.6 1, Fluentd B#FH, ITHEUGRHMLITIRASMER, ‘L08R ENRIATEMEL
RIREX AN IIEENREFERAEBEMTE, EX NN AERESUSE, FEEMER, /E5 Fluentd 9E
KR, B LUER Vector,

1.3.15.2. TheE 53

EXMNRAS, HEILEKS OpenShift Container Platform S£EfERMMBZE R RS. (LOG-
895)

FEXNHRAAR, EAILGE LokiStack BE X HIR (RILELHERE) KABMHEF. 80RNL
RIS R B RIEFH, (LOG-2695)

TEXANRAA, Splun B H & A B R A% LS, (LOG-2913)

TEXMHRAA, Vector e T Fluentd #E N BRIABY Collector, (LOG-2222)
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https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-3447
https://issues.redhat.com/browse/LOG-3477
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/security/cve/CVE-2021-35065
https://access.redhat.com/security/cve/CVE-2022-46175
https://access.redhat.com/errata/RHSA-2023:0264
https://issues.redhat.com/browse/LOG-895
https://issues.redhat.com/browse/LOG-2695
https://issues.redhat.com/browse/LOG-2913
https://issues.redhat.com/browse/LOG-2222

OpenShift Container Platform 4.12 H&idx®

XM hRAH, Developer 8 LU [A|1Ei21T OpenShift Container Platform 4.11 R E S kR4
MEE PR EDEEIH Log Console Plugin FREANTE TEAFHBE. (LOG-3388)

EXNRAS, EAREMNEESE—1NFE openshift.cluster_id, ©2E8% Operator BIEEEH
ME—IRAR, A LAMERLL T 44 EE clusterlD {5 :

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

(LOG-2715)

1.3.15.3. EHIn)E

FEHREFZE, MREZNMIFHESHEBNRIZ, FHFE—LHEHEE . FR/, I Elasticsearch ¥
EHEE, BTSSP BN FMRR Elasticsearch BIRRS!, X AN R EEY— /N Im s A2
RAREMPRFBEHRARE, ERZERIN— N RZER, (LOG-3463)

1.3.15.4. B IRMEE

44

FEMREH A, WREMERT Kibana BE YR, OpenShift Container Platform Web #£#1&
JFAREE T RE Kibana BUBEHE, TEX/NARAH, MR Kibana BE L IR AMIFRIZEE ., (LOG-
2993)

FEWREH A, BT EEEEEIS NS RRENNARFEERE. EXMRAH, Lok
Operator fEMHIBE— N EEACNMERACHTE, RFBEIERNEARRFRE. (LOG-3072)

LR E 2B, Operator FE{EF LokiStack #E- N B B S 6ER IR T
ClusterLogForwarder B & Y FRAE LHEMR B E L. EXMNhRAR, Operator RIELL
12 ClusterLogForwarder BE Y FIRMN S B E B SBINEHEEFH. (LOG-3090)

FELREH 2], CABAREN CAEEHE Loki WBELTR, MMFE CAKey BSIERKAER
(0mR) WFHIEHRRE. X DRAD, BSRIIELE I —PREBFERE, BATFHERXAN
%, (LOG-3331)

TEMREHZE, 1E LokiStack BE X HIRE XX BHEIME, RSBIELE LokiStack 5
l, MZFE ReplicationFactor 77 1, EXMhRAAH, Operator HEABA/NZELEFME,
(LOG-3296)

FEHORERTZ AL, HEH JSON i mERITERFE, MAE L structuredTypeKey =
structuredTypeName &, TEXMRAH, EFEHIEBEE A Elasticsearch
if, structuredTypeKey =% structuredTypeName FREMI(E, (LOG-3195)

TEMREHZ A, Elasticsearch Operator Y secret Gl HH S FFEIEHMINER secret, EXH
A, A secret RMIEFALIE, (LOG-3161)

TELRE T2 B, Operator AJLUFE Elasticsearch 2 Kibana BB TSR SES, i AM BRI E L0
K523 daemonset BITEEN, TEIXMhRAH, Operator RSB SR AN A, (LOG-
3157)

EMREHZFI, Kibana H—EER 24h OAuth cookie 1T HAIf[A], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 5513,
EX M RAHR, Kibana B OAuth cookie 13 #iif[A] 5 accessTokenlnactivityTimeout F#5, 2R
INME N 24h, (LOG-3129)

ELREFTZ AL, WA BTRM Operator BAER B 2RI BH a1 2 FOIR, XS
BEFEM HTTP 409 MR, TEXMNHRAR, Operator REEZIHERNR, NERDVHEKIEE
SR OEHEHE, (LOG-2919)


https://issues.redhat.com/browse/LOG-3388
https://issues.redhat.com/browse/LOG-2715
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-2993
https://issues.redhat.com/browse/LOG-3072
https://issues.redhat.com/browse/LOG-3090
https://issues.redhat.com/browse/LOG-3331
https://issues.redhat.com/browse/LOG-3296
https://issues.redhat.com/browse/LOG-3195
https://issues.redhat.com/browse/LOG-3161
https://issues.redhat.com/browse/LOG-3157
https://issues.redhat.com/browse/LOG-3129
https://issues.redhat.com/browse/LOG-2919

B/1E RITEIL

EHREEF 28, Fluentd Y level #1'structure.level FERFTBEEA EREIMIE, fEIXDIRA
F, ENFERNEZER, (LOG-2819)

TELREFHZ A, Operator FRERFAE CA G TIETR, #EE%M%@F@&%%H&%%&
XN RAR, Operator RTESHLLNERIBER, FHEAEEEMNHARETEER, (LOG-
2789)

Eltt/XE%?Zﬁu BEICRENE B AR BRI REIMR, X MRAH, BEICRENE

KINHEAE R, (LOG-2315)

TELREHTZ AT, Fluentd pod HERE/GH JSON BATRINESSEERER. EXMNRAR,
FTRETREERFR. (LOG-1806)

EMREHZEI, must-gather FlIATE5ERK, EH oc FEEBE AR SRR BRH
7, XA D, oc X XHEREEAIR, must-gather HIAT LIKIITER. (LOG-3446)

FIREH AT, BEKRES SCC AILIBH R ERHM SCC, MMSBKREKHFTTH, &
XD RAH, HEREKRESR SCCHLEN, HmREMAETHMSCC, (LOG-3235)

FELREF A, MEHRDFE sequence, SHIRINE fluentd A, EHILIRERD SLFRANFVFE
AL, TEXPMRAR, FE& openshift.sequence 25 MNEIEHHEH, (LOG-3106)

1.3.15.5. CVE

CVE-2020-36518

CVE-2021-46848

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.4. LOGGING 5.5
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https://issues.redhat.com/browse/LOG-2819
https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680

OpenShift Container Platform 4.12 BRIl

=1
HEICREN— NI RENABRE, ©B—DFRETF OpenShift Container Platform B

&% EH, Red Hat OpenShift Container Platform £ & EHIRE #d T X ITHRAFES
R

1.4.1. Logging 5.5.18

% TR AE$E OpenShift Logging I2FEEREE 5.5.18,

141 BFERES
o

1.4.1.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.4.2. Logging 5.5.17

& TR AE$E OpenShift Logging I2FiEREE 5.5.17,

1421 BEFHRES

o TEUREH A, FHRBESTRERANENRSBEZRNVIERFRAEMRN, EXDRE
B, B HERRERRIEIRE D EHBHARNRTFRE. (LOG-4688)

1.4.2.2. CVE

e CVE-2023-0800
e CVE-2023-0801

e (CVE-2023-0802
e CVE-2023-0803
e CVE-2023-0804
e (CVE-2023-2002
e (CVE-2023-3090
e (CVE-2023-3341

e CVE-2023-3390
e (CVE-2023-3776
e CVE-2023-4004

® CVE-2023-4527
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2023:6791
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5542
https://issues.redhat.com/browse/LOG-4688
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3341
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527

BI1E LTFIC

e CVE-2023-4806
e CVE-2023-4813
e (CVE-2023-4863
o CVE-2023-49T1

e CVE-2023-5129

e (CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630

e CVE-2023-35001

CVE-2023-35788

1.4.3. Logging 5.5.16

& {THR A B % OpenShift Logging F2F#E1REE 5516,

1431 BFHEREE

o TEMREHZAL, LokiStack MIXRIZHFFRIUAR, Ht, XRFBUSRMBNLGER, X
MNRAR, Loki MX% 17 LB BB 5% 17 R RX A A, (LOG 4434)

1.4.3.2. CVE

e CVE-2023-3899
e CVE-2023-32360

e CVE-2023-34969

1.4.4. Logging 5.5.14

& {THRA & $E OpenShift Logging F2FHE1REE 5514,

1.4.4.1. BFHERES

o TEHREFH A, MEWEREB/LTRXEBAEPEILLTIEIRER : thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7%
XMRAH, 7E Vector WERHPARERXNEHIR, (LOG-4279)

1.4.4.2. CVE

e (CVE-2023-2828

1.4.5. Logging 5.5.13

& {ThR A &% OpenShift Logging F2F 1R EE 5.5.13,
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https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997

OpenShift Container Platform 4.12 BRIl

1451 BFEIRMES
o

1.4.5.2. CVE

e CVE-2023-1999
® CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e (CVE-2023-24329
e CVE-2023-26604

e (CVE-2023-28466

1.4.6. Logging 5.5.12

& TR AE$E OpenShift Logging I2FEEREE 5.5.12,

14.6.1. BFHERES
o

1.4.6.2. CVE

e CVE-2021-26341
e CVE-2021-33655
® CVE-2021-33656
o C(CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e (CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
® CVE-2022-3522

e CVE-2022-3524
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https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3494
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-25147

CVE-2022-25265

CVE-2022-30594

CVE-2022-35252

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43552

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-35252
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43552
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394

OpenShift Container Platform 4.12 H&iL¥

o (CVE-2023-0461
e CVE-2023-1195
e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-22490
e (CVE-2023-23454
e CVE-2023-23946
® CVE-2023-25652
e CVE-2023-25815
® CVE-2023-27535

e (CVE-2023-29007

1.4.7. Logging 5.5.11

2 TR A2 $E OpenShift Logging R HEIRES 5.5.11,

1.4.7.1. BFHERES

o TELLREF A, TEBIRGHEBEBESK LIS, £ OpenShift Container Platform Web
PREIE FRo iR RSB R, EIXANARANAR, BT LAE A B FN3E S SR B DD N (RSB, (LOG-4102)

o TELLREFH AT, = OpenShift Container Platform Web 2l & ## Show Resources S AR

FEAEAE BN, X DRAAR, @BiT1EE Show Resources FEHEEHITHRE SRAR RN A, LA
BNMASRENTERLR. (LOG-4117)

1.4.7.2. CVE

e CVE-2021-26341
e CVE-2021-33655
e CVE-2021-33656
o (CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
® CVE-2022-2795

e CVE-2022-3028
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https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028

CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-24765

CVE-2022-25265

CVE-2022-29187

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-39253

CVE-2022-39260

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721
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https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
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® CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195
e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-23454

® CVE-2023-27535

1.4.8. Logging 5.5.10

& {THR A &% OpenShift Logging F2F#E1REE 5.5.10,

1.4.8.1. BFHERES

o I REFH AL, OpenShift Web &M B E 10 E M EHEHTE LokiStack o3& 1A R R iR —
MERTAR, EXPMRAR, B EREBMNESESR, BERESMMAEE R 1A LokiStack
BIFEAER. (LOG-2874)

1.4.8.2. CVE

e CVE-2022-4304
e (CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0361

e CVE-2023-23916

1.4.9. Logging 5.5.9

2 ThRA2$E OpenShift Logging R 1IREE 5.5.9,

1.4.9.1. BFIERES

o TELLREFTZAL, Fluentd WERNMF R FHEAFAFHIKFHIE /var/log/auth-
server/audit.log F# OAuth B X E#H, XRFH OAuth RSFHEREHEESTTE, XD
hRA A, Fluentd Ya5E28:8@5 M OAuth IRSSHIRATE B REHRABRIXAN A, SEFEE
/var/log/auth-server/audit.log FEIEKEH, (LOG-3730)

o TEUREH A, HERGHCETEEERAESNBENME, EFRBREES, X2F
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https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730

BI1E LTFD

BB E, SEGHEHEE, MEMBENERE, EXMRAH, 7£ JSON fEiTa1, B
BERBHESRVEESFER. Hit, AERKREMBENERDEEHER, BIECIIHEE
ZEZNE/MH, (LOG-3767)

1.4.9.2. CVE

e CVE-2022-4304
e CVE-2022-4450
o CVE-2022-41717
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.4.10. Logging 5.5.8

2 TR A2 $E OpenShift Logging R 1I#EE 5.5.8,

1.4.10.1. BEFHERES

o MM REFH A, systemd HEFDERD priority %, E NIKNESRINMAILE level ZEXH T, £
XA R, XLEFERWIEHZE, MR T XNRH, (LOG-3630)

1.4.10.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
e CVE-2022-4415
® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
e CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.4.11. Logging 5.5.7

& 1ThRAEIE OpenShift Logging RFFEH1REE 5.5.7,
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https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
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1411 BFEFES

TELREH AT, LokiStack Gateway Labels Enforcer &1EFE AT A /RERARNMAEEIIE T
TEERIT N AEMB LogQL EIEMMTIE IR, EXMRA, LokiStack LogQL KISz HHi B
IMERIEXTRS L RS, FERIAN R, (LOG-3534)

TELREFH 2 HI, ClusterLogForwarder QEXm/ﬁ(CR)TAJ—f syslog iautle’J TLS ZiE(Z 44
Fluentd, MM SBUL A TP EIE IR, TXMNRAH, EIERTLAERMZ 54 Fluentd, MM
BRR T XA EE, (LOG-3533)

1.4.11.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.4.12. Logging 5.5.6

& 1THRA &% OpenShift Logging F2F#E 18 E 55.6,

1.4.12.1. B ES
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FEUWREHZA, Pod REM AZHIZ IG5 podSecurityLabelSync = true 7RINE!
openshift-logging e &2 [HF, XRSHEKIIEENLREERKER, EI Collector pod A&
B8, FEXMRAR, $7% podSecurityLabelSync = false AR BB R 275, WEESR Pod &7
HAERE., (LOG-3340)

TELLREFH 2 FI, Operator K& console &#EH, BMEEEHPRERAE. X5
Operator BRifit. TEIXARAR, WREEMIKF&B/EA console L&, Operator RIEEIZ
17, BFRE%RE console 1E, (LOG-3407)

FEHOREH A, UM — DA FERESERERETEVIMIES 253 Operator BRI,
B*FEERE T Red Hat Elasticsearch Operator, 7EiXMRAR, XANAHE#HIRE, Operator I
ERIEE, BEHFH5IATLUNSIRERTHEXME-, (LOG-3428)

TELREF 2R, Loki Operator RERE LokiStack XM — P RIA, MAEERTIEMIHEE AN,
EXMRAR, RIBFAEXNEBEBRIAL. (LOG- 3478)

FELOREFH A, RSN EREGHERNIZ, —E#aE R, NE A Elasticsearch BT
FFRMW, EXNRRAR, TRELEBRASEPNS, MR T XANEE, (LOG-3341)

FEREH A, BEICRUEESHSESHFERARM OpenShift Container Platform FAF AR
IhEg. TEXMhRAA, IEEMERLITRAR LR R I, (LOG-3467)

EHRE R Z A, CIusterLogForwarder B E LRI ER IR E — NS N E BRI
47( B, MmSBUEESR pod B 8-10 WESS. EiXhRAH, ClusterLogForwarder B7E X iR
HFRBVMF AT LUE S AR R XA AR, (LOG-3469)

TRt EE K ClusterLogForwarder B L IR outputDefaults FE&H spec Z i, Aﬂ&wﬁﬁf}ﬂ
B FAEAM Elasticsearch B R, XRZMERAIUEIETH, BFESXELTATFRIZ
Elasticsearch fFi#II@ 5 AR LEE, (LOG-3342)

TELREFZ A, OpenShift CLI (oc) must-gather BIA% B 58, K/ OpenShift CLI (oc)@&

E—NEEEANRRELNBEZENSER, EXMHRAF, OpenShift CLI (oc) W XHREE
AMRR, must-gather BIARF LA INSER. (LOG-3472)
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https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472

B/1E XTEL
® {rIt/RE#TXZAI, Loki Operator Webhook k553820 ILS fH1R. X THRANH, Loki

Operator Webhook PKI B Operator Lifecycle Manager BIZ/7 webhook BHEREE, MR
T XA A, (LOG-3511)

1.4.12.2. CVE

e CVE-2021-46848
e CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
e CVE-2022-2521
e CVE-2022-2867
® CVE-2022-2868
e CVE-2022-2869
e CVE-2022-2953
o CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201M
e CVE-2022-42012
e (CVE-2022-42898

e (CVE-2022-43680

1.4.13. Logging 5.5.5

& TR AE$E OpenShift Logging I2FiE15EE 555,

1.4.13.1. BFHERES

o TELLREHZAL, Kibana BH—EIEM 24h OAuth cookie 1 HEI [H], 24
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 513,
X hRAR, Kibana B9 OAuth cookie i #ilf [A] 5 accessTokenlnactivityTimeout [F35, 2R
INMEN 24h, (LOG-3305)

55


https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
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TELEREFHTZE, Z/5H JSON i mZ#ATE R F R, MmAE X structuredTypeKey 5%
structuredTypeName &, X MRAH, EFEHIEBEE A Elasticsearch
i, structuredTypeKey % structuredTypeName FREMIE, (LOG-3284)

R ERH AL, HHEIIMBEERFIARRBM—HIRER, FluentdQueueLengthincreasing
ERATRIEMA, TXMNRAER, EHYTIRE, FERISERMBNINE. (LOG-3226)

L REFZ AL, Loki A FHEEIIMT S HMEHPHNAREM, X MRAP, FaRFEE&H
SEREINELZEMNRIERE CA MBI R FHXLERE, (LOG-2860)

TELREH 2B, OpenShift Container Platform Web #2#& A 7 L&A FEE S Loki B CAIES
#) ConfigMap 5, MTSH pod 7% HE CAMIER TIZ1T, EXMRAF, Web #HI&EHS
AILLEERERERR Y, MR T XA, (LOG-3310)

EIREHF A, CABRHARER CAEHT Loki FHB LT, MMEH CA RASESERRE
F (NR) FEIEERRS. EXNRAFR, BATIELC N — I REFRS, AT
A, (LOG-3332)

1.4.13.2. CVE
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CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048


https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662

OpenShift Container Platform 4.12 BRIl

o C(CVE-2022-22844
® CVE-2022-23960
o (CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
e (CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e CVE-2022-30293
e (CVE-2022-34903
o CVE-2022-36946
o CVE-2022-37434

e CVE-2022-39399

1.4.14. B&i0 < 5.5.4

& TR AE$E OpenShift Logging I2FiE15EE 5.5.4,

1.4.14.1. BEHEFES

o TELLREEFTZ AL, mﬂ%ﬁl#ﬁ#ﬁﬁ WERTEFPHNERRSREETE NS (R
BHBEXRIES {}) HEX. BEHEH, MISBHENE RO IR, EX DA,
fRMT 2R ] LUE A A IR e 2 ﬂ @oemMm

4 e 0 a2 - —_— . . . (L I ] UG N S LA = nmmdnA ce—m = e AL

58


https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042

BI1E LTFIC

L REF#TZ AT, Operator Al LATE Elasticsearch % Kibana B8 A2 IR, 45 A#HIBRAUEE FT 0]
B UNEE2F daemonset BITEER, FEIXPMRAH, Operator RSB RFRIX AN AR, (LOG-
3049)

MR EH AT, FRERERFER Vector WIRESREI, XNERKRI Vector EFRIFFER
EHIRHER, BEARIURTAMAKESRIEH, (LOG-3127)

TELREFZ A, Elasticsearch Operator #J secret Al ZHH RFFLLEHNHIAER secret, FEXD
A, A secret RIRIEFALIE, (LOG-3138)

FEWREH A, HE must-gather FIARKBIEMMIIR T THMITHAME, EXMRAF, KE
MTHEA /must-gather SLHREIE, (LOG-3213)

EIWREHF A, ERLEEREP, Prometheus exporter [ IPv4 EMAR IPv6, TEIXMHRA
B, Fluentd & IP kR4, FEFA 0.0.0.0 (IPv4) =X [::] BT IPv6, (LOG-3162)

1.4.14.2. CVE

1.4.15.

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509
CVE-2022-2588
CVE-2022-3515
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-23816
CVE-2022-23825
CVE-2022-29900
CVE-2022-29901
CVE-2022-32149
CVE-2022-37434

CVE-2022-40674

A&idk 5.5.3
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https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
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AT

krA &3 OpenShift Logging F2FHHIRIEE 5.5.3,

1.4.15.1. BFHERES

o FEIREHF A, HAGEWELHEENBEFRESERBEEFE, ZFEEXZEFEKXR, EXMR
A, R T 451910 B SR message FE, LUBABRIIKRND, (LOG-2759)

o TELLREF A, WESRECELR T KA WES. default-log-store F visualization pod B9H
&, BEEE gz XHHEREENVBE, EXMNRAS, £ collector, default-log-store, #11
visualization pod 9 .gz FERY 44 H &L 2R, (LOG-2844)

o MELLREHZAL, HERESMRAENARAFH pod BIIERE, FREEHRT, EiXMhAA,
INRMRIETTHE ASILEUE KB R, NANERGEN. (LOG-2884)

o TELLREHZAL, pod STHIBAI LB RIAIEMGENR, F @ EE R SHERTSI A, LERH
ARRENBEHDEN pod THIEHEIAR, LUESNHEEAREATLIMIIER, (LOG-3046)

o TEILREFTZHI, 1E OpenShift Console Logs 1 A% unknown severity HEBR T
levelzunknown EMH &, EXNRAAH, RIFBKRA“EMELTLIER, TUEESERHIUK
# 4 level=unknown B HE, (LOG-3062)

o TELLREFH I, KiEEF Elasticsearch B KIL KA —1 %N write-index WHIANFEE, Hia
EBREAEMENRSIET. KFEARRBEEREN—ED, TEXMMAR, XNMFERNTEL
%, (LOG-3075)

o [EEFHMIMAIE Pod Security Admission Controller BIHEH, 1RIEL Bk 2 [H] 25 E A58 i
REVVERBEE Pod, TEIXMRAR, Operator UK R AIFFIGIITHIZT, MAENZS
FHITEEHER, (LOG-3077)

o TELLREFHT AT, Operator fEfE LokiStack N BRI B EEZMERHIER T
ClusterLogForwarder B & Y FRAE LHEMR B E Ui, EXMNhRAR, Operator RIELL
12 ClusterLogForwarder B Y FIRIN S B E L SR HEHEFHF. (LOG-3095)

1.4.15.2. CVE

e CVE-2015-20107

e CVE-2022-0391

e (CVE-2022-2526

e CVE-2022-21123

e CVE-2022-21125

e CVE-2022-21166

® (CVE-2022-29154

e (CVE-2022-32206

e (CVE-2022-32208

e (CVE-2022-34903

1.4.16. H&iL% 5.5.2
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https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062
https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903

B/1E RITEIL

& ThRA B $E OpenShift Logging f2FiEIREE 5.5.2,

1.4.16.1. BFE A ESE

o TEHREFZAI, Fluentd YEEBRHEIRINIFETE OpenShift Container Platform i1 K& #Y
N, WEFREBUUXLER, FHAIEMBENARE, MMmER T XN, (LOG-1823)

o FEIREHF A, RoIBBARIMAKERSIBHAELZ N EFTRN ERFTHRS| AT XD
kA, RE|IBHREMENR. (LOG-2644)

o TELLREFTZAI, Kibana BEAKRTESRBIETHIER TIXE caCertificate {H, 7EXMhRAH, T
1% & caCertificate {H, (LOG-2661)

o TFHREHFZA, WERKIINHNERERSRENRERANSHALAEESHR, TXThRAS,
TR A 5 F O ER B S8 aT LUR RX AN AL, (LOG-2859)

o TEIREFZAI, 4 Loki Operator | E2RERE QB pod #iE IXMMAEEIEAE Linux BIERS
B R (ANRIXLTT REEIZ1T Operator WEEFTRIA) , EXNRAAR, Operator 4R
node-selector Bt ANZE pod & X, % E XA pod HERETF Linux W& L, (LOG-
2895)

o TELLREFTZAI, OpenShift #%]& BEMEFARRBEEMSIEEE, B LokiStack MK
F1E LogQL Mg mdl, TEXMhRAR, BTEMES 7 XA A#, OpenShift Console Logs il
/] DURHE™ EMEHATITIE, (LOG-2908)

o TEMREHF AL, EM Fluentd NESRIREMRBHMN AEFE, EXMRAS, REME
U BB FT [ 3R ALY timestamp FE&, (LOG-2923)

o TEIXREHF AN, FHiFHEFEE level FEERSHAEHEHIER, EX DA, EHIT
BH&ICK AR level FEE AT LARRR XA A, (LOG-2961)

o TELLREFTZAEL, MREMERT Kibana BE X FTIR, OpenShift Container Platform Web 12l &
JFAREL T RE Kibana BUBERE, TEX/NARAH, MR Kibana BE L IR AMIFRIZEE R, (LOG-
3053)

o EIREFHZAI, % ClusterLogForwarder B7E L HRE LT JSON T, &4 rollover {£
FERANBERS|, EXTHRASH, FHRFITHE, (LOG-3063)

o TELLREH AL, LM TE Loki Operator 5.5 B EMIFR T LokiStack i, I Loki
Operator 5.4 QM FTRMERE, EXMRAH, FIRE owner-references 8 5.5
LokiStack, (LOG-2945)

o EIWREHF A, ArTEEBEEENINMGRZERNNBREFEE, X MNRAR, Loki
Operator R BB — 1M EBEABNERAGRHE, RTFRAEENARRESE, (LOG-2918)

o TELLREFTZAEI, £A cluster-admin FFINHIA 7 LA R B &I KZH & EREEEMEE
HITA . EXNRAR, BINRESHET &, 1580 cluster-admin #1 dedicated-admin 2
B9 A PR A admins, (LOG-2970)

1.4.16.2. CVE

e CVE-2015-20107

e CVE-2022-0391

o (CVE-2022-21123
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https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
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1.4.17.

CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

Logging 5.5.1

& fThRAE$E OpenShift Logging f2FiE1REE 5.5.1,

1.4.17.1. ThaEi8 s

L HEKILKEHIE (Logging Console) fEH#EERN, I8 ¥ Aggregated Logs 1R
HNZEJ OpenShift Container Platform Web %5 #) Pod Details T{EH, LthINEEEa(GERF
OpenShift Container Platform 410 REHEIMA, (LOG-2647)

LthIhEEM 55 4% Google Cloud Logging #ih B & & BT, (LOG-1482)

1.4.17.2. BEFHERES

EHOREHTZ AL, Operator TBiEHMR pod B4, XRSFBREHEEHES IERARFRENRK
Bo XA, Operator RIEE /S FEH A pod BIFFHT pod FRIEH ready, IXSERX
NMAE, (LOG-2745)

R EEH 28, Fluentd B TEIRT] Kubernetes &R AR, BARASIENARER,
EXNhRAS, B RELBFEFAZBNMEENEESEIEIE, (LOG-2995)

FEHREHZAE, RNNZITHEHIERON S S HNERR B E IO RE L RHRM B, X
hrAdr, AREREREIEM. (LOG-2801)

TELREHF 2 A, FX OpenShift Container Platform Web 2l & BRI FIFRS1E Query FEX
NERERE IR, TEXARAR, H Query FENZEN, BilFRAER AL, (LOG-
2917)

1.4.17.3. CVE
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CVE-2022-1705

CVE-2022-2526

CVE-2022-29154

CVE-2022-30631

CVE-2022-32148

CVE-2022-32206

CVE-2022-32208


https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208

B/1E RITEIL

1.4.18. Logging 5.5.0

& THRAEE : OpenShift Logging 2R HIREE 55.0,

1.4.18.1. ThEEIR 5%
o TEIXMRAF, EAILUFRBER— pod WARRRZRNELBEE AR TRNERS, EFEALD
fE, M iFERAZAHRIFEEEEBHEM pod, (LOG-1296)
HE

AER JSON L RN ARRFMF. VIR KSREISTNMRE, ATLUARRE AL
HEE, (U5 JSON RAARENBAEORERS. FRENRESSTRGRERIE,
FEAFRE JSON BN AREFHTRE,

o TEXMhRAAH, EETLAEA Kubernetes @155, app.kubernetes.io/component,
app.kubernetes.io/managed-by, app.kubernetes.io/part-of, 1 app.kubernetes.io/version 3
71 Elasticsearch HjtHBIH &, I Elasticsearch fitH X BB LU{#E A kubernetes.labels + &5
A%, (LOG-2388)

o TEXMHRAR, EFT AWS Security Token Service (STS) BISEEFATRES A STS Wil B &R
% ) Amazon CloudWatch, (LOG-1976)

o TEIXANhRAH, Loki Operator 1 Vector & ZIMFATI A NIER L 1T (GA), S BIARAHERX
BLENEFRFFCEMRT, —LAPHIIRATN, #I15HSMH A LokiStack WHKI
KERD.

1.4.18.2. BFHIRER

o TEULREF B, EEE VA E K E Amazon CloudWatch MER AR BAEXHEAZ
M FE, MMSBERLH/AREE. TXTHMAR, MBEFEMLTNREHERER, MMmiE
R T IXAARL, (LOG-2746)

o TEULREFTHEI, Operator FERAM—LE API BARAEFH, FiTTELLUEH OpenShift
Container Platform A/ filikR, 7EXhRAA, KIBTIHSEIZ 27 AP RA, (LOG-
2656)

o EIREHZAI, NZTHRENERE T £ ClusterLogForwarder &8, *5BURESRHAA
crashloopbackoff {5 1R K E. EXNRAFFR T XANAE, ZNEETRSEEHERME—
ID. (LOG-2241)

o TEULREHFH AL, WEERLERNIE UTF-8 FFS1R1FE Elasticsearch FiFH &R, TEXMRA
A, WREERNIE UTF-8 FFS#T4mS, MR R, (LOG-2203)

o TEUHLREHZAL, FFHL T FHRE Kibana FITEEMIT R, EXMhRAA, Kibana ATLAERM R
TEIBAEMHI UTF-8 Ff/F. (LOG-2784)

1.4.18.3. CVE

e CVE-2021-38561
e CVE-2022-1012

e CVE-2022-1292
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https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
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® CVE-2022-1586

e CVE-2022-1785

e CVE-2022-1897

e CVE-2022-1927

® CVE-2022-2068

e CVE-2022-2097

e CVE-2022-21698

e CVE-2022-30631

e CVE-2022-32250
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https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250

B2E

B2EXH
logging RZ AN ARIER B L0,
AEFREMHEMEREE LT, RNel]F#HEEF, &1 OpenShift Container Platform & {ThR AHIEC BT

PleReBEmLE, REZETHAEYURNEE, FEZNIHNEEZ L, MREEAAREFE
MREEEUNEE, ENERRKESE, FE Operator EEMNAZER.

==
INRWJEFT OpenShift Container Platform X REMMELE, EEER Red Hat

OpenShift Logging Operator &N Unmanaged, A #FIEZEHFICKLAH, BFRS
BWEH, BEEEERSRE Managed 7 1k,

p= Y=
BEILREN— DA RENABRE, ©B—PAETF OpenShift Container Platform #J

Z#EH., Red Hat OpenShift Container Platform &£ & EEAKE R T X ITHRARR
.

Red Hat OpenShift B logging @ — M2 IWBIMEDS, UKRNBARER. EMEEMHE T BENISELE
F. EEERBEELESMHIRNRE.

Logging & :
o — N AMEBTWERS
o RALLFEEMEMILIE (SIEM)
o i KATHRENFE
o (RIUFMYHERINZR
o LR2FH - MINAFHHITEE

2.1. XHH APl BE LUHIRE L

LokiStack FF & IEFE#H1T. BRENAFZFFAE AP,

X 2.1. Loki APl IR E

CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESS5 %R
RulerConfig rulerconfig.loki.grafana/v1 ES57 B HF
AlertingRule alertingrule.loki.grafana/v1 57 HXHF
RecordingRule recordingrule.loki.grafana/v1 57 X HF
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22. P FHERE

IR Red Hat OpenShift Logging Operator 1% &7 Unmanaged X5 BEIS TR AT EE 4 -
e Elasticsearch B & X ¥R (CR)
e Kibana E8E
e fluent.conf 30 {4

e Fluentd SFIFHTRE

R OpenShift Elasticsearch Operator 1% & Unmanaged A7, F#EETH Elasticsearch BBE X
.

AR T a2
o EERIAAETR., BT HERRMANBTRILEE.,

o REMBERSMIIE, B EENESWRESRHHXHNAE, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,
FRNREEEREHFICKEESR. ETEERIMRTERERATHES.
o RERSBERIEATHARN, ELXFERMIABEMEL.

2.3. 3EZE OPERATOR By H5EHE

Operator B9 ZEHK L RE T —1 Operator @ BRI R ERRFPHEXAGHNTR, 0R
Operator KB N #ZE (unmanaged) WK, BARARMNEEERRN, BFRRKEIESR.

RRCALUEFREIMERBENAIRRPER, BOTFHERERSEH Operator FRERZF, KHE
BAREREEESNHENEENFR,

AE AL T 3% Operator B WIEZERS :

e Ji3T Operator ACi&

JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, 8, Red Hat OpenShift Logging Operator @it XS BN E E LR
(CR) ¥iAR|IER, T Cluster Samples Operator {88 7 £85EHECE FR.

¥ managementState S#(E X/ Unmanaged E#& Operator f2FHIEBEHNTIR, BA

SHITERRAHBEREE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFINE,

DIk

==
[=]

ST Operator B NHRERER BRI ZHEHGMINEE. RS
AR E E (Managed) RSHAIES HIIF BEMREURS H.



B2E

e Cluster Version Operator (CVO) B
Al¥$ spec.overrides SEURINE| CVO ECEA, LAEEIERGIRENAMBH CVO T HEEHS
=, F—1MHM4M spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BZERIREEIENR :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

g

==
[=]

RE CVO BERFEBIMEBHLTAZHRE. EMRmEERER, ¥

A UEIN R ERFEST RE .

TR, MLIEZFFIREEXREHNERESRBAEEE,
& e LA#E A must-gather TERWEBF XTI B TR, £EIOIFRMEN BT ICRAGRNIZEGE

/CNO

h T IRBIRESL R, 15RHE OpenShift Container Platform #1H &L KBIZHTE R

, AZE{EA hack/logging-dump.sh fIA, XNHEIARFBERE 7T E RRERIE.

2.4.1. XF must-gather TE
oc adm must-gather CLI fn 5 RRE & BN F AR P HREEHE R,
XFBFICE, must-gather 2IEMUTER :
o WBHIGIHIR, 1 Pod. ERERS. SRS, AR, ABAEMSEH
o KBNHIR, SEEEMHIINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (5] 1 # OpenShift Logging iR, &
FEEWRERNERERE. BEEENBSATMEIE

f£i217 oc adm must-gather I, & EXAIB—1 % pod. f£1% pod EWEHIE, HEFEZELL must-
gather.local 7k — B xd, WEREHUFITIEBRPOIE

2.4.2. ﬂﬂl% H Ib\lﬂii&?’%
& eI LUEF oc adm must-gather CLI p 53R IMEF X BEILEKHE R,

$IR
A must-gather RWEHEER :
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. HFAEEZ{% must-gather S BB %,

. B EEIC R %217 oc adm must-gather 45 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6 —/NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

. MNINI G5 must-gather B R GI8—NEZESXEF, B0, EER Linux BIERGHITEN L2

TUT e -

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

C FEZLNEZR P RO R B )RR B _E A S
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% 3 E AEHEHER

5 3 & BHiEIERRR

3L AEFATILFRRE
BT LIEE Red Hat OpenShift Logging Operator BISR A FE Atk B 710 R 4H 4,

3.1.1. & Red Hat OpenShift Logging Operator HIRZ

IR LIEE Red Hat OpenShift Logging Operator B4R,

FRFH

o ZE T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

L

TS, th#E openshift-logging T E :

$ oc project openshift-logging

N
™

TLL T S 4 FKEX ClusterLogging LA :

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
collector-2rhgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh

logstore: 6

elasticsearchStatus:
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- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHEH A, S£EIRESFER LRTE status /N H,
Fluentd Pod BJfE<{E &,

Elasticsearch Pod BI#EX1S 8, &3% Elasticsearch SREHEBIRZ green. yellow = red,

0009

Kibana Pod BYtEX{E B,

3L EREHE RG]

LUF 2% 8 ClusterLogging <{5I#] Status.Nodes 39 89— LE1E 55 2,
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REFUTARABHRREERRT T REBTEENEKMAL, HFERESAEIEALTR
o=l

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBWNRTEERT T REBIRENE KL, FESRFEFREMIHEAMT S

i th 7 Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

BLFUTRBHRESEERT CR B Elasticsearch 17 sk iF B2 S E B MM T SERITE :

it Bl

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTRABIRSERRTIERE PVC TEHEE PV :
it e

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTRTENE Fluentd Pod, B7 7T R8s S5AEM 17 RERAFIREL
o=l

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

312 EFEEKICRAGHRE
EANEES N BFICRAHERS.

FRFH
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L% T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

. 1# A openshift-logging 7 H,

I $ oc project openshift-logging

. BAFEARICRIMERRE ¢

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

. AERRICRBIRERRE

a. IRERBIAREH R :
it e

I $ oc get replicaset

it Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m

elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1
kibana-5bd5544f87 1 1 1 157m

b. IKERBIFERVRE -

I $ oc describe replicaset cluster-logging-operator-574b8987df
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it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

3.2. B A M IEHERR

3.2.1. EFERE Fluentd pod

L &0 ClusterLogForwarder B7E X FR (CR) I, #03R Red Hat OpenShift Logging Operator &8
BEIEFHERE Fluentd Pod, ERTLAMBR Fluentd Pod iR I EFEE S,

TR

o RBEHIET ClusterLogForwarder B E L ¥R (CR) &R,

R
o ZITLLT M4, MIBR Fluentd pod LU FIEFHERE :

I $ oc delete pod --selector logging-infra=collector

3.2.2. Loki & Z Rl FE 1% PE HERR

#NR Log Forwarder API {81 BERRFI R E(E B A E Loki, Loki RERERRHI(429)5H 1%,
Eb@ali_fﬁ‘é%EIE.%Tﬂ’EL&q:'?ii a0, 2% logging RMEIBEEBF XL RAEMEEEFN, logging
I_t ﬁ*UFHI)LEEIb\%EET_J E‘%Hﬂﬂﬁiﬁﬁ%%amo EJX*FFI%E/R-F ﬁﬂ%/a\\ﬂﬂ%ﬁﬁluﬁ’]ﬁf;d\:.':‘j
ﬁilﬁfﬁ [ EIRRA IR, FEAZERAF F BN e 2R R R EI 1R,

IR E PRI R L L 4, 1WA LLBIT 15 TR LokiStack B E X HHIR (CR) AR R I 0] {1,

BE
LokiStack CR 1£ Grafana £ &/ Loki LA A, AFEHAERTF Grafana I£ER Loki AR
4583,

Conditions

® Log Forwarder API B2 & 7% H & A El Loki,
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o Iu\Eq;é/Jhrj LOkI ﬁ j(:.F 2 MB E’J/ﬁ/u\ij%o @Uﬁﬂ :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCO0YWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERLT TS
E»LJ\-F% i/én_az Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £i5%H B~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 851558 2=

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EERBLERNBREBRIX MR, B8, 7E LokiStack ingester pod A :

Loki ingester £51%H 2= A1

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
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spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize F & E L B MNEHERI AN R AR ERRFIRGIAN (L MB H#
fir) o XMER—NERS, FILEXENEDTEEMESFERPIHNZAEERN, T

#¥F KT ingestionBurstSize HEHENFE K,

9 ingestionRate FREFWRARAHFAEZNPIRE] (UL MB AHA) . MRAEEXB L
BRE, MHIERRRH R, BRESFSEXLZEAET. RB2ZFIEBETRE, REH

RTERE R FRER TR R,

3.3. BERICKE RN FEHERR
B LMER U T SRR EREPHNEEIC TR ER,

3.3.1. Elasticsearch £EEERIRX S NI A
D—PNEPRREBKREEDEAT M. FHAUTEENSEREITHREDR,

st

N
AP —LLEHoER $ES_POD_NAME shell 2223 5| Elasticsearch pod, MRZEBE#EMAIH
REFIFRIGR S, BUIFLZE1%E AN Elasticsearch R A MMIE,

IR LLEITLA T ép 45 2R 51 = A Y Elasticsearch pod :
I $ oc -n openshift-logging get pods -| component=elasticsearch
TUTHS, EFHHM pod Fi%E& $ES_POD_NAME Z & :

$ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S &R $ES_POD_NAME %&£,

i =
1. IZfTLAT 84S, K Elasticsearch £EHEBRIWRHRIERBERERE WA A ¢
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
2. BT TS, FIHEMASERENT S
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v
3. IBITLAT 4, FUH Elasticsearch Pod, FHEE(]5 L—% e Sk H e T T E ¢
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I $ oc -n openshift-logging get pods -| component=elasticsearch

4. FNRFLE Elasticsearch T s B IMMALEERE, 1EHITUTES I,

a. T TSRS HESH L, i Elasticsearch B21%E master T & :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

LT a4, HEFFIE master 9 m M pod HE&IRH :

b. 21T
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

MRFIE T REEMAKE, FTUTHIRERHESATRELRES, FHURKHH

U1

[<|

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

MRFBERTHE, RELRTERSENFLENESMELNZIE,
6. ZTUTSHERNL, RERTARFLEMNES

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of_pending_tasks

7. au%*ﬁ‘ﬁ&iﬁﬁ’]&%, HIREERT, MRePRELEL, HERTEFHERRE, 1HHE
Ly, MENEERERFANNMIEE l%ﬁﬁm B, MRFCBESHREEERY, XRT
wEBEL,

8. MNRMELFBEIELL, HZTUTHSE cluster.routing.allocation.enable {£1% & 7 none,
REEHE :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty
9. AR cluster.routing.allocation.enable #%1%°% none, FiZ{TU TSR EIZEN all :
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'
10. ZITUTRSHEERHH, REEMRSIDARLER :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1. MREEAMRSDARLEHN, HEXBTHITUTSEEREN ],
a. BITUT R ERBRERE -

—_
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

TUTaEREMERSRERE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. BT e R MIBRRR B IREHIN -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

d. BT A4 SRIR MR :

N

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12. MNRBTENFSTREEBRILEBIRE], & HIRMFRES,
T T e BRI BIRE BT

a. J

ey
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. IZITLA T an 5 RMPRLL BB -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. MRZBLBREIBERRENAE, FERETRENESESEELEENEN,

a. 2T T64%, K& Elasticsearch JVM HERAEXREST S :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

ESSHE®, K& node_name.jvm.mem.heap_used_percent FE&, LUAE JVM Heap
FR=.

b. K& ® CPU X, MFEAFX CPUFIAEXMESLER, 1HEH OpenShift Container
Platform "& & 12U ZRMR "1,

HitBR
o EELEAEKRIR
o EBEEIBIABEINRE

3.3.2. Elasticsearch £&85 @ RIAAHEE
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EDP—PEDRMBEIFRD FREDES T R. @1d %2 ClusterLogging B X 5iR (CR) HEY

nodeCount 1531077 =L,

Hi 5w
o BEEABHIABEINRE

3.3.3. BiA %l Elasticsearch 77 S &K K i1 2%
Elasticsearch A&YH 9 B 9 BC4A A EME K AL &BT T 5.

R

A HRE— E‘Sﬁ%’%%ﬁﬁ% $ES_POD_NAME shell ZZ& 35| A Elasticsearch pod, MMREBEZEMAH

R EHIFRNER S, TSI 2Zs 8% & N5 Elasticsearch £ A MME,

IRAI LU 1T LA T an 45 3R 51 vl FB Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BT T84, %EFESIHM pod Fi%iE $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S {ER $ES_POD_NAME %&£,

ff

L=

S

{1

1. BT 4%, HA7EH EEF%E Elasticsearch BT &2 :

$ oc -n openshift-logging get po -0 wide

—

{1

2. BTUTHE, RERSERIENSF :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

—

3 MREBFEAERDEND F, HoTUTSSRESD T R ERVBEZM

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4. ENHIHAF, & Use SILMAEIZ T R L EANHEE T D,
o=l

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
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/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

N SR{E A BVREAL B 0 tLiB T 85%, NI mBMBITEKAILZ, FES R TEBDES T =R,
5. EfHE 4/1H redundancyPolicy, HZTUTME :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging 1R, 1E2TUTR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

6. MRATENT TR BRI, HMERIBRZRSEL,
a. 1IBTLL T4, K& Elasticsearch EFFEZRBIFIRA :
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b. #A%E = LU BREYIRZRS],
c.

TULT an 0 kbR -

ié/
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. 215 % Elasticsearch T S = K1 2%

Elasticsearch & 74553 Fr MiA B 7K (122897 rR B3 7E 7 B Ak % 150 FR F R B R B iR D 7K R 2% B E Y

e
T o

RO R ARETET R, BUIBERZT R E—LZEE, MRFTEGMBEZEE, HXX{mERRM
HEBETR, HERDERRHTRERE LS.
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R

AR — Jﬂﬁn‘ﬁ%%ﬁﬁ% $ES_POD_NAME shell Z5 &38| Elasticsearch pod. iR EEREMAIHY
R EHIFRNER S, T2 8% & N5 Elasticsearch £ A MME,

IR LLEITLA T ép 45 2k 51 = A Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch

BT T &S, EFEFIHM pod 1% & $ES_POD_NAME % £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S &R $ES_POD_NAME % &,

iy =

1. BT 4%, HA7EH EEF%E Elasticsearch BT &2 :

I $ oc -n openshift-logging get po -0 wide
2. EBNT R LR ZEE -
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3 MERBHERENTE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

MRGBHHHEREFREMD R, NRKET T KL SRULEBIFINET 90%,

4. INAAA T R ERVREEZEE, IMRTEGMBEZEE, HEXAERRNFRET R, HEHD
SRTURRME S,

5. B HATH redundancyPolicy, EiZ{TU TS

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEEEDFERA ClusterLogging 7R, 1527 T4

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INRE 2 redundancyPolicy {E= T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HEHERFXNEL,

6. MNRFTEM L R A RN R, ERIERERE],
a. IZ1TLLT 44, B Elasticsearch LFRERBIBIRE :
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. AR LMBREVIBZRE,
c. BITLLTarHEMIBRZRAE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. 2742 Elasticsearch 77 S /K i1 %
Elasticsearch EB N EH XM AN FEHIZRS | o fill A Ri1E3R3 |15 -

o NTmAB— I HEN TH.

o —MNHLBANHALET flood stage,
18 A LU S 0T B R T B BE HERR
b7

AP —LLHoER $ES_POD_NAME shell ZF£ 35| Elasticsearch pod, MRZEBE#MAIHY
R EFIF RS, ESIUFILEA 8i1% & X Elasticsearch R A MMI(E,

IRATLLZAT LA T 0 3R 51 =T F#Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BTG, EFFIHE pod FHiXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

IE, TR ESR S HER $ES_POD_NAME &,

pi% &2
1. ¥XEX Elasticsearch 7 s BOR# L 22 |A] -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. ‘e SR, E Avail JILAEIZ T R LB E A 22,
il

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
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elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. INARE T R ERVREEL 2R, MNRITEGIN 2R, B HARRFRANARET =, HEED
ERTURRME S,

4. B YETH redundancyPolicy, iH21TUTHS :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE T EA ClusterLogging ¥R, 1HZ1TUT&RS

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR L2 redundancyPolicy E= T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TEE XN, EHERIBAIZRE,
a. 21T T 44, & Elasticsearch LFRERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFREYIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

%#E&%D"*?%EZ&EEI'EUQ TEfE R ZE FMET 90% /&, 2T A TS REUERES ALY

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM H#FHXES
M Elasticsearch 17 52 Java EHAHL(IVM)HERNEEBIT 75%, EHEIEKHE KN,

3.3.7. ?éé Ib\lﬂi% L CPU jjl_.l
TR ERMRY CPU ERAEXS, MELMHT A CPU, EERT RPEES CPU FIE,

3.3.8. Elasticsearch i#f2 CPU h &
1 m_EB Elasticsearch i#%2 CPU [FARR S, KMEEET =M CPU, ZEAT RoBEES CPU iR,

3.3.9. Elasticsearch f# %% 28 8] 52 1T UK
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RIEYBIAEALFE, Elasticsearch #FME T — 6 /NN FEREA L], FRUTSENEER T
BEHERR

e
1. JKEY Elasticsearch 7 s BOREELZe A -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. IEemHEIHA, BE Avail JILAEIZ T R LB E R 2R,
o=l

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/dev/nvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. WINARE T R ERVREALZE A, MNRITEGI A ZEFR, B HARRFRANARET =, HEED
ERTURERM S,

4. BT YA18 redundancyPolicy, EiZ21TU TS
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging R, 1EZ2TUTRE :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR %2 redundancyPolicy E= T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TSGR RXANAE, EHERIBEIZRE,
a. IZ{TLL T84, K& Elasticsearch LFFAERBIKIRE

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFREYIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
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Hi 5w
o BEEIBIABEINRE

3.3.10. Elasticsearch FileDescriptor ffF 2 &

RIBLURINFERES, TR LLAXHERFHETRRE. KES T =M max_file_descriptors (g,
# Elasticsearch File Descriptors X4k,

3.4. & ELASTICSEARCH BEGFHEHRES

& E LLE & OpenShift Elasticsearch Operator RS % 4 Elasticsearch ZH4BIR.

3.4.1. & & Elasticsearch B EEEHR S

R A LLE & Elasticsearch BEFERIIR S,

FRFM

o LT Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

£

T &4, th#E openshift-logging T E :

$ oc project openshift-logging

N
[t

Q=

&

N

Gt

R

P/

{1

LAT 44, KEX Elasticsearch B & TRAESEFIRI R TR :

Q
™
uy

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IZ{TLL T4 KA Elasticsearch BEGFERE -

™

I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
FHPEDERUFUOTHESR :

=1

status: @)
cluster: g
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activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3

upgradeStatus: {}

pods:

client:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

@ it SRREFHRLTE status N,
9 Elasticsearch A MERVRE :

o SERMESD FHIKE,

o SERD FHHE.

o FEMIKIEND FHEE,

® Elasticsearch BSFM#EIET RBIKE.,

® Elasticsearch HEEE T =B S,



5 3 F AEHEEHER

o FHINBEMIIESHE,
® Flasticsearch HEF MRS : &k, 418, #Ef,
o RNEDHHHE.

9 RS RYE (BEETE) o Elasticsearch BEFIER SIS RIETENE pod K EEH T

ERFNERER, ZREUTERERNMESH :

o AFIEFEES Elasticsearch BEE MK ERSR,

® Elasticsearch HEFHEMA A RHNATRL L,

e Pod AHFE, AMLETRERAFEANRENER, EERIGESHIERHER

Q LBEP M Elasticsearch B&EFE T, & upgradeStatus,
6 Elasticsearch BEFHESBHFTNE Fin. FIEF master pod, FITE
failed. notReady =k ready RS T,

3.4.1.1. 15 5B R RH
LU R 23K 8 Elasticsearch SEfIHY Status EB4 #9—LE1E 50 3H BB =1,

UTMREERRRT REeBd BEENEKAL, FEEEDAFIRELT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTMREERRRT REBdBEBNSKAL, FESRAREREMIEMT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

DUFIRAE BRI EE LHR(CR)H M Elasticsearch B & TE 17 mikiF 28 5 S BE R AYT(AT 17 BRI

g -

SHN/ IR
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LAITRE R SRR Elasticsearch H&TFi# CR AR FEMNFFAESFR(PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

PAUTFIRASE B3R, Elasticsearch BETFIEERRX A BRI m BT REKE,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LERSSE R R REEF B KZ control plane TR :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

PUFIRASE B3R 7R Elasticsearch FEE A T HFIR 2 T E L,

a0 -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
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reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason #ll type KRB FERIEEAZTZIFHIFRLE :

StorageClassNameChangelgnored

PRFFREBFHEREH.
StorageSizeChangelgnored

AXFFERBFERN,
StorageStructureChangelgnored

T FFE IR B AR RN A T 25 1) (A BB el

BF

IR 4T ClusterLogging CR BLi&E N MIEHT tNHE B 5 A EFFE, OpenShift
Elasticsearch Operator 2 JEB— N FAMSHERAPVC), BFRUEBFAEEPV), B
5FR StorageStructureChangelgnored X7, &7k E % ClusterLogging CR Y
BRI FHMER PVC,

3.4.2. EEHEEHAGIRE
EALEE S BSEHEA RS,

Elasticsearch &8I
R A LLE & Elasticsearch &3 |BR S,

1. ¥XEX Elasticsearch Pod BY& 5 :

I $ oc get pods --selector component=elasticsearch -o name
it =Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FRENGEBIFRE -
I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78
green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
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3 1 0 0 0 0
green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0
green open .kibana_-377444158_kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0
green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436
green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1
green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
1 1 0 0 0 0
green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

&7 fi# pod

BRI UEEEBSFER pod BPRTS,
1. JKEX Pod B9 7R :

I $ oc get pods --selector component=elasticsearch -0 name
tonfs Nl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FKEX Pod B -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
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0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFME pod SBERE
BRI UEES B SFEBERENRS.

1 IREREREER BRI
I $ oc get deployment --selector component=elasticsearch -0 name
it Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. RERBEREERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHRPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

o1
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Events: <none>
HEF#ERIAE
fRa U EE B SFERIAERE.
1. IRERBIARSER T
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREEIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
FHPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch £EHIR
OpenShift Container Platform Web 12l & B Observe #84 FE{Y KRR i 7= Elasticsearch BRI,
ZREY OpenShift Elasticsearch S£EEHIRES, B AL F

<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging #J OpenShift Container
Platform Web 2% &8 Observe 9 A Grafana (YRR,

Elasticsearch RSP E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZEREHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
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eo_elasticsearch_cr_restart_total

TR Elasticsearch TTmE/FIER. BRIERHNAEESHRER, F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
TR Elasticsearch 385 |fp R 22 [AIAYE.28, H40 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DR e ZE AL, Bl -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {88
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#N2R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, {{ERRKE

TRULLTREBRSER

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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EF—_', 4= = 9&:.]: H IL;\]/B%

ENEBEEEN, BRI LUTE OpenShift Container Platform 588 EE8% logging, FEAERKEMR

™ 'széé)h E T rﬁﬁ*iriﬁ“%ﬁ H /L.\*D Eﬁﬂj%*’j E o ,.,\_.U«AH H /L.\??Z&E”Fﬁjiﬁ’] H ILJ\$EUII:EI @*ﬁ&%ﬁ%
B, BB EMNAEEME, EAE LN E OpenShift Container Platform Web #22#& 2k Kibana Web 3%
FlEPHNEEHE EFRARTESENEEFHERA R,

% E,E
) Kibana Web #HIGIEFA, T RIELIEHEBICFKZIThRA kR,

OpenShift Container Platform 2 E 12 51 o LIE A Operator BBERAFIL T, NEBRZER, HSH%E
Ib\LE%

Operator ATEE. ARMETBEIC T, RE Operator f7, ,U\_IL,L@JL ™ CIusterLoggmg BE X
Iﬁ(CR)*lﬂF H lu\lﬂi pOd M=#H /LJ\T/E%FEHEE’JE{@ KR, 18 L__”'/LQIJE
CIusterLogForwarder CREIEEREMLERR, MAEHEREUR bﬂ]*&’%ﬁ?ﬂ HIAI B,

I FARER OpenShift Container Platform Elasticsearch B&FE T & N #H IT HFRMH LS
=, FrAE T BEBRIARREMHEIERER Elasticsearch 2L, MREBRFFHITAEL XD
FINBIPER Elasticsearch HE&TFE, BIANIZETE Kibana FEFHITERE, NJiER Log
Forwarding API, #0 f$5 11 B & 4 2 HEF0E AT,

4.1. HEi0 428
/L.\IE;%E’JEE%QEA#F%

Collector

I EE 2R 2 —1 daemonset, B pod EBEEIE OpenShift Container Platform T8, BMENT R
HS(%EM?HE FEHMBIRFREE L RIRBEH . ST LUER Vector INEZFSKIBM Fluentd &
%%C

2 pa -
Fluentd B#F A, ITHEUEHAITRAPMER, IERESRRTESRBFRE

HXHXANIHEER bug BE M, EIINEERAHEIREHRE. ) Fluentd BIENIE
e, IEETLUER Vector,

b

A&

/b\ﬁﬁ%ﬁﬁ%ﬁﬁ :.Fﬁj\*ﬁ'E’J H /L.\@*E =H /L.\E?Z&%EE’J%U\%UH:IIQ 1&:_.I-L/Lﬁﬁﬁ %TJ\E’J LokiStack Hi&#E
fili. fE5iB89 Elasticsearch BEENE, 30 BER A ZIEN ISR B EEZE,

Logging 5.9 X {THRAAREE OpenShift Elasticsearch Operator BB #hr A, WRIEH
BIfFEFBE Logging 5.8 & faHJ OpenShift Elasticsearch Operator, E{F4kE(F
Logging, EZ%I Logging 5.8 B EOL M1k, A LUERA Loki Operator #F5 OpenShift
Elasticsearch Operator WER ARKEERINBEEME, IFEXBEICKEMEH
HEAMELER, 15S T A Agnostic Operator,
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B A4E XTHFILK

AL
BRI LUER U AHEERSHENTIMERT. URHT - MRERE, BTEER ERMNEEEHE

BH®&. OpenShift Container Platform Web #£#l#& Ul @i f5 A OpenShift Container Platform 1224
Bt RIR M,

ﬁ E,E
: Kibana Web #HIGIIEFA, T RIELUEHIEBICFKZIThRA A HER.

HEILEKBERSRESEMNT REE, eiI#%EER -

MARFAE
BRERFZITHRANARFEXRNBSREE (RMRLBHENAREFRA) .
HilZRigB&
Hﬂ%ﬁﬂi%*’]ﬁ%rﬁlﬂiﬁiﬁﬁééﬁﬁu: openshift*, kube* = default, L& ¥EH T =8 journald {5

#HitA&
B auditd £ERBIBRE, TTREITRAEHEIE /var/log/audit/audit.log X&F, LK% auditd. kube-
apiserver, openshlft-aplserver AR5 LA ovn B (MAREA) HHBEE.

H At B
o {HM Web #ZHIGHITASM R

4.2 9&3:‘25% H /L,\lai

B2 51 o] LUEF OpenShift Container Platform Web 243 OpenShift CLI (oc) %% logging
Operator, Operator AT ERE. FHM4ET BEFILK,

BAMNARFEFLZAATUEEMIEEEEFFTRNITBENAE.

4.2 BERILFEE LFIR
IR LUMEREA Operator SLHERIE E XL HIR (CR) YAML X#HBCE H &I KERE,
Red Hat OpenShift Logging Operator :
e ClusterLogging (CL) - %4% Operator &, f&RILLAIE—1 ClusterLogging B & X R (CR)
A E logging pod #1Z #F logging FTFRHIEM ¥R, ClusterLogging CR B URE 2RFNE 4
75, HAIEEBEENT R L2178 daemonset ZXHE, Red Hat OpenShift Logging Operator &'l
il ClusterLogging CR, FH#ER/HHE H&ILKEBE,
e ClusterLogForwarder (CLF)- £ EREE, UHETNAIrRBERLZEE.
Loki Operator :

e LokiStack - I Loki &4 BEEME, LUK A OpenShift Container Platform S1p%5 S
BXHY Web {CE8, LU HISCHEZ R,

OpenShift Elasticsearch Operator :
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-

k

= -

iX£E CR B OpenShift Elasticsearch Operator (R EE, 7 Operator B =B R
T, BEHITFINER,

e Elasticsearch - 2 EF1EBE Elasticsearch SEFI{E BRI B & TE 1,

e Kibana - FBFIERE Kibana SEHILIE R, BiHMEEBRE.

4.2.2. XF JSON OpenShift Container Platform Logging

IRET LUER JSON HEICKECE Log Forwarding API, f JSON F&F R IT NEEMEXT R, SR BT
LATFES -

L ﬁ**ﬁ' JSON EIL,\
® °/j Elasticsearch Bt & JSON Hi&EH#E

e 5 USON HEH X Bl Elasticsearch HEFfi#

4.2.3. x FWEFHE (% Kubernetes Hf

OpenShift Container Platform B4R HEZFE— 1 pod, BN Kubernetes 4, F7E OpenShift
Container Platform Logging LK B 1LARER, A F5hERE Event Router,

MEESIER, HBHXTIRENEH Kubernetes B,

4.2.4. %F OpenShift Container Platform Logging #fZHEkR
IR LB HAT A FES BERR B & 7] -

o HEEFEHFILFNKRE

o EEHTHFHIRE

o THMHARILKER

o NIMEXFRWERTILREIE

o XHEIRIFEHRR

425 XFSEHFEX
HEIDRRASHFE, SHEMFEREMZEBSILKF, AM Elasticsearch # Kibana 3R,

MB\EZER, HEHERTHHFE,

O

4.2.6. X TEM4HEH

Event Router @ —" pod, E Wl OpenShift Container Platform =4, LUE@T HE&EICKERE X LEE
%, Event Router MATE T B NSS4, FHIFHES A STDOUT, Fluentd & XLLEHFHIFHE LT
OpenShift Container Platform Elasticsearch S£f5ll, Elasticsearch 35 43%&5|% infra 351,

IR FERE Event Router,
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MEBRZER, BFSRNEHEZEN Kubernetes 4,
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EF.'! 5% = '_I_I'H: /L;\T«E%

& A LU T %24 Red Hat OpenShift Logging Operator 3EE8& H&I1LK, Red Hat OpenShift Logging
Operator ROIEFEE HEICKHERBE A,

BEIDREN— DA RENAHRE, ©B—DAETF OpenShift Container Platform #J
A # B, Red Hat OpenShift Container Platform £ EHIEEE Bk T A 1THRAERR
'I‘io

BF

Nt FHFrEsE, (@ Vector #l LokiStack. Elasticsearch 1 Fluentd 2#FH, iTXIELE
B % 17 kiR 2= A M Bk

5.1. 5§ WEB #2245 %% RED HAT OPENSHIFT LOGGING OPERATOR

TRAI LA A OpenShift Container Platform Web #2215 %% Red Hat OpenShift Logging Operator,

FRFM

£

98

BEEANR,

1/i[A] OpenShift Container Platform web 1Z%I&

1£ OpenShift Container Platform Web &/, il Operators - OperatorHub,
1E Filter by keyword HER A OpenShift Logging.

MTT R Operator FII&R#i%# Red Hat OpenShift Logging, #AJG = Install,
ETE Installation mode Ti£#% T A specific namespace on the cluster

fATE 1L Installed Namespace THJ Operator recommended namespace = openshift-
logging,

1%t#% Enable operator recommended cluster monitoring on this namespace

XANEITE Namespace i R 1% & openshift.io/cluster-monitoring: "true” /1%, &A%
PEIXANET, LA{REEEE 1212 EX openshift-logging &% 22 (],

1% stable-5.y /Eh BHE,

p= )1
stable #iE R N HEILKMERFTIMAREETH ., EREOREZARANERT, &

WFT A8 stable-x.y, HA x.y KRMLEM B KRIC T ERAFNRAR
A, f5lgn, stable-5.7,

1% — Update approval,

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7EG R A BT B 5B #H
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Uperator,
e Manual FRKIEEEHAE YL EILRAE A Operator B,
9. /y Console $&#H%# Enable =% Disable,

10. = Install,

1. @I tN#E] Operators — Installed Operators 71341 Red Hat OpenShift Logging Operator
REBRE,

2. 1 Status 5, HUEREER T SEBINAPML, F5 InstallSucceeded, XA Up to date,

BF

Operator AIRERTEREZ ST I T~ Failed A7, 1R Operator Z& =M ER
InstallSucceeded £ 2, 15RI¥TI1E.

SN Operator % B B RERERS, HEFEUTHESRETZ — -
e i A Operators - Installed Operators I1H, &% Status 5 R 2 EH EAIHEIRHINFE,

e A Workloads —» Pods T, %7 openshift-logging i E F k& IR pod BIH &,

5.2. {FH WEB 1Z%I 51/ CLUSTERLOGGING %5

LEHKICE Operator [7, EL7EE—1 ClusterLogging B & L RFE NERE B HEEFME. Wi
LB E KR ESR.

FRFM

o B &% Red Hat OpenShift Logging Operator,

o KA LAV Al OpenShift Container Platform Web 124 Administrator #1,

1. A Custom Resource Definitions 1,

2. 1£ Custom Resource Definitions TTE L, = ClusterLogging,

3. 7£ Custom Resource Definition detailsTTH, M Actions 3 #.H1%t# View Instances,

4. 1f ClusterLoggings I1#, s Create ClusterLogging.

5. 7£ collection 9, #EfF— Collector Implementation,

pa -3

Fluentd B#3H, ITXIEUEMAITIRAFMER, LIBRERAIAITERRERHR

FFHREFHX N IIEER bug IEE M, BILIhEENAERBRH, ¥ Fluentd
BIERIERE, EARTLUER Vector,
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6. 1f logStore B9 H, EEFE—RE,

p= Y=

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BB #Thi A, 0
RIEErIFEBERKE Logging 5.8 & fl OpenShift Elasticsearch Operator, Ef#4k
L2 Logging, EZI Logging 5.8 B EOL A1k, EALUE A Loki Operator /F 7

OpenShift Elasticsearch Operator WER A RREERRINBEFM,. IHEHFXH
SILREMBPEPNEZER, 1HSHFEA Agnostic Operator,

7. m Create,

5.3. {# CLI %% RED HAT OPENSHIFT LOGGING OPERATOR

& B LU#E A OpenShift CLI (oc) Z4& Red Hat OpenShift Logging Operator,

FRFM
o HEHEMNNR.

o B% %k OpenShift CLI(oc).

SR
1. B/ — Namespace X R{EH—1 YAML 3044 :

Namespace X Rl

apiVersion: vi
kind: Namespace
metadata:
name: <name> ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

ﬂ &% openshift-logging 5% 7 B&RICKRAE 5.7 RERIIMRAN S ZZE R L. *fF
A0k 5.8 REHBARA, ErRLMERERETT,

2. ZITLA T a4k Namespace X4 :
I $ oc apply -f <filename>.yaml

3. BLYAML X445 0] OperatorGroup %/ £ :

OperatorGroup X &R =l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging
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B5EREATILEK

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

R BEID KR A 5.7 R ERERAEE openshift-logging s & 22, X FHEILH
5.8 REFHIMRA, &7 LAERE R & 22,

4. iZITUA T ep KN OperatorGroup X4 :

$ oc apply -f <filename>.yaml

5. i/ — Subscription % &3] %] Red Hat OpenShift Logging Operator B4y 4 22 H] :

Subscription X Rl

2]
o

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

B BEILFKMRA 5.7 R EREFRAEE openshift-logging s & 22, X FHE&ILE
5.8 REFTHIMRA, &7 LAERE R &2,

{57 stable =X stable-x.y {F 5,
15 %€ redhat-operators, #15% OpenShift Container Platform SRR &EIEZRMLEH (BFR

U TFFEIERIEERE) , 1E IS EELE Operator Lifecycle Manager (OLM) B Bl E2#Y
CatalogSource % R & FF,

6. IZITLLT e m 3R AT

$ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator 2% %% %l openshift-logging %% Z2 (5] /A,

L BT a5

$oc get csv -n <namespace>

2. MEREH, FHHi\amEZEEPEE Red Hat OpenShift Logging Operator :

it Bl
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NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. {/ CLI f1/& CLUSTERLOGGING &
HEIAAKIDREEX R Z2INE, SHAXENMEBEHEMNED, LT 8BEXEE LH TSR

E8
A /tho

FRFH

o B &% Red Hat OpenShift Logging Operator,
o MBNBEFEMERET OpenShift Elasticsearch Operator,

e B% %k OpenShift CLI(0C).

1. ¥ ClusterLogging ¥ R 6IE 7} YAML 344 :

ClusterLogging % Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi

proxy: 6
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B5EREATILEK

resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

ZFRAJIE instance,

OpenShift Logging BIBR S, E—LHIBERT, MRFXT OpenShift Logging FIZRIA
fH, NAIFHEKES Unmanaged., B2, FZEMEREZEWER, BEE OpenShift
Logging B NEZERE N L,

FIF B & Elasticsearch X &, @it {#A CR, EallEE S B & HIRBIE A MEFE,
187 Elasticsearch MiIZ{RBENBERMN AIKE, BWA—DEBINEEA : Bw). )
B (h/H). a8h(m)F0F, BN, 7d K3k 7 X, KA maxAge BIIHB &% MR, Eds
TMANENEEREE—MREBREE, SNASNIZIRGIE Elasticsearch 35|,

87 Elasticsearch 7T I E, 1557 1LY REEME T,

7 Elasticsearch F#k AMBEFHEENELTR, NIKEREMRE, EEESBIEMNEE
%, MBHRBIRERMEI, OpenShift Logging fHEAIGE 6%,

IRIEFEZIETE Elasticsearch B9 CPU MIAEE K, MNRXLEER, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERSHBENEE. NFIHKRHR
IMEH 16Gi, CPUEKH 1,

RIBFEIEE Elasticsearch fKIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator X EBINE, BIINBLUHERZSHMENTE. AFIFERHE
A 256Mi, CPU IERKBIERIE S 100m,

FAFERE Kibana BOiXE, @it {#EA CR, BElLAY B Kibana EEHTTERM, 4 Kibana 17
mEE CPUMIRE. NMEEZELR, HFSHEBEASRTHEIR,

FFBE Fluentd BIiXE., @I {FA CR, BRI LAEZE Fluentd CPU MINERE, MNEES
ER, HSH"BRE Fluentd',
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Elasticsearch control plane 71 IR AEE N =1, MWREF nodeCount IEEH
XF 3, OpenShift Container Platform REGB=1FE Master 17 s 4HH
Elasticsearch 77 /&2 (2% master, client #l data Afs) ., Htth Elasticsearch 77
REAE M IRMBIEA SN BB T KA. control plane 1T RPFUTEESEHEH
B, MOUBSMRRS. 2R 2EMBRE T R, HETREED R, HHITEH
EHEXBIIEME, W0 CRUD, #EEMREE, SHIEEXHNERERLEAKXRE /0. W
ZFHM CPU, FSnBIGIEXLERIR, FHFELHIT T ENRINESHIET =

40, 03R nodeCount =4, NAIELM TR :

I $ oc get deployment

i =Bl
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

BRI ED FEET Elasticsearch #E T smHIEHE,
USATl
IRE LLE T 5 H openshift-logging 7B Y pod EXIER L,
o ZITUATarHFIH pod :
I $ oc get pods -n openshift-logging
MEAEHHH pod, REUFLUTIE :
i th o Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s

elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

5.5. & FHES

L% Red Hat OpenShift Logging Operator f&, &R LUET /211K ClusterLogging B E X IR
(CR)RECERRE.,
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R

INREAER Elasticsearch HEFNE, &7 LLM ClusterLogging B & M /)?(CR)qﬂﬂﬂ'JB%P\]ﬁB
Elasticsearch logStore # Kibana visualization A, MHFRXLEHGRAIER, BRREKR. H5
[# A0SR % B £ Elasticsearch B&EfE, MIBRAKRERHE,

5.5.1. % F ClusterLogging B & X #TiR
BENAFICFIME, 1H0/EFHIEN ClusterLogging BE ¥R (CR) .

ClusterLogging B X ¥i& (CR) =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

managementState: Managed 6
#...

Z ¥Rl instance,
CR /%% % openshift-logging #3422 H],

Red Hat OpenShift Logging Operator IR, HIRE%EH unmanaged I, Operator bFF
SRPRE, BERARBRER.

909

5.5.2. L E A &EFM
& LUt 82X ClusterLogging B iE X HR(CR)XREE H &AM B EFZE R,

SeRFH
o BEEANR,
e B% %k OpenShift CLI(0C).

e %%k Red Hat OpenShift Logging Operator #1—MNAER B &EFE, ©=& LokiStack
Elasticsearch,

o KBEAIET ClusterLogging CR,

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BTk A, MNREB 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE Logging,
E | Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARRKEERINBEFMH. IEEXBFTICREMEAHEBHENESZER,
BS A Agnostic Operator,
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1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

e EAEREFEMEERE, XATLLE lokistack =X elasticsearch,
Elasticsearch BEZ R A LR &%

BETRERE, XMERAUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack By R] & EE & LT,

x O 009

¥ LokiStack 53 H&EFEH ClusterLogging CR 4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. ZITLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.3. e EH W ESR
& LU 82X ClusterLogging B 7 Y R (CR)RECE H&EAW B EINEIR KB,
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Fluentd B#F A, ITHEUEHAITRAPMIR, ZI0ERE SRR T E R RHRAT

XANIHEER bug EE M, (BIINEENABRENH. N Fluentd IERIERE, &HA
LAMFERA Vector,

FeRFH
o HEEANR,
o B%%k OpenShift CLI(0c).
o B &% Red Hat OpenShift Logging Operator,

o KEAIET ClusterLogging CR,

SR
1. 182X ClusterLogging CR collection 4% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDRHEERESR LR, XATLLRZ vector 5 fluentd,

2. ZfTLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

554. REHSHTILIE
& e LU 82X ClusterLogging B E Y HIR(CR)XRECE H &AL TR KB,
FeRFH

o HEEANR,

o B% %k OpenShift CLI(oc).

o B &% Red Hat OpenShift Logging Operator,

o RBEAIET ClusterLogging CR,
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BF

INRE{F A OpenShift Container Platform Web &I &3 T %L, E@71EBBRRICT
PHlE S, 155 %A X "Log visualization with the web console" FI3THY,

£

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

ZRFHEICEHN T TEXE, XALLIZ kibana 5% ocp-console, Kibana T””%'J"‘ﬁ%
[ Elasticsearch HEEEMIEREFRR, M OpenShift Container Platform #Z£Hl& R 5
LokiStack EREBFRA.

9 Kibana =%l & A LB B,
9 OpenShift Container Platform Web | & B AT 1% B B
2. IZ1TLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.5. Jo FE 44 FRES i o 110 B RIS &

SBEM LSRG T RE R B SEAER IR E . IR, BRIARITFEE OpenShift Logging BRER
Operator BI51 B [A]HI R4S TR &

W44 bRE PR LA FARIIE A8 pod SRS Z [FIBIMLERE. Logging £ openshift-operators-
redhat 7l B F&4& OpenShift Elasticsearch Operator, £ openshift-logging 71 B %4 Red Hat
OpenShift Logging Operator. Rt BTSN E Z [ B E.

OpenShift Container Platform N %434 (OpenShift SDN #1 OVN-Kubernetes)#2 4t 7 W/ 2 #:FH91%E
o XM MNREIEE LR R T 25 fR E 2R B8
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OpenShift SDN B =fE =, :

P4 S

XERIMARER, WMRZEE R, SRAFMERE, AR, WRAFMEXTRE, eil@F%
BAFAERE, REERMEIN, LIRTRIBAETRVIEFZTHNA, Bit, EXRERE
PAHFEMN—N S BRICFERBOTE HOE S —DMERRE.

ZHHF
XMMER R FI LM IRE, SN AR NS EEICKEXNTE, URFellZERE,

subnet

WEXAFABERE. EREGILRMEAREE, THERF.

OVN-Kubernetes 1824 {# FAMZL 5kBE, E L, 5 OpenShift SDN —iF, EATECEREE, URAIFREM
—1M5H /L.\*E*Efjlﬁ B DE”j‘J_/\Iﬁ =]

it =3
o MRMELIZMF, (multitenant) B F A OpenShift SDN, 1HEMAXHANTE, B0

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o FI, XFRLEMERM OpenShift SDN LUK OVN-Kubernetes, iEHUTLLTIRME :

a. 7£ openshift-operators-redhat &4 22 [H] Ri% EIRE, 40 :
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. E openshift-logging & Z2[A| R AR —PNRLEREE TR, ER1TFM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t £ £l openshift-logging
TR, fi -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress
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Hith BHR
o XTFMLEE
® XF OpenShift SDN BRIA CNI FLE LN

® XTF OVN-Kubernetes kil Container Network Interface (CNI) FA%& 1
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FEeEBFARE

6 & B HKILK

AWFHBAEICRER : RIRAEH(G.y.2)EREEH(S.y).

6.1. R A IThRATEHT

INREEF Automatic BHTHEAE LIRS HEIL K Operator, #&#) Operator & B ihiEWUR IR A E#T.
BAREETREMFNEFH TR,

INRFEH Manual BEFTHUAELRTIRE BEIL K Operator, B IIFENHE AR A B H,
MEFLER, HSWHFHUEFLIER Operator E#f,

6.2. ELIThRAEH
S FERAEL, EBOIER—EFIHTE,
BXRXERANERBEMIZHRER, S OpenShift Operator £ EHH,

~ICK

6.3. 7% RED HAT OPENSHIFT LOGGING OPERATOR LA A fp 44 28

]
EBFICTE 5.7 MIBARAS, Red Hat OpenShift Logging Operator R % 11 openshift-logging %% 22

[\, NRIEFHLE Red Hat OpenShift Logging Operator Wi IERBFHBIRRE M A ZE[H], BT EFERE
Operator, fEAILASEAEA T S IRIE AMIBR B E 10 KA HBIE R TEFHEBZE Operator,

SeRFH
o B% %k OpenShift CLI(0C).
o HEENR,
SR
1. BT e SR MHBRTT 15
I $ oc -n openshift-logging delete subscription <subscription>
2. BITLAT S KM R Operator 4 :
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>
3. BT T e R MIPREREAR SRR A (CSV) -

I $ oc delete clusterserviceversion cluster-logging.<version>

4. FRR"REHKICK " XEEHEZE Red Hat OpenShift Logging Operator,

e &7 OperatorGroup TIREHH targetNamespaces FEREE N FHEKINEBE NEFFSH,
ZMEX— R, HEITUTRSHFRERE -

m
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I $ oc get operatorgroup <operator_group_name> -o yaml|
it

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. E%7 RED HAT OPENSHIFT LOGGING OPERATOR

E ¥ Red Hat OpenShift Logging Operator BHTEFHHIERRA, EBLFUEN Operator 1T [H BB FHIE,

FoRFM

o B &% Red Hat OpenShift Logging Operator,
o BFEEANR,

o RAILLIJ A OpenShift Container Platform Web 24, 7% Administrator 1,

5%l Operators — Installed Operators,
2. %$¥ openshift-logging T8,
3. = Red Hat OpenShift Logging Operator,

4. =)= Subscription, 1 Subscription details 84>, = Update channel ###%, RIBEHI Y FIEHT
M8, X HEEEXATIEER stable 2k stable-5.y,

5. 7£ Change Subscription Update Channel O, EFRFMWERAEFHINE stable-5.y, &
[E /= Save, 1&HEXR cluster-logging.v5.y.z ik A,

1. FHLWEN, SAE = Operators - Installed Operators, %iilE Red Hat OpenShift Logging
Operator R A S S &#H# cluster-logging.v5.y.z iR A PTEL,

2. 7E Operators - Installed Operators TIE A, FfF Status FEIRkE Succeeded,

6.5. ¥ LOKI OPERATOR

I Loki Operator BEF E—MHMIEMA, EBAUEY Operator 1T FIHIEHHE,
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% 6 E ALK

FRFM

£

B &% Loki Operator,
BEE AR,

& AT LA 7] OpenShift Container Platform Web #2#l4&, 7% Administrator 1,

Sfin% Operators - Installed Operators,

1##¥ openshift-operators-redhat T,
= Loki Operator,

= Subscription, fE Subscription details 84, = Update channel i, RIBEBHFIE
M8, XHEEXATIEER stable 2k stable-5.y,

£ Change Subscription Update Channel 8O/, E£FERHTHIERAFEHIE stable-5.y, A
[ /= Save, &R loki-operator.v5.y.z iR &,

FELWEP, SAE = Operators - Installed Operators, 53iE Loki Operator i A B &5 &
loki-operator.v5.y.z iR A& [T g,

. 1 Operators — Installed Operators TIE®, % Status FE&IkE Succeeded,

6.6. E#T OPENSHIFT ELASTICSEARCH OPERATOR

¥ OpenShift Elasticsearch Operator BHTZE HETARA, EAATUSEIT 7,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREB 7]
{# FABE Logging 5.8 A #iHY OpenShift Elasticsearch Operator, BJF4¢ELE A Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFER Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARKEERINBEFMH. IEEXAFTICREMEAHBHENESEER,
S [#F & Agnostic Operator,

FoRFMH

INRIT{E A Elasticsearch fENBVIABEEFRE, B Kibana /B4 Ul, iETEE#T Red Hat OpenShift
Logging Operator BIE#T OpenShift Elasticsearch Operator,

BF

INRIELUEHRBNF BT Operator, ] Kibana A% #1, FEAXMIE Kibana
BE XFEIR (CR), EfERXAMH, MFR Red Hat OpenShift Logging Operator
pod, ¥ Red Hat OpenShift Logging Operator pod EFERER, ©AOIE
Kibana CR # Kibana B e,

e Logging L FREIRE :

13
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£

14

o FA pod &ALT ready K

o Elasticsearch SR/ FRRIKE,

&Y Elasticsearch # Kibana BB B # & 13,
BEE R,

IRBZRE T OpenShift CLI (oc) FFTHIES 3

. 7E OpenShift Container Platform web ##l&5H, =i Operators = Installed Operators,

15 openshift-operators-redhat T H,

. = OpenShift Elasticsearch Operator,
. 5 Subscription - Channel,

. 1 Change Subscription Update Channel & O/, %% stable-5.y # = Save, &

elasticsearch-operator.v5.y.z kit &,

. ERNMB, RS = Operators — Installed Operators, %1 OpenShift Elasticsearch

Operator H&ZK% S 5 & #H elasticsearch-operator.v5.y.z kg &< ICEZ,

. 1 Operators — Installed Operators TIEH, % Status FE&IkE Succeeded,

AT oS FEERE, XIEFTA Elasticsearch pod BIR S 2 A 7 Ready :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
i Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl44l-2-5¢6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

. I AL TS H BB RISIF Elasticsearch £EEER S 2T N4kt

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

it Bl

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

. B ALL TS HEEE R Elasticsearch cron fElL2F 202 -


https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

% 6 E ALK

I $ oc project openshift-logging

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4. MALUTOHSHLIIHEFHEREESEHEEMINRA, FERSIZ%EH :
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

ik 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325 ;

green open infra-000004 rtDSzogsSI6saisSK7Au1Q

31 226717 0 297 148
green open infra-000012
RSf_kUwDSR2xEuKRZMPgZQ 3 1 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg

11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9EsSULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147

green open .security zeT65uUOuURTKZMjg_bbUc1g

11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

mRZQO84K0oguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-

Bl 6.1. HALBRERE| K5 H =B

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
bSxSWR5xYZB6IVg 3 1 341800 0 443 220
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green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
eERgLALMQOIQDFES1LBATQ 31 0 0 0

5. MALUTHRSHEEHH, NIEASTCIERSERHEEBIRA
I $ oc get kibana kibana -o json

Ktk RS 22 8% ready JR7EM Kibana Pod :

16

B 6.2. AL Kibana pod B = Al
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

lltypell : nn

2

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

}l

"deployment": "kibana",
"pods": {

"failed": [1,
"notReady": []
"ready": []

13

"replicaSets": [
"kibana-5fdd766ffd"
1,

"replicas": 1

}

]
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ﬁ:__.’ 7 BH H j}i'ﬂ: E IO

7. xFHEM®A
IR LARIEERE M B R FHERR A, 7E OpenShift Container Platform Web 122 & Bl it b 1R 9 B i 3%

&, =KX Kibana Web %A, Kibana #Z#|& 0 F ElasticSearch HE&EE i, OpenShift Container
Platform Web #2245 BT Fi F ElasticSearch B &%k LokiStacks

% E,E
P Kibana Web 41 AHIEHMA, 11 XELUEH BRI R L FHRA MR,

7V EBERSAMEIE
& e LLB T TR ClusterLogging B E X HR(CR)REE B E I Mt TERE,

FeRFH
o HEEANR,
o B% %k OpenShift CLI(0c).
o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,

BF

INREFHF OpenShift Container Platform Web 126l & #1751k, g BEEICE
PHIE S, 155 %A X "Log visualization with the web console" BT,

£

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole:

18
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logsLimit: {}
timeout: {}

ﬂ ZRFHEICFKH T TEXE, XALLZ kibana 5% ocp-console, Kibana T””%'J"‘ﬁ%
[ Elasticsearch HEEMEMIEREFRS, M OpenShift Container Platform #ZHl& R 5
LokiStack ERE R,

9 Kibana 2% & B ALE &,

9 OpenShift Container Platform Web | & #I A 1% B B

2. iZ1TLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

7.1.2. BEEFRREMBEER

HRESE— PRI, TREARMBETEETIRE. EAILUMER OpensShift CLI (oc) 1 Web 45
*E%ﬁﬂ FHRIES, kg, #EF pod.

R

ﬁi@ﬁ BEKRRMEBERL, 1HRE logging. BEILFKIF OpenShift Container Platform SREHHIFTE

IL;\ (ZZDTJ 'J—_'_zé JL;EF'T—I‘E/L.\\ WFH*%@@%%E/U*”E&H%*@E/U Eééﬂ?ﬁﬁ E/b\ﬁﬁ%qﬂ %E, u_,\__”«J\
WiT Kibana $#£4]& 3 OpenShift Container Platform Web #2#I& &iH, &I HLEN B EHIE, &
REE /flﬁ]'ﬂ H /L.\la% H Ib\ﬁﬁ’%

7121 BEEHRRAE
’/fg:_.”«J\E OpenShlft CLI (OC) 1 Web *HE%IJA':PKE%*FF /ﬁE’J E Tho IL;\}‘AE ,L.\El’J]:ﬁB_ﬁHEJ:b&HL

FeRFM

e ijj[n] OpenShift CLI (oc) »

WAz (UD)

=

1. £ OpenShift Container Platform ##I& M, 1%l Workloads —» Pods, i@ ERHERN
RS E pod,

LR (MWEE) REEZEZIEMN pod, FEXMIERT, EaILIETRH
Details TTE A% E Logs #5#,

2. NTFHIREFREFE—IIE,
3. RIBEHER pod BB,

4. = Logs,

19
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e (CLI)
o EHERE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Her:

-f
 BERMEESEEEEIATHINRNE,
<pod_name>
187 pod IR,
<container_name>
 IEEBRBMAM, & pod EESNAREN, BUIIEESHREM,

o -

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHBMBSEXHRE,

L ﬁ%ﬁi%l@ﬁ’] E o -
I $ oc logs <object_type>/<resource_name> ﬂ

@ BEFRERMA.

flan :
I $ oc logs deployment/ruby

BHRMBSEXHRE,

7.2. £ H WEB Z=H&#H T HEM WAk

57
BT LR ER B logging #2HI &4, # OpenShift Container Platform Web #2244 e 5 b B 754
*EQ

BXREATICRRESRHRERBGIFERE, HSEER Web 1 5% % logging,
MREELZRET ARILRHAFTLELRERYE, FEAUTSRZ—.

7.2.1. 2% Red Hat OpenShift Logging Operator j&/5 F logging 2 & f& 4

YE77 Red Hat OpenShift Logging Operator 24 —%84>, EAILUE A logging &I & 1EE, BMREE
BRETEYE, EEBEY.

FRFH

120



B7EAHERE

o HEEGNR,
e B &% Red Hat OpenShift Logging Operator, 37 Console ##%:#% 7 Disabled,

e ijj[a] OpenShift Container Platform web 1Z#I&

£

1. 1£ OpenShift Container Platform web %58 Administrator fi& 1, i A Operators -
Installed Operators,

2. = Red Hat OpenShift Logging, X&if A Operator Details 7M.
3. 1 Details TUEH, 7 #HIGELLTR Disabled,
4. EERISRBRAERYEES, %5 Enable.
5. mili Save,
6. Juik #EHIE A L IIINE R Enabled,
7. NAE®RE, web BHIARER—MHEEO, BORREEHNINE Web 122515, HEERHH
B O AN BT, RIFTN Y 2S.
7.2.2. &% Elasticsearch BH&EF N LokiStack I ER & H &I R IRH &M

£ logging hkA& 5.8 REmM AR, R Elasticsearch BEFEERINMW B EFMHE, EHATLIRRLUITR
25 logging 2415 #E 4

FoRFMH
o HEHEHNNR.

o B2 %% Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator # Loki
Operator,

e B% %k OpenShift CLI(oc).

o REBIET ClusterLogging B E X ¥R (CR).

e
1 BITUTeS, BRERT BERICTEH e

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2. iz1TLATF e, ¥ .metadata.annotations.logging.openshift.io/ocp-console-migration-
target: lokistack-dev ;X7 /NZE ClusterLogging CR :

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata": { "annotations": { "logging.openshift.io/ocp-console-migration-target™:
"lokistack-dev" }}}'\

-n openshift-logging
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i th o Bl

I clusterlogging.logging.openshift.io/instance patched

o ZITUTHSHEEWME, WIEFMRESERINAM :

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-target}" \
-n openshift-logging

i~
I "lokistack-dev"

HIFE, BEICKERISTEY pod BEWERE, BRI LLET I AZI OpenShift Container Platform Web $22l
BFF A E Observe - Logs TTHEEEE HERIE.

7.3. BEERRER

OpenShift Container Platform web 12l & A# Logging/Elasticsearch Nodes #1 Openshift Logging
(YRR EIEHE X Elasticsearch LI LA & B8 FBA IE A2 B (0] LAY 54N Elasticsearch 7 mBYHELH(E B

OpenShift Logging {{FRIREE chart, TEEEJ LR Elasticsearch SLBIRIENE, SIEEEFTIR. Dl
. FEFRMD FH Fluentd 481t

Logging/Elasticsearch Nodes {{&R#R B & charts, E7 Elasticsearch SEFIRFEE, REET R0,
SFERL. DR, HRFEFR.

7.3.1. Vi[A] Elasticsearch 1 OpenShift Logging 1Y Z& 4R

& B LAFE OpenShift Container Platform web & # & %& Logging/Elasticsearch Nodes #ll
OpenShift Logging 134K,

iy =2
EEH YRR

1. 7£ OpenShift Container Platform web 12l & A 52 Observe — Dashboards,

2. 7t Dashboards TiHE A, M Dashboard F# H1t#F Logging/Elasticsearch Nodes 5%
OpenShift Logging.
*fF Logging/Elasticsearch Nodes {{&#R, "ILLEFEEEEM Elasticsearch TV RF LB
TR,

L & B RIEMRBUERER, TREMBUBER.
3. @ik : M Time Range #1 Refresh Interval 3 5 ARt £ AR R [E]SE [ 3k 2R sk RIFT 8

BXRURBRERMER, ESH XF OpenShift Logging {X5&#k # % TF Logging/Elastisearch Nodes 1%
=Ko
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7.3.2. %F OpenShift Logging {5k

OpenShift Logging [XHRIREE chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRIFITIHEA A
Elmo

3 7.1. OpenShift Logging chart

&t ik

Elastic £EIRE L HIAY Elasticsearch IR :
® ONLINE - &7R Elasticsearch SEfI1E4,

® OFFLINE - 3R7 Elasticsearch SEfI B 48,

T R Elasticsearch S5l #p# Elasticsearch T g5 88,
Elastic 2k Elasticsearch S5l B Elasticsearch 43 F 89548,
Elastic 3X#%4 Elasticsearch S5l #p# Elasticsearch A% 548,
T BBy SRR IETEAT Elasticsearch &5 |8 SR AL 22 H],

Elastic fFFALEBRIESS Elasticsearch HRSERBIEM /S, M*KEI0/E, R

BlRRE. 2K DESH D K KW,

Elastic JVM GC I Ji] JVM TEEBE R HIAT Elasticsearch HiiR BBUR FRT TR HY
Bsf ],
Elastic JUM GC % JVM B PATHIAR ERUR B B

Elastic Query/Fetch Latency Sum e
v/ y ® Query latency:Elasticsearch 2R EHHITHY

A,

o JREVIEIR : B Elasticsearch R E M
R AR BRI

IREREE R B A @ B L B EE IR B R, A SRAMEREE R
e, NAREE., BiERERERE, EW
BIFZHERIREIFTK,

Elastic &= 1 Elasticsearch 17 mE#¥ Elasticsearch SEHIHAT
RIS,
CPU Elasticsearch. Fluentd #[ Kibana /) CPU #=,

BRTEMNEAME CPUHE,

Ef#F A Elastic JVM Heap FANJIVM AEE, E—MERNERS, BRETR
B VM B3 B AR BRI R AF
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19N 5k

Elasticsearch ik {E &= Elasticsearch S£5IFBF & Elasticsearch 17 s 505
7],

{55 A AR B ST R T Elasticsearch. Fluentd #[1 Kibana {58 FA B9 ST {4 ik 7T
BB

Fluentd emit #2{& Fluentd BRIAKTHH BB Fluentd SHE R, LIREIA
I E T

Fluentd 2% 4 & BT Fluentd Z2HIE DL, TR HAIRERT

Fluentd TTE BB E EH =,

Elastic rx 71 Elasticsearch 12t FluentD. Elasticsearch 7 g2
HEeRNFT .
Elastic Index Failure Rate Elasticsearch 33| KM B EIRE, BERERTE

B HHE ],

Fluentd it FF iR FluentD FoiEHiH B EBI B EORE.

7.3.3. Logging/Elasticsearch 77 m{{Fik EHIKFR

Logging/Elasticsearch Nodes (&R & & charts, E7R Elasticsearch SLBIFHIE (REET Rk
B . LTI — 120,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch SEHMKEHILLT E &R,

3R 7.2. Elasticsearch IR &%
&t ik
£RRE TEFRIERT R ER NP EREE R IR, {#H Elasticsearch
S, EBEMAERE:

® 0 - X7 Elasticsearch £ FEAEBIRE,
XEKESIBTHRESH.

® 1- 37K Elasticsearch LB TFHEABIRE, X
EREED—NDRNEIARD A ARED
o

® 2 -7k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITEL A RERIR,

Sy g E BRI Elasticsearch 7 BUE#,
EHHIET = E R Elasticsearch BT S E,
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1IN ik

SRBERS SRR TCEANRE, XLEFRHERTH, HERE
PAFIFR SR, PlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFITER EZE,

Elasticsearch £ %315 HIRE

B Elasticsearch R3IEEZ—THE MO FHZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRE  THRMEIAD R, BRXHEREINRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HEBIWOELN, EDRANBEIWRIEE, ERIEGEHRNINMEMETERDT, B
LIBER e BIA 2 R I E,

REI DR ARATNNRE, BERIATEEMBRANBRIRFHPLENEL. D FREBIITERMR
BIEKNE, 2R EERN, MRD/FTEHITXLEER, 2R FA2EHRN, RS FEEDRE. E
o, RUEDESFSE, 2h TN 2/ERE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DERE—MENER /N
AEZE Lucene 3RBl, B Lucene IRXHFZRBI BRI EKH, Lucene 2 Elasticsearch {f FHRIE3RZE,
MREIFEREHIEEENKKFE, MmERERDHEE, NREFHF R TRIE & BT R ER B R E
12, el gEZREA A&,

% Lucene HUTEIEIRF (INIERIZEIE) B, Lucene RARIEHERXREIPMFRS| FEIUTIRE. Hit, &
R BRE S SERFHEAF R ERIRLY, RIS i BRBURSII AR REA EXIH,

Logging/Elasticsearch Nodes {{&R#R & &8 X Elasticsearch #5149 FHILL T E &K,

5% 7.3. Elasticsearch 8% KRS chart
&t 5k

KRERD R ERPERNED FNBEND F (HEEIF) B
], MRS HBERM, KEMERALUEIIE,

SEMBES R SHPNIEFSS FHE, IEERD K BEENE
b, BEFPEIARAET MR EHD . £EHE
BEAEKDH (non-active ) BOSERTIA], %
KA IR RS R B EIR I AT BE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e S mERR RN T 2N ERENE,

SBRDEDH ROED FHEE, BTRMFRSIHTT RKWER

A, Elasticsearch 4 F ATRE% A O EC,

Elasticsearch 17 sigtn

B Elasticsearch T REEBRITHR, sTHATFOIEES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHALIIEZFHI AT B KR,

Logging/Elasticsearch Nodes {{&RIRBE LU T B XMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNESHENER,
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K 7.4. Elasticsearch 77 siginEl xR

E=( 78

ThreadPool {£55

CPUREZE

RNERE

WEAE

B =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SR B

XHEHHE

Elasticsearch 17 s fielddata

U

RES R LD REPRIIN SR EFHESBE. EE
PR B9 K HERESS FTRERRE 17 m BTIRIE Rk H Ath
(A1,

%t Elasticsearch 17 m{F R/ CPU £2/F N D ELAE
B2 CPU REMNB DL,

A% Elasticsearch T mERNRHREE,

A% Elasticsearch 7 s £ B F 3R 3| BUEM TR S
R e,

X AYTERRIE Elasticsearch 77 f L3R B BISTER,

1EFR % Elasticsearch 7 R E3R5| XA EEATH], 55|
RS2 ERLERMIFN, 0 IVM Heap RFFFNEE
Mid, EREBMARLAFTREESRE.

TEFRI% Elasticsearch 19 m LB {THIIERIE R E,

TEFfI%E Elasticsearch 17 s £ SE RIS 3R 1% SRR A, 18
RIELTRESFZERZRFRMN, EREINARTE
Bl FREER R,

TFHETEFTIE Elasticsearch 7 ;= LR Elasticsearch 344
BE, SREHEESRMTYT R EOEMNEIAD &
RIS,

E MO BLLAFTIE Elasticsearch 77 RMY{E{AIZEE| 9 K
fHB& Elasticsearch XYM E,

SBLLA L Elasticsearch 1 mBEMRZRS| D A& F
B Elasticsearch X#4%2,

Fielddata —" Elasticsearch #8451, BLURBIFRRENEIR, HREE IVM HEd, BEH
fielddata #JIEFE B 51, AL Elasticsearch &4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
if, sHERBRY JVM HEAP REBTFAA fielddata 120}, Elasticsearch ALK fielddata 2%

7o

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

5 7.5. Elasticsearch 77 mPEEEIEEE
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% 7 =R T%L{t E ITXN

it Rk
Fielddata PI% K/ FF % Elasticsearch T & _E# fielddata 128
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
=,
Elasticsearch Ti m &)1

MRRE|I P EHENHIERENDY, EREBNERIET ANFINWER%RES%E, LUME Elasticsearch
EE R,

Logging/Elasticsearch Nodes {{3k#R & &% X Elasticsearch T R & FHILL T B,

5K 7.6. Elasticsearch T A& i ER
f5hn sk

BIZEFER/D BATFEHEENRELRE, AToBLFE
Elasticsearch 1T mBIFFE D H .

B EINR A% Elasticsearch 17 s ERE IR IR E S,
B ERT Affi% Elasticsearch 7 m LI B IAEFEE,
BMREFEERK A% Elasticsearch 7 s £ & RO E 10 1740

Elasticsearch &3|17%

TEZRBISCHYAT, Elasticsearch [ X4 EERBI K &, XS ZHIBENMERT, B

f, Elasticsearch R EHIFE/NI R EREFH B KM EEH, DULEFRER, MMRRSIREFIR,
BLBFH IR ERRETHK, MMSBIERMMEEEHINRH, 7 BhEiXFHENR, Elasticsearch 7
i (throttles) MIZRBIEE BT E DD EATREI BN RN ERERE L LIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILLT E &K,

* 7.7. &8I RAEE

i1, Hah

3517 Elasticsearch TEffI% Elasticsearch 17 & L7 3%5&B|12
eI AL,

SHTR Elasticsearch fEffi% Elasticsearch TR E T REBE K

R & FH R VERIS A,

TR JVM #E5T
Logging/Elasticsearch Nodes (kiR B & LL T A X JVM Heap 2 FHE R,
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5% 7.8. JVM Heap itz

&t ik
fERBYH#E A% Elasticsearch 7 S _E SRR JVM HZE R 2,
GC it# TEFRI%E Elasticsearch 17 l2 B2 4T RS %[Ol VE 3

B, aiERLkEgRE,

GC H[a] JVM TEFFI%E Elasticsearch 17 m 324787 3% B R VEHY
BPiE], | B By 3% [ st 1],

7.4. [ KIBANA #1THEM 5L
S0R{EM ElasticSearch BEFM#E, ERILMER Kibana #6& SEM i L IR B B S8 HE,
£ F8 Kibana, &= LUME BV BUEH1T A THRIE -
e {Hf Discover i3 T8 R F N W #HE,
e {H[ Visualize ;LRI #HEHITEIR xR,
e {#/ Dashboard R T BIBH EE B E LR,
EAHECE Kibana SREMRABEBE 7T AXHEISEH, AXERAEONESZER, 1ESH Kibana 314,
BNERT, #HitBERKEMEIE OpenShift Container Platform PIEE Elasticsearch L5

., BT Kibana #EFHITAR, B@IEA Log Forwarding API BEEE A 1+ B &M
default #i B &,

7.4.1. & X_Kibana Z&B|#&ER,
REIEXE L T IEEM 5 /LB Elasticsearch 323|, E1E Kibana FIRZRMN it L EE, B0 RE|=
ﬁo

FRFH

o M WINEA cluster-admin B, cluster-reader A E&Z;XH N, FHEME Kibana P EE
infra 1 audit 35|, 2XIA kubeadmin A EBE & & X LEZRF|IBINIR,
INRATLLEE default, kube- 71 openshift- TiE A8 pod F1B &, NIRZ A AT AXLEFRE],
ERAILMERU TSR ELRIES 2 EEHUMINR

I $ oc auth can-i get pods --subresource log -n <project>

it Bl

I yes
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% 7 =R __[}L{t E ITXN

=1
KINBERT, #HIFTHELRKXEMTE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
API EE%{%FH EF'T«—,‘ H IL;\E’J default ?EUH:IIE,]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REl, XRBTNTEHR, BE—THPHEIRHIER
hRRERE/LOH.

iz
£ Kibana H7E X FRE IR FHOIE Mk
1. 7£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.

2. = Management - Index Patterns — Create index pattern fllJ& Kibana &35 |z

o ELREX Kibana i, MRS UHFIURRSIBERNTEEEHTIEMBERE, BRIt
—NEH app HIFRBIER, FHERA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% app. infra
audit =51 0ER5 X,

3. MHFTHIZRBIR R B2 Kibana MLk,

7.4.2. 7f Kibana P EEEHAE

fRAI LATE Kibana web #EHI G R EEEHHE. £ Kibana REFMM L ENBIENSE, BIBET A
MHEESERE, MFESER, HSH Kibana i,

SeRFH
o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMIFTE,

o A wIEA cluster-admin A, cluster-reader A& XHNAE, FHEME Kibana FEFE
infra #1 audit 33|, ERiA kubeadmin A " EB & & X LEZRE|HIF IR,
INRATLLEE default. kube- #1 openshift- 1B ) pod F1B &, NIRIZ A LAV RXLEFRE],
A LMERUTHASRE LA RSB EYHNR

I $ oc auth can-i get pods --subresource log -n <project>

i th 7 Bl

I yes

KINBERT, #HIFTHELRKXEMTE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
AP| BC B 5 11 B &8 default % B EE,

iz
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£ Kibana #E&EERHE :

130

. 1£ OpenShift Container Platform 2l & A st if; Application Launcher @ Fi%¥ Logging.

. R EEE OpenShift Container Platform 22 & BIAE R EIE 1T &%,

Kibana w4 H N,

. 7£ Kibana #1, s Discover,

. ME LA TR AP EFEENENRESIER © app. audit 3k infra,

B ASEURE T i (A B,
— N TR BR A 3 A,

. B JSON Iﬁ'E_u_—.l_\l?"j(ﬁ:E’]EllL.\*

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {

"openshift_io/cluster-monitoring": "true"
b

1 7.1. Kibana FFE‘J%TJ%H%E*’JEIM*ETWJ
"_index": "infra-000001",
n typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

2
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",

"level": "unknown",

"hostname": "ip-10-0-182-28.internal",

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",



"version": "1.7.4 1.6.0"
}
}
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
}

7.4.3. B & Kibana

& el LU {8ER ClusterLogging B E M HIR(CR) K {# H Kibana 5l 8B &,

7.4.3.1. Bdi& CPU HIREBR(H
BEIDRA MRS CPU FIRERE T EE,

£

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: 0

B7EAHERE
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limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEEZEREAEEFEMHEN CPU FINFERE&IER, XFF Elasticsearch, RAAEHEEEKE
FORRHI(E,

@OOREEE B visualizer 57 CPU MR IRIEFIHR,
@ RERZIREESKERN CPUMINERERIFK.

7.43.2. hAEAESE T R BTTRYE
ALY BIEE B S 5L 850 pod LU INE M TR M,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance
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$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 7 EHIEE,
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F8EREHGEE

8.1. NEEILFxHEEE CPU F1INERE
BRI UREEERESNASICTAHER CPU MIAEIRE,

8.1.1. it & CPU MW TEIR(E
BRI FA MRV CPU FIRERE T EE,

£

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FMINFERE&IER, XFF Elasticsearch, RAEHEEE KE
FOPRHI(E,

@OOREEEH B visualizer 57 CPU MM IRISFIHR,
@ RERZIREESKERN CPUNINERERIFK.

8.2. Bici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd FEMHB R (journal) FiLER#IE. RNAERINKEFEER, STETERLERERFSHEEIC
¥, UAEREATREER,

A 1#EFF LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEZES) LIRS
EREH,

8.2.1. /7 OpenShift Logging Bt & systemd-journald
FEETENT B, BRANBFZILRIMNEA R EHIT — LI,

B0, MMRAHRDHERIENER, NTEFEEIRS journald BIERERHI, &0 LLHZETETR E N A ERPIR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

A UMERS EMBE. BEFERENNE, MEEFMEAS, UREMILE,

B =

1. B8 — Butane E2i& X4 40-worker-custom-journald.bu, EF @& HEMELEN
/etc/systemd/journald.conf XX {4,

= -
. A% Butane BEE, S [H"EMA Butane IENZEE",

variant: openshift

version: 4.12.0

metadata:
name: 40-worker-custom-journald
labels:
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@G

o

@6

136

machineconfiguration.openshift.io/role: "worker"

storage:

files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

W& journald.conf XHBIINR, EIUEETTIZE S 0644 ,
BE %TEEHEM\’:})\I#%; AIE4E R, 1E87E yes KEL4NHE, HIEE no FE4E(E

RERTHABAEER. BMRIMMEN no, 1BE

e ForwardToConsole ¥ A& & BIRGIRHIA

e ForwardToKMsg % H &% 4 BN HEER AKX,

e ForwardToSyslog ¥ H&# 4 %l syslog =712,

e ForwardToWall 35 B R {E B L BB B XA F.

EFHEEEFBNRKNE, MARE, HSBFE—DHEA : "year". "month". "week".
day . "h" =K "'m", HIA 0RZM. BIAES 1month,

BB ERREI, #N1R7E RateLimitintervalSec & Y HIS A [P YXEI| RateLimitBurst H15
EBEEE, NZEEBRRAMRREH —SERMaEER, BERRRLSER, BUELE
RateLimitintervalSec=30s # RateLimitBurst=10000, &1 122t iIA{H,
BEEEEMNFHEAN. BILH persistent :

e volatile, [§HEEHETE /run/log/journal/ FIAER, XEHEEEHRERER,

e persistent I8 HEFRFEIRELR /var/log/journal/, IR XNERLSEE, systemd F
KOEXDNB X,

e auto [¥HEEFETE /var/log/journal/ A (MIREFEXNEF) . MRFEFE, systemd
2KIEES B RRTETE /run/systemd/journal §,

e none AEfEERRE. systemd ZEFERZE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl i fF RO BT ES
B, systemd 7£3ULZI CRIT, ALERT = EMERG BEEAIANHTRE., BIAMEN 1s,



8 E RERTHE

EEASHUEANSRAE, FHINED 8G.

18E systemd WIRE L DREEZER, FOINED 20%.

009

18 ERTFIE /var/log/journal R BE XIS KRN, EIMEH 10M,

pa =3

SNRIMBREZERE, A RERFE IR AT ILRKTFIERMN CPU FEAZEE
m, EemBELIEE LRI LR RH EEE R,

MEBTHRELRT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
FIEIN KB AT BEA & F OpenShift Container Platform,

2. {8/ Butane &£ MachineConfig % &34 40-worker-custom-journald.yaml, ©a=ZE{E{#
57 RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. MANREE, I -
I $ oc apply -f 40-worker-custom-journald.yaml

i 2R 0 EIFTHY MachineConfig XI5, 4K #T#Y rendered-worker-<hash> ki A,

4, EEFREESN T RPRNMARS

I $ oc describe machineconfigpool/worker
it Bl

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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£ 9 ZE HEWEME L
o.1. x FHEWMEMEZE L

Red Hat OpenShift Logging Operator 1R#E ClusterLogForwarder %R ERE — N IKEESS. Itb
Operator XM MNXEES LT : [HH Fluentd IREESSFI Vector &2,
P2y~

Fluentd B4 FH, ITELGEHILZITIRASBMBR, L08R 1E L A1 A 1T E 6 B IR 4]
XANIHEER) bug EE M, (BIINEENABRENH. N Fluentd IERIERE, &7
LAMER Vector,

9.11. H&

HEWERZE—DNTIHHREE, ©F Pod EBEEIEA OpenShift Container Platform s, LUKERSR

BABERT, BEBESHERUTR

o HMEBHBIERYG. BE|/ZITHF] OpenShift Container Platform B journald B &E R E KRB RS
*DEE&H%*’] E I8N0

e /var/log/containers/*.log B FFIERZEHE
MR ABWESREB VREFITERE, ©2M /varlog/audit/audit.log HEE1],

Ib\”&%%ﬁ)‘*ﬁ%l}?”&%ﬁlb\, #*ETEEI/L.\IE%EE%EP\]&B_E%&B%E? ﬂj

9.1.1.1. BHEWER LR
Vector @— MNEHEWESR, FNBEEBILEM Fluentd I—PMERAE,

13271«115 T84 ClusterLogging B & X HIR(CR) collection M & EiBEEF R FIC TIERE

A .
¥ Vector BeB & 25MI ClusterLogging CR 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

1.1.2. BEBEERF
BEno TR FERFMAETEENER, NUB. Feas&Milass D, XEEEFRRURSHEE

w0
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% 9 F HEBEME X

EI’JEE}J?Q NRAEBHSWER RGBS Z AR T BEEEAMTMITERN Pod, NIEKE API HE%%%B’\JE
B (MREFERE) T TH. FTERENNERD KB LTBLE Pod IMBENBESHEE, EE
B HEREIR, XFMRE ERE B SREMISE RN RELE

BF

_.”EHE’J"G‘%ﬁﬂ?ﬁ'ﬁ—f?ﬁ1ﬁ’]\ﬁ:{nn_.\*ﬁ\l/qE/L.\/éu_.\*/ﬁ ToiEBRME— E’J/I\ J Hi& u;.\, tH
T %1IE__]-LJ\LI¢H X%/én_.\ﬁ,]*l@o

9.1.1.3. IR BRI A B WL ThEE

#*9.1. B&EER
Thie Fluentd Vector
NARFREEE v v
FE TN ARRFRERH v v
R ZE AR 0N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube APl # it H& v v
OpenShift APl #Hit Bi& v v
TFFEMMLE (OVN) HitBE v v

* 9.2. M F 3Tk

Thig Fluentd Vector
Elasticsearch it v v
Elasticsearch FA F &/ %65 v v
Cloudwatch keys v v
Cloudwatch STS v v
Kafka iE+ v v
Kafka A F %/ v v
Kafka SASL v v
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Thie Fluentd Vector
Loki bearer 5h& v v

3 9.3. HisE{b ik

Thig Fluentd Vector
ViaQ #E&RE - N AR v v
ViaQ BIEERE - infra v v
ViaQ #iEEE - infra(journal) v v
ViaQ BUEER - Linux #H1f v v
ViaQ $iEE R - kube-apiserver & v v
it
ViaQ #iEEE - OpenShift API 8 v v
it
ViaQ ##E&EE - OVN v v
loglevel Normalization v v
JSON fi##ft 4 v
L5 ZRB| v v
AT v v
multicontainer/ split 35| v v
Flatten FR% v v
CLF #5HhR% v v
5 9.4. Tuning
Thig Fluentd Vector
Fluentd readlinelimit v
Fluentd %z v
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IhHE Fluentd Vector
- chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype v

- retrymaxinterval v

- retrytimeout v

= 9.5. ol L%

IhHE Fluentd Vector
=R v v
Dashboard v v

Bk v v

#*96.HE

IhHE Fluentd Vector
L RREXRH v v

x86 X ¥ v v
ARM v v

IBM Power ¥ v v

IBM Z X v v
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Thie Fluentd Vector
IPv6 S HF v v/
HEEH%H v

BT SRR B v v

9.1.1.4. WEE R
TRUTIRE S -
% 9.7. TRt

Thig Fluentd Vector
Elasticsearch v6-v8 v v

Fluent %% v

Syslog RFC3164 v v (Logging 5.7+)
Syslog RFC5424 v v (Logging 5.7+)
Kafka v v

Cloudwatch v v

Cloudwatch STS v v

Loki v v

HTTP v v (Logging 5.7+)
Google Cloud Logging v v

Splunk v (Logging 5.6+)

9.1.2. HE¥, K

EIE A A LLAIE ClusterLogForwarder %R, LUEEBRENLRE. SIIMEHEARURBIIHEL
EIMAIE,

ClusterLogForwarder %R 7 i T2, EMZBRMWAHE T BEER L BRENBIARHRFERR. X
FEHZREMTLS), UERTLURE SR RREM A EE K,

EIE A th el LURA RBAC BRI RE MR LL AR 551k - #0 A8 - BT LA (Rl #0455 & i e H &R BY,
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9121 El&\%k*
E_I-FHE"JE/L.\EE?:Z&*@LEW‘TA : |E|E"J;£])_]L5FD%E|/L.\$§Z§%EHJHI§°

- -
{XZHF Vector 2R 5% BER A SaMse—EfEM. Fluentd I5E25 RAEM T IHASLIN,

9.1.2.1.1. IH=CHE

EIHEIAR, EEPREFA—INEER LS. ERH ClusterLogForwarder FRN 68 &
instance, EWJi1E openshift-logging & Z2 A/ 0]#, ClusterLogForwarder 55iRIAFE
openshift-logging %% 22 |4/ instance %I I ClusterLogging %5 iR,

9.1.2.1.2. Z A& L 8aThee
A&IC5 5.8 RESRAPRM T L HEL L EEE, FHRHLITIEE
o EIE O A LTI B F AR SV E L B EIRE L R ALV FIREETFEE B
o EHMENIRMAF LS EMAN M HSINEEE,

o MEFAH Fluentd IEZRTIFBE Vector NEFHE IR G W URII FINA BB LR BHHB T L
BF, EIBIEMNEN, HEMFHAEELERFTURNZET,

EZBFELRLHRLIAG, EFREEN ClusterLogForwarder FHROIENT N H ClusterLogging 7R
A LUFE R A R 2 A R E A 2RO Z 1 ClusterLogForwarder 558, {ELLTHI4. :

e {KICIATE openshift-logging % Z2 (5] R Ol — N4 instance B CIusterLogForwarder %
R, AN HNZFFER Fluentd IWESRMESLTERMNBEL L HRE

o {RILIATE openshift-logging @p 4 22 (] R Al — 4 collector B9 ClusterLogForwarder 7%
B, B HBERRE.
9.1.2.2. HERHE A S AER X &aThee
ZHFEALHER R RINEE, BRIUNZRSIK - OEIRS Ik FEEABHE. RE, EBRIUE
ClusterLogForwarder % ﬁqﬂ 5| F AR S5k 7 SR 2R 1 [ A RR
HE
Z 1T openshift-logging fp & 2 A AN RZI S en R 22 (] P2 5% & A Thee, B iE

#1 Red Hat OpenShift Logging Operator LG IR dn & 22 [H, EFH Red Hat
OpenShift Logging Operator kA 5.8 iR AR EAIA Z FF It IhEE,

9.1.2.2.1. TN A X W EE RBAC FUBR

EBFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator 27 collect-audit-
logs. collect-application-logs #1 collect-infrastructure-logs £, XA BALLKESRDHIKE
HitA&, NARFHEESMEMBREBEE,

EA OB AT R R A A B E RIAR S5 MK SRR B BRI RBAC R,

FoRFMH
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® Red Hat OpenShift Logging Operator Z4£1E openshift-logging n % Z2 7] #,,

o HEHENNR.

1 HBERFLIRIRS K. REFASEARTESELTEMOLIENFNE, MBIERS K

2T,
2. MEEMNERAEHERRSIKS, |
HEtnmRHl

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

Hi 5w
o {#HFH RBAC & X FIK FFIAR
o TEN AR HERARSIKH

o {#F RBAC % Kubernetes 314

9.2. HiEHIH R E

Hit (output) XL T BER L BRNEEL XTI ERM, &aLTE ClusterLogForwarder B & Y R
(CR) FECEBZ M H LR, MAFLERZFARRNIAMARS SR,

9.2.1. THRHHEF A K
I AL L FAEREE

* 9.8. TRrMIAEHH KR

A B&EiCFhR%& SRS IR
Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ Fluentd ", Vector
Fluent Forward Fluentd forward v1 Fluentd 1.14.6, 54+ Fluentd

Logstash 7.10.1,
Fluentd 114.5

Google Cloud B HTTPS By Latest 5.7+ Vector
Logging REST
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/

% 9 F HEBEME X

ETh ] i ik fsE F B&SICKMRA TRBERRRR
HTTP HTTP 1.1 Fluentd 1.14.6, 57+ Fluentd, Vector
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
Loki ER HTTP 0 2.3.0,25.0,27, 5.4+ Fluentd, Vector
HTTPS B9 REST 221
Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164, rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon ‘it HTTPS By Latest 5.4+ Fluentd, Vector
CloudWatch REST

1. Fluentd AZ#FHEILFEIRA 5.6.2 A H Elasticsearch 8,
2. Vector ZFHEKILKIRA 5.7 REERAFH Syslog,

9.2.2. Hi i R B R

default
On-cluster. Red Hat BB EEZH. BAEEEREEINH L,

= -
’ IREEE TERIAFE, BRFESER, RANRET default HiH&AFLABI A on-

cluster, Red Hat managed log store,

loki
Loki, — M HEEYT B, SR, ZHABERER
kafka
Kafka ¥, kafka i =T LA TCP =% TLS ##,
elasticsearch
— M HEB Elasticsearch 245, elasticsearch %t AT LAFE R TLS i#$,
fluentdForward

— XL FF Fluentd WASBEEREGRA R, XMETER Fluentd A 111, fluentForward it
AILAEFE TCP 2k TLS %, Fi@id7E secret iRt shared_key FE R ZFHHZHHH I UE,
A MR EFE AR A ER TLS BiER T EA,
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BF

RAETEMFHE Fluentd WE SRR, F43%# fluentdForward #it, fNREEA Vector
e, NIRRT, MREA Vector JNERR, ERLUER http fH N AEER L E

Fluentd,
syslog
X syslog RFC3164 % RFC5424 ThilMIAEBAER SRR A K. syslog Hiiti =T LAfEA UDP, TCP
= TLS ##%,
cloudwatch

Amazon CloudWatch, —#E Amazon Web Services (AWS) FE& #1250 B E1Z6ER S5 .

9.3. /5 JSON BEE L

R LABSE Log Forwarding API, ¥ JSON FRFER M A AL R,

9.3.1. #&#fr JSON Hi&

&R LAME R ClusterLogForwarder Xf &% JSON BEBHTEIZE BN R, FHRENHEA 27005
E‘O

FT AR T/EREE, BEBALUTEME JSON BESH :

ZEF9{b JSON BE B RAl

I {"level™:"info","name":"fred","home":"bedrock"}

Z 5 AN JSON BHiR, RFEZE parse: json 71NZ ClusterLogForwarder CR WE &/, I THIRT
o

7R parse: json B Bl
pipelines:
- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {FEFH parse: json EJ5 A JSON BEfEMTES, CREEH structured Tid#) JSON L5t HEEH,
NIRRT AR

aE455r{t JSON BESFRBM structured Hi i <1

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

- -
MREAEBEFZEANSEERNEHE JSON, MR structured FE&,

9.3.2. /y Elasticsearch it & JSON Hi&#E
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&D%@ZE’J JSON HEEBEEZNMER, ERENRSIPEMENTRERSBRIPRI MR, kXM
B4, iEeiE ClusterLogForwarder B7E X R (CR), f¥&8 schema SHEIHENHIHE LA, X
FE, BRI LR BIRMNERE,

BF

INRIET JSON BiEH X Bl OpenShift Logging BHEHIBRIA Elasticsearch S2fl, ©RRIE
BB E TR, HERSREIME T LHEXMMERERE, FEEEIIELEE
AR KRR FF T BERE R M E R,

SR EY
&R LAEF ClusterLogForwarder CR AL 454K B skl Elasticsearch HEE BB IRBI B H
e structuredTypeKey & message FEHI& T, ZFERIERTHERSI&,

o kubernetes.labels.<key> 2 Kubernetes pod /7%, H{ERBTHEZREILFR,

o openshift.labels.<key> 2 ClusterLogForwarder CR F# pipeline.label.<key> 7t3%k, H
BERTHERSIEFR,

o kubernetes.container_name £ & 25 AR IEFRS| B,
e structuredTypeName: f1E;% 5% & structuredTypeKey FE%, sHEHBEREFE, NI
structuredTypeName {E1$ FEZ5 1L R EY, HIKHF structuredTypeKey =F & #1

structuredTypeName FEX— AN, WR JSON BEHIEHER D structuredTypeKey FE&
RREEH, N structuredTypeName {EIHR HE— N ELE RS &R,

FSRIE R LUK structuredTypeKey BI{EXE 7 "Log Record Fields" F 8 i /R F
B¢, BRAANFERN D RERMEmISLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> 7~fl
RN -

o EEMEMZITUNMAREEXAEN JSON BERMN A pod, Bl "apache” # "google”,
e FF &M logFormat=apache #1 logFormat=google #~1CiX £ A pod,

o (XA LITE ClusterLogForwarder CR YAML X4 {E AL TFREE FEX.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
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outputRefs:
- default

parse: json g

ﬂ & [ Kubernetes logFormat #7225 % B B9 88 (B 4HEL
@ =AM ISON B,

EXMIERT, LT EEKILEHEA app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUTR M B &R0 %% A app-google-write 325| /b :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7=l
RIZIETE ClusterLogForwarder CR YAML XA ER T UATFRIBHER :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

ﬂ 8 F B OpenShift myLabel F1%5 45 p BOBEAE X BOME,
9 myLabel TTRGFHFEE myValue IRHEAEHILATE A,

EXMERT, UTEMEREFICTEEA app-myValue-write 3257 :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}
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HihFrEHE
o ZEH{biC KM Elasticsearch FF5 /8T app-"T RIS (L K B FEREAN "-write" BT AR,

o JEEFIMBICRARLERIL LR, MM, EMRHHHITREIF, SIHRRESITR
Bl

o MNRHBFIFEMLENERE, NER A —1%F structured 1B unstructured it3%,

AEFHA XL REIM Elasticsearch, AR AR AZXERARBMLEEERE, MABRNENNBER
&2 R EERARMNEMERE, i, K% Apache N AFERERELN JSON HEKRFLEHL
8, 40 LogApache.

9.3.3. 5 JSON H &% % Bl Elasticsearch H&1ZE(#

%I F Elasticsearch B&TFME, MRIEM JSON BHES B ZE 7 /EHI#E =, E%F ClusterLogForwarder
BE IR (CR) BEENFE JSON EX D HEI LN E LA, X, Elasticsearch 2 &N
schema {#f— M EHEMBIFES],

BF

RN A ENERE L EIE—RE| AR SRR BRI Eb 08, ARSI EIE
# % B Elasticsearch T ERIHITIHLEC B,

TR S RE I MET SRR, FEEEIIECEE AR ERRE T RERER
BEWIE,

1 FUTFRIE FERARINE ClusterLogForwarder CR YAML X {4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. {#F structuredTypeKey FEIEER A —MHEILKFE,

3. M structuredTypeName F %15 E &K,

BF

E2Hr JSON B, B/ E structuredTypeKey #l
structuredTypeName FE%,

4. XIF inputRefs, IEEEMAZEEHAWLEHEKRE, 0 application, infrastructure =X
audit,

5. ¥ parse: json TTRRNINEIE &,
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6. fll CRYE :
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator * EFERE NS SR Pod. BRE, MREBEEMEE, B
BRUSEE RS Pod LAiE I EHTERE,

I $ oc delete pod --selector logging-infra=collector

9.3.4. [¥E— pod FHIA A JSON HER & B B imAyZR5|

B LR B R — pod WAREAHFNLEME BT L BT RANES, EFEALIIE, BLERSESX
FECEEEHIM pod. BERE ANHH app- BIZBIFRE], IR Elasticsearch BEiE A &SRB
A=)

BF

HER JSON AL RN ARRFMF. EVCIBRASREISNMEE, ATLUARRSE AL
HEe, U5 JSON *%‘tT%@E’JEIMﬁ'JL%%I FAENNASESTRMEZERIE,
FEAFRE JSON AN AREFHITRE.

FoRFM

® Red Hat OpenShift IE &L : 5.5

SR
1. BIEHSmiEE X ClusterLogForwarder CR % REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ & [ Kubernetes logFormat #7225 % i B9 88 (B GHEL
9 Bl S 1

2. fEsgiEE Y. Pod CR XM YAML 344 :
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apiVersion: vi

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavy 9
image: heavyimage

- name: low
image: lowimage

ﬂ %3 : containerType.logging.openshift.io/<container-names: <index>

@ EREMLISBRAMTE

gk

H
[=]

HERE TS DR RS K,

ie

=X

P

\

e Kubernetes ¥ fi#

Lth

=

P
o XTFHEKRXK

\

9.4. FcB A& A

EEIL\IE%%B%EFH @%ﬁ*ﬂgﬁﬁi%mﬁugﬁﬁ\%ﬁﬂ CIusterLogglng QI:E.XE'\I}?(CR)':FEXE’JW&BE/L.\
i,

MNBERT, #HITASTREAIABESENE, BAITREREEME. CREHCHRIELHEITER
BRSFFAREENL RBUFHMERER, HEASENREY,

MREKNEEHBENEE, WAFERE— ClusterLogForwarder CR, #RF7E
ClusterLogForwarder CR, BEFRRELZBINEBAEFME, FRIEE LT & default i HWEE,

941 9&?4@5&»?’%&%”% jj_;lz‘db

B HEXEE OpenShift Container Platform %ﬁp\]ﬁﬁﬂﬂﬁﬂﬂ’ﬂ#iiﬁ"ﬁﬁ fREI LATE

ClusterLogForwarder B & Y %R (CR)HFIETE A4 EENHE, AT LUMER HA B ETE XK
BN BREFEEE L EIRSR, BR%IUER Kubernetes Secret X R12 4,

pipeline
EX}‘A_ /L.\ﬁﬁugu_/\_ﬁ%/l\$ﬁuﬂjﬁﬁl£ﬂ$ﬁ§ﬂﬂ jEX’EEﬁLE’JE/L‘\O /L.\?%ﬁu UFre—:
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e application. &R IZITHNAFNARFERNBSHEES (BMRNEHENBREFRMN) .

e infrastructure.7f openshift*. kube* =X default 1B iz THRZEL, UERERFITRX
#2589 journal B,

o audit BT R ITRYE. auditd. Kubernetes API iR5525. OpenShift APl iR55 231 OVN
Q‘%iﬁiﬁ’] EF'T]‘E Tho

IR A] LU B E Y key:value 5f B ik B &S ,.,\/,J\JJI]?I‘T\ {’JJHD,,.,\_JL/LTF%&T?QEH*J%&?EEIJ'E\E’\J?%
,U\':F'm\\ﬂ[l—/\ﬁ y%*ﬁ%;@ﬁ:ﬁ E 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T 'H_jaA]E T E 1|_,\/ ,ufﬁz:ﬁ

FIA

FESREET R XN ARRF B SR A EIEE,

EEESP, BEEFER inputRef S AL RERE, URMHER L EFER outputRef 54
BRI B,

Secret

SAENBHIEN key:value BN, N &z,
ERUTILA :

o MREEBNAERBENEE, NFPEFREKEMWBR, a0, wRES application F1
audit REIEEEE, B%E N infrastructure XEIEEEE, N infrastructure HESEH,

o EELAEF ClusterLogForwarder B X FIR (CR) HHI%L FH KA H & XX /HRR
P IBR 55 2%

LUFRANSE T AEE A BTSN ER Elasticsearch 521, EAliZeiy AL XA R LA LR
Elasticsearch S5, N FTEFBHEALEE Kafka K32, LK% my-apps-logs i E BN AREFBEE L EE
RER Elasticsearch £,

lm\%ﬁﬁmﬂ Li‘{ﬁ“

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-secure ﬂ
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure 9
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app G
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ

- hame: my-app-logs
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application:
namespaces:
- my-project
pipelines:
- name: audit-logs 6
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

8 9 & BEBESENE A

EESBEIH, CREMBIIZ instance, % BEL A RLHA, ERILUEREAEH.

BRI, CR & ZE[Al /12 openshift-logging. 1£% B&% & 8R5CIA, EeLUEREM

GCEZRALTN

AR5k OB FR. B0SR% A 1E openshift-logging & EHPEEREL L4 2R, WREZHEK LSS

LIRS BERSIS

FRTAEZRLE URL B secret RBLEZR £ Elasticsearch Hit.

LI ::puit i n] - SE Y 11

o HiH2:EI . elasticsearch,

e Elasticsearch EFIBE 4L URL Fis OV A RBILLNT URL, SIERTZR.

o AT TLS BIEMIH=FTFEM secret, secret A7 E T openshift-logging 771 8 A1,

LB N &£ M Elasticsearch HiH :

o fERIHEI BT,

o HiH2LE! . elasticsearch,
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® FElasticsearch SLBIB9ARZR 2 URL im O/E HBERBILENT URL, SIEFI.
O ERESRBIEN TLS BEBIT RS URL BE Kafka it :

o IR HIBIE R,

o HAYRE : Kkafka,

o fF Kafka (RIERY URL Mim A& E N — N ERBILENT URL, SIERIL.
Q FAF it i my-project &y 22 5] R By L; TR H S A B B,
@ AFEHITEBELEEIREMAER Elasticsearch SLBIMEBELE :

o B BHEZIN,

e inputRefs EHERE, EXNRHIFZE audit,

e outputRefs 2HiHFERAMNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch 5245, default %% EIPEB Elasticsearch L4,

o % : ARINEIHEHIIRE,

ik FRER, BRNEAERN—IHE MR, MEMEIS (30 "true") , LMEEHKIRAH T
freR{E, MARFENH/RIE,

o

EERE, SEMIENAELER AR LMHNER Elasticsearch 34,

= =

EERE, ATNHEEM my-project i B & % EINER Elasticsearch L4,
o HHRE BRI,
e inputRefs 2—MFEMHIA : my-app-logs.
e outputRefs 2 default,
o ik : FRE, ERMBEIBEFHN—PHLEMRE,
@ FETLEE Kafka RENEERE, THAEEEEMN
e inputRefs EHE&ERE, TEX//~flF2E application,
e outputRefs 25 8% H &5,
o ik : FRE, ERMBEIBEFHN—PHNEMRE,
LAMBERESRAATAN, Fluentd BEALIE
MENBEBICEKREBATRATEERBE, Fluentd 2SN EHEFNEEHEZ PH, SHE
RAHRAUAN, BFERLZRMRE, SEZHPNEE, MREZHAXENH, Fluentd 2ELEKREHE.
OpenShift Container Platform #3 HEFHMERB K. EBXEFBEZHAR KD, HERFFAUESEH
(PVC) #RI0E Fluentd P F25 5K Pod A,
IR
XBRET BN ARE, FEHHABIHOAANTRRY, CREFETHHNEBFRES. TG
secret AR AILER, BT X BEEXEARESATRENRLTIEE, EHEZ0IEHF4T A58 B T 88

FENGNEE, MBI secret . PRI, BOTFRLBRIZARSREE. Open Shift Logging
S & RI B S AR,
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ERIER2ME(TLS)

%A secret B9 TLS URL (http://... Sk ssl://...) [ FAEARRN TLS RS H[mI ML, AIB IS
Secret FIZBELL N AEFER K /G BAIANHI TLS ThEE

o EEEIE : (EFH) WHIGH TLS FAHITERID, FE tis.key,
e ca-bundle.crt: (FfFER) ATFIRSZREMDIIEMNEF CA BIXHA,

AP 2MEG
e username : (FR/FH) FHREIEAF 4. FE password,

e password : (FfF&) FHEIEENY, FE username,

R B RRIER S ZE (SASL)
e sasl.enable (#/R{H) BRfATEE/S s SASL, MNRERE, NIKE TE@EM sasl. ZH
i B 5h/E F SASL,

e sasl.mechanisms : (array) /1789 SASL il &FRTIZR, WRERD A2, NERRGEIA
(ER

e saslallow-insecure : (f/R1E) ARFAEAXHERNE, BRIA Nfalse,

9.4.1.1. | Secret
BRI LERU TS EESEMIEPHBHA SN B kP secret :

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

v -
' BiIUFERERSTEA secret RIKBRESER,

EOBAKREK L, EUFE/E— ClusterLogForwarder CR, LUEERSSIK S AT LUK ER B FRH A

B, A LMEE HEA R L BIME . NRERAS BEL L SRI8E, LU
CIusterLogForwarder CR /5| RS K

MREERBFPERZ AT ZHIE, EIUEREMEREESMmAZER PR

ClusterLogForwarder B & X ¥1iR (CR) INRFEHIHREIE, ClusterLogForwarder CR /7 n &
instance, HW/i7E openshift-logging %4 22 8] 01| E2,

HE
/% ClusterLogForwarder CR #9645 22 (5] F B E 1 51 iR,

ClusterLogForwarder ¥R RHI
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6@@0

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9

spec:

serviceAccountName: <service _account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> @
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url> 6

#...

ERGHEH AR, CR ZFNIIE instance, E% BEEARLINA, B LUERE AR,

TEIHBYSEINA, CR &% (A4 /112 openshift-logging, £% BEE A SRLHA, EaLUEREM
e,

RS P BEFR, SNR%ETE openshift-logging SR B[R HEREHER KX 2, NIRESHEKALS
IR FEERSK,

WENBERE, WFENETLURZ audit(BFHiTHE) . application (BTN AEFH
&) .| infrastructure (BTFEMEMERE) , HEANEHNBREE LHETR,

OOQ=FETHLEMMERE, FROETUR

6]
0

default loki kafka,elasticsearch fluentdForward syslog, =k cloudwatch,

ﬁ .
% BEHR A 2K IMA X Hr default FijHi LR,

Z I AER L B85 H BB,

9.4.3. 51T ERN
= AR A ENS TR,
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AEMEf R RE SRR E - NMIAFNRRITIRI IR ENGIN, I2SBENANBERE, UK
ZIRIFE RN TENTIEMR,

java RETHI

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>"is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

e ENABRFRIIRXMNLZTRE, HREEHRMFIN—ITBERESD, HHRE
ClusterLogForwarder B & X ¥R (CR) @& detectMultilineErrors %, {E true,

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

9.4.3.1. i¥1E

L ATHEBERN =R —DEIANERBIN, RFENESHE-—ME—MAKICEP, H—TAE
HENRABREH N FIHAAREFRINEERNSR,

X 9.9 BMBERIHIMIES -

Fluentd
Java v v
JS v v
Ruby v v
Python v v/
Golang v v
PHP 4 d
Dart v v
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9.4.3.2. P HERR
FERE, WEREEFIFE 1S, KIEZE : detect_exceptions

vector B &R B~

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config #8493 Bl

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.4. I$ B &% 4l Google Cloud Platform (GCP)

BR T BB OpenShift Container Platform BE&FME4, EA LU HER A E Google Cloud
Logging.

RXHFFTE Fluentd AR LINREE,

FRFH

® Red Hat OpenShift Logging Operator 5.5.1 & B#H kR A

S
1. A Google iR 551K 7 % 5H Al EE secret,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key _file.json>

2. AL TEROIE ClusterLogForwarder B E Y ¥R YAML :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ

namespace: <log_forwarder_namespace> 9

158


https://cloud.google.com/logging/docs/basic-concepts
https://cloud.google.com/iam/docs/creating-managing-service-account-keys

8 9 & BEBESENE A

spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gep-1

EEFRNELI A, CREFRNIIRZ instance, % BER AR LA, ELUFEREMA
i1

TEIRMSCEI, CR #4226 %72 openshift-logging, £% A& A LA, Al LlfE
PR 6p 4 22 H],

ARSI B9 2 F5, MR %A TE openshift-logging S8 &2 R EREBAEHL L 2%, NRELZH
B R FFINAPFBERSIK

RIBEEFMBEFMHEE GCP HIR/ZREHBALE, XIE projectld, folderld,
organizationld, =X billingAccountld #9771 & H A8 5 FI1E,

ﬁfﬁiﬁﬁmﬂﬂﬁu Log Entry 5] |OgName %EXE’]1E

QO O GD ® o

FREEREEER LB KR  application, infrastructure, X audit,

HiBR
® Google Cloud Billing 3434

® Google Cloud Logging Query Language 344

9.4.5. [F HEF & &l Splunk

BR T RERBIEKIA OpenShift Container Platform BEFMEN, EiA e LUF HEEL A Splunk HTTP =14
&2 (HEC),

 REHE Fluentd thiEFHINAE.

FRFH

® Red Hat OpenShift Logging Operator 5.6 S & iR A&

o HHIEET vector B ClusterLogging SEBI/E 1 K& 25
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® Base64 4wfEHI Splunk HEC 55 h&

ff

L=

S

1. fEAIEM Base64 4RI Splunk HEC S A secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. FERLTERLIES YR ClusterLogForwarder B E X ¥R (CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 6
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure
name: Q
outputRefs:
- splunk-receiver @

ERGHEH AR, CRZFMIIE instance, E% BEE AL IA, B LUFEREHAAE

*ﬂ‘c

TEIRMSCEN, CR #4226 %2 openshift-logging, £% A&k A LA, Al LUfE
PR 6p 4 22 H],,

ARSSMK 92 FR, MR %A TE openshift-logging S8 &2 R EEBREHL L 2%, NRELZH
B R FFINAPFEBERSIK

15 E 5 H BB R,

IBEESE HEC ThERY secret &R,

¥ H 2R Y48 E O mvapich,

87 Splunk HEC B URL (@3&EimA)

FREEREEER LB RZET  application, infrastructure, X audit,

Ak EEEEENER.

9009009 @ ® O

EE AL E B L B SRRk 2.
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9.4.6. @1 HTTP ¥4 B &

Fluentd 1 Vector H &R Rt HTTP ¥4 H&, E/5H, 1E ClusterLogForwarder B X 7
R (CR) HIE7E http /EHHIH KB,

TR
o HALITEMROESKSHE ClusterLogForwarder CR :

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: httpout-app
type: http
url:

tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

-0

ERGHSEIA, CR&MWIIZ instance, £% A& ASREIA, ERAILMEREMRE
*ﬂ;o

ARSI, CR & ZE[AI 12 openshift-logging. £% B&FHEA8LIA, EAELME
R B 22,

ARSI B9 2 F5, INSR %A TE openshift-logging S8 & 22 hEREBREHL L 2%, NRELZH
B L AR LR BERSK,

HER Birihit,
FERBEICFKAENEAMRL,
BIrEIUER secret &R,

S9®0 ©® ® °

{ERTLAR true = false,

161



OpenShift Container Platform 4.12 H&idx®

© MERL S AER,

9.47. N\EFEUB®R A NBRRFEE

BRT WEBBEFMHEN, SO LU RET BN ARF BERIAE L BINBEERER. KLV ESN
HEEREGE, MUIEREE OpenShift Container Platform I HEEIE.

EMNTEhEBEL AN ARFEARE, 88— ClusterLogForwarder B7E X ¥R (CR) , EFEDM—
ATBEFREA, HEMESRESFRMHEAERHE, DRERXEHANGENEE,

SeRFMH
o WA BE HEREENM S BN E SEEN B SRS 3.

SR
1. Bl SmiEE X ClusterLogForwarder CR 89 YAML X 44 :

ClusterLogForwarder CR <l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:
project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
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- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR By#p 4 22 [H] 472 openshift-logging.
Iy HH B 2 R

FIH KB : elasticsearch, fluentdForward, syslog, =k kafka,

AERAERAS B URL FiEO/E BRI URL, INREA T{EA CIDR FEMERSE
FERE, #HHiEikssssafs FQDN, mAR IP #ilt,

INREA tls BIZK, BAH TLS BIETEEinmFTHRH secret &, secret MIFETF
openshift-logging B &, HEEENMEATCIIFIRFRIETM tis.crt. tls.key ] ca-
bundle.crt #%A,

FitiEdeE I B M A2 B ERNE AR E,
MREBRESBLEN, NESMFEMEZERKERRE.
EERBEMEE— I HAMANBEERAE —NMeEEH, EAGlH, £ forward-to-
fluentd-insecure & E N HEM—1E N my-app-logs B9 A% 4 B4 fluentd-
server-insecure % H
EIPNIIER
T {1 F 8% B & .

_.I-L ??—%% gm“ﬂﬂﬁu H IL;\I:F'E’J /I\EE%/M%%Q

o

9000 009 O 9060060090

EEEE, MASLXIAEMEERER.

¥

o Hk : IHEEEEHA,

o FHEEIREERAMHERRE : application. infrastructure = audit.
15

e
8
&

8 2 B RIS sk PR B 4 7

B SRR BB B S HRBOA R,

D RS, BRMEBERN—IRSMRE,

@ IR CRLREN, SMFESERARENRRFEE,

2. iB{TLA a4 3k A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.8. }‘A&T#I:E pOd %Ziﬁdﬁﬁ& Il_;\
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ENEBEER, B LUFER Kubernetes pod FR% MIFTE pod I H EEIEFH N HE L BIHEINESS.

BRIEHN ABERSRELANR, FETRAMEEFRPHEMIRE—RZ1T, WRXL pod BEIRANAE
FPARss, e DUREH HH B SRR ERN B SIRES.

BHETE pod 113, TEEA—1=HEZ D matchLabels # {55, IRIEE T L MEEN, pod w5 EikiF
B A (ERAC,

AR

1. Bl SmiEE X ClusterLogForwarder CR X RE) YAML 3, fEXX#EH,
inputs[].name.application.selector.matchLabels T & F L ER LR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

ERGHSEIA, CR&FWIIRZ instance. £% AEEASREIA, ERALMEREMRE
*ﬂ;o

EIARSEILA, CR & ZE[AIX 12 openshift-logging. 1£% B&H A 8LIA, EAEILME
R B 22,

IEE KB inputs[].name H— N HZ PN LUE S D FREVE.
15X E outputs[] I— ML PMLLE S D REE,
hWBEH—HME— pod IREHENN AR E L H—H inputs[].name,

EERERENHEEIBH pod IFEHIHER, BWRIIEE—MEME, MANUNE—1
B, BHULEE, pod mlSAREN LA,

QD006 O® 9
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@ EEEMATEIER LM —PHNS M,
2. A%k . ENBSEIERERS DV RFENGAZER, 1EER
inputs[].name.application.namespaces, 1_tFIFATR,
3. "7k - A UMEB TR pod IRERIFIS N AR RIFE —&E & % B S EIE,
a. X F pod iZEHEINH—HE, CIE—DELTFERD inputs[l.name ZB5
b. BHEFESR (selectors) LUTEZLLN FAMASRERE,

c. f93H inputs[].name {ER1N1Z inputRefs, BI40 :
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. B CRMKR,

I $ oc create -f <file-name>.yaml

Hb TR
e INFEH X Kubernetes 1 matchLabels WEZEE, EHESH X HETESHNERNTIR,

9.4.9. AP| & itid £ 25181
OpenShift API IRS525 HEN API VIR AR FH ITEM, FAMIBRIEREIE R, MNIERENSH, M
MEBKREHIE, AP Hit S ESRFERINEBIELEEHENEERNED, NTIREEZ TEENH T
RS, BN EHN, BESES—NMEETN{ELE, E4FESHHEER level ZERMIERTE :

e None EH#HEFR.

e Metadata : REEHITITHIE, 15 KM ESTREMER,

e Request : SEFITTTHIBMIERIES, MR IESIWEMIFR,

e RequestResponse : SEFTEHIE : JTTHIB. EREXHMNIES, NN IEXFTREFHFE KR, Bl
0, oc get pods -A £ T EEEHE pod B YAML 3k B9 B 1E 32,

EBAFICE 5.8 RESRAF, ClusterLogForwarder B E X R (CR) A S5 Kubernetes Audit
FRERMNEN, BERHRELTHIMIIEE
AECHF

AFA. H aRZRMFRNAMAIUERSHERTE * ESF/R. FlM, »EZEH openshift-\*
5 openshift-apiserver % openshift-authentication [CEZ, %iR \*/status ICEZ Pod/status =X
Deployment/status,

N
5 R0 PRI AR E RS AR I8, TR -

o RIERZEM (40 get. list. watch) W EFH.

o RFIKFTEALEESRSIK AR RZEFHPHIEFFREF.
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OpenShift Container Platform 4.12 B&&if %
o FIEHMEBMAMAWIYL, ZEMEENEERH,

ERERAXERNE, HEARB— level FERBNISTREBIMNGIR, FERIN—REMI,

AR S

EARMEBUASRIEIIR, BT LUEA OmitResponseCodes FE& CRENIBEM) M HTTP IRA
KIBFIRARIBIML ARH HTTP R ERBEFEMH, FKIME D [404, 409, 422, 429], IR IZ(E N EFIR
[, MASEBIRELE,

ClusterLogForwarder CR Audit Z{F 7 OpenShift Container Platform ® i1 ZRB& SR FERCAE

F. ClusterLogForwarder CR it f 2R B H SINERLANAS, FiRREEE. AP, 4.
R A BRI IERThEE, AT OIS N idjELR, MRA—FHITRNAERELZRARNAE. F
o, WA LURHEARR A X BRI R ARF M, FEARKEHRR A X BRI R,

% i
REHRAI BB 1T RIS P el geBNSER, AERHENERE.
Audit RB& =B

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-pipeline
inputRefs: audit
filterRefs: my-policy g
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ™"
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:

- group: ™"
resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”
- level: None
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resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata
resources:
- group: "" # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata

Q WEMBEER, FENETIUL audit(BF#HiTHE) . application (FFMFAEREH
&) . infrastructure (AFEMEMERE) , A NENE BREEE YA,

T ERIERI B .

HinBR
o OIRA AIEFIFLS SR AL 89 B &1L %

9.4.10. FHEH L EIHNER Loki HEIDRRY
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B%T %U\E"J H /b\ﬁﬁ%%, u_.\ __”’Jvl_.f' H lUH’?Z&E”%ﬁB Loki H Ib\lﬂ%%éﬁo

EEE AR LT Loki, Mniflg— ClusterLogForwarder B E X ¥R (CR), FOIB—NHiHE
Loki B ClusterLogForwarder B X ¥1iR (CR), MRERHHMEE, E Loki By%)H =T LUFEH
HTTP (FR&£) K HTTPS (R£HTTP) %,

FRFH

o EWIA— Loki BRI RRSELRT CR H8Y url FERIEEM URL HiB17,

it

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: loki-insecure ﬂ

type: "loki" @)

url: http://loki.insecure.com:3100 )
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret G
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

EESFRELI A, CR &FRAIIRZ instance, % BEHR AR LA, ELUFEREMA
i1

TEIRMISCENp, CR #4226 %712 openshift-logging, £% A& AL d, Al LlfE
FAE A 6p 4 22 A,

o

ARSI B9 2 F, INR %A TE openshift-logging S8 &2 R EEBREHL L 2%, NRELZH
B R F LA FBERSIK

@
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Y8 Hi BB .
FREHEE N "loki”,

1 Loki 489 URL Mk O18E N B MBILERT URL, EAILAMER http (R%&£) =X https
(ZLHTTP) Wi, MEFATHEA CIDREMRIEESEHENE, HiEVLIERRSBREMH
= FQDN, MA=Z IP ik, Loki BF HTTP(S) @iflFE IAimAH 3100,

NFREERE, BALLEITIEE secret RI5EMIHTHHEILR https 3 http URL.

XTF https #8148, EI8E TLS BEinRATHEH secret &, secret WaBE—1 ca-
bundle.crt ##, BifMEMRKRNIET, SN, *F http 1 https FIZK, ERIUBE—D
SBERAFANEEM secret, 7EIBMILINA, secret IfE1ET openshift-logging 771 8
., MFEFLZEL, HSHUT A : XESESHEMEIEH secret’,

Q9 9009

A% : #8E— metadata key FE&, v Loki H# TenantlD FEXERR{E, B0, &E
tenantKey: kubernetes.namespace_name f# [ Kubernetes n 44 22 [B] I & FREH Loki A
MFF ID WE. EEEEATUEENEMBTICKTFE, HEFL T Additional
resources 284> M "Log Record Fields"#%#,

o

@ A% HEE — metadata FEXHEFIRREHENIAM Loki 175, Loki IR FR 45 EENIFR
A3 [a-zA-Z_:][a-zA-Z0-9_:]* ILfid, TTHURHEHRMIFEEFRIWE RS _, LUHRRIRE &,
530, kubernetes.labels.foo JTTEIEE LY Loki I1% kubernetes_labels_foo, #R%H&
K& labelKeys, MIZKIA{E 7 : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host]. REXRFITEHED, EH Loki RIRFIRIF
HEBKR/NIE, ESHEE Loki, limit_config, EIBARLMERE T IERETEME
HILKFEATEM,

Ik EEEEENEH.

FREEREEER LB BT  application. infrastructure =X audit.

009

1EE A EE L L B S ARk 2.

p= Y=
BT Loki ZRIRN RIBEMRBEF BHET, labelKeys 15248 & kubernetes_host

W, BMEERAEREE. LE8SBREMRERE S -, IHEAHLERATE
E N B iz 5 7 5 B [A] B H E ]

2. iIB{TLA a4 3K A ClusterLogForwarder CR X4 :
I $ oc apply -f <filename>.yaml

Hth B

o fii& Loki fRS5%%

9.4.1. I HE & B4 ER Elasticsearch SE4l

BRT NEBEEEHEN, ELAT LU B & X BIAE8 Elasticsearch 52, MEERBEAIEEREGE, U
Wk B OpenShift Container Platform B9 H &#1E.
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RBCE HEF A ZINEB Elasticsearch 25l 1582 — ClusterLogForwarder HE X T{iIR (CR) ,
R & &5 BB B A R FE AR B E, AEB Elasticsearch i AT LUMER HTTP (R&2)
HTTPS (&£ HTTP) ##,

4

ggk

BN EEE LT ANEBFIAER Elasticsearch 5241, 1EHFHIHEAE BB EIAZRLH), UK —NMER default
BN B SR LRI EE,

INRIE R BTG B EEL 4 BIRER Elasticsearch 326, NMIAFEEQIE—
ClusterLogForwarder CR,

FRFH
o EBWAABE HEREENM S BN E SEEN B SRS 5.

SR
1. IS SmiEE X ClusterLogForwarder CR 89 YAML XX 44 :

ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6
pipelines:
- name: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default
labels:
myLabel: "myValue" @
#...

ﬂ EEGHSEIA, CR&FWIIRZ instance. £% AENASREIA, BRAILMEREMRE
*ﬂ;o

© EiEMHT, CRAEZINLFIE openshiftlogging. 1% B % Bk, EAIUE
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ARSI B9 2 F5, INSR %A TE openshift-logging S &2 hEEBREHL L 2%, NRELZH
B L AR LR BERSK,

16 7€ i L B B FR,

15 elasticsearch !,

187 Elasticsearch A, XA LAZ 6. 7K 8.

18 E A EB Elasticsearch SLBIH9 URL #lim O/E A B MBILENT URL, fEBILAER http (R

2) = https (REL HTTP) thill, MRFA T {FEA CIDREMEAIERSCHENIE, HiH Il
EIRS B LM FQDN, TAZ IP thilt,

@ 9006 O

XFF https BI%%, 1H1EE TLS BIEmRFTHE secret &£, secret B E—1 ca-
bundle.crt #, ©IEETARAERIIES, TN, FF http #1 https 714, ‘E?_JLH‘“H -
SERFBMBEIEH secret, TEIHRSEIIA, secret WJI1E1E T openshift-logging i E
B, MFEFLZEL, HSHUT A : XESESHBMEIEH secret’,

Ak EEEEENEH.
A

e

BEREER XA EAE : application. infrastructure 3 audit,
=

H

EfS B KA ERIRNER Elasticsearch ZE5I# default it .

(IS = G Mo

a|

. ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/I\%%Q

2. N ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

=~ - HEASHPAMEBEHN secret
B FEREER MBI secret FEIUES A ER Elasticsearch LM% £ %5,

fBign, WNRITEMA mutual TLS (mTLS) B5A, R NE=FIZ1T Elasticsearch 55, EaILMER HTTP
= HTTPS & EBESS A~ AEEM secret,

1. BIBELITFLUTRAIE Secret YAML X4, ¥ base64 4mi3H{EATF username #1 password
FE%, secret REIEINN opaque,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. | secret :

I $ oc create secret -n openshift-logging openshift-test-secret.yaml
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3. 7£ ClusterLogForwarder CR H#57E secret &R :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret
#...

1 url FFEEH, BIZRILAZ http 3¢ hitps.

4. N CRXI& :

I $ oc apply -f <filename>.yaml

9.4.12. {8 Fluentd & Mk X B &

&R LAME A Fluentd forward R B EBIA L E BB E NESZMUHABEEREGSS, MIERIAN
Elasticsearch H&EEE, EREEEN I HERGILUIZELRE B OpenShift Container Platform BIH &,

Z(# M forward VYA B BAEKI K, 50— ClusterLogForwarder B X %R (CR) , 3Fi¥—
3% /N H B HE B 5 AR X e i R Y Fluentd AR S5 85 FNE8, Fluentd i AT LAER TCP (thé) 7
TLS (&£ TCP) 1%#.

SeRFMH
o EMWAABE HEREENM S BN E SEEN B SRS 3.

1. BIESSmiEE X ClusterLogForwarder CR % RE YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
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type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 6
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default )
labels:
clusterld: "C1234" m
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B4,/ instance,

ClusterLogForwarder CR H6n 4% 22 [F]4 % = openshift-logging.

Ei=aEe Tl st O Y i

5% fluentdForward 257!,

1EEAER Fluentd SEBIHY URL #ik OV N B MEVLEXT URL, WAILUERM tep (RRE) =X
Ftls (L TCP) hil, MNR/EAT M CIDRFEMERTEHENIE, MHNIIRIRS 2R
£z FQDN, MAE IP ik,

INREA tls BIZK, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging WiE &, B#4/EE&EMAEMKIETH ca-bundle.crt #,

ik : IEEEBHETT.

v
EEH

EEEH LA RRE : application. infrastructure =X audit.

(e
m

o
=

o

: 8IS B &5 4 BINER Elasticsearch S245I#9 default #i .

. ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/I\*/T’\%o

B

: MBS ML, FAERAIEMASIRHAENEMARAERSS

o EMNEEM LN,

e inputRefs 2FRAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs ZZ 5 8%t & 5.

° _.I- %?—%% %mﬂﬂ@] E /|_.\|:F| E’J /I\EE%/I\W'%Q
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2. B CRXIR :

I $ oc create -f <file-name>.yaml

9.4.12.1. § Logstash & F nanosecond f&EE M fluentd SENEUE
%I F Logstash M fluentd FEREHE, BWAMITE Logstash BB & X4 /5 F nanosecond #8 &,

AR

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7 true,

Logstash ASi&E X7l

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.13. {§ [ syslog Mi#E % BHE&

& A LM syslog RFC3164 5 RFC5424 hilli% B S BIA L XTI E S %l mA B A SRE 5
(BRBIAM Elasticsearch BEFEMSMENENHT) . BEERENNBERES (W syslog BRSS
23) FEHFEWFEBE OpenShift Container Platform BIH &,

Z(H A syslog U EEE B &, 1H0IE— /\CIusterLogForwarder BELHERE (CR) , #F—1 =%
AN B 5 B X L H HH B syslog RSS2 FIEE T8, syslog fiHE RTLAfE A UDP, TCP 5% TLS i##,

FeRFEMH
o WA BE HEREENMSHE A BN E SEEN B SRS 3.

AR

1. BIEESSmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog: G
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' a
secret: 6
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name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east
- default (B)
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ERSHSEIA, CR&FWIIRZ instance, £% A& ASREIA, ERAILMEREMRE
*ﬂ‘o

ARSI, CR & ZE[AIX 12 openshift-logging. 1£% B&HASLIA, EeELME
e R 22,

ARSSMK B9 2 F, MR %A TE openshift-logging S8 & 22 R EREREHL L 2%, NRELZAH
B L AR LR BERSK,

15 7E il B B B 7R,

15 7E syslog KA,

A% : #87E syslog S8, WTFARFI,

1EESER syslog SLBIRY URL MmO, ERILMER udp (FRE) | tep (FLL) HE s
(Z2 TCP) thill, MRERATEA CIDRFMEMEESCHENIE, KNIl RS B

FQDN, A2 IP ihit,

INRMER tls 512K, EBIH TLS BIE I8 EinmFTHH secret &R, secret iaEs—N

ca-bundle.crt #, BIEMEAREKNIEY., EIBRISIIAR, secret JIFET openshift-

logging i B A,

Ak EEEEENE.
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FREEREEER LB R  application. infrastructure =X audit.

®

@ EEEMLEEE L BEE R,

@ it IBEMETELIINE Elasticsearch AR default 4t

® Tt FRs, BERMABSRO—ARS DL, MEMBIS (00 true”) , BB
AP REERE, AR Nf/RE,

@ T BES ML, BEEHLIMEAZXHAEORMALEERAEES
o HREEHI AT

e inputRefs 2 AEEH ZBHEKEALRE : application. infrastructure ¢ audit,
e outputRefs = Z 5 8%t & 5.
o Tk : FRER, BERMEBETFRH—NHE MR,

2. B CRXIR :

I $ oc create -f <filename>.yaml

9.4 3.1 FEHEEMEPRMBTHER

& e LA % AddLogSource FEXARINEI ClusterLogForwarder B E X FTIR(CR)%
namespace_name. pod_name #[ container_name TR A IIEICKE message FEXH,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

XAMECE S RFC3164 #ll RFC5424 #A.

%74 AddLogSource i syslog 38 25~

il
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<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

#A AddLogSource B syslog 3H 2 HiH Al

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

9.4.13.2. syslog 3
REI LN syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility IZ{ER LAR +i#H L, BWALURKAKNNEHXETF
o 03k kern HFAXKER
o 1z user RERAFALER (BN .
o 2=k mail AFHME RS,
o 335k daemon AT REISFIHIZ
o 4=k auth BTF&RL/BHBIEER
o 53 syslog FiF syslogd REBEMEIE R
o 6K Ipr B FATTEINF R4t
o 73 news FFM%HEF R
o 835k uucp FiF UUCP F%4t
o 9k cron AT clock P
o 10k authpriv BFZ2£5 M RILER
o 113k ftp AT FTP spiFitig
o 12k ntp AF NTP FR%E
o 13 = security FAF syslog audit H&
o 143 console T syslog alert Hi&

o 153 solaris-cron AT scheduling SF#72

o

16-23 5 local0 - local7 AFAERENTE

e % : payloadKey : FA{F syslog SHRAER A EMIL KT,

% o
_ BLiE payloadKey S# ] Bh L F H th S 855 % B syslogs
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® RFC: FF{#H syslog X :XBHEM RFC, BIAH RFC5424,

o severity : IWBEHM syslog iDLk Msyslog B E M, ZETURHHAFIER, LaTURRL XK
INEHKEE

o 0=k Emergency A FRKXREATHMER
o 13 Alert A TFRKRIAHITIRIEMER
o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINLHER
o 43 Warning A TFRREERHENER
o 53k Notice ATRREBEFEEERHMNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRAXLHER (BOL)
e tag:TagEEILKFE, FAYE syslog HE ERIIRE,

o trimPrefix : MIFZ A fIBRTE EBIRIZK,

9.4.13.3. Hfth RFC5424 syslog B8
UTFSHER T RFC5424:

e appName: APP-NAME 2 —MBHEXAFRE, AFRRLKZEASTHNBRER. BAh
RFC5424 157E.,

e msglD: MSGID 2 — MAFHUEEREMNBBEXAFTRE, »/Ih RFC5424 157,
e PROCID: PROCID 2—TMEHHXAZERFR, ZENEILERTR syslog IRERELL, »IH
RFC5424 157,
9.4.14. FFHEH: 4 Bl Kafka LIE
MRTERIANBEEEN, BTSSR A BINER Katka I,

BB AR R BIAER Kafka £, & 08— ClusterLogForwarder BE X %R (CR) , SFHHE
LB A RE R A R E 8, SRR P SRR ER Kaftka £, thaJLAERBRINE. Kafka
HIHATLUER TCP (F&£) =& TLS (&£ TCP) iE#,

i =
1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
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outputs:
- name: app-logs ﬂ
type: kafka 6
url: tls://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs:
- app-logs
labels:
logType: "application” @
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

ERGHSEIA, CR&MWIIZ instance, £% A& ASHREIA, ERAILMEREMRE
*ﬂ‘o

EIRRSEILA, CR & ZE Al 12 openshift-logging. £% B&HE A LA, EALME
R & 22,

ARSSMK B9 2 F5, INSR %A TE openshift-logging S & 22 R EREREHL L 2%, NRELZH
EL L AR LR BERSK,

& TE i B9 B F5,

¥57E kafka L8,

¥ Kafka fREEHY URL Flik O 8 E N —NERBILST URL, A LA EIRE EHF Efral, &
DfFER tcp (AR2) siF tls (L TCP) i, MRER T ERA CIDR FFEIEETEH
KRB, HiH 2RSS 234 FQDN, MmAZ IP #ilk,

INREM tls 5IZK, WRIH TLS BIEIREIRRFATFEN secret &R, secret WIEE—N
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@

ak : BREARLEHMHE, £ URL AIEEER tep AIZE. A4, ABSLLHH R secret ##
& H name,

Ak IEEEEHIE R,
FREEREEER LB KR  application. infrastructure =X audit.
A=PC]

al

Bl

6@96@

B3

% FRSB, BRMEBERN—PRE MR,

% BEES MY, MESRAIMEMSHRMUNEMASRESERESS

o IEMNEEM LN,

e inputRefs 2FRAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs 25 F 8%t & 5.

o Tk : FREB, BERMBBEFRN—DPREMRE,

2. °5% : BEREAEEERBZA Kaftka K, 15HEE Kafka fCIBSUH, MTFHIRRR

#...
spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: g

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
#...

ﬂ EE— A brokers F topic #H kafka #,
@ £ brokers HHEE— MRS MUBHIBL
g 5 topic HiEEEH W B EMNBInEH,

3. iB{TLA a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.15. 1% H &%% & 2l Amazon CloudWatch

AT LU B &% & B Amazon CIoudWatch X2 Amazon Web Services (AWS) FEE MW 1240 B K17 14
HE%O B%T %W)\E’J H /b\ﬁﬁ%%, u_, _.”'/u_.f H uﬁﬁ?ﬂ CloudWatch,

EfRE R X X E CloudWatch, E/i8IE8—1 ClusterLogForwarder B & Y %i® (CR), EHa5
CloudWatch B%iIH, LAKE R HIEE,
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ff

L=

S

1. flIEE— Secret YAML X1, ©f#f aws_access_key id ] aws_secret_access_key FEXF
B ERH base64 JRtGHI AWS Fik, 40 :

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. % secret.B40 :

I $ oc apply -f cw-secret.yaml

3. A=Y iEE X ClusterLogForwarder CR X/ YAML X4, TEXHA, 18T secret W&
FRo {5080

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> G
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow ®

ERGHSEIA, CR&FWMIIRZ instance, £% AEEASHRLIA, ERAILMEREMRE
*ﬂ;o

ARSI, CR & ZE A2 openshift-logging. £% B& A 8LIA, EeEILME
R B 22,

o
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© MBSk AT, MRBIATE openshift-logging HEERAHHERLEK LR, NRESE
R 2 LI T BERSIKS

8 7E Hi HH O & FR
8 7E cloudwatch 28,

E_ﬁi . * yDﬂXTEIL;\ ﬁiﬁj\éﬂ .

o -

[ ] IogType %%4\ H Ib\;‘g‘iﬁu /L.\?E

e namespaceName hWENMNARFGEZEFCE—MEETE, b HEMBREFIH T
ILJ\@GL%‘%EE’J E IL;\éH

e namespaceUUID HENNAMAZZER UUID SIE— M HMNBEEHE, el hEitZen
MHITH &R AP B S,

ik IEE— N FRBEEENREEHELTPREOL infrastructureName A4
1B AWS X1,

IBESE AWS EIEH secret H R,

Ak IR EE BB,

FREEREEER LB BT  application. infrastructure =X audit.

00009

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

A~ : &£ Amazon CloudWatch ff#if ClusterLogForwarder

X8, E2%FZ ClusterLogForwarder B IR (CR) Rl KR EHiH E Amazon CloudWatch BT H &
iz,

BRI IR IEFE124T 4N mycluster B9 OpenShift Container Platform ££2%, T4 iREIEEEM
infrastructureName, MEENATCEKME aws B4 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ENARBIENRBEHE, ERILER N app B (A 7217 busybox pod. busybox pod E@=F%
FEEE A stdout :

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message
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IR AT LLE K busybox pod i21THY app #p# 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

£ ClusterLogForwarder E/EXmﬁ (CR) H, 1.’3?_JLM—} infrastructure. audit #1 application H &%
BEE N all-logs EEMHI A, EARTLUSF L EEEEE cw fid, HHNBEEL AT us-east-2 XiH)
CloudWatch &4 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-CcW

CloudWatch FHYE MK E S E =NIHIBINK -
o HEHA
o HEMR
s AEEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FHEREISIE Amazon
Cloudwatch FAEK=1HEA :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

Ib\éﬂ%ﬁ@ = E /L.\/}IL .

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"
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$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
.logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252da4ab6472c9fff48623baee761911a9ef.log"

BIMEERMBEEEEEYE. EEE busybox Pod WHEE M, EETLIM application BEHPIEEH

E:I:::‘: .
ICNIIL -

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683be44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viag_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

B - EASHEFRIRD B E XEi%
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EREHBHA, ,.,\_JL,LH%U\E’J infrastructureName #1%% mycluster-7977k & h—NMEEFE RS,
N demo-group-prefix, EiH{THHEN, EFEEE# ClusterLogForwarding CR F#J groupPrefix =
E% :

cloudwatch:

groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix B{EE I 1AM infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

AP - SRR 22 e B A

M FERBERNB NN ARFRRZEN, A UE CloudWatch FAIEBEH, HAMETHNRAEFGEZE
[F] B9 4 FR,

SNRIGIMBRL. A2 FFan & Z A R AR L MERBFN R, CloudWatch RYKELER S LIRIHERAE
H,

IR U\ﬁ%ﬂ*ﬁlﬁlﬁ’]p fﬁﬁﬂ%fﬁ% Iﬂ%’ﬁ%*ﬁﬁ%’iﬂ, i%ﬁ!ﬂiiﬁﬂqﬂf”i;ﬁﬁﬁifo B, MRIEF

ZOREME TN REFmAZREE RN RREFBEH, BRI LFE ClusterLogForwarder CR A%
groupBy FEXHI{EIZE N namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

¥ groupBy %i{& % namespaceName RN AREFHEH. © RN audit #1 infrastructure H
&,

£ Amazon Cloudwatch 1, @& ZEHEMEREBNEHEHEHHNKRE. RARE— N AEFREZE
B "app", A TFHIH ER— DB mycluster-7977k.app BE4, AR mycluster-7977k application

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRABIFNEHDES NI N ABGEZEN, NHMEPREREIEEH, B LERXNN—NEEH,
groupBy FEX (UMM A HEH. BASFN audit 1 infrastructure H&ZH.

Bl - NRARFeAZA UUID Ged BEA

S FEBEPNE NN BRRFEMELER, EALE CloudWatch FOIEREKH, HEMEETFNREE®E
Z8[R]BY UUID,

INRIGMBRA. TR 60 R ZE RN RF QIR R, CloudWatch 2OIE— MBI KA,
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MREERERBMERELEN ARFREERNR, HEARGRERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" #8493

ERENBARFMAZFE UUID G HES, EFILE ClusterLogForwarder CR #f¥ groupBy F &
4% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

1£ Amazon Cloudwatch #1, @& 22[E UUID HIIEBNBEELTFHNKRE. RNE— NN BARFHRRZE
B8] "app", A TFHIH ER— 1R mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H & 4H,
= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy FE (UMM A HEH,. BRI audit 1 infrastructure H&ZH,

9.4.15.1. fE FAIIA AWS ffa’ly AWS CloudWatch fil|E secret

MBERE—N AWS WIIE AR/, BELIFEH oc create secret --from-literal €855 AWS {8 STS A&
secret,

pri¥ =
o TECLIF, BMIALLTRANRNN AWS £/ secret :

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret = fl

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.16. MG A T STS HIEEE HE A E Amazon CloudWatch

STFEAT AWS Security Token Service (STS) BISEEE, &R LLF AR AWS BRESK -, =(fEMA Cloud
Credential Operator (CCO) S22/ ccoctl Al FEIEE K,

SoREH
® Logging for Red Hat OpenShift: 5.5 & B#H HIARA

L2
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1. ERLL TR CredentialsRequest B E X %R YAML :

Cloudwatch EiF i k&t

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

2. {# ccoctl ©p45, M CredentialsRequest CR 7y AWS flliZfA &, @/ CredentialsRequest
PRI, X4 ccoctl B ROUE—NHHEEREHNIAM AR, ZABSIEEN OIDC H51R
HRFEXEE, UER—NMEF CloudWatch FHRHUTIREMIPR K, LWHSTE
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml F A&7 —4 YAML EBE X, Lt secret XHEES AWS IAM H{p1R 2R
H1T B R UER I8 role_arn #/{H,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \

--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com ﬂ

ﬂ <name> ZATIHC T HIRMIGT, Ni%5 STS RiFRFR I RHEAKNATRTER

3. NG secret :

I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. Bz Y%W4E ClusterLogForwarder B E ¥R :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
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metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> g

spec:

serviceAccountName: clf-collector 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- name: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow®

ERGHEH AR, CR ZFMIIE instance, E% BEEARLIA, BaLUFEREHAA
o

TEIRMISCEI, CR #4226 %72 openshift-logging, £% A& AL d, Al LUfE
FA A 6p 4 22 H],,

15 7E clf-collector RSN/, ANR&ETE openshift-logging %% 22 A HERE B &% 4 23,
MRELZBELRLRZ LA T EERSIKS

e E R H A,

5% cloudwatch 2!,

Al B E AN BEH TN

e logType WEMHERBUERAEAH.

e namespaceName NENNARFHELEFUE—NAEH, EMEEIHITEER
M, FRMBERR IOgType 2,

° namespaceUUID ﬁjﬁ/l\fbﬁﬁnp%?:@ UUID BIE— M FMBEH, el hEZeH

ik - IEE— N FRBEREEREEHELTPREOL infrastructureName R4
5E AWS K i,

BESE AWS EIEH secret &,

Ak IR EE BB,

FREEREEER LB BT  application. infrastructure =X audit.



8 9 & BEBESENE A

@ TEALEEE L BEHER I B

HinBR

e AWSSTSAPI &%

9.5. BLiE H& o I &R 25

Red Hat OpenShift B logging MEBF P IREIREFN AREF K, FEA Kubernetes pod 177 B J5#
BEEHRIE, AR EBERESRNEDR, &7 ClusterLogging BE L HIR (CR) #F8y
spec.collection /)N 17 £ H14T,

9.5.1. i & H&IaE&2s
XA LSBT 18R ClusterLogging B 7 Y% E(CR)RELE B & BT B k22 58,

= -
Fluentd B4 FH, ITELGEHILZITIRASBMBR, L08R L A1A 1T E 6 B IR A
XANIHEER bug EE M, (BIIIEENABRENH. /F N Fluentd IERIERE, &7
LAMFERA Vector,
FRFZFH
o HEEINR,
e B&% OpenShift CLI(oc),

o B &% Red Hat OpenShift Logging Operator,

o RBEAIET ClusterLogging CR,

SR
1. 182X ClusterLogging CR collection % :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> 0
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDRHNBEERERESR LR, XATLLZ vector 5 fluentd,
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. IB{TLAFen 43k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

9.5.2. 1] LogFileMetricExporter TR

EBAFICFIRAE 5.8 REHIRAF, LogFileMetricExporter FHEENIAMERINERTE, EEEFH0E
— LogFileMetricExporter B X %R (CR), MiZ{TASREMB B EFRERIER,

NR% B0 LogFileMetricExporter CR, f&AIEERTE OpenShift Container Platform Web $2#I& {3
A ZEZ Produced Logs B No datapoints found 1§ 8.

SeRFH
o BEEANR,
o B &% Red Hat OpenShift Logging Operator,

e B% %k OpenShift CLI(oC).

SR
1. 8/ —" LogFileMetricExporter CR £y YAML X4 :

Example LogFileMetricExporter CR

apiVersion: logging.openshift.io/vialphat
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] G
#...

Q A% : nodeSelector /NI E X pod i BIWILE T = L,
Q resources /)T E 3. T LogFileMetricExporter CR B %RE K,

9 A% : tolerations /NI E X pod EZ AR,

. IBfTLL T e 3k N A LogFileMetricExporter CR :

I $ oc apply -f <filename>.yaml
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E Al
logfilesmetricexporter pod 811 R _ERIITiZ4T collector pod.

o ZfTLAT M4, YL logfilesmetricexporter pod & 1E/E 632 LogFileMetricExporter CR #
R [E HIEeT -

I $ oc get pods -I app.kubernetes.io/component=logfilesmetricexporter -n openshift-logging

it Bl
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2m46s
logfilesmetricexporter-cbcd4v  1/1  Running 0 2m46s

9.5.3. Ec & B & MER R CPU FMINTFIRIE
AR ER AV CPU R RRIE T VAR,

P
o i’ openshift-logging 7B ) ClusterLogging B & X ¥R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ FRERZRECPUMMNERERIER, LTHERRIME

9.5.4. Ed B A L3S

Red Hat OpenShift Logging Operator WE N BN AZWERTRERS, UER M maLIEAKESS.
LERRSS A FF A AZE B EIR O, REBMETUTHBENK :

o X F%AF% %S ClusterLogForwarder CR 8E, RSEHIERN
<ClusterLogForwarder CR_name>-<input_name>. {4, example-http-receiver,

e X[FIHH ClusterLogForwarder CR #&, XEWKE %Y instance BT openshift-logging
R ZeEdR, RS BMFEMA collector-<input_names #&3, %4, collector-http-receiver,
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9.5.4.1. BEMWE R LW HITBEEN HTTP BR552%

& B L@ 1 ClusterLogForwarder B & R (CR)HF http I8 HiBERKEMA, NEABEWESREE
jﬂ)ﬁﬂfr HTTP %, FEHEITEEEN HTTP RSB, XA iLEXT M OpenShift Container Platform
SEENIBFAERINER T B &5 A8 A EEEE,

FeRFH
o HEEANR,
e B% %k OpenShift CLI(0c).
o B &% Red Hat OpenShift Logging Operator,

o R AT ClusterLogForwarder CR,

R
1. 182X ClusterLogForwarder CR, LLZNHN http #HUNERH AMERE :

% HEK 4 233588 M ClusterLogForwarder CR Rl

apiVersion: logging.openshift.io/vibetat
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service account_name>
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit e
port: 8443 ﬂ
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver

1R By AN BRI BRIE E — B #ho
[ AFE IR K BUIETE N http,
Hal, http HAFEWEZR X kube-apiserver Webhook &=,

EER AR SR UITAR O, XME 1024 B 65535 2 [FIR(E, IREEEE, N
gkw)\fﬁjj 8443,

IR ARSI EE &,

@ 6@@0

{EFIBEBEM ClusterLogForwarder CR 3l
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6
port: 8443 @)
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

BRI AR R E — D BT,
T A=W ER R BUEE Y hitp,

- -

RRIAE T 8443,
NIERE ARSI EEE,

®

2. BT TS, SEMNAE ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

Hh iR
o AP| H i jEasBlk

9.5.5. Fluentd BE&#5 4 Ss M E N ECE

Fluentd B#F A, ITHEUEHAITHRAPMER, IERESIIAIT

Hal, http i AZEWEF R kube-apiserver Webhook &=,

AT« FEREH A AR IR RYIR O X

8 9 & BEBESENE A

2 1024 | 65535 2 [A]B9{E, MFRARE, I

[ 2 EFFHM S’T

XADINEER) bug EE M Er, ELIHEERABIRB L. 9 Fluentd E’J%ﬁ WEFE, A

LAMFERA Vector,

HEILEEIEL A Fluentd 288, AT HEE Fluentd BHEFE & 2389 MERE, @i

Fluentd 4759 :
o HRFIHLLE AN
o HUERRITH

TiXESH, AURESRLT
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o BEREIRITH

Fluentd 7E& N chunk (#2) BIEA blob RINEHEEIE . & Fluentd QI —NIRES, HRARM b F
stage, TEIXANMER, BIBSWERRI A, HILEHE, Fluentd RFIFE queve, TERMBRSIGH
BEAHBMNIE], BESBREEXE, B—EERASSH Fluentd BRI, ML AESENNAE
[, MRFEFBRE, Fluentd RIRBEBEFERIEE (flushing) .

1£ OpenShift Container Platform #, Fluentd 1§ exponential backoff J5iERE B (flushing)
#8145, Fluentd 2MNEZAEUSIRIZEZ FIMERFNITE, XEBTFHEA D BRERE K, HIUR
FA exponential backoff 75, FER EHERNAE, © s ENH EREEER flush 1,

XS R BNENEE IR FI AL & 2 R B9 F ¥,
o Z{IAL Fluentd WEME, B UERXLESHETRERANZ AN, HERBRUKKE
EilFIRAINE SN FREDMABETHIRE, HIE, ABEGARFEETRAXGRAEE

% Z2H],

o ELEER, EUUERSHRRAZHIE, BRUEBNWE, BEREMISIFMZH, FHE
REMEREEME L,

& LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAfFiXLE
SHBINRIME Fluentd ECEMREI A, # Fluentd .

TR
XS
o SXRSMASER, B\EN LA LR BT — AL,

o FUERATX Fluentd BEEMMEREA IR T RS HA .
o (YATHREMAE, Bl BEBITIREMLRA R,

K 9.10. &% Fluentd BB S

2 Hah 2RiA
chunkLimitSize BIMNMRKRE, SEHFBAEXD  8m

KINES, Fluentd RFILHFHEES
A=, PAME, Fluentd %
EBICAFUFIT FF— RO,

totalLimitSize AR ERAKRDN, BIME KA 15% BT A2 RIEFT A fl
(stage) #PAFI (stage) BOEK  HiFhA,
N INRZHXE RN IX D
B, Fluentd R{Z 1SR RINE
B, FERERKW, FRERER
RRIBHRER 2 K.

flushinterval BRI (EIRR, & AT LUE R 1s
s () . m (@) . h (b
) sd (XR) .
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¥

flushMode

flushThreadCount

overflowAction

retryMaxinterval

retryType

retryTimeOut

fed
HUTIERRBN T L

o lazy:E T timekey &%k

SERHITER, BTEE
X timekey %4,

interval : 7T
flushinterval &% 518
B,

Immediate: TEF IR
me—PM s £EE
B,

PUTHERR (flushing) BOZRFZEL

g, 18

&2 E RS RIS
RIS IER BB R

HEASIHETERBIIT N

e throw_exception : &

H—TREHEESHE
o

block : 1= 1%t #iEH1T
HRT, BERZHXEA
STHY ] A AR H 1k,

e drop_oldest_chunk:

fHIPRIBBIER LR 287 (% A
BOER, BERAOH{H LERTER
20,

exponential_backoff Ei{ 5%
HIER AR IE] (LAFD A BLAT)

flushing R EikB9 /5% -

e exponential_backoff

DB INEREIEIEERE
BRI BRI [Al, Fluentd &
MEHT—REAFTES
RFRORTE], BEEAE
retry_max_interval &
PR EMIE.,

periodic : £F
retryWait 2%, EHiE
HUBIRIRE,

ERFIL AT E B &K

],

8 9 & BEBESENE A

A

interval

block

300s

exponential_backoff

60m
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S8 fed -2 N
retryWait TREGERRAIBONTE (AR 1s
i) -

MFE X Fluentd REBEABNESIER, ESM Fluentd 3118 HB9ZHhiEHE,

AR

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

2. WINSAEWA TERSE -

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval 9
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q
#...

HIEE BN RIEHETIERRATAI R KRR/,

Y EHERRZ [F] F]BR.,

EEHITHEMRMN AL ¢ lazy. interval 5 immediate,
EERTFHRIEMIERERE.

15 7E LA BT B9E 1T « throw_exception. block =X drop_oldest_chunk,
15 7E 5 F exponential_backoff 3EHE 75 AN B S A [BIBRIT (8] (AR M ELAL)
1B E HHERAMATEiHBKE . exponential_backoff =% periodic.

EE T —RIUERRATAE A (AR AL .

9909902909000

EERG AR RARAKRN,

196


https://docs.fluentd.org/buffer

B 9 F ARBENL A

3. BGiF Fluentd Pod REEEHIE -

I $ oc get pods -I component=collector -n openshift-logging

4. S fluentd B2 &R S R AIFT(E

I $ oc extract configmap/collector-config --confirm

fluentd.conf =4l

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMITT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

0.6. I FH171% KUBERNETES SH14

OpenShift Container Platform B4 EREZRRZ—1 pod, B Kubernetes 4, @it logging IL3KE
LA S, B F5)ERE Event Router,

Event Router MFFET B REEH, FHIGHEA STDOUT, ARG, WESFXLEEHELE
ClusterLogForwarder B & Y 7R (CR)H E LI fi#,

- e
EHIREHER ) Fluentd @INTIAB M, HATRERAEM A LARGCERN B EHBHE,

9.6.1. BEMEEEHEEHR

FERUTS RS EMBARMERNER D, BRIZKZR Event Router ZBEE! openshift-logging i
B, UBREMNEREPRESH,

=
. Event Router #i{& & Red Hat OpenShift Logging Operator B9—ER84y, /R T E,

LU Template X ROBREHIRBERFAENRSIKS. EHAGHNEEABHE, BIRILSEENIE
Event Router pod, #&AT LAE F RS AR T TC 58 B o S Sm iR AE AR SR BB e ER B 4T R CPU MIRFIE K,

FoRFMH
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o BEEUMMR, LUBHORESI - NEHERAGHE, HII, BTUEMIE cluster-
admin # 1S EATIL T AR

o W& % Red Hat OpenShift Logging Operator,

1 NEMRESFLIRENR

apiVersion: template.openshift.io/v1
kind: Template
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: $§{NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding @)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: $§{NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @
apiVersion: apps/v1
metadata:

name: eventrouter
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namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"

8 9 & BEBESENE A
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- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" g

1f openshift-logging 7 B A h S 4 EREBZROE— RS

DR TFIEEER P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BlfR 551k o

£ openshift-logging i B A {13 — MEZ B BT Sk £ B FTEE B config.json ST
£ openshift-logging Wi B 32— M ERE, L4 FHFESE Event Router pods,
EELE, BIREMR, 1 v0.4,

EE DB S MBS pod BRI CPU 2, BUAE71100m,
EESBEASHIREE pod WR/NREFE, BIAE128Mi,

EEEEHBLRENRM openshift-logging T H.

9099902909000

2. AL SR BN AER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. AEFHNEHIEESS Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
it Bl
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. EEFHIRHEFRENSEH
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

o -
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I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

it Bl

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5| EFH Kibana Sk EEEH4,
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$£10 = HEEME

10.1. x FHEEFE

IR A] LA FH SR BE R B BR Loki 3¢ Elasticsearch B&FEREFMHE, tBALIEHA ClusterLogForwarder
B LHR(CR) B & & BN SR,

10.1.1. BEEERE
Loki %_/Pﬂﬁﬁ*TEE/{Js %FTFHE%*HFE’JE/L,\/RD Q 1’?7’751mﬂ%5’\]5mﬁ_ﬁ%%ﬂ,\0

Elastlcsearch £ ingestion I A ZELHRF|E ARWBEEKILK, Loki {{FE ingestion X F2HZRF|I /LN EEIR
, FERBES /MR, BEEMHBENL, XEKEE Loki IERMIKEHE,

10.1.1.1. % F Elasticsearch B&E1%

H &1L % Elasticsearch SEBIE T AL FH MK, BF KL 7 RWFEEEME,. MREBKAEFREERE, B
WEESSIESER = AEMRY.

Elasticsearch ¥ HEHUWEM Fluentd BIRFIHIBREZ (S F5/h, REHEBINRSIDRETIER (7
shard(#A)) 788 E| Elasticsearch 5B H#Y—4H Elasticsearch T L, f&BJLAEZE Elasticsearch 3&H
SR eERD (#57 replica(8J#)) Elasticsearch h 24384 E| Elasticsearch TJ IJ—'-'J: ClusterLogging
BELHER (CR) AFEEEMMAERD R, LURHEBUIBTURMBIERE N, FLa LUER
ClusterLogging CR A HJ{R & SRB& Sk 15 E A A 2K 8L B H &I R B BINT K,

ﬁ E,E
Y TEIBEIRNED FBEF T Elasticsearch ##ET B9 B,

Red Hat OpenShift Logging Operator #1185 # OpenShift Elasticsearch Operator HafR &4
Elasticsearch W REBE AT HE B S EFMENM —MERATEHE., TR EN, FAILUEMA ClusterLogging
BENHIR (CR) RN Elasticsearch TV M E, AXEEBEFEMANERSEI, 1ES N Elasticsearch X
.

k

. = -
=B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEHN L.

Elasticsearch 38| ET A ERVIRIES] (RBAC) ATLLFF A A G B RB5 R, B 5 o LK
HyFﬁﬁ E ICh %Z%AJ\RE\E‘U?IEH E E:Iﬁ = I:F'E,J E Tho

10.1.2. 18 H &5 6%

'/fg:__]-l')\ﬁﬁﬁ LOgOL E =N 'L/jlu = 7%?1/? L0k|o

10.1.3. Hh ¥R
o | oki ZH#H3#Y

® [ oki Object Storage 344

202


https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html
https://grafana.com/docs/loki/latest/logql/
https://grafana.com/docs/loki/latest/get-started/components/
https://loki-operator.dev/docs/object_storage.md/

10 = BiSFE

10.2. KR EFHE
IR E LUEF OpenShift CLI (oc)8% OpenShift Container Platform Web 12#l&1E OpenShift Container
Platform 58 23 E HE&F .

==

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BTk A, MNREB 7T
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE M Logging,
E | Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARKEBERINBEGFMH. IEEXBFICREMEAHBHENESEER,
BZ A Agnostic Operator,

10.2.1. B8 Loki B&F#

& AT LAME A Loki Operator £ OpenShift Container Platform £8P ERENER Loki HEFE, % Loki
Operator [&, B /@ T QI — secret EZE Loki W R1FHE, FHE/E— LokiStack B E X ¥R
(CR)

10.2.1.1. Loki EBE K/

Loki BIR/IMEF 1x.<size> 18, HAPE 1x BLOIHE, <size> IEEMREIIRE.

- -
A FEREB RN, FTIEER 1x E,

5% 10.1. Loki K/

1x.demo 1x.extra-small Ix.small Ix.medium
iRt NRFET 100GB/day 500GB/day 2TB/day
FWEIRE (QPS) NRFET 1-25 QPS at 25-50 QPS at 25-75 QPS at
200ms 200ms 200ms
SHRF I 2 2 2
H CPUiEk None 14 4 vCPU 34 1 vCPU 54 /4 vCPU
fFAIRRE CPU None 16 P vCPU 42 4 vCPU 70 4 vCPU
REERKEE None 31Gi 67Gi 139Gi
fEREBLNRNRE None 35Gi 83Gi 171Gi
AR BB 40Gi 430Gi 430Gi 590Gi
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Ix.demo 1x.extra-small x.small Ix.medium

AR REHEE 80Gi 750Gi 750Gi 910Gi
KEH

10.2.1.2. ff OpenShift Container Platform Web il & %% Loki Operator

Z1E OpenShift Container Platform SR REMEE B KT, DINRELNM Operator, XA LLE
T web %l & F ) Operator Hub 58X,

OpenShift Container Platform Operator i B E X HIR(CR)REEN ARRFREAH, BUEEFIXE
HH CR YR F124#t, Operator R#& Operator Wi ER AMIERESLE, Ml ilis R MESIRE,

BHE X ERE L (CRD)E LT —1 CR, F#3UH Operator B e HMIFFEECE. &% Operator &0IE
CRD, AERTFEMK CR,

FRFH

o RA LU ZZ RN REFM (AWS S3. Google Cloud Storage. Azure. Swift, Minio.
OpenShift Data Foundation),

o HEHEMNNR.

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. 1£ OpenShift Container Platform Web %% Administrator i, # A Operators -
OperatorHub,

2. 1E Filter by keyword FEXF#ii A Loki Operator, =7 Operator 51 Loki Operator, A
& == Install,

BT
MBS Community Loki Operator,

3. j%&#% stable 5 stable-x.y ¥F 5 BHHE.

stable /iR N BEIC KRR ARE TN, BERSRGZARANER, &

WIFT A8 stable-x.y, HA x.y KRMLEM B KRID T ERAFNRAR
A, 540, stable-5.7,

Loki Operator i/ ERE EI2fH operator 4H £ %2 [H] openshift-operators-redhat, Xtk B2/
T Installation mode #1 Installed Namespace, IR ZEAIAREE, NS HNECIEE,

4. %% Enable operator-recommended cluster monitoring on this namespace,
XANEIIE Namespace W R FiXE openshift.io/cluster-monitoring: "true” I1%:, S
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

5. XF Update approval, &% Automatic, A= Install,
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NRIT [ AR AE SRBS 1% E N Automatic, NIEFH 2 RIERTIEHHE 12 389 Operator hix
AEILENED, fNR#LESREE XN Manual, NS MFsh £ EBELR,

1. 1# A Operators - Installed Operators,
2. BIRE %A openshift-logging T H,

3. 1 Status 5, HEEMEER T SEBIN AL, 35 InstallSucceeded, XA Up to date,

Operator AIRERTE LT EI L7~ Failed IR, R Operator REFTHFF ET
InstallSucceeded 1§ &, 1ERIF TLES.

10.2.1.3. {81 Web #H1E - Loki X RIEEOIEE secret

ERE Loki N REFME, EWATAIBR— secret, #EATLUER OpenShift Container Platform Web 1£%1&
Bl secret,

FERFH
o BFEEANR,
e ijj[a] OpenShift Container Platform web 1Z%I&,

e B%E Loki Operator,

1. #£ OpenShift Container Platform Web ##I&#) Administrator 1 #i# A Workloads -
Secrets,

2. M Create THIFIFEAEFE From YAML,

3. AIEE—1 secret, ©fEF access_key_id #1 access_key_secret FE& 35 E EHI UL
bucketnames. endpoint #I region F &R E A REFMAE. AWS LA TRBIGER -

Secret Xf R<Hl

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

=
o
B

205



OpenShift Container Platform 4.12 H&idx®
o Loki X R7FE

10.2.1.4. {1 Web 55 |2 LokiStack B E X ITiR

& T LU#E F OpenShift Container Platform Web #2414 6|2 LokiStack B E X %R (CR).

g

FERFH
o BEEANR,
e ijj[a] OpenShift Container Platform web 1Z%I&,

o B%&E Loki Operator,

SR
1. # A Operators - Installed Operators T, = Allinstances i1,
2. 1E Create new THI%IZKRA, 1EHE LokiStack,

3. % YAML #LE, AEERUTERFENEE LokiStack CR :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- version: vi2
effectiveDate: '2022-06-01"
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging G

ﬂ {5 /& %5 logging-lokis,
Q IBEIEKR/N, EHEILE 5.8 REHBURAAH, Loki LHZHFHIKR/NETTN 1x.extra-
small. 1x.small = 1x.medium,

H -
S FEEBRAD, TIEER 1xE,

e E AT HEEEM secret,
IEEN NBIFREIRY,

00
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N EEMAFERNAT. HRGRENRE, FREQRREFHENEME., TLUEA
oc get storageclasses 5 7 HE BRI A A FHE K,

LokiStack BRIAANLAZ AP ERIZTT, TiEBR. MENEHERERE—DEF @ audit.
infrastructure #1 application logs. XA A AFAE AN TR B &R A2
o

4. = Create,

10.2.1.5. [ CLI 2% Loki Operator

Z1E OpenShift Container Platform SR REMEE B KT, DINRELNM Operator, XA LS
1 OpenShift Container Platform CLI 5%

OpenShift Container Platform Operator i B E X HIR(CR)REEN ARRFREAH, BREEFIXE
FH CR YR F124t, Operator R#& Operator Wi ER AMIBRESLE, Ml ilis R NESIRE,
BHE XEIRE L (CRD)E LT — CR, F#3FUH Operator B e HMIFFEECE. &% Operator &AIE
CRD, ABERTFERK CR.

FoRFMH
BEENNR,

L2

BZ& % OpenShift CLI (oc)

&ALV A 2 L RO R 1268, 5130 : AWS S3. Google Cloud Storage. Azure., Swift, Minio
=X OpenShift Data Foundation,

1. B Subscription & :

09

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator
namespace: openshift-operators-redhat ﬂ

spec:

channel: stable 9

name: loki-operator

source: redhat-operators 6
sourceNamespace: openshift-marketplace

IRT3E7E openshift-operators-redhat &34 22 (4],
{57 stable, =X stable-5.<y> F 7 4ilE,
{57 redhat-operators, #3R OpenShift Container Platform B R EZRMLEH (hFR

R FFIEIERIEERE) , E IS EELE Operator Lifecycle Manager (OLM) B Bl E2#Y
CatalogSource % R FF.

2. FA Subscription X% :
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I $ oc apply -f <filename>.yaml

10.2.1.6. fi [ CLI -}y Loki X RIFfEBIEE secret
BB Loki M REFM, EATOIE— secret, EALUFE M OpenShift CLI (oc)5E K IR 1E,

SoREH
o HEEANR,
e B%&E Loki Operator,
e B%% OpenShift CLI (oc) .

£

TUTGS, AESENIEHMBHAXHIE KPR secret :

--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>

iz/
$ oc create secret generic -n openshift-logging <your_secret_name> \
--from-literal=password=<your_password>

P2y~
fEA@A K opaque secret LURB R R,

o IZITLLTMBRILE secret 2R B OIEE :
I $ oc get secrets

HbBR
o |oki X[ REFM

10.2.1.7. [ CLI il LokiStack B X HiR
& LAfE A OpenShift CLI (oc) /3 LokiStack B E X #R(CR).

SERFEH
o HEEANR,
o B &% Loki Operator,

e B%%k OpenShift CLI (oc) .

£
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1. f1# LokiStack CR :

LokiStack CR 74

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: v12
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 G
storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging 9

ﬂ BEBE RN, EAKICE 5.8 REHFHIRAS, Loki SLAIZFRIK/INETTN 1x.extra-
small. 1x.small = 1x.medium,

“ .
SFFEERN, FTEER 1x 1H,

8 E BEENE secret IR,
8 E BEFNE secret BUZREAY,

N EEEEFHERNAT. NKGRENRE, FREQRREFHENEME., TLUEA
oc get storageclasses @5 HE B A A FHE K,

LokiStack BRINAN UL ERIZ1T, TiEER. NENEHERBRE—HES, ¢ audit,
infrastructure #1 application logs. XA A A A AN TR B &R A2
il

® 000

2. B1TLA T a4 3 A LokiStack CR :

I $ oc apply -f <filename>.yaml

o ZITLUT S HEENE, 7E openshift-logging 7B 5 pod I IE L -
I $ oc get pods -n openshift-logging

WAEER TS TRATFEEICFAHMGN pod, REFLUTIIR :
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=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mni82 1/1 Running 0 14m
collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qgjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjff9k 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

10.2.2. Loki X & 1zfiE

Loki Operator ¥ AWS S3, LARK Minio #1 OpenShift Data Foundation ZHAh S3 AN REF
fii, Azure. GCS # Swift thz#¥,

XTF Loki 77, H#EFERI nomenclature 22 logging-loki-<your_storage_providers,

TRETRT BN EHEMHNBE LokiStack B E L HIR(CR) HHY type [H. MMEELER, ESHFMEMHN
R

K 10.2. Secret XifpFESE

HFhEGLNRE Secret type {&

AWS s3
Azure azure
Google Cloud gcs
Minio s3
OpensShift Data Foundation s3
Swift swift

10.2.2.1. AWS 75fiZ
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FTREH
e BE%&E Loki Operator,
o B &% OpenShift CLI (oc)
o (TIE AWS LRI T 17h#kE.

o IROIET AWS IAM EBEF] IAM AF,

FIR
o ZITUUT@4, BIEB—14%H logging-loki-aws BIXT RIF i secret :

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=access_key_id="<aws_access_key_id>"\
--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure 151

FERFH
e B%E Loki Operator,
e B%% OpensShift CLI (oc) .

o X7 Azure LOIR T &R,

S
o Z{TLIT&4%, EMAM logging-loki-azure DN REZ(# secret :

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \0
--from-literal=account_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

YIS E S 1E AzureGlobal. AzureChinaCloud. AzureGermanCloud =X
AzureUSGovernment,

10.2.2.3. Google Cloud Platform ##fi#

FRFM

e B%&E Loki Operator,
o B &% OpenShift CLI (oc)

e {&R1E Google Cloud Platform (GCP) LAI& T —1 Wi H,
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o BER—INEHOETFEE,
o EERT GCP HMISIEMIRA—1E F 08 7RSS,

1. J$M GCP EIRHARSIK M EIEE HIZIE N key.json BISTH4,
2. T4, ERAA logging-loki-ges BN REZ(# secret :

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.2.4. Minio 7fi&

FoREZH
o B &% Loki Operator,
o B &% OpenShift CLI (oc)
o EHEEFHEZET Minio,
o {ZFE Minio EOIE T (B,

SR
o ZITLUT®%E, B/E—1%% logging-loki-minio BIX R EZfi# secret :

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>" \
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>"

10.2.2.5. OpenShift Data Foundation i

FoRFMH

o B &I Loki Operator,
o B &% OpenShift CLI (oc)
o RBEERE T OpenShift Data Foundation,
o NN RIFHEECE T OpenShift Data Foundation 5£2%,
$R
1. £ openshift-logging r 4 22 [A] 1 ii# ObjectBucketClaim B E X FiR :

I apiVersion: objectbucket.io/vialpha1l
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kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

2. IZ1TLLTF M4, MKELH ConfigMap X RIKEVZEAERE M :

jsonpath="{.data.BUCKET_HOST}")
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath="{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o

151
BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3BTRS, MKEE) secret IRERFF AR FI ¥

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data. AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath="{.data. AWS_SECRET_ACCESS_KEY}' | base64 -d)

4. iZfTLL T %, BIB—14%N logging-loki-odf BI%T R 1F % secret :

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6. Swift f&fif

SERFEH
o B &% Loki Operator,
o B &% OpenShift CLI (oc)

o R7E Swift LA T —PMEFIER,

FIR
o ZITULT@4%, GIEB—1%E7 logging-loki-swift 9% R1Zf# secret :

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
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--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container _name="<swift_container name>"

o EHLIRILZTU T TREMTIBRERIE. KEHHE :

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. 82 Elasticsearch B &7

& BT LUEF OpenShift Elasticsearch Operator £ OpenShift Container Platform &2 L E8E &R
Elasticsearch H&7# i,

pa -3

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator B #Thi A, MNREB 7]
& FABE Logging 5.8 & #if OpenShift Elasticsearch Operator, BF444LE A Logging,
BE % Logging 5.8 B EOL Hik, #&AILUFER Loki Operator ¥E2/ OpenShift Elasticsearch

Operator E’Jgfbjj_?%@:iigkl}\ E o ﬁ% uuﬁ'ﬁﬁ* H lb\lﬂ%iﬁ%n/ﬁﬂ H /HEE,JE%{EI ISy
BS A Agnostic Operator,

10.2.3.1. Elasticsearch BI#F 5 = E 0

& Elasticsearch BB BARETE—NF AL, 7 OpenShift Container Platform /1, X{FERFAML
BFEBH(PVC)3RLH,

NRFAMEBRFHALEE, EFEFERRIKRHE, X1 LocalVolume X KRR
volumeMode: block 3, Elasticsearch TiE{FARIBLA,

OpenShift Elasticsearch Operator f#Ff Elasticsearch FHR& TR PVC w4,
Fluentd J¥ systemd journal #1 /var/log/containers/*.log B9Ff A B & #R (£ 4 El Elasticsearch,

Elasticsearch ZE RN EFERHITREESFHIRE, NIREXERHHNE, BNSLB/BEMN, BN
[, IEHEN AR B SEENRE, HFoRXAFENTREERE,
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IABERT, YUEMEEE N 85% T, Elasticsearch &= 1A S2EHFEIE, 90% Kf, Elasticsearch
SEARENBER TNTRINESFEREMIEMT R, B2, NMREMEFEET 85% LT oA r AFE
Z8[H], Elasticsearch &4 0IE#FHZFRE1F BN RED,
= -
XEE . EKMLEZYRIRAM Elasticsearch BRINE, BElLUSTOXLEBIAE, AR
ZERFERERNBIAME, BTLETEEMPELRXLE,
10.2.3.2. fiFl Web #Hil&5 %% OpenShift Elasticsearch Operator

OpenShift Elasticsearch Operator & |2 F1E I OpenShift Logging A Elasticsearch &%,

FeRFMH

® Elasticsearch RREBRERN AR, B Elasticsearch TTREEEEL 16GB AEEHRAE
HRAPRENEE, KRIE ClusterLogging B E X KRFP BEIEE,
B89 OpenShift Container Platform 7 mZH Al BER B LAZ #F Elasticsearch 5£8%, & JI1E
OpenShift Container Platform & FRRINZIN T mF BEERHENESNAFLT, 810
Elasticsearch " mix % Al 64GB PMATE,

Elasticsearch 7 mARRI AERARBREFERE Ti21T, BEETINERREVGIEM,

o fA{REH Elasticsearch FTEMIFAMEEE, STFRE Elasticsearch T mEIEEH CHEHES,

pa -3
MR/EAMERTRHAMEW, FAEGARBINE, X7 LocalVolume X K
#) volumeMode: block ##ilt, Elasticsearch TTi&fEARATS,
SR
1. £ OpenShift Container Platform Web #£#|& 7, i Operators —» OperatorHub,
2. MTAETFH Operator 53R A% OpenShift Elasticsearch Operator, #AE = Install,
3. #AfRTE Installation mode Fi# T All namespaces on the cluster,

4. METE Installed Namespace T T openshift-operators-redhat.
R /itEE openshift-operators-redhat 84 22[F], openshift-operators is £ Z [/ FAIRER T =
1 XIR B operator, XL operator NEIE(E, HEHA B metric ATEES OpenShift Container
Platform metric & FER, Mm-S BUH3E,

5. 7%%¥ Enable operator recommended cluster monitoring on this namespace
XANEIIE Namespace W R i E openshift.io/cluster-monitoring: "true” I1%:, S
BIXANET, LAARERE LR EY openshift-operators-redhat #3422,

1% stable-5.x /£ BHE,
W BHREAESRRS -

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EH R A® BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EIERAE 4 Operator B#,
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8. = Install,

1. @I tN#E|] Operators — Installed Operators T34 OpenShift Elasticsearch Operator B.#
=i,

2. #%E OpenShift Elasticsearch Operator ZEFTE I H F#7IH, & Status y Succeeded,

10.2.3.3. {1 CLI &% OpenShift Elasticsearch Operator

& eI LUER OpenShift CLI (oc)Z& 4k OpenShift Elasticsearch Operator,

FeREH
o HA{REH Elasticsearch FTEHFAMEEE, FEE Elasticsearch T REFTEBCHEHES.

NRFAMEBRATFHFALEE, EFAEERRIBHEE, X1E LocalVolume X §
B volumeMode: block 3, Elasticsearch ;& {FARIALSE,

Elasticsearch R RAEFEEREIN AR, HKIABERT, OpenShift Container Platform &% 3 4
Elasticsearch T s, HERFIERMEHI) 16 GB, #IAIXBEH =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FEEEE 21T Elasticsearch, MIRIBEIS Elasticsearch #HXxHY
REAE, EEBFRINES Elasticsearch TR, MAEEMIME T R EMRHTE,

o HEEMNNR.

e B%%k OpenShift CLI(0C).

SR
1. 68— Namespace X R{EH—1 YAML 304 :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q XI5 E openshift-operators-redhat fy £ 22 (5], Ef5IERIBESI8FR 22, B
Prometheus Cluster Monitoring ¥ E2& 5 M openshift-operators-redhat 4n 4 22 [A] 112
E{g#T, A =M openshift-operators #p#4 22 [A|H12EX, openshift-operators #p+ 22 [H]
AlBER B &1L X Operator, X Operator AEEE, FHABERLZHES metric WRAFRERB
1805, MTFBURZE,

Q FR&BBIIRBAIRIEEZING, LAIARER LRI openshift-operators-redhat @p
£ e A,
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2. ZITLA T4 3k Namespace % £ :
I $ oc apply -f <filename>.yaml

3. LLYAML X4 = 6 OperatorGroup X £ :

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q IR T38 7E openshift-operators-redhat &34 22 4],

4. iZITUA T ep 3K OperatorGroup £ :
I $ oc apply -f <filename>.yaml

5. il — Subscription X & 31T 5] OpenShift Elasticsearch Operator B#n & Z2[H] :
1T B =B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic e
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

R/¥ETE openshift-operators-redhat 5 £ 22 [H],
157 stable, =X stable-x.y /fEN#E, 155 WA ER,

Automatic 7o1F Operator Lifecycle Manager (OLM) fEA iR Ao A B shE#H
Operator, Manual 2k E55& 4 XL A F #it# Operator B#,

157 redhat-operators, #15 OpenShift Container Platform SRR EIEZRMLEH (TR
TR SERE) |, 15IEEEE Operator Lifecycle Manager (OLM)R 12 Y
CatalogSource % R FF,

o 09
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157 stable RERHTEERANLFIMA, FERT A installPlanApproval:
"Automatic" #J stable & B 5115 Operator A EIHHHIFAE EARAFRARA,

157 stable-x.y R REHFEERANHFNRMA. EATHE installPlanApproval:
"Automatic" #J stable-x.y B Operator AR EIF A (TR AP RFIEE R

ARAS

BT RSN BT

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator 2 %% £l openshift-operators-redhat fp % 22 (7], FH 5 HE!

SEHPHNEIIR,
AT
1 ZTU TS
I $ oc get csv -n --all-namespaces

2. MREH, HBIAENMRAZREFFIE OpenShift Elasticsearch Operator B Pod

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-system elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1  OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

10.2.4. B2 & B &= 1
& LUt 82X ClusterLogging B i X R(CR)XREE H &AM B EFZMERE,

FRFM
o HEHENNR.

o B% %k OpenShift CLI(oc).
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o B &% Red Hat OpenShift Logging Operator #1— 1M AEBHEFAE, E©= LokiStack 2K
Elasticsearch,

o XBEHIET ClusterLogging CR,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREE 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEEH Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERXARRKEERINBEFMH. IEEXBAFTICREMEAHBHENESEER,
BS A Agnostic Operator,

SR
1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

feE AEEFEMERE, XATLLE lokistack =X elasticsearch,
Elasticsearch B & #FERY AT L HD &1L,

BETREE, IMETUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

o 009

LokiStack By AL ER & 150,

il

% LokiStack 8% B & &F#M ClusterLogging CR

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:
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managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. 2T T4 3N A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.3. fid & LOKISTACK BH&EEiE

FEEEILFEXEA, LokiStack 1EHIZ Loki #1 Web XI5 OpenShift Container Platform B35 IE5&E AKX
BBFICRHAS, LokiStack IR EF OpenShift Container Platform S5 %5 E 35 ) L e % 78
Fo Loki f$ BEFEMIER N AN HE SN EBFE,

10.3.1. 5 cluster-admin BB A &0 EHA

BF

B cluster-admin B B3 E NS N RRE AN ARFEE, HbERdmamaZelH
MEFEMATF 5120, 25 R Parse error: input size too long (XXXX > 5120), #
T BEiFhiEH LokiStack AR EEBIVIA], E{E cluster-admin F B cluster-admin 22
B Gl. #0R cluster-admin HRE7E, BB EHNMENA T HRMEIEE,

FERUTEHENESR cluster-admin FRBI A F A8 H4H.
S
1 HIA T er o 024
I $ oc adm groups new cluster-admin
2. WAL TR e DA &I R INE cluster-admin ZH :
I $ oc adm groups add-users cluster-admin <username>
3. FIAL T e RIEE AR cluster-admin B A :

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2. KB E 5T T2 M LokiStack 174

EBAFICFIRAE 5.8 REHIRAF, 2 OpenShift Container Platform &£ E 5T, Lokiingestion F1 &
R RMAEAE T RTH CPU MAENRPIZT. XEKE OpenShift Container Platform SRR
FF2H, LokiStack &E =W, 17783 E A PodDisruptionBudget FTIR3CH, Loki Operator

Loki iE% PodDisruptionBudget 7Ti&, ©RE T ENAGLIATHMNRY pod E, UBREERYE
TIEBEE,

Hith 5w
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e Pod HRfTIE Kubernetes 314

10.3.3. fid & Loki LR AT S iifE

EBFEICEK 5.8 REFBIRAR, Loki Operator XFXE pod RKELMEFN, LUEKE—HEBR pod
EREEPNARETET =L,

KERMER pod I—N B, BATESCIIHFEAERNT A, REREMR pod W—NEM, ATFMHEL
pod AERIEN T m L,

1£ OpenShift Container Platform /1, AILUMEBN pod KZEM4H pod K X MFERIBEM pod EHIEE /(BT
ZBR I pod A BIAE I BIMRLE T 2=,

Operator 2 NI A Loki HFXEBEEIN. H1LH podAntiAffinity #L0l, HAE3E compactor,
distributor, gateway, indexGateway, ingester, querier, queryFrontend, 1 ruler 544,

&8 L@ 1E requiredDuringSchedulinglgnoredDuringExecution FERHECEFTEHIN B R E R Loki
YA B podAntiAffinity 1% B

ingester HHFBI A F % & RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname

E S BB

wIEECEE- (BN, (bR%) F BB FZ A,

o
2]

Hith

=

iR
e PodAntiAffinity v1 core Kubernetes 344
o I Pod £ E2%5 T s Kubernetes 3X#Y

o [ERAXEAMER R RECMEMNIAEX FHAL pod ME pod

10.3.4. X F X BB R R H
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EHFRILK 5.8 XEFTBIARAT, Loki Operator @14 pod thib o REISZ F X RRAMBIEE . HRHXD
hEErI iR A SEME, FRALERI R —XKIEBENBE LK, TEBERNEE N
1x.extra.small, 1x.small 2% 1x.medium 5}, replication.factor FERRXBEIEEN 2.

NBRERES, EFEZVEESEFRFEENTARYE, AARATARARASLEFNRRES, #
RGHBUROAREREZFBREARN, SMXENMEERFHLONE, ULMRERF,

BAXE#IM LokiStack CR =%

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2 g

zones:

- maxSkew: 1 9

topologyKey: topology.kubernetes.io/zone ﬂ

FRAMTE, HARESRM replication.factor B
WIERBEFSRE RN, SENEEIXME.

A HRIMEIEIB pod MEHISRAZEH, BUAMEN 1, BIEERE O,

- -

LAS T3 bR N R 3ME RO 20 UK,

10.3.4.1. NRIMMIX ¥ & Loki pod

£ OpenShift Container Platform #, HYFERARXFRITEVIRN, 2LZERXKK, THAERKIEE R
HEFER OANEE XS, S8 I RMNIIEEEN. MREH OpenShift Container Platform 5E8$i%
BEEHCIELIRE, NREXUATERSHRSHBEEX,

Loki pod 2 StatefulSet B9—&B4y, &1 IMi7 StorageClass X RE &M PVC, &4 Lokipod REH PVC
HRBRER—RXEh, YEERPLERXMIER, StatefulSet g8 B2k S KB X dh 2 F20TH
pod,

DIk

H
DU Rz MHBR R K Ry PVC, UREPEENMARIE. T ERTNEEES

K HJ LokiStack CR HJ replication factor £E&, RMIZIRZIZE N KT 1891E, LR
Loki &,

FRFH
o HEICFARA 5.8 HESMA,
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

10 = BiSFE

o IGiF LokiStack CR 2B EBATF 1 MWEFIE.
e control plane &I EIX KK, HBEXAFBT mEB N EEKIRIC.
StatefulSet #2H2F 2 B e EFHAE RMBIX FH pod, FENXKEH PVC AL FRINHK d, FRAE

PEFFAERTRAMNXEEES I/, EXMFHIMRERMHEXAF PVC, EEFHFEXPRINEFUESIR
A Loki Pod REE &M PVC,

R
1 BT S, FIEATF Pending SRESH pod :

I oc get pods --field-selector status.phase==Pending -n openshift-logging
oc get pods i tH <l

NAME READY STATUS RESTARTS AGE ﬂ
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0O 16m

Q XL pod #0F Pending K7, E AT PVC I FRWHIX .,

2. T84S, FIHATF Pending SRR PVC :

oc get pvc -o=json -n openshift-logging | jq ".items][] | select(.status.phase == "Pending") |
.metadata.name’ -r

oc get pvc fiitH R~ fl
storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1
3. BITLAT S, MER pod B9 PVC :
I oc delete pvc __<pvc_name>__ -n openshift-logging
4. RIE, BITLAT e HEMBR pod :
I oc delete pod __<pod_name>__ -n openshift-logging
BRIMHBRIXEN R E, MAETRARKEHBEHRREEN],
10.3.4.1.1. W FA AL RER PVC H1THREBERR

INR PVC JToHIRALE 24515 B 7 kubernetes.io/pv-protection, PVC ATBER 4L TF terminating K75,
BREZLEZRROZSOIT PVC BRENMH BR,

1 BITUTHSMREA PVC LS, REERMK.
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I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-logging

Hith 5w
o I MIRE Kubernetes 314
® Kubernetes {3 #4.
o {3 pod ¥ M RHIZEH pod ME

10.3.5. X} Loki B & HI¥E 4117 7]

EBFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator BRIARRFFr A B 4 B & B 1517]
R, ENEEGR, BRERER SRR, BRIE Operator EANFALURINEE AL RIBEH
MEMNEE, EULUERUTRAEEN BERREAAH

o RESTRINMISEE
o R TE(ASEH R
o GIEBE Y admin

ERNEEGR, BREVRIEAMENABHENEEABYE, Red Hat OpenShift Logging Operator 12
HUTERAR

e cluster-logging-application-view % FiE v FATE R H S BITNER,
o cluster-logging-infrastructure-view 1% % B E i 2244 B AR,
o cluster-logging-audit-view %% iZE & i1 B EHIF R

INRIEMULETRIRR A T2, NIZI4 B9 EE A & logging-application-logs-reader F1 X EXHIEEE A BYE
logging-all-authenticated-application-logs-reader 12t AE %A, RIFEMET BBRIERREFE
p 44 22 [A] AR AR (R RR

@ E,E
- HEERNBRFEEN, BEGRZERNRIA - BIRA R & ZEH,

10.3.5.1. LB RIM 5 ]
ERMEAERREIBERAR, URKBERSEHENIER,

ClusterRoleBinding

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#spread-constraint-definition
https://kubernetes.io/docs/setup/best-practices/multiple-zones/#storage-access-for-zones
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10 = BiSFE

- kind: Group
name: system:authenticated
apiGroup: rbac.authorization.k8s.io

ﬂ Zi4+# ClusterRole 2 cluster-logging-infrastructure-view #{1 cluster-logging-audit-view,

© ERURA AR,

10.3.5.2. fp A Z2[A] 1 7]
RoleBinding ¥R i F ClusterRole %f &€ X A F =4H =T LAV [n] H ARy 6 4 22 A,

RoleBinding 7~

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

@ STt RoleBinding I AEIHIAAZEI,

10.3.5.3. A%E X admin HijjlA|

MREHHEBEERLZEER ZWAS, EATLMER adminGroup FREROIEBE V4. BT LokiStack
CR By adminGroups FE& 15 E RIEMARI A 7RI F #8118 admin, SIRIT4EDES T cluster-
logging-application-view &, NIEE B BRGSRIFTE &2 EFRrE N BREFEE.

LokiStack CR 7=l

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group e

ﬂ BE LEEANELEXHTA,
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9 T FER A ZE list [ fERZF admin 4,

9 &&= 1)\ 4 (system:cluster-admins cluster-admin,dedicated-admin)

Hth BHR
o {EF RBAC & LHIN AR

10.3.6. f# [ Loki )5 BEFRAGRE

HEABRICERE 5.6 RESMRA, BALRERSREERERIE. XENNTELBLE, SMEHIH
HAEIXE. IRENEEXHA, RSN SES BN Z AN A,

1. EF[FHEHZ/}ILE,J{%EI, IFJ@IJL /™ LokiStack QITE.X /ﬁ(CR)
LRENETFRBERE D

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' G
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

@ FEEERNBRERRE, X PBRRRMIMEHEEN REERRRERE,
@ LULHHRME CRE, £ERRHARSE
© CERTEUETRM LogQL Eifl,
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2610 & H&Fi#
ﬁﬂ_/l\*ﬁ)i' E‘JE:_F/)".E(J{% T@J

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:

mode: openshift-logging

Q RIEHE A ZERBREE, BMEIE KB R application, audit # infrastructure,
9 @EFH?EXE/L.\/}ILE’J LOgQL Ell/j

2. 8 LokiStack CR :

I $ oc apply -f <filename>.yaml

G

XAERATAHEHNESEERRE, FRNKEHEEFHEEXHNRX 30 RNERRFE
- EH.

H

10.3.7. Loki R ERRHl iR tXFEHERR
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#NR Log Forwarder API 81 EERRFI AR Z(E B L B Loki, Loki RERERKRHI(429)5H 1%,

XEFIRAIREREEERESERLE, B0, L0 logging RINEIEEBFRELEHEMNER DI, logging

RFAFTLFAIEBEREN TR HIERREIEER, EXMERT, MRRMFEESHERENTE

WERRE, [EBERARWILIE, FEFERAS FIENA R EERH IR,

INRERBHIERFLL &, EITLLUBIT SR LokiStack B E X FHIR(CR) AR R It 7]/,

BE
LokiStack CR 1£ Grafana £ &/ Loki LA A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions

228

® |ogForwarder API B2 & 7% H & Al Loki,

L 13:E’J/3§/Jhr'] LOkI ﬁ j(:.F 2 MB E’J/é/u\iﬁ%o WU&D :

"values™:[["1630410392689800468","{\"kind\":\"Event\" \"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #i A oc logs -n openshift-logging - component=collector [5, £EPHKNERBERL TS
= »LJ\-F%EI I«i/% /l_.\z Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £i5%H R~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 51558 2=

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EERBRLERNBRBRX MR, B8, 7E LokiStack ingester pod A :



10 = BiSFE

Loki ingester £5i%H 2 =Hl

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

£
e

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize F & E L B MNZHERI AN R AR MERRFIRGIAN (L MB H#
fir) . XMER—NERS, FILEXENEDTEEMELSERPIHNZAREERN, T
#¥F AT ingestionBurstSize HEIHENHE K,

9 ingestionRate FREFWRARAHEAEBNPIRE (UL MB VA . MRETEKBL
BRE, MHIERRRH R, BRESFFEXLZAET. RBEZFEBETRE, REH
RTERE R FRER TR R,

10.3.8. E2i& Loki AR 1F memberlist A1 K

1 OpenShift &£, BEABEFEAIELTH IP MLSERE, ELb, Lokimemberlist EBESRKM, H A
INERT, EREARLE IP W%,

ERNEEG, EAILLCH memberlist BRELERE pod W%, #EAILUEER LokiStack CR, LAfEF hashRing
spec A podIP, EECE LokiStack CR, 1H#FERUTHS :

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

LokiStack 7~fil, {#HEE podIP

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
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hashRing:
type: memberlist
memberlist:

instanceAddrType: podIP
#...

10.3.9. HE ¥R

Loki ZH 443244

Loki Query Language (LogQL)X#4
Grafana {3k 3044

Loki Object Storage X#4

Loki Operator IngestionLimitSpec 344

Loki Storage Schema 344

10.4. fid & ELASTICSEARCH BiE&E&EE
R B LUFE A Elasticsearch 6 E&EMEF12H4H B E IR,

WA LB BEENE, S -

Elasticsearch &£ M1Z1E
EEEPHIBIET R EEHSR, MEBEHEAREH

S ER1J5 7] Elasticsearch 32

10.4.1. Bo B H &= %
& e LU 82X ClusterLogging B i Y HR(CR)XREE H &AM B EFERE,

FRFH

230

BEEANR,
B&% OpenShift CLI(oc).

B%& % Red Hat OpenShift Logging Operator M1—1HRE B EEE, ©=& LokiStack 5%
Elasticsearch,

REAIE T ClusterLogging CR,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator B #HTh A, MNREBF]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE A Logging,
BEZ Logging 5.8 B EOL ik, A LUER Loki Operator #6757 OpenShift Elasticsearch
Operator WERARRKEERINBEFMH. IEEXAFTICREMEAHBHENESZER,
BS A Agnostic Operator,


https://grafana.com/docs/loki/latest/get-started/components/
https://grafana.com/docs/loki/latest/logql/
https://loki-operator.dev/docs/howto_connect_grafana.md/
https://loki-operator.dev/docs/object_storage.md/
https://loki-operator.dev/docs/api.md/#loki-grafana-com-v1-IngestionLimitSpec
https://grafana.com/docs/loki/latest/operations/storage/schema/#changing-the-schema
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

L

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}

redundancyPolicy: <redundancy_type> e

lokistack: ﬂ

name: {}
#...

Elasticsearch B Z R AL R &%

BETRERE, XMEATUR

LokiStack FYR] & EE & LT,

x O 009

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. 27T 4 N A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.4.2. & it BEE L BB EEFE

e E AEEFEMERE, XATLLZE lokistack =X elasticsearch,

¥ LokiStack 53 H&EFEH ClusterLogging CR 4l

10 = BiSFE

ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.
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EEIL\IE%%B%EFH ’é%ﬁ*ﬂgﬁtﬂ%mﬁu%ﬁ\%ﬁﬂ CIusterLogglng QI:E.X I}?(CR)I:FEXE’JWﬁBE/L.\
it

MANBERT, #HITASTREAZBRBESEN, BAITREREEME. CREHCHRELHEITER
BRI RERENL RBUFHERER, HFEASINRLY,

MREKNEEHBENEE, WAFERE— ClusterLogForwarder CR, #RF7E
ClusterLogForwarder CR, BEFRRELBINEBAEFME, FRIEE LT & default HiHWEE,

SR
{8 M Log Forward API {8 i H &5 4 BN ER Elasticsearch 254 :

1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 314 :

o 0| CR LUSFIA BEE B L EEIRER Elasticsearch Z£41, &8 LIE AT B RBI1E R
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ B (pipeline) E X fERIEEREHELAMBEERE, Bk HNBEEE L BRI
Elasticsearch SE4,

B/ MEEEBPREERE=MEENARE : MNAERRF., EMREMFEZ, IR
BEEREATREY, XEAERTRBEEHEZK,

o MRIEEB/ —NUEH ClusterLogForwarder CR, HSEERINEIH 1T B S HiH A,
MABEE LB, Flan -

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
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- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default 0

ﬂ HEERAIREEF N, AFFHITHELERIRNER Elasticsearch 3£,

HiBR
o XTHEWEMEL

10.4.3. Bo & H &R BT [H]

Re] LABR B (REZERS, $8EEBNIA Elasticsearch BEEMHIFE =B EREMNERS| MK « EZeM B,
EZFH*%F% H /L.\*D EH 'l«—]“ E Tho

ZRLERB RS, MFEEN ClusterLogging B E L HIE (CR) AR ENHERIZE maxAge 58, CR
X LE(E N B Elasticsearch IRENHRE, ©/RE Elasticsearch B #HIFRIAENIZRE ],

INRRE|IGLUTREZ—TE, Elasticsearch RIRENIFRB|, BIHURIMNERS|IFHAUIBRHRA
e 325|BF Elasticsearch CR ##J rollover.maxAge {E.
o RE|K/NEBITESD L 40GB HE.
e 3RB|H doc MK T E 5 FEFELL 40960 KB BIE,

Elasticsearch £IREEECE R E RIEMPRIRTIFRE. MREXREHEMEERCBREBRE, NRIAE
7 REMERB S,

FRFH
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o W& % Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

SR
IL;\ E—J_]Eﬂ

1. 44 ClusterLogging CR, LURINSK{EX reservedPolicy 5% :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

187 Elasticsearch MIZR B BN B &R A, A —DEIANE AL 0 B(w). DI
(h/H). 28 m)F#, i, 1d KEX—X. FfA#Bi1T maxAge BB B ES%MR. BRIAE
/R-F EIL\E{%E 7 960

2. &R LUSSHIE Elasticsearch BE X BTR (CR) HHILE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
S RE LB/ NHRSEMERN BRERKFRS|, FEIRDE 7 RINRIREHBZERS,
OpenShift Container Platform & 15 280 &E—R, UBERSTEERNFEEI,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:
maxAge: 8h 6
pollinterval: 15m ﬂ
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NFENEER, FERBARMEHERFIRNZERRN A S,

2.5 & OpenShift Container Platform MiIFRIZENZREl, L% &R E ClusterLogging CR
% B maxAge.,

WIREHFRBIET, OpenShift Container Platform SE&EMFR3|IEi, LEB
ClusterLogging CR ##J maxAge R,

o ® 90

OpenShift Container Platform {+ g E N IZG EIREIFRE, XEBRINXE, FAE

8
pa Y=
R X FFEH Elasticsearch CR, X[{REEZRIEHIFTHE B NEB 7L ClusterLogging
CR Hif47,

OpenShift Elasticsearch Operator 83 cron job, LAERE LIRS NENRGNRDIZRE], FEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

10.4.4. HHEEFMHEE CPU MIREFEIEX

NG ESITRE CPU MIRFIEK, BARMZFIHEXLEE, EH OpenShift Elasticsearch
Operator R & & HME LU RIMENE K,

L

TEARBIERED, Elasticsearch RIEERBNEIINEFERETERE, MMSBRIERTSHRH
OOMKilled, INREBELX/NAR, 5= Elasticsearch IR TE1E K FRIE.

B Elasticsearch T EB AT LAERBEHIAFIXE Fia1T, BREETESBEPFEIGIEMN, SFEIF
%, NEA pod MiZHERHEEN TV FERIAN 16G, RIFHNED pod DEFEET 64Gi WREZHIE
=,
FERFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
ik

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

IRIEFEZIETE Elasticsearch B9 CPU MIAEFFE K, MNRXLEER, N OpenShift
Elasticsearch Operator 2K BEBINE, BIINBLUHERZSHMENTE. AFIFERHE
IMEN 16Gi, CPUIEKRH 1,

pod AT LUERMHKRE,
FE pod AR/ IR,
RIBFEIETE Elasticsearch fRIEH) CPU FINFIE K, MRXLEBEH, I OpenShift

Elasticsearch Operator 2K EBINE, BIINBLUHERZSHMENTE. AFIERHE
A 256Mi, CPU IERKBIERIE S 100m,

o0 o

1E 4% Elasticsearch WEEHT, HERAIERN1Z B FiERKFMBRIE.
f5gn -

resources:

limits: @)

memory: "32Gi"

requests: g

cpu: "8"
memory: "32Gi"

@ iRnExHE.
@ =EEE%

Kubernetes —fi%B1& T mBCLE, AFIF Elasticsearch fEAIEEMRIE, N iEXKR (request) #1 BRIE
(limit) X BHERFEME AR Elasticsearch AILMFEAGREEMRNE, BETREAETHRG.

10.4.5. W AEEFHEES HI5RK
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&R LATE YN E R B R BB 17 s 2 [B] & %1l Elasticsearch 4 F :

FoRFEMH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

AR

1. %i%E openshift-logging % E #1#) ClusterLogging B E L %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ N REETRER, ERREREENA.

® FullRedundancy : Elasticsearch f§8 1" R5IME D F TR EFIEIEMIET R XA
R#tEENZLYE, BERNMEFESARENMAHFEMRRE.

e MultipleRedundancy : Elasticsearch &8RRI E D F S BB —FHEBIET
Ro XAERES MR Z ARERIFIITR,

e SingleRedundancy : Elasticsearch HBNHR5INED FEIF—TEIAR, REFEED
AEIET R, BEMERATHAETRE, F/HA5MNREZ T RN, Ml
MultipleRedundancy. &R BEfF LSRRGS FAF 4 Elasticsearch 7 mAYERE,

® ZeroRedundancy : Elasticsearch RI/EE D FHIRIAR, IR KA EHRE, M)

AREHFREASHE. MREFEXIMEMIELEMN, HELET B SBH#E/PVC
&0/ RE R, ATLEEERER,

% o
A REIBEIROED FBESF T Elasticsearch E T mB9EH.

10.4.6. 451 Elasticsearch pod
> EEBE R Elasticsearch pod $E I gE = 5 BUEIE Z K5k Elasticsearch ME8E T,

INRAER, RO%Z—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR IR E14k
g, EALURIE S — 1 pod #HAT4E .
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%g s

SNR Elasticsearch 52514 & )y ZeroRedundancy, |7 4EE, Elasticsearch pod.,

i

10.4.7. W BEEHE BT AEEFE

Elasticsearch EEFAMLEEFE, FEREMIE, Elasticsearch MEREHS.

Digk

==
[=]

1E Elasticsearch TR AL NFS EiERESHFTAMLS (B @S NAS thin

Gluster) , BN Lucene #KiiiF NFS TREMIXERGIT . IR ARSI E Ath (7] 3
ARESKE,

SeRFH
o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
it 3
1. %%E ClusterLogging CR, f$&#HMENMIET [IEEN A ERFAMESERH,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
#...

spec:
logStore:

type: "elasticsearch"

elasticsearch:
nodeCount: 3
storage:

storageClassName: "gp2"
size: "200G"

ABIhisTE, SEHPHENBUEET REHEEFK 200G " AWS B SSD (gp2) FfifHI PVC,

. MRFGAMEAFRAMEM, BFAEFERRRARS, X1E LocalVolume X R H#Y
A volumeMode: block #ifi, Elasticsearch FoiAf#EARBRS,

10.4.8. /7 emptyDir ZFEESE H EFE

&R LUFF emptyDir 5 BSFFEBECEARABR—NMERERE, InhEHE—BEREFRA Pod FEIEER
=2EK.
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ﬁ -
N M emptyDir i, MNREBEHEMEEREHFRE, BEHEER,

FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it

1. 4w% ClusterLogging CR LUIETE emptyDir:

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. $T Elasticsearch £E/AthEE

£ E= X elasticsearch Bt &M 51 K {E{A elasticsearch-* EE BN, HUTRTER.

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIARIER,

FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

iz
PITERBRDER -

1. i# A openshift-logging 7 B :
I $ oc project openshift-logging
2. FKEX Elasticsearch Pod BY& R :

I $ oc get pods -I component=elasticsearch

3. 4EIHINEE RS Pod, LMEE({Z 1L Elasticsearch £ A :

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. {#F OpenShift Container Platform es_util TE#H{T9 F AT RIF, BEREXNZAIZREESE
AR ERIE -

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

a0 -
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$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

it Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFFIEFEA R KT b #1750 F 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

i th o Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESMHNREFEHBE—TESKE:

a. BUAIER T, OpenShift Container Platform Elasticsearch £ IEEE T S#EHERE, fF
AL TR AT HEBERE F ST Pod FREXVEHN :

I $ oc rollout resume deployment/<deployment-name>

4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

EET —/# Pod, & Pod EAMZEMABRE, MEEMEHT T —EE,

I $ oc get pods -I component=elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
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b. METMSG, FE Pod LIEIEHLEE :
I $ oc rollout pause deployment/<deployment-name>
4N -
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
it =1
I deployment.extensions/elasticsearch-cdm-0-1 paused

c. K Elasticsearch SEB¥ 2 & 4T green = yellow K&

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

INRIEXT SR fr 5 P {FEAM Elasticsearch Pod #4T T #EHHERE, 1% Pod HAR
BEE, HFELUOEEFERHTH Pod &R,

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
Q ERSRERT, FBRLESHIEN green ZHE yellow,

7. WNRFERT Elasticsearch ECEBEIRETS, 15X B Elasticsearch Pod E& X4 1%,

8. HHEMNMARER, EFERSHTE -
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
it Bl

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. I BIESS Pod, EENI&E#HELXE Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. M A EEFEIRS A T N ERH

%U\'I‘%%R-F %/f}‘AE/b\lﬂ%%g¥%ﬁﬁlﬁlﬂﬁ|3%7 E/b\lﬂ%ﬁ’]ﬁ/b\ﬁﬁ%o u_,\_.”’J\FIFH ™ re—encryption
termination X AIBEH, LUSLIIAERY B &7 AR 55 BT [ SRAREREIE.

A, BT UENECE—NEFINEERA, FH OpenShift Container Platform S hEH1 2 &4&H
Elasticsearch CA IEFLAMAER iR B&F M. RS, BRESSUTRERN cURL EXNEE BEFMHE
ARSSEITT AR -

e Authorization: Bearer ${token}

® CElasticsearch EFMNH IR EBFN Elasticsearch APl 15K,

TERER, AILAA HEFEER P ViR BEFMERS . SAUERUTRSZ—RKIRE :
I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
it Bl

I 172.30.183.229
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I $ oc get service elasticsearch -n openshift-logging

it~
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R DE AR TR e SR EERF 1P il

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

i th o Bl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 O--i--i----i--i-- --i--:-- 108

i =2
KA ER AT B S TFE

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. MBEEMERI CAIERHE A admin-ca X4 :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
it =Bl
I admin-ca

3. LYAML X R QB EEEIRS RS -
a. FEAUTARUE— YAMLH :

apiVersion: route.openshift.io/v1
kind: Route
metadata:

name: elasticsearch

namespace: openshift-logging
spec:

host:

to:

kind: Service
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name: elasticsearch

tls:
termination: reencrypt
destinationCACertificate: | ﬂ

RINBEEE CAIUEPHERT—SHhMe s, BRYRE—LEHRMPZEHAREN
spec.tis.key. spec.tls.certificate 71 spec.tls.caCertificate %1,

b. BITLLT &S, FHEEHFME CAIEBRMBEE L—S P AEMNEE YAML F :

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml

c. QIR :

I $ oc create -f <file-name>.yaml

it Bl
I route.route.openshift.io/elasticsearch created

4, eBEEEAFFT Elasticsearch R :

a. IRERLEARSSIK P BYmRE, LAEMEIEKPER :

I $ token=$(oc whoami -t)

b. HEAIEH Elasticsearch BRI B NIfEL &,

I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIFEBHISE UMD, 1HLTU T aRiE T 2 FHEEE A Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
Hip N R FOF -
=1

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility_version" : "5.0.0"
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b

"<tagline>":

}

<for search>"

10.4.1. IR {FHABKIAM Elasticsearch B&E(E, &M RERNALE

ENEERR, EFREZENNERT, YERHAERAEE=FHEEEERFEHEIM Elasticsearch 77
g, A LAM B EEBERBIRILN R E AL,

HaEie, NREEFEMAIIAM Elasticsearch HE&TF#E, ERILLM ClusterLogging B E Y %R (CR) A
fHIBRPIER Elasticsearch logStore #1 Kibana visualization H4F, MiFRiXLEHER A LR, BEERER
Iﬁo

SeRFH
o RIFEMBELARESENBEEHIBA ERBIABIAER Elasticsearch 5£8f, RETAREER
& 2B ClusterLogForwarder CR YAML X4, JiEE RAIEE default B outputRefs J©
o Bl :

outputRefs:
- default

Digk

==
[=]

7€ ClusterLogForwarder CR % B & #IBH 4 ZINER Elasticsearch 5£8f, FM

ClusterLogging CR #llif& logStore “Hit, £ X#IERT, MEB Elasticsearch &£
FAFEXRFHEATHE. X2FBBUBEK.

i =
1. 4#%H openshift-logging %l B ##9 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

2. INR7FTE, EM ClusterLogging CR H/ifi& logStore #1 visualization /\77,

3. &% ClusterLogging CR ¥ collection /N7, Z5RNEBILLTRA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}
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4. FUEIEESR Pod BB EEHEHE -

I $ oc get pods -I component=collector -n openshift-logging
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5 1% BRI
ENE BRILRER

1.1 BB\ BEICRER

HEIDRERME N Red Hat OpenShift Logging Operator RN —ERHRE, EREVRTHEWENBE
EEEERSHENEER. INRMELRE Red Hat OpenShift Logging Operator 5% Enable operator
recommended cluster monitoring 1113 /5 X 45ir, BRXREHEILE Operator WEZER, &
SRER Web 258 REBEILK,

A BEIL K ER 4 1% E openshift-monitoring 4 Z2 [A| Y OpenShift Container Platform Wi #Ze
Alertmanager, FRIEMREER T At Alertmanager £,
11.1.1. #£ Administrator #1 Developer & FiJi[7] Alerting Ul

Alerting Ul A3@1d OpenShift Container Platform Web #2#& 89 Administrator Y& #1 Developer 11
Vil
e 7£ Administrator i/, A Observe - Alerting, Lt#lAFH Alerting Ul FRI=NEETIHE
2 Alerts. Silences 1 Alerting #L)UI| 71,

e 1f Developer fif5H, i A Observe — <project_name>— Alerts, EXMAAH, ZiK, #HE
FERHNERET Alerts TIEHEIE, Alerts A H RS REETFAMET B,

1E Developer i, ZATLLMTETTE Project: <project_name> IR F 1 7] A% /0
OpenShift Container Platform 1 & X B9 B Ak, BRE, MREES cluster-
admin 551, NAF4ERS OpenShift Container Platform #:/0\ B < BIE . #ERFN
ERAN,

11.1.2. Vector IE BRZIR

EBEILE 5.7 REHFHMAH, ASRER[RERLLTER, EaLIE OpenShift Container Platform
Web 55 EFIXLENR,

R 11.1. Vector BEESRE R

ik HE 1 pu BT
CollectorHighErrorRate <value> of records have  7£8115 28K, AEHHE Warning
resulted in an error by R ERS, BIAHI10,
vector <instances.
CollectorNodeDown Prometheus could not FAEE Prometheus TTiER  Critical
scrape vector VR ERY Vector 5441,
<instance> for more
than 10m.
CollectorVeryHighError <value> of records have HEEHHHEIEHNHERS, Critical
Rate resulted in an error by FKIANTERT 15 DERE 25
vector <instances. ™o
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B HE Uiy BT
FluentdQueueLengthinc  In the last 1h, fluentd Fluentd iR &5PAFIK/NETEI®  Warning
reasing <instance> buffer queue 1,

length constantly
increased more than
1.Current value is
<value>.

11.1.3. Fluentd &R Z 1k

DUFEHRAIBH Fluentd HEWESZERK. &7 LLTE OpenShift Container Platform Web 12| & & & IX
LR,

% 11.2. Fluentd WEBER

B HE Uiy BT
FluentDHighErrorRate <value> of records have  FluentD fiH IR HERS, Warning
resulted in an error by T2/ 15 D #prp B 10,
fluentd <instances.
FluentdNodeDown Prometheus could not Fluentd 2% Prometheus &  Critical
scrape fluentd BETTIEHNEN R ERY Fluentd 52
<instance> for more B,
than 10m.
FluentdQueueLengthinc  In the last 1h, fluentd Fluentd iR &5PAFIK/NETEI®  Warning
reasing <instance> buffer queue 1,

length constantly
increased more than
1.Current value is
<values.

FluentDVeryHighErrorR <value> of records have  FluentD fitH i iRIEEIE  Critical

ate resulted in an error by K, FEZEI15 28, B
fluentd <instances>. INESR T 25 1,

11.1.4. Elasticsearch Z & #1]
IR BT LLTE OpenShift Container Platform Web 32l & dh 25 & X Le 4R I,

= N3 BRI

g

Eid sk BT

ElasticsearchClusterNotH  £EEBRRESMWT RED EA 2 0%, EBERESERE, oFT Critical
ealthy BEfRR, BFEmaster Ti R RIEE,
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i

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

1.1.5. Efh %R

o EWBOLIEAERMM

B N E BEICRER

30

SRHREIASY YELLOW £ 20 8, EED REIRHEKRD
fic.

ERETIHATELUS Y 6 /NN PO FRE AL 22 R 2 4t

TR, SETRET— NI PR RTA X4
AR

BET A LM JVM HEREES,

BT A A ZERARE, BETRAEEKLGL. 2R TEBD
BLA LTI o NOZE BRI RURNINE SR 22 (A,

MF A AMEAZEARE, BETRARSEKML. BETE, ®
LS RREMSEEEMY R BRET RIRINE S W2,
FELZFDES LT RBIEXRE,

HFAIAMEZERATRE, BETRARBKKAL SMEXD
TREDET S ARSI E bR Rk, SHEAGERET
=KL, FREIRBAFENL T,

BETER LM JIVM HEREXS,

Elasticsearch EIEE T 2 LB AR, 1T AARETEE LR

5IERE,

ZRGERET R EEAN CPU XS,

Elasticsearch fE$5E 17 m LE B CPU A&,

EEM

Warnin
g

Critical

Warnin

g

24

info

Warnin
g

Critical

24

Warnin
g

24

24
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5512 ZF MRe Al S EE

12.1. SR 5, &

NS4 R B A AT UM B S A b, AR T SR & S Bt B B s, TSR TN Szt % 2 B e
BEATEASHAEEL, MBEARSHE, BESEARIEEA RS ENER TR, e
AR N BT B s BN ] 1 R R B RO

{/Ejg%:iiﬁ 47—]1«115 jj H /L,\la%ﬁﬂlﬁmur”fﬁﬁﬂfﬁ”%BE'FEU H Ib\lﬂ%%o

1210, SFRIZHIHL &I B9 57 b
o IRFTH LAE MM TN B MR AT S,

o TABILEENMSBHMBHNARAEATRE.
o B[ BER D B RIC K AR M,
o BEINEESHERRE, TUEAERASERS.

12.1.2. ER & R KR
BNNESRBEERS, XEKSASRESHR A ER IR FIH I E TLUERRS,

RAIMNENT REOXHRGVRERS, IUKEBIMER TR EMBERES, AN, E3TRENT, &
MREBHRREXRREHEMN 10 MR, BEEENRRERNER 30 MLF,

RABEABHILENANF T RN TSR, FRNFEIEMERM AR, RiERREILGC%
BMARF T E,

IRET LB B # 5 I 7E ClusterLogForwarder B & X ¥1R (CR) FRECE R KRH :

i HH R PR Y

0k B SRR ERR B VAT T, B0, SHEIHEIRMSSRF A ECES, it R R E =
HEHNRE,

5 N\ 5 3 PR
FREIFMAR SR H SINEN BB REE,

R LLE T EE & ClusterLogForwarder B E Y IR (CR) kBRI H 4 H & EIHE E M HRE,

FRFM

o B &% Red Hat OpenShift Logging Operator,

o HEHEHNNR.

L2

1. EIEEHIHEH ClusterLogForwarder CR H%1 maxRecordsPerSecond limit {&,
LUFRBIESR T i{a &4 kafka-example B9 Kafka IR HER B &N INEE 28 fil H R R BRH -
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ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputs:
- name: kafka-example ﬂ
type: kafka g
limit:
maxRecordsPerSecond: 1000000 6

#...

HiH AR,
HIHARE,

@@G

A& ERERE, XMEXEBWLED Kafka REMBEENZAHE, RILE /R'FTiﬁ
BiXME, BRIAT jj =EIE, MRBFEXLBLTERESD, WEEFiIxK, AR
BEH 0, MARKELZEMBRE,

2. M. ClusterLogForwarder CR :

~Blen s

I $ oc apply -f <filename>.yaml

HbBER
L] /L.\iﬁU H:Il ;’éﬂzu

12.1.4. BB & H & 5% 4 23 g AR ZR PRl

&R LB EE & ClusterLogForwarder B E L HR(CR)ERBHIMENEZABER, EaIRBEEINRSH
B R 2 R ER AR,

FERFH
o B &% Red Hat OpenShift Logging Operator,
o BFEEANR,

EZ S

1. E—PMEEHIH K ClusterLogForwarder CR #1751 maxRecordsPerSecond limit {H.
LURRBIER T 0 A AR R B & i A SRR -

ClusterLogForwarder CR 7~ fl, HEBRFEMRENERKETITAZREH

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- name: <input_name> 0
application:
selector:
matchLabels: { example: label } g
containerLimit:
maxRecordsPerSecond: 0 6

LN

PREEFIFR, MR LIRS N AE pod BIFRZEIEES, Il maxRecordsPerSecond F & Hiig
ENENARRHEN AR ERER,

& ERKRFI, 5 maxRecordsPerSecond FERZE N 0 KA E NEBRBEEFNES,
¥ maxRecordsPerSecond FEX X B N EMEERE W B R KESIC R LR,

ClusterLogForwarder CR =fjll, JNFriitp 22 [H b E R XE BN A 2R

2]
©

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- name: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 | g
containerLimit:
maxRecordsPerSecond: 10 6
- name: <input_name>
application:
namespaces: [ test |
containerLimit:
maxRecordsPerSecond: 1000

LN

&2 [H 55K, maxRecordsPerSecond ;15 ENEN A2 RHIN A ERIF HAHEZE
(Bl R EIFR A B 25,

ELEE KR, F maxRecordsPerSecond FEXIZE N 10 R NI HMHEZEHFHEN
BERBERZ 10 MR,

2. N ClusterLogForwarder CR :
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~Blen s

I $ oc apply -f <filename>.yaml
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13.1. T Rk F AR 5 ) B R0 SR B
TR AR — N/ [ETTBRSY, 1ZBREVE pod AR B E SRR AR E X

Zf# pod BHBET R EIZTT, pod BHIREST R EIREAERIBIRET mILRFESR,

13.1.1. = F 17 mikfEes

ERTLAE R T s _ER pod FIFRZE £ BT st i35 K12 HI pod BOIFEAIE., T sULEE2RAT, OpenShift
Container Platform &¥F pod AE I8 S ILE IR ZE BT =,

IEA LM A RUEF SRR ED pod MEBEREN T RLE, RESCHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, 3 pod REEIREN T =L,

BN, YERHEEEEN, BALAE—EZERNY, NAREFLZ NGRS T EUENE pod HEIE
T REEEER, ¥ pod SEESEAHMBMENT =, EAGS, SEHHAANMEHOEK, 2BERD
Xig, EEE, 577 8FRiCH us-east. us-central 5 us-west, 7E XK (APAC) , 717 &brich
apac-east 5 apac-west, & A G RIEEGIER pod FFRINT sk fFEeR, LUBIR pod HEEIX LT &=
.

4R Pod XMREET mikiFas, ERATREALENIRE, NARFE pod.

BF

INRIETER— pod ECE A7 st FE2#01 s kB, T LATRALNES] pod IEEITT =
£t

o MNRRNIEE T nodeSelector #1 nodeAffinity, I /1H BIX PN R4S pod
FREVA B BRIL T o

o HIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEHA—
1 nodeSelectorTerms i B pod FLAEEVAE B 17 s £,

o MRIMEIBET %15 nodeSelectorTerms Xk HiH matchExpressions, LA
i matchExpressions &3] &1 pod FREHE I = L,

7€ pod T S BB LSS

IR DA A RUARER IR IR B & pod HREEIMIL T R £
BEAT RSN, EEMCT RUER pod WEUHHAE, AT RIERERRINE pod,

;"w e FE
%% SRR BT AR SRRNINEI A FER pod #, B AIFRICIRH pod BIXNIER, 40
aVe'e" HEMRE.

BN, LATF Node xR EH region: east /15 :

HAPRAR Node X Bl

kind: Node
apiVersion: vi
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metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

ﬂ 5 pod 7 sk AR LECHITRZS,

pod B type: user-node,region: east 7 ;L 2% ¢

{6 T U FE AR B9 Pod X R Bl

apiVersion: vi
kind: Pod
metadata:
name: s
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

@ 5V ANERERSTRERER, TRWAREESN T RILERIITE.

EARB pod MAEEIEE pod I, BRELUAERIRAIT R L.

NEREEHE T kRS
ﬁﬁﬁ EOAEESE T st 2R, MRMMIEEE U pod,OpenShift Container Platform &Y 2IA
‘%T:XF%E//J“DDEU pOd #J_IWZ pOd lﬂF’_'EU,E\ﬁ E@ETT\/QE']‘D o
W'JZID LT Scheduler % R E B BRI\ IS EESE Fl B9 region=east #[ type=user-node 7 |25 :

Scheduler Operator B X KRR

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
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spec:
defaultNodeSelector: type=user-node,region=east
#...

S22 R EH type=user-node,region=east /1% :

Node Xf R

apiVersion: v1i
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

AT k2R H9 Pod X KRBl

apiVersion: v1

kind: Pod

metadata:
name: s

#...

spec:
nodeSelector:

region: east
#...

LIRFERARBIEEFH pod spec U8 pod I, 1% pod RIEERAEKESERE T Mk alE, FHEER
ICHITT R

EPMCHT R LA pod B9 pod FiIZRfl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

<none> <none>
g T
INREEH DU pod WIHEEBTE 77 sk, NSRS AeTEESEHE T sk
¢ B2, R pod HETHE T SR, Nl pod FFLIBEKIAE.
WiE T ik Fas

ERATR T kR, MREELTE B0 pod,OpenShift Container Platform &% 77 sk 28
AINE pod, #H4¥ pod FIEEIEALEIMENT m, MREFEEEEEHEBIAT LR, NTETY
RIS A,

Bian, LUTFWE EA region=east T/ Sk %25 ¢

Namespace X Rl

256



B 13 E HERR

apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east /7% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

U5 {58 AR A5 B AR AR B pod FIAR O pod I, pod &EAWIE T Ak R0, FHIEHEIITRCH
T

Pod % Rl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

1R pod BERRBY REFSR, NUIE BB pod FRWOESHHE, B0, MREFLUT Pod &
EZITEATBES, NFKEE -

WARITHT RIEFZR0 Pod X RRHl

apiVersion: vi
kind: Pod
metadata:
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name: west-region
#...
spec:
nodeSelector:
region: west
#...

13.1.2. Loki pod &

BRI LLEIETE pod LERBRBES T RuAEERRIZH Loki pod TEWRLET R Liz4T, FBALEE M TIE %
R A IX LY R,

&R LAE A LokiStack B E M HTR (CR) MARN AZIBEFME pod, FIH5 RN ARIEST mAERT
Mo TR EMTRE—1 key:value X, BTN REEFRAE R ARG RE pod, Bt EAREEM pod
EHIRERE key:value X, AIHARREHEEM pod BEBIEIZ T M LiZ1T,

WA kRSN LokiStack RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

@ EENMIT AAFERIAMN pod K,
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© EEBIIGAE URENT RM pod.

ELEBIECES, FRA Loki pod ## %4 S node-role.kubernetes.io/infra: " FrZBIT B,

AT RIERERMARM LokiStack CR RHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:

B 13 E HERR
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node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

ZEfi& LokiStack (CR) #J nodeSelector #1 tolerations FE&, ERILUEM oc explain S5 EERFE %)

B9fER A ER

I $ oc explain lokistack.spec.template
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it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MBEEZER, EHLLURN—TMEFEFR :
I $ oc explain lokistack.spec.template.compactor
it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>

NodeSelector defines the labels required by a node to schedule the
component onto it.

13.1.3. BEBEE A0 R IR ERFRFAE

B 5 AT LOET QIR AL T R — & &2 A A ClusterLogging B E X HR (CR) /& UL & 2300 HH R X F
E, H&M5eX#M ClusterLogForwarder CR B & ##EE,

EEERFEAZNEEL LS80, ClusterClusterLogging CR #I5& /72 managementState [l
collection, P& Hth/\ 17 IF4% 288,

SeRFH
o BFEEANR,
e B %% Red Hat OpenShift Logging Operator kg4 5.8 sk B #Thii A,

o R AT ClusterLogForwarder CR,
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$R
1. BIEX A ClusterLogForwarder CR 4 ClusterLogging CR :

ClusterLogging CR YAML 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

ﬂ 25 ClusterLogForwarder CR F9 & FR4E[RE,

&2 [E 15 ClusterLogForwarder CR 18,

o

2. Z1TLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml
13.1.4. EFHEIL TSR Pod
'/fg:__I-LJ\KEE/L.\T/E‘%”&%%E Pod &EL{TE’JXTJ_L‘—DI Ao

£
o HEHWHPZITUTHNEFHKILTKINESS Pod REIFE :

I $ oc get pods --selector component=collector -o wide -n <project_name>

=1
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com

262



B 13 E HERR

<none> <none>

collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>

collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>

collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>

collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

13.1.5. HL ¥R

o FAT RIEFERN pod RMEERET =

13.2. F A5 R ABREZEH B EHiC < POD &

BT TERABR, T RALHREIILE pod BZ (HARIZ) HEET R E.

13.2.1. TS RFAR
B FER/TH (taint) , TRALIBELEIEHE pod, FRIE pod EFEEH &R (toleration)

e L@ 1 R #AE (NodeSpec) fHi5 N AEIT =, Fi8id Pod #itg (PodSpec) f¥&[RMN AR
pod. HIEN RIS M, FHERFEIES pod WEBRIZTT ML, MRIEpod TUUERILE R,

T RS ET5 RR Bl

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod A& B BRI HY

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600
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FR S BRH key, value # effect ZHAK,

xR B IERMNERAS

¥ fed
key key BRERFHFH, &% 253 MNFRF. key RILUFEFIHFHL, TUEEF

B, 87, EF/F. ARMTRZL

value value 2EEFHFE, &% 63 1MNEM. value WHILUFERHHEI L, AIUEE
FR, BFE. EFF. GRMTHE,

effect effect WEHEE :

NoSchedule 1

PreferNoSchedule

NoExecute

operator
P Equal

Exists

55 A EERIHT pod AR EZ
%‘ﬁi\\io

T M EIAER pod 1R,

55 A EECRIHT pod BT LR 1%
TRE, BAERFERENIHN
EO

T M EIAER pod 1R,

55 A EERIHT pod TTiHFRE %
%ﬁio

TR ERBEERRIIAE pod K
PR,

key/value/effect sHup /e, X2\

key/effect S8 L, EQIRE—NE
B value %1, XIFICEEMIE.,

1. 205 [M control plane "7 |\#&AIN T —4 NoSchedule /55, T m/EH node-
role.kubernetes.io/master=:NoSchedule /55, XZIAEM,

o -

apiVersion: v1i

kind: Node

metadata:
annotations:

machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0

264



BI3E AERR

machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BR577 RIEE :
e 1R operator %N Equal :
o key SR ;
o value Z¥HHEA ;
o effect ZHHER.,
o 1NR operator %1% Exists :
o key Z¥HEMA ;
o effect ZHHERL
OpenShift Container Platform NE T LRI M :
e node.kubernetes.io/not-ready : TV AR, X5 T RIK Ready=False %I}/,

e node.kubernetes.io/unreachable : 7 s To;EMTT IR HIZRIH 1A, X5 mIKR
Ready=Unknown %}V,

¢ node.kubernetes.io/memory-pressure : i mFERELE DA, X577 KR
MemoryPressure=True %I/,

e node.kubernetes.io/disk-pressure : 7 mFIERILLE A, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 s[4S,

e node.kubernetes.io/unschedulable : 77 SA~AHE,

node.cloudprovider.kubernetes.io/uninitialized : 77 s 2| 2580 A S =R rEH BhlT, 7E
TR EREXNG R EMC AR A, ERiEhSREEEPHNEMNMEH SR MBI R
[&, kubelet RFEBRILIE =,

node.kubernetes.io/pid-pressure : 1= EH pid . X577 =K% PIDPressure=True %I
o

BF

OpenShift Container Platform A% &EBA AR pid.available evictionHard,

13.2.2. Loki pod &
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ERILLEIETE pod LERRBES T RILEERRIZH Loki pod TEMRLET R Eiz1T, FHBALEE M TR %

R A IX LY R,

&R LAE A LokiStack B E M HHR (CR) MARN AZIB KM pod, FIH5 RN ARIEST mAERT
Mo TR EMTRE—1 key:value X, BTN REEFRAE R ARG =B pod, Bt EAREEM pod
EHIRERE key:value X, AIHARRAEHEEM pod BEBIEIZ T M LiZ1T,

WA RIEFESRM LokiStack RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:

compactor:
nodeSelector:
node-role.kubernetes.io/infra:
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:

#...

"Q

@ EERMIT LRI pod KB,

Q EEBREEE LIRZERT =B pod,

ELEBEES, FTAE Loki pod #F%ZEIE S node-role.kubernetes.io/infra: " H7ZH 77 &,

AT RIERERMAMRM LokiStack CR RHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
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namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ""
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tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

N

EFZE LokiStack (CR) ¥ nodeSelector [ tolerations FE%, EaJLUEA oc explain i S EEIFE IR

B9t A ER

)=,

I $ oc explain lokistack.spec.template
it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:

Template defines the resource/limits/tolerations/nodeselectors per
component
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FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MEEZER, BEILLURN—TMEFEFR :
I $ oc explain lokistack.spec.template.compactor
i =Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. FAARBE RKZH B &R ESS pod HE
KINERT, BEKESS pod EELLT tolerations ECiE :

apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists

B 13 E HERR
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- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists

#...

FRFH

o B &% Red Hat OpenShift Logging Operator #1 OpenShift CLI (oc¢)s.

SR
1L BITUTHS, BERRNERER EHER|RICRIESR pod 977 A :

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
AN ETes
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 EE—EH collector BE ) node BI75 5, 755 SR 2 NoExecute, Ri447
{&F3 NoExecute /5 Ri%i&. NoExecute ({fiE 5|5 RICEM pod, FMERAEENIIE pod.

2. Ym%E ClusterLogging BE X %R (CR) B collection /\77, LIECE BEiC K KEESR Pod IR
B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists g
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

© M R,
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Q 157 Exists iz &R, LIEKILE key/value/effect 5%,
9 57 NoExecute 3R,

Q (RIi%) 157 tolerationSeconds %, LUXIE pod TE#ZE H A1 0] LURFFEPE BT s
—KC

LA BES oc adm taint S OIS mLil, EFLLARBER pod AILLUFEEI nodel L,

13.2.4. BbE B &I R INE SR TR E

B 5 AT LOET QIR AL F R — s R 22 A A ClusterLogging B E X HR (CR) & eI & 23/ HHR X VF
E, HE&M5eX#FM ClusterLogForwarder CR B9&##EE,

EEERFEAZNEEL L S0, ClusterClusterLogging CR #I5& /72 managementState 7]
collection, P& H /7GR 288,

FERFH
o BEEANR,
e B %% Red Hat OpenShift Logging Operator kR4 5.8 sk B #Thi A,

o MBBNIET ClusterLogForwarder CR,

$R
1. BIEX#IAE ClusterLogForwarder CR 4 ClusterLogging CR :

ClusterLogging CR YAML 7=l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...
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Q Z#15 ClusterLogForwarder CR F£& #RHER,

&2 [E 715 ClusterLogForwarder CR 18,

2. i5fTLA T a4 3k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

13.2.5. EE R EIC W ESS Pod
A EE B EICD T ES Pod R EZTHN R T A,

e
o AWMBHIZITUTHHEFHETICTIES Pod REFIF :

i th o Bl

NAME READY STATUS RESTARTS
NOMINATED NODE READINESS GATES

collector-8d69v 1/1  Running 0 134m
<none> <none>

collector-bd225 1/1  Running 0 134m
<none> <none>

collector-cvrzs 1/1  Running 0 134m
<none>

collector-gpgg2 1/1  Running 0 134m
<none> <none>

collector-19j7j 1/1  Running 0 134m

<none>

13.2.6. Hfth ¥R

272

o AT RITRIEH pod ME

I $ oc get pods --selector component=collector -o wide -n <project_name>

AGE IP NODE
10.130.2.30 masteri.example.com
10.131.1.11 master2.example.com

10.130.0.21 master3.example.com <none>

10.128.2.27 worker1.example.com

10.129.2.31 worker2.example.com <none>


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-taints-tolerations

14 F HEAFICK

EF-.': 14 ==} ftl]j&E uﬂﬂi
1&AT LB R 24580 Operator 118 % B & ML IR (CR) M OpenShift Container Platform & s ififxr B
Hix,

14.1. BlE B &0

&8 L@ Bk Red Hat OpenShift Logging Operator #1 ClusterLogging B & X %R(CR)EEFEIERE
E 18No

SeRFMH
o HEHEMNNR.

o {RAILLIJi[A] OpenShift Container Platform Web 124 B89 Administrator M1,

FIR
1. # A Administration - Custom Resource Definitions 71, Af5m ClusterLogging.

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. mSEISER Options ¥4 JSRIEEH¥ Delete ClusterLogging.

4. # AE| Administration » Custom Resource Definitions Il H.

5. = ClusterLogging 351187 Options 35 JSRIF1%FE Delete Custom Resource
Deflnltlono

DIk

==
[=]

fHB& ClusterLogging CR T\‘%ﬂﬂﬂﬁ%ﬁﬂli%rmﬂﬁ (PVC) o EMREIRH

PVC. FAMSE (PV) MMEXEE, BoifiTii—FS#&8E, BRIMER
PVC ATRER S H PV MR+ S BEIEE K,

]
L]
]
6. MNREEHET ClusterLogForwarder CR, s ClusterLogForwarder 5/ F;E 1732 5L
, PAIE R Delete Custom Resource Definition,
7. # A Operators — Installed Operators Tl
]
H
8. m Red Hat OpenShift Logging Operator 351/ Y% 32 B , #XJE & Uninstall Operator,

©

A% : B4 openshift-logging i 8.

273



OpenShift Container Platform 4.12 H&idx®

DIk

&
fER openshift-logging i B &R iZp & Z HAIFMRMENS, SIEEMRE

AMBER (PVC), MEREREZHAFICTKEIE, BFEMER openshift-
logging T B,

a. 7# A Home - Projects 1M,

b. == openshift-logging 1l B 3510 B91% 32 5 , PR/ = Delete Project.

c. BHEXEMESHIA openshift-logging 7 = Delete i\ MR,

14.2. ftBR B &Z L3k PVC

EREFAMEER (PVC) L5 HM pod EEEM, RENES PVC &5, LEIK PVC, IIRERE
RE PVC, ALMBREN], MREMEFMHREF, ELT MR A LS (PV),

SeRFMH
o HEHENNR.

o {RAILLIJA] OpenShift Container Platform Web 124 B89 Administrator M1,

1. i# A Storage - Persistent Volume Claims I .

2. mE PVC &L H , SRE1EFE Delete Persistent Volume Claim,

14.3. E#1#; LOKI

SeRFH
o HEEGNR,
o {RATLLIR] OpenShift Container Platform Web 1%l & 8 Administrator £,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8 % %i&, Z M ClusterLogging B
E M BHRAMHBR T % LokiStack BI5IF,

TR
1. 7 A Administration - Custom Resource Definitions 71 @, A5 LokiStack.

2. 7£ Custom Resource Definition Details 71 £ Instances,
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3. REFISERETIS B , XI5 = Delete LokiStack,

4. # AE| Administration = Custom Resource Definitions T1H,

5. & LokiStack 351 ByIEI3Z B , SRE1%EF% Delete Custom Resource Definition
6. MHBRXTRIZNE secret,

7. # A Operators — Installed Operators 1/,

8. m Loki Operator &5/ B3 . , #XJE = Uninstall Operator,

O

. ®i% : Bk openshift-operators-redhat T H .

BF

MRIEX N RLE[E PRET HithEF Operator, EAZEMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. = openshift-operators-redhat 1 B 35 L 3K , A5 = Delete Project.

c. BHIEXHEMESHIA openshift-operators-redhat 3+ 5= Delete A MR,

14.4. 1% ELASTICSEARCH

SeRFH
o BEEANR,
o IRATLLIJi A OpenShift Container Platform Web £ &#) Administrator M1 A,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8x ¥R, MM
ClusterLogging B 7 X 5R A IHERXT Elasticsearch #951

TR
1. 3# A Administration - Custom Resource Definitions 71 @, A/§ = Elasticsearch,

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. REFISERE TS , XI5 = Delete Elasticsearch,

4. # AZE| Administration = Custom Resource Definitions T1H,
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5. = Elasticsearch 351/1#) Options 3 F1%+¥ Delete Custom Resource Definition,

6. MBRXTREFNE secret,

7. # A Operators — Installed Operators 71,

8. B OpenShift Elasticsearch Operator 3511 FE I HZ B , #XJE & Uninstall Operator,

©

A% : kR openshift-operators-redhat T E

BF

IMRIEX N R[] RRE T HithEF Operator, EAZENMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. s openshift-operators-redhat i B 55 #)E 5 , PAJ5 = Delete Project.

c. BHIEXHEMESHIA openshift-operators-redhat 3+ 5= Delete A MR,

14.5. {F F CLI M&EE+ 1% OPERATOR
SRTIE N A LUMER CLI MPATIE A 4 22 8] A iffR B 2280 Operator,

SERFEH
o (FHEA cluster-admin RN 147 OpenShift Container Platform &2%,

o BEIFILLE%E oc D,
R
1. MB{RTE currentCSV FEXFFRIA T 1115 Operator IS #THRA (40 serverless-operator) .

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

i th 7 Bl
I currentCSV: serverless-operator.vi.28.0

2. MiIERITE (40 serverless-operator)

I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless

it Bl
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I subscription.operators.coreos.com "serverless-operator" deleted

3. A LE—%HH currentCSV 1E & it bk B rép £ 22 A 4B Operator B CSV :

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless
i Bl

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

Hith 5w
o FHEMFMFAMLSE
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£ 15 = BERIERFEE

AESHENARICFHRATLUESEUTFE, RARKICTKBEERIA T JSON XK, EERMEIEZEE AL
S P B B A G

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,

MESSAGE

FRIAEERZB XA UTF-8 4w, SNREFIEIEZM structured FE&, NILLFERATEEAREFES N, HSN
X TFaferd, THRES,

BHEARE text
~E HAPPY
gEME

FiEHER BN R ANRFE L BB N EENLEKE JSON B, NAEEFEELFER., MRERE
HEXEREMNEMEER, BFEGTEEFERN JSON Ly, BNILFENEHFEFE, message
FERNMAERAEEHER, structured FERATUEEHEEERTSHEAFFRER, IREE EMR
%IJC

HiELRE group
~OIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

—MUTC{E, BFIrcBESERMEQZRIF, RN ERM, MIMCEREERTERNEN
ETIEU "@"MIBRTNHFERARFENTFR, BABRT, KEHITEEEL ElasticSearch k&

"@timestamp”,

BIRRE date
R~HE 2015-01-24 14:06:05.071000000 Z

B2

LEAEEEMNEREENBELTFR., £ Kubernetes 8£8%H, X5 kubernetes.host tH[E,
BiER A K

IPADDR4

TRAR S5 2R AT IPv4 e, RTLAR—N 8R4,
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HiERE ip

IPADDR6
IRBRS5ERE0 IPve it (MIRAA) . ATUR— 1N,

HiELRE ip
LEVEL
kB E&MIRMBEICTKAT], SIF rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REATH,

1= alert, W/IILEMHIATIRAE,
e 2-=crit, XM,
o 3=err, HIREM,
e 4=warn, ZLEZMH,
e 5-=notice, EFEH"EIEFNR.
e 6-=info, 58,
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, (BT 5Z2EA -
e 8-=trace, trace HHIER, T debug & 2F ¥4,
e 9=unknown, HEILRKRGKE—DITERIRTMIE,

ERTEMTIRA, FEABRICFK R SR SR RN B H SEHARITE, FIi0, 7E python
logging A, #EEILAER CRITICAL ILfL crit, £/ ERROR ITE err, LULZEHE,

b i Kz
~AE info
PID

,L,\LE',%*{Z'SE’J #*E ID (Eﬁ)

HiERE Kt

SERVlCE
HEIDRIME (BA) XBMIRSHELTR, B0, syslog B APP-NAME #1 rsyslog B9 programname
E'ﬁﬂ%%‘lﬁu service FE%,
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OpenShift Container Platform 4.12 H&id ¥

HERE PN
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% 16 = TAGS

%16 = TAGS

A%, H Operator B XBIIREMFIR, XENRERRESIICELEFREESIES L, BRAEHT
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

BHELRE text

FILE
WERBMFEERASRKENEEXHRE. BE, X288 TR varllog XHRTTHRIERE,

BHELRE text

OFFSET

RBE, TURTIXGHPEETHLNFTE (MBFH—ER) , FBFRTATITS (MBH—E) ,
REXEEREADBER LT XS AR, R XEERT, URTAEXGHRE (5
) o

HAERE long
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2 17 = KUBERNETES

1 ETF Kubernetes JTTEIRRI oy & 22 [H]

HiELRE group
17.1. KUBERNETES.POD_NAME
pod & TR

HiEAR *itr
17.2. KUBERNETES.POD_ID
pod BJ Kubernetes ID

iR R Kt
17.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

HiEAR *itr
17.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
17.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
17.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz
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% 17 & KUBERNETES

17.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

17.8. KUBERNETES.LABELS

[E#4 Kubernetes Pod _EfF1EBIFRE

HiRLE group

17.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HiELRE group

17.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

17.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

17.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

17.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBEENETR, EER, ©5 kubernetes.namespace_name 1 F, F&EIHME
eventrouter |/ T2 FHIEp % 22 (A,
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HERE

BIE

Kt

default

17.9.2.3. kubernetes.event.metadata.selfLink

FEMahERE

HERE

BIE

Kt

/api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid

EHME—ID

LR

BIE

Ktz

d828ac69-7b58-11e7-9¢f5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 2R N ERRR A BB FRIER . & i v LU R U =P RF 3B SRR RE X R BB 2l

HERE

~BIE

BY

311987

17.9.3. kubernetes.event.involvedObject

ERTE T BN &R

HERE

group

17.9.3.1. kubernetes.event.involvedObject.kind

ISE: 0Bl

HERE

BIE

Ktz

ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace
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XN RIMBEE LT, 15TE, ©HHES kubernetes.namespace_name 1F, F&EILE

eventrouter I 2 I & 22 4],

HiERE KT

~E default

17.9.3.3. kubernetes.event.involvedObject.name

fil 4 AN R B FR
HiERE Kpt=r
w~PIE java-mainclass-1

17.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BIRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

17.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

~E vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

PR ZE M pod BORERRRABIF R SR, 257 b T LAfSE P LE 5 RF B SR AR X RARTH B 2L

HiERE Kt

BIE 308882

17.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HiERE Ktz
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~E SuccessfulCreate

17.9.5. kubernetes.event.source_component

R&E L EHBIE G
HiERE Kpt=r
IE replication-controller

17.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count

REMEHBIRE
R B
wHIE 1

17.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~E Normal
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2518 = OPENSHIFT

openshift-logging % % JTTEIEHI &5 4 22 7]
HiELRE group

18.1. OPENSHIFT.LABELS

i Cluster Log Forwarder Bg & ARANBIHRE

BHERE group

%5 18 3 OPENSHIFT
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F19 = APl 5&
19.1.5.6 Hi&itx APl 5%

19.1.1. Logging 5.6 AP1 &

19.1.1.1. ClusterLogForwarder

ClusterLogForwarder @—*> API, AAFEEH 4B,
e LU IEE— 1 pipelines FIFRREBL 4, ZIKM—Hip L AN LBl —Han&HiH,
ERBEERNAERNERMART, EaLUE LB E U A SRHITEA 892,

BN openshift BEFH#A —TRNERE A, BEATLUER URL MEMERERE VEBSHHILH, &
AESE R BRSO BRI EMIEREER,

NG TRESEAMER, WS AP FEREITHY,

Bt KR 3T

spec xR ClusterLogForwarder FREEHITTH
AR

status IO 3 ClusterLogForwarder B4R

19.1.1.1.1.1. #&5k

ClusterLogForwarderSpec & Y a0{a % B & 5% 4 B2 B 1.

19.1.1.1.1.1.1. 2k 8

o XfH

=3 e} ik

A e (AIk) AWM GTIEsS, BT
HEBFHER,

outputDefaults I (RI%) DEPRECATED
OutputDefaults JyBAIAFZ#ERFATE
7E forwarder BR &,

e e (FIik) WEEMERFEEN

B89,
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F19Z APISE

=43 el sk

pipelines #H Pipelines 5§ —4H il AL EERIH B4
RE|—HEIH,

19.1.1.1.2. .spec.inputs[]

19.1.1.1.2.1. #k

InputSpec E X B &M RBVLESR.

19.1.1.1.2.1.1. k&Y

o A

s ' fed

application xR (7lik) WMREHE, NARFEERA
maNNARFEEES

name FRE T35 AEER ANETTR,
19.1.1.1.3. .spec.inputs[].application
19.1.1.1.3.1. #k

KRR Bk, wRREFERPHMAERYSE (2 AND) FaeikiF A&,

19.1.1.1.3.1.1. K8y
o W&
=43 RE Uiy
£ 22 A A (RI%E) MAER BREF B &K
B[,
selector X (|I3E) EEHRZEM pod WEE
B Selector,
19.1.1.1.4. .spec.inputs[].application.namespaces[]
19.1.1.1.4.1. H#k
19.1.1.1.4.1.1. K&
o HUH
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19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. #xk

PR ERESS, B1— BORBONRE B,

19.1.1.1.5.1.1. &Y

o XIR
matchLabels SE (|I#%) matchLabels £
{key,value} X BIBRET,

matchLabels FREJE A {key,value}

19.1.1.1.6. .spec.inputs[].application.selector.matchLabels

19.1.1.1.6.1. $#xk

19.1.1.1.6.1.1. 2k #Y
o MR

19.1.1.1.7. .spec.outputDefaults

19.1.1.1.7.1. #h

19.1.1.1.7.1.1. k8

o IR
elasticsearch POE (|[%) Elasticsearch

OutputSpec BiAHE

19.1.1.1.8. .spec.outputDefaults.elasticsearch

19.1.1.1.8.1. ¥k

ElasticsearchStructuredSpec 545141t H & B AHX B spec, LAAZE elasticsearch 35|

19.1.1.1.8.1.1. 2k &Y
o XIR
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enableStructuredContainerlLogs bool (mIik) J5H
StructuredContainerLogs j5 %
BAREHIEBERRT

structuredTypeKey FRE (TI3%) StructuredTypeKey 18T
EFA{E elasticsearch R3] A FRHITT
o

structuredTypeName FREE (aI3%) StructuredTypeName 1§

TE elasticsearch R #1 &

19.1.1.1.9. .spec.outputs[]

19.1.1.1.9.1. ¥k
i E X AEE R B,

19.1.1.1.9.1.1. 2k #Y

o HUH

Ett S ok

syslog xR ("T3%)

fluentdForward IO (T3%)

elasticsearch ISES ("T3%)

kafka KR (Ti%)

cloudwatch W5 (7T3%)

loki KR ("Ti%)

googleCloudLogging xR (mI3%)

splunk xR ("I3%)

name FREB FAF 5| sk B B8 kit & TR,

secret xR (RI%) RFHBRIER
Secret,

tls xR TLS G &% TLS B it L
opril-sEq=N
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Bt el fed

type FRE# AR RO REY,

url FRE# (AiE) FFREICRAETR
URL,

19.1.1.1.10. .spec.outputs[].secret

19.1.1.1.10.1. $#k

OutputSecretSpec 2N B EE B — secret 51, RBMZZNH,

19.1.1.1.10.1.1. &Y

o XIR
2352 ' s
name FFER FB KSR 85 secret BLBERIA & 28
[Afh secret O R,

19.1.1.1.11. .spec.outputs[].tls

19.1.1.1.11.1. #5k

OutputTLSSpec @& 5HiH RBI TR TLS HEEEI,

19.1.1.1.11.1.1. K HY

o IR
=43 RE Uiy
insecureSkipVerify bool R InsecureSkipVerify 4 true,
MFESE TLS &/ iR RBRIE T
BIEE IR,

19.1.1.1.12. .spec.pipelines[]

19.1.1.1.12.1. ##4k

PipelinesSpec 5§ —H i A B S —HE B,

19.1.1.1.12.1.1. 28

o HUH
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detectMultilineErrors bool
inputRefs #AE
labels POE
name FREB
outputRefs #AE
parse FREB

19.1.1.1.13. .spec.pipelines[].inputRefs[]

19.1.1.113.1. &k

19.1.1.1.13.1.1. 2k &Y
o HH

19.1.1.1.14. .spec.pipelines[].labels

19.1.1.1.14.1. #5k

19.1.1.1.14.1.1. 2k &Y
o MR

19.1.1.1.15. .spec.pipelines[].outputRefs[]

19.1.1.1.15.1. 3k

19.1.1.1.15.1.1. 28
o ¥4H

19.1.1.1.16. .status

F19Z APISE

sk

(|I%) DetectMultilineErrors /&
BB AENZITERGN

inputRefs FIl & It B & iy A B9 & FR
(input.name),

(ATik) A F@T It EE RSN
ILRBIPREE

(AIk) HMEAER, EINRR
i, MAJTE pipelines 513 Ak

o

outputRefs FIl H I B & i H B9 & FF
(output.name),

(|I€) Parse RYFHHERB R
MHohEERIER S
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19.1.1.1.16.1. ik

ClusterLogForwarderStatus i . ClusterLogForwarder BIWE4RE

19.1.1.1.16.1.1. 2K B
o IR

B PR Hah

conditions xR HEiE & 24,

LTDN Conditions PN SN N ES LN S o

HiH Conditions iy HH S B HE 4 TR B B HH A 5%
&,

pipelines Conditions Pipelines & E &R R EEH
E N

19.1.1.1.17. .status.conditions

19.1.1.1.17.1. ¥k

19.1.1.1.17.1.1. 258
o MR

19.1.1.1.18. .status.inputs

19.1.1.118.1. #k

19.1.1.1.18.1.1. 2k &Y

® Conditions

19.1.1.1.19. .status.outputs

19.1.1.1.19.1. sk

19.1.1.1.19.1.1. k&Y

® Conditions

19.1.1.1.20. .status.pipelines

19.1.1.1.20.1. ¥k

19.1.1.1.20.1.1. k&Y
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e conditions== ClusterLogging —** Red Hat OpenShift Logging 5&fjl, ClusterLogging &
clusterloggings APl #J Schema

=4 3l 1 pu

spec pOE3 ClusterLogging FTEHI1T N HIA&

status xR Status T X ClusterLogging F9¥],
237 i

19.1.1.1.21. .spec

19.1.1.1.21.1. ##k

ClusterLoggingSpec & Y. ClusterLogging BIFFFE IR

19.1.1.1.21.1.1. 288

o NfR

B i ik

&5 IO 3 £ 3 Collection RIS

curation PO (BFH) (A%k) BEFH. &80
Curation 4B 4&

forwarder S (BFHA) (a%) BFH. £8M
Forwarder ZH{4B9HI#&

logStore S (FIik) SRR EFHEHEGR
%

managementState FREB (|I%€) #03R Operator &
'Managed' 5% 'Unmanaged’, MI&E
1)

visualization xR (A%k) SRR b ZH A RO RTAR

19.1.1.1.22. .spec.collection

19.1.1.1.22.1. #&5k

XREEBEMEHESERMLHY

19.1.1.1.22.1.1. K&
o XIR

295



OpenShift Container Platform 4.12 B&&if %

%R xR (a%k) WERMTURER

nodeSelector ES (|3%k) & L Pod 1 EE B HrLE Ty
mLE,

AR (tolerations) B (|I%) F Y Pod {$iES AR

fluentd xR (|3%) Fluentd XFRBE
fluentd F% % 23MIEC B,

logs xR (BFH) (Fik) 2FH. S

Log Collection #i#&

type FRE (7Iik) EEEB Log Collection
REY

19.1.1.1.23. .spec.collection.fluentd

19.1.1.1.23.1. ik

FluentdForwarderSpec fXZFREEH fluentd BE% % 2s I BL B

19.1.1.1.23.1.1. k&

o MR
4.3 Fer Hh
buffer IO 3
inFile w5

19.1.1.1.24. .spec.collection.fluentd.buffer

19.1.1.1.24.1. 5k

FluentdBufferSpec {3k fluentd Ze WS FE&, FATHEMEA fluentd HIHMEZARE. ©XFSHT
EREBZARMPATIR/N, FBEEREMEEER,

BXEBHSH, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 2%, 1EHSH : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E : https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

19.1.1.1.24.1.1. xR

296


https://docs.fluentd.org/configuration/buffer-section#buffering-parameters
https://docs.fluentd.org/configuration/buffer-section#flushing-parameters
https://docs.fluentd.org/configuration/buffer-section#retries-parameters

o MR

Bt

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

FRE#

FRE#

int

FRE#

FRES

FRE

FRES

FRE#

FRE#

19.1.1.1.25. .spec.collection.fluentd.inFile

19.1.1.1.25.1. #&5k

F19Z APISE

25U

(RI#%) ChunkLimitSize K& E
MREFEAKRN EHEE

(|I3%) Flushinterval fSERIHNE
HEMR A EFHRT K

(|[%) FlushMode REREE A
e ERERENESX, BX

(RI#%) FlushThreadCount
reprents 2 X A IRHE

(|I%€) OverflowAction £k
fluentd £ G BIIRIE

(AI3%) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
55

(RI%) RetryTimeout KRN
FaE X E R R K A

(FIi%) RetryType REREiXER
BEBYREY, flush BVERTLL

(RI%) RetryWait AR PIANELE
SRR iz (A R [F]

(|I%€) TotalLimitSize fXREAN
fluentd FOVFROTY FR 22 ] I {E

FluentdInFileSpec X fluentd in-tail A S FE, BT HEMEA fluentd in-tail AR E.

EXEMNSH, BB : https;//docs.fluentd.org/input/tail#parameters

19.1.1.1.25.1.1. 2k &Y
o MR
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readLinesLimit int (|I%) ReadlinesLimit X XRZERE
BN /0 @FEEImMTE

19.1.1.1.26. .spec.collection.logs

19.1.1.1.26.1. #k

19.1.1.1.26.1.1. k&Y

o MR
4.3 Fer Hh
fluentd SE Fluentd Log Collection ZH{##
1%
type FRE ERBEMHEESERR

19.1.1.1.27. .spec.collection.logs.fluentd

19.1.1.1.27.1. #k

CollectorSpec & spec, AT E INERHIFEF TR

19.1.1.1.27.1.1. K8
o XIR
nodeSelector & (|I3%) F Y Pod R BIWFLLET:
mLE,
iR xR (a%k) WERMTTRER
AR (tolerations) #UH (BIk) F Y Pod [$EZHARR

19.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

19.1.1.1.28.1. #uk

19.1.1.1.28.1.1. &Y
o MR
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19.1.1.1.29. .spec.collection.logs.fluentd.resources

19.1.1.1.29.1. #uk

19.1.1.1.29.1.1. k&Y

o XfH
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests xR (RI3E) 1EKiE® T ATRR DT
"R,

19.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

19.1.1.1.30.1. #&xh

19.1.1.1.30.1.1. KA
o MR

19.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

19.1.1.1.31.1. 3k

19.1.1.1.31.1.1. 2k HY
o MR

19.1.1.1.32. .spec.collection.logs.fluentd.tolerations[ ]

19.1.1.1.32.1. ik

19.1.1.1.32.1.1. 58y
o H4H

BY e ik

effect FRH (FIi%k) MBERFEILENG SN
R, EEKRELEMRETT S8R,

key FRYER (Ai%k) key 2RRN BEIME =
i, empty RRGAIATS ST
fic,
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operator FRE (RI%£) Operator XTS5 H/
X%
tolerationSeconds int (|[%) TolerationSeconds &

ARV (WA=

value FRE (") (ERAREETRIE,

19.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
19.1.1.1.33.1. #uk

19.1.1.1.33.1.1. k&Y

® int
19.1.1.1.34. .spec.curation

19.1.1.1.34.1. ik

XEaEAERRRE RN (Curator)

19.1.1.1.34.1.1. k&Y

o MR
Bt RE (7301
curator xR EEENREMNE
type FrFE EREMNRRERE

19.1.1.1.35. .spec.curation.curator

19.1.1.1.35.1. #uk

19.1.1.1.35.1.1. 2k &Y
o IR
nodeSelector ES TE X Pod HEEIMFLET sk,
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BHR ISES (AI3%E) Curator BIHTREX

WE FrFER Curator YEAVZ1THY cron R, R
H 303 *x*

AR (tolerations) A

19.1.1.1.36. .spec.curation.curator.nodeSelector

19.1.1.1.36.1. f@k

19.1.1.1.36.1.1. KH
o MR

19.1.1.1.37. .spec.curation.curator.resources

19.1.1.1.37.1. #ixk

19.1.1.1.37.1.1. 8

o X
4 ESid ik
limits MR (RIE) BRAURR T S vFaomoAit
YR,
requests ISES (|Iyk) EKRiER T IEMR DT

YR
%:')_‘\}' No

19.1.1.1.38. .spec.curation.curator.resources.limits

19.1.1.1.38.1. ##ak

19.1.1.1.38.1.1. KH
* MR

19.1.1.1.39. .spec.curation.curator.resources.requests

19.1.1.1.39.1. f#k

19.1.1.1.39.1.1. k&Y

301



OpenShift Container Platform 4.12 B&&if %

o MR

19.1.1.1.40. .spec.curation.curator.tolerations[]

19.1.1.1.40.1. }#5k

19.1.1.1.40.1.1. k&Y

o HH

effect FFER (W) MRRTELENG =R
R, EEKELERAETRMR,

key FFER (A%k) key 2RRN AEIME =
W, empty RINGRMETTRELT
fic.

operator FRE (|I%£) Operator XTS5 EM
X%

tolerationSeconds int (|[%) TolerationSeconds &
RIRHHERE] (W2

value FFER (a%k) (HRAREENS RIE.,

19.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
19.1.1.1.41.1. H#k

19.1.1.1.41.1.1. k8

® int

19.1.1.1.42. .spec.forwarder

19.1.1.1.42.1. 5k

ForwarderSpec @81 EHR A 3 LI 2B M ESEH., —REASTEENFER, BAUURERZERA S
AR A P #1THERE VL. BRI : fluentd,

19.1.1.1.42.1.1. xR
o MR
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=43 el sk

fluentd PO

19.1.1.1.43. .spec.forwarder.fluentd

19.1.1.1.43.1. &5k

FluentdForwarderSpec &R K8 H fluentd BEL 4 2s I BL B

19.1.1.1.43.1.1. k8

o MR
=3 KR ftid
buffer POE S
inFile ISES

19.1.1.1.44. .spec.forwarder.fluentd.buffer

19.1.1.1.44.1. #k

FluentdBufferSpec X fluentd o S¥MF&, AT HAEME fluentd I HEEE. EXFHESHTF
EREBRARMATIKRND, FBERENMELER.

BXEBHSE, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 21, 1ES : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E | https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

19.1.1.1.44.1.1. 2k 5y

o XIR
B S Hah
chunkLimitSize TR (BI%€) ChunkLimitSize KR E
M RAKD, BHNEIE
flushinterval FREB (|I3E) Flushinterval fSERMHNE
HiEMR A EFHRT K
flushMode FFER (|3%) FlushMode KREE A

REERAIEIRR, ERX
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flushThreadCount int (|I3%) FlushThreadCount
reprents 2 X A IEHE

overflowAction FREB (|I%) OverflowAction &
fluentd Z% hiGEHERIIR1E

retryMaxInterval FRE (AI%£) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
53

retryTimeout FRE (RI%) RetryTimeout RERIEM
FriZ A E IR KT H]

retryType FRE (AT#%E) RetryType REREIXER
BRIFBIEEY, flush #RAFATLL

retryWait FRE (RI%) RetryWait AR PIANELE
F i RIFT 2 7] B 35 S0 (]
totalLimitSize FREB (|I%) TotalLimitSize KRB

fluentd FS B9 s 22 (6] R {E

19.1.1.1.45. .spec.forwarder.fluentd.inFile

19.1.1.1.45.1. &k
FluentdInFileSpec X% fluentd in-tail iEH S FE, FATFHERMA fluentd in-tail EI AMBLE,

BXREMNSE, ESMH : https;//docs.fluentd.org/input/tail#parameters

19.1.1.1.45.1.1. KR
o MR

readLinesLimit int (|I%) ReadlinesLimit X RZERE
BN /0 @FEEImMTE

19.1.1.1.46. .spec.logStore

19.1.1.1.46.1. #h

LogStoreSpec @& B XAEHFHEHXNER.

19.1.1.1.46.1.1. K&
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o NfR

Bt i ik

elasticsearch xR Elasticsearch B & F A 48L&

lokistack xR LokiStack @& H KXY Type K&
7 LogStoreTypelokiStack i F§
TFHEEEWER.

retentionPolicy I (RIik) (REZZRBEE LT MR E
B3R5 | M K HARR

type FREB ERENHEFHIRE,

Operator BRI #{E A
ElasticSearch

19.1.1.1.47. .spec.logStore.elasticsearch

19.1.1.1.47.1. 35k

19.1.1.1.47.1.1. k&Y

LIPSE 3

Bt 3 ek

nodeCount int M Elasticsearch SR BRI T &

nodeSelector xR E M Pod R RIFLT R L,

proxy xR Elasticsearch Proxy ZH{4BI#IA&

redundancyPolicy FRE# (mI3%)

BrR xR (®Ii£) Elasticsearch R E
Xk

storage xR (RI%) Elasticsearch #4E T =
BITFhEAAE

AR (tolerations) A

19.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

19.1.1.1.48.1. ik
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19.1.1.1.48.1.1. KRB
o XIR

19.1.1.1.49. .spec.logStore.elasticsearch.proxy

19.1.1.1.49.1. #h

19.1.1.1.49.1.1. KB
o XIR

Bt

R IOE S

19.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

19.1.1.1.50.1. ik

19.1.1.1.50.1.1. k&
o XfH
=4 RE ik
limits xR (RIiE) FR&IHER 7 SRR
HHRE,
requests IO 3 (BI3E) 1EKkiE® T ATRR DT
HHR,

19.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

19.1.1.1.51.1. {5k

19.1.1.1.51.1.1. 288y
o XIR

19.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

19.1.1.1.52.1. &5k

19.1.1.1.52.1.1. &Y
* MR
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19.1.1.1.53. .spec.logStore.elasticsearch.resources

19.1.1.1.53.1. #huk

19.1.1.1.53.1.1. k&
o MR
limits JOF S (AI3%) FREIF#ER T RIS KT
HHRRE,
requests xR (RIik) HRiER T RRMR DT
HHR,

19.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

19.1.1.1.54.1. ¥k

19.1.1.1.54.1.1. 2k 8Y
o MR

19.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

19.1.1.1.55.1. #uk

19.1.1.1.55.1.1. &Y
o MR

19.1.1.1.56. .spec.logStore.elasticsearch.storage

19.1.1.1.56.1. }axh

19.1.1.1.56.1.1. k&Y

o MR
Bt 3] ok
size I ZEBEANTTRNRREHERE,
storageClassName FRE (k) AFART R PVCH

R BT,

19.1.1.1.57. .spec.logStore.elasticsearch.storage.size
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19.1.1.1.57.1. ik

19.1.1.1.57.1.1. &
o MR

B S Rk

® 1A% FFER BB : BX Reonicalize 9
iER

d xR R d.Dec = nil, d £ inf.Dec FRH#
M E

i int IR d.Dec==nil, i & int64 I &
ERANEHE

s TR s RAERMIXMNNEMN(E, LUBR
BHiITE

19.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

19.1.1.1.58.1. #uk

19.1.1.1.58.1.1. k&Y

o MR
B FR Hh
Dec PO

19.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

19.1.1.1.59.1. #ak

19.1.1.1.59.1.1. k&
LIPSE 3
Bt e il feid
scale int
unscaled ISES

19.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled
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19.1.1.1.60.1. ##uk
19.1.1.1.60.1.1. KB4
o XIR
Bt
abs Word sign
neg bool

19.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

19.1.1.1.61.1. ik

19.1.1.1.61.1.1. k&Y

e Word

19.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

19.1.1.1.62.1. #k

19.1.1.1.62.1.1. 28y

® int
=43 x® Tk
scale int
value int

19.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

19.1.1.1.63.1. f#k

19.1.1.1.63.1.1. ZLHY
o H4H

352 ' s

effect FRE# (i) BRKTELAHIG R
R, EERELREAETT KRR,
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key FFER (A%k) key 2RRN BEIME =
., empty RRSAATTRRIT
fic.

operator FRE (|I%£) Operator X & 5 EM
X%

tolerationSeconds int (|[%) TolerationSeconds &

AREVERA (WA=

value FRE# (\Iik) (ERARRCETTRIE,

19.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
19.1.1.1.64.1. #isk

19.1.1.1.64.1.1. k&

® int
19.1.1.1.65. .spec.logStore.lokistack

19.1.1.1.65.1. faxh

LokiStackStoreSpec FA3R1%E& cluster-logging LAEF LokiStack fEh B &F . ©igmE—mE2E[H &
BYEIA LokiStack.

19.1.1.1.65.1.1. k&Y

o MR
name FFER LokiStack FTiRAIZ TR,

19.1.1.1.66. .spec.logStore.retentionPolicy

19.1.1.1.66.1. f&xhk

19.1.1.1.66.1.1. K&

o MR
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application POE
audit xR
Infra xR

19.1.1.1.67. .spec.logStore.retentionPolicy.application

19.1.1.1.67.1. #ixk

19.1.1.1.67.1.1. X8
o XIR

2352 ' s

diskThresholdPercent int (|l€) —ES W& A=
B, ZREEXARER N IZMIERIE
3| (4075)

maxAge FrFE (\T3k)

namespaceSpec #H (7Iik) BAHZEEME, BT
I BRER T 25 E B /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 2R E L
ERpIES

19.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]
19.1.1.1.68.1. fxh

19.1.1.1.68.1.1. K&

o HH
Bt KR ik
minAge FREB (RIiE) MHPR5XA MinAge IHEY
& Ze R EERAYIC S (4N 1d)
namespace FRER B irée & 22 [ HFRBF MinAge BY

A& (BILH 7d)
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19.1.1.1.69. .spec.logStore.retentionPolicy.audit

19.1.1.1.69.1. &k

19.1.1.1.69.1.1. KA
o MR

diskThresholdPercent int (|iE) — PN ESHEERAENE
B, ZAEEXAHER N IZMERIE
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maxAge FRE# (k)

namespaceSpec #H (Rlik) BAHZEEME, BT
T BRER T 25 E S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 22 AR L
ERpIES

19.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

19.1.1.1.70.1. &5k

19.1.1.1.70.1.1. K&

o HUH
Bt KR ok
minAge FRE (RIiE) MHpRSXA MinAge IHEY
22 A CECADIC S (FIgn 1d)
namespace PR Birdp & 22 IR BEF MinAge B

A& (BINH 7d)

19.1.1.1.71. .spec.logStore.retentionPolicy.infra

19.1.1.1.71.1. 3k

19.1.1.1.71.1.1. 8

o MR
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diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
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maxAge FREB (mI3k)

namespaceSpec #H (7lik) SR ZEEME, BT
I BRER T 25 E S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEES e & 22 AR L
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19.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]
19.1.1.1.72.1. #xk

19.1.1.1.72.1.1. K&

o HUH
Bt 3] fhodk
minAge FRE (RIiE) MHpRSXA MinAge IHEY
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namespace PR Birép & 2 R B F MinAge B

A& (BINH 7d)

19.1.1.1.73. .spec.visualization

19.1.1.1.73.1. #xh

XEEEABIHLEBNLEH (Kbana)

19.1.1.1.73.1.1. KRB

o MR
B KR fhodk
kibana ISES Kibana L5t 16 40 4 B9 A&
type FREB EREN AR
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19.1.1.1.74. .spec.visualization.kibana

19.1.1.1.74.1. 5k

19.1.1.1.74.1.1. k&Y

LIPSE 3
Bt e il 3T
nodeSelector ISES E M Pod R RIFLT R L,
proxy SOE Kibana Proxy ZH {4 BORIAE
replicas int N Kibana SR EER BRI LB E
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19.1.1.1.75. .spec.visualization.kibana.nodeSelector

19.1.1.1.75.1. #h

19.1.1.1.75.1.1. k&

o MR

19.1.1.1.76. .spec.visualization.kibana.proxy

19.1.1.1.76.1. #5k

19.1.1.1.76.1.1. kB

o XIR
=43 il sk
R IOE S

19.1.1.1.77. .spec.visualization.kibana.proxy.resources

19.1.1.1.77.1. {5k

19.1.1.1.77.1.1. 8
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limits ISE (AIk) BREIER T RITHRALT
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19.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

19.1.1.1.78.1. #k
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19.1.1.1.79.1.1. K&
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19.1.1.1.80. .spec.visualization.kibana.replicas

19.1.1.1.80.1. #uk

19.1.1.1.80.1.1. K&
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19.1.1.1.81. .spec.visualization.kibana.resources

19.1.1.1.81.1. &k

19.1.1.1.81.1.1. 2k Y

o X
Rt =S ik
limits MR (RTE) BREURR T S vFaomoAit
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requests X (RIik) ERiER T RRMR DT
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19.1.1.1.82. .spec.visualization.kibana.resources.limits

19.1.1.1.82.1. #ik

19.1.1.1.82.1.1. &Y
o XIR

19.1.1.1.83. .spec.visualization.kibana.resources.requests

19.1.1.1.83.1. ¥k

19.1.1.1.83.1.1. K&
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19.1.1.1.84. .spec.visualization.kibana.tolerations[ ]

19.1.1.1.84.1. #k

19.1.1.1.84.1.1. 58

o A

2352 ' s

effect FRE# (Ai%E) BRKTELABIG R
R, EZERELEAETT KRR,

key FFER (A%£) key 2EIRN BEIME =
. empty RINGMETT T
fic,

operator FRE (|I%£) Operator X &5 (EM
X%

tolerationSeconds int (|[%) TolerationSeconds &

AR (BAIR

value FRE (%) ([HEEFREARRNTTRIE.

19.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
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19.1.1.1.86.1. f#k

ClusterLoggingStatus & . ClusterLogging BJMIERIR

19.1.1.1.86.1.1. K&
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=3

£4 o (Ti%)
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curation KR (Ti%)
logStore xR ("I3%)
visualization KR (Ti%)

19.1.1.1.87. .status.collection

19.1.1.1.87.1. #xh

19.1.1.1.87.1.1. 2k 8y

o XfH
=3 e ik
logs xR (mI3%)

19.1.1.1.88. .status.collection.logs

19.1.1.1.88.1. faxh

19.1.1.1.88.1.1. k&Y
o XIR
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19.1.1.1.89.1. f&xh
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Bt

clusterCondition KR ("Ti%)
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19.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition
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o XIR
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curatorStatus B (aI3%)

19.1.1.1.94. .status.curation.curatorStatus[]
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Ett S ok
clusterCondition IO (Ti%)
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VAR FrF e ("T3%)
iz bool ("T3%)

19.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

19.1.1.1.95.1. #ak

operator-sdk generate crds RS IFBLEI NS, SlfERAmEARE,

19.1.1.1.95.1.1. KR
o MR

19.1.1.1.96. .status.logStore
19.1.1.1.96.1. f&uh

19.1.1.1.96.1.1. K&
o XIR

Bt el

elasticsearchStatus B (aI3%)

19.1.1.1.97. .status.logStore.elasticsearchStatus[]
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19.1.1.1.97.1. #k

19.1.1.1.97.1.1. 2k Y

o A

B

cluster ISES ("T3%)
clusterConditions IO (Ti%)
clusterHealth FR& ("T3%)
clusterName FRE (mI3%)
HBE R ("T3%)
nodeConditions KR (Ti%)
nodeCount int (\T33E)
pods F &R ("T3%)
replicaSets el ("T3%)
shardAllocationEnabled FREB (Ti%)
statefulSets A (\T33E)

19.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

19.1.1.1.98.1. f&xh

19.1.1.1.98.1.1. K&

o MR
=43 KRR Uiy
activePrimaryShards int Elasticsearch SRE#HEIAE 2 F &
%
activeShards int Elasticsearch £EBUER 2 F ¥ E
initializingShards int Elasticsearch & Initializing
Shards &
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=43 RE Uiy

numDataNodes int Elasticsearch SREMHIET R E

numNodes int Elasticsearch &M T R E

pendingTasks int

relocatingShards int Elasticsearch REMIEEAM 2 FHY
HE

status FRF& Elasticsearch S£8¥H9 L AR S

unassignedShards int Elasticsearch SR HIR D BRI
HE

19.1.1.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

19.1.1.1.99.1. f#k

19.1.1.1.99.1.1. K&
o XIR

19.1.1.1.100. .status.logStore.elasticsearchStatus[].deployments[]

19.1.1.1100.1. #xk

19.1.1.1.100.1.1. B8
o A

19.1.1.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

19.1.1.1.101.1. ¥k

19.1.1.1.101.1.1. 2k &Y
o XIR

19.1.1.1.102. .status.logStore.elasticsearchStatus[].pods

19.1.1.1.102.1. $#uk

19.1.1.1.102.1.1. K &Y
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19.1.1.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

19.1.1.1103.1. sk

19.1.1.1.103.1.1. k&Y

o A

19.1.1.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

19.1.1.1104.1. #ixk

19.1.1.1.104.1.1. 58

o A

19.1.1.1.105. .status.visualization

19.1.1.1105.1. #ik

19.1.1.1105.1.1. K&

o MR

Bt el

kibanaStatus B (aI3%)

19.1.1.1.106. .status.visualization.kibanaStatus[]

19.1.1.1106.1. ##uk

19.1.1.1106.1.1. KB

o HH

B e ik

clusterCondition KR ("T3%)

HBE FRER (7T3E)

pods FRF& (|IE) Visualization H{FHIEAN

Kibana Pod BIR7S
replicaSets #H (mI3%)
replicas int (mI3%)
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19.1.1.1.107. .status.visualization.kibanaStatus[].clusterCondition

19.1.1.1107.1. H#isk

19.1.1.1.107.1.1. 2k 5y
o XIR

19.1.1.1.108. .status.visualization.kibanaStatus[].replicaSets[]

19.1.1.1.108.1. ik

19.1.1.1.108.1.1. Kk &Y
o A
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