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1. XFTm

T AR Kubernetes £ HIENFEH.. Worker TV RIEEBMIN FATEFE RS, 94 pod. control
plane T mIn 1Tl Kubernetes &£B¥FTFEHIARSS. 7E OpenShift Container Platform H1, control plane
RAUNEE B TEE OpenShift Container Platform 2 Kubernetes BRSS.

EEBPIZTIREMBRERMNT = %Ezls;:ﬁ%”ﬁr“ﬁﬁfir‘ﬁ’]gzﬁ YE. 7 OpenShift Container Platform
A, BELLETERT A Node X Rifn], BIEFMIEIET R, HA OpenShift CLI(oc)sK Web 12FI&
&R LATE T s EHUT AT E,

mE LU E M 1 T 471217 pod 3Rt Kubernetes 12 17H 1R,

AL fThF
BRI 1 5217888, Kubernetes 12#t% N2 17HS, #0 containerd. cri-o. rktlet #1 Docker,
Kubelet

kubelet 77 m _LiIZfTHIXENASE ., ©HERE XHNARSREBENBEIEEZTT, kubelet HRR4E T/E
T RS EREIRE, kubelet gﬁlﬁl%um%%ﬂﬁ#’ﬁﬂﬁﬁo kubelet BI2{VH Kubernetes HlIEEMA
%%Q

Kube-proxy

kube-proxy TEEBMENTT R LiZ1T, FHYEF Kubernetes BB [HIHIMLSHE, Kube-proxy AT MR
ML EME PR F R 15 A,

DNS

£ 2 DNS 2— 1 DNS RS 28, ©1 Kubernetes fRS51R#t DNS i 5%, H Kubernetes BB S
1EH DNS #ZHEHE18 S 1t DNS iRS 25,

| - dl
O Cloud connector ' Q -

Cloud

Kubernetes Kubernetes
control plane node worker nodes

Kube-controller-
managers O

i e Kubelet1 Kubelet 2 Kubelet N
4> Kube-apiserver :
— +—
eted i —Pp Kube-proxy 1 Kube-proxy 3 Kube-proxy N

Kube-schedulers

TEHURVE
W EME, B A A LA FF & A FIKREX OpenShift Container Platform &A1 s BI(E 2o



o JSIHERHHHIARE T o
o KEITRMMEXER, WIANEFMCPUMEAE. R, RKTMER,
e FIHT R EZITH pod,

EERME
ERNEEA, EALLBN L MESHEAHTE OpenShift Container Platform SEEF &R

o NINSKEFH T i, % =N AT Node W RBVH(EN, & LA AR RIEH pod AR,

o FRHBEE XHIRE X (CRD) kubeletConfig X RE X 17 mALE.

o FET mUATFHEZILFE pod. EH Ready REHIEEEE worker 7 mEBVIASIF pod B,
control plane T %A ; AT LURITIF worker 1T RECE N AT IE, FIF control plane 17 AL
BT LU,

e f#if system-reserved K& /) TV OB IR, WAILLARVF OpenShift Container Platform BzR
E T B fE system-reserved CPU fINEF IR, WAIUFIREH N T R BRERIR,

o RI\ETREMCEZAKE. BEREIFHE, REAE TR LEIZITH pod BE.
o fFM pod RKEMREZEMERFI TR

o B FERAITEINGEMEEHER, MEFHFMERT R, EMRNERPMERT R, BolEEHE
TR EBIFTE pod, REFIIMERZT <.

BoniRiE
OpenShift Container Platform R Z#F A FAEET & ; EAVEEA, ERET R EHITUTES,
FEEESN. NARERE, HFAIFLZARRBEFIINE,

e fEF Node Tuning Operator, NR/E—EFNARABNS RN BRRFEE T RIGIBIMERENL
1t

o HTHELEATLSRLMELE, LURIY kubelet 1 Kubernetes API fRS5 28 2 [F]BY&E 1S,

o FATIIIIBERETRELBIZITEAES. BAUNRHERATFIIEERIERZEFME, &
BN R EIZ4TEHEICH pod, ‘E%EFEE? REERE I,

o (RN BISER T R FR. e LB R LM B 88 LURAE R EETE121THI pod 8| FRYEL K
KR T REBIT

o E—éﬂjﬁ"ﬁqﬂmﬂﬂp\]*ﬁ%ﬁ
® fF OpenShift Container Platform &EE B NEMLE1% (Li2 worker W) B worker 17
=, WFEARXRTE OpenShift Container Platform 5£8¥ B A L2 worker 17 mBOBkiL, UKk —LL7E
TLFE worker T R LB pod B EE, 1HSRIEML L5 ERITE worker 17 5,
1.2. XF POD
pod BT EHEBEHN—NHNLIERER. FHNEHEEA, EAILUE Y pod, NEDEBREESFHEN
EEMBET R LEiE1T,. RERBRIEMIZIT, pod MRIZ1T. 7 Pod #ENHEITE, BLEERES.
f#M pod I, WAILHATH—LRFEIE -

CEEURAF
ENEIEN, A LU UM ESSSRIRERE 8 pod ER -

[
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o JIHSUIEXE pod, BIEREIFH. ER. HIRTHEREFRER,
e % pod HEZIT, #1 CPU, REMEFHEHEE,

EERME
LU ESHIERB R T B2 5 i{A7£ OpenShift Container Platform &2 &1 pod,

e {#f OpenShift Container Platform i a] 8= 2 i EE ThAEIEH pod T :
o TImREl pod BIFEEMMI, 40 pod KREME, 7 RRREME F1 KK,
o RIRERIERESR,
o JFmHAMR,
o Pod fR 2R,
o ZNHE,
o [ZiE descheduler LURIEHRFESRBEILIR pod, LMERERRFE pod EFAEEIESEN T R,
e FEE pod MNAfEM pod #HIRER BT H, REEFHEIKE,
o [R#lpod EWHOFMALRE.

o MEF pod BEIRFVEMN RAPRMAZIEE. B pod FAAIERREANBEHXHRS. B
FHR B ; A LUERSREARERREIE,

R iR
& B LU#E A OpenShift Container Platform FRIRHHIEF T EFThEE, B|RMMMER pod, LI TFERIES KR
FAXET EMINEEREFHEE pod,

B BZER

BIRFHERA pod EAB T &, FhE B LAER pod A B ST BREEEE
IZ1THY pod /MR AEE, LUK pod
BB CPU ERAXFRNFHERE, Bl
A pod ERAB T &, ERILEZNT &

pods

LRMFEFEE pod BEN4EKES. EEOAMALANG  FEHEELR, B REHRMEREX,
EAEE pod B3 REEFHMF AERF
BFHlRo

ERNFFLAANG, EAEE pod BEY BEK
1R pod E& AEN AT ARSI TR, Ak
2% pod HEZIEBE pod TR KIEM
TR

i A HR AR AT A BR BEIR B D M), Administrator iRt RET R (kubelet ®94ER) Eiz
1789 gRPC BR%5, A TEEFFEMEMTT
o R ERZE dEM, DURHM—HAT
BAERARR AR, BRSSP ERENS

B



B i D BZER

{5/ Secret XI5 [ pod 1R HBUREIE. Administrator BYENARFEEHRER, MEGFA
P, & LUEA Secret X RN AR
FF pod 1Rt RE R,

1.3. xF&%H

A 23 OpenShift Container Platform N ARRFHEARH T, CHNARRFRESEEWI, FEH it
X_Cﬁ:—ﬂﬂ@o ARRUTEIMNERN—HENLS N EBEE - MRS 2R BN (VM) HIRABERAE

Lo

Linux S RAZ—HRERNG, BTREZITHIIRE, (PREXHEENFRIREUIN, FAEER,
A LR Linux Bas EHUTEMES, B0 -

o NXHEHE—NBRHEPIMBEHREH,
o RVFAIEF API R,

o TEARBAHHITIEERS,

o (EMIR O ARV A2 HHN BER,

OpenShift Container Platform 12415 Init B2ME AR, init RRETNFARFEARZANSTT, AU
ENRAREFRERPREENIESIZERAR, Al LEEE pod WEKE S 2/, ER Init BSFHUTE
%Q

BRTET R, Pod MBS LHITREMESHN, ELAIEAEA OpenShift Container Platform &EafREE
EENALN ARRE pod BT A,

14. X F TR MBI B POD

OpenShift Container Platform 12t T =#T 2, aTEFEIT BT = LW pod BE LUK D ERL pod BIFT
R,

Pod ERIBEZT B
Horizontal Pod Autoscaler (HPA) AT LURIEME T4 E FIiRHI 23 SR B BB R pod WERIEIR B Bh1E
hnskiE A & R 2R S AR B B B R HIE,
MEFEZELR, HSHER pod BB BB & pod,

B3 Y. Metrics Autoscaler
B E X Metrics Autoscaler AILMRIEARE T CPU SiREN B E IEMBE I8 Msm A EE,. BRE
£, BENUFEESELM pod #12.
MEBRLZER, BESHBEE L Metrics Autoscaler Operator #it ,

Vertical Pod Autoscaler
Vertical Pod Autoscaler (VPA) RILLE B EE pod FAASRILZITIORFI L AN CPU MIRERIR, FHiR
EBEm T RMEEEBEHTRRENE X,
MEFLER, HSHMFEREE pod B BBEIIAZE pod THREF,
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1.5. OPENSHIFT CONTAINER PLATFORM 7' & AR IER
UARERE N TE FARahERnEaARE,

Container

e~ MRENEATHITHRG, ©a8F TG REMEKTIT, BREPULRERS, RLLELL

EREEMEZTTAS, SEHEFRLIL2HIMER, BEEEFLXAREILRBRFIZIT,
SR E

#{R pod BIATE OpenShift Container Platform & & T m LIz 1T,

egress

@It kB pod BIRLE H UGRE T A B EEHZ TR,

Al
SFEERTRITRE, MK MBS ARREMELZITH Pod 51 BBIHR,

Bl Pod B3I & (HPA)
YE/ Kubernetes API BHRFN1ZRHIZ5 I, &R LAER HPA I8 EEEIZ1TH pod MR/ IR A E.
LRI LATERE pod ROZETHTHY CPU SkINEEAER, LB 4AE CPU SKREFERER, HPA &7 R4
] pods

AQ
E|—/ pod BIfE AR &,

Rk
BRMAHRE, FIOIB—DHEZ pod MR, FHBERIEEM pod BIITEH,

PR
ERLMERMRE (BDRER) RARFEENSRFE, W pod.

OpenShift Container Platform &£ H worker Hl283. 7R AT LR EFAL (VM) SR 2R,

Node Tuning Operator

& LU#E A Node Tuning Operator, {#f TuneD SPF 2B T R A MIMERE b, BRIET B
E S HERE AL IX B AR 41 P A IR T MR N B R R P THAMBE A28 E B TuneD sFIFHTE
., HENEFIHEREEBNME T RLIZT, BN TRESIT—1

BEIRSSES Operator

Pod
—NHENHFEHREFRR (WNBH P Htt) BEER, 1 OpenShift Container Platform &8 HiZ 1T,
pod @ Y. SENEEMZ/IMTEHRTT,

7B (toleration)

K pod AF (BFFE) AEIEARESRNTRH, BIUERARREEAAERFRAER
B R pod.

5= (taint)



153 1 ik

—PRONR, B—PHE, EMRREN, ([TRANBRALU—EIF, LUARFE pod FRFERFEX
BT R
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B 2E {EHPOD

2.1. fF POD

pod RHEFAIMBAR —EN LN —IMHE IR, HEARE L. HENEENSNMTEHTT,

2.1.1. T f& pod

NREBME, Pod ABMEHTF—PIEEN (MEHEM) . 81 pod 2EEBSHINER IP ik, Fit
WETEMIROZER, FHH pod RHESE A UHZH AR HEMMLE,

Pod BEmAEH, B IELE, BABINE-—TRLEZT, REFSHZT, EXFSRESENREN
HAbRRWMIER Iy 1L, RIFERBSFLEHACH, Pod AIFERHEMIFR, SARE TRLS AR BE8IV
I‘ﬂo

OpenShift Container Platform $§ pod EA& LA ARE AL ; FE21THIAI TTIEE N pod E L. OpenShift
Container Platform @3 4 L TIEM pod, BB EHNEME BN/ KEMBIREFCIE pod, ML
B, Pod B NEAIMFHN, FRESMHMUENRFERRS, Eib, pod @& RN BT EEIHIH
PHZRKREE, MABEBRAIEIE,

0% T A2E 1 OpenShift Container Platform T sENMIR K pod £, 5S4 "EEIR
]

Digk

H
[=]

52 HIHEH 2R B IR pod REETE T R AR B AR,

2.1.2. pod B &R

OpenShift Container Platform 6 Kubernetes B pod #:&, ©RHEEHMEBLAR —ENLH—PHZH
Ag, HETHE N, HENEENZNTE ST,

LI 23K B Rails MAMBSEELTH. ERFT pod NiFSHE, HPXSHEAH I UH R,
Rt X B AR R K

Pod R E X (YAML)

kind: Pod
apiVersion: vi
metadata:
name: example
namespace: default
selfLink: /api/v1/namespaces/default/pods/example
uid: 5cc30063-0265780783bc
resourceVersion: '165032'
creationTimestamp: '2019-02-13T20:31:37Z'
labels:

10



app: hello-openshift ﬂ
annotations:

openshift.io/scc: anyuid

spec:

restartPolicy: Always g
serviceAccountName: default
imagePullSecrets:

- name: default-dockercfg-5zrhb
priority: O
schedulerName: default-scheduler
terminationGracePeriodSeconds: 30
nodeName: ip-10-0-140-16.us-east-2.compute.internal
securityContext: 6

seLinuxOptions:

level: 'sO:c11,c10"

containers: ﬂ

- resources: {}
terminationMessagePath: /dev/termination-log
name: hello-openshift
securityContext:

capabilities:
drop:
- MKNOD
procMount: Default
ports:
- containerPort: 8080
protocol: TCP
imagePullPolicy: Always
volumeMounts:
- name: default-token-wbqgsl
readOnly: true

mountPath: /var/run/secrets/kubernetes.io/serviceaccount G

terminationMessagePolicy: File

image: registry.redhat.io/openshift4/ose-ogging-eventrouter:v4.3 ﬂ

serviceAccount: default 6

volumes: Q

- name: default-token-wbgsl
secret:
secretName: default-token-wbgsl
defaultMode: 420
dnsPolicy: ClusterFirst
status:
phase: Pending
conditions:
- type: Initialized
status: "True'
lastProbeTime: null
lastTransitionTime: '2019-02-13T20:31:37Z'
- type: Ready
status: 'False'
lastProbeTime: null
lastTransitionTime: '2019-02-13T20:31:37Z'
reason: ContainersNotReady
message: 'containers with unready status: [hello-openshif]
- type: ContainersReady

8 2= §H POD

1
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status: 'False'

lastProbeTime: null

lastTransitionTime: '2019-02-13T20:31:37Z'

reason: ContainersNotReady

message: 'containers with unready status: [hello-openshift]’

- type: PodScheduled

status: "True'

lastProbeTime: null

lastTransitionTime: '2019-02-13T20:31:37Z'
hostIP: 10.0.140.16
startTime: '2019-02-13T720:31:37Z'
containerStatuses:

- name: hello-openshift
state:
waiting:
reason: ContainerCreating

lastState: {}

ready: false

restartCount: 0

image: openshift/hello-openshift

imagelD: "
gosClass: BestEffort

pod AT I1 £ —DNHE ML, REEAXEREE —MREEFEFMEESH pod, RELL
¥/ {EA NV RTZ1E metadata 851,

pod ER KRS, AREMI(EA Always. OnFailure #1 Never, ZRiA{EH Always.

OpenShift Container Platform ABRBEXL T —1MRELTX, EERERITEENFINARFKZ
17, NEURMEAF F0i217, FF, RALTXHRGIMLEGR, BEE A ALUIREREHTE
%o

containers I ESFE— 1M HZ N AR E LA,

ARHFECERRTEINABEEEBHMAE, EAGF, B—NMBTAREENEIENDTE, ZE82R
& registry X OpenShift Container Platform API % i KFrH 8,

EEZEN pod RHNE, BEFAEREBREL, TEEHREE root. / HENMASHERNEM
HBE, MRAHFEEVAR, WRIIMFENENRS (MNEVE /devipts X4) . £ /host
HENZZEH.

pod FHENRRFEH B DA RHGAITEGE,
pod %f OpenShift Container Platform API & B iFRK @ —FtL 8 aE=, FIA—1

serviceAccount FEXIETE pod T & HiE K8 AENAR S5 - A P SR T B EE, XAILUABE
BTG H A TR B RE AH B T [R]42R 1

pod E X T AIMERBRFERNEES, EXHIF, EHEERIARSIK SR secret BRM—1
I %,

MBRFEEEXHHIRFAMEBHINE pod, NLXLE pod FIRERKIL, EFIREFE BER KT HF 88
B3, MEBRZEL, HESHAE OpenShift FERAER S XTI AESN, N4 pod Tk
fEBhEE &5 A REMN A k52" Ready " KA ?


https://access.redhat.com/solutions/6221251

8 2= §H POD

Itk pod & X A& 3$EF OpenShift Container Platform £ pod Sl H FAHEEMAREEIIE
FTHIEM, Kubernetes pod XA AN T pod HITHEEF AR,

2.1.3. Hfh ¥R
o WMEHRX pod MIEHMEZER, HS W T M AN T BG4,

2.2. &&F POD
ENEER, ERLEBEREN pod, FEEXLE pod N ERMEERES,

2.2.1. XF pod

OpenShift Container Platform 8 Kubernetes B pod #1:&, ©RHEEMEBLARE —ENLBH—PHZH
A, HEITHE L., HEMNETENZ/NTEY T, WNARB/ME, Pod KEMEH TR (WIEE
) .

R LIEE SR ET B KB pod FIXR, HEEF pod WERBERST,

2.2.2. EFTBEHH pod

A LLEER S L1 H R pod Ik, SIFEIARK. HRPRE. ERREA pod BIFE-,

i
HEHIEHB pod :

1. BB R E -

I $ oc project <project-name>
2. BT 6 S -

I $ oc get pods

4N -

I $ oc get pods

=1

NAME READY STATUS RESTARTS AGE
console-698d866b78-bnshf 1/1  Running 2 165m
console-698d866b78-m87pm 1/1  Running 2 165m

7NN -o wide FRIZREE pod IP #HEFN pod FRFERIT s,
I $ oc get pods -0 wide

i th = Bl

13
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NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE

console-698d866b78-bnshf 1/1  Running 2 166m 10.128.0.24 ip-10-0-152-
71.ec2.internal <none>

console-698d866b78-m87pm 1/1  Running 2 166m 10.129.0.23 ip-10-0-173-
237.ec2.internal <none>

2.2.3. &5%& pod HESIT

BRI RS pod WAEST, XEFIMERBNBHRME T IZTHIME, XLERELITEE CPU. RFM
RN E=N

FoRFM

o XA cluster-reader PR F e EERESIT,

W% Metrics FREBEBERES011,

I $ oc adm top pods
flan :

I $ oc adm top pods -n openshift-console

=1
NAME CPU(cores) MEMORY (bytes)
console-7f58c69899-q8c8k  Om 22Mi
console-7f58c69899-xhbgg  Om 25Mi
downloads-594fcccf94-bcxk8 3m 18Mi
downloads-594fcccf94-kv4pb 2m 15Mi

2. BITUTHS, UEFHEIRERN pod B840 :

$ oc adm top pod --selector="

WA FET IR R T RER S (REEH) . XfFF=. ===
fBlgn -

I $ oc adm top pod --selector="name=my-pod'

224 EEHWRAE
_.”«J\E OpenShlft CLI (OC) 1 Web *W%JA':'JKE%** /ﬁE’J E Tho IL;\}‘AE ,L.\E’J]:ﬁB_EHEJ:kaL

FRFM

14



B 2% /M POD
e jj[a] OpenShift CLI (oc) o

miE (VD)

1. 7£ OpenShift Container Platform #HI&H, Sfi%) Workloads - Pods, Zi@iTEEHER G
RSME pod.

p= Y=
Detalls ﬁﬁqﬂ?ﬁﬁ] Logs %ﬁ%

2. MTRIFHREE—DNIE,

. RIBEFHER pod ETR,
4. = Logs,
mizE (CLI)

o HENRTE pod WHE :
I $ oc logs -f <pod_name> -c <container_name>

He:

-f
Al IEERE RS EBEEE R HEPHAR,
<pod_name>
187 pod IR,
<container_name>
Ak IEERBMAT. L pod EES/NBEN, BRIIEERRAM.

flan -
I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

HHMEEXERS,
L ﬁ%ﬁi%l@ﬁ’] E o -

I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAEH.

o -

I $ oc logs deployment/ruby
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MBS HRA,.

2.3. 7 POD E¢i& OPENSHIFT CONTAINER PLATFORM £#t

ENEEA, AN pod BB SMEIER,

BT BREESNET, BAUER—LEIENFLARREEFNIME, Fl0, pod BHENBITH,
RIGAEFFEHEN pod 1217, M ER T NRIZIT—RE pod, BREl pod AT LUMFERKH H, Uk
S0 FE FR TR LE pod R EHZET,

2.3.1. Bt & pod E/E BRIITH

pod EJFZKIERE T OpenShift Container Platform 1£1% pod IR 2538 I VE B AFPIL,, 1% 5RI&GER
F pod HHIFTE B 2R

ARERER :

e Always - 1 pod #E /52 71, RMEMIERE (10s, 20s, 40s) TEIZHES pod IR
HHAZR (K528 . BIAED Always,

e OnFailure - M ERERE (10s, 20s, 40s) FEFIZEIHXERE pod FEMBIREE, LERB S 2
B,

e Never - REIRE/H pod HEREFKWHI R, Pod ILEIKWFHR L,

E pod HEBNENTEE, % pod KIEARBEEFH—INT R, XEKE, TE—MEFZFFTEEME pod
ETRKWEEE :
FERIZR R R

MNiZZZ IR Pod (fBlgN, #tEiT . OnFailure = Never

=)

RNZEIER Pod (150, Web BR S HI3EHI25 Always,

%528)

BENBRVIHEIT—1H Pod PR EE T=

1R pod EMAZRKINEBSZKEEIX ) OnFailure, Nl pod RREEIZT R LHBEHEohER, WRE
FREBRLF/EHED), 1EEMA Never EfSREE,

INREEA pod KM, OpenShift Container Platform &/AEI—N#T pod. FF A A G A iR b FATEFF AT BE
RIEH pod FEEHIER. FHE, NABRESICEBIUE ST EMNIEN X, PiE. T2EmESE
R,

p= Y=

Kubernetes RIFERB ZIRHUEM AT FinR. BTRHEENN, kubelet RFFLE
OpenShift Container Platform &5,

MREZTREERRTASE, FAIEERASRUEENRRZERRN., NREFTIMNEH
—HREER. TRIUEERENEHTIT AR TRHEENR,
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INFE A T 2 OpenShift Container Platform #{AI {5 F 5 KN AR HERHIE 5 2KBE, 1S Kubernetes
SCAE AR B RR S,

2.3.2. [R#I A 4t pod {F AR 5

R LA pod NAMRSS EREES, ARRFIEATANT, HORE (Mpod FH) HIREEBERAL
H, NEBERERNERN EZFHES. AQRE (EA pod F) BTG EHHABESITLE, LUE
BROMA IR, B pod N ABIREIRSFMEAM pod BIT 5,

i =
PRI pod BYHF TE :

1. AEXTRE N JSON X4, F{FEM kubernetes.io/ingress-bandwidth #
kubernetes.io/egress-bandwidth X fZIE EHIBRERE, F, I pod HAFA O FRH
5 10M/s :

32PR Pod XRE X

{
"kind": "Pod",
"spec": {
"containers": [
{
"image": "openshift/hello-openshift"”,
"name": "hello-openshift"
}
]
b
"apiVersion": "v1",
"metadata”: {
"name": "iperf-slow",
"annotations": {
"kubernetes.io/ingress-bandwidth": "10M",
"kubernetes.io/egress-bandwidth™: "10M"

}
}
}

2. BEAXRE LA pod :

I $ oc create -f <file_or_dir_path>

2.3.3. TRW{rI{E A pod HEFTIE RIS E L /IIE LM pod HE

pod FBTHESRIFERVEITIZEFPIEE pod WL LRSI, MR mLLHFTH

PodDisruptionBudget 2 — 1 API X%, ATHEEEE—NEILTRHFELNEIFANTR/NEENE S
tbe FEVIE ARFATIXEIEN T RYET (CRIZERERE R ANER) Bk, MAEBRIR (M3ETR
KM B EMIX LT E,

PodDisruptionBudget % RHIEZE LA T K EEB DA :

o FRZ LS, BI—4H pod BINRE A,

17
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o TAMY, FARBEXIENFIAN&ESD pod WHE :
o minAvailable 2% /A4 M pod B98(E, BNEIEAMETHEAAIth 2001,

o maxUnavailable & AR ¥rHAE] AT AT A B pod FIEE,

Available 592 E4 Ready=True #J pod #{&. ready=True F5HI2HEIZARSSHE KM
pod, FERARINEIRRA L BCAR 5589 71 B it A,

fF maxUnavailable 5 0% =X 0, minAvailable 5 100% X% FaIA%, (X% ER
BEPELETT mBEZE R,

ERLMER U T a3k EMA T pod RETTIE :
I $ oc get poddisruptionbudget --all-namespaces
i Bl

NAMESPACE NAME MIN AVAILABLE MAX UNAVAILABLE
ALLOWED DISRUPTIONS AGE

openshift-apiserver openshift-apiserver-pdb N/A 1 1

121m

openshift-cloud-controller-manager  aws-cloud-controller-manager 1 N/A 1
125m

openshift-cloud-credential-operator  pod-identity-webhook 1 N/A 1
117m

openshift-cluster-csi-drivers aws-ebs-csi-driver-controller-pdb N/A 1 1
121m

openshift-cluster-storage-operator  csi-snapshot-controller-pdb N/A 1 1
122m

openshift-cluster-storage-operator  csi-snapshot-webhook-pdb N/A 1 1
122m

openshift-console console N/A 1 1

116m

#..

IMRXRG A ZEDE minAvailable 4> pod EE7EiZ217, Il PodDisruptionBudget #1152, #EidiX
—RHIFIEA pod EB AT #HEAKER,

%% RIFIEM pod LN SEERE, TREREKEN pod FETFIEERMBIREAEL % pod,

2.3.3.1. [ pod HEATIHE TS E S HIELR pod BE
& eI LUfFEF PodDisruptionBudget % § 315 & & — B [ R FEL MBI AN &R/ N ES B D L.

it

e
BLiE pod FHBTTIE :

\\-'

1. EAREUATRAIBIN RE RO YAML 32 -

18
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apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

minAvailable: 2 @)

selector: 6

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HH—&f 493

20%) .

X —2H BHRIFATROPRZ &1, matchLabels 1 matchExpressions 45 R1EZ 5 E RS

Q WRFT AT M/ pod &, XATUREH, WIUREEREQLNERFSE (10
9 B, SFLSEEZE, W selector {}, LULEFEIIE RMIARA pod.

HE

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: 6

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HH—&F 493

20%) .

X —2H BHRIFATROPRZ A1, matchLabels 1 matchExpressions 45 R1EZ 5 E RS

Q BN TEEERAMNRZH pod ME, XATUREH, hIUREEEQLLHNFRSE (10
9 B, [FLSEEZE, W selector {}, LULEFIIE RMIARA pod.

2. BITUTHS, HARBMETES

I $ oc create -f </path/to/file> -n <project_name>

2.3.4. R X pod B 1EMIFR pod

BERVRODABN TEBETZESLFMSEXER, BElAEENEETRAMIFEETTRLZIT. MR-
MNREMINAE G RINPR, ERTRERKFELEESTIRE,

FRC R KB (critical) B9 Pod AR VFHRIKER.

AR
{8 pod B h < H# pod :
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1. 6/ Pod spec i HIIER pod, FHEE system-cluster-critical {5 :

apiVersion: vi
kind: Pod
metadata:
name: my-pdb
spec:
template:
metadata:
name: critical-pod
priorityClassName: system-cluster-critical ﬂ

Q YA E] T REEBREY pod BIBRIAIE SE2K.

tes, S FXEEMEREZ(EIELENTBIRM pod, ATLAEE system-node-critical.

2. A pod :

I $ oc create -f <file-name>.yaml

2.3.5. HEATAREXHFNFTAESBE, BLUIEHD pod B HIIENR
MBEHEESEEZ MM (~1,000,000 HE%) , EEHREREE pod B HH] I,
X2RE N Y EFHBET, OpenShift Container Platform & TR REN BN BMAAE IR, LATE
pod #J securityContext 15 EH fsGroup, *f FAEE, KREMBRMAENFMITRATEESIEEFEN, M
M5 pod [FEhIEHIE,
8] LU B LA I iR R 5 Rz — kUG5 X N EIR -

o FRHRLM ETXAR (SCC) Bkid & SELinux EHFFRiC.

e {#F SCC A1 fsGroupChangePolicy FE& k1%l OpenShift Container Platform 1 EFE RS
BIRT A AN BRAY 75 =X,

o ERIZITH KBTS SELinux EFPRIC.
MEELEL, BESHTE OpenShift FERAEES®E XTI/ AESBE, Ht4a pod BEFEDIS G A
REN A E LI Ready" RS ?
2.4. M POD @A Bz B zhT & POD
ERFRENG, EEILMER pod A BT B (HPA) k5% OpenShift Container Platform Z0aI#R#E M
BTESHIHZRNEBEEMN pod WERIETRK B 518 INs4E /%2 E FIIRH R BB R ENE, &H
LUNERE. BEME. BlAK. SHEHSRIEREELUE HPA,
BXRBIEEE IBINER pod WIER, HSHETEE VBB & pod,
p= =1
PRIEFERENRES R EMN RIBEHITH, BNEIEFE Deployment X 5=k

. ReplicaSet ¥/ &, MFEAXXLENRHUELFER, 155 7 Deployment F1
" DeploymentConfig ¥f &R,
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2.4.1. 7% pod sm B3N B

IR LA —A pod M BT BEIEEEEZITH pod WRNIRZRAIE, UK pod BB IR CPU &
AESHNEFERE,

EQIET pod #AB T BE, OpenShift Container Platform &A% 1 pod LB CPU F/SHHNEH
IRIETT. HIXLAERATAN, pod MBI BRRITELRIEIMERAXRSMERIMEARNLLE, FHEN
Y B, EINMGEREERHITH, BRRERE—RIW 2 F EF =B AET.

S FEHIEFIES, XMEREES S HIRFISNEIARGN, TFEHRERE, HREESSERBENBIAIT
BTN, ER, B4R FAE Complete [T EXIRFTERE,

OpenShift Container Platform 2 B3I B FIRISR, FEEFKRBISHEHIT RSV ENBShEMR, Lt
wEEshid R, 2F unready R pod £ EBIFESR 0CPU AE, B BRESHEN 2B XL
pod. &%BEHMIEH Pod £7 B EH 0% CPU A&, E4HITESR 100% CPU FAE, iX7E HPA &
RURPREESWEEYE, BEFERXNIIEE, BOIEEMEERERBER pod S EEME.

EfEM pod EEBY &, BNEHEEALNEZERRE T REREI.

2.4.1.1. X FHMiEn
pod #MR BT BXFLL T :

%* 2.1. 46%5
i1 ik API [RZ&
CPU =X B AR CPU AR, ATLLAXITE pod  autoscaling/v1, autoscaling/v2
MEiER CPU B2 .,
RNEERE ERAREE, JLIARITHE pod WEIF autoscaling/v2
KWEFEE DT,

BE

NFETRENENER, RAFERELNSRIAKE ELIRKFEDN. FEMS :
o MMBEIAHE—ERFHEN pod WRE (TIFE) AEEHKRE.
o HVBAH—ERFEED pod WAFRELKIES,

{8 A OpenShift Container Platform Web #£&I& 0 EN ARRFHRNEFT N, FHBRNAR
FiEERETAEN B Sh4E Mani R iX L& K,

LUFRBIERT image-registry Deployment X RBIBE T &, #WIEHEFE 3 1 pod, HPA MR &
IMEIZINEI 5, 1R pod B CPU BE1AEI 75%, pod &I&INE 7:

I $ oc autoscale deployment/image-registry --min=5 --max=7 --cpu-percent=75
i Bl

I horizontalpodautoscaler.autoscaling/image-registry autoscaled
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image-registry Deployment X{ & HPA ;=fl, Hrh minReplicas #i%X&H 3

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: image-registry
namespace: default
spec:
maxReplicas: 7
minReplicas: 3
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: image-registry
targetCPUUtilizationPercentage: 75
status:
currentReplicas: 5
desiredReplicas: 0

1. EEMERFRS

I $ oc get deployment image-registry

BBEHINEER 51 pod:
i Bl
NAME REVISION DESIRED CURRENT TRIGGERED BY
image-registry 1 5 5 config
242 . HPARITFIRIE?

pod BB BT B(HPAY BT pod BEi BM#ES., HPA RIFECIEMEE—HMEHEN T =R, 4
ATEM CPU N REARBITR, HPA £BH2MsEL pod HE,

K 2.1. HPA S E A T¥EF

Horizontal Pod Autoscaler

Replication Controller/
Deployment Configuration

Pod1 Pod 2 Pod N

HPA = Kubernetes BZI7 B API A E) API B5E, By BasR UIEHIEIN, ERLSRBAEHNEIAN 15

22
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. TEULHAR], $RHISREERRIRIE HPA B YAML XEHRE LH CPU, RFEEARSNPHIEE I CPU,
NEERAINE, ZHIREEREN HPA HBEIRRE pod KIKEEKB B pod FHREIR (41 CPU HA
77) BBRIEIIEOF AR,

MBS ETFEREB, ERSRSSFBEREMNNED pod RSB EFTRIERNEDLE. RE, 2H2S
EFEFA BT pod EHFIER, FER—TNEATHERAAERIRBHILLR, HPAEE M
metrics.k8s.io FREX¥EFR (0 metrics RS 831 ) . BTFIBIMTFABEISWR, BIAMNBEEY B—4H
Bl A8 (8] = B,

% o
- B HPA, FIEB pod AR AR LXE T — N HIRIER,

2.4.3. xFiE K FPRH
FEREMEAE N pod FARIEEMHRIER, KBREES pod BTN S, kubelet 3 &IHFTIE S

RAEENHRRE, UARBHFARITERBIEENREL, kubelet )MREHIIZBHREMAIRAH
TREVIE KEE,

g0 A B IR e A 2
T pod #itgH, B EESTRIER, 1 CPU NG, HPA ERALLISERAERRMAR, RETERE
=S

flgn, HPA X RERITHINR :

type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 60

FEARBIH, HPA R pod BIFHFI ARRFFE scale BIrN 60%, EAEZLRTHRHERES pod iFKH
PR A8,

2.4.4. R1ESLER

T pod #B AR E BER1H K

HPA #R#& OpenShift Container Platform &M 2 pod SXNFEAXREMBAEBORE. FIARET
BHENBRENTRIGEKNE S, BROTRIERETERFIN HPA BIREMRE.

EciE AR

£8[M pod BEhY RiTTEH, FRERIRET BREMH, MAREKNAIZE, BE cool down FEHE, LARA LI
FLMEIAKD), EALURTEE stabilizationWindowSeconds FE&$57E cool down period, AT &
BFETMREFR BN, stabilization 8 0O A FREIGIAKAIKD), B BREEERXAE O SRHERT LRI

THARS, FHE RN THEAET BAEENER.

540, -~ scaleDown FERIETE T stabilization A :

behavior:
scaleDown:
stabilizationWindowSeconds: 300
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FELEBIH, FE5 DEHREMBRSEIBEM S, WELRSNERXE, BRILT REXEMERER pod,
NEMEMAZRFH pod EXEIE,

2.4.4.1. ¥ BRI

autoscaling/v2 AP| R 7F 181 pod B Bhy BRI 7 E&EHE, ¥ R A T1H OpenShift Container
Platform #m B & (HPA) MY & pod. ¥ BEBEAVHRETIZEEIEEN FIERT BN EHE
R E B 2L RRE HPA ¥ BS4EMBR R, AR UE L —NEEEE O (stabilization window) , 7E
EMERARSIN, FAZATEENAERESRENT B, STLUAERNYT BRARVES R, 7
RIBRERBIAR VR E (B FAFLE SRR, 04w LURIE TN B R B 45, HPA IR E Y & pod, A
EEUEHERFHITT R (MRFER) .

WAY REIRN HPA X RRHI

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory
namespace: default
spec:
behavior:
scaleDown: ﬂ
policies: g
- type: Pods 6
value: 4
periodSeconds: 60 9
- type: Percent
value: 10
periodSeconds: 60
selectPolicy: Min ﬂ
stabilizationWindowSeconds: 300 6
scaleUp: Q
policies:
- type: Pods
value: 5
periodSeconds: 70
- type: Percent
value: 12
periodSeconds: 80
selectPolicy: Max
stabilizationWindowSeconds: 0

EET BRI AE, TR scaleDown = scaleUp, A<l 4 il B 3 — N SR BR
ET BREE,
REFEBEBEESRERTRRPBERFEN pod BEH pod BOLIFETT B, BIAE N pod.

HEERERIRPHBREE (pod BE pod WEALL) BIREl, 7K pod MEVITHEENZ AR
UN:SIER

RET RERHKE. BIAMEN 157,

® 0009
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BB D LA BRIAE N 100%,

INRE LT ZNEKE, NLREELERBNREE, IB8E Max FHEATFRS BXMEKE, Min FEER
YFER/NEWMERS, =¥ Disabled fALE HPA TERIE A AT B. ERIAMEH Max,

RTE HPA NiZEH EEFTHRR SN AR, FINED 0,
BN RO T SRS,
T REERNRE (2 pod WEE) . § & pod BERIFINEN 4%,

0O000 99

T RBENRE (R pod WESL) . RESHT BRIEINMETS 100%.

AR EE R B

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory
namespace: default
spec:

minReplicas: 20

behavior:
scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Pods
value: 4
periodSeconds: 30
- type: Percent
value: 10
periodSeconds: 60
selectPolicy: Max
scaleUp:
selectPolicy: Disabled

EARBIFR, % pod WBEKXT 40 1, MIERAEFED LSRR ATHER. XNRETERKRDE, X
7 selectPolicy EE/,

INRA 80 4 pod B, EHE—RERN HPA &% pod 4 8 1, B 80 1 pod B910% (1R#E type:
Percent #1 value: 10 %) , ¥4i—2#0 (periodSeconds: 60) . W F TF—N%EK, pod BEE N
72, HPAITEFIR pod B910% H 7.2, XMEIEMHE AR 8, XU 8 1~ pod. EEB—FEENRA,
BIERIRH pod MEEFITEEH M pod 2, X pod HEEET 40, ETF pod HRBEML

A, BRNETF pod WHUERATETE D LLBIEIE, HPA BRIED 4 4~ pod (type: Pod #1 value:

4) , #%:30% (periodSeconds: 30) , EZIFIRK 20 M &EIA (minReplicas) .

selectPolicy: Disabled Z# At HPA§ & pod. MIRFE, AILLEIT HERIAEHNBESEFHEIE
HRFIIT R,

INRIKE, EATLUMEM oc edit e T EFY RIKLE :

I $ oc edit hpa hpa-resource-metrics-memory
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it Bl

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:

annotations:

autoscaling.alpha.kubernetes.io/behavior:\

'{"ScaleUp":{"StabilizationWindowSeconds":0,"SelectPolicy":"Max","Policies":
[{"Type":"Pods","Value":4,"PeriodSeconds":15},{"Type":"Percent","Value":100,"PeriodSeconds":15}]},\
"ScaleDown":{"StabilizationWindowSeconds":300,"SelectPolicy":"Min","Policies":
[{"Type":"Pods","Value":4,"PeriodSeconds":60},{"Type":"Percent","Value":10,"PeriodSeconds":60}]}}'

2.4.5. fEH Web 2HI 5012 pod TRAB T &

£ web #HIEH, ERILUGE— pod #EABE T B’(HPA), FATIEEZE Deployment =
DeploymentConfig *f & _LiZ1T# pod BRI AKE. TLAILIE XL pod BB IT CPU SXAEH

EQ

p= Y=

HPA REEFRINEIVE N Operator #FARZS. Knative BRZ5 8k Helm chart —E8 3 BIERE 1,
P
£ web $25H& A HPA :

1. 1£ Topology M1 #, =i TV mAFNER.

2. 7£ Actions FHI%IzkH, %#¥ Add HorizontalPodAutoscaler 23T F Add
HorizontalPodAutoscaler &,

2.2. %/ HorizontalPodAutoscaler

©® ruby-ex-git | Actions v |

Edit Application grouping

‘ Health checks

Container ruby-ex-git does not have heal Edit Pod count
Application is running correctly. Add healt
Pause rollouts

Details  Resources  Monitoring Add Health Checks

Add HorizontalPodAutoscaler

Pods
Add storage
@ ruby-ex-git-56bb55d775- © it update strategy
\Z j4cwe
a Edit ruby-ex-git
Builds Edit labels
0 o
——a . Edit annotations
© ruby-ex-qit @ ruby-ex-git
Edit Deployment
@9 rubysexgitbapp © Build #1 failed (2 minutes ago)

Delete Deployment
| Generic Build failure - check logs for de
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3. 1 Add HorizontalPodAutoscaler X#.H1, T X &#r, &w/NHME&AK pod BR1E. CPU MRFEH
=, 3= Save,

@ o
, NRERD CPUMREFRENE, NEETES.

£ web ¥HI& PSR HPA :
1. 1£ Topology M1 #, =i T mAFMEIR.

2. 7E Actions FHI%3ke, 1% Edit HorizontalPodAutoscaler 23T F Edit Horizontal Pod
Autoscaler R,

3. 7f Edit Horizontal Pod Autoscaler R/, Jiim/NI&xRAK pod BRIELUK CPU HINEFRHE,
PRf5 = Save,

£ web AR OISR pod A B T &L, EAILIM Form #LEEIHLE] YAML 11
K,

1E web #2241 & FhfIBR HPA :
1. 1£ Topology 1 #, =i TV mAFNEMR.
2. 1 Actions THI5IZ&KH, %% Remove HorizontalPodAutoscaler,

3. EIHEHE O R =T Remove ffiFR HPA,

2.4.6. {5/ CLI1R#E CPU [ AZX0IZ pod M BT B

& OpenShift Container Platform CLI, f&a]LLEIE—1 pod #ME BT BHPA)RBEIT BIIAH
Deployment. DeploymentConfig. ReplicaSet. ReplicationController = StatefulSet *f&., HPA ¥~
BE5IZNTRFEM pod, LU EIEER CPU A&,

p= Y=

PRIFEFE B4 ENRE S A E ALK RIZEBITH, BNIEIUEFR Deployment X R

ReplicaSet % &,

HPA RTES/NIRAEEZ FHIEMAHM D BIAL, LURFFFTA pod BIEE CPU ERAX,

i CPU FRRBY BE, EaLU#ER oc autoscale 4, FHiIEEEBEEELAENAIZITH pod R
NRAREE, LK% pod BT CPU RAX, MRKIEBEZ/IME, N OpenShift Container
Platform fR553 &4 pod IF — N EIME,

ERMEREEE CPU E, GIB—1NEBFR CPU # pod Rl HorizontalPodAutoscaler ¥ .

FoRFMH

EFH pod BEBEDT B, BHERSEANINCEIEBRERE T EEER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R E EEE T 1815, MREE 716, WEECFLUTRA, HEa
Usage T5IH T Cpu #1 Memory,
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$ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

Fai tH o Bl
Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/vibetal
Containers:

Name: wait-for-host-port

Usage:

Memory: 0

Name:  scheduler

Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics
Metadata:

Creation Timestamp: 2019-05-23T18:47:56Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mOs
Events: <none>

AR
i CPU ERRGIEE pod A BT B :

28

1L T —:

o ERIE CPUFEHAXRB DI MR, 1ENIMAEXREIE— HorizontalPodAutoscaler %
% :

$ oc autoscale <object_type>/<name> \0
--min <number> \g
--max <number> \6
--cpu-percent=<percent> ﬂ

EBEZB VT BRI REBMEN, NRUIFE, FHEEE Deployment,
DeploymentConfig/dc, ReplicaSet/rs, ReplicationController/rc, = StatefulSet,

FH, LR LR E LS B /NB A BE,

EET RNMRKBIZHE,

O0o0® 9O

EERTA pod WETRF CPU A% (LUEKR CPUNBZZLRT) . MRKREESH
M, M&ERRIAR B 78RR,

g0, LATF &4 57w image-registry Deployment X RIIB T B, #MHRHBBEEI D
pod, HPA X RIF&/IMERINEI 5, MR pod B CPU HEIAEI 75%, pod [F&INE| 7:

I $ oc autoscale deployment/image-registry --min=5 --max=7 --cpu-percent=75



o EY REFTE CPUH, ENIANROEIZLIINTH YAML X4 :

a. BIB—NELLLTRAIB YAML 32 -

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: cpu-autoscale 9
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment )
name: example
minReplicas: 1
maxReplicas: 10 ﬂ
metrics:
- type: Resource
resource:

name: cpu Q

target:
type: AverageValue @
averageValue: 500m

{# F8 autoscaling/v2 AP,
EEL pod #EME BT B REE.
Y8 E BN REY AP AR

09
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o %IF Deployment, ReplicaSet. Statefulset xf%, {#F apps/vi.

o XI7F ReplicationController, {#F v1,

o XIF DeploymentConfig, f&F apps.openshift.io/v1,

ReplicationController/rc, 5 StatefulSet.
EEEFBBIN KRB, NRUTIFE.
EEGE RN &R/ E.

EET BRNHNRKREIAEE.

N FRFEAZE, EA metrics S,

4 CPU & AIBE cpu .

WiE} AverageValue.

fEABR CPU {HiX{&} averageValue,

9O000900® o

b. /& Pod ABN B :

BEMNRER, WHREEL Deployment, DeploymentConfig/dc, ReplicaSet/rs,
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I $ oc create -f <file-name>.yaml
2. Tk pod A BT REESU/E -

I $ oc get hpa cpu-autoscale

i Bl
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE
cpu-autoscale Deployment/example 173m/500m 1 10 1 20m

2.4.7. /M CLIRFENFHERRLUE pod MR B T BRIR

&/ OpenShift Container Platform CLI, f&a]LLEIE—1 pod #E BT BHPA)RBET BIIA/
Deployment. DeploymentConfig. ReplicaSet. ReplicationController = StatefulSet 5., HPA ¥~
R’E5 N RKREKB pod, LT RIEENFEHAFFERE (TLUREREE, BAURIHFKRNAEESD

) .

pa -3
PRIEFERERERHE M RIBEMITH, TNEEFE Deployment X R
ReplicaSet X &,

HPA B IFME D RNFIZRABEZ FIMEIAHRE, UL A pod WIEERNFFERE,

NFAFEFEAER, EOILIEE pod WR/IIHEKREE, UK pod WEREFHAEFERAR, NRKEER
/IME, ] OpenShift Container Platform fRZ528 &M pod K F — PN ERINE,

FoRFMH

EFH pod BEBE DT B, BHERSEANINCEIEBRERE T EEER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R E EEE T 1815. MREE 716, WEELFLUTRA, HEa
Usage T5IH T Cpu #1 Memory,

$ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-129-223.compute.internal -n openshift-
kube-scheduler

=1
Name: openshift-kube-scheduler-ip-10-0-129-223.compute.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/vibeta1l
Containers:
Name: wait-for-host-port
Usage:
Cpu: 0
Memory: 0
Name: scheduler
Usage:
Cpu: 8m
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Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2020-02-14T22:21:14Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-129-223.compute.internal
Timestamp: 2020-02-14T22:21:14Z
Window: 5mO0s
Events: <none>
AR

RIFAFEFEARGE pod MEBEDT B :
1. AUTZz—AlE— YAML 30 -
o EYREEWNEE, ENUMAEXRUIELRLII TH HorizontalPodAutoscaler X £ :

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory g
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vi e
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10 a
metrics:
- type: Resource
resource:
name: memory Q
target:
type: AverageValue @
averageValue: 500Mi m
behavior: @
scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Pods
value: 4
periodSeconds: 60
- type: Percent
value: 10
periodSeconds: 60
selectPolicy: Max

ﬂ {# 8 autoscaling/v2 AP,
Q EE L pod #EME BT B REE.
9 1B BN REY AP AR
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o XIF Deployment. ReplicaSet 5 Statefulset X/ %, 15{#M apps/vi,
o XIF ReplicationController, f&f vi,

o XIF DeploymentConfig, f&F apps.openshift.io/v1,

IBEXNRRE, HRYIZ

Deployment. DeploymentConfig. ReplicaSet. ReplicationController =X
StatefulSet,

EEEMMBIN R, W RUMNFE,

EBEARN R NEIRBE,

BET BINNSRREIRYE.

MNFREFEAZE, E/A metrics S,

NAREFEFAEIEE memory ,

FFREZE 7 AverageValue,

5

averageValue f1— MFEBI RN FH,

D000 0900® O

E
A% RN RS SRR R S 4E R,

o EEWM—1BELL, ENINENRUIE—ELINTH HorizontalPodAutoscaler ¥ :

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: memory-autoscale 9
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vi 6
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10 a
metrics:
- type: Resource
resource:
name: memory Q
target:
type: Utilization @
averageUltilization: 50 m
behavior: @
scaleUp:
stabilizationWindowSeconds: 180
policies:
- type: Pods
value: 6
periodSeconds: 120
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- type: Percent
value: 10
periodSeconds: 120

selectPolicy: Max

ﬂ {# F8 autoscaling/v2 AP,
Q EEL pod #EME BT B REE.

© EEBHMTRE AP ARA :

o XIF ReplicationController, A v1,

o %fF DeploymentConfig, {#F apps.openshift.io/v1,

o XIF Deployment, ReplicaSet #1 Statefulset XI5, {#F apps/vi.
IBEXNFRE, HRYIZ

Deployment. DeploymentConfig. ReplicaSet. ReplicationController =X
StatefulSet,

BEEMMBIN KRG, W RUMNFE,

BEARN R NEIRBE,

BET BINNSRREIRYE.

MNFREFEAZE, E/A metrics S,

HNNFFERAEIEE memory ,

% & Utilization,

090009006 O

HFA pod 187 averageUtilization #1— N BIrnFHREFFIAE, LUEKANENBDL
==, BT pod BB ERFIE K,

A% RN RS SRAE SR S 4E R,

S

2. fE Pod M BT R :

I $ oc create -f <file-name>.yaml

4N -

I $ oc create -f hpa.yaml

=1

I horizontalpodautoscaler.autoscaling/hpa-resource-metrics-memory created
3. Bk pod A BT REEEL/E -

I $ oc get hpa hpa-resource-metrics-memory
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it Bl

NAME REFERENCE TARGETS MINPODS MAXPODS
REPLICAS AGE

hpa-resource-metrics-memory Deployment/example 2441216/500Mi 1 10 1
20m

I $ oc describe hpa hpa-resource-metrics-memory

=1
Name: hpa-resource-metrics-memory
Namespace: default
Labels: <none>
Annotations: <none>
CreationTimestamp: Wed, 04 Mar 2020 16:31:37 +0530
Reference: Deployment/example
Metrics: (current/ target )
resource memory on pods: 2441216 / 500Mi
Min replicas: 1
Max replicas: 10
ReplicationController pods: 1 current/ 1 desired
Conditions:
Type Status Reason Message

AbleToScale True ReadyForNewScale recommended size matches current size

ScalingActive True ValidMetricFound the HPA was able to successfully calculate a
replica count from memory resource

ScalingLimited False DesiredWithinRange the desired count is within the acceptable

range

Events:

Type Reason Age From Message

Normal SuccessfulRescale 6m34s horizontal-pod-autoscaler New size: 1;

reason: All metrics below target

2.4.8. {1/ CLI T % pod #m B 51 RIRERM
AT LA B IR SRS AINT pod BB ENY B (HPA) RBBEBAR, LREMEETRIEMAR

BIBR I,

HPA SR&%

Han@id v2 iR B 207 R AP R,

HPA T LUE T FIRASRAELA TN,

34

e AbleToScale 415~ HPA BREREWHKENFIEHIEIR, UREREE M5 EREEXNIZEES
T 451,

o True FERTAFLER,
o False &£HRTANEBERRRSFLER,

e ScalingActive &5~ HPA ZEBE/ERA (Fla, BIAHNEIARARIHE) , FEATLUTEREN
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o True FMHRFIEVIFESR,
o False S48 F RRKEIE IR H A [A] &,

e ScalingLimited SAFRRATENMAZR pod 1M B 5hY RRE R A&/ RE,
o True FMRFEFTERSIFER/NHNERENERT EIHITH,

o False &RHFRFAVFIE KB,

I $ oc describe hpa cm-test

=1

Name: cm-test

Namespace: prom

Labels: <none>

Annotations: <none>

CreationTimestamp: Fri, 16 Jun 2017 18:09:22 +0000

Reference: ReplicationController/cm-test

Metrics: (current/ target)
"http_requests" on pods:  66m /500m

Min replicas: 1

Max replicas: 4

ReplicationController pods: 1 current/ 1 desired

Conditions: @)
Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old
as to warrant a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully
calculate a replica count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the
acceptable range
Events:

ﬂ pod #MA B BIKEHEE,

TR —NTELE R pod :
o=l

Conditions:
Type Status Reason Message

AbleToScale False FailedGetScale the HPA controller was unable to get the target's current
scale: no matches for kind "ReplicationController" in group "apps"
Events:

Type Reason Age From Message

Warning FailedGetScale 6s (x3 over 36s) horizontal-pod-autoscaler no matches for kind
"ReplicationController" in group "apps"

TR R =N TEIRGHERATFEIRE pod :
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i Bl
Conditions:
Type Status Reason Message
AbleToScale True SucceededGetScale the HPA controller was able to get the target's
current scale
ScalingActive False FailedGetResourceMetric the HPA was unable to compute the replica

count: failed to get cpu utilization: unable to get metrics for resource cpu: no metrics returned from
resource metrics API

T2 —ME KB B 5h4E K F R TBRBY pod :
it

Conditions:

Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old as to warrant
a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully calculate a replica
count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the acceptable
range

2.4.8.1. 8/ CLI && pod B BT BIRAEY
BRI LAEE pod A BT & (HPA) X pod W ERIR S KM,

C pod BEE I B AR ETET v2 BA S 2R API &,

FeRFMH

EFH pod BEB DT B, BHERSEANICEIEBREE T EEER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R E EERE T 1815, MREE T1EW, WEELFLUTRA, HEa
Usage T5IH T Cpu #1 Memory,

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

it Bl
Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/vibetal
Containers:
Name: wait-for-host-port
Usage:
Memory: 0
Name:  scheduler
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Usage:
Cpu: 8m
Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2019-05-23T18:47:56Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mOs
Events: <none>

it e
EHE pod EBPRAESM, HERUT SR pod A :

I $ oc describe hpa <pod-name>

o -

I $ oc describe hpa cm-test

XL 42 HINIE i B9 Conditions FERE,

i Bl

Name: cm-test

Namespace: prom

Labels: <none>

Annotations: <none>

CreationTimestamp: Fri, 16 Jun 2017 18:09:22 +0000

Reference: ReplicationController/cm-test

Metrics: (current/ target)
"http_requests" on pods:  66m /500m

Min replicas: 1

Max replicas: 4

ReplicationController pods: 1 current/ 1 desired

Conditions:
Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old as to warrant
a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully calculate a replica
count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the acceptable
range

2.4.9. Hih ¥R

o MFAREHEFIFZMBERFSNESER, S50 TRMBBIHELE,

o HXHEF HPA BIRAI, 1HSH ETF Memory Utilization B Horizontal Pod B#1# B Quarkus KV
mc
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2.5. A EE POD B &BhHE POD BRI

OpenShift Container Platform Vertical Pod Autoscaler Operator (VPA) &BEBhEE pod HASRMIZIT
WRANHEIN CPU MAERIR, FRIBErA 7T HBHWASEEHTRBREMIEK, VPA ERFRMEE L
HIR (CR) REH S IIEMENTRXIKMIFA Pod, %0 Deployment. Deployment
Config. StatefulSet. Job. DaemonSet. ReplicaSet = ReplicationController,

VPA ETEE BN T A2 Pod MBE CPU MR EERER, FT LB pod £ B EM%H pod Wl

2.5.1. X F Vertical Pod Autoscaler Operator

Vertical Pod Autoscaler Operator (VPA) fE APl BSRFBE E ¥R (CR) 5L, CRIRE Vertical
Pod Autoscaler Operator X 54§ E TR ENR (T ATRE. EHIIEHIZRE) XEH pod HUTHIER
€.

BRI UERRAKERS, SERTECHNSERERFRECECHNEEZBIT &,

RIAHEFSRSBDNITEIXE pod HARBUREUR HF18) CPU MIREFERER, #ﬁﬁﬁﬁ‘“@ﬂ%%ﬁ&n&
AL BIBTRBRFIFIIE K, L/LE%RJXJ“S pod AR, B, BOAMESRSBI, HAERTRES &
ﬁq{yzf‘/ﬁﬁ’] pOd E’]mﬁ #jj/xﬁ mﬁﬂ'] pod i@ﬂﬂmﬁo

VPA R BIIHREMR S BIUAFREMN pod, UEERHINARFAUERTEEVAER THEHRIE
Ko RhE, TEMENRERRATRREIFIEREFERE pod, VPA ER—PMEREA webhook K&
#1 pod, 7E pod WAVFEIT =Al, BAEMICHTRERRHEMIER, MREFFE VPAMER pod, AILLEE
VPA BHRBRBIFIIE K, FHIRFEFEFIEH pod.

BAERT, TEAENRLAZEDIEEMDRIE, LUE VPA BENHBRE pod. #EET
XM RAMEE D HRIABB T NENS RASEMBR, MREFIMPRIXL pod, HIIF

AENREFERE pod I, VPA RERAEBIEFHHN pod, EAILLET BN
VertlcalPodAutoscaIerControIIer N RFEBRRXNRIME, W FHVPA =/EFIT.

g0, EE— pod AT CPUMI50%, BRIEXK 10%, VPA RINEIZ pod SHFER CPU % FiEKM
CPU, Ffk pod, TEMEXNR (MNBIALK) SE/S pod, VPA FREHEFHTREBEHH pod.

NFFRANG, EAILMER VPA EHBIAR pod & MR AT RS T, BHAEAER pod HERE
™ pod EAEH KR TR L,

BRI LMER VPA REFMF AERF TR, HIA0F5LE pod RELLATFRER CPU HIRE LM HIR. VPA
IERSEPME R TR S, FXBEIRAITHE, UBERTUBREMITIERENEE. VPALLETIIRE
ZRECIE P8 ERIBR(EFIE Kz Al LE B,

IMREFIETEEREFIZIT VPA, SMIBREFER VPA CR, NIEMH VPA {EERH pod I BTIRIE

KA, EIH pod BERE TN ENRPNE URBHIR, MARZAIH VPA R
HE9B9E I,

2.5.2. Z% Vertical Pod Autoscaler Operator

IR B LU#E R OpenShift Container Platform web #£#I& % %% Vertical Pod Autoscaler Operator (VPA) &

Y=
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1. £ OpenShift Container Platform Web #£#|&H, mifi Operators » OperatorHub,

2. MW Operator 515k A% VerticalPodAutoscaler, £ Install,

3. 7E Install Operator TUE A, FAR%EE T Operator HEEMMZZEH LI, XA7E openshift-
vertical-pod-autoscaler %% Z2 i F | Operator, MRXNBRERILREEE, SEILIE

Bo

4. = Install,

1. B VPA Operator HEEIUFRE -
a. SfinZ%l Workloads —» Pods,
b. MTFHIZ A% openshift-vertical-pod-autoscaler T H, HEIEREIZ1T T A pod.
c. # A Workloads —» Deployments LUJSIEZ 1T T N ERE,

2. ®i% : FERALL TS TE OpenShift Container Platform CLI FREGIFZRE :

I $ oc get all -n openshift-vertical-pod-autoscaler

i BRI pod AIMANERE -

i Bl
NAME READY STATUS RESTARTS AGE
pod/vertical-pod-autoscaler-operator-85b4569c47-2gmhc  1/1 Running 0 3m13s
pod/vpa-admission-plugin-default-67644fc87f-xq7k9 1/1 Running 0 2m56s
pod/vpa-recommender-default-7¢c54764b59-8gckt 1/1 Running 0 2m56s
pod/vpa-updater-default-7f6cc87858-47vw9 1/1 Running 0 2m56s
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
service/vpa-webhook ClusterlP 172.30.53.206 <none> 443/TCP 2m56s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/vertical-pod-autoscaler-operator 1/1 1 1 3m13s
deployment.apps/vpa-admission-plugin-default 11 1 1 2m56s
deployment.apps/vpa-recommender-default 11 1 1 2m56s
deployment.apps/vpa-updater-default 11 1 1 2m56s
NAME DESIRED CURRENT READY AGE
replicaset.apps/vertical-pod-autoscaler-operator-85b4569c47 1 1 1 3m13s
replicaset.apps/vpa-admission-plugin-default-67644fc87f 1 1 1 2m56s
replicaset.apps/vpa-recommender-default-7¢54764b59 1 1 1 2m56s
replicaset.apps/vpa-updater-default-7f6cc87858 1 1 1 2m56s

2.5.3. X< Ff#F Vertical Pod Autoscaler Operator

Z{F M Vertical Pod Autoscaler Operator (vpa) , EBEENEEHHMWITIERENROE VPA BE KR

(CR) o VPA Z>]FHNAEZ T FAENRKIKM pod MiRE CPU MINERIR, MAILUER VPA 55T
E. AREE. El. FPARE. AIAEREHIRHSTEAENR—EFEM, VPACRUISEEY
28 pod L FR—DIIE A,
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BRI LMER VPA CR KEX— D T AEXR, FHIEE VPA ERAMHLERRIZTT

e Auto #ll Recreate =X 27 pod £ AN BN A VPA X CPU HINFRIL, VPA &HFRIT
BHRERSRIUAFAREN pod. BETERENREFEEN, VPA RTEEBEIWHEHH pod,

e Initial B {NFEOIEE pod I BEIN A VPA i,

o Off EXRIRMHEFNHIRREFIGKER, BAIUFINBAEANREIL, off ERAREN
pod.

LA LMER CR R ERHRT R VPA WHE I BERTEIRIAI.

BN, pod EFLLTIRHEIFNIFEXK :

resources:
limits:
cpu: 1
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi

HOET—MEXEN auto B9 VPA 5, VPA & T BFTRERBERIFMER pod. EXEBEN, pod XERAH
BIBTRREFDIEK -

resources:
limits:
cpu: 50m
memory: 1250Mi
requests:
cpu: 25m
memory: 262144k

BRLMERUTHRSES VPAEIL :

I $ oc get vpa <vpa-name> --output yaml

NLa8E, il ER CPUMRGFEIERMEL, MR :
i Bl

status:

recommendation:
containerRecommendations:
- containerName: frontend
lowerBound:
cpu: 25m
memory: 262144k
target:
cpu: 25m
memory: 262144k
uncappedTarget:
cpu: 25m
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memory: 262144k
upperBound:

cpu: 262m

memory: "274357142"

- containerName: backend

lowerBound:

cpu: 12m

memory: 131072k
target:

cpu: 12m

memory: 131072k
uncappedTarget:

cpu: 12m

memory: 131072k
upperBound:

cpu: 476m

memory: "498558823"

W ERHEENTR. B, REHEERR. lowerBound. SE#ERIR. upperBound. URSHHE
JRER 1A uncappedTarget,

VPA {#F lessBound 71 upperBound {ERAE— pod EEHER#. MR pod WHFIRIEKRETF
lowerBound f, =T upperBound {&, Ml VPA 241k pod, F{EM target EE#H OIE pod,

2.5.3.1. B VPA &/MH

KINMERT, TEAENROBMEVIEEFRNDEIAE, LUE VPA BhHRAEHE pod. Hik, VPATRE
BEHUTIRED FHANBIAM TEMENR, MR pod B VPA AEH—LEHIZEE, VPASMXLETE
T REFHIET pod. ERTLLRITEN VerticalPodAutoscalerController B X ¥R (CR) H#y
minReplicas Z¥ R B L BT HE M &/IME.

Blan, INREF minReplicas BN 3, M| VPA A2 NEED T =NRIRM T A EHNT KM R EH
pod,

fNSRF minReplicas IXE N 1, N VPA AT RIEE — N BIASHY TE 77 300 S bR — Y
pod. RABETE VPA MiIkR pod LAHEER BHIRAS, MM T/EAERI LA ENN, FRERL
HERERA—NBIANR, H7EEER —DBIANS RENTLENEYNE, e
podUpdatePolicy X EH VPA CREZE Y Initial, XRATE VPA A —L i RE S

BF, SPREN Off X ER, XALHETEE SN A FEH pod,

VerticalPodAutoscalerController % =4l

apiVersion: autoscaling.openshift.io/v1
kind: VerticalPodAutoscalerController
metadata:
creationTimestamp: "2021-04-21T19:29:49Z"
generation: 2
name: default
namespace: openshift-vertical-pod-autoscaler
resourceVersion: "142172"
uid: 180e17e9-03cc-427f-9955-3b4d7aeb2d59
spec:
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minReplicas: 3 )
podMinCPUMillicores: 25
podMinMemoryMb: 250
recommendationOnly: false
safetyMarginFraction: 0.15

Q0 = VPA REREN T A EFRPNRNEIAR. VPA TR B MREMNF R/ BIFHT R,

2.5.3.2. HsN A VPA BiX

Z(HF VPA R BEIEH pod, NEETERENROE—1 VPACR, ¥ updateMode %i&EH Auto
=% Recreate,

YUNTEE AT RO pod B, VPA RIFLLGIERBLUDITH CPUMINES K, VPA SMIFRIEM A
B VPA X CPU MR pod, EFEREE, pod BIE VPA BIUFE AN KRREMIER, FH&
BIEMN REFEM pod FREFTIE, BIHARINEl VPA CR # status FE&H LU T3] F.

KINBERT, TEAENROIEMEENDEIER, LUE VPA BEIMRE pod., IEETLE
XN /IMEBR VBB A TEA B REAXEMBR, 0REFIIMFRIXL pod, BT/
AESTREFEE pod I, VPA RFERAEBZINEHHH pod, EAILLETER
VerticalPodAutoscalerController 3T R E B SUX N ex/IME, 0 FH VPA R/ EFI .

Auto B9 VPA CR =i

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"

ML VPA CR BIEM TR M RER,

ML VPA CR BIEM T T R EHR,

909

= 1% & 7y Auto =X Recreate:

e Auto.VPA S ECOIE pod BTIRIFKR, FHEIEKMTRESHENERATEIL XL Pod
EEHIER pod,

e Recreate, VPA 2ELAIEE pod IHIRIFRK, FHEIFEKRMWFTRSHEIUBRARREMSLE EX

L Pod REHFHIFH pod, XMERNIZEBNMER, REAEERGRE Y KRG KRR
pod iR EE /I FEF.
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TE VPA AT LUR TE BRI G HEF B BHR N A IR pod 2 8ll, #4F pod W EFFEFH 1
BHiz17,

MR TERMEMFTRERER (00 CPUMARE) —3, VPA BILUELHPRRE FTIRH
Bil, MEIAHEMNTRERIBERT—, VPA WILIEMEREREHRBKEIER,
LAME VPA M HERBRIE L,

2.5.3.3. 7E1E pod BB FIN A VPA il

Z UL pod BEUREREBIN A VPA KN B#EFENTTR, WREEMIEIEXROEZ—1 VPACR,
updateMode %i& 7 Initial,

RE, FoOIMRSEZEER VPA BB TR EX RKREKM pod, 7E Initial X, VPA R bR
pod, tBFREEH pod, ERFEIHBIFIREIL

Initial B89 VPA CR =fi

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Initial" 6

@ ALt VPACREBIITIFAENTRAEL,
@ ERLi VPA CREBITIFAET RGN,
© SERIEE N Initial, VPATE pod QIRINHEYIE, E pod £RAMRTREHRHIR.

TE VPA R LUR EHEFBI BRI X HT pod N ABINZ AL, #1F pod mlEFHEFEYIHHZ
15-0

EMN VPA IR AR, EEVERF 88X, ik podBITUK VPATEE,

-

2.5.3.4. FhN A VPA Bil

ZFEMA VPA R{UREHTZER CPU MINFEMAHFITEFRRIN A, SR EMITERBAIE—1 VPACR,
& updateMode % & H off,

LNZE T AT ROIE pod B, VPA DT RIRM CPU MIREFERK, F7E VPA CR H status FEEAHiC
KT, VPA RIBEITHFREIN, (BFRREH pod.

{5/ off X VPA CR Rl
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apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Off" 6

ML VPA CR BIEM TR T RER,

Q IRFLE I VPA CR SIRM TE 50 R &,
© miEstikE) Off,
A LMERU TS EEEL,

I $ oc get vpa <vpa-name> --output yaml|

R, AT LU TR B REURIN CPU MIRTFIE XK, AREMER pod HEREEFNHREFRHLE

pod.

TE VPA ATLUR EHEFF B BEIRF X #T pod M AINZ AT, 12R1F pod I EHETIEFIZ

?i-o
EM VPA KENE AR, 1§

2.5.3.5. FHIE AR FFEASNMA VPA Bl

EVERF 8K, 1k podizfTU K VPATEE,

IMREHITHENENRES N AR, BETHFE VPAXNE B T4 it

T, HAREIEN

HXTRAE— VPACR, HIN—4 resourcePolicy B E A% VPA IS

Y VPA R BGRE S pod I, {EE4H A resourcePolicy AR AWEL, H VPA FEIHX

L5 pod FHBZSRIBRHEEIL

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"
resourcePolicy: ﬂ
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containerPolicies:
- containerName: my-opt-sidecar
mode: "Off"

ML VPA CR BIEM TR M ETRER,

8 2= §H POD

SR 1%E N Auto. Recreate s Off, Recreate 2R N ZRVFERH, RAEEEEMRREYTIRIG

Q IRFSE I VPA CR &R T F 7 500 R &R,

KRS pod B EEFI FFEH,
Q BERZ VPA HIMHIELE, % mode iXEH Off,

flgn, — pod AFANEER, ENIHEHERBERIEKXMRE

#...
spec:
containers:
- name: frontend
resources:
limits:
cpu: 1
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi
- name: backend
resources:
limits:
cpu: "1"
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi
#...

EBE—1 8 backend HIff A2 NEM VPACR &, VPA & IEH{FB#EFR T

R3EAT frontend 25 :

spec:
containers:
name: frontend
resources:
limits:
cpu: 50m
memory: 1250Mi
requests:
cpu: 25m
memory: 262144k

name: backend
resources:
limits:
cpu: "1"

FIREFHTOIE pod B91TH
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memory: 500Mi
requests:

cpu: 500m

memory: 100Mi

25.3.6. [FH— 1B HES

BRI LRI CMERER B CNHEESRXETT B, NREEEIEEERWHESS, OpenShift
Container Platform ERBRINNHZESS, SRRIBD RERIBERHEE CPUMREIEKR, ENEEER
FrrAE TEMEREBHERE, TR ENEETENEUENBEARNHESS.

plan, HRBHINFELTDRT NN, BRINNMESRTRIFERINGRNTRERE, flm, FREN
AREFEANERAESEINNENRZBENER, XNEEESREZ I NARFERANERR, HRIAEES
ATFXEFERTHTERSRNARFNTEESENRERROOM)ZIE,

, BRINA QIR HEF ROV BABE T ASEESE R,

i =
1 pod FERAERHEEDS

1L ABRBEESCBRSIKS, HRZRSIKAAEZRENREAR

apiVersion: v1 ﬂ
kind: ServiceAccount
metadata:
name: alt-vpa-recommender-sa
namespace: <namespace_name>
apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRoleBinding
metadata:
name: system:example-metrics-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:metrics-reader
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>
apiVersion: rbac.authorization.k8s.io/v1 6
kind: ClusterRoleBinding
metadata:
name: system:example-vpa-actor
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpa-actor
subjects:
- kind: ServiceAccount
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name: alt-vpa-recommender-sa
namespace: <namespace_name>
apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: system:example-vpa-target-reader-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpa-target-reader
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>

EERE T HeF R B A O ER IR — RS,
FEHEEERAR 55K P 4 E B metrics-reader B, 1EEEIBH RN BN,
e 2R AR SSK 4R E B vpa-actor A, I5TE BEREBHEFH MM A ZE[H],

S 2RARSSIK 40 E Bl vpa-target-reader B, 15E EERE #EIH 230960 & 22 1H],

6@@0

2. BEEEMAPRINGEHERRSE, H0EB— DR TH Deployment &R :

apiVersion: apps/v1
kind: Deployment
metadata:
name: alt-vpa-recommender
namespace: <namespace_name>
spec:
replicas: 1
selector:
matchLabels:
app: alt-vpa-recommender
template:
metadata:

labels:
app: alt-vpa-recommender

spec:

containers:

- hame: recommender
image: quay.io/example/alt-recommender:latest 9
imagePullPolicy: Always
resources:

limits:
cpu: 200m
memory: 1000Mi
requests:
cpu: 50m
memory: 500Mi
ports:
- name: prometheus
containerPort: 8942

47



OpenShift Container Platform 4.12 i s

securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault
serviceAccountName: alt-vpa-recommender-sa 6
securityContext:
runAsNonRoot: true

@ ewmEiLRERFARES
@ EEmHRER.
© FBEHRERORRSIK,

R —en &2 A B iR 25 Q12 % pod.

I $ oc get pods

fr =1
NAME READY STATUS RESTARTS AGE
frontend-845d5478d-558zf 1/1 Running 0 4m25s
frontend-845d5478d-7z9gx 1/1 Running 0 4m25s
frontend-845d5478d-b714j 1/1 Running 0 4m25s

vpa-alt-recommender-55878867f9-6tp5v 1/1 Running 0 9s

B a S8 2 Deployment X R &I VPA CR,
VPA CRZHI, EHBSBERMNIEEFERF

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
namespace: <namespace_name>
spec:
recommenders:
- name: aIt-vpa-recommenderﬂ
targetRef:
apiVersion: "apps/v1"
kind: Deployment 9
name: frontend

ﬂ EEBREFHRMENRN,
Q EEEFLEL VPA EERIAE TIE R EN RNE,

2.5.4. {8 Vertical Pod Autoscaler Operator
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fma LR A8 VPA BE X BHTIR (CR) Rf#F Vertical Pod Autoscaler Operator (VPA) .
DHTHBLE pod, FIRTE VPA ROZXTIXLEE pod HATHIIRIE.

FRFM

o EHMY RIITIENEXN RVIIFE,
o MREBMEMBRHRES, NWIFESERMHELSHREE.,

FEE TR EXT RO VPACR:

1. UDHRE R E 4 AR AR 01 B RATER IR,

a. fE— VPA CRYAML 344 :

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"
resourcePolicy:
containerPolicies:
- containerName: my-opt-sidecar
mode: "Off"
recommenders: 6
- hame: my-recommender

BEMEEXIN VPA EEM T ERENREE -
Deployment, StatefulSet. Job. DaemonSet. ReplicaSet =%
ReplicationController,

EEEAHLEL VPA EERIA TIE R HXN RNE,

1B VPA RS :

o® o

8 2= §H POD

CR 8RR

e auto RTESEHIZR KA pod EBZINAHEFR TR, VPA KL IEIHE pod,

FERHEFRTRREIFIE K OIZHT pod,

o recreate K15 TEMEHNTRKEM pod L BEEIN A#HEM TR, VPA 2K ILIE
B pod, F{ERAHFHH EBE%HDL%T@JL%? pod, recreate B\ IZRAMFER,

REAFEMRE L FHRIERNZLH pod MEEEFEHFERA.

o Initial EQIES THEMENRKXEM pod I BN A#ENTIR, VPA 225K

PHREI, EFXEH pod.

o off (UG TIEHEIREKEKM pod ERFTIREL. VPARKREH pod, EREE

SIHBBREN, BEARARFMENS A EIFE pod.
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O i
%

g k. IEEBRBHES.

o HEFARER VPARIKRE, FHRXILED Off,

o

0

b. /% VPACR:
I $ oc create -f <file-name>.yaml
HE—BREEHNFEGE, VPARTRSTENENRIXIKMN pod hASBHHRERE R,
EALERUTRSEE VPAEIL :
I $ oc get vpa <vpa-name> --output yaml|
i TR CPU fIMFIE KRR, TR :
it Bl

status:

recommendation:
containerRecommendations:
- containerName: frontend
lowerBound: ﬂ
cpu: 25m
memory: 262144k
target: @
cpu: 25m
memory: 262144k
uncappedTarget: 6
cpu: 25m
memory: 262144k
upperBound: ﬂ
cpu: 262m
memory: "274357142"
- containerName: backend
lowerBound:
cpu: 12m
memory: 131072k
target:
cpu: 12m
memory: 131072k
uncappedTarget:
cpu: 12m
memory: 131072k
upperBound:
cpu: 476m
memory: "498558823"
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lowerBound & A B #EE FHUR
target 2 HEFERI TR
upperBound 2 & = F#EE TR,

uncappedTarget 2 & #T FIRE L,

0009

2.5.5. E1#; Vertical Pod Autoscaler Operator

&I LLM OpenShift Container Platform &E£ /Il PR Vertical Pod Autoscaler Operator (VPA) . E%;
&, EHRIEA VPA CREHMM pod WHEIRIERAFARNE, EMIFH pod EBRARYE TAE 7 E RPHIE SLIK
JFHIR, MARZATH VPA IREHIRIEIL,

& A LUFEF oc delete vpa <vpa-name> SR EH VPA CR, TEEIEEE pod BEf
PR, RFRREESAETRRIEK,

fiHIBR VPA Operator &, EBUUEM RS Operator #HXBIEMAM, LU FRBENN L,

SR

o B&% Vertical Pod Autoscaler Operator,

Pt

1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,

2. tI#iE| openshift-vertical-pod-autoscaler T B,

3. XIF VerticalPodAutoscaler Operator, s Options 3H Fi%FE Uninstall Operator,

4. mlik . EMIERS Operator KEXHIFTBIRVENI SR, 1EEXIHHER LS Delete all operand
instance for this operator £ i%HE,

5. £ Uninstall,

o

A% : 8 OpenShift CLI fitIB& VPA H44 -

a. MHBR VPA ep&ZE[A] :

I $ oc delete namespace openshift-vertical-pod-autoscaler

b. MR VPA BZE L BHRE L (CRD) A& :

I $ oc delete crd verticalpodautoscalercheckpoints.autoscaling.k8s.io
I $ oc delete crd verticalpodautoscalercontrollers.autoscaling.openshift.io

I $ oc delete crd verticalpodautoscalers.autoscaling.k8s.io
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ffibRk CRD &R REXNA R, EHAGNAGHE.,
WHRESMERHHIR, KEPHNRERSUEN VPACR, MREMRE

VPA, BB ROIEIXLET R,

1T LA T 445 £ B MutatingWebhookConfiguration % 4 :

o
™

I $ oc delete MutatingWebhookConfiguration vpa-webhook-config

d. kR VPA Operator :

I $ oc delete operator/vertical-pod-autoscaler.openshift-vertical-pod-autoscaler

2.6. 7 POD =t EE
BLN ARFSEZRENAIE2EBRMER, BEERFEFLANFTAEXLER,
ERNEER, EALUER Secret M RIEFNUBANX AR FFHIEIR FIRELEER,

2.6.1. 7 f# secret

Secret M RARBIRE T —FHLFIRREFERME SR, MEE, OpenShift Container Platform & F ikt E X
HMAREREEEEIFSE, secret HBRNEBS Pod 98, B LU FEEBIEE secret EBEHIIB S
h, REBALUER secret K Pod #iTi#24E,

FERMTHE
o Secret BIEFFLURIIFHE X kBI M,
e Secret HIESHAMNXHTIE (tmpfs) X, KZAREFEETRL,
e secret FIEAI LIE MR B ZERIRHEE,

YAML Secret 3R 7E X

apiVersion: vi
kind: Secret
metadata:
name: test-secret
namespace: my-namespace
type: Opaque
data:
username: <username> 6
password: <password>
stringData:
hostname: myapp.mydomain.com 9

ﬂ 57 secret BUSEFNEALE ),

Q data FEXHP AR IFHIEE XIS Kubernetes TR /R 1EZR i DNS_SUBDOMAIN {EEIFISE,
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5 data BRES HRHE R EXEO(E W IR A base64 Fifid,

Q stringData BrET RIS B % base64, ARZLBINB#51Z data BT, LFBRERE
B ; HE(GEY data FE&R[E],

9 5 stringData BREY AR # K FXAOE A ZE ST AR F RF ER A A

B BIEE secret, REOIREKIITILL secret B Pod,
TE6IEE secret I :
o A secret BHEAIRE secret XK,
o FH pod BIARSSIK 7 LASS 1B BB 1% secret,
o BIBLUMETEHXM (EF secretB) I IHAE secret B pod.

2.6.1.1. secret B9 A

type FEXPEVEISER secret BV A FRFI(HRVZETY, HEREA A FomblE secret N RPHFER LT
B, MREREHITRIUE, HEMA opaque KRB, XthERIARKE,

EBELUT—MRB X /RS IRIGIIE, HAIR secret BB FERENHEAT
e kubernetes.io/basic-auth : {EREXRFHIIE
e kubernetes.io/dockercfg : FI{EE:{& pull secret
e kubernetes.io/dockerconfigjson: FA{EE{& pull secret
e kubernetes.io/service-account-token : FA3KEXIBRIAR 5K APl 5%
e kubernetes.io/ssh-auth : 5 SSH #5355 IF — & FE A
o kubernetes.io/tls : 5 TLS IEFA Hlig— 2 A

NRERBERIE, 15187E type: Opaque, Bl secret X EFRE LMK EZFTEFTSTMAE. opaque
secret AAVFFERTLLEH key:value ¥, AT EERIE,

RET s E HMEERE, 40 example.com/my-secret-type, XLER TR ZIEARSS 250
SREIIT, TMRXRA secret WHIBERERNSIZRBIMRE/(HEXK,

BROUIBARR KRB secret BITRB, 1SR T AT L)EE secret,

2.6.1.2. Secret BB E45H
Secret BEHWIIE DNS FigH,

2.6.1.3. X FBahEMIRSIK 5 HE secret
BIBIRSK P, 2Bsh NE ARSI S secret,  BLARSS K 145k secret LA R B B4 FHI docker

BCi& secret, FATMEMER OpenShift Container Platform registry #H1TB 5L, REMKRHTIXLEBNE
B secret MEIZB 2EA ; B 1ERELUEH OpenShift Container Platform & 1T hR A # IR
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= -
£ OpenShift Container Platform 4.11 Z /i, TEOIEARSMK I 2EKE Z MRS K ShE
secret, BLBRSS MK Sk secret B Fi/1A] Kubernetes AP,

M OpenShift Container Platform 4.11 FFig, FEAIESE Z MRS B secret, 1X2HA
e T LegacyServiceAccountTokenNoAutoGeneration _Eiff Kubernetes ThEE| ],
XRIEIEBEhERET secret BIARSS MK 7 k&K1 7] Kubernetes AP,

FREN 412 f5, EAIBRSIKS S secret BARWMIPR, FRILMKLLIER TE,

-

THNEBIEARFESLURRAERS IS T, MRENTENEFENNRSIKS S, HEL
TR IEE B ARIRIAA IR S S, HERSIKT TR IS FhE secret BRE, REMT :

o HEMRSIK- SEEEHENERREL,

o AEMRFSIKFTEEERA.

o HMEMREHK T SHEATLUSIEE pod 5K secret, HFE S REIEMIBREE E X RET 3o
MEESZER, BB RABRIIETERS K .

MR LUESIE—NAEM AP N RBERE TSR, BRI UFLOEIRSIK TS secret €
REINSHE, MEBRZER, S0 @RS 5 secret,

HbBHR
o BXIERFEIRS KA SHENFEE, E5E FERIERS K S
o BXRAIERSIKT S secret WER, BB OIEIRSIK T S secret,

2.6.2. 7RI 61|EE secret

ENEEA, BRI%OE secret, REFFAANATREAIBKIIT1Z secret B pod,
TE QI8 secret i :

. BB ESERELRE secret EUE secret X R, TELUTEDHEBUEE secret REFFEMNISE
iR,

BIEAF B secret B YAML X RRHl

apiVersion: vi
kind: Secret
metadata:
name: test-secret
type: Opaque ﬂ
data:
username: <username>
password: <password>
stringData:
hostname: myapp.mydomain.com
secret.properties: |
property1=valueA
property2=valueB
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8 2= §H POD

87 secret BYZREY,
18 E s = 75 B FNEUE
18 TE AR ) F FF B FNEUE

909

{5/ data = stringdata FE&, FeERENERXMNNFER,
2. B# pod BIBRSSMK P LAB| FH secret :
{85/ secret BIARS51IK B9 YAML

apiVersion: vi
kind: ServiceAccount

secrets:
- name: test-secret

3. QIBLIMELESH X (FH secret &) R IHEE secret B pod :
pod B9 YAML {#f secret BIBEFTEF Y

apiVersion: v1i
kind: Pod
metadata:
name: secret-example-pod
spec:
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "cat /etc/secret-volume/™ ]
volumeMounts:
- name: secret-volume
mountPath: /etc/secret-volume 9
readOnly: true 6
volumes:
- name: secret-volume
secret:
secretName: test-secret ﬂ
restartPolicy: Never

NENEE secret WA LSRN volumeMounts F &,

BEMEBELLR secret WRFERAE K&, secret BRI EGTHHIEF N HEAERFIR N
mountPath TS &£,

WEN true, MR true, XIETRIARFIRA R LS.

8 7E secret BIE& TR,

o0 09

pod B YAML {# [ secret IRER IR E

I apiVersion: v1
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kind: Pod

metadata:
name: secret-example-pod

spec:
containers:
- name: secret-test-container

image: busybox
command: [ "/bin/sh", "-c", "export" ]

env.
- name: TEST_SECRET_USERNAME_ENV_VAR

valueFrom:

secretKeyRef: ﬂ
name: test-secret
key: username

restartPolicy: Never

ﬂ FETESEFE secret BHINIMEL &,

7

HEREMN YAML {§ [ secret BIEERNIET S

apiVersion: build.openshift.io/v1
kind: BuildConfig

metadata:
name: secret-example-bc

spec:
strategy:
sourceStrategy:

env.
- name: TEST_SECRET_USERNAME_ENV_VAR

valueFrom:

secretKeyRef: ﬂ
name: test-secret
key: username

from:
kind: ImageStreamTag

namespace: openshift
name: ‘cli:latest'

ﬂ FETESEFE secret BEHINIMEDL &,

2.6.2.1. Secret PR #

EEfH secret, pod BES|A1Z secret, ALLEIT =FA R secret BF Pod :
o NBRJ/TEIMEDE,
o FHEHE—IHZNBHLNBHHHE,

o JEHIEY Pod BYERIRATIEIT kubelet £,

BRE secret EABNHIFEEENIXHBEARIRSE R, HRH secret FEARSIKF, 1 secret Bf
EAE R 22 H R BIFRE pod,
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LIEIRE S secret UK, ERFERAIRMEH secret IME— X ZIBIFRIIE secret BIRBSIIE, FHIE
EBINRBIALPREA Secret RAVMNTR, FEIL, secret BEIEKI ©HIEM Pod 2RI, HERIX—
SHRENAERESFERRSK S BE5EA.

Secret API X RIFBERREE A, SiREHR—HRZEEFM pod 51 A,

B secret R/NBRHIH IMB, X2 T BHLECIERAIBERFER apiserver #l kubelet WFFRIKE! secret,
T, BIBFLZEIM secret BATRERFER KT,

2.6.2.2. QAR EBA secret

ENERLR, EALBIEB—NTRER secret, BRATFEEHESEEENTLEN key:value X,

i
1. EIEIEE T S LB YAML X612 Secret &R,
fBlgn -
apiVersion: vi
kind: Secret
metadata:

name: mysecret

type: Opaque ﬂ

data:
username: <username>
password: <password>

ﬂ I8 EFEBA secret,

2. ERAUTHSROE Secret KR :
I $ oc create -f <filename>.yaml
3. 1E pod H{EMZ secret:
a. BH pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” 4>

b. AIEBLIMEL EHXH (E secret &) N EE secret B pod, #1"0IE secret"SR 2 Flr
7.|__\o

H At 5
o MFEHRTE pod HIEMA secret WEBLIER, ESM T RO secret,

2.6.2.3. BB AR 551K 5 hé secret

ENBER, B OB — MRS S secret, % secret SRVFIEIRS K S 80 % Bl l@id AP
HET BRI IR R T2
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EIUE TokenRequest API RERFSERIAR SIS 88, MAEARSIKS Sh secret,
M TokenRequest AP| JREREU S HELLIZHETE secret RIS IER RS, RNEIIEBYH EMN
EmEH, BRBEHEM API B HILE,

REETLEMEA TokenRequest API BTERIERY API X R AAFFIEIET BT hENS, FRI0IE
AR 25K ' 5 k& secret,

BXRUBAERSIK A TEIEE, E5ETERNEMSE TR,

it

1. TE¥E4FEmET S BB YAML X 02 Secret X5 :
secret X R H :

apiVersion: vi
kind: Secret
metadata:
name: secret-sa-sample
annotations:
kubernetes.io/service-account.name: "sa-name" ﬂ

type: kubernetes.io/service-account-token 9

ﬂ BE—NIARSIK - 2. MREER A2 ServiceAccount #1 Secret TR, HE L
fI]# ServiceAccount ¥ &,

Q HEERSIKT S secret,

2. ERU TSR0 Secret XTR :

I $ oc create -f <filename>.yaml

3. 7£ pod HF{ERZ secret:

a. BH pod BIARSSMK T LAB| A secret, #0 "Understanding how to create secrets” #F4> i i=.

b. BIBLIMELE M (M secret B) FBFE secret B pod, #1"GIE secret"SR 7l

7_|__\o
Hth BT
o MFEAXTE pod HEM secret WEBEZER, FSMH T MU0 secret,

o BXIERHFERSIK, THEMNERE, H5E ERAERSIK S
o BXUIBIRSIKHEE, HSH TARFOZRSIK,,

2.6.2.4. Q1B E AR B BKIE secret

EREEBR, EaUABR—DMERBHDIIE secret, % secret RIFEEFHERNGHREIFRTENEF, T
FA Lt secret RBUES, Secret ¥R data SHMLTEELLTHEH, A base64 &4t :
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e AF%& : ATFEMRILMAF A
o B : BT EMRIENBEILNTHE

& LU#E A stringData Z2#EFRBAXREA.

pri¥ =
1. TEIEGISEE T S EHY YAML X402 Secret X5 :

secret X R~

apiVersion: vi
kind: Secret
metadata:
name: secret-basic-auth
type: kubernetes.io/basic-auth ﬂ
data:

stringData: g
username: admin

password: <password>

ﬂ IBEEKX BRI secret,
9 EEEFAMNELREHIIEE,

2. FALT S EAEE Secret KT R :

I $ oc create -f <filename>.yaml

3. 7£ pod HF{EMZ secret:
a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” 4>

b. QIEBLIMEL EXH (A secret &) N HAE secret B pod, #1"0IE secret"SR 2 Flr

o

HiBR
o MFHRTE pod FIEMA secret WEBSER, ESM T RO secret,

2.6.2.5. i SSH B2 %1iF secret

ERNEEG, EAILLOIEE— SSH 5iE secret, 1% secret RIFEFMER T SSH WIFMIEIE, EFEBL
secret 228Yft, Secret ¥R B data SHN TS EZEFAM SSH EilF,

Pk =
1. TEIE4EmET S LB YAML 202 Secret X5 :

secret X R H :
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apiVersion: vi
kind: Secret
metadata:
name: secret-ssh-auth
type: kubernetes.io/ssh-auth ﬂ
data:

ssh-privatekey: | g
MIIEpQIBAAKCAQEAulgb/Y ...

ﬂ 87 SSH B2 %1k secret,

Q 187 SSH BHH/(Ex, 1ENEFERN SSH iR,

2. ERAUTHSROE Secret KR :
I $ oc create -f <filename>.yaml
3. 7£ pod HF{EMZ secret:

a. B# pod BIARSSMK T LAB| A secret, #0 "Understanding how to create secrets” {437

b. BIELIMEL X (£ secret ) T HAE secret B pod, 0"6IE secret"ER 2 FR
7.|__\o

Hth

=

il
o T HEINMAIBIEE secret,

2.6.2.6. il Docker ECi& secret
ENEER, EALUBIE— Docker BCE secret, 1% secret RIFEEMER T Vi BEE4& registry BUE
ik,
e kubernetes.io/dockerctg. EFALLHEREFEAL Docker BEE 4. secret ¥ RH data &
BB E L base64 R4S .dockercfg XHFHIA A,

e kubernetes.io/dockerconfigjson, %K EFEAM Docker BRi& JSON X1, secret
X RH data SIS 2L base64 1§ IMIGHY .docker/config.json SXHHIA A,

pri¥ =
1. EIEIEE T S LB YAML X2 Secret BT &R,

Docker EZi& secret X &R Hl

apiVersion: vi
kind: Secret
metadata:
name: secret-docker-cfg
namespace: my-project
type: kubernetes.io/dockerconfig ﬂ
data:
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.dockerconfig:bom5ubm5ubm5ubm5ubmSubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cgY XV
0aCBrzXizCg== @)

ﬂ 8 E % secret {F A Docker Egi& 34,

9 base64 ZRiLHy Docker BB & STt

Docker Bdi& JSON secret ¥} &=l

apiVersion: vi
kind: Secret
metadata:
name: secret-docker-json
namespace: my-project
type: kubernetes.io/dockerconfig ﬂ
data:

.dockerconfigjson:bom5ubm5ubm5ubm5ubm5ubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cg
YXV0aCBrzXlzCg== @)

ﬂ 8 E1Z secret {# A Docker BZi& JSONfile,

g base64 4ifiGl) Docker Bti& JSON {4

2. FALT 5 EAEE Secret TR

I $ oc create -f <filename>.yaml

3. 7£ pod HF{EMZ secret:

a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” #8437

b. QIEBLIMEL EHXH (A secret &) N HE secret B pod, #1"0IE secret"S8 2 Flr

TNo

HiBR
o MFHRTE pod FHIEMA secret WEBLER, ESM T RO secret,

2.6.2.7. {FH Web 122415 I secret
AT LA F Web 12241 & 02 secret,

it =

1. 5% Workloads — Secrets,

2. = Create » From YAML,

a. FOHEERIIEE YAML, HE/FXHEHRE YAML itEds. Ba0
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apiVersion: vi
kind: Secret
metadata:
name: example
namespace: <namespace>
type: Opaque ﬂ
data:
username: <base64 encoded username>
password: <base64 encoded password>

stringData: g
hostname: myapp.mydomain.com

ﬂ ABIFEE T —1 opaque secret, BIETTLIBEIEM secret KB, MARSSIKF Sh&
secret, EARFPEIE secret, SSH B2%1IE secret 3({8F Docker ECiBHI secret,

9 strlngData MRt RS B base64, AE1ZFB BT data BRETH, Ltb
FEREREM ; HE(UEY data FEHREL
3. = Create,
4. = Add Secret to workload,
a. }‘A-F? $|:F T:Fg/d\\jJDE’JI'ﬂEJ\jﬂZ

b. =il Save.

2.6.3. T fRUN{rI B HT secret

1B secret (B, (H (HBEZITH pod FH) ARIESER, BEEHL secret, EBJHFRERLE pod
FOIE—1N pod (FTREEBMHEEM PodSpec)

B secret BESHEFH AR HEERNIIERRE. ELIER kubectl rolling-update 3%,

secret B resourceVersion [ER7E5| AITEE. FLb, MRTE pod /53RN BEHT secret, NIIFAEE
E X AT pod B secret fR A,

BAl, TERE Pod AN A secret A RBIFTRIRA, #ZIRITH Pod ik & LLE

B, @IS T UERFHIB resourceVersion B Pod, 1ELLERA], EH2EHIUNE
secret FIEIE, MM OIEEB TR LIRBIFTEIE,

2.6.4. Q|F{HE A secret

ENERLR, BRI — DRSS ShE secret, XAl LLERARSSIK P ShE D & B THEBT APl #H1T&
RISUERI N B,

it =
1 BT TS, EaRZEEPORIRSKS |

I $ oc create sa <service_account_name> -n <your_namespace>
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2. FELF YAML =R 1EEI4 N service-account-token-secret.yaml B934, XA REIEIERT
FAF AR 55Tk P S hE ) Secret K REEE :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name> ﬂ
annotations:
kubernetes.io/service-account.name: "sa-name"

type: kubernetes.io/service-account-token 6

1% <secret_name> B ARSI S secret BIATR,

BE—NINAERSIK - 2. IMREER A2 ServiceAccount #1 Secret IR, HE T
A]E ServiceAccount ¥ £,

O 9O

EERSIKT S secret KA,

3. i A SR A BRI SR

I $ oc apply -f service-account-token-secret.yaml

4. BITLUT 4%, M secret FRENBRSSIK 7 5 k& -

I $ oc get secret <sa_token_secret> -0 jsonpath="{.data.token}' | base64 --decode ﬂ

it Bl

ayJhbGciOidSUzI1NilsImtpZCl6lkiOb2dtck1gZ3hCSWpoNnh5YnZhSE9QMkk3YnRZMVZoclFf
QTZfRFp1YIUifQ.eyJpc3MiOidrdWdlecm5IdGVzL3NIcnZpY2VhY2NvdW50liwia3ViZXJuZXRlcy5
pby9zZXJ2aWNIYWNjb3VudCOuYW1Ic3BhY2UiOiJkZWZhdWxO0liwia3ViZXJuZXRIcy5pby9zZX
J2aWNIYWNjb3VudC9zZWNyZXQubmFtZS16imJ1aWxkZXItdG9rZW4tdHZrbnliLCJrdWJlcm5l
dGVzLmIvL3NIcnZpY2VhY2NvdW50L3NIcnZpY2UtYWNjb3VudC5uYW1lljoiYnVpbGRIcilsimt1
YmVybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljiZS1hY2NvdW50LnVpZCIl6ljNmZGU
2MGZmLTATNGYINDkyZi04YzhjLTNIZJEONDk3MmFmNyIsInN1Yil6InN5c3RIbTpzZXJ2aWNI
YWNjb3VudDpkZWZhdWx00mJ1aWxkZXIifQ.OmgFTDuMHC_IYvvEUrjr1x453hIEEHYcxS9VK
SzmRkP1SiVZWPNPKTWIfNRp6blUZD3U6aN3N7dMSNO0el5hu36xPgpKTdvuckKLTCnelMx6¢
xOdAbrcw1mCmOCINscwjS1KO1kzMtYnng8rXHIMJELsNIhnRyyIXRTtNBsy4t64T3283s3SLsa
ncyx0gy0Oujx-Ch3uKAKdZi5iT-18jnnQ-ds5THDs2h65RJhgglQEmSxpHrLGZFmyHAQI-
_SjvmHZPXEc482x3SkaQHNLgpmrpJdorNgh1M8ZHKzlujhZgVooMvdmWPXTb2vnvi3DGn2XI-
hZxI1yD2yGH1RBpYUHA

ﬂ FF <sa_token_secret> B W AR SSMK 7 ShE secret BI& TR,

5. FERAEMARSIK - DS LR AP FH1T B RIIIE -
I $ curl -X GET <openshift_cluster_api> --header "Authorization: Bearer <token>" ﬂ g

ﬂ 1% <openshift_cluster_api> &t /) OpenShift &£&% AP,

© ' <token> Bl E— BRI K S,
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2.65. X FEHELIUEP S secret 2HEE

EESRSHAITREEE, EALUEE OpenShift Container Platform, LAAERR— N AHIIRSS BIET /5
BIX, BANINEIRE R secret B,

IR UEF secret EREXFREFRENAIEPHNE RGN ARE, ENEESEEATE N A
master £ IR SS 2R IE T AEE,

RS FIEP secret BEEMIBRSS Pod HlA&.

apiVersion: vi
kind: Service
metadata:
name: registry
annotations:
service.beta.openshift.io/serving-cert-secret-name: registry-certﬂ
#...

ﬂ EEIEFHBR

Hith pod ATLUMEEEEOIBRMIETR (U AES DNS &fF#TE %) , AERMER pod FEIIEEMN
/var/run/secrets/kubernetes io/serviceaccount/service-ca.crt LA CA Hli45,

LEIhEE % R E AR x509.SHA256WithRSA, EFahicie, 1EMBRERMB secret, X TIBHTHIIET,

2.6.5.1. EMZERIEPBLUMES secret EeEH

ZRERMIBRSS AL/ BEAN AT pod, 1HOIE SRS LARMNE
service.beta.openshift.io/serving-cert-secret-name ;¥ fi#, RGN secret HMMEZ pod,

b =
BB AR S5 iIEF secret :

1. 4mEARSSH Pod spec.

2. FEARMBERT secret YRR, 7NN service.beta.openshift.io/serving-cert-secret-name 3+
&,

kind: Service
apiVersion: vi
metadata:
name: my-service
annotations:
service.beta.openshift.io/serving-cert-secret-name: my-cert ﬂ
spec:
selector:
app: MyApp
ports:
- protocol: TCP
port: 80
targetPort: 9376

IEBMBPIRA PEM B, 97IFHE7E tls.crt 7 tls.key .,
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I $ oc create -f <file-name>.yaml

4, BE secret UBERENRINOIE :
a. BEMA secret FIFK :

I $ oc get secrets

it Bl
NAME TYPE DATA AGE
my-cert kubernetes.io/tls 2 9m

it

b. EEEH secret 18 :

I $ oc describe secret my-cert

=1
Name: my-cert
Namespace: openshift-console
Labels: <none>

Annotations: service.beta.openshift.io/expiry: 2023-03-08T23:22:40Z
service.beta.openshift.io/originating-service-name: my-service

8 2= §H POD

service.beta.openshift.io/originating-service-uid: 640f0ec3-afc2-4380-bf31-

a8c784846a11

service.beta.openshift.io/expiry: 2023-03-08T23:22:40Z

Type: kubernetes.io/tls

Data

tls.key: 1679 bytes
tls.crt: 2595 bytes

5. Ymi5% secret A ECH Pod spec,

apiVersion: v1i
kind: Pod
metadata:
name: my-service-pod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: my-container
mountPath: "/etc/my-path”
volumes:
- name: my-volume
secret:
secretName: my-cert

65



OpenShift Container Platform 4.12 i s

items:

- key: username
path: my-group/my-username
mode: 511

LR AR, B Pod BLEIZ1T, ZIEHBXAERARSS DNS & #F <service.names.
<service.namespace>.svc 5 ¥,

BB/ BN R R B HAR B 58 He, 1E secret B9 service.beta.openshift.io/expiry 2 &EE
HHIRH, HM&XH RFC3339,

pa -3
ERZEIEFH, RS DNS & #1 <service.names.<service.namespace>.svc

A MAEBER ., <service.names>.<service.namespace>.svc X EFR 2%
NSRS HNBEE, BATERMBREH,

-

2.6.6. secret tAFEHERR

MRRSIEPERKRUF T TUTESR (RFEH service.beta.openshift.io/serving-cert-generation-
error X3 2)

secret/ssl-key references serviceUID 62ad25ca-d703-11e6-9d6f-0e9c0057b608, which does not
match 77b6dd80-d716-11e6-9d6f-0e9c0057b60

ERIEPHIRSABEE, NEEGARED serviceUID , EAifHERIE secret FERIRSS ERILLT F R
service.beta.openshift.io/serving-cert-generation-error, service.beta.openshift.io/serving-cert-
generation-error-num LU fl EH A R IUET :

1. MIB& secret :

I $ oc delete secret <secret_name>

$ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-

I error-

$ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-
error-num-

% o
HERTRRERNG SR, ERRINIREEE—

2.7. QIR A EC B R 51
BUT #8472 YRR B I R AN O R AE A 1,

2.7.. T ARECERR ST
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TZNEARFEEFARENY. B TSHNNESEMELHEREHTEE, £ OpenShift
Container Platform /1, XEREBE T HSHERNELE, LEFRREN BRRFTLUBE,

ConfigMap X Ri{Z# T AT AR EHEAVG, BENRFARERS OpenShift Container Platform
T*k, EEMHNATATFEFEHANERFE (WANHIEM) HENEESR (MTEERES 4K JSON blob) .

ConfigMap * R B SEEHIERIH(ERS, XL Pod FHAI A T HHEEFSERAHGNEE
#iE. B -

ConfigMap X &R E X

kind: ConfigMap
apiVersion: vi
metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: example-config
namespace: my-namespace
data:
example.property.1: hello
example.property.2: world
example.property.file: |-
property.1=value-1
property.2=value-2
property.3=value-3
binaryData:
bar: L3Jvb3QvMTAw @)

m@”éﬁaﬁiﬂﬁo
g EMEAIE UTFS BURMSTHE, N4 Java BBEHEMESTH, Ll Base64 W= A TSR,

% -
MR (NEiR) CIRECERSIES, ERILUER binaryData .

FAJLUTE Pod RUAEMARUEREERE. MEMNTRET :
o ERBFERIMELEHE
o WERBTHNGBRITSH
o EREHHLEXH
AP FIR ST 4 AT LATEBC B PR ST R 7 EC B 3.
FEMRSTS secret KU, BT HEEEMEREBZHSTISBWRERNFERBES,

BiC i BR 5 PR 1
# pod HAILUEHEHNAEH, w/l0IEARERSN,

AR EFISRRBIFROVEERE. REEKERERRERNESESNHY,

ConfigMap *f RHFBEE—1WiHH,
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el 1R eE#RE—51E /M pod 51 F.
Kubelet R HEM API RS 233KENN pod fFFECE MRS,
XSIEER CLI QIS A M E HI12H 25 018/ pod. ©AEIEEL OpenShift Container Platform i st

B9 --manifest-url #7ic. --config #7ic, @i REST API GIE8 pod, FEiXLERELIE pod HIER A
5£0

2.7.2. 7 OpenShift Container Platform Web 24 fh 012 & ik ¢

% 7] LLTE OpenShift Container Platform Web 12414 th 41 2 Fid & B &Y,

% =3

o LIEHEENSDOEEEMRS
1. 7€ Administrator i/, % Workloads — Config Maps.
2. %l EA L% Create Config Map.
3. MAREMRSFHNE,
4. J%FE Create,

o LIFREZMNOERBEMS :
1. £ Developer i/, %#% Config Maps.
2. FE%lEA L% Create Config Map.
3. MAREMRSFHNE,

4. %% Create,

2.7.3. {#/ CLI 0/ &f & ik &t
EATLMEAU TR SME T, RE ST ST H 0 AL B g,

it
o (EFEMS :

I $ oc create configmap <configmap_name> [options]

2.7.3.1. MB X0 EE & MRS

R LAE A --from-file TIEM B K OIRECERS . XN AEARTEERERPHS DXL BEER
%Tjo

BXHhENXHRATFEREMSN PIET R, HPENETEXHE, BHNERXHENRE,

B, UTHSEEEB—1HHE example-files B XABSMEBIRET :

I $ oc create configmap game-config --from-file=example-files/
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HEEEBERNPHEY :

I $ oc describe configmaps game-config

it =1
Name: game-config
Namespace: default
Labels: <none>

Annotations: <none>
Data

game.properties: 158 bytes
ui.properties: 83 bytes

EAILUEE, MEPFHNEEEMGSHIEEN B KRN HR0IEN, |
Atk oc describe By H R B RN ZRZE KN,

AR

o MWNBE—1BEXR, HPESEEFREREBEMNNEIENH,
LUR AR X L~ BIS2f4 : game.properties #1 ui.properties :

I $ cat example-files/game.properties
ot Ll

enemies=aliens

lives=3

enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30

I $ cat example-files/ui.properties
i Bl

color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice

it =
o HIALT®S, UIRESLERPENXHRATHEERS :

$ oc create configmap game-config \
--from-file=example-files/

8 2= §H POD

XERFHABTTREIFE X,
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o (FRAWHE -0%ETIH oc get S UEBRENME :

I $ oc get configmaps game-config -o yaml
i Bl

apiVersion: vi
data:
game.properties: |-
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:34:05Z
name: game-config
namespace: default
resourceVersion: "407"
selflink: /api/v1/namespaces/default/configmaps/game-config
uid: 30944725-d66e-11e5-8cd0-68f728db1985

2.7.3.2. \C44- ) B e i Bl
B LUFER --from-file iREM XA BIES, Bel A% R --from-file 1£T1(% 15845 CLI,

AT LU key=value Rk 151845 --from-file 17, EEEMRANPIMXHERSANAETIEEER
WERH, B0

I $ oc create configmap game-config-3 --from-file=game-special-key=example-files/game.properties

pa -

MBMXHOE— N ERBIRS, BRI UEFRRWIFIE UTFS BUBHIH S 2 IF UTFS B
. #&. OpenShift Container Platform f: | Z &30, FIFZXESRISH MIME, 7EARSS
A 25, MIME &3 7 E 2L H EMEm A BT EE,

AR

o BWIMABE—/1Bx HbaaEEFEREREEIRNNIEIENXHE,
LUR AR X L~ BIS2f4 - game.properties 1 ui.properties :

I $ cat example-files/game.properties
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it Bl

enemies=aliens

lives=3

enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30

I $ cat example-files/ui.properties
i Bl

color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice

o AT IEEREX RO EMRS

$ oc create configmap game-config-2 \
--from-file=example-files/game.properties \
--from-file=example-files/ui.properties

o EITIEERENROZECEMRS

$ oc create configmap game-config-3 \
--from-file=game-special-key=example-files/game.properties

o (HM -0 BT NN RIEIA oc get v, UBEXHHHIHEE :

I $ oc get configmaps game-config-2 -o yaml
i Bl

apiVersion: vi
data:
game.properties: |-
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple

8 2= §H POD
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color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:52:05Z
name: game-config-2
namespace: default
resourceVersion: "516"
selflink: /api/v1/namespaces/default/configmaps/game-config-2
uid: b4952dc3-d670-11e5-8cd0-68f728db1985

o (A -0 EUIAX REIA oc get vy, UEBHEXN REIHE

I $ oc get configmaps game-config-3 -o yaml
i Bl

apiVersion: vi
data:
game-special-key: |- ﬂ
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:54:227
name: game-config-3
namespace: default
resourceVersion: "530"
selflink: /api/v1/namespaces/default/configmaps/game-config-3
uid: 05f8da22-d671-11e5-8cd0-68f728db1985

N

@ ReEnENSERRBREY,

2.7.3.3. N H1{E A EC B Mg
R LU BE B MRS 1R P T,

--from-literal ;£ 713X F key=value ifi%, ERTEZEEGTITHIRHFEE.

it =
o BRI IEEFHEERLRAEEMRS :

$ oc create configmap special-config \
--from-literal=special.how=very \
--from-literal=special.type=charm
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o [FRWHE -0%LTIH oc get S UEBREMNE :

I $ oc get configmaps special-config -o yaml
i Bl

apiVersion: vi
data:
special.how: very
special.type: charm
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: special-config
namespace: default
resourceVersion: "651"
selflink: /api/vi/namespaces/default/configmaps/special-config
uid: dadce046-d673-11e5-8cd0-68f728db1985

2.7.4. A% : 7£ pod {E A &R
BUF/NT #5587 72 pod ASE#E ConfigMap X ki 89— L F 1,

2741 R EMFERSPERNIEDL S
B L ME AR EMRNIERESTERENMEDE, SIMYREN I EL ELMMNATEHIER s PHIME

=
TE,

pign, 1EEELITECERSY

BWANIMEZLEM ConfigMap

apiVersion: vi
kind: ConfigMap
metadata:
name: special-config ﬂ
namespace: default 9
data:
special.how: very e
special.type: charm

@ mEsHAT.
@ mESMFENTIE. BERSRAERR—IE R pod 51 A,

OOz I EE,
WA— 1T IEZEM ConfigMap

I apiVersion: v1
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kind: ConfigMap
metadata:

name: env-config 0

namespace: default
data:

log_level: INFO @

@ mEmHAT.
@ T AwHELE.

ik
o EEILUEFA configMapKeyRef 3§41 pod i {# Ltk ConfigMap 3,

RENEARENEZEN Pod MAERA

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: SPECIAL_LEVEL_KEY g
valueFrom:
configMapKeyRef:
name: special-config
key: special.how ﬂ
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config 6
key: special.type G
optional: true
envFrom:
- configMapRef:
name: env-config
restartPolicy: Never

Q M ConfigMap FHIEXE ERIEAE S BRI/NTT,
@ EERCEARN pod FMELEBIEH,
%%MEP?EHX##EEN%QEE’\J ConfigMap &7,
w%}% ConfigMap FHIERIOEFE &,

a REMRAS B N A%k, fFNRNET, BMEEER ConfigMap MR EFE, HKREE pod,
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© /M ConfigMap FHERFA 52 BEY N,
© EMHEFHIEEES ConfigMap &7,
2 I, pod iE1THf, pod AFEIELL Tt :

SPECIAL_LEVEL_KEY=very
log_level=INFO

A=
A %A SPECIAL_TYPE_KEY=charm, & i%i{&7T optional: true,

2.7.4.2 [FHEEMS RSB RIXERDS TS
IRETLL@IT Kubernetes E#iiE % $(VAR_NAME), FREEMRS KiXER RPN SHSHNE,

pign, 1EEELTECERSY

apiVersion: vi
kind: ConfigMap
metadata:

name: special-config
namespace: default

data:

it

special.how: very
special.type: charm

o EREFIATBRHZHHN—onH, ERACERFIMEZENR, KRE, EILER

$(VAR_NAME) i a5 el

RENEARENEZEN pod HAERHA

apiVersion: v1i
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "echo $(SPECIAL_LEVEL_KEY) $(SPECIAL_TYPE_KEY)" ]

env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
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configMapKeyRef:
name: special-config
key: special.type
restartPolicy: Never

Q EAREERESET 20T ATBRHHHSH,

LIt pod iIZ1THY, test-container REFHIZ1THI echo MHHIFIHINT -

I very charm

2.7.4.3. FAEEMF AT EASE
Bo LUME AR EMRITNEEAS,

ConfigMap B E X ¥R (CR)=fAl

apiVersion: vi
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

i
B L RE BRI AT AT E NN T RBLI

o FRAREMNFATIABNERERTEZESHERE NIXHETHXME, XHNREZH
1B :

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat", "/etc/config/special.how" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config ﬂ
restartPolicy: Never

ﬂ LEREIFIIXMH
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LiX4 pod iB1THS, cat HHIHEIHERE ¢

I very

o EINTILUEH IR S B AR BB P BIRR AR -

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat", "/etc/config/path/to/special-key" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config
items:
- key: special.how
path: path/to/special-key ﬂ
restartPolicy: Never

@ EEmARNEE,

LiX pod iB1THS, cat SHHIHEIHERE ¢

I very

2.8. AR A EMKF A POD JilH 488 5R

BB RN, BEHEHMEBTE XA, FLEETE OpenShift Container Platform pod Hr s A4 E RIS & 2
B, 0 GPU, InfiniBand k&M EFEEHNEL AMBICHIXERRLUTETRIR,

2.8.1. TR EREMG

BERERE—BHIBENRRAAR, UEBEREEREENE, Waidtdd—m RILGI X LR
FRMESE, MMEXEZETHASER, REILETENRERE, st =e(l

HE
OpenShift Container Platform X#FiZ &1 API, B FEHASRBEE MINERHR
o

HEEGRE TR (kubelet 94ME8) LiZ1THY gRPC BRSS, MTiEIBFEMBH TR, EmE &ALt
W FF AT iizid B IHA (RPC) :

I service DevicePlugin {
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}

// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device
// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during

// registration phase, before each container start. Device plug-in

// can run device specific operations such as resetting the device

// before making devices available to the container

rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

wE R

BT COS BURFRLE Nvidia GPU & Ha#

Nvidia B 75 GPU X &l

Solarflare & & &

KubeVirt & & : vio 1 kvm

FAF IBM Crypto Express(CEX)E8 Kubernetes % £ ffift
pa -3

NFEERERESELN, KEEESEREPRE - stub L& HEH -
vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

2811 XBHHEELE

2.8.2.

TSR ERERENHEST A,

HEEHE, S&EEGSZRET )L /var/lib/kubelet/device-plugin/ A — UNIX HiE#
F, LUEIRSEE T EAEERMRPC,

BT X & BEG U NEEEG R, ENXEHERANVIFNAREEFOE, B BE— RN
L2 EFXHIETT,

B AR LR RME T ERBES RN EZ AT,

TR EEESR

REBESRET —MNE, TEBIMN EEBREIEGAET AT REGER,

BRI UAER ARG, MAMESUER LM,
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8 2= §H POD

HE
OpenShift Container Platform X#FiZ &1 API, B &EHASRBEE MINERHR
o

REBEBNEEAENNEBEIER, B pod RILAF AHER B BREI/FHRILEIRER XS EEHF QA ENX
&, X—HEERTFEREMTEMBT RER.

ERhE, & &BHEARTE /var/lib/kubelet/device-plugins/kubelet.sock iR Register i B &A1 E
KEBIEE, FHEMIT / var/lib/kubelet/device-plugins/<plugin>.sock ] gRPC RS, LIRSS H&E
BERE K,

L BFHGEAIE R, & aERBRREIL SRS +HF ListAndWatch ;221 72 (RPC). #F
RMARL, WA EEIENT gRPC FRMIEH RREUE &N RIFIR, S EEEBIRIFTHENE, DA
BHEREFNEH, TG, BEEBRERRFTIN ; RECMEAHRESEARHRE, Ma@idE
BT (& fE N T R B IR AR BN E S B AR

TEALIBFTRY pod M AIFKES, Kubelet fiE KM BRFIRZ DA X FEERUATEFOE, KEEESR
FEBEESRLE, URIEREEENNNES, NREGEEFEETLEMNXE RkAMEE, NEX
HFE X &MY LR Allocate RPC,

LA, EEBEGRAUSUTEANLNEE T XE0EE, NERFRE, KEREMEEE, &
HREMEA LI R

283. ERIAEEERS
RS EER RIS &EY, ERRREBAENIIHE TAS % B4,
WESEBIZM T —FMILE, GBI N SRR A S % Y R R

1L BIAL TSRS NEEERBNT mREKESE S MachineConfigPool CRD XEXHIIRE, HHATLL
TRz —

a. BENGERE :
I # oc describe machineconfig <name>
4N -
I # oc describe machineconfig 00-worker
=1

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ

Q@ EEBERFERE

A
1. NECEERAEBE LHIR (CR).
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KEEHEES CREESRH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr g
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ CrRAB—AE
@ HIAkENBREREBNIRE,

9 J% DevicePlugins % true”,

2. OB R EESE
I $ oc create -f devicemgr.yaml
=1
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BEAMINT R EBBIET /var/lib/kubelet/device-plugins/kubelet.sock, HRBERATIXEE
2R, XRIXEEES gRPC RS SREH LA EMEI UNIX B EREF., RERRAT XS
BRI, FTRTE Kubelet FIE IR sock U5

2.9. 7£ POD A RERF A POD L&

BRI LATE SRR 5 F pod (LN 516 5 ThEE. pod LN FKREEM pod HELLIEL pod MEEME, HIRIE
R FITABILLIE, 64 (preemption) NS FEEIKREM LD pod HE 2 %IE, MMESENT
m AR AR AR LR EM pod, pod LR EFN pod BN/ LA R 17 m L FHREA
IR

EERALENFIE GIhEE, BREQNBMEAPLFRE L pod WEXNINE, ARE, 7E pod Hli&HsIRAILE
HK, DN XM ERHITHE,

2.9.1. T & pod 15

LIRER pod LK SIEHThEERS, HAERFRRIRBILLNRFAEFUE pod, MFWLIE pod KRIEVH
BB LR PR E A F LI pod BIFTE. ELb, MRAFFEER, WEILLHNH pod AIEELHE
Lo pod ERFE, MR pod TEEE, HAERFIWEEHEHEMBEIL LN pod,

2.9.1.1. Pod k5% 2k

BRI LN pod DEE—NMELNE, ER—FIEMBEENR, BAFELMEBHRELIERERNRS,
BEMEX, LBz,
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AR IFTRALUENFHETF 1000000000 (+12) By 32 (IEEHME, X FARSWIE & I BRAT X
pod, HRBATFTHET 10 (Z898E. BKIANERT, OpenShift Container Platform & H MR EE 5%
%, ATEERIFAENXERS pod.

I $ oc get priorityclasses

=1
NAME VALUE GLOBAL-DEFAULT AGE
system-node-critical 2000001000 false 72m
system-cluster-critical 2000000000 false 72m
openshift-user-critical 1000000000 false 3d13h
cluster-logging 1000000 false 29s

e system-node-critical - t{E 5 EMI(E ) 2000001000, FFEAAEREMT M EIKFRE pod,
BE LN LM pod ~HIE sdn-ovs ] sdn &, % XEHAGBRINEFE system-node-
critical {E5E242%, N :

o master-api

o master-controller
o master-etcd

o sdn

o sdn-ovs

o sync

e system-cluster-critical - IL{L5EZERIER 2000000000 (Z+12) , AFHNEHMEREE
B pod, EFRLEERT, BEBELMELEN Pod ATLIMT mpIkkR. Fli0, BET system-
node-critical {L5E2 KM pod RTLARBE LS. i, MWILERRBELREBRIEFE, EHL
F N FM pod RABIE fluentd LLRK descheduler IXFEMIMI N B S, 1% FBEHGBRINERE
system-cluster-critical {52428, 40 :

o fluentd
O metrics-server
o descheduler

e openshift-user-critical - XA LUERA B EE pod B priorityClassName FE, X% pod ik
REHFEHEFE, BEBRITINNFEIREREFEIT . openshift-monitoring #1 openshift-user-
workload-monitoring fn 44 22 [A] FBY Prometheus Pod {8 openshift-user-critical
priorityClassName, iR T {£{i# &M system-critical {fF HHEE— priorityClass, {B1E!
BERTERNFNERRE, BILTERREN]. Ak, RBEREFLEN, HHAERFEHERRE
M, HFESBNBEENTEMNSRERERET REBRE,

e cluster-logging - LIS E M Fluentd FAFHR Fluentd pod (L FH MR R EHE R ML,

2.9.1.2. Pod {5 &R

RIS MUEIRE, ERLEIE pod, FH1E Pod MASRHRIEE M IR L. LI AEEHIZRE
RIMERR B FERETRMANNEBRE, WRIERIAELHBMERSE, pod FHEIEL,
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29.2. T pod fo h

YUFA NG pod B, pod REEAFE—[AFI, MEHFLZ AN pod BEE T pod L&KL L, FHER
F & MBAFIAFIEERR pod, FH 2R pod EEEANT R L, MRFAERFITEEHR pod WATEREE
KEGEL T R LB, NS NFLE pod AL IS &HiPH,

LAERFETRLEES—DHZEA pod I, E@EiLE Pod spec B nominatedNodeName Bk 1%
ML REETR, nodename FEtBENLL, FEREFHEA nominatedNodeName FE%RERER Y pod
FREBNHEIR, BERNtEEAFRESSEEDIHBEXNER,

FHAERFLLETE-BREMLEY pod B, WERFREEZ pod WREXIEHR, MREAERFE
AR EN pod Kbt A — T RENTH, AERFRFEELESN pod WEBNZT R L.
tt, Pod spec #J nominatedNodeName FE&#1 nodeName F & FRIgER B AT [,

FH, MBAEERFEE—TRLEEY pod FEESFHFLLE, XN XEMLEHLFELE pod BH pod &
ZHE, BLAERFIUSHHAEXMIEREEN pod, EXFERT, HERFERBFRFLIE pod
8 nominatedNodeName, 1% pod B FH&IHESIHAM T S L,

BER—EMT RPBRAAE SRS pod. FERFEELLET BR—E 2 BURM %N pod AR RFLIE
pod,

RAERLE pod BB HERT RIS, HERFEFRNINTRERE pod i,

2.9.2.1. JEH IR PR

185 5REEIE T Never B Pod RREERIE LN pod BIAEINTIF, BFTEIESHAM pod. FRFHE
B93EIE & pod RRBEFENSF, BEFRTAETLUAE, 3EE4 pod SHM pod —1, ZAER
FiRRBRR, XEWRE, MRAERFZRNHARXE pod, BIRUBREMNEER, RFEFHERHR
AL LR BUER pod.

FEit & pod A HEM B LS pod b,

2.9.2.2. Pod i A MIHMAERELE
NRE A pod R 50 HThEE, EHEEHMMAEREXE

pod {52 H pod HETIE

pod FRETFIEIEE FE —H B MR FEANRIANRINHEKE L. NREIRET pod FHEFTI

&, OpenShift Container Platform 27165 pod FfRANEEXEFE, HERFRZRERTR
pod FETTIEMATIR FIE 4 pod. MARMAEXIEM pod, NIFTEERTA pod HRETTIE B KR MIG G
EILSE2K pod,

pod fE5EZH pod KB

pod KEAMEEKNH pod HERSEBRFIRERNHEM pod HEMT =L,
NRFZHALIE pod 517 EM—PNHZEMEM KN pod BF pod [\ FEM, HERFEMFREENSER X
ERMATR FIE G BARILEN pod, XA, FAERFRSIHEMT REFAEFLIE pod, BRE, THERIE
HERFEFHRISEN T R, HILAEXEREFLE pod.

FEFAIEXFIER, HFANECE L EHNIERB pod BY pod KK,

2.9.2.3. K2 IE#H 5 M pod

EI8h pod B, AERFARERF pod REAXILHARREIEE, £ pod BEW ST TEFBH., 1R pod 7EEIHA
EEBRY, AERRFRXKILEZ pod, WEREXIEHREKTEHERRFIE 1 pod BN R FIFFLEE pod 1
FE BT s ST 8] sz 18] 3& B — AN A 22
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FEZE, ATLUNEURMSEN pod BeERFEM 24 1EHARR,

2.9.3. EEEMEHKINIE S
A LOR I BB A AT R FER pod MAE B priorityClassName ¥ pod 51152 K BX N pod

LER SIS,

e

ERREE R LASSERNIMEII A FHES pod .

FERFLUERML LRSI HTIEE :

L Q=BG -

O 000

©

a. BIB—NELLLTRAIB YAML 324 -

apiVersion: scheduling.k8s.io/v1

kind: PriorityClass
metadata:

name: high-priority 0

value: 1000000

preemptionPolicy: PreemptLowerPriority e

globalDefault: false
description: "This priority class should be used for XYZ service pods only." 6

TEATEERT REGR TR,
K RBOILFEHRE.

Ak, HEEMMAERRREHRIE IR L, BERBEIS
PreemptLowerPriority, &R 1FIZILELE R pod 1 GBEARILSEHK pod. MIRIE G
SRB&IZE N Never, NIZILAELFEFH pod AL &,

A, EBERETMNIZFX MR LA T EEEEMEILLIN pod, LLFERBRINN
false, $£2ih REEFE— globalDefault %y true BOf 5B, INREE
globalDefault:true FI{LEE, NIFEMEREBTRN pod WKL NE, HINER
globalDefault:true B 2K R 2R RINTLAEICR B OIER pod, FRELINE
pod FITLAEI.,

Ak, AR N AN ZAF LS LR pod. MIAMERXAFRES,

b. QIEILEHE :

$ oc create -f <file-name>.yaml

2. I pod spec EH B ELLNLHIZFF :

a. BIB—NELLLTRAIB YAML 324 -

apiVersion: vi
kind: Pod
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metadata:
name: nginx
labels:
env: test
spec:
containers:
- name: nginx
image: nginx
imagePullPolicy: IfNotPresent
priorityClassName: high-priority ﬂ

@ SEEMTU pod MILEHK,

b. A& pod :
I $ oc create -f <file-name>.yaml

R LU SN A TR E RIS pod BRE DK pod R,

2.10. AT ML POD MERIRET =
AR — DB ATBRST. R 1Y R ehBY I PR pod e B8R SR AL,
EBE pod HHRIER— TR EIZF, pod RABAIREHZT R LI EMRER,

INRIEFER — pod FCEH B AT R RN T RERSR, BFEETANEEIESEI.

2.10.1. [T LR IER pod B

R LUE AT s B pod FOFRES BT s i3858 e i2Hl pod BIAEAIE, AT sUEFZRET, OpenShift
Contalner Platform &% pod HEEI S & LEIRZHI T =,

EAAT R ITENSREINNFEERINIRE. FIPERNETTENSFETHR T RISENE, #T
REBZIRE. MR RIHRE, del]E'h? RN ERE BN ERRRE.

FIFT R FEZRIRINENINE pod A, 77 RUEFEZRRINENZ pod BIIEHIXT &R, 41 ReplicaSet X}

%&. DaemonSet XT5. StatefulSet Xf%. Deployment %=k DeploymentConfig X/ &, EAET %
EHIT RAIAE pod BREEFRERENT R EEHOUE, MRECEF pod, ATLUFT REFEIRERE
I0E pod MiA&H, IR pod RAEIEFINR, ELTMFR pod, % pod MIEHEHCIE pod.

' AR BEEE T A ER NN E AEN pOd F,

FRFM

B AR RRRINEIINA pod B, EMEIZL pod BIIEFINT R, $I40, router-default-66d5cf9464-
m2g75 pod H router-default-66d5cf9464 &l &£ 12H| :

I $ oc describe pod router-default-66d5cf9464-7pwkc

it Bl
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kind: Pod

apiVersion: v1

metadata:

#..

Name: router-default-66d5cf9464-7pwkc
Namespace: openshift-ingress

#...

Controlled By:  ReplicaSet/router-default-66d5cf9464
#...

Web ##&7E pod YAML B ownerReferences T 7! i HIXT & :

apiVersion: v1
kind: Pod
metadata:
name: router-default-66d5cf9464-7pwkc
#...
ownerReferences:
- apiVersion: apps/v1
kind: ReplicaSet
name: router-default-66d5cf9464
uid: d81dd094-da26-11e9-a48a-128e7edf0312
controller: true
blockOwnerDeletion: true

Pt =
| R EVSRENERERE T R, N RRNINRE
o EQIET RES, {#F MachineSet X/ REMHITEHBEETENT mARIMIRE

a. BITULTF RS, FRZERINE MachineSet X &/ :

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

"="<value>"}}]' -n openshift-machine-api

121
$ oc patch MachineSet <name> --type='json' -
<value>","<key>

a0 -

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-

$ oc patch MachineSet abc612-msrtw-worker-us-east-1¢ --type='json' -
node","region":"east"}}]' -n openshift-machine-api
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R
IR AT AN A LU YAML SE@ETTEAZSEE PRI |

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: xf2bd-infra-us-east-2a
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S S KL% & ERINE] MachineSet X7 R :
fBlgn -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} § I

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

#...

spec:
#...
template:
metadata:
#...
spec:
metadata:
labels:
region: east
type: user-node
#...

o EEMAT RN

a. AT m%itE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EEHLAUTT SRR -

I $ oc label nodes ip-10-0-142-25.ec2.internal type=user-node region=east
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B
AR AN LA T YAML k@ T S iRning -

kind: Node
apiVersion: v1i
metadata:
name: hello-node-6fbccf8d9
labels:
type: "user-node"
region: "east"
#...

b. BIEMEREERMET R

I $ oc get nodes -l type=user-node,region=east

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-142-25.ec2.internal Ready worker 17m v1.25.0

2. PR RUEFERARINE] pod
o BT RIEFEISRANMEIMNBMARERN pod, 5 pod BIFEHXT RIFNIN T SR

W APRZ M ReplicaSet X &a<fl

kind: ReplicaSet
apiVersion: apps/vi
metadata:
name: hello-node-6fbccf8d9
#...
spec:
#...
template:
metadata:
creationTimestamp: null
labels:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
pod-template-hash: 66d5cf9464
spec:
nodeSelector:
kubernetes.io/os: linux
node-role.kubernetes.io/worker: "
type: user-node ﬂ
#...

© FmiimniE,

o BV RUAFESRNINE —NEENH pod, EIEEFRANINE Pod X &KA :

{5 7T U FE AR B9 Pod X Rl
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88

apiVersion: vi
kind: Pod
metadata:
name: hello-node-6fbccf8d9
#...
spec:
nodeSelector:
region: east
type: user-node
#...

B
=

i

SRR B/ AR SR RNINEIH A HES pod H.
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®= 3= [FHEBET Y METRICS AUTOSCALER OPERATOR BEh¥™
E POD

3.1 ZiTEID

3.1.1. HE X Metrics Autoscaler Operator £ 1T3EiC

Red Hat OpenShift BJE & Y. Metrics Autoscaler Operator & {7310 4A T #BITHRERIB R IhRE. B FH
BIZhRELL K BR8] &,

Custom Metrics Autoscaler Operator & F Kubernetes #J Event Driven Autoscaler (KEDA), HE&ETF
OpenShift Container Platform #& @ B 2h{ B (HPA)/IE,

Custom Metrics Autoscaler Operator for Red Hat OpenShift #E A 2228 FYH 1R 1, ©
5 OpenShift Container Platform #% /DA E, Red Hat OpenShift Container Platform 4 én
[EHA BB T R ATHRAFRA M

ol

CRARAIS-Z=7:5)F N

THRHNEA OpenShift Container Platform hRAE Y. B 7E Y. Metrics Autoscaler Operator iR A,

OpenShift Container Platform ikZ<

2131 416 RFF%L4T (GA)
2131 415 RFF44T (GA)
2131 414 NI4T (GA)
2131 413 NI4T (GA)
2131 4.12 RFF%4T (GA)

3.1.1.2. B X Metrics Autoscaler Operator 2.13.1 X f73EiC

Itt B E X Metrics Autoscaler Operator 2.13.1-421 & {ThR A& 7 7E OpenShift Container Platform &2 #i2
1TH) Operator 124t T #IIBEFRRFHIRMEE, UTAERATF RHBA-2024:4837,

HE

ELEIRAB B E X Metrics Autoscaler Operator Z 81, 15 MR ER LRI 22 2 AT
PARASETF Kubernetes B4t X 2 #5895 44 Driven Autoscaler (KEDA),

3.1.1.2.1. HiTheE K Thaeig s

3.1.1.2.1.1. e B E X Metrics Autoscaler Operator BIE & SiEF
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https://access.redhat.com/errata/RHBA-2024:4837
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B 7 X Metrics Autoscaler Operator MIAE R LAME A B E LIRS CA IE PR EMEESIFA T TLS MR
B, B0AER Kafka SEE¥sk4ME8 Prometheus BRS5. BRINIER T, Operator {& A B4 BBIAR 5 IE 15 K%
#Z| on-cluster fR%5. KedaController % RFAE— TR, EOILUEREEBEMETHABE LIRSS 2 CA
UEP LUE BN ERAR 55 o

MEBLZER, BESHBE N Metrics Autoscaler B E Y. CA UE

31122 BFHERES
o TELIHIMIARAH, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter %3 {& it
DITRER. B, A cron il AR/ BN RITEER T, RNERIRTERIINXE
B, EXMNRASF, GHRWERERHNSENXER. Eit, @& cron i /& 2RHIN RINIE AT LL
EEIF, BEIBTESY BEMIAXIFSE cron fitA 2R BX R, (OCPBUGS-34018)
3.1.2. Custom Metrics Autoscaler Operator 89713 £ & {ThRA L 1T3E10
PR AATEICER FLAFIB B E X Metrics Autoscaler Operator iR &,

BRYBIRA, 1ESH B E X Metrics Autoscaler Operator Z1T3F10 o

3.1.2.1. B X Metrics Autoscaler Operator 2.12.1-394 & fT3¥iC

Ltb B 7 Y. Metrics Autoscaler Operator 2.12.1-394 % {ThR &N 1E OpenShift Container Platform & /iz
1789 Operator 1Rt T RRFHIRMEIE, UTFRER AT RHSA-2024:2901,

BF

LRI RAB B E X Metrics Autoscaler Operator 281, 1M BREM LA ET & 2B AT
PWARASETF Kubernetes BI%t X 3 #5895 44 Driven Autoscaler (KEDA),

3121 B RES

o TELIRTRIARAAH, ZXTTL JSON BISFE R HH4T unmarshaling 2028
if, protojson.Unmarshal B =3 A —FEMEIN. % unmarshaling E|2&
google.protobuf.Any {£5(%{& 7 UnmarshalOptions.DiscardUnknown iETiff, mIEE&HIN
SR, WARITRRAMR T XA, (OCPBUGS-30305)

o TELIFIMIRRAR, HMBITLEHREN, A Request.ParseMultipartForm method, S&H A
Request.FormValue. Request.PostFormValue =% Request.FormFile /5;5MRHI, TR H
BERNASNAECEFENRE, XARSBANFERER, EXMHRAR, @BmiRamiimas
AT ERRHIRALITHHRAKRN, (OCPBUGS-30360)

o TELIRIMIRRAA, HEE HTTP EEMEIRNELE FIEs#RgN T2 RSN, HTTP &/~
ARG L BTk, 40 Authorization 5 Cookie. 5140, M example.com ZI
www.example.com FWEE R X Authorization 172k, {BEEMZ] www.example.org T
Rk, WARITARAR T XA, (OCPBUGS-30365)

o TELIRIHIRRAAH, FIFEEFARMAFAEEMIEDIIET SRS BUEPBEIURTTE panico X5
HREMFREMBEMEHEERE(TLS)E M infliks58:, B4 Config.ClientAuth Z¥XE
VerifyClientCertlfGiven 5 RequireAndVerifyClientCert (., ZXi\1TH2E TLS RSS2 o3RI IE
BFumIE, WAITHRABR T XAF-, (OCPBUGS-30370)

o FELREIBIARAH, 1RM MarshalJSON 7535 EIRIE R G & A F EHI808YE, BT LER

AR HTML ARG 2 E T X B LT H. WRERTEEHRFREARNTEAER.,
& ATARAERIR 73X AN A, (OCPBUGS-30397)

90


https://issues.redhat.com/browse/OCPBUGS-34018
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o FELIHIMIARZAA, net/http 1 golang.org/x/net/http2 Go S &ARHI HTTP/2 15 KK
CONTINUATION Ii#( &, X MREFTESTH CPUERETE, WAITHRARAR T XA,
(OCPBUGS-30894)

3.1.2.2. H%E X Metrics Autoscaler Operator 2.12.1-384 £ fT3EiC

Ltk B % Y. Metrics Autoscaler Operator 2.12.1-384 % 1ThR A /1 7E OpenShift Container Platform &2
TB9 Operator 1Rt T HMEMRFHIRERE. UTAETATF RHBA-2024:2043,

HE

ELREBE X Metrics Autoscaler Operator BIXMNhRAE]T, 15 BRAER AT R Z= AR Tl
YRR AN B4t X 3 37589 KEDA RRAR,

31221 BFERESR
o ELIHIMIARAA, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter %3 {& it

DIFRER. B, A cron il AR/ BN RITEER T, RNERIRTERIINXE
B, EXMRASF, GHREWERERHNSENXER. Eit, @& cron /& 2REIN RINIE AT LL
E# T, (OCPBUGS-32395)

3.1.2.3. HE X Metrics Autoscaler Operator 2.12.1-376 & {73¥iC

Ltk B % Y. Metrics Autoscaler Operator 2.12.1-376 & 1ThRANTE OpenShift Container Platform &&f iz

1789 Operator 124t T REB|HMMREFIERES, UTAERTHTF RHSA-202411812,

HE

ELREBE Y Metrics Autoscaler Operator BIXMNhRAE]T, 15 BRI AT R ZE= AR T
YRR AN B4t X 3 3589 KEDA RRAR,

31231 BFHEIRES
o TELIRIHIARAAR, MRET BN RTHIEPIEELRE, MAEFEENSRZZEE, NEZ scaler &
FInTEB RSk ER A imiER e, MNmSEBRRERR. EX M RAA, L H IR R LUE
Withx M EZR FinfEa s, MMSBAERRK. (OCPBUGS-30145)

o TELIRIMIARAH, keda-metrics-apiserver pod Y ServiceMonitor B i Y R (CR) BiEEHET
e, B CRBIAT http M IRIEINR O &, EXMhRAH, ServiceMonitor CREIE 75|
metrics BIIERAIHOZTR, Kk, Service Monitor LLIEE T, (OCPBUGS-25806)

3.1.2.4. H7%E X Metrics Autoscaler Operator 2.11.2-322 & fT3%1iC.

Ltk B % Y. Metrics Autoscaler Operator 2.11.2-322 & TR A H1E OpenShift Container Platform &&f iz
1THY Operator IRt T ZREFEHMNRBFIHREE, UTLSEAATF RHSA-2023:6144,

BF

ELREBE X Metrics Autoscaler Operator BIXMNhRAE]T, 15 BRAER AT R Z= AR Tl
YRR A B4t X 3 #7589 KEDA R A,

3.1.2.4.1. BFEIHMES

o [H}BE X Metrics Autoscaler Operator iR 3.11.2-311 B4 4 %5, FTLATE Operator SBEHARE

o1
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EAHEY, FTLLBE X Metrics Autoscaler Operator pod &% 15 D8 ER, EXMNRAS, 7
Operator SRE RN T FAEHNEEH,., AL, Operator FEE 15 9HE/H, (OCPBUGS-
22361)

3.1.2.5. B%E X Metrics Autoscaler Operator 2.11.2-311 X1T3EiC

Itt B % X Metrics Autoscaler Operator 2.11.2-311 Z{ThR A 7 7E OpenShift Container Platform &2 iz 1T
B Operator 124t T FTTHEEMTIZFHEIRIEE . BE X Metrics Autoscaler Operator 2.11.2-311 B92E41E
RHBA-2023:5981 F1 % .,

BF

ELREBE X Metrics Autoscaler Operator BIXMNhRAE], 15 BRIERI AT R Z= AR T
YRR A B4t X 3 #7589 KEDA R4S,

3.1.2.5.1. #iTheE R IheEIR 3%

3.1.2.5.1.1. BifE 2 #F Red Hat OpenShift Service on AWS (ROSA) fll OpenShift Dedicated

B X Metrics Autoscaler Operator 2.11.2-311 BI LAZ3& £ OpenShift ROSA #1 OpenShift Dedicated 5%
BB L, BE X Metrics Autoscaler Operator R H kR A R BEZR & 7E openshift-keda fp 4 22 [A] 1, X
53 Operator TLiEZ % E OpenShift ROSA #1 OpenShift Dedicated &£&f/, Itk BE Y Metrics
Autoscaler fRAFFLERI Hb 222 (4], 40 openshift-operators =k keda, MR AR ZEE| ROSA #1
Dedicated S£&$H,

3.1.2.5.2. BFHEIRES

o TELIHIMIRRAF, HNRZEFEE Custom Metrics Autoscaler Operator, {B3&E{F
F, OpenShift CLI R7E{Ef oc fa s fii Afe#E could not get resource list for
external.metrics.k8s.io/vibetal: Got empty response for: external.metrics.k8s.io/vibeta1l
iR, BAXMNEERHEEMHLRE, HARERERREE, E X RAH, Gotempty response
for: external.metrics... TE&HIl, (OCPBUGS-15779)

o FELIHIMIRRAR, (ERBERSITERRNHEBE X Metrics Autoscaler BN RIEIEN Keda
Controller B (FIIN7EERERNGE) 2 EE X Metrics Autoscaler k8., X 5B RAPMIRE
FEE®, BE X Metrics Autoscaler IIfE{F I B CRF R EEITS AR, ERIITELRE
WA HIRE, (OCPBUGS-15590)

3.1.2.6. B%E X Metrics Autoscaler Operator 2.10.1-267 X fT3EiC

Itt B E X Metrics Autoscaler Operator 2.10.1-267 & {ThiR A&/ 7E OpenShift Container Platform &£ #i2
1THY Operator 12t T #NBEFNIEFEEIRMES ., BE X Metrics Autoscaler Operator 2.10.1-267 AH7E
RHBA-2023:4089 /1% .,

BF

EREBE X Metrics Autoscaler Operator BIXMNhRAET, 15 BRAER AT R Z= AR T
YRR AN B4t X 3 37589 KEDA RRAR,

31261 BFHEIRESR
o TELIHIMIARAH, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter 53 {&71

FENXER. Eit, HHE cron A SFNT BN KRITEESIE, FHEHSETERINKXE
Bo EXMRAH, HEWEGENKXER. FHLt, @& cron M4 FH RIER LUEE TF,
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(OCPBUGS-15264)

o TELIRIMIRRAH, BE X Metrics Autoscaler Operator & E i IBEFFAEREN R, SiEHMtaR
72 B BN RINEBESERIINT R, Eb, BE X Metrics Autoscaler Operator ToiE QI A B E
SEEEZER AP BRSSEBRAFEMEIL, XA 5 kube-system &3 & Z2 A b HINEE R, FEIX D hRAH,

B 7 X Metrics Autoscaler Operator 2Bk ¥ ownerReference FEXNINE 55— 44 22 6] A Y
AN RFBEMEEEENN R, UE, ABAERFURE, BEREEMESR, (OCPBUGS-
15038)

o TELIRIMARAA, B X Metrics Autoscaler Operator ¥ ownerReferences &R INE!
openshift-keda e & ZZ[Al R, BARXFRIEMINEEFE, BFEELLFEFRERAEIFERIEN
BB, EXMNRASH, BE X Metrics Autoscaler Operator A% ownerReference FE& R INE!
openshift-keda f8 & 22 (8] F, KL, openshift-keda &% A ~AE A —1 superfluous
ownerReference &, (OCPBUGS-15293)

o TELIFIMRRAR, MEEFERFER pod R LUANERIIEAEERER Prometheus fill % 25, FF
B podidentity Z#i% &5 none, N4 R[IEY B, ETXMNRAA, OpenShift BB E L
Metrics Autoscaler AJ LLIEFfith 42 none pod B2 iRMEF2FERE, Kb, #MH pod B1pLUAH
BRIIE A AL BRI Prometheus i 4 2%, H podidentity Z#i% &/ none II7E AT LUIEFAT
B. (OCPBUGS-15274)

3.1.2.7. HE X Metrics Autoscaler Operator 2.10.1 X 173£iC

Itt B % X Metrics Autoscaler Operator 2.10.1 & {Thiv 4 N 7E OpenShift Container Platform & /2 1TH
Operator 121t T #THEEFNIEF I REE ., BE X Metrics Autoscaler Operator 2.10.1 BI2H47E RHEA-
2023:3199 %,

BF

ELREBE X Metrics Autoscaler Operator BIIXMNhRAET, 15 BRAER AT R Z= AR Tl
YRR A B4t X 3 3589 KEDA RRAR,

3.1.2.7.1. iThee R Thegigna

3.1.2.7.1.1. B X Metrics Autoscaler Operator IEX %X 76

HITE, BE X Metrics Autoscaler Operator MEE . Metrics Autoscaler Operator iR 2.10.1 FFRIE R &
s

BE

HRT BT BRE— DAL, SARTTHEER RIS MRS FHMIL
(SLA) X%, BUIREAREHATE, BT HEEE T IMERERE ], XERARTIR
RER A R B IXAFBIIEE, HANSEF LM BRRMARGEL,

BRABRATITEXFSEHNESER, ESHARATTRESFEH.

3.1.2.7.1.2. tEaEiE IR

HAE, EATLUER Prometheus Query Language (PromQL) E 1 H & Y. Metrics Autoscaler Operator B
=

3.1.2.7.13. HEV BN RN B E USRI R’
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HE, BAURBEFELDEI BAKRNENT K, HFERLENREBNT K,

3.1.2.7.1.4. BIXEBLR R RHIXT &
WIE, MRV BXRIEMBRIKEIER, EALIEEZERLLREIMEIASE,

3.1.2.715. AT BN REBE L HPA
WAE, AR BRI ReH pod #E B EhT BISE B E L&,

3.1.2.7.1.6. BGEMY BEI{E

EH pod #AB T B’ (HPA) TEY ’EI O MEIARSM O MNEIRATT E’, ATUME HPA HUTH UG,
H7E Y Metrics Autoscaler Operator & 1T1%Y B. IWIE, EAILURIBREIABUETE HPA BE BT B
IFEl, XA LAREY RIEREIIRIE M,

3.1.2.8. HE X Metrics Autoscaler Operator 2.8.2-174 &£ {73110

Ltk B % Y. Metrics Autoscaler Operator 2.8.2-174 & {ThRAF1E OpenShift Container Platform &2z
1789 Operator 124 T HIREMIZFEIZMEE., Custom Metrics Autoscaler Operator 2.8.2-174 H441E
RHEA-2023:1683 14 %5,

BE
B X Metrics Autoscaler Operator hiR A 2.8.2-174 @ — AT M ThBE.
3.1.2.8.1. §iThee KR Thaeigsa

3.1.2.8.1.1. Operator A

ITE, A LLM Custom Metrics Autoscaler Operator BYRHRARAF 2, B xF4 Operator IER, 1H
SH"ARINETR" B " HER Operator BHTHIE",

3.1.2.8.1.2. must-gather 3 #F

HITE, &R LUER OpenShift Container Platform must-gather TEUEE % B E X Metrics Autoscaler
Operator REAHBEIE, BaI, FEHAHEBE L Metrics Autoscaler B must-gather TEM; 25 H
ftt Operator AEl, MEFEFELZE L, 1HSH " HINFTR"HAIEHEIE,

3.1.2.9. B%E X Metrics Autoscaler Operator 2.8.2 X {T3EiC

Ltk B % X Metrics Autoscaler Operator 2.8.2 A {ThR A /77E OpenShift Container Platform SR E /2 1THY
Operator 121t T #FTHEEFIEF R 1EE ., BE X Metrics Autoscaler Operator 2.8.2 2H#47E RHSA-
2023:1042 K 1R,

BE
B 7 X Metrics Autoscaler Operator kA 2.8.2 @ — /N7 i ThEE,

3.1.2.9.1. HiThsE K Thaeignn

3.1.2.9.1.1. FHit &Il R
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HTE, BT LU FEE B E X Metrics Autoscaler Operator REMEXHABHNHFITEE, FHiITEHERELE
M XRBIRE A HEFRIL R, IEREMAF. EEANHEMRGAGEREMREHN—RIED,
3.1.2.9.1.2. £F Apache Kafka &t~ BN AR

HITE, &R LAEF KEDA Apache kafka fit % 28 /scaler 1248 Apache Kafka 1 BERE,

3.1.2.9.1.3. 118 CPU &9 BN RER
ITE, BRI LAER KEDA CPU % 85/scaler 1RYE CPU 1815Y RERE.

3.1.2.9.14. RIEREEIN BN AERRF
HITE, EETLUER KEDA NTEfEK 83 /scaler IRIBAZIEIN BEE,

3.2. HE Y. METRICS AUTOSCALER OPERATOR #§:t

YE MR, ERTLAMER Custom Metrics Autoscaler Operator for Red Hat OpenShift §%E OpenShift
Container Platform ERIEFREF CPU SINEFM B E LIEF B8 Msim P EE, AREE. BEX
FIRSFAE I E,

Custom Metrics Autoscaler Operator — A1 Operator, BT Kubernetes Event Driven
Autoscaler (KEDA), ©RVFER pod ERUAMEMIBITRT B T/F %,

B E s B shY B B el # Prometheus. CPU. MI7## Apache Kafka 1§47,

Custom Metrics Autoscaler Operator R1BHFE N IRFH B E LA RIS B pod, EHIHMLN BREF
M EREMT BRAE, BIURE #5488 (Fh scaler) , XRBEIETEST BaAFREN
Ay BHISEGIETRHRE. BE BB BEA metrics APIHFAEBIEIR 7 OpenShift
Container Platform AILAMERANFR. BE LIERE I BROUBE—NMTER4ERM pod ERAIB T &
(HPA),

EFEABEERETT R, BFUNTFENELE—1 ScaledObject 5 ScaledJob XK, XZE L
I BITHEIEN B E LHIR(CR), BRI LIEERMMBIERBSHF L., EHRMEVIEINR (trigger) Uk HfttS
#, MAFHNRNNERBIEH,

BRENBNMEE BN TENEHLZ—N BRNRSIT BIFL. B4, EFEER—T
TR E R ERYT BRENKRIT BRIFALIK pod #ME BT & (HPA).

BE EIRBT &S HPARE, ALSGENE, IRMEE IEIREET & CR H1
minReplicaCount (Hi% & 0, BE LIEIRENT B/ T MEM 1 4EEE 0 NEIAZKM O NEIAT
BE. XFN B R, TREIDEIXRRE, HPA XEHIT R, XM0N 7RI &,

FLeph SRR ERBERIEIRE DT BRY BNAIABE, EFFEBALT, BEBENERINSEIELE
RHERMNSEIE, B1% 2Z, B0, R threshold S EZEZER, N activationThreshold S &
B, BITECEBCEMY BIMER, BOURST BRHORES. fli, SR EESBUEMER, LUE
TEIRPRFAMERT B LY B SR 45 1R,

LEDARTRN, BEENLENSTI BE, £, MR threshold #Ri%XE/ 10, HEH

activationThreshold /7 50, NRIEIRIRE 40, NIERBAREE, FH pod HEH NS, BIFEHPAEE
4 A2,
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K 3.1 B IEirEsT BITER

OpenShift cluster

i Custom Metrics Autoscaler °7
; v v

1
;
1
H Controller H
f L Custom |
i?éi‘: H aﬂgﬁiﬂig Metrics adapter Metrics Autoscaler H
! H Scaler Operator H
1
A i
_¥_______--_--_________----_____----__J
API HPA Workload

server e @ @

External metrics /
» external trigger

source

1L AN EEPN TEAEHUESERT BN REE LK R, NRESZIEMAENT BERE.
EEZHRAT, OpenShift API RS EIFEH L XB B E I BT B A webhook 152, LU
BRI REM, MRFIEMIN, APIRFZBZEFREBN R,

2. BENIEBHREDT BIEFRR NI EHINSERNT BXR, & OpenShift API fRSS 2B E
TR R, RIS IR EMAEEAL 2R (B NEBUER) EXRPIEE LRSI IR,
—PNEHEL A scalers TERMAIRER A 23TRT BEWE, Fl0, X F Kafka ik 2388y, 5256
Kafka scaler 5 Kafka SZf5i8 15 iR AN % 2315 KO B3R

3. EHIS AT BREKNROIE— pod A BT BX R, AL, Horizontal Pod Autoscaler (HPA)
Operator FFHA AR 504 23X BXROT BEUE. HPA 5K MERE OpenShift API RS 23k =1 B
2,

4. OpenShift API BRZ525tm = H B E LIEMr B BIgEECaRiR A, 2 metrics SSECARINEI B E L
EPVRBIE KA, ©EA GRPC EEEEH 85K 1E K E LUREIM scaler BB ERHTAR &% 25 8=

5. HPA #R#EM metrics adapter MBI B AERURE, FHETEMSE LV BIARRT BIIEM
Heo

6. BB, TENERERNT BIER. B, MRY BIFNELULE Kafka BAFIFET
&, MEAFIRNEETEAELERA TR B, TEIESHH.

7. S0R4EPAMIT minReplicaCount [EISERSEER, BEIEWBNT REGISZEZMAMAT

B, SSRANIRE NEERY. MBEFELGEE, BEUETEDT BRNSEH AT R
HIV HPAT B IIEGE, HRAT R, HPARSHITEMBRIE,

3.2.1. BE X Metrics Autoscaler B E Y. CA iFH

FINBERT, BE L Metrics Autoscaler Operator {8 A B3 MBIARSS CA IET %R on-cluster k%5,

96



£ 3= FHBAE Y METRICS AUTOSCALER OPERATOR B3V B P

MREZBFEHBZBE N CA UL PBIIERRFIRSS, B LUSFrEuEHRMEIECERS P, AE, NEER
57 INE] KedaController BE X ¥R, 0 REBHE WIErB LY B B, Operator 7£/5 BhH INE; X
LR, FRFEEM N Operator EERIIET,

REMRFATUEE—NHENEE—IHEA PEM %S CAIEBIIES X, &, EATUNEBEMES

S A H R B BC B BR AT
pa -3
NSRBI E A E RS LURINZIANBIIES, i /71E S keda-operator channel pod L&
BHEE M

33. BEBEERBTT &

& B LU#E A OpenShift Container Platform Web #4i& %4 B 7 Y. Metrics Autoscaler Operator.

TERSKUBELUTAAN CRD :

ClusterTriggerAuthentication
KedaController

ScaledJob

ScaledObject

TriggerAuthentication

331 RRAEEIRETT &

IS LUE R LTS R L4 B & U Metrics Autoscaler Operator,

FERFH
o fHFRZ BIZREEH Cluster Metrics Autoscaler Operator BIF AT B AR Ao
o HEREF# XM KEDA BIEMARA,
T4, BT T e kbR KEDA 1.x BE LHIRE W :
I $ oc delete crd scaledobjects.keda.k8s.io
I $ oc delete crd triggerauthentications.keda.k8s.io
o Tk : MIRMMEERTE X Metrics Autoscaler Operator £ IEEIFEELEEARSS, NAER Kafka EBESK
AEB Prometheus BRS, 1BHEMFTERARS CAIE P REREM S h, BEMRFLIEETR
& Operator R —#p L 22 (A A, 40 :
I $ oc create configmap -n openshift-keda thanos-cert --from-file=ca-cert.pem
ik S
1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. MTAETF# Operator IR A% Custom Metrics Autoscaler, #AJE = Install,

oD
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3. 7£ Install Operator T{E A, RN Installation Mode %% All namespaces on the
cluster(default) %77, XRTERTA 8% 2 [A] H %%k Operator,

4. RN Installed Namespace 1% T openshift-keda & 22 (7], MREEHFLEFERELE
[8], OpenShift Container Platform &Iy % 22|,

5. = Install,

6. FIH B E X Metrics Autoscaler Operator 4H {4355 IE 2% -

a. 5%l Workloads = Pods,

b. MTHIZH AL openshift-keda TiE, #4351k custom-metrics-autoscaler-operator-*
pod IEEFEi51T,

c. # A%l Workloads » Deployments LU%iFE custom-metrics-autoscaler-operator &2
BIEEIETT,

7. ®i% : AL T SIE OpenShift CLI AREGIFREL ¢

I $ oc get all -n openshift-keda

FHEERBLMT -

it Bl
NAME READY STATUS RESTARTS AGE
pod/custom-metrics-autoscaler-operator-5fd8d9ffd8-xt4xp 1/1  Running 0 18m
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/custom-metrics-autoscaler-operator 1/1 1 1 18m
NAME DESIRED CURRENT READY AGE
replicaset.apps/custom-metrics-autoscaler-operator-5fd8d9ffd8 1 1 1 18m

8. &% KedaController B7E L HTIR, ZHROIEARFH CRD :
a. ff OpenShift Container Platform web &5/, =i Operators - Installed Operators,
b. = Custom Metrics Autoscaler,
c. 7£ Operator Details TIH A, s KedaController £+,

d. 7 KedaController i£Ti£/, s Create KedaController F4mkE T4,

kind: KedaController
apiVersion: keda.sh/vialpha1
metadata:

name: keda

namespace: openshift-keda
spec:

watchNamespace: " ﬂ

operator:

logLevel: info 9
logEncoder: console 6

caConfigMaps: ﬂ
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- thanos-cert
- kafka-cert
metricsServer:
logLevel: '0’ 6
auditConfig: G
logFormat: "json"
logOutputVolumeClaim: "persistentVolumeClaimName"
policy:
rules:
- level: Metadata
omitStages: ["RequestReceived"]
omitManagedFields: false
lifetime:
maxAge: "2"
maxBackup: "1"
maxSize: "50"
serviceAccount: {}

15 E B E X Metrics Autoscaler Operator NiZIEE Y BN ARFH RN G R ZEE, &
CEBZE, NEEBE, MEEMERRAEAFT BNARRE, KFENERMAZEF K
e, BRINMENZE

EE B E X Metrics Autoscaler Operator B E BHIEARRE, RITFHER
debug. info #error, ZKiL info,

87 Custom Metrics Autoscaler Operator HiEH BB KD EE R, RIFHER
console =% json, #Ai\} console,

it A CAIUEBIEE— 1S NEREME, BE L Metrics Autoscaler Operator A
DfERElRethiEZ#E 5 T TLS BisnR,

@6@@ G

8 € B E X Metrics Autoscaler Metrics iR552sI B &Ik %A, SBTFRERK 0 (BT
info) 14 (FF debug) . EIMEH 0,

6 BUE B E X Metrics Autoscaler Operator B ITB&ILTK, Fi8E B F A 1T RS,
ZII] @E%ﬁﬂlfﬁ,u\lﬂi"ﬁﬂﬁﬁhﬁﬁi'ﬁo

e. = Create fl|# KEDA 1225,

3.4. THRBEE BB B4 %S

% 2% (BFFH scalers) IRHEEEE X Metrics Autoscaler Operator FI3E# & pod BIFEHT.

BE IgtrEshY BB aIR X #F Prometheus, CPU. M77#0 Apache Kafka fi /% 25,

&I LAf# FH ScaledObject = ScaledJob B E X FR N EN RECEAR L 28, MNEEHNET ATk,

3.4.1. T f# Prometheus fifl 5 23

IR LAETF Prometheus 38/ B pod, %3EHrAI LUE A B %% OpenShift Container Platform W25
AEB Prometheus RSS2 E NIEITR. B X{FF OpenShift Container Platform W= {E N IEFRIRFT HHIED
BMELR, SR MImER"
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40 Prometheus MBE IEIRBZhT BRI RN ARFKEER, ST EEBE LHIR
R R/NBIRREN 0, REKENARF pod, BE VIEIREHY REA EMEHKE
=L

it Prometheus B89 BXTRRHl

O @ 9090 0 000

100

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:

name: prom-scaledobject
namespace: my-namespace

spec:
#

triggers:
- type: prometheus ﬂ
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092 g
namespace: kedatest 6
metricName: http_requests_total ﬂ
threshold: '5' 6
query: sum(rate(http_requests_total{job="test-app"}[1m])) G
authModes: basic
cortexOrgID: my-org 6
ignoreNullValues: false
unsafeSsl: false @

18 7E Prometheus E Nl A 2558,
187 Prometheus iR g5 28Rtthiit, AFI{EFH OpenShift Container Platform 512,

Ak IBEBEMRE RN RIM A LA, 0RE OpenShift Container Platform W12 B {EHEIFHIIR,
NFEELSH,

¥ E 7E external.metrics.k8s.io AP| FHRRIETREAT, MREFERENE LS ML EE, NFFEET
ZIER T R ME— 1,

IBEMAT BME, YIIEENTEISHFRSRME,

FEEEFRH Prometheus 2 if,

EEBFERIBEPRILAE, Prometheus scalers 2 bearer B2321E (bearer). EABFRIIE
(basic) 2 TLS &85k (ts), AT LATEfR A B F P T IEPEREEBRENFHIIESE, WMLLTEHS
i, RIBFE, HILATLUMER secret,

A% : ¥ X-Scope-OrgID i1k & #24% 7 Cortex 2k Prometheus B9 Mimir #Zfif, XNMSHAE
EW B L Prometheus 71, LIS Prometheus R1% iR B LR,

A% 1 $§ELE Prometheus BiRZE KB il % 28 N ANAIH TR VE,
o IR true, X Prometheus BArEKRITALA SRIFARLLIRE, XREIABIIT .

o MNR false, X Prometheus BFFE KA 24RO %,


https://cortexmetrics.io/
https://grafana.com/oss/mimir/
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% IBERBNBLTIEPRE, FltN, MRTE Prometheus i PEMABERIUES, EELABLIE

o

o
o o

o R true, NHITIEFKE
o N8 false, NAEHITIEPRE, XE2EIAITH,

3.4.1.1. BEB&ERE X IstrB sy BLMER OpenShift Container Platform 1512

1T LUE F B &2 # OpenShift Container Platform Prometheus W iE/F 0 B & X gt BohY B &R MG
TRHIRIR, B2, {EHUIT - LHANERE.

-
AER Prometheus IR TN BB X LS T,

B AHATATES, AT -
o OIERARISIK T LURER S HE,
o HIBRAR,
o JHIZABRMBIRSIS,
e 7 Prometheus f FA B9 % 2R 4G IEXT R P B S HE,

FRFH

o WI&%E OpenShift Container Platform Wi,

® OpenShift Container Platform W rR il JE FAXT A P E X TAE A Emy n i ii i, anflgm
B B T AE £ 8 P e i B R 43 ok

o %% Custom Metrics Autoscaler Operator,
iz
1 FERBELRERBITREYILEITNE -
I $ oc project my-project
2. MREREEBRSI,, EEAUTRSRAERSK,
I $ oc create serviceaccount <service_account>

Her:

<service_account>

1B E AR SSIK B9 B R,
3. FERUTHSERPELIRSIK S

I $ oc describe serviceaccount <service_account>
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Hep:

<service_account>

18 E AR S5 K B9 R,
Ll N

Name: thanos

Namespace: my-project

Labels: <none>

Annotations: <none>

Image pull secrets: thanos-dockercfg-nnwgj
Mountable secrets: thanos-dockercfg-nnwgj
Tokens: thanos-token-9g4n5
Events: <none>

ﬂ TERR R 28 SR HIE R E R LS,

4. FRRSK - SREAIEMA 2BREDIIE
a. BIB—PELLLTRAIB YAML 324 -

apiVersion: keda.sh/vialpha1l
kind: TriggerAuthentication
metadata:
name: keda-trigger-auth-prometheus
spec:
secretTargetRef: ﬂ
- parameter: bearerToken 9
name: thanos-token-9g4n5 6
key: token ﬂ
- parameter: ca
name: thanos-token-9g4n5
key: ca.crt

RN RER secret FHTIRIL
ERASEEERRMNFNEILSH.
EEEFERNTEA,
EESHEPRATEESHBHNEY,

- -

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

5. QA FILE Thanos IEIrMA R :
a. FRUTSHLIE YAML X4 :

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
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metadata:
name: thanos-metrics-reader
rules:
- apiGroups:
resources:
- pods
verbs:
- get
- apiGroups:
- metrics.k8s.io
resources:
- pods
- nodes
verbs:
- get
- list
- watch

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

6. DEHAFILE Thanos 5B BYE :
a. DIB—NRLLUFRAIM YAML 324 -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: thanos-metrics-reader ﬂ
namespace: my-project 9
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: thanos-metrics-reader
subjects:
- kind: ServiceAccount
name: thanos 6

namespace: my-project ﬂ

EEELIRHABRAM.

-\+

© HECBLREHRIA AL,
© EEEBHEIABHERS IS0,
@ EEEBERIT RIS RN,

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

T BT T e e R R B T e L I S R R L Ty Sp e S SRR P i S
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WA, e LAalEY RBIXNTREY BRIFW R AN AHZEFEHBDY K, U 8RB E X IEVRE )
T B"Hrmd. Z¥F OpenShift Container Platform IR F{EIR, 1EffAL 235K scaler B, BASELUT
S :

e triggers.type Wi prometheus

e triggers.metadata.serverAddress /2 https://thanos-querier.openshift-
monitoring.svc.cluster.local:9092

e triggers.metadata.authModes 712 bearer
e triggers.metadata.namespace /1% & T B 45 BBINT R B 6p 4 22 A

e triggers.authenticationRef /5 E £ — 5 higERIARL 85 F D HIE TR

3.4.2. T CPU fifi’% 23
RATLUARYE CPU $8H59 B pod. ILA%% 335 B EBHEIT/E NS TR,

BE BB BRI BEXRXEXM pod, DLEFEIEERN CPU ME. BIh%ERER8 s> &\
RABEZ FRIEIARE, L4 pod BIEE CPU A%, REMAREEED pod WAEER
K, IR pod BEEN A, NRFMLBREE pod HATARSRNERFEAE,

o b4 2T EES ScaledJob B E L HTR—#EHE M,
o LFEAAEMART BANRE, NMERARY &R 0, BIEEERS ML,

5/ CPU BinT BN R=Hl

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: cpu-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: cpu ﬂ
metricType: Utilization 9
metadata:
value: '60' e

minReplicaCount: 1 ﬂ
@ =T CPU R BRAEL,
Q IEEEMFAMIEREE, FTLLZ Utilization ¢ AverageValue.
9 IBEMAT BME, YIEENTEISHFRSRME,

e 7E{#FH Utilization I}, target (HRFTAMEX pod HFFIRIEIMBIFIDE, LA pod FRIFE K
HEME I HERT.

e f{fifd AverageValue I, target [ERFTAHEX Pod BB TEE,
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IEEMmEEITR/NEIARE, F CPUMASZR, MAE1IESNE, FNNRERFEH CPUIE
¥R, HPA FoE4EH N E,

3.4.3. THRAEFEMA 2
(RA LARIE RIS IR B pod. BLAR A 2346 Al AR BEIEFRAE N IEFE0IR,

BE BB B BEXRXIKM pod, MLEFEEENTHORNEFRE. BIMBARIBMAHMD &
INERABEZFNBIARE, DT AE pod WIEEREFHEAR, REMARERED pod WRERE
X, MR pod BEENEE, NREERREMEERHEM,

o b4 2T EES ScaledJob B E L HTR—#EME A,
" o LFEAAEMART BANRE, NERARY &R 0, BIEEERS ML,

ERAE BT BX KA

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
name: memory-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: memory
metricType: Utilization g
metadata:

value: '60' 6

containerName: api ﬂ
¥ memory ¥8TE ML 2R RE,
REEFEAMIBINAE, LR Utilization 5% AverageValue,

EEMAZT RIE, BAEE T B SHFRFSHE,

-

e 7Ef#F] Utilization I, target (EEFTBHHEX pod R FRIEIRHITEE, LA pod HRIEKE
[ELNER .

e f{fif3 AverageValue I, target [ERFTAEEX Pod BB TE,

Q ik R\BZBRBHAEFERE, MAREN pod, EEBRMRBMIASE. EEROIH, REELH
api WERFT T &,

3.4.4. Tf# Kafka b % 23

IR B] LUARYE Apache Kafka £/ # Kaftka MBI EMARSS Y B pod. BE XIEIREET BRESYEK
Kafka X =, FMRIEEYT BT RET BESS I allowldleConsumers S04 E N true,
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MFHTEHYEB I T AL XHE, NHARPERELLTHERT, R RXH
BR, BMABERFRIAIEL

o MRBETEH, NEFH LWIXEE
o MREFIR/ETY, NHHRBFHPMWAAE NS XEE
o TEY BXRIY BIFL CR FI5EM maxReplicaCount

RA LUF A allowldleConsumers S#22 XL BRI 1T H,

{5/ Kafka BirY BXTRRH

10

Q9DDOOOO
o

()]

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: kafka-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: kafka ﬂ
metadata:
topic: my-topic 9
bootstrapServers: my-cluster-kafka-bootstrap.openshift-operators.svc:9092 6
consumerGroup: my-groupﬂ
lagThreshold: '10' @)
activationLagThreshold: '5' G
offsetResetPolicy: latest ﬂ
allowldleConsumers: true
scaleToZeroOnlnvalidOffset: false Q
excludePersistentLag: false @
version: '1.0.0'
partitionLimitation: '1,2,10-20,31' @

8T Kafka fE N A 28258,
8T Kafka FEA BB RFimEHI Kafka ERIBATR,

EEEEEN Kafka REHES D RIIR.

[
m

BATFRETY EMRE URICEE X EER Kafka SHREHN LM,

a

al
& & & & H

P EEMA T BNEHBEIME. BIHEENTEISHFRHRE. IAEDN S5,
D IEEBUEM R B IME, BIHEE VT B SHFRFRE.

a|

: ) Kafka &S E Kafka R EBE RIS, vTH{ES1E : latest #1 earliest, EiIL T latest,
: 87 Kafka BIRABE ST o BT THHMO X E,

o MRy true, Nl Kafka BIAMATRESHBIT TU LMD KEE, XAVFIHE Kafka A7,
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o IR false, N Kafka BIAHAFRER S FH LM OXHE, XE2HIME.
© 5t Kafka HREHERRBI AL BHTH AR,
o RN true, NiZ5XBIA A RH NS,
e INR false, N scaler HiZo KRB HANMETEE, XEHIME,
@ HIk  EEMAK BRE N LIRSS Z A M RN SRS EHE S HR Y KiFE,
o RN true, T BEFSHIRXLN KBNS KIFE,
o MR false, Nt L BEMELIXFLEMEHREEFE. X2RIME
m HIE : 187 Kafka RIEBIIRAE, LAEE N5 SHFRRE. BRIMEH 1.0.0
®

BE-—TMUESORISK ID JIRERE TR, MFREE, NNEEITEFFIIHAN D, &
THEENT B SHFRSBE, MIAEEMAD K,

3.5. THBEE IEIRET B xRS ML

4 R EIER VTR BRI AIHXEAREANT BRELDEEFHEILER, A LUEAfA
22 P IIE R L% OpenShift Container Platform secret. FEAR4E Pod KiFHLE], BT EZ,

IR IES BB RN RIERM MR ZE A R E L —1 TriggerAuthentication X/ R, %t % 23 &2 %E
REEMIZ & & 2 A R BXT RERA,

AN, BESINMBEAFNRAIRZEIE, ERIUOE— N aIErE®EZERRERR
ClusterTriggerAuthentication %%,

PR SSIERI SRR A SR B P RILERAERNEE. BR, SEMAKFNRILTEET BYRIIGIESIA
— DY kind S8,

{5/ secret Bufit % 3355 k<51

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:
name: secret-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef: 9
- parameter: user-name G
name: my-secret ﬂ
key: USER_NAME @
- parameter: password
name: my-secret
key: USER_PASSWORD

Q@ EEEEERITRNAAZEH,
e 1B LAt % 28 SR IEE A secret FHATIRAL,
© A secret IMERBMHHRIFBH,
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Q IEEEFEAM secret IR,
g 187E secret FEIEESH —EFERNEH,

{5/ secret IRl Z 23 B UERHI

kind: ClusterTriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: secret-cluster-triggerauthentication
spec:
secretTargetRef: g
- parameter: user-name 6
name: secret-name ﬂ
key: USER_NAME @
- parameter: user-password
name: secret-name
key: USER_PASSWORD

HER, REMAENRTERMAFFHIIL,
18 Lt % 35 BT IEE A secret #HTIRAL,
5 secret I ER I F B LIS,
EEEMA secret AR,

0009

8 TE secret M5 IEE S —REFERMELHA,

5 BT R 25 F R SR B

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: token-triggerauthentication
namespace: my-namespace ﬂ
spec:
secretTargetRef: g
- parameter: bearerToken 6
name: my-token-2vzfq ﬂ
key: token 6
- parameter: ca
name: my-token-2vzfq
key: ca.crt

EEGBERERBI R B ZE (A,

1EE AR L 25 BB T UEE A secret HHTIRAYL,
ERASEEERRMNFNEILSH.
EEEFERNTEA,

0009
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Q BESHETRETIEESHNEH,

E R 2R A 4 5 R Hl

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:

name: env-var-triggerauthentication

namespace: my-namespace
spec:
env:
- parameter: access_key 6
name: ACCESS_KEY @
containerName: my-container 6

B EGBEREBBI RO B2,

1B LA % 25 B D TR MR R B TR,
EEEFERLTERENSH.
EEINELER BT,

E
%t IBERESMRRIENASR. DRUIIST B R+PH scaleTargetRef 5| BRI THREER.

a|

0009

{5 pod %k R paRfih 4 2% B 4958 i~ Bl

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1

metadata:
name: pod-id-triggerauthentication

namespace: my-namespace
spec:
podldentity: g
provider: aws-eks 6

EEGBERERBI RO B ZE (A,
EE AR A 25 B D RIEERFESRE Pod JIE /T RIAITIRI

909

EE pod &5, X#BYE N none, azure, aws-eks, 5 aws-kiam., ZXiL% none,

Heth TR
e & A X OpenShift Container Platform secret BIE R, 1ES A A pod IR HBUREIE,

3.5.1. [F AL 25 B2 50 E

SR LME AR SRR L SR FMIIE, AEREREE LHRRLUBEMIIE, ARERIINT &
NRIY BESHEIA.
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FoRFMH

o %% Custom Metrics Autoscaler Operator,
o INR{HMA secret, Secret N RN, HIN :

secret <l

apiVersion: vi

kind: Secret

metadata:
name: my-secret

data:
user-name: <base64 USER NAME>
password: <base64_USER_PASSWORD>

ff

L=

S

1. ] TriggerAuthentication = ClusterTriggerAuthentication X%,
a. OETE S REY YAML X4 :

{5/ secret Bufiti % 3355 k<51

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:
name: prom-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef:
- parameter: user-name
name: my-secret
key: USER_NAME
- parameter: password
name: my-secret
key: USER_PASSWORD

b. 3% TriggerAuthentication X% :

I $ oc create -f <filename>.yaml

2. QIEsidmiE A4 23 8 KIER ScaledObject YAML 3244 :
a. IBfTUTHS, QIEE AR YAML ST :
A% 28 S DT UERT BXT R R HI

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
name: scaledobject
namespace: my-namespace
spec:
scaleTargetRef:
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name: example-deployment
maxReplicaCount: 100
minReplicaCount: 0
pollinglnterval: 30
triggers:
- type: prometheus
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest # replace <NAMESPACE>
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "basic"
authenticationRef:
name: prom-triggerauthentication ﬂ

kind: TriggerAuthentication

1B E AR 28 B D IS UENT RE TR,

{57 TriggerAuthentication, TriggerAuthentication 2ZiA(E.,

EAERM A SRS HRIERY B R 6

1]
2]

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
name: scaledobject
namespace: my-namespace
spec:
scaleTargetRef:
name: example-deployment
maxReplicaCount: 100
minReplicaCount: 0
pollinglnterval: 30
triggers:
- type: prometheus
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest # replace <NAMESPACE>
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "basic"
authenticationRef:
name: prom-cluster-triggerauthentication ﬂ

kind: ClusterTriggerAuthentication

1B E AR 28 B D IS UENT RE TR,

187 ClusterTriggerAuthentication.

ST RO RAIXR ¢
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I $ oc apply -f <filename>

3.6. HiE BRYMRNBE IEMB T &
AR ER BT EH S TR BN E DT B,
B, SRR EENTRRE A R AT B, B MIIAIE S T SRR DR 2.

361 HiEEEIERBETT B

& 7] LLE S % autoscaling.keda.sh/paused-replicas SEERINEIT B KRB E IS B T By
ErBRNRNEST B, BEUSRETT BRZIEMENRIET BREENE, HEEa00 8, &
ESEFRAIMBR A Lk,

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4"
#...

P
1. AL T e oY TIE 1R ScaledObject CR :

I $ oc edit ScaledObject scaledobject

2. {ERAEMAERI autoscaling.keda.sh/paused-replicas S f# :

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4" ﬂ
creationTimestamp: "2023-02-08T14:41:01Z2"
generation: 1
name: scaledobject
namespace: my-project
resourceVersion: '65729'
uid: f5aec682-acdf-4232-a783-58b5b82f5dd0

ﬂ 18 B % X Metrics Autoscaler Operator [ &IAY BRI EM(E, HELEEIT B,

3.6.2. N RMNKRERBE IEREIT B

& L@ i &% ScaledObject B autoscaling.keda.sh/paused-replicas ;T 23 &5 2= E E i
=R

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:

12
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annotations:
autoscaling.keda.sh/paused-replicas: "4"
#...

i =
1. AT NI /E1%# ScaledObject CR :

I $ oc edit ScaledObject scaledobject

2. k& autoscaling.keda.sh/paused-replicas jEfi#,

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4" ﬂ
creationTimestamp: "2023-02-08T14:41:01Z2"
generation: 1
name: scaledobject
namespace: my-project
resourceVersion: '65729'
uid: f5aec682-acdf-4232-a783-58b5b82f5dd0

ﬂ HFRILLEMRUEFEEHNBEE U85 &,

3. 7. WEHITAE

WA LREFITTEE, BiIR5REEXIRNEIHFICE, IEREMNAF. BEANHEMRGHGE
M SR G B — R FUE D,

i, EﬁiJrE,.,\_FBHMEZTﬁ*EKJJ?fE FREBME, HEmEAESNRRR A HB9E KSR ER,
XMERFEEE, BRFERENTZ2ENENNRRERF,

371 EE&E FH TT H /L,\'LEQ:&L

& el LLR T 4wiE KedaController B 7E X RN B E Y. Metrics Autoscaler Operator BRiE Hit, H&®
1t KedaController CR FEIFF A B R L X EIBHH 1T B &S

FRFH

o %% Custom Metrics Autoscaler Operator,

ff

L=

S

1. 4#% KedaController B Y FHIRLLZAIN auditConfig /N7 :

kind: KedaController
apiVersion: keda.sh/vialpha1
metadata:

name: keda

namespace: openshift-keda

13
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14

spec:
#...
metricsServer:
#...
auditConfig:
logFormat: "json"
logOutputVolumeClaim: "pvc-audit-log" 9
policy:
rules:
- level: Metadata
omitStages: "RequestReceived" ﬂ
omitManagedFields: false @)
lifetime: @)
maxAge: "2"
maxBackup: "1"
maxSize: "50"

IBEFHITHENMHEN, "TLLZ legacy 3% json,

EERTEEASEENIEFAMEEN. MARE AP RS 889 REBRICRELFA
MEER, MRFILFREZ, BEBERLZZED stdout,

®9

EBENICKIMIL MR EN S SR HE

o

e None : FiLFEH,

e Metadata : [UCFKIERBTEIE, MRS BEEE, FERICTIERITARFNN S
F, XERIME.

e Request : (UCETTHIBMIERA, MAICKMLE XA, XETARERFIEFRIE
*C

e RequestResponse : HEEMHTHIB, ERIAFML XA, XANETARERFIER
TRIER,

EERAUEZEM4IMNE.

®0

IBER T EIERM managed FE&, FMEA API HiTHEMIMNIEX, ALLZ true E&
B&FEX, =X false @& F %,

EEFITRER/NNEGREE,

o

e MaxAge : RIEXHZHRHIGEIN FAE, REHITEHEXHHNRRARE.

e maxBackup : ERENHITAEXHNEAKE, KEH 0 MRBEMEFHITER
{¢O

e maxsize : TEREHITEEXEEILA MB N AR A KN,

| BEREEEFHITEEXH

a. iKEX keda-metrics-apiserver the pod #J&#f5 :
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I oc get pod -n openshift-keda
it Bl

NAME READY STATUS RESTARTS AGE
custom-metrics-autoscaler-operator-5¢cb44cd75d-9v4lv 1/1 Running 0 8m20s
keda-metrics-apiserver-65c7cc44fd-rrl4r 1/1 Running 0 2m55s
keda-operator-776cbb6768-zpj5b 1/1 Running 0 2m55s

b. ERAERLINITHGRTEEHEEIE :
I $ oc logs keda-metrics-apiserver-<hash>|grep -i metadata ﬂ

Al ¢ AT LA grep s RIEE R B RHIBEN T ¢
Metadata. Request. RequestResponse,

o -

I $ oc logs keda-metrics-apiserver-65c7cc44fd-rrl4r|grep -i metadata

i th o Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"4c81d41b-
3dab-4675-90ce-
20b87ce24013","stage":"ResponseComplete”,"requestURI":"/healthz","verb":"get","user":
{"username":"system:anonymous","groups":["system:unauthenticated"]},"sourcelPs":
["10.131.0.1"],"userAgent":"kube-probe/1.26","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2023-02-

16T13:00:03.554567Z","stage Timestamp":"2023-02-
16T13:00:03.5550327","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":""}}

2. B4, BEAUERRENAE

a. EARLIN TGS E % El keda-metrics-apiserver the pod:

I $ oc rsh pod/keda-metrics-apiserver-<hash> -n openshift-keda

4N -

I $ oc rsh pod/keda-metrics-apiserver-65c7cc44fd-rri4r -n openshift-keda
b. # A /var/audit-policy/ B % :

I sh-4.4$ cd /var/audit-policy/
c. JIHHTANAE :

I sh-4.4$ Is
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=1
I log-2023.02.17-14:50 policy.yaml
d REFEEERE :
I sh-4.4$ cat <log_name>/<pvc_name>|grep -i <log_level> ﬂ

Al ¢ AT LA grep s RIS E R B RHIBEN T ¢
Metadata. Request. RequestResponse,

flan :
I sh-4.4$ cat log-2023.02.17-14:50/pvc-audit-log|grep -i Request

i 7 Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Request","audit|D":"63e7f68c-04ec-
4f4d-8749-
bf1656572a41","stage":"ResponseComplete”,"requestURI":"/openapi/v2","verb":"get","user
"{"username":"system:aggregator","groups":["system:authenticated"]},"sourcelPs":
['10.128.0.1"],"responseStatus":{"metadata":
{},"code":304},"requestReceivedTimestamp":"2023-02-

17T13:12:55.035478Z","stage Timestamp":"2023-02-
17T13:12:55.038346Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:discovery\" of ClusterRole \"system:discovery\" to Group
\"system:authenticated\""}}

3.8. WA EHiE
TEIRR A AT BRI REHE R, AT BN S N IR T HERR AR,
TREBNHER IR, EREUTER

o {#f must-gather T EWEHIEIE.

o ME—HIKEID,

&0l LUE A must-gather TE kIS F X B E X Metrics Autoscaler Operator R EZHHHIEIE, SIELL
TR :

e openshift-keda #5322 ] R H FXF R,
® Custom Metric Autoscaler Operator X R,

® Custom Metric Autoscaler Operator CRD £,

3.8.1 WEHHEIE

LT84 N BE X Metrics Autoscaler Operator i21T must-gather T2 :

16
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$ oc adm must-gather --image="$(oc get packagemanifests openshift-custom-metrics-autoscaler-
operator \

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

FrAE OpenShift Container Platform must-gather 34 oc adm must-gather SR~ &UM5%E
B X Metrics Autoscaler Operator #3&,

FeREH
o FHEZXR cluster-admin B &I 1 £EE,

e B.% % OpenShift Container Platform CLI (o¢).

ff

L=

S

1. #AEEZ % must-gather HIEH B %,

INRERFEAZIRMLS, NFEHTHMANT K, MREHEENBHFHEROCERT—

MEER CA, BRE X MNMEER CARMBIERF R, N FZRMLEHEIAR
BER, BT U TSRS ARIAN must-gather BHR1F N IR,

I $ oc import-image is/must-gather -n openshift

2. HATU TR —:
o EURENEE X Metrics Autoscaler Operator must-gather #1&, 1HFERUT®S :

$ oc adm must-gather --image="$(oc get packagemanifests openshift-custom-metrics-
autoscaler-operator \

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

must-gather 85 B E R EZEM Operator P EiF R APAIE, UECTHTFIRME
Custom Metric Autoscaler Operator BJ{E{AI 5 8%,

e [R7T Custom Metric Autoscaler Operator i 24, ZIEE I\ must-gather £HE :

a. FEAMUTHSIKEEE L Metrics Autoscaler Operator S & F I HIXBE HIMBETE :

$ IMAGE="$(oc get packagemanifests openshift-custom-metrics-autoscaler-operator
\

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

b. A BE X Metrics Autoscaler Operator {5 oc adm must-gather :

17
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—— builds.yaml
— core
—— configmaps.yaml
—— endpoints.yam|
—— events.yaml
— persistentvolumeclaims.yaml
— discovery.k8s.io
| L— endpointslices.yaml
— image.openshift.io
| L— imagestreams.yaml
— k8s.ovn.org
—— egressfirewalls.yaml

I $ oc adm must-gather --image-stream=openshift/must-gather --image=${IMAGE}
—— pods.yaml
— replicationcontrollers.yaml
—— egressqoses.yaml
— keda.sh

il 3.1. Custom Metric Autoscaler B must-gather fith =l :
L— openshift-keda
[— apps
| |— daemonsets.yaml
| — deployments.yaml
| |— replicasets.yaml
| L — statefulsets.yaml
— apps.openshift.io
| L— deploymentconfigs.yaml
— autoscaling
| L— horizontalpodautoscalers.yaml
— batch
—— cronjobs.yaml
—— jobs.yaml
— build.openshift.io
— secrets.yaml|
— kedacontrollers

— buildconfigs.yaml
—— services.yaml|
| L—keda.yaml
— scaledobjects
| L— example-scaledobject.yaml
L triggerauthentications
L example-triggerauthentication.yaml
— monitoring.coreos.com
| L— servicemonitors.yaml
— networking.k8s.io
| L— networkpolicies.yaml
—— openshift-keda.yaml

—— pods
|—— custom-metrics-autoscaler-operator-58bd9f458-ptgwx

| — custom-metrics-autoscaler-operator

| | L— custom-metrics-autoscaler-operator
|| L— logs

|| — current.log

|| — previous.insecure.log

18
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| L— previous.log
L custom-metrics-autoscaler-operator-58bd9f458-ptgwx.yaml
— custom-metrics-autoscaler-operator-58bd9f458-thbsh
L custom-metrics-autoscaler-operator
L custom-metrics-autoscaler-operator
L— logs
|— keda-metrics-apiserver-65c7cc44fd-6wqég
— keda-metrics-apiserver
| L— keda-metrics-apiserver
| L— logs
| — current.log
| L previous.insecure.log
| L previous.log
L keda-metrics-apiserver-65c7cc44fd-6wadg.yaml
L keda-operator-776cbb6768-fb6m5
— keda-operator
| L— keda-operator
| L— logs
| — current.log
|
|

—— previous.insecure.log
—— previous.log
L keda-operator-776cbb6768-fbém5.yaml
— policy
| L— poddisruptionbudgets.yaml
L— route.openshift.io
L— routes.yaml

3. MI{EBE =+ OIZER must-gather B AIE—DME4EX . BN, 7EER Linux BIERSMITE
M EZITUTSS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q ¥ must-gather-local.5421342344627712289/ &}y 5Lk B K & .

4. FELLNER 1P Hp o IR B fm] R A B 20 S48

3.9. #%& OPERATOR f5#%
Custom Metrics Autoscaler Operator =73 FF MER B 1 12240 {4 A 1R BX B o FE I {3 FR B9 7.  FEmT LA

Prometheus Query Language (PromQL) R #1121 AR EiiE IR, #HI2s pod ERN REBMA
L=

3.9.1. 5 IAtEBETR I

& B LUEF OpenShift Container Platform Web $2&I& 15 R38R 21T & A,

it =

1. #£ OpenShift Container Platform Web & A% Administrator 1A,

2. %+ Observe - Metrics,
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3. ERIBBAENEM, i PromQL EiH7NE Expression FE&H,

4. BARMEZANEWH, %5 Add Query,

3.9.1.1. 128 Operator 5ix

Custom Metrics Autoscaler Operator & AFFLATIEFR, &R LUEF OpenShift Container Platform Web
PHBERXLERET.

5 3.1. H%E X Metric Autoscaler Operator 15#r

B aHR ek
keda_scaler_activity HEM scaler /ML RFERHN, 1B 1 5R7 scaler I FIEHRRE ; 0K
7~ scaler R5EEK,

keda_scaler_metrics_valu &4 scaler WiEFHIZRIHE, RITEBTFEESH Horizontal Pod
e Autoscaler (HPA) {# /.

keda_scaler_metrics_late =~ M&E scaler (R YRR R,

ncy
keda_scaler_errors B scaler ZEMEIREE,
keda_scaler_errors_total FiA scaler BEIREE IR E 5,

keda_scaled_object_error &N BMINRELZ EMIEIREE,

s

keda_resource_totals BB ZEE P EE X Metrics Autoscaler BE XL FRES, SFEE LK
TREE,

keda_trigger_totals IRAE AR &% 22K BUROAR L 28 B

H7E X Metrics Autoscaler Admission Webhook ¥§f5
B E X Metrics Autoscaler Admission Webhook R & A FFLL T Prometheus 5.

{2y ) 23U

keda_scaled_object_valid # BiHREIEHEHE,
ation_total

keda_scaled_object_valid RiFf5HR8%E,
ation_errors

3.10. TR INE & X3 E T B

ERMBEIEREDT B, EHNEE. BRESEHEE LFRGE ScaledObject B E LR, HNEL
A3 ScaledJob B E YV FIE,
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MRBENENEET BN ITEASUE—N BN R, 74, EREER—ITEAEPHERT RN R
pod #EMA B3 B&(HPA),

3001 ELEMEARRMEE IERB T B’

%A L h Deployment. StatefulSet 3 custom resource T R OB T E M # 0B EE IERE T
B,

SEREMH

o %% Custom Metrics Autoscaler Operator,

o MRMEMEABAE BB RFRE CPU IRFIITT & :

o MHEREENWINBERE 7R ER. B LUEMA oc describe PodMetrics <pod-name>
ERYIREEERE 75, MREE T, WHMELLLITRAE, CPU I Memory 1£
Usage T &

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

i th o Bl

Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler

Labels: <none>

Annotations: <none>

API Version: metrics.k8s.io/vibetat

Containers:

Name: wait-for-host-port
Usage:

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:

Creation Timestamp: 2019-05-23T18:47:56Z

Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-
scheduler/pods/openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mO0s
Events: <none>

o SMEBUEMBIN RKIKM pod IS EIRENAEHN CPU BR{E, B4 :
pod Blig Bl

apiVersion: vi
kind: Pod
#...
spec:
containers:
- name: app
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image: images.my-company.example/app:v4
resources:
limits:
memory: "128Mi"
cpu: "500m"
#...

i =
1 Q- DRLITE YAML 3X : REAT <25, 5 RAT <4>, N REE <5> 2FEH,
£, O8F SN

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "0" ﬂ
name: scaledobject g
namespace: my-namespace
spec:
scaleTargetRef:
apiVersion: apps/v1 9
name: example-deployment ﬂ
kind: Deployment €
envSourceContainerName: .spec.template.spec.containers[0] G
cooldownPeriod: 200@
maxReplicaCount: 100 6
minReplicaCount: 0 Q
metricsServer:
auditConfig:
logFormat: "json"
logOutputVolumeClaim: "persistentVolumeClaimName"
policy:
rules:
- level: Metadata
omitStages: "RequestReceived"
omitManagedFields: false
lifetime:
maxAge: "2"
maxBackup: "1"
maxSize: "50"
fallback: {§)
failureThreshold: 3
replicas: 6
pollinglnterval: 30 @
advanced:
restoreToOriginalReplicaCount: false @
horizontalPodAutoscalerConfig:
name: keda-hpa-scale-down @
behavior:
scaleDown:
stabilizationWindowSeconds: 300
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policies:
- type: Percent
value: 100
periodSeconds: 15
triggers:
- type: prometheus @
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: basic
authenticationRef: m
name: prom-triggerauthentication
kind: TriggerAuthentication

A% FEE B E X Metrics Autoscaler Operator S 8lAT BEIIEENEMFE BT B, W

"Pausing the custom metrics autoscaler for a workload" E8 43 Ff i,

EEL B E BB RIAM.

A% - FEE BIREOREY AP ARA, BRIL T apps/vi.
1B E BYE BN REFR,

157 kind *y Deployment, StatefulSet 5 CustomResource.

Ak EEBIHIERNARNET, HPNBE BT BRBIKIIE secret FIMETE
%, BILN .spec.template.spec.containers[0].

ik, IEE—NMERENME BIREEE/HMNNE (U NEL) , EETXMNEFEFS
JFERE4EE N 0 (W12 minReplicaCount X&) 0) . BRIA{E T 300,

i IEET RN R AREIAEE, BIAED 100,

o

IR RN BIA B E,

=

o

b
e IEEHITAEHSHE, N'EEHITBKICK B2 R,
b

Ak IREEYT BEFEIIEMIREHIKENE failureThreshold S#E L HUR T EHR EI B EIA
¥, BXOBRITHANESER, HSH KEDA X4,

0

wk SRR E MR A SRR A AR (AR EAD) o BINED 30,

ik IHERSEMBRT BN REFBIRHIRT B NRBEIAE. Ry false, XTEM
PRI B REHRBRIEAH,

A% : #87E pod B BT BHEIR. il H keda-hpa-{scaled-object-name}.
Ak IBE AN B RS S R E AkY B pod BOERE, W'Y RRIE "D AT,

EREY REMMA L 2R, WM AR BEIEE T B RS9 PR, AFIERA
OpenShlft Container Platform 1%,

EEMAL SR B MINIERERMA R FMINIE, NFELER, ESH M ITRER D H
EI’J 7 54’5,@)@* PRE )] A a5 B 10
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"

aEEGTHEE, URIEREEREE IENBETT B :

o

o

o

o

o

e ki A TriggerAuthentication & 4 85 7355 1E, X ERINME,

e i A ClusterTriggerAuthentication 3&{# &Rl 4 25 5 DL,

2. BITUTHERLBEE IEIRATT & :

I $ oc create -f <filename>.yaml

I $ oc get scaledobject <scaled_object_name>

i =l
NAME SCALETARGETKIND  SCALETARGETNAME MIN MAX TRIGGERS
AUTHENTICATION READY ACTIVE FALLBACK AGE

scaledobject apps/vi.Deployment example-deployment 0 50 prometheus prom-
triggerauthentication True True True 17s

EERHIEAMNUTFE

TRIGGERS : 157~ 1E7E{H FRVAL A 2RS4E 2R

AUTHENTICATION : #5/RAf{E FABEIfR A 288 SR M IER & F,

READY : {5~ BN RES A& FHNMEN

m AR True, N BN REFLE,

m IR False, AFMOIERNRAXN—DIHEDNRAFG, § BRI RERTH,
ACTIVE : fE " BREXKE :

m IORK True, NKHITHER.

® 0R False, NIFARLZEHER, RNEURM—NHE DN RAPZBERITHES DA,
FALLBACK : $&5R~BEE IEIRBE T BEE LW MIRIREIEIR

m IR False, BE BB BERIKAUET.

m MRy True, BE BB BRIREIER, EAEGLRH—DPHEINRPEERE
PR % AR,

3.10.2. R RRINB E Y IEWRBE T R’
R LU AR R RO B E IR E T R,
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BF

AT RAFALIE 1T?TE,\E MRORTIINRE. HARTATIHRER LIS AR 55 F ML
(SLA) ZFr, BYsemaEH TR, ABETHERE T NRhERE], XERARTIE
il TM@%F%EW%%&E’JIM&, HENSEF LM BRREERFEEL

BRIABRAT G FEEMNESER, WSARATIT i F e,

SeRFMH

o %% Custom Metrics Autoscaler Operator,

ff

L=

S

1. BIB— P ELULLTRREIE YAML 32 -

kind: ScaledJob
apiVersion: keda.sh/vialpha1l
metadata:
name: scaledjob
namespace: my-namespace
spec:
failedJobsHistoryLimit: 5
jobTargetRef:
activeDeadlineSeconds: 600 ﬂ

backoffLimit: 6 @)

parallelism: 1 6
completions: 1 ﬂ
template:
metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
maxReplicaCount: 100
pollinglnterval: 30 ﬂ
successfulJobsHistoryLimit: 5 6
failedJobsHistoryLimit: 5 €))
envSourceContainerName:
rolloutStrategy: gradual m
scalingStrategy:
strategy: "custom"
customScalingQueuelengthDeduction: 1
customScalingRunningJobPercentage: "0.5"
pendingPodConditions:
- "Ready"
- "PodScheduled”
- "AnyOtherCustomPodCondition"
multipleScalersCalculation : "max"
triggers:

- type: prometheus @
metadata:
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serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "bearer"
authenticationRef: @
name: prom-cluster-triggerauthentication

EE AL AT LB 1T BB KRS (A,
EEELHEHRE. FKINMET 6,
Ak FEEFALNFHITIZITE DA pod BIE ; BIAHN 1.

o WFIEHFITHIL, FHRBRKE, MBRKLE, MEAEN 1,

O 009

A%k« IEEVRCF L TEREE RN TS D pod,
o XWFIEHITHEIL, FRBERKE, MBRKLE, MEAEN 1,
o WNFEBEERMITHNFATEL, EHEETHE.

o NFHAIERAFIMFTEL, HRE unset, BECHIXBERIER, BIMEN
parallelism S##{H,
15

PEH 25 08 pod AR,
DRI BIMRKREIAHE, BINEH 100,

B

D lEERESNARA AR FFIR (UMY EA) o FOAED 30,

I

 HENMNRE S DKM, BRINET 100,

o

E
1%
1%
0 EERIh TR E, FINMED 100,
1%
1%

 BEBMHRRPHNARRNEH, HhMBEE LB RBKINEE secret WIMNELE
. Bl .spec.template.spec.containers[0].

4 o

Q@ 900909
I

Ak EEEESFT BN BERALITNEFIL

o default : INRXFHY BIEWEESH, NBIT BRaKE—1HNEEL. BoTBS
FERRFM specs EEFOIEME,

e gradual : MIRXENY BELEER, BT BASKLLEINENEL, Bh4Elss
A& specs OIEFIE L,

S

A%k IEE—N BE : default. custom = accurate, L7y default, MNEEZE
B, ESHTEN"RNINTHR"E49 P esEiE,

EERET REMBIMRA S, N HHBEEEE T R LS 82 A,

=

Ak EEMA SR EMIIENERMA ST ORI, MERSER, ESHMIZIFRD
B THEEZE X IEFRE )] ML 85 B 194

e i\ TriggerAuthentication & 4 85 255 1E, XERIME,
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e A ClusterTriggerAuthentication 3&{# PRl 4 25 5D UIE,

2. BITU T RRUBRBE BB R ¢

$ oc create -f <filename>.yaml

o HEMMHH, URIREEUREE EHBETT B :

I $ oc get scaledjob <scaled_job_name>

it =Bl
NAME MAX TRIGGERS AUTHENTICATION READY ACTIVE AGE
scaledjob 100 prometheus prom-triggerauthentication True True  8s

HERREPRLUTFE

TRIGGERS : 157~ IETE{H FIRYAR A 28 4 28,

o

o

AUTHENTICATION : 5/~FR{E ATt % 25 B 19 5 IE R & R,
READY : {8~ BN REBDHES TSN -
m INRN True, T BEFREFLE,

o

» 4R False, HFEORMNKRPHN—IHSINRERE, T RBRENKRHTTH,

o

ACTIVE : {8~V BRE A% :
m IR H True, NEHITHEM.

» IR False, NIARLZELM, FEAELBRO—DPHL I RPZERIRHS A,

X

3.10.3. HMHIR
o THRAT VBB BiE RSB IIT

)=

3. HERE E . METRICS AUTOSCALER OPERATOR

& B LAM OpenShift Container Platform &2/ fifiR B E LIEr BT &, MBREE X Metrics
Autoscaler Operator [&, MIFRS Operator #83% B fth 2H 44 LUEE 6 H FTE 7E B [,

==
B 7Bk KedaController B E X R (CR), R Ak KedaController

CR, OpenShift Container Platform = {E/}l|kk openshift-keda 5i B i iEi#2, WR7EMIFR
CR BiftIB& 7 B E X Metrics Autoscaler Operator, &I EMIBR CR.

3.11.1. E1E; B % X Metrics Autoscaler Operator
FERALUTH M OpenShift Container Platform &5k B E X IsIr BT B,
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FoRFMH

o %% Custom Metrics Autoscaler Operator,

ff

L=

S

1. £ OpenShift Container Platform web #£# &, i Operators - Installed Operators,
2. tN#3| openshift-keda T H,
3. fiFk KedaController B & X ¥R,

a. ¥ ZF| CustomMetricsAutoscaler Operator /R KedaController ;25 &,

b. HEIBE LKIE, AFER Delete KedaController,

c. = Uninstall,

4. R B E X Metrics Autoscaler Operator:

a. = Operators - Installed Operators,

b. # %l CustomMetricsAutoscaler Operator ¥ 7 Options 3 F1%F% Uninstall
Operator,

c. m Uninstall,
5. @ik : fFEF OpenShift CLI PR B & LIstrB oY B4AEH :
a. MERBEE IEVREEY & CRD :

e clustertriggerauthentications.keda.sh
e kedacontrollers.keda.sh

e scaledjobs.keda.sh

e scaledobjects.keda.sh

e t{riggerauthentications.keda.sh

$ oc delete crd clustertriggerauthentications.keda.sh kedacontrollers.keda.sh
scaledjobs.keda.sh scaledobjects.keda.sh triggerauthentications.keda.sh

fiibRk CRD £filr kXA R, EHAGNAGRHE, BE, AREE—LLMFlRIE
BHAA,

b. FIHEMBE IERBTT RERAR :

I $ oc get clusterrole | grep keda.sh

c. MERFIHMBRE EBEHT REFAR, 0 :

I $ oc delete clusterrole.keda.sh-vialphai-admin
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d. JIHEMBE ErET BREFHABHE :
I $ oc get clusterrolebinding | grep keda.sh

e. MERFIEMBE BT BRERFAGHE, Fi :
I $ oc delete clusterrolebinding.keda.sh-vialphai-admin
6. MREEIEIRBIT BIA :
I $ oc delete project openshift-keda

7. ME& Cluster Metric Autoscaler Operator :

I $ oc delete operator/openshift-custom-metrics-autoscaler-operator.openshift-keda

129



OpenShift Container Platform 4.12 i s

BA4EZFETRENPODKRE (FHE)

4.1. ERFAERZFE% POD &
Pod EER—NIERITRZ, JREH pod MMAKEBIEEEMT & L,

4 pod BI& pod E T RIS E,

2R\ pod HEE

OpenShift Container Platform B — MR KL B A~ HFRKNWHKINAERF. RMAAERFERARNE
MEBENLTERRERES pod WHERER,

=2 pod HEE

INRIEBER L HILHIFT pod WREALE, ™ LLFIF OpenShift Container Platform &2 A ThaE sk
BCi&E pod, MMfE pod BERIBE R RFEREN T R LIZTT, HESHFEN pod —iRIZ1T,
eI LA A LA A B ThRE SR 122 6l pod B :

® Scheduler EBiE%

e Pod REXMERN R RECHEARI
o RXKEM

o Rk AR

o ITRMAEMR

o TRIEMEA

411 X FRINFERRF

EKIABY OpenShift Container Platform pod AERRRF i TTHEER pod WEEIELEHH T =L, ©M pod
HEHIE, HERSREARENREENT R, EREMIUEE, FHIRIBRAAR, BFRREH pod ;
BN pod BERNRE T RH pod QIEHE,

4110, TREGAHE
HEMERAERFRESRIIRENFERFF/Z @y =SRFEEEFEE pod T A :

RIBIEENARKE RS IET AT . XAILUBIERRA N predicates, 3% filters B E2F ENENFIZR
EBN T RLEZ1TREI,

BESU B IS T s IR E Sl
XA LGB — %5 priority, 8% scoring S5, XLEEECAE QB BN TF 0 B 10 2[E, 0 RERFE
&, 0 NRTFREEEEZ pod. FERFEELTLUANEMESIEEFERFEN AE (EHE)
M INEEIRMM T ROBERUINE (KREHOFHWBRINERN ) , AEREENTREBINFAMES
BIRE S HAEN, BEAAUERAXIMEBRENELEIFHTFESNEEMN,

EEREENT R

TREROEHF, RAEESEESHT RELEZ pod. MRSNT SEIDEHER, NIFEHIEFE
Hep—1
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4.1.2. HERFRH
1£ OpenShift Container Platform FRAEM—MNEE A HI 22 FR AR RN R BRI,

4.1.2.1. Bt ZE gm0 5

EEAFLLEBITE T REBEME, NEMBNE (TR) EXZNHEING, I
0, region=r1, zone=z1, rack=si,

XEFRERINRBRNE X, EENAUBEHNVEEMBNIG6eE, Wish/&F/BH. 54, &
A LOY ARG INE UERRENIS], BE=THHILESES (40 : regions - zone -
racks) . BIE G AT LATER DN £ LUERIAE S HEE RECMER R KECMER,

4.1.2.2. FEH
EEANEEPEREAERR, EEA—NEEZSNRING| EIEEXM, SFESH XM ISRFIA
BTFE—IRSH pod AEEIBTFR—LFNHT R, XRIEEABGERNE pod EHE _ ERETFHE,

LU Ab IR N TR A IE IR E K, SIRE—RKMEHFEE T KRABTIEE pod, MAFHEZ pod,

NREFERFIRE pod WREME, HS AT KBRS T R EBY pod TRE, BAKREM
RECMERN R RECMEMIIAR X F EAh pod E pod,

B UM B ESIAEINEE, KIBEE pod AT LAVHEEIWLET =, FEMEX FHM pod FinHl=kiE
“HfE,

4.1.2.3. KB

EEANEEPEREAERRE, EET—NEEZSNORING EIEERFEM, SHESH MR R (3K
28 BREBTE—IRSHME pod 2B EIBE T ZAA AR T RE, XFEABRERNBEFESES R, U
SHETAMERN., AERREZREMAERNT M2 B RS9 EERS pod.

INREFERFIIRE pod WREME, HS AT KBRS R EBY pod TRIE, BAKMEMR
RECMERN R R MLIAR X F EAh pod ME pod,

IR G AT LR A L B AR TR, SRAETE pod ALAVIREBIRILE S, BB F H pod s HIskiE
iR,
4.2. FREERFEESRE POD

IR BT LU OpenShift Container Platform Bo& N {# A AE B ESENN pod AEEIERBAM T R L,

421 X TFHAERFERES
AT LU — N 2 AR B AR S pod AR RS B & ks
RMAEREEBENT

LowNodeUtilization
BB SR AT RIAITFEHSE pod, URKEENT KRRNTRAZEEIE, XM RESRERIANEE
BRI H.

HighNodeUtilization

HREERAGRESH pod REFREDHT A, SHARIMET A, H*EENTRM RS
CESEY
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NoScoring
XE—MEIERARES, BIEAMAESE (score) HEMRILINZIRAE B, XATRERNERHN

VRRSRIREEIFHER,
422 EEAERFEESR
AL AERFRE A ERAERFRESE.

FeREH
o FHER cluster-admin B &I £,

1. W% Scheduler %% :

I $ oc edit scheduler cluster

2. I8ETE spec.profile ZEEH{FHAMEESE :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
mastersSchedulable: false
profile: HighNodeUtilization @)
#...

Q % &5 LowNodeUtilization. HighNodeUtilization = NoScoring.

3. RIS LAMES L E

4.3. B KRB MR < BC MR AB X F E At POD JXE&E POD

KEAMER pod I—AEME, AFEHCIIHFEAERNT =, RRBMER pod W—NEM, BTFMHEL
pod AR EANTI m L,

1E OpenShift Container Platform /1, AILUMEBN pod KZEM4H pod K X MFERIBEM pod EHIEE /(BT

4.3.1. 7 & pod KELME

TR LUMEBD pod KEMR pod KX BMFAREEM pod LBYHE/([EFRZEBREI pod B B R EIRFL T
=

™o

o WNRF pod LHIFRE LTS5 HHT pod LEIFREICES, pod XELMEA LU 5 HERRF4#T pod
MEESHAM pod HEIMT =L,

o HNRH pod LHIIFZ LR S LA pod ERIFRZEICES, pod & xEXME A LARE IE A EE TR R[5 pod
WEZRSEAHERAREN pod HHEIMT R,
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flgn, EE AR RECERIN, TERRSS RSAEX FEAMARSS 8 pod KBRS pod. MNRKFERSH
pod BIMREE R E 7 —BRS5HY pod FoI, AR IR W AR AR KREXMERN, BhIERT—BRS589 pod AR
5 E—BRSH pod AT R E, &, ERLUNRSSH pod DBEIT <A, AR A4

£, LU XBIERIE,

AR IR S A S pod TREM pod LA, ERER XML, #{EARE
N ME— 1A LB S IEAR ) pod.

pod KEXMEMNIAFF, BIZRNIA LA,

AR ENN], pod FREVIRERT = b, MRFHUINIFEE T MBI B R e & 2t s ST ML,
B RIUE—E RE SR FITIT AN,

RYE pod (NG G IXE, HERFARITEENERXKEZRWEHR TN pod $HE
, BEMT R, BN, pod AT,

EFAIEXFIER, HFANECE L EHNERB pod B9 pod KHEKIE,

EHLhET Pod AR SXHERE pod KEKME/ RKEKM, EAILUSELEMNISREAN, KR HEEXMH
ML, WMREREHEE, TROMELHRLGEAN, REZIRHR RN,

UTRAIERTEET pod RECMEM R KXEMER Pod M&.

EARPIFR, pod XELEHINIEEE, REYTREVE—NBEZITEHERR security F1{E S1 BIIREH
pod I, pod FAILAERLXN T ML, pod R KEFMENIFRR, AR REMEZITH A H security F{E
S2.MIRZ%M pod, M| pod FREATFTAEERILT =L,

B pod XEMEH Pod Bdi& X H1

apiVersion: vi
kind: Pod
metadata:
name: with-pod-affinity
spec:
affinity:
podAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution: g
- labelSelector:
matchExpressions:
- key: security
operator: In
values:
-s1@
topologyKey: failure-domain.beta.kubernetes.io/zone
containers:
- name: with-pod-affinity
image: docker.io/ocpge/hello-pod

@ FTEE pod RKEkEHINT,
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@ T mEHIL,
OO /T EHAE (175) F R AL,

ZEBFRTIAE pod EIFRZEFE pod #14&F matchExpression S MHE S Z RIMXTR, AL
7= In. NotIn. Exists 5t DoesNotExist,

BE pod XM Pod B i& X461

apiVersion: vi
kind: Pod
metadata:
name: with-pod-antiaffinity
spec:
affinity:
podAntiAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:
- key: security
operator: In
values:
-S2
topologyKey: kubernetes.io/hostname
containers:
- name: with-pod-affinity
image: docker.io/ocpge/hello-pod

FAFBEE pod & XEMERI/NTT,

E AR 5F AL,

NREFANFEEMNE, HEEFENERESNT R

o R SROR TE AT B R i SREXME RN EY pod FRi. fEREIRZERIEEFNE.

0009

BERFRTINE pod EMFRZEFE pod M4& 5 matchExpression SHMEEAZAIMXZR, AL
= In. Notin. Exists 5 DoesNotExist,

NRT RIPEIEIZITIN R, FEETBIHNE pod LRKEKMENN, pod &MEFE LT RE
1517,

4.3.2. Bt & pod KELMHERLI]

UTFHEERT — MR FHN pod BBE, BOE—NMFEREINERN pod, UR—MEAXKMERALTHE
% pod —#2IHEM pod,
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(BT REE T X BRI EARE A pod A,

1. 0% pod M EBEFEIEH pod :
a. FERUTARECE YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: security-s1
labels:
security: S1
spec:
containers:
- name: security-s1
image: docker.io/ocpge/hello-pod

b. % pod.

I $ oc create -f <pod-spec>.yaml

2. TECIEEM pod B, ECELLTSELURMKECME
a. FERUTARECE YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: security-s1-east
#...
spec
affinity @)
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution: 9
- labelSelector:
matchExpressions:
- key: security 6
values:
- S1
operator: In ﬂ

topologyKey: topology.kubernetes.io/zone 6
#...

AN pod FELME,

®9

BCi&E requiredDuringSchedulinglgnoredDuringExecution S413%
preferredDuringSchedulinglgnoredDuringExecution %4,

o

18 E L BHI key 1 values, INREFER pod SHM pod —BHE, EEASE
— pod EFRZEHERIRY key #1 values S,
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IEE— operator, ZEFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
BEFF In REXRT R EFEZIR.

6 157 topologyKey, X2—NFEF M Kubernetes 1%, HRITHAFRTIXFERIRT

o
“ANO

b. A& pods,

I $ oc create -f <pod-spec>.yaml

4.3.3. F2i& pod R KELMEHL]

DTFHRERT —NEEAN pod BBE, BHIB—NHFAEENRERN pod, LUR—MER R FEMERFHN
SeZ PR IE &% pod —2AE M pod,

% o
I REE EERF KRR INE A EERY pod AR,

Pt =
1. A% pod M EG R EIREM pod :
a. FAUTAREOE YAML XX :

apiVersion: vi
kind: Pod
metadata:
name: security-s1
labels:
security: S1
spec:
containers:
- name: security-s1
image: docker.io/ocpge/hello-pod

b. & pod.

I $ oc create -f <pod-spec>.yaml

2. TEQIEBHM pod B, BCBLLTSE :
a. FRUTARBCIE YAML X4 :

apiVersion: vi
kind: Pod
metadata:

name: security-s2-east
#...
spec

affinity @)

podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution: g
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- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:

- key: security ﬂ
values:
- $1

operator: In 6
topologyKey: kubernetes.io/hostname G

N pod R RERME,

BCi&E requiredDuringSchedulinglgnoredDuringExecution S413%
preferredDuringSchedulinglgnoredDuringExecution %4,

SF—NEERFN, BT EEE—N1-100 MINE, (LEEFNERSNT S,

1B E L B H key #1 values, WREFEH pod A5 HM pod —BAE, HERS
BE— pod IR BRI key #1 values S,

® 00 00

EE— operator, ZEFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
ZEAF In REKRT R EFEEELIRE,

6 {57 topologyKey, ©R—MIFKEIERE Kubernetes 115, BATFRTIXFEEMIRIM,

b. % pod.

I $ oc create -f <pod-spec>.yaml

4.3.4. pod FEX MR RER ML R B
LUFRBIETRT pod KELMER pod kKB,

4.3.4.1. Pod FXEktE
LATRRAET 7T BA LRSI EEEE2 M pod B pod B,

® pod team4 EF 1% team:4,

apiVersion: vi
kind: Pod
metadata:
name: team4
labels:
team: "4"
#...
spec:
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
#...
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e pod team4a 7t podAffinity TEA % 1%EFES team:4,

apiVersion: vi
kind: Pod
metadata:
name: team4a
#...
spec:
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: team
operator: In
values:
-4
topologyKey: kubernetes.io/hostname
containers:
- name: pod-affinity
image: docker.io/ocpge/hello-pod
#...

e team4a pod HE RS team4 pod RN T = L,

4.3.4.2. Pod RKXE
LUFRBIER T BB RIS %F888 pod B9 pod R REXE,
® pod pod-s1 EF 1% security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
labels:
security: s1
#...
spec:
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
#...

® pod pod-s2 1£ podAntiAffinity T 2G5 %25 security:s1,

apiVersion: vi
kind: Pod
metadata:

name: pod-s2
#...
spec:

affinity:

podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
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- labelSelector:
matchExpressions:
- key: security

operator: In
values:
-s1
topologyKey: kubernetes.io/hostname
containers:

- name: pod-antiaffinity
image: docker.io/ocpge/hello-pod
#...

® pod pod-s2 FTEFEES pod-s1 R & L,

4.3.4.3. BPEECHRZER Pod [ KEKHE
LU RBIER T 1% 8 B EFIR 2505285 B pod B pod KEL M,
® pod pod-s1 EF 1% security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
labels:
security: s1
#...
spec:
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
#...

e pod pod-s2 EFTREFER security:s2,

apiVersion: vi
kind: Pod
metadata:
name: pod-s2
#...
spec:
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: security

operator: In
values:
-82
topologyKey: kubernetes.io/hostname
containers:

- name: pod-affinity
image: docker.io/ocpge/hello-pod
#...

B 4EPPHTREN PODHE (GAE)
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o [RIET R EEF security:s2 I1%H pod, BNARKVIE pod-s2, MNREBERIZIFEHIHEM
pod, #T pod RRFERFLIRE :

i th o Bl

NAME READY STATUS RESTARTS AGE IP NODE
pod-s2 0/1 Pending 0 32s <none>

4.3.5. £ pod XEXMEF R K HL M k12 L& Operator FIALE

KINERT, H&E Operator B, OpenShift Container Platform &BEHIF Operator pod ZEEEIHh—
A worker TR, AT, EELERT, BAEFEEZ pod HEERE T ms—HT =L,

LA Rl T & T RE A 4% Operator pod VB RIRE 77 sl — 417 mAIIER ¢
o IR Operator EZRENFA, #1amd64 =X arm64
o IR Operator EERFEMIRIERSE, %0 Linux 3 Windows
o WNRIEFHE Operator ERI—PEN LA FR—HNEHNEN LT/
o MNRIMEHLE Operator FTEENEMZRII R DEL, LUE 7 E N MZESFE 4 R S 4

el L@ A Operator B Subscription X7 RiAIN pod KEXME S & KB M 12 H] Operator pod FIZR AT
IEQ

LU RBIESRT a0 pod KBRS IE M BB R EIRZH pod H&REZ B TE X Metrics Autoscaler
Operator :

15 Operator pod BB — NS MEE T A Pod XIHERE

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:
- test
topologyKey: kubernetes.io/hostname
#...

ﬂ ¥ Operator B pod B ZIE A app=test /1% pod BT7 s LM pod FEL i,
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BhiE Operator pod B — 1L MFE T R Pod R KEXMERAI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAntiAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:

- key: cpu

operator: In

values:

- high

topologyKey: kubernetes.io/hostname
#...
ﬂ — pod RXkEiME, EaBALE Operator B pod I EIEA cpu=high T2 pod BT s L,
AR

E 4l Operator pod BB, BRI TEE :
1. RERE Operator,
2. MRFE, FHREREWT REIMC N ERmR KB,

3. Y@%E Operator Subscription X R LRI K E 4 -

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAntiAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
podAffinityTerm:
labelSelector:
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:

141



OpenShift Container Platform 4.12 i s

- ip-10-0-185-229.ec2.internal
topologyKey: topology.kubernetes.io/zone
#...

@ 710 podAffinity 5 podAntiAffinity.

o EffR pod MBIFEMNTRLE, HETUTHS :

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
custom-metrics-autoscaler-operator-5dcc45d656-bhshg 1/1 Running 0 50s
10.131.0.20 ip-10-0-185-229.ec2.internal <none> <none>

4.4. FAT R RERMERINZE T = B POD K&

KEMER pod W— P EM, BTFEEICIIHEREERNT &

1 OpenShift Container Platform /R, 7 mXEXMERHFERFFHRAE pod BRI ENRL BRI —HHMI,
N 2ER T =B E Y FRZEF pod FE E LS ATE L,

4.4, T BT RREME

R BRI pod IEE S ATLUKEBIL pod BI—HT smEy RN, T s B &AL
f5ltn, EEILUE pod BB HIVEEEHE CPU ML FHE R AR T & LiZfT,

R RBEM AL W, BN ZHUR A

AR ENN], pod FREVREET = b, MRFHUINIFE T M B R e & 2l s ST MU,
B RIUE—E RE SR FITIT AN,

INRT RIREIEIZITIN R, EEFBHE pod LT RRECMEMN], 1% pod FARETEX
N R EIE1T,

EA L@ Pod MIAR XM ECE T kM. BT LUEE S EMNISREF N, SERHEEXHFHN,
MRERBERE, T REIELHBLEMN, REZHHR RGN,

Tl Pod spec @E&—&HN], E3K pod REFIEHF# Y e2e-az-NorthSouth B {5/ e2e-az-North
= e2e-az-South WIRER TR L -

BAT KBS ZEMNE pod BoiE XX 4B

apiVersion: v1i
kind: Pod
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metadata:
name: with-node-affinity
spec:
affinity:
nodeAffinity: )
requiredDuringSchedulinglgnoredDuringExecution: g
nodeSelectorTerms:
- matchExpressions:
- key: e2e-az-NorthSouth 6
operator: In
values:
- e2e-az-North 9
- e2e-az-South G
containers:
- name: with-node-affinity
image: docker.io/ocpge/hello-pod
#...

@ FTRERXBMHNT,
@ EnEHIL
OO0 imEst/ Ex (173%) FRBIFAZMI.

ZEBARTT R EMIRZEH Pod M4 matchExpression SHMEE S Z AIMXR, XMEALL
= In. Notin. Exists 5 DoesNotExist. Lt = Gt.

THIFBT RS E—REEFIN, EHNEMEN pod LFEEEFH S e2e-az-EastWest B IE ) e2e-az-
East =X e2e-az-West Y77 = :

BAT RKREMEREF AR pod BdiE XX 4B

apiVersion: vi
kind: Pod
metadata:
name: with-node-affinity
spec:
affinity:
nodeAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: g
- weight: 1 e
preference:
matchExpressions:
- key: e2e-az-EastWest ﬂ
operator: In
values:
- e2e-az-East G
- e2e-az-West ﬂ
containers:
- name: with-node-affinity
image: docker.io/ocpge/hello-pod
#...
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@ ATEEYRRBMRNT,
Q E X AmBFH,
9 NRFANFEENE, HEEFNERESNT R
mﬂ\@iv_ﬂﬁﬂ%ﬁ/ﬁﬁ (FR3%) F =P RZANI,
ZEBARTT R EMIRZEF Pod M4 # matchExpression SHMEE S Z AIMXR, XMEALL

£ In. NotIn. Exists 5 DoesNotExist. Lt Gt,

SEERAN TR R XS, {BEM Notin =X DoesNotExist i2 B /AL RE L ILX FT H,

YNRIEIER — pod ECEFP R AT R REAER T mukiFes, HESUTILR

o MNRRNIEE T nodeSelector 1 nodeAffinity, I 71H RIX PN &4 pod
FREVRE BRIETT R

o HIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEHA—
1 nodeSelectorTerms i B pod FLAEEVAE R T s £,

o MRMEIBET %15 nodeSelectorTerms Xk 5iH matchExpressions, H4LRE
i matchExpressions &3] &1 pod FREE I = L,

4.4.2. BB KRBT Z AN

BFHRVEAN, pod FEEVIREEITI R £

it 3

UTFSHBERT — M EMERE, tRESUR—TSR, URAERFERBERLT R LM pod,

1. {8 oc label node #5457 SR MNIRE -

I $ oc label node node1 e2e-az-name=e2e-az1

B
AR LA AL T YAML SERINFRE :

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
e2e-az-name: e2e-az1
#...

2. 03 pod M EERERZH pod :
a. FAUTAREOE YAML XX :
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(BT AR EHS X BRI ENAE R pod .

i th o Bl

apiVersion: vi
kind: Pod
metadata:
name: s
spec:
affinity: @)
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution: 9
nodeSelectorTerms:
- matchExpressions:
- key: e2e-az-name
values:
- e2e-azi
- e2e-az2

operator: In ﬂ

AN pod FELME,

B i& requiredDuringSchedulinglgnoredDuringExecution 2%,

09

18 EWIH BB key # values, HIRFHER pod WERBEREN T RE, HEAST
=R MR key # values 23K :

Q 1EE— operator, ZEAFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
EERF In RERT R EFEEELIRE,

b. B pod :

I $ oc create -f <file-name>.yaml

4.4.3. FEREEIER T R BRI
mEF AL E 1T R AU A B AR e = 2R SIS T AL, (B ANRIUE— RE B 5 B PHAT B,

i e
UTHRRRT —NHENRE, KRERUB—ITR, URAERFZHRERZT R LR pod.

1. {8 oc label node %4517 SRR -
I $ oc label node node1 e2e-az-name=e2e-az3

2. BIBEARENREM pod :
a. FERUTARBCE YAML X4 :
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(B RE BT X MR INE AR R pod i,

apiVersion: v1
kind: Pod
metadata:
name: si
spec:
affinity: @)
nodeAffinity:
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 9
preference:
matchExpressions:
- key: e2e-az-name
values:
- e2e-az3

operator: In 6

AN pod FEEME,
Bici& preferredDuringSchedulinglgnoredDuringExecution S%{,

AT RIEE—TEF N 1-100 BINE. LEEFNERENT R,

- -

18 EWIH BB key # values, HIRFHER pod WERBREN T RE, HEAST
=R Z R key # values 23 :

IEE— operator, ZEAFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
BEFF In REXRT R EFEELIRE.

®

b. B pod.

I $ oc create -f <file-name>.yaml
4.4.4. 77 s RER MR 7451
LU RBIERT 17 R R,

4.4.4.1. EALEFRZRT R KB
LR RBET T BBELERIRER T RS pod B9 mKRHHE

e Nodel T"REBFIZ zone:us :

I $ oc label node nodel zone=us
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AR LA AL T YAML SERIFRE :

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
zone: us
#..

B 4EPPHTREN PODHE (GAE)

® pod-slpod T mKEMEMHEHMNTEA zone F us 5/ (EX :

I $ cat pod-s1.yaml
=1

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
spec:
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "zone"
operator: In
values:
-us
#...

® pod-slpod ATLLFE E Nodel L :
I $ oc get pod -0 wide
i

NAME READY STATUS RESTARTS AGE IP
pod-s1 1/1 Running 0 4m IP1 nodet

4.4.4.2. ZA LR RREME
AR RBIER T TEETEM T RS pod BT sR B

e Nodel T"REFIZ zone:emea:

I $ oc label node node1 zone=emea

NODE
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B
RIARI AN FALLT YAML ERINRE -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
zone: emea
#..

® pod-slpod E T mMKEMEMHEMNTER zone F us i/ (EX] :

I $ cat pod-s1.yaml
=1

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
spec:
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "zone"
operator: In
values:
-us
#...

® pod-sl pod TTEVAEE Nodel £ :

I $ oc describe pod pod-s1

it Bl

Events:

FirstSeen LastSeen Count From SubObjectPath Type Reason

im 33s 8 default-scheduler Warning FailedScheduling No nodes are
available that match all of the following predicates:: MatchNodeSelector (1).
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4.4.5. FRT mRECMHERIEH| L4 Operator AL E

RiINBERT, HZRE Operator if, OpenShift Container Platform &BEHLIF Operator pod ZEF|H A —
A worker T, M, EXRLEERT, BAEHEX pod HEERE T m—HT =L,

LAR R 7 1K AT 85/ 24 Operator pod B EFE 17 me—H T mBYIER :
o IR Operator EZRENFA, #1amd64 =X arm64
o IR Operator EERFEMIRIERSS, 40 Linux 2 Windows
o MNRIKAHE Operator ER—NEN LA FR—HRIEN LTE
o INRIEFLE Operator EENEAMIRIIRDE, LB K 0 PILE SR (4 [F] RIS HL
& el LU £ Operator B9 Subscription X & A7 1T ;R K EX ML SR IEHI Operator pod FIZREANME,

MU T RBER T A0EE A T R BAME IS B 8 X Metrics Autoscaler Operator SEfI| R R EERE R4S E T

e

¥ Operator pod HBEI T ST SR XL RBI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-163-94.us-west-2.compute.internal
#...

ﬂ 3R Operator B pod A 4 # ip-10-0-163-94.us-west-2.compute.internal B9 s R B,

¥ Operator pod BRI F AR EL AT RXEMERHI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
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sourceNamespace: operator-registries
config:
affinity:
nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/arch
operator: In
values:
- arm64
- key: kubernetes.io/os
operator: In
values:
- linux
#...

Q 3K Operator B pod A E E|E A kubernetes.io/arch=arm64 #1 kubernetes.io/os=linux /7% 89
TEkl,

AR
EH Operator pod BB, HERIUA TSR :

1. BB &% Operator,
2. MRFE, FHREREWT REIMCH ERR KB,

3. Y@%E Operator Subscription % R LUK RE 4 -

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity: @)
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-185-229.ec2.internal
#...

@ 510 nodeAfinity.



545 ZHT R LN POD E GHE)

o ZEMfR pod MEFRKENT RLE, HBTUTHS -

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
custom-metrics-autoscaler-operator-5dcc45d656-bhshg 1/1 Running 0 50s
10.131.0.20 ip-10-0-185-229.ec2.internal <none> <none>

4.4.6. HER
o THEMNAEET R LM

45. 5 POD B EFEHMNT =

WFSEMEHE (overcommited) KRS, BIFITETIRE RFRHIA S @B R P T HI TR, 2
FERBRETHALAIMNE, ENEIMHIMERTUES l«l#ﬁﬁ{%ﬂﬂ'ﬁ £ BRI RERYIE ST .

HRAPREI T L EERATFNEEY S LR 26H. AERRERSRREAERR, FIRHSER
%ﬁﬁ BRI 2R T s E AT UMM T E R E,
45.1. TS =

HRARFTILEEZARFNEET R EFRISEEA, AERFERIFRRAERS, FREKER
FRiE. BREIZRT R LR LUHFERN T ETREE,

OpenShift Container Platform B2 G Al LUB T BB B N (master) REBZF L A AR SRLIXBRIEK
R A, EEH T EEANREHERT R LNEREE, SUHE N WA TIEERSEIFEAR
IMER LimitRange Xf R —i&F A, "TLUHRSZRREIFIEKLUABIFERNIT 2FEREE,

pa -3

MRZBERSPXERS, NXLEBEXLN. SB-—TEKARE (EFEHMRIIN
HEsET B&ERS) B LimitRange X/ R, LAFAREER N AE S,

AN

FEHTIXEERR, RRREIFIFERLIDFEHEIE FH LimitRange W RWER, XA FE
pod HEILBIE R, B, FRXAGREET —PEER/NREBRE, RAEEEREBEZHVETRR
fille XADFFAELUGRMLAERR, BERIME, H/VDthEE L IIEER LimitRange X K.

452 TR EMEMA

i EFEANIMNET, SUEERRET R, RHEENRTIT,

LN REVN, ERBERIAFEEERIERRTRANA, RIEVEAETRE, SNRARMIZKTR
EREDER K

HBIRIX—1TH, OpenShift Container Platform i@ {5 vm.overcommit_memory SHU%E N 1 REES
BRERSULE, MMFRKEE N iRZ T 2ERANE,

OpenShift Container Platform iA:@i1 % vm.panic_on_oom S#%E 7 0, NMAKEE N FREERER
RET AR, BN O ATSHMAKRENERRE (OOM) &R A oom_killer, LURIEML AR A 172
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R LR X T RIZITTA T R EF YRIMNIXE :
I $ sysctl -a |grep commit
it Bl

#..
vm.overcommit_memory = 0
#..

I $ sysctl -a |grep panic
it Bl
#...

vm.panic_on_oom =0
#..

i
Gk

%gzz TR ERIAE BT LbiRe, FREH—HIRIE,

IR A LU BN T R YT TECE :
o (i CPU CFS EC&IZE sk i il S i CPU PRI
o NRGHRREBR

o WARAMRSHEFNRERT

4.6. fFAT mi5=%EH POD &

BT TTRABR, T RALEREIILE pod BZ (HARIZ) HEET R L.

4.6.1. T3 RFAR
B FER/TH (taint) , TTRALLIBELEIEHE pod, FMRIE pod EFEEH &R (toleration) .

e L@ T R #AE (NodeSpec) fHi5 N AEIT =, @i Pod #Hitg (PodSpec) f¥&[RMNFAE
pod. BN RIS M, FHERFEIES pod MEBRIZTT ML, MRIEpod TURRILE R,

T RS EY5 RRfBl

apiVersion: vi
kind: Node
metadata:

name: my-node
#...
spec:

taints:

- effect: NoExecute
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key: key1
value: value1
#...

Pod HA& YA BRI

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

#...

RS BRH key, value # effect ZHAK,

xR 415 RNERAH

¥ U

key key RERFHFH, &% 253 MNFR. key RILUFEFIHFHL, TUEEF
B, 87, EF/F. ARATHZL

value value 2EEFHTH, &% 63 1MNEM. value WHILUFERHHEI L, AIUEE
FR, BFE. EFF. GRMTHE,

effect effect WEELE :

M
NoSchedule o 5i5RTIEMNE pod FRIAEEX

%‘ﬁio
o LR LEIAM pod RIRE,

hedul
PreferNoSchedule o 5iEAREEIH pod TLUHEEIL

TRE, BAERFERENIHN
ED

o IXTTRLEHAR pod RIRE,
NoExecute

o SR ALACRIH pod TEHEEIX
%‘ﬁi\\io

o TREBBEEARNINE pod fHH
%B%D
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S ik
operator
P Equal key/value/effect ST, X22KIA
18,
Exists key/effect S8 L, EQIRE—NE

B value %1, XIFICEFAIE,

1. #05R[M control plane 7 71T —4 NoSchedule /55, T m/E%H node-
role.kubernetes.io/master=:NoSchedule /55, XZIAETM,
fBlgn -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BR57 REE
e 1R operator 1% Equal :
o key SHHEHE ;
o value ¥R ;
o effect ZHHERL
o INR operator Z#1i% Exists :
o key A ;
o effect ZHHERL
OpenShift Container Platform INE T L Fi5 M :
e node.kubernetes.io/not-ready : TV AR, X5 T RIK Ready=False %I}/,

e node.kubernetes.io/unreachable : 7 mTo;EMTT mIRHIZR1H 1A, X5 RIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : i mFERELE DA, X577 KR
MemoryPressure=True %I/,
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e node.kubernetes.io/disk-pressure : 7 mFIERIELE AL, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 sS4 AATFH,
e node.kubernetes.io/unschedulable : 77 SA~AHE,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 sRiZH 2@ AW =IREFEE I, £
TR EREXNTRREEMC IR A, AR EERPHNENMEEISR MBI TR
&, kubelet ®FFRILIT Ko

e node.kubernetes.io/pid-pressure : T REH pid £/, X5T RIKE PIDPressure=True *f
Mo

B
OpenShift Container Platform X E R IAR pid.available evictionHard,

4.6.1.1. T f@{al{& A SR BCEELER pod JXER

IRETLL@IT1E Pod #1443, MachineSet X R H 35 tolerationSeconds S, §7E pod TE#IKFRRTAT LA
RS A4 EMRK, INRFEHE NoExecute effect B9/5 RN T s, NARESR (88
tolerationSeconds £#{) B pod, TELLHARA pod N&=#EIKFR.

i th o Bl

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

#..

X8, MR pod EEZTEZBELRHER, pod RESTRHE 3600 %, REHPR. WMRIETR
X E 2 BIFERR, pod A RHINER,

4.6.1.2. TRMEIEAZ NG =

BRI LMER— N A BAZ NG E, FIER— pod FAZNAR, OpenShift Container Platform %
RINTFRATIRALIEZ N5 R AR -

1. 48 pod EBELEEERITG =,
2. ERMIARES mTE pod LHIETRH effect :

o MREVH—ANARIET=EE NoSchedule effect, M OpenShift Container Platform 7
B pod VE LT =L
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o MEREFRILE]S mEH NoSchedule effect, (BEELH—PAREEITRE
PreferNoSchedule effect, /] OpenShift Container Platform Z A4 pod AEEIZ T =
x

o MREDVH—NKRIEET=EE NoExecute effect, OpenShift Container Platform &4
pod MIZ T mIkR (MREEEZTRLIZTT) , BTG pod HERIZTRE (MRD%
BEZTRLEEZT)

o AEFVE = Pod &L ENEIKER,
o INR Pod BITV5mM%ATE Pod #ligH1EE tolerationSeconds, &K AGREFHE,
o MR Pod BIFi54=, BIEET tolerationSeconds, NI&TETEEMIN A BIRIFHE,
4N -
e ATRARMUTITR :

I $ oc adm taint nodes node1 key1=value1:NoSchedule
I $ oc adm taint nodes node1 key1=value1:NoExecute

I $ oc adm taint nodes node1 key2=value2:NoSchedule
e pod EBLTAR :

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoSchedule"

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"

#..

HEAHIHR, pod TEAERT RE, FBANRASE=TITREENER, MRERMNTGRE pod EET R
E£i247, pod &4LL21T, EANB=NTREB=NTRF pod HE—REFHIGT .

4.6.1.3. Tf& pod HEMT RKR (RIBKEREBR T R)

Taint Nodes By Condition (BXIAMER) ATBZNG RIRGEWRRNT R, MREFEEAMELED. ORED
TaiRE—MNR, MRIN—N58, BRRRBER N, X955 8% NoSchedule effect ;

BN, pod BEHEEIZ TR L, BRIEpod BERENER.

EHE pod 7, HERFAREETRLERRAXLSH, NRTREE, N pod AEEIA—NT .

HFHERFRENZ]TRMIELEFTRRR, FET LB RINELH pod BIR, FAERFRE
7B E A — L RO,
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NBRAERS, FHHRESENR TIERRFNNEIFFEFTARES :
® node.kubernetes.io/memory-pressure
® node.kubernetes.io/disk-pressure
® node.kubernetes.io/unschedulable (1.10 & ShkA)
® node.kubernetes.io/network-unavailable ({XFREHMLE)

LR LEF T R E R RINERER,

control plane I 21EEH QoS F# pod H1N1 node.kubernetes.io/memory-pressure
AR, XRE N Kubernetes £ Guaranteed = Burstable QoS & pod, #HY
BestEffort pod A& AEEIZ MBI = £,

4.6.1.4. T RARIERRINER pod (ETFHIIKAIIKER)

Taint-Based Evictions THREBRNIAZ /S AR, ATLAMIBEIRFEIRR (40 not-ready #1 unreachable) HY7
=R pod, YT RBEIEA—MRRES, OpenShift Container Platform B4 T mimiliz m, FHIF
JAIRER pod LAY pod EFTAEEIH AL =,

Taint Based Evictions & NoExecute R, A~&IT/5 =M pod Z#EILENIKER, F1F5 =M pod A2
IXp&, B&3E pod f£ /4 tolerationSeconds %4,

tolerationSeconds SH L FIEIETE pod REFESEAE T IR T R ENF K, MNRE
tolerationSections EIHi SR RIDAEE, NFR2FZFET AL, HEEBRERRHN pod HF#HIXER,
INRIRRTE tolerationSeconds EIHFRIERR, NIAMRER TSR pod.

INRF R G ER tolerationSeconds 3, Nl pod & FE W ARFALEFN AT 15 1] BT s R0 T # 9X Bk

OpenShift Container Platform RLARRE A NIKFR pod, MMBALEEEZNMNT ROBEE
FoH R KE pod XBR,

BOABRT, WRGEREHT R 55% BT R AR, TREMBRERSERTZ
Xigp Ry PartialDisruption, 3B pod FRERED, i FLARERNELERE (A
IASOMNTRFEED) , INMRHANTRARIGR, WREFFIE,

MEELER, 155 Kubernetes XM A X IKFRFEEE,

OpenShift Container Platform & B %27 node.kubernetes.io/not-ready #[I
node.kubernetes.io/unreachable HFINARFH 1% E tolerationSeconds=300, [RIE Pod BBEHIEE T
HepE—FER,

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:
tolerations:
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- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300

#...

ﬂ J_théBEE%{%TEQMMEIR'F pod FERG I B X LT MR FIF P REMR—E, KRFHAERD

BHURESEEREXLERR. fl, MREE-—DPEFFSEMRK TSN ARE, BAREFEELEWN
BARMiE pod ST REFAERA L, UEFIXIREFHER pod WRITHHIKE,

B HRREENRB pod FEAIER < B LTS5 =8 NoExecute &R, H%H tolerationSeconds:
o node.kubernetes.io/unreachable
e node.kubernetes.io/not-ready

Rk, SFIERRSE pod TEBIKFR,

4.6.1.5. BBRFAAE R

IRET LGB 70 operator: "Exists” BRIRMEE key # values S, I pod BB VB FFEIGR. B
LE AR Pod REMEB T BT AR,

BAFARZmMATE =Pod &

apiVersion: vi
kind: Pod
metadata:
name: my-pod
#...
spec:
tolerations:
- operator: "Exists"
#...

4.6.2 /lJ\\jJ[I‘/?/u\*D‘@‘BE

R ELN pod #IV5 RIRNINAMR, LB REEWEHIIEL pod MIZFHAMIZAEEI T RE, X FHAERN
pOd %DTJ 'J—-'_y /u\rE%J{'@‘BE//J\\DDEU pOd ”‘FH?’?H—"—”J\\DD?U‘D 'J—_'_ LJ\JE;%E//J\\DDGBEHU}‘AF EJ:%B%
pods

it =

11475 Pod spec fEE & & tolerations /)\T7 3@ pod HINAR :

{5/ Equal ;2B R/ pod Eei& X4l

I apiVersion: v1
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kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ RRSH, W0 Taint M toleration HEFR Ak,
g tolerationSeconds S#1EE pod FE#RIFRAT AT LARFF 5 17 A EHIN K.,

o -
{5 /A Exists IZE M pod Bl & 44561

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:
tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

ﬂ Exists ZERFTEEZ— value,

ABITE node1 EE— NN keyl BIE N valuel B9i5 2, 1525 RZE NoExecute,

2. B LLT44, M Taint # toleration 2R AR RIS HUH 17 RARINT5 =
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 key1=value1:NoExecute

Lt &S 1E nodel LE—NiEH keyl, {EH valuel B975=, HIWRZE NoExecute,
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IR A control plane =i T —4 NoSchedule 55, T m%71EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZIAEM,

a0 -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

pod EHMARES T R EHT i, BEHEE—RRE pod I ELEHEE nodel L,

4.6.2.1. ERATTENIBRERMTT AR

ERLMERITENSEE T RAMITR. 5 MachineSet X RXEKBIFIE T R B ERTT R EH. BRI
AT ENSRRERINNTG R, EARXNSEZERNET RE95<ER.

ff

L=

S

1. @Bi1%%E Pod spec i &% tolerations /N 173 pod HRINAR :

{5/ Equal ;Z2E R pod A& Xl

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ KNIRSE, 0 Taint # toleration HEFR A,

9 tolerationSeconds S5 E pod TEHRIKFRETS 17 mABERIFT K,
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o -
{5 /A Exists IZEFTH pod Bd&E 44361

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

2. 975 S NZEl MachineSet %% :

a. NIEBES M7 A% MachineSet YAML, tHaLLAIEH MachineSet 1% :

I $ oc edit machineset <machineset>

b. 5 RiANINEl spec.template.spec Ef 4 :

T RSB P TE R

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: my-machineset
#...
spec:
#...
template:
#...
spec:
taints:
- effect: NoExecute
key: key1
value: value1
#...

ABET R ERE— NN keyl, {H7 valuel BUi5 R, 153 E 2 NoExecute,
c. FItENEKEN O

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api
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R
AR AR LU YAML SR RBITENIZRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
replicas: 0
LR PR,

d REFEV BITENSE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -
I $ oc edit machineset <machineset> -n openshift-machine-api

ZENBED. 5RARMNEIS MachineSet #f R XEHITT i1 L,

4.6.2.2 FAGRMNBRFAAABERT R

ﬁD%E?‘EE—éﬁ%,#\ﬁ#ﬁEﬁiF’éﬁﬁﬁﬁi N pod RINBR. ARE, EXETRPRMATNHER, B
BIRE pod WAFERITRT R, HERFPHEMEMT R,

INREFR LR pod ARERBLES KT R, BE/IFZRMEIE—HT R, FH9 pod WINTRKEL
4, LUE pod RﬁEﬂF%‘JE'ﬁIﬂT\KWJW, o

iz
RET RAERF REERIZT R

1. X EETT NS MBS
40 -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule
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N
/EﬁﬂLimﬁ LR YAML */I]“j.][]‘{?ln\ .

kind: Node
apiVersion: vi
metadata:

name: my-node
#...
spec:

taints:

- key: dedicated
value: groupName
effect: NoSchedule

#...

2. B ME B E CEAZSIER, 79 pod RINERR,

4.6.2.3. FAT RIERZNEREIBTH

BRI —MERT REFSRMNAR (SOERR) BUiE, LRSI pod MEEIREN T =L,
BN EMEETRRS AR SR REENT T RE.

SeRFMH
o BIFERAITBEINGENERFET R, BFTREFMIERNE —IHEITRE.
o BEIFEAITBINGEIEREFETR, EFTRRME—IHZN TR L,

AR

1. B Project %JRE X, £ metadata.annotations Z3 15 E T MR R AR -

project.yaml| {41

kind: Project
apiVersion: project.openshift.io/v1
metadata:
name: <project_name> ﬂ
annotations:
openshift.io/node-selector: '<label>' g
scheduler.alpha.kubernetes.io/defaultTolerations: >-
[{"operator": "Exists", "effect": "NoSchedule", "key":
"<key_name>"}

]

T B &5,
ERINTT 2RI

@@G

LFIAER pod fREE) #0 Exists :2EFF (RAMEAME) .

RiE, W

RRSH, W0 Taint M toleration HEER P Fk, Af{F A NoSchedule effect (FR1FTT =
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2. {¥F oc apply a5 RAIETE :
I $ oc apply -f project.yaml

ITE, <project_name> p 44 22 [H] fh Q| B BE Rl fE 2L FEIREB A VA B BIFE E AT =L

HiBR
o FHAT RFITEHZERMTRFER
o QIRIMBSEH T RILFSS

® Operator TYEf M Pod &

4.6.2.4. A5 KRB RIZH R RFRELHRTT =

MRKBHPEVET REFRFNEG, ETUERS RMBSRIETFERREGE pod 51X T RREF
PR, MMHXET RREBAILEHRLFTERREEH pod, MILATUIERFEERIREHSD pod ERRE
E’\J_'—I_%‘I;E\\O

=
=
1th

<t o

B R RRANINEI R ERFIRE ST R EARIREM9TT =89 pod H,

it

LAE
AR VFEE pod REEBARIREHIIT R :

Q¢

1. NEEREFREAH pod HRINER,
50 -

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:
tolerations:

- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

#...

2. BRAUTHREZ—, HINERFREHRT RRINER
I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule
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N
AR LA AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:

name: my_node
#...
spec:

taints:

- key: disktype
value: ssd
effect: PreferNoSchedule

#...

4.6.3. MlkR{5 RANER

B 4EPPHTREN PODHE (GAE)

BRLRERE, MTRBIRITRHM pod BIRRR, BNELFERABNE pod, ABEFIT=AMET

=, LUBRIERINERATM T R ERBER pod,

it
BERI5 RAAR

1L MTTRBRRITA :
I $ oc adm taint nodes <node-name> <key>-
4N -
I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-
=1
I node/ip-10-0-132-248.ec2.internal untainted

2. EM pod BIFE—RR, 5% Pod MERBIFZAIR :

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key2"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

4.7. AT RiEFEa T POD MEEIHFE T =
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TR FEEARE— N/ [EX BREY, ZBRESEER pod FRIEERIBE E IR FIIEFERE Lo

Zf# pod BHBAET R EIZTT, pod BHREST R EIREAERBIRET mILRFESS,

470 FF ks

&R LUEF T s £ 89 pod AIFREE AT s 5 85 425 pod BAEAIE. {77 miLF 850, OpenShift
Container Platform &% pod VA 2| @ & ILE R M T s,

BRI LME A RUEF SRR EDR pod MEBEREN T RL, RESCHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, & pod REEIREN T =L,

BN, YERHEEEEN, BALAR—EMZERN, NAREFLZAGRLLLESEUENE pod FEIE
T RUEEEER, ¥ pod SEESEAHMIBMENT =, EAGS, SEHHAANMBEHOEK, 2BERD
Xig, EEE, 577 8RN us-east. us-central 5 us-west, 7EIL XK (APAC) , 77 &brich
apac-east 5 apac-west, & A A REEGIER pod FFRINTT smEfFEER, LUBIR pod FEEIIX LT &=
.

4R Pod XMREET mikiFas, ERATREALERNIRE, NFARFE pod.

BF

INRIETER— pod ECE A 17 st B8 F01 s kB, T LATRHLNEH] pod B EITT =
£t

o MNRRNIEE T nodeSelector #1 nodeAffinity, I 71H BIX PN 4ES pod
FREVA B BRIE T

o HIREIEE T %15 nodeAffinity 2B XELH nodeSelectorTerms, #LEHA—
1 nodeSelectorTerms i B pod FLAEEVAE B T7 s £,

o MRIMEILET %15 nodeSelectorTerms Xk HLH) matchExpressions, #LRE
i matchExpressions &3] &1 pod FREHE BT = L,

7€ pod 7 S BB LRSS

TR LA A RUARER IR IR B E pod HREERIMIL T R £
BEAT REFESRMINE, EEMCT RUER pod WEUHHAE, AT RIERESRINE pod,

EARREEN T RIEFESRRMEIEFHER pod B, BAFRCES] pod BIXfR, 0
HEMLE.

B, LATF Node XI5 EH region: east /15 :

HAPRAR Node X & Bl

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
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creationTimestamp: '2019-06-10T14:46:08Z'

labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

#...

ﬂ 5 pod 1 sk FAR EECHIPRZS,

pod E5 type: user-node,region: east 77 sLF 2R :

{9 4R B9 Pod X R Bl

apiVersion: vi
kind: Pod
metadata:
name: si
#..
spec:
nodeSelector: ﬂ
region: east
type: user-node
#..

© 5 NEERENTRAES, TRUAREET RSB,

EARA pod MR EIEE pod I, BELUAERIRAT R L.

LR EE T i
FERARINEESEE T mULEESRN, MREBEREFOUE pod OpenShift Container Platform & BRiA
T RIEFESRAIE pod, % pod HEREB TR ERNT R
g0, LT Scheduler f R EBBIAHIEEE FE K region=east #] type=user-node 7 ;1L #F2s :

Scheduler Operator B E X FERRH

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...
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£ B A type=user-node,region=east /7% :

Node Xf Rl

apiVersion: v1i
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

{5 T AR B9 Pod X R Bl

apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

LIRFERRBIEEFH pod spec B8 pod I, 1% pod RIFERARESEE T LR 0lE, FHHEER
ICHYTT R

EMCETT = L7 H pod B9 pod FIZFR M

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

<none> <none>
v A=
2 MNRMIEE PO pod MIB BB T suFeR, MNZEFESRLATRESEE T Rk

85, MR pod ZRBWB T RiEFER, N pod FRWEIBRHE,

Wi H T kg
FERR T LSRN, MRETELTIE S A2 pod,OpenShift Container Platform & 4577 sk 25
NINE pod, F9¥ pod HWEEIEBLERITENT =, MREFEEEESCHEBINT kiR, NLAmB™T
RUEEEER A,
B0, LLTIIE EA region=east 77 smiLF s ¢

Namespace X Rl

apiVersion: vi
kind: Namespace
metadata:
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name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east /7% :

Node Xf R

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

U 5 {58 AR A5 B AR ARG pod FIAR O pod I, pod &EAWIE T Ak a0, FHIEHEIITRCH
T

Pod X Rl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EMCETT = L7 H pod B9 pod FIZFR 3

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

IR pod BERRBT REFER, NUIE S pod FRWOEHFHE, B0, MREFLUT Pod &
EITEATES, NFK0EE :

WARITIT RIEFZ0 Pod X &RRHl

apiVersion: vi
kind: Pod
metadata:

name: west-region
#...
spec:

169



OpenShift Container Platform 4.12 i s

nodeSelector:
region: west
#...

4.7.2. (BT REFZRIRH pod KB

B LUFER T m LB pod FIFRE: ERYTY sk g 1L H pod AR E, FERHT mikFESsE, OpenShift
Container Platform &% pod HEEI & & CEIRZH T =,

EAAT R ITENSREINSEERINIRE. FIrERNETTENSETHRT RIS, #FT
REBZIRE. MR RIHRE, //J\\7J[]§|JT~' RN EBREENIRETRRE.

E REEERININEIINA pod A, [ LR ARINENZ pod BOFEHIXT R A, 40 ReplicaSet X

%&. DaemonSet X5, StatefulSet /5. Deployment %=k DeploymentConfig X/ &, EAET %
EHIFT REIE pod BREEBLE IR T EJ:E%?@JEO INREQEH pod, AL RikiFIRERE
HINE pod HAEH, MR pod SZAEEHIN R, ELTHER pod, ZiE pod MA&FHFEH AR pod,

% o
. B REEN T RIEFSRRINEINE FHER pod H,

FRFMH

B R EFESRRINEIINA pod 1, 1EMEIZ pod BIIREIXT R, H40, router-default-66d5¢f9464-
m2g75 pod H router-default-66d5cf9464 &l A2 :

I $ oc describe pod router-default-66d5cf9464-7pwkc
it Bl

kind: Pod

apiVersion: v1

metadata:

#..

Name: router-default-66d5cf9464-7pwkc
Namespace: openshift-ingress

#...

Controlled By:  ReplicaSet/router-default-66d5cf9464
#...

Web ##&7E pod YAML B ownerReferences T 7! i HI%T & :

apiVersion: v1
kind: Pod
metadata:
name: router-default-66d5cf9464-7pwkc
#...
ownerReferences:
- apiVersion: apps/v1
kind: ReplicaSet
name: router-default-66d5cf9464
uid: d81dd094-da26-11e9-a48a-128e7edf0312
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controller: true
blockOwnerDeletion: true

1 ﬁﬁﬁl—]‘%*ﬂa%ﬁ%_ﬁ *%%E " \, 7'7T~', \//J\\j.‘”ﬂ:T/c
o TEBIET =M, {HF MachineSet ¥ REHITEHABRESTIEMN T RN INIRE

a. IBITLUTR oS, FRZRINE] MachineSet X/ R :

$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="
<value>","<key>"="<value>"}}]' -n openshift-machine-api

o -

$ oc patch MachineSet abc612-msrtw-worker-us-east-1c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

TN
IR AR LA YAML k@ BN EFRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: xf2bd-infra-us-east-2a
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit (s S H L% 2 S 2R INE] MachineSet X/ R :
a0 -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet % &4l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

#...

spec:
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#...
template:
metadata:
#...
spec:
metadata:
labels:
region: east
type: user-node
#...

o EEMAT RN

a. AT R%iE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EZEHLAUTT SRR -

I $ oc label nodes ip-10-0-142-25.ec2.internal type=user-node region=east

TN
AR AN LA T YAML k@5 S iRinirng -

kind: Node
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9
labels:
type: "user-node"
region: "east"
#...

b. IEMERESARMET R

I $ oc get nodes -l type=user-node,region=east

i th 7 Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-142-25.ec2.internal Ready worker 17m v1.25.0

2. PR RUEFERAINE] pod :
o BT RIEFEISRANIMEIMNBMARERN pod, 5 pod BIFEHIXT RIFNIN T ISR

W APRZ M ReplicaSet X &a<fl

kind: ReplicaSet
apiVersion: apps/v1
metadata:

name: hello-node-6fbccf8d9

172



545 ZHT R LN POD E GHE)

#...
spec:
#...
template:
metadata:
creationTimestamp: null
labels:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
pod-template-hash: 66d5cf9464
spec:
nodeSelector:
kubernetes.io/os: linux
node-role.kubernetes.io/worker: "
type: user-node ﬂ
#...

© FmimnE,

o B[V RUAFRNINE—NEENH pod, EIEHEFRANINE Pod X &KA :

AT ik FEERH9 Pod X KRBl

apiVersion: vi
kind: Pod
metadata:
name: hello-node-6fbccf8d9
#...
spec:
nodeSelector:
region: east
type: user-node
#...

% o
BN BEEEN T RUEFZRRNINEIIA FER pod H.,

4.7 3. QIR RESE T RUA SR

BRI LUH SR pod ERBIARESE R T RS R EBIIRE, MR OIRIATE pod REIZI%F
E T /o

FERERSEE T kSR, MBMEEEED LI pod OpenShift Container Platform & BRI sk
BRINE pod, FIFZ pod HEEIEFEREHT Mo

&R Lo i A2 Operator BE X HIR (CR) REESESEH T REFES. BHURTR. 1TEH
BRFNNBEERNIRE. FIRERMETTENRRTHRRT SIVFENE, FTK[REFZNE, MR
TRIHEE, HNET /RN SBRENITETRRE,

& -
' &R LA pod AINFSMEYEE/(EXS, BR, BIEN—TRINNERINARBIE,
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i
/IJ\\DD%‘IJ\E’J%E¥ .—|—J T TN

1. YRR Operator CR MAZINBRIABISEBEE Bl 17 s 28

I $ oc edit scheduler cluster

AT REERMNIIERR Operator CR /Rfl

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east 0
mastersSchedulable: false

ﬂ ERE LB <key>:<values X FNANTT smikfEEs.

SERIEEWE, EFSEHIE openshift-kube-apiserver 11 B #1#] pod,
REEHEBE pod 57, RIMEESEHE T RUEFESRTREN.

2. FERATENSEIERFET R, 7RI

o HAEQIBTRE, ERAITENSBERBAITENFIEEENT RIRNINIRE

a. TR S, FRZRINE MachineSet X R :

XA REEE LD B,

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

<value>",

151
$ oc patch MachineSet <name> --type='json' -
<key>"=

<value>"}}]' -n openshift-machine-api ﬂ

ﬂ HEMRRI <key>/<values ¥,

o -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='"json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-

node","region":"east"}}]' -n openshift-machine-api
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)
WLA AN AL YAML SEATENSRE R :

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £/ oc edit (s B KIEI % S EHRNINE] MachineSet X/ R :
a0 -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} &l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

spec:

template:
metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. BUERHZEOHY BT RXKEMBES ZITENREXRTFNT A ¢
o -

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api
$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

d BTRMEFHTAN, £A ocget M RRILZITEREDRMEIT R -

I $ oc get nodes -l <key>=<value>
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o -

I $ oc get nodes -I type=user-node

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.25.0

o EEMAT RN

a. N1 =% Node X4 :

I $ oc label nodes <name> <key>=<value>

W'Jﬁl] E%jjJ’J\-FTJ/ \//JJJD*T4 .

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east

B
SRR LAR AL T YAML k@™ Siining -

kind: Node
apiVersion: vi
metadata:
name: <node name>
labels:
type: "user-node"
region: "east"

b. £ oc get BRI E R T SHRIMEIT & -
I $ oc get nodes - <key>=<value>,<key>=<value>
flan :

I $ oc get nodes -I type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.25.0

4.7.4. QIR BB E T Rk

IR LA &Y B BT sULESs M T R ERIRE, 125508 R OIEMIFTE pod BREIZIFMCEI T M.
YIRTEXAN B A2 pod B, OpenShift Container Platform & REFEIRANIENTE & pod, FIF
pod A EIT B R E BRI T R Hﬂ%ﬁﬁ:%ﬁ?ﬁ%ﬁ)\ﬁ,m 5'63‘4:55, M LATH B 7 s an
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7] LLE 1 e Namespace % &R BRI T RiEFE2R, LUK openshift.io/node-selector 544,
RAIET R, TR RSN IRE BRI, H*Tﬁ%ﬁbﬂﬁﬂﬁﬁﬂ%ﬁ%_ﬁﬁﬁﬁ SNBSS, FT
REFZIRE. R RSNBEN, MBI RIWBEENTERRERE.

fNR Pod X REE T RiliiFds, NARME pod, BEEWEEREERMNT RILFESR. MiZspec O
pOd ET, II.A”&E”;%{HL/LT/%IL.\E’J%HI%

Hixfs 2l

Error from server (Forbidden): error when creating "pod.yaml": pods "pod-4" is forbidden: pod node
label selector conflicts with its project node label selector

lﬂﬂﬁ

a3
% R LAE pod WRINERSLBYHE/(EXT. BR, BIEN—DIBERRIMEMIE.

i
//J\\DD%U\IFI E TJ T%%E .

1. SIS REEHFENEHREH, LURIN openshift.io/node-selector 53X :

I $ oc edit namespace <name>
it Bl

apiVersion: vi
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "type=user-node,region=east" 0
openshift.io/description: ™"
openshift.io/display-name: "
openshift.io/requester: kube:admin
openshift.io/sa.scc.mcs: s0:¢30,c5
openshift.io/sa.scc.supplemental-groups: 1000880000/10000
openshift.io/sa.scc.uid-range: 1000880000/10000
creationTimestamp: "2021-05-10T12:35:04Z2"
labels:
kubernetes.io/metadata.name: demo
name: demo
resourceVersion: "145537"
uid: 3f8786e3-1fcb-42e3-a0e3-e2ac54d15001
spec:
finalizers:
- kubernetes

ﬂ fERE LB <key>:<value> X710 openshift.io/node-selector,
2 ﬁﬁql—l‘gjﬂa%ﬁ%_ﬁ *%Q}%E: I \7 jj—ljl \//J\\DI:H;T_L .

o TEQIET mES, {#F MachineSet X/ REIMH T EHBESTEN T RRMIRE ¢

a. BITULTFGS, HRZERINE MachineSet X &/ :
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$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

<value>","<key>"="<value>"}}]' -n openshift-machine-api
4N -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

)
LT AN A ELT YAML kAT B SRS FRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S B HILI % & 2R INE] MachineSet X/ R :
a0 -

I $ oc edit MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-machine-api
i th 7 Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

spec:
template:

metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. BEFEES ZITENSREXRIKMT & ¢
o -
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$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-I8nry52-f76d1-hI7m7-worker-c -n openshift-
machine-api
d BTRMEFHTAN, £A ocget M REILZINEREDRMEIT R -
I $ oc get nodes -l <key>=<value>

o -

I $ oc get nodes -I type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.25.0

o EEMAT RN

a. 4w%H Node M R LURINIRZE
I $ oc label <resource> <name> <key>=<value>
ign, BHERHLUFTRIRMIRZE |

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-c-tgq49 type=user-node
region=east

B
AR AN LA T YAML k@ T S iRinirng -

kind: Node
apiVersion: vi
metadata:
name: <node name>
labels:
type: "user-node"
region: "east"

b. £/ oc get G HEIEIRE RS BARMEI Node X R :
I $ oc get nodes -l <key>=<value>

a0 -

I $ oc get nodes -I type=user-node,region=east
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it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.25.0
H At B
o FAT RIEFHRMBROIRIA

4.8. A POD it D mIRHIIEH POD &

B LUFER pod HRINDHAIR, RBEX pod E TR, K. XigskEAE P E L EIA M E BB B FE 4
e, TESRFEIE 9% pod BT LIS A MR E 5/ R A,

4.8.1. {5 FA =451 =

o ENEEN, BELERNIEMNEENDE+ED pod ZEBHER, BELHEIREND
pod iff, BIT&BER—TREME, USRI R0,

o (FNERNR, RALESNEMRIREFFHIAE pod, MUBELRMMLMA, M0RHIA
H, BEEREBRNERTUAREER.
4.82. ERIERFEI

® OpenShift Container Platform $£8EF ) Pod B T /E 17 #: #2445 B2, MHME. BRESESHFF
2SR, IXEEIEHIZR N —H pod B XFAERE, SFBEMNMAEERENT SF QBT B, ERIZ5
HARMIFRA pod W EMERM pod RN RIRAI, LUBGRIER, EERIIEMEIEFES (NEHE)
i, pod BiREE S NELEE,

o BEETREM pod IO WRHI AT BER F B OpenShift Container Platform 17 4B &R fEHEFR.
A LUB MR AIME R E 1T R — BR il ol R X FIE . OpenShift Container Platform
£ ENERSHMMIIRE, 0 kubernetes.io/hostname, XEBFEGBFHIFCT AHNEKR, X
LR IR M ERMIRIME R, HRERDPEE BT A%,
o HAR—MABAZENR DK pod IEE NWARM D BT F 4 ITEFI 24,
o MALIFEESL M pod RN AR, BEXLBREIIAREERR, WIKRRAE pod NS
HARFREE pod.,
4.8.3. T f# skew 1 maxSkew
skew IEMBERERIMNG (MMRH T R) ZESHEERSEFESREEN pod HEMTRE,
skew 2 WEMNEITEM, B MNEF pod HESHE R/ pod B pod MEZ HILN AR, HE
maxSkew B3| S HET2FE RALET 98B pod & 1THR.
4.8.3.1. skew it & =M1
BE=TRXE(A. B C), BHBEXLERFTEHYSE pod, MRXHAEERS5 N pod, KiFBEHF3

N pod, FERXIE CEHE 24 pod, LAFEH skew, EAILUHEEHLFIMENXEH pod HEHKEH
pod &, XEKEXIH A B skew = 3, XiF B M skew &1, FEKI C B skew 1 0,

4.8.3.2. maxSkew &
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maxSkew SHUE LN RIMNEZ A pod MEMRASITEFR DK skew, HIRE maxSkew KEN 1,
MR IMNE AR pod BMEAR N SEMEAMIHEH 1 RE, AR skew #8i maxSkew, FERFRZIHY
# pod B EH D skew, BERHIF AR

EATERRA skew 118, skew {EHiB1TERIA maxSkew 1E 1, HERRFEIFE pod MEZIKX B # zone C
B, LU skew FHELHIEEHHD L, BEEEHRMNIETIRRE .

4.8.4. pod Hd D R EC B <!
IRET L3R TEMRLE pod ENHE—#E, T EEIFLHRIMG LR T IS A &,

LUFRBETRT pod RN ELIRECE,
BIEX 5% 5 ERZIEAEH pod =~Hl

apiVersion: vi
kind: Pod
metadata:
name: my-pod
labels:
region: us-east
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
topologySpreadConstraints:
- maxSkew: 1
topologyKey: topology.kubernetes.io/zone g
whenUnsatisfiable: DoNotSchedule €)

labelSelector: ﬂ
matchLabels:
region: us-east 6
matchLabelKeys:
- my-pod-label G
containers:

- image: "docker.io/ocpge/hello-pod"”
name: hello-pod
securityContext:

allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

PANEIMEE B pod MERHRKAEH, RN 1, EREEIEE 0 H,

TRINENEH, EAMEMNERENT RN NTER—HH A,

MRRFHRDHRAR, AL E pod, BX1L DoNotSchedule, E2EHIFHERFEAZHE
pod, &IEN ScheduleAnyway, E{NRAKVEE pod, BAERFRILLEE skew HIRIEE R LE
EHRAEHINAFEHIIE R,

PCE L PR 2R E0 Pod TED A BIHRITEFARINA, LIHRARERK, WRIEEIRE LTS, &
ML FEE LA pod.

INRIEFLELUTIEMITEUL Pod #I4&, 1EMRLL Pod spec th % B H R 1% 88 T ELX MRE

N ]

® o @@G
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PUREE-r

O FATEEEIESHM pod 8 pod FRERIIE.

HR A pod BB ARETB

kind: Pod
apiVersion: v1i
metadata:
name: my-pod
labels:
region: us-east
spec:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: topology.kubernetes.io/zone
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod

AIERRBIE LT — pod thit 2 HLIRE Pod #ili&, ©5HRICLH region: us-east # pod g : 7EX
2%, 1EE skew 1, FERHRBIXLERNAFFHE pod,

EWAZA pod Hhib D RER BB

kind: Pod
apiVersion: vi
metadata:
name: my-pod-2
labels:
region: us-east
spec:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: node
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
- maxSkew: 1
topologyKey: rack
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
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EBIELT AW pod I LR Pod #li&, TEITA region: us-east B pod LPLHE : $E7E skew
1, FERHRBIXLEEREREE pod.

BE—AREIET A E L HPR%E node 4% pod, SBIZANARRIER S E LHIRE rack 94 pod, THE
pod WA/ B X I PRl

4.8.5. Hfth ¥R
o THRINMAEET R LT

4.9. {fFH DESCHEDULER ¥xf& POD

WERRF (scheduler) #HARARERESILEH pod IT7 s, T descheduler A LU KPR IETEZITHI
pod, MMfE pod BB EFHAEEESEN T =L,

4.9.1. X F descheduler
R BT LAFE A descheduler 1RIBHRFE REEIKFR pod, LUMERIE pod EFFERNEEEN T =L,
descheduler @& FHEUTER T IEZITH pod :
o TREMTBIILEMEMA,
e Pod T mKREMER (M5REIRE) B8N, HFERBHAEFBEETELT R,
o TREXMFEEHD pod,
o HRPRMTHTR.
e Pod ERHIRHBKZ,

B

descheduler R #IXFRI pod. B #IKER pod FIESHIFERRE (scheduler)
7o

% descheduler JRTEMTT 23Xk pod Bf, ©RERLLTHLE
e openshift-* 1 kube-system #p 4 22 [H] Y Pod RREIRER,

e priorityClassName #i% &y system-cluster-critical 5 system-node-critical %% pod 7~
KHEIXER,

o TEFTEFIEHIZE. BIARE. HF. StatefulSet HF I —EBIAIERS. BURTIMIL pod TR
WEBR, HNIXLE pod FEMEF IR,

o SpiififEEEREKE pod SRR,

o EFARMFHED Pod TERIRIKER,

® BestEffort pod &1E Burstable #1 Guaranteed pod Z BI# Xk,

e EB71 descheduler.alpha.kubernetes.io/evict JX fRIFTA pod R EUER ] LIME KRR, HERRR T

BEMHIEIRRARE, B aLUEFEIKRWILE pod, A MIZEE MO pod U R BB EH G
# pod,
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e %F % Pod Disruption Budget (PDB) FRHIH pod, #15R#1T deschedule &% & Pod disruption
budget (PDB), M pod A#IKFR, Bt 6 FIKPRF HIRKALIE PDB SRIKFR pod .

4.9.2. Descheduler ft E%
LAF descheduler BB B AT A :

AffinityAndTaints

IECERIFRER T pod AIBIRKEME. T KRB T =75 =B pod.
HAEENEYSS-

e RemovePodsViolatingInterPodAntiAffinity : ffif&i¥ /& T pod [A/#I & <B4 pod,
e RemovePodsViolatingNodeAffinity : #&i% /R 7 17 s X B pod,

e RemovePodsViolatingNodeTaints : #[}i# &R T 77 s LB NoSchedule 5 = # pod,
BBERT AKX MR requiredDuringSchedulinglgnoredDuringExecutionf pod,

TopologyAndDuplicates

EEE SR pod A NET RIA T2 B R LR pod SAEREIMEH pod.
AT LR

e RemovePodsViolatingTopologySpreadConstraint : ¥ E|IREERIMNSE, FHI1E
DoNotSchedule 2R #% 5% KT 218 MEEKHI pod JXER pod,

e RemoveDuplicates : AR RE—1 pod 5E—T M LiZ1THEIALE. EHIIEHIZE. MENE
WABREL, REEZINEEM pod, NIXLEESM pod RRIKRLUE IFIEERE A pod
akie

LifecycleAndUtilization
It ERE KBRS A2 T8I pod, FF-E T R (IR BRE 1B 5.
CEA T LR :

e RemovePodsHavingTooManyRestarts : &R 2FEE T % XM pod,
EERS: (SEEEER) PHESHLDEEDT 100 RE Pod ,

e LowNodeUtilization : EHAKRFRMT R, FAETRENER TMEMTEFRT =P
IXER pod, LAREXLEMRINFRAY pod AT LATEE FASRIEAY T R LR EHT O/,
MRV ROAERT 20% (CPU. REFH pod WEE) JIZT mBHRN N ERETRE,
NRT REIAEEIT 50% (CPU. RTFH pod FIEE) NNHZ T RIS &R,

e PodLifeTime : IR AXEM pod,
KINERT, 2MERET 24 NI pod, ERILLEE Y pod £ RIHAE.,

SoftTopologyAndDuplicates
XM EEESE S TopologyAndDuplicates 1FE, AR AEFEBFYIAINIERB pod (40
whenUnsatisfiable: ScheduleAnyway ) H#1 J Xk,

N pa -

L

TERENF A SoftTopologyAndDuplicates #1 TopologyAndDuplicates, & A&
S 2 5BURZE,
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EvictPodsWithLocalStorage
I BERITFERRMFMM pod B FEHIKER,
EvictPodsWithPVC
thEEBEE AT BRALSHERN pod B HEIER, MNRHEA Kubernetes NFS Subdir External

Provisioner, EAl H&RE B &IEFHD A ARINBERI M & 22 A,
4.9.3. &%= descheduler

ERNBERT, TR#H descheduler, EJF M descheduler, &M OperatorHub Z2%& Kube
Descheduler Operator, FH/EHA—12% 1 descheduler BEES,

FINBERT, descheduler AFIIER 21T, XEKE T REH pod IR, I descheduler IR
B BT pod JXBR,

BE

INRIEIEERE DG H TIEER control plane, WEBHE LMLEMFEE, LUBEIEE control

plane #3 & Z2[A] A HY pod #AXER, AN HERBFFZE S hypershift-control-
plane, EHEBIEEM control plane (LN KM RE LK E (100000000) .

FRFM
o WIBRAEREEANR,

e ijj[A] OpenShift Container Platform Web 1Z#1&,

P

1. E[EF OpenShift Container Platform Web 6 & .,

2. N Kube Descheduler Operator fI| 2 & #4422 [H],

a. 7#17 Administration > Namespaces, = Create Namespace,

b. 7 Name FE&H#i A openshift-kube-descheduler-operator, 7f Labels ZE&H#iA
openshift.io/cluster-monitoring=true /= descheduler 1§15, fAE=ifi Create,

3. %% Kube Descheduler Operator,

a. 1# A Operators - OperatorHub,
b. 1EiLJEMEHIA Kube Descheduler Operator,
c. % Kube Descheduler Operator F# = Install,

d. 7 Install Operator TIHEH, %£#¥ A specific namespace on the cluster M THIZE F A%
¥ openshift-kube-descheduler-operator ,

e. ¥¥ Update Channel #1 Approval Strategy BB A2 AT EHI(E,
f. =i Install,

4. fI|E descheduler £,

a. {f Operators — Installed Operators TTEH, = Kube Descheduler Operator,
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b. %% Kube Descheduler 1% 713 = Create KubeDescheduler,
c. BEZFERBNE,
i. EIKFR pod MASEIIKFR, 15F Mode FEX - Automatic,

ii. BIF Profiles 4y, LUERERAN—MHZNERES. AffinityAndTaints BEEESE KA
JEH. = Add Profile &M A B4,

A E RN E A TopologyAndDuplicates [l
SoftTopologyAndDuplicates., /5 W& &S BUHZE,

ii. A% : BJF Profile Customizations 84>, % & descheduler WAEERE,

e 7 LifecycleAndUtilization B BB B E X pod £ EHE, #MA podLifetime
FEREBRFEM—NENET (s. m= h) . Bk pod EEpEHAN 24 /N
(24h) ,

o HBHETENMENEME, FBEHMNEMRLPETFIEEMLEREHNFEEE pod i#H1T
IXPR. {#F thresholdPriority FEIEXBHFMAENEIE, HEFEH
thresholdPriorityClassName FEX 18 E f5 E I TL 2] 2K & o

[ ;?E%
PN

4 FEH descheduler 57 thresholdPriority #1
W el thresholdPriorityClassName,

o [HEEHIRERIALE N EIEERIRE descheduler #4FH, BFF namespaces
FEE, HEHAZEEIRME excluded 5 included FIERA, EREEHEBEEZHIRIS
THIIRHNEBES SN BAEAIIR, HFR, RIABRRZRITA6HZZEH
(openshift-*. kube-system. hypershift),

BF

LowNodeUtilization 5B A< #Fep R 22 A BEfR, MIRIXE T
LifecycleAndUtilization EciESE, ©/5fH T LowNodeUtilization 25
B&, MA=BEREMmAZREE, BESERFNaAEEBENLtk,. H
T k% 7E 2 F LowNodeUtilization SEB&ET MR BY 65 44 22 [A] R
B, 1IERILAEN L BTFLE N system-cluster-critical 3% system-
node-critical,

o SCIGM : o~ LowNodeUtilization SREE X EF BRI EFHANEE, £H
devLowNodeUtilizationThresholds R FBELL T EZ— :

o Low:10%&FIAH, 30% 1LEF B
o Medium: 20% 1&#F, 50% oEFE (BKiL)

o High: 40% {&FIF, 70% iTiEFIFH
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I XM ERLRMER, NNEEIMERER.

iv. B[i% : {8 Descheduling Interval Seconds FEXE X descheduler i21T A fRRUFYEL,
EINEH 3600 7,

d. = Create,

AR RS S5 OpenShift CLI(oc) N descheduler BERBEERBEINIZE. MREIEM web 1ZH & Ol
descheduler SR & B AR BSE, MBS A AffinityAndTaints FRB &£,

4.9.4. F2i& descheduler ERE%
&P LAERE descheduler 2 FAMFLEED & &= SR AKX FR pod,

FRFH
o KRB

Pt

1. %w%E KubeDescheduler %4 :

I $ oc edit kubedeschedulers.operator.openshift.io cluster -n openshift-kube-descheduler-
operator

2. 1t spec.profiles R IEE—THNLE N ERELS.

apiVersion: operator.openshift.io/v1
kind: KubeDescheduler
metadata:
name: cluster
namespace: openshift-kube-descheduler-operator
spec:
deschedulinglIntervalSeconds: 3600
logLevel: Normal
managementState: Managed
operatorLoglLevel: Normal
mode: Predictive ﬂ
profileCustomizations:
namespaces: g
excluded:
- my-namespace
podLifetime: 48h 6
thresholdPriorityClassName: my-priority-class-name ﬂ
profiles:
- AffinityAndTaints
- TopologyAndDuplicates G
- LifecycleAndUTtilization
- EvictPodsWithLocalStorage
- EvictPodsWithPVC

187



OpenShift Container Platform 4.12 i s

@ 7 : RUBRT, descheduler R&IKH pod. BUH pod, 145 mode L& ¥
Automatic,

Q Ak KBRS IR REAGIR, LUEM descheduler #{Fh B & 5Bk, FH exclude
HEBEHRIMEZEEFIR, HEMFEM included RIXBESISHMHZRERFNK, HEE,
R\ HERR 2R IP B4y & 22 7] (openshift-*, kube-system. hypershift),

BF

LowNodeUtilization ZRB& 3z Rren & Z2 [AIBEFR, MNRIXE T
LifecycleAndUtilization BciE%, ©/5F T LowNodeUtilization kB, |
FaybrEMepRZEN, BMEZFRINaEZER BN, HTREESR
LowNodeUtilization ZRE&HT MSZ2 (R A 6p & 22 (A AR IKRR, IS ILEIER LR
WIE N system-cluster-critical 5k system-node-critical.

Ali% : 7y LifecycleAndUtilization B2 B /S BE X pod £ EHE. BRHAAMZE s. m
2 h, BRI\ pod AR 24 I,

o

Ak IREMALEE, AERETIEFIEERSN FREE pod #HITIER, £EH
thresholdPriority FEXIXBHF LK HE (40 10000) KEEMA
thresholdPriorityClassName FX1EERFENLEL L AT (40 my-priority-class-
name) ., MRIBEMEN LA, WM EFEE, BN descheduler MR, TE
[Eif1% & thresholdPriority #1 thresholdPriorityClassName.

o

© S-S IREXHLUEA. TRERE
& : AffinityAndTaints. TopologyAndDuplicates. LifecycleAndUtilization. SoftTopo
logyAndDuplicates. EvictPodsWithLocalStorage # EvictPodsWithPVC,
6 T ERNE A TopologyAndDuplicates #1 SoftTopologyAndDuplicates, FAMERS
B,
TRALERZIMRESR  BEREENIIFHIEE,
3. REXMHLUFER A E R,

4.9.5. fidi& descheduler 5]f&E

A LLEC B descheduler i217 2 [BIBIET A, BRI N 3600 # (—/hE)

FRFM
o SRBEHEIRN

it

1. %w%E KubeDescheduler %4 :

I $ oc edit kubedeschedulers.operator.openshift.io cluster -n openshift-kube-descheduler-
operator

2. ¥ deschedulingintervalSeconds FE% E#7 AT BHI(E :

apiVersion: operator.openshift.io/v1
kind: KubeDescheduler
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metadata:

name: cluster

namespace: openshift-kube-descheduler-operator
spec:

deschedulingintervalSeconds: 3600 ﬂ

ﬂ W& descheduler ;21T R fRRIF R, #OR1% N 0, NI descheduler 27— RFFRH.

3. RTFSCHLAES L E

4.9.6. H1#; descheduler

1A LB R descheduler 3263 1% Kube Descheduler Operator MEEEEFRFEIR descheduler, IEi7
#2145 KubeDescheduler CRD #1 openshift-kube-descheduler-operator 5 £ 22 ],

FoRFMH
o WIBRAKREEANR,

e jj[a] OpenShift Container Platform Web 1Z%1&,

1. &[HE| OpenShift Container Platform Web 2% &,

2. & descheduler SE4,

a. {f Operators — Installed Operators TTEH, = Kube Descheduler Operator,

b. 1%+% Kube Descheduler 1% F,

c. = &E# £BEM Options £ H F1% £ Delete KubeDescheduler,
d. EFAVUFTIEEAR, = Delete,
3. E#; Kube Descheduler Operator,

a. 5fin%l Operators - Installed Operators.

b. = Kube Descheduler Operator & H 351189 Options 3 5., A4 Uninstall
Operator,

c. TEMIAKERER, =R Uninstall,
4. Ik openshift-kube-descheduler-operator 34 22 4],

a. $finZE Administration » Namespaces,

b. 1EiTJESREF I A openshift-kube-descheduler-operator,
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c. # openshift-kube-descheduler-operator £ B3#) Options 3K . , REEFE
Delete Namespace,

d. TEFIAGHERES, %iA openshift-kube-descheduler-operator 3 =3 Delete,

5. fi#f& KubeDescheduler CRD,

a. # A Administration = Custom Resource Definitions,

b. 7EiTIEEMEH % A KubeDescheduler.

c. m KubeDescheduler 2 B35# Options 3 , SAE1%EFE Delete
CustomResourceDefinition,

d. ERIUSIEHER, = Delete,
410. ZRFERRF

4.10.1. R E R AR

& B] LA 4 Secondary Scheduler Operator iZ{TEE L ZRHAERRF, URIFE pod BEINHETR
J%O

4.10.1.1. XF Secondary Scheduler Operator

Red Hat OpenShift BJ Secondary Scheduler Operator 2 T 7£ OpenShift Container Platform HEZE R
EXZRFHERENAE. —HHAERFSHINAERRFE—i21T, LUK pod, Pod BBERIIEEEFEM
HFERR.

BE HAERRFENIESR /bin/kube-scheduler Zi#t#I3x 4, FHETF Kubernetes JHEIEZR,

BF

& AT LAE A Secondary Scheduler Operator 7 OpenShift Container Platform FE8Z B E
N ZRHERRF, BLAEREREIFEE L NAERZFIITHEE,

Secondary Scheduler Operator QI Z R ERFMENRINABNAGHE, EALUET HMNEHETR
FFE2 & KubeSchedulerConfiguration ¥TiE, 335 EMLHEHMEFEAZR

4.10.2. Secondary Scheduler Operator for Red Hat OpenShift 4 1731

Red Hat OpenShift BJ Secondary Scheduler Operator S8 1E OpenShift Container Platform & a¥HEB
EBENZWAERR,

AEITEILNA T EH5 Red Hat OpenShift B Secondary Scheduler Operator BIFF 4

MEFELER, HSHXT Secondary Scheduler Operator,

4.10.2.1. Secondary Scheduler Operator for Red Hat OpenShift 1.1.3 ZfT3FiC
K#EH : 2023 F10 B 26 H
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LR A EXTF Secondary Scheduler Operator for Red Hat OpenShift 1.1.3 AT A :

® RHSA-2023:5933

410.2.1.1. BFHHIRES
e ik Secondary Scheduler Operator Z{ThRAfRR T CVE R EHNRLIRIA A #l,

4.10.2.1.2. EAAE
e Hail, &FiE@iT Secondary Scheduler Operator ERE H A TTIR, #NECEMET. CRD =X RBAC
iﬁfg BE L ZRAERFARRNAGBNAGEEUNNEMFEREBLMAEBNAE, (WRKLDS-
4.10.2.2. Red Hat OpenShift 1.1.2 B Secondary Scheduler Operator & fT3¥ir
K#EH 2023 %3 A 23H
LUFAE A FHTF Red Hat OpenShift 1.1.2 B9 Secondary Scheduler Operator :

® RHSA-2023:4657

410.2.2.1. BFHIRES
e it Secondary Scheduler Operator Z{ThRA#R T LB IRBEMRE (CVE),

4.10.2.2.2. BAIAE
e Hal, &FiE@EiT Secondary Scheduler Operator ERE HAh TTIR, #NBECEMET. CRD =k RBAC
iﬁfg BE L ZRAERFARHENAGBNAGEEUNNEMFEREBLMAEBNAE, (WRKLDS-
4.10.2.3. Red Hat OpenShift 1.1.0 B Secondary Scheduler Operator X {T3FiC
LFBH : 2022-9-1
LUFAE A FHTF Red Hat OpenShift 1.1.0 BJ Secondary Scheduler Operator :

® RHSA-2022:6152

4.10.2.3.1. Hithae K Thaeidsa

® Secondary Scheduler Operator 2 EF FXEE S E#H, RS pod 2 A,

4.10.2.3.2. B Aln]8
o B, &A@ Secondary Scheduler Operator EREHEM TR, NESEMST. CRD =% RBAC
K, BE L ZNAERFAAIENAGIA GBI E LA BIMEMR BTRER A A IR,
(BZ#2071684)
410.3. FRZRNAEREFFE pod

IR LR %3 Secondary Scheduler Operator, BE ZAERRE, FH1E pod B L HIKE ZRIFAETRE
F#, 7E OpenShift Container Platform 21T B E R B ERE,
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4.10.3.1. 2% Secondary Scheduler Operator

KB LUE R Web 12§45 Red Hat OpenShift Z22& Secondary Scheduler Operator,

FeREH
o RETLUFEA cluster-admin F{ R/ 7] & &%,

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. &[HE| OpenShift Container Platform Web 2% &,

2. 77 Red Hat OpenShift @il Secondary Scheduler Operator P& fI i % Z2[H],

a. 1#17 Administration > Namespaces, = Create Namespace,

b. 7£ Name FE&#%i A openshift-secondary-scheduler-operator, = Create,
3. i Red Hat OpenShift Z%& Secondary Scheduler Operator,

a. SfinZE Operators » OperatorHub,

b. TEiTJESREFHI A Secondary Scheduler Operator for Red Hat OpenShift,

c. % Secondary Scheduler Operator for Red Hat OpenShiftF = Install,

d. 1f Install Operator TTHE A :

i. Update channel Z& stable, B Red Hat OpenShift Z%& Secondary Scheduler
Operator FIER#TE E R A

i. 1%## A specific namespace on the cluster, FM T3z F%FF openshift-
secondary-scheduler-operator,

iii. P EETHEAESRER

e Automatic SRB& /o 1F Operator Lifecycle Manager (OLM) 7E&HhRA A B 85
B #T Operator,

e Manual FRKIEEEHAE YL EIERAE A Operator B,

iv. = Install,

1. 5%l Operators — Installed Operators,

2. %iF Secondary Scheduler Operator for Red Hat OpenShiftE2 %1, Status 7y Succeeded.

410.3.2. ME R FERRF

2% Secondary Scheduler Operator &, A LERE — L HERRE,

FeRFMH
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o EALUFEH cluster-admin 1R 1] &8,
e ijj[a] OpenShift Container Platform web 1Z%I&,

o X7 Secondary Scheduler Operator for Red Hat OpenShift,

1. &[HE| OpenShift Container Platform Web 2% &,
2. NRREBEMRSRRFE_NAEEFNEE.

a. 77 A Workloads - ConfigMaps,

b. = Create ConfigMap,

c. 7£ YAML %rfE2sd, Hi A5 %E KubeSchedulerConfiguration At & HIEZ B ETE X, 4l
n :

apiVersion: vi
kind: ConfigMap

metadata:
name: "secondary-scheduler-config" ﬂ
namespace: "openshift-secondary-scheduler-operator” g
data:
"config.yaml": |

apiVersion: kubescheduler.config.k8s.io/vibeta3
kind: KubeSchedulerConfiguration
leaderElection:
leaderElect: false
profiles:
- schedulerName: secondary-scheduler ﬂ
plugins:
score:
disabled:
- name: NodeResourcesBalancedAllocation
- name: NodeResourcesleastAllocated

BB AT TR, X F/E G2 SecondaryScheduler CR I}, £ Scheduler Config &
AR,

B BR824/ 7E openshift-secondary-scheduler-operator 54 22 (8] R (1] 32,

— 2 F ) KubeSchedulerConfiguration %R, MEERZER, iESM
Kubernetes API 3X#&##) KubeSchedulerConfiguration,

ZIHERFEHETR, f9H spec.schedulerName F &% E NIL{EM Pod &EAEIXAN
—JAERE R,

® 06 90 o

NZRFERFERARERRES. WRIEERINHAERMS, 1E56 Kubernetes X4
By

d. &= Create,

3. i/ SecondaryScheduler CR:
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Sfin% Operators - Installed Operators,
b. %% Secondary Scheduler Operator for Red Hat OpenShift,

1%i4% Secondary Scheduler 17, #Af5 R Create SecondaryScheduler,
d. Name FE&EIAN cluster; FE RN IL A TR,

e. Scheduler Config FE&Z 1Ll secondary-scheduler-config, IR X MEStLRIEH 02
BYED & BR & BV & FRIT g,

f. #£ Scheduler Image FE&H, HIABE L HERFHEHEEEL,

- o
AT EEIFEE L= NHAERFIIThEE.

g. | Create,

4.10.3.3. AR MAERFFHE pod

EFEAZYOHAERRFMAE pod, 1E7E pod E XL HI%E schedulerName Ff%,

SeRFMH
o RAETLUEM cluster-admin FFR 5[] S 8%,
e jj[n] OpenShift Container Platform web &,
o LHT Secondary Scheduler Operator for Red Hat OpenShift,

o BET ZRHERR,

1. &[HE| OpenShift Container Platform Web 2% &,
2. 5%l Workloads — Pods,
3. = Create Pod,

4. 7 YAML Jrfa2sh, HIARTEM pod BCEF A0 schedulerName FE% :

apiVersion: vi
kind: Pod
metadata:
name: nginx
namespace: default
spec:
containers:

- hame: nginx
image: nginx:1.14.2
ports:

- containerPort: 80
schedulerName: secondary-scheduler ﬂ
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Q TEERE N HERFER, schedulerName FE& S EREMGT A E XL FFTHD,

5. = Create,

1. BEEF| OpenShift CLI,

2. AU TSR pod :

I $ oc describe pod nginx -n default

i th o Bl
Name: nginx
Namespace: default
Priority: 0
Node: ci-In-t0w4r1k-72292-xkqs4-worker-b-xqgkxp/10.0.128.3
Events:
Type Reason Age From Message

Normal Scheduled 12s secondary-scheduler Successfully assigned default/nginx to
ci-In-t0w4r1k-72292-xkqs4-worker-b-xgkxp

3. EEM4FKH, HEHES Successfully assigned <namespace>/<pod_names to
<node_name> K {LUEEHIEH,

4. 1 "From" 5, BIEEHEMZRAERFENRD, MARMNFAERRF,

2 3

cak

A LUK & openshift-secondary-scheduler-namespace 1 #J secondary-
scheduler-* pod B, LIE pod BEEH-HNAERREAE,

-

4.10.4. 1% Secondary Scheduler Operator

AT LLIEB I EN% Operator FHIBREFE X BTIR, M OpenShift Container Platform Hff|f& Red Hat
OpenShift BJ Secondary Scheduler Operator,

4.10.4.1. H1# Secondary Scheduler Operator

& A LUEF Web #4155 Red Hat OpenShift E1%; Secondary Scheduler Operator,

FERFH
o EALUFEH cluster-admin 1R 17 &8,
e jj[a] OpenShift Container Platform web 1Z%I&,

o ZE T Secondary Scheduler Operator for Red Hat OpenShift,
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it

1. E[EF OpenShift Container Platform Web &,

2. i Red Hat OpenShift Operator E1%; Secondary Scheduler Operator,

a. 5fin%l Operators - Installed Operators,

b. s Secondary Scheduler Operator 2 B35i/1#] Options 3 , F 4 Uninstall
Operator,

c. TEMBIANIEHERH, = Uninstall,

4.10.4.2. fliBR Secondary Scheduler Operator ¥

A, £ Red Hat OpenShift 1%, Secondary Scheduler Operator [&, BRI AMEBEHBIREME X

N
WiTlvo

FeREH
o RATLUFEA cluster-admin R R &R,

e ijj[a] OpenShift Container Platform web 1Z#I&,

1. &[HE| OpenShift Container Platform Web 2% &,

2. MIBRE Secondary Scheduler Operator 2258 CRD :

a. 1 AZ| Administration » CustomResourceDefinitions,

b. £ Name FE& i A SecondaryScheduler L& CRD,

c. M= SecondaryScheduler CRD 351118 Options 35 Fi%#E Delete Custom Resource
Definition:
3. f#B& openshift-secondary-scheduler-operator 4 22 H],

a. $finZE Administration » Namespaces,

b. = openshift-secondary-scheduler-operator 35i/1#] Options ¥ #1754 Delete
Namespace,

c. TEMWIUSTEES, EFEXF %A openshift-secondary-scheduler-operator, B m
Delete,
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55 5 Z {FRE/F\L¥1 DAEMONSET

5.1. {5 DAEMONSET £ LBz &8ES

EREIER, EE LA F RS HIREE OpenShift Container Platform EEBEE T SHAE T &
FIiZ17 pod BIA,

A RREMRRMAE (FE9) T REIZIT pod BEIAR, BT SURMEIEEDE, pod hRRMEIEEE
o HTRMEERRBIRE, XL pod HRB U“Hﬁlilﬂﬂlﬁﬁ?ﬁx’%%l?% MHER=F A RRERFECUEN
pod,

BRI LAER daemonset BIZHZEFME, EEBNE—TREZITHES pod, HEEFDT R LEBEB LT
K,

hEERN, FEEEIMUIBEEN A UMIETIHESE,
MBEA XTI HEENELER 2% Kubernetes 3X#4,

BF

THHREAESTENRAT RIEFSTRS. MREEEERE, FTHERER5R
N %Tqa%aAafF Mﬁ'ﬁ BUBRS. XRERASFIE T RILEFEIRE BRI = L5
BT LR pod, YRR RB AN,

511 8 IRINVAERFHE

S RREBRAE A TR mE821T pod BEIAR, BE, Kubernetes iﬂf;*xrﬁiiﬁ%’ffﬁiﬁﬁ
pod T iR, 1BR, SFFHFTR5E pod S RRERGEISROIEFHE, XEBIZ LTI :

® pod ITHA— : FRHFENER pod MEIRIFHLFRLIRIRE, BFIHIEE pod RBLFF
AIBERSOE, XRERAFERERE.

e Pod it HHAIMINAERFLE, FRESRE, FHIRERFISRHERERE pod (LEMMIE LB
AR T AR IR R,

OpenShift Container Platform 2k = FH ScheduleDaemonSetPods IhAE St & A BRI IRF M
T%%F?F‘iﬂ&%a@r&ﬁﬂ%‘%ﬂéiﬂf‘?—ﬁ)jiﬂ‘fxi B XA AR AN NodeAffinity RiEEISFHH 725 pod, A
£ .spec. nodeName Kif, RE, BRANHERFEA T pod HAEEBEIREN. MRFIHEENT RX
BMEAFE, EafEiE, SR RERHISR RSB WR T HEE pod FHUTIXLERE, B
REXTFI &%E’J spec.template TR EH,

kind: Pod
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9-9tmzr
#...
spec:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchFields:
- key: metadata.name
operator: In
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values:
- target-host-name
#...

H44, node.kubernetes.io/unschedulable:NoSchedule Z[E4 B 5N HF21%E Pod ., £
EFIF 21X E pod i, BRINAERFERZIEAAEERT m.

5.1.2. B|# daemonset

EOIEESPEFZERT, {# nodeSelector F kISR HRENTEH FEHRERIANT =,

FRFH

o TEFIAMERATIHIEE LRI, B A ZE AR openshift.io/node-selector % & 1 2 F AT &
SRE2E PR 4 22 [H] AR O BR VA 01 B S T s R

$ oc patch namespace myproject -p \
'{"metadata": {"annotations": {"openshift.io/node-selector": ""}}}'
=R
AR LAN B LLTR YAML 3 6p 44 22 (A1 22 F BRIV B9 01 B 36 [ 7 sRZe 62 -

apiVersion: vi
kind: Namespace
metadata:
name: <namespace>
annotations:
openshift.io/node-selector: "
#...

o MREEOCIBIIE, HEBEIMINT RLESS

I $ oc adm new-project <name> --node-selector=""
TE N SFHP I FREE yaml ST -
apiVersion: apps/v1
kind: DaemonSet
metadata:
name: hello-daemonset
spec:
selector:
matchLabels:
name: hello-daemonset ﬂ
template:
metadata:

labels:
name: hello-daemonset 9
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spec:
nodeSelector: e
role: worker
containers:
- image: openshift/hello-openshift
imagePullPolicy: Always
name: registry
ports:
- containerPort: 80
protocol: TCP
resources: {}
terminationMessagePath: /dev/termination-log
serviceAccount: default
terminationGracePeriodSeconds: 10
#...

Q SREMFLE pod B F SRR ERNII S ESS,
@ rod EIRMIIREIEIES, WS B R IR,

g RERIZFEMLET R EEBE pod BIARI T mukiFas, 1M Lo ETARIIRE.
2. QIBTFIIARENR

I $ oc create -f daemonset.yaml

3. Wik pod 2B E AR, HEENT REE pod IR :

a. &# daemonset pod :

I $ oc get pods

it Bl
hello-daemonset-cxémd 1/1 Running 0 2m
hello-daemonset-e3md9  1/1 Running 0 2m

b. && pod LAKHIE pod BER T s L :

I $ oc describe pod/hello-daemonset-cxémd|grep Node
ol sl

I Node: openshift-node01.hostname.com/10.14.20.134

I $ oc describe pod/hello-daemonset-e3md9|grep Node
it B

I Node: openshift-node02.hostname.com/10.14.20.137
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5
o MREHTFIHIZIZEM pod B, MEH pod BIAFE

KOEFWEILR, RE pod ERPFEFLTH,

A ICECHT IR 89T R AP M ER pod,

5.2. EH{ESTE POD Hiz{T{ESS

fEA) (job) 7E OpenShift Container Platform $&f 4T R IES,

o MRMEMBRT FIIRRE, REEQEMTIHRENERT HE’J*E#‘&?’FD*HHE’J*?
EikFdR, ERFIUEA pod BIXHA NEBRENIRE, RMAEHREN],

o MREBERT TRINE, FIHHARERIE pod HINBESHITELER T R

BRFTHRE, HEIMPRIBRIAS T kG O HTE pod BIE,

ElL RIRERMES BRI E, FERFBR RINFKRIN pod BIEXERRBHERS, ﬂﬂﬂﬁ?ﬂﬂkn/ﬁfi =
BIEMFRAE pod BlAR, #EILRZ Kubernetes API B9—E84Y, ATLUKEMXTREBI—FEET oc S IHITE

2,
ek Ag Bl

apiVersion: batch/v1

kind: Job

metadata:
name: pi

spec:
parallelism: 1 ﬂ
completions: 1 9
activeDeadlineSeconds: 1800 6
backoffLimit: 6 ()

template: 9
metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
restartPolicy: OnFailure
#...

AV FHATIZ4THY pod BIA .

pod FINSER G HBEMMC NIF LB TEM,
AL AT LLZ T B B AKH TR,
PR B HUREL

PEH 25 028 pod AR,

QD000

pod HIE 5 ZRB&,
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e Kubernetes SCHYHBI/E

5.2.1. T f&4EAD cron 4R

1Rl RERERAESSHVBMAIE, FEMAER. MIhFIKI pod BIMEXERKEHRERT. MIERELZEEE
OI2BIFTE pod. FILZE Kubernetes API F9—HB4Y, ATLURHAMN RAKE—HE1T oc st T EIE,

OpenShift Container Platform m7 B # 51 R R B AT LLAIEE RIZ T — REIFT R -

ek

BHAELR—FRZTRENR, ERUB—MESHHBRIELTH,
B=MESENFILBTRES KR

o IEFHTIRL :

o

o

EB—1 pod BIFELL, BRIE pod KK,
—B pod B4 UL, ElEER S LMK,

o WHEETHITHHFTEIL

o

o

551%™ pod BIMEIL,

Job RIRENMES, FH7E 1 E| completions SEERNBIEMEEHE — N ERIN pod K52 o

o HHATIFIAFIBIFITIFIL :

o

o

Cron job

E—NEATE pod FEB LN FH1T worker FHF2BIE L,

OpenShift Container Platform i pod, LAAE®A pod #BRZER A2 /E L, S{EMH
— A EBENFURR S5 o

B pod WATLURILREREFIENF pod #E TR (BMMFILTEM) -
LUATERBIELLE pod #BINA LR, FROIEHH pod,

LEDPE— pod BENXIEF BRE pod #A LR, #FlLARZhTTR,

LR pod FEDRHRT, EAth pod EARRIZ X MESBIER TEHEEMEIH, Pod

ELLZL TR T 2,
MBERMEERTERBENELNESER, HSH Kubernetes XHHBFILR .

Wi EA Cron Job, —MEIETLAKRIFE NIZ1T%E R,
Cron Job EFHHEWME, RTEIBEFIBZITHR, Cronjob & Kubernetes API BJ—E843,
ATLMRE M SRR B — 18T oc S HITEE,

Cron Job °] A FOIRBEAMMES HUTHIMES, MiZ1TEH3AER T, Cron Job BATLUFA
AESHAEREEN FIHAT, fa, F—MEAERHEESN EBHIT. — cron fElL&OIE—
Job MR, ©ETFIEIZIT cronjob B control plane 77 s _EEE & HINT X,
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g

=
Cron Job ABMESEHAENENHATH EIAE—D Job MR, HEBFLBERT, ©

ARETEQIERMFL, HEMRERKOUEZMN ML, Rit, FILBMERREYE, m
BEwEcE D R,

5.2.1.1. T fRan{a gl 4L
PR EBBFE— BT REE D AR IEE :
e pod&E#x, ATt OpenShift Container Platform BJE# pod,
e parallelism ¥, ATFEETEENERLNFHITIZITZ LD pod KHUTENME,
o WFIIFITMHL, HRERKXE, HBECHKER, BN 1,
e completions 2, ATFEREZTERITHRE D pod FEEFTEMENEL,
o WFIIFITHEL, HRERKXE, HECHKER, BN 1,
o WFHBBEETMRITHNFATEL, 1HRE—ME.
o XFHABIIEATIRIFITIELL, HEREE unset, HEUHIZERIAN parallelism {H,

5.2.1.2. 7 e 9 VL 5B A I SR A2 1]

EE XA, fmelLli@iti% & activeDeadlineSeconds FEE K E Y H KRR A, LAY 8 fIig
E, BABRTAKE, BERIEE, AT R KIS HE,

B EKRFER H MR R FHE S — 1 pod BINT R FFIRITE, FEEEIVES AR ERLTFERRE. EF
EREREEANHUTHSE], ABIIEERIEEITE, OpenShift Container Platform 2% 1E{E)L,

5.2.1.3. T RN H pod KWL E VF LR SREE
ERNREFRNZEEAFEMRURRAMELT —EREE, FLSBAHBELERW, #EIZRLND
B ERR, $RIGEBUBERIERS (10s, 20s, 40s..) EFOIBRSIEALREKBIRI pod, MRIEHIRLEZ B%
BHMFHBIKM pod, MEEIXRE,

{5/ spec.backoffLimit S H 1L X B E iR,

5.2.1.4. 7 f#4N{al A& Cron Job IR I #

Cron Job AJRERIFE TH R, WMIELs pod F., ENAF, SHEREB—NIHRE, LUMEREZERE
BB R H pod, Cron Job HA&ARE M NFERHTHX—F55 :

e _spec.successfulJobsHistoryLimit, Z{REBIKINTERIEIE (BKILH 3) o

e .spec.failedJobsHistoryLimit, ZREBHKBSEMIELE (BRIAHTD) .

202



%5 5= {FHAF A1 DAEMONSET

TN
o MRIETEBEERM Cron Job :

I $ oc delete cronjob/<cron_job_name>

XA R E A BB T

o RAILLEL Y spec.suspend KiE N true REFRELEH T, FMIBREHITHARER, BIEEN
false,

5.2.1.5. B HIPR

EAL AR EE RIS RER T pod, NERTF FEUAZF . i, R EFISREERG T —EEXEER
R SER AL,

At, restartPolicy: Never 5% --restart=Never /° 4 5 restartPolicy: OnFailure = --
restart=OnFailure #HREMNTH, B2, FLEWEEEIER, BRIKD (HEFHF) M.
RO EB—FREGHITER,

5 F3 Never SRE&HS, /EW/2FZENTTHITER. EERZIHE, (FAEHE RS LARTHISB KVCR
B O pod, XBHKE, BRZHKNEXREGI pod WEE.

&/ OnFailure SRB&H, kubelet ATTHITER. BREZARBARTEMELRES BB RBORE. 5
4, kubelet @i EMER T R _EE5) pod EE X KMAIME,

5.2.2. Sl
A LLR I B B AR L4 R IE OpenShift Container Platform FR IR L,

iz
B2

1. BIB— P ELULLTRREIE YAML 32 -

apiVersion: batch/v1

kind: Job

metadata:
name: pi

spec:
parallelism: 1 ﬂ
completions: 1 9
activeDeadlineSeconds: 1800 6
backoffLimit: 6 )

template: 6

metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=bpi", "-w
restartPolicy: OnFailure
#...

e", "print bpi(2000)"]
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@ T EE-MEUREHTETS S pod BlF  BLS 1,
o NIFIHFITHEL, HREKRKE, HBECHKEN, BKIAH 1,
Q Ak - EBEVMCF L TEREERII TR S D1 pod,
o NIFIHFITHENL, FHREKRKE, HECHKEN, BKIAH 1,
o NFEBBEZMITRAFTEL, HEETHE
o XIFiHEAITEMNFIMFITIEL, 1ERE unset, HEUHXEEILN parallelism (B,

A% R EAFAL AT LUZ T B BR KRR AL [,

5%
ik - IR RIE RS, FERBIMESN 6,

15 E 125 25 0/ 2H Pod &R,
8T pod HIEJH SREE -

o - -

e Never, AEEFFIL,
e OnFailure, XEXWE&EF1ZES.
e Always, &R2ERZES.

0% 7 fi# OpenShift Container Platform #Nfal{E A 5 KM A FE XM EH K, HESH
Kubernetes XA FRBYRBIAR .

2. QR

I $ oc create -f <file-name>.yaml

&R R LAE A oc create job, TE— @B HUIEHFEEL. UTaSRUBHFI—1
5 ARG E R SEIEL -

I $ oc create job pi --image=perl -- perl -Mbignum=bpi -wle 'print bpi(2000)'

5.2.3. I# cron job
15 A] L& BBV AF RIE OpenShift Container Platform #1813 Cron Job,

b =
A]E Cron Job :

1. AIE—ANELLLTFRAIF YAML X5 -

apiVersion: batch/v1
kind: CronJob
metadata:

name: pi
spec:
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o
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schedule: "™/1 ****" ﬂ
timeZone: Etc/UTC g
concurrencyPolicy: "Replace" 6
startingDeadlineSeconds: 200 ﬂ
suspend: true 9
successfulJobsHistoryLimit: 3 G
failedJobsHistoryLimit: 1 ()
jobTemplate:
spec:
template:
metadata:
labels: 9
parent: "cronjobpi"
spec:
containers:
- hame: pi
image: perl
command: ["per!", "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: OnFailure

Ll cron X EERFLRE TR, EAREH, FlREsHEIT—R,

FERRER K, BXARET, ESH tz BIEAENXIIR, WREEEE, Kubernetes

PSR E RS FRARN THRAMN KBHE, HixEF AT R,

RIIERH A SRRG, fEREMNMEINAF Cron Job EYFH ARk, REEFEELUTHAKMZ —,

KIEE, BRINHRTFHLHIT,
e Allow, f¥F Cron Job # X217,
e Forbid, ZitHAX121T, MR LE—ZTHERER, NEkTT—i2171,

e Replace, BUHHALZITHELFHEHAFIE,

=

FEHARR (FOvHfr) , RELVRERFRERMESTERE, MWELARRNENEL,

R HITIH ORI L., EARIEE, NIRBHR,

ANEPRR, RVFEEE Cron Job, &N true, NISERMA FLHIT,
EREHBINTRAELE (FINN 3) .

EREHORMGEMRAELE FIAHD

PR ARMR, RIUTFT AL RBI,

JIt Cron Job & BRBIME L IZE — MR

pod BE 5 EREE, XA &R TR LGS,
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.spec.successfulJobsHistoryLimit 1 .spec.failedJobsHistoryLimit =&
ERER, AFEENGFENEZRELMBRIMEIMNEE, BINER
T, 2AIKESN 3 1, MR[REZEN 0, WK RFEHEVTEREFTF
RE,

2. A% cronjob :

I $ oc create -f <file-name>.yaml

&R "I LAE A oc create cronjob, E— e & A AIEFH/E5E) Cron Job, U T HROIE
FiEsh 5 £—REIH1EEBIHEEE Cron Job :

$ oc create cronjob pi --image=perl --schedule="/1 * * * *' -- perl -Mbignum=bpi -wle
'print bpi(2000)'

f&F oc create cronjob Ff, --schedule %535 A cron #&=NHITEE T X,


https://en.wikipedia.org/wiki/Cron

BEERFTR

6.1. EEF5H OPENSHIFT CONTAINER PLATFORM &£y =
AT I R R T R, LURERT SBOMEXE S, RS, Fi. NERSMEtiEE,

HEHIT T REERFEN, CLISRREFTRENNTRURZE, 2 (master) HARE T RAIR
BESHITRERRE, BULRIET R,

6.1.1. XTIHERFHHIAET R
ERT LURERSE R AP RBYIFAIE B
o LUTHHIHMATR :
I $ oc get nodes
UTFRAIZERRERT /B9
I $ oc get nodes
it Bl

NAME STATUS ROLES AGE VERSION
master.example.com Ready master 7h v1.25.0
nodel.example.com Ready worker 7h v1.25.0
node2.example.com  Ready worker 7h v1.25.0

UTRAIRER—INTRET RBKE

I $ oc get nodes

it =Bl
NAME STATUS ROLES AGE VERSION
master.example.com Ready master 7h v1.25.0
nodei.example.com  NotReady,SchedulingDisabled worker 7h v1.25.0
node2.example.com  Ready worker 7h v1.25.0

fitZ NotReady K EMIFRMHEART LR,
e -0 wide LR HAE X T REIMTINE 2.

I $ oc get nodes -o wide

ol
NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP
OS-IMAGE KERNEL-VERSION CONTAINER-
RUNTIME

master.example.com Ready master 171m v1.25.0 10.0.129.108 <none> Red Hat
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Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64

cri-0://1.25.0-30.rhaos4.10.gitf2f339d.el8-dev
nodei.example.com Ready worker 72m v1.25.0 10.0.129.222 <none>

Red Hat

Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64

cri-0://1.25.0-30.rhaos4.10.gitf2f339d.el8-dev
node2.example.com Ready worker 164m v1.25.0 10.0.142.150 <none>

Red Hat

Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64

cri-0://1.25.0-30.rhaos4.10.gitf2f339d.el8-dev
o UTHRIH— 1T REEXRESR :
I $ oc get node <node>
4N -

I $ oc get node node1.example.com

i th o Bl
NAME STATUS ROLES AGE VERSION
nodel.example.com Ready worker 7h v1.25.0

o LUTHOREEXRFETmNELFHER, ER/RAELYTRINERER :
I $ oc describe node <node>
a0 -

I $ oc describe node node1.example.com

i Bl

Name: nodeil.example.com ﬂ

Roles: worker

Labels: beta.kubernetes.io/arch=amd64 6
beta.kubernetes.io/instance-type=m4.large
beta.kubernetes.io/os=linux
failure-domain.beta.kubernetes.io/region=us-east-2
failure-domain.beta.kubernetes.io/zone=us-east-2a
kubernetes.io/hostname=ip-10-0-140-16
node-role.kubernetes.io/worker=

Annotations: cluster.k8s.io/machine: openshift-machine-api/ahardin-worker-us-east-2a-

qb5dzc ﬂ

machineconfiguration.openshift.io/currentConfig: worker-
309c228e8b3a92e2235edd544c62fead
machineconfiguration.openshift.io/desiredConfig: worker-
309c228e8b3a92e2235edd544c62fead
machineconfiguration.openshift.io/state: Done
volumes.kubernetes.io/controller-managed-attach-detach: true
CreationTimestamp: Wed, 13 Feb 2019 11:05:57 -0500
Taints: <none>
Unschedulable:  false



Conditions: (6]
Type Status LastHeartbeatTime LastTransitionTime Reason
Message

OutOfDisk False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -
0500 KubeletHasSufficientDisk  kubelet has sufficient disk space available

MemoryPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57
-0500 KubeletHasSufficientMemory kubelet has sufficient memory available

DiskPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -
0500 KubeletHasNoDiskPressure kubelet has no disk pressure

PIDPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -
0500 KubeletHasSufficientPID  kubelet has sufficient PID available

Ready True Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:07:09 -0500
KubeletReady kubelet is posting ready status
Addresses: ﬂ

InternallP: 10.0.140.16

InternalDNS: ip-10-0-140-16.us-east-2.compute.internal

Hostname: ip-10-0-140-16.us-east-2.compute.internal

Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8172516Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7558116Ki
pods: 250
System Info: Q
Machine ID: 63787c9534c24fde9a0cde35c13f1f66
System UUID: EC22BF97-A006-4A58-6AF8-0A38DEEA122A
Boot ID: f24ad37d-2594-46b4-8830-7f7555918325
Kernel Version: 3.10.0-957.5.1.el7.x86_64
OS Image: Red Hat Enterprise Linux CoreOS 410.8.20190520.0 (Ootpa)
Operating System: linux
Architecture: amde4
Container Runtime Version: cri-0://1.25.0-0.6.dev.rhaos4.3.git9ad059b.el8-rc2
Kubelet Version: v1.25.0
Kube-Proxy Version: v1.25.0
PodCIDR: 10.128.4.0/24
ProviderID: aws:///us-east-2a/i-04e87b31dc6b3e171
Non-terminated Pods: (12 in total) @
Namespace Name CPU Requests CPU Limits

Memory Requests Memory Limits

openshift-cluster-node-tuning-operator tuned-hdl5q 0 (0%) 0(0%) O
(0%) 0 (0%)

openshift-dns dns-default-169zr 0 (0%) 0(0%) 0 (0%)
0 (0%)

openshift-image-registry node-ca-9hmcg 0 (0%) 0(0%) O
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QD000

(0%) 0 (0%)

openshift-ingress router-default-76455c45¢-c5ptv 0 (0%) 0(0%) O
(0%) 0 (0%)

openshift-machine-config-operator machine-config-daemon-cvqw9 20m (1%) O
(0%)  50Mi (0%) 0 (0%)

openshift-marketplace community-operators-f67fh 0 (0%) 0 (0%)
0 (0%) 0 (0%)

openshift-monitoring alertmanager-main-0 50m (3%)  50m (3%)
210Mi (2%) 10Mi (0%)

openshift-monitoring node-exporter-17q8d 10m (0%) 20m (1%)
20Mi (0%) 40Mi (0%)

openshift-monitoring prometheus-adapter-75d769¢874-hvb85 0 (0%) 0
(0%) 0 (0%) 0 (0%)

openshift-multus multus-kw8w5 0 (0%) 0(0%) 0 (0%)
0 (0%)

openshift-sdn ovs-t4dsn 100m (6%) 0 (0%)  300Mi
(4%) 0 (0%)

openshift-sdn sdn-g79hg 100m (6%) 0 (0%) 200Mi

(2%) 0 (0%)
Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)

Resource Requests  Limits

cpu 380m (25%) 270m (18%)

memory 880Mi (11%) 250Mi (3%)
attachable-volumes-aws-ebs 0 0
Events: m

Type Reason Age From Message

Normal NodeHasSufficientPID  6d (x5 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientPID

Normal NodeAllocatableEnforced 6d kubelet, m01.example.com Updated Node
Allocatable limit across pods

Normal NodeHasSufficientMemory 6d (x6 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientMemory

Normal NodeHasNoDiskPressure 6d (x6 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasNoDiskPressure

Normal NodeHasSufficientDisk 6d (x6 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientDisk

Normal NodeHasSufficientPID 6d kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientPID

Normal Starting 6d kubelet, m01.example.com Starting kubelet.
#..

T REIEB R,

TEMAAE, FTLLE master 5 worker,
N AR B TT s BIR
N BT =B EAR,

Rz BT RE075 R



TR &GRS, conditions /NIFIHE T
Ready. PIDPressure. PIDPressure. MemoryPressure. DiskPressure #1 OutOfDisk

T ERA 1P MR EH G,
pod FHIRA Al 2 BBy B,
TRENBEXRER.

T EM pod,

T RIREHES,

090009

v pa =

control plane TR% R & B e INEIFT O EHH master TR, MRBNENT =KERA

control plane 1%, ALAFINEERS. NBRLER, 1ES M TIRSD B 7AW
1 EHT 7 R BIFR s

EETHTRESH, AT EREGEHEPRHILUT T RRR

F 6.1 TR

KRR - pu
Ready MEF true, TTRATFRERS, FTLUER pod., IR Hfalse, NI maTF

NMERIPRTE, TEF pod. MFE ) unknown, KFT7=IEHI237E node-
monitor-grace-period Ff A (BAIAH 40 #) & BWEIERE T KB DBKE

=

DiskPressure INR» true, KRERBEBSEHE.

MemoryPressure R true, KKRT RNEFRE,

PIDPressure IRy true, KRR EBFEXRS,

OutOfDisk MERF true, KEXTREWATRAEEARRE, TIERINF pod,

NetworkUnavailable IR true, RERT REMBRRKIEREE,

NotReady IR Htrue, KR—DEZHG (NB/BITHHMLE) BRI T [ ARE
B,

SchedulingDisabled ToiE@ i FE S Pod BRI m L,

Hith

=

P
o TRINMEISERHT R EBIIRE

6.1.2. I ERFPE - R LM pod
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IEA LS 5 E T R EBIFRAE pod.

ff

L=
o JH—PHENT R EMIFTAZIERE pod :

S

I $ oc describe node <node1> <node2>

4N -

I $ oc describe node ip-10-0-128-218.ec2.internal
o JFIHEET REMFIAESIELE pod :

I $ oc describe node --selector=<node_selector>

I $ oc describe node --selector=kubernetes.io/os
HE

I $ oc describe node -I=<pod_selector>

I $ oc describe node -1 node-role.kubernetes.io/worker

o JHFFET RLBFTA pod, BIEX LM pod :

I $ oc get pod --all-namespaces --field-selector=spec.nodeName=<nodename>

6.1.3. EE T R LN EM CPU BE%1T

TBHUERT RAESIT, XEFITMERANBHRM T 2T IME, XERESITEE CPU. REH
RN E=N

FRFM

o (XA cluster-reader P RF e EERES T,

o WK E Metrics FREEBRES1T,

°
[t

A

T

el

I $ oc adm top nodes

i th Bl
NAME CPU(cores) CPU%  MEMORY (bytes) MEMORY%
ip-10-0-12-143.ec2.compute.internal  1503m 100%  4533Mi 61%
ip-10-0-132-16.ec2.compute.internal  76m 5% 1391 Mi 18%
ip-10-0-140-137.ec2.compute.internal 398m 26% 2473Mi 33%
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ip-10-0-142-44.ec2.compute.internal  656m 43% 6119Mi 82%
ip-10-0-146-165.ec2.compute.internal 188m 12% 3367Mi 45%
ip-10-0-19-62.ec2.compute.internal  896m 59% 5754Mi 77%

ip-10-0-44-193.ec2.compute.internal  632m 42% 5349Mi 72%

o BEBEANEMT RMAESITER !
I $ oc adm top node --selector="
B IIE T JERR TR Sy (FREEIH) . XF = ===
6.2. BIF T =
ENERA, BRALHITIIMES REEEES Y.
6.2.1. T AN 17 ;= £ # pod

I pod, BAILUTBAEI— RS R EMFERAE pod,

R BERE RS HIRHI 3 XM pod, EHIEEHEISBEEM T R O pod, FHMIBET RBRIIAR
pod,

B pod (BN HEHIEFIZF TR pod) BINERTAZRN, EAILLETIEE pod HF28KEE— /)
#849 pod. pod HEIFABREFIRG, RILTHAREIREIFTE pod EFFHEE,

Pt =
1. EHUT pod HXERET, PRICAATAERIT <o
a. | RIMCHAATHE

I $ oc adm cordon <node1>
=1
I node/<node1> cordoned
b. 7T =A% Ready,SchedulingDisabled:

I $ oc get node <node1>

it Bl
NAME STATUS ROLES AGE VERSION
<nodel1> Ready,SchedulingDisabled worker 1d v1.25.0

2. ERLTAEZ—IKER pod:
o E—NHZNT R EWRATBESILER pod :

I $ oc adm drain <node1> <node2> [--pod-selector=<pod_selectors]
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fE A --force %15 I HIBR RN, pod, %N true B, EMEEFEAHSHILEIZS. BIAE, £
W, SFHRISBERERSLEEEN pod, tBEREHITHIRE

I $ oc adm drain <node1> <node?2> --force=true

&/ --grace-period LAFD W EALIZE— N HAR, LUMEE pod BEF R &ML, IR N1,
MR pod g EHIBRIAE :

I $ oc adm drain <node1> <node2> --grace-period=-1
ZBEHSF I REEEN pod, fF --ignore-daemonsets F1if XN true :

I $ oc adm drain <node1> <node2> --ignore-daemonsets=true

f#/ --timeout Ml RIXBERFAESFSHNN K, EH 0 FHXETTRA K :
I $ oc adm drain <node1> <node2> --timeout=5s

B{E#ZE(EF emptyDir £ pod, ¥ --delete-emptydir-data i7:51% 5 true, thaffifk
pod, T RBFZEN KMPRAHELE

I $ oc adm drain <node1> <node2> --delete-emptydir-data=true
8 —-dry-run LT N true, EXFIHBFHE TR RMALFFHITERE :
I $ oc adm drain <node1> <node2> --dry-run=true

& A LU{E A --selector=<node_selectors £ BB L E 7 s M pod, MAIEEEARHT
=& (40 <node1> <node2>) .

. SERER T RIME N AT E,

I $ oc adm uncordon <node1>

6.2.2. TR EH T m EAIIRE
RAET AT R MRS,

TRIPERRET RMRERE, BMENSEHD T T RB20Lt,

214

% MachineSet X REVEM BRI AN AETENSERENNENE. Hla, A
MachineSet %I R IR MBI E R R L BRI ST BHZEXKBIENSZNT <o

o LITSET RLERMKEIHIL :
I $ oc label node <node> <key_1>=<value_1> ... <key_n>=<value_n>
a0 -

I $ oc label nodes webconsole-7f7f6 unhealthy=true



B
AR LA AL T YAML &N FAFRE :

kind: Node
apiVersion: v1i
metadata:
name: webconsole-7f7{6
labels:
unhealthy: 'true'
#...

o LT HEFamAZERPHAEA pod :
I $ oc label pods --all <key_1>=<value_1>
a0 -

I $ oc label pods --all status=unhealthy

6.2.3. 7 FRUMANS TV R N A B R S AT LA

BMINERT, BA Ready REBIMEERT StMC VAT LUARE, XEREEAUET =R EREH pod, 40
RFNF T RIMCHRTHE, WREIEEZT R LB pod. TR EBIIE pod TR FM,

o UTFHHFH—IHENT [INCHARAFHE :
=1
I $ oc adm cordon <node>
4N -
I $ oc adm cordon node1.example.com
=1

node/node1.example.com cordoned
NAME LABELS STATUS

nodel.example.com kubernetes.io/hostname=node1.example.com
Ready,SchedulingDisabled

o LUTHEFYTATHEN—INHZNT RIinC el LUAE -
I $ oc adm uncordon <node1>

A4, EHETLUEH --selector=<node_selectors LT % E BT bRt Al LU KA ATV
E, MAEEEFNT REH (4 <node>) .
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6.2.4. BT RESMAHZEN AR pod I, AHBETY R OpenShift E£FF RV IR
WE, TEHT 5 OpenShift £&£F] OpenShift Container Platform 585/, AR I REEMIER,
MERBELEHET R, XARERAEIFRKEENNARER pod K, H IR
UnexpectedAdmissionError {12, k% Deployment. ReplicaSet 5k DaemonSet #51%, FE HEEX
Lo BN FIF2F pod 7E pod NiX i iR ARSSRIE 5. BILIEIESI pod ERMIIE,
FRLATHETIEN, BFRERSH pod RIFEEEH, BMEECTENIIEE. pod HLikE
UnexpectedAdmissionError, I1E, TR pod BHE S &7 Deployment. ReplicaSet 5
DaemonSet AT LU R A, #0R pod A FiXMERIRE, MEXAFAKKE, BNH—NEFINIZIEE
1217, BT Deployment. ReplicaSet 5 DaemonSet AR I QI HHNITELE pod, FHERLNHRE
FEINERE,

EBFERFITITERBRLLE pod HREK 1, ERRX—RIHET, ST THSILEEAT R OpenShift
SREEMMBRKRIUHI pod :

I $ oc delete pods --field-selector status.phase=Failed -n <POD NAMESPACE>

@ o
' BT R OpenShift SEBF T0IA R AHFZE T BT,

o TRRINMAIMET £ pod
6.2.5. flFR T R

6.2.5.1. MEREFPIHIBR T =
Z M OpenShift Container Platform SREHHIFRTY =, 154E(HE 24 # MachineSet X%,

BF

LR SN ERRLS, SR MBIHLEREMPRT R, FEZERF oc delete
node &% A FILAESS

WIRMER CLIHBRT mbf, TR RE&M Kubernetes lfiRR, 1B% 77 m EFZ1EM pod AWM, EM
I H 8 36 25 RUAEN pod #BTT;E M OpenShift Container Platform ii[n], HIE Hl#EHI 2809
Pod *EMAEEIHEMATAMT R, BRAHERAHEH pod,

INRIGIERN LiZ1TERE, W@ HitE MachineSet X REMIPRT . T EHEREN

AEBRSTHNBERN TR, BR, SBI7EFIMHPRETECE HE FHEZET R,

it =
L ZTU TS, EEEEPHITENES

I $ oc get machinesets -n openshift-machine-api

ITEHNZRELL <cluster-id>-worker-<aws-region-az> FIF R 51 H,
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2. BAUTAEZ T ENS
o ZITLUTHNIEEERH IR AL
I $ oc scale --replicas=2 machineset <machine-set-name> -n openshift-machine-api
o ZITUUTaSRFEHITENBNERE LFHIR

I $ oc edit machineset <machine-set-name> -n openshift-machine-api
i th o Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
#...
name: <machine-set-name>
namespace: openshift-machine-api
#...
spec:
replicas: 2
#...

ﬂ EEZEM AR A,

Hih 5w
o Fi RITENSRE

6.2.5.2. MEEHLEEE D RIBR T =

WIRMER CLIHBRT mbt, TR REM Kubernetes flfiRR, 1B1% 77 M EfZ1EM pod AR, EM
S HIH 25 IR pod BRTSiEM OpenShift Container Platform 1/510], H & HlIi2H] 25151
Pod *EMAEEIHEMATAMNT R, BRAHBRAHEH pod,

Pk =
Wit AR THE, MEN LIZ1TH OpenShift Container Platform &2 HIBR T 52

[T RAMC A E -
I $ oc adm cordon <node_name>
2. HEZETT R EMIFRA pod :
I $ oc adm drain <node_name> --force=true

IIRT RBLEHEBELIN, WHRATRRKN, BMET BN, BNAELTEARZEH
BRI o0 TR EEIRRRT, IEEITIRFRIX A IEE S,

3. MERBEHHERT <

I $ oc delete node <node_name>
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ART R RIMEMERFFMER, BEMAATEEEEN kubelet RFSBEFEHIMALKR, &£
KAMBRZT R R EFTEEYE, EBAFAIZT R

4. MRIERMA T YERY, FEFITHFEUET ST UEFRIMALER,

6.3. BT R

OpenShift Container Platform {# KubeletConfig B X ¥R (CR) XEETANEE, @il &
KubeletConfig X REYSLS], ROUIBE—NZEVREERES TR LHIXE,

- Ffoy B R E T & Kr LS.

6.3.1. BT =
EXTERBEFSN I IITERERN, BuI0EEE LFIRE L (CRD) =X kubeletConfig *f &,
OpenShift Container Platform {8 Machine Config Controller 3£ #E 2 &@id CRD #1177 Bk, LUK
BN ISR,
P2y~
K5 kubeletConfig *f R REIFEX B3 M _LifF Kubernetes %1#%5 kubelet, PLAN XL
EXRSSIEE IR kubelet RF AR, BRXLEFEMNBENE, ESHEXB Kubernetes XX
14, kubeletConfig *f RHMTMEFRERFHEH T RAT A,
Pk

1 NIBERBMIT RRR, KENS#ES CRD (Machine Config Pool) RELIIRE, HUTUTHEZ

a. BB SRREERNY IR,
f5gn -

I $ oc get machineconfigpool --show-labels
tonfs Nl

NAME CONFIG UPDATED UPDATING DEGRADED
LABELS

master rendered-master-e05b81f5ca4db1d249a1bf32f9ec24fd True  False

False  operator.machineconfiguration.openshift.io/required-for-upgrade=

worker rendered-worker-f50e78e1bc06d8e82327763145bfcf62 True  False
False

b. NFFEMHEREEBRINE E L IR%,
f5gn -

I $ oc label machineconfigpool worker custom-kubelet=enabled

2. NIEWECE B RO — kubeletconfig BE X HHR (CR) .
flan -
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https://access.redhat.com/solutions/84663

custom-config CR B2 &l

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: custom-config ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: enabled 9
kubeletConfig: 6
podsPerCore: 10
maxPods: 250
systemReserved:
cpu: 2000m
memory: 1Gi
#...

@ CRAB—AEW
@ EEENABBEERMITE, XRERMINBREL AR,
© EEEERMH(E

3. B CRXIR,
I $ oc create -f <file-name>

4N -
I $ oc create -f master-kube-config.yaml

AL Kubelet BEE LT TR A RE. FAVER LI :
® CgroupDriver
® ClusterDNS
® ClusterDomain

® StaticPodPath

MREANT REEEBIL 50 MR, pod MERARRET RIAEITES, XERRNTRLEH

BIRTIRBINE BN 50, B LLEITSEE KubeletConfig * REZREBEKIRE, FHIF
nodeStatusMaximages FI{HIXE N -1,

6.3.2. I control plane 7 mECE } o] LLHRE

& B LU control plane 1T BECE N AT LLUAE, :XEBKRE R IFTE master 71 EREHH pod. BINER
T, control plane T R A A,
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IR LASE master B A AR, {ESRE worker 19 =,
==
IRE TR RN R B ERE & A worker 7 s B9 OpenShift Container Platform, 7EX#i&E)5
T, control plane 11 REMEITIC A AT LAEE,

& e LB B2 & mastersSchedulable FEXE /17 sk 22 IE A& control plane 7 s,

BF

LI control plane 7 MBRABI AR EEECE W ol LUEER,, TEHARIH, XZ2H
A control plane 7 |RFE/EZE M worker 7 /R

1. Yw%E schedulers.config.openshift.io ¥R,

I $ oc edit schedulers.config.openshift.io cluster

2. EZi& mastersSchedulable %,

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
creationTimestamp: "2019-09-10T03:04:05Z2"
generation: 1
name: cluster
resourceVersion: "433"
selfLink: /apis/config.openshift.io/v1/schedulers/cluster
uid: a636d30a-d377-11e9-88d4-0a60097bee62
spec:
mastersSchedulable: false ﬂ
status: {}
#...

ﬂ KEH true LLASIFIFE control plane TR, SHIXEH false IR LEYHREE control plane 77

ino

3. RTFSHLAMES L E

6.3.3. % & SELinux % /R {H

OpenShift Container Platform f & 7E Red Hat Enterprise Linux CoreOS (RHCOS) i m L2 FAFI%E
SELinux fa/RMH, LU 2R T WAl A Machine Config Operator (MCO) #8285 s _E#J SELinux #m
/RME. UES7RF2E A container_manage_cgroup AR BIfR /R E, SIS X MEER N EFEENE M
IRME,

FRFM

e B% %k OpenShift CLI (oc) &
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BeEHREFTR
e

1. & MachineConfig X A% YAML XX, 0 T~HIRT

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

metadata:
labels:

machineconfiguration.openshift.io/role: worker
name: 99-worker-setsebool
spec:

config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]

Description=Set SELinux booleans
Before=kubelet.service

[Service]
Type=oneshot

ExecStart=/sbin/setsebool container_manage_cgroup=on
RemainAfterExit=true

[Install]

WantedBy=multi-user.target graphical.target
enabled: true

name: setsebool.service
#..

2. IZFTLA T e &R A1 HH MachineConfig X £ :

I $ oc create -f 99-worker-setsebool.yaml

\
F

% MachineConfig X &N FAERERG SHME R

2/
X5

SR RIEN AR R R B,
6.3.4. N T ERINAKSE

HE—LERFRERT, BURFEENERPHN—HT RRINRZSH,
TSEER T RAmX S EBIRN.

PHATRCARERS RNV DETE, RS

gk

H
[=]

THEAARSRRSBRALELED .
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BRI BRARSHRAIEE

e nosmt: ERRPEAXNMRLLEE (SMT), SEBEARTFEN CPUBSMEHLRE, BHLIESHE
FINEHRZEMEA nosmt, LU BEMBERER TG NG, 2BH SMT 2R LS FiiFERE
'I‘iﬁﬁapﬁﬁbo

e systemd.unified_cgroup_hierarchy : [G A Linux #HI2HAR A 2 (cgroup v2). cgroup v2 &R
BIEFIZHR T —hRA, BaE TSP,

BF

OpenShift Container Platform cgroups R4 2 ZHFFR B — MR INEE, oA
T ThRER ZLLNE ™ MRS E R ML (SLA) X, BIMREAREH T, ZIIEF
WEEREFINERFEREN . XA IR LUE A IRB I AFIIEE, #
BNSEFLMBRERIBE L,

BRABRATITEXFSEHNESER, ESHARATTEESFEH.

e Enforcing=0 : ¥ Security Enhanced Linux (SELinux) BZi& } 2L permissive X217, £
permissive IR H, RIEIRR enforcing R —IFINE R LK, SFMICHRFETEEPILE

PiFiE4E%E, BT #TATEQ’EE‘E{T}*{’E BRATBVIEEIMERT R HE permissive &3,
1B permissive IR =B B F i,

DIk

==
=

AXEHEETIMEREZER RHCOS £ SELinux. £ = _EZH SELinux

&, AL EEPERFNENEFESE,

MEARSEITIRMIED, HESH Kernel.org NiZSH,

ELUTRRES, BECE—IATIHRLUTARZAR MachineConfig X/ & :
o MERNMARSHN—HNZE. AFIRNEE worker 5 ERIN 2R,
o [HINEINAEAKSHERRBHAKSE,
o IERHLERECE SR AN A B AL BRI,

FeREH

o EHIFEZ1THI OpenShift Container Platform EEEHIEIRFFF,

1. 5 OpenShift Container Platform 5229318 MachineConfig /&, LUHEMEITRICIERINL
#RECE :

I $ oc get MachineConfig
=1
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https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
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https://access.redhat.com/support/offerings/techpreview/
https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt

NAME GENERATEDBYCONTROLLER

IGNITIONVERSION AGE

00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m

00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m

01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

99-master-generated-registries
3.2.0 33m
99-master-ssh

52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

3.2.0 40m

99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. QIB— B FIRARZ%S B MachineConfig R4 (40 05-worker-kernelarg-
selinuxpermissive.yaml)

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
kernelArguments:
- enforcing:OG

I RS B E worker 7 o

o
2]

©

3. QIEHFVISRE :

AFIRAECEARNBEERMNHLAME (05) URELEAHLER GRin— P A%SEEkEE
& SELinux permissive 1) .

AN RS ERIA N enforeing=0,

I $ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml

4. MENSBEELUEERSRNINTHEE :

I $ oc get MachineConfig
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224

I $ oc get nodes

it Bl

i~ Bl

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
05-worker-kernelarg-selinuxpermissive 3.2.0 105s
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0 33m

5 KRETS:

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.25.0
ip-10-0-136-243.ec2.internal Ready master 34m v1.25.0
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.25.0
ip-10-0-142-249.ec2.internal Ready master 34m v1.25.0
ip-10-0-153-11.ec2.internal Ready worker 28m v1.25.0
ip-10-0-153-150.ec2.internal Ready master 34m v1.25.0

AT LLL R, TEN BTSN worker T EMAE AW ER,

6. BIEEAH— worker WRHFEAKBTITSE (N LB /proc/icmdline A1) , LIRERZS
WL L EER -

I $ oc debug node/ip-10-0-141-105.ec2.internal

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host



sh-4.2# cat /host/proc/cmdline

BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fdO0... ostree=/o0stree/boot.0/rhcos/16...
coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit

&N EE enforcing=0 SHERMEHMAKLSE,
6.3.5. T R LB AR A FE A

BF

AT REERZHMATERZ—PMERATTINEE. SARTITHEER RIS MRS FHMIL
(SLA) X%, BMIREAREH A RE, BT HETEE T IMERERE ], XERARTIR
RER A R B IXAFBIEE, HANSEF LM BRRMARGEL,

BRIMEEATUTNREFFEENESZER, HEHABATIRES R,

IEAI LARYE Y s/ OpenShift Container Platform T4 £ % /5 A3 # R FE A,

Digk

==
[=]

o S M A AT AR A T4 1 M AR R R R A RS B A B, RBAE control
plane TV s _E/H AR #ERTF,

ERARERTRE, HOE— kubeletconfig B E X FIR(CR)RIXE swapbehavior 2%, ZFUXE
BIRH LRI

e AR : A LimitedSwap {ERRHIAI LMERAMNRHEAFETENEHE, EAAEH OpenShift
Container Platform BT s LM T/E &R AT UE AR HN1E, LimitedSwap 1T HEURF T
RMEAEA Linux 2HI4 B4 1(cgroups v1) % kA< 2(cgroup v2) 1217 :

o cgroup vl : OpenShift Container Platform TAE i # AT LMERRNEMZHNEEHS (MR
WiE) % pod WAERE,

o cgroup v2 : OpenShift Container Platform T {F fil & T % # A R R 17,

e MR : A UnlimitedSwap (B3RS TAF MEIEHERIT R AT S HERA swap A7, REHEAR
GERR

BTF kubelet FERZ BB ENER FTAREIRNT, EIEESITE OpenShift Container Platform A
FRXHBAFENET R LEARENE, R R ERERMAE, NI7E OpenShift Container Platform
A ARBAERASEER,

FERFH
o RAE—AIEIEiZ21TH) OpenShift Container Platform ££2%, ©#EBARA 4.10 HE S hRA,
o LEFEBRIHNMAN SHERER.
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o WBIEEEH/FEAT TechPreviewNoUpgrade ThEEs (1557 Nodes —» Working with cluster —
Enabling features using feature gates)
p= Y=
& F TechPreviewNoUpgrade ThEESR G TOERUE, FHBALRRAES, FEIE
IR R PR IXLETHRE

o MRVAEFMT cgroupv2, NIFETIXZE swapaccount=1 RZSEEE BT A _ LR H
%Q
P =
1. NERFREAEFENNREE LN A B E R,

I $ oc label machineconfigpool worker kubelet-swap=enabled

2. BIBEE LFIR(CR)E/EAMEE swap K&,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: swap-config
spec:
machineConfigPoolSelector:
matchLabels:
kubelet-swap: enabled
kubeletConfig:
failSwapOn: false 0
memorySwap:
swapBehavior: LimitedSwap 9
#...

ﬂ WEN false, MERBXT = LERARXHMAEER, KE true TRAMAFERA,
Q BEZMAFT ., WRAKIEE, NEFINEN LimitedSwap.

3. SR EEARERE,

6.3.6. 5 control plane 7 R M— RHOSP E£#5F#%E| 5 — RHOSP E#

IRET LLZ 4T control plane 7 s M—4 Red Hat OpenStack Platform(RHOSP) 77 m#% & 5 — NI,

FeREZ M
o IfiEZFE OS_CLOUD ZXf7E clouds.yaml X4 EFEEEILH clouds £EMEIMA,

o IfiEZE KUBECONFIG 2152 & & OpenShift Container Platform EiFHERE.



#!/usr/bin/env bash
set -Eeuo pipefail

if [ $# -1t 1]; then

echo "Usage: '$0 node_name
exit 64

fi

# Check for admin OpenStack credentials
openstack server list --all-projects >/dev/null || { >&2 echo "The script needs OpenStack admin
credentials. Exiting"; exit 77; }

# Check for admin OpenShift credentials
oc adm top node >/dev/null || { >&2 echo "The script needs OpenShift admin credentials. Exiting"; exit
77;}

set -Xx

declare -r node_name="$1"

declare server_id

server_id="$(openstack server list --all-projects -f value -c ID -c Name | grep "$node_name" | cut -d"’
_f-I )ll

readonly server_id

# Drain the node
oc adm cordon "$node_name"
oc adm drain "$node_name" --delete-emptydir-data --ignore-daemonsets --force

# Power off the server
oc debug "node/${node_name}" -- chroot /host shutdown -h 1

# Verify the server is shut off
until openstack server show "$server_id" -f value -c status | grep -q 'SHUTOFF'; do sleep 5; done

# Migrate the node
openstack server migrate --wait "$server_id"

# Resize the VM
openstack server resize confirm "$server_id"

# Wait for the resize confirm to finish
until openstack server show "$server_id" -f value -c status | grep -q 'SHUTOFF'; do sleep 5; done

# Restart the VM
openstack server start "$server_id"

# Wait for the node to show up as Ready:
until oc get node "$node_name" | grep -q "*${node_name}[[:space:]]\+Ready"; do sleep 5; done

# Uncordon the node
oc adm uncordon "$node_name"

# Wait for cluster operators to stabilize

until oc get co -0 go-template='statuses: {{ range .items }}{{ range .status.conditions }}{{ if eq .type
"Degraded" }}{{ if ne .status "False" }}DEGRADED{{ end }}{{ else if eq .type "Progressing"}}{{ if ne
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.status "False" }}PROGRESSING{{ end }}{{ else if eq .type "Available"}}{{ if ne .status "True"
INOTAVAILABLE{{ end }}{{ end }}{{ end }}{{ end }}' | grep -qv "\
(DEGRADED\|IPROGRESSING\INOTAVAILABLE)\)'; do sleep 5; done

INRIASERK, control plane HEFFHEREI— 1 FTHI RHOSP 7 =,

6.4. EEBENT = POD #= LR

1£ OpenShift Container Platform /1, f&al LURIETY (= LBV IR 2R R EUAN/SRAERR I, RECERIET =
L2147 pod B=E., NRERE NP ED, B & AN R §l SR BR 117 s £ B9 pod £,

LN SEEBXEN, ERBUNERST TR ER pod &, B iXLER S :
e CPU fERZRIBN,
o I8 pod A HIEE,
o RETRPNAFHE, FEHIARFERRM R,
o R IP Hiifits,

o HWRIEFRER, SHAFNARFMHETE,

BF

1£ Kubernetes 1, @& HNARERM pod LIMERAMNINBER. B NBiARELRESS
[AEhETABEM, AL, 121710 D pod BRSSP ERIZ1T 20 N AR,

RNV BRI IOPS TR AT RER XS CRI-O # kubelet P48, LR EZTAE /O

= B pod B, AIEEHILBERIR, BUURIEET S EME 1/0, HERBERW
sHEmE,

podsPerCore SR IE T = LRSI EILE T A2 1TH pod B &, 0 : E—1F 4 PME
BT = _EJF podsPerCore % 10, M%7 R ERVFEIRK pod 2LEH 40,

kubeletConfig:
podsPerCore: 10

¥ podsPerCore X&) 0 AT AXRE, EKIAMEN 0, podsPerCore S#HIEAFEEE T maxPods &
FHYME,

maxPods Z¥UG T R A LLUZ1THY pod HERXENEEE, MAZET REEM,

kubeletConfig:
maxPods: 250

6.4.1.EEEENT MR K pod #12

AW SHIEHI AR T =B pod BE LR, 277 podsPerCore 1 maxPods., #1R &R {# X
PRANIEI, DU ER P 2 AR /)N B BR il S PR A1 17 s £ Y pod #8
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Blan, MR/ —NE 4 MEEBRAK T = L podsPerCore % &7 10, M%7 s _EfVFH pod &
LBRH 40,

FRFH

1 MIALT oS AHEERENT KRS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>

4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: "™ ﬂ
name: worker
#...

ﬂ IRESHINTE Labels T,
B
NBIFERTEIE, ERNE/Ex, Hn :

I $ oc label machineconfigpool worker custom-kubelet=small-pods

ff

L=

S

1. NEEE®R OB E LHIR (CR),

max-pods CR BEgi& R~

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
podsPerCore: 10 6
maxPods: 250 ﬂ
#...
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@ CrRAB—AE

@ BRENSBEELRIRE,

© RETRECERRABIREIT R EAIEATH pod M.

@® FVRLMETH pod HBHEH—PEEE, MWAEETRHEL,

vy p= =1
1 podsPerCore % & 0 AT FHXNBR I,

£ LB, podsPerCore BIERIAE 7 10, maxPods BIERIAEN N 250, XEKE, BRIETHRE
25 N EMIARL, T podsPerCore k2 ERABIBR HI K 3=,

2. iInfTLA TSR AIE CR -
I $ oc create -f <file_name>.yaml

1. 5 MachineConfigPool CRD LIEH RGN A 7 Eil., #R Machine Config Controller #lERE]
Eeg, Nl UPDATING FI&i& True :

I $ oc get machineconfigpools
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8ab5e False True False

H5eM /S, UPDATED &R True.
I $ oc get machineconfigpools
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False

6.5. {5/ NODE TUNING OPERATOR
T % Node Tuning Operator, LARINfEIEAE @S SHEE tuned S AR LUB IR T RIIBIMEERE AL,

Node Tuning Operator B LAEEBNZ @1 4k TuneD #TPL*EEE‘“"E‘N SIGIRIEREAL, FHER
Performance Profile #2283 I SEIERERE. XS BN ARRFHEE— E*EF;E’JP\]W% HEBECAE,

Node Tuning Operator A F1R#E 7 — 4 —H. %,.5“—%25’] sysctl BN, FHALUREEARRA
%gﬁiﬁi@mﬂﬂ E EX'I& ﬁi'ﬂ::iﬁ%o
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Operator ¥} OpenShift Container Platform &2st TuneD SFFHR2YE - —4> Kubernetes SFi# 25
FHTEE, BRIET BE LR EB UK R R ERE P TN AR RN
TuneD SFHP R, MHNMFINARRERBNAME TR LEIZT, BIMTREST—,

HEREMAZEEREANEMGR, SHBRTERMLELILESREX LRI TuneD SFIRH, B
& TuneD P PERE AT N FABY 1T R B EIR,

Node Tuning Operator {8 Performance Profile 1223 LI B h1EREL1E, MIZEIN OpenShift
Container Platform I A2 FRMEIE R ERE, SHEEARE 7T HEREERLUE LT R AXE, fl
m :
o [HAKLEFHE kernel-rt,
e NN CPU,
o NEfTITEMBEHERE CPU,
=1
B#l, cgroupv2 AXZFER CPU MEI%, WL, MRESAT cgroup v2, NIATEETR
EMMEREEL B EFRENFTRMIT N, MRIEFEH executeace BBESE, NIAEIUARA

cgroup v2,
TERRA 4.1 RE=mhRAH, OpenShift Container Platform fr & &R & & T Node Tuning Operator,

==
TEBRHIR AR OpenShift Container Platform B, Performance Addon Operator 3531

BEMEREILIE, LUESH OpenShift B FATZFLIMEIERERE. 1E OpenShift Container
Platform 411 R EHBIRAH, XDIIEER Node Tuning Operator BI—EF 43,

6.5.1. 1/j17] Node Tuning Operator ;= fI#1#&
{5 A L RAZ 15 17] Node Tuning Operator BORBIFIAE,

iz
o Z{TLA T4 LA Node Tuning Operator <l #14& :
I oc get tuned.tuned.openshift.io/default -o yaml -n openshift-cluster-node-tuning-operator

21\ CR §7£ 7 OpenShift Container Platform SE AR HEIER T SR (i, ©RERESRRLE
Operator Management A&, Operator fFEHEX BN CR EMEM B E L ER, HiFTEE LR
b, HAIBRB 2 Tuned CR, #AIEM CRESIAM CRE&H, HETFT sk pod FHAFEEE THL
ST RN A B R SO,
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DIk

==
[=]

RATERELBERT, & pod FMRKZFAILME N BRI TR AR —MEE A,
BENMNFEmMERXFAE, FilEERBEEREP, A Tuned CR FHATHE pod Hh
HIEES, RO THE pod iMALEMNEE LEES, NZIeeSERN SR &
LLUE#9 Node Tuning Operator iR AR5 A pod FRiHIhEE,

6.5.2. B SUHEEIE
Operator B E XL HIR (CR) @EW N EEED. FH—E2 = profile:, X2 TuneD EEEE R H AT
K, BED 2 recommend:, FARE LERBEELEFLDHE,

LB E AT AHTE, £ Operator &R ZE A HEIZ D CR, Operator RRMIEI R EFEH CR
MR T IH CR, FRAENARMBE LEMIEXEREEH, RN EHRESFL TuneD FHIHIZAE LT
%Q

EERE
BT HEEBRIAB Tuned CR X Operator Management A2, BRIAER T, Operator #F Managed
4_I7:<7§ ZXIAB Tuned CR #13% % spec.managementState ==F%, Operator Management JRZSH0A SR {E 10
® Managed: Operator RTEERE F R B # BT EIREN R
e Unmanaged: Operator {2 IR ER B HRAE X
® Removed: Operator f§#F& Operator & & BIIR/EXT RN TR
Ao &SR EE

profile: B3 FIH T TuneD EEEE R H A,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...
- name: tuned_profile_n
data: |
# TuneD profile specification
[main]

summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings

232



BUHEEESR

profile: %52 @14 CR ¥ recommend: Z89 3 E X, recommend: E9 RRIBEF I EHEFRES
RIS RIIEN

recommend:
<recommend-item-1>
#..
<recommend-item-n>

FISR A EIIRILII -

- machineConfigLabels: ﬂ
<mclLabels>

<match> ﬂ

priority: <priority> 6
profile: <tuned_profile_name> G

operand:
debug: <bool> 6
tunedConfig:

reapply_sysctl: <bool> Q
E.]-jio
MachineConfig TR% 805/ (EF 88, B ITEME—,

INRAER, NSBXEBEELE, MRIFXRETMENESNEESE, HNXKET
machineConfigLabels,

kIR,

REEHFILEN. BRERFRTEELES (0 B&SMEI .

TECE AN AR TuneD E2ES, 5140 tuned_profile_1.

AEREN RECE,

7 TuneD SR R2ITFF R A1, true HITH, false HX[l. BRIAE false,

O90990099 609

 TuneD SHP#ER2$T FF =< 1] reapply_sysctl ThAE, % true KRFF/E, false (KFKXM,

<match> 2 — B VIAE LR EEH, TR :

- label: <label name> 3
value: <label_value>
type: <label_type> G

<match>

ﬂ T Mz pod FRZ & FR.
9 AR Rk pod & (H, WIRERE, <label_names> & LATHL,
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© =

Q Al1%#) <matchs 73K,

oFF

AT REE (node =k pod) ., INRERE, =M node.

(S

INRFERE <match>, NIFFEERERN <match> Bo X ITE G true, BNIKREBRE false, FEFERN
AsEIWEF NN <match> B3DMEESE, Eit, #®&RE (FH <match> $42) SLLEHE AND 2EFEiz
., Rz, BOREE <match> FIRPIME—T0, EA <match> FIFRTFE D true, Fb, ZFIRLLEHE
ORZE Xz,

#NSRE 3L 7 machineConfigLabels, EHTF#25E & MAIEE X% ER recommend: FIRITT

Ff. <mcLabels> 1§ ENARECEIR S, VL ERB0E, UERES <tuned_profile_name> #1 F
FHIXE, WAKEISSH, X8EFEAS <mcLabels> FCE RN 2SE B2 AT AN SEE T,
FEDE T HBINYBREE MM E T m X BEE S <tuned_profile_names>, E41%EHBH master
# worker AT &=, BJfER master A,

5% match #1 machineConfigLabels B2 OR #{ER/FE#., match & FLUE LR 5 1T,
e, MReHIFES true, A% E MachineConfigLabels i,

BF

LEAETHRRERNTEN, BIUSEEERBEAREN T ROHIIR—HRRER
F, FEEINRNTESSBEAZR—NNSREBRNHDHES T RH TuneD #1F
NRGFBARSEARE,

Bl - EF TR pod HRERIPLES

- match:
- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBEEBESRLEN, LLLE CREFASRE TuneD ST #H L #: /N recommend.conf XX, LN HmS
(10) B E S = openshift-control-plane-es, FItSHEEETC. TAE T R LIZITHASRE TuneD
SFIF RS EERER—T R EREE21Ti%E tuned.openshift.io/elasticsearch 1758 pod, INER&A,
NEEAS <match> EB (G false, MIRGFHEEBIZIFEM pod, 77 ik <matchs> 91 FEH true, 77
=Rt EZE R node-role.kubernetes.io/master 5 node-role.kubernetes.io/infra,

ISR LEFRZEX LA N 10 WECBESE M S LS, NN A openshift-control-plane-es B2 &%, HETE
EHEHMEEES., R R/pod IREHERTE, NEEILENE_SHNEES (openshift-control-
plane), fNIRA2RL TuneD Pod EEH 1% node-role.kubernetes.io/master = node-
role.kubernetes.io/infra 8977 = 217, NI FAEES,
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&xJa, BLES openshift-node ML &K (30). ©i%F <match> Ef4, HEILIAZTE, WMNMREET
REFEREMLEAESHEES, ERFEN—NERTME T RMEESERIXE openshift-node
E%Q

PRIORITY 10 PRIORITY 20 PRIORITY 30
-
POD ] I
s FALSE ' NODE ! FALSE
tuned.openshift.io/ : . i
e e e ! node-role.kubernetes.io/ k
1 master I
] ]
1 1
1 1
RUNNING ON ! OR !
. A : :
; : oo |
! NODE | | node-role kubernetes.io/ !
1 . 1 1 infra I
: node-role.kubernetes.io/ ! 1 [
master | | |
: : __________________________
1 1
| OR i
I 1
1 1
1 1
I 1
: NODE !
: node-role.kubernetes.io/ !
I infra |
l i
1 1
TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

fl - ETHIAECE R ITAD

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

HREFMADT AMEFHSISBER, NERT SRV ESEREhGICERN T mEFESNE, R0 LR
Tuned CR, &GGIEBE U HZEEM,
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BET=HAEN TuneD BBESE

R LEINEE, FRAEZETATF OpenShift Container Platform S£8% =N R AT LA A @ b EE TuneD B
B, XL, MEZRINFNBIT s T oA BN ARERE DA,

X INEERFI A spec.providerlD 7T RXTRIE (81 <cloud-providers://<cloud-provider-specific-
id>) , F7E NTO operand B2 Ei & <cloud-providers (£ /var/lib/tuned/provider, A
&, TuneD &FERXNXHMAZERINE; provider-<cloud-provider> EeE% (MR XNMREESFE)

openshift EZE% (openshift-control-plane # openshift-node EZEBSLEAME PR EKIZE) NIEHEH
SFERIXANINEE (B FERREEBEME) . NTO = TuneD BRIFRBEEMAEESHNANEESE.
BRE, EALLE—/EE LEEBSE provider-<cloud-providers, ©&EHAFrRAH N FrrE =M E
HIEEEE T =

GCE =t maBdESE Al

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: provider-gce
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=GCE Cloud provider-specific profile
# Your tuning for GCE Cloud provider goes here.
name: provider-gce

HFEESEMIEK, provider-<cloud-providers Bt i&E & 15 E T A% B
openshift EEE R H FREEEES.

6.5.3. ERBHHRERNLESR
LT REEHPLBHRREE.

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=0Optimize systems running OpenShift (provider specific parent profile)
include=-provider-${f:exec:cat:/var/lib/tuned/provider},openshift
name: openshift
recommend:
- profile: openshift-control-plane
priority: 30
match:
- label: node-role.kubernetes.io/master
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- label: node-role.kubernetes.io/infra

- profile: openshift-node
priority: 40

M OpenShift Container Platform 4.9 748, P& OpenShift TuneD ECESEERME TuneD HEE—i21R
fit, MATLIEA oc exec in T EEXLRERHNANA -

$ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/openshift{,-
control-plane,-node} -name tuned.conf -exec grep -H * {} \;

6.5.4. X8 TuneD SFIHTREEM

FEfER Tuned CR B profile: 39 1 7E XBIB E LECESERR, LU TuneD A4 ERZ 2, (B [main] &8

2R
® audio
® cpu
e disk
® ceepc_she
® modules
® mounts
® net
® scheduler
® scsi_host
® selinux
® sysctl
® sysfs
® usb
® video
® vm

® bootloader

Hp— R T AR RHMSMEMEThEE, BRIASHE LT TuneD &4 :

® script

® systemd
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TuneD bootloader i R #¥F Red Hat Enterprise Linux CoreOS (RHCOS) worker 7
=1

™o

HhbrR
o TAAHM TuneD {1

® TuneD A|’]

6.6.128. fBREMHET T R

YRET [RHIBIERER, AR KM OISR (NIC) KIW, SEMENIERRED, R
TROTENEFEER—EME, FMXETHEIENE, RTFIHERSE. £ RRE TFRE
(579 remediation (30 ) , URIRET AT, FERB TR (5 fencing) .

IMFBAXRIK, RBEMET TRNESER, 1HSH Red Hat OpenShift SXEHB TR A,

6.7. THRTT REHEITF

HEREEHBI ST RN TERTR LN RRFHRNZT, SRELME (evacuate) XM pod, X FH
BHZRES AN pod, FHEEJITHEMIRE, N TFREFMENEM pod BERREE) , SHE
BRENBEBE— pod Ink TERBARFHZE. RENERS pod LA FLLIZITHN A ES MR R

NAREFEmR, BEMAREYY, BREFAERFEENERT RRXEYE, MMBRpod EHATRE
FEED .

A — AN 2 AR IS 1T S B B AR B T R, L INBR R 2R SR registry. AEEIMIT SEE T2 ERE A
FixET R, EUNETRELNEZER,
6.7.1. X T E#FHB| Fa 1T R EEMERMBT =

HEESIEE X OpenShift Container Platform EZRIG4H M (ANEFESR Pod. registry pod F11 #2
pod) BT =i, HMREVE=NT R AFiaiTXeHs,

DUTYRERT, ERAWNT R BE, £ OpenShift Container Platform LiZ1THIN HREFIRER A
AR S5 ol -

TRAVNEATRAHE, FiE pod #HHE.

o %7 M EinfTHY registry pod IIEEHEBZEIT = B £, Node B HIERIHZITH AN registry
pods

o R BIMEMCHAAFE, FHEBKE.
o ENREAFMA pod immBIARFSAIEN FIRERFABRR, BEIEIHREFRBEIT R A,
LR =D SR TEMBEAGR, WIRFREMRSFE. B2, BT pod HE, HREBHREITR

HEHRE—NT RIEE registry pod, BT RAPBI—NERBW A registry pod, BIFE= registry pod
WEINSRE—NTRLE, HEA pod REPHMELFIERFE A registry pod EBER—T7 ML,

s 2
o MFEAX pod RREKMMELIER, HSHIEA R R REEANFEN FEAb pod ME
pods
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/customizing-tuned-profiles_monitoring-and-managing-system-status-and-performance#available-tuned-plug-ins_customizing-tuned-profiles
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/getting-started-with-tuned_monitoring-and-managing-system-status-and-performance
https://access.redhat.com/documentation/zh-cn/workload_availability_for_red_hat_openshift/23.2/html-single/remediation_fencing_and_maintenance/index#about-remediation-fencing-maintenance

6.7.2. ffF pod R REXMHEH S| 5T =

Pod RKXEXMEMT mRKEMEMERRE, NREEHEMEHHMLERERE pod, MATLUER T =R KEK
M, Pod RKREXMERILUXE B RFH.

EXMhRAR, MRAEWNDEMBH T RATH, B—NTREEFHSIS, BREUR registry Pod L%
EFH—1 T RLEZTT. oc get pods % pod k&N unready, BEIFAENTRITANLE, —BEEMTR
AR, #EME pod REZMERS, TN RATUERE.

iz
A pod RARHFKMEHEIFT R :

1. JRERTT IR LUBLE pod RRERME :

apiVersion: vi
kind: Pod
metadata:
name: with-pod-antiaffinity
spec:
affinity:
podAntiAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:
- key: registry ﬂ
operator: In
values:
- default
topologyKey: kubernetes.io/hostname

FAFERE pod R <ELMER/INTT,

E AR 5 AL,

NREFANFEEMNE, HEEFNERSNT R

o R SRR TE AT B R R SREXME RN EY pod PR fEREIRZERIBERNE.

0009

ZEFRTIINE pod EHIFRZFIFT pod #l4&H matchExpression S M(EE S Z [HBIX
%o ALLZ In. Notln. Exists = DoesNotExist.

AEBREB SRR registry pod B registry=default /5%, Pod & XBI4E AT LU A EM
Kubernetes IEEEZRIA,
2. TEVHRESRBE X472 A MatchinterPodAffinity i EF2FF predicate,

3 M RATERER.

6.7.3. TN EH 5| 2 1THHESFNT R

EXZHIBERT, 1217 OpenShift Container Platform EEH 238 pod A F—NEHIHO,
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PodFitsPorts JfIEEF2FF predicate H{RZ A FEAARKRONEMEEAHSS pod ERA— TR Li21T, FHE
B pod RKEKME, INRERESRIKI IP HIEH LIS AN, NAFEEMEMIRE,

INREEEH 2R pod Kl AWS Elastic Load Balancing A EBARSS KIS T M, I EZAR 55 67 5300 B B&
23 pod E/5,

ERD IHIER S, BER pod AESAEREBENED, XH, SYHERBHENEMENT REEHE
EHATIRAE,

6.7.4. EEEHIIET R

HEEET S8, BIED eted BURBLUBGIZT & E HHITBUEE %,

ST EEA YT oc login S5 T2 kubeconfig SXABYIEF S EIRERMHE T =
OpenShift &£8%, oc adm G SERPIHPE T RETREXEMEA, XZ2H 7 openshift-
oauth-apiserver pod % 81217, EH cordon, EATLMER SSH 1in 1151, MM TH Bk
o

FEHTT R OpenShift S22 H, EHBIMPZEN TEEHHE Pod, BZ, XHMEH
pod (RrAl2EBITAFME pod) $RAt—EBINS AR EFE L FURERAE X BTR,

1 T RIMCA R AIEE
I $ oc adm cordon <node1>

2. HEZE T R LAMNIBRAR A IEFES1THY pod :
I $ oc adm drain <node1> --ignore-daemonsets --delete-emptydir-data --force
IRATRERINEI 5 B E X pod FETTIE (PDB)XEXH pod ToiEMRIXBRAVEE 1R,
iR B

error when evicting pods/"rails-postgresql-example-1-72v2w" -n "rails" (will retry after 5s):
Cannot evict pod as it would violate the pod's disruption budget.

EXMIERT, BRIa1T drain f845, 70 disable-eviction #7110, X544 PDB & :

I $ oc adm drain <node1> --ignore-daemonsets --delete-emptydir-data --force --disable-
eviction

3. LA debug X VjHTT = :
I $ oc debug node/<node1>

4. FHEBIRERHN /host :
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I $ chroot /host
5 BEFTR:
I $ systemctl reboot
Bal, s A NotReady K%,
E—L 57T R OpenShift £8f/, oc fa7E cordon # drain 11 RIG AT RETIE(E

F, &% openshift-oauth-apiserver pod (% H;217, ERILAMER SSH iE#EEITY
RAFHITER.

I $ ssh core@<master-node>.<cluster_name>.<base_domain>

I $ sudo systemctl reboot

6. EETME, BT THSET KRIMC A LUHE

I $ oc adm uncordon <node1>

E—L 57 R OpenShift £8f/, oc fa57E cordon # drain T RIG AT RET AR
F, A7 openshift-oauth-apiserver pod &5 121T, ERILAEH SSH EZEITY
RFFUHHBE,

I $ ssh core@<target_node>

$ sudo oc adm uncordon <node> --kubeconfig /etc/kubernetes/static-pod-
resources/kube-apiserver-certs/secrets/node-
kubeconfigs/localhost.kubeconfig

7. WY REBEME -
I $ oc get node <node1>

it Bl

NAME STATUS ROLES AGE VERSION
<node1> Ready worker 6d22h v1.18.3+b0068a8

s 2
BX etcd BIEEMEVIFE, HSE &0 etcd HHE,

6.8. {5 AL BISURER T R BTR
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ENEIRA, A LLE IR EIRRER IR, MMmER OpenShift Container Platform F3{R TV R @iz
7o

OpenShift Container Platform 7 s HiL1T F Fh 3 BY A 17 37 [B1UK -
o ARB|HIWMEIK : BREK MBS,
o RRIIREIK : BERIEBWATMELZ1TH pod 51 AR K.

6.8.1. T RNl E i B BB IR E X LR 2
Assbi B R IXER EERRE A LA
FBIR B E T KBREER, TTaaZual i EMTT M AP A8 pod (REBESR. AR pod B#EMIER,
Nt MER, RE pod RAWMREBSEAZINREE BHRASKRE. RV REBME LN,
cakiRrads, FEXEEET oclogs M HBR.

® eviction-soft - FIKFREMEFIKFRHEH S — 1 HEE G 18 E NN E RIS

e removal-hard - FEIXPREIER B TR, WRVMERE], OpenShift Container Platform Fi=IZEl
FETE,

TRIE THFREE

* 6.2. ATRERHBHROIRHN LT E

MemoryPressure memory.available TR LR ARE,

DiskPressure def ilabl TR RS, nodefs skiF{&
e nodefs.available SC# Y imagefs E#97 A
e nodefs.inodesFree Z RSB R

e imagefs.available

e imagefs.inodesFree

%1 F evictionHard, B IEEEXLESE, MREKEREMESHE, NRNAEEN
S, NWENRTEES TF,

IR REPARRREE £ TF8), ERABTHRKMERE, N7 REFFEE true 7 false 2 [H]
iz, AL, HERFATREIMETAHNHARERE.

BRI XFE RN, 15#F remove-pressure-transition-period Fxic %%l OpenShift Container

Platform FE 2R & AR BT I F FHIHTA], OpenShift Container Platform AW BIEIR R UIHLE] false
A, TEIEEHARRPAIET X8 H 0RO B BOIX PR (B

6.8.2. T FRAN{AIE T £/ I O UK RS BRER IR
EER IR E R M BRARARAEM EAEIZ1TH pod 31 ABIEHE,
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BeEHREFTR

OpenShift Container Platform 1R#E cAdvisor i & B A2 R E B M a2 i BRIFL 5 R
BRI SRR E T I 545 -
o MRATHRINOIMHEREE S (UBHKRT) . BIMED 85,
o GHRIIREIMIHZABERMHERES 2t (UBHKRT) . BIMES 80,
S FEEBIRE, SRUEREE LTRERUTERLE,
3 6.3. ATRERGI KON ZE

Wil sk

imageMinimumGCA &SN FKERRTRET, RAGRWSNER, BOIAMES 2m,
ge

imageGCHighThresh itk iii&i K OIS REE 2L, UEBHFRR, BIAMED 85,
oldPercent

imageGCLowThresh B EB R RAEE ok, UEBHKRR, KIMEN 80,
oldPercent
RIB TR R AR BB TG TR DRI -
1. BEIEZED— pod HiZTHERBIFIR,
2. N LA ABGIHTIR,
MEEH AT, FRGENSEIN, PREHREEENAZ, IRFERETZT (EAFE—NFIKR) HEF
Miggtemel (EAEZNAKR) , ©Rr Lt HairntEl, EREEMCRB FLURINZT. ARG, FiE
RIRERARYERT R BT HE .
—BFRE, EEMMRRIBNGES, BERHRELERE,

6.8.3. 7y A A IR IREC E L K O IR

ENEENR, EaLLEN NENIEEE A2 kubeletConfig X R EEE OpenShift Container
Platform $TH % EIME A R,

TB
l OpenShift Container Platform RZFE 125 E A — kubeletConfig X &,

BRI LEBU LM ERAS -
o RIBYIERR
o aEIKPR
o HERIXER
RN OIREBIRELIERNRER. GRIF B BRARBAEM EEZITH pod 51 AEYHK,
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FRFM

1 WAL TS AHEERENT KRS ES MachineConfigPool CRD KEXHIIRE :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: ™" ﬂ
name: worker
#...

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THRINEE/([EXF, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

it
1. NEEEE®ROEAE LR (CR),

B

MBRAE—NXHRYE, =¢#& /var/lib/kubelet #1 /var/lib/containers/ iL F[E—3X
HR4im, NEEEaENTERMLIREE, BhellEEakiii. RS
KA KPR

AHRLIKOIN CR MECERA :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: worker-kubeconfig ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
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evictionSoft: 6
memory.available: "500Mi" ﬂ
nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"
evictionSoftGracePeriod: 6
memory.available: "1m30s"
nodefs.available: "1m30s"
nodefs.inodesFree: "1m30s"
imagefs.available: "1m30s"
imagefs.inodesFree: "1m30s"
evictionHard: G
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "4%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"
evictionPressureTransitionPeriod: Os ﬂ
imageMinimumGCAge: 5m 9
imageGCHighThresholdPercent: 80 )
imageGCLowThresholdPercent: 75 @

KRB FR,

B EN SRR B L PRIIRE,

5T F AR AU : eviction Soft =X evictionHard RYIXERZEEY,
K FAERNIREI - RIBRF R % 2515 S IKPREI{EL,

K FAESRNIREIN - BB, ST ER T eviction-hard,

AT ASRLIREN - RERENRRA L 25 SIWREIE. X T evictionHard, &K /iEERT
BXESH, MRRBEEMAESY, WRNBEENSH, SROKRRITEERETF.

K FASRDIREINR - BRI JI RO BT F A RS A,
K FEREIG BN - BRI CI R RRET, REAHEGRIS/NER,
K FEREIG BN - M BRI EIRE A AEE o (UERERT)

9009 99060060009

RFEALIR BN - BRI ERZ TR RER O (UERERT) .

2. BITUTHEREECR:
I $ oc create -f <file_name>.yaml
4N -
I $ oc create -f gc-container.yaml

it Bl
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I kubeletconfig.machineconfiguration.openshift.io/gc-container created

1. B AU TSSEIENFEIRREERK. BB E L HRFIEEM Machine Config Pool &1
UPDATING TR~ N true”, BEIBRTEELHE NI

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

6.9. ) OPENSHIFT CONTAINER PLATFORM &£ rh #9717 s 0B B1R
NRMEATENAEFSEARERD T RERTIEMEA, HRE—59 CPUMREFERRHBEZ Y R4HE

(40 kubelet #1 kube-proxy ) LARE KRR (40 sshd 1 NetworkManager ) £/, @EiTIEEE
FREBEWER, T AERFREEXT RATAT pod EANEAK CPUMNERENELZER, &0
LA VF OpenShift Container Platform J BT | B 2R EE & £ HY system-reserved CPU FIAEF FIR,
HA LU RFREFXERETIR,

- o
EFEERIRE, BOIER kubelet BLiE CR, A REFEMNEEE CR,

6.9.1. T FRUNME Y 1T R BL HIR
OpenShift Container Platform 287 AR B CPU FIRFE FHREFH AN T REE -
wiE 1 pu

kube-reserved b B TF OpenShift Container Platform, $HEZEREH CPU A
EHRAINE system-reserved L&,

system-reserved LEZBAMAE N T A GRS H M (40 CRI-O # Kubelet) {REFHITT
B, BRIMZBEURTF OpenShift Container Platform #1 Machine Config
Operator k&4, i\ machine-config-operator /ZFrIEkIA
systemReserved %,

MFHRBLERE, MEARME WRRKEEMIFD, N2RMFERXENSIATIEFRITNT R

="
E= ==

E{rI{#FH reservedSystemCPUs S# 457 R B 1 CPU #EE{EFH kube-reserved =
system-reserved i {72 Ec.

6.9.1.1. OpenShift Container Platform #{ali & 4 AR BT IR
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DERUFRBERFBUTARARITE :
I [Allocatable] = [Node Capacity] - [system-reserved] - [Hard-Eviction-Thresholds]

-

pa -3

Allocatable 1£it#y Hard-Eviction-Thresholds FIi2 5 X451 Al 54, & Allocatable #
{ETETT A i ) S

N Allocatable /11 {H, B©R#XH 0,

BT RIREBRIZTHN N kubelet ERAMRSIHIR. NFELEE system-reserved S, FHEAT =
Bk APl ZEFEBRF T REE. T a8k F /api/vi/nodes/<node\" /proxy/stats/summary.

6.9.1.2. 7 s AMaT 5 il 5K fe BE IR BRI

TR A LMRIEES B AT 2 BE (BRI pod FISHFEM TR E 2. HWIHEERTLABALE pod A RLIARSS (AR
BT RAIE) TR CPUMINERIER, MMIEFRS T RSN, NMRETRASENE, BEAMN
ZIREBIMRE RIRER,

T A —NHTEY cgroup A5 R S s H SCHEXT FHRBAIR, SR LUEEISSHIN RS 2N ER, fid
pod #RIE L FAMI cgroup ZRGHIHEE), BROTTIAERE.

BN ZENFEFRIEIRS FEMN pod — X FRGTFIFHIE, ROTFIFHETREREHREEHIA
FIRA, WITHEEFENERREN— RO HITEE, Bid7E system-reserved H35E CPU HIRET
BE, NRETIFHARRRE CPUIRNERR,

sl SC e system-reserved [R AT BA Lk X RGAR S5 UK CPU FIRERHIR, Eib, XEXRZIRSATRES

WHRERRE killer 53R, BATWRIE, REBAHTRATTHARER, sHHISEH system-reserved,
BEaI B E, MRXERGRSENZEARNTMAARSBAERR killer Z1IEEH, ATURE,

6.9.1.3. T fRIXB&BIME

MREANT REAMAREED, XATRERFMEBANT KU RIZT R LIZ1THATE pod. N, EREITHRS
NEENRETFTFARTMAANERTREEH. HERRAERKBENEREEHNTRENE, TTRIREMH
AR FHRA BB R BIThEE,
&R LUEF --eviction-hard TR R B —LRNEF, BYT R EWREFETASE T ZAXERE DN, 7
REFHIKIR pod. MIRT R EERBRGTIHTRE, pod WARESHERTTE capacity - eviction-hard
M. ALk, pod FEEEAENAEINESR B SRTIRBRE A £ M 778 I 5 TR,
THLERT T RANET D EEMEN

o TRAEN 32Gi

® -_system-reserved #y 3Gi

® —_eviction-hard % &>~ 100Mi,

HNFENMTR, BRTRADEENER 28.9Gi, IRTRMRFAHGHEREMEREE, N pod 97
FMTER 28.9Gi, FH kubelet RTEMBIT XD EIERIKER pod,

SNSRAZEIT T cgroup B LT R AT D ECE (28.9Gi), B4 pod K AT 28.9Gi, FRIERG S
EEBNRERT 3.1Gi, BIUREHITIRR,

247



OpenShift Container Platform 4.12 i s

MRRGTFIF AR EAREMAERSEE, BLELHIFR, pod RET RFFRIRIIEIGEERE
cgroup #fT memcg OOM - IE BRI, 7 T TEXFIE R T BT R HISEE QoS, 1T mARXN A pod B
0% cgroup b FATEIXFRE{E, EN Node Allocatable + Eviction Hard Thresholds.

MRRGFHHHEXERARMEREE, B pod BENAGFEHET 28.9Gi i, TRl pod, IR
ARETIXER, SHFENNEFERT 29Gi B gt &N pod #1147 OOM 1k,
6.9.1.4. Vi E R /- M a1 E B R ol FAtE

EEF2 %@ node.Status.Allocatable (73E node.Status.Capacity) HI{EIRE T REEK N pod
B RIRIEE,

AERMANBERT, TREFENSFERE NI TEREFFE,

6.9.2. BEI N T moERR

OpenShift Container Platform BILL B 3R E 545 E V2R B ith XX T B iR £ system-reserved
CPUMIRERIR, HETREINEAILERHFTR. BRAERT, system-reserved CPU 7y
500m, system-reserved A7z H 1Gi.,

BRET R LEBINREF DB system-reserved iR, EG/E— KubeletConfig BE X ¥R (CR) FEi%
& autoSizingReserved: true %, &N TR EMHIARIEEN TR LREN CPUNNERE, TEE
NARSR FRMNREE, ZHAZETRINMBEERERE FTRENIZ,

B3I E & ER system-reserved X E AT FBRERESWZIT, FFHLEEDN CRI-O # kubelet FXRGI4H M
HMFRERMmEIT REME, MEFEFohiTtEMEHRE.

LIhREER A N,

FEREMH
1L BMAUTHSNEERBNT mARIRENS 8 S MachineConfigPool % § X EXHIFRE :

I $ oc edit machineconfigpool <name>
4N -

I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker
#...

ﬂ Ir%& & HINTE Labels T,
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R
RSB S HMIPRE, ERINEE/EX, I

I $ oc label machineconfigpool worker custom-kubelet=small-pods

ff

L=
1. AERRERROEZAE LHR (CR)

BRSO B CR MRHIECE

S

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

name: dynamic-node 0
spec:

autoSizingReserved: true g

machineConfigPoolSelector:

matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 6

#...

@ CrRAB—AE

Q 1% autoSizingReserved SHU%E N true, LARIF OpenShift Container Platform £ 5457
PR %Eﬂ%ﬁ’]ﬁ  EBEREF DB system-reserved FiR, EIEXET R EERBS
fic, HHHSHIXE N false,

9 EBEERE REMG B PRENVSREE LRI, SRR E R L EMTE

BIt7%, 0 custom-kubelet: small-pods (B IAIRZE
pools. operator machineconfiguration.openshift.io/worker: """,

AIE B RBITERTAE worker TR E/H A B HIRSES. OpenShift Container Platform HEZ2 T =,
N kubelet BEEFEE T 5,

2. IBITLATF oS RAIE CR :
I $ oc create -f <file_name>.yaml

1L WAL TGRSERIEREEN TR
I $ oc debug node/<node_name>

2. ¥ /host % &y debug shell BB B 3 :
I # chroot /host

3. &E letc/node-sizing.env X4 :
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it Bl

SYSTEM_RESERVED_MEMORY=3Gi
SYSTEM_RESERVED_CPU=0.08

kubelet £ /etc/node-sizing.env XX {4 /1H) system-reserved (£, £ LI, worker 17 =4 B
T 0.08 CPU 13 Gi A7, TnmtEERERE /LA (Al,
6.9.3. FEI T R A E TR
OpenShift Container Platform Z#X} CPU M1AE R IRLEHITHES. 145 #F ephemeral-resource %
TREE, XF cpu KB, BRI LILIRZECH BAIEE FREEZE, 20 200m, 0.5 1, XF memory

ephemeral-storage, ERILUEEFRHE (LAF T HHAL) , 40 200Ki. 50Mi=k 5Gi. FKILIEMR
T, system-reserved CPU 5 500m, system-reserved 777 1Gi,

ERNERGR, EaLh@id—4 <resource type>=<resource_quantity> % (40
cpu=200m,memory=512Mi) Ei%EiXLE(E,

' o
B fEF kubelet BRi& CR RFINFBHIRE. ERBEFERANREE CR.
BXHER system-reserved [ERNFEIE, 155EHEFH system-reserved {H,

FoRFM

1 WAL TS AHEERENT KRS ES MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: ™" ﬂ
name: worker
#...

ﬂ IRESHITE Labels T,
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R’
ﬁl] %*T TT—?—E, Trﬁ //J\\DD%L/’TEXT WJ ﬂl]

I $ oc label machineconfigpool worker custom-kubelet=small-pods

¥ =
1. NEEEERAEEE LFIR (CR).

BRSO B CR MRBIACE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-allocatable ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
systemReserved: 6
cpu: 1000m
memory: 1Gi
#...

@ CRAB—AE
@ BRENSBERELRIIRE,
© I REAHNRSAHEEEREN TR

2. BT TSR0 CR :

I $ oc create -f <file_name>.yaml

6.10. NEEFHT RO E CPU

EAES CPU Manager BRI, EAILUMREBIFER CPU HEMFPMBE T SER, fl, FEF 244
CPU BIREGIH, 1ERILLA control plane fREBZW= 7 0-3 B CPU, RVFITET A CPU 4 &) 23,

6.10.1. A7 M= CPU

ZERIAE U NRFE T RIREM CPU FIK, EHIE— KubeletConfig BE X R (CR) kE L
reservedSystemCPUs ¥, ILHIXREN T EFH systemReserved S AIsERE R CPU,

AR
1 NEERENT RRBRISHSEER (MCP) XEXBIIRZE

I $ oc describe machineconfigpool <name>
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a0 -

I $ oc describe machineconfigpool worker

it =1
Name: worker
Namespace:
Labels: machineconfiguration.openshift.io/mco-built-in=

pools.operator.machineconfiguration.openshift.io/worker= ﬂ
Annotations: <none>
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfigPool
#...

Q FREL MCP FR%,

2. /4 KubeletConfig CR fl|E YAML {4 :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-reserved-cpus ﬂ
spec:
kubeletConfig:
reservedSystemCPUs: "0,1,2,3" 9
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " e
#...

@ icriEE—ER
© 5 MCP XEM T RIEEEEREBH CPU BIAIK D,
© iEEkRE MCP MR,

3. 2 CRY& :

I $ oc create -f <file_name>.yaml

HiBR

o INFEHX systemReserved ZHMELE R, 1551 5 OpenShift Container Platform &R

qﬁ‘ﬁﬁ\\ﬁj\ﬁ ﬁj":\’;/ AYe)

6.11. 7y KUBELET /5 TLS Z£BiES%

WA LEA TLS (ROE%R2) RLMBETE X kubelet FEFE Y HTTP RS 23T EEMILE TLS BT,
kubelet @ H HTTP/GRPC fR%5 235 Kubernetes API fR$583 1815, BEM pod X%, WEHRE,

FiBit kubelet %f pod j&1T exec 43,
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TLS Z2EEEE X T Kubernetes API RS 2315 1 kubelet Bf A {EA R TLS 215, LURI kubelet #1
Kubernetes API BR55%a 2 IF]B9&1E.

BUERT, ¥ kubelet &Y Kubernetes API RS BMZE iR, ©2B3IS API RS2
thiE TLS B3,

6.11.1. TR TLS Lo REE

BRI LUMEA TLS (Transport Layer Security) Z2BLESERE L& # OpenShift Container Platform ZH44
FEMFLE TLS Bf%, OpenShift Container Platform TLS Z2 B B&EE T Mozilla HEFNEE,

BRI NEMAMIEEUT TLS Z2EES —:

F* 6.4.TLSZLERESR

profile ik

Old WEREEATFENEFmSZE. ZERESETFHNAGHRAEENURE,

Old e ERZE K&K TLS hRA 1.0,

)
2%%2 XFF Ingress Controller, /1N TLS ARAM 1.0 F#ih 11,

Intermediate EXNMREERAZHEFIHHNEINEE. B2 Ingress Controller,
kubelet #1 control plane FIZRIA TLS ZLECEE. ZEEBEET
Intermediate FEAEHFNERE,

cak

Intermediate B EEFE E &/ TLS hiiA 1.2,

Modern MEREBEFERATAEERRRENIIRE K. XNMEEEET
Modern A MHENEE.

Modern B2 B FE E &K TLS kA 1.3,

Custom B EEARVFIRE L EFERM TLS A EHEHE,

aRH
= [

£ Custom ELEEFN BiE1E, R ANTHHEE
A RES S B AR,
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LERAE LB BEREN, ANNEEBEEBRESELITHRAZ BIAFHNE, 4l
i, FRATERA X.Y.Z PEBER Intermediate EEBEIEE 7 — AL, FAHBIRRA X.Y.Z+H
ARESSEN AFNEBEERE, MM FEHEHIE,

6.11.2. 7 kubelet B2 & TLS ZL B ES

EIEMEN HTTP BRES 23014 kubelet BRiE TLS RLEELE, 150/ — KubeletConfig B & X ¥R
(CR) EABETRIBETENHKBEN TLS ZL2EEBEE. MREERE TLS ZLEESE, NIBIATLS
ZL2EEE ) Intermediate,

1£ worker T R EACIE Old TLS R2 BB M KubeletConfig CR 7Rl

apiVersion: config.openshift.io/v1
kind: KubeletConfig

spec:
tisSecurityProfile:
old: {}
type: Old
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: "
#...

IEAI LAIERCE R T m _E#) Kubelet.conf XA EEIEE TLS ZLBELBENBIE &K/ TLS ARA,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

it

1. fll# KubeletConfig CR EHE TLS ZLEELE :

Custom B B4 KubeletConfig CR =4l

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-kubelet-tls-security-profile
spec:
tisSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY1305

- ECDHE-RSA-CHACHA20-POLY1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256

minTLSVersion: VersionTLS11
machineConfigPoolSelector:
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matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
#..

BE TLS Z2BBEERE (Old. Intermediate = Custom) . ZRi\{E 77 Intermediate,

®9

NATERBIEEE H N FER

e old: {}

® intermediate: {}

e custom:

© 71T custom KB, iHIRE TLS BHRMBIEREZH TLS hRA.

@ Tt HEENA TS ReBBEENT REENSREBITE.

2. /# KubeletConfig £ :
I $ oc create -f <filename>

RIBFEREPH worker TREE, FFEENT REENER.
ESATS
ERURERETRES, HET RLT Ready IRWEFHITUTHI :
1. NEEMT RG] debug R :
I $ oc debug node/<node_name>
2. ¥ /host % &y debug shell BB B 3 :

I sh-4.44# chroot /host

3. &%& kubelet.conf 314 :

I sh-4.44# cat /etc/kubernetes/kubelet.conf
i~

"kind": "KubeletConfiguration”,
"apiVersion": "kubelet.config.k8s.io/vibetal”,
#..

"tisCipherSuites": [
"TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256",
"TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256"
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1,
"tlIsMinVersion": "VersionTLS12",

#..

6.12. M. 2B & T H IR R

Machine Config Daemon & Machine Config Operator BI—E84>, B EEENEN T mPiz1T,
Machine Config Daemon BIE&EN T R LMELE B F E#.

6.12.1. ¥l EET AR

M OpenShift Container Platform 4.3 FF#4, Machine Config Daemon 124t T —H5#r, XL4EHRaI LUE
F Prometheus Cluster Monitoring i1,

TEN ZET XeEiElR, BLXBEOSHREUFEHENH S, FH oc adm must-gather HHIRE T REME
HEE

£ Name # Description FXHBIIRIC Y * BRI EIRR T ATRE R E R IERE M AR ™ &
B, XLE[N A BE R PE L AT SR AE.

% 6.5.MCO ¥5tr
TR B ok HE

N —

mcd_host_o [Istring{"os", ER 21T MCD HR/EXR%SE, 0

s_and_versio "version"} RHCOS = RHEL, #IR2Z

n RHCOS, NIiRHEMRAER.

mcd_drain_e TEHEZE KU A B iR, * BARPEAREREL R AN A AL
rr* Ih, BRARBHHZERRERE

IEF#HH#17, drain_time 555
T%Fr"i YEFR FRBAET(A], X ATEEBN
HATERFEHERR,

MEH—FRE, HETU TS
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon

256



£

mcd_pivot_e
rr*

mcd_state

mcd_kubelet
_state*

mcd_reboot_

err*

B

[Istring{"err",
"nOde",
"pivot_target

"}

[Istring{"stat

e", "reason"}

[Istring{"'mes

sage", "err",
Vlnode|l}

sk

pivot IF F2HEEIHY B & IR, *

187 17 s Machine Config
Daemon K7, ARERIRER
"Done". "Working" #l
"Degraded’, fNR=Z
"Degraded"’, N&SIERERA,

& kubelet ZRRKRMC *

BRI RBNEIRNEE, *

{pd
pivot (IR ATRER T3 OS AT
AT

EH—FHE, HZITUTHRNE
%& machine-config-daemon
AEPHEE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -¢c machine-config-
daemon

MEH—FHE, FHoTUThe
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon

XRIZ N, AT O, AR
RNEGET 2, MR T
{Ho iX3R7K kubelet (R I RETFIE
(A1,

BT =S WE, HITX e
SUIRZT_RAFEEEMARS :

$ oc debug node/<node> —
chroot /host journalctl -u
kubelet

XM NE, KREFKH,

MEH—FHE, FHoiTUThS
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon
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B B fed {pd

mcd_update [Istring{"con  ICRECEEFAIKINEMUKIE  TiHIF{E S rendered-

_state fig", "err"} N HIEE IR master/rendered-worker-
XXXX, SNREHEM, NHI
R,

MEH—FRE, HETUTHS
ﬁEEln_.\:

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-

<hash> -c machine-config-
daemon

Hith 5w
o [iiTeAgtit

o WEEKREE

6.13. DI AR T =

B

& RBETE Machine AP 2 FRER h ARSI REEMT BRI, BER A E&RIEI
R R EF R E RN M EIEFIBL & F 888 A Machine AP,

BEEMZBRIIFERE none UKL TTIEE M Machine API, BIfEMIINZIEEFA T BN SRR
HAEZFZINENTE L, AN AXMRE, ARERTEEHRULSHK,

EEERHNTESRE, HETUTHS

I $ oc get infrastructure cluster -o jsonpath="{.status.platform}'

8] LA A BRI ML SR SR SR AR R B B R H A pIA 2R, MENARREZR. SEXHBERER registry
AR SERF PRI IR R 2E M, X BRI BT R E VBT INERT R 4 55

EETEES, BUBEVRE=/SBERSPEMEMLEHE, OpenShift Logging # Red Hat
OpenShift Service Mesh Z8%E Elasticsearch, XFEBE=NLAILEIREN T R L, 521“5% mER A LAER B

NGl ELA;&EJLH_JFH'TE EREEFE="TTRNINSE, BEMTRARESE—T. BXEZTTH
XHERF Azure K1, S UERTRAMERBRSTAMLE.

FEMZRIYT = EIN NoSchedule /55, 1% TR LiZfTA9EIA DNS pod HIRILT

misscheduled, &R X7E misscheduled DNS pod FRIMNARE .

6.13.1. OpenShift Container Platform Efti 2220 44
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BN BEREEM Red Hat OpenShift 7] [##8 @& OpenShift Container Platform F1E ftt OpenShift 8%
IR, X LEAF BIETFEIZ 1T OpenShift Container Platform control plane FIEZR) T ¥ i #A, &
= EIE R/ [B] & X LA,

BEAFRRANEMBE T RAEASEHNF, REEERNANY, MARKARFANARFHN—
7, FRETEXLESLH EinfT, mOISEUTHME

e Kubernetes #1 OpenShift Container Platform control plane BR %5
o EUARSHZR
o EERMIEERGIR registry
o EF HAProxy B Ingress Controller
o EBENEAIINERS, SFBWERFE LHWIEAE G
o RHRAAE
® Red Hat Quay
® Red Hat OpenShift Data Foundation
® Red Hat Advanced Cluster Management for Kubernetes
® Red Hat Advanced Cluster Security for Kubernetes
® Red Hat OpenShift GitOps
® Red Hat OpenShift Pipelines
® Red Hat OpenShift Service Mesh
ZTEMEMAES. Pod AMBIFE T REE R 2EHTT I AIEER worker T o

B R EMEEM T AR AT EEMZRM T R EiZ1T, ES [ OpenShift sizing and subscription guide for
enterprise Kubernetes XA B "Red Hat OpenShift control plane and infrastructure nodes"&8 43,

EOREMENT R, EOLMERANSSE, MidT R, SEANSRE,
6.13.1.1. B EMZRF 1T =

BF

HEH N RERER B &HEMBRIIME QR EMRITNE%E, FOE control plane 77 = H
W25 AP BEIEMMEMRR QIR EMRITT K.

SENEMBELRE (BFN infra Tm) NERSHEER, REFREFRP control plane #1 worker 7 52
REER. Worker 17 = A LB FRIC IR E N EMEEN T msk N ARERF (HF5h app )

AR

1. EIREFTHN AR KRB worker T RNV -

I $ oc label node <node-name> node-role.kubernetes.io/app=""
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2. I'".l g é%ﬁtﬂ%ﬁ?‘ 'J—_'_E’J worker ™ ‘J—"_//J\\jJWFT_L :

I $ oc label node <node-name> node-role.kubernetes.io/infra=

3 REEXTRIEEEESR infra Bk app A :
I $ oc get nodes

4. QIEERIARIERESEE T mukiEss. BOAT RN A EIEMA & 22 A R A8 pod, X&)
B—15 pod EEMMAT MR RENRE, XFNRE pod BIILEFSS.

BE
SORFINT RUAFERRHE S pod PREEmOsEAZe, MRS ARRIAT kR,

BE, TEXBEAERXSH pod D/ FEEMBINT SERFESR. A0, 2 pod
MRS B NI AENT SAE® (4 node-role.kubernetes.io/infra="") i, %
KN RIERERFTENFENT 2AE (W node-
role.kubernetes.io/master="") AIBER 5 pod TEVHE., HEIL, HFRIAT =k
FREBNFET RABNE/ND,

IEIART LA T E 77 RO an Rl S R BFSE 17 st i AR o 2E,

a. Yw%E Scheduler ¥ :

I $ oc edit scheduler cluster

b. fHFEE YT SEFESR AN defaultNodeSelector FE% :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
spec:
defaultNodeSelector: node-role.kubernetes.io/infra="" ﬂ
#...

© T AR IEERRITT R LHE pod.

c. BRIFXMHLAGRRZ £,
IITE, (RWT LUREE RSN SR BT IR ICEY infra 17 .

Hih 5w
o [FEIRBBIEMIRIIN RS
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578 RESS
B7EBRERS

7.1. TR

OpenShift Container Platform N FATEFHERLITI N &8, Linux DA 2—MRE3NE, BAF
fRECITHRAR, FElIREREENTIRRIE,

WEMNARFEEA AU R - ENASEPIZT, MEBEZRABERRX AR, XHNNAE, &
®, B BEMRMHE—IRS BEH MRS , 20 Web RS HFHEEE, ERFTRFEEIEN
ﬁo

ZEE, Linux IE—BEEEBABR/RMAEES. OpenShift Container Platform #1 Kubernetes 810 7 7£
% ENLEZ A RE A 2RHIThEE,

7.1.1. X F A2 RHEL R&%RE

B F Red Hat Enterprise Linux (RHEL) 17/, CPU FBEXSHN AR IRELTIEHERENNESZ., el
RNIEHEAETRER B RHEL A% B kmem_cache EM I, RHEL W& & cgroup BIE—1
kmem_cache, HixINMEAE, kmem_cache & cpu_cache LUK R NUMA 17 BT sz, XLE2%
BFEVHREAZAE,

REAXLEZEFHINANEFESROFEAN CPU BERILA, Eit, BXE CPURSHELSHAKANEFR
REEXLZRED, XLEZFHREREAKNET S OpenShift Container Platform A28 ECERIA
FRIE, MMSRESRELL,

N7 ERRNARRF N ERRR, FHREREFREVHRE. EIUERUTARXERMLE

kmem_cache FEFEMINEEE, HF nproc 2 nproc S IEN T AR BT, BEERM TR
VX MNMEMLEBRBRAEEK :

I $(nproc) X 1/2 MiB

7.1.2. R TAZLRBIENMAZRZITH
B ZZ A BAFERNE Y, SEMSTETMRKRAE. BR5IEER FHFa7 (Bifh &8
R B &2 {THT) KT BEREN TR SRMENAYG, Bk EESARSIERBRITNR
EQ
=1
OpenShift Container Platform X#4{# &2 77/ 5| BB Beia T, Hib
ALV A REIES| R ABRRIZ T,
OpenShift Container Platform {#f CRI-O {fE N & 2R5I2, #H217C = crun fEARZRZITH, BUIARER
BT R runC, I DNBRERBITHEE FFRA2RTIE (OCI) 1T #lA,

CRI-O 2 Kubernetes I[RAE AR5 ELH, TERERS EBEMFERESRAMNILH Kubernetes 1K
3%, CRI-O B235|Z4E N systemd IRSSTEE OpenShift Container Platform &7 m iz 17,

runc B9 Docker FF & #EH Open Container Project 47", BR— M itE%. WIBHEMRIRZITNH, FH

Go. crun %5, HLIEFALMIREEBEAEFERRZITNZTLMER CHE, M OpenShift Container
Platform 4.12 FF&, &R LUEFEHE,
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BF

crun é%ﬁn_ﬁﬂj“iﬁ,\m MRORTIINEE. HATNEIhEER R ALNE ™ MRS TN
(SLA) X%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIT
IﬂﬁEﬂLiﬁﬁF?%iifCﬁ %ﬁEI’\JIjJﬁE HENSEF LM BRREERGE L.

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

crun & runC MLEB LA TUHE, SFF -
o BUNK IS M
o FILIE MR IHITIE
o RESARE
runc & crun LB — LR, 21 :
o REMM OCI BERIZITHT,
o EEIMEEIK,
e CRI-O HIRVIAA BT,
ERLURESEEMN BRI 2B,
BEXRFEBFERNAISRZITHIMIFERE, 1H5% 0/& ContainerRuntimeConfig CR LU CRI-O S,

7.2. 7EERE POD Bif{F AR B 2R K HITIES

OpenShift Container Platform 124t 7 —% #7454 2528 (Init Containers) , BilREN ARFASRZANET
HEAASR, TUGEFHNENARFHERPNEARFEHIXERA,

7.2.1. TR B2
{RE] LAEERE pod MIE RO 2/, HEAMBESTERNITES,

pod T LRI B EAMB SN BREFRE. ERESR, TRHUEREREREMAMIELH,
AR ALL :
o TUEFZTHTRELEEMAN SRAENARFTEHILRARER.

o AETHINAENARFHEEINLENLARREKBE UK, AN, FEENUHTEXET
FEH{ER sed. awk. python 2k dig ETEM{#EA FROM MEMFGIRENR —NER,

o FM Linux &z, UBFERASNBAERFASAIRNERS, WihnNBREFRASRTT LN
HJ Secret,

BENMEBR RV, RET—IReFeEEs). Bit, #MRERRM T —FE AT ERE LS
RN AR RSRNED, BEENRE —ENRTREMY,

fugn, & LLEd T —E A A RER IR E S
o R ELLITRAIN shell 5%, FRFAIERS :
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I foriin {1..100}; do sleep 1; if dig myservice; then exit 0; fi; done; exit 1
o EITRLLLTRAINEGS, M Downward APl {Z 1t Pod SF AR FZARSS 25 ¢

$ curl -X POST
http://SMANAGEMENT_SERVICE_HOST:$MANAGEMENT_SERVICE_PORT/register -d
‘instance=%()&ip=%()’

o SEITAA sleep 60 HIMD, & HE— B FIEEH N ARFES,
o B git FFIEERIEEISH,

o MMEMEEREXHS, HEZITERIENENBAEFASRSERRBESH., Fln, &
POD_IP [EEECEH, FEMEA Jinja £ EN BAREFEE 4.

MEELZER, BB Kubernetes X145,

7.2.2. QIR A

THIBR T — N EEFNIBEHRE H Pod. —MNETEHE myservice, 5—1MHATFER mydb, F{
BNessTlE, pod BR/AT,

e
1. NAAAEROIE pod :
a. QIB—DNELLLTRAIM YAML XX -

apiVersion: vi
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
spec:
containers:
- name: myapp-container
image: registry.access.redhat.com/ubi8/ubi:latest
command: ['sh’, '-c', 'echo The app is running! && sleep 3600']
initContainers:
- name: init-myservice
image: registry.access.redhat.com/ubi8/ubi:latest
command: ['sh’, '-¢', 'until getent hosts myservice; do echo waiting for myservice; sleep
2; done;']
- name: init-mydb
image: registry.access.redhat.com/ubi8/ubi:latest
command: ['sh’, '-¢', 'until getent hosts mydb; do echo waiting for mydb; sleep 2;
done;']
#...

b. B3 pod :

I $ oc create -f myapp.yaml
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c. BE pod BIIRTS :

I $ oc get pods

it Bl
NAME READY STATUS
myapp-pod 0/1 Init:0/2

pod K Init:0/2 RRE IEEFRFXN MRS
2. {12 myservice RS,
a. BI—NELLUFREIF YAML 32 -

kind: Service
apiVersion: v1i
metadata:
name: myservice
spec:
ports:
- protocol: TCP
port: 80
targetPort: 9376

b. A% pod :
I $ oc create -f myservice.yaml
c. BE pod BIRTS :

I $ oc get pods

=1
NAME READY STATUS
myapp-pod 01 Init:1/2

0

0

RESTARTS AGE
5s

RESTARTS AGE
5s

pod K7 Init:1/2 RREEEEFF MRS, ABIHH mydb RS,

3. B mydb iR :
a. BIB—NELLLTRAIB YAML 324 -

kind: Service
apiVersion: vi
metadata:
name: mydb
spec:
ports:
- protocol: TCP
port: 80
targetPort: 9377
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B7EBFER
b. I pod :
I $ oc create -f mydb.yam|
c. BE pod IR -

I $ oc get pods

i th o Bl
NAME READY STATUS RESTARTS AGE
myapp-pod 11 Running 0 2m

pod REXRTEFRBEFRSFHZT.

73. FREEXFAGRERHREIE

BERMSTHRIENR, R, YRDEESHELN, BHEERSER, B LUERE S5 RIRE pod F
REFEANEIE. B 27 pod WESBEREREEEN—BE, T pod REIEEI I,

7.3.1. THE%

BEEHIXHRY, #fpod REARHBER, FLLUBEZDEN LALLM INEF iR RRS T, L
BERT, BRFTEFAY; ERgE, EFHNRESBIER,

MRS LNXHRETEEEMEER, HEHIE RN RABEHITIESR, OpenShift Container
Platform £ mount SEAREFZAIREHA fsck, TRIMBHNEFHINA BN S HILXMIER.,

A HNBREZE emptyDir, X2H—HlERLEW—NEN Bx, BEABATLATEIERB S INE
pod A LS,

AE
INREHEEA/GAT FSGroup 53, |l emptyDir BEFHEAIBESZEIET pod
FSGroup HIBCEIAI PR,

7.3.2. {#F OpenShift Container Platform CLI I£{E%&

IReILUER CLI 94 oc set volume, N pod IEIRAIX R (WIS FIIEHIZFHEBEE) AN
BIRBMBEE, LA LS pod RIS, SKFIHEMER pod BEARKEMXT R,

oc set volume i B{FEALUTERIEE :

I $ oc set volume <object_selection> <operation> <mandatory_parameters> <options>

X R
1E oc set volume 353 #1 /) object_selection ZHIEELUTHREZ — :
= 7.1 N R
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Wk

<object_type> <name>

<object_types/<name>

<object_type>--
selector=<object _label_selec
tor>

<object_type> --all

-f 5 --filename=<file_name>

124

1 oc set volume 4 Y operation 2335 E --add =X --remove,

NESH

sk

#IF K8 <object_types> 1y
<hame>,

#IF A8 <object_types> 1y
<hame>,

RS A B RER LEC H R

i <object_type> HIFR,

KB <object_types HIFR

YR
)'_l}ﬁo

BT HEFRIS G A, BRI
4 URL,

AL BRSEERREE TRTERME, FHERSVNT 5,
pin]
FRAEIERR E T RMAERMF, FERSLNTHIL,

7.3.3. 54 pod B EEE
IRET LB pod 2 pod AR RSB

iz
IS -

I $ oc set volume <object_type>/<name> [options]

5B FHHYE I
--name LSl 0E i

-c, --containers
BERF "™ RILEERFR,
o -
o FH pod pIl IFRES :

266

REMIEFERR, CLATUERE

Bl

deploymentConfig registry

deploymentConfig/registry

deploymentConfig--
selector="name=registry"

deploymentConfig --all

-f registry-deployment-
config.json

A

\E )



I $ oc set volume pod/p1

o JIHTEFBMELERE LHE VI :

I $ oc set volume dc --all --name=v1

7.3.4. FBRME pod
AT LU BTBER RN pod.

it

DLES
FEH/HEHEERIME pod iR :

Q¢

I $ oc set volume <object_type>/<name> --add [options]

R 7.2. i SRR

AL Uiy 2L
--name BB, EAREE, NBNERK,
-t, --type BROEH, XFNES emptyDir

emptyDir. hostPath. secret
. configmap. persistentVolu
meClaim = projected.

-c, --containers RAMAFERSR, LI LMERR ™
B "™ REEERF,

-m, --mount-path B IRABEER R, FEEH
|25 root, / HEHFEZRHE
FEHEMERER, INRBBRE RV
R, TEERIIENENRS (N
EHNH /dev/pts X#) . EH

/host HE#H EHE L LM,
--path FHER, --type=hostPath 1y

BESHY., TEEHIRES

root. /HENMABRPHERNE
AR E, MREBEEVPIR, =
BERIMAEHENRS (INEHLHY
/dev/pts xx#4) . & /host

HENZE LM,

--secret-name secret &, --type=secret 19
BESH,

--configmap-name configmap BI& R, --

type=configmap HINESH,
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y7 Al Uiy il

--claim-name RAMSFRNEM, -
type=persistentVolumeClaim
MBS,

--source LA JSON ZFRERTBIRIFIE,
MR --type *ZHFMENEIR,
TR AR FE I B3

-0, --output EREREINR, MAERSS
EEHFEl]l. <FHNEH json
yaml,

--output-version 28 ERRABIE G X R api-version

flan -

o [ EBIR emptyDir RINE registry DeploymentConfig X :

I $ oc set volume dc/registry --add
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B
RIAET AN UL T YAML ERIN% -

Bl 7.1 R RNEHEREEERH

kind: DeploymentConfig
apiVersion: apps.openshift.io/v1
metadata:
name: registry
namespace: registry
spec:
replicas: 3
selector:
app: httpd
template:
metadata:
labels:
app: httpd
spec:
volumes:
- name: volume-pppsw
emptyDir: {}
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
ports:
- containerPort: 8080
protocol: TCP

ﬂ ANINABIR emptyDir,

o NEHIIHIZE r1 RIS A secret secretl 9% v HEHINBRHH /data :

$ oc set volume rc/r1 --add --name=v1 --type=secret --secret-name='"secret1' --mount-
path=/data
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TN
RIAET AN UL T YAML ERIN% -

Bl 7.2. HARMAEH secret S HliHI2RH

kind: ReplicationController
apiVersion: vi
metadata:
name: example-1
namespace: example
spec:
replicas: 0
selector:
app: httpd
deployment: example-1
deploymentconfig: example
template:
metadata:
creationTimestamp: null
labels:
app: httpd
deployment: example-1
deploymentconfig: example
spec:
volumes:
- name: vi
secret:
secretName: secret1
defaultMode: 420
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
volumeMounts:
- name: vi
mountPath: /data

WINEF secret,
RNINBREHREZR,

o (FHAFBRELT pvcl HINBRHAMS vI RINEIEHE LMEBLE dejson, [HZBEEHEA S cl
Y /data FE RS 25 LA DeploymentConfig :

$ oc set volume -f dc.json --add --name=v1 --type=persistentVolumeClaim \
--claim-name=pvc1 --mount-path=/data --containers=cf

270



R

RIAET AN UL T YAML ERIN% -

Bl 7.3. 3 T AR SN ERERH

kind: DeploymentConfig
apiVersion: apps.openshift.io/v1

metadata:
name: example

namespace: example

spec:
replicas: 3
selector:
app: httpd
template:
metadata:
labels:
app: httpd
spec:
volumes:

- name: volume-pppsw

emptyDir: {}
- name: vi

persistentVolumeClaim:
claimName: pvct

containers:
- name: httpd
image: >-

image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest

ports:

- containerPort: 8080
protocol: TCP
volumeMounts: g

- name: vi

mountPath: /data

IN& N pvcl"BIF A B EER,
NINBSREERRE,

o NFFAEHIEFHIZRRIMNET Git FFE/% https://github.com/namespacel/project] HEHFEIT

5125c45f9f563 B4 v1 :

$ oc set volume rc --all --add --name=v1 \

--source="{"gitRepo": {

"repository": "https://github.com/namespacei/project1”,
"revision": "5125c45f9f563"

3

7.3.5. B pod FHBIEHEE

IR LB pod BB FEBHEH,
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e
{5 F --overwrite JEUIEFHIMAES :

I $ oc set volume <object_type>/<name> --add --overwrite [options]

o -
o FRINEHAMEF pvcl BMEFIEHIZE nBIES v :

$ oc set volume rc/r1 --add --overwrite --name=v1 --type=persistentVolumeClaim --claim-
name=pvci

R
IRIAAT AN UL T YAML k&4 -
Bl 7.4. AL N pvc1 R A MEEFE NS FiliEH 23~ 6

kind: ReplicationController
apiVersion: vi
metadata:
name: example-1
namespace: example
spec:
replicas: 0
selector:
app: httpd
deployment: example-1
deploymentconfig: example
template:
metadata:
labels:
app: httpd
deployment: example-1
deploymentconfig: example
spec:
volumes:
- name: vi ﬂ
persistentVolumeClaim:
claimName: pvct
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
ports:
- containerPort: 8080
protocol: TCP
volumeMounts:
- name: vi
mountPath: /data

ﬂ FRHABFREKTEN pvel,
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e %4 v1 # DeploymentConfig d1 3 R EX N /opt :

I $ oc set volume dc/d1 --add --overwrite --name=v1 --mount-path=/opt

R

AR AN FB LA YAML DU SRS R -

Bl 7.5. FEBRBES opt FERERCE T,

kind: DeploymentConfig
apiVersion: apps.openshift.io/v1

metadata:

name: example
namespace: example

spec:
replicas: 3
selector:

app: httpd

template:

metadata:

labels:

app: httpd

spec:

volumes:
- name: volume-pppsw
emptyDir: {}
- name: v2
persistentVolumeClaim:
claimName: pvct
- name: vi
persistentVolumeClaim:
claimName: pvct
containers:
- name: httpd
image: >-

image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest

ports:

- containerPort: 8080
protocol: TCP
volumeMounts: ﬂ
- name: vi
mountPath: /opt

© FHEAREEN opt,

7.3.6. M pod HfilifRBMEEE
IRATLAM pod ARFEIRE B HE,

it

T
M pod HEIRHFEIRE :

Q'
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I $ oc set volume <object_type>/<name> --remove [options]

X 7.3. BERBI 9L

1 ik
--name BHIEL TR,
-c, --containers REMEFERSR. e LMERE ™

R "™ REEERFR.

--confirm BEMBE—REBRREIE,
-0, --output DTREWREHN R, MAERSSE
EEFEl]l. XRHESE json #
yaml,
--output-version 28 ERRABIE G X Ro api-version
flan -

e ) DeploymentConfig XI5 d1 FHiR%E vi :

I $ oc set volume dc/d1 --remove --name=v1

e /y DeploymentConfig ¥R M d1HIR2: c1 REIES vi, FH1E d1 EEAEERERE G5 AR
FRE v1:

I $ oc set volume dc/d1 --remove --name=v1 --containers=c1

o BIREFIEHES r1AES

I $ oc set volume rc/r1 --remove --confirm

7.3.7. BBEBLE pod HRATF MR

&7 LIE B volumeMounts.subPath Bt RiEE ST H subPath MIEBMREF, HEEENRITFIE—
A pod FZ AL FEAXINE,

% o
1B BEFF subPath ZEURNINEIINA HERY pod H,

pi% =
. EEESPHXHIIR, 15217 ocrsh ®% :

I $ oc rsh <pod>

i th o Bl
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sh-4.2$ |s /path/to/volume/subpath/mount
example_file1 example_file2 example_file3

2. 87 subPath :

#7 subPath 28 Pod spec R~

apiVersion: vi
kind: Pod
metadata:
name: my-site
spec:
containers:
- name: mysq|

image: mysq|

volumeMounts:

- mountPath: /var/lib/mysq|l
name: site-data
subPath: mysql ﬂ

- name: php

image: php

volumeMounts:

- mountPath: /var/www/html
name: site-data
subPath: htm! @)

volumes:
- name: site-data
persistentVolumeClaim:
claimName: my-site-data

© BUEEFIHE mysql iR,
@ HTML RAFETE html TR,

7.4. SRR NERRE B
RGBT UA R BRIRE BIR— B R H,
AILUE ST AT REMEIR -

e Secret

e Config Map

e Downward API

FrEIRE AL F S pod R AR & 22 (A,

7.4.1. T fRIR 54

BB AR LESRIEMHERNE —PBxP, LR
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o FAXBEZ secret. MEEBME AT downward API EEBENERHEANSE, LEE—TBF
PESTEERNER ;

o FMARBES secret, EEEMNMIEAN downward API EREFTEANE, FARBEEENU
BHEBE, UEEVTEEZREHHNRNEA,

BF

YHEET Linux B9 Pod % £ £ T X FiXE RunAsUser fRAT, #5434 E A EMBBIFL
RE, SEAFAIMAN, B2, % Windows pod FiXE T 5 Windows ZFMH
RunAsUsername HURES, kubelet $5 75K IEFI% B 1% 9448 R MO ST BIRR B L

H b, 7E£ Windows pod B%& £ £ X% ER RunAsUsername P RFEAF
OpenShift Container Platform AiZ 178 Windows 1 B %,

R —iRERER T AR RS,

BdERREY, secret. Downward API,
B E, FREEFENEEHIERHERSR. FHAXEFRINBRRFA LT Kubernetes £Ef
£ Red Hat OpenStack Platform (RHOSP) . HRIERFZSBEATFETIMEALRNEINME, AIREREEXN A
BEREAITTAENG . R pod il 7&K AR, "TLUERA Downward AP 1525
metadata.labels >k 4 X EEH8H) RHOSP BCi&,

BoEBREY + secret,
BENRS BRI E S REBERIBMEHENASR. FlN, ETUHITEEFLEHBINEESE B
5, XEEFSHBEFERROEEY U REE,

ConfigMap + Downward AP,

EENIR R BRENEE pod BIFMECE (Fi&iT metadata.name EiFE2REMA) . A, LNARER
AL pod BIFSIER—EMKH, UENERA IP RERIVATR TRt HIk R,

Secret + Downward API,

BENREE, 19 secret AEAFARME pod By 22 (A (@) metadata.namespace L 25 {F
) o XNRBISIF Operator AN AREFREMEEMZZEAELR, MANERINEEH,

7.4.1.1. Pod specs =l
LT RRETF &5 %M Pod spec =,

A secret. Downward API fIEZ &ML Pod

apiVersion: vi
kind: Pod
metadata:

name: volume-test

spec:

containers:

- name: container-test
image: busybox
volumeMounts:

- name: all-in-one
mountPath: ”/projected-volume"e
readOnly: true 6

volumes:

- name: all-in-one 9
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projected:
defaultMode: 0400 G
sources:
- secret:
name: mysecret a
items:
- key: username
path: my-group/my-username 6
- downwardAPI: g
items:
- path: "labels"
fieldRef:
fieldPath: metadata.labels
- path: "cpu_limit"
resourceFieldRef:
containerName: container-test
resource: limits.cpu
- configMap: @
name: myconfigmap
items:
- key: config
path: my-group/my-config
mode: 0777 {§)

NEBNRE secret WA ER A volumeMounts 843,

BE NI ARERANBRMEE, secret FHIMEXNERA,

¥ readOnly %/ true.

AIN—4 volumes £, LAFIHBMNMEREIR,

NBIREEREL.

WEB B HATIRR,

N secret, KA secret X REVEM, IS HEEFEAME secret,

& mountPath T secret XHMIEEE, AL, secret XHGLTF /projected-volume/my-
group/my-username,

Z5in Downward APl R,

75N ConfigMap iR
REBRARRIRNER

HD% pod HEZ /A2, NENAREBEE— volumeMounts %4, {E volumes Zf 4

/\ﬁ'ﬁ /\El]_.]-o

BAVGE T IFRABERER B Z 1 secret B Pod
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apiVersion: vi
kind: Pod
metadata:
name: volume-test
spec:
containers:
- name: container-test
image: busybox
volumeMounts:
- name: all-in-one
mountPath: "/projected-volume"
readOnly: true
volumes:
- name: all-in-one
projected:
defaultMode: 0755
sources:
- secret:
name: mysecret
items:
- key: username
path: my-group/my-username
- secret:
name: mysecret2
items:
- key: password
path: my-group/my-password
mode: 511

defaultMode REETERETF| LI8RE, MAE N BNEBEIEE,. B LEAFR, EAILIER
HixEE— %5 mode,

7.4.1.2. BREASE

Ao E R AR A 4 B P ] 22

MREFEAR—BRREEZSNEH, Nl pod IBSUMENEN, LLTFREIFHH mysecret #
myconfigmap 5 T 8RR :

apiVersion: v1i
kind: Pod
metadata:

name: volume-test

spec:

containers:

- name: container-test
image: busybox
volumeMounts:

- name: all-in-one
mountPath: "/projected-volume"
readOnly: true

volumes:

- name: all-in-one
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projected:
sources:
- secret:
name: mysecret
items:
- key: username
path: my-group/data
- configMap:
name: myconfigmap
items:
- key: config
path: my-group/data

HERUTSESXHBERXNER.

RECEREBIBH Iz 7] & P

RBEMELE pod NATEREEEHN, FRIHTBITNIE, X5 ERIEREM, BNEEHEN, &
HHEENTRIBEMAAEENTR (£ pod SIREEHMEIREZML) .

— AN EREHN BT A — P EE B RGN A 4z

IMREANAFIEENBRESBIRNRELE, MMAEAR, NIRFTXATR—F, EETRRS
BEAEN R

7.4.2. 7 Pod FC B 1% 514
QIS FHBNT, HEE TR ERN LS TERBIER,

LURRBIER T i AR ST B H AN secret BIR, AT LUERIX LS IR MA M STA G R - & 3D
secret, g, QIB—1NRIZIT—1FEM pod, FRIZEEN secret EHEIFA—NMHEBZH,

A EMBGERUREMLT base64 FiGHBMFRH.

LT RAE R admin (base64 4ifid) :

I $ echo -n "admin" | base64

=1

I YWRtaW4=

UTFRBIERT base64 1 1f2d1e2e67df Z15 :
I $ echo -n "1f2d1e2e67df" | base64

=1

I MWYyZDFIMmU2N2Rm

AR
FRRHNBHEHINEMN secret BIR,

1. Q1% secret :
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a. Q- PRLIOTH YAML X, REFEZEREREMAIER

apiVersion: v1i

kind: Secret

metadata:
name: mysecret

type: Opaque

data:
pass: MWYyZDFIMmU2N2Rm
user: YWRtaW4=

b. AT MSRAE secret :
I $ oc create -f <secrets-filename>
4N -
I $ oc create -f secret.yaml
=1
I secret "mysecret” created
c. MAILMERUTGROREERSOET secret :
I $ oc get secret <secret-name>
4N -
I $ oc get secret mysecret

i th o Bl

NAME TYPE DATA AGE
mysecret Opaque 2 17h

I $ oc get secret <secret-name> -0 yam|
f5gn -

I $ oc get secret mysecret -0 yaml

apiVersion: vi
data:
pass: MWYyZDFIMmU2N2Rm
user: YWRtaW4=
kind: Secret
metadata:
creationTimestamp: 2017-05-30T20:21:38Z
name: mysecret
namespace: default
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resourceVersion: "2107"
selfLink: /api/v1/namespaces/default/secrets/mysecret
uid: 959e0424-4575-11e7-9f97-fa163e4bd54c

type: Opaque

2. FERHBHELIE pod,
a. Q- DELUNTH YAML XX, &3E volumes 234 :

kind: Pod
metadata:
name: test-projected-volume
spec:
containers:
- name: test-projected-volume
image: busybox

args:

- sleep

- "86400"

volumeMounts:

- name: all-in-one
mountPath: "/projected-volume
readOnly: true
securityContext:

allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
volumes:
- name: all-in-one

projected:

sources:
- secret:
name: mysecret ﬂ

ﬂ RO secret BIE TR,

b. MECE X 4OIE pod :
I $ oc create -f <your_yaml_file>.yaml
4N -
I $ oc create -f secret-pod.yaml
=1
I pod "test-projected-volume" created
3. Jik pod BEREETEILTT, AFEE pod WE :

I $ oc get pod <name>
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flan -
I $ oc get pod test-projected-volume

BB EERDOZRBUAT =B

i Bl
NAME READY STATUS RESTARTS AGE
test-projected-volume 1/1 Running 0 14s

4. EBH—AKim, HA oc exec (N RIT FHIEEEZITH AR shell :
I $ oc exec -it <xpod> <command>
4N -
I $ oc exec -it test-projected-volume -- /bin/sh

5. 7£ shell #1, %1 projected-volumes B X2 B S EMKR IR :

I [#1s

=1
bin home root tmp
dev proc run usr
etc projected-volume sys var

7.5. IF A2 EFE API X R

Downward API & —HM ARV REREFE API X REMEXE R BEFRS OpenShift Container Platform 8 & HI4
#il. LRERDIE pod WA MAEEMFTRE BeralMERAMELERBHEMGFEFEERE
Downward API 91§ &

7.5.1. {#Fd Downward APl &2 /A FF Pod 58

Downward APl @& pod &R, HIEMEREESFELR. A FRAINETENEHEIEFEER
Downward API B9{E B,

pod RHYFEE T FieldRef API 2B %G, FieldRef B MFER -

FR 3T
fieldPath TR F R AIRRAR, XA TF pods
apiVersion EHEHAPRRE fieldPath £3F2589 API ARA,

BAT, VIAPI BB ML OIE
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metadata.name pod &, EIMELEMEHPHZTIHE,
metadata.namespace pod Bep & ZE[A], TEINMRELEMBHIERH.
metadata.labels pod I35, NIEBHXE, MELEFFXZHF.
metadata.annotations pod HIEfR, NEBHXZE, METEPRFRXZHE.
status.podIP pod B IP, [NIEMREERZR, BRRXH,

= AIETE apiVersion FE&, NIEINFRE pod BARH APl AR A,

7.5.2. T R 90{A@ 14 Downward API JEFE R 2R E
BRI LUE RIS T B S B IONE AP H, RIBEERNAE, BRTLUNE
® Pod &R
e Pod TiH/ %%
e Pod Ef#
® Pod It%

SRR ReE@ S Sia MR E A,

7.5.2.1. FRANEEEHERSRE

EEAASRMIfELER, E#EA EnvVar 2288 valueFrom FE& (481 EnvVarSource) RigEZS
EMEN B FieldRef R, M3k value RERIgEMNFEE,

A pod BERMALEMAER, EHh—BAREIHEANTEEEERNBENLES IR, RTE
BHIMETE, FRMNETEFNTFTRAENE

e Pod &R

o Pod JIE/ &4

i =
1. AIBE—NHT8 pod spec, RO ERFERFEAIMELE !
a. AR TREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
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image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: MY_POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
restartPolicy: Never
#...

b. M pod.yaml X8I pod :

I $ oc create -f pod.yaml

o EXRBMAZE, LIEE MY_POD_NAME 1 MY_POD _NAMESPACE & :

I $ oc logs -p dapi-env-test-pod

7.5.2.2. FASEHFERSRHE
A 23 AT LA R 8 45 14 SR B #E AP EL
BERTTLUHEE -
e Pod &R
® Pod 1B /#4227
e Pod &
® Pod IR%
i =
RSN
1. BIB— 18 podspec, EFREEERFERRFANIMEDTSE :
a. Q18— TH volume-pod.yaml 3T :

kind: Pod
apiVersion: vi
metadata:
labels:
zone: us-east-coast
cluster: downward-api-test-clusteri
rack: rack-123
name: dapi-volume-test-pod
annotations:
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annotationi: "345"

annotation2: "456"

spec:
containers:

- name: volume-test-container
image: gcr.io/google_containers/busybox
command: ["sh", "-c", "cat /tmp/etc/pod_labels /tmp/etc/pod_annotations”]
volumeMounts:

- name: podinfo
mountPath: /tmp/etc
readOnly: false

volumes:
- name: podinfo

downwardAPI:
defaultMode: 420
items:

- fieldRef:
fieldPath: metadata.name
path: pod_name
- fieldRef:
fieldPath: metadata.namespace
path: pod_namespace
- fieldRef:
fieldPath: metadata.labels
path: pod_labels
- fieldRef:
fieldPath: metadata.annotations
path: pod_annotations
restartPolicy: Never
#...

b. M volume-pod.yaml X012 pod :

I $ oc create -f volume-pod.yaml

o MARBMNAS, HRIERENFERESHER :
I $ oc logs -p dapi-volume-test-pod
i Bl

cluster=downward-api-test-cluster1
rack=rack-123

zone=us-east-coast
annotation1=345

annotation2=456
kubernetes.io/config.source=api

7.5.3. T fRU0{A{E B Downward AP| SE AR TR

O pod B, EATLLUEMA Downward APIEAR FITERIRIGKFMRFINER, UEHEEN REFE
HRE IEMAM VR EIME OB R,
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& LU MR B S B/ T R 1F,

7531 EAMEZ ERFERH TR
TEOIZ pod i, BT LAFIAIMEZ 3R EM Downward API AR XITEFRE KMRHIHE R,

TE 0% pod EBERY, 7E spec.container FEXHIEE S resources FEEHIABN N HIMEL £,

MRAREEPEELESHIRRE, Downward API 2KERVNERA T = CPU F1AEF R 2B

[l

o

i

i
1 QIE—DHH pod 48, HPIEEEFIANKIR :
a. AR TREIM pod.yaml ST :

S

apiVersion: v1i
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox:1.24
command: [ "/bin/sh", "-c", "env" ]
resources:
requests:
memory: "32Mi"
cpu: "125m"
limits:
memory: "64Mi"
cpu: "250m"
env:
- name: MY_CPU_REQUEST
valueFrom:
resourceFieldRef:
resource: requests.cpu
- name: MY_CPU_LIMIT
valueFrom:
resourceFieldRef:
resource: limits.cpu
- name: MY_MEM_REQUEST
valueFrom:
resourceFieldRef:
resource: requests.memory
- name: MY_MEM_LIMIT
valueFrom:
resourceFieldRef:
resource: limits.memory
#...

b. M pod.yaml X612 pod :
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I $ oc create -f pod.yaml

7.5.3.2. EASHU RS HIR
TR0 pod B, BT LAFI B HEMRMEM Downward API E AR XITEFRE KMRHIHE R,

1E0)3 pod EZEHRY, {3 spec.volumes.downwardAPlitems FE& Kt 5 spec.resources &N
R FR -

MRAREEPEHEIEHIRREI, Downward API KERINER T =Y CPU FIAEFE R 2

[l

o

i =
1 QIB—HH pod HiMg, ERSEEEFANTIR :
a. BEELUTRAIN pod.yaml 34 :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: client-container
image: gcr.io/google_containers/busybox:1.24
command: ["sh", "-c", "while true; do echo; if [[ -e /etc/cpu_limit ]]; then cat
/etc/cpu_limit; fi; if [[ -e /etc/cpu_request ]]; then cat /etc/cpu_request; fi; if [[ -e
/etc/mem_limit ]]; then cat /etc/mem_limit; fi; if [[ -e /etc/mem_request ]]; then cat
/etc/mem_request; fi; sleep 5; done"|
resources:
requests:
memory: "32Mi"
cpu: "125m"
limits:
memory: "64Mi"
cpu: "250m"
volumeMounts:
- name: podinfo
mountPath: /etc
readOnly: false
volumes:
- name: podinfo
downwardAPI:
items:
- path: "cpu_limit"
resourceFieldRef:
containerName: client-container
resource: limits.cpu
- path: "cpu_request"
resourceFieldRef:
containerName: client-container
resource: requests.cpu
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- path: "mem_limit"
resourceFieldRef:
containerName: client-container
resource: limits.memory
- path: "mem_request"
resourceFieldRef:
containerName: client-container
resource: requests.memory
#...

b. M volume-pod.yaml X402 pod :

I $ oc create -f volume-pod.yaml

7.5.4. [ FH Downward API S5 %% secret

2O pod B, EEJLAUER Downward API S A Secret, LMERKIN BREFEFEEY HFEIMRAIE
Bifko

i =
1. BIEEF A secret :
a. QIE—ELN T secret.yaml X4 :

apiVersion: vi
kind: Secret
metadata:
name: mysecret
data:
password: <password>
username: <username>
type: kubernetes.io/basic-auth

b. M secret.yaml {40l secret X[ :

I $ oc create -f secret.yaml

2. fE5| ALk Secret X RHH) username FE&H pod :
a. AR TREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_SECRET_USERNAME
valueFrom:
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secretKeyRef:
name: mysecret
key: username
restartPolicy: Never
#...

b. M pod.yaml X8I pod :

I $ oc create -f pod.yaml

o MAEARZKZBEFH MY_SECRET_USERNAME fX :

I $ oc logs -p dapi-env-test-pod

7.5.5. {31l Downward API JH#EHD & fk g9

TEOIR pod i, #EATLAEFA Downward APl E ABCERRGIE, UEHGMN AEFIEERY HEFEINED
BER,

¥ =
1 EREIANELEREMRS
a. QBRI TH configmap.yaml {5 :

apiVersion: vi
kind: ConfigMap
metadata:

name: myconfigmap
data:

mykey: myvalue

b. M configmap.yaml 3Z{4 0 EC B AR ST

I $ oc create -f configmap.yaml

2. OIS A L ERE AT pod :
a. AR TREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_CONFIGMAP_VALUE
valueFrom:
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configMapKeyRef:
name: myconfigmap
key: mykey
restartPolicy: Always
#...

b. M pod.yaml 3X{46IE pod :

I $ oc create -f pod.yaml

o MAEANZKRHBEFH MY_CONFIGMAP_VALUE f§ :

I $ oc logs -p dapi-env-test-pod

7.5.6. 5| AR =

QIR pod Bf, MERILAERA $() EESIAZATE LAIMEZ ER(E, MRITEMBTIMELESIA, NhZE
FREBNHRBFRS,

¥ =
1. AZBIANBIMELER pod :
a. AR TREIM pod.yaml ST :

apiVersion: v1
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_EXISTING_ENV
value: my_value
-name: MY_ENV_VAR_REF_ENV
value: $(MY_EXISTING_ENV)
restartPolicy: Never
#...

b. M pod.yaml X {612 pod :

I $ oc create -f pod.yaml

o MEXNB[AXETHM MY _ENV_VAR REF_ENV {H :

I $ oc logs -p dapi-env-test-pod
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7.5.7. % L INEZE5| B

QIR pod Bf, ERLMEAMETHS KL ML ESIA, AE, REMOIMRRERNSBETHSR
.
it

1. BlER3 | AIAAET B pod
a. OIEELLLTRAEIE pod.yaml 34 :
apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_NEW_ENV
value: $$(SOME_OTHER_ENYV)

restartPolicy: Never
#...

b. M pod.yaml X012 pod :
I $ oc create -f pod.yaml
o RMERBIHEHHN MY_NEW_ENV E :

I $ oc logs -p dapi-env-test-pod

7.6. %>+ E %1% OPENSHIFT CONTAINER PLATFORM B2 s MA & 5l
RIS rsync @4, i CLUS A # S5 BIR R hEEEE R, SMhEEIH,

7.6.1. T RN 2 HI S04
oc rsync 3% (FniEEY) B—NMEANIER, W REBIEEFHESE pod HZM pod FEH, L

HREMMMENTEE, Hi2TH pod TIFFEEAEHLT, EARLUER oc rsync FHRAEENE I
21789 pod, MTHITIF L IR,

I $ oc rsync <source> <destination> [-c <containers]

7.6.11. &3k

15 S Bk
oc rsync 5 H source SEUNLTIEAAM B %K pod B3R, FAZRFEDF
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1E7E pod BRE, BRAMBIINE pod BFFEIL :
I <pod name>:<dir>

MRBFBUREDRRF () 4R, WRAEBXMNATSEHI B, S, BXRERETBEEH
F B,

HEESH A/t

oc rsync 58 destination ZEAIERAENB XK, MRZEXAFE, BER rsync HITEH,
RO NIEBAEIXAN B K

THIER B 893t kB>
A LAER --delete i, TEiLiz B kAP BRI B X hig BRI,
EXH SRR SRS

SNREF --watch 1777, SSALUGEREE ERNEAXHREER, AERERRHNRASEN], &
RIXNSHE!, SHRKAIBT,
A& RERETHFHRRBELT, UARLEFREINXHRATRSBFENRLS A,

f#F --watch Ui, HTHEFREMFLIREFA oc rsync —, BEZ#% oc rsync WFfES
th—if, Eit, BTLUFERSFHA oc rsync B HERIBFRIC IR E EH4T 7, N --delete,

7.6.2. X HEFFIBRHFIMBSEHEH
CLIFRE T HAMX 4 EHE RS HME P EHIHFHIX R,

SeRFH
Ef#EH oc rsync i, HEBLUTI/LR :

® WIEEk rsync, oc rsync e RIHFERA AU rsync TE (MREETE NS ERES
L) o
NRAISHLIER LI EHAE rsyne, NSERMAIE tar FREFLEEESR (EPREFEA tar
SLRARRFREMAEXY) . NRTERSZHIRE tar, NEHSKK,

tar #1755 RES oc rsync HHEIMITHEE, 180, oc rsync 27 BHth B R AREIENR QXA
Bk, MBENAERRS B ERRS T,

P2 Y=
1£ Windows A, [ H %% cwRsync &/ imFFARINEI PATH &, LUES oc rsync
B RER,

o [FAMBREHEI pod BX :
I $ oc rsync <local-dir> <pod-name>:/<remote-dir> -c <container-name>
flan :

I $ oc rsync /home/user/source devpod1234:/src -c user-container
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e ffpod BREFIFIARMENR
I $ oc rsync devpod1234:/src /home/user/source
it Bl

I $ oc rsync devpod1234:/src/status.txt /home/user/

7.6.3. EAEY rsync TEE

EFRAER rsync #ELE, oc rsync ea SR S DITETILL D, MIREBEFERENMRE rsync 1T
I, 18 oc rsync R AXAN T (HlE0, --exclude-from=FILE %) , &aTLUEARE rsync B --
rsh (-e) %£%isk RSYNC_RSH Z2R{ENNEZ T, MR :

I $ rsync --rsh="oc rsh' --exclude-from=<file_name> <local-dir> <pod-name>:/<remote-dir>

= :

St RSYNC_RSH Z£ :

I $ export RSYNC_RSH='"oc rsh'

I $ rsync --exclude-from=<file_name> <local-dir> <pod-name>:/<remote-dir>

BLEBASRBIEIRE rsync ECE H{EF oc rsh {EHILiE shell 2R, MMEEEZE pod, BI1EIE1T
oc rsync ERF %,

7.7. 7 OPENSHIFT CONTAINER PLATFORM B HITIEIZEAM S

IR LUE A CLI1E OpenShift Container Platform B2 HITIZIZ RS,

7.7\ ERBZPHITERRESS
CLI B T W HUT R SR H ST,

i

I $ oc exec <pod> [-c <container>] -- <commands> [<arg_1> ... <arg_n>]
4 -

I $ oc exec mypod date

=1

I Thu Apr 9 02:21:53 UTC 2015
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BE
T ZRE2EN, ocexec HEVINFNASRITELE, BRIFIZHGSH cluster-admin
FA P47,

7.7.2. BAFMNE P imA i s
% FikiE T Kubernetes API AR5 88 %4 HIHK, RARERZRHHUTZRRG SR :

I /proxy/nodes/<node_name>/exec/<namespace>/<pod>/<container>?command=<command>

FELAE URL -
e <node_name> 277 = FQDN,
® <namespace> ;2 B pod B H,
e <pod> 2B 5 pod B TR,
e <container> E B A&,
® <command> EEZHATHMR,
4N -
I /proxy/nodes/node123.openshift.com/exec/myns/mypod/mycontainer?command=date
A, BB E UEE KPRINSERETRERUTEK :
o R ImMNFLIEERERMG T AIERA (stdin).
o EImMIAIRE TTY,
o LIERIRAMDRIZIFRKE stdout BIHIH & ZEEIR 7 i,
o LIERIRAIMDRIZIFRKE stderr B A XTI/ i,
£/ API iR%5 88 % 3% exec 13K G, BF MR EEARIIZR/HSHBE RN ; BAiEA HTTP/2,

BN stdin, stdout # stderr 2AIAIE— MR, N TRXDR, B IHEHRE streamType iR % E N
stdin. stdout =k stderr . —.

AERBILEBRHITIEREG, EFRXARER. FREEENEREE,

7.8. & Rim O ¥ A Vi B as RN R

OpenShift Container Platform X # & pod 4 i 0.

7.8.1. THRIHOEL

BRI LER CLI =MD A MR O 4 B pod. iXH, EAILERMOIIT—MEESRBINmO, HE
5 pod HBY¥EE im0 K B4 4 $E,

CLImAE TImOE LR :
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I $ oc port-forward <pod> [<local_port>:]<remote_port> [...[<local_port_n>:]<remote_port_n>]
CLI fiffr A A8 BB AR O, F@id LR hIGH TR A,
AMERAL TR REERD

5000 B PIRIEA RO 5000, F4 % E pod A9 5000,
6000:5000 B PREAMIIITRD 6000, 34 % pod Y 5000,

:5000 =% B ImE AR — NGO, FEZE pod FHH 5000 ,
0:5000

OpenShift Container Platform 2bEE3E B & P iRpiR Q% 4 5K, EWRNEKGE, OpenShift Container
Platform AN FHERFE P iRAIBIROE LK. % OpenShift Container Platform IREIFTRE, ©&
TEFRH pod Ui O 32 18] 2R,

MEWEE, BRRGESRE B FELE podimd, Z#FHI OpenShift Container Platform SEfE = B 1
A7 mEHL LA nsenter 3K A pod BIRZ%an 22 (E], AEVHA socat TE5RH] pod ik A 2 5] & HlIEIE,
i, BENEHERARESEIEIZIT— helperpod, fAJFIiZ1T nsenter #1 socat, MMMAEELEEN L
TR EEX e — IR,

7.8.2. FRAmOFE A

ISR LME A CLI S — N Z A fthim O %5 Z B pod,

it

e
FERAUTSSIIR pod AMIEERO :

Q¢

I $ oc port-forward <pod> [<local_port>:]<remote_port> [...[<local_port_n>:]<remote_port_n>]

o -

o FELTMmS, MiIFAH#A 5000 F0 6000 im0, FH5 pod HEJ 5000 #1 6000 i O 3k [E4: 4 #1
7

I $ oc port-forward <pod> 5000 6000
it Bl

Forwarding from 127.0.0.1:5000 -> 5000
Forwarding from [::1]:5000 -> 5000
Forwarding from 127.0.0.1:6000 -> 6000
Forwarding from [::1]:6000 -> 6000

o (HALITMS, MiITAH#E) 8888 i[O FH % 4l pod #HY 5000 :
I $ oc port-forward <pod> 8888:5000

i th o Bl
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Forwarding from 127.0.0.1:8888 -> 5000
Forwarding from [::1]:8888 -> 5000

o FRALT®S, MIFAey—NZEHEEOHEZE pod H189 5000 :

I $ oc port-forward <pod> :5000

it Bl

Forwarding from 127.0.0.1:42390 -> 5000
Forwarding from [::1]:42390 -> 5000

HE

I $ oc port-forward <pod> 0:5000

7.8.3. T ME Fim A iRm0 55 & BB
& Fimi@id A Kubernetes API BR %588 4 H1E K, KA M pod ¥4 ik O RIIR/E

I /proxy/nodes/<node_name>/portForward/<namespace>/<pod>

ELLE URL A :
e <node_name> 277 =B FQDN,
® <namespace> & BT pod BIfp & Z2[H],
e <pod> 2B 5 pod B TR,

flan -
I /proxy/nodes/node123.openshift.com/portForward/myns/mypod

[ API IR ERAEMOEZIEKE, BEFMSFERANIZHSHERN ; BAIERA Hyptertext
Transfer Protocol Version 2 (HTTP/2),

P iRLIR port ik EE pod HEMGRORIR. 5ARBIFTEKIEER BT Kubelet &2 B 7 pod A
H. B, IR ZOEEM pod R EMFIBEBIES WA DR in LRRE—5R.

AERImORIERE, B RXARER. FRENEEER .

7.9. ER P EMA SYSCTL

sysctl iXE@it Kubernetes 2FF, RIVFRAFEEITIMERELARSH, REHBEMAZREED sysctl F
BEMILTF pod H1TIXEB. MR sysctl &BwEAZER (Fh Tm47) , WsEREMSEILE sysctl,
g0 A Node Tuning Operator,

%% sysctl BRFTREY sysctl K5I, FIL% sysctl B1F :

o RGN sysctl, % net.ipv4.ip_local_port_range, ERATRIAML, LT R EME
N pod MITZEEA T,

296


https://httpwg.org/specs/rfc7540.html

o REETFHEMOM sysctl, 20 net.ipvd.conf.lFNAME.accept_local, Ef1RERATFLAE pod HIRFE
AR ED, BN MERBERIOZEE], EUEMLSEOCEEER tuning-
cni FMELERNEE .

A, RERINARLZEE sysctl FRENNEBLHAH ; BAUET [ EFohEAEM 722 sysctl K
HAFER.

Lth BT iR

INREBXE sysctl AR T mEH, EAILEEEA Node Tuning Operator — i R EI A X LS HHE
S

\

7.9.1. X F sysctl

£ Linux A, BEIRG @ sysctl #HOEZITIERAKRS . ST /proc/sys/ EilHRXH RS
AR, XESHERE T EMARNF RS, Fim :

e W% GBARIZ : kernel.)
o W% (GBRARIZ : net.)

o EWME GBARZK : vm.)
e MDADM (GEMREIZ : dev.)

MFETRESFRY, ESH Kernel X1, RIKIFIBSEIIIIR, 15517 :

I $ sudo sysctl -a

7.9.2. tp A ZE [E]FN T R sysctl

Y% sysctl 7£ Linux R 2 A 75 L/, X ERE S LU T R EREA pod HMIZEBEEA .
sysctl WA & %2 E], FHETE Kubernetes Y pod £ XX HfIAEL ],

BUF sysctl 512 A m AL E A
® kernel.shm*
® kernel.msg*
® kernel.sem
® fs.mqueue.”

A4, netr HARBIKZH sysctl 2B R ERM, HpZZEANRXARBERAZRAMAZITHAMARN
Z<|EO

T B ZE AR sysctl #IL N ks, B/imKHEREAFIINE, HEBIEATRMER Linux &

TR, INMETH /etc/sysctls.conf X, =E B FERATERINERNTFIHESE. BRI LUER Node
Tuning Operator 3RIXE 77 m A7 sysctl,

B LAE B BRI sysctl T RARENTE Re (U pod HIEEIFEIXL sysctl BT
= HRERABRIAEREIF LT Mo
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7.9.3. 2T L £ sysctl
sysctl ¥ h 22 A& £ sysctl,

BEERYSEH sysctl B NRE, WEHMALEHE, BHAZERM sysctl AIBIRMZ L H 2 A ERE,
It pod £#FRE. MR HN— pod KE sysctl, MAFBERMUTE— pod :

o M R LB EAB{EST pod
o BETRERRR

o JREVET pod HIRREIR CPU iRE IR

AR EELER B LME sysctl T &£,

EIRAINE] OpenShift Container Platform LR ¥FFIFRABY sysctl ##E AL H* OpenShift Container
Platform & 2~ &Z £ M,

BN ARTFRLL sysctl, W FRITTEEM sysctl, EREEAMWMETENTARFIEREN. 2AHT
T2 sysctl ) Pod 2 AE, BARRF,

%g o
EARFIERFETFEONTRE sysctl,

OpenShift Container Platform LU RE0E B AR E FEOMNEZ L sysct RMEIRITHER LIRS

x 7.4. REEER A sysctl
sysctl ik

kernel.shm_rmid_forced LiXEN 1N, HE1IPC hAZERPHNMAERZERNENREEEEER
IPC_RMID, MIT{EELER, 1ESH shm_rmid_forced,

net.ipv4.ip_local_port_ran & TCP ] UDP R FiiiFA s DM AR OSEE, H—TMHRFEH -

ge HmO%, E-MFERE—TABIFEOS, MR, NRILEHFER
EMEFERE (RE—NERE) . elIRAXFHET
ip_unprivileged_port_start, Bti\fE} 32768 160999, MNEEZ(S
&, ESBI# ip_local_port_range,

net.ipv4.tcp_syncookies LiZE 7 net.ipv4.tcp_syncookies I}, AR@E S TCP SYN #iiE
8, BEEFEEFIEH (LESY cookie THEEFE) o XMNINEERIF RS
BSAENERE, ESEARSTHREMNE. MEELER, HEH

tcp_syncookies,

net.ipv4.ping_group_rang XfFfR# ICMP_PROTO #iEIREZEFRHEENMA, BIAMEN10,
e RFREBEAPTLUOE ping EEF (BIER root thAR17T) . BXESER,
EZ 4 ping_group_range,
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sysctl ik

net.ipv4.ip_unprivileged_  iXffE LMK EEEPHBE - N TRFURO. EEAMERIRO, FH
port_start KENO0, FIUKRORES ip_local_port_range£&., BXESELR, 1
2[5 ip_unprivileged_port_start,

* 75. FETEOMRL sysctl
sysctl b

net.ipvd.conf.IFNAME.acc  #% IPv4 ICMP EEMH .
ept_redirects

net.ipv4.conf.IlFNAME.acc  #Z WA &R B (SRR)IETIH IPv4 HiES,
ept_source_route

net.ipv4.conf.IFNAME.arp  fEM&HE HIITE ARP RHH IPv4 it FE L HTER ARP fiiB917 5 :

_accept
o 0-7F7E ARP R OIEHEXE,

o 1-7E ARP RAOIEHFRAE.

net.ipv4.conf.IFNAME.arp & X IPv4 it flix & B BB AR,
_hotify

net.ipv4.conf.IFNAME.dis ERiXA IPv4 # O/ IPSEC %EB&(SPD),
able_policy

net.ipv4d.conf.IFNAME.sec  #% ICMP fEREE MO LSRN XIIRP I HBIM X,
ure_redirects

net.ipv4d.conf.IFNAME.sen REYTRFALURHSRN, FRERALZEEER, hREU, FENFNAE
d_redirects ICMP EEMIHR, IRHEFFEATRKBMENSRE BT A B 7R BE

4
o

net.ipv6.conf.IFNAME.acc  #% IPv6 BHASBAE ; FAE(IBRE. Bl AERSEHEBEIERITK,
ept_ra REYREXEZEZRHRFELN, FREHMBHIZER,

net.ipv6.conf.IFNAME.acc  #% IPv6 ICMP EEMH .
ept_redirects

net.ipv6.conf.IFNAME.acc  #%7H SRR LTI IPve HIES,
ept_source_route
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sysctl ik

net.ipv6.conf.IFNAME.arp  fEM&HE HITE ARP RAH IPv6 it E HTER ARP fiiB917 5 :
_accept
o 0- T ARP XA OIEH%ZH,

o 1-7EARP RHOIEHFRAE.

net.ipvé.conf.IFNAME.arp & X IPv6 it flix & B BB AR,
_hotify

net.ipv6.neigh.IFNAME.ba  iX/NSHUZH IPv6 BISLERABIFEH il B 1P BRET 4 en I HA,
se_reachable_time_ms

net.ipv6.neigh.IFNAME.ret 4T B4 IE B BERH L HITHIT 25,
rans_time_ms

p= Y=
L {#EA tuning CNI B IXEIXLEER, FRFEHEAE IFNAME, #O4FHE IFNAME
FHERR, HERNEZTHEONERAR.
7.9.4. B E FEAOMR L sysctl 53R
OpenShift Container Platform @& 7€ X M Z& £ O sysctl 513k, EALLE FH openshift-multus
22 [A R H cni-sysctl-allowlist SEELLFIER,
HE
BIRETROMEL sysctl IRMZFRE—NMATNINEE, AT IhEER Z 4115
RS FN NI (SLA) X¥F, BIIRERTREH AT, AR HEEEETIMEFERE

file XERATTIHEERTLAE R IRFARMEITIRE, HENSEF LN BRRARHE
J[]_LO

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,
BRIBUTHRIERTNE LR E sysctl FIR, XDFIRER T AT RIARIFIIR,

AR
L BITU TS REFNANTIIE LIIK :

I $ oc get cm -n openshift-multus cni-sysctl-allowlist -oyaml

Ttk

apiVersion: v1
data:
allowlist.conf: |-
"net.ipv4.conf.IFNAME.accept_redirects$
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"net.ipv4.conf.IFNAME.accept_source_route$
"net.ipv4.conf.IFNAME.arp_accept$
Anet.ipv4.conf.IFNAME.arp_notify$
"net.ipv4.conf.IFNAME.disable_policy$
“net.ipv4.conf.IFNAME.secure_redirects$
"net.ipv4.conf.IFNAME.send_redirects$
“net.ipv6.conf.IFNAME.accept_ra$
"net.ipv6.conf.IFNAME.accept_redirects$
“net.ipv6.conf.IFNAME.accept_source_route$
"net.ipv6.conf.IFNAME.arp_accept$
Anet.ipv6.conf.IFNAME.arp_notify$
"net.ipv6.neigh.IFNAME.base_reachable_time_ms$
Anet.ipv6.neigh.IFNAME.retrans_time_ms$
kind: ConfigMap
metadata:

annotations:

kubernetes.io/description: |
Sysctl allowlist for nodes.

release.openshift.io/version: 4.12.0-0.nightly-2022-11-16-003434

creationTimestamp: "2022-11-17T14:09:27Z"

name: cni-sysctl-allowlist

namespace: openshift-multus

resourceVersion: "2422"

uid: 96d138a3-160e-4943-90ff-6108fa7c50c3

2. BRAUTHSHREIR :
I $ oc edit cm -n openshift-multus cni-sysctl-allowlist -oyaml

BN, ERVFECHERNREBREL, BEEM Mnet.ipvd.conf.IFNAME.rp_filter$
Anet.ipv6.conf.IFNAME.rp_filter$ 7RINEIFIERA, W TR :

# Please edit the object below. Lines beginning with a "# will be ignored,

# and an empty file will abort the edit. If an error occurs while saving this file will be

# reopened with the relevant failures.

#

apiVersion: v1

data:

allowlist.conf: |-

"net.ipv4.conf.IFNAME.accept_redirects$
"net.ipv4.conf.IFNAME.accept_source_route$
"net.ipv4.conf.IFNAME.arp_accept$
“net.ipv4.conf.IFNAME.arp_notify$
"net.ipv4.conf.IFNAME.disable_policy$
"net.ipv4.conf.IFNAME.secure_redirects$
"net.ipv4.conf.IFNAME.send_redirects$
Anet.ipv4.conf.IFNAME.rp_filter$
Anet.ipv6.conf.IFNAME.accept_ra$
"net.ipv6.conf.IFNAME.accept_redirects$
"net.ipv6.conf.IFNAME.accept_source_route$
"net.ipv6.conf.IFNAME.arp_accept$
Anet.ipv6.conf.IFNAME.arp_notify$
"net.ipv6.neigh.IFNAME.base_reachable_time_ms$
"net.ipv6.neigh.IFNAME.retrans_time_ms$
Anet.ipv6.conf.IFNAME.rp_filter$
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3. RN AR E IR,

MR sysctl, JriEiZ i, MR sysctl 5k sysctl, ARREFERXRFFEL,
Uoalls

BREBUTERN IPv4 s B ISHRABEL L, AXRABRBHRANESER, HEHRAEBEL
Ko

1. FERAUTHRRCIEMAMINE X, 0 reverse-path-fwd-example.yaml :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: tuningnad
namespace: default
spec:
config: {
"cniVersion": "0.4.0",
"name": "tuningnad”,
"plugins": [{
"type": "bridge"
b
{
"type": "tuning",
"sysctl": {
"net.ipv4.conf.IFNAME.rp_filter": "1"
}
}
]
y

2. IBfTLAT o3k A yaml:
I $ oc apply -f reverse-path-fwd-example.yaml

Fai tH 7 Bl

I networkattachmentdefinition.k8.cni.cncf.io/tuningnad created
3. AL YAML /3 pod.yaml % pod :

apiVersion: vi
kind: Pod
metadata:
name: example
labels:
app: httpd
namespace: default
annotations:

k8s.v1.cni.cncf.io/networks: tuningnad 0
spec:
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securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: httpd
image: 'image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest’
ports:
- containerPort: 8080
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL

ﬂ 5 E i &R NetworkAttachmentDefinition B9 Fi,

4. ZfTLA TS RN A yaml:
I $ oc apply -f examplepod.yaml

5. 21T TFRSIIE pod RES IR :
I $ oc get pod
=1
I NAME READY STATUS RESTARTS AGE

example 1/1  Running 0 47s

6. IZITLA T @B ERE pod :
I $ oc rsh example

7. BUFESER sysctl FMCHIE, fFlan, @ihizfTA TS E K netipv4.conf.netl.rp_filter FY(H :
I sh-4.4# sysctl net.ipv4.conf.net1.rp_filter
gtk i
I net.ipv4.conf.net1.rp_filter = 1

H At BT iR
o FELEVHIL CNI

® Linux %%y

7.9.5. FHAZR £ sysctl |53/ pod

IRE LUEF pod #J securityContext 1£ pod L% & sysctl, securityContext 3&H FE— pod FHIFFAE
A5,
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KNSR L sysctl,

XN RBIMER pod securityContext SEIXBLL T L2 sysctl :

e kernel.shm_rmid_forced
e net.ipv4.ip_local_port_range
[}

net.ipv4.tcp_syncookies

net.ipv4.ping_group_range

DIk

H
[=]

NTBBIUBRERALZB/AEE, REETHRT SHERBT BN sysctl S#.

A tLRAR 5 s BB ERY sysctl BRI pod,

ERZHEBERT, BIERIMAEB pod E L F AR securityContext 4%,

1. AIEE—E URAI pod B9 YAML X244 sysctl_pod.yaml 33510 securityContext #i#&, #0744l
Ao

apiVersion: vi
kind: Pod
metadata:
name: sysctl-example
namespace: default
spec:
containers:
- name: podexample
image: centos

command: ["bin/bash", "-c", "sleep INF"]
securityContext:

runAsUser: 2000 @)
runAsGroup: 3000 g
allowPrivilegeEscalation: false 6
capabilities: ﬂ
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile: G

type: RuntimeDefault
sysctls:

- name: kernel.shm_rmid_forced
value: "1"
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- name: net.ipv4.ip_local_port_range
value: "32770 60666"
- name: net.ipv4.tcp_syncookies

value: "0"
- name: net.ipv4.ping_group_range
value: "0 200000000"

runAsUser 2§ {EAIAFA - 1D 2178 2%
runAsGroup #ZEHIF 2 FE RN EEH ID,

allowPrivilegeEscalation JRE pod @B EKRKAVFFNAN, ARKEE, MEILH true,
XA B E R AP 2 EXE T no_new_privs i1,

capabilities o VFHFPURIE, MARETEM root ViRIFBR, RIS AIHAEM pod R EFET
B ThEE,

— =

runAsNonRoot: true ZXXA2:FH 0 LLABIE( UID 1217,

® 06 900

6 RuntimeDefault 7j pod S & 2% T{F 7 25 FABIAR seccomp BRESR.

2. IBITLAT e 3R A pod -
I $ oc apply -f sysctl_pod.yaml
3. BT THRSEIE pod BEEOIE :

I $ oc get pod

i =Bl
NAME READY STATUS RESTARTS AGE
sysctl-example 1/1  Running 0 14s

4. BT TR ERE pod :
I $ oc rsh sysctl-example
5. WFELER sysctl FRCHIE, Bilt0, @itiz{TLL T Sk E(E kernel.shm_rmid_forced :
I sh-4.4# sysctl kernel.shm_rmid_forced
TR
I kernel.shm_rmid_forced = 1

7.9.6. FERAALRZ sysctl 53] pod

TAERRE sysctl B pod BEAEM TR EED), RIFKHEEAEENTRELPHEATARE
sysctle 57 R4 sysctl =, ERAITRMARINEES T R ERIIRERHXLE pod R IEMABIT <.
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LUFRBIFEF pod securityContext 1% B % £ sysctl kernel.shm_rmid_forced, LURHNFRLRE sysctl
net.core.somaxconn #[1 kernel.msgmax, EM&H, ZLM AL L sysctl HFEX T,

DIk

==
=

S

NTBBIUBRERALZB/AEE, REETHRT SHERBT BN sysctl S,

H

LUFRBIETR T 1E pod AR HIRINREF AR E sysctl N RLEH 4 -
L=

1. GI8—1 YAML X#4 sysctl-example-unsafe.yaml, T E YRl pod FN
securityContext #14&, 0 TFHIFTR :
apiVersion: vi

kind: Pod
metadata:

name: sysctl-example-unsafe
spec:

containers:

- name: podexample
image: centos
command: ["bin/bash", "-c", "sleep INF"]
securityContext:
runAsUser: 2000
runAsGroup: 3000

allowPrivilegeEscalation: false
capabilities:

drop: ["ALL"]
securityContext:

runAsNonRoot: true
seccompProfile:

type: RuntimeDefault
sysctls:

- name: kernel.shm_rmid_forced
value: "0"

- name: net.core.somaxconn
value: "1024"

- name: kernel.msgmax
value: "65536"

2. FERAUTHROE pod :
I $ oc apply -f sysctl-example-unsafe.yaml

3. FHAUTHRSEIE pod REHEESEEHE, BEEHREFTRE sysctl :
I $ oc get pod



i Bl
NAME READY STATUS RESTARTS AGE
sysctl-example-unsafe  0/1 SysctlForbidden 0 14s

7.9.7. HRAATRZ £ sysctl
SHEEATEFBRFNERTRTRELERLS sysctl, LS MREsk LR AR R,
MREFARRE sysctl, EHEEAMINFERIENT RBMEAE]. sysctl AifAm&AZEH,

IR ET L@ 1 Security Context Constraints B9 allowedUnsafeSysctls FEX 1 sysctl R 5T F i
— 35124 pod RIXBWFLE sysctl,

e allowedUnsafeSysctls /70 A RIEFIFERNT K, N MERESKSEN N 2R,

gk

==
[=]

MTHARLM, ARES sysctl B H K ST

TAIE, MAAREREN™EF
A, BINBBR/ITHAH, FRERI T RZ M.

iz
1. BT %4, FUH OpenShift Container Platform S£E£#EI A MachineConfig XI5, LIHELN
fAITRCERRNERECE -
I $ oc get machineconfigpool
it

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-bfb92f0cd1684e54d8e234ab7423cc96 True False

False
3 3 3 0 42m
worker rendered-worker-21b6cb9a0f8919c88caf39db80acifce True  False  False
3 3 3 0 42m

2. IBTUAT S, EHFAEARELE sysctl WA RN SRE B RRINPRZ -
I $ oc label machineconfigpool worker custom-kubelet=sysctl

3. I8 E X KubeletConfig B & X %R (CR)B YAML X {4 set-sysctl-worker.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: custom-kubelet
spec:
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machineConfigPoolSelector:
matchLabels:
custom-kubelet: sysctl ﬂ
kubeletConfig:
allowedUnsafeSysctls: 9
- "kernel.msg*"
- "net.core.somaxconn"

@ BENSRELRIRE,
@ IHEREAFHTRS sysctl,
4. BTN TRHROBIR :

I $ oc apply -f set-sysctl-worker.yaml

5. Z1TLLTF M4, % Machine Config Operator £ 2 A B FH IS E N BRI -

I $ oc get machineconfigpool worker -w

JLoEh S UPDATING SR8 M True 254 False:

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT

DEGRADEDMACHINECOUNT AGE

worker rendered-worker-f1704a00fc6f30d3a7de9a15fd68a800 False
3 2 2 0 71m

worker rendered-worker-f1704a00fc6f30d3a7de9a15fd68a800 False
3 2 3 0 72m

worker rendered-worker-0188658afe1f3a183ec8c4f14186f4d5 True
3 3 3 0 72m

6. BIE—1 YAML 34 sysctl-example-safe-unsafe.yaml, ©%E . T — pod =EIF 0

securityContext #14&, 0 TFHIFTR :

apiVersion: vi
kind: Pod
metadata:
name: sysctl-example-safe-unsafe
spec:
containers:
- name: podexample
image: centos
command: ["bin/bash", "-c", "sleep INF"]
securityContext:
runAsUser: 2000
runAsGroup: 3000
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault

308



sysctls:

- name: kernel.shm_rmid_forced
value: "0"

- hame: net.core.somaxconn
value: "1024"

- name: kernel.msgmax
value: "65536"

7. IBITL R e 3R AJE pod :
I $ oc apply -f sysctl-example-safe-unsafe.yaml

Ttk

Warning: would violate PodSecurity "restricted:latest": forbidden sysctls
(net.core.somaxconn, kernel.msgmax)
pod/sysctl-example-safe-unsafe created

8. BT T @MAEIE pod BEEAIE :

I $ oc get pod

i Bl
NAME READY STATUS RESTARTS AGE
sysctl-example-safe-unsafe 1/1  Running 0 19s

9. BITULT@MSERE pod :

I $ oc rsh sysctl-example-safe-unsafe

10. B UEESERY sysctl FRCHIE, fFlgn, @iizfTL TS E K net.core.somaxconn HI{H :

I sh-4.4# sysctl net.core.somaxconn

FUHAH

I net.core.somaxconn = 1024
E, RITFAREM sysctl, ZEEFEHH pod HH&H securityContext #Li& A E 3L,
7.9.8. H At HTR

o HEEOLRHIML sysctl

e {#f Node Tuning Operator
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58 E R IFRE

8.1. & OPENSHIFT CONTAINER PLATFORM &£ RS EHIER

OpenShift Container Platform FREIZE 4R #E OpenShift Container Platform &&Er API X REIZEH5#1T

2=,

8.1.1. TfREH

EHAYF OpenShift Container Platform AT X FIRIA RICKEFRFEHMER. BITERITFFLZ A AT
EEOUSG—AERERGHEMER,

8.12. [ CLI EEEH
RATLMER CLI, FKEVAETIE FE4FIR,

ff

L=

S

o EHEXVIBEHNEH, HEAUTHS :

I $ oc get events [-n <project>] ﬂ

@ viEman.

a0 -

I $ oc get events -n openshift-config

i B
LAST SEEN TYPE REASON OBJECT MESSAGE
97m Normal Scheduled pod/dapi-env-test-pod Successfully assigned
openshift-config/dapi-env-test-pod to ip-10-0-171-202.ec2.internal
97m Normal Pulling pod/dapi-env-test-pod pulling image
"gcr.io/google_containers/busybox”
97m Normal Pulled pod/dapi-env-test-pod Successfully pulled image
"gcr.io/google_containers/busybox"
97m Normal Created pod/dapi-env-test-pod Created container

9mb5s Warning FailedCreatePodSandBox pod/dapi-volume-test-pod Failed create

pod sandbox: rpc error: code = Unknown desc = failed to create pod network sandbox
k8s_dapi-volume-test-pod_openshift-config_6bc60c1f-452e-11e€9-9140-
0eec59c23068_0(748c7a40db3d08c07fb4f9eba774bd5effe5f0d5090a242432a73eee66ba9e22
): Multus: Err adding pod to network "openshift-sdn": cannot set "openshift-sdn" ifname to
"eth0": no netns: failed to Statfs "/proc/33366/ns/net": no such file or directory

8m31s Normal Scheduled pod/dapi-volume-test-pod Successfully assigned
openshift-config/dapi-volume-test-pod to ip-10-0-171-202.ec2.internal

e M OpenShift Container Platform ¥£#&&E&T B RHEH4,
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1. JA3) OpenShift Container Platform 124l &,

2. Bii Home - Events, BiAFEENTIE,
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3. BEEBEEFREMHMITER, #80, Home - Project — <project-name> — <resource-
name>,

pod MEREFITEL X RLEHF B K Events 1L7i+&, HRRSIZTREBREMH,

8.1.3. EHFI%
AT 45 OpenShift Container Platform BIZE {4,
* 81 EESEH

&R ok

FailedValidation  pod E2E&%iE KM,

K 8.2. AREH

B 3T

BackOff EHR B ER R KIG
Created [SNellcE 3N

Failed RIER/ B/ fA 5h R
Killing EEAIEREE,
Started BEREH,
Preempting IETESE G E AR pod,

ExceededGrace 7EiBETIREIN, BBz THERBEEL pod,

Period
* 8.3. EEREH
AT ek
Unhealthy BETEE,
* 8.4. BifgEH

B sk

BackOff EHRRREE, BRI,

ErrimageNeverP %k T #if&B NeverPull 5588,
ull
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B 3T

Failed HIELER R KL

InspectFailed AR R

Pulled FRINHIER T Hiffk, HBR/HEKEFE TSR L.
Pulling IETERI AR R

* 8.5. GG ETERHEH

B 30

FreeDiskSpaceF =] Ff##E 22 A KL,
ailed

InvalidDiskCapa HWHBETLH.
city

X 8.6. TmEH
E4 i Hah
FailedMount BEH DKM,

HostNetworkNo  FHLMEARZZHF,
tSupported

HostPortConflic  E#l/imAH2E,
t

KubeletSetupFa  kubelet &%,
iled

NilShaper RE LER R,

NodeNotReady T RARLE,

NodeNotSched T EAAHE,
ulable

NodeReady TR B,
NodeSchedulab  "ma LU,

le
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£ sk

NodeSelectorMi ¥ sk FEs A PTHEL,

smatching

OutOfDisk WA ZEERR,
Rebooted TRBEHE,
Starting IE7E/5 5 kubelet,

FailedAttachVol  Miin&kL,
ume

FailedDetachVol 4E&%KL,
ume

VolumeResizeF 7 B/4EHE RN,
ailed

VolumeResizeS BRIhY B/ s,
uccessful

FileSystemResi  # B/48H X4 R5 KN
zeFailed

FileSystemResi  mIh¥ B&/4aH X4 %50,
zeSuccessful

FailedUnMount ENHE B RN,

FailedMapVolu BR G 45 2R WL
me

FailedUnmapDe  BUHBRET S & KL
vice

AlreadyMounte BESEH,
dVolume

SuccessfulDeta BOEWHRIIDE,
chVolume

SuccessfulMou B WRIhEE,
ntVolume

SuccessfulUnM AW ThENEL,
ountVolume
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B sk

ContainerGCFai &gy oy,
led

ImageGCFailed - STRAEL E NS

FailedNodeAllo FRABEE L HERITIR B HI Cgroup PR,
catableEnforce
ment

NodeAllocatabl B 5 HllSE BRI R B B9 Cgroup BRI,
eEnforced

UnsupportedMo ARz HEFRIFEHGEDL,
untOption

SandboxChang Pod WREBEEN,
ed

FailedCreatePo KREEDIEE pod D&,
dSandBox

FailedPodSand pod WEIRT KM,
BoxStatus

2% 8.7. Pod worker &%
2 ik

FailedSync Pod [ KK,

* 8.8. R EH

£ ek
SystemOOM £HBE OOM (REARRE) KiK.
3% 8.9. Pod 4

£ sk

FailedKillPod {Z1E pod KW,

FailedCreatePo B pod BFEIEKI,
dContainer
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B sk

Failed DI pod #¥E B KRR

NetworkNotRea BT SRR
dy

FailedCreate BIEERTHES : <error-msgs.

SuccessfulCrea  21f& pod : <pod-name>,
te

FailedDelete BRI B EE :© <error-msgs.

SuccessfulDelet 2k} pod : <pod-id>.
e

% 8.10. Pod A B ZhY EEH
£ ik
SelectorRequired FELFER.
InvalidSelector T B B EREE M X R Y PO BRI R B8R A R o

FailedGetObject HPA FT&itEEIA,
Metric

InvalidMetricSo  RAIBIIEITIREER,
urceType

ValidMetricFoun HPA e IhiT B 24 %,
d

FailedConvertH REEFEHLE ERY HPA,
PA

FailedGetScale HPA =6 28 55 5L B B AR B9 S ai R,

SucceededGetS  HPA IZHIZIEIHRER T B hRAY M IR,
cale

FailedCompute REERIET H s IR T BRI EI A,
MetricsReplicas

FailedRescale R/ @ <sizes ; BER : <msgs> : iR <error-msgs,
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£ sk

SuccessfulResc  #TK/) : <size> ; [RE : <msg>,
ale

FailedUpdateSt ReEFIRE,
atus

% 8.11. 4= (openshift-sdn)

£ sk

Starting A5l OpenShift SDN.

NetworkFailed pod IO B L EK, pod hiFtiFELE,

7 8.12. M4 E 4 (kube-proxy)

£ ek

NeedPods iR %50 <serviceNames:<port> £E pod.
K813 BEM

£ ek

FailedBinding EETUANFAMS, MERKEFIESE,

VolumeMismatc = BXRNHRESFBFHIFRBRE.,
h

VolumeFailedRe  fIZ [ pod B,
cycle

VolumeRecycle  EISEH 4 4,
d

RecyclerPod G4 pod B & &,

VolumeDelete T RS AT 4 4

VolumeFailedDe  fitlp&s& i HEE,
lete

ExternalProvisi EFEHBT BB S FBRMNSE A %,
oning
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B sk

ProvisioningFail KgEE&S,
ed

ProvisioningCle  BEE&HISH HEE,
anupFailed

ProvisioningSu  EMINE& 7B KL,
cceeded

WaitForFirstCo TP EREIRE pod HE A 1L,
nsumer

5 8.14. £ A HA hook
2 ik

FailedPostStart WIBFEFRN pod B BRI
Hook

FailedPreStopH A IERREE NS LMK,
ook

UnfinishedPreSt  #i{= 1t hook K=MK,
opHook

< 8.15. &bE

B sk

DeploymentCan  ReEEUHERE.
cellationFailed

DeploymentCan EBEEUEHEE.
celled

DeploymentCre B8RS HliRH 25,
ated

IngressiPRange  &B"ABIAD IP A2 ECZEARSS .
Full

% 8.16. fEERFEH
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g

Preempted

Scheduled
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sk

KEEE pod : <pod-namespace>/<pod-name>, 3| X WEHELTERE, 0
AssumePodVolumes kW4 EEIES,

#77 = <node-name> £ #J <preemptor-namespace>/<preemptor-names it
&

RI0¥F <pod-name> £ B4 <node-name>,

*k 8.17. i RESENS

B

SelectingAll

FailedPlacemen
t

FailedDaemonP
od

ik

Ltk daemon 1%EFEFRE pod. HBEIELIEFER.

KEERF pod B ZI <node-name>,

£77 R <node-name> L E 7 KINHISF#H52 pod<pod-name>, £FERFEHL
ik,

5 8.18. fAE SRR EH

£

CreatingLoadBa
lancerFailed

DeletingLoadBa
lancer

EnsuringLoadB
alancer

EnsuredLoadBa
lancer

UnAvailableLoa
dBalancer

LoadBalancerS
ourceRanges

LoadbalancerlP
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sk

O3 1 B EaR i s,

IETEMIRR &30 25,

IETERBR M E9E 35,

ERR N EIE R,

% BT AT LoadBalancer RSS2,

5| H%#7# LoadBalancerSourceRanges. 11, <old-source-range> - <new-

source-range>,

BIHET IP Hutt, fit0, <old-ip> — <new-ip>,
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E4 Hh
ExternallP FIHAER 1P #osk, 5120, Added: <external-ip>.
uID 5 # UID, 40, <old-service-uid> — <new-service-uids,

ExternalTrafficP %4 %7 ExternalTrafficPolicy. 41, <old-policy> — <new-policy>.
olicy

HealthCheckNo  7iti#7 HealthCheckNodePort, #i#l, <old-node-port> — new-node-port>.
dePort

UpdatedLoadBa  f& %7 =4 E #1291 85.
lancer

LoadBalancerU ERH ENFE I O E DR HE,
pdateFailed

DeletingLoadBa  EfEfifR i Hi39H 25,
lancer

DeletingLoadBa iR il o firegis B i,
lancerFailed

DeletedLoadBal Sk # oM.
ancer

8.2. {E OPENSHIFT CONTAINER PLATFORM T S8l LAY POD (2
ENEREIE R, B LU#EM OpenShift Cluster Capacity Tool ZE A LUHER pod L&, LUEETIR

FERATIGMAHAIHIR, FBRFRN pod AL, LRERBTRETNTREN, SFECPU. R
RN eaR I

8.2.1. T fi# OpenShift Cluster Capacity Tool

OpenShift Cluster Capacity Tool &l —RINFEIREE, LIAEE X EERIIEFHFILUAESZ D MNHA
pod SEfl, LURMEAEMGE,

RNERTETREIBNAETR, FAAAEMETHRRTIESESABEEE. €
RAWRRHTR, FBIEERHFTUAES D PEBHBEERE pod LB
AHCHRENTRRE,

Ao, RBEFEMXEKMERYE, TRE0GHEN pod AEERENT RES. HLt, "R
M BERELREE S D pod,

IR AT LAM B 45473247 OpenShift Cluster Capacity Tool YE NI SCFHTERF, =& E OpenShift Container
Platform 58 pod FYENELZTT, N pod AREILIZITIZT R, BALERFINER FZR

21T B,
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8.2.2. B 1TH51T OpenShift Cluster Capacity Tool
IEAI LAM B 55473297 OpenShift Cluster Capacity Tool, LGB A AERIEEEFM pod $E,

B LB — Bl pod spec X, TEFERAERLBETRERER. pod MARFEKIRERE

limits =X requests, £HRETERME LTI REE pod WHIREK,

SoRFEH
1. 321T OpenShift Cluster Capacity Tool, BAE N BABESRY B RPNESRHEE.
2. % pod spec X4l :
a. BIB—DELULITRAB YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: small-pod
labels:
app: guestbook
tier: frontend
spec:
containers:
- name: php-redis
image: gcr.io/google-samples/gb-frontend:v4
imagePullPolicy: Always
resources:
limits:
cpu: 150m
memory: 100Mi
requests:
cpu: 150m
memory: 100Mi

b. BIEERHAR
I $ oc create -f <file_name>.yaml
4N -

I $ oc create -f pod-spec.yaml

AR
EMSTHEREMS=ETER

1. 4R E K E| Red Hat Registry :
I $ podman login registry.redhat.io
2. AIERAETRH G !

I $ podman pull registry.redhat.io/openshift4/ose-cluster-capacity
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B 8 E BIFRH

3 ETEREREIR

$ podman run -v $HOME/.kube:/kube:Z -v $(pwd):/cc:Z ose-cluster-capacity \
/bin/cluster-capacity --kubeconfig /kube/config --<pod_spec>.yaml /cc/<pod_spec>.yaml\
--verbose

)hIt | f—b‘['

==

<pod_spec>.yaml

BB pod 4,
Ve

It SRR AT R ERTBUBRE S D pod MR,
i th o Bl

small-pod pod requirements:
- CPU: 150m
- Memory: 100Mi

The cluster can schedule 88 instance(s) of the pod small-pod.

Termination reason: Unschedulable: 0/5 nodes are available: 2 Insufficient cpu,
3 node(s) had taint {node-role.kubernetes.io/master: }, that the pod didn't
tolerate.

Pod distribution among nodes:
small-pod

- 192.168.124.214: 45 instance(s)
- 192.168.124.120: 43 instance(s)

FEEBIF, SEHHUTAUHER pod 87 88,

8.2.3. I OpenShift Cluster Capacity Tool £} pod FBI{EZTT

WIT UL pod FBIVE L RIZ1T OpenShift Cluster Capacity Tool, EAILIZRiZ1TIZTE, MEERSF
Til. &RILAEF ConfigMap X & LU BIFZ 24T OpenShift Cluster Capacity Tool,

FRFEH

THEFLE OpenShift Cluster Capacity Tool .

. BIRERAE
a. QIB—DELLLITRAIF YAML ST -

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: cluster-capacity-role
rules:
- apiGroups: [""]
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resources: ["pods", "nodes", "persistentvolumeclaims", "persistentvolumes”, "services",
"replicationcontrollers"]

verbs: ["get", "watch", "list"]

- apiGroups: ["apps"]
resources: ["replicasets", "statefulsets"]
verbs: ["get", "watch", "list"]

- apiGroups: ["policy"]
resources: ["poddisruptionbudgets”]
verbs: ["get", "watch", "list"]

- apiGroups: ["storage.k8s.i0"]
resources: ["storageclasses"]
verbs: ["get", "watch", "list"]

b. BITU T RRABERAE :
I $ oc create -f <file_name>.yaml|

Bian -
I $ oc create sa cluster-capacity-sa
2. QARSI
I $ oc create sa cluster-capacity-sa -n default
3. MAERMERSKS

$ oc adm policy add-cluster-role-to-user cluster-capacity-role \
system:serviceaccount:<namespace>:cluster-capacity-sa

Hep:

<namespace>
18 pod FRTERYER & Z2[A],

4. ENFHIE pod HAE :
a. BQIB— NSRBI RAIB YAML XX -

apiVersion: vi
kind: Pod
metadata:
name: small-pod
labels:
app: guestbook
tier: frontend
spec:
containers:
- name: php-redis
image: gcr.io/google-samples/gb-frontend:v4
imagePullPolicy: Always
resources:
limits:
cpu: 150m
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memory: 100Mi
requests:

cpu: 150m

memory: 100Mi

b. IZTLA TSRO pod :
I $ oc create -f <file_name>.yaml
Bian -
I $ oc create -f pod.yaml
5. BT T e TR AR B E ARSI & -

$ oc create configmap cluster-capacity-configmap \
--from-file=pod.yaml=pod.yam|

ERAENITEAEL N cluster-capacity-configmap BIEC B MR G RiFH TS D, A pod
FIAE 4 pod.yaml #£# E4 test-volume BIESE /test-pod.

6. ERALUTRAL AR S RAEI BB RL -
a. QE—DRLULLITRAEIE YAML 32 -

apiVersion: batch/v1
kind: Job
metadata:
name: cluster-capacity-job
spec:
parallelism: 1
completions: 1
template:
metadata:
name: cluster-capacity-pod
spec:
containers:
- name: cluster-capacity
image: openshift/origin-cluster-capacity
imagePullPolicy: "Always"
volumeMounts:
- mountPath: /test-pod
name: test-volume
env:
- name: CC_INCLUSTER @)
value: "true"
command:
- "/bin/sh"
-"-ec
-
/bin/cluster-capacity --podspec=/test-pod/pod.yaml --verbose
restartPolicy: "Never"
serviceAccountName: cluster-capacity-sa
volumes:
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- name: test-volume
configMap:
name: cluster-capacity-configmap

ﬂ REIMETE, FERFSETEMNECRHEN— pod EEEHIZT,
ConfigMap %8 pod.yaml {5 Pod spec X &AFER, EXARBATH, AHRX
FE, B pod MIAE TR VE N /test-pod/pod.yaml 7£ pod FR# i1,
b. iZfTUATF @4, MU pod MIEILMERZITERBERERE

I $ oc create -f cluster-capacity-job.yaml

1L REFLARE, UEHRAESEFFTHERN pod BE :

I $ oc logs jobs/cluster-capacity-job
it =Bl

small-pod pod requirements:
- CPU: 150m
- Memory: 100Mi
The cluster can schedule 52 instance(s) of the pod small-pod.

Termination reason: Unschedulable: No nodes are available that match all of the
following predicates:: Insufficient cpu (2).

Pod distribution among nodes:
small-pod

- 192.168.124.214: 26 instance(s)
- 192.168.124.120: 26 instance(s)

8.3. fi A BRI5E I Rl B R H %

RiINBERT, AE1E OpenShift Container Platform 2% L {FERLRTTE KRIZ1T. @IS RESERH, &
AT LARR #1151 B Fh 4 E AT RV TTIRHAE ¢

e pod &K : A LN pod REBLRLE CPUMNENR/NNZRAERK,
o &R : IRETLLXE ImageStream X R B R AT S S E RIRRE,
o iR : MR LABRGI AT HEE B ER registry BUBE KRN,
o FFAMBFEBA(PVC) MR LARREITE K PVC BIK /N,
gN2R pod AKRIF & BRHSE H 5 FIBIBREI, T ToSETE 64 22 (A R A2 pod,
8.3.1. X TIRHISEH
LimitRange */ § & Y HIBRIESEE R &I B R BTRERE. EUEF, BRLA pod. B, Hik. Hi&
RERFAMBER (PVC) HBRERRIRE.
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ZARMER TR EIERE KNI E R E LimitRange W R 1TIHE. MR EIRIER TEMR
#l, NB4Z IR,

UTFERTMBHAHRRESEENR : pod. Bes. Hifk, BHKMRK PVC, BAILITER —Xf R yiX g
HH— P HE M HGEERE. ETLUVEDNEERF RN E 2T REBRESEEN KR,

B S HIRBISE B R Hl

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "Container”
max:
cpu: "2"
memory: "1Gi"
min:
cpu: "100m"
memory: "4Mi"
default:
cpu: "300m"
memory: "200Mi"
defaultRequest:
cpu: "200m"
memory: "100Mi"
maxLimitRequestRatio:
cpu: "10"

8.3.1.1. X FZH A BRI

UFRAZREBNMGHNIRESEE S, NEREN, REIBHIR. A LUREEE N ERSAEHMS
B8] — LimitRange &,

8.3.1.1.1. BZ R HI

it BRESEH, EAILUETRE pod FENE R AT LUA KR EY &/ &K CPU MINE, IIRAETH
hOlZAEE, I Pod spec HHIAER CPU MIRFIE KL IIFS LimitRange Y RAIXEM(E, WR%E
A, Nl pod F#OIE,

e XfF7E LimitRange X RHIEEMNE S, B CPUXANFIHKMREISLMAFHET min HiR
z’{lﬁc

o A CPUFRFIHEKRAMPBHILI/NFHET LimitRange X KI5 EM B max FIRAH,
#NR LimitRange YR E X 7 max CPU, NIARFEETE Pod spec FE X CPU K (request)
B, BEMLFIEE— CPU limit {H, EREHEERHEEPIEENRK CPU IRIE,

o AZHRRHISIEKMILLHIL T INFHETF LimitRange X R A1EEM A 2RHY
maxLimitRequestRatio fH.
N LimitRange /R E X 7 maxLimitRequestRatio 23R, N AR LI RN BEH
request # limit {E, OpenShift Container Platform i@ limit BREL request 1+ BRI 515K
L, XMENZE KT 1 IER B,
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Bign, wNRFERH limit (2 1E cpu: 500, request EH S 1E cpu: 100, U] cpu BIREI 515
KL R 5, X EBX /N F 5% F maxLimitRequestRatio.,

1R Pod spec ‘R BIEER R FTIRAFNRE, NIEFRESERERPIEENED LM default =
defaultRequest CPU M1 EE D B4 B 2R

A 23 LimitRange X RE X

apiVersion: "v1"
kind: "LimitRange"
metadata:

name: "resource-limits"
spec:

limits:

- type: "Container”
max:

cpu: "2" 9

memory: "1Gi" 9
min:

cpu: "100m"

memory: "4Mi" 6
default:

cpu: "300m"

memory: "200Mi" a
defaultRequest:

cpu: "200m" 6

memory: "100Mi" Q
maxLimitRequestRatio:

cpu: "10" @

LimitRange X RBI &R,

pod REANEFERA LUE KM T A CPU &£,

pod REANERRA LUERNFEARNFE,

pod REANEFERA LUE KM/ CPU £,

pod REANERRA UKW R/NAFE,

INRAKTE Pod spec HiEE, Bl LMERABEIL CPU £,
SNRAKRTE Pod spec FiETE, B UERANRINREFE.
INREBTE Pod spec FIETE, A2s A LUERBEIN CPU &£,

JNSRARTE Pod spec HIEE, BEALUEKHNRINAEE,

9009029090000

BERRAMRE 55K,

8.3.1.1.2. Pod BR{&
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PRESEH S FIE N AW H R pod WESIEE&/NMNIGZK CPU MRNZFRIE, Z2FENMEPUIER
2%, Pod spec AR ER CPU FMIAFIH RS E LimitRange W RPIXBME,. AR%EA, I pod &
KONE,

N Pod spec ‘R BIEER R FTIRAFNRE, NIEFRESERERPIEENEDERH default =
defaultRequest CPU M1 EE D B4 B 2R

£ pod FHIFAERESF, FEHRUTRM :

e XfF7E LimitRange M RH1EEH pod, B2 CPU HAFIERFREI LM AFHEFTF min R
z/\jﬁo

o A CPUFRFIHKFAMRH X I/NFHZET LimitRange f RHIEEM pod B max FIRAR,

o RIBMEHISIEKRMLLF LI FHZET LimitRange 4§15 EH maxLimitRequestRatio 2
ﬁo

Pod LimitRange X &R E X

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "Pod"
max:
cpu: "2" g
memory: "1Gi" 9
min:
cpu: "200m"

memory: "6Mi" 9
maxLimitRequestRatio:

cpu:"10" G

PR ISE F0 REVE .

pod RITEFA &8s A1E K& A CPU £,
pod I EFTE A& FTE RWEAREFE.
pod RITEFA &8s A1E K&/ CPU £,

pod AIEFTE A& [FTE KRR NAEFE,

QD000

BERRAMRE 55K,

8.3.1.1.3. &R BR HI
LimitRange X R L1 &35 & o] #3X E OpenShift F& registry BIRRBI R A KN,
PR AR HEE E OpenShift H21& reqistry B, IR TRE ¢

o ERMIR/NMINTFHET LimitRange X R 15 E MR RKME.
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Bi%& LimitRange X RE X

apiVersion: "v1"
kind: "LimitRange"
metadata:

name: "resource-limits"
spec:

limits:

- type: openshift.io/lmage
max:

storage: 1Gi g

‘) LimitRange ¥ A& FR,

9 AT HEEE OpenShift 1R registry FIERIRBIER KK/,

i

= > %
& ZRA BT BREIAY Blob E(ZE registry, NI registry BEi&E 2 5i il 52 B EC A,

gk

H
[=]

ELEEMEEELRS, BERNFIEREATE, XAER Docker 110 X & kA< F4)
EBFHHEEER v2 registry BOEIRE I AL, INRIXFEREE SRR IBE Docker SFH°
PHRZRIER, H registry SFEIRE BN schema vI MR T A 5 K/INEXHIE
B, RIEEEXEFHRGSMELFERELE,

XA R EFEROR

8.3.1.1.4. B AR
LimitRange X R R 1FE N Eil& kT8 ERIE,
SFENERR, FEHRUTRGE

e ImageStream A& R HHR IR ERIEE LT/ FHZFT LimitRange % R #Y
openshift.io/image-tags 2K,

e ImageStream A& X Hi R AIMHE— B | B EE LU TF S EF FIREEEXT R P
openshift.io/images 2K,

B4 LimitRange X RE X

apiVersion: "v1"
kind: "LimitRange"
metadata:

name: "resource-limits"
spec:

limits:
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- type: openshift.io/ImageStream
max:
openshift.io/image-tags: 20 g
openshift.io/images: 30

Q LimitRange ¥ SRE & FR,

Q R spec A1 imagestream.spec.tags S M — RIS R KEE,

9 &7 spec F1 imagestream.status.tags S P M — &5 AR AHE.
openshift.io/image-tags R ZRME—HIR5IH, FTRERISIAR
ImageStreamTag. ImageStreamimage #1 Dockerlmage. "I LA{#f oc tag #1 oc import-image #p 45
BIEIZ, NEMAESIRZEREXT, 82, ImageStream HigHircHENH—3|BIUTE—
Ko BARLUEM A RXBRFIHEXE NI RER registry, BXIREREIERER.

openshift.io/images FHRARFGMINEF LKA —HHR BT, ©RIFN A LHEEES] OpenShift Hitk
registry 9% DMERIETIRE], MEFAESIBTERX S,

8.3.11.5. FAMERE (PVC) BRil
LimitRange M R AT ERFFAUESER (PVC) HiFRmEHE.
E—NERMAFAMESHERR, LIHEL RS

o HAMBEH (PVC) HMTRIERMIATHEFT LimitRange Xf RAEEHN PVC B9 min £

ﬁo
o FAMEFEH (PVC) ARHEIRIERMIINFHETF LimitRange X RHIEER PVC B9 max 2
ﬁo
PVC LimitRange ¥ &R E X

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits" ﬂ
spec:
limits:
- type: "PersistentVolumeClaim"
min:
storage: "2Gi" g
max:
storage: "50Gi" 6

Q LimitRange ¥ A& FR,
Q FAMESFREPIERNR/NEHEE,
g ERFAMEFRREKRNEREEE.

8.3.2. | RHISEE

329



OpenShift Container Platform 4.12 i s

FRESEE N AR —E -

. ERENAFENMEOIZ LimitRange 4 :

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "Pod" g
max:
cpu: "2"
memory: "1Gi"
min:
cpu: "200m"
memory: "6Mi"
- type: "Container"
max:
cpu: "2"
memory: "1Gi"
min:
cpu: "100m"
memory: "4Mi"
default: ﬂ
cpu: "300m"
memory: "200Mi"
defaultRequest: 9
cpu: "200m"
memory: "100Mi"
maxLimitRequestRatio: G
cpu: "10"
- type: openshift.io/lmage ﬂ
max:
storage: 1Gi
- type: openshift.io/ImageStream 6
max:
openshift.io/image-tags: 20
openshift.io/images: 30
- type: "PersistentVolumeClaim"
min:
storage: "2Gi"
max:
storage: "50Gi"

4 LimitRange X/ Ri§E — & #F.
) pod HERME, HRBEEEEER/NNRA CPU MAFIE K,
ENRBEERE, HFREFERER/NNRKA CPU MAFIEK,

ik, NFAEE, WMRZETE Podspec HIEE, NIEERSTUERARRIN CPU HHE

o

® 0009

ik, NFAEE, WMRZETHE Pod spec HIEE, NIIEERSFATLUEKHIBIN CPU HHE
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o]

% 8 = BIEER
=,
ik, X F&EE, 1EE Pod spec RS EH &R ARSI S1EK LI,
BNEGETRITERE, HIXERAHEEE] OpenShift Bk registry BIFERBIRAK/N,

BEHEGEREXERE, HRIEFEXE ImageStream X R X PR KFEEIREHEI A
.

EHFAMSERLERS, HRETIERNRNIRAFEE.

2. BIENISR -
I $ oc create -f <limit_range_file> -n <project> ﬂ

Q@ SEEOIEN YAML XHB B RER ARGITIE.

8.3.3. AFRHI

R LLEIL7E web #2516 R S EITIE# Quota TEREFTIB HE L HEMRH,

ZART LMER CLI EERFHISEH1F1E -

1. FREXYI B E Y H LimitRange X R7Izk, B0, *F4H demoproject BITiE :

I $ oc get limits -n demoproject

NAME CREATED AT
resource-limits 2020-07-15T17:14:23Z

2. R RRILERR LimitRange X%, %0 resource-limits REISEH :

I $ oc describe limits resource-limits -n demoproject

Name: resource-limits
Namespace: demoproject
Type Resource Min  Max Default Request Default Limit Max

Limit/Request Ratio

Pod cpu 200m 2 -

Pod memory 6Mi  1Gi -
Container cpu 100m 2 200m
Container memory 4Mi 1Gi 100Mi
openshift.io/lmage storage - 1Gi
openshift.io/lmageStream openshift.io/image - 12
openshift.io/lmageStream openshift.io/image-tags - 10
PersistentVolumeClaim storage - 50Gi

8.3.4. MIFRBRHISE [
E AT AT EELRY LimitRange %, fEE BT R dho 5l R RS
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o ZITLUT &%

I $ oc delete limits <limit_name>

8.4. EEEERENELIHERSHRAFMNEER
{E BB, ERIE T ARG ARENE, MTRBIERANEE :

o MERBCUARFAHNAFNNGER, HEEFTHAFSHLUNRILER,

o BEAFINARFZITH (81 OpendDK) , UHRENFNETFRENTENFSH.

o JMHMRRESERBFIZITHERNRFEIRER,

8.4.1. THREENARFRRE
TERELRERT, BUUEFHRE OpenShift Container Platform f0{AI &2 118 5T R,

SFEMER (RfE. CPUSEAE) , OpenShift Container Platform f31F1E pod FRIE N AR LIKE
Al%ER request # limit {H,

ERUTXRFAFEERMAFRFNESR

o AfFIHR

o

o

o

NRIEE, REFIERERS OpenShift Container Platform JHETRRRE, SERFAERT R
B, HERFSEREAFER, RREMETRLEEEIHROAERIZESRER,

MRETRMAFES AR, OpenShift Container Platform LR BRERNEFEREBHRNEIER
REZHNARIK. TENNEREREBEFH, T7m OOM & ILFRF Al LURIE R LI IE k4%
I RB/HH—NERE,

SHEEO USRS, HNEDERFIEFKRENEIME

SHEENAUBZFLAABENRFIEKRE UEREEEHIEMEA,

o NEFERH!

o

o

IRIEE, REFERHEH X TERSFREIRR DR AFRAE SRS,

MRDELBSHRELRNAFEIRFRS, N7 [RBHAE (OOM) KIEFZFERFILE]
WREF R L R RHH— DR,

WNREREE T RFFIEKFIRE, NAFRFDMAFHREFRFFRE,
SHEEATUSREN, FEDERFREEFRIAE

R/NHRTERE N 12MB, IRAZRE N —1 Cannot allocate memory pod E4/EBIKM, X
KERNFREIKE, EINSKMPRAFRE, HFRBREI R L pod SHFETRAY T = IR,

8.4.1.1. BN HEEFNFREE

#NF & OpenShift Container Platform _EiAEEN R REX/NS T -

. BETHNESEAERE
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MEZGEHFIMT (FIa0, BRI ENN) , REFEWRTESSAEFRENTURFEEMIEE,
HEERBFEPEITRMTCINMENRE : flt, ENARFEEEREAHBEAE ?

2. HEMELIEYF
HAERTRRENEIEY. MRNFEIEFEE, NBRSFNMREFTHNEERENLE—INREHBE
BALRERAE, MRAEIEFRS, BLREFHNTHRETRATTRENZY,

3. RERHAFIEK
RIFEU LR R ERRAFIER, HREEEBRTVARFRNFREEF. NREXRTS, &
BMRTAENEET, WRFKIE, MARFRRNLERSRS.

4. RESERERRAFRE
HEVER, WERRAFRE, MRASTRELENLSAERERIRG, RLXERSIEIL
Bz b wERAE, FILLXEIAEFMtAR, —AH, JTRSKSBIREHIENMZANTEREFER
("RFEXI) ; H—HE, HRIRRKIEITE,

FEIFTENR, BL OpenShift Container Platform R REE RN BIRF ; HLEERTTRERIR
EIREIBZRIEK ; MEBLNARFGRGRKI T IXENRSE, RAXIEREERZRN,

MR FERFRE, EXNFRNFHHEERSRFRENLZEBEBT DL,
5. RN ARFLT RN

EEHE, RN ARFERBEREMNERMBRH T T MM, YT REREFNNARER
(M IvM) , X—=FEXNEX. FRIHNERBOFNAIAEHIRE.

Hth

=

P
o TRITBEHRMNES

8.4.2. T fi# OpenShift Container Platform #J OpenJDK 1% &

BRI\ OpendDK R BIERBIERMBERE, FRILEREFIZIT OpendDK I, 55 EIR At — L4744
) Java RTFERE,

JVM AERBLEHRER, FEURATMRE, FEAXTEIEMT1E, BFENERRFIZIT OpendDK B
=, EVUTEANATFREERNESFEER

1 BE JIVM RRARHER,
2. EAIBEMIBERT, RfE JVM BRERGTBERARERNAE.
3. WREMEE T RaHBIFAE JVM g,

AL BERHIZITH JUM T EHEBH AN ILTER, HEAEY RILES DN JVM £,

8.4.2.1. T R & JVM x KHEK /I

X FIF% Java TEME, JVM MRHERKMWAEFERF, BAl, OpendDK INATRITET R&Z /4 (/-
XX:MaxRAMFraction) BIRN7ZH T %, 1 OpendDK BEERR/NIZIT,. HIb, FHEFSIT
H, FHIREBT BERNEREIN,

AU EEREDERHRMAR

o MRKNETABRNERE, FHH IVM ZIFRLLIE MR, HXE -
XX:+UnlockExperimentalVMOptions -XX:+UseCGroupMemoryLimitForHeap.
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UseCGroupMemoryLimitForHeap iU 2 1E JDK 11 FRffifR, £ -
XX:+UseContainerSupport E{X.

X -XX:MaxRAM X E N BHRFRE, FRZAHEK/ (-XX:MaxHeapSize / -XmXx) X &
7y 1/-XX:MaxRAMFraction (2KIA N 1/4) .

o EIEEE -XX:MaxRAM. -XX:MaxHeapSize 5% -Xmx.
AL ROHE TR, BRAERITITEREBENFAL,

8.4.2.2. T R M{a{R{d JVM B ERSBEBKANRNE

BIAERT, OpendDK AREHABRERFBAERAHRNE, XAEES TS ERLE Java TIFM
#, BhAEREBIN, PN ERHRESEEN VM RENTEME, XLEHNHIZZRESHN
B JVM, HEIWENHE.,

ETF Java IR FEALT JVM SEESER JVM RIEERSBERBKRERNRTRE

-XX:+UseParallelGC
-XX:MinHeapFreeRatio=5 -XX:MaxHeapFreeRatio=10 -XX:GCTimeRatio=4
-XX:AdaptiveSizePolicyWeight=90.

XESHEE Y PEMAERT 10% AN ER (-XX:MaxHeapFreeRatio) f5 N7 iR A AR IE R
5%, XRENREINER E &% TP 20% B9 CPU Ff[A] (-XX:GCTimeRatio), N ARRFHDE —ERS/N
FHaHE DB (# -XX:InitialHeapSize / - Xms &3) . 717 Java £ OpenShift FEIRFEA (B 15
%) . V877 Java 7£ OpenShift HIRESE (5 2 584) UK OpendDK F1A 2SR T HMhpyiF40(E

/BN o

8.4.2.3. T Rmmf{R EMfECER P MME JVM #Hi2

MRZD IVM ER—R&RFi21T, NRTRILETNNEERERTIR. MRETSIHENE, F2NE
NIVM DE—TREFIEE DL, BHRANTNRERE,

% Java TEFATRENI ELEJAVA_OPTS. GRADLE_OPTS Z)REEH JVM, HBERSER
X B A IERE JVM,

OpenJDK #4425 % JAVA_TOOL_OPTIONS 17458, 7£ JAVA_TOOL_OPTIONS rhigiehl(t &4k
JUM s SiTHIEENEMETIE S, BINERT, A THERIEERTEINAFEET Java WRIEFGH
ZITHIFRAE JVM TYEf#E, OpenShift Container Platform Jenkins Maven fXERERIREE :

-XX:+UseCGroupMemoryLimitForHeap -Dsun.zip.disableMemoryMapping=true"

, UseCGroupMemoryLimitForHeap iU 2 1E JDK 11 fififR, £ -

XX:+UseContainerSupport &1t

I JAVA_TOOL_OPTIONS="-XX:+UnlockExperimentalVMOptions

XARERIEATEDN LT, RERF-TLANES.

8.4.3. M pod R EFH AREFIE KFIFRHI
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FHELM pod FEIE A HRTFIE KFBREIBI N B2 1% A Downward AP,

ff

L=

S

1. B& pod, LU MEMORY_REQUEST #1 MEMORY_LIMIT /5 :

a. BIB—NELLLTRAIB YAML 324 -

apiVersion: vi
kind: Pod
metadata:
name: test
spec:
containers:
- name: test
image: fedora:latest
command:
- sleep
- "3600"
env:
- name: MEMORY_REQUEST @)
valueFrom:
resourceFieldRef:
containerName: test
resource: requests.memory
- name: MEMORY_LIMIT @)
valueFrom:
resourceFieldRef:
containerName: test
resource: limits.memory
resources:
requests:
memory: 384Mi
limits:
memory: 512Mi

@ FIntoN T REIIR AR RAF IR (.
@ RO SR A BN PR P4 RRA 1

b. iZITUA TR R AIE pod :
I $ oc create -f <file-name>.yaml
1. fEFEAR shell 117 pod :
I $ oc rsh test
2. RERENMATIHKRME :

I $ env | grep MEMORY | sort

B 8 E BIFRH
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ol

MEMORY_LIMIT=536870912
MEMORY_REQUEST=402653184

pa =

RN TZRR & {E B AT B /sys/fs/cgroup/memory/memory.limit_in_bytes XX {4 M A 23 NER L
HXC

8.4.4. T OOM & ILTRBK

MNRABSRPFIAFRENAELEEBIRNERS, BT "ENT RREERIEF T, OpenShift
Container Platform A LA 1E R as PRI ENHTE,

YHRBEATE (OOM) LIER, XS H AL EEY, MRERAFSS PID 14 1214F SIGKILL, T
BBRSVMENERY, B, B THEBURATEMARENITN,

BN, ENFEARLUKLIE 137 B, XFRTFIEREIT SIGKILL F5.
MNRABEHEXBILELRE, NEEHRANE OOM 41k, MTFFRR :
1. fEREFE shell /517 pod :

I # oc rsh test

T T &4, &E /sys/fs/cgroup/memory/memory.oom_control FHEEE] OOM 1kt

I $ grep "oom_kill ' /sys/fs/cgroup/memory/memory.oom_control
=1
I oom_kill 0
3. BITUTHEESILZ—D OOMKill :
I $ sed -e " </dev/zero
=1
I Killed
4. T TR AEE sed S HBHRHRE -
I $ echo $?

ol

I 137
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B, 137 KRBH/HEBURE 137 BH, XRFBWEIT SIGKILL 5,

BT T84S, &E /sys/fs/cgroup/memory/memory.oom_control A1) OOM 4 1115485 :

I $ grep "oom_kill ' /sys/fs/cgroup/memory/memory.oom_control
i Bl
I oom_kill 1

INR pod R —PHSNHFZEIB OOM K 1E, B4 pod BEEEHE (REREMELE)
CHIYABEHFRE N OOMKilled B Failed [TE&, # OOM & 1ERY pod FTRERIRIE
restartPolicy HEE/S. MRAEE, SEHIRHIRFILEHBRSEE pod WERICRE, FHUlgE—D
#1 pod & #:H pod,

FERALUTHDIRE pod K :
I $ oc get pod test

it Bl

NAME READY STATUS RESTARTS AGE
test  0/1 OOMKilled 0 im

o MR podREEE, EZITUTMSEES pod:
I $ oc get pod test -0 yaml

it Bl

status:
containerStatuses:
- name: test
ready: false
restartCount: 0
state:
terminated:
exitCode: 137
reason: OOMKilled
phase: Failed

o MREFS, ZITUTHHEREEE pod:
I $ oc get pod test -0 yaml

it Bl

status:
containerStatuses:
- name: test
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ready: true
restartCount: 1
lastState:
terminated:
exitCode: 137
reason: OOMKilled
state:
running:
phase: Running

8.4.5. T f# pod JXpR

OpenShift Container Platform B 777 s RFFERET M s EIXER pod. RIBAFEFRRMEE, IKERATEE
BEREERE, BRI —E, REWVRERT, ST HR/MWEHTE (PID1) KEISIGTERM 55, HERZ
B, MRHARLKEBH, NKKE— SIGKILL EB. FLLWRBETRE SNV EHZESIIENILE]

SIGKILL &,

IRBREY pod B4 Failed B &, REHN Evicted, Fit restartPolicy B{ER 2, % pod #IARE
fF. B2, EHIEHISREFLHRSEE pod RIUAE, FHEOUE—H pod I IH pod.

I $ oc get pod test

Fai tH 7 Bl

NAME READY STATUS RESTARTS AGE
test 0/1 Evicted 0 im

I $ oc get pod test -0 yaml

it Bl

status:
message: 'Pod The node was low on resource: [MemoryPressure].'
phase: Failed
reason: Evicted

8.5. FdESEE LU POD BRI Y AT R L

WF I EMEHF (overcommited) KRR, BIFITETTIRE KFNBRHIH S F0EE R o] AR FR, 4l
M, e UE— NS FER T EFEAIIEE, ENEX ISR LUE S DU (REE MBS S HL EXThEE
BB R,

BRATLUEEITEIURMIER (request) FBRME (imit) . EXRBFHERSS, MUIRHRERSFRIE.
REAFART R LT LUHEMITTERRRE,

HERFRZAMCEBHFME T RBITERRER. ©F pod REERFEN T RLE, BEREE pod By
ITERRERNT RNTREE,

OpenShift Container Platform B2 G Al A2 H 1 EFANEE, HEBTRENARBE., ERLERA
ClusterResourceOverride Operator Ee BB — NI E2F A, UBEFAA AR LXERNIEKARE
ZIAIREBI, & TR EFEA. TERFUKR CPU REMBIME —RER, Ea LUARFRRENS
X, LUABIFREM EEARE,
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£ OpenShift Container Platform H, &= KB IM T EF A, 7RI E/EA)
RERBIIAEA, HSHERT R EFA,

8.5.1. KXR1E K =2 E

NFEMTERIR, BHTLIEE-—DEIRIEKIRE, REHBFRTSARETRAIEUHEIERENE
FRMBIFRIRKR, MRBH/IEETRE, BRI TIEK, NERSKARAXLRS], FHETEBTT
mEIEERIRS.

PREUAY i 6 K R BUR FiT EBNRAK R, MRBIFJEEEKRIRE, BESFEIRAEHRRENT R, £
K, BRAUUAREARMMEEICERICEHEPEFEEN TR, EHRREDERT, TEEHKRE
RO BB FHRERENRS &,

WEETFIEKRNTR, MEHMERGENZFHRRE, IR ENSTIERIWEIR, 15 RKMBRH
EEAETIEMERARE ; M, MRANBEHET 1G REFIERM 2G REFRE, MRS 1G ERKGEE
WEITRE, BRZAEA 2GH; FAitbIE[EAH 200%,

8.5.2. {fiFH Cluster Resource Override Operator BY&E &2 A8 £ E

Cluster Resource Override Operator @ — A Webhook, AiLERGH S EFRMNRE, HEEESTH
FIETRLEEARSREE, Operator LHIFED B A 77 RA] AN E X IR ZFN CPU RRIE,

R JfEF OpenShift Container Platform $2#l &8k CLI 2% Cluster Resource override Operator, #01F
im. TEREIREH, EAE/Z—1 ClusterResourceOverride B E X ¥R (CR), HEAiXE T EMAN
A, BIFBIRTR -

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 G
limitCPUToMemoryPercent: 200 @)
#...

ZiJiZ cluster,

ik, MREBEEIMKANEET BEAERE, NZAFERKBSZIRENINMESLE, M1E100
Z[Al, BRINE 50.

Ak, INREENIMINEET B CPUR(E, NI CPUIERBRIIRENXINMESL, M1E100
ZIH, BRIME 25,

o ® 90

ik, MNRIBESRBINEE T FEARERE, I CPURENEBEENHNERENT DL (INR1E
E) o LL100% ¥ B 1GiRAM, ZEF 119 CPU AR, XaEEE CPUIEKANHIT (MMREE
T) . BiMEN 200,
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pa -3
INRASR ERAIXLERE, I Cluster Resourceoverride Operator BEL N, BIE— M

X LRI E #97 A BRIABRFUAY LimitRange X5, =X7E Pod specs FECEE N AMEEH
RR i,

RERE, R FUATRENAEENBENGEEENKREEAEBNNENES

apiVersion: vi
kind: Namespace
metadata:

#...

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

#...

Operator 7 ClusterResourceOverride CR, F}#if® ClusterResourceOverride J# A Webhook #%&
£ F|5 Operator HHEM R ZE[H],

8.5.2.1. f#if Web #Hl& %2 Cluster Resource Override Operator

TRAI LB A OpenShift Container Platform Web #2215 k%% Cluster Resource Override Operator, LA
BRI REE RS EFE A,

SeRFMH

o MRALLEKRIZEE, Cluster Resourceoverride Operator £:&% B /M, W AERA—D
LimitRange %R 11 B 18 EEIARIE, (7E Pod spec FECEE N AMEZRIRRE,

iz
A OpenShift Container Platform web 12l &5 %% Cluster Resource Override Operator :

1. £ OpenShift Container Platform web 12l & #3%# A Home — Projects

a. mili Create Project,
b. 387 clusterresourceoverride-operator {£ 417 B F & FF,
c. Ml Create,

2. # N Operators - OperatorHub,

a. MTAF Operator 515& /1% ClusterResourceOverride Operator, H il Install,

b. 7E Install Operator TIE ™, R Installation Mode 5% T A specific Namespace on
the cluster,

c. #fR7 Installed Namespace i£#¥ T clusterresourceoverride-operator,

d. 5% EHLE At AESREE .

e. mifi Install,
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3. 7 Installed Operators TIE A, s ClusterResourceOverride,

a. 1E ClusterResourceOverride Operator I¥1ETIE+, = Create
ClusterResourceOverride,

b. 7E Create ClusterResourceOverride TIE ™+, = YAML #flEFH%RiE YAML &1k, LRIEE
ERBIEFAE

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)
#...

Z IR cluster,
"%, I/EME1-100 2 A BEBRHFAEFERENBSLE (NRERAIE) . BRIAEN 50.

1L, I/EE1-100 2 RBEER 2 CPURRENB DL (MRFEANE) . BIAEN
5,

% @

o
2]
©
4]

Ak, MRFEA, ElEEEERRNEREMNB D, LL100% T B 1GIiRAM, T 1
N CPU W%, XREBE CPUIEREIFTHE (MMREBESE) . BIAEH 200,

c. Rifi Create,
4. B EEREEE LFHRIPRE R EEA Webhook FIHRTIRTS :
a. 7f ClusterResourceOverride Operator TUEH, mifi cluster,

b. 7 ClusterResourceOverride Details T1#, = YAML., % webhook #&1# A
£, mutatingWebhookConfigurationRef i H

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","met
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi
mitPercent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

#...

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

#...

ﬂ 5| FE ClusterResourceOverride 4 AWebhook,

8.5.2.2. {§1 [ CLI &% Cluster Resource Override Operator

EA LUFE A OpenShift Container Platform CLI 3%%& Cluster Resource Override Operator, LAES Bl
SREPITERERA,

FoRFH

o MRALERIZERE, Cluster Resourceoverride Operator $&E/EH, W AERA—D
LimitRange X &R 11 B 15 EEIARIE, 7E Pod spec FECEE N AMEZRIRRE,

ik =
A CLI %%t Cluster Resource Override Operator :

1. 4 Cluster Resource Override Operator B3| E2 iy % Z2[H] :

a. 7 Cluster Resource Override Operator fll##—“> Namespace Z2[A]%f & YAML XX (40
cro-namespace.yaml) :

apiVersion: v1i
kind: Namespace

metadata:
name: clusterresourceoverride-operator

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-namespace.yaml

2. G — Operator 4H :
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a. H Cluster Resource Override Operator flJ—> OperatorGroup X% YAML X4 (40 cro-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. fl|# Operator 4 :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-og.yaml

3. BIB—MTH -

a. 7 Cluster Resourceoverride Operator fl|#— Subscription /5§ YAML 3 (40 cro-
sub.yaml):

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.12"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. AT :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-sub.yaml

4. 1f clusterresourceoverride-operator &5 % %2 [F]| 1 fl|& ClusterResourceOverride B 7 X FR

(CR) X% :

a. #t A clusterresourceoverride-operator 54 22|,

I $ oc project clusterresourceoverride-operator

b. 7 Cluster Resourceoverride Operator 3] ClusterResourceOverride %/ & YAML X {4
(48 cro-cr.yaml):
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apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

LI iiE cluster,

ik, EEEI-100 X ABEASNFRENESLE (MREABE) o BIMED 50.

o

o

1%, IBETE1-100 2 [HEBERE CPUREMNE 2L (WMRERME) . BRIAEN
50

N

@ Tk WRER, FEEESASAFRENESLL. L1100% IR 1GI RAM, %HF1
A CPU MK, XREER CPUIERANHTAE (MREEME) . BiLEN 200,

c. B ClusterResourceOverride X4 :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-cr.yaml
5. B EEREEE LHIRIPIRSRIGIEEA Webhook B AR,
I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yami

4 webhook # AR, mutatingWebhookConfigurationRef 7% H ¥,

Fai tH 7 Bl

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:

annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

#...

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

#...

5| ClusterResourceOverride 4 AWebhook,

8.5.2.3. EEEM NI EHH

Cluster Resource Override Operator #E— ClusterResourceOverride H & X ¥R (CR), UREH
2 Operator &2 £ ANEN T E IR,

FRFM

o MRAIBJERKLBEMRME, Cluster Resourceoverride Operator f% G A, EiER—
LimitRange X & N Ui B8 EERIABR(E, =7E Pod spec FEZEZE L FARE IR,

iz

BRI T EMERA -

1. %m%E ClusterResourceOverride CR:

909

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 9
limitCPUToMemoryPercent: 200 €)

#...
Ak, IBEMLE 1100 2 AIBERBRARNEFERENELL (MRERFEBHE) . BRIMEN 50.
Ak, EELE1-100 2 A BEEA S CPU BREME O (MNRFEAIE) . BIMER 25,

A%, MNRFEA, HFEEBEEaRANEFRENES L. LL100% T B 1Gi RAM, ZEF 14
CPL) TRKE. SXAFEZE CP ERENHTLNE (NBPEBE) . BRiE R 200.
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— e 1 S 1eYU A e 1Dl e O MO N I S~ e A ST oS e U = U WY U N s S e~ U

2. BRIESNEFE Cluster Resourceoverride Operator 33l £ A B FhERRIN T LU T b5
R

apiVersion: vi

kind: Namespace
metadata:

#...

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

#...

@ EMEARMIIENIE.

8.5.3. T m AW EF A

AT LME AR PRSI E T R Eat 84, MRSHE (QOS) RFE, CPU BRESIEREB R, &
AT LA A T S F A 2 I B 2 ot 218 A Th g,

8.5.3.1. T BEERMNAS

TTE R SR EIIT R E FROREE,

8.5.3.1.1. Tf##& 48 CPU ik

B LURIEIRBHIERK CPU 8, AHEAIMERET m LR CPU, (BEXSBITASIEEMNR
#l, MNRZIBRAEERBE CPU, NISRIBEBENTRIERE CPU ERSE CPU KA,

BN, IMER—NAEEERT 500m CPU B E], H—1NRE|[IEKT 250m CPU BJ[E], ABLiZT m EIRMHH
A4k CPU BRI 2:1 LEBITE XN B e 2 HI D, MNRABB[IEET —MIRE, BRWRE, TixEABT
EEBRFIAY CPU, f#A Linux RZHEY CFS HEX i HISCHE CPU ER, BRIAERT, E Linux %
FRE CFS BRI #5 LU 100ms I = [A] FRsa I SE e CPU R, {EiXAI LA,

8.5.3.1.2. TRABANEFIHK

BEALRIEREBHIERNANEFEE, BRTUERETERENARE, B—BBTiEKRE, AT
R EBIANEARRBMMAHALLE, IRFSFANNEVTERE, ETEBAL, BRIERGTESSTT
HEEENRNEEBT T TAKREEZEEANAEE, NMRABEE T NERE], BT RE EHEnT
AITENRALE,

8.5.3.2. T EHFAMIRS FER

LT REFETRBEXHIFERN pod, HETRLEE pod KIRFEEL THHETREIER, ZTRLE
T L EEARS.

i EEAMER, TREMN pod HREKEARSAENARZXEFEITRAENITETR, KEXHE
S, RN pod IRFARBIMLAER. BEIFHMELREHN T EM VIR IE (QoS) .

pod #IEE N =1 QoS KK —1, HHERFHI :
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* 8.19. RS FHER

00,974 REH ek

1 (&) Guarantee MR FNFAEFTRNE TRHEMAEIER (REFF0) HAEE(IHEE, Nl pod #
d 4257} Guaranteed,

2 Burstable MR NFAEFTREE T IERFMEERE (FETF 0) FEBIIFHEZE, N pod

#1325 Burstable,

3 (&1&) BestEffort  MIRE&B/HEMFIRIXEBIFKMRE, 1 pod #J92£H BestEffort,

REZ—FMAITEENTR, RLEAFEBRENELT, TAENKENSSRELERAL

® Guaranteed B ENERE, FERIEREECIBIRANERABEANEEHEREMLE
TMEEOBRBITRINRES, FRWEILE,

o TEFRFANEFLENN, Burstable BZFMNRB HIFREHFHFBEAEFEHM BestEffort B35,
AWK RBES WAL,

e BestEffort RBHMANMENRE. RAREFEFRH, XERBFHIEBRIERA L,

8.5.3.2.1. TR UM N A RMIRS 2 ERRBRE

&I LAfE A qos-reserved SHUEELRE QoS 47l £ pod ZEREMNFE DL, IIBEEIHREIEK
TR, BRIEHME QoS KHH pod FERKE QoS K H pod FTiE KHIBR,

OpenShift Container Platform &840 N7~ {E F qos-reserved Z#4 :

e (B qos-reserved=memory=100% <, FHi- Burstable 1 BestEffort QoS ZH#EiE QoS
RPERMANTE, XE8IN BestEffort 1 Burstable T{Ef1%; L5 TS Guaranteed #
Burstable T{E /1 #BREFIREERETEE OOM BIXES,

e [f° qos-reserved=memory=50% i, St Burstable ] BestEffort QoS JE#EE QoS %
FTE RN —¥,

e [f qos-reserved=memory=0% ff, ftiF Burstable #1 BestEffort QoS &% HFE T MIAR
BANERHE ETA) , BAEN Guaranteed T i ANREVT FIATIE RAFHIXSE, LhEE
ERFEAXIINEE,

8.5.3.3. T3 HtAEH QoS

EEET m ERNZRARH, DERERSTE (QoS) REE, B, TR MY GRSBET] 1,
Mg Kubernetes B FEFTE pod HUE L 12 AR AT IREY BT IR IR FE,

plgn, IMRWANBERE pod BEIEAERS, SPEETUFRERARIARNEF. &L, UREERBHR
HeZ2[A], pod REVIAZ AT RER R N RGBT P MR LE,

MRAZARM, KEBTTALERHEE]EESZ MemoryPressure, MIMERK pod T5iEKBEA]

HEHEERPRIBIATF, IHETRERIREES pod, H—FRKRAFE, KERINEERTIAE
TR (OOM) EHBIXLS,
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BE

MRFR T, X FARRFR RS B EBRRE(ERTEESZEFER, FIRAK
BRI, RFEBEIRFENDN MY RAHPIER pod, FEEHHEIRALREND
FIETRE.

8.5.34. T st =
A EHEANIfETR, SUNEFRREET SR, LIBHEENRTITH.

LN REDN, ERBERIAFEEEHIEARTRANA, RIEVERETRE, BSNARMIZKTR
ERE SRR K

HBIRIX—1TH, OpenShift Container Platform i@id 5 vm.overcommit_memory SHULE N 1 EEE
BVRERSILE, MMFRKEE N iR 2ERARNE,

OpenShift Container Platform iA:@id % vm.panic_on_oom Z#XE 7 0, MAKEEBE N FTEERER
RBE R, BN O AISHRKERERRE (OOM) ER THA oom_killer, LURIE(L ALK IEHF2

R LR X T RIZITTUU T DR BB YRIMNIXE :
I $ sysctl -a |grep commit
it

#..
vm.overcommit_memory = 0
#..

I $ sysctl -a |grep panic
i
#...

vm.panic_on_oom =0
#..

uf
ca

§§§§ R R4 BILE T BBIRD, FREIL—SIRE.

RIAA LA BN T R HUTU TECE :
o (i CPU CFS EC&IZE kst il S i CPU PRI
o NRGHRREBR

o WARAMRSHEFNRERE

8.5.3.5. {85l CPU CFS Ec#iZE: F =k 5 Hll =L e CPU BRI
BUASR T, TRMERE Linux RPN AFIFHERE (CFS) Biaii sk in & i s 89 CPU BRE,
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WIRFEA T CPU RREERFIEHE, THRENTRBPNFEEEE
o IRAHRAE CPUIER, NHEKRMMA Linux RZHE CFS =Rk,

o MRAZF/EE CPUIEK, {BIXHE CPURSI, N CPUIEREIANIEER CPURIE, FH Linux
RZAFAB CFS =,

o MRABENTEAR CPUIERMEREI, N CPUIHFRE Linux RIZHH CFS =45k, B
CPU BRHIAR &N 1 s = £ 0,
FeREH

o BIALUTHHNEZREMNT REBIKENSF S MachineConfigPool CRD XKEXFIFRA :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHITE Labels T,

R
RIPERTFTE, THARINEE/(EXF, B0

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. NEEE®ROEAE LR (CR),
M CPU RHIKIRAIAE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
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pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
cpuCfsQuota: false G

@ CrRAB—AE
@ BRENSBBRELRIRE,

9 ¥ cpuCfsQuota S#i% &} false.

2. BITUUT S R0E CR :

I $ oc create -f <file_name>.yaml

8.5.3.6. N RGHERBHIR

NREFITENAEFESAREHD T RERIEER, 807 REBTURE -2 HRART T
BER (TREDITHSTXEFIARTREEHERLINE . IR, BUEHIRNESTIEENTIR

{%%ﬁl}?o

e

ZEAAVIE pod HRRBHIR, HEIEETATHRENKEROET /RHR, MFTHESIFAESE,
HEH" T RAEHEIR"

8.5.3.7. XA T mit =M

FRzE, TUEENTRLZERTEFA,

¥ &2

EATEAPZEASEFR, BEELTALETUTHS

I $ sysctl -w vm.overcommit_memory=0

8.5.4. Wi B | BR1E

NEBEGITERER, BRLKESNIBMEIRRESERH, HidEFEAITEE TR EENEM
CPU RIE, LAKRERIAE.

MBEXRTMBPAHRRENER, ESHAWMNEIR,
A4, EALUVEETBEERTEREA,

8.5.4.1. ZHuiH A
BREZE, JLURTNIBZRSSFER, A0, Eel AR Fid 24 R E EE IR H G,

e
AEENTBHPEATEMSER :

1. GEan 4 22 (A0 R AR AN DA 2 A%
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apiVersion: v1i
kind: Namespace
metadata:
annotations:
quota.openshift.io/cluster-resource-override-enabled: "false"
#...

ﬂ T EARILE D false TRRAIX N ar R ZE HBT EE A,

s
8.5.5. Hftb H{iR
o NEMEKR.

o N EAEIE,

8.6. /5 A LINUX #ZHIZHRR A 2 (CGROUP V2)

& A LRI JniE node.config X RIEEEEH S Linux IEHI41EERAS 2 (cgroup v2), 1E OpenShift
Container Platform # /5 cgroup v2 Z2AEEEFRTE cgroup iRAS 1#2HIRFZ R, BIMERT, &
2 cgroup Vi,

cgroup v2 & Linux cgroup API B9 BIAR A, cgroup v2 b cgroup vI IR S FElH, SI_G— 2 REEH.
BREMFIER. #FINAE, #0 Pressure Stall Information, M RIBMHREEMNES. B2, cgroup
v2 5 cgroup vI EEREH CPU. AEM I/O EE%FE, Et, fEi21T cgroup v2 IR L, —LT{Ef
HORERBEANEFS CPUHEER,

==

o MRIEZITHEITF cgroup XHRFGHE=ZARIZENEZLRE, HFRHREBEHT X
¥ cgroup v2 BIRR A,

o MRMEEET cgroup v2, FIF cAdvisor ¥E N 1% pod A SFEVMILSTHHIRE
1217, 1E¥ cAdvisor BHTE v0.43.0 L EEARA,

o MMRIZEE Java N ARER, HHEATEIHR cgroup v2 BIRRA, MNATHHE :
o OpenJDK / HotSpot: jdk8u372, 11.0.16, 15 & B kA
o IBM Semeru Runtimes: [dk8u345-b01, 11.0.16.0, 17.0.4.0, 18.0.2.0 X E#ThR A

o IBM SDK Java £ ARHRA(IBM Java): 8.0.7.15 R E#H IR A

B

OpenShift Container Platform cgroups hRA 2 XFFRE— MR IEE. FATIThEE
FRRINET” BARSFRIHNIL (SLA) XF, BIEAREHTTE., LIETHEETETIMNE
RERE], XERATI NIRRT LMER FREXAHNIIEE, HENITEFLY BRIRE
RIE I,

BRIABRATGEEEXFEEMNESER, WSARATIT < F e,

8.6.1. FZi& Linux cgroup v2
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& LR JRE node.config X &35 A cgroup v2.

H#l, cgroupv2 AXZFEFEM CPU fi#H %, ALt, MREEAT cgroup v2, NIETEET
EMMREERBEEPREFIENIT N, NREFEA executeace TLBE, NAENEH
cgroup v2,

SERFEH
o RF—NIETEZ1TH OpenShift Container Platform 2%, ©FEAMRAE 4.12 HESRA,
o LIEFEERNMAF S1nERER,

o T {#MINAEI 1/5 A TechPreviewNoUpgrade IhRELE.

iz
1 FE s EEA cgroup v2 -

a. Ym’H node.config X4 :
I $ oc edit nodes.config/cluster

b. 71N spec.cgroupMode: "v2":

node.config X &<l

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/ibm-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
cgroupMode: "v2" ﬂ

ﬂ JE A cgroup v2,
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1 ENSEEUEERZERNM T HEVSEE

99-master-generated-registries
3.2.0 33m
99-master-ssh
99-worker-generated-registries

I $ oc get mc

Ll N
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m
01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d120693534c8¢c9
3.2.0 33m
01-worker-kubelet 52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9
3.2.0 33m
97-master-generated-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 3m @
99-worker-generated-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 3m

52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

3.2.0 40m
52dd3baba9ab27fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
worker-enable-cgroups-v2 3.2.0 10s

© EFNSEE, wEE—.

2. BEHH kernelArguments 28 2R INEIFHLREE S :

I $ oc describe mc <name>
i~

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: worker

name: 05-worker-kernelarg-selinuxpermissive
spec:

kernelArguments:
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- systemd_unified_cgroup_hierarchy=1 ﬂ
- cgroup_no_vi="all"

- psi=1 e

1E systemd AJ5 F cgroup v2,

1
Q 2 cgroup Vi,
(3

JA A Linux fRIETEUEE & (PSI) Thae,

3 RETRUEERERATATRLAE, IRFENAER :

I $ oc get nodes

=1
NAME STATUS ROLES AGE VERSION
ci-In-fm1gnwt-72292-99ki6-master-0 Ready master 58m v1.25.0
ci-In-fm1gnwt-72292-99ki6-master-1 Ready master 58m v1.25.0
ci-In-fm1gnwt-72292-99ki6-master-2 Ready master 58m v1.25.0
ci-In-fm1gnwt-72292-99ki6-worker-a-h5gt4 Ready,SchedulingDisabled worker 48m
v1.25.0
ci-In-fm1gnwt-72292-99kt6-worker-b-7vimd Ready worker 48m v1.25.0
ci-In-fm1gnwt-72292-99ki6-worker-c-rhzkv - Ready worker 48m v1.25.0

4. T sGRE Ready REE, WL REEN debug &1 -
I $ oc debug node/<node_name>

5. ¥¥ /host % &y debug shell BB B 3 :
I sh-4.4# chroot /host

6. KEIMIIT R E 2B F1E sys/fs/cgroup/cgroup2fs X1, It cgroup v2 BIJEE :
I $ stat -c %T -f /sys/fs/cgroup
=1
I cgroup2fs

Hith BTR

o f{#F FeatureGate J5F OpenShift Container Platform Zh&g

® OpenShift Container Platform 228t

8.7. fERThREl 1/ FTheE
B, IEAILMERTIAE TE AR RS & R IIThEE.
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8.7.1. THRINEEl]

& A LAE A FeatureGate HE X 5IR (CR) ERAHERAKENIIEESR. ThEEE R OpenShift Container
Platform ZhEEH&E S, BINBR TFAER.

& e LA{# FH FeatureGate CR &UELL T IhEE

e TechPreviewNoUpgrade X MIRESRE SRR AT IRERI F5R. LLINRER RV BN KR+
B RIXER AT IR, SRR XK REIHel], ANREE-REFEANIIEE,

DIk

H
=

#E5 3= A TechPreviewNoUpgrade ThALSE A HON, 3L RARA
W, (SRR T L P E S R = R LT AL

LIhRESR A T LT RORTITIRE -

o CSIB#iE#%. NRHHNWABEGEABTER, FHIFEXNH Container Storage
Interface(CSIKENFEF. XFF :

®  Azure {4 (CSIMigrationAzureFile)
B VVMware vSphere (CSIMigrationvSphere)

o HEFIR CSIIshFEFEFIE OpenShift HEEHFIEE CSI 8B, /A Container Storage
Interface (CSl), (CSIDriverSharedResource)

o CSI%, 1 OpenShift Container Platform & R4S CSI £, (BuildCSIVolumes)

o THEMZHAE, BRIFBEBENT 2N OpenShift Container Platform T4E i #;/2 AR ATE
£, (NodeSwap)

o cgroup v2, A cgroup v2, B Linux cgroup APl B9 TF—hRA, (CGroupsV2)
o crun, JEM crun B232170f, (Crun)

o Insights Operator, f&H Insights Operator, B&I& OpenShift Container Platform B2 & %K
BHIGHEZERIZIME, (InsightsConfigAPl)

o HEEMERNEE, N vSphere. AWS, Azure #l GCP EMER S AAMTHN BN, &
OpenStack 9% #5& GA. (ExternalCloudProvider)

o Pod #HNfIRHEl, N pod ¥RIMIF A A matchLabelKeys 581, 82 pod TR 7
xR, AT ABFEEEFITEL%MM pod. (MatchLabelKeysinPodTopologySpread)

o Pod Z&MHANME], 7 pod ZREMAEANSHZRMEG, 1R pod HRT pod ZE&IE, ©1
SFIEE, MARIULKESER. (OpenShiftPodSecurityAdmission)
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=1

RETERE OpenShift Container Platform &£ /55
TechPreviewNoUpgrade IHEEERT, Pod &4 4 ARK 556X S#B0E. 10
RIGEEER R 7255 TechPreviewNoUpgrade Shat s, NI ASREE

Bo

& X TechPreviewNoUpgrade &g BUEHINBENELER, ESHUTEM :
e CSlinline &M%
e CSIB#IE®
e {#H Container Storage Interface (CSI)
® Source-to-Image(S21)i4#E % # Docker fHE %5
o TR EMRMAE
o {#FH Cluster API BT 27
e SR Linux #EHIZHRR A 2 (cgroup v2)
o XTARBEIEBMARZITH
e {# Insights Operator
e ¥ pod D RHIZEE pod NiE

e Kubernetes XA Pod Security Admission , F+ 7 f# pod Z&/# A

8.7.2. TE RN IE FHIhBE
TEEREBLEREAT, ET LU install-config.yaml ST 3 &£ BE R IIARAT 1 s FIThAEEE,

FRFH

o &AHF— install-config.yaml 3 {4,

e

1. {#F featureSet SHIEEME 5 AMIIEESMEFF, W TechPreviewNoUpgrade :

DIk

==
=

—\l.

T 2£7h )5 F TechPreviewNoUpgrade hEE S T AU, FRMEIERMRA
o BARROZEET IMNEREF /5 FHILIhEE,

g

WA 3 AThAELEM install-config.yaml STEER B
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compute:
- hyperthreading: Enabled
name: worker
platform:
aws:
rootVolume:
iops: 2000
size: 500
type: iol
metadataService:
authentication: Optional
type: c5.4xlarge
zones:
- us-west-2c
replicas: 3
featureSet: TechPreviewNoUpgrade

2. REXHHECAREREFHBERNSIA.
ESall
B LTE T iR E R SR EE T = L8 kubelet.conf SR KHE R TG A T I8EE 1.
1. M Web #=%& A #9 Administrator ¥, 7 AZl Compute —» Nodes,
2. HEFE—NT R,
3. 7£ Node HEfETTEA, =R Terminal,
4, EXWEOR, HRE RSN /host :

I sh-4.2# chroot /host

5. #%& kubelet.conf X {4 :
I sh-4.2# cat /etc/kubernetes/kubelet.conf
=1

#..

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

#...

EEREDF AN true BITHEE,

=1
FI| B ThBER OpenShift Container Platform MRAM AR B MA AR,

8.7.3. {# /8 Web 12415 = FBThEE
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& e LR YR FeatureGate BE X FTIR (CR) &f#F OpenShift Container Platform Web 12#l& H5%k

BEFBIFTE T RS FThRE

it
f= FThRESE :

1.

£ OpenShift Container Platform web $#Hl& /1, t1#:%] Administration - Custom Resource

Definitions T1 &,

2. 7f Custom Resource Definitions TLEH, sili FeatureGate,

3. 7£ Custom Resource Definition Details IE A, = Instances £ &,

4. S EBHTEE], A/ SR YAML ETiE,

5. i FERBFLAILURINES ERITIRE

DIk

H
[=]

1E5 273 F TechPreviewNoUpgrade JhEEE T AU, FRMEIERMRA
BH, EANIZEEIMEER TS A IR,

Thiel 18 & X B iR A

apiVersion: config.openshift.io/v1
kind: FeatureGate

metadata:

name: clusterﬂ

#...
spec:

featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR F& #1472 cluster,

g RINE S FBIThEE

e TechPreviewNoUpgrade /5 8 7 #f & HIF AT B Th 8L,

RERNRE, FUBRFTNNSREE, REEMISGEEDL, HFEMAESNAESNTRERE,

ESATIS

A AE T OR B AR S E EE T R LM kubelet.conf SXHRIGIER S E R T TheEl |
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1. M Web #=%I#& F#9 Administrator ¥, 7 AZl Compute - Nodes,

2. EFE—DNTT A,

3. 7£ Node #1511 EAH, = Terminal,



4, EXIHEOR, MIRERXIH /host :
I sh-4.2# chroot /host
5. & & Kkubelet.conf 314 :
I sh-4.2# cat /etc/kubernetes/kubelet.conf
Ll N
#...
featureGates:
InsightsOperatorPullingSCA: true,

LegacyNodeRoleBehavior: false
#...

EEREDF AN true BITHEE,

=1
| 5| HE9ThBER OpenShift Container Platform RAM AR MA AR,

8.7.4. {# A CLI |2 AThAE

B 8 E BIFRH

& A LR JniE FeatureGate B E X BTIR (CR) ¥fEMA OpenShift CLI (oc) HWEBEHMFRE T m/E A
IhEESE,

FRFH

iz

o B &% OpenShift CLI (oc)

f& RThRESE :

1. %% cluster Y FeatureGate CR :

I $ oc edit featuregate cluster

DIk

H
(==}

1E5 2%+ /5 TechPreviewNoUpgrade ZheE5E TTEHUE, FHRMEIERRA

B, EARNIZEEINERE S AL IhEE,

FeatureGate BE X K iE=HI

apiVersion: config.openshift.io/v1
kind: FeatureGate

359



OpenShift Container Platform 4.12 i s

metadata:
name: clusterﬂ
#...
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR B & Fr 4/ 2 cluster,
9 //j\\ﬂug):[ ﬁ E’JIjJ

e TechPreviewNoUpgrade /5 F 7 45 EBIF AT T ThBE,

REEQE, ROEHMWNREE, AEREFNSBEER, HENARRNEENTRLFE,
Sk
B LTE T iR E SR SR EE T = L8 kubelet.conf SR KHE R EE A T I8EE 1.
1. M Web ##I& 8 Administrator ¥, # AZ| Compute » Nodes,
2. BEE—DT R,
3. 1£ Node HHETIEH, = Terminal,
4. EXHRBEOR, JHREFRBCA /host :

I sh-4.2# chroot /host

5. &%& Kubelet.conf 314 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf
LN

#...

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

#...

EEEDFAN true BITHEE,

TE
HI B ThBER OpenShift Container Platform MRAM AR MA AR,

8.8. 1/ WORKER iEREL BERIRE S EIRIME PRSI E M
IMREBHEIR T ARIEHT TN, 6T L BT HBERIRE, LRRSLANERN

REN, SHEEARFRERRN—1SH, USEICRE—NXHH, BHEH T Supervisory JH2EEUK
SHEEEENZTRANENSE, NER—ISHALUMUAR. IxFNAXRESIAE,
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Kubelet 2124t 5 £ BHZ TIRRBIEE S, Kubelet 5 OpenShift Container Platform &8 IRRA T/
mXBIRASIE, Kubernetes Controller Manager (kube controller) 2ii\ & 10 #HZEURSE, 1R kube
PRIRTELRT R EEH, eRERBWIEREEREZT KR, BRIATHE :

1. control plane BT s34 17 BN EFTH Unhealthy, F#3X77 R Ready ISR
4 'Unknown's

2. A, HERFREILR pod WEENZT R,

3. Node Lifecycle Controller 701 T —4 node.kubernetes.io/unreachable i5 =, I/ mEH
NoExecute ®R, BRAER D EFET S EBMEM pod HITIHKER,

INREHMAR S BIER A, CEREMLGDGHET RN, T HATEERIEKNE, EELEER
T, Kubernetes Controller Manager Al BE = h LS HEIR T MR ER B T R E#7. Kubelet &M =
IXBR pod, BNMETY b FRRKS.

FR RN, A LAER worker ZREIEZ T kubelet #1 Kubernetes Controller Manager 7ZEH4T
BFAISHRESEHIR, NRELRFIEEA worker 17 SIAIEIEMLEIEIR, worker T & B A F&IE
KT, XNHREENFEEATLIEE T,

XL worker IEIRFEER B ETE XHW=HEH, eiFAZIFRLNE, LIEHREFI8MeIER
PATE YW, B AREEFIITERUERREE,

R EREERBIECE worker IERECES, A MAINERFMLE PRI RGN,

8.8.1. T 2 worker TiRELEE

worker IREEBEHTEENTEN, SIEL T FAFLHSEBE, LILXLEEREDSEHZE node-
status-update-frequency. node-monitor-grace-period. default-not-ready-toleration-seconds #
default-unreachable-toleration-seconds, iX£E5$ AT 11 15 51 FE X L {4 Sk 120t S B 0T R IR 7] B A nje 37
mERFohifhEREHE.

H .
AXFFHREXESY, SRRETERSTIRFNEE .

Fi8 worker IEIRBECBEEBELL TS :

node-status-update-frequency
1B 7E kubelet 71 IR L T E API BRS52RHIITEK,
node-monitor-grace-period

18 %E Kubernetes Controller Manager fE 11 S NMER RIS RFEFAINTE (AR NEBAD) , FHIF
node.kubernetes.io/not-ready =X node.kubernetes.io/unreachable 5 s RN E 7 s,

default-not-ready-toleration-seconds

EEEIRC T AAREER, Kube API Server Operator fEMIZ 1 s4KER pod RIS AT IH] (IR B
i)

default-unreachable-toleration-seconds

BEET RTEINE, Kube API Server Operator FEMIZTT sAKER pod BIZAEFHATE] (IR 8
i)

LAF Operator %12 worker 3EIRER & 5= Y 58 S FF 48 R e Y -
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® Machine Config Operator (MCO) B #T worker 7 &2 _£#J node-status-update-frequency &

® Kubernetes Controller Manager B #T control plane 77 s _£#J node-monitor-grace-period =

#,

® Kubernetes API Server Operator B#T control plane 7 52 L default-not-ready-toleration-
seconds # default-unreachable-toleration-seconds %,

ERAMNBEBEERLSHIER FTAIMUER I, {8 OpenShift Container Platform 2 MBI EEES
BIE RS IR N E M worker IEIRERBE., LATERO SR T =4 worker ZEIRFER B £ -

Bl worker EEIRRRESE

& Default EBE%MN, & Kubelet & 10 ¥ E#H H KT (node-status-update-frequency), Kube
Controller Manager & 5 #f:% Kubelet B4R (node-monitor-grace-period),

1EI0N Kubelet ~EEHI, Kubernetes Controller Manager 2% 40 #LUKEXR B Kubelet IR
B, NR%ETHT Kubernetes Controller Manager USRS, ©REH
node.kubernetes.io/not-ready =k node.kubernetes.io/unreachable i5 = FriC T s, FIKFRIZT =
L8 pod,

INRIZT m M pod E45 NoExecute 155, Il pod 21R1E tolerationSeconds jz17, #1R pod i&%H
15m, ©E 300 W #IKER(default-not-ready-toleration-seconds #1 Kube API ServerfJ
default-unreachable-toleration-seconds % &)

profile HEF B¥ {&
Default (BRiL) kubelet node-status-update- 10s
frequency
kubelet node-monitor-grace-period 40s
Controller
Manager
Kubernetes default-not-ready- 300s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 300s
API Server toleration-seconds
Operator
B worker EEIRECESE

INRMLSIER @ EME, I{EA MediumUpdateAverageReaction FZE 4.
MediumUpdateAverageReaction B &5 4 7 kubelet BHHIZE A 20 #, FHIF Kubernetes
Controller Manager H#FiXLEBFTBIN HIBE N 2 298, %7 R LB pod IKFRAEIHARE A E 60 .
#NR pod EF tolerationSeconds &%, NIMKRraFRFZSHiEENREHE,

Kubernetes Controller Manager R5EE#F 2 AP, FRINAHT RARER. H—2MWE, Witz
2F50,

362



profile HiF

MediumUpdateAverageReaction  kubelet

kubelet
Controller
Manager

Kubernetes
API Server
Operator

Kubernetes
API Server
Operator

{& worker ZEIRACE £

B 8 E BIFRH

S (i1
node-status-update- 20s
frequency

node-monitor-grace-period 2m

default-not-ready- 60s
toleration-seconds

default-unreachable- 60s
toleration-seconds

INRMLLIEIRIEFE S, 1H# A LowUpdateSlowReaction BB %,
LowUpdateSlowReaction B2 & & kubelet BRI N 108, FIF Kubernetes Controller
Manager X LB HTHIN RN 5 98, 1% T m LM pod KFRBHAREAE 60 7, IR pod B

A tolerationSeconds %1, N|IKfRe

Kubernetes Controller Manager £\ N T R NMEERRISEFRF 5 98,

profile HHF

ERFZSEIEENR,

A—aE, WHRTREE.

LowUpdateSlowReaction kubelet

kubelet
Controller
Manager

Kubernetes
API Server
Operator

Kubernetes
API Server
Operator

8.8.2. [T X worker TIRELELE

S (i1
node-status-update- Tm
frequency

node-monitor-grace-period 5m

default-not-ready- 60s
toleration-seconds

default-unreachable- 60s
toleration-seconds

EEN worker EEIREEBE LA EMLSIER, 1525 node.config & REURINELBEM AR, HIERIEHM

SHEADE, 1B LR B E LR,

1B — R¥% 58—~ worker TEIRBR &

&£, fFlmn, &FTEEEM Default BBESRFZE
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LowUpdateSlowReaction worker JEIRECESE, RAITESCM Default worker FEIRERE LR E|
MediumUpdateAverageReaction B2 &%k, AEHE#Z] LowUpdateSlowReaction, [, 43R[OIZ|
Default BB B &N, MUMEEMERBEREREIPEES, AEHE Default,

k

N
ya
]

0

IR A LATE R % OpenShift Container Platform S£2£H B2 & worker iEIREC B L.

ke
SBAM worker IEIRBCE SN :

1. # worke worker IERERELE :

a. Jm’H node.config X4 :
I $ oc edit nodes.config/cluster

b. %5/N spec.workerLatencyProfile: MediumUpdateAverageReaction :

node.config X R=Hl

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/ibm-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
workerLatencyProfile: MediumUpdateAverageReaction ﬂ

#...
ﬂ e EH worker IERFHE,
MEEWEN A, 81 worker T ERHE S S,

2. A BN worker EEIRERBE -

a. Ym’H node.config X4 :

I $ oc edit nodes.config/cluster
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b. 1 spec.workerLatencyProfile (£} LowUpdateSlowReaction :

node.config X R~Hl

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/ibom-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
workerLatencyProfile: LowUpdateSlowReaction ﬂ

#...

ﬂ 8 EF A1E worker ZEIRTREE,

MEEMEN A, 81 worker TR ERHE S SWHEEA,

o LA T REROEI Ready SN, MAILMEALI TN EE Kubernetes Controller Manager
LIRMNAE -

I $ oc get KubeControllerManager -o yaml | grep -i workerlatency -A 5 -B 5
it Bl

#...

- lastTransitionTime: "2022-07-11T19:47:10Z"
reason: ProfileUpdated
status: "False"
type: WorkerLatencyProfileProgressing

- lastTransitionTime: "2022-07-11T19:47:10Z" ﬂ
message: all static pod revision(s) have updated latency profile
reason: ProfileUpdated
status: "True"
type: WorkerLatencyProfileComplete

- lastTransitionTime: "2022-07-11T19:20:112Z2"
reason: AsExpected
status: "False"
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type: WorkerLatencyProfileDegraded
- lastTransitionTime: "2022-07-11T719:20:36Z"
status: "False"
#...

ﬂ EERERRNAFEE.

ENPEREEESNEIN, IHRIAL T, % node.config XI5, FHIF spec.workerLatencyProfile
SHRBNEENE,
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&$ 9 F MZNZ% EHEi2 WORKER s
8 9 Z M%%h 2% £ e WORKER 7 s

9.1. M1 N 5 E FH it WORKER 7 /=

13 A] LU AL F %0 4 BT s R ER B OpenShift Container Platform 588, EAT A, ©I1# ke
worker 7758, i AILFE worker 7 BB RIEEBE S FF T NER master #l worker T, HAAIERI worker
T EAEERER, AT U SERMFERTE worker TT AN RESEKIES, BAESSBEREBITE,

EFEAEALE worker T RMEEZEXE, AETUERENEAG, WMHEE. FE. HhES B,
Flgn, &7 LUBIT SR worker TP A FEI Kubernetes X 13 X FaE 5 B #1 TE 714,

B2, BAEE worker TRATBRKTRESHIEIR, LUK EREFERNAE, ERTHILE worker
TREERSE Lk, a8

o MZRREE : OpenShift Container Platform control plane FiE2 worker 17 s i AT B E &S,
HBF control plane F1iZZF2 worker 7 R AR, RA%S R R A] BE=PE L XFIBE, MT\EEX
OpenShift Container Platform 041 B f 4% 93 B LA KRB A KT SR BB IMBNE B, HS I E AT
2 worker 17 s AT RI4RBRER

o HLEHMET : B control plane #iEFE worker 11 RULFARMALE, FULIETIEALE ST M ML
B ENEERHIENSAERHER MBI, & 7 ## OpenShift Container Platform #04a
MR T s R R RIB DX RBERMBER, HSHLiE worker T mBIHIRE LK,

o MERSNGHIRADEME: SEMML—H, SEMITIE worker 7 s 2 [A] BRI L5 R R e Z BN 5
B¥A fiES M, OpenShift Container Platform 124t % /> worker ZERHIIES, HIRIRHIERENR
N33R [A]

TEHXE TR worker 7 mBYSREENS, THERLUTIRS :

® OpenShift Container Platform R #5{8 F3 5 N EREEBF AT {5 FA B R [ = 3t S B B A2 worker 7
=1

™o

o FHNRGHMIMEFMAE (MNEFERBMRNEARAES—KFAA) , JFIERBEMN—D
Kubernetes XiE# 1 EIAR R M Kubernetes X A8 H 1]/,

o FAMRIEMML XA BERIBEIA AR S R EIHISEHE LA BIBRE], B X0m AR XLRE], 40 i
EBEF X, ES XA OpenShift Container Platform 3%,

o REEFBEFYEN control plane FIML N2 1T Rz (8189 L2/L3 5l ML ERE,

9.1.1. ;"IN FE worker T 22
TEEREPRINTIE worker 9 s R —LLAIA BT EE I,

o MNTBIRIEETEIAKXIEE, LUETE control plane FIENLIE worker 7 &2 [A B B3

£,

o BRI Ingress VIP 7E control plane L,

o [FRAMBERMNEMIEMRINLIE worker TT RS RIMMEM worker 7 smAB R

o EELRENIHLE worker TV RININEILRERFE SHNERED, 1HERERITE install-config.yaml
XHFIEEE worker TTRBIF M, DHCP RSB/ B ELMNMNILE, B /fE BN,
HIEFE worker T RITIEV | A HE & R4S,

o EFLiR worker TT mANINEE A provisioning M4 EREM LEREF B ANER T, HHRRE
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install-config.yaml 32445 virtualMediaViaExternalNetwork i7& 1% & 7 true, LUETIFHE
AR FURINT Ko 2 worker WRIDEVIFIAE & WL%, eI 1MERENN MRS
PXE ZE, H4, NEMLIE worker 7 mZH# DHCP R 237 #J control plane T miEEENF
|x_x.|o

Hth B
o EFMIAIEILEIE
o NFMECEEHMLAEED

o B ETE control plane LiZ1TEIMILSH 4

9.1.2. {HF L 2 worker 7 SH TR IR E

FrA 17 =% 10 #A OpenShift Container Platform &2£H# Kubernetes Controller Manager
Operator (kube #£#2%) & 3IX heartbeat, INREEEEMT RIKFF heartbeat,OpenShift Container
Platform & JLAEIANLBIZE TR R,
OpenShift Container Platform S1E A LAIEMBAN B M4E 0 KA E A i a SR B, BRI LURE— L I
R TROSZIR, INEEHEFH T, RGO EIFNERE IR, ZARFEIREIERERILIE worker 17 52 £ pod iE R
IEEfBE CPU MIAFERRE. BEEEYNEHIREE, FRABRTRUKRE T/ EAFER Pod Disruption
Tables,
INR kube $EHIBFELE T EERIM B ETEV M &, I control plane EBYTY mIEHlgF = TV RERRK
JRE# A Unhealthy, F1$77 s Ready 5415108 Unknown, Fitt, HERFERZE N pod FEENX
TR, RERTT RIEHIZIAIN T node.kubernetes.io/unreachable /553, *f7 s 24 NoExecute &,
KINERT, EESFEHET RLEM pod #H1TIER,
IR TEMEIEHIZE (20 Deployment X5k StatefulSet X1 5) FHREERBIREEET =L pod, M
Hib i smth AT LA A 5E8%, OpenShift Container Platform M7 s LB pod BRERE, TiE1 0K
TRARFEAMURERBATEN, i, XLETRENTERAERIBERIELZ I AR T Ko
e LUR S LAT A AR 2 R R

o FERASTIHEELBEIFT =M pod

o HRAET RIEVIBIESHEFRS pod

o {#fH Kubernetes K13 3£ 12l pod JKFR

e FEi&E pod BRKIEIRSE R pod JXFR

o [E& kubelet LAEHIE R TV sbmiC N A REBRRINT A],

BRETHILE worker T RBVEBHAEAXLENRNESER, ESHXTILE worker T R,

9.1.3. 52 worker 7 s _EMYHR E 4
INRIEFE worker 1T M HEE AR A, OpenShift Container Platform & 1& B LA BRIAHLE 1T 0 R

N Kubernetes Controller Manager Operator (kube controller) FEBg&BIES [8]f5 FiE 15 R 17
IJ—'-‘, control plane &7 BRI T EH 7 Unhealthy, Fi%77 52 Ready 445t~ Unknown,

, HERFRELN pod FAERZT R, NI RIZHZZAINT node. kubernetes io/unreachable 75
5 X s EH NoExecute R, RINBERT, EREDEHRBRFET m LB pod H 1T,
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5 9 F MZHN % EREIE WORKER 7 =

ETREYTRRERRHFS control plane EF %R, pod MIER,

& o
NRIEFL pod EFFILMNER, EFEBEH#HS pods

TREHRE, kubelet ARERHZXER T R LFAEM pod. fARE! control plane BIZE & [A] 8T BRI
BIAEDE, T control plane FT5E B #H 17 mER IR R F 7R node.kubernetes.io/unreachable i5 /., 7£77
mLE, kubelet & IL{EMIEIEIZITH pod, XA ERG, HERFEALUFFIER pod HEEIZ
T R
A LOR T LAR A A R R RO R

o FEASTIHEELBEIFT =M pod

o FAETRBIERMES pod

o FE& pod BRUIER Sk pod IR

o & kubelet LURETT sm 3l B3I IF 17 s bnic N AR B AR [H],

BRIEHEILTE worker TV RBVEB P HE X LN RWESIER, HSMXTILiE worker T s 55

9.1.4. j£52 worker &0t & %E 1R skl s 43l >

NRERBREE A NESRIEHUT T TR, 11U LINEBTFEERENIRE, LBRSERNERHN
FREM, EHEENRFEFN—ISE, ZSHCRKE—NXEH, ©IEF T Supervisory FHF2ZEUA
BHEBREENZTHRRNENSE, NEH NSRS E, TXHNANIREERE,

Kubelet 2124t 15 £ BHZ TIRORBIE S, Kubelet 5 OpenShift Container Platform &8 IRRA T/
RXBIRASIE, Kubernetes Controller Manager (kube controller) 2ii\ & 10 #HZEURASE, 1R kube
PRI TT AT MR SE, eRERBNNHEERSLT SRR, RIAITHE

1. control plane _EBYTT 284S 17 mIBRIR EFTH Unhealthy, F#X77R Ready RIS IRIC
4 'Unknown's

2. Ak, FERFREIER pod FEENIZT R,

3. Node Lifecycle Controller %1 T —* node.kubernetes.io/unreachable 55, T mEH
NoExecute 3R, BRIAERADMHEHET = LBEM pod FHITIKER,

INREHWNE B Z B IER A, LHREMSNGHET RN, ITHARRERRE, ERLESE

F, Kubernetes Controller Manager FIRE R N MZE FEIR T MBEBRAY Y R B 7. Kubelet &MY 5'4:'
IXER pod, BT AL FRRKE

TR RIXAN P, ERILMER worker ZEREIEZE % kubelet 1 Kubernetes Controller Manager 21T
BENEFRSEHRNE, MNREESTE worker 17 sAIFEMLSIER, worker 7 s B F &bk
R, XNHEBEFEE AT LIEE T/E,

XL worker IEIRFEESR B ETE XW=HEH, eiFASIFIHRLKE, IEHSREFI8MmeIER
PATE YWY, AP AEEFIT RN ERREE,

Al TE LR E RN ERE worker JEIRERE S, IR IIEEREMLS R BVEER I8 INNT,

Hith 5w
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o {H worker BIRELEER &S ERINERRIERITE S

9.1.5. 7tF2 worker 7 R BB
INRIT(FEFILTE worker T /=, HZEEEBINNRE TN HERE

BURIERTIT R E H I M 4% [ Rl s F R 2= RN T BT e4T N, BRI ARESFRS pod. H4, W
& control plane F5;& V5 A3 2 worker T s, EaLUEA Kubernetes X #1723 FR FE 1225l =k 38 62 pod XER,

RS BRI 3
FHREREEILIE worker T LB pod BIERER L, BRI :

o TFIMAREREATEETMAE., MRV WA SERNERE, TR LER pod FHELETT,
OpenShlft Container Platform REFIFHRZIZE pod BRT, F# pod RENEFTEHK
Do BlE0, WRSFIFHIZE pod L0F Running R, LT REILEER, pod KALSLETT,
R OpenShift Container Platform IE#£i21T,

o HEEINERT, FIMHERERIWMAUENTFEXEA tolerationSeconds (ERI
node.kubernetes.io/unreachable #1 node.kubernetes.io/not-ready j5 5= #J NoExecute &
FR. B3R control plane TTiET AT s, NISFIF#HI2E pod Ra#IKER, B0 :

BREAFRINEITTEESE pod

tolerations:

- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute

- key: node.kubernetes.io/disk-pressure
operator: Exists
effect: NoSchedule

- key: node.kubernetes.io/memory-pressure
operator: Exists
effect: NoSchedule

- key: node.kubernetes.io/pid-pressure
operator: Exists
effect: NoSchedule

- key: node.kubernetes.io/unschedulable
operator: Exists
effect: NoSchedule

o SPIPHRER R LA AR SRR TR B AE LB R worker 77 R EIE1T,
o (TATLUEF OpenShift Container Platform AR 55ufk s B PP #7214 & pod.
=
402R OpenShift Container Platform IDEV FIZ T =, FHHRERKET REHEITRE

WE pods.

#X pod
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MREHFLEE—ANTRESE (BII0LXET LRAMBER) E/S pod, ZEMEAEFHS pod, TRL
B kubelet RE T mEFI BEIEE#S pod.

==
S pod TiE(FEA secret MELEIRST,

Kubernetes Xig
Kubernetes X1z AIRERFFEREK, HERELIFR TREEIE pod WKER,

% control plane Foi& UG A1 77 b, 7 23 2\ F node.kubernetes.io/unreachable 75 s F X R
pod, WBRFHNEF 01N =, HE, TEEMA Kubernetes KMIEEER, pod IKRIT HEMNE

MRXWREWIF, XKPrRE T =488 A False 5t Unknown B9 Ready 14, control plane A&
node.kubernetes.io/unreachable 75 &=~ FAEIFR N X BT 2,

S’T?ﬁlﬁj\ WX, #Bid 55% #9717 B A False 5 Unknown 54, pod KRR EE NER 0.01 4D
T, ERNEE MNFL0NMTR) FRTRAESSR, EHNEHVIEREB I =1 RIGFREEITH
£

RAT DGR B FE T sSUAIAR B BY topology.kubernetes.io/region I ES T AN EBEAR ER.

Kubernetes X7 mtnz: 2l

kind: Node
apiVersion: vi
metadata:
labels:
topology.kubernetes.io/region=east

KubeletConfig X%

EA LUREE kubelet Io BB T RSB (B KB,

F LB R P ER T s HI 25 A FRic BB Unhealthy X Unreachable A5 BY T s B9AT ] 6] B, OIEE—
8 & node-status-update-frequency S ## KubeletConfig X/ %, L% node-status-report-
frequency S,

BT R LM kubelet JRE node-status-update-frequency XiEE LT RIKS, FHHRIE node-status-
report-frequency #EBRAEE R EXMNMRE. BIMERT, kubelet 810 #RE pod RE, HEHHIK
ERE. B2, MRTRKREEH, kubelet RIIANREFIEEFMER, RBET/EHT Node Lease ThEE
["J5}, OpenShift Container Platform & £ i node-status-report- frequency W&, iX=Z OpenShift
Container Platform %ﬁﬂ’ﬂjﬁ)\ B, WMNRZMAT Node Lease THEEI ], T R&A1RHE node-status-
update-frequency KB i & HIR A,

kubelet B2 & ~HI

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units
spec:
machineConfigPoolSelector:
matchLabels:
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machineconfiguration.openshift.io/role: worker ﬂ
kubeletConfig:
node-status-update-frequency: 9
-"10s"
node-status-report-frequency: 6
-"Im"

@ =7 MachineConfig i & FR IR HE7E L KubeletConfig % 5 i F BU#IT7 s EL,

Q 187E kubelet f2# 5 It MachineConfig X & KEXHI T KSR, BOINES 10s, WIREBRUILER
AME, I node-status-report-frequency {E% & N HERBIE,

9 18 7E kubelet ik &5tk MachineConfig X & XEXHI T sR SRS, BROINEH 1m,
node-status-update-frequency £#{5 node-monitor-grace-period #1 pod-eviction-timeout S#{—
',

e node-monitor-grace-period SHIEE, MNRITHIBFEIEIRRIZW T = heartbeat, OpenShift
Container Platform =75 MachineConfig X & XEXH 77 |RFRiCH Unhealthy BE /G % X, 4
TR LR TR AR LR 7] 2 B9 48 55297, #05R1E node-monitor-grace-period i3 i f572
worker TT REFIMALR, pod RULHZIT, M pod ATLLAE %™ ;2. node-monitor-
grace-period [7]f@5 40s, node-status-update-frequency &% 7/\'F node-monitor-grace-
period {E,

e pod-eviction-timeout Z2#{{5E OpenShift Container Platform 7£4%5 MachineConfig ¥ &%
BB mbRiC N Unreachable 5 FRINT A, LAFFIAFRIC pod H1TIXER, #IXEREY pod RIE
Hth P EEHIFE., GNRTE pod-eviction-timeout i1 H/5LF2 worker 17 mEHMAEERE, NI
TELF2 worker 7 s EIZ1TH pod MEFELALE, FNT RILEFIZREZE pod, RERF Pod B
FEEZ T R, pod-eviction-timeout [7]f&> 5m0s,

[

>< A #EH node-monitor-grace-period #1 pod-eviction-timeout S#{,

AR (Tolerations)

IR ERTT 425700 T — node.kubernetes.io/unreachable /55, ©EFEV AN &B
— NoExecute FJ3R, MR LAER pod BREHELFZM,

B NoExecute 3 RH5 mA BN T m _Ei24TH pod :
o ABWIGHM Pod MM AP HITIKRR,
o MR Pod BFI5R, BRXBEEARRIIKEFIERE tolerationSeconds E, MK AFRFLIE,

o MR Pod BFJ58, BIEET tolerationSeconds H, NIATEisEMN A BRI E, 1EIX AT
BFfE, pod SMHBALNTILLIKR,

IRE LB T8 pod ECiE 1#F node.kubernetes.io/unreachable #1 node.kubernetes.io/not-ready i5 ==
& NoExecute IR R RIEIR S E 72 pod HXBR,

pod Mg B AR B

tolerations:
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- key: "node.kubernetes.io/unreachable
operator: "Exists"
effect: "NoExecute"

- key: "node.kubernetes.io/not-ready”
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 600

ﬂ %A tolerationSeconds HJ NoExecute 3{5R A #E control plane J5iE 1 1] 17 s 2K AR E pod.

1 tolerationSeconds: 600 #J NoExecute 3R ft1F1E control plane 77 RF11CH Unhealthy
it pod BR#EF 10 28,

OpenShift Container Platform 7£ pod-eviction-timeout {E /47 /5 £ /3 tolerationSeconds fE.,

HhR A OpenShift Container Platform X%
A LR ARIAE. SEMSHEHESR, YT RNFEERISWE, HERRFE XL pod EFAE
BIEMTY R E, EFHEREMT ST FRELETEME (40 REST API) RULEREREIN, EEAR
LURIFEEBEN pod IEFEZ1TH A LA A,
P2y~

TEEFEFE worker 17 BB, NRILFE worker TT R EEFRBAEEIRE, NARTHALEE
A pod JRER R TR ESZH,

BREETREENIER, pod 4T terminating JA7, EZ control plane LA pod B#EAIE,

HTBBHER—NTED N E—RENFAMFHERNT R, OpenShift Container Platform R 1F7ER
BB HEERAMSH pod THREHMK,

Hith BTR
e INFEH X Daemonesets WELIER, 1HSH DaemonSet,
o MEAXIGRMBRMEZER, FHSHMERT =5 =24l pod HiE.
e AXELE KubeletConfig NI RMEZFER, 1550 KubeletConfig CRD,
o MFAXRBIAEMNESRER, ESM ReplicaSets,
o MFAXRMENESZER, HSM HE,
o MFEAXREHFZEHBNESER, HEMN EHEHIZ,

o MFEAXRIEHREEBZMESLER, 1HSH Kubernetes Controller Manager Operator,
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10 = BT =5 OPENSHIFT £ WORKER T &5

10.1. 5 WORKER 77 s NN EI S 77 st OPENSHIFT 58+

7 27 OpenShift £ Al D EB R BN ENMIENIRFZ M, XN TEZRIMES M LI S HEAE R ERE
FEEH, B, AFNEEENEHERINGANEE, HINEREMNLS %8S, EXHERT, &
o LUF worker 17 sUR DB mEERES,

e  LUR S JLF A A worker 7 sURINEN BT mmE&EREAR, EAILUEA Red Hat OpenShift Cluster
Manager F514F worker T sURINEIEK R, =XE BE#EER Assisted Installer REST API,

B

Wi worker TR AR EBERE control plane, BEARNERHREMHSTRAM, X FHET R
OpenShift 8%, @I HEHEBE A —ih s kB A, FEICRKE worker 18R
INE T LR,

B2 REHTE, RAMABADRELEHEIE— control-plane T s, BIMEZRM T ZiH
B worker 17 &,

F

10.1.1. & #9751 OpenShift worker 7 R E R
ELLEH T 2 OpenShift worker 115, BTN EBLLTFEXK ¢
o TEEIM : BITHE—MTENAS ISO FLIELRLE,

® Production-grade server: &% 5.7 ;2 OpenShift worker 11 B EH B FHRMARS B F 8E21T
OpenShift Container Platform BRZ5#04 /= PR 48 THE L E,

F 101 EFREXK
profile vCPU memory Storage

=/ME 2 ™ vCPU A% 8GB RAM 100GB

LRERFXSERE(SMT)HBLAER, —1 vCPU ST —MERR. FR
&, ERAUTRNKITERN VAL

(BTARBIEIEH x RE) x fHIEE = vCPU

FEREUNFEI SN, RSHRLIMTEFEREEZHEIRBMC),

o W% : MRARFS RSB IEEDITTEREAMIMLE, N worker 77 s AR 5588 W /0 AT LAV ] BLEX P =% 17 ]
A registry, worker I mARSS 23 TEH DHCP R KEHA P ik, Favhm a1 =
OpenShift &£8f Kubernetes API. ACOBREFMERT Rig&, ESI0F DNS BE 4T 1Pttt 7
MRS 52 OpenShift £B LU T B/ TLRE A (FQDN) :

5 10.2. FT%M DNS itk
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https://console.redhat.com/openshift/assisted-installer/clusters

%510 &= H177 4 OPENSHIFT £/ WORKER T &

i3 FQDN Fih
Kubernetes API api.<cluster_names. 7500 DNS A/AAAA 5 CNAME
<base_domain> 05, Wil BEREAN
B um AR
MER AP api-int.<cluster_names. EFHNOIR ISO I}, 7hN DNS
<base_domain> A/AAAA B CNAME 0%, Itk
LR SR R A7
Mo
Ingress B&H *.apps.<cluster_name>. AINLATY R0 BVRRY @ e AT
<base_domain> DNS A/AAAA 2t CNAME il
Ko MidFMIREEFNNE
F AR

INRHERFAH P ik, apiserver # eted Z [FIF@E AT RER KN,

Hith BTR
o ERTZENREHIREXK
o TREHNEIE
o FMFE&H DNS EX
o 7 USBIXzhgsHhOIER 5|5 ISO Hifk
o f#fH Redfish API Milif HTTP 12458 1ISO 5% B 5

o MEBHIHRT &

10.1.2. {5 Assisted Installer #1 OpenShift Cluster Manager 7l worker 77 5

IRATLAME A Assisted Installer 5§ worker 17 s INZE] Red Hat OpenShift Cluster Manager L IJ2HI#TT
= OpenShift &£&%,

8%

’ETE Z1T OpenShift Container Platform it 4.11 # B8 shBSEEEF 1 IF worker 17 s
ANINEI T sR OpenShift £22%,

FTREMH
o FRAMBIRERFMREMNHT R OpenShift £2¥,
e % OpenShift CLI (oc) .
o LIEXH cluster-admin FIHIAF HHEE,
o FBLRIE worker T sRURINEISR R P RISKBFFZERIATA DNS 10K,

375
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iz
1. &3XE OpenShift Cluster Manager, FmIEZAMN worker 17 mBY BT & EE,
2. 5 Add hosts, B TE# worker T sBYAZ I ISO, AN SSH AAFER B SEEFIA IR LE,
3. ERAAIMISO IR BEREN, HEGFEEHEPLIEN. ENKRLIE, FakE,
4. BREMEFITHS, RERH worker T RERMNFFLIERIIEHZERTEK (CSR), HIRRET, ##

AR CSR LASER RS,
L worker TTmIEFEIZITES, ©RIENEEE web #EHIE B worker 7 s 5 H,

H "
#7189 worker 1 R E A S RIGEH BRI G EHITINE,

HinBR
o FHFERK DNS XK
o HENBRAIEPERIER

10.1.3. {# 8 Assisted Installer API 7510 worker 7 &=

IR E] LA#E A Assisted Installer REST API % worker 17 sUARINEI #7577 )R OpenShift &8, fE70 worker 7
mAEl, EATEEE| OpenShift Cluster Manager FEH APl i#1T B D5 IE,

10.1.3.1. 1%} Asssisted Installer REST API 31T &3 % 1F

TEfE M Assisted Installer REST APl 2 #il, R {ER AR JSON Web h& (JWT) i#H1T F A %5IE,

FERFMH
o LIEFKEOIENIRMAF &9 85K OpenShift Cluster Manager,

o Z&jq.
i =
1. &3KEI OpenShift Cluster Manager & HlIf&HY API S h&,
2. ETUTAS, [ERE5IN AP K14 E SOFFLINE_TOKEN & :

I $ export OFFLINE_TOKEN=<copied_api_token>

3. #2814 B $OFFLINE_TOKEN Z5 834 & $JWT TOKEN & :

$ export JWT_TOKEN=$(
curl \
--silent \
--header "Accept: application/json" \
--header "Content-Type: application/x-www-form-urlencoded" \
--data-urlencode "grant_type=refresh_token" \
--data-urlencode "client_id=cloud-services" \
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https://console.redhat.com/openshift/token/show
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%510 &= H177 4 OPENSHIFT £/ WORKER T &

--data-urlencode "refresh_token=${OFFLINE_TOKEN}" \
"https://sso.redhat.com/auth/realms/redhat-external/protocol/openid-connect/token” \
| jq --raw-output ".access_token"

)

C UWT SEELAE 15 S,

TUL T e R BRI LT [R] AP

>

e Hit:iz

$ curl -s https://api.openshift.com/api/assisted-install/v2/component-versions -H
"Authorization: Bearer ${JWT_TOKEN}" | jq

i th Bl

{

"release_tag": "v2.5.1",
"versions":

{

"assisted-installer": "registry.redhat.io/rhai-tech-preview/assisted-installer-rhel8:v1.0.0-
175",

"assisted-installer-controller": "registry.redhat.io/rhai-tech-preview/assisted-installer-
reporter-rhel8:v1.0.0-223",

"assisted-installer-service": "quay.io/app-sre/assisted-service:ac87f93",

"discovery-agent": "registry.redhat.io/rhai-tech-preview/assisted-installer-agent-
rhel8:v1.0.0-156"

}
}

10.1.3.2. {81 Assisted Installer REST API %10 worker 17 =

BBl LUEF Assisted Installer REST API & worker 17 SR INRI&EREH,

FRFH

e 2% OpenShift Cluster Manager CLI (ocm),

o LIEFEEOENIRMAF &9 85K OpenShift Cluster Manager,
o Z&jq.

o TR worker T RURINEI KB R R EMFTA DNS L7,

1. §TXI B 5 RE&RFEF REST APl H#1T B %KIE, FHNRIEEMK JSON Web T8 (JWT), HERKHI
IWT SRNESBM 15 2%,

2. JETLATap i E $SAPI_URL Z & :
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I $ export API_URL=<api_url> )

@ T <api_url> Bt Assisted Installer API URL, 41 https://api.openshift.com

w
i
|

TS 5 A BT = OpenShift 558 :

a. i%{& SOPENSHIFT_CLUSTER_ID T8, ET:FEBIFZTUTHS :

$ export OPENSHIFT_CLUSTER_ID=$(oc get clusterversion -o
jsonpath='"{.items[].spec.clusterID}')

b. KEMTF T ALKEH $CLUSTER_REQUEST £ :

$ export CLUSTER_REQUEST=$(jq --null-input --arg openshift_cluster_id
"$OPENSHIFT_CLUSTER_ID" Y

"api_vip_dnsname": "<api_vip>",

"openshift_cluster_id": $openshift_cluster_id,

"name": "<openshift_cluster_name>"

})

© 3 <api_vip> EHUIKEE AP RS BIEN B, XALUR APIBRS5 30 DNS 5, 7]
A2 worker 17 sR AT 1 [A] Y B — 17 s B9 P Hutik, 540 : api.compute-
1.example.com,

9 1% <openshift_cluster_name> & NI AL, KHLHNSEE 1 REEH
LRI BIE R A TRICES,

c. FAKRHXE SCLUSTER_ID ZPE, iZ1TUTHT

$ CLUSTER_ID=$(curl "$API_URL/api/assisted-install/v2/clusters/import" -H
"Authorization: Bearer ${JWT_TOKEN]}" -H 'accept: application/json' -H 'Content-Type:
application/json’ \

-d "$CLUSTER_REQUEST" | tee /dev/stderr | jq -r ".id")

4. BT TS, NEBLEMR InfraEnv FRFIXE SINFRA_ENV _ID B & :
a. MALTF console.redhat.com BJ Red Hat OpenShift Cluster Manager T %k pull secret XX 4,

b. 1%i& $INFRA_ENV_REQUEST %' £ :

export INFRA_ENV_REQUEST=$(jq --null-input \

--slurpfile pull_secret <path_to_pull_secret_file> \ﬂ
--arg ssh_pub_key "$(cat <path_to_ssh_pub_key>)" \9
--arg cluster_id "$CLUSTER_ID" '{

"name": "<infraenv_name>",

"pull_secret": $pull_secret[0] | tojson,

"cluster_id": $cluster _id,

"ssh_authorized_key": $ssh_pub_key,

"image_type": "<iso_image_type>"

Y)
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console.redhat.com/openshift/install/pull-secret

%510 &= H177 4 OPENSHIFT £/ WORKER T &

¥ <path_to_pull_secret_file> &#: /7 console.redhat.com L£M Red Hat OpenShift
Cluster Manager F#H pull secret BIA I ST IR R,

% <path_to_ssh_pub_key> &# hi5A ENATENA L SSH BHMBRE, MREE
WEIXAME, WIEEL B TR EN.

1 <infraenv_name> & InfraEnv ¥R TR E TR,

6@@6

1% <iso_image_type> &7 ISO HitkK A, HLLZ full-iso 3 minimal-iso,

c. ¥ $INFRA_ENV_REQUEST A %%l /v2/infra-envs API, F1%& $INFRA_ENV_ID &£ :
$ INFRA_ENV_ID=$(curl "$API_URL/api/assisted-install/v2/infra-envs" -H "Authorization:
Bearer ${JWT_TOKEN}" -H 'accept: application/json’ -H 'Content-Type: application/json’
-d "$INFRA_ENV_REQUEST" | tee /dev/stderr | jq -r ".id")

5. Z{TLAT 64, FREVEEE worker T AL I 1SO B9 URL :

$ curl -s "$API_URL/api/assisted-install/v2/infra-envs/$INFRA_ENV_ID" -H "Authorization:
Bearer ${JWT_TOKEN}" | jq -r .download_url'

it Bl

https://api.openshift.com/api/assisted-images/images/41b91e72-c33e-42ee-b80f-
b5c5bbf6431a?
arch=x86_64&image_token=eyJhbGciOiJlUzI1NilsInR5cCIl6lkpXVCJ9.eyJleHAIOJE2NTYwWM;Y:
NzEsInN1Yil6ljQxYjkxZTcyLWMzM2UtNDJIZS1iODBmMLWI1YzViYmY2NDMxYSJ9.1EX_VGaV
NejMhrAvVRBS7PDPIQtbOOc8LtG8OUKE1a4&type=minimal-iso&version=4.12

6. F#ISO :
I $ curl -L -s '<iso_url>' --output rhcos-live-minimal.iso ﬂ

Q 1% <iso_url> &#i )y £ —HFHy 1ISO URL,

7. MTF#E:# rhcos-live-minimal.iso #3| 53789 worker E#1.

8. RIVRARENEHFHENIIR, REZTUTHS, EXFENET :

$ curl -s "$API_URL/api/assisted-install/v2/clusters/$CLUSTER_ID" -H "Authorization: Bearer
${JWT_TOKEN}" | jq -r ".hosts[] | select(.status != "installed").id'

i tH o B
I 2294ba03-c264-4f11-ac08-211 bb2f8c296

9. NHEHI worker TT I iE $HOST_ID 2 &, 440 :
I $ HOST_ID=<host_id> @)

@ ' <host_id> Bl L — S ARmIEAL D,
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- WREGENGT, SRETEWN jqRER,

$ curl -s $API_URL/api/assisted-install/v2/clusters/$CLUSTER_ID -H "Authorization: Bearer
${JWT_TOKEN}" | jg"
def host_name($host):

if (.suggested_hostname // ") == "" then
if (.inventory /") =="" then
"Unknown hostname, please wait"
else
.inventory | fromjson | .hostname
end
else
.suggested_hostname
end;

def is_notable($validation):

["failure”, "pending", "error"] | any(. == $validation.status);

def notable_validations($validations_info):
[
$validations_info // "{}"
| fromjson
| to_entries[].value[]
| select(is_notable(.))

l;

{
"Hosts validations": {
"Hosts": [
.hosts][]
| select(.status != "installed")
{
"id": .id,
"name": host_name(.),
"status": .status,
"notable_validations": notable_validations(.validations_info)
}
]
2

"Cluster validations info": {
"notable_validations": notable_validations(.validations_info)

-r

it Bl

{

"Hosts validations": {
"Hosts": [
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"id": "97ec378c-3568-460c-bc22-df54534ff08f",
"name": "localhost.localdomain”,
"status": "insufficient",
"notable_validations": |
{
"id": "ntp-synced",
"status": "failure",
"message": "Host couldn't synchronize with any NTP server"

}
{

"id": "api-domain-name-resolved-correctly",

"status": "error",

"message": "Parse error for domain name resolutions result"
},
{

"id": "api-int-domain-name-resolved-correctly”,

"status": "error",

"message": "Parse error for domain name resolutions result"
},
{

"id": "apps-domain-name-resolved-correctly”,
"status": "error",
"message": "Parse error for domain name resolutions result"

}
]
}

"Cluster validations info": {
"notable_validations": []

}
}

N HE—Nad ERENMER, BLBTUTHSRER /v2/infra-
envs/{|nfra_env_|d}/hosts/{host_|d}/actlons/|nstaII AP| FHI8 %%

$ curl -X POST -s "$API_URL/api/assisted-install/v2/infra-
envs/$INFRA_ENV _ID/hosts/$HOST _ID/actions/install" -H "Authorization: Bearer
${JWT_TOKEN}"

12, HEREWEHTH, RERN worker T RENFFDEAVIEHERIHK (CSR),

BE

R CSR FRETE R 2.

IZFTLLT AP R LU R R &%

$ curl -s "$API_URL/api/assisted-install/v2/clusters/$CLUSTER_ID" -H "Authorization:

${JWT_TOKEN}" | jg {
“Cluster day-2 hosts":

.hosts[]

Bearer
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| select(.status != "installed")
| {id, requested_hostname, status, status_info, progress, status_updated_at,
updated_at, infra_env_id, cluster_id, created_at}
]
y

it Bl

{
"Cluster day-2 hosts": [

{
"id": "a1c52dde-3432-4f59-b2ae-0a530c851480",
"requested_hostname": "control-plane-1",
"status": "added-to-existing-cluster",
"status_info": "Host has rebooted and no further updates will be posted. Please check
console for progress and to possibly approve pending CSRs",
"progress": {
"current_stage": "Done",
"installation_percentage": 100,
"stage_started_at": "2022-07-08T10:56:20.476Z",
"stage_updated_at": "2022-07-08T10:56:20.476Z"
b
"status_updated_at": "2022-07-08T10:56:20.476Z",
"updated_at": "2022-07-08T10:57:15.306369Z",
"infra_env_id": "b74ec0c3-d5b5-4717-a866-5b6854791bd3",
"cluster_id": "8f721322-419d-4eed-aa5b-61b50ea586ae",
"created_at": "2022-07-06T22:54:57.161614Z2"

13. Ak BT U TS LUEERBNESH

$ curl -s "$API_URL/api/assisted-install/v2/events?cluster_id=$CLUSTER_ID" -H
"Authorization: Bearer ${JWT_TOKEN}" | jq -c ".[] | {severity, message, event_time, host_id}'

Fai th o Bl

{"severity":"info","message":"Host compute-0: updated status from insufficient to known (Host
is ready to be installed)","event_time":"2022-07-08T11:21:46.346Z","host_id":"9d7b3b44-
1125-4ad0-9b14-76550087b445"}

{"severity":"info","message":"Host compute-0: updated status from known to installing
(Installation is in progress)","event_time":"2022-07-08T11:28:28.647Z","host_id":"9d7b3b44-
1125-4ad0-9b14-76550087b445"}

{"severity":"info","message":"Host compute-0: updated status from installing to installing-in-
progress (Starting installation)","event_time":"2022-07-
08T11:28:52.0682","host_id":"9d7b3b44-1125-4ad0-9b14-76550087b445"}
{"severity":"info","message":"Uploaded logs for host compute-0 cluster 8f721322-419d-4eed-
aa5b-61b50ea586ae","event_time":"2022-07-08T11:29:47.802Z","host_id":"9d7b3b44-1125-
4ad0-9b14-76550087b445"}

{"severity":"info","message":"Host compute-0: updated status from installing-in-progress to
added-to-existing-cluster (Host has rebooted and no further updates will be posted. Please
check console for progress and to possibly approve pending CSRs)","event_time":"2022-07-
08T11:29:48.259Z7","host_id":"9d7b3b44-1125-4ad0-9b14-76550087b445"}
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{"severity":"info","message":"Host: compute-0, reached installation stage
Rebooting","event_time":"2022-07-08T11:29:48.261Z","host_id":"9d7b3b44-1125-4ad0-9b14-
76550087b445"}

14, BRBIEBFHER A IER CSR e RS

o QERH worker T REBBHRMARMEIEE P, K5 Ready :

I $ oc get nodes

=1
NAME STATUS ROLES AGE VERSION
control-plane-1.example.com Ready master,worker 56m v1.25.0
compute-1.example.com Ready worker 11m v1.25.0
Hith BTIR

o FFERK DNS XK
o HENBRAIEPERIER

10.1.4. F511% worker 7 sURNINEI 77 )X OpenShift &8

& AT LB M Red Hat Enterprise Linux CoreOS (RHCOS) ISO JA 5l worker i s, F{HEAEE
worker.ign SHF5h{F worker 7 sRIRINE 77 52 OpenShift E£&F R,

SEREH
o EHFEN LELEZLHET R OpenShift £,

e % OpenShift CLI (oc) .
o LIEA cluster-admin £ A &5 &%,
o IR worker T mURINE ERERMERTEMRTA DNS it K,

1. %I& OpenShift Container Platform iR A :
I $ OCP_VERSION=<ocp_version> )

Q ¥ <ocp_version> E#tH HHhRA, 10 latest-4.12

2. REENRH :
I $ ARCH=<architecture> 0

@ = <architecture> &1 BFREMNIRII, 40 aarch64 =i x86_64.

383


https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/installing/#installation-dns-user-infra_installing-bare-metal-network-customizations

OpenShift Container Platform 4.12 i s

3. BITUT S, MIEEZTR T REEFIKEX worker.ign #4E :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

—

4. 1£ Web RS 25 E1E% worker.ign XX, B MIEBIRILE ],

5. 21T LR 4 T OpenShift Container Platform REZFFHEHATA :

v4/clients/ocp/$OCP_VERSION/openshift-install-linux.tar.gz > openshift-install-linux.tar.gz

2
I $ curl -k https://mirror.openshift.com/pub/openshift-
I $ tar zxvf openshift-install-linux.tar.gz

I $ chmod +x openshift-install

6. 1% RHCOS ISO URL :

$ ISO_URL=$(./openshift-install coreos print-stream-json | grep location | grep $ARCH | grep
iso | cut -d\" -f4)

7. F#,RHCOSISO :

I $ curl -L $ISO_URL -o rhcos-live.iso

8. ff RHCOS ISO FIEE M worker.ign T4 3% % worker T7 5 :
a. A RHCOS ISO MR E £ R E5E3| S BIirEMN.
b. HEFREHLM RHCOS ISO B 5Hf, T BEFEN LIRS,

c. MREHARIMLE %A G A DHCP, NIEEFBH ENACIE ignition X&F, FHIEZET
RHCOS ZEFIHCE worker 17 mEsas IP sk, HUTUTHIE :

i. {FEAES P EE worker ENLMLSERE, ERIRENZEREHZITUTRS !

$ nmcli con mod <network_interface> ipv4.method manual /

ipv4.addresses <static_ip> ipv4.gateway <network_gateway> ipv4.dns <dns_server>
/

802-3-ethernet.mtu 9000

Her:

<static_ip>

EEHNEES IP HUEF] CIDR, 10 10.1.101.50/24
<network_gateway>

=ML X, 4010.1.101.1

ii. BUBEWAIMLSED

I $ nmcli con up <network_interface>
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iii. GIERHFTHY ignition X4 new-worker.ign, EAF @ EXRIA worker.ign B3I, UKk
coreos-installer F25 F £ 7E#7 worker £41_EIEFE /etc/hostname XTI IEw. B
a0 -

{
"ignition":{
"version":"3.2.0",
"config":{
"merge"[
{
"source":"<hosted_worker_ign_file>" ﬂ
}
]
}
2
"storage"{
"files™[
{
"path":"/etc/hostname”,
"contents":{
"source":"data:,<new_fqdn>" g
2
"mode":420,
"overwrite":true,
"path":"/etc/hostname”

ﬂ <hosted_worker_ign_file> 2[R worker.ign SRR AT 15789 URL, #HI0 -
http://webserver.example.com/worker.ign

<new_fqdn> 2N worker 1 RIXERIFHT FQDN, #80, new-
worker.example.com,

iv. 1€ Web fR%583 E£& new-worker.ign X4, B MIEBIRILE ],

v. iZ1TELF coreos-installer &p45, %% ignition-url FIFELEL 1S -

$ sudo coreos-installer install --copy-network /
--ignition-url=<new_worker_ign_file> <hard_disk> --insecure-ignition

)hIt | f—b‘[‘

==

<new_worker_ign_file>

=1 E new-worker.ign SCHRIARM AT 5[0 URL, 540
http://webserver.example.com/new-worker.ign

<hard_disk>
BR%E RHCOS MIfE#:, 540 /dev/sda

d. X F/EHT DHCP R4, EBABEXERRS P, EBIRENESEFZTLLT coreos-
installer 5 AR EIZ RS :
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I $ coreos-installer install --ignition-url=<hosted_worker_ign_file> <hard_disk>
e. EFIE A DHCP, 5$LLT NMStateConfig CR v FIZI #1777 s OpenShift $£2% :

apiVersion: agent-install.openshift.io/v1
kind: NMStateConfig
metadata:
name: nmstateconfig-dhcp
namespace: example-sno
labels:
nmstate_config_cluster_name: <nmstate_config_cluster_label>
spec:
config:
interfaces:
- hame: eth0
type: ethernet
state: up
ipvé4:
enabled: true
dhcp: true
ipv6:
enabled: false
interfaces:
- name: "eth0"
macAddress: "AA:BB:CC:DD:EE:11"

B

EAFS 1P ik R IhERE worker T7 s E NMStateConfig CR, NRH T =
OpenShift FAFS IP it ERE, NEAZIE IP #bRINHE A SIS 1P ki
worker T s, B ZS DHCP A BB HHT worker 17 IS B IX LMK LB,

9. HREPRLITH, RER worker T RERFFLEINERERIER (CSR), HIMRTES, #E#
AL IER) CSR LATER R 2%,

10. ZEZME, EEEN. EVINALKEF I worker 1 5/,

o [EHT worker T REEEKINRINEIEREH, KEH Ready :
I $ oc get nodes
i

NAME STATUS ROLES AGE VERSION
control-plane-1.example.com Ready master,worker 56m v1.25.0
compute-1.example.com Ready worker 11m v1.25.0

Hith BHIR
o FHFERK DNS XK
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o HLENZBRBIEPERIEK

10.1.5. #LENLBRBVIE B EZIE K

LI RRINBIREN, SNHERMHNEBENEERFDRFLIBIEFERIER(CSR), BoAf XL
CSR Bkt fE, FRBEFZBTHA, DIIELMERIHIEKR, REHAERSRER.

SeRFMH
o HEFHARRIMEIREH,

ik =
1 FAERBE R LUR AL L8R ¢
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.25.0
master-1 Ready master 63m v1.25.0
master-2 Ready master 64m v1.25.0

Fii s TR G2 E LA,

% .
- EHL CSR Hitt AT, RIEMNEHATRERASETET R (B worker TR)

2. IERFIIEM CSR, HARNMINEIEFETHNESNZREE Pending 2 Approved KSR i

13K :

I $ oc get csr

i Bl
NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARGIH, HEVSMAKR. BAURKEINRFEIEZSIHER CSR,

3. 1R CSRIRBIRBHAE, HEERMBINEZNFTERFLIE CSR BT Pending KRE 5, HHLAE
SRFERBI CSR
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BT CSR =« B, RILEESNERMEIERE— /N AREERR CSR, 4N
FREBE—INRIEET], IERRERE, BNTRSFEES ML, Bt
HERTA XIS, #EE I CSRE, Kubelet NARSSUEFOIB— 22 CSR,
XBEFYHME, AR, 1R Kubelet /HRKEBHRSHMFIED, NIESHREHE
F421T3% K B machine-approver Bzt .

SFERE AN API S LiZT0RE, MENFE AR P& R EaiZe,
IRTISE e — M 5 K B b 4 kubelet IRAHIEFTER(CSR), MREBEHAE
3K, Il oc exec. ocrsh #1 oc logs tnSYFTIEMKEN, BN APl fRSS 3815 E
kubelet I EERFSUED . 5 Kubelet i mELREVEIIREREE LI BHE, 1%
FE SR CSR, HIA CSR H system: node = system:admin 22 F#
node-bootstrapper iR 5K 1R, FHIEILT REIF5,

o ZHURMBLE, HNBNEMM CSRIZITUTHS -
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

o ZHLHERTERALIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

% o
: TEBLE CSR #iltHrT, —L Operator ARETL R,

4. HE, EHEFPmERERIE, BRIEERNEKEINEANSENRSFIEK

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. WRFIRM CSRIEEWHME, BATF Pending IR, HHEEREN R CSR -
o FEHIMHLAE, IEXNEDEMM CSRIZITUTHS !

I $ oc adm certificate approve <csr_name> ﬂ
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ﬂ <csr_name> & %71 CSR 7&K/ CSR HE TR,

o THHERTBRALIER CSR, EZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #EMBE - ImFARS 2 CSRE, M2T &F Ready RE., 2T THSLILE
I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.25.0
master-1 Ready master 73m v1.25.0
master-2 Ready master 74m v1.25.0
worker-0 Ready worker 11m v1.25.0
worker-1 Ready worker 11m v1.25.0

BLERRSS 28 CSR B Rem E L2 #hnf (AL AL 2814 2 Ready KA.

HE R
o MFAXRCSRMESER, HSH ILBERIFRK,
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