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1.1. LOGGING 5.9

BEILREN— DA RENABRE, ©B—DAFRETF OpenShift Container Platform BJ
A AR, Red Hat OpenShift Container Platform 4 & EHABEE B T K IThRAFE R M,

stable JiE R N HAKIC KN RFIRAREEH. BERERGCEIRANEST, SO2UF1T
4B stable-x.y, HA x.y KRELZEMHE LTI ERAFRRA, Bl
0, stable-5.7,

1.1.1. Logging 5.9.7

& TR AE$E OpenShift Logging 25 1MEE 5.9.7,

1111 BFERES

ELLREHZ AL, 2 Fluentd FAVEIRER SRR EY

i, clusterlogforwarder.spec.outputs.http.timeout SH AN FHE Fluentd BEZiE, MM E
HTTP BBE#RENRELE. EiXMRAH, clusterlogforwarder.spec.outputs.http.timeout 4
RWEFRNA, IR Fluentd EIETEEREN, FHRER-HNEELIE HTTP E#, (LOG-6125)

ELLREFZ AL, EEBRIFARIE URL EXBER TR TLS 584, W3R URL &BLLts FF
g, NI SSL E#EH IR, EXNRAAR, RBEERIE URL KL tls FFIARS, FSRM TLS #849, ML
FhiE SSL iE#E 1R, (LOG-6041)

11.1.2. CVE

5%

CVE-2024-6104
CVE-2024-6119
CVE-2024-34397
CVE-2024-45296
CVE-2024-45490
CVE-2024-45491
CVE-2024-45492
CVE-2024-45801

AXTERDITANIENES, HEE BT,

1.1.2. Logging 5.9.6


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2024:7324
https://issues.redhat.com/browse/LOG-6125
https://issues.redhat.com/browse/LOG-6041
https://access.redhat.com/security/cve/CVE-2024-6104
https://access.redhat.com/security/cve/CVE-2024-6119
https://access.redhat.com/security/cve/CVE-2024-34397
https://access.redhat.com/security/cve/CVE-2024-45296
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/cve/CVE-2024-45801
https://access.redhat.com/security/updates/classification/#moderate
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& 1ThRAE$E OpenShift Logging B2 IRMEE 5.9.6,

1.2 BFERES

EWREHF A, WERBERZ secret B, MMSBIEKRBIELARE, EXDRES, 4
secret [HEBUNS, RERWEHT pod, MWERKEREFMEFHH secret, (LOG-5525)

LR EFZA], MELLEBBNSEENETHSS)NFERE. EXNRAHR, THEENS
HENFZRESBINRNNNTSS, HIR Vector BATIERAEN, (LOG-5602)

FEHOREH 2R, EFRAIESRTENIEIEFREE (A0 .responseStatus.code: 403) , EiXH
kA, drop iTiESRAIUGXLEEEEIIE, (LOG-5815)

FEHREHZA, WEHFEARAKERKEFITEE, MITHLERHEERSNERNE, £
XANMRAR, WEHITEENT RO, UEFhEER S EENBR K IESE, (LOG-
5866)

EWREH 2RI, EHAIE AMD64 5244 (40 Azure Resource Manager (ARM)sX PowerPC) #
£ %, must-gather TESXN, EXNRAR, ZTEREZITHRGNBIERFZRN, HER
TR F RGO RR R ARSI, K& foF must-gather 7£ ARM 1 PowerPC ¥ & EEFIZ1T,
(LOG-5997)

FIREH AT, BERA2ER ARSI MTEIR R FRLEN, X MREH,
BE5 B E LR E R F FFIaB9BRRIC X BIiF, (LOG-6016)

ELREHF A, ZNERBEEEEA ClusterLogForwarder FHEE i & S BIIEER,
RN BEHEKRNET, EXNREAF, EEEMKREFTEENER FEMK. (LOG-6033)

TELREHF A, WESS Pod %% PreferredScheduling 5Ef#, 7EiX kA
i, PreferredScheduling 2 #75INZE| collector daemonset A, (LOG-6023)

11.2.2. CVE

CVE-2024-0286

CVE-2024-2398

CVE-2024-37370

CVE-2024-37371

1.1.3. Logging 5.9.5

& fThRAE$E OpenShift Logging B2 1RMEE 5.9.5

11.3.1. BEFERES

EHOREHTZ AL, LokiHost IR EHMEE K42 F 3 Loki Operator FRIFTIIEIR. EiXAD
kA, Operator MIREFMIR T ES &M, (LOG-5855)

ELRE 2R, Loki Operator TERIEKRINAT EF A EEUN T L ER, EXDRA
B, Loki Operator @& — N ERE X, ©RTE Loki EFHEEHNMAER. (LOG-5895)

TELRE#T 2B, Loki Operator #E LokiStack Route ¥R EZE R M, MMSEBRBEEXE
F, EXPNHRAA, Loki Operator AEEE Route SR, MR T XA, (LOG-5945)


https://access.redhat.com/errata/RHBA-2024:6095
https://issues.redhat.com/browse/LOG-5525
https://issues.redhat.com/browse/LOG-5602
https://issues.redhat.com/browse/LOG-5815
https://issues.redhat.com/browse/LOG-5866
https://issues.redhat.com/browse/LOG-5997
https://issues.redhat.com/browse/LOG-6016
https://issues.redhat.com/browse/LOG-6033
https://issues.redhat.com/browse/LOG-6023
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-37370
https://access.redhat.com/security/cve/CVE-2024-37371
https://access.redhat.com/errata/RHBA-2024:5122
https://issues.redhat.com/browse/LOG-5855
https://issues.redhat.com/browse/LOG-5895
https://issues.redhat.com/browse/LOG-5945
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11.3.2. CVE

3'?’0

1.1.4. Logging 5.9.4

& TR A E$E OpenShift Logging B2 1REE 5.9.4

11.4.1. BFERES

o TEHREHFZA, HIRENCHBNEEESR SR OCP Mk, X MhRAF, HuEm LABA Lk
HIARE, FHERAFBRERER, (LOG-5373)

o TEHREFHF A, EEINEPEE - WIEMFHEISELAETREN RSFBURESRPEHI—ME
o EIXMRAAR, BCERENAIHBERIESRFEREMBNIEE, (LOG-5524)

o TFHREHF A, FE—NRHERMILAFEABEFEN pod, BMFEEIIEEEKBE. EXMR
A, XANEHSHEERR, SRVFEFIE pod, (LOG-5697)

o TELLREH I, INRTEEA cloud-credentials-operator BIELEEH3EM CredentialRequest 1
¥, Loki Operator &AgIT, FEiXMRAH, CredentialRequest #li&RIE/FAT cloud-
credentials-operator FIEME AR FEAM, (LOG-5701)

o TELLREHZAI, BHFRILHK Operator RN I IBERF MM EEMRS, EXMRAH, (UFR
Mr 2l 2 R B &S0 R (URIRBIEE B AL ST, (LOG-5702)

o I REF 2RI, ClusterLogForwarder TESE SR BEMMAEFSIAT —PNEIANKEE, XEEERE
RFC3164 #l1&, 1EXMhAR, FAMEREHEMER, MMART XNAE, (LOG-5707)

o TEIMREFZAI, {EH LOG-5308 —#B4>, Mikk grafana-dashboard-cluster-logging #J
seeding RIRIFHTHE B (UFRIRHI greenfield B8F., FEXMRAH, Logging Operator *7EFFA
it seed (YRR, HULEHEHNER, (LOG-5747)

o TEIREFZAEI, LokiStack fk4 Volume API IEEH, X&SHLL TR - 404 not found, 7
XAMRRAH, Lokial R AFE API, MR T iXANAE, (LOG-5749)

1.1.4.2. CVE

CVE-2024-24790

1.1.5. Logging 5.9.3

& fThRA B $E OpenShift Logging 25 1%EE 5.9.3

11.5.1. EFE A ES

o I REH A, BLE LokiStack ifE /5 Ingesters — IR, FH Loki Operator &4F write-
ahead log replay_memory_ceiling % &5 1x.demo X/, EXMhRAS, BT
replay_memory_ceiling H&/MEEE I, LUERIER, (LOG-5614)

o TEULREHZAL, FIEMEE Vector WS ZPIRE. EiXDhRAR, =LUREMER
Vector IR SRHIE Zoh RN, XIRE 7T IR MINEE, HEBIRGUKEARIZT. (LOG-
5586)

1.1.5.2. CVE


https://access.redhat.com/errata/RHBA-2024:4333
https://issues.redhat.com/browse/LOG-5373
https://issues.redhat.com/browse/LOG-5524
https://issues.redhat.com/browse/LOG-5697
https://issues.redhat.com/browse/LOG-5701
https://issues.redhat.com/browse/LOG-5702
https://issues.redhat.com/browse/LOG-5707
https://issues.redhat.com/browse/LOG-5308
https://issues.redhat.com/browse/LOG-5747
https://issues.redhat.com/browse/LOG-5749
https://access.redhat.com/security/cve/CVE-2024-24790
https://access.redhat.com/errata/RHBA-2024:3736
https://issues.redhat.com/browse/LOG-5614
https://issues.redhat.com/browse/LOG-5586
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CVE-2024-2961

CVE-2024-28182

CVE-2024-33599

CVE-2024-33600

CVE-2024-33601

CVE-2024-33602

11.6. H Ib\lﬂi 5.9.2

& fThRAE$E OpenShift Logging B2 1RMEE 5.9.2

11.6.1. BFHERES

TELREF 28I, F5 ClusterLogForwarder CR FRIELE A IER, X Logging Operator B9
E& KQ%EIBQQ .Jtt ﬂ'%@u H /b\lﬂ%Aﬂﬂ'UB% daemonset J‘I&%%ﬁo Tﬁi’l\ﬁﬁzﬁﬂh H lu\iﬂi
Operator KEHOIEIEESS daemonset, FRIFHIN Not authorized to collect 5%, (LOG-
4910)

ELOREHZA, RN Vector BEMESRFHEBERER, TELERT, RENEMELBERE
XHEWEAERINARFERS, EIXMRAS, Vector BEWE IR EDE o B T EEAYE
R BEX ., (LOG-5156)

FEHREHZAE, HFEILK Operator A& i1 grafana-dashboard-cluster-logging fc & B4t
MER, EXMRAH, BEILE Operator 21412 ConfigMap X RAMEN, BRERGEFER
S HEW M N EEMRFHEN. (LOG-5308)

FEHREHZAE, HEILK Operator WigIrEASRIEGANFE SR ERE I BZNETR. &
XANMAR, BREILE Operator AR &SI B@ENIETR. (LOG-5426)

TELLEE AT, Fluentd out http AR 7ZB8 no_proxy MR E, TEXMARAH, Fluentd %
ruby B HTTP#start /5517 T8RS no_proxy IMELE, (LOG-5466)

1.1.6.2. CVE

CVE-2022-48554

CVE-2023-2975

CVE-2023-3446

CVE-2023-3817

CVE-2023-5678

CVE-2023-6129

CVE-2023-6237

CVE-2023-7008

CVE-2023-45288


https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2933
https://issues.redhat.com/browse/LOG-4910
https://issues.redhat.com/browse/LOG-5156
https://issues.redhat.com/browse/LOG-5308
https://issues.redhat.com/browse/LOG-5426
https://issues.redhat.com/browse/LOG-5466
https://access.redhat.com/security/cve/CVE-2022-48554
https://access.redhat.com/security/cve/CVE-2023-2975
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-6129
https://access.redhat.com/security/cve/CVE-2023-6237
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-45288
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CVE-2024-0727

CVE-2024-22365
CVE-2024-25062
CVE-2024-28834

CVE-2024-28835

11.7. H&I123K 5.9.1

& ThRAE$E OpenShift Logging f2FiE1REE 5.9.1

1.1.7.1. TheEI®saE

TR REFZ AT, Loki Operator ¥ Loki E2i& /{#F Amazon Simple Storage Service (S3) BYE
FEREMNEIGR, SEB#HFH, EXPMRARF, Loki Operator BRIAH virtual-host F£3, MFE
FHEHREERE, (LOG-5401)

TEMREHZAL, Loki Operator AU UEFE secret AR Amazon Simple Storage Service
(S3) ifimo TEIXMMRAR, FIFTFZATHAR S3 imma— NMEMMI S3 URL, LokiStack R SE#HT
FIETEMITHE URL, (LOG-5395)

11.7.2. BFEREE

FMREH AT, LogQL FHTHIERSME R RPR— LTRSS, EXMRES, BITE
ERRETEIES, RNRERBENRETRE, (LOG-5268)

ELREHF A, %A T X pruneFilterSpec B prune 118284 58 segfault, TEIXMhRA
i, WNREBTIESSEAE LK puneFilterSpec, &HIKIEHE IR, (LOG-5322)

FELREFH A, %EE LK dropTestsSpec B drop it 22 5 M segfault, TEXhRAA,
INRBELITELS %A E LB puneFilterSpec, &H IR, (LOG-5323)

TEMREHZAL, Loki Operator AU UEFE secret AR Amazon Simple Storage Service
(S3) st URL #&=e TEXNARAR, S3ifim URL RETRIES T, ©RBRT LokiStack Bk
e (LOG-5397)

FEWREHZE, HitBEICKAREHN EEFE R S Red Hat OpenShift Logging
Operator HEFRHIL WARN § 2. 7EXMRAA, SJFHMRF LM ATHAEREBIEZEIE timestamp
FE&, (LOG-4672)

EIREH A, HIIE ClusterLogForwarder B5RZFAFN6 2 22 A58 A X N T IEMAIEE R
B, SHHERMH, EXMMAF, RAKKER—HEERFREEEEEEERBTIN
ClusterLogForwarder %R, #IR&H, BN TFEMBEEIR, (LOG-5062)

EWREH A, FHHEEEBENSIEIIEEEZE— TLSURL, BIff Amazon CloudWatch 8k Google
Cloud Logging EiR%5, EIZITARE URL, EX AR, 7E%F URL MRSHISIEZHEART
W, HEREHERRE NI, (LOG-5307)

LR EH R, E LEMBEHHALRBEAIAMESHIRBETFNE, EXMREP, £E
HERR B RID SRR S LA R R B P S, (LOG-5309)

11.7.3. CVE


https://access.redhat.com/security/cve/CVE-2024-0727
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-28835
https://access.redhat.com/errata/RHSA-2024:2096
https://issues.redhat.com/browse/LOG-5401
https://issues.redhat.com/browse/LOG-5395
https://issues.redhat.com/browse/LOG-5268
https://issues.redhat.com/browse/LOG-5322
https://issues.redhat.com/browse/LOG-5323
https://issues.redhat.com/browse/LOG-5397
https://issues.redhat.com/browse/LOG-4672
https://issues.redhat.com/browse/LOG-5062
https://issues.redhat.com/browse/LOG-5307
https://issues.redhat.com/browse/LOG-5309
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%A CVE,

1.1.8. Logging 5.9.0

& fThRA B $E OpenShift Logging 2FiE1REE 5.9.0

1.1.8.1. fHB&:E@ A

Logging 5.9 X {THRAAEE OpenShift Elasticsearch Operator B #ThR A, B 2 51 B E10KhRAH
OpenShift Elasticsearch Operator 2% #F, BEEIBKRILKRAH EOL Fik, ERILMER Loki
Operator {25 OpenShift Elasticsearch Operator WER AREEEKINBEEFH. WHEEXEEIIRE
A BHNESER, ESHTA Agnostic Operator,

1.1.8.2. FAEA

1 Logging 5.9, Fluentd, Elasticsearch, Fluentd # Kibana B#F A, 11%I1E Logging 6.0 &
MR, 1% 6.0 NMi%5 LU OpenShift Container Platform i A—iE iR, LB MAELRILITE
o B ER AP LA (R R B R LA BB CVE IRFHERMEE X, (BXLAMNTBIRGIIESE
3. H Red Hat OpenShift Logging Operator #1 LokiStack 12 #tHIEF Vector BYUREE2F0 Loki
Operator 2 #tHY LokiStack & B EE & MEFMEBIE L Operator, i 1&XmFATA A EHH Vector
N Loki A&, R NXMHERFFELH—FH1TH0H,

£ Logging 5.9 #, Splunk it XYM Fields £ TT& B LI, HIMEFH. ©FRELUERNLITHR
AN AR

1.1.8.3. TheEB 7m

11.8.3.1. B&&4E

10

L ThEEIR 5 38 AN T fsE FA T4F f M o EIRRIEE A A drop =k prune BEMITHEE e
WERMZBEMBAE (NBEEHEFRAE) MEHITEE (W kube api =% ovn El,b\) TXH&$$A
B, (LOG-2155)

LE385E 5| A T — TR TR B & B ES (syslog #ER), AT LUFHEEE Nl M A Fima,
RFABREFEREBILTE (M rsyslog) A% syslog BiE. (LOG-3527)

EXMhRAS, ClusterLogForwarder API iﬁ?’z‘ﬁﬁu Azure Monitor Bi&, NAFIRHEEIFH
URIEThEE, LEThRERTASBOFE P 4ET BRI ROUMERE, FHEI{E Azure Monitor FEYH E DT TR,
MR AR AR FHR S IR E R, (LOG- 4605)

LhThEE I s @ R B B E N AW N EIAM B ERIEE AR HRA AR, 4
ClusterLogForwarder B E X FIR (CR) FE XM —H AR SRR FEMAMAREME TR L
FERASTIAREN, SEIXMER, L, UXFHARXBEANRERTRERENXHERL
EF AL, KFEEFEA logging.openshift.io/dev-preview-enable-collector-as-
deployment ;¥ fi# ;¥ f# ClusterLogForwarder CR, (LOG-4779)

tbThaE@sn 5| A T FERTA RV R B E LA P ECERIThAE, LUZEE A R B KIC KA
4, BR, EFRAFEENHEPERERICKRERM, (LOG-4843)

EXMhRAS, ClusterLogForwarder CR 8l — P& N AR A& ZEE (40
default. openshift* % kube* ) EENAREFHA, UEEFEZE—1TEF collect-infrastructure-
logs ABRARSIK . (LOG-4943)

teThaes@sn 5| A T WE—LHHRE (MRS, EEEN EMERERNE) B9Zh8E, UTE
BIESEURRE, LA, EIhREl SR —MRARR, waF'f”:iEmEﬁﬂig%DEl,.,\ﬁﬂ'riZlEﬂ AT


https://access.redhat.com/errata/RHBA-2024:1591
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://issues.redhat.com/browse/LOG-2155
https://issues.redhat.com/browse/LOG-3527
https://issues.redhat.com/browse/LOG-4605
https://issues.redhat.com/browse/LOG-4779
https://issues.redhat.com/browse/LOG-4843
https://issues.redhat.com/browse/LOG-4943

B1E LTED
1%, )30, AtLeastOnce LT EINE B EM &/ R PR, LMBEINESRES B LULEX
BHE, (LOG-5026)

LETHREIE 55 NN T =N FTEY Prometheus 21k, Z& B 7B X Elasticsearch. Fluentd # Kibana
FRAMER. (LOG-5055)

1.1.8.3.2. A&

LokiStack HRAYIX M iRIL R FATE VI3 MRFHERAFRINVERBNRD RThee, S Txf
OTEL B93z¥s, XAl it IR SR NG RN SUHMEB#E S, (LOG-4538)

tEThEEI@ 5w B 1 7 X Azure 1 AWS B SRS TN HSHKENIRE, BRT
STS B9 OpenShift Container Platform 4.14 R EFHIRA, AHFEFEETE LokiStack CR #Y
spec.storage.secret T/ CredentialMode: static J£f#, (LOG-4540)

TEXANRAA, Azure 77 secret FIEIEHRY &, HRELHIRKRRHUBRE S, (LOG-4571)

TEXAKRAA, Loki #Ni0 T X GCP T # B2 BEFRHLHI B9 LA T2 3. IX S VFRI s RixT
REMERS AT EMDRUEFRZRAS A, (LOG-4754)

11.8.4. BFHERES

FEHOREHZ A, BEILE must-gather BEWREFA T FIPS WERFEMRBE. XK
A, cluster-logging-rhel9-operator Fig{t 7 —/"#1H) oc &/ 7im, must-gather ATLATE FIPS
SHPEETHE, (LOG-4403)

LR EFT 2 A, LokiStack #NI2F pod FToiERF IPv6 pod IP #& b WA TFE pod BIER HTTP
URL, Ut[n[#5:B0ET 5 Prometheus AR AP EIHIIFIER KRN, FEXMhRA

B, LokiStack #I2% pod #F IPv6 pod IP HERIEAESH, MMARRTXANRE, IE, @i
5 Prometheus &AM AP ZIAHMNFNE RN TEAXFIRTE IPv4 IMER—FE, (LOG-4709)

EXNRAR, BHEICE must-gather B YAML ABE—1THSH, FEHAFAEE, EXNRA
, YAML ZRaWERE, ARIZXERERERE, (LOG-4792)

EWREH A, L5 ClusterLogForwarder CRE, % ClusterLogging.Spec.Collection
77 nil B, Red Hat OpenShift Logging Operator BIgE&# A nil pointer &, TEXMhRARH, X
AN A E 7E Red Hat OpenShift Logging Operator iR, (LOG-5006)

ELREBHFH A, TERFENEMBER S, Bt ClusterLogForwarder CR status FEX 253
resourceVersion /f Status S4 RN RIBMFLERH, XNTRERIB—NDEREHAE
He EXMEAR, FAERSEZEHRAL, UMEERGRFRDHAHAERFRL, (LOG-
5007)

EIREHF A, WELZHITHEE drop_newest KFRINERSNFEEE, MNMSBAEH
EBER, EXNHRAF, THRE NFERKRESRRIME, (LOG-5123)

LR EFZFI, openshift-operators-redhat 4 Z2 7] HY Loki Operator ServiceMonitor &
FF ST CA XHHITEMEIE, MF3 ServiceMonitor B2 & LB User Workload
Monitoring spec F Prometheus Operator BIlEE iR, 7EXNhRAH, openshift-operators-
redhat 34 22 8] #9 Loki Operator ServiceMonitor F17£3&;3 LocalReference % & 5| AR 55K
FI4hE secret, XTI AR Prometheus Operator i User Workload Monitoring spec BEh
40 |oki Operator ServiceMonitor, {# Prometheus BEf%3REX Loki Operator $8#5, (LOG-
5165)


https://issues.redhat.com/browse/LOG-5026
https://issues.redhat.com/browse/LOG-5055
https://issues.redhat.com/browse/LOG-4538
https://issues.redhat.com/browse/LOG-4540
https://issues.redhat.com/browse/LOG-4571
https://issues.redhat.com/browse/LOG-4754
https://issues.redhat.com/browse/LOG-4403
https://issues.redhat.com/browse/LOG-4709
https://issues.redhat.com/browse/LOG-4792
https://issues.redhat.com/browse/LOG-5006
https://issues.redhat.com/browse/LOG-5007
https://issues.redhat.com/browse/LOG-5123
https://issues.redhat.com/browse/LOG-5212
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o TELLIREFZAEI, Loki Operator ServiceMonitor FUECIE FIBES % Kubernetes Ak S5PLEC, MM
5B Loki Operator 81 % RIKE, 1EXMhRAAH, ServiceMonitor WEZE R 5% REIRIRS
i, (LOG-5212)

1.1.8.5. B[]
.

1.1.8.6. CVE

e (CVE-2023-5363

CVE-2023-5981

CVE-2023-46218

CVE-2024-0553

CVE-2023-0567

1.2. LOGGING 5.8

pa =

BEILREN— DAl RENAHRE, ©B—PAETF OpenShift Container Platform B
A AR, Red Hat OpenShift Container Platform 4 & EEABEE B T K IThRAFE R M,

pa =

stable JiE R N HAKIC KN RFIRAREEH. BERERGCEIRANEST, SO0HFT
4B stable-x.y, Hi x.y RRELZEMHE LTI EREFRRA, Bl
0, stable-5.7,

1.2.1. Logging 5.8.13

b & fTRRA B $E OpenShift Logging F2FEEHIAES 5.8.13 #1 OpenShift Logging F2FHH IR EE 5.8.13,

1.21.. BEFE A ES

o TELLREHZAL, 2 Fluentd FAVEUIRER SRR EY
i, clusterlogforwarder.spec.outputs.http.timeout S AN FHE Fluentd BZiE, MMSFE
HTTP BBE#RENRELE. EiXMRAH, clusterlogforwarder.spec.outputs.http.timeout 4
RIRIEMN A, AR Fluentd BIEIEEREN, HRIEA-EECE HTTP i£E#, (LOG-5210)

o T REFHZ A, Elasticsearch Operator A% HERFE A - BENF#MbR, E%BEMHE
RIEAZFHNERE, EXMRAR, Elasticsearch Operator =1E OpenShift Container
Platform hit7s 4.16 R B FIMRA P AR L FrELER, @RI M 2025 F 1 BB KA HER,
(LOG-5966)

o I REFH ~AEI, RedHat OpenShift Logging Operator £ OpenShift Container Platform kg4
416 REHMRABRATH, MMBALE Telco & MBI & B Logging 6.0 hi A SEAE AL,
TEIXNRAR, Red Hat OpenShift Logging Operator &3E7E OpenShift Container Platform ik
AR 416 #1417 #, MR T XA, (LOG-6103)
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https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:7237
https://access.redhat.com/errata/RHBA-2024:7230
https://issues.redhat.com/browse/LOG-5210
https://issues.redhat.com/browse/LOG-5966
https://issues.redhat.com/browse/LOG-6103

BI1E LTFD

TELREF 2 HI, OpenShift Container Platform fiZ 4.17 1 4.18 124 Elasticsearch
Operator, FhlE%Ek ServiceMesh. Kiali #1 Distributed Tracing, fEIXNhRAH, Elasticsearch
Operator BB OpenShift Container Platform k7 4.17 #1 418 ¥, MR T XA
B, FFIF ServiceMesh, Kiali #1 Distributed Tracing Operator ZEHHEE, (LOG-6134)

1.21.2. CVE

CVE-2023-52463
CVE-2023-52801
CVE-2024-6104
CVE-2024-6119
CVE-2024-26629
CVE-2024-26630
CVE-2024-26720
CVE-2024-26886
CVE-2024-26946
CVE-2024-34397
CVE-2024-35791
CVE-2024-35797
CVE-2024-35875
CVE-2024-36000
CVE-2024-36019
CVE-2024-36883
CVE-2024-36979
CVE-2024-38559
CVE-2024-38619
CVE-2024-39331
CVE-2024-40927
CVE-2024-40936
CVE-2024-41040
CVE-2024-41044
CVE-2024-41055

CVE-2024-41073
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https://access.redhat.com/security/cve/CVE-2023-52801
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https://access.redhat.com/security/cve/CVE-2024-36979
https://access.redhat.com/security/cve/CVE-2024-38559
https://access.redhat.com/security/cve/CVE-2024-38619
https://access.redhat.com/security/cve/CVE-2024-39331
https://access.redhat.com/security/cve/CVE-2024-40927
https://access.redhat.com/security/cve/CVE-2024-40936
https://access.redhat.com/security/cve/CVE-2024-41040
https://access.redhat.com/security/cve/CVE-2024-41044
https://access.redhat.com/security/cve/CVE-2024-41055
https://access.redhat.com/security/cve/CVE-2024-41073
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e CVE-2024-41096
o (CVE-2024-42082
o CVE-2024-42096
e CVE-2024-42102
e CVE-2024-42131
e CVE-2024-45490
® CVE-2024-45491
o CVE-2024-45492
® CVE-2024-2398
e CVE-2024-4032
e CVE-2024-6232
e C(CVE-2024-6345
® CVE-2024-6923
e CVE-2024-30203
e (CVE-2024-30205
e CVE-2024-39331
e CVE-2024-45490
® CVE-2024-45491

o CVE-2024-45492

g o
. BXRIBREWHBIFIMER, BEE MEMITIL

1.2.2. Logging 5.8.12

& fTHR A B¥E OpenShift Logging 25 1R1EE 5.8.12 1 OpenShift Logging 2 FiHIRIEE 5.8.12,

1221 BFEAES
o EMREH A, WNERFHEAYHE drop_newest HBHIANNE hRBESHERE, MASH

HEER, EXMhHAF, WERROHEKINITH, HAF sink<>.buffer ¥ EEE L, (LOG-
6026)

1.2.2.2. CVE

® CVE-2023-52771
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https://access.redhat.com/security/cve/CVE-2024-41096
https://access.redhat.com/security/cve/CVE-2024-42082
https://access.redhat.com/security/cve/CVE-2024-42096
https://access.redhat.com/security/cve/CVE-2024-42102
https://access.redhat.com/security/cve/CVE-2024-42131
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-30203
https://access.redhat.com/security/cve/CVE-2024-30205
https://access.redhat.com/security/cve/CVE-2024-39331
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/updates/classification/#moderate
https://access.redhat.com/errata/RHBA-2024:6459
https://access.redhat.com/errata/RHBA-2024:6094
https://issues.redhat.com/browse/LOG-6026
https://access.redhat.com/security/cve/CVE-2023-52771

B/1E ZITEL

CVE-2023-52880
CVE-2024-2398
CVE-2024-6345
CVE-2024-6923
CVE-2024-26581
CVE-2024-26668
CVE-2024-26810
CVE-2024-26855
CVE-2024-26908
CVE-2024-26925
CVE-2024-27016
CVE-2024-27019
CVE-2024-27020
CVE-2024-27415
CVE-2024-35839
CVE-2024-35896
CVE-2024-35897
CVE-2024-35898
CVE-2024-35962
CVE-2024-36003
CVE-2024-36025
CVE-2024-37370
CVE-2024-37371
CVE-2024-37891
CVE-2024-38428
CVE-2024-38476
CVE-2024-38538
CVE-2024-38540

CVE-2024-38544
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https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-26581
https://access.redhat.com/security/cve/CVE-2024-26668
https://access.redhat.com/security/cve/CVE-2024-26810
https://access.redhat.com/security/cve/CVE-2024-26855
https://access.redhat.com/security/cve/CVE-2024-26908
https://access.redhat.com/security/cve/CVE-2024-26925
https://access.redhat.com/security/cve/CVE-2024-27016
https://access.redhat.com/security/cve/CVE-2024-27019
https://access.redhat.com/security/cve/CVE-2024-27020
https://access.redhat.com/security/cve/CVE-2024-27415
https://access.redhat.com/security/cve/CVE-2024-35839
https://access.redhat.com/security/cve/CVE-2024-35896
https://access.redhat.com/security/cve/CVE-2024-35897
https://access.redhat.com/security/cve/CVE-2024-35898
https://access.redhat.com/security/cve/CVE-2024-35962
https://access.redhat.com/security/cve/CVE-2024-36003
https://access.redhat.com/security/cve/CVE-2024-36025
https://access.redhat.com/security/cve/CVE-2024-37370
https://access.redhat.com/security/cve/CVE-2024-37371
https://access.redhat.com/security/cve/CVE-2024-37891
https://access.redhat.com/security/cve/CVE-2024-38428
https://access.redhat.com/security/cve/CVE-2024-38476
https://access.redhat.com/security/cve/CVE-2024-38538
https://access.redhat.com/security/cve/CVE-2024-38540
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e (CVE-2024-38579
e (CVE-2024-38608
o (CVE-2024-39476
e CVE-2024-40905
e CVE-2024-409T1

e CVE-2024-40912
e CVE-2024-40914
e CVE-2024-40929
e CVE-2024-40939
® (CVE-2024-40941
e CVE-2024-40957
e CVE-2024-40978
e CVE-2024-40983
o CVE-2024-41041

e CVE-2024-41076
e CVE-2024-41090
® CVE-2024-41091

e CVE-2024-4210

o CVE-2024-42152

1.2.3. Logging 5.8.11

b & TRRA B $E OpenShift Logging F2FEEHIRAES 5.8.11 1 OpenShift Logging F2FEHIRAES 5.8.11,

1.2.3.1. BFERES

o EIMRBEFHFH A, ERELVIERE URL BB R FARM TLS 284, 1R URL &G L tIs FF
3k, MISSHSSL EHFHR, EXMNMrAH, REERIE URL L tls FFLE, FEHRHM TLS 8
7, Mmﬁm SSL iE#EH IR, (LOG-5139)

o TELLREEFTZAEI, Loki Operator FEJSUE RN EF HESHN AL EWR, EXMIRA
M, Loki Operator @& —MHVEIRE X, BRTE Loki ZFBESHMALER, (LOG-
5896)

o MEMREFH AL, 4.6 GA BRAEIE Elasticsearch Operator 5.8, BhlE%Z%& Service Mesh,

Kiali #1 Tracing &/ fh. 1EIXMNhRAH, Elasticsearch Operator 5.8 1£ 4.16 L2, MmfERT
XANAIRE, FRNX L BIRHENT Elasticsearch FZiERIZ ., (LOG-5911)
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https://access.redhat.com/security/cve/CVE-2024-38579
https://access.redhat.com/security/cve/CVE-2024-38608
https://access.redhat.com/security/cve/CVE-2024-39476
https://access.redhat.com/security/cve/CVE-2024-40905
https://access.redhat.com/security/cve/CVE-2024-40911
https://access.redhat.com/security/cve/CVE-2024-40912
https://access.redhat.com/security/cve/CVE-2024-40914
https://access.redhat.com/security/cve/CVE-2024-40929
https://access.redhat.com/security/cve/CVE-2024-40939
https://access.redhat.com/security/cve/CVE-2024-40941
https://access.redhat.com/security/cve/CVE-2024-40957
https://access.redhat.com/security/cve/CVE-2024-40978
https://access.redhat.com/security/cve/CVE-2024-40983
https://access.redhat.com/security/cve/CVE-2024-41041
https://access.redhat.com/security/cve/CVE-2024-41076
https://access.redhat.com/security/cve/CVE-2024-41090
https://access.redhat.com/security/cve/CVE-2024-41091
https://access.redhat.com/security/cve/CVE-2024-42110
https://access.redhat.com/security/cve/CVE-2024-42152
https://access.redhat.com/errata/RHBA-2024:5124
https://access.redhat.com/errata/RHBA-2024:5123
https://issues.redhat.com/browse/LOG-5139
https://issues.redhat.com/browse/LOG-5896
https://issues.redhat.com/browse/LOG-5911

BI1E LTFD

o JELLREFTZAL, LokiHost FHIRIKEFHER REF=FE Loki Operator FBITLRFEIF. 1EIXD
krA s, Operator MIREHMIBR T EEFKMH., (LOG-5857)

o TEIREFZHI, Loki Operator 1£ LokiStack Route iR EBEZA IR, MMSRBEELE
F, EXMhAAR, Loki Operator FEEE Route S, MR T XA, (LOG-5946)

1.2.3.2. CVE

o CVE-2021-47548
e CVE-2021-47596
o CVE-2022-48627
e (CVE-2023-52638
e (CVE-2024-4032
e CVE-2024-6409
e CVE-2024-21131

e CVE-2024-21138
e CVE-2024-21140
e CVE-2024-21144
o CVE-2024-21145
o CVE-2024-21147
e CVE-2024-24806
e CVE-2024-26783
® CVE-2024-26858
e CVE-2024-27397
e CVE-2024-27435
® CVE-2024-35235
® CVE-2024-35958
e CVE-2024-36270
e CVE-2024-36886
e CVE-2024-36904
e CVE-2024-36957
e (CVE-2024-38473

o CVE-2024-38474
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https://access.redhat.com/security/cve/CVE-2021-47596
https://access.redhat.com/security/cve/CVE-2022-48627
https://access.redhat.com/security/cve/CVE-2023-52638
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-6409
https://access.redhat.com/security/cve/CVE-2024-21131
https://access.redhat.com/security/cve/CVE-2024-21138
https://access.redhat.com/security/cve/CVE-2024-21140
https://access.redhat.com/security/cve/CVE-2024-21144
https://access.redhat.com/security/cve/CVE-2024-21145
https://access.redhat.com/security/cve/CVE-2024-21147
https://access.redhat.com/security/cve/CVE-2024-24806
https://access.redhat.com/security/cve/CVE-2024-26783
https://access.redhat.com/security/cve/CVE-2024-26858
https://access.redhat.com/security/cve/CVE-2024-27397
https://access.redhat.com/security/cve/CVE-2024-27435
https://access.redhat.com/security/cve/CVE-2024-35235
https://access.redhat.com/security/cve/CVE-2024-35958
https://access.redhat.com/security/cve/CVE-2024-36270
https://access.redhat.com/security/cve/CVE-2024-36886
https://access.redhat.com/security/cve/CVE-2024-36904
https://access.redhat.com/security/cve/CVE-2024-36957
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® (CVE-2024-38475
o CVE-2024-38477
e C(CVE-2024-38543
e (CVE-2024-38586
e (CVE-2024-38593
® (CVE-2024-38663

e (CVE-2024-39573

1.2.4. Logging 5.8.10

& fTHRAB$E OpenShift Logging F2FFiE R 1EE 5.8.10 1 OpenShift Logging f2FiH IR 1EE 5.8.10,

1.2.4.1. B Hn &

o MM RBEHFH AL, 1EEBEREH, LokiOperator EMRTMNEE, FEIb, Loki BEEMS
B, TEXMhRAH, Lokipod AILLXEREE. (LOG-5821)

1.2.4.2. BFEFES

o I REF 2RI, ClusterLogForwarder TESE 2 BEMMAEFSIAT —PNEIANRNEE, XEEERE
RFC3164 #li&, 1EXNhRAR, AR HEMER, MMARRT XA, (LOG-5647)

1.2.4.3. CVE

® CVE-2023-6597
e CVE-2024-0450
e CVE-2024-3651

e CVE-2024-6387
e CVE-2024-26735
e CVE-2024-26993
e (CVE-2024-32002
e (CVE-2024-32004
e (CVE-2024-32020
e CVE-2024-32021

® CVE-2024-32465

1.2.5. Logging 5.8.9

A ITRRAEFE OpenShift Logging BFHIREE 5.8.9 # OpenShift Logging F2FHHRAEER 5.8.9,
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https://access.redhat.com/security/cve/CVE-2024-32021
https://access.redhat.com/security/cve/CVE-2024-32465
https://access.redhat.com/errata/RHBA-2024:4334
https://access.redhat.com/errata/RHBA-2024:4335

B/1E RITEIL

1.2.5.1. BFERES

o TELLREF AL, FAE—NRHMKEEEFERABEEN pod, BIEEIIEZ4EMBE . XM R
Ah, XANEHEEARR, RIFEFE]ZE pod. (LOG-5698)

o TEIREFZAEI, LokiStack it Volume API IERH, X2 FEHULTE R : 404 not found, 7E
XAMRAR, Lokial 2AFF4E API, Mﬁ'ﬁﬁ@ﬁ&?:‘zﬂ\rﬂ%ﬂo (LOG 5750)

o TELLREFH2HI, Elasticsearch operator EAREEFIEINMIE R FEEFERSIK 7 EHE, E

Itt, kube-controller-manager EE%?@'JLHE%TFKF' secret, RN EFHEEILEE owning IRSS
MKF, FEXNHRAH, Elasticsearch operator A FiEE, MMARR T XA, (LOG-5776)

1.2.5.2. CVE

® CVE-2023-6597
e CVE-2024-0450
® CVE-2024-365T

e CVE-2024-6387
e (CVE-2024-24790
e CVE-2024-26735
e CVE-2024-26993
e (CVE-2024-32002
e CVE-2024-32004
e (CVE-2024-32020
e CVE-2024-32021

o CVE-2024-32465

1.2.6. Logging 5.8.8

L& ITRRASIE OpenShift Logging F2FHE1REE 5.8.8 #1 OpenShift Logging F2FE1REE 5.8.8,

1.2.6.1. BFERES

o I REFH A, EE LokiStack ITE /S Ingesters B—MEIR, K4 Loki Operator &4 write-
ahead log replay_memory_ceiling % &% 1x.demo X/, EXNhRAS, BT
replay_memory_ceiling H&/MEEE I, LUERIER, (LOG-5615)

1.2.6.2. CVE

e CVE-2020-15778
e CVE-2021-43618

e CVE-2023-6004
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https://issues.redhat.com/browse/LOG-5698
https://issues.redhat.com/browse/LOG-5750
https://issues.redhat.com/browse/LOG-5776
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-6387
https://access.redhat.com/security/cve/CVE-2024-24790
https://access.redhat.com/security/cve/CVE-2024-26735
https://access.redhat.com/security/cve/CVE-2024-26993
https://access.redhat.com/security/cve/CVE-2024-32002
https://access.redhat.com/security/cve/CVE-2024-32004
https://access.redhat.com/security/cve/CVE-2024-32020
https://access.redhat.com/security/cve/CVE-2024-32021
https://access.redhat.com/security/cve/CVE-2024-32465
https://access.redhat.com/errata/RHBA-2024:3737
https://access.redhat.com/errata/RHBA-2024:3738
https://issues.redhat.com/browse/LOG-5615
https://access.redhat.com/security/cve/CVE-2020-15778
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2023-6004
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CVE-2023-6597

CVE-2023-6918

CVE-2023-7008

CVE-2024-0450

CVE-2024-2961

CVE-2024-22365

CVE-2024-25062

CVE-2024-26458

CVE-2024-26461

CVE-2024-26642

CVE-2024-26643

CVE-2024-26673

CVE-2024-26804

CVE-2024-28182

CVE-2024-32487

CVE-2024-33599

CVE-2024-33600

CVE-2024-33601

CVE-2024-33602

1.2.7. Logging 5.8.7

b & TR A B & OpenShift Logging 2R 1R EE 5.8.7 KL EH # OpenShift Logging IRFHIRMEE

5.8.7,

1271 BFEREE

20

FELREBHF A, MREBEWE <type> HE (it EZRIIsKSHFERF) , elasticsearch-
im-<type>-* pod KM, FEXMhRAF, EEEFWE <type> BERT, pod FERKN, (LOG-
4949)

FELREFH 2 fl, FHEENIIEhEEEE— SSL/TLS URL, BIfE Amazon CloudWatch 5%
Google Cloud Logging ZMR%5, EXITAEE URL, EXMNRAR, 1E5%E URL BIARSHIISIE
EEHARRWGE, HiREESE N, (LOG-5467)

FEHOREHZA, BEILK Operator WigIME RGN A E R SR eik G 2N ER. 7
XA, BEICS Operator AR & T BEMIEFR, (LOG-5471)

ELREFH 2 A, R ClusterLogForwarder CR FEIBELE RN IEHS, *f Logging Operator 95


https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2023-6918
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-26458
https://access.redhat.com/security/cve/CVE-2024-26461
https://access.redhat.com/security/cve/CVE-2024-26642
https://access.redhat.com/security/cve/CVE-2024-26643
https://access.redhat.com/security/cve/CVE-2024-26673
https://access.redhat.com/security/cve/CVE-2024-26804
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-32487
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2932
https://access.redhat.com/errata/RHBA-2024:2931
https://issues.redhat.com/browse/LOG-4949
https://issues.redhat.com/browse/LOG-5467
https://issues.redhat.com/browse/LOG-5471

BI1E LTFD

WEEHEER, Eit, AHIBFICEEMER daemonset IEESR, EXMRAS, BEFICE
Operator REH O INE 2R daemonset, FRIEHIN Not authorized to collect 5%, (LOG-
5514)

1.2.7.2. CVE

e CVE-2020-26555
e CVE-2021-29390
e CVE-2022-0480
e (CVE-2022-38096
e CVE-2022-40090
e CVE-2022-45934
e CVE-2022-48554
o C(CVE-2022-48624
e CVE-2023-2975
o C(CVE-2023-3446
e CVE-2023-3567
e CVE-2023-3618
e CVE-2023-3817
e CVE-2023-4133
e CVE-2023-5678
e CVE-2023-6040
e CVE-2023-6121

e CVE-2023-6129
e CVE-2023-6176
® CVE-2023-6228
® CVE-2023-6237
e CVE-2023-6531

e CVE-2023-6546
® CVE-2023-6622
e CVE-2023-6915

e CVE-2023-6931
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https://issues.redhat.com/browse/LOG-5514
https://access.redhat.com/security/cve/CVE-2020-26555
https://access.redhat.com/security/cve/CVE-2021-29390
https://access.redhat.com/security/cve/CVE-2022-0480
https://access.redhat.com/security/cve/CVE-2022-38096
https://access.redhat.com/security/cve/CVE-2022-40090
https://access.redhat.com/security/cve/CVE-2022-45934
https://access.redhat.com/security/cve/CVE-2022-48554
https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-2975
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3567
https://access.redhat.com/security/cve/CVE-2023-3618
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4133
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-6040
https://access.redhat.com/security/cve/CVE-2023-6121
https://access.redhat.com/security/cve/CVE-2023-6129
https://access.redhat.com/security/cve/CVE-2023-6176
https://access.redhat.com/security/cve/CVE-2023-6228
https://access.redhat.com/security/cve/CVE-2023-6237
https://access.redhat.com/security/cve/CVE-2023-6531
https://access.redhat.com/security/cve/CVE-2023-6546
https://access.redhat.com/security/cve/CVE-2023-6622
https://access.redhat.com/security/cve/CVE-2023-6915
https://access.redhat.com/security/cve/CVE-2023-6931

OpenShift Container Platform 4.13 B %

e (CVE-2023-6932

e (CVE-2023-7008

e (CVE-2023-24023
e (CVE-2023-25193
e CVE-2023-25775
o (CVE-2023-28464
e (CVE-2023-28866
e (CVE-2023-31083
e CVE-2023-31122

e (CVE-2023-37453
e (CVE-2023-38469
e (CVE-2023-38470
e CVE-2023-38471
e (CVE-2023-38472
e (CVE-2023-38473
e (CVE-2023-39189
e (CVE-2023-39193
e CVE-2023-39194
e CVE-2023-39198
e (CVE-2023-40745
e CVE-2023-4175

o CVE-2023-42754
e CVE-2023-42756
e CVE-2023-43785
e (CVE-2023-43786
e CVE-2023-43787
e CVE-2023-43788
e CVE-2023-43789

e (CVE-2023-45288

22


https://access.redhat.com/security/cve/CVE-2023-6932
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-24023
https://access.redhat.com/security/cve/CVE-2023-25193
https://access.redhat.com/security/cve/CVE-2023-25775
https://access.redhat.com/security/cve/CVE-2023-28464
https://access.redhat.com/security/cve/CVE-2023-28866
https://access.redhat.com/security/cve/CVE-2023-31083
https://access.redhat.com/security/cve/CVE-2023-31122
https://access.redhat.com/security/cve/CVE-2023-37453
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/security/cve/CVE-2023-39189
https://access.redhat.com/security/cve/CVE-2023-39193
https://access.redhat.com/security/cve/CVE-2023-39194
https://access.redhat.com/security/cve/CVE-2023-39198
https://access.redhat.com/security/cve/CVE-2023-40745
https://access.redhat.com/security/cve/CVE-2023-41175
https://access.redhat.com/security/cve/CVE-2023-42754
https://access.redhat.com/security/cve/CVE-2023-42756
https://access.redhat.com/security/cve/CVE-2023-43785
https://access.redhat.com/security/cve/CVE-2023-43786
https://access.redhat.com/security/cve/CVE-2023-43787
https://access.redhat.com/security/cve/CVE-2023-43788
https://access.redhat.com/security/cve/CVE-2023-43789
https://access.redhat.com/security/cve/CVE-2023-45288

CVE-2023-45863

CVE-2023-46862

CVE-2023-47038

CVE-2023-51043

CVE-2023-51779

CVE-2023-51780

CVE-2023-52434

CVE-2023-52448

CVE-2023-52476

CVE-2023-52489

CVE-2023-52522

CVE-2023-52529

CVE-2023-52574

CVE-2023-52578

CVE-2023-52580

CVE-2023-52581

CVE-2023-52597

CVE-2023-52610

CVE-2023-52620

CVE-2024-0565

CVE-2024-0727

CVE-2024-0841

CVE-2024-1085

CVE-2024-1086

CVE-2024-2101

CVE-2024-21012

CVE-2024-21068

CVE-2024-21085

CVE-2024-21094

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2023-45863
https://access.redhat.com/security/cve/CVE-2023-46862
https://access.redhat.com/security/cve/CVE-2023-47038
https://access.redhat.com/security/cve/CVE-2023-51043
https://access.redhat.com/security/cve/CVE-2023-51779
https://access.redhat.com/security/cve/CVE-2023-51780
https://access.redhat.com/security/cve/CVE-2023-52434
https://access.redhat.com/security/cve/CVE-2023-52448
https://access.redhat.com/security/cve/CVE-2023-52476
https://access.redhat.com/security/cve/CVE-2023-52489
https://access.redhat.com/security/cve/CVE-2023-52522
https://access.redhat.com/security/cve/CVE-2023-52529
https://access.redhat.com/security/cve/CVE-2023-52574
https://access.redhat.com/security/cve/CVE-2023-52578
https://access.redhat.com/security/cve/CVE-2023-52580
https://access.redhat.com/security/cve/CVE-2023-52581
https://access.redhat.com/security/cve/CVE-2023-52597
https://access.redhat.com/security/cve/CVE-2023-52610
https://access.redhat.com/security/cve/CVE-2023-52620
https://access.redhat.com/security/cve/CVE-2024-0565
https://access.redhat.com/security/cve/CVE-2024-0727
https://access.redhat.com/security/cve/CVE-2024-0841
https://access.redhat.com/security/cve/CVE-2024-1085
https://access.redhat.com/security/cve/CVE-2024-1086
https://access.redhat.com/security/cve/CVE-2024-21011
https://access.redhat.com/security/cve/CVE-2024-21012
https://access.redhat.com/security/cve/CVE-2024-21068
https://access.redhat.com/security/cve/CVE-2024-21085
https://access.redhat.com/security/cve/CVE-2024-21094
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CVE-2024-22365

CVE-2024-25062

CVE-2024-26582

CVE-2024-26583

CVE-2024-26584

CVE-2024-26585

CVE-2024-26586

CVE-2024-26593

CVE-2024-26602

CVE-2024-26609

CVE-2024-26633

CVE-2024-27316

CVE-2024-28834

CVE-2024-28835

1.2.8. Logging 5.8.6

b & 1THRA 8 $E OpenShift Logging 25118 E 5.8.6 L2 EH # OpenShift Logging IRFHEIRHMEE
5.8.6,

1.2.8.1. ThaEei8nm

TEMWREHZAL, Loki Operator AU UEFE secret HH{EFAR Amazon Simple Storage Service
(S3) Ifime TEIXMNRAR, FIET 2R S3 inmE— N AW S3 URL, LokiStack R SEHT
RIETEMITHE URL, (LOG-5392)

TR REFZ AT, Loki Operator ¥ Loki E2i& /{#F Amazon Simple Storage Service (S3) BYE
FEERMINIEITA], SEHFA. TXMRAR, Loki Operator BRIAA virtual-host 3, MFE
FEREERE, (LOG-5402)

1.2.8.2. BFHHRES

24

LR EFH 2 HI, openshift-operators-redhat 44 22 (3| R Elastisearch Operator
ServiceMonitor {# A &S S EFIUE TG (CA)SXHHIT B MIIE, MnFEK
ServiceMonitor EZi& 789 Prometheus Operator IR, EIXMRAR, openshift-
operators-redhat % 22 5] A Y Elastisearch Operator ServiceMonitor I 1E &1
LocalReference IR 35| AR5 5 h& secret, X EF Y Prometheus Operator FHJ User
Workload Monitoring #4& B Zh 4L Elastisearch Operator ServiceMonitor, jX®[ il
Prometheus #2EX Elastisearch Operator &5, (LOG-5164)

TEMHREHZAL, Loki Operator AU UEFE secret HF{EFAR Amazon Simple Storage Service
(S3) s URL #&3, FEX AR, S3ifm URL RATKIES Y, ©&MT LokiStack FIHR
Bo (LOG-5398)


https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-26582
https://access.redhat.com/security/cve/CVE-2024-26583
https://access.redhat.com/security/cve/CVE-2024-26584
https://access.redhat.com/security/cve/CVE-2024-26585
https://access.redhat.com/security/cve/CVE-2024-26586
https://access.redhat.com/security/cve/CVE-2024-26593
https://access.redhat.com/security/cve/CVE-2024-26602
https://access.redhat.com/security/cve/CVE-2024-26609
https://access.redhat.com/security/cve/CVE-2024-26633
https://access.redhat.com/security/cve/CVE-2024-27316
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-28835
https://access.redhat.com/errata/RHSA-2024:2094
https://access.redhat.com/errata/RHBA-2024:2095
https://issues.redhat.com/browse/LOG-5392
https://issues.redhat.com/browse/LOG-5402
https://issues.redhat.com/browse/LOG-5164
https://issues.redhat.com/browse/LOG-5398

B/1E RITEIL

1.2.8.3.CVE

o CVE-2023-4244
e (CVE-2023-5363
e CVE-2023-5717
e (CVE-2023-5981
® CVE-2023-6356
e (CVE-2023-6535
e (CVE-2023-6536
e (CVE-2023-6606
e CVE-2023-6610
e CVE-2023-6817
e CVE-2023-46218
e CVE-2023-51042
e CVE-2024-0193
e (CVE-2024-0553
e CVE-2024-0567

e CVE-2024-0646

1.2.9. Logging 5.8.5

& ThRAE$E OpenShift Logging 25 1EE 5.8.5,

1.29.1. BFHERES

o TELLREFH2HI, Loki Operator ServiceMonitor FIEZE A1 85 515% Kubernetes fRSSICEE, MM
53 Loki Operator 1E1MEZ RIS, TEXMhRAH, ServiceMonitor FIEZE R 5% FEITARSS
Lhg, (LOG-5250)

o TELLREFTZAI, MEMEBEEERHEA Loki 9EFNIMAHWEER, UREBHNER, WMEIT.
DEIMRA, EXNRAR, IIEMEEERTE Loki MERRINXLIFE, MMmERT XN
i, (LOG-5201)

o TEMIREFZAI, Loki Operator RIE pod @B IEMEIZTT, LAARE LokiStack @B EmM4E. &
XA R, BARE pod BB B, UUE LokiStack MIFEZEE R T HAHMPRE, (LOG-
5171)

o FEUIREHZA, MEBERZTENRSREAEBIER. EXNRES, B IHREH
HRWER AR, EANERRTEERBRER. (LOG-5044)
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https://access.redhat.com/security/cve/CVE-2023-4244
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5717
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6356
https://access.redhat.com/security/cve/CVE-2023-6535
https://access.redhat.com/security/cve/CVE-2023-6536
https://access.redhat.com/security/cve/CVE-2023-6606
https://access.redhat.com/security/cve/CVE-2023-6610
https://access.redhat.com/security/cve/CVE-2023-6817
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-51042
https://access.redhat.com/security/cve/CVE-2024-0193
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/errata/RHSA-2024:1474
https://issues.redhat.com/browse/LOG-5250
https://issues.redhat.com/browse/LOG-5201
https://issues.redhat.com/browse/LOG-5171
https://issues.redhat.com/browse/LOG-5044
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1.2.9.2.

1.2.10.

TELLIREEFTZ AT, Loki A Elasticsearch fill51 @ B A5 1%H maxOpenShiftVersion, M52
IncompatibleOperatorsinstalled Z4;, 7EiX AR, SIF 416 EATRASHH
maxOpenShiftVersion B4R T XA AL, (LOG-5272)

IR EHF R, WEEETSSHWEBEM linker 717, MM S Loki iE &7 buildDate #1
goVersion HZEFFFER, TXNhRAR, EHEEEFRMRDB linker FEARR T X0,
(LOG-5274)

Eltt,ﬁzE%ﬁzﬁu, LogQL TR R ME T R HERR — LT IESR. X hRAS, Baa
EmMAETEIES, ENRFREEHFRERE, (LOG-5270)

ELREFZ A, openshift-operators-redhat 3 Z2 7] HY Loki Operator ServiceMonitor {§
FF ST CA XHHITEMEIE, MF3X ServiceMonitor B2 & LB User Workload
Monitoring spec F Prometheus Operator BIlEE iR, 7EXThRAH, openshift-operators-
redhat #3422 (5| By Loki Operator ServiceMonitor II1E:@77 LocalReference *f 55| F iR 55k
P14 hE secret, XTI AR Prometheus Operator i User Workload Monitoring spec BEh

40 |oki Operator ServiceMonitor, {# Prometheus BEf%3REX Loki Operator $8f5, (LOG-
5240)

CVE

CVE-2023-5363
CVE-2023-5981
CVE-2023-6135
CVE-2023-46218
CVE-2023-48795
CVE-2023-51385
CVE-2024-0553
CVE-2024-0567
CVE-2024-24786

CVE-2024-28849

Logging 5.8.4

b &% TR A & & OpenShift Logging 2R 1#1EE 5.8.4,

1.2.10.1. BFHERES

26

FEHOREHZE, FAANARHEATEEEELRIMGRZER, MSBEEERECHBEEN
(A A RREVIE S T P T &, EXDARAR, FTE R OCP RATHAGRGRE IS IE
., (LOG-4905)

TELREFHr 2 HI, Cluster Logging Operator (XAEBRIA B EHiH 7 LokiStack 2R E X #F
LokiStack B8 E# ClusterRole, fEiXMhrAM, ABFEDHM N @ read l write, BEAABIR
ERINBEFHEAXEBESE, ERURIERNAEAR T, read ABRIERATILKIEHI ST
EEEKEE, (LOG-4987)


https://issues.redhat.com/browse/LOG-5272
https://issues.redhat.com/browse/LOG-5274
https://issues.redhat.com/browse/LOG-5270
https://issues.redhat.com/browse/LOG-5240
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2024-28849
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987

B/1E RITEIL

FEHREHZAE, Z0E IR AZEKZEZTE ClusterLogForwarders EE—/MRS5 EE X
ownerReferences M LRI, EXMhRAF, BMEVRSRHABEECHNRS, HAEN
<CLF.Name>-<input.Name>, (LOG-5009)

EWREH A, HEERE secret WiER T HEH, L E cloudwatch

iif, ClusterLogForwarder A&k &%, X MRAR, HBIELHE secret G HEHLE
cloudwatch B HITLL TR : secret must be provided for cloudwatch output, (LOG-
5021)

LR EFZ A, log_forwarder_input_info 2 3% application, infrastructure, 1 audit % A5
Preo TEXPMRAH, http BRI AERR, (LOG-5043)

1.2.10.2. CVE

CVE-2021-35937
CVE-2021-35938
CVE-2021-35939
CVE-2022-3545
CVE-2022-24963
CVE-2022-36402
CVE-2022-41858
CVE-2023-2166
CVE-2023-2176
CVE-2023-3777
CVE-2023-3812
CVE-2023-4015
CVE-2023-4622
CVE-2023-4623
CVE-2023-5178
CVE-2023-5363
CVE-2023-5388
CVE-2023-5633
CVE-2023-6679
CVE-2023-7104
CVE-2023-27043

CVE-2023-38409
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https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
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CVE-2023-40283

CVE-2023-42753

CVE-2023-43804

CVE-2023-45803

CVE-2023-46813

CVE-2024-20918

CVE-2024-20919

CVE-2024-20921

CVE-2024-20926

CVE-2024-20945

CVE-2024-20952

1.2.11. Logging 5.8.3

b & 1T A EHE Logging F2FHHIR1EE 5.8.3 # Logging Z£{8%E 5.8.3

1211 B ES

1.2.1.2.

28

FEHOREHTZ AT, HEE HILEE E X S3 IEFHIMA NN, Loki Operator & 1E ConfigMap
MBI AR BNELH B EHECE. X MRAA, Loki Operator RIEHH ConfigMap FIE L,
HENEHMERMWEE. (LOG-4969)

FERREH AL, EREER URL HIER TEREM Loki HilH R FBUIRESR Pod BRif. 1EX/MhR
A, HiHRRTE URL FIEHTHENBANIE, MR T XA, (LOG-4822)

TEIREH 2 A, Cluster Logging Operator R MR G IEE secret ARSI bearer S hERY
HIHERBESREEFTE. TXMRAFR, HEABRESMHEIE, MR T XA, (LOG-
4962)

EIREH A, HiHEH tis.insecureSkipVerify ZEER B E ) true, BERETE X secret, 7E
EXNRAR, FHEE— secret KIXBIXME, (LOG-4963)

FELREFH 2 FI, FHEBERFER TLS BMEIEMAZL(HTTP) URL AES., EiXhRA
F, NTLS BRRIFEEMNHEZREE—NELE(HTTPS) URL, (LOG-4893)

CVE

CVE-2021-35937
CVE-2021-35938
CVE-2021-35939
CVE-2023-7104

CVE-2023-27043


https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043

B/1E RITEIL

® (CVE-2023-48795
e CVE-2023-51385

e (CVE-2024-0553

1.2.12. Logging 5.8.2

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.8.2,

1.2.12.1. BFHERES

o TEULREFH AL, LokiStack #MI2§ pod AT IPv6 pod IP #& b AT pod BIER HTTP
URL, MM SBuET Prometheus A API ZIHHNIFIEIR KN, 1EIXMRAA, LokiStack
HN 28 pod ¥ IPV6 pod IP HEEIEATFESH, MMRR T XA, (LOG-4890)

o MEILREHZA, FRAAEHEEEEEZEYFIMEEE, NMSFBIEEEEECHBED
(AR RRBVIE R XA T E R, EXNAS, dREASEFEMIELE, MMAERT XM
B, (LOG-4947)

o I REFH AL, OpenShift Container Platform Web 2#I&# B &L EHEG AR RIFRE L

TREENRR, EXMRAR, ELEENLT RREMNSRHARINE OpenShift Container
Platform Web 1ZH &M B F IR EEHEH, (LOG-4912)

1.212.2. CVE

e CVE-2022-44638
e CVE-2023-1192

e CVE-2023-5345
e CVE-2023-20569
e CVE-2023-26159
e CVE-2023-39615

e CVE-2023-45871

1.2.13. Logging 5.8.1

b & {TRRA B $E OpenShift Logging F2FEH1AES 5.8.1 #1 OpenShift Logging 2 IREE 5.8.1
Kibana,

1.2.13.1. TheEIR im

1.2.13.1.1. BE&EES

o TEIXMNRAF, E1Y Vector BRiE HUNERERAT, &R LAE Red Hat OpenShift Logging Operator
RRINZEE, LUER secret RIEEMNTIERRBE SRS IR R T, (LOG-4780)

e TEXMRAF, BoltDB ShipperLoki (Y &RIR#EEE N Index (L FKMR, (LOG-4828)

29


https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
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1.2.13.2. BFHEIRES

M REH 2 A, ClusterLogForwarder 7£/5FH JSON BESETE0EZERE], BIFE LA
RIRHNEM., TEXMRAH, ClusterLogForwarder 27F write-index 7y 22 Bkt 185, (LOG-
4452)

TELREHTZ AT, Vector RENRMILE TEBIABELA, EXMRAH, @i ENRER
(regexp) #H1TBELHRMEEBERPBEEI 5, (LOG-4480)

FEHOREH A, EOERSIEXNIREH, BNEEHENMARFRS PRI &,

b, Kibana AP FTiAEA OpenShift Elasticsearch Operator OEREIERX, EXThRAS, &
OpenShift Elasticsearch Operator FURINERDE A%, MTIERR T XA, Kibana AP IIER
Lt aE {app,infra,audit}-000001 325|155 X, (LOG-4683)

TEMWREH AL, Fluentd I5E2R Pod 40 F CrashLoopBackOff 875, E 7y IPv6 E&F E#
Prometheus BRS5 28 E. EXMRAF, LR ATLUE IPve EFEFEEIIE, (LOG-4706)

TELREF 2 A, Red Hat OpenShift Logging Operator 27F ClusterLogForwarder F175 X
BT REDE, X NRAR, Red Hat OpenShift Logging Operator & ZB&fil 4 th A8 Y5
28 daemonset BRI EEH, (LOG-4741)

EMREH A, Vector BEINESRS pod 1 IBM Power #1283 L4 F CrashLoopBackOff 1A%,
FEXMHRASR, Vector BEWEESS Pod 7£ IBM Power 221 #185 ERZNE SN, (LOG-4768)

FELREFH 2 a, ERIERNE L 2R L BINER LokiStack 2 FBUEA Fluentd Hﬂl%%ﬁ Pod 4%
SSL UEREE R, TEXMhRAH, Eluﬂﬁl%%ﬁﬁﬁﬁ‘m%)jgkl)\ﬁﬁﬁ KBRS hEA ca.ort T D50
iF, (LOG-4791)

ELREFH A, FERIENER L 255 L BINER LokiStack 5 BUFEA Vector HS(%%E Pod 45X
SSL UEREE R, TEXMhRAH, Eluﬂﬁl%%ﬁﬁﬁﬁ‘m%)jgkl)\ﬁﬁﬁ KBRS hE ca.ort TR0
iE, (LOG-4852)

FEHOREHZE, EHNSMFFIHE—NHZENENG, TREHRBEN IPv6 ik, EXMRA
B, IPv6 it R IEIAEENT, (LOG-4811)

EHREF 2RI, EFEQE— ClusterRoleBinding 35 HTTP #4288 A EH AR, £
XAMRAR, REZEQE ClusterRoleBinding, F i m 24K T EEUEBIA N, (LOG-
4815)

TELLREFH 2 A, Loki Operator ARG B E X CA S4B EEEIFN pod, HIL, FEIFAZERSK
RN BT FRER, X REMERIREMW, EXDHRAF, Loki Operator f¥BE L CA 4 S
FHEIFRBHN pod, #MNEE pod AILAMI RFMHE TEBER, LUHEERIGCTKAN], (LOG-
4836)

EIREH 2RI, 1EMER ClusterLogForwarder #4 inputs.receiver Z33Ef, HTTP HiARRS
R HXELH secret RE#MIBR, EXNRAS, INREJBE, HTTP BIAKRSHMR, (LOG-
4612)

M REH 2 A, ClusterLogForwarder 15 RIKSHBIGIEEE R, (BEENEERSITEERR
B TER A, TEIXMRAR, EERESSE RN H, HIASGLIESS N Em R REHIE R
BE, (LOG-4821)

MR EH 2Rl BEoERREIM LogQL Eif) (FARESERES™E M) Bl T Fr% matcher
operator EXE, BERENRER—F, EXNRAF, ENREXZEFEEFEHNRER
25, (LOG-4841)

1.213.3. CVE
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https://issues.redhat.com/browse/LOG-4452
https://issues.redhat.com/browse/LOG-4480
https://issues.redhat.com/browse/LOG-4683
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4741
https://issues.redhat.com/browse/LOG-4768
https://issues.redhat.com/browse/LOG-4791
https://issues.redhat.com/browse/LOG-4852
https://issues.redhat.com/browse/LOG-4811
https://issues.redhat.com/browse/LOG-4815
https://issues.redhat.com/browse/LOG-4836
https://issues.redhat.com/browse/LOG-4612
https://issues.redhat.com/browse/LOG-4821
https://issues.redhat.com/browse/LOG-4841

CVE-2007-4559

CVE-2021-3468

CVE-2021-3502

CVE-2021-3826

CVE-2021-43618

CVE-2022-3523

CVE-2022-3565

CVE-2022-3594

CVE-2022-4285

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2023-0597

CVE-2023-1073

CVE-2023-1074

CVE-2023-1075

CVE-2023-1076

CVE-2023-1079

CVE-2023-1206

CVE-2023-1249

CVE-2023-1252

CVE-2023-1652

CVE-2023-1855

CVE-2023-1981

CVE-2023-1989

CVE-2023-2731

CVE-2023-3138

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2021-3502
https://access.redhat.com/security/cve/CVE-2021-3826
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-3523
https://access.redhat.com/security/cve/CVE-2022-3565
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1076
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1249
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1652
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-2731
https://access.redhat.com/security/cve/CVE-2023-3138
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e CVE-2023-3141

e CVE-2023-3161

e CVE-2023-3212

e (CVE-2023-3268
e (CVE-2023-3316
e (CVE-2023-3358
e (CVE-2023-3576
e CVE-2023-3609
e CVE-2023-3772
e CVE-2023-3773
e CVE-2023-4016
e CVE-2023-4128

e CVE-2023-4155

o CVE-2023-4194
e (CVE-2023-4206
e CVE-2023-4207
e CVE-2023-4208
e CVE-2023-4273

e CVE-2023-4641
o CVE-2023-22745
e (CVE-2023-26545
e CVE-2023-26965
e (CVE-2023-26966
® CVE-2023-27522
o CVE-2023-29491
e (CVE-2023-29499
e (CVE-2023-30456
e (CVE-2023-31486

e (CVE-2023-32324
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https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3316
https://access.redhat.com/security/cve/CVE-2023-3358
https://access.redhat.com/security/cve/CVE-2023-3576
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3773
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4194
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4273
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-26965
https://access.redhat.com/security/cve/CVE-2023-26966
https://access.redhat.com/security/cve/CVE-2023-27522
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-29499
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324

BI1E LTFIC

e (CVE-2023-32573
e CVE-2023-32611

e (CVE-2023-32665
e (CVE-2023-33203
e (CVE-2023-33285
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-34410
e (CVE-2023-35825
e (CVE-2023-36054
e (CVE-2023-37369
e (CVE-2023-38197
e (CVE-2023-38545
e (CVE-2023-38546
e CVE-2023-39191

e (CVE-2023-39975

o C(CVE-2023-44487

1.2.14. Logging 5.8.0

b & {TRRA B $E OpenShift Logging F2FE1RAES 5.8.0 #1 OpenShift Logging F2FH1AES 5.8.0
Kibana,

1.2.14.1. FRABEA

£ Logging 5.8 A, Elasticsearch. Fluentd # Kibana %% M, iTXI7E Logging 6.0 HfIF&, % 6.0 i/
%5 LAEBY OpenShift Container Platform hRA—#EIR . LLIEIGIE L AL 1T o B HA AR X Lo 2H R 1t
KR LW CVE BFHEIRMEEMZR, BXLHMEFMAEIREINEEEM M, B Red Hat OpenShift
Logging Operator #1 LokiStack 2 #tHIEF Vector BIUNEE23H] Loki Operator I24H LokiStack 2 H&
EEMEMERIE L Operator, A ISMIFTA B E M Vector 1 Loki HEHER, ENXMIERFFEHH—
St TR,

1.2.14.2. ThaEi8sa

1.2.14.2.. B&EES

o TEXMNRAF, LogFileMetricExporter FEBINFINE R —EHE., BEEFHUE—
LogFileMetricExporter B E X %R (CR), MiZ{TREREXIBEPERMIEIT. MREHOE
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https://access.redhat.com/security/cve/CVE-2023-32573
https://access.redhat.com/security/cve/CVE-2023-32611
https://access.redhat.com/security/cve/CVE-2023-32665
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33285
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-34410
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-36054
https://access.redhat.com/security/cve/CVE-2023-37369
https://access.redhat.com/security/cve/CVE-2023-38197
https://access.redhat.com/security/cve/CVE-2023-38545
https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-39191
https://access.redhat.com/security/cve/CVE-2023-39975
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHBA-2023:6139
https://access.redhat.com/errata/RHBA-2023:6134
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LogFileMetricExporter CR, f&RIEE&1E OpenShift Container Platform Web 1£#| & (U RIRFFH
£ Produced Logs #J No datapoints found § &, (LOG-3819)

o TEXNRAA, EMALIEEMGRZEFPEHESZ . BB RBAC {77H ClusterLogForwarder
BE LHFIR(CR)ER, XAVFMIIANENBATRL L EEM BN, RSEEES Mk
BREPERE. (LOG-1343)

BF

F 7% openshift-logging v 22 [A] A B ZT 4 6 42 22 (A R X FF S R BE A R L A Th
AE, IEWJIE# Red Hat OpenShift Logging Operator LU MIFRE L 221, 7E
#7189 Red Hat OpenShift Logging Operator kg4 5.8 i A~ Fh BRI\ 2 35 tLThAE

o TEXANhRANH, AT LA A R 2 2553 SRR A AL SR BRI R LUE 1 E FR B A B S IL R SRR SR S
K BEBIENS, HARFIF L MRE N ENAR 2T % Logging, Hit FREINIREIFEIR A4 EE
BEHNBENRE EERFE. (LOG-884)

o TEIX/MARAAH, EMELUSAEKEREE HER HTTP Hik, HEWAEEN HTTP IRS2E, #
#57 Webhook, (LOG-4562)

o TEIX/MARAA, &A]LAFDE & it BRbg it B AU EE 2R EL 4 HFLE Kubernetes #1 OpenShift API iR
&R EMH, (LOG-3982)

1.2.14.2.2. B

o TEIXANHRAH, Loki EIE G 0] LA FEAH b1zl if o] LUE T B F iy 4 Z2 (A 3% F 4T B &893 R AR
(LOG-3841)

o TEiX/NhRAH, Loki Operator 1 LokiStack R ZEH 5| A T PodDisruptionBudget E2i&, @itk
¥ ingestion F1 7 1A E& R 0] FI KR OpenShift Container Platform &2% & j5 H [F] IE B 12 /E,
(LOG-3839)

o TEIXMRAF, A LokiStack REERI R S @ I B A —HENIARY Affinity 1 Anti-Affinity ZRE&
ke THESUH, (LOG-3840)

o TEIX/NhRAH, MEELMEN LokiStack RHVEIE A EIE X RRAHBIBEHI, LUETE X KN 1855 7
Fit, (LOG-3266)

o TEXANRAA, INT —PMEHZZEFH/NIER LokiStack K/ (Ix.extra-small) , B©&ATF

RELVETEMEHFERNM ingestion B (&% 71 100GB/X) HJ OpenShift Container
Platform &8, (LOG-4329)

o TEXNhRAHR, Loki BEXEOIAILUIAIE A Loki (YRR, AEEFMMERIMENHENRRIRS,
(LOG-4327)

1.2.14.2.3. B&iEHElE

o TEXNhRAHR,  Elasticsearch @RRINKWBEEMEN, B HEBEKICFEZEHESES, (LOG-
3856)

o TEX/MRAF, OpenShift Container Platform K FAF2FFFTA & B LA/ OpenShift Container
Platform iR A& 4.14 & 2 [EHIRATE OpenShift Container Platform Web #%l#& Developer 11
PIEIRE TN AR B ENERR@EHM, (LOG-3548)

1.2.14.3. B /A&
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https://issues.redhat.com/browse/LOG-3819
https://issues.redhat.com/browse/LOG-1343
https://issues.redhat.com/browse/LOG-884
https://issues.redhat.com/browse/LOG-4562
https://issues.redhat.com/browse/LOG-3982
https://issues.redhat.com/browse/LOG-3841
https://issues.redhat.com/browse/LOG-3839
https://issues.redhat.com/browse/LOG-3840
https://issues.redhat.com/browse/LOG-3266
https://issues.redhat.com/browse/LOG-4329
https://issues.redhat.com/browse/LOG-4327
https://issues.redhat.com/browse/LOG-3856
https://issues.redhat.com/browse/LOG-3548

B/1E RITEIL

e B, EFALE Red Hat OpenShift Logging Operator iR7A 5.8 J&, Splunk B&E %4 ATRETEIE
BIE, XNFEZEM OpenSSL ARA 111 58l 3.0.7 RAIEKHY, TEEHTHI OpenSSL MRA
B, B PRIATHER, MREELF RFC5746 ¥R, NIIEHE] TLS 1.2 inm iR,
YERIGE AR TR, 1ETE Splunk HEC (HTTP Event Collector) I sRATX TLS 4 1E it #8315
FA TLS1.3 %, Splunk B—MNE=ARYE, ©RIZM Splunk IGELE.

e HAl, TR HTTP2 hlFmMZERHPEFE—TRIE, BOILUEREFESHEFTNSHRL BT
K, FILBENA X RST_STREAM HEZREVHEE. X NARS EBRFBEMAERRERTAIIE, M
S A MRS 2 FHREFEMIELRS . HANSARRALREMNAE, (LOG-4609)

o HAHI, H{EMA FluentD fENINEERRNT, YEESF Pod FBIETE OpenShift Container Platform IPv6-
enabled &£&8fH/55, pod HES4% MK fluentd pod [error]: unexpected error
error_class=SocketError error="getaddrinfo: Name or service not known %, HFI%E
R IR %, (LOG-4706)

e HiAl, BHRT IPve WER LS BEHEEM. JRPEEMRILNENAE. (LOG-4709)

e Hi#ll, must-gather TEEFEM T FIPS WERHPIREEMABS, EH cluster-logging-rhel9-
operator F R BFIER OpenSSL FE, HENEBEMBRL R AE, (LOG-4403)

o BHEI, YEERAT FIPS MERE EEE logging RA 5.8 I, WS Pod TixEsh, FHF

CrashLoopBackOff X%, ENF FluentD RYEINEESRR. HEDEBRRLLFFN AL, (LOG-
3933)

1.2.14.4. CVE

e CVE-2023-40217

1.3. LOGGING 5.7

BEILREN— DA RENABRE, ©B—DAETF OpenShift Container Platform #J
A AR, Red Hat OpenShift Container Platform 4 & EHABEE Bk T K IThRAFER M,

==

stable /i@ R N BERIC KRR AIRBEER, BRSIRE ZRIRAERT, EOO0T
RSB stable-x.y, H x.y KKRMEBELEMNBEICTHEMAFDRRA, 5l

0, stable-5.7,

1.3.1. Logging 5.7.15

& ThRAE$E OpenShift Logging 2FiE1MEE 5.7.15,

1.3.1.1. BEFERES

o I REFH A, EE LokiStack FTE /S Ingesters —MNEIR, K4 Loki Operator &4 write-
ahead log replay_memory_ceiling % &% 1x.demo X/, EXNhRAS, BT
replay_memory_ceiling H5/MEEE I, LUERIER, (LOG-5616)

1.3.1.2. CVE

® CVE-2019-25162
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https://datatracker.ietf.org/doc/html/rfc5746
https://issues.redhat.com/browse/LOG-4609
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4709
https://issues.redhat.com/browse/LOG-4403
https://issues.redhat.com/browse/LOG-3933
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2024:3739
https://issues.redhat.com/browse/LOG-5616
https://access.redhat.com/security/cve/CVE-2019-25162
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e CVE-2020-15778
e CVE-2020-36777
e CVE-2021-43618
e CVE-2021-46934
e CVE-2021-47013
e CVE-2021-47055
e CVE-2021-47118
e CVE-2021-47153
e CVE-2021-47171
e CVE-2021-47185
® CVE-2022-4645
e CVE-2022-48627
e CVE-2022-48669
e CVE-2023-6004
e C(CVE-2023-6240
e (CVE-2023-6597
e (CVE-2023-6918
e (CVE-2023-7008
e (CVE-2023-43785
e CVE-2023-43786
e (CVE-2023-43787
e (CVE-2023-43788
e (CVE-2023-43789
e C(CVE-2023-52439
e (CVE-2023-52445
e CVE-2023-52477
e CVE-2023-52513
e (CVE-2023-52520

e (CVE-2023-52528
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https://access.redhat.com/security/cve/CVE-2020-15778
https://access.redhat.com/security/cve/CVE-2020-36777
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2021-46934
https://access.redhat.com/security/cve/CVE-2021-47013
https://access.redhat.com/security/cve/CVE-2021-47055
https://access.redhat.com/security/cve/CVE-2021-47118
https://access.redhat.com/security/cve/CVE-2021-47153
https://access.redhat.com/security/cve/CVE-2021-47171
https://access.redhat.com/security/cve/CVE-2021-47185
https://access.redhat.com/security/cve/CVE-2022-4645
https://access.redhat.com/security/cve/CVE-2022-48627
https://access.redhat.com/security/cve/CVE-2022-48669
https://access.redhat.com/security/cve/CVE-2023-6004
https://access.redhat.com/security/cve/CVE-2023-6240
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2023-6918
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-43785
https://access.redhat.com/security/cve/CVE-2023-43786
https://access.redhat.com/security/cve/CVE-2023-43787
https://access.redhat.com/security/cve/CVE-2023-43788
https://access.redhat.com/security/cve/CVE-2023-43789
https://access.redhat.com/security/cve/CVE-2023-52439
https://access.redhat.com/security/cve/CVE-2023-52445
https://access.redhat.com/security/cve/CVE-2023-52477
https://access.redhat.com/security/cve/CVE-2023-52513
https://access.redhat.com/security/cve/CVE-2023-52520
https://access.redhat.com/security/cve/CVE-2023-52528

CVE-2023-52565

CVE-2023-52578

CVE-2023-52594

CVE-2023-52595

CVE-2023-52598

CVE-2023-52606

CVE-2023-52607

CVE-2023-52610

CVE-2024-0340

CVE-2024-0450

CVE-2024-22365

CVE-2024-23307

CVE-2024-25062

CVE-2024-25744

CVE-2024-26458

CVE-2024-2646]1

CVE-2024-26593

CVE-2024-26603

CVE-2024-26610

CVE-2024-26615

CVE-2024-26642

CVE-2024-26643

CVE-2024-26659

CVE-2024-26664

CVE-2024-26693

CVE-2024-26694

CVE-2024-26743

CVE-2024-26744

CVE-2024-26779

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2023-52565
https://access.redhat.com/security/cve/CVE-2023-52578
https://access.redhat.com/security/cve/CVE-2023-52594
https://access.redhat.com/security/cve/CVE-2023-52595
https://access.redhat.com/security/cve/CVE-2023-52598
https://access.redhat.com/security/cve/CVE-2023-52606
https://access.redhat.com/security/cve/CVE-2023-52607
https://access.redhat.com/security/cve/CVE-2023-52610
https://access.redhat.com/security/cve/CVE-2024-0340
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-23307
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-25744
https://access.redhat.com/security/cve/CVE-2024-26458
https://access.redhat.com/security/cve/CVE-2024-26461
https://access.redhat.com/security/cve/CVE-2024-26593
https://access.redhat.com/security/cve/CVE-2024-26603
https://access.redhat.com/security/cve/CVE-2024-26610
https://access.redhat.com/security/cve/CVE-2024-26615
https://access.redhat.com/security/cve/CVE-2024-26642
https://access.redhat.com/security/cve/CVE-2024-26643
https://access.redhat.com/security/cve/CVE-2024-26659
https://access.redhat.com/security/cve/CVE-2024-26664
https://access.redhat.com/security/cve/CVE-2024-26693
https://access.redhat.com/security/cve/CVE-2024-26694
https://access.redhat.com/security/cve/CVE-2024-26743
https://access.redhat.com/security/cve/CVE-2024-26744
https://access.redhat.com/security/cve/CVE-2024-26779
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e CVE-2024-26872
® (CVE-2024-26892
e CVE-2024-26987
e CVE-2024-26901
e CVE-2024-26919
® CVE-2024-26933
® CVE-2024-26934
o CVE-2024-26964
e CVE-2024-26973
e CVE-2024-26993
e CVE-2024-27014
e (CVE-2024-27048
e CVE-2024-27052
® CVE-2024-27056
e CVE-2024-27059
o (CVE-2024-28834
e CVE-2024-33599
e (CVE-2024-33600
e CVE-2024-33601

e (CVE-2024-33602

1.3.2. Logging 5.7.14

& TR AEHE OpenShift Logging IRFHEREE 5.7.14,

1.3.2.1. BFHERMES

o TELLREFHZAL, BRRILE Operator HiEE & RIBHPMAHE &SR EM ST BZNIER. £
XANHRAR, BREILK Operator A&k & I BIEN IR, (LOG-5472)

1.3.2.2. CVE

e (CVE-2023-45288
o CVE-2023-52425

o CVE-2024-2961
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https://access.redhat.com/security/cve/CVE-2024-26872
https://access.redhat.com/security/cve/CVE-2024-26892
https://access.redhat.com/security/cve/CVE-2024-26897
https://access.redhat.com/security/cve/CVE-2024-26901
https://access.redhat.com/security/cve/CVE-2024-26919
https://access.redhat.com/security/cve/CVE-2024-26933
https://access.redhat.com/security/cve/CVE-2024-26934
https://access.redhat.com/security/cve/CVE-2024-26964
https://access.redhat.com/security/cve/CVE-2024-26973
https://access.redhat.com/security/cve/CVE-2024-26993
https://access.redhat.com/security/cve/CVE-2024-27014
https://access.redhat.com/security/cve/CVE-2024-27048
https://access.redhat.com/security/cve/CVE-2024-27052
https://access.redhat.com/security/cve/CVE-2024-27056
https://access.redhat.com/security/cve/CVE-2024-27059
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2930
https://issues.redhat.com/browse/LOG-5472
https://access.redhat.com/security/cve/CVE-2023-45288
https://access.redhat.com/security/cve/CVE-2023-52425
https://access.redhat.com/security/cve/CVE-2024-2961

B/1E RITEIL

e CVE-2024-2101

e (CVE-2024-21012
e CVE-2024-21068
e (CVE-2024-21085
e CVE-2024-21094

o (CVE-2024-28834

1.3.3. Logging 5.7.13

& ThRAE$E OpenShift Logging 2FHE1RMEE 5.7.13,

1.3.3.1. ThaEEigse
o TEIREFTZAI, Loki Operator f§ Loki B2i& /72 Amazon Simple Storage Service (S3) B9&
FEERMINIEITA], SEHFAH. TXMRARF, Loki Operator BRIAH virtual-host £, MFE
EEYEEB, (LOG-5403)
o TELLRERZAIL, Loki Operator FRUIEFF# secret BRI Amazon Simple Storage Service
(S3) Tiiml, TEXMNRARH, FUFTFEAHAR S3 Mmma— NEMA S3 URL, LokiStack RASEH
i RAEAEMM URL, (LOG-5393)
1.3.3.2. BFHIRES
o I REFH~AEI, openshift-operators-redhat @34 22 5] R H Elastisearch Operator
ServiceMonitor {# A &S S EFIE T G (CA)SXHHT B MIIE, M-S
ServiceMonitor EZi& 89 Prometheus Operator IR, EIXMRAS, openshift-
operators-redhat % 22 |5 i Y Elastisearch Operator ServiceMonitor I 1E &%
LocalReference %I &R 5| AR5 - 5 h& secret, X/ EF Y Prometheus Operator FHJ User

Workload Monitoring #4& B Zh 4L Elastisearch Operator ServiceMonitor, jX®[ il
Prometheus $#2EX Elastisearch Operator &5, (LOG-5243)

o TELLREHZAIL, Loki Operator FRUIETFE secret REARI Amazon Simple Storage Service

(S3) ifim URL B, 7EIXMRAR, S3imsm URL LT KIES T, ©RIT LokiStack FIX
o (LOG-5399)

1.3.3.3. CVE

® CVE-2021-33631
e CVE-2021-43618
e CVE-2022-38096
o CVE-2022-48624
e CVE-2023-6546
e CVE-2023-6931

e (CVE-2023-28322
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https://access.redhat.com/security/cve/CVE-2024-21011
https://access.redhat.com/security/cve/CVE-2024-21012
https://access.redhat.com/security/cve/CVE-2024-21068
https://access.redhat.com/security/cve/CVE-2024-21085
https://access.redhat.com/security/cve/CVE-2024-21094
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/errata/RHSA-2024:2093
https://issues.redhat.com/browse/LOG-5403
https://issues.redhat.com/browse/LOG-5393
https://issues.redhat.com/browse/LOG-5243
https://issues.redhat.com/browse/LOG-5399
https://access.redhat.com/security/cve/CVE-2021-33631
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-38096
https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-6546
https://access.redhat.com/security/cve/CVE-2023-6931
https://access.redhat.com/security/cve/CVE-2023-28322
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CVE-2023-38546
CVE-2023-46218
CVE-2023-51042
CVE-2024-0565

CVE-2024-1086

1.3.4. Logging 5.7.12

& fThRAE$E OpenShift Logging B2FHE1RMEE 5.7.12,

1.3.4.1. BFHREE

1.3.4.2.

40

EHREHTZ AL, Loki Operator &1¢ % pod @B IEEIZTT, LAFAE LokiStack @& 2. £
XA R, BARE pod BB B, UUE LokiStack MIFEZEE R T HAHMHRE, (LOG-
5172)

FEHORERZ AL, IEMEEERERA Loki EFPHIMEEIESE, UREBBHER, T,
DEIMRA, EXNRAR, IIEMEEERT Loki MERRINXLIFE, MMmERT XN
T, (LOG-5202)

TEMREHZ A, Loki Operator ServiceMonitor ECE FIEE S5 7% Kubernetes JRZSICEE, MM
5B Loki Operator 8ir % RIKE, EXMhRAAH, ServiceMonitor WEZE R 5% RgIRIRS
CEE, (LOG-5251)

FEHREFH 2R, HWEEETESHEBEM linker T, MMSE Loki 153 %R buildDate #1
goVersion IZEF RIS, TXNRAH, EHEEEFRRIMRDH linker PRAEERIR T X A4NA]H,
(LOG-5275)

TELREFZ A, openshift-operators-redhat 4 Z2 7] HY Loki Operator ServiceMonitor {§
FFS T CA XHHITEMEIE, MF3 ServiceMonitor B2 & LB User Workload
Monitoring spec F Prometheus Operator IlEE R, 7EXThRAH, openshift-operators-
redhat %34 22 6] #9 Loki Operator ServiceMonitor F17£3&;3 LocalReference % & 5| AR 55k
P45 hE secret, iXFRAESIF Prometheus Operator i User Workload Monitoring spec BEh
40 |oki Operator ServiceMonitor, {# Prometheus BEf%3REX Loki Operator $8#5, (LOG-
5241)

CVE

CVE-2021-35937
CVE-2021-35938
CVE-2021-35939
CVE-2022-3545
CVE-2022-41858
CVE-2023-1073

CVE-2023-1838


https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-51042
https://access.redhat.com/security/cve/CVE-2024-0565
https://access.redhat.com/security/cve/CVE-2024-1086
https://access.redhat.com/errata/RHSA-2024:1508
https://issues.redhat.com/browse/LOG-5172
https://issues.redhat.com/browse/LOG-5202
https://issues.redhat.com/browse/LOG-5251
https://issues.redhat.com/browse/LOG-5275
https://issues.redhat.com/browse/LOG-5241
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1838

BI1E LTFD

e CVE-2023-2166
e CVE-2023-2176
e CVE-2023-4623
e CVE-2023-4921
e CVE-2023-5717

e CVE-2023-6135
e CVE-2023-6356
e (CVE-2023-6535
e (CVE-2023-6536
e CVE-2023-6606
e CVE-2023-6610
e CVE-2023-6817
e CVE-2023-7104
e (CVE-2023-27043
e (CVE-2023-40283
e CVE-2023-45871
e CVE-2023-46813
e (CVE-2023-48795
e CVE-2023-51385
e (CVE-2024-0553
® CVE-2024-0646

® CVE-2024-24786

1.3.5. Logging 5.7.11
L& FTRRA B 3ELogging TRFFHAEE 5.7.11,

1351 BFHERES
o ELLREHZAL, HEENILEBE X S3 IEFHIMANIIN, Loki Operator R&7E ConfigMap

SR EMEABR LN BEIEHMERE, EXTMhRASH, Loki Operator 2111 ConfigMap * 5
MEDR, O ERERMEE. (LOG-4968)

1.3.5.2. CVE

e (CVE-2023-39326
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https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-4921
https://access.redhat.com/security/cve/CVE-2023-5717
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-6356
https://access.redhat.com/security/cve/CVE-2023-6535
https://access.redhat.com/security/cve/CVE-2023-6536
https://access.redhat.com/security/cve/CVE-2023-6606
https://access.redhat.com/security/cve/CVE-2023-6610
https://access.redhat.com/security/cve/CVE-2023-6817
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0694
https://issues.redhat.com/browse/LOG-4968
https://access.redhat.com/security/cve/CVE-2023-39326
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1.3.6. Logging 5.7.10

2 ThRAE3E OpenShift Logging F2FEE51RESE 5.7.10,

1.3.6.1. EFHIRMES

TEMREH AT, LokiStack #NIEE pod A& IPV6 pod IP # R AE A FHE pod BIEM HTTP URL, M
S B&E T Prometheus &8I API EIHLNFIEIR K, X MRAA, LokiStack #IZE pod ¥
IPv6 pod IP $E£EATESH, MMARR T XA, (LOG-4891)

1.3.6.2. CVE

e CVE-2007-4559
e CVE-2021-43975
e CVE-2022-3594
e CVE-2022-3640
® CVE-2022-4285
® CVE-2022-4744
e (CVE-2022-28388
e C(CVE-2022-38457
e CVE-2022-40133
e CVE-2022-40982
o CVE-2022-41862
o CVE-2022-42895
e CVE-2022-45869
e CVE-2022-45887
e CVE-2022-48337
e (CVE-2022-48339
e (CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075

e CVE-2023-1079
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https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079

CVE-2023-1m8

CVE-2023-1206

CVE-2023-1252

CVE-2023-1382

CVE-2023-1855

CVE-2023-1989

CVE-2023-1998

CVE-2023-2513

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3446

CVE-2023-3609

CVE-2023-3611

CVE-2023-3772

CVE-2023-3817

CVE-2023-4016

CVE-2023-4128

CVE-2023-4132

CVE-2023-4155

CVE-2023-4206

CVE-2023-4207

CVE-2023-4208

CVE-2023-4641

CVE-2023-4732

CVE-2023-5678

CVE-2023-22745

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-22745

OpenShift Container Platform 4.13 Bi&if &

e CVE-2023-23455
e (CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e CVE-2023-30456
e (CVE-2023-31084
e (CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-33203
e CVE-2023-3395]
e (CVE-2023-33952
e (CVE-2023-35823
e CVE-2023-35824
e CVE-2023-35825
e (CVE-2023-38037

e CVE-2024-0443

1.3.7. Logging 5.7.9

& 1THRA &% OpenShift Logging F2FHE1REE 5.7.9,

1.3.7.1. BEFHERES

o TEULREHZAL, TENGMFITHE—IHNENENE, TRIERBEN IPV6 thit, TEXMhRAE
B, IPv6 it R IEIEENT, (LOG-4281)

o TEULREFH A, Vector TEERER IPv4 T R EED), Wik, TiENEEIRHROE—D
WEIRfER, FHERLLUTESR © Failed to start Prometheus exporter: TCP bind failed: Address
family not supported by protocol (os error 97), 1EiXMRAAH, Vector BEIE IPv4 Tim iz
Fo (LOG-4589)

o MELLRE|HZAL, HTAIRRSIERMWTRZHR, BNAEHLNERSIHRDIEKINGIE,
Itt, Kibana A/ FTi&f#H OpenShift Elasticsearch Operator Sl 828R, EXMNRAF, £
OpenShift Elasticsearch Operator FIRINERDE A%, MEIERR T XA EE, Kibana AP HER
Lt aE {app,infra,audit}-000001 35|15 |1#EX, (LOG-4806)

o TELLREFTZAEI, Loki Operator AR EE X CA IR BIEEEIFN pod, Hk, EIFHERSK
ICEAMNIR R, NREMEITRISREKB. EiXRAR, Loki Operator f$BE X CA 42
HEIFTEHN pod, #NIEE pod AILAMMREFM FEBERER, LUEEERSICEKAN], (LOG-
4837)
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https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718
https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
https://issues.redhat.com/browse/LOG-4837

BI1E LTFD

FELCR BHTZ AT, (R FHTRE (RUT RSB S0~ EME) Sl LogQL E1Ha 4 Fre matcher j5 8
fF, MBRENFRKER—HEE L. TEXMRAF, ENRAEXZEFEEHRETINRERZ,
(LOG-4842)

EMREH 2RI, Vector WAESRIBEKIINFRRIANME LM AT H, AL, XAEERXEHBER
BRERZHXAEZETNEE, EXMRAF, Vector WERBEASETR T HERRFIEEERINE
FHEMEHE, (LOG-4536)

1.3.7.2.CVE

CVE-2007-4559
CVE-2021-43975
CVE-2022-3594
CVE-2022-3640
CVE-2022-4744
CVE-2022-28388
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862
CVE-2022-42895
CVE-2022-45869
CVE-2022-45887
CVE-2022-48337
CVE-2022-48339
CVE-2023-0458
CVE-2023-0590
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075
CVE-2023-1079
CVE-2023-1m8

CVE-2023-1206
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https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206

OpenShift Container Platform 4.13 B %

e CVE-2023-1252
e CVE-2023-1382
e (CVE-2023-1855
e CVE-2023-1981

e (CVE-2023-1989
e (CVE-2023-1998
e CVE-2023-2513
e (CVE-2023-3138
e CVE-2023-3141

e CVE-2023-37161

e CVE-2023-3212
e (CVE-2023-3268
e (CVE-2023-3609
e CVE-2023-361

e CVE-2023-3772
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
e CVE-2023-4155
e (CVE-2023-4206
e (CVE-2023-4207
e CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732
e CVE-2023-22745
e CVE-2023-23455
e (CVE-2023-26545
e (CVE-2023-28328

e CVE-2023-28772
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https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772

B/1E RITEIL

e (CVE-2023-30456
e (CVE-2023-31084
e CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e CVE-2023-35824

e (CVE-2023-35825

1.3.8. Logging 5.7.8

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.7.8,

1.3.8.1. BEFERES

o EIREFHZAI, H5 ClusterLogForwarder B X FIRE(CR)FH outputRefs #1 inputRefs
SHERERNATRN, TSBEBENHZR, FEit, KE2R Pod £ CrashLoopBackOff K&/
iAo TEIXMRAR, HHIREEE OUTPUT_BIZ, UBEREEIRSMEB L2 AKX,
(LOG-4383)

o TELLREFTZAI, 7EBCE JSON BEMEMTERNT, WIRE&%E N Cluster Logging Operator K&
structuredTypeKey =X structuredTypeName %, NIF & B REXTREEMWER, FXN
kA, Cluster Logging Operator R EHEEE A, (LOG-4441)

o TEMREH AL, WIRP Splunk fiitEIEEH secret R hecToken SR IEH, FiFRK
W, RANMEEBTERESENERTNBEEL LT Splunk, EXMRAR, 0R hecToken HfR%k

HAIEM, RIERKMW, F 57 A non-empty hecToken entry is required 515588, (LOG-
4580)

o TEMLREHZAL, R web A MBAE SN FSER LR A S E RS SBHIER, £XD
FRAH, R LATE web $2HIE A M FSEEER R R, (LOG-4684)

1.3.8.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.3.9. Logging 5.7.7

& ThR A $E OpenShift Logging 2FiE1REE 5.7.7,
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https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
https://issues.redhat.com/browse/LOG-4383
https://issues.redhat.com/browse/LOG-4441
https://issues.redhat.com/browse/LOG-4580
https://issues.redhat.com/browse/LOG-4684
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530

OpenShift Container Platform 4.13 Bi&if &

1.3.9.1. BEFHIRES

1.3.9.2.

48

R EE 28, FluentD #3B1LE EventRouter X £ A K S Vector A, EXMRA
B, Vector L—BMIE R EHRBEILE, (LOG-4178)

TELREFHr 2 HI, 7EMH Cluster Logging Operator SIEBIEIMUERRD, EiHHEE—NEIR,
F3F FluentD Buffer Availability &, EAhERR&/NEHAKAE, EXMRAF, BFRERE
KEFAXFERE, WEHESDEN FluentD Buffer Usage, (LOG-4555)

TELREFZHI, 7E IPv6 3% OpenShift Container Platform £2% E 8% LokiStack & FZ
LokiStack memberlist JEM KN, Fib, Z5Hf Pod =it ABRIGTES. X HRAAH, BIEG A
LU3Eid ¥ lokistack.spec.hashRing.membetlist.enablelPv6: {Hi% &/ true £/ZH IPv6, X&
R RIX A A, (LOG-4569)

FEHOREH A, BEREREHTFRIAEBXERIIIMERAET. Blt, BERERTEE
WMOILER RS, EIXNRAF, EERFTHRIEM, RVFEERERS VIR
. (LOG-4575)

HIREH A, FHBAFRPRERNETIZSBESEVTEREFREMARM. X MR
B, B HERREREICRED EHERRNREFRE, (LOG-4686)

CVE

CVE-2023-0800
CVE-2023-0801
CVE-2023-0802
CVE-2023-0803
CVE-2023-0804
CVE-2023-2002
CVE-2023-3090
CVE-2023-3390
CVE-2023-3776
CVE-2023-4004
CVE-2023-4527
CVE-2023-4806
CVE-2023-4813
CVE-2023-4863
CVE-2023-491
CVE-2023-5129

CVE-2023-20593


https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593

1.3.10

B/1E RITEIL

CVE-2023-29491
CVE-2023-30630
CVE-2023-35001

CVE-2023-35788

.Logging 5.7.6

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.7.6,

1.3.10.1. BFE A EE

FIREH A, WEFEROTRAREXERZDNRRAET. B, RESIEEEMILE
RIS, EXNREH, ERFTHRILM, RTFRESFSHLERE XM, (LOG-4501)

FERORERZ A, ZAFERTE LTRSS URL I, —Lid B BRI, TEXhRA
f, Ul RBET URL RBYFRE T IERR. (LOG-4459)

ELREF A, FABE RS A E Loki RTEM Fluentd t#2E Vector B £ KR, TE1X
MHRAAR, Vector BBEBEITGS Fluentd 18R, LAARINESREhFH EBLIEIRE. (LOG-
4460)

TELREHTZ AL, Observability Logs #2#| S RFEAEZ CNIZE LHRKEFR, EXMRA
F, BREENPERE UFHEFR. (LOG-4456)

FEMREH A, EFBELEE Splunk REIMLLTFHRIRE R : Timestamp was not found.7E
XNRAF, BREBER TR Timestamp WA EFEREHT, FHIFEHLZEER Splunk, WA
RHEE, (LOG-4413)

ELOREHZ A, AEM CPUMAEREMEN 8, EXMNhRAR, Vector BEEE
expire_metrics_secs=60 1% & X [RFIETHEMAELL, FHLREXM CPUBEMREFESHAE.
(LOG-4171)

TEMREHZ AL, LokiStack MIRKRITZEERIGER, AL, XRSFBHHAMBENER, £
MRAH, Loki X% FUEBMA A RN FERBRIAN A, (LOG-4393)

LR ERZ AL, Fluentd BT BEEEEE TN IR ENLERFITE, TXMHREHR, 14
ERTEEMMR, MmAERTXNAHE, (LOG-4467)

1.3.10.2. CVE

CVE-2023-3899

CVE-2023-4456

CVE-2023-32360

CVE-2023-34969

1.3.11. Logging 5.7.4

b & {THRA &% OpenShift Logging F2FHE1REE 5.7.4,
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https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171
https://issues.redhat.com/browse/LOG-4393
https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341

OpenShift Container Platform 4.13 Ba&ic ¥

1.3.1.1. BFHERES

1.3.11.2.

EIREHF A, LFEEELE CloudWatch B, namespaceUUID {EA&# M INE]
logGroupName FE&x/, 7EXMRAAH, @5 namespaceUUID {H, KLt CloudWatch HEy
logGroupName .~ logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-
c0097f9ed286, (LOG-2701)

FEHREHZAE, @ HTTP S HEER X EIFEEEF BN, mERERTEAEESEHEB
HTTP REBFHITHADIIUE, BIERIEE URL IR T EMRBEIE, EXMHRAR, Vector HEME
#3 0] LAAEEEESEE M HTTP REH1TBP %8 IE. (LOG-3381)

FELREFH 2 A1, MR Fluentd YWESECE T Splunk YE MK, Operator R, B NAZHEF
thERE, FEXNRAS, BERIERIEATZFNEE, MmAERT XNR#E, (LOG-4237)

TELREH 28I, X Vector WESRTE AWS Cloudwatch BER TLS ERBHE#H T enabled =
true {EFf, GCP Stackdriver @ S BEC B %, X DRAAH, FXHEMiR enabled = true
B, MR T XA, (LOG-4242)

FERORERHZA, RAEWERB/LREBEPBILLTIEIRER | thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7%
XARAA, XNEREMER, (LOG-4275)

EMWREHZE], MR Operator BB T 1% BIZIHETN, Loki Operator ARBEY[A] & 5B A
f2-TH 1 alert-manager E2EJHK, EXMRAR, £ Loki EBES S BE XM BIIEMRB
&, (LOG-4361)

EHOREH 2R, BERSIABMERAT A AWS Cloudwatch 4B STS #1T BB EIER, &E
BEHRFREIULETEH—1, EXMRAF, STSHABNBIEIENSNMEESTLUBERATS
AWS Cloudwatch # 1T & 2551k, (LOG-4368)

FEMREHT AT, Loki WEBURITIEINE(E, ERBEMIRESR, £ Grafana FIFREN TR
o EXDHRAEH, Loki ZiLIBEHURMESINEE, MMARRTXNAM, (LOG-4389)

F2%Z| OpenShift Logging 5.7 J&, 1E ClusterLogForwarder B X 5R (CR) A& HEE
name FEMEEBFHELLTIE, EXMRAF, XNMERBHR, (LOG-4120)

CVE

CVE-2022-25883

CVE-2023-22796

1.3.12. Logging 5.7.3

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.3,

1.3.12.1.
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EFHEXER

TELREHF AT, HTE OpenShift Container Platform Web 2Hl& /R EE B ER, ZEMNXXHES
SRBUETIER ., EXMNRAR, bootstrap XHFREWERE, MR T XANAE, (LOG-
4100)

TEMRE#H 2R, Loki Operator REEH R, FERNIEEFMBRUEBRREME, XM REH,
HRARRE, BRREBHERMARNLE, (LOG-4156)


https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156

B1E ZITEIL
o TELbREFTHI, 7EHE X RulerConfig BE L HIR(CR) [§, LokiStack Mg FAREH, X
kA, Loki Operator 7EE %7 RulerConfig CR FE/Z | pod, (LOG-4161)
o EIREIF A, UM ALERIIEHEES ClusterLogForwarder 8y / F/FHT, BEKEREN

2k, FEXNRAH, @i 5IA match FRZEFRR TiXAN R, FIREIREET S ifNERE.
(LOG-4176)

o TEMREFTZAI, = LokiStack CR E X REIMAZLBIRHINT, Loki Operator B4 LE,
TEIXNhRAA, Loki Operator AILATE R B £ B RHIBIIER T4 LokiStack CR, MM#RAR T X
NEE, (LOG-4198)

o EULREH A, HIRUMAFAZSEILRIFE, Fluentd FIFHEAL ZEEF Elasticsearch 5£E&%,
TEXNRAHR, Fluentd 75 Elasticsearch BT 8 AT LUIE ff th 40 I8 32 BB AR I RO FAEA,
(LOG-4258)

o EULREFH A, EFEIT 8000 N ZeHER S T Elasticsearch B4 & 1H), FE &z
(8] 75k K F http.max_header_size K&, EXMhRAR, TRk KNBBINEBATIEM, MR
RTIEADE-, (LOG-4277)

o TELLREFH A, ClusterLogForwarder CR HEE /| FRMIMZHESSBINEREA KL, £
XANRAA, RHTH FEER, MR T XA RE, (LOG-4095)

o TEMREFH AL, Cluster Logging Operator RTEXE NIEZEIR S EAL L, EXNRA
#, 7£/53) ClusterLogForwarder CR B911##1, #{& ClusterLogging %R\ F IEMRIE IR
B, MMER TiXA A, (LOG-4177)

o MM REFHFH A, HTE OpenShift Container Platform Web 2HI &R ERE B KN, BT EHREIE
FH R ESEETEER T pod EIEHFHIREBEME, EXMNRAA, ATLLES MBI
K sy iE A K Sk R RSE R, (LOG-4108)

o TELLREHEI, FE OpenShift Container Platform Web 24l & R & FH B &N, EiHSBIT
30 MBS, TEIXNhAS, BEMER LATE configmap/logging-view-plugin FEZE, (LOG-
3498)

o TELLREH 2 EI, IE OpenShift Container Platform Web & &EEBEN, RBZEIET
AR NERE—RRENMBEELBERE. EXNRAF, BRRGHTRMEELSEZEH, (OU-
188)

o TELLREHFAEI, FE OpenShift Container Platform Web 4 & & E B ER, = streaming

HHRER RffHm BEEHR, MEFEREFEE EXNMRAF, HENBERBIEBLT
o (OU-166)

1.3.12.2. CVE

e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26115

e CVE-2023-26136

51


https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26115
https://access.redhat.com/security/cve/CVE-2023-26136

OpenShift Container Platform 4.13 B&it %

CVE-2023-26604

CVE-2023-28466

1.3.13. Logging 5.7.2

& fThRA B $E OpenShift Logging 2FiEIREE 5.7.2,

13131 EBFEHEIRMEES
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FEWREHZE, EANFEFLENALERR, TEBEZEMNER openshift-logging fa 22 A, 1EiX
MRAS, FEERLLEER (finalizer), |BHABEEMMRMEZERE, (LOG-3316)

TELREF A, fARARIE OpenShift Container Platform XH4E X 7 run.sh BIA, I run.sh
AR B R— AR IEFER chunk_limit_size {H, B2, @ JIfEZL = $BUFFER_SIZE LIMIT
ZE chunk_limit_size I}, ZHIAR ERIEBIE, EXMMAR, run.sh FIAKEXHFHY
Srh#— Bt L RIEFARY chunk_limit_size . (LOG-3330)

T REH 2RI, OpenShift Container Platform Web #2#I &8 BRI MEBERRTFEE L
TRBREHER, X MHAR, T HBFICFAEEGE LT RNEMNASRMINEE,
(LOG-3749)

R ERH AL, HFEEET Fluentd HTTP & 440% B & % % % DataDog i, Cluster Logging
Operator i&%! Unsupported Media Type R &. EXMhAR, A ATLLELEE HTTP frk
Content-Type WHEEHR A THESBEARTRE, RENERBDELTEHGHH content_type &
#, BERKNEHBE, (LOG-3784)

EHOREHTZ A, 2 ClusterLogForwarder B YL %R (CR) A detectMultilineErrors FE&
WIEH true I, PHP ZITHHRAMIL R WA MMWBERRE, MMSBERREREZNERE 2
B, EXNhRAF, FRAT PHP WZTEIRGN, RAEEMERERIEES—HBEHERF,
(LOG-3878)

M REH 2 A, ClusterLogForwarder EEM &M AT E 2R T Vector INEESS pod 4L
FAlit. EIXDhRAAF, EEAMPHIFMAEZS, EXI% (-) R () BHRELSTIE O.
(LOG-3945)

LR EF 2 A, log_forwarder_output I5FRA3IE http S8, EXNhRAR, FEIBVRFRM
RS, (LOG-3997)

ELREFH 2 A, Fluentd ELULE BEEEN AN —L%4T JavaScript B imREH. X hR
A, Fluentd L& MBIFIZEN TRIZ, MMERT XA, (LOG-4019)

FEWREHZAE, DFAEERXEENEASERA PR Katka B FEHN, BERR
HEERMEF. EIXNMRAR, Fluentd 2R ZFFEIZN TRIZ, MR T XA A,
(LOG-4027)

T REFTZ AT, LokiStack FXKIREI 6 4 22 [RIMHRASE, IR A AP B AFRR, R4
kA, Loki MK APREEFERANER, MmfER TiXA A, (LOG-4049)

EHREHZA, 2 tls.insecureSkipVerify iL7#1% &/ true I, Cluster Logging Operator
APl ZE—1H secret I#RHMIIEF, FEXNRAAH, Cluster Logging Operator API REHETE
XFERIIETS R secret IREIER, LU TEEEARIMNEI Operator B CR A :

tls.verify_certificate = false
tls.verify_hostname = false


https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
https://issues.redhat.com/browse/LOG-3749
https://issues.redhat.com/browse/LOG-3784
https://issues.redhat.com/browse/LOG-3878
https://issues.redhat.com/browse/LOG-3945
https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049

B/1E RITEIL

(LOG-3445)

o T REHTZAL, LokiStack ERHELE & 5 M A MZITH BB 30 #. TEXMNRAR, Lok
global #1 per-tenant queryTimeout % & & &S BB EE, MR 7 XN A, (LOG-
4052)

o TELLREFH A1, MIER collection.type HEKINMEE & 5B Operator FEEME TR, 7 skt FEA
BIREF M spec, TEXNhAAR, Operator BT H E2H1%E collection.logs spec MAEiX
LS, XEZAATEREELFTEMEFRFEMNTHNTE, BIEEF collection.type IR
B EFANFEE, (LOG-4185)

o EILREI A, WREHPEEIEERE URL, Vector BENERTAL4ER TLS BBE, BT
FNHEEEZLZEZA Katka R, TXNHAR, HENMMEBER TLSEBE, (LOG-4163)

o TEMREHZAI, NERE Kafka WHERASABMRIEHWETATH, XMREKSHES
A, RNEARERATFHREER. EXNhRAR, BAFE—NLELTR HEREl Kafka A
EE L FREEEE, (LOG-3314)

o TELLREHZAL, Vector HEWESRTREMBL H TLS %##M tisSecurityProfile 1IXi&E, fEX4
hRAH, Vector ATLUEFAMANE TLS EHIXE, (LOG-4011)

o M REFH AL, 1E log_forwarder_output_info $8krd, FIEFRE T AV H KRB ERSIETE
log_forwarder_output_info 1515, TEiXMRAA, BIREEZATERDH Splunk 1 Google
Cloud Logging #i#&, (LOG-4098)

o EIREFHFH A, L follow_inodes &N true i, Fluentd YEE 2R AT BERTE LA HEHT AR
e TEXMhRAF, follow_inodes KB R WER T, (LOG-4151)

o TEIREHZAT, Fluentd ISR FTRER E v NMRI R ERIX £ SO M B8R 3t X P D% I M B9 ST 44
X MRAR, RIESHERIEIE, (LOG-4149)

o TELLREFTZAEI, {EF Vector WEESRH A B, F1E ClusterLogForwarder {5l audit Fép

‘&3, application 3X infrastructure &5 BU%E 25 pod 40 F CrashLoopBackOff X%, FIEU
ERATERHILU TR

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

FEXNRAF, EERMTBSREBWARITARE, EEAIL4EH % auditapplication =X
infrastructure, (LOG-4218)

o HEIREIF A, UIFARKLETA Vector NELRH syslog BARUIME, 3§ addLogSource 7
HILEN true I, FLLTHIN EFERINENEL A H
£ : namespace_name=. container_name= 1 pod_name=, 7EXMRAR, XLFEERBR
MEIBEEEH, (LOG-4219)

o EULREFH AL, LARIE structuredTypeKey Bi%HEIEE structuredTypeName i, HEH
BABAMBEM NEFEN R, XA R, BENETOFHE. (LOG-4220)

1.3.13.2. CVE

e CVE-2021-26341
e CVE-2021-33655

e CVE-2021-33656
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https://issues.redhat.com/browse/LOG-3445
https://issues.redhat.com/browse/LOG-4052
https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149
https://issues.redhat.com/browse/LOG-4218
https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
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e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
e (CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® (CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
o CVE-2022-41218

e CVE-2022-41674
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https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674

1.3.14.

B/1E RITEIL

CVE-2022-42703
CVE-2022-42720
CVE-2022-42721
CVE-2022-42722
CVE-2022-43750
CVE-2022-47929
CVE-2023-0394
CVE-2023-0461
CVE-2023-1195
CVE-2023-1582
CVE-2023-2491
CVE-2023-22490
CVE-2023-23454
CVE-2023-23946
CVE-2023-25652
CVE-2023-25815
CVE-2023-27535

CVE-2023-29007

Logging 5.7.1

b & FThHRA &5 : OpenShift Logging 2R IEE 5.7.1,

1.3.14.1. BFHERES

TELLREFH 2 FI, Cluster Logging Operator pod HEHREEAXEEERXFHHEW LR
&, FRMANEZRAEHIEE, EXNhRAS, XA REA U@ TZERE Cluster
Logging Operator pod H&BIE BEKEFER, (LOG-3482)

EIREH A, APl RS 23215 CollectorSpec.Type FEXHIEEE N vector, BMEHEE LK
BERT ARG, FEX AT, MFRT CollectorSpec.Type FERHIBINIKLE F Wk E Z BIH
M. (LOG-4086)

FEWREFHZR, THEBETREGHEABETEAE LD, 7£ OpenShift Container Platform Web
PREIE FRo Nt RSB, EIXANARANAR, BT LAE A R RIS SR BT IR EE (RSB, (LOG-4501)

TELREF 2 A, = OpenShift Container Platform Web 12l & 189 Show Resources ## R &

Fi&ﬂﬁfﬂﬁ EXNRAR, BITIEE "Show Resources” HEEEHITHEE L ARFIX AN AR, LALDHE
AEFEMTIRISR, (LOG-3218)
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https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
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https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
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https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197
https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
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1.3.14.2. CVE

e CVE-2023-21930
e CVE-2023-21937
e (CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967
e CVE-2023-21968

e CVE-2023-28617

1.3.15. Logging 5.7.0

& ThRAE$E OpenShift Logging 2FiE1RMEE 5.7.0,

1.3.15.1. TheEB im
EXNRAR, B REKILRERNSITRE, FEEEHRRIFT—FEEREH,

ZERAETIETKERNZITRE, FEHEFFHFE—PEELZEH, HHR ClusterLogForwarder B
E Y %R (CR) 8% detectMultilineErrors FE&, 1B true.,

1.3.15.2. 2 /a5
.

1.3.15.3. BEFHHIRES

o TEMREFH AL, LokiHost B9 Gateway 4B nodeSelector BIEARARFN T mIAE., TEIXhR
A, nodeSelector BRI LIER T{F, (LOG-3713)

1.3.15.4. CVE

e CVE-2023-1999

e CVE-2023-28617
1.4. LOGGING 5.6

HEICREN— NI RENABRE, ©B—DFRETF OpenShift Container Platform B
A AR, Red Hat OpenShift Container Platform 4 & EHAREE B T K IThRAFE A M,
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https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:2133
https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

BI1E LTFD

stable JE RN ARSI KR RARMEN, BRSURTZAIRAER, EQAFIT
FISE N stable-x.y, HA xy KRERENBTICKHERAFNRRE, 5

i, stable-5.7,

1.4.1. Logging 5.6.25

& TR AE$E OpenShift Logging I2FiE1REE 5.6.25,

141 BFERES

%Q

1.4.1.2. CVE

CVE-2021-46984

CVE-2021-47097

CVE-2021-47101

CVE-2021-47287

CVE-2021-47289

CVE-2021-47321

CVE-2021-47338

CVE-2021-47352

CVE-2021-47383

CVE-2021-47384

CVE-2021-47385

CVE-2021-47386

CVE-2021-47393

CVE-2021-47412

CVE-2021-47432

CVE-2021-47441

CVE-2021-47455

CVE-2021-47466

CVE-2021-47497

CVE-2021-47527

CVE-2021-47560
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https://access.redhat.com/security/cve/CVE-2021-47384
https://access.redhat.com/security/cve/CVE-2021-47385
https://access.redhat.com/security/cve/CVE-2021-47386
https://access.redhat.com/security/cve/CVE-2021-47393
https://access.redhat.com/security/cve/CVE-2021-47412
https://access.redhat.com/security/cve/CVE-2021-47432
https://access.redhat.com/security/cve/CVE-2021-47441
https://access.redhat.com/security/cve/CVE-2021-47455
https://access.redhat.com/security/cve/CVE-2021-47466
https://access.redhat.com/security/cve/CVE-2021-47497
https://access.redhat.com/security/cve/CVE-2021-47527
https://access.redhat.com/security/cve/CVE-2021-47560

OpenShift Container Platform 4.13 B %

e CVE-2021-47582
e CVE-2021-47609
e CVE-2022-48619
e CVE-2022-48754
e (CVE-2022-48760
e CVE-2022-48804
e (CVE-2022-48836
® CVE-2022-48866
e CVE-2023-6040
e (CVE-2023-37920
e (CVE-2023-52470
e CVE-2023-52476
e CVE-2023-52478
e CVE-2023-52522
e (CVE-2023-52605
e (CVE-2023-52683
e (CVE-2023-52798
e (CVE-2023-52800
e (CVE-2023-52809
e CVE-2023-52817
e (CVE-2023-52840
® CVE-2024-2398
e (CVE-2024-4032
e (CVE-2024-5535
® CVE-2024-6232
e C(CVE-2024-6345
® CVE-2024-6923
e (CVE-2024-23848

o CVE-2024-24791
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https://access.redhat.com/security/cve/CVE-2021-47582
https://access.redhat.com/security/cve/CVE-2021-47609
https://access.redhat.com/security/cve/CVE-2022-48619
https://access.redhat.com/security/cve/CVE-2022-48754
https://access.redhat.com/security/cve/CVE-2022-48760
https://access.redhat.com/security/cve/CVE-2022-48804
https://access.redhat.com/security/cve/CVE-2022-48836
https://access.redhat.com/security/cve/CVE-2022-48866
https://access.redhat.com/security/cve/CVE-2023-6040
https://access.redhat.com/security/cve/CVE-2023-37920
https://access.redhat.com/security/cve/CVE-2023-52470
https://access.redhat.com/security/cve/CVE-2023-52476
https://access.redhat.com/security/cve/CVE-2023-52478
https://access.redhat.com/security/cve/CVE-2023-52522
https://access.redhat.com/security/cve/CVE-2023-52605
https://access.redhat.com/security/cve/CVE-2023-52683
https://access.redhat.com/security/cve/CVE-2023-52798
https://access.redhat.com/security/cve/CVE-2023-52800
https://access.redhat.com/security/cve/CVE-2023-52809
https://access.redhat.com/security/cve/CVE-2023-52817
https://access.redhat.com/security/cve/CVE-2023-52840
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-5535
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-23848
https://access.redhat.com/security/cve/CVE-2024-24791

CVE-2024-26595

CVE-2024-26600

CVE-2024-26638

CVE-2024-26645

CVE-2024-26649

CVE-2024-26665

CVE-2024-26717

CVE-2024-26720

CVE-2024-26769

CVE-2024-26846

CVE-2024-26855

CVE-2024-26880

CVE-2024-26894

CVE-2024-26923

CVE-2024-26939

CVE-2024-27013

CVE-2024-27042

CVE-2024-34155

CVE-2024-34156

CVE-2024-34158

CVE-2024-35809

CVE-2024-35877

CVE-2024-35884

CVE-2024-35944

CVE-2024-47101

CVE-2024-36883

CVE-2024-36901

CVE-2024-36902

CVE-2024-36919
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https://access.redhat.com/security/cve/CVE-2024-26595
https://access.redhat.com/security/cve/CVE-2024-26600
https://access.redhat.com/security/cve/CVE-2024-26638
https://access.redhat.com/security/cve/CVE-2024-26645
https://access.redhat.com/security/cve/CVE-2024-26649
https://access.redhat.com/security/cve/CVE-2024-26665
https://access.redhat.com/security/cve/CVE-2024-26717
https://access.redhat.com/security/cve/CVE-2024-26720
https://access.redhat.com/security/cve/CVE-2024-26769
https://access.redhat.com/security/cve/CVE-2024-26846
https://access.redhat.com/security/cve/CVE-2024-26855
https://access.redhat.com/security/cve/CVE-2024-26880
https://access.redhat.com/security/cve/CVE-2024-26894
https://access.redhat.com/security/cve/CVE-2024-26923
https://access.redhat.com/security/cve/CVE-2024-26939
https://access.redhat.com/security/cve/CVE-2024-27013
https://access.redhat.com/security/cve/CVE-2024-27042
https://access.redhat.com/security/cve/CVE-2024-34155
https://access.redhat.com/security/cve/CVE-2024-34156
https://access.redhat.com/security/cve/CVE-2024-34158
https://access.redhat.com/security/cve/CVE-2024-35809
https://access.redhat.com/security/cve/CVE-2024-35877
https://access.redhat.com/security/cve/CVE-2024-35884
https://access.redhat.com/security/cve/CVE-2024-35944
https://access.redhat.com/security/cve/CVE-2024-35989
https://access.redhat.com/security/cve/CVE-2024-36883
https://access.redhat.com/security/cve/CVE-2024-36901
https://access.redhat.com/security/cve/CVE-2024-36902
https://access.redhat.com/security/cve/CVE-2024-36919

OpenShift Container Platform 4.13 B %

e (CVE-2024-36920
® CVE-2024-36922
e CVE-2024-36939
e (CVE-2024-36953
® (CVE-2024-37356
e (CVE-2024-38558
e (CVE-2024-38559
e (CVE-2024-38570
e (CVE-2024-38579
e (CVE-2024-38581

e CVE-2024-38619

o CVE-2024-39471

e (CVE-2024-39499
e CVE-2024-39501

e (CVE-2024-39506
® CVE-2024-40901
e CVE-2024-40904
e CVE-2024-4091

e CVE-2024-40912

e CVE-2024-40929
e CVE-2024-40931

e CVE-2024-40941
o CVE-2024-40954
e CVE-2024-40958
e CVE-2024-40959
e CVE-2024-40960
® CVE-2024-40972
o CVE-2024-40977

e CVE-2024-40978
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https://access.redhat.com/security/cve/CVE-2024-36920
https://access.redhat.com/security/cve/CVE-2024-36922
https://access.redhat.com/security/cve/CVE-2024-36939
https://access.redhat.com/security/cve/CVE-2024-36953
https://access.redhat.com/security/cve/CVE-2024-37356
https://access.redhat.com/security/cve/CVE-2024-38558
https://access.redhat.com/security/cve/CVE-2024-38559
https://access.redhat.com/security/cve/CVE-2024-38570
https://access.redhat.com/security/cve/CVE-2024-38579
https://access.redhat.com/security/cve/CVE-2024-38581
https://access.redhat.com/security/cve/CVE-2024-38619
https://access.redhat.com/security/cve/CVE-2024-39471
https://access.redhat.com/security/cve/CVE-2024-39499
https://access.redhat.com/security/cve/CVE-2024-39501
https://access.redhat.com/security/cve/CVE-2024-39506
https://access.redhat.com/security/cve/CVE-2024-40901
https://access.redhat.com/security/cve/CVE-2024-40904
https://access.redhat.com/security/cve/CVE-2024-40911
https://access.redhat.com/security/cve/CVE-2024-40912
https://access.redhat.com/security/cve/CVE-2024-40929
https://access.redhat.com/security/cve/CVE-2024-40931
https://access.redhat.com/security/cve/CVE-2024-40941
https://access.redhat.com/security/cve/CVE-2024-40954
https://access.redhat.com/security/cve/CVE-2024-40958
https://access.redhat.com/security/cve/CVE-2024-40959
https://access.redhat.com/security/cve/CVE-2024-40960
https://access.redhat.com/security/cve/CVE-2024-40972
https://access.redhat.com/security/cve/CVE-2024-40977
https://access.redhat.com/security/cve/CVE-2024-40978

CVE-2024-40988

CVE-2024-40989

CVE-2024-40995

CVE-2024-40997

CVE-2024-40998

CVE-2024-41005

CVE-2024-41007

CVE-2024-41008

CVE-2024-41012

CVE-2024-41013

CVE-2024-41014

CVE-2024-41023

CVE-2024-41035

CVE-2024-41038

CVE-2024-41039

CVE-2024-41040

CVE-2024-41041

CVE-2024-41044

CVE-2024-41055

CVE-2024-41056

CVE-2024-41060

CVE-2024-41064

CVE-2024-41065

CVE-2024-41071

CVE-2024-41076

CVE-2024-41090

CVE-2024-41091

CVE-2024-41097

CVE-2024-42084
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https://access.redhat.com/security/cve/CVE-2024-40988
https://access.redhat.com/security/cve/CVE-2024-40989
https://access.redhat.com/security/cve/CVE-2024-40995
https://access.redhat.com/security/cve/CVE-2024-40997
https://access.redhat.com/security/cve/CVE-2024-40998
https://access.redhat.com/security/cve/CVE-2024-41005
https://access.redhat.com/security/cve/CVE-2024-41007
https://access.redhat.com/security/cve/CVE-2024-41008
https://access.redhat.com/security/cve/CVE-2024-41012
https://access.redhat.com/security/cve/CVE-2024-41013
https://access.redhat.com/security/cve/CVE-2024-41014
https://access.redhat.com/security/cve/CVE-2024-41023
https://access.redhat.com/security/cve/CVE-2024-41035
https://access.redhat.com/security/cve/CVE-2024-41038
https://access.redhat.com/security/cve/CVE-2024-41039
https://access.redhat.com/security/cve/CVE-2024-41040
https://access.redhat.com/security/cve/CVE-2024-41041
https://access.redhat.com/security/cve/CVE-2024-41044
https://access.redhat.com/security/cve/CVE-2024-41055
https://access.redhat.com/security/cve/CVE-2024-41056
https://access.redhat.com/security/cve/CVE-2024-41060
https://access.redhat.com/security/cve/CVE-2024-41064
https://access.redhat.com/security/cve/CVE-2024-41065
https://access.redhat.com/security/cve/CVE-2024-41071
https://access.redhat.com/security/cve/CVE-2024-41076
https://access.redhat.com/security/cve/CVE-2024-41090
https://access.redhat.com/security/cve/CVE-2024-41091
https://access.redhat.com/security/cve/CVE-2024-41097
https://access.redhat.com/security/cve/CVE-2024-42084

OpenShift Container Platform 4.13 Ba&it %

e (CVE-2024-42090
o (CVE-2024-42094
e (CVE-2024-42096
® CVE-2024-42114
o CVE-2024-42124
o CVE-2024-42131
® CVE-2024-42152
® CVE-2024-42154
o CVE-2024-42225
o (CVE-2024-42226
o (CVE-2024-42228
o CVE-2024-42237
o (CVE-2024-42238
o (CVE-2024-42240
o (CVE-2024-42246
o (CVE-2024-42265
o (CVE-2024-42322
e (CVE-2024-43830
® CVE-2024-43871
e (CVE-2024-45490
® CVE-2024-45491
® CVE-2024-45492
BXRABRESWHFAER, HEE WEMEITN.
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https://access.redhat.com/security/cve/CVE-2024-42090
https://access.redhat.com/security/cve/CVE-2024-42094
https://access.redhat.com/security/cve/CVE-2024-42096
https://access.redhat.com/security/cve/CVE-2024-42114
https://access.redhat.com/security/cve/CVE-2024-42124
https://access.redhat.com/security/cve/CVE-2024-42131
https://access.redhat.com/security/cve/CVE-2024-42152
https://access.redhat.com/security/cve/CVE-2024-42154
https://access.redhat.com/security/cve/CVE-2024-42225
https://access.redhat.com/security/cve/CVE-2024-42226
https://access.redhat.com/security/cve/CVE-2024-42228
https://access.redhat.com/security/cve/CVE-2024-42237
https://access.redhat.com/security/cve/CVE-2024-42238
https://access.redhat.com/security/cve/CVE-2024-42240
https://access.redhat.com/security/cve/CVE-2024-42246
https://access.redhat.com/security/cve/CVE-2024-42265
https://access.redhat.com/security/cve/CVE-2024-42322
https://access.redhat.com/security/cve/CVE-2024-43830
https://access.redhat.com/security/cve/CVE-2024-43871
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/updates/classification/#moderate
https://access.redhat.com/errata/RHSA-2024:7323

1.4.2.2.

s

CVE

CVE-2024-2398
CVE-2024-4032
CVE-2024-6104
CVE-2024-6232
CVE-2024-6345
CVE-2024-6923
CVE-2024-30203
CVE-2024-30205
CVE-2024-39331
CVE-2024-45490
CVE-2024-45491

CVE-2024-45492

BXIIERSIFRIFAES, HEE SEEIEL,

1.4.3. Logging 5.6.23

& TR AE$E OpenShift Logging I2FHE1REE 5.6.23,

1.4.3.1. B ES

%Q

1.4.3.2.

CVE

CVE-2018-15209

CVE-2021-46939

CVE-2021-47018

CVE-2021-47257

CVE-2021-47284

CVE-2021-47304

CVE-2021-47373

CVE-2021-47408

BI1E LTFD
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https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-6104
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-30203
https://access.redhat.com/security/cve/CVE-2024-30205
https://access.redhat.com/security/cve/CVE-2024-39331
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/updates/classification/#moderate
https://access.redhat.com/errata/RHBA-2024:6093
https://access.redhat.com/security/cve/CVE-2018-15209
https://access.redhat.com/security/cve/CVE-2021-46939
https://access.redhat.com/security/cve/CVE-2021-47018
https://access.redhat.com/security/cve/CVE-2021-47257
https://access.redhat.com/security/cve/CVE-2021-47284
https://access.redhat.com/security/cve/CVE-2021-47304
https://access.redhat.com/security/cve/CVE-2021-47373
https://access.redhat.com/security/cve/CVE-2021-47408

OpenShift Container Platform 4.13 B %

o CVE-2021-47461

e CVE-2021-47468
o CVE-2021-47491

o CVE-2021-47548
e CVE-2021-47579
e CVE-2021-47624
e CVE-2022-48632
o (CVE-2022-48743
o CVE-2022-48747
e CVE-2022-48757
® CVE-2023-6228

e CVE-2023-25433
e (CVE-2023-28746
e (CVE-2023-52356
e C(CVE-2023-52451
e (CVE-2023-52463
e CVE-2023-52469
e CVE-2023-52471
e (CVE-2023-52486
e (CVE-2023-52530
e CVE-2023-52619
e CVE-2023-52622
e (CVE-2023-52623
e (CVE-2023-52648
e CVE-2023-52653
e CVE-2023-52658
e CVE-2023-52662
e CVE-2023-52679

e CVE-2023-52707
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https://access.redhat.com/security/cve/CVE-2021-47461
https://access.redhat.com/security/cve/CVE-2021-47468
https://access.redhat.com/security/cve/CVE-2021-47491
https://access.redhat.com/security/cve/CVE-2021-47548
https://access.redhat.com/security/cve/CVE-2021-47579
https://access.redhat.com/security/cve/CVE-2021-47624
https://access.redhat.com/security/cve/CVE-2022-48632
https://access.redhat.com/security/cve/CVE-2022-48743
https://access.redhat.com/security/cve/CVE-2022-48747
https://access.redhat.com/security/cve/CVE-2022-48757
https://access.redhat.com/security/cve/CVE-2023-6228
https://access.redhat.com/security/cve/CVE-2023-25433
https://access.redhat.com/security/cve/CVE-2023-28746
https://access.redhat.com/security/cve/CVE-2023-52356
https://access.redhat.com/security/cve/CVE-2023-52451
https://access.redhat.com/security/cve/CVE-2023-52463
https://access.redhat.com/security/cve/CVE-2023-52469
https://access.redhat.com/security/cve/CVE-2023-52471
https://access.redhat.com/security/cve/CVE-2023-52486
https://access.redhat.com/security/cve/CVE-2023-52530
https://access.redhat.com/security/cve/CVE-2023-52619
https://access.redhat.com/security/cve/CVE-2023-52622
https://access.redhat.com/security/cve/CVE-2023-52623
https://access.redhat.com/security/cve/CVE-2023-52648
https://access.redhat.com/security/cve/CVE-2023-52653
https://access.redhat.com/security/cve/CVE-2023-52658
https://access.redhat.com/security/cve/CVE-2023-52662
https://access.redhat.com/security/cve/CVE-2023-52679
https://access.redhat.com/security/cve/CVE-2023-52707

CVE-2023-52730

CVE-2023-52756

CVE-2023-52762

CVE-2023-52764

CVE-2023-52775

CVE-2023-52777

CVE-2023-52784

CVE-2023-52791

CVE-2023-52796

CVE-2023-52803

CVE-2023-52811

CVE-2023-52832

CVE-2023-52834

CVE-2023-52845

CVE-2023-52847

CVE-2023-52864

CVE-2024-2201

CVE-2024-2398

CVE-2024-6345

CVE-2024-2131

CVE-2024-21138

CVE-2024-21140

CVE-2024-21144

CVE-2024-21145

CVE-2024-21147

CVE-2024-21823

CVE-2024-25739

CVE-2024-26586

CVE-2024-26614
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https://access.redhat.com/security/cve/CVE-2023-52730
https://access.redhat.com/security/cve/CVE-2023-52756
https://access.redhat.com/security/cve/CVE-2023-52762
https://access.redhat.com/security/cve/CVE-2023-52764
https://access.redhat.com/security/cve/CVE-2023-52775
https://access.redhat.com/security/cve/CVE-2023-52777
https://access.redhat.com/security/cve/CVE-2023-52784
https://access.redhat.com/security/cve/CVE-2023-52791
https://access.redhat.com/security/cve/CVE-2023-52796
https://access.redhat.com/security/cve/CVE-2023-52803
https://access.redhat.com/security/cve/CVE-2023-52811
https://access.redhat.com/security/cve/CVE-2023-52832
https://access.redhat.com/security/cve/CVE-2023-52834
https://access.redhat.com/security/cve/CVE-2023-52845
https://access.redhat.com/security/cve/CVE-2023-52847
https://access.redhat.com/security/cve/CVE-2023-52864
https://access.redhat.com/security/cve/CVE-2024-2201
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-21131
https://access.redhat.com/security/cve/CVE-2024-21138
https://access.redhat.com/security/cve/CVE-2024-21140
https://access.redhat.com/security/cve/CVE-2024-21144
https://access.redhat.com/security/cve/CVE-2024-21145
https://access.redhat.com/security/cve/CVE-2024-21147
https://access.redhat.com/security/cve/CVE-2024-21823
https://access.redhat.com/security/cve/CVE-2024-25739
https://access.redhat.com/security/cve/CVE-2024-26586
https://access.redhat.com/security/cve/CVE-2024-26614

OpenShift Container Platform 4.13 B %

e CVE-2024-26640
e CVE-2024-26660
® (CVE-2024-26669
® CVE-2024-26686
® CVE-2024-26698
e CVE-2024-26704
e CVE-2024-26733
e (CVE-2024-26740
o CVE-2024-26772
® CVE-2024-26773
e (CVE-2024-26802
e CVE-2024-26810
® CVE-2024-26837
e (CVE-2024-26840
e CVE-2024-26843
e (CVE-2024-26852
e (CVE-2024-26853
e (CVE-2024-26870
® (CVE-2024-26878
e CVE-2024-26908
® CVE-2024-26921
® CVE-2024-26925
e CVE-2024-26940
® CVE-2024-26958
e CVE-2024-26960
® CVE-2024-26961
e CVE-2024-27010
e CVE-2024-2701

e CVE-2024-27019

66


https://access.redhat.com/security/cve/CVE-2024-26640
https://access.redhat.com/security/cve/CVE-2024-26660
https://access.redhat.com/security/cve/CVE-2024-26669
https://access.redhat.com/security/cve/CVE-2024-26686
https://access.redhat.com/security/cve/CVE-2024-26698
https://access.redhat.com/security/cve/CVE-2024-26704
https://access.redhat.com/security/cve/CVE-2024-26733
https://access.redhat.com/security/cve/CVE-2024-26740
https://access.redhat.com/security/cve/CVE-2024-26772
https://access.redhat.com/security/cve/CVE-2024-26773
https://access.redhat.com/security/cve/CVE-2024-26802
https://access.redhat.com/security/cve/CVE-2024-26810
https://access.redhat.com/security/cve/CVE-2024-26837
https://access.redhat.com/security/cve/CVE-2024-26840
https://access.redhat.com/security/cve/CVE-2024-26843
https://access.redhat.com/security/cve/CVE-2024-26852
https://access.redhat.com/security/cve/CVE-2024-26853
https://access.redhat.com/security/cve/CVE-2024-26870
https://access.redhat.com/security/cve/CVE-2024-26878
https://access.redhat.com/security/cve/CVE-2024-26908
https://access.redhat.com/security/cve/CVE-2024-26921
https://access.redhat.com/security/cve/CVE-2024-26925
https://access.redhat.com/security/cve/CVE-2024-26940
https://access.redhat.com/security/cve/CVE-2024-26958
https://access.redhat.com/security/cve/CVE-2024-26960
https://access.redhat.com/security/cve/CVE-2024-26961
https://access.redhat.com/security/cve/CVE-2024-27010
https://access.redhat.com/security/cve/CVE-2024-27011
https://access.redhat.com/security/cve/CVE-2024-27019

CVE-2024-27020

CVE-2024-27025

CVE-2024-27065

CVE-2024-27388

CVE-2024-27395

CVE-2024-27434

CVE-2024-31076

CVE-2024-33621

CVE-2024-35790

CVE-2024-35801

CVE-2024-35807

CVE-2024-35810

CVE-2024-35814

CVE-2024-35823

CVE-2024-35824

CVE-2024-35847

CVE-2024-35876

CVE-2024-35893

CVE-2024-35896

CVE-2024-35897

CVE-2024-35899

CVE-2024-35900

CVE-2024-35910

CVE-2024-35912

CVE-2024-35924

CVE-2024-35925

CVE-2024-35930

CVE-2024-35937

CVE-2024-35938

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2024-27020
https://access.redhat.com/security/cve/CVE-2024-27025
https://access.redhat.com/security/cve/CVE-2024-27065
https://access.redhat.com/security/cve/CVE-2024-27388
https://access.redhat.com/security/cve/CVE-2024-27395
https://access.redhat.com/security/cve/CVE-2024-27434
https://access.redhat.com/security/cve/CVE-2024-31076
https://access.redhat.com/security/cve/CVE-2024-33621
https://access.redhat.com/security/cve/CVE-2024-35790
https://access.redhat.com/security/cve/CVE-2024-35801
https://access.redhat.com/security/cve/CVE-2024-35807
https://access.redhat.com/security/cve/CVE-2024-35810
https://access.redhat.com/security/cve/CVE-2024-35814
https://access.redhat.com/security/cve/CVE-2024-35823
https://access.redhat.com/security/cve/CVE-2024-35824
https://access.redhat.com/security/cve/CVE-2024-35847
https://access.redhat.com/security/cve/CVE-2024-35876
https://access.redhat.com/security/cve/CVE-2024-35893
https://access.redhat.com/security/cve/CVE-2024-35896
https://access.redhat.com/security/cve/CVE-2024-35897
https://access.redhat.com/security/cve/CVE-2024-35899
https://access.redhat.com/security/cve/CVE-2024-35900
https://access.redhat.com/security/cve/CVE-2024-35910
https://access.redhat.com/security/cve/CVE-2024-35912
https://access.redhat.com/security/cve/CVE-2024-35924
https://access.redhat.com/security/cve/CVE-2024-35925
https://access.redhat.com/security/cve/CVE-2024-35930
https://access.redhat.com/security/cve/CVE-2024-35937
https://access.redhat.com/security/cve/CVE-2024-35938

OpenShift Container Platform 4.13 B %

e (CVE-2024-35946
e CVE-2024-35947
e (CVE-2024-35952
e (CVE-2024-36000
e CVE-2024-36005
e CVE-2024-36006
e (CVE-2024-36010
e CVE-2024-36016

e CVE-2024-36017

e (CVE-2024-36020
e (CVE-2024-36025
e CVE-2024-36270
e (CVE-2024-36286
e CVE-2024-36489
e (CVE-2024-36886
e (CVE-2024-36889
e (CVE-2024-36896
e (CVE-2024-36904
e (CVE-2024-36905
e CVE-2024-36917

e CVE-2024-36921

e CVE-2024-36927
e (CVE-2024-36929
e (CVE-2024-36933
e (CVE-2024-36940
o CVE-2024-36941

e CVE-2024-36945
e (CVE-2024-36950

e (CVE-2024-36954
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https://access.redhat.com/security/cve/CVE-2024-35946
https://access.redhat.com/security/cve/CVE-2024-35947
https://access.redhat.com/security/cve/CVE-2024-35952
https://access.redhat.com/security/cve/CVE-2024-36000
https://access.redhat.com/security/cve/CVE-2024-36005
https://access.redhat.com/security/cve/CVE-2024-36006
https://access.redhat.com/security/cve/CVE-2024-36010
https://access.redhat.com/security/cve/CVE-2024-36016
https://access.redhat.com/security/cve/CVE-2024-36017
https://access.redhat.com/security/cve/CVE-2024-36020
https://access.redhat.com/security/cve/CVE-2024-36025
https://access.redhat.com/security/cve/CVE-2024-36270
https://access.redhat.com/security/cve/CVE-2024-36286
https://access.redhat.com/security/cve/CVE-2024-36489
https://access.redhat.com/security/cve/CVE-2024-36886
https://access.redhat.com/security/cve/CVE-2024-36889
https://access.redhat.com/security/cve/CVE-2024-36896
https://access.redhat.com/security/cve/CVE-2024-36904
https://access.redhat.com/security/cve/CVE-2024-36905
https://access.redhat.com/security/cve/CVE-2024-36917
https://access.redhat.com/security/cve/CVE-2024-36921
https://access.redhat.com/security/cve/CVE-2024-36927
https://access.redhat.com/security/cve/CVE-2024-36929
https://access.redhat.com/security/cve/CVE-2024-36933
https://access.redhat.com/security/cve/CVE-2024-36940
https://access.redhat.com/security/cve/CVE-2024-36941
https://access.redhat.com/security/cve/CVE-2024-36945
https://access.redhat.com/security/cve/CVE-2024-36950
https://access.redhat.com/security/cve/CVE-2024-36954

BI1E LTFD

e CVE-2024-36960
e CVE-2024-36971

e (CVE-2024-36978
e (CVE-2024-36979
e CVE-2024-37370
e CVE-2024-37371

e CVE-2024-37891

e (CVE-2024-38428
e CVE-2024-38538
e (CVE-2024-38555
e (CVE-2024-38573
e (CVE-2024-38575
e CVE-2024-38596
e (CVE-2024-38598
® CVE-2024-38615

® CVE-2024-38627
e (CVE-2024-39276
o (CVE-2024-39472
o (CVE-2024-39476
o (CVE-2024-39487
e (CVE-2024-39502
e CVE-2024-40927

e CVE-2024-40974

1.4.4. Logging 5.6.22

& TR AE$E OpenShift Logging I2FiE1REE 5.6.22

14.4.1. BFERES

o TEIREFHI, Loki Operator 1£ LokiStack Route iR EBZA IR, MMSRBEELE
F, EXPNhAA, Loki Operator FEEE Route iR, MR T XA, (LOG-5947)

1.4.4.2. CVE
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https://access.redhat.com/security/cve/CVE-2024-36960
https://access.redhat.com/security/cve/CVE-2024-36971
https://access.redhat.com/security/cve/CVE-2024-36978
https://access.redhat.com/security/cve/CVE-2024-36979
https://access.redhat.com/security/cve/CVE-2024-37370
https://access.redhat.com/security/cve/CVE-2024-37371
https://access.redhat.com/security/cve/CVE-2024-37891
https://access.redhat.com/security/cve/CVE-2024-38428
https://access.redhat.com/security/cve/CVE-2024-38538
https://access.redhat.com/security/cve/CVE-2024-38555
https://access.redhat.com/security/cve/CVE-2024-38573
https://access.redhat.com/security/cve/CVE-2024-38575
https://access.redhat.com/security/cve/CVE-2024-38596
https://access.redhat.com/security/cve/CVE-2024-38598
https://access.redhat.com/security/cve/CVE-2024-38615
https://access.redhat.com/security/cve/CVE-2024-38627
https://access.redhat.com/security/cve/CVE-2024-39276
https://access.redhat.com/security/cve/CVE-2024-39472
https://access.redhat.com/security/cve/CVE-2024-39476
https://access.redhat.com/security/cve/CVE-2024-39487
https://access.redhat.com/security/cve/CVE-2024-39502
https://access.redhat.com/security/cve/CVE-2024-40927
https://access.redhat.com/security/cve/CVE-2024-40974
https://access.redhat.com/errata/RHBA-2024:5125
https://issues.redhat.com/browse/LOG-5947

OpenShift Container Platform 4.13 Ba&it %

® CVE-2023-2953
o CVE-2024-3651
e (CVE-2024-24806
o (CVE-2024-28182

® (CVE-2024-35235

1.4.5. Logging 5.6.21

& 1THRAE$E OpenShift Logging I2FHHRAEE 5.6.21

1451 BFEIRMES

o T REH 2 AL, LokiStack R4 Volume API BIERE, XA S UL TR : 404 not found, 7E
XAMAA, Lokial RAFFE AP, MR T XA A, (LOG-5751)

1.4.5.2. CVE

e CVE-2020-26555
e CVE-2021-46909
e CVE-2021-46972
e CVE-2021-47069
e CVE-2021-47073
e CVE-2021-47236
e CVE-2021-47310
e CVE-2021-473M

e CVE-2021-47353
e CVE-2021-47356
e CVE-2021-47456
e CVE-2021-47495
e CVE-2022-48624
® CVE-2023-2953
e CVE-2023-5090
e CVE-2023-52464
e CVE-2023-52560

e CVE-2023-52615
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https://access.redhat.com/security/cve/CVE-2023-2953
https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-24806
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-35235
https://access.redhat.com/errata/RHSA-2024:4336
https://issues.redhat.com/browse/LOG-5751
https://access.redhat.com/security/cve/CVE-2020-26555
https://access.redhat.com/security/cve/CVE-2021-46909
https://access.redhat.com/security/cve/CVE-2021-46972
https://access.redhat.com/security/cve/CVE-2021-47069
https://access.redhat.com/security/cve/CVE-2021-47073
https://access.redhat.com/security/cve/CVE-2021-47236
https://access.redhat.com/security/cve/CVE-2021-47310
https://access.redhat.com/security/cve/CVE-2021-47311
https://access.redhat.com/security/cve/CVE-2021-47353
https://access.redhat.com/security/cve/CVE-2021-47356
https://access.redhat.com/security/cve/CVE-2021-47456
https://access.redhat.com/security/cve/CVE-2021-47495
https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-2953
https://access.redhat.com/security/cve/CVE-2023-5090
https://access.redhat.com/security/cve/CVE-2023-52464
https://access.redhat.com/security/cve/CVE-2023-52560
https://access.redhat.com/security/cve/CVE-2023-52615

CVE-2023-52626

CVE-2023-52667

CVE-2023-52669

CVE-2023-52675

CVE-2023-52686

CVE-2023-52700

CVE-2023-52703

CVE-2023-52781

CVE-2023-52813

CVE-2023-52835

CVE-2023-52877

CVE-2023-52878

CVE-2023-52881

CVE-2024-3651

CVE-2024-24790

CVE-2024-24806

CVE-2024-26583

CVE-2024-26584

CVE-2024-26585

CVE-2024-26656

CVE-2024-26675

CVE-2024-26735

CVE-2024-26759

CVE-2024-26801

CVE-2024-26804

CVE-2024-26826

CVE-2024-26859

CVE-2024-26906

CVE-2024-26907

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2023-52626
https://access.redhat.com/security/cve/CVE-2023-52667
https://access.redhat.com/security/cve/CVE-2023-52669
https://access.redhat.com/security/cve/CVE-2023-52675
https://access.redhat.com/security/cve/CVE-2023-52686
https://access.redhat.com/security/cve/CVE-2023-52700
https://access.redhat.com/security/cve/CVE-2023-52703
https://access.redhat.com/security/cve/CVE-2023-52781
https://access.redhat.com/security/cve/CVE-2023-52813
https://access.redhat.com/security/cve/CVE-2023-52835
https://access.redhat.com/security/cve/CVE-2023-52877
https://access.redhat.com/security/cve/CVE-2023-52878
https://access.redhat.com/security/cve/CVE-2023-52881
https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-24790
https://access.redhat.com/security/cve/CVE-2024-24806
https://access.redhat.com/security/cve/CVE-2024-26583
https://access.redhat.com/security/cve/CVE-2024-26584
https://access.redhat.com/security/cve/CVE-2024-26585
https://access.redhat.com/security/cve/CVE-2024-26656
https://access.redhat.com/security/cve/CVE-2024-26675
https://access.redhat.com/security/cve/CVE-2024-26735
https://access.redhat.com/security/cve/CVE-2024-26759
https://access.redhat.com/security/cve/CVE-2024-26801
https://access.redhat.com/security/cve/CVE-2024-26804
https://access.redhat.com/security/cve/CVE-2024-26826
https://access.redhat.com/security/cve/CVE-2024-26859
https://access.redhat.com/security/cve/CVE-2024-26906
https://access.redhat.com/security/cve/CVE-2024-26907

OpenShift Container Platform 4.13 Bxid %

e CVE-2024-26974
® CVE-2024-26982
e CVE-2024-27397
e CVE-2024-27410

o (CVE-2024-28182

e (CVE-2024-32002
e (CVE-2024-32004
e (CVE-2024-32020
e CVE-2024-32021

o CVE-2024-32465
o CVE-2024-32487
e (CVE-2024-35235
e (CVE-2024-35789
e (CVE-2024-35835
e (CVE-2024-35838
e (CVE-2024-35845
e (CVE-2024-35852
e (CVE-2024-35853
e (CVE-2024-35854
e (CVE-2024-35855
e (CVE-2024-35888
e (CVE-2024-35890
e (CVE-2024-35958
e (CVE-2024-35959
e CVE-2024-35960
e (CVE-2024-36004

e CVE-2024-36007

1.4.6. Logging 5.6.20

& TR A8 $E OpenShift Logging I2FEHREE 5.6.20
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https://access.redhat.com/security/cve/CVE-2024-26974
https://access.redhat.com/security/cve/CVE-2024-26982
https://access.redhat.com/security/cve/CVE-2024-27397
https://access.redhat.com/security/cve/CVE-2024-27410
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-32002
https://access.redhat.com/security/cve/CVE-2024-32004
https://access.redhat.com/security/cve/CVE-2024-32020
https://access.redhat.com/security/cve/CVE-2024-32021
https://access.redhat.com/security/cve/CVE-2024-32465
https://access.redhat.com/security/cve/CVE-2024-32487
https://access.redhat.com/security/cve/CVE-2024-35235
https://access.redhat.com/security/cve/CVE-2024-35789
https://access.redhat.com/security/cve/CVE-2024-35835
https://access.redhat.com/security/cve/CVE-2024-35838
https://access.redhat.com/security/cve/CVE-2024-35845
https://access.redhat.com/security/cve/CVE-2024-35852
https://access.redhat.com/security/cve/CVE-2024-35853
https://access.redhat.com/security/cve/CVE-2024-35854
https://access.redhat.com/security/cve/CVE-2024-35855
https://access.redhat.com/security/cve/CVE-2024-35888
https://access.redhat.com/security/cve/CVE-2024-35890
https://access.redhat.com/security/cve/CVE-2024-35958
https://access.redhat.com/security/cve/CVE-2024-35959
https://access.redhat.com/security/cve/CVE-2024-35960
https://access.redhat.com/security/cve/CVE-2024-36004
https://access.redhat.com/security/cve/CVE-2024-36007
https://access.redhat.com/errata/RHBA-2024:3740

14.6.1. BFIERES

LR EF 2 A, ECE LokiStack & /5 Ingesters H—MEIR, K4 Loki Operator &4 write-

1.4.6.2.

ahead log replay_memory_ceiling X & 1x.demo X/, TEXMRAH, BT
replay_memory_ceiling H&/MEEE M, LLUERIER, (LOG-5617)

CVE

CVE-2019-25162

CVE-2020-15778

CVE-2020-36777

CVE-2021-43618

CVE-2021-46934

CVE-2021-47013

CVE-2021-47055

CVE-2021-47118

CVE-2021-47153

CVE-2021-47171

CVE-2021-47185

CVE-2022-4645

CVE-2022-48627

CVE-2022-48669

CVE-2023-6004

CVE-2023-6240

CVE-2023-6597

CVE-2023-6918

CVE-2023-7008

CVE-2023-43785

CVE-2023-43786

CVE-2023-43787

CVE-2023-43788

CVE-2023-43789

CVE-2023-52439

BI1E LTFD
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https://issues.redhat.com/browse/LOG-5617
https://access.redhat.com/security/cve/CVE-2019-25162
https://access.redhat.com/security/cve/CVE-2020-15778
https://access.redhat.com/security/cve/CVE-2020-36777
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2021-46934
https://access.redhat.com/security/cve/CVE-2021-47013
https://access.redhat.com/security/cve/CVE-2021-47055
https://access.redhat.com/security/cve/CVE-2021-47118
https://access.redhat.com/security/cve/CVE-2021-47153
https://access.redhat.com/security/cve/CVE-2021-47171
https://access.redhat.com/security/cve/CVE-2021-47185
https://access.redhat.com/security/cve/CVE-2022-4645
https://access.redhat.com/security/cve/CVE-2022-48627
https://access.redhat.com/security/cve/CVE-2022-48669
https://access.redhat.com/security/cve/CVE-2023-6004
https://access.redhat.com/security/cve/CVE-2023-6240
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2023-6918
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-43785
https://access.redhat.com/security/cve/CVE-2023-43786
https://access.redhat.com/security/cve/CVE-2023-43787
https://access.redhat.com/security/cve/CVE-2023-43788
https://access.redhat.com/security/cve/CVE-2023-43789
https://access.redhat.com/security/cve/CVE-2023-52439

OpenShift Container Platform 4.13 B %

e C(CVE-2023-52445
e CVE-2023-52477
e CVE-2023-52513

e (CVE-2023-52520
e (CVE-2023-52528
® CVE-2023-52565
e (CVE-2023-52578
e (CVE-2023-52594
e CVE-2023-52595
e (CVE-2023-52598
e (CVE-2023-52606
e CVE-2023-52607
e CVE-2023-52610
e CVE-2024-0340

e CVE-2024-0450

e CVE-2024-22365
e CVE-2024-23307
® (CVE-2024-25062
e CVE-2024-25744
o CVE-2024-26458
® CVE-2024-26461
e CVE-2024-26593
e CVE-2024-26603
e CVE-2024-26610
® CVE-2024-26615
e (CVE-2024-26642
e CVE-2024-26643
e CVE-2024-26659

o CVE-2024-26664
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https://access.redhat.com/security/cve/CVE-2023-52445
https://access.redhat.com/security/cve/CVE-2023-52477
https://access.redhat.com/security/cve/CVE-2023-52513
https://access.redhat.com/security/cve/CVE-2023-52520
https://access.redhat.com/security/cve/CVE-2023-52528
https://access.redhat.com/security/cve/CVE-2023-52565
https://access.redhat.com/security/cve/CVE-2023-52578
https://access.redhat.com/security/cve/CVE-2023-52594
https://access.redhat.com/security/cve/CVE-2023-52595
https://access.redhat.com/security/cve/CVE-2023-52598
https://access.redhat.com/security/cve/CVE-2023-52606
https://access.redhat.com/security/cve/CVE-2023-52607
https://access.redhat.com/security/cve/CVE-2023-52610
https://access.redhat.com/security/cve/CVE-2024-0340
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-23307
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-25744
https://access.redhat.com/security/cve/CVE-2024-26458
https://access.redhat.com/security/cve/CVE-2024-26461
https://access.redhat.com/security/cve/CVE-2024-26593
https://access.redhat.com/security/cve/CVE-2024-26603
https://access.redhat.com/security/cve/CVE-2024-26610
https://access.redhat.com/security/cve/CVE-2024-26615
https://access.redhat.com/security/cve/CVE-2024-26642
https://access.redhat.com/security/cve/CVE-2024-26643
https://access.redhat.com/security/cve/CVE-2024-26659
https://access.redhat.com/security/cve/CVE-2024-26664

B/1E ZITEL

e CVE-2024-26693
o CVE-2024-26694
e (CVE-2024-26743
e CVE-2024-26744
e CVE-2024-26779
e CVE-2024-26872
® (CVE-2024-26892
e CVE-2024-26987
e CVE-2024-26901
e CVE-2024-26919
® (CVE-2024-26933
® CVE-2024-26934
o CVE-2024-26964
e (CVE-2024-26973
e CVE-2024-26993
e CVE-2024-27014
e (CVE-2024-27048
e CVE-2024-27052
® CVE-2024-27056
e CVE-2024-27059
o (CVE-2024-28834
e CVE-2024-33599
e (CVE-2024-33600
e CVE-2024-33601

e (CVE-2024-33602

1.4.7. Logging 5.6.19

& TR AR OpenShift Logging I2FiEREE 5.6.19

1.4.7.1. BFERES

75


https://access.redhat.com/security/cve/CVE-2024-26693
https://access.redhat.com/security/cve/CVE-2024-26694
https://access.redhat.com/security/cve/CVE-2024-26743
https://access.redhat.com/security/cve/CVE-2024-26744
https://access.redhat.com/security/cve/CVE-2024-26779
https://access.redhat.com/security/cve/CVE-2024-26872
https://access.redhat.com/security/cve/CVE-2024-26892
https://access.redhat.com/security/cve/CVE-2024-26897
https://access.redhat.com/security/cve/CVE-2024-26901
https://access.redhat.com/security/cve/CVE-2024-26919
https://access.redhat.com/security/cve/CVE-2024-26933
https://access.redhat.com/security/cve/CVE-2024-26934
https://access.redhat.com/security/cve/CVE-2024-26964
https://access.redhat.com/security/cve/CVE-2024-26973
https://access.redhat.com/security/cve/CVE-2024-26993
https://access.redhat.com/security/cve/CVE-2024-27014
https://access.redhat.com/security/cve/CVE-2024-27048
https://access.redhat.com/security/cve/CVE-2024-27052
https://access.redhat.com/security/cve/CVE-2024-27056
https://access.redhat.com/security/cve/CVE-2024-27059
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2929
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o TEHREFHZAI, HEILTK Operator WiEiEERIE A HER SR ek & HZNER. £
XANHRAR, BREILK Operator A&k &t I BIEN IR, (LOG-5529)

1.4.7.2. CVE

e (CVE-2023-45288

e (CVE-2023-52425

® CVE-2024-2961

e CVE-2024-2101

e CVE-2024-21012

e CVE-2024-21068

e CVE-2024-21085

e CVE-2024-21094

e (CVE-2024-28834

1.4.8. Logging 5.6.18

& ThRAE$E OpenShift Logging f2FiE1REE 5.6.18

1.4.8.1. ThEEI8 7R

o TEIREFTZAI, Loki Operator f§ Loki B2i& /72 Amazon Simple Storage Service (S3) B9&
FREXNKEIGR, EEBHFH, EXMRAH, Loki Operator BRI virtual-host 3, T
FHERHEERE, (LOG-5404)

o TELLREHZAIL, Loki Operator FRUIUETFE secret AR Amazon Simple Storage Service
(S3) Iime TEIXMNRAR, FIETF2ATAR S3 inmE— NEMHI S3 URL, LokiStack R SFEH
S i RAEA MM URL, (LOG-5396)

14.8.2. BFHIAESR

o I REFH ~AEI, openshift-operators-redhat iy %22 5] HH Elastisearch Operator
ServiceMonitor {# F &S S EFIUE TG (CA)SXHHIT B MIIE, MTnFEK
ServiceMonitor EZi& 789 Prometheus Operator IR, EIXMRAS, openshift-
operators-redhat % 22 |5 A4 Elastisearch Operator ServiceMonitor I 1E &%
LocalReference IR 3| AR5 5 h& secret, X/ EF Y Prometheus Operator FH User
Workload Monitoring #4& B Zh 4L Elastisearch Operator ServiceMonitor, jX®[ il
Prometheus $#2EX Elastisearch Operator &5, (LOG-5244)

o TELLREHZAIL, Loki Operator FRUIUETF#E secret BRI Amazon Simple Storage Service
(S3) s URL #&3, FEX AR, S3ifm URL RATKIES Y, ©&MT LokiStack IR
Be (LOG-5400)

1.4.8.3. CVE
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e CVE-2021-33631

e CVE-2021-43618


https://issues.redhat.com/browse/LOG-5529
https://access.redhat.com/security/cve/CVE-2023-45288
https://access.redhat.com/security/cve/CVE-2023-52425
https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-21011
https://access.redhat.com/security/cve/CVE-2024-21012
https://access.redhat.com/security/cve/CVE-2024-21068
https://access.redhat.com/security/cve/CVE-2024-21085
https://access.redhat.com/security/cve/CVE-2024-21094
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/errata/RHSA-2024:2092
https://issues.redhat.com/browse/LOG-5404
https://issues.redhat.com/browse/LOG-5396
https://issues.redhat.com/browse/LOG-5244
https://issues.redhat.com/browse/LOG-5400
https://access.redhat.com/security/cve/CVE-2021-33631
https://access.redhat.com/security/cve/CVE-2021-43618

B/1E RITEIL

e (CVE-2022-38096
e CVE-2022-48624
e CVE-2023-6546

e CVE-2023-6931

e CVE-2023-28322
e CVE-2023-38546
e CVE-2023-46218
e CVE-2023-51042

e CVE-2024-0565

CVE-2024-1086

1.4.9. Logging 5.6.17

& TR A E$E OpenShift Logging B2FHE1MEE 5.6.17

1.4.9.1. BFIERES

o EIREHFZA], ZEMHEEERHER Loki EFRNIIBHEFE, UREBHESR, &I,
DEMIRA, TEXNhRAH, IIEHEEERTE Loki MERRINIXLIFE, MMERT XM
i, (LOG-5203)

o TEIREFZAEI, Loki Operator By ServiceMonitor Bt B FIBEA 51F% Kubernetes IRS5 IEEL,
X EFH Loki Operator BIIETRME L RIKEE, TEX/NhRRAH, ServiceMonitor % &R 5% FEHT
ARZSIEEL, (LOG-5252)

o TEHRBEHF A, WEEEFTEWEBEM linker F1i&, M-S Loki 18 E 7 buildDate #1

goVersion IZEF RIS, TXMNRAH, EHEEEFRRIMRDH linker PRAEFRR T X A4NA]H,
(LOG-5276)

o TEILREFZAI, openshift-operators-redhat 4p# %2 A B Loki Operator ServiceMonitor {&
FF ST CA XHHITEMEIUE, MIFE ServiceMonitor B2 & LB User Workload
Monitoring spec 1 Prometheus Operator BIlEH iR, 7EXThRAH, openshift-operators-
redhat 34 22 6] #9 Loki Operator ServiceMonitor F17£3&;3 LocalReference % & 5| AR 550K
FI4hE secret, iXFhA AR Prometheus Operator i User Workload Monitoring spec BEh

40 |oki Operator ServiceMonitor, {# Prometheus BEf%3REX Loki Operator $8f5, (LOG-
5242)

1.4.9.2. CVE

e CVE-2021-35937
e CVE-2021-35938
e CVE-2021-35939

® CVE-2024-24786
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https://access.redhat.com/security/cve/CVE-2022-38096
https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-6546
https://access.redhat.com/security/cve/CVE-2023-6931
https://access.redhat.com/security/cve/CVE-2023-28322
https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-51042
https://access.redhat.com/security/cve/CVE-2024-0565
https://access.redhat.com/security/cve/CVE-2024-1086
https://access.redhat.com/errata/RHSA-2024:1507
https://issues.redhat.com/browse/LOG-5203
https://issues.redhat.com/browse/LOG-5252
https://issues.redhat.com/browse/LOG-5276
https://issues.redhat.com/browse/LOG-5242
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2024-24786
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1.4.10. Logging 5.6.16
R ITIRASIE BSILREFERAEES 5.6.16

1.4.10.1. BFHIRES
o TEMREFH AL, HUEENILENEE XL S3UEBMANMIES, Loki Operator ARTE ConfigMap

HBAMEABRNELN BEhEHBEE, EXMRAH, Loki Operator &5 ConfigMap BB Y,
HEIEHFEXNEE, (LOG-4967)

1.4.10.2. CVE

1.4.11. Logging 5.6.15

It & fThR A B $E OpenShift Logging i2FiE1REE 5.6.15,

141 BFERES
TR REF 2 A, LokiStack #LNI2% pod AEHF IPV6 pod IP #& R BT pod BEMI HTTP URL, M

M3 BUET Prometheus 3B AP EIFHLNIFIZER KW, X MHRAA, LokiStack #LNI2ES pod ¥
IPv6 pod IP HEEEAIESH, MMARTXANAE, (LOG-4892)

1.4.11.2. CVE

CVE-2021-3468
e C(CVE-2023-3446
e CVE-2023-3817
e CVE-2023-5678
® CVE-2023-38469
e (CVE-2023-38470
® CVE-2023-38471
e (CVE-2023-38472

e (CVE-2023-38473

1.4.12. Logging 5.6.14

It & fThRA B $E OpenShift Logging i2FiE1REE 5.6.14,

14121 BEFHRES
o TEUHREFHF A, EURRSIEXN IR, BNAEHENMBRSIFROEING .
Itt, Kibana B/ 5% A OpenShift Elasticsearch Operator S FRBIER., EXNhRAS, £

OpenShift Elasticsearch Operator HZRINERDHAIE, MTERR TiXA A, Kibana - IIER
LA a5 {app,infra,audit}-000001 3&5|M3R51# X, (LOG-4807)

o TEIREHZAT, Loki Operator RRFFHE X CA HABEEEIMN] pod. HL, FEVFAEMR
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https://access.redhat.com/errata/RHSA-2024:0695
https://issues.redhat.com/browse/LOG-4967
https://access.redhat.com/errata/RHBA-2024:0270
https://issues.redhat.com/browse/LOG-4892
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/errata/RHBA-2023:7719
https://issues.redhat.com/browse/LOG-4807

BI1E LTFD

ILEMNBE 2R, WREFEEVIFISRKK, FXMRAH, Loki Operator 8 E X CA Il & #
HERIFTAMN pod, MNIEE pod TUMMREM TEHBR, LUHHEERSCFMM, (LOG-

4838)

1.4.12.2. CVE

CVE-2007-4559

CVE-2021-43975

CVE-2022-3594

CVE-2022-3640

CVE-2022-4744

CVE-2022-28388

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2022-45869

CVE-2022-45887

CVE-2022-48337

CVE-2022-48339

CVE-2023-0458

CVE-2023-0590

CVE-2023-0597

CVE-2023-1073

CVE-2023-1074

CVE-2023-1075

CVE-2023-1079

CVE-2023-1m8

CVE-2023-1206

CVE-2023-1252

CVE-2023-1382

79


https://issues.redhat.com/browse/LOG-4838
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382

OpenShift Container Platform 4.13 B %

e (CVE-2023-1855
e CVE-2023-1981

e (CVE-2023-1989
e CVE-2023-1998
e CVE-2023-2513
e CVE-2023-3138
e CVE-2023-3141

e CVE-2023-3161

e CVE-2023-3212
e (CVE-2023-3268
e (CVE-2023-3609
e CVE-2023-361

e CVE-2023-3772
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
e CVE-2023-4155
e (CVE-2023-4206
e (CVE-2023-4207
e CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732
o CVE-2023-22745
e (CVE-2023-23455
e (CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e (CVE-2023-30456

e (CVE-2023-31084
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https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084

B/1E RITEIL

e CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-33951
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e CVE-2023-35824

e (CVE-2023-35825

1.4.13. Logging 5.6.13

It & fThRA B $E OpenShift Logging i2FiE1REE 5.6.13,

1.4.13.1. B A ES
3'?!0

1.4.13.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.4.14. Logging 5.6.12

& ThRAE$E OpenShift Logging 2FHE1MEE 5.6.12,

1.4.14.1. BEFHRES
o TEIREFZAEI, 1E IPv6 W OpenShift Container Platform 5£&f EE8E LokiStack &5
LokiStack memberlist SEMKRIL, E L, 25 Pod Rt ARRHEIS. EX AR, FEAR
LR IT I lokistack.spec.hashRing.memberlist.enablelPv6: (&% &/ true K2 IPv6, iX&
fRIXA S, BaEl, FBRT IPve R EEEHEER. (LOG-4570)

o TEIREFH AL, TEH Cluster Logging Operator QIR TR AP, EHHEE—DEIR,
FAF FluentD Buffer Availability &, RAEErR&/NEAXAE, EXPThHAH, HFLRR
KEHXERE, WEHRESZ N FluentD Buffer Usage, (LOG-4579)

o TEUREH A, FHRBERPRERNENRSBEZRNIERFRAEMRN, EXDRE
B, B HERRERESRED EHBARNRNFRE, (LOG-4687)

1.4.14.2. CVE

e CVE-2023-0800

81


https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHSA-2023:6790
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5541
https://issues.redhat.com/browse/LOG-4570
https://issues.redhat.com/browse/LOG-4579
https://issues.redhat.com/browse/LOG-4687
https://access.redhat.com/security/cve/CVE-2023-0800
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e CVE-2023-0801
e (CVE-2023-0802
e (CVE-2023-0803
e CVE-2023-0804
e CVE-2023-2002
e (CVE-2023-3090
e CVE-2023-3390
® CVE-2023-3776
e CVE-2023-4004
® (CVE-2023-4527
e CVE-2023-4806
e CVE-2023-4813
e CVE-2023-4863
e CVE-2023-49T

e CVE-2023-5129
e CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630
e CVE-2023-35001

e (CVE-2023-35788

1.4.15. Logging 5.6.11

& TR A8 $E OpenShift Logging I2FEEREE 5.6.11,

1.4.15.1. BFHERES

o I REFZAI, LokiStack XRITZEEFEFRIUER, HIb, XRFBIHRMBINGER, EX
NRAH, Loki MAXZRGFEURRBMAN AR FRBRINAE, (LOG-4435)

1.4.15.2. CVE

e (CVE-2023-3899
e (CVE-2023-32360

e CVE-2023-34969
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https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
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https://access.redhat.com/security/cve/CVE-2023-35001
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1.4.16. Logging 5.6.9

b & 1THRA & $E OpenShift Logging 251188 5.6.9,

1.4.6.1. BFERES
o EULREF A, UFEAZNABMATA AWS Cloudwatch ¥4 B STS i#H1T ZRWIER, it
FHRSBEIULERRE—H, EXMrRAF, STSABHBISEIEINENMMEIUBRATS
AWS CIoudwatch HITE ML, (LOG-4084)
o EULREHZAE, MEWERB/LREREHHBIMLLTERE R | thread 'vector-worker'
panicked at 'all branch are disabled, no else branch', src/kubernetes/reflector.rs:26:9, 7
XNRAAH, XNEHIREER, (LOG-4276)

o TELLREHTZAL, Loki MERITIEIE(E, BRBMRES, & Grafana BIFRZE M T as A Al
o EXMhRAR, Loki 2t EERMEEEE, MMARR T XA, (LOG-4390)

1.4.16.2. CVE

e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667

e CVE-2023-2283

e CVE-2023-24329
e CVE-2023-26604
e (CVE-2023-28466

e (CVE-2023-32233

1.4.17. Logging 5.6.8

& 1THRAE$E OpenShift Logging B2 IRMEE 5.6.8,

14171 BFERES

o TELLREHF EI, Uk ALEIRZ{HES ClusterLogForwarder 8y / £/, BEREREH
2k, FEXDRAH, @i 5IA match FRZEFRR TiXAN R, FIREIREET S ifINERE.
(LOG-4091)

o TEULREHFAEI, FE OpenShift Container Platform Web #2244 dh & & H &, 5E§ﬁﬁ7
AT ERE—RRENMBELAERE. EXMRAF, BRRGHTRMEELSEZEH, (OU-
187)

o MEMREFH AL, HTE OpenShift Container Platform Web #2#l& R &EE B ER, m streaming
%Iﬁ \J_LT Illl.'ﬁ?ﬁ Elb\/%lu\v ﬁﬁ%ﬁ'ﬁiﬁ‘;ﬁﬂ—-\.aﬁgo E H}ij:q:lv /%n_.\iFDEIL.\/)IL%BAIEEﬁEI
o (OU-189)

. Eltt;ﬁzE%ﬁzﬁu, Loki Operator RE &%, FBURMIECE A AREHPRIE, EXMRAF,
HIRRRE, BRREBHERMBARN L, (LOG-4158)
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FEREH 2 E, BEABIT 8,000 N RIMNERES S H Elasticsearch 1841 E 1, R &L
[B]51ZR KF http.max_header_size % iE, X MhRAMH, PRk KANBIEINEBEFEM, MR
R TIEANERL, (LOG-4278)

1.4.17.2. CVE

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

1.4.18. Logging 5.6.5

& {THRA &% OpenShift Logging F2FHE1REE 5.6.5,

1.4.18.1. BEFHIRES

o TELLREHEI, BEIRE LAFHIE Elasticsearch 3&8|—LEFRZ#] namespace_labels, M52
& ingestion HILA, TEIXMRAAR, BEEHTIERHNKRMAT, LFRRERBEE. BX
AR R AR, (LOG-3419)

o TELLREFTZ AL, AR OpenShift Web #5158 Logs ME TR E#EE LokiStack, N&E i@
FAHERER, MMAREENN LT XSBEEREIN, EXMRAF, FHiRES M, &
HOEFEANBESRFBEMNEI, (LOG-3750)

o TEIMREHF AL, WASEERAFRBELIE, MmSBEFEE L HESEHENE R, EXhRA
B, BFEAEXSEIIE, RIFRAFEEEMASERE, MREET TR ESEEE X, NamA
PrERESEE S, (LOG-3583)

o TEMREBEFZAI, HTE Loki FERAEN, BIERAXNMWKEREL 5120 M F/R, HBHBRAE
BEZERTEM, EXNHAF, EEFEIIRELRERZRSHRIE, MR T XA,
(LOG-3480)

o TEULREFTZHEI, Loki Operator TiEE M — memberlist BCi&, 1Z%BLE & LTEFE A memberlist
HATRAE IP N ERFAELG, X MRAS, BREFKVEESESAENIHO, MR ERA
HEM, (LOG-4008)

1.4.18.2. CVE

e (CVE-2022-4269

e (CVE-2022-4378

® (CVE-2023-0266

e (CVE-2023-0361
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CVE-2023-0386
CVE-2023-27539

CVE-2023-28120

1.4.19. Logging 5.6.4

& 1ThRAE$E OpenShift Logging B2FHHIRMEE 5.6.4,

1.4.19.1. BF#E A EE

EMWREHZA], 2 LokiStack ERE N BEFMENT, Loki pod £MRHIHERWINEFH L X
LokiStack, TEXMEAH, Loki £REIBSADIELESS, FEEH, (LOG-3280)

LR EFH 2 AT, % OpenShift Web $EH|& 8 Logs AR EIRmESR NN, TREERR
BIEFE, EXMMAH, MREZAEER, RERERER, B THXANERWMHEER,
(LOG-3454)

FEHOREHTZ A, 2 tls.insecureSkipVerify 14% 1% &/ true I, Cluster Logging Operator
SERAERNERE, Fit, S2ABGTIERRIER, Operator TR EIE L% E
Elasticsearch, 7EiX/MRAH, Cluster Logging Operator 24K IEMI TLS BA&, EMFEEAT
tls.insecureSkipVerify, Fith, BEMEZHBPKTIEFRINIE, BB AT LRI 4 % F) Elasticsearch,
(LOG-3475)

ELREF A, YEASEMEETEERRLZNENME, Sl FaEREES, X5
B—LEKMBRE, SiEGMIEER, MEMBEENRE, X MNhRAH, 7£ JSON f#ifTa, B
BEENRCHESEEEFER., ik, FrEREIRERIESRSSEWEER, BESIHE
LB, (LOG-3640)

ELREFH 2 A1, MR collection FEX TS {}, RS Operator fAitt. TEIXNhRA
f, Operator IFRBEIXME, FSIF Operator FER BTG R FERIZ1T. (LOG-3733)

UL REFH 2 A, LokiiHost B Gateway H48) nodeSelector B & B EMMR, EiXhRA
/1, nodeSelector B A LLIEE TE, (LOG-3783)

EHREHZA, #:8 LokiStack memberlist BB R TFFRAE IP 4%, ELh, 2 OpenShift
Container Platform $£2&% pod M4SECE T A3t IP SEFERF, Lokiition pod & crashloop, FE1X
NHRAAR, Loki B A A LLLET pod M4 F memberlist BoiE, XfER TiXAN 0, FFELE
LokiStack pod #£ OpenShift Container Platform $£&% pod R4S ECE T 22 3% IP SEREIFF#E A
crashloop R, (LOG-3814)

ELREFHZ A, AR tls.insecureSkipVerify FEX1% &/ true, Cluster Logging Operator &
ERAERMWEE, Fit, BB IERBRIER, Operator TTikF8#E L % F Elasticsearch,
XA NRAR, BMEZRAT tis.insecureSKipVerify, Operator th &4 IEFAM TLS ECE.
b, BRfEZABk IR BIIE, Bt AT LAR I & £ B Elasticsearch, (LOG-3838)

L REFH 2 A, MR Cluster Logging Operator (CLO) &%:%H Elasticsearch Operator, I
CLO pod %4 B REMIBR Elasticsearch XM IE R, EXMhRAS, CLO EEREMEE
Ol BRIPTHIA IS E, B, %A Elasticsearch Operator Bf A~ 7R 5 Elasticsearch fif|f&
HBEMEIREE, (LOG-3763)

1.4.19.2. CVE

CVE-2022-4304
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e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.4.20. Logging 5.6.3

& {THRA & $E OpenShift Logging F2F#E1REE 5.6.3,

1.4.20.1. BFHERES

o TEIREFHZAI, Operator FMXFA secret F R FMHEREBEMS ., EXMhRA
H, Operator fFILIE BFMETE secret ., (LOG-3717)

o TELLREFTZAL, Fluentd WEBRTFIKTFHETE /var/log/auth-server/audit.log 1 #J OAuth &

KEMH, EXNHRARH, Fluentd RIHKIXLE OAuth B KEMH, MMART XA, (LOG-
3729)

1.4.20.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
® CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.4.21. HE&E L3 5.6.2

b & {THRA &% OpenShift Logging F2FHE1REE 5.6.2,

1.4.21.. B ES

o EULREHFH AL, WEEXREIRYE systemd HEMMENIEMXE level FE&, 1EXMRA
f, level FEESMIEMILE, (LOG-3429)

o TELLRE#H I, Operator &R HTE OpenShift Container Platform 4.12 LB m A _EEMRT

RAREL, EXMhRAS, Operator &K OpenShift Container Platform hRAE E#IE1E, MM
fRR T XA A, (LOG-3584)
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L REH 2R, QIB—1H A default {EM ClusterLogForwarder B & X FRE(CR) A RERK
EAE R, TXMNRAH, XMELHERNERES. (LOG-3437)

M REHZAI, 2 ClusterLogForwarder BE X R (CR) BEoi& T 2 MNEEN, fF— Nl
WENBIN, BESR Pod REH, EXMRAAH, HWHIERZHEBHIIIEE, MMAR T XN
T, (LOG-3559)

FELREF A, WESR Pod EORERER., HXMTMAH, BENWERFASBITES.
(LOG-3608)

LR EH 2R, N THRASMBFEHMFRT Operator WERHIARA, XFEETELEIRRA, X
NMERAFENR TIHASERE, UMELRIHNE—RIRANLZTHRARBEEFKH, (LOG-3635)

1.4.21.2. CVE

CVE-2022-23521

CVE-2022-40303

CVE-2022-40304

CVE-2022-41903

CVE-2022-47629

CVE-2023-21835

CVE-2023-21843

1.4.22. Logging 5.6.1

& ThRAE$E OpenShift Logging 2FiE1REE 5.6.1,

1.4.22.1. BFHERES

FEHREH A, ZEBRSERETUERE TLS IEBEHRS querier B8, TEXMRAAH, &
#23H querier AE@EIT HTTP #HT@1E. (LOG-3494)

TELLREHTZ R, Loki Operator A2 EiH1%E LokiStack CR FPIRE, X & FBUSHHRAEE
B, EXMhRAR, Operator REHUHRMREFERERH. (LOG-3496)

EIREHF A, 4 kube-apiserver-operator Operator f2 7 Webhook BIEMIERS, Loki
Operator Webhook fR%5 288 2 53 TLS $HiR. TEXThRAAH, Loki Operator Webhook PKI B
Operator Lifecycle Manager (OLM) &2, MR T iXNAE, (LOG-3510)

EMREH AT, LokiStack Gateway Labels Enforcer &EE R WA M /RERARMWHE ST
TE2RIT A ME LogQL EHEMREENTE 1R, EiXNRAH, LokiStack LogQL KIMZiFH B
IMERBRBIRZE T 8RR, FERXNFE, (LOG-3441),(LOG-3397)

TR EH2H, NRSMRZHESHBMNILS, —S#aSs5, B A Elasticsearch BIiE T
TR, TEIXNRAR, TRERERIIZEPIR, MR T IXANAE, (LOG-3463)

TELREF 2 HI, F} OpenShift Container Platform 12l&# logging-view-plugin 2 [B] IR FE
%, Red Hat OpenShift Logging Operator F3& A F OpenShift Container Platform 4.10 £

B, TEXDhRAA, #HEALLS OpenShift Container Platform 4.10 B IR LS| & IEMAERK.
(LOG-3447)
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o 7ELbREFTzHI, ClusterLogForwarder BE Y R R Z IR E S HERINBEFHENE
EBREIURE, XN RAH, BEERERKIE, (LOG-3477)

1.4.22.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010
o CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898
® (CVE-2022-43680
e CVE-2021-35065

e CVE-2022-46175

1.4.23. Logging 5.6.0

bR A & 3F OpenShift Logging Release 5.6,

1.4.23.1. FH@EA

EAEICRKIRA 5.6 F1, Fluentd B#FH, 1T ELLEMAITIRASMR, I8 REYRIATEDEL
RIRENIX NIRRT/ ENXE, BEXNEENAEREYUH, FEMER. /EH Fluentd B9&
LR, EALUER Vector,

1.4.23.2. Thieil s

o TEXMRAA, HEILFEES OpenShift Container Platform SESEREMMBRIEES, (LOG-
895)

o TEIXMRAA, AILLUE LokiStack BE X HIR (RILELHF) K ABANHES. BNRANL
RIS R B RIEFH, (LOG-2695)

o TEXANRAH, Splun B HEE AT AfHIET, (LOG-2913)
o TEXMNRAR, Vector BT Fluentd YEBRIAEY Collector, (LOG-2222)

o TEXMhRAAH, Developer AT LU [RIFEIZ1T OpenShift Container Platform 4.11 R E S kA
SR R E 2B EIB Log Console Plugin MIEANIIE TEMEHBEE. (LOG-3388)

o EXANhrAR, FHMEMBEEE—1FE openshift.cluster_id, ©2E8%E Operator FIEEEH
ME—FRRRF, EALERU TS5 ESE clusterlD [ :

I $ oc get clusterversion/version -0 jsonpath='{.spec.clusterID}{"\n"}'

(LOG-2715)
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1.4.23.3. BHIA)E

FEHREFZE, MREZNMIFHESHEBNRZ, FHE—LHEHEIE . FR/, I Elasticsearch ¥
BHEE, BTSSP BN FMRR Elasticsearch BIRR®H!, X AN R EEY— /N Im s A2
RAREMPR S BSOS, ERZERIN— N RZER, (LOG-3463)

1.4.23.4. BEFHHIRES

ELREF A, MREMERT Kibana BE LR, OpenShift Container Platform Web 1ZH1&
PFAESE ERE Kibana BYEERE, TEXMRAH, MER Kibana BE X IR AR IZEERE, (LOG-
2993)

HEWREHFZR, BrEEEFEEEMNS NS ELRENNBREFERE. EXMNREAS, Loki
Operator fEHIBE— M EHACMERACHTE, RTFBEHERNBERFERE. (LOG-3072)

EMREHZ AT, Operator FEEF LokiStack Y BRI B R ER PR T
ClusterLogForwarder B & Y FRAE LHMEMR B E Ui, EXMNhRAR, Operator RIELL
12 ClusterLogForwarder BE Y FIRMN S BE U SBINEHEEFH. (LOG-3090)

FELREH 2, CABAREN CAEEHE Loki WBELTR, MMFE CAKey BSIERKAER
(NR) AFHIEHRRS. EXDMRAF, BSRITIEE I —PREBBFERE, BATFHERXAN
%, (LOG-3331)

L REFTZ AT, TE LokiStack BE X HHRE XA BHBIME, RFBIIELE LokiStack 5
5, M ReplicationFactor 5y 1, EiXMRAH, Operator F# AR K/INEESEFHME,
(LOG-3296)

FEHREHZAE, ZH/=5A JSON @il mEMTESFE, MAE X structuredTypeKey =X
structuredTypeName &, TEXMRAH, EFEHIEBEE A Elasticsearch
if, structuredTypeKey =X structuredTypeName FREMI(E, (LOG-3195)

TELREFr 2B, Elasticsearch Operator 4 secret QIR ZH G R IFLESHAIANER secret, FEIXD
A, A secret RMIEFALIE, (LOG-3161)

HEMREHZ AT, Operator BJLAE Elasticsearch X Kibana ERE AR SRS, i AMIBRFIEH O
EUNEE2S daemonset BITEES, FEIXPMRAH, Operator RSB RFRIX AN AR, (LOG-
3157)

EMREHZEI, Kibana B—EER 24h OAuth cookie 1T HAIf[A], 2
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 £1%,
X RAH, Kibana B OAuth cookie 13 #iif 7] 5 accessTokenlnactivityTimeout F#5, 2R
INME N 24h, (LOG-3129)

FEMREH A, WiATIREM Operator EAER B EZ VRIS BRI ZAMAE, X25H0
BEELM HTTP 409 MR, FEIXMRAR, Operator BEEZIHETRNR, NERVHKRIEE
SR OEHEHE, (LOG-2919)

EHREE 28, Fluentd Y level #1'structure.level FERFTBEEA R RNEIME, TEXMRA
F, B)FENESER, (LOG-2819)

FEHOREFHZA], Operator FREFRAME CAIHTER, HEEFHNHIEHERBBRES.
EIX N RAR, Operator RTEHLLNEERIBER, FHEAEEEFEMNHARETEER, (LOG-
2789)

LR\ Z A, BERICEENE BERERN SHIPUR, X MhRAS, BEICKENE
BRMiER, (LOG-2315)
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https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
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TELLREFH 2 FI, Fluentd pod BESRTE/AA JSON @ITRINEEESEEER. EX A,
AaEREEESR, (LOG-1806)

EMWREHZEI, must-gather FlIAT AT, EH oc FEEBE AR SRR BRHE
F. EXNhRAS, oc WXHEFREEANR, must-gather FIART LIRINTEMK. (LOG-3446)

FEMREH A, HEKRESS SCC AILIEH HER EMHEM SCC, MMmSEBURERATH, &
XA RA, EEBHERES SCC ML, MEMEFHMSCC, (LOG-3235)

ELREF A, MEHRDFE sequence, SHIRINE fluentd A, ERNIIRERDSLFRNFVRBE
AL, FEXMRAR, FE& openshift.sequence ERINEIEHHEH, (LOG-3106)

1.4.23.5. CVE

90

CVE-2020-36518

CVE-2021-46848

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680


https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680

B2E

B2EXH
logging RZ AN ARIER B L0,
AEFRAEMEMEBELT, RNl FTHZREF. &1 OpenShift Container Platform & {ThR AL ESE

PleReBEmLE, REZETHAEYURNEE, FEZNIHNEEZ L, MREEAAREFE
MEEELUNEE, ENERRKESE, FE Operator EEMNHAZER.

==
INRWJEFT OpenShift Container Platform X REMMELE, EEER Red Hat

OpenShift Logging Operator & # Unmanaged, A% #EFIEZTEHEZILKLA, BFRE
BWEH, BEEEERSRE Managed 7 1k,

==
HEICREN— NI RENAGRE, ©B—DFRETF OpenShift Container Platform B

XA, Red Hat OpenShift Container Platform &£ & EEAKE R T X ITHRARR
.

Red Hat OpenShift B logging @ — M2 IWBIMEDS, UKRNBARER. EMEEMHE T BENISELE
F. EEERBEELESMHIRNRE.

Logging & :
o — N AMEBTWERS
o RALLFEEMEMIIE (SIEM)
o i KATHRENFE
o (RIUFMYHERINZR
o LR2FH - MINAFHHITAER

2.1. XHH APl BE LUHIRE L

LokiStack FF & IEFE#H1T. BRENAFZFFAE AP,

X 2.1. Loki APl IR E

CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESS R
RulerConfig rulerconfig.loki.grafana/v1 ES57 X HF
AlertingRule alertingrule.loki.grafana/v1 57 X HF
RecordingRule recordingrule.loki.grafana/vl ES57 X HF

o1


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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22. P FHERE

IR Red Hat OpenShift Logging Operator 1% &7 Unmanaged X5 BEIS 2L T 2E 4 -
e Elasticsearch B & X ¥R (CR)
e Kibana E8&
e fluent.conf 30 {4

e Fluentd SFIFHHTRE

IR JITY% OpenShift Elasticsearch Operator % &% Unmanaged X7, F8EfEH Elasticsearch E3E XX
.

A BT EE
o ERERIAAETR., BT HERRMANBTRILEE.,

o EREFMMEREHNAE, B EENAATWRESRFHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,
FEAMRLERE RSICKRESR. ETRERINEEERERATIRES,
o REHSBESRNEASHAR, ELEERMIABEMEEL.

2.3. 3EZE OPERATOR By H5EHE

Operator B EZHL A RE T — Operator 2B IRNITHREBEEF P HBAXRABHNTIRE, NR
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFRRKEIELR.

RRCALUEFREIMERBENAIRRPER, BOTFHERERSEH Operator FRERZF, KHE
BAREREEESNHENEENFR,

AE AL T 3% Operator B WIEZERS :

e Ji3T Operator ACi&

JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, 8, Red Hat OpenShift Logging Operator @it XS BN E E LR
(CR) sEiAZIER, ™ Cluster Samples Operator {8 7 £ 2L HEECE R,

¥ managementState Z#{FE ) Unmanaged Ek#& Operator F R ENEEBEH TR, AR

SHITERRHAHBERBEE, —L Operator ATREFAZFILERRE, F NS MIFER,
FEFINE,

gk

H
[=]

ST Operator B NFHRERER BRI ZHEHGMINEE. REH
AR E E (Managed) RSHAIES HIIF BEMREURS H.



B2E

® Cluster Version Operator (CVO) B
A% spec.overrides SHRMNEI CVO BELiEH, LUMEEIE GIRMEXTHMEH CVO 1T HEEMT!

=, F—1NHH4M spec.overrides[].unmanaged S E N true R IEEBEF R FHENE
CVO BERIRETHEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

DIk

H
[=]

RE CVO BERFEEIMEHLTIAZIHRE. EMRmERER, ¥

A UEIN R ERFESE ARG .

2.4. WX FBERTIC KB E
ERTIAAN, FIERHRHE XERNIIMERRRERE.

&R LAE A must-gather TREEWER XUIB L5 HR, £BIGFIRNENBERICTAGRZIE

/BN o

FTRBIRES R, 1HIRM OpenShift Container Platform #1H&if KHIZHER

- AE{EHA hack/logging-dump.sh fIA, XNHEIARFBEHRE 7T E FRERIE.

2.4.1. XF must-gather TE

oc adm must-gather CLI i 5 RURE & BN F AR P HREEHE R,

X FBFICE, must-gather 2IEMUTER :
o WBEIGIHKIR, 1 Pod. ERERS. SRS, AR, ABAEMSEH
o KBNHIR, SEEEIHIINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (8] 1 # OpenShift Logging iR, &
FEEWRERNERRE. BEEENBETMEIE

1E£i21T oc adm must-gather I, & E 0|82 — 151 pod, 7E1% pod LEEIE, HREZELL must-
gather.local FFkHI— N Ex P, WEREHUFITIEBRPOIE

2.4.2. ﬂi% H /p\lﬂiiﬂz?}%
& LU#E A oc adm must-gather CLI S5 RINER X BEICEHER,

P
A must-gather EIWEHEER :
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94

. i ANEEZ{% must-gather S BB %,

. BXFE &L R %217 oc adm must-gather 45 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6 — N LLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408.,

. MNINI G5 must-gather B R8I —NE4ESXEF. B0, EER Linux BIERGMITEN L2

TUT e -

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

C FEZLNEZ P RO R B )RR B _E AR S,


https://access.redhat.com/

% 3 E AEHEHER

5 3 & HiEIERRR

L. BEEABICERE

BT LIEE Red Hat OpenShift Logging Operator BISR ASFE At B 710 R 4H 4,

3.1.1. &% Red Hat OpenShift Logging Operator HIRZ

&I LIEE Red Hat OpenShift Logging Operator B4R 7.

FRFH

o ZE T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

it =

1 BT T4, tDiEl openshift-logging WiE :
I $ oc project openshift-logging
2. 1T T ép 4 3 IKEX ClusterLogging SERMA T :

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
collector-2rhgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh

logstore: 6

elasticsearchStatus:
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- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHEH A, S£EIRESFER LRTE status /N H,
Fluentd Pod BJfE<{E &,

Elasticsearch Pod BI#EX1E 8, &3% Elasticsearch SREHEBR IR green. yellow = red,

0009

Kibana Pod BI#E%1E &,

3.1 EREHE RG]

LUF 2% B ClusterLogging X{5I#J Status.Nodes 39 89— LE1E 5 5H 2,
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% 3 E AEHEHER

REFUTARABHREERRT T REBTEEMNEKMAL, FERESAHIEALTR
o=l

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBWRTEERT T REBIRENS KL, HESRFBEFREMIHAMT A

i th o Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EUPFUTRHRBRRSEERT CR B Elasticsearch T sk 1% B8 5 &£ B iy E A T S EAITAL :

it Bl

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTRABIRSERRTIERE PVC TEHEE PV :
it e

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTRTENE Fluentd Pod, B7 7T R8s S5AEM 17 RERAFIREL
o=l

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

312 EFEEKICRAGHRE
EANEES N BFICRAHERS.

FRFH
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% 3 E AEHEHER

L% T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

. 1# A openshift-logging 7 H,

I $ oc project openshift-logging

. BFEARICRIMERRE

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

. BAERRICRBIFRERRE

a. IKINBIAERAT
it e

I $ oc get replicaset

it Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m

elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1
kibana-5bd5544f87 1 1 1 157m

b. IKERBIFERVRE -

I $ oc describe replicaset cluster-logging-operator-574b8987df
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i th o Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running /0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

3.2. BB A EHERR

3.2.1. EHERE Fluentd pod

L& 0 ClusterLogForwarder BE X HR (CR) I, #03R Red Hat OpenShift Logging Operator %8
B3I EHERE Fluentd Pod, ERTLUMIER Fluentd Pod R &I EFHEEE ],

FoRFEH

e REQIET ClusterLogForwarder B X %R (CR) A&,

ik
o ZITUUT 4, MIBR Fluentd pod LR EIEHHERE -

I $ oc delete pod --selector logging-infra=collector

3.2.2. Loki 3R Z PRI FE 1% PE HERR

#NR Log Forwarder API 81 BERRFI R Z(E B L E Loki, Loki REREEKRHI(429)5H 1%,
ﬁb@alae_fﬁ‘é%EIE.%}ﬂ’EL&qﬂZii BN, =¥ logging wINEIEEB XK LB EMEREFIT, logging
ft ﬁ*UFHI)LEEIb\%EET_J E‘%Hﬂﬂﬁiﬁﬁ%%alﬂ%o EJX**I%/R-F ﬁﬂ%uj“ﬂl]%ﬁﬁluﬁ’]ﬁf;/]\:]:'j
ﬁilﬁfﬁ [ R HIRRARWRCIE, FEAE KA TR e 2R R R EI 1R,

SRR PR R L L 4, WA LLBIT 150X LokiStack B E X HHIR (CR) SRR R I 0] {1,

BE
LokiStack CR 1£ Grafana £ &M Loki LR A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions

® |ogForwarder API B2 & 7% H & Al Loki,
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8 3 & HEWEHRR

L 1&:E’J/3éfjhr'j LOkI ﬁ j(:_F 2 MB E’J/ﬁ/u\i;%o WJ&D .

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERL TS
E»LJ\-F% i/é/u\z Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector 5% H R~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 51558 2=

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EEBERNBRBRXMEIR, Bli0, 7E LokiStack ingester pod A :

Loki ingester £5i%H 2 =Hl

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
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spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize F & E L B MNEHERI AN R AR ERRFIRGIAN (L MB H#
fir) . XMER—NERS, FILEXENEDTEEMESERPIHNZRREERN, T

#¥F KT ingestionBurstSize HEHENFE K,

9 ingestionRate FREFWRARAHEAENPIRE (UL MB HUHA) . MRBTEKBL
BRE, MHIERRRH R, BRESFSEXLZEAET. RB2ZFIEBETRE, REH

RTERE R FRER TR R,

3.3. BERICKE RN FEHERR
B LMER U T SRR EREPHNEEIC TR ER,

3.3.1. Elasticsearch £EEHERIR S NI A
D—NEPRREBKREEDEAT R, FHAUTEENSEREITHREDR,

s

N
AN PR —LEHoER $ES_POD_NAME shell ZF£ 35| Elasticsearch pod, MRZEBE#MAIHH
RESIFRGR S, BUIFLZE1%E HX) Elasticsearch SR A MHI(H,

IRATLLZAT LA T 0 3R 51 =T B Elasticsearch pod :
I $ oc -n openshift-logging get pods -| component=elasticsearch
TUTHS, EFHHM pod Fi%E& $ES_POD_NAME Z & :

$ export ES_POD_NAME=<elasticsearch_pod_name>

BifE, EALfEe S {EA $SES_POD_NAME % &,

i =
1. IZfTLAT &S, K Elasticsearch £EHEBRIRH R IERBHRERE WA ¢
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
2. BT TS, FIHEMASERENT S
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v
3. IBITLAT 4, FUH Elasticsearch Pod, FHEE(]5 L—% e Sk H e T T E ¢
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8 3 & HEWEHRR

I $ oc -n openshift-logging get pods -| component=elasticsearch
4. fNRFL Elasticsearch TWRUEBMALKER, HFHUTUTEIK,
a. BITUTamESHEEE, i\ Elasticsearch B1%%E master T :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

b. ZITU TS, FEFFIE master 7 =M pod HE&RH :
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

MRFIE T REEIMAKE, FTUTHIRERHESATRE LRES, FHFURKEHH

u1

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

MREERTHE, RKETRTERSENFLENESMELNFIL.,
6. ZTUTSHERNL, RERTARFLENES

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of_pending_tasks

7. &D%*ﬁ‘ﬁ&dﬂﬂ’]&% HINEERT, MReRELED, HFERTEFHERRE, 1HHE
LR, MENREEFRNIEE l%ﬁﬁm B, MRFCBESHREEERY, XRT
REBEL,

8. MNRMELFBEIELL, HZTUTHSIE cluster.routing.allocation.enable {£1%& 7 none,
REEHE :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty
9. AR cluster.routing.allocation.enable #%1%°% none, FiZ{TU TSR EIZEN all :
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'
10. ZITUTRSHEERHH, REEMRSIDARLER :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1. MREEAMRSDARLEHN, HEXBTHITUTSEEREN ],
a. BITUT R ERBRERE -

—_
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

ZITUA T RIS MERR D RERE :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. BT e R MIBRRR BRI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

d. BT A4 IR MR :

D

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12. MNRBITENFSTEEBRILEBIRE], & HIRMFRES,
T T e BRI L BIRE BT

a. J

ey
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. ZITLA T an 5 RMPRLL BB -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERRENAE, FERETRENERESEELEENENH,

a. 131TLLT 4%, E Elasticsearch VM HEREXREST S :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

EaSHE®, & node_name.jvm.mem.heap_used_percent FE&, LUAE JVM Heap
FRE.

b. K& ® CPU R, MEAX CPUFIAEXMNELER, 1S OpenShift Container
Platform "# & W12 (U RAR " ST,

Hi 5w
o EELEAERIR
o BEEIBHIABREINRE

3.3.2. Elasticsearch £&85 @ RIAAHEHE
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8 3 & HEWEHRR

EDP—PEDRMBEIFRD FREDES T R. @1d %2 ClusterLogging B X 5iR (CR) HEY

nodeCount 15381077 =3,

HinBR
o EEIBIAEBREINRE

3.3.3. BiA %l Elasticsearch 77 S &K K i1 2%
Elasticsearch A&YH 9 B 9 BC4A A EME K AL &BT T 5.

R

AP — Jﬂsﬁ%’%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, 1R E B M A

R EHIFRNER S, TSI 2Zs 8% & N5 Elasticsearch £ A MME,

IRATLLZAT LA T 60 3R 51 =] F#Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BT T84, %FESIHM pod Fi%iE $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S {ER $ES_POD_NAME %&£,

gz
1. BT TeS, HATER LERZE Elasticsearch BT = -
I $ oc -n openshift-logging get po -0 wide
2. BITUTHS, REREAEARDENSF :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

—

3 MREBFEAERDEND F, HoTUTSSRESD T R ERVBEZM

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4. EDHIHA, & Use SILMAEIZ T R L EANBE T D,
it

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
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/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

ONSR{E A BVREAL B 0 tLiBiE 85%, T mBMBITEKAIZ, FES R TEBDEL LT =,
5. EfHE 4/1H redundancyPolicy, HZTUTME :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging 1R, 1E2TUTR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HHERFXNEL,

6. MRATENT TR BRI, HMERIBRZRSEL,
a. 1IBTLL T4, K& Elasticsearch EFFEZRBIFIRA :
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b. #A%E = LU BREYIRZRS],
c.

TULT an 0 kbR

ié,
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. 2145 % Elasticsearch T S = K1 2%

Elasticsearch &Z4F 53 Fr MiA B @ 7K (122897 rR B3 7E 7 B Ak % 150 AR F PR B R B iR AT 7K (R 2% B E Y

a4
T

RO R ARETET R, BUIBERLZT R EN—EZEE, MRFTEGMBEZEE, H{mERRM
HBETR, HERDERRHTURERE S
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R

AP —EHSER $ES_POD_NAME shell ZF£ 33| A Elasticsearch pod, #1RE B #HMASHY
R EHIFF RS, BSOS 8% B X Elasticsearch R A MMI(E,

IRAI LT AT an 45 3R 5 T BB Y Elasticsearch pod :
I $ oc -n openshift-logging get pods -| component=elasticsearch
BT TGS, JEFFHB pod FHiXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>
WAE, eI LifEa S h#EA $ES_POD_NAME £,
iz
1. BT THS, HATER LEBE Elasticsearch BYT7 5 :
I $ oc -n openshift-logging get po -0 wide
2. EBNT R ZEE
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3 MERBHERENTE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

MRGBHHHEREFREMD R, NRKET T KL SRULEBIFINET 90%,

4. INAAA T R ERVREEZEE], IMRTEGMBEZEE, HEXAKRRMFRET R, HEHD
SRTURRME S,

5. B HATH redundancyPolicy, EiZ{TU TS

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEEEDFERA ClusterLogging 7R, 1527 T4

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INRE 2 redundancyPolicy {E= T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HEHERFXNEL,

6. MNRFTEM L R A RN R, ERIERERE],
a. IZ1TLLT 44, B Elasticsearch LFRERBIBIRE :
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. AR LMPREVIEZRE,

c. IBfTLA T kMpREES -
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. 2742 Elasticsearch 77 Sk /K i1 2%
Elasticsearch EB N EB XM AN FEHIZRS | Fhom fillEH Ri1E3R3 |15 -

o NTmAB—IHEN DTH.

o —MNHLBNHALET flood stage,
18 A LU S 00T B R (T B BE HERR .
R

ANEHFH—LEHoER $ES_POD_NAME shell ZF£ 3% 5|F Elasticsearch pod, MRZEBE#MAHH
R EHIFHNLGS, BUIUFIZ 8% & X Elasticsearch A MBVE,

IREI LLZ 1T AT an 45 3R 5 T BB Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BT GS, JEFFIHB pod FHiXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S {ER $ES_POD_NAME % &,

ff

L=

S

1. JKEY Elasticsearch T s BOREELZe A -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. IEe LRI, E Avail JILAEIZ T R LB E R 2R,
o=l

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmeint  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
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elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. INARE T R ERVREEL 2R, MNRITEGIN 2R, B HARRFRANARET =, HEED
ERTURRME S,

4. B YETH redundancyPolicy, iH21TUTHS :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE R EA ClusterLogging ¥R, 1HZ1TUTHRS

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HHERFXNEL,

5. MNRFTENS TSGR RXNAE, EHERIBEIZRE,
a. 217U T 44, B Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFREYIESRE].
c. BT ek MIFRSREI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

%%B&%D"P%EZ&ZEI'EUQ TEE R ZZ FMET 90% &, 2T A TS REUEEES ALY

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM H#FHXES
M Elasticsearch 17 52 Java EHAHL(IVM)HERNEEBIT 75%, EHEIEKHE KN,

3.3.7. ?éé Ib\lﬂi%é L CPU jjl_.l
TR ERRYE CPU ERAEXS, MELHT A CPU, EERTRPEES CPU KIE,

3.3.8. Elasticsearch i#f2 CPU hH &
1 s _EB Elasticsearch i#%2 CPU [FARR S, KMEEET =M CPU, ZEAT RoBESZ CPU iR,

3.3.9. Elasticsearch f# %% 28 8] 52 1T UK
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RIEYBIAEALFE, Elasticsearch #FME T — 6 /NN FEREA L], FRUTSENEER T
U= HERR

e
1. JKEY Elasticsearch 7 s BOREELZe A -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. IEemHEIHA, E Avail JILAEIZ T R LB E A 2R,
ot

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/dev/nvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. INARE T R ERVREEL 2R, MNRITEGINEZER, B HAERFRANARET =, HFEED
ERTURRM S,

4. BT HA18 redundancyPolicy, Ei21TU TS
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging R, 1EZ2TUTRE :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR %2 redundancyPolicy E= T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TSGR RXANAE, EHERIBEIZRE,
a. IZ{TLL T84, K& Elasticsearch LFFAERBIKIRE

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. R LMBREYIEZRE,
c. BT e RMIFRSREI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
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Hith 5w
o EBEEIBIAEBEINRE

3.3.10. Elasticsearch FileDescriptor ffF2&

RIBLURINFERAES, TR XHERFHETRRE. KES/ T =M max_file_descriptors (g,
#N Elasticsearch File Descriptors X4k,

3.4. 5%&F ELASTICSEARCH BEEFHEHRES

&R LAEH OpenShift Elasticsearch Operator BASLAKE % 4 Elasticsearch ZH4HIIA 5

3.4.1. 5% Elasticsearch B EFERIRS

R A LA & Elasticsearch BEEERIIRTS,

FoRFMH

o ZE T Red Hat OpenShift Logging Operator 1 OpenShift Elasticsearch Operator,

1 BT T e S, tDiiEl openshift-logging Wi E :
I $ oc project openshift-logging

2. BERDS

TLL T4, FKEY Elasticsearch A& TEEEFIRI R TR :

™

a.

I $ oc get Elasticsearch

=Bl
NAME AGE
elasticsearch 5h9m

b. BT T4 EIKEL Elasticsearch BEFAEIRE -
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
4N -
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
AP ERUFOTHESR :

it B

status: @)
cluster: 9

m


https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/file-descriptors.html

OpenShift Container Platform 4.13 B&it %

12

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: "
conditions: [] G

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3

upgradeStatus: {}

pods:

client:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

@ it SRREFHRLTE status N,
9 Elasticsearch A& MERVAE :

o SERMESD FHKE,

o JEERD AHIEE,

o FHEMIKIEND FHEE,

® Elasticsearch BSFM#EIET RBIKE,

® Elasticsearch HEEE T =B E L,



8 3 & HEWEHRR

o FHINBEMIIESHE,
® Flasticsearch HEF MRS : &k, 418, #Ef,
o RAOESHHHE.

9 EARERYE (BEFETE) . Elasticsearch HEFEIRSIERETEME pod BB T

ERFNERER, ZREUTERERNMESEH :

o AHIEFEES Elasticsearch BEE M ERSR,

® Elasticsearch BHEFHEMA B A RHNBTRL L,

e Pod AHFE, AMLETRERAFEANRENER, EERIGESHIERHER

Q LEEHP M Elasticsearch B&EFE T, 77 & upgradeStatus,
9 Elasticsearch HEEMEEEREFMIE Fim,. HUIEH master pod, FITE
failed. notReady =k ready RS T,

3.4.1.1. 15 5B R RH
LU R 23K 8 Elasticsearch SEfIHY Status EB4 #9—LE1E 50 3H BB =1,

UTMREERRRT REeBd BEENEKAL, FEEEDAFIRELT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTMRTEERRRT REBd BB SR, FESRREREMIEMT <,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

PUIFIRAE B RTEE KR (CR)H M Elasticsearch B &2 11 mikiF 23 5 S B R AT 17 ARSI

g :

SHN/ IR
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LUK E R SRR Elasticsearch B&TFi# CR AR FEMNFAESFR(PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

PAUTFIRASE B3R R Elasticsearch BETFIEERS A BRI m kT REKE,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

RS ERTEE B XS control plane T & :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

PUFIRASE B3R 7R Elasticsearch FEE A T HFIR 2 T E L,

o -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported

14
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reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason fl type R FERIEEAZZFHHENRE

StorageClassNameChangelgnored

PRFFREBFHEREH.
StorageSizeChangelgnored

AXFFERBFERN,
StorageStructureChangelgnored

T FFE IR B AR RN A T 25 1) (A BB el

BF

INRIEZ1H 4T ClusterLogging CR BLi&E N MIEHT tIHE B35 A, OpenShift
Elasticsearch Operator 2 JEB— N FAMSHERAPVC), BFRUEBFAEEPV), B
5FR StorageStructureChangelgnored X7, &4k E X ClusterLogging CR Y
BRI FHER PVC,

3.4.2. EEHEEHAGIRE
EALEE S BSEHEA RS,

Elasticsearch &3l
R A LA & Elasticsearch &3 |BR S,

1. ¥XEX Elasticsearch Pod BY& 5 :

I $ oc get pods --selector component=elasticsearch -o name
it =Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FRENGEBIFRE -
I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78
green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
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3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
1 1 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

H&#&FE pod
ERILIBEERE B EEMEDN pod RS,

1. JKEX Pod B9 7R :

I $ oc get pods --selector component=elasticsearch -o name
il Ll

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FREX Pod BOIRZ -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-

16
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0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFME pod SBERE
BRI UEES B SFEBERENRS.

1 IREREREER BRI
I $ oc get deployment --selector component=elasticsearch -0 name
it Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. RERBEREERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHRPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable
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Events: <none>
HEF#ERIAE
fRa U EE B SFERIAERE.
1. IRERBIARSER T
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREEIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
FHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch &R
OpenShift Container Platform Web 4 & B Observe 284 YU KRR fE. 7R Elasticsearch SEEFBIIR S,
FEIREX OpenShift Elasticsearch SEEEHRE, BRI T

<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging #J OpenShift Container
Platform Web 2% &8 Observe 9 A Grafana (YRR,

Elasticsearch RSP E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZERETHIEZERSE, H0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
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eo_elasticsearch_cr_restart_total

TR Elasticsearch TTmE/FIER. BRIERHNAEESHRER, F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
TR Elasticsearch 3R3 | fp B 22 [AIAYE.38, H40 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DR e ZE AL, Bl -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {§ 8

% 3 E AEHEHER

#N2R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, {{ERRKE

TRULLTREBRSER

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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EF—.'; 4 = =1 9&:.]: H IL;\-I/E%

ENEBEEN, &AL OpenShift Container Platform 528 EE%E logging, FHEAECERKEMRE
™ 'széé)h E T rﬁﬁ*iriﬁ“%ﬁ H /L.\*D Eﬁﬂj%*’j E o ,.,\_.U«AH H /L.\??Z&E”Fﬁjiﬁ’] H ILJ\$EUII:EI @*ﬁ&%ﬁ%
B, IEEEMNBEEEME. ELa AL OpenShift Container Platform Web 243X Kibana Web 1%
FEPHNEERIE EFARTESENEEFHERA R,

% E,E
Kibana Web #HIGIIEFA, T RELUEHEBICFZIThRAHHER.

OpenShift Container Platform 2 E 12 51 o LIE A Operator BBERAFIL T, NEBRZER, HSH%E
Ib\LE%

Operator ATTERE. FHFEF BEILTE, &4 Operator [F, ,.,\_JL,L@JL 0 CIusterLoggmg BHE X
Iﬁ(CR)EE‘LHF H lu\lﬂi pOd M=#H IL;\T/E%FEH‘EE’JE{@ TR AR LA —
CIusterLogForwarder CREEEREMLERR, MAEHEREUR bm%&’%ﬁu HIAI B,

FF A EB OpenShift Container Platform Elasticsearch HEEM LA N HITEERME RS
=Zh#, FRLLE T BEBRATS S EMETERER Elasticsearch LI, MNRBRHITHELZE
FINBIPER Elasticsearch HE&TFE, BIANIZETE Kibana FEFHITERE, NJiER Log

Forwarding API, #0 f$5 11 H & 4 2 HEF0E AT,

4.1. HEi0 428
Ib\lﬂ%ﬁ’]igéﬂ{#ﬁ

Collector

&R — 1 daemonset, ©¥F pod EBEEIE A OpenShift Container Platform i m, BMENT =
HS(%EM@TE FEHBEFEEL L RRENRE, ERILMERA Vector N 2RSKIHH Fluentd &
2o

; pa -3
Fluentd B#F A, ITHEUEHAITRAPMER, IERESRRTESRBFRHE

HXHXANIHEER bug BE M, EIINEERAHEIREHRE. ) Fluentd BIENIE
£, BRI LUER Vector,

N

A&

/b\ﬁﬁ%ﬁﬁ%ﬁﬁ :.Fﬁj\*ﬁ'E’J H IL;\§Q¢E =H ,b\f_ﬁgﬁ%ﬁﬂﬁ%})\%uﬂjo 13:_11«/{1@5@ %U\E’J LokiStack Hi&E
fili. f£5iB9 Elasticsearch BEENE, 30 BER A ZIFNBAER B EEZE,

#

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BB #Th A, WRIEH
BIfFEFABE Logging 5.8 & fafJ OpenShift Elasticsearch Operator, E {45 (F
Logging, EZ%I Logging 5.8 B EOL M1k, A LUERA Loki Operator #F5 OpenShift
Elasticsearch Operator WER A RFEBHINBEEFMWE,. IFEXBEICREMNEH
HEIMWEZER, FSHFE Agnostic Operator,
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B 4EXTHEILE

AL
BRI LER U AHEERSHENTIMERT. URHT - MEFERE, BTEER ERNEEEH

BH®&. OpenShift Container Platform Web #£#l#& Ul @i f5 A OpenShift Container Platform 1224
Bt RIR M,

& E,E
4 Kibana Web #2HIBIIEFA, iTXITELUEHIEBILFK A ITHRAHIHER,

HEILEKBERSRESEMNT REE, eiI#%EER -

MARFBE
REHPZITHNRAINARFERNRSREE (BMEREASRNARRERN) .
HEmtZRi A&
REMZBEM MR ERMNEIEEE : openshift*, kube* X default, L& 3¥H 7 =8 journald {5

#HitA&
B auditd £ERBIBRE, TTREITRAEHEIE /var/log/audit/audit.log X&F, LK% auditd. kube-
apiserver, openshlft-aplserver AR5 LA ovn B (MAREA) HHBEE.

HbBR
o {iﬁq Web }HG%IJ ’fTE/L_.\ D—]Lﬁ'ﬂ:

4.2. EG:_F‘EIZ% H /L.\lail‘

B2 51 o] LUEF OpenShift Container Platform Web 243 OpenShift CLI (oc) 3% %E logging
Operator, Operator AT ERE. FHM4ET BEFILK,

EAMNBRFEFLZAAATUEEMIEEEEFFIRNITBENAE.

4.2.1. E /L;\‘I«Ei g /IEXJ'_\‘
IR LAFE R B Operator SLHEM B E LR (CR) YAML XH4EZE H&ILKERE,

Red Hat OpenShift Logging Operator :
e ClusterLogging (CL) - %24 Operator [5, f&RILLBIE—/ ClusterLogging B E X %R (CR)
A E logging pod #1Z #F logging FTFRHIEM ¥R, ClusterLogging CR B URE 2RFNE 4
75, HAIEEBEENT R L2178 daemonset ZXHE, Red Hat OpenShift Logging Operator &'l
il ClusterLogging CR, F#ERHHE H&ILKEBE,
e ClusterLogForwarder (CLF)- £ EREE, UHETNAIrRBERLZHE.
Loki Operator :

e LokiStack - I Loki &4 BEEME, LUK A OpenShift Container Platform S1p%5 S
BXHY Web {CE8, LU HISCHEZ R,

OpenShift Elasticsearch Operator :
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k

= -3

iX£E CR B OpenShift Elasticsearch Operator (R EE, 7 Operator B =B R
T, BEHITFINER,

e Elasticsearch - 2 EF1EBE Elasticsearch SEFI{E BRI B & TE i,

e Kibana - FBFIERE Kibana SEHILIE R, BiHMEEBRE.

4.2.2. XF JSON OpenShift Container Platform Logging

IRET LUER JSON HEICKECE Log Forwarding API, f JSON F&F R IT NEEMEXT R, SR BT
LATFES -

L ﬁ**ﬁ' JSON EIL,\
® °/j Elasticsearch Bt & JSON Hi&EH#E

e 5 USON HEH X Bl Elasticsearch HEF %

4.2.3. x FWEFHE (% Kubernetes Hf

OpenShift Container Platform B4R HEZFE— 1 pod, BN Kubernetes 4, F7E OpenShift
Container Platform Logging LK B 1LARER, B F5hERZE Event Router,

NBEFELIER, EBIXTUIEMEM Kubernetes E,

4.2.4. %F OpenShift Container Platform Logging #fZHEkR
IR LB HAT A FES BERR B & 7] -

o HEEFEHFILFNKRE

o EEHEHFHIRE

o THMHARILKER

o NIMEXFRWERTILREIE

o XHEIRIFEHRR

425 XFSEHFEX
HEILDRRAESHFE, SHEMFEREMZEBSZILKF, AM Elasticsearch # Kibana £3%R,

yu%%%{%l%\y I« 5[%9&?#&17—520

\

4.2.6. X TEM4HEH

Event Router @ —" pod, E Wl OpenShift Container Platform =4, LUE@T HE&EICKERE X LEE
. Event Router MFRETI B WEEH, FHIFHEA STDOUT, Fluentd WX LEEHFHFHEL LT
OpenShift Container Platform Elasticsearch £, Elasticsearch f$5E43%&5| %l infra 351,

T FohERE Event Router,
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B 4E XTFHEFCK

MEFELER, ESHNEFEN Kubernetes B4,
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EF.'! 5% = '_I_I'H: IL;\-I/E%

& A LU T %24 Red Hat OpenShift Logging Operator 3EE8& H&I1LK, Red Hat OpenShift Logging
Operator ROIEFEE HEICKHERBE A,

BEIDREN— DA RENAHRE, ©B—DAETF OpenShift Container Platform #J
A # B, Red Hat OpenShift Container Platform £ EHIEEE Bk T A 1THRAERR
'I‘io

BF

Nt FHFrEsE, (@ Vector #l LokiStack. Elasticsearch 1 Fluentd 2#FH, iTXIELE
B % 1T kiR 2 A M Bk

5.1. 5§ WEB #2245 %% RED HAT OPENSHIFT LOGGING OPERATOR

TRAI LA A OpenShift Container Platform Web #2215 %% Red Hat OpenShift Logging Operator,

FRFM

124

BEEANR,

1i[A] OpenShift Container Platform web 1Z#I&

. 7£ OpenShift Container Platform Web #2#l& A, i Operators - OperatorHub,
. 1Z Filter by keyword #£/## A\ OpenShift Logging.

. MA B H Operator 5% A% Red Hat OpenShift Logging, A5 Install,

. FATETE Installation mode TiE#¥ T A specific namespace on the clustet

. B TE Installed Namespace THJ Operator recommended namespace & openshift-

logging,

1%t#% Enable operator recommended cluster monitoring on this namespace

XANEIIE Namespace W R % E openshift.io/cluster-monitoring: "true” F1%, HAiik
PRIXANETL, LAAREEE L 121REX openshift-logging @ # Z2 [H],

1% stable-5.y /Eh BHE,

p= )1
stable #E R N HEILKHRFTIMAREETH ., EREOREZAIRANERF, &

WFT A8 stable-x.y, HA x.y KRMLEM B KRIC T ERAFNRAR
A, f5lgn, stable-5.7,

1% — Update approval,

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7EG R A BT B 5B #H
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Uperator,
e Manual FRKIEEEHAE YL EILRAE A Operator B,
9. /y Console $&#H%# Enable =% Disable,

10. = Install,

1. @I tN#E| Operators — Installed Operators 71341 Red Hat OpenShift Logging Operator
REBRE,

2. 1 Status 5, HOEEMEER T SEBINAPML, 35 InstallSucceeded, XA Up to date,

BF

Operator AIRERTEREZ ST I T~ Failed A7, 1R Operator Z& =M ER
InstallSucceeded £ &, 15RI¥TI1E.

INR Operator % B RREBRERT, 1HEFLTHERR LTI Z— :
e i A Operators - Installed Operators I1H, &% Status 5 R 2 EH EAIHEIRHINFE,

e A Workloads —» Pods T, %7 openshift-logging i E F k& IR pod BIH &,

5.2. {#F WEB 12l & /3 CLUSTERLOGGING X%

LEHKICE Operator [7, EL76E—1 ClusterLogging B & L RFE NERE B HEEFME. Wi
LB E KR ESR.

FeRFMH

o B &% Red Hat OpenShift Logging Operator,

o {RAILLIJA] OpenShift Container Platform Web %4 Administrator #15,

1. A Custom Resource Definitions 1,

2. 1£ Custom Resource Definitions TTE L, = ClusterLogging,

3. 7E£ Custom Resource Definition detailsTTH, M Actions 3H A% View Instances,
4. 1f ClusterLoggings T1#, s Create ClusterLogging.

5. 7£ collection 9, #EfF— Collector Implementation,

Fluentd B FH, ITHELGEHILZITIRASBMR, B[N ELFIATERBERH
FHREXHX N IHEER bug EE M F, BIHEENAERERH, /EN Fluentd
BB RIERE, B LUER Vector,
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6. 1f logStore B9 H, EEFE—RE,

p= Y=

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BB #Thi A, 0
RIEErIFEBERKE Logging 5.8 & fl OpenShift Elasticsearch Operator, Ef#4k
L2 Logging, EZI Logging 5.8 B EOL Wik, fEALU#E A Loki Operator /F

OpenShift Elasticsearch Operator WER A RREERRINBEFM,. IHEHFXH
SILREMBPEPNEZER, 1HSHFEA Agnostic Operator,

7. m Create,

5.3. {# CLI %% RED HAT OPENSHIFT LOGGING OPERATOR

& B LA#E A OpenShift CLI (oc) Z4& Red Hat OpenShift Logging Operator,

FoRFM
o HEHENNR.

o B% %k OpenShift CLI(oc).

¥ =
1. B/ — Namespace X R{EH—1 YAML 3044 :

Namespace X Rl

apiVersion: vi
kind: Namespace
metadata:
name: <name> ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

ﬂ &% openshift-logging 5% 7 B&RICKRAE 5.7 RERIIMRAN S ZZE R L. *fF
A0k 5.8 REHBARA, ErRLMERERETT,

2. 21T U4 %L Namespace X4 :
I $ oc apply -f <filename>.yaml

3. LLYAML X4 = 6 OperatorGroup X £ :
OperatorGroup X Rl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging
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B5EREATILEK

namespace: openshift-logging ﬂ
spec:
targetNamespaces: [ ] 9

ﬂ % namespace FIXIE /7 openshift-logging.

Q S FHEEICRRA 5.7 RERIRA, &1 targetNamespaces % & openshift-logging.
S FBBILRRA 5.8 REFMMA, BMIANREEXZEFFPNMERRZEN, HNERE
— M AES SRR ZEH TR,

4. iZITUA T ep 3K OperatorGroup X £ :
I $ oc apply -f <filename>.yaml

5. i/ — Subscription % &3] %] Red Hat OpenShift Logging Operator B4y 22 H] :

Subscription X R Hl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

B BEIDFKMRA 5.7 R ERERAEE openshift-logging s & 22, X FHE&ILH
5.8 REFHIMRA, &7 LAERE R &2,

Q {57 stable =X stable-x.y {F FiE,

9 157 redhat-operators, #15E OpenShift Container Platform SEE$ L& EZRMLEH (HhFF
T RERISERE) |, 15IEEEE Operator Lifecycle Manager (OLM) B GIE2
CatalogSource % R & FF.

6. IBITLAT DR AT :
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator B &% %l openshift-logging 7 22 [A] A,

L BT TS
I $ oc get csv -n <namespace>

2. MREH, FHHi\mEZEEPEE Red Hat OpenShift Logging Operator :

A 8 — b
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tilfanka N/
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. {fH CLI /& CLUSTERLOGGING &
HEIABRIDREEX R Z20INE, SHAXETMEBEEHEMNES, LT #BEXEE LLH TSR

Z8
A /tho

FRFH

o B &% Red Hat OpenShift Logging Operator,
o BB NHEEMEEET OpenShift Elasticsearch Operator,

o B% %k OpenShift CLI(oC).

1. ¥ ClusterLogging ¥ R 6IE 7} YAML 344 :

ClusterLogging % Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
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B5EREATILEK

proxy: G
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:
type: fluentd @
fluentd: {}

HZFnw i instance,

OpenShift Logging BIER S, E—LHIBERT, MRFXT OpenShift Logging FIZRIA
&, MIFH%EHN Unmanaged, B2, ZEMEFERES, BEE OpenShift
Logging EF L NZEREN L,

FIF B & Elasticsearch X &, @i {#A CR, EalLlEE S B & HIRBE A MEFE,
187 Elasticsearch MIZRBENBERN A KE, BA—NEBINEEA : Bw). )
Bf(h/H). 28h(m)FNF, B0, 7d KR 7 K. BfE#BiT maxAge BB BESEMER, i
TMANENEEREE—MREBREE, SNASNZIRGIE Elasticsearch 35|,

87 Elasticsearch 7T I E, 1557 ILFIREEME T,

7 Elasticsearch FEk AMMBEFHEENELTR, NIKEREMRE, EEESBIEMNEE
%, MERBIRERMEI, OpenShift Logging FHEAIGE 6%,

IRIEFEZIETE Elasticsearch B9 CPU MIAEFFE R, MRXLEER, N OpenShift
Elasticsearch Operator 2K EBINE, BIINBLUHERSHHMENTE. AFIFERHE
IMEN 16Gi, CPUIERH 1,

RIBFEIETE Elasticsearch fRIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator 2K EBINE, BIINBUHERZSHMENTE. AFIFERHE
A 256Mi, CPU IERKBIERIE S 100m,

FAFEEE Kibana BOiXE, @it {#EA CR, ElLAY & Kibana EEHTARM, 7 Kibana 17
mBlE CPUMKNE, MEEZER, ESMEERST{EIRE,

FFBE Fluentd BIiXE., @3 {FA CR, EALIEZE Fluentd CPU MINERE, MEES
ER, HSH"BRE Fluentd',
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ESATIS

Elasticsearch control plane 11 R ABE N =D, ARENT nodeCount 1EEH
KTF 3, OpenShift Container Platform RAEPB=NE Master T K EH
Elasticsearch Tim (8% master, client #1 data AAfs) , Hfth Elasticsearch 7

ﬁﬁﬁ@)ﬁ'“ﬂ]iﬂ%%@4’?%@@?&%%@']5_0 control plane 7 IITEREEE HHY
} e, tnoIEsMRESl. DA 2RMERETR. BETREES R, FHFHITS5H
EEXH9IRIE, W0 CRUD, EERMREE, '—:‘kéﬂl?ﬁ*ﬁ%ﬁ’]}% FeHAXE /0. W
FHM CPU, FHSnBIRIEXERIR, FHELEIT T ENRINESHIET =

a0, 03R nodeCount =4, NAEML TR :

I $ oc get deployment

i~ B
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

RE| BRI ED FHESE T Elasticsearch #IE 17 mBI% B,

&A@ 5 H openshift-logging 7B Y pod EXIEREE,

o ZITUATEHAIH pod :
I $ oc get pods -n openshift-logging
MEAEHHH pod, REUFLUTIE :
it Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s

elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

5.5. K& FRIES

L% Red Hat OpenShift Logging Operator f&, &R LUET /211K ClusterLogging B E X IR
(CR)RECEERE,
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INR& B HE M Elasticsearch B&EN#, &R LLM ClusterLogging B 7E X /)?(CR)':Fﬂﬂ'JB%P\]ﬁB
Elasticsearch logStore #[ Kibana visualization ZHf, MHFRXLHHRRIER, BEREFHR. 5
% 4N 5R3% B £ Elasticsearch BEFME, MERAEABIAHM

5.5.1. % F ClusterLogging B & X #TiR
BENAFICFIME, 1H0/EFHIEN ClusterLogging BE ¥R (CR) .

ClusterLogging B X ¥i& (CR) =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

managementState: Managed 6
#...

Z ¥Rl instance,
CR /%% % openshift-logging #3422 H],

Red Hat OpenShift Logging Operator IR, HIRE%EH unmanaged I, Operator bFF
SRPRE, BERARBRER.

-

5.5.2. L E A &EFM
& LUt 82X ClusterLogging B iE X HR(CR)XREE H &AM B EFZE R,

SeRFH
o BEEANR,
e B% %k OpenShift CLI(0C).

e %%k Red Hat OpenShift Logging Operator #1—MNAER B &EFE, ©=& LokiStack
Elasticsearch,

o KBEAIET ClusterLogging CR,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator BTk A, MNREB 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE Logging,
E | Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARRKEBERINBEFMH. IEEXBFILREMEAHBHENESEER,
BS A Agnostic Operator,

it =
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1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

e EAEREFEMEERE, XATLLE lokistack =X elasticsearch,
Elasticsearch BEZ R A LR &%

BETRERE, XMERAUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack By R] & EE & LT,

x O 009

¥ LokiStack 53 H&EFEH ClusterLogging CR 4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. ZITLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.3. e EH W ESR
& LU 82X ClusterLogging B 7 Y R (CR)RECE H&EAW B EINEIR KB,
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Fluentd B#F A, ITRELUERAITRAPMIR, ZI08RE SRR T LRI RHRAT

XANIHEER bug EE M, (BIINEENABIRENH. FN Fluentd IERIERE, &
LAMFERA Vector,

FeRFH
o HEEANR,
o B% %k OpenShift CLI(0C).
o B &% Red Hat OpenShift Logging Operator,

o KEAIET ClusterLogging CR,

1. 182X ClusterLogging CR collection 4% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDRHEERESR LR, XATLLRZ vector 5 fluentd,

2. ZfTLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

554. REHSHTILIE
& e LUt 82X ClusterLogging B E Y HIR(CR)XRECE H &AL TR KB,
SeRFH

o HEENR,

o B% %k OpenShift CLI(oc).

o B &% Red Hat OpenShift Logging Operator,

o XBEHIET ClusterLogging CR,
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BF

INREEFH OpenShift Container Platform Web #2&I & 1T 5 4b, E%/0E BB EKIDE
PHlIE S, 155 %A X "Log visualization with the web console" BT,

Pt

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

ZATFEFICEKNAME TERA, XaLLZ kibana 5% ocp-console, Kibana %’“%U"‘W’—‘}
{&FH Elasticsearch HEEEHIERE RZ, M OpenShift Container Platform 258 R &5
LokiStack EREBFRA.

o
9 Kibana 2% &AL EE,
©

OpenShift Container Platform Web 1224 & BRI %A BC B

2. i5fTLA T e 43k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.5. Jo FE 44 FRES i o 110 B RIS &

SRHEMBIEG T RER MG RMARE. MRS, B8HRITFEE OpenShift Logging BRER
Operator B9%i B [A| BRI 4% R £,

W44 bRE PR LA FARIIE A8 pod SRS Z [FIBIMLERE. Logging £ openshift-operators-
redhat i B F&4& OpenShift Elasticsearch Operator, £ openshift-logging 71 B %% Red Hat
OpenShift Logging Operator. Rt SV E Z B R E.

OpenShift Container Platform N %34 (OpenShift SDN #1 OVN-Kubernetes)i2 4t 7 PN T 1A%
o XM MNREIEE LR R T 25 fR E 2R B8
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P4 S

XERIMARER, MREEE R, SRAFMERE, BE, WRAFMEXTRE, i@k
RARRERE, AEBRNGIN, IRATRIKAERRIEFZTHNAE, B, EXRERE
PAHFEMN—N S BRICFERBOTE HOE S —DMERRE.

%
XMMER R FI LM IRE, SN AR NS EEICKEXNTE, URFellZERE,
subnet

WEXAFABERE. EREGILRMEAREE, THERF.

OVN-Kubernetes #a%{F FAMZS SRB&, E Ik, 5 OpenShift SDN —Ff, E/NECERE, URITFREM
_/l\'—___}'E/L.\*E*E’JIﬁEHjDE”j‘J_/\IﬁEQ

it =3
o MRMELIZMF, (multitenant) #EXEH OpenShift SDN, 1HIMAXHANITE, Hla0 :

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o T, X FMLEIERB OpenShift SDN LLK& OVN-Kubernetes, iEHITILTE :

a. 7£ openshift-operators-redhat &4 22 [H] Ri% EIRE, 40 :
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. E openshift-logging & Z2[A| R AR —PNRLEREE TR, ER1TFM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t £ £l openshift-logging
TR, fi -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress
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HAth 5T
o XTFMLEE
® XF OpenShift SDN BRIA CNI FLE LN

® XTF OVN-Kubernetes kil Container Network Interface (CNI) FA%& 1
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EeoEHEFAZICE

6 & B HKILK

AWFHBAEICREN : RIRAEH(G.y.2)MEREEH(S.y).

6.1. RAATHRATEH

INREEF Automatic BHTHEAE LIRS HEIL K Operator, #&#) Operator & B ihiEWUR IR A E#T.
BAREETREMFNEFH TR,

INRFEF Manual EE#tAAETILE B EICT Operator, EWMFARMAER, NEELZER, 15
S F L AR IR Operator E#,

6.2. ERIThRAEZ
SFERAER, BAIR—EFINTE,
BREREHNRAMIZFER, HSMH OpenShift Operator 4 frEHA,

6.3. 7% RED HAT OPENSHIFT LOGGING OPERATOR LA A fp 44 28
]

EBFICTE 5.7 MIBARAS, Red Hat OpenShift Logging Operator R ¥ 11 openshift-logging % % 22
[\, #NRIEFHLE Red Hat OpenShift Logging Operator i IR RBIRTE M A2 [H], BT EFHERE
Operator, &R LASEREL T & BRE MR B &L KA BB R T EFHEBZE Operator,

SeRFH
o B% %k OpenShift CLI(oc).

o HEENNR.

Pt =
BT 5 SR AMBRTT B -

™

I $ oc -n openshift-logging delete subscription <subscription>
2. IBfTLA T en 4 KPR Operator 4 :
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>

3. BT e &R MIBRERF IR SR A (CSV) -

I $ oc delete clusterserviceversion cluster-logging.<version>

4. FRR"REHKICK " XEEHIE Red Hat OpenShift Logging Operator,

e &7 OperatorGroup ¥R # targetNamespaces FEX R B N FHEH KB NEFEHTH,
ZMEX— R, HEITUATRSHFRERL
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.13/html-single/operators/#olm-approving-pending-upgrade_olm-upgrading-operators
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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I $ oc get operatorgroup <operator_group_name> -o yaml|
it

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. E%7 RED HAT OPENSHIFT LOGGING OPERATOR

E ¥ Red Hat OpenShift Logging Operator BHTEFHHIERRA, EBLFUEN Operator 1T [H BB FHIE,

FeRFH

o B &% Red Hat OpenShift Logging Operator,

o HEEANR,

o {RALLiJ ] OpenShift Container Platform Web 1£#l&, F &% Administrator #1f,
iz

1. 5%l Operators — Installed Operators,

2. % openshift-logging T H.

3. = Red Hat OpenShift Logging Operator,

4. =) Subscription, 1 Subscription details 84>, s Update channel ###%, RIBEHI L FIEHT
M8, X HEEEXATIEER stable 2k stable-5.y,

5. 7E£ Change Subscription Update Channel O/, EFRFWERAEBEFIE stable-5.y, A
[E /= Save, 1&HEXR cluster-logging.v5.y.z ik A,

1. FHLWEN, SAE = Operators - Installed Operators, %iilE Red Hat OpenShift Logging
Operator R A S S &#H# cluster-logging.v5.y.z iR A PLEL,

2. 7E Operators - Installed Operators TIE A, FfF Status FEIRkE Succeeded,

6.5. 3 LOKI OPERATOR

Z5F Loki Operator BT E— MBI EMAE, EER Operator 11 5B EHIHE,
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FoRFMH

BZ& % Loki Operator,
BEE AR,

& AT LA 7] OpenShift Container Platform Web #2#l4&, 7% Administrator 1,

Sfin% Operators - Installed Operators,

1##¥ openshift-operators-redhat T,
= Loki Operator,

= Subscription, 1 Subscription details#4>, = Update channel %, RIBEHLFIEH
/vfﬁa_, XNEEIESIAFIBE 2 stable 2X stable-5.y,

£ Change Subscription Update Channel 8O/, EFERHTHIERAFEHIE stable-5.y, A
[ /= Save, &R loki-operator.v5.y.z iR &,

ZRENLFEN, SAFE = Operators — Installed Operators, %7l Loki Operator lR AR S S & HI
Ioki-operator.v5 y z R AT EE,

. 1 Operators — Installed Operators TIE®, % Status FE&IkE Succeeded,

6.6. E#T OPENSHIFT ELASTICSEARCH OPERATOR

¥ OpenShift Elasticsearch Operator BHTZE HETARA, EAATUSEIT 7,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREB 7]
{# FABE Logging 5.8 A #iHY OpenShift Elasticsearch Operator, BJF4¢ELE A Logging,
B % Logging 5.8 B EOL Hik, #&EAILUFER Loki Operator ¥E2/) OpenShift Elasticsearch
Operator WERARKEEBRINBEEM. MFEEXAFTILREGEAHBPNELZER,
55 [H & Agnostic Operator,

FoRFMH

INRIE(E A Elasticsearch ENBRIABEEFLE, B Kibana fE4 Ul, 157EE#T Red Hat OpenShift
Logging Operator RIS #T OpenShift Elasticsearch Operator,

BF

INRIBLUEE R MITF B # Operator, ] Kibana A& 8%, FHEAFS0E Kibana
BHE KR (CR), EERXAME, MR Red Hat OpenShift Logglng Operator
pod. % Red Hat OpenShift Logging Operator pod EFERER, B0/
Kibana CR # Kibana B e,

Logging b FRBRRE :
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140

o FA pod &ALT ready K

o Elasticsearch SR FRRIKE,

8B Elasticsearch # Kibana #{E 2 # 7% 15.
BEE R,

IRBZRE T OpenShift CLI (oc) FFTHIES 3

. 7E OpenShift Container Platform web ##l&5H, =i Operators = Installed Operators,

1##¥ openshift-operators-redhat T H,

. = OpenShift Elasticsearch Operator,
. 5 Subscription - Channel,

. 1 Change Subscription Update Channel & O/, %% stable-5.y # = Save, &

elasticsearch-operator.v5.y.z kit &,

. ERNMB, RS = Operators — Installed Operators, %1 OpenShift Elasticsearch

Operator H&ZK% S 5 & #H elasticsearch-operator.v5.y.z kg &< ICEZ,

. 1 Operators — Installed Operators TIEH, % Status FE&IkE Succeeded,

AT oS FEERE, XIEFTA Elasticsearch pod BIR S 2 A 7 Ready :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl44l-2-5¢6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

. I AL TS HE BRI RISIF Elasticsearch £EEHR S E2EF h4ke

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

it Bl

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

. B ALL TS HEEE R Elasticsearch cron fElL2F 202 -


https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

% 6 E ALK

I $ oc project openshift-logging

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4. MALToSHEITEEEFHEEEBHEEBMRA, FERSIZHREN :
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk H 2R 85 app-00000x. infra-00000x. audit-00000x. .security 325 ;

green open infra-000004 rtDSzogsSI6saisSK7Au1Q

31 226717 0 297 148
green open infra-000012
RSf_kUwDSR2xEuKRZMPgZQ 3 1 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg

11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295 147

green open .security zeT65uUOuURTKZMjg_bbUc1g

11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-

Bl 6.1. BSRS89 H =6

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 3 1 222195 0 289 144
bSxSWR5xYZB6IVg 3 1 341800 0 443 220



OpenShift Container Platform 4.13 Bi&if &

green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
eERgLALMQOIQDFES1LBATQ 31 0 0 0

5. MALUTHRSHEEHH, NIEASTCIERSERHEEBIRA
I $ oc get kibana kibana -o json

Ktk RS 22 8% ready JR7EM Kibana Pod :

142

B 6.2. AL Kibana pod B = Al
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

lltypell : nn

2

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

}l

"deployment": "kibana",
"pods": {

"failed": [1,
"notReady": []
"ready": []

13

"replicaSets": [
"kibana-5fdd766ffd"
1,

"replicas": 1

}

]



% 6 E EHHBICK
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ﬁ:__.’ 7 BH H j}i'ﬂ: E IO

7. xFHEM KA
IR LARIEERE M B R FHERR A, 7E OpenShift Container Platform Web 122 & Bl it b 1R 9 B i 3%

#&, =Xk Kibana Web %A, Kibana 124 o A F ElasticSearch Hi&7#Efi#, OpenShift Container
Platform Web #2#& 7] Fi F ElasticSearch H&Zfi#sk LokiStack,

% E,E
Kibana Web #HIGIIEFA, T RELEHEBICFZIThRAHHER.

7V EBERSAMEIE
& e LLB T TR ClusterLogging B E X HR(CR)REE B E I Mt TERE,

FeRFH
o HEEANR,
e B% %k OpenShift CLI(oC).
o B &% Red Hat OpenShift Logging Operator,

o XBEHIET ClusterLogging CR,

BF

INREFHF OpenShift Container Platform Web 126l & #1751k, g BEEICE
PHlE S, 155 %A X "Log visualization with the web console" BT,

i

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole:
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logsLimit: {}
timeout: {}
#...

ZRFHBZIETH AT TEXE, XALLZ kibana 5% ocp-console, Kibana T""%U"‘ﬁ%
[ Elasticsearch HEEEMIEREFRR, M OpenShift Container Platform #ZHl& R 5
LokiStack ERE IR

Kibana Z=HI &M A LB &,

o o —

OpenShift Container Platform Web 1224 & BRI % BC B

iZ{TLA T en 453k A ClusterLogging CR :

oy
I $ oc apply -f <filename>.yaml

7.1. ﬁgﬁ J?E’JEIL:\

HRESE— PRI, TREARMBTEETIRE. EAILUMER Openshift CLI (oc) #1 Web 45
HEESMTRNER, WWE. HEM pod,

R

ﬁi@ﬁ BEKRRMEEFERL, 1HRE logging, BERILTKF OpenShift Container Platform &8 HFRA

HE (o T 'J—_'_BFQ/JL;'EE‘T]“ Hi&. WFH*%F%@%% H /L.\fFl]ETJtH%W AE) REe IJ;%FH H /b\ﬁﬁ%qﬂ = n_.\_.“'/L
WiT Kibana $#£4]& 3 OpenShift Container Platform Web #2#I& &iH, &I HLEN B EHIE, &
REE /flﬁ]'ﬂ H /L.\la% H Ib\ﬁﬁ’%

7121 BEEHRRAE
’/fg:_.”«J\E OpenShlft CLI (OC) 1 Web *HE%IJA':PKE%*FF /ﬁE’J E Tho IL;\}‘AE ,L.\El’J]:ﬁB_ﬁHEJ:b&HL

FeRFM

e ijj[n] OpenShift CLI (oc) »

AE (UI)
1. 7£ OpenShift Container Platform &5, S#iEl Workloads - Pods, il fREHER T
TR SMEl pod,
P2y~

LR (MWEE) REEZEZIEMN pod, FEXMIERT, EaILIETRMY
Details TTE A% E Logs #5#,

2. MTRIFHREE—DNIE,
3. RIBEHER pod BB,

4. = Logs,
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Az (CLD)
o HEYTE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Hep:

-f
 BERMEESEEEEIATHINRNE,
<pod_name>
187 pod IR,
<container_name>
 IEEBRBMAM, & pod EESNAREN, BUIIEESHREM,

o -

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHBMBSEXHRE,

L ﬁ%ﬁi%l@ﬁ’] E o -
I $ oc logs <object_type>/<resource_name> ﬂ

@ BEFRERMA.

flan :
I $ oc logs deployment/ruby

BHRMBSEXHRE,

7.2. £ H WEB Z=H&#H T HEM WAk

ey
R LLBIT ERE logging #2HI &M, £ OpenShift Container Platform Web 2 & 41 i b H 73
*EQ

BXREATICRRESRHRERBGIFERE, HSEER Web 5 5% % logging,
MREELZRET ARILRAFTLELRERYE, FEAUTSRZ—.

7.2.1. 2% Red Hat OpenShift Logging Operator j&/5 F logging 2 & f& 4

Y5 Red Hat OpenShift Logging Operator R&ZH—&84, EaILUSA logging #=H &M, BMRES
ZRETEMG, BELUSBESE

FeRFMH

146



B7EAHERE

o HEEGNR,
e B &% Red Hat OpenShift Logging Operator, 37 Console ##%:#% 7 Disabled,

e ijj[a] OpenShift Container Platform web 1Z#I&

1. 1£ OpenShift Container Platform web %58 Administrator fi& 1, i A Operators -
Installed Operators,

2. = Red Hat OpenShift Logging, X&if A Operator Details 7M.
3. 1 Details TUEH, 7 #HI&ELLTR Disabled,
4. EEHEHGERANIEES, %5 Enable,
5. mili Save,
6. Juik #EHIE A L IIINE R Enabled,
7. NAE®RE, web BHIARER—MHEEO, BORREEHNINE Web 122515, HEERHH
B O AN BT, RIFTN Y 2S.
7.2.2. &% Elasticsearch BH&EF N LokiStack I ER & H &I R IRH &M

£ logging hkA& 5.8 REmM AR, R Elasticsearch BEFEERINMW B EFMHE, EHATLIRRLUITR
25 logging 2415 #E 4

FoRFMH
o HEHEHNNR.

o B2 %% Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator # Loki
Operator,

e B% %k OpenShift CLI(oc).

o MBENIET ClusterLogging BE X ¥R (CR).

1 BT S, BRERT BERICTEH e

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2. 2174, f¥ .metadata.annotations.logging.openshift.io/ocp-console-migration-
target: lokistack-dev ;X7 /NZE ClusterLogging CR :

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata": { "annotations": { "logging.openshift.io/ocp-console-migration-target™:
"lokistack-dev" }}}'\

-n openshift-logging
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it Bl

I clusterlogging.logging.openshift.io/instance patched

o ZITUTHSHEEWME, WIEFMRESERINAM :

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-target}' \
-n openshift-logging

i~
I "lokistack-dev"

WAE, BEICKEHIEEY pod B#EERE, ERILURAT i AZ] OpenShift Container Platform Web 1224
BFF A E Observe - Logs TTHEEEE HERIE.

7.3. BEERRER

OpenShift Container Platform web 12l & A# Logging/Elasticsearch Nodes #1 Openshift Logging
(YRR EIEHE X Elasticsearch L5 LA & FA FBA IE A2 B (0] LAY 54> Elasticsearch 7 mBYHEAH(E B

OpenShift Logging {{FRIREE chart, TEEEJ LR Elasticsearch SLBIRIENE, SIEEEFTIR. Dl
O, KB F N Fluentd S8t

Logging/Elasticsearch Nodes {{&R#R B & charts, E7 Elasticsearch SEFIRFEE, REET R0,
aFERL DR, HREFFR.

7.3.1. Vi[A] Elasticsearch 1 OpenShift Logging 1Y Z& 4R

& B LAFE OpenShift Container Platform web & # & %& Logging/Elasticsearch Nodes #ll
OpenShift Logging 134K,

iy =2
EEH YRR :

1. £ OpenShift Container Platform web 12l & # st Observe —» Dashboards,

2. 7t Dashboards TiHE A, M Dashboard F# H1t#F Logging/Elasticsearch Nodes 5%
OpenShift Logging.
*fF Logging/Elasticsearch Nodes {{&#Rk, "ILLEFEEEEM Elasticsearch TV mF LB
AR,

LRt & BREMRBIERIR, TRZEMERE.
3. A% : M Time Range #1 Refresh Interval 3 5 A5 £ 7R RS [H]SE [F 3 B R sk R FT 3R,

BXRURBRERMER, ESH XF OpenShift Logging {X5&#k # % TF Logging/Elastisearch Nodes 1%
=Ko
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7.3.2. %F OpenShift Logging 15k

OpenShift Logging {{RRE & chart, AIEEE# TR Elasticsearch SEFIRYIEE, FTF2ErATIHEA R
Elmo

3 7.1. OpenShift Logging chart

&t ik

Elastic £EIRE L HIAY Elasticsearch IR :
® ONLINE - &7R Elasticsearch SEfI1E4,

® OFFLINE - 3R7 Elasticsearch SEfI B 48,

T R Elasticsearch S5l #p# Elasticsearch T g5 88,
Elastic 2k Elasticsearch S5l B Elasticsearch 43 F 89548,
Elastic 3X#%4 Elasticsearch S5l #p# Elasticsearch A% 548,
T BBy SRR IETEAT Elasticsearch &5 |8 SR AL 22 H],

Elastic fFFALEBRIESS Elasticsearch HRSERBIEM /S, M*KEI0/E, R

BlRRE. 2K DESH D K KW,

Elastic JVM GC I Ji] JVM TEEBE R HIAT Elasticsearch HiiR BBUR FRT TR HY
s 1l
Elastic JUM GC % JVM B PATHIAR ERUR B B

Elastic Query/Fetch Latency Sum e
v/ y ® Query latency:Elasticsearch 2R EHHITHY

A,

o JREVIEIR : B Elasticsearch ¥R &M
R AR BRI

IREREE R B A @ B L B EE IR B R, A SRAMEREE R
e, NAREE., BiERERERE, EW
BIFZHERIREIFTK,

Elastic &= 1 Elasticsearch 17 mE#¥ Elasticsearch SEHIHAT
RIS,
CPU Elasticsearch. Fluentd #[ Kibana /) CPU #=,

BRTE&MAME CPUHE,

S A Elastic JVM Heap HERAMN JIVM AFEE, E—MERMERS, FRER
B JVM 5 R B AR BT R 17
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1IN ik

Elasticsearch i &k {E & Elasticsearch S£5IFBF & Elasticsearch 17 s /55
7],

{55 A AR B ST R T Elasticsearch. Fluentd #[1 Kibana {58 FA B9 ST {4 ik 7T
BB

Fluentd emit #{& Fluentd BRIAKTH BB Fluentd SHE R, LIREIA
I E T

Fluentd 2% 4 & BT Fluentd Z2HIE DL, TR HAIRERT

Fluentd TTE BB E EH =,

Elastic rx 71 Elasticsearch 12t FluentD. Elasticsearch 7 g2
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B EIRE, BERERERTE

B HHE ],

Fluentd it FF iR FluentD FoiEHiH B EBI B EORE.

7.3.3. Logging/Elasticsearch 7 m{{ iRk LB KR

Logging/Elasticsearch Nodes {{ &R & & charts, Z7K Elasticsearch SLBIRHE (RS ET m%
B . LTI — 120,

Elasticsearch }iRZ
Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch SEHMKEHILLT E &R,

3R 7.2. Elasticsearch IR &%
&t ik
£RRE TEFRIERT R ER NP EREE R IR, {#H Elasticsearch
g, EEMAERE:

e 0 - X7 Elasticsearch £ FEEAEBIRE,
XEKESIBTHRESH.

® 1- 37K Elasticsearch LB TFHEABIRE, X
EREED—NDRNEIARD A ARED
i,

® 2 -3k Elasticsearch SEFI FABIRE, X
BEREEVIPB—ITEL A RERIR,

Sy g E BRI Elasticsearch 7 BUE#,
EHHIET = E R Elasticsearch BT S E,
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1IN ik

SRBERS SRR TCEANRE, XLEFRHERTH, HERE
PAFIFRSESRr, PlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFITER EZE,

Elasticsearch £ %315 HIRE

B Elasticsearch R3IERZ—THE MO FEIZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRE  THRMEIAD R, BRXHEREINRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HEBIWOELN, EDRANBEIWRIEE, ERIEGEHRNINMEMETERDT, B
LIBER e B A2 R I E,

RBI DR ARATILNRE, BERIUATEEMBRANBRIEHPLENEL. SD FREBIITHRRMR
BIEKNE, 2R EERN, MRD/FTEHITXLEER, 2R FA2EHRN, RS FEEDRE. E
o, RUEDESFSE, 2h TN 2/ERE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DERE—MENER /N
AEZE Lucene 3RBl, B Lucene IRXHFZRBI BRI EKH, Lucene 2 Elasticsearch {f FHRIE3RZE,
MR FEREHIGEEENRKFE, MMmERBREZEHE, REFH BT FE 4 AT M ER AR
12, el gEZREA A&,

% Lucene HUTEIEIRIF (INIERIZIE) B, Lucene RARIEHERXREIPIZRS| FERIUTIRE. Sk, &
R BRE S SERFHEAF R ERIRLY, RIS i BRBURSII AR REA EXIH,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FHILL T E &K,

5% 7.3. Elasticsearch 8% KRS chart
1IN ik

KRERD R ERHPERNED FNBEND R (HREEIF) B
], MRS HBERM, KEMERALUEIIE,

SEMBES R SHPNIEFSS FHE, IEERD K BEENE
b, BEFPEIARAET MR EHD . £EHE
BEAEKDH (non-active 0 F) BOSERFIA], %
KA IR RS R B EIR I AT BE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
T LS MERRRMFT T 2N ERENE,

SBRDEDH ROED FHEE, BTRMFRSIHTT RKWER

A, Elasticsearch 4 F ATRE% A O EC,

Elasticsearch 17 sigtn

B Elasticsearch T REEBRITHR, sTHATFOIEES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHALIIEZFHI AT B KR,

Logging/Elasticsearch Nodes {{&RIRBE LU T B XMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNESHENER,
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K 7.4. Elasticsearch 77 siginEl xR

=178

ThreadPool {£5%

CPUHRZE

RNERE

WEAE

g =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SR B

XHEEHE

Elasticsearch 17 s fielddata

30

BREFSRB BRI P EFNESRE. T
PR B9 K HERESS FTRERRE 17 m BTIRIE Rk H Ath

(A1,

A% Elasticsearch 7 m{FEFEB CPU 2F D B4 E
AR CPU REMNB DL,

Affi% Elasticsearch T m{E R EE,

A% Elasticsearch 7 s £ B F 3R 3| BUEM TR S
W Ze ],

XAYTERRIE Elasticsearch 77 5 L 3RB | BISTER,

TEFfI% Elasticsearch 17 R 3R 3| XA &R A, R3]
ERAZERLERMIFN, 0 IVM Heap RIZFNEE
Mg, EREIMRARELFAHTREZETR.

TEFRI% Elasticsearch 19 m LB {THIIERIE R E,

TEFfI%E Elasticsearch 17 s £ SE RIS 3R 1% SRR A, 18
RIELATRESZERZRFRMN, EREINARTE
BlhFREERE.

TFHETEFTIE Elasticsearch 9 s LBy Elasticsearch 344
BE, SREHEESRMTYT R EOEMNEIAD &
RIS,

BEMOELAFRIE Elasticsearch 17 S M{EMIZRE |9 K &
fHB& Elasticsearch XYM E,

DBLLA L Elasticsearch 7 mBERZERB| D A& F
B Elasticsearch X#4%2,

Fielddata —" Elasticsearch #8451, BLURBIFERRENEIIR, HREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch &4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, sHERBRY JVM HEAP REBTFATA fielddata 120}, Elasticsearch ALK fielddata 2%

.0

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

& 7.5. Elasticsearch 71 B HUIEE &R
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% 7 =R T%L{t E ITXN

it Rk
Fielddata %K/ FF A% Elasticsearch 77 & _EH fielddata 120
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
=,
Elasticsearch Ti m &)1

MRRE|I P EHENHIERENDY, EREBNERIET ANFINWER%RES%E, LUME Elasticsearch
EE R,

Logging/Elasticsearch Nodes {{3k#R & &% X Elasticsearch T R & FHILL T B,

5K 7.6. Elasticsearch T A& i E R
f5hn sk

BIZEFER/D BATFEHEENRELRE, AToBLFE
Elasticsearch 1T mBIFFE D H .

B EINR A% Elasticsearch 17 s ERE IR IR E S,
B ERT Affi% Elasticsearch 7 s LI E A FEE,
BMREFEERK A% Elasticsearch 7 s £ & Sk BOE 1) 221780,

Elasticsearch &3|17%&

TEZRBISCHYAT, Elasticsearch [ X4 EERBI K &, XS ZHIBENMERT, B

ff, Elasticsearch R EMFME/NMHBREFHEKKMFERA, UL TKRER, MNRZR5EREFIE,
BLBFH IR ERRETHK, MMSBIERMMEEEHINRH, 7 BhEiXFHENR, Elasticsearch 7
i (throttles) MIZRBIEE BT E DD EATREI BN RN ERERE L LIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILLT E &K,

* 7.7. &8I RAEE

17N ik

3517 Elasticsearch TEffI% Elasticsearch 17 & L7 3%5&B|12
eI AL,

BHFHTR Elasticsearch fEffi% Elasticsearch TR LT RERE K

R & FH R VERIS A,

TR JVM #E5T
Logging/Elasticsearch Nodes (kiR B & LL T A X JVM Heap 2 FHE K,
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% 7.8. JVM Heap Ziit &

&t ik
fERBYH#E A% Elasticsearch 7 S _E SRR JVM HZE R 2,
GC it# TEFRI%E Elasticsearch 17 l2 B2 4T RS %[Ol VE 3

B, aiERLkEgRE,

GC H[a] JVM TEFFI%E Elasticsearch 17 m 324787 3% B R VEHY
BPlE], | B By 3% [ U st ],

7.4. [ KIBANA #1THEM 5L
S0R{E ElasticSearch B&EF#, EAILMER Kibana #H& SEM L R8I B S8R,
£ F8 Kibana, &= LUME BV BUEH1T A THRIE -
e {Hf Discover i3 T8 R F N W #HE,
e {H[ Visualize ;LRI #HEHITEIR xR,
e {#f Dashboard /12 T8I H EE B E LILFERR,
EAHECE Kibana SREMRABEBE 7T AXHEISEH, AXERAEONESZER, 1HSH Kibana 34,
BNERT, #HitBERKEMEIE OpenShift Container Platform PIEE Elasticsearch L5

., B Kibana FEFHITHE, EMIIER Log Forwarding API Bo&E{# A H 11 B &/
default I E B8,

7.4.1. & X_Kibana Z&B|#&E R,

RPIEXE LT EEW 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it L EE, EU 0K
ﬁo

FeREH

o MM WIEA cluster-admin &, cluster-reader A& XHNAE, FHEME Kibana FEFE
infra #1 audit &3], ZKi\ kubeadmin /" BB & & X LEZRF|I MR,
INRATLLEE default, kube- 71 openshift- TiE A8 pod F1B &, NIRZ A AT AXLEFRE],
A LMFERU TSR ELRAN 2R A ELNR

I $ oc auth can-i get pods --subresource log -n <project>

Fai th o Bl

I yes

154


https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html

% 7 =R __[}L{t E ITXN

p= =1
KINBERT, #HITBEFRKXFMIE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE7E Kibana FEFHITAE, EXJER Log Forward
API EE%{%FH EF'T«—,‘ H IL;\E’J default ?EUH:IIE,]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REl, XRBTNTEHR, BE—THPHEIRHIER
hRRERE/LOH.

iz
£ Kibana A 7E L FR5 IR FH OB AL
1. 7£ OpenShift Container Platform 2%l & & s fi Application Launcher @ Fi%£5¥F Logging.

2. = Management - Index Patterns — Create index pattern fllJ& Kibana &35 |z

o ELREX Kibana i, MRS UHFIURRSIBERNTEEEHTIEMBERE, BRIt
—NE ) app HFRBIER, FHEA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% app. infra
audit 5| 0ER5|EX,

3. MIFrB9ZRBIER A Kibana 51t

7.4.2. 7f Kibana P EEEHAE

RA LATE Kibana web ISP EEFEEAE. 1 Kibana REEMMUTALEMNEEN AR, BIIBHETE
XHFSER, WMBEZER, 1HSH Kibana X4,

SeRFH
o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMIFTE,

o M WIEA cluster-admin &, cluster-reader A& XHNAE, FHEME Kibana FEF
infra #1 audit 33|, ERiA kubeadmin A " EB & & X LEZRE|HIF IR,
INRATLLEE default. kube- #1 openshift- 1B ) pod F1B &, MIRIZ A LA RXLEFRE],
ERAIMERU TSR ELRIEN 2 EEHUMINR

I $ oc auth can-i get pods --subresource log -n <project>

i th o Bl

I yes

KINBERT, #HIFTHELRKXEMTE OpenShift Container Platform AIER
Elasticsearch SXflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
AP| BC B 5 11 B 58 default % B EE,

iz
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£ Kibana #E&EERHE :

156

. 1£ OpenShift Container Platform 2l & A st if; Application Launcher @ Fi%¥ Logging.

. {FEF Ak E R OpenShift Container Platform #2254 B R EIE 1T B 5%,

Kibana w4 H N,

. 7£ Kibana #1, s Discover,

. ME LA TR AP EFEENENRESIER © app. audit 3k infra,

B ASEURE T i (A B,
— N TR BR A 3 A,

. B JSON Iﬁ'E_u_—.l_\l?"j(ﬁ:E’]EllL.\*

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "reqistry-server",
"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {

"openshift_io/cluster-monitoring": "true"
b

$l 7.1. Kibana *E‘ngggﬁﬂm.\*ETﬁJ
"_index": "infra-000001",
n typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

I3
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",

"level": "unknown",

"hostname": "ip-10-0-182-28.internal",

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
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"version": "1.7.4 1.6.0"

}
}
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp™: |
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
}

7.4.3. B & Kibana

& e LU {8ER ClusterLogging B E M HIR(CR) K# F Kibana 5l 5B &,

7.4.3.1. Bdi& CPU HIREBR(H
HEIDRAER ST CPU MR ZREH1TIHZEE,

AR

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: 0
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limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 9
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
type: fluentd

RIEEZEREAEEFEMHEN CPU FMINERE&IER, XFF Elasticsearch, A AEHEEEKE
FORRHI(E,

@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ RERZIREETKERN CPUNNERERIFK.

7.43.2. hAEFEAESE T R BITRE
IRE LY BB B S AL 230 pod LA INE M TR M,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

I $ oc edit ClusterLogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 7 SR E.,
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5 8 B il E AsElE

8.1. NEEILFxHEEE CPU F1INERE
BRI UREEERESNASICTAHER CPU MIAEIRE,

8.1.1. it & CPU MW TEIR(E
BRI FA MRV CPU FIRERE T EE,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
type: fluentd

RIEEEIEEHEEFMHEM CPU MRNERIERIEK, X F Elasticsearch, KA IHEEIE KA
FORRHIE,

@OOREEEH B visualizer 57 CPU MR IRIEFIHR,
@ RERZIREESKERN CPUNNERERIFK.

8.2. Bici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZZMB & (journal) AiEREIE, RANBERNKEIEER, ©RBELERLRIRSHBEIL
%1 FﬁL/LEIL;\*E_IﬁE%%%

B 1#FF1% & RateLimitintervalSec=30s # RateLimitBurst=10000 (1ML EEEZHES) UKLEAR
EREH,

8.2.1. /7 OpenShift Logging Bt & systemd-journald

HEEUENT B, RAWBEILTKETREEE T L,

fBlan, MMRAHRDHERIENER, NTEFEEIRS journald BRI, &0 LLHZETETR E N ERPIR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

Y

1. B8 — Butane E2i& X {4 40-worker-custom-journald.bu, EF @& HEMELKEN
letc/systemd/journald.conf X4,

pa )1
B X Butane WfER, 155 "EMA Butane BN FEE",

variant: openshift
version: 4.13.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
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@@G

® o

162

files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month ﬂ
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% Q
SystemMaxFileSize=10M @

K& journald.conf SXHBIINER, EIUEEITIZE S 0644 ,
BE ETEEHEMEKXC#F% AIE4E R, 1E7E yes KEL4NHE, HIEE no FE4EE

RERSHABEER. BMHIMEN no, BE

e ForwardToConsole ¥ A& & BIRGIRHIA

e ForwardToKMsg 5 H &% 4 IR HEER AKX,

e ForwardToSyslog ¥ H&# 4 £l syslog =712,

e ForwardToWall {5 R{F NiEE R E X AMMAERMA .

EBEFMHBEXRBNRENE, WA, HEBIFE—NHEA : "year". "month". "week".
"day". "h"="m", A 0kZEME, EIAMEHN 1month,

B EERREI, #0132 7E RateLimitintervalSec & Y HIES A [ fEP Y% E| RateLimitBurst F15
EEEE, NZEEBRRMRREH —SERMaEER, BERRRLSER, BIUELE
RateLimitintervalSec=30s % RateLimitBurst=10000, &1 12 2tiIA{H,
IBEEEENFEAX. BILH persistent :

e volatile, JFHEEMETE /run/log/journal/ FHIRES, XEAEEEREEERX,

e persistent I8 HEFRFEIRER /var/log/journal/, IR XNERLEE, systemd F
KOEXNB X,

e auto [¥HEEFAETE /var/log/journal/ A (MIREFEXNER) . MIRFEFE, systemd
KIREHS B RRTETE /run/systemd/journal §,

e none AEfEERRE. systemd ZEFMAERE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl E: i £F O BT ES
[f], systemd fE#U4 2| CRIT, ALERT = EMERG BEE&IEH{TRS ., BRIMEN 1s,



8 E RERTHE

EEASHUEANSRAE, FHINED 8G.

87E systemd WIRE L DREEZER, FOINED 20%.

o009

18 ERTFIE /var/log/journal R BEXX IR KRN, BIMEH 10M,

pa =3

SNRIMBREZERE, A RERFE IR AT ILRKTFIERMN CPU FEAZEE
m, RANeRELEELEAURREIENER.

MEBTHRELRT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
FIEIN KB AT BEA & F OpenShift Container Platform,

2. {8/ Butane &£ MachineConfig % &34 40-worker-custom-journald.yaml, ©a=ZE{E{#
57T RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. MANREE, I -
I $ oc apply -f 40-worker-custom-journald.yami

i 2R 0 EIFTHY MachineConfig XI5, 4K #T#Y rendered-worker-<hash> ki A,

4, EEFREESN T RPHNMART

I $ oc describe machineconfigpool/worker
it Bl

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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£ 9 ZE HEWEME L
o.1. x FHEWMEMEZE L

Red Hat OpenShift Logging Operator 1R#E ClusterLogForwarder %R ERE — N IKEESS. Itb
Operator XM MNXEES LT : [HH Fluentd IREESSFI Vector &2,
P2y~

Fluentd B4 FH, ITELGEHILZITIRASBMBR, L08R 1E L A1 A 1T E 6 B IR 4]
XANIHEER) bug EE M, (BIINEENABRENH. N Fluentd IERIERE, &7
LAMER Vector,

9.11. H&

HEWERZE—DNTIHHREE, ©F Pod EBEEIEA OpenShift Container Platform s, LUKERSR

BABERT, BERESHERUTR

o HMEBHBIERYG. BE|/ZITHF] OpenShift Container Platform B journald B &E R E KRB RS
*Dgﬁtﬂ%j:/j E 18N o

e /var/log/containers/*.log B FFIERZEHE
MR ABWESREB VREFITERE, ©2M /varlog/audit/audit.log HEE1],

Ib\”&%%ﬁ)‘*ﬁ%l}?”&%ﬁlb\, #*ETEEI/L.\IE%EE%EP\]&B_E%&B%E? ﬂj

9.1.1.1. HEWER LR
Vector 7?5_ IL.\‘I‘I&%%E 'f’Fjj EIL.\TE%E"] Fluentd E"J_/l\g{-%jj_ﬁo

13271«115 T84 ClusterLogging B & X HIR(CR) collection M & EiBEEF R FIC TIERE

A .
¥ Vector BeB & 25MI ClusterLogging CR 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

1.1.2. BEBEERF
BEno TR FERFMAETEENER, NUB. Feas&Milass D, XEEEFRRURSHEE

w0
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% 9 F HEBEME X

BIRIR. MRERTRESRFRLERE AR T EAEERMFITEN Pod, NI3KE AP HE%%%E’\JE
B (MREFER) T TRH. TRENERD KB LTBLE Pod MIMBENBESHEE, EE
B R ERRIR, XFREIERE B SWEMISEERI ) RELE

BF

__I-FHE,J‘E\'%EJ:??ET*E1ﬁIJ\1£Hn ﬂ%*]—\l/ljxalb\/é ﬂ%/@ ToiEBRME— E’J/I\J BHE& u;.\, tH
T %1IE__]-LJ\LI¢H X%/én_.\ﬁ,]*l@o

9.1.1.3. IR BRI A B WL ThEE

% 9.1. BER
Thie Fluentd Vector
NARFREEE v v
FE TN ARRFRERH v v
R ZE AR 0N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube APl # it H& v v
OpenShift APl #Hit Bi& v v
TFFEMMLE (OVN) HitBE v v

* 9.2. M F 3Tk

Thig Fluentd Vector
Elasticsearch iE+ v v
Elasticsearch F 7 %& /%15 v v
Cloudwatch keys v v
Cloudwatch STS v v
Kafka iE+ v v
Kafka A F %/ v v
Kafka SASL v v
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Thie Fluentd Vector
Loki bearer 5h& v v

3 9.3. HisE{b ik

Thig Fluentd Vector
ViaQ #ERE - MRS v v
ViaQ #HEERE - infra v v
ViaQ $EEE - infra(journal) v v
ViaQ BUEES - Linux #Hif v v
ViaQ $iEE R - kube-apiserver & v v
it
ViaQ #iEEE - OpenShift API 8 v v
it
ViaQ $#E& 2 - OVN v v
loglevel Normalization v v
JSON fi##f 4 v
et v v
AT v v
multicontainer/ split 35| v v
Flatten PR v v
CLF 85HhR% 4 v
% 9.4. Tuning
Thig Fluentd Vector
Fluentd readlinelimit v
Fluentd %z v

166



8 9 & BEBESENE A

IhHE Fluentd Vector
- chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype v

- retrymaxinterval v

- retrytimeout v

# 9.5. o Lt

IhHE Fluentd Vector
=R v v
Dashboard v v

Bk v v

#*96.HE

IhHE Fluentd Vector
L RREXRH v v

x86 X ¥ v v
ARM v v

IBM Power ¥ v v

IBM Z =¥ v v
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Thie Fluentd Vector
IPv6 S HF v/ v/
HEEH%H v

BT SRR B v v

9.1.1.4. WEE R
TRUTIRE S -
% 9.7. TRt

Thig Fluentd Vector
Elasticsearch v6-v8 v v

Fluent %% v

Syslog RFC3164 v v (Logging 5.7+)
Syslog RFC5424 v v (Logging 5.7+)
Kafka v v

Cloudwatch v v

Cloudwatch STS v v

Loki v v

HTTP v v (Logging 5.7+)
Google Cloud Logging v v

Splunk v (Logging 5.6+)

9.1.2. HE¥, K

EIE A A LLAIE ClusterLogForwarder %R, LUEEBRENLRE. SIIMEHEARURBIIHEL
EIMAIE,

ClusterLogForwarder %R 7 i T2, EMZBRMWAHE T BEER L BRENBIARHRFERR. X
FEHZEREMTLS), UWMERTLURERSRARREM A EE K,

B8 I th Al LURA RBAC BRI RE XM LL AR 551k - #0 A8 - BT LAV (Rl #0455 & i e H &R BY,
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9.1.2.1. A& & LI
E.I-FHE"JE/L.\EE:Z%*EJLEW‘TA . |E|E"J;£])_]L*D%E/L.\$§ﬁ%§lﬂﬁbo

- .
N HF Vector WER S L HEKR X 232hee—EA, Fluentd W28 REER FIHAISLH,

9.1.2.1.1. IH=CHE

EIERCHI, SR REFER— I EER LS. WEXH ClusterLogForwarder TR AT 68 &4
instance, H@/7E openshift-logging @p 4 22 (A {/#, ClusterLogForwarder FRiAHEE
openshift-logging %% 22 ] £/ instance XN ClusterLogging ¥R,

9.1.2.1.2. Z AEK L 8BThee
A&IC5 5.8 REERAPRM T L HEL L EEE, FHHREELITIEE
o EIE 51 A LUIEHIIBLL B F AR S VF E L B IR R eV F ISR B
o EHMENIRMAF LS EMN M HSIRNEEE,

o MEFAH Fluentd IEZRTIFBE| Vector WEFHE IR G A URII FINA BB LB B T L
B, EIBIEMEN, HEMFHAEELERFTURNZET,

EZBFELRLHRLIAG, EFREEN ClusterLogForwarder FHROIENT N H ClusterLogging 7R
A LAE R A R 22 R R E A 2RO Z 1 ClusterLogForwarder 558, {BLLTFHI4. :

e {KICIATE openshift-logging % Z2 (A A O — N4 instance B CIusterLogForwarder %
R, AN HZFER Fluentd WESRMESLTERMNBEL L RRE

o {RIIATE openshift-logging @p 4 22 (] Ol — 4% collector B ClusterLogForwarder 7%
R, R HBESRERE,
9.1.2.2. HERHE A% AER X aTheE

EHEASAEKELEREE, BUIUNZRSIKF ARRS K EFABHAE. RE, EAIE
ClusterLogForwarder % ﬁ fr 5| FE AR 551t SR A% 175 [P RR

BF

Z 1T openshift-logging p & 2 A LAAROZI S en R 22 (] A2 15 % & A Thee, B iE
#1 Red Hat OpenShift Logging Operator LU ARG fr & %2 (0], TEHTHI Red Hat
OpenShift Logging Operator kA 5.8 iR AR EAIA Z FF It IhEE,

9.1.2.2.1. TN A X W EE RBAC FUBR

EBFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator 27 collect-audit-
logs. collect-application-logs #1 collect-infrastructure-logs £, ZABALLKERDHIKE
HitA&, NARFHESMEMBREBEE,

&R OB AT R MR A A B ERIAR S5 IR SRR B SR RBAC IR,

FRFM
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® Red Hat OpenShift Logging Operator Z4£1E openshift-logging % 22 [7] #,,

o HEHENNR.

1 HBRERFBLIRIRS K. WREFASEARTESELTEMOLIENEFNE, MBIERS K

2T,
2. FELANKEABAERRSIKS
HEtnmRHl

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

Hi 5w
o {#HFH RBAC & X FL FFIAR
o TEN AR HERRSIKH

o f#F RBAC %Y Kubernetes 3%

9.2. HiEHIH R E

Hit (output) XL T BER L BRNEEL XTI ERM, &aLTE ClusterLogForwarder B & Y R
(CR) FECEBZ M H LR, MAFLERZFARRNIAMARS SR,

9.2.1. THRHHEF A K
I AL L FAEREE

* 9.8. TRrMIAEHH KR

A B&EiCFhR%& SRS IR
Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ Fluentd ", Vector
Fluent Forward Fluentd forward v1 Fluentd 1.14.6, 54+ Fluentd

Logstash 7.10.1,
Fluentd 114.5

Google Cloud B HTTPS 1Y Latest 5.7+ Vector
Logging REST
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% 9 F HEBEME X

i BE&AICRMRA TRBERSRRR
HTTP HTTP 1.1 Fluentd 1.14.6, 57+ Fluentd, Vector
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
Loki ER HTTP 0 2.3.0,25.0,27, 5.4+ Fluentd, Vector
HTTPS BY REST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164, rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon ‘it HTTPS By Latest 5.4+ Fluentd, Vector
CloudWatch REST

1. Fluentd AZ#FHEILEMRA 5.6.2 HH Elasticsearch 8,
2. Vector ZFEEKILKIRA 5.7 REERAFH Syslog,

9.2.2. Hi i R B R

default
On-cluster. Red Hat BB EEZH. BAEEEREEINH L,

¢ MBERE TR, GRKBEEITEE, BHRET default it BH5LL31F on-
cluster, Red Hat managed log store,
loki
Loki, — M HEEYT B, SR, ZHABERER
kafka

Kafka X3, kafka 4B RTLAEFE TCP 3% TLS %4,
elasticsearch

—/N9LER Elasticsearch 5245, elasticsearch i AT LA TLS £,
fluentdForward

— XL FF Fluentd WASBEEREGRA R, XMETER Fluentd A 111, fluentForward it
AILAfEFE TCP 2k TLS %, Fi@id7E secret iRt shared_key FE R ZRHHZHHE I UE,
A MR EFE AR A ER TLS BiER T EA,
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BF

RAETEMFHE Fluentd WE SRR, F43%# fluentdForward #it, fNREEA Vector
R, NIRRT, MREA Vector JN&ESR, ERLUERA http N AEERLE

Fluentd,
syslog
X syslog RFC3164 % RFC5424 ThilMIAEBAER SRR A K. syslog Hiiti =T LAfEA UDP, TCP
= TLS ##%,
cloudwatch

Amazon CloudWatch, —#E Amazon Web Services (AWS) FE& #1250 B EZ6ER S5 .

9.3. /5 JSON BEE L

R LABSE Log Forwarding API, ¥ JSON FRFER M A AL R,

9.3.1. #&#fr JSON Hi&

& LU# A ClusterLogForwarder X &% JSON BHEETRILEMENT SR, FREN1HE A 2% 0%
II:I:IIO

FT AR T/EREE, BEBALUTEME JSON BESH :

ZEF9{b JSON B& B RA

I {"level™:"info","name":"fred","home":"bedrock"}

Z 5 AN JSON BHiR, RFEZE parse: json 71NZ ClusterLogForwarder CR WE &/, I THIRT
o

7R parse: json B Bl
pipelines:
- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {FEFH parse: json EJ5 A JSON BEfEMTES, CREEH structured Tid#) JSON L5t HEEH,
NIRRT AR

aE455r{t JSON BESFRBM structured Hi i <1

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
MREAEBEFZEANSEERNEHE JSON, MR structured FE&,

9.3.2. /y Elasticsearch it & JSON Hi&#E
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B 9 F ARBENL A

INREH JSON BEEB/Z MEX, EHRENRSIFEMEN] TR FRRERRA RN, Z8f X
B4, iEeiE ClusterLogForwarder B7E X R (CR), f¥&8 schema SHEIHENHIHE LA, X
FE, BRI LR BIRMNERE,

HE
INRIET JSON BiEH X Bl OpenShift Logging BHEHIBRIA Elasticsearch S2fl, ©RRIE

EHREE RS, RS REIBE LT SHERIMRN, FEEEIIELCEE
WELERFTENEARELE,

SR EY
& LA#E A ClusterLogForwarder CR HBILL T 45192 BYSK A Elasticsearch B &FEIIEZRE|ZFF
e structuredTypeKey & message FEHI AT, ZFEERTHIERSI&,

o kubernetes.labels.<key> 2 Kubernetes pod /7%, H{EBTHEZREILFF,

o openshift.labels.<key> 2 ClusterLogForwarder CR 1/ pipeline.label.<key> 7t3k, H
ERTHERSIEFR,

o kubernetes.container_name & i & 25 &R IEZRS| B,
e structuredTypeName: 1% 5% & structuredTypeKey FE%, sHEHBEREFE, NI
structuredTypeName {E1$ FEZE191E KBS, HIKHF structuredTypeKey =FE&#1

structuredTypeName FEX—i&{F AN, #0R JSON BEEHEHE L structuredTypeKey FEX
RREEH, N structuredTypeName {EIHR HE— N ELE RS &R,

FSRIERI LUK structuredTypeKey HI{EXE 77 "Log Record Fields" F 8 i /R EAT] F
B¢, BRAANFERN D RERMEmISLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> <6l
R -

o HEBIEMEZITUMNMAEERER JSON HERN A pod, Bl "apache” # "google”,
e M/ {EM logFormat=apache 71 logFormat=google #riiX £ pod,

o (XA LITE ClusterLogForwarder CR YAML X4/ & A LTS FEX.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
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outputRefs:
- default

parse: json 9
ﬂ & [ Kubernetes logFormat #7225 % B B9 88 (B 4HEL
@ =Am®IT ISON B,

EXMIERT, LT EEKILEHEA app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

PUFEER b B R0 %3 A app-google-write R3] :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7~
RIZIETE ClusterLogForwarder CR YAML XA ER T UATFRIBHER :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

ﬂ A B OpenShift myLabel F1%4H B BOBEAE X BOME,
9 myLabel TTRGFHFEE myValue IRHEAEHILATE A,

EXMERT, UTEMEREFICTEEA app-myValue-write 3257 :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}
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HihFrEHE
o ZEH{biC KM Elasticsearch F5 /8T app-"H MBS (L KB FEREAN "-write" BT,

o JEEFIMEICRARLERILE LR, MM, EMRHHHITREIF, SIHRRESITR
Bl

o NRHBFIFEMLENIERE, ML —1%F structured THY unstructured it3%,

AEFHABKXLFRIM Elasticsearch, AR BEZAAFERRRNEEEE, MARNENNHER
&2 R EERARMNEMERE, i, K% Apache N AFERERELN JSON HEKRFLEHL
8, 40 LogApache.

9.3.3. 5 JSON H &% % Bl Elasticsearch H&1ZE(#

%I F Elasticsearch B&TFME, MRIEM JSON BHES B ZE 7 /EHI#E =, E%F ClusterLogForwarder
BE IR (CR) BEE NFE JSON EX D HEI LN E LA, X, Elasticsearch K W&
schema {#f— M EHEMBIFES|,

B

RN AR ERE L EIE—RE| AR SRR BRI Eb 78, ARSI EIE
# % B Elasticsearch ZERIHITILEC B,

TR 5 RE I MBI SRR, FEEEIIECEE AR AR AT RERER
BEWIE,

it =

1. LU B B 0% ClusterLogForwarder CR YAML X4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. {#F structuredTypeKey FEIEERA—MHEFILKFE,

3. fEMA structuredTypeName F %15 E &K,

BF

Z#EM JSON Bi&, EHJIEN%E structuredTypeKey #l
structuredTypeName FE%.

4. XIF inputRefs, IEEEMAZEEHAWLEHEKLRE, 0 application, infrastructure =5
audit,

5. ¥ parse: json TTRRNINEIE &,
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6. fll CRYE :
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator * EFERE NS SR Pod, BRE, MREBEEMEE, BM
BRUSEE RS Pod LLiE I EFTERE,

I $ oc delete pod --selector logging-infra=collector

9.3.4. [¥E— pod FHIA A JSON HER & B B imAyZR5|

B LR B R — pod WAREAHFNLEME BT L BT RANES, EFEALIIE, BLERSESX
FECEEEHIM pod. BERE ANHH app- BIZBIFRE], IR Elasticsearch BEiE A &SRB
A=)

BF

HER JSON AL RN ARRFMF. EVCIBRASREISNMEE, ATLUARRSE AL
HEe, U5 JSON *%‘tT%@E’JEIMﬁ'JL%%I FAENNASESTRMEZERIE,
HEAFRE JSON AN BREFHITRE.

SeRFMH

® Red Hat OpenShift IE &L : 5.5

¥ =
1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ & [ Kubernetes logFormat #7225 % i B9 88 (B GHEL
Q Bl S 1

2. flEsismiEE Y. Pod CR XM YAML 344 :
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apiVersion: vi

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavy g
image: heavyimage

- name: low
image: lowimage

ﬂ %3 : containerType.logging.openshift.io/<container-names: <index>

@ EREMLISBRAMTE

Digk

==
[=]

HERE TS DR RS K,

Lth

=

i

\

e Kubernetes ¥ f#

Lth

=

P
o XTFHEKXK

\

90.4. fcB A& A

EEIL\IE%%B%EFH @%ﬁ*ﬂgﬁﬁi%mﬁugﬁﬁ\%ﬁﬂ CIusterLogglng QI:E.XE'\I}?(CR)':FEXE’JW&BE/L.\
i,

MNBERT, #HITASTREAIABESENE, BAITREREEME. CREHCHRIELHEITER
BRSFFAREENL RBUFHMERER, HEASENREY,

MREKNEEHBENEE, WAFERE— ClusterLogForwarder CR, #RF7E
ClusterLogForwarder CR, BEFRRELZBINEBAEFME, FRIEE LT & default i HWEE,

941 9&?4@5&»?’%&%”% jj_;lz‘db

B HEXEE OpenShift Container Platform %ﬁp\]ﬁﬁﬂﬂﬁﬂﬂ’ﬂ#iiﬁ"ﬁﬁ fREI LATE

ClusterLogForwarder B & Y %R (CR)HFIETE A4 EENHE, AT LUMER HA B ETE XK
BN BREFEEE L EIRSR, BR%IUER Kubernetes Secret X R12 4,

pipeline
A-HEX}‘A_ /L.\§’§*”§'J_A_E%/I\§EUH:'|E’JIETJ$E§HEI _J:(;L-EX’/{E:%Z&LE’JE/L.\Q /L.\g‘i;ﬁu UFre—:
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o application HEFIZITHMAFNARFERNESREE (BMRAESRNBARFERA) .

e infrastructure.7f openshift*. kube* =X default i E iz {THRZEL, UERERF I RX
#2589 journal B,

o audit BT A ITRYE. auditd. Kubernetes API iR5525. OpenShift APl lR55 231 OVN W
Q‘%Eﬁiﬁ’] EF'TI—E Tho

IR A] LU B E Y key:value 5f B ik B &S ,.,\/,J\JJI]?FT\ {’iJ&D,,u\_JLlTi’z:?yf?QE@i&?EEIJ'E\E’\J?%
,U\':F'm\\ﬂ[l—/\ﬁ j%*ﬁ%;@iﬁ E 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T 'H_jaA]E T E 1|_,\/ ,ufﬁz:ﬁ

FIA

FESREETE XKML ARRF B SR A EIEE,

EEESP, BEEFER inputRef S AL RERE, URMHER L EFER outputRef 54
HALE,

Secret

SAENBHIEN key:value BN, N &R,
ERUTILA :

o MRMMEBHNATRBENEE, NFPEFREKEMWAR, Hl0, wRE application #1
audit RRIEEEE, B%EH infrastructure REUIEEE &, I infrastructure HESEFH.

o REILA#EF ClusterLogForwarder BE %R (CR) HFRZHMEH LI HELEEZHFRR
P BIAR 55 2o

LUTF AN T B &5 4 Bl 2 ER Elasticsearch SEF, EAliZ2et BE L XS R L2450
Elasticsearch £, R FATRFHE L EE Kafka K38, L& my-apps-logs Ui B 89N AfE2F H &AL EE
RER Elasticsearch £,

A& & i EERH

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> e
outputs:
- name: elasticsearch-secure ﬂ
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure 9
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app G
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ

- name: my-app-logs
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application:
namespaces:
- my-project
pipelines:
- name: audit-logs 6
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

8 9 & BEBESENE A

EESBEIH, CREMBIIZ instance, % BEL A RLHA, ERILUEREAEH.

BRI, CR & ZE[Al /12 openshift-logging. 1£% B&% & 8R5CIA, EeLUEREM

GCEZRALTN

AR5k OB FR. B0SR% A 1E openshift-logging & EHPEEREL L4 2R, WREZHEK LSS

LIRS BERSIS

FRTAEZRLE URL B secret RBLEZR £ Elasticsearch Hit.

LR (::puit i an]: SE Y 11

o HiH2:EI . elasticsearch,

® Elasticsearch ZEFIKE 4L URL s OV N ERBILLNT URL, SIERTZR.

o FF TLS BIEMIHARTTEH secret, secret WJI{FETF openshift-logging Wi B A,

LB N &£ M Elasticsearch HiH :

LI ::puit i an]: SE Y 11

o HiH2LE! . elasticsearch,
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® FElasticsearch SLBIBIARZR 2 URL im O/E HBERBILENT URL, SIEFIH.
O ERESRBIEN TLS BEBIT RS URL BE Kafka it :

LI Buit iTfaal: OE 2 1

o IHHAEYKE : Kkafka,

o fF Kafka (RIERY URL Mim A& E N — N ERBILEN URL, SIERIL.
Q FAF it i my-project fn & 22 5] R By L; FATE R H S A B B,
@ AFEHITEELEEIREMAER Elasticsearch SLBIMEBELE :

o IHMEBHEIR,

e inputRefs EHERE, EXDRHIFZE audit,

e outputRefs 2HiHERMNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch 5245, default %% EIPEB Elasticsearch £,

o % : ARINEIHERIIRE,

ik FRER, BRNEAERN—IHE MR, MEMEIS (30 "true") , LMEEHKIRAH T
freR{E, MARFENH/RIE,

o

EERE, SEMIENAELER AR LMHNER Elasticsearch 34,

= =

EERE, ATNHEEM my-project i B & % EINER Elasticsearch L4,
o HHREBHIELFR,
e inputRefs 2—MFEMHIA : my-app-logs.
e outputRefs 2 default,
o ik : FRE, ERMBEIBEFH—PHEMRE,
@ FETLEE Kafka RENEERE, THAEEERMN
e inputRefs EHE&ERE, TEX//~flF=E application,
e outputRefs 25 8%t &5,
o ik : FRE, ERMBEIBEFHN—PHEMRE,
LAMBAERARA AN, Fluentd BEAE
MENBEBICEKREBATRATEERBE, Fluentd 2SN EHEFNEEHEZ PH, SHE
RAHRAUAN, BFERLZRMRE, SEZHPNEE, MREZHAXENH, Fluentd 2ELEKREHE.
OpenShift Container Platform #3 HEFHMERB K. EBXEFBEZHAR KD, HERFFAUESEH
(PVC) #RI0E Fluentd P13 F25 5K Pod A,
IR
XBRET BN ARE, FEHHABRIHOANTRRY, CREFETHHNEBFES. TG
secret AR AILER, BITEBEEXEAREATRENRLIIE, EHZOIRHF4T A58 B HHh AT 88

ETENFNEE, INFTHAM secret. REMKST. HOIT AL BRERSSIEE. Open Shift Logging
SR FRIGUE R & R B A TR,

180



B 9 F ARBENL A

ERIER2ME(TLS)

B %A secret B9 TLS URL (http://... X ssl:/l...) EREXRMN TLS REHBIHF ML, TE TS
Secret FIRBLL T o EFEE /S BRI TLS THEE :

o EEEIE : (EFH) WWIGH TLS FAAHITRID, FE tis.key,
e ca-bundle.crt: (FfFER) ATFIRSZREMDIIEMNEF CA I HA,

AP 2MEG
e username : (FfFH) FHEIEAF &, FE password,

e password : (FfF&) FMHEIEENY, FE username,

A BRI IER 2 Z (SASL)
e sasl.enable (#%/RKfE) BAMBIEE/S =AM SASL, MRER%k, NHLE T EAMEAM sasl. ZH
i B 5h/E A SASL,

e sasl.mechanisms : (array)f0iF#I SASL HlHIZFRFIFR, ARV HZE, NFERRIIERIA
(R

e sasl.allow-insecure : (f/RMH) RFAEATEHEBING, BRil Hfalse,

9.4.1.1. Bl Secret
BRI LERU TS EE S EMIE-PHBHASERN B kP& secret :

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

E_>< =1
A iU A B A S R BB secret KB RELR,

0.4.2. QIR X L 25
EOBAKREK L, EUFE/E— ClusterLogForwarder CR, LUEERSS K - AT LUK ER B FRHi A2

ﬁ:n:uo u_.\L_.”'/L* /L.\__I-Joutljz:ﬁ IJE"Jﬁ_HHﬂo ﬂﬂ%ﬁﬁﬁ%lﬂuﬂ:ﬁ%ﬁlﬂﬁm ﬁ:%‘@jﬁ
ClusterLogForwarder CR #138| FHRZS 1K

MREERRPERSATLLHEWE, EAUEREAEHTEERSEZERF O

ClusterLogForwarder B X R (CR), #IR{EMAIHASLI, ClusterLogForwarder CR /764
instance, HW/7E openshift-logging #5422 (7] Fh Q| 2

HE
/% ClusterLogForwarder CR 6% 22 8] F B E 1 5 R,

ClusterLogForwarder ¥R Rf1
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6@@0

6]
&)

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9

spec:

serviceAccountName: <service _account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> @
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url>

#...

EEZRSEH A, CR ZFML/NE instance, % ARG A28, Ma] LUFE BT E TR,

EIRMISLEN, CR #4226 %712 openshift-logging, £% Bk AL d, e LUEREM
EEEA 1SN

AR S5k OB R, B0R% A 1E openshift-logging A EHPEERTL L 2R, NREZHER LS
LA F R ERSI,

WENBERE, WFENETLURZ audit(BFHiTHE) . application (BTN AERFH
&) .| infrastructure (ABTFEMEMERE) , SEANEHNBRREE LHETR,

HAEELENHERE, WFEMETUZ
default loki kafka,elasticsearch fluentdForward syslog, =k cloudwatch,

# xE
@ % A% BRI default fi 7L,

29 B & A B89 H B &R,

9.4.3. i}%% E n_,\ﬁxf(ﬁ ﬁiﬂlﬁtﬁ

EHEILE 5.9 REH AR, ClusterLogForwarder B E X 5R(CR)FH tuning spec 124t 7 BL &SR
ELUMLEEF B EETHERFAMN I,

BN, MREFZMDBRESRESTBELRNTEEYE, XECEERRERERERERTEE ﬂ%iﬁ
A3E, WA LAURRESEULARFERERAM, MREMEAN AT UERA B R NEEREIM G L, &
RS HERBUMEVNEEESLE,
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ZFEAXNIIEE, BHBEFICKEBELTEEE NEM Vector INESR. HA Fluentd I&E2R
i, AZ#F ClusterLogForwarder CR #1#J tuning spec,
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LT RAER T ST LB ClusterLogForwarder CR %7 JH%E B R4 4 S -

ClusterLogForwarder CR JHZ TR

apiVersion: logging.openshift.io/v1

kind: ClusterLogForwarder

metadata:

#...

spec:

tuning:

delivery: AtLeastOnce ﬂ
compression: none g
maxWrite: <integer> 6
minRetryDuration: 1s
maxRetryDuration: 1s 6

#...

Q EE AR AR,

¢ AtLeastOnce M XRFIMRAEKL A RRGHER, NHIEMERGETLERN A SHEER
REFHBRM, FERTTRIERIGES.

e AtMostOnce X EKE AEE A B ARB NE BRIHIFRI Z KM AT, X MR AT LRt
BIFMEHRE, BURERATER.

9 187 compression 2B & T L@ M A X BB LR, HER, FHIEMmBEHE AR
[E4E, MIRMHAZRHIEENEERE, XRSBER, WEREMNTEEE S none (R
%) . gzip. snappy. zlib =X zstd, WIREEA Kafka i, BAILAER 124 145, NFEEZE
B, SR IHEHERE BT HLHL"

© EEB KRR RE R A IS E R

Q BEERMEERALEE SR Z AEFUNE, XMER—NFRE, AEENEMN(Ms). #(s)
o E(m),

g BEEARNEERLEMAEZ A FEFIEKEFE, IMER—1NFREB, AHEENZD(mS).
#(s)= o (m),

2 9.9. TR AR N HH B R 4R R B

Amazo Elastic LokiSt Apache HTTP Syslog Google  Micros
n search ack Kafka Cloud oft
Cloudw 8 Azure
atch Monito

ring

gzip X X X X X
shapp X X X X
y

zlib X X X
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458  Splunk  Amazo  Elastic  LokiSt  Apache HTTP Syslog  Google Micros

73 n search ack Kafka Cloud oft
Cloudw 8 Azure
atch Monito

ring

zstd X X X

1z4 X

9.4.4. EBZ TR ERIN
2 AR BRSNS TR,

e
E =]
AA [ERLtThRERTRER X MEBE A M, AREFEMANITER IR ERBAKIC KBRS

Vil

o

AEMEf R RE SRR E - NMIAFNTRITIRI IR ENGIN, I2SBENANBEERE, UK
ZIRFNE RN TENTIEMR,

java #E =B

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<parami>"is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

e ENARFRILRKXMENLZITRE, HREEHRMFIIN—IBERESD, HHRK
ClusterLogForwarder B & X ¥R (CR) @& detectMultilineErrors %, {E true,

ClusterLogForwarder CR =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true
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9.4.4.1. 15

L AEHEBEN =R =D EIAERBIN, RFENESHE-—PME—MAKICEP, H—TAE
HENRABREH N FIHAAREFRINEERSR,

& 9.10. FMEBZHFMIES -

Fluentd
Java v v
JS v v
Ruby v v
Python v v
Golang v v
PHP 4 d
Dart v v

9.4.4.2. RS HERR
FRE, WEREENSE—THBES, KERZ : detect_exceptions

vector B &R B~

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config #8493 B 5l

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.5. [FHE# X | Google Cloud Platform (GCP)
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BR T EKILHY OpenShift Container Platform BEZE A, EiA T LUF A& A E Google Cloud

Logginge
% AXHFTE Fluentd FR{EFLLINEE,
SoREH

it =

186

® Red Hat OpenShift Logging Operator 5.5.1 & B#H kR A

1. M Google ARZ5MK 7 Z5H Al secret,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key _file.json>

2. HERLTENRGIE ClusterLogForwarder B E Y ¥R YAML :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> g
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gep-1

EEGHSEHIR, CR &L/ instance, £ HEKR L RLIA, B LMEREMAZ
Ro

EIRMISCEN, CR #4226 %72 openshift-logging, £% A& AL d, Al LUfE
P p 4 22 A,

ARSI 92 F, MR %A TE openshift-logging S8 &2 R EEBREHL L 2%, NRELZH
B L AR LR BERSK,

O ® & o

RIBEEFAEEMIE GCP FHRIZREIHRMAIE, KB projectld, folderld,
organizationld, 5 billingAccountld B9 & E 485 B (E,


https://cloud.google.com/logging/docs/basic-concepts
https://cloud.google.com/iam/docs/creating-managing-service-account-keys
https://cloud.google.com/resource-manager/docs/cloud-platform-resource-hierarchy
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© SEENRIE Log Entry #) logName FEBY(EL

6 FREEREEER LB KR  application, infrastructure, X audit,

HiBR
® Google Cloud Billing 3434

® Google Cloud Logging Query Language 344

9.4.6. ¥ B & % F Splunk

BR T NERHIERIA OpenShift Container Platform BEF A, EIART LIS HEE A E Splunk HTTP =44
&2 (HEC).

RXHFFTE Fluentd AR LINEE,

FRFH

® Red Hat OpenShift Logging Operator 5.6 58 = ik 2~
o WHIEET vector 9 ClusterLogging S 1E N IKE SR

® Base64 4wiGH Splunk HEC k&

1. S AIEM Base64 JriEH Splunk HEC SR A secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. FAUTERCIES S ClusterLogForwarder B E X 5R (CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 6
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application

187


https://cloud.google.com/logging/docs/reference/v2/rest/v2/LogEntry
https://cloud.google.com/billing/docs/concepts
https://cloud.google.com/logging/docs/view/logging-query-language
https://docs.splunk.com/Documentation/Splunk/9.0.0/Data/UsetheHTTPEventCollector
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- infrastructure
name: Q
outputRefs:

- splunk-receiver @

*ﬂ‘c

TEIRMSCEN, CR #4226 %712 openshift-logging, £% A& A LA, Al LUfE
PR 6p 4 22 A,

ARSI 92 F5, INSR%ETE openshift-logging S & 22 A ERE A F L 4 2%, MR

B R FFINPFBERSIK

15 E i H BB R,

IBEE S E HEC ThERY secret &R,

¥ H 2R Y48 E O mvapich,

87 Splunk HEC B URL (@3EimA)
FREEREEER LB KR  application, infrastructure, X audit,
Al BB AT,

1B E A L EE L & B S ARk 2 .

09009009 @ ® o

9.4.7. @1t HTTP #:4 BH&

ERGHEI AR, CREFMIIE instance, E% BEE A RLIA, BaLUFEREMAA

Fluentd 1 Vector BEREEREZ @i HTTP %4 Hi&, E/HHA, 1E ClusterLogForwarder B E X5t

B (CR) 157 http {E hfiiH KB,

i =
o HALITEMROESRSH ClusterLogForwarder CR :

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: httpout-app
type: http
url:
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method: POST

tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

-0

EELREI G, CR ZFNTIZ instance, 1E% A& AL A, EALUFEREMZ

*ﬂ‘o
FEIRBYSEINA, CR 422872 openshift-logging. £% A& 4 SssLild, EaILUE
FA{E Al dn & 22 ],
ARSSMK B9 2R, INSR %A TE openshift-logging S8 & 22 R ERBAEHE L 2%, NRELZH
B K B EUAPF FERSIK .

H&E8 B it

ﬁﬁﬁ E Ib\lﬂ%ﬁ%ﬁ’gﬁ{@*ﬁ;%o
BIrEIER secret &R,

{ERT LA true = false,

@Q@@@ @ ® o

IXAME N 2 55 B AR R

9.4.8. ¥ % E| Azure Monitor Bi&

FRBAXRICE 5.9 R EMRAR, BRTERIMWBEEEN, ELTLUFAERAE Azure Monitor H
Eo XMINBEH Vector Azure Monitor Logs sink 324,

FRFH

BN EEF G ClusterLogging B E X FTRE (CR) 5L,
BN EEF G/ ClusterLogForwarder CR =14,

& 7 & ClusterLogForwarder CR #11&,

&% Azure IR B —EBI T R,

B} Azure Portal % Azure CLI P4 [RIBCE T Azure K,
IREIREX T Azure Monitor Logs ESHMEZ L HH,

BEMEERAMBERRE

¥ijT HTTP Data Collector API J2 A B & 4% % Bl Azure Monitor A& :

{5 /8

B HZRAC]E secret :

189


https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-platform-logs
https://vector.dev/docs/reference/configuration/sinks/azure_monitor_logs/
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apiVersion: vi
kind: Secret
metadata:
name: my-secret
namespace: openshift-logging
type: Opaque
data:
shared_key: <your_shared_key> ﬂ

ﬁ W BEERMIERE Log Analytics TEX BIESHMEEH,

EIRENHE =5, EELUE Azure CLI R{ERXANHS -

Get-AzOperationallnsightsWorkspaceSharedKey -ResourceGroupName "<resource_name>" -Name
"<workspace_name>"

HA 5 B & EF T REENR G234 ClusterLogForwarder CR.

RAXMBERE

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id ﬂ
logType: my_log_type 9
secret:
name: my-secret
pipelines:
- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor

ﬂ Log Analytics T{FXHIME—FRIARF, WIEFER,
‘9 EFERRZBIERN Azure iILkRE, REEEEFE. RFMTIL (), BFEEIT 100 MER,

ek M ARFHEMZEA RS

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: instance

namespace: openshift-logging
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-workspace-overview
https://learn.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-collector-api?tabs=powershell#record-type-and-properties
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spec:
outputs:
- hame: azure-monitor-app
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: application_log ﬂ
secret:
name: my-secret
- name: azure-monitor-infra
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: infra_log #

secret:
name: my-secret

pipelines:

- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor-app
- name: infra-pipeline
inputRefs:
- infrastructure
outputRefs:
- azure-monitor-infra

ﬂ IEERRZHEIER Azure ILRRE, REEGEFHE. HFMTUL (), BEFNEEL 100 MFH,

= R ECE L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: my_log_type
azureResourceld: "/subscriptions/111111111" ﬂ
host: "ods.opinsights.azure.com"
secret:
name: my-secret
pipelines:
- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-collector-api?tabs=powershell#record-type-and-properties

OpenShift Container Platform 4.13 B&it %

ﬂ BIEN 5 2 <) Azure BFHRIITTIR ID, AIIEFER,

L Azure RIFHIER EN., AIIELFER, BIAEH ods.opinsights.azure.com, Azure
Government #92K1\{E "/ ods.opinsights.azure.us,

9 4, 9 }‘ALF#;EIﬁEi‘Fgﬁ}A—}Eﬁ*E IL;\

bRT RS EEFESN, LR ET BN ARERF B ESRIA R L BN EEREGESR. TLYIEESN
MAXREER, LUIEIEB OpenShift Container Platform B9 H &R,

EMNTEhEBLANARFEARE, 88— ClusterLogForwarder B7E X ¥R (CR) , EFEDM—
ANFEREA, HEMBAERESSIBMHAERY, URERXEH AN HNEE,

FRFH
o EBWAABE HEREENM SIS BN E SEEN B SRS 8.

1. Bl SmiEE X ClusterLogForwarder CR B9 YAML X 44 :

ClusterLogForwarder CR =4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 9
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:
project: "my-project" @
- name: forward-to-fluentd-secure @

192



8 9 & BEBESENE A

inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:
clusterld: "C1234"

ClusterLogForwarder CR B9& i,/ instance,
ClusterLogForwarder CR H4n % 22 [F]4 %= openshift-logging.
By HH B 2 R

FIH KB - elasticsearch, fluentdForward, syslog, =k kafka,

NERE SRS EM URL g OE B RMLEST URL, MSREA TEA CIDR FHENERSE
FERE, #HHiEikssssafs FQDN, mAR IP #ilk,

INRMER tls 512K, BIH TLS BIEIEEInmFTHH secret &R, secret IFET
openshift-logging B &, HEEENMEATCIIFIRFRIETM tis.crt. tls.key ] ca-
bundle.crt %%A,

ATt iEHs E I B HN A2R B SR AR E,

MREBRESRLEN, NASMFTEMEZERKERRE.

EERENRE— I EHMANBEERAE — M ENEH, EAGIH, #5 forward-to-
fluentd-insecure & & HEM—1E N my-app-logs 95 A% 4 B H fluentd-
server-insecure % H

LIPNTIER
{5 ARV H & R,

9000 009 O 9060060090

=
EBERE, NASLAEIHMEERES.
o Tk : IEEEEMA,
FREEREEER LB BT  application. infrastructure =X audit.
BB KBS AR A .
A&E 4 BB B S F BB H
: FRIEB, BERMBIBERHN—DHE MR,

@ HER, FRALEEN, SMRERRERKENARRFEE.

2. 217U T4 %L A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
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9.4.10. MFFTE pod A N ARFHE
ENEBEER, B LUFER Kubernetes pod FR% MIFTE pod INE H EHIEFH N HE L BIHEWNESS.

BRIEHNABERSREANR, FETRAMEEFAPHEMIRE—RZ1T, WRXL pod BEIRANAE
FPARss, e USRS HH B SRR ERN B SIRES.

BHETE pod 113, TEEA—1HE D matchLabels # 5%, IRIEE T L MEEN, pod w5 EikiF
B A (EmAC,

AR

1. Bl SmiEE X ClusterLogForwarder CR X REY YAML 3, XX,
inputs[].name.application.selector.matchLabels T & FE F L ER LR FIEE pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> g
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

TGRSR, CR&FWMIIZ instance, £% AE ARSI, BRAILMEREMRA
*ﬂ;o

BRI, CR & ZE[AI 12 openshift-logging. 1£% H&H A 8LIA, EeLME
R B 22,

IEEHEH inputs[].name H— N HZ PN LUE S D FREVE.
15X E outputs[] I— ML MLLE S D RIVE,

BB —HME— pod IRENE N AR E L H—H inputs[].name,

QD006 ® 9O

EEBERENHEEIBH pod MFEMIHER, BWRIIEE—MEME, MANNE—1
B, BHULEE, pod mlSAREN LA,
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@ EEEMATEIER LM —PHNS M,
2. A%k . ENBSEIERERS DV RFENGAZER, 1EER
inputs[].name.application.namespaces, 1_tFIFAT7R,
3. "7k - A UMEBTRRE pod HRERIEIS N AR RIFE —E B AL % B S EIE,
a. XF pod iFEHBINH—HE, AIE—DNELUTFESRH inputs[].name 845
b. BHEFESR (selectors) LUTEZLLN FAMBSRERE,

c. Y93 inputs[].name {ER1N1Z inputRefs, 540 :
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. DI CRMKR,

I $ oc create -f <file-name>.yaml

Hb TR
e INFEA X Kubernetes 1 matchLabels WEZEE, HSH X HETESHNERMNTTIR,

9.4.11. APl &#H it et
OpenShift API IRS525 HEN API VIR AR FH ITEM, FAMIBRIEREIE R, MNIERENSH, M
MEBKREHIE, AP Hit S ESRFERINEBIELEEHENEERNED, NTIREEZ TEENH T
RS, BN EHN, BESES—NMEETN{ELE, E4FESHHEER level ZERMIERTE :

e None E#HEFR.

o Metadata : RS HITTTEIE, 15KIME.IE ST HMIER,

e Request : SEFITTTHIBMIERIES, WL IESTHEMIBR

e RequestResponse : SEFTEHIE : JTHIE. EKREXHMNIES, NN IEXFTREFE KR, Bl
0, oc get pods -A £ T EEEHE pod B YAML 3k B9 B 1E 32,

% -
RAEZEAKICKEZEPRIKET Vector WEREN, FreMERLLINEE,

EAFICE 5.8 RESRAF, ClusterLogForwarder B E X IR (CR) A SR Kubernetes Audit
FRERMNEN, BEIHRELTHINIIEE
AECRF

A, A, R EFEFFTRNBIAILUERISRERTE * ESFR. H1, &% openshift-\*

5 openshift-apiserver =% openshift-authentication [CEZ, %iJR \*/status ICEZ Pod/status =X
Deployment/status,

BRIARLN
5 R0 PR AR R R RS AR I8, TR -
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#resources-that-support-set-based-requirements
https://kubernetes.io/docs/tasks/debug/debug-cluster/audit/#audit-policy
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o RIERZEM (40 get. list. watch) HHEFH,
o [RFMKFBEALEESIRS KA BRNGAZEHFHNEEREER.
o FIEHMEBAGHMAKWEL, SEMEBHERERT,

ERERAXLERNE, HEARA— level FERBINISREBMNGIRK, FERIN—FKEMI,

AR R A

EARMBEBURSRIEIIR, BT LUEA OmitResponseCodes FE& CRENIBEM) M HTTP IRA
KIEFNRBIBMLS A HTTP R ENREEFEM4, BIAES [404, 409, 422, 429], INRIZ(E HLERTIF
0, MAREEBRRERD,

ClusterLogForwarder CR Audit Z{F 7 OpenShift Container Platform & i1 ZRB& B FERCAE

F. ClusterLogForwarder CR it f 2R B H SINERLANAS, FiREIREESH. AP, 4.
R A KBRS IERThEE, AT LIRS N idjELR, MRA—HITRNAERELEZRARNAE., F
mn, EELUHEARR A X BRI AR R A RF M, FFARKEHRR A X BRI

% i
REHRAI BB H 1T RIS R el gEBNSER, AERHENERE.
Audit RB& =

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-pipeline
inputRefs: audit
filterRefs: my-policy g
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
- group: ™"
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata

resources:

- group: ™"
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resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”
- level: None
resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata
resources:
- group: " # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata

Q WEMBFER, FENETUL auditBF#HiTHE) . application (FF N FARREH
7). infrastructure (BAFEMEMERE) , A NENE BREEE LA,

T SRR R B .
HiBR

197



OpenShift Container Platform 4.13 Ba&ic ¥
o HORGALEFNMZE SRBE AN HI B &KL 5K

9.4.12. :lg' H /p\igﬁgl.]%ﬁﬂ Loki H /L.\‘Lail_%dh
B%T %U\E"J H /b\ﬁﬁ%%, u.,\ _.”’Jvl__f' H /UE’?Z&E”%‘ZB Loki H ,L,\IEQZKL, \/Jon

EREREELE Lok, it — ClusterLogForwarder E;E)L 7R (CR), FHUIB—HIHE
Loki B ClusterLogForwarder B X ¥R (CR), MRERAHHMWEE, Z Loki B9%)H =T LUFEH
HTTP (R&£) K HTTPS (REHTTP) £,

FRFH

o WA — Loki BRI RRSELET CR HBY url FERIEEM URL Hi217,

1. BIESSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> G
outputs:
- name: loki-insecure ﬂ

type: "loki" @)

url: http://loki.insecure.com:3100 @)
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret 6
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

ﬂ EESFREI A, CR &FRNIIRZ instance, % BEHR AR LA, ETLUFERE ML
i1
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BRI, CR & ZE A2 openshift-logging. 1£% B&H A 8LIA, EAEILME
R B 22,

ARSI 92 F, INSR %A TE openshift-logging S8 & 22 R ERBAEHL L 2%, NRELZH
ER L AR LR BERSEK,

15 7 il H B9 B 7R,

JFRBYRE S "loki",

¥ Loki R4i89 URL Mk O18E N B MBILERT URL, EAILMER http (&%) =X https
(ZLHTTP) Wi, MRFATHEA CIDREMRIEESEHENE, HiEVTERRSBREMH

=k FQDN, MA2 IP #itk, Loki FAF HTTP(S) BifBERIAER O 3100,

NFREERE, BALUBITIEE secret SRKIEE EiH1THAISIER https =X http URL,

Q9 O0O®6 O© O

XTF https #8148, E18E TLS BEinRATHN secret &, secret @B E—1 ca-
bundle.crt ##, BifMEMRKRNIET, SN, *F http # https FIZK, ERIUEE—D
SBERFRANEEM secret, 7EIBMILINA, secret I1E1ET openshift-logging 771 B
B, MFEFLZEL, HSHUT A : XESESHAMEIEH secret’,

A% : #8E— metadata key FE&, v Loki H# TenantlD FEXERRIE, B0, &E
tenantKey: kubernetes.namespace_name f#f Kubernetes 34 22 [B] Y & FREH Loki
M ID WE. EEEEATUEENEMBTICKTE, HEFL T Additional
resources 284> M "Log Record Fields"#%#E,

o

@ A% I8 — metadata FEXHEFIRRE ML Loki 1755, Loki IR FM S5 EENFR
A3 [a-zA-Z_:][a-zA-Z0-9_:]* ILfid, TTHURHEAHRMIFEEFRIWE RS _, LUHRIRE &,
530, kubernetes.labels.foo JTTEIEHR K Loki I1% kubernetes_labels_foo, #R%H&
XiE labelKeys, MIZKIAE 7 : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host]. REXRFITEHELD, TN Loki RIRFIRIF
FREBIRNFIEE, FSIIEE Loki. limit_config, EMARALMER TS ESETEMB
BIL K FBIFTE M,

Ik EEEEENEN.

FREEREEER LB BT  application. infrastructure =X audit.

009

1EE AL EEE L B S ARk 2.

p= =1
BT Loki ZKRIRN RIBEMRBEF BHET, labelKeys 182485 kubernetes_host

W, BEERAEREE. LESBRENRRE S -, IHEAHLERNTE
E N B iz 5 7 5 B[R] B H E ]

2. iIB{TLA a4 3K A ClusterLogForwarder CR X4 :
I $ oc apply -f <filename>.yaml

Hith 5w

e FZE Loki IR%58s
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9.4.13. T H & & B4 ER Elasticsearch £

BRT NEBBEEHEN, ELR LU B & X BIAER Elasticsearch 52, MEERBEAIEEREGE, U
Wk B OpenShift Container Platform B9 H &#IE.

4

ZieiE H & K BIHER Elasticsearch 561, &0 —1 ClusterLogForwarder B7E X 5JR (CR) , ¥
PEEHHENZ LA E B R ERRHEE, AE6 Elasticsearch HiH eI LAMER HTTP (thé)
HTTPS (&£ HTTP) ##,

ggk

BN EEHR LT ANEBFIAER Elasticsearch 5241, 1EFH B AE B QBT AZRLH), UK —NMER default
RN B SR LRI EE,

INRIE R BN B R 4 BIRER Elasticsearch 326, NMIARFEEQIE—
ClusterLogForwarder CR,

FRFH
o YA BE HEREENM S BN E SEEN B SRS 3.

i =
1. PIESSmiEE X ClusterLogForwarder CR 89 YAML X 44 :

ClusterLogForwarder CR 4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> g
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6
pipelines:
- name: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default
labels:
myLabel: "myValue" @
#...
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ERGHEI AR, CREFMIIE instance, E% BEE AL IA, BaLUFEREMAA

*ﬂ‘c

TEIRMSCEN, CR #4226 %72 openshift-logging, £% A& A LA, Al LUfE
PR fp 4 22 A,

ARSI B9 2 F5, INSR %A TE openshift-logging S & 22 hEREBREHL L 2%, NRELZH
B R FLINPFBERSIK

15 E i H BB R,

5 7€ elasticsearch 28,
57 Elasticsearch fRA, XAILLE 6. 7 = 8,

15 E S8R Elasticsearch SEfIRY URL #lim O/E N B MAILEXT URL, EAILMEM http  (FR
£) =X https (KL HTTP) hil, MMRFEMATEA CIDR EMIEISEENRIE, HHoi
2R3 EME FQDN, MAR IP i,

XFF https BI%%, 1H1EE TLS BIEmRFTHE secret &£, secret B E—1 ca-
bundle.crt ¥, ©iEATARKRMIET., BN, XIF http 1 https 7IZ, ‘.I_JLHb*—A
SERFAMBEIEH secret, TEIHRSLIIA, secret WhJI1ETE T openshift-logging i E
B, MFEFLZEL, HSHUT A : XESESHSZMEIEH secret’,

o 9@@6@@6

Ak EEEEENER.

e

AEEREERAMAETRE : application. infrastructure =X audit.
&i

Ak - IEEM B E L EFIAER Elasticsearch SL5I#Y default %,
E.rji . ??&%o gm\\DUEUEMEF‘E’J /I\EE%/I\ﬁ’\?ﬁo

090000

2. . ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

=~ - HEASHPAMEBEN secret
B FEREER P MBI secret FEIUES A EB Elasticsearch LI £ %5,

Bian, fNRITEMEA mutual TLS (MTLS) B5H, ENE=71E1T Elasticsearch SL6Il, AT LUEA HTTP
H HTTPS FHXEBES S A &HBEEH secret,

1. BIBELITFLUTRAIE Secret YAML X4, ¥ base64 4wi3H{EATF username #1 password
FE%, secret REIEINN opaque,

apiVersion: v1
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...
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2. | secret :

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. 7£ ClusterLogForwarder CR H#§7E secret &R :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

#...
1 url FE&H, BIZRILAZ http 3¢ hitps.
4. R CRI& :

I $ oc apply -f <filename>.yaml

9.4.14. ﬁﬁﬁ Fluentd ?Fgﬁbj D(?ng% E Iy

&R LAME A Fluentd forward MR B EBIA L E BB E NESZMUHABEER G, MIERIAN
Elasticsearch Hi&EE M, EREEERENIHERGILUIZEIRE B OpenShift Container Platform BIH &,

Z(# M forward XA B AKX, iHOIE—1 ClusterLogForwarder B X %R (CR) , 3Fi—
% i i HE B X e i R B Fluentd ARSS23A1 &8, Fluentd HitH AT LAEFE TCP (thé) 9
TLS (£ TCP) ##%,

SeRFMH
o WA BE HEREENMSHE A BN E SEEN B SRS 3.

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: fluentd-server-secure 6

type: fluentdForward ﬂ
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% 9 F HEBEME X

url: 'tls://fluentdserver.security.example.com:24224' 9

secret: G

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 6
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default )
labels:
clusterld: "C1234" {§)
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B & 4/ 2 instance,
ClusterLogForwarder CR B¢ 44 Z2[H] 4/ 2 openshift-logging.
5 B BRI B R,

&7 fluentdForward 258,
1EEAER Fluentd SEBIHY URL #iik O/ N B MEVLEXT URL, WAILUER tep (RR£) =X
Ftls (£ TCP) hil, MNRERAT M CIDRFEMERTTHENIE, MHNWIIRIRS 2R
£ FQDN, MAZ IP it

IR tls BIZK, BAH TLS BIETEEin TR secret &, secret MIFIETF
openshift-logging WiE#, B#4/EE&EAEMAKIETH ca-bundle.crt #,

Ak EEEENEH.

FREEREEER LB KR  application. infrastructure =X audit.

1B E A L EE L 4 B S ARk 2 .

Al R E AR A BN ER Elasticsearch SEIRY default it

ik FRER, BRINEAEHRH—NHE MR,

ik BEZ N HH, FATELIENZIHRENEMARBETREES
o HREERE.

e inputRefs 2FAEEH ZBHEEALRL : application. infrastructure 5 audit,

e outputRefs 2 {5 8%t &5,
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o Tkt : FRER, BERMEBETFH—INHE MR,

2. BB CRXIR :

I $ oc create -f <file-name>.yaml

9.4.14.1. 4 Logstash J& f nanosecond ¥5EE M fluentd FEENEUIRE
%7 F Logstash M fluentd FZEREHE, BWAIITE Logstash BB & X4 /5 A nanosecond #8 .

Y

e 7 Logstash BBE X4, ¥ nanosecond_precision i% &7 true,

Logstash ASi&E Xl

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.15. {# [ syslog hii#E % BH&

5 A LS syslog RFC3164 5 RFC5424 thilli% B S BIA L XTI E S %l mA B B SRE RS
(BB Elasticsearch BEFEMWSMENENHT) . BEERENNBAERES (W syslog BRSS
23) T FE B OpenShift Container Platform BIH &,

(M syslog MV ERE B E, iE 02— ClusterLogForwarder B X ¥R (CR) , #FF—1=%
AN H B B £ PR GX 5 i Y syslog Hﬁ%éﬁu%ﬁo syslog HH AT LA#EF UDP, TCP =X TLS i,

SR
o WA BE HEREENM S BN E SEEN B SRS 8.

iz

1. BIESSmiEE X ClusterLogForwarder CR % RE YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog: G
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
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url: 'tls://rsyslogserver.east.example.com:514' ﬂ
secret: 6
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs:
- rsyslog-east
- default
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ERGHSEIA, CR&FWMIIRZ instance, £% AENASREIA, BRAILMEREMRE
*ﬂ;o

ARSI, CR & ZE AL 12 openshift-logging. 1£% H& A 8LIA, EeELME
R B 22,

ARSI B9 2 F, INR %A TE openshift-logging S8 &2 R EREBREHL L 2%, NRELZH
ER L AR LR BERSK,

& E i H B9 B F5,

15 7E syslog KA,

A% : #87E syslog S8, WTFARF,

IEEMNER syslog LIRS URL Mliw O, EAILMER udp (F%£) . tep (FL£) =HE tls
(L TCP) thil, MBEATEMA CIDRIEHEMERSEHARE, HHWIRIRS AN

FQDN, A= IP i,

WNRMER tls BIZK, BN TLS BIEIEEin mirEM secret &, secret A E—N

ca-bundle.crt #, BIEMEAREKNIEY, EIBRISIIAR, secret JIFET openshift-
logging i E A,
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© 7k EEEENE.
@ FREEREEER LB KR  application. infrastructure =X audit.
i?ﬁlﬂuﬁﬁﬁﬁﬁ’ﬁauﬂj%ﬂ\

e
B
&
m
leﬁ'nt

B & B NER Elasticsearch 2589 default i,

;f.
?&%o gm\\ﬂﬂgmﬂluqﬂﬁ’] /I\EE%/I\*/?%Q S’Wﬁﬂﬂﬁ% (ﬁl] "true") ’
FrER(E, MARIENMI/RE.

ik BEZ N, HASEAIEMNZIHRENEMANRAERAES

o 90O
o

LMEE1#%

e inputRefs 2FAE B ZBHEEALRL : application. infrastructure ¢ audit,

e outputRefs 25 F 8%t & 5.
L _.I- %?—%% %//J\\DDEUE/L,\':FE’J /I\EE%/I\ﬁ%o

2. B CRXIR :

I $ oc create -f <filename>.yaml

9.4.15. . FEE R ARMBFER

& e LR % AddLogSource FEXRINEI ClusterLogForwarder B E X FTIR(CR)%
namespace_name. pod_name #[ container_name Jt&AIIECKE message FEXH,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

x
. XMNECE S RFC3164 #ll RFC5424 #A.

%% AddLogSource i syslog 38 25~

G
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<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

#A AddLogSource B syslog 3H 2 HiH Al

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

9.4.15.2. syslog B#
REI LN syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility (BRI LA+ HIEEH, ALK KXKNEHXET
o 0=k kern BTAKER
o 1z user KRAFHER (FIN) .
o 23 mail A FHRERYL,
o 33X daemon AT REIFIFHE
o 4=k auth BTF&RL/BHBIEER
o 53 syslog FiF syslogd REBEMEIE R
o 63X lpr BFTTEINLFREE
o 7k news B FRLHTEF RS
o 835k uucp FiF UUCP F%4t
o 93 cron AT clock sFii##2
o 10k authpriv BFZ2£5 M RILER
o 113k ftp AT FTP spiFitig
o 12k ntp AF NTP FR%E
o 133 security AT syslog audit Hi&
o 14 =% console AT syslog alert Hi&

o 153 solaris-cron AT scheduling SF#72

o

16-23 5 local0 - local7 AFAERENTE

e % : payloadKey : FA{F syslog SHRAER A EMIL KT,

% o
BLiE payloadKey S# ] Bh L F H th S 855 % B syslogs
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e RFC: FF{#H syslog X :XHEM RFC, BIAH RFC5424,

o severity : IWBEHM syslog 10K Msyslog B E M, ZETURHHAFIER, LaTURRL XK
INERRBEF

o 0=k Emergency A FRKXREATHMER
o 13 Alert A TFRKRIAHATIRIEMER
o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINLHER
o 43 Warning A TFRREERHENER
o 53k Notice ATRREBEFEEERHMNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRAXLHER (BOL)
e tag:TagEEILKFE, FAYE syslog HE ERIIRE,

o trimPrefix : MFRZE:FRIRRHE EBIRTS,

9.4.15.3. Hfth RFC5424 syslog B8
UTFSHER T RFC5424:

e appName: APP-NAME 2 —MBHEXAFRE, AFRRLKZEASTHNBRER. BAh
RFC5424 157E.,

e msglD: MSGID 2 — MAFHUEEREMNBBEXAFTRE, »/Ih RFC5424 157,
e PROCID: PROCID 2—TMEHHXAZERFR, ZENEILERTR syslog IRERELL, »IH
RFC5424 15 ¢,
9.4.16. [H HE% X Bl Kafka I
IR T BB EEMEN, SO LS BRERE L BIAER Kafka R,

BB AR R BIAER Kafka £, & 08— ClusterLogForwarder BE X %R (CR) , SFHHE
LB A RE R A R E 8, SRR P SRR ER Kaftka £, thaJLAERBRINE. Kafka
HIHATLUER TCP (F&£) =& TLS (&£ TCP) iE#,

i =
1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
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outputs:
- name: app-logs ﬂ
type: kafka 6
url: tls://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs:
- app-logs
labels:
logType: "application” @
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

ERGHSEIA, CR&MWIIZ instance, £% A& ASHREIA, ERAILMEREMRE
*ﬂ‘o

EIRRSEILA, CR & ZE Al 12 openshift-logging. £% B&HE A LA, EALME
R & 22,

ARSSMK B9 2 F5, INSR %A TE openshift-logging S & 22 R EREREHL L 2%, NRELZH
EL L AR LR BERSK,

& TE i B9 B F5,

¥57E kafka L8,

¥ Kafka fREEHY URL Flik O 8 E N —NERBILST URL, A LA EIRE EHF Efral, &
DfFER tcp (AR2) siF tls (L TCP) i, MRER T ERA CIDR FFEIEETEH
KRB, HiH 2RSS 234 FQDN, MmAZ IP #ilk,

INREM tls 5IZK, WRIH TLS BIEIREIRRFATFEN secret &R, secret WIEE—N
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@

ak : BREARLEHMHE, £ URL AIEEER tep AIZE. A4, ABSLLHH R secret ##
& H name.,

Ak IEEEEHIE R,
FREEREEER LB KR  application. infrastructure =X audit.
A=PC]

al

6@96@

B3

% FRSB, BRMEBERN—PRE MR,

ik BEZA N HH, BASEANENSIRHAUNEBABEETREER

o IEMNEEM LN,

e inputRefs 2FRAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs 25 8%t &5,

° E_ﬁiﬁ . ??&%o gm\\DUEUEMEF‘E’J /I\Eﬁ%/l\ﬁ\%o

2. °5% : BEREAEEERBZA Kaftka K, 15HEE Kafka fCIBSUH, MTFHIRRR

#...
spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: g

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
#...

ﬂ EE— A brokers F topic #H kafka #,
@ £ brokers HHEE— MRS MUBHIBL
g 5 topic HiEEEH W B EMNBInEH,

3. iB{TLA a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.17. 1% H&%% 4 2l Amazon CloudWatch

&80T LU B &5 A E Amazon CIoudWatch X2 Amazon Web Services (AWS) &M 1251 B & 12 6%
HE%O B%T %W)\E’J H /b\ﬁﬁ%%, u_, _.”'/u_.f H uﬁﬁ?ﬂ CloudWatch,

T E H A A B CloudWatch, EiiifllE—4 ClusterLogForwarder B E X ¥R (CR), Ha5
CloudWatch B%iIH, LAKE R HIEE,
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it

1. flIEE— Secret YAML X1, ©f#f aws_access_key id ] aws_secret_access_key FEXF
18 ERH base64 JRtgHg AWS FiE, 40 :

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRESONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. % secret.B40 :

I $ oc apply -f cw-secret.yaml

3. Q=Y iEE X ClusterLogForwarder CR X/ & YAML X4, EXH, 18T secret W&
o N :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> a
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow®

ERGHSEIA, CR&FWMIIRZ instance, £% AEEASHRLIA, ERAILMEREMRE
*ﬂ‘o

ARSI, CR & ZE A2 openshift-logging. £% B& A 8LIA, EeEILME
R B 22,

o
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© MBSk AT, MRBIATE openshift-logging HEERAHHERLEK LR, NRESE
R 2 LI T BERSIKS

8 7E Hi HH O & FR
8 7E cloudwatch 28,

E_ﬁi . * yDﬂXTEIL;\ ﬁiﬁj\éﬂ .

o -

[ ] IogType %%4\ H Ib\;‘g‘iﬁu /L.\?E

e namespaceName HWENNARFHLZERCE—INEEH, el HEMEBREFIH T
ILJ\@GL%‘%EE’J E IL;\éH

e namespaceUUID HENNAMAZZER UUID SIE— M HMNBEEHE, el hEitZen
MHITH &R AP B S,

ik IEE— N FRBEEENREEHELTPREOL infrastructureName A4
15 AWS X1,

BESE AWS EIEH secret F R,

Ak IR EE BB,

FREEREEER LB BT  application. infrastructure =X audit.

00009

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

Pl : 7£ Amazon CloudWatch f{# A ClusterLogForwarder

X8, E2%FZ ClusterLogForwarder B IR (CR) Rl KR EHiH E Amazon CloudWatch BT H &
iz,

BRI IR IEFE124T 4N mycluster B9 OpenShift Container Platform ££2%, T4 iREIEEEM
infrastructureName, MEENATCEKME aws B4 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ENARBIENRBEHE, ERILER N app B (A 7217 busybox pod. busybox pod E@=F%
FEEE A stdout :

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message
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IRATLLE K busybox pod i21THY app #r# 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

£ ClusterLogForwarder E/EXmﬁ (CR) H, 1.’3?_JLM—} infrastructure. audit #1 application H &%
BEE N all-logs EEMHI A, EARTLUSF L EEEEE cw fid, HHNBEEL AT us-east-2 XiH)
CloudWatch &4 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CcW

CloudWatch FHYE MK E S E =NIHIBINK -
o HEHA
o HEMR
s AEEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FfHEREISIE Amazon
Cloudwatch FAEK=1HEA :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

Ib\éﬂ%ﬁ@ = E /L.\/)Il. .

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"
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$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
.logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989c¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.log"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baece761911a9ef.log"

BMEERMBEEEEEYE. EEE busybox Pod WHEEH, EETLIM application BEAHPIEEH

E:i:::‘: .
ICAJIL -

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09ca195ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683be44524c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\" \"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viag_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

~f - EASHEFRIRD B E XEi%
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EREHBHA, ,.,\_JL,LH%U\E’J infrastructureName #1%% mycluster-7977k & h—NMEEFE RS,
N demo-group-prefix, EiH{THHEN, EFEEE# ClusterLogForwarding CR F#J groupPrefix =
E% :

cloudwatch:

groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix B{EE I 1AM infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

AP - SRR 22 e B A

M FERBERNB NN ARFRRZEN, A UE CloudWatch RAIEBEH, HAMETNRAEFGEZE
[F] B9 4 FR,

SNRITIMBRS. A2 FFan B Z A R A AR LB RBVFN R, CloudWatch RYKELERSLIRIHERAE
H,

&D%@UJ\#}%W*HHE’JL fﬁﬁfﬂiﬁ%‘% lﬂﬂ%*ﬁﬁ%’i‘i, iﬁﬁﬁﬁﬁi{ﬁuqﬂ”tﬁﬁﬁiﬂ B, MRIEF

ZOREME TN REFmAZREE RN RREFBEH, BRI LFE ClusterLogForwarder CR A%
groupBy FEXHI{EIZE N namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

¥ groupBy %i{& % namespaceName RN AREFHEH, ©FR &M audit 1 infrastructure H
S,

£ Amazon Cloudwatch #, & ZERIZHERESMNAETHEMHWRE, BNRE-—ITNBEREFGEZE
B "app", A TFHIH ZR—NEHE mycluster-7977k.app BE4H, AR mycluster-7977k application

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRAFIFNEFTELINARLZEN, HEF2ERENIEEE, B mAEENN—NEEH,
groupBy FE(XEMN ABEH, ©AFM audit # infrastructure B &4,

Pl : NARFHAZEE UUID EhaiAEA

M FRBERNB NN ARFRRZEN, A UE CloudWatch FAREBEH, HAMEETNRAEFGS
ZE[H]B9 UUID,

SNRITIMBRL. 2R an B Z RN R I QI R, CloudWatch 2 — MBI H KA,
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MREEREERLMERNESENARFREEANR, HEARGDERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" #8493

ERENBARFGAZFE UUID Ef& HES, &R ClusterLogForwarder CR #f¥ groupBy =F &
4% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

1£ Amazon Cloudwatch A1, & ZE[E UUID BIIEBNBEHELTHNERE, EANE— I NARFHEZZE
B "app", KATFHIH ER—1#HH mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H&2H,
M= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy FE (UMM A HEH,. BRI audit 1 infrastructure H&ZH,

9.4.18. I A AWS A5 AWS CloudWatch 1l secret

MEERE—N AWS WIS AR, BELIFE A oc create secret --from-literal €655 AWS {8 STS fIj&
secret,

ff

nie
o TECLIF, BMIALLTFRANRNN AWS £ secret :

S

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret = fi

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.19. M/ T STS MERET HE A E| Amazon CloudWatch

ST FEA T AWS Security Token Service (STS)HISEEE, BRI LAF DA AWS BRSSMK -, =kfEMA Cloud
Credential Operator (CCO) X2 ccoctl S|&&FUE1E K,

FeREM
® Logging for Red Hat OpenShift: 5.5 & B #H HIARA

ff

L=

S
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1. AU TEMRGIEE CredentialsRequest B E Y ¥R YAML :

Cloudwatch =il iE kit

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

2. EH ccoctl e, £ CredentiaIsRequest CR N AWS fllEft, i CredentialsRequest
KR, X4 ccoctl SRR OB — M A EERIRH IAM Af, ZABSIEEN OIDC H91R
Lﬁxrﬁ%ﬂﬂé, PR — 5% F X CloudWatch BHRHITIRERIINBREERR, LanDIE
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml F A2 7 —/ YAML EEEX . Lk secret XHEES AWS IAM B IER
HIT R I UER AR role_arn §#/{E,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \

--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com ﬂ

ﬂ <name> B AFIMLTHIRERMAT, NiZ5 STS KERE 2P ERANATRTE

3. NG secret :

I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. fIE=YR4E ClusterLogForwarder B X ¥R :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
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218

Qv O ® °

00009

metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9

spec:

serviceAccountName: clf-collector G
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- name: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow®

ERGHSEIA, CR&FMIIRZ instance, £% A& LSRN, ERAILMEREMRE
*ﬂ;o

ARSI, CR & ZE[AI 12 openshift-logging. 1£% H& A 88LIA, EeILME
R B 22,

157 clf-collector ARS51MK 7, #NR %X B TE openshift-logging & 22 |7 R ERE HRIL 4 28,
MRELZBELRLRZ LA T EERSIKS

8 TE Hi HH BY & FR.
8 7E cloudwatch 28,

E
Al IR B AT
e logType HENMHEREUEBEH.

e namespaceName NENNYARFHRELEHUE—PEEH, EMEMNFHITEESRZ
M, FRHIE KRR logType 94,

e namespaceUUID A& N AMEZHE UUID QIB— MM BEREH, ©ifa hEREEH
T E SRR AR,

A RN FERERE I HSH A RREIL infrastructureName B4,
S AWS X1,

IBEDE AWS FiEH secret &R,

Al R EE BRI A .

FREEREEER LB BT  application. infrastructure =X audit.
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@ ETEALEEE L BEHER I B,

HbTHR
e AWSSTSAPI &%

® Cloud Credential Operator (CCO)

9.5. it & /b\lﬂi”&%%ﬁ

Red Hat OpenShift B logging MEEF R INEIRIEFM N ARRFBE, F{ER Kubernetes pod #1%i B T
BESHIE. FIEXHFI BERERNIER, 08T ClusterLogging BEE X %R (CR) R
spec.collection /)N 17 £ H14T,

9.5.1. BdiE HE I3
& 7] L@ {8 2R ClusterLogging B E Y KR (CR)RECE H & AW BRI E SR KA,

Fluentd B4 F, ITELGEHLZITIRABMBR, L08R 1E L A1A 1T E 6 B IR A
XANIHEER bug EE M, (BIINEENABRESH. FH Fluentd IERIERE, &7
LAMER Vector,

SeREH
o HEENR,
o B% %k OpenShift CLI(oc).
o B &% Red Hat OpenShift Logging Operator,

o KBAIET ClusterLogging CR,

i =
1. 182X ClusterLogging CR collection #{#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTFEKRIUCEHNATRES LR, XALE vector = fluentd,
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. IB{TLAFen 43k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

9.5.2. 1] LogFileMetricExporter TR

EBAFICFIRAE 5.8 REHIRAF, LogFileMetricExporter FHEENIAMERINERTE, EEEFH0E
— LogFileMetricExporter B X %R (CR), MiZ{TASREMB B EFRERIER,

NR% B0 LogFileMetricExporter CR, f&AIEERTE OpenShift Container Platform Web $2#I& {3
A ZEZ Produced Logs B No datapoints found 1§ 8.

SeRFH
o BEEANR,
o B &% Red Hat OpenShift Logging Operator,

e B% %k OpenShift CLI(oC).

1. 8/ —" LogFileMetricExporter CR £y YAML X4 :

LogFileMetricExporter CR 7=l

apiVersion: logging.openshift.io/vialphat
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] G
#...

Q A% : nodeSelector /NI E X pod i BIWILE T = L,
Q resources /)T E 3. T LogFileMetricExporter CR B %RE K,

9 A% : tolerations /NI E X pod EZ AR,

. IBfTLL T e 3k N A LogFileMetricExporter CR :

I $ oc apply -f <filename>.yaml
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Sk
logfilesmetricexporter pod &A1 = _LREN 21T collector pod,

o ZfTLAT M4, YL logfilesmetricexporter pod & 1E/E 632 LogFileMetricExporter CR #
B2 [H] HRIEeT -

I $ oc get pods -I app.kubernetes.io/component=logfilesmetricexporter -n openshift-logging

it Bl
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2m46s
logfilesmetricexporter-cbcd4v  1/1  Running 0 2m46s

9.5.3. Ec & A& MER R CPU FMINTFIRIE
AR BRI CPU P RRIE T VAR,

iz

o 5% openshift-logging i H 1 # ClusterLogging B E L ¥Ti& (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ RERZRECPUMMNERERIER, LTHERRIME

9.5.4. Ed B A L3S

Red Hat OpenShift Logging Operator N &M ELE M AW EERS, LMER M ina LB AMES.
LEARS AT A AR ESREEMHR O, REEBMETFTUTHREREMK

o T % HE XL 2S ClusterLogForwarder CR EE, RESAMER T
<ClusterLogForwarder_CR_name>-<input_name>, f5l#ll, example-http-receiver,

e XfFIHH ClusterLogForwarder CR #8&, XELKE4H instance EfIF openshift-logging
R E R, RESEFFFMA collector-<input_names #&, 0, collector-http-receiver.
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9.5.4.1. BEMWE R LW HITBEEN HTTP BR552%

& B L@ 1 ClusterLogForwarder B & R (CR)HF http I8 HiBERKEMA, NEABEWESREE
jﬂ)ﬁﬂfr HTTP %, FEHEITEEEN HTTP RSB, XA iLEXT M OpenShift Container Platform
SRR A ERINER T B E 6 B B H S,

FeRFH
o HEEANR,
e B% %k OpenShift CLI(0c).
o B &% Red Hat OpenShift Logging Operator,

o R AT ClusterLogForwarder CR,

ik S
1. {84 ClusterLogForwarder CR, LUZHN http W 2H ABIECE -

% HEK 4 233588 M ClusterLogForwarder CR Rl

apiVersion: logging.openshift.io/vibetat
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service _account_name>
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit e
port: 8443 ﬂ
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver

1R By AN BRI BRIE E — B #ho
[ AFE IR K BUIETE N http,
Hal, http HAFEWEZR X kube-apiserver Webhook &=,

EER AR SR UITAR O, XME 1024 B 65535 2 [FIR(E, IREEEE, N
gkw)\fﬁjj 8443,

IR ARSI EE &,

@ 6@@0

{EFIBEBEM ClusterLogForwarder CR 3l
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6

port: 8443 @)
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

BRI AR R E — D BT,
T A=W ER R BUEE Y hitp,

Hal, http i AZEWEF R kube-apiserver Webhook &=,

- -

A%« IR A WA IR O, X@0IE 1024 E 65535 2 [AIY(H, MREEEE, N
RRIAE T 8443,

NIERE ARSI EEE,

®

2. BT TS, SEMNAE ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

Hit 5w

e API H it B el
9.5.5. Fluentd B&¥ 4 2xm BB

Fluentd B#F A, ITHEUEHAITRAPMER, ZI0ERE SRR T LR RHRA

XANIHEER) bug EE M, (BIINEENABIRENH. N Fluentd IERIERE, &HA
LAMERA Vector,

HEIDTESIES A Fluentd 3, TTATFHEE Fluentd B L 220MERE, BibiXESH, sTUEHEKUAT
Fluentd 4759 :

o RFNERGZ AR
o HEBRRITH
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o BEREIRITH

Fluentd 7E& N chunk (#2) BIEA blob RINEHEEIE . & Fluentd QI —NIRES, HRARM b F
stage, TEXNNER, BIBAWIERIA, LHMEHH, Fluentd RIFHRIBE queve, TERBIEMRIITH
BEAHBMNIE], BERBREEXE, B—ERASTH Fluentd B, MML%AESENNAE
[, MRFEFBRE, Fluentd RIRBEBEFERIEE (flushing) .

1£ OpenShift Container Platform A1, Fluentd {8 exponential backoff 75K EiH;ERE (flushing)
#8145, Fluentd 2MNEZAEUSIRIZEZ FIMERFNITE, XEBTFHEA D BRERE K, HIUR
FA exponential backoff 75, FER EHERNAE, © s ENH EREEER flush 1,

XS R BNENEE IR FI AL & 2 R B9 F ¥,
o Z{IAL Fluentd WEME, B UERXLESHETRERANZ AN, HERBRUKKE
EilFIRAINE SN FREDMABETHIRE, HIE, ABEGARFEETRAXGRAEE

% Z2H],

o ELEER, EUUERSHRRAZHIE, BRUEBNWE, BEREMISIFMZH, FHE
REMEREEME L,

& LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAfFiXLE
SHBINRIME Fluentd ECEMREI A, # Fluentd .

SEE
XS
o SXRSMASER, B\EN LA LR BT — AL,

o FUERATX Fluentd BEEMMEREA IR T RS HA .
o (XATHREMAE, Bl BEBITIREMLRA R,

x 9.1. &% Fluentd ic BS

2 Hah 2RiA
chunkLimitSize BIMNMRKRE, SEHFBAEXD  8m

KINES, Fluentd RFILHFHEES
A=, PAME, Fluentd %
EBICAFUFIT FF— RO,

totalLimitSize AR ERAKRDN, BIME KA 15% BT A2 RIEFT A fl
(stage) #PAFI (stage) BOEK  HiFhA,
N INRZHXE RN IX D
B, Fluentd R{Z 1SR RINE
B, FERERKW, FRERER
FREVEIRER K,

flushinterval BRI (EIRR, & AT LUE R 1s
s () . m (@) . h (b
) sd (X) .
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¥

flushMode

flushThreadCount

overflowAction

retryMaxinterval

retryType

retryTimeOut

sk

HUTIERRBN T L -

o lazy:E T timekey &%k

SRHITER, BTEE
X timekey %4,

interval : 7T
flushinterval &% 518
B,

Immediate: TEF IR
ME—NMEE EEE
B,

PUTHERR (flushing) BOZRFZEL

g, 18

&2 E RS RIS
RFERPLA IR BB R

LEASHETRBIIT N

e throw_exception : %

H—TREHEESHE
o

block : 1= 1% #iEH1T
HRT, BERZHXEA
STHY A A AR R H Ik,

e drop_oldest_chunk:

fHIBRIBBIER LU 37 (% A
BOER, |BERBOH{H LERTER
20,

exponential_backoff Ei{ 5%
BIs RIS A (BARD 4L

flushing R EikB9 /5% -

e exponential_backoff

DB INEREIEIEEE
B /EI BRI [Al, Fluentd &
MEIT—REAFTES
RFRORTE], BEEAE
retry_max_interval &
PR EMIE,

periodic : £F
retryWait 2%, EHiE
HUBIBIRE,

EMFIL AT 2 E I B &K

],

8 9 & BEBESENE A

2R

interval

block

300s

exponential_backoff

60m
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S8 fed -2 N
retryWait TREGERRAIBORTE (AR HEHE 1s
i) .

MFE X Fluentd REBEABNESIER, ESM Fluentd 3118 HB9ZHhiEHE,

AR

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

2. WINSAEWA TERSE -

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval 9
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q
#...

HIEE BN RIEHETIERRATAI R KRR/,

Y EHERRZ [F] F]BR.,

EEHITHEMRMN AL ¢ lazy. interval 5 immediate,
EERTFHRIEMIERERE.

15 7E LA BT B9E 1T « throw_exception. block =X drop_oldest_chunk,
157 5 exponential_backoff 35 5 AN By s A (B BRI (8] (AR ELAL)
18 E HHERAMAT Ei{ BB . exponential_backoff =% periodic.

EE T —RIUERRATAE A (AR AL .

9909902909000

EERG AR RARAKRN,
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B 9 F ARBENL A

3. BiE Fluentd Pod 2B EEHIE -

I $ oc get pods -I component=collector -n openshift-logging

4. S fluentd B2 &R S R AIFT(E

I $ oc extract configmap/collector-config --confirm
fluentd.conf =6l

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMITT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

0.6. I FH171% KUBERNETES SH14

OpenShift Container Platform B4 EREZRRZ—1 pod, B Kubernetes 4, @it logging IL3KE
IILAs S, B F5)ERE Event Router,

Event Router MFRETIEINESH, FHEHEHEA STDOUT, ARG, KWERFXLEEHEZLE
ClusterLogForwarder B & Y R (CR)HE L HITENE,

H e
EHIREHER ) Fluentd @INTIAB M, HATRERAEM A LARGCERN B EHBHE,

9.6.1. BEMEEEHEEHR

FERAUTHSENEGRARMERNER R, BNIZBZE Event Router E3E E openshift-logging i
B, LBRREMEEPKRESH,

: =
Event Router #i{& & Red Hat OpenShift Logging Operator B9—ER84y, /R T E,

LU Template X ROBREHIRBERFAENRSIKS. EHAGHNEEABHE, BIRILSEENIE
Event Router pod, #&AT LAE F RS AR T TC 58 B o S Sm iR AE AR SR BB e ER B 4T R CPU MIRFIE K,

FoRFMH
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o BEEUWIUR, LIEAOIRIES IS IEMERAGHE, AIl, EILMEMRAE cluster-
admin B @ P RIE 1T TR,

o W& % Red Hat OpenShift Logging Operator,

it
1 NEAREIFCIRENR

apiVersion: template.openshift.io/v1
kind: Template
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccountﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}

- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding @)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:

- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}

roleRef:
kind: ClusterRole
name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 9
apiVersion: apps/v1
metadata:

name: eventrouter
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namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"

8 9 & BEBESENE A
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- name: NAMESPACE
displayName: Namespace

value: "openshift-logging” g

1E openshift-logging 7 B  h S 4 EREBEEROE— MRS

DR TFIEEER P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BlfR 551k o

£ openshift-logging i B A {13 — MEZ B BT Sk £ B FTEE B config.json ST
£ openshift-logging Wi B 32— M ERE, L4 FHFESE Event Router pods,
EELE, BIREMR, 1 v0.4,

EE DB S MBS pod BRI CPU 2, BUAE71100m,
EESBEASHIREE pod WR/NREFE, BIAE128Mi,

EEEEHPLRENRM openshift-logging T H.

9909992909000

2. ERAUT R RAIBFRN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. AEFHNEHIEESS Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
it Bl
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. EEFHIRHEFRENSEH
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging

o -
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I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

it Bl

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Al 3R 5| EFH Kibana Sk EEEH4,
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$£10 = HEEME

10.1. X FHEEFE

IR A] LA FH SR BE R B BR Loki 3¢ Elasticsearch B&FEREFMHE, tBALIEHA ClusterLogForwarder
B LHR(CR) B & & BN SR,

10.1.1. BEEERE
Loki %_/Pﬂﬁﬁ*TEE/{Js %FTFHE%*HFE’JE/L,\/RD Q 1’?7’751mﬂ%5’\]5mﬁ_ﬁ%%ﬂ,\0

Elastlcsearch £ ingestion I A ZELHRF|E ARWBEEKILK, Loki {{FE ingestion X F2HZRF|I /LN EEIR
, FERBES /MR, BEEMHBENL, XEKEE Loki IERMIKEHE,

10.1.1.1. % F Elasticsearch B&E1%

H &1L % Elasticsearch SEBIE T AL FH MK, BF KL 7 RWFEEEME,. MREBKAEFREERE, B
WIESSIERER = A MR

Elasticsearch ¥ HEHUWEM Fluentd BIBRIHIRF S F5/h, RAEFHBINRSIDKRETIER (7
shard(£A)) 58 ZE Elasticsearch ¥ ) —*4H Elasticsearch T m L., BB LLEZE Elasticsearch &
SR eERD (#57 replica(8J#)) Elasticsearch h 24384 E| Elasticsearch TJ IJ—'-'J: ClusterLogging
BEXHER (CR) AFEEENAESS R, MREHERAMKEREE N, EiLaLER
ClusterLogging CR A HJ{R & SRB& Sk 15 E A A 2K 8L B H &I R B BINT K,

=
. TEIBEIRNED FBEF T Elasticsearch ##ET B9 B,

Red Hat OpenShift Logging Operator #1185 # OpenShift Elasticsearch Operator HafR &4
Elasticsearch W REBE AT HE B S EFMENM —MERATEHE., TR EN, FAILUEMA ClusterLogging
BENHIR (CR) RN Elasticsearch TV M E, AXEEBEFEMANERSEI, 1ES N Elasticsearch X
.

k

v = -
: =B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEHN L.

Elasticsearch 38| ET A ERVIRIES] (RBAC) ATLLFF A A G B RB5 R, B 5 o LK
HyFﬁﬁ E ICh %Z%AJ\RE\E‘U?IEH E E:Iﬁ = I:F'E,J E Tho

10.1.2. 18 H &5 6%

'/fg:__]-l')\ﬁﬁﬁ LOgOL E =N 'L/jlu = 7%?1/? L0k|o

10.1.3. Hh ¥R
o | oki ZH#H3#Y

® [ oki Object Storage 344
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10 = BiSFE

10.2. ZEHEFHE
& eI LUER OpenShift CLI (oc)s% OpenShift Container Platform Web 12l & £ OpenShift Container
Platform &8 L8 E BEF M,
==
Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BTk A, MNREB 7T
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE M Logging,
E | Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARKEBERINBEGFMH. IEEXBFICREMEAHBHENESEER,
HBIE A Agnostic Operator,
10.2.1. B8 Loki B&F#
IRET LUEF Loki Operator £ OpenShift Container Platform S£2$FhERERER Loki HEE G, RE Loki
Operator &, B J@T A8 — secret ECE Loki X REE, FHOIE— LokiStack BE L HIR
(CR).
10.2.1.1. Loki EBFE K/

Loki BIR/IMEF 1x.<size> 18, HAPE 1x BLOIHE, <size> IEEMREIIRE.

- .
A FEREB RN, FTIEER 1x E,

5% 10.1. Loki K/

Ix.demo 1x.extra-small x.small Ix.medium
iRt NETFER 100GB/day 500GB/day 2TB/day
FHETE (QPS) NETFER 1-25 QPS at 25-50 QPS at 25-75 QPS at

200ms 200ms 200ms
SHRF None 2 2 2
B CPUEXk None 14 1~ vCPU 34 4~ vCPU 54 4~ vCPU
fEARRE CPU None 16 4 vCPU 42 1 vCPU 70 4~ vCPU
HKEE
REERKEE None 31Gi 67Gi 139Gi
SERHNZSRMAE None 35Gi 83Gi 171Gi
HKEE
RERLE RSB 40Gi 430Gi 430Gi 590Gi
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Ix.demo 1x.extra-small x.small Ix.medium

AR R MRS 80Gi 750Gi 750Gi 910Gi

10.2.1.2. ff OpenShift Container Platform Web il & %%k Loki Operator

ZE £ OpenShift Container Platform 2R ZEMEE HEILRK, DIRELANE Operator, XBILLE
it web 2%l & ) Operator Hub 58X,

I

OpenShift Container Platform Operator i FA B E L FR(CR)REEN ARRF RHEAH, SNEEM X
FH CR YR 124, Operator #R#& Operator PR AMIRELE, Ml iR i NESIRE,
BHE X ERE L (CRD)E LT —1 CR, F#3UH Operator B e HMIFFEECE. &% Operator &0IE
CRD, ABEFRTF4ERK CR.

FRFH

o RA LU ZZ RN REFM (AWS S3. Google Cloud Storage. Azure. Swift, Minio.
OpenShift Data Foundation),

o HEHEMNNR.

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. 1£ OpenShift Container Platform Web %% Administrator i, # A Operators -
OperatorHub,

2. 1E Filter by keyword FEXF#ii A Loki Operator, =7 Operator 51 Loki Operator, A
& == Install,

BT
MBS Community Loki Operator,

3. j%&#% stable 5 stable-x.y ¥F 5 BHHE.

stable /iR N BIC KRR ARE TN, BERSORGZARANER, &

WIFT A8 stable-x.y, HA x.y KRMLEM B KRID T ERAFNRAR
A, 540, stable-5.7,

Loki Operator i/ ERE EI2fH operator 4H £ %2 [H] openshift-operators-redhat, Xtk B2/
T Installation mode #1 Installed Namespace, IR ZEAIAREE, NS HNECIEE,

4. %% Enable operator-recommended cluster monitoring on this namespace,
XANEIIE Namespace W R FiXE openshift.io/cluster-monitoring: "true” I1%:, &A%
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

5. XIF Update approval, &% Automatic, A= Install,
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NRIT [ AR AE SRBS 1% E N Automatic, NIEFH 2 RIERTIEHHE 12 389 Operator hix
AEILENED, fNR#LESREE X Manual, N FFsh £ 50BN ELR,

1. 1 A Operators - Installed Operators,
2. BIRE %A openshift-logging T H,

3. 1 Status 5, HEEMEER T SEBIN AL, 35 InstallSucceeded, XA Up to date,

Operator AIRERTE LT EI L7~ Failed IR, R Operator REFTHFF ET
InstallSucceeded 1§ &, 1ERIF TLES.

10.2.1.3. [ Web #5115 H Loki X RIEMEBIER secret

ERE Loki N RFM, BB secret, WA LUEA OpenShift Container Platform Web 12 &
Bl secret,

FERFH
o BFEEANR,
e iJj[a] OpenShift Container Platform web 1Z%I&

o B &% Loki Operator,

1. £ OpenShift Container Platform Web % & B Administrator 1 f# A Workloads -
Secrets,

2. M Create THIFIFRAEFE From YAML,

3. AIEE—1 secret, ©fEF access_key_id #1 access_key_secret FE& 35 E EHI UL
bucketnames. endpoint #I region F &R E A REFMAE. AWS LA TRBIGER -

Secret Xf R<Hl

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

=
o
B
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o Loki X R7FE

10.2.1.4. {1 Web 55 |2 LokiStack B E X ITiR

& T LU#E F OpenShift Container Platform Web #2414 6|2 LokiStack B E X %R (CR).

g

FERFH
o BEEANR,
e ijj[a] OpenShift Container Platform web 1Z%I&,

o B%&E Loki Operator,

iz
1. # A Operators - Installed Operators T, = Allinstances i1,
2. 1E Create new THI%IZKRA, 1EHE LokiStack,

3. % YAML #LE, AEERUTERFENEE LokiStack CR :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- version: vi2
effectiveDate: '2022-06-01"
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging G

ﬂ {5 /& %5 logging-lokis,
Q IBEIEKR/N, EHEILE 5.8 REHBURAAH, Loki LHZHFHIKR/NETTN 1x.extra-
small. 1x.small = 1x.medium,

“ -
S FEEBRAD, TIEER 1xE,

8 E AT HEEEM secret,
IEEN NI,

00
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N EEMAFERNAT. HRGRENRE, FREQRREFHENEME., TLUEA
oc get storageclasses 5 7 HE BRI A A FHE K,

6 LokiStack BRINNAZ R ERIZTT, TiEBR. NENEELRBERE—NES @ audit.
infrastructure #1 application logs. XA A AFAE AN TR B &R A2
o

4. = Create,

10.2.1.5. [ CLI 2% Loki Operator

ZE £ OpenShift Container Platform 2R ZEMEE HEILFR, BIRELINE Operator, XBILLE
1 OpenShift Container Platform CLI 5%

OpenShift Container Platform Operator 8 FA B E L FIR(CR)REEN AREF RHAH, aNEEFIXE
FH CR YR F124t, Operator R#& Operator Wi ER AMIBRESLE, Ml ilis R NESIRE,
BHE XEIRE L (CRD)E LT — CR, F#3FUH Operator B e HMIFFEECE. &% Operator &AIE
CRD, AERTFHEMK CR,

SERFEH
o HEEANR,
o B &% OpenShift CLI (oc)

o ERILI MR IFHIXT R, F50 : AWS S3. Google Cloud Storage. Azure, Swift, Minio
=X OpenShift Data Foundation,

1. B Subscription & :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators G

sourceNamespace: openshift-marketplace

IRT3E7E openshift-operators-redhat &34 22 (4],
{57 stable, =X stable-5.<y> F 7 4ilE,
{57 redhat-operators, #3R OpenShift Container Platform B R EZRMLEH (hFR

R FFIEIERIEERE) , E IS EELE Operator Lifecycle Manager (OLM) B Bl E2#Y
CatalogSource % R & FF,

-

2. FA Subscription X% :
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I $ oc apply -f <filename>.yaml

10.2.1.6. fi [ CLI -}y Loki X RIFfEBIEE secret
BB Loki M REFM, EATOIE— secret, EALUFE M OpenShift CLI (oc)5E K IR 1E,

SERFEH
o HEEANR,
o B &% Loki Operator,

o B &% OpenShift CLI (oc)

ZITU TGS, EESEIEHMBHAXHE KPR secret :

--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>

15
$ oc create secret generic -n openshift-logging <your_secret_name> \
--from-literal=password=<your_password>

' AE
@A opaque secret LUKBRELER,

o ZITULTMALIE secret EBREAIE :
I $ oc get secrets

HbBR
o |oki X[ REFM

10.2.1.7. [ CLI il LokiStack B X HiR
& LAfE A OpenShift CLI (oc) /3 LokiStack B E X #R(CR).

SERFEH
o HEEANR,
o B &% Loki Operator,

e B%%k OpenShift CLI (oc) .

it
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1. fIJ%& LokiStack CR :

LokiStack CR =4

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: vi2
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 e
storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging 9

ﬂ EEMEARN, EARICTE 5.8 REHBRAF, Loki SLAISFFHIR/INEITN 1x.extra-

small. 1x.small = 1x.medium,

H -
SFEEB RN, TIEER 1xEH,

8 E BEENE secret IR,
8 E BEFNE secret BUZREAY,

Hin FEEEEFHERNA. NRGRENRE, FREQRREFHENEME., TLUEA
oc get storageclasses @5 HE B A A FHE K,

® 000

LokiStack BRIAANLAZ AP ERIZTT, TiEBR. NENEHERERE—NEF @ audit.
infrastructure #1 application logs. XA A A A AN TR B &R A2
il

2. BT T e w3k LokiStack CR :
I $ oc apply -f <filename>.yaml

o ZITLU TS HEENE, 7 openshift-logging 7B 5 pod I IE &L -
I $ oc get pods -n openshift-logging

WAEER TS TRATEEICFAMGN pod, REFLUTIIR :
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=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mni82 1/1 Running 0 14m
collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qgjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjff9k 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

10.2.2. Loki X & 1zfiE

Loki Operator ¥ AWS S3, LARK Minio #1 OpenShift Data Foundation ZHAh S3 AN REF
fii, Azure. GCS # Swift thz#¥,

XTF Loki 77, H#EFERI nomenclature 22 logging-loki-<your_storage_providers,

TRETRT BN EHEMHNBE LokiStack B E L HIR(CR) HHY type [H. MMEELER, ESHFMEMHN
R

K 10.2. Secret XifpFESE

HFhEGLNRE Secret type {&

AWS s3
Azure azure
Google Cloud gcs
Minio s3
OpensShift Data Foundation s3
Swift swift

10.2.2.1. AWS 75fi%
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https://aws.amazon.com/
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https://azure.microsoft.com
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https://docs.openstack.org/swift/latest/

10 = BiSFE

FoREH
o B &% Loki Operator,
o B &% OpenShift CLI (oc)
o (TIE AWS LRI T 17h#kE.

o IROIET AWS IAM EBEF] IAM AF,

it

o ZITLAT®%, QIE—14%E N logging-loki-aws BN R1Zf# secret :
$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=access_key_id="<aws_access_key_id>"\

--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure 151

FRFM

e B%E Loki Operator,
o B &% OpenShift CLI (oc)

o X7 Azure LOIR T &R,

o Z{TLIT&4%, EMAM logging-loki-azure DN REZ(# secret :

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \0
--from-literal=account_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

YIS E S 1E AzureGlobal. AzureChinaCloud. AzureGermanCloud =X
AzureUSGovernment,

10.2.2.3. Google Cloud Platform #=fi#

FoRFMH

o B &% Loki Operator,
o B &% OpenShift CLI (oc)

e {&R1E Google Cloud Platform (GCP) LAI& T —1 Wi H,
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OpenShift Container Platform 4.13 B&it %

o BER—INEHOETFiEE,
o EERT GCP HMISIEMIR—1E F 08 T AR5,

1. M GCP EIRMIRSSIK P EIEE HIFI4 ) key.json BT,
2. BT T 6%, FEREM logging-loki-ges QBN REZ(i# secret :

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.2.4. Minio 7i&

SR

e B%&E Loki Operator,

o B &% OpenShift CLI (oc)
o EHEEFHEET Minio,

o {&FE Minio LBIR T F iR,

i =
TUTHS, fI8—1N% N logging-loki-minio B9 R 1F (i secret :

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>" \
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>

10.2.2.5. OpenShift Data Foundation 7#fi#
SoREH

o B &I Loki Operator,

e B.%% OpenShift CLI (oc) .

o REEFE T OpenShift Data Foundation,

o NI SRFHEECE T OpenShift Data Foundation £2%,

it =3
1. £ openshift-logging @n 4 22 [A] i3 ObjectBucketClaim B E X FIR :

I apiVersion: objectbucket.io/vialpha1l
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https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
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kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

2. IZ1TLLTF M4, MKELH ConfigMap X RIKEVZEAERE M :

jsonpath="{.data.BUCKET_HOST}")
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath="{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o

151
BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3BTRS, MKEE) secret IRERFF AR FI ¥

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data. AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath="{.data. AWS_SECRET_ACCESS_KEYY}' | base64 -d)

{

4. T T4, B/E8—14%2 7 logging-loki-odf BI%| R 12 f# secret :

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

_r—b‘

10.2.2.6. Swift f&fif

SERFEH
o B &% Loki Operator,
o B &% OpenShift CLI (oc)

o R7E Swift LA T —PMEFIER,

T
o ZITULT@4%, GIEB—1%E7 logging-loki-swift 9% R1Zf# secret :

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
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--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"

o EHLIBRILZTU T TRIEMHTIBRFERIE. KEHHE :

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. 82 Elasticsearch B &7

& BT LUEF OpenShift Elasticsearch Operator £ OpenShift Container Platform &2 L E8E &R
Elasticsearch H&7# i,

=1

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator B #Thi A, MNREB 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE M Logging,
BE % Logging 5.8 B EOL Hik, #&AILUFER Loki Operator ¥E2/ OpenShift Elasticsearch

Operator WERARKEERINBEEM. MFEXAFTILREGEAHHPNELZER,
BB 7 A Agnostic Operator,

10.2.3.1. Elasticsearch BI#F 5 = E 0

B Elasticsearch BBBEEHFE—MFAMS, 1 OpenShift Container Platform f1, XERARFAM
BB (PVC)J L,

= -
' NRFAMEBRFHALEE, EFEFERRIKRHE, X1 LocalVolume X KRR
volumeMode: block 3, Elasticsearch TiE{FARIBLA,

OpenShift Elasticsearch Operator f#Ff Elasticsearch FHR& TR PVC w4,
Fluentd J¥ systemd journal #1 /var/log/containers/*.log B9Ff A B & #R (£ 4 El Elasticsearch,

Elasticsearch BER B AGFERHITREEHIZE, MELXERVHNE, BSEESTHBITMN, BERfiXN
M, EIHEN AR B SEIENRE, FoEAAFENTREERE,
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IABERT, UEMHEEE N 85% T, Elasticsearch &= 1A RS2 EHFEIE, 90% Kf, Elasticsearch
SEARENBER TTRINESFEREMIEMT R, B2, NREMEFEET 85% LT oA AFiE
Z8[H], Elasticsearch &40 ZFRE1FH BN RED,

XS, (KK E R Y RIARA T Elasticsearch BRIAME, B LUBTUXLBINE, BAR
EREAERNRINE, BT EEERPBEIOIL(E,

10.2.3.2. il Web #2H& %% OpenShift Elasticsearch Operator

OpenShift Elasticsearch Operator & | E2#1E I OpenShift Logging {# FIH Elasticsearch &%,

SR

® FElasticsearch RREBRERN AR, 1 Elasticsearch TTREEEEL 16GB AEEHRAE
HRHMBEMNEE, FIE ClusterLogging BE L KRF HHEIRE,
B89 OpenShift Container Platform 7 mZH Al BER B LAZ #F Elasticsearch 5£8%, & JI1E
OpenShift Container Platform & FRRINZIN T mF BEERHENESNAFLT, 810
Elasticsearch " mix % Al 64GB PMATE,

Elasticsearch 7 mARRI ATERARBAREFE X E Ti21T, BEETINERREVGIEM,
o fA{REH Elasticsearch FTEMIFAMEEE, STFRE Elasticsearch T mEIEEH CHEHES,
-

N[ AMEBRATFHFALENE, EFEERRIBRHEE, X1E LocalVolume X §
#) volumeMode: block i, Elasticsearch ;& {FARIAILA,

it

1. £ OpenShift Container Platform Web #£#|& 7, i Operators —» OperatorHub,
2. MAETFH Operator 53R A% OpenShift Elasticsearch Operator, #AfE = Install,
3. MBRFE Installation mode Ti%£# T All namespaces on the cluster,

4. FATETE Installed Namespace i T openshift-operators-redhat,
R EEE openshift-operators-redhat f8 44 22[H], openshift-operators ip £ Z[F| AIRER T 2
1T XIR Y operator, XL operator RNEIEE, HAHHI metric ATRES OpenShift Container
Platform metric & FRER, Mm-S BUH3E,

5. 1%%¥ Enable operator recommended cluster monitoring on this namespace
XANEIIE Namespace W R i E openshift.io/cluster-monitoring: "true” I1%:, S
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

1% stable-5.x /£ BHE,
W BHREAESRRS -

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EH R A® BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EIERAE 4 Operator B#,
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8. = Install,

1. @I tN#E|] Operators — Installed Operators T34 OpenShift Elasticsearch Operator B.#
=i,

2. #%E OpenShift Elasticsearch Operator ZEFTE I H F#7IH, & Status y Succeeded,

10.2.3.3. {1 CLI &% OpenShift Elasticsearch Operator

& eI LUER OpenShift CLI (oc)Z& 4k OpenShift Elasticsearch Operator,

SR M
o M{REH Elasticsearch FTEHFAMLEE. FEE Elasticsearch T REFTEB CHEHES.

MR AMERTHAMEE, BAEEARARE, X7E LocalVolume X R
i volumeMode: block ##3f, Elasticsearch TiE{FERARIAS,

Elasticsearch RREZEEN ARRF. HINERT, OpenShift Container Platform %&%& 3 4
Elasticsearch T s, HERFIERMEHI) 16 GB, #IAIXBEH =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FEEEE 21T Elasticsearch, MIRIBEIS Elasticsearch #HXxHY
R, EEBDPRINES Elasticsearch T/, MAREMINAE T 2 ELHREF,

o HEEMNNR.

e B%%k OpenShift CLI(0C).

¥ =
1. 68— Namespace X R{EH—1 YAML 304 :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q XI5 E openshift-operators-redhat fy £ 22 (5], Ef5IERIBESI8FR 22, B
Prometheus Cluster Monitoring ¥ E2& 5 M openshift-operators-redhat 4n 4 22 [A] 112
E{g#T, A =M openshift-operators #p#4 22 [A|H12EX, openshift-operators #p+ 22 [H]
ARER B &4 X Operator, X% Operator AEEE, HABER KL H S metric AR
1805, MTFBURZE,

Q FRB EAIIRBAIRIEEZING, LFAREERE L F1ZEX openshift-operators-redhat 4p
£ e A,
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. IBfTLA T ep 3k N FH Namespace X & :

I $ oc apply -f <filename>.yaml

3. LLYAML X4 = 6 OperatorGroup X £ :

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q IR T38 7E openshift-operators-redhat &34 22 4],

4. iZ{TLA N en 3R OperatorGroup X1 £ :

I $ oc apply -f <filename>.yaml

5. il — Subscription X & 31T 5] OpenShift Elasticsearch Operator B#n & Z2[H] :
1T B =B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic e
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

IRT3E 7E openshift-operators-redhat &34 22 4],
15 %€ stable, =X stable-x.y /Eh5iE, 1HS LT ER,

Automatic 7o1F Operator Lifecycle Manager (OLM) fEA iR Ao A B shE#H
Operator, Manual 2k E55& 4 XL A F #it# Operator B#,

o 09

157 redhat-operators, #15 OpenShift Container Platform SRR EIEZRMLEH (TR
R TFFIEIEROEERY) , E S EELE Operator Lifecycle Manager (OLM)H Bl 22HY
CatalogSource % R FF,
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157 stable REZHITERA L RIRA, FRATAE installPlanApproval:
"Automatic" #J stable & B 5145 Operator A EIHHHIFAE EARAFRARA,

157 stable-x.y R REHFEERANHFNRMRA. EATHE installPlanApproval:
"Automatic" #J stable-x.y & B Operator A EIF A {ThR AP R FTEE R

ARAS

BT RSN BT

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator 2 %% £l openshift-operators-redhat fp % 22 (7], FH 5 HE!

SEHPHNEIIR,
AT
1 ZTU TS
I $ oc get csv -n --all-namespaces

2. MEEHEY, FHWBILAENHELZREFEIE OpenShift Elasticsearch Operator B Pod

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-system elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1  OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

10.2.4. B2 & B & =71
& e LU 82X ClusterLogging B iE Y FR(CR)XRECE H &AM B EFE R,

SeRFMH
o HEHEHNNR.

o B% %k OpenShift CLI(oc).
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e %%k Red Hat OpenShift Logging Operator f1—MNAER B EFE, ©=& LokiStack
Elasticsearch,

o XBEHIET ClusterLogging CR,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREE 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEEH Logging,
B % Logging 5.8 B EOL Hik, #EAILUFER Loki Operator ¥E2/ OpenShift Elasticsearch
Operator WERXARRKEERINBEFMH. IEEXBAFTICREMEAHBHENESEER,
BS A Agnostic Operator,

it =

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

feE AEEFEMERE, XATLLE lokistack =X elasticsearch,
Elasticsearch B EZ R AL R &L

BETRRE, INMETUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack BRI 5 ER & 15T,

x O 009

¥ LokiStack 53 H&EFEH ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:
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managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. IZfTLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.3. fid & LOKISTACK Bi&E&EiE

ERFILKAEA, LokiStack IEHIZ Loki F1 Web X255 OpenShift Container Platform S3 % IE&E MK
BMBEEKICTRHAE. LokiStack BUKIR{#E A OpenShift Container Platform B 250 iE 3 o 1l SC e % 78
Fo Loki {3 BEFHERA N ANEHGSAEBFIE,

10.3.1. 5 cluster-admin B A &0 EHA

BF

LA cluster-admin i B3 EHS N hRAERMWNARFEE, HPEEDMEMAZRENR
MR EMAT 5120, 253 iE1% Parse error: input size too long (XXXX > 5120),
T BT HbIEH) LokiStack AR B BRG], 15{# cluster-admin 7 B4 cluster-admin 41
I, 30R cluster-admin HAEE, BB EHSMENBE I RMEIES,

FERUTEHENESR cluster-admin FRBI A F A& H4H.
i =
1 HIA T er o G4
I $ oc adm groups new cluster-admin
2. WIALL T e DA PR INE cluster-admin 2HA :

I $ oc adm groups add-users cluster-admin <username>

3. BIALLT S TEAHA T cluster-admin B A :

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2. KB E 5 2 M LokiStack 174

EBAFICFIRAE 5.8 REHIRAS, L4 OpenShift Container Platform &2 E ST, Lokiingestion F1 &

RS T RBIAT A CPU MINEFERIREFIZIT. XEKE OpenShift Container Platform 52 E #
T2, LokiStack J&EEHl. 1T H@i3E M PodDisruptionBudget ¥#R¥ESEH, Loki Operator 2/

Loki iE% PodDisruptionBudget 7R, ©RE T ENAGLI AT HMRD pod &8, UBREERYE

TIEBEE,

Hith 5w
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$10= A5
e Pod HRfTIE Kubernetes 314

10.3.3. fid & Loki LR AT S iifE

EBFEICEK 5.8 REFBIRAR, Loki Operator XFXE pod RKELMEFN, LUEKE—HEBR pod
EREEPNARETET =L,

KERMER pod I—N B, BATESCIIHFEAERNT A, REREMR pod W—NEM, ATFMHEL
pod AERIEN T m L,

1£ OpenShift Container Platform /1, AILUMEBN pod KZEM4H pod K X MFERIBEM pod EHIEE /(BT
ZBR I pod A BIAE I BIMRLE T 2=,

Operator 2 NI A Loki HFXEBEEIN. H1LH podAntiAffinity #L0l, HAE3E compactor,
distributor, gateway, indexGateway, ingester, querier, queryFrontend, 1 ruler 544,

&8 L@ 1E requiredDuringSchedulinglgnoredDuringExecution FERHECEFTEHIN B R E R Loki
YA B podAntiAffinity 1% B

ingester HHBI A F % &R HI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname

E S BB

wIEECEE- (BN, (bR%) F BB FZ A,

o
2]

Hith

=

p]
e PodAntiAffinity vi core Kubernetes 344
e f¥ Pod B4 17 ;X Kubernetes 344

o [ERAXEAMER R RECMEMNIAEX FHAL pod ME pod

10.3.4. X F X BB R R H
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EHFRILK 5.8 XEFTBIARAT, Loki Operator @14 pod thib o REISZ F X RRAMBIEE . HRHXD
hEErI iR A SEME, FRALERI R —XKIEBENBE LK, TEBERNEE N
1x.extra.small, 1x.small 2% 1x.medium 5}, replication.factor FERRXBEIEEN 2.

NBRERES, EFEZVEESEFRFEENTARYE, AARATARARASLEFNRRES, #
RGHBUROAREREZFBREARN, SMXENMEERFHLONE, ULMRERF,

BAXE#IM LokiStack CR =%

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2 g

zones:

- maxSkew: 1 9

topologyKey: topology.kubernetes.io/zone ﬂ

FRAMTE, HARESRM replication.factor B
WIERBEFSRE RN, SENEEIXME.

FAHRIMEIEIH pod MERISRAZEH, BOIAMEN 1, BITEERE O,

- -

LS T3 bR N R ME RO 2 LXK,

10.3.4.1. MEEIBIX & E Loki pod

£ OpenShift Container Platform /i, H4¥FERI AR FRITES N, SAERKN,. TAMREE R
HEFER OANEE XS, S8 I RMNIIEEEN. MREH OpenShift Container Platform 5E8$i%
BEENCIBLIRE, NKKBATER SRR SHEIEE K.

Loki pod 2 StatefulSet B9—&B4y, &1 IMi7 StorageClass X RE &M PVC, &4 Lokipod REH PVC
HRBRER—RXEh, YEERPLERXMIER, StatefulSet g8 B2k S KB X dh 2 F20TH
pod,

gk

H
DU Rz MHBR R K Ry PVC, UREPEENMARIE. T ERTNEEES

K HJ LokiStack CR HJ replication factor £E&, RMIZIRZIZE N KT 1891E, LR
Loki &,

FRFH
o HEICFARA 5.8 HESMA,
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e IiF LokiStack CR EEEA AT 1HEHIER,
e control plane FEIR KK, SFEX AT mEHENEREBITIC.
StatefulSet 2R B =R EFHERMHIX FH pod, B HXREH PVC B FRIMMX A, AR

PEFFERTRAMNXEEES T/, EXFIMREMNEXF PVC, LUMEEFHFEXPRINEFOUESIR
2 Loki Pod REE &M PVC,

bk =
1. BT T®%, FHATF Pending SRS pod :

I oc get pods --field-selector status.phase==Pending -n openshift-logging
oc get pods i tH <l

NAME READY STATUS RESTARTS AGE ﬂ
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0O 16m

Q XL pod #0F Pending K7, E AT PVC I FRWHIX .,

2. 1T a4, FIHATF Pending SRSHI PVC :

oc get pvc -o=json -n openshift-logging | jq ".items][] | select(.status.phase == "Pending") |
.metadata.name’ -r

oc get pvc fii i R~ fl
storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1
3. IBfTLAT a4, MHBR pod B9 PVC :
I oc delete pvc __<pvc_name>__ -n openshift-logging
4. RIE, BITLAT e HEMBR pod :
I oc delete pod __<pod_name>__ -n openshift-logging
FRIOMHBRIX LN R E, MAETRARKEHBEHRHREEN],
10.3.4.1.1. XA FLIERZEH PVC S THREEHERR

IR PVC TTHIRA L RILE N kubernetes.io/pv-protection, PVC ATRER LT terminating $h 7. M
BREZLEZRROZ ST PVC BRENMH BR,

1 BITUTaSHEREA PVC B44588, AREMR,
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I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-logging

Hith 5w
o I MIRE Kubernetes 314
® Kubernetes {3 #4.
o {3 pod ¥ M RHIZEH pod ME

10.3.5. X} Loki B & HI¥E 4117 7]

EBFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator BRIARRFFr A B 4 B & B 1517]
R, ENEEGR, BRERER SRR, BRIE Operator EANFALURINEE AL RIBEH
MEMNEE, EULUERUTRAEEN BERREAAH

o RESTRINMISEE
o R TE(ASEH R
o GIEBE Y admin

ENEREA, BREEVEIEHMENACHEMRFABYE, RedHat OpenShift Logging Operator 12
HUTERAGE

e cluster-logging-application-view %% 152EX v/ FAFEFF B S BIFLER,
e cluster-logging-infrastructure-view % % LBV 52 4 B SRR
o cluster-logging-audit-view %% iZE & i1 B EHIF R
INRIEMULETRIRR A T2, NIZI4 B9 EE A & logging-application-logs-reader F1 X EXHIEEE A BYE

logging-all-authenticated-application-logs-reader 12t AE %A, RIFEMET BBRIERREFE
P 44 22 [A] AR R (R RR

% E,E
HEERNBRFEEN, BEGRZERNRIA - BIRA R & ZEH,

10.3.5.1. LB RIM 5 ]
ERMEAERREIBERAR, URKBERSEHENIER,

ClusterRoleBinding

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
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- kind: Group
name: system:authenticated
apiGroup: rbac.authorization.k8s.io

ﬂ Zi4+#) ClusterRole 2 cluster-logging-infrastructure-view #{ cluster-logging-audit-view,

© ERURA AR,

10.3.5.2. g Z2[A] 1 7]
RoleBinding %R ™ T ClusterRole X &3 X F3 /7 =k 4H AT LA W] B s B0 n 8 22 ]

RoleBinding 7~

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

@ STt RoleBinding I AEIHIAAZEI,

10.3.5.3. A%E X admin HijjlA|

MREHKRELEEESNEER ZHWABRNA -, A LUER adminGroup FEECIE—1NBE L
‘H, BT LokiStack CR #J adminGroups FEX 15 EMEMAMMK QAP #HIAEE G,

NREESILLPET cluster-logging-application-view A&, &G AR IA S &2 A FH
AR ARFAE,

LokiStack CR 7=

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group 6
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@ e ERAUEILERFTA,
@ IULFBERAZ list [] (EREF admin 4,

g &&=\ 4 (system:cluster-admins cluster-admin,dedicated-admin)

Hih iR
e {#HFH RBAC & .F1N FBIYER

10.3.6. {2 /8 Loki H AE T RARE

HEABRICRRE 5.6 RESRA, BALRERSREERERIE. XENNTLBTE, SMEIH
HAEIXE. IREANEEXHA, RN SES BN ZETN A,

BE

INFRRBTE s3 M LokiStack BE L HIR (CR) HE VREEAH, NFAEEH
ENRXKAREBAE 3 FhEfEP, XWRKIIE 3 7if.

% E,E
ARAEICTRA 5.9 MESRAZFER vi2, BRIUER VI3,

. BEERETRERE, 52— LokiStack CR :
i% E@lg:]:uu.ﬁg{% EH 7 T@J

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' e
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
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name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

Q FEBEREBREBER, 3 : W PBRARNGFHEIEN REEPREZEE,
g W HRHRINE CR I, S£BPAEARE,
g S2BFELATRN LogQl &ifl,

X —1r PR T RERE A

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

ﬂ RIEFE X BRE RIS, BMHIFE KB 2 application. audit 1 infrastructure,

g S2BEFELAERN LogQL &ifl,
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2. 8 LokiStack CR :

I $ oc apply -f <filename>.yaml

Gk

XAERATAHEHNESEERERE, FRANKEHEEFHEEXFNRX 30 RNERRFRE
LR

'IJ|+

10.3.7. Loki @3 BRI #5 1R S P HEPR

#NR Log Forwarder API 81 EERRFI R E(E BE L E Loki, Loki RERERRHI(429)5H 1%,

XEHIRABEREERERESERLE, B0, L0 logging RINEIEEBFLEHENER DN, logging
H‘L_t ﬁj\*l.”zﬁfjbﬁalLA?kEETTHI&%H:‘&)LEKBE%”%EIBEO EJX*FFI%E/R-F uu%/d\\bu¥ﬁalb\5’])$}#d\:]:Ij

BERE, EBBERASBENIE, FEFERRBF TR 2R R RRH IR,

SRR PR R L L 4, IMATLLBIT 18R LokiStack B E X HHIR (CR) SRR R I 0] {1,

BF

LokiStack CR £ Grafana £ &/ Loki LA A, AFHAERTF Grafana I£ER Loki AR
4583,

Conditions
® Log Forwarder API B2 & 7% B & A Fl Loki,

L E’J%/Jhm LOkI ﬁ j(:.F 2 MB E’J é/l_.\ij%o @Uﬁﬂ .

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERL TS
BUTHEIRHERZ—HT :

I 429 Too Many Requests Ingestion rate limit exceeded
Vector t5ixHE BRI

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

258



10 = BiSFE

Fluentd 5158 2R~ Hl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EERLERNBRBRIXMEIR, B0, 7E LokiStack ingester pod A :

Loki ingester £51%H 2= A1

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

£
e

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

Q ingestionBurstSize FE& & X B NAHERI AN R AR MERBHIRAAN (L MB
fir) . XMER—NERS, FILEXENEDTEENMELSERPIHNZAREERN, T
f¥F KT ingestionBurstSize HEIHENIFE K,

g ingestionRate FEREBMW R ARAHAEHNHRE (L MB ﬂj$1i) IR BAEEEE T

PRI, M ILERERHIE R, BRESRSERLERE. RELDFEHEETFRS, RoH
%E/XEFHF':F?TTE’” /R-F&F/;%%Eﬂio

10.3.8. EZi& Loki LAA1F memberlist A1 K

1 OpenShift &£, BEABEFAIELTH IP MLSERE, ELb, Lokimemberlist EBERKM, H AR
INERT, EREARLE IP W%,

ERNERA, EALIN memberlist BEE &L pod M4, ,u\_JL/L1P‘ES( LokiStack CR, LA{#F hashRing
spec Il podIP, EFEZE LokiStack CR, 1EFERAUT®S :
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$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

LokiStack ;~fill, EHEE podIP

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

10.3.9. Hth ¥R
o Loki HHE>HY

® | oki Query Language (LogQL)3Z#4

e Grafana {{FRMR

® | oki Object Storage 3#%

® | oki Operator IngestionLimitSpec 344

® | oki Storage Schema 3 #4

10.4. Bt @ ELASTICSEARCH H &7
& BT LUE R Elasticsearch 6 EZEF1H 4 B EEUE.
WAl LM B &R, S5 :
® Elasticsearch &EEFHITENH
o TEHEMHNHETRZASHSH, MEESHEFREH

o AL ERiJjIA] Elasticsearch #iE

10.4.1. B¢ & HEF %
& LUt 82X ClusterLogging B i Y R(CR)XREE H &AM B EFE R,

SeRFMH
o HEHEMNNR.

e B% %k OpenShift CLI(0C).
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e %% Red Hat OpenShift Logging Operator #1— MRS A EFE, ©= LokiStack
Elasticsearch,

o KBEAIET ClusterLogging CR,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE kA, MNREB 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEF Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARKEERINBEFMH. IEEXAFTICREMEAHBHENESEER,
BT A Agnostic Operator,

it

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

HEFEMEEE, X LLE lokistack =X elasticsearch.,
Elasticsearch B Z R AL R &%

BETRERE, XMERTUZ
ZeroRedundancy. SingleRedundancy. MultipleRedundancy = FullRedundancy.

LokiStack By EEE B £,

x O 009

¥ LokiStack 53 H&EFEH ClusterLogging CR Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:
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managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. IB1TLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.4.2. & it BEE L BB EEFE

EEIL\IE%%B%EFH ﬁ%ﬁ*ﬂgﬁtﬂaﬁ@ﬁuﬁﬁ\%ﬁﬂ CIusterLogglng QI:E.X I}?(CR)E‘JEXE’JP\]ﬁBE/u\
i,

MNBERT, #HITASTREAZIRBESENE, BAITREREEME. CREHCHRELHEITER
BRI AERENL RBUFHMERER, HFEASENREY,

MREKNEEHBENEE, WAFERE— ClusterLogForwarder CR, #RF7E
ClusterLogForwarder CR, BEFRRELZBINEBAEFME, FRIEE LT & default HiHEE,

iz
{8 Log Forward API {5 1 H &5 & B NEB Elasticsearch L4 :

1. Bl SmiEE X ClusterLogForwarder CR % &REY YAML 344 :

o f|E CR LUSFIE BEE B L ZEEIRER Elasticsearch Z£41, &8 LIE AT B ISR
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ EE (pipeline) BN ERAIEEMBELAWEAERE, BilHNEERALERER
Elasticsearch SE4,

v pa =

B MEEEBPEERE=MEENARE : MNAERRF, EMZREMFEZ, R
BREREATREY, XEAERTRBEEHEZK.
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o MRIEE—NINAEH ClusterLogForwarder CR,
BABEE LB, i -

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: elasticsearch-insecure

type: "elasticsearch"

url: http://elasticsearch-insecure.messaging.svc.cluster.local

insecure: true
- name: elasticsearch-secure
type: "elasticsearch"

url: https://elasticsearch-secure.messaging.svc.cluster.local

secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"

url: https://secureforward.offcluster.com:24224

secret:
name: secureforward

pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

ﬂ HEERAIREEF N, AFFFHITHELERIRNER Elasticsearch 5L,

HiBR
o XTHEKREMLK

10.4.3. B¢ & H &R BB I [H]

Rel LABR B (REZERS, FEEEBNIA Elasticsearch BEFIEIRE=1

KRR EEHE RS,

10 = BiSFE

SR RIS B B ARBO BRI .

HEREIZRBIBIH <« EflZRI B 7S,
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N
N

ZRERBER, EFEE ClusterLogging BE X KR (CR) FHEHEIRIXE maxAge S8, CR
P X LE{E N FIEl Elasticsearch JRENAE, E©RE Elasticsearch I HIBRALIZREI,

INRRB|IGLUTREZ—TE, Elasticsearch RIRENIFRB|, BIHUFIMNERS|IFHOAUIBRHRA
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB B(E.
o 3RBIH doc MK TFE 5 FEFELL 40960 KB BIE,

Elasticsearch &R IB IR AL B HR BB RIEMIFRASHZRE|, MREEE HNEMAEROIBEERE, WEIAE
7 RIEMERAE.,

SeRFH
o W& % Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

e
& B & RERA

1. 4% ClusterLogging CR, LURINSK{EX reservedPolicy 5% :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

E7E Elasticsearch NZRBENBEIRMA A, FA—NEBFIN A HRA 0 B(w). N
(h/H). 28 m)FF, B0, 1d KFX—K. AT maxAge B9 BESEMBR, ZRINE
RF, BERREB 7 X

2. IR LAKHE Elasticsearch BE ¥R (CR) FRH9LE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
SR E /MRS BN BRERKFRS], HFEIRDE 7 RINRIREHBIZRE,
OpenShift Container Platform & 15 98 E—R, UBERSEER RS,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:

name: "elasticsearch”
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spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:
maxAge: 8h 9
pollinterval: 15m ﬂ

NFENEER, FERBARMEHERFIRNZERNB S,

2.5 {& OpenShift Container Platform MHIFRIZENZREl, L% &R E ClusterLogging CR
% B maxAge.,

WIREHFRBIAT, OpenShift Container Platform &2 & EMFR3|IFEi, IIEHE
ClusterLogging CR ##J maxAge ‘R,

OpenShift Container Platform {+ g BN ZE EIREIFREl, XEBINKE, FAE
%o

P2y~
R X FFEH Elasticsearch CR, X[{REEZRIEHIFTA BENEB 7L ClusterLogging
CR Hift47,

OpenShift Elasticsearch Operator Z8%& cron job, LUFERE X MRS N ENRENATHZRE|, FEH
pollinterval Vi,

$ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

10.4.4. HHEEFMHEE CPU MIREFEIE X

BNABHRE ST HE CPU MIRFIER, BARMZFIHEXLEE, EH OpenShift Elasticsearch
Operator R EE % HE L BIMERHE K,

TEARBIERED, Elasticsearch RIEERBNEIINEFERETERE, MMSBRIERTSHRH
OOMKilled, INREBELXNAR, 5= Elasticsearch IR TEIE KA RIE.
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B Elasticsearch TV RE AT UERBEHAREIXE Fi21T, BEETFBEHDREVCIEM, SFEIR
1B, NEA pod MIZNERHBEN TV TFERIAN 16Gi, RIFNEAN pod PERABIT 64Gi WREBZHIE

==Y

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

Pt

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: 9

memory: "32Gi"

requests: €

cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFEZIETE Elasticsearch B9 CPU MIAEFFE K, MNRXLEER, N OpenShift
Elasticsearch Operator 2K EBINE, BIINBLUHERZSHMENTE. AFIFERHE
IMEN 16Gi, CPUIERH 1,

pod AT LAME AR K FTIRE,

VR pod AT BI& /N TR,

o0 o

RIBFEIETE Elasticsearch fRIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator 2 X EBINE, BIINBLUHERZSHMENTE. AFIERHE
A 256Mi, CPU IERKBIERIE S 100m,

TEH1%E Elasticsearch REER, HREMEN 1Z B TFEKFRIE,
fBlgn -

I resources:
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limits: @)

memory: "32Gi"

requests: g

cpu: "8"
memory: "32Gi"

@ iRnERHE.
@ =EEEK

Kubernetes —fi%B1& T mBCLE, AFoIF Elasticsearch fEAIEEMRIE, N iEXKR (request) # BRIE
(limit) X BHERFEME TR Elasticsearch AILMFEREBREEMRNE, BETREETHRG.

10.4.5. ) BEFMEER B S Bl 2R
80T LU NI R SR B AR RO BUE 7 sz [A] E 6l Elasticsearch 200 F -

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

¥ =
1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

@ orEERRER. BRRERERENA,

® FullRedundancy : ElastlcsearchHﬁ/\%alﬁ’JEﬁH BSHREMUIB TR, XA
R#tEENLLM, BRANEFTESARENMAHFEERE.

e MultipleRedundancy : Elasticsearch f¥EMNR5|IMED F TR E Hl B —F IR
Mo XA EREMMMREZ AR MR FHTR,

e SingleRedundancy : Elasticsearch N8N FREINED FHEIE—TEIX, REFEED

AEIET R, BEMERATHAETRE, F/H5MNREZS T RN, Ml
MultipleRedundancy, fEAEERF LSRRGS FHF 514 Elasticsearch 17 RBYERE,
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® ZeroRedundancy : Elasticsearch AHIEE D FRIEIA, WRT RRAA ERE, W]
AIREE RS AEEIE. MREEXTHREMIERES M, HELE T B SHEE/PVC
w0/ ERE, AILAEEMEALIER,

% E,E
RRERED FBEZET Elasticsearch BUET S8,

10.4.6. 451 Elasticsearch pod
D EEBE R Elasticsearch pod #E Rl gE & 5 BB Z K=k Elasticsearch PaE

INRLEW, RIZ—RUEH— pod, HAVFEBREFEE D HMIIA, Elasticsearch fERIRAIREISK
faiE, WA LURIE S — 1 pod #1748

A=
A INR Elasticsearch ££8¥1% & ZeroRedundancy, |7 4E1 Elasticsearch pods

10.4.7. HEHEEHEER A EEFH
Elasticsearch BERFAMENE, FHREBIR, Elasticsearch tEaEHE,

DIk

H
(==}

1£ Elasticsearch FHEHR A F:H [ NFS EERESHFTAMLS (EE T NAS bl
Gluster) , EN Lucene Kl F NFS RREBIXERTIT N, BIEARITHIH Athn]
Elﬁ‘é‘%ﬁio

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ik =
1. 4%% ClusterLogging CR, N&EEHFHNENBE T RIEE N B EEFAMESER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
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storage:
storageClassName: "gp2"
size: "200G"

AHIRIEE, SEFHEMEET REBAERTHR200G"H AWS B SSD (gp2) i PVC,

N[ AMEBRFHEALENE, EAEGERRIKRHE, X7E LocalVolume X RHHY
volumeMode: block i, Elasticsearch FTiE{FARIBLA,

10.4.8. /7 emptyDir ZFEESE H EFE

&R LUFF emptyDir 5 BESFFEBECEARLBZ—NMERERE, InhEHE—BEEEFRA Pod FEIEER
%%%O

% -
M emptyDir i, MNREBEHEIMEBEREHERE, BEEEER,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

AR

1. 4w% ClusterLogging CR LUETE emptyDir:

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. #1117 Elasticsearch £EA &S

£ E X elasticsearch Bt &M 51 {1 elasticsearch-* BEE BN, HUTRNER.

A, #NSRIZ4T Elasticsearch Pod T REEBERE, NEBIRIER,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

e
HITERBRDER -

1. i# A openshift-logging T8 :

I $ oc project openshift-logging
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2. FREY Elasticsearch Pod BY& 5 :
I $ oc get pods -I component=elasticsearch
3. YEHINEERS Pod, LMEE LM Elasticsearch ZEFHTEAE :

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. fEF OpenShift Container Platform es_util TEHUTO FEFRIF, BEREXNIZIDRESFEE
AR ERE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

o -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

it Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFFIEIEA R KT i #1740 F 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

flan :
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --

query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESTHREFEHBE—TESKE:

a. BUAIER T, OpenShift Container Platform Elasticsearch S35 IEAE T S#EHERE, F
AL TR AT HEBERE F ST Pod FREXEHN :

I $ oc rollout resume deployment/<deployment-name>
4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
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i Bl
I deployment.extensions/elasticsearch-cdm-0-1 resumed
EET —/¥ Pod, & Pod EAMZEMABRE, MEEMEHTT—EE,

I $ oc get pods -I component=elasticsearch-

it Bl
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6écdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. BETKIG, FE Pod IEIHLEE :
I $ oc rollout pause deployment/<deployment-name>
4N -
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
=1
I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1% Elasticsearch REEE AT green ¢ yellow R :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

IR IENT ST fp 5 P {FEAM Elasticsearch Pod #4T T H#EHERE, 1% Pod FF
BEE, HEWAFEFERFHH Pod &F5,

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
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"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
Q ERESRERT, FEBRLESHIES green ZHE yellow,

7. WNRERT Elasticsearch ECEBEIRETS, 15X B Elasticsearch Pod E& X4 1%,

8. HHEMNMARER, EFERSHTE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
i th o Bl

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}
}
}

9. V'EBIESS Pod, LMEE T HE L XE Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. M A EEFEIRS A TR H

%U\'I‘%%R-F %/f}‘AEIb\lﬂ%%g¥%ﬁﬁlﬁlﬂﬁ|3%? E/b\lﬂ%ﬁ’]ﬁ/b\ﬁﬁ%o u_,\__”’J\FIFH ™ re—encryption
termination XN AR, LASCIIAERAT B 77 AR 55 89 U7 7] SRR ER AR
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F4, AR LAEABBUE—TEFRINE R, EH OpenShift Container Platform ] 2 &2/
Elasticsearch CAIEBLUMAER T IM B EZE . RE, FRSSLLTRAM cURL &K HEE B EEMH
ARSSHITT &=

e Authorization: Bearer ${token}
® Flasticsearch EFINIEEEHF] Elasticsearch APl 153K,

TERER, AILAGEA HEFESER P UiR BEFMERS . BRUERUTHRSZ—RKIRE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterIP} -n openshift-logging
i th o Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

A AR RN TR I &R 1Ptk -

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

i th o Bl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

o %% Red Hat OpenShift Logging #0 Elasticsearch Operator,
o TMBEWBMVIFNR, LUMERFEBE,

b =
A ERA T HEFLE -

# A openshift-logging T8 :
I $ oc project openshift-logging
2. MBEFHIRIX CAIETHE A admin-ca X :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
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Ll N |
I admin-ca

3. LYAML XX R0 B S FHER SRS A -
a. FRAUTARLUE—D YAMLIX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

Q@ FINBEFEN CAIENRER TS hmh S, B BILE— L BTN B
spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. 2T T e, HHEEEWE CAIUERRMEEEL—2 FOIENEEEH YAML & :
I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. DIEERRH :
I $ oc create -f <file-name>.yaml
=1
I route.route.openshift.io/elasticsearch created

4. BEZRENFFT Elasticsearch RS :

a. IRERLLBRSSIK B9 RS, LMETEE KPEER -
I $ token=$(oc whoami -t)

b. fHEOIER Elasticsearch BB NIfELE,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIEBHARTOIREMND), HSTU TR aRRITAFHEEE R Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

HAa R ELFF -
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it Bl

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>":

}

<for search>"

10.4.1. R A FAHBRIAM Elasticsearch Bi&1E6E, 1EMHBRKERAH G

ENERG, EIFBRNNERT, YEFEFEHELEE=ABEFMEERERKIADN Elasticsearch 7
fighs, RA LAM B EERER SR ILD R ERBH M,

G, NREEFEMAIIAM Elasticsearch HE&TFE, ERILAM ClusterLogging B E M HIR (CR) A
fHIBRPIER Elasticsearch logStore #1 Kibana visualization H4F, MiFRiXLEHAER A LR, BEERER
Iﬁo

SEREMH
o WM BEHE AR SBENEEEIE A X EIABIAER Elasticsearch 5£8f, RELAREER
& 4 # ClusterLogForwarder CR YAML 31, KiEE 2 A1RE default B outputRefs T
o fAln -

outputRefs:
- default

DIk

==
[=]

{7 ClusterLogForwarder CR ¥ B &E#E S % EINER Elasticsearch 58, FHM

ClusterLogging CR Bk IogStore HiF, EXFIERT, PWER Elasticsearch &£
FAFEEXRFHEATHE. X2FBBUBEK.

i =
1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance
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2. JNR7FTE, EM ClusterLogging CR H/lfik& logStore #1 visualization /\77,

3. 1% ClusterLogging CR ¥ collection /N7, Z5RN BT RA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4. FUEIEESR Pod BEEEHEHE -

I $ oc get pods -I component=collector -n openshift-logging
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EF—_'; 11 =1 E Ib\lﬂ%%?&
M1 BABHILTER

HEIDRERME N Red Hat OpenShift Logging Operator RN —ERHRE, EREVRTHEWENBE
EEEERSHENEER. INRMELRE Red Hat OpenShift Logging Operator 5% Enable operator
recommended cluster monitoring 1113 /5 X 45ir, BRXREHEILE Operator WEZER, &
%[%J@EFH Web ?-‘u% ﬁi% u_.\lﬂi

A BEIL K ER 4 1£E openshift-monitoring #7422 [A] Y OpenShift Container Platform W22 1%
Alertmanager, FRIEMEZEEF 7 A Alertmanager £,
11.1.1. #£ Administrator #1 Developer ¥ & A1} [7] Alerting Ul

Alerting Ul AT3&@53 OpenShift Container Platform Web 12l & B Administrator ¥ %01 Developer 1
YilAl,
e 7£ Administrator i/, A Observe - Alerting, Lt#lAFH Alerting Ul FRI=NEETIE
2 Alerts. Silences 1 Alerting #L)UI| 71,

e 7£ Developer fifa/1, A Observe — <project_name>— Alerts, TEXXMIAR, LRk, #HE
FNERHNEREL Alerts TIHEIE, Alerts T GRS REETAIETE.

1 Developer fl A, EAILAMATE Project: <project_name> %3 A5 [0] B#%/0)
OpenShift Container Platform F1F8 /& X T B ik, B2, MREERBLUEHESEN
BEF, MAKETRS OpenShift Container Platform /DI EEXMER, BHENE
AL

N.1.2. BEICRIRESRER

EH&ILK 5.8 REHBIARAR, Red Hat OpenShift Logging Operator LA F &R, ERILATE
OpenShift Container Platform Web 22l & fh & & X L2 1R,,

EiRaH HE ek BT
CollectorNodeDown Prometheus Joi& &R TIEEIRRINER 2R, Critical
(scrape) hamespace
/pod W& 2RA g
10m,
CollectorHighErrorRate  value% #Iit k& 53 namespace/pod &%  Critical
namespace/pod % BAHERE,
Ro
CollectorVeryHighError value% Mt K& 53 namespace/pod & Critical
Rate namespace/pod % SRR,
Ro

11.1.3. Vector I8 & B ZR
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EBEILEK 5.7 REHFHMAH, AERE[ERLLTER, EILIE OpenShift Container Platform

Web $2HI & R EEIXLER,

R 11.1. Vector BEESREHR

g

i

CollectorHighErrorRate

CollectorNodeDown

CollectorVeryHighError
Rate

FluentdQueuelLengthinc
reasing

11.1.4. Fluentd Y85 E4R

PUFERMBIBH Fluentd HEWEESRERK. EALLTE OpenShift Container Platform Web $£#l& R EEIX

e
& 1.2. Fluentd IEE SR ER

i

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing
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M
0°eh

<value> of records have
resulted in an error by
vector <instances.

Prometheus could not
scrape vector
<instance> for more
than 10m.

<value> of records have
resulted in an error by
vector <instances>.

In the last 1h, fluentd

<instance> buffer queue

length constantly
increased more than
1.Current value is
<values.

M
0

<value> of records have
resulted in an error by
fluentd <instances>.

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

U

TR 15 DB, MBI
R ERS, RN I0,

BERE Prometheus %R
EU4EE B Vector 3451,

mEHEHEIRNBERS,
A NTERT 15 2ERE 25

N
7o

Fluentd R & PAFI R/ NIETEE
.

30

FluentD fiHiF IR ERE,
FERT 15 2B EIA#ET 10,

Fluentd it & Prometheus &
BETT R IMEVE EHY Fluentd 5
i,

Fluentd R & PAFI R/ NIETEE
.

EEM

Warning

Critical

Critical

Warning

EEM

Warning

Critical

Warning



B N E BEICRER

g

Eid HE sk L

FluentDVeryHighErrorR <value> of records have  FluentD HitH 5 iRHIEEIE  Critical

ate resulted in an error by X, HEZEI15 28, B
fluentd <instances>. B T 25 1,

11.1.5. Elasticsearch ZR

IR BT LLTE OpenShift Container Platform Web $28l & B 25 & X Lo 4R I,

= N3 BRI

g

Eid sk BT

ElasticsearchClusterNotH  S£EEERRASMLT RED D 2 98, BT ESERE, 2FF Critical

ealthy BEfRR, BFEmaster TimiERIEE,

ElasticsearchClusterNotH = SEHEERIRSH YELLOW E4 20 48, &S FEIARERS Warnin
ealthy fico g
ElasticsearchDiskSpaceR  SETilHAELUEH 6 /NI PR FREAL 22 H] 2 44, Critical
unningLow

ElasticsearchHighFileDes £ T~—VNRR, EBTITRE T — NI REFERERRE X4 Warnin

criptorUsage HEF, g
ElasticsearchdVMHeapUs  #5E7 =LH JVM H#FERAERE, Eik
eHigh

ElasticsearchNodeDiskW HF o B EERE, BET mAEEKAL, DR TEED info
atermarkReached BosAtb T e NZZEERT mRINE L i 2,

ElasticsearchNodeDiskW HF RS EERE, BT RAEGEKMAL, EE50E, X Warnin
atermarkReached AR NEFOEIEMT R, BERT RRINESHAZEE, g
HEEFOEALLT 2MIAZEE,

ElasticsearchNodeDiskW HFTRMEEERR, BETRAEMKKEE, ENEXD Critical
atermarkReached TR EQET DRSS EHIER Rk, YRS FERET
EIKALRRT, ZRBIBMFINAL R,

ElasticsearchdVMHeapUs  #EE7 LM JVM #FERAE KRR, Eik
eHigh

ElasticsearchWriteReque  Elasticsearch EEE TR EMNB AR, TR ATETER 3R Warnin

stsRejectionJumps 5IEEL, g
AggregatedLoggingSyste  ZRLGTEIEE T R LEMAK CPU XK=, Eik
mCPUHigh
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ik Hh BEH
ElasticsearchProcessCPU  Elasticsearch fE¥i§E T S EFHM CPU X5, 2=
High

1.1.6. £ ¥R
o (ST TEAERIN

1.2. BE X HEIDRER

FEBFILK 57 REFHBRAF, AP ITLEE LokiStack B8ERAEK B E L EIRMIC KR, MRE
ERABE L ERAICFAN, RpfE R LokiStack A28 4H 4,

LokiStack BT HEMERMICFKMIETRETT LogQL RIANIRMA ruler HHEFAR L, Loki Operator
BT —NRTATIEL LokiStack KMEAERIFRR, ®TLAZ 1x.extra-small. 1x.small = 1x.medium,

EREXERERN, BI0E—" AlertingRule BE X R (CR), HEHEE 5 Prometheus XA Z
wH], =8 E Prometheus &M 1L %#I| B RecordingRule CR,

E18 7 o LAY application, audit, 5k infrastructure # P EC B &E T H & BRI R8I EE. REEE
SARBI A P Rl AR 1A G R RN AR Be B B T B &R E RS0 F 1817,

N RRER. T AERIZS M EIR BN L % E openshift-monitoring 454 Z2 A R OpenShift Container
Platform Y51 HEM Alertmanager, FRIFIZEEFA T A Alertmanager S, IRERA T AT IHE
openshift-user-workload-monitoring &5+ 22 [A] R 89 F 7 22 L B9T B B Alertmanager, N FAREFERR
INAZE B e 4 22 (8] B9 Alertmanagers

11.2.1. EEEHI 2%

J& B LokiStack Mg E, AFAIME X —*H LogQL FiAR, ATFAL HEICTKERSICRIET.

EIE G AT LB T8 LokiStack B E X HHR(CR) K2 LIS,

FRFH

o B &% Red Hat OpenShift Logging Operator #1 Loki Operator,
e MEAIRT LokiStack CR.

o HEHEMNNR.

ik =5
o EIFA{R LokiStack CR B & LLF spec BRi& /o FAAINISS :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: <name>

namespace: <namespace>
spec:
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https://grafana.com/docs/loki/latest/query/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://grafana.com/docs/loki/latest/query/

% 11 =2) Elh\lﬂﬁ(“%w

#...
rules:
enabled: true ﬂ
selector:
matchLabels:
openshift.io/<label_name>: "true"
namespaceSelector:
matchLabels:
openshift.io/<label_name>: "true"

@ EEERIEA Lok BRANIEAN,
9 //J\\DD_L/J\\HDEUEF‘ FH E /L.\IE%%?&W *E*ﬁﬁ"]ﬁ% gl'r.‘: ]‘ETJ E"J E A-HEX*/]_:\%SQ
9 //J\\DD_L/J\\HDEUEF‘ ﬁq E /L.\IE%%?&W *E*ﬁﬁ"]ﬁ% gl'r.‘: ]‘ETJ E"J E E)U‘/f\?ﬁo

11.2.2. 3%V LokiStack #il] RBAC F}{ R

BRI UARTFA BT SEEAREESR username F A BB CHWZIRFCTIN], EHARTE
N# ClusterRole X%, EFSESRHFMMENETABRIRZES (RBAC)IR,

EBRXILF 5.8 RESMAR, J LokiStack 2t TUTRAFERMICEMNMNERAR :

BT8R fed

alertingrules.loki.grafana.com-v1-admin BRAGNA - EEERIGIV TR REREER
U, ERAERTE loki.grafana.com/v1 AP
HrpOlR, EER. B, MR, ZIHEAE
AlertingRule HEAFIER,

alertingrules.loki.grafana.com-v1i-crdview BEAENAF T UEES loki.grafana.com/v1
API A #y AlertingRule FHRAEXHI B E X HIRE L
(CRD)WITE X, (EERBEUHEEXLTRIIR,

alertingrules.loki.grafana.com-v1-edit BERAGNAFABINAEE, BHMMER
AlertingRule &,

alertingrules.loki.grafana.com-v1i-view ERIAEA - FLLLE loki.grafana.com/v1
API A #y AlertingRule %R, BRI EINEE
IHINBIBCE, PREFER, ([BREX el T Em

B,
recordingrules.loki.grafana.com-v1-admin ERAKAGNAF EREEIIFANBERI iR

R, LhEEREA &% F 7 loki.grafana.com/v1 AP
AR fEE, EE. BEET. PR, FUHFILE A
RecordingRule FRHIFR,

recordingrules.loki.grafana.com-v1-crdview BEABHWAFTLLEES loki.grafana.com/v1
AP| iy RecordingRule F5REX8I B E YR
E X (CRD)MIE X, 1BS E{I“E&‘EMIEJX&%EEE’JW
MR
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BTRER sk
recordingrules.loki.grafana.com-v1-edit BERAGNAFBINAEE, BHMMER

RecordingRule &,

recordingrules.loki.grafana.com-v1-view ERLAEAFFLLLE loki.grafana.com/v1
API A #y RecordingRule 55R, S TA UG E I
BERANEE, AT, BFREXN el l#T
EEWR,

11.2.2.1. BIlF

ZHRAFPNASEAR, BYINSIIEEEAGHAERRER .
SHABGTLUREHIGREMEE, EFIUATERERNAGYHE, FH RoleBinding 4RI, Nf#
F oc adm policy add-role-to-user fp i, LA BICERATIEENMAZEH, HFEH
ClusterRoleBinding *f &, #0{#F oc adm policy add-cluster-role-to-user {55, H£EHBRN
RIS &2,

U RBlepsAHIEER - ERFEPNFEM BRI PO, LE, BEHMMFR(CRUD)IIR :

e o 22 A h ERAMN CRUD BRMER A RS E S 6

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-v1-admin -n <namespace>
<username>

LT R AR ERPRNERAMNRTFEER " EEANR
EEAPRNERAGHESTRA

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-v1-admin <username>

Hth BHR
o {EF RBAC & LHIN AR

1.2.3. {F A Loki B2 EF B EBZEHRHN

AlertingRule CR & & — &1 webhook 32IERE X, FATFHEBAHEA LokiStack SLHIBVERAMNIA, 7
4, webhook FERE LS RFMNIGGIESRAM

o 1R AlertingRule CR @& %M interval BHi, NIER—NILHRAIERHAN]
e 1N AlertingRule CR @& LM for A, NER— N ToRATEHRAN

e MR AlertingRule CR & LM LogQL expr, NER—NIEMBIERAM],
e fNR AlertingRule CR @& MNEEZMAH, NER—NTRBIERIN,

o MRLEEAER, MBI AE.
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B NE ARIDTRER

iUkl AlertingRule CR B x4 Z2ja]

application

audit openshift-logging

infrastructure openshift-/*, kube-\*, default
SoRFEH

® Red Hat OpenShift Logging Operator 5.7 &k B HIAR A

® OpenShift Container Platform 4.13 & B #HBIRA

%3
1. fIE AlertingRule B Y & (CR) :

ELfiliZ2# AlertingRule CR =<l

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: @)

openshift.io/<label_name>: "true"

spec:
tenantlD: "infrastructure”
groups:
- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod name=~"loki-operator-controller-manager.*"} |= "error" [1m])) by (job)
/

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod_name=~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01

for: 10s
labels:

severity: critical 6
annotations:

summary: High Loki Operator Reconciliation Errors G

description: High Loki Operator Reconciliation Errors a

Btk AlertingRule CR M@ & [ WTE B S LokiStack
spec.rules.namespaceSelector & Y LEHITRE

Q labels L4715 LokiStack spec.rules.selector & Y ICEL,
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9 infrastructure 2 /7% AlertingRule CR R 7E openshift-* kube-\*, 5 default 4 22 5] A #f
¥ o

kubernetes_namespace_name: H{E %15 metadata.namespace FJ{E AL,
Lt FFERBI(E /2 critical. warning 5% info,
XA B WY,

XN FERE B,

o -
(4

N AR AlertingRule CR Rl

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
namespace: app-ns
labels:
openshift.io/<label_name>: "true"
spec:
tenantlID: "application”
groups:
- name: AppUserWorkloadHighError
rules:
- alert:
expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod_name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
annotations:

summary: 9

description:

Btk AlertingRule CR & & [ W TE B S LokiStack
spec.rules.namespaceSelector & Y ILEHITRE,

labels L4715 LokiStack spec.rules.selector & Y ICEL,
kubernetes_namespace_name: HI{H %15 metadata.namespace FJ{E AL,
AT ERHI(E /2 critical. warning 5K info.

W FEFEREEZMNHE.

QD000 9

B = B B (E B AN B9 1 EA fe k.

2. NFA AlertingRule CR :

I $ oc apply -f <filename>.yaml
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1.2.4. LR

® X F OpenShift Container Platform 151

o BLEECE
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OpenShift Container Platform 4.13 Ba&ic ¥
5512 ZF MRe Al S EE

12.1. SR 5, &

NS4 R B A AT UM B S A b, AR T SR & S Bt B B s, TSR TN Szt % 2 B e
BEATEASHAEEL, MBEARSHE, BESEARIEEA RS ENER TR, e
S I R B A B K R I R B R R

{/Ejg%:iiﬁ 47—]1«115 jj H /L,\la%ﬁﬂlﬁmur”fﬁﬁﬂfﬁ”%BE'FEU H Ib\lﬂ%%o

1210, SFRIZHIHL &I B9 57 b
o IRFTH LAE MM TN B MR AT S,

o TABILEENMSBHMBHNARAEATRE.
o B[ BER D B RIC K AR M,
o BEINEESHERRE, TUEAERASERS.

12.1.2. ER & R KR
BNNESRBEERS, XEKSASRESHR A ER IR FIH I E TLUERRS,

RAIMNENT REOXHRGVRERS, IUKEBIMER TR EMBERES, AN, E3TRENT, &
MREBHRREXRREHEMN 10 MR, BEEENRRERNER 30 MLF,

RABEABHILENANF T RN TSR, FRNFEIEMERM AR, RiERREILGC%
BMARF T E,

IRET LB B # 5 I 7E ClusterLogForwarder B & X ¥1R (CR) FRECE R KRH :

i HH R PR Y

0k B SRR ERR B VAT T, B0, SHEIHEIRMSSRF A ECES, it R R E =
HEHNRE,

5 N\ 5 3 PR
FREIFMAR SR H SINEN BB REE,

R LLE T EE & ClusterLogForwarder B E Y IR (CR) kBRI H 4 H & EIHE E M HRE,

FRFM

o B &% Red Hat OpenShift Logging Operator,

o HEHEMNNR.

AR

1. EIEEHIHEH ClusterLogForwarder CR H%1 maxRecordsPerSecond limit {&,
LUFRBIESR T i{a &4 kafka-example B9 Kafka IR HER B &N INEE 28 fil H R R BRH -
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ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputs:
- name: kafka-example ﬂ
type: kafka g
limit:
maxRecordsPerSecond: 1000000 6

#...

HiH AR,
HIHARE,

@@G

A& ERERE, XMEXEBWLED Kafka REMBEENZAHE, RILE /R'FTiﬁ
BiXME, BRIAT jj =EIE, MRBFEXLBLTERESD, WEEFiIxK, AR
BEH 0, MARKELZEMBRE,

2. M. ClusterLogForwarder CR :

~Blen s

I $ oc apply -f <filename>.yaml

HbBER
L] /L.\iﬁU H:Il ;’éﬂzu

12.1.4. BB & H & 5% 4 23 g AR ZR PRl

&R LB EE & ClusterLogForwarder B E L HR(CR)ERBHIMENEZABER, EaIRBEEINRSH
B R 2 R ER AR,

SeRFMH

o B &% Red Hat OpenShift Logging Operator,

o HEHEMNNR.

iz

1. E—PMEEHIH K ClusterLogForwarder CR #1751 maxRecordsPerSecond limit {H.
LURRBIER T 0 A AR R B & i A SRR -

ClusterLogForwarder CR 7~ fl, HEBRFEMRENERKETITAZREH

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- name: <input_name> 0
application:
selector:
matchLabels: { example: label } g
containerLimit:
maxRecordsPerSecond: 0 6

LN

PREEFIFR, MR LIRS N AE pod BIFRZEIEES, Il maxRecordsPerSecond F & Hiig
ENENARRHEN AR LRSS,

& ERKRFI, 5 maxRecordsPerSecond FERZE N 0 KA E NEBRBEEFNES,
¥ maxRecordsPerSecond FEk 1% B N EERKE B NESIC R LR,

ClusterLogForwarder CR =fjll, JNFriitp 22 [H b E R XE BN A 2R

2]
©

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- name: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 | g
containerLimit:
maxRecordsPerSecond: 10 6
- name: <input_name>
application:
namespaces: [ test |
containerLimit:
maxRecordsPerSecond: 1000

LN

&2 [H 55K, maxRecordsPerSecond ;15 ENEN A2 RHIN A ERIF HAHEZE
(Bl R EIFR A B 25,

ELEE KR, F maxRecordsPerSecond FEXIZE N 10 R NI HMHEZEHFHEN
BERBERZ 10 MR,

2. N ClusterLogForwarder CR :

288



12 % e A SERE

~Bleem

I $ oc apply -f <filename>.yaml

122. #ABRTEEE
MERE IR B S TAEA T £ KBEIR, (MM X e BIR Tt S 5,

EehEd HER B EFENEMEREERED BEEENS, ARICRRHRT LIS, TRTEHD
B EEIENS.

—

=
ARLTEERS input ILFRAE, input EFEIFEFHRETRITEIENENBER.
HiERFERER, UREICEASHBRIESIC R,
A LMERUTAEZ— A BERIES -

o MEARILERUERFAFTENHEILK

L EE%WQJT{TM%EUJE‘%EM\LE%

21 EENALIERUEFAFTENBEICK

EE drop i iEdR/E, BEBRESFRETESERLAIHEESER. BESEFSHEERELLKENTHE
ZHEIL T,

FRFH

o B &% Red Hat OpenShift Logging Operator,
o BEEANR,

o RBAIET ClusterLogForwarder B ¥R (CR),

iy =

1. i SR MIECE R INE ClusterLogForwarder CR A# filters spec A,
LU TR RBER T A E E ClusterLogForwarder CR, UMREENIRARXNEFBEFILK :

ClusterLogForwarder CR fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: drop ﬂ
drop: g
- test:
- field: .kubernetes.labels."foo-bar/baz"
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matches: .+ 6
- field: .kubernetes.pod_name
notMatches: "my-pod" G
pipelines:
- name: <pipeline_name> ﬂ
filterRefs: ["<filter_name>"]
#...

EESIERMRE, drop ifiEdREFSiLiEaRECE LM BEILT,
1EEN A drop i B 2RI BC B LT,

EERT RS ZFARICENNEHAE.

-

o MRAMEIEEMRIBREE N true, MNIKSRET, ICFRBRER.
e 47y drop HIESREERES MIAR, WREEMANKEDL, NeEFILFH,
o IIRVHASRMRIHES, a0, WIFARBRICFKPRDZFE, NREFEH false,

BERDBHWFERER, SRARIICRPTFERMNERRER, ZBEALGEFEBHFFRH TR
% (a-zA-Z0-9 ), %40 .kubernetes.namespace_name, INRMEXE S SEREI2 AHF
%, BRWIRIESISA, #Ii, .kubernetes.labels."foo.bar-bar/baz", & LITEHA test
BRI L NFEREBRE, BElIBoITHEHN true Fae@ i MR Z R AR drop 13 iE
2o

o

BEENFRAR, NMREAFICKSIENRAKXCE, SISEER. BRI EA field
KX 1% & matches = notMatches &4, 1BREERIF KB IX &,

®

6 BEENFRAR, MRAFTICKEWENRKARNFEE, SIS EER. ERILLNEA field
KX 1% & matches = notMatches 4, 1BREERIF KB IX &,

© iEE drop iEBEAINEE,

2. 21T T4 LA ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

Hfth =
TEBHHN REES T A0 drop iTiEREE N NRBESLAENMBETILK

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: important
type: drop
drop:
test:
- field: .message
notMatches: "(?i)critical|error”
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- field: .level
matches: "info|warning"
#...

RTYTEHR— test CEFEESENMNFERERN, BLTUBEHAN T OR KBERNEAN K, FELLTRA
i, R test BEE TGN true, NHERMHER, BRE, HTFEZ/N test BB, HNFER specs &b
& true, FREFFEIE(L N true :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: important
type: drop
drop:
test:
- field: .kubernetes.namespace_name
matches: ""open"
test:
- field: .log_type
matches: "application”
- field: .kubernetes.pod_name
notMatches: "my-pod"
#...

12.2.2. BEEART B MBS HEIL K

ECiE prune iiESRH, HEBWESHERBESIESFELRLFNHEETR, RSB MR pod ERFEE
FEREFEETILR.

FERFH
o B &% Red Hat OpenShift Logging Operator,
o FEEANR,

o RBEAIET ClusterLogForwarder B E XL ¥TIR (CR),

1. S RS MIECE R INE ClusterLogForwarder CR F1fY prune spec A,
LT RAER T A0EEE ClusterLogForwarder CR, URIEFBRERETAKICF -
BE

IMREBETZIMMER, NEHREE notin BABEILK, XMLETF in#EH, &
73 notin FAEBBIICRE, REMA in BB XLILR,

ClusterLogForwarder CR <l

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: prune 0
prune:
in: [.kubernetes.annotations, .kubernetes.namespace_id] e
notln: [.kubernetes,.log_type,.message,."@timestamp”] ﬂ
pipelines:
- name: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

EELIESRNARE, prune TR RIBEENFRIEEATILR.

EEN A prune 1T ESRMECE LT, in 1 notin RIS E N RO RFEREERNEA, &
MREFILKPFEMBR, XERFIUSEFREFTFHN T (a-2zA-Z0-9 ), B0
.kubernetes.namespace_name, WMRMEETEWSEHZANFRF, EBOITRIESISA,
550, .kubernetes.labels."foo.bar-bar/baz",

®9

© Tk : WIS EENEATEHNRMBEILTAMR.
@ T REEUIENREENEAFEHRMBFICRAMIER.
9 187 prune i iERRN AENEE,

2. iIB{TLA a4 3K A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

12.2.3. HtHHR
° 9&3:4‘:} El n_,\-fﬁz:giﬁum _H%JL

12.3. BoHBELIERE

RA] LUE A input 15528008 CIusterLogForwarder CRHMBER, URETHIELFEBRENEE
Mo ENBEARFLAR, BALSENFMRAKILE, LURDKRESR EMAEF CPU M,

! -
REARFICREEHILE T Vector WEELINS, FHEMFERILLINEE.
p= =1
input spec ITESARLTERRE, input LiFE2RLEFENBRREFIRTHBEHEDSBER,
AN ERSRMERER, UREICERREMHBRAMEROLE,

1231 B 2 S FHRM R EAHBTEET, ERMAPIENAEFES
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B LMER input AR RIES L ZAMR R LN SR ARFAE.

FoRFEMH

o B &% Red Hat OpenShift Logging Operator,
o BEEANR,

o RBAIET ClusterLogForwarder B ¥R (CR),

1. 7NINE2E, LAE ClusterLogForwarder CR A& & sk BERR 65 44 22 (A F1 R 28 B o

LUFRBESR T i{IECE ClusterLogForwarder CR LB Sk HEfR R R AT 2R A HF

ClusterLogForwarder CR =l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace” ﬂ
#...

}

ﬂ EE B ERMX L4 22 (6] IR EREUERE,
Q EEEHERMNIERSEFRERE.
g EEWEREHNEZBNGRZERERER,
Q EEREASHERRNESRES

2. 21T T4 %L A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

excludes £ % F includes.

12.3.2. B 8 ERANSCE A FHEANEEH AR LENARFEE
AT LME A input JE1F5s, BIBMSRARBCRNITEEREEEENBERFAS,

SeRFMH

o B &% Red Hat OpenShift Logging Operator,
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o HEHEMNNR.

o RBAIET ClusterLogForwarder B XL ¥R (CR),

1. i RS MIECE R INE ClusterLogForwarder CR F1fY input spec /.
LU R RBIER T 0{AE & ClusterLogForwarder CR, #FHEGESETIIERIANFICE IR/
TEE’JEIL;\ .

ClusterLogForwarder CR <l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
selector:
matchExpressions:

- key: env ﬂ

operator: In

values: [“prod”, “qa”] 6
- key: zone

operator: Notln

values: [‘east”, “west”]
matchLabels:

app: one

name: app1

@ kEETERHIEER.

9 57 operator, ARIEEFE : InNotinExists, #1 DoesNotExist.

9 IEEFRFRAEMNEE, NR operator &)y Exists 2 DoesNotExist, I{EELH %/ HZe,
Q 18 E AL RR RO B S (E AR S,

2. iIB{TLA a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
12.3.3. R4BRL I8 H A BRI RN B & H A
I&A LUE R input £ 237 X audit 7 infrastructure JR%1%, LUKEHE,

FoRFM

o B &% Red Hat OpenShift Logging Operator,

o HEHEMNNR.
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o RBAIET ClusterLogForwarder B E ¥R (CR),

it

. RINEZE, LATE ClusterLogForwarder CR A7 . audit # infrastructure &,
LUFRBER T 0fIEE ClusterLogForwarder CR LLUE Y. aduit # infrastructure J& :

ClusterLogForwarder CR 7~fjl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs1
infrastructure:

sources: a

- node
- name: mylogs2
audit:

sources: @

- kubeAPI
- openshiftAP
-ovn

#...

ﬂ EEERENEMBRERIIR, BRHIRSIE :
e node : EETTRMABR
e container : &AL A HPEHENTEAENEE
Q EEERENHITRIIR, BRHNRSE
o kubeAPI: 3k B Kubernetes API R 558889 B &
e openshiftAPI: 3£ B OpenShift API [RZ5 230 B &
e auditd: 3k 817 = auditd lRFSHIBA K

e ovn : RBEFREMMLKIRSHI AR

2. iIB{TLA a4 3R A ClusterLogForwarder CR :

$ oc apply -f <filename>.yaml

12 % e A SERE
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13.1. T Rk F AR 5 ) B R0 SR B
TR AR — N/ (TGS, 1ZBREVE pod AR B E SR RIS E X

Zf# pod BHBET R EIZTT, pod BHIREST R EIREAERIBIRET mILRFESR,

13.1.1. = F 17 mikfEes

ERTLAE R T s _ER pod FIFRZE £ BT st i35 K12 HI pod BOIFEAIE., T sULEE2RAT, OpenShift
Container Platform &¥F pod AE I8 S ILE IR ZE BT =,

IEA LM A RUEF SRR ED pod MEBEREN T RLE, RESEHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, 3 pod REEIREN T =L,

BN, YERHEBEER, BALAR—EMZERN, NAREFLZAGRLLLESEUENE pod FEIE
T REEEER, ¥ pod SEESEAHMBMENT =, EAGS, SEHHAANMEHOEK, 2BERD
Xig, EEE, 577 8FRiCH us-east. us-central 5 us-west, 7E XK (APAC) , 717 &brich
apac-east 5 apac-west, & A G RIEEGIER pod FFRINT sk fFEeR, LUBIR pod HEEIX LT &=
.

4R Pod XMREET mikiFas, ERATREALENIRE, NARFE pod.

BF

INRIETER— pod ECE A7 st FE2#01 s kB, T LATRALNES] pod IEEITT =
£t

o MNRRNIEE T nodeSelector #1 nodeAffinity, I /1H BIX PN R4S pod
FREVA B BRIL T o

o HIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEHA—
1 nodeSelectorTerms i B pod FLAEEVAE B 17 s £,

o MRIMEIBET %15 nodeSelectorTerms Xk HiH matchExpressions, LA
i matchExpressions &3] &1 pod FREHE I = L,

7€ pod T S BB LSS

&R LU A rOE R AR AR BRI pod AR EUMRLE T =l ks
BEAT RSN, EEMCT RUER pod WEUHHAE, AT RIERERRINE pod,

EARREERN T RIEFESRRMEIEFHER pod B, BAFRCES] pod BIXR, 0
HEMLE.

BN, LATF Node xR EH region: east /15 :

HAPRAR Node X Bl

kind: Node
apiVersion: vi
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metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

ﬂ 5 pod 7 sk AR LECHITRZS,

pod E4 type: user-node,region: east 7 sL 2R :

{6 T U FE AR B9 Pod X R Bl

apiVersion: vi
kind: Pod
metadata:
name: s
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

@ 5V ANERERSTRERER, TRWAREESN T RILERIITE.

EARA pod MR EIEE pod I, BELUFERIRAIT R L.

NEREEHE T kRS
ﬁﬁﬁ EOAEESE T st 2R, MRMMIEEE U pod,OpenShift Container Platform &Y 2IA
‘%T:XF%E//J“DDEU pOd #J_IWZ pOd lﬂF’_'EU,E\ﬁ E@ETT\/QE']‘D o
W'JZID LT Scheduler % R E B BRI\ IS EESE Fl B9 region=east #[ type=user-node 7 |25 :

Scheduler Operator B X KRR

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
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spec:
defaultNodeSelector: type=user-node,region=east
#...

S22 T R EH type=user-node,region=east /1% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

AT Rk HI Pod X R Bl

apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

LIRFERRBIER B pod spec & pod I, 1% pod RERAELESERIT st a0, FHAERR
O REP=E

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

<none> <none>
=
? VN a NN o e
NREEEF O pod WUIEBETE T mikfEds, Nz TREEE T Rk
. R, IR pod ZAVIB T RIEFSR, N pod FRWOIRHRE,
T A 5 ik Reda

ERATR T kR, MREELTE B0 pod,OpenShift Container Platform &% 77 sk 28
AI0E pod, #H4¥ pod FEEIEALEMENT m, MREEEEEHEBIAT LRSS, NTETY
RUETERR A,

BN, LATFUiE EA region=east T/ mi% %25 ¢

Namespace X &<l
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apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east /7% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

U5 {58 AR A5 B AR AR B pod FIAR O pod I, pod &EAWIE T Ak R0, FHIEHEIITRCH
T

Pod % Rl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

1R pod BERRBY REFSR, NUIE BB pod FRWOESHHE, B0, MREFLUT Pod &
EZITEATBES, NFKEE -

WARITHT RIEFZR0 Pod X RRHl

apiVersion: vi
kind: Pod
metadata:
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name: west-region
#...
spec:
nodeSelector:
region: west
#...

13.1.2. Loki pod &

BRI LLEIETE pod LERBRBES T RuAEERRIZH Loki pod TEWRLET R Liz4T, FBALEE M TIE %
R A IX LY R,

&R LAE A LokiStack B E M HTR (CR) MARN AZIBEFME pod, FIH5 RN ARIEST mAERT
Mo TR EMTRE—1 key:value X, BTN REEFRAE R ARG RE pod, Bt EAREEM pod
EHIRERE key:value X, AIHARREHEEM pod BEBIEIZ T M LiZ1T,

WA kRSN LokiStack RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

@ EENMIT AAFERIAMN pod K,
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ELEBIECES, FRA Loki pod ## %4 S node-role.kubernetes.io/infra: " FrZBIT B,

AT RIERERMARM LokiStack CR RHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:

B 13 E HERR
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node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

ZEfi& LokiStack (CR) #J nodeSelector #1 tolerations F£&, ERILUEM oc explain S5 E B E %)

B9fER A ER

I $ oc explain lokistack.spec.template
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it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MBEEZER, EHLLURN—TMEFEFR :
I $ oc explain lokistack.spec.template.compactor
it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>

NodeSelector defines the labels required by a node to schedule the
component onto it.

13.1.3. BEBEE A0 R IR ERFRFAE

B 5 AT LOET QIR AL T R — & &2 A A ClusterLogging B E X HR (CR) /& UL & 2300 HH R X F
E, H&M5eX#M ClusterLogForwarder CR B & ##EE,

EEERFEAZNEEL LS80, ClusterClusterLogging CR #I5& /72 managementState [l
collection, P& Hth/\ 17 IF4% 288,

SeRFH
o BFEEANR,
e B %% Red Hat OpenShift Logging Operator kg4 5.8 sk B #Thii A,

o R AT ClusterLogForwarder CR,
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ff

L=

S

1. BIEX A ClusterLogForwarder CR 4 ClusterLogging CR :

ClusterLogging CR YAML 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

ﬂ 25 ClusterLogForwarder CR F9 & FR4E[RE,

&2 [E 15 ClusterLogForwarder CR 18,

o

2. Z1TLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

13.1.4. & B EIC K INEE 2R Pod
'/fg:__I-LJ\KEE/L.\T/E‘%”&%%E Pod &EL{TE’JXTJ_L‘—DI Ao

ff

L=

S

o HEHWHPZITUTHNEFHKILTKINESS Pod REIFE :

I $ oc get pods --selector component=collector -o wide -n <project_name>

it Bl
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
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<none> <none>

collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>

collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>

collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>

collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

13.1.5. HL ¥R

o FAT RIEFERN pod RMEERET =

13.2. F A5 R ABREZEH B EHiC < POD &

BT TERABR, T RALHREIILE pod BZ (HARIZ) HEET R E.

13.2.1. TS RFAR
B FER/TH (taint) , TRALIBELEIEHE pod, FRIE pod EFEEH &R (toleration) .

e L@ 1 R #AE (NodeSpec) fHi5 N AEIT =, Fi8id Pod #itg (PodSpec) f¥&[RMN AR
pod. HIEN RIS M, FHERFEIES pod WEBRIZTT ML, MRIEpod TUUERILE R,

T RS EY5 Rfl

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod A& B BRI HY

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600
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FR S BRH key, value # effect ZHAK,

xR B IERMNERAS

¥ fed
key key BRERFHFH, &% 253 MNFRF. key RILUFEFIHFHL, TUEEF

B, 87, EF/F. ARMTRZL

value value 2EEFHFE, &% 63 1MNEM. value WHILUFERHHEI L, AIUEE
FR, BFE. EFF. GRMTHE,

effect effect WEHEE :

NoSchedule 1

PreferNoSchedule

NoExecute

operator
P Equal

Exists

55 A EERIHT pod AR EZ
%ﬁio

T M EIAER pod 1R,

55 A EECRIHT pod BT LR 1%
TRE, BAERFERENIHN
EO

T M EIAER pod 1R,

55 A EERIHT pod TTiHFRE %
%ﬁio

TR ERBEERRIIAE pod K
PR,

key/value/effect sHup /e, X2\

key/effect S8 L, EQIRE—NE
B value %1, XIFICEEMIE.,

1. 205 [M control plane "7 |\#&AIN T —4 NoSchedule /55, T m/EH node-
role.kubernetes.io/master=:NoSchedule /55, XZIAEM,

o -

apiVersion: v1i

kind: Node

metadata:
annotations:

machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
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machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BR577 RIEE :
e 1R operator %N Equal :
o key SR ;
o value Z¥HHEA ;
o effect ZHHER.,
o 1NR operator %1% Exists :
o key Z¥HEMA ;
o effect ZHHERL
OpenShift Container Platform NE T LRI M :
e node.kubernetes.io/not-ready : TV AR, X5 T RIK Ready=False %I}/,

e node.kubernetes.io/unreachable : 7 s To;EMTT IR HIZRIH 1A, X5 mIKR
Ready=Unknown %}V,

¢ node.kubernetes.io/memory-pressure : i mFERELE DA, X577 KR
MemoryPressure=True %I/,

e node.kubernetes.io/disk-pressure : 7 mFIERILLE A, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 s[4S,

e node.kubernetes.io/unschedulable : 77 SA~AHE,

node.cloudprovider.kubernetes.io/uninitialized : 77 s 2| 2580 A S =R rEH BhlT, 7E
TR EREXNG R EMC AR A, ERiEhSREEEPHNEMNMEH SR MBI R
[&, kubelet RFEBRILIE =,

node.kubernetes.io/pid-pressure : 1= EH pid . X577 =K% PIDPressure=True %I
o

BF

OpenShift Container Platform A% &EBA AR pid.available evictionHard,

13.2.2. Loki pod &

307



OpenShift Container Platform 4.13 B&it %

ERILLEIETE pod LERRBES T muLEER K2 H Loki pod TEWRLET R Liz4T, FHBALEE M TIEME

R A IX LY R,

&R LAE R LokiStack B E M HHR (CR) MARN AZIBEFME pod, FIH5 RN ARIERT mAERT
Mo TR EMTRE—1 key:value X, BTN REEFRAE R ARG =B pod, Bt EAREEM pod
EHIRERE key:value X, AIHARRAEHEEM pod BEBIEIZ T M LiZ1T,

WA RIEFESRM LokiStack RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:

compactor:
nodeSelector:
node-role.kubernetes.io/infra:
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:

#...

"Q

@ EENMIT AAFERIAMN pod K,

Q EEBREEE LIRZERT =B pod,

ELEBEES, FTAE Loki pod #F%ZEIE S node-role.kubernetes.io/infra: " H7ZH 77 &,

AT RIERERMAMRM LokiStack CR RHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
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namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ""
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tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

N

EFZE LokiStack (CR) ¥ nodeSelector [ tolerations FE%, EaJLUEA oc explain i S EEIFE IR

B9t A ER

)=,

I $ oc explain lokistack.spec.template
it Bl

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:

Template defines the resource/limits/tolerations/nodeselectors per
component
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FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MEEZER, BEILLURN—TMEFEFR :
I $ oc explain lokistack.spec.template.compactor
i =Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. FAARBE RKZH B &R ESS pod HE
KINERT, BEKESS pod EELLT tolerations ECiE :

apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists

B 13 E HERR

31



OpenShift Container Platform 4.13 B&it %

- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists

#...

FRFH

o B &% Red Hat OpenShift Logging Operator #1 OpenShift CLI (oc¢)s.

ff

L=
L IZfTATR S, 5 RRINBIEEE ERERKICTIRESS pod BT -

S

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
AN e
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 EE—E N collector BfE ) node BI75 5, 75 MR 2 NoExecute, 1Ri44i
&5/ NoExecute j5=1%&. NoExecute [HE 575 mEEH pod, FHMRALTENILE pod,

2. Ym%E ClusterLogging BE X ¥R (CR) B collection /N7, LUEE R EICFKUES Pod WA
B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute G
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

© =TI R,
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Q 157 Exists iz &R, LIEKILE key/value/effect 5%,
9 57 NoExecute 3R,

Q (RIi%) 157 tolerationSeconds %, LUXIE pod TE#ZE H A1 0] LURFFEPE BT s
—KC

LA BES oc adm taint S OIS mLil, EFLLARBER pod AILLUFEEI nodel L,

13.2.4. BB & ID RINESHW T RMIFAE

B 5 AT LOET QIR AL T R — M R %A Y ClusterLogging B E X HR (CR) & UL & 23 A0 HE R X VF
E, HE&M5eX#FM ClusterLogForwarder CR B9&##EE,

EEERFEAZNEEL L S0, ClusterClusterLogging CR #I5& /72 managementState 7]
collection, P& H /7GR 288,

FERFH
o BEEANR,
e B %% Red Hat OpenShift Logging Operator kR4 5.8 sk B #Thi A,

o MBBNIET ClusterLogForwarder CR,

1. BIEX#IAE ClusterLogForwarder CR 4 ClusterLogging CR :

ClusterLogging CR YAML 7=l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...
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Q Z #7715 ClusterLogForwarder CR 4 #rE [,

&2 [E 715 ClusterLogForwarder CR 18,

2. i5fTLA T a4 3k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

13.2.5. EE R EIC W ESS Pod
A EE B EICD T ES Pod R EZTHN R T A,

=

L=
o EWHHIZITUTHRTERHZILTKES Pod REIFIE :

i th o Bl

NAME READY STATUS RESTARTS
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m

<none> <none>
collector-bd225 1/1  Running 0 134m
<none> <none>

collector-cvrzs 1/1  Running 0 134m
<none>

collector-gpgg2 1/1  Running 0 134m
<none> <none>

collector-19j7j 1/1  Running 0 134m

<none>

13.2.6. Hfth ¥R

314

o AT RITRIEH pod ME

I $ oc get pods --selector component=collector -o wide -n <project_name>

AGE IP NODE
10.130.2.30 masteri.example.com
10.131.1.11 master2.example.com

10.130.0.21 master3.example.com <none>

10.128.2.27 worker1.example.com

10.129.2.31 worker2.example.com <none>
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14 F HEAFICK

EF.'! 14 ==k f‘tﬂjﬂZEl n,\laﬂsz
1&AT LB R 24580 Operator 118 % B & ML IR (CR) M OpenShift Container Platform & s ififxr B
Hix,

14.1. BlE B &0

&8 L@ Bk Red Hat OpenShift Logging Operator #1 ClusterLogging B & X %R(CR)EEFEIERE
E 18No

SeRFMH
o HEHEMNNR.

o {RAILLIJi[A] OpenShift Container Platform Web 124 B89 Administrator M1,

1. # A Administration - Custom Resource Definitions 71, Af5m ClusterLogging.

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. mSEISER Options ¥4 JSRIEEH¥ Delete ClusterLogging.

4. # AE| Administration » Custom Resource Definitions Il H.

5. = ClusterLogging 351187 Options 35 JSRIF1%FE Delete Custom Resource
Deflnltlono

DIk

==
[=]

fHB& ClusterLogging CR T\‘%ﬂﬂﬂﬁ%ﬁﬂli%rmﬂﬁ (PVC) o EMREIRH

PVC. FAMSE (PV) MEXEYE, BoiiTii—S8E, BRIMER
PVC ATRER S H PV MR+ S BEIEE K,

]
L]
]
6. MNREEHET ClusterLogForwarder CR, s ClusterLogForwarder 5/ F;E 1732 5L
, PAIE R Delete Custom Resource Definition,
7. # A Operators — Installed Operators Tl
]
H
8. m Red Hat OpenShift Logging Operator 351/ Y% 32 B , #XJE & Uninstall Operator,

©

A% : B4 openshift-logging i 8.
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DIk

==
[=]

fER openshift-logging i B &R iZp & Z HAIFMRMENS, SIEEMRE
AMBER (PVC), MEREREZHAFICTKEIE, BFEMER openshift-
logging T B,

a. 7# A Home - Projects 1M,

b. == openshift-logging 1l B 3510 B91% 32 5 , PR/ = Delete Project.
c. BHEXEMESHIA openshift-logging 7 = Delete i\ MR,
14.2. iR B &1L PVC

ERBREAMSEER (PVC) U5 HM pod EEEM, REINEZ PVC &, LEIK PVC,

INRIEIE
RE PVC, ALMBREN], MREMEFMHREF, ELT MR A LS (PV),

SeRFMH
o HEHENNR.

& BT LU 1A OpenShift Container Platform Web #2HI& 89 Administrator #1,

1. i# A Storage - Persistent Volume Claims I .

2. mE PVC &L H , SRE1EFE Delete Persistent Volume Claim,

14.3. E#1#; LOKI

FRFH
o HEHEHNNR.

o {&A LU A OpenShift Container Platform Web #2& B Administrator 1,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8 % %i&, Z M ClusterLogging B
E M BHRAMHBR T % LokiStack BI5IF,
T

i# A Administration - Custom Resource Definitions 71 @, A5 LokiStack.

2. 7£ Custom Resource Definition Details 71 £ Instances,
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3. REFISERETIS B , XI5 = Delete LokiStack,

4. # AE| Administration = Custom Resource Definitions T1H,

5. & LokiStack 351 ByIEI3Z B , SRE1%EF% Delete Custom Resource Definition
6. MHBRXTRIZNE secret,

7. # A Operators — Installed Operators 1/,

8. m Loki Operator &5/ B3 . , #XJE = Uninstall Operator,

9. Hi% : fllk& openshift-operators-redhat i E

BF

MRIEX N RLE[E PRET HithEF Operator, EAZEMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. = openshift-operators-redhat i B 55 #E 5 , A5 = Delete Project.

c. BHIEXHEMESHIA openshift-operators-redhat 3+ 5= Delete A MR,
14.4. 1% ELASTICSEARCH

FERFH
o BEEANR,
o IRATLLIJi A OpenShift Container Platform Web £ &#) Administrator M1 A,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8x ¥R, MM
ClusterLogging B 7 X 5R A IHERXT Elasticsearch #951

1. 3# A Administration - Custom Resource Definitions 71 @, A/§ = Elasticsearch,

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. REFISERE TS , XI5 = Delete Elasticsearch,

4. # AZE| Administration = Custom Resource Definitions T1H,
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5. = Elasticsearch 351/1#) Options 3 F1%+¥ Delete Custom Resource Definition,

6. MBRXTREFNE secret,

7. # A Operators — Installed Operators 71,

8. B OpenShift Elasticsearch Operator 3511 FE I HZ B , #XJE & Uninstall Operator,

©

A% : kR openshift-operators-redhat T E

BF

IMRIEX N R[] RRE T HithEF Operator, EAZENMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. s openshift-operators-redhat i B 55 #)E 5 , PAJ5 = Delete Project.

c. BHIEXHEMESHIA openshift-operators-redhat 3+ 5= Delete A MR,

14.5. {F F CLI M&EE+ 1% OPERATOR
SRTIE N A LUMER CLI MPATIE A 4 22 8] A iffR B 2280 Operator,

SERFEH
o TLUFEMAESA cluster-admin FREIIK F i/ [7] OpenShift Container Platform &%,

e OpenShift CLI (0c)ZEE/RB THEk L.,

ff

L=

1. MB{RTE currentCSV FEXFFRIA T 1115 Operator IS #THRA (40 serverless-operator) .

S

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

i th 7 Bl
I currentCSV: serverless-operator.vi.28.0

2. MiIERITE (40 serverless-operator)

I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless

it Bl
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I subscription.operators.coreos.com "serverless-operator" deleted

3. A LE—%HH currentCSV 1E & it bk B rép £ 22 A 4B Operator B CSV :

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless
i Bl

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

Hith 5w
o FHEMFMFAMLSE
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£ 15 = BERIERFEE

AESHENARICFHRATLUESEUTFE, RARKICTKBEERIA T JSON XK, EERMEIEZEE AL
S P B B A G

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,

MESSAGE

FRIAEERZB XA UTF-8 4w, SNREFIEIEZM structured FE&, NILLFERATEEAREFES N, HSN
X TFaferd, THRES,

BHEARE text
~E HAPPY
gEME

FiEHER BN R ANRFE L BB N EENLEKE JSON B, NAEEFEELFER., MRERE
HEXEREMNEMEER, BFEGTEEFERN JSON Ly, BNILFENEHFEFE, message
FERNMAERAEEHER, structured FERATUEEHEEERTSHEAFFRER, IREE EMR
%IJQ

HiELRE group
~OIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

—MUTC{E, BFIrcBESERMEQZRIF, RN ERM, MIMCEREERTERNEN
ETIEU "@"MIBRTNHFERARFENTFR, BABRT, KEHITEEEL ElasticSearch k&

"@timestamp”,

BIRRE date
R~HE 2015-01-24 14:06:05.071000000 Z

B2

LEAEEEMNEREENBELTFR., £ Kubernetes 8£8%H, X5 kubernetes.host tH[E,
BiER A K

IPADDR4

TRAR S5 2R AT IPv4 e, RTLAR—N 8R4,
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15 & HEIL KT

HiERE ip

IPADDR6
IRBRS5ERE0 IPve it (MIRAA) . ATUR— 1N,

HiELRE ip
LEVEL
kB E&MIRMBEICTKAT], SIF rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REATH,

1= alert, W/IILEMHIATIRAE,
e 2-=crit, XM,
o 3=err, HIREM,
e 4=warn, ZLEZMH,
e 5-=notice, EFEH"EIEFNR.
e 6-=info, 58,
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, (BT 5Z2EA -
e 8-=trace, trace HHIER, T debug & 2F ¥4,
e 9=unknown, HEILRKRGKE—DITERIRTMIE,

FERTEMFIRF, FEARKICF R H SR SRR E H SREHARTE, FIi0, 7E python
logging A, #EEILAER CRITICAL ILfL crit, £/ ERROR ITE err, LULZEHE,

b i Kz
~AE info
PID

,L,\LE',%*{Z'SE’J #*E ID (Eﬁ)

HiERE Kt

SERVlCE
HEIDRIE (BA) RBMRSHETR. B0, syslog 8 APP-NAME #1 rsyslog B9 programname
E'ﬁﬂ%%‘lﬁu service FE%,
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HERE PN
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% 16 = TAGS

%16 = TAGS

A%, H Operator B XBIIREMFIR, XENRERRESIICELEFREESIES L, BRAEHT
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

BHELRE text

FILE
WERBMFEERASRKENEEXHRE. BE, X288 TR varllog XHRTTHRIERE,

BHELRE text

OFFSET

RBE, TURTIXGHPEETHLNFTE (MBFH—ER) , FBFRTATITS (MBH—E) ,
REXEEREADBER LT XS AR, R XEERT, URTAEXGHRE (5
) o

HAERE long
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2 17 = KUBERNETES

1 ETF Kubernetes JTTEIRRI oy & 22 [H]

HiELRE group
17.1. KUBERNETES.POD_NAME
pod & TR

HiEAR *itr
17.2. KUBERNETES.POD_ID
pod BJ Kubernetes ID

iR R Kt
17.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

HiEAR *itr
17.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
17.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
17.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz
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% 17 & KUBERNETES

17.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

17.8. KUBERNETES.LABELS

[E14 Kubernetes Pod _EfFIEBIFRE

HiRLE group

17.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HiELRE group

17.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

17.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

17.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

17.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBEENETR, EER, ©5 kubernetes.namespace_name 1 F, F&EIHME
eventrouter |/ T2 FHIEp % 22 (A,
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HiERE Kt

~BE default

17.9.2.3. kubernetes.event.metadata.selfLink

BIE MR
PRk Kit=F
AN /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid

EHMME— D
BiER A K
TBIE d828ac69-7b58-11e7-9¢f5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HiERE B
wBIE 311987

17.9.3. kubernetes.event.involvedObject

EHRTE X BIN &R

HHEARE group

17.9.3.1. kubernetes.event.involvedObject.kind

S RHYREY
HiERE Kpt=r
w~PIE ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace
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XN RIMBEE LT, 15TE, ©HHES kubernetes.namespace_name 1F, F&EILE

eventrouter I 2 I & 22 4],

HiERE KT

~E default

17.9.3.3. kubernetes.event.involvedObject.name

fil & AN R FR
HiERE Kpt=r
w~PIE java-mainclass-1

17.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BIRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

17.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

BIE vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

PR ZE M pod BORERRRABIF R SR, 257 b T LAfSE P LE 5 RF B SR AR X RARTH B 2L

HiERE Kt

BIE 308882

17.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HiERE Ktz
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~E SuccessfulCreate

17.9.5. kubernetes.event.source_component

R&E L EHBIE G
HiERE Kpt=r
IE replication-controller

17.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count

REMEHBIRE
R B
wHIE 1

17.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~E Normal
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25 18 2= OPENSHIFT

openshift-logging % % JTTEIEHI &5 4 22 7]
HiELRE group

18.1. OPENSHIFT.LABELS

i Cluster Log Forwarder Bg & ARANBIHRE

HiELRE group

%5 18 3 OPENSHIFT
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F19 = APl 5&
19.1.5.6 H&id & APl &%

19.1.1. Logging 5.6 AP1 &

19.1.1.1. ClusterLogForwarder

ClusterLogForwarder @—*> API, AAFEEH 4B,
e LU IEE— 1 pipelines FIFRREBL 4, ZIKM—Hip L AN LBl —Han&HiH,
ERBEERNAERNERMART, EaLUE LB E U A SRHITEA 892,

BN openshift BEFH#A —TRNERE A, BEATLUER URL MEMERERE VEBSHHILH, &
AESE R BRSO BRI EMIEREER,

NG TRESEAMER, WS AP FEREITHY,

Bt KR 3T

spec xR ClusterLogForwarder FREEHITTH
AR

status IO 3 ClusterLogForwarder B4R

19.1.1.1.1.1. #&5k

ClusterLogForwarderSpec & Y a0{a % B & 5% 4 B2 B 1.

19.1.1.1.1.1.1. 2k 8

o XfH

=3 e} ik

A e (AIk) AWM GTIEsS, BT
HEBFHER,

outputDefaults I (RI%) DEPRECATED
OutputDefaults JyBAIAFZ#ERFATE
7E forwarder BR &,

e e (FIik) WEEMERFEEN

B89,
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F19Z APISE

=43 el sk

pipelines #H Pipelines 5§ —4H il AL EERIH B4
RE|—HEIH,

19.1.1.1.2. .spec.inputs[]

19.1.1.1.2.1. #k

InputSpec E X B &M RBVLESR.

19.1.1.1.2.1.1. k&Y

o HH

s ' fed

application xR (7lik) WMREHE, NARFEERA
mEMNARFEEEE

name FRE T35 AEER ANETTR,
19.1.1.1.3. .spec.inputs[].application
19.1.1.1.3.1. #k

KRR Bk, wRREFERPHMAERYSE (2 AND) FaeikiF A&,

19.1.1.1.3.1.1. K8y
o W&
=43 RE Uiy
£ 22 A A (RI%E) MAER BREF B &K
B[,
selector X (|I3E) EEHRZEM pod WEE
B Selector,
19.1.1.1.4. .spec.inputs[].application.namespaces[]
19.1.1.1.4.1. H#k
19.1.1.1.4.1.1. K&
o HUH
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19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. #xk

PR ERESS, B1— BORBONRE B,

19.1.1.1.5.1.1. &Y

o XIR
matchLabels SE (|I#%) matchLabels £
{key,value} X BIBRET,

matchLabels FREJE A {key,value}

19.1.1.1.6. .spec.inputs[].application.selector.matchLabels

19.1.1.1.6.1. $#xk

19.1.1.1.6.1.1. 2k #Y
o MR

19.1.1.1.7. .spec.outputDefaults

19.1.1.1.7.1. #h

19.1.1.1.7.1.1. k8

o IR
elasticsearch POE (|[%) Elasticsearch

OutputSpec BiAHE

19.1.1.1.8. .spec.outputDefaults.elasticsearch

19.1.1.1.8.1. ¥k

ElasticsearchStructuredSpec 545141t H & B AHX B spec, LAAZE elasticsearch 35|

19.1.1.1.8.1.1. 2k &Y
o XIR
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enableStructuredContainerlLogs bool (mIik) J5H
StructuredContainerLogs j5 %
BAREHIEBERRT

structuredTypeKey FRE (TI3%) StructuredTypeKey 18T
EFA{E elasticsearch R3] A FRHITT
o

structuredTypeName FREE ("I3%) StructuredTypeName 1§

TE elasticsearch R #1 &

19.1.1.1.9. .spec.outputs[]

19.1.1.1.9.1. ¥k
i E X AEE R B,

19.1.1.1.9.1.1. 2k #Y

o HUH

Ett S ok

syslog xR ("T3%)

fluentdForward IO (T3%)

elasticsearch ISES ("T3%)

kafka KR (Ti%)

cloudwatch W5 (7T3%)

loki KR ("Ti%)

googleCloudLogging xR (mI3%)

splunk xR ("I3%)

name FREB FAF 5| sk B B8 kit & TR,

secret xR (RI%) RFHBRIER
Secret,

tls xR TLS G &% TLS B it L
opril-sEq=N
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Bt el fed

type FRE# AR RO REY,

url FRE# (AiE) FFREICRAETR
URL,

19.1.1.1.10. .spec.outputs[].secret

19.1.1.1.10.1. $#k

OutputSecretSpec 2N B EE B — secret 51, RBMZZNH,

19.1.1.1.10.1.1. &Y

o MR
2352 ' s
name FFER FB KSR 85 secret BLBERIA & 28
[Afh secret O R,

19.1.1.1.11. .spec.outputs[].tls

19.1.1.1.11.1. #5k

OutputTLSSpec @& 5HiH RBI TR TLS HEEEI,

19.1.1.1.11.1.1. K HY

o IR
=43 RE Uiy
insecureSkipVerify bool R InsecureSkipVerify 4 true,
MFESE TLS &/ iR RBRIE T
BIEE IR

19.1.1.1.12. .spec.pipelines[]

19.1.1.1.12.1. ##4k

PipelinesSpec 5§ —H i A B S —HE B,

19.1.1.1.12.1.1. 28

o HUH
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B RE
detectMultilineErrors bool
inputRefs #AE
labels POE
name FREB
outputRefs #AE
parse FREB

19.1.1.1.13. .spec.pipelines[].inputRefs[]

19.1.1.113.1. &k

19.1.1.1.13.1.1. 2k &Y
o HH

19.1.1.1.14. .spec.pipelines[].labels

19.1.1.1.14.1. #5k

19.1.1.1.14.1.1. 2k &Y
o XIR

19.1.1.1.15. .spec.pipelines[].outputRefs[]

19.1.1.1.15.1. 3k

19.1.1.1.15.1.1. 28
o H4H

19.1.1.1.16. .status

F19Z APISE

sk

(|I%) DetectMultilineErrors /&
BB AENZITERGN

inputRefs FIl & It B & iy A B9 & FR
(input.name),

(ATik) A F@T It EE RSN
ILRBIPREE

(|Ik) BMEAER, EINRR
i, MAJTE pipelines 513 Ak

o

outputRefs FIl H I B & i H B9 & FF
(output.name),

(|I€) Parse RYFHHERB R
MHohEERIER S
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19.1.1.1.16.1. ik

ClusterLogForwarderStatus i . ClusterLogForwarder BIWE4RE

19.1.1.1.16.1.1. 2K B
o R

B PR Hah

conditions xR HEiE & 24,

LTDN Conditions PN SN N ES LN S o

HiH Conditions iy HH S B HE 4 TR B B HH A 5%
&,

pipelines Conditions Pipelines & E &R R EEH
E N

19.1.1.1.17. .status.conditions

19.1.1.1.17.1. ¥k

19.1.1.1.17.1.1. 258
o XfR

19.1.1.1.18. .status.inputs

19.1.1.118.1. #k

19.1.1.1.18.1.1. 2k &Y

® Conditions

19.1.1.1.19. .status.outputs

19.1.1.1.19.1. sk

19.1.1.1.19.1.1. k&Y

® Conditions

19.1.1.1.20. .status.pipelines

19.1.1.1.20.1. ¥k

19.1.1.1.20.1.1. k&Y

336



F19Z APISE

e conditions== ClusterLogging —** Red Hat OpenShift Logging 5Zfjl, ClusterLogging &
clusterloggings APl #J Schema

B 3] b

spec PO ClusterLogging FTEHI1T N HIA&

status X Status % X ClusterLogging H93],
Z2RE

19.1.1.1.21. .spec

19.1.1.1.21.1. H#k

ClusterLoggingSpec % Y. ClusterlLogging BIFF IR

19.1.1.1.21.1.1. 258

o XfH

B e i) ik

o IO SEB#H Collection HAFHIIAE

curation xR (BFHA) (v%) BFH. £8M
Curation ZH{4 8914

forwarder ES (BFA) (v%) BFH. £8M
Forwarder ZH {48914

logStore xR (RIik) B89 EEEFEAHERN
1%

managementState FRE (|I%£) #0R Operator 2
'Managed' 8 'Unmanaged’, &
)

visualization X (RIik) SBER9TIIMEZE 4RI HIA

19.1.1.1.22. .spec.collection

19.1.1.1.22.1. 35k

XREEBEMEMESERILHY

19.1.1.1.22.1.1. K&
o MR
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%R xR (a%k) WERMTURER

nodeSelector ES (|3%k) & L Pod 1 EE B HrLE Ty
mL,

AR (tolerations) B (|I%) F Y Pod {$iES AR

fluentd xR (|3%) Fluentd XFRBE
fluentd V% 4 23IEC B

logs xR (BFH) (Fik) 2FH. S

Log Collection ¥l#&

type FRE (7Iik) EEEB Log Collection
REY

19.1.1.1.23. .spec.collection.fluentd

19.1.1.1.23.1. ik

FluentdForwarderSpec fXZFREEH fluentd BE% % 2s I BL B

19.1.1.1.23.1.1. k&

o &

=153 i sk
buffer I

inFile xR

19.1.1.1.24. .spec.collection.fluentd.buffer

19.1.1.1.24.1. 5k

FluentdBufferSpec {3k fluentd Ze WS FE&, FATHEMEA fluentd HIHMEZARE. ©XFSHT
EREBZARMPATIR/N, FBEEREMEEER,

BXEBHSH, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 2%, 1EHSH : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E : https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

19.1.1.1.24.1.1. 2k &Y
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o MR

Bt

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

FRE#

FRE#

int

FRE#

FRES

FRE

FRES

FRE#

FRE#

19.1.1.1.25. .spec.collection.fluentd.inFile

19.1.1.1.25.1. #&5k

F19Z APISE

25U

(RI#%) ChunkLimitSize K& E
MREFEAKRN EHEE

(|I3%) Flushinterval fSERIHNE
HEMR A EFHRT K

(|[%) FlushMode REREE A
e ERERENESX, BX

(|I3%) FlushThreadCount X3
fluentd 22 {F AHELIEEE

(|I%€) OverflowAction £k
fluentd £ G BIIRIE

(AI3%) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
55

(TI3%) RetryTimeout {ARIEK
FrIZ R E A& KA

(FIi%) RetryType REREiXER
BEBYREY, flush BVERTLL

(RI%) RetryWait AR PIANELE
SRR iz (A R [F]

(|I%€) TotalLimitSize fXREAN
fluentd FOVFROTY FR 22 ] I {E

FluentdInFileSpec X fluentd in-tail A S FE, BT HEMEA fluentd in-tail AR E.

EXEMNSH, BB : https;//docs.fluentd.org/input/tail#parameters

19.1.1.1.25.1.1. 2k &Y
o XIR
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readLinesLimit int (|I%) ReadlinesLimit X XRZERE
B /0 BIEEEMITE

19.1.1.1.26. .spec.collection.logs

19.1.1.1.26.1. #k

19.1.1.1.26.1.1. k&Y

o MR
fluentd IO 3 Fluentd Log Collection ZH{489#1.
1%
type FRE ERENHEEERE

19.1.1.1.27. .spec.collection.logs.fluentd

19.1.1.1.27.1. #k

CollectorSpec & spec, AT E INERHIFEF TR

19.1.1.1.27.1.1. K&
o XIR
nodeSelector & (|I3%) F Y Pod R BIWFLLET:
mLE,
iR xR (a%k) WERMTTRER
AR (tolerations) b EE| (|%) F Y Pod {$iES AR

19.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

19.1.1.1.28.1. #uk

19.1.1.1.28.1.1. &Y
o MR
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19.1.1.1.29. .spec.collection.logs.fluentd.resources

19.1.1.1.29.1. #uk

19.1.1.1.29.1.1. k&Y

o XfH
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests xR (RI3E) 1EKiE® T ATRR DT
"R,

19.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

19.1.1.1.30.1. #&xh

19.1.1.1.30.1.1. KA
o MR

19.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

19.1.1.1.31.1. 3k

19.1.1.1.31.1.1. 2k HY
o MR

19.1.1.1.32. .spec.collection.logs.fluentd.tolerations[ ]

19.1.1.1.32.1. ik

19.1.1.1.32.1.1. 58y
o H4H

BY e ik

effect FRH (FIi%k) MBERFEILENG SN
R, EEKRELEMRETT S8R,

key FRYER (Ai%k) key 2RRN BEIME =
i, empty RRGAIATS ST
fic,
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B it} Hah

operator FRE (RI%£) Operator XTS5 H/
X%

tolerationSeconds int (|[%) TolerationSeconds &

ARV (WA=

value FRE (") (ERAREETRIE,

19.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
19.1.1.1.33.1. #uk

19.1.1.1.33.1.1. k&Y

® int
19.1.1.1.34. .spec.curation

19.1.1.1.34.1. ik

XEaEAERRRE RN (Curator)

19.1.1.1.34.1.1. k&Y

o MR
Bt RE (7301
curator xR EEENREMNE
type FrFE EREMNRRERE

19.1.1.1.35. .spec.curation.curator

19.1.1.1.35.1. #uk

19.1.1.1.35.1.1. 2k &Y
o IR
nodeSelector ES TE X Pod HEEIMFLET sk,
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BHR ISES (AI3%E) Curator BIHTREX

WE FrFER Curator YEAVZ1THY cron R, R
H 303 *x*

AR (tolerations) A

19.1.1.1.36. .spec.curation.curator.nodeSelector

19.1.1.1.36.1. f@k

19.1.1.1.36.1.1. KH
o MR

19.1.1.1.37. .spec.curation.curator.resources

19.1.1.1.37.1. #ixk

19.1.1.1.37.1.1. 8

o X
4 ESid ik
limits MR (RIE) BRAURR T S vFaomoAit
YR,
requests ISES (|Iyk) EKRiER T IEMR DT

YR
%:')_‘\}' No

19.1.1.1.38. .spec.curation.curator.resources.limits

19.1.1.1.38.1. ##ak

19.1.1.1.38.1.1. KH
o MR

19.1.1.1.39. .spec.curation.curator.resources.requests

19.1.1.1.39.1. f#k

19.1.1.1.39.1.1. k&Y
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o MR

19.1.1.1.40. .spec.curation.curator.tolerations[]

19.1.1.1.40.1. }#5k

19.1.1.1.40.1.1. k&Y

o HH

effect FFER (W) MRRTELENG =R
R, EEKELERAETRMR,

key FFER (A%k) key 2RRN AEIME =
W, empty RINGRMETTRELT
fic.

operator FRE (RI%£) Operator XTS5 HM
X%

tolerationSeconds int (|[%) TolerationSeconds &
RIRHHERE] (W2

value FFER (a%k) (HRAREENS RIE.,

19.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
19.1.1.1.41.1. H#k

19.1.1.1.41.1.1. k8

® int

19.1.1.1.42. .spec.forwarder

19.1.1.1.42.1. 5k

ForwarderSpec @81 EHR A 3 LI 2B M ESEH., —REASTEENFER, BAUURERZERA S
AR A P #1THERE VL. BRI : fluentd,

19.1.1.1.42.1.1. xR
o MR
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=43 el sk

fluentd PO

19.1.1.1.43. .spec.forwarder.fluentd

19.1.1.1.43.1. &5k

FluentdForwarderSpec &R K8 H fluentd BEL 4 2s I BL B

19.1.1.1.43.1.1. k8

o MR
=3 KR ftid
buffer POE S
inFile ISES

19.1.1.1.44. .spec.forwarder.fluentd.buffer

19.1.1.1.44.1. #k

FluentdBufferSpec X fluentd o S¥MF&, AT HAEME fluentd I HEEE. EXFHESHTF
EREBRARMATIKRND, FBERENMELER.

BXEBHSE, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 21, 1ES : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E | https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

19.1.1.1.44.1.1. 2k 5y

o XIR
B S Hah
chunkLimitSize TR (BI%€) ChunkLimitSize KR E
M RAKD, BHNEIE
flushinterval FREB (|I3E) Flushinterval fSERMHNE
HiEMR A EFHRT K
flushMode FFER (|3%) FlushMode KREE A

REERAIEIRR, ERX
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flushThreadCount int (|[3#%) FlushThreadCount
reprents 2 X A IEHE

overflowAction FREB (|I%) OverflowAction &
fluentd Z% hiGEHERIIR1E

retryMaxInterval FRE (AI%£) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
53

retryTimeout FRE (RI%) RetryTimeout RERIEM
FriZ A E IR KT H]

retryType FRE (AT#%E) RetryType REREIXER
RIFBIREL, flush #RAFATLL

retryWait FRE (RI%) RetryWait AR PIANELE
F i RIFT 2 7] B 35 S0 (]
totalLimitSize FREB (|I%) TotalLimitSize KRB

fluentd FS B9 s 22 (6] R {E

19.1.1.1.45. .spec.forwarder.fluentd.inFile

19.1.1.1.45.1. &k
FluentdInFileSpec X% fluentd in-tail iEH S FE, FATFHERMA fluentd in-tail EI AMBLE,

BXREMNSE, ESMH : https;//docs.fluentd.org/input/tail#parameters

19.1.1.1.45.1.1. kB

o MR

readLinesLimit int (|I%) ReadlinesLimit X RZERE
BN /0 @FEEImMTE

19.1.1.1.46. .spec.logStore

19.1.1.1.46.1. #h

LogStoreSpec @& B XAEHFHEHXNER.

19.1.1.1.46.1.1. K&
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o XfH

Bt i ik

elasticsearch xR Elasticsearch B & F A 48L&

lokistack xR LokiStack @& H KXY Type K&
7 LogStoreTypelokiStack i F§
TFHEFHEMNER.

retentionPolicy IO 3 (7Iik) RERBEE LT NMRE
HFR 8| K HAR

type FREB ERENHEFHIRE,

Operator BRI #{E A
ElasticSearch

19.1.1.1.47. .spec.logStore.elasticsearch

19.1.1.1.47.1. 35k

19.1.1.1.47.1.1. k&Y

LEPSE 3

Bt 3 ek

nodeCount int M Elasticsearch SR BRI T &

nodeSelector xR E M Pod R RIFLT R L,

proxy xR Elasticsearch Proxy ZH{4BI#IA&

redundancyPolicy FRE# (mI3%)

BrR xR (®Ii£) Elasticsearch R E
Xk

storage xR (RI%) Elasticsearch #4E T =
BB AAE

AR (tolerations) A

19.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

19.1.1.1.48.1. #k
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19.1.1.1.48.1.1. KR
* MR

19.1.1.1.49. .spec.logStore.elasticsearch.proxy

19.1.1.1.49.1. #5k

19.1.1.1.49.1.1. KR
o MR

19.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

19.1.1.1.50.1. $#uk

19.1.1.1.50.1.1. KR
o XfH
limits ISE (AIE) BREIER T RITHRAIT
BHHRRE,
requests I (RI3E) 1EKiE® TATRRER DT

7
ap)/

19.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

19.1.1.1.51.1. $#k

19.1.1.1.51.1.1. 288
o MR

19.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

19.1.1.1.52.1. &5k

19.1.1.1.52.1.1. &Y
* MR
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19.1.1.1.53. .spec.logStore.elasticsearch.resources

19.1.1.1.53.1. fauk

19.1.1.1.53.1.1. k&Y
o MR
Bt ek
limits JOF S (AI3%) FREIF#ER T RIS KT
HHRRE,
requests X R (RIik) ERiER T RrRMR DT
HHR,

19.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

19.1.1.1.54.1. ¥k

19.1.1.1.54.1.1. K&
o XIR

19.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

19.1.1.1.55.1. ik

19.1.1.1.55.1.1. &Y
o MR

19.1.1.1.56. .spec.logStore.elasticsearch.storage

19.1.1.1.56.1. }axh

19.1.1.1.56.1.1. k&Y

o XIR
Bt x® (301
size xR ZEFNT RHURKEFHEE.
storageClassName FrF e (7€) ATFOET R8I PVCHY

R BT,

19.1.1.1.57. .spec.logStore.elasticsearch.storage.size
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19.1.1.1.57.1. ik

19.1.1.1.57.1.1. &
o XIR

B S Rk

® 1AL FFER BB : X Reonicalize 9
iR

d xR R d.Dec = nil, d £ inf.Dec RH
M E

i int IR d.Dec==nil, i&int64 I &
ERANEHE

s TR s RAERMIXMNNEMN(E, LUBR
BHiITE

19.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

19.1.1.1.58.1. #uk

19.1.1.1.58.1.1. k&Y

o XIR
Dec PO

19.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

19.1.1.1.59.1. $#ak

19.1.1.1.59.1.1. k&
LEPSE 3
Bt e il fed
scale int
unscaled ISES

19.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled
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19.1.1.1.60.1. ##ak

19.1.1.1.60.1.1. K&

o MR
Bt
abs Word sign
neg bool

19.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

19.1.1.1.61.1. #uk

19.1.1.1.61.1.1. k&Y

e Word

19.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

19.1.1.1.62.1. #k

19.1.1.1.62.1.1. 28y

® int
scale int
value int

19.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

19.1.1.1.63.1. f@k

19.1.1.1.63.1.1. KB
o A

352 ' s

effect FRE# (|Tik) HMRRTELERG RN
R, ZERELEAETT KRR,
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B FR Hah

key FFER (A%k) key 2RRN BEIME =
., empty RRSAATTRRIT
fic.

operator FREE (|I%€) Operator KRS EH
*%o

tolerationSeconds int (|[%) TolerationSeconds &

AREVERA (WA=

value FRE# ("Iik) (ERARCETRIE,

19.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
19.1.1.1.64.1. #isk

19.1.1.1.64.1.1. 258

® int
19.1.1.1.65. .spec.logStore.lokistack

19.1.1.1.65.1. faxh

LokiStackStoreSpec Fi3R1%E& cluster-logging LAME A LokiStack fEh B &EFE. ©igmE—mE 22 [H &
BILAE LokiStack,

19.1.1.1.65.1.1. k&Y

o IR
B it} Hah
name FREB LokiStack BHiREI% TR,

19.1.1.1.66. .spec.logStore.retentionPolicy

19.1.1.1.66.1. f&ik

19.1.1.1.66.1.1. KA
o MR
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application IO 3
audit xR
Infra xR

19.1.1.1.67. .spec.logStore.retentionPolicy.application

19.1.1.1.67.1. #ixk

19.1.1.1.67.1.1. X8
o MR

2352 ' s

diskThresholdPercent int (|l€) —ES W& A=
B, ZREEXARER N IZMIERIE
3| (4075)

maxAge FREB (RI%)

namespaceSpec #H (|I3k) B RS, BT
IR 26 7E B /N EE IR B STAY

pruneNamespacesinterval FRE# (RIE) ZfTHTIERSar & 22 ARl
FRpIES

19.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]

19.1.1.1.68.1. f@h

19.1.1.1.68.1.1. K&

o
=3 KR ftid
minAge FRE (|Iik) MpRSX MinAge IHBY
& 22 A LEAYICSE (I 1d)
namespace TR Birdn & Z FMRETF MinAge BY

A& (BILH 7d)
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19.1.1.1.69. .spec.logStore.retentionPolicy.audit

19.1.1.1.69.1. &k

19.1.1.1.69.1.1. KA
* MR

diskThresholdPercent int (|iE) — PN ESHEERAENE
B, ZAEEXAHER N IZMERIE
%3] (70 75)

maxAge FRE (mI3%)

namespaceSpec H (FIik) B RZEFME, BT
I BRAER T 25 E B /NS B STAY

pruneNamespacesinterval FRE# (RIE) ZfTHTIEES e & 22 ARl
FRpTES

19.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

19.1.1.1.70.1. ¥k

19.1.1.1.70.1.1. K&

o A
B KR fik
minAge FRER (|T3E) MipREXA MinAge IBEY
& 22 I PTERAYIC R (540 1d)
namespace FRER B irée & 22 AR B F MinAge B9

A& (BILH 7d)

19.1.1.1.71. .spec.logStore.retentionPolicy.infra

19.1.1.1.71.1. 3k

19.1.1.1.71.1.1. 8

o MR
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=43 el fk

diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
3| (4075)

maxAge FRE (mI3%)

namespaceSpec #H (RIi%) 1"5 Az, AT
I RaRiER I 26 7E B /N R IR B STAS

pruneNamespacesinterval FREB (FIiE) BiTHriEssar & Z2 AR
ERpTES

19.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]

19.1.1.1.72.1. ¥k

19.1.1.1.72.1.1. K&

o
4.3 S Hh
minAge EFLES (RI3%) HH5XA MinAge B89
SRZALENITE (B 1d)
namespace EFES Eﬁ\np% FHBRETF MinAge 9

BE (BRI 7d)

19.1.1.1.73. .spec.visualization

19.1.1.1.73.1. #4k

XEaE B ENRIE R (Kibana)

19.1.1.1.73.1.1. KB

o MR
B KR fhodk
kibana ISES Kibana L5t 1 40 4 B9 A&
type FRE EREMN AL RE
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19.1.1.1.74. .spec.visualization.kibana

19.1.1.1.74.1. 35k

19.1.1.1.74.1.1. K&

LEPSE 3
nodeSelector ISES E M Pod R RIFLT R L,
proxy ISES Kibana Proxy ZH#4BIHII&
replicas int M Kibana SR EER BRI LB E
BHR ISES (AT#%E) Kibana MIBTRE R
AR (tolerations) A

19.1.1.1.75. .spec.visualization.kibana.nodeSelector

19.1.1.1.75.1. #h

19.1.1.1.75.1.1. k&

o MR

19.1.1.1.76. .spec.visualization.kibana.proxy

19.1.1.1.76.1. #5k

19.11.1.76.1.1. KR
o MR
352 RE ftik
HR IOF 3

19.1.1.1.77. .spec.visualization.kibana.proxy.resources
19.1.1.1.77.1. #ik
19.1.1.1.77.1.1. K8

o MR
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B e ik

limits ISE S (aIk) BREIER T RITHRAIT
HHERE,

requests X R (RI3E) 1EKiER T ATRNR DT
"R,

19.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

19.1.1.1.78.1. #k

19.1.1.1.78.1.1. K&
o MR

19.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

19.1.1.1.79.1. #xh

19.1.1.1.79.1.1. kB
o XIR

19.1.1.1.80. .spec.visualization.kibana.replicas

19.1.1.1.80.1. ik

19.1.1.1.80.1.1. K&

® int

19.1.1.1.81. .spec.visualization.kibana.resources

19.1.1.1.81.1. &k

19.1.1.1.81.1.1. 2k &Y

o X
Rt =S ik
limits MR (RTE) BREURR T S vFaomoAit
HYHRE.
requests X (RIik) ERiER T RRMR DT

YR
%:')_l;z No
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19.1.1.1.82. .spec.visualization.kibana.resources.limits

19.1.1.1.82.1. #ik

19.1.1.1.82.1.1. X &Y
o XIR

19.1.1.1.83. .spec.visualization.kibana.resources.requests

19.1.1.1.83.1. ¥k

19.1.1.1.83.1.1. K&
o MR

19.1.1.1.84. .spec.visualization.kibana.tolerations[]

19.1.1.1.84.1. #k

19.1.1.1.84.1.1. 58

o A

2352 ' s

effect FRE# (|Iik) HMRRTELERS RN
R, EZERELREAETT KRR,

key FFER (A%k) key 2EIRN BEIMG =
W, empty RnSETT =BT
Bic.

operator FRE# (RI%) Operator XTS5 (EM
X%

tolerationSeconds int (|I%) TolerationSeconds &

ARV (BAIR

value FRE (Wik) (ERARRLETTRIE,

19.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds

19.1.1.1.85.1. ##uk

19.1.1.1.85.1.1. KB

® int
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19.1.1.1.86. .status

19.1.1.1.86.1. f&xh

ClusterLoggingStatus & . ClusterLogging BJMIERIR

19.1.1.1.86.1.1. K&

o MR

=43

£4 o (Ti%)
conditions &R (7T3%)
curation & (wT3%)
logStore xR (mI3%)
visualization KR (Ti%)

19.1.1.1.87. .status.collection

19.1.1.1.87.1. #k

19.1.1.1.87.1.1. 2k 8y

o XfH
B e ik
logs xR (mI3%)

19.1.1.1.88. .status.collection.logs

19.1.1.1.88.1. &k

19.1.1.1.88.1.1. k&Y
o MR

Bt

fluentdStatus xR (aI3%)

19.1.1.1.89. .status.collection.logs.fluentdStatus
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19.1.1.1.89.1. f&xh

19.1.1.1.89.1.1. K&

o &

Bt

clusterCondition KR ("Ti%)
daemonSet FrFER ("T3%)
TR xR ("T3%)
pods FRE (m|I3%)

19.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition

19.1.1.1.90.1. #iuk

operator-sdk generate crds RS IFBLEI NS, SlfERAm&ARE,

19.1.1.1.90.1.1. KA
o MR

19.1.1.1.91. .status.collection.logs.fluentdStatus.nodes
19.1.1.1.91.1. f#uk

19.1.1.1.91.1.1. k&Y
o XIR

19.1.1.1.92. .status.conditions
19.1.1.1.92.1. ffisk

19.1.1.1.92.1.1. &8y
o MR

19.1.1.1.93. .status.curation
19.1.1.1.93.1. }#uh
19.1.1.1.93.1.1. kB

o MR
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curatorStatus B (mI3%)

19.1.1.1.94. .status.curation.curatorStatus[]

19.1.1.1.94.1. ik

19.1.1.1.94.1.1. k&Y

o A
Ett S ok
clusterCondition KR (T3%)
cronJobs FRE ("I3%)
R FrF e ("I3%)
iz bool ("T3%)

19.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

19.1.1.1.95.1. $#ak

operator-sdk generate crds RS IFBLEI NS, HlfERAMmARE,

19.1.1.1.95.1.1. K&
* MR

19.1.1.1.96. .status.logStore
19.1.1.1.96.1. f&h

19.1.1.1.96.1.1. KA
o MR

=33 el

elasticsearchStatus B (aT3%)

19.1.1.1.97. .status.logStore.elasticsearchStatus[]
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19.1.1.1.97.1. #k

19.1.1.1.97.1.1. &

o FH

Bt

cluster KR ("T3%)
clusterConditions ISES (\I33)
clusterHealth FR& ("T3%)
clusterName FREB (mI3%)
0BE el ("T3%)
nodeConditions IOF ("T3%)
nodeCount int ("T3%)
pods F &R ("T3%)
replicaSets el ("T3%)
shardAllocationEnabled FR ("T3%)
statefulSets el ("T3%)

19.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

19.1.1.1.98.1. #&xh

19.1.1.1.98.1.1. K&

o MR
=43 KRR Uiy
activePrimaryShards int Elasticsearch B HEXE 2 &
%
activeShards int Elasticsearch £EBUER 2 F ¥ E
initializingShards int Elasticsearch & Initializing
Shards &
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=43 RE Uiy

numDataNodes int Elasticsearch SREMHIET R E

numNodes int Elasticsearch SRE M T R E

pendingTasks int

relocatingShards int Elasticsearch REMIEEAM 2 FHY
HE

status FRF& Elasticsearch S£8¥H9 L AR S

unassignedShards int Elasticsearch SREHIR D BRI
HE

19.1.1.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

19.1.1.1.99.1. f#k

19.1.1.1.99.1.1. KA
* MR

19.1.1.1.100. .status.logStore.elasticsearchStatus[].deployments[]

19.1.1.1100.1. &xh

19.1.1.1.100.1.1. B8
o A

19.1.1.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

19.1.1.1.101.1. ¥k

19.1.1.1.101.1.1. 2k &Y
o MR

19.1.1.1.102. .status.logStore.elasticsearchStatus[].pods

19.1.1.1.102.1. $#uk

19.1.1.1.102.1.1. 358y
o XIR
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19.1.1.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

19.1.1.1103.1. sk

19.1.1.1103.1.1. K&

o A

19.1.1.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

19.1.1.1104.1. #ixk

19.1.1.1.104.1.1. 58

o A

19.1.1.1.105. .status.visualization

19.1.1.1105.1. #ik

19.1.1.1105.1.1. K&

o MR

Bt el

kibanaStatus B (mI3%)

19.1.1.1.106. .status.visualization.kibanaStatus[ ]

19.1.1.1106.1. ##uk

19.1.1.1106.1.1. KB

o A

Bt e ik

clusterCondition KR ("T3%)

HBE FRER (7T3E)

pods FREB (®I%) Visualization ZHFHIEA

Kibana Pod BIR7S
replicaSets e (mI3%)
replicas int (mI3%)
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19.1.1.1.107. .status.visualization.kibanaStatus[].clusterCondition

19.1.1.1107.1. H#isk

19.1.1.1.107.1.1. 2k 5y
o XIR

19.1.1.1.108. .status.visualization.kibanaStatus[].replicaSets[]

19.1.1.1.108.1. ik

19.1.1.1.108.1.1. Kk &Y
o A
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85 20 E RiB&x
YARERE LT BRICF P EAERAARE,
a3
1 R] LA P 53 AR ST R AN BN R
Red Hat OpenShift Logging Operator

Red Hat OpenShift Logging Operator 24t 7 —%H API, FBTFREINARRE. EMEEMAEITEEN
EEMELAL,

BE X R (CR)

CR & Kubernetes API 93 &, EfRERSICKMBER L, EALIEE X ClusterLogging #1
ClusterLogForwarder B & . F5iE,

E Ly b
EHRBEBRE—1 pod, B OpenShift Container Platform E4, BfABFICKEKERE.
Fluentd
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