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1. XFTm

T AR Kubernetes £ HIENFEH.. Worker TV RIEEBMIN FATEFE RS, 94 pod. control
plane T mIn 1Tl Kubernetes &£B¥FTFEHIARSS. 7E OpenShift Container Platform H1, control plane
RAUNEE B TEE OpenShift Container Platform 2 Kubernetes BRSS.

EEBPIZTIREMBRERMNT = %Ezls;:ﬁ%”ﬁr“ﬁﬁfir‘ﬁ’]gzﬁ YE. 7 OpenShift Container Platform
A, BELLETERT A Node X Rifn], BIEFMIEIET R, HA OpenShift CLI(oc)sK Web 12FI&
&R LATE T s EHUT AT E,

mE LU E M 1 T 471217 pod 3Rt Kubernetes 12 17H 1R,

AL fThF
BRI 1 5217888, Kubernetes 12#t% N2 17HS, #0 containerd. cri-o. rktlet #1 Docker,
Kubelet

kubelet 77 m _LiIZfTHIXENASE ., ©HERE XHNARSREBENBEIEEZTT, kubelet HRR4E T/E
T RS EREIRE, kubelet gﬁlﬁl%um%%ﬂﬁ#’ﬁﬂﬁﬁo kubelet BI2{VH Kubernetes HlIEEMA
%%Q

Kube-proxy

kube-proxy TEEBMENTT R LiZ1T, FHYEF Kubernetes BB [HIHIMLSHE, Kube-proxy AT MR
ML EME PR F R 15 A,

DNS

£ 2 DNS 2— 1 DNS RS 28, ©1 Kubernetes fRS51R#t DNS i 5%, H Kubernetes BB S
1EH DNS #ZHEHE18 S 1t DNS iRS 25,

| - dl
O Cloud connector ' Q -

Cloud

Kubernetes Kubernetes
control plane node worker nodes

Kube-controller-
managers O

i e Kubelet1 Kubelet 2 Kubelet N
4> Kube-apiserver :
— +—
eted i —Pp Kube-proxy 1 Kube-proxy 3 Kube-proxy N

Kube-schedulers

TEHURVE
W EME, B A A LA FF & A FIKREX OpenShift Container Platform &A1 s BI(E 2o



o JSIHERHHHIARE T o
o KEITRMMEXER, WIANEFMCPUMEAE. R, RKTMER,
e FIHT R EZITH pod,

EERME
ERNEEA, EALLBN L MESHEAHTE OpenShift Container Platform SEEF &R

o NINSKEFH T i, % =N AT Node W RBVH(EN, & LA AR RIEH pod AR,

o FRHBEE XHIRE X (CRD) kubeletConfig X RE X 17 mALE.

o FET mUATFHEZILFE pod. EH Ready REHIEEEE worker 7 mEBVIASIF pod B,
control plane T %A ; AT LURITIF worker 1T RECE N AT IE, FIF control plane 17 AL
BT LU,

e f#if system-reserved K& /) TV OB IR, WAILLARVF OpenShift Container Platform BzR
E T B fE system-reserved CPU fINEF IR, WAIUFIREH N T R BRERIR,

o RI\ETREMCEZAKE. BEREIFHE, REAE TR LEIZITH pod BE.
o fFM pod RKEMREZEMERFI TR

o B FERAITEINGEMEEHER, MEFHFMERT R, EMRNERPMERT R, BolEEHE
TR EBIFTE pod, REFIIMERZT <.

BoniRiE
OpenShift Container Platform R Z#F A FAEET & ; EAVEEA, ERET R EHITUTES,
FEEESN. NARERE, HFAIFLZARRBEFIINE,

e fEF Node Tuning Operator, NR/E—EFNARABNS RN BRRFEE T RIGIBIMERENL
1t

o HTHELEATLSRLMELE, LURIY kubelet 1 Kubernetes API fRS5 28 2 [F]BY&E 1S,

o FATIIIIBERETRELBIZITEAES. BAUNRHERATFIIEERIERZEFME, &
BN R EIZ4TEHEICH pod, ‘E%EFEE? REERE I,

o (RN BISER T R FR. e LB R LM B 88 LURAE R EETE121THI pod 8| FRYEL K
KR T REBIT

o E—éﬂjﬁ"ﬁqﬂmﬂﬂp\]*ﬁ%ﬁ
® fF OpenShift Container Platform &EE B NEMLE1% (Li2 worker W) B worker 17
=, WFEARXRTE OpenShift Container Platform 5£8¥ B A L2 worker 17 mBOBkiL, UKk —LL7E
TLFE worker T R LB pod B EE, 1HSRIEML L5 ERITE worker 17 5,
1.2. XF POD
pod BT EHEBEHN—NHNLIERER. FHNEHEEA, EAILUE Y pod, NEDEBREESFHEN
EEMBET R LEiE1T,. RERBRIEMIZIT, pod MRIZ1T. 7 Pod #ENHEITE, BLEERES.
f#M pod I, WAILHATH—LRFEIE -

CEEURAF
ENEIEN, A LU UM ESSSRIRERE 8 pod ER -

[
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o JIHSUIEXE pod, BIEREIFH. ER. HIRTHEREFRER,
e % pod HEZIT, #1 CPU, REMEFHEHEE,

EERME
LU ESHIERB R T B2 5 i{A7£ OpenShift Container Platform &2 &1 pod,

e {#f OpenShift Container Platform i a] 8= 2 i EE ThAEIEH pod T :
o TImREl pod BIFEEMMI, 40 pod KREME, 7 RRREME F1 KK,
o RIRERIERESR,
o JFmHAMR,
o Pod fR 2R,
o ZNHE,
o [ZiE descheduler LURIEHRFESRBEILIR pod, LMERERRFE pod EFAEEIESEN T R,
e FEE pod MNAfEM pod #HIRER BT H, REEFHEIKE,
o [R#lpod EWHOFMALRE.

o MEF pod BEIRFVEMN RAPRMAZIEE. B pod FAAIERREANBEHXHRS. B
FHR B ; A LUERSREARERREIE,

R iR
& B LU#E A OpenShift Container Platform FRIRHHIEF T EFThEE, B|RMMMER pod, LI TFERIES KR
FAXET EMINEEREFHEE pod,

B BZER

BIRFHERA pod EAB T &, FhE B LAER pod A B ST BREEEE
IZ1THY pod /MR AEE, LUK pod
BB CPU ERAXFRNFHERE, Bl
A pod ERAB T &, ERILEZNT &

pods

LRMFEFEE pod BEN4EKES. EEOAMALANG  FEHEELR, B REHRMEREX,
EAEE pod B3 REEFHMF AERF
BFHlRo

ERNFFLAANG, EAEE pod BEY BEK
1R pod E& AEN AT ARSI TR, Ak
2% pod HEZIEBE pod TR KIEM
TR

i A HR AR AT A BR BEIR B D M), Administrator iRt RET R (kubelet ®94ER) Eiz
1789 gRPC BR%5, A TEEFFEMEMTT
o R ERZE dEM, DURHM—HAT
BAERARR AR, BRSSP ERENS

B



B i D BZER

{5/ Secret XI5 [ pod 1R HBUREIE. Administrator BYENARFEEHRER, MEGFA
P, & LUEA Secret X RN AR
FF pod 1Rt RE R,

1.3. xF&%H

A 23 OpenShift Container Platform N ARRFHEARH T, CHNARRFRESEEWI, FEH it
X_Cﬁ:—ﬂﬂ@o ARRUTEIMNERN—HENLS N EBEE - MRS 2R BN (VM) HIRABERAE

Lo

Linux S RAZ—HRERNG, BTREZITHIIRE, (PREXHEENFRIREUIN, FAEER,
A LR Linux Bas EHUTEMES, B0 -

o NXHEHE—NBRHEPIMBEHREH,
o RVFAIEF API R,

o TEARBAHHITIEERS,

o (EMIR O ARV A2 HHN BER,

OpenShift Container Platform 12415 Init B2ME AR, init RRETNFARFEARZANSTT, AU
ENRAREFRERPREENIESIZERAR, Al LEEE pod WEKE S 2/, ER Init BSFHUTE
%Q

BRTET R, Pod MBS LHITREMESHN, ELAIEAEA OpenShift Container Platform &EafREE
EENALN ARRE pod BT A,

14. X F TR MBI B POD

OpenShift Container Platform 12t T =#T 2, aTEFEIT BT = LW pod BE LUK D ERL pod BIFT
R,

Pod ERIBEZT B
Horizontal Pod Autoscaler (HPA) AT LURIEME T4 E FIiRHI 23 SR B BB R pod WERIEIR B Bh1E
hnskiE A & R 2R S AR B B B R HIE,
MEFEZELR, HSHER pod BB BB & pod,

B3 Y. Metrics Autoscaler
B E X Metrics Autoscaler AILMRIEARE T CPU SiREN B E IEMBE I8 Msm A EE,. BRE
£, BENUFEESELM pod #12.
MEBRLZER, BESHBEE L Metrics Autoscaler Operator #it ,

Vertical Pod Autoscaler
Vertical Pod Autoscaler (VPA) RILLE B EE pod FAASRILZITIORFI L AN CPU MIRERIR, FHiR
EBEm T RMEEEBEHTRRENE X,
MEFLER, HSHMFEREE pod B BBEIIAZE pod THREF,
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1.5. OPENSHIFT CONTAINER PLATFORM 7' & AR IER
UARERE N TE FARahERnEaARE,

Container

e~ MRENEATHITHRG, ©a8F TG REMEKTIT, BREPULRERS, RLLELL

EREEMEZTTAS, SEHEFRLIL2HIMER, BEEEFLXAREILRBRFIZIT,
SR E

#{R pod BIATE OpenShift Container Platform & & T m LIz 1T,

egress

@It kB pod BIRLE H UGRE T A B EEHZ TR,

Al
SFEERTRITRE, MK MBS ARREMELZITH Pod 51 BBIHR,

Bl Pod B3I & (HPA)
YE/ Kubernetes API BHRFN1ZRHIZ5 I, &R LAER HPA I8 EEEIZ1TH pod MR/ IR A E.
LRI LATERE pod ROZETHTHY CPU SkINEEAER, LB 4AE CPU SKREFERER, HPA &7 R4
] pods

AQ
E|—/ pod BIfE AR &,

Rk
BRMAHRE, FIOIB—DHEZ pod MR, FHBERIEEM pod BIITEH,

PR
ERLMERMRE (BDRER) RARFEENSRFE, W pod.

OpenShift Container Platform &£ H worker Hl283. 7R AT LR EFAL (VM) SR 2R,

Node Tuning Operator

& LU#E A Node Tuning Operator, {#f TuneD SPF 2B T R A MIMERE b, BRIET B
E S HERE AL IX B AR 41 P A IR T MR N B R R P THAMBE A28 E B TuneD sFIFHTE
., HENEFIHEREEBNME T RLIZT, BN TRESIT—1

BEIRSSES Operator

Pod
—NHENHFEHREFRR (WNBH P Htt) BEER, 1 OpenShift Container Platform &8 HiZ 1T,
pod @ Y. SENEEMZ/IMTEHRTT,

7B (toleration)

K pod AF (BFFE) AEIEARESRNTRH, BIUERARREEAAERFRAER
B R pod.

5= (taint)



153 1 ik

—PRONR, B—PHE, EMRREN, ([TRANBRALU—EIF, LUARFE pod FRFERFEX
BT R
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B 2E {EHPOD

2.1. fF POD

pod RHEFAIMBAR —EN LN —IMHE IR, HEARE L. HENEENSNMTEHTT,

2.1.1. T f& pod

NREBME, Pod ABMEHTF—PIEEN (MEHEM) . 81 pod 2EEBSHINER IP ik, Fit
WETEMIROZER, FHH pod RHESE A UHZH AR HEMMLE,

Pod BEmAEH, B IELE, BABINE-—TRLEZT, REFSHZT, EXFSRESENREN
HAbRRWMIER Iy 1L, RIFERBSFLEHACH, Pod AIFERHEMIFR, SARE TRLS AR BE8IV
I‘ﬂo

OpenShift Container Platform $§ pod EA& LA ARE AL ; FE21THIAI TTIEE N pod E L. OpenShift
Container Platform @3 4 L TIEM pod, BB EHNEME BN/ KEMBIREFCIE pod, ML
B, Pod B NEAIMFHN, FRESMHMUENRFERRS, Eib, pod @& RN BT EEIHIH
PHZRKREE, MABEBRAIEIE,

0% T A2E 1 OpenShift Container Platform T sENMIR K pod £, 5S4 "EEIR
]

Digk

H
[=]

52 HIHEH 2R B IR pod REETE T R AR B AR,

2.1.2. pod B &R

OpenShift Container Platform 6 Kubernetes B pod #:&, ©RHEEHMEBLAR —ENLH—PHZH
Ag, HETHE N, HENEENZNTE ST,

LI 23K B Rails MAMBSEELTH. ERFT pod NiFSHE, HPXSHEAH I UH R,
Rt X B AR R K

Pod R E X (YAML)

kind: Pod
apiVersion: vi
metadata:
name: example
namespace: default
selfLink: /api/v1/namespaces/default/pods/example
uid: 5cc30063-0265780783bc
resourceVersion: '165032'
creationTimestamp: '2019-02-13T20:31:37Z'
labels:

10



app: hello-openshift ﬂ
annotations:

openshift.io/scc: anyuid

spec:

restartPolicy: Always g
serviceAccountName: default
imagePullSecrets:

- name: default-dockercfg-5zrhb
priority: O
schedulerName: default-scheduler
terminationGracePeriodSeconds: 30
nodeName: ip-10-0-140-16.us-east-2.compute.internal
securityContext: 6

seLinuxOptions:

level: 'sO:c11,c10"

containers: ﬂ

- resources: {}
terminationMessagePath: /dev/termination-log
name: hello-openshift
securityContext:

capabilities:
drop:
- MKNOD
procMount: Default
ports:
- containerPort: 8080
protocol: TCP
imagePullPolicy: Always
volumeMounts:
- name: default-token-wbqgsl
readOnly: true

mountPath: /var/run/secrets/kubernetes.io/serviceaccount G

terminationMessagePolicy: File

image: registry.redhat.io/openshift4/ose-ogging-eventrouter:v4.3 ﬂ

serviceAccount: default 6

volumes: Q

- name: default-token-wbgsl
secret:
secretName: default-token-wbgsl
defaultMode: 420
dnsPolicy: ClusterFirst
status:
phase: Pending
conditions:
- type: Initialized
status: "True'
lastProbeTime: null
lastTransitionTime: '2019-02-13T20:31:37Z'
- type: Ready
status: 'False'
lastProbeTime: null
lastTransitionTime: '2019-02-13T20:31:37Z'
reason: ContainersNotReady
message: 'containers with unready status: [hello-openshif]
- type: ContainersReady

8 2= §H POD

1
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O 00 © 99 6060 9O

12

status: 'False'

lastProbeTime: null

lastTransitionTime: '2019-02-13T20:31:37Z'

reason: ContainersNotReady

message: 'containers with unready status: [hello-openshift]’

- type: PodScheduled

status: "True'

lastProbeTime: null

lastTransitionTime: '2019-02-13T20:31:37Z'
hostIP: 10.0.140.16
startTime: '2019-02-13T720:31:37Z'
containerStatuses:

- name: hello-openshift
state:
waiting:
reason: ContainerCreating

lastState: {}

ready: false

restartCount: 0

image: openshift/hello-openshift

imagelD: "
gosClass: BestEffort

pod AT I1 £ —DNHE ML, REEAXEREE —MREEFEFMEESH pod, RELL
¥/ {EA NV RTZ1E metadata 851,

pod ER KRS, AREMI(EA Always. OnFailure #1 Never, ZRiA{EH Always.

OpenShift Container Platform ABRBEXL T —1MRELTX, EERERITEENFINARFKZ
17, NEURMEAF F0i217, FF, RALTXHRGIMLEGR, BEE A ALUIREREHTE
%o

containers I ESFE— 1M HZ N AR E LA,

ARHFECERRTEINABEEEBHMAE, EAGF, B—NMBTAREENEIENDTE, ZE82R
& registry X OpenShift Container Platform API % i KFrH 8,

EEZEN pod RHNE, BEFAEREBREL, TEEHREE root. / HENMASHERNEM
HBE, MRAHFEEVAR, WRIIMFENENRS (MNEVE /devipts X4) . £ /host
HENZZEH.

pod FHENRRFEH B DA RHGAITEGE,
pod %f OpenShift Container Platform API & B iFRK @ —FtL 8 aE=, FIA—1

serviceAccount FEXIETE pod T & HiE K8 AENAR S5 - A P SR T B EE, XAILUABE
BTG H A TR B RE AH B T [R]42R 1

pod E X T AIMERBRFERNEES, EXHIF, EHEERIARSIK SR secret BRM—1
I %,

MBRFEEEXHHIRFAMEBHINE pod, NLXLE pod FIRERKIL, EFIREFE BER KT HF 88
B3, MEBRZEL, HESHAE OpenShift FERAER S XTI AESN, N4 pod Tk
fEBhEE &5 A REMN A k52" Ready " KA ?


https://access.redhat.com/solutions/6221251

8 2= §H POD

Itk pod & X A& 3$EF OpenShift Container Platform £ pod Sl H FAHEEMAREEIIE
FTHIEM, Kubernetes pod XA AN T pod HITHEEF AR,

2.1.3. Hfh ¥R
o WMEHRX pod MIEHMEZER, HS W T M AN T BG4,

2.2. &&F POD
ENEER, ERLEBEREN pod, FEEXLE pod N ERMEERES,

2.2.1. XF pod

OpenShift Container Platform 8 Kubernetes B pod #1:&, ©RHEEMEBLARE —ENLBH—PHZH
A, HEITHE L., HEMNETENZ/NTEY T, WNARB/ME, Pod KEMEH TR (WIEE
) .

R LIEE SR ET B KB pod FIXR, HEEF pod WERBERST,

2.2.2. EFTBEHH pod

A LLEER S L1 H R pod Ik, SIFEIARK. HRPRE. ERREA pod BIFE-,

i
HEHIEHB pod :

1. BB R E -

I $ oc project <project-name>
2. BT 6 S -

I $ oc get pods

4N -

I $ oc get pods

=1

NAME READY STATUS RESTARTS AGE
console-698d866b78-bnshf 1/1  Running 2 165m
console-698d866b78-m87pm 1/1  Running 2 165m

7NN -o wide FRIZREE pod IP #HEFN pod FRFERIT s,
I $ oc get pods -0 wide

i th = Bl

13


https://kubernetes.io/docs/concepts/workloads/pods/pod/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/storage/#understanding-persistent-storage
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NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE

console-698d866b78-bnshf 1/1  Running 2 166m 10.128.0.24 ip-10-0-152-
71.ec2.internal <none>

console-698d866b78-m87pm 1/1  Running 2 166m 10.129.0.23 ip-10-0-173-
237.ec2.internal <none>

2.2.3. &5%& pod HESIT

BRI RS pod WAEST, XEFIMERBNBHRME T IZTHIME, XLERELITEE CPU. RFM
RN E=N

FoRFM

o XA cluster-reader PR F e EERESIT,

W% Metrics FREBEBERES011,

I $ oc adm top pods
flan :

I $ oc adm top pods -n openshift-console

=1
NAME CPU(cores) MEMORY (bytes)
console-7f58c69899-q8c8k  Om 22Mi
console-7f58c69899-xhbgg  Om 25Mi
downloads-594fcccf94-bcxk8 3m 18Mi
downloads-594fcccf94-kv4pb 2m 15Mi

2. BITUTHS, UEFHEIRERN pod B840 :

$ oc adm top pod --selector="

WA FET IR R T RER S (REEH) . XfFF=. ===
fBlgn -

I $ oc adm top pod --selector="name=my-pod'

224 EEHWRAE
_.”«J\E OpenShlft CLI (OC) 1 Web *W%JA':'JKE%** /ﬁE’J E Tho IL;\}‘AE ,L.\E’J]:ﬁB_EHEJ:kaL

FRFM

14



B 2% /M POD
e jj[a] OpenShift CLI (oc) o

miE (VD)

1. 7£ OpenShift Container Platform #HI&H, Sfi%) Workloads - Pods, Zi@iTEEHER G
RSME pod.

p= Y=
Detalls ﬁﬁqﬂ?ﬁﬁ] Logs %ﬁ%

2. MTRIFHREE—DNIE,

. RIBEFHER pod ETR,
4. = Logs,
mizE (CLI)

o HENRTE pod WHE :
I $ oc logs -f <pod_name> -c <container_name>

He:

-f
Al IEERE RS EBEEE R HEPHAR,
<pod_name>
187 pod IR,
<container_name>
Ak IEERBMAT. L pod EES/NBEN, BRIIEERRAM.

flan -
I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

HHMEEXERS,
L ﬁ%ﬁi%l@ﬁ’] E o -

I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAEH.

o -

I $ oc logs deployment/ruby
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MBS HRA,.

2.3. 7 POD E¢i& OPENSHIFT CONTAINER PLATFORM £#t

ENEEA, AN pod BB SMEIER,

BT BREESNET, BAUER—LEIENFLARREEFNIME, Fl0, pod BHENBITH,
RIGAEFFEHEN pod 1217, M ER T NRIZIT—RE pod, BREl pod AT LUMFERKH H, Uk
S0 FE FR TR LE pod R EHZET,

2.3.1. Bt & pod E/E BRIITH

pod EJFZKIERE T OpenShift Container Platform 1£1% pod IR 2538 I VE B AFPIL,, 1% 5RI&GER
F pod HHIFTE B 2R

ARERER :

e Always - 1 pod #E /52 71, RMEMIERE (10s, 20s, 40s) TEIZHES pod IR
HHAZR (K528 . BIAED Always,

e OnFailure - M ERERE (10s, 20s, 40s) FEFIZEIHXERE pod FEMBIREE, LERB S 2
B,

e Never - REIRE/H pod HEREFKWHI R, Pod ILEIKWFHR L,

E pod HEBNENTEE, % pod KIEARBEEFH—INT R, XEKE, TE—MEFZFFTEEME pod
ETRKWEEE :
FERIZR R R

MNiZZZ IR Pod (fBlgN, #tEiT . OnFailure = Never

=)

RNZEIER Pod (150, Web BR S HI3EHI25 Always,

%528)

BENBRVIHEIT—1H Pod PR EE T=

1R pod EMAZRKINEBSZKEEIX ) OnFailure, Nl pod RREEIZT R LHBEHEohER, WRE
FREBRLF/EHED), 1EEMA Never EfSREE,

INREEA pod KM, OpenShift Container Platform &/AEI—N#T pod. FF A A G A iR b FATEFF AT BE
RIEH pod FEEHIER. FHE, NABRESICEBIUE ST EMNIEN X, PiE. T2EmESE
R,

p= Y=

Kubernetes RIFERB ZIRHUEM AT FinR. BTRHEENN, kubelet RFFLE
OpenShift Container Platform &5,

MREZTREERRTASE, FAIEERASRUEENRRZERRN., NREFTIMNEH
—HREER. TRIUEERENEHTIT AR TRHEENR,

16
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INFE A T 2 OpenShift Container Platform #{AI {5 F 5 KN AR HERHIE 5 2KBE, 1S Kubernetes
SCAE AR B RR S,

2.3.2. [R#I A 4t pod {F AR 5

R LA pod NAMRSS EREES, ARRFIEATANT, HORE (Mpod FH) HIREEBERAL
H, NEBERERNERN EZFHES. AQRE (EA pod F) BTG EHHABESITLE, LUE
BROMA IR, B pod N ABIREIRSFMEAM pod BIT 5,

i =
PRI pod BYHF TE :

1. AEXTRE N JSON X4, F{FEM kubernetes.io/ingress-bandwidth #
kubernetes.io/egress-bandwidth X fZIE EHIBRERE, F, I pod HAFA O FRH
5 10M/s :

32PR Pod XRE X

{
"kind": "Pod",
"spec": {
"containers": [
{
"image": "openshift/hello-openshift"”,
"name": "hello-openshift"
}
]
b
"apiVersion": "v1",
"metadata”: {
"name": "iperf-slow",
"annotations": {
"kubernetes.io/ingress-bandwidth": "10M",
"kubernetes.io/egress-bandwidth™: "10M"

}
}
}

2. BEAXRE LA pod :

I $ oc create -f <file_or_dir_path>

2.3.3. TRW{rI{E A pod HEFTIE RIS E L /IIE LM pod HE

pod FBTHESRIFERVEITIZEFPIEE pod WL LRSI, MR mLLHFTH

PodDisruptionBudget 2 — 1 API X%, ATHEEEE—NEILTRHFELNEIFANTR/NEENE S
tbe FEVIE ARFATIXEIEN T RYET (CRIZERERE R ANER) Bk, MAEBRIR (M3ETR
KM B EMIX LT E,

PodDisruptionBudget % RHIEZE LA T K EEB DA :

o FRZ LS, BI—4H pod BINRE A,

17
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.

o TAML, FREELIEN AR pod WEE :
o minAvailable 2R A AR pod BIEKE, BNMEIEFRBTHAAtL 208t

o maxUnavailable & AR ¥rHAE] AT AT A B pod FIEE,

Available 592 E4 Ready=True #J pod #{&. ready=True F5HI2HEIZARSSHE KM
pod, FRRINEIRRA PTECAR S5 B9 7 B At AR,

fF maxUnavailable 5 0% =X 0, minAvailable 5 100% X% FaIA%, (X% ER
BEPELETT mBEZE R,

Digk

H
[=]

XfF OpenShift Container Platform FREYFT AN 2E2 &, maxUnavailable FIERIA
KERE 1. BWWEREFTIIME, B—RREH — control plane T, X F
control plane i, EREFHXMELH 3,

BRI LMERL T e SRR ERB B pod REFTIE :

I $ oc get poddisruptionbudget --all-namespaces

i tH 7 B

NAMESPACE NAME

MIN AVAILABLE MAX UNAVAILABLE

ALLOWED DISRUPTIONS AGE
openshift-apiserver openshift-apiserver-pdb N/A 1 1

121m

openshift-cloud-controller-manager  aws-cloud-controller-manager 1 N/A 1

125m

openshift-cloud-credential-operator  pod-identity-webhook 1 N/A 1

117m

openshift-cluster-csi-drivers aws-ebs-csi-driver-controller-pdb N/A 1 1

121m

openshift-cluster-storage-operator  csi-snapshot-controller-pdb N/A 1 1

122m

openshift-cluster-storage-operator  csi-snapshot-webhook-pdb N/A 1 1

122m

openshift-console console N/A 1 1

116m
#...

IMRXRLG AR ZEDE minAvailable 4> pod EE7EiZ217, Il PodDisruptionBudget #1112, #EidiX
—RHIFIEA pod EB AT #HEAKER,

18
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- RIFIEW pod LN SEERE, TRERKEN pod FETFIEERMBIREAEL % pod,

2.3.3.1. A pod TS HEE N HAELMN pod BE
& A LUE A PodDisruptionBudget X 5§ 318 & X — i M M AR FELMNEI AN R/NHESH B D L.

pe 3
L

BLiE pod FBTTIE :
1. AR T RAIBNRE CRAIE YAML X4 -

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2 @)
selector: 6

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HH—&F 493

9 WREIN AT &R pod E., XA LIREY, HWAUREEELLHNFRE (4
20%) .

9 W —H BRI ITHORR A #1), matchLabels #1 matchExpressions B4 R 7125 F 2EA
B, BEEFETBPNARAE pod, MESHILENZE, 0selector {}.

HE

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: 6

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HH—&f 493

RN TREFEAMNREH pod HE., XAUZEY, LALREERDLNFRE (40
20%)

O 9

X —2H BHRIFATRPRZ A1, matchLabels 1 matchExpressions F45 R1EZ 5 E RIS
B, EEFETEPARE pod, MESHILENZE, 0selector {}.

2. BITUTHS, HARBMETES
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I $ oc create -f </path/to/file> -n <project_name>

2.3.3.2. AAERMN pod 15 EIXERREE

LHIREA pod HETIE (PDB) RIFEEM BN B LD pod ATARS, EILATLUE KPR EER pod B
{¢O

ERLUARELA TR Z — -

IfHealthyBudget
REERPONARERESERPEN, ST00%ECTFRERINERN pod F 8RR,
AlwaysAllow
FTILBEINE pod FETTIEHRRIRY, BTENEERELFRERTH pod ZBRTLIKIKRR, LSRG AIAS

BhIX R IR BB RN FIFR R, 1 pod 46 F CrashLoopBackOff (R 55 % & Ready A SHIN FHF2
J%O

2 E# 1R 1E PodDisruptionBudget X5 #4¥$ unhealthyPodEvictionPolicy F & iXE /)
AlwaysAllow, LMEET mBFRHRXRHIREE RN BRR. BRAMTHESRHNARE
F pod At FREIRE, ARETF B2k,

it =3
1. 4% X PodDisruptionBudget %7 ) YAML X, FIE8EREREM pod IKFRHEHE :

pod-disruption-budget.yaml X #l

apiVersion: policy/v1
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2
selector:
matchLabels:
name: my-pod
unhealthyPodEvictionPolicy: AlwaysAllow ﬂ

4% IfHealthyBudget = AlwaysAllow /E 3 & pod BIIRPASERS, 4
unhealthyPodEvictionPolicy & H 22, EK1L7 IfHealthyBudget,

2. BT T4 42 PodDisruptionBudget X :

I $ oc create -f pod-disruption-budget.yaml

HITE, Wi 7T AlwaysAllow FEER pod IXFREEEEHY PDB, &R LIBEZE Y s FIKERSZ L PDB R8I
FE2FH pod.

Hth BHR

20
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o {ERTHEE 1S FRThEE
e Kubernetes XHABIA(EE Pod JXFREEHS

2.3.4. fER X pod B 1EMIFR pod

BERVRODABN TEBETZESRLFMSEXER, BElAEENEE T /AMIFETTRLZIT. MR-
MNREM NG RIKPR, ERTRERKFLEESTIRE,

FRC R KB (critical) B9 Pod AR VFHRIKER.

AR
{8 pod B h <5 pod :

1. 6/ Pod spec i HIIER pod, FHEE system-cluster-critical {5k :

apiVersion: vi
kind: Pod
metadata:
name: my-pdb
spec:
template:
metadata:
name: critical-pod
priorityClassName: system-cluster-critical ﬂ

Q YA E] T REEBREY pod BIBRIAIE SE2K.

te4, X FXNEEMEREZ(EIELHENBIRM pod, ATLAEE system-node-critical.

2. A pod :

I $ oc create -f <file-name>.yaml

2.3.5. HEATAREXHFNFTAESBE, ALUEHD pod BIHIIENR
MBEHEESEEZ MM (~1,000,000 HE%) , EHRESEE pod B HH] I,
X 2R N YEFHBET, OpenShift Container Platform & TR REN BN BMAAE IR, LATE
pod #J securityContext 3§ EM fsGroup, * FAREE, KMEMBRAAENFAPPRATEESRIEEFEN, M
M5 pod [FEhIEHIE,
8] LU B A LA T I iR 5 Rz — kU5 X N EIR -

o FRHZRLM ETXAR (SCC) Bkid & SELinux EHFFRIC.

e {#F SCC AH fsGroupChangePolicy FE% k1%l OpenShift Container Platform 1 EFE RS
BIFR A AT BRAY 75 =X,

e {#FH Cluster Resource Override Operator B#8 f SCC BT SELinux EHHRic,

o (FAEIZ1TH KRBT BB SELinux EH L,
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FEZER, HZHE OpenShift FEAEARSXXHFITEHFAMEEH, Nt4a pod TiEEDIEH M
REN A E LI Ready" KA ?

2.4. M POD @ Bz B zhT & POD

ERFRENG, EEILMER pod BB B (HPA) K5 OpenShift Container Platform 0 #R4E M
BTESHIHZSRNE BB pod WERIETRK B 518 INs4E /%2 S FIIEH R BB R ENE, EH
LINERE. BEMRE. BlAK. SHEHSRIEREELUE HPA,

BXRIREEBE UEIER pod BIER, ESHETEE WEIRBZT & pod,

PRIEFRERFE R A EMY RIZARITH, BNEILER Deployment X K3
ReplicaSet /&, MIFERXLENRNESZER, HSH THRIE,
2.4.1. 7% pod M BT &

IS LB — pod R BT BEIBEMEEIZITH pod WER/NIZAE, LUK pod BBHR CPU &
ARFKANEFEFERE,

EQ T pod #EBEHT EBRE, OpenShift Container Platform &FFIAE 1] pod £BY CPU I/ AE K
TRIEIT. ZXLEIEIRA AN, pod MAIBIT BRITELRITEIMERRSAMHEERARNILE, FHEN
i B, THMAEREERHTH, BrTEEEE W2 R F B RiER.

T EhEgs, XMEREES S HERISMBRIANN, NTHRERE, MNEESSERBENRIAIT
BARL, SER, BiEBIUN AT Complete I ERHIRFTERE.

OpenShift Container Platform R BB FIRISR, F1EEFRBISHEHIT RSV ENBShEMR, Lt
NEEBhit 2. F unready RS pod E9 BN EE 0CPU AE, B BEHREN KRB XLE
pod. &EEHMIEIRH Pod EY BT EH 0% CPU BE, T4 EAR 100% CPU AE, X7 HPA &
FURPREESWREENE, EFERAXMEE, ELINEBMEERERBER pod EEEHHLE.

EfEM pod EEBY &, BNEHEEALINEZERRE T REREI.

2.4.1.1. X FMiE
pod MBI BXFLL TSR :

%* 2.1. {6%5
i1y ik API [RZ&
CPU = B AR CPU AR, ATLLAXITE pod  autoscaling/v1, autoscaling/v2
MEiER CPU B2 .,
RNEERE ERAREE, FLIARITHE pod WEIF autoscaling/v2
KWEFEE DT,
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BE

NFEFAENBIAENR, RFRELISEIAKZELIERFE N, FHEMS -
o MMBEIAHE—ERFTHEN pod WREF (TIFE) BAELEHKRE.
o HVBAH—ERFEED pod WRFRELKIES,

{8 A OpenShift Container Platform Web #£&I& &N ARRFHNRNEFTH, FHBRNAR
FiEERETAREN B Sh4E Mani R iX L& K,

LUFRBIERT image-registry Deployment % REIE T B, #IEHMERE 3 1 pod. HPA MR &
IMEIRINEI 5, 1R pod B CPU BE1A%EI 75%, pod &I&INE 7:

I $ oc autoscale deployment/image-registry --min=5 --max=7 --cpu-percent=75
=1

I horizontalpodautoscaler.autoscaling/image-registry autoscaled
image-registry Deployment X &8 HPA ;=f5l, Hrh minReplicas #i%iE N 3

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: image-registry
namespace: default
spec:
maxReplicas: 7
minReplicas: 3
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: image-registry
targetCPUUtilizationPercentage: 75
status:
currentReplicas: 5
desiredReplicas: 0

1. EEMERFRE

I $ oc get deployment image-registry

BBEHRINEER 51 pod:

i Bl
NAME REVISION DESIRED CURRENT TRIGGERED BY
image-registry 1 5 5 config

2.4.2. HPA U TEIRIE ?
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pod EE BT B(HPAY BT pod BE EN#E., HPA RIFELIENESHE —HABIENT R, 4
BTEM CPU N REARBITR, HPA £Bh2MsE Y pod HE,

2.1. HPA B 5 T 7%

Horizontal Pod Autoscaler

Replication Controller/
Deployment Configuration

v
Scale
|
v v v
Pod1 Pod 2 Pod N

HPA Z Kubernetes B3I & API ZHA Y API 51iR, Bl BImATHEHES, ERTBEHEREKIAN 15
., TELLHAE], 24183 IRRAIRIE HPA B YAML XH4FRE YA CPU. REERESME T CPU,
NEFERASE, EH2REESR N HPA NEFRIE pod EKEEEEA pod HiRIEN: (40 CPU A
7) BEIRIERF) FRIER,

MBWETFEREBW, ERSRSSFBREINNED pod RSB EFTRIERNEDLE. RE, 2H2S
EFEFABTR pod EHFIBER, FER—NETFHEBAAEEIREAILLE, HPA BLENM
metrics.k8s.io FREX¥EFR (A metrics RSG5 831H) - BRTFIBIMFABEISMER, BIAMNBEEY B—4H
Bl A8 (8] = B,

ﬁ -
' ZELW HPA, FABE BT pod B IIEHASR LEXE T — 1N HIRIEK.

2.4.3. = FiE KR E!

FERFEREN pod HABIBEEMNFIRIERK, RAHEERN pod MEEIHDT R, kubelet suBIHFTEN
AEREENFIRRE, J«/LE%{%%\“%ETJbItFﬁFHﬁ HHEERIRS, kubelet IMREFFHZARERBIRI B
TREVIE KEE,

g0 A B IR B A 2

£ pod MlA&H, EREEFIRIER, M0 CPUMIRTE. HPA ERALLISERAERRMAEX, RET RE
PRE4E .

flgn, HPA X RERITHEINR :

type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 60
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FEARFIH, HPA R pod BITF ARFRRFTE scale BIr N 60%, ERAXRZLRIFIRERES pod IHKAEY
R AL,

2.4.4. R1ESLER

T pod #B AR E BEIR1H K

HPA #R#& OpenShift Container Platform &M 2 pod SXNFEAXREMBAEBORE. FIARET
BHENBRENTRIGEKNE 2L, BROTRIEKETERIIN HPA BIREMERE

ACE RN

£8[M pod BhY RiTTEH, FRERIRET BREMH, MAREKNAIZE, BE cool down FHE, LARA LI
FLMEIAKD), EALURTEE stabilizationWindowSeconds FE&$57E cool down period, AT &
BIFETMREFR BN, stabilization 8O A FREIGIAKAIKRD), B BREEERXAE O SRHERT AT

THARS, FHE RN TS BAEENER.

540, -~ scaleDown FERIETE T stabilization A :

behavior:
scaleDown:
stabilizationWindowSeconds: 300

FELEBIF, FE5 DEHREMBRSEIBRM S, WELRSHNERXE, BRILT REXEMERER pod,
NEMEMAZRFH pod EXEIE,

2.4.4.1. ¥ BRE

autoscaling/v2 AP 2 7F 181 pod M Bhy BRI 7 E&EHE, ¥ R A T1H OpenShift Container
Platform #&m B3 & (HPA) WY & pod T RRBAIFE R BEREN A BAT RNEERE
SAFE B O LR RE HPA I B S AA B ERER, LI LAE L —NEEEE O (stabilization window) , 7E
BRI E BRI, ﬁﬁﬁZﬁUﬁ%HﬂE’JHﬂt’”kj‘ﬂE?’“%U?ﬁEo SR LUAERNYT RAMAAES KRR, 3
RIBFERBIR VR E B FAYFLE SRR, AOA R LURIT TN B R EI4E M. HPA IR I R HRY & pod, A
EEUEERPHITT B (ﬁﬂ%m%)

WAY REIRN HPA X RRHI

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory
namespace: default
spec:
behavior:
scaleDown: ﬂ

policies: 9
- type: Podsg
value: 4

periodSeconds: 60 9
- type: Percent

value: 10 @

periodSeconds: 60
selectPolicy: Min a
stabilizationWindowSeconds: 300 G

25
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scaleUp: Q

policies:
- type: Pods

value: 5

periodSeconds: 70
- type: Percent

value: 12

periodSeconds: 80
selectPolicy: Max
stabilizationWindowSeconds: 0

EET BRI AE, TR scaleDown = scaleUp, A<l 4 il B3 — N SR BR
E T BREE,
REFEBEBEESRERTRRPBERFEMN pod BESH pod BOLIHETT B, BIAE N pod.

HEERERIBPHBREE (pod BEH pod WEALL) BIREl, IR pod MEVITHEFEINZ AR
UN:SIER

AET BERHWKE, BIAEN 158,
BB D LB EIAE N 100%,

INRE LT ZANEKE, NTLREELERABNREE, IB8E Max FHEALTFRS BXMEKE, Min FEHER
YFER/NEWMERS, =¥ Disabled fALE HPA TERIE A AT B, ERIAME Max,

RTE HPA NiZEH EEFTHRR SN AR, FINED 0,
ABINT RO T SRS,

T REERRE (2 pod WEE) . § & pod BERIFINEN 4%,

" RBENRE (R pod WESLL) . RESHT BRIEINMED 100%.

0O000 9900 606009

AR g R B

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory
namespace: default
spec:

minReplicas: 20

behavior:
scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Pods
value: 4
periodSeconds: 30
- type: Percent
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value: 10
periodSeconds: 60
selectPolicy: Max
scaleUp:
selectPolicy: Disabled

EXRBIF, % pod WBEKXT 40 1, NMIERAEFED LSRR ATHER. XMRETERKRDE, X
7 selectPolicy EE/,

INRA 80 /> pod BIA, EHE—RERE HPA £ pod H4 8 1, B180 4 pod BI10% (#R#E type:
Percent #1 value: 10 %) , ¥4i—2#0 (periodSeconds: 60) . X F TF—/N%E4, pod BEEN
72, HPAITEFIR pod B910% H 7.2, EXMEIEHE A8, XY 8 1~ pod. EEB—FEENRA,
BIERRH pod MEEFITEEL MM pod 2, L pod WEEET 40, ETF pod HRIEHL

A, BRNETF pod WBUERATETE D LLHIEIE, HPA BRIED 4 4~ pod (type: Pod #1 value:

4) , #%:30% (periodSeconds: 30) , EZIFI&K 20 M EIA (minReplicas) .

selectPolicy: Disabled Z#( At HPA§ & pod. MIRFE, AILLEI HERIAEHBESEFHEIE
HRFIIT R,

IMREE, EAILUEA oc edit n HEFY RIKHS :
I $ oc edit hpa hpa-resource-metrics-memory
i Bl

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:

annotations:

autoscaling.alpha.kubernetes.io/behavior:\

'{"ScaleUp":{"StabilizationWindowSeconds":0,"SelectPolicy":"Max","Policies":
[{"Type":"Pods","Value":4,"PeriodSeconds":15},{"Type":"Percent","Value":100,"PeriodSeconds":15}]},\
"ScaleDown":{"StabilizationWindowSeconds":300,"SelectPolicy":"Min","Policies":
[{"Type":"Pods","Value":4,"PeriodSeconds":60},{"Type":"Percent","Value":10,"PeriodSeconds":60}]}}'

2.4.5. {53 Web #2#| 502 pod HMRAB T &

£ web #HIEH, ERILOE— pod #EAB 3T B(HPA), FATIEEZE Deployment =
DeploymentConfig *f & _LiZ1TH# pod /NI AKE. TLAILIE XL pod BB IT CPU SXAEH

==Y

%i o
' HPA REEFRINEIVE N Operator #FAR%S5. Knative BRZ5 8k Helm chart —E8 3 BIERE 1,
P
£ web #25H& A HPA :
1. 1£ Topology M1 &, =i T mAFMER.

2. 7£ Actions FHi%3kA, 1%#¥ Add HorizontalPodAutoscaler 3£3TF Add
HorizontalPodAutoscaler & .,
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i 2.2. 0 HorizontalPodAutoscaler

©® ruby-ex-git | Actions v |

Edit Application grouping

‘ Health checks

Container ruby-ex-git does not have heal Edit Pod count
Application is running correctly. Add healt
Pause rollouts

Details  Resources  Monitoring Add Health Checks

Add HorizontalPodAutoscaler

Pods
Add storage
@ ruby-ex-git-56bb55d775- © it update strategy
\Z j4cwe
a Edit ruby-ex-git
Builds Edit labels
0 0
——a . Edit annotations
© ruby-ex-git GE® ruby-ex-git
Edit Deployment
@9 rubysexgitbapp © Build #1 failed (2 minutes ago)

Delete Deployment
| Generic Build failure - check logs for de

3. 7 Add HorizontalPodAutoscaler &R# /), E XA, &/NFHKRAX pod [R{E. CPU HINFHA
=, 3= Save,

==
MR CPUMNERENE, TeERES,
£ web ¥HI& P4 HPA :
1. 1£ Topology M1 #, =i T mAFNER.

2. 7E Actions FHI%3ke, %% Edit HorizontalPodAutoscaler 23T F Edit Horizontal Pod
Autoscaler R,

3. 7f Edit Horizontal Pod Autoscaler R/, Jitmz/NI&xRAK pod BRIELUK CPU HINEFHE,
K5 = Save,

£ web AP OISR pod A B T E&E, EAILIM Form #LEEIHLE] YAML 11
K,

1E web #2241 & FhfIBR HPA :
1. 1£ Topology 1K #, =i TV mAFMEMR.
2. 1f Actions THI5IZ&K S, %% Remove HorizontalPodAutoscaler,

3. EIAHEHE O R =T Remove fiFR HPA,

2.4.6. {5/ CLI1R#E CPU [ AZR0IZ pod M BT B
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{EH OpenShift Container Platform CLI, f&RILAMIEZE— pod R B oMY B(HPA)XRBohY BRILER
Deployment. DeploymentConfig. ReplicaSet. ReplicationController = StatefulSet 5., HPA ¥~
REZXRKEH pod, LEFEISER CPU HE.
p= Y=
PRIFEFE BT EIRE S A E ALK RIZHBITH, BNIEIUEFR Deployment % Rk
ReplicaSet % &,
HPA RTER/NRAKE Z FI@MANFE D BIAL, LURFATE pod MIEE CPU AR,
iy CPU FRERBY BE, ETLUERA oc autoscale 4, FHiIEEEBEEELAENAIZITH pod R

NRAREE, LK% pod WETREY CPU AX, MRKIEBEZ/IME, N OpenShift Container
Platform fR5588 &4 pod IF — 1 EIME,

ERMEREEE CPU E, GIB—1NFEBFr CPU # pod Rl HorizontalPodAutoscaler ¥ .

FoRFMH

EFH pod BEBEDT B, BHERSEANINCEIEBERE T EEER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R E EEE T 1815. WMREE 716, WEELFLUTRA, HEa
Usage T5IH T Cpu #1 Memory,

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

it Bl
Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/vibeta1l
Containers:

Name: wait-for-host-port
Usage:

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2019-05-23T18:47:56Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mOs
Events: <none>
A

i CPU RO pod A BT B :
1. HATUL T2 —:
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o EIRYE CPU EHAXRBDLLELEN, 1EHIIAENROE— HorizontalPodAutoscaler *f

%

$ oc autoscale <object_type>/<name> \0
--min <number> \9
--max <number> \6
--cpu-percent=<percent> ﬂ

A4, ER LR ELGEEN R/ BIARE.
EET RNMRKBEIZHE,

6@@ o

EERA pod BT CPU EAX (LUEKR CPUMBEDILERT)
R, M&ERRIAR B 76 R,

EBEZB VT BRI REBMEN, NRUWIFE, HEZEE Deployment,
DeploymentConfig/dc, ReplicaSet/rs, ReplicationController/rc, = StatefulSet,

ANRARIEES T

g0, LAF &4 57w image-registry Deployment 5 RIIB T B, #MHRHBEEI N
pod, HPA X RINF&/IMERINEI 5, MR pod B CPU HEIAEI 75%, pod [F&INE| 7:

I $ oc autoscale deployment/image-registry --min=5 --max=7 --cpu-percent=75

o EYREFTE CPUH, ENIANROEIZLIINTH YAML X4 :
a. BIE—NRLULLITRAIB YAML X -

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: cpu-autoscale 9
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/v1 6
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10 a
metrics:
- type: Resource
resource:

name: cpu Q

target:
type: AverageValue @
averageValue: 500m

ﬂ {# F autoscaling/v2 AP,
Q FEELL pod M B BXT REAFT,
© EEEHEBIRI APIARA :
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o XIF Deployment, ReplicaSet. Statefulset xf%, {#F apps/vi.
o XIF ReplicationController, f&f vi,
o XIF DeploymentConfig, f&F apps.openshift.io/v1,

EENMREE, WREEZ Deployment, DeploymentConfig/dc, ReplicaSet/rs,
ReplicationController/rc, 5 StatefulSet.

EEBRGREINRER. SRUIFE,
RN NRDBIFRE,

EE) BN NRREIFKE,

M FRFERZK, E/A metrics 2%,
4 CPU {#FZETE cpu,

WiE} AverageValue.

9O000900® o

fERABR CPU {HiX{& ) averageValue,

b. /& Pod ABN B :

I $ oc create -f <file-name>.yaml
2. Tk pod A BT REEEU/E -

I $ oc get hpa cpu-autoscale

i Bl
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE
cpu-autoscale Deployment/example 173m/500m 1 10 1 20m

2.4.7. /8 CLIRFENFHERRLUE pod MR BT BRIR

&/ OpenShift Container Platform CLI, f&aJLLEIE—1 pod #ME BT BHPA)RBET BIIA/
Deployment. DeploymentConfig. ReplicaSet. ReplicationController = StatefulSet 5., HPA ¥~
RE5 N KRB pod, LT RIEENFEHAFERE (TLUREREE, BAURIHFKRNAEESD

) .

$ a3

PRIEFERE RSB E M RIBEMITH, TNEWEE Deployment X R
ReplicaSet % &,

HPA B INFIE A &/ IR A E Z FRIAKE, LA pod HIEERFERAE,

WNFAFEFEAR, EOILIEE pod WR/IIHEAEE, UK pod WEREFHAFEFERAR, NMRKEER
/IME, ] OpenShift Container Platform fRZ528 &M pod K F — P ERINE,
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FeRFMH

EFH pod BEBEDT B, EHERSEANICEIEBREE T EEIER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R B EEE T 1815. WREE 716N, WEECFLUTRA, Ea
Usage T5IH T Cpu #1 Memory,

$ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-129-223.compute.internal -n openshift-
kube-scheduler

i o Bl

Name: openshift-kube-scheduler-ip-10-0-129-223.compute.internal
Namespace: openshift-kube-scheduler

Labels: <none>

Annotations: <none>

API Version: metrics.k8s.io/vibetal

Containers:

Name: wait-for-host-port
Usage:

Cpu: 0

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2020-02-14T22:21:14Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-129-223.compute.internal
Timestamp: 2020-02-14T22:21:14Z
Window: 5mO0s
Events: <none>
it

RIFEAEFEFEARLE pod MEBEDT B :
1. AUTz—AlE—" YAML 30 -
o EYREEWNEE, ENUAEXRUELRLII TH HorizontalPodAutoscaler X £ :

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory g
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vi e
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10 a
metrics:
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- type: Resource
resource:
name: memory Q
target:
type: AverageValue @
averageValue: 500Mi m

behavior: @

scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Pods
value: 4
periodSeconds: 60
- type: Percent
value: 10
periodSeconds: 60
selectPolicy: Max

{# F8 autoscaling/v2 AP,
EE L pod #EME BT B REE.
e E BN REY AP AR A

-

o XIF Deployment. ReplicaSet 5x Statefulset X/ %, 15{#MH apps/vi,
o XIF ReplicationController, & vi,

o XIF DeploymentConfig, f&F apps.openshift.io/v1,

IBEXNRRE, HRYIZ

Deployment. DeploymentConfig. ReplicaSet. ReplicationController =X
StatefulSet,

EEEMMBIN R, W RUMFE,

EEARN R NEIRBE,

BEY BINNSRREIRYE.

MNFREFEAZE, E/A metrics S,

HNFFEREIEE memory ,

FFRELE 7 AverageValue,

5

averageValue f1— MFEBI RN FH,

D00 00900® O

E
A% R — N RS SRR R S E R,

o EEWM—1BELL, ENINENRUE—ELIINTH HorizontalPodAutoscaler ¥ & :

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
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name: memory-autoscale 9
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10
metrics:
- type: Resource
resource:
name: memory g
target:
type: Utilization @
averageUltilization: 50 m

behavior: @

scaleUp:

stabilizationWindowSeconds: 180
policies:
- type: Pods

value: 6

periodSeconds: 120
- type: Percent

value: 10

periodSeconds: 120
selectPolicy: Max

{# F8 autoscaling/v2 AP,

HERELL pod M B BXTREVETT,

-

1B E BN REY AP AR

o XfF ReplicationController, f#F v1,

o %IF DeploymentConfig, {#F apps.openshift.io/v1,

o XIF Deployment, ReplicaSet #1 Statefulset ¥4, {#F apps/vi.
IBEMNRRE, HRYIZ

Deployment. DeploymentConfig. ReplicaSet. ReplicationController =X
StatefulSet,

EEEMMBIN R, W RUMFE,

EBEAEN R NEIRBE,

BEY BINNSRREIRYE.

MNFREFEAZE, E/A metrics S,

NAREFEAEIEE memory ,

% & Utilization,

O00900® O
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@ 7% pod 5% averageUtilization M1— MBI EHNERAE, UERAENEA L
7. BIT pod BAEEAEIHK,

@ Tt RE—AY RSERBERIRH RS,

2. fE Pod MBI R :

I $ oc create -f <file-name>.yaml

4N -

I $ oc create -f hpa.yaml

=1

I horizontalpodautoscaler.autoscaling/hpa-resource-metrics-memory created
3. Bk pod A BT REESU/E -

I $ oc get hpa hpa-resource-metrics-memory

i Bl
NAME REFERENCE TARGETS MINPODS MAXPODS
REPLICAS AGE
hpa-resource-metrics-memory Deployment/example 2441216/500Mi 1 10 1
20m

I $ oc describe hpa hpa-resource-metrics-memory

=1

Name: hpa-resource-metrics-memory
Namespace: default
Labels: <none>
Annotations: <none>
CreationTimestamp: Wed, 04 Mar 2020 16:31:37 +0530
Reference: Deployment/example
Metrics: (current / target )

resource memory on pods: 2441216 / 500Mi
Min replicas: 1
Max replicas: 10
ReplicationController pods: 1 current/ 1 desired
Conditions:

Type Status Reason Message

AbleToScale True ReadyForNewScale recommended size matches current size

ScalingActive True ValidMetricFound the HPA was able to successfully calculate a
replica count from memory resource

ScalingLimited False DesiredWithinRange the desired count is within the acceptable
range
Events:
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Type Reason Age From Message

Normal SuccessfulRescale 6m34s horizontal-pod-autoscaler New size: 1;
reason: All metrics below target

2.4.8. {#F CLI T f# pod %[ B &Y RIRS KM

BRI LU RIXEBPR S RMEHIMT pod B BT & (HPA) BEREWHN, URBIRERIEMAR
BIBR I,

HPA RS SMERIET v2 R B shY B API .
HPA BT LUB I FHR SR F L

e AbleToScale 418~ HPA BREREWHKENFIEHIEIR, UREREE M5 REEXNIZEES
T 451,

o True FERTAFLER,
o False &£HRTANEBERRRSFLER,

e ScalingActive &£##5~ HPA BB E/ER (BN, BIrMEIREARNE) , FETLUTERER
BT

o True FMHRFIEVIFESR,
o False S48 F RRKEIE VRIS H A [A] &,
e ScalingLimited AR RATEHMAZR pod 1M B 5hY RRE R A&/ R,
o True FMRFEFTERSIFER/NINERENERT EIHITH,
o False SRUGFRTAVFIERBILEK,

I $ oc describe hpa cm-test

=1

Name: cm-test

Namespace: prom

Labels: <none>

Annotations: <none>

CreationTimestamp: Fri, 16 Jun 2017 18:09:22 +0000

Reference: ReplicationController/cm-test

Metrics: (current/ target)
"http_requests" on pods:  66m /500m

Min replicas: 1

Max replicas: 4

ReplicationController pods: 1 current/ 1 desired

Conditions: @)
Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old
as to warrant a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully
calculate a replica count from pods metric http_request
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ScalingLimited False DesiredWithinRange the desired replica count is within the
acceptable range
Events:

ﬂ pod #MA B BIKEHER,

THIRR—NTELERB pod :
ot =l

Conditions:

Type Status Reason Message

AbleToScale False FailedGetScale the HPA controller was unable to get the target's current
scale: no matches for kind "ReplicationController" in group "apps"
Events:

Type Reason Age From Message

Warning FailedGetScale 6s (x3 over 36s) horizontal-pod-autoscaler no matches for kind
"ReplicationController" in group "apps"

TR R —NTEIRGHERATFEIRE pod :

i Bl
Conditions:
Type Status Reason Message
AbleToScale True SucceededGetScale the HPA controller was able to get the target's
current scale
ScalingActive False FailedGetResourceMetric the HPA was unable to compute the replica

count: failed to get cpu utilization: unable to get metrics for resource cpu: no metrics returned from
resource metrics API

T H 2 —NE KB B sh4e K F R TBRBY pod :
it

Conditions:
Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old as to warrant
a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully calculate a replica
count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the acceptable
range

2.4.8.1. 8/ CLI && pod M AT BIRAEY
BRI LAEE pod A BT & (HPA) Xf pod W ERIR S KM,
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ﬁ E,E
Y pod #ME BT BRIRSFG @D v2 IRAB BT B API A,

FeRFMH

ZfM pod BRET R, ,.,\E’J$E¥meJ\M\ IMBZIEREE T &8 1EMr. B LUEMA oc describe
PodMetrics <pod-name> & &R ¥R S EEE T 1815. MREE T1EW, WEECFLUTRA, Ea
Usage T5IH T Cpu #1 Memory,

$ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

it Bl

Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler

Labels: <none>

Annotations: <none>

API Version: metrics.k8s.io/vibetal

Containers:

Name: wait-for-host-port
Usage:

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2019-05-23T18:47:56Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mOs
Events: <none>
g

FHE pod LHPRESRM, FHEAUTHDHIRM pod AT

$ oc describe hpa <pod-name>

o -

$ oc describe hpa cm-test

IXLE S 2 HINTE R P AY Conditions FEX &,

Ll N
Name: cm-test
Namespace: prom
Labels: <none>
Annotations: <none>
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CreationTimestamp: Fri, 16 Jun 2017 18:09:22 +0000
Reference: ReplicationController/cm-test
Metrics: (current/ target)

"http_requests" on pods:  66m /500m
Min replicas: 1
Max replicas: 4
ReplicationController pods: 1 current/ 1 desired
Conditions:

Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old as to warrant
a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully calculate a replica
count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the acceptable
range

2.4.9. Hh ¥R
o MEBXEFIEHBMBBIBFBWESEL, HSITHRIENTERE,

o HXEF HPABIRAI, HESH EF Memory Utilization B Horizontal Pod B#)# B Quarkus [V
ﬁo

2.5. [ ZEE POD B3 BBIHE POD HIREJF

OpenShift Container Platform Vertical Pod Autoscaler Operator (VPA) & BN E pod RFARKNZETT
KRR CPU MINERIR, HIRBEA T RNAEEERFTRREMIE K, VPA ERAMREE L
iR (CR) RE#HESIIENEHNRKXEKNFNE Pod, 40 Deployment. Deployment
Config. StatefulSet. Job. DaemonSet. ReplicaSet = ReplicationController,

VPA TTEBNIR T #2 Pod BIER{E CPU MINEFERER, FILURT pod 44 EHI B sh4EH pod ¥R,

2.5.1. X F Vertical Pod Autoscaler Operator

Vertical Pod Autoscaler Operator (VPA) -/ API %RFBE X FHRE (CR) SL¥l, CRIRZE Vertical
Pod Autoscaler Operator X 54 E TR ENTR (T ATRE. EHIIEHIZRE) XEH pod HUUTHIER
€.

VPA Operator H=NMAMAERK, BNAHTE VPA ta&Z2[HhEHE B 21 pod :

Recommender

VPA recommender W3 L Fi0d KR BTIREFE, FHREXLHIERE X TEAEXT KRB pod B9
&1E CPU MIRERIE,

Updater

VPA updater e X TYEAHITRAM pod BEEBEMRMTTR, MNRTCREIER, N updater i
TR EIRE, WMRCREAEM, N updater K1 pod, LUEETHOEEISS 7T LUE A B AEREH
ﬁ'JL = e

AL

VPA A A3 ZR7E KX TR BT RAPMENHT pod LI BIEAMTTRIEKR, it pod B,
RN VPA updater B FHHEHIIEHI SR EFH 0188,

BRI UERRAKERS, SEREECHNSERERFRECECHNEEZBIT &,
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RN ER BT EIXLE pod FRBIURELU KR HRIN CPU MIRFERER, FHERXLEEIERRE
ALY BRBRBIFITE K, LARARIXLE pod A SRR, i, BIAMEFESRIBI, EAERTRE S E
ABIRE pod BUBTIR, HOU&BEIEKTERFIRM pod EINTTR,

VPA R BRI S BIUAFREN pod, UMERHNARFALUERTEEVBER FTHEHRIE
Ko RE, TEMENRERRATRREIFIEREHERE pod, VPA FER—PMEREA webhook KE
1 pod, 7E pod WAVFEIT =Al, BAEMICHTRERREMIER, MREFFE VPARMER pod, AILLEE
VPA BHURIRBIFIIE K, FHIRFEFEF IR pod.

KNBERT, TEAENROIEMEENDEIER, LUE VPA BEIMRE pod., IEETLE
XN R/IMEBR VBB A TEAEX REAXEMER, NREFIMFRIXL pod, BT/
AESTREFEE pod B, VPA RFEAEBZINEHFFH pod, EILLETER
VerticalPodAutoscalerController 3T R E B SUX N x/IME, 0 FH VPA R/ EFI .

e

fign, B — pod AT CPU B 50%, {ERIERK10%, VPA RINEZ pod JEFEH CPU % FiE KM
CPU, FMiFf podo TEMEX R (NEIALE) RE/S pod, VPA [FERMEMTTREHH pod.

NFFRANG, EAILMER VPA EHBIAR pod & MR AT AL T, BEAER pod HERE
M pod EEEHHFIRWT = L,

BRI LMER VPA KRBT FIAER TR, BB LE pod (RELLATFER CPU FHRE LM TR, VPA
WERSIPRE AN TERAE, FAFRATHE, DBRTLIEREMBTERENEE, VPA LEFIBE
#RBCE P18 ERIFREFIE K 2 A B9 L1,
INRIEZILIEEREFIZIT VPA, SMHBREFER VPA CR, TIEH VPA 82XH pod BIFTIRIE
RAKWE, EAFH pod MRFEL/EAEN RPIE KB HIER, MAEBZEIH VPA IR
HERIBIER L,
2.5.2. Z% Vertical Pod Autoscaler Operator

IR B LU#E R OpenShift Container Platform web #£#& %% Vertical Pod Autoscaler Operator (VPA) &

ik

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,

2. MW Operator 515k A% VerticalPodAutoscaler, £ Install,

3. 7E Install Operator TUE A, FAR%EEF T Operator HEEMMZZEH LI, XA7E openshift-
vertical-pod-autoscaler %% Z2 i F l|# Operator, MRXNBREEILREEE, SEILIE
'_I_l
Eo

4. = Install,

1. B VPA Operator HEEIUFRE -
a. 5%l Workloads — Pods,

b. MTFHIZZH A% openshift-vertical-pod-autoscaler T H, HEIEREIZ1T T A pod.
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c. # A Workloads —» Deployments LUISIEZ 1T T UNERE,
2. ®1i% : AU TS TE OpenShift Container Platform CLI G IEZRE -
I $ oc get all -n openshift-vertical-pod-autoscaler

i BRI pod FAIMANERE -

it Bl
NAME READY STATUS RESTARTS AGE
pod/vertical-pod-autoscaler-operator-85b4569c47-2gmhc  1/1 Running 0 3m13s
pod/vpa-admission-plugin-default-67644fc87f-xq7k9 1/1 Running 0 2m56s
pod/vpa-recommender-default-7¢c54764b59-8gckt 1/1 Running 0 2m56s
pod/vpa-updater-default-7f6cc87858-47vw9 1/1 Running 0 2m56s
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
service/vpa-webhook ClusterlP 172.30.53.206 <none> 443/TCP 2m56s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/vertical-pod-autoscaler-operator 1/1 1 1 3m13s
deployment.apps/vpa-admission-plugin-default 11 1 1 2mb56s
deployment.apps/vpa-recommender-default 11 1 1 2m56s
deployment.apps/vpa-updater-default 11 1 1 2m56s
NAME DESIRED CURRENT READY AGE
replicaset.apps/vertical-pod-autoscaler-operator-85b4569c47 1 1 1 3m13s
replicaset.apps/vpa-admission-plugin-default-67644fc87f 1 1 1 2m56s
replicaset.apps/vpa-recommender-default-7¢54764b59 1 1 1 2m56s
replicaset.apps/vpa-updater-default-7f6cc87858 1 1 1 2m56s

2.5.3. X< FfEH Vertical Pod Autoscaler Operator

Z{F M Vertical Pod Autoscaler Operator (vpa) , EBEENEEHMITIERENROE VPA BE KR
(CR) » VPA %>R ASIZ TR AN RKIKM pod HIimEE CPU FINERIR, EaILUMER VPA 558

E. BREE. El. sFrARE. BRSNS HERSRTEAENR—EFEH. VPACR XIS EEL

28 pod AL FR—DIIE A,

WA LAFE A VPA CR KEE— PN TAEREX R, FHIEE VPA EAM LERZIT -

e Auto #ll Recreate =X X7 pod £ AN BN A VPA X CPU MINFRIL, VPA &HFRIT
BHERSRIUAFAREN pod. BETERENREFEEN, VPA RTEEEIWHEHH pod,

e Initial B {NFEOIEE pod I BEIN A VPA i,

o Off EXRIRMHEFNHIRREFIGKER, BAITUFINBEANREIL, off ERAREN
pod,

LA LMER CR R ERRT R VPA WHE I BERTEIRIAI.

B0, pod EHFLLTRHIFIIAEK :
resources:

limits:
cpu: 1
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memory: 500Mi
requests:

cpu: 500m

memory: 100Mi

FOET—MEXEN auto B9 VPA 5, VPA & T BIERERBERIFMER pod. EXEBEN, pod KERAH
BYBHRREFDIEK -

resources:
limits:
cpu: 50m
memory: 1250Mi
requests:
cpu: 25m
memory: 262144k

BRLMERUTHRAES VPAEIL :

I $ oc get vpa <vpa-name> --output yaml

NLa8E, FEER CPUMREFEIERMEL, WMTFHR:
i Bl

status:

recommendation:
containerRecommendations:
- containerName: frontend
lowerBound:
cpu: 25m
memory: 262144k
target:
cpu: 25m
memory: 262144k
uncappedTarget:
cpu: 25m
memory: 262144k
upperBound:
cpu: 262m
memory: "274357142"
- containerName: backend
lowerBound:
cpu: 12m
memory: 131072k
target:
cpu: 12m
memory: 131072k
uncappedTarget:
cpu: 12m
memory: 131072k
upperBound:
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cpu: 476m
memory: "498558823"

R RHEENTR. B, REHERR. lowerBound. SE#ERIR. upperBound., UREHHE
JRE 1A uncappedTarget,

VPA {#F lessBound 71 upperBound {ERFAE— pod EEHER#H. MR pod WHFIRIEKRETF
lowerBound f, =T upperBound {&, Ml VPA 241k pod, F{EF target EE#HOIE pod,

2.5.3.1. B VPA &/MH

KINMERT, TEAENRBIMEVIEEFHNDEIAE, UME VPA BhHRAEHE pod. Hik, VPATRE
BHPUTIRED FHANBIAM TEAENR, NR pod B VPA AEH—LEHIZEE, VPASMXLETE
T REFHIE pod. ERTLLRITEN VerticalPodAutoscalerController B X ¥R (CR) H#y
minReplicas Z¥ R B L S RHEHE M &/IME.

Bla0, INREF minReplicas BN 3, M| VPA A& NEE DT =DRIARM T A EHNT RMRFEHT
pod,

SNSRF minReplicas IXE N 1, N VPA AT RIEE — N BIASHY T E 7 300 5 M bR e — Y
pod. RABETE VPA MilkR pod LAHEER BHIRAS, M T/EAERI LA ENN, FRERL
WERERA—NBIARNR, HT7EEER —DBIANS RENTLENEYNE, HiHEE
podUpdatePolicy X EH VPA CREZE Y Initial, XRATE VPA A — LRSS

B, SREN O FER, XA LEIEESME A1 FEEH pod.

VerticalPodAutoscalerController % =4l

apiVersion: autoscaling.openshift.io/v1
kind: VerticalPodAutoscalerController
metadata:
creationTimestamp: "2021-04-21T719:29:49Z"
generation: 2
name: default
namespace: openshift-vertical-pod-autoscaler
resourceVersion: "142172"
uid: 180e17e9-03cc-427f-9955-3b4d7aeb2d59
spec:
minReplicas: 3 )
podMinCPUMillicores: 25
podMinMemoryMb: 250
recommendationOnly: false
safetyMarginFraction: 0.15

Q0 = VPA REREN T A EFRPNRNEIAR. VPA TR B MHREMNF R/ BIFHT R,

2.5.3.2. HsN VPA BiX

Z(HF VPA R BEEH pod, NEETERENROE—1 VPACR, ¥ updateMode %i&EH Auto
=% Recreate,
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YUNTEE AT ROIEE pod B, VPA RIFLLGIERBLUDITH CPUMNES K, VPA SMIBRIEM A
B VPA X CPU fIRENE I pod, EFEER, pod iBHE VPA BIERFHTURREFIEK, FHE&
BIEMN RRFEH pod REFTIE, BIHARINEl VPA CR # status FE&H LUH 1T F.

KINBERT, TEASNSROIEMEENDEIER, LUE VPA BEIMRE pod., IEETL

XN R/IMEBR VBB AR TEAEX RAXHEMER, NREFIIMFRIXL pod, BT/
AENREFERE pod I, VPA REREBIEFHHN pod, EAILLET BN

VertlcalPodAutoscaIerControIIer SREBSXINRIME, W0 FH VPA =/ BRI,

Auto B9 VPA CR =i

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/vi"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto” 6

Q 1RF L VPA CR B EM T VE AN R A HE,
Q 1RF L1 VPA CR &M T /E 5 R &R,
9 &R % & Auto = Recreate:

e Auto.VPA S EOIE pod BTIRIFKR, FHEIFEKMERESHENERATEILZ XL Pod
EEHIER pod,

e Recreate, VPA 2ELAIEE pod IHIRIFR, FHEIEKRMWFTRSHEINBRARREMSLE EX
L Pod KEHIEFM pod. XA*%‘U“WVE’J)EFH REEZFEMRE Y GURE KR

pod MEEE G F R,
AE
1£ VPA RILUR TE BRI F S HEE M BUR L A EIF pod 2 A, #BYF pod M IIEIEFEI
B /217,

MR TEHMEMFTRERER (00 CPUMARE) —3, VPA BILUEL9 M PRRE FTIR
Bil, MEIAHEMNTRERIBERT—, VPA WILIEMEREREHRBKEIE,
LAME VPA M HERRRIE L,

2.5.3.3. 7E1E pod BB FIN A VPA il

E UL pod BEUREREBIN A VPA KN B#EFENTTRE, NREEMIEIEXROEZ—1 VPACR,
updateMode %i& 7 Initial,
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RIS, FHMBRESESHEA VPA BIM TR R EN S XM pod, 7E Initial X, VPA REMB
pod, HAREEH pod, TRLSIHMEREIL

Initial B, VPA CR =fi

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Initial" 6

ML VPA CR BIEM TR M T REBE,
ML VPA CR BIEM T T R EHR,

FHECZE DY Initial, VPA 7E pod B 2B TR, 7 pod £ EMHFRERTIR,

-

TE VPA AILUR TE#EFF RO BEIRF X 3T pod NI Z AT, 12R1F pod /I EHETIEFIZ
?i-o

EM VPARERSR AR, HFEDVERF 8 X, 1k pod BiTUK VPATEE,

2.5.3.4. F5hN A VPA Bl

ZFEMA VPA R{UREHZER CPU MINFEMAHFITEFRRIN A, SR EMITIEMBAIE—1 VPACR,
& updateMode % & H off,

LNIZ TR EST ROIE pod B, VPA £0 A SRH CPU MINEHK, FH7E VPA CR B status FEEHiC
SR, VPA SIREFMEGREN, EBARSEH pod.

{5/ off X VPA CR Rl

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Off" 6

Q IRFSLE I VPA CR SR T/ § KA,

45



OpenShift Container Platform 4.14 i s

@ EFZ VPA CRBEMIE G HN R AT
© SEXRE Off,

ERILUER LT RS E BRI

I $ oc get vpa <vpa-name> --output yaml|

RIEEW, WA LAGHE TR 3 REURIN CPU MRTFIEKR, ABMER pod HEREFENTIREMNENE
pod.

TE VPA RTLUR TE #EFF B BEIRF X 3T pod M AINZ AT, 12R1F pod I EHETIEFIZ
15-0

EM VPARER SR AR, BFEDVERF 8 X, 1k pod BiTUK VPATEE,

2.5.3.5. FHIE AR FFEAINMA VPA Bl

MRENIERETRESIALR, BERHFE VPA WA ARSI TIGEFHIETERE, ENEEIENR
HITROE— VPACR, HI1— resourcePolicy BfFFER A= VPA BIEI,

Y VPA R BGRE S pod I, {EE4H A resourcePolicy AR AW EL, H VPA FEIHX
L5 pod HHBZRIBHEEIL

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"
resourcePolicy:
containerPolicies:
- containerName: my-opt-sidecar
mode: "Off"

ML VPA CR BIEM TR M RBE,

ML VPA CR BIEM T 1 E T R EHR,

909

FSHERXE S Auto. Recreate = Off., Recreate 2\ IZEMEFA, REEZTERREYTRIE
KRS pod BB EFI FFEH,
Q EEFZ VPA ZINIAL, % mode iXE S Off,

plgn, — pod AFANEER, ENIHEERBERIEKXMRE
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#...
spec:
containers:
- name: frontend
resources:
limits:
cpu: 1
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi
- name: backend
resources:
limits:
cpu: "1"
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi
#...

EEA—1 A backend HHIR B REEBEM VPACRfE, VPA X IEFHFERAMENHREHOIE pod B9ITH
HERTF frontend &35 :

spec:
containers:
name: frontend
resources:
limits:
cpu: 50m
memory: 1250Mi
requests:
cpu: 25m
memory: 262144k

name: backend
resources:
limits:
cpu: "1"
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi

25.3.6. [FH— 1 EXHES

BRI LRI CME AR B CNHEESRXETT B, NREEEIEEERWHESS, OpenShift
Container Platform X ERBRINNHZESS, SRRIBD RERIBERHETE CPUMREIEKR, BNEEER
FrrAE TEMEREBHERE, BT ENEETENEUEBNBEARNHESS.

plan, HAESBHIAFELFIRIT IR, RANKERTRITEERTIEROFIRERE, fia, FlEy

ARFEANERAESENERRZBENER, XREEESREF I NARFEANERR, HRIAKEES
ATFXEFERTHTRERSBNARFNTEESENREFERROOM)ZKIE,
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iz

BRINA QIR HEEF RV BRBE T ASEESER,

1 pod ERAERHEEDS

48

1L ABRBEESRCBRSIKS, HRZRSIKAAEZRENRFAR

apiVersion: v1 ﬂ
kind: ServiceAccount
metadata:
name: alt-vpa-recommender-sa
namespace: <namespace_name>
apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRoleBinding
metadata:
name: system:example-metrics-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:metrics-reader
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>
apiVersion: rbac.authorization.k8s.io/v1 6
kind: ClusterRoleBinding
metadata:
name: system:example-vpa-actor
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpa-actor
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>
apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: system:example-vpa-target-reader-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpa-target-reader
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>
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EERE T HEFRN SR TR P AHEFSRUE—NIRSIK,
IS B ARSSIK 4L E B metrics-reader B, 15T ELREHEHFIM AL 20 |H],
S 2RARSSIK 4P E Bl vpa-actor A&, 15E EERE HEIH 23H96r & 22 1H],

6@@6

I ARAR S5k 48 E Bl vpa-target-reader A2, fEEEEREHE IR & 22 H,

2. BEESEMAPRINGEHERRSE, HUE— DL TH Deployment X8R :

apiVersion: apps/v1
kind: Deployment
metadata:
name: alt-vpa-recommender
namespace: <namespace_name>
spec:
replicas: 1
selector:
matchLabels:
app: alt-vpa-recommender
template:
metadata:
labels:
app: alt-vpa-recommender
spec:
containers: ﬂ
- name: recommender
image: quay.io/example/alt-recommender:latest 9
imagePullPolicy: Always
resources:
limits:
cpu: 200m
memory: 1000Mi
requests:
cpu: 50m
memory: 500Mi
ports:
- name: prometheus
containerPort: 8942
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault
serviceAccountName: alt-vpa-recommender-sa 6
securityContext:
runAsNonRoot: true

© emEnHERFRES
© EEmmEEHE

0 v

\

BN AR O BRRIR S5 IR
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N —er &2 A B 25 Q12 % pod.

I $ oc get pods

=1
NAME READY STATUS RESTARTS AGE
frontend-845d5478d-558zf 1/1 Running 0 4m25s
frontend-845d5478d-7z9gx 1/1 Running 0 4m25s
frontend-845d5478d-b714j 1/1 Running 0 4m25s

vpa-alt-recommender-55878867f9-6tp5v 1/1 Running 0 9s

3. IEEBEESE N2 Deployment f R & VPA CR,
VPA CRZHI, EHBSBEKMIEEFERF

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
namespace: <namespace_name>
spec:
recommenders:
- name: aIt-vpa-recommenderﬂ
targetRef:
apiVersion: "apps/vi1"
kind: Deployment 9
name: frontend

ﬂ EEBREFHRMBENRN,
Q EEEFLEL VPA EERIA TIE R EN KRB,

2.5.4. {8 Vertical Pod Autoscaler Operator

IR LB A VPA BE X FHR (CR) 3fFEH Vertical Pod Autoscaler Operator (VPA) , CR1gBAN
DHLE pod, FRTE VPA RIZATIXEE pod HATRIERIE,

FoRFM
o EHMY BRIITIENEXN RVIIFE,
o MREBMEMBRHRES, NWINFESERMHELSHREE.

AR
TEE TE KT RO VPACR:

1. UDHRE R E 4 AR AR 01 B RATER TR,

a. fJE— VPA CRYAML 344 :

I apiVersion: autoscaling.k8s.io/v1
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kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"
resourcePolicy:
containerPolicies:
- containerName: my-opt-sidecar
mode: "Off"
recommenders: 6
- name: my-recommender

@ BEEBEX VPA EEMIFHEARAR
Deployment, StatefulSet. Job. DaemonSet. ReplicaSet =%
ReplicationController,

EEMBLL VPA BIEMNIA TEMEHNROEFR,

o

B VPA RS :

e auto RTESIEHIZF KXW pod L BEIN R#FNITIR, VPA L IETIEM pod,
FHE A HER TR R HIF1E K O8ET pod.

o recreate K15 TEMEHNTRKEM pod L EEIN A#HEM TR, VPA 2K IEIE
B pod, F{EAHEZFHTTRRHIFE K OIESH pod. recreate &= NZ R DMER,
REEZEBRREYTRE KNEN pod MEEERNFHEA,

° Inltlal RS TEREX RXIKM pod I BN R#EEN TR, VPA RESF
HiREIN, BARKEH pod.

o off (UG TN REKEKM pod ERFTIREL. VPARKREH pod, EREE
SIHBI BRI, BARARFMENS A EIH pod.

Q %, BEFEES VPA FINNALR, SEXIEEH Off,
g Gipiis

b. A& VPACR:

mE

a|

o EEBNRHHEES.

I $ oc create -f <file-name>.yaml

—BIEE BN, VPART RS T NERTRKEE pod RASRHFIRERE

B UFERUTHSEE VPA B :
I $ oc get vpa <vpa-name> --output yaml

it iR CPU MINFIE KRR, T :
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it Bl

status:

recommendation:
containerRecommendations:
- containerName: frontend
lowerBound: ﬂ
cpu: 25m
memory: 262144k
target: @
cpu: 25m
memory: 262144k
uncappedTarget: 6
cpu: 25m
memory: 262144k
upperBound: ﬂ
cpu: 262m
memory: "274357142"
- containerName: backend
lowerBound:
cpu: 12m
memory: 131072k
target:
cpu: 12m
memory: 131072k
uncappedTarget:
cpu: 12m
memory: 131072k
upperBound:
cpu: 476m
memory: "498558823"

lowerBound & KB #EE TR
target 2 HEFERI TR
upperBound 2 & = FI#EE TR

uncappedTarget 2 & # FIRE L,

0009

2.5.5. E1#; Vertical Pod Autoscaler Operator
&7 LAM OpenShift Container Platform &E£ /Il PR Vertical Pod Autoscaler Operator (VPA) . E1%;

&, BEMA VPA CRIEMH pod B¥RIERKRENE, (EM% pod BEIRIEI/E 7 EHN RAPME Lk
BWR, MARZATHE VPA REMEIL,
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B
$

;

& LU#E A oc delete vpa <vpa-name> S IFRFEM VPA CR, TEEIEEE pod B3]
PR, RFRIREESETERRIEK,

fBR VPA Operator f&, BUEMIFRS Operator HXRIEMAEH, LUEFREERIAE,

FoRFM

o B&% Vertical Pod Autoscaler Operator,

it =

1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,

2. tI#%l openshift-vertical-pod-autoscaler TiH,

3. XIF VerticalPodAutoscaler Operator, s Options 3 FFi%FE Uninstall Operator,

4. w3k : BMIFRS Operator XREXHIFRBIRIEX R, BEIEXNTEHER LS Delete all operand
mstance for this operator E1%£1E,

5. £ Uninstall,

o

al3% : f#F OpenShift CLI fitIB& VPA ZH44 :
a. MR VPA f34222(q -

I $ oc delete namespace openshift-vertical-pod-autoscaler
b. MR VPA BE L HIRE X (CRD) A :
I $ oc delete crd verticalpodautoscalercheckpoints.autoscaling.k8s.io

I $ oc delete crd verticalpodautoscalercontrollers.autoscaling.openshift.io

I $ oc delete crd verticalpodautoscalers.autoscaling.k8s.io
kR CRD 2MpR KRR B R, SHABNABRHE,

tbig 1’?%)&%3@1@[@ ERhMATA A QI8 VPA CR, MMREHLE
VPA, &R ROIEIXLETTR,

c. BT T en 4 EMIBR MutatingWebhookConfiguration X & :

I $ oc delete MutatingWebhookConfiguration vpa-webhook-config

d. kR VPA Operator :
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I $ oc delete operator/vertical-pod-autoscaler.openshift-vertical-pod-autoscaler

2.6. {#FH SECRET /y POD 1R B EIE
BLNARFSERENAOLEBRMER, BERFEFLANFTAEXILER
ERNEER, EALUER Secret M RIEFNUBANX AR FFHIEIR FIRELEER,

2.6.1. 7 f# secret

Secret X RARBRH T —FHLHIREFHRER, WMED, OpenShift Container Platform &/ imlic & X
UM REFEEEILSE., secret [FHRENES Pod 9B, BRI LUEREIHHIT secret ERHEH IR
i, REMATLUEA secret KR Pod TiTIR/E

FERMIE
o Secret HIEHLURII FHE LK5IA.
o Secret HIESHAIMNXHTIE (tmpfs) X, KZFAREFEETRL,
o secret MIEAT UM B ZERAHE,

YAML Secret 3R E X

apiVersion: vi
kind: Secret
metadata:
name: test-secret
namespace: my-namespace
type: Opaque ﬂ
data:
username: <username> 6
password: <password>
stringData:
hostname: myapp.mydomain.com 9

57K secret BUSEFN{EALE ),

data FEXHP R IFHIEE WIS Kubernetes TR /K153 i DNS_SUBDOMAIN {EEIHISE,

5 data BRES HRHE R HXEO(E W TR A base64 Fifid,

0009

stringData BRETFEYSE B 500 base64, AF1ZFRENBDIHBENE data BREH, LFBRERE
B ; HEMET data FEREL

5 stringData BREY AR HE K FXEO(E 20T AR F RF ER A A,

®

IR0 secret, SAROIEBKG T UL secret B9 Pod,
TE0IE secret i :
o (FH secret BUEDLIE secret X R,

54
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o FH pod BIARSSIK 7 LASS 1B BB 1% secret,
o QIBLUIMELBH XM (fHF secretB) R IEEE secret M pod.

2.6.1.1. secret B9 HY

type FEXPEVEIEER secret BV R FRFI(HRVLETY, MR A FimblE secret N RHPHFER LT
o MRERBIHITRIUE, HEMA opaque KRB, XthERIARKE,

BEUT —MRE i 4 &/NRSS BIRAIE, AR secret BIBRFERFERI AT

e kubernetes.io/basic-auth : {FREXRZHIIE

kubernetes.io/dockercfg : FA{E5& pull secret

kubernetes.io/dockerconfigjson: FI{EE5{5& pull secret

kubernetes.io/service-account-token : F3RFXENIBRIARSS K P APl k&

kubernetes.io/ssh-auth : 5 SSH B3 5355 F — &= E

kubernetes.io/tls : 5 TLS iiF Hi % #k—ie{E B

NRERBERIE, 15187 type: Opaque, Bl secret X EFRE LMK EZTEFTSTMAE. opaque
secret ARVFFERTLEH key:value ¥, AT EERIE,

RET e E HMhEERE, 40 example.com/my-secret-type, XLER TR ZIEARSS 250
SREIIT, TMRXRA secret WHIBERERNSIZRBIMR/(HEK,

BXROUIBARR KRB secret BITRB, 1SR T AT L) secret,

2.6.1.2. Secret BB ®4H
Secret BEHWVIIE DNS Figiq,

2.6.1.3. X FBahEMIRSIK 5 HE secret
BIBIRSSIK P, 2B NEAEMRSIK S secret, BLARSS K 45k secret LR B B4R docker

BCi& secret, AT MEMAER OpenShift Container Platform registry #HTBR5IE, REMKIIHTXLEBNE
B secret MEIZRB 2EA ; B 1RERELUEH OpenShift Container Platform & 1T hR A # iR

£ OpenShift Container Platform 4.11 Z &, TEOIEARSMK I 2EKE Z MRS K ShE
secret, UBLBRSSMK Sk secret B Fi/1H] Kubernetes AP,

M OpenShift Container Platform 4.11 18, FEAIEEZMIRSIKS S5 secret, iX2HR
e T LegacyServiceAccountTokenNoAutoGeneration _tif7 Kubernetes ThEE| ],
XRIEIEBENERET secret BIARSS MK 7 k&K1 7] Kubernetes AP,

FRE 404 Iz, FAINERSIK TS secret BRARSMMIBR, F oI LAKLEIEE T8,
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THEAEBNEARNELURRA ERS K T, MRENTENEBFEEMHARSIKS S, HEL
TR EE B ARIRINAA IR S B, BERSIKT TR IS FhE secret BRE, REMT :

o AERFSIKFTEEAHENEHER,

o HEMRSIKFEEER.

o HERRSIK TSR AL E R pod 3K secret, H5TE B HETEMIBRIPE X R Lo
MBELER, ES RABRIILEIERFIK T,
INRET R E— DA API N RBE G AT HNSRE, EBHAIUFIERRSIKS S secret 3K
KBS, MBERLER, ESH BIRFSIK 54 secret,
HitBR

o BXIERHFERSIK, THENFERE, HSEERAERSIK FhE

o BXOIZEIRSIKS T secret ER, HSIIOIRIRFSIK T HhE secret,

2.6.2. TEIN{AIBJE secret
EREIEGR, BUIEAIE secret, AREFF A AR FBEAIBMKII T Z secret B pod,
TEQIEE secret i) :

1. BB ESERELRE secret EUER secret X R, TELUTEDHEBUEE secret REFFENISE
IR,

BIEAF B secret B YAML X RRHl

apiVersion: vi
kind: Secret
metadata:
name: test-secret
type: Opaque ﬂ
data:
username: <username>
password: <password>
stringData:
hostname: myapp.mydomain.com
secret.properties: |
property1=valueA
property2=valueB

FE7E secret BZRAY,

18 E S % B0 R BB AN B,

-

1B E MR RF R AR,

{5/ data =% stringdata FE&, REEREIN XM NFE.

2. BEHT pod BIARSSMIK - LABI A secret :
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{5 secret BIARSSK B9 YAML

apiVersion: vi
kind: ServiceAccount

secrets:
- name: test-secret

3. QIBLIMELESH X (FH secret &) R IHEE secret B pod :
pod B9 YAML {#f secret BIBEFTEF Y

apiVersion: vi
kind: Pod
metadata:
name: secret-example-pod
spec:
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "cat /etc/secret-volume/™ |
volumeMounts:
- name: secret-volume
mountPath: /etc/secret-volume 9
readOnly: true 6
volumes:
- name: secret-volume
secret:
secretName: test-secret ﬂ
restartPolicy: Never

NENEE secret WA LSHRIN volumeMounts F &,

BEMEBELLTR secret WRFERE K&, secret BRI EGTHHEF N BRI N
mountPath TS &£,

WEN true, MR true, XIETRIEARFIRA R LS,

8 7E secret BIE TR,

o0 09

pod B YAML {# [ secret BIRER RS

apiVersion: vi
kind: Pod
metadata:
name: secret-example-pod
spec:
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "export" ]
env:
-name: TEST_SECRET_USERNAME_ENV_VAR
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valueFrom:
secretKeyRef: ﬂ
name: test-secret
key: username
restartPolicy: Never

ﬂ FETESEFE secret BHINIMEL &,

HEREMN YAML {§ [ secret BIEERNIET S

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
name: secret-example-bc
spec:
strategy:
sourceStrategy:

env.
- name: TEST_SECRET_USERNAME_ENV_VAR

valueFrom:
secretKeyRef: ﬂ
name: test-secret
key: username
from:

kind: ImageStreamTag

namespace: openshift

name: ‘cli:latest'

ﬂ FETESEFE secret BEHINIMEDL &,

2.6.2.1. Secret flIEFR

EEEH secret, pod BEES|A1Z secret, ALLEIT =FA R secret F Pod :
o NBRJ/TEIMELE,
o FHEHE ISP BRLNBHHHE,
o TEHIER Pod BRI @IT kubelet fEF,

BRE secret EABHNHIFEEFENIXHBEARIRSE R, HRH secret EARSIKS, 1 secret Bf
EAE R 22 [H RBIFRE pod,

LIEIRE S secret UK, ERFERIRMEH secret IME— 55 ZBIRIIE secret BIRBIIIE, FHIE
EBINRBIALPREA Secret RAMNTR, FEIL, secret BEIEKI ©HEM Pod 2RI, HERIX—
SHRENAERESFERRSK S BE5EA.

Secret API X RITBAEMRBZEFFR, BIIREEHRE—®ZZEFFE pod 5.

B secret WK/INRFIT IMB, X2 T BALEAIEAIBERFER apiserver #l kubelet RFHI KB secret,
i, BIBFZH/IN secret AT BERFER NI,

2.6.2.2. QAR EBA secret
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ENEELR, EAIUAB—INTER secret, ERFEEHESEREMELE key:value X,

it

1. TEIE4ISEE T S EM YAML XX {02 Secret W&,
50 -

apiVersion: vi
kind: Secret
metadata:

name: mysecret

type: Opaque ﬂ

data:
username: <username>
password: <password>

ﬂ I8 E T EBA secret,

2. FALT S A2 Secret XK :

I $ oc create -f <filename>.yaml

3. 7£ pod HF{EMZ secret:

a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” 4>

b. BIBLIMEZEK XY (M secret B) FBFE secret B pod, #1"GIE secret"SR 0 Flr
7_|__\o

Heth 5T
o MFTEAXTE pod HEM secret WEBELZER, FSH T MU0 secret,

2.6.2.3. IR AR 551K T 5 hé secret

ENBEN, EAAE— MRS S secret, 1% secret RVFIEIR S I S0 % Bl l@iT AP
PHTE R IIERI N BERE.

p= Y=

EIFEF TokenRequest API FREXAEBIAR S5 K 7 5 b8, TR MK ShE secret,

M TokenRequest API ZKERF S HELLTZRETE secret IS IERER S, ANEIIEEGHEN
SamEH, BB EM API B iR IELEL,

REETLEMHEA TokenRequest API BTERIER API X R AFFIEFET BRShENS, FRI0IE
AR Z5MK P S h& secret,

BXRUBAERSIK A TENIEE, E5ETERNEMSE TR,

ol

Pt =
1. TEIE4FEET S LB YAML X 02 Secret X5 :
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secret X RH :

apiVersion: vi
kind: Secret
metadata:
name: secret-sa-sample
annotations:
kubernetes.io/service-account.name: "sa-name" ﬂ

type: kubernetes.io/service-account-token 9

ﬂ BE—NIARSIK - 2. IMREER A2 ServiceAccount #1 Secret IR, HE L
fI]# ServiceAccount ¥ &,

Q HEERSIKT S secret,

2. R TSR0 Secret XK :

I $ oc create -f <filename>.yaml

3. 7£ pod HF{EMZ secret:

a. BH pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” 4> i m.

b. BIBLIMELEKXH (£ secret ) FBFE secret B pod, #1"GIE secret"SR 2 Flr

o
Heth BT
o MFEAXT pod HEM secret WEBELER, FSMH T U0 secret,
o BXIFHRIERSIK - SHEBIFE, HSEERYIERSK S
o BXRUIBIRSIKFBER, ESH T EFURERSIK .

2.6.2.4. QB E AR B {BKE secret

VERNEEBR, EaBB—NEAREDRIF secret, 1% secret RIFEEMEERNGPRIFFIENEIF, EE
FA Lt secret KBUES, Secret ¥R data SHMLTEELLTHEH, A base64 &4t :

e AF%& : ATFHMRILMAI 4
o B : BT EMRIENBELNTHE

& LU#E A stringData Z2#EFRBAXREA.

pri¥ =
1. TEIGISEE T S EHY YAML X402 Secret X5 :

secret X R~
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apiVersion: vi
kind: Secret
metadata:
name: secret-basic-auth
type: kubernetes.io/basic-auth ﬂ
data:

stringData: g
username: admin
password: <password>

ﬂ IBEEKXR BRI secret,
9 EEEFAMNELREHIIEE,

2. FALT S EAEE Secret XK :

I $ oc create -f <filename>.yaml

3. 7£ pod HF{EMZ secret:

a. B# pod BIARSSMK T LAB| A secret, #0 "Understanding how to create secrets” 4>

b. BIBLUIMELE XM (£ secret B) FBFE secret B pod, #1"6IE secret"SR 0 Flr
7_|__\o
Heth BT
o MFTEAXT pod HEM secret WEBELER, FSMH T MU0 secret,

2.6.2.5. i SSH B2 %1iF secret

ERNEEG, EAILLBIE— SSH %iE secret, 1% secret RVFEFER T SSH WIFAIEIE, EEBIL
secret 228Yft, Secret ¥R B data SHN TS EZEFAM SSH EilF,

Pk =
1. TEIE4FEET S BB YAML X 02 Secret X5 :

secret X R H :

apiVersion: vi
kind: Secret
metadata:
name: secret-ssh-auth
type: kubernetes.io/ssh-auth ﬂ
data:
ssh-privatekey: | g
MIIEpQIBAAKCAQEAulgb/Y ...

ﬂ ¥8TE SSH B35 1E secret,

Q 187 SSH BHH/(Ex, 1ENEFERN SSH 1R,
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2. ERAUTHSROE Secret KR :
I $ oc create -f <filename>.yaml
3. 7& pod HF{EMZ secret:

a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” #F4> i =.

b. BIELIMEZ X (£ secret ) T HAE secret B pod, 0"6JE secret"ER 2 FR

TNo

Hth

=

il
o T HRINAIBIEE secret,

2.6.2.6. ] Docker BCi& secret
ENEIEG, EALLEIE— Docker E2& secret, % secret BVFETEMER T B2R5& registry BUE
ik,
e kubernetes.io/dockerctg. FFALLHEREFMEARL Docker BEE 4., secret ¥ RH data &
BB E L base64 R4S .dockercfg XHFHIA A,

e kubernetes.io/dockerconfigjson, %K BZFEAM Docker BRi& JSON X1, secret
X RH data SIS 2L base64 1§ IMIGHY .docker/config.json XA A,

1. EIEIEE T S LB YAML X612 Secret &R,

Docker EZi& secret X &R Hl

apiVersion: vi
kind: Secret
metadata:
name: secret-docker-cfg
namespace: my-project
type: kubernetes.io/dockerconfig ﬂ
data:

.dockerconfig:bom5ubm5ubm5ubm5ubmSubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cgY XV
0aCBrzXizCg== @)

ﬂ 8 E % secret {F A Docker Egi& 314,
9 base64 ZRiL My Docker B & ST {4t

Docker Edi& JSON secret ¥} &= Hl

apiVersion: vi
kind: Secret
metadata:
name: secret-docker-json
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namespace: my-project
type: kubernetes.io/dockerconfig ﬂ
data:

.dockerconfigjson:bom5ubm5ubm5ubm5ubm5ubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cg

YXV0aCBrZXizCg== @)

ﬂ 8 E1Z secret {# A Docker B2 JSONfile,

g base64 4ifiB#) Docker Bti& JSON {4

2. FALT S ELE Secret KR

I $ oc create -f <filename>.yaml

3. 7£ pod H{EMZ secret:

a. BH pod BIARSSMK T LAB| A secret, #0 "Understanding how to create secrets” #8437

b. QIEBLIMEL EXH (A secret &) N HE secret B pod, #1"GIE secret"SR 2 Flr

TNo

Hi 5w
o MFARTE pod HIERA secret WEBLHER, ESM TR secret,

2.6.2.7. {EH Web 12245 fIE secret
AT LA F Web 12241 & 02 secret,

iy =

1. 5% Workloads — Secrets,

2. = Create » From YAML,

a. FOHEERMEE YAML, HEFRXHEHRE YAML JitEds. B4

apiVersion: v1i
kind: Secret
metadata:
name: example
namespace: <namespace>
type: Opaque ﬂ
data:
username: <base64 encoded username>
password: <base64 encoded password>
stringData:
hostname: myapp.mydomain.com

ABIFEE T —1 opaque secret, BIETTLIFEIEM secret KB, MRS Sh&
secret, EARFPEIE secret, SSH B12%1E secret 3{8 A Docker EZiBHI secret,

2]
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strlngData MRt RS B SN base64, AE1ZKB BT data BRETH, Ltb
FEREREM ; HE(UEY data FEHREL
3. = Create,
4. = Add Secret to workload,
a. }‘A-F* $|:F T:Fg/d\\jJDE’JI'ﬂEJ\jﬂZ

b. =il Save.

2.6.3. T R UN{r] B #T secret

Bk secret {ERf, {H (HBEZITM pod ) FRIIBER. EEEF N secret, EATIMIFRE pod
FOIE—1N pod (FTREEBHEEM PodSpec)

B secret BESHEFN AR HEERNIIERRE. ELUER kubectl rolling-update 3%,

secret HH resourceVersion [ER7E5| FAITEE. FLb, MRTE pod /53RN BHT secret, NIFFAEE
E X AT pod B secret iR A,

BAl, &R Pod BB {FEAM secret AT RMFIRIMRA, I1LBBITH Pod SHRSIHLE
B, LUMEEZHI23 T LIEE{# A IH resourceVersion #) Pod, 7ELLEAE], EEHIA
secret FIEIE, MM OIEEB TR LIRBIFTEIE,

-

2.6.4. B2 F{FF secret
ERNEIER, eIt —PNERSIK P S secret, X ALEIBFARSIK P w89 & Bl /i@t AP #1TH
RISUERI N B,
e
1. BT TS, TP PUERSKS :

I $ oc create sa <service_account_name> -n <your_namespace>

2. FELF YAML =R 1EEI4 7 service-account-token-secret.yaml B934, XA REIEIER]
FAF AR %5k P S hE ) Secret A REEE :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name> ﬂ
annotations:
kubernetes.io/service-account.name: "sa-name"
type: kubernetes.io/service-account-token 6

ﬂ 1% <secret_name> B AR5 S secret BIATR,

Q BE—NIAERSIK - 2. MREERF A2 ServiceAccount #1 Secret MR, HE L
fI]# ServiceAccount ¥R,
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© EERSIS SR secret KA,

BT R R S SR AE BBR S5 Ik 4r R

I $ oc apply -f service-account-token-secret.yaml

4. BITLUT 4%, M secret FRENBRSSIK 7 5 h& -

I $ oc get secret <sa_token_secret> -0 jsonpath="{.data.token}' | base64 --decode ﬂ

i th 7 Bl

ayJhbGciOidSUzI1NilsImtpZCl6lkiOb2dtck1gZ3hCSWpoNnh5YnZhSE9QMkk3YnRZMVZoclFf
QTZfRFp1YIUifQ.eyJpc3MiOidrdWJlecm5IdGVzL3NIcnZpY2VhY2NvdW50liwia3ViZXJuZXRlcy5
pby9zZXJ2aWNIYWNjb3VudCOuYW1Ic3BhY2UiOiJkZWZhdWxO0liwia3ViZXJuZXRIcy5pby9zZX
J2aWNIYWNjb3VudC9zZWNyZXQubmFtZSI6ImJ1aWxkZXItdG9rZW4tdHZrbnliLCJrdWJlcm5l
dGVzLmIvL3NIcnZpY2VhY2NvdW50L3NIcnZpY2UtYWNjb3VudC5uYW1lljoiYnVpbGRIcilsimt1
YmVybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljiZS1hY2NvdW50LnVpZCIl6ljNmZGU
2MGZmLTATNGYINDkyZi04YzhjLTNIZJEONDk3MmFmNyIsInN1Yil6InN5c3RIbTpzZXJ2aWNI
YWNjb3VudDpkZWZhdWx00mJ1aWxkZXIifQ.OmgFTDuMHC_IYvvEUrjr1x453hIEEHYcxS9VK
SzmRkP1SiVZWPNPKTWIfNRp6blUZD3U6aN3N7dMSNO0el5hu36xPgpKTdvuckKLTCnelMx6¢
xOdAbrew1mCmOCINscwjS1KO1kzMtYnng8rXHIMJELsNIhnRyyIXRTtNBsy4t64T3283s3SLsa
ncyx0gy0Oujx-Ch3uKAKdZi5iT-18jnnQ-ds5THDs2h65RJhgglQEmSxpHrLGZFmyHAQI-
_SjvmHZPXEc482x3SkaQHNLgpmrpJorNgh1M8ZHKzlujhZgVooMvdmWPXTb2vnvi3DGn2XI-
hZxI1yD2yGH1RBpYUHA

ﬂ FF <sa_token_secret> B W RS 7 S hE secret BIZFR,

5. ERAEMARSIK - DS ERER AP FH1T B RIIIE -
I $ curl -X GET <openshift_cluster_api> --header "Authorization: Bearer <token>" ﬂ 9

ﬂ 1 <openshift_cluster_api> &1t /) OpenShift &£&% AP,

Q IF <tokens> Bt _E—SHH ARSI 5,

2.65. X FHEZLIUEP S secret 2B E

EESRSHAITREEE, EALUEE OpenShift Container Platform, A4 — N A MRS FBIET/ 5
BI%F, BARINEITIE P secret B,

IR UEF secret EREXFREEFMRENAIEPHE RGN ARE, ENEESEEATE N T Al
master £ IR SS 2R UE T AEE,

HIRSSFIEP secret BB MIBRSS Pod HIA&.

apiVersion: vi

kind: Service

metadata:
name: registry
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annotations:

service.beta.openshift.io/serving-cert-secret-name: registry-certﬂ
#...

ﬂ EEIEFHBR

Hh pod ATLMEEEEQIBRIIET (5 AER8 DNS £FME1TER) , AEARER pod R EINEEM
/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt X{E/H#) CA R4,

LEIhEE % R E AR x509.SHA256WithRSA, EFahicie, 1EMBRERMB secret, X TIBHTHIIET,

2.6.5.1. ERMZERIEBLUMES secret EcEH

ERERBIRS AL/ BHAN AT pod, HOIBSIHARS LURINE
service.beta.openshift.io/serving-cert-secret-name ;¥ f#, RS secret FHRINEZ pod.

b =
BB AR S5 iEF secret :

1. 4mEARSSH Pod spec.

2. FEARMBERT secret IATR, 7NN service.beta.openshift.io/serving-cert-secret-name 3+
&,

kind: Service
apiVersion: vi
metadata:
name: my-service
annotations:
service.beta.openshift.io/serving-cert-secret-name: my-cert ﬂ
spec:
selector:
app: MyApp
ports:
- protocol: TCP
port: 80
targetPort: 9376

UEPHBHEE PEM &R, 27FHE7E tis.crt 7 tis.key H,
3. BERS :

I $ oc create -f <file-name>.yaml

4, BE secret UBERENRINOIE :
a. BEMA secret FIK :

I $ oc get secrets

it Bl
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NAME TYPE DATA AGE
my-cert kubernetes.io/tls 2 9m

it

b. HEEMEH secret 18 :

I $ oc describe secret my-cert

it Bl
Name: my-cert
Namespace: openshift-console
Labels: <none>

Annotations: service.beta.openshift.io/expiry: 2023-03-08T23:22:40Z
service.beta.openshift.io/originating-service-name: my-service
service.beta.openshift.io/originating-service-uid: 640f0ec3-afc2-4380-bf31-

a8c784846a11
service.beta.openshift.io/expiry: 2023-03-08T23:22:40Z

Type: kubernetes.io/tls

Data

tls.key: 1679 bytes
tls.crt: 2595 bytes

5. YtE51% secret #£E2HY Pod spec,

apiVersion: vi
kind: Pod
metadata:
name: my-service-pod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: my-container
mountPath: "/etc/my-path”
volumes:
- name: my-volume
secret:
secretName: my-cert
items:
- key: username
path: my-group/my-username
mode: 511

Lea AN, &8 Pod MENHETT, ZIUEBX AERARSS DNS &1 <service.names.
<service.namespace>.svc 5,

IR/ BN R ERE R HAN B 5h & #t, 7E secret B service.beta.openshift.io/expiry T EE
THAEHE, HA8=h RFC3339,
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EXRZEIEFH, RS DNS &FF <service.names>.<service.namespace>.svc
AT MAEBER ., <service.names>.<service.namespace>.svc X EFR 2%
NSRS HNBEE, BATERMBRH,

2.6.6. secret HEHEBR

MRRSIEPERKRUFDETUTESR (RSFH service.beta.openshift.io/serving-cert-generation-
error X3 2)

secret/ssl-key references serviceUID 62ad25ca-d703-11e6-9d6f-0e9c0057b608, which does not
match 77b6dd80-d716-11e6-9d6f-0e9c0057b60

ERIETHIRSABEE, HBEEETEH serviceUID . ELTMIERIA secret FiEFRARSS LHILLTF 2
service.beta.openshift.io/serving-cert-generation-error, service.beta.openshift.io/serving-cert-
generation-error-num LU il EHT A R IUET :

1. MIB& secret :

I $ oc delete secret <secret_name>

error-

$ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-

I $ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-
I error-num-

: . ERTBRIROSST, ERRREEE—

2.7. {(FFAAER SECRET 2% N POD =B IE
BLNARFSEZRENRAIOLEBRMER, BERFEFLANFTAEXILER

{8 Kubernetes Secret *f RIZHBURE BN — N BREER, FEANE secret FHEREFMBRER, &
A LA#E A Secrets Store CSI Driver Operator 5488 secret fZi#5EMK, FI¥ secret WEHEE N pod B,

BF

Secret Store CSI Driver Operator /\IE MRARTN IR, FAT T INEE xflmaf*nnﬂﬁ
FERIL (SLA) ZH, BINRERTREH AR, EAHEEE U ERERT,
C2 5V NNk bTLAﬁFHF?EEfQﬁ%ﬁE’JIjJHb, HENSEFLANBRBERGEL

BRIABRAT G FEEMESER, WSARATIT i F e,

2.7.1. X 7F Secret Store CSI Driver Operator

Kubernetes secret LA Base64 Jitd I R 17 fiE, etcd 191X LE secret IRMMNER, (BIERSR secret B, EA]
SWMBBRHFARBLR,., MRSEAEHPEBREEETAGNIINIES, NEH API = etcd 1 RIFLR
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BIEAR] N ER AT LUK SRBUE TR secret, 734, BT & 22 (A R AIEE pod HIE{AI AEB AT LA FH 1% 65 44 22 [F]
BIEAR] secret SRILENIZ 6 44 22 [A] R BI4EA] secret,

EL L MEEIEREM secret, EALURF OpenShift Container Platform Secrets Store Container
Storage Interface (CSI) Driver Operator Ei& {8 FI N il MALEB secret BEEERYT (80 Azure Key
Vault) % secret, N AILUEA secret, 18 secret 7EN TR pod % FE A ST RS FIRE,
Secret Store CSI Driver Operator (secrets-store.csi.k8s.io) JtiF OpenShift Container Platform 7%
ETER A AER secret REIZ A secret, BREAFNIEFBIE NBHEEE pod 1, Secrets Store CSI Driver

Operator 8 gRPC SR EEE, LAMIBERIANER secret FHIKEIEEAR. WNEE, EPsEE
FEHEIBRSRNXE RS, Secret ZHEBLL in-line XX HEH,

2.7.1.1. Secret FFEHLRN A
LAF secret T EH N BRI FH F Secret Store CSI Driver Operator :

® AWS Secrets Manager
® AWS Systems Manager Parameter Store

® Azure Key Vault

2.7.1.2. B

Secrets Store CS| IXGNIE R EHAERAER secret FHERMRN B EETERIHNNS, MRHNEB secret
FHEREH T secret, secret [FIEHEHMBHERH, Secrets Store CSI Driver Operator & 2 28—
REH,

MR BB T HEHRRNBIEN Kubernetes secret [@%, ] Kubernetes secret th & #%5%%,

fEF secret BUBRHIN. R WM MR BB X secret BIEHT,
2.7.2. 223t Secret Store CSI Khi2FE

FRFM

e jj[A] OpenShift Container Platform Web 2% &,
o SRMEIE A VIAINAR,

b =
2% Secret Store CSI IHHF2FE -

1. &% Secret Store CSI Driver Operator :
a. BRE web #2HIH,
b. = Operators - OperatorHub,
c. BT ELIEZRAE P HIA "Secrets Store CSI" 73 Secrets Store CSI Driver Operator,
d. = Secrets Store CSI Driver Operator iz,

e. 7E Secrets Store CSl Driver Operator LA, = Install,
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f. 7£ Install Operator TIE A, AR :
e i All namespaces on the cluster (default)
o REMGH/ZLMN #iXEN openshift-cluster-csi-drivers,

g. = Install,
RIETAIG, Secret Store CSI Driver Operator &1E web £ & B Installed Operators 1
pardlf s

2. NIRENIZFQIE ClusterCSIDriver L{5 (secrets-store.csi.k8s.io) :
a. = Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 7E Instances £ Lk, H.i Create ClusterCSlIDriver,
EHALLT YAML X {F :

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
metadata:
name: secrets-store.csi.k8s.io
spec:
managementState: Managed

c. = Create,

2.7.3. % secret MA-EB secret Ffi#EHZ CSI £

24 Secret Store CSI Driver Operator &, ERILUF secret MELTFAMER secret ZAEHEEEI CSI 4 -
® AWS Secrets Manager
® AWS Systems Manager Parameter Store

® Azure Key Vault

2.7.3.1. Ml AWS Secrets Manager % secret

& Bl LUE R Secrets Store CSI Driver Operator ¥ secret M AWS Secrets Manager $#£#:E OpenShift
Container Platform 189 CSI £, EM AWS Secrets Manager ¥#; secret, EIIEEENNLLEETE AWS
£, FHERAWS ZETHEIRS (STS).

BF

AZFELED control plane & {EATHE AWS Secrets Manager #J Secrets Store
CSI Driver Operator,

SeRFH
o MHIERFREIE AWS £, HEA AWS Z2 TR (STS).
e &4 Secrets Store CSI Driver Operator, EFSIRIFS M Z4 Secret Store CSI AN 5)FE/F o

o EBEJF AWS Secrets Manager EC& N 1F AT M secret,
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REIRENFE A ST ccoctl —idH S04,
BREjqCLITE,

e LAMEREA cluster-admin & &I i 0] £,

. & AWS Secrets Manager #E5E :

a. FRHENEFRMIUTERENE—D YAML X4 :

BF

Secret Store CSI IXZNF2FH AWS Secrets Manager N 2 — 1 LN
o

HEE KRR L AWS S IR EEEHTER, MEEAUS
OpenShift Container Platform IE& T{E, *fItECEBIE XA BER RN TNRE,

aws-provider.yaml 344l

apiVersion: vi
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: csi-secrets-store-provider-aws-cluster-role
rules:
- apiGroups: ["]
resources: ["serviceaccounts/token"]
verbs: ["create"]
- apiGroups: ["]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: ["]
resources: ["pods"]
verbs: ["get"]
- apiGroups: ["]
resources: ["'nodes"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-aws-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-aws-cluster-role
subjects:
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- kind: ServiceAccount
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-aws

labels:
app: csi-secrets-store-provider-aws
spec:
updateStrategy:
type: RollingUpdate
selector:

matchLabels:
app: csi-secrets-store-provider-aws
template:
metadata:
labels:
app: csi-secrets-store-provider-aws
spec:
serviceAccountName: csi-secrets-store-provider-aws
hostNetwork: false
containers:
- name: provider-aws-installer
image: public.ecr.aws/aws-secrets-manager/secrets-store-csi-driver-provider-
aws:1.0.r2-50-g5b4aca1-2023.06.09.21.19
imagePullPolicy: Always
args:
- --provider-volume=/etc/kubernetes/secrets-store-csi-providers
resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
memory: 100Mi
securityContext:
privileged: true
volumeMounts:
- mountPath: "/etc/kubernetes/secrets-store-csi-providers”
name: providervol
- name: mountpoint-dir
mountPath: /var/lib/kubelet/pods
mountPropagation: HostToContainer
tolerations:
- operator: Exists
volumes:
- name: providervol
hostPath:
path: "/etc/kubernetes/secrets-store-csi-providers"
- name: mountpoint-dir
hostPath:
path: /var/lib/kubelet/pods
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type: DirectoryOrCreate
nodeSelector:
kubernetes.io/os: linux

b. IZ1TLL T &4, 1%F csi-secrets-store-provider-aws AR S5k B4 A [AIFER

151
$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-aws -n openshift-
cluster-csi-drivers

c. BT T HROIBHNETIR :
I $ oc apply -f aws-provider.yaml

2. BFIRS K FER AWS secret ST RBIFYIR :
a. BT Ty, AIBE— MEXREEGEEITEX

I $ mkdir credentialsrequest-dir-aws

b. FAUTEE HEIFERUE YAML X4 :

credentialsrequest.yaml 3 #l

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: aws-provider-test
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- "secretsmanager:GetSecretValue"
- "secretsmanager:DescribeSecret"

effect: Allow
resource: "arn:*:secretsmanager:*:*:secret:testSecret-??7777?7?"
secretRef:

name: aws-creds
namespace: my-namespace
serviceAccountNames:
- aws-provider

c. BT T 4R OIDC #N

I $ oc get --raw=/.well-known/openid-configuration | jq -r ".issuer'
=1
I https://<oidc_provider_name>

METH S % OIDC #tNFa &5 <oidc_provider_name>, £ TF—4HfERA,
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d. 2fTLUTF &%, M ccoctl TEAEBEIREK -

$ ccoctl aws create-iam-roles \
--name my-role --region=<aws_region>\
--credentials-requests-dir=credentialsrequest-dir-aws \
--identity-provider-arn arn:aws:iam::<aws_account>:oidc-
provider/<oidc_provider_name> --output-dir=credrequests-ccoctl-output

it Bl

2023/05/15 18:10:34 Role arn:aws:iam::<aws_account_id>:role/my-role-my-namespace-
aws-creds created

2023/05/15 18:10:34 Saved credentials configuration to: credrequests-ccoctl-
output/manifests/my-namespace-aws-creds-credentials.yaml

2023/05/15 18:10:35 Updated Role policy for Role my-role-my-namespace-aws-creds

MEIHE AR EH <aws_role_arn> LET—# H{#EH, 5120, arn:aws:iam::
<aws_account_id>:role/my-role-my-namespace-aws-creds.,

e. BITLAT M4, ERAAE ARN HBERSH S -

$ oc annotate -n my-namespace sa/aws-provider eks.amazonaws.com/role-arn="
<aws_role_arn>"

3. fIEE secret N FERLATE LK secret EEHLN

a. flEE X SecretProviderClass %7 £ H YAML 3 {4 :

secret-provider-class-aws.yamlz< 5l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:

name: my-aws-provider ﬂ

namespace: my-namespace g
spec:

provider: aws

parameters:

objects: |

- objectName: "testSecret"
objectType: "secretsmanager”

WEE secret NV R ET,
Q 1B 7E secret Bt BIRAIER B ZEH,
N IR E ) aws,

Q EERETHNENEESH.

o

b. iz1TLA T 5 #1032 SecretProviderClass % & :

I $ oc create -f secret-provider-class-aws.yaml
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4. QIEERELIMER L secret LN EZE -
a. DIEE X Deployment % RH YAML 34 :

deployment.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: my-aws-deployment ﬂ
namespace: my-namespace g
spec:
replicas: 1
selector:
matchLabels:
app: my-storage
template:
metadata:
labels:
app: my-storage
spec:
serviceAccountName: aws-provider
containers:
- name: busybox
image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
- "10000"
volumeMounts:
- name: secrets-store-inline
mountPath: "/mnt/secrets-store”
readOnly: true
volumes:
- name: secrets-store-inline
Csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-aws-provider" 6

ﬂ e EERE L TR,
9 IEEEREM SR LEE, XNI5 secret SN FERAER,
g 87 secret N R,

JIZ{TLL T e 453k /32 Deployment %4 :

ey
I $ oc create -f deployment.yaml

o IGUFIRALAM pod HBIEE M AWS Secrets Manager 1517 secret :

8 2= §H POD
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a. B pod EHEEHH secret :
I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/
i Bl
I testSecret
b. &E pod HEHHH secret :
I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/testSecret
it Bl
I <secret_value>

Hith BHIR

e figi&E Cloud Credential Operator T&

2.7.3.2. M AWS Systems Manager Parameter Store % secret

& Bl LUEF Secrets Store CSI Driver Operator ¥ secret M AWS Systems Manager Parameter Store ¥
#E| OpenShift Container Platform i CSI £, ZEM AWS Systems Manager Parameter Store $##;
secret, MBVEBNTRET AWS £, FHEA AWS R25hEARSS(STS).

BF

AXZFEREREW control plane E£EfH{#E A A AWS Systems Manager Parameter Store
B Secrets Store CSI Driver Operator,

SoREH
o TREVERRFRITE AWS £, FHERA AWS Z2TREIRSS (STS).
e &4 Secrets Store CSI Driver Operator, EFSIRIES M Z4 Secret Store CSI AN 5)EE/F
o (REEIE T AWS Systems Manager Parameter Store LAfZ BT secret,
o MERINFPEEYTF ccoctl ZHHIX
e EXK|jqCLIITE,

o ATLUFEAEA cluster-admin B&IAE iR EEE,

1. %% AWS Systems Manager Parameter Store #t7 :

a. FRHENEFRMOUTERENE—D YAML X4 :
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8 2= §H POD

BF

Secret Store CSI JXENF2FH) AWS Systems Manager Parameter Store #t5
R — 1 LR,

EERIRIE L AWS S IR EEEHTIEWR, MEERUS
OpenShift Container Platform IE& T{E, *fItECEBIE AT RERFMTNRE,

aws-provider.yaml 3446l

apiVersion: v1i
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: csi-secrets-store-provider-aws-cluster-role
rules:
- apiGroups: ["]
resources: ["serviceaccounts/token"]
verbs: ["create"]
- apiGroups: ["]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: ["]
resources: ["pods"]
verbs: ["get"]
- apiGroups: ["]
resources: ["'nodes"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-aws-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-aws-cluster-role
subjects:
- kind: ServiceAccount
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-aws
labels:
app: csi-secrets-store-provider-aws
spec:
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updateStrategy:
type: RollingUpdate
selector:
matchLabels:
app: csi-secrets-store-provider-aws
template:
metadata:
labels:
app: csi-secrets-store-provider-aws
spec:
serviceAccountName: csi-secrets-store-provider-aws
hostNetwork: false
containers:
- name: provider-aws-installer
image: public.ecr.aws/aws-secrets-manager/secrets-store-csi-driver-provider-
aws:1.0.r2-50-g5b4aca1-2023.06.09.21.19
imagePullPolicy: Always
args:
- --provider-volume=/etc/kubernetes/secrets-store-csi-providers
resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
memory: 100Mi
securityContext:
privileged: true
volumeMounts:
- mountPath: "/etc/kubernetes/secrets-store-csi-providers”
name: providervol
- name: mountpoint-dir
mountPath: /var/lib/kubelet/pods
mountPropagation: HostToContainer
tolerations:
- operator: Exists
volumes:
- name: providervol
hostPath:
path: "/etc/kubernetes/secrets-store-csi-providers"
- name: mountpoint-dir
hostPath:
path: /var/lib/kubelet/pods
type: DirectoryOrCreate
nodeSelector:
kubernetes.io/os: linux

b. IZ1TLL T84, 1%F csi-secrets-store-provider-aws AR 551K B4 A [AIFLER -

ey
$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-aws -n openshift-
cluster-csi-drivers

c. BT T e AR OIZBMHA R TIR -

I $ oc apply -f aws-provider.yaml
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2. BFIRS MK FIER AWS secret ST RBIFYIR -
a. TS, IB— BEXFEEGERILIEX :

I $ mkdir credentialsrequest-dir-aws

b. FRAUTEE HEIFERUE YAML X4 :

credentialsrequest.yaml 3 #4l

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: aws-provider-test
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- "ssm:GetParameter”
- "ssm:GetParameters"

effect: Allow
resource: "arn:*:ssm:*:*:parameter/testParameter™"
secretRef:

name: aws-creds
namespace: my-namespace
serviceAccountNames:
- aws-provider

c. IBfTLA TRk OIDC A7 -

I $ oc get --raw=/.well-known/openid-configuration | jq -r ".issuer'
=1
I https://<oidc_provider_name>
METH S %) OIDC #tNFa &5 <oidc_provider_name>, £ TF—#%HfEMA,
d. IZfTLTF %, #A ccoctl TEBEIRFEK :
$ ccoctl aws create-iam-roles \
--name my-role --region=<aws_region>\
--credentials-requests-dir=credentialsrequest-dir-aws \

--identity-provider-arn arn:aws:iam::<aws_account>:oidc-
provider/<oidc_provider_name> --output-dir=credrequests-ccoctl-output

it Bl

2023/05/15 18:10:34 Role arn:aws:iam::<aws_account_id>:role/my-role-my-namespace-
aws-creds created
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2023/05/15 18:10:34 Saved credentials configuration to: credrequests-ccoctl-
output/manifests/my-namespace-aws-creds-credentials.yaml
2023/05/15 18:10:35 Updated Role policy for Role my-role-my-namespace-aws-creds

MEIHE AR EHl <aws_role_arn> LIET—# H{#H, 5120, arn:aws:iam::
<aws_account_id>:role/my-role-my-namespace-aws-creds,

e. IZITUAT S, HAAE ARN HERSIKS,

$ oc annotate -n my-namespace sa/aws-provider eks.amazonaws.com/role-arn="
<aws_role_arn>"

3. Bl secret BN R LUE IR secret T EHEN T -

a. flExE X SecretProviderClass %7 £ H YAML {4 :

secret-provider-class-aws.yamlz 5l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:

name: my-aws-provider ﬂ

namespace: my-namespace g
spec:

provider: aws

parameters:

objects: |

- objectName: "testParameter”
objectType: "ssmparameter”

87 secret N EHREA,
87 secret N FERBIM KL,

TN PEIEE ) aws,

0009

EERETHVENEEESH.

b. BT Fa4$ K0/ SecretProviderClass X & :

I $ oc create -f secret-provider-class-aws.yaml

4. QIEEERELUFER L secret N -
a. I8 E X Deployment %SRBI YAML 344 :

deployment.yaml 7=l

apiVersion: apps/vi
kind: Deployment

metadata:
name: my-aws-deployment ﬂ
namespace: my-namespace 9
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spec:
replicas: 1
selector:
matchLabels:
app: my-storage
template:
metadata:
labels:

app: my-storage

spec:
serviceAccountName: aws-provider
containers:
- name: busybox

image: k8s.gcr.io/e2e-test-images/busybox:1.29

command:

- "/bin/sleep”
-"10000"

volumeMounts:

- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true

volumes:
- name: secrets-store-inline
csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-aws-provider" 6

ﬂ e EERE B TR,
9 IEEEREM G R LENE, XNI5 secret SN FERAER,
9 87 secret N FHRHEA,

JIZ{TLL T e 453k 6/ Deployment %R :

g2y
I $ oc create -f deployment.yaml

8 2= §H POD

o ISIEEALIM pod BHE#H B AWS Systems Manager Parameter Store 1j[7] secret :

a. B pod EHEEHH secret :

I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/

LN
I testParameter

b. &BE pod HHHH secret :
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I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/testSecret
it Bl

I <secret_value>

HAth B

e F2i& Cloud Credential Operator TE

2.7.3.3. M Azure Key Vault ##; secret

R B] LA#E A Secrets Store CSI Driver Operator $¥ secret M Azure Key Vault ##:E] OpenShift Container
Platform ##) CSI %, ZEM Azure Key Vault £ secret, RHIEEFNIIZRLETE Microsoft Azure L,

SeREH
o SRLETE Azure L,
e &4 Secrets Store CSI Driver Operator, EFSHRIFES M Z4 Secret Store CSI N 5/EE/F
o RBEYSF Azure Key Vault Bt & N 1FHEFTEERY secret,
o B%EE Azure CLI (az),

o RETLUFEAEZR cluster-admin A& i A& EE,

ik =
1. &% Azure Key Vault #ER7F :

a. FRHENETRIUTERENE—D YAML X4 :

5T
Secrets Store CSI| IXEHF2FE M Azure Key Vault RN E 2 —N LN EE,

EERIRIELF Azure XY FRIRMECBHITIEDR, LMEEALUS
OpenShift Container Platform IE& T{E, *fItEDEBIE LRI BERFMMTNRE,

azure-provider.yaml 344761

apiVersion: vi
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-azure
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: csi-secrets-store-provider-azure-cluster-role
rules:
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- apiGroups: [""]
resources: ["serviceaccounts/token"]
verbs: ["create"]
- apiGroups: [""]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["get"]
- apiGroups: [""]
resources: ["'nodes"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-azure-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-azure-cluster-role
subjects:
- kind: ServiceAccount
name: csi-secrets-store-provider-azure
namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-azure

labels:
app: csi-secrets-store-provider-azure
spec:
updateStrategy:
type: RollingUpdate
selector:

matchLabels:
app: csi-secrets-store-provider-azure
template:
metadata:
labels:
app: csi-secrets-store-provider-azure
spec:
serviceAccountName: csi-secrets-store-provider-azure
hostNetwork: true
containers:
- name: provider-azure-installer
image: mcr.microsoft.com/oss/azure/secrets-store/provider-azure:vi.4.1
imagePullPolicy: IfNotPresent
args:
- --endpoint=unix:///provider/azure.sock
- --construct-pem-chain=true
- --healthz-port=8989
- --healthz-path=/healthz
- --healthz-timeout=5s
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livenessProbe:
httpGet:
path: /healthz
port: 8989
failureThreshold: 3
initialDelaySeconds: 5
timeoutSeconds: 10
periodSeconds: 30
resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
memory: 100Mi
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
runAsUser: 0
capabilities:
drop:
- ALL
volumeMounts:
- mountPath: "/provider"
name: providervol
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: type
operator: Notln
values:
- virtual-kubelet
volumes:
- name: providervol
hostPath:
path: "/var/run/secrets-store-csi-providers"
tolerations:
- operator: Exists
nodeSelector:
kubernetes.io/os: linux

b. IZ1TLL T84, #%F csi-secrets-store-provider-azure IR S50k 7 BO4F AL AIFLRR -

g2y
$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-azure -n
openshift-cluster-csi-drivers

c. BT T B3RO BHNETIR :
I $ oc apply -f azure-provider.yaml

2. QIERARSS E ARk R B -

a. BITUTHE, HRSEARE I secret B NIMEE

2l
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$ SERVICE_PRINCIPAL_CLIENT_SECRET="$(az ad sp create-for-rbac --name
https://$KEYVAULT_NAME --query 'password' -otsv)"

b. IZITUT&S, MRFERE i ID XENMELE :

51T
$ SERVICE_PRINCIPAL_CLIENT ID="$(az ad sp list --display-name
https://$KEYVAULT _NAME --query '[0].appld’ -otsv)"

c. BITLLT &%, ERIRSEAREFiH secret #1 ID OIJER @ secret :

N

$ oc create secret generic secrets-store-creds -n my-namespace --from-literal
clientid=${SERVICE_PRINCIPAL_CLIENT_ID} --from-literal
clientsecret=${SERVICE_PRINCIPAL_CLIENT_SECRET}

d. RFH secrets-store.csi.k8s.io/used=true #11%, LAAiFHtN EEELL
nodePublishSecretRef secret :

$ oc -n my-namespace label secret secrets-store-creds secrets-
store.csi.k8s.io/used=true

3. BIEE secret BN R LUE IR secret T MEHLNFE

a. flE&xE X SecretProviderClass %7 $H YAML {4 :

secret-provider-class-azure.yaml 7=l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:
name: my-azure-provider ﬂ
namespace: my-namespace g
spec:
provider: azure e
parameters: ﬂ
usePodldentity: "false"
useVMManagedldentity: "false"
userAssignedldentitylD: ™"
keyvaultName: "kvname"
objects: |
array:
- |
objectName: secret1
objectType: secret
tenantld: "tid"

1B 7E secret Bt BIRBI BT,

1B 7E secret Bt BIRAIER B 22 H,
N TR E N azure,
EERETHNENEESH.

- -
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b. IZ1TLL T a5 K 0|E SecretProviderClass *f £ :

I $ oc create -f secret-provider-class-azure.yaml

4. DIBREELUEALL secret #ENFEE -
a. I8 E X Deployment % &RE YAML 344 :

deployment.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: my-azure-deployment ﬂ
namespace: my-namespace 9
spec:
replicas: 1
selector:
matchLabels:
app: my-storage
template:
metadata:
labels:
app: my-storage
spec:
containers:
- name: busybox
image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
-"10000"
volumeMounts:
- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true
volumes:
- name: secrets-store-inline
Csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-azure-provider" 6
nodePublishSecretRef:
name: secrets-store-creds ﬂ

e EER BB TR,
IEEEREM G R LENE, XNI5 secret SN FERIER,
8 secret N R,

IBESER TR Azure Key Vault BIARZS EHFEIUER Kubernetes secret & ¥,

0009

b. iZITLA T ep 3K A% Deployment XI5 :
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I $ oc create -f deployment.yaml

o IIEREILAIM pod BHEHHB Azure Key Vault 1j[7] secret :

a. FlUH pod HE A secret :
I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/
=1
I secret1

b. &BE pod HHHH secret :
I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/secreti
=1

I my-secret-value

2.7.4. R AXHE S Kubernetes secret EEMNARIHTRL

TBAEILEARYE, MESENSHMRNBNE Kubernetes secret, EAREE = ARES W RGIZFHALREH
BEFEZ BB | B Kubernetes secret,

Digk

H
[=]

INRIEARELF secret FAEIE OpenShift Container Platform 2% etcd A1, HAE
FERRY, NESECHEALLIIE, i EB8EERIMELER5|A secret i,

MREATRAY, EEHEE secret M pod g, XBEEHBM secret KFAF 7 Kubernetes secret,
LB EEHRNER pod #MIBRES, BEH B Kubernetes secret R#H R,

SoREH
o B&% Secrets Store CSI Driver Operator,
o BRI secret FEHELN A,
o MEOIET secret HRFEHR,

o RETLUFEAEZS cluster-admin A& i A& EE,
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1. BT T4 K94 SecretProviderClass %R :

ey
I $ oc edit secretproviderclass my-azure-provider ﬂ

ﬂ ¥ my-azure-provider &#i7 secret #tLN ERBIE R,

2. EARYP B Kubernetes secret EZE 1N secretsObjects Ef 4 :

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:
name: my-azure-provider
namespace: my-namespace
spec:
provider: azure
secretObjects: ﬂ
- secretName: tissecret 9
type: kubernetes.io/tls 6
labels:
environment: "test"
data:
- objectName: tiskey ﬂ
key: tls.key 6
- objectName: tlscrt
key: tls.crt
parameters:
usePodldentity: "false"
keyvaultName: "kvname"
objects: |
array:
- |
objectName: tiskey
objectType: secret
- |
objectName: tlscrt
objectType: secret
tenantld: "tid"

8 EES$ H) Kubernetes secret MIEZE,
5 EZAEM Kubernetes Secret X $HEZF5,
1B EZ M Kubernetes Secret Xf RHYKEY, {5140 : Opaque 3% kubernetes.ioftls.

EEERSRABNREIZH S,

0009

{515 E objectName ARy data FEXRIEF Kubernetes secret,

3. RIS LAMES L E

2.7.5. &5 %& pod B HFH secret IKE
BRI LAEE pod BHEHH secret WIFMER, SIERIRA,
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Secrets Store CSI Driver Operator {5 pod HHE B8 2[5 Q| —
SecretProviderClassPodStatus %R, Eal I EBIFREEEFFMER, SIERE, UK pod BEH;
R secret,

FeRFH
o B %% Secrets Store CSI Driver Operator,
o BRI secret FEHEN A,
o MEOIET secret BN,
o REERE T M Secrets Store CSI Driver Operator #¥# %M pod.

o ATLUFEAEA cluster-admin A& iR EEE,

o ZITLLTF@%E, &EE pod BEH A secret MIFAER -

$ oc get secretproviderclasspodstatus <secret_provider_class_pod_status_name> -o yaml

secret N pod BN R A FRE A <pod_name>-<namespace>-
<secret_provider_class_name> FJ#& =,

it Bl

status:
mounted: true
objects:
- id: secret/tlscrt
version: f352293b97da4fa18d96a9528534cb33
- id: secret/tlskey
version: 02534bc3d5df481cb138f8b2a13951ef
podName: busybox-<hash>
secretProviderClassName: my-azure-provider
targetPath: /var/lib/kubelet/pods/f0d49c1e-c87a-4beb-888f-
37798456a3e7/volumes/kubernetes.io~csi/secrets-store-inline/mount

2.7.6. E#; Secret Store CSI Driver Operator

FoRFM

e ijj[A] OpenShift Container Platform Web 1Z#1&,
o SRMEIE A VIFITIRR,

iz
EN%; Secret Store CSI Driver Operator :

1. {Z1EFRE{# A secrets-store.csi.k8s.io #L 1IN FFEF pod,
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2. NP secret F M BRI 55 = 75 (AN P34
3. MIB& Container Storage Interface (CSI) IXEhF2FEFIABRE L ¢

a. = Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 1E Instances 1%+ £, XF secrets-store.csi.k8s.io, SRZAMB THIFH, AFH Delete
ClusterCSIDriver,

c. HIRTRES, i Delete,
4. BGUF CSI IKEhF2F pod R EARHIZIT.

5. #1#; Secret Store CSI Driver Operator :

% o
TEEN%; Operator B, WS%EMIER CSI WEhER.

a. = Operators — Installed Operators,

b. 7E Installed Operators T{EH A, 1E Search by name fEA i A "Secrets Store CSI" &
Operator, AERTE.

c. fE Installed Operators > Operator ¥R IlH A LA, = Actions — Uninstall
Operator,

d. H7E Uninstall Operator B8O AR, = Uninstall 325 Mas % Z2 8 R iH[FR Operator.,
Operator EEEHHEENEMNARFHEEF B,
EEkfE, Secret Store CSI Driver Operator A 3I7E web %I 5# Installed Operators &}
ﬁj\c

2.8. QIEEHIfE FEC B AR SY
BUT #8472 YRR B I R AN SRR E A 1,

2.8.1. T fREC B BREY

T NEARFEEFARENY. BTSSR ETEMELHEEHTEE, £ OpenShift
Container Platform /1, XERE T HSHERNBELE, UEFRBREN BRRFUBIE,

ConfigMap X Ri{Z#t T AT AR EHENNG, BENRFARERS OpenShift Container Platform
Txk, EEMHNATATFEHANERSFE (WANHIEM) HANEESR (WTEERES K JSON blob) .

ConfigMap * R B S EEHIER B (ERS, XEBUERAIE Pod HHFAS A T HHEEFSERAHGNEE
#iE. B -

ConfigMap X &R E X

kind: ConfigMap

apiVersion: vi

metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: example-config
namespace: my-namespace
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data: ﬂ

example.property.1: hello

example.property.2: world

example.property.file: |-
property.1=value-1
property.2=value-2
property.3=value-3

binaryData:
bar: L3Jvb3QvMTAw @)

Q aamRBEHIE,
g EMEAIE UTFS $URMSTHE, N4 Java BBEHEME ST, Ll Base64 W= A TSR,

% -
MZHtHI . (NEiR) CIRECEMRSIES, ERILUER binaryData F.

FAJLUTE Pod RUAEMARUEREERE, MEMNTAT :
o ERBFERIMELEH
o WERBHHNBRITSH
o EREHHEX MY
AP FIR ST 4 AT AR BC B PR ST R 7 EC B .
FLEMRSTS secret KU, BT HEEEMEREBZHSTISBWRERNFERBES,

BiC i BR 5 PR 1
£ pod HAILUHHERNAEH, w/7l0IEARERSN,

LRGSR FRONEERE. REEKERERRERNESESNHYE,

ConfigMap *f RHF-BEE—1WiHH,

e R E 1B $8 pod 5| A,

Kubelet R3Z# 9 EM API IRS5E3IKERM pod {5 FAIACIEBRSY.

XEIEEA CLI QIS M E 52 HI 2R 02 pod. BEARSIEEL OpenShift Container Platform 7 5

B89 --manifest-url #7ic. --config #7ic, @i REST API GIE8 pod, FENiXLERELIE pod BER A
5£0

2.8.2. 7£ OpenShift Container Platform Web % & A | 22 2 & A 5+

% 7] LATE OpenShift Container Platform Web 12414 dh 41 2 Fid & B &Y,

it =
o LSHEENSMUREEMRS :

1. £ Administrator M, 1%t# Workloads — Config Maps.

o1
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2. L% imEA L% Create Config Map.

3. I ABCBRANANS.
4. %% Create,

o LIFREZMNOZREMRS :

1. 7 Developer i/, %#% Config Maps.

2. L% lmEA L% Create Config Map.

3. MAREMRFHAR.

4. %% Create,

2.8.3. {8 CLI | 2B E PR &

BRI UERUTHRSME R, FEXHICFEOZEEMRS,

it =
o (EFEMRSS :

I $ oc create configmap <configmap_name> [options]

2.8.3.1. MB X022 A & P 5

BRI LUE R --from-file TREM B K OIRECERS . XN AERTFEERERPHS DXL BEER

5t
B e A T EREMRS PIE T,

HpEaMEXH4, BENERXHENRE,

B0, UTHSEEEB—1HHE example-files B X ASMEBIET :

I $ oc create configmap game-config --from-file=example-files/

HEEEERNPHEY :

I $ oc describe configmaps game-config

=1
Name: game-config
Namespace: default
Labels: <none>

Annotations: <none>
Data

game.properties: 158 bytes
ui.properties: 83 bytes
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e VBRI, RFAPMTHEE MR THRIEENE KPR XXHEUERN, XEBIHHNAS I DK,
Atk oc describe By H R G RN AR KR E KN,

=55

o BB —1Bx HbaaEEFEREREEMRNOEIENXHE,
LUR AR X L~ B2 4 - game.properties 1 ui.properties :

I $ cat example-files/game.properties
it Bl

enemies=aliens

lives=3

enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30

I $ cat example-files/ui.properties
it Bl

color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice

AR
o MALUTEHS, MR8 BEXPENXHRENEEMRS
$ oc create configmap game-config \
--from-file=example-files/

o [FRWHE -0ETIH oc get S LUEBHEMNE :

I $ oc get configmaps game-config -o yaml
i Bl

apiVersion: vi
data:
game.properties: |-

enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
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secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:34:05Z
name: game-config
namespace: default
resourceVersion: "407"
selflink: /api/v1/namespaces/default/configmaps/game-config
uid: 30944725-d66e-11e5-8cd0-68f728db1985

2.8.3.2. N\ 22 B i B
B LUFER --from-file iR EM X QIRBLBIES, Eel A% R --from-file 1£T(% 15845 CLI,

AT LU key=value RiA {51845 --from-file 17, EEEMRANPIMXHERSANAETIEEER
WERH, B0

I $ oc create configmap game-config-3 --from-file=game-special-key=example-files/game.properties

e

==
MRMIEOE—NEEEMS, S UEARARIEIFIE UTFS IR S EIE UTF8 93K
#&. OpenShift Container Platform il | Z#F 6344, FIEHIZSXHEHRIGH MIME, EARSS
22 L, MIME B3 B4R RS F 7 i A S IR 8UE,

AR

o BB —/1Bx HbaaEEFEREREEIRNNIEIENXHE,
LUR SRR X L~ BIS2f4 - game.properties 1 ui.properties :

I $ cat example-files/game.properties
i Bl

enemies=aliens

lives=3

enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30

I $ cat example-files/ui.properties

it Bl
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color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice

ff

L=
o EITEERENMROZREMS :

S

$ oc create configmap game-config-2 \
--from-file=example-files/game.properties \
--from-file=example-files/ui.properties

o EITIEERENROZECEMRS

$ oc create configmap game-config-3 \
--from-file=game-special-key=example-files/game.properties

o fHM -0 BT NN RIEIA oc get v, UBEXHHIIHEE :

I $ oc get configmaps game-config-2 -o yaml
it Bl

apiVersion: vi
data:
game.properties: |-
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:52:05Z
name: game-config-2
namespace: default
resourceVersion: "516"
selflink: /api/v1/namespaces/default/configmaps/game-config-2
uid: b4952dc3-d670-11e5-8cd0-68f728db1985

o {HF -0 TR REIA oc get vy, UEBHEXN RBIHE

I $ oc get configmaps game-config-3 -o yaml

8 2= §H POD
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i th 7 Bl

apiVersion: vi
data:
game-special-key: |- ﬂ
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:54:227
name: game-config-3
namespace: default
resourceVersion: "530"
selflink: /api/v1/namespaces/default/configmaps/game-config-3
uid: 05f8da22-d671-11e5-8cd0-68f728db1985

@ ReEnENSERRBREY,

2.8.3.3. N\ HE{AH O 2 A E R G
R ET LU BE B RS IR P T

--from-literal ;£ 71X FH key=value ifi%, BRVTEZREGTITHIRHFEE.

o EIIEEFHEERL/RAEMRS :

$ oc create configmap special-config \
--from-literal=special.how=very \
--from-literal=special.type=charm

o [FRAWHE -0LTIH oc get S LUEBHEMNE :

I $ oc get configmaps special-config -o yaml
it =Bl

apiVersion: vi
data:
special.how: very
special.type: charm
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: special-config

96



8 2= §H POD

namespace: default

resourceVersion: "651"

selflink: /api/v1/namespaces/default/configmaps/special-config
uid: dadce046-d673-11e5-8cd0-68f728db1985

2.8.4. Al : £ pod H{F FAEC &R &Y
LUR /N #8558 7 7E pod ARSE#FE ConfigMap *f I 89— L& A 51,

284\ FHAKEMRNAERFPESRIMNETE
BRI UEREERAAERSFERENMNEELE, KMYRERIMEL ELTHAE BT ASRPRINR

=
B8,

BN, 1EEELTECERSY

BWANIMEZLEM ConfigMap

apiVersion: vi
kind: ConfigMap
metadata:
name: special-config ﬂ
namespace: default 9
data:
special.how: very 6
special.type: charm

@ mEsHAT.
@ mESMFAEHTIE. BERSRAERR—E R pod 51 A.

OOz I EE,
WA— I IEZLEM ConfigMap

apiVersion: vi
kind: ConfigMap
metadata:
name: env-config 0
namespace: default
data:
log_level: INFO @

@ mEBHHAT.
@ TIAMNELE.

ik S
o HEILU#EFA configMapKeyRef #f4 1E pod #{# Atk ConfigMap i,
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BCE N EARENEZEN Pod MAGTRHE

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: SPECIAL_LEVEL_KEY g
valueFrom:
configMapKeyRef:
name: special-config
key: special.how ﬂ
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config 6
key: special.type G
optional: true
envFrom:
- configMapRef:
name: env-config
restartPolicy: Never

Q M ConfigMap F RIS ERIEMEZS BRI/NTT,
@ EER{CEARN pod FMELEBIEH,
%%MEP?EHX##EEN%QEE’\J ConfigMap &7,
%%M ConfigMap FHERIOEFE L &,

Q REMEASBRR N F %k, {FNRNET, BMESER ConfigMap FIH T,

@ M ConfigMap FRHIEXFR B TR R AR E RN,
© ESMHHEBFHIEEES ConfigMap &5,
2 I, pod iE1THf, pod BFREIELL Tt :

SPECIAL_LEVEL_KEY=very
log_level=INFO

53 pod.

% .
A %A SPECIAL_TYPE_KEY=charm, & i%{&7T optional: true,

2.8.4.2. (FARERN N BRI TIXERBITSH
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IRET L@ Kubernetes E#iiE % $(VAR_NAME), FREEMRE KiXER RPN EHSHNE,

pign, 1EEELUTECERSY

apiVersion: v1i
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

it

o EREFANNBFFN—IHaP, FREEZRENETENH, AE, EAILUER
$(VAR_NAME) iE £ E A RMaaHhsIHel],

RENEARENEZEN pod HAERHA

S

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "echo $(SPECIAL_LEVEL_KEY) $(SPECIAL_TYPE_KEY)" ]

env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
restartPolicy: Never

@ CREERFNELENEREIAISRRHIADR,

Ltk pod 1Z1THY, test-container B23HIZ1THY echo SEHIMIHHAINT -

I very charm

2.8.4.3. [FHEREMNEHRNTEIASL
Bo LUME AR EMRSITSNEEAS,
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ConfigMap B E X ¥R (CR)=fAl

apiVersion: v1i
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

i
B U RE BRI AR T ABFEN N TRBEI,

o FREBEMITNARTFIASHREAFEZESHERR HXERHHIE, XHHNHRBEIHE
g :

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat", "/etc/config/special.how" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config ﬂ
restartPolicy: Never

ﬂ LEREFIBIXM

LiXA pod IZ1TH, cat M HHIEIHIR :

I very

o LTI LUEHIR ST B AR AT BB P BIRR AR -

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat", "/etc/config/path/to/special-key" ]
volumeMounts:
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- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config
items:
- key: special.how
path: path/to/special-key ﬂ
restartPolicy: Never

© EEmNHE,

X pod i217HY, cat I SBIRIHIER ¢

I very

2.9. F AR & iEMARFI A POD 1517 A BB BIR

BB &EY, BEERERE XN, FEETE OpenShift Container Platform pod B F4E E R % & 2K
B, 40 GPU, InfiniBand Sk EMEZHN AT BRI BERRLUTERIR,

29.1. TR EEG

WERRERE—BHIBENRRAR, UEBEREEREEE, Waidtdid—m R X LR
FRMESE, MMEXEZETHASER, REILETENRERE, st =Ee(l

BT
OpenShift Container Platform XHXZ &M API, {BixFiEHRSHES MR EIRHEX
o

HEEGRE TR (kubelet 944E8) LiZ1THY gRPC BRSS, MTiEIBFEMBH TR, EMEEELGE
W BT iizid B IHA (RPC) :

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device
// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during

// registration phase, before each container start. Device plug-in
// can run device specific operations such as resetting the device
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// before making devices available to the container
rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

}
Rt Rel

o SEAT COS BBIERGHI Nvidia GPU 1% & 1E 4

Nvidia E A GPU & &iE M4

Solarflare X &G4

KubeVirt & & 3H4E : vio 0 kvm

FAF IBM® Crypto Express (CEX) 8 Kubernetes i% & i

MFEERERESELN, KEEESERERE - stub L& HEMH -
vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

2.9.1.1. HREHEBELE
o FIHARBRERXAHUNRBENMES L,

o EFHN, H&EEGSZIAET RLE fvar/lib/kubelet/device-plugin/ A — UNIX B E#E
F, LUBEIRSEE TFEAEERM RPC,

o HTFXAFEGLINEEBEHTR. ENXHRENIFNAREZEFUE, B2 HE— NN
L2 ETFXHIETT,

o BIEAIEHLIRIRE T EXHBSENESHY,
2.9.2. TRRX#EIESS

REBESRET —MNE, TEBMN EEBREIEGAET AT REGER,
BRI UAET ARG, mAMESUER_ERFAH,

HE
OpenShift Container Platform Z#FiZ &1 API, B FEHASRBEE MMINERHR
o

REBEBNEEAENNEBEIER, B pod RILAF AHER B BREI/FHRILEIRER XS EESF QA ENX
&, X—HEERTFEREMTEMBT RER.

ERBIR, W&EEESRTE /var/lib/kubelet/device-plugins/kubelet.sock LI Register {8 & F M E!
KEBIEE, FHEMIT / var/lib/kubelet/device-plugins/<plugin>.sock 8] gRPC RS, LIRSS H&E
3K,

TEAC RIS RIT, X EBEERAERAIEHIRSS F A ListAndWatch 23 2218 (RPC), 1
SRR, S EIREREIT gRPC FEMIE MR & T RINFITR, K& SRS TR AL, LURIA
HBHESENNEN., TEE—, BHECREREEFR ; REMAEENREEMND, mamtiE
R ML A TR A SR & BT R,
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TELIBHE pod A ANEXRES, Kubelet fHE KM BFREHAXFEESZUHTHENE. XEETESS
EEBUREESGKLE, URIEREEENNMWIEYE., NREGEFEEFBEET QRN LS RAMERE, NTEX
BSEX &S LA Allocate RPC,

M4, EEREETUHUTRANANMSE TS MERE, NRRERE, REUBREIEEERE, Xk
REE ARSI 52,

293. BRI &EEIESS

R A SE RS A, ERARREBRAEWITHE FASS BEGt,

WA IR M T — R, ETEBIR L AR IR A S E B SRR M R,

1L BIALT RS NEERBNT mREKERSE S MachineConfigPool CRD XEXHIFTE, HHATLL
TERe—

a. BENGRE :
I # oc describe machineconfig <name>
4N -
I # oc describe machineconfig 00-worker
=1

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ

Q@ EEERFERE

it =
1 NEEE®ROEAE LHIR (CR),
wEEERSE CREETRH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr 9
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ CrRAB—AE
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@ HIARANBEBGLNIRE,

9 J% DevicePlugins % true”,

2. QR EEES
I $ oc create -f devicemgr.yaml
=1
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BEAMINT R EBBIET /var/lib/kubelet/device-plugins/kubelet.sock, HRBERATIXEE
2R, XRIXEEES gRPC RS SREH LA EM UNIX 5 EREF., RERRAT XS
BRI, FTRTE Kubelet HENE IR sock U5

2.10. £ POD HE RZEH A POD (L5

IRA] LIRS RER S A pod LN S8 GTHEE. pod LAEMRERSHM pod HLLLL pod WEZE M, FHIRIE
LR FITABILLIE, 64 (preemption) NS FEEFIKREM LD pod HE 2 SEIE, MMESENT
mR 3% A R R Ze R B BE S VR BE (1 S B pod, pod (EEHtE &84 pod BYVHRE IR LR 17 R L FERA
RIXFRIFE

EFERMARIIC HThEE, EBRBECBMILIERE L pod WHEXINE, RE, 1E pod &5 BILE
HK, DN XM ERHITHE,

2.10.1. T & pod 154

LIRER pod LR 516 HIRERT, HERRFASRBILLENEAEFLIE pod, MFLIE pod RHME
BB (LR PR E A F LI pod BIFTE. ELb, MRAFFAEER, WEILELHNH pod AIEELHE
LS pod ERFAE, MR pod TEEE, HAERFIMWEEHEEMPBEIL LN pod,

2.10.1.1. Pod £ &%

&R LN pod DEE—NMEKNE, ER—FIEMBEEXNR, RAFELMBHRELEIERERNR,
BEMEX, KPR,

AR FN KA LUEUVNFHEFETF 1000000000 (+12) B9 32 AIEBEUE, W FREHIE G HARAKBREI X i

pod, IHFIRBATHET 10 (ZHEE, BIAERT, OpenShift Container Platform B W MR E 52K
%, ATFEERILAENXERS pod.

I $ oc get priorityclasses

=1
NAME VALUE GLOBAL-DEFAULT AGE
system-node-critical 2000001000 false 72m
system-cluster-critical 2000000000 false 72m
openshift-user-critical 1000000000 false 3d13h
cluster-logging 1000000 false 29s

LN VI R S SUN e ———— L ——— /B3 1 e L 4 TTm A L
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® system-node-critical - BEILFEAZRBIIE T 2000001000, AHTFTAE MNFM T R LESXEREY pod,
BAE LN LM pod ~HIE sdn-ovs ] sdn &, % XEHAGEBRINEFE system-node-
critical L4038, #i40 -

o master-api

o master-controller
o master-etcd

o sdn

o sdn-ovs

o sync

e system-cluster-critical - I L5 RIE R 2000000000 (Z+12) , AFHNEHMEREE
B pod, EFRLERT, BEHLMELEN Pod ATLMT Ik, Fli0, BET system-
node-critical {052 KM pod RTLAMABE LS. Fif, MWILERRBEREBRIEFE, EE ML
F M pod RABIE fluentd LLRK descheduler IXFEMIMI N A S, 1% *EEHGBRINERE
system-cluster-critical {522, 40 :

o fluentd
O metrics-server
o descheduler

e openshift-user-critical - A LUERHFBEE pod B9 priorityClassName FE%, XL pod Tk
REHFEHEFE, BEEBRTINNFEIREFEIT . openshift-monitoring #1 openshift-user-
workload-monitoring fn 4 22 [A] FBY Prometheus Pod {8 openshift-user-critical
priorityClassName, iR T {£{i#{#FH system-critical {fF HHEE— priorityClass, 1B1E!
BERTERFNERRE, BILERREN]. Ak, RBEREFUEN, HHAERFEHERRE
M, HESBNBEENTENSREREFRET REBRE,

e cluster-logging - LIS E M Fluentd FAFH{R Fluentd pod (Lo FH MR A HE R M L.,

2.10.1.2. Pod 5K & Fh

WE—IHSMUEIRE, ERLEIE pod, FH1E Pod MA& RIS E MM KL, LI AEEGIZRE
RIMERR B FERETRMANNEBRE, WREEHRIAELHBMLERSE, pod FHEIEL,

2.10.2. T pod 2 5

YUF K AGIBIE pod B, pod &HEAE—FAFI, INRF X AN pod BBE T pod (L=t h, HETR
2 MEAFIRRIEER pod, FH S pod AEEEANTT R L, MRAERFETITEEHRE pod WAFEIREE
KEPEY T m EFRBIZEE], NS NELE pod i 416 &P,

LAERFET RS —DHZEA pod I, E@EiLFEY Pod spec B nominatedNodeName Bk 1%
ML mBATR, nodename FERth 2401k, FEFEFEA nominatedNodeName FEX EIRER pod
FENTR, BERtEArRESEESIEHBEXNER,

HHERFIES T E—BEMLES pod F, HERFREEZ pod WREZIEHR., MRERERFEF

AR pod Kb FH—TRZNAH, HERFRFREMEN pod MERIZ T RL,
tt, Pod spec #J nominatedNodeName FE&#1 nodeName F & FRIgER B AT A [,
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FHH, MRAERFERE—TRLIEH pod FIERFFEL, XN XBHLAYLFLE pod &Y pod 7
ZHE, BLAERFIUBHAEXMIEREEN pod, EXFERT, HERFERBFRFLIE pod
8 nominatedNodeName, 1% pod B HH&IHAESIHM T S L,

BER—EMT RPBIRAAE SRS pod. TERF T LLET BIR—E 9 BURM %N pod AR RFILIE
pod,

RARLE pod BB HERT RIS, HERFEFRMNINTRERE pod i,

2.10.2.1. JE¥ ML S 2k
16 HEREE I E 7 Never B Pod 2B BRI pod BIFEATI A, {BFEIE S EM pod, FEHHE
HIEIE & pod RFBEMENGIG, BEEFRATABRATLFE, JEEH pod 5HM pod — 1, ZHAER
FEREHRN, XEKE, NRAERFZHAMAEXL pod, BIRUBRENEE R, RFEHAERHA
EE AL R BRI pod,

FEit & pod AT HEMB LS pod 5,

2.10.2.2. Pod i f M1 E L FEREFIXIE
R E A pod 5K 50 HThEE, HEEHMMAEREXE

pod L5 pod HEFTIE

pod FRETFIEIEE FE —H B TR FEANRIANRNHREKE O, NREIBET pod T

&, OpenShift Container Platform 27165 pod FfRANEEXEFE, HERFRZRERTR
pod FETTIEMATIR T84 pod. MARMAEXIEM pod, NIFTEERTA pod HRETTIE B K MIG G
& (55 2% pod,

pod {5 H pod KBkt

pod KEAMEEKNH pod HER S EBRFIRERNHEM pod HEMT =L,
NRFZHLIE pod 51T EM—PNHZEMEM KN pod BF pod [\ FEM, HERFEMFREENSER <
ERMATR FIE G BARILEN pod, XA, FAERFRIHEMT SEAEFLIE pod. BE, THERIE
HERFEFHRIESEN T R, FILAEREREFLE pod.

R IEXFER, HFANECE L EHNIERB pod B9 pod KEKIE,

2.10.2.3. & I 5B pod

EI8h pod B, AERFEERF pod REAXILHAREIEE, fF pod BEW ST TEFBH., IR pod 7EEIHA
BE&AEERY, HERRFRXKIEZ pod, WRZLXIEHIRRFEHERZRFIE G1% pod BN [A/F1#FL IR pod
FE BT s ST 8] oz 18] 3& B — AN A 22

ERBUIGXAN 2, TIARNBIEM SR pod BEBEIGHR LK IEHAIR,
2.10.3. BB E it &

IRET LOB A QIR L MR AT RFE A pod #A& ] priorityClassName 5 pod 5152 < B N pod
e 5t b,

ERREE R LSRRI A FHES pod H.
it
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FERHLUERML LRSI HTIEE :

1 QRS -

O 000

©

a. BIB—NELLLTRAIB YAML 324 -

apiVersion: scheduling.k8s.io/v1
kind: PriorityClass
metadata:
name: high-priority ﬂ
value: 1000000 @)

preemptionPolicy: PreemptLowerPriority 9

globalDefault: false

8 2= §H POD

description: "This priority class should be used for XYZ service pods only." 9

U ESE 3 EY 11
K RELFEHRE,

A, BEMMANERTHIC S L, 10 LRGBS
PreemptLowerPriority, &R 1FZILEHE R pod 1 GBI SN pod. IIRIE S
SRBRIZE N Never, NIZILAELFE B pod AL &,

A, EBERETNIZFX MR LB T EEEEMEI LB pod, LLFERBRINH
false, $£2ih RAEFE— globalDefault %y true B9 562K, INREE
globalDefault:true FI{LEE, NIFEMLREBTRN pod WKL NE, HINER
globalDefault:true BI{L N KR KFMIERIML LI LB OIEN pod, FBEXRINE
pod BIfLSER.

ik, AR N AN IZAF LS LR pod. MIAMERXAFRES,

b. BIBILIEHE

$ oc create -f <file-name>.yaml

2. B8 pod spec FEIEMILNFHIELTS :

a. BIB—NELLLTRAIB YAML 324 -

apiVersion: vi
kind: Pod
metadata:
name: nginx
labels:
env: test
spec:
containers:
- name: nginx
image: nginx
imagePullPolicy: IfNotPresent
priorityClassName: high-priority ﬂ

EEZER T pod BIL R,
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b. A& pod :

I $ oc create -f <file-name>.yaml

ER LU SN A FRE RIS pod BBE DK pod R,

2.1 AT ML POD MERIRET =
AR — DB BAST, PR 1Y R ehBY I PR pod e B8 SR AL,
BB pod HHRIER— TR EIZFT, pod RATBAIREHZT R LI EMRER,

INRIEIEE— pod BEeBEHR RN AT mREMERN T SR, HEETANERTEE,

2.1 AT LRSS pod KB

IRE] LAFE R T R LR pod FIFRSE _ERY s 85 R 12 %I pod BB AIE, AT LSRN, OpenShift
Container Platform &% pod HEEI & & AR ZR T =,

EAAT R ITENSEINFEERINIE. FIRERNETTENSETHR T RIS, #FT
REBZIRE. MR RIHRE, mbl]i'h? RN EBREENIRETRRE.

E AR ERININEIINA pod H, [ sULEERRARINENZ pod BOIEHIXT R A, 40 ReplicaSet X

%. DaemonSet 115, StatefulSet X/%. Deployment %5k DeploymentConfig &R, EAETF %
ZHINTRIE pod HREEBLEIRZR T 'J—'-'J:E%ﬁﬁfJEo INRECEH pod, ATLUFT sk BERE
INE pod MiA& s, 1R pod &R ERGINR, EWUTMIFE pod, YmiE pod M&FHEHCIE pod,

& TREEEN T R AN A HE R pOd F,

FRFM

B kR RRRINEIINA pod B, TEMEIZ pod BIIEFINT R, $40, router-default-66d5cf9464-
m2g75 pod H router-default-66d5cf9464 &l &1L :

I $ oc describe pod router-default-66d5cf9464-7pwkc
i th o Bl

kind: Pod

apiVersion: v1

metadata:

#...

Name: router-default-66d5cf9464-7pwkc
Namespace: openshift-ingress

#...

Controlled By:  ReplicaSet/router-default-66d5cf9464
#...

Web ##&7E pod YAML B ownerReferences T 7! i HIXT & :

I apiVersion: v1
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kind: Pod
metadata:
name: router-default-66d5cf9464-7pwkc
#...
ownerReferences:
- apiVersion: apps/v1
kind: ReplicaSet
name: router-default-66d5cf9464
uid: d81dd094-da26-11e9-a48a-128e7edf0312
controller: true
blockOwnerDeletion: true

Pk =
| R EVSRENERRE T R, N RRNINRE
o TEQIET RIS, {#F MachineSet Xf REIH T EHBEETENT mRIMIRE

a. IBTLLT &S, IZHRINE MachineSet ¥ & :

$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="
<value>","<key>"="<value>"}}]' -n openshift-machine-api

o -

$ oc patch MachineSet abc612-msrtw-worker-us-east-1c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

B
IR AN LA YAML k@ EN SR EFRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: xf2bd-infra-us-east-2a
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S SR IEI % =& EHRNINE] MachineSet X/ R :
fBlan -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
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MachineSet X R <5

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

#...

spec:
#...
template:
metadata:
#...
spec:
metadata:
labels:
region: east
type: user-node
#...

o EEMAT RN

a. AT R%iE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EZEHLAUTT SRR -

I $ oc label nodes ip-10-0-142-25.ec2.internal type=user-node region=east

B
AR AN FBLL T YAML k@ S iRining -

kind: Node
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9
labels:
type: "user-node"
region: "east"
#...

b. IIEMERESARMET R

I $ oc get nodes -I type=user-node,region=east

i th 7 Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-142-25.ec2.internal Ready worker 17m v1.27.3

2. JRICECHY T RIEFERRNINE pod :
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o TR RIEFEIRRNMEINEB R AREM pod, A pod BIEEHEINT RIRINT mEFESS -

WA PRZ M ReplicaSet X & a<fl

kind: ReplicaSet
apiVersion: apps/v1
metadata:
name: hello-node-6fbccf8d9
#...
spec:
#...
template:
metadata:
creationTimestamp: null
labels:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
pod-template-hash: 66d5cf9464
spec:
nodeSelector:
kubernetes.io/os: linux
node-role.kubernetes.io/worker: "
type: user-node ﬂ
#...

© FmimniE,

o BV RUAFRNINE—NEENH pod, EREFRANINE Pod XK :

{77 kAR B Pod X R Bl

apiVersion: vi
kind: Pod
metadata:
name: hello-node-6fbccf8d9
#...
spec:
nodeSelector:
region: east
type: user-node
#...

%% (R BB R SR I BTG VIR pod .
2.12. RUN ONCE DURATION OVERRIDE OPERATOR

2.12.1. Run Once Duration Override Operator it

&R LAE A Run Once Duration Override Operator 3812 1T—R pod B KT [RIPRH,

2.12.1.1. 5%F Run Once Duration Override Operator

m
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OpenShift Container Platform i 7247 —X pod FHITIEMIERE pod SHITIIEZEES . Run-once
pod 27 & RestartPolicy /7 Never =k OnFailure #J pod.

SBEIE G AT LUE A Run Once Duration Override Operator 35 §ll BR X L2527 — R pod 2 FIEERIRE
BIEH A, AFIRIRRESHRRS, SRR E DAL IX L pod, EANERFNEZERREZM EWBEEESZ
RpRRN: iy IETN

Z ¥ Run Once Duration Override Operator FRBYIZ{T— RIEFEN AIB E N A EZ1T—RE pod, B0
EENEANMERRGERAE,

INRIZ1T— R pod F Run Once Duration Override Operator #8i% & T £ activeDeadlineSeconds
8, MM ANMERREE,

2.12.2. Run Once Duration Override Operator X 1T3¥iC

S£RHEE 5 AT LUE A Run Once Duration Override Operator € HIXHZE1T— R pod &b FSEERIR S BURT [A]
s BRI, BEPRHISEIE, EERZRKILZT— R pod. EFLERHNVEERREZHIEWESET
a7t KB,

249 Run Once Duration Override Operator FIBYEFT— RIFFLLNS [ B &= N A EHZ 4T — R pod, R
EENERNGEERPEAE,

K EATEILNLE T 1 OpenShift Container Platform B Run Once Duration Override Operator BIFF 4,

& X Run Once Duration Override Operator By, %5 [ < F Run Once Duration Override
Operator,

2.12.2.1. Run Once Duration Override Operator 1.0.2
KB 245 1A 268
LR S A FTF Run Once Duration Override Operator 1.0.2 :

® RHEA-2024:9999

212211 BFHERES

® It Run Once Duration Override Operator Z{ThRAfR T LN E LR EMREE (CVE),

2.12.2.2. Run Once Duration Override Operator 1.0.1
% BHEE : 2023510 B 26 H
LAF 28R FF Run Once Duration Override Operator 1.0.1 :

® RHSA-2023:5947

212221 BFERES

® It Run Once Duration Override Operator Z{ThRAfRR T LN E WLIRAFRE (CVE),

2.12.2.3. Run Once Duration Override Operator 1.0.0

A#F B : 2023 F 5818 H

12
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LAUF /A &R FF Run Once Duration Override Operator 1.0.0 :

® RHEA-2023:2035

2.12.2.3.1. HithsE K Theeign

® X Run Once Duration Override Operator WA A B A {ThRA, BRREER, HSHEE
Run Once Duration Override Operator,

2.12.3. BEi21T— /R pod HIETIHARR
& BT LUEF Run Once Duration Override Operator 381217 —R pod BB AT [BIBR &, @it 1E o % Z2 (7]

LERZTRFFON A ER, UEEZMmAZE AR OB EHNMEIZIT—/R pod BHE
activeDeadlineSeconds F %% &% Run Once Duration Override Operator #§EM{H,

INRIZ4T—RHI pod #1 Run Once Duration Override Operator #8i% & 7 H
activeDeadlineSeconds 1, &8 X P MEARBE(E,

2.12.3.1. 2% Run Once Duration Override Operator

&AL Web #2215 %% Run Once Duration Override Operator,

FeREH
o RATLUFA cluster-admin R R &EEE,

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. &[HE| OpenShift Container Platform Web 215,
2. 3 Run Once Duration Override Operator G| 2 rr &8 & 22 A,

a. 1#17 Administration > Namespaces, = Create Namespace,

b. 7£ Name FE&# %A openshift-run-once-duration-override-operator, #Af5 = Create,
3. %% Run Once Duration Override Operator,

a. SfinZE Operators » OperatorHub,

b. 1E;LJE23MEF %I A Run Once Duration Override Operator,

c. %% Run Once Duration Override Operator 3 = Install,

d. 1f Install Operator TTHE A :

i. Update channeli%i&7 stable, ©&%%& Run Once Duration Override Operator BJ&
TS ERRA

ii. 1% A specific namespace on the clustet

13
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iii. M Installed namespace TR FHIFZH H1E#F openshift-run-once-duration-override-
operator,

iv. ZEFE— EHTHEHESRES.

e Automatic SRB&fo1F Operator Lifecycle Manager (OLM) 7E&HhRA A BT B
B #T Operator,

e Manual FRIEEEHAE YL EIERAE LA Operator B#,
v. 0 Install,

4. /2 RunOnceDurationOverride 24,

a. 1t Operators - Installed Operators T{H A, X Run Once Duration Override Operator,
b. 7£#¥ Run Once Duration Override 71, #A/Gm Create RunOnceDurationOverride,
c. RIEFRREXE.
1 runOnceDurationOverride Z39 T, " LIE#T spec.activeDeadlineSeconds & (#0
REE) . ENLHEN 36007, =100,

d. &= Create,

1. &XE| OpenShift CLlI,

2. BEFRA pod B GIBH EMIZIT,

I $ oc get pods -n openshift-run-once-duration-override-operator

=1
NAME READY STATUS RESTARTS AGE
run-once-duration-override-operator-7b88c676f6-lcxgc 1/1  Running 0 7m46s
runoncedurationoverride-62blp 1/1 Running 0 41s
runoncedurationoverride-h8h8b 1/1 Running 0 41s
runoncedurationoverride-tdsqgk 1/1 Running 0 41s

212.3.2. FEtp R ZE A 5 AT — RIS A @ =

Z % Run Once Duration Override Operator FRBYIZ{T— RIFEN AIBE N A EZ1T—RE pod, B0
EENEANMEZRGERE,

FoRFMH

e %% Run Once Duration Override Operator,

ff

L=

S

1. &XE| OpenShift CLI,

2. ANINFRZE, NenR 22 fE R iT —IRFFEEN RIS -

14
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$ oc label namespace <namespace> \ ﬂ
runoncedurationoverrides.admission.runoncedurationoverride.openshift.io/enabled=true

ﬂ EBEERRGT—REENFABENGRRZEN,

E AR RERIZIT RSN HEER, TEmAZEAFRRUBIZIT RN pod 2HE
activeDeadlineSeconds &% & ) Run Once Duration Override Operator (B & 1H, Ly 2[Ry
A pod BRET—REFHNIF1%EH activeDeadlineSeconds fH.

1. EER TiBT—REFEEN ] B 896 & 22 A 1 42 — DI IT—R pod :

apiVersion: vi
kind: Pod
metadata:
name: example
namespace: <namespace> ﬂ
spec:
restartPolicy: Never 9
containers:
- name: busybox
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
runAsNonRoot:
true
seccompProfile:
type: "RuntimeDefault"
image: busybox:1.25
command:
- /bin/sh
- -ec
- |

while sleep 5; do date; done

Q F# <namespace> E#it B 4 22 7] 19 & 7R,

9 restartPolicy /2 Never = OnFailure, FBEE—MNZEIT—RH pod.

2. %k pod @B B1%EH activeDeadlineSeconds FE% :

I $ oc get pods -n <namespace> -0 yaml | grep activeDeadlineSeconds

it Bl

I activeDeadlineSeconds: 3600

2.12.3.3. BiE T RIEREILE R A B3
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IWBILLB E Y. Run Once Duration Override Operator 5& A Fiz17—RH pod WEFH, TIE XHIEN
3600 7, =% 1/,

FREH
o RATLUFA cluster-admin TR A &R,

e %% Run Once Duration Override Operator,

1. &XE| OpenShift CLI,

2. YWt RunOnceDurationOverride %8 :

I $ oc edit runoncedurationoverride cluster

3. E#7 activeDeadlineSeconds F£% :

apiVersion: operator.openshift.io/v1
kind: RunOnceDurationOverride
metadata:
#...
spec:
runOnceDurationOverride:
spec:
activeDeadlineSeconds: 1800 ﬂ
#...

ﬂ I$ activeDeadlineSeconds F %X B NFFEMI(E, LR N AL,

4. REFXMHLAFERZ £,
FER R T T— /RIEFEN R B E R E A BIEMRIZ1TE pod 2 f$ H activeDeadlineSeconds
FEREXBENIXNHE, XL R ZERRANINEZT K pod RERE I ILELXNHE,
2.12.4. E1%; Run Once Duration Override Operator

IR BT L@ E1 % Operator FMIBRE AR X BTIR, M OpenShift Container Platform Hff|f& Run Once
Duration Override Operator,

2.12.4.1. #H1# Run Once Duration Override Operator
&R LAE A Web #2251 & 1%L Run Once Duration Override Operator, #1%; Run Once Duration Override

Operator A &EUH X EIZ1T— XM pod By activeDeadlineSeconds %, B BB EN BRI
kHIZ4T— R Pod,

SeRFZ M
o EALUFEH cluster-admin 1R 1] &8,
e ijj[a] OpenShift Container Platform web %14,

e BEZ&% Run Once Duration Override Operator,
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s}
e

1. &[HE| OpenShift Container Platform Web 2% &,
2. 5%l Operators — Installed Operators,
3. M Project THI%IZE A% openshift-run-once-duration-override-operator,

4. ffif% RunOnceDurationOverride Z45l,

a. X Run Once Duration Override Operator#i%#¥ Run Once Duration Override 11,

b. = &&f F£EBE%EH Options K H F1%+% Delete RunOnceDurationOverride,
c. EHUKTIEIER, = Delete,

5. #1%; Run Once Duration Override Operator Operator,

a. 5fin%l Operators - Installed Operators,

b. s Run Once Duration Override Operator £ B 3&i/1# Options 35 , F 4 Uninstall
Operator,

c. EWBIANIEHERH, = Uninstall,

2.12.4.2. 1% Run Once Duration Override Operator ¥

FH, TEEDIE Run Once Duration Override Operator [, #&7I LAMEERE it iR E 48 % ¥R,

SeRFZH
o EALUFEH cluster-admin 1R 1 [n] &8,
e jj[a] OpenShift Container Platform web 1Z%I&,

o REENE T Run Once Duration Override Operator,

1. &[HE| OpenShift Container Platform Web 2% &,

2. MIBRZ%E Run Once Duration Override Operator F5f |8 CRD :

a. 1 AE| Administration » CustomResourceDefinitions,

b. 7£ Name FE % A RunOnceDurationOverride 337 & CRD,

c. & RunOnceDurationOverride CRD 35371 B £ T 32 54 , 1% Delete
CustomResourceDefinition,

d. EWIASIEIEH, = Delete,

17
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3. Mk& openshift-run-once-duration-override-operator 5% %2 i,

a. SfinZE Administration » Namespaces,

b. 7EiTIEBRIEHFIA openshift-run-once-duration-override-operator,

c. | openshift-run-once-duration-override-operator 5 H3&8) Options 3 & FikfE
Delete Namespace,

d. FEMIXTIERER, #iA openshift-run-once-duration-override-operator 3 == Delete,

4. MJE RBIEr & 22 A R BRIZ 1T — R FFEEHT (I B R IR,

a. SfinZE Administration » Namespaces,
b. A EZE (A,

c. | Labels F&3EH Edit,
d. &

runoncedurationoverrides.admission.runoncedurationoverride.openshift.io/enabled=true
W, AER Save,

18
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®= 3= [FHEBET Y METRICS AUTOSCALER OPERATOR BEh¥™
E POD

3.1 ®RATEIL

3.1.1. HE X Metrics Autoscaler Operator £ 1T3EiC

Red Hat OpenShift BJE & Y. Metrics Autoscaler Operator & {7310 4A T #BITHRERIB R IhRE. B FH
BIThRELL X BR8] &,

Custom Metrics Autoscaler Operator & F Kubernetes #J Event Driven Autoscaler (KEDA), HE&ETF
OpenShift Container Platform #& @ B 21 B (HPA)/IE,

Custom Metrics Autoscaler Operator for Red Hat OpenShift #E A 2228 FYH 1R 1, ©
5 OpenShift Container Platform # /0 AR, Red Hat OpenShift Container Platform 4 6p
FEHABERLR T R IThRAFRA M.

e

CRARAIS-Z =75 %

TR BB OpenShift Container Platform A E X B 7E X Metrics Autoscaler Operator A,

OpenShift Container Platform ikZ<

2141 416 RFF%L4T (GA)
2141 4.15 RFF44T (GA)
2141 414 NI4T (GA)
2141 4.13 NI4T (GA)
2141 4.12 RFF44T (GA)

3.1.1.2. B X Metrics Autoscaler Operator 2.14.1-467 X fT3EiC

Itt B % X Metrics Autoscaler Operator 2.14.1-467 4 {ThiRA N 1E OpenShift Container Platform &£&f/iz
#THY Operator 12t CVE MR IRMES. LT AE AT RHSA-2024:7348,

HE

TELE AR AR Custom Metrics Autoscaler Operator Z B, B MIBREM LRI RS HIIRAR
AR AHETF Kubernetes Bt X 37 #FHY Event Driven Autoscaler (KEDA),

31121 BFERES
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o TELIRIMIRRAA, BE X Metrics Autoscaler Operator pod By root X4 RZ B A B, XHTZ
WNEM, HFIRERERREN M, EXMRAF, podroot XHRGTHRIELAR, BRTEEN
Z&M\F, (OCPBUGS-37989)

3.1.2. Custom Metrics Autoscaler Operator B3 £ & {ThRA L 1T3E10
BUFRAATEICER FLAFIB B E X Metrics Autoscaler Operator iR A,

BXRYBIRA, 1ESH B E X Metrics Autoscaler Operator £ 1T3F10 o

3.1.2.1. B X Metrics Autoscaler Operator 2.14.1-454 X 1T3¥iC

Ith B 7 Y. Metrics Autoscaler Operator 2.14.1-454 & fThRAH7E OpenShift Container Platform & iz
1789 Operator 124 CVE. #MIseMBEFHERES, UTAETHATF RHBA-2024:5865,

BE

TERE R A Custom Metrics Autoscaler Operator 281, 1EMBREMUAI LI A
PR AHETF Kubernetes Bt X 37 #FHY Event Driven Autoscaler (KEDA),

3.1.2.1.1. HiTheE K Thaeignn

3.1.2.1.1.1. ZH A B E X Metrics Autoscaler Operator B Cron fili /% 23

Custom Metrics Autoscaler Operator BIfEa] LA Cron trigger, RIBENNTEHAERY R pod,
IR EWINS [] BB S 5hR, Custom Metrics Autoscaler Operator %% pod I BEMERNE, HT RIS
f, Operator &4aIHEILABIBIZ A,

IMBESIER, WS TR Cron R4 %,

3.1.2.12. BFHEFES

o TELIRIMARAHR, MREEHNT KedaController B E X FHRFMHITEEESE, | keda-
metrics-server-audit-policy ECERF NS ER, HiL, EBE X Metrics Autoscaler #15H
ER, BXEERFHITRESH, EXNRAR, X5 1TEERE UIIE T AR &St EF
IR, AIFEELREEMNENHFITERE, (OCPBUGS-32521)

3.1.2.2. Custom Metrics Autoscaler Operator 2.13.1 £{T3FiC

Itk Custom Metrics Autoscaler Operator 2.13.1-421 £ {ThRR A& F1E OpenShift Container Platform &&fHi2
4789 Operator 124t T HREFRFFEIREE, UTASETATF RHBA-2024:4837,

BE

TELE AR ABY Custom Metrics Autoscaler Operator Z B, B MBRIEM LRI RS IR AR
AR AHETF Kubernetes B4 X 37 #FHY Event Driven Autoscaler (KEDA),

3.1.2.2.1. #iTheE R TheEi8 o

3.1.2.2.1.1. ZHd A B & SGIEF589 Custom Metrics Autoscaler Operator

Custom Metrics Autoscaler Operator SIFE AT LAEF B E XRS5 CA IEHREMEERISHA T TLS Misir
R, H0AER Kafka SEE¥sk4MER Prometheus BRS5. BRIAIER T, Operator {UfF B 5h4E B BIIRSSIE 3k
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3% % on-cluster fkR%5. KedaController Xf A —NFFER, Bl UEREBRSTEHA B E LIRS 2R
CAEP LUEREEI A ZRARSS

MEELZELR, 1ESH Custom Metrics Autoscaler BB & . CAIEH ,

31222 BFERES

o TELIFIMIARAH, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter 43/ k
DIRXER. B, 78 cron LSBT BNRITEERTE, EHZERIBFTERIINXE
B, TEXMEREAR, HENEREHFHIDLENRER. Eit, &3 cron it 4 S3HIX RIMAEATLL
E®E I, Custom Metrics Autoscaler BRI X & cron il 4 209 BXIR, (OCPBUGS-
34018)

3.1.2.3. B%E X Metrics Autoscaler Operator 2.12.1-394 & 1373F1C

Itt B % X Metrics Autoscaler Operator 2.12.1-394 & {ThR A&} 7E OpenShift Container Platform & H;2
1789 Operator 12t T RRFIIFMEE. LUTAER AT RHSA-2024:2901,

BF

TELE AR ABY Custom Metrics Autoscaler Operator Z B, B MBRIEM LRI RS HIIRAR
AR AHETF Kubernetes Bt X 37 #FHY Event Driven Autoscaler (KEDA),

31231 BEEAES

o TELIRIRIARAAH, ZXTTLR JSON BIKFE R HH4T unmarshaling 2038
if, protojson.Unmarshal B =3 A—FEMEIN. & unmarshaling 2|12 &
google.protobuf.Any {&5,%{& 7 UnmarshalOptions.DiscardUnknown iETiff, mIEESHIN
SR, WARITHRARR T XA, (OCPBUGS-30305)

o TELIRTHIRRA AR, UMBITLEBDRAN, AILIEAHAMERA Request.ParseMultipartForm 755%HA,
{8 Request.FormValue. Request.PostFormValue =i Request.FormFile 7555 A,
TR ANESRNRETER T HENRE, XARSBANFERER, TXThHRAR, @ETLREe
LAIEfAREI &R A K/, (OCPBUGS-30360)

o TELIRIMIRRAA, HEE HTTP EEMEIRNELE FIEs#RgN T2 RSN, HTTP &/
I ARG & BTk, 40 Authorization 5 Cookie. 5140, M example.com Z|
www.example.com FWEE RS A Authorization 172k, {BEEMZ] www.example.org T
Rk, WARITARAR T XA, (OCPBUGS-30365)

o TELIHIMIARAH, KiFBETHARMAAEENIEPIERESSBOUERRIETTE panic, &4
2% Config.ClientAuth 2% &y VerifyClientCertlfGiven =%
RequireAndVerifyClientCert (ERIFF A 11 #0 Transport Layer Security (TLS) &~ im#1ARSS
2. BAANTT AR TLS BRFSB|/TEFIUER FimiE o A ITHRAER T XA #, (OCPBUGS-
30370)

o TELIRIMIARAH, 1RM MarshaldSON 73R OI8IFEIR S & A P LRGSR, W& TLAEA
AR HTML ARG 2 E X B LT H. WRERTEEHRFREARNTEAER.,
R AThRAARIR T XA A&, (OCPBUGS-30397)

o TELLHIMIARAH, net/http #1 golang.org/x/net/http2 Go B4R BREI N HTTP/2 15K ELEH

CONTINUATION i E, XMREFTERFHT EHFE CPU, LA ITHRARRER T XM A,
(OCPBUGS-30894)

3.1.2.4. B X Metrics Autoscaler Operator 2.12.1-384 & 1T3EiC
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Ltk B 7 X Metrics Autoscaler Operator 2.12.1-384 & {ThRA }1#E OpenShift Container Platform & iz
THY Operator {2t T #HTHEEMIRFHHIRER ., UTAFARAT RHBA-2024:2043,
BE

ELEBTE U Metrics Autoscaler Operator BIXANKRAET, 15 M BRAERI AR 22 22 BT
WM A B4 X 32 FEHY KEDA R AN,

3.1.2.4.1. BFEAES

o ELIHIMIARAA, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter %3 {& it
DIRER. B, 8 cron il AR BN RITEER T, RNERIRTERIINXE
B, EXMHRASF, GHREWERERHNSENXER. Eit, &% cron il &4 2R84 RIMFE AT L
E# T, (OCPBUGS-32395)

3.1.2.5. B%E X Metrics Autoscaler Operator 2.12.1-376 & 173Eir

Ltk B 7 X Metrics Autoscaler Operator 2.12.1-376 Z1ThRA N 7E OpenShift Container Platform &£ iz
789 Operator 1’ T T2 BHMBFHIRMES, UTAFAATF RHSA-202411812,

BE

ELEBTE Y Metrics Autoscaler Operator BIXANKRAET, 15 M BRAER AR 2 22 FF AT
WM A A X 32 FEH) KEDA R AN,

3.1.25.1. BFHEIRES
o TELIRIHINRAAR, MRET BN RTHIEPIEELRE, MAEFEENSRZRZEE, NEZ scaler B
FInTEB RSk ER AR e, MmSEBAERR. EXMRAS, L H IR R LUE
Witk EZR FinfEaf, MMSBAERR. (OCPBUGS-30145)

o TELIFIMIARAH, keda-metrics-apiserver pod Y ServiceMonitor B E R (CR) BiEEHET
e, B CRBIAT http M IRIEINIR O &, EXMhRAH, ServiceMonitor CREIE 75|
metrics BIIEFAIHOLTR, Kk, Service Monitor JLLIEE T, (OCPBUGS-25806)
3.1.2.6. HE X Metrics Autoscaler Operator 2.11.2-322 & 173 ¥
Itb B % Y. Metrics Autoscaler Operator 2.11.2-322 & 1ThiRA< 1 7E OpenShift Container Platform & ;2
1789 Operator 1Rt T REFEMHRERFIHIRES, UTRETHTF RHSA-2023:6144,
HE

ELEBTE Y Metrics Autoscaler Operator BIXANKRAET, 15 M BRAER LRI 2 22 FFAR T
WM A B4 X 32 R KEDA R AN,

3.1.2.6.. BEHEAMES

o KN HEZE X Metrics Autoscaler Operator kg4 3.11.2-311 B4 %5, FFEATE Operator BREHATE
BEEH, FTLLEE X Metrics Autoscaler Operator pod 28 15 28 E/FH, EXMNRAS, £
Operator SPE RN T FAENEEH,. AL, Operator FEE 15 9HE/H, (OCPBUGS-
22361)

3.1.2.7. BE X Metrics Autoscaler Operator 2.11.2-311 X {T3E1C
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It B % Y. Metrics Autoscaler Operator 2.11.2-311 % TR &N 1E OpenShift Container Platform &2 1T
B Operator 124t T FTThEEMTZFHEIRIEE . BE X Metrics Autoscaler Operator 2.11.2-311 BIE41E
RHBA-2023:5981 4 7,

BF

ELREBE X Metrics Autoscaler Operator BIXMNARAE]T, 15 BRAER AT R Z= AR T
YRR AN B4t X 3 7589 KEDA RRAR,

3.1.2.7.1. iThee R Thegigsa

3.1.2.7.1.1. 3£ #F Red Hat OpenShift Service on AWS (ROSA) #ll OpenShift Dedicated

B X Metrics Autoscaler Operator 2.11.2-311 I LAZ3& £ OpenShift ROSA #1 OpenShift Dedicated 5%
EEF L, BTE X Metrics Autoscaler Operator R HIk A R BER & 7L openshift-keda ip % Z2[A] R, X
5B Operator ToiEZR % 2| OpenShift ROSA #1 OpenShift Dedicated 58/, LthB7E X Metrics
Autoscaler fRAFFLER Hib 2224, 40 openshift-operators =X keda, MR AR EE| ROSA #1
Dedicated S£&$H,

3.1.2.7.2. BEE GBS

o TELIRIMIARAR, INRZLEEFEE Custom Metrics Autoscaler Operator, {E&EH
F, OpenShift CLI R7E{Ef oc fa s fii Afa#iE could not get resource list for
external.metrics.k8s.io/vibetal: Got empty response for: external.metrics.k8s.io/vibeta1l
iR, RRXMNHEEHEEMHLBE, HAREKEKESE. TXMRARF, Gotempty response
for: external.metrics... TE&HI, (OCPBUGS-15779)

o TELIRIMIARAF, EMIEMESIRE B NEHBE X Metrics Autoscaler EI2RINT RIEIE N Keda
Controller B/ (FIIN7EEEFRNGE) 2% HE X Metrics Autoscaler k8., XS B RAPMIRE
FEE®, BE X Metrics Autoscaler IIfE(F F B CRF R EEIFS AR, ERIITELRE
WEHRHIRE, (OCPBUGS-15590)

3.1.2.8. B X Metrics Autoscaler Operator 2.10.1-267 &£ {T3FiC

Itt B % X Metrics Autoscaler Operator 2.10.1-267 & {ThR A& 7E OpenShift Container Platform &£&tH2
1THY Operator 12t T #INBEFNIEFEEIRMES ., BHIE X Metrics Autoscaler Operator 2.10.1-267 HAH1E
RHBA-2023:4089 /& i,

BF

ELREBE X Metrics Autoscaler Operator BIIXMNhRAE]T, 15 BRAERI AT R Z= AR Tl
YRR AN B4t X 3 3589 KEDA R4S,

3.1.2.8.1. BFHERES

o TELIHIMIARAH, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter 55 {&71
BENKXER, AL, 8 cron 4SRN BNRTEEETIE, RNIEHBRTELENXE
B, EXMRASF, GHRWESSNXER, AL, @& cron L B3 RINERTLUEE TIE,
(OCPBUGS-15264)

o TELIRIMIRRAH, BE X Metrics Autoscaler Operator R EiIBEFFAREN R, SiEHMtaR

L H R BT RANEESEHEN R, AL, BE X Metrics Autoscaler Operator ToiA G A B E
SEIZEY AP RSSERFREEMIEIL, X253 kube-system &y & 22 (8] A HUIIEE IR, TEIX M hRA,
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B 7 X Metrics Autoscaler Operator 2Bk ¥ ownerReference FEXFNINE 55— 44 Z2 6] AR Y
AN RFEMEESCHEAN R, WE, ABAERKUE, BEBEEMER, (OCPBUGS-
15038)

o TELIRIMIARAA, B X Metrics Autoscaler Operator ¥ ownerReferences FE& R NZ!
openshift-keda e & ZZ[Al R, BARXFRIEMINEEFE, BFELLFEATRERAEIFEIRIEN
BB, EXMNRAS, BE X Metrics Autoscaler Operator A& f% ownerReference FE& R NE
openshift-keda 8 & 22 (8], Kk, openshift-keda @& % A ~AEA—1 superfluous
ownerReference FE&, (OCPBUGS-15293)

o TELIFIMARAR, IMEEFERFER pod BRLUANERIIEAEEER Prometheus i’k 25, FF
B podidentity Z#i% & none, N4 [T EY B, ETXMNRAA, OpenShift BB E L
Metrics Autoscaler AJ LAIEffith 42 none pod B2 iRMEF2FRE, Kb, #MH pod HHLUAH
BRIIE A EEL BRI Prometheus i 4 2%, H podidentity 8% &/ none II7E AT LUIEFAT
B. (OCPBUGS-15274)

3.1.2.9. B%E X Metrics Autoscaler Operator 2.10.1 £ {73FiC

Itt B % X Metrics Autoscaler Operator 2.10.1 & {Thie4< N 7E OpenShift Container Platform & /2 1TH
Operator 121t T FTHEEFNIEF I REE ., BE X Metrics Autoscaler Operator 2.10.1 BI4H47E RHEA-
2023:3199 % %,

BF

ELREBE X Metrics Autoscaler Operator BIIXMNhRAE]T, 15 BRAER AT R Z= AR Tl
YRR A B4t X 2 #7589 KEDA R4S,

3.1.2.9.1. HizhE B Th e

3.1.2.9.1.1. HE X Metrics Autoscaler Operator IER 4 %

HITE, BE X Metrics Autoscaler Operator MEE . Metrics Autoscaler Operator iR 2.10.1 FFRIE R &
i

HE

FERT BELHITT BRE—NRATINEE, BT HIhEERZ L8 MAR S F R ML

(SLA) %, BMIREAREH A TE, BT HEEEIMERERE ], XERARTIR
DRER A R B IR, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMNESER, WSARATIT i F e,

3.1.2.9.1.2. g bR

H1E, EAILUER Prometheus Query Language (PromQL) E 1 H & Y. Metrics Autoscaler Operator B
=

3.1.2913. HE BN RNBE ISrB T B
W, EALRESEY T BYRNBST R, FERENREB T B,

3.1.2.9.1.4. BIXBR BT BHIXTR
WIE, MRV BXRIEMBRIKEIER, EALIEEZERLNREIMEIAS,
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3.1.2.9.15. T BN REE X HPABH
HAE, B LET BRI RB N pod E BT BIEEBE L&,

3.1.2.9.1.6. BIEMY B EI1H

R pod #EEIB ST & (HPA) TiEY BEI O NEIARZM O NEIAHITT B, FrLATE HPA HUTHRIE,

H7E Y Metrics Autoscaler Operator & 1T1%Y B. IIE, EAILURIBEIABUIETE HPA BE BT B
WfE], XA AR ST BERIRRI RSB,

3.1.2.10. H3E X Metrics Autoscaler Operator 2.8.2-174 & {73¥iC

Itb B % Y. Metrics Autoscaler Operator 2.8.2-174 & #ThR A~ 7E OpenShift Container Platform & /2
1789 Operator =Mt T FIHREFAFRFE 158 E ., Custom Metrics Autoscaler Operator 2.8.2-174 H{47E
RHEA-2023:1683 & %,

BT
B X Metrics Autoscaler Operator hiRA 2.8.2-174 @ — AT M T BE.
3.1.2.10.1. #izhae X Thaeiin

3.1.2.10.1.1. Operator FE

ITE, A LLM Custom Metrics Autoscaler Operator BYRHRARAF 2, B xFL Operator IER, 1H
SR "IN EER" B0 " HIER Operator BHTHIE",

3.1.2.10.1.2. must-gather 2%

HITE, &R LUER OpenShift Container Platform must-gather TEU5%E G x B E X Metrics Autoscaler
Operator REAGHMEIE, Bal, #FHETEBE L Metrics Autoscaler B must-gather TEM T2 5 H
ftt Operator AREl, MEEZER, 1HSH"RMEIR"FB9HIXEIE.

3.1.2.11. HE X Metrics Autoscaler Operator 2.8.2 Z{73¥iC.

Itt B 7 Y. Metrics Autoscaler Operator 2.8.2 ZThA #17E OpenShift Container Platform &t Hi21THY
Operator 121t T #FTHEEFIEF R EE ., BE X Metrics Autoscaler Operator 2.8.2 ZH#47E RHSA-
2023:1042 X T,

BT
B 7 X Metrics Autoscaler Operator kA 2.8.2 @ — /MR 7l i ThEE,
3.1.2.1.1. #zhae R Thaeig i

3121101 #HitB&EiIe®

WIE, WA LUREFEEBE XL Metrics Autoscaler Operator REMEXHEMNHITAE, HifAERLE
MEXBIRETEHEFRRILE, IERETNEF. EBEAREMRIGHGERINREN—RIED,

3.1.2.11.1.2. & F Apache Kafka f5ir9 BN ARRF

HITE, &R LAEF KEDA Apache kafka fif % 28 /scaler 1248 Apache Kafka 1 BERE,
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3.1.2.11.1.3. i1 CPU f5tri BN R
ITE, A LUFER KEDA CPU fifi % 28 /scaler 1R#E CPU f8inY BERE,

312114 BIBAREFERT BN RERF
HAE, EETLUER KEDA NEfEK 83 /scaler IRIBAFIEIN BEE,

3.2. HE Y. METRICS AUTOSCALER OPERATOR #§it

E MR, ERTLAMER Custom Metrics Autoscaler Operator for Red Hat OpenShift 8% OpenShift
Container Platform N RIBEFEF CPU SINEFM B E LI E I8 Msim P EE, AREE. BEX
FRIAE I E,

Custom Metrics Autoscaler Operator & — & F Kubernetes Event Driven Autoscaler (KEDA) B9 1%
Operator, FVFER pod IEIRAABIEMIETHEY B TIEHEH,

B E s B shY B B el # Prometheus. CPU. MI7##] Apache Kafka 14T,

Custom Metrics Autoscaler Operator R1BHFE N AIRFH B E LA ISR B pod, EHHMN BRER
MELEREMT BRAE, BIURE #5488 (hFHh scaler) , XRBE IEFEST BasAFREN
Ay BEGFERHRE. BE BB BEA metrics APIFAEBIEIR L OpenShift
Container Platform AIAMEAMNFE R, BE LIEGRBT BRAUIBE—DMNHITERYERM pod A BT B
(HPA),

EFEAEEUERETT R, BN ITFENELE—1 ScaledObject = ScaledJob XK, XZE L
I BITHIEN B E LHIR(CR), BRI LEERMMBIERBSF L., EHMEVEINR (trigger) AR H A5
#, MArHNRNNERBIEH,

BRENBMEET BN TEEHLZ—N BRNRSIT BIFL. B4, EFEER—T
- RN E AR ERT BRENKRIT BRIFILIAK pod #ME BT B (HPA).

BE EIRBT &S HPARE, ALSEENE, RMEE IEIRAET & CR A1
minReplicaCount (£i% & 0, BE LIEIRENT B/ T MEM 1 4EEE 0 MNEIAZKM O NEIAT
BE, XFN BT R, TREIDEIKRRE, HPA G R, X008 7RI &,

Hioih % SRRV IERNBEERENET BY BEMNEIAKE, EFEBRT, EEBENERNSEIRAME
RERMNSEE, %N 2Z, F, MR threshold S ECE LG, U] activationThreshold JSED & &
E. BNEEBCENT BIME, EALURSY BEREBHRENE. i, SOUEEESHEENE, UE
TR AMERT B LT B S 4 0o

LEDARTRN, BEENLENSTI BE. £, MR threshold #Ki%XE 10, HEH

activationThreshold 7 50, AR5k 40, NAERBRARBEE, FH pod HEH NS, BMfEHPARE
4 A,
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K 3.1 B EirEsT BITER

OpenShift cluster

i Custom Metrics Autoscaler °7
; v v

1
i
i
| Controller H
f L Custom |
?)?5:': H aﬂg‘gﬁ;ﬁg Metrics adapter Metrics Autoscaler H
) i Scaler Operator H
1
A i
%---------_--_-----------------------,‘
API HPA Workload

server e @ @

External metrics /
» external trigger

source

1 AN EEPN TEAEHUESERT BN REE LK R, NRESZIEAENT BERE.
EEZHRAT, OpenShift API RS EIFEH L XB B E I BT B A webhook 152, LU
BRI REM, MRFIEMIN, APIRFZBZEFREBN R,

2. BENIEBHREDT BIEFRR NI EHINSERNT BXR, & OpenShift API fRSS 2B E
TR R, RIS IR EMAEEAL 2R (B NEBUER) EXRPIEE LRSI IR,
—PEHEL A scalers 1ERMAIRER A 23IRT BEWE, Fl0, X F Kafka ik 2388y, 6256
Kafka scaler 5 Kafka SZf5i8 15 iR AN % 2315 KO B3R

3. EEIS AT BB ROIE— pod A BT BX R, AL, Horizontal Pod Autoscaler (HPA)
Operator FFHA AR 504 23X BXROT BEUE. HPA 5K MERE OpenShift API RS 23k =1 B
2,

4. OpenShift API BRZ525tm = H B E LIEMr B BIgEECaRiR A, 2 metrics SSECARINEI B E L
EPVRBIE KA, ©EA GRPC EEEEH 85K 1E K E LUREIM scaler BB ERHTAR &% 25 8=

5. HPA #R#EM metrics adapter MBI B AERURE, FHETEMSE LV BIARRT BIIEM
Heo

6. BB, TENERERNT BIER. B, MRY BIFNELULE Kafka BAFIFET
&, MEAFI KNSR A ELERE TEERED. B, TEIESHEH.

7. S0R4EPAMIT minReplicaCount [EIfERSEER, BEIENBNT REGISZEZMAMAT

B, FEBEIARKREANEEIS. MRENETIZCEE, 8 UETEDY BRGIRSEAT B
FARVW HPA TR, SRMY BN, HPA REUUTEMIRE.

3.2.1. Custom Metrics Autoscaler BB & X CA IEf
EINERT, BE X Metrics Autoscaler Operator A B84 K RIBRSS CA IE1 1% E] on-cluster BR55.
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MRZBFEAHBZEBE N CA UL PBIIEREFIRSS, B USRI TRMEIECERS P, AE, NEER
517 I0Z) KedaController BE X R, &% EE LIEIE ST BRI, Operator TE/5 3l INEHxX &
WP, FHEEM N Operator EERIES,

REMRFTUILE—NHENIEE—NHEA PEM %5 CAIEBEIIES X, &, BTN MES
SR A HRBIBC B R AT

IR EBFHE BRI LURINAIARIES, B8 ER keda-operator-* pod LUER N AE
o

CREBEIERETT B

& eI LUEF OpenShift Container Platform Web 12l & %4& B € Y. Metrics Autoscaler Operator,
RERKXOELUTEA CRD :
e ClusterTriggerAuthentication

e KedaController

ScaledJob

ScaledObject

TriggerAuthentication

331 RRAEEIRETT &

IR LUER T HEREBEE X Metrics Autoscaler Operator,

FeRFEMH

o JHBRZ BIZLEEM Cluster Metrics Autoscaler Operator BYF AR Tl B AR Ao

o fHBRE T+ X #) KEDA H{EMRIAR A,
F4, ZTLUT RS ERBR KEDA1Xx BEXEERE X :

I $ oc delete crd scaledobjects.keda.k8s.io

I $ oc delete crd triggerauthentications.keda.k8s.io

°  NRIBEBEBEE X Metrics Autoscaler Operator JEERIFEERIARSS, ISR Kafka SEEEE
%ﬁﬁ Prometheus BR%S, IHIHEMIATEMARS CA IE PRI BIS h, BEMNOLIFEETFR
& Operator WEI—@p &K ZERIR, 5140 :

I $ oc create configmap -n openshift-keda thanos-cert --from-file=ca-cert.pem

1. £ OpenShift Container Platform Web #£#|&H, i Operators - OperatorHub,

2. MET A Operator FlIZR#1%FE Custom Metrics Autoscaler, #AfFm= Install,
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3. 7£ Install Operator T{E A, RN Installation Mode %% All namespaces on the
cluster(default) %77, XRTERTA 8% 2 [A] H %%k Operator,

4. RN Installed Namespace 1% T openshift-keda & 22 (7], MREEHFLEFERELE
[8], OpenShift Container Platform &Iy % 22|,

5. = Install,

6. FIH B E X Metrics Autoscaler Operator 4H {4355 IE 2% -

a. 5%l Workloads = Pods,

b. MTHIZH AL openshift-keda i E, FH45iE custom-metrics-autoscaler-operator-*
pod IEEFEi51T,

c. # A%l Workloads » Deployments LU%iFE custom-metrics-autoscaler-operator &2
BIEEIETT,

7. ®i% : AL T SIE OpenShift CLI AREGIFREL ¢

I $ oc get all -n openshift-keda

FHEERBFLMT -

it Bl
NAME READY STATUS RESTARTS AGE
pod/custom-metrics-autoscaler-operator-5fd8d9ffd8-xt4xp 1/1  Running 0 18m
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/custom-metrics-autoscaler-operator 1/1 1 1 18m
NAME DESIRED CURRENT READY AGE
replicaset.apps/custom-metrics-autoscaler-operator-5fd8d9ffd8 1 1 1 18m

8. &% KedaController B7E L HTIR, ZHROIEARFH CRD :
a. ff OpenShift Container Platform web &5/, =i Operators - Installed Operators,
b. = Custom Metrics Autoscaler,
c. 7£ Operator Details TIH A, s KedaController £+,

d. 7 KedaController i£Ti£/, s Create KedaController F4mkE T4,

kind: KedaController
apiVersion: keda.sh/vialpha1
metadata:

name: keda

namespace: openshift-keda
spec:

watchNamespace: " ﬂ

operator:

logLevel: info g
logEncoder: console 6

caConfigMaps: ﬂ
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- thanos-cert
- kafka-cert
metricsServer:
logLevel: '0' 6
auditConfig: G
logFormat: "json"
logOutputVolumeClaim: "persistentVolumeClaimName"
policy:
rules:
- level: Metadata
omitStages: ["RequestReceived"]
omitManagedFields: false
lifetime:
maxAge: "2"
maxBackup: "1"
maxSize: "50"
serviceAccount: {}

?b HE X MetrlcsAutoscalerOperatorTPWT_EFF?I“ETLFHEFE’Jﬁ/I\fﬁ%EEIEﬂ &
Bz, NGHBZE, UEEMEMRZERFY RN ARER. WFBNEFHMAZEHK
?UEEQ BB N ZE,

EE B E X Metrics Autoscaler Operator B E BHIEARRE, RITFHER
debug. info #lerror, ZKiL info.

87 Custom Metrics Autoscaler Operator HiEH BB KD EE R, RIFHER
console =% json, #Ai\} console,

it A CAIUEBIEE— 1S NEREME, BE L Metrics Autoscaler Operator A
DfERElRethiEZ#E 5 T TLS BisnR,

8 € B E X Metrics Autoscaler Metrics iR552sI B &0k & A, SBITFRERZ 0 (BT
info) 14 (FF debug) . EIMEH 0,

@6@@ G

6 BUE B E X Metrics Autoscaler Operator BE 1T HE&IC K, FigEEF BN TR,
ZII] EE%EF'V{‘EH_.\TEi ﬁBﬁEPFﬁ'Lo

e. = Create fl|# KEDA 1225,

3.4. THRBEE BB BMA %S

% 2% (BFFH scalers) IRHEEEE X Metrics Autoscaler Operator FI3E# & pod BIFEHT.

BE IgtrEshY BB aIR X #F Prometheus, CPU. M77#0 Apache Kafka fi /% 25,

& ] LA{#E A ScaledObject = ScaledJob B & X FR NIFEN RECEAR A 28, WMEEHET FATIR,
A LEE—MEPMANE ST BAR—EER, HEEEVEREPHNMAT BERF.

3.4.1. T f# Prometheus fifl 5 23

IR LAETF Prometheus 38/ B pod, ZIEHra] LUEFH B %R %&%H OpenShift Container Platform Wi 225§
ANEB Prometheus AR5 23 E NIEITIR. N A XfEF OpenShift Container Platform 1R {E N IERREVE
B, H5H"BRERE ERa Y BLUER OpenShift Container Platform 512",
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40 Prometheus MBE IEIRBZHT BRI RN ARFKEER, ST EEBE KR
R R/NBIRREN 0, MREENARF pod, BE LIEIRBEHY REA EMEHKE
=L

it Prometheus B89 BXTRRHl

O @ 90O 0 000

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: prom-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: prometheus ﬂ
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092 g
namespace: kedatest 6
metricName: http_requests_total ﬂ
threshold: '5' 6
query: sum(rate(http_requests_total{job="test-app"}[1m])) G
authModes: basic
cortexOrgID: my-org 6
ignoreNullValues: "false"
unsafeSsl: "false"

18 7E Prometheus E Nl A 2558,
187 Prometheus iR g5 28Rtthiit, AFI{EFH OpenShift Container Platform 512,

Ak IBEBEMRE RN RIM A LA, 0RE OpenShift Container Platform W12 B {EHEIFHIIR,
NFEELSH,

¥ E 7E external.metrics.k8s.io AP| FHRRIETREAT, MREFERENE LS ML EE, NFFEET
ZIER T R ME— 1,

IBEMAT BME, YIIEENTEISHFRSRME,

FEEEFRH Prometheus 2 if,

EEBFERBBEPIILAE, Prometheus scalers 2 bearer B2331E (bearer). EAFRIIE
(basic) 2 TLS &85k (ts), AT LATEfR A B F P T IEPEREEBRENFHIIESE, WMLLTEHS
i, RIBFE, HILATLUMER secret,

A% : ¥ X-Scope-OrgID i1k & #24% 7 Cortex 2k Prometheus B9 Mimir #Zfif, XNMSHAE
EW B L Prometheus 71, LIS Prometheus R1% iR B LR,

A% 1 $§ELE Prometheus BiRZE KB il % 28 N ANAIH TR VE,
o IR true, X Prometheus BArEKRITALA SRIFARLLIRE, XREIABIIT .

o MRV false, X Prometheus BFFE KT A 2RER O %,
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ik BRSNS IEBRE, flm, WRAENEIMEHZTHER Prometheus iR EBBEH
UEP, A ARSI E,

o MR false, MHITIEPKRE, XE2BIABIT N,
o RN true, NFAKHITIERIOE,

BE
E-2E SRR

3.4.1.1. BEB&ERE X IstrB oy BLMER OpenShift Container Platform 1512

IRET LUE R B &% OpenShift Container Platform Prometheus Wi iE/Eh B E X ghr B shi BERKE
FRHIRIR, B2, BEHIT—LEHAMERE.

‘ -3
MNER Prometheus IR RN BB X LS TE,

IRHATATESS, AR -
BB — MRS K
o O NARSIK £ MRS secret,

o OIERfMLEBRF DI,

o HIBRARE,

o [HZABRMBIRSMK S,

e 7 Prometheus ff FA B9 % 2R 4G IEXT R P51 S HE,

SeRFMH

o %% OpenShift Container Platform 1%,

® OpenShift Container Platform Wi fr a5 X A & LRI T fEm iR iiiE, malgmm
B SCBR T4 £ 3 R Bl i B 2R 0 P ok

o %% Custom Metrics Autoscaler Operator,

1. EREELRAN RIS -
I $ oc project my-project

2. MRERZARSKOMTHE, HORRSIK RS -
a. ERAUTEHRSOERSKANR
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I $ oc create serviceaccount thanos ﬂ

© EEBHIKSHE.

b. A% : AlE—/ secret YAML E4ERARS M 42 -

BF

INRITE A ImageRegistry Thag, Z&ETE Cluster Image Registry Operator
BB h 2 A EM B OpenShift Bf& registry, MRS NENIRS MK £ K&
pull secret, TEXFHIERT, EAIHITILS IR,

apiVersion: vi
kind: Secret
metadata:
name: thanos-token
annotations:
kubernetes.io/service-account.name: thanos ﬂ
type: kubernetes.io/service-account-token

© EEmHIKSHE.

c. FERALUTHSOIEE secret I :

I $ oc create -f <file_name>.yaml

d FERAUTHSERDESRSIK SR
I $ oc describe serviceaccount thanos ﬂ

© EEBHIKSHE.

Ll N
Name: thanos
Namespace: my-project
Labels: <none>
Annotations: <none>

Image pull secrets: thanos-dockercfg-nnwgj
Mountable secrets: thanos-dockercfg-nnwgj
Tokens: thanos-token

Events: <none>

ﬂ TEfR R 28 SR RIEPER LS,

3. ERRSIK T S0 AL 2R PIIE -
a. QIB—DNELLLITRAIF YAML X -
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apiVersion: keda.sh/vialpha1l
kind: TriggerAuthentication
metadata:
name: keda-trigger-auth-prometheus
spec:
secretTargetRef: ﬂ
- parameter: bearerToken g
name: thanos-token 6
key: token ﬂ
- parameter: ca
name: thanos-token
key: ca.crt

IEE LS REA secret FHITIEIL,
FRSEEEERENEDIILTSEH,
EEEFRIS AT,

- -

EESHEPRATEESHHNE,

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

4. A B TIEE Thanos EIrMIA R :
a. FAUTSHOE YAML X4 :

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: thanos-metrics-reader
rules:
- apiGroups:

resources:

- pods

verbs:

- get
- apiGroups:

- metrics.k8s.io

resources:

- pods

- nodes

verbs:

- get

- list

- watch

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

134



£ 3= FHBAE Y METRICS AUTOSCALER OPERATOR B3Iy & POD

5. QA FILE Thanos BB BHEE :
a. BIE—PNELLUFRAIM YAML 324 -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: thanos-metrics-reader ﬂ
namespace: my-project g
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: thanos-metrics-reader
subjects:
- kind: ServiceAccount
name: thanos 6
namespace: my-project ﬂ

EEEOZNABRET,

e
2

B R B AE A RV e B 22 (A,
EEERHEEAGRRSIKA L.

0009

B EGERERBI RO B ZE (A,

b. I CR¥RK :

I $ oc create -f <file-name>.yaml

WAE, EALERBEY RN KR BEIRANAREFEREST R, "7 HNERINEE LIERE D)
P R"FATd, ZJF OpenShift Container Platform ISR A/EIR, 7EARL 255K scaler A, RIS ELT
S :

e triggers.type wiZ prometheus

e triggers.metadata.serverAddress /2 https://thanos-querier.openshift-
monitoring.svc.cluster.local:9092

e triggers.metadata.authModes 712 bearer
e triggers.metadata.namespace /1% & B 45 BBINT R B 65 4 22 A

e triggers.authenticationRef /i E £ — 5 higERIARL 85 F D HIE TR

3.4.2. T CPU fifi’% 23
RATLUARYE CPU $8H59 B pod. ILA%% 335 B EBHE T /E NS TR,
BE BB BY BEXN K EEM pod, P IIEERN CPU R, BIIMEKRERIEMSHE DR/

RABEZ FRNEIARE, L4ETATE pod BIEE CPU A%, REMAREEED pod WAEER
K, IR pod BEEN A, NIRFMLBREE pod HATARSRNERFEAE,
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o thA% 2T EES ScaledJob B E L HTR—EE A,
o LHFERAAEMART BANRE, NMERARY &R 0, BIEEERS ML,

5/ CPU BinT BN R=HI

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: cpu-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: cpu
metricType: Utilization g
metadata:

value: '60' 6

minReplicaCount: 1 ﬂ

1B CPU R i & 23K Y,

REEFEAMIBINAE, =TLLR Utilization 3% AverageValue,

909

EEMAZT RIE, BAEENTBISHFRFSHE,

e 7E{#F Utilization I}, target (HRFTAMEX pod HFFIRIEIMBIFIIE, LA pod FRIFE K
HEME D HERT.

e f{fif3 AverageValue I, target [ERFTAEX Pod BB THE,

Q IEEMmEEITMR/NEIARE, N F CPUMASR, MAE1IESNE, FNNRERFEH CPUIE
¥R, HPA FoE4EH NS,

3.4.3. THRAEFEHMA 2
(RA LARIE RIS T B pod. BLAR A 236 Al &2 BEIEFRAE N IEFR0IR,
BE ERBYT B BSN RXEM pod, MEPEIEENTIAERE. BIHREEMAED &

INIERABEZ FNBIARE, UAETAE pod WIEEREFHEAR, REMAREREED pod WREFME
AR, IR pod BEENEE, NREERAREMEEHHEM,

o b4 3T EES ScaledJob B E L HTR—#EME A,
o LHFEAAEMART BANRE, NERARY &R 0, BIEEERS ML,

ERAE B BX RRE

I apiVersion: keda.sh/vialpha1

136



£ 3= FHBAE Y METRICS AUTOSCALER OPERATOR B3Iy & POD

kind: ScaledObject
metadata:
name: memory-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: memory ﬂ
metricType: Utilization g
metadata:

value: '60' 6

containerName: api ﬂ
I memory ¥5E MR L 2R KE,
REEFEAMIBINAE, LR Utilization 5% AverageValue,

EEMAZT RIE, BAHEENT B SHFRFHHE,

-

e 7E{#F Utilization I}, target (HRFTAMEX pod HFIRIEIMBIFIIE, LA pod FRIFE K
HEME I HERT.

e f{fifd AverageValue I, target [ERFTAEHEX Pod BB TE,

Q ik RBZBBNAEFERE, MAREN pod, EERMRBMIASE. EROIH, REENH
api NWERFT T &,

3.4.4. Tf# Kafka b & 23

& BT LUARYE Apache Kafka RIS # Kafka MBI EMARS T B pod. BE XIEIREET BARESMEK
Kafka 9 X =, FMRIEEYT B RET BESS T allowldleConsumers S04 E N true,

MFCHTEHBEB LI THHHDXHE, NHARPERELALTHERT, R RXH
B5R, MANERTRIARAEL

o MRIBETEH, MNEH LY KEE
o MRZXBI|ETH, NPEHRELHPHNFREIANSXHE

o TEY BNRIY BIFL CR FI5EM maxReplicaCount

A LAFE A allowldleConsumers S3(2 XL BT H,

/A Kafka B B R=H

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: kafka-scaledobject
namespace: my-namespace
spec:
#...
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Q99909000
el

o

®
® =

138

triggers:
- type: kafka
metadata:

topic: my-topic 9
bootstrapServers: my-cluster-kafka-bootstrap.openshift-operators.svc:9092 6
consumerGroup: my-groupﬂ
lagThreshold: '10'
activationLagThreshold: '5' G
offsetResetPolicy: latest ﬂ
allowldleConsumers: true
scaleToZeroOnlInvalidOffset: false Q
excludePersistentLag: false @
version: '1.0.0'
partitionLimitation: '1,2,10-20,31' @

tls: enable @
167 Kafka fF N R4 23 KB,
187 Kafka AR HEH Katka EHEIAM,
BERIEED Kafka REHES DRI,
EERTREEM EMRBURGERXTEN Kafka B EHBI B,
EEMAT BRNIGBINE, wIEE V1B SHFRFRE. FIAMEN 5,

a
i

D IEEBUEN R B IME, BIHEE VT B SHFERFRE.

a|

: ) Kafka &I E Kafka R EBE RIS, vTH{ES1E : latest #1 earliest, EIL T latest,

a

: 18 7E Kafka BIAE T LU EH PN XEE,
o NR true, N Kafka BIAM AT RESBIT T LMD RBE, XARIFIHE Kafka B,
o 1R false, N Kafka BIAEAFRER S FH LM OXHE, XE2HIME.
BE Y Kafka 2 K& B A RRBIN AL L BRHITH A

o RN true, NiZ52XBIAFFHAERHNE,

e INRJ false, N scaler HiZoKEEHANMETEE, XEHRIME,

EEMAZBES N LRSS A 1 E N SRS EERE PR KiFE,

o RN true, T BEFSHIRIXLN KBNS KIFE,

o IR false, MK BREMBEIRPIEMBHETEETE, X2BIME
i ¢ $87E Kafka fREBBIMRAN, WAIEE N BISHFRHME, BIMEHN 1.0.0,

&l

ik EE-NES ORISR ID FIRERHESM. MRLE, NICEETEFEIEN D, ©
THEENT B SHFRSBE, MIANEEMAD K,

: EERESX Kafka £ TSL B m& 0500k, BMIAHEM. BXREE TLS BiFlE, 1HEE

Understandlng custom metrics autoscaler trigger authentications”,
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3.4.5. Tf# Cron il %k 25
1w LARIER ASEET R pod,

LT ESEEE, BEXIEREIT BN SN RKXEKH pod MEEEMZRY pod HET BEIFTEN
pod 8, ENESERILERE, BRENEFRT BEEENR/IME, BIEER®ILL cron & HTERE.

ELUT AR, MEIERRERE 6:00 AM B 6:30 PM BHS ST B §R <Y pod M 0 7 EZI 100,
{§[ Cron trigger I BXI R =HI

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
name: cron-scaledobject
namespace: default
spec:
scaleTargetRef:
name: my-deployment
minReplicaCount: 0
maxReplicaCount: 100 9
cooldownPeriod: 300
triggers:
- type: cron
metadata:
timezone: Asia/Kolkata )

start: "06 * * ™" 6

end: "30 18 * * " @
desiredReplicas: "100" ﬂ

B RN FSEHE B M &R/ pod BE.

BET BNMRXEIARE, XMEMNZES desiredReplicas t8E, ZKIAEH 100,

187 Cron fit % 25,

R TER MR X, X MERIEE IANA Time Zone )%

B BB FF A,

RN BRI R R,

18 E N A FF IR AN 45 SR Al B 48 AN pod B E. XMAN H 5 maxReplicaCount #8[E,

9S00 009

3.5. THBEE IEIRE T B LR ML

i 4 RS EIER VTR BRI AIHXAREANT BRELSPSEFHEILER, BRI LUEAfL
22 B P IIE R L% OpenShift Container Platform secret. FEAR4E Pod KiFALE], BT EZ,

R LAE SR B4 AT RAB RV 6 & Z2 [ AR E L — TriggerAuthentication % 5. 1%k 28 519 501E
REEm iz &2 AR RER,

F4, BESIHAZE RN RAFRZEIE, EAUCE-NIEMERAEAPERN
ClusterTriggerAuthentication X,
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PR SIERI SRR A SR B P RILERERNEE. B2, SEMAKFVRILTERT BYRIIGIESIA
hAE—NEIAE kind S,

ATEXESHEIER secret =HI

apiVersion: vi

kind: Secret

metadata:
name: my-basic-secret
namespace: default

data:
username: "dXNIcm5hbWU="
password: "cGFzc3dvemQ="

Q R AL SR B MINIENA P 2B, data /)T RBER TR base-64 i,

{5 secret TR A BRI UERIAL 4 23 B 05 UE R~ HI

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: secret-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef: g
- parameter: username 6
name: my-basic-secret ﬂ
key: username
- parameter: password
name: my-basic-secret
key: password

B EEERBBIN RE B2,

EEEEEIEINR RN, WAL IR MBIIEER secret HHTIRIL
5 secret I EREF B EIUESEL

TEEEMA secret WA,

0009

1B secret R EEESH —EEANEY,

FRAATFERSHRIFN secret BIERH 4 28 {3551

kind: ClusterTriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:

name: secret-cluster-triggerauthentication
spec:

secretTargetRef: g

- parameter: username 6

name: my-basic-secret ﬂ
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key: username 9

- parameter: password
name: my-basic-secret
key: password

HER, REMAENRTEFMASFFHIIL,
EEEEEIEINR RN, WAL ISRFHBIIEER secret HHTIRIL
5 secret #§ER I F B LUESEL,
EEEMA secret WA,

HIE secret FEHEESH—EERANEY,

WAIUEPTUA N (CA) A4S 2K secret R~ fI

1]
2]

apiVersion: v1i

kind: Secret

metadata:
name: my-secret
namespace: my-namespace

data:
ca-cert.pem: LSO0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO... ﬂ
client-cert.pem: LS0tLS1CRUdJTIBDRVJUSUZJQOFURSO... g
client-key.pem: LS0tLS1CRUdJTiBQUKIWQVRFIEtFWSOt...

e EBATFIRIFIERE S TLS CAIEPF., ZENTFRA base-64 4w,

EBE TLS B RS DIIER TLS IEBFRBY ., [EIRA base-64 Fill,

{1 [ secret #{T CA I¥iIFRIfR & 23 F AR UL =B

09

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:
name: secret-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef: g
- parameter: key
name: my-secret ﬂ
key: client-key.pem
- parameter: ca

name: my-secret
key: ca-cert.pem
1B IR 48 AN RAYEp & 22 (A,

EEEEERIEIRR AT, it 28 SRR secret TR
EEEFERNINIERE,
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EEEMA secret WA,

1B secret HEEESH—EHEANEN.

B EERE R RITH B E L CA NS BRIESH,
EEEMA secret WA,

1B secret HEEESH—EHEANEH.

Q99090

i bearer S8 secret <l

apiVersion: v1i
kind: Secret
metadata:
name: my-secret
namespace: my-namespace
data:
bearerToken: "eyJhbGciOiJlUzI1NilsInR5cCI61kpXV" ﬂ

ﬂ 8ES bearer Bp 5 IE—REEM bearer $h&, data /NTTHRBELIIFR A base-64 JRil,

{5 bearer H 3 THL A 235 B 05 E Al

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: token-triggerauthentication
namespace: my-namespace ﬂ
spec:
secretTargetRef: 9
- parameter: bearerToken 6
name: my-secret ﬂ
key: bearerToken 6

B EEERBBIN RE R 2,

EEEEEIEIN RN, WAL IR BIIEERA secret HHTIRIL
BEEMEANRIELER,

EEEMA secret WA,

0009

EESHEPRTEESHEHNEY,

E AR 2R A 4 5 RERpl

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: env-var-triggerauthentication
namespace: my-namespace
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spec:
env:
- parameter: access_key G
name: ACCESS_KEY @)
containerName: my-container 9

EEGBERERBI RO B ZE (A,
EEAEEIEIR I, AR 85 50 RIEE RN LT IRAL
EEEFERLTERENSH.

5

R EBRAM,

a|

0009

E
it IBERESREIENASR. DRUIST BYR+HH scaleTargetRef 5| A FREER.

{5 pod %k R pERfih 4 2% B 49 58 i~ Bl

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:

name: pod-id-triggerauthentication

namespace: my-namespace
spec:

podlidentity: g

provider: aws-eks 6

B EGBERERBI RO B ZE (A,
EE LA % 25 B O RIEE BRI N R A FE SR & pod HAEIE,

09

8% pod 12, ZFHIE N noneazure gcp,aws-eks, X aws-kiam, ZXil}y none.

Hih 5w

e INZEH % OpenShift Container Platform secret BIER, HE A pod RELEHUREIE,

3.5.1. [F AL 25 B2 50 E

BRI LME AR SRR ML SR MBI, AEREREE LHRRLUBEMIIE, ARERIINT &
NRIY BESHEIA.

FRFH

o %% Custom Metrics Autoscaler Operator,
o INR{HMA secret, Secret N RWUITFIE, N :

secret <l

apiVersion: vi
kind: Secret
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metadata:
name: my-secret

data:
user-name: <base64 USER NAME>
password: <base64_USER_PASSWORD>

ff

L=

S

1. ] TriggerAuthentication = ClusterTriggerAuthentication X%,
a. OEE S REI YAML X4 :

{5/ secret Bt % 8355 k<1

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: prom-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef:
- parameter: user-name
name: my-secret
key: USER_NAME
- parameter: password
name: my-secret
key: USER_PASSWORD

b. fl|# TriggerAuthentication X% :

I $ oc create -f <filename>.yaml

2. QIEsidmiE A4 238 KIER ScaledObject YAML 3244 :
a. IBfTUTHRS, QIEE IR YAML ST :
A% 28 S AT UERT BXT R R B

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
name: scaledobject
namespace: my-namespace
spec:
scaleTargetRef:
name: example-deployment
maxReplicaCount: 100
minReplicaCount: 0
pollinglnterval: 30
triggers:
- type: prometheus
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest # replace <NAMESPACE>
metricName: http_requests_total
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threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "basic"
authenticationRef:
name: prom-triggerauthentication ﬂ

kind: TriggerAuthentication

ﬂ 1B E AR 28 B D IS UENT REE TR,

Q {57 TriggerAuthentication, TriggerAuthentication 2ZiA(E.,

B SRR AR A 88 BRI BT X R B

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: scaledobject
namespace: my-namespace
spec:
scaleTargetRef:
name: example-deployment
maxReplicaCount: 100
minReplicaCount: 0
pollinglnterval: 30
triggers:
- type: prometheus
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest # replace <NAMESPACE>
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "basic"
authenticationRef:
name: prom-cluster-triggerauthentication ﬂ

kind: ClusterTriggerAuthentication
ﬂ e TEAR 4 2R B R IR R A TR,
Q 187 ClusterTriggerAuthentication.
b. BT T RO BAINR :
I $ oc apply -f <filename>
3.6. HEY BN KRB EIEINEIT B’

EHURESEYEAERIFENENETT &,
plan, ERIRBEANITRALET AT EET R, SORIIMFERIE L T 1 HoRE % 5TRT B,

361 FiEEEIERBTT B
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& 7] LU S % autoscaling.keda.sh/paused-replicas SEERINEIT B KRB E IS B T Bhgy
ErBRNRNEST B, BEERETT BRZIENENRIET BREENE, T8, B
B AR AMBR A Lk,

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4"

e

ff

L=

S

1. AU TSI /E1%# ScaledObject CR :
I $ oc edit ScaledObject scaledobject

2. fERAEMEERI autoscaling.keda.sh/paused-replicas S fi# :

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4" ﬂ
creationTimestamp: "2023-02-08T14:41:01Z2"
generation: 1
name: scaledobject
namespace: my-project
resourceVersion: '65729'
uid: f5aec682-acdf-4232-a783-58b5b82f5dd0

ﬂ 8 E B E X Metrics Autoscaler Operator fH&8IA&Y BRI EME, HELEEIT B,

3.6.2. W RMNRERBE IEHEIT B

& L@ M BRiZ% ScaledObject B autoscaling.keda.sh/paused-replicas ;T 2 & 5 2= E & i
=R

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4"

1. AU TSI /E1%# ScaledObject CR :
I $ oc edit ScaledObject scaledobject

2. & autoscaling.keda.sh/paused-replicas jEfi#,
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apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4" ﬂ
creationTimestamp: "2023-02-08T14:41:01Z2"
generation: 1
name: scaledobject
namespace: my-project
resourceVersion: '65729'
uid: f5aec682-acdf-4232-a783-58b5b82f5dd0

ﬂ BRI #R A E S BRI B E BB 3T R,

3. 7. WEHITARE

WA LUREFITTEE, BiIR5REEXRNEIHFICE, IEREMNAF. BEANEMRGHGE
M SR B — R FUE D,

flgn, HiTESAHEBE T RENT RIFKEEWE, HSEWE RPN ARF R HEIERERT #HE,
XMEBFEEE, BFERENT2ENENNRRERF,

371 & FH TT H /L,\'Lail‘

7] L@ 4w KedaController B 7 X HRE S/ B %E X Metrics Autoscaler Operator BB E# 1T, HE&EBE
1t KedaController CR FRIFF A 1B B B & X BB H 1T B & X

FRFH

o W&%E Custom Metrics Autoscaler Operator,

it =

1. 4%% KedaController B Y TR LLZAIN auditConfig /N7 :

kind: KedaController
apiVersion: keda.sh/vialpha1
metadata:
name: keda
namespace: openshift-keda
spec:
#...
metricsServer:
#...
auditConfig:
logFormat: "json"
logOutputVolumeClaim: "pvc-audit-log" 9
policy:
rules:
- level: Metadata
omitStages: "RequestReceived" ﬂ
omitManagedFields: false
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lifetime: @)
maxAge: "2"
maxBackup: "1"

maxSize: "50"

IBEFHITHENMHEEN, "TLLZ legacy 3k json,

=] EFH?T?%EI,bxiﬁiﬁﬁﬁfjb“ﬁ_?#ﬂ'ri%mﬁﬂo FIARE API IRF52MTE KB R1C KB R A
MBS, IMRFLFEREZE, BEEIERLED stdout,

EBENACKIMIL MR E N S SR HE

O 9

e None : FiFEH,

o Metadata : Uit FIERMTHEIE, WA, BEESE, AEICFIERIARMINN X
X, XEBRIME,

e Request : [ULRITHEIBINEKRIA, MAILTIMR XA, I E A FIEFIRE
e RequestResponse : BEEHITHIE. 15K TAFINLN STA, IR E A F IR
TRIER,

EERALVEZEM4IMNE.

®0

IBERTEMIERM managed FE&, FMEA API HIiTHEMIMNIEX, ALLZ true E&
BRFEX, =X false @& F %,

EBEFITRER/NNEGREL,

o

e MaxAge : REEXHZHRHIGEIN FAE, REHITHEXHHNRRARE.

e maxBackup : EREBHH ITHEXHHNRREE, KEH 0 UREBAAEHITEE
.,

e maxsize : TEREFITHEXEEIL MB N AR A KN,

EEEEFITEEXH

a. KEX keda-metrics-apiserver the pod FJ&#5 :
I oc get pod -n openshift-keda
it

NAME READY STATUS RESTARTS AGE
custom-metrics-autoscaler-operator-5cb44cd75d-9v4lv 1/1  Running 0 8m20s
keda-metrics-apiserver-65c7cc44fd-rrl4r 1/1 Running 0 2m55s
keda-operator-776cbb6768-zpj5b 1/1 Running 0 2mb55s

b. AR TR TESBHEEIE :

I $ oc logs keda-metrics-apiserver-<hash>|grep -i metadata ﬂ
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|
Ak A LAMEF grep e R EE R RBIBEL
Metadata. Request. RequestResponse,

flan -

I $ oc logs keda-metrics-apiserver-65c7cc44fd-rrl4r|grep -i metadata

it Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"4c81d41b-
3dab-4675-90ce-
20b87ce24013","stage":"ResponseComplete”,"requestURI":"/healthz","verb":"get","user":
{"username":"system:anonymous","groups":["system:unauthenticated"]},"sourcelPs":
['10.131.0.1"],"userAgent":"kube-probe/1.27","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2023-02-

16T13:00:03.554567Z","stage Timestamp":"2023-02-
16T13:00:03.5550327","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":""}}

2. B4, EAUEERENASE

a. AN T4 5 E % El keda-metrics-apiserver the pod:
I $ oc rsh pod/keda-metrics-apiserver-<hash> -n openshift-keda
4N -
I $ oc rsh pod/keda-metrics-apiserver-65c7cc44fd-rri4r -n openshift-keda
b. # A /var/audit-policy/ B % :
I sh-4.4$ cd /var/audit-policy/
c. JIHHTANAE :
I sh-4.4$ Is
=1
I l0og-2023.02.17-14:50 policy.yaml
d REFEEERE :
I sh-4.4$ cat <log_name>/<pvc_name>|grep -i <log_level> ﬂ

Ak - A LAMEF grep e BIEEE R RBIBEL
Metadata. Request. RequestResponse,
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flan -
I sh-4.4$ cat log-2023.02.17-14:50/pvc-audit-log|grep -i Request

i th o Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Request","audit|D":"63e7f68c-04ec-
4f4d-8749-
bf1656572a41","stage":"ResponseComplete”,"requestURI":"/openapi/v2","verb":"get","user
"{"username":"system:aggregator","groups":["system:authenticated"]},"sourcelPs":
['10.128.0.1"],"responseStatus":{"metadata":
{},"code":304},"requestReceivedTimestamp":"2023-02-

17T13:12:55.035478Z","stage Timestamp":"2023-02-
17T13:12:55.038346Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:discovery\" of ClusterRole \"system:discovery\" to Group
\"system:authenticated\""}}

3.8. WA EHiE
TEIRR A AT BRI REHE R, AT BNZIIE S N IR AT HERR AR,
TREBNHER IR AR, EREUTER ¢

o {#fH must-gather T EWEHIEIE.

o ME—HIERID,

&0l LUE A must-gather TE kIS F X B E L Metrics Autoscaler Operator R EZHHHIEIE, SIELL
TR :

e openshift-keda #5322 ] R H FXF R,
® Custom Metric Autoscaler Operator &% &R,

e Custom Metric Autoscaler Operator CRD X%,

3.8.1 WEHHEIE

LR % N B7E X Metrics Autoscaler Operator i21T must-gather T2 :

$ oc adm must-gather --image="$(oc get packagemanifests openshift-custom-metrics-autoscaler-
operator \

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

FrAE OpenShift Container Platform must-gather 34 oc adm must-gather SR~ &M%
B E X Metrics Autoscaler Operator #3&,
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SeRFH
e LIEF cluster-admin A& A 5155k El OpenShift Container Platform,

e B %% OpenShift Container Platform CLI (o¢).

ff

L=

S

1. #AEEZ % must-gather HIEH B %,

INRERFEAZIRMLS, NFEHTHMANT K, MREHEENEHFHEROCERT—
MEER CA, BB MNMEER CARMBIERF R, N FZRMLHEIAR
BER, BT U TSRS ARILAR must-gather BHR1F BRI,

I $ oc import-image is/must-gather -n openshift

2. HATU TR —:
o EURENEE X Metrics Autoscaler Operator must-gather #1&, 1HFERUT®S -

$ oc adm must-gather --image="$(oc get packagemanifests openshift-custom-metrics-
autoscaler-operator \

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

must-gather 85 B E LR EZEM Operator P EiF R APAIE, UECTHTFIRME
Custom Metric Autoscaler Operator FI{E{AI 5 2%,

® [R7T Custom Metric Autoscaler Operator i 24, ZEIEE I\ must-gather £HE :

a. FEAMUTHSIKEEE L Metrics Autoscaler Operator S&F I HIXBE HIMBETE :

$ IMAGE="$(oc get packagemanifests openshift-custom-metrics-autoscaler-operator
\

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

b. A BE X Metrics Autoscaler Operator & oc adm must-gather :

I $ oc adm must-gather --image-stream=openshift/must-gather --image=${IMAGE}

il 3.1. Custom Metric Autoscaler B must-gather Hiti7~f :

L— openshift-keda

— apps
| — daemonsets.yaml
| — deployments.yaml
| | replicasets.yaml
| L — statefulsets.yaml

— apps.openshift.io
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152

| L— deploymentconfigs.yaml

— autoscaling
| L— horizontalpodautoscalers.yaml

— batch
—— cronjobs.yaml
—— jobs.yaml
— build.openshift.io
— buildconfigs.yaml
—— builds.yaml
— core
—— configmaps.yaml
—— endpoints.yam|
—— events.yaml
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yam|
— discovery.k8s.io
| L— endpointslices.yaml
— image.openshift.io
L— imagestreams.yaml
— k8s.ovn.org
—— egressfirewalls.yaml
—— egressqoses.yaml
— keda.sh
— kedacontrollers
| L—keda.yaml
— scaledobjects
| L— example-scaledobject.yaml
L— triggerauthentications
L example-triggerauthentication.yaml
— monitoring.coreos.com
| L— servicemonitors.yaml
— networking.k8s.io
| L— networkpolicies.yaml
—— openshift-keda.yaml
— pods
|— custom-metrics-autoscaler-operator-58bd9f458-ptgwx
— custom-metrics-autoscaler-operator
| L— custom-metrics-autoscaler-operator
| L— logs
| — current.log
|
|

—— previous.insecure.log
—— previous.log

L custom-metrics-autoscaler-operator-58bd9f458-ptgwx.yaml
— custom-metrics-autoscaler-operator-58bd9f458-thbsh

L custom-metrics-autoscaler-operator

L custom-metrics-autoscaler-operator
L— logs

|— keda-metrics-apiserver-65c7cc44fd-6wqgdg
— keda-metrics-apiserver
| L— keda-metrics-apiserver
| L— logs
| — current.log
| L previous.insecure.log
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|| L— previous.log
| L— keda-metrics-apiserver-65c7cc44fd-6wqgdg.yaml
L keda-operator-776cbb6768-fb6m5
L keda-operator

L— logs

—— previous.insecure.log
—— previous.log
L keda-operator-776cbb6768-fbém5.yaml
— policy
L poddisruptionbudgets.yaml
L— route.openshift.io
L— routes.yaml

— keda-operator

|

|

| — current.log
|

|

3. MI{EBE &+ OIZER must-gather B AIE— DML, BN, 7EER Linux BIERSMITE
M EZITUTSS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q ¥ must-gather-local.5421342344627712289/ &}y SLFR B F & .

4. FELLNEZR 11 Hp o IR B Im] A A b 20 S48

3.9. #%& OPERATOR f5#%

Custom Metrics Autoscaler Operator =73 FF MER B 1 12240 {4 A 1R EX B o FE I {3 FR B9 7. fERT LA(E R
Prometheus Query Language (PromQL) R #1121 AR EifjiEIR. %28 pod ERNREBMA
=

3.9.1. ViRl tEREFE IR

& A LAE A OpenShift Container Platform Web $2#I& 1538 IR F 1217 &1,

ff

L=

S

1. 7£ OpenShift Container Platform Web %l & Fi%F Administrator #1f.
2. %$¥ Observe - Metrics,
3. ERIBBAENEM, i PromQL EiH7NE Expression FE&H,

4. BARMEZANHEWH, %5 Add Query,

3.9.1.1. 128 Operator 5kx

Custom Metrics Autoscaler Operator & AFFLATHENR, &R LUEF OpenShift Container Platform Web
2B ERIXLERET.

5 3.1. H%E X Metric Autoscaler Operator 15#r
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B HR ek
keda_scaler_activity FEM scaler /FMMNIARFIERHN, 1B 1 5R7 scaler I FIEHRRE ; 0K
7~ scaler R5EEK,

keda_scaler_metrics_valu &/ scaler WiEFHIZRIHE, RITEBRFEESH Horizontal Pod
e Autoscaler (HPA) {# /.

keda_scaler_metrics_late =~ M&E scaler Ke3R B FTIEITHIEER,

ncy
keda_scaler_errors B scaler ZEMEIRBE,
keda_scaler_errors_total Fi scaler BEIRIEE IR T 5,

keda_scaled_object_error &N BMINRELZ EMIEIREE,

s

keda_resource_totals BB 2R P EE X Metrics Autoscaler BE X FGRES, BFEE LK
TREE,

keda_trigger_totals IRAE AR & 2R R BUROAR K 28 B

H7E X Metrics Autoscaler Admission Webhook ¥§tR
B E X Metrics Autoscaler Admission Webhook R & A FFLL T Prometheus 5.

{2y ) 50

keda_scaled_object_valid § B REIEHEHE,
ation_total

keda_scaled_object_valid RiFf5HiR8%E,
ation_errors

3.10. TR INB E X IEIRB Y B

ERMBEIEREDT B, 5 HNEE. BRESEHEE LFRGE ScaledObject B E LR, HEL
A3 ScaledJob B E YV FIE,

BRENENEET BN IEAHUER N BYR. 54, EBFREER—ITEMEHPERYT BRI R
pod #EA B3 B&(HPA),

3101 ELEMEAHRNE E IERE T &’

%A LN Deployment. StatefulSet 3 custom resource X R OB T E M #0IEEE LIERET
EQ
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o W&%E Custom Metrics Autoscaler Operator,

o MRMEMEABAE BT RFRE CPU IRFIHTT & :

it

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

i o Bl

Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>
Annotations: <none>
API Version: metrics.k8s.io/vibetat
Containers:
Name: wait-for-host-port
Usage:
Memory: 0
Name:  scheduler
Usage:
Cpu: 8m
Memory: 45440Ki
Kind: PodMetrics

Metadata:

Creation Timestamp: 2019-05-23T18:47:56Z

Self Link: /apis/metrics.k8s.io/vibetal/namespaces/openshift-kube-
scheduler/pods/openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mO0s
Events: <none>

B IRBAERAINT R REEB pod i S 2T ERINFF CPU R1E, 40 :
pod BlAg a5l

apiVersion: vi
kind: Pod
#...
spec:
containers:
- name: app
image: images.my-company.example/app:v4
resources:
limits:
memory: "128Mi"
cpu: "500m"
#...

o MHERBEENWINBERE 7 EEER. B LUEMA oc describe PodMetrics <pod-name>
PERYIREEERE T8, MREE T, WHMELLLTRAE, CPU M Memory 1£
Usage T &=
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1. BIB—DELINTE YAML X4 : RERHR <25, S REFR <4>, FIFTRER <55 BHEM,
), 8SF TNl

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "0" ﬂ
name: scaledobject 9
namespace: my-namespace
spec:
scaleTargetRef:
apiVersion: apps/v1
name: example-deployment ﬂ
kind: Deployment @)
envSourceContainerName: .spec.template.spec.containers|0] G
cooldownPeriod: 200@
maxReplicaCount: 100 6
minReplicaCount: 0 Q
metricsServer:
auditConfig:
logFormat: "json"
logOutputVolumeClaim: "persistentVolumeClaimName"
policy:
rules:
- level: Metadata
omitStages: "RequestReceived"
omitManagedFields: false
lifetime:
maxAge: "2"
maxBackup: "1"
maxSize: "50"
fallback: {§)
failureThreshold: 3
replicas: 6
pollinglnterval: 30 @
advanced:
restoreToOriginalReplicaCount: false @
horizontalPodAutoscalerConfig:
name: keda-hpa-scale-down @
behavior: @
scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Percent
value: 100
periodSeconds: 15
triggers:
- type: prometheus @
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest
metricName: http_requests_total
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threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: basic
authenticationRef: m
name: prom-triggerauthentication
kind: TriggerAuthentication

A% : #8E B E X Metrics Autoscaler Operator {4 8I|A&Y BEIIEEMEME LB B,
"Pausing the custom metrics autoscaler for a workload" E8 43 Ff i,

EEL B E BB RIAM.

A% - FEE BIREOREY AP ARA, BRIL T apps/vi.
1B E BUERBINT R B,

157 kind &y Deployment, StatefulSet 5 CustomResource,

Ak IBEBIEIRPNARNET, HPNEE LB BHRIKINEE secret WIMNREE
%, BN .spec.template.spec.containers[0].

ik, IEE—MERENME BIREEE/HMNNE (UM NEL) , EETXMEEFS
JFERE4EE N 0 (W1 minReplicaCount & 0) . BRIA{E T 300,

i IEET RN R REIAEE, BIAED 100,

IEI

IR RN BIA B E,

al

b
% IEEHITAEHSHE, N'EEHITBKICK B2 R,
7

Ak IREEY BEFEIIEMIEFIKENE failureThreshold SEUE L HUR T EHR EI B EIA
. BXOBITHANESER, HSH KEDA X4,

o

Ak IR E MR A SRR FRE (AR EAD) o RBOINEDY 30,

ik IHERSEMRT RO REFBIRHRT B NRBEIAE. BRIy false, XTEM
PRI B REHMRBRIAH,

A% : #87E pod M BT BHEIR. il N keda-hpa-{scaled-object-name}.
A% IEE—N BRI kY B pod BOERE, 'Y BHRE"ERD ATk,

IBEAEY BEMBA L2, N AR BE BB BARAL SR S FATIR. ABIER
OpenShift Container Platform Wif2,

O 999 O 96@@ o @@6@@ o
IEI

EEMAL SR B MINIERERMAL R FMINIE, NFELER, ESH M ITRER D H
o ﬁé’@f)( BRI B3I AR Z5 B S ik

e i\ TriggerAuthentication & % 85 235 1E, X ERINME,

e i A ClusterTriggerAuthentication 3&{# PRl 4 25 F D IIE,

2. BITUTHERLBEE IEIRETT &

I $ oc create -f <filename>.yaml
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o HEmDWHE, URIEREEAEEE IBIRBT & :

I $ oc get scaledobject <scaled_object_name>

o =l
NAME SCALETARGETKIND  SCALETARGETNAME MIN MAX TRIGGERS
AUTHENTICATION READY ACTIVE FALLBACK AGE

scaledobject apps/vi.Deployment example-deployment 0 50 prometheus prom-
triggerauthentication True True True 17s

HERREHARRLLTFE -
TRIGGERS : $5/RIETE{E FIRYAR A 288 SN 4H 28,

o

AUTHENTICATION : 5 RAf{E FRROE Al 4 28 SR IS IERY B FR,

o

READY : 5~¥ BN REDHESIFEN4EN -
m NRN True, T BEFREFLE,

o

m 1R False, HTECIEMTRIPH—NHZMNHRENE, T RO REARTA,
ACTIVE : {8 RV BREAE :
m R H True, NEHITUHEM.

o

m IR False, NIASRLZELM, FEANELBRO—DPHL I RPZERIRHS A,

o

FALLBACK : #5R=BE WEIrBHY RIS 8 MIRIKIER

» INR False, BE IEIrEZT BRFIKEUEITR.

m NRK True, BE IENBHT BSRKIIETR, RNEOEN—IHEMINRPEERE
PRE% AN A,

3.10.2. ERARRINE E XIERE T B

RO RO B E BB T R,

BF

AT RAFALIT ?ﬁE,\E PMRORTIINRE. HARTATIHRER LIS AR 55 F ML
(SLA) X%, BIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
IjJﬁEEJJ«LHEﬁiF'%EifCﬁi %ﬁE’\JIjJﬁE HENSEF LM BRRERFE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

FRFM

o W&%E Custom Metrics Autoscaler Operator,

it
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1. BIB— D ELULLTRREIE YAML 32 -

kind: ScaledJob
apiVersion: keda.sh/vialpha1
metadata:
name: scaledjob
namespace: my-namespace
spec:
failedJobsHistoryLimit: 5
jobTargetRef:
activeDeadlineSeconds: 600 ﬂ

backoffLimit: 6 @)

parallelism: 1 6
completions: 1 ﬂ
template:
metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
maxReplicaCount: 100

pollingInterval: 30 a
successfulJobsHistoryLimit: 5 6
failedJobsHistoryLimit: 5 €))
envSourceContainerName:
rolloutStrategy: gradual m
scalingStrategy:
strategy: "custom"
customScalingQueuelengthDeduction: 1
customScalingRunningJobPercentage: "0.5"
pendingPodConditions:
- "Ready"
- "PodScheduled"
- "AnyOtherCustomPodCondition"
multipleScalersCalculation : "max"
triggers:
- type: prometheus @
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "bearer"
authenticationRef: @
name: prom-cluster-triggerauthentication

@ BEFIALLETHR KL,
@ EEFUNERE. BN 6.
© Tt EEEUSFHTIETS DD pod BIZ ; BikH 1.
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o WFIEFHITHL, FRBERKE, MRRKLE, MEIAEN 1,

Q A%k« IEEVRCF L SEREE RN TS D pod,

O 990909009

S

=

o NFIEHFHITHL, FRBERKE, MRRKLE, MEIAEN 1,
o NFEBBEERMITHNFATEL, HEETHE.

o NFHAIEAFIMFTIEL, HRE unset, BECHIXBERIER, BIMEN
parallelism S##{H,

5

PEH 25 08 pod AR,

al

D EEET BIRKREIAHE, RINEH 100,

al

D FEERESNARA AR FFIRE (UMY EA) o FOAED 30,

I

al

E

1%

1%

0 EERIh TR E, FINMEDY 100,
% IHENRE L DRI, RBRINET 100,
1%

 BEBMHRRPHNARRNEH, HhMBEE LB RBIKINEE secret WINELE
. Bl .spec.template.spec.containers[0].

4 o

Ik EEEEFT BIELAN BERALITEFIL

o default : (IR XEMT BELHKES, BT BRSLE—DPNEEL, BT BR
EA R specs EFOIEEL,

e gradual : MRXFNY BIELHEESH, NET BRARXLENEMEL, Bh7EKEs
FER & specs BIBHIE L,

% IBE— 1Y BER : default. custom =X accurate, ZRi\y default. NEE %S
B, ESH TEN" IR 9 P a5,

EERET REMBIMRA S, N RHBEEEE T R LS 82 A,

e IEEMA SR DRILNERMA B I ML, MEESER, HSU MW 7RSS F
B THEEZE X IGFRE )] RMA 85 B 1940l

e i\ TriggerAuthentication &4 85 1255 1E, XERIME,

e A ClusterTriggerAuthentication 3&{# R4 23 F DL,

2. BT T aROIBRBEE BB R ¢

I $ oc create -f <filename>.yaml

o EHEMNHH, MRIREEUREE EHBEIT B :

I $ oc get scaledjob <scaled_job_name>

it Bl
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o

o

o

o

Hfth B

it
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NAME MAX TRIGGERS AUTHENTICATION READY ACTIVE AGE
scaledjob 100 prometheus prom-triggerauthentication True True  8s

ERHIEAPNLUTREE

TRIGGERS : #5/RIE7E 1 PR KL 28 45 L35,

AUTHENTICATION : $87~F{f FA BEfaIfi 4 28 B (D 4 UE R B o

READY : {5~{ BT REBE MR IFENMEM :

m INR True, N BB REME,

= IR False, HFEOAIBMN RPN —IHENINRERE, T RO RGTITH,
ACTIVE : BT RERELLE :

RS True, NKFHITHER,

» R False, NIARLZELM, FEANELBO—DPHLS I RPZERIRHS AR,

9>1

fREE BB RMA SRS DILIE

3. HERE E . METRICS AUTOSCALER OPERATOR

& B LAM OpenShift Container Platform &2/ fifiR B E LI BT &, MBREE X Metrics
Autoscaler Operator [&, MiIF&5S Operator #85% B fth2H (4 LUk 6 H EE 7E B4 [ L,

L

B 7k KedaController B E X %R (CR), #NR% Ak KedaController
CR, OpenShift Container Platform =< {E/}l|kk openshift-keda 5i B i #Ei#2, WR7EMIFR
CR BiftIB& 7 B E X Metrics Autoscaler Operator, 53T EMIBR CR,

3.11.1. #1E; B & . Metrics Autoscaler Operator

FERLLTH M OpenShift Container Platform & ik B & Ligir BT R,

FRFM

o W&%E Custom Metrics Autoscaler Operator,

it

1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,

2. tN#3| openshift-keda T H,

3. iR KedaController B E X ¥R,

a. ¥ ZF| CustomMetricsAutoscaler Operator /= KedaController 25§,

b. HEIBE IR, AK = Delete KedaController,
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c. & Uninstall,

4. R B E X Metrics Autoscaler Operator:

a. = Operators - Installed Operators,

b. # %l CustomMetricsAutoscaler Operator 7 7 Options 3. F1%F% Uninstall
Operator,

c. m Uninstall,
5.\ : R OpenShift CLI PR B & LIgirB oY BAEH :
a. MERBEE IEVREEY & CRD :

e clustertriggerauthentications.keda.sh
e kedacontrollers.keda.sh

e scaledjobs.keda.sh

e scaledobjects.keda.sh

e triggerauthentications.keda.sh

$ oc delete crd clustertriggerauthentications.keda.sh kedacontrollers.keda.sh
scaledjobs.keda.sh scaledobjects.keda.sh triggerauthentications.keda.sh

fiibR CRD £fiir kXA R, ERHAGNARHE. BE, AREE—LLMFlRIE
BHAA,

b. FIHEMBEE IERBETT REHAR :

I $ oc get clusterrole | grep keda.sh

c. MERFIHMBE BB REFAR, 0 :

I $ oc delete clusterrole.keda.sh-vialphai-admin

d JIHEMBEE EIRAT BREFEAGHE

I $ oc get clusterrolebinding | grep keda.sh

e. MIERFIHBBE BB REFABHE, 0 :

I $ oc delete clusterrolebinding.keda.sh-vialphai-admin

6. MpREEIEIRBIT BRIIA :
I $ oc delete project openshift-keda

7. & Cluster Metric Autoscaler Operator :
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I $ oc delete operator/openshift-custom-metrics-autoscaler-operator.openshift-keda
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BA4EEFTRENPOD RE (FE)

4.1. ERFAERZFE% POD &
Pod HEER—NIERITRZ, JREH pod MAKEBIEELMT & L,

4 pod BI& pod E T RIS E,

A pod HEE

OpenShift Container Platform M — Ml @ KREH A HRKWBRINAERE, RAAERFFERARNE
MEENTERRERES pod WHERRF,

=% pod HE

MREIEE R L MIZHIFT pod WIEALLE, BILLFIF OpenShift Container Platform &2 EE Th gk
B pod, MM{#E pod BEBRIBE RS RFERFEN T m LIZ1T, HESRHFEM pod —&in1T,
IRAT LA A LA R VA E Thee skl pod & :

® Scheduler BEBE&

e Pod KEXMER R KEXMERI
o TIRKEXME

o I RIERERR

o [TRMARR

o TRIEMEA

411 X FRINFERRF

EK1ABY OpenShift Container Platform pod AERRRF i THAER pod MEEIELEHH T R L., ©M pod
EHIE, HAERREEEENREENT R. EREMIUEE, FAMIRRAR, BFRREH pod ;
BN pod BERNRE T RH pod QIEHE,

4110, TREGAHE
HEERAERFREARIIRENFERRFF/Z @y =SRFEREFETEE pod T A :

BB ENARSKE RS IETENT =, Xl LUBIIER % predicates, 3% filters B9 25 ENEFIZR
EENT R BT,
BEFI 3B IS 1T s HIRBO L S

XA LGB — %5 priority, 8% scoring S5, XLEEECAE QB BN TF 0 B 10 2[E, 0 RERFE
&, 0 NRFREEEEZ pod. FERFEEALTLUAEMESIEEFERFEN AE (EHE)
BN INEEIRMM T ROBERUINE (RKREBODFMWBRINERN ) , AEREENTREBLNFARES
AR 2 BAEM, BEAFUERAIMERENRELEI YK FESNEEN,

EREREENT R

TREROEHF, RAEESEESHT RELEEZ pod. MRSNT SEIDEHER, NIFEHEF
Hep—1

i}
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4.1.2. FERFRH
£ OpenShift Container Platform FEMN— N EE A AR X R IEHIKIMEF R KBS

4.1.2.1. Bt ZE gm0 5

EEAFLLEBITE T REBEME, NEMBNE (TR) EXZNHEING, I
0, region=r1, zone=z1, rack=si,

XEFRERINRBRNE X, EENAUBEHNVEEMBNIG6eE, Wish/&F/BH. 54, &
A LOY ARG INE LERRENIG], BE=THHILESES (40 : regions - zone -
racks) . BIE G AT LATER DN £ LUERIAE S HEE RECMER R KECMER,

4.1.2.2. FEH
EEANEEPEREAERR, EEA—NEEZSNRING| EIEEXM, SFESH XM ISRFIA
BTFE—IRSH pod AEEIBTFR—LFNHT R, XRIEEABGERNE pod EHE _ ERETFHE,

LU Ab IR N TR A IE IR E K, SIRE—RKMEHFERE T KRABTIEE pod, MAFHEZ pod,

INREFERFIRE pod WREME, HS AT KBRS T R EBY pod TRE, LAKMER
RIECMERN R R MIIAE X F B Ath pod ME pod,

B UM B ESIAEINEE, KIBEE pod AT LAVHEEIWLET =, FEMEX FHM pod FinHl=kiE
HfE,

4.1.2.3. RFEEHHE

EEANEEPREAERR, EET—NEEZSNRINEG EIEER KM, SHES MR R (3K
28 EBREBTE—RSHFAE pod DB EIBFZEAMAR T R L, XHEARENBEEFEES R, U
SHETAMERN., AERREZREMAERNT M2 B RS9 EERS pod.

INREFERFIIRE pod WREME, HS AT KBRS R EBY pod TRIE, BAKMEMR
RECMERN R R MLIAR X F EAh pod ME pod,

BIEAA UM A XEESHRFEINEE, KIEE pod ATLAERIMILET =, FEMBENFEM pod i klskiE
YR,
4.2. FERFERFEEESEHE POD

&7 LAF OpenShift Container Platform ERi& A A HE BB &R IT pod AEBIRBERM T R L,

421 X TFHAERFERES
AT LU — N 2 AR B AR S pod AR RS B & ks
RMAEREEBENT

LowNodeUtilization
BB 2T T RIAITEHSE pod, UREENT KRMNTRAZEEIE. XM RESRERIANEE
RFEIT N

HighNodeUtilization

HREERLABRESHN pod WEHREVITR, KHTRMETRH, FEEMNTRNVRE
BERE.
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NoScoring
XE—MEIERARES, BIEAMAESE (score) HEMRILINZIRAE B, XATRERNERHN

TR RRREEIFHER,
422 EEAERFEESR
AL AERFRE A ERAERFRESE.

FeREH
o FHER cluster-admin B &I £,

1. W% Scheduler %% :

I $ oc edit scheduler cluster

2. I8ETE spec.profile ZEEH{FHMEESE :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
mastersSchedulable: false
profile: HighNodeUtilization @)
#...

Q % &5 LowNodeUtilization. HighNodeUtilization = NoScoring.

3. RIS LAMES L E

4.3. B KRB MR < BC MR AB X F E At POD JXE&E POD

KEMER pod W— 1P EME, ATFEHCIHFEAEINT R, REXKER pod W—1NEM, AFHEL
pod FEEIENT =L,

1E OpenShift Container Platform /1, AILUMEBN pod KZEM4H pod K X MFERIBEM pod EHIEE /(BT

4.3.1. 7 & pod KELME

TR LUMEBD pod KEMR pod KX BMFAREEM pod LBYHE/([EFRZEBREI pod B B R EIRFL T
=

™o

o HNSRE pod ERIIRZEIEFER S AT pod EBIPRZEIRES, pod KEXMERI LISy S 25194 pod
BEERSHAt pod BRI T = L,

o WNRF pod LHIFRE LIRS Al pod LEIFREILES, pod K KEME BT LARE 1 B F2 - RF#T pod
HWER S EEHERREM pod HEKNT =L,
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flgn, BRI RECERN, TERRSS RSHEX FEAMARS H8 pod KB pod. MMRKFERSHY
pod BIMREE R E 7 —BRS5HY pod FoI, AR IR W AR AR KREXMERN, BhIERT—BRS589 pod AR
HE5E—RSH pod AT R E, &, ERLUNRSSH pod D8EIT <A, AT AR A4

£, LU XBIERIE,

' pa =3
RIS AR S A S pod BRER pod ILFE. 7ERCE R KBNS, 1HEAIRER
' ME—2H & LU 5 P ECEY pod,

pod KEKMEMNIA I, B1Z0NIA A4,

AR BENN], pod FREVREERIT = b, MRFHUINIHE B M HH B R e & 2l s ST ML,
B RIUE—E RE SR FITIT AN,

RYE pod (NG EXE, HERFARITEENERXKEZRMEHR TN pod #HE
BEBEMT R, BN, pod AT,

R IEXFIER, HFANECE L EHNERB pod BY pod KHEKI4E,

EeLhET Pod AR SXHERE pod KEKME/ RKXEKM, EAILUSELEMNISREAN, KR HEEXMH
AL, WMREAEHEE, TROMELHRLGENN, REZRHR RN,

UTFRAIERTEET pod RECMEM R KXEMER Pod M&.

EARBIAR, pod XEMEMIIIERE, REYTREVE—INEBEZITEAEEE security F11E S1 MR
pod i, pod FRILLFAEEXNTI m L, pod REEMENIFRR, R RELZITH B security F1{E
S2.MFRZ ) pod, Il pod FHRATFTAHERZ T = L.

B pod XEMEH Pod Bdi& S H

apiVersion: v1i
kind: Pod
metadata:
name: with-pod-affinity
spec:
affinity:
podAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution: 9
- labelSelector:
matchExpressions:
- key: security
operator: In
values:
-s1@
topologyKey: topology.kubernetes.io/zone
containers:
- name: with-pod-affinity
image: docker.io/ocpge/hello-pod

@ FTEE pod RKEkEHINT,
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@ T mEHIL,
OO FimEmmE (7%) F KRR AIZAI,

BERRTIINE pod EMFRZEFE pod M4& 5 matchExpression SHMEEAZAIMX R, T
7= In. Notin. Exists 5 DoesNotExist,

BE pod XM Pod B i& X461

apiVersion: vi
kind: Pod
metadata:
name: with-pod-antiaffinity
spec:
affinity:
podAntiAffinity: €)
preferredDuringSchedulinglgnoredDuringExecution: g
- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:
- key: security
operator: In
values:
-S2
topologyKey: kubernetes.io/hostname
containers:
- name: with-pod-affinity
image: docker.io/ocpge/hello-pod

FAFBEE pod & XEMERI/NTT,

E AR5 AL,

NREFINEENE, HEEFENERESNT R

o R SROR TE AT B R i SREXME RN EY pod FRi. fEREIRZERIEEFNE.

0009

BERFRTINE pod EMFRZEFE pod M4& 5 matchExpression SHMEEAZAIMXZR, AL
= In. Notin. Exists 5 DoesNotExist,

NRT RIPEIEIZITIN R, FEETBIHNE pod LRKEKMENN, pod &MEFE LT RE
1517,

4.3.2. Bt & pod KELMHERLI]

UTETEERRT —DNE LM pod BEE, BOBE—NHTHEEINEM pod, UKR—NMERXKMERLITHEE
% pod —#EHEB pod,
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BT BEE S KRN EIAEE B pod .

Pk =
1. A% pod M EG R EIREM pod :
a. FAUTAREOE YAML X :

apiVersion: vi
kind: Pod
metadata:
name: security-s1
labels:
security: S1
spec:
containers:
- name: security-s1
image: docker.io/ocpge/hello-pod

b. % pod.

I $ oc create -f <pod-spec>.yaml

2. TEQIEEM pod B, ECELLTSELARMKELE
a. ERUTARECE YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: security-s1-east
#...
spec
affinity @)
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution: 9
- labelSelector:
matchExpressions:
- key: security 6
values:
- S1
operator: In ﬂ

topologyKey: topology.kubernetes.io/zone 6
#...

AN pod FELME,

BCi&E requiredDuringSchedulinglgnoredDuringExecution S413%
preferredDuringSchedulinglgnoredDuringExecution %4,

®9

18 E L BHI key 1 values, INREFER pod SHM pod —BHE, EEASE
— pod EFRZEHERIRY key #1 values S,

o
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IEE— operator, ZEAFALLZ In. Notin, Exists 5 DoesNotExist, %50, £
EEAF In RERT R EFEEELIRE,

a 157 topologyKey, X2—NFEF M Kubernetes 1%, HRITHAFRTIXFERIRT

o
“ANO

b. B pod.

I $ oc create -f <pod-spec>.yaml

4.3.3. F2i& pod R KELMEHL]

DTFHRERT —NEEAN pod BBE, BHIB—NHFAEENRERN pod, LUR—MER R FEMERFHN
SeZ PR IE &% pod —2AE M pod,

% o
I REE EERF KRR INE A EERY pod AR,

Pt =
1. 03 pod M EBFEIEH pod :
a. FERUTARECE YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: security-s1
labels:
security: S1
spec:
containers:
- name: security-s1
image: docker.io/ocpge/hello-pod

b. & pod.

I $ oc create -f <pod-spec>.yaml

2. TEQIEHEM pod i, BEELUL TS :
a. FERUTARECIE YAML X4 :

apiVersion: vi
kind: Pod
metadata:

name: security-s2-east
#...
spec

affinity @)

podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution: 9
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- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:

- key: security ﬂ
values:
- $1

operator: In 6
topologyKey: kubernetes.io/hostname G

N pod R RERME,

BCi& requiredDuringSchedulinglgnoredDuringExecution S413%
preferredDuringSchedulinglgnoredDuringExecution %4,

SF—NEERFN, AT EEE—N1-100 WINE, LEEFNERSNT S,

18 E W B HI key #1 values, WREFERH pod A5 HM pod —BFHE, HERS
BE— pod IR BRI key #1 values S,

® 00 00

1EE— operator, ZEFFALLZ In. Notin, Exists 5 DoesNotExist, %30, £
ZEAF In REKRT R EFEEELIRE,

6 {57 topologyKey, ©R—MFEERE Kubernetes 115, BATFRTIXFERIRIM,

b. % pod.

I $ oc create -f <pod-spec>.yaml

4.3.4. pod FEXMEF R ER ML R B
PURRABERT pod KELMEF pod R KELIE,

4.3.4.1. Pod FXEktE
LATRRAET 7T BA LRSI EEEE2 M pod B pod B,

® pod team4 EF 1% team:4,

apiVersion: vi
kind: Pod
metadata:
name: team4
labels:
team: "4"
#...
spec:
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
#...
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e pod team4a 7t podAffinity TEA % 1%EFES team:4,

apiVersion: vi
kind: Pod
metadata:
name: team4a
#...
spec:
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: team
operator: In
values:
-4
topologyKey: kubernetes.io/hostname
containers:
- name: pod-affinity
image: docker.io/ocpge/hello-pod
#...

e teamda pod AEZEI5 team4 pod HHEH T =L,

4.3.4.2. Pod RKXE
LUFRBIER T BB RIS %F888 pod B9 pod R REXE,
® pod pod-s1 EF 1% security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
labels:
security: s1
#...
spec:
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
#...

® pod pod-s2 1£ podAntiAffinity T EGTR% %28 security:s1,

apiVersion: v1i
kind: Pod
metadata:

name: pod-s2
#...
spec:

affinity:

podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:

172



- labelSelector:
matchExpressions:
- key: security

operator: In
values:
-s1
topologyKey: kubernetes.io/hostname
containers:

- name: pod-antiaffinity
image: docker.io/ocpge/hello-pod
#...

® pod pod-s2 FTEFEES pod-s1 R & L,

4.3.4.3. TLEHRER Pod RKEME
LU RBIER T %8 B EFIR 0525 B pod B pod KEL M,
® pod pod-s1 EFI1% security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
labels:
security: s1
#...
spec:
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
#...

e pod pod-s2 EFTREFER security:s2,

apiVersion: vi
kind: Pod
metadata:
name: pod-s2
#...
spec:
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: security

operator: In
values:
-82
topologyKey: kubernetes.io/hostname
containers:

- name: pod-affinity
image: docker.io/ocpge/hello-pod
#...

B 4EPPHTREN PODHE (GAE)
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o [RIET R EEF security:s2 I1%H pod, BNIARKVIE pod-s2, MNREEEFZIFEHIHEM
pod, #T pod RRFERFLIRE :

i th o Bl

NAME READY STATUS RESTARTS AGE IP NODE
pod-s2 0/1 Pending 0 32s <none>

4.3.5. £ pod XEXMEF R K HL M k12 L& Operator FIALE

KINERT, H&E Operator B, OpenShift Container Platform &BEHIF Operator pod ZEEEIHh—
A worker TR, AT, EELERT, BAEFEEZ pod HEERE T ms—HT =L,

LA Rl T & T RE A 4% Operator pod VB RIRE 77 sl — 417 mAIIER ¢
e IR Operator ERRFENFSE, 41amd64 = arm64
o IR Operator TEEFFEMRIERSE, 40 Linux 2k Windows
o WNRIEFHE Operator ER—PEN LA FR—HNEHNEN LT/
o MNRIMEMHEHLE Operator FTEENEMZRII AR DEL, LUE 7 E H 4SS AE 4 R S 4

& 7] LL@1d A Operator B Subscription % §7AIN pod KEXME kR FKEX 4 K32 HI Operator pod Bz AL
IEQ

LU RBIESRT a0 pod KBRS IE M BB R EIRZH pod H&REZ B TE X Metrics Autoscaler
Operator :

5 Operator pod HBEI— NS MEE T i Pod XIHERA

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:
- test
topologyKey: kubernetes.io/hostname
#...

ﬂ ¥ Operator B pod B ZIE A app=test /1% pod BT7 s LM pod FEL i,

174



545 ZHT R LN POD E GHE)

BhiE Operator pod KB — 1L MFE T M Pod R KEXHERAI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAntiAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:

- key: cpu

operator: In

values:

- high

topologyKey: kubernetes.io/hostname
#...
ﬂ — pod RXkEiME, EaBALE Operator B pod I EIEA cpu=high T2 pod BT s L,
AR

EH Operator pod BIIE, 1HTRIUA TSI ¢
1. BER% Operator,
2. MRFTE, FHHKREHT KERC N ERIEN KM,

3. Y@%E Operator Subscription X R LRI KA -

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAntiAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
podAffinityTerm:
labelSelector:
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
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- ip-10-0-185-229.ec2.internal
topologyKey: topology.kubernetes.io/zone
#...

@ 710 podAffinity 5 podAntiAffinity.

o EffR pod MBIFEMNTRLE, HETUTHS :

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
custom-metrics-autoscaler-operator-5dcc45d656-bhshg 1/1 Running 0 50s
10.131.0.20 ip-10-0-185-229.ec2.internal <none> <none>

4.4. T SRECHEANES T R LAY POD NE&E

KEAMER pod W— 1 EM, ATFEHIElFEAERNT =R,

£ OpenShift Container Platform &, "7 XM R FAERRRF FARAE pod A BB —HHN,
HUNZ2ERT BB E XFRZEF pod 15 EMIEEERETE LK,

4.4, T &7 RREME

R BEMEARYF pod I E S ATLUKEBIL pod B9—H T By RN, T s B &AL
f5lsn, EEILUE pod BB H{VEEEHE CPU ML FHE T AR T & EiZfT,

R RBEM A R, BN ZHUR A

AR ENN], pod FREVREET = b, MRFHUINIFE T M B R e & 2l s ST MU,
B RIUE—E RE SR FITIT AN,

INRT RIREIEIZITIN R, EEFBHE pod LT RRECMEMN], 1% pod FARETEX
N R EIE1T,

EA L@ Pod MIAR XM ECE T kM. BT LUEE S EMNISREF N, SERHEEXHFHN,
MRERBERE, T RBIELHBLEMN, REZHHR RGN,

Tl Pod spec @E&—&HN], E3K pod REFIEHF# Y e2e-az-NorthSouth B {5/ e2e-az-North
= e2e-az-South WFRER TR L -

BAT KBS ZEMNE pod BoiE X455

apiVersion: v1i
kind: Pod
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metadata:
name: with-node-affinity
spec:
affinity:
nodeAffinity: )
requiredDuringSchedulinglgnoredDuringExecution: g
nodeSelectorTerms:
- matchExpressions:
- key: e2e-az-NorthSouth 6
operator: In
values:
- e2e-az-North 9
- e2e-az-South G
containers:
- name: with-node-affinity
image: docker.io/ocpge/hello-pod
#...

@ FTRERXBMBNT,
@ EnEHIL
OO0 it/ Ext (17%) FRBIAZMI,

ZEBARTT R EMIRZEF Pod M4 ® matchExpression SHMEE S Z AR R, XMEALL
= In. Notin. Exists 5 DoesNotExist. Lt = Gt.

THIFBT RS E—FKEREFIN, EHNEMEN pod LFEEEFH S e2e-az-EastWest B IE ) e2e-az-
East =X e2e-az-West Y77 = :

BAT RKREMEREF AR pod BdiE XX 4B

apiVersion: vi
kind: Pod
metadata:
name: with-node-affinity
spec:
affinity:
nodeAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: e
- weight: 1 e
preference:
matchExpressions:
- key: e2e-az-EastWest ﬂ
operator: In
values:
- e2e-az-East G
- e2e-az-West ﬂ
containers:
- name: with-node-affinity
image: docker.io/ocpge/hello-pod
#...
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@ ATEERRBMRNT,

@ EUREFHIL

© HEEIEENE. HEERENERBNT A,
QOO i/ Ex (7%) F &R RZHN.

ZEBARTT R EMIRZEF Pod M4 # matchExpression SHMEE S Z AIMXR, XMEALL
£ In. NotIn. Exists 5 DoesNotExist. Lt Gt,

SBRAN TR RXHEE, BEM Notin =X DoesNotExist i2 B /L RE L ILXFT .

INRIEIER — pod ECEF R ERT R REAMER T mukFes, HESUTILR

o MNRRAEANIEE T nodeSelector #1 nodeAffinity, I /1H EIX PN R4S pod
FRE VR BRIETT R

o HIRMEIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHA—
1 nodeSelectorTerms i B pod FLAEEVAE 2T s £,

o MRIMEIBET %15 nodeSelectorTerms Xk HLH) matchExpressions, 4L RE
i matchExpressions #B]i &1 pod FREE BT = L,

BT RKRI BN

BHHRVEAN, pod FEEVAREEITI R £,

it 3

UTHEERT — M EMERE, tRERUR—TSR, URAERFERBERLT R LM pod,

1. {8 oc label node %4517 R MNIRE -

I $ oc label node node1 e2e-az-name=e2e-az1

TN
IRIAEI AN FALL T YAML E5RMNRE -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
e2e-az-name: e2e-az1
#...

2. 03 pod M EERERZH pod :
a. FAUTAREOE YAML XX :
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BTN BEE S KB R DB 69 pod AR,

i th o Bl

apiVersion: vi
kind: Pod
metadata:
name: si
spec:
affinity: ﬂ
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution: g
nodeSelectorTerms:
- matchExpressions:
- key: e2e-az-name
values:
- e2e-azi
- e2e-az2

operator: In ﬂ

AN pod FELME,

B i& requiredDuringSchedulinglgnoredDuringExecution 2%,

909

18 EWIH BB key # values, HIRFHER pod WERBEREN T RE, HEAST
=R MR key # values 23K :

Q 1EE— operator, ZEAFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
EERF In RERT R EFEEELIRE,

b. A% pod :

I $ oc create -f <file-name>.yaml

4.4.3. FEREEIER T R BRI
mEF AL E 1T R AU A B AR e = 2R SIS T AL, (B ANRIUE— RE B 5 B PHAT B,

e
UTHRRRT —NHENRE, KRERUB—ITR, URAERFZHRERZT R LR pod.

1. {8 oc label node %4517 SRR -
I $ oc label node node1 e2e-az-name=e2e-az3

2. BIBEARENREM pod :
a. FERUTARBCE YAML X4 :
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% o
B REE R KM IR Y pod H,

apiVersion: vi
kind: Pod
metadata:
name: si
spec:
affinity: @)
nodeAffinity:
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 9
preference:
matchExpressions:
- key: e2e-az-name
values:
- e2e-az3

operator: In 6

AN pod FEEME,
Bici& preferredDuringSchedulinglgnoredDuringExecution S%{,

N RIEE—TEF N 1-100 BINE. LEEFNERENT R,

0009

BEWIH BB key # values, HIRFHERH pod WERBREN T RE, HEAST
=R Z R key # values 23 :

IEE— operator, ZEFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
EERF In RERT R EFEEELIRE,

®

b. B pod.

I $ oc create -f <file-name>.yaml
4.4.4. 77 R BRI 7451
LA RBIER T T R R,

4.4.4.1. BERPCRRER T R R
LAIRRBET T BBELERIRERNT RS pod BT mKRHHE

e Nodel T"REBFIZ zone:us :

I $ oc label node nodel zone=us
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TN
AR LA AL T YAML SERIFRE :

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
zone: us
#..

B 4EPPHTREN PODHE (GAE)

® pod-slpod T mKREMEMHEHMINITEA zone F us H/(EX :

I $ cat pod-s1.yaml
=1

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
spec:
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "zone"
operator: In
values:
-us
#...

® pod-slpod ATLLFE R Nodel L :
I $ oc get pod -0 wide
it

NAME READY STATUS RESTARTS AGE IP
pod-s1 1/1 Running 0 4m IP1 nodet

4.4.4.2. HA LR RREME
LUFRARR T TEERZER T RS pod BT RKRELE -

e Nodel T"REFIZ zone:emea:

I $ oc label node node1 zone=emea

NODE
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B
AR LA AL T YAML SERINPRE :

kind: Node
apiVersion: vi
metadata:
name: <node name>
labels:
zone: emea
#..

® pod-slpod E T mMKEMEMHEHMNTEA zone F us H/(EX :

I $ cat pod-s1.yaml
=1

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
spec:
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "zone"
operator: In
values:
-us
#...

® pod-sl pod FEPHEE Nodel L :

I $ oc describe pod pod-s1

i th 7 B

Events:

FirstSeen LastSeen Count From SubObjectPath Type Reason

im 33s 8 default-scheduler Warning FailedScheduling No nodes are
available that match all of the following predicates:: MatchNodeSelector (1).
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4.4.5. FRT mRECMHERIEH| L4 Operator AL E

RiINBERT, HZRE Operator if, OpenShift Container Platform &BEHLIF Operator pod ZEF|H A —
A worker T, M, EXRLEERT, BAEHEX pod HEERE T m—HT =L,

LAR R 7 1K AT 85/ 24 Operator pod B EFE 17 me—H T mBYIER :
o IR Operator EZRHENFA, #1amd64 =X arm64
o IR Operator EERFEMIRIERSE, %0 Linux 2 Windows
o MMRIKAHEL Operator ER—NEN LA FR—VRIEN LTE
o NRIEFE Operator EENEAMIRIIRDE,  LUEEGR K LS SR (4 [H] RIS 1L
& e] LU £ Operator B9 Subscription X & A7 I0 T ;R KX ML SR IEHI Operator pod BRI E,

LUFRBER T a0EE R T m kB B E X Metrics Autoscaler Operator S5l %2 25 B SE BE h A94F /E 17

o

¥ Operator pod HBEI T ST SR XL RBI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-163-94.us-west-2.compute.internal
#...

ﬂ 3R Operator B pod A 4 # ip-10-0-163-94.us-west-2.compute.internal B9 s R B,

¥ Operator pod BRI F AR EL AT RXEMERHI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
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sourceNamespace: operator-registries
config:
affinity:
nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/arch
operator: In
values:
- arm64
- key: kubernetes.io/os
operator: In
values:
- linux
#...

Q 3K Operator B pod A E E|E A kubernetes.io/arch=arm64 #1 kubernetes.io/os=linux /7% 89
TEkl,

AR
EH Operator pod BB, HERIUA TSR :

1. BRE L% Operator,
2. MRFE, FHREREWT REIMCH ERmR KB,

3. % Operator Subscription X § LURANKEX M

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity: @)
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-185-229.ec2.internal
#...

@ 510 nodeAffinity.
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o ZEMR pod BBEBENFEM T m L, HZITUTHS :

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
custom-metrics-autoscaler-operator-5dcc45d656-bhshg 1/1 Running 0 50s
10.131.0.20 ip-10-0-185-229.ec2.internal <none> <none>

4.4.6. HER
o THMAEET R LT

45. 5% POD BRI EFEHAMNT =

WFSEMEHE (overcommited) KRS, BIFITETIRE RFRHIA S @B R P T HI TR, 2
FERBRETHALAIMNE, ENEIMHIMERTUES l«l#ﬁﬁ{%ﬂﬂ'ﬁ £ BRI RERYIE ST .

HRAPREI T L EERATFNEEY S LR 26H. AERRERSRREAERR, FIRHSER
%ﬁﬁ BRI 2R T s E AT UMM T E R E,
45.1. TS =

HRARFTILEEZARFNEET R EFRISEEA, AERFERIFRRAERS, FREKER
FRiE. BREIZRT R LR LUHFERN T ETREE,

OpenShift Container Platform B2 G Al LUB T BB B N (master) REBZF L A AR SRLIXBRIEK
R A, EEH T EEANREHERT R LNEREE, SUHE N WA TIEERSEIFEAR
IMER LimitRange Xf R—i&F A, "TLUHRSZRREIFIEKLUABIFERNT 2EREE,

pa -3

MRZBERSPXERS, NXLEBEXLN. SB-—TEKARE (EFEHMRIIN
HEsE B&ERS) B LimitRange X/ R, LAFAREE N AE S,

EHTIXEBER, DRREIMERSTNEERHETE P LimitRange W RHWER, XAEKEE
pod #WEILHIE R, BN, FLARIBET — MRS REIHIRE, RAEEERKBEZ HEFTR/R
S, SXANFBIELERMUER, BEMTS, /W0 HE S LIIAEH LimitRange © .

452 T RS EFER

M EEANED, SUEFRRET SR, LURHSENRTT N,

LN REVN, ERBERIAFEEERXERKTRANA, RIFVERETRE, BNRARMIZKTR
EREFDER K

HBIRX—1TH, OpenShift Container Platform i@ f¥§ vm.overcommit_memory SHU%E N 1 REX
BVIRERSILE, MMIFRKEE N iR 2EARNE,

OpenShift Container Platform iA:@id % vm.panic_on_oom S#XE 7 0, NHAKEE N FREERER
RBE AR, KB N O AISHMAKREREARRE (OOM) &R THA oom_killer, LURIE M AHA 172
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IR LU X T RIZITTUU TR EF YRIMNIXE :
I $ sysctl -a |grep commit
it Bl

#..
vm.overcommit_memory = 0
#..

I $ sysctl -a |grep panic
it Bl
#...

vm.panic_on_oom =0
#..

i
Gk

g%?% TR ERIAE BT LbiRe, FREH—SIRIE

BT U NEN T R HITUTEE :
o (i CPU CFS EC&IZE sk i il S i CPU PRI
o NRGHRREBR

o WARAMRSHEFNRERE

4.6. fFAT mi5=%EH POD &

BT TTRABR, T RALHREIILE pod BZ (HARIZ) HEET R L.

4.6.1. T3 RFAR
B FER/TH (taint) , TRALIBELEIEHE pod, FRIE pod EFEEH &R (toleration) .

e L@ T R #AE (NodeSpec) fHi5 N AEIT =, @i Pod #Hitg (PodSpec) f¥&[RMNFAE
pod. BN RIS M, FHERFEIES pod MEBRIZTT ML, MRIEpod TURRILE R,

T RGBS Bl

apiVersion: vi
kind: Node
metadata:

name: my-node
#...
spec:

taints:

- effect: NoExecute
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key: key1
value: value1
#...

Pod A& B BRHY

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuel™”
effect: "NoExecute"
tolerationSeconds: 3600

#...

RS BRH key, value # effect ZHAK,

xR 415 RNERAH

¥ ik

key key RERFHFH, &% 253 MNFR. key RILUFEFIHFHL, TUEEF
B, 87, EF/F. ARATHZL

value value 2EEFHTH, &% 63 1MNEM. value WHILUFERHHEI L, AIUEE
FR, BFE. EFF. GRMTHE,

effect effect WEHELE :

M
NoSchedule o 55 EREEMNH pod RN

%‘EE\\LO
o LR LEIAM pod RIRE,

hedul
PreferNoSchedule o 55 SRR pod BRI

TRE, BAERFERENIHN
EO

o IXTTRLEHAR pod RIRE,
NoExecute

o ST RALEHHT pod TiEHEEIZ
%‘ﬁi\\io

o TREBBEEARNINE pod fHH
%B%D
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S Uiy
operator
P Equal key/value/effect 4w iz, X2BKIA
1H,
Exists key/effect S8 Ll EQIRE—NE

B value %1, XIFICEFAIE,

1. 205 [M control plane 7 #A1T —4 NoSchedule /55, T m/EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZRIAEM,
fBlgn -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BRE7 RITEE
e 1R operator %N Equal :
o key SR ;
o value ZE A ;
o effect ZHHER.,
o INR operator Z#1i% Exists :
o key A ;
o effect ZEHER.,
OpenShift Container Platform FRE T UL Fi5m :
e node.kubernetes.io/not-ready : TV AR, X5 T RIKKN Ready=False %}/,

e node.kubernetes.io/unreachable : 7 s TT;EMTT mIRHIZZ A, X5 mIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : 1 RFERF LA, X577 KR
MemoryPressure=True %I/,
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e node.kubernetes.io/disk-pressure : T mFEIERIELE AL, X5 =KOR
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 SRS,
e node.kubernetes.io/unschedulable : 77 SA~AHE,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 sRiEH 2@ AW =IREFEE I, £
TR EREXNG R REEMC AT A, iRt EEEPHEMNMEEISR MBI TR
&, kubelet ®FFRILIT Ko

e node.kubernetes.io/pid-pressure : T REH pid £, X5T RIKL PIDPressure=True %
Mo

HE
OpenShift Container Platform %X &P IAB pid.available evictionHard,

4.6.1.1. T f@{al{ A SR BCEELER pod JXBR

IRELL@IT1E Pod #1443, MachineSet X &35 tolerationSeconds S, #§7E pod TE#IKFRRT AT LA
RS A4 EMRK, INRFEHE NoExecute effect B9/5 RN T s, NARESR (88
tolerationSeconds £#{) B pod, TELLHARA pod N&=#EIKFR.

i th o Bl

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

#..

EXE, MR pod EEZTEZBELRHER, pod RESTRHAE 3600 %, REHPR. WMRETR
XN E 2 BIFERR, pod AR RHINER,

4.6.1.2. TRMEIEAZ NG =

BRI LMER— N A BAZ NG E, FIER— pod FAZNAR, OpenShift Container Platform %
RINTFRATIRALIEZ N5 R AR -

1. 48 pod EBELEEERITG =,
2. ERMIARES mTE pod LHIETRH effect :

o MREVH—ANARIET=EE NoSchedule effect, M OpenShift Container Platform 7
B pod VE LT =L
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o MERABFRILET=EH NoSchedule effect, BEEVLE—PAREEGHE
PreferNoSchedule effect, Il OpenShift Container Platform Zif A pod R EZ T &=
£,

o MREVH—NKRIEESREHR NoExecute effect, OpenShift Container Platform &4
pod MiZTTRIBR (MIREEEZT RLIZTT) , HERE pod FAERIZTTRE (MRLE
BEZTRLEEZT) .

o AEFVE = Pod &L ENEIKER,
o INR Pod BITV5RM% AL Pod #ligH1EE tolerationSeconds, NSk AGREFHE,
o MR Pod BFi5/M, BIEET tolerationSeconds, NI&TETEEMIN A BRIFHE,
4N -
e ATRANMUTIGTR :

I $ oc adm taint nodes node1 key1=value1:NoSchedule
I $ oc adm taint nodes node1 key1=value1:NoExecute

I $ oc adm taint nodes node1 key2=value2:NoSchedule
e pod EFLITAR:

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoSchedule"

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"

#..

HEAHIHR, pod TEAERT RE, FANRAESE=TITREENER, MRERMNTGRE pod EET R
E£i247, pod &4421T, EANB=NTREB=NTRF pod H—FEIFHIGT R,

4.6.1.3. Tf& pod FHEMT KKK (RIBKEREBR T R)

Taint Nodes By Condition (BXIAER) ATB#NE mIkERRNT R, MRFEEAMESEED. NRED
TRIRE—MRR, MERIN—N58, BERRBEER D L, X5 585 NoSchedule effect ;

BN, pod TEHERIZ T RLE, PRI pod BEEREHAR.

EHE pod 7, HERFAREETRLERRAXLSH, NRTREE, N pod AEEIA—NT .

HFHERFRENZ]TRMIELEFTRRR, FET LB RINELH pod BIR, FAERFRE
7B E A — L RO,
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NBERAERS, FHrHRESENRTIERRFNNEIFREFTHRES -
® node.kubernetes.io/memory-pressure
® node.kubernetes.io/disk-pressure
® node.kubernetes.io/unschedulable (1.10 =& ShkA)
® node.kubernetes.io/network-unavailable ({XFREHFL%)

LR LEF T R E R RINERER,

control plane I &21EEH QoS ## pod 11 node.kubernetes.io/memory-pressure
BR, X2EN Kubernetes £ Guaranteed =% Burstable QoS KA EIE pod, #H
BestEffort pod AR VHE EIZ &89 T R L,

4.6.1.4. T RARIERCRINER pod (ETFHIKAIIKER)

Taint-Based Evictions THREBAVIAZ /S AR, ATLAMIBEIREIRS (40 not-ready #1 unreachable) Y77
RIKER pod, YT RUBEIHA—MNRRES, OpenShift Container Platform & BZI4A T mimilis m, FIF
SRIKBR pod LAKS pod EFT A BIH AR s,

Taint Based Evictions 25 NoExecute 3R, A& V5 RH pod EHWILENIKER, BIFT5 R pod TR
IXB&, FRIE pod {# A tolerationSeconds S#,

tolerationSeconds S A TIEIEE pod RIFSER T IR T RIENR K, MNRE
tolerationSections EIHiERRINAEE, NFR2FFET AL, HEEBRERRRN pod HF#HIXR,
INRIRRTE tolerationSeconds EIHFRTERR, NIAMRER LB SR pod.

SN A% A EM tolerationSeconds 3, | pod NEFE N ARFLLEFNAS AT 1 (7] B 7 s iR M4 IX R

OpenShift Container Platform REBRE A RIXFR pod, MTIRFLEEEZENMT RO BEEE
FHp &£ KRE pod IR,

BOANBRT, WRGEREHRT R 55% T R AR, TREMBRERSERTZ
Xigp IRy PartialDisruption, 3B pod RERED, W FLARERNELERE (A
INAB0ONTRFEED) , INMRFANTRARIGR, BREFFIE,

MEELZELR, 1551 Kubernetes A4 MY B X IKE LIRS,

OpenShift Container Platform < B3/ node.kubernetes.io/not-ready #/1
node.kubernetes.io/unreachable HFINARFH 1% E tolerationSeconds=300, [RIE Pod BBEHIEE T
HepE—FHER,

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:
tolerations:
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- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300

#...

ﬂ J_ﬁbéBEE%{%TEQMMEIR'F pod FERG I B X LT AR FI P REMR—NE, KRFHAERD

BHURESEEREXLERR. fl, MREE-—PEFFSEMK TSN ARE, BARFEELEWN
B RME pod ST REFAERA L, UFEFIXIREFHER pod WFRITHHIKE,

BT HREEMRB pod E QIR ST A LTS5 mBY NoExecute BFR, B %A tolerationSeconds:
e node.kubernetes.io/unreachable

® node.kubernetes.io/not-ready

Rk, SFIERRSE pod TEBIKFR,

4.6.1.5. BBRFAATE R

& eI LLE N0 operator: "Exists” BRME T key # values S8, I pod BE N B ITFAIAEIE=R. 2
LEABRM Pod R MEF TG RBYT RH IR,

BAFARZ2mMATE =Pod &

apiVersion: vi
kind: Pod
metadata:
name: my-pod
#...
spec:
tolerations:
- operator: "Exists"
#...

4.6.2 /lJ\\jJ[I‘/?/n\*D‘@‘BE

TERILLN pod FIV5 RURINER, LUMET RBEAEHIIFLE pod NIZHANIZFREET R L, X FIHAR
pOd Z‘DTJ, ™y lu\r_é_#ﬁJTfﬁ'BE//J\\jJu I.I pOd %}:‘lq’?ﬁ/ \/IJ\\jJu I.I—D/ ™y L/LJE_%E/IJ\\DDG‘BEHU}‘A—D J:@B?
pods

it =

11475 Pod spec fEE & & tolerations /)\T7 3@ pod HINAR :

{5/ Equal ;2B R/ pod Eei& X4l

I apiVersion: v1
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kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ HIRSE, 0 Taint # toleration HERF AR,
Q tolerationSeconds S5 E pod EHRIKERAT A LURFF 517 4P EBIRS Ko

o -
ff Exists ;ZEATM pod Bo&E X4 R~HI

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:
tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

Q Exists ZERFTEEZ— value,

ABITE node1 EE— NN keyl BIE N valuel B9i5 2, 1525 RZE NoExecute,

2. BT, M Taint # toleration 2R AR RIS HUN 17 RIRINT5 =
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 key1=value1:NoExecute

Lt &S 1E nodel LE—NiEH keyl, {EH valuel B975=, HIWRZE NoExecute,

193



OpenShift Container Platform 4.14 i s

IR A control plane =i T —4 NoSchedule 551, T m%71EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZIAETM,

o -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

pod EHMARES T R EHT i, BEHEE—RRE pod I ELEHEE nodel L,

4.6.2.1. ERATTEYNIBRERME AR

BRLMERITENSEE T RAMITR. 5 MachineSet X RXEKBIFIE T RBRERTT R EH. BRI
NEATTENSFRERINNTG R, EARXNSEZERNET RE95 <8R,

ff

L=

S

1. @Bi1%%E Pod spec &% tolerations /N 173 pod RIMNAR :

{5/ Equal ;Z2E R pod A& Xl

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ KNIRSE, 0 Taint # toleration HEFR A,

Q tolerationSeconds S5 E pod TEHRIKFRETS 17 mABERIFT K,
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o -
{5 /A Exists IZEFTH pod Bd&E 44361

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

2. 975 S NZEl MachineSet %% :

a. NIEBES M7 A% MachineSet YAML, tHaLLAIEH MachineSet 1% :

I $ oc edit machineset <machineset>

b. 5 RiANINEl spec.template.spec Ef 4 :

TH RSB TE R

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: my-machineset
#...
spec:
#...
template:
#...
spec:
taints:
- effect: NoExecute
key: key1
value: value1
#...

ABET R ERE— NN keyl, {H7 valuel BUi5 R, 153 E 2 NoExecute,
c. FItENEKEN O

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api

195



OpenShift Container Platform 4.14 i s

R
AR AR LU YAML SR RBITENIZRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
replicas: 0
LR PR,

d REFEV BITENSE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -
I $ oc edit machineset <machineset> -n openshift-machine-api

ZENMBED. TRARMNEIS MachineSet R XEHITT i L,

4.6.2.2 FAGRMNBRFAAABERT R

ﬁD%E?‘EE—éﬁ%,#\ﬁ#ﬁEﬁiF’éﬁﬁﬁﬁi N pod RINBR. ARE, EXETRPRMATNHER, B
BIRE pod WAFERITRT R, HERFPHEMEMT R,

INREFR LR pod ARERBLES KT R, BE/IFZRMEIE—HT R, FH9 pod WINTRKEL
4, LUE pod RﬁEﬂF%‘JE'ﬁIﬂT\KWJW, o

iz
RET RAERF REERIZT R

1. X EETT NS MBS
40 -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule
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N
/Eﬁﬂngﬁ LR YAML 5'{,,]\\7_][]/’:7““ .

kind: Node
apiVersion: vi
metadata:

name: my-node
#...
spec:

taints:

- key: dedicated
value: groupName
effect: NoSchedule

#...

2. B RE B E EAZSIZR, 79 pod RINERR,

4.6.2.3. FAT RIERZNEREIBTH

BRI —MERT REFSRMNAR (SOERR) BUiE, LRSI pod MEEIREN T =L,
BN EMEETRRS AR SR REENT T RE.

SeRFMH
o BIFERAITBEINGEIERFETR, BFTREFMIIERNE —IHEITRE.
o AEIFERAITBINGEIERFETR, EFTRRME—IHZN TR L,

AR

1. B Project %JRE X, £ metadata.annotations Z3 15 E T MR R AR -

project.yaml| {41

kind: Project
apiVersion: project.openshift.io/v1
metadata:
name: <project_name> ﬂ
annotations:
openshift.io/node-selector: '<label>' g
scheduler.alpha.kubernetes.io/defaultTolerations: >-
[{"operator": "Exists", "effect": "NoSchedule", "key":
"<key_name>"}

]

1 B £ 75
RROATY R as bRzt

@@G

LA pod (REE) N Exists 2B/ (REAME) .

RiE, W

RIRSH, W0 Taint M toleration HEER PRk, A4{F A NoSchedule effect (FR1FTT =
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2. {¥F oc apply a5 RAIETE :
I $ oc apply -f project.yaml

IITE, <project_name> fin 44 %2 8] A OB BT F L FTREB N A E R ERI T R L.

Hi 5w
o FHA T mFITENZERMTRFER
o QIRRINBSEH T RILFESS

® Operator TYEf M Pod &

4.6.2.4. EAT5 KRB RIZH R RFRELHRTT =

MRKHPEVET REFRFEG, ETUERS RMBRIETFERREGE pod 51X LT RREF
PR, MMHXET RREBAILHRLFTERIREEHN pod, ML UERFEERIRESD pod ERRKE
E’\J_'—I_%‘I;E\\O

=
=
1t

<t o

EA LU A RN B B R AR M5 R BB FIREAAY T B9 pod A,

it

LAE
AR VFEE pod REBARIREHIIT R

Q¢

1. NWEERFFREHM pod RIMER,
50 -

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:
tolerations:

- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

#...

2. BRAUTHREZ—, HINERFREHRT RRINER
I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule
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B
AR LA AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:

name: my_node
#...
spec:

taints:

- key: disktype
value: ssd
effect: PreferNoSchedule

#...

4.6.3. MlkR{5 RANER

B 4EPPHTREN PODHE (GAE)

BRURERE, MTRBIRITRHIM pod BIRRIR, BN ELAFERABNE pod, ABEFT=AMET

=, LUBRIERINERATM T R ERBER pod,

it
BBRI5 RAAR

1L MTTRBRRITA :
I $ oc adm taint nodes <node-name> <key>-
4N -
I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-
=1
I node/ip-10-0-132-248.ec2.internal untainted

2. EM pod BIFE—RR, 5% Pod MERBIFZAIR :

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key2"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

4.7. R RIAFEST POD MERIRET =
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TR FEEARE— N/ [EX BREY, ZBRESEEF pod FRIEERI B E IR FIIEFERE Lo

Zf# pod BHBAET R EIZTT, pod BHREST R EIREAERBIRET mILRFESS,

470 FF ks

&R LUEF T s £ 89 pod AIFREE AT s 5 85 425 pod BAEAIE. {77 miLF 850, OpenShift
Container Platform &% pod VA 2| @ & ILE R M T s,

BRI LME A RUEF SRR EDR pod MEBEREN T RL, RESCHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, & pod REEIREN T =L,

BN, YERHEEEEN, BALAR—EMZERN, NAREFLZAGRLLLESEUENE pod FEIE
T RUEEEER, ¥ pod SEESEAHMIBMENT =, EAGS, SEHHAANMBEHOEK, 2BERD
Xig, EEE, 577 8FRiCN us-east. us-central 5 us-west, 7EL XK (APAC) , 77 &bricH
apac-east 5 apac-west, & A G RIEEGIER pod FFRINT smLfFEER, LR pod HEEIIX LT &=
.

4R Pod MREET mikiFas, ERATREALERNIGE, NARFE pod.

BF

INRIETER— pod ECE A 17 st B2 F010 s kB, T LATRALN3ES] pod HEETT =
£

o MNRRANIEE T nodeSelector #1 nodeAffinity, I 71H BIX PN 4ES pod
FREVA B BRI o

o HNIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEHA—
1 nodeSelectorTerms i B pod FLAEEVAE E T s £,

o MRMEIBET %15 nodeSelectorTerms Xk FLH matchExpressions, #4LRE
Ffi8 matchExpressions &3] &1 pod FREE I = L,

7€ pod T S BB LSS

TR LA A RUARER IR IR B E pod HREERIMIL T R £
BEAT RSN, EEMCT RGBSR pod WEUHHAE, AT RERESRRINE pod,

% -
. EAREERN T RIEFESRRMEIEFHER pod ., BAFRCES] pod BIXR, 0

W mERE,

#ian, LAF Node XI5 EH region: east /15 :

HAPRAR Node X & Bl

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
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creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

#...

pod E4 type: user-node,region: east 7 sLF 2R :

5 pod 1 Rk FER LECHIPRZS,

{9 4R B9 Pod X R Bl

apiVersion: vi
kind: Pod
metadata:

name: s1

#...
spec:

nodeSelector: ﬂ

region: east
type: user-node

#...

545 ZHT R LN POD E GHE)

© 5 NEERRNTRAES, TRUAREEAT RSB,

EARA pod MR EIEE pod I, BELUAERIRAIT R L.

LB E T sk e
FERABRINEEESERT miEFEeRn, MNREEEE DO pod OpenShift Container Platform & FF2RIA

T RIEFESRIRINE pod, FHHZ pod HEEIRAERIRERT Ko

g0, LT Scheduler f R EB BIAHIEEFEFE K region=east #] type=user-node 7 ;%L #F2s :

Scheduler Operator B E X FERRH

apiVersion: config.openshift.io/v1

Ki

nd: Scheduler

metadata:
name: cluster

#..

spec:

defaultNodeSelector: type=user-node,region=east

#...
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£ R E A type=user-node,region=east /% :

Node Xf Rl

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

{5 T AR B9 Pod X R Bl

apiVersion: v1

kind: Pod

metadata:
name: s

...

spec:
nodeSelector:

region: east
#...

LIRFERRBIEEFH pod spec B8 pod I, 1% pod RIFERARESEE T LR 0lE, FHHEER
ICHYTT R

EPMCHTT R LA pod B9 pod FiZR

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

> MREEHEB O pod WIIE BATE T mikiEds, MIZEFESRLETRESCHE T R0k

2%, 1R pod ZBWE T RiEFE, Nl pod FEWOIEHIAE.

TiE T sk ae

202

FERR T kSR, MRETELTIE S A2 pod, OpenShift Container Platform & 4577 ik 25
NINE pod, F9¥ pod HWEEIEBLERITEHNT =, MREFEEEESCHEBINT ks, NLAmB ™
RUETEEER A,

Bian, LATFWiE EA region=east T/ sk %25 ¢

Namespace X Rl

apiVersion: vi
kind: Namespace
metadata:
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name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east 1% :

Node Xf R

apiVersion: v1i
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

U 45 {58 A3 A5 B AR ARG pod FIAR O pod I, pod &EAWIE T Ak a0, FHIEHEIITRCH
T

Pod X Rl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EFMCT | B3 A pod B pod FIZRTH

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

IR pod BERRB T REFER, NUIEHSH pod FRWOESHFHE, B0, MREFLT Pod &
EITEATES, NFKOEE -

AT RIEFZRH Pod X RRH

apiVersion: vi
kind: Pod
metadata:

name: west-region
#...
spec:
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nodeSelector:
region: west
#...

4.7.2. (BT REFZRIRH pod KB

B LUFER T m LB pod FIFRE: ERYTY sk g 1L H pod AR E, FERHT mikFESsE, OpenShift
Container Platform &% pod HEEI & & CEIRZH T =,

EAAT R ITENSREINSEERINIRE. FIrERNETTENSETHRT RIS, #FT
REBZIRE. MR RIHRE, //J\\7J[]§|JT~' RN EBREENIRETRRE.

E REEERININEIINA pod A, [ LR ARINENZ pod BOFEHIXT R A, 40 ReplicaSet X

%&. DaemonSet X5, StatefulSet /5. Deployment %=k DeploymentConfig X/ &, EAET %
EHIXT RINE pod BREEBLE IR T EJ:E%?@JEO NRECEH pod, ALUFT mitfFasER
FHINE pod HAEH, MR pod SZEEHIN R, ELTHER pod, i pod MA&FHFEHCIE pod,

_ EARREEN T RIEFSRRINEIME FER pod H,

FeRFMH

B AR RRRINEIINA pod B, EMEIZ pod BIIEFINT R, $40, router-default-66d5cf9464-
m2g75 pod H router-default-66d5cf9464 &l &£ 1%H| :

I $ oc describe pod router-default-66d5cf9464-7pwkc
=1

kind: Pod

apiVersion: v1

metadata:

#...

Name: router-default-66d5cf9464-7pwkc
Namespace: openshift-ingress

#...

Controlled By:  ReplicaSet/router-default-66d5cf9464
#...

Web ##HIE7E pod YAML B ownerReferences T3 H I & -

apiVersion: v1
kind: Pod
metadata:
name: router-default-66d5cf9464-7pwkc
#...
ownerReferences:
- apiVersion: apps/v1
kind: ReplicaSet
name: router-default-66d5cf9464
uid: d81dd094-da26-11e9-a48a-128e7edf0312
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controller: true
blockOwnerDeletion: true

Pt =
| FERITENSREREERE T R, N RIS
o TEBIET =M, {HF MachineSet *f REHITEHABRESTIEMN T RN INIRE

a. BITULTFS, HRZERINE MachineSet X &/ :

$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="
<value>","<key>"="<value>"}}]' -n openshift-machine-api

a0 -

$ oc patch MachineSet abc612-msrtw-worker-us-east-1c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

B
IR AN LA YAML k@ EN SR EFRINRE ¢

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: xf2bd-infra-us-east-2a
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S S RIEI % & EHRINE] MachineSet X/ R :
fBlgn -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} &l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

#...

spec:

205



OpenShift Container Platform 4.14 i s

#...
template:
metadata:
#...
spec:
metadata:
labels:
region: east
type: user-node
#...

o EEMAT RN

a. AT R%iE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EZEHLAUTT SRR -

I $ oc label nodes ip-10-0-142-25.ec2.internal type=user-node region=east

TN
ISR LN BT YAML SE@E T SRR -

kind: Node
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9
labels:
type: "user-node"
region: "east"
#...

b. IEMERESRMET R

I $ oc get nodes -l type=user-node,region=east

i th 7 Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-142-25.ec2.internal Ready worker 17m v1.27.3

2. JRICECHY T RIEFERRNINE pod :
o BT RIEFEISRANMEINBEMARERN pod, 5 pod BIFEHXS RIFNINT mkHFER

W APRZ M ReplicaSet X &a<fl

kind: ReplicaSet
apiVersion: apps/v1
metadata:

name: hello-node-6fbccf8d9
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#...
spec:
#...
template:
metadata:
creationTimestamp: null
labels:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
pod-template-hash: 66d5cf9464
spec:
nodeSelector:
kubernetes.io/os: linux
node-role.kubernetes.io/worker: "
type: user-node 0
#...

© i,

o BV RUAFESRNINE—NEENH pod, EIEEFRANINE Pod X &R :

AT ik FEERH9 Pod X KRBl

apiVersion: vi
kind: Pod
metadata:
name: hello-node-6fbccf8d9
#...
spec:
nodeSelector:
region: east
type: user-node
#...

% o
A EBEEER T RUEFESRRINEIIA FAER pod H.

4.7 3. QIR RESE T RUA SR

BRI LUH SR pod ERBIARESE R T RS R EBIIRE, MR OIRIATE pod REIZI%F
E T /o

FERERSEE T kSR, MBMEEEED LI pod OpenShift Container Platform & BRI sk
BRINE pod, FIFZ pod HEEIEFEREHT Mo

&R Lo i A2 Operator BE X HIR (CR) REESESEH T REFES. BHURTR. 1TEH
BRFNNBEERNIRE. FIRERMETTENRRTHRRT SIVFENE, FTK[REFZNE, MR
TRIHEE, HNET /RN SBRENITETRRE,

% -
. &R LA pod AINFSMEYEE/(EXS, BR, BIEN—TRINNERINARBIE,
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iz
/d\\ﬂﬂgkl)\E’J$E¥/B.‘lj ? %ﬁ :

1. YRR AEFRRE Operator CR LURINBRIABYSEBESE 17 st i85 ¢

I $ oc edit scheduler cluster

HEAT [REFESRMERZRF Operator CR =fl

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
mastersSchedulable: false

ﬂ ERE LB <key>:<values X FNANTT smikfE2s.
SERLESE, EFSEHIE openshift-kube-apiserver 171 B A1 pod,
REEHEBE pod f57, RIMEESEHET RUEFESRTREN.
2. ﬁﬁﬁl—i‘gjﬂa%ﬁi_ﬁ; %%i " \, jj—ljl \/IJ\\j.][M:T/c
o EAIRET RN, FEAITENSFERARITENRXEETENT KRNI :

a. BITULTFGRS, BRZERINE MachineSet XT&/ :

XA REREILDH.

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

151
$ oc patch MachineSet <name> --type='json' -
<value>","<key>"="<value>"}}]' -n openshift-machine-api ﬂ

ﬂ NENFRARI <keys>/<values X7,

o -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='"json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-

node","region":"east"}}]' -n openshift-machine-api
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)
EOL AT AN A ELT YAML kAT B SRS FIRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S B HIEI % & EHRNINEl MachineSet X/ R :
a0 -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} &l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

spec:

template:
metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. BUEHEOHY BT RXENBESZITENREXRPNT A ¢
o -

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api
$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

d BTRMEFHTAN, £A ocget M RRILZITEREDRMEIT R -

I $ oc get nodes -l <key>=<value>
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a0 -

I $ oc get nodes -I type=user-node

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.27.3

o EEMAT RN

a. N1 =% Node X4 :

I $ oc label nodes <name> <key>=<value>

W'Jﬁl] E%jjJ’J\-FTJ/ \//JJJD*T4 .

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east

B
SRR LAR AL T YAML k@™ Siining -

kind: Node
apiVersion: vi
metadata:
name: <node name>
labels:
type: "user-node"
region: "east"

b. M oc get S WIS R EERMEIT = :
I $ oc get nodes - <key>=<value>,<key>=<value>
flan :

I $ oc get nodes -I type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.27.3

4.7.4. QIR B SEH T RUEFER

AR LUH B AR R RUARES T R LM, [ZUIE R AIEMIRAE pod BREIFITMLET Ko
LIRTEX NI E 82 pod B, OpenShift Container Platform &7 ik iF 28 R MNE W B & pod, FHI¥
pod IE R B p EBEIERNT R, MRFEEFSEHEFOIAT LSS, LR 17 kiR N,
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87T LUE S JwiE Namespace % SRR BRI T RiEFE2R, LUK openshift.io/node-selector 544,
RAIET R, RN R RSN IRE BRI Hﬁ ERMENT ENBEABRT [SSRENN,
REBZIRE., MR RHHRE, m?Jl]E'h? RENBRE BT ERRERE,

MR Pod W REE T MikFas, WARFE pod, EREINERAEEHNT RiEFSR, MiZspec B
pOd ET, lu\”&§u3§1uL/L-F/é/u\E’J%HIi

Hixfs 2l

Error from server (Forbidden): error when creating "pod.yaml": pods "pod-4" is forbidden: pod node
label selector conflicts with its project node label selector

% EIE
R LA pod ANINASMEYEE/(EXS, BR, BIEN—DIEERIMEE,

Az
/d\\bugklj\lﬁ E TJ T%%% .

1. SIS REEHFENEH AL, LURIN openshift.io/node-selector 53X :

I $ oc edit namespace <name>
it Bl

apiVersion: vi
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "type=user-node,region=east" ﬂ
openshift.io/description: ™
openshift.io/display-name: "
openshift.io/requester: kube:admin
openshift.io/sa.scc.mcs: s0:¢30,c5
openshift.io/sa.scc.supplemental-groups: 1000880000/10000
openshift.io/sa.scc.uid-range: 1000880000/10000
creationTimestamp: "2021-05-10T12:35:04Z2"
labels:
kubernetes.io/metadata.name: demo
name: demo
resourceVersion: "145537"
uid: 3f8786e3-1fcb-42e3-a0e3-e2ac54d15001
spec:
finalizers:
- kubernetes

ﬂ fERE LB <key>:<value> X710 openshift.io/node-selector,
2 ﬁﬁﬁl—l‘gjﬂa%ﬁ%_ﬁ; %Q}%E " \, jj—ljl \/IJ\\j.][]*T/c

o TEQIEET RET, {#F MachineSet X/ REMH T EHBESTENT RRMIRE ¢

a. TR S, FRZRINE] MachineSet X/ R :
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$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

<value>","<key>"="<value>"}}]' -n openshift-machine-api
4N -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

7
LT AN A ELT YAML kAT B SRS FRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S B HILI % & 2R INE] MachineSet X/ R :
fBlgn -

I $ oc edit MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-machine-api
i th 7 Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

spec:
template:

metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. BEFEES ZITENSREXRIKMT & ¢
o -
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$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-I8nry52-f76d1-hI7m7-worker-c -n openshift-
machine-api
d BTRMEFHTAN, £A ocget M REILZINEREDRMEIT R -
I $ oc get nodes -l <key>=<value>

a0 -

I $ oc get nodes -| type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.27.3

o EEMAT RN

a. %ifE Node X R LURIIFRZE
I $ oc label <resource> <name> <key>=<value>
flgn, EBEWLR Y R

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-c-tgq49 type=user-node
region=east

7

IRITRI AR LT YAML 3@ T SRR

kind: Node
apiVersion: vi
metadata:
name: <node name>
labels:
type: "user-node"
region: "east"

b. £/ oc get G HEIEIRE RS BARMEI Node X R :
I $ oc get nodes -l <key>=<value>

a0 -

I $ oc get nodes -I type=user-node,region=east
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it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.27.3
H At B
o FAT RIEFHRMBROIRIA

4.8. A POD it D mIRHIIES POD &

B LUFER pod HRINDHAIR, RBEX pod E TR, K. XigskEAE P E L EIA M E BB B FE 4
e, TESRFEIE 9% pod BT LIS A MR E 5/ R A,

4.8.1. {5 FA =451 =

o ENEEN, BELERNIEMNEENDE+ED pod ZEBHER, BELHEIREND
pod iff, BIT&BER—TREME, USRI R0,

o (FNERNR, RALESNEMRIREFFHIAE pod, MUBELRMMLMA, M0RHIA
H, BEEREBRNERTUAREER.
4.82. ERIERFEI

® OpenShift Container Platform $£8EF ) Pod B T /E 17 #: #2445 B2, MHME. BRESESHFF
2SR, IXEEIEHIZR N —H pod B XFAERE, SFBEMNMAEERENT SF QBT B, ERIZ5
HARMIFRA pod W EMERM pod RN RIRAI, LUBGRIER, EERIIEMEIEFES (NEHE)
B, pod BiREESNELEE,

o BEETREM pod IO WRHI AT BER F B OpenShift Container Platform 17 4B &R fEHEFR.
IR DL A RIAIME R RTE T R —BURC Rl RiX B, OpenShift Container Platform
£ ENERSHMMIIRE, 0 kubernetes.io/hostname, XEBFEGBFHIFCT AHNEKR, X
LR IR M ERMIRIME R, HRERDPEE BT A%,
o HAR—MABAZENR DK pod IEE NWARM D BT F 4 ITEFI 24,
o MALIFEESL M pod RIMDEAR, BEXLBREIIAREERR, WK RA pod NS
HARFREE pod.,
4.8.3. T f# skew 1 maxSkew
skew IEMBEARERIMNG (MR H T H) ZESHEERZEFESREEMN pod HEMTRE,
skew 2 NEMNEITEMN, EIBMNEF pod HESHE R/ pod B pod MEZ RN AR, KB
maxSkew B3| S HEF2E R 98B pod & 1THR.
4.8.3.1. skew it & =M1
BE=TRXE(A. B C), BHBEXLERFTEHYSE pod, MRXHAEERS5 N pod, KiFBEHF3

N pod, FERXIE CEHE 24 pod, LAFEH skew, EAILUHEEHLFIMENXEH pod HEHKEH
pod &, XEKEXIH A B skew = 3, XiF B M skew &1, FEKI C B skew 1 0,

4.8.3.2. maxSkew &
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maxSkew SHUE LN RIMNEZ A pod MEMRASITEFR DK skew, HIRE maxSkew KEN 1,
MR IMNE AR pod BMEAR N SEMEAMIHEH 1 RE, AR skew #8i maxSkew, FERFRZIHY
# pod B EH D skew, BERHIF AR

EATERRA skew 118, skew {EHiB1TERIA maxSkew 1E 1, HERRFEIFE pod MEZIKX B # zone C
B, LU skew FHELHIEEHHD L, BEEEHRMNIETIRRE .

4.8.4. pod Hd D R EC B <!
IRET L3R TEMRLE pod ENHE—#E, T EEIFLHRIMG LR T IS A &,

LUFRBETRT pod RN ELIRECE,
BIEX 5% 5 ERZIEAEH pod =~Hl

apiVersion: vi
kind: Pod
metadata:
name: my-pod
labels:
region: us-east
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
topologySpreadConstraints:
- maxSkew: 1
topologyKey: topology.kubernetes.io/zone g
whenUnsatisfiable: DoNotSchedule €)

labelSelector: ﬂ
matchLabels:
region: us-east 6
matchLabelKeys:
- my-pod-label G
containers:

- image: "docker.io/ocpge/hello-pod"”
name: hello-pod
securityContext:

allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

PANEIMEE B pod MERHRKAEH, RN 1, EREEIEE 0 H,

TRINENEH, EAMEMNERENT RN NTER—HH A,

MERHRDHRNNR, NAELIE pod, EiLl DoNotSchedule, ESEIFAERFAEHE
pod, &IEN ScheduleAnyway, E{NRAKVEE pod, BAERFRILLEE skew HIRIEE R LE
EHRAEHINAFEHIIE R,

PCE L PR 2R E0 Pod TED A BIHRITEFARINA, LIHRARERK, WRIEEIRE LTS, &
ML FEE LA pod.

INRIEFLELUTIEMITEUL Pod #I4&, 1EMRLL Pod spec th % B H R 1% 88 T ELX MRE

NI 7 e

® o @@G
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PUREE-

O FATEEEIESHM pod 8 pod FRERIIE.

HR A pod BB ARETB

kind: Pod
apiVersion: v1
metadata:
name: my-pod
labels:
region: us-east
spec:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: topology.kubernetes.io/zone
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod

AIERRBIE LT — pod thit 2 HLIRE Pod #ili&, ©5HRICLH region: us-east # pod g : 7EX
2%, 1EE skew 1, FERHRBIXLERNAFFHE pod,

EIRZA pod i R BRI

kind: Pod
apiVersion: vi
metadata:
name: my-pod-2
labels:
region: us-east
spec:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: node
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
- maxSkew: 1
topologyKey: rack
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
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EBIE LT BHA pod I LR Pod #li&, TEITA region: us-east B pod LILHE : #57E skew
1, FERHRBIXLEEREREE pod.

B REIET A E LHPR%E node 4% pod, SBZNARRIERFE LHIRE rack 94 pod, THE
pod WA/ B X I PRl

4.8.5. AR
o THRUMAIERTT R ERIbRE

4.9. {fFH DESCHEDULER ¥xf& POD

WERRF (scheduler) #HARARERESILEH pod IT7 s, T descheduler A LU KPR IETEZITHI
pod, MMfE pod BB EFHAEEESEN T =L,

4.9.1. X F descheduler
R BT LAFE A descheduler 1RIBHRFE REEIKFR pod, LUMERIE pod EFFERNEEEN T =L,
descheduler @& FHEUTER T IEZITH pod :
o TREATEIILEMEMA,
e Pod T mKREMER (M5REIRE) B8N, HFERBHAEFBEETELT R,
o TREXMFEEHD pod,
o HRPRMTHTR.
e Pod ERHIRHBKZ,

BF

descheduler R #IXFRI pod. B #IKER pod FIESHIFERRE (scheduler)
7o

% descheduler JRTEMTT 23Xk pod Bf, ©RERLLTHLE
e openshift-* 1 kube-system #p 4 22 [H] Y Pod RREIRER,

e priorityClassName #i% &y system-cluster-critical 5 system-node-critical %% pod 7~
KHEIXER,

o TEFTEFIEHIZE. BIARE. HF. StatefulSet HF I —EBIAIERS. BURTIMIL pod TR
WEBR, HNIXLE pod FEMEF IR,

o SpiififEEEREKE pod SRR,

o EFARMFHED Pod TERIRIKER,

® BestEffort pod &1E Burstable #1 Guaranteed pod Z BI# Xk,

e EB71 descheduler.alpha.kubernetes.io/evict JX fRHIFFA pod R EVER AT LIMEIKER, HLERRR T

BEMHIEIRRARE, B aLUEFEIKRWILE pod, A MIZEE MO pod U R BB EH G
# pod,
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e %F % Pod Disruption Budget (PDB) FRHIH pod, #15R#1T deschedule &% & Pod disruption
budget (PDB), M pod A#IKFR, @it 6 FIKPRF HIRK IR PDB RIKFR pod .

4.9.2. Descheduler ft E%
LAF descheduler BB B AT A :

AffinityAndTaints

IECERIFRER T pod AIBIR KM, T KRBT =75 =B pod.
HAEENEYSS-

e RemovePodsViolatingInterPodAntiAffinity : ffif&i¥ /& T pod [A/#I & <B4 pod,
e RemovePodsViolatingNodeAffinity : #&i% /R 7 17 s X B pod,

e RemovePodsViolatingNodeTaints : #[}i# &R T 77 s LB NoSchedule 5 = # pod,
BB AKX MR requiredDuringSchedulinglgnoredDuringExecutionf pod,

TopologyAndDuplicates

EEE SR pod A NET RIA T2 B R LR pod SAEREIMEH pod.
EEAT TR :

e RemovePodsViolatingTopologySpreadConstraint : ¥ E|IREERIMNSE, FHI1E
DoNotSchedule 23R #iE AT MEL KB pod IXER pod.

e RemoveDuplicates : AR RE—1 pod 5E—T M LiZ1THEIALE. EHIIEHIZE. MENE
W ABREL, REEZINEEMN pod, NIXLEESM pod RRIXRLUE IF LR pod
akie

LifecycleAndUtilization
It ERE KBRS A2 T8I pod, FF-E T R (IR BRE 1B 5.
CEA T LR :

e RemovePodsHavingTooManyRestarts : &R 2FEE T % XM pod,
EERS: (SEEEER) PHESHLDEEDT 100 RE Pod ,

e LowNodeUtilization : EHAKRFRMT R, FAETRENER TMEMTEFRT =P
IXER pod, LAREXLEMRINFRAY pod AT LATEE FASRIEAY T R LR EHT O/,
MRV ROAERT 20% (CPU. REFH pod WEE) JIZT mBHRN N ERETRE,

NRT REIAEEIT 50% (CPU. RTFH pod FIEE) NNHZ T RIS &R,

e PodLifeTime : IR AXEM pod,
KINERT, 2MERET 24 NI pod, ERILLEE Y pod £ RIHAE.,

SoftTopologyAndDuplicates

XMELES% S TopologyAndDuplicates tHE, TEMETFEGYIRIMNIRE pod (A0
whenUnsatisfiable: ScheduleAnyway ) H#1 J Xk,

TERENF A SoftTopologyAndDuplicates #1 TopologyAndDuplicates, & A&

EEE L WL
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EvictPodsWithLocalStorage
thEBERITER R MFMM pod B FEHIKER,
EvictPodsWithPVC
LEEEE AT EIFAMSHEAN pod BHEIER, NREMH Kubernetes NFS Subdir External

Provisioner, B/l N B R TERFRM & 22 H R INBERAY 6y & 22 8],
4.9.3. 2% descheduler

EHINERT, TR #H descheduler, Z/FH descheduler, EAZIM OperatorHub %% Kube
Descheduler Operator, #/5FH—12% 1 descheduler B2E%.

FINBRT, descheduler UTIMIERIZ1T, XEHE T REM pod R, AT descheduler BIRET
BN BT pod HXER,

5

INRIBEERPE A TIEEM control plane, XEBBEE XMEREE, LUEEIEE control

plane 3 & Z2 (A FFBY pod #AKER, FFILAE EIE R B FFXE T hypershift-control-
plane, B HEBREEB control plane LA KMIRIEM S E (100000000) .

SERFEH
o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

e jj[A] OpenShift Container Platform Web Z%I&

1. &[HE| OpenShift Container Platform Web 2% &

2. ¥ Kube Descheduler Operator B3 Y4y & 22 |H],

a. 1T Administration » Namespaces, s Create Namespace,

b. £ Name FE& i A openshift-kube-descheduler-operator, 7£ Labels FEXHHiA
openshift.io/cluster-monitoring=true >&/= i descheduler 1§15, fAE=ifi Create,

3. &% Kube Descheduler Operator,

a. 1# A Operators - OperatorHub,
b. 7EiTIEHESHI A Kube Descheduler Operator.
c. % Kube Descheduler Operator F# = Install,

d. 7 Install Operator TIHEH, 1%:# A specific namespace on the cluster M THIZE F A%
¥ openshift-kube-descheduler-operator ,

e. ¥¥ Update Channel #1 Approval Strategy BB A2 AT EHI(E,
f. | Install,

4. fI|E descheduler £,

a. 1f Operators - Installed Operators T{H A, s Kube Descheduler Operator,
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b. %% Kube Descheduler 1% 713 = Create KubeDescheduler,
c. BEZFERBNE,
i. EIKFR pod MASEIIKFR, 15F Mode FEX - Automatic,

ii. BIF Profiles 4y, LUERERAN—MHZNERES. AffinityAndTaints BEEESE KA
JEH. = Add Profile &M A B4,

A E RN E A TopologyAndDuplicates [l
SoftTopologyAndDuplicates., /5 W& &S BUHZE,

ii. A% : BJF Profile Customizations &4, %i& descheduler BRI 1%EERE,
e 7 LifecycleAndUtilization B BB B E X pod £ EHE, #MA podLifetime

FERIZEHRFEM—PERET (s. mZF h) ., Bl pod £EEH 24 I
(24h) .

o LBATENMERHEE, FHMEMRLEMETIEEMRFXRLANFEERE pod #H1T
IXPR. {#F thresholdPriority FEIEXBHFMAENEIE, HEFEH
thresholdPriorityClassName F 18 E {5 E R L A2l 2K & o

FEH descheduler 57 thresholdPriority #1
thresholdPriorityClassName,

o [YFEMMAZEAIXE N SIEEHHEFRTE descheduler #/EH, EF namespaces
FE&, FESELEERME excluded = included FIFR A, EREES B EHRN G
THIRKBSEMNHBENTIR, EEER, RAHRZIRIFNHLZEN
(openshift-*. kube-system. hypershift),

o SCIGM : o5 LowNodeUtilization SR X EF AR EMSEFHANEE, £H
devLowNodeUtilizationThresholds FEX ¥ B FHEZ— :

o Low:10% {&#IA, 30% iLiEF A
o Medium: 20% &FIf, 50% 1 EFA (FBIL)

o High: 40% {&FIF, 70% iTiEFIFH

XMRERLRMER, NNEEIMERER.

iv. A% : {8 Descheduling Interval Seconds FEXF X descheduler 1217 IH]fRAORYER,
EIME 3600 7,

d. &= Create,

AR RS R E ) OpenShift CLI(oc) N descheduler ERBEERBENZE, MREIEM web 1ZH|& Ol
descheduler SEBIFT & B AR BSE, MBS A AffinityAndTaints FRB &£,
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4.9.4. Bi2i& descheduler it B4
IRAILABC & descheduler {8 FAVFLE R & 5= SR XER pod.

FoRFMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

AR

1. %w%E KubeDescheduler % :

I $ oc edit kubedeschedulers.operator.openshift.io cluster -n openshift-kube-descheduler-
operator

2. 1t spec.profiles R IEE—THNLE M ERES.

apiVersion: operator.openshift.io/v1
kind: KubeDescheduler
metadata:
name: cluster
namespace: openshift-kube-descheduler-operator
spec:
deschedulinglIntervalSeconds: 3600
logLevel: Normal
managementState: Managed
operatorLoglLevel: Normal
mode: Predictive ﬂ
profileCustomizations:
namespaces: g
excluded:
- my-namespace
podLifetime: 48h e
thresholdPriorityClassName: my-priority-class-name ﬂ
profiles:
- AffinityAndTaints
- TopologyAndDuplicates G
- LifecycleAndUTtilization
- EvictPodsWithLocalStorage
- EvictPodsWithPVC

aik - BIANERT, descheduler RRIKFR pod. EIXER pod, 15 mode X&)
Automatic.

Ak KBRS REAGIR, LUEM descheduler #&{Eh B &8k, FH exclude
HEBEHRIMLZEEFIR, HEFEM included RIXBETSMHLZRERFR, iHEE,
R\ HERR 2R IPBY 4 & 22 7] (openshift-*, kube-system. hypershift),

Ali% : 7y LifecycleAndUtilization B2 B /S B E X pod £ EHE. BRHAAME s. m
= h, BRI\ pod £mEER N 24 N,

O o o® 9o

% IBEMEREE, NELEIIEFIBERNN FRZEE pod #HITIER, £EH
thresholdPriority FEXIXBHF LK HE (40 10000) =HEFEMA
thresholdPriorityClassName FEXIEERFERINL L AT (40 my-priority-class-
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name) . MRIBEMEL LB, N2 FEE, BN descheduler RIHEEEIR, TE
[Eif1% & thresholdPriority #1 thresholdPriorityClassName.

© S-S IREXHLUEA. THREE
& : AffinityAndTaints. TopologyAndDuplicates. LifecycleAndUtilization. SoftTopo
logyAndDuplicates. EvictPodsWithLocalStorage # EvictPodsWithPVC,

6 T ERENE A TopologyAndDuplicates #1 SoftTopologyAndDuplicates, FAM&ERS
Bz,

ARSI RES  BERBEENIIFHAEE,

3. REFEXHLAER K,

4.9.5. fidi& descheduler [5]f&
A LB B descheduler i21T 2 [BIBIET A, BRI N 3600 # (—/hE)

FoRFMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

ff

L=

S

1. %w%E KubeDescheduler % :

I $ oc edit kubedeschedulers.operator.openshift.io cluster -n openshift-kube-descheduler-
operator

2. ¥ deschedulingintervalSeconds = EX E#7 AT BHIE :

apiVersion: operator.openshift.io/v1
kind: KubeDescheduler
metadata:
name: cluster
namespace: openshift-kube-descheduler-operator
spec:
deschedulingintervalSeconds: 3600 ﬂ

ﬂ W& descheduler ;21T /R fRRIFER, #OR1% N 0, NI descheduler 217 —RFFRH,

3. RIS LAMESR L E

4.9.6. H1#, descheduler

1R A LB R descheduler 525 F 1% Kube Descheduler Operator MEEEEFRFEIR descheduler, IEi7
2144512 KubeDescheduler CRD #1 openshift-kube-descheduler-operator 5 £ 22 ],

SeRFMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,
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e jj[A] OpenShift Container Platform Web 1Z%1&,

1. &[HE| OpenShift Container Platform Web 2% &,

2. & descheduler SE4,

a. {f Operators — Installed Operators TTEH, = Kube Descheduler Operator,

b. 1%$% Kube Descheduler i1 F,

c. = &E# B35 M Options £ H Fi%#E Delete KubeDescheduler,
d. EAVUFTIEEAR, = Delete,

3. E1#; Kube Descheduler Operator,

a. 5fin%l Operators - Installed Operators,

b. = Kube Descheduler Operator & H 351189 Options 3 5., A1+ Uninstall

Operator,
c. EMBIANTERER, = Uninstall,
4. Ik openshift-kube-descheduler-operator 34 22 4],
a. $finZE Administration » Namespaces,

b. 1EiTJESREF %I A openshift-kube-descheduler-operator,

c. = openshift-kube-descheduler-operator 5 B35 Options 3 &
Delete Namespace,

, R

d. TEFIAGHERER, %iA openshift-kube-descheduler-operator 3 =3 Delete,

5. fiff& KubeDescheduler CRD,

a. 1 A Administration = Custom Resource Definitions,

b. 7EiTEEMEH % A KubeDescheduler,

c. /= KubeDescheduler £ 8358 Options 3 H# , RFIEFE Delete
CustomResourceDefinition,

d. ERIUSIEHER, = Delete,
410. ZRFAERRF

4.10.1. —ZKHE R R8T
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IR LA % Secondary Scheduler Operator 3Ri2fTEBE L Z R AERRF, LAKRFE pod WEINER
J%Q
4.10.1.1. XF Secondary Scheduler Operator
Red Hat OpenShift B Secondary Scheduler Operator &4t 7 7£ OpenShift Container Platform HFEE B
EX Y HERFNAE. —HHAERFSRINAEREFE—£217, LUHE pod, Pod ECER{EEEEA
HHERRF,

BE VEAERREWIESR /bin/kube-scheduler Z— #4324, FHETF Kubernetes HEEZR,

BF

123_11«/{1%}% Secondary Scheduler Operator 7 OpenShift Container Platform & H E
N ZRHERRF, BLABEFEEFEE L NAERZFIITHEE,

Secondary Scheduler Operator fI]& :éﬁlﬂf;hrlﬂﬁmﬁ’]gﬂ)\%@%ﬂ%@,@E/Eo A LUET MBI ER
FFE2E KubeSchedulerConfiguration ¥TiE, 35 EMLEHE ARG AZR.

4.10.2. Secondary Scheduler Operator for Red Hat OpenShift 4 1T3EiC

Red Hat OpenShift B Secondary Scheduler Operator B F&1E OpenShift Container Platform &E&f AR
EEENLZRAERR,

AETFEICNA T 54 Red Hat OpenShift B9 Secondary Scheduler Operator B9 4.,

MEFELER, HSM KT Secondary Scheduler Operator,

4.10.2.1. Red Hat OpenShift 1.2.2 8 Secondary Scheduler Operator & fT3¥ir
KmBEH:24FEN1A18H
LUFAE AT Red Hat OpenShift 1.2.2 BJ Secondary Scheduler Operator :

® RHSA-2024:8219

410.2.11. BFHEFMES

e it Secondary Scheduler Operator Z{ThRAfR T LB I RBEMRE (CVE),

4.10.2.1.2. B HIA] B

o B, &FE&®iT Secondary Scheduler Operator EREHEM TR, NESEMST. CRD =% RBAC
wig, BENZTHERFAZENAGNAGHEUNBER FIREBL MM EBN A, (WRKLDS-
645)

4.10.2.2. Red Hat OpenShift 1.2.1 9 Secondary Scheduler Operator & fT3¥ir
LZWHE : 20243 A6 H
LR AE A FHTF Red Hat OpenShift 1.2.1 BJ Secondary Scheduler Operator :

® RHSA-2024:0281
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4.10.2.2.1. #iTheE R TheEIR o5
THIBR B R PR B SR ST R K BU R 2F

TEXNhRAS, MR T FORBE, fRUFERS Secondary Scheduler Operator B FEH % 17 52 pod #
KRBV, MARNAFEFR R RMmERI,

410.2.2.2. BF#ERES

e it Secondary Scheduler Operator Z{ThRA#R T LANE IRBEMRERE (CVE),

4.10.2.2.3. B Hn| 5

o Hal, BFEEXBiT Secondary Scheduler Operator BREHM FTIR, #NEZEMES. CRD =k RBAC
g, BE L ZNAERFENAGIA B EUNERTIRES NI AE, (WRKLDS-
645)

4.10.2.3. Red Hat OpenShift 1.2.0 B9 Secondary Scheduler Operator Z{33FiC
KABHE 2023 FE 1A 1H
LA A EA T Red Hat OpenShift 1.2.0 B9 Secondary Scheduler Operator :

® RHSA-2023:6154

410.2.3.1. BFHEZES

® [l Secondary Scheduler Operator Z1THRAFR T LN E WIREFRE (CVE),

4.10.2.3.2. 2HnB

o Hal, BFEEXEiT Secondary Scheduler Operator BREHM FTIR, #NEZEMES. CRD = RBAC
g, BE L ZNAERFAENAGIA B EUNERTIRES NI AE, (WRKLDS-
645)

4.10.3. R HERFHE pod

&P LLEIT % 3% Secondary Scheduler Operator. ERE N HAERER, FH7E pod B L HIXE ZJAER
%, 7E OpenShift Container Platform Aiz{TBE R BHERFE,

4.10.3.1. % Secondary Scheduler Operator

IRAI LAME A Web #22%& 7 Red Hat OpenShift 2% Secondary Scheduler Operator,

SeRFMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

e ijj[a] OpenShift Container Platform web 12415,

1. &[HE| OpenShift Container Platform Web 2% &,

2. 7 Red Hat OpenShift @il Secondary Scheduler Operator P& fI i % Z2 1A,
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a. 1#17 Administration > Namespaces, = Create Namespace,

b. 7£ Name FE&#%i A openshift-secondary-scheduler-operator, = Create,
3. i Red Hat OpenShift Z%& Secondary Scheduler Operator,

a. $finZE Operators » OperatorHub,

b. 7EiTJEBRIEAHFIA Secondary Scheduler Operator for Red Hat OpenShift,

c. % Secondary Scheduler Operator for Red Hat OpenShiftF = Install,

d. £ Install Operator T{HE A :

i. Update channel Z& stable, B Red Hat OpenShift Z%& Secondary Scheduler
Operator BIER#1E E AR Ao

i. 1%4% A specific namespace on the cluster, FM THI3E ¥ % openshift-
secondary-scheduler-operator,

iii. e BT AESRER,

e Automatic SRB& /o 1F Operator Lifecycle Manager (OLM) 7E&HhRA A B B
B #T Operator,

e Manual EKEEEEHEE L E LM A P L Operator B#.

iv. = Install,

1. 5%l Operators — Installed Operators,

2. % Secondary Scheduler Operator for Red Hat OpenShift2 %54, Status 7y Succeeded.

410.3.2. ME_FFERF

2% Secondary Scheduler Operator &, A LERE — JHETRRE,

FERFH
o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,
e ijj[a] OpenShift Container Platform web 1Z%I&

e ZIET Secondary Scheduler Operator for Red Hat OpenShift,

iy =

1. E[EE] OpenShift Container Platform Web 6 &

2. DZECERSERE N AERFIEE.,

# A Workloads —» ConfigMaps,

b. = Create ConfigMap,
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c. 7£ YAML ZrfE2s, HiA S5 %E KubeSchedulerConfiguration At & HIE B ETE X, 4l
m :

apiVersion: vi
kind: ConfigMap

metadata:
name: "secondary-scheduler-config" ﬂ
namespace: "openshift-secondary-scheduler-operator” g
data:
"config.yaml": |

apiVersion: kubescheduler.config.k8s.io/v1
kind: KubeSchedulerConfiguration
leaderElection:
leaderElect: false
profiles:
- schedulerName: secondary-scheduler ﬂ
plugins:
score:
disabled:
- name: NodeResourcesBalancedAllocation
- name: NodeResourceslLeastAllocated

BB AT TR, X F7ECIEE SecondaryScheduler CR I}, £ Scheduler Config &
AR A,

B BR824/ 7E openshift-secondary-scheduler-operator 34 22 (7] R (1] 3,

— A ETRFH KubeSchedulerConfiguration ¥R, MMEERZER, 1HSH
Kubernetes API 3X#&##J KubeSchedulerConfiguration,

“MAERFEELT, FH spec.schedulerName FE& % E N LEM Pod &FER XA
ZHERRE R,

NZRFERFERAIERRES. MRIIEERINHAERMS, E56 Kubernetes X4
By

® 6 0 o

d. = Create,

3. /i SecondaryScheduler CR:

a. 5fin%l Operators - Installed Operators,
b. %% Secondary Scheduler Operator for Red Hat OpenShift,

%% Secondary Scheduler 1277+, #AE R Create SecondaryScheduler,
d. Name FE&BILN cluster; FEE XL A TR,

e. Scheduler Config ZE&Zki\ "/ secondary-scheduler-config. R iX/MES LLRFEH 08
HOFD B PR 4 9 2 TR L,

f. #£ Scheduler Image FE&H, HIABE L HERFHHEEELR,
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' o
AP EEIFEE L= NHAERFIIThEE.

g. = Create,

4.10.3.3. AR FAERFFHE pod

EFRAZAERFFE pod, 1ETE pod E X HXE schedulerName FE%,

SoREH
o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,
e iJi[a] OpenShift Container Platform web #Z&I&,
e ZIET Secondary Scheduler Operator for Red Hat OpenShift,

o WET ZRHAERR,

1. &[HE| OpenShift Container Platform Web 2% &,
2. 5%l Workloads — Pods,
3. = Create Pod,

4. 7E YAML %R%E239, HiAPREM pod BCEF N0 schedulerName F % :

apiVersion: vi
kind: Pod
metadata:
name: nginx
namespace: default
spec:
containers:

- hame: nginx
image: nginx:1.14.2
ports:

- containerPort: 80
schedulerName: secondary-scheduler ﬂ

ﬂ TEE Z N HAERRFR, schedulerName & /5 L& RS Hh & Y A9 & FRPTHD,

5. = Create,

1. &XE| OpenShift CLlI,
2. AT pod :

I $ oc describe pod nginx -n default
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it Bl
Name: nginx
Namespace: default
Priority: 0
Node: ci-In-t0w4r1k-72292-xkqs4-worker-b-xgkxp/10.0.128.3
Events:
Type Reason Age From Message

Normal Scheduled 12s secondary-scheduler Successfully assigned default/nginx to

ci-In-t0w4r1k-72292-xkqs4-worker-b-xgkxp

3. EEM4FKH, HEHES Successfully assigned <namespace>/<pod_names to
<node_name> R{LUE EHEH,

4. 1 "From" 5, BIEEHEMZRAERFENRD, MARMNHAERRE,

A LUK & openshift-secondary-scheduler-namespace 1 #J secondary-

scheduler-* pod H&, LIE pod REEH-NFAERFEHE.

4.10.4. 1% Secondary Scheduler Operator

1A LLIE T EN% Operator FHIBREFE X BTIR, M OpenShift Container Platform Hfff& Red Hat
OpenShift B Secondary Scheduler Operator,

4.10.4.1. H1# Secondary Scheduler Operator

IRAT LAME A Web #22%& 7 Red Hat OpenShift 1% Secondary Scheduler Operator,

FoRFM

iy =

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,
e jj[a] OpenShift Container Platform web 1Z#I&,

e LI T Secondary Scheduler Operator for Red Hat OpenShift,

1. &% OpenShift Container Platform Web 6 &,

2. 77 Red Hat OpenShift Operator 1% Secondary Scheduler Operator,

a. $fin%l Operators - Installed Operators,

b. s Secondary Scheduler Operator 2 B35i/1#] Options ¥ , F 4 Uninstall
Operator,

c. EHIANIEHERH, = Uninstall,
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4.10.4.2. B Secondary Scheduler Operator ¥

A, £ Red Hat OpenShift 1%, Secondary Scheduler Operator [&, BRI LAMEREHBIREME X T

N
NiTvo

FERFH
e LIEF cluster-admin A& A 5155k El OpenShift Container Platform,

e ijj[a] OpenShift Container Platform web 1Z%I&,

Pt

1. B[EE OpenShift Container Platform Web 6 &,

2. MEREA Secondary Scheduler Operator Z#£#J CRD :

a. 1 AZ| Administration » CustomResourceDefinitions,

b. £ Name FE& i A SecondaryScheduler L& CRD,

c. M= SecondaryScheduler CRD 35118 Options 35 F1%#E Delete Custom Resource
Definition:
3. #B& openshift-secondary-scheduler-operator 34 22 H],

a. SfinZE Administration » Namespaces,

b. s openshift-secondary-scheduler-operator 35i/1#] Options ¥ 155 Delete
Namespace,

c. TEMIUXTEES, EFEXF %A openshift-secondary-scheduler-operator, B
Delete,
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55 5 Z {FRE/F\L¥1 DAEMONSET

5.1. {5 DAEMONSET £ LBz &8ES

EREIER, EE LA F RS HIREE OpenShift Container Platform EEBEE T SHAE T &
FIiZ17 pod BIA,

A RREMRRMAE (FE9) T REIZIT pod BEIAR, BT SURMEIEEDE, pod hRRMEIEEE
o HTRMEERRBIRE, XL pod HRB U“Hﬁlilﬂﬂlﬁﬁ?ﬁx’%%l?% MHER=F A RRERFECUEN
pod,

BRI LAER daemonset BIZHZEFME, EEBNE—TREZITHES pod, HEEFDT R LEBEB LT
K,

hEERN, FEEEIMUIBEEN A UMIETIHESE,
MBEA XTI HEENELER 2% Kubernetes 3X#4,

BF

THHREAESTENRAT RIEFSTRS. MREEEERE, FTHERER5R
N %Tqa%aAafF Mﬁ'ﬁ BUBRS. XRERASFIE T RILEFEIRE BRI = L5
BT LR pod, YRR RB AN,

511 8 IRINVAERFHE

S RREBRAE A TR mE821T pod BEIAR, BE, Kubernetes iﬂf;*xrﬁiiﬁ%’ffﬁiﬁﬁ
pod T iR, 1BR, SFFHFTR5E pod S RRERGEISROIEFHE, XEBIZ LTI :

® pod ITHA— : FRHFENER pod MEIRIFHLFRLIRIRE, BFIHIEE pod RBLFF
AIBERSOE, XRERAFERERE.

e Pod it HHAIMINAERFLE, FRESRE, FHIRERFISRHERERE pod (LEMMIE LB
AR T AR IR R,

OpenShift Container Platform 2k = FH ScheduleDaemonSetPods IhAE St & A BRI IRF M
T%%F?F‘iﬂ&%a@r&ﬁﬂ%‘%ﬂéiﬂf‘?—ﬁ)jiﬂ‘fxi B XA AR AN NodeAffinity RiEEISFHH 725 pod, A
£ .spec. nodeName Kif, RE, BRANHERFEA T pod HAEEBEIREN. MRFIHEENT RX
KMERFE, EamEiiE, TR KBRS EESENTIHRE pod MHUTIXLRE, B
REXTFI &%E’J spec.template TR EH,

kind: Pod
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9-9tmzr
#...
spec:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchFields:
- key: metadata.name
operator: In
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values:
- target-host-name
#...

H44, node.kubernetes.io/unschedulable:NoSchedule Z[E4 B 5 MNEISFH#F21%E Pod H, £
EFIF 21X E pod i, BRINAERFERZIEAAEERT m.

5.1.2. B|# daemonset

EOIEESPEFZERT, {# nodeSelector F kISR HRENTEH FEHRERIANT =,

FRFH

o TEFtAMERATIHIZE R, BN A LA openshift.io/node-selector % B 2 F AT &
2 PR 44 22 [H] AR O BR VA 01 B ST T s AR

$ oc patch namespace myproject -p \
'{"metadata": {"annotations": {"openshift.io/node-selector": ""}}}'
R
AR LAN B LLTR YAML 3 6p 44 22 (A1 22 F BRIV B9 01 B 36 [ 7 sRZe 62 -

apiVersion: vi
kind: Namespace
metadata:
name: <namespace>
annotations:
openshift.io/node-selector: "
#...

o MREEOCIBIIE, HEBEIMINT RLESS

I $ oc adm new-project <name> --node-selector=""
TE N SFP I FREE yaml ST -
apiVersion: apps/v1
kind: DaemonSet
metadata:
name: hello-daemonset
spec:
selector:
matchLabels:
name: hello-daemonset ﬂ
template:
metadata:

labels:
name: hello-daemonset 9

232



%5 5= {FHAF A1 DAEMONSET

spec:
nodeSelector: G
role: worker
containers:
- image: openshift/hello-openshift
imagePullPolicy: Always
name: registry
ports:
- containerPort: 80
protocol: TCP
resources: {}
terminationMessagePath: /dev/termination-log
serviceAccount: default
terminationGracePeriodSeconds: 10
#...

© FETE pod BT HRENIT LS.
© rod BIRMITELES. BI5 BRIFESEBILE,

9 RERIZFEMLET R EEBE pod BIABIT mukiFas, M Lo fFETERIIRE.
2. QIBTFIIARENR

I $ oc create -f daemonset.yaml

3. Wik pod BEEHIRY, HEEBNTREEAE pod BIA :

a. B# daemonset pod :

I $ oc get pods

it Bl
hello-daemonset-cxémd 1/1 Running 0 2m
hello-daemonset-e3md9  1/1 Running 0 2m

b. & pod MUEGIE pod ENEZEI T =L :

I $ oc describe pod/hello-daemonset-cxémd|grep Node
it Bl

I Node: openshift-node01.hostname.com/10.14.20.134

I $ oc describe pod/hello-daemonset-e3md9|grep Node
it Bl

I Node: openshift-node02.hostname.com/10.14.20.137
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BF

5.2. EA{E%7E POD iz {T{ESS

fEA) (job) 7E OpenShift Container Platform $&f 4T R IES,

1Rl RERERAESHVBMAIE, FEMAER. MIhFIKI pod BFIMEXERKEHRERT. MERIELZEEE
DIEIATE pod BIA, 1FILZ Kubernetes API F9—#B84r, ATLURH MM RAE—FH@1T oc B HIHITE

EEO

YL A Bl

Q90009

234

apiVersion: batch/v1

kind: Job

metadata:
name: pi

spec:
parallelism: 1 ﬂ
completions: 1 9
activeDeadlineSeconds: 1800 6
backoffLimit: 6 ()

template: 9

metadata:
name: pi
spec:
containers:
- name: pi
image: perl

command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]

restartPolicy: OnFailure
#...

AV FHATIZ4THY pod BIA .

pod FINTER G HBEMMC NF LB TEM,
AL AT LLZ T B9 B ARH A,
PR B HUREL

PEH 25 028 pod AR,

pod BIE = 2RHK,

o MIREHTFI RN ER pod Bk, WA pod BIATRZ IR,

o MREMFRT FHARE, REELEHFTIIRENERTRNRRIERIR
EikfFdR, ERFINEA pod BIKHA NEERENINE, ENAEHREN], B
2HEFHEIE, RE pod EIRFAFERLTE,

o MRMEWT TRINZE, FHHBRERIE pod RINEISHFHIRZLERT =
A ICECHT IR 89T R AP M ER pod,

BRFTHRE, HEIMPRIBRIAS T kG O HTE pod BIE,
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e Kubernetes SCHYFHI/E )

5.2.1. T f&4EAD cron 4R

1Rl RERERESSHVBMAIE, FEMAER. MIhFIKI pod BIMEXERKEHRERT. MERELZEEE
BIEIATE pod. FALRE Kubernetes API BY—HB4Y, RILUMGEAMN RFKE—H@ET oc S RIHTEE.

OpenShift Container Platform m7 B # 51 R R B AT LLAIEE RIZ T — REIFT R -

ek

BAELR—FRZBTRENR, ERUB-—MESHBRIELTH,
B=MESENFILBTRES KR

o IEFHTIRL :

o

o

EB—1 pod BIFELL, BRIE pod KK,
—B pod B4 UL, ElEER S LMK,

o WHEETHITHHFTEIL

o

o

551%™ pod BIMEIL,

Job RIRENMES, FH7E 1 E| completions SEERNBIEMEEHE — N ERIN pod K52 o

o HHATIFIAFIBIFITIFIL :

o

o

Cron job

E—T4AETE pod FEE LN H1T worker HRZHIEL,

OpenShift Container Platform 131 pod, MEE pod #MIZERML/EL, sER
— A EREAFIRR 55

B/ pod ATLURILRER BRI BN F pod #E TR (BMMFILTEM) -
LUATERBIELLE pod #BINA LR, FROIEHH pod,

LEDPE— pod BENXIEF BRE pod #A LR, #FlLARZhTTR,

LR pod FEDRHRT, EAth pod EARRIZ X MESBIER TEHEEMEIH, Pod

ELLZL TR T 2,
MBERMEERTERBENELNESER, HSH Kubernetes XHHBFILR .

Wi EA Cron Job, —MEIETLAKRIFE NIZ1T%E R,
Cron Job EFHHEWME, RTEIBEFIBZITHR, Cronjob & Kubernetes API BJ—E843,
ATLMRE M SRR B — 18T oc S HITEE,

Cron Job °] A FOIRBEAMMES HUTHIMES, MiZ1TEH3AER T, Cron Job BATLUFA
AESHAEREEN FIHAT, fa, F—MEAERHEESN EBHIT. — cron fElL&OIE—
Job MR, ©ETFIEIZIT cronjob B control plane 77 s _EEE & HINT X,
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DIk

=
Cron Job ABATE AR S MUTH AR —1 Job 1%, HEGLEERT, ©

ARETEQIERMFL, HEMRERKOUEZMN ML, Rit, FILBMERREYE, m
BEwEcE D R,

5.2.1.1. T fRan{a gl 4L
PR RARBEE—NHUTRERIEHRAEIERE :
e pod #&Hx, TR OpenShift Container Platform €8 pod,
o parallelism 2%, BATIEEEEEN AR LENFFITIZITZ DA pod FHATEANEL,
o WFIFITIL, HREBKRLEB. UECHLER, BKIAH 1,
o completions 2, FATFIEERTEXKINTHREZ D pod FeESTHREMNEIL,
o WFIFITIEL, HREBKRLE, UBECHLER, KN 1,
o WFHBEETMRITHNFATEL, 1HRE—ME.
o XFHAITIENTIBIFITIELL, TERE unset, HEUHILEBIAN parallelism {H,

5.2.1.2. 7 e 9 VL5 i A I RS2 1]

EE AR, fmefLli@iti% & activeDeadlineSeconds FEE K E Y H K HFLERT A, LAY A fIig
E, BABRTAKE, BERIEE, AT R KIS HE,

KRN H MR R HE S — 1 pod BINTEIFFIRITE, FEEEIES AR ERLTFERRE. EF
EREREEANHUTHSE], ABIIEERIEEITE, OpenShift Container Platform 2% 1E{E)L,

5.2.1.3. T RN pod KWKE VF LR SREE
ERANREFRZEEAFEMRURRMELT —EREE, FLSBANELERW, #EIZERLIND
N ERR, $RIEHUBERIERS (10s, 20s, 40s..) EFOIBRSIEALREKBIKRI pod, MRIEHIRLE 2 FZ
BHMFHBIKM pod, MEEXRE,

& spec.backoffLimit S#UH 1L X B E R,

5.2.1.4. 7 f#4N{al A& Cron Job IR I #

Cron Job ATRE IR BB TH R, tE=K pod &, ENAS, SLEREBE—NILEH, UWEERZES
B R HE pod, Cron Job #MIHEAEHNFE& M TTIX—FS :

e _spec.successfulJobsHistoryLimit, Z{REBIKINTERIEIE (BKILH 3) o

e .spec.failedJobsHistoryLimit, ZREBHKBSEMIELE (BRIAHTD) .
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TN
o MRIETEBEERM Cron Job :

I $ oc delete cronjob/<cron_job_name>

XA R E A BB T

o RAILLEL Y spec.suspend KiE N true REFRELEH T, FMIBREHITHARER, BIEEN
false,

5.2.1.5. B HIBR

R IR EE RIS RER T pod, NERTF FEUAZF . i, R EGIZSREERG T —EEXEER
R SER AL,

Ftt, restartPolicy: Never =X --restart=Never 274 5 restartPolicy: OnFailure =5 --
restart=OnFailure #HREMNTH, B2, FLEWEEEIER, BRIKD (HEFHF) M.
RO EB—FREGHITER,

5 F3 Never SRE&HS, /EW/2FZENTTHITER. EERZIHE, (FAEHE RS LARTHISB KVCR
B O pod, XBHKE, BRZHKNEXREGI pod WEE.

&/ OnFailure SRB&H, kubelet ATTHITER. BREZARBARTEMELRES BB RBORE. 5
4, kubelet @i EMER T R _EE5) pod EE X KMAIME,

5.2.2. Sl
A LLR I B B AR L4 R IE OpenShift Container Platform FR IR L,

iz
B2

1. BIB— P ELULLTRREIE YAML 32 -

apiVersion: batch/v1

kind: Job

metadata:
name: pi

spec:
parallelism: 1 ﬂ
completions: 1 9
activeDeadlineSeconds: 1800 6
backoffLimit: 6 )

template: 6

metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=bpi", "-w
restartPolicy: OnFailure
#...

e", "print bpi(2000)"]
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@ Tt EE-MEURBHTETS S pod Bl : BILS 1,
o NFIIFITHL, HRERKE, HECHKER, BN 1,
Q Ak - EBEVMCF L TEREERII TR S D1 pod,
o NIFIHFITHENL, FHREKRKE, HECHKEN, BKIAH 1,
o NFEBBEZMITRAFTEL, HEETHE
o XIFiHEAITEMNFIMFITIEL, 1ERE unset, HEUHXEEILN parallelism (B,

A% R EAFAL AT LUZ T B BR KRR AL [,

5%
ik - IR RIE RS, FERBIMESN 6,

1B E2H 23 G/ Pod &R,
1E7E pod BVEH KA

o - -

e Never, AEEFFIL,
e OnFailure, XEXWE&EF1ZES.
e Always, &R2ERZES.

0% 7 fi# OpenShift Container Platform #Nfal{E A 5 KM A FE XM EH K, HESH
Kubernetes XA FRBYRBIAR .

2. IR

I $ oc create -f <file-name>.yaml

&R R LAE A oc create job, TE— @B HUIEHFEEL. UTaSRUBHFI—1
5 ARG E R SEIEL -

I $ oc create job pi --image=perl -- perl -Mbignum=bpi -wle 'print bpi(2000)'

5.2.3. I# cron job
15 A] L& BBV AF RIE OpenShift Container Platform #1813 Cron Job,

b =
A]E Cron Job :

1. AIE—ANELLLTFRAIF YAML X5 -

apiVersion: batch/v1
kind: CronJob
metadata:

name: pi
spec:

238


https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#example-states

%5 5= {FHAF A1 DAEMONSET

schedule: "*/1 * * **" ﬂ
timeZone: Etc/UTC (2]
concurrencyPolicy: "Replace” 6
startingDeadlineSeconds: 200 ﬂ
suspend: true 6
successfulJobsHistoryLimit: 3 G
failedJobsHistoryLimit: 1 ()
jobTemplate:
spec:
template:
metadata:
labels: G)
parent: "cronjobpi"
spec:
containers:
- hame: pi
image: perl
command: ["perl”, "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: OnFailure

Ll cron X EERFLRE TR, EAREH, FlREsHEIT—R,

®9

WERMER K, BXREBOLET, HSH tz IRENXTIR, MREAEE, Kubernetes
2SR E R AR FH AN XB9FHE,

FIIERF ARG, fEREMMEINAF Cron Job B ARk, REEEEUTHAKMEEZ — &
RIEE, BANRIFFH LT,

o

e Allow, fiF Cron Job #4127,
e Forbid, ZitH %1217, MNRE—ZTHEERLER, NPkt T—izT,
e Replace, BUHHALZITHELFHEH AFHIE,

FEHARR (FovEfr) , MRELVRERFERME S TERE, MELBRREINEL, 5
R HITIH ORI L., ERIEE, NIRBHR,

ANEPRR, RVFER Cron Job, HiXH true, NISERMA BT,
ERBOIRINTRAELE (BIAH3) .

ERBORNGTRAELE (BIAHT)

TR RMR, RIUT AR RBI,

JItt Cron Job & BRBIVE L IE — MR

pod BE 5 EREE, XA &R TR LGS,

O00900® O

2. A% cronjob :

I $ oc create -f <file-name>.yaml
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2 3

&R "I LAfE A oc create cronjob, E— e B AAIEFH/E5) Cron Job, TRl
FiEsh 5 £—REIH1EEBIHEEE Cron Job :

i

$ oc create cronjob pi --image=perl --schedule="*/1 * * * *' -- perl -Mbignum=bpi -wle
'print bpi(2000)'

f&F oc create cronjob Ff, --schedule 1%£5i3%% %A cron &= HITHE T X,
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BEERFTR

6.1. EEF5H OPENSHIFT CONTAINER PLATFORM &£y =
AT I R R T R, LURERT SBOMEXE S, RS, Fi. NERSMEtiEE,

HEHIT T REERFEN, CLISRREFTRENNTRURZE, 2 (master) HARE T RAIR
BESHITRERRE, BULRIET R,

6.1.1. XTIHERFHHIAET R
ERT LURERSE R AP RBYIFAIE B
o LUTHHIHMATR :
I $ oc get nodes

T RAIZERRET RBEKE

I $ oc get nodes

it Bl
NAME STATUS ROLES AGE VERSION
master.example.com Ready master 7h v1.27.3
nodel.example.com Ready worker 7h v1.27.3
node2.example.com  Ready worker 7h v1.27.3

UTRAIRER—INTRET RBKE

I $ oc get nodes

it =Bl
NAME STATUS ROLES AGE VERSION
master.example.com Ready master 7h v1.27.3
nodei.example.com  NotReady,SchedulingDisabled worker 7h v1.27.3
node2.example.com  Ready worker 7h v1.27.3

fitZ NotReady K EMIFRMHEART LR,
e -0 wide LR HAE X T REIMTINE 2.

I $ oc get nodes -o wide

it
NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP
OS-IMAGE KERNEL-VERSION CONTAINER-
RUNTIME

master.example.com Ready master 171m v1.27.3 10.0.129.108 <none> Red Hat
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Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64
cri-0://1.27.3-30.rhaos4.10.gitf2f339d.el8-dev

nodel.example.com Ready worker 72m v1.27.3 10.0.129.222 <none> Red Hat
Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64
cri-0://1.27.3-30.rhaos4.10.gitf2f339d.el8-dev

node2.example.com Ready worker 164m v1.27.3 10.0.142.150 <none> Red Hat
Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64
cri-0://1.27.3-30.rhaos4.10.gitf2f339d.el8-dev

o LUTHRiH— NI RIEXER :
I $ oc get node <node>
flan -

I $ oc get node node1.example.com

i th o Bl
NAME STATUS ROLES AGE VERSION
nodel.example.com Ready worker 7h v1.27.3

o LUTHOREEXRFETmNELFHER, ER/RAELYTRINERER :
I $ oc describe node <node>
fBlgn -

I $ oc describe node node1.example.com

Ll N
Name: nodeil.example.com 0
Roles: worker
Labels: kubernetes.io/os=linux

kubernetes.io/hostname=ip-10-0-131-14
kubernetes.io/arch=amd64 6
node-role.kubernetes.io/worker=
node.kubernetes.io/instance-type=m4.large
node.openshift.io/os_id=rhcos
node.openshift.io/os_version=4.5
region=east
topology.kubernetes.io/region=us-east-1
topology.kubernetes.io/zone=us-east-1a
Annotations: cluster.k8s.io/machine: openshift-machine-api/ahardin-worker-us-east-2a-

qgb5dzc ﬂ

machineconfiguration.openshift.io/currentConfig: worker-
309c228e8b3a92e2235edd544c62fea8
machineconfiguration.openshift.io/desiredConfig: worker-
309c228e8b3a92e2235edd544c62fea8
machineconfiguration.openshift.io/state: Done
volumes.kubernetes.io/controller-managed-attach-detach: true
CreationTimestamp: Wed, 13 Feb 2019 11:05:57 -0500
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Taints: <none> 9
Unschedulable: false
Conditions: G
Type Status LastHeartbeatTime LastTransitionTime Reason
Message

OutOfDisk False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -
0500 KubeletHasSufficientDisk  kubelet has sufficient disk space available

MemoryPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57
-0500 KubeletHasSufficientMemory kubelet has sufficient memory available

DiskPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -
0500 KubeletHasNoDiskPressure kubelet has no disk pressure

PIDPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -
0500 KubeletHasSufficientPID  kubelet has sufficient PID available

Ready True Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:07:09 -0500
KubeletReady kubelet is posting ready status
Addresses: ﬂ

InternallP: 10.0.140.16

InternalDNS: ip-10-0-140-16.us-east-2.compute.internal

Hostname: ip-10-0-140-16.us-east-2.compute.internal

Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8172516Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7558116Ki
pods: 250
System Info: Q
Machine ID: 63787c9534c24fde9a0cde35c13f1f66
System UUID: EC22BF97-A006-4A58-6AF8-0A38DEEA122A
Boot ID: f24ad37d-2594-46b4-8830-7f7555918325
Kernel Version: 3.10.0-957.5.1.el7.x86_64
OS Image: Red Hat Enterprise Linux CoreOS 410.8.20190520.0 (Ootpa)
Operating System: linux
Architecture: amde4
Container Runtime Version: cri-0://1.27.3-0.6.dev.rhaos4.3.git9ad059b.el8-rc2
Kubelet Version: v1.27.3
Kube-Proxy Version: v1.27.3
PodCIDR: 10.128.4.0/24
ProviderID: aws:///us-east-2a/i-04e87b31dc6b3e171
Non-terminated Pods: (12 in total) @
Namespace Name CPU Requests CPU Limits

Memory Requests Memory Limits

openshift-cluster-node-tuning-operator tuned-hdl5q 0 (0%) 0(0%) O
(0%) 0 (0%)
openshift-dns dns-default-169zr 0 (0%) 0(0%) 0 (0%)
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244

0009

0 (0%)

openshift-image-registry node-ca-9hmcg 0 (0%) 0(0%) O
(0%) 0 (0%)

openshift-ingress router-default-76455c45¢-c5ptv 0 (0%) 0(0%) O
(0%) 0 (0%)

openshift-machine-config-operator machine-config-daemon-cvqw9 20m (1%) O
(0%)  50Mi (0%) 0 (0%)

openshift-marketplace community-operators-f67fh 0 (0%) 0 (0%)

0 (0%) 0 (0%)

openshift-monitoring alertmanager-main-0 50m (3%)  50m (3%)
210Mi (2%) 10Mi (0%)

openshift-monitoring node-exporter-17q8d 10m (0%) 20m (1%)
20Mi (0%) 40Mi (0%)

openshift-monitoring prometheus-adapter-75d769c874-hvb85 0 (0%) 0
(0%) 0 (0%) 0 (0%)

openshift-multus multus-kw8w5 0 (0%) 0(0%) 0 (0%)
0 (0%)

openshift-sdn ovs-t4dsn 100m (6%) 0 (0%)  300Mi
(4%) 0 (0%)

openshift-sdn sdn-g79hg 100m (6%) 0 (0%) 200Mi

(2%) 0 (0%)
Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)

Resource Requests  Limits

cpu 380m (25%) 270m (18%)

memory 880Mi (11%) 250Mi (3%)
attachable-volumes-aws-ebs 0 0

Events:

Type Reason Age From Message

Normal NodeHasSufficientPID  6d (x5 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientPID

Normal NodeAllocatableEnforced 6d kubelet, m01.example.com Updated Node
Allocatable limit across pods

Normal NodeHasSufficientMemory 6d (x6 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientMemory

Normal NodeHasNoDiskPressure 6d (x6 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasNoDiskPressure

Normal NodeHasSufficientDisk 6d (x6 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientDisk

Normal NodeHasSufficientPID 6d kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientPID

Normal Starting 6d kubelet, m01.example.com Starting kubelet.
#...

T REEB R,

TEMAE, FTLLE master 5 worker,
N AR B TT s BIR
N BT s B E AR,

Rz BT RE075 R



Ready. PIDPre
R PUSE = S LN

T RAY 1P kAN

TR M pod,

9O00090 9O

TRIENEML.

TR EFIRS. conditions NTIFIHT

ssure. MemoryPressure. DiskPressure #1 OutOfDisk A5, &T#E

EER

pod FRFN Al 2 B A9 B
TRENMEXRER.

control plane FR% R & BERINEIFT O EHH master TR, MRBNENT XERA
control plane 1%, ALAFIEENS. NBRLER, 1ES M ZTIRSD B 7 AL
1] BT 17 e L B

ERFOTRERR, &1 EROSGHLRRUILT R -

F 6.1 TR
KR

Ready

DiskPressure

MemoryPressure

PIDPressure

OutOfDisk

NetworkUnavailable

NotReady

SchedulingDisabled

Hith

=

i

30

MEF true, TRATFRERS, FTLUER pod. IR Hfalse, NI4T
NERIPRTE, T pod. MEH unknown, KFT7RIEHI237E node-
monitor-grace-period A (BRILH 40 #) & BWEIRE T KB DBKE

=
o

MR A true, KERBEEBTERE.

RN true, RET RAFRIE.

R M true, RERTREIEXRZ,

IR true, KRR EWATRAZERRRE, TERINH pod.

R M true, RERT RS SWERTLE,

IR Mtrue, KEXR—PEERAH (NERIBFJZITHIHMLL) BRI T (770K ARE
B,

FToiFB I RS Pod MERIT = L,

o TR R EBIIRE

245



OpenShift Container Platform 4.14 i s

6.1.2. FIHERFPE - R LM pod
IR LS B E 1T R EBIFRE pod.

ff

L=
o JH—PHZDT

S

R EBRTESIEARE pod :

I $ oc describe node <node1> <node2>

4N -

I $ oc describe node ip-10-0-128-218.ec2.internal
o FIHIEET R EMIFTESIELRE pod :

I $ oc describe node --selector=<node_selector>

I $ oc describe node --selector=kubernetes.io/os
HE

I $ oc describe node -I=<pod_selector>

I $ oc describe node -1 node-role.kubernetes.io/worker

o JHFEFET RLBFTA pod, SBIEA LM pod :

I $ oc get pod --all-namespaces --field-selector=spec.nodeName=<nodename>

6.1.3. EE TR LN EM CPU BE%1T

1@33.”«152_'\%5;\\5"]}5@ E/JLTI’,
FIEREFE.

FRFM

o (XA cluster-reader P RF e EERES 1T,

o WK E Metrics FREEBRES1T,

A

I

[ ]
[t
el

I $ oc adm top nodes
it =Bl

NAME
ip-10-0-12-143.ec2.compute.internal

CPU(cores) CPU%
1503m

246

IEGIHERNBARRE TBITH IR, XEREL

it 81E CPU, R7FH

MEMORY%
61%

MEMORY (bytes)
100%  4533Mi



ip-10-0-132-16.ec2.compute.internal  76m 5% 1391Mi
ip-10-0-140-137.ec2.compute.internal 398m 26% 2473Mi
ip-10-0-142-44.ec2.compute.internal  656m 43% 6119Mi
ip-10-0-146-165.ec2.compute.internal 188m 12% 3367Mi
ip-10-0-19-62.ec2.compute.internal  896m 59% 5754Mi
ip-10-0-44-193.ec2.compute.internal  632m 42% 5349Mi

o HHEEANEMNTRNAESITER :
I $ oc adm top node --selector="

WA IR R T RER S (REEH) . XfF= ===

6.2. 1T =
ERNEEG, EAUHUTIINES RFEERESN,

6.2.1. T ARMNMEIEE T R LB pod
B HE pod, WAILLEBLAEN—NHNE T R LERFRBESEE pod,

1 X REHES S I 3R SO HY pod, B HIEHI R AR AR T R L O2% pod, FHMIE

pod,

B pod (ENTA S HIHEHI237458) pod) BUIANE R FTAZ N, EEILUETIEE
84 pod. pod EFFEERETFINE, R HFEIRENSHAE pod BMIFHEEE.

it =
1. EHUT pod JXERET, PRICAATAERIT <o
a. P RIMCHRETHE -

I $ oc adm cordon <node1>
=1
I node/<node1> cordoned
b. 7T mIAZ - Ready,SchedulingDisabled:

I $ oc get node <node1>

it Bl
NAME STATUS ROLES AGE VERSION
<nodel1> Ready,SchedulingDisabled worker 1d v1.27.3

2. AL TAZEZ IR pod:
o E—ANHENT R LWRAT AL ER pod :

I $ oc adm drain <node1> <node2> [--pod-selector=<pod_selectors]

18%
33%
82%
45%
77%
72%

T RBRIAER

pod J%E ¥ a5 RIEE — /I
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o (FfH --force 1L sm I BRIEM pod, KN true B, EMEFEASEEHIIEHIZE. BIXE. /£
W, SFHFPHFRIEESHARSXBEEEMN pod, BEKEHITHER :

I $ oc adm drain <node1> <node?2> --force=true

e {§fH --grace-period L) N HLAIXBE— MR, LUEEA pod BT EMKIE, MR MM,
M{E A pod i EHIBRINE :

I $ oc adm drain <node1> <node2> --grace-period=-1

o BRI HIZEEEM pod, ¥ --ignore-daemonsets Frit % true :
I $ oc adm drain <node1> <node2> --ignore-daemonsets=true

e {HM --timeout Il RIXBEERFAIESFSHNN K, EHH 0 FHIETTRA K :
I $ oc adm drain <node1> <node2> --timeout=5s

o BNFEFTEE emptyDir £ pod, §F --delete-emptydir-data i35 true, &
pod, T REEZN RMIPRA M EAE

I $ oc adm drain <node1> <node2> --delete-emptydir-data=true
o i --dry-run iETE N true, BRHIBFEIBHN RMA LIRHUTHRE -
I $ oc adm drain <node1> <node2> --dry-run=true

& A LUE A --selector=<node_selectors £ BB L E 7 s M pod, MAEEEARHT
=& (40 <node1> <node2>) .

3. FERERT RIRE AT A

I $ oc adm uncordon <node1>

6.2.2. TR EH T m EAIIRE
RAT LR R AR,
RS RAIET SMREIRE, BENSEHT T t2amit,

% MachineSet X REVEM BRI AN AETENSEMENNAENE. Hlw, A
MachineSet %I RI#H IR MBI E R R L BRI ST BHZEXKBIENSZNT =

o LITSET RLERMEIHIL :
I $ oc label node <node> <key_1>=<value_1> ... <key_n>=<value_n>

a0 -
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I $ oc label nodes webconsole-7f7f6 unhealthy=true

B
AR LA AL T YAML &N PR :

kind: Node
apiVersion: v1i
metadata:
name: webconsole-7f7{6
labels:
unhealthy: 'true'
#...

o LT aEFmAZERPHAEA pod :
I $ oc label pods --all <key_1>=<value_1>
flan :

I $ oc label pods --all status=unhealthy

6.2.3. 7 FRUMANS T ML N A R S AT LA S

RMINERT, BA Ready IREBIMERT SMC VAT LUARE, XEREEATLUET R EREH pod, 40
RFNFTRIMCARTHE, WREEEZT R EFABEEMH pod. TR EBIE pod TR FM,

o LUTHEH—IHENTRINCH AT HE :
=1
I $ oc adm cordon <node>
fign -
I $ oc adm cordon node1.example.com
=1

node/node1.example.com cordoned
NAME LABELS STATUS

nodel.example.com kubernetes.io/hostname=node1.example.com
Ready,SchedulingDisabled

o LUTHEFYTATHEN—INHZNT RIiriC el LUAE -
I $ oc adm uncordon <node1>

Ao, BEELIEA --selector=<node_selectors 7S5 E B TT smbRic el LU SR &l
E, MAEEEAXNT REF (W <node>) .
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6.2.4. Y REFMABELE N BIER pod K, AR R OpenShift SEBEFRIEE IR
WE, TEHT = OpenShift £8##] OpenShift Container Platform 585/, FRESHI T RERMNER,
MERBELEHET R, XARERKEIFREEHNARER pod KW, FH IR
UnexpectedAdmissionError f1%, %5 Deployment. ReplicaSet 5k DaemonSet 1%, FE HEEX
LB SN FIR2F pod 7E pod NiX X iR IARSRIE B, BILEESI pod ERMIIE,

AT HETIEM, EFRERSH pod RIFEEEH, BEMEECTENIIEE. pod HLikE
UnexpectedAdmissionError, I1E, R pod BE S &7 Deployment. ReplicaSet 5X
DaemonSet AT LUL R A, 05 pod A0 FiX MEFIRE, MIXAKKE, RANB—NEFINIZIEE
1217, BT Deployment. ReplicaSet 5 DaemonSet AR I QI HHNITELE pod, FHERLNHRE
FEINERE,

EFIEFET TRRIBMRLELR pod R 2K 1L, ERRRIX—FHIR]T, Z4TLLTFarHikH T R OpenShift
SEREMIBR R EY pod :

I $ oc delete pods --field-selector status.phase=Failed -n <POD_NAMESPACE>

% o
. F97 = OpenShift SR8 TTIA R A HEZE T BT,

Hith 5w

o THRINAEET S M pod
6.2.5. HIFRT =

6.2.5.1. M\EEF R =

Z M OpenShift Container Platform 2 H MR T &, 1E4E1HE Z# MachineSet X £,

BF

SRS RN EERLS, SRR MEIHLEREMPRT R, FEZERF oc delete
node &% A FILAES

LIREA CLIHBRT =6, T A REM Kubernetes &, 1Bi1Z 77 i EFTER pod AR, E{@
< HEH 25 T HIERM pod BRTSiEM OpenShift Container Platform 1/510], H & HlIi2H] 281 5H
Pod REFHAERHM TR =, I ERAME H pod,

INREERN L2478, NTEE TSR MachineSet X REMIFR T =, TTENZZEN
HEEBRESTHNBRERN T TR, BR, SBI7EFNHPRETECE HE FHEZET <.

iz
L ZTU TS, EEEEPHITENES

I $ oc get machinesets -n openshift-machine-api

1T BN ELL <cluster-id>-worker-<aws-region-az> FIF, 51 H,
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2. BAUTAEZ T ENS
o ZITUTHRIEEEMHAIEIARL :
I $ oc scale --replicas=2 machineset <machine-set-name> -n openshift-machine-api
o ZITUToRRIFHITENBXERE LHR :
I $ oc edit machineset <machine-set-name> -n openshift-machine-api

i th o Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
#...
name: <machine-set-name>
namespace: openshift-machine-api
#...
spec:
replicas: 2
#...

ﬂ EEZEM AR A,

Hih 5w
o Fi RITENSRE

6.2.5.2. MEEHLEEE D RIBR T =

WIRMER CLIHBRT mbt, TR REM Kubernetes flfiRR, 1B1% 77 M EfZ1EM pod AR, EM
S HIH 25 IR pod BRTSiEM OpenShift Container Platform 1/510], H & HlIi2H] 25151
Pod REHAERNEMATBHT =, I FRA#E H pod,

Pk =
BT RRUTESE, MEN LIZ1TH OpenShift Container Platform SE&EH BRI 5 -

1 FTRAME AR HE
I $ oc adm cordon <node_name>
2. BFZET s EMIRRA pod :
I $ oc adm drain <node_name> --force=true

IIRT RBLEHEBELIN, WHRATRRKN, BMET BN, BNAELTEARZEH
BRI o0 TR EEIRRRT, IEEITIRFRIX A IEE S,

3. MERBEHHERT <

I $ oc delete node <node_name>
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AR R RIMEMERFFMER, BEMAAEEEEN kubelet RFSBEFEHIMALKR, &
KAMBRZT R R EFTEEYE, EBAFAIZT R

4. MRIERM T YEREY, FEFITHFEUET ST UAEFRINALER,

6.3. BT R

OpenShift Container Platform {# KubeletConfig B X ¥R (CR) XEETANEE, @il &
KubeletConfig X REYSLS], ROUIBE—NZEVREERES TR LHIXE,

, Ffoy B R E T & Kr LS.

6.3.1. BT =
EXTERBEF NI ITERERN, BuIUEEE LFIRE L (CRD) =X kubeletConfig X1 £,
OpenShift Container Platform {8 Machine Config Controller 3£ #E 2 &@id CRD #1177 Bk, LUK
BN ISR,
P2y~
K5 kubeletConfig *f R REIFEX B3 M _LifF Kubernetes %1#%5 kubelet, PLAN XL
EXRSSIEE IR kubelet RF AR, BRXLEFEMNBENE, ESHEXB Kubernetes XX
14, kubeletConfig *f RHMTMEFRERFHEH T RAT A,
Pk

1 NIBERBMIT RRR, KENS#ES CRD (Machine Config Pool) RELIIRE, HUTUTHEZ

a. BB SRREERNY IR,
f5gn -

I $ oc get machineconfigpool --show-labels

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
LABELS

master rendered-master-e05b81f5ca4db1d249a1bf32f9ec24fd True  False

False  operator.machineconfiguration.openshift.io/required-for-upgrade=

worker rendered-worker-f50e78e1bc06d8e82327763145bfcf62 True  False
False

b. NFFEMHEREEBRINE E L IR%,
f5gn -

I $ oc label machineconfigpool worker custom-kubelet=enabled

2. NIEWECE B RO — kubeletconfig BE X HHR (CR) .
flan -
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custom-config CR B2 &l

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: custom-config ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: enabled 9
kubeletConfig: 6
podsPerCore: 10
maxPods: 250
systemReserved:
cpu: 2000m
memory: 1Gi
#...

@ CRAB—AEW
@ BEENARBERWIRE, XRERNBNBRE DRI,
© EEEERHHIE.

3. A CRM%,
I $ oc create -f <file-name>
4N -
I $ oc create -f master-kube-config.yaml
KL Kubelet BEE %7 A XE, TRFER NHEI :
® CgroupDriver
® ClusterDNS

® (ClusterDomain

® StaticPodPath

=1
MRANT REEEEIT 50 MEK, pod WERIRERET RIAHTEE, XRRANTREHN
BIRTIRBINE BN 50, B LLEITSEE KubeletConfig * REZREBEKIRE, FHIF
nodeStatusMaximages FI{HIXE N -1,

6.3.2. I control plane W mECE N AT LAHE

& B LU control plane 1T BECE N AT LLUAE, :XEBKRE R IFTE master 71 EREHH pod. BINER
T, control plane T R A A,
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BB LA master B N ATHE, {BRRES worker 7 s,

IRE TR RN R B ERE & A worker 7 s B9 OpenShift Container Platform, 7EX#i&E)5
T, control plane 11 REMEITIC A AT LAEE,

& e LB B2 & mastersSchedulable FEXE /17 sk 22 IE A& control plane 7 s,

BF

LI control plane 7 MBRABI AR EEECE W ol LUEER,, TEHARIH, XZ2H
A control plane 7 |RFE/EZE M worker 7 /R

1. Yw%E schedulers.config.openshift.io ¥R,

I $ oc edit schedulers.config.openshift.io cluster

2. EZi& mastersSchedulable %,

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
creationTimestamp: "2019-09-10T03:04:05Z2"
generation: 1
name: cluster
resourceVersion: "433"
selfLink: /apis/config.openshift.io/v1/schedulers/cluster
uid: a636d30a-d377-11e9-88d4-0a60097bee62
spec:
mastersSchedulable: false ﬂ
status: {}
#...

ﬂ KEH true LLASIFIFE control plane TR, SHIXEH false IR LEYHREE control plane 77

ino

3. RIS LAESL E

6.3.3. % & SELinux % /R {H

OpenShift Container Platform f & 7E Red Hat Enterprise Linux CoreOS (RHCOS) i m L2 FAFI%E
SELinux /R MH, LA RA2ARE: T i{al A Machine Config Operator (MCO) #8285 s _E#J SELinux %
/ME. UEI7RF2E A container_manage_cgroup {E ARG /R E, LG X MEER N EFEENE A
IRME,

FRFM

e B% %k OpenShift CLI (oc) &
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BeEHREFTR
e

1. & MachineConfig X A% YAML XX, 0 T~HIRT

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

metadata:
labels:

machineconfiguration.openshift.io/role: worker
name: 99-worker-setsebool
spec:

config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]

Description=Set SELinux booleans
Before=kubelet.service

[Service]
Type=oneshot

ExecStart=/sbin/setsebool container_manage_cgroup=on
RemainAfterExit=true

[Install]

WantedBy=multi-user.target graphical.target
enabled: true

name: setsebool.service
#..

2. IZFTLA T e &R A1 HH MachineConfig X £ :

I $ oc create -f 99-worker-setsebool.yaml

N

% MachineConfig X &N FAERERG SHME R

2/
X5

SR RIEN AR R R B,
6.3.4. N T ERINAKSE

HE—LERFRERT, BURFEENERPHN—HT RRINRZSH,
TSEER T RAmX S EBIRN.

PHATRCARERS RNV DETE, RS

gk

H
[=]

THEAARSRRSBRALELED .
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BRI BRARSHRAIEE

e nosmt: ERRPEAXNMRLLEE (SMT), SEBEARTFEN CPUBSMEHLRE, BHLIESHE
FINEHRZEMEA nosmt, LU BEMBERER TG NG, 2BH SMT 2R LS FiiFERE
'I‘iﬁﬁapﬁﬁbo

e systemd.unified_cgroup_hierarchy : [G A Linux #HI2HAR A 2 (cgroup v2). cgroup v2 &R
BIEFIZHR T —hRA, BaE TSP,

® Enforcing=0 : ¥ Security Enhanced Linux (SELinux) E2& LA permissive X217, 1E
permissive XA, REXR enforcing BRI MNE R LK, SEMCHRATEEFICE

ViE4ER B, BEHARIEAEMIRE, BATERIUEETIMERSIPHEA permissive ER,
{B permissive IR 2F B F i,

i
Of

AXFEEIMERZER RHCOS £ SELinux, 1E7 & L2 SELinux

&, BHEEFEEPERRENERESE,

MEARSEITIRMIED, FSH Kernel.org NS,

ELUTRRES, BEUE—NATIRRLUTRZERN MachineConfig X4 :
o TMERMAKRSHN—HNZE., AFIRNEE worker 5 ERIN 2R,
o [INEINAEAKSERRHAKSE,
o IERHERECE SR A N A B AR B AR,

FRFH

o B HFIFEZ1TH OpenShift Container Platform BB IRIFF,

AR

1. 5 OpenShift Container Platform 52 2#9318 MachineConfig /&, LUHE MEITRICIERINL
#RECE :

I $ oc get MachineConfig

it Bl

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE

00-master 52dd3ba6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0
33m

00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m

01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9
3.2.0 33m
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01-master-kubelet

52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534¢c8¢c9

99-master-ssh
99-worker-generated-registries
3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. BIE—DRATIHRRZEEB) MachineConfig X &34 (430 05-worker-kernelarg-
selinuxpermissive.yaml)

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
kernelArguments:
- enforcing:OG

ﬂ R RS B E worker 7 o

9 AFRACEARINEREE PN LAME (05) URAEHLER GRIn— MRS EKE
& SELinux permissive %) .

9 [N S ERIA N enforeing=0,

3. QIEHFVISRE :

I $ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml

4. RENSBEEUEERSRNINTHEE :

I $ oc get MachineConfig
=1

NAME
IGNITIONVERSION AGE
00-master

33m

00-worker

33m

GENERATEDBYCONTROLLER
52dd3ba6a9a527fc3ab42afac8d120693534c8c9 3.2.0

52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
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01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
05-worker-kernelarg-selinuxpermissive 3.2.0 105s
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 KRETS:

I $ oc get nodes

i th o Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.27.3
ip-10-0-136-243.ec2.internal Ready master 34m v1.27.3
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.27.3
ip-10-0-142-249.ec2.internal Ready master 34m v1.27.3
ip-10-0-153-11.ec2.internal Ready worker 28m v1.27.3
ip-10-0-153-150.ec2.internal Ready master 34m v1.27.3

RAI LGB, TEN BTSN worker T EMHEEHESWER,

6. BIEEAH— worker WRHFEAKBTITSE (N LB /proc/icmdline ) , LIRERZS
WIASLE LIEEA -

I $ oc debug node/ip-10-0-141-105.ec2.internal
i Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fdO0... ostree=/0stree/boot.0/rhcos/16...
coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit

&N EE enforcing=0 SHERMEHMAKLSE,
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6.3.5. T m LS AR AEFEA

BF

AT REERTMATERZ—PERATTINEE. SARTTIHRER RIS MRS5S FH ML
(SLA) X%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
RER A R BRI, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMNESER, WSARATIT i F e,

IR AT LARYE Y s2 2/ OpenShift Container Platform T4 1 % /5 A3 # R FE A,

DIk

==
=

o S M A AT AR A T4 1 M B R R R AR A B, RBAE control
plane 7 s £ /A AR #ERTF,

ERARHRTE, HOE—1 kubeletconfig B E X FIR(CR)RIXE swapbehavior 2%, ZHU%E
BIRHERBIZILAE

e AR : #A LimitedSwap {ERRHI AT LAMERAMNRHEAFETENEHE, EAA2EH OpenShift
Container Platform BT s LM T/E BB AT LUE AR HNTE, LimitedSwap 1T HEURF T
RMEGEA Linux 2HI4 M4 1(cgroups v1) % kA< 2(cgroup v2) 1217 :

o cgroup vl : OpenShift Container Platform TAE & AT LMERRNEFEMZHMNEEHES (MR
WiE) E pod WAERE,

o cgroup v2 : OpenShift Container Platform T {F fil & T % # A R R 17,

e MR : A UnlimitedSwap (B3RS TAF MEIETHRIT RAIBEZ HEA swap RTF, REHEAR
GERR I,

BT kubelet FERZ BB ENER FAREIRHNE, EIESLITE OpenShift Container Platform A
FRREARGFRET R LEARBRAE, MR R ESBEREEAF, N OpenShift Container Platform
FiEAREAEREER,

SERFEH
o R —NIETEZ1TH OpenShift Container Platform 2%, ©FEMARAE 4.10 HE SR A,
o LIEFEERFNMAF S nERER,

o MBIEEEHh/FEAT TechPreviewNoUpgrade ThEE&E (1S [ Nodes —» Working with cluster —
Enabling features using feature gates) o

& F TechPreviewNoUpgrade ThEESR G TOERUE, FHBHLRRAER, FEIE
IR PR X LETHRE
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o MRVAEFMAT cgroupv2, NIFETIZE swapaccount=1 RZSEEE BT R LR
go

it
1 M EARVFRIEATFHIN 2B E N A B E R,

I $ oc label machineconfigpool worker kubelet-swap=enabled

2. BB BT FIR(CR)E/S AMEE swap KiE.

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: swap-config
spec:
machineConfigPoolSelector:
matchLabels:
kubelet-swap: enabled
kubeletConfig:
failSwapOn: false 0
memorySwap:
swapBehavior: LimitedSwap g
#...

@ B false, DUEXRBMYT R LEAKHAEER. #E true ARAKHAFER.
@ EEXMAETH. MRKIEE, WBRILES LimitedSwap.

3. NS LR ARERE,

6.3.6. F51¥F control plane 17 M — RHOSP E#:E# 25—/ RHOSP X4

IR HRBEER DG control plane #1835, A LLZ1TH control plane 17 2 M— Red Hat
OpenStack Platform (RHOSP) ™1 s #5115 — 4 Red Hat OpenStack Platform (RHOSP) 7 s BRI A,

Pz
ER P E&IEMZEN L2 THEEE ERE A control plane #2835,

B X control plane Hl235&8FIE, 1HSZE"EA control plane Hl235&E I control plane #Hl
%E o

FoREM
o IfIEAE OS_CLOUD EXf7E clouds.yaml X4 EHEEEIEM clouds 2B HIB| A,

o IfiEZ' & KUBECONFIG 285 OpenShift Container Platform EiE ML &,
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#!/usr/bin/env bash
set -Eeuo pipefail

if [ $# -It 1 ]; then

echo "Usage: '$0 node_name"
exit 64

fi

# Check for admin OpenStack credentials
openstack server list --all-projects >/dev/null || { >&2 echo "The script needs OpenStack admin
credentials. Exiting"; exit 77; }

# Check for admin OpenShift credentials
oc adm top node >/dev/null || { >&2 echo "The script needs OpenShift admin credentials. Exiting"; exit
77;}

set -x

declare -r node_name="$1"

declare server _id

server_id="$(openstack server list --all-projects -f value -c ID -c Name | grep "$node_name" | cut -d"’
_f-I )"

readonly server_id

# Drain the node
oc adm cordon "$node_name"
oc adm drain "$node_name" --delete-emptydir-data --ignore-daemonsets --force

# Power off the server
oc debug "node/${node_name}" -- chroot /host shutdown -h 1

# Verify the server is shut off
until openstack server show "$server_id" -f value -c status | grep -q 'SHUTOFF'; do sleep 5; done

# Migrate the node
openstack server migrate --wait "$server_id"

# Resize the VM
openstack server resize confirm "$server_id"

# Wait for the resize confirm to finish
until openstack server show "$server_id" -f value -c status | grep -q 'SHUTOFF'; do sleep 5; done

# Restart the VM
openstack server start "$server_id"

# Wait for the node to show up as Ready:
until oc get node "$node_name" | grep -q "*${node_name}[[:space:]]\+Ready"; do sleep 5; done

# Uncordon the node
oc adm uncordon "$node_name"

# Wait for cluster operators to stabilize

until oc get co -0 go-template='statuses: {{ range .items }}{{ range .status.conditions }}{{ if eq .type
"Degraded" }}{{ if ne .status "False" }}DEGRADED{{ end }}{{ else if eq .type "Progressing"}}{{ if ne
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.status "False" }}PROGRESSING{{ end }}{{ else if eq .type "Available"}}{{ if ne .status "True"
INOTAVAILABLE{{ end }}{{ end }}{{ end }}{{ end }}' | grep -qv "\
(DEGRADED\|IPROGRESSING\INOTAVAILABLE)\)'; do sleep 5; done

INRIASERK, control plane HEFFHEREI— 1 FTHI RHOSP 7 =,

HbBR
e A control plane Hl2EMIFEE, 1H5EFEH control plane M35 & control plane #1288 .

6.4. BEEEENT = POD #E LR

1£ OpenShift Container Platform /1, f&al LURIETY (= LBV IR 2R AR B AN/ SRAERR S, RECERIET =
L2478 pod BE. NRIERE X B AL, TIER P & A/ B R §l SRR 117 s £ B pod £,

LN SEEBXEN, HRBUNERS T TR ER pod &, BT iXLER S :
e CPU fERZRIEN,
o I8 pod AR HIEE,
o RETRPNAFHE, FEHIARFERRMN R,
o FRIP i,

o HWRIEFER, SHRAFNARFMHETE,

BF

1£ Kubernetes 1, @& H/NARERM pod LIMERAMNINBER. BN BiARELRESS
[AEhETABEM, AL, 121710 4 pod BRSSP ERIZTT 20 N AR,

RNV BRI IOPS TR AT RER XS CRI-O # kubelet P4 &M, YR EZTAE /O

= B pod I, AIEEHILBERIR, BUURIEET S EMRE 1/0, HERBERW
sHEmE,

podsPerCore SR IE T = LR BRI BIILE T | Ali21TH pod B &, fli0 : E—1NE 4 ME
BT = _EJF podsPerCore %7 10, M%7 R ERVFEIRK pod 2LEH 40,

kubeletConfig:
podsPerCore: 10

19 podsPerCore % & 0 AT FIXNREI, BKIME 0, podsPerCore Z#HIERREET maxPods &
HHIE,

maxPods SIS 17 R eI LLUZ1TH pod BEXE NEIEE, MAEET RBNEMH.

kubeletConfig:
maxPods: 250

6.4.1.EEEENT MR K pod #2
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/machine_management/#cpmso-using

BN SEHIEHI AR T =B pod 8E LR, 477 podsPerCore 1 maxPods., #1R &R {# X
PRANIEI, DU ER P 2 AR /N BR il S PR A1 17 s £ Y pod 8

B0, MR —NE 4 MEEBBRAZE T R LB podsPerCore WiE N 10, NI%TT m_E SR pod 2
ERRH 40,

FRFH

1 WAL TS AHEERENT KRS ES MachineConfigPool CRD KEXHIIRE :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker
#...

ﬂ IRESHINTE Labels T,

R
RIPEARTFTE, TEARINEE/(EXF, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

pri% =
. NEREEREXRCEBEE LHIRE (CR).

max-pods CR BEgi& Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods 0
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
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podsPerCore: 10 6
maxPods: 250 )
#..

7 CR 2 EE—1 &,
B ENZREC B PRI,
RIETT B ESRRRERFI T R _ERNZITH pod BE,

T R ERNZ1TEY pod BEHEEN—TMEEHE, MAEET RBEME.

=
| % podsPerCore & 0 AT E X /BRI,

£ LB, podsPerCore BIERIAE 10, maxPods BIERIMEN N 250, XEKE, BRIETHRE
25 N EMIAR%, E podsPerCore 7t 2 ER 1A BIBR HI K 3R,

- -

2. BITUTHEREECR:
I $ oc create -f <file_name>.yaml

1. 5 MachineConfigPool CRD LIEEREGNA T B, 1R Machine Config Controller HEXE|
EX, ] UPDATING 541k & True :

I $ oc get machineconfigpools
i th o Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8a5e False True False

HM5ERE, UPDATED 34 True,
I $ oc get machineconfigpools
i th o Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False

6.5. {1/ NODE TUNING OPERATOR
T % Node Tuning Operator, LARINfEIEAEETJHEE tuned SF AR LB IR T RIIBIMERE AL,

iipe
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Node Tuning Operator BT LAEE BNZ @13 4k TuneD SEIF 2SR EIR T m MO MREMAL, FER
Performance Profile #2288 K SRR M RE. AZHEMREN ARFBEE —ERENARIMREML.,
Node Tuning Operator WA R T — M —M. TR—% 8 sysctl EEEO, HAILURBEEFRAH
FEREMARMBE LR E,

Operator ¥} OpenShift Container Platform &2s{t TuneD P2 /E 7 —4 Kubernetes 7 # 25
FHTEE, BRIET BE L HREILEB UK RR R ERE P THAMER RN
TuneD P2, MBNFIFIRSEEHENME T RLIZ1T, BN TREZT—,

FEREMAZBEERBEANEMGR, SHBTERMLELIEESREX LRI TuneD SFIRH, B
& TuneD P HERE AT A FAEY 1T R B EIR,

Node Tuning Operator {#f Performance Profile 2425 3 SCH1 B 54 REMLAE, MTMSEEE OpenShift
Container Platform [ A2 R IEIR M RE,

SHEEARE 7T MHRRESUE LT REHZE, Bl :
* FHRZERE kernel-rt,
* NRFFIEEE CPU,
o BT TR EERE CPU,
A=
B#l, cgroupv2 AXZ#FER CPU M#EHI%, Eit, MRESAT cgroup v2, NIFTEET

SEMMREERBEE P IRENFIERNIT N, MNREFEA executeace BELESE, NAELS B

cgroup v2,
TERRA 41 RESHRAH, OpenShift Container Platform trAEZREFREE T Node Tuning Operator,

P2y~
ERHEAIRAH) OpenShift Container Platform A1, Performance Addon Operator F3 S SCEH
BEMEREILAE, LUEDH OpenShift B FATEFCIMEIERHERE. 1E OpenShift Container
Platform 411 R EHBIRAH, XPIIEER Node Tuning Operator BI—EF 43,

6.5.1. 1/j17] Node Tuning Operator ‘= BI##%

{3 A L RAZ 317 17] Node Tuning Operator BORBIFIAE,

it

o Z{TLA T4 LLiA] Node Tuning Operator < #14% :

ey
I oc get tuned.tuned.openshift.io/default -o yaml -n openshift-cluster-node-tuning-operator

21\ CR §7£ 7 OpenShift Container Platform SE AR EFER T R s (i, ©REBERRLE
Operator Management k&, Operator §E =X FIA CR WEMEMBE XL E®R, B TEE LHEREDL
b, HOEBECH Tuned CR, #HOIER CREGSEINM CRAEFH, FHETFT A pod FrilFIE & ST
ST RN A B SO,
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g

==
[=]

BRERLBERT, X pod iHMZRAILME N B R MR AEN—MERAR,
BRERNTSmERXMAE, FHRERREERE D, A Tuned CR FARMH pod i
HICEL, RO T HE pod IMAERNEE XEES, NIZThENERNEA, &
LUEHY Node Tuning Operator MR A # %3 pod tRIHIHEE,

6.5.2. B SUHEEIE
Operator B E XL HIR (CR) @EW N EEED. FH—E2 = profile:, X2 TuneD EEEE R H AT
K, BED 2 recommend:, FARE LERBEELEFLDHE,

LB E AT AHTE, £ Operator &R ZE A HEIZ D CR, Operator RRMIEI R EFEH CR
MR T IH CR, FRAENARMBE LEMIEXEREEH, RN EHRESFL TuneD FHIHIZAE LT
£

EERE
BT HEEBRIAB Tuned CR X Operator Management A2, BRIAER T, Operator #F Managed
4_I7§7§ ZXIAB Tuned CR #13% % spec.managementState ==F%, Operator Management JRZSH0A SR {E 10
® Managed: Operator RTEERE F R B # BT EIREN R
e Unmanaged: Operator {2 IR ER B HRAE X
® Removed: Operator f§#F& Operator & & BIIR/EXT RN TR
Ao &SR EE

profile: B3 FIH T TuneD EEEE R H A,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...

- name: tuned_profile_n
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings
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BUHEEESR

profile: %52 @14 CR ¥ recommend: Z89 3 E X, recommend: E9 RRIBEF I EHEFRES
RIS RIIEN

recommend:
<recommend-item-1>
#..
<recommend-item-n>

FISR A EIIRILII -

- machineConfigLabels: ﬂ
<mclLabels>

<match> ﬂ

priority: <priority> 6
profile: <tuned_profile_name> G

operand:
debug: <bool> 6
tunedConfig:

reapply_sysctl: <bool> Q
Ak,
MachineConfig T15 895/ (EF 8, LIS —/,

INRAER, NEBXEBELE, MRIFXRETLENESNEESE, HNXET
machineConfigLabels,

LR,

REEHFILEN. BRERFRTEELES (0 B&SMEI .

TECE AN AR TuneD E2ES, 5140 tuned_profile_1.

AEREN RECE,

7 TuneD SR R2ITFF R A1, true HITH, false HX[l. BRIAE false,

 TuneD SHP#ER2$T FF =< 1] reapply_sysctl ThAE, % true KRFF/E, false (KFKXM,

99099099 609

<match> 2 — B JTE LI RERH, TR :

- label: <label name>
value: <label_value>
type: <label_type> G

<match>

ﬂ T Mz pod FRZ & FR.
9 AR Rk pod & (H, WIRERE, <label_names> & LATHL,
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© =

Q Al1%#) <matchs 73K,

oFF

AT REE (node =k pod) ., INRERE, =M node.

(S

INRFERE <match>, NIFFEERERN <match> Bo X ITE G true, BNIKREBRE false, FEFERN
AsEIWEF NN <match> B3DMEESE, Eit, #®&RE (FH <match> $42) SLLEHE AND 2EFEiz
., Rz, BOREE <match> FIRPIME—T0, EA <match> FIFRTFE D true, Fb, ZFIRLLEHE
ORZE Xz,

#NSRE 3L 7 machineConfigLabels, EHTF#25E & MAIEE X% ER recommend: FIRITT

FF. <mcLabels> IEENBRERBEINS, HBREESBENOUE, UEERES <tuned_profile_name> 11
FHIEE, WAKBISEH, XBEFEAS <mclabels> IEEEHHSEC B LIFS EHMENSERE T,
FEDE T HBINYBREE MM E T m X BEE S <tuned_profile_names>, E41%EHBH master
# worker AT &=, BJfER master A,

5% match #1 machineConfigLabels B2 OR #{ER/FE#., match & FLUE LR 5 1T,
e, MReHIFES true, A% E MachineConfigLabels i,

BF

LEAETHRRERNTEN, BIUSEEERBEAREN T ROHIIR—HRRER
F, FEEINRNTESSBEAZR—NNSREBRNHDHES T RH TuneD #1F
NRGFBARSEARE,

B - EF T == pod hRZHIPEAS

- match:
- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBEEBESRLEN, LLLE CREFASRE TuneD ST #H L #: /N recommend.conf XX, LN HmS
(10) B E S = openshift-control-plane-es, FItSHEEETC. TAE T R LIZITHASRE TuneD
SFIF RS EERER—T R EREE21Ti%E tuned.openshift.io/elasticsearch 1758 pod, INER&A,
NEEAS <match> EB (G false, MIRGFHEEBIZIFEM pod, 77 ik <matchs> 91 FEH true, 77
=Rt EZEZ node-role.kubernetes.io/master 5 node-role.kubernetes.io/infra,

ISR LEFRZEX LA N 10 WECBSE M S S, NN A openshift-control-plane-es B2 E%E, FHHETE
EHEMEES., R R/pod IREHEREE, NEEILENE_SHNEES (openshift-control-
plane), fNIRA2RL TuneD Pod EEH 1% node-role.kubernetes.io/master = node-
role.kubernetes.io/infra 8977 = 217, NI FAEES,
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&xJa, BLES openshift-node ML &K (30). ©i%F <match> Ef4, HEILIAZTE, WMNMREET
REFCEREEMILENESHEESR, ERFN—TERTHE T RNEESRRIXE openshift-node
E%Q

PRIORITY 10 PRIORITY 20 PRIORITY 30
-
POD ] I
s FALSE ' NODE ! FALSE
tuned.openshift.io/ : . i
e e e ! node-role.kubernetes.io/ k
1 master I
] ]
1 1
1 1
RUNNING ON ! OR !
. A : :
; : oo |
! NODE | | node-role kubernetes.io/ !
1 . 1 1 infra I
: node-role.kubernetes.io/ ! 1 [
master | | |
: : __________________________
1 1
| OR i
I 1
1 1
1 1
I 1
: NODE !
: node-role.kubernetes.io/ !
I infra |
l i
1 1
TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

B - ETHISECERRIITAD

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

HREFMADT AMEFHSISBER, NERT SRV ESEREhGICERN T mEFESNE, R0 LR
Tuned CR, &GGIEBE U HZEEM,
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BET=HAEN TuneD BBESE

R LEINEE, FRAEZETATF OpenShift Container Platform S£8% =N R AT LA A @ b EE TuneD B
B, XL, MEZRINFNBIT s T oA BN ARERE DA,

X INEERFI A spec.providerlD 7T RXTRIE (81 <cloud-providers://<cloud-provider-specific-
id>) , F7E NTO operand B2 Ei & <cloud-providers (£ /var/lib/tuned/provider, A
&, TuneD &FERXNXHMAZERINE; provider-<cloud-provider> EeE% (MR XNMREESFE)

openshift EZE% (openshift-control-plane # openshift-node EZEBSLEAME PR EKIZE) NIEHEH
SEFERIXANIAE GBI ERSAEBEME) . NTO = TuneD BRIFAE&EABE FEHNENERE
£, B2, EIUSIE—NBE LEESE provider-<cloud-providers, ©iHSERTARER N FTrRAE =4
NI ERRE T R

GCE =t maBdESE Al

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: provider-gce
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=GCE Cloud provider-specific profile
# Your tuning for GCE Cloud provider goes here.
name: provider-gce

HFEESEMIEK, provider-<cloud-providers Bt i&E & 15 E T A% B
openshift EEE R H FREEEES.

-

6.5.3. ERBHHRERNLESR
LT REEHPLBHRREE.

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=0Optimize systems running OpenShift (provider specific parent profile)
include=-provider-${f:exec:cat:/var/lib/tuned/provider},openshift
name: openshift
recommend:
- profile: openshift-control-plane
priority: 30
match:
- label: node-role.kubernetes.io/master
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- label: node-role.kubernetes.io/infra

- profile: openshift-node
priority: 40

M OpenShift Container Platform 4.9 748, A OpenShift TuneD EZE & AR TuneD Y4B —iLiR
fit, EETLAEFA oc exec i D AEEXLERELENASR :

$ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/openshift{,-
control-plane,-node} -name tuned.conf -exec grep -H * {} \;

6.5.4. X8 TuneD SFIHTREEM

FEfER Tuned CR B profile: 39 1 7E XBIB E LECESERR, LU TuneD A4 ERZ 2, (B [main] &8

2R
® audio
® cpu
e disk
® ceepc_she
® modules
® mounts
® net
® scheduler
® scsi_host
® selinux
® sysctl
® sysfs
® usb
® video
® vm

® bootloader

Hp— R T AR RHMSMEMEThEE, BRIASHE LT TuneD &4 :

® script

® systemd
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TuneD bootloader i R #F Red Hat Enterprise Linux CoreOS (RHCOS) worker 7
=1

™o

Hb TR
e T M TuneD &

e TuneD Al]

6.6. 125, FREMLEST T =

BRET RPHIEEERS, AR MK EOEH R (NIC) K, KEMENIERARED, SR
TR IENEFEES—LEME, WXL THEMEBNNG, HIFHENRE, EFRRE TENE
(#°5 remediation (#h8) ) , URKET <Al FERE TR (775 fencing) .

IMFBAXRIK, RBEMET TRNESER, 1HSH Red Hat OpenShift SXEHB TR A,

6.7. THRTTREHEITF

HEREHBI ST RN TERTA LN RRFHRNZT, SRELME (evacuate) KB pod, X FH
HHEZRMHSTAMERN pod, THREHITHEHMEE, N TFREFHENEM pod CREREEE) , FLE
BRENBEBE— pod Ink TEABARFZE. RENERSE pod LI AIFLLIZITHN A ERUTR

NARFmSE, BEMEEYY, BEFAERFEENERT RRKKE, MMHER pod ETATRZ
FEED .

B — AN 2 AR IS 1T S B B AR B T R, L INBR FR 2R SR registry. AHREIMIT BT I2 R E A
FiXET R, EUNETRELNZER,
6.7.1. X FE#FHB| Fa 1T R EEMERM BT =

EESIEE X OpenShift Container Platform EZRIG4HM (ANEEESR Pod. registry pod #1112
pod) YT =N, 1HFRFREDE =N AT AT ETiXEHE,

DUFYRERT, EREWNT RA AR, 7E OpenShift Container Platform EiZ1THIN RRFRIBES X
4RSS T

o URAMCHAREE, FA pod #HME,

o %M LEiZ1TH registry pod BITEEFHEREEIT = B £, Node B TERAHZITH A registry
pod,

o R BIMEMCHAAHE, FEBKE.
o ETNREAFMA pod immBIRFSEEN FIRERFABIRR, BEINEIHREFBEI TR A,
L= R A TFEMBOEGR, WIBARERRS . B2, BT pod HE, HEBBEHRERR

BRRE—NT mEA registry pod, Et T R —NRB WA registry pod, EIFE =/ registry pod
WEIRE—NT =L, HEA pod RAFMLHIERF A registry pod MEBER—T ML,

s R
o MFEAX pod RREKMMELIER, HSHIEA RN R REEINFEN FEAb pod ME
pods
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/getting-started-with-tuned_monitoring-and-managing-system-status-and-performance
https://access.redhat.com/documentation/zh-cn/workload_availability_for_red_hat_openshift

6.7.2. ffF pod R REXMHEH S| 5T =

Pod RKXEXMEMT mRKEMEMERRE, NREEHEMEHHMLERERE pod, MATLUER T =R KEK
M, Pod RKREXMERILUXE B RFH.

EXMhRAR, MRAEWNDEMBH T RATH, B—NTREEFHSIS, BREUR registry Pod L%
EFH—1 T RLEZTT. oc get pods % pod k&N unready, BEIFAENTRITANLE, —BEEMTR
AR, #EME pod REZMERS, TN RATUERE.

iz
A pod RARHFKMEHEIFT R :

1. JRERTT IR LUBLE pod RRERME :

apiVersion: vi
kind: Pod
metadata:
name: with-pod-antiaffinity
spec:
affinity:
podAntiAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:
- key: registry ﬂ
operator: In
values:
- default
topologyKey: kubernetes.io/hostname

FAFERE pod R <ELMER/INTT,

E AR 5 AL,

NRFANFEENE, HEEFNERESNT R

o R SRR TE AT B R R SREXME RN EY pod PR fEREIRZERIBERNE.

0009

ZEFRTIINE pod EHIFRZFIFT pod #l4&H matchExpression S M(EE S Z [HBIX
%o ATLLZ In. NotIn. Exists = DoesNotExist.

AEBREB SRR registry pod B registry=default /5%, Pod & XBI4E AT LU A EM
Kubernetes IEEEZRIA,
2. TEVHRESRBE X472 A MatchinterPodAffinity i EF2FF predicate,

3 M RATERER.

6.7.3. TN EH 5| 2 1THHESFNT R

EXZHIBERT, 1217 OpenShift Container Platform EEH 238 pod A F—NEHIHO,
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PodFitsPorts JfIE 2 predicate HFEZ A FEAERIKONEMEESS pod ERA—TT R Liz1T, FEHZE
B pod RKEXME, WNRERERSFRT 1P BB RLIE A, WASEEMEMIRE,

INREE B 2R pod Kl AWS Elastic Load Balancing A 28RS L m o M, T EIZBRSS £ 51 0 B 2K
2% pod EJF,

ERD WEERH, BBEHZE pod ATRERBEE MmO, XI, FHUHERBHEFENEMEBET RERRE
KT HRAF,

6.7.4. EEEFHMEIF TR

EEET A, BFED eted BIBLLBRIZT m EHIIBIEE K,
==
ST EEA YT oc login S5 T2 kubeconfig SXABYIEF S EIRERMHE T =
OpenShift &£8%, oc adm A SERPIHPET RETREXEMEA, XZH 7 openshift-
oauth-apiserver pod % 81217, EH cordon, EATLMER SSH 1in 1151, MM TH Bk

TNo

TEHTT /R OpenShift &£8¥ 9, EHDIFIBFEN TEEFHE Pod, BE, XHHHMEN
pod (RrAl2EBITAFME pod) $RAt—EBINS AR EFE L FURERAE X BTR,

1 T RIMCA R AIEE
I $ oc adm cordon <node1>
2. HEZE T R LAMNIBRAR A IEFES1THY pod :
I $ oc adm drain <node1> --ignore-daemonsets --delete-emptydir-data --force

EATRER IR RIS B E X pod HEFTIE (PDB)XEXE pod FoiEMAKPREVES 1R,
iRl

error when evicting pods/"rails-postgresql-example-1-72v2w" -n "rails" (will retry after 5s):
Cannot evict pod as it would violate the pod's disruption budget.

EXFIERT, BRIZ1T drain 684, 70 disable-eviction #rir, Xi%%54d PDB e E -

I $ oc adm drain <node1> --ignore-daemonsets --delete-emptydir-data --force --disable-
eviction

3. Ll debug X VjIAITT R :
I $ oc debug node/<node1>

4. FHEBIRERHN /host :
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I $ chroot /host
5. BERTR:
I $ systemctl reboot
Bai1, it NotReady A2
pa -3
E—LHTT R OpenShift 528f/, oc @4 7E cordon # drain TV R A RETT /A
F, A5 openshift-oauth-apiserver pod %5121, ERILAFEH SSH EZEEITY

RIMITER.

I $ ssh core@<master-node>.<cluster_name>.<base_domain>

I $ sudo systemctl reboot

TE— L HTT R OpenShift 528/, oc @45 7E cordon # drain TV R A RETT /A
A, &% openshift-oauth-apiserver pod (% H;217, ERILAMER SSH iE#EEITY
RFFUHHBE,

I $ ssh core@<target_node>

$ sudo oc adm uncordon <node> --kubeconfig /etc/kubernetes/static-pod-
resources/kube-apiserver-certs/secrets/node-
kubeconfigs/localhost.kubeconfig

7. W REBEME -
I $ oc get node <node1>

ol

NAME STATUS ROLES AGE VERSION
<node1> Ready worker 6d22h v1.18.3+b0068a8

LapIlIE S
BX etcd BIEEMEIFE, HSEGH eted BUE.

6.8. & A B BIBUEILT m B
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ENEIRA, A LLE IR EIRRER IR, MMmER OpenShift Container Platform F3{R TV R @iz
7o

OpenShift Container Platform 7 s HiL1T F Fh 3 BY A 17 37 [B1UK -
o ARB|HIWMEIK : BREK MBS,
o RRIIREIK : BERIEBWATMELZ1TH pod 51 AR K.

6.8.1. T RN @ by R BN FR B4 LA 28
Asab B R IXER EERBRE A AR
FBIR B E T KBREER, TTaaZual i EMTT M AP A8 pod (REBESR. AR pod B#EMIER,
NAFtERWHER, RE pod RHAEWMREBSEAZINREHE, BHRASRE. RV REBME LN,
cakiRrads, FEXEEET oclogs M HBR.

® eviction-soft - FIKFRBEMEFIKBRHEH S — 1 HEE G 18 E NN E T REIBC N

e removal-hard - IR FER B TR, WRWEE], OpenShift Container Platform & 1Bl
FEITH,

TR T REREE -

* 6.2. ATRERHBHROIRHN LT E

MemoryPressure memory.available TR LW ARTE,

DiskPressure def ilabl TR RS, nodefs skiF{&
e nodefs.available SC# Y imagefs E#97 A
e nodefs.inodesFree Z RSB R

e imagefs.available

e imagefs.inodesFree

%1 F evictionHard, B IEEEXLESE, MREKEREMESHE, NRNAEEN
S, NWEWRTEES TF,

INRT REPEIRRRENE £ TF8), BREETHERKBITIRRE, NI BB RIFHFEETE true 0 false 2 [A]
Rz, AL, HERFTREIMETAHNHRERE.

TR IEXFHERBH I, 5 remove-pressure-transition-period 1710 3212 OpenShift Container

Platform FE 2R & AR BT I F FHIHTA], OpenShift Container Platform AW BIEIR R UIHLE] false
A, TEIEEHARRPAIET X8 H 0RO B BOIX PR (B

6.8.2. T FRAN{AIE T £/ I O UK RS BRER IR
EER IR E R M BRARARAEM EAEIZ1TH pod 31 ABIEHE,
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BeEHREFTR

OpenShift Container Platform 1R#& cAdvisor i &5 B &L F 2 R BB M T s P JHI BRIFLEAR 1R
BRI ISR SRR E T W R4 -
o MRATHRINOIMHEREE S (UBHKRT) . BIMED 85,
o GHRIIREIMIHZABERMHERES 2t (UBHKRT) . BIMES 80,
S FEEBIRE, SRUEREE LTRERUTERLE,
3 6.3. ATRERGI KON ZE

Wil 30

imageMinimumGCA &SN FKERRTRET, RAGRWSNER, BOIAMES 2m,
ge

imageGCHighThresh itk iii&i K OIS REE 2L, UEBHFRR, BIAMED 85,
oldPercent

imageGCLowThresh BgbEBRE SRR SEETE o, UBRRR, BRIAED 80,
oldPercent
BRI ITH IR ER R RN N HIRFIRK -
1. BRIEZED— pod HZTHHRERFIR,
2. EN LA RBREITIER,
MEEFAEEIT, HHEEANEHI, MERGEIENHE, MRFERELEZT (EAE—NIR) E
Mg rem®) (EAEZANFIR) , SR ESEIREE, EREGRMMCEE TURINIZT. AR, FiE
BARERAR BT [ B 1T HERE
—BFBER, EEMRRIENGSR, EEHEELESRG,

6.8.3. 7y A A IR IREC E L K O IR

ENEENR, EaLLEN NENIEEE A2 kubeletConfig X R EEE OpenShift Container
Platform $TH % B A R,

=1
AN OpenShift Container Platform RZFE 125 E A — kubeletConfig X &,

BRI LEBU LM ERAS -
o RIBYIERR
o AR
o HERIXER
RN OIREBIRELIERNRER. GRIF B BRARBAEM EEZITH pod 51 AEYHK,
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FoRFMH

1 WAL TS AHEERENT REEKENS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
it =1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: ™" ﬂ
name: worker
#...

ﬂ RS SHINTE Labels T,

R
RIERTFTE, THRINEE/([EX, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. NEEEE®ROEAE LHIR (CR),

8%

MRRAE—NXERYE, =(3& /var/lib/kubelet #1 /var/lib/containers/ iI F[E—X
Hx4im, NEEEaENEXERMLIREE, BhellEEakiii. RS
SR KPR

AHRLIKOIN CR MECERA :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: worker-kubeconfig ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
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evictionSoft: 6
memory.available: "500Mi" ﬂ
nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"
evictionSoftGracePeriod: 6
memory.available: "1m30s"
nodefs.available: "1m30s"
nodefs.inodesFree: "1m30s"
imagefs.available: "1m30s"
imagefs.inodesFree: "1m30s"
evictionHard: G
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "4%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"
evictionPressureTransitionPeriod: Os ﬂ
imageMinimumGCAge: 5m 9
imageGCHighThresholdPercent: 80 )
imageGCLowThresholdPercent: 75 @

KRB B FR,

B EN SRR B L PRIIRE,

5T F AR AU : eviction Soft =X evictionHard RYIXERZEEY,
K FAERNIREI - RIBRF R % 2515 S IKPREI{EL,

K FAESRNIREIN - BB, ST ER T eviction-hard,

AT ASRLIREN - RERENRRA L 25 SIWREIE. X T evictionHard, &K /iEERT
BXESH, MRRBEEMAESY, WRNBEENSH, SROKRRITEERETF.

K FASRDIREINR - BRI JI RO BT F A RS A,
K FEREIG BN - BRI CI R RRET, REAHEGRIS/NER,
K FEREIG BN - M BRI EIRE A AEE o (UERERT)

9009 9906006009

RFEALIR BN - BRI Z RO RER O (UERERT) .

2. BITUTHEREECR:
I $ oc create -f <file_name>.yaml
4N -
I $ oc create -f gc-container.yaml

it Bl
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I kubeletconfig.machineconfiguration.openshift.io/gc-container created

1 BIAU TSRS R EINREEK, B1E8E L KRHAIEER Machine Config Pool &%
UPDATING .= "true”, BEIEHRELEB L

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

6.9. 7y OPENSHIFT CONTAINER PLATFORM &2 v py77 SO B TR

SR E RN H S ARRE RS TR B, HRE—H9 CPUMINERMER Y S4s
(40 kubelet #1 kube-proxy ) URHERRLHE (40 sshd #1 NetworkManager ) /., B IEEE
REBME, AL R T AT AT pod EAMEIS CPU MINEKENESES, &

A1 OpenShift Container Platform NIREITT m B R EREM system-reserved CPU FIN7E KR,
‘tIEE_I-Lj\%—D %EKJJ/%ZE#IX E_ :l:m/ o

H o
EFXERRE, BOIER kubelet BSE CR, A REFEMANEEE CR

6.9.1. T FRUNME 91T R BL HIR

OpenShift Container Platform 87 s AR B CPU FIAFE FHREFH AN T REE -

Wil 23U

kube-reserved b B TF OpenShift Container Platform, $HEZEREH CPU A
EHRAINE system-reserved L&,

system-reserved LI BARMAE AT RAEFFIRSIAHM (40 CRI-O # Kubelet) {REZRYTT
B, BRAKEBEBURTF OpenShift Container Platform #1 Machine Config
Operator k&4, i\ machine-config-operator /ZFrIEkIA
systemReserved %,

MR BEXRERS, NEARIME. MRRTEEMINC, NoRIERIZENSIAT 2B TR TR

5E.

E{rI{EFH reservedSystemCPUs S# 457 R B 1 CPU #E £ kube-reserved ¢
system-reserved #1722,

6.9.1.1. OpenShift Container Platform #{ali & 4 AR BT IR
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DEHTRHMEREUTARRINE !

I [Allocatable] = [Node Capacity] - [system-reserved] - [Hard-Eviction-Thresholds]

pa -3

Allocatable 1£it#y Hard-Eviction-Thresholds FIi2 5 X451 Al 54, & Allocatable #
{ETETT A i ) S

N Allocatable /11 {H, B©R#XH 0,

BT RIREBRIZTHN N kubelet ERAMRSIHIR. NFELEE system-reserved S, FHEAT =
Bk APl ZEFEBRF T REE. T a8k F /api/vi/nodes/<node\" /proxy/stats/summary.

6.9.1.2. 7 s AMaT 5 il 5K fe BE IR BRI

TR A LMRIEES B AT 2 BE (BRI pod FISHFEM TR E 2. HWIHEERTLABALE pod A RLIARSS (AR
BT RAIE) TR CPUMINERIER, MMIEFRS T RSN, NMRETRASENE, BEAMN
ZIREBIMRE RIRER,

T A —NHTEY cgroup A5 R S s H SCHEXT FHRBAIR, SR LUEEISSHIN RS 2N ER, fid
pod #RIE L FAMI cgroup ZRGHIHEE), BROTTIAERE.

BN ZENFEFRIEIRS FEMN pod — X FRGTFIFHIE, ROTFIFHETREREHREEHIA
FIRA, WITHEEFENERREN— RO HITEE, Bid7E system-reserved H35E CPU HIRET
BE, NRETIFHARRRE CPUIRNERR,

sl SC e system-reserved [R AT BA Lk X RGAR S5 UK CPU FIRERHIR, Eib, XEXRZIRSATRES

WHRERRE killer 53R, BATWRIE, REBAHTRATTHARER, sHHISEH system-reserved,
BEaI B E, MRXERGRSENZEARNTMAARSBAERR killer Z1IEEH, ATURE,

6.9.1.3. T fRIXB&BIME

MREANT REAMAREED, XATRERFMEBANT KU RIZT R LIZ1THATE pod. N, EREITHRS
NEENRETFTFARTMAANERTREEH. HERRAERKBENEREEHNTRENE, TTRIREMH
AR FHRA BB R BIThEE,
&R LUEF --eviction-hard TR R B —LRNEF, BYT R EWREFETASE T ZAXERE DN, 7
REFHIKIR pod. MIRT R EERBRGTIHTRE, pod WARESHERTTE capacity - eviction-hard
M. ALk, pod FEEEAENAEINESR B SRTIRBRE A £ M 778 I 5 TR,
THLERT T RANET D EEMEN

o TRAEN 32Gi

® -_system-reserved #y 3Gi

® —_eviction-hard % &>~ 100Mi,

HNFENMTR, BRTRADEENER 28.9Gi, IRTRMRFAHGHEREMEREE, N pod 97
FMTER 28.9Gi, FH kubelet RTEMBIT XD EIERIKER pod,

SNSRAZEIT T cgroup B LT R AT D ECE (28.9Gi), B4 pod K AT 28.9Gi, FRIERG S
EEBNRERT 3.1Gi, BIUREHITIRR,
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MRRGTFIF AR EAREMAERSEE, BLELHIFR, pod RET RFFRIRIIEIGEERE
cgroup #fT memcg OOM - IE BRI, 7 T TEXFIE R T BT R HISEE QoS, 1T mARXN A pod B
0% cgroup b FATEIXFRE{E, EN Node Allocatable + Eviction Hard Thresholds.

MRRGFHHHEXERARMEREE, B pod BENAGFEHET 28.9Gi i, TRl pod, IR
ARETIXER, SHFENNEFERT 29Gi B gt &N pod #1147 OOM 1k,
6.9.1.4. Vi E R /- M a1 E B R ol FAtE

EEF2 %@ node.Status.Allocatable (73E node.Status.Capacity) HI{EIRE T REEK N pod
B RIRIEE,

AERMANBERT, TREFENSFERE NI TEREFFE,

6.9.2. BEI N T moBERIR

OpenShift Container Platform RILAB 3R E 54 E 2R EC B th XEXRY T R B9 £ system-reserved
CPUMIRERIR, HETREINEAILERHFTR. BRAERT, system-reserved CPU 7y
500m, system-reserved A7z H 1Gi.,

BRET R LEBINREF DB system-reserved iR, EG/E— KubeletConfig BE X ¥R (CR) FEi%
& autoSizingReserved: true %, &N TR EMHIARIEEN TR LREN CPUNNERE, TEE
NARSR FRMNREE, ZHAZETRINMBEERERE FTRENIZ,

B3I E & ER system-reserved X E AT FBRERESWZIT, FFHLEEDN CRI-O # kubelet FXRGI4H M
HMFRERMmEIT REME, MEFEFohiTtEMEHRE.

LIhREER A N,

FEREMH
1L BMAUTHSNEERBNT mARIRENS 8 S MachineConfigPool % § X EXHIFRE :

I $ oc edit machineconfigpool <name>
4N -

I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker
#...

ﬂ Ir%& & HINTE Labels T,
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R
RSB S HMIPRE, ERINEE/EX, I

I $ oc label machineconfigpool worker custom-kubelet=small-pods

ff

L=
1. AERRERROEZAE LHR (CR)

BRSO B CR MRHIECE

S

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

name: dynamic-node 0
spec:

autoSizingReserved: true g

machineConfigPoolSelector:

matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 6

#...

@ CrRAB—AE
9 PR %Eﬂ%ﬁ’]ﬁ  FBEIREFDE system-reserved FR, BEIEXLET R EZABE9D
fic, HHHSHIXE N false,

1% autoSizingReserved SHU%E N true, LARIF OpenShift Container Platform £ 5457

9 BEEAE SRR B D PEEMNNSREER PRI, Ea LUV R E AR

BIt7%, 0 custom-kubelet: small-pods (B IAIRZE
pools. operator machineconfiguration.openshift.io/worker: """,

AIE B RBITERTAE worker TR E/H A B HIRSES. OpenShift Container Platform HEZ2 T =,

RIF kubelet BeBH E S 17 o

2. BT TSk 0E CR :

I $ oc create -f <file_name>.yaml

1L WAL TGRSERIEEREN TR :
I $ oc debug node/<node_name>

2. ¥ /host % &y debug shell BB B 3 :
I # chroot /host

3. &E letc/node-sizing.env X4 :
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it Bl

SYSTEM_RESERVED_MEMORY=3Gi
SYSTEM_RESERVED_CPU=0.08

kubelet £ /etc/node-sizing.env XX {4 /1H) system-reserved (£, £ LI, worker 17 =4 B
T 0.08 CPU 13 Gi A7, TnmtEERERE /LA (Al,
6.9.3. FEI T R A E TR
OpenShift Container Platform Z#X} CPU M1AE R IRLEHITHES. 145 #F ephemeral-resource %
TREE, XF cpu KB, BRI LILIRZECH BAIEE FREEZE, 20 200m, 0.5 1, XF memory

ephemeral-storage, ERILUEEFRHE (LAF T HHAL) , 40 200Ki. 50Mi=k 5Gi. FKILIEMR
T, system-reserved CPU 5 500m, system-reserved 777 1Gi,

ERNERGR, EaLh@id—4 <resource type>=<resource_quantity> % (40
cpu=200m,memory=512Mi) Ei%EiXLE(E,

H o
B fEF kubelet BRi& CR RFINFBHIRE. ERBEFERANREE CR.
BXHER system-reserved [ERNFEIE, 155EHEFH system-reserved {H,

FoRFM

1 WAL TS AHEERENT KRS ES MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: "™ ﬂ
name: worker
#...

ﬂ IRESHITE Labels T,
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R
RIPERTFTE, THARINEE/(EXF, B0

I $ oc label machineconfigpool worker custom-kubelet=small-pods

e
1. HEEBEUOEEE LR (CR).
PR EC CR RHIECE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-allocatable ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
systemReserved: 6
cpu: 1000m
memory: 1Gi
#...

@ CRAB—AE
@ BRENSBERELRIIRE,
© T RAHNRSAMEEERBNIR,

2. IZTUA T e W3R AE CR :

I $ oc create -f <file_name>.yaml

6.10. NEEHNT R 2 ERE CPU

B S CPU Manager SEBEES, EATLUREBHEM CPU, HERBTMEE T REM, Fl, EEF 24
N CPUBIRSG R, BEILLH control plane (REB4w= N 0-3 B9 CPU, RFITET RER CPU 4 Fl 23,

6.10.1. T mIRE CPU

ZIRHE U E T RIREM CPU Ik, E0IE—1 KubeletConfig BE X FIR (CR) RE XL
reservedSystemCPUs ¥, ILHIXREN T EFH systemReserved S AIsERE R CPU,

AR
1 NEERENT RRBRISHSEER (MCP) XEXBIIRZE

I $ oc describe machineconfigpool <name>
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4N -
I $ oc describe machineconfigpool worker
=1

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
pools.operator.machineconfiguration.openshift.io/worker= ﬂ

Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

#...

Q FREL MCP FR%,

2. i KubeletConfig CR 3/ YAML 34 :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-reserved-cpus ﬂ
spec:
kubeletConfig:
reservedSystemCPUs: "0,1,2,3" 9
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: ™ G
#...

@ crRiEE—1EWR
@ 15 MCP XEtHTT RISEEEREM CPU HIAIK ID,
© iEEkRE MCP mIRE,

3. 2 CRY& :

I $ oc create -f <file_name>.yaml

HiBR

o INFEHX systemReserved ZHMELE R, 1551 5 OpenShift Container Platform &R

T R B HIR,

6.11. 7y KUBELET 5 TLS Z£BiES%

WAEILMEA TLS (OERL) R2MEBETE X kubelet TR Y HTTP IRSGS BITEEIFLE TLS 231,
kubelet I H HTTP/GRPC ARS8 5 Kubernetes API fRS5 25815, B&EM pod X6 4, WERS,

FBid kubelet X} pod i21T exec 345,
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TLS Z2EEEE X T Kubernetes API RS 2315 1 kubelet Bf A {EA R TLS 215, LURI kubelet #1
Kubernetes API BR55%a 2 IF]B9&1E.

BUERT, ¥ kubelet &Y Kubernetes API RS BMZE iR, ©2B3IS API RS2
thiE TLS B3,

6.11.1. TR TLS Lo REE

BRI LUMEA TLS (Transport Layer Security) Z2BLESERE L& # OpenShift Container Platform ZH44
FEMFLE TLS Bf%, OpenShift Container Platform TLS Z2 B B&EE T Mozilla HEFNEE,

BRI NEMAMIEEUT TLS Z2EES —:

F* 6.4.TLSZLERESR

profile ik

Old WEREEATFENEFmSZE. ZERESETFHNAGHRAEENURE,

Old e ERZE K&K TLS hRA 1.0,

)
2%%2 XFF Ingress Controller, /1N TLS ARAM 1.0 F#ih 11,

Intermediate EXNMREERAZHEFIHHNEINEE. B2 Ingress Controller,
kubelet #1 control plane FIZRIA TLS ZLECEE. ZEBEET
Intermediate FEAEHFNERE,

cak

Intermediate B EEFE E &/ TLS hiiA 1.2,

Modern MEREBEFERATAEERRRENIIRE K. XNMEEEET
Modern A MHENEE.

Modern B2 B FE E &K TLS kA 1.3,

Custom B EEARVFIRE L EFERM TLS A EHEHE,

aRH
= [

£ Custom ELEEFN BiE1E, R ANTHHEE
A RES S B A] R,
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LERAE LB BEREN, ANNEEBEEBRESELITHRAZ BIAFHNE, 4l
i, FRATERA X.Y.Z PEBER Intermediate EEBEIEE 7 — AL, FAHBIRRA X.Y.Z+H
ARESSEN AFNEBEERE, MM FEHEHIE,

6.11.2. 7 kubelet B2 & TLS ZL B ES

EIEMEN HTTP BRES 23014 kubelet BRiE TLS RLEELE, 150/ — KubeletConfig B & X ¥R
(CR) EABETRIBETENHKBEN TLS ZL2EEBEE. MREERE TLS ZLEESE, NIBIATLS
ZL2EEE ) Intermediate,

1£ worker T R EACIE Old TLS R2 BB M KubeletConfig CR 7Rl

apiVersion: config.openshift.io/v1
kind: KubeletConfig

spec:
tisSecurityProfile:
old: {}
type: Old
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: "
#...

IEAI LAIERCE R T m _E#) Kubelet.conf XA EEIEE TLS ZLBELBENBIE &K/ TLS ARA,

FRFM

e LIEF cluster-admin A& A 5155k El OpenShift Container Platform,

it

1. fll# KubeletConfig CR EHE TLS ZLEELE :

Custom B B4 KubeletConfig CR =4l

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-kubelet-tls-security-profile
spec:
tisSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305

- ECDHE-RSA-CHACHA20-POLY1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256

minTLSVersion: VersionTLS11
machineConfigPoolSelector:
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matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
#..

8E TLS 2B EE A (Old. Intermediate ¢ Custom) . EiA{E 7y Intermediate.

@G

NFMARBIEEE LM FE

e old:{}

® intermediate: {}

e custom:

© 71T custom KB, iHIRE TLS BHRMBIEREZH TLS hRA.
@ ik HEERA TLS RLWEENT RIEENBRERIRE

2. /# KubeletConfig £ :
I $ oc create -f <filename>

RIFEREFPE worker THRHE, FREENT REENER.

ZRIEREBRE TERES, FE T RUETF Ready IKEFHITULTHIE :

1. NECEMIT 25N debug &1 -

I $ oc debug node/<node_name>

2. f¥ /host % & debug shell FRIIR B 3 :

I sh-4.44# chroot /host

T & Kubelet.conf X4 :

I sh-4.44# cat /etc/kubernetes/kubelet.conf
LN

"kind": "KubeletConfiguration”,
"apiVersion": "kubelet.config.k8s.io/vibetal”,
#..

"tIsCipherSuites": [
"TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
"TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
"TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256",
"TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256"
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1,
"tlIsMinVersion": "VersionTLS12",
#...

6.12. M. 2B & T H IR R

Machine Config Daemon & Machine Config Operator —&849, ©RIEEEHMNEN T mHiE1T,
Machine Config Daemon BIE&EN T R LMEE B F E#.

6.12.1. 2B ET IR Ir

M OpenShift Container Platform 4.3 7744, Machine Config Daemon 124t 7 —2H¥gH5, iXLEfghral LUE
F Prometheus Cluster Monitoring 3&iJ17],

RN uTLﬁbT‘é‘ffoo FLEXBEERIEERSHHRS, BZ, FLEA oc adm must-gather i HiE
HELENAEK

. £ Name 71 Description FXFHBIIRIC Y * BRI EHRCR T ATRE R E R IERE I AIB™ &
" B, XLE[N A BE R PE L AT SR AE.

¥* 6.5.MCO ¥5tr
TR B ok HE

N —

mcd_host_o [Istring{"os", ER 21T MCD HR/EXR%SE, 0

s_and_versio "version"} RHCOS = RHEL, #IR2Z

n RHCOS, NIiRHEMRAER.

mcd_drain_e TEHRZE RV IR EER, * ARPEARTEES REH AR
rr* Ih, BRARBHHZERRERE

IEF#HH#17, drain_time 555
T%Fr"i YEFR FRBAET(A], X ATEEBN
HATERFEHERR,

MEH—FRE, HETU TS
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon
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B

mcd_pivot_e
rr*

mcd_state

mcd_kubelet
_state*

mcd_reboot_

err*

B

[Istring{"err",
"nOde",
"pivot_target

"}

[Istring{"stat

e", "reason"}

[Istring{"'mes

sage", "err",
'lnode|l}

sk

pivot IF F2HEEIHY B & IR, *

187 17 s Machine Config
Daemon K7, ARERIRER
"Done". "Working" #l
"Degraded’, R=Z
"Degraded"’, N&SIERERA,

& kubelet ZRRKRMC *

BRI RBNEIRNEE, *

pd
pivot (IR ATRER T3 OS AT
AT

EH—FHE, HZITUTHRNE
%& machine-config-daemon
AEPHEE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -¢c machine-config-
daemon

MEH—FHE, FHoTUThe
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon

XRIZ N, AT O, AR
RNEGET 2, MR T
{Ho iX3R7K kubelet (R I RETFIE
(A1,

BT =S WE, HITX e
SUIRZT_RAFEEEMARS :

$ oc debug node/<node> —
chroot /host journalctl -u
kubelet

XM NE, KREFKH,

MEH—FRE, FHoTUThS
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon
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B B fed {pd

mcd_update [Istring{"con  ICRECEEFAIKINEMUKIE  TiHIF{E S rendered-

_state fig", "err"} N HIEE IR master/rendered-worker-
XXXX, SNREHEM, NHI
R,

MEH—FRE, HETUTHS
EEEIL\:

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-

<hash> -c machine-config-
daemon

Hith 5w
o [iiTeAgtit

o WEEKREE

6.13. DI AR T =

B

& RBETE Machine AP 2 FRER h ARSI REEMT BRI, BER A E&RIEI
R R EF R E RN M EIEFIBL & F 888 A Machine AP,

BEEMZBRIIFERE none UKL TTIEE M Machine API, BIfEMIINZIEEFA T BN SRR
HAEZFZINENTE L, AN AXMRE, ARERTEEHRULSHK,

EEERHNTESRE, HETUTHS

I $ oc get infrastructure cluster -o jsonpath="{.status.platform}'

TR LA R ARSI M SR SR SR A2 PUE B AR R RONL 2R, MIFOARBERZE. ERBIRREUR registry
AR SRRHE VR A R0 ¢, (X LRI ST I E NS ITIMER R S,

HEEFEHES, BUMEVRE=IBERBNEMEIIEM, OpenShift Logging Fl Red Hat
OpenShift Service Mesh Z8%E Elasticsearch, XFEBE=NLAILEIREN T R L, ii”bqﬁ”—"%ﬁ_ﬂfl%%

e NELSE ELA*EJLHTFH'E EBEFE=/NTENNSEZE, ENTRREBE—T. EEEZITH
XML/ Azure X135, AT LUERTTAMEERBRE DA,

A=
. FEEZRIY T = E7I0 NoSchedule i5R/5, 74T = LiZ4TH9IA DNS pod #&IRiC
" misscheduled, &4/ffiERs%7E misscheduled DNS pod iR INZARR o

6.13.1. OpenShift Container Platform EEfti 2220 44
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BN BEREEM Red Hat OpenShift 7] [##8 @& OpenShift Container Platform F1E ftt OpenShift 8%
IR, X LEAF BIETFEIZ 1T OpenShift Container Platform control plane FIEZR) T ¥ i #A, &
= EIE R/ [B] & X LA,

BEAFRRANEMBE T RAEASEHNF, REEERNANY, MARKARFANARFHN—
7, FRETEXLESLH EinfT, mOISEUTHME

e Kubernetes #1 OpenShift Container Platform control plane BR %5
o EUARSHZR
o EERMIEERGIR registry
o EF HAProxy B Ingress Controller
o EBENEAIINERS, SFBWERFE LHWIEAE G
o RHRAAE
® Red Hat Quay
® Red Hat OpenShift Data Foundation
® Red Hat Advanced Cluster Management for Kubernetes
® Red Hat Advanced Cluster Security for Kubernetes
® Red Hat OpenShift GitOps
® Red Hat OpenShift Pipelines
® Red Hat OpenShift Service Mesh
ZTEMEMAES. Pod AMBIFE T REE R 2EHTT I AIEER worker T o

B R EMEEM T U R AT EEMZRA T R EIZ1T, ES [ OpenShift sizing and subscription guide for
enterprise Kubernetes XA B "Red Hat OpenShift control plane and infrastructure nodes"&8 43,

EOREMENT R, EULMERNSSE, MidT R, SEANSRE,
6.13.1.1. B EMZRF 1T =

BF

HEH N RERER B &HEMBRIIME QR EMRITNE%E, FOE control plane 77 = H
W25 AP BEIEMMEMRR QIR EMRITT K.

SENEMBELRE (BFN infra Tm) NERSHEER, REFREFRP control plane #1 worker 7 52
REER. Worker 17 = A LB FRIC IR E N EMEEN T msk N ARERF (HF5h app )

AR

1. EIREFTHN AR KRB worker T RNV -

I $ oc label node <node-name> node-role.kubernetes.io/app=""
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2. I'".l g é%ﬁtﬂ%ﬁ?‘ 'J—_'_E’J worker ™ ‘J—"_//J\\jJWFT_L :

I $ oc label node <node-name> node-role.kubernetes.io/infra=

3 REEXTRIEEEESR infra Bk app A :
I $ oc get nodes

4. QIEERIARIERESEE T mukiEss. BOAT RN A EIEMA & 22 A R A8 pod, X&)
B—15 pod EEMMAT MR RENRE, XFNRE pod BIILEFSS.

BE
SORFINT RUAFERRHE S pod PREEmOsEAZe, MRS ARRIAT kR,

BE, TEXBEAERXSH pod D/ FEEMBINT SERFESR. A0, 2 pod
MRS B NI AENT SAE® (4 node-role.kubernetes.io/infra="") i, %
KN RIERERFTENFENT 2AE (W node-
role.kubernetes.io/master="") TS T pod TEE, Eih, FBINT Rk
FREBNFET RABNE/ND,

IR AT BASE R B 1Y %2R SRkt S SRAFST I Y UL R 2L,

a. YW%E Scheduler ¥ :

I $ oc edit scheduler cluster

b. fHFEE YT SEFESR AN defaultNodeSelector FE% :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
spec:
defaultNodeSelector: node-role.kubernetes.io/infra="" ﬂ
#...

© T AR IEERRITT R LHE pod.

c. REXHLUMERZEN,
ITE, &aT LU ERMZRM R RFRCH infra 7 5,

Hi 5w
o [FENRBBIEMIRIIN RS
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578 RESS
B7EBRERS

7.1. TR

OpenShift Container Platform N FATEFHERLITI N &8, Linux DA 2—MRE3NE, BAF
fRECITHRAR, FElIREREENTIRRIE,

TSN RRRFEA R —EN LB HIZT, MBEBEEZEERRN AHHAE, XEHNMEE, B8
H, EINERNRER—RS BEMN MRS , 0 Web RESHBHEIEZE, BRRTHTFERIEN
ﬁc

ZEE, Linux IE—BEEEBABR/RMAEES. OpenShift Container Platform #1 Kubernetes 810 7 7£
% ENLEZ A RE A 2RHIThEE,

7.1.1. X F & RHEL AKKNF

B F Red Hat Enterprise Linux (RHEL) 17/, CPU FBEXSHN AR IRELTIEHERENNESZ., el
RNIEHEAETRER B RHEL A% B kmem_cache EM I, RHEL W& & cgroup BIE—1

kmem_cache, Ni7INtERE, kmem_cache @5 cpu_cache LU R NUMA i s BT mskiF, XLk
BFEVHREAZAE,

RECXILEZFHRHNAEFEESROMERAN CPUKEMILA, AL, EXE CPURXSHRELMAKRANFR
REEXLEREFHR, XEZFHRERXEAKRNTFE S OpenShift Container Platform A28 Ee BRI
FRRE, MMmSEBaHRELL,

NTBBREAAZAF RN L LT, HFRRAEREREEHANE, BAIUEAUTAXRMLE

kmem_cache FEFEMINEEE, HF nproc 2 nproc S IEN T AR BT, BEERM TR
VX MNMEMLEBRBRAEEK :

I $(nproc) X 1/2 MiB

7.1.2. R TAZLRBIENMAZRZITH
B ZZABAFERNE Y, SEMSTETMRKRAE. BR5IEER FHFa7 (Bifh &8
R B &2 {THT) KT BEREN TR SRMENAYG, Bk EESARSIERBRITNR
EQ
=1
OpenShift Container Platform X#4{# &2 77/ 5| BB Beia T, Hib
ALV A REIES| R ABRRIZ T,
OpenShift Container Platform {#f CRI-O {fE N & 2R5I2, #H217C = crun fEARZRZITH, BUIARER
BT R runC, I DNBRERBITHEE FFRA2RTIE (OCI) 1T #lA,

CRI-O 2 Kubernetes I[RAE AR5 ELH, TERERS EBEMFERESRAMNILH Kubernetes 1K
3%, CRI-O B235|Z4E N systemd IRSSTEE OpenShift Container Platform &7 m iz 17,

runc B Docker FF & 3+ Open Container Project 41, ©R—MNREN. AIBENRIRZITN, EH
Go. crun w8, HLEFAWIREBEANFRRSITHNTELMEM CHE. M OpenShift Container
Platform 4.14 Fr4R, &eILLAERE,

crun & runC LB LN EGHE, B3 -
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o BUNK IS M

o FILIE MR FHITILE

o NESARE
runc & crun LB —LiR, 21 :

o SEMM OCI BERIZI1THT,

o EHEIMEEK,

e CRI-O RN RERZITH,
ERLUREFTEEMN BRI 2B,
g%&%ﬁﬁﬁ%ﬁ%iﬁﬁmﬁﬁ,%5%@E-?Cmmmwmme&mMCR%%%CW@%
7.2. 7£#8%E POD RifE I #45 R8s KINITES

OpenShift Container Platform 124t T —4 #7458 545 (Init Containers) , B |RENARFBRZANEIT
ML AREE, TUESTHNENBRFHREPINLAREN KB,

7.2.1. TR B2
RE] LAEERE pod IERERD Z &, HEANKASTERMITES,

pod T LRI B E4M A SN BRFRES. ERESR, THUEREERERMAMIELH,
MaRR AL -
o TUEFZTHTRELEEMAN SRBENARFRTHEPILARER.

o AEATHINENARFHEINLENLARREKBE A, A0, FEEMNHTERET
FEH{ER sed. awk. python 2k dig ETEM{#EA FROM MEMFEIRENR —NER,

o FM Linux & ZEE, UBEFERASNBAERFASAIRANERS, WihnNBRERASRTTE R
HJ Secret,

BENEBRRDIKIITER, RET—IReFEEs). Bit, MHRERIRMA T —FE AT ERMEIES
RN AR RSRNEY, BEENRE —ENRTREMY,

Bugn, & LLEd AT —E A AR ER IR E S
o BT RLLLITRBIM shell 85, FHROIERS :

I foriin {1..100}; do sleep 1; if dig myservice; then exit 0; fi; done; exit 1
o FITRLILLTRAIAS, M Downward API It Pod S EILFZARSS 25 ¢

$ curl -X POST
http://SMANAGEMENT_SERVICE_HOST:$MANAGEMENT_SERVICE_PORT/register -d
‘instance=%()&ip=%()’
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o SETAA sleep 60 KIS, & HE— B FIEEH N ARFES,
o B git FIEERIEEISH,

o [JEMRAEEEXMHH, HFEAZTERIENENARFRSNSERERESH, Fim, &
POD_IP EHMFEECEH, FHEMFEMA Jinja £EMREN ARFEEXH.

MEELER, BB Kubernetes X144,

7.2.2. QIR A

THIBLR T — N EEWNNBEBERNEE Pod, — 1NETER myservice, 5—1HATFERF mydb, HH1
RiTE, pod #3350,

it =
1. NBEES0IE pod :
a. BIE—DNRBLLTRAIN YAML XX :

apiVersion: vi
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
spec:
containers:
- name: myapp-container
image: registry.access.redhat.com/ubi9/ubi:latest
command: ['sh’, '-c', 'echo The app is running! && sleep 3600']
initContainers:
- name: init-myservice
image: registry.access.redhat.com/ubi9/ubi:latest
command: ['sh’, '-¢', 'until getent hosts myservice; do echo waiting for myservice; sleep
2; done;']
- name: init-mydb
image: registry.access.redhat.com/ubi9/ubi:latest
command: ['sh’, '-¢', 'until getent hosts mydb; do echo waiting for mydb; sleep 2;
done;']
#...

b. B pod :
I $ oc create -f myapp.yaml
c. & pod BIIRA :

I $ oc get pods

it Bl
NAME READY STATUS RESTARTS AGE
myapp-pod 0/1 Init:0/2 0 5s
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pod A7 Init:0/2 R R B EEEFXH MRS
2. {12 myservice RS,
a. BI—NELLUFREIF YAML 32 -

kind: Service
apiVersion: vi
metadata:
name: myservice
spec:
ports:
- protocol: TCP
port: 80
targetPort: 9376

b. A% pod :
I $ oc create -f myservice.yaml
c. BE pod BIRTS :

I $ oc get pods

it Bl
NAME READY STATUS RESTARTS AGE
myapp-pod 01 Init:1/2 0 5s

pod K7 Init:1/2 RREEEEFF MRS, ABIHH mydb RS,

3. B mydb iR :
a. BIB—NELLLTRAIB YAML 324 -

kind: Service
apiVersion: vi
metadata:
name: mydb
spec:
ports:
- protocol: TCP
port: 80
targetPort: 9377

b. I3 pod :
I $ oc create -f mydb.yaml
c. & pod HIIRA -

I $ oc get pods

298



BIEBREESR

it Bl
NAME READY STATUS RESTARTS AGE
myapp-pod 11 Running 0 2m

pod KERTEFBEFRSFHIZ1T.

7.3. [FREXRFAGERRBIE

BB HRIEN R, R, YRDEESNELN, BEERSER, B LUERE 85 XIRE pod F
REFEANEUR. 827 pod WESBERERESEN—BE, T pod REIESI I,

7.3.1. THE%

BEEHIXHRY, #fpod REARBER, FLUBEZDEN LALLM INE iR RRS T, L
BRT, BRFTEFAY; ERgE, EFHNRESBIER.

MRS LNXHRETEEEMEIR, HFEHIE RN RABEIHITIESR, OpenShift Container
Platform £ mount SEAREFZAIREHA fsck, ERIMBHNEFHINE BN S HILXFIE R,

B A LB R T ZE emptyDir, XE2H—HEREN—NA Bk, BEAWMAIURIFEIERE M INE
pod HFFAMKES,

==
MREBFEEASSAT FSGroup 33, | emptyDir BEEATRERZEE T pod
FSGroup BIBCANRIBR 1,

7.3.2. {#H OpenShift Container Platform CLI I£{E%&

&eILUER CLI 94 oc set volume, N{E{A{#EM pod EIRAIX R (WS FIIEHIZFHEBEE) AN
BIRBMBEE, LA LS pod RIS, SKFIHEMER pod BARKMEMANT R,

oc set volume i B{FEALUTERIEE :

I $ oc set volume <object_selection> <operation> <mandatory _parameters> <options>

X RIEFE
£ oc set volume 353 #1 /) object_selection ZHIEEUTHREZ — :
& 7.0 W RERE
ik ek o]
<object_type> <name> KB <object_types #9 deploymentConfig registry
<name>,
<object_type>/<name> KB <object_types #9 deploymentConfig/registry
<name>,
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Wk Uiy AN

<object_type>-- SR EMSLFSRLEEEXE  deploymentConfig--
selector=<object _label_selec 1 <object_type> HI TR, selector="name=registry"
tor>

<object_type> --all RN <object_types> i deploymentConfig --all

-f = --filename=<file_name> FAFRmEFRMXHE. BXX  -f registry-deployment-

## URL, config.json
B
1 oc set volume 45 Y operation 2335 € --add =X --remove,
WESH
I L RNSEE R E FTRMARE, FHERSVNT RER,
1ET

PRAEITERS E T AMAERMF, FERSLNTHIE,

7.3.3. 54 pod B FEEE
IEAT AT H pod 3% pod AR RIS FSHEE -

DLES
IS :

=

I $ oc set volume <object_type>/<name> [options]

Bl 4 A S Rr 89128 T
--name BHIAT,
-c, --containers REMAFERER, LA LMERR ™

BoRF ™ RLEERF R,
flan :
o FH pod pIl IFFES :
I $ oc set volume pod/p1

o JIHTEFEMELERTE LHE VI :

I $ oc set volume dc --all --name=v1
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7.3.4. HBRME pod
AT LU BRIBER RN pod.

it

DLES
S/ HNBEBRIME pod HiRH :

Ql

I $ oc set volume <object_type>/<name> --add [options]

R 7.2, IS SRR

BT ok Bk
--name BB, ERIEE, WEER,
-t, --type BRNEH. ZRFOEES emptyDir

emptyDir. hostPath. secret
. configmap. persistentVolu
meClaim = projected.

-c, --containers REMEFERS:, o gLMERE ™
BofF "™ KB ERFR.

-m, --mount-path B IRANBEE R R, FEEH
|25 root, / HEHFEZRHE
FEHEMEER, INRBRE RV
R, HEERMIENENRS (N
EHNH /dev/pts X#) . EH

/host EHEHE R LM,
--path FHER, --type=hostPath 1y

BESHY., TEEHIBTESE

root. /HENMARPHERNE
AR E, MREBEEPIR, =
BERIMAEHENRS (INEHLHY
/dev/pts >x#) . & /host

HENZE LM,

--secret-name secret &, --type=secret 19
BESH,

--configmap-name configmap BI& R, --

type=configmap HINESH,

--claim-name RHAMBEANEATR, -
type=persistentVolumeClaim
MBS,

--source LL JSON Z RS RIFE.
MR --type *XZHFMENEIR,
Mz ER S,
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1 ik KA
-0, --output DITREWREHN R, MAERSSE
EEHFEl]l. XRHESE json #
yaml,
--output-version 28 ERRABE G X R api-version
flan :

o [ EBIR emptyDir KINE registry DeploymentConfig & :

I $ oc set volume dc/registry --add

B
ISR N LT YAML BRI -

Bl 7.1 R RNEHEREEERH

kind: DeploymentConfig
apiVersion: apps.openshift.io/v1
metadata:
name: registry
namespace: registry
spec:
replicas: 3
selector:
app: httpd
template:
metadata:
labels:
app: httpd
spec:
volumes:
- name: volume-pppsw
emptyDir: {}
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
ports:
- containerPort: 8080
protocol: TCP

ﬂ ANINABIR emptyDir,

o NEHIIHIZE r1RINE A secret secretl 9% v HEHINBRHH /data :
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$ oc set volume rc/r1 --add --name=v1 --type=secret --secret-name='"secret1' --mount-

path=/data

R

ISR N LT YAML BRI -

Bl 7.2. wARMBEN secret BE IS R~ HI

kind: ReplicationController
apiVersion: vi
metadata:
name: example-1
namespace: example
spec:
replicas: 0
selector:
app: httpd
deployment: example-1
deploymentconfig: example
template:
metadata:
creationTimestamp: null
labels:
app: httpd
deployment: example-1
deploymentconfig: example
spec:
volumes:
- name: vi
secret:
secretName: secret1
defaultMode: 420
containers:
- name: httpd
image: >-

image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest

volumeMounts:
- name: vi
mountPath: /data

WINEF secret,
NINBSREHREZR,

o (FHAFBREZT pvcl HINBFHAMS vI RIMEIEHE LMEEBLE dejson, LB HEHEBSS cl
F#Y /data FE RS 25 LH DeploymentConfig :

$ oc set volume -f dc.json --add --name=v1 --type=persistentVolumeClaim \
--claim-name=pvc1 --mount-path=/data --containers=cf1
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TN
RIAET AN UL T YAML ERIN% -

Bl 7.3. 3 T AR SN ERERH

kind: DeploymentConfig
apiVersion: apps.openshift.io/v1
metadata:
name: example
namespace: example
spec:
replicas: 3
selector:
app: httpd
template:
metadata:
labels:
app: httpd
spec:
volumes:
- name: volume-pppsw
emptyDir: {}
- name: vi
persistentVolumeClaim:
claimName: pvct
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
ports:
- containerPort: 8080
protocol: TCP
volumeMounts: g
- name: vi
mountPath: /data

IN& N pvcl"BIF A B EER,
NINBSREERRE,

o NFEFAEHIEFEIZRIMNET Git FF5/% https://github.com/namespacel/project] HEHFEIT
5125c45f9f563 H9% v1 :

$ oc set volume rc --all --add --name=v1 \
--source="{"gitRepo": {
"repository": "https://github.com/namespacei/project1”,
"revision": "5125c45f9f563"

1

7.3.5. B pod FBIEHEE
RET LMEER pod FHEYB IS S,
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b =
{5 --overwrite JEUIEFHIMAES :

I $ oc set volume <object_type>/<name> --add --overwrite [options]

o -
o FRINEHAMEF pvcl BMEFIEHIZE nBIES vI:

$ oc set volume rc/r1 --add --overwrite --name=v1 --type=persistentVolumeClaim --claim-
name=pvci

B
ISR AN BT YAML e 4 -

Bl 7.4. ERE pvc 1 A E RN R RIS =6

kind: ReplicationController
apiVersion: vi
metadata:
name: example-1
namespace: example
spec:
replicas: 0
selector:
app: httpd
deployment: example-1
deploymentconfig: example
template:
metadata:
labels:
app: httpd
deployment: example-1
deploymentconfig: example
spec:
volumes:
- name: vi ﬂ
persistentVolumeClaim:
claimName: pvct
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
ports:
- containerPort: 8080
protocol: TCP
volumeMounts:
- name: vi
mountPath: /data

ﬂ RFABFRXEN pvel.
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e %4 v1 # DeploymentConfig d1 3 R EX N /opt :

I $ oc set volume dc/d1 --add --overwrite --name=v1 --mount-path=/opt

7
LR AR A LLF YAML LIRS

Bl 7.5. FEBRBIED opt FERERCE T,

kind: DeploymentConfig
apiVersion: apps.openshift.io/v1
metadata:
name: example
namespace: example
spec:
replicas: 3
selector:
app: httpd
template:
metadata:
labels:
app: httpd
spec:
volumes:
- name: volume-pppsw
emptyDir: {}
- name: v2
persistentVolumeClaim:
claimName: pvct
- name: vi
persistentVolumeClaim:
claimName: pvct
containers:
- name: httpd
image: >-
image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest
ports:
- containerPort: 8080
protocol: TCP
volumeMounts: ﬂ
- name: vi
mountPath: /opt

© FHEAREEN opt,

7.3.6. M pod HIBREFEIEE
IRATLAM pod AFEIRE B HE,

it

e
M pod IR H RS :

Q'
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I $ oc set volume <object_type>/<name> --remove [options]

X 7.3. BERBI 9L

--name BHIEL TR,
-c, --containers RAMAFERSR, LI LUERR ™

R "™ REEERFR.

--confirm BEMBE—REBRREIE,
-0, --output DTREWREHN R, MAERSSE
EEFEl]l. XRHESE json #
yaml,
--output-version 28 ERRABIE G X Ro api-version
flan -

e ) DeploymentConfig & d1 FHiRE vi :

I $ oc set volume dc/d1 --remove --name=v1

e /y DeploymentConfig ¥R M d1HIR2: c1 REIES vi, FH1E d1 EEAEERERE G5 AR
FRE v1:

I $ oc set volume dc/d1 --remove --name=v1 --containers=c1

o BIREFIEHES r1AES

I $ oc set volume rc/r1 --remove --confirm

7.3.7. BBEBLAE pod HRATF MR

&0 LIE A volumeMounts.subPath E K1 €S H subPath MIEBRE %, HEEENRITFIE—
A pod FZ AL FEAXINE,

% o
1B EEFF subPath ZEURNINEI A HERY pod H,

AR
. BEEFEBHHIXMHIIR, 151217 oc rsh &34 :

I $ oc rsh <pod>

i th o Bl
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sh-4.2$ s /path/to/volume/subpath/mount
example_file1 example_file2 example_file3

2. 87 subPath :

i1 8 subPath 284 Pod spec =l

apiVersion: v1
kind: Pod
metadata:
name: my-site
spec:
containers:
- name: mysq|

image: mysq|

volumeMounts:

- mountPath: /var/lib/mysq|l
name: site-data
subPath: mysql ﬂ

- name: php

image: php

volumeMounts:

- mountPath: /var/www/html
name: site-data
subPath: html 9

volumes:
- name: site-data
persistentVolumeClaim:
claimName: my-site-data

Q BUREZHETE mysql K&,
Q HTML RBTEETE html ST,

7.4. AR NERRE B
RGBT UA R BRIRE EIR— B R H,
AILUE ST AT REMEIR -

e Secret

e ConfigMap

e Downward API

FRBEIRER LT 5 pod HEEIAIEN & 22 [F] R,

7.4.1. TR HE
2 ST AT X L BB AT A SRR B — N B e rh, WERSEE
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B7EBRFES
o FAXBEZ secret. MEEBME AT downward API EEBENERHEANSE, LEE—TBF
PESTEERNER ;

o (HARBZA secret. FEEBEMEAIZEAF downward APl E RIERENE, FHHPBBWIEERAT
HMERE, UEREHEEEXRERHAR,

5

YIEET Linux B Pod %2 £ TFxXHi%E RunAsUser FRRS, #5104 B A EHRRIF

RE, SEAFAIMAN, B2, % Windows pod FiXE T 5 Windows ZFMH

RunAsUsername FfUBRE, kubelet 57555 IEMIX B 1% 844 Fh B STE-BORR B L

At, 7E Windows pod B% £ £ FXH X EM RunAsUsername N RAER T
OpenShift Container Platform AiZ 178 Windows 1 B %,

R —iRERIER T RS,

ECiBRRSY. secret. Downward AP,
BT %S, FHEERENEENIERRERSS. FRXLETRERIN BER T LE Kubernetes EEf
£ Red Hat OpenStack Platform (RHOSP) . HRIERFZSBEATFETIMEALRNEINME, AIREREEXN A
BHEHITARMNGRIFE, 0R pod Frid T A7 AR, ®TLU#EA Downward AP| %25
metadata.labels 34 X IEf89 RHOSP Edi&.

BCiEMET + secret,

EENIR ST EREMEB S REERFENRHENES, HlM, BT EEELEERINEESHIECER
o, XEEFFEERRCFEENG U RMBE,

ConfigMap + Downward API,

EENIR R BRENEE pod BIFMECE (Fi&iT metadata.name EiFE2REMA) . A, LNARER
AL pod BIFSIER—EMKH, UENERA IP RERIVATR TRt HIk R,

Secret + Downward API,

BENREE, 19 secret AEAFARME pod By 22 (A (@) metadata.namespace L 25 {F
) o XNRBISIF Operator AN AREFREMEEMZZEAELR, MANERINEEH,

7.4.1.1. Pod specs =l
LT RRETF &5 %M Pod spec =,

A secret. Downward API fIEZ &ML Pod

apiVersion: vi
kind: Pod
metadata:

name: volume-test

spec:

containers:

- name: container-test
image: busybox
volumeMounts:

- name: all-in-one
mountPath: ”/projected-volume"e
readOnly: true 6

volumes:

- name: all-in-one 9
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96@ @Q@@@@@G

projected:
defaultMode: 0400 G
sources:
- secret:
name: mysecret ﬂ
items:
- key: username
path: my-group/my-username 6
- downwardAPI:
items:
- path: "labels"
fieldRef:
fieldPath: metadata.labels
- path: "cpu_limit"
resourceFieldRef:
containerName: container-test
resource: limits.cpu
- configMap: @
name: myconfigmap
items:
- key: config
path: my-group/my-config
mode: 0777 {§)

NEBNRE secret WA ER A volumeMounts 843,

BE NI ARERANBRMEE, secret FHIMEXNERA,

¥ readOnly %/ true.

AIN—4 volumes £, LAFIHBMNMEREIR,

NBIREEREL.

WEB B HATIRR,

N secret, KA secret X REVEM, IS HEEFEAME secret,

& mountPath T secret XHMIEEE, AL, secret XHGLTF /projected-volume/my-
group/my-username,

70 Downward API &,
//J\\jJD COnﬁgMap WiTvo
REBRARRIRNER

Pz )1
HD% pod HE%Z 1A%, NENEHREBEE— volumeMounts 4, 18 volumes Z42
/\ﬁ'ﬁ /\El]_.]-o

BAVGE T IFRABERER B Z 1 secret B Pod
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apiVersion: vi
kind: Pod
metadata:
name: volume-test
spec:
containers:
- name: container-test
image: busybox
volumeMounts:
- name: all-in-one
mountPath: "/projected-volume"
readOnly: true
volumes:
- name: all-in-one
projected:
defaultMode: 0755
sources:
- secret:
name: mysecret
items:
- key: username
path: my-group/my-username
- secret:
name: mysecret2
items:
- key: password
path: my-group/my-password
mode: 511

defaultMode REEFEIRSIUH EIETE, MAFH N EBNERIEE, BN LEAFR, ERILIER

HixEE— %5 mode,

7.4.1.2. BREASE

Ao E R AR A 4 B P ] 22

MREFEAR—BRREEZSNEH, Nl pod IBSUMENEN, LLTFREIFHH mysecret #

myconfigmap 5 T 8RR :

apiVersion: v1i
kind: Pod
metadata:

name: volume-test

spec:

containers:

- name: container-test
image: busybox
volumeMounts:

- name: all-in-one
mountPath: "/projected-volume"
readOnly: true

volumes:

- name: all-in-one
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projected:
sources:
- secret:
name: mysecret
items:
- key: username
path: my-group/data
- configMap:
name: myconfigmap
items:
- key: config
path: my-group/data

HERUTSESXHBERXNER.

RECEREBIBH Iz 7] & P

RBEMELE pod NATEREEEHN, FRIHTBITNIE, X5 ERIEREM, BNEEHEN, &
HHEENTRIBEMAAEENTR (£ pod SIREEHMEIREZML) .

— AN EREHN BT A — P EE B RGN A 4z

IMREANAFIEENBRESBIRNRELE, MMAEAR, NIRFTXATR—F, EETRRS
BEAEN R

7.4.2. 7 Pod FC B 1% 514
QIS FHBNT, HEE TR ERN LS TERBIER,

LURRBIER T ARG B H AN secret BIR, AT LUE X LS IR MA M STE BB - & &S
secret, g, QIB—1NRIZIT—1FEM pod, FRIZEEN secret EHEIFA—NMHEBZH,

A ENBNEATUREMRLT base64 FiGHBMFRH.

LT RAE R admin (base64 4ifid) :

I $ echo -n "admin" | base64

=1

I YWRtaW4=

UTFRBIERT base64 1 1f2d1e2e67df Z15 :
I $ echo -n "1f2d1e2e67df" | base64

=1

I MWYyZDFIMmU2N2Rm

AR
FRRHNBHEHINEMN secret BIR,

1. Q1% secret :
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a. QIE—NRLEITH YAML X, RIBEEZEHBHMAIER
apiVersion: v1i
kind: Secret
metadata:
name: mysecret
type: Opaque
data:

pass: MWYyZDFIMmU2N2Rm
user: YWRtaW4=

b. AT MSRAE secret :
I $ oc create -f <secrets-filename>
4N -
I $ oc create -f secret.yaml
=1
I secret "mysecret” created
c. MAILMERUTGROREERSOET secret :
I $ oc get secret <secret-name>
4N -
I $ oc get secret mysecret

i th o Bl

NAME TYPE DATA AGE
mysecret Opaque 2 17h

I $ oc get secret <secret-name> -0 yam|
f5gn -

I $ oc get secret mysecret -0 yaml

apiVersion: vi
data:
pass: MWYyZDFIMmU2N2Rm
user: YWRtaW4=
kind: Secret
metadata:
creationTimestamp: 2017-05-30T20:21:38Z
name: mysecret
namespace: default
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resourceVersion: "2107"
selfLink: /api/v1/namespaces/default/secrets/mysecret
uid: 959e0424-4575-11e7-9f97-fa163e4bd54c

type: Opaque

2. FERHBHELIE pod,
a. Q- DELUNTH YAML XX, &3E volumes 234 :

kind: Pod
metadata:
name: test-projected-volume
spec:
containers:
- name: test-projected-volume
image: busybox

args:

- sleep

- "86400"

volumeMounts:

- name: all-in-one
mountPath: "/projected-volume
readOnly: true
securityContext:

allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
volumes:
- name: all-in-one

projected:

sources:
- secret:
name: mysecret ﬂ

ﬂ RO secret BIE TR,

b. MECE X 4OIE pod :
I $ oc create -f <your_yaml_file>.yaml
4N -
I $ oc create -f secret-pod.yaml
=1
I pod "test-projected-volume" created
3. Jik pod BEREETEILTT, AFEE pod WE :

I $ oc get pod <name>
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flan -
I $ oc get pod test-projected-volume

BB EERDOZRBUAT =B

i Bl
NAME READY STATUS RESTARTS AGE
test-projected-volume 1/1 Running 0 14s

4. EH— 1K imH, EM oc exec f 4 RKITHHEEEZITHA2RM shell :
I $ oc exec -it <pod> <command>
4N -
I $ oc exec -it test-projected-volume -- /bin/sh

5. 7£ shell #1, %1 projected-volumes B X2 B S EMKR IR :

I [#1s

tnh N
bin home root tmp
dev proc run usr
etc projected-volume sys var

7.5. IF A2 EFE API X R

Downward APl &—F R F A2 B API X RIERXE R BT S OpenShift Container Platform ¥ & BI#
fil. LRERDIE pod WA MAEEMFTRE BesalUMERAMELERBEMGFEFEERE
Downward API B9{E &,

7.5.1. £ Downward APl (&2 F Pod E &

Downward APl & pod &, WEHMTRESER, B EFRIMETERSEEREERE
Downward API B9{E B,

pod FRHYFEL &S FieldRef APl KBUR%#E, FieldRef B NFE :

FR 3T
fieldPath TR F R AIRRAR, XA TF pods
apiVersion EHEHAPRRE fieldPath £3F2589 API ARA,

BHAEl, VIAPI FRAEREFIRELE :
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VSR 3T

metadata.name pod &, EIMELEMEHPHZTIHE,
metadata.namespace pod Bep & ZE[A], TEINMRELEMBHIERH.
metadata.labels pod I35, NIEBHXE, MELEFFXZHF.
metadata.annotations pod HIEfR, NEBHXZE, METEPRFRXZHE.
status.podIP pod B IP, (UIEIMEZEHTE, BRI

= AIETE apiVersion FE&, NIEINFRE pod BARH APl AR A,

7.5.2. T R 90{A@ 14 Downward API JEFE R 2R E
BRI LUE RIS T B S B IONE AP H, RIBEERNAE, BRTLUNE
® Pod &R
e Pod TiH/ %%
e Pod Ef#
® Pod It%

RIS ReER B AR ER.

7.5.2.1. FRANEEEHERSRE

EEAASRMIfELER, E#EA EnvVar 2288 valueFrom FE& (481 EnvVarSource) RigEZS
EMEN B FieldRef R, M3k value RERIgEMNFEE,

A pod BERMALEMAER, EHh—BAREIHEANTEEEERNBENLES IR, RTE
BHIMETE, FRMNETEFNTFTRAENE

e Pod &R

o Pod JIE/ &4

i =
1. AIBE—NHT8 pod spec, RO ERFERFEAIMELE !
a. AR TREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
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image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: MY_POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
restartPolicy: Never
#...

b. M pod.yaml X8I pod :

I $ oc create -f pod.yaml

o EXRBMAZE, LIEE MY_POD_NAME 1 MY_POD _NAMESPACE & :

I $ oc logs -p dapi-env-test-pod

7.5.2.2. FASEHFERSRHE
A 23 AT LA R 8 45 14 SR B #E AP EL
BERTTLUHEE -

e Pod &R

® Pod 1B /#4227

® Pod Ef#

® Pod 174

AR
RS EH

1. AZ—1#8 pod spec, EFHABEFERHEANINELE -

a. BIE—1ZLUNTH volume-pod.yaml ST :

kind: Pod
apiVersion: vi
metadata:
labels:
zone: us-east-coast
cluster: downward-api-test-clusteri
rack: rack-123
name: dapi-volume-test-pod
annotations:
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annotationi: "345"
annotation2: "456"
spec:
containers:

- name: volume-test-container
image: gcr.io/google_containers/busybox
command: ["sh", "-c", "cat /tmp/etc/pod_labels /tmp/etc/pod_annotations”]
volumeMounts:

- name: podinfo
mountPath: /tmp/etc
readOnly: false

volumes:
- name: podinfo

downwardAPI:
defaultMode: 420
items:

- fieldRef:
fieldPath: metadata.name
path: pod_name
- fieldRef:
fieldPath: metadata.namespace
path: pod_namespace
- fieldRef:
fieldPath: metadata.labels
path: pod_labels
- fieldRef:
fieldPath: metadata.annotations
path: pod_annotations
restartPolicy: Never
#...

b. M volume-pod.yaml X012 pod :

I $ oc create -f volume-pod.yaml

o RMERBHAR, HRIRENFRESHERE

I $ oc logs -p dapi-volume-test-pod
i Bl

cluster=downward-api-test-cluster1
rack=rack-123

zone=us-east-coast
annotation1=345

annotation2=456
kubernetes.io/config.source=api

7.5.3. T fRU0{A{E B Downward AP| SE AR TR

O pod B, EATLLUEMA Downward APIEAR FITERIRIGKFMRFINER, UEHEEN REFE
HRE IEMAM VR EIME OB R,
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&AL REME R BB/ T R 1F,

7531 EAMMEZ ERFERTH TR
TEOIZ pod B, BT LA MR 3R EMA Downward API3E AR XITEFRE KMRHIHE R,

1E 0% pod EBENT, 7E spec.container FEXHIEE S resources FEEHIABN M HIMEL £,

MRBBEBHEATEFORME, Downward API XEREFA T R# CPU MAF AT 9 R

[l

o

i =
1 QIB—HTH pod HiMg, ERSEEEFANTIR :
a. QIR LLLTREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox:1.24
command: [ "/bin/sh", "-c", "env" ]
resources:
requests:
memory: "32Mi"
cpu: "125m"
limits:
memory: "64Mi"
cpu: "250m"
env:
- name: MY_CPU_REQUEST
valueFrom:
resourceFieldRef:
resource: requests.cpu
- name: MY_CPU_LIMIT
valueFrom:
resourceFieldRef:
resource: limits.cpu
- name: MY_MEM_REQUEST
valueFrom:
resourceFieldRef:
resource: requests.memory
- name: MY_MEM_LIMIT
valueFrom:
resourceFieldRef:
resource: limits.memory
#...

b. M pod.yaml X612 pod :
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I $ oc create -f pod.yaml

7.5.3.2. EASHUEFRETSR TR
TEOIE pod i, EEJLAFI B HEMRMEM Downward API SE AR XITEBTRE KMRHIHIE R,

1E0)3 pod EZEHRY, {3 spec.volumes.downwardAPlitems FE& Kt 5 spec.resources &N
BIFTER FTIR

MRAREEPEHEIEHIRREI, Downward API KERINER T =Y CPU FIAEFE R 2
%O
Y

1 QIB—NHTH pod HiMg, EHRSEEEFANTIR :
a. BEELUTRAIN pod.yaml XX :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: client-container
image: gcr.io/google_containers/busybox:1.24
command: ["sh", "-c", "while true; do echo; if [[ -e /etc/cpu_limit ]]; then cat
/etc/cpu_limit; fi; if [[ -e /etc/cpu_request ]]; then cat /etc/cpu_request; fi; if [[ -e
/etc/mem_limit ]]; then cat /etc/mem_limit; fi; if [[ -e /etc/mem_request ]]; then cat
/etc/mem_request; fi; sleep 5; done"
resources:
requests:
memory: "32Mi"
cpu: "125m"
limits:
memory: "64Mi"
cpu: "250m"
volumeMounts:
- name: podinfo
mountPath: /etc
readOnly: false
volumes:
- name: podinfo
downwardAPI:
items:
- path: "cpu_limit"
resourceFieldRef:
containerName: client-container
resource: limits.cpu
- path: "cpu_request"
resourceFieldRef:
containerName: client-container
resource: requests.cpu
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- path: "mem_limit"
resourceFieldRef:
containerName: client-container
resource: limits.memory
- path: "mem_request"
resourceFieldRef:
containerName: client-container
resource: requests.memory
#...

b. M volume-pod.yaml X402 pod :

I $ oc create -f volume-pod.yaml

7.5.4. {f/H Downward API ;B %E secret

2O pod B, EEJLAUER Downward API S A Secret, LMERKIN BREFEFEEY HFEIMRAIE
Bifko

i =
1. BIEEF A secret :
a. QIE—ELN T secret.yaml X4 :

apiVersion: vi
kind: Secret
metadata:
name: mysecret
data:
password: <password>
username: <username>
type: kubernetes.io/basic-auth

b. M secret.yaml {40l secret X[ :

I $ oc create -f secret.yaml

2. fEES| A LR Secret X R username FE&M pod :
a. AR TREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_SECRET_USERNAME
valueFrom:
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secretKeyRef:
name: mysecret
key: username
restartPolicy: Never
#...

b. M pod.yaml 3X{46IE pod :

I $ oc create -f pod.yaml

o (o7 AEM MY_SECRET_USERNAME {4 :

I $ oc logs -p dapi-env-test-pod

7.5.5. {#1FH Downward API JH#ERD & ik g4

20 pod B, EEJLUEF Downward APl F AECERRSYE, LUMERGMNN AREFEEEREY NFEINEL
B R,

iz
1 EREIANELEREMRS
a. DIEELIIN T configmap.yaml S5 :

apiVersion: vi
kind: ConfigMap
metadata:

name: myconfigmap
data:

mykey: myvalue

b. M configmap.yaml 3Z{4 02 EC B AR ST

I $ oc create -f configmap.yaml

2. OIS A L ERERETH pod :
a. AR TREIM pod.yaml ST :

apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_CONFIGMAP_VALUE
valueFrom:
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configMapKeyRef:
name: myconfigmap
key: mykey
restartPolicy: Always
#...

b. M pod.yaml X8I pod :

I $ oc create -f pod.yaml

o MAEANZKRHBEFH MY_CONFIGMAP_VALUE f§ :

I $ oc logs -p dapi-env-test-pod

7.5.6. 5| AR =

QIR pod Bf, MERILAERA $() EESIAZATE LAIMEZ ER(E, MRITEMBTIMELESIA, NhZE
FREBNHRBFRS,

¥ =
1. AZBIANBIMELER pod :
a. AR TREIM pod.yaml ST :

apiVersion: v1
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_EXISTING_ENV
value: my_value
-name: MY_ENV_VAR_REF_ENV
value: $(MY_EXISTING_ENV)
restartPolicy: Never
#...

b. M pod.yaml X {612 pod :

I $ oc create -f pod.yaml

o MEXNB[AXETHM MY _ENV_VAR REF_ENV {H :

I $ oc logs -p dapi-env-test-pod
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7.5.7. % L INEZE5| B

QIR pod B, ERLMEAMETHSRKL GMEEESIA, AE, REMOAMREERNSBETHSR
$O
Y=

1. BlER3 I AIAEET B pod
a. DIEERLLLITRAEIEF pod.yaml 34 :
apiVersion: vi
kind: Pod
metadata:
name: dapi-env-test-pod
spec:
containers:
- name: env-test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env:
- name: MY_NEW_ENV
value: $$(SOME_OTHER_ENYV)

restartPolicy: Never
#...

b. M pod.yaml X012 pod :
I $ oc create -f pod.yaml
o RMERBIHEHHN MY_NEW_ENV E :

I $ oc logs -p dapi-env-test-pod

7.6. %>+ E %1% OPENSHIFT CONTAINER PLATFORM B2 s MA & 5l
RIS rsync @4, i CLUS A # S5 BIR R hEEEE R, SMhEEIH,

7.6.1. T RN 2 HI S04
oc rsync 3% (FniEEY) B—NMEANIER, W REBIEEFHESE pod HZM pod FEH, L

HREMMMENTEE, Hi2TH pod TIFFEEAEHLT, EARLUER oc rsync FHRAEENE I
21789 pod, MTHITIF L IR,

I $ oc rsync <source> <destination> [-c <containers]

7.6.11. &3k

15 S Bk
oc rsync 5 H source SEUNLTIEAAM B %K pod B3R, FAZRFEDF
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BIEBREESR

1E7E pod BRE, BRAMBIINE pod BFFEIL :
I <pod name>:<dir>

MRBFBUREDRRF () 4R, WRAEBXMNATSEHI B, S, BXRERETBEEH
F B,

EESH B

oc rsync 58 destination ZEAIERAENB XK, MRZEXAFE, BER rsync HITEH,
RO NIEBAEIXAN B K

THIER B 893t kB>
A LAER --delete i, TEiLiz B kAP BRI B X hig BRI,
EXH SRR SRS

SNREF --watch 1777, SSALUGEREE ERNEAXHREER, AERERRHNRASEN], &
RIXNSHE, SHRKAIBIT,
A& RERETHFHRRBELT, UARLEFREINXHRATRSBFENRLS A,

f#F --watch Ui, HTHEFREMFLIREFA oc rsync —, BEZ#% oc rsync WFfES
th—if, Eit, BTLUFERSFHA oc rsync B HERIBFRIC IR E EH4T 7, N --delete,

7.6.2. X HEFFIBRHFIMBSEHEH
CLIFRE T HAMX 4 EHE RS HME P EHIHFHIX R,

SeRFH
Ef#EH oc rsync i, HEBLUTI/LR :

® WIEEk rsync, oc rsync e RIHFERA AU rsync TE (MREETE NS ERES
L) o
NRAISHLIER LI EHAE rsyne, NSERMAIE tar FREFLEEESR (EPREFEA tar
SLRARRFREMAEXY) o, NRTERSZFTIREA tar, NEHRKK,

tar 255 ETIRES oc rsync HHRAMITHEE. HI80, oc rsync &7 B8y B SR AEER G XA
B, MmBAEFRRES Bt ERESHE,

P2 Y=
1£ Windows A, [ H %% cwRsync &/ imFFRINEI PATH &, LUES oc rsync
B RER,

o FAMBEEFIE pod B :
I $ oc rsync <local-dir> <pod-name>:/<remote-dir> -c <container-name>
flan :

I $ oc rsync /home/user/source devpod1234:/src -c user-container
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e ¥ pod BREHEIAMBEFR
I $ oc rsync devpod1234:/src /home/user/source
it Bl

I $ oc rsync devpod1234:/src/status.txt /home/user/

7.6.3. ERE S rsync IEE

EFRAER rsync #ELE, oc rsync ea SR S DITETILL D, MIREBEFERENMRE rsync 1T
I, 18 oc rsync R AXAN T (HlE0, --exclude-from=FILE %) , &aTLUEARE rsync B --
rsh (-e) EIisk RSYNC_RSH BEREINEZT, MTFHR:

I $ rsync --rsh="oc rsh' --exclude-from=<file_name> <local-dir> <pod-name>:/<remote-dir>

= :

St RSYNC_RSH Z£ :

I $ export RSYNC_RSH='"oc rsh'

I $ rsync --exclude-from=<file_name> <local-dir> <pod-name>:/<remote-dir>

BLEBASRBIEIRE rsync ECE H{EF oc rsh {EHILiE shell 2R, MMEEEZE pod, BI1EIE1T
oc rsync ERF %,

7.7. 7 OPENSHIFT CONTAINER PLATFORM B2 /T2 S

R A LUE A CLI 7£ OpenShift Container Platform &8s P HIT LIRS,

7.7\ ERBZPHITERRESS
CLI B T W HUT R SR H ST,

i

I $ oc exec <pod> [-c <container>] -- <commands> [<arg_1> ... <arg_n>]
4 -

I $ oc exec mypod date

=1

I Thu Apr 9 02:21:53 UTC 2015
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5
T LR, ocexec BEVINFINASRN TTELIE, MIEIZHSH cluster-admin
A AT,

7.7.2. BFMNEFim A iz e f Rl
B imi@id | Kubernetes API BRS5 283 4 H1EK, A BERBHHITIZEMSHIIRE :

I /proxy/nodes/<node_name>/exec/<namespace>/<pod>/<container>?command=<command>

FELAE URL -
e <node_name> 277 = FQDN,
® <namespace> ;2 B pod B H,
e <pod> 2B 5 pod B TR,
e <container> E B A&,
® <command> EEZHATHMR,

4N -
I /proxy/nodes/node123.openshift.com/exec/myns/mypod/mycontainer?command=date

i, BB E LR RPRMSERETESBUTEK :
o EFmMNMILERRNM D A EK A (stdin),
o EFIRMZKIHZE TTY,
o LIRRRMIBDIIZIRE stdout K H A EEIZ ik,
o LIRRBMMDIIZIIRE stderr HHIH A X EIZ ik,
7EM API BRS5 88 & 3% exec THKIE, BFIRKIEREARIZ/HLBERANR ; YRIER HTTP/2

BN stdin, stdout # stderr 2AIAIE— MR, N TRXDR, B IHEHRE streamType iR % E N
stdin. stdout =k stderr . —.

AERBILEBRHITIEREG, EFRXARER. FREEENEREE,

7.8. RO A Vil B PHIN RIER

OpenShift Container Platform X # & pod 4 i 0.

7.8.1. THRIHOEL

BRI LER CLI =MD A MR O 4 B pod. iXH, EAILERMOIIT—MEESRBINmO, HE
5 pod HBY¥EE im0 K B4 4 $E,

CLImAE TImOE LR :
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I $ oc port-forward <pod> [<local_port>:]<remote_port> [...[<local_port_n>:]<remote_port_n>]
CLI fiffr A A8 BB AR O, F@id LR hIGH TR A,
AMERAL TR REERD

5000 B PIRIEA RO 5000, F4 % E pod A9 5000,
6000:5000 B PREAMIIITRD 6000, 34 % pod Y 5000,

:5000 =% B ImE AR — NGO, FEZE pod FHH 5000 ,
0:5000

OpenShift Container Platform 2bEE3E B & P iRpiR Q% 4 5K, EWRNEKGE, OpenShift Container
Platform &AM N HEFRFE M imbIEIR O LK. 2 OpenShift Container Platform WEIFTRET, ©%
TEFRH pod Ui O 32 18] 2R,

MBI EE, BRRMEDR B FH LT pod ima, Z#EFH OpenShift Container Platform SLER B %1
A7 mEHL LA nsenter 3K A pod BIRZ%an 22 (E], AEVHA socat TE5RH] pod ik A 2 5] & HlIEIE,
i, BENEHERARESEIEIZIT— helperpod, fAJFIiZ1T nsenter #1 socat, MMMAEELEEN L
TR EEX e — IR,

7.8.2. FRAmOFE A

ISR LME A CLI S — N Z A fthim O %5 Z B pod,

it

e
FERAUTSSIIR pod AMIEERO :

Q¢

I $ oc port-forward <pod> [<local_port>:]<remote_port> [...[<local_port_n>:]<remote_port_n>]

o -

o FELTMmS, MiIFAH#A 5000 F0 6000 im0, FH5 pod HEJ 5000 #1 6000 i O 3k [E4: 4 #1
7

I $ oc port-forward <pod> 5000 6000
it Bl

Forwarding from 127.0.0.1:5000 -> 5000
Forwarding from [::1]:5000 -> 5000
Forwarding from 127.0.0.1:6000 -> 6000
Forwarding from [::1]:6000 -> 6000

o (HALITMS, MiITAH#E) 8888 i[O FH % 4l pod #HY 5000 :
I $ oc port-forward <pod> 8888:5000

i th o Bl
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Forwarding from 127.0.0.1:8888 -> 5000
Forwarding from [::1]:8888 -> 5000

o FRALT®S, MIFAey—NZEHEEOHEZE pod H189 5000 :

I $ oc port-forward <pod> :5000

it Bl

Forwarding from 127.0.0.1:42390 -> 5000
Forwarding from [::1]:42390 -> 5000

HE

I $ oc port-forward <pod> 0:5000

7.8.3. T ME Fim A iRm0 55 & BB
& Fimi@id A Kubernetes API BR %588 4 H1E K, KA M pod ¥4 ik O RIIR/E

I /proxy/nodes/<node_name>/portForward/<namespace>/<pod>

ELLE URL A :
e <node_name> 277 =B FQDN,
® <namespace> & BT pod BIfp & Z2[H],
e <pod> 2B 5 pod B TR,

flan :
I /proxy/nodes/node123.openshift.com/portForward/myns/mypod

[ API IR ERAEMOEZIEKE, BEFMSFERANIZHSHERN ; BAIERA Hyptertext
Transfer Protocol Version 2 (HTTP/2),

P iRLIR port ik EE pod HEMGRORIR. 5ARBIFTEKIEER BT Kubelet &2 B 7 pod A
H. B, IR ZOEEM pod R EMFIBEBIES WA DR in LRRE—5R.

AERImORIERE, B RXARER. FRENEEER .

7.9. ER P EMA SYSCTL

sysctl iXE@it Kubernetes 2FF, RIVFRAFEEITIMERELARSH, REHBEMAZREED sysctl F
BEMILTF pod H1TIXEB. MR sysctl &BwEAZER (Fh Tm47) , WsEREMSEILE sysctl,
g0 A Node Tuning Operator,

%% sysctl BRFTREY sysctl K5I, FIL% sysctl B1F :

o RGN sysctl, % net.ipv4.ip_local_port_range, ERATRIAML, LT R EME
N pod MITZEEA T,
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o HETEOM sysctl, 30 net.ipvd.conf.IFNAME.accept_local, B1RER T4 E pod HEFE
ARG ED, EALLCAENAARSEBRIIZEE ], ETUIEMLEDVERFER tuning-
cni FMECEREE S,

A, RERINARLZEE sysctl FRENNEBLHAH ; BAUET KR EFohEAEM 7L sysctl
A ER.

HbFiR
IMREBFIE sysctl, MERRT 2PH], EAILAFEEF Node Tuning Operator S22 H XL 2HE
é\o

7

7.9.1. X F sysctl

£ Linux A, BIRG @i sysctl #HOEZITIMERAKRS . ST /jproc/sys/ Bl HREE
., XLESHEE T EMARNF RS, il :

e W% GBAREIZ : kernel.)
o %% (BARIZ : net.)

o EWME GBARZK : vm.)
e MDADM GEMHIZ : dev.)

NFETRESFRY, ESH Kernel X1, RIRIFIBESEBIIIK, 5517 :

I $ sudo sysctl -a

7.9.2. tp A ZE [B]FN T R sysctl

1% sysctl 1E Linux AR @& 22/, IXERE R A LU | LS pod BHMIZEEA
sysctl WA & %2 E], FHETE Kubernetes Y pod £ XX HfIAEL ],

LAF sysctl BRI B R AZEHB
® kernel.shm*
® kernel.msg*
® kernel.sem

® fs.mqueue.”

74, net* HARMKZH sysctl BEHADBEHHN, HmALAMWRARBAKKRANAZITAMAERN
Z<|EQ

FTen AL [AM sysctl N 7, BT REHEREAFINEE, HBFBIFERT RNEE Linux £
TR, NMETK /etc/sysctls.conf X, =E B FERATERINERNTFIHRESE. BRI LUER Node
Tuning Operator 3RIXE& 77 m A7 sysctl,

v pa -

A LA RIS B 55k sysctl T RARC NG R (U pod AERIFEIXLE sysctl BT
R, RS RMBRINEEEIRICT R
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7.9.3. 2T L £ sysctl
sysctl ¥ h 22 7 Z £ sysctl,

BEERYSEH sysctl B NRE, WEHMALEHE, BHAZERM sysctl AIBIRMZ L H 2 A ERE,
It pod £#FRE. MR HN— pod KE sysctl, MAFBERMUTE— pod :

o M R LB EAB{EST pod
o BETRERRR

o JREVET pod HIRREIR CPU iRE IR

AR EELER BLE sysctl Il &£,

EIRARINE] OpenShift Container Platform LR ¥FFIFRAEY sysctl ##E AL H* OpenShift Container
Platform & 2~ &Z £ M,

BN ARTFARLL sysctl, W FRITEEM sysctl, EREEAMWMETENTRFIEREN. 2AT
T2 sysctl ) Pod 2 AE, BARRF,

BAREFIERRE TEONTRE sysctl,

OpenShift Container Platform LA T REE R E FHEONEZ L sysctl RMEIR TR LIRS :

x 7.4. REEER A sysctl
sysctl ik

kernel.shm_rmid_forced LiIXEN 1N, HE1IPC HhAZEFPMNMAERZERNENREEREIER
IPC_RMID, MIT{EELER, 1ESH shm_rmid_forced,

net.ipv4.ip_local_port_ran & TCP ] UDP R FiiiFA s DM AR OSEE, H—TMHRFEH -

ge HmO%, E-MFERE—TABIFEOS, MR, NRILEHFER
EMEFERE (RE—NEHE) . BIRAXRFHET
ip_unprivileged_port_start, Bti\fE} 32768 160999, MNEEZ(S
&, ESBI# ip_local_port_range,

net.ipv4.tcp_syncookies LiZE 7 net.ipv4.tcp_syncookies I}, AR@E S TCP SYN #iiE
a9, BEEFEEFIEH (LESY cookie HEEEE) o XMNNEERIF RS
BSAENERE, ESEARSTHREMNE. MEELER, HEH

tcp_syncookies,

net.ipv4.ping_group_rang XfFfR# ICMP_PROTO #iEIREZEFRHEENMA, BIAMEN10,
e RFREBEAP IO ping EEF (BIERZ root thAR17) . BXESER,
EZ 4 ping_group_range,
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sysctl

net.ipv4.ip_unprivileged_
port_start

net.ipv4.ip_local_reserve
d_ports

= 75. FETEOMRL sysctl

sysctl
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30

XS TE RS R AR E— N TRIR O, ERAMARIRD, HH
WEN O, HiHOARESS5 ip_local_port_range £5, BxE%ER, iF
2[5 ip_unprivileged_port_start,

EEEE NN REFIRSRENLNES DR A R O HSE F,

sk

net.ipv4.conf.IFNAME.acc
ept_redirects

net.ipv4.conf.IFNAME.acc
ept_source_route

net.ipv4.conf.IFNAME.arp
_accept

net.ipv4.conf.IFNAME.arp
_hotify

net.ipv4.conf.IFNAME.dis
able_policy

net.ipv4.conf.IFNAME.sec
ure_redirects

net.ipv4.conf.IFNAME.sen
d_redirects

net.ipv6.conf.IFNAME.acc
ept_ra

net.ipv6.conf.IFNAME.acc
ept_redirects

net.ipv6.conf.IFNAME.acc
ept_source_route
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#Z IPv4ICMP EEEDE A,

BEX WA RHYRESH(SRR)IETR IPv4 #iEE.

HAEAEHIE ARP R IPv4 thilkE Y HNEX ARP WiR94T )y :
e 0-I"7f ARP R{IEHEXE,
e 1-7f ARP RA{IE#HEE.

T X IPv4 itk AR R SUE RBE

R IPv4 #0O8 IPSEC 5RB&(SPD).

B ICMP fEREERRE O LRI X IR P FIH IR X,

RELTRFTYRESRN, FTRERLEEER, B2, ENRRMLE
ICMP EEFHE. HHESRERTREBMENSFE BB AT AR E Ik A

4
o

EX IPve REBAE ; FREIBYERE. BINRERBHLMEBHERIEK,
RAVRKEREIRERBLN, FREHMBBARIEK.

#Z IPV6ICMP EEEDHE A,

XA SRR LTI IPve BIES,


https://docs.kernel.org/networking/ip-sysctl.html?highlight=ip_unprivileged_port_start#ip-variables#ip-variables

sysctl ik

net.ipvé.conf.IFNAME.arp  fEM&HE HIITE ARP RHH IPv6 it L HTER ARP fiiB917 5 :
_accept
o 0- T ARP RAOIEH%ZH,

o 1-7E ARP RAOIEHFRAE.

net.ipvé.conf.IFNAME.arp & X IPv6 it flix & B BB AR,
_hotify

net.ipv6.neigh.IFNAME.ba  iX/NSEUZH IPv6e BISLERABIFEH il B 1P BRET 4 en I HA,
se_reachable_time_ms

net.ipv6.neigh.IFNAME.ret  HAIBRILE R X BEFHE 4TI 2R,
rans_time_ms

P2y~
L {#E A tuning CNI X EIXLEER, FRFEHEAE IFNAME, #O4FHE IFNAME
FEKRR, FERNEZTHEONERAR.
7.9.4. B E FEOMRZR L sysctl 53R
OpenShift Container Platform & & TiE X &£ O sysctl 713k, ERILLRAT B openshift-multus
& 226 F Y cni-sysctl-allowlist & tLTIR,
BE
BIRETROMEL sysctl IRMZFREZ—NMIATN G INEE, AT HIhEER Z 4115
RS FENNIL (SLA) X¥F, BIIRERTREH AT, AR HEEEETIMEFERE

file XERATTIHEERTLAE R FIRFARMEITIRE, HENSEFLNBRIRHMRHE
]JI_LO

BRIABRAT G FEEMNESER, WSARATIT i F e,
BRIBUTHRIERTNE LR E sysctl FIR, XDFIRER T AT RIARIFIIR,

AR
L ZTUTaSREFNENIE LI

I $ oc get cm -n openshift-multus cni-sysctl-allowlist -oyaml

Ttk

apiVersion: v1
data:
allowlist.conf: |-
"net.ipv4.conf.IFNAME.accept_redirects$
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"net.ipv4.conf.IFNAME.accept_source_route$
"net.ipv4.conf.IFNAME.arp_accept$
Anet.ipv4.conf.IFNAME.arp_notify$
"net.ipv4.conf.IFNAME.disable_policy$
“net.ipv4.conf.IFNAME.secure_redirects$
“net.ipv4.conf.IFNAME.send_redirects$
“net.ipv6.conf.IFNAME.accept_ra$
"net.ipv6.conf.IFNAME.accept_redirects$
“net.ipv6.conf.IFNAME.accept_source_route$
"net.ipv6.conf.IFNAME.arp_accept$
Anet.ipv6.conf.IFNAME.arp_notify$
"net.ipv6.neigh.IFNAME.base_reachable_time_ms$
Anet.ipv6.neigh.IFNAME.retrans_time_ms$
kind: ConfigMap
metadata:

annotations:

kubernetes.io/description: |
Sysctl allowlist for nodes.

release.openshift.io/version: 4.14.0-0.nightly-2022-11-16-003434

creationTimestamp: "2022-11-17T14:09:27Z"

name: cni-sysctl-allowlist

namespace: openshift-multus

resourceVersion: "2422"

uid: 96d138a3-160e-4943-90ff-6108fa7c50c3

2. BRAUTHSHREIR :
I $ oc edit cm -n openshift-multus cni-sysctl-allowlist -oyaml

BN, ERVFECHERNREBREL, BEEM Mnet.ipvd.conf.IFNAME.rp_filter$
Anet.ipv6.conf.IFNAME.rp_filter$ 7RINEIFIERA, W TR :

# Please edit the object below. Lines beginning with a "# will be ignored,

# and an empty file will abort the edit. If an error occurs while saving this file will be

# reopened with the relevant failures.

#

apiVersion: v1

data:

allowlist.conf: |-

"net.ipv4.conf.IFNAME.accept_redirects$
"net.ipv4.conf.IFNAME.accept_source_route$
"net.ipv4.conf.IFNAME.arp_accept$
“net.ipv4.conf.IFNAME.arp_notify$
"net.ipv4.conf.IFNAME.disable_policy$
"net.ipv4.conf.IFNAME.secure_redirects$
"net.ipv4.conf.IFNAME.send_redirects$
Anet.ipv4.conf.IFNAME.rp_filter$
“net.ipv6.conf.IFNAME.accept_ra$
"net.ipv6.conf.IFNAME.accept_redirects$
"net.ipv6.conf.IFNAME.accept_source_route$
"net.ipv6.conf.IFNAME.arp_accept$
Anet.ipv6.conf.IFNAME.arp_notify$
"net.ipv6.neigh.IFNAME.base_reachable_time_ms$
Anet.ipv6.neigh.IFNAME.retrans_time_ms$
Anet.ipv6.conf.IFNAME.rp_filter$
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3. REFN XHRENFRE,

MR sysctl, JriEiZ i, MR sysctl 5k sysctl, ARREFERXRFFEL,

ESATS

Ko

REBUTE TN IPv4 s H B R AR EE L, BRRABRELANESER

ER, HEARMEBEE

1. FERAUTHRRCIEMAMINE X, 0 reverse-path-fwd-example.yaml :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: tuningnad
namespace: default
spec:
config: '{
"cniVersion": "0.4.0",
"name": "tuningnad”,
"plugins": [{
"type": "bridge"
b
{
"type": "tuning",
"sysctl": {
"net.ipv4.conf.IFNAME.rp_filter": "1"
}
}
]
y

2. IBfTLAT o3k A yaml:
I $ oc apply -f reverse-path-fwd-example.yaml

i th o Bl

I networkattachmentdefinition.k8.cni.cncf.io/tuningnad created
3. AL YAML /3 pod.yaml % pod :

apiVersion: vi

kind: Pod

metadata:
name: example
labels:

app: httpd

namespace: default
annotations:

k8s.v1.cni.cncf.io/networks: tuningnad 0
spec:
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securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: httpd
image: 'image-registry.openshift-image-registry.svc:5000/openshift/httpd:latest’
ports:
- containerPort: 8080
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL

ﬂ 5 E i &R NetworkAttachmentDefinition B9 Fi,

4. BITLAT w3k A yaml:
I $ oc apply -f examplepod.yaml
5 BT TSI pod REEOIE :
I $ oc get pod
=1

NAME READY STATUS RESTARTS AGE
example 1/1  Running 0 47s

6. IZITLA T @B ERE pod :
I $ oc rsh example
7. BUFESER sysctl FMCHIE, fFlan, @ihizfTA TS E K netipv4.conf.netl.rp_filter FY(H :
I sh-4.4# sysctl net.ipv4.conf.net1.rp_filter
gtk i
I net.ipv4.conf.net1.rp_filter = 1

Hb TR
® Linux %% STHY

7.9.5. {FHZR £ sysctl |53/ pod

IRE LUEF pod B9 securityContext 1£ pod L% & sysctl, securityContext i& 8 FE— pod FHIFFA
B,

KNSR L sysctl,
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XA RBER pod securityContext X B TR 2 sysctl :
e kernel.shm_rmid_forced
e net.ipv4.ip_local_port_range
® net.ipv4.tcp_syncookies

® net.ipv4.ping_group_range

gk

==
[=]

NTBBIURERALZBAEE, REETHRT SHERBT BN sysctl S,

A LRAZ S BN BB ER sysctl B pod,

ERZHBERT, BIERMAB pod E L FH AR securityContext #4&,

1. AIEE—E URAI pod B9 YAML X244 sysctl_pod.yaml 33510 securityContext #i#%, #0744l
Fis -
apiVersion: vi
kind: Pod
metadata:
name: sysctl-example
namespace: default
spec:
containers:
- name: podexample
image: centos

command: ["bin/bash", "-c", "sleep INF"]
securityContext:

runAsUser: 2000 @)
runAsGroup: 3000 @
allowPrivilegeEscalation: false 6
capabilities: ﬂ
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile: G

type: RuntimeDefault
sysctls:

- name: kernel.shm_rmid_forced
value: "1"

- name: net.ipv4.ip_local_port_range
value: "32770 60666"
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- name: net.ipv4.tcp_syncookies

value: "0"
- name: net.ipv4.ping_group_range
value: "0 200000000"

runAsUser 2§ AIAFH - 1D 2178 2%
runAsGroup #ZEHIF2&FERAW N EEH ID,

allowPrivilegeEscalation JRE pod @B EKRALVFFNAN, ARKIEE, MEILN true,
XA BRI E R AP 2 EXE T no_new_privs i1,

capabilities VFRIIRIE, MARMTTE root ViAINR, LLEREEFTHELRM pod REFT
A ZhEE,

runAsNonRoot: true Z XA 2:FH 0 LLABIE( UID 1217,

Q® 0 09

RuntimeDefault 77 pod st & 258 TE 1 35 FABAIAR seccomp EEE L.

2. IBTLAT o3RO pod :
I $ oc apply -f sysctl_pod.yaml
3. EITUTHSRIL pod RES I :

I $ oc get pod

i Bl
NAME READY STATUS RESTARTS AGE
sysctl-example 1/1  Running 0 14s

4. BT TS ERE pod :
I $ oc rsh sysctl-example
5. WFELER sysctl FMCHIE, Blt0, @itiz{TLL T Rk E(E kernel.shm_rmid_forced :

I sh-4.4# sysctl kernel.shm_rmid_forced

Ttk

I kernel.shm_rmid_forced = 1

7.9.6. FRAAZRZ sysctl 53] pod

TARRE sysctl B pod BEAEM TR EFED), RIFKHEERAEENTREPHEATARE
sysctle 57 R sysctl =, ERAITRMARINEES T R ERIIRZERHXLE pod R IEMABIT <o

LUFRBIFEE pod securityContext 1% B % £ sysctl kernel.shm_rmid_forced, LURFHNFRLE sysctl
net.core.somaxconn #[I kernel.msgmax, E#Mi&A, ZLMFZL sysctl HFEX T,
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==
[=]

NTBBIURERAZBAEE, REETHRT SHERBT BN sysctl S,

LUFRBIETR T 1E pod AR HIRINR EM AR L sysctl I RLEH 4 -

ff

L=

S

1. BI8—1 YAML 34 sysctl-example-unsafe.yaml, FFE X Rfl pod FiN
securityContext #14&, 0 TFHIFTR :

apiVersion: v1i
kind: Pod
metadata:
name: sysctl-example-unsafe
spec:
containers:
- name: podexample
image: centos
command: ["bin/bash", "-c", "sleep INF"]
securityContext:
runAsUser: 2000
runAsGroup: 3000
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
sysctls:
- name: kernel.shm_rmid_forced
value: "0"
- name: net.core.somaxconn
value: "1024"
- name: kernel.msgmax
value: "65536"

2. ERAUTHRROE pod :
I $ oc apply -f sysctl-example-unsafe.yaml

3. FERAUTHREIE pod BRHEMESEIHE, ERBIHERLL sysctl :

I $ oc get pod

o il
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NAME READY STATUS RESTARTS AGE
sysctl-example-unsafe  0/1 SysctlForbidden 0 14s

7.9.7. HRAARZ £ sysctl
SHEEATEFRBRFKNBERTRTRELERL S sysctl, LS MREskSEH Y AR R,
MREFMARLRE sysctl, EHEEAMINFERIENT RBMEAE]. sysctl AifAm&AZEH,

IR BT LB 1 Security Context Constraints B9 allowedUnsafeSysctls FEX I sysctl R R FIFTR F i
— 316 pod HKEWILE sysctl,

e allowedUnsafeSysctls 570 A RIEFIFERNT K, N MERESKSEN N R2FHEE,

DIk

==
=

BTFHEAZEREMYE, ERATEE sysctl WA REBTHAE, mAR

RERIE R B[]
A, PIENASRIT IS, FHRERST RZ M.

it =

1. 217U T4, FUH OpenShift Container Platform 5£2$89¥15 MachineConfig &R, LAHEN
fAIFRICIRRIN 2RI E -

I $ oc get machineconfigpool

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-bfb92f0cd1684e54d8e234ab7423cc96 True False False

3 3 3 0 42m
worker rendered-worker-21b6cb9a0f8919¢c88caf39db80acifce True False False
3 3 3 0 42m

2. IZTUAT IS, EHFABARERE sysctl WA RN SRES B AR INFRZE -
I $ oc label machineconfigpool worker custom-kubelet=sysctl

3. B E X KubeletConfig B & X ¥R (CR)H YAML X4 set-sysctl-worker.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: custom-kubelet
spec:
machineConfigPoolSelector:
matchLabels:
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custom-kubelet: sysctl 0
kubeletConfig:
allowedUnsafeSysctls: g
- "kernel.msg*"
- "net.core.somaxconn"

@ BENSRELRIORE,
@ IHEEREAFHTRS sysctl,

4. IBITUT R R AN & -
I $ oc apply -f set-sysctl-worker.yaml
5. Z1TLLTF 84, ¥ Machine Config Operator £ S A B FH S E N BRI -
I $ oc get machineconfigpool worker -w
JL7 80 fE UPDATING AZSM True 2270 False:
NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT

DEGRADEDMACHINECOUNT AGE
worker rendered-worker-f1704a00fc6f30d3a7de9a15fd68a800 False True False

3 2 2 0 71m
worker rendered-worker-f1704a00fc6f30d3a7de9a15fd68a800 False True False
3 2 3 0 72m
worker rendered-worker-0188658afe1f3a183ec8c4f14186f4d5 True  False  False
3 3 3 0 72m

6. BIE—1 YAML 34 sysctl-example-safe-unsafe.yaml, ©& . T —4 pod =EIF M
securityContext #14&, 0 TFHIFTR :

apiVersion: vi
kind: Pod
metadata:
name: sysctl-example-safe-unsafe
spec:
containers:
- name: podexample
image: centos
command: ["bin/bash", "-c", "sleep INF"]
securityContext:
runAsUser: 2000
runAsGroup: 3000
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
sysctls:
- name: kernel.shm_rmid_forced
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value: "0"

- hame: net.core.somaxconn
value: "1024"

- name: kernel.msgmax
value: "65536"

7. BT TSR AOIEE pod :
I $ oc apply -f sysctl-example-safe-unsafe.yaml

Ttk

Warning: would violate PodSecurity "restricted:latest": forbidden sysctls
(net.core.somaxconn, kernel.msgmax)
pod/sysctl-example-safe-unsafe created

8. IBITUTHHRIUE pod BEEOIEE :

I $ oc get pod

it Bl
NAME READY STATUS RESTARTS AGE
sysctl-example-safe-unsafe 1/1  Running 0 19s

BT TS EKE pod :

I $ oc rsh sysctl-example-safe-unsafe
10. SiEEC BRI sysctl FRicBO{E, #130, BidizTA T4 & net.core.somaxconn BJfH :

I sh-4.4# sysctl net.core.somaxconn

TUsAH

I net.core.somaxconn = 1024

WIE, RTFAFAREH sysctl, ZEEFHH pod MBI securityContext & E X,

7.9.8. A FIR
e & tuning CNI BL B RS 124!

e {FFH Node Tuning Operator
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5 8 5 SRR
5 8 F BRIFERT

8.1. & OPENSHIFT CONTAINER PLATFORM &£ RS EHIER

OpenShift Container Platform FREIZE 4R #E OpenShift Container Platform &&Er API X REIZEH5#1T
2R,

8.1.1. TfREH

EHAYF OpenShift Container Platform AT X FIRIA RICKEFRFEHMER. BITERITFFLZ A AT
EEOUSG—AERERGHEMER,

8.12. [ CLI EEEH
RATLMER CLI, FKEVAETIE FE4FIR,

ff

L=
o EHEXEVIBHNEH, HEAUTHS :

S

I $ oc get events [-n <project>] ﬂ

@ viEman.

a0 -

I $ oc get events -n openshift-config

i B
LAST SEEN TYPE REASON OBJECT MESSAGE
97m Normal Scheduled pod/dapi-env-test-pod Successfully assigned
openshift-config/dapi-env-test-pod to ip-10-0-171-202.ec2.internal
97m Normal Pulling pod/dapi-env-test-pod pulling image
"gcr.io/google_containers/busybox”
97m Normal Pulled pod/dapi-env-test-pod Successfully pulled image
"gcr.io/google_containers/busybox"
97m Normal Created pod/dapi-env-test-pod Created container

9mb5s Warning FailedCreatePodSandBox pod/dapi-volume-test-pod Failed create

pod sandbox: rpc error: code = Unknown desc = failed to create pod network sandbox
k8s_dapi-volume-test-pod_openshift-config_6bc60c1f-452e-11e€9-9140-
0eec59c23068_0(748c7a40db3d08c07fb4f9eba774bd5effe5f0d5090a242432a73eee66ba9e22
): Multus: Err adding pod to network "openshift-sdn": cannot set "openshift-sdn" ifname to
"eth0": no netns: failed to Statfs "/proc/33366/ns/net": no such file or directory

8m31s Normal Scheduled pod/dapi-volume-test-pod Successfully assigned
openshift-config/dapi-volume-test-pod to ip-10-0-171-202.ec2.internal

e M OpenShift Container Platform ¥£H& &E&T B PS4,

1. JA3) OpenShift Container Platform 124l &,

2. Bii Home - Events, BiAFEENTIE,
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3. BEEEEEFREMHMITR, #80, Home - Project — <project-name> — <resource-
name>,

pod MIEREFITE X RLEHF B K Events 1L1&, HBRSIZTRIEBRIEMH,

8.1.3. EHTI%
AT 43 OpenShift Container Platform BIZ {4,
*81LERESH

& ftidk

FailedValidation  pod E2E%iE KM,

K82 ABEH

B 3T

BackOff EHR B ER R KIG
Created [SNellc2 3N

Failed HIER/ O3/ R 5 R
Killing EEA LR,
Started BEREH,
Preempting IEFEG G H A pod,

ExceededGrace 7Ei8ETIREIN, BRIz {THERBZEL pod,

Period
* 8.3. EEREH
BN ek
Unhealthy BETEE,
X 8.4. Gi&EH

B sk

BackOff EORAISRAD, BRI

ErrimageNeverP %% T Hif&kE NeverPull 3B,
ull
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B 3T

Failed HIELER R KL

InspectFailed AR R

Pulled FRINHIER T Hiffk, HBR/HEKEFE TSR L.
Pulling IETERI AR R

* 8.5. GG ETERHEH

B 30

FreeDiskSpaceF =] #7228 KM,
ailed

InvalidDiskCapa HWHBETLH.
city

X 8.6. TmEH
E4 i Hah
FailedMount BEH DK,

HostNetworkNo  FHLMEARZZHF,
tSupported

HostPortConflic  E#l/imAH2E,
t

KubeletSetupFa  kubelet &%,
iled

NilShaper RE LER R,

NodeNotReady T RARLE,

NodeNotSched T EAAHE,
ulable

NodeReady TR B,
NodeSchedulab  "ma LU,

le
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£

NodeSelectorMi
smatching

OutOfDisk

Rebooted

Starting

FailedAttachVol
ume

FailedDetachVol
ume

VolumeResizeF
ailed

VolumeResizeS
uccessful

FileSystemResi
zeFailed

FileSystemResi
zeSuccessful

FailedUnMount

FailedMapVolu
me

FailedUnmapDe
vice

AlreadyMounte
dVolume

SuccessfulDeta
chVolume

SuccessfulMou
ntVolume

SuccessfulUnM
ountVolume

346

sk

T RIS LR,

gL 22 H A B

TREER.

IEEE 5N kubelet,

LipIES NI

DEBRW,

7R/ RS R

REhY R/ 18 o

7B/ MRS SR U R W

BRI e/ MRS R S

BN RN

BRET SR

Y SH BR S 7 R

BOEHE.

BERAINDE,

BEBAINHEE,

BE BN ENE
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B sk

ContainerGCFai &gy oy,
led

ImageGCFailed - SRAEL SN

FailedNodeAllo FRABEE L HERITIR B HI Cgroup PR,
catableEnforce
ment

NodeAllocatabl B 5 HllSE BRI R B B9 Cgroup BRI,
eEnforced

UnsupportedMo ARz HEFRIFEHGEDL,
untOption

SandboxChang Pod WREBEEN,
ed

FailedCreatePo KREEDIEE pod D&,
dSandBox

FailedPodSand pod W ERT KM,
BoxStatus

2% 8.7. Pod worker &%
2 ik

FailedSync Pod [ KK,

3k 8.8. RGiEH

£ ek
SystemOOM KRB OOM (REARRE) KiK.
3% 8.9. Pod 4

£1 U

FailedKillPod {Z1E pod KW,

FailedCreatePo B pod BFEIEKI,
dContainer
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£ fk

Failed DI pod #¥E B KRR

NetworkNotRea BT SRR
dy

FailedCreate BIEERTHES : <error-msgs.

SuccessfulCrea  EIE pod : <pod-name>,
te

FailedDelete THIBRAS B 5E :© <error-msgs.

SuccessfulDelet 2k pod : <pod-id>.
e

% 8.10. Pod A AT EEH4
£ ik
SelectorRequired FELFER.
InvalidSelector To B B AR M X R Y PO BRI R R AT R o

FailedGetObject HPA FT&itHEEIAE,
Metric

InvalidMetricSo  RAHIEIFRAKEL,
urceType

ValidMetricFoun HPA BEWRRINITEBIAE,
d

FailedConvertH REEFEHLE ERY HPA,
PA

FailedGetScale HPA =6 28 55 5L B B AR B9 S ai R,

SucceededGetS  HPA #ZHIZFAINIRER T B irHI U BIHIE,
cale

FailedCompute REERIET H MBI T BRI EI A,
MetricsReplicas

FailedRescale R <size> ; [RA : <msgs> : fHiR : <error-msgs>,
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B sk

SuccessfulResc  #TK/) : <size> ; [RE : <msg>,
ale

FailedUpdateSt REEFITIRE,
atus

% 8.11. 4= (openshift-sdn)

B sk

Starting A5l OpenShift SDN.

NetworkFailed pod IO B L EK, pod hiFtiFELE,

% 8.12. 4= (kube-proxy)

£ Tk

NeedPods AR 551% 0 <serviceName>:<port> £ pod.
K813 BEM

£ ek

FailedBinding EETUANFAMS, MERKEFIESE,

VolumeMismatc = BXRNHRESFBFHIFRBRE.,
h

VolumeFailedRe  fIZ LI pod B,
cycle

VolumeRecycle  EISBH 4 4,
d

RecyclerPod G4 pod B & &,

VolumeDelete T RS AT 4 4

VolumeFailedDe  fitlp&s& i HEE,
lete

ExternalProvisi EFsE T ARG ERFIRNESN L &£,
oning
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B sk

ProvisioningFail KRgEE&S.
ed

ProvisioningCle  BEE&HISH HEE,
anupFailed

ProvisioningSu  EMIhE& 7B AL L,
cceeded

WaitForFirstCo TP EREIRE pod HE A 1L,
nsumer

5 8.14. £ A HA hook
2 ik

FailedPostStart WIBFEFRN pod B BRI
Hook

FailedPreStopH A IERREE NS LMK,
ook

UnfinishedPreSt  #i{= 1t hook R
opHook

< 8.15. &bE

B U

DeploymentCan  ReEEUHERE.
cellationFailed

DeploymentCan EBEEUEHEE.
celled

DeploymentCre B8RS HliRH 25,
ated

IngressiPRange  &B"ABIAD IP A2 ECZEARSS .
Full

* 8.16. HERFEH
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£

FailedSchedulin
g

Preempted

Scheduled

B 8 E BIFRH

fk

KEEE pod : <pod-namespace>/<pod-name>, 3| X WEHELTERE, 0
AssumePodVolumes kW4 EEIES,

#77 = <node-name> _t#J <preemptor-namespaces>/<preemptor-names it
o

B IhfE <pod-names 43 Bic%: <node-names,

*k 8.17. i RESENS

£

SelectingAll

FailedPlacemen
t

FailedDaemonP
od

sk

Itk daemon 1%EFEFRA pod. HBEIELIEFSR.

KEERF pod B ZI <node-name>,

£77 R <node-name> L E 7 KINHISF 752 pod<pod-name>, ST EHL
ik,

5 8.18. faE SRR EH

£

CreatingLoadBa
lancerFailed

DeletingLoadBa
lancer

EnsuringLoadB
alancer

EnsuredLoadBa
lancer

UnAvailableLoa
dBalancer

LoadBalancerS
ourceRanges

LoadbalancerlIP

30

O M H D aR i

IETEMIRR R B39 25,

IETERBR M E9E 35,

ERR N EIE R,

% BT AT LoadBalancer RSS2,

5| H%#7# LoadBalancerSourceRanges. 571, <old-source-range> - <new-

source-range>,

BIHET P Hutt, a0, <old-ip> — <new-ip>,
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E4 iy Hah
ExternallP FIHAER 1P #osk, 5120, Added: <external-ip>.
uID 5 # UID, 40, <old-service-uid> — <new-service-uids,

ExternalTrafficP %4 #7 ExternalTrafficPolicy. 140, <old-policy> — <new-policy>.
olicy

HealthCheckNo 5 %t HealthCheckNodePort, #i11, <old-node-port> — new-node-port>,
dePort

UpdatedLoadBa {7 =4 E# 1 #9185,
lancer

LoadBalancerU ERH ENFE I O E DR HE,
pdateFailed

DeletingLoadBa  EfEfifR i Hi39H 25,
lancer

DeletingLoadBa iR il o firegis B i,
lancerFailed

DeletedLoadBal 2k #Ea% 2.
ancer

8.2. {5 OPENSHIFT CONTAINER PLATFORM i s o] AR 4HH) POD =
ENEREIE R, B LU#EM OpenShift Cluster Capacity Tool ZE A LUHER pod L&, LUEETIR
FRABEMURITR, HARRSERN pod AALWIAE, LLBERXRETEBEPNTREN, SFECPU. A
AR E 2 1A S5,

8.2.1. T fi# OpenShift Cluster Capacity Tool

OpenShift Cluster Capacity Tool Bl —RFIHE R, UBEEFTRERIIEHFAILAESZ DM EA
pod SEfI, LURMEHEMRAEE,

EAERITET RASMNAME TR, FMAEHERMREKTOESESHBEEE. ©
RAAHRKWTR, FB I HEEHPATURAES D NERLEERM pod SIS
AHCHENT AR E.

Ao, RIBEFEMXEKMERYE, TR0 HEN pod HEERENT RES. HLt, "R
M BERELREE S D pod,

-

IR AT LAM B 45473247 OpenShift Cluster Capacity Tool YE NI SCFHTERF, =& E OpenShift Container
Platform 58 pod FIENELZTT. FH pod AREILIZITIZTE, BALUERFINER FZR

Z1TE.
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8.2.2. B 1TH51T OpenShift Cluster Capacity Tool
IEAI LAM B 55473297 OpenShift Cluster Capacity Tool, LGB A AERIEEEFM pod $E,

&R LI — N pod spec X, TEFRAERMEFRERER. pod HIBNEFREREEN
limits =X requests, KR ETERMES I REE pod WHIREXK,

SoRFEH
1. 321T OpenShift Cluster Capacity Tool, BAE N BABESRY B RPNESRHEE.
2. BI% pod spec X4 :
a. BIB—DELULITRAB YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: small-pod
labels:
app: guestbook
tier: frontend
spec:
containers:
- name: php-redis
image: gcr.io/google-samples/gb-frontend:v4
imagePullPolicy: Always
resources:
limits:
cpu: 150m
memory: 100Mi
requests:
cpu: 150m
memory: 100Mi

b. BIEERHAR :
I $ oc create -f <file_name>.yaml
4N -

I $ oc create -f pod-spec.yaml

i =
EMSTHEREMS=ETE

1. 4R E K E| Red Hat Registry :
I $ podman login registry.redhat.io
2. NEVEBRBRETERG

I $ podman pull registry.redhat.io/openshift4/ose-cluster-capacity
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TEREEIR

$ podman run -v $HOME/.kube:/kube:Z -v $(pwd):/cc:Z ose-cluster-capacity \
/bin/cluster-capacity --kubeconfig /kube/config --<pod_spec>.yaml /cc/<pod_spec>.yaml \
--verbose

==

<pod_spec>.yaml

IBEEFERAH pod Hig,
TR

HIHAEXEEREN T R ETUAE S DA pod BIIFEA R,
i~

small-pod pod requirements:
- CPU: 150m
- Memory: 100Mi

The cluster can schedule 88 instance(s) of the pod small-pod.

Termination reason: Unschedulable: 0/5 nodes are available: 2 Insufficient cpu,
3 node(s) had taint {node-role.kubernetes.io/master: }, that the pod didn't
tolerate.

Pod distribution among nodes:
small-pod

- 192.168.124.214: 45 instance(s)
- 192.168.124.120: 43 instance(s)

FEEBIF, SEHHUTAUHER pod 87 88,

8.2.3. ¥ OpenShift Cluster Capacity Tool ¥} pod FRBELiE1T

@it LA pod BRI RIZ1T OpenShift Cluster Capacity Tool, AU ZRZITIZIE, MEZERSF
Til. &RILAEF ConfigMap X & LU BIFZ 24T OpenShift Cluster Capacity Tool,

SeRF M
THE FLRE OpenShift Cluster Capacity Tool o

. BIBRERAE
a. BIB—DELLLITRAIF YAML XX -

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: cluster-capacity-role
rules:
- apiGroups: [""]
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resources: ["pods", "nodes", persistentvolumes”, "services",
"replicationcontrollers"]
verbs: ["get", "watch", "list"]
- apiGroups: ["apps"]
resources: ["replicasets”, "statefulsets"]
verbs: ["get", "watch", "list"]
- apiGroups: ["policy"]
resources: ["poddisruptionbudgets”]
verbs: ["get", "watch", "list"]
- apiGroups: ["storage.k8s.i0"]
resources: ["storageclasses"]
verbs: ["get", "watch", "list"]

persistentvolumeclaims”,

b. IZfTU TS RAUIBEHAR :

I $ oc create -f <file_name>.yaml
4N -

I $ oc create sa cluster-capacity-sa

IR IR

I $ oc create sa cluster-capacity-sa -n default

. :l‘\f_f'% @//J\\ 7.‘”] EUHE%H]KF

$ oc adm policy add-cluster-role-to-user cluster-capacity-role \
system:serviceaccount:<namespace>:cluster-capacity-sa

Hep:

<namespace>

187 pod FRIEBI AR R Z2[H],
. N FFOIE pod Hlig :
a. BIB—DRLULLTRAIBI YAML 324 -

apiVersion: v1i
kind: Pod
metadata:
name: small-pod
labels:
app: guestbook
tier: frontend
spec:
containers:
- name: php-redis
image: gcr.io/google-samples/gb-frontend:v4
imagePullPolicy: Always
resources:
limits:
cpu: 150m
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memory: 100Mi
requests:

cpu: 150m

memory: 100Mi

b. IBITUA RS REAIE pod :

I $ oc create -f <file_name>.yaml
4N -

I $ oc create -f pod.yaml

5. BITUTHREBEERNNR

$ oc create configmap cluster-capacity-configmap \
--from-file=pod.yaml=pod.yam|

ERAEDIEAL N cluster-capacity-configmap BIEC B MR RIFHFIB D, A pod
FIAE 4 pod.yaml #£# E4 test-volume BIESE /test-pod.

6. ERALUTRAL AR S RAEI BB RL -
a. QE—DRLULLITRAEIE YAML 32 -

apiVersion: batch/v1
kind: Job
metadata:
name: cluster-capacity-job
spec:
parallelism: 1
completions: 1
template:
metadata:
name: cluster-capacity-pod
spec:
containers:
- name: cluster-capacity
image: openshift/origin-cluster-capacity
imagePullPolicy: "Always"
volumeMounts:
- mountPath: /test-pod
name: test-volume
env:
- name: CC_INCLUSTER @)
value: "true"
command:
- "/bin/sh"
-"-ec
-
/bin/cluster-capacity --podspec=/test-pod/pod.yaml --verbose
restartPolicy: "Never"
serviceAccountName: cluster-capacity-sa
volumes:
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- name: test-volume
configMap:
name: cluster-capacity-configmap

ﬂ DREWIMEDLE, FREEFETEMETCEN—1 pod EEEHIZT.
ConfigMap & pod.yaml {5 Pod spec X &AFER, (EXF2NTM, HNRIX
FER, A pod MM ST AT VE N /test-pod/pod.yaml 7£ pod FR# /1],
b. BT T®4, L pod FIEIMFERZITEBEEHE

I $ oc create -f cluster-capacity-job.yaml

1L REFLARE, UERAESEFTHERN pod HE :

I $ oc logs jobs/cluster-capacity-job
it Bl

small-pod pod requirements:
- CPU: 150m
- Memory: 100Mi
The cluster can schedule 52 instance(s) of the pod small-pod.

Termination reason: Unschedulable: No nodes are available that match all of the
following predicates:: Insufficient cpu (2).

Pod distribution among nodes:
small-pod

- 192.168.124.214: 26 instance(s)
- 192.168.124.120: 26 instance(s)

8.3. {3 A BR#I5E [ PRl B IR H 5

KINBR T, B21E OpenShift Container Platform &&f L {F A LRMITETRZT. B RHESERE, &
o] LLRR #1701 B A 4% 5T REVTTEHAE -

e pod A% : BH LN pod REBLRXE CPUMRFHNR/NZRAERK,
o G : IRAETLLXE ImageStream X R B R AT S S EROBRE,
o iR : MR LABRGI AT HEE BIER registry BOB& KN,
o REAMBFEIHPVC)MEAILUIREIERE PVC BIK N,
IN2R pod ARIF & BRHSE H 5 FIBIBREI, T TSSETE 64 22 (AR A pod,
8.3.1. X TIRHISEH
LimitRange *f § & Y HIBRESEE R B R BTRERE. EUEF, BALA pod. &R, Hi&k. Hi&
RERFAUBER (PVC) HBRERRRE.
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ZARMER TR A IERE KNI E RBE LimitRange X R 1TIHE. MR FIRIER TEMR
i, NSE4Z IR,

UTFERTMBHAHRRESEENR : pod. Bes. Hifk, BHKMRK PVC, BAILITER —Xf R yiX g
HH— P HE M HGEERE. ETLUVEDNEERF RN E 2T REBRESEEN KR,

BAHIBRBISE FEX R B

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "Container”
max:
cpu: "2"
memory: "1Gi"
min:
cpu: "100m"
memory: "4Mi"
default:
cpu: "300m"
memory: "200Mi"
defaultRequest:
cpu: "200m"
memory: "100Mi"
maxLimitRequestRatio:
cpu: "10"

8.3.1.1. X FZH & BRI

UFRAZREBNMGNRESEE S, NEREN, REIBHIR. ErLUREEE N ERSAE M
B — LimitRange %%,

8.3.1.1.1. 23R

BT RFESEE, EAIEE pod HENBER A LUERMFE B MR/ IHRA CPUMIRE, RETHE
FOIER2R, I Pod spec HIYAERF CPU FMIRFIERAIIFFE LimitRange X RHIGBEME, NRE
A, Il pod AR,

e XfF7E LimitRange X RHIEEMN B, BF CPUXANFIHKMREISLMAFHET min HiR
z’{lﬁc

o A& CPUFRFIHKRMPBHIXI/NFHET LimitRange X R IEEM B max FRAE,
N LimitRange *f R E L. 7 max CPU, NIFRFEZETE Pod spec H7E X CPU iHK (request)
B, BEXTIEE— CPUlimit (£, ©SHEZHEEREEEFPIEEMNRK CPU RIE,

o AHBMRHFISHRAULAILINFHETF LimitRange X R Hi5EM A 2R/
maxLimitRequestRatio fH.
SN LimitRange X/ R & . T maxLimitRequestRatio 23, N{TA#FH AR IENEH
request #1 limit {£, OpenShift Container Platform i@ limit FREL request it &R 515K
BILbEE, XMENIZEART 13RI,
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fBign, wNRFERH limit (P S21E cpu: 500, request [EF &% cpu: 100, I cpu BIFREI S5
KL R 5, X EBX /N F 5% F maxLimitRequestRatio.,

1R Pod spec ‘R BIEER R FTIRAFNRE, NIEFRESERERPIEENED LM default =
defaultRequest CPU M1 EE D B4 B ER.

23 LimitRange X R E X

apiVersion: "v1"
kind: "LimitRange"
metadata:

name: "resource-limits"
spec:

limits:

- type: "Container”
max:

cpu: "2" 9

memory: "1Gi" 6
min:

cpu: "100m"

memory: "4Mi" 9
default:

cpu: "300m"

memory: "200Mi" a
defaultRequest:

cpu: "200m" 6

memory: "100Mi" g
maxLimitRequestRatio:

cpu: "10" @

LimitRange X RBI &R,

pod REANEFERA LUE KM T A CPU £,

pod REANERRA LUERNFEARNFE,

pod REANEFER A LUE KM &/ CPU £,

pod REANERRA UKW R/NAFE,

INRAKTE Pod spec HiEE, Bl LUMEABEIL CPU £,
SNRAKRTE Pod spec FiETE, B UERANRINREFE.
INR%ETE Pod spec FI5TE, BesAlLUEKMEIN CPU £,

JNSRARTE Pod spec HIEE, BEALUEKHNRINAEE,

0909090290000

BERRAMRE 55K,

8.3.1.1.2. Pod BR{&
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PREBISEH ST FIE N A EIH R pod WERIEE &x/NMIxK CPU MRNEFRIE, ZFENMEHBPUER
23, Pod spec FHIA SR CPU MINFIER LIS LimitRange X RPN BHIE, MR%EHE, Nl pod &
SWOIE,

N Pod spec ‘X BIEER R FTIRAFNRE, NIEFRESERERPIEENED LM default =
defaultRequest CPU F1RNEE D B4 B 2R

£ pod FHIFIERESRF, FEHRUTRM :

o XiFIE LimitRange 1% FIEE pod, & CPUINENRABBIBTAFHET min VR
é’gﬁo

o AR CPUFRFIHFKRFAMRH S I/NFHZET LimitRange f RHIEEM pod B max FIRAR,

o ARHBRESIFHRMLLHILITNTFHET LimitRange X 5 F115 EH maxLimitRequestRatio £
ﬁo

Pod LimitRange X} &R E X

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "Pod"
max:
cpu: "2" 9
memory: "1Gi" 6
min:
cpu: "200m"

memory: "6Mi" 6
maxLimitRequestRatio:

cpu: "10" G

PR ISE F0 REVE .

pod AITEFIA &8s H1E K& A CPU £,
pod I EFTE A& FTE RWEAREFE.
pod RITEFA &8s H1E K&/ CPU &,

pod AIEFTE A& FAITE KRR NREFE,

Q90009

BERRAMRE 55K,

8.3.1.1.3. &R
LimitRange X R fo 1F &8 E Al #EX El OpenShift & registry BISEIRIITR KK/,
IR HEIX R OpenShift 551K registry B, /THRIL TR :

o ERHMIR/NMINTFHET LimitRange X R 15 E MR RKME.
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Bif%& LimitRange X RE X

apiVersion: "v1"
kind: "LimitRange"
metadata:

name: "resource-limits"
spec:

limits:

- type: openshift.io/lmage
max:

storage: 1Gi g

‘) LimitRange ¥ RE9 & FR,
9 AT HEEE OpenShift 1R registry FIERIRBIER KK/,

& o
' E 1B BRHIA Blob L(ZE| registry, NWAIURF registry BZiE i Hll L HEEC A,

gk

==
[=]

ELEEMEFELRF, BERNFIEREATHE, XAER Docker 110 X & kA< F4)
BEFFHEE R v2 registry FOERIREULID MEALE, SNRIXFERVERIR M IBH Docker S
HFERIEY, H registry fFRIRE F L schema vl IR TRIE S K/IMEXBE
B, RIEEEXEFHERGISMELEFERELE,

XA R EFEROR

8.3.1.1.4. BE&RBRIA
LimitRange X R R 1F & N Eil& kT8 ERIE,
N FBNEBER, FEHRUTRME :

e ImageStream Hi& AR IR E T/ FHZFT LimitRange % R #Y
openshift.io/image-tags 27K,

e ImageStream A& X Hi R AIME— B | B EE LU/ TF S EF F IRESE X R P
openshift.io/images 2K,

Bt LimitRange X RE X

apiVersion: "v1"
kind: "LimitRange"
metadata:

name: "resource-limits"
spec:

limits:
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- type: openshift.io/ImageStream
max:

openshift.io/image-tags: 20 g
openshift.io/images: 30

Q LimitRange ¥ SRE & FR,

Q SR spec A1 imagestream.spec.tags S M — RIS R KEE,

9 &7 spec F1 imagestream.status.tags S P M — &5 AR AHE.
openshift.io/image-tags FRICKRME—HilR5IH. FTREMISIARZ
ImageStreamTag. ImageStreamimage #1 Dockerlmage. "I LA{#f oc tag #1 oc import-image #p 45
PRI, NEMASBIBZEEERS, B2, ImageStream MA&FIRiCHENH—B|BIUTE—
Roe CARLUEMA X REIHEEEI NEBRERIRIR registry, BXFRZERHIEAE M.

openshift.io/images FHRARFGMINEF LKA —HHR BT, ©RIFN A LHEEES] OpenShift Hitk
registry 9% DMERIETIRE], MEFAESIBTERX S,

8.3.1.1.5. KrAtEB= (PVC) BRI
LimitRange * R AT ERFIFAUESER (PVC) HiFRmEHE.
E—NERMAFAMESHERR, LIHEL RS

o HAMBREH (PVC) HMTTRIERMIATHEFT LimitRange Xf RAEEHN PVC B9 min £

ﬁo
o FAMERFEH (PVC) AMHEIRIERMIINTFHETF LimitRange X RHIEEM PVC B9 max 2
ﬁo
PVC LimitRange ¥ &R E X

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "PersistentVolumeClaim"
min:
storage: "2Gi" g
max:
storage: "50Gi" G

Q LimitRange ¥ A& FR,
Q FAMESFREPAIERNR/NEHEE,
g ERFAMEFRREKRNEREEE.

8.3.2. (I RHSEH
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SSREEE N AR —ANTE -
1. ERENAFENMEOIZ LimitRange & :

apiVersion: "v1"
kind: "LimitRange"
metadata:
name: "resource-limits"
spec:
limits:
- type: "Pod" 9
max:
cpu: "2"
memory: "1Gi"
min:
cpu: "200m"
memory: "6Mi"
- type: "Container"
max:
cpu: "2"
memory: "1Gi"
min:
cpu: "100m"
memory: "4Mi"
default: ﬂ
cpu: "300m"
memory: "200Mi"
defaultRequest: 9
cpu: "200m"
memory: "100Mi"
maxLimitRequestRatio: G
cpu: "10"
- type: openshift.io/lmage ﬂ
max:
storage: 1Gi
- type: openshift.io/ImageStream 6
max:
openshift.io/image-tags: 20
openshift.io/images: 30
- type: "PersistentVolumeClaim"
min:
storage: "2Gi"
max:
storage: "50Gi"

4 LimitRange X/ RI§E — & #F.
£ pod RERE, BRBEEEER/NHEK CPUIREFEFXK,
ENRB/EAERE, HFREFERER/NNRKKA CPU MAFIEK,

ik, NFAELE, WMRZETHE Podspec HIEE, NIIEERSFTLUERAKIRIN CPU HHE

==K

® 0009

ik, NFAELE, WMRZETE Podspec HIEE, NIIEERSFATLUEKHIBIL CPU HAE
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EO
ik, X F&EE, 1EE Pod spec RS EH &R ARSI S1EK LI,

BNEETRIIERE, HIXERTHEE] OpenShift HiR registry BIFRHIRAK/N,

Q99

BEHEGEREXERE, HRIEFEXE ImageStream X R X PR KFEEIREHEI A
.

© EHBAMBERLERK, HRETERORNARAEHE,
2. DIEXR :

I $ oc create -f <limit_range_file> -n <project> ﬂ

Q@ SEEOEN YAML XHB B RER ARFITIE.

8.3.3. &R
R LB TE web #2516 P S EIN B # Quota TTER EFYIE HE L HEAIBRH,
AR LAMER CLI B RREISEEIFIS -

1. FREXYI B E Y H LimitRange X R7Izk, B0, *F4H demoproject BITiE :

I $ oc get limits -n demoproject

NAME CREATED AT
resource-limits 2020-07-15T17:14:23Z

2. R RRILERR LimitRange X%, %0 resource-limits REISEH :

I $ oc describe limits resource-limits -n demoproject

Name: resource-limits
Namespace: demoproject
Type Resource Min  Max Default Request Default Limit Max

Limit/Request Ratio

Pod cpu 200m 2 - -

Pod memory 6Mi  1Gi - - -

Container cpu 100m 2 200m 300m 10
Container memory 4Mi 1Gi 100Mi 200Mi
openshift.io/lmage storage - 1Gi - -
openshift.io/lmageStream openshift.io/image - 12 - -
openshift.io/lmageStream openshift.io/image-tags - 10 - - -
PersistentVolumeClaim storage - 50Gi - -

8.3.4. fitIFR PR H5E ]
EfHBRMEAE LR LimitRange W&, {HE R E dom s SCHERR ]
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o T TS

I $ oc delete limits <limit_name>

8.4. EEEERENELIHERSHRAFMNEER
{E BB, ERIE T ARG ARENE, MTRBIERANEE :
o BEFBLLUMARFAHNNEARER ARBRBATSEUHNRILER,
o RERBSMBRFEAN (11 0pendDK) , LBENWHREFRENSBNESH,

o JUHMRREERBFIZITHRNAFEIRER,

8.4.1. THREENARFRRE
TERELRERT, BUUEFHRE OpenShift Container Platform f0{AI &2 118 5T R,

SFEMER (RFE. CPUSTERE) , OpenShift Container Platform 2 1F1E pod & NASR LIXE
al%# request 1 limit {E,

ERUTXRFAFEERMAFRFNESR
o AfFIHR

o MRIE, AFIHFKEXFN OpenShift Container Platform FERFE., HARAEET =
i, HERFRZEAFER, RREMETRLESEEIFEROAFHIZERER,

o MRV RMWEERER, OpenShift Container Platform &I MRERNFHEBHAFIEK
REZHNARIK. TENNEREREBEFH, T7m OOM & ILFRF Al LURIE R LI IE k4%
I RBFHH—DNERE,
o HKHTEARLNMES, HEPEAFIFREMNBINE,
o EHTEAFUBEERAALBENAEERE, UESELHISFEA,
o NTFPRHI
o MRIFE, AFERHIEF X AIIERIRPATA A2 EIRFIREEMERS,

o MRANPEABRBFAENENAFETAFRE, T RBHAEF (OOM) K IEFZFFIAD
WREF R L R RHH— DR,

o MREMIEE T RFFIEKFRE, NAFRFLMAFHEFRFFRE,
o KRMEHEANIUNEERD, HEDEAFRFIERIIME,

o ®/NAERMEHN 12MB, MNRALEH— Cannot allocate memory pod E4/FEIKN, X
KERAFRGIKE, 2MKMHPRAERE], MHERERHITILE pod SEFETTRRAYTY s HER.

8.4.11. BN AEFAFEK
g0 F 2 OpenShift Container Platform V%N FREFAE KNS -

. BETHNESEAERE
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MEETHIBT (a0, BT RIIBENGE) , REFSEMES AT RENTURFIIEMIEE,
HEERBHFEPEARMTSONMENRE : fla, ENARFEEEREAHBBAE ?

2. HEMELIEYF
HAERTRRENEIEYF. MRNEIEFEIE, NBRFNUREFTHNEEREN EL—INREBE
BALRERAE, MRAEIEFRS, BLREFHNTHRETRATTRENZY,

3. RERHBAFIFEK
RIFEU LR X ERRAFER, HREEEBRTVARFRNFREEF. NMREXRITS, &
BN AENEET, WRFKIE, MARFRRHLERRRS.

4. RIERERERRAFRE
EVER, RERRAFRE, MRASTAELENLEAERERIRE, RLXERFIEIL
Bz bR ERRE, FRLUXEIEFMtAER, —AH, TRSKSFBIREHIENMZAN T EREFER
("RFEXRI) ; H—HE, HRIRRKIEITRE,

EEITEMR, AL OpenShift Container Platform & AIBEE RN BRH ; BLER TSR
FERFIEZRIGTK ; MEBBLNARFRESEU T IXENRS, EAXERERERZRN,

MR FERFRE, EXNFRNFHHEERSRFREN LZEBET DL,
5. RN ARFLT RN

S, RN ARFERBEENE RMBRH T T M. N BEREFENNARR
(M IvM) , X—=FEXNEX. FRIHNERBOFNAIAEHIRE.

Hth

=X

e
o TRITEHRMNES

8.4.2. T fi# OpenShift Container Platform #J OpenJDK 1% &

LB OpenJDK HEEBREIMERRRESNE, FEBRETIZIT OpendDK i, FHHERE—LELA
# Java RTFXIE,

JVM AERBLHRER, FEMMRATMR, FEAXAEIEMT1E, BFENERIRFIZIT OpendDK B
=, EVUTEANATFREERNESFEER

1 BE IVM AR,
2. ERBERIIBERT, RfE JVM BRERGTBERARERNAE.
3. WRIEMEE T RaaPBIFTAE JVM iz,

AL BERHIZITH JUM TR EHEBH AN ILTER, HEAEY RLES DN JVM £,

8.4.2.1. T R JVM Ix KHEK /I

X FIFE Java TEME, JVM HERRAVWAEFR . BRI, OpendDK BKIARIFHTET R&E% 1/4 (1/-
XX:MaxRAMFraction) BIRN7ZH T %, 1 OpendDK BEERR/NIZIT,. HIb, FHEFSIT
H, FHREET ARNFREI,

AR EBREDERMHAR

o MRKNETABRNERE, FHH IVM ZIFRLLIE MR, HXE -
XX:+UnlockExperimentalVMOptions -XX:+UseCGroupMemoryLimitForHeap.
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UseCGroupMemoryLimitForHeap 12 1E JDK 11 ffifR, A -
XX:+UseContainerSupport &1t

X -XX:MaxRAM X E N BHRFRE, FRZAHEK/ (-XX:MaxHeapSize / -XmXx) X &
7y 1/-XX:MaxRAMFraction (2KIA N 1/4) .

o EIEEE -XX:MaxRAM, -XX:MaxHeapSize 5% -Xmx.
IXANEIE RAHEFH TR, BhERITITEREBENFAL,

8.4.2.2. T f@i{a{2{# JVM MEERSEBBAHNAE

BIAERT, OpendDK AREHMBRIERFBAERANANE, XAEES TS ESHLE Java TN
#, BhAREEIN, PIINFSERHRESEEN VM RENTEME, XLEHMAHRZRESHN
B JVM, HEXNENHSE.,

ETF Java IR FEALT JVM SEESER JVM RIEERSBERBKRERNRTRE

-XX:+UseParallelGC
-XX:MinHeapFreeRatio=5 -XX:MaxHeapFreeRatio=10 -XX:GCTimeRatio=4
-XX:AdaptiveSizePolicyWeight=90.

XESEE Y PEMAERT 10% AW ER (-XX:MaxHeapFreeRatio) f5 N 7R IA AR E R
g8, LIRS L& % TETE 20% B9 CPU K [A] (-XX:GCTimeRatio), N AREFH# AR —ERK/N
FHaHE DB (# -XX:InitialHeapSize / - Xms &3) . 717 Java £ OpenShift FEIRFEA (B 15
4) . AT Java 7E OpenShift FMIREEF (58 2E84) LAK OpenJDK F1A 25124 7 H b ¥4H(E

/BN o

8.4.2.3. T Rmf{R EMfECER R MME JVM #HiZ

MRZEAN VM ER—FHEHT, NpMRIEETNEEEREMREIR, MRETFLSITENE, FENE
NIVM DE—IARETIEE DL, BHRRANTNRERE,

% Java TEFATRENI ELEJAVA_OPTS. GRADLE_OPTS Z)REEH JVM, HBERSER
X B A IERE JVM,

OpenJDK 1A4 & & JAVA_TOOL_OPTIONS Ifi5%'=, 7£ JAVA_TOOL_OPTIONS 15 EHEHRH
JUM @ S THhIEEMEMIETES., BAERT, H7HERXEETEINEFEETF Java WAERGRH
Z{THIRRAE JVM TYEfE, OpenShift Container Platform Jenkins Maven fXERER{&REE -

-XX:+UseCGroupMemoryLimitForHeap -Dsun.zip.disableMemoryMapping=true"

P2 =1
; UseCGroupMemoryLimitForHeap 102 1E JDK 11 fAfififR, £ -

XX:+UseContainerSupport &1t

I JAVA_TOOL_OPTIONS="-XX:+UnlockExperimentalVMOptions

XARRRIEAFEIN LT, RERF-TLANER.

8.4.3. M pod R E R 1H K PR
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FHELM pod FEIE L HATFIE KFBRFIBI N A2 1% A Downward AP,

ff

L=

S

1. BC& pod, LAAAINMEMORY_REQUEST #1 MEMORY_LIMIT /i :
a. BIE—DNRBLLITRAIN YAML XX :

apiVersion: vi
kind: Pod
metadata:
name: test
spec:
containers:
- name: test
image: fedora:latest
command:
- sleep
- "3600"
env:
- name: MEMORY_REQUEST @)
valueFrom:
resourceFieldRef:
containerName: test
resource: requests.memory
- name: MEMORY_LIMIT @)
valueFrom:
resourceFieldRef:
containerName: test
resource: limits.memory
resources:
requests:
memory: 384Mi
limits:
memory: 512Mi

@ FIntoN TSR EIIR AR AR I
@ RO SR A BN PR P4 RRA 1

b. BITLATarE3RAE pod :
I $ oc create -f <file-name>.yaml
1. fEFE2 shell 1i17] pod :
I $ oc rsh test
2. RERENMATIHKRME :

I $ env | grep MEMORY | sort
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ol

MEMORY_LIMIT=536870912
MEMORY_REQUEST=402653184

pa =

RN TZRR & {E B AT B /sys/fs/cgroup/memory/memory.limit_in_bytes XX {4 M A 23 NER L
HXC

8.4.4. T OOM & ILTRBK

MNRABSRPFIAFRENAELEEBIRNERS, BT "ENT RREERIEF T, OpenShift
Container Platform A LA 1E R as PRI ENHTE,

YIHREBEHERE (OOM) AIER, XA SHARILERLY, NRE:E PID 1 AR SIGKILL, T
AHRAIEERE. BN, FHTHRIURTEMIARNTI,

BN, ENFEARLUKLIE 137 B, XFRTFIEREIT SIGKILL F5.
MNRABEHEXBILELRE, NEEHRANE OOM 41k, MTFFRR :
1. {8 32 shell P57] pod :

I # oc rsh test

2. T T4, EE /sys/fs/cgroup/memory/memory.oom_control Y F] OOM & 1kif

.
I $ grep "oom_kill ' /sys/fs/cgroup/memory/memory.oom_control
=1
I oom_kill 0
3. BITUTHEESILZ—D OOMKill :
I $ sed -e " </dev/zero
=1
I Killed
4. T TR AEE sed S HBLRHRE -
I $ echo $?

i tH o B

I 137
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B, 137 KRBR/HBURE 137 BH, XRFBWEIT SIGKILL 5,

5. a7 T4, BE /sys/fs/cgroup/memory/memory.oom_control i) OOM & 1E 11425 :

I $ grep "oom_kill ' /sys/fs/cgroup/memory/memory.oom_control
i =Bl
I oom_kill 1

IR pod FH—NHL N HFEEE OOM %41k, LY pod BEERHN (FIEREILENLE) |,
TG A EARE Y OOMKilled B Failed [f1E&, #% OOM &1L pod FTRERIRIE
restartPolicy (EE/S, MRAEH, EHIEHISRFLH RSB pod MRIURE, FOgE—1
¥ pod E&E#:H pod.

FERALUTHDIRE pod KA :
I $ oc get pod test

it Bl

NAME READY STATUS RESTARTS AGE
test  0/1 OOMKilled 0 im

o IR pod BEER, HiTUTHRREE pod:
I $ oc get pod test -0 yaml

it Bl

status:
containerStatuses:
- name: test
ready: false
restartCount: 0
state:
terminated:
exitCode: 137
reason: OOMK:illed
phase: Failed

o MREE, BITUTHSEAE pod:
I $ oc get pod test -0 yaml

it Bl

status:
containerStatuses:
- name: test
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ready: true
restartCount: 1
lastState:
terminated:
exitCode: 137
reason: OOMK:illed
state:
running:
phase: Running

8.4.5. T f# pod JXpR

OpenShift Container Platform B 777 s RFFERET M s EIXER pod. RIBAFEFRRMEE, IKERATEE
BEREEBRE, BHEF—E, REWVRERT, SN BAHRWEHTRE (PID1) KEISIGTERM 55, HWERZ
&, MRHARLKEBH, NKKE— SIGKILL EB. FLLWRBETRE SRR EHESIIENILE]
SIGKILL &,

IRBREY pod B4 Failed B &, REHN Evicted, Fit restartPolicy B{ER 2, % pod #IARE
fF. B2, EHIEHISREFLHRSEE pod RIUAE, FHEOUE—H pod I IH pod.

I $ oc get pod test

Fai tH 7 Bl

NAME READY STATUS RESTARTS AGE
test 0/1 Evicted 0 im

I $ oc get pod test -0 yaml

i th 7 Bl

status:
message: 'Pod The node was low on resource: [MemoryPressure].'
phase: Failed
reason: Evicted

8.5. L BESEA LY POD MERIY EFAN TR L

WF S E@EAE (overcommited) KRR, BasiTEFIRIG KRG CSFEL RGP B TIR, A
M, EAUE—NFLIERER T E/BETEE, T WEXFIAE A DU DU R 4 BE Sk L EXTh AE
BB,

BETUEEITERRIIEKR (request) FR(E (limit) . HKRKAFHESSR, URHKERSRIL,
FRIEAFART R LA LUBHERNITERIREE,

HERFRZAMMACKEPARAE T REITENRER, B pod REERFENT RL, RAKERE podH
ITEHRERT RNTREE,

OpenShift Container Platform B2 G Al A2 H 1 EFANEE, HEBTRENARBE., ERLERA
ClusterResourceOverride Operator Ee BB — NI E2F A, UBEFAA AR LXERNIEKARE
ZIAIREBI, & TR EFEA. TBERNFUKR CPU BREFMEIME —RBMER, &8 LUARFIRRES
X, LUABIFREM EEARE,
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p= Y=
£ OpenShift Container Platform H, &= KB IM T EF A, 7RI E/EA)
RERBIIAEA, HSHERT R EFA,

8.5.1. KXR1E K =2 E

NFEMTERIR, BHTLIEE-—DEIRIEKIRE, REHBFRTSARETRAIEUHEIERENE
FRMBIFRIRKR, MRBH/IEETRE, BRI TIEK, NERSKARAXLRS], FHETEBTT
mEIEERIRS.

PREUEY i S L EUR FIT ERAKE, MRBFEEEKRIRE, BEKFEIRAEHRRENT R, £
KEEH, BRTUUAREARMMEEICERIGEHPEFEEN TR, EHRREDHBERT, TEERRE
RO BRFREREMRS &,

WEETFIEKRNTR, MEHMERGENZFHRRE, IR ENSTIERIWEIR, 15 RKMBRH
EEAETIEMERARE ; M, MRANBEHET 1G REFIERM 2G REFRE, MRS 1G ERKGEE
WEITRE, BRZAEA 2GH; FAitbIE[EAH 200%,

8.5.2. {fiFH Cluster Resource Override Operator BY&E &2 A8 £ E

Cluster Resource Override Operator @ — A Webhook, AiLERGH S EFRMNRE, HEEESTH
FIETRLEEARSREE, Operator LHIFED B A 77 RA] AN E X IR ZFN CPU RRIE,

&7 F OpenShift Container Platform $#2#l& 8% CLI Z24% Cluster Resource override Operator, #1TF
im. TEREIREH, EAE/Z—1 ClusterResourceOverride B E X ¥R (CR), HEAiXE T EMAN
A, BRI -

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 G
limitCPUToMemoryPercent: 200 @)
#...

ZiJiZ cluster,

ik, MREBEEHMAEET BEAERE, NZAFERKBSZIRENINMESLE, M1E100
Z I8, BRINE 50.

Ak, INREENIMINEET B CPUR(E, NI CPUIERBRIIRENXINMESL, M1E100
ZIH, BRIME 25,

o ® 90

i, MNRIBESRBRINEET FAERE, I CPURENEBEENHNERENT DL (INR1E
E) o LL100% ¥ B 1GiRAM, ZEF 11 CPU AR, XaEEE CPUIEKENHIT (MREE
7) . BiAEH 200,
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P2y~
INRARIFERABINBERIE, N Cluster Resourceoverride Operator BELM. OIEE— N

X ELYRIT B B9 8 ERA R HIAY LimitRange X%, (7E Pod specs FECEEN AMEBEEN
RR i,

RERE, R FUATRENAEENBENGEEENKREEAEBNNENES

apiVersion: vi
kind: Namespace
metadata:

#...

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

#...

Operator 7 ClusterResourceOverride CR, F#if® ClusterResourceOverride J# A Webhook #%
% %5 Operator R R 22 A,

8.5.2.1. f#ifl Web {##I& %% Cluster Resource Override Operator

& AT LAEF OpenShift Container Platform Web 2l & 3k %% Cluster Resource Override Operator, LA
B SRR EER,

FRFM

o MRARIBERKBEMRE, Cluster Resourceoverride Operator fH& G A, BFER—
LimitRange X N Ui B8 EEKIABR(E, =7E Pod spec FEZEZE L FARIE IR,

iz

A OpenShift Container Platform web 12l &5 %% Cluster Resource Override Operator :

1. £ OpenShift Container Platform web 12l & #3%# A Home — Projects

a. mili Create Project,
b. 387 clusterresourceoverride-operator {£ 417 B B & FF,
c. Ml Create,

2. # N Operators - OperatorHub,

a. MTAF Operator 515& /1% ClusterResourceOverride Operator, H il Install,

b. 7E Install Operator TLE ™, R Installation Mode %% T A specific Namespace on
the cluster,

c. #fR7 Installed Namespace i£#¥ T clusterresourceoverride-operator,
d. 5 7E EHHLE AL RN,

e. mifi Install,
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3. 7 Installed Operators TIE A, s ClusterResourceOverride,

a. 1E ClusterResourceOverride Operator I¥1ETIE+, = Create
ClusterResourceOverride,

b. 7E Create ClusterResourceOverride TIE ™+, = YAML #f1EFH%iE YAML iRk, LURIEE
ERBIEFERME

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)
#...

Z IR cluster,
"%, IEEME1-100 2 A BEBRHFAEFERENBSLE (NREHAIE) . BRIAE R 50.

1L, I/EE1-100 2 RBEER 2 CPURRENB DL (MRFEANE) . BIAEN
5,

% @

1]
2]
©
4]

Ak, MEFEA, HlEEEERRNEREMNB D, LL100% T B 1GIRAM, T 1
N CPU W%, XREBE CPUIERBIFTHE (MMREBESE) . BIAEH 200,

c. Rifi Create,
4. B EEREEE LFHRIPRE R EEA Webhook FIHRTIRTS :
a. 7f ClusterResourceOverride Operator TUEH, mifi cluster,

b. 7 ClusterResourceOverride Details T1#, 5 YAML., % webhook #&1# A
i, mutatingWebhookConfigurationRef i H ¥,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","met
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi
mitPercent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

#...

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

#...

ﬂ 5| FE ClusterResourceOverride 4 AWebhook,

8.5.2.2. il CLI %% Cluster Resource Override Operator

&AL A OpenShift Container Platform CLI 3k% %% Cluster Resource Override Operator, LAEE Bl
SEPITE[EA,

SeRFMH

o MRALZERIZEIE, Cluster Resourceoverride Operator £:&% B /EH, W FERA—D
LimitRange %R 11 B 18 EEKIARIE, 7E Pod spec FECEE N AMEZRIRE,

ik =
A CLI %%t Cluster Resource Override Operator :

1. 4 Cluster Resource Override Operator B3| E2 iy % Z2[H] :

a. 7 Cluster Resource Override Operator fll##—“> Namespace Z2[A]%f & YAML XX (40
cro-namespace.yaml) :

apiVersion: vi
kind: Namespace

metadata:
name: clusterresourceoverride-operator

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-namespace.yaml

2. G — Operator 4H :
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a. #y Cluster Resource Override Operator fl|#—> OperatorGroup X% YAML XX (40 cro-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. fll# Operator 41 :

I $ oc create -f <file-name>.yaml

4N -
I $ oc create -f cro-og.yaml

3. AIE—MTH

a. 7 Cluster Resourceoverride Operator | #—> Subscription /& YAML X (40 cro-
sub.yaml):

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.14"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. GIEITH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-sub.yaml

4. 1f clusterresourceoverride-operator &5 % %2 [F]| 1 fl|& ClusterResourceOverride B 7 X FR
(CR) X% :

a. #t A clusterresourceoverride-operator 54 22|,

I $ oc project clusterresourceoverride-operator

b. 24 Cluster Resourceoverride Operator 3]# ClusterResourceOverride X% YAML 344
(48 cro-cr.yaml):
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apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

ZFRE cluster,
"%, I/EME1-100 2 A BERHFAEFERENB S (NRERAIE) . BRIAER 5O0.

1%, IBETE1-100 2 [HEBERE CPUREMNE 2L (WMRERME) . BRIAEN
50

a|

09

N

Q ik, MEFEA, HEEBEARNERENE D . LL100% T B 1Gi RAM, ZF 1
DN CPU A, XeEEE CPUIEKRIHTHIE (MNRBEE) ., BIAMEHN 200,

c. i/ ClusterResourceOverride X% :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-cr.yaml
5. Bt EERE B E LHIRIPIRESRIGUEE A Webhook B AR,
I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yami

4 webhook # AR, mutatingWebhookConfigurationRef 7% H ¥,

Fai tH 7 Bl

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:

annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

#...

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

#...

ﬂ 5| A ClusterResourceOverride 4 A Webhook,

8.5.2.3. EEEM NI EHH

Cluster Resource Override Operator #E— ClusterResourceOverride H & X ¥R (CR), UREH
2 Operator izl £ 6 ARSI E IR,

FRFM

o MRAIBJERKLBEMRME, Cluster Resourceoverride Operator f% G A, EiER—
LimitRange X & N Ui B8 EERIABR(E, =7E Pod spec FEZEZE L FARE IR,

iz
BRI T EMERA -

1. Ym%E ClusterResourceOverride CR:

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 g
limitCPUToMemoryPercent: 200 €)

#...
A%k, IBEMLE 1100 2 AIBERBANERENE L (MEFEBHE) . RIAMEN 50.
Ak, EELE1-100 2 A BEEA S CPU BREME O (MNRFEAIE) . BIMER 25,

A%, MNRFEA, HFEEBEEaRANEFRENES L. LL100% T B 1Gi RAM, ZEF 14
CPL) RKE. XAFEE CP ERENTLNE (NBEAEBE) . BRiE R 200.

09
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— e 1 S 1eYU A e 1Dl e O MO N I S~ e A ST oS e U = U WY U N s S e~ U

2. FARESANEHE Cluster Resourceoverride Operator 32§ 26 AR B &R T LR IR
iH

apiVersion: vi

kind: Namespace
metadata:

#...

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

#...

@ EMFARMEENIE.

8.5.3. T mIM EfF A

AR LME AR TR S E T R a9t 84, MRSHE (QOS) 1Rk, CPU BRESHRB R, &
AT LA A T S F A 2 I B 2 ot 218 A Th AL,

8.5.3.1. T BEERMNAS

THE R SR EIIT I E FORAEE,

8.5.3.1.1. Tf##& 48 CPU ik

BHRALURIPRBEIEKRE CPU &, M HEAET < LIRHEEBEL CPU, BFSET AHRIEENR
fll. RSP AH X EERBE CPU, NKRIEFNEIHE RN CPU KERSE CPU KA,

B0, IMR—NEEZRIERT 500m CPU Hf[E], A—1NEFE1EKT 250m CPU Bf[A], BBLiZTT m EIREHH
A4k CPU BB 2:1 LEBITE XN B e 2 B9, MRBHBIEET —MIRE, ©RWRE, TixEABT
FEEBRFIMY CPU, f#A Linux RZHE) CFS HEX i HISCHE CPU ERK, BRIAMERT, EM Linux W%
FRE CFS BRI #5 LU 100ms I = [A] FRsa I SE e CPU R, {EiXAI LA,

8.5.3.1.2. TRAB/ANEFIH K

BEFTLURIEREBHIERNNEE, BRUTLUERESTERENRE, B—BBTIERE, AL
A EBIANERRBMAHELLE, IRFSFANREDTIERE, ETFEBAL, BRIERSTESSTT
HEEENNEEBRT T TAKREEZEEANAEE, NMRBSBEE T RERE], BRI St
SITENMRALE,

8.5.3.2. T EFAMIRS =R

YR LR TRBAHIERN pod, HETRLFE pod BWREIEFEL THRTREEN, ZTRLE
T L EEARS.

i EFEAMER, TREMN pod HRESAEARSAENFRZXEFEITRAENITETR, KEXTE
SIS, TR pod IKFARBIMK 0. BEITFHHRRI T EM NARSHE (QoS) K,

pod #IEE N =1 QoS KK —1, HHERFHI :
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& 8.19. [RSSER

1.0, KA ik
1 (&:) Guarantee MR HNFFEFTRNE TRHEAMETEIER (REFF 0) HHEEIHEE, N pod #
d J42%°/ Guaranteed,
2 Burstable MR NFRE FTRXE T IERMETERS (RFF 0) #FHEENIFHESE, N pod
#1325 Burstable,

3 (&1&) BestEffort NER&AE NEMFTRIEEIERMES, N pod #1235~ BestEffort,

REZ—FMAITEENTR, RLEAFEBRENELT, TAENKENSSRELERAL

® Guaranteed B ENEE, HFERILIREEEIBIRAHNERABEANEEHEREMLE
TAKIIB I AT BIRRRET, FR#KIE,

o TEFRFANEFLENN, Burstable BZFMNRB HIFREHFHFBEAEFEHM BestEffort B35,
BRRKBOEEESIRAILL,

e BestEffort RSB WIANMLENRE. REAFETFEH, XERFPHIRRAERAKL.,

8.5.3.2.1. TR UM N A RMIRS 2 ERRBRE

&I LAfE A qos-reserved SHUEELRE QoS 47l £ pod ZEREMNFE DL, IIBEEIHREIEK
TR, BRIEHME QoS KHH pod FERKE QoS K H pod FTiE KHIBR,

OpenShift Container Platform 128840 F A/~ f# FH qos-reserved S :

e {f qos-reserved=memory=100% i, FH1E Burstable #1 BestEffort QoS ZEFE4E QoS
RPERMANTE, XE8IN BestEffort 1 Burstable T{Ef1%; L5 TS Guaranteed #
Burstable T{E /1 #BREFIREERETEE OOM BIXES,

e [f} qos-reserved=memory=50% F, ftif Burstable ] BestEffort QoS JE#EE QoS
FE SRR TE 89— %,

e [f qos-reserved=memory=0% ff, ftiF Burstable #1 BestEffort QoS &% HFE T MIAR

EaoRHE (ETH) , B4I1210 Guaranteed TE 1 ABE VI FIAR1E KRG, M
ERTFERXIThEE,

8.5.3.3. T ¥MNFH QoS

A ET R ERNEARE, LERFRSTE (Q0S) RIE, B, TR EMYEBTRSBET]H,
M Kubernetes HEFEFFTE pod HUE L 12 AR AR IREY BT IR IR FE,

plgn, IMRWANBERE pod BEIEAERS, SPEETUFRERARIARNEF. &L, UREERBHR
HeZ2[A], pod REVIAZ AT RER R N RGBT P MR LE,

MRAZARM, KREBTTARLERHEE]EES MemoryPressure, MIMERK pod ToiEIKBFEA]

HEHEERPRIBIATF, IHETRERIREES pod, H—FRKRKREFELE], KERMEERTIAE
TR (OOM) EHBIXf,

380



B 8 E BIFRH

BE

MRER TR, NN FAIRRFNERS BB REERTEESZIFIER. FIAK
RABAE, RFEERIREENDN M RHBLERR pod, FEBHFAREIEELRE DM
xR E.

8.5.34. T st =
EEFERENINES, SHEFBEBY S, MIRHEENRTITHN.

LT REVN, ERBERIAFEEERXERAKTRANA, RIFVERETR, BNARMIZKTR
EREDER KL

HBIRIX—1TH, OpenShift Container Platform i@ f§ vm.overcommit_memory SHU%E N 1 REES
BVRERSILE, MMFRKEE N iR 2ERARNE,

OpenShift Container Platform 123854 % vm.panic_on_oom S &N 0, MHAKEE N AKERER
BRI, WEHN O IEMANZIERNEARRE (OOM) 1ER T E oom_killer, LARIEL M L2

IR LU 1T OB T A T e B R BB HAIIRE -
I $ sysctl -a |grep commit
i

#..
vm.overcommit_memory = 0
#..

I $ sysctl -a |grep panic
it Bl

#...
vm.panic_on_oom =0
#...

% TR ERIAE BT LbiRE, FREH—SRIE,

BRI LA BT REUTUTECE -

G

o (i CPU CFS EC&IZE kst il S i CPU PRI
o NIRGHBREHRE
o NAEAMNRSFHESNIRERE

8.5.3.5. {85l CPU CFS Ec#iZE: F =k 5 Hll =L e CPU BRI
BUASR T, TRMERE Linux RPN AFIFHERE (CFS) Biaii sk in & i s 89 CPU BRE,
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WIRFZA T CPU RREERFIEHE, THRENTRBPMESEE
o IRAHRAE CPUIER, NHEKRMMA Linux RZHE CFS =Rk,

o MRAIFH/EXE CPUIEK, {BIXHE CPUIRMSI, N CPUIFREIANIEER CPURIE, FH Linux
RZAFAB CFS =,

o MRABENTEAR CPUIERMEREI, N CPUIHFRE Linux RIZHH CFS =45k, B
CPU BRHIAR &N 1 s = £ 0,

FRFH

o BALUTHANEEZREMNT RKEIKENSF S MachineConfigPool CRD XKEXFIFRA :

=z

I $ oc edit machineconfigpool <name>
4N -

I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ RS HINTE Labels T,

R
RIRERFTE, HARINE/EXS, i :

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. HEEBEROEEE LR (CR).
%M CPU R#IBRAHIECE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
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pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
cpuCfsQuota: false G

@ i crRoAB—1AR
@ EENBRELHRNNE,

9 ¥ cpuCfsQuota S#i% &} false.

2. BT TR0 CR :

I $ oc create -f <file_name>.yaml

8.5.3.6. N RGHERBHIR

NREFITENAEFESAREHD T RERIEER, 807 REBTURE -2 HRART T
BEA (TREDIZITXEFIHRTREERBHEETE) . B2, BUEHANESETAREMTIR

{%%ﬁl}?o

i

ZEAAVIE pod HRRBHIR, HEIEETATHRENKEROET /RHR, MFTHESIEAESE,
HEH" T ROEHEIR"

8.5.3.7. XA T mit 2

BEREzE, TUES T A EZATEFA,

¥ &2

EATEPEZEASEMA, BEZTRLZTUTSS :

I $ sysctl -w vm.overcommit_memory=0

8.5.4. Wi B | BR1E

NEBEGITERER, BRLKESNIBMEIRRESERH, HidEFEAITEE TR EENEM
CPU RIE, LAKRERIAE.

auﬁ'ﬁﬁ;&lﬁaﬁﬁu I}?BETEE’J{EI/L_M ‘L%%[Eﬂmtl‘j]umlﬁo
F4, BRI EN BRI EHEMA,

8.5.4.1. ZHuiH A
BREZE, JLURTNIBZRSSFER, A0, Eel AR Fid 24 R E EE IR H G,

i
AEENTBHPEATEMSER :

1. GRS Gn EEAn A 22 (BN RS,
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2. AINLLATERR -

apiVersion: vi
kind: Namespace
metadata:
annotations:
quota.openshift.io/cluster-resource-override-enabled: "false”
#...

ﬂ FIERRIXE D) false ATRALIX M en & 22 R0 B A,

8.5.5. Hth HFiR
o LEBIEVE,

o N ROE IR,

8.6. E T A L EZ & LINUX CGROUP fRA&

B OpenShift Container Platform 4.14 #2, OpenShift Container Platform 7ESE R Linux 3£ 2H ki
7 2 (cgroup v2), HIRIETE OpenShift Container Platform 4.13 sk B A E cgroup v, THE|
OpenShift Container Platform 4.14 A2 B 51¥F cgroup BREBHFH EMRA 2, £ R L OpenShift
Container Platform 4.14 BRIS# A cgroup v2, BR, BAILATEREN S Linux 26 ZHEF AR A 1
(cgroup v1),

cgroup v2 & Linux cgroup API B9 BIAR A, cgroup v2 b cgroup v1 IR FENH, SIEG— 2 REEH.
BLLMFHER. HFIHEE, 0 Pressure Stall Information, MU RIBMMEREEMRE, B2, cgroup
v2 5 cgroup v EEAREH CPU, AEH I/O EEYFE, EIk, 7£i21T cgroup v2 MUEERE £, —LET{Ef
HRERBEAFS CPU HEER,

IR B LIARHE S ZE1E cgroup v1 # cgroup v2 Z [A]E R, 1E OpenShift Container Platform A5l cgroup vl
ZREETMIRA cgroup v2 EHIZRHNE REEH,

=1

o MRIEZITHEIITF cgroup XHRFGME=ZARITENEZLRE, HFRREBEHT X
¥ cgroup v2 BIRR A,

o MRMEEET cgroup v2, FIF cAdvisor ¥E N L pod A SFEVMIISTH RS
1217, E¥ cAdvisor BHTE v0.43.0 L EEARA,

o IRIEERE Java N AR, HHEMATEXIE cgroup v2 BIRRA, MUTEHHAS :

o

OpenJDK / HotSpot: jdk8u372, 11.0.16, 15 R B #hi A

o

NodeJs 20.3.0 S E Sk A

o IBM Semeru Runtimes: jdk8u345-b01,11.0.16.0,17.0.4.0, 18.0.2.0 R E#ThRA

o

IBM SDK Java KR A (IBM Java): 8.0.7.15 R EH AR A

8.6.1. Bt & Linux cgroup
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https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
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& A LLE T Jw5E node.config AT R E/F A Linux 3EHIZHEEAR A 1 (cgroup v1) 3% Linux 3 HIZHEE IR A 2
(cgroup v2). BRIAEH cgroup v2,

pa Y=
£ Telco #, ENERDHT cgroup v2 Iz #F, {EF PerformanceProfile #4T{&KZEIR, SEHf

#0 Data Plane Development Kit (DPDK) T i #i #9528t & B ohik E BIFE A cgroup v, #l
FR1&{E A PerformanceProfile, IR $#F5 R cgroup v2,

FRFH

o RF—NIETEZ1TH OpenShift Container Platform 2%, ©FEAMRAE 4.12 HESRA,

o LEAEERFNNASFNEREH,

ff

L=

S

1 s EEA cgroup vl :

a. 4w’ node.config X4 :

I $ oc edit nodes.config/cluster

b. 4wk spec.cgroupMode 54X :

node.config X &<l

apiVersion: config.openshift.io/v2
kind: Node
metadata:
annotations:
include.release.openshift.io/ibm-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v2
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
cgroupMode: "v1" ﬂ

ﬂ 187 v1 J5 A cgroup vl, = v2 5 cgroup v2,
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1 ENSBEEUEERZENM T HEVSEE

99-master-ssh
99-worker-generated-registries

I $ oc get mc

i~
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9ab27fc3ab42afac8d12b693534c8c9 3.2.0
33m
01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
01-master-kubelet 52dd3baba9ab27fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9ab27fc3ab42afac8d12b693534¢8¢c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
97-master-generated-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-generated-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

3.2.0 40m
52dd3baba9a527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23d4317815a5f854bd3553d689cfe2e9
52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0 10s ﬂ
rendered-master-23e785de7587df95a4b517e0647e5ab7

52dd3baba9ab27fc3ab42afac8d12b693534c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-dcc7f1092892d34db74d6832bcc9ccd4
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 10s

© EFNSEE, wEE—.

2. BEHH kernelArguments 28 2R INEIFHLREE S :

I $ oc describe mc <name>
cgroup v2 By =Bl

apiVersion: machineconfiguration.openshift.io/v2
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 05-worker-kernelarg-selinuxpermissive
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spec:
kernelArguments:
systemd_unified_cgroup_hierarchy=1 ﬂ
cgroup_no_vi="all"
psi=1 6

1E systemd HJ5 A cgroup v2,

2 cgroup vl

909

AR Linux fRIET/EUG1E 2 (PSI) ThEg,

cgroup v1 895 H =B

apiVersion: machineconfiguration.openshift.io/v2
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 05-worker-kernelarg-selinuxpermissive
spec:
kernelArguments:
systemd.unified_cgroup_hierarchy=0 ﬂ
systemd.legacy_systemd_cgroup_controller=1 g

ﬂ 2 cgroup v2,
9 1E systemd A5 A cgroup vi,
 RETRUBEERERZERATATRLEAE, XRTENAENR :

I $ oc get nodes
it Bl

NAME STATUS ROLES AGE VERSION
ci-In-fm1gnwt-72292-99kt6-master-0 Ready,SchedulingDisabled master 58m
v1.27.3

ci-In-fm1gnwt-72292-99ki6-master-1 Ready master 58m v1.27.3
ci-In-fm1gnwt-72292-99ki6-master-2 Ready master 58m v1.27.3
ci-In-fm1gnwt-72292-99ki6-worker-a-h5gt4 Ready,SchedulingDisabled worker 48m
v1.27.3

ci-In-fm1gnwt-72292-99ki6-worker-b-7vimd Ready worker 48m v1.27.3
ci-In-fm1gnwt-72292-99ki6-worker-c-rhzkv  Ready worker 48m v1.27.3

. TRIRE Ready KEF, MiZT RIE5) debug &1 :
I $ oc debug node/<node_name>

. ¥ /host % & debug shell FEJRE % :
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I sh-4.44# chroot /host

6. KT H_E2EFIE sys/fs/cgroup/cgroup2fs = sys/fs/cgroup/tmpfs X1 :

I $ stat -c %T -f /sys/fs/cgroup
cgroup v2 B R~ I

I cgroup2fs

cgroup v1 B9 H =Bl

I tmpfs

Hith 5w

=

® OpenShift Container Platform Z2&& it

8.7. fEMThREl /= FZheE
BRI, RIS IIAL TS A BT AR A hayThEE.

8.7.1. TfRINEEl ]

A LUE A FeatureGate HE X 5IR (CR) ERAHERAKENIIEESR. ThEESR R OpenShift Container
Platform IEEMIE A, BINER TAEA,

& 8] LA{# FH FeatureGate CR &UE LI FIhEE

e TechPreviewNoUpgrade X MIRESRE S IR AR T IRERI F5R. LLINRER RV IEEN KR+
[ERIXERARTA I, ERUENIREREPRENHAEl], BN REEKEFERNIIE,

gk

H
[=]

#E5E 3R = A TechPreviewNoUpgrade ThALSE A HON, 3 ML RARA
W, (SRR e E S R = B LT AL,

LEIhEESR S A T AT ZhEE

o AEEMIA, N vSphere. AWS, Azure ] GCP LMK S AN B EN BT, Xf
OpenStack % & GA. XB— 1 WEINEE, KEBAFAFFTRESZXE,
(ExternalCloudProvider)

o OpenShift #EHBIHZFTIR CSI W 5hi2F. /HA Container Storage Interface (CSI).
(CSIDriverSharedResource)

o THEMTHAE, BRIFBEBENT 2N OpenShift Container Platform T4E 1 #;/2 AR . ATE
f#M. (NodeSwap)
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o OpenStack Machine API 1225, LERAEZERTW, T RITELEHILITIRA A MIELTHEE
Fffifk. (MachineAPIProviderOpenStack)

o Insights Operator, f& A InsightsDataGather CRD, i B E —LE Insights IR INE %
IhRES A5 T DataGather CRD, SfiFFFREIZIT Insights BB IE.
(InsightsConfigAPI)

o BIHBRINTFHEZ IR PVC BIEER % B B\ 721 25 (RetroactiveDefaultStorageClass) /& F
OpenShift Container Platform & EshiF BRIAE(E RSB PVC,

o HAWRDE APl, JBE—1NHTE API 7E pod MRS FNERMEZ R, — PN ARERTH
e, XEZHAFTHESZRXE, (DynamicResourceAllocation)

o Pod &£ NS, 5 pod BEHEANSAZREGER, MR pod ERT pod BRI,
ElaiE, MARIULRESER. (OpenShiftPodSecurityAdmission)

o StatefulSet pod AT AL REI, SIFAFENEEF TP A A AB statefulset pod B
REE, XAILURAD N ARZFEENAE,. (MaxUnavailableStatefulSet)

o Admin Network ZB&#1 Baseline Admin Network 5#&, 7Ei21T OVN- Kubernetes CNI L aal=y
&2, J5H AdminNetworkPolicy #1 BaselineAdminNetworkPolicy 7R, ©f1=2
Network Policy V2 API BJ—&B4Y, SREFEIE A A LATEOIE AR RI A BNEREHN AEREE
FEIRISRBEFIGRY. PSR B IR A AT LLRI i B DA B HE MG R EL G SRR N &R, NRE
C- ﬂ?%"’:iimTLA*EET@E’JE/EHQ%U.LE?U%U Xﬁb/}lbiij\*&$E¥qﬂEfjﬁﬁF%mQ
A, X AP U EZFHEFRNRENKI. (AdminNetworkPolicy)

o MatchConditions @ — MM RHIFMETIR, REHEXLRMERF ML webhook &
EIFK, EEEETIEFEK, BI85 rules. namespaceSelector 1 objectSelector PLEg,
—NZEfy matchCondltlons FR, EERTEIEK,
(admissionWebhookMatchConditions)

o % APIL.EJF A OpenShift Container Platform Gateway API, 7£
ServiceMeshControlPlane %{RE techPreview.gatewayAPI #1#&F1% enabled FEXHI{E
KEH true, (gateGatewayAPI)

o sigstorelmageVerification

o gcpLabelsTags

o vSphereStaticlPs

o routeExternalCertificate

o automatedEtcdBackup

&% TechPreviewNoUpgrade Thae| BUEMTHEEME S E R, HESHUTEM !

HZ VR CSI IKEHFEREH OpenShift Iy FhA) CSI B
CSlinline It %
TR LR E
£ Cluster API EEH]25
M Insights Operator Y& IR/E

J& A Insights Operator W& 1
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® =17 Insights Operator Y& IR/E
o T

ERIAFRER

e Pod ZEEANMEE,

8.7.2. TR E FiThEE

EEREER R, THLIREE install-config.yaml X443k W EBERBIATE T/ RS YIRS,

FRFH

o &AH— install-config.yaml 3 {4,

iz

1. {#F featureSet SHIEEMEE AMIIEESRREFF, W TechPreviewNoUpgrade :

gk

H
[=]

#E4E 3k B TechPreviewNoUpgrade TAEE AN, 3 AMIERIRA

B, EARNIZEE T INERE S AL IhEE,

A5 AThAESE M install-config.yaml U4~ fl

compute:
- hyperthreading: Enabled
name: worker
platform:
aws:
rootVolume:
iops: 2000
size: 500
type: iol
metadataService:
authentication: Optional
type: c5.4xlarge
zones:
- us-west-2¢
replicas: 3
featureSet: TechPreviewNoUpgrade

2. REXHHEGRARERFHRERRN A,
ESATIS

AR AE T OR B AR S E EE T R LM kubelet.conf SR IGIEZ S E R T TheEl |

1. M Web #%& A #9 Administrator ¥, i/ AZ| Compute —» Nodes.
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2. IEFE—NT R,

3. £ Node HHETIES, = Terminal,

4. EXIRBEOH, FHRBEZXBN /host :
I sh-4.2# chroot /host

5. #%& kubelet.conf X {4 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf
it~

#..

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

#...

EEREDFAN true BITHEE,

=1
HI| B ThBER OpenShift Container Platform MRAM AR B MA AR,

8.7.3. {# /8 Web 1245 = FBThEE

& A LRI Yn’E FeatureGate B E X HTIR (CR) 3fEMA OpenShift Container Platform Web 1£#& &
EERREIRTAE T RS A ThEE

i
J& RThRESE :

1. 1£ OpenShift Container Platform web 1#£&|&/, t1#:E] Administration » Custom Resource
Definitions T,

2. £ Custom Resource Definitions TLEH, ili FeatureGate,
3. 7£ Custom Resource Definition Details TIE A, £ Instances £+,
4, R LB IHRE], ABES YAML EUiE,

5. JnEERBFLAILURINE ERITDRE

DIk

H
=

1E5 2%+ /5 TechPreviewNoUpgrade ZheEE TEEHUE, FHRMEIERRA
B, BARRIZEET IMNEREF /S At IhEE,
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Thiel 18 & X B iR A

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:
name: clusterﬂ
#...
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR F& #5472 cluster,
© FmEEAmE

e TechPreviewNoUpgrade /5 8 7 #F & HIF AT B Th 8L,

REENE, UEFNVSFEE, AREFNSFEESL, HENAESESNTRLFAE,
Sk
ERILAE T R A g2 RSB EE T | £ kubelet.conf SUFREIFRE /B A T 38 1o
1. M Web ##I& B8 Administrator #1f, 3 AZ| Compute » Nodes,
2. HEFE—NT R,
3. 7£ Node HEfETIEA, =R Terminal,
4. EARBEOH, FIRERBY /host :
I sh-4.2# chroot /host

5. & & Kkubelet.conf X4 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf
LN

#...

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

#...

TESRFHE A true BITIAE,

v ==
' 5| HE9ThBER OpenShift Container Platform RAM AR MA AR,

8.7.4. {# M CLI EAIheeE
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PN

e

AT LB YWEE FeatureGate BE IR (CR) fEF OpenShift CLI (oc) HWEEHMIFRE T =5
IhEEER,

FRFH

o B &% OpenShift CLI (oc)

iz
J& FThRESE :

1. %545 cluster Y FeatureGate CR :

I $ oc edit featuregate cluster

Digk

==
[=]

1E5 275 F TechPreviewNoUpgrade hEEE T AU, FH R IERMRA
BH, EANIZEEIMEER TS A IR,

FeatureGate BE X ¥ iRH

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:

name: clusterﬂ
#...

spec:

featureSet: TechPreviewNoUpgrade 9
Q FeatureGate CR B &4 /2 cluster,

© FmEEmmmE

e TechPreviewNoUpgrade /5 8 7 #F & BIF AR T B Th BE,

RERNRE, FUBRFINNREE, REEMIISGEEL, FEMAESNAESNTRERE,
ESATIS

IR AE T OR B IR S E EE T R LM kubelet.conf SR IGIER S E A T TheEl |,

1. M Web #%I& A #9 Administrator ¥, i/ AZ| Compute —» Nodes.
2. HEEFE-DT R

3. 7£ Node #1571 EAH, = Terminal,

4. HAWEOF, HRERNN /host :
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I sh-4.2# chroot /host

5. & & Kkubelet.conf X4 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf
LN

#...

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

#...

EEREDFAN true BITHEE,

- -
' 5| HE9ThBER OpenShift Container Platform MR A AR MA AR,

8.8. i WORKER TERELERIR e LR IMERMERIZEM
INREBEE A NESRIUEHUT T EEN, 11U LZINEEFEREERENIRE, LBRSERNERHN
FREM, EREENRFEFN IS, ZSHCRKE—NXHEH, ©EF T Supervisory FHF2 LUK
SHEBREENZTHRRNENSE, NBEH NSRS E, TXHNANIREERE,

Kubelet 212 {#t iR EBHZ TR M . Kubelet 7y OpenShift Container Platform SE2EFRHIRRA 17
RIXEBERTE. Kubernetes Controller Manager (kube controller) 2RI\ & 10 FILECRE(E. 1R kube
PRI T AT RS E, eREEBHNAEERSZT RER. MIITHZ :

1. control plane LAY RIEHIZRIT T RER KL ESF - Unhealthy, #2773 Ready FISRHAFITIC
4 'Unknown's

2. Ak, FERFRIEIER pod FEENIZT R,

3. Node Lifecycle Controller %1 T —* node.kubernetes.io/unreachable 5/, T mEH
NoExecute 3R, BIANERADMHEHET = LBEM pod FHITIKER,

MREHMB RS EINIER A, LEHREMGNGHET RN, ITHAREREMRRE, EELER
F, Kubernetes Controller Manager AIRE R 4% EEIR T MBZBRAY T RIEWE ST, Kubelet 2 M7 AR
JXER pod, BT AL FRERKE

FRERIXAN P, ERILMER worker ZEREIEZE % kubelet 1 Kubernetes Controller Manager 21T
BERISHRSERMIME, MRIEIEHFEM worker 77 sRIAIFFIEMLEIER, worker 77 B L F iRk
RE, INARETFRBETUEELRE,

XL worker IEIRFEER B ETE XHW=HEH, eiFASIFMRLNE, IEHRIFI8MmeER
PATE YW, B AEEFTERUERREE,

BRI R RERIECE worker IEIRECELSR, =Y T A MERFMLE R BYEEIR B ANRS

8.8.1. T f# worker IEIRFREE
worker ZEIREEBEHHE N AN, S/LTFABAMHSEBLT], SIXLEENENSEZ node-
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status-update-frequency. node-monitor-grace-period. default-not-ready-toleration-seconds #I
default-unreachable-toleration-seconds, X£E5$ AT 11 15 51 FE X L {1 Sk 120t S B NG B3R 7] B A nje 37
mERFohifhEREHE.

H .
AXFFHREXLESH, SRRETERSTITRFNEE L.

Fi8 worker IEIRBECBEEBELLTSE :

node-status-update-frequency
1B 7E kubelet 71 IR L E API IRS5 2B,
node-monitor-grace-period
187 Kubernetes Controller Manager £ 11 R NMERBIFFF RN B (AR RNEAD) , FIF
node.kubernetes.io/not-ready =X node.kubernetes.io/unreachable 5 s RN E 7 s,
default-not-ready-toleration-seconds

EEEMICT SAEEES, Kube API Server Operator £ Mi% 7 UK B& pod BIZEEFAOAT A (LAFD B
i)

default-unreachable-toleration-seconds

BELET RTEINE, Kube APl Server Operator fEMIZTT s4KER pod BIZAEFHATE] (LIFD 8
i)

LAF Operator Wi worker 3EIRBC & 5 #Y 5 e FH A8 L e .

® Machine Config Operator (MCO) B #T worker 7 s _EHJ node-status-update-frequency &
.

® Kubernetes Controller Manager B #T control plane 77 s _£#J node-monitor-grace-period =

o

® Kubernetes API Server Operator B#T control plane 7 52 £ #J default-not-ready-toleration-
seconds # default-unreachable-toleration-seconds %4,

BARNBEBERSHIBE R TFTILUESE I/, (B OpenShift Container Platform 2 N4 BEILLBE S
FEE R R RIR M DN EM worker IEIREEEBSR., LATERD B T =1 worker ZIRFERES -

B\ worker ZEIRECIESE

5/ Default EBELNT, B Kubelet & 10 #E#H H K T (node-status-update-frequency). Kube
Controller Manager & 5 #12% Kubelet B3k 7 (node-monitor-grace-period),

1Ei0 7 Kubelet &EEHI, Kubernetes Controller Manager 2% 40 M LUKENEE Kubelet B
B, NR%ETHT Kubernetes Controller Manager ISR, ©AEH
node.kubernetes.io/not-ready 5 node.kubernetes.io/unreachable 5 = Ri0 T s, FIRBRIZ T &
L8 pod,

INRIZT RLEM pod 25 NoExecute {55, Il pod 21R#E tolerationSeconds i217. R pod &H
15m, ©E 300 W #IKER(default-not-ready-toleration-seconds #1 Kube API ServerfJ
default-unreachable-toleration-seconds % &),

profile HF B¥ i1
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profile HEr ¥ {&
Default (BRiL) kubelet node-status-update- 10s
frequency
kubelet node-monitor-grace-period 40s
Controller
Manager
Kubernetes default-not-ready- 300s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 300s
API Server toleration-seconds
Operator
h# worker EERECESE

INRMLSIER @ EME, I{EA MediumUpdateAverageReaction EZE 4.
MediumUpdateAverageReaction B2 B 4> T kubelet BHHIE A 20 #, FHJF Kubernetes
Controller Manager & #F X LB ETBINF AN 2 D80, %77 B LW pod XA AV B 60 7,
#NR pod EF tolerationSeconds &%, NINKRraFRFZSHIEENREH,

Kubernetes Controller Manager R5E#F 2 ¥t A, FRINAHT KRAER. H—2ME, Wil
KEB,

profile HF SR
MediumUpdateAverageReaction  kubelet node-status-update- 20s
frequency
kubelet node-monitor-grace-period 2m
Controller
Manager
Kubernetes default-not-ready- 60s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 60s
API Server toleration-seconds
Operator
& worker ZERECESE

INRMLIEIRIEE S, 1H#H LowUpdateSlowReaction Bt B4,
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LowUpdateSlowReaction Bt & 5% kubelet B 77 128, FHHF Kubernetes Controller
Manager F X LB HTHIN R BN 5 98, 1% R LM pod KFRBHARHEAE 60 7, IR pod B
& tolerationSeconds #, NIKFRRFRFZSHIEENEH,

Kubernetes Controller Manager TEIA N T R MRREISFRF S5 98, H—2ME, WRIERE.

profile HEr ¥ {&
LowUpdateSlowReaction kubelet node-status-update- Tm
frequency
kubelet node-monitor-grace-period 5m
Controller
Manager
Kubernetes default-not-ready- 60s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 60s
API Server toleration-seconds
Operator

8.8.2. [N worker TIRELEE

EH worker IERELER LA IBMLIER, 5% node.config X REURINECERRI L. KRN
SHEADE, B LR B E LR,

IRNI— RN —A worker IEIRBCEE., 540, ,_\?/il_%M Default BEeE & 2|
LowUpdateSlowReaction worker ZEIRECES., EATE 5EM Default worker IEIRECE LR E!

MediumUpdateAverageReaction B2 &%k, AEHE#Z] LowUpdateSlowReaction, [, 43R[OIZ|
Default B¢ BN, HWMEAEMEEBEBEIRERES, ARBH%E Default,

TE
15340 A LITE R ZE OpenShift Container Platform $EEHT BB worker ZEIRECELE,

ke
FEEIARY worker IERBECESE NN -
1. # worke worker ZEIRBRELE :

a. Ym’H node.config &4 :
I $ oc edit nodes.config/cluster

b. 710 spec.workerLatencyProfile: MediumUpdateAverageReaction :

node.config X &<l
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apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/iom-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
workerLatencyProfile: MediumUpdateAverageReaction ﬂ

#...

ﬂ e E S worker IEIRFHE,

PEEREEN A, 81 worker T S EMEHEHASEEZA,
2. A BN worker EEIRERBE -

a. Ym’H node.config &4 :
I $ oc edit nodes.config/cluster

b. ¥# spec.workerLatencyProfile {E% X7 LowUpdateSlowReaction :

node.config X R~Hl

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/iom-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-ab6cd-3032939293eb
resourceVersion: "1865"
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uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
workerLatencyProfile: LowUpdateSlowReaction ﬂ

#...

ﬂ 8 EF K worker IR FREE,

BEE RN, B worker TR ERIFEE SRR,

o YA RENR[MEE| Ready ST, MAILUER LT 64 EE Kubernetes Controller Manager
LIFARN A E -

I $ oc get KubeControllerManager -o yaml | grep -i workerlatency -A 5 -B 5

it Bl

#...
- lastTransitionTime: "2022-07-11T19:47:10Z"
reason: ProfileUpdated
status: "False"
type: WorkerLatencyProfileProgressing
- lastTransitionTime: "2022-07-11T19:47:10Z" ﬂ
message: all static pod revision(s) have updated latency profile
reason: ProfileUpdated
status: "True"
type: WorkerLatencyProfileComplete
- lastTransitionTime: "2022-07-11T19:20:112Z2"
reason: AsExpected
status: "False"
type: WorkerLatencyProfileDegraded
- lastTransitionTime: "2022-07-11T19:20:36Z"
status: "False"
#...

ﬂ EERERRKNAHBE.

ENPEREEESNEIN, RIS S, % node.config XI5, FIF spec.workerLatencyProfile
SHRBNEHNE,
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69 E W% ERIEFE WORKER T &8

9.1. M1 N 5 E FH it WORKER 7 /=

1\ LUE AL TF 450 2 B0 T SRS BR i OpenShift Container Platform 5£8%, AT MAH, e ok
worker T7 4%, i AILFE worker 7 B BRI EERE S 3 T NER master #l worker T, HALAIERI worker
TEAEERER, AT U SERMERITE worker TT AN RESLEKIES, B SBEREBITE,

HEEREHRILRE worker T REVERERAE, FRTILARERAR, WBE. FTE, HIEE BT,

Bugn,

IR LR IT IS AE worker 1T & FHE Kubernetes X 13 3k FRE8 17 B #1 TE /13,

B2, BAELE worker TRATBBRTRESIEIR, LUK EREFE KRB AE, ERTHILE worker
TREEHSE Lk, a8

PIZEFRES : OpenShift Container Platform control plane #1342 worker 17 b7 Al B E @IS,
HBF control plane F1iZZF2 worker 17 R AR, RA%E R A] BE=PE L XFEE, MEEX
OpenShift Container Platform #0{aia 5 f 4% 5 B LA R A SR B S MRE B, 1ESHER T
2 worker 17 s T4 BRE

FLEARET : K4 control plane #1342 worker 11 AL FARMAGIE, R ILFETEME ST N ML
B ENEERHIENSAERHER MBI, & 7 ## OpenShift Container Platform #04a
M 7 77 fR 25 SR LA R D W R BRI RSN RE R, 16 S I worker 17 sRBYFLIR 2 5%,

RGN RO BFERE: SEMMLS—F, REENITIZ worker 7 2 [A]BIPIZE AR BUZ BT
BB MmN, OpenShift Container Platform 12#t% /> worker ZERHESE, HITIZEHIEEENR
}:‘Zﬁﬁ]‘a‘] EIDLIO

TER X FRILA2 worker 11 mBYSREERT, 1T RIATIRE :

OpenShift Container Platform A #{# 5 A EREE AT E AN A B = # BT i2 worker 7
=

™o

A ANRGHEAERN A EERBENAERES—XFTH) , FIEAHEMA—
Kubernetes XiE# 1 EIAR R M Kubernetes X A8 H 1]/,

FERAREMR AT RERB R A SEFTS R EIRSEE LA BIRE], B XA RIXLERE], 40 &
B, ES IR OpenShift Container Platform 34,

IRBEB BT control plane FIRIZS 15T sUZ A8 L2/L3 2 7 455,

9.1.1. ;"IN FE worker T 22

FESRFHIRINEIZ worker 17 /U5 R —EHIANBIERE T,
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RIS RSB RWINE, LUETE control plane F1ENILFE worker 19 s2 2 B & ER 57

==Y

BT Ingress VIP JAE control plane L,

FERA B &NEMZERINEE worker T 5 RINE AL worker 77 AR

BRERERGEIZ worker T RURINEIREREFESHERH, HFERERIT install-config.yaml
XEHRIEE S worker TR BIF M, DHCP RSB ABELMANEE, EIfEREUNR,
FIEFE worker 17 R TTIE VI A A Hh B A PRI 4%

E R worker T mRINENFE B provisioning M4 BRI R ERF B RIS, 1EBERE


https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/installation_configuration/#configuring-firewall

5 9 F MZHN % EREIE WORKER 7 =

install-config.yaml 32445 virtualMediaViaExternalNetwork i7& 1% & 7 true, LUETIFHE
AR FURINT Ko 2 worker WRIDEVIFIAE & WL%, eI 1MERENN MRS
PXE ZE, H4, NEMLIE worker 7 mZH# DHCP R 237 #J control plane T miEEENF
|x_x.|o

HinBR
o EFMIAIRILEIS
o NFMECEEHMLAEED

o B ETE control plane LiZ1TBIMILSH 4

9.1.2. {5 %2 worker 17 i T4 fRE

A 11 =& 10 M OpenShift Container Platform &£/ Kubernetes Controller Manager

Operator (kube #£#2%) & IX heartbeat, IREEEEMT RIKFF heartbeat,OpenShift Container
Platform & JLABRIAMNLEIE TN,

OpenShift Container Platform S1E A LAIEMBAN B M4E 0 KA E A i a SR B, BRI LURE— L I
R TROSZIR, INEEHEFH T, RGO EIFNERE IR, ZARFEIREIERERILIE worker 17 52 £ pod iE R

IEEfBE CPU MIAFERRE. BEEEYNEHIREE, FRABRTRUKRE T/ EAFER Pod Disruption
Tables,

IR kube ¥EHIZFELLT T ECERINT A FTTE VAT 5, I control plane ERYTT sRiZRHIZs 05 T7 =R
JRE#4 Unhealthy, 34977 = Ready S8R0 H Unknowno Rk, FERFRELF pod HEENIX
T, PWERTT SRiLEI23 N T node.kubernetes.io/unreachable /553, ¥ 77 s E7%A NoExecute 3R,
KINERT, EESFEHET RLEM pod #H1TIER,
IR T Ve EIEHIZ: (40 Deployment XI55 StatefulSet X/ R) [MREEBEIAEET = LM pod, M
HT7 mtBa LU ] 528%, OpenShift Container Platform &M R LB pod BERE. Tk EEEH
TRARFEAFURERBATER, i, XLETRENTEAERBERIELZ I A REBEMT Ko
e LUR S LAT A AR 2 R R
o [FRATIFHEELEEIFT =M pod
o FAET REVNBIERIEES pod
o {#fH Kubernetes K13 3£ 12l pod JKFR
e & pod BREELR SRR pod IKFR
o [E& kubelet LAEHIE R TV sbmiC N A REBRRINT A],

BREHHILIE worker TT IR FERIX LN RMEBELER, 1ES X T2 worker 77 2 5B,

9.1.3. t#2 worker 7 s ERYHLREE K
INERIEFE worker T BTN ES AR A, OpenShift Container Platform & & B JL BRI EIFE4T IR,

N Kubernetes Controller Manager Operator (kube controller) FEBg&BIES [8]f5 FiE 15 R 17
IJ—'-‘, control plane &7 BRI T EH 7 Unhealthy, Fi%77 52 Ready 445t~ Unknown,

, HERFRELN pod FAERZT R, NI RIZHZZAINT node. kubernetes io/unreachable 75
5 X s EH NoExecute R, RINBERT, EREDEHRBRFET m LB pod H 1T,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#ipi-install-establishing-communication-between-subnets_ipi-install-installation-workflow
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#ipi-install-configuring-host-network-interfaces-for-subnets_ipi-install-installation-workflow
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#configure-network-components-to-run-on-the-control-plane_ipi-install-installation-workflow

OpenShift Container Platform 4.14 i s

ETREETRIKEARIRFHS control plane EFTEEN, pod WIEH,

% .
NRIEFHE pod EFFIMEER, HFAHEHS pod.

TREHRE, kubelet ARERHZXER T R LFAEM pod. fARE! control plane BIZE & [A] 8T BRI
BIAEDE, T control plane FT5E B #H 17 mER IR R F 7R node.kubernetes.io/unreachable i5 /., 7£77
mLE, kubelet & IL{EMIEIEIZITH pod, XA ERG, HERFEALUFFIER pod HEEIZ
T,

1T DB AT 73 0 Rl R R BO S
o FRAFIIIEELIRETRE pod
o FAETRBAIEDFS pod
o FCiE pod BREER &S pod IXFR
o FCiE kubelet LAFRHITY st 83 A5 17 RARIC 0 B2 ER BN [H],

BRIEHHILE worker T RBVERB P ERXEN RNELER, HSFIXTIL2 worker 77 5,

9.1.4. 7tF2 worker &M 2 HE R sk v 4

MRKHEEANFERRIENIT TEANE, MITTURHEERERINERE, UBRSELHNERLHN
REM, SHEEARFRERRN IS, USEICRE—IXHH, BEH T Supervisory FH2EEUK
SHEBRERNZITRRNENSE, NER—IPSEITULUAE, IXHFNARRHERFE,

Kubelet # 2R #t M R EBHZ TR R BV . Kubelet 7y OpenShift Container Platform SE28EFRHIRRA 17
mXBIRSIE, Kubernetes Controller Manager (kube controller) 2ii\ & 10 #HZEURSE, 1R kube
PRI TTE R MR SME, eRERBNNHEERSLZT AR, RIAITHE

1. control plane _EBYTT 284S 17 mIBRIR EFTH Unhealthy, F#X77R Ready RIS IRIC
4 'Unknown's

2. Ak, FERFRIEIER pod FEENIZT R,

3. Node Lifecycle Controller 70 T —* node.kubernetes.io/unreachable i5 =, T/ =EH
NoExecute 3R, RINERPHEHET = EREMA pod HITIRER,

INREHMAR S BIER A, CEBEMLGOGHET RN, T HATEERIE/KNE, EELEER
T, Kubernetes Controller Manager I BE = h ML HEIR T MR ER Y 17 ¥R E#7. Kubelet &M R
IXBR pod, BT RATFREBRIR.

FR R, A LAER worker ZREIEZ A kubelet #1 Kubernetes Controller Manager 7ZEH4T
BFAISHRESEHIR, NRELFIEEA worker 17 SRIAIEIEMEIER, worker T & B A F &b
R, XNHEBEFEE AT LIEE T/E,

XL worker IEIRFEESR B ETE XHW=HESH, eiFALSIFHELNE, IEHSKEFI8MmeIER
PATE LMY, B AEEFIITERUERREE,

BRI AR EEHNEE worker TIREESR, HHELINERFMLHBIERIBINAT,

Lth B

\
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5 9 F MZHN % EREIE WORKER 7 =
o (M worker ERELBEIRE S L RIMNERIERTIE M

9 1 5 *EE Worker —l—‘I /n\ﬁmﬁ
INRIEEFTFE worker T s, 1EZEEERINNRFEZITNHER,

BURIERTIT R E H I M 4% [ Rl s F R 2= RN T BT e4T N, BRI ARESFRS pod. H4, W
& control plane F5;& V5 A3 2 worker T s, EaLUEA Kubernetes X #1723 FR FE 1225l =k 38 62 pod XER,

S ERbuiE =
TR R EEILTE worker TR LB pod RAEAEK, EBHIOTF :

o FIHBREBBEIRTEEMME. MR RITFESEENER, TR LM pod MALLZIT,
OpenShlft Container Platform REFIFHRZIZE pod BRT, F# pod RENEFTEHK
Do BlE0, WRSFIFHIZE pod L0F Running R, LT REILEER, pod KALSLETT,
R OpenShift Container Platform IE#£i21T,

o HEEINERT, FIMHRERIMAUENTFEXEE tolerationSeconds (ER]
node.kubernetes.io/unreachable #1 node.kubernetes.io/not-ready j5 = #J NoExecute &
fR. #1R control plane FEiE&ViRI T s, NP #HIREE pod ARWIKFR, Fla0 :

BREIARIBITTHIEE pod

tolerations:

- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute

- key: node.kubernetes.io/disk-pressure
operator: Exists
effect: NoSchedule

- key: node.kubernetes.io/memory-pressure
operator: Exists
effect: NoSchedule

- key: node.kubernetes.io/pid-pressure
operator: Exists
effect: NoSchedule

- key: node.kubernetes.io/unschedulable
operator: Exists
effect: NoSchedule

o SPIFHRRE T LUMERIRE R TIE M EHEREM worker T7 R _Ei21T,
o {RETLUEF OpenShift Container Platform AR S5 s SE N 9 & <F 4 I21% & pod.
==

#NR OpenShift Container Platform &V AiZ T m, ST EREFRRET REHSIFE
PE pod,

ol

#X pod
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MREHFLEE—ANTRESE (BII0LXET LRAMBER) E/S pod, ZEMEAEFHS pod, TRL
B kubelet RE T mEFI BEIEE#S pod.

==
S pod TiE(FEA secret MELEIRST,

Kubernetes Xig
Kubernetes X1z AIRERFFEREK, HERELIFR TREEIE pod WKER,

% control plane FE3EVT AT R, 71 R¥EHI23 2K 1AL F node.kubernetes.io/unreachable 75 R 4K R
pod, IRERZE HEM 01N T H, BRE, EMERA Kubernetes KAUEREH, pod IKBRIT WA,

MRXWREWIF, XKPrRE T =488 A False 5t Unknown B9 Ready 14, control plane A&
node.kubernetes.io/unreachable 75 &=~ FAEIFR N X BT 2,

S FERD S, 8t 55% 77 m 2 F False 3% Unknown 514, pod IKMREXMEEHNEF 0.01 4
TR, EENER (NFE0MNTR) ANTRAERTR. BHNEENINTEFBTI =K RERETH
£

fEa LGRS B T A& R Y topology.kubernetes.io/region F15% T m O BLA R E X,

Kubernetes X7 mtnz: 2l

kind: Node
apiVersion: vi
metadata:
labels:
topology.kubernetes.io/region=east

KubeletConfig &

TR LA EE kubelet To BB T RSB (BB,

F LB R P ER T s HI 25 A FRic BB Unhealthy X Unreachable A5 BY T s B9AT ] 6] B, OIEE—
8 & node-status-update-frequency S ## KubeletConfig X/ %, L% node-status-report-
frequency S,

BT = LM kubelet JRE node-status-update-frequency W& E LB =K, FHHRIE node-status-
report-frequency XEMRREREXMRE. BIAERT, kubelet 810 #RTE pod KT, HESHIR
ERE. B2, MRTRKREEH, kubelet RIIANREFIEEFMER, RBET/EHT Node Lease ThEE
["J5}, OpenShift Container Platform & £ i node-status-report- frequency W&, iX=Z OpenShift
Container Platform %ﬁﬂ’ﬂjﬁ)\ B, WMNRZMAT Node Lease THEEI ], T R&A1RHE node-status-
update-frequency KB i & HIR A,

kubelet B2 & ~HI

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units
spec:
machineConfigPoolSelector:
matchLabels:
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https://kubernetes.io/docs/tasks/configure-pod-container/static-pod/
https://kubernetes.io/docs/setup/best-practices/multiple-zones/

5 9 F MZHN % EREIE WORKER 7 =

machineconfiguration.openshift.io/role: worker ﬂ
kubeletConfig:
node-status-update-frequency: 9
-"10s"
node-status-report-frequency: 6
-"Im"

@ =7 MachineConfig it & FR T8 L KubeletConfig % 5 F BU#T7 A EL,

Q 187E kubelet f2# 5 It MachineConfig X & KEXHI T KSR, BOINES 10s, WIREBRUILER
AME, I node-status-report-frequency {E% & N HERBIE,

9 187 kubelet k&5 It MachineConfig Xf R KXEXRY T RS BSTER, BUIAE T 1m,

node-status-update-frequency Z#{ =] F§-F node-monitor-grace-period S#{,

e node-monitor-grace-period SHIEE, MRITHIZZEIEIRRIZFW T = heartbeat, OpenShift
Container Platform =75 MachineConfig X §& XFXHI 77 RFR1C A Unhealthy EEHFE X, 4
T LM TR AR LR 7] 2 RIS 48 55297, #05R1E node-monitor-grace-period i3 H 572
worker T REFMMALKE, pod RUELZEIT. #H pod AILLFEEIZ T s, node-monitor-
grace-period [7]f@ 40s, node-status-update-frequency {E % 7/)\'F node-monitor-grace-
period fE.,

o A% FEK node-monitor-grace-period 534,

ZBE (Tolerations)

IR AERTT S HEHI25755I0 T — node.kubernetes.io/unreachable /55, B©ELED AT 88
— NoExecute FI3% R, NIaJLAER pod &R FIEHIELFZMA,

BE7%5 NoExecute S RM5 m M1 M LiZ1TH pod :
o B WIGHM Pod MM AP FITIKR,
o MR Pod BFIER, BRXBEEARRHKFIERE tolerationSeconds 5, MK AFRFLIE,

e 1R Pod B¥Fi5 8, BIEE T tolerationSeconds 1H, NIATEIEEMN A BREFHE, 1EXPE
BT R, pod &MHBUAPNGI LUK,

PRIEEAFAIXERIR, TN Kubernetes 2 H3/7) node.kubernetes.io/not-ready #1
node.kubernetes.io/unreachable 7/ A& tolerationSeconds=300 AR, XEH®E
MREMBNEF—N58, pod RIRFFHE 5 D8,

IRE LB 8 pod ECE 1# node.kubernetes.io/unreachable #1 node.kubernetes.io/not-ready i5 ==
& NoExecute FYRUR K IEIR S 5 pod HXBR,

pod g AR~ B

tolerations:
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- key: "node.kubernetes.io/unreachable
operator: "Exists"
effect: "NoExecute"

- key: "node.kubernetes.io/not-ready”
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 600 6

%A tolerationSeconds HJ NoExecute 3{5R Al /£ control plane J5iE 1 [R5 A K AR E pod.

ik pod BRFF 10 28,

Q & tolerationSeconds: 600 #J NoExecute 3R ft1F1E control plane 77 RFR1CH Unhealthy
9 IS LIS E B C M tolerationSeconds fE.,

HAhR A OpenShift Container Platform X%
A LR ARIAE. SEMS GG, ST RNFEERSWE, HERRE XL pod EFAE
BIEMTY R E, EFHEREMT S FRELET/EME (401 REST API) RUIEREREIN, EEAA
LURIEE EBER pod IEFEIZ1TH A LA A,
P2 Y=

TEERETE worker 17 BB, tNRILFE worker 7T R EERBAEEIRE, NIRRT A LEE
HTAE pod JRER R TIEESM,

BREETREENIER. pod 4F terminating X7, EZ| control plane AT LI pod B4 LE,

HNTRBHER—NTED I E— LB AMFHERN T R, OpenShift Container Platform R 1R
BB NBRERAMESH pod IHREHMK,

Hith BTIR
e INFEH X Daemonesets WELIER, 1HS 1 DaemonSet,
o MEAXITRMBMRNELER, HSHMERT R RES pod ME,
e AXELE KubeletConfig NI RMEZFE R, 1HSH 0 KubeletConfig CRD,
o MFAXRBIAEMNESRER, ESM ReplicaSets,
o MFAXRMENESZER, HSHEHE.
o MFEAXREHRITHBNESER, HSHEHIEH .

o MFE\EAXRIEHBREEBZMNESLESR, 1HSH Kubernetes Controller Manager Operator,
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https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/postinstallation_configuration/#create-a-kubeletconfig-crd-to-edit-kubelet-parameters_post-install-node-tasks
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/building_applications/#deployments-repliasets_what-deployments-are
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/building_applications/#deployments-kube-deployments_what-deployments-are
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/building_applications/#deployments-replicationcontrollers_what-deployments-are
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/operators/#kube-controller-manager-operator_cluster-operators-ref

%510 &= H177 4 OPENSHIFT £/ WORKER T &

10 = BT =5 OPENSHIFT £ WORKER T &5

10.1. 5 WORKER 77 s NN EI S 77 st OPENSHIFT 58+

7 27 OpenShift £ Al D EB R BN ENMIENIRFZ M, XN TEZRIMES M LI S HEAE R ERE
FEEH, B, AFNEEENEHERINGANEE, HINEREMNLS %8S, EXHERT, &
o LUF worker 17 sUR DB mEERES,

B SEHARE, BRIARMEAOFRELEBEEH — control-plane 17 &, BMERIIT &ish
B9 worker 7 5=,

e  LUR S LA A worker T sURINEI BT mmE&EREAR, EAILUEA Red Hat OpenShift Cluster
Manager F5{$ worker 7 sURINEIEEEF P, HEBEEMEFA Assisted Installer REST API,

B

00 worker TT R AR BERE control plane, B NERIRESTRAM, X FHT SR
OpenShift &8, BT BEHBE S — bk EBESA A, & worker 17 AN EI #7722
OpenShift £&HT, BIVEZMIRH D worker T i, BT R worker TT R E A RES
SHEAMRERIE, SEEERN.

TR0 worker T7 1, &AL A OpenShift Cluster Manager, 4 RAE T Agent B9
RERFEMEENIMERRESEHN, AL,

-

10.1.1. ZZ #.77 / OpenShift worker 17 s IE K
BRI HT R OpenShift worker T s, AR TEXK -
o FEEIH : BMITBE—MTENAES 1ISO MLERLE,

e Production-grade server: 2% 577 s OpenShift worker 77 B EH B 1% FRMRSS 38 T REIZ1T
OpenShift Container Platform AR 55 #14 7 P8 TAE i ko

F10.1. RIEFHREX

profile vCPU memory Storage
&/ME 2 4 vCPU %% 8GB RAM 100GB

5K 9 4 AR (SMT)SUBLARRT, — 1 VCPU RS F— PR,
B, SRLTFARSE I EA A ;

(BTARBIEIZE x RIE) x FHIEE = vCPU

EREMNIEISR, RSHFBIMEEEREERIZEH R (BMC),
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https://console.redhat.com/openshift/assisted-installer/clusters
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o % : MRARS RSB IEEBIFTEREMIRLE, N worker 7 sRAR 5588 W /0 AT LAV ] BLEX P 2% 17 7]
A registry, worker T AR ax TR DHCP (REBKES P ik, FHaihR ST =
OpenShift &£8f Kubernetes APl. AOBREFMERT Rig&, EAI0F DNS BE 1T 1Pttt #7
MR YT 52 OpenShift £E LU T BN TLRE A (FQDN) :

5 10.2. AT DNS itk

i3 FQDN Fiah
Kubernetes API api.<cluster_names. i1 DNS A/AAAA 5 CNAME
<base_domain> 105K, Ll AT HERFAR
B um AR
MER AP api-int.<cluster_names. EFHNOIR 1ISO I}, 7hN DNS
<base_domain> A/AAAA B CNAME 0%, Itk
LR SRR R A7
o
Ingress & H *.apps.<cluster_names>. AINLATY R0 B RR @ e RF
<base_domain> DNS A/AAAA 2 CNAME 2
Ko MidFMIMREREFNNE
F AR

INRHEFHAH P ik, apiserver Al eted 2 [H]BEE T RER KL,

Hith BTIR
o ERTZENREHREXK
o TTREBNEIE
o FHFERK DNS XK
e 7E USB IzhgzR AR 5|5 I1SO ik
o {#fH Redfish API Milif HTTP 12458 1ISO Hi&B| 5

o MERFHMIERT =

-t

10.1.2. {# [ Assisted Installer 1 OpenShift Cluster Manager 75/l worker 77 52

BRI LAME A Assisted Installer Y worker 17 s INZE] Red Hat OpenShift Cluster Manager L I|HI T
= OpenShift £&%,

BT

RAETE21T OpenShift Container Platform RA 4.11 7 B /5 5B F 2 7575 worker 7 8=
//J\\DDE”iTJ = OpenShlft %ﬁ

FRFEH
o FRAMBIRERRFVFREMN T R OpenShift &2,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/installing_on_bare_metal/#installation-minimum-resource-requirements_installing-restricted-networks-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/scalability_and_performance/#recommended-scale-practices_cluster-scaling
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/installing_on_bare_metal/#installation-dns-user-infra_installing-bare-metal-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/installing_on_a_single_node/#installing-with-usb-media_install-sno-installing-sno-with-the-assisted-installer
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/installing_on_a_single_node/#install-booting-from-an-iso-over-http-redfish_install-sno-installing-sno-with-the-assisted-installer
https://console.redhat.com/openshift/assisted-installer/clusters/~new
https://console.redhat.com
https://console.redhat.com/openshift/assisted-installer/clusters/~new

%510 &= H177 4 OPENSHIFT £/ WORKER T &

e % OpenShift CLI (oc) .
o LIEA cluster-admin HHME - &0 &%,
o MRS worker T mRNINE B RMER T EMRTA DNS it K,

1. BXE OpenShift Cluster Manager, FmIBERIN worker 77 s By BT KB,

2. = Add hosts, B F#FHT worker TTmBYAZ I 1SO, R0 SSH AAMEBBEERESCHMREBIZE,

3. FEAKILISO 8IS BREN, HERFEEHEPLUNEN. ENRAIE, FARE,

4. BREMEPITHS, RERH worker T REMRFFLIEAIIEHZERIEK (CSR), HIRRET, ##

AR CSR LASER RS,
Y worker TTRIEFEIZITES, ©RIENEEE web #EHIE B worker 7 s H,

- "
#7189 worker T RIRHE A S RIGEH BRI TG EHITINE,

HAth B
o FFERK DNS XK
o HENBRAVIEPERIERK

10.1.3. {f /H Assisted Installer APl 750 worker 77 55

& eI LU Assisted Installer REST API 5 worker 7 st INE 877 ;2 OpenShift &£8%, RN worker 7
=El, B ITERE| OpenShift Cluster Manager 3£ AP 34T B R 5ILE,

10.1.3.1. 1%} Asssisted Installer REST API 31T &35 1F

TEfE M Assisted Installer REST API 2 &1, RiEREAERK JSON Web h& (JWT) i#H1T FA%5IE,

FERFH
o LIEFKEVENRMAF 517& K OpenShift Cluster Manager,

o ZXjq.

1. B3R EF OpenShift Cluster Manager FEHI{&BI API 55 HE,
2. IBfTUA T %, FERAEHN AP ShEi%E $OFFLINE_TOKEN £ :
I $ export OFFLINE_TOKEN=<copied_api_token>
3. FEAZANXER SOFFLINE_TOKEN =R % E $JWT_TOKEN Z £ :

I $ export JWT_TOKEN=$(
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https://console.redhat.com/openshift
https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/installing_on_bare_metal/#installation-dns-user-infra_installing-bare-metal-network-customizations
https://console.redhat.com/openshift/token/show
https://console.redhat.com/openshift/assisted-installer/clusters
https://console.redhat.com/openshift/token/show
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curl\

--silent \

--header "Accept: application/json" \

--header "Content-Type: application/x-www-form-urlencoded" \

--data-urlencode "grant_type=refresh_token" \

--data-urlencode "client_id=cloud-services" \

--data-urlencode "refresh_token=${OFFLINE_TOKEN}" \
"https://sso.redhat.com/auth/realms/redhat-external/protocol/openid-connect/token” \
| jq --raw-output ".access_token"

)

JWT FRENEERR 15 8.

o Tk : BT TSGR EE A LA API :

$ curl -s https://api.openshift.com/api/assisted-install/v2/component-versions -H
"Authorization: Bearer ${JWT_TOKEN}" | jq

it Bl

{

"release_tag": "v2.5.1",
"versions":

{

"assisted-installer": "registry.redhat.io/rhai-tech-preview/assisted-installer-rhel8:v1.0.0-
175",

"assisted-installer-controller": "registry.redhat.io/rhai-tech-preview/assisted-installer-
reporter-rhel8:v1.0.0-223",

"assisted-installer-service": "quay.io/app-sre/assisted-service:ac87f93",

"discovery-agent": "registry.redhat.io/rhai-tech-preview/assisted-installer-agent-
rhel8:v1.0.0-156"

}
}

10.1.3.2. {81 Assisted Installer REST API %10 worker 77 =

BBl LU{EF Assisted Installer REST API 5 worker 17 SR INBIEREH,

FRFH

e 2% OpenShift Cluster Manager CLI (ocm),

o LIEFKEOENIRMAF &9 85K OpenShift Cluster Manager,
o Z&jq.

o TALRNRF worker T RURINEI KB PR E EMFTA DNS IL7%,


https://console.redhat.com/openshift/assisted-installer/clusters

1. ¥XB1S

%510 &= H177 4 OPENSHIFT £/ WORKER T &

REFEF REST APl H#H1TBRKIE, FARIEENK JSON Web T8 (JWT), HERKHI

JWT FRENEERR 15 8.

2. BT TS IXE $API_URL £ :

I $ export API_URL=<api_url> )

Q ¥ <api_url> B4 Assisted Installer API URL, #l#0 https://api.openshift.com

LR

w
™
|

45 5 AHE T R OpenShift £28% :

a. %8 $OPENSHIFT CLUSTER ID 58, ZLIERFZTUTHS

$ export OPENSHIFT_CLUSTER_ID=$(oc get clusterversion -o
jsonpath='"{.items[].spec.clusterID}')

b. XEMA TS ALK $CLUSTER_REQUEST £ :

2]

$ export CLUSTER_REQUEST=$(jq --null-input --arg openshift_cluster_id
"$OPENSHIFT _CLUSTER_ID" {

'api_vip_dnsname": "<api_vip>",

"openshift_cluster_id": $openshift_cluster_id,
"name": "<openshift_cluster_name>"

£ <api_vip> BN &R API IR BTN, XATLLZ API BRS58589 DNS 15, e
LA worker 17 s AI i [F] B9 B —17 ;R B9 IP Histik, 5030 : api.compute-
1.example.com,

1% <openshift_cluster_name> B NI XA LM, KHLHNSEE 1 RERH
LRI BIE R R TRICAS,

c. FAEEBFHLE $CLUSTER ID ZE, 21T T 45:

$ CLUSTER_ID=$(curl "$API_URL/api/assisted-install/v2/clusters/import" -H
"Authorization: Bearer ${JWT_TOKEN]}" -H 'accept: application/json' -H 'Content-Type:

application/json' \

-d "$CLUSTER_REQUEST" | tee /dev/stderr | jq -r ".id")

4. BT TS, NEBLEMR InfraEnv FRFIXE SINFRA_ENV _ID B & :

a. MALF console.redhat.com BJ Red Hat OpenShift Cluster Manager T %k pull secret X4,

b. i%i& $INFRA_ENV_REQUEST %' £ :

export INFRA_ENV_REQUEST=$(jq --null-input \

--slurpfile pull_secret <path_to_pull_secret_file> \

--arg ssh_pub_key "$(cat <path_to_ssh_pub_key>)" \9
--arg cluster_id "$CLUSTER_ID" '{

"name": "<infraenv_name>",

"pull_secret": $pull_secret[0] | tojson,
"cluster_id": $cluster id,

4n
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"ssh_authorized_key": $ssh_pub_key,
"image_type": "<iso_image_type>"

Y)

1% <path_to_pull_secret_file> &t 7E console.redhat.com LM Red Hat OpenShift
Cluster Manager F#H pull secret BIAH ST IR R,

19 <path_to_ssh_pub_key> & 15[ EHATERI A4 SSH BEAMRREZR, REE
WEIXAME, NFEELIER TR EN.

o

9 1% <infraenv_name> &ty InfraEnv ¥R STAR B TR,

Q 1% <iso_image_types> &}y ISO &8, ALLRE full-iso =X minimal-iso.

c. ¥ $INFRA_ENV_REQUEST 4% % /v2/infra-envs API, F1%i& $INFRA_ENV ID &£ :
$ INFRA_ENV_ID=$(curl "$API_URL/api/assisted-install/v2/infra-envs" -H "Authorization:

Bearer ${JWT_TOKEN}" -H 'accept: application/json’ -H 'Content-Type: application/json’
-d "$INFRA_ENV_REQUEST" | tee /dev/stderr | jq -r ".id")

5. ia1TLA T 64, IREREEEE worker T SR AZ L 1ISO B9 URL :

$ curl -s "$API_URL/api/assisted-install/v2/infra-envs/$INFRA_ENV_ID" -H "Authorization:
Bearer ${JWT_TOKEN}" | jq -r .download_url'

Fai tH 7 Bl

https://api.openshift.com/api/assisted-images/images/41b91e72-c33e-42ee-b80f-
b5c5bbf6431a?
arch=x86_64&image_token=eyJhbGciOiJlUzI1NilsInR5cCIl6lkpXVCJ9.eyJleHAIOJE2NTYwWM;Y:
NzEsInN1Yil6ljQxYjkxZTcyLWMzM2UtNDJIZS1iODBmMLWI1YzViYmY2NDMxYSJ9.1EX_VGaN
NejMhrAvVRBS7PDPIQtbOOc8LtG8OUKE1a4&type=minimal-iso&version=$VERSION

6. F#;ISO :
I $ curl -L -s '<iso_url>' --output rhcos-live-minimal.iso ﬂ

ﬂ ¥ <iso_url> &#i )y E—4 H#) ISO URL,

7. MTF#E:# rhcos-live-minimal.iso #3| S350 worker E#1.

8. RIVRARENEHFHENIIR, RE2TUTHRS, EXFENET

$ curl -s "$API_URL/api/assisted-install/v2/clusters/$CLUSTER_ID" -H "Authorization: Bearer
${JWT_TOKEN}" | jq -r ".hosts[] | select(.status != "installed").id'

ol
I 2294ba03-c264-4f11-ac08-2f1bb2f8c296

9. J#HY worker T RiXE $HOST_ID Z#&, #Hi0 :

412
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%510 &= H177 4 OPENSHIFT £/ WORKER T &

I $ HOST_ID=<host_id> @)

ﬂ ¥ <host_id> &y E—HFBE ID,

BREFEN G, TETEN jq TEH.

$ curl -s $API_URL/api/assisted-install/v2/clusters/$CLUSTER_ID -H "Authorization: Bearer
${JWT_TOKEN}" | jg "
def host_name($host):

(™
a
=
7.'
=
dp
(ot
Hy
2
i

iyl
y
gl;
]\ﬁ\ﬂﬁ

if (.suggested_hostname // ") == "" then
if (.inventory /") =="" then
"Unknown hostname, please wait"
else
.inventory | fromjson | .hostname
end
else
.suggested_hostname
end;

def is_notable($validation):
["failure”, "pending", "error"] | any(. == $validation.status);

def notable_validations($validations_info):
[
$validations_info // "{}"
| fromjson
| to_entries[].value[]
| select(is_notable(.))

I;
{

"Hosts validations": {
"Hosts": [

.hosts][]

| select(.status != "installed")

| {
"id": .id,
"name": host_name(.),
"status": .status,
"notable_validations": notable_validations(.validations_info)

}
]
}

"Cluster validations info": {
"notable_validations": notable_validations(.validations_info)

}
}

-r
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il

{

"Hosts validations™: {
"Hosts": [
{

"id": "97ec378¢c-3568-460c-bc22-df54534ff08f",

"name": "localhost.localdomain”,

"status": "insufficient",

"notable_validations": |

{

"id": "ntp-synced",
"status": "failure",
"message": "Host couldn't synchronize with any NTP server"

},
{

"id": "api-domain-name-resolved-correctly",

"status": "error",
"message": "Parse error for domain name resolutions result"

}
{

"id": "api-int-domain-name-resolved-correctly”,
"status": "error",
"message": "Parse error for domain name resolutions result"

}
{

"id": "apps-domain-name-resolved-correctly”,

"status": "error",
"message": "Parse error for domain name resolutions result"

"Cluster validations info": {
"notable_validations": []
}

}

N HE—NoRERENMEN, BtizTUTHRRRER /v2/infra-
envs/{infra_env_id}/hosts/{host_id}/actions/install AP| FFi8 %% :

$ curl -X POST -s "$API_URL/api/assisted-install/v2/infra-
envs/$INFRA_ENV _ID/hosts/$HOST _ID/actions/install" -H "Authorization: Bearer
${JWT_TOKEN}"

12, HREPREGHTH, RERN worker T RERFFDEAVIEHFERIFHK (CSR),

B

WA CSR F BESER R %,

BT AP R LU R B R 4E
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%510 &= H177 4 OPENSHIFT £/ WORKER T &

$ curl -s "$API_URL/api/assisted-install/v2/clusters/$CLUSTER_ID" -H "Authorization: Bearer
${JWT_TOKEN}" | jg '{
"Cluster day-2 hosts":
[
.hosts][]
| select(.status != "installed")
| {id, requested_hostname, status, status_info, progress, status_updated_at,
updated_at, infra_env_id, cluster_id, created_at}
]
y

it Bl

{
"Cluster day-2 hosts": [

{
"id": "a1c52dde-3432-4f59-b2ae-0a530c851480",
"requested_hostname": "control-plane-1",
"status": "added-to-existing-cluster",
"status_info": "Host has rebooted and no further updates will be posted. Please check
console for progress and to possibly approve pending CSRs",
"progress”: {
"current_stage": "Done",
"installation_percentage": 100,
"stage_started_at": "2022-07-08T10:56:20.476Z",
"stage_updated_at": "2022-07-08T10:56:20.476Z"
b
"status_updated_at": "2022-07-08T10:56:20.476Z",
"updated_at": "2022-07-08T10:57:15.306369Z",
"infra_env_id": "b74ec0c3-d5b5-4717-a866-5b6854791bd3",
"cluster_id": "8f721322-419d-4eed-aa5b-61b50ea586ae",
"created_at": "2022-07-06T22:54:57.161614Z2"

13. Ak BT U TS LUEERRNRESEH

$ curl -s "$API_URL/api/assisted-install/v2/events?cluster_id=$CLUSTER_ID" -H
"Authorization: Bearer ${JWT_TOKEN}" | jq -c ".[] | {severity, message, event_time, host_id}'

Fai th o Bl

{"severity":"info","message":"Host compute-0: updated status from insufficient to known (Host
is ready to be installed)","event_time":"2022-07-08T11:21:46.346Z","host_id":"9d7b3b44-
1125-4ad0-9b14-76550087b445"}

{"severity":"info","message":"Host compute-0: updated status from known to installing
(Installation is in progress)","event_time":"2022-07-08T11:28:28.647Z","host_id":"9d7b3b44-
1125-4ad0-9b14-76550087b445"}

{"severity":"info","message":"Host compute-0: updated status from installing to installing-in-
progress (Starting installation)","event_time":"2022-07-
08T11:28:52.068Z2","host_id":"9d7b3b44-1125-4ad0-9b14-76550087b445"}
{"severity":"info","message":"Uploaded logs for host compute-0 cluster 8f721322-419d-4eed-
aa5b-61b50ea586ae","event_time":"2022-07-08T11:29:47.802Z","host_id":"9d7b3b44-1125-
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4ad0-9b14-76550087b445"}

{"severity":"info","message":"Host compute-0: updated status from installing-in-progress to
added-to-existing-cluster (Host has rebooted and no further updates will be posted. Please
check console for progress and to possibly approve pending CSRs)","event_time":"2022-07-
08T11:29:48.259Z7","host_id":"9d7b3b44-1125-4ad0-9b14-76550087b445"}
{"severity":"info","message":"Host: compute-0, reached installation stage
Rebooting","event_time":"2022-07-08T11:29:48.261Z","host_id":"9d7b3b44-1125-4ad0-9b14-
76550087b445"}

14, BREBIEBFHER AL IER CSR UTEM R 2.

o [FEFH worker TTREBEHINAIMEIEREH, KT Ready :

I $ oc get nodes

it Bl
NAME STATUS ROLES AGE VERSION
control-plane-1.example.com Ready master,worker 56m v1.27.3
compute-1.example.com Ready worker 11m v1.27.3
Hith 5TR

o FFERK DNS XK
o HENBRAIEPERIER

10.1.4. F5F worker 17 AN ANE #7752 OpenShift 5£2f

f&A LLEIT M Red Hat Enterprlse Linux CoreOS (RHCOS) ISO 55/ worker T s, Fr{FEFA%ERE
worker.ign X H4F 301 worker 17 sRARINEH 77 R OpenShift &£EE R,

FeREMH
o MR EREHT R OpenShift &£,
e % OpenShift CLI (oc) .
o LIEXH cluster-admin FHIAF HHEE,
o TR worker T sURINE LR R ERIT EMATA DNS 10K,

1. 1% & OpenShift Container Platform R # :
I $ OCP_VERSION=<ocp_ verS|on>ﬂ

ﬂ ¥ <ocp_version> E#i 5 HFIARA, 10 latest-4.14

2. HBENRH :

416
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%510 &= H177 4 OPENSHIFT £/ WORKER T &

I $ ARCH=<architecture> 0

Q ¥ <architecture> &#:H EIRENZEF, 40 aarch64 =X x86_64.

T4, MIETDZITHST RERHIREX worker.ign #4E :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

4. 1£ Web RS 25 E1E% worker.ign XX, B MIEBIRLE ],

5. 21T LR @4 T OpenShift Container Platform REZFFHEHATA :

v4/clients/ocp/$OCP_VERSION/openshift-install-linux.tar.gz > openshift-install-linux.tar.gz

2
I $ curl -k https://mirror.openshift.com/pub/openshift-
I $ tar zxvf openshift-install-linux.tar.gz

$ chmod +x openshift-install

6. 1% RHCOS ISO URL :

$ ISO_URL=$(./openshift-install coreos print-stream-json | grep location | grep $ARCH | grep
iso | cut -d\" -f4)

7. F#,RHCOSISO :

I $ curl -L $I1SO_URL -o rhcos-live.iso

8. fff RHCOS ISO FIEE M worker.ign X4 % % worker T7 5 :
a. A RHCOS ISO IR E £ R EHE3| S BIirEMN.
b. HEFREHLM RHCOS ISO B 5K, T BEFEN LIRS,

c. MREHKRIMLE%AE S A DHCP, NIEEFBH EN AL ignition X&F, FHIEZET
RHCOS ZEgIHCE worker 17 masas IP sk, HUTUTHIE :

i RS IP BCE worker ENMSERE, EBIRENZEREHRZTUTHS :

$ nmcli con mod <network_interface> ipv4.method manual /

ipv4.addresses <static_ip> ipv4.gateway <network_gateway> ipv4.dns <dns_server>
/
802-3-ethernet.mtu 9000

Hep:

<static_ip>

EEHNES P HUEF] CIDR, 10 10.1.101.50/24
<network_gateway>

=ML X, 4010.1.101.1
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i, BURIEMLED
I $ nmcli con up <network_interface>

iii. GIERHTH ignition X4 new-worker.ign, EAFEEXRA worker.ign B8/, UKk
coreos-installer 25 F 3£ 7E#7 worker £41_EIEFE /etc/hostname XHHIZIAN 15w, B
a0 -

{
"ignition":{
"version":"3.2.0",
"config":{
"merge"[
{
"source":"<hosted_worker_ign_file>" ﬂ
}
]
}
2
"storage":{
"files"[
{
"path":"/etc/hostname”,
"contents":{
"source":"data:,<new_fqdn>" g
2
"mode":420,
"overwrite":true,
"path":"/etc/hostname”

Q <hosted_worker_ign_file> 2[R worker.ign SXHERIARM AT 15789 URL, B0 :
http://webserver.example.com/worker.ign

<new_fqdn> 2 worker 1 RIXERIFT FQDN, #80, new-
worker.example.com,

iv. £ Web IRZ5%5 L3EE new-worker.ign 32, BT MIBEIRIZE 1,

v. iZ1TLLF coreos-installer ip45, %% ignition-url FIFELEL 15 -

$ sudo coreos-installer install --copy-network /
--ignition-url=<new_worker_ign_file> <hard_disk> --insecure-ignition

)hIt | f—b‘[‘

==l

<new_worker_ign_file>

Z=1EE new-worker.ign SCHRIARM AT 5[0 URL, 540
http://webserver.example.com/new-worker.ign

<hard_disk>
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%510 &= H177 4 OPENSHIFT £/ WORKER T &

=& RHCOS ByfE#L, 140 /dev/sda

d. WF/ERAT DHCP B4, BAZTEXREBHS IP, EBEIFENIEH A FZITLLT coreos-
installer S8 S LA E1Z RS

I $ coreos-installer install --ignition-url=<hosted_worker_ign_file> <hard_disk>
e. EF)EH DHCP, & LLT NMStateConfig CR i/ FE| 217 52 OpenShift 8% :

apiVersion: agent-install.openshift.io/v1
kind: NMStateConfig
metadata:
name: nmstateconfig-dhcp
namespace: example-sno
labels:
nmstate_config_cluster_name: <nmstate_config_cluster_label>
spec:
config:
interfaces:
- hame: eth0
type: ethernet
state: up
ipvé4:
enabled: true
dhcp: true
ipv6:
enabled: false
interfaces:
- name: "eth0"
macAddress: "AA:BB:CC:DD:EE:11"

BF

ERAES IP ik K INERE worker 7 R T E NMStateConfig CR, HIRH T
OpenSh|ft FARS P i ERE, NEAZE P #URINE A SIS P ki
worker T s, B ZS DHCP A BB #T worker 7 miZ B IX LML LB,

9. HREPRLITH, RERT worker T RERFGFLENEFHERIER (CSR), HIMRRE!, #E#
AL IER) CSR LATER R %%,

10. ZEZMXE, EREN. EVINAKEFIEFH worker 11 5/,
o QERH worker T REBBHRIMARMEIEEH, K5 Ready :
I $ oc get nodes
it Bl

NAME STATUS ROLES AGE VERSION
control-plane-1.example.com Ready master,worker 56m v1.27.3
compute-1.example.com Ready worker 11m v1.27.3

419



OpenShift Container Platform 4.14 i s

HiBR
o FHFERM DNS XK
o HENBRRIEPERIER

10.1.5. #LENLBFBVIE B L TE K

LN RRNINBIERRN, SNHERMBNBENEERTDRFLIBIEFERIER(CSR), BolfI XL
CSR BikfGHttE, FRBEFZEBTHA. IIELMEREIRIEKR, REHAERSRER.

FRFH
o HEFHARRIMEIREEF,

ik =
1 FAERE T LUR AL LR
I $ oc get nodes
i~ B

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.27.3
master-1 Ready master 63m v1.27.3
master-2 Ready master 64m v1.27.3

Fi s HI i TR A AT E LA,

& .
' EHL CSR Hit AT, AIEMNEHATRERASETETR (B worker TR)

2. IEFLIEH CSR, HARNMEIEREHIEEVIZ:E0E Pending 3% Approved KSR i
153K :

I $ oc get csr

it Bl
NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIAR, HEVSMAKR. BARREINRFEIEZSIHER CSR,

3. MR CSRI&BIRFEHAE, EERMBNRNFIEFLIE CSR #ATF Pending KRE 5, EiltE
SKENZMI CSR :
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%510 &= H177 4 OPENSHIFT £/ WORKER T &

BT CSR =« B, RILEESNERMEIERE— /N AREERR CSR, 4N
FREBE—INRIEET], IERRERE, BNTRSFEES ML, Bt
HERTAXLEIE, #EE I CSRE, Kubelet NARSSUEFOIB— 2 CSR,
XEBEFE, RE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
FLE1T % K B machine-approver Bzt .

STFERS AR API FIEA LiZiTHER, ENFEM R B S EiZR,
IR SE e — 5 3% 3 B s kubelet IREHIEBIER(CSR), MIRZHHLEE
3K, ] oc exec. ocrsh #1 oc logs S AN, KN API RSS2 EEE
kubelet N ERZERSSIET ., 5 Kubelet ifi sk REEMIREEN R B UL IE P HEAE, 1%
FE SR CSR, HIA CSR H system: node = system:admin 22 F#
node-bootstrapper iR 5K 1R, FHIEILT REIF5,

o EHMHLE, EXNEBIEMB CSRIZITUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

o ZHLHERTERALIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

% o
| TEBLE CSR #iltHrT, —L Operator ARETL R,

4. HE, EHEFmERERIE, BRIEERNIKEINEENSENRSFIEK

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. WRFIRM CSRIEEWHME, BATF Pending IR, HHEEREN R CSR -
o FEHIMHLAE, IEXNEDEMM CSRIZITUTHS !

I $ oc adm certificate approve <csr_name> ﬂ
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ﬂ <csr_name> 2 %71 CSR FIF&K A CSR HE TR,
o EMHEFMMBFMLIEN CSR, HiZTUATHS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #LEMAZR IR S CSRE, Hl#aH 4F Ready RE. Z1TLLFarHITIL :

I $ oc get nodes

ol

NAME STATUS ROLES AGE VERSION

master-0 Ready
master-1 Ready
master-2 Ready
worker-0 Ready
worker-1 Ready

% "
BUERRSS 28 CSR R Rem B /L 2 #inf (Al LA 2514 % 2 Ready KK

HE R

422

o MFAXRCSRMESER, HSH ILBERIFRK,

master 73m v1.27.3
master 73m v1.27.3
master 74m v1.27.3
worker 11m v1.27.3
worker 11m v1.27.3


https://kubernetes.io/docs/reference/access-authn-authz/certificate-signing-requests/

B NE T HEIRUGERIR

£ NE TR
T EIBIMUERRZ— NI M DU FRNR, TEBIEHFBTER pod ¥ B R,

N1 X F 7 =IERUERIR

T RIEPMU SRR AT L E A ST FEFIARR G 25 pod I RAAXEVIETR, DIEMTFISUTFIBERRY BIFERY
RIRH. RrAlZE, A LEREIL (URIR R IE DA REZEE T B TR ED . MXED
IRTSHY Insights AT BNEIATE CRI-O Fl Kubelet RAMBNZITION, FHiIART B SRT & IRHEFEM
RAREENEER.

(R T RIRL T R AR BT 1AL AN ER A

Critical
SEABTFEIRN RIS E MR T R AE
Outliers
SIEM L 2ITE 95th percentile Z ARYZ 1T FFELNT (AR FZROIE /5 &
EIGRFEETA]
B BN IR ERER RO H AR D IR R AR OIS [R] 22 4k
BIERE

SR, AIEENRIHAIFTEITREREN TN, XAMTFHRERSH A FHERNE
1.2. 51077 mIBPRMU SRR
&= LLM Administrator 1A 7577 mIg bR KRR,

Pt =

1. BJF Observe 3 H.%£1FH 1% Dashboards.

2. 1£ Dashboard j¥J#28 F, 1%+ Node cluster,

NFRF B BIELINIE Critical KH TGS, NASKRNEIXBREBE R, (LFRREZ
BRTIER T1F,
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VNN

sum by (node) (container_memory_rss{id="/system.slice/crio.service"}) / sum by (node)
(kube_node_status_capacity{resource="memory"} -
kube_node_status_allocatable{resource="memory"}) * 100 >= 50

L&A B B IR IR B AN T S LY CRI-O RAIRBHNFRE. B RERTRERIRD A EREBE
MEEEIR L, N8N CRI-O RGURBHIAEIBIT HEZH 50% R, XFRAT = LK CRI-O AT R RS
NEM—¥,

KREAFESREMER, FHEAERREETERMIIEM, LR T RAEE, L k#E
Outliers, Average durations THUEFR, LARIRVERE, LAEH—F TH,

11.3.6. RZi{REE CPU A3 > 80% MY 1T =

RGHRE CPU XK > 80% M7 & A 15 system-reserved CPU {HAZRBIT 80% B9 s, i
BT system-reserved BE, MITEHRE S 28N CPUBER, HNHEST R LATHEKN CPU FIRHIT
B, DRI 80%, T mBILERAEEREEITA,

VNN

425



OpenShift Container Platform 4.14 i s

sum by (node) (rate(container_cpu_usage_seconds_total{id="/system.slice"}[5m]) * 100) / sum by
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kube_node_status_allocatable{resource="cpu"}) >= 80

b EiHZR T system-reserved CPU FIEMIXEL T, XATESFBHERER, & system-reserved CPU
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