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1.1. CONTROL PLANE #1211k S #1F

ENEREIER, BOREREEE—ERITEARF1E OpenShift Container Platform 5£2%, HEURERSE
B, ERERN—LCRARBEENEIHHUTHIN NG LR K TIRK A, 7 OpenShift Container
Platform B, ERILUCGERBIITRZ XN, UEEUEREMESEE,

IRTTIE R T EBERT 7510 etcd 2B ; eted & OpenShift Container Platform BIBE(EZE, ©SRIREAR
TR RIVIRE, eted FRERMERE PIEE XA B, 7£ OpenShift Container Platform &, &if
AT LAB H AR EEH) etcd FX A o

LIEFLERHERCOTN, BB,

SRNIEPAERERRE—FE T, BAUXHER, HEIEBDERNZEMERE
B, BAKEBNRIHEIMN control plane IEH, BEMEBEMAIEHEZITR(CSR),

IR RERIBE OpenShift Container Platform JFo;A IR T TF89—LeIER, a0 :

o BME—NEERBLEEE TFNER, REANEMR (0077 StbEsk ML EEn) TEEE
T1E,

o MEHRMMIR T EBHPMELIHAR,
o RELKT K%ZH control plane E#Hl, MMEH eted HEEK,
Wi HARER eted HRER, 1R AT LUBT SRR E B 2 RIS RMIOERIRE

Hi 5w
o ERAHERLEME hook HHATHERY"

1.2. NERRFHED MR ERE

ERERERR, ALUER OpenShift APl HTEHIRRIT(OADP) R #12 #1Pk E1E OpenShift Container
Platform LizfTHIN TR

RYE T E Velero CLI TEARIR, RIBGEZEFNEREMDMIKE Kubernetes HIRFAEREi K. OADP
EFIRERSK Restic KA MPFIRERFAES(PV), FIFIEEE OADP kL,
1.2.1. OADP &3k
OADP BLLTFEK :
o EILLESR cluster-admin B &HAF BHE%,
o BUNBERTHEEEMINREM, HWMUTEHEREE—
o OpenShift Data Foundation

o  Amazon Web Services


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/machine_management/#machine-lifecycle-hook-deletion-etcd_deleting-machine

OpenShift Container Platform 4.15 & {3 flth &

o Microsoft Azure
o Google Cloud Platform
o S3FEANREM

o |IBM Cloud® Object Storage S3

INEREIE OCP 4N R FBIRRARFEA CSI &2, 15R% OADP 1.1x,

OADP 1.0x A% # OCP 411 RE=EIRA LK CSI 17, OADP 1.0. x B¥E Velero1.7.x, 3
FE API 4 snapshot.storage.k8s.io/vibetal, iX1E OCP 4.11 KBS RAHRREIE.,

B

S3 kR CIoudStorageAPI,\E MRARTRBIThEE. FATIREE x?Iﬁlaf‘nnHE +F
Tl (SLA) ¥, HINBEWRHAFTE. AT HEEEIMEREREN], XERK
ARINEINE _Jl«/lﬁﬁﬂ)jhiﬂﬁi%ﬁﬁ’]ﬂmb, HENSEF LM BRIRHRBE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

o EFfAREBEMPY, ,D\M\?ﬁﬁﬁﬁﬁi'&ﬂ” API 9= 6#, & Z#F Container Storage
Interface(CSI)IRER, #ILATHEN

o  Amazon Web Services
o Microsoft Azure
o Google Cloud Platform

o ¥F CSIREBMIT=TFE, W0 Ceph RBD 5 Ceph FS

A=
NRERBFEARREHD PV, SJLUER Restic, 1XH OADP Operator &%,

1.2.2. &M MIRE N ARERF

f&e L 82— Backup BE X 5TR (CR) &M NARR. HSM 02 EH CR, EAILIEEMUT
AP

o BIEHD hook, MEEFMPBMEZAINZ FIBITH

o MEEMHD

o ERXMHRGIHDN N ARFHITE : Kopia 3 Restic

o RE[LLET O — Restore (CR) RSN AR &R, 1ESH 0 Restore CR,

o RAILABLE restore hook, LUMETE init BRI ARRFRBRFIZITRD,


https://access.redhat.com/support/offerings/techpreview/
https://restic.net/

B2 E REHKAKR
B2 E LR KR
AR T R KRBT, T4 A T PRAANRE, BT BB X %R,

2.1 oo RZM
o TERAEBFIIT eted E15.

BE
PATLLRAZRISS BT eted &40, MEEERKFBEEMAEN AT URE S
¥,

pgn, UTRETRERESBERNEEFRIN
o KM IEHE etcd EUIE ARG
o REEMFRERIEM T RLFE

o [LRERE N

MREBRTERE, ERBUTSRKE B LRI REHR T,

2.2. R EEEE
ERI R AR XL, LEREERER,

pa -3

BHUAREAEN—FRXMNER, FHEZCTUERER. ZEAHRE—FF, &
BFEPRITH,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o T eted &1,

it =
1 INREEKEFRAIER, HREIEPTHNBE, HoTUTes :

$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'

FH Pl
I 2022-08-05T14:37:50Zuser@user:~ $ 0

ﬂ NBREHALUERER, BTN ERENBRNCAIEEEH, S8EFELN, TEHE
BF IR IBANIE R BIEK (CSR) RIRE kubelet IEH,
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2. PEBRPMAAET RINMCHATHE, B UMBENER web #HIB 21T BRI
#B1F

$ for node in $(oc get nodes -o jsonpath="{.items[*].metadata.name}'); do echo ${node} ; oc
adm cordon ${node} ; done

A

ci-In-mgdnf4b-72292-n547t-master-0
node/ci-In-mgdnf4b-72292-n547t-master-0 cordoned
ci-In-mgdnf4b-72292-n547t-master-1
node/ci-In-mgdnf4b-72292-n547t-master-1 cordoned
ci-In-mgdnf4b-72292-n547t-master-2
node/ci-In-mgdnf4b-72292-n547t-master-2 cordoned
ci-In-mgdnf4b-72292-n547t-worker-a-s7ntl
node/ci-In-mgdnf4b-72292-n547t-worker-a-s7ntl cordoned
ci-In-mgdnf4b-72292-n547t-worker-b-cmc9k
node/ci-In-mgdnf4b-72292-n547t-worker-b-cmc9k cordoned
ci-In-mgdnf4b-72292-n547t-worker-c-vemtn
node/ci-In-mgdnf4b-72292-n547t-worker-c-vemtn cordoned

3. ERAMUTHERE pod :

$ for node in $(oc get nodes -l node-role.kubernetes.io/worker -o
jsonpath='{.items[*].metadata.name}'); do echo ${node} ; oc adm drain ${node} --delete-
emptydir-data --ignore-daemonsets=true --timeout=15s --force ; done

4. RMEBHHPHIFAET R, BRI UMMV ER web EHEIA T FEIIRTRLLIEF

$ for node in $(oc get nodes -0 jsonpath="{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done

it Nl

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.
Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.

ERLUTAEXHT RALL pod ZE%1E, M EHE AR AT e,

Iy =c
=

PR AR EF VA EE K IR IA] -

' $ for node in $(oc get nodes -0 jsonpath='{.items[*].metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done



B 2E REMXHKRF

FEXMAET, NEEHEZE OpenShift Container Platform i BIFRAE pod B9
control plane T, SHEEOAMNTAREIERERSRE, TEEREB2HNIENR
o, MRENBEE X TIENEMNERREBEXARIHEZE control plane 118, &
EEFER control plane T mMC N AIAE, REEHFTAILEHFEE T,

Lo~

5. XM BRENERKII, MAEREFED LDAP RS2, EHTRIERNES B EMEI X
=B

B

MREECHNEFES ERE TR, BAEXM. EEIMPRXEKNTHIR, 0
RIEMBRIEEHEMHNAI T ETIR, OpenShift Container Platform B 88 J5E M I 1k
EQ

2.3. Hth B5R
o EHERER
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BIEEBERER
AR T RS R E E R,
REEEHEEBNAATLES T, ETERENBMCRERTHEIARE, A -
o XA etcd HIBHAA
o DRSS AL T R
o BHIEEAY

MREBRTERE, ERBUTSRKE B URTHREHR T,

3.1 EREHE
o DXL XMERE,

3.2. B KR
B L EEBRETEXTRERE.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o LR RIXERERFER,

Pt =
. BB, WAERTERESK LDAP ARSS 25

2. FAIFRERELE.
FERESENRIMERN A XSG, FIIIMHNER Web #H& E 51185,

F/HARNI10 28, ARBRERE control plane 17 RAPKE,
3. WIEFRA control plane 7 &R S #ELE .
I $ oc get nodes - node-role.kubernetes.io/master

INRREH Ready, WMLATFHIE AR, N control plane T REFL :

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.28.5
ip-10-0-170-223.ec2.internal Ready master 75m v1.28.5
ip-10-0-211-16.ec2.internal Ready master 75m v1.28.5

4. AR control plane T R ZAMLE, FEESAFHAEIERZEZIEK (CSR).

a. FREXHHEI CSR AU -

I $ oc get csr



b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR BI& R,

c. HEBIMEMRHICSR :
I $ oc adm certificate approve <csr_name>
5. 7E control plane T RELZE G, FLUEFRE worker T REB B,
I $ oc get nodes -l node-role.kubernetes.io/worker
RSN Ready, fATFIR, NIHKER worker TR BFLEE ¢

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.28.5
ip-10-0-182-134.ec2.internal Ready worker 64m v1.28.5
ip-10-0-250-100.ec2.internal Ready worker 64m v1.28.5

6. IR worker T AR, HRERTAFIENIERZERAIER(CSR),
a. KEXHAE] CSR AU -

I $ oc get csr
b. EF—1 CSRMIFHERUEIIHERAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

c. #EFPEMHICSR:

I $ oc adm certificate approve <csr_name>

7. BRIERHESEIERE.

a. MEZLBEBRNHERE Operator,
I $ oc get clusteroperators

i€ %8 DEGRADED 54 True B9%Ef Operator,

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 4.15.0 True False False  59m
cloud-credential 4.15.0 True False False  85m
cluster-autoscaler 4.15.0 True False False  73m
config-operator 415.0 True False False 73m
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console 4.15.0 True False False 62m
csi-snapshot-controller 415.0 True False False 66m
dns 4.15.0 True False False  76m

etcd 4.15.0 True False False  76m

b. KMEMA T REELT Ready K :
I $ oc get nodes
KRERE T AR ESZ2E H Ready,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.28.5
ip-10-0-170-223.ec2.internal Ready master 82m v1.28.5
ip-10-0-179-95.ec2.internal Ready worker 70m v1.28.5
ip-10-0-182-134.ec2.internal Ready worker 70m v1.28.5
ip-10-0-211-16.ec2.internal Ready master 82m v1.28.5
ip-10-0-250-100.ec2.internal Ready worker 69m v1.28.5

MRKBHITEREWTD), EIRFEMEA eted F2KRIKERE

8. 1f control plane #1 worker 11 R, MEBPNME T RINCHEAE, Z1TUTHS:

for node in $(oc get nodes -o jsonpath='{.items[*].metadata.name}'); do echo ${node} ; oc
adm uncordon ${node} ; done

HiBR
o MREMEERITENRE, HSHIRE S LATHIERRT,

10
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4.1. OPENSHIFT APl FOR DATA PROTECTION f& 1t

OpenShift API for Data Protection (OADP) 7 g {®#" OpenShift Container Platform _EBZ /7 1 T2
F. SRHESEMIHERERIF, ®E OpenShift Container Platform N RTERF. N ARFHERERT
R, FAMBHANEGR. OADP LRell & B2 L ARFMEIN (VM),

B2, OADP FA&FY etcd 3k OpenShift Operator BT MR E fR R H XK,

4.1.1. OpenShift API for Data Protection API

OpenShift API for Data Protection (OADP) 124t T API, BRFZMAEEE L&D, FHHELEERD
BT HHIFTR,

OADP LU API :
® Backup
o XE
o i
® BackupStoragelocation

® VolumeSnapshotlLocation

HibFiR
o 1P etcd

4.2. OADP X 173¥1C

4.2.1. OADP 1.4 % 173FiC

OpenShift API for Data Protection (OADP) B4 1T3E1C4A T $HIThEEFNI8 51 ThEE. EFAMITIEE. 7~
I, B[R AN AR R A]

4.2.1.1. OADP 1.4.0 Z{33¥iC

OpenShift API for Data Protection (OADP) 1.4.0 Z1T3F1C5H 7 S A2 R R R TF] 2 1 7 &,

4.2.1.1.1. BRI A E

& E 1E OpenShift Container Platform 4.16 A LLIEH T

FELRIHIRRAF, HkE BRI AEFH AL, WEIRIES2 K, 7 OpenShift Container
Platform 4.16 FA& H¥] resource name may not be empty #5i%, EiXMNhAd, RETE OpenShift
Container Platform 4.16 FRILAEEE T, OADP-4075

Data Mover backups £ OpenShift Container Platform 4.16 (£&frh el LUIE # T4

TELIRIBIRR A, Velero BB HAMAR SDK, Hr Spec.SourceVolumeMode FE&ARFE, AL, 7£
WA v4.2 AR A SRR EESS EBY OpenShift Container Platform 4.16 (28#/1, Data Mover backups &%

1


https://issues.redhat.com/browse/OADP-4075
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W FEXhRAA, AERRERALEI vZ.0 REHIRA, ELIt, £ OpenShift Container Platform 4.16 &
HREHBTERKI. OADP-3922

BREAXATRAPERIFTE FBTEIIR, 1HSH JIRA BB OADP 1.4.0 2R B[R IFIR,

4.2.1.1.2. BAmEE

1% B 1 MCG i%i& checksumAlgorithm I, &3k

TEXHEMIME A Noobaa 1N &R AL B RIS AR 4T &0, WIRKXE checksumAlgorithm EZES
B, MKW, ERXANNE, WRIEIE Backup Storage Location (BSL) BeBH:E A N
checksumAlgorithm 24#t1E, NESRM—NE(E, ZEINERBIEERT N BRRFE (DPA) BE LHIR
(CR) €8 BSLs in, MRERTAEMAECIR BSL, NMAKRRINXME, OADP-4274

BRAZITHRABRAE M FHTZEESR, 1550 JIRA BB OADP 1.4.0 EA[A]#H 5K,
42113 R &EE

IRAFREI T —DNRRA. FE BRTRE, EARIEHRORE, 15— RIAL—N

B, Bla0, ZEZEM OpenShift APl for Data Protection (OADP) 1.1 #KE 1.3, EEHAHKE
12, REBAEE 1.3,

4.2.1.1.3.1. M\ OADP 1.3 B 1.4
Velero BRF5EREM LI2 IRAEHE 114, IR, BIEFRTNARSF (DPA) BARZ,
XEEHRLUTHAE :
e velero-plugin-for-csi (X IBIIE EIETE Velero R H, XEHKRBFHABEE init 5.
e Velero f$%& Fifi Burst #1 QPS BRIA{E 435 M 30 1 20 24 100 #1100,

e velero-plugin-for-aws {458 #7 7 BackupStoragelLocations (BSLs) F#Y
spec.config.checksumAlgorithm FEZRIEKIAE, M " C&F checksum i1 8) 2’ CRC32 &
F. MEEZER, HBMH AWS &RFHEMER Velero #{F. F1i8 checksum BiELE HEE
F AWS, JLA S3 N EERBEILRF checksum BEKE N ™ F2H md5sum, FREHNER
HN A md5sum B R E.
7£ OADP 1.4 #1, JILECSETE DPA H O BSL FBIME R ™. XAMRIANERTERERE
md5sum, E45 OADP 1.3 —, X F1E DPA FrfI&# BSL, & DPA Ry
spec.backupLocations[].velero.config.checksumAlgorithm ZEXFE#H©, HIREH BSLs 7£
DPA 24632, AT LUFER BSLs 4 spec.config.checksumAlgorithm EE LAl &,

4.2.11.3.2. %12 DPAECE

R4 10 4 B1H DataProtectionApplication (DPA) EZi&.

it =
o ZITUU T HRAFELRIN DPAECE :

Example

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

12


https://issues.redhat.com/browse/OADP-3922
https://issues.redhat.com/issues/?filter=12438505
https://issues.redhat.com/browse/OADP-4274
https://issues.redhat.com/issues/?filter=12438506
https://github.com/vmware-tanzu/velero-plugin-for-aws/blob/release-1.10/backupstoragelocation.md

% 4 %= OADP N AER& R %RE

4.2.1.1.3.3. A% OADP Operator

TEFH4 OpenShift API for Data Protection (OADP) Operator 5, 15ERUTHEE,

ik
1. ¥ OADP Operator BJIT [ JiliE M stable-1.3 t{/ stable-1.4,

2. &1 operator IBRBREBFHHEL,

Hth BHR

o FEI LM Operator

4.2.1.1.4. §3 DPA ¥ N A
EM OADP 1.3 #Z & 1.4, NMAFEEHIBFRITNBERF (DPA) B,

4.211.5. Uk A%
RIBIUEF I ER D IR B IE 22,

4.2.2. OADP 1.3 X {T3EiC

OpenShift API for Data Protection (OADP) 1.3 BOZ1T3EIC A 7 $TRIThEEFNIE 55 Thae. S FFAITHEE.
PRI, B[R R ]

4.2.2.1. OADP 1.3.2 £1T3FiC

OpenShift API for Data Protection (OADP) 1.3.2 Z 473107 H 7 B A& R/ A A1 B 507,

4.2.2.1.1. SR N5

MREHTHERNBEE X secret 747 BSL, ] DPA &

INRFAMME E L secret FITF Backup Storage Location (BSL), {BERDERIA secret, NI DPA Tkt
W, fRIERE LB EMNEIA cloud-credentials, HEHUIET BE U secret, ALMERAEHKE
BHESHE,

OADP-3193
CVE-2023-45290: oadp-velero-container: Golang net/http: Memory exhaustion in

Request.ParseMultipartForm

net/http Golang TWEFESHSH LI T — N RERAE, XXFNTEIZET OADP IRAN, TELARIMIARAH,

U EEHT multipart X528, TTLIERRAE A Request.ParseMultipartForm, ={fF Request.FormValue,

Request.PostFormValue, % Request.FormFile 742NN, BTREMNEK/NREIAERFELS
—RPTIPHENANGT, XAEKRATFTERXITNEATE2IEELNT, MISRLOEAERE, X
FAREKSBANEFERER, XTMRERAETE OADP 1.3.2 HfifR,

MNETHREZIFMER, 1HSMH CVE-2023-45290,

CVE-2023-45289: oadp-velero-container: Golang net/http/cookiejar: Incorrect forwarding of
sensitive headers and cookies on HTTP redirect

13


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/operators/#olm-changing-update-channel_olm-upgrading-operators
https://docs.openshift.com/container-platform/4.15/backup_and_restore/application_backup_and_restore/release-notes/oadp-release-notes-1-2.html#verifying-upgrade-1-2-0_oadp-release-notes
https://issues.redhat.com/browse/OADP-3193
https://access.redhat.com/security/cve/cve-2023-45290
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net/http/cookiejar Golang THEFESHSHF LI T — M RERA, XRXFNEIZ AT OADP hRA, %
HTTP EEMEIA R FEITERN SR 2 TR, http.Client R&H 4 BUEIRL, #0
Authorization 5 Cookie, ‘EZEE XTI HTTP EEA T RS S BB LBENE LK, XNRER
SEE1E OADP 1.3.2 iR,

MNETREZIFMER, 1HSMH CVE-2023-45289,

CVE-2024-24783: oadp-velero-container: Golang crypto/x509: Verify panics on certificates
with an unknown public key algorithm

£ crypto/x509 Golang tMEFEHEEH LM T — PN RERE, XFIEZ M OADP A, Kiras
HARNAAERNIERMIE PSS Certificate.Verify panic, X&EH{F Config.ClientAuth X &
“Jy VerifyClientCertlfGiven =% RequireAndVerifyClientCert 975 crypto/tls &/ imFIIR S5 %8, BRIAIT
H TLS RS BRTEBIUER FimiE P, XNRE/RESIE OADP 1.3.2 RfER,

METREZIFMER, 1ESH CVE-2024-24783,

CVE-2024-24784: oadp-velero-plugin-container: Golang net/mail: Comments in display
names are incorrectly handled

net/mail Golang /nEFEHHEHR LT — 1N RERE, XFMMEZE OADP ki

A, ParseAddressList R IETRE, XA (FBESHMXAER) D REH, AT X5 ERTRE
FAlkE, HitTeESSBERTEETSNERHFTARRENEEREK, XNMNEREREEIE OADP1.3.2
FRARR,

METMELZIFMER, ESN CVE-2024-24784,

CVE-2024-24785: oadp-velero-container: Golang: html/template: errors returned from
MarshalJSON methods may break template escaping

£ html/template Golang TEZEH G H LI T —NLLRE, XRMMEIZ ] OADP AR, NREKH
MarshalJSON 75;5:RE| MR S S A EHE R, Nel e BEBIF HTML/template 2421
L8 AT H, LERERIEFEAATEIAZR, XNMNELLREEIE OADP 1.3.2 iR,
METMELZIFMER, ES CVE-2024-24785,

BREARATHRAPERIFTA FABTEIIR, HSH JIRA B OADP 1.3.2 iR B [H R IR,

4.2.2.1.2. 2/E)5

%S OADP |5, Cassandra V& pod i# A CrashLoopBackoff k&

1£ OADP k& 5, CrashLoopBackoff XS FTEERH A Cassandra N TR pod. Z I R RIX 4]
M, 7EMRE OADP Gt BRiR[E515% 5% CrashLoopBackoff ik 75H) StatefulSet pod, StatefulSet #2423
BHOIEIXL pod, BIEBIZT.

OADP-3767

4.2.2.2. OADP 1.3.1 X473¥iC

OpenShift API for Data Protection (OADP) 1.3.1 Z4TiE1CHIH T #TheE. fRRBYFEFFE IR KR ERHH
],

4.2.2.2.1. Fithie

OADP 1.3.0 Data Mover HfE e &%
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£ OADP 1.3.0 HF{E AT BB #H) OADP H& Data Mover , IEER S CHE N TIE A E AT
ESS RN

4.2.2.2.2. BfERMN]G

II#EX ¥ IBM Cloud(R) Object Storage ¥E 7L RS

IBM Cloud® Object Storage & AWS S3 A M FHEHNE —, BEZRAIAHKIR. EXMRA
#, IBM Cloud® Object Storage F/ AWS S3 A &0 F B N K <+,

OADP-3788

OADP operator I{E A LLIE ffyith i 55 5k 4 B9 X 38 £ 1%

TELLFTMIRR A A, 27E AWS Backup Storage Location (BSL) Boi& R1E% B I8 E region MIE R TIEE
profile:default Isf, OADP operator ToiER SR FI N AR (DPA) BE X HIR(CR) # missing
region 1%, TEXXMHRAR, EIET AWS B9 DPA BSL MA&#9%E, EItk, OADP Operator &1 &
missing region 1%,

OADP-3044

BE X EFREM openshift-adp #v Ze 7] dhfifBa

TELLETIMRR A, openshift-adp-controller-manager pod 2 E &N I1Z!I openshift-adp 5 22 5] B9FR
Fo XRFBMEBEEENIRZE (40 Argo CD) MM ARFEINES A, MM SFBEIERER, EX MR
A, XNFFABHER, BE LIRET2M openshift-adp 54 22 [A] # it bR,

OADP-3189

OADP must-gather #{& % CRD

TELIATBIRR A, OADP must-gather HE A2 UE OADP 1R B E L FIRE X (CRD), Hik, &F%
A omg TETE support shell RIZEXEIE, TiXhRAAH, must-gather iEi& =S OADP K #Y
CRD, Fda{EMA omg TEREEIE,

SRS, SR S E o WOk L SN R U

TELLEIMRR A, garbage-collection-frequency F X BRNSIRIE A — NS AR, EXMRA
&, garbage-collection-frequency 274 gc-controller P FZK SR ERE (—/NE) o

OADP-3486

OperatorHub 124t T FIPS X RiC

1§ fips-compliant iT&IXE N true, IAE FIPS X FRCARINEI OperatorHub HEJ OADP Operator
FFxRA, INEETE OADP13.0 h/EM, B&BEFMAT FIPS B Red Hat Container Bk H TR,

OADP-3495

¥ csiSnapshotTimeout 1X& HIERFENT[EIF, CSHEH#AREIN nil pointer BEE 1R

TELLRTMIRRA A, ¥ csiSnapshotTimeout SELE NI IFFLLN AR, CSIEHFBEILATE
% : plugin panicked: runtime error: invalid memory address or nil pointer dereference.

TEXNRAS, FREKNFHERUTER : Timed out awaiting reconciliation of
volumesnapshot.

BRARATHRAPERIIFTA MBI TEIIR, HSH JIRA B OADP 1.3.1 iR BY[HIEIFIZR,

15


https://issues.redhat.com/browse/OADP-3788
https://issues.redhat.com/browse/OADP-3044
https://issues.redhat.com/browse/OADP-3189
https://issues.redhat.com/browse/OADP-3486
https://issues.redhat.com/browse/OADP-3495
https://issues.redhat.com/issues/?filter=12432794

OpenShift Container Platform 4.15 & {3 flth &

4.2.2.2.3. B HAE

IBM Power (R) fl IBM Z (R) & EEREM 577 X OpenShift £EM &0 F1F (ERRHI
HET IBM Power® #1 IBM Z° & _EERERIE T 52 OpenShift SREFHI &2 FIF HEE X PRH -

Storage
Hal, RE NFS Zi%5 IBM Power® ] IBM Z° & LERE M T 51 OpenShift EEEH# A,
Backup

EMMRERFERFERXH RS ED (40 kopia # restic) &3 N AR,
OADP-3787

%2 OADP [§, CrashLoopBackoff k5= A CrashLoopBackoff 1K

1£ OADP k& &, CrashLoopBackoff K FTEERH A Cassandra N 2R pod. Z i 2 RIX 4]
M, 7EMRE OADP Gt & & %1% CrashLoopBackoff JA%5H StatefulSet pod. StatefulSet %
FIZREF OB IX L pod, BIEEIZIT.

OADP-3767

4.2.2.3. OADP 1.3.0 ZfT3FiC
OpenShift AP for Data Protection (OADP) 1.3.0 Z4TiEICHIE 7 #Thae. FRMREAE IR KR E B
],

4.2.2.3.1. #iThek

Velero & DataMover

OADP 1.3 @& — 1B/ Data Mover, Ea]LUEH B Container Storage Interface (CSI) B1RERFZ!
IR RIFM. MRZEWE, BAMBRSIAIR, REB Data Mover AILLEMEEN REFMHIRE B
BN BREF. ©fFA Kopia fF N LERRFEHEEILEURBEIEFH S A Unified Repository,

BF

Velero & DataMover R 2 — MR TI S INEE, AR IIEER LN SRS F RN
(SLA) ¥, BHIMBErTReH AR, AEAHEELEERFERE], XTI
ThRER LUME R FIRB B IThEE, HENSETF LM ERRERIHEE .

BRMBEATGCEZFEENELZER, HSHBRTTITEEZFEH,
BERAXHRS SR N ARRE AT : Kopia 2 Restic

Velero B RET &2 (FSB) X FFMI N 18 % : Restic # Kopiao

Velero 21 F P T AN 2 (Bl 4T 1265

X F &R, B uploader-type TRi&IE EE LT IRHRIERER, BMIE N restic = kopia, MREEFIRE
&, NIZEKIAN kopia, RERFTEBRLLERE,

GCP Cloud &35 1iF
Google Cloud Platform (GCP) &4k Al ik & A58 & 63 Google ik,
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% 4 %= OADP N AER& R %RE

8 Workload Identity Federation By GCP ®IiLIZ{EH Identity and Access Management (IAM) % ¥ %+
HED IAM B, SIEEVRSIKF I, SUBRT SRS BHAE X R 2 X,

AWS ROSA STS Ep 38 1F

157 LU OpenShift APl FF Red Hat OpenShift Service on AWS (ROSA) £EERIEIER P (OADP) 3k
R MIIRE N ARRFHE,

ROSA RS &M AWS TTE, BiEE. 2. H&F]. HM. BoifEMRSITEERES, -5
INREE B AN A B,

fRAI LAEHE M AWS K AT 1% AR S5

ﬁ'JL%ﬁF & BT LA#E A OpenShift Web 1% & X R B 1T181E. ROSA AR50 OpenShift API #
S 1THR@E (CL) TE,

4.2.2.3.2. BfRRHEE

®%RERE, ACMMRAEFIHMERTERLE

EWMEBER, ACM N AREFRESESHPRMIRHAZHAUIE. OpenShift API for Data Protection
(OADP 1.2) &Ik E T 2L IBAR AR, EWRE ACM BEIRET, OADP MRERIZME SR TiXMNER,
th, BEHFRKAEMTREINRE, X2FBMZEREFMIRN BERF. OADP-2686

HTF Pod &£ 14, Restic k& &8 LK

EEZREMENNKSFED, OpenShift Container Platform 4.14 1 pod &£ X & 7 enforce, X& 5
pod #1641, XERENIKENFEIERNM, pod ELEM ETFXLR(SCC)FIRZAIME, EH podiERT
podSecurity FrA, FEILIEL Pod, U7E Velero ARS5 25 LK restore LK FERES, VRE AT LURK

Ih, OADP-2688

R Velero EZ MR ZEFhRE, NIATEERHIN pod BE3KNK

UENLNB LA RRE Velero B, Pod £&1) (PVB) HREFEELLIRA. PVB 2HI25% A ERRE
NBECHEZEEFH PVB, OADP-2308

OADP Velero $##3&[E] "received EOF, stop recv loop" {8

1£ OADP /1, Velero #H4F N HMBHIZE L, XY Velero MG, TILE2EMRY, BIIHEEH,
Hitb, wRIEEZR received EOF, stopping recv loop SE R, XHARKREALETHE R BRE—NE
HiRFE5xM. OADP-2176

CVE-2023-39325 I %A HTTP/2 i Web IR 552333 % 2 Bl DDoS M :fi (Rapid Reset
Attack) BIZHIT

TEZBIHY OADP A, HTTP/2 il ZSZE4ARSH TG HIRN], ENEKRTLURREES MR, RS53H
FEMEREANENEENEKERRBMERARS H[IHEHRFNERT, KEMOLER, X2SBENR
55 2309 BT IR 4 RS R Tt PN FE 40 AR 55 89 1m] L,

ME\EEZER, 1HSM CVE-2023-39325 (Rapid Reset Attack)

BREARATRAPERIFTA FABTEIIR, 1HSH JIRA B OADP 1.3.0 BRI [HIEI AR,

4.2.2.3.3. B8

% csiSnapshotTimeout 1X& 7RG RIRFET [H]IN, Z24g5T £/ CSI RS R
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= csiSnapshotTimeout WiE NHFERIFFLLNT AR, ZIRTT LB CSI A RABN, BRI A
h5eRRIRER, (B@ESHIAD PartiallyFailed Y panics, 3 ALITH4% : plugin panicked:
runtime error: invalid memory address 3% nil pointer dereference,

% volumeSnapshotContent CR H#ERf, &{R#EiriC PartiallyFailed

#NR A {£17 VolumeSnapshotContent CR 1 — 5 lif} VolumeSnapshotBeingCreated 3 215 xH
EiR, ©R&PFE WaitingForPluginOperationsPartiallyFailed [/} £, OADP-2871

F— kS 30,000 FiRATHEgE R

WE—RIKE 30,000 MEIRES, %A existing-resource-policy, WECIFAENFAZEHELK (55
ZREE=RIE existing-resource-policy 1% & update K i Ik B AR BI4EEL) . OADP-3071

1£ Datadownload EEBBAEXAM PV §i, S5 hook AIABEESTFIAIZ1T
HTF Data Mover #2{ERIR S M5, 1E Data Mover FHAMEBFBA(PVC) A X pod F AL (PV)HEI

Al BER 2 post-hook.,
GCP-Workload Identity Federation VSL %42 PartiallyFailed

L 1E GCP LEEE GCP TIEfM#E & 3Hf, VSL %1% PartiallyFailed,

BRARZITHRABRAE M FHTEESR, 1550 JIRA BB OADP 1.3.0 EX0/A# 5K,
42.23.4. A REE

IRAFRE T —DNRRA. FE BRTRE, EARIEHRORE, 15— REIAL—N

B, Bla0, ZEZEM OpenShift APl for Data Protection (OADP) 1.1 #4KE 1.3, &EEHAKE
12, REBAEE 1.3,

4.2.2.3.4.1. M\ OADP 1.2 %N 1.3
Velero RSS2 EMARE 1.1 BH ZE 112,

OpenShift API for Data Protection (OADP) 1.3 [ Velero & Data Mover =&
VolumeSnapshotMover (VSM) % Volsync Data Mover,

XRERUTAR :

e spec.features.dataMover FE&F1 VSM #i{F5 OADP 1.3 AEKE, EHM
DataProtectionApplication (DPA) 2 & il iR ECE.

® Data Mover IRERBHZE Volsync Operator, EaLMIFRE,

o HE WHEE X volumesnapshotbackups.datamover.oadp.openshift.io #1
volumesnapshotrestores.datamover.oadp.openshift.io FEEE, EaTLUHEREL,

o FTEZEEMT OADP-1.2 Data Mover B secret, EALUMIRE ],
OADP 1.3 X #f Kopia, B Restic WERXUHRAENIE,
o E(HFH Kopia, EEAHH spec.configuration.nodeAgent FE%, N TFHIFFR :

Example
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% 4 %= OADP N AER& R %RE

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

e spec.configuration.restic FE&{E OADP 1.3 FEF M, FHIFELUEH OADP HRA MR, ik
REIFRES, HMER restic BREE, FHERUTESE

Example

spec:
configuration:
nodeAgent:
enable: true
uploaderType: restic
#...

AE
. ELUSHI OADP % 1ThRAH, iT%) kopia T E# ERILH uploaderType fH,
4.2.23.42. 7 HF B

4.2.2.3.4.3. M OADP 1.2 BTl % Data Mover #Z&

OpenShift API for Data Protection (OADP) 1.2 Data Mover 13 Foik{f#ifll OADP 1.3 k&, ER5IEN AT
RSB R B INERR, 1EEFANE OADP 1.3 BIFERLA TR -

it

. IMRIEMERED RN, H Container Storage Interface (CSI) F£A A, 5@ A CSI &R &%
NRRRRF,

2. MREFEXRARR =MD

a. fEA# M --default-volumes-to-fs-backup=true =k
backup.spec.defaultVolumesToFsBackup £ IS4 R G &9 M. FATE .

b. AN REFMHEGFDNATER, 1 velero-plugin-for-aws,
p= Y=

Restic X R &0 BRIV GBIE N — /N, £ OADP 1.3.1 REShRAH, Restic #l
Kopia FIBRIAFBI{E 7 /N

BE
EkE OADP 1.2 Data Mover %14, Ew/iEIE; OADP, FHZRZEFMEIE OADP 1.2,

4.2.2.3.4.4. %1 DPAECE
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IR 248189 DataProtectionApplication (DPA) R &,

it

o ZITUUT o HRAFELRIN DPAECE :

Example

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.2.2.3.4.5. 7% OADP Operator

TEFH4; OpenShift API for Data Protection (OADP) Operator i, R TFE3,

it

1. ¥ OADP Operator BJIT [ JiliE M stable-1.2 2/ stable-1.3,

2. FoUF Operator IR B HFHE/FHINT[A],

Hth BHR

o FHTZEEH Operator

4.2.2.3.4.6. 15 DPA ¥y kR A&

INRIEFE(FE A Data Mover B H &R, 15E#THLE DataProtectionApplication (DPA) jE5, 1R
7_|__\o

it =

1. s Operators - Installed Operators %1% OADP Operator,
2. 1t Provided APIs 593/, = View more,

3. 7f DataProtectionApplication #£# s Create instance,

4. R YAML View =51 DPA S,

W HT DPA =~

spec:
configuration:
features:
dataMover:
enable: true
credentialName: dm-credentials
velero:
defaultPlugins:
-vsm
- CSi
- openshift
#...
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5. B3 DPA 54 :

e ) DPA B4 features.dataMover ¥ 501,

o ik VolumeSnapshotMover (VSM) {4

e 7N nodeAgent #F1H.

B DPA =fl

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- CSi
- openshift
#...

6. Z1F DPA BEhhfA,

4.2.2.3.4.7. BuFHH
R LTS IR UEF T,

it

% 4 %= OADP N AER& R %RE

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2%

I $ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q Running 0 94s
pod/node-agent-m4lts Running 0 94s
pod/node-agent-pv4kr Running 0 95s

pod/velero-588db7{655-n842v

NAME
PORT(S) AGE

Running 0 95s

CLUSTER-IP EXTERNAL-IP

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140

<none> 8443/TCP 2m8s
service/openshift-adp-velero-metrics-svc

8085/TCP 8h

ClusterlP 172.30.10.0 <none>

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE

SELECTOR AGE
daemonset.apps/node-agent

NAME

deployment.apps/oadp-operator-controller-manager

<none> 96s

READY UP-TO-DATE AVAILABLE AGE

1 2m9s
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deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. 217U R4, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
Bl

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

£ OADP 1.3 /A, ERILUHBEAN &5 5h#iE#), mA 202 DataProtectionApplication (DPA)EEZ
&,

Example

I $ velero backup create example-backup --include-namespaces mysql-persistent --snapshot-move-
data=true

Example

apiVersion: velero.io/v1
kind: Backup
metadata:
name: example-backup
namespace: openshift-adp
spec:
snapshotMoveData: true
includedNamespaces:
- mysql-persistent
storagelocation: dpa-sample-1
ttl: 720h0mO0s
#...

P

4.2.3. OADP 1.2 £ 173FiC

22
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OpenShift API for Data Protection (OADP) 1.2 BIA T EICN4A T #TEUTHEEFNI8 i ThEe. B3 ARITHEE.
I BRI AR,

4.2.3.1. OADP 1.2.5 Z{T3¥iC

OpenShift API for Data Protection (OADP) 1.2.5 @ — Container Grade only (CGO) kA&, BATFRIFAE
RIEREN, 5 OADP124 18, FRmASHRIEIFEFHRE,

4.2.3.1.1. BEREA]E

CVE-2023-2431: oadp-velero-plugin-for-microsoft-azure-container: Bypass of seccomp profile
enforcement

Kubernetes AT — M RERE, ©2FNME OADP WEHIRA, % seccomp ELESE(FH
localhost REUBIEE T — N EMEREBEFRNEE—NFE, 25 Kubernetes o FAMBY), St ik
M EE RIS T R 2R, & LUE A E— MR Og TR k5T seccomp EEE&E 5 fll, X
NLZ2RASTE OADP 1.2.5 iR,

METREBZIFMER, 1HSH (CVE-2023-2431),

CSI k& LA 'PartiallyFailed' ZRE453R, PVC A

CSI k& LA PartiallyFailed K& B, PVC FAR#OE, pod &4F Pending K7, X4 AHE{E OADP
1.2.5 fER,

(OADP-1956)

1E5ERM pod £rh, PodVolumeBackup kK

1£ OADP 12 R HARR A, 4 Restic podvolumebackup = Velero &ME MM AR A REH T E5
BRI pod B, &I TERINEMR. 2 defaultVolumesToFsBackup % & true & HILXFIE .
XANA BB FE OADP 1.2.5 R,

(OADP-1870)

4.2.3.1.2. BHIA] B

YEIE secret HEHLT, BUBRIFNAER (DPA) A1

B, HEBEH cloud-credentials secret i5f, OADP Operator A&, :X2F N cloud-credentials
secret % H OADP HFEMINESHMAEESIA. MRELETERERNEIESN cloud-credentials
secret, HNZZ#HE, Operator RINHF O™ B EHIER Backup Storage Location (BSL) # registry &f
E, Fitt, YFERAEMBIEIEER cloud-credentials secret i, OADP Operator A& 37 BT 3 K
ik,

ImA iR A5 ZR - BHFEI OADP 1.3,

(OADP-3327)

4.2.3.2. OADP 1.2.4 X473¥iC

OpenShift API for Data Protection (OADP) 1.2.4 @ —" Container Grade only (CGO) hrkAs, FAFRIFTE
RIEREEN, 5 OADP123#8H, FaAGHMREHEEFRL,

4.2.3.2.1. BfERH 0] 5

OADP 1.2.4 H3% 5 i R B[],
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4.2.3.2.2. 28
OADP 1.2.4 LA T 257 -

YEIE secret FHEHLT, BUBRIFNAER (DPA) A1

Hal, HEE# cloud-credentials secret i5f, OADP Operator A&, iX2FE N cloud-credentials
secret % F OADP RHEMINESHMAEESIA. MRELETERERNEIESN cloud-credentials
secret, HNZZ#HE, Operator RNHF O B EHIER Backup Storage Location (BSL) # registry &f
Z, FAit, LFEAERNEIEE cloud-credentials secret i5f, Operator A& 31 BN ESEIH IR EIL,
Imff R TSR « EHTEI OADP 1.3,

(OADP-3327)
4.2.3.3. OADP 1.2.3 X473¥iC

4.2.3.3.1. Fi¥hiE

OpenShift API for Data Protection (OADP) 1.2.3 iR A% B SIEHTHITIEE,

4.2.3.3.2. B RN S
AT EZENFIETE OADP 1.2.3 R :

[RABIZA HTTP/2 B Web iR 55885 % %% DDoS X ifi (Rapid Reset Attack) B/

TEZ AR OADP 1.2 iiARH, HTTP/2 X ZZIRUARSELEHIFN, R AERTUREEEZ MR, IR

AR ETEREANENEENSEKERRMEERSH[HEVRFNERT, REMLER, X2FHE
FIRSS BRI TR BFER M IR LIRS A &, B x5tk CVE XELEIRRA OADP [RIFIR, EEEUT
JIRA FIIZR,

MEFLELR, 5SS CVE-2023-39325 (Rapid Reset Attack) .

A% OADP 1.2.3 Z1ThR A ERHIFRE M ST 5K, 15514 JIRA R EY OADP 1.2.3 fi#2 2B [n] &l 51
%O

4.2.3.3.3. BHn &

OADP 1.2.3 BLL T 250 /n] 5 -

YEIE secret HBEHLT, BUBRIFNAER (DPA) A1

Hal, HEE# cloud-credentials secret i5f, OADP Operator A&, iX2FE N cloud-credentials
secret % H OADP RHEMINEHMAEESIA. MRELETERERNEIESN cloud-credentials
secret, HNZZ#HE, Operator RINHF QIR B EHIER Backup Storage Location (BSL) # registry &f
Z, FAit, LEAEREIEES cloud-credentials secret i, Operator N4 31 BN A SEIH IR EIL,
Imff R TSR « EHTEI OADP 1.3,

(OADP-3327)
4.2.3.4. OADP 1.2.2 X473¥iC

4.2.3.4.1. FiThie
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OpenShift API for Data Protection (OADP) 1.2.2 hR A% B S & FHIThEE,

4.2.3.4.2. B RE ]S
LATFEZENFEIE OADP 1.2.2 iR :

A Pod 2 Fr4, Restic thkE I8 5L

TEZ BRI OADP 1.2 ik AH, OpenShift Container Platform 4.14 s&#l#iT—1 pod Z2# A (PSA) %R
B%, 7 Restic k&t f2ARBEL pod IR E.

XA ETE OADP 1.2.2 fRAH R R, EifthiE OADP 11.6 fig:R, Fitb, EIUEFAHIXLERRA,
MEELZER, HSHENEN PSA KB, 7 OCP 4.14 1T Restic IREER DKM . (OADP-2094)

FRARIR RSP N ARFID KU &S panicked £51%
TELLETHY OADP 12 hRAH, HAEREHSEENN BRFEDEISKW, FEREH panicked #5i%, &5
LR KRIN, 1E Velero B HBLXAMNEE IR

time="2022-11-23T15:40:46Z" level=info msg="1 errors encountered backup up item"
backup=openshift-adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f806¢c
logSource="/remote-source/velero/app/pkg/backup/backup.go:413" name=django-psql-persistent
time="2022-11-23T15:40:46Z" level=error msg="Error backing up item" backup=openshift-
adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f8

XANAIIEFE OADP 1.2.2 Hf#R, (OADP-1057),

R EINFANERE, ACM SRS T EM7THIER T/F,

FELLEIBY OADP 12 fiAH, R NRENNF, ACM KEMEFTEEETI/F, EREMER, ACMNARE
FREXERBHPHRMIRIFERCIE. (OADP-2505)

HFEXNFER, EABMRER, 8 filesystemOverhead BIEE L&KL

TELARIRY OADP 1.2 A, R AGFMANEEIER, SNARFFAMERF (PVC) Fi#EKNE—
PVC ByIRIBA/NZ BB K FIEF, {HH filesystemOverhead BIEIIAIE & D IR ERT &K, XANAEE
1£ OADP 1.2.2 By Data Mover Hfi2; R, (OADP-2144)

OADP EBEE14E VolSync EHliR{E 83 (7] faaY 5L 1
TEZ BRI OADP 1.2 A, &AFIXE VolSync E#lIR prunelnterval B91%17, (OADP-2052)

R Velero EZ MR EFhRE, NIATEERHIN pod BE 3K

TELARIRY OADP 1.2 hRAH, MREZ N pZZEAFRE Velero, NIFTgERHIN pod B DK
W, (OADP-2409)

Y VSL EABE L secret i, &REFMAERIFARTANE

TE AR OADP 1.2 hiAH, HBRBAIBEMEABE L secret i, &MRFHELIER AR A
E%. (OADP-1737)

A% OADP 1.2.2 RIThRA AR RMFRA N EIIR, 1ESH JIRA RE) OADP 1.2.2 R A] 151
%O

4.2.3.4.3. EAAE

25


https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/troubleshooting.html#oadp-restic-restore-failing-psa-policy_oadp-troubleshooting
https://issues.redhat.com/browse/OADP-2094
https://issues.redhat.com/browse/OADP-1057
https://issues.redhat.com/browse/OADP-2505
https://issues.redhat.com/browse/OADP-2144
https://issues.redhat.com/browse/OADP-2052
https://issues.redhat.com/browse/OADP-2409
https://issues.redhat.com/browse/OADP-1737
https://issues.redhat.com/browse/OADP-2094?filter=12422262
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1£ OADP 12.2 Z1ThRA, LUTFA# B #BAIRIA N S5

must-gather e 5 EEMER ClusterRoleBinding FiR

oc adm must-gather % JiEM R ClusterRoleBinding BHR, XLEHFTRE AN Webhook BB TESEES
f, AL, Mk ClusterRoleBinding HHRMIER&#HIELE, (OADP-27730)

admission webhook "clusterrolebindings-validation.managed.openshift.io" denied the request:
Deleting ClusterRoleBinding must-gather-p7vwj is not allowed

BRAZITHRABTA XA EHEESR, E50H JRA FEIOADP 1.2.2 B0 713K,
4.2.3.5.0ADP 1.2.1 {73¥iC

4.2.3.5.1. FiThie

OpenShift API for Data Protection (OADP) 1.2.1 kR A& 5 S & #FHITHEE,

4.2.3.5.2. BfERHH]E
B X OADP 1.2.1 ZITHR AR RBIFR A R HRISTEESIZR, ES 1 JIRA HE OADP 1.2.1 fif R H #1515k,

4.2.3.5.3. BAAB
F£ OADP 1.2.1 Z4ThRA A, LA [HIRI 2 #%BAFAIRIAS Y B R/H] &

DataMover Restic retain #l prune B TS EIR TTHAEE T/E
VolSync I Restic 128 retention ({fRE) # prune (1BEY) TheeLERVHIERE T/E, R AEREBTHE
VolSync &l BB S FIFRRY AT AL, FrLABAifE OADP Z 4 S3 i L2 BB FE B F i &
3. MBETMELIFMAEE, HSMH -

o OADP-2052

o OADP-2048

o OADP-2175

e OADP-1690

BF

OADP Data Mover,\E MRORTIIINRE. HATATThARE xélmaf‘nnﬁli& H
(SLA) XFr, BMsemaEH TR, ABETHERE - NEhERE], XERARTIE
ThA TM@%F&ELJU%%EE’JIM@ HENSEF LM BRIRHRBENL

BRIABRAT G FEEMESER, WSARATITiEF e,

BRARZITHRABRAE MR FHZESR, 1550 JIRA B OADP 1.2.1 E A1) # 513K,

4.2.3.6. OADP 1.2.0 Z{T3¥iC
OADP 12.0 Z1T3FIC BIEE X HINEE. FHMEEMNS AN EMER
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https://issues.redhat.com/browse/OADP-2773
https://issues.redhat.com/browse/OADP-2773?filter=12422263
https://issues.redhat.com/issues/?filter=12417849
https://issues.redhat.com/browse/OADP-2052
https://issues.redhat.com/browse/OADP-2048
https://issues.redhat.com/browse/OADP-2175
https://issues.redhat.com/browse/OADP-1690
https://access.redhat.com/support/offerings/techpreview/
https://issues.redhat.com/browse/OADP-2257?filter=12418892

% 4 %= OADP N AER& R %RE

4.2.3.6.1. i Thee

BIRER

T8 resourceTimeout 1ETHE E F/F ST Velero THRBIEBI I [E] (LAD B NEAL) o XAETHER F 5
B, %0 Velero CRD ATF. volumeSnapshot MIFRF &P F & ZERI Ak, BRIAFFELNE N 10 98,

AWS S3 AR E B NS
EA LATE AWS S3 AN M L& RANIRR,

4.2.3.6.1.1. BT S zhae

data Mover

OADP Data Mover A iE{&5F Container Storage Interface (CSI) BIRBAD BTN REM. MREAT
Data Mover, ZHHIIEAMIFR, SIS EIRRHRRRNT, aTLAERMS REE PRI CSI B R
B8 /RSN BERF.

BF

OADP Data Mover R@ —NERTNEINEE, FARTIGIHBEAR ZLL0E ™ SR SSF R ML
(SLA) X#, BHIMBErTReH AR, ABAHEELEERFERE], XERARTIN
hRER LUME R FIRB B IThEE, HENSEF LM ERRERIHEE .,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,

4.2.3.6.2. BffURMIA] &
BRAEARATHRAPERIFTA FBTEIIR, ESH JIRA B OADP 1.2.0 fRHAHIFIZR,

4.2.3.6.3. EHA5
1E£ OADP 1.2.0 K1ThRAF, LUTFRES#EAMIRE N B &

[ERBZ A HTTP/2 B Web BR5533 5 % % DDoS M ifi(Rapid Reset Attack) B

HTTP/2 Ml B RIEAARS BT BRI, ANIEKRTURBEBES MR, REBRETEERIENERE
RSB RBEERSF[IHHIREIFIER T, KEFMOER, XFBE RS R0 FREFER M
R 45 AR 55 B9 1R,

BN EI OADP 1.2.3, ©ER T XN A] R,

MEFLELR, 5SS CVE-2023-39325 (Rapid Reset Attack) .

HEERNRBAPERENEGE, TLOBAFERNIENE,

FINBEMRT, OpenShift Container Platform 5 E##A{R$T 7 openshift.io/host.generated: true Ff#,
BB 4 IR B DA R R 4 BRI R B9 ER

BT IEARYE A BN IR 4 PR B R B R B SR BF B A9 4 SR E TR .spec.host FERH(E.

INRIEERT .spec.host FEXHIE, NITEIMRE OpenShift Container Platform &£ BIEINE, &
& OpenShift Container Platform £8#/5, Operator REEFERMI(E,

423.6.4. HEEXE
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https://access.redhat.com/support/offerings/techpreview/
https://issues.redhat.com/issues/?filter=12418878
https://access.redhat.com/security/cve/cve-2023-39325
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k

p= )1
RAFARBIT—NREE, AE BT iRA, BEARNBNEFIREK, 15— RIFAR—

B, Bla0, ZEZEM OpenShift APl for Data Protection (OADP) 1.1 #KE 1.3, &EEHAHKE
12, REBAEE 1.3,

e

4.2.3.6.4.1. M\ OADP 1.1 5BEH 1.2

Velero IR 285E2M 19 BFHE 111,

1£ OADP 12 #, DataProtectionApplication (DPA) Eci& dpa.spec.configuration.velero.args BLLF
BN :

e default-volumes-to-restic FEx# Efn44/ default-volumes-to-fs-backup., R
dpa.spec.configuration.velero.args, N#/EF OADP [EF# AR EHAINEI DPA H,

e restic-timeout FE&#E 4 fs-backup-timeout, WR{FEA
dpa.spec.configuration.velero.args, N#/EF OADP 55 AR EHAIEI DPA H,

o restic SPHTEERES R N node-agent, OADP B hEF P HIZEM BTN,
o HEUFIRE X resticrepositories.velero.io #iE % 7 backuprepositories.velero.io.,

o HEXHIRE X resticrepositories.velero.io o] LLMEEE TR,
4.2.3.6.5. A RLRH

4.2.3.6.5.1. %13 DPA Edi&

IR0 4 B1H DataProtectionApplication (DPA) EZi&.

e
o ZITUTHERREMERUFIN DPAEE :

Example
I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.2.3.6.5.2. 7%t OADP Operator

TEFH4: OpenShift API for Data Protection (OADP) Operator i, R TFE3,

it =

1. ¥% OADP Operator BJIT [ #iliE M stable-1.1 2L/ stable-1.2,

2. FoUF Operator IR BHFHE/FHINT[A],

HhbrR
o Fdi& Amazon Web Services

e X CSI|#RER{EH Data Mover

28



% 4 %= OADP N AER& R %RE
o FHTZEEH Operator

4.2.3.6.5.3. 5 DPA B iR &

fNR{EF spec.configuration.velero.args /N7 R EHBIFEE, M4JIECE DataProtectionApplication
(DPA) ;& B LUE RS E &,

i =
1. s Operators - Installed Operators 3%t OADP Operator,
2. %¥¥ Provided APIs, = DataProtectionApplication #E##) Create SZf,

3. = YAML View TR HE] DPA S,

WA DPA R~

spec:
configuration:
velero:
args:
default-volumes-to-fs-backup: true
default-restic-prune-frequency: 6000
fs-backup-timeout: 600
#...

4. B DPA S :

5. B DPASEEFMARRENBIE -
a. 1 default-volumes-to-restic #F i}y default-volumes-to-fs-backup.
b. % default-restic-prune-frequency ##E i’/ default-repo-maintain-frequency.
c. ¥ restic-timeout #FE i fs-backup-timeout.

Example E#T#J DPA

spec:
configuration:
velero:
args:
default-volumes-to-fs-backup: true
default-repo-maintain-frequency: 6000
fs-backup-timeout: 600
#...

6. Z1F DPA BEhhfA,

Restic X4 R &1 I ERIEBES{E - — /B, 7E OADP 1.3.1 REShRAH, Restic
Kopia BIER I EBHE A IR/,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/operators/#olm-changing-update-channel_olm-upgrading-operators
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4.2.3.6.5.4. BiEFK
R T H B R,

it

30

IZ1TLL @4, &F OpenShift APl for Data Protection (OADP) FHiRRIIE &4 -

1. iz

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ21T7LLF 44, %IE DataProtectionApplication (DPA) &S :

$ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile

complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTRS, RIEEMFHAEFAIL PHASE 7y Available :

$ oc get backupStoragelLocation -n openshift-adp

oA



% 4 %= OADP N AER& R %RE

NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.2.4. OADP 1.1 £173%iC

OpenShift API for Data Protection (OADP) 1.1 B9 A 1T3E1CN4A T $TBITHEEFNI 51 ThRE. EFHABIINEE.
FEaRERIN, BRI A R ]

4.2.4.1. OADP 1.1.8 X4T3¥iC

OpenShift API for Data Protection (OADP) 1.1.8 ZFEiCFIH T ATA BABIA I, X MRAR A SRR
B[]

4.2.4.1.1. 8 ARE

A% OADP 1.1.8 fAAfA B0 FiH 285K, 1554 JIRA B9 OADP 1.1.8 E401R 153K,

4.2.4.2. OADP 1.1.7 X173¥iC
OADP 1.1.7 Z4T3E1CHE T A E B AR H (7] 31A0 2 %017 &,

4.2.4.2.1. BfRRM ] B
AT EZENFIETE OADP 1.1.7 R -

[ERBZ A HTTP/2 B Web BR5533E % % DDoS M ifi(Rapid Reset Attack) B

TEZBIM OADP 1.1 fRAR, HTTP/2 il B ZIRYARSHHHIR NN, R ERATUIREEELZ MR, R
AR ETEREANENMEENEKERRMEERSH[HEVRFHNERT, REMLER, X2FHE
FIRSS BRI ETRBFER M IR AR S A &, B x5tk CVE XELBIRRA OADP [RfIFIR, EEEUT
JIRA FIIZR,

MEFLELR, 5SS CVE-2023-39325 (Rapid Reset Attack) .

A% OADP 1.1.7 KAThR A 2 RBRRA BT E IR, 1555 JIRA B OADP 1.1.7 8RB R] 513K,

4.2.4.2.2. BRI
OADP 1.1.7 K ThR A 3% 5 B 5089 7] #,

4.2.4.3. OADP 1.1.6 Z{T3¥iC
OADP 1.1.6 Z1T3E105H T EMFThEE., ARRBYIREFIEE 15 R B 5089 0],

4.2.4.3.1. BR[N] G

BT Pod £ Vrf, Restic kS 5849 5L

OCP 4.14 B| AT pod &, XEKE privileged FZEE 2Z enforced, 7ELLHTHY OADP fRAH, X
MEEE ST pod K E permission denied %, EHXAFHMERRZRENF, pod EREM L
TXAR (SCC) Rz A0, BT podiERT pod RENRAE, HIb pod B4, AREXR

W, OADP-2420

P2 1F L B IRER 23 R I
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https://issues.redhat.com/issues/?filter=12435971
https://issues.redhat.com/browse/OADP-2868?filter=12421248
https://access.redhat.com/security/cve/cve-2023-39325
https://issues.redhat.com/browse/OADP-2094?filter=12422262
https://issues.redhat.com/browse/OADP-2420
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TELARTEY OADP hi A, REAE I FRTE OCP 414 R K, 1HBY OCP fRAHE BRI, 1th/a]
BH—MABIRERRRFLTRIEMRE, XLEFREIRE OCP RAHPFREE, OADP-2530

BRAEARATHRAPERIIFTA MBI TEIIR, ESH JIRA FEY OADP 11.6 fRRBFHIFIER,

4.2.4.3.2. BHA]5
BRAZITHRABRAE MR FHEEESR, 1550 JIRA BB OADP 1.1.6 401513,

4.2.4.4. OADP 1.1.5 £173¥iC
OADP 115 KT X105 T EMFTHRE, AR FIFNEE 1R LA K& B 5089 0] &,

4.2.4.4.1. §Thee

IXDHRA OADP B —MRF ZAITIRAE, HIRARSRINFHIEE,

4.2.4.4.2. BfRRER]E
BEARKITHRA B ERRIIFRA R EEHIR, ES M JIRA HEJ OADP 1.1.5 R H ] 513K,

4.2.4.4.3. 2HAE
BERKITHRADRRA S TESR, iESH JIRA B9 OADP 1.1.5 417 @i 51K,

4.2.45. OADP 1.1.4 Z1T3¥iC
OADP 1.1.4 Z4T3E 105 TEMFThEE. ARBYIREFIEE 15 K& B 5089 0],

4.2.4.5.1. §izhee

IXMHRA OADP B —MRF ZAITIRAE, HIRAR SR IEE,

4.2.4.5.2. BfERH )5

WINGTFRA velero BB IR SRS B Fr

1EZHIBY OADP fRAH, OADP FTiE{BiHFTA L£iff Velero RSB SHM IR, XN AHE21E OADP 1.1.4
R, FRA L Velero RSS2 SHEZF, OADP-1557

LEHES A VSR AT RS AHH pve BTN, BUE Mover AIAMAIEEMRIIR B ik S

TEZBIHY OADP hrAH, WMMREEHHE L/ HAHERM restore & PersistentVolumeClaim (pvc) &8
% Volume Snapshot Restore (VSR) %R, OADP Data Mover BJ#25 M7 IE #8919 BR 7 171k
8., OADP-1822

Cloud Storage API BSLs 752 OwnerReference

TEZBIHY OADP frAH, ACM &4 HE RN, R F{#EA dpa.spec.backupLocations.bucket fl|EH]
Backup Storage Locations (BSLs) A#ik4* OwnerReference, OADP-1511

BREARATHRAPERIIFTA FBTEIIR, ESH JIRA FEY OADP 114 fRRB R HIFIER,

4.2.45.3. 2HnS
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https://issues.redhat.com/browse/OADP-2530
https://issues.redhat.com/issues/?filter=12420897
https://issues.redhat.com/browse/OADP-2688?filter=12421263
https://issues.redhat.com/issues/?filter=12418875
https://issues.redhat.com/browse/OADP-1057?filter=12421178
https://issues.redhat.com/browse/OADP-1557
https://issues.redhat.com/browse/OADP-1822
https://issues.redhat.com/browse/OADP-1511
https://issues.redhat.com/browse/OADP-1557?filter=12420906

% 4 %= OADP N AER& R %RE

XRAF T E /AR

OADP #3algExk U, A NEEHH UID/GID SEFEAIgEE B

OADP &1 IRER KN, RNEMEN HREFHNER ETEES TR UID/GID 5B, Rk OADP A& 1%
& E OpenShift Container Platform UID/GID SEH st#iE, Bl G N A8, MRZFHWNARFEE
BFEM UUID, ERRRERSERERT A, — NN R ERUF OADP EIRERIEFAIEM R ZEHE,

IR ArgoCD T ArgoCD MIFRZ, NItkE rraEa kI

TEAL BT RRARINRER T ArgoCD, MIIRERTEERKN, XZEEH ArgoCD R — MR
app.kubernetes.io/instance &, ZInZEAFIRA ArgoCD FEEENHIR, EBAURERFRS
OADP Mk E B EB RN EE AR, BRI ME, 1§ ArgoCD YAML £HY
.spec.resourceTrackingMethod % {& 7y annotation+label =k annotation, 1R FIF{BAREE, HEF
taPk ERIZEA ArgoCD, HEMETEXEBXEHAE.

OADP Velero $##3&[E] "received EOF, stop recv loop" {8

Velero $GEMH/E N BEIRETREE D, X Velero BIERRSE, TILREKI, BII#HaBRH. ALk, MRME
&%l received EOF, stopping recv loop JHR, XHAEKRBELE TR, HRINEHEEER
. OADP-2176

BRARATHRAPRA S HMAERTEIIR, ES0 JIRA B OADP 1.1.4 EXHIEIFIR,

4.2.4.6. OADP 1.1.3 £173¥iC
OADP 11.3 K1T3X10FH 7 Ea#rThae. AR IFIEE 5L R B &89 n) &,
4.2.4.6.1. FiThee

IXDHRA OADP B —MRF ZAITIRAE, HIRAR SR IEE,

4.2.4.6.2. BfRRH 08
BEARKITHRA B ERRIIFRA R EEAIR, ES 5 JIRA 9 OADP 1.1.3 iR Al 51 3R,

4.2.4.6.3. 2H0)5
BRARZITHRABTA SR EHEESR, E50H JIRA B89 OADP 1.1.3 E40RE 713K,

4.2.4.7.OADP 1.1.2 £173FiC
OADP 112 Z1TF I B~ MmEB W, BEMEIRSIRA S MR Er R,

4.2.4.7.1. 75 @B

VolSync

ZHEE M VolSync 0.5.1 A2 E| VolSync stable #lB FBIERFTIRA, ENILZ1TL TS 7E openshift-
adp SR ZE A RRINLLERE

I $ oc annotate --overwrite namespace/openshift-adp volsync.backube/privileged-movers="true'

Velero

EXPNEITHRAR, Velero BM1.9.2 A% EN1.9.5 R A,
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https://issues.redhat.com/browse/OADP-2176
https://issues.redhat.com/browse/OADP-1057?filter=12420908
https://issues.redhat.com/issues/?filter=12418876
https://issues.redhat.com/browse/OADP-1057?filter=12421175
https://github.com/vmware-tanzu/velero/releases/tag/v1.9.5
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Restic

EARKZITHRAAR, Restic M 0131 FHHE 0.14.0 kR4,

4.2.4.7.2. BfERHN] G
AKITHRA B ERR T LU A -

OADP-1150

OADP-290

OADP-1056

4.2.4.7.3. 2HnE

XRAF T E /AR

OADP BRIFN X # M Velero (OADP-778) B restic &R F11RE AWS EFS £,

CSI & TREEE NEA PVC B VolumeSnapshotContent 13 B2 R Il i 5 1L,
A AR E—HFAMBFRPVOMITLIRR, BXEFE TR

o XIF CephFS, EAILLUNEA PVC JEH&% 100 MR, (OADP-804)
o XfF RADOS Hix# (RBD), EAILUNEA PVC &K% 512 MR, (OADP-975)

MBEELER, HEHBMRE,

4.2.4.8. OADP 1.1.1 £173FiC

OADP .11 Z1T3 310 81 MmEB A B A 7] Ak,

4.2.4.8.1. = @EEN

EZ% OADP 1118, #iI%EE VolSync 0.5.1 HAKEIE,

4.2.4.8.2. BHInE

XRAF T E /AR
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JARMIZ A HTTP/2 BY Web fRZ583 8 % 2 E| DDoS W iti (Rapid Reset Attack) FISSIH

HTTP/2 thil % ZEHAR ST IR, EAEKRATUREEEL MR, RSFHEETEBILE
BMEBENRKERRHEERSF[HNREMERT, XEMLER. XSBRNRSHEN
PORMAER M H IR AR SRR, BX S CVE XEXMIFRE OADP [AIFIFIR, EEEUT
JIRA 73R,

BIWFHE] OADP 1.1.7 3% 1.2.3, MR T XA,
MEFLER, 155 CVE-2023-39325 (Rapid Reset Attack) .
OADP BRIFNX#F# M Velero (OADP-778) FB restic &2 F11RE AWS EFS £,

CSI & TREEE NEA PVC B VolumeSnapshotContent 13 B2 R Il T 5 1L,
A AR E—HFAMBFRPVOMITFLIRR, BXEFAEEHOIBRE


https://github.com/restic/restic/releases/tag/v0.14.0
https://issues.redhat.com/browse/OADP-1150
https://issues.redhat.com/browse/OADP-290
https://issues.redhat.com/browse/OADP-1056
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf
https://issues.redhat.com/browse/OADP-2868?filter=12421248
https://access.redhat.com/security/cve/cve-2023-39325
https://issues.redhat.com/browse/OADP-778

% 4 %= OADP N AER& R %RE

o %/F RADOS Hi%# (RBD), EAILIHEA PVC AlEHS 512 MrEB. (OADP-804) ]
(OADP-975)
MBELER, EBHERE,

4.3. OADP IheERN R4

OpenShift API I F#IBIR I (OADP)IhAE, RALA T &R E N AR,

EIAFRMGE Velero BB SR ERHNFEEN, FHEDFIRE OpenShift Container Platform %R,

4.3.1. OADP IhAE
OpenShift API F F#3E &R (OADP) X # LA T IhEE -

Backup
ReI LUER OADP 14 OpenShift Platform FEIRT B N TR, SEERILIBRIERE, 44422 [H =R
BT TR,
OADP &1 ¥ Kubernetes X RN ER AR IRIF T RIFME _EIFER LS Kubernetes X RFA
EREIR. OADP FHRETMHRIR APl @ B FHEEOCSHOUIBIRBESHDFALEPV). TR
THRIRBIEMHIE, OADP f#H Restic &0 ¥HRH PV #UE,

:% o
? TR 75 MR R R2 B B &40 R HEBR Operator, LUMERMIN & FIIRE .,

e

BRI UME DR IRE TR PV, ERURESMPHMANR, HEREGRZEFR. PV HirZEdiE
XTJ_%O

ol

% E,
1B M. A2 B9 7 19 F HEBR Operator, LUMERTH &R FIIRE.

R
f&w Lo f E B9 R R AL &40
¥F

& A LUEF hook 1E pod EMIRZHIZITIS, 40 fsfreeze LURLE SR, ERTLASF hook BRiE N
ERPFIREZRIHZFIZ1T. RE hook AT LUE init BN AREFE AR FIZIT,

4.3.2. OADP fft

AT HEIERT(OADP)EY OpenShift API 1Rt T S SN ISR BRBIRIA Velero i, UFF&MHMIKE
1B1F, BRI LIRYE Velero M OIR B E LM,

OADP £ OpenShift Container Platform BR& 2. OpenShift Virtualization BR &3 #1 Container
Storage Interface(CSI)RERIZ M T #H .

¥ 4.1. OADP &
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OADP #&# Thie HFiEbE

aws FARFRE Kubernetes X K, AWS S3
EARREHNIRES. AWS EBS

azure FRFNMRE Kubernetes ¥R, Microsoft Azure Blob 72 fi#
ERREBHEHMNRES. Microsoft Azure B AL

gcp FPFME Kubernetes XK, Google Cloud Storage
FERRBEMDHIKRE S, Google Compute Engine ik

openshift FPFNME OpenShift Container X RIFHE

Platform %iE, [

kubevirt FRFIMRE OpenShift S RIFE

Virtualization %i&, [
csi [EF CS| B & pRkE S, 3 X CSIRIR T TFHE

vsm VolumeSnapshotMover fF{# &M X REFM
SHEFHEMY—NMERE SRS
FERMN REEFLURE RSN
NRTER, BIaNSEEMREIE
e 4]

2. ERMEEEER CSIIRB Restic &12,

3. csi i F A Kubernetes CSI B8 API,

e OADP 115 E &k 4 f# F snapshot.storage.k8s.io/v1
e OADP 1.0 f# /4 snapshot.storage.k8s.io/vibetal

4. {YBR OADP 1.2,

4.3.3. %F OADP Velero {4t
I Velero I, KA LIERE L BB -
o ER\THRIFEN
o BT IEM
PR R BBR R AR, BASRAFRAEIREBE— S RNEEY
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4.3.3.1. B\ Velero =t N pafE M
LR E 2P EE oadp_vialphal_dpa.yaml TR, BRI LIZREZELLTEIA Velero TN EiEM4 -
® aws (Amazon Web Services)

e gcp (Google Cloud Platform)

azure (Microsoft Azure)

openshift (OpenShift Velero plugin)

csi (Container Storage Interface)
e kubevirt (KubeVirt)
EEE IS, K LITE oadp_vialphal_dpa.yaml X435 ErF BRIEIAIE S

B
LIF .yaml X 4% % openshift. aws. azure 1 gcp &5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

4.3.3.2. B%E X Velero ¥

R IEERE A A BB oadp_v1alphal_dpa.yaml X, @it i5EfEG HEFBHERRERE U Velero
.

EEE IS, K LITE oadp_vialphal_dpa.yaml X418 ErFEH B E UEH.

P

LAF .yaml X% E1AB openshift, azure 1 gcp #H, UR—1BEE LEH, HEFH custom-
plugin-example #1%{%& quay.io/example-repo/custom-velero-plugin :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
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- azure
-gcp
customPlugins:
- name: custom-plugin-example
image: quay.io/example-repo/custom-velero-plugin

4.3.3.3. Velero #f43&[E] "received EOF, stop recv loop" {5 &

pa )1
Velero 3@ E N B IRAHTZE T, XY Velero B1ERKE, TILEEHI, B 1#HSEBH,

U4 Z! received EOF, stopping recv loop JH 2R~ EHIRIEETK. XHFRBERELE
TR,

4.3.4. OADP X #mykyZe

OpenShift API for Data Protection (OADP) 3 LA FHIZR :

e AMDG64

ARM64

PPC64le

s390x

A OADP 1.2.0 K B#ThR A3 #f ARM64 ZRiH,

4.3.5. OADP % #¥F IBM Power #1 IBM Z

OpenShift API for Data Protection (OADP) @ — M A IINTER, LLTHELE RS IBM Power® F
IBM Z°® #8K%.

e OADP 117 XF IBM Power® #1 IBM Z® ¥J%1 %} OpenShift Container Platform 4.11 #4177 B Zhill
e UTFETRMH T EXLERGMEMAE L OADP 1.1.7 BIKFI X HFER.

e OADP 123 %fF IBM Power® #1 IBM Z°, £t%} OpenShift Container Platform 4.12, 4.13, 4.14
415 #H4T T BRI, UTFETRME T EXLEREMNFHAIE L OADP 1.2.3 XA E

/GNO

e OADP 1.3.1%}F IBM Power® #1 IBM Z®, #1%} OpenShift Container Platform 4.13. 4.14 #1 4.15
HAT T RRIHNL, ATFETIRM T EX LRGN &M ALE £ OADP 1.3.1 MM <R E R,

4.3.5.1. OADP X #{#i[ IBM Power B TR &2 B
e 7£ IBM Power® #3517 OpenShift Container Platform 4.11 1 4.12, A& OpenShift API for Data
Protection (OADP) 11.7 B5tXI AWS S3 &A1& B R hi#tsT 7M. RAMKRE R—
AWS S3 Bfr, {BZLIEtESZ#F7E OpenShift Container Platform 4.11 #1 4.12 #3247 IBM Power®,
LURE XA S3 &IE BT (=2 AWS) 21T OADP 11.7,

e f{#F OpenShift Container Platform 4.12, 413, 4.14 #1 4.15 #1 OADP 1.2.3 i21THJ IBM Power®
B AWS S3 &AL E B IR hiEST 7. BANRE R —4 AWS S3 BFr, {BLEH
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BEXTArA S3 &M IEB PR, f#A OpenShift Container Platform 4.12, 4.13. 4.14 1 4.15 1
OADP 1.2.3 j217 IBM Power®,

e {# 3 OpenShift Container Platform 4.13. 4.14 #1 4.15 #1 OADP 1.3.13Z2178J IBM Power® B41%f
AWS S3 &I & B eIt T Tillit, BEAMIHRS R—1 AWS S3 BHr, {BLLIEthX#FExT
A S3 FMIEBEIR (RZ AWS) , 7E IBM Power® EF'@FH OpenShift Container Platform
413, 414 #1415 %1 OADP 1.3.1,

4.3.5.2. OADP Ii{FZFF{E A IBM Z B Ir &3 L&

e £ IBM Z° #3517 OpenShift Container Platform 4.11 #1 4.12, LA OpenShift API for Data
Protection (OADP) 11.7 B5tX AWS S3 &2 A& B R Th#t4T 7. RAMHRE Kk —
AWS S3 BFr, {BZLIEtESZ#E7E OpenShift Container Platform 4.11 #1 4.12 #3247 IBM Z°, L,L&
XA S3 FMAIEBR IR (=2 AWS) 24T OADP 11.7,

o {HFH OpenShift Container Platform 4.12, 4.13. 4.14 #1 4.15 #1 OADP 1.2.3 i217HJ IBM Z° B£ %}
AWS S3 F6LE B FrmIhiA (T 7M. BRI RE R— AWS S3 BFr, {BLIEtH R
FIEM S3 &#PAIEB B Fr, A OpenShift Container Platform 4.12, 4.13. 4.14 #1 4.15 #1 OADP
1231217 IBM Z°,

e {#FH OpenShift Container Platform 4.13. 4.14 #1 4.15 #1 OADP 1.3.1;Z217#J IBM Z° 2%1%} AWS
S3 FPMIE B AT INETT 7T, RANE RS R — AWS S3 BFr, BLEBZRFHIATER
S3 #RAIBERE (= AWS) , 1E IBM Z° g f OpenShift Container Platform 4.13, 4.14 I
4.15 # OADP 1.3.1,

4.3.5.2.1. {8/ IBM Power (R) 1 IBM Z (R) £& 1 OADP 2 HlIH] 8

e HHl, 7 IBM Power® #1IBM Z® FF& LERERIE T 52 OpenShift £ SR A ARSI, BRI, R
A NFS i 53X & _FH T R OpenShift £BEF#A. HH, RIFXHRE&H (FSB) A
%, %0 Kopia # Restic B F &M MMRERIE, Yarga R REIN A X,
4.3.6. OADP #HEBIE 0 /m] /8

WUTFET N T OpenShift API for Data Protection (OADP) &4 H# B 4017 -

4.3.6.1. A ViRD secret, Velero f#HETFR S MHIRP MR

BEHERT N ARF(DPASEHABE AP SR FHEAGEBSL)N, OADP 25, XEKE DPA )
WA IEME XM oadp-<bsl_names>-<bl_provider>-registry-secret.

L EDIZ4THS, OpenShift Velero I EBHRR &P HINENR, FERTHIR |

024-02-27T10:46:50.028951744Z time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"

backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,

namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

4.3.6.1.1. IR 75 R LAk tH BB iR
k48 Velero #4 panic H1%, EHITU TSR

1. FERAMEXREIMCEE X BSL :
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I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. 7EbRIC BSL |/, % DPA WA,

% -
AT L@ DPA AR B TR B ek Hl AT,

3. % DPA iR, #iAMEXH oadp-<bsl_name>-<bsl_providers-registry-secret 2 #IE T B H
==

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bsl_provider>-registry-secret -0 json | jq

-r '.data’

4.3.6.2. OpenShift ADP Controller 4B 15

INREERNEA T cloudstorage # restic B91& % FEZE DPA, openshift-adp-controller-manager
pod RFERIES BRIGFHEFIE, BEE pod HBI—ERIREI 2 EREER N LE,

1R REETE X velero =X cloudstorage, ©f12HE FHFER,
o MRMEENIE LT velero # cloudstorage, openshift-adp-controller-manager £ %1,
e #NX velero #11 cloudstorage 8% B E X, openshift-adp-controller-manager t23 K,

BXIFFMNEZER, 155H OADP-1054,

4.3.6.2.1. OpenShift ADP Controller 4B iRImI R 5
EERE— DPAR, EiiE X velero 5 cloudstorage, RIEFE DPA fREIE E LT X F A
API, openshift-adp-controller-manager pod &5k, F EREBIGIEIAD ERET IR,

4.4, ZEZEMEE OADP

4.4.1. X F&% OADP

ENEREER, EALLAT %% OADP Operator N HIRRT(OADP)ZR % OpenShift API, OADP
Operator &% Velero 1.14,

T

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF1E MTC Operator BT, BAE
FAF 3L Operator,

%12 Kubernetes FHRFAE LR, LANEH REERIEFMLE, MUTHERERZ—
® Amazon Web Services
® Microsoft Azure
® Google Cloud Platform

o LZRNFRMK
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% 4 %= OADP N AER& R %RE

® |BM Cloud® Object Storage S3
e AWSS3 FAXNRIFAE, 0 Multicloud XM XK MinlO
SR LU BN S 4R OADP BREER — A ZE AR E S N & FiEllE.

BRIEFEIE, "NooBaa" FEMRIBMHEEI N REMMIIRITIA, M "Multicloud Object
Gateway (MCG) " 218 NooBaa FIZLIE A fThRR A,

ME\EAXMCCHESER, HEMERMARREMZEHRMX,

BF

CloudStorage API (& B3NN RIFMHOIE—NEERR) AE MR INEE, FRATI
WINREARZLLNE ™ MARSF LN (SLA) X$F, BIRETREHATE, AETHELE
FEEASR e bﬂ? X AT TN _JLMEFHFTEELJQFH%E’\JUJ%E, HAENKREFELMN

R RIGE

BRIABRAT G FEEMESER, WSARATIT i FEH,

pa -3
4 {# A CloudStorage %R, %&£ OADP {EF CIoudStorage API BEhIE S3 FhEHE
LU {E BackupStorageLocation fif, CloudStorage API R 2 — M ARTI I IhEE

CloudStorage AP| X #i@if 8 E— N IIA M S3 FiE@RF o0/
BackupStorageLocation /R, BIflE S3 Zi##EH CloudStorage APl ERIR
AWS S3 7= A,

R LERRBH MR &1D (FSB) EMRRFAMS (PV),

EFRARBED PV, EBUHA—DIRFERERE API 3 Container Storage Interface(CSI)RIBE = AL
, MU THNEz—

® Amazon Web Services
® Microsoft Azure
® Google Cloud Platform
o J5M CSIREBMIMHNFE, 0 OpenShift Data Foundation
JNREFE OCP 4N Rz FHIRRAEA CSI &2, HRE OADP 11X,

OADP 1.0x A% # OCP 411 RE=EIRA LW CSI 12, OADP 1.0.x 8¥E Velero1.7.x, 3
ZEE API 4 snapshot.storage.k8s.io/vibetal, iX1E OCP 4.11 KBS RAHPREIE,

MBENSHNERZFRE, HEEMNEER NFS, BRI LEN REMEDERE XGRSO N BAREFE
#4741 : Kopia 2% Restic &0 N AR,

ZRI LA — 1 BAA Secret, ARREHIERT N ARER.
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4.4.1.1. AWS S3 RS 1FHEEN S

OADP S E M REFMMHNERE, ATFARNEMNNIREERE, —ENKREEHNERTEIRE, —&
FAEZFHERLUIERETE, HA—LE2IRE,

4.41.01. TR E D FHEAN
BiF AWS $afF, LAUT AWS S3 JEX RIFHE BN OADP T2 FHE N &3 7 -
e MinlO
o ZLRARMK (MCG)
e Amazon Web Services (AWS) S3
e |BM Cloud® Object Storage S3
e Ceph RADOS M (Ceph ¥t &M *)
XRUTRBNKREFMEENE, FHBECSH Velero X RIEFHEREMG -
e Google Cloud Platform (GCP)

® Microsoft Azure

4.411.2. FZFNE D EHEEN S

BT AWS HEE, BUF AWS S3 AN REHERFIILLS Velero —RIES THIEh &R EHE, BB
R, BibRAET IR -

® Oracle Cloud

® DigitalOcean

e NooBaa, BRIEEA Multicloud Object Gateway (MCG) %24
® Tencent Cloud

® Ceph RADOS Vv12.2.7

® Quobyte

® Cloudian HyperStore

BRIEFEIE, "NooBaa" IEMRIBMEHEEI N REMMTITIRITIA, M "Multicloud Object
Gateway (MCG) " 218 NooBaa FIZLIE & fThR A,

MT/EERMCCHESER, FSHERNARFUINZZHRMX,

4.411.3. 7FH S HBRHIN S EFiEM RS
WBid AWS 354, LUF AWS S3 ZRBXN REMENE T LLE Velero HBEER, BE—LBXAIRE
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% 4 %= OADP N AER& R %RE

o Swift - ERILME N &M FHNEMEELE, BXFETFXHRINEEMMIRE, B5 Restic
TRE.

4.4.1.2. /) OpenShift Data Foundation LRtk Sl E % =5 RMX (MCG)

INRIBTE OpenShift Data Foundation £y MCG bucket backupStorageLocation {F A& EE1=6#, 15
MCG BB & N A ER X REFNE,

|

F MCG EEE WAV BB REHE TR S BREDTTA,

Digk

==
[=]

==
BRIEFEIE, "NooBaa" IEMRIBMEHEEI N REMMTITIRTIA, M "Multicloud Object
Gateway (MCG) " 218 NooBaa FIZLIE & {ThRR A,

MT/ERMCGCHESER, HSNERNARFUINZZHRMX,
it =

o 13MCG BB NN REN, MIEAHS TRINE I ERRS,
£t VR

\

e Velero X#HBEFHFIRE L EM R

4.4.1.3. %F OADP E§/ii@

=% OADP Operator I, B LLULSE BFHAE, XD

WIE R E B R IR EIH) OADP Operator #1 Velero
BOWRLE F+ 2, &) LARERS Sl sE
AITAMEFRENT -

e stable MBI EFH M. stable /iiEE S oadp.vi.1.z F18 oadp.v1.0.z BWEERAH OADP
ClusterServiceVersion B9 T (z-stream FE#T),

e stable-1.0 /il @& oadp.v1.0.z, EE&#THI OADP 1.0 ClusterServiceVersion,

e stable-11/iiE& & oadp.vl.1.z, EE&HTH OADP 1.1 ClusterServiceVersion,

e stable-1.2 /i@ 2§ oadp.v1.2.z, &#HJ OADP 1.2 ClusterServiceVersion,
e stable-1.3 /i@ 2 & oadp.v1.3.z, EE&#H OADP 1.3 ClusterServiceVersion,

WA EHIES S ?

o stable EIEFMH. MRMEES L stable #iii&, MALEIM oadp.v1.1.zFKENEH,

o Jif¥ stable-l1y BHTIERZEE OADP 1.y, FHUAZNEBESH T, MREEFLE, SFKE
WA 1y.z BIFR A z-streams
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faIis R Y S HTAIE 7

o IMRMMEET OADP 1y, 3B RABEEIIR y-stream BILNT, NILZIM stable BEHIE I HE
stable-ly B8, ARG, TRKEIRA 1.yz BIFRFE z-stream ¥ T,

o IMRMEET OADP1.0, FEHLE OADP 11, SAEREEW OADP 1.1 89%M T, MM
stable-1.0 B HEYIME stable-1.1 BHIE, ARE, BFKEIRAE 1.1.z WAFA z-stream b
T,

o MRMEET OADPly, By XKF 0, HEFLEUHEI OADP 1.0, N/l #1%; OADP
Operator, RS stable-1.0 Ef/l@EH LR, AT, BFIKEN1.0.z lRAWE z-stream

AE
1B TR B U EHVEM OADP 1y tI#:E] OADP 1.0, &M ENZE: Operator, SAIFER
REE,

4.41.4. £ p R ZE[HHh &% OADP

& BT LU OpenShift API for Data Protection (OADP) iR EIR — K2 M Z N AR E d, LUEZ NI
BrRrEETLUEE B2/ OADP Sfl, XAFfIEE X3R5 515 (FSB) #1 Container Storage
Interface (CSI) #1745 1E,

AR BEAX T I ENENEERBIEEREEN OADP 6, HBELUTHMANEXK :

o FE—KEHTHFA OADP HEHLIERIRA, #0114, FXFFHER—KEF L E OADP HWAFE
R AR,

e F OADP BRE# T EHE —HM—rE UL FIME —# BackupStorageLocation Bdi&, &iLALL
ER—mAZE A F{EH% 1 BackupStorageLocation Bt &,

o KINBERT, B OADP EREENREBE 22 b hEA LB FI B RIFLFR, OpenShift
Container Platform B i BEE(FAM T L LM RBAC XE, FMNEell#ffTE RN, UHIR
FA OADP SLHIERE IEMBITR,

Hin 5w
o KRR hRA

4.41.5. EFIERNEIEN Velero CPU HIREFEZEK

DTFENETET BAMELEEANRIINME, SMMMREFBEIRESZRFHEERE, SO IKEFT
FHTEERE, URSXEFREREXNFAES (PV) B EESHHENEEE,
4.415.1. BB CPU HMIREER

EERRE M¥EHHEE [2]1 X{&H resourceTimeouts
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% 4 %= OADP N AER& R %RE

BciERE Mm¥EgHAE [21 Xf&EH resourceTimeouts
CSl Velero: Velero: N/A
CPU- Request 200m, CPU- Request 200m,
Limits 1000m Limits 2000m
A 7F - Request 256 M, A 7Z- Request 256 M,
Limits 1024Mi Limits 2048Mi
Restic [31Restic: [4) Restic: 900m
CPU- Request 1000m, CPU - Request 2000m,
Limits 2000m Limits 8000m
A 7F - Request 16Gi, A 7F - Request 16Gi,
Limits 32Gi Limits 40Gi
(5] #6042 Mover N/A N/A 10m - EH{FEH

1 FHER - HXERERTASHERRBR.

60m - KEI(FEH

2. REUER - ERAXEREMTABEERBER, MAR PV (500GB ERER). M EZER
(100+) KA R ZE R FRBIZ 4 pod (2000 pods+), LARKE R REVBIEE HITEHMKE R

E1ERE.

3. Restic WiRFRAESHIEBNHMEMPBUBREN N, FII0, FZ/NXHHREHIELR T T
Restic A RKEHR, E Velero X4 500m BRINEE, EERITKRSEMKA, FHiDA
4 200m request #11000m limit B LEESE HHIZE, W Velero XHFPRTR, BR T IMERREIA,

B{kEY CPU F1R7F A EILBUR T340 B KB,

4. 1810 CPU &% T & 0 FIVk & I (5] 8 E R &2,
5. Data Mover - Data Mover Btk resourceTimeout 7 10m, Ff TH9MIE &R MkE KB PV (500GB

FRAE), FEWN resourceTimeout IBINEI 60m,

% -
AEEPIHFTRERMVNATEEER, S FREMRR, HERRBERMMRFABEE.

4.41.5.2. A FXHEM NodeAgent CPU

Mt &R, TEfEF OpenShift API for Data Protection (OADP) i/, 1271 NodeAgent CPU AJLL ZERS

AP FI R E BT [A],
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BF

R Kopia & BRI A UEFE TR, RIEFRZUIEEREESITE NERT R LIHTIR
FIRIME R A Kopia, BE, MRIZTT Kopia A KERIBREIS S CPU BIRRSI, Fi
IEBEMMRENRE, MiHER £EE 20 MARZHM 32 G RERIMEHIZIT Kopia, X
REBE SN A ZE R HE— DR ZEFFRE 2000 4 pod HXf 100 GB #I#E#H1T &9 K
S#E,

FEEAXFRENIMERMINIAAFEEHI CPU BREISKAF AR A,
IR AT LARER Bl rook-ceph pod LB CPU 1A #E FT R R BIZRIE Ceph MDS pod HIX B X LR,

resources:
mds:

limits:
cpu: "3"
memory: 128Gi

requests:
cpu: "3"
memory: 8Gi

4.4.2. % OADP Operator

& eI LUER Operator Lifecycle Manager (OLM) 7£ OpenShift Container Platform 4.15 £ %2%& Data
Protection (OADP) Operator #J OpenShift API,

OADP Operator &% Velero 1.14,

FeREZH
o RILIEA cluster-admin A RBYFE - &1 & %,

it

1. 7£ OpenShift Container Platform Web 25/, mifi Operators - OperatorHub,
2. {8/ Filter by keyword F & & OADP Operator,

3. #%$% OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators 4 iF 2%,

4.4.2.1. OADP-Velero-OpenShift Container Platform XA X%

Velero fR4< OpenShift Container Platform

hR =

1.1.0 1.9 4.9 REBEHHIARA
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.14/html/troubleshooting_openshift_data_foundation/changing-resources-for-the-openshift-data-foundation-components_rhodf#changing_the_cpu_and_memory_resources_on_the_rook_ceph_pods
https://velero.io/docs/v1.14/
https://velero.io/docs/v1.9]/

% 4% OADP M ARFE&HHIRE

Velero iR4< OpenShift Container Platform
2

111 19 4.9 REHFBIRAE
11.2 19 4.9 REHBIRAE
11.3 19 4.9 REHBIRAE
11.4 19 4.9 REHFBIRAE
11.5 19 4.9 REHFBIRAE
11.6 19 41 REFBIRAE
11.7 19 41 REFBIRAE
12.0 111 41 REFBIRAE
121 111 41 REFBIRAE
12.2 111 41 REFBIRAE
12.3 111 40N REFBIRAE
13.0 112 410-415

1.3.1 112 410-415

13.2 112 410-415

1.4.0 114 414 REFTRA

4.4.3. 1 AWS S3 A FHEMBUERRIEIE OpenShift API

IRET LB %2 OADP Operator, {#F Amazon Web Services (AWS) S3 A Z %% OpenShift API
for Data Protection (OADP), Operator &% Velero 1.14,

IBM Cloud® S3 x#1F 5 AWS S3 3B &0 F 8N E,

M OADP 1.0.4 714, FiiE OADP 1.0.z iR A& RAEF¥E MTC Operator BIKHfiTT, BHAE
FAFJR3I Operator,

I&AI LA Velero BRiB AWS, GIE—1ERIA Secret, ARLEMIBFRINMARE. NFTHRESIEME
B, 1H&i% % OADP Operator,
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https://velero.io/docs/v1.11/
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https://velero.io/docs/v1.11/
https://velero.io/docs/v1.12/
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https://velero.io/docs/v1.14/
https://velero.io/docs/v1.14/
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BEZRMLEIMEH %I OADP Operator, &7 E e 2 A EIARI OperatorHub JRF 5§ Operator B
Ko WHIRIEBMEZRMZH A Operator Lifecycle Manager,
4.4.3.1. Bidi& Amazon Web Services

1A LN OpenShift API B2 Amazon Web Services(AWS) LA 1T 8RR (OADP),

FRFH

o &I AWSCLI,

it

1. Xi& BUCKET Z & :

I $ BUCKET=<your_bucket>
2. %i& REGION % & :

I $ REGION=<your_region>

3. filE AWS S3 1Z{#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMEH Velero F1R BB S S3 FERMWER, HHEBIMERUIE— KR E,

5. fil# velero-policy.json {4 :

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/operators/#olm-restricted-networks
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3::${BUCKET}"
]
}
]
}
EOF

6. FIINZREE, 9 velero AP RRLFTFRBIHAEAR -

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA /|17 % 4H -

I $ aws iam create-access-key --user-name velero
Bl

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

% 4 %= OADP N AER& R %RE
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8. 1% credentials-velero 314 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

ELEHIRE N BIEER, RELU#EA credentials-velero XX {5 AWS ]# Secret %1%,

4432 XFHFHMKEAEKRH secret

& 7] LATE DataProtectionApplication B Y %R (CR)F1EE & A FIIRERLLE R H secret,
H/HIE

IRAT LS AWS S3 BN REFMIEE N &MALE, W Multicloud Object Gateway ; Ceph RADOS
Gateway, t#Rl Ceph M&RM*% ; = MinlO,

Velero & OpenShift Container Platform %R, Kubernetes ¥ RFAERER IR &0 X R1FE LITERST
{¢°

MREATHNAENRERR AP FHFAMS, BRI HENEEENIRRAE,

INRMEA Container Storage Interface(CSHIRER, NAFEIBERRBLAE, RAHNEZUE—D
VolumeSnapshotClass CR 3t CSI IKshi2 R,

MREERXHREEND (FSB), NAFEEERRAUE, RN FSBENREME LEMXHRL

Secrets

MREMIRBLAEBFEAERNEILL, HEBEBFARFEZRBAE, HUE—1EKIA Secret,
MRADFIRELBFERATRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAAIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHE—TRIAR Secret, B, REFEN,

NREARAEELREIRRAIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EA Secret,

4.4.3.2.1. B2\ Secret
MR EDHRBABFERBERNEE, HEFAETERBAE, NOE—1EIL Secret,

Secret BIEk1\ &5 cloud-credentials.
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DataProtectionApplication B & Y %R(CR)EZE— BRI\ Secret, Fl, REFK
W, wNREBEIEESDAE Secret WATR, NISFERHEINGTR.

MREAEERETEPFEASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B TR Secret,

FREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o RAH Velero BREB N R 170,

o BNLLE YR NN REFEMEAIE— credentials-velero XX 14,

o FERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EL % Data Protection Application B, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:# 5|,

4.4.3.2.2. AIFEZIEAIREES
INREB D IIRBAEFERARRMEIL, EALUE credentials-velero X403 MBI E %,

RIE, BALLOIE—A Secret X R F7E DataProtectionApplication B E X ¥R(CR)FIEER B E.
gz
. EREMPHREBABMMIIEESCIE—1 credentials-velero X4, W THIFT :
[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
[volumeSnapshot]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. {#M credentials-velero 2 #41l|% Secret XI5 :

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. 1f DataProtectionApplication CR AR INBCES, 0 FAIFTR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_sample>
namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage"

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"

4.4.33. BEBERT NV RERF
EH LLsd IR E Velero HIRZECS /A A B %% CA ILT REERIEFRT N ARRF,

4.4.3.3.1. % & Velero CPU HIRESEC

& 7] L@ 4w’ DataProtectionApplication B 7 X HR(CR)E .3k 4 Velero pod i% & CPU HINFS
i

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

e %k DataProtectionApplication CR & H.AY
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ

resourceAllocations: g
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limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

WEE%H&H Velero podSpec BY71 sk 25,
Q 5l # resourceAllocations T E .,

Kopia & OADP 1.3 R Z FBIRRA R B9 — kI, ] LMER Kopia #HTXHREL&
2, Kopia & Data Mover HJME—i%F%, #ﬂ?ﬁlj\]%#ﬁ% Mover,

0 Restic 18k, Kopia BEELZ TR, EoIsEREHEMNHIFE CPU FIRNEE XK,

44332 5RAB%%A CAILD

& @ 4w DataProtectionApplication B E X HR(CR)EH R AN REFHERABE®R CAES, K
B LE SR T A& WA 25 2 BE S

FRFH

o R%EET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config £#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF /&,
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insecureSKipTLSVerify B & AJ LLULE H "true” = "false ', IIRKEN "true”, NIEMH
SSL/TLS =2, fNRKEH "false”, NIEA SSL/TLS RE,

4.43.3.2.1. A EHETF velero BBEM velero 85 H CAIEH

a0

R Velero CLIMXABELHNREHRREE, TUNEUE—M%E.

FoRFM

54

o mwilfERAEA cluster-admin A& &I &K E] OpenShift Container Platform &%,
e B%ZE OpenShift CLI (oc).
1. EFERHAM Velero i85, 1HZITUTHS :
I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero’
2. BITUTHRSRENBRERESTHF
Example

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. gﬁﬁﬁ ﬁ?ﬁ%ﬂ%ﬁﬁﬁ CA 'LIE:EH /u\_.I-L/Ll_ L;L—F 2Tn R w) E Velero B%":F//J\JJDIE:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt

4. ETHX%@EIM, ‘HEJJ:??LJ\-F/F'QF'V%
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

5. tll]% Velero pod &/, /tmp/your-cacert.txt XHRHEK, BEEZRIEFZTL—THH
B REHOE tmplyour-cacert.txt X1,

6. IEAILLZITUL S5 EEE tmp/your-cacert.ixt X2 EEE (EEHETHXXEAE
)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt



% 4 %= OADP N AER& R %RE

TELUE Y OpenShift API for Data Protection (OADP) & 4ThiAr, FHf1TitRIFHIETEEE Velero pod,
UERFEEX—H,

4.4.3.4. ZEBRRET N AERF 1.2 RERRE
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 2 SRR N FAF2FE (DPA),

FoRFM

o R iiZ%k OADP Operator,

BTN RV E Y SR ALE.

INRFEARBRED PV, =HNENIIERFRAERER API 5 Container Storage Interface(CSI)

MR ERFRBLAEFEABRNEIE, SO0 BB\ &F5 cloud-credentials B Secret.

MREHIRBAEFERRRMEIE, N/iiERBEIALFR cloud-credentials ljE—1
Secret, EHEE&HMRBLAEZIEHIMIIEESE,

NBREAEAELREIRRHIEESHBIRRMAE, EHLUFERZ credentials-velero
X 4GB Secret, HNREZEEIN Secret, ZIEIFRI,

Velero 7£ OADP #4422 i R B3 — 4%/ velero-repo-credentials B secret, H
FEERNNEREEERN, TaTE— T MER&nFHEZEN SOz, ELL
FHBE B TR secret, Ll base64 i, EHFAIHE(EZ Data[repository-
password],

3 DPA &, B RZTIEASMDEEENSHE, Velero ROIE—NE 70
J#, H secret y velero-repo-credentials, EF @RI\ BRLHEERE, MR
EEREMZIGES secret BiY, EIDIFS velero-repo-credentials Y Z 5
AEfE, At Velero FEES BN &R ER.

it

1. = Operators — Installed Operators F1%# OADP Operator.,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 SIS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:
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56

®9

o

@ 990 o906

- openshift ﬂ
- aws
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix>
config:
region: <region>
profile: "default”
s3ForcePathStyle: "true"
s3Url: <s3_url> 6
credential:
key: cloud
name: cloud-credentials Q
snapshotLocations: @
- velero:
provider: aws
config:
region: <region> m
profile: "default”
credential:
key: cloud
name: cloud-credentials @

openshift & 2 FEH,

IBETRBN L ERIFFZ A Velero FIRMIZ2H, 0 Velero CRD A A, volumeSnapshot
PRSI TFEE T, BIAMEH 10m,

IR T Restic 22k, NIFILEIXE Y false, Restic BBE—NSFIHIRE, XEKE
Restic pod TEENITET R EiZ1T. £ OADP fRA 1.2 REEMAAH, EELLETE
Backup CR #3510 spec.defaultVolumesToFsBackup: true EEZ & Restic #1762, £
OADP kA& 11/, ¥ spec.defaultVolumesToRestic: true 7% Backup CR #,

187 Restic TEHFL T LA A, BINERT, Restic ERE T RLIE1T,

EEFERIENEMDEMUE. MREERTZ Velero &M% BEMEIE, BRIHEE—

GIE <8
MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

BERE N S3 M REFIEZE NI URL (Boolean), AWSSIFAEE, RERAT SIFHARE
,ﬁ’%o

EEEBFEEEDIITREMEI URL, AWSS3 AEE, HiEATF S3 HAEE.



% 4 %= OADP N AER& R %RE

B EROIER Secret M RIIZTR, MR RAEIREXME, NFEABRIAE cloud-
credentials, IIREFIEE T BE LEM, NEABE LEMHATEMAUE.

IEEMRBBAIE, FMRIEMERA CSIRIB Restic %12 PV,
IREBABUHIS PV i FR—XiE,
B L2 Secret X R, MR EREIREXME, NIERBRIAE cloud-

credentials, &D%T ETBHENAW, NWEEXEHATREBAE, WREMNSDREA
BEATREMEIE, i51E credentials-velero XX {48 B IMMER B £,

00 O

4. = Create,

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

I $ oc get all -n openshift-adp

it
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ21T7LLF 44, %IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it a Nl

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

57



OpenShift Container Platform 4.15 & {3 flth &

4.4.3.5.

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true
LERBURRT N AERF 1.3

& AT LUE T 08 DataProtectionApplication API #9525l S 2 S 8RR I B B2 (DPA).

FRFM

it =

58

1Rl % % OADP Operator,
BTN RIFHEECE & LB,

INRFEARBRED PV, =HNEMHIIEIFRERE API 5 Container Storage Interface(CSI)

MR EHFRBLAEFEABERNEIE, S50 BB\ &FF cloud-credentials B Secret.

MR EHFRBLAEFEAARARBEIE, NA71FEBEILALZT cloud-credentials 6] —
Secret, EHEE& MR BLAEZIEHIRIIEESE,

MRERBELREKIEPIBEESDHIRBAE, EJLUERZ credentials-velero
XHEOEEIA Secret, HNIRZBEIA Secret, TR KN,

= Operators — Installed Operators #i%# OADP Operator,

. 7£ Provided APIs T, s DataProtectionApplication ¥/ Create 34,

= YAML View 3 ¥ %7 DataProtectionApplication ;5 SIS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
resourceTimeout: 10m 6



QDO 009

9

% 4 %= OADP N AER& R %RE

nodeAgent: ﬂ
enable: true 9
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket _name> 6
prefix: <prefix> g
config:
region: <region>
profile: "default”
s3ForcePathStyle: "true"
s3Url: <s3_url> m
credential:
key: cloud
name: cloud-credentials @
snapshotLocations: @
- name: default
velero:
provider: aws
config:
region: <region> @
profile: "default”
credential:
key: cloud
name: cloud-credentials @

OADP HIEAIAfn % Z2[5] 2 openshift-adp, & ZE[HE— ML E, AEE.
openshift &4 2 FEH,

IBETEBN L £ IFFZ A Velero IR P, 0 Velero CRD A A, volumeSnapshot
PR R TZEE T, BIAME S 10m,

ERIE KB EIR S SRNE RN,

INRESH nodeAgent FHHUTXHREI &, NIFILEREDS true,

i A\ kopia = restic /F &) L5, BERREERERESLER, X F Built-in
DataMover, E7{#H Kopia, nodeAgent SR BT /125, XEMZE nodeAgent pod
EENIHET RLEZE1T. & LLET7E Backup CR Hi7N
spec.defaultVolumesToFsBackup: true Jeft & X4 R & 15,

1587 Kopia =X Restic ATAM T . BAIAIERT, Kopia =X Restic 7EfT A T mLiZ1T,

EEFERIFEHEMNEMUE. MREERTZ Velero #0MK BEMEIE, BRIEE—

GIE <8

MRFERATSNEM, HH Velero #01EE—18IZ, 10 velero,
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®

90 09

BERE N S3 M REFIFEZE NI URL (Boolean), AWSSIFEE, RERAT SIFHARE
,ﬁ’%o

EEEBFEEEDIIREME URL, AWSS3 AEE, HiEATF S3 HAEE.

B EROIZEH Secret X RIAM, WMREEIREXME, NIFEBEKIME cloud-
credentials, MNREIBE T BE LW, NFEABE XL HFITHHRAAE.

EERRAE, PRIFE/ER CSIRBIXURI &M (FSB)EHR PV,
RBABELAS PV AL FE—XE,
EEEOZR Secret M REVET, WMREBHREIME, NEAIRKINE cloud-

credentials, fMIRIEET BE XL, NBEEXEZHATFREMAE, NREHEDFREBAL
EFAREMEIE, 51E credentials-velero {4 Al MR B &,

4. = Create,

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -
I $ oc get all -n openshift-adp
I

NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s
service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s
NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ21TLLF 44, %IE DataProtectionApplication (DPA) &S :
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I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.3.5.1. 7f DataProtectionApplication CR F/ZH CSI

& 7] LATE DataProtectionApplication B Y ¥T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FTRFH
o SN EIMAIR CSIRER,

it =

e %k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

ﬂ N0 csi BRIAFRM
HbBR
e {#fH kubevirt 71 openshift {H &L EHIRERT N AR

4.4.4. 5 Microsoft Azure FIEIE{RIECE OpenShift API

IRET LB %2 OADP Operator, {#f Microsoft Azure %% OpenShift API for Data Protection
(OADP), Operator &% Velero 1.14,
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M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BI& i1, BAE
FAF 3L Operator,

I&AI LA Velero BB Azure, BIE—/1BUIA Secret, ARLEMIBFRINMARE, NFETHRESIEME
B, 1H& %% OADP Operator,

BHEZRMLEIMEH %I OADP Operator, &7 E 5t 2 FAEIARI OperatorHub JRF (& Operator B
Ko HIRIEBMEZRMZEH A Operator Lifecycle Manager,

4.4.4.1. Bdi& Microsoft Azure

&AL OpenShift API BZi& Microsoft Azure for Data Protection (OADP),

FRFH

o BZ&%E Azure CLI,
iz
1. &5RE Azure:
I $ az login
2. %i& AZURE_RESOURCE_GROUP Z'£ :
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. fIE Azure HIRA :
I $ az group create -n SAZURE_RESOURCE_GROUP --location CentralUS ﬂ

Q@ =xuE,

4. #%{8 AZURE_STORAGE_ACCOUNT ID % :
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d ' -f5 | tr '[A-Z] Ta-z])"
5. A& Azure ZAEIK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID\
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 1478 BLOB_CONTAINER % & :
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I $ BLOB_CONTAINER=velero

7. BIE Azure Blob ZHEA S -

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. H velero AR EAFMEILE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld' -0 tsv’

9. 7 credentials-velero X4 IRTZARSS EIRREIL ¢

1.

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF

& aT LIMEFE credentials-velero U445 Azure NN & HIEMEE,

. IREREREI DI R B

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT ID\
--query "[?keyName == 'key1'].value" -o tsv’

URZEAREMBEIRNEELAE

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": "$AZURE_ROLE",

"Description": "Velero related permissions to perform backups, restores and deletions”,

"Actions": [
"Microsoft. Compute/disks/read",
"Microsoft. Compute/disks/write",
"Microsoft. Compute/disks/endGetAccess/action”,
"Microsoft. Compute/disks/beginGetAccess/action”,
"Microsoft. Compute/snapshots/read",
"Microsoft. Compute/snapshots/write",
"Microsoft. Compute/snapshots/delete”,
"Microsoft.Storage/storageAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/regeneratekey/action”
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1,
"AssignableScopes": ["/subscriptions//'$AZURE_SUBSCRIPTION_ID"]

}l
12. fi|% credentials-velero 3244 :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
S_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

ﬂ WhE, 1NR credentials-velero X4 R B SRS EEREIE, NFTEEFHDAEHR,

L% Data Protection N g, EALUE credentials-velero 3244 Azure ]2 Secret Xt
e

4442 XFEPHRELERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRERALE R H secret,
w/IHIE

IRAT LS AWS S3 BN REFMIEE N &PALE, W Multicloud Object Gateway ; Ceph RADOS
Gateway, t#Rl Ceph M&RM*% ; = MinlO,

Velero & OpenShift Container Platform %R, Kubernetes ¥ RFAERER R &0 X R1FE LITERSST
{¢°

MREATHNAENRERR AP FHFAMS, BRI HENEEE NIRRAE,

INRMEA Container Storage Interface(CSNIRER, NAFEIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 35t CSI IK5hi2 R,

MREERXHREEMD (FSB), NAREEERRAUE, RN FSBENREME LEMXHRL

Secrets

MREHIRBLABFEAERNEILL, HEBFAREZRBAE, HUE—1EKIA Secret,
MRADFIRE LB FERATRAMEIE, EALIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMFAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],
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BE
BIRRIT N ARFHFE—TRIAR Secret, B, REFEN,

NREAEELREIRAIEESHIRRAE, EILUFEHRZ credentials-velero X541
#EIA Secret,

4.4.4.2.1. BIEREKIA Secret

NREHERIRRUBFERAERNEIL, SHBASERRBAE, NEE—/ 2R\ Secret,
Secret F92k1\ & F17 cloud-credentials-azure,

-

DataProtectionApplication B & Y %R(CR)EE— BRI\ Secret, Fl, REFK
W, WNREZEBEIEESDAE Secret WATR, NISFERHEINGTR.

MREAEERETEPFERASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B FREY Secret,

FeREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o RAIH Velero BREB N R 1F i,

o HLLE YR NN REFEMEAIE— credentials-velero XX 14,

o FAIAZMMIEE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

1EZ % Data Protection Application B, secret 21 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.4.4.2.2. HWARZIEDIE secret
MBENFDMIREMBFERRRNEL, EXHTEEMA Secret XTH :

o EHEENAMMEDAIE Secret, BE AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations Ht 15 7E,

o HHEILLTFF cloud-credentials-azure FIR IR & Secret, It Secret N7t
DataProtectionApplication CR 15 E.

Pk =
1. WIEHENENRRAEGE— credentials-velero XX 14,

2. ERAMINAIVIRIRAIECIZ Secret :
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$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHSTREMAIE— N T AP AIER credentials-velero XX,
4. FHBEE LA NEDALIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE X &M Secret 7~ INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

provider: azure

Q BEBE LA EPAIE Secret,

4.4.43. EEEBBURRTT N HERF
EA LRI IZE Velero FHREDERS/E A B %4 CA L REBHBERT N BRERF.

4.4.4.3.1. %i& Velero CPU HIRFSH S

& 7] L@t 4w’ DataProtectionApplication B 7€ X HIR(CR)E .3 4 Velero pod i% & CPU HINEFS
[

66



% 4 %= OADP N AER& R %RE

FRFM

o B ET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ 15 E BIR M4 Velero podSpec BT mik#EER,

Q 5l # resourceAllocations T4 EH,

Kopia & OADP 1.3 R Z FBIRRAFRBY— Nk, ] LMER Kopia #HTXHREL&
12, Kopia & Data Mover HIME—i%F%, #ﬂ?ﬁlj\]%#ﬁ% Mover,

0 Restic 18k, Kopia BEFEZ TR, EosEREHEMNHIFHE CPU FIRNEE XK,

4.4.43.2. ]5AB%4% CAIEP

R i@ 4w DataProtectionApplication B E X HIR(CR)EHR AN REFMHERABE®R CAESR, KL
B LE SR JIA A& WA 25 BE S

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config Z#X :

I apiVersion: oadp.openshift.io/vialphai
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kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF &,

insecureSkipTLSVerify B & r] LUIZE N "true” =X "false ", #IRXES "true”, NIEEFH
SSL/TLS Z£t, MRKLEN "false”, NIJFH SSL/TLS B2,

4.4.432.1. FAFAEBATF velero TPEM velero S CAIFH
INRIBLE Velero CLIMXAMEEBMRG hLES, AUNBLE—INE,

SeRFMH
o B ifEFAER cluster-admin & &1 &3k E| OpenShift Container Platform 5E%,
e B%ZE OpenShift CLI (oc).
1. EFERAAM Velero i85, 1HZITUTHS :
I $ alias velero="'oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'
2. BIIUTHARENEREESIFEF
Example

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. BEEAXNSRMER CAILLSR, EAILLUZITU T HTE Velero BRFEHRRINIES :

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')
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$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i
deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt
4, ETHX%G}E/LM T«%E’?TLX-FTJQF'V% :
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

5. &D% Velero pod &/, /tmp/your-cacert.txt XHRHEKX, BEERIEFZTL—THH
B REHOE tmplyour-cacert.txt X1,

6. BRI LLZTUL TS £ E tmp/your-cacert.ixt X2 EEHE (EEHENXHME
)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

ELER OpenShift API for Data Protection (OADP) Z4ThRAM, 1T RIFFIEHEEE Velero pod,
UERFEEX—H,

4.4.4.4. ZRBERITVARF 1.2 RERRE
1A LUE T 08 DataProtectionApplication API #5252 S 8RR I B B2 (DPA).

FRFM

IR ii% % OADP Operator,
RN RIFEERE N & LB,

INRFEARBRED PV, =HNEMHIIZRFRERER API 5 Container Storage Interface(CSI)

MR AR FRBAEFEABRNEIE, SO0 BB\ LT cloud-credentials-azure B9
Secret,

MREMIRBAEFERTEOEIL, EBIOZMN A Secret :

o WAEMUENHETE XLEZMH secret, EATLUFIEL Secret FANZE!
DataProtectionApplication CR &,

o WHBRRBMEBEMNS—1BE AN Secret, SR LU LL Secret FHRANE]
DataProtectionApplication CR &,

NBREAEELREIRRPIEESHIERUE, ELUFEHRZ credentials-
velero X402 2K\ Secret, WEREZAEEIA Secret, LK,
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it =

70

Velero 7£ OADP #p & 22 [H] ROl — 4 velero-repo-credentials Y

== Data[repository-password].

T, MREERGDZIBEEL secret i, FHEIBHFS velero-repo-
credentials FHIFREARITES, EILE Velero LA S IHM&DIEREE,

1. = Operators — Installed Operators F1%# OADP Operator.,

2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create 5L,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp

spec:

configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:

resourceGroup: <azure_resource_group> 9

storageAccount: <azure_storage_account_id>

subscriptionld: <azure_subscription_id>

storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:

key: cloud
name: cloud-credentials-azure 6

provider: azure
default: true
objectStorage:

bucket: <bucket_name> Q
prefix: <prefix>

snapshotLocations:
- velero:
config:

resourceGroup: <azure_resource_group>

secret, EFSERIINENEMEERL, E2TE—NEHBESDEBENS
Rzal, B EEE B ER secret, L base64 4ifid, BEBRFHHE

I DPA f7, £ RIZITIRASMNEMHEZEN G, Velero RAIB—NE2
Z6#%, H secret 7y velero-repo-credentials, HE & &BI\BIDME M
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subscriptionld: <azure_subscription_id>
incremental: "true"
name: default
provider: azure
credential:
key: cloud
name: cloud-credentials-azure @

openshift i 2 FEH,

IBEEBIN X ERIFFZ A Velero HIRMIHH, 40 Velero CRD ATA. volumeSnapshot fifl
PRENE D EMEERT A, BROAEH 10m,

®9

INREZA Restic RE, NIFFLLE L E ) false, Restic BE—NFIFHRE, XEKE
Restic pod FEEN T f_EiZ1T, 1€ OADP HRA 1.2 REERAR, EELLETHE
Backup CR #R1I spec.defaultVolumesToFsBackup: true 3EEZ & Restic #1761, 1E
OADP kA& 11 A, ¥ spec.defaultVolumesToRestic: true 7 11% Backup CR #,

o

18 7E Restic EHFL T LA A, BINERT, Restic ERE T RLIZ1T,
187E Azure BHRH,

187 Azure FHEIK T 1D,

187E Azure 1115 ID,

MRS EIEEX/ME, N{EAZRIAE cloud-credentials-azure, MNEEIEETHE L E
o, NFERBE LA HFITEDAIE,

BEFERIFEHEMNEMUE. MREERTZ Velero #0M% BEMERE, BRIEE—

NI
MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

INRIBERA CSIRIRK Restic &2 PV, NAFEREERRLAE.,

D00 ® 99009

EEROZEH Secret X RIAM, WREREIREXME, NIFEBEKIME cloud-
credentials-azure, MREIB/ET BE N LT, NERABENGIMETEHAE,

4. = Create,

TLUF 84, &F OpenShift APl for Data Protection (OADP) FHiRRIGIUE &4 -

$ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
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NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLLF 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4445 ZEBIRERT NV AEF 1.3
& L@ A2 DataProtectionApplication API BYSEf5I S &2 2 #UIR IR I N FAFEFE (DPA),

FRFM

o R iiZ%k OADP Operator,

=
=z

o BN REFMHECE N EIDLE,

o MRMBARBREM PV, THNENIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMREFMIILIBABMFBERANEILL, BLI0ETHERILAZT cloud-credentials-azure B9
Secret,
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o MRFMHMRBLABFERFRMNFEIL, BUAOZENA Secret :

o WAEMMENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR &,

o WHBRRBMEBEMS —1BE AN Secret, SR LU L Secret FRINE]
DataProtectionApplication CR 1,

MBREARABAELREIRRAIEESHBIRRAE, ETLUFERZ credentials-velero
X G2k Secret, HNREAEEIN Secret, ZEIEIFKRI,

it =

1. = Operators — Installed Operators F1%# OADP Operator.
2. £ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 SIS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp ﬂ
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift g
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true 6
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> 9
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure m
provider: azure
default: true
objectStorage:
bucket: <bucket _name> @
prefix: <prefix> @
snapshotLocations:
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QDO 009

90 O 90009

- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"

name: default

provider: azure

credential:
key: cloud
name: cloud-credentials-azure @

OADP MBI\ fr & 22 (5] 2 openshift-adp, R EREZE—NELE, AEE,
openshift &4 2 FEH,

IREEBIN X ERIFRFZ A Velero HIRMIHH, 40 Velero CRD ATA. volumeSnapshot fifl
PRENE D EMEERT A, BRIAMEH 10m,

HERIEREBERS SRNEENE,

INRESF nodeAgent FHHUTXHREI &R, NIFILERES true,

&1\ kopia =% restic /E IR L(EE, EREERERBESLERE, X F Built-in
DataMover, E7{# A Kopia, nodeAgent SR BT /5125, XEMZE nodeAgent pod
EENITHET RLEZE1T. & LLET7E Backup CR Hi7N
spec.defaultVolumesToFsBackup: true JEft & X R & 15,

157 Kopia =X Restic ATAM T . BAIAIERT, Kopia 3 Restic 7EFT A T mLiZ1T,

187E Azure BHRH,

187 Azure FHAMKF 1D,

87E Azure 1] 5 ID,

MRS EIEEX/ME, N{EASRIAE cloud-credentials-azure, MNEEIEETHE L E
o, NFERBE LEAHFITEDAIE,

EEFMERIFEVENEEUE. WRFHRBTZ Velero #R0% AR, EQIHEE—

ML
MRFERATSNEM, HH Velero #01EE—18IZ, 10 velero,
INRIBMER CSIRIRSK Restic &2 PV, NAFEREERRLAE.,

EEEOBER Secret M REVET, WMREBHREIME, NEAIRKIME cloud-
credentials-azure, MREIEET BE LB, NEREELEHAITEMMUE.

4. = Create,

74
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I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. iZ1TLUF 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.4.5.1. £ DataProtectionApplication CR H1j3F CSI

& 7] LATE DataProtectionApplication B 7 Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIHRBEMDIFAMS,
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FRFMH
o TMNBUAZEF CSIRER,

it

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© Fmcsi Bl

Hith BHR
o {#fH kubevirt 1 openshift {H{H4 L2 EHIRET N AR

4.4.5. it & OpenShift API LLi#4T Google Cloud Platform BIE R

IRET LB %2 OADP Operator, {#f Google Cloud Platform (GCP) %% OpenShift API for Data
Protection (OADP), Operator 4% Velero 1.14,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

I&AI LA Velero BRiB GCP, GIE—1EIA Secret, ARLEMIBEFRIMARE. NFETHRESIEME
B, 1H&% % OADP Operator,

ZEZRMLEINEFRREE OADP Operator, B/ E 22 FABIAE OperatorHub JRF#Hi{%& Operator B
Ko WHIRIEBMEZRMZEHEF Operator Lifecycle Manager,

4.4.5.1. Bdi& Google Cloud Platform

X FEARRIT(OADP), &AL OpenShift API BZ& Google Cloud Platform(GCP),

FRFH

o MZEET geloud 1 gsutil CLI TE, i#EEEH Google =X,

b =
1. B3E GCP:

I $ gcloud auth login
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2. iX& BUCKET Z£ :
I $ BUCKET=<bucket> )

ﬂ EEFhER R,

3. QEEMER -
I $ gsutil mb gs://$BUCKET/
4. ¥$ PROJECT_ID 21X B NEBEEKIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSHR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUIHARSSIKS

I $ gcloud iam service-accounts list
7. 1%i& SERVICE_ACCOUNT_EMAIL &=, fH5 email {EITHL :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. FIINZREE, v velero A RRFLFTFRBIHAEAR -

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

)
9. fi|# velero.server HE X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
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I --permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"
10. NIEHM IAM FEIEHE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

1. E#H IAM RS -

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12. 1AM R S51K P BB R 77 B 24 51 B Sk 8 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1E %% Data Protection Application &, &7 LA{#F credentials-velero 3X {475 GCP fljE
Secret 1 &,

4452 XF&EHHIREMERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRER AL E R H secret,
H/IHIE

IRAT LS AWS S3 BN RIEFMIEE N EMALE, W Multicloud Object Gateway ; Ceph RADOS
Gateway, t#Rl Ceph M&RM*% ; = MinlO,

Velero & OpenShift Container Platform %R, Kubernetes X RFMERGR A0 AT R1FHE LHITERE ST
{¢°

MREATHNAENRERR AP FHFAMS, BRI HENEEENIRRAE,

INRMEA Container Storage Interface(CSHIRER, NAREI/HERRLAE, RAHNEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

MREERXHREED (FSB), NAREEERRAUE, RN FSB ENREME LEMXHRI

Secrets

MREMIRBLABFEAERNEILL, HEBEBFARFEZRBAE, HUE—1EKIA Secret,
MRADFIRE LB FERATRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHFE—TRIAR Secret, B, REFEN,

NREAEELREIRRAIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EA Secret,
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4.4.5.2.1. BB\ Secret
MREMFBIREBABFERAERBNEILL, HEFRZREBALAE, NOE—1EKIA Secret,
Secret B9EKIA & TN cloud-credentials-gcp,

p= Y=

DataProtectionApplication B & Y ¥R(CR)EE— BRI\ Secret, Fl, REFK
W, wNREZEBEIEESDAE Secret WATR, NISFERHEINGTR.

MREAEERETEPFERASDALAEEIE, FALUERZ credentials-velero {40 #
T BRI\ B FREY Secret,

FeRZ M
o MMV REMNEEME GBA) LilFERAHEBMEIE,
o R H Velero BREB N R 17,

o BNLLE YR NN REFEMEAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

1L % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.4.5.2.2. WARZIEDE secret
MBENFDMIREMBFERRRNEL, EXHTEEMA Secret XK :

o EFRTEUAMMEMRAIE Secret. BE L &H7E DataProtectionApplication B & X FR(CR)

#J spec.backupLocations HH357E,

o HHMILLZ cloud-credentials-gcp FIRIBAIE Secret, It Secret ~1E
DataProtectionApplication CR 15,

1. NIENENENRRAEGE— credentials-velero XX 14,
2. FRBRIARHANIRIRAECZE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHXSTREMAUIB— N TP AIER credentials-velero XX,
4. FHBEE LA NEMAIELE Secret :

79



OpenShift Container Platform 4.15 & {3 flth &

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ H B E X &M Secret 7R INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotlLocation: us-west1

Q BEBE LA EPAIE Secret,

4453 BEEFERT N ARERF
BA LLRITIZE Velero BRSNS A B %4 CA LB REBEHBERT N ARER.

4.4.5.3.1.i%& Velero CPU MINEFSH S

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)E .3k 4 Velero pod i%& CPU HINFS
fic.

FRFH

o REE T OpenShift API for Data Protection(OADP)Operator,

it =

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations HFHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ 5 E BIRMH2A Velero podSpec BT ik 2R,

Q 5l # resourceAllocations FHFXEHE .,

Kopia & OADP 1.3 R Z FBIRRAFRBY— Nk, ] LMER Kopia #HTXHREL&
12, Kopia & Data Mover FIME—i%F%, #ﬂ?ﬁlj\]%#ﬁ% Mover,

0 Restic 18k, Kopia BEEZ TR, EoIaEREHEMNHIFHE CPU FIRNEE XK,

44532 FRAB%E%A CAILS

R @ 4w DataProtectionApplication B E X HIR(CR)EH R AN REFHERABE®R CAESR, KL
B LE SR JIA A& WA 25 BE S

FRFH

o RJEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config £#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
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prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlEHI CA IF &,

insecureSkipTLSVerify BL & AJ LLUEE H) "true” = "false ', NRKEN "true”, NIEMH
SSL/TLS =2, MNRKEH "false”, NIEMA SSL/TLS RL,

4.453.2.1. AT ERET velero BEM velero i M CAUEH
INRIZLE Velero CLIMXAMEEBMRG hLRES, AUNBLE—NZ,

FERFH
o B fEFAEA cluster-admin & &I - &< E| OpenShift Container Platform 2%,
e B%%E OpenShift CLI (oc).

1. EFEAFBB Velero 35, HBTUTHS :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero’

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3 BFEAXNMNEMER CAILES, EHLLUZITUL TSI Velero BREHRMMIES :

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i
deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt
4 gfﬁﬂ%ﬁ}ﬁ/m iﬁ]éli'l«j\-lzﬁ'% .
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.
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5. W1 Velero pod E£JH, /tmp/your-cacert.txt XHREKR, BEEZBIEMZTL—THH
B REFHOE tmplyour-cacert.txt X1,

6. A LLZTUA TS KKEE tmp/your-cacert.ixt X2 EBEFE (EFHEEHXHAE
)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

TELAUE Y OpenShift API for Data Protection (OADP) & 1ThinAr, FHfTitRIFHIETEEE Velero pod,
UERFEEX—H,

4.45.4. ZERBIEFT N ARR 1.2 KERRE
& L@ (]2 DataProtectionApplication AP| BYSEf5l S &2 5 #UIR IR I N FAFEFE (DPA),

FRFM

Y=

IR i% % OADP Operator,
RN RIFEERRE N & LB,

INRFEARBRED PV, =HNEMNIIERFRERE API 5 Container Storage Interface(CSI)

IR EDFIRBAEFERABRBEIE, B2 018 HRILET cloud-credentials-gep B9
Secret,

MREMIRBAEFERTEOEIL, EBIOZMN Secret :

o WARMMUENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR &,

o WHBRRBRMEBEMS —1BE AN Secret, SR LU L Secret FRANE]
DataProtectionApplication CR &,

MRER ALK IEPIEESFDHIRBAE, ERILUERZ credentials-
velero X4 022K\ Secret, WEREZAEEIA Secret, LEFFKM,

Velero 7£ OADP #p & 22 [H] ROl — 4% velero-repo-credentials Y
secret, HPASERIINEREFHERY, E2TE— T ERSDEEENE
Rrzal, EOLER B BRI ER secret, L base64 4rit, BEEFAHE(E
== Data[repository-password].

I DPA 7, £ RIZITIRASNEMHEZENERN, Velero RAIB—NE12
Z6#%, H secret 7y velero-repo-credentials, Hrh& &2\ BIDME i
o MREERENZIBEFH secret i, FHEIBFHES velero-repo-
credentials FIIFEARICES, EIE Velero LA S IHM & DT,
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1. = Operators — Installed Operators F1%# OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:

-gcep
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud 9
name: cloud-credentials-gcp G
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotlLocation: us-west1 @
credential:
key: cloud
name: cloud-credentials-gcp m

openshift & 2 FEH,

®9

PRADE D FMEERT A, BINETY 10m,

o

IBEEBI X ERIFFZ A Velero HIRMIHH, 40 Velero CRD ATA. volumeSnapshot fifl

INREXF Restic 3%, NIFLL{EIXE ) false, Restic BBE—NFIHRE, XEKS

Restic pod FEEN T S _EiZ1T, 1€ OADP HRA 1.2 REERAR, EELUETHE
Backup CR #i1I spec.defaultVolumesToFsBackup: true 3EEZ & Restic #1761, 1E
OADP kA& 11 A, ¥ spec.defaultVolumesToRestic: true 7% Backup CR #,

Q ¥ 7€ Restic EMLET m LA, BOIAMERT, Restic ERFAE T m a1,
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BEEIUEN secret BiH, X F Google TN H BRI = EHKIE, 1EFER
service_account.json,

SDEEIEM secret &R, MREHFIR/EXME, NEABRINE cloud-credentials-gcp.

EEFERIFENEMNEMUE. NMREHERTZ Velero #0M% BEMEIE, BRIEE—

NI
MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,
EERRBAE, PRIEMER CSIIRIRHK Restic 12 PV,

RIBALE IS PV L FFE— K,

9000 990 O

8 E R O2H Secret X RIAM, WMREEIREXME, NIFEBEIME cloud-
credentials-gcp., fRIEE T BE L &F, NBEEXLZIRATFHREME,

4. = Create,

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. iZ21TLLF 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
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it la Nl

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIN PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.5.5. Google THE M #HF R = F BT IE

£ Google Cloud A-EB;21THIN FRFE R AR S5k 7 B85 (AN P B FNEAS) ki%n] Google Cloud %t
B, R REERESE, NIXLRSK S BHAATRERK LS NG,

8 Google I T E B 5 3R, EETLUMER Identity and Access Management (IAM){R#t IAM A &,
SIEENR S BN FDITNEE, ZCHIR T SRS P B MR R 4ETT F & 2 K,

TRAEEFBLEMBMABRRILS, RIAABYMEIL, SQBIBY FRIIETHAERE, HMEGLES
ZETHIRS (STS), FHEDWENFRARKNER, RAFIEZRE SHRE9 U A RN AR S

g; %? p= Y=
' Google TYEfEHBELFBRI FHF OADP 1.3.x R EFTHIARA,

EEREN, {#FH Google TEMEHEREFRHPIIER GCP £ OADP {{Z#F CSI 1£88,

1A Google TYEM#EF DB FREMHIIER GCP L OADP R ##HBRIBAIE (VSL) 10, WHT R
BLFEMER, BB Google TIEMEH HPEFRE AR,

MRAREF Google TEMEH BRI EDWIUE, TEREL ZLEHIFRT I BFEF

FRFH

o MEBLFBERNLRER, HAE T GCP Workload Identity,

e RAELLIA M) Cloud Credential Operator A2 (ccoctl) LA KER THE 713 5 17t

2
1. ZTUTH%, BlE—4 oadp-credrequest B :

I $ mkdir -p oadp-credrequest

2. fil# CredentialsRequest.yaml X4, 0T :

I echo 'apiVersion: cloudcredential.openshift.io/v1
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% 4% OADP M ARFE&HHIRE

kind: CredentialsRequest
metadata:
name: oadp-operator-credentials
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: GCPProviderSpec
permissions:
- compute.disks.get
- compute.disks.create
- compute.disks.createSnapshot
- compute.snapshots.get
- compute.snapshots.create
- compute.snapshots.useReadOnly
- compute.snapshots.delete
- compute.zones.get
- storage.objects.create
- storage.objects.delete
- storage.objects.get
- storage.objects.list
- iam.serviceAccounts.signBlob
skipServiceCheck: true
secretRef:
name: cloud-credentials-gcp
namespace: <OPERATOR_INSTALL_NS>
serviceAccountNames:
- velero
' > oadp-credrequest/credrequest.yaml

3. Z1TLLTF M4, f#H ccoctl SLAEFA0E oadp-credrequest Bk H ) CredentialsRequest Xf

$ ccoctl gcp create-service-accounts \
--name=<name> \
--project=<gcp_project_id> \
--credentials-requests-dir=oadp-credrequest \
--workload-identity-pool=<pool_id> \
--workload-identity-provider=<provider_id>

manifests/openshift-adp-cloud-credentials-gcp-credentials.yaml S HLE A A F LTS5,
AT T e R R AR a4 22 [H]

I $ oc create namespace <OPERATOR_INSTALL_NS>

BTUT S, NEIENAReRZEN -

I $ oc apply -f manifests/openshift-adp-cloud-credentials-gcp-credentials.yaml

4.4.5.5.1. Google T i # B HFE 2/ n] 8

o HEEET GCP LIEM#EHBPELFRES, BIRIBAIE(VSL) &HRLL— PartiallyFailed [/ F& 52
. Google TYEM#EH B DEFREMDLIER TR VSL 10
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4.4.5.6. ZEBIEHE N AER 1.3
1A L@ 02 DataProtectionApplication API 89555l S %2 2 IR R I b 2 (DPA).

SERFEH
o RNIZ%E OADP Operator,

o M REFMECE N HDAIE.

o MRMARBREMD PV, THNENIZIFRAEIRER API 5 Container Storage Interface(CSI)

RER
7\ \O

o MREMMRBAEMAERNEIE, BYI0IETHEINEH cloud-credentials-gcp B9

Secret,

o MREMMRBABRBAENEIE, BWHHOIEMA Secret :

o WAEMMUENHETE LA secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR .,

o WHBRBMEBEMS —1BE AN Secret, &R LU L Secret FRANE]
DataProtectionApplication CR .,

NREAEELREIRRHIEESMBIRRMAE, ETLUFERZ credentials-velero

XHGIERRIA Secret, INRZAEEIN Secret, REIFFRIN,

ff

L=

S

1. s Operators - Installed Operators 3% OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create 5L,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 SIS 5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: <OPERATOR_INSTALL_NS> ﬂ
spec:
configuration:
velero:
defaultPlugins:
-gcep
- openshift 9
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
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- velero:
provider: gcp
default: true
credential:
key: cloud 6
name: cloud-credentials-gcp Q
objectStorage:
bucket: <bucket_name> @
prefix: <prefix> m
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 @
credential:
key: cloud
name: cloud-credentials-gcp @
backuplmages: true

OADP MBI\ fr & 22 (5] 2 openshift-adp, R EREZE—NELE, AERE,
openshift & 2 FEH,

IBETRBN L ERIFFZ A Velero IR P, 0 Velero CRD A A, volumeSnapshot
BRI TFEE T . BIAMEH 10m,

SEEE KB B EIARSSSRNE RN,

INRE S F nodeAgent FHHUTXHRE &R, NIFILEREDS true,

&1\ kopia 5% restic /E IR L(EE, EREERERFBESLERE, X F Built-in
DataMover, E7{# A Kopia, nodeAgent SR BT /5125, XEMZE nodeAgent pod
EBNIET R LEiETT, EALLRTE Backup CR #ifiN
spec.defaultVolumesToFsBackup: true Jeft & X RT & 15,

187 Kopia =X Restic ATAM T . BAIAIER T, Kopia 3 Restic 7EfT A TV mLiZ17,

BEEIUEH secret BiH, X F Google TEMH BRI EHKIE, 1EFER
service_account.json,

SDEEIUEM secret &R, MREHFIREXME, NEABRINE cloud-credentials-gcp.

EEFMERBIFVENEEUE. WRFHRTZ Velero #H0% AR, EQIHEE—

GIE <8

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,
EERRBAE, PRIEMHER CSIIRIRK Restic 12 PV,

RIBALE IS PV L FRE— K,

EEEOBER Secret M REVET, WREBHREIME, NEAIRKINE cloud-
credentials-gcp. MREIEE T BE LA, NEREELEMAITEMUE.
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@ Google TEMEH B MNP ZIFALMRESHD. MREFBEHAERSHD, BERLFRLE
7 false,

4. = Create,
1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0 <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. 217U 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3ik type #%iXi&E /7 Reconciled,

4. BITUTRS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp
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I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.5.6.1. £ DataProtectionApplication CR /3 CSI

& 7] LATE DataProtectionApplication B 7 Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIHRBEMDIFAMS,

SeRFMH
o SN EIMAIR CSIRER,

AR

e /%8 DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

© 7 csi Bt

HbBR
o {#fH kubevirt 1 openshift {HH4 L2 EHIRERT N AR

4.4.6. HEAZ AN RMKXBHIBFRITECE OpenShift API

IRET LB %22 OADP Operator, {#F Multicloud Object Gateway (MCG) %% OpenShift API for Data
Protection (OADP), Operator 4% Velero 1.14,

M OADP 1.0.4 FF4&, B OADP 1.0.z ik A& RBEFYE MTC Operator B9k, HAE

FAF 3L Operator,

IRET LU Multicloud W &M% BEEB N EHDAIE, MCG =2 OpenShift Data Foundation B9— /N, &
LU MCG B DataProtectionApplication B E X ¥R (CR) M E LB,

o1


https://velero.io/docs/v1.14/
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BF

CloudStorage API (BB N REFMHLUIB—INEFIER) RE—TEARTINIIE, BRI
EINEEARRILNE T MARSFFH NN (SLA) ¥, BWREAREHFATE, ETHERLE
FPIMERERE], XERRTGIIRE R ER P IREXAHNIE, FENIEFLM

BRI R N,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,

NEBRENE— Secret, ARREREFRITNVARRF, IFTHRESIFIMMER, 1ESHH%ZE OADP
Operator,

EEZRMAEAIMEFRRE OADP Operator, & ITE 2 FABIAM OperatorHub JRFF45%1& Operator B
Ko FIEHSHEZRMLEHER Operator Lifecycle Manager,

4.4.6.1. (0REZ TN RMAXFEIE

R 7R 3R Multicloud Object Gateway(MCG)&iE, LAESH OpenShift API Al A F#IE R (OADP)HY
Secret B E L HIR(CR).

MCG 2 OpenShift Data Foundation F9—MH &,

FoRFH

o HRIEIE XA OpenShift Data Foundation ZFZE 1R EBE OpenShift Data Foundation,

AR

1. B X} NooBaa B &E M HRiZ1T describe fp%, FKEX S3 s, AWS_ACCESS_KEY_ID #[l
AWS_SECRET_ACCESS_KEY.

2. /& credentials-velero 3Z{4 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

1E %% Data Protection Application i, &7 LA{#FH credentials-velero X {413 Secret £,

4.4.6.2. XF &5k ELIERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRERLLE R H secret,
#HPHLE

IRET LU AWS S3 3BV REFMIEE N EMALE, 20 Multicloud Object Gateway ; Ceph RADOS
Gateway, H#l Ceph M RM% ; = MinlO,

Velero $ OpenShift Container Platform R, Kubernetes X RFAER IR D WA REFME LHEFERX
{¢Q

MREATHNAENRERR AP FHFAMS, BRI EEE NIRRAE,
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% 4 %= OADP N AER& R %RE

INRMEA Container Storage Interface(CSIIRER, NAREIBERRLAE, RANEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

MREERXHREED (FSB), NAFEEERRAUE, RN FSB ENREM LEMXHRI

Secrets

MREHDIRBLABFEAERNEILL, HEBFARFEZRBAE, HUE—1EKIA Secret,
MRADIIRECIBFERATRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAAIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #i% &3],

BE
BIRRIT N ARFHFE—TRIAR Secret, B, REFEIN,

NREAEELREIRRAIEESMBIRRAE, ELUFEHRZ credentials-velero X541
#EIA Secret,

4.4.6.2.1. BIEEKIA Secret

NREHERIRRUBFEEAERNEIL, SHBASERRBAE, NEE—/1 2R\ Secret,
Secret BIE1\ &5 cloud-credentials.

= -

DataProtectionApplication B & Y ¥R(CR)YEZE— MBI\ Secret, Fl, REFK
W, wNREZEBEIRESDAE Secret ATR, NISFERHEINGTR.

NREAEERETEPFEASDLAEEIE, FALUERZ credentials-velero {4 #
A BRI\ B FREY Secret,

FeREH
o MMV REMNEEME GBA) LilFERAHEBMEIE,
o RAJH Velero BREB N R 1F i,

o BLLE YR NN REFEMAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EZ % Data Protection Application B, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:#5|F,

4.4.6.2.2. NARZIERIER secret
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MREHERMRELECRRRENEIL, BB Secret MK :

o EHBEENAMMEDAIE Secret, BE L AFRE DataProtectionApplication B E X FR(CR)
B spec.backupLocations Ht 15 7E,

o T HEILELF cloud-credentials HIIRIRAIE Secret. Lt Secret R
DataProtectionApplication CR 15 €.

pri% =
1. NWIEHENENRRAEGE— credentials-velero XX 14,

2. ERARINRIVIRIBRAE LR Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. MBS REMAUIE— N TP AIER credentials-velero XX,
4. FHBE LA NEMAIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ B BE X &M Secret 7~ INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"

provider: aws

default: true

credential:
key: cloud
name: <custom_secret>0

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

ﬂ BEBE LA EPAIE Secret,
4.4.6.3. EEBURRIT NV HERF
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% 4 %= OADP N AER& R %RE
BA LLRITIZE Velero FHRDERS/E A B %4 CA L REBEHBRT N BRERF.

4.4.6.3.1. %i& Velero CPU fIRELHES

& 7] L@ 4w DataProtectionApplication B 7€ X HIR(CR)E .3k 5 Velero pod i% & CPU HINFS
fic.

SeRFMH

o RNIZET OpenShift API for Data Protection(OADP)Operator,

o Y7%E DataProtectionApplication CR 5.1
spec.configuration.velero.podConfig.ResourceAllocations H:FHEI{E, M TFHIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: 9
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ I EEIRMY Velero podSpec BT sk 28,

Q 5l # resourceAllocations FHFEHEH,

Kopia i OADP 1.3 R Z EBIARAHR B — NI, BRI LUER Kopia HHTXHRIT &
13, Kopia & Data Mover ByME—i%F%, #Fﬁﬁlﬂﬁﬁﬂﬁ Mover,

#0 Restic #Htb, Kopia BEELZ TR, Bt EEMNMIFE CPU MIREEXRK,

4.4.6.3.2. ]3AB%4& CAIEH

R i@t 4w DataProtectionApplication B E X HR(CR)EHR AN REFMHERABE®R CAIESR, KL
B LE SR JIA A& WA 25 BE S

FoRFH

o RNIZET OpenShift API for Data Protection(OADP)Operator,
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iy =

e %8 DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF &,

insecureSkipTLSVerify BRi& r] LUIZE N "true” =X "false ", #IRXES "true”, NIEHA
SSL/TLS £, WMRKLE N "false”, NIFHA SSL/TLS 22,

4.4.6.32.1. FAEEBRTF velero ZBEM velero 85 M CAIEH
INRIBLEE Velero CLIMXAMEEBMRGhLES, AUNEHE—NIZ,

FeRFEH
o B fEFAEA cluster-admin & &I &< E| OpenShift Container Platform 5 2%,
e B% % OpenShift CLI (oc).
1. EFERAAM Velero i85, 1HZITUTHS
I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'
2. BITUTHARENEREERIHEF
Example

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP
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3. gﬁﬁﬁ ﬁ?ﬁ%ﬂ%ﬁﬁﬁ CA 'LIE:EH /u\_.I-L/LJ:'If?L/L—F P E Velero B%q:'ﬂ]\\j]l]u‘E:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt

4- ETHX%@EIM, iﬁ]i/i'l«j\-lzﬁ’%
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES,

5. &D% Velero pod &/, /tmp/your-cacert.txt XHRHEKX, BEEZRIEFZTL—THH
B REHOE tmplyour-cacert.txt X1,

6. A LLZTUA T 5K tmp/your-cacert.ixt X2 EBEFE (EEFHEEHXHAE
)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

TELUE Y OpenShift API for Data Protection (OADP) & 4ThiAr, FHfTitXIHIETEEE Velero pod,
UEREEX—H,

4.4.6.4. RZBURRIT NV ARF 1.2 RERRE
&R LE T 08 DataProtectionApplication API #5522 S 8RR I B B2 (DPA).

SoRFEMH
o R iiZ% OADP Operator,
o MIBNRIFMECE N FDUE,
o MRMARBREMD PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)

RHR,
o MREFMIILIBABMFBERANEILL, BUIGETHERIAGT cloud-credentials #J Secret,
o MBEMIMRBLABFATBNEIE, EOLTOIZH Secret :

o WAEMMUENHETE XAMH secret, EATLUFIL Secret FRiNZE!
DataProtectionApplication CR .,

o WHBRRBMEBEMS —1BE AT Secret, SR LU LL Secret FRANE]
DataProtectionApplication CR .,
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= -3
MRIERBELREIRPIEESTDHIRBAIE, ERILUERZ credentials-
velero X4 022K\ Secret, WEREZEEIA Secret, REFFKIM,

>

BI# DPA J&, H—XiZ1T

s

*‘1&:‘

+‘+y

A o

“1‘ 7= Data[repository-password],

R

G

*‘1&:‘

X

Velero £ OADP #p# 22 A Ol — 1% velero-repo-credentials #Y
secret, EFSERINERFEHEEERL, &
2zan, BALUERBSHNFELER secret, LA base64 4w, ERHAHE

B TEHBEEDEEENE

BRI D EEENSDE, Velero REIEB—IN&H
##E, H secret 7y velero-repo-credentials, &SI\ BILME i
o MREERENZIBEF secret B, FHEIBHES velero-repo-
credentials FHIFEARICES, ELE Velero M ES IHMEDIEREE,

1. s Operators - Installed Operators F1%:#¥ OADP Operator,

2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5SS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:

- aws
- openshift ﬂ
resourceTimeout: 10m 9
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials G
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objectStorage:
bucket: <bucket_name> ﬂ

prefix: <prefix> 6
openshift &4 2 FEH,

IBETRBN L £ IFFZ A Velero IR P, 0 Velero CRD A A, volumeSnapshot
BRAE D FEET A, BIAMEH 10m,

o @G—

INREZH Restic BRI, U“JHJH:TE& 7 false, Restic BBB—NsFiFHiEE, XEKE
Restic pod FE N LETT R L1217, 7£ OADP fRA 1.2 RESMAAR, ,.,\_lelﬁji?j_:
Backup CR H710 spec. defauItVqumesToFsBackup true RECE Restic HITE1,
OADP hrA& 115, ¥ spec.defaultVolumesToRestic: true 7 N%| Backup CR 1,

&7 Restic TEWLET R EATH, BRINERT, Restic ERAE TR LEIZTT.
EE S3 IS URL,

MBHREREXME, NERERIAE cloud-credentials, MEEFIEE T BHE XL, N{FE
B E L &FFITHERE,.

EEFERIENEMNEMUE. MREERTZ Velero #0M% BEMERE, BRIEE—
IE S

@ O 900

MREEEATZNEB, 5N Velero &0 f8E—1NE1Z, 1 velero,

4. = Create,

1. 21T T4, &% OpenShift API for Data Protection (OADP) BRI IE 2%

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
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deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLUF 44, %IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it Nl

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%1Xi&E 77 Reconciled,

4. BT TS, BiEEMHREEMEFHEIL PHASE 5 Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.6.5. ZEBIRRT MAER 1.3
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 2 SRR N FAFEFE (DPA),

SeREH
o (RiN% % OADP Operator,
o MNITEN RIFMHBCE N &R ALE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|kl \O

MR AR BAEFABRNEIE, SO0 BB\ &FF cloud-credentials B Secret.

0

IMRFAMDIRBUBEGATRNEILE, BOAAENA Secret :

o WAEMMUENHETE LEZMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR .,

o WHBRRBMEBEMS —1BELATH Secret, SR LU LL Secret FRANE]
DataProtectionApplication CR 1,

MRERBAELREKIREPIBEESDHIRBAE, EJLIERZ credentials-velero
XHOEEIA Secret, HNIRZBIHIA Secret, TR KN,
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iy =

1. = Operators — Installed Operators F1%# OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp ﬂ
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift 9
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true 9
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @)
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials Q
objectStorage:
bucket: <bucket_name> @
prefix: <prefix>

OADP HIENIAfn % Z2[H] 2 openshift-adp, B ZE[HE— ML E, AEE.
openshift &4 24 FEH,

IBETRBN L ERIFRFZ A Velero TR P, 0 Velero CRD A A, volumeSnapshot
PRSI TFEE T, BIAMEH 10m,

FEEIE RIEHBIRSFOEENIE,
YNRE S A nodeAgent FHHTXXH R, NIFLLERED true.

QDO 009
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102

&1\ kopia 5% restic /E IR E(EE, EREERERBESLEFE, X F Built-in
DataMover, E7{# A Kopia, nodeAgent SR BT /5125, XEMZE nodeAgent pod

187 Kopia 2k Restic T AT M, BAINER T, Kopia 2 Restic fEFTE 17 R Li21T,
187 S3 if =M URL,

INREBEEXME, NEMABIME cloud-credentials, MRMEIEE T BE L&, NIE
RBE AT EME,

EEFERIENEMNEMUE. MREERTZ Velero #00% BEMEIE, BRIHEE—

GIIE <8

o 909

@ NREEEATSIEM, HX Velero FHIRE—TEIZ, 40 velero,

4. = Create,

1. 217U T4, &%& OpenShift API for Data Protection (OADP) BRI IE 4% -

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLL T4, %IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
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it Nl

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIN PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.6.5.1. 7£ DataProtectionApplication CR #/Z i CSI

& 7] LATE DataProtectionApplication B Y ¥TiE(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LMER CSIRBEMDIFAMS,

FRFH
o SN EIMAIZR CSIRER,

it

e %k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

© 7 csi BtilE.

HinBR
o HZRARMKHIMRETTHEE.

o {#fH kubevirt #1 openshift {H{H4 L2 EHIRET N AR

4.4.7. 5 OpenShift Data Foundation FI#iE{F BB OpenShift API

& e LLR T %24 OADP Operator FECE A AL BEFIRIRAIE, £ OpenShift Data Foundation A& %
OpenShift API for Data Protection (OADP), ARG, EEREHIRRI N ARRE.
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e

M OADP 1.0.4 FF#&, FiE OADP 1.0.z ik A#BR BEF{E MTC Operator BT, BAE
F3F¥h3I Operator,

RA LS Multicloud &R W% SR AWS S3 HERN REMEE S AIE,

BF

CloudStorage API (E BN REFMHUIBE—INFIER) RE—TEOARTINIIEE, BRI
EINEEARRILNE T MERSFSFH NN (SLA) ¥, BWREAREHFATE, IETHERLE
FPEIMERERE], XERRTIIIRE R MER P IREIXAHNIE, FENIEFLM

BRiRMRIBE N,

BRIAERAT G FEEMESER, WSARATIT < F e,

NEBRENRE— Secret, ARREREFRITNARRF, IFTHRESIFIMMER, 1ESHZE OADP
Operator,

EEZRMAIMEFRRE OADP Operator, & TE 2 FABIAM OperatorHub JRFH45%1& Operator B
Ko FIEHSHEZRMLHER Operator Lifecycle Manager,

4.4.7.1. XF &R MRS GLE K H secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & D FIIRERLIE R H secret,
HIPAIE

IRET LU AWS S3 3BV REFMIEE N EMALE, 20 Multicloud Object Gateway ; Ceph RADOS
Gateway, t#RN Ceph M&RM*% ; = MinlO,

Velero & OpenShift Container Platform iR, Kubernetes X RFMERGR D WX R1FHE LHITERE ST
{¢°

REHIE
MREATHNAENRERR AP FHFAMS, BRI EEENRRAE,

INREA Container Storage Interface(CSHIRER, NMAREIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

MREERXHREED (FSB), NABEHEERRAUE, RN FSBENREME LEMXHRL

Secrets

MREHRBLABFEAERNEILL, HEBFAREZRBAE, HOUE—1EKIA Secret,
MRADFIRE LB FERATRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR A% &3],
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% 4 %= OADP N AER& R %RE

BE
BIRRIT N ARFHFE—TRIAR Secret, B, REFERIN,

NREAEELREIRAIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EIA Secret,

Hith 5w

o (FfH OpenShift Web =& B/ X & Bucket = BH

4.4.7.1.1. B2k Secret

MR FDARBABFERBERNELE, HEFAETERRBALAE, NOE—EIL Secret,

Secret BB\ &F5 4 cloud-credentials, FRIEF D EMEHENEE—NBIIEE, 20 aws. azure 5K
gep. EXMERT, BRARMRRERSETHLEN OADP 2 I 2HIEE.

= -

DataProtectionApplication B & X HTR(CR)FE—THIAB Secret, &, REFFK
W, MEZRBEEFMDALIE Secret BIAT, NERIRINAT,

MREAEERETEPFERASDLAEEIE, FALUEREZ credentials-velero {40 #
T BRI\ & FREY Secret,

Fe R4
o MMV REMNSEME GBA) LilFERAHEBMEIE,
o RN H Velero BB N R 17 i,

o HNLLEYMIRI NN REMAIE— credentials-velero XX 14,

o fFERABINZFROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EL % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential S # 5|,

4.4.7.1.2. hNAREKIERIEE secret
MBENFDHMIREMBFERRRNEIL, EXHTEEMA Secret XK :

o EHEENAMMEDAIE Secret, BE AT DataProtectionApplication B E X R (CR)
B spec.backupLocations Ht 15 7E,

o THEILELF cloud-credentials HIRIRAIE Secret. Lt Secret R
DataProtectionApplication CR 15 €.
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1. WIENENENRRAEGE— credentials-velero XX 14,

2. EARINBRIVIRIBRAE LR Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. MBS REMAIE— DT AP AIER credentials-velero XX,
4. FHBEE LA NEDAIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ B BE L& Secret 7R INZE| DataProtectionApplication CR &, 0 FAIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

provider: <provider>

default: true

credential:
key: cloud
name: <custom_secret> ﬂ

objectStorage:
bucket: <bucket _name>
prefix: <prefix>

ﬂ BEEBE LA EPAIE Secret,

4.47.2 BEBRBRET N HAERF
A LB IT X & Velero BHRABIEE A B %% CA iEP kBl ESUERTT N ARERE,

4.4.7.2.1.%i& Velero CPU HIRELHEC

& 7] L@ 4w DataProtectionApplication B 7E X HIR(CR)E .3k 4 Velero pod i% & CPU HINFS
i,

FoRFMH

o RNIZET OpenShift API for Data Protection(OADP)Operator,
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o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ IEEERMHLS Velero podSpec BT st 28,

Q 5l # resourceAllocations FHFXEHE .,

Kopia & OADP 1.3 R Z [GBIRRAREY— LT, RAILAMER Kopia T RGi&
1%, Kopia /& Data Mover FIME—158%, FHH7BREEIE Mover,

# Restic #Lt, Kopia ZERZHIR, MAIRRFEMNMIHE CPUMRNEERK,

4.4.7.2.1.1. BIEBERBIEHE Ceph CPU MIRFEK

DUTFENEFET BMMERELEPURIINMRE, BES Red Hat OpenShift Data Foundation (ODF)
X, WNRERA ODF, HSHMBXBFALIEER T HE HHEILL

4.4.7.21.1.1. BB&EKN CPU HIREFEZEkK

HIPFIRERIEEEKRE CephFS PersistentVolume (PV), 7 T Ceph MDS pod EJ5F#H out-
of-memory (OOM) $§i%, B TEE :

EERE Request (i53K) = A BRI
CPU HXRBN 3 ARSI 3
N KN 8 Gi = AFREIH 128 Gi

4.4.7.22. ] FAB%4% CAIED

R i@ e 4w DataProtectionApplication B E X HIR(CR)EH R AN REFHERABE®R CAIES, KL
B LE SR JIAA WA 25 2 BES
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FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlEHI CA iF &,

insecureSkipTLSVerify BL& r] LLIZEH "true” =X "false ", #IRXES "true”, NIEHA
SSL/TLS Z£tE, MRKLE N "false”, NIFH SSL/TLS B2,

4.4.7.22.1. AT AEBTF velero TEM velero mSH CAIFH
INRIBLME Velero CLIMXAMEEBMRG hLES, AUNBLE—NIZ,

SERFEH
o T ilfERAESA cluster-admin & &I &K E] OpenShift Container Platform &%,
e B% %k OpenShift CLI (oc).

1. EFEAFBB Velero 35, HBTUTHS :
I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'
2. BITUTHRARENEREESIFEF

Example

$ velero version
Client:
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Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. gﬁﬁﬁ ﬁ?ﬁ%ﬂ%ﬁﬁﬁ CA 'LIE:EH /u\_.I-L/Ll__"If?L/L—F ZTn R w) E Velero B%qgld\\j.]uﬁE:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt

4, ETHX%@EIM, ‘Lﬁ]ili'l«j\-lzﬁ'%:
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

5. &D% Velero pod &/, /tmp/your-cacert.txt XHRHEK, BEERIEFZTL—THH
B REHOIE tmplyour-cacert.txt X1,

6. BRI LLZITUL TS ERE tmp/your-cacert.ixt X2 EEHE (EEHENXHEHME
)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.txt

ELER OpenShift API for Data Protection (OADP) Z4ThRAM, AT RIFFIEHEEE Velero pod,
UERFEEX—H,

4.4.7.3. REBRE T NARR 1.2 RERREK
17T L@ T A2 DataProtectionApplication API BYSEf S 2 S 3R R M B2 (DPA),

SERFEH
o RNIZEE OADP Operator,
o BTN RIFMHECE N SR ALE,

o MRMARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)

RER,
o MMRFMIILIBABMFBERANEILL, BUIGETHERIAGT cloud-credentials #J Secret,
o MBEMIMRBLABFAIBMNEIE, EHTAIEH Secret :

o WAEMMUENHETE XLAMH secret, EATLUFIEL Secret FRINZE!
DataProtectionApplication CR .,
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o WHBRBMEBEMS —1BE AN Secret, SR LU LL Secret FRANE]
DataProtectionApplication CR .,

NBREAEELREIRRHIEESHIRRAE, ELUFEHRZ credentials-
velero X4 022K\ Secret, WEREZEEIA Secret, ZREFFKM,

Velero £ OADP #p# 22 A Ol — 14 velero-repo-credentials #Y
secret, HPASERIINERFHEERY, E2TE— I ERSDEEENS
Rrzal, EOLER B CHBRIEER secret, L base64 4rit, BEEFHAHEE
r= Data[repository-password].

I DPA 7, B RIZITIRASMNEMHEZEN G, Velero RAIB—NE2
=, H secret 7y velero-repo-credentials, &SI\ BILME i
T, MREERGNDZIEEL secret i, FHEIBHFS velero-repo-
credentials PR ARICES, EIE Velero A S IHMEDIEEE,

1. s Operators - Installed Operators F1%:#¥ OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5¥#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:

- kubevirt ﬂ
-gcp @
- csi
- openshift ﬂ
resourceTimeout: 10m 6
restic:
enable: true @
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp 6
default: true
credential:
key: cloud
name: <default_secret> Q



@ 60 909 —

@ 009

o

% 4 %= OADP N AER& R %RE

objectStorage:
bucket: <bucket_name> @

prefix: <prefix> m
al3% : kubevirt 4B F OpenShift Virtualization,
NERHRNEsEER ARG, Mgep (MREA) .

INREM CSI RIB&D PV, 1HIEE csi BIATEM. csif@FER Velero CSlbeta 12
APl, ERFERERRALE,

openshift &4 2 FEH,

IBEEBIN X ERIFFZ A Velero HIRMI2HH, 40 Velero CRD ATA. volumeSnapshot fifl
PRENE R EMEERT A, BRIEH 10m,

IR T Restic 22k, NIIFILEIXE N false, Restic BBE—NFIHIRE, XEKE
Restic pod TEFENITET R EiZ1T. £ OADP RA 1.2 REEM A, HBELL@ETE
Backup CR #5510 spec.defaultVolumesToFsBackup: true EEZ & Restic #1782, £
OADP kA& 11 /1, ¥ spec.defaultVolumesToRestic: true 7 11%! Backup CR #,

187 Restic TEHFL T LA A, BINERT, Restic EE T R LIE1T,

18 TE # 10 BEN A,

MRS EER—DNBIAES, 7 Secret I5EEFMABIEIAELH, 0 cloud-
credentials-gcp, MIRIEET — M EENLM, NERAEEXZTATFEMUE. MRE
B8 Secret &5, NfEARIAEGFR,

EEFMERIFVENEEUE. WRFHRTZ Velero #H0% AR, EQIHEE—

GIIE <8

MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

4. = Create,

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

m
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NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLUF 44, %iE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3ik type #%iXi&E /7 Reconciled,

4. BITUTeS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.7.4. ZEBRERT NAERF 1.3
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 5 SRR I N FAFEFE (DPA),

SERFEH
o RNIZ%E OADP Operator,
o BN RIFMHBCE N &P ALE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
RER,

MR ERFRBAEFEABRNEIE, SO0 BT cloud-credentials B Secret.

MREMIRBAEFERTEOEIL, EBIOZM Secret :

o WAEMMUENHETE XLAMH secret, EATLUFILL Secret FRANZE!
DataProtectionApplication CR .,
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HARKNER S — T B E X %AINE] Secret, Tl LUK L Secret 702!
DataProtectionApplication CR .,

NREAEELREIRRAIEESMBIRRMAE, EHLUFERZ credentials-velero

XHOIZEEIA Secret, HNIR&X BB Secret, REEFKM,

e

1. s Operators - Installed Operators F1%:#¥ OADP Operator,

2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

- -

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- kubevirt
-gcp ©
- CSi
- openshift 6
resourceTimeout: 10m G
nodeAgent: ﬂ
enable: true
uploaderType: kopia Q
podConfig:
nodeSelector: <node_selector> @
backupLocations:
- velero:
provider: gcp m
default: true
credential:
key: cloud
name: <default_secret> @
objectStorage:
bucket: <bucket_name> @

prefix: <prefix> @
OADP MBI\ fp & 22 (A 2 openshift-adp, R ERE—NEE, ARE,
A% : kubevirt {4 F OpenShift Virtualization,
NeEpENEEERIAESE, Mgep (MRERA) .

INREMA CSIRIB&ED PV, 1HIEE csi BiIATEM. csif@FER Velero CSlbeta 12
APl, ERFERERRALE,
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14

909 90090

@ 009

@

openshift &4 2 FEH,

IBEEBIN X ERIFEFZ A Velero HIRMIZHH, 40 Velero CRD AT, volumeSnapshot fifl
PRENE D EMEERT A, BRIAEH 10m,

HEBIEREBERS SRNEENE,

INREE A nodeAgent HHITXXHREGI&D, NFLLEIXES true,

&1\ kopia =% restic /E NIEM L5, EREERERFBESLEFE, X F Built-in
DataMover, E7{# A Kopia, nodeAgent SR EFI/125, XEMZE nodeAgent pod
EENIHET RLEZE1T. & LLET7E Backup CR Hi7N
spec.defaultVolumesToFsBackup: true Seft & X4 R & 15,

18 %€ Kopia Bk Restic A AT M, BRINER T, Kopia 2% Restic fEffE T/ s Liz1T,

18 E SR,

IMRFMENEFER—DNERINES, 5 Secret IEE EHMIBIART, 40 cloud-
credentials-gcp. MIRIEE T —NEENLET, NERAEENAHATHEMHUE, ORE
B8 Secret &5, NfEAMIAEGFR,

BEFERFEHEMDEMUE. MREERTZ Velero #0M% BEMEIE, BRIEE—

NI

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

4. = Create,

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
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NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1

1 2m9s
deployment.apps/velero 11 1 1 96s
NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ21TLLF 44, %iE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it el

I {"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile

complete","reason":"Complete","status":"True","type":"Reconciled"}]}

’

3. J3ik type #%iXi&E 77 Reconciled,
4. BT TS, BiEEmFHEALEFHIAL PHASE 77 Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.7.4.1. 7y OpenShift Data Foundation 87tk S BB X & Bucket B3

INRIEZFE OpenShift Data Foundation _E{$5EE#F (i F F Multicloud X &R %X (MCG) Zfi#i@
backupStorageLocation, i#{# OpenShift Web %I & S8 — 5% Bucket 7=Bf (OBC),

Digk

==
[=]

REEBCE X R Bucket 7BF (OBC) AR SR &E MDA A A,

==
' BRIEFEIE, "NooBaa" FEMRIBMHEEI N REMMTIIIRTIA, M "Multicloud Object
Gateway (MCG) " 2318 NooBaa FIZLIE A {ThRR A,

MT/ERMCGCHESER, FSNERNARFUINZZHRMX,

ff

L=

S

e {HF OpenShift Web #4l& Il 8% & Bucket BBA (OBC), #{#A OpenShift Web 2l & 0]
X8R Bucket 7 BAHRRARIR,
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4.4.7.4.2. 7£ DataProtectionApplication CR H/5F CSI

& 7] LATE DataProtectionApplication B Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFH
o SN EIMAIZR CSIHRER,

it

e %%k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:

defaultPlugins:
- openshift

-csiﬂ

© 7 csi BtiEL.

HbBER
o {#fH kubevirt 1 openshift {HH4 L2 EHIEERT N AR

4.4.8. /) OpenShift Virtualization FIE#E{RIECE OpenShift API

R el LU %24 OADP Operator FECE FAHGIE, A OpenShift Virtualization Z2& OpenShift API for
Data Protection (OADP), #AJg, EaILAREHRIBHRT N AR,

8/ OpenShift API for Data Protection &2 #11k & &I,
P2y~

OpenShift API for Data Protection with OpenShift Virtualization ST AT &P RS F %
W

o RH\FMEENO (CSI) &2

o {#F DataMover {TREFHED (CSI) &7
BERRLLT 00 -

o XHRFHEMIIKE

o BRE&EMNMKE

MBESER, WSAERXARIEREBRAER : Kopia 5 Restic,



% 4 %= OADP N AER& R %RE

BIERIBEMLEIMERRZIE OADP Operator, RANESTZEH BB OperatorHub JRF %% Operator B
Ko FIBESRHEZRMLHER Operator Lifecycle Manager,

4.4.8.1. fif OpenShift Virtualization ZZHIfidi&E OADP
ENEBEED, BoLLENR%Z OADP Operator 3£%24& OADP,
OADP Operator Is#ThR A %% Velero 114,
SEREH
o (FFHEE cluster-admin AGBAE i REEE,
iR
1. RIBENFEHENPE B ZR S OADP Operator,

2. {£FA kubevirt 71 openshift OADP {4 R EHUIEFT N AFEF(DPA),
3. @it/ Backup BE X HIR(CR) K&2ELM.

DIk

H
[ |
TR R T AT T -

o CSI&1H

e {#ifH DataMover By CSI %15,

&7 LB 8 — Restore CR¥E 1k E Backup CR.

e OADP &
e Backup BE X IR (CR)
® Restore CR

o TEZ[RMILEH{E Operator Lifecycle Manager

4.4.8.2. RERBEFRT N HRERF 1.3
& L@ A2 DataProtectionApplication AP| BYSL 5l S &2 5 SRR I N FAFEFE (DPA),
FEREM

o RNZ% OADP Operator,

SNy

=

o BN REFMHECE N & IDLE,
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o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
TRER,

o MMREFMIILIBABMFBERANEILL, BUIGETHERIAGAT cloud-credentials #J Secret,

NREARABAELREIRRPIEESHBIRRAE, EHLUFERZ credentials-velero
X 4GB Secret, HNREEEIN Secret, ZEEIFRIN,

iy =

1. = Operators — Installed Operators F1%# OADP Operator.
2. £ Provided APIs T, = DataProtectionApplication {E##J Create 5L,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp ﬂ
spec:

configuration:

velero:
defaultPlugins:

- kubevirt g
-gop ©
- CSi
- openshift 9
resourceTimeout: 10m G
nodeAgent: ﬂ
enable: true 6
uploaderType: kopia Q
podConfig:
nodeSelector: <node_selector> @
backupLocations:
- velero:
provider: gcp m
default: true
credential:
key: cloud
name: <default_secret> @
objectStorage:
bucket: <bucket_name> @

prefix: <prefix> @
Q OADP HJERi\ %4 22 7] 2 openshift-adp, ®&ZFE—MTE, ARE,
g OpenShift Virtualization &2 kubevirt 1.

g NEMENEEEREG, WMgep (MRFHE) .

18
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csi {2 EHE CSI REB&ED PV AL EM, csiifEFERA Velero CSl beta [RIR API, &R
EERERRME.,

openshift &4 2 FEH,

IBETRBN L £ IFRFZ A Velero TR P, 0 Velero CRD A A, volumeSnapshot
PRSI TFMEETT . BIMEH 10m,

HERIERIEBERS SRNEENE,

INREE A nodeAgent HHITXXHRGI &0, NHFLLEIXES true,

Hi\ kopia E N 1ERE L1552/, LUE Built-in DataMover, nodeAgent S8 E5Fi/ 52
%, XEIKE nodeAgent pod BN TET R 51T, A LUEITE Backup CR HI7N
spec.defaultVolumesToFsBackup: true Jeft & X4 R & 15,

57 Kopia ATAK T =, BUMNERT, Kopia ERE T R LIE1T,

18 E SR,

MR A DB EER—NBIAES, H Secret 35 EEMHIBKINEF, 0 cloud-
credentials-gcp. MIRIEE T —NBEENLLT, NERAEENAHATHEMUE, OIRE
B8 Secret &, NfEARIAEGFR,

EEFMERIFEVENEEULE. WRFHRTZ Velero #R0% AR, EQIHEE—

NI

@ 0900 6009 006 O

MRFEERATSNEM, HH Velero #01EE—18IZ, 10 velero,

o

4. = Create,

TLUF 84, &F& OpenShift APl for Data Protection (OADP) FHiRRIGIE &4 -

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
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daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLLF 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'
I

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3ik type #%iXi&E /7 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true
B
T R OADP A 1.3.0 RE#FHBIMRA, LLX% OpenShift Virtualization k7 4.14 K&
FTEIRR A

£ 1.3.0 81 OADP MR AR ZHFE R FRE OpenShift Virtualization,
4.5. E1E OADP

4.5.1. HEIRRIEIE OpenShift API

& A L@ i Bk OADP Operator 3 E1%; OpenShift API for Data Protection(OADP), 1EIETES 4 MEEE
P& Operator,

4.6. OADP %1%

4.6.1. &R RREF
BRI LLEIT B — 1 Backup BE TR (CR) &L AR, W5 0/ &% CR,

e Backup CR 7y Kubernetes ¥{JR#] S3 & R1F i L BIRER R OB 7510 ST
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o MREHHNAEHRERR API HH csl RER, N Backup CR&iIOIZBRBREMDFAM
% (PV), AXEA CSIREBMESER, HSMHER CSIRBEMFALS,

BXCSIBREMNESER, HSM CSIBRE,

BF

CloudStorage API (B BB NN RIFMEOIE—NFHER) /\TE MR INRE, FRAT
WINREARZLINE ™ MRS F LN (SLA) X$F, BIRETREHATE, AETHELE
FEENE bﬂ? X AT TR _JLMEFHF?EELJQFH%E’\JUJ%E, HAENKEF LM

R RIGE I

BRIABRATGEEEXFEEMNESER, WSARATIT i F e,

%4 {# A CloudStorage %R, %&£ OADP £ CIoudStorage API BEhIE S3 FhEHE
LU {E BackupStorageLocation fif, CloudStorage API R 2 — N TI L IhEE

CloudStorage AP| X #@ it 8 E— N IIAEM S3 FiE@RF o0/

BackupStorageLocation /5§, BIfIE S3 Zi##EH CloudStorage APl ERIR
AWS S3 7= A,

. ﬁﬂ%@ﬁ’\]ﬁ#fjﬁ;fiﬁ’lkﬂ” HENARFAT NFS HBE S, B LUEA Kopia 2% Restic
B &R, FSHERAXHRGED SRS ATER : Kopia 5 Restic,

E:3
OpenShift API for Data Protection (OADP) A R4 R E 4 QI BB IR R 1T 519

BRI LB ED hook, MUBAEFMBRIELZAIHNZFZTHRT. HSHOUEEHD hook,

1 A] LLOET B8 —4 Schedule CR A2 Backup CR REAE &), 155 #H Schedule CR] B
1%0

4.6.1.1. B

OpenShift Container Platform 4.15 s 4T — pod Z2M# A (PSA) $KE&, 1Z5KBE AT RERTE Restic 1k
Si32HEIE pod BIFLLEE,

XA AR ETE OADP 1.1.6 #1 OADP 1.2.2 R AR, KEILLEIE P AR ELXLERRA,

MEFLER, HSHEANEN PSA KB, 7£ OCP 4.15 £i#17 Restic IREERD KN ,

o

Lth B

o TEEERF L NEIE M ZRE Operator

Eﬂﬁ

o TEfpRZE[AFNIFEIR A M &k Operator

‘3

4.6.2. 0| &15 CR
RAT L@ 0% Backup &9 B E SLHEE(CR)E &4 Kubernetes 5%, PIEBEEGANIE A MBS (PV),

121


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/storage/#persistent-storage-csi-snapshots
https://access.redhat.com/support/offerings/techpreview/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/operators/#olm-installing-operators-in-namespace

OpenShift Container Platform 4.15 & {3 flth &

FRFM

122

1R %2 25 FA T BB R 7 (OADP)Operator BJ OpenShift AP,
DataProtectionApplication CR /it F Ready K75,
HEIRRI B SRFEM -

o BRWIN Velero BRi& S3 X RIFfE,

o {&¥J1E DataProtectionApplication CR FEE T — MNER LB,
IREBAIE So R -

o M= HNENIIIEBREIMRIR API 5% Container Storage Interface(CSI)IRER,
o XIF CSIIRE, EuFitEZ—1 VolumeSnapshotClass CR 33t CSI IKzhierz,

o &R7I1E DataProtectionApplication CR BB T —NEBLE.

i AN LLT 345 £ 1% backupStorageLocations CR :

I $ oc get backupStoragelLocations -n openshift-adp

Bl
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m

B/ — Backup CR, 0 TFHIFFT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
includedResources: [] 9
excludedResources: ]
storagelLocation: <velero-sample-1>
ttl: 720h0mO0s
labelSelector: 6
matchLabels:
app: <label_1>
app: <label_2>
app: <label_3>
orLabelSelectors: G
- matchLabels:
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app: <label_1>
app: <label_2>
app: <label_3>

EEE &R AR KA,

ik FE—NEQEEENPHNTRERNEH, FHRALUZHES AN (B, po' kR
'pods') HEEMREMAR. MRKEE, NSERE TR,

ik IEEBEMEDHHRIREAE, HIRATUREEARX (FlE, 'po' &K pods') =
TERENAR.

157 backupStorageLocations CR FJ£#F,
BEMBERENEN SR TIRM {key,value} XIBRET,
BE—ANHEMEEEME10 FTIRH {key,valuel X BRET,

Q"0 o 990 —

3. 451k Backup CR BREZE S Completed :

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

4.6.3. [ CSIHRBERFAMS

7£ 02 Backup CR 81, A LURIETZ#R VolumeSnapshotClass B & Y ¥TJR(CR) 3 Container
Storage Interface (CSI) IREBEDFFAMS, 1HSH CSI BRI,

MFEESZER, HSHAERD CR.

o SN EIMAIR CSIHRER,

o {R¥JITE DataProtectionApplication CR #1/ZF CSl,

¢ % metadata.labels.velero.io/csi-volumesnapshot-class: "true" B {E X R INE!
VolumeSnapshotClass CR :

Ao &SRB

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
annotations:
snapshot.storage.kubernetes.io/is-default-class: true 9
driver: <csi_driver>
deletionPolicy: <deletion_policy_type> 6
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@ HLE D true,
Q WATRE T true,

g OADP %z #F CSI # Data Mover &2 #11% 5 # Retain # Delete & 5RE&EE A, XFF OADP
1.2 Data Mover, FHfBRRBE KBNS BN Retain,

BB
o IjifE, ZFILLAIE— Backup CR,

4.6.4. BRANXHERGE DX N BREFEITED « Kopia 2 Restic

EA LUFER OADP MBHIXHRG D MR EM INE] pod BY Kubernetes &, XM N XHREEHD
(FSB) = Pod £ #12 (PVB), EilidERRBFIRED TE Restic X Kopia BIRHR KM,

MREAHN AR ZFFRE, HENARFAT NFS #iEEH, ERILUER FSB I &1.

. ZINBERT, Restic H OADP Operator &22%, fIREFLELE Kopia,

FSB 5 OADP iR T — MR AR, BTEMMRE LT EMERH Kubernetes B, XPMNEMZE
OADP HJ—ANEiAAIhEE, A=A IEEMER R,

AT LLE T i Backup &40 B E L HR (CR) {8 A Kopia 3% Restic X Kubernetes BiR. PIERELRAN
RAMS 0,

R FEETE DataProtectionApplication CR g EIRIRALE.

/ A=
1£ OADP frRA& 1.3 REERAR, EAILUER Kopia 2k Restic #1425 B2,
' % F Built-in DataMover, &E¥/{# A Kopia.
7£ OADP fRA 1.2 RERMAH, EHRBEMFER Restic &N ARERF,

BF

FSB A% #X] hostPath #1780, MEFLER, 55 FSB R,

SeREH
o (R% L T HIERRIT (OADP)Operator B OpenShift AP,

o (RAEEME;I ¥ DataProtectionApplication CR F1f4 spec.configuration.nodeAgent.enable to
false EZ ALK nodeAgent 2%,

e T4 /iTE DataProtectionApplication CR #Hf§ spec.configuration.nodeAgent.uploaderType
WIE N kopia Bk restic 3% Kopia X Restic #E4 uploader.

e DataProtectionApplication CR /it F Ready K75,
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iy =

o {|E Backup CR, I TFHIFFT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToFsBackup: true ﬂ

£ OADP [RA& 1.2 REmhAH, 7E spec AN defaultVolumesToFsBackup: true iX
B, 7 OADP hR#A 11, 710 defaultVolumesToRestic: true,

4.6.5. Q%1% hook
EHUTABE, TUREEESDN pod, EETE pod REHTH—IHZIES,

A S EE NEEMA B E IRIEWLE (Pre hook) Sk E B E WIRESEREHIT, BEHBE UREREN
EREMTIBEE 1D (Post hook) o

AT LOET SR 410 B E X HTIR(CR)E 12 Backup hook LATE pod HiZ TR FIZITH S,

AR

e 1% Backup CR B9 spec.hooks HA71N hook, 0 TFHIFAT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces: 9
- <namespace>
includedResources: []
- pods
excludedResources: [] ﬂ
labelSelector:
matchLabels:
app: velero
component: server
pre: G
- exec:
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0O00090 900600 9O

container: <container> ﬂ
command:

- /binfuname 6

--a

onError: Fail
timeout: 30s

post: ()

Ak AT LAERE hook N RSN & 2[R, MR AEEXME, N hook EBRFFIAMA

ZoH],
A% : RETLUETE hook AN FEIM 6y & 22 1A],
BAl, pod @ME—r LN hook FIZFHIBTIR,

: AT LB TE hook AR BRI BEIR,

FIDEIEIZ1THY hook #4H,

al

i NREBIEERSR, ZHRENE pod WE—NERHIZIT.
XA init REMA LS,

R SSVPBI(E 2 Fail #1 Continue, BRIAEH Fail,

AL - FRERISITHNE, FBIMES 30s,

LR E LT ESDFEITH—H hook, HBHS pre-backup hook 8,

4.6.6. {# A Schedule CR AE &7
VE R E R EITEER A 02 H Cron RiIZAXIEEMEIEM D,

f&a] LLET A8 Schedule B E X HTIR(CR)MAZ Backup CR EHE 12,

FRFH

DIk

H
[=]

HENEDHAEPEERWHNFE, UEELRS —NEMEITM T HaREM0,
plgn, RN —PRBERITEMEEFE 10 pifFaemm, NHERNEHME

FRZHBIL R 15 28 —R,

o (R% L T HIERRI (OADP)Operator B OpenShift API,
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e DataProtectionApplication CR %/l F Ready 7.

ff

L=

S

1. k5% backupStorageLocations CR :

I $ oc get backupStoragelLocations -n openshift-adp

iyl
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m

2. filE#— Schedule CR, N1 TFHIFFT :

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> g
storagelLocation: <velero-sample-1> 6
defaultVolumesToFsBackup: true
ttl: 720nh0mO0s
EOF

@ A& cron Rk, U007 REAEX 7:00 PUT &5,
ZUREFRAE &R, UL THEIAHA <duration_in_minutes> :
I schedule: "™/10 * * * *"

S EBIB () 2IABAS B,

BEEP R,

backupStorageLocations CR B9 %5,

- -

Al : £ OADP hRA 1.2 REJARAH, TEEA Restic #HITHERN, fF
defaultVolumesToFsBackup: true S {EXRINZENBEEF, £ OADP A 11/, TEf#EH Restic
12 B0 0 defaultVolumesToRestic: true #{EXT,

1. EHEMEDZ1TERIE Schedule CR BIIR SRS Completed :

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'
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4.6.7. MkR#=R

&= Lo kR Backup B E LHTR (CR) SEMIBR 230,

1% Backup CR AL & 15 (IR S

DIk

H
[=]

g, BILEREMFREOEE.

FRFH

Y=

& 418 T Backup CR,

R0 Backup CR W&MUK S 2 EMGmRAZEH,

T# Velero CLI TE,

TER LAV [ SRR P EY Velero ZiEHIST 4

W LU T 8 F 2 — KBk Backup CR :

o EffFR Backup CR FH{RE XK RIFMHEEIRE, HBTU TR

ap

db

I $ oc delete backup <backup_CR_name> -n <velero_namespace>

o ZEfHkk Backup CR FMIBRKIEXBIX RIFMEEIE, FiniTUATH

db

I $ velero backup delete <backup_CR_name> -n <velero_namespace>

Hep:

<backup_CR_name>

Backup BE X FIRIAR,

<velero_namespace>

B& Backup BE LR A ZEA,

4.6.8. X T Kopia

Kopia @—TMREZEMNFREMMKETR, "NLECIBREENMBRE, HEREBEREIEEERNT
R EFER.

Kopia XEMAGMAMFMEMAE, URTFETHLRFHEUE, IE :

® Amazon S3 UKkE5 S3 BN EM=EGE

® Azure Blob Storage
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® Google Cloud Storage &
Kopia X[ 1R E&{# e AE 5 R BFENE :

o REBKAZLUILEANINTH ; SESHELARBHIBIEFSER LEREMEE, EXHR
B, XHFaBR ELRFMEE,

o EFHHNBBERIVRERESHE ; IRFER—XHNZSITEIE, NNEH#EEH DM
o MRXHHHLIHEMS, Kopia FLUAFENRARENAR, BFREHFLELEN

4.6.8.1. OADP 5 Kopia $£5%

BRT Restic &, OADP 1.3 432 #F Kopia ¥EN pod BEMPHIEHIE], BEEELERRITTE
DataProtectionApplication B E X #{JR(CR) Fi% & uploaderType FEXFEFHAF—, ATREMIE N
restic = kopia, HIR;&EIETE uploaderType, OADP 1.3 B\ J{E A Kopia fE N &R HLEl, BIBSM—
ME—WEFEEERIZRHE A,

IR RBIERTEE T # A Kopia # DataProtectionApplication CR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

4.7. OADP R &

47.1. SN BRER
RET LA A — Restore B Y5 (CR) AR E R ARRFE &R, 155 M 6E Restore CR.,

e LLE T % Restore CR G321k S hook, LUETE pod FHIARESRFIZITR T, 1HSH 0/ERE hook,

4.7.1.1. S/ %E CR
&A1 LLE S I —1 Restore CR X E Backup B E X FR(CR).

SoRFEMH
o (R%E AT HIERRIT (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/l F Ready K75,
o R /IE A Velero Backup CR,

o HAME (PV) RELNESEMIHERNA/NCE, MRFE, FHEIEKRBKN,
it
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1. G — Restore CR, M TFHIRFT :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
includedResources: []
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true 6

#17 CR &K,

®9

ik EERGSENRELRPHNTTREE., HRITURHEEAR (B0, po LK pods)
FRERENAR, WRAKEE, NELEREHR,

9 A% : restorePV SE A LULE N false, LLM Container Storage Interface (CSI) 1R E&#Y
VolumeSnapshot skEZE VolumeSnapshotLocation Fif MR IR EBHIRE
PersistentVolume,

2. EiALLF 6 30iE Restore CR BR S 2E ~ Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3. MAUTHSRILEERHREEEEME

I $ oc get all -n <namespace> ﬂ

@ «rmmazi,

4. INRIEFHERASB S DeploymentConfig, Z{FF post-restore hook, HfI AL Fa4IiZ1T de-
post-restore.sh cleanup BIZ :

I $ bash dc-restic-post-restore.sh -> dc-post-restore.sh

ERE L2, OADP Velero & <%i1% DeploymentConfig X%, FI¥ pod 1k
8 ML pod. iX@H T B LLEBFTE R S I 32 BN bRk & #9 DeploymentConfig
pod, FFLIF restore # post-restore hook ERE M pod LEMERE, TEHE
REGEIE B A S BRIX Lol FF %380 pod, FIFE/T DeploymentConfig X R~
B2 3E YRR
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5l 4.1. dc-restic-post-restore.sh — dc-post-restore.sh cleanup fifid

#!/bin/bash
set -e

# if sha256sum exists, use it to check the integrity of the file
if command -v sha256sum >/dev/null 2>&1; then
CHECKSUM_CMD="sha256sum"
else
CHECKSUM_CMD="shasum -a 256"
fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1|$CHECKSUM_CMD)
echo "${1:0:57}${sha:0:6}"
}

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}

if [ $# -ne 1 ]]; then
echo "usage: ${BASH_SOURCE} restore-name"
exit 1

fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1

label=$(label_name $1)
echo label: $label

echo Deleting disconnected restore pods
oc delete pods -1 oadp.openshift.io/disconnected-from-dc="$label

for dc in $(oc get dc --all-namespaces -| oadp.openshift.io/replicas-modified=$label -0
jsonpath='{range .items[*]}{.metadata.namespace}{","{.metadata.name}{","}
{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}")
do
IFS=",' read -ra dc_arr <<< "$dc"
if [ ${#dc_arr[0]} -gt 0 ]; then
echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc_arr[2]}, paused:
${dc_arr[3]}
cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin
spec:
replicas: ${dc_arr[2]}
paused: ${dc_arr[3]}
EOF
fi
done
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4.7.1.2. AW E hook
& LLE T YRE Restore B E X HR (CR)BIEMRE hook, LUMETE pod MR HIZIT

AT LA AR BUA R E hook

132

init hook ¥ init B2 7AINE pod, LMEEN ARRFASSRIHITREES.
MRITBIRE Restic 10, NWETEWE hook init BEFHIININ restic-wait init & 25

exec hook £k E B pod AR ZRHIZ TR B HHA,

1E Restore CR HJ spec.hooks HA7s10 hook, #1THIFT :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector:
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
name: pvci-vm

command:

- /bin/ash

--C
timeout: ﬂ

- exec:
container: <container> 6
command:
- Jbin/bash @
--C
- "psql < /backup/backup.sql”

PANPAN
TP,



% 4 %= OADP N AER& R %RE

waitTimeout: 5m ﬂ
execTimeout: 1m 6
onError: Continue Q

A% : hook N FBYAR B 22 AIEH, MRKBIBEXMNME, M hook &R FRIBEMEZEM,

il
2t

pod 2ME—T LN A hook B B TR,

. It hook & i F 5 FR% 1L 2R ICEC IR &R,

a
(S

: HBIHEE Velero Z#F initContainers 2 A& AN A/ K,

a

 MREBIEERS, LB TRE pod WE—IPEHZFIZT,
X IEFERIND init BBRMIAD R,

Ak FREFSUANNE, XNZRWEK, UERSITLES, EEREZPEMLE]
B9 hook AILATER, RSB XE, MELIERTRAFE.

A FRERISITRIN R, FINMEDY 30s.

R IBBY SO VFE N Fail #1 Continue :

0O90 99900600 —
o
=

o Continue: R4k,

o Fail: {£fi] pod FHEMAFRBEELRE hook i£1T, Restore CR IR F 2
PartiallyFailed,

4.8. OADP #1 ROSA

4.8.1. {Fd OADP 7£ ROSA £ &N ARERF

& A LS A OpenShift API for Data Protection (OADP)5 Red Hat OpenShift Service on AWS (ROSA)
SRR A PIIRE N AR F IR,

ROSA Z— 1" 2BEM—XNATE, AFEEIWRINEEN AR NVEIREME

ROSA 12t 5 &% Amazon Web Services (AWS) +&, BIEZE. D, N>, M4, Bl HMAR
STHEER, LUMNRNENE B REFT,

fRAl LAE B M AWS K AT 18 1Z AR S5

BRER T, B LUER OpenShift Container Platform Web #2248k Red Hat OpenShift Cluster
Manager SEiZ1T4RE, MEFAILAZE OpenShift APl Hl#h4 475 (CLI) TE g ROSA,

BX ROSAREMEZER, HSMTE AWS (ROSA) EZ% Red Hat OpenShift Service .

TEHNEBIRRT(OADP)ZR % OpenShift API &, w7 OADP R ERAGMKIEEIE, LEECHALUER
Amazon Web Services AP,

XA RRELLT AN ERHIT ¢
1 R AWS EiF

2. %% OADP Operator 3 HHIZH IAM A&
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4.8.1.1. 77 OADP # %% AWS EiF

WA Amazon Web Services ik, FECE 735 OpenShift API for Data Protection (OADP) &4,

AR
1L BITUTHSROBUTIMELS :

BF

B AMRLRER ROSA £, HHRUEENGNERIIER. EHE
B®1Fa1, WBRAMAFRBESHLH,

$ export CLUSTER_NAME=my-cluster )

export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME} --output json |
iq -r .id)

export REGION=$(rosa describe cluster -c ${CLUSTER_NAME} --output json | jq -r
.region.id)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||")

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export CLUSTER_VERSION=$(rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d ")

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

mkdir -p ${SCRATCH}

echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:

${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

ﬂ & my-cluster &t & ROSA &L FF.

2. IEAWS KPR, fIjE— IAM ERRLLAR R AWS S3 -
a. BITUTHS, RERBEREET

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="RosaOadpVer1].{ARN:Arn}" --output text) ﬂ

ﬂ ¥ RosaOadp & #i 1 IEHIZERE & FFo
b. BiIALL T4 AIEE JSON X4, SRE1E ROSA IR :
p= Y=

WA HEIEE ARN, BHR0RER, MEKRKARN BEE, it 54
AT I,

$if [[ -z "${POLICY_ARN}" ]]; then
cat << EOF > ${SCRATCH}/policy.json )

"VerS|on" "2012-10-17",
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Q SCRATCH £ WifiE

"Statement™: [

{

}
I

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",

"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,

"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation”,
"s3:ListBucket",
"s3:GetObject",

"s3:PutObject",
"s3:DeleteObject”,

"s3:ListBucketMultipartUploads",

"s3:AbortMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",

"ec2:DescribeVolumesModifications",

"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot"

1,

"Resource":

"o onxn

EOF

% 4 %= OADP N AER& R %RE

POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \
--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}

Key=rosa_role_prefix,Value=ManagedOpenShift

Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-
oadp \
--output text)

fi

c. BITUTHmREEFRE ARN :

I $ echo ${POLICY_ARN}

3. NEREOIE IAM A BETER
LUF 4 02 EE RIS S -

a. 1217

I $ cat <<EOF > ${SCRATCH}/trust-policy.json

8 fIRmIn B SRe9 &R,
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{
"Version":2012-10-17",
"Statement”: [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition™: {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero"]

b. ZITUTHLRIUBEAR :

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \
--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift

Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=openshift-
oadp \

--query Role.Arn --output text)
c. BITUTHTREFAT®ARN:
I $ echo ${ROLE_ARN}
4. BITUT RS, 9 IAM KEEHINE IAM A -

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}

4.8.1.2. &% OADP Operator it IAM i f2s

AWS Z2ShEARSS (AWS STS) @— 2B Web iRS5, ©H IAM SEXFRA AR R EFEIE, A STS M

OpenShift Container Platform (ROSA) /& ROSA BRI EIER, ASCREIR® T AR AWS STS
1E£ ROSA %%k OpenShift API for Data Protection (OADP),
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% 4 %= OADP N AER& R %RE

BF

A AWS STS IA1EHY ROSA LB OADP A% #F Restic #1 Kopia, % 1E Restic #1 Kopia 7
AREEECEMA. XNTF&£HDE, EH AWSSTS # ROSA £ OADP (R4 IR

73

Container Storage Interface (CSI) RE&,

TEfER STS HIERY Amazon ROSA 85, FAXFAETRB AWS Kigidh ik E &0 EEE,

A, ROSA &£R¥ 1 3¥ Data Mover IgE, MAILMERIRE AWS S3 TEBI#IE.

FeRFMH

o BEAHMENIRFSEN OpenShift Container Platform ROSA 8, B SBIEEE Y
OADP 7 AWS Fif, SIRETTRFERFNTENEERSDINRE, BRI NENERES
AWS ZiE, 3% ROLE_ARN,

1 FIALLT®RS, MAWS SRESTHEAIE OpenShift Container Platform secret :

a. BIEEIEXH :

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. 7 OADP fili&ép&Z2[A| :
I $ oc create namespace openshift-adp

c. fI|# OpenShift Container Platform secret :

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials

1£ OpenShift Container Platform fR & 4.14 R EHBIARAH, OADP
Operator i#3d Operator Lifecycle Manager (OLM) #1 Cloud Credentials
Operator (CCO)Z#F#BIbR (L STS TR, L IT/ERSD, BREEOIRE
Lt secret, BEEEER OpenShift Container Platform Web 2% & %2
OLM E1EH Operator IR AT ARN, HSHER Web #Z#/E M
OperatorHub %2,

BIEM secret B CCO BN,

2. &% OADP Operator :
a. 7t OpenShift Container Platform Web &/, X% Operators » OperatorHub,

b. #3k OADP Operator,
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c. 17E role_ARN FE&eh, #5270 role_arn, B = Install,
3. i ALLT 64, @A AWS EIF0IE AWS =F6E :

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4. WAL TSR ENRRFHNEERIAEES
I $ oc get pvc -n <namespace>

it

NAME STATUS VOLUME CAPACITY ACCESS MODES

STORAGECLASS AGE
applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO

csi 4d19h
mysqgl Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO
csi 4d19h

5. BITUT e & RIRERFFMER

I $ oc get storageclass

it N |
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
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%5 4% OADP MK FHHRE
UFFERTLAER T :
® gp3-csi
® gp2-csi

® gp3

® gp2

INREEPHIN AR AIEFEMER A Container Storage Interface (CSI) A MES
(PV), EIUTE OADP DPA EREBHEE CSI i,

6. | DataProtectionApplication %R, LARCEFHE &0 B RIBIITFHARYESE |
a. MRMAMEA CSIE, HMAUTHSMEBHBEERIFNBARER

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
- CSi
restic:
enable: false
EOF

ﬂ ROSA ZXFFREM G &R &0, MRENEEREGRED, HRILFRILED false,

a. HNRMEM CSIHIECSI B, HEMAU TS REEHBRIINARE :
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$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: 9
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:

credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 6

enableSharedConfig: "true"
profile: default

region: ${REGION} @
provider: aws
EOF

1k,

Q® 0009

ROSA X#FAREHE GRS, MREFBERAREED, HRLFERIZEN false,
HZ A% nodeAgent BIEHEE&T,
credentialsFile FE% 2 pod L FHEREIEMNERALE.

enableSharedConfig FE& ft i snapshotLocations £ = E S A N EMERE LHE

= AWS FRIEXH iR ENEBR L.

% region fEE NEH AWS KiFi, Xl 5 &R KIGHER,

ITE, EAILAEDFIRE OpenShift Container Platform NAIRRE, 1 A4/ AHEF Brrit,
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% 4 %= OADP N AER& R %RE

BE
HECE R restic BY enable S04 & 7y false, & OADP A3 #F ROSA IfEH Y
Restic,

MEFFH OADP 1.2, E&HELE :

nodeAgent:
enable: false
uploaderType: restic

FRALUTEIE :
restic:
enable: false

MREFANDTRMNERERSHMRE, NWHDNEBHELIERRENE CRH OADP
DataProtectionApplication B2 & F EFHEREB AWS S3 Ffif £ .

HbBR
o & Web #=#]& M OperatorHub %&%%

o LN FRERE
4.8.1.3. 7 : {FAREBEE OADP ROSA STS E&48 T e #;

4.8.1.3.1. {81 f OADP #1 ROSA STS $iT& 1%

LAF R4 hello-world 1 5% BMIMNFFAMES (PV). {#F OpenShift API X Red Hat OpenShift Service
on AWS (ROSA) STS #1T#IERIT (OADP) #H1T& 17,

AR FRIT N ARRRF (DPA) EBBE#IS ERE TE,
ZITAT e, QIB—DITFAECRED

1z
I $ oc create namespace hello-world
I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
2. BT mRA TR -
I $ oc expose service/hello-openshift -n hello-world
3 BITUTHARENARFREESIRE
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
iyt Bl

I Hello OpenShifi!
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BT m k&0 TIEME:
$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
metadata:

kind: Backup
name: hello-world
namespace: openshift-adp

spec:
includedNamespaces:
- hello-world
storageLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs

EOF

5. FREMTEHK, REZTUTRS

I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

B

"completionTimestamp™: "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58
b
"startTimestamp": "2022-09-07T22:20:22Z",
"version": 1

6. IBITLAT S MR demo TIEME; :

I $ oc delete ns hello-world

7. T T eSS, MNEOHRIRETENE

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

8. 3 TS Restore 525X :

1T
I $ watch "oc -n openshift-adp get restore hello-world -0 json | jq .status"
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% 4 %= OADP N AER& R %RE
A a1

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",
"progress": {
"itemsRestored": 38,
"totalltems": 38
b
"startTimestamp": "2022-09-07T22:25:282",
"warnings": 9

}
9. BITUTHHIRETIFNE e

I $ oc -n hello-world get pods

it N |
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7c6-kdjpj 1/1  Running 0 90s

BT RS R E JSONPath :
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
I

I Hello OpenShifi!

% E,E
: BRHEHRIETRNER, 55 OADP HIPAR tRfE IR,

4.8.1.3.2. {81 OADP #1 ROSA STS M#E {3 /R IRER R

INRIBFZEEE, OpenShift API for Data Protection (OADP) Operator MU & AR BI42 1 S3 1448,
HIRBLU TSR E,

it
1 JZFT AR e S BR TR 1%

I $ oc delete ns hello-world

D

2. BTN e & SR MIBREURRIT M AR F (DPA) :

I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa

3. BITUT RSB RTEE
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I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

FTELT p 45 SRAMHBREX 25 25 -

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
{"metadata":{"finalizers":null}}' --type=merge

4. MBARBEE Operator, HIZITUTHSHERE :

I $ oc -n openshift-adp delete subscription oadp-operator
5. M Operator AfifiBRép£ 22 :

I $ oc delete ns openshift-adp

6. MRTBFEGMMRE TR, HZTUTaSMERFMRE]
I $ oc delete backup hello-world

7. Bk AWS S3 A&, IEFERN R, HETUTaS
I $ velero backup delete hello-world

8. MREFBRFEBE LHIRE L (CRD), HZITU TS MERFHMREN]

I $ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done
9. IBITLLTenHEMIBR AWS S3 F## -
I $ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive

I $ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
10. BT THS, NREMEESE :

I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"
N BITUTaGEHRAR -

I $ aws iam delete-role --role-name "${ROLE_NAME}"

4.9. OADP #1 AWS STS
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% 4 %= OADP N AER& R %RE

4.9.1. £/ OADP £ AWS STS &N AERE

IRET LB %2 OADP Operator, & Amazon Web Services (AWS) &% OpenShift API for Data
Protection (OADP), Operator 4% Velero 1.14,

M OADP 1.0.4 FFi&, B OADP 1.0.z ik A& RBEFYE MTC Operator B9k, HAE
F3F ¥R 31 Operator,

e

IRETLL ) Velero BB AWS, GIIE—12RIA Secret, AEREHIBRI N BREF, NETHREZIEE
B, EB %% OADP Operator,

EEZRMEIME R L OADP Operator, il e 5522 A EIAR OperatorHub JEF4% % Operator B
Ko FHIEESREZRMLHER Operator Lifecycle Manager,

BRI LAFOITE AWS B2 5HERSS (AWS STS) £ 8% 2% OADP, Amazon AWS 5 AWS STS £/ Web
ARSI, AL AAFE RGN, FEERMFRMEILL, S LUER STS @id API AR, AWS 24|
B AWS 51T E (CLI) A RI{E B PRI U 7] BR,

TENBHERIT(OADP)& % OpenShift API B, &7 OADP KB A & MKRIEEIL, UEeTLUER

Amazon Web Services AP,
XN BELLT A ERHIT :
1. R AWS EiE,

2. &% OADP Operator, HFHERHE—IAM AL,

4.9.1.1. /) OADP #£E4& AWS STS =ik

WIUAE# Amazon Web Services 1/, FBEE /73S OpenShift API for Data Protection (OADP) &35,
EANUTHEER AWS &,

1. BT TS EE XL cluster_name IMELE :

—

$ export CLUSTER_NAME= <AWS_cluster_name> )

Q ZER LB N EMIE,

2

2. ZFUTFH%, KEcluster B9i%E, 4 AWS_ACCOUNT ID, OIDC_ENDPOINT :

$ export CLUSTER_VERSION=$(oc get clusterversion version -o
jsonpath="{.status.desired.version}{"\n"}")

export AWS_CLUSTER_ID=$(oc get clusterversion version -0 jsonpath="{.spec.clusterID}
{ll\n"}l)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||")

export REGION=$(oc get infrastructures cluster -o
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jsonpath="{.status.platformStatus.aws.region}' --allow-missing-template-keys=false || echo
us-east-2)

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

3. BITUTGS, SIB—Nak B REEWEAE XY :
$ export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"
mkdir -p ${SCRATCH]

4. BT TS A INERMIFHAER ¢

1=
$ echo "Cluster ID: ${AWS_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

5. £ AWS KR, BJE— 1AM FREE LA F5 1] AWS S3 -
a. BITUTHS, REAERBEREET

I $ export POLICY_NAME="OadpVer1" @)

Q ZER LB N EMIE,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="$POLICY_NAME'].{ARN:Arn}" --output text)

b. I ALLTep 4R A KRS JSON X4, AEOIRRE

IMFRZ B HREIRE ARN, LS O0RRM, MRRK ARN 2&&, Nif 158
A BB RSO,

$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation",
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"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots",
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

}

I
EOF

POLICY_ARN=$(aws iam create-policy --policy-name $POLICY_NAME \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=openshift_version,Value=${CLUSTER_VERSION}
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=oadp \
--output text)

fi

Q SCRATCH 2 Wi 0IB89iIk i B 89 & 7.

c. BITUTHmHEEFRE ARN :
I $ echo ${POLICY_ARNj}

6. NEELOIEE IAM B BELER -
a. BT TS ROIBEERE XY :

$ cat <<EOF > ${SCRATCH}/trust-policy.json

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
prOV|der/${OIDC ENDPOINT}"

"Actlon“ "sts:AssumeRoleWithWebldentity",

"Condition": {

"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system serviceaccount:openshift-adp:velero"]
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b. T4, NEECE IAM BEEIREE

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \

--tags Key=cluster_id,Value=${AWS_CLUSTER_ID}
Key=openshift_version,Value=${CLUSTER_VERSION}
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=oadp --
query Role.Arn --output text)

c. BT RSREERE ARN :
I $ echo ${ROLE_ARN}

7. EITLLT 4, 1% IAM SERRMIINEI IAM B :

I $ aws iam attach-role-policy --role-name "${ROLE_NAME}" --policy-arn ${POLICY_ARN}

4.9.1.1.1. iXi& Velero CPU HIRF 2 Ed

& 7] L@ 4w DataProtectionApplication B 7E X HIR(CR)E#.3€ 4 Velero pod i% & CPU HINFS
[

FRFH

o RNIZET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, MBI :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: 9
limits:
cpu: "1"
memory: 1024Mi
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requests:
cpu: 200m
memory: 256Mi

ﬂ I EEIRMYE Velero podSpec BT sk 28,

Q 5l # resourceAllocations FHFXEHEH,

Kopia /2 OADP 1.3 R Z EBIARAH B — NI, BRI LUER Kopia HHTX MRS &
12, Kopia & Data Mover FIME—i%FE, FHiH7 BN EEIE Mover,

# Restic #Lt, Kopia FERZHIR, MAIRRFEMNMIHE CPUMREEREK,

4.9.1.2. &% OADP Operator FiZ{t IAM faf2

AWS Z2 GRS (AWS STS) B— 1N 2B Web fiRSS, ©H IAM SiELFRA FREFEREEIE, A0t
T a0{a7E AWS STS & EEfh F /)% %% OpenShift API for Data Protection (OADP),

FeRFMH

HE

OADP AWS STS IFMEHR AR Restic #1 Kopia, JilE Restic #] Kopia TTmIERE B2
. XF&HE, AWSSTS EH OADP (N ZHFFEAMRERF] Container Storage Interface
(CS) 1REE,

TEEM STS FIER AWS 8, TXRIFERRB AWS KigiH kS &0 #dE.

AWS STS &2 BRI~ X% Data Mover Ih8E, ERILUERESE AWS S3 TEBTHEIRE,

o BEAHMENIEFSEN OpenShift Container Platform AWS STS (2, BESHiEEE WV
OADP 7 AWS Fif, MIRETTRFERH N T ENEERSDINNRE, BRI NENERES

AWS EilE, @31 ROLE_ARN,

1 FIALT®S, MAWS SRESTHEAIE OpenShift Container Platform secret :
a. BIBEUESH :

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. 51 OADP fl/Z & ZE[H :

$ oc create namespace openshift-adp

c. fI|# OpenShift Container Platform secret :
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--from-file=${SCRATCHy}/credentials

I $ oc -n openshift-adp create secret generic cloud-credentials \

1£ OpenShift Container Platform kit A& 4.14 R BE#HIARAAH, OADP
Operator 133 Operator Lifecycle Manager (OLM) #1 Cloud Credentials
Operator (CCO)Z# 8P L STS TR, HELLIT/ERSD, EBREEOIE
b secret, BEFEEIEEF OpenShift Container Platform Web 124 &2
OLM EIEH Operator IR AT ARN, ESHER Web #Z#IE M
OperatorHub %2,

BITERY secret H CCO BHfIEE,

2. &% OADP Operator :

a. 7t OpenShift Container Platform Web #2#l& /), Y% Operators » OperatorHub,

b. #3538 OADP Operator,

c. 1 role_ARN FE&, MLz BIBIEM role_arn, B = Install,

3. FIALLT a4, A AWS EIE0IE AWS =fFhf

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: CloudStorage

metadata:

name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp

spec:

creationSecret:

key: credentials

name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION

EOF

4. AT e e E N ARRFIFEROAREE

I $ oc get pvc -n <namespace>

A

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-

csi 4d19h

mysqgl Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-

csi 4d19h

5. 1z
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I $ oc get storageclass

it N

NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

UFFHERTLAER T :

® gp3-csi

® gp2-csi

® gp3

® gp2

INREBLH BN BRRFE N RRFEERFER A Container Storage Interface (CSI) A MS
(PV), EIUTE OADP DPA EREBHEE CSI i,

6. il DataProtectionApplication %R, LARCEFiE &0 B RBIITFHARESE
a. MRMAMEA CSIE, HMAUTHSMEBHIEERIFNARER

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
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config:
region: ${REGION}
configuration:

velero:

defaultPlugins:

- openshift

- aws

- CSi
restic:

enable: false

EOF

'D MREABERERED, ERLEFRILEDN false,

a. IR CSIHIECSI B, HEMAUTRSREEHRBRIINARE :

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: 9
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 6
enableSharedConfig: "true"

profile: default 9
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region: ${REGION} @
provider: aws
EOF

MBENEFERBERED, HHLFRIZE D false,
HZ A% nodeAgent BIEHEE&T,
credentialsFile FF& 2 pod EE BB EILREEHLAE,

enableSharedConfig FE& /i snapshotLocations == E S [ N EMERE LHE
o

5/ AWS FIE X4 i ERECEB SR AT,

Q® 00609 —

1 region 5 NI AWS Xig, XTS5 EEXEHER,
WAE, IREILL& D FIPRE OpenShift Container Platform N ATER, W &4 W HFESE Rk,

5
MERFH OADP 1.2, H&HEE :

nodeAgent:
enable: false
uploaderType: restic

FERLTEIE :
restic:
enable: false

MREFANDTRMNERERSHMRE, NWHDNEBHELIEREN CRF OADP
DataProtectionApplication B2 & EFHEREB AWS S3 Zfif £ .

HbBER
o fHFH Web #HlI& M OperatorHub &3

o HIPNFAER
4.9.1.3. 43 OADP AWS STS LT ¥Ef1 2, mILMERALEMEE

4.9.1.3.1. f&F OADP §1 AWS STS }fT#& 1%

LAF 7R hello-world 7 Fi& BN A S (PV). {#FH OpenShift API % Amazon Web Services (AWS
STS) HEWEIRT" (OADP) HiAT & 14

AR RIT N ARRRF (DPA) EBBEIS EE TE,

LTS, Q- DIERECRED

$ oc create namespace hello-world
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I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
2. BT T mRA TR -
I $ oc expose service/hello-openshift -n hello-world

3 BN THERENARFREERTE

=2

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
it B
I Hello OpenShifi!

4. IBITUTREREMNTENE

P2y
$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Backup
metadata:
name: hello-world
namespace: openshift-adp
spec:
includedNamespaces:
- hello-world
storagelLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs
EOF

5. FREMATH, RFZITUTHRS :
I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

it la Nl

"completionTimestamp™: "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58
b
"startTimestamp": "2022-09-07T22:20:22Z",
"version": 1

6. BITLL T IS EMIBR demo TVEHE; :
I $ oc delete ns hello-world
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7. BTUTEeS, MNERhikETERE :

ey
| $ cat << EOF | oc create -f -

apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

8. IBITLL T 4T Restore 5B -

I $ watch "oc -n openshift-adp get restore hello-world -o json | jq .status"
Bl

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",

"progress": {
"itemsRestored": 38,
"totalltems": 38

b

"startTimestamp": "2022-09-07T22:25:28Z",

"warnings": 9

)
0. AU TASHE TSR TENE

I $ oc -n hello-world get pods

I
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7¢c6-kdjpj 1/1  Running 0 90s

10. BITUA RS S ERE JSONPath :

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

it la Nl

I Hello OpenShifi!

% BRHEHRIETNER, HS OADP HIPAR tRfE BRI,

4.9.1.3.2. ft{E OADP Hl AWS STS &1 I 5 R&E R
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&D;‘E,um%ﬁﬂﬁz OpenShift API for Data Protection (OADP) Operator LA R A B &40 F0 S3 726548,
HRBUT S ERE,

AR
1 B T AT en S SR MIBR TR 1 % -
I $ oc delete ns hello-world
2. IBTLA T e o R MMBRBURGRIT N 2R (DPA) :
I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
3. BT T SRR =%

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

BF

MRXD LR, ERaEFE BT T T a5 RMBRE L5 25

fﬁ{

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata":{"finalizers":null}}' --type=merge

»

MRABFE Operator, HIZITUTHRSHRE

I $ oc -n openshift-adp delete subscription oadp-operator

vl

ZTLLF 4, M Operator HfftiiRep & 22 (E :
I $ oc delete ns openshift-adp

6. MRTBRESHHRE TR, HEITU TS MEREFRMEREN]

I $ oc delete backup hello-world
7. EMHBR AWS S3 RBI&ED, IREFRIZREN R, HETU TR

I $ velero backup delete hello-world

8. MREBABEHEEBENHIRE L (CRD), HizTUA TS MMEEHIRE] :
I $ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done
9. BITLATenHEMIBR AWS S3 FF## -

I $ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive

I $ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
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10. ZITUTHTE, HREBMABRDE :
I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"

. BT TS EMRAS :

I $ aws iam delete-role --role-name "${ROLE_NAME}"

4.10. OADP 1.2 DATA MOVER

4.10.1. OADP Data Mover N4
OADP Data Mover o EIEMFE. EAMIBRSEERE BRI MEE T IRET RSN BERF.

8%

OADP 1.2 Data Mover @ —NMERTEINEE, FARTIGHBEAR Z LB SRS F LML
(SLA) ¥, HINBErTReH AR, ABAHEELEERFERE], XTI
IhREA LUME R FIRE X B IThEE, HENSETF LM ERRERIHEE .

BRIABRAT G FEEMNESER, WSARATITEF e,

o (RATLUFEMA OADP Data Mover $ Container Storage Interface (CSI) BiRBH D ELLEN REF
fiie XTF CSIMRER, 1HS [ EAEHE Mover,

o IRAELIEA OADP 1.2 Data Mover, N{#F CephFS. CephRBD X M &L &0 Ik E N F
REHEIE, 55 0EA OADP 1.2 #3ES Ceph it

FF S hook AIRETC:S OADP 1.3 Data Mover IE& T 1k,

OADP 1.2 Data Movers RS HEF D IIRE N BEFHE. BTHEZRPH,
It P REETEAR X pod BIFF A% (PV)H Data Mover B9 A B EBF(PVC) X gl
17,

{82, OADP 1.3 Data Movers R &1, EIt, 7E Data Mover B9 PVC X #EXHY
PV &I, ARES AR — post-restore hook, HIRA 4 XFIER, pod a—ELATF
Pending X7, BXEIZ1T hooks hook ZiXAIBERTE pod X R ATEENT, MM
PartiallyFailed 1k & 12 /F.

4.10.1.1. OADP Data Mover e R &
o ME—NERENBREFEHAMA R & ZHRIZIT,
o B {#H Operator Lifecycle Manager (OLM) Z%& OADP Operator,
o REAIEE T ENM VolumeSnapshotClass #1 StorageClass.

o BEf#H OLM &% VolSync operator,

4.10.2. %f CSI :8&{#F Data Mover
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OADP Data Mover A1l % 5 Container Storage Interface (CSI) BIRB AN ELREN REME. BH
Data Mover i, MNREINEKEE, BAMPRCERFFR, K0T LUE B MY REFMHE PRI CSI BIRER R MK
SERTHN ARERF.

Data Mover 23R 5 ZfEA VolSync B Restic 17107,

& Mover 325 CSI BREBHEMHBMIRE,

1£ OADP 1.2 Data Mover A, VolumeSnapshotBackups (VSBs) #1 VolumeSnapshotRestores (VSR)
{#F VolumeSnapshotMover (VSM) HEfA, @iF18%E VSB #1 VSR A4 F InProgress B3 4 8 &, =
LIR® VSM ButEsE, TERTERLBMHRFETRE, SR RMC TR,

BE

OADP 1.2 Data Mover @ —NMERTEINEE, FARTIGIHBEAR ZLLNE ™ SRS F LML
(SLA) ¥, HIMBErTReH AR, ABAHEELEERFERE], XERARTIRN
ThEER LUME R P IRB B IThEE, HENSEF LM ERRE IR,

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

LTI OADP 1.2 Data Mover R &2 #1PkE ODF CephFS %, FiiskZesk
OpenShift Container Platform fRA& 4.12 Sk E SR A LIRS %RE. OADP Data Mover ] LA
FF OpenShift Container Platform R4 4.12 Sk E & AR A ) CephFS shouldow &, £
FHATHIM, XA LIRS &0 H B RE.

® CephFS ROX ##i&

FRFM
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B\ StorageClass #1 VolumeSnapshotClass B & X 7R (CR) ¥ CSl,

K2l RE—1 VolumeSnapshotClass CR E5 1 f# snapshot.storage.kubernetes.io/is-
default-class: "true",

1£ OpenShift Container Platform kA 4.12 St E = ARARH, JEiEX 2 ME—BIERIA
VolumeSnapshotClass,

KB\ VolumeSnapshotClass CR #J deletionPolicy #1%& 4 Retain,

KBl RE—1 StorageClass CR E5 /1 f# storageclass.kubernetes.io/is-default-class:
"true|'°

& E7E VolumeSnapshotClass CR A& &15%: velero.io/csi-volumesnapshot-class: "true",

& E a1\ OADP fpf 22l 253 oc annotate --overwrite namespace/openshift-adp
volsync.backube/privileged-movers="true",


https://access.redhat.com/support/offerings/techpreview/
https://issues.redhat.com/browse/RHSTOR-4287

% 4 %= OADP N AER& R %RE

p= Y=
£ OADP 12 /1, Z#IER TFTAEHE privileged-movers %i&., k8RR 1%

RLUME Volsync BllA&, ERELEAFY =T, AREBNREEIR, privileged-
mover= true X & N BT,

e B f# Operator Lifecycle Manager (OLM) %&%& VolSync Operator,

_ £/ OADP Data Mover & VolSync Operator,

o BEfFHH OLM %%k OADP operator,

ff

L=

S

1. B AIE— .yaml XEEEE Restic secret, H1TFFR :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>

RINER T, Operator 2& %5 dm-credential #J secret, fIREFEREMEL
5, 1REEFEH dpa.spec.features.dataMover.credentialName 3&;7 Data
Protection Application (DPA) CR 8% & #75.

2. DB T REIF DPA CR, BVAEMHETE CS,
BARR IS AR (DPA) CR =l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:

159



OpenShift Container Platform 4.15 & {3 flth &

bucket: <bucket_name>
prefix: <bucket-prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
itemOperationSyncFrequency: "10s"
defaultPlugins:
- openshift
- aws
- CSi
-vsm
features:
dataMover:
credentialName: restic-secret
enable: true
maxConcurrentBackupVolumes: "3" ﬂ
maxConcurrentRestoreVolumes: "3" 9
pruneinterval: "14" e
volumeOptions: ﬂ
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteOnce
cacheCapacity: 2Gi
destinationVolumeOptions:
storageClass: other-storageclass-name
cacheAccessMode: ReadWriteMany
snapshotLocations:
- velero:
config:
profile: default
region: us-west-2
provider: aws

Ak FEERFBIAE T &R EN LR, FIMEH 10,
Ak FEERFBIAETIRE AR EN LR, FIAET 10,

Ak EEFEE LZ1TH Restic BB ARV R, EEBRFLEMIT QEIELUER AT AH
ZEfE], BERFETEPHIERAREN /O RE. RE LI AT 77 i 14 8 068 FA B AN (A 17
T,

-

Q Ak IRE A F &R ER VolumeSync B,

OADP Operator Z& M B E L FIRE X (CRD). VolumeSnapshotBackup #l
VolumeSnapshotRestore,

VolumeSnapshotBackup CRD =l

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotBackup
metadata:

name: <vsb_name>
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namespace: <namespace_name> ﬂ
spec:
volumeSnapshotContent:
name: <snapcontent_name>
protectedNamespace: <adp_namespace> 9
resticSecretRef:
name: <restic_secret_name>

ﬂ EESRIBRATER S Z 22,

@ {5EZR% OADP Operator My & 22[i, BiL{E) openshift-adp.

VolumeSnapshotRestore CRD 7~

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotRestore
metadata:
name: <vsr_name>
namespace: <namespace_name> ﬂ
spec:
protectedNamespace: <protected _ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
name: <source_pvc_name>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>

© ETBREBAENS R,
@ {5EZR% OADP Operator By & 22[i, BiL{E) openshift-adp.

3. ERIUHUT A TS RS DB IR -
a. &M CR:

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:

- <app_ns> g

storagelLocation: velero-sample-1

IEER % Operator Wap & ZE[H], BAIAGP & ZE (A2 openshift-adp.

EEEEMHNNARFHEZER,

1]
2]
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b. & 10 28, FHHEIAL TS5 EKE VolumeSnapshotBackup CR X2 % 7y Completed

I $ oc get vsb -n <app_ns>

I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"

X RFMEP QIR IRIRZTE DPA HECE,

#N3R VolumeSnapshotBackup CR BR 545/ Failed, 1§55 H Velero B&
FEATERPEHERR,

4. EALHATU T SRR IR E SRR -
a. MHBRE Velero CSI &4 AIEER application #3422 (8] #1 VolumeSnapshotContent,

b. fI|# Restore CR, I restorePV i%i& true,

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

c. EF 1098, FEIHALTHSERE VolumeSnapshotRestore CR IR EZEE N
Completed :

I $ oc get vsr -n <app_ns>

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"
d REZHNBARFBENTRESERE,

pa Y=
#NR VolumeSnapshotRestore CR FIREZE Y 'Failed', 1ES[H Velero BHi&
PEATERPEHERR,

4.10.3. 7 H Ceph Fi£#J OADP 1.2 Data Mover

& A LU#E F OADP 1.2 Data Mover, J3{#f CephFS. CephRBD ;X i & BISEEE &0 1k & N FFE 31
*EO

OADP 1.2 Data Mover &£F A # KMAEIMER Ceph ThEE, Hpz—=& shallow copy A%, ATATF

OpenShift Container Platform 4.12 REBEHBIRRA, HWINEEXFEAMMIRERIFAMSF (PVC) L%E
#) StorageClass #1 AccessMode 7R,
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n .
CephFS X EHIZNEER — 1N &10TEE. EFBMERFN -,

4.10.3.1. £ Ceph #Ffi#H{#iFl OADP 1.2 Data Mover B9 R &4

LIRS RZMERFEFER Ceph FiEBISEE BT OpenShift API for Data Protection (OADP) 1.2 Data
Mover HITEIB D FNIRE FIIRE -

e B %%k OpenShift Container Platform 4.12 St E & A,

o B &% OADP Operator,

o RE1EMH&Z[H openshift-adp A3 T secret cloud-credentials,
o B %% Red Hat OpenShift Data Foundation,

o B{#M Operator Lifecycle Manager Z4&& & #HJ VolSync Operator,

4.10.3.2. & X FAF OADP 1.2 Data Mover I & Y TR
2% Red Hat OpenShift Data Foundation Ff, ©&BEIGIZ22K1AH) CephFS #1 CephRBD

StorageClass #1 VolumeSnapshotClass B E X %R (CR), EIE XL CR LAFATF OpenShift API
for Data Protection (OADP) 1.2 Data Mover,

EX CRE, BRI itT—LHMER, RAEFTRERIITEOMRERE.

4.10.3.2.1. X CephFS BE X BTIRLLAF OADP 1.2 Data Mover

#Z % Red Hat OpenShift Data Foundation i, ©BZI1I22IAH CephFS StorageClass B & YR
(CR) #12K1ABJ CephFS VolumeSnapshotClass CR, &R LLE WXL CR LLATF OpenShift API for
Data Protection (OADP) 1.2 Data Mover,

ff

L=

S

1. & X VolumeSnapshotClass CR, #1TFHIFf= :

VolumeSnapshotClass CR 7=

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: <deletion_policy_type> ﬂ
driver: openshift-storage.cephfs.csi.ceph.com
kind: VolumeSnapshotClass
metadata:
annotations:
snapshot.storage.kubernetes.io/is-default-class: true 9
labels:
velero.io/csi-volumesnapshot-class: true G
name: ocs-storagecluster-cephfsplugin-snapclass
parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage
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ﬂ OADP Xz #F CSI #1 Data Mover &2 #11% 5 # Retain # Delete P& 5REEAY, *TF OADP
1.2 Data Mover, FHfBRRBE KBNS BN Retain,

Q WNVITRIE N true,
9 WNVITRIE N true,

2. % Y StorageClass CR, M FHIFf :

StorageClass CR =l

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: true

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
clusterID: openshift-storage
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
fsName: ocs-storagecluster-cephfilesystem

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

ﬂ WNITRIE N true,

4.10.3.2.2. & X CephRBD BE X FiRLLHTF OADP 1.2 Data Mover

Z2%t Red Hat OpenShift Data Foundation ff, &5 B 58/ 2EIAH CephRBD StorageClass B E X ¥
& (CR) #12X1ABJ CephRBD VolumeSnapshotClass CR, & LLTE WXL CR LLATF OpenShift API for
Data Protection (OADP) 1.2 Data Mover,

ff

L=

S

1. & X VolumeSnapshotClass CR, #1THIFf :

VolumeSnapshotClass CR 7=

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: <deletion_policy_type>
driver: openshift-storage.rbd.csi.ceph.com
kind: VolumeSnapshotClass
metadata:
labels:
velero.io/csi-volumesnapshot-class: true 9
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name: ocs-storagecluster-rbdplugin-snapclass

parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

OADP %z # CSI #1 Data Mover &2 #11% 5 # Retain # Delete P& ZREEEEY, *IF OADP
1.2 Data Mover, FHfBRRBE KBNS BN Retain,

Q WK BN true,

2. % X StorageClass CR, M FHIFfx :

StorageClass CR =l

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: ocs-storagecluster-ceph-rbd
annotations:
description: 'Provides RWO Filesystem volumes, and RWO and RWX Block volumes'
provisioner: openshift-storage.rbd.csi.ceph.com
parameters:
csi.storage.k8s.io/fstype: ext4
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-rbd-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-rbd-provisioner
imageFormat: '2'
clusterlD: openshift-storage
imageFeatures: layering
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
pool: ocs-storagecluster-cephblockpool
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate

4.10.3.2.3. & X AT OADP 1.2 Data Mover B%ii4} B E X FR

TEE#HE X B\ StorageClass #1 CephRBD VolumeSnapshotClass B E X ¥R (CR) [, /it
LLFCR:

o E N NEF shallow EHITHEER CephFS StorageClass CR

® Restic Secret CR

ff

L=

S

1. @I CephFS StorageClass CR, F ¥ backingSnapshot Z#(iX&H true, MM FAHIFT :

$f backingSnapshot i%i& 7 true B CephFS StorageClass CR =l

I kind: StorageClass
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apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs-shallow
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: false

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
clusterID: openshift-storage
fsName: ocs-storagecluster-cephfilesystem
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
backingSnapshot: true ﬂ
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

ﬂ WX BN true,

BF

#a#R CephFS VolumeSnapshotClass #1 StorageClass CR % provisioner 518
EBIE,

2. EZi& Restic Secret CR, I TFHIFF= :

Restic Secret CR 7=l

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: <namespace>
type: Opaque
stringData:
RESTIC_PASSWORD: <restic_password>

4.10.3.3. {#1fd OADP 1.2 Data Mover 1 CephFS i & 3 Hltk S 23

8w LUl 5 B CephFS Y shallow copy ZhaE, M OpenShift API for Data Protection (OADP) 1.2
Data Mover E&{P 1k E{F A CephFS FMEBIEE,

FoRFMH
o BRENAERMAMZZERPIZIT, FHIT CephFS RFESRFHNRAMESBER (PVC),

e}y CephFS #1 OADP 1.2 Data Mover % X StorageClass #1 VolumeSnapshotClass B & Y %R
(CR).
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e openshift-adp 1% Z2[A]FH —* secret cloud-credentials.

4.10.3.3.1. il FAF CephFS #fi##9 DPA

1£3857 OpenShift API for Data Protection (OADP) 1.2 Data Mover R &3 7Z (% {#FH CephFS Fi%8EK
B, FE&LNIE— Data Protection Application (DPA) CR,

it

. XF OADP 1.2 Data Mover, #4217 6p 9 3&551E VolumeSnapshotClass CR #J

deletionPolicy FEEE 2 IXE/ Retain :

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H{"Retention Policy: "}{.deletionPolicy}{"\n"{end}'

. B1TLLTF 44, %IE VolumeSnapshotClass CR BT E R B DIXE N true :

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H"labels: "}{.metadata.labels}{"\n"}{end}'

.17 T4, %Kik StorageClass CR FJ storageclass.kubernetes.io/is-default-class ¥ fi# 2

BEREN true :

$ oc get storageClass -A -0 jsonpath="{range .items[*]}{"Name: "H{.metadata.name}{" "}
{"annotations: "{.metadata.annotations}{"\n"{end}'

. BIB—ANEUL T RABI Data Protection Application (DPA) CR :

DPA CR =4l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my_bucket>
prefix: velero
provider: aws
configuration:
restic:
enable: false ﬂ
velero:
defaultPlugins:
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- openshift
- aws
- CSi
-vsm
features:
dataMover:
credentialName: <restic_secret_name> g
enable: true 6
volumeOptionsForStorageClasses: ﬂ
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany

cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow

enable FERBEHIME. BRE N true =H#E false,

enable FERBEHRIME. BRE N true =H#E false,

o0 09

HERIRTE MG INER O] M Restic Secret, LT OADP 1.2 Data Mover #] Ceph, 1%R:%
A £ Restic Secret, /Il CR 22\ {H dm-credential T Lt 5%,

AL, EELI S storageClass B 7E X A EH VolumeOptionsForStorageClass

EER, LRENERETEHNEMBRASH, i
VolumeOptionsForStorageClass Z#UEE 5 CephFS —iEfEM, BRI BT EMFHE

B,

4.10.3.3.2. {1 OADP 1.2 Data Mover #l CephFS i &3 B

8RR LRI 5 B CephFS 7R shallow copy Zh&E, M OpenShift API for Data Protection (OADP) 1.2

Data Mover E&{p £ CephFS ZEiErIEIE,

¥ =
1. MALARRBIFTR, flE—1 Backup CR:

Backup CR 7~#l

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storagelLocation: velero-sample-1

2. BT SRR TSk EE VolumeSnapshotBackup CR B :

a. EEFA VolumeSnapshotBackup CR M E, iEizfTUT

I $ oc get vsb -n <app_ns>
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b. Ei2EHFE VolumeSnapshotBackup CR B, iHZTUTHS :
I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. & /104%, EZI VolumeSnapshotBackup CR IR/ Completed.

4. KUk Restic Secret R EDH —NMREBEN RFMH PR, AT UEHTHRIK
/<OADP_namespace> B i1 BackupStorageLocation 7= fi# 4t 5 B fp i 2 X MR R,

4.10.3.3.3. fifl OADP 1.2 Data Mover #l CephFS itk S 8z

MREFP RS T CephFS E %R shallow copy ThEE, &R LUFEHE OpenShift API for Data Protection
(OADP) 1.2 Data Mover Rk £ CephFS FiEHIEIE, EHEEFITHEEEEERE SRPHER,

AR
1. BT TS K MBRN BRRFmAZeH

L‘

I $ oc delete vsb -n <app_namespace> --all

2. IBfTLAT S, MBRTE&DLFEH O3 VolumeSnapshotContent CR :

I $ oc delete volumesnapshotcontent --all

3. [ — Restore CR, #NFHIFFR

Restore CR =5l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

BT HUT UL T2 4EE 142 VolumeSnapshotRestore CR BIHFEE :

a. EREFA VolumeSnapshotRestore CR HI#E, Eiz1T AT

o

I $ oc get vsr -n <app_ns>

b. E2#EHFE VolumeSnapshotRestore CR IR, iHiZ1T T

o

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}

5. 2T TSRS ARRFEIER e :

I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

4.10.3.4. {81 OADP 1.2 Data Mover # split & (CephFS #l Ceph RBD) &3tk 2 #iE
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& BT LUEF OpenShift API for Data Protection (OADP) 1.2 Data Mover £ B8 £ 2/£ BUEME &2 F11k
SH¥E, BMEA CephFS # CephRBD BYIFEE,

SeRFMH
o BRENAERMAMEZERPIZIT, FHIF CephFS RFESRFHNRAMESRERA (PVC),

e }j CephFS #1 OADP 1.2 Data Mover % X StorageClass #1 VolumeSnapshotClass B & Y %R
(CR),

e openshift-adp 14 Z2[A]H —* secret cloud-credentials.

410.3.4.1. QAT HREK DPA

TEf#H OpenShift API for Data Protection (OADP) 1.2 Data Mover 3 {# i 9> £ & 3 4512 F11k 2 #UE 1,
IR — R RN A2~ (DPA) CR,

ff

L=

S

o AIE— NIRRT N BTRRE (DPA) CR, tITFHIATE :
HAYRENITEN DPA CR =4l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my-bucket>
prefix: velero
provider: aws
configuration:
restic:
enable: false
velero:
defaultPlugins:
- openshift
- aws
- CSi
- vsm
features:
dataMover:
credentialName: <restic_secret name> ﬂ
enable: true
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volumeOptionsForStorageClasses: 9
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow
ocs-storagecluster-ceph-rbd:
sourceVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd
destinationVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd

ﬂ A IRIE A SRR A M Restic Secret, AT OADP 1.2 Data Mover #1 Ceph, 03R%

A, N CR &2 1\/H dm-credential B F b5,

Q AL EA storageClass B E X FEH VolumeOptionsForStorageClass /1%, Milft
FEHEETRRENFENS. VolumeOptionsForStorageClass S#({fHF CephFS, {H
£, d%M VolumeOptionsForStorageClass 3 0] i T {E M ifR Y,

4.10.3.4.2. f#ifl OADP 1.2 Data Mover fl split &2 EE

R B LUEFE OpenShift API #HTEUEIRY™ (OADP) 1.2 Data Mover 1E8 2 ZI4HIEFE fh &0 2R,

¥ =
1. MALARRBIFTR, flE—1 Backup CR:

Backup CR 7~#l

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1

2. BT SRR TSk E1E VolumeSnapshotBackup CR B :

o

a. EEATA VolumeSnapshotBackup CR BUHEE, &2 T T4

I $ oc get vsb -n <app_ns>

o

b. E2EHE VolumeSnapshotBackup CR B E, Hi2{TU T

I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. E&1094%0, EZI VolumeSnapshotBackup CR HIR75 -/ Completed.
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4. HiUE Restic Secret R EDH —NMREBEN RFMH PR, ST UEHTHRIX
/<OADP_namespace> B i1 BackupStorageLocation 7= fi# 4t 5 B fp i 2 X MR R,

4.10.3.4.3. {81/ OADP 1.2 Data Mover 1 split Etk S iR

MREDTIREE T CephFS 7Zi%RY shallow copy ThEE, &R LUE A OpenShift APl 4T #iEE
(OADP) 1.2 Data Mover B D EIBHIMNERIRE HIE, BHEERITEEEERESREPHER,

AR
1 IBITLUT a5 kMR N AR an & 22 (]

I $ oc delete vsb -n <app_namespace> --all

2. IBfTLAT S, MBRTE&DEFTEH O/ VolumeSnapshotContent CR :

I $ oc delete volumesnapshotcontent --all

3. [ —> Restore CR, N FHIFFR

Restore CR =5l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

BT HUT UL T2 4EE 1542 VolumeSnapshotRestore CR BIHFEE :

o

a. EREFA VolumeSnapshotRestore CR M, Eiz1TA T

I $ oc get vsr -n <app_ns>

o

b. EXE4RE VolumeSnapshotRestore CR M, 15i2{TLL T

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}

5. iz T TS KRN ARRFHIER e :

I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

4.10.3.5. fitix OADP 1.2 HySRES

FHPRERRRE T MR HHFREIRSOMN], HEERBRERH, BEHREMNSNEREFRER WA

R, EAMMERKERR, REHREIHREEINER.

4.10.3.5.1. fiE2 OADP 1.2 BZER& ISR
#EH OADP 1.2 LU TR SRR IERT :

172

171



% 4 %= OADP N AER& R %RE

e Z{FF OADP 1.2.x Data Mover K& 2H1kE, 157E VolumeSnapshotClass B E Y FR(CR)H
1% deletionPolicy F %1% &7 Retain,

e 7 OADP12x i, Efff CSI &pfMikE, E=LIE VolumeSnapshotClass CR %
deletionPolicy FE&i% &7 Retain =X Delete,

BF

OADP 1.2.x Data Mover to backup # restore @ — M RATNEINEE, BAEZHE, EEX
R4

4.11. OADP 1.3 DATA MOVER

4.11.1. = F OADP 1.3 Data Mover
OADP 1.3 @& — 1B/ Data Mover, Ea]LUEH B Container Storage Interface (CSI) H1RER#HZ!
RN RFM. MRLEWE. BAMBRSIAIR, REB Data Mover AILLEMEEN REFMHIRE B
SHN AR, BFEA Kopia B EERRFEHGISRILERRBRIBHE A S —FiEZE,
OADP XZ#fLLF CSIIRER -

® Red Hat OpenShift Data Foundation

o (FAY# Kubernetes B1# 88 API Y Container Storage Interface (CSI) WhEFHEMEMT

EhEHN
5
OADP & Data Mover (#£ OADP 1.3 {E NIRRT E#) IETE RS EFEM
ML IVEf#E,

4.1.1.1. E & Data Mover

E =AM E Data Mover, #Ei4/i1E DataProtectionApplication B E X ¥R (CR) HE & CSI &I E R
TERE, TEREE— Kubernetes daemonset, FAFIEBEHIEBHIER, XEIE Data Mover 124
2. LEREEMEEE,

DataProtectionApplication & .7~

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
nodeAgent:
enable: true ﬂ
uploaderType: kopia 9
velero:
defaultPlugins:
- openshift
- aws
- csi 6

defaultSnapshotMoveData: true
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defaultVolumesToFSBackup: ﬂ
featureFlags:
- EnableCSI

#...

2 BT REERIIRIC,

FREFEREE, AIEEMI{E N restic 3 kopia, PIE Data Mover {£F Kopia F N BRIABI L ETEFEHL
#l, Fit uploaderType FERMIERH 40

CSl fEtraaEMNEHEIIRF,

o0 09

£ OADP 1.3.1 RE &AM, MNRERIXHEFERER fs-backup FIE £ Data Mover, NITEN
true, MESBEI\EFHE Data Mover, NEE&E N false,

4.11.1.2. REBURERZERIZIH B E L FIRE X (CRD)

HEH Data Mover THBEBIA T =/NFH API XI5, #E X CRD, ATEERMDMIKE :
e DataDownload: X XBIRBHEUIE T, CSIEHENEBNEMENELE—1 DataDownload
%R, DataDownload CR @ &8 XBEBHER. 1EEM Data Mover, HRIHIE T EMIHE,
BERN G IR FIEEL R ARG L AR T EmE R,
e DataUpload : {KFRBIREBIEIELE, CSIEENEAD CSIRIBGIE—1 DataUpload %I
%, DataUpload CR @ &HXIEEIRBMER. IEEM Data Mover. IBEMEDEMEZE. Ha0
WiE EERAE, URFRETEMRESIHBIELENSR.
e BackupRepository: R RN EEF MR EFHENEMEALE., HIEKE— CSIRBEDHME RS
(A, OADP & NEB N mAEAIGB—N&REIEE,
4.1.2. 3 FKE CSI RIBEIEFRZ D)

AT LUFE A OADP 1.3 Data Mover &3 1Tk E A S,

4NM.2.1. A CSIBE R RHANS

& A LU#E F OADP Data Mover ¥ Container Storage Interface (CSI) &R B0 B2 X R1F6E.

FeREH
R8T LAE A cluster-admin & & 10 £,

o B &% OADP Operator,
e {KE 7L DataProtectionApplication BE Y H#IR(CR) FE& T CSIEHFHERAT T RN,
o ME—ANNARRE, HIFAMSBERMIGEZEEFIZIT,

o {REJY metadata.labels.velero.io/csi-volumesnapshot-class: "true" & {E X 7N E!
VolumeSnapshotClass CR,

1. i Backup X REIE—1 YAML X4, WM TFEIFR :
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Backup CR 7~#l

kind: Backup
apiVersion: velero.io/v1
metadata:
name: backup
namespace: openshift-adp
spec:
csiSnapshotTimeout: 10m0s
defaultVolumesToFsBackup: ﬂ
includedNamespaces:
- mysql-persistent
itemOperationTimeout: 4h0mO0s
snapshotMoveData: true 9
storagelLocation: default
ttl: 720h0mO0s
volumeSnapshotLocations:
- dpa-sample-1
#...

INRIERANHEFEREA fs-backup FIB A Data Mover, NIEEN true, INRBEKINEH
Data Mover, NZE false,

@ B true LUE AT CSIRIBB LN RIFHE

2. NFEH
I $ oc create -f backup.yaml

EIRBOETKERLIE—1 DataUpload CR,

e &t i#E DataUpload CR HJ status.phase F & RE IR BEIER S BRI X RN R7F
fif, FTRERIIEN In Progress. Completed. Failed =X Canceled. *&RFi47E
DataProtectionApplication CR FJ backupLocations /N 77 FEZE,

o BITUL T4 IKENFrA DataUpload X RHFIEK :
I $ oc get datauploads -A
i R

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp backup-test-1-sw76b Completed 9m47s 108104082 108104082
dpa-sample-1 9m47s ip-10-0-150-57.us-west-2.compute.internal

openshift-adp mongo-block-7dtpf  Completed 14m 1073741824 1073741824
dpa-sample-1 14m  ip-10-0-150-57.us-west-2.compute.internal

o ZfTLAT M4, KEHE DataUpload i &# status.phase FEXHI(E :

I $ oc get datauploads <dataupload_name> -0 yaml
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it Nl

apiVersion: velero.io/v2alpha1l
kind: DataUpload
metadata:
name: backup-test-1-sw76b
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
csiSnapshot:
snapshotClass:
storageClass: gp3-csi
volumeSnapshot: velero-mysql-fq8sl
operationTimeout: 10mO0s
snapshotType: CSI
sourceNamespace: mysql-persistent
sourcePVC: mysq|l
status:
completionTimestamp: "2023-11-02T16:57:02Z2"
node: ip-10-0-150-57.us-west-2.compute.internal
path: /host_pods/15116bac-cc01-4d9b-8ee7-
609c3bef6bde/volumes/kubernetes.io~csi/pvc-eead8167-556b-461a-b3ec-
441749e291c4/mount
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
snapshotID: 8da1c5febf25225f4577ada2aeb9f899
startTimestamp: "2023-11-02T16:56:22Z"

ﬂ R R BRI BN I BN RFFE,

4.1.2.2. %k 8 CSI Er R

& LGRS B2 —1 Restore CR ik S &R R,
==
IEABEME A OAPD 1.3 REHUIE Mover M OADP 1.2 k& Volsync #&19. TEFZE] OADP
1.3 ZR/l, BiFEMA Restic XA LIEAEHAITXHREED.

FeREH
o RATLUF A cluster-admin & &A1 EE,

o {RA— OADP Backup CR, ™ MHREH#IE,

e
1. 5 Restore CR & YAML 344, w0 FBIFFR :

Restore CR 7=l
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apiVersion: velero.io/v1
kind: Restore
metadata:
name: restore
namespace: openshift-adp
spec:
backupName: <backup>
#...

2. NAEH
I $ oc create -f restore.yaml

k& B ohiT &6 — > DataDownload CR,

o (RAETLLETHE DataDownload CR Y status.phase FE&E iR R E T R2HIRES, TTRERIE N
In Progress. Completed. Failed =% Canceled.

o EIXEVFFA DataDownload M RMFIK, HiZITUTHS :

I $ oc get datadownloads -A
I

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp restore-test-1-sk7lg Completed 7m11s 108104082 108104082
dpa-sample-1 7m11s ip-10-0-150-57.us-west-2.compute.internal

o MIALL TSI ESE DataDownload % §kH status.phase FEXHIE :

I $ oc get datadownloads <datadownload_name> -0 yaml
it N |

apiVersion: velero.io/v2alpha1l
kind: DataDownload
metadata:
name: restore-test-1-sk7Ig
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
operationTimeout: 10mO0s
snapshotlID: 8da1c5febf25225f4577ada2aeb9f899
sourceNamespace: mysql-persistent
targetVolume:
namespace: mysql-persistent
pv: "
pvc: mysql
status:
completionTimestamp: "2023-11-02T17:01:24Z"
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node: ip-10-0-150-57.us-west-2.compute.internal
phase: Completed 0
progress:
bytesDone: 108104082
totalBytes: 108104082
startTimestamp: "2023-11-02T17:00:52Z"

ﬂ R CSIRIBEIRE D HBIIRE.

4.11.2.3. fitix OADP 1.3 BySERE

FHPRERRRE T MRS HBRESRBOMN], EERBRERL. BEHRENSNERERE RN ITH
R, EERBDEERKIEMRER, REHRENFREEHNESR.

4.11.2.3.1. fllkk OADP 1.3 MZRREH5ma
& OADP 1.3 LA Tt pREERS H5m -

e 7£ OADP13x ™, HHEAEMRBNEHRIIRESEN, EFILE VolumeSnapshotClass B
E Y HHR(CR)H 4 deletionPolicy FE% % & Retain = Delete.

4.12. tRFEHERR

IREI LUER OpenShift CLI TE s Velero CLI TE i Velero BE X HE(CR), Velero CLI TE{Z{{E
AN EERE R

BRI E REFH, £9MKE CR A, LUK Restic [7]#,
& e LA A must-gather TEWEBHEF CRER.
B LU LA 5 7EFRER Velero CLI TR -

® T# VeleroCLITE

o {jjn|&EEE M Velero EREH B Velero Z i Hl X 4

4.12.1. 7%k VeleroCLI TE
TRRTLUZRER Velero XA TTE AR BYER T #Ei &2 Velero CLI TR,
ZIHEE

o f#fH Homebrew #J macOS

® GitHub

e {3 Chocolatey B9 Windows

FeREH
o AL/ T DNS 1AM Kubernetes ££2% v1.16 S = i A,

o MRBEXRMZET kubectl,
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% 4% OADP M ARFE&HHIRE

pi% &2
1 FTFFN Y8R, FAZITE Velero ML BB 2% CLI",
2. BB macOS. GitHub 8 Windows HJ3&E X432,

3. T#HIEMAT OADP #1 OpenShift Container Platform MR Velero iR A,

4.12.1.1. OADP-Velero-OpenShift Container Platform kA& Xx%

OADP fi& Velero hitA& OpenShift Container Platform
Rz

11.0 19 4.9 REHBIRAE
111 19 4.9 REHFBIRAE
11.2 19 4.9 REHBIRAE
11.3 19 4.9 REHBIRAE
11.4 19 4.9 REHBIRAE
115 19 4.9 REHBIRAE
11.6 19 41 REFBIRAE
11.7 19 40N REFBIRAE
12.0 111 41 REFBIRAE
121 111 41 REFBIRAE
12.2 111 41 REFBIRAE
12.3 111 41 REFBIRAE
13.0 112 410-415

1.3.1 112 410-415

13.2 112 410-415

1.4.0 114 414 REFHTRA

4.12.2. 15 [nEEREH B Velero EREHH) Velero — #3014
e LUMEF shell fp5 1/ A EEEBEABY Velero ERE ) Velero Z il 34,
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FoRFMH

e {&H DataProtectionApplication B7E . FIRHIIRE 1 Reconcile complete,

ff

L=
o HIALUTRGIREMBIGA

S

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

4.12.3. {#F OpenShift CLI T2 Velero %R

&I LS A OpenShift CLI TERE Velero BE X HIR(CR)H Velero pod B &RV KA & 103k
g,

Velero CR
&M oc describe 41235 Backup =% Restore CR XE(FIZEE IR

I $ oc describe <velero_cr> <cr_name>

Velero pod Bi&
{5/ oc logs s 13 Velero pod B :

I $ oc logs pod/<velero>

Velero pod i B&
& 5] LAFE DataProtectionApplication FRAH1EE Velero B&EZ, W TFHIFTR.

IXANMEIA M OADP 1.0.3 FF 14,
apiVersion: oadp.openshift.io/vialphal
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:
configuration:

velero:
logLevel: warning

A A/ logLevel fHHINTF :
e trace
e debug
® info
® warning
o R

o fatal
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® panic

SNFLZHAE, EWWFER debug.

4.12.4. A Velero CLI TE iz Velero TR

&7 LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZERAE,
Velero CLI TELt OpenShift CLI TEIRHEHELIRE R,

ik

{3 oc exec B 5IZ1T Velero CLI 8% -

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Example

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help FIFT A Velero CLI fp % :

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe @85
{& 3 velero describe 47135 Backup 5 Restore CR XEFVE S AR

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Example

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

velero describe &R P R ERUTREWREERMES -
e Velero: 5 Velero AFRFEXRMERTIXR, HII0 : 5ERITHERNER, EREHXHSE
o £ SRMMMERISEEETIREXAERIIE
o MAZN : EEMIIKREFIEER L ZER P HRERAERIIR

XEERF R —N KL 1R 53 Restore 1 /E#% UK PartiallyFailed 4~ Completed ;K &., BER
RIEM SRR S ER,
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BF

o NFHRETFHIEMEE R, Bl Cluster #1 Namespaces §1%, restore describe --
details fiitH 25— N RIIK, HPFIHT Velero 7E1RE R INMIFRE HHR, X
FEARRERNEMRR, HFRERREE XA TERER,

o WRTFTE Velero ifi%, BRBERFETHIEREMNIEIR, 1 describe fhH R H %
BEMRE, BEBWE TEMEFMEIRRE, BFARIEREENBRERF.
Ban, INRHH E S PodVolumeRestore =% 17 A IEAR X AOEER, BRE
PodVolumeRestores #1 DataDownloads FJIR A, 1R E A EA KW SABIEE
17, NBHIETECHTEME,

logs A%y
{# M velero logs #4513 Backup 5% Restore CR B :

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Example

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

4.12.5. KNEAR R CPU &M pod FRIFHENE S
#NR Velero % Restic pod R AR AFS CPU MS AR, B EREM— N ERAXERENT
HibFiR

e CPUFMRNFEEX

4.12.5.1. 7y Velero pod % FiRiE R

I&E LUEF oadp_vialphal_dpa.yaml X{EH
configuration.velero.podConfig.resourceAllocations & FE& ) Velero pod % &5 & B FTIRIE K.

i

L=

S

o 7E£ YAML X% & cpu 1 memory BHREIEXK :

Velero X4~

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
velero:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 200m
memory: 256Mi
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ﬂ 5| resourceAllocations Fi T 5{# A,

4.12.5.2. 7 Restic pod % & FiRIE R

& LU# A configuration.restic.podConfig.resourceAllocations specification 2%}y Restic pod %
BREFIRIEK,

Y

e 7 YAML X{4Ai%ZE cpu #1 memory FRIEX :

Restic X461

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
restic:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 1000m
memory: 16Gi

ﬂ 5| resourceAllocations FH T 5{F A,

BF

FIRIERFEEM(ESIHETES Kubernetes HIREKRERNER ., AN, MREEBERE
configuration.velero.podConfig.resourceAllocations =%
configuration.restic.podConfig.resourceAllocations, 1] Velero pod 5% Restic pod By
#XIA resources FIAEINT :

requests:
cpu: 500m
memory: 128Mi

4.12.6. Velero #14£ A Webhook #[n] i

Velero TEMRE T F2 R HE AN Webhook [R[IBIRE DB R, #NRIEE T IE 77 B AHEAN webhook, EAIEE
EEFAYTNB Velero FEMH BRI IRE TEH1#H,

BE, WHEMEAN Webhook T EMEEEN éﬁ‘ﬁﬁ']LﬁE?%*”E’J KR, MNBREHITIENHEEFRER,
& A A webhook BEEIEFHIR, MsHILXFIE,

Bian, BIERsIRETNZEXNTSR, 40 service.serving.knative.dev @FSBE 0B FHIR, MNRMEEEIXEE

8, WAREEFER Velero BIEMIRE ;X LETHR, X aE 7 H Velero Bl FRE A Webhook BEETF R
By A,

4.12.6.1. N A webhook B Velero £k S IR AR
ATNETEREAN webhook BY— LKA Velero &0k & TR B HIZIAN £ 1%,
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4.12.6.1.1. k& Knative iR

BT eE B EIEF Velero &10{E A A webhook B Knative BEiRAAIE,
EEPFVRE [F AN webhook B Knative BHRES, A LUBIT B Sk E TH/Z Service FF iR 38t 621X

[ 78l
it

o RETI/Z service.serving.knavtive.dev Service 7R :

$ velero restore <restore_name> \
--from-backup=<backup_name> --include-resources \
service.serving.knavtive.dev

4.12.6.1.2. ¥% £ IBM AppConnect ¥R

INRIEFEA Velero TRE BB # A webhook BJ IBM® AppConnect BRI A, KA LAELTR2Hia
TRRE,

ff

L=

S

1. KEEEHEE A kind: MutatingWebhookConfiguration B8 & 4 A H :

I $ oc get mutatingwebhookconfigurations

2. &S Kind: MutatingWebhookConfiguration B9 YAML 3¢/, LURFREEAENNIROIEEE
AN R, MEEZER, ESHE A Kubernetes 314,

3. REEEPEEAM type: Configuration.appconnect.ibm.com/vibetal F#] spec.version #%
B &% Operator #,
4.12.6.2. OADP f&E# B2 A7

UTFETNE T OpenShift API for Data Protection (OADP) 4 B0 B &0 AR

4.12.6.2.1. AN D secret, Velero B GREHTRbESHIEE R

BHEHERT N ARF(DPASCHABE AP EBFHEGEBSL)N, OADP 25, XEKE DPA )
WA IEME XM oadp-<bsl_names>-<bl_provider>-registry-secret.

YE1DB1THf, OpenShift Velero A EHE RS MR EIER, FERUTER !

024-02-27T10:46:50.0289517447 time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"

backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,

namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

4.12.6.2.1.1. IimisHRR 75 SRELEE 6 I EE R
ER R Velero 4 panic 551%, BHATUA TS E !
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1. FERAMEXREIMCEE X BSL :

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. TEbRIC BSL |/, % DPA WA,

% -
AT L@ DPA AR B TR B ek Hl AT A,

3. % DPA iR, #iAMEXH oadp-<bsl_name>-<bsl_provider>-registry-secret 2 #IEF B H
==

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bsl_provider>-registry-secret -0 json | jq

-r '.data’

4.12.6.2.2. OpenShift ADP Controller 4 B2

IMREERNEA T cloudstorage 1 restic B91&% FEZE DPA, openshift-adp-controller-manager
pod RERIES BRIGHEFIE, BEE pod HIN—ERIREI 2 EREEIR N LE,

1R REETE X velero =X cloudstorage, ©f12HE FHFER,
o MMRIEENIE LT velero #1 cloudstorage, openshift-adp-controller-manager < %Ki,
e 1R velero 71l cloudstorage #B% B E X, openshift-adp-controller-manager t23 K,

BXRIAEMELZER, 1ESH OADP-1054,

4.12.6.2.2.1. OpenShift ADP Controller 4> Ex RGN R 5

EERE—1 DPARK, EiE X velero 5 cloudstorage, RIEFE DPA fREIE E LT X F A
API, openshift-adp-controller-manager pod &%k, F EREBIGIEIAD ERET IR,

4.12.6.3. Velero ¥R [E] "received EOF, stop recv loop" 5 2

R

P2 Y=
Velero &EHEVEH BHIBRMIETZE SN, X Velero BIEREIG, TIL2ENY, T©I#H4EH,
UK Z! received EOF, stopping recv loop JH R~ EHIRIEETK. XHFRBEHRELE
T 5%,
Heth BT
o JEAEM

e Webhook # AG

o Webhook H AfHHEFLE

4.12.7. L& 50
ERESIRRIF N BN, EaAeS S5 A TN B T8 E RS 5 B 9,
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4.12.7.1. i EEIETHEB

Velero pod HEGRIEFIFHEE, SAEMESTHNTLER.
A

NREEDERE Velero B XML H %,

fRRAZE

INENREFERERT Velero, M@ 1% DataProtectionApplication ;& # ARy
spec.backupLocations.velero.objectStorage.prefix S h F #iE 15 E — NI,

4.12.7.2. AWS EIFRIEH

oadp-aws-registry pod HE&ER E R4 1%E 2 InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records.

Velero pod B i R4 1%H S NoCredentialProviders: no valid provider in chain,

=4S
FF11/% Secret X R B credentials-velero X #4&5 %X 1L,

BARHE
41 credentials-velero X4 B EMIE AL, M TFHIFFE :

credentials-velero 3~

[default] €)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUthFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

@ AwsEiEREE.
@ TRERES (") BHEEEX,

4.12.8. OADP Operator |7zl

OpenShift API for Data Protection (OADP) Operator AIEE B EIE© Toi& R R A 0],

4.12.8.1. OADP Operator ZHER KK

OADP Operator B S3 =1 8E 22, {BFEiZ21T oc get po -n <OADP_Operator_namespace> #45
B, &&EE Operator BAAZ /N Running, 7EiXF#1ER T, Operator i\ NE FEHM XN, RNE
iRk & B ETIET,

IRE
XA R RN T E IR HBINRA B,
fRRAE

RREMEMAETIRBSL), HRESD BSL WERREHRFILRE,
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it
1 BITU TS — U3 BSL IR :

a. {8 OpenShift CLI :
I $ oc get backupstoragelocation -A
b. {8 Velero CLI :
I $ velero backup-location get -n <OADP_Operator_namespace>
2. A BSL A%, 2T THSREREN BSLHER, HRAEBNELREHIE R,
I $ oc get backupstoragelocation -n <namespace> -0 yaml
LRI

apiVersion: vi
items:
- apiVersion: velero.io/v1
kind: BackupStoragelLocation
metadata:
creationTimestamp: "2023-11-03T19:49:04Z2"
generation: 9703
name: example-dpa-1
namespace: openshift-adp-operator
ownerReferences:
- apiVersion: oadp.openshift.io/vialphat
blockOwnerDeletion: true
controller: true
kind: DataProtectionApplication
name: example-dpa
uid: Obeeeaff-0287-4f32-bcb1-2e3c921b6e82
resourceVersion: "24273698"
uid: ba37cd15-cf17-4f7d-bf03-8af8655cea83
spec:
config:
enableSharedConfig: "true"
region: us-west-2
credential:
key: credentials
name: cloud-credentials
default: true
objectStorage:
bucket: example-oadp-operator
prefix: example
provider: aws
status:
lastValidationTime: "2023-11-10T22:06:46Z"
message: "BackupStoragelLocation \"example-dpa-1\" is unavailable: rpc
error: code = Unknown desc = WebldentityErr: failed to retrieve credentials\ncaused
by: AccessDenied: Not authorized to perform sts:AssumeRoleWithWebldentity\n\tstatus
code: 403, request id: d3f2e099-70a0-467b-997e-1f62345e3b54"
phase: Unavailable
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kind: List
metadata:
resourceVersion: "

4.12.9. OADP B

Wit TR, AR E R TR BRI R AT A LB R TRRITER. WECE AT D 5
e EilgRNB AT sEs,

BRERT BB XENFSEBIZE, , UMEFKE N RENBI R AKSBIEE T EEFENF
A, FAEEFEEEAE, UFSHERIRENERMBERAMERER,

LT 2RRER OADP #8I % EBMER :

4.12.9.1. Restic 8
timeout 7 X Restic ¥, BRIAEH 1h,
FELUTFIER T Restic timeout :
o NS PV #IEFEAEXT 500GB B Restic #17%
o INREMDEBIF E R TR |

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting
for all PodVolumeBackups to complete”

Pt =

e ’i%H DataProtectionApplication CR ;& #.H#J spec.configuration.restic.timeout HHI{E, #0
THIRR -

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

configuration:

restic:
timeout: 1h

#...

4.12.9.2. Velero FRABIT

resourceTimeout & Y IE BN 4 £ RIEF Velero BHRBINT A, MERF Velero BE X HIRE X (CRD)H
Fi. volumeSnapshot HIFRFIFMEZERTH, FKIMES 10m,

ELLTER T{E A resourceTimeout :

o XEPVEIEBFEREXRT ITBMEHR. SEMEMIRCHTME], Velero FiiEE MR
Container Storage Interface (CSI)IR BRI {51 A th S8 B {E,

o XMEFEIBH—NFESEREEL VSC, LB TTRTFZES.
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o ENIEMMR—NEFDEMECHELSTF AT Restic 3% Kopia WETFXHRGH &R,
o HEMEMHIREBE LR (CR) X EiRAI, KEHEEEHM Velero CRD 25T H,

o % DataProtectionApplication CR & ¥.#J spec.configuration.velero.resourceTimeout
FB9E, STBIRTR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_name>
spec:
configuration:

velero:

resourceTimeout: 10m

#...

4.12.9.3. Data Mover timeout

timeout 2 — N/ IRHE. 58X VolumeSnapshotBackup #1 VolumeSnapshotRestore HiBHT {E,
BRUMEH 10m,

ELLT &R T {E A Data Mover timeout :

o NR1I3 VolumeSnapshotBackups (VSBs) #1 VolumeSnapshotRestores (VSR), &7 10
D EEB,

o WFEPVEIRFERAZE T S00GB MARBIIME, #%iE& 1h BIBETH[H,
e {#f VolumeSnapshotMover (VSM) &4,

o UEMT OADP 11x.

o % DataProtectionApplication CR ;& %/ spec.features.dataMover.timeout HHHHI{E, #0
THIRRR -

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

features:

dataMover:
timeout: 10m

#...

4.12.9.4. CSI tRBEE#BHT

CSISnapshotTimeout 157, EAIRIIZREIEN 51581, FTEERF CSI VolumeSnapshot K5
ReadyToUse BJHf[H], BRINE T 10m,
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ELLUTFIE R T CSISnapshotTimeout :
e fHf CSI i,

o WFFEARENEMES, JHTHRIRMN ARSI 10 2. MREAEHHIBENESR, 1EH
BILHExE,

==
BE, TEZEHE CSISnapshotTimeout, ENEINKEEEETI KB FHEHIER,

o 47E Backup CR & HH spec.csiSnapshotTimeout HirB{E, I FHIFTR :

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
csiSnapshotTimeout: 10m
#...

4.12.9.5. Velero B\ 17 B &8}

defaultitemOperationTimeout £ Y £ F]% 7+ BackupltemActions #11 RestoreltemActions Fft
FHIF A, BRIAE R 1h,

TELLTIE R F#FH defaultitemOperationTimeout :
e 17 Data Mover1.2.x,

o BRE—TRESMHRENFFRTIRIETHRINEKE, 7£ OADP hEE LT3, X/MEA
F3% &% Container Storage Interface (CSI) Data Mover IREHI B 4 121,

o Y{#HF defaultitemOperationTimeout 7£ Data Protection Application (DPA) A %E 3.
defaultitemOperationTimeout '}, BEAF &R RS RE, ETLUER
itemOperationTimeout 3k R iE XL CR &I fesk ik £ 442, #ILATF "Item operation
timeout - restore" # "ltem operation timeout - backup" &84 Frid,

i

o 5% DataProtectionApplication CR & H.#
spec.configuration.velero.defaultitemOperationTimeout SR E{E, N TFHIFFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_name>
spec:
configuration:

velero:

defaultltemOperationTimeout: 1h

#...
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4.12.9.6. TIB /B - k&

ItemOperationTimeout 15 & Fi T %#F RestoreltemAction & /ERIN A, EKIMEN 1h,
ELUTIERT, £ restore ltemOperationTimeout :
e 17 Data Mover 1.2.x,

e XfF Data Mover, %% BackupStorageLocation SiMEF T#:, WNREARIBIEEE K
WEIRE, SRR, MRENFESKNKEIEB H 5 BE4E Data Mover #2EXIK,
=T B8 &R IR ANX MBI X B,

o ’i%E Restore CR & H.# Restore.spec.itemOperationTimeout HHBY{E, M TFEIFE -

apiVersion: velero.io/v1
kind: Restore

metadata:

name: <restore_name>
spec:
itemOperationTimeout: 1h
#...

4.12.9.7. B BB - &5
ltemOperationTimeout 15 T &% 4 BackupltemAction ##/FHIN [H], BRINMEN 1h,
ELUTIERT, EH backup ltemOperationTimeout :

e A Data Mover 1.2.x,

e XIF Data Mover, _E{£%| BackupStorageLocation SiMEF T#:, WNREABIBIEEE K

ERRE, ©RIFNCHRM. MRENFHEERNKHIER H-5 2 EHE Data Mover EBIEKIL,
=T B 7 Z 1 IX MBI E,

o J7tE Backup CR ;& ) Backup.spec.itemOperationTimeout S #I(E, N TFHIFTR :

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
itemOperationTimeout: 1h
#...

4.12.10. %201 E CR [7]#

IR RE21BE Backup #1 Restore B & Y ¥HRE(CR)HIE LA/,

4.12.10.1. %19 CR L FRE
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Backup CR 2 RiE15%H 2 InvalidVolume.NotFound: The volume ‘vol-xxxx’ does not exist.

IRE
FAMEPV)MIRBAEMLT AR E,

RAE

1. 4%% DataProtectionApplication ;& ¥ # spec.snapshotLocations.velero.config.region
BIE, FEIREBAEMTS PV HRKXE,

2. DIEHH Backup CR,

4.12.10.2. %48 CRKEE#H4Th
Backup CR BJRSIREE InProgress [ %, BRTEM.

=S
MR DT, NILERE,
BRAR
1. %% Backup CR BUIE4HE R :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. k& Backup CR :

I $ oc delete backup <backup> -n openshift-adp

BAFRERESMMUE, RNIELHFITHHN Backup CR & L& XHEIN RFHE,
3. GE%# Backup CR,
4. #H Velero #101E

I $ velero backup describe <backup-name> --details

4.12.10.3. &1 CRIRTLLTF PartiallyFailed

1£3% 8 Restic {ERANT—4 Backup CR BRSIR B E PartiallyFailed 1 E%, Bi%B5MK. ME PVC BIR
B&FUE,

IRE
IMRFHBET CSIRREOIREM, BRVIRE, CSIHRBEEHERFITEQZMRR, Eit, Veleropod &
IDFRLI T RIES IR

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-adp/user1-
backup-check5 error="error executing custom action (groupResource=persistentvolumeclaims,
namespace=busy1, name=pvci-useri): rpc error: code = Unknown desc = failed to get
volumesnapshotclass for storageclass ocs-storagecluster-ceph-rbd: failed to get
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volumesnapshotclass for provisioner openshift-storage.rbd.csi.ceph.com, ensure that the desired
volumesnapshot class has the velero.io/csi-volumesnapshot-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq

RAE

1. k& Backup CR :

I $ oc delete backup <backup> -n openshift-adp

2. MNRFE, 751 BackupStorageLocation E7=fi#HIEE LB B Ze 4],

3. J$#5% velero.io/csi-volumesnapshot-class=true %] VolumeSnapshotClass ¥ & :
I $ oc label volumesnapshotclass/<snapclass_name> velero.io/csi-volumesnapshot-class=true

4. QIEEHH Backup CR,

4.12.11. Restic 7]

TE{EF Restic &N ARFN, EARERIBEIX LR,

4.12.1.1. JFA T root_squash B NFS HiiEE K Restic FUBREE 1%

Restic pod H & G REE1554 2, controller=pod-volume-backup error="fork/exec/ust/bin/restic:
permission denied",

JRX
INSRIREY NFS BIESZ H T root_squash, Restic B51E| nfsnobody, H3% A& I &0 BIFR,

RAR
f&A LIRS Restic S84 FE4HF IS4 ID 7R 1NE) DataProtectionApplication & 5. A S A2 R IX 4N Al

1. 7£ NFS ##E& 5 Restic S/ 74,
2. 7 NFS B EiXiE setgid i, LUEHKEHFRBEIL

3. ¥ spec.configuration.restic.supplementalGroups S ##141 ID 7RINE!
DataProtectionApplication &£ &, N TFHIFT :

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

Q EEFFA ID,

4. %1 Resticpod EfF, LUMENAEH,
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4.12.1.2. FTE AR 5 I f5 E T 0/ Restic Backup CR

INRIE N 4 22 A B3 Restic Backup CR, EBEX REMMNELE, RENE—hREHEFHOE
Backup CR, Z#Tfl|E# Backup CR 25K,

velero pod BE& B R THIZHE R  stderr=Fatal: unable to open config file: Stat: The specified key
does not exist.\nls there a repository at the following location?,

]
L?s ZY

INR Restic B RMITRZMEDMIBR, Velero A M ResticRepository & E #0823k B # Restic 7i#
E, NFREZER, ESM Velero Al 4421,

RAE
o ZfTLAT AN, MerRZ[A FHPRIE XA Restic 7 i#)%E

I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>

FELUTEHIRBER, mysql-persistent 25 A Restic Fi#E, FiEENRIFSEIEE A
¢O

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qge.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistenf\n: exit status 1" error.file="/remote-source/
src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-qbkds

412.1.3. A NEH T PSAEBE, Restic tkE I 1E OCP 4.14 EXKIK

OpenShift Container Platform 4.14 i HlH{T—1 pod T2 A (PSA) 5RBE, 1%KRIE AT BERTE Restic &k
S EHEIE pod WFLZEE,

NSRBI Pod B # A% SecurityContextConstraints (SCC) ¥R, 7 H pod LM PSA RSB XE N
BRI BITAE, T Pod J# AJFHRIE4E,

ERGXNMAHBIREZ Velero HHRKE B,
HiRA

\"level=error\" in line#2273: time=\"2023-06-12T06:50:042\"
level=error msg=\"error restoring mysql-869f9f446-tp5Iv: pods\\\
"mysql-869f9f44f6-tp5IV\\\" is forbidden: violates PodSecurity\\\
"restricted:v1.24\\\": privil eged (container \W'mysqgl\\\

" must not set securityContext.privileged=true),
allowPrivilegeEscalation = false (containers \\\
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"restic-wait\", W'mysg\\" must set securityContext.allowPrivilegeEscalation=false), unrestricted
capabilities (containers \\\

"restic-wait\", \W'mysg\\" must set securityContext.capabilities.drop=[\\"'ALL\\\"]), seccompProfile
(pod or containers \\\

"restic-wait\", \W'mysg\\" must set securityContext.seccompProfile.type to \\\

"RuntimeDefault\\" or \W'Localhost\\")\" logSource=\"/remote-
source/velero/app/pkg/restore/restore.go:1388\" restore=openshift-adp/todolist-backup-0780518c-
08ed-11ee-805c-0a580a80e92c\n

velero container contains \"level=error\" in line#2447: time=\"2023-06-12T06:50:052\"

level=error msg=\"Namespace todolist-mariadb,

resource restore error: error restoring pods/todolist-mariadb/mysql-869f9f44{6-tp5lv: pods \\
"mysql-869f9f44f6-tp5IV\\\" is forbidden: violates PodSecurity \\\"restricted:v1.24\\\": privileged
(container \\

"mysqgl\\" must not set securityContext.privileged=true),

allowPrivilegeEscalation |= false (containers \\\

"restic-wait\",\\"mysg\\\" must set securityContext.allowPrivilegeEscalation=false), unrestricted
capabilities (containers \\\

"restic-wait\", W'mysg\" must set securityContext.capabilities.drop=[\\"'ALL\\\"]), seccompProfile
(pod or containers \\\

"restic-wait\", W'mysqg\" must set securityContext.seccompProfile.type to \\\

"RuntimeDefault\\" or \W'Localhost\\\")\"
logSource=\"/remote-source/velero/app/pkg/controller/restore_controller.go:510\"
restore=openshift-adp/todolist-backup-0780518c-08ed-11ee-805¢-0a580a80e92¢c\n]",

BRAE

1. 7£ DPA BE X ¥R (CR) A, KEHIXE Velero IR %5 LB restore-resource-priorities &
E¥, LUAGRIERIRIIZERM pod ZE1%IH securitycontextconstraints :

I $ oc get dpa -0 yaml
DPA CR 7=l

#...
configuration:
restic:
enable: true
velero:
args:
restore-resource-priorities:
'securitycontextconstraints,customresourcedefinitions,namespaces,storageclasses,volumesnap:
hotclass.snapshot.storage.k8s.io,volumesnapshotcontents.snapshot.storage.k8s.io,volumesnap
hots.snapshot.storage.k8s.io,datauploads.velero.io,persistentvolumes,persistentvolumeclaims,s
rviceaccounts,secrets,configmaps,limitranges,pods,replicasets.apps,clusterclasses.cluster.x-
k8s.i0,endpoints,services,-,clusterbootstraps.run.tanzu.vmware.com,clusters.cluster.x-
k8s.io,clusterresourcesets.addons.cluster.x-k8s.io' 0
defaultPlugins:
-gcp
- openshift

ﬂ MREBE—NINENREFRMLERIR, HHEFIBIIRS TEIRGH.

2. HRN AR pod HREME— (N HEBEIEE PodSecurity Admission Z& AFRmd) LARALE
HEEZESE., MRNARFESREIMET—, Xk SCC Bft4, #HAIEERHEIEIR,

195


https://access.redhat.com/solutions/7002730

OpenShift Container Platform 4.15 & {3 flth &

i

ﬁ .
C RAMRRAFRLE, KABRBRERTES,

Hith 5w

o HEREIEE PodSecurity Admission Z5

4.12.12. £ must-gather T2

R R LAE A must-gather TEWEE X OADP BE LHRMARE. ErFER.
must-gather #3E 2 MBI A & 7 22461,

&0 LA B LA T 0B ISR 2 7752 4T must-gather T

o 5% must-gather #E IS} %% OADP Operator BIFFA in & 22 (5] Y 5E Prometheus metrics,
pod B&E#H Velero CRER.

o E KB must-gather BRI ERTE R ERFLLNT AW ULEE pod BEA Velero CRER, HltN— /it
2 24 /\Ef, Prometheus I8 HIEE BERTEER.

o {HFENTH must-gather #IEE., WMNMREITZL Backup CR KNI, NIEIEMETER KIH,
& LOR T 1B B E IR = M RE,

® Prometheus IEEUIEHE T EH 8 S Prometheus IWEE ISR TZ R XX 14,

FoRFMH

o T ilfERAEA cluster-admin A& &I &K E OpenShift Container Platform &%,
e B% % OpenShift CLI (oc).
e XIF OADP 12, EEHH Red Hat Enterprise Linux (RHEL) 8.x,

e XIF OADP 1.3, FE{FH Red Hat Enterprise Linux (RHEL) 9.,

1. #E A7Zfi#% must-gather 21 B %,
2. AT EB RS LY 2 —i21T oc adm must-gather 64 :
o SEER) must-gather FIEWE, SIE Prometheus 81T :
a. XfF OADP 1.2, izfTA @4 :
I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.2
b. ¥F OADP 13, izfTLA &% :
I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3
#IBRTEH must-gather/must-gather.tar.gz, & LU ST EEBIZIIEE 17 W

ISR R A,
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o EERLMIAIN, EZAX must-gather #2IBKEINBER 1T Prometheus $847 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- lusr/bin/gather_<time>_essential

LUNG B8 E S [R], SBVFRY(ER 1h, 6h. 24h, 72h = all, 140
gather_1h_essential =% gather_all_essential,

o (HFBATEY must-gather HIBEINE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- lusr/bin/gather_with_timeout <timeout>

© L hRiEEA .

® Prometheus 8 EUIEHLNE ¢

a. XF OADP 1.2, =1TLATFan

b

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.2 --
/usr/bin/gather_metrics_dump

b. XfF OADP 1.3, iZfTLATF&% :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_metrics_dump

LR RERER KA, #IBR1FH must-gather/metrics/prom_data.tar.gz,

HithBR
o NMEEREE

412121 FRAFEARLE TLS 12K must-gather

INRFERAEE XL CAIET, must-gather pod J5i&7KEX velero logs/describe B4t . Z4¥ must-gather
TESRRELM TLS EEEBEMEA, ETLUS gather_without_tls TR&(F 45 must-gather i85,

AR

o FALIT&S, 19 gather_without_tls 177 ({E1%X true) 1%i#% must-gather T8 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_without_tls <true/false>

KIANBRT, XMrEREIRSN false, [FHEX N true LLRVIFFRLEH TLS %#,

4.12.12.2. {5 must-gather TE & F%£10

BAl, FTEHE must-gather I, HIINIEEBN EE, RN ATFFAREN TLS H, EELEBERT,
&H LUdid £ must-gather 63 51T HRIXE MBS 8 SR ARRIXNREI, a0 TFHIFFT -
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oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 -- skip_tls=true
/usr/bin/gather_with_timeout <timeout_value_in_seconds>

EARBIF, TE21T gather_with_timeout FIARTIXE skip_tls TE. “53R= gather_with_timeout #
gather_without_tls FJ2H &,

BRI XM AR IEENHM T2 20T -
e logs_since, BRIA{EH 72h
e request_timeout, ZXIAfE ) Os

#NR DataProtectionApplication B E Y #JR(CR)EE T s3Url 1 insecureSkipTLS: true, Il CR A&
R AERD CAIEPMEELENBER, BWREXLEHRE, HFERLUTETZIT must-gather &4 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_without_tls true

4.12.13. OADP Monitoring

OpenShift Container Platform 124 7 — MR, ATAANEEARNREMEEEELR, #1
TS WEREFZITNAP N ARFNRSM I EREMEE, SEEEHLERNKEIER,

Hi 5w
o IN¥EHER:

4.12.13.1. OADP 5§ i%&

OADP Operator #JF OpenShift Monitoring Stack #2#t#J OpenShift User Workload Monitoring M
Velero RS ik ke 3R1E TR, WA HERR AR OpenShift Metrics ZiARTIH AR ' & X B Alerting Rules
AT,

J& A User Workload Monitoring &, BILABCEFIER{EMS Prometheus RAME=75 Ul (40
Grafana) &#uAL Velero $E1T.

BIEEREE AN EXNIE A REE, #F0/Z—1 ServiceMonitor iR, LAMEMALT openshift-
adp %22 /E R E S A OADP BRSS i i IR EUX L4 R,

FoRFMH

o TLUFEMAESA cluster-admin BB F i/ (7] OpenShift Container Platform &%,

o HMEOETERMNIEREKRSN,

AR

1. %%% openshift-monitoring 54 Z2 (A A cluster-monitoring-config ConfigMap X1 :
I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

2. 1f data EB93HY config.yaml FE& /7 Nsk /5 F enableUserWorkload i :

I apiVersion: v1
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data:
config.yaml: |
enableUserWorkload: true ﬂ
kind: ConfigMap
metadata:
#...

© I ETIHAES true

3. BT E M THM4 2T T openshift-user-workload-monitoring #3222 (8] Fi21T, HEFHER
i 18] B& SELSHIE User Workload Monitoring Setup :

I $ oc get pods -n openshift-user-workload-monitoring

Kyt Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-6844b4b99c-b57j9 2/2 Running 0 43s
prometheus-user-workload-0 5/5 Running 0 32s
prometheus-user-workload-1 5/5 Running 0 32s
thanos-ruler-user-workload-0 3/3 Running 0 32s
thanos-ruler-user-workload-1 3/3 Running 0 32s

4. %k openshift-user-workload-monitoring 2 & 77 7E user-workload-monitoring-config
ConfigMap, IRFE, HBT XM RARRFRT T,

I $ oc get configmap user-workload-monitoring-config -n openshift-user-workload-monitoring
I
I Error from server (NotFound): configmaps "user-workload-monitoring-config" not found

5. 7 User Workload Monitoring fll##—4* user-workload-monitoring-config ConfigMap % &,
FiFe®R%E N 2_configure_user_workload_monitoring.yaml X4 :

it

apiVersion: v1i
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

6. MA 2_configure_user_workload_monitoring.yaml 32{4 :

$ oc apply -f 2_configure_user_workload_monitoring.yaml
configmap/user-workload-monitoring-config created

4.12.13.2. B/ OADP AR5 5235
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OADP £t T —/ openshift-adp-velero-metrics-svc iR 55, ©R7EEE DPA G, B TEMEE
EERARRS R iE2R IR E LIRSS .

BT LT a4 AR ERIZAR 55 BO1E1

ff

L=

S

200

1. #{R openshift-adp-velero-metrics-svc IR557F7E, BN UEE

app.kubernetes.io/name=velero 7%, XLEHRZFA/E ServiceMonitor X RE9%EF 25,

I $ oc get svc -n openshift-adp -l app.kubernetes.io/name=velero

I
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
openshift-adp-velero-metrics-svc  ClusterlP 172.30.38.244 <none> 8085/TCP 1h

. QIB— 1N E5IA service FRZITEZR ServiceMonitor YAML 344, FHISSTHHREEN

3_create_oadp_service_monitor.yaml, AR5 2R7E openshift-adp fp&Z2[A| A, HA
openshift-adp-velero-metrics-svc RS FRERILE

ServiceMonitor X =%l

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app: oadp-service-monitor
name: oadp-service-monitor
namespace: openshift-adp
spec:
endpoints:
- interval: 30s
path: /metrics
targetPort: 8085
scheme: http
selector:
matchLabels:
app.kubernetes.io/name: "velero"

. N 3_create_oadp_service_monitor.yaml 3 {4 :

I $ oc apply -f 3_create_oadp_service_monitor.yami
I

I servicemonitor.monitoring.coreos.com/oadp-service-monitor created

{8 A OpenShift Container Platform Web 12#& 8 Administrator fl AR HiRRALTF
Up IR -
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a. 7 AZl Observe —» Targets I,

b. MRR AL Filter, i%EFET User source, F7E Text R F TP HiA openshift-adp.

c. WEARSS EIEE3HY Status FIIRSEE N Up.

4.1. OADP 15¥rB#n

RedHat ] -
= OpenShift CT Y3
Container Platform

[}

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow cthers to log in

= Administrator

Metrics Targets

Home

Operators Y Filter = Text w  openshift-adp

Text openshift-adp X Clear all filters

Endpoint Monitor Status. Namespace Last Scrape Scrape Duration

http:4/10.129.2.38.:8085/metrics €D oadp-service-monitor Sup @ cpenshift-adp @ Justnow 41ms

4.12.13.3. GIEEE IR AN

OpenShift Container Platform Wi iR S/ IR A Alerting Rules BRiERY Alerts, 25 OADP i B il
2 Alerting #IUI, 58P TE 7 R IRRERE A — N ET.

it =

1. {7~ OADPBackupFailing Z I/ —1> PrometheusRule YAML 32, FHHERENH
4 create_oadp_alert_rule.yaml,

OADPBackupFailing k=l

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: sample-oadp-alert
namespace: openshift-adp
spec:
groups:
- name: sample-oadp-backup-alert
rules:
- alert: OADPBackupFailing
annotations:
description: 'OADP had {{$value | humanize}} backup failures over the last 2 hours.'
summary: OADP has issues creating backups
expr: |
increase(velero_backup_failure_total{job="openshift-adp-velero-metrics-svc"}[2h]) > 0
for: 5m
labels:
severity: warning

EARBIG, Alert EUATERTLES :
o ERRE2/NNEARIEMTHESD (KF0) , BREEDVHERT 5 D8,
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o MNRFE—RIBMAESEINTF 5 28, T Alert F4F Pending )R, ~EEi# A Firing K
*

/tho

2. NF 4_create_oadp_alert_rule.yaml 32{4, %3 {41E openshift-adp 44 22 5] A ]
PrometheusRule % :

I $ oc apply -f 4_create_oadp_alert_rule.yaml

ot B

I prometheusrule.monitoring.coreos.com/sample-oadp-alert created
o TEMAL Alertfa, BHLUMERUTAEEERTE :

o 7f Developer #lf, 1E# Observe 35,

o 7f Observe - Alerting 32 ¥ T8 Administrator fi&/, 7 Filter {EFFI%FE User, &N,
LR <L 7R Platform Alerts,

4.2. OADP #1735 MIEHR

as © @ kubeadminw

Alerting

Alerts  Silences  Alerting rules

Y Filter = Name w  Searchbyname
Source  Platrorm X User X @ AlertState Fing X @  Clearallfilters
Name Severity State Source
@ croPBackupFailing Warning A Firing User
OADP had 2.048 backup failures over the last 2 hours, Since @ Jul 6, 2023, 114 PM

HinBR

o EIHER

4.12.13.4. s A¥gIRAIER
XL ZE OADP IRIEHIEIRFIR, URBl1H L8,

B HR b KR
kopia_content_cache_hit_by MEERRMFTTE T
tes
kopia_content_cache_hit_co MEEKRRRNEHRE T
unt

kopia_content_cache_malfor MZEFEFRIZRAERBRTIRE T3
med
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/monitoring/#managing-alerts
https://prometheus.io/docs/concepts/metric_types/

{2y )

kopia_content_cache_miss_
count

kopia_content_cache_misse
d_bytes

kopia_content_cache_miss_
error_count

kopia_content_cache_store_
error_count

kopia_content_get_bytes

kopia_content_get_count

kopia_content_get_error_co
unt

kopia_content_get_not_foun
d_count

kopia_content_write_bytes

kopia_content_write_count

velero_backup_attempt_total

velero_backup_deletion_atte
mpt_total

velero_backup_deletion_fail
ure_total

velero_backup_deletion_suc
cess_total

velero_backup_duration_sec
onds

velero_backup_failure_total

velero_backup_items_errors

sk

BRAEEEFPHRIRNBHIRIREN
RE

MNEZFi#RRIF T
HERZEEMEPTEREIRNETIRE
TEREFRRFPHIRE

{3/ GetContent() 3= T

GetContent() # Vi FHB9R 2K

1 F GetContent() #)x%, 5%

R

1 F GetContent() #)x%, 5%
EEHKRE

&5 WriteContent()# =17

WriteContent() #1893
B &P S

A A B RR A 5 2K
fifl Bk R B 5 40 /e 2R
R I B & 49 B /e 2K
SRR RTREIS (], LARD Oy #4L

R D B9S8R

Eipd B EIB R

% 4 %= OADP N AER& R %RE

TR

gk

gk

TR

gk

gk

TR

gk

gk

gk

gk

TR

gk

Histogram
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fEtra R ek & il

velero_backup_items_total HPHIE S8 =E.3

velero_backup_last_status HIPNRERE. H1RKRK 2X
Zh, O,

velero_backup_last_success &5 &/a—Riz{TR BN =£.3

ful_timestamp (A, Unix 5 (812 (BARDH #4L)

velero_backup_partial_failur  #89 KMAE D 5K T

e_total

velero_backup_success_tota  mIN&DHIEEK T

|

velero_backup_tarball_size  &HpByK/N, LLFT R HAL 2k

bytes

velero_backup_total LRIFENEHEE 2k

velero_backup_validation_fai  JRuF&IKEI& 1D E 38K T

lure_total

velero_backup_warning_tota Z&&DBER T

|

velero_csi_snapshot_attemp  CSIi{[KEHRIBAEEL T

t_total

velero_csi_snapshot_failure CSI KB R IR 52 T

_total

velero_csi_snapshot_succes CSI &Ih&IRRE L T

s_total

velero_restore_attempt_total  ZiXIkE /55 T

velero_restore_failed_total RS BRI 2R T

velero_restore_partial_failure & B0 KMHYE 3K T

_total

velero_restore_success _tota  EINIkEIEEL T

|

velero_restore_total LRIFENRERE £
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velero_restore_validation_fai
led_total

velero_volume_snapshot_att
empt_total

velero_volume_snapshot_fai
lure_total

velero_volume_snapshot_su
ccess_total

4.12.13.5. {8 Observe Ul &5

RIEIES R

FiBBRB L

REE

BN BIRFRHY S

PR SR IS B/ B

% 4 %= OADP N AER& R %RE

el

gk

gk

gk

gk

& B LM Administrator 5 Developer 1 & %& OpenShift Container Platform Web 12l & FBY1E 1T,

PALA %A R openshift-adp TE .

it

a. ¥ Custom query, =& = Show PromQL %53,

e it A% Observe —» Metrics T1H :
o MR{EM Developer 1A, HRBLUTHENIT :
b. #HI A& F = Enter,
(o]

4.3. OADP f5tr#if)

INREHE Administrator 11, BEXAFEAPHARKIAN, ARBEF Run Queries,

413. 5 OADP —i&2{E K API

as O @ kuberadmin v
You are logged in 35 a temporary administrative User. Update the cluster OAuth configuration to allow others to log in
Project; openshift-adp =
Observe
Dashboard ~ Metrics ~ Alerts  Events
Custom query - Hide
velero_backup_total x
p
O s
8
6
4
1
o
112:00 M 11230 PM 113:00 PV 113:30 PM 114:00 PM 11430 FM 115:00 PM 115:30 PM 116:00 M 116:30 PM
Name container | endpoint | instance job namespace ©  pod prometheus service Value
W veero_backup ot velero 8085 10128320:6085 op velero- openshift-user-workioad- openshift-adp- s
velero-metrics-svc b45f64877-8zI9h  manitoring,/user-workload velero-metrics-svc

1-10f1 v 1 of1
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AR EAE X BT LIIE OADP —i2FAMLLT APIHER. :
o \elero API

e OADP API

4.13.1. Velero API
Velero APl XX#4H Velero 4817, MAHZIIB4E, B©HIE Velero APl 2B E,

4.13.2. OADP API

TRIZHET OADP API BY45H -

5% 4.2. DataProtectionApplicationSpec

backupLocations [1 BackupLocation EXATF
BackupStorageLocations 1
(=L

snapshotLocations [1 SnapshotLocation E X
VolumeSnapshotLocations
FERAMEETIR,

unsupportedOverrides map [ UnsupportedimageKey ] AT EE WA SR BRI

string %&. %50 velerolmageFqin,

awsPluginlmageFqin,
openshiftPluginimageFqin,
azurePluginimageFqin,
gcpPluginimageFqin,
csiPluginimageFqin,
dataMoverimageFqin,
resticRestorelmageFqin,
kubevirtPluginlmageFqin, and
operator-type.

podAnnotations map [ string ] string BT EEARRIE Operator E8E
B pods

podDnsPolicy DNSPolicy 7E X Pod #J DNS M &,

podDnsConfig PodDNSConfig 7E X FRT B DNSPolicy 4 HILL

489 pod BJ DNS Z#L,

backuplmages *bool BATFREEREEIE registry LIS
ARG ERIIRE.,

ECiE *ApplicationConfig FAF & SCBHE R N A AR 55 25 B
[

206


https://velero.io/docs/main/api-types/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#UnsupportedImageKey
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#DNSPolicy
https://pkg.go.dev/k8s.io/api/core/v1#PodDNSConfig
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig

% 4% OADP M ARFE&HHIRE

Thie 5 E X DPA BIEEE LAS R ATI I
heE,

OADP API| BYFEEEERH4 7E S,

3 4.3. BackupLocation

=43 KRR ik
velero *velero.BackupStoragelLocationS  FfEBIRIBMAIE, MEDFHEA
pec [EfZipu
bucket *CloudStoragelocation [FARTE ) EE LS FEENEL
BE0IREFWERE, BIESREHL
%o

BF

bucket ZH REZ—MRATNGEThEE, FARTIIIRER RLLIE MARFSFR ML (SLA) X
F, BYREARHARE, MEFHERLE T IMREhERE]. XERATITThEE A LUE
RAARBAAEIIEE, HENSEFLNBRREMARTE L,

BRIABRAT G FEEMESER, WSARATITiEF e,

Z: 7 BackupLocation B955 % schema & X,

5 4.4. SnapshotLocation

velero *\/olumeSnapshotLocationSpec AT EEBIRBIAE, MEHRE
VA=

#: % SnapshotLocation 5% schema & X,

3 4.5. ApplicationConfig

velero *\eleroConfig TE X Velero [R%5#REEE .
restic *ResticConfig 7E Y Restic fR5 2R ECE.

27 ApplicationConfig #J52% schema & X,

5 4.6. VeleroConfig
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataProtectionApplicationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CloudStorageLocation
https://access.redhat.com/support/offerings/techpreview/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
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Bt

featureFlags

defaultPlugins

customPlugins

restoreResourcesVersionPri
ority

noDefaultBackupLocation

podConfig

logLevel

[] string

[JCustomPlugin

string

bool

*PodConfig

string

8 VeleroConfig FI5E2E schema & Lo

% 4.7. CustomPlugin

=43
name

image

il

string

string

8 CustomPlugin FJ5E 2 schema & Y,

5 4.8. ResticConfig
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sk

TE SN Velero 52515 FHBOTHEES
e

AT AR LT R BIREIA Velero

b ey

aws. azure. csi. gcp. kube
virt 1 openshift,

BATREBE X Velero 4,

AR RBE X HESHERSE
TEOADP plug-ins #

KER—DEERN, BEELS
EnableAPIGroupVersions Ijj
REEMCA S AN RWAIE, X
b ERATE Velero IRSS 2R TNAER
CHAIN
EnableAPIGroupVersions.,

ZERBRINF D FELENER
T %% Velero, EWINE
noDefaultBackupLocation #r
BEBINTLE,

7E X Velero pod HEZE,

Velero fR%588 H&S 5 (TERABH
BBEHREA debug, *f Velero
RUNRBRIXE) . BRLETEHE
trace. debug. info. warning
. error, fatal #1 panic,

50

B E AR AT,

BE AR,


https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin

=43 RE

enable *bool
supplementalGroups [lint64
timeout string
podConfig *PodConfig

B ResticConfig H58 2 schema & X,

%< 4.9. PodConfig

=43 RE

nodeSelector map [ string ] string
AR (tolerations) [JToleration
resourceAllocations ResourceRequirements
labels map [ string ] string

8 PodConfig BJ58% schema & X,

2= 4.10.ThiE
B RE
dataMover *DataMover

% 4% OADP M ARFE&HHIRE

sk

WME& & true, NI{FEF Restic
BER&EHMNRE, NRIEEN
false, NFEEIRE,

E X E [ E Restic pod ¥
Linux 2H,

7 X Restic BN B9F FR HtBOFFAL
= RFER. BIMESS Thr (170

) o — MUK AR F RS,

AUR—HtiEHBFF, 80
AT LU A — DA ER o 8%

HAIEZ, w300ms. -1.5h'
2h45m, BN [EEALRE

ns. us (sXus) . ms, s, m

#Mh,

7 X Restic pod HEZE,

23U

E L E R4 Velero podSpec
5 Restic podSpec 19
nodeSelector.

E X ERN AR Velero SE
Restic daemonset ARSI,

“— Velero pod =k Restic
pod 1% & H & K R BRAE AN1H

XK, Wi%E& Velero CPU HIRES

[iS]Zpuis

ERIE pod BIFRE,

sk

E X Data Mover BUEZ &,

209


https://pkg.go.dev/builtin#bool
https://pkg.go.dev/builtin#int64
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#Toleration
https://pkg.go.dev/k8s.io/api/core/v1#ResourceRequirements
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataMover
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J: I Features MI52ZE schema & X

2 4.11. DataMover

enable bool WRIZE N true, 1HERESRIR
et 23 FE LAY CSI Data Mover
i, WRIZE N false, A&

WMEE,

credentialName string Data Mover Fi P12 {itH Restic
Secret &7,

timeout string ERR

VolumeSnapshotBackup 7
VolumeSnapshotRestore i
FA iR RF L R PR/ R, BRIA
E10m (10 &%) ., — MR
A XM REER, ATLAR—ZH 4
FEFFI, SIRFHALUTE
— N ANER SRR L, W
300ms. -15h'=k 2h45m, B
FHEAAIZ ns, us (X

ps) . ms. s, milh,

OADP API £ OADP Operator 8 ¥4,

4.14. 5% OADP 4FMHFNThEE

A X H4IR A X OpenShift API for Data Protection (OADP) BIE K Ih AL,
4.14.1. EE—KEBFPFE A TR Kubernetes API hik A

4.14.1.1. 5B EE DA Kubernetes API ZH i A

REHARERIREZ N AP RAE, HAN—MHRAZE LN APIIRA, B0, #HE %7 Example B AP
RREEEE O] BE B 15 1E example.com/v1 #] example.com/vibeta2 API ZHrh,

INRIBFEF Velero &0 FIRE IXFERRERE, Velero (X &9 T £ Kubernetes API B LR AB1Z BTIRHY
kR

ERME LEI, 1R example.com/vl EIEE API, Il Velero & {3EM example.com/v1 BITHREIAR
X, AN, BIrEEBERE example.com/vl TS —AH 0T API BHREAEM, LUE Velero kS BTR&ER#

Rk, BEEEBIRERE EAERK Kubernetes API HARAFIZR, UUMBERAE—HITEN AP FHRAPEM T E
B9 API BRA,

Y
o MALTHN
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator

% 4 %= OADP N AER& R %RE

I $ oc api-resources

414.1.2. XF/5H API ‘Hhina

FINER T, Velero RE2#E A Kubernetes APl FIE LR A TR, ER, Velero hEIFE—1NA A AP
HERATHEE, BRRTIXANRRS], YUIEREEHEAN, XPNIMEERE Velero &R EED N ATE
Kubernetes API ZHiRA, MARBEEEEE, URAGFHEESD tar XMEPBRRER, TUEBIRER L
REeA],

fian, #AE+%N Example B9 AP| BIREEF nE B IETE example.com/v1 #1 example.com/vibeta2 API
‘Hrh, example.com/vl 2E % AP,

IN5R%AF 5 A Enable API Group Versions BhEE, Velero {X &9 Example BIE %t API ZHiR A, BD
example.com/vl, [ERIZINEERE, Velero &% 19 example.com/vibeta2,

LEEELERTER AP HMA"TEER, Velero 4RHE API ZHARA LM F 18k S HIhR A

% .
J= A3 API A AR AT AL T B

Velero FALUTEZEN API BRADEMLER, FHFHF11ENEEMER :
1. destination EEEHIEERRA
2. source_cluster BIEIERA

3. WA= Kubernetes IR AL AN BB A IEE LT R A

Lt

=5

pi
o =M API HERATIHEE

\

414.1.3. ER/E A API HRiRA

EA LUFER Velero BIJE FE API ZHhR ATHRE K 510 SR BE P T80 A7 A Kubernetes APl 4HRRA, MTARERE
AR,

& .
' J= A3 API R AT AL T B

AR

e fZi& EnableAPIGroupVersions ZAEHRIL

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
featureFlags:
- EnableAPIGroupVersions

21


https://velero.io/docs/v1.9/enable-api-group-versions-feature/
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Hib ¥R
o [SF API ARRATHEE

4142 N—=TEEPEHEIE, FAHERER A —1KH

41421 XTFM—PEHDEHRE, FES—IEHDRERE

OpenShift API for Data Protection (OADP) §7E1E[R— OpenShift Container Platform &£/ #1201k
SN ARFEHIE. MTC (Migration Toolkit for Containers) E1Ef A% (SN AREHE) M—1
OpenShift Container Platform $£&5:5F# E| 55 — N &R,

& LUEF OADP M—/ OpenShift Container Platform &R &0 N ARRFEHIE, HES — 1N EEET
WEE, B2, XHEMELER MTC B OADP ERA—&£BF&MMMER NE L,

EMINER OADP M—IMER &M BIEHNERER A — 158, FRTEMA OADP &R MIKEHETE
BERFEME TN, LREZEUTER :

® Operator
e {HF Velero

e UDHMGIDSEH

4.14.2.1.1. Operator

TR 75 MR R F2 B B9 &40 R HEBR Operator, LUMERIN & FIIRE .,

4.14.2.1.2. {8 Velero
Velero (EF OADP 9#) AXRBESHENEHREIBFAMESRE, EESTEEZAEREIRIBI

B, 1RZEZZEH Velero Restic XHERG &L, ZETAEXHERGRAEHDENE, BHHEA OADP
Data Mover #1T CSI 288,

£ OADP 1.1 RERhrAH, Velero Restic X4 R4 &k i#KFh restic, 7£ OADP 1.2
REFRAR, Velero Restic X RY & 9L 717 file-system-backup.

o ML AFER Velero By XRS50 £ AWS K15 3% Microsoft Azure X182 [8] 5T B 5UE,
o Velero A HFMHUBIKE BILLRER F2A7Kubernetes IR AHIEEE,
o IR L, BLUST{EMETREILLRE F&HI Kubernetes RA, {BIENFEZESNEE FKERN

SRREIA] APHHBIFR AR M, 1R Kubernetes IRAFH R RPN IR E API HEVFRE M, Rl
HAEBEHZRMEE KR,

414.2.2. XRFHAEESHDH pod &

XU RIIED(FSB)EIEMRIFRT, BRIEEEE2B&DHIEH pod. Velero FFibid 2FN"A
W' ELHH pod %

Velero XFrF A EMAE pod 5B :
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https://velero.io/docs/v1.9/enable-api-group-versions-feature/
https://velero.io/docs/main/file-system-backup/

% 4 %= OADP N AER& R %RE

o opt-in ik : opt-in FERERBENRTEBESS - opt-in - —NMBEEMH, ERLLES L
BEEZDMENE pod EAFLBEM, % Velero HEIFHAMS (PV) I, E2KREEHEN
pod, HIR pod FAEBEZFIRIC, Velero 2714 pod,

e opt-out Ak : M opt-out AL, BAIEIREBBEMNGDHERSE, AL, EIURCE
SEFEEHHIBHED pod, H Velero HE PV i, BA&REHEHASH pod. HIR pod FHES
BEZFFRIC, Velero A&E& pod,

414.2.2.1. FEH
® FSB AL #FHAMPAIKE hostpath £, B2 FSB X#HFMMIRE AthE,

o Velero X ELIRMMA &M ZEERBHIERMBEY., XNMHSBHSKRETLIINEHEF
fEREM AL A IR EN SR BIE. 55V ERFIN &0 F T,

e XfF PVC, BMEERMNIEHRTE pod EHIFE ZIAILEY,
XFFEPVC B pod B, #0 emptyDir &, AR— pod #HMIIRsLEFHOIE (Fla, &t
ReplicaSet i — M E) , NIXLEBSH T REHEERTESHD, MABEESD. BiX pod B
AR EHIRE pod E X,

o HAFMBETRALUAIRANRE, FHOKREXH (NFEE) TaEFERKNNE, X2EN
FSB f# M deduplication EEHREBESPHIXF,

e FSBBIIVIFIZITIZ pod BT RO RERILIRAIE A B R EHE, Hik, FSB REEEHDM
pod HHME, MAEEM PVC #H1THEH, BL Velero A @iTi21T—4 stagingpod (40
BusyBox Bk Alpine &28) RERXNREI, LUEFEHIT Velero R BIFEEFHXLE PVC 1 PV X,

® FSB ZEX[F4£1£%% <hostPath>/<pod UID> T, <hostPath> AJLI#EECE., BL Kubernetes
R4 (40 vCluster) AE7E <pod UID> F B R FHEHS, VFB BERTIE T,

4.14.2.2.2. [ opt-in K& pod &

IREILAE opt-in BERIEERERX AR & (FSB) & RIILS, ERILUEMA
backup.velero.io/backup-volumes % 5# 1T LR 1F,

AR
o ABNESBESMN—IHNZNEN pod 1, KALUTEHS :

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes=<your_volume_name_1>, \ <your_volume_name_2>>
<your_volume_name_n>

.....

Hep:
<your_volume_name_x>

1B pod Mg xth BEIAFF,

4.14.2.2.3. [ opt-out 753k 1D pod &
5/ opt-out /AN, FTE pod BEBMEA MR & D (FSB) &R, BE—LHI4H :
o HHBIRSIK TS, secret BRI IS,

e hostPath &
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XA LAME R opt-out HEIBEAREFHHIS, ERILUEM backup.velero.io/backup-volumes-excludes
R EITIIRE,

b
7"

HE

A

o EEEBEBERBEMHN—IHZENEBM pod 1, BITUTHS :

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes-excludes=<your_volume_name_1>,\
<your_volume_name_2>>,...,<your_volume_name_n>

Hep:

<your_volume_name_x>

187 pod Mg xth BHIAFF,

25 LU# A --default-volumes-to-fs-backup ¥5&:%17 velero install &84, HTE
Velero #1282 LT A,

4.14.2.3.UID #1 GID 3E#

MREMN—IERHEOBREFRERER S — 1K, NAgEKHIUD (BFID) MGID (AID) B
B9, TERIER D AR T X BT R AN ARE I

[i] AR ek
R ZE(E UID #1 GID SER ATge 2 E BirEfF M=, OADP A& HRE OpenShift UID SEF T
B, MRFHHNARFREEREN UID, HFBRSEEE AN, NFEAE X OpenShift 8 UID #1 GID
SEFEMEZER, ESH OpenShift #1 UID 96 »

[EINESAE B
IR oc create namespace 7 OpenShift Container Platform F @y & 22 [B]E, OpenShift
Container Platform &N & 2 [E A —MME— A ID (UID) SEF, BI Supplemental Group (GID)SE
FElA0ME—BY SELinux MCS 1755, Ith{E B FHETE5EEEH metadata.annotations £, ILEER LS
M ETFXAR(SCC)EMI—ERS, SHUTHEMAEHER

e openshift.io/sa.scc.mcs

e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range
LA OADP Ik E & a, ©4 H5)# A metadata.annotations FHEE, MEFNENEHEE
B, A, MRFHRUTRME, TIEAZEATRETE N SDBIEIE

o FHE—NHEHMSCCEBNINAMELRENE, IMES—IEEP, EXMERT, OADP EHE
R ERINAREZER, MAREERENMAZEF,

o HipRRAER T I LSS, BHITIEMNEMNSRABEIREIRE, EXMHIERT, OADP A
KEMNHRERE, MEEMREIRFOUEBE— NG RER, ZHhGZ TSR mAZEAB
FE, XRSBUNMEZEEDE— N UID SERL
#NR OpenShift Container Platform RIBMIFA S EIBE LD I BRI B L EEAE N pod H
securityContext UID, NI AT&ES H HA] R,
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AXOp

% 4 %= OADP N AER& R %RE

A& UID ABESXHMAER UID IEE,

KEEER, A OpenShift Container Platform & B 1EtX BA75EEEH UID SEE, LAPCHED & {0 58T
R, Eit, £REHSENEENUID AR, XEWENBRFITEABIMEFHLINREA
iR,

AR
B LUFER U T — 1SN R R AR R UID # GID SEH R -

(DRI e

o MRIEFE Backup CR REAMEEFRTIEETEESMPHINR, HHBFRMIIIEERES
IS E TEXAe &2 A,

o AZFHERANRERAMNGEZERF, HHRESE LERNSFENSEZERRAE,
SHE T YE

o E®E, WITTE OpenShift tnZZE A FARRESH UID SEHREE UIDSEH. F152/IE
8,

i

enShift Container Platform & UID #1 GID SEEBIFAM 118, EmBE—NEREDSOEBUEHTE

A—PEBPRE BRI HIF, ESH OpenShift #1 UID BI$ER o

4.14.2.4. N—1EEP S8R, HRERKER S -1 55

BE, EELLM— OpenShift Container Platform 8510 81R, HUSFHBBESEHHME R —KE
B975 7E 73— OpenShift Container Platform &8 EIRE#HE, BZ, M— OpenShift Container
Platform B & MEIEN, fRE—LANAMAIRFXENTRZL, HEH—IEEHEHRREE.

FRFM

it

8

FIEEEES &M ENEREREZM (40 AWS, Microsoft Azure, GCP Z) , 45| 28iE
RPN TR (DPA) B9 R 54,

HENENTEREREFRINUATAR

o MREMEMALE (BSL) MBRBAUEEFHERNAMHERE, UNTRKRESRS—15%
E¥O

o FEEMNHAZHRMNREFEMUBEREIL.
o NIKBmELR, HER OADP I BInGE (B & 22,

o MNRM{EH Velero file-system-backup 127, %217 F a5 --default-volumes-to-
fs-backup IT&ELMEE & F2PEA -

$ velero backup create <backup_name> --default-volumes-to-fs-backup
<any_other_options>

1£ OADP 12 REEhRA, Velero Restic %1% N file-system-backup.
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4.14.3. OADP 77t J M5

414.3.1. FFhiE kgt

LIRS AR E AN SRR, 1EE NS EEN BRI AR R REBIE, IRERED ik,
HIEEEUMRATIESFAVREFEHELNITR, BB IRERNEFEHEERA SHEMEL T AT HST
i ABER KA F R AT,

&I LU#EF change-storage-class-config FEX B BB N RFME, XalitEB I ERREMEEZEZF
BohiE (AOMPOEEIERENE) ECER AR, B, RBEMFEEMRIERMACR AT
e,

4.14.3.1.1. {EH MTC M7fi# s

e LUER MTC 982 (BENARFEHE) M—1 OpenShift Container Platform &5 75—
SHURFEHERMBEIEH, BTUER— N EHPIBRFAESPVNEEERERE, BHEIX—
=, RIIE MTC web 25 & R OB HZ1TER T,

4.14.3.1.2. {1 OADP BREFFfiE K

AT LUTE Velero 34 v11.0 Rz EHIMRA R OpenShift AP #HTEURRIT (OADP), fEikETiehE
WRAMS (PV) BEMESR, FERTE Velero 64 %2 (A B9ED B AR &Y FP EC B 12 (% 2K PR T,

(g OADP 8% ConfigMap, i%5{# f change-storage-class-config FE&, SN TRIBEN AN
B TF B RBR AT,

%
1 BT T a5 SR B R i R ARG

I $ cat change-storageclass.yaml

2. 1£ Velero B 22 [0 AR ECE MRS, 20 FAIFR. :

Example

apiVersion: v1i
kind: ConfigMap
metadata:
name: change-storage-class-config
namespace: openshift-adp
labels:
velero.io/plugin-config: ™
velero.io/change-storage-class: RestoreltemAction
data:
standard-csi: ssd-csi

3. IBITU T S RETR0E KBRS B LI

I $ oc create -f change-storage-class-config

414.4. Hfh ¥R
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% 43 OADP M HERF &L HIRE

ER—KEFHERATRB Kubernetes APl AR
% Data Mover F3F CSI RER .

ERX M REE D &0 N AERF : Kopia 3 Restic,
IR IR,
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% 5% CONTROL PLANE &3 #ixE

5.1. 13 ETCD

etcd & OpenShift Container Platform FILL - " XN HTHEFEM, ©REBME KRN RERE.
EHARIDEREN etcd 3B, FF1E OpenShift Container Platform IMEUA MR 2B REFSDEIE. &
BEBE—MIEPRETERAET (LEEM 24 IMNFR) 1T eted 17, BNEMESESLHIIET, 54,
BIEEIERIEHAF A eted &2, EN eted REBEREHI 170 BA,

WBRANEREEHIT eted &P, XREE, RANHMREREEN, WIERME— z-stream ZITARAHIK
HXHY eted &1, 5130, OpenShift Container Platform 4.y.z EBEATERAM 4.y.z FIREH eted 15,

8%

1L TE control plane EN EHUT —RED AR S ERM eted FIE. FENEAN
control plane EMHTED.

EHATT eted &P/E, BATLURE B —PLIBIRYSERHR S,

5.1.1. %1% etcd #44E

BEBLUTH, @it 02 eted IREBFHFFHHE pod WITERED eted BIE, XNFRALUKRE, FF
HEUERENERERRE etcd HiE.

H .
HI{RF ¥ — control plane W&, FEMEEEFHE control plane EWIFHFITED

FREH
o ATLUFEAEA cluster-admin BE&IAE iR EEE,
o MEREBERRBATERECHENRE,
TN

&AL & & oc get proxy cluster -o yaml B i EREEEEFA, MR
httpProxy. httpsProxy#ll noProxy &% E T1H, &5 RANKIE,

1. Blroot /&2 control plane 17 s/E 51— debug &1 :
I $ oc debug --as-root node/<node_name>

2. 7£ debug shell FFR B RN /host :
I sh-4.4# chroot /host

3. MBEATEECHENKIE, HHMESSH T NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETZ &,
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4. 7£ debug shell H1;24T cluster-backup.sh A, FHZHREFDHMLE.

Rx

cluster-backup.sh FIZ&F# etcd Cluster Operator BJ—NHBG#E, ©=E etcdctl snapshot
save M T B ERER (wrapper) .

sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

BA R B

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

EXANRBIF, FE control plane E#1_EH) /home/core/assets/backup/ B kI T H AN -

snapshot_<datetimestamp>.db : ;X342 etcd 1RER, cluster-backup.sh &I\ E
B

static_kuberesources_<datetimestamps.tar.gz : Lt 3X 4 E &5 pod WHR, MNREH
T etcd N, BHEE etcd REBHMBE T,

¢ pa =

MREAT eted INEE, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THICHE, eted (ONMEZEITINE, MAXRIAITING, XEHREHRRKE, B4
Z2[A| RN RGN B,
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5.1.2. HfhEHR
o RETEEM etcd £EY

5.1.3. G| B 518 eted %15

eted WENEMNUREIFEE SN E—&MH. EEFHRLB— cron Rk, ZIFLEERFAAMEL
IR B — R &2

BE

B1f etcd %{5}5’ MEARTAEINEE. BORTIITIRE R RLLE mARSS TR L (SLA) X
F, BYREARHARE, MEFHERLE T IMREhERE ], XERATI TR LUE
AR A %ﬁE’JIjJ , HFENSEFLZNBRARGEL

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

BBLUTHEN eted HRABHES.

FRFH

DI

==
[=]

1E5 8% 5 A TechPreviewNoUpgrade IhEESE AT 5 IE R hR A
#7. TechPreviewNoUpgrade REE T AR ER, AEEEIMEREH/H AL
IE\EO

o ATLUFEAEA cluster-admin A& iR EEE,

o 1RATLLIJ[A] OpenShift CLI(0C).

Pt =

. FEAUTRALIES N enable-tech-preview-no-upgrade.yaml #J FeatureGate B & X iR
(CR) X4 :

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:

name: cluster

spec:

featureSet: TechPreviewNoUpgrade

2. N CRFERBIEN :

I $ oc apply -f enable-tech-preview-no-upgrade.yaml

3. JEREXH AP FE—LRE, 2T TaS, WIEAE LHIRE XL (CRD) B6/#
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%5 5% CONTROL PLANE &3 #1tksS

I $ oc get crd | grep backup

A

backups.config.openshift.io 2023-10-25T13:32:43Z
etcdbackups.operator.openshift.io 2023-10-25T13:32:04Z

5.1.3.1. /B B4 eted £
REBLUTESE, @ 0I8FNEBEE LR (CR) RAIBHEA eted 12,

FeREH
o ATLUFEAEA cluster-admin A& 5N EEE,

o 1ZRAT LA OpenShift CLI(0C).

o MRIBEENFMAR, ETHRUTSRUNBENBEE) eted &5 -
a. fllE%& N etcd-backup-pvc.yaml BiF A ML FER (PVC), HABMT :

kind: PersistentVolumeClaim
apiVersion: v1i
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 200Gi ﬂ
volumeMode: Filesystem

ﬂ PVC ATRMEEE, RIBEHNERHEINE,

b. IBITLATEEENA PVC :
I $ oc apply -f etcd-backup-pvec.yaml
c. IBfTA TR ILIUE PVC B0 :

I $ oc get pvc

I
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
etcd-backup-pvc Bound 51s
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222

. B PVC &40 F Pending X7, BEIC1#ER NI,

d. 4% etcd-single-backup.yaml # CR x4, HRAEMTF :

apiVersion: operator.openshift.io/vialphai
kind: EtcdBackup
metadata:
name: etcd-single-backup
namespace: openshift-etcd
spec:
pvcName: etcd-backup-pvc ﬂ

ﬂ REFEMH PVC &5, RIBERIMEHEIXME.

e. N CRUBEHEANE :
I $ oc apply -f etcd-single-backup.yaml

o MRNEEENEHEATAH, HRMUTHERLBENBD) eted &5 -

a. f/#4% 5 etcd-backup-local-storage.yaml #J StorageClass CR X4, EREMTF :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: etcd-backup-local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: Immediate

b. i2fTLLFen %3k StorageClass CR :
I $ oc apply -f etcd-backup-local-storage.yaml

c. fllE#&H etcd-backup-pv-fs.yaml B PV, HERBZELUTRAE :

apiVersion: vi
kind: PersistentVolume
metadata:
name: etcd-backup-pv-fs
spec:
capacity:
storage: 100Gi ﬂ
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
storageClassName: etcd-backup-local-storage
local:
path: /mnt
nodeAffinity:
required:



%5 5% CONTROL PLANE &3 #1tksS

nodeSelectorTerms:

- matchExpressions:

- key: kubernetes.io/hostname
operator: In
values:
- <example_master_node> 9

ﬂ PV ATAMEFHE, RIBEMNERFEINME
Q R EE BRI PV BINEIEYTY =,

d. ZITUTaSEIE PV HIGIE :

I $ oc get pv

Kot Bl
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
etcd-backup-pv-fs 100Gi RWO Retain Available etcd-backup-
local-storage 10s

e. B/ 4% 7 etcd-backup-pvc.yaml ¥ PVC, EAFMTF :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
volumeMode: Filesystem
resources:
requests:

storage: 10Gi ﬂ

ﬂ PVC ATRMEEE, RIBEHNERAEINME,

f. BT TSN PVC :
I $ oc apply -f etcd-backup-pvec.yaml

g. Q%) etcd-single-backup.yaml 89 CR x4, HHRBEMTF :

apiVersion: operator.openshift.io/vialphai
kind: EtcdBackup
metadata:
name: etcd-single-backup
namespace: openshift-etcd
spec:
pvcName: etcd-backup-pvc ﬂ
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ﬂ FEMREINFAMSER (PVC) WA, RIBEMIMEIHEXME,

h. NF CR BUS BN &P

I $ oc apply -f etcd-single-backup.yaml

5.1.3.2. (|82 ESE M etcd &5
BREBUTSEURBHEE &9 eted,

WNRARE, ERANSESNFERLEDN eted #RRBEREFERENARMLE, WRNTEFHNEHER
A, HEREETORBEEENFSEEZL, UMERS VN EHMRE.,

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,

o 1RAT LA OpenShift CLI(0C).

1 MRNEEEHEFETH, HRRUATSERIEBEE & -
a. flIE%& N etcd-backup-pvc.yaml BiF A ML FER (PVC), HABMT :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 200Gi ﬂ
volumeMode: Filesystem
storageClassName: etcd-backup-local-storage

ﬂ PVC ATRMEEE, RIBENERHAEINE,
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pa -

BMEN EERE BB accessModes 11 storageClassName 5 :

accessModes fH storageClassName
value
78 versioned- - ReadWriteMany efs-sc
installer-
efc_operator-ci ic &
£89 AWS
Google Cloud Platform - ReadWriteMany filestore-csi
Microsoft Azure - ReadWriteMany azurefile-csi

IZITLA T e RN A PVC :
I $ oc apply -f etcd-backup-pvec.yaml
c. IBTLATaR%E PVC BOIEE -

I $ oc get pvc

Bl
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
etcd-backup-pvc Bound 51s

% o
7 PVC 40F Pending X7, BEIE1#EE NI,

2. MRGTEFNEEATA, HRRUTTRERLBEBEFNE PVC :

DIk

==
(==}

IMREMRFE RN B EFEEDEENT RVIN, TREEREE.

a. /%5 etcd-backup-local-storage.yaml #J StorageClass CR X4, EREMT :
apiVersion: storage.k8s.io/v1

kind: StorageClass
metadata:
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name: etcd-backup-local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: Immediate

b. ;i2fTLLFen %3k StorageClass CR :
I $ oc apply -f etcd-backup-local-storage.yaml

c. MK.FA#) StorageClass | — %1 etcd-backup-pv-fs.yaml B PV, HERFRLULUT
~f

apiVersion: vi
kind: PersistentVolume
metadata:
name: etcd-backup-pv-fs
spec:
capacity:
storage: 100Gi 0
volumeMode: Filesystem
accessModes:
- ReadWriteMany
persistentVolumeReclaimPolicy: Delete
storageClassName: etcd-backup-local-storage
local:
path: /mnt/
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- <example_master_node> 9

ﬂ PV I HMEIEE, RIBEHNERFEXNME,
9 FHXAMEEH N EME N PV B9 master 7 52,

ﬁi’:

N

T T ek AT AT R

$ oc get nodes

d. ZFTA T e RITIE PV BIBIR -
I $ oc get pv
it B
I NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
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etcd-backup-pv-fs 100Gi RWX Delete Available etcd-backup-
local-storage 10s

e. B/ 4% 7 etcd-backup-pvc.yaml B PVC, HEAFMTF :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:

name: etcd-backup-pvc
spec:

accessModes:

- ReadWriteMany

volumeMode: Filesystem

resources:

requests:
storage: 10Gi ﬂ
storageClassName: etcd-backup-local-storage

ﬂ PVC ATRMEEE, RIBENERHEINME,

f. BT HSENE PVC :

I $ oc apply -f etcd-backup-pvec.yaml

3. fll84H eted-recurring-backups.yaml B98 7 X FIRE X (CRD) X4, fJE# CRD HAAE
M BEHERHEFRRE KL,
X FH A 15 MRE E1PH RetentionNumber FEIAR B RE, EFEARLUUTRAMAS :

apiVersion: config.openshift.io/vialphai
kind: Backup
metadata:
name: etcd-recurring-backup
spec:
etcd:
schedule: "20 4 * * *" ﬂ
timeZone: "UTC"
pvcName: etcd-backup-pvc

@ FTESHHH CronTab . RIFEMBRARXE,

EEAETERFHHRNRE, H7E eted HHRMLLTREN

spec:
etcd:
retentionPolicy:
retentionType: RetentionNumber ﬂ
retentionNumber:
maxNumberOfBackups: 5 9

ﬂ REBREL, NRKIEE, NEKILH RetentionNumber,
Q ZERBWHREHHE. RIECEHNFEABIME, MRKEE, NEIINRE 5 DED.
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DIk

=

ERAEESBRESHDHNREXNTEENE.

ERTEAMPOXHERNMRE, HEER :
spec:
etcd:
retentionPolicy:

retentionType: RetentionSize
retentionSize:

maxSizeOfBackupsGb: 20 §))

LL GB N A REBEMHIERANH RN, RFEENFTEREXME. WMRREE, MR
10 GB,

Digk

=

ERFESFBRRE S HHNRAK/NBITERERNE 10 GB.

4. BITAT 6,

5. BEEHOIEM cron £55, EZTUTHS

@Il CRD & X.HJ cron /E)k

$ oc create -f etcd-recurring-backup.yaml

I $ oc get cronjob -n openshift-etcd

5.2. B TNMERBETCD K7t
AR T B — NI ERRE eted BT BIIE TR,

LI FRBURT eted NATNMERIRR, 8% E1217,
R

T mARRLZE, = etcd pod ZbF crashlooping
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INRIBEKRT KEZE control plane EH, 1HRB IR S RIZME BILIRTH — N EEHR
&, MABXNTE,

N control plane IEHEME B AP T, NBAEBME T H control plane 1k
RERTHE, MARTRE,

N control plane WREKRFHBHOUET —MH TR, etcd 5% Operator fFAM IR 4 AT
TLS IEFFH/ T RARINH eted A 5L,

5.2.1. Fo R M
o TEEIMATMERM eted B, HBEIMT eted &7

5.2.2. HEH— 1N EE eted B 5
(RET LA B2 T8 MR eted BUA.,

FeREH
o HHEZR cluster-admin B &I 1 £E,

pi% &2
1. FEAELLTH$SE EtcdMembersAvailable A S Z RS -

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. EEHIS -
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

XA RBIEHH E R ip-10-0-131-183.ec2.internal etcd B 7 REEE.

5.2.3. FAE TMEREM eted B 1R
B eted M BIF TREUR T eted BILUTRE -
o HEEBIZITHE LT AR
® etcd pod &bF crashlooping YR
BESRIZRE T eted B FEIMRE, XA LHE T BEHRAMERER etcd M 5 B EEHIS T,
A=
INREHENBREEZTHT RS, Bl ZRRRORERES, BLERFEE

HITEH: etcd R AR, BHLERS T mURE—MERIKSHES, etcd cluster Operator ¥
EHIEER

FRFH
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o ATLUFEAEA cluster-admin A& iR EE,

o MEHEITERERN eted KA,

1 & HEREREET

$ oc get machines -A -ojsonpath='{range .items[*]}{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

Kyt Bl
I ip-10-0-131-183.ec2.internal stoppedﬂ
@ LI T WRURTRNSBHRE. WRREFR running, THREHEREET.

RN RBIBTT, BBEUYEFRE LT T RREMZIIHREE eted BT EIIEITIRE,

2. HE TREBARNE.
MRUTEA—MERZERY, NARTEERE.

o MRHBZIEAZIT, RETRESAHVM :

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

B

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

ﬂ MR 27 H unreachable /55, M7 SGEARLE.

o MFRIZT RMAR A, NLEIZT REE5H NotReady:
I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"
it B
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.28.50
ﬂ IR =K N NotReady, | %17 AL,

MRV REBE, BREMYEGRESITH T RRE B eted HABIE FIHTIRE.

3. #AE etcd Pod @&ALTF crashlooping K%
MRVIBREEZTHBETT 2B, HRE eted pod BEATF crashlooping K%,

a. $2UERRA control plane 7 s #B%1°% Ready :
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I $ oc get nodes - node-role.kubernetes.io/master
Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.28.5
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.28.5
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.28.5

b. 1% etcd pod BIRERZEH Error 5 CrashLoopBackOff:

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it |
etcd-ip-10-0-131-183.ec2.internal 2/3 Eror 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

ﬂ BTt pod BIRE 2 Error, ALt etcd pod 24 crashlooping 37

INR etcd pod 7y crashlooping K7, 1H1RIR &/ etcd pod LM F crashlooping KA HITIEREHT
eted AL TR ITIRE,

5.2.4. Bt TNMEERH eted AT
RIETREEM eted BRAKPRTS, MAMT— R :
o BUNERAEITTRT RARMENTRER etcd AR
o EfiH etcd Pod 40 F crashlooping A HITALER eted A5

o B ARERIIEN etcd B

5.2.4.1. B AR B IZTH T mRARM AR TR eted A5
R NG T BHENIRZREIZITHT RARFAHER TR eted B BIE T,

INRIEHIEEHE A control plane H1285E, 1HS M "WHERHSEEN AR EHITHEEHER"
B "k 8 FE 2 9 etcd Operator”s

FRFH
o HEHHARERM etcd B,

o MEWMINRREIZTT, FEZTRRMUE.
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BF

B FE/FEM control plane T k4], control plane 7 sl IR FF X RS,
BRI BT EERN eted BN LE,

o ATLUFEAEA cluster-admin B&I AN EEE,

o BT eted 17,

! -
AT L RAZAT S5 BT eted &17, LUMETEEEE (IR 7T LUk S &%,

1. MHERAS R BR B AR 51,

a. VEFE—NFEZRNT R ER pod:
E— PR S H cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. FERIETZITH etcd By, FEERBESENT R LB pod AT
E— PR EH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AEKAIIK :

I sh-4.2# etcdctl member list -w table

it N
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -
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LKA eted AR ID FNAFS, EAHBEREXLLE, $etcdetl endpoint health &5
SEFHESMPREIAK A, BEEISERE BT TZFHRIM T H KA,

d. i@iT A etcdctl member remove SR ID SKMIBRF R eted B :
I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
Kt Bl
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346
e. BREFKASIKR, FHEIANKGEHKMER :

I sh-4.2# etcdctl member list -w table

it |
+- -+ + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + +
----------- +

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + +

IAEE R LR H Y R shell,

2. BIALLT e B RAMPERT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It 6 & R AR IR AT AR Zh T B AL B HHEH FS pod.

BE
RAMERTE, ERRE eted EFHTERUEERERZEAE, KR
TV,

FERERMADKAIZITH, eted MIEBRBEMBKAKRM,. BEFRIIMK TR
HhE, FEBERHIENNE, ATFTRSBUISTNEERR, HEERT AL
BAlk etcd EfE, HLRMEREFETHXMILRE,

3. BITUT &R MERZ R T <

I $ oc delete node <node_name>
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4. MEREMPRETERE etcd KX IHIIH secret,
a. FHEMREATERRE etcd B 51HY secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (CREZAEXMNIRAPIRITRE etcd B R BB,

B—NAER, RRSHIEIRM secret, LA THIHATR :

Bl
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. MHPREMBREITEEE etcd B 518 secret,
i. fHBR peer (XW%F) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. kR serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MF& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. MERFHEF O control plane Hl25. EFQIRELNERE, RuEH—NIEITRAFEDT &
etcd,
MREBEEZTRERFBESIEMEN, HEEMEA Machine API 81138, HRBUTSE
HAT. BN, RS0 master BHFEBMER A E O EEM master,

a. IKERABERRAK S HIHL 25,
E— P XimH{EH cluster-admin B EERER, 21TUTHS :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
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clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

@ SRR control plane #13 ip-10-0-131-183.ec2.internal,

b. IS BEBREEI X RLHRI— N -

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ NAEREIIT RIEE control plane Hl23H9 & TR,

c. YwiE_E—% FhOIEH new-master-machine.yaml X4, LUDEHAHFMBRFTLENF

EQO
i. THPREEA status ZB4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus
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i. ¥4 metadata.name FEXFE S F &R,
BEUERE S BN SEERMERM BT, FRERSHBINT—ITREE. EXM
i, clustername-8qw5I-master-0 24y clustername-8qw5I-master-3,

a0 -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHB& spec.providerlD FE% :

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f

d. MBRAGEER A S RIHLER -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ NAEREIIT RIEE control plane Hl23H9 & TR,

e. WILHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

it B
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40/ &% #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNBRE 20 :

I $ oc get machines -n openshift-machine-api -o wide
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it Bl

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s  ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced

running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

#1123 clustername-8qw5l-master-3 S #0%, FH UM EXM Provisioning 254
Running SR AT LAE A,

DRIV ATRER B L BT A, HABRH T RRE—MERIKERS, eted cluster Operator
METRY,
6. W ALL T ep D EHITFHERT -
I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
7. BT LU A LR 63 $ 35 unsupportedConfigOverrides 2343 2 & 2 M &R AR -
I $ oc get etcd/cluster -oyaml

8. WMRFEAHET &= OpenShift, IEE/FILZ T R, &M, EAEERTE etcd &£&f Operator FIBEILLTF
Hiw
Bl
EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be

fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. WIEFRA etcd pod B BEBIE HIZ 1T,
E— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
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it N
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

IR E—SSHHEHRIER pod, EAILUFIREIEHIBE eted, FE— N EIHAHER
cluster-admin i EEEIEEE, ZTUTHS -

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H /2 ME—B, X2 2 Mt RIBRRE.

2. BIFRB= etcd Ko

a. FEIIEEIZITH etcd BES, BB BESRIT R LB pod IR
E— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. EEMKMAFIK :

I sh-4.2# etcdctl member list -w table

ot 7~ B
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + + +

IR E—ap SRR S T I =1 eted BT, R BR T R ERIBK o
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DIk

==
[=]

T RIS ERBEY cted FUA

INRMIFR T EFEH etcd BANBATE
BB ER.

b A EL
EZIx~1

Hith BHR
o REPFNH etcd Operator

5.2.4.2. &#H etcd Pod 4bF crashlooping SR SBIFEER etcd B

EERARIEAI N R T B A eted pod ATF crashlooping IR AER TR eted A AR TR,

SEREMH
o MEIWHFREREN eted B o
o 2L etcd pod &bF crashlooping R

e LIMEREA cluster-admin & &I i 0] £,
o 1T eted &5

I
HATERRRI S E

1. {Z1E4F crashlooping R eted pod.

T eted #17, LAMETEEEEM R A LUK E 2%,

a. X4bF crashlooping IR ASHI T st T,
E—NRImPFEA cluster-admin BRI, Z1TUTHS

BT T e
I $ oc debug node/ip-10-0-131-183.ec2.internal ﬂ
ﬂ FRATREET RNETEERE,
b. fFHERIMRE KN /host :
I sh-4.2# chroot /host
c. A etcd pod XM Kubelet ;5 BRHHH :

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
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d. ¥ eted BIEE KB I TRV E
I sh-4.2# mv /var/lib/etcd/ /tmp
IRFER AT LUR H 1Y 51 shell,

2. MBRAEEREIA 510

a. EFE—AN FEZ RN = EB pod,
E— PR EH cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it B
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running O 6h6ém

HEEBIETEIZITH etcd BER, FIERBEZ RN R LM pod AR,
E— PN XimH S cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AFEKAIIK :

I sh-4.2# etcdctl member list -w table

ot Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

LSRR eted AR ARY ID M12F, RNWEETEXL(E,
d. @i A etcdctl member remove 5124t ID EMIBRF MR eted B

I sh-4.2# etcdctl member remove 62bcf33650a7170a

oA
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I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

e. BREFBMATIR, FHHIMK G S HMER :

I sh-4.2# etcdctl member list -w table

ot Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

AR LURH T = shell,

3. BIALL T e B RAMPEMRT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

LS AT AR R I A LA T E O E N2 FH #E H 58S pod,
4. HIFREMPREIAEERE etcd BRI secret,
a. FIHEMBREIAEER etcd B 51 secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPIRITRE etcd B R BB,

B—NAER, RRSHIEIRM secret, MNLLTHIHATR :

I
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. MR EMIBREITEEEE etcd X G1HY secret,

i. MHER peer (X1%E) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
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i. MER serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. &l etcd BFTERE,
E—NLiEPFEA cluster-admin B EEERIERE, Z1TUTHS -

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H % /2 ME—B, X2 2 Mt RIBRRE.

% etcd & Operator HUTEFEREN, BRMBIRFTA control plane T/ mEBBE A 1IEE T/ERY
etcd pod,

6. WAL T ap D EIFTFHRERT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
7. BT LU A LR 63 $ 359 unsupportedConfigOverrides 2343 2 & 2 M &R AR -
I $ oc get etcd/cluster -oyaml

8. MNRMERHT = OpenShift, HEFRIZ T M. BNl, EAIBERTE eted £Ef Operator HIBEILLTF
FHIR -

it Nl

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

o MK A A BRER.

a. EEIEEZITH eted BES.
E— MR REE cluster-admin AP EERIERE, Z21TUTHS -

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. WIEFIE R AR EHERE :

I sh-4.2# etcdctl endpoint health
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it

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.2.4.3. NSRBI TH T RARM AN BN etcd BUA
WRBIEM NG T BHRENGRZEIZITH T RARFAHER T RAIRN eted B A BIF T,

MREBEEDTRERFESHNEMEN, EMEMEM Machine API G112, FRBUTSENIT. &
T, f& s A PR B A O R PR S 17 = (o FR B4R [B) 75 0 1 B R RO 28 T I

FRFM
o HEHHTRRIBR etcd A,

o BEWMINRREIZT, FEZTRRMUE.

P2

o RETLUFEAEZR cluster-admin A& i A& EE,

o T eted &1

- -
AT L RAZAT S5 BT eted &17, LUMEFEEEME (IR 7T LUk S &£ 2%,

it =
1. BEUEFFAHBRA R BREO B 5

a. EFE—N FEZENT | £8 pod:
E— P XiEHR{EH cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

Kt Bl
etcd-openshift-control-plane-0 5/5 Running 11 3h56m 192.168.10.9 openshift-
control-plane-0 <none> <none>
etcd-openshift-control-plane-1  5/5 Running 0 3h54m 192.168.10.10 openshift-
control-plane-1 <none> <none>
etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11 openshift-
control-plane-2 <none> <nhone>

b. EEE|IEEIZITH etcd By, (FHRBEZ N = LM pod BATR :
E— KRS E cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
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c. EEKATIEK :

I sh-4.2# etcdctl member list -w table

it 7~ Bl
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+ + + + +

-+ +

LR AMEERD eted BT ID F&FF, EAMEREXL(E, etedetl endpoint health 635
A EMPRBIKR G, BEISEREIREFRMT HMRA,

d. @i etcdctl member remove #4514 1D EMRTEEERM eted B

a5 H-
= A
AA BRI ERE etcd A ; MBEMBT EBM eted RANETESD
BHEER,
I sh-4.2# etcdctl member remove 7a8197040a5126¢8
A a5
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b
e. BIREBKOIFIR, FHEIAK G SHEMIE :
I sh-4.2# etcdctl member list -w table
A a1
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
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-+ -+

| cc3830a72fc357f9 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

+- -+ + + +- -

-+ -+

IAEE R LURH Y = shell,

“ e
PR S, ERIRE eted SEHIEERS, RBFRTRETTIEDIH,
2. BIALUR e & KM R ERT

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It 63 45 AT AR AR 15 BT LABK TH EE 4T O B ATL 28 FF 4 U %S pod,
3. BITUTRE, MERSMPREITRER etcd B ABIIE secret,
a. JIHEMFREITEER etcd B HIHY secret,
I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2
R IR 2 BITEX T R HRID KRR eted A ORI E TR,
B—IAERN, RSFIEIT secret, MNLLFHIHERTR :

etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. fHEREMBRAI AR etcd B H1HY secret,

i. MER peer (X1%E) secret:

$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted
i. kR serving secret:

$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted
iii. B metrics secret:
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted
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4. MIB& control plane #125,
MREBEEZTRERFERWEMEN, HEFEMERA Machine API 8125, 1HRBUTSE
Pz, BN, E2A70fsE R S0 O B2 T m T s A B9AE R 5 A O R Fr ey 6l SE @,

a. PREXA R G1HIHL25.
E— N XimHEA cluster-admin A EEEIEERE, 2TUTHS

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

ﬂ X2 EER T ==Y control plane #1288, examplecluster-control-plane-2,

b. FHBEEREFEXHREHH— DX :

$ oc get machine examplecluster-control-plane-2 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ NAEREIIT =IEE control plane Hl23HI & FR,

c. YwtiE E—4% Fh{EH new-master-machine.yaml X4, USEHELHFMRTIHENE

EQC
i. FHFREEA status B9 :

status:
addresses:
- address: ™"
type: InternallP
- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.373
type: InternalDNS
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- address: fe80::4adf:37ff:feb0:8aa1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z"

nodeRef:

kind: Machine

name: fe80::4adf:37ff:feb0:8aa1%ens1f1.372

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine

5. ¥ metadata.name FEX B N FH AR,
EUTRE S BN SEERMER BT, FHFRERSHBIN T —ITREE. X0
/1, examplecluster-control-plane-2 24/ examplecluster-control-plane-3.

a0 -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3
a. Mk spec.providerlD FE% :

providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. Mk metadata.annotations #1 metadata.generation % :

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2
c. Mk spec.conditions. spec.lastUpdated. spec.nodeRef #[ spec.phase F£% :

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [[Name:EtcdQuorumQOperator
Owner:clusteroperator/etcd}]'
reason: HookPresent
severity: Warning
status: "False"
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type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z2"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z2"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

6. i{TLA T4, HafR Bare Metal Operator A1 Ff :

I $ oc get clusteroperator baremetal

it

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.15.0 True False False 3d15h

7. BT AT a4y kPR IHEY BareMetalHost X5 :
I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api
it Bl
I baremetalhost.metal3.io "openshift-control-plane-2" deleted
8. B T AT an o SR MIBR T i BR AR ST B9 25 -
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

fitiE% BareMetalHost #1 Machine ¥4 /&, Machine Controller &8 5fHIf& Node *f &,

A0 SRAERA 25 R R E & o B RS D LR AL R TR, & ™T LUE L BR335SR 4588
= B sk o M B

BF

AEFE TR Ctrl+c FETHLERMIR, EAT RIS EREETR, T — DL IR
B O &R F MR finalizer FEX,

a. BITUT R HRFHNBFRE
I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2

b. k& Machine BE L TR TFEE, AEREFEHIXMHE
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finalizers:
- machine.machine.openshift.io
ot 7~ B
I machine.machine.openshift.io/examplecluster-control-plane-2 edited

9. BITLUUTHRRILNGFREEMER :

I $ oc get machines -n openshift-machine-api -o wide

it N |
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢c5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

10. BT THRSEIET RSB MR :
$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.28.5
openshift-control-plane-1 Ready master 3h24m v1.28.5
openshift-compute-0 Ready worker 176m v1.28.5
openshift-compute-1 Ready worker 176m v1.28.5

1. AE# Y BareMetalHost X7 R #1 secret, LLEfE BMC il -

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
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metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/disk/by-id/scsi-<serial_number>
userData:
name: master-user-data-managed
namespace: openshift-machine-api
EOF

BAMEAE bmh X §RIKER,

BF

external Provisioned FE&{R &/ true,

N5 OpenShift Container Platform Z4:f2F &%, A control plane
BareMetalHost %I R A8 X1F externallyProvisioned F1if % true,

=S, BareMetalHost X R &t OEHTHE S,

12. {EF AT A/ BareMetalHost *f §I5F 0 & 52 :

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true
openshift-compute-0 provisioned examplecluster-compute-0 true
openshift-compute-1 provisioned examplecluster-compute-1 true

a. {#F new-master-machine.yaml X {482 %7 control plane H125 :

I $ oc apply -f new-master-machine.yaml

b. FEHVBEE LR

AP 2 ] MEA RN ENM secret B33, bme:address H{F BRI AT

INRIEMILAE control plane EHLEE #F BareMetalHost ¥ RE X, EAREF

AGE

47m
4h48m
4h48m
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I $ oc get machines -n openshift-machine-api -o wide

it N
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-
0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-
1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

#4125 clustername-8qw5l-master-3 20, FHEMEXM Provisioning 227y
Running 57145,

BIEFI AR T /LD A, HHLERTT mURE— MERIRSES, etcd cluster Operator &
BaEY,

c. BITUTHRRIERIENZEEHES, BRBIREHER

I $ oc get bmh -n openshift-machine-api

I
$ oc get bmh -n openshift-machine-api
NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m
openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m
openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d BITUTHREIEHRT SRS ERMIFLTFRERST -
I $ oc get nodes

i A
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$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.28.5
openshift-control-plane-1 Ready master 4h26m v1.28.5
openshift-control-plane-2 Ready master 12m v1.28.5
openshift-compute-0 Ready worker 3h58m v1.28.5
openshift-compute-1 Ready worker 3h58m v1.28.5

13. BIALLTR 6 S BT FHRERT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

14, 1A LU A LTS 55E unsupportedConfigOverrides 289 2 & 2 MK R H &

I $ oc get etcd/cluster -oyaml

15. INRFEA LT R OpenShift, IHERIL T R, &M, EAEERTE etcd &£&f Operator FIBEILLTF
%EIBQ

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. JIFRRA etcd pod 2B EBEHIZIT,
E— MRS H cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
Bl

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

MR E—HSHEHRIEFH D pod, BALUFLREIEHI;E eted, TE—NXIHFER
cluster-admin F 7 E#EEIER, 21TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H /2 ME—B, XFlE 2 Mt RIBRRE.

ZRIREETEE = eted B A, HFEBELZTH eted By, FBEBEZEM T RLEH
pod BI&FR, TE—N&InHFEMA cluster-admin 7 EERIERE, 2TUTHS



%5 5% CONTROL PLANE &3 #1tksS

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
2. BEKAAIRK :

I sh-4.2# etcdctl member list -w table

Kt Bl
+ + + + + +
______________ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT ADDRS
| ISLEARNER |
+ + + + + +
______________ +

| 7a8197040a5126¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https:/192.168.10.9:2379 | false |

+ + + + + +

% -
NR E—ap SRR S T I =1 eted BT, R BR T R ERIBK Ao

3. BITUTHS, JUEFTA eted AR EHEE :

# etcdctl endpoint health --cluster
I

https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms

4. BTUT RS, RIEMA T RESLTHRFHIEITRA :

$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

| f—b‘['

I AlINodesAtLatestRevision

5.2.5. H ¥R
o (HEANSEMEL hook HTIHEIRI

5.3. Wik E
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531 R T RMERE

RMEVRE TR A B G1IR ML T #{a M OpenShift Container Platform S&F AT REH B LD dEB R ik S
HER. FNEEA, BURFEEBEUT MRS N TENERHRE N ITERS.

BE
TAEREEREE

2B — P LRIERERE

DB —MERM control plane E#1.

INREHENERMRE R — N LIRTRER (fla0, SEARIMRT —LXEER) , NIALUE
FAXMNMERAR, XBIEEEKRT KEZH control plane EHH G eted EER, BEHBELNE
Mo REBEEHITT eted 17, FAILURBX NS IRGERMRE B2 gIHR S,

WRER, ATEEINEEMITEIR control plane IETHIIRE

Digk

=
AP EEZTHRERRE R DRSNS TR, MAREERRE.
XN AN S R FERfE

EHITIRER], ESHXTIRERERTLUT @A R ERNTITHNESER.

g -
MR KRKZE master BT, BANA eted 7F, ERBUTSEEL—NTERERN
4 etcd B o

M control plane ik 81 HigE R Tk S

N control plane IEH BT HA, MR LMEAXANMERA R, Bl : HERIEBRER (ERER

24 INNTR) RIA T BB, MENERRARWRE, B, TURBUTSEMETER control
plane IEFHIRE,

5.3.2. IkEE— P URIBREFRS

N TREFLRBILFIBPRT, Bl CIRRRRED T eted BiE . BRFEEALRERLR
SRR

5321 X FREEHKS

R LAE R eted & RERIRE ZILATAVRS. U TERPALUER XN ETRE
o FEIKRT AL control plane EWN, (hEZEX) .

o EEAMBRT —LXBAR, UIREFERELE,
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DIk

==
[=]

AP EEZTHRFPREI UINSER SEWA MR, MARENEE, XN
NAF R FERER.

INRITATLUFER Kubernetes APl fRSS5 2310 REHRE, NIARK etcd AT, BIERNIZE
FA etcd 1D ERE .,

RE etcd SLFRE Y FHREEHLREBIZILEIHN—MNMAE, AiBEFmaBE—NEH2Er, F1Th R0
Ko XS kubelet, Kubernetes #2125, SDN 12|25 F1HF A MBI HI 255 I M ZH AT H,

Y etcd FHIRB SIS LB LFRARREERT, AIBER S Operator churn, M3 Kubernetes API
AR5588. Kubernetes #22RE 2%, Kubernetes JAEFR2FH1 etcd B Operator R EMIS 5 eted
YRS R, XA RERBEF IR IERM AR,

ERIFIERT, ERTRESERFTAMSIRIEE, MHRESAEENRBIENS, EFEGHIE, UREE
WA IR 8 CA 4 E,

5.3.2.2. ik EB— P LIEINEREHKE
BRI LUMERRER eted #5510 R E LIRTHIERRIRE, =HIkE E KT K% control plane EHIHIEEERE,

p= =1

INRIEHIEEHE A control plane H1285E, 1E5H "Troubleshooting control plane Hl.2%
&£k 7 fRA X eted IRE BT TR,

HE

RE LB, WIERE— z-stream ZIThRAHIKEXE eted %17, 5140, OpenShift
Container Platform 4.7.2 S£E 4 ERM 4.7.2 FFIAH] eted %17

SeRFMH

o AT —NETFIUETH kubeconfig FFHEHA cluster-admin A &8I 058, WNZLEHARIA
&5,

o AFEIMRE EHNAIER control plane EHl,
® SSH X control plane EHLBYi ],
o TEME—FDHIKENH eted REBFNERS pod FRHED B K, 1% B KRR MITEELL

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,

BF

T FIEMRE control plane T, FNEBEEI SSHIFEEHIZILEES pod. A LLE MR F
B QB EAIERE control plane Hl25,
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ff

L=

S

1 EFE—NERERE VM control plane E#l, XZEEEEFZTRERFEIEN,

2. BITEIEA control plane TR (SIEMRE EH) B9 SSH 1#EHE,
'P"Eﬁ&):'ﬁﬁ}é, kube-apiserver 5 T Vi IF], EUELIERTEEDjA] control plane 7R, AL, EiX
— N HRBYR IR AP BT RS N control plane EH1BY SSH iEE,

BF

MNEERATRIXNESE, FFTEViIA control plane ENEZHRIRE T2, HHFT
EMIXN RS IR E B,

3. ¥ eted #12 BXEHEIRE control plane EHl L,
LERIR BN backup B (HHEE eted 1REBHAIFES pod HiR) EFIEIRE control plane
EHH# /home/core/ BEH,

4. TEEAEAM control plane 7 s E{F 1L pod.

C ERBEEIRE I RS pod,

a. Vil RZ2WE EHH control plane EHL,

b. iZfTLL TS, FIE etcd pod XM kubelet ;B ERAHFBH :
I $ sudo mv -v /etc/kubernetes/manifests/etcd-pod.yaml /tmp

c. HRALTMSEIE eted pod BEBEZLE :
I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”
MRINMSHHMERNZE, FEF/LOM, REEREE,

TLLTF 64, f9I1A kube-apiserver XM kubelet 55 % Bk h# H

o
™

I $ sudo mv -v /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

e. BT RS IIE kube-apiserver B2 2 E BIZLE :
I $ sudo crictl ps | grep kube-apiserver | egrep -v "operator|guard"
MRXNMSHHMEHRNZE, FEF/LOM, REEREE,
f. AT AESIA kube-controller-manager X4 M kubelet 5 ¥ Bk HiEH
I $ sudo mv -v /etc/kubernetes/manifests/kube-controller-manager-pod.yaml /tmp
g. BT T4 %L kube-controller-manager B2 2 S B 1E ¢

I $ sudo crictl ps | grep kube-controller-manager | egrep -v "operator|guard"”
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MRINMSHHMERNZE, BEF/LOM, REEREE,
h. ERALTAERSIAE kube-scheduler X4 M kubelet 555 B ki H :
I $ sudo mv -v /etc/kubernetes/manifests/kube-scheduler-pod.yaml /tmp
i. FERALLTHSEIE kube-scheduler REBRE2E B LE :
I $ sudo crictl ps | grep kube-scheduler | egrep -v "operator|guard"”
MRZINMSHHERNZE, BEF/LOM, REEREE,
. EALUTRANT eted BIEE ZHBEITRBALE :
I $ sudo mv -v /var/lib/etcd/ /tmp

k. SN /etc/kubernetes/manifests/keepalived.yaml SX4E7F7E, BT ik, HRBUTS
PERAT -

i. ¥ /etc/kubernetes/manifests/keepalived.yaml XX {4 M kubelet 5 B SRR H :
I $ sudo mv -v /etc/kubernetes/manifests/keepalived.yaml /tmp
ii. HEREIUEH keepalived FARRBEENEMARESEIFL ¢
I $ sudo crictl ps --name keepalived
RRENIZNZE, MREFAEEN, HFERILOHEBENNE,
iii. K& control plane @& B4 EEM Virtual IP (VIP) :
I $ ip -0 address | egrep '<api_vip>|<ingress_vip>'
iv. XFEMRER VIP, T TaSEEMER :
I $ sudo ip address del <reported_vip> dev <reported_vip_device>
| EHMTEWRE EHNM control plane TN EES ST,
5. ViR & control plane E#,
6. tNR{FEM keepalived SFP##2, 1HXIEMRE control plane T REEHAE VIP :
I $ ip -0 address | grep <api_vip>

MBI VIP BB (UREHE) . MBVIP RELEIREFER, XIHIREE—1 2T
B,

7. MREETEESEEMAE, EREDSH T NO_PROXY, HTTP_PROXY# HTTPS_PROXY
INETZ &,
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R

& L@ T & & oc get proxy cluster -o yaml i i EREELEHA, MR
httpProxy. httpsProxy#ll noProxy &% & T 1H, &S RANKHE,

8. £k & control plane EN LIZTIREMA, FHLHE eted &0 B RAERRE :

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/assets/backup
BRI gy HH 7 B

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

cluster-restore.sh A /il i 7~ etcd. kube-apiserver, kube-controller-manager #1 kube-
scheduler pod B{F1t, AEERE LR RN FB,

MRELR eted FREEFH T TR, NIKESRATERTEHT RiEA NotReady
7N

9. IET mUBRENILTF Ready K,
a. BT T 4%:
I $ oc get nodes -w
R

I NAME STATUS ROLES AGE VERSION
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host-172-25-75-28 Ready master 3d20h v1.28.5
host-172-25-75-38 Ready infra,worker 3d20h v1.28.5
host-172-25-75-40 Ready master 3d20h v1.28.5
host-172-25-75-65 Ready master 3d20h v1.28.5
host-172-25-75-74 Ready infra,worker 3d20h v1.28.5
host-172-25-75-79 Ready worker 3d20h v1.28.5
host-172-25-75-86 Ready worker 3d20h v1.28.5
host-172-25-75-98 Ready infra,worker 3d20h v1.28.5

FRE T R ER AT BB R B 1L 20 BN Al & HR .

b. MRAFEMT =4 TF NotReady IR, EFREIT &, FHFMEANT LB /varlib/kubelet/pki
Bk MHBRFRA PEM 3XfF, EALL SSH BT &, SX{EM web 12| & PHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>
pki B &=l

sh-4.4# pwd

Ivar/lib/kubelet/pki

sh-4.4# Is

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

10. ¥EFRA control plane EH_EEH kubelet fRS,

a. EREENHIZT :
I $ sudo systemctl restart kubelet.service
b. TEFTAEM control plane EHl EEE ILF T,
1. #EFLEBIUETZERIEK (CSR) :

% worker T RBUEERE (M0 T mEERFSH =T HEM control plane T s ZHEK
MEEE) AeEEMAFLERN CSR, BB LS RPN ENFAE SRS,

a. BT T A HIKEN AT CSR FU5K -

I $ oc get csr

it N
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending
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csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

w—ﬂ\ﬁ&ﬁiﬁ'ﬂ kubelet IB4% CSR, H kubelet BR %% &5 K,

w—’\ﬁiiﬁﬁ’] kubelet & /7% CSR, £/ node-bootstrapper i s bootstrap EilLiE
Ko

N

b. iZfTLA &%, &HE CSRBIFIHELEIE BEMN :
I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

c. IBITLA T e &R EFR DA NH node-bootstrapper CSR :
I $ oc adm certificate approve <csr_name>
d MNFRABENEE, BITUThIHEENERM kubelet IRZ5 CSR -

I $ oc adm certificate approve <csr_name>

12. BWBIAEDE G control plane B#AENE 5,
a. EMEENL, FRAUTHSEIE etcd BREEETESTT

I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

HiH Pl
3ad41b7908e32
36f86e2eeaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. EMEEH L, FERUTHSEIE eted pod BEIETEIZIT :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N |
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

INRIRERZ Pending, sEHHEHIET S NIEEIZITH eted pod, 1EFEF/LOH, REHE
RIGH,

13. #NRMEFH OVNKubernetes M4% i@, E4/E/E ovnkube-controlplane pod.
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a. BT TS HIFRFFE ovnkube-controlplane pod :

I $ oc -n openshift-ovn-kubernetes delete pod -1 app=ovnkube-control-plane

b. FRAUTHSIIEFAE ovnkube-controlplane pod B EEFHEE :

I $ oc -n openshift-ovn-kubernetes get pod -I app=ovnkube-control-plane

14. INRMFEMA OVN-Kubernetes M5 M, HENESA TV RLM Open Virtual Network (OVN)
Kubernetes pod, U THSEELDENT = LB OVN-Kubernetes pod :

EE

B TR &R OVN-Kubernetes pod :
1 PRSI EN

2. BAEHTEEIN (NRAMA)

3. Hftt R

FEFZE B AE A Webhook AIBERIEHE pod, BNSRIEANIN T ZI4HI Webhook, H
fa|IurePoI|cy BILE N Fail B, NEiIEERIEY pod, METTEARES KL

IRET LOB A 1R S SR EHIR SHHRFFMIBR Webhook 3kt G X FhiE R, ARINIKE %
Eﬂk?“\}:, &0 LR 5 F Webhooko

A, BT LIRS EEHRSHIRE Y failurePolicy 1% & Ignore, FIHIRE %
BERESE, &AILUE failurePolicy 1% & Fail,

a. MBRILEEHEE (nbdb) FEAEIEE (sbdb), #H Secure Shell (SSH) ViiA] ik E EHFF
&M control plane T/, Fiz1T :

I $ sudo rm -f /var/lib/ovn-ic/etc/*.db
b. EHE5h OpenVSwitch BRSS. {E M Secure Shell (SSH) Vil T i1, FHizTUTHS
I $ sudo systemctl restart ovs-vswitchd ovsdb-server

c. IBITLAT S MIERTT == LB ovnkube-node pod, ¥ <node> B NIEEEFM T m%
TR

$ oc -n openshift-ovn-kubernetes delete pod -1 app=ovnkube-node --field-
selector=spec.nodeName==<node>

d. FAUTHSEKIE ovnkube-node pod BB RIZ1T :

$ oc -n openshift-ovn-kubernetes get pod -I app=ovnkube-node --field-
selector=spec.nodeName==<node>
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% "
. pod RIBERE /LA PRI RE S,

BB FEFOCIREMIERE control plane #1283, EFOIENRGE, SEE—DHIEITHR
X, eted HHT B,

o MRGAAFEFNGRIEE, EAUGEASILREHNERNMERGEEHOE control
plane #lg5. MFERLER, HEH' ERILREATEEHER',

g

==
[=]

REHME SN B O,

o MRMELZTHRERFESWEMZES, HHEMEMEA Machine API 8125, HRBLUT
HIRHIT -

DIk

=
RE S HE SIS B O,

S FRERFE FIEMZRN LHNRNEZE, T2EHCE control
plane Hl25, MFJELER, HSH"BRENEHTE TR,

a. NEKM control plane EH 2z —KEXHL25.
E—PNIHRE R cluster-admin AP EERIERE, Z21TUTHS -

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e
stoppedﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running
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clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ X2 TFEKB control plane E# ip-10-0-131-183.ec2.internal B control plane
.25,

b. ZITUTHS, HSREFRFRXHRAFN—NMHH :

-n openshift-machine-api \
-0 yaml\

PR’
b
$ oc get machine clustername-8qw5I-master-0 \ﬂ
> new-master-machine.yaml

ﬂ HEKB control plane EHIE%E control plane Hl.2389 & 5.

c. YwiE_E—% FOIEH new-master-machine.yaml X4, LD EHEHFMBRTLERN
?E&C

i. BT TS HIBREA status Z4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. IZTLUT®%, ¥ metadata.name FELUHFHEH -

BUGRE S BNFERNEMETT, FEERSEBHT—ITREF. EXH6
/1, clustername-8qw5l-master-0 #2 "/ clustername-8qw5Il-master-3 :
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apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. 2T ap 3K fbR spec.providerlD FE :

I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f

N—

|

iv. 2T T4, B metadata.annotations #1 metadata.generation % :

annotations:
machine.openshift.io/instance-state: running

generation: 2

_f—b‘

v. I5fTLLT 4, MR metadata.resourceVersion 1 metadata.uid =FE% :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. BT T4, MHBRZEKM control plane EHLEIHES :
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIERE control plane Hl.25H9 & 5.

e. BITUUTRRRIENGZREEMER :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running
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f. BT T %4, {#/A new-master-machine.yaml X462 H25 :

I $ oc apply -f new-master-machine.yaml
g IBITUToSRIEHIBREE S0 :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1

us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#TH1.2% clustername-8qw5I-master-3 R 08, FHIEF XM Provisioning 277
Running 57145,

BIEFVER TEEFTE /LD FAT A, HHLERKT sURLBIEHEBRIRSHES, etcd %2f Operator
E =PI iR 2
h. X A2 E ENHENEEKM control plane ENEE LS TE,

16. Hi AL T ABE X HEMRT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It A & R AR R AT AR 2D 3T B AL B HHEH F%S pod.
7. AREENHHI—DEROZIEECOF, BITUTHSFHKE kubeconfig XX :

$ export KUBECONFIG=/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs/localhost-recovery.kubeconfig

18. 5l etcd EHTERE.
£S5 H%E kubeconfig XHFHIE—%4imE O H, 217 :
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$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H % /2 ME—8, X2 7 2 Mt FAIBRRE.

% eted 5£2F Operator HUTEFHERER, AT S FFBFER S bootstrap I B ARIFT
pods

19. WAL TRBEEFRITFHAERT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
20. BRI LLZT LT 43R 38IE unsupportedConfigOverrides 2843 & & 2 M SR AR

I $ oc get etcd/cluster -oyaml

21 WIrFrE T MRS BB ERTEITRAE,
E— MRS cluster-admin B EEREE, 5217 :

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& etcd B9 NodelnstallerProgressing K554, LUISIUERTE T RaE B0 FRIFHIETT A,
EEHRINGE, HHS 5 AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EXRBIHR, ZFHEITIRASE 7.
MERHEBELMET S, W2 TRNEITIERA 6 ; 1 M TR AEITIRA 7, XEKREEHDAE
HiTH, EFNLLWEER.
22. EERE eted [F, 4 control plane 3l HITHBIHE HERE., kube-apiserver SEHEM TR LE
FREBD, AN kubelet AR M EIDERIERET API RS 25,
E— N LimRER cluster-admin B R ERIEE, 15217 :
a. 7 kube-apiserver 5 il AT HTHIHE HERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&FM, LA T RS FRIFRA. EEHK
hiE, #4577~ AlINodesAtLatestRevision :
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AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEITIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdtTH, FFNIHEEIL,

LY
$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

TUTRS, RIEMAT RESEERESFHIEITRA :

i
$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEAE T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, BRHNEIIREFSE 7.

MRFHEELMES, 02N TRNEITRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdtTH, EFNIHEEIL,

c. z1TLUA T4, N kube-scheduler i fll i TH RO HERE -

ey
$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FERAUTHSLILAA T REE EERESMBEITIRE

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LA T REE L FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ "EARFIH, RHNEIIREFSE 7.
MRFHEELMES, 2N TRNEITRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, EFNIHEEIL,

23. ISUEFRA control plane ENER B BB FHFMAEE,
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E— P XiEREH cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-143-125.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

WIBRATE T HERE T RREROR ESEEE, §ESEM kube-apiserver 5 EME pod, X8
& OpenShift Container Platform 2444, #IE&EZR. Operator M1 =H4H K,

pa -

SEREIEAHRES RE, EAREEESELLH, AR RO RIS MRS, B,
EE/S OAuth BRS525 pod B, 18 oc login 1T B IIE AT RET RS ENIE 3 T 1%,

Z 2 system:admin kubeconfig X3 ENHFTHQ L, XNAEETF SSL/TLS &
FIRIEFES OAuth SR FDIIE, ERILUL H LT 64 S A b ST 1T B2 S50 -

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig

R LT a5 LU RSB EIER R P 4

I $ oc whoami

5.3.2.3. Hfth 55l
o RN LRERAFBERIER
o QIR FHLUBT SSH 1/jIn] OpenShift Container Platform X0 control plane 7 o

o EHMLIEN] control plane i s

5.3.2.4. ik EFAMFHRSH MR R

INRIEH OpenShift Container Platform £ FERE AP RN AR, SEMRSEEFHEE eted
N8B, BRIBERTE pod HIZ1THY Elasticsearch 8%, =& 7L StatefulSet ¥ RHIZITHEIEZE, M etcd
HIPHIRERS, A& ME OpenShift Container Platform fF TE M E MRS, B2, R etcd IRIBZIH
By, HREAIeTR T HA,

BF

BAMSE (PV) MARABHEREET etcd REBH—E89, M etcd IRIBIRE OpenShift
Container Platform &&5F], FExETEAEAIRERITIN REBEIE, RZIFA,

PAUTF 24 Bt R S R — LR Bl IR
o MySQL #UBZFETERH PV X RZHFH pod Hiz1T. M etcd RERKE OpenShift Container

Platform AFEEME RN FHHNAE L, BASERIETZTH MySQL pod, RE pod RES
ZRE, BRIREFEEHENERRES, REME PV LIERAFHBXFIIRE XA pod.
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o PodPIERAEA THMETRX, MRF— P podZETHRY LEAEBNS, NHIT eted Pk
S}, pod PIAIRETT/AIEMG S, R ABMAREMINEIT = Y, OpenShift Container Platform
FARMEMMN, BRSEPEE. KEXIMERS, BHTMNTRY Fh0E, UMESTLUE
T X LM, RS pod P1 FRILUEE,

o TEHUT etcd RIBE, TN ASFMHE fpﬁ—fﬁ TIFRWEH. X3 BUR AR TFixX LEirs CS
IXEhFEFEK Operator THIEIEE TIE, BA T EF B INX LI ENFRF K Operator FRFRHE
ik,

o TELEMK etcd IREBIE, &M OpenShift Container Platform 7 sa RN E A L% . Local
Storage Operator &4 M /dev/disk/by-id 5 /dev B X EEHE PV OIBFFSHERE, XFE
RARER S BAN PV B BABEENLE,

BRI A, B

1. FEIMIERT B TR S PV,
2. MR s A NI R RF 5 B e
3. MR LocalVolume =% LocalVolumeSet & (i5£ % Storage - Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

5.3.3. M control plane iE$ 213 BB R TR E

5.3.3.1. M control plane IFF 8T HIME R TihE
LRI LUMITERBY control plane IFB B BhIRE,

BZ, ,u\mﬁiﬁﬁ}tt&ﬁiiiﬁ’] node-bootstrapper it % £15K (CSR) RIWKE kubelet ik, *fFH
FEBHENRE, ErRHEEHAERFLIER kubelet BRS5 CSR,

ERLLT S P RF 03B CSR -

Pt =
1. FRERZ AT CSR 55K :

I $ oc get csr

it N
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pending

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

|D —NMELERB kubelet BRZS CSR (TR BAMRE)
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Q — N FLL R node-bootstrapper CSR,

2. BE— D CSRMIFMAERUEITHRRTEN ¢
I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR B4 7R,

3. AEESNE M node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>

4. WFAFBENRE, WHES MR kubelet Fi55 CSR :

I $ oc adm certificate approve <csr_name>
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