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2 13 X F MIGRATION TOOLKIT FOR CONTAINERS (MTC)

MTC (Migration Toolkit for Containers) IiLf&iRER6r &2 A RSN BARE TEAEERE
OpenShift Container Platform 4 S£&¢H] 71T,

SNRE M OpenShift Container Platform 3 3%, 1525 %F M OpenShift Container
Platform 3 sT# %l 4LL &7 OpenShift Container Platform 3 &% |HM MTC Operator,

BRI UERRTEIR, ER—KHITREHFTIBRNARERF,

MTC IRt 7 — 1 ETF Kubernetes BE X ¥RH web 1Z5I&F1 API, BIEBNEILGETRFH/IMEN BERF
=ML AL,

MTC #ZHI S BRINLEEBirEE P, BATLUIEE MTC Operator, LB L2 ER R RERSHIA,
BXRUTELRIFE, BSRSYSTRIE :
o (FHMEF hook #l MTC API BT,

o EEEIMITHIBRFIR, R/HAMEITRE, FNERSIRERB PV KINAE,

1.1 RiE
£ 1.1. MTC KiE
Ai& 3'8
TREERE MAER LN A RIEEE,
Bl N RRFF R BIBREE.
SHTGCE BT EREIBIRPEHE K. B Kubernetes X RIIW K7, HERTE
EAIBREETRITIBEE Kubernetes X RN RIZHE,
B I8 PR A T RT LARE R A SR BT 19,
ENER 1217 migration-controller pod 1 Web £HI & M&EE, THEESEEE
B, BXTRLEN.
FNEBRTEBE NI registry Bk EEIBE&.
o ¥ 53 TR BERREN, EXTRLEN,
LR EE— 124 migration-controller iR 551K /7 4 k¢ #0 Secret B E LK
o
IREBREE—NMNTFHNRE registry BB FREETBRHE,
AT BER. B Kubernetes M RMEERHE RIS HIFMEE, AEMEHIEHZESS

E=Rae =N


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
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R& X

BEEET% FRAMBSEEMREREHIE BInER,
EEHGRIR BREZENMNRERHEHEIBITER.

W EERS AEMMEENARFNERT, BEHEHEBIRER.

% RIZTI BT R Y65 T R B9 SR 1A,

BIYiER N ARERERHEL, HERIBEBIREKE.
RETR B ENF AN S FRAE R B IrREERES M ARF RS,
ERER EREBRER—E5EKETERE.

17 MTC web 2B h GFEEH,

1.2. MTC T

fRAI LUEE MTC web #1885k Kubernetes API 5 Kubernetes %R, HAMSHIBENAI IS HIK TR
E| OpenShift Container Platform 4.15,

MTC ERBLUTHIR :

o TEERITRIRIEER B2,

o MBEFEFEHMEIR : ¥ MTC IRHRENAN, BRIBS lz‘u%‘%?él‘ﬂ?éﬂiﬁﬁﬁﬁﬁﬁgﬁu‘
R, NARS K Pod. 74, MIR— A’ﬁ?ﬁﬁ:np% AR EREREREIG], X HREKHTE
BIONFEN A —DEIR, MTC 2FH% XM HIR.
plgn, =E£M ETXAR (SCC) B—MEFETERIGINGTR, RFKF (SA) BREETHE

(B A ETIR. SNSR MTC TR MM A A FRE1E SA, MTC 2 E IR EIEET SA BIFRE
SCC, FiF#iXL SCC, B, MTC IR RAT A FAMESFRNFTAMLS,

RIFFHIR, TRERFBRFIIIBEISEHEBTIR,

o HE VIR (CR) MBEE LHIRE L (CRD) : MTC fEén & 22 [H ¢ 5| B £h3F# CR # CRD,

A MTC Web BTN ARRES RU TS :

1. EAMESEFRE MTC Operator,
IR AR RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI R LAIEAR B BTN, & Al AR registry BI5E(&  (mirror) .

2. REEGIFEMEE, X2 MTC ARIBEIER R EINREFE,
IR B VRERRF A B B ER R ZRREIBI M Ui FITR, NRERNRERS SR, SQIEH
ENARVFEH G EMER I HNLRE,

3. E MTC web ;‘?%Uﬁ‘qﬂuj“ﬂl]/}?$2¥
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4. £ MTC web ZHI& R INME HIEFEE,
5. QIETERITR, SEUTHIBIRET 2—
e Copy: MTC HEIEMEBEERSHESEHEEE, BMNERNEHEEIBEIEE S EIBIrER,
MREFEAERFRIRHERSES IR, NERIEcEREMNREEEFEIE

PREERE.
> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MREBEHRENE—MEFEE (FI20 NFS) , FEBIRERE LB —NMERIX T
RBEM PV KR, RAEEENERPETITRES, Tj_:ETT%ﬁqﬂl_ﬁE’prFﬁ&rﬁFﬁﬁ%ﬁﬁ
FR#IRE— L&% TR B WA LA R EEBEFN B bR & B 170,

AREH CEEEHIELEERF, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. ZITERITL, ERUTEITZ—

stage A LN AR FRIER TRBESHIE B IrER.
MEBER RS RIZTT, UEEIRINASHBEEFRT BN, TS INMERES
R 4558 T F BOHRF LI A

e cutover RIFILRERH LN ARRE, HERERIBIINERE.
A% @ IEATLUERR Halt transactions on the source cluster during migration% %1% &,



MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

I Velero

1.3. X FHUEEHI A E
Migration Toolkit for Containers (MTC) XS HUIBMIREE TB EI B IR 4 RS FIR R EIBRE F

Ak, ERLERES TERIMEH

1.3.1. XHRGEHITTE
MTC TEFMBEHMNRERSHIZISHFMEE, FNIBREHIZIBIRE,
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Replication
repository

MyApplication

Kubernetes
objects

]

Restore

PV1 PV 2 l

Internal images MyApplication

i Velero | Kubernetes
1 objects

OpenShift PV1 PV 2

Container Platform
Migration API

Internal images

Target cluster

BT AN P ST R T 0,

XHRGEFI T EERA Restic HHTF#ETR, FEM Rsync HTEESTH%.

xR 1.2. XU RGIEHELLR

L=

o HEHAILIATRANFME.

o i S3 IEfEHt N Eal X,
e (M checksum JSiEHIE (A3%E)
o THEESTIR, X

PRI

o LLIRIBEHIAEIE,

o HIEMNEBERL AR TEREMRE,

DERSMRE.

Restic #1 Rsync PV IR 1% Z#H PV {2 volumeMode=filesystem, 73%#HE X%
435E#% H{# A volumeMode=Block.,
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1.3.2. REBEHIAE
MTC [REHHENRBEF S ZHNENESICFE, BIETEEELRE.
IREBE A AR FHF Amazon Web Services. Google Cloud Provider #1 Microsoft Azure,

& 1.3. REBE G EBE

L= BRI

o EXHRGEERISIER, o LHNERITZHEIRR,
o SR THRRNEHIE.
o R TRA—AIENKE.,
o SHWINERBRMNEFIHE,
o FHERMMESIRBIHRE,
o FXREELIH.

1.4. ERBIBMERGRIN
EALMER BRI (DIM) MEESITEH (DVM) SHEHIRIEEREMWRERSTHE B I,

MREERCT AR AR 21T DVM, IR AREKKI, REBH pod TEV FFAMSERE
EHQ

DIM #1 DVM BE BZuyMae i, R WBTR x4 MRER &S R0 ZE LR ME FITF IR E 2
BRERERIHREF I, HA Rsync (CHIEUE,

DIM #1 DVM A8 Efb e )1 &4,


https://rsync.samba.org/

# 2% MTC RTED
52 ZEMTC KiT3EIC

2.1. MIGRATION TOOLKIT FOR CONTAINERS 1.8 & 17310

ZhRAHI Migration Toolkit for Containers Z1T3EICNEA 7 FTRIThEEFNE 5 ThEE. EFFAMITHEELIR B
B[]

MTC (Migration Toolkit for Containers) Bl &3R8 6p 4 22 (515 b T2 F TIE A EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLM OpenShift Container Platform 3 i£# % 4.15, A LATE OpenShift Container Platform 4 &%
R [T,

MTC 12t 7 — 1 ETF Kubernetes BE X ¥R web 1Z5I&F1 API, B EBNEILGETRFH/IMEN BERF
=ML A,

BAX MTC XHBERMEER, ES M OpenShift Application and Cluster Migration Solutions, B Red
Hat OpenShift Container P/atform Eir IR —ER 5,

2.1.1. Migration Toolkit for Containers 1.8.3 4 1T3¥1C

2111 EARZE

Migration Toolkit for Containers (MTC) 1.8.3 B T AZE L

IEZ ¥ OADP 1.3
MTC 1.8.3 %0 T % OpenShift API for Data Protection (OADP) B9z, 1E MTC 1.8.z BYKIfi,

2.1.1.2. EffRETH

WARATIRAB LT EERRMAI -

CVE-2024-24786: Golang protobuf &R — 5 1R%S 5 unmarshal EEUH ATEREIN
TELARTRI MTC fRAFR, 1E Golang B protobuf #fp & 1 7T —NRE, TELIRFE LT A

i, unmarshal B Ki# A —DREN. B, WHEEBTURMBXNRR, Bid—ME ORI TG
A, REBUXADHEUHEATEEIL,

EXMHRAA, unmarshal ThEE A LAE & T1F,

MFEELER, HSMH CVE-2024-24786,

CVE-2023-45857: Axios Cross-Site Request Forgery Z 23w

FELLAIBY MTC RRAH, TE Axios 151 AT —NRE, BRWFARAZIMEFHETE Cookie HBIBURR
XSRF-TOKEN, 7 EREMENAHMENE KR HTTP i1k X-XSRF-TOKEN &€,

MBELER, ESH CVE-2023-45857,

WETENEEEFIER, Restic #LEEE T

FELRIE MTC fRA, YERIRAMENRAREREN, —EXHTIaWTR. LRI MSEUEEF
quiesce &I}, Restic &9 ok IEE T1E,

XA EFEE MTC 1.8.3 iR,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
https://access.redhat.com/support/policy/updates/openshift#app_migration
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2023-45857
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MB\ESER, ESM BZ#2242064,

A7 Velero B — PN ARBZFFMEEE R, Migration Controller oA &%

RN Velero A2 FHI(EES %, MigrationController TTiA %%, § OADP 1.3.0 B ZE OADP 1.3.1 Al il
XAA, IMBRELSER, ESH BZ#2267018,

XA EFEE MTC 1.8.3 HhfiR,

BRATACHFRNAENTESIR, HSH JIRA HEMTC 1.8.3 fRREFIRL 55K,

2.1.1.3. BHA
MTC ELLTFERIAIR :

£ OpenShift Container Platform 4.12 h TR TR S5 MK P X B9 SCC

OpenShift Container Platform iRA 4.12 AR S51K F MIME X 22 M E T XAIR (SCC) kT, ITRIEL
[E#I MTC MR AR AR AR RXANA L, (MIG-1454)

BRAECBHMFERTEIR, HSH JIRA B MTC1.8.3 BRI,
2.1.2. Migration Toolkit for Containers 1.8.2 X 1T3FiC

2.1.2.1. BfRRE 0]
LA IThRAB LT EEHE R0

HEXBERE X CA BHlfFiEER &R F BRI

LRI MTC fRA, EHEEFEEER, RMBE XL CAIES. RINEECEFMATY, E&HD
B B8 HH R ] Rl

CVE-2023-26136: {f 4.1.3 & #if#ifl tough-cookie #{F &4 3%l Prototype Pollution BB F

FE LRI (MTC) BiAH, MTC fh{#EF# tough-cookie M EARA 4.1.3 RS FIEE ARSI, &%
ERTANERER, % rejectPublicSuffixes HI(EHXE Y false I, CookieJar TLiEIEMEILIE Cookie,

MTFTREBELIFMER, 1HS (CVE-2023-26136)

CVE-2022-25883 openshift-migration-ui-container: nodejs-semver: Regular expression 1

R 55

ELRIMMTORRAS, HAZEEMAHIEIE N newRange 12, MTC f{ERAK 7.5.2 Z B
semver Y4 SR AR 53 % Regular Expression Denial B Service (ReDoS)BIK i,

METRESHAMES, HBH (CVE-2022-25883)

2.1.2.2. EHA)
XANRASR A EEC MBI A,

2.1.3. Migration Toolkit for Containers 1.8.1 £ 1T3¥1C

2.1.3.1. B R ]

10


https://bugzilla.redhat.com/show_bug.cgi?id=2242064
https://bugzilla.redhat.com/show_bug.cgi?id=2267018
https://issues.redhat.com/issues/?filter=12432429
https://issues.redhat.com/browse/MIG-1454
https://issues.redhat.com/issues/?filter=12429975
https://access.redhat.com/security/cve/cve-2023-26136
https://access.redhat.com/security/cve/cve-2022-25883

E2EMTC RITEID

WA ATRRABLLT T Z MR -

CVE-2023-39325: golang: net/http, x/net/http2: REFEB AR FBUIE T

EAE HTTP/2 thil (M MTC EA) FHSBRFLINT —INRERE. B UESIHEFRFTHZEE
F, FFILENA % RST_STREAM MiskBUHE, XEREMNOBARAENRSROEHANITERE, B
BhiE R F MR BN KRR EM RS 2R IHRS, MM SRR RS 2: FREEFEMm IR

%%, (BZ#2245079)

BT REIMTC 1.8 HESMRA, MR T XA,

ME|ETREZIEMER, 1HSM (CVE-2023-39325) # (CVE-2023-44487)

2.1.3.2. B /A] 5
XANRASE A X E B HH A,

2.1.4. Migration Toolkit for Containers 1.8.0 & 173EiC

2.1.4.1. EffRE ]

b AT R A LA fRR B [ R

IR — BT & o0 B

FELRIMIARAAH, HTF InvalidimageName 1%, [FETIBE—BEL T &0, (BZ#2233097)

PodVolumeRestore KRB TE In Progress K7, {#EB—BELTF Stage Restore IRE

ELARIMMR AR, EHITHIEIRE, TR RSB IE Stage Restore F A, F1F podvolumerestore
SERK. (BZ#2233868)

EBRMN ARFITEMBVER LA registry RIEUER

FELARIMORR A AR, 1NN AR IR EIBREEN, IR ARETEMAIEE registry RN
%, MmS MARFEY, (BZ#2233103)

AT 58, £ Azure BB RN

TELIRIBIRR AR, 7E Azure B, HEDE Azure FAERT, TR RTE Backup T ERRIU,
(BZ#2238974)

2.1.4.2. B0
XANBRAE LU 2509

H4: MTC 1.7.x = 1.8.x B A&HBRIBH Restic pod

EXNEZITHRAF, ZHfF MTC Operator M 1.7.x F2¢ 2 1.8 x I, |HHY Restic pod A#MR, EHik, £
FYifSE, Restic #l node-agent pod (AR LAE e R ZE[AIRE N, (BZ#2236829)

ISR pod TEHEEEITFR registry

EAREZITHRAF, 7£8E BuildConfig HIN T2 MIRT R EI B FR&ERENT, builder pod 2 5B IR,
T B R AR HEE BB R registry, (BZ#2234781)

[UI] CA B B B IEAEBR

1


https://bugzilla.redhat.com/show_bug.cgi?id=2245079
https://access.redhat.com/security/cve/cve-2023-39325
https://access.redhat.com/security/cve/cve-2023-44487
https://bugzilla.redhat.com/show_bug.cgi?id=2233097
https://bugzilla.redhat.com/show_bug.cgi?id=2233868
https://bugzilla.redhat.com/show_bug.cgi?id=2233103
https://bugzilla.redhat.com/show_bug.cgi?id=2238974
https://bugzilla.redhat.com/show_bug.cgi?id=2236829
https://bugzilla.redhat.com/show_bug.cgi?id=2234781
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EARLZITHRAF, 7£/3 M Require SSL Kk H A BERINEI MigStorage B MCG NooBaa 1Ffi##EHI CA
M trE, FERMTEAKRK, B2, BRIk CA HHERNAFHER Require SSL K 1F R 1kE
XL, FEEMRRW, %R OCES HERFIEFRINZNEZERBER, (BZ#2240052)

HEREBE X CA BHIEFMZER S B RN
HEMTC)JtEEHEMEER, RMBE L CAIET. RIEECHEFMLTR, EEMMBREIN-,

XA A EIE MTC 1.8.2 R,

CVE-2023-26136: {f 4.1.3 2 #if#ifl tough-cookie ##F& 432 %l Prototype Pollution BB F

MTC H{EFM 4.1.3 tough-cookie - BhrAZ Al (£ MTC HfER) BEZEXRINBENKT, iR
B4 %, EHE rejectPublicSuffixes HI{Hi1%E /) false If, CookieJar TniEEFNIE Cookie,

XA A EIE MTC 1.8.2 R,
MBTHRBEZIFMER, 1HSMH (CVE-2023-26136)

CVE-2022-25883 openshift-migration-ui-container: nodejs-semver: Regular expression 1

R 55

ELRIMTORRAS, HAZEEMAHIEIE N newRange 12, MTC f{EMAK 7.5.2 Z B
semver Y4 SR AR 5 2 % Regular Expression Denial B Service (ReDoS)BIK i,

XA A EIE MTC 1.8.2 R,

METRESHMES, HBIH (CVE-2022-25883)

2.1.4.3. Rz
R ITRABUTRAEN :

e M OpenShift Container Platform 3 3% £l OpenShift Container Platform 4 2 [HH MTC
Operator #1 MTC 1.7 X,

o FEZFM MTC1.7xFEFBEI MTC 1.8

o RER MTC 1.7.x T FEF OpenShift Container Platform 4.9 st B By A RHTEA AR
o MTC17.x IR BIrER,

® MTC 1.8.x {{Z# M OpenShift Container Platform 4.10 5t & & A& E#% £ OpenShift Container

Platform 410 S{E iR A, X FOCERERBRA 410 KB SRATER, TLUFEA 1.7.x 5
1.8x, B2, TERMEIRLE MTC1Y.z %FiEE,

o

AXEHMEREMTC1L7xEBBBFE MTC 1.8.%

o

AXHEHMRE MTC1.8x FFHEIBEI MTC 1.7.%,

o

THEMIE MTC 1.7.x EREIBHE MTC 1.7.%,

o

THEMIE MTC 1.8.x EF BB R MTC 1.8.x,
o MTC1.8xENIAEZREE OADP 1.2,

o MMTC17x AHEIMTC1.8.0, EEFLhT OADP B 7 1.2, MIREH XM, Operator F
TR,

12


https://bugzilla.redhat.com/show_bug.cgi?id=2240052
https://access.redhat.com/security/cve/cve-2023-26136
https://access.redhat.com/security/cve/cve-2022-25883

E2EMTC RITED

2.2. MIGRATION TOOLKIT FOR CONTAINERS 1.7 & 17310

ZhRAHI Migration Toolkit for Containers Z1T3EICNA 7 FTRIThEEFNIE 5 ThEE. EFFMITHEELIR BN
B[]

MTC (Migration Toolkit for Containers) Bl &38R 6p 4 22 (515 b T2 FF TIE I EAE AR R OpenShift
Container Platform &8¢ [H]1#1TiE#.

& B LLM OpenShift Container Platform 3 i£# %l 4.15, A LATE OpenShift Container Platform 4 &%
Z [T,

MTC 24t 7 — N ETF Kubernetes B E L HTRE web #HIBH API, AIFEBIERZESIERFH&RIMEN ARRF
ML [,

BAX MTC XHBEKRMER, 1ES W OpenShift Application and Cluster Migration Solutions, ©7& Red
Hat OpenShift Container Platform 4 &5 /EAIB =M —ER 43,

2.2.1. Migration Toolkit for Containers 1.7.16 & {T3EiC

2.2.1.1. EffRA A

Itk 4 AT AR A LA A R B9 [ 7

CVE-2023-45290: Golang: net/http: Memory exhaustion in the Request.ParseMultipartForm
method

net/http Golang TWEFESHEEHRLINT —IMRERAE, ©SEFM MTC BWERIIIRA, ELURIMMRAS, %
24T multipart R#5f, ATLIERRAE R Request.ParseMultipartForm, &/ Request.FormValue,
Request.PostFormValue, 5% Request.FormFile /A2 NN, TR EMNEK/NREIAERFELS
—RETESEENAE., XARESATFELENTNEATESESEEKNT, MTSBOEREANE, X
AHRASFBNERER,

FRFXA A, FAREIMTC1.7.16,
MEBTHREZIFMER, ESH CVE-2023-45290

CVE-2024-24783: Golang: crypto/x509: Verify panics on certificates with an unknown public
key algorithm

£ crypto/x509 Golang TMEFEHEEHR LT — 1N RLRE, 2N MTC WRERA, BiIFE&FHE
RANHEEWIE P HNE P S 5 Certificate.Verify panic, IX&&M1{F Config.ClientAuth % &
VerifyClientCertlfGiven 5 RequireAndVerifyClientCert #9F74& crypto/tls &/ imflRS5 23, EIAITH
& TLS RS2 LA UEE P ik 15,

ZRRZAN R, AKEIMTCL17.16,

MFETRELIFIAER, ESH CVE-2024-24783,

CVE-2024-24784: Golang: net/mail: i < & FRFR B E R 5 0 B

net/mail Golang tWEERHEHF LM T —1NRE2RE, E2FMTC WEHRA., ParseAddressList
BEGE AR, XA (BEESHHNXAR) MEREH, BFXS5tit@EnEFRATiE, RETEeS
BEATEE SRR AT ARRNET AR,

BRRIXA A, AREIMTC17.16,

METREZIFMER, 1ESH CVE-2024-24784,

13


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
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CVE-2024-24785: Golang: html/template: Errors returned from MarshalJSON methods may
break template escaping

£ html/template Golang TEEH G LI T —NLLRE, BEREM MTC WREMRA. RKE
MarshalJSON 75 5:R ORI B & F P EGIREEE, e 18R ARET html/template F4+ 289 £
TX B UATH, UERSHRFREARNTEAER,

EFRFIDA, FHBIMTC17.76,

METHRELZIFMAER, 1ESH CVE-2024-24785,

CVE-2024-29180: webpack-dev-middleware: Lack of URL validation may lead to file leak
webpack-dev-middleware #-& A I T —NELL2RE, BSREM MTC WEREIRA, EREIZAIC
a0, XNREBIEEI IR AR URL ik, XAiEREHERE URL RMFF A A GHL2RR EE R AN 3T
{¢O

BRI DA, FHBIMTC17.76,

MTETRESIFAES, ESH CVE-2024-29180,

CVE-2024-30255: envoy: HTTP/2 CPU exhaustion due to CONTINUATION frame flood

1 envoy REBA{A SN HTTP/2 codec R AT —1NREIRA, XRFMEHAMAK MTC, Xl {fEH—
RN A 3289 CONTINUATION IifE£ 6 R BHIRRE, ENfFEE1Y envoy BIFREIBREIIRE, XA RES
RFREZFHEIEHTRER EEREELRERENIRS SR/ LAEHIES, XERIBESTRSEFEITERRHF
SEIEHAR S5 (DoS),.

BRI, FEE MTC1.7.16,

METREZIFMER, 1ESH CVE-2024-30255,

2.2.1.2. A
IXNRRAE LT 2 50/7] 8

BESIBRW, HENIEREEHPH Rsync pod # A Error iR

EERABALSERPVC)IRT MM ARFEN, Stage migration BESKINERESE, MEESITH
(DVMYE KL, ReEZZEA ) rsync pod & A error IR, (BZ#2256141)

MRFHLEVBREHIRIR
O SBURSEIOE BRI S ER TR, R SERRRERIRER. (BZ#2144299)
HEHDRE T FRARHER LBENSNEBRRBAEN, TBRKW

LEEFRENERUNERPESIBREBAE(VSLN, BEEREMSIXE IR
VSL, Velero @S BUTHRIERMW, (BZ#2180565)

2.2.2. Migration Toolkit for Containers 1.7.15 %4 {T3¥1C

2.2.2.1. BfEARH A
LA ATRRAE LU R B [A]
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E2EMTC RITED

CVE-2024-24786: 1£ Golang B protobuf &R &I T —1 &L LWE, unmarshal ThEERTEL
HA—AFEIEIS

1£ protojson.Unmarshal KA LI T — M LLRE, SRS FBEKEIE unmarshaling R E R TSR

JSON H 2RI 3 ASEMEER. 2 unmarshaling El—NE3E T google.protobuf.Any (IS R JSON %
A HIE EF%E T UnmarshalOptions.DiscardUnknown jETTH, XANREEKE

BRI A, FAREI MTC1.7.15,

METRELIFMER, 5B (CVE-2024-24786),

CVE-2024-28180: jose-go 1% (M B = B & 4R BUE

£ Jose HAIL T — AR N EBEEEFIER LIERRE, WiE R LAZE—D JSON Web 1N (JWE)
MEHE, HPaSEMREYE Decrypt 3 DecryptMulti ZHAEE MK EREH CPU ML 4EEUR

BRI, FAREI MTC1.7.15,

METHREZIFMER, 1HSH (CVE-2024-28180),

2.2.2.2. BHIA

XRAF T E /AR

BEEIBRW, HNEREEPM Rsync pod i#A Error iR

Eﬁﬁiﬁﬂ'ﬁ%‘?m EH(PVC):E%%EHT”%&FET Stage migration I 2/E& N E R
(DVMYR K, SRR ZEFFH rsync pod & A error K7

HRFUSHEBEBRERR
EOES

EE

, MEZREI%
(BZ#2256141)

BURZREIRE RRFTR TR T RIA, EHREERERELERERIRER, (BZ#2144299)

LEMHPEE TSN TFRREMEFARNBRBAE(VSL)FN, IBRKN, BREHEERA
VSL,

MERPEERNREMEFRAUNERDEL N VSL, HFEEEXEBEEIIENBRIAM VSL, Velero &7
E—PEIEE IR, SBOEBIRIERL. (BZ#2180565)

2.2.3. Migration Toolkit for Containers 1.7.14 % {T3¥1C
2.2.3.1. Ef#REYF
L& AThRAR LA T fR R

CVE-2023-39325 CVE-2023-44487: &L LKA

ELBHTTP/2 il (M MTCER) FHZRATLAINT —NLE2RE, BNmaUUESERTNESKT
7, SABRIENA 3% RST_STREAM MiiskBH X 15K, N FXEBEMOBR, XNEE NIRS 2 0BT
N TR E, BER%TEMNMEENRKERRRENRSSIHRE, X2SHENRSS S ERHEIER
M HH FRAE 400 AR 55 B a1

o (BZ#2243564)

o (BZ#2244013)

® (BZ#2244014)
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o (BZ#2244015)
o (BZ#2244016)

® (BZ#2244017)

FRFXAN A, FAREIMTC1.7.14,

ME|ETREZIEMER, 5SS (CVE-2023-44487) #l (CVE-2023-39325),

CVE-2023-39318 CVE-2023-39319 CVE-2023-39321: &&= L£FH

e (CVE-2023-39318): 7£ Golang H# AT — 1R 2IRE, E#M MTC A, html/template 4 &

BB ERGIERLIHTML B9 " EEDHE, EE <script> E XA IEFHIIE hashbang "#!" i
BoE, RETRERSBIERETR SRR <script> L TXHRE, MMSFBURERTFH
3,

o (BZ#2238062)

o (BZ#2238088)

(CVE-2023-39319): 7£ Golang AT — 1 R2IRE, ©# MTC R, XIF <script> H#E4
JavaScript f$#i%, html/template {4 &% A N A IEFRBFI S B B 7728 "<script”, "<!--",
0 "</script”, XTTREA S BUSRMAT IR IR I WA DLER, MG BUREHRAR LN Y,

o (BZ#2238062)

o (BZ#2238088)

(CVE-2023-39321): 7£ Golang & I T — AR £RH, ©# MTC . J QUIC JEEI AR5
M post-handshake SEE A RES T3 panic.

o (BZ#2238062)

o (BZ#2238088)

(CVE-2023-3932): 7£ Golang R AL T — 1M &LiRE, SH MTC EA, ERA QUIC ZHithiuH
TR, HEREIBRFEEEN YR XNEIREREIXE LR, M EERN QUIC iE#Ea
LIS B AF86E ARS8,

o (BZ#2238088)

FRFXAN A, FAREIMTC1.7.14,

METREZIEMER, 1HSH (CVE-2023-39318), (CVE-2023-39319) #I (CVE-2023-39321),

2.2.3.2. A0
XANRASR A EEC MBI,

2.2.4. Migration Toolkit for Containers 1.7.13 4 {T3¥1C

2.2.4.1. BfRRH A T
IXNRASR A £ E R A,

16
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https://access.redhat.com/security/cve/cve-2023-39318
https://access.redhat.com/security/cve/cve-2023-39319
https://access.redhat.com/security/cve/cve-2023-39321

E2EMTC RITED

2.2.4.2. 2R |n) i
IXANRAR A £ E SRR,

2.2.5. Migration Toolkit for Containers 1.7.12 £ {T3¥1C

2.2.5.1. BR8]
IXNRASR A £ E R (A]) L,
2.2.5.2. BHA) 5
XNRAB LT E 50 A -

Migration details TTHP & EREE RS 504

£ Migration details TE®, HEAR TR IBHE, BEEEMANE, B2, E—BNFERE, FERHE
K, FR[E 504 15, (BZ#2231106)

B MTC 1.7.x AHZH MTC 1.8 I AEMBRIAK restic pod

TE8$ MTC operator M 1.7.x HHEN 1.8.x i, BB restic pod AE#HMIBR, F 5, restic #l node-agent
pod fEep B ZE[A|FRTAI L, (BZ#2236829)

2.2.6. Migration Toolkit for Containers 1.7.11 £ {T3EiC

2.2.6.1. BfERE 0]
XANARANSE B BRI A,

2.2.6.2. BAAE

XM RAE A 2 AR R]

2.2.7. Migration Toolkit for Containers 1.7.10 % 1T3¥1C
2.2.7.1. BEffREY[F]

A ATRRA IR LT 2 AR -

JHE DVM s rsync 12E101

EXNZATIRA R, EALRGIEEEESTRE (DVM) 12 EA Rsync X 4% B SHEEHITIRIE, LU
WERIZ1T DVM *EFAMSER (PVC) RIRBAEN A 5%, BEUHRIIHER, £
MigrationController CR /1, ¥ migration_rsync_privileged spec % &/ true, (BZ#2204461)

2.2.7.2. BHA
IXANRAR A B &8 A,

2.2.8. Migration Toolkit for Containers 1.7.9 & 1T3FiC

2.2.8.1. BERE 0] @
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XN hRAR B T B AR L,

2.2.8.2. BRI

L& AThRAAB LU B AR -

% DVM s rsync 1%

XN RATIRAAR, B TTERIEEBEESEHB(DVM)ERAIRIT rsync BAE4XT RF S HERE,
(BZ#2204461)

2.2.9. Migration Toolkit for Containers 1.7.8 & 1T3FiC

2.2.9.1. BfRRE 0]
& ATRRAE LA E E AR AT

1E£ MTC operator FELEZESS Velero &

FELARTMIRRA A, FEi%fEF MigrationController B E Y FIR(CR)HH velero_image_fqin S8 EE
velero %%, (BZ#2143389)

LA EBT 6 NFEET, M ULERI—A MigCluster &K

FELRIHIRRA A, HigBEEBT 6 MNFERFET, M ULRI— MigCluster KK, Ul REGFTERE 27
NERFZ AR S, (BZ#2152149)

Ul B2 Migrations' 71 : Cannot read properties of undefined (reading 'name")

FELIFIBIRR AR, Ul XEZI Migrations' T, &[0 Cannot read properties of undefined (reading
'name'), (BZ#2163485)

1£ Red Hat OpenShift Container Platform 4.6 ££&¥th |/ DPA ¥R %M

TELIRIBIRR AR, H7E OpenShift Container Platform 4.6 5£8% L 28& MTC i, *E?EEI E 08 DPA &K
T, Ln—rril % pod R4, M OCP 4.6 £8£HM migration-controller FAE, BRRIEETEHNN
null {g, R, (BZ#2173742)

2.2.9.2. BHn) &
XA BRANE A B A8 A,

2.2.10. Migration Toolkit for Containers 1.7.7 4 1T3¥1C

2.2.10.1. B RN A
IXNRAR A £ E R A] L,

2.2.10.2. A0
IXANRAR A B A8 A,

2.2.11. Migration Toolkit for Containers 1.7.6 & {T3EiC
2211 FiThEE

18


https://bugzilla.redhat.com/show_bug.cgi?id=2204461
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E2EMTC RITED

1£ Red Hat OpenShift Container Platform 4.12 fh{&if PSA =231 DVM I 1 B

BE#& OpenShift Container Platform 4.12 H189 Pod Security Admission (PSA)BI& A fl, Eil pod &fF
F restricted B2 BRiZ1T, X restricted e BREHRBEE IRV TEN SRR, BINEREH
DIEETE, LATIhEEIG a8 75 OCP 4.12 RAFMBENEN. (MIG-1240)

2.2.11.2. EfFRH A

L2 AThR AR LAT £ E AR A -

H1F Red Hat OpenShift Platform 4.12 fhii 4> cronjob £51%, NIFEEGIEEE2 Conversion
ap

FELARIRORRA A, ERFFAMSTEAR, HH—85%, B Crondob fEiR A batch/vibetal AARA A, #
£ cancel I AIIE migplan, HJR7EH Not ready. (BZ#2143628)

2.2.11.3. BH(n) 5
It % AT AR A S LA B 0 ) 5

HREME VB ERER
LB SEURRERBFTRSER TR, IMERREETERER. (BZ#2144299)

2.2.12. Migration Toolkit for Containers 1.7.5 £ {T3¥1C

2.2.12.1. BERHR]
LA ITHRASIELLT SR8 A

BESIBENBRER LM rsync pod KW, A Error K&
FELURIMAR AR, EBHRIIFERES, BEREMBZEE BB rsync pod H A RRSHEZESTIRE

W, (*BZ#2132978)
2.2.12.2. BHIA
XANKRANE LT B AR -

1E£ MTC operator FILEZESS Velero &

LRIk A A, FTiA#F MigrationController B 7E Y %R (CR)HH velero_image_fqin ¥ & &
velero #iff. (BZ#2143389)

1£ Ul fhZg%E MigHook B, TTHE Al RETC A E RN E:

IR BB, N Ul E9%5 hook I RIBETLIEEMMNEL, WMEMLERERE, TENITEEHM
¥, BEZREFEHBERNLE, (BZ#2140208)

2.2.13. Migration Toolkit for Containers 1.7.4 A {T3EiC

2.2.13.1. BfRRE 0]
IXNRASR A E E R A]) L,
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2.2.13.2. BAa)

[B] 7235 A M B PrER R o BRI £ 1

EM MTC Ul T ARRFENRR,, —YREASMEINEEFMER, BIREETRRINFRE,
(BZ#2126880)

2.2.14. Migration Toolkit for Containers 1.7.3 4 {T3¥1C

2.2.14.1. BR8]

WA ITHRAB LT EEZHA R

B brép 422 |5 891ER DNS 35k

ELURIMARA R, WRBirmAZEEFERIEFRFRFEL, 1] MigPlan BiEKIE, (BZ#2102231)

M UI BGE L PVC (BAE SBUE M PVC (£

FELRIRARA AR, TEHTREIBN, BUHLEERAMSERPVO)RARBTER PVC, HMAZHIHR
©fil, (BZ#2106073)

Birep$Z2 (A8 DNS J5iE A IERA
FELARIHIRRA A, MigPlan &5k, R NBraAEAEAEFRFRED. (BZ#2102231)

2.2.14.2. BH7)
IXANRAR A B &8 A,

2.2.15. Migration Toolkit for Containers 1.7.2 £ {T73¥1C

2.2.15.1. BfERH R
LA ITHRAB LT EEH R0

MTC Ul BEEH EREE
FELEIBARAR, MTCUI BEEMERAR. (BZ#2062266)

StorageClass i XI#E migplan H70 migstorage &%
TELIRIBIRR AR, StorageClass ##tit %8 — migstorage 31/, EMFELEAEFEHAE., (BZ#2078459)

THHBEDERD Velero pod BiE
ELRIRIRRA A, BArE B & FEEYE(zip) SXERES, *ER4 velero pod, (BZ#2076599)

Ul ThIZE £ b4 Velero pod Bi&
ELIRIMRR AR, EHITIERE, velero pod BEEB I SE THIIIRFPIRHEMBEEHR, (BZ#2076593)

rsync 111 B % ICiETE log-reader pod REE

FELRIAIRR A, i [K7E migrationcontroller A% B MA MK T rsync IS, log-reader
£ B RAXTRENSH EEFERM rsync SHHEMBE, (BZ#2079252)

Velero/Restic ERIERIA CPU iFKiTFER, EFERRE TRKN
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E2EMTC RITEID

TELIRIBIRR A, Velero/Restic ERIERIA CPU 1E KT FERHEFELIMEAR KM, Velero # Restic
Pod B9EKIA CPU TER#XE N 500m, XLE(EIEE R, (BZ#2088022)

2.2.15.2. BH[a) &
IXNRRAE LT 2 50/7] 80

Ul RETREBIF M EEHR DA RN EE R

NEFIEFEHEERFNTENEEF R Update Repository [F, BT RIEENRY, BEXASFEHEMIE
BEEH Ul, YERSR Edit 2N, SRR ERBNERIEEERSS.

FHH, YEABREFEFEMEN, SMHARDTRENEGIEE, EEEFEMEEN, el EREZ
HMAMRERE R, FH&ESA Update repository, B ERBIRRZER, (BZ#2102020)

IREN, BANEFHREER
R A EBHREMAER, IBREREMEKIL, (BZ#2104874)

B Azure FTIRAN A /S EH Cluster 24

EEFLIEERNT, %5 Azure FHIRA E054E, RIMFIRAET RS Update cluster 1277,
(BZ#2098594)

fiHIBR migstorage FHIRAI Ul FREYEH EEHR

£ OpenShift Container Platform Ff)/E backupStorage ‘Eif secret 5, FNRM Ul fififR
migstorage, NIiRE 404 (&%, BARRMPRIEZ secret, (BZ#2100828)

MigAnalytic FHIRTE Ul fh TR FTIRECH O
MIgimBIE migplan &, Miganalytic FHR&TE Ul RERH 0, (BZ#2102139)

LN ESBAATRMBIAFEEAENRNEE registry B, registry BiFRKN

TEBATFE registry BREFRRMANRBEIHRAT (BD /) /&, MigCluster FHRR BN BiEE RS, H
5/ DIM MR OIE migplan B, TTXISBE Rk RS (BZ#2104864)

EiERERENT, Service Account Token 8] I

EHRERMNFIFLTF Connected IR ERRERER!, 7 Ul AEEFIRSIK N SHE.,. BEREAS, BN HE
TIRE SRR, FHEFERWIZHIFE, (BZ#2097668)

2.2.16. Migration Toolkit for Containers 1.7.1 X {T3EiC

2.2.16.1. Bf# R 0] 5
IXNRASR A £ E R A]) I,
2.2.16.2. BHA)
XRAB LT E 50 A -

Birep$Z2 (A8 DNS JEiE AR IER
PlanPlan T/E#4IE, R NBIrmAEELUIEFRBFRF L, (BZ#2102231)

(77 Velero pod R D IR, THIEHIZPHR CBNBRIERERETE
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N Velero pod RERDHTZ, EFILHIZZFE Cloud propagation TEX TSR IERE TVE, SERBILHIZRHM
EnsureCloudSecretPropagated /1 E& & & #F /i Mm% # S FIF1#E secret. B4 Velero pod fRAMZHT
%, FRAZMNER TR IER TIE, (BZ#2088026)

ER I h T AR RIS, Velero/Restic EMEKIA CPU &Kt FER

EREIMREAHRIHFITHE RN, Velero/Restic LHIBRIN CPU K FE K, Velero #l Restic Pod FIEK
N CPU IER#IXE N 500m, XEEFHFES. AILUER Velero #ll Restic B podConfig 77t DPA
BEE FR. T Operator MiZf§ CPU &K IZE NPUK(E, #01100m, LUE Velero # Restic pod AT LATE
HRZRIMERIAE, XBEIZIT. (BZ#2088022)

gk

H
n

TR AE R HITRIG, PersistentVolumeVolumes THIHRE R

T RENITRIE, persistentVolumes TIHHFR T RESER. HEHEBINAIZ TN, FEU L
KIER—TES, Atleast one PVC must be selected for Storage Class Conversion,
(BZ#2079549)

THHBEDERD Velero pod Bi&
LONFRAE BE T EEYE (zip) KRS, velero pod Rk, (BZ#2076599)

Ul FhIZZ H R4 Velero pod Bi&
HUTER IS, velero pod HEARSEHE THIAIRFPIREMNBEH, (BZ#2076593)

2.2.17. Migration Toolkit for Containers 1.7.0 % 1T3¥1C

2.2.17.1. FTheE R ThEEI& o
LA AThRAE LU HThRE NI or -

® Migration Toolkit for Containers(MTC)Operator BI{E KT OpenShift API for Data
Protection(OADP)Operator, &% MTC Operator if, Operator Lifecycle Manager(OLM)& B
BT R —p 44 22 [A] &2 4% OADP Operator,

o REILU#EF crane tunnel-api fp S7E N MNEEEF AR I MZ5ERE, MALTFRAKIEERIREERTHE
ETF = BIRER.

o 7E MTC web #HI&REHEFMEE | MALLETER -SSP IBRFAMSE(PV)RTFE R R
'-IE;O
2.2.17.2. BAIR
XAHRAR LT 2 A
o Y AWSgp2 PVC & BT AZEES, MigPlan BE L KRR ZRES, (BZ#1963927)

o MR BIFEHERE AWS Elastic XHRG(EFS)IABEM PV, NEEMAIEHELZHTELES
Tk, XREEN AWS EFS Container Storage Interface(CSI)IXEhF2F IR, (BZ#2085097)

¢ |BM Cloud BIREFERI FR—T AR A, HSHEENRLE ZREFHER IBM 5 L]
s

Ho

e MTC17.6 TiENFZHF vibetal cron B BYREEF T E OpenShift Container Platform 4.12 &
BHMARA, A%F vibetal cron /E)lk, (BZ#2149119)
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https://bugzilla.redhat.com/show_bug.cgi?id=2076599
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E2EMTC RITEID

23. AR I ITE 1.6 X1T3FEID

ZhRAHI Migration Toolkit for Containers Z1T3EICNA 7 FTRITHEEFNIE 5 ThEe. EFRAMITHEELIR B
]

MTC (Migration Toolkit for Containers) Bl &% 88 6p 4 22 (515 b T2 FF THE I EAE AR R OpenShift
Container Platform &8¢ [H]1#17iE#.

& B LLM OpenShift Container Platform 3 i£# % 4.15, A LATE OpenShift Container Platform 4 &%
Z [T,

MTC 1 7 — 1N E T Kubernetes BE X IREY web $£HIEF] API, AIEBNEZHI IR FH&HR/IMEN BERE
=3I EE

BAX MTC XHBEKRMER, 1ES W OpenShift Application and Cluster Migration Solutions, ©7& Red
Hat OpenShift Container P/atform Er R RN —ER 5,

231 8B IHIE 16 L1TEIL

2.3.1.1. FiThEE K TheEig 5
& AThRAE LU T HThRE NI i -
o IREFR : BRI LU EMNFAMESFR (PVC) FHITHEEM. RREHER.

® "new operator version available"3@%1 : MTC web $£#|& 8 Clusters TIEEG HHI MTC
Operator & AN T 7@ Al

2.3.1.2. EFANThEE
LUFIhgee &M -

o MTC hRA 1.4 REHHE,

2.3.1.3. EHn) 3
XANBRAE LT 250009

e 1 OpenShift Container Platform 3.10 1, MigrationController pod &= BiTid K, Bugzilla ik
HABINNARRAR, (BZ#1986796)

e 7EMIBM Cloud EBJEEE! OpenShift Container Platform JR5EE¥ BT B, Stage pod &%k
e IBM SRFHEER IR —SEEEIR -7 RmBZ ) pod. ALk, PVC TERFHEHE
Rsync pod F1R T2 pod £, ERXANME, FHETIHEE LN BARE pod.
(BZ#1887526)

o L AWS gp2 PVC &AER BHZEHE KT, MigPlan BE X FHRAR B RESE, (BZ#1963927)

¢ |BM Cloud BSREFERI FR—T AR A, HSHEENRLE ZRFHER 1BM 5 LA
s

Ho

2.4. MIGRATION TOOLKIT FOR CONTAINERS 1.5 & 173E1C

ZhRAHI Migration Toolkit for Containers Z1T3EICNEA 7 #TRITHEEFNIE 5 ThaE. EFFAMITHEELIR B
]
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https://access.redhat.com/support/policy/updates/openshift#app_migration
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MTC (Migration Toolkit for Containers) BIiL &38R 6p 4 22 (515 b T2 F THE A EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLM OpenShift Container Platform 3 i£# %l 4.15, A LATE OpenShift Container Platform 4 & 2%
R [T,

MTC 1 7 — 1N E T Kubernetes BE X HFIREY web £HIEF API, ATEBNEZFHI IR FHHR/MEN BERRE
=3 IR E

BX MTC XHBEKRMER, 1ES W OpenShift Application and Cluster Migration Solutions, ©7& Red
Hat OpenShift Container P/atform R RN —ER 5,

2.4.1. Migration Toolkit for Containers 1.5 & 1T3EiC

2.4.1.1. §Thee R Ihaeid i
LA IThRAE LU HThREFNI8 o -

e Web #ZHIA B Migration i T1E # Migration R @0 B F M= MiAEGEB R E A
Kubernetes 4 FISER RS BT 71858,

o Web #ZH & HHB NI T,

o RepBZEFALIEIHITRHRABTRNBIrep R, FEURTEIRRAR, JRey %% (ARG E
B EREY B renf 22 (],

o TEIHIIREH, Web AP EERFEIREERM hook k.
o HEEEBIHTEP, webEHEHFKRET Rsync B EIHHHE,
o FLUNEESIRER/FAMS (PV) KN, UBRBEINEREFT S 5L 2 [ B8R,

o G PVEHENKNNIBEEALUEE, EURIRAS, SEZRAERT o7% i, PV aEH
TE LK,

o Velero BEEFZE 16 liAK, BIRHET KEESE L5,

o TLUEFA%ER Kubernetes & /7 i K12 & AL,

2.4.1.2. EFFFBIThAEE
LIFIhREEF A -
o MTChRA 12 F11.3 NHEBXH,
o FEIEFMA API B IRE MBI EEHERRER O P IER, E9 oc convert ss T EF A,

2.4.1.3. BA A
XANBRAE LU T 25009

o MMRMEAIEIT 400 NiEFITH, N Microsoft Azure AT H, MigStorage B E X iR
~LLTERE : The request is being throttled as the limit has been reached for operation
type. (BZ#1977226)
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
https://access.redhat.com/support/policy/updates/openshift#app_migration
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E2EMTC RITEID

o IRTIBRM, IRITHFARNFFEMN pod R BT FAMLS (PV) &iE, BFsIONR,
MHEREREITR, FER PV IXEBEORFTHTRZITI, (BZ#1784899)

o WIF AWS gp2 77, PV KINEHE XTAIEE TIE, FRIE pv_resizing_threshold 5 42% 5§
BE., (BZ#1973148)

o FELUTERT, PVEHENKNSERTF OpenShift Container Platform 3.7 #1 3.9 R :
o NARFRAELE MTCEREMN,

o REMTCRE, MARK pod RWEFHAEIHEMT =L,
OpenShift Container Platform 3.7 #1 3.9 A3 #F Mount Propagation IhgE, BT Velero
£ Restic pod B 5h#E#H, PV, MigAnalytic B E X ¥R (CR) To3EM Restic pod YisE PV
¥R, FIERIRE N 0. MigPlan CR G RBEBIMI FEPRE -

it Nl

status:
conditions:
- category: Warn
lastTransitionTime: 2021-07-15T04:11:44Z
message: Failed gathering extended PV usage information for PVs [nginx-logs nginx-
html], please see MigAnalytic openshift-migration/ocp-24706-basicvolmig-migplan-
1626319591-szwd6 for details
reason: FailedRunningDf
status: "True"
type: ExtendedPVAnalysisFailed

EBEA PV X/NAE, B RERESTFLNES Restic daemonset, HETES N FHZFE
BT = _EEE Restic pod, MR&EE/S Restic, IEXAHE PV WER TZTEREST
#. (BZ#1982729)

2.4.1.4. BARZEE
bR ITRRAB LT HRARER :
e |HHY MTC Operator hftA 1.5.1 7£ OpenShift Container Platform k7 3.7 Bl 4.5 RF5IRE,

® Migration Toolkit for Containers Operator iR 1.5.1 7 OpenShift Container Platform kg4 4.6
R BEFH AR A {F FH Operator Lifecycle Manager &2,
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OpenShift Container Platform 4.15 Z28:IB TEEH (MTC)

B 3E XX MTC

&\ LLTE OpenShift Container Platform 4 E&% MTC,

ZE £ OpenShift Container Platform 3 £%&%& MTC, 1S [# £ OpenShift Container
Platform 3 EZ%IHHI MTC,

ZKILNER T, MTC web #2440 Migration Controller pod £ Bir&EEEF1217. EALIEE Migration
Controller B & X 5RBE B LiZ5EEE Iz 1T MTC web #%]& 1 Migration Controller pod,

REMTC R/, BUFEEN REMEUBESHEEZE,
BHIE MTC, ESHEE MTC FHiHR R,

3.1 RS

IR %S OpenShift Container Platform R A& AM MTC,

38
B¥EA&
OpenShift Container Platform 4.5 X B B iR A&,
HRES
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X EZER TR MTC Operator,
P operator
X B SEA % 1TEY MTC Operator,
bear e 3ic
IZ4T MTC #5128 70 GUI BUEREE,
IIREERY
21T Velero HIER MR, B 17528f, Control Cluster i1 Velero API Sif2&E5@ 15, UIKDhER,

BT ERERMN MTC iRAZEIEF OpenShift Container Platform 8%, B TRMRINRERMBIRE
B, wIifERAMERK MTC kA,

MTC 1.7 23 M OpenShift Container Platform 3.11 5Z# %] 4.9,
MTC 1.8 {{Z#F M OpenShift Container Platform 4.10 & B # IR AIH1TER.

x 3.1. MTC &AM : MESFHMRES TR

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container

Platform 3.11 Platform 4.0 Platform 4.6 3 Platform 4.10 (&
4.5 4.9 [=117%.

FEE MTC kR4 MTCv.1.7.z MTCv.17.z MTCv.17.z MTC v.1.8.z
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container

Platform 3.11 Platform 4.0 Platform 4.6 3 Platform 4.10 (&
4.5 4.9 S hR A

R |HAR MTC v.1.7.2 f#H OLM R, f#fH OLM R,
operator : f#F ZiThiE release- 41T/ release-
operator.yml X v1.7 v1.8
HFRE,

[(EEER] &R
THEBIRHISRES,

ERLEERT, MERGITESMEENKEREFZIIBHTEELRWEMER, A, ZMRIBH
OpenShift Container Platform 3.1 £E: T B R =IMEHFBIILA OpenShift Container Platform &8
B, , FIRERETREREE OpenShift Container Platform 3.11 2%,

EMTCVI7.z%, MMREA—NEIEERER N MLEREITMEESZHEE2EEE, 15£H crane tunnel-

api f8 95,

FFIRE (stable) BYMTC AZ4ThRA, BAREEIZIRZFRINACHNKEHEE VIEHER, BREXHM
BRT, TRFERBNKEEEVENRER, FRIENEHEIIEER.

3.2. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 %l 4.5 F 2% |HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 RF5)%E|IHH MTC Operator,

FeREH
o YERTEMASERFEA cluster-admin F R 7 &%,

o BB IA registry.redhat.io,

* W &R%E podman ,

iz
1. FEREWLIIEER ]~ Mubk - EFliE registry.redhat.io :

I $ podman login registry.redhat.io

2. FIALLUT 64 T2 operator.yml SU{5 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

3. HIALLUF 64 T # controller.yml ({5 :
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podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

4. FEIRH) OpenShift Container Platform JR5&EEE,
5. JSUFSEEE R LATE registry.redhat.io 4T B SILE ¢

I $ oc run test --image registry.redhat.io/ubi9 --command sleep infinity

6. fll3 MTC Operator %/ §B Migration Toolkit:

I $ oc create -f operator.yml
it Bl

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& BT LLZZBE Error from server (AlreadyExists) 58, ©f12H MTC Operator N ERHARA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

7. A3 MigrationController ¥ £ :

I $ oc create -f controller.yml
8. 41 MTC Pod @& IEEIATT :

I $ oc get pods -n openshift-migration

3.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.15 £ %% MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.15 £ %24& MTC Operator,

FeREH
o WIlERTEFASEEFESR cluster-admin F BRI &%,

it =
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B 3T LE MTC

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. 7%#¥ Migration Toolkit for Containers Operator 3 52 Install,

4. mif Install,

1£ Installed Operators 71/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,
6. 7 Provided APIs T, #Z| Migration Controller i3/, s Create Instance,
7. mii Create,

8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

3.4. REEE

X F OpenShift Container Platform 4.1 R ERBRA, EiFERE Migration Toolkit for Containers
Operator [, 7E MigrationController B X iR (CR) B ARENRE, EANXLERARNZFEETH
B9 proxy 5 R,

% F OpenShift Container Platform 4.2 El 4.15, Migration Toolkit for Containers (MTC) &4t & EEEE
FHRIEIXE, MREBZRIFEHENAERE, TUERRESH,

340 BEEETIR

MTC14.2 5| A7 BE#EEIH(DVM), DVM RZHF—ME, MREREHEATREET, NRER
FTiE1h n B VRSB RURR o

IMREMEFERERINIT DV, EiRE— TCP R, ZREAELKZMTERLE,
ERERABECH SSLIEPRIER T A SSL ##. Stunnel KIERZ R ERRYRA,

3.411.DVM K TCP R IXE

IR L@ TCP RIBEIRM Birse Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy Z =R FERKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BEESIHOVM A FHRENERFMHEIL. b4, DVM (UER T AEMAMEH TCP ERMNKE, &
man-in-the-middle XK HTTP/HTTPS RIBIDEE R TIF. HANKEEHMNERT R XZFIT
Ho Eith, DVM MRIBLERS MTC R E LMK ET R,

3.4.1.2. W fEA TCP REMAR HTTP/HTTPS {ER ?
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&7 L@ OpenShift BEETEIRF B Ar5R 8 2 [Fi21T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i3, FH@ N8R /78 sk (L s,

OpenShift REYEEESERE HTTP/HTTPS RIEBE £ man-in-the-middle BXi#1TEE, HbefllHED
M TLS &I 5A RS B E,. BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFBERER AN — N EANRRE, RFREFLL TCP %R, ALk, SR TCP R,

3.4.1.3. 2Hn) 5

EB KNI TR Upgrade request required 1%

TIRIEHIZREE A SPDY HAEILEE pod AHATI G, MRZEEFM TR AR SPDY Wil BIFE A
wig, SIRERIRNITENTERSG S, TR EWFH I REEE S Upgrade request required, il
RAZE : FEAZR SPDY MK E,

B T X2 SPDY il 4, KERSRE NEE L F Upgrade HTTP FRk & 45 API RSS 25, B/ iRE AL
L ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBRXW, FHE
T~ HE{E S Upgrade request required, I f2RA R : BERAEEL L Upgrade 1k,

3.4.2. JE R AL 45 2R RS

OpenShift ZIFIRIBER FERIMLIEMSE, BREIFE NetworkPolicy 3% EgressFirewalls B &, 0RE
5 RSERBHR 4 22 B E A L B EER L REREIZE] pod, FREIATEERIETH T FEH{Z1EE] Rsync pod

R E,

TERMBIREEE L2178 rsync pod 713810 OpenShift Route HHEE#, A IIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H MixX e £ R %I B 5h#ERR Rsync pod.

3.4.2.1. NetworkPolicy Eci&

3.4.2.1.1. 32H Rsync pod I O E

INR IR B bréy & 22 A Y NetworkPolicy ERERR L X F R BIRRE, ERLUERA Rsync pod BME—HR
ZERAVTFHOREMNSIZiE, LR ITFEEMBZEE A Rsync pod HAIEHORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

3.4.2.1.2. Bl Rsync pod A OFE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
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name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:

owner: directvolumemigration

app: directvolumemigration-rsync-transfer
ingress:
-{}
policyTypes:
- Ingress

3.4.2.2. EgressNetworkPolicy ACi&

EgressNetworkPolicy XI5\ Egress Firewalls & OpenShift 14i&, FAFFEIEEFEEMNEORE,

5 NetworkPolicy Xf RA [, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, 1B, EeaLUHRER K BIrERt
B CIDR SEFEIRINEIZRBRH Allow FLUNIFR, LUE R LIE RN EEEE 2 (AKX B B i i,

RIEFTE Egress Firewall BYSEEE, AT LURINEMERFH CIDRSERFRAVFIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

3.4.2.3. MBUREHEIEFE S RiRm

ZiINERT, DVM {#H OpenShift Container Platform FRE/E Nifim, 5 PV BUB L SR BIrEEE, 0
RERINTT, ERILLAFEE MR RN RS,

SFENERE, EALLRTE MigrationController CR #5& 1) BFrf%EE$ L% & rsync_endpoint_type
LERMEERS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

3.4.2.4. 5 Rsync pod BEe& #MFE4H

Y PVC ERHEEEME, WA LUET T supplemental ZL5INE Rsync pod E X EECE X Z BRI R], LA
& pod FBIFIHIA] -
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5 3.2. Rsync pod BIMINZHEE

Default (BRil)

src_supplemental_g string RNXE TR Rsync pod BJLL
roups ES ORI AR
target_supplemental  string RNXE B#r Rsync pod 89, LA
_groups s bl SIS TRAERTIES

&R
AT LLE#T MigrationController CR, LUE X EErh I BIE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

3.43. BELiERE

FeREH
o YEREMASEEFER cluster-admin FFRAIFE 7 &%,

it

1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B 1P hiHMmR% CIOR KESHRIIE,

TEEIEAN . KB Fig, 5140 @ .y.com LE x.y.com, {ERME y.com, {EF *aAIX AR
HithSE T P ERE, NREYT BT RS ESERELEF networking.machineNetwork[].cidr
EXTE LB worker, BN ENIAINBILFISRA, LARS b8 0],

INRKKXE httpProxy 1 httpsProxy FE%, |t FR R 28K,
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3. 55 #1%72 1 migration-controller.yaml,
4. N FAEFHER

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHNE,

3.4.4. Ll root =X 3E root H14321T Rsync

OpenShift Container Platform %2R0 /5 F§ PodSecurityAdmission 3225, IiEHI2ERERBEEN
I 44 Z2 (AR5 B SE e Pod R, SEEPIFTE TE MEERNIZEITULT Pod REVEL R Z
— : Privileged. Baseline =% Restricted. &/NEEHENE B ORISR,

H T RUETEFRE SRR I TEIRE H, MTC1.7.538| AT Rsync pod FREN, SIEBRIALLIE root

F’%ﬁ}i:ﬁ Rsync pod XHEAREREME R —EEER NN TN S LU TEE S, XPEX
2T, RNeRERZTEAERELHPRE TIE f#H,

3.4.4.1. HBUE trannsfer FhEBSEIAIE root I21F

BARERZSHIERT, LLIE root A BZ1T Rsync pod AIMLIEE T/E, {BHELL root S BRTEIRIG
BT TEAEE, BIREHTRESEKN., MTCIRET WEBUBREHFNBEZEIAIE root BIEM AL :

o MBI BEE NIEN root 7L BIREEE LI NIAIAE T#IZ1T Rsync pod,
o WFEMNTR, TEBEIRERLL root BF 5191217 Rsync pod,

EXHFHERT, BRIEIRZITEERERNHWITERNEMNMEZEER BB TRE
enforce. audit #1 warn,

BT RELHRIIZER Pod Security Admission fIIXBEMER, 1HSH 2§ pod Z2/HEARY,

3.4.4.2. A ;EHB M MigrationController CR E¢i& ) root SJE root
ZiNERT, Rsync ¥EH3E root 15T,

EBrEEEP, B LUSF MigrationController CR EZ & 7y 2L root A/ B12324T Rsync,

it

e figi& MigrationController CR, M TFFIR :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true
LEECE & TR A 53R AER

3.4.4.3. f MigMigration CR E2& HENTB IR IE root
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EBFRERED, EA LME B LT IE root 1ETF MigMigration CR BZ & 79 LL root FIE root SDE1T
Rsync :

o {ERN%FER ID (UID)
o {ERH—HEEH D (GID)

it =

1. Bl root A B12321T Rsync, ERIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[.]

runAsRoot: true

2. B Rsync ENRERF ID (UID)SHKFEL ID (GID)i21T, 1HRIEASLIEIE MigMigration CR :
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
runAsUser: 10010001
runAsGroup: 3

3.5. il E S HIEEE

BN RIFFECE N REERIFMEE, MTC HEEMNRERERIIEREFMHEE, REMEHEMEE
SR BirEE.

MTC AR AR REEE HH 7 E R BEMRERSI SR BInER, BRILUEREES TEN
MR H RIS R T,

MTC XL FE AN 7
o ZLRARMXK
® Amazon Web Services S3
® Google Cloud Platform
® Microsoft Azure Blob

o BEMA S3NRENM, A0 Minio 3 Ceph S3

3.5.1. R E
o FRASEREER Y B AN & 7 4 A BN 6] T RO 2% 17 (R FUR,
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B 3T LE MTC
o NMRMHREBIRSB[SHNEIEENEFIFEEEREMER, BOATBERRER LTINS HEFEEE,

3.5.2. (TS T RMEEIL

150K 32 Multicloud Object Gateway (MCG)EEIER] S3 i85, EEEE MCG BB S MTC &
Migration Toolkit for Containers (MTC)RE #l G JF

=

WK 3R Multicloud Object Gateway (MCG)#EiE, RFEZE N MTC Al Secret B E L HFIR(CR).
pa -3

F 98 MCG Operator 243, {B MCG $&H4 {7 FAF OpenShift Data Foundation, 2
THEFEM, ENY% T Red Hat OpenShift Data Foundation, FAEAERIERG TEE
. LB MCG 1.

FRFH

o RNFIEAE YA Red Hat OpenShift Data Foundation 81575 Z8%& OpenShift Data
Foundation,

it =

e EiT7E NooBaa B X ¥R Liz1T describe #i43, FKEX S3 ifim. AWS_ACCESS_KEY_ID #1
AWS SECRET_ACCESS_KEY,

TR LA X LU MCG 1R & ) 0 2 S0,

3.5.3. fidi& Amazon Web Services

& A LU Amazon Web Services(AWS)S3 X RIZEBCE S MTC B Migration Toolkit for
Containers(MTC)HE #II /%,

FoRFM
o B&EAWSCLI
o AWS S3 1w B AR B AR SR BT 1A,
o MRMHARBESITE -
o ®AEFTA] EC2 Elastic Block Storage (EBS).
o RIBMEEMIMTR—XE,
o RMBIMERVIERERMNEFEZE,
o HFEERLINGREBHRSE
% =3

1. %iE& BUCKET £ :
I $ BUCKET=<your_bucket>

2. %i& REGION % & :
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https://catalog.redhat.com/software/containers/ocs4/mcg-rhel8-operator/5ddbcefbdd19c71643b56ce9?architecture=amd64&image=64243f5dcd0eb61355af9abd
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https://docs.redhat.com/en/documentation/red_hat_openshift_data_foundation/4.15/html/managing_hybrid_and_multicloud_resources/accessing-the-multicloud-object-gateway-with-your-applications_rhodf#accessing-the-Multicloud-object-gateway-from-the-terminal_rhodf
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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I $ REGION=<your_region>

3. filE AWS S3 1Z{#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMFER Velero F1R BB S S3 FIERMWER, HHEBIERUE— I H—RF &,

5. fil# velero-policy.json XX {4 :

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
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"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

1,

"Resource": [
"arn:aws:s3::${BUCKET}"

]
}

]
}
EOF

6. FIINZREE, 9 velero A RILFTFRBIRAEAR

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero F IR & EH -

I $ aws iam create-access-key --user-name velero
Bl

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}
}

i AWS_SECRET_ACCESS_KEY #1 AWS_ACCESS_KEY_ID, &8 LA FEIEF AWS 7
-k & FEE,

3.5.4. it & Google Cloud Platform

R B LU Google Cloud Platform(GCP)#Zi#@ECE ) Migration Toolkit for Containers(MTC)HE &l &
[,

SeRF M
o RMZET geloud 1 gsutil CLI TE, i#EHEEH Google =X,
o GCP fZ{i##f /i Al LARR AN B AT SR BT 17,
o MREHERRRBERSE -
o JRIBIREREMIAI TR — X,
o R¥BIrERLINEBEHEBMNEIEE,
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https://cloud.google.com/sdk/docs/
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it

38

o FHERLMERIRER.

1. &FxE GCP:
I $ gcloud auth login
2. 1%i& BUCKET &£ :
I $ BUCKET=<bucket> @)

Q EEFhER R,

3. QIRBTFHERE

I $ gsutil mb gs://$BUCKET/

4. 49 PROJECT_ID 5 8% B HIEMERTiA

I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSIR -

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUHARSSIKS

I $ gcloud iam service-accounts list

7. &i& SERVICE_ACCOUNT_EMAIL £, FH5 email {HILE :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. FIINZREE, v velero A3 RRFLFTFRBIHAEAR -

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get



1.

12.

storage.objects.list
iam.serviceAccounts.signBlob

)
A2 velero.server B E X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

. RHIE R IAM EEEE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

B IAM BRSS I :

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

FF IAM fR 55k B3 SR Z 2 24 5l B 3k 1 A credentials-velero XX H -

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

R A LUE A credentials-velero XIS GCP N E 5167,

3.5.5. fidi& Microsoft Azure

&\ LLRF Microsoft Azure Blob 72 &R 23ECE& /7 Migration Toolkit for Containers(MTC)HIE #l 6 %,

FoRFM

it =

1.

2.

B R4 Azure CLL

Azure Blob TF & Z 88 & AT AR AN B R 8RBV 17,
INRIEEARBEHITHE

o SEM BB TR — X,

o RFIBMEKENIEEHERNEMHE,

o HFEERLISREBER.

ERE Azure:
I $ az login

%i& AZURE_RESOURCE_GROUP % £ :
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I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. B Azure HRA :
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS @)

Q@ =xuE,

4. #%{& AZURE_STORAGE_ACCOUNT ID % :
I $ AZURE_STORAGE_ACCOUNT ID="velero$(uuidgen | cut -d ' -f5 | tr '[A-Z] Ta-z])"
5. A& Azure ZAEIK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $SAZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 148 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

7. BIE Azure Blob ZHEA DS -

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. H velero AR EAFMEILE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id" -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld' -0 tsv’

9. 7 credentials-velero X4 IR1ZARSS TIARBEIL ¢

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

R A LUFE A credentials-velero ST Azure INH & FITF 1%,

3.5.6. Hfth iR

MTC THE5R
KTFBITEEHHE

3.6. H#E MTC HHR SR
el LUENE MTC, FtRE TR EIEERE,

fitlk& velero CRD & MEEFHFEFR Velero,

FRFM

it

1.

WILLEA cluster-admin FY BRI - B 15 & 5%,

TiIBRFR A S B¢ 8 MigrationController B X %R (CR) :

I $ oc delete migrationcontroller <migration_controller>

1k

Wt

i

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator.

3.

TUT %, MERAIESEFFIERSEH TR

e migration B E X FIRE L (CRDs) :

fﬁ[l

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £E A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)
® migration-operator £E¥AH :

I $ oc delete clusterrole migration-operator

o velero £35AGE :
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I $ oc delete $(oc get clusterroles -0 name | grep 'velero')

® migration £ A BIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator S8 A BHIE :

I $ oc delete clusterrolebindings migration-operator

o velero £SEABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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B 4E EZRMLKIMERRE MTC

4 5 EZEREIMEFRZE MTC

1A LUBT AT LT $ R IE Z IR ML EAEE A OpenShift Container Platform 4 &% MTC :

1.

B — N RE Operator B %,

it RO — mapping.txt X, HHEE registry.redhat.io fRRFEAIIRIE registry %
&2 (B RAREY, mapping.txt X421 OpenShift Container Platform 4.2 Bl 4.5 R R R4
IHEIMTC Operator PR E8Y,

. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4.15 Bi3&&f E &% MTC,

ZILNER T, MTC web #2440 Migration Controller pod £ Bir&E 1217, EAILEE
Migration Controller B & X FR/F R L2 8 21T MTC web %150 Migration
Controller pod,

ERER %L MTC Operator:

e OpenShift Container Platform 4.6 (& mhRA : {#F Operator Lifecycle Manager &%
MTC Operator,

® OpenShift Container Platform 4.2 El| 4.5: @M STREREESIM MTC Operator,
BEEX REME, LAAEESIEEE,
pa -3

ZE £ OpenShift Container Platform 3 £%&%& MTC, 15 [#1E OpenShift Container
Platform 3 £% % |HA MTC,

EHEH MTC, HSHEE MTC FHIREIE,

4.1 FE TR

IR RES OpenShift Container Platform iR AR MTC,

3’8
B¥ES

OpenShift Container Platform 4.5 R & B iR A,
TS

OpenShift Container Platform 4.6 R B #HIR A,
IB Operator

X E SR TR MTC Operator,
X operator

XIS TR % ITHI MTC Operator.,
PrISERE

1Z4T MTC #5128 70 GUI BUEREE,
R

21T Velero MIER YIRS B 175E8f, Control Cluster i1 Velero API Sii2 8@ 15, UIKDhER,

BT ERERM MTC iRAZETEF OpenShift Container Platform 8%, B TRHRINRERMBILE
B, wIifERAMERK MTC kA,
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MTC 1.7 23 M OpenShift Container Platform 3.11 5% %l 4.9,

MTC 1.8 {{3Z#F M OpenShift Container Platform 4.10 R B #HHIIR A 17T,

X 4.1. MTC &t : MEGHIRELE TR

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container
Platform 3.11 Platform 4.0 &l Platform 4.6 Platform 4.10 &
4.5 4.9 =177
FEE MTC hRA MTCv.1.7.z MTCv.1.7.z MTCv.1.7.z MTCv.1.8.z
R |HAR MTC v.1.7.2 5 OLM R, 5 OLM R,
operator : {# g K 1TViE release- 4 {74iE release-
operator.yml XX v1.7 v1.8
HFhRLE,
[(EEZER] &R
TRERIEHIEEE,

ERELERT, MEAMRETERELEMREHEEIIBHET TS RWEMER, flm, SMHEZBH
OpenShift Container Platform 3.11 £33 TR B ZIMEHBIIL OpenShift Container Platform &&%
B, , FRERETHEREE OpenShift Container Platform 3.11 2%,

EMTCvVI7.z%, MMREHA—NEIRERER N MEREITMEE S EE2EEE, 15£H crane tunnel-

api f8 95,

SFFIEE (stable) B MTC RITHRA, BEARBNIZIAANSIMACHNERHEE HIEHIELR, BEE XM
BERT, TRFEMBNEREE HIEFIER, HFNIFEIEHEERITREER.

4.2. 7 OPENSHIFT CONTAINER PLATFORM 4.15 £EZ& % MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.15 £ %24& MTC Operator,

SeREH
o WIFREFRESEEHESR cluster-admin FRAIF 7 &%,
o RAIMAM registry AR GIE Operator B %,

it =

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. % Migration Toolkit for Containers Operator 3 5= Install,

4. mif Install,

1E Installed Operators 71/, openshift-migration B A& HIIRE N Succeeded B9
Migration Toolkit for Containers Operator,
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5.

6.

7.

8.

B 4E EZRMLKIMERRE MTC

= Migration Toolkit for Containers Operator,
1 Provided APIs T, #%Z| Migration Controller 1@, = Create Instance,
mifi Create,

= Workloads —» Pods 4 1iE MTC pod IEfEIZ1T -

4.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 ¥ 4.5 &% |HH MTC
OPERATOR

&P LATE OpenShift Container Platform kR4 4.2 El| 4.5 AF R & IHH MTC Operator,

FoRFM

s
e

WAERAEMBESEFEE cluster-admin R 7 &5%,

BRI registry.redhat.io,

WIR%Z podman ,

IR — ARV AFBRE Linux TYEILF BEM registry.redhat.io TH T
IS B Operator B SRMIBHE iR,

IREE R FRM Operator B X 1E OpenShift Container Platform 4.15 £ %% Migration Toolkit
for Containers Operator,

. ERENIER S sk - &R E registry.redhat.io :

I $ podman login registry.redhat.io

. B ALL T 64 Tk operator.yml 304 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

i ALLT 8995 T % controller.yml 344 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

IZITLL 6535 EX Operator fR1KIRET
I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator B ATHKI AR, HiHERT registry.redhat.io Hif%k
BB R registry gz [A] HIBRET,

it el
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registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

5. 7f operator.yml XX {4/, “/y ansible #1 operator 23 E #7 image 16, 3% #7 REGISTRY /& :

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> ﬂ

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

WEEEE’\J%{% registry #1 Operator £ {&89 sha256 {E.,
9 B EMAIIRIR registry,

6. FRIEM OpenShift Container Platform JR&EE,

7. | MTC Operator X &R # Migration Toolkit:

I $ oc create -f operator.yml
it Bl

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

KB LLZZBE Error from server (AlreadyExists) 58, ©f12H MTC Operator N ERHARA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

8. f/& MigrationController % :
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I $ oc create -f controller.yml
9. %iE MTC Pod @& EEIATT :

I $ oc get pods -n openshift-migration

4.4. KEEE

X F OpenShift Container Platform 4.1 R ERRIARA, EiFERE Migration Toolkit for Containers
Operator f&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERANZHEETH
B9 proxy % R,

%TF OpenShift Container Platform 4.2 El 4.15, Migration Toolkit for Containers (MTC) &4t & EEEE
FRIEIXE, MREBZRIFEHENAERE, TUERRESH,

4.4 EEESTH%

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MMREMEHEATREEE, NRER
FTiE1h n B VRSB RRR o

MREMREFERERINIT DV, ERE— TCP R, ZRERELRKZMTERLE,
ERERABECH SSLIEPBIER T A SSL ##. Stunnel KIERZ R KERYRA,

4.4.1.10.DVM K TCP KB X &

R LLE TCP RIBEIRM Birse B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy Z =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIBOVM A FHRENERSZMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS RIBIDAE R TIF. HANKEEHMNERT A XZFIT
Ho Eith, DVM MKIRLERS MTC R E LMK ET R,

4.412. Mt 4ofEA TCP KEMAR HTTP/HTTPS {CHE ?

&R L@ OpenShift BEETEIRF B Ar5REE 2 [Fi21T Rsync 3R/ DVM, SREi@it TCP R (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i35, FH@ N8R /78 sk (L s,

OpenShift REYEEESERE HTTP/HTTPS REBEE man-in-the-middle BXi#1TEE, HbefllHED
M TLS &I 5AEIRS B E,. BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFERER AN — N EANRRE, RFREFLL TCP %R, ALk, SWyIfEA TCP R,

4.41.3. 2H A

EBKIFF < Upgrade request required 515
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TIRIEHIZRE A SPDY HAEILEE pod AHATI DG, MRIZBEFM TR AR SPDY MilBIFE A
mig, SIRERIRNITENTERG S, TR EWFH I REEE S Upgrade request required, Il
RAZE : FEAZR SPDY MK E,

P& T 2 SPDY il 4, ERSRE NEL L F Upgrade HTTP FRk & 48 API IRSS 25, B/ IRE AL
Wk ITFF 5 API AR5 2580 websocket i1, NIRAR IR AIERE L Upgrade 773k, NEERBRXW, HE
T~ HE{E S Upgrade request required, I f2RAR : BERAEEL L Upgrade 1k,

4.4.2. 73T AL SRS

OpenShift ZIFIRIBER FERMLIEYSE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0RE
B RAFFERYR 6 44 22 (A5 AR LL R AL B R TR E R B E pod, BREIFIREREEH 2 {E1EE Rsync pod

R E,

TR BrERE 2178 rsync pod 4713814 OpenShift Route HHE 1, AIIFIIAM NetworkPolicy 2%
EgressNetworkPolicy T SRECE H Mix e £ R %I B 5h#ERR Rsync pod.

4.4.2.1. NetworkPolicy ACi&

4.4.2.1.1. 38 Rsync pod W O E

fNR IR B bréy & 227 Y NetworkPolicy ERERR IE X F R BIRRE, BRI LUERA Rsync pod BME—HR
ZERATFHORENEE R, LUTRERITFRBMAZEAAF Rsync pod WFAFEHORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

4.4.2.1.2. 8l Rsync pod WA O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress
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4.4.2.2. EgressNetworkPolicy ECiE

EgressNetworkPolicy XI55\ Egress Firewalls & OpenShift 14i&, FAFFEIEBEFEEMNEORE,

5 NetworkPolicy % &R, egress Firewall ZEW B %5 T, R Ne&RTFaEZERBBME pods
Itt, Rsync pod BIME—FRE R F R A Rsync pod B Rsync pod /422, B2, EaLUHRER K BirERt
B CIDR SEFEIRINEIZRBEH Allow FLUNIFR, LUE R LIE RN EERE 2 71X B B i,

RIEFTE Egress Firewall BYSEEE, AT LURINEMERFH CIDRSERRAVF I E R ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

4.4.2.3. NBURE FHnk & Rl ms

ZINERT, DVM {#H OpenShift Container Platform FRH/E Nifim, 5 PV BUB L SR BIrEEE, 0
RERINTT, ERLOAFEE MR RN RS,

SFENERE, A LLURT E MigrationController CR #5& 21y BFr%EEf L% & rsync_endpoint_type
LEREERS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

4.4.2.4. ) Rsync pod BeE ¥ FE4H

Y PVC ERHEHEME, WA LUET T supplemental ZH5INE Rsync pod E X EECE X Z B R], LA
& pod FEIFIHIA] :

5 4.2. Rsync pod BB inZH 2%

Default (BRiA)

src_supplemental_g string RNXE TR Rsync pod BJLL
roups ES ORI AR
target_supplemental  string RNXE B#r Rsync pod 89, LA
_groups ES ORI AR
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ARG
AT LLE#7 MigrationController CR, LUE X Erh IS B IE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

4.4.3. FCERE

FeREH
o YERTEMASERFEA cluster-admin FFRAIFE 7 &%,

P

1. KEX MigrationController CR ;& # :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration
2. EHRESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRRENBIREA. B, 1P it HEMmRL% CIOR KESHMRIIE,

TEEIEAN . KB Fig, BI40 @ .y.com LEE x.y.com, {ERME y.com, £ * A% AR
HithSE T P ERE, MREYT BT REESERELEF networking.machineNetwork[].cidr
EXTE VMY worker, &SI TARINEILLFIZRA, LARS b8 A &,
INRKKXE httpProxy 1 httpsProxy FE%, |t FR R 1 28K,

3. 5 #1%72 1 migration-controller.yaml,

4. NAEHBES

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHNE,

4.5. L ROOT 5 3E ROOT 5151247 RSYNC
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy

B 4E EZRMLKIMERRE MTC

BE
AT EE A OpenShift API IR Web 1226 &8 RN,

OpenShift AAEE 1A E F PodSecurityAdmission 12525, LiRH 2SR EREHEE GBI AR RIRE
5 SE e Pod RENME, SEREPMIFATE TIENEERIZZITULT Pod REVEL A — -
Privileged. Baseline =% Restricted. &5 EE B 2HWEIAEKIRE.

F T ARIETEFR A IME R R Ih T BURE i, MTC1.7.5 8| A7 Rsync pod FRMIER, SIEEIALLIE root F
F B13321T Rsync pod, iIXHEAIBREMER—EFE R NN T AER T UHTHEIELE. XPMER
2iHTH, RNEeRERZTEAERESHRE TIE fH,
FBURE trannsfer FoIB=ERIAIE root IBF
BRERZSHIERT, LLIE root A BZ1T Rsync pod AIMAIEE TE, {BHELL root S BRTEIRIG
ZBITIEEE, BUBEHTRSEKN, MTC IRE T AR EHFENBZEIAIE root BIEM A -

o [FFRAEMEE NIEN root 7E BIRERE LT X AIAEIZ1T Rsync pod,

o WFEMNTR, TEBEIRERLEL root P &19i21T Rsync pod.

EXHHERT, BuiEIBeaTEERENRNTEAEMNMAE R EIREBEU TR
enforce. audit #1 warn,

ETHEEZHFXIER Pod Security Admission FIIXBENER, 1HSH 124 pod Z2EART,

4.5.1. [FFrAE T # 8 MigrationController CR EZi&E ) root =X JF root
ZiINERT, Rsync ¥EH3E root 15T,

EBrEEEP, B LUS MigrationController CR EZ & 7y LA root A/ B12324T Rsync.

it =

e figi& MigrationController CR, I TFFIR :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[.-]
migration_rsync_privileged: true

BEECIERHE A TR B R 89ER,

4.5.2. % MigMigration CR ECE N B EBHIRIE root

EBFRERED, EALME B LT IE root 1ETF MigMigration CR BZ & 79 LA root FIE root SDIE41T
Rsync :

e {ENRFERF ID (UID)

o {EN—NREXHID (GID)
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mAE
1. Bl root A B12321T Rsync, ERIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[.]

runAsRoot: true

2. B Rsync fENEEERF ID (UID)E4FELH ID (GID)iz1T, EIRIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
runAsUser: 10010001
runAsGroup: 3

4.6. L ER FIF0#%
Multicloud 3 5 3% 22 52 BR B4 B 5 — SR 17T,

MTC AR AFIR R EEE HH 7 E R BEMRERSI SR BIrER, BRLUEREES TEN
MR H RN P ST R T,

4.6.1. FoREM

o FRBERRHER N R AN S H 7 5 B[R] B B 2% 07 (] AU RR
o MREF/RERSHFSABEENEFIFEFERER, BB ERACERIFDNERIFEE,

4.6.2. RFRZ TN RMKREIE

a3

F 98 MCG Operator 243 A, {B MCG $&H4 {37 FAF OpenShift Data Foundation, 2
THEFEME, ENY% T Red Hat OpenShift Data Foundation, FAEAERIERG TEE
LB MCG i,

FRFH

o RNFEAE YA Red Hat OpenShift Data Foundation 8575 Z8%& OpenShift Data
Foundation,

4.6.3. Hth BR
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B 4E EZRMLKIMERRE MTC

i =
® Red Hat OpenShift Data Foundation SCA4 AR BT FF % B9EA 1R,

e MTC I
o XTEUREHIAE
o 1E MTC web 1ZHI& R INE HIEFEE

4.7. 5% MTC HIHR SR
e LUEDE MTC, FHtRE TR EIEERE,

- fitlk& velero CRD & MEEFHFEFR Velero,

FeREH
o W HLLER cluster-admin F R F 19 & %,

it
1. HIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNEESEHETIR :

e migration B X HIREE Y (CRDs) :
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :
I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £8 A :
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
® migration-operator £E¥A :
I $ oc delete clusterrole migration-operator
e velero REAE :
I $ oc delete $(oc get clusterroles -o name | grep 'velero')

® migration £ ABIE :
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I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator £E A BYIE :

I $ oc delete clusterrolebindings migration-operator

o velero £EABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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’axy =
#B5E AR MTC
EA LUFE A Operator Lifecycle Manager £ OpenShift Container Platform 4.15 L #4 MTC,

f&el LLB T EF %%k Containers Operator BJf%%4¢ Migration Toolkit for Containers Operator, £
OpenShift Container Platform 4.5 R B EBMARA EFH% MTC,

- -
MRBAREIMTC13, EBRAHATHN LS TREEH MigPlan BZE LR (CR) .

5.1. /£ OPENSHIFT CONTAINER PLATFORM 4.15 F#4%; MTC

EA LUFE A Operator Lifecycle Manager £ OpenShift Container Platform 4.15 L #4; MTC,

BT
L {#FF Operator Lifecycle Manager #% MTC K, #/iFRAZZFIEIBEREZR,

TBHmE

® M OpenShift Container Platform 3 3£ Zl OpenShift Container Platform 4 2 Z|HB MTC
Operator #1 MTC 1.7 X,

o AXZFHMMTCL7.xFHEI MTC1.8x,
o RNER MTC 1.7.x FiT#FEF OpenShift Container Platform 4.9 st B B A RHEA AR
o MTC17.x MATER B IR &,

o MTC 1.8.x {XZ# M OpenShift Container Platform 4.10 =& S A< 3E# Ell OpenShift Container
Platform 4.10 X E&MRA, FFOOFRERMA 410 HESMRARTH, "TLERA 1.7.x X
1.8x, BZ, B®M5RMEV L MTC IRAER.

o FXFMIEMTC17.x BB MTC1.8x,
o FXFMIEMTC1.8xEBEIBIF MTC17x,
o XFMERMTC1L7xEBEBIEMTC17,

o FHMIRMTC18x FHEIBIRMTC1.8x

FeREH
o MNFLLEH cluster-admin F R B9 &5,

it

1. 1£ OpenShift Container Platform & # 51 E Operators — Installed Operators,
WFHFEFHE operator & 7~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. X Subscription 1155 01, fEAIREM/ AN FLERTE Upgrade Status 510 TR, B0 - EFAE
£ 27~ 1requires approval,
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4. = 1requires approval, A5 Preview Install Plan,
5 BENHTATFAENTE, = Approve,

6. i&[0 Operators = Installed Operators T EE WAL ML IR, TG, REEEH
Succeeded #1 Up to date,

7. = Workloads — Pods 35%iE MTC pod IETEIZ1T o

5.2. % MTC #2 % 1.8.0
E MTC #2:511.8.0, iEZRUTHE,
Pk

L ERUTHEZ —HBEEAFBI] BT FI0E

o ZITUU T RiAET] A AFFIE :

I $ oc -n openshift-migration get sub

it Bl
NAME PACKAGE SOURCE
CHANNEL
mtc-operator mtc-operator mtc-operator-

catalog release-vi.7
redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace redhat-
oadp-operator mtc-operator-catalog stable-1.0

o HEZTLUATaTHRIRE JSON BV [ & FRFViE

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | { name: .metadata.name,
package: .spec.name, channel: .spec.channel }'

A

{

"name": "mtc-operator",
"package": "mtc-operator”,
"channel": "release-v1.7"

}

{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"package": "redhat-oadp-operator",
"channel": "stable-1.0"

}

2. SFEMNTH, BTUTHSEM MTC 1.7 5iEF7ZE MTC 1.8 5iliE :

$ oc -n openshift-migration patch subscription mtc-operator --type merge --patch '{"spec":
{"channel": "release-v1.8"}}'
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it la Nl

I subscription.operators.coreos.com/mtc-operator patched

5.2.1. ¥ OADP 1.0 #%¢ %l 1.2 for Containers 1.8.0

1% OADP 1.0 #4¢F 1.2 for Containers 1.8.0, HTEMIA T,

it =

o WFEMIN, 21TLL T4, 1% OADP operator A OADP 1.0 {&+#hE] OADP 1.2 :

$ oc -n openshift-migration patch subscription redhat-oadp-operator-stable-1.0-mtc-operator-
catalog-openshift-marketplace --type merge --patch '{"spec": {"channel":"stable-1.2"}}'

% E,E
B EIR D NAME {5951 F 2% MTC # OADP BIE843,
Bl

subscription.operators.coreos.com/redhat-oadp-operator-stable-1.0-mtc-operator-catalog-
openshift-marketplace patched

iR [E#{E 5 redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-
marketplace 48, FEARRBIAER,

o #1R installPlanApproval £#{1%{& 5 Automatic, Operator Lifecycle Manager (OLM)¥¥
TR FRT R,

o R installPlanApproval S04 &7 Manual, T %77E OLM FFiaF eI E£EN
installPlan,

1. BT HS, Tk OLM BB E5EM OADP #1 MTC BYFH :

$ oc -n openshift-migration get subscriptions.operators.coreos.com mtc-operator -0 json | jq
".status | (."state"=="AtLatestKnown")'

IRE true B, 21T T S ELIEENT [ FEBBVLE :

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | {name: .metadata.name, channel:
.spec.channel }'

it lan

{
I "name": "mtc-operator”,
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"channel": "release-v1.8"

}
{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"channel": "stable-1.2"

}

Confirm that the "mtc-operator.v1.8.0" and “oadp-operator.v1.2.x" packages are installed by
running the following command:

I $ oc -n openshift-migration get csv

it N
NAME DISPLAY VERSION REPLACES
PHASE
mtc-operator.v1.8.0  Migration Toolkit for Containers Operator 1.8.0 mtc-
operator.v1.7.13  Succeeded

oadp-operator.v1.2.2  OADP Operator 1.2.2 oadp-operator.v1.0.13
Succeeded

5.3. 7 OPENSHIFT CONTAINER PLATFORM A 4.2 A% MTC #H 27 %
4.5

&R LB F5) = 4% B MTC Operator, § OpenShift Container Platform hig4s 4.2 LB MTC #H 2 E|
4.50

FeREH
o MHLLER cluster-admin F R F 19 & %,

o BB IA registry.redhat.io,
* W &R%E podman ,
iz
1 BWALT S, ERMEMIIEES | MiGEiEE %5 registry.redhat.io :
I $ podman login registry.redhat.io
2. By ALLF 64 T #k operator.yml 3X{4 :

$ podman cp $(podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/operator.yml ./

3. BIALLF 64 & #t Containers Operator B Migration Toolkit :
I $ oc replace --force -f operator.yml

4. ¥ ALL T ep 4% migration-operator 3 EY B E 0 LUSIEERE -
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I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator

u1

A LL T 45 migration-operator SEY BE| 1 LURSIEREH N AEX -
I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator
6. HIALL T4 90E migration-operator 2& 274K :

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""{ print $NF }'

N

B ALLT 8965 N & controller.yml {4 :

$ podman cp $(podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.8):/controller.yml ./

8. IZ1TA T % E 02 migration-controller X :

I $ oc create -f controller.ymi

9. MIALL T BEIIUE MTC pod @B IEFEIZT :

I $ oc get pods -n openshift-migration

5.4. % MTC 1.3 #% % 1.8

INREF MTC hRA 1.3.x FHEI 1.8, BB H 21T MigrationController Pod B EEF ) MigPlan B
E N FFR(CR)EH,

HF MTC 1.3 A 7F1E indirectimageMigration #[1 indirectVolumeMigration %, ©11E 1.4 iR

INMER false, XEKRERRA T ERGHRIBNERSTIHR, BT LEHRERIVENR, THITK
FTiE% ) Ready K, PRIEFHXLSHIEDNN true,

BE

® M OpenShift Container Platform 3 iE# £l OpenShift Container Platform 4 %
|[HH MTC Operator #1 MTC 1.7.x,

o JFMTC1.7x FHE1.8x EEFLNE OADP #ili& M stable-1.0 E#H E stable-
1.2, LUERINSERM 1.7.x FEEN 1.8 %0

FeREH
o MNFLLEH cluster-admin F R A B9 &5,

it =

1. BXEZ21T MigrationController Pod HI5 2%,

2. FXKEX MigPlan CR ;& & :

I $ oc get migplan <migplan> -o yaml -n openshift-migration
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3. BHUUTSEE, HEStHRE ) migplan.yaml :

spec:
indirectimageMigration: true
indirectVolumeMigration: true
4. i MigPlan CR B LN FEXK :
I $ oc replace -f migplan.yaml -n openshift-migration

5. FRERE#H Y MigPlan CR B LG IEE N ¢

I $ oc get migplan <migplan> -0 yaml -n openshift-migration
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$ 6 ElIBRAENR

B 6 E TR ESIFR

1EfEF Migration Toolkit for Containers (MTC) RN AR IEMEHR], BEEEUTRETIR,

6.1. RERRNER
OERHRFEFEEMEZERE (FINEREIE) NREBRHFZER,
O HEFA MTC M%eRE M,
O fFrE T S E#E —NEMH OpenShift Container Platform 1117,
0O 2401 [ERIKR.
O ShiRHEFTUERIF,
O FBMEBIRNFILE D 10 Gbps.
O &3 A BB TRIHTIR.
%ﬁm%gﬁﬂﬁﬁmﬁ\ CPU #7Ef, L,L@EIE%I{’Fﬁljﬂ‘ZZJ:i:ﬁﬁ*%o SKPRAY

FRERIURFENTRBITRIPTBH Kubernetes TR E, MU TIEIELETIL
iﬁqﬂ(ﬂ'ﬂﬁ% DUEMEITEHRE R,

O A fio I & T EEH eted B MR,

6.2. [RER O EIIK
OEEETZTUTHRSRERETARBEEBEMNLT Terminating RKEMFAMS (PV)
I $ oc get pv
OE2RZITU TSR E 7 IREFRZ Running 3 Completed B pod :
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
OEe@BLaTU TN ERERERREM pod :

$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items][]|select(any( .status.containerStatuses|]; \
.restartCount > 3))|.metadata.name’

BENf# pod &6 F Running R, EEEMNERREAERREZEI .,
O &L PREIRIEREERN,
OEEETZTU TSR ERTEFLENIERERITK ¢

I $ oc get csr -A | grep pending -i

O registry {FR#EZNFE R,
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O & 0] LU AR IZENFI B A Zl registry,
O etcd EEEE 2B,
O RERE AT API AR 55 2300 NS (5] ZNF 50 ms,

6.3. Bir&EEEE =

OKBHERVINAMIRS (NEEE. RABEEE. FHREK registry #1 Cl/CD TR) BIIEH
P24 B E AR,

O FERASRHRHMIRS BN SBA ARRF RS R U5 W KM ERMAREFIIR.
O 7 R RER AR 2R B R T R BRI ZE K,
O BrERME S ER R HFIE 2R,
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https://access.redhat.com/articles/3093761
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/postinstallation_configuration/#create-a-kubeletconfig-crd-to-edit-kubelet-parameters_post-install-node-tasks

B 7 F MYETE

B7EMBERE
2SR I T B A O PR R P SR,

7.1. DNS 3F =170
BIr&EEER DNS B 5 REEHNEARE, BANERT, NBARFREI¥ KB IREEEM FQDN,
ERBIRN BRFR DNS 18, 1HEE TE#ERaHAMET 2 —,

7.1.1. [F B AR DNS B 5 & inimE
{@jﬂuﬁﬁﬁﬁﬁmiﬁﬂ’g DNS iM% FimiE K0 BER&EEEHI DNS 2%, MR M EINEHATFEARS
Ufo
iz
1 AR ESG (AN AREFNESEESREIRANIE) REREFimMBIirE#ZFA,
2. H%7 DNS R85 LHOREBE PN TS FQDN, LURE] exterior FI4E4HAH] IP Hatit,
3. EEEBMLSAM, RN RIS KA ER B R B g iy B0 88,

4. 7 *.apps.source.example.com i 32— MEERF DNS iL5%, EMIRERFNNEESRM P
ik,

5 NENNARRELE— DNSIEE, 18R BIrEEERIEmE exterior FLAHER IP Hhtlk, $EH
DNS ixML S E FRBERIC K, FEILTEMRRNE FQDN B AE% £ %2,

o HAERMLGAEMG LA ILBEREN TLS H, MREREG S BIERNEHEE
Z7, BN ARFH FQDN AFEE Fin, BB R EHIR,

o NHAREASIYE| ABIFERENEEREAE P, B, NANE LIRS L
TR MNE R E S T,
7.1.2. 1% E BInSERELUES R DNS 35
AT LLA B B ITERE, LUESIEERM DNS BTN ARREIER,

ke
SFIERL HTTP i fIRL HTTPS i1, HHITUTEE :

1. EENEENTEPLE-IBE, ZRHRE W EZRERPLERNN ARER FQDN BIEK :

$ oc expose svc <app1-sve> --hostname <app1.apps.source.example.com> \
-n <app1-namespace>

IR, RS EZXNZ FQDN BAEMIER, FHHELXRN NN ARESR. A%, &
IR AREN, RSEEBNSEEPLRA -1 REH, FREEAILEENZ—EATBREIN
Fﬁo
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2. ﬁﬁﬁans#E%@LDNsﬁi FHREEEHBIN FIRY FQDN 15[ BB BRI 71 519
ZREY 1P i, XRFERBREHMREBEEME BIRER.
fﬁ&?%ﬂEN%ﬁﬂEﬁ%ﬁ%ﬁﬁﬁ@%o%%lﬂ@ﬁ%%ﬁ%%%ﬁﬁﬁmN%%

R, EAAFTZENBHIERE,
KFREHTTPS UilH], BHATATHIK -
1 FERELRPOEMEIAAN OEREIZRH X509 IEHE# N B E SUEH,
2. FXMIERBLE NTE subjectAltName FE&H AR B inse B & 2 @ECRT DNS i3,
FTUEFAT FRIF A DNS S THEEE .
HAth B
o MFELHER, HESHERIIAADUES,

7.2. MR EEE R

SERSRENIE, ERISTRAR BIMLSREMEERE E AT B iTE,
EEEMSRENEBETFUTREL

N TR pod TEIRERF N B In&E 8 Li21T,

o FNMVAHE-—ITELEREFHIVNLHEEHA,

o RERINBHNKMAITE CAILS,
o XWFHTTPS, BiriHa CAILHEERTIRERFIHERSRT DNS i£KH Subject & A&,

E BT RBE FHAFFF AR B IRRIRES,

o RANEEMAANANMEMERE
HUURERRBER DNS i05%, HHEIEMBEERERBEFMEN P #Hik (VIP),

It SRS A T 1 R AR R =/ B MR BT

o NEANNAEERMSLTRE
FRERBINEEHKRES VIP WEREREENZ NENNARFAUE—D DNS L%, X1 DNS It

LS TIRERHBEM DNS 105%,

o NEANNAZRLSBEEBMLRE
1 - IME, BFEREERIENNARFIRERFIRMIRN VIP FB IR B HERN
VIP,

2. ERERRENRERENG BN ARRFOE— DNS L%,

3. BENANAKRELXE, SHREASLKAHAIEERKASIN VIP, FARERKRERATIRE
EXEREERHI VIP,

4. ZHIENEHMMAE BrREFIRES VIPFRER S, ERMAMSRENREER NI,
o ETHPMEANARFREEER

fEFA LSRR, EWLUTIEA FIE KRB TCP/IP iRk, LMENTIE XA FHEERAMLRE.,
RFEEEERENMLARE ATl AP B ERANEERTE,
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B 7EREEEET
. E-IRE, BTFRREEREIENNARFIRERISHSF VIP MBI R HRERN
VIP,

. ERERRENRERINE HE NN ARF R — DNS 2%,

. BENEAMRIERXE, BERBATERLERNRE (W WKEF ) BETBEERAZRN
VIP, HHEAKRERAIRERHRAZIN VIP,

. ERESMEEEME BMAHIRHEN VIP, BEIfMEREHMTBIMEEIRARN VIP
J:o
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8 E BEEIBEK

Migration Toolkit for Containers (MTC) 1.4.0 i E SR AR E TR,
EEIBRANITERS

o EHELITH

o BREKIR
Ei&ﬁ%%ﬁﬁﬁﬂ’&%%ﬂP\]‘&B’fﬁ{%@%km}ﬁ%ﬁﬁ%ﬂEﬁx%ﬁ, MEBRENEGEFEZE FRE
8.1. FTARFM

o NWAEREIH T RBER (RMBEIR) AFRER registry.

o MAFRITIZRM B IrEE T LUERIRO 443 £/ OpenShift Container Platform B E @15,

o ERFMBIERBERFPEEL TN registry BEH ; Bt 18E spec.exposedRegistryPath F ¢
M MTC Ul SR LR 1E,

o MRBIERBSENER ERIEH[FEE) HRE, NAFTENZEFE MTC
SHIE LT registry BEH,

o spec.exposedRegistryPath RiEAFEEH G TR, MAREESEIR,

o IR MigPlan B E X ¥R (CR) indirectimageMigration #1 indirectVolumeMigration FF 97 4
spec I S#RIXE N false, LAMEBEEHIT Migration, iXLEMRERIBINE false,

MTC ME#ERIhREE M Rsync TR,

8.2. BT E#EAET#ZII RSYNC EL&E

MTC FEE#ESTHR (DVM) A Rsync IR BIRFFA NS (PV) AIRLS X4, ERMKA PV 2 EHE
B,

rsync @ —PEREIT IR, AFERXHNBFAERAMATEE B,

DVM & A8 rsync ap FER T TRBVSRERIT T 11k,

MigrationController CR & AFLUTZE, UFEEEZESTIHHEE rsync_options :

rsync_opt_  int RNXE LIXE NN ERBEE, --bwlimit=<int> EI#R
bwlimit Hn%l Rsync a4,

rsync_opt_  bool true £ Rsync 35 HiXE --archive &7,

archive
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partial

delete

hardlinks

rsync_opt_  bool true £ Rsync fs 5 HIXIE --partial £,
rsync_opt_  bool true £ Rsync e 5 HRiXE --delete 177,
rsync_opt_  bool true % & --hard-links j£17 2 Rsync #8405,
rsync_opt_  string COPY2 £ Rsync Pod AJ5 AT H &1L K,

DEL2

REMOVE2

SKIP2

FLIST2

PROGRESS2

STATS2
rsync_opt_  string P N H A RETRE.

extras

o XFMAEIR, Bt LRLERBLIE £/66% = Operator EINH MigrationController

CRE, BCESIFRMAMAIZEN. EAFLLIBMALIEREREILE, EERURTEHA]
FRACBIF TR, B, BWEZTIRINALE, RARKTURESEEHME.

HIEEME rsync_opt_extras T2, AL EEHBHMEMETEXMINE rsync S H,
i, IEMREEREZ METRINZEAE, 18ERT HIMEME RER T 8e S BUEB R, 8
2, WO LIRETEEE#HT MigrationController CR LU kBT F .

BE X rsync_opt_info ISR BERY MTC Bt EIREZIEEER MEFM. B=E, MERIERE
AREaBAMENY. RBEENRE Reync BIFBIMRETT E =0 2 N FIX N,

DVM ERBIFRINBEEESMIMEFRIH, REKHRRBZITRE, KEHREFIMEAM
WA S, HBNKETLEER TER Rsync BIERMT, NERXLRELE.

8.2.1. Rsync pod HIFRR HIEZ &

MigrationController CR & AF U TZE, LUMETE Rsync LESE FIRME A EEKMBRE -
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Default (2%

)

source_rsync_pod_cpu_li
mits

source_rsync_pod_memo
ry_limits

source_rsync_pod_cpu_r
equests

source_rsync_pod_memo
ry_requests

target_rsync_pod_cpu_li
mits

target_rsync_pod_cpu_re
quests

target_rsync_pod_memor
y_limits

target_rsync_pod_memor
y_requests

string

string

string

string

string

string

string

string

8.2.1.1. Rsync pod Mt 5 HEC &

1Gi

400m

1Gi

400m

1Gi

1Gi

iR rsync pod B9 CPU Rl

iR rsync pod BIRTFRR(E

iR rsync pod B cpu 13K

iR rsync pod BINTEIE K

B#5 rsync pod B9 cpu Rl

B#5 rsync pod B cpu 13K

B#x rsync pod BIR7FRRIE

B#r rsync pod BIRFEIE K

R PVC FRAZHEME, TLUETIFHARARIME Rsync pod & X RERE X ZMEHT5 ], LUE pod RiF
PilA]

Default

sk

src_supplem  string
ental_groups

target_suppl string
emental_gro
ups

TR Rsync pod BILUE S 2 fRATHN FTHFIR

B Rsync pod #, LUES2BRAIHNFTHIIER

fian, "TLLEZT MigrationController CR &% ERIEME :
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src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"
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8.2.1.2. rsync EiEciE
EMTC 143 REFHHMRAH, 5IAT EZEIHKWH Rsync R IERITHEE,

RMINBERT, EIREHREER Rsyne, BEEFARESRKIIMNREHEBIISHIEEEHREOILE, X
INEIKRHIZE S 20,

RFERARBE, RED 20 REIHXATETRE,

& a LU{# F MigrationController CR LU R E 2 INE KR H :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
rsync_backoff_limit: 40

FEARRIH, FEREIEINE 40,

8.2.1.3. EL root = IF root &4121T Rsync
OpenShift Container Platform IfE 2K 1A /5 F PodSecurityAdmission 12585, LiEHI 2R ERERHETE G

I p A4 Z2 (A PR S5 B SE e Pod R, SEEPIFTE TE MEERNIZEITULT Pod ZREVVEL R Z
— : Privileged. Baseline 5% Restricted., &% EEE B DHWEIKIBE.

H T RUETEFRE SRR I TEIRE HI, MTC1.7.538| AT Rsync pod FREN, SIEBRIALLIE root

FTE&113i24T Rsync pod, X AIBGREMER —ERE R SR TF I H o U T BEEG Fi. XDEN
=IHTH, RNEREGIZITEAERERHINRE T 1,

8.2.1.3.1. IHUE trannsfer FEHBEEBIAIE root 2E

BRERZSHIERT, LI root A BZ1T Rsync pod AIMAIEE TE, {BHELL root S BRTEIRIG
BT IERER, BIBEHRTRESKK, MTCIRET MBUBLHFHBEZBIAIE root BIEHN AL :

o [GMABEIBEE NIES root 7 BIREEE LT NIAIE T#IZ1T Rsync pod,
o WFEMNTR, TEBEIRERLEL root P &19i21T Rsync pod,

EXHFERT, BRIEIRIZITEERERNMWITERNEMNMEZEER BB TR
enforce. audit #1 warn,

ETHEEZHXIRER Pod Security Admission FIIXBENER, 1HSMH 124 pod Z2EARF,

8.2.1.3.2. FmA T# M MigrationController CR EZ&E N root 5%JF root
ZiINERT, Rsync ¥EH3E root i51T,

EBrEEEP, B LUSF MigrationController CR EZ& 7y LA root A/ B12324T Rsync,

it

e figi& MigrationController CR, M TFFIR :
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apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true

R BN ERTRERRER,

8.2.1.3.3. f¥ MigMigration CR E¢E N ENTBHRIE root

EBERP, B LUERLUTIE root LT MigMigration CR EZ & 5 L root 343k root 127217
Rsync :

e {ENRFERF ID (UID)
o {EN—NREXHID (GID)

it =3
1. Bl root A B12321T Rsync, ERIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

runAsRoot: true

2. B Rsync fENEEERF ID (UID)E4FELH ID (GID)iz1T, EIRIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
runAsUser: 10010001
runAsGroup: 3

8.2.2. MigCluster B2 &

XTF MTC FROIEHEA MigCluster ¥1R, 1E5E R Migration Operator R EERYUE—NEN
migration-cluster-config #J ConfigMap, X MigCluster HR R,

migration-cluster-config 81T &E2 & MigCluster % E{H. Migration Operator B migration-cluster-
config.

&7 LA{E A MigrationController CR /A FFHIZ 2 EE ConfigMap FHIENME :
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e RE WiE b
migration_stage_image f  string = FAF Stage Pod M5tk ([GERATF
qin IndirectVolumeMigration)

7|

migration_registry_image  string
_fqin

FAF Migration Registry BI85 {5

7|

HEFmnm=EE (Route, ClusterlP,
NodePort)

rsync_endpoint_type string

7|

rsync_transfer_image _fqi  string FAF Rsync Pod B9%i1& ((GERT
n DirectVolumeMigration)

7|

migration_rsync_privileg bool
ed

EH LA RIZ1T Rsync Pod

7|

migration_rsync_super_p  bool E & Rsync Pod E B FFINA2RI21T (spe_t
rivileged SELinux £ TF3X)

7|

cluster_subdomain string £ T

7|

migration_registry_readin int
ess_timeout

Migration Registry BB EHIFALE BLEENT (LAFD T H41)

7|

migration_registry_livene int
ss_timeout

Migration Registry SR BRIEERE BN (LARY N AL

7|

exposed_registry_validati  string £ MigCluster FRESIEAFFHY registry B9F B (40
on_path /v2)

8.3. BRI MR E H (A

8.3.1. {8 spc_t £ OpenShift Container Platform iz {TB T VE {1 # B3I B Skip
SELinux EFRICIRR R AR

4 2295 f# A Migration Toolkit for Containers (MTC)5¥# @& Rk 5~ KB KESET, rsync-
server AIRER A4S, BISBRERATHE—T BRI AEE R

8.3.1.1. 2l Skip SELinux EHIriC IR R AR

£ kubelet H&EH3#£32 Unable to attach or mount volumes for pod...timed out waiting for the
condition £51%, ©3H} Direct Volume Migration (DVM) iZ21T rsync-server 8977 s,

kubelet H&RHI

kubenswrapper[3879]: W0326 16:30:36.749224 3879 volume_linux.go:49] Setting volume
ownership for /var/lib/kubelet/pods/8905d88e-6531-4d65-9c2a-
eff11dc7eb29/volumes/kubernetes.io~csi/pvc-287d1988-3fd9-4517-a0c7-22539acd31e6/mount and
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fsGroup set. If the volume has a lot of files then setting volume ownership could be slow, see
https://github.com/kubernetes/kubernetes/issues/69699

kubenswrapper[3879]: E0326 16:32:02.706363 3879 kubelet.go:1841] "Unable to attach or mount
volumes for pod; skipping pod" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a],
unattached volumes=[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-
access-dlbd2 crane2-stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]:
timed out waiting for the condition" pod="caboodle-preprod/rsync-server"

kubenswrapper[3879]: E0326 16:32:02.706496 3879 pod_workers.go:965] "Error syncing pod,
skipping" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a], unattached volumes=
[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-access-dlbd2 crane2-
stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]: timed out waiting for
the condition" pod="caboodle-preprod/rsync-server" podUID=8905d88e-6531-4d65-9c2a-
eff11dc7eb29

8.3.1.2. fi A Skip SELinux EFFric lmA @R A MR

ZRRXAN A, {8 MigrationController B E X FR(CR)TE/RF B 17 MigClusters H ¥
migration_rsync_super_privileged Z201% &/ true.

MigrationController CR 7:fjl

72

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
migration_rsync_super_privileged: true 0
azure_resource_group: ""
cluster_name: host
mig_namespace_limit: "10"
mig_pod_limit: "100"
mig_pv_limit: "100"
migration_controller: true
migration_log_reader: true
migration_ui: true
migration_velero: true
olm_managed: true
restic_timeout: 1h
version: 1.8.3

migration_rsync_super_privileged S MEIEREE N Rsync Pod £/ BRIFINE 231517
(spc_t selinux context), B#iXE&E true =X false,
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9B IRNARER
&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5517 XTI ARERF.

REPEREEHMTRILZ AR MTC 438, RN ARFRESISCHNER, NREEEEER
EFEolE.

BRI MR BE BB TR AR TR N AR

o [HERTF (Stage migration) REME LN ARFHIERL TRHEEMREREH I BIER. B
LL% RIBAT — I BT 78 SR 4 58 3T A B RS [

o BIt]5EF (Cutover migration) FHEZILIRERFMES, HNFKREREIBIRER.
A AR RS T N ARRFRRE -

o RETBEHIFMERFAMESBFEER (PVC),

o A LUMERREIR IR E —LBEPRBRZEN,
EEBL R, MTC 2REBLU TR ZERFAE

e openshift.io/sa.scc.mcs

e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range

XETRRRE UIDSEH, MERSFEENEHTRBEXHRANR, XARREFE—ERN
b, FEviEREI UID AREEFE T B IrRB AR krI & 2 (A A,

O.1. IR RFM
o YEREMASEEFEA cluster-admin R 7 &%,

[SE::3557 0 SN

IRIRIRREEI R L OpenShift Bk registry B AT

&

-

o BB IEMA T registry BIERH,

BEESIHB
o MMREMERHEANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream R A&,
o TERESEEP, MTC RAXIMEE,

o SEHEANERATREIBIMLE IR, FRILII RS,
o MREEHE Bo) NEFAMS, KRYIEANLREESINZIREIFIMLE TR,

73



OpenShift Container Platform 4.15 Z28:IB TEEH (MTC)

o (RWIITE OpenShift Container Platform 4 &£ /E AL FI®mO -
o 6443 (APIfR%5ER)
o 443 (M)
o 53(DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BatE (PV)

° PV RIAEN,

o PV ERRFAMSEER,

o MRGEARBES PV, NFRHELUTHHNLRRMY
SN BRI EIRER,

o

PV I EBHERAN=HENE.,

o

PV 4L F B — X 3,

o

PV Wl EBHERENEMEE,

o

9.2. {8 MTC WEB 1Z4I| &3 N BAiRFE
B LUMER MTC web #EHI B EREEBNMEREMEE, AR, EAILUOIEFTIERITH,

9.2.1. 25 MTC web 415
fRa] IED Y 82 R [R5 MTC web =414,

FEREMH
e MTC web ###& 2 A E| OpenShift Container Platform Web 12244 BRI 45 15 (7 AL R,
o MTC web & B EE OAuth IR S 23 HOR4E Ui [AIFLFR

ik =
1. BREFIE%RE MTC ¥ OpenShift Container Platform 5%,

2. HIALLUF 8B 3RIKE MTC web #2414 URL:
I $ oc get -n openshift-migration route/migration -o go-template='https://{{ .spec.host }}'
EIH R LIFLUT © https:/migration-openshift-migration.apps.cluster.openshift.com,

3. BEhitEas A MTC web #2515,
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o

ﬁﬂ%?’f&‘ﬁ MTC TEZE# Operator FEIXILENV A MTC web $£H1&, iz
illi= CiAINE:, RN Operator AEEEER. FEFE/LOMEER,

4. MREHEABZEN CAILED, NRRTEESZIREER API RSB CAIET, MIIR5|5EE%
xi‘]ﬁ“lfl::ﬁﬁ’] T*ﬂio

5. {8 OpenShift Container Platform B9 P & FIEERS 4 17 & it

9.2.2. £ MTC web I & FIRINSER*

IRB LLTE MTC web $#6& AR — N 5EE£Z] Migration Toolkit for Containers (MTC) web 12#l&

FRFM
o WERERPEREBERKBHRLE,
o INRF(EM Azure RIBRE HIEIE :
o MR NERHETE Azure FLRA AT,
o EBWMIIIFE— Azure BHRZAA,
o LRI TE—HIBLE,

o MRGAEEEGRIR, NBIRFFEIRERFBIER registry BIERH,

p% =
1. BoREERE,

2. FREX migration-controller BRZ5 MK 7 4558

I $ oc create token migration-controller -n openshift-migration
it N

eyJhbGciOidSUzI1NilsImtpZCl6lid9.eyJpc3MiOidrdWJlcm5ldGVzL3NIcnZpY2VhY2NvdW50liwi
a3ViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW11lc3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:
LmlIvL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1Y]jFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAioO20HOECPiRzTOXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-

POOrpDrcjOEQQ

3. BKEIMTC web #2415

4. £ MTC web # & A 52 Clusters,
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5. = Add cluster,
6. EELUTFE :

e Cluster name : £ &2 &/ NEFH (a-z) FFE (0-9) ., EXFEESERSKERFE
.

e URL : 157 API BR%52% URL, #5140 https:/<www.example.com>:8443,
® Service account token : #fJlii migration-controller JR 251K - 45 4,

o AFMBBHEN IR registry : MREERERETGIH, HEERERHER registry AFF
HIER EH.
ZOIREEE, HSTUTHS :

o XfF OpenShift Container Platform 3 :
I $ oc create route passthrough --service=docker-registry --port=5000 -n default
o X}F OpenShift Container Platform 4 :

$ oc create route passthrough --service=image-registry --port=5000 -n openshift-
image-registry

e Azure cluster : HIRFF Azure REBE HIEIE, MBS IEEEELET,

o Azureresource group : J1REFE T Azure cluster, N ERIEFER, IBE Azure TR
H,
L 7E Microsoft Azure £ fi|E OpenShift Container Platform &8, SOIE—1 Azure
Resource Group, FHGESEEXRIMAE KR, 7 Azure CLI H, ERILLEIT A H
U T e 4 R RIRA -

I $ az group list

5 OpenShift Container Platform 58 XX # ResourceGroups # 11, HA sample-
rg-name SR EIRINFIRM L UI B1E -

"id": "/subscriptions/...//resourceGroups/sample-rg-name",
"location": "centralus”,
"name": "...",
"properties”: {
"provisioningState": "Succeeded"
b
"tags": {
"kubernetes.io_cluster.sample-ld57¢": "owned",
"openshift_creationDate": "2019-10-25T723:28:57.988208+00:00"
b

"type": "Microsoft.Resources/resourceGroups”
|2
S BT M BHR4A TJ R B9 Azure |17 KRB,

o FTESSLEIUE : \k X MNETRG I B R BN L L EETZ (SSL) %
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e CAbundle file : MREFET Require SSLKuF, NI&EREFE, MMREHNBERIESOIE
TEEN CAUEPR4g a4, 155 Browse, 1%E£% CA 4 axx4H EiEE,

7. = Add cluster,
£ HINIE Clusters 7R,

9.2.3. £ MTC web il & fRiRINE FIF (6%
IR LU RAFHEVE N S BB ZERINEI MTC web #HIE B9 Migration Toolkit for Containers (MTC)

web ZHI&EH,

MTC TR T EME A S

Amazon Web Services (AWS) S3

LA RMK (MCG)

WA S3 X &7, 5130 Minio 3% Ceph S3

Google Cloud Provider (GCP)

Microsoft Azure Blob

FoRFM

it

WU RAFHEBCE ) & BT hE %,

1. £ MTC web #%& # 52 Replication repositories,

2. = Addrepository.

3. i%$¥ Storage provider type FEE LT FE :

o FF S3#NFER AWS, B1EF AWS #1 MCG:

(o}

(o}

(o}

Replication repository name : #§ MTC web & B E FIF M E,
S3 bucket name : 17 S3 FHEMEHIZFF,

S3 bucket region : ¥§7%E S3 FHEMXE., AWS S3 wME, X FE L S3 HN I Ak
B, fO#& S3 HNEN @Iy, LURERTEA{E,

S3ums : IEE S3 ARFSHI URL, MAEEEH, B0 : hitps:/<s3-
storage.apps.cluster.com>, & S3 N FEWE, ELER https:/ Bi%K.

S3 provider access key : 5 AWS 8% <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N EIEE S3 #R v Z .

S3 provider secret access key : 5 AWS 1§ <AWS_ACCESS_KEY_ID>, =7
MCG FHE M S3 N FETEE S3 provider secret VA #5H,

Require SSL verification : SIREFERAK @A S3 #N A, NERRELEIEIE,
MRENBERIEDAET BE X CAIERIHSHE, = Browse FHME Base64 iy
i,
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4.

5.

e GCP:
o Replication repository name : #§% MTC web 12§ & RS B F 6,
o GCP bucket name : $§%E GCP ZE A TR,
o GCP credential JSON blob : 7£ credentials-velero S {8 EF T .

® Azure:

o

Replication repository name : 8 MTC web & B E FIF M E,

o Azure resource group : }§7E Azure Blob FiERFIRH,

o Azure storage account name : 1§ Azure Blob Zfi#lk - &R,

o Azure credentials - INI file contents: 7£ credentials-velero X418 EF £,

= Add repository FE{FiE LI IE,

= Close,
O FE & HINTE Replication repositories 55K H,

9.2.4. £ MTC web 2|5 0 5E % 1T X!

&\ LAFE Migration Toolkit for Containers (MTC) web $#I& Al — N TERITH,

SR

it =

78

WTERIEFE £ ER cluster-admin FRBY A &,
ML TRREMAEEPLZEERN MTC IRA,
IRAIIIE MTC web #2418 IR INERBEN S FIF 68 %,

INREFER move BIEERIHFEIBRFHAMSE (PV) , IR B IRERF LA X LIRS A A B
AL 5 [ AR

IMRBERAERGGRIS, BUITIEERERFIFER registry AFFBIRRE, XELUREIER MTC
web 25 = E T MigCluster B & X HIRE 538 L,

1£ MTC web & A /2 Migration Plan,
= Add migration plan,

i Plan %R,
IR R BIARBERRT 253 NMNEZBMFEER (a-z,0-9) , BFEEEERITRIZ ()

. 1%¥E Source cluster, Target cluster 1 Repository.

mi Next,
EFEBEIBMUIR,
A%k - | E SRR R PR B R B brin 4 22 [H],



1.

12.

13.

14.

15.

16.

17.

BOEIBNARRF

mi Next,
BN PV EE— IBRE .

o Copy IEUNFRERH PV RS HZIEFIFMEER, REEEREHFREFRLUENE
BRUUKFER PV _EROEE,

® Move IETIMBEE P EIE—NETES (B0 NFS) , EBIINER OB —NMEMIXMETE
B PV TR, AREENEEPEISEES, EENERP TN AREFERREREER
HE—TiES,

mifi Next,

HEA PV % Copy method :

o RESHFERASHNFEMIRIBINEESMDMKELHIE, Lt Filesystem copy Z1R5%,

® Filesystem copy &3 RERHHIMH, HEBIREREPREEN],
BEESIRFEMAXHRARH G E,

IR LL%EFE Verify copy SEFIE#E A Filesystem copy sIBHEE. $IERET HENREXHE
B checksum HEWRE 182 checksum E4E, BUERT ATRES B EEKMERE,

HiE BV EER,
INRI%EFET Filesystem copy, Al LIE M BIRERER.,

mifi Next,

£ Migration options THE L, IREFREFEE T AFFHIGR registry BRH, &%
Direct 53T % %501, tNR(FEM Filesystem copy sI#%(#E, Direct PV migration L& # 1%
T%Q

BRI AT RGN G EREMRRES R B R, X MATHEREFNTEENXHE
FIBERFEZE, AEBMNERFHEZEEFEEINEHEEIR,

mifi Next,

A% : R Add Hook 7E3E# 11Xl # A0 hook.

hook iZ21T B E X%, AR LN ER TR ARZ RN hook, B4 hook EARRBITR S
PRHIE1T,

a. T web 124 & i A E TR hook & FF.

b. W13 hook &—" Ansible playbook, 1&1%#¥ Ansible playbook, #Af5 = Browse Lf%
playbook, SIEF MM playbook IAA,

c. A% : WMRFEAEIA hook Hilgk, 1EIETE Ansible 21T Ek,

d. #08 hook A& Ansible playbook, i%£# Custom container image 318 EH KL FFFERE,
BHE LARHFRALLEE Ansible playbook,

e. %% Source cluster 5 Target cluster,
f. %A Service account name#] Service account namespace,
g. M hook iEFER LI -

e preBackup : TENARF TN EERER P SO
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e PostBackup : TEN ARRF TEMBERERPEDE

e preRestore : £ BRSEEFRIRE N T2 TR Al

® postRestore : {E KR HRE N ARFIEMEE
h. Rifi Add,

18. = Finish,
T % E7R7E Migration Plan 51k,

FAMES R AR HE AL 5
o MTC XHZRFKEFAE
e MTCRREREHRIAE

9.2.5. £ MTC web #ZH & H21T:ERIT X!

1% A] LUE FBE Migration Toolkit for Containers (MTC) web 3244 s 8RBT 1T RISk E N BIRFH
#iE,

%R, EEIEREFR, MTCHIBHNFAMS (PV) MEHFARIRLZE N
Retain,

Backup BE X RS &—4 PVOriginalReclaimPolicy ;¥f2, FTiERRAEH =R
Bg. MR LIFEhIRE TR PV B ERT S BARER,

FERFMH

MTC web #ZHI G EZUTAEA :
o bF Ready KESHRERE
e 4bF Ready RSB IREEE
o SEHYMHOE
o BHMHEHITL

1. BERE MTC web #HIGH R EB I,

2. R EBITR 551180 Options 3¢ 5., FF1E Migration HIEFELL %z — :
o stage EREILNARRFHERL THEEMEEESH R BIrEE,

e cutover RIFILRER LMES, HFHKRBIIBINER,
A% : £ Cutover it XMTiGHEAH, EBAILLERR Halt transactions on the source cluster
during migration %% &,

e State REHIFMARAMERFAPVC).
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BE
FEFERRTIRRAERR AT HBZER, FA stage 3 cutover

migration,

o MERTEBIEEHLEFE—PHL A PVC H R Migrate,

3. sEIM5EME, 1€ OpenShift Container Platform web £§I& FEIABKRINER TN ARRE :

a. = Home - Projects,

b. RIEIBHIIEEFHKE.

c. 7E£ Routes &4, =ili Location BiEN ARRFESTIERIZIT
d. = Workloads —» Pods F5iF pod @ B1EEHHI R ZE(E FiZ1T,

e. = Storage — Persistent volumes REIFR B ERE S 7T EXBHRFAMS,
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5510 & /T #ak

& LU B 511E3TE R 31528 MigPlan #1 MigrationController B E X R, UPUTAMETIHB H RS AL,

10.1. RiE

#£10.1. MTC KiE

AR&

IR

Birgkeatl

SR CE

ENEER

ILAREREE

Al TR

X

MARER L R ISR
R RiRF TR BB,

FAFERETBT PSSR, B Kubernetes M RN R 1FE, HERTFE
EEIRHEEGRTHE A Kubernetes W RIXT R IF(iE,

B ITF i 0 AT LA R A SR B U 7],

1T migration-controller pod #1 Web 15 HEE, ENEEEERBITE
B, BEXTR2LEN,

FNEETFTELT registry BHAREEIBH K.

LRREFERERER, BXTENEN,

LR EREE— 124 migration-controller iR 551K /7 4 k¢ Secret B E LK
Ro

IREBREE—NMNTFHNRE registry BB R EE TGS,

Bifk. B Kubernetes X RMIREEFEFIZIEHIFMEE, REMEFIFIEEEH
ISR S =N

FRAMBSEEMRERE TR BInER.
HREZENMNREHEHEIB TSR,

AEMMEENARFNERT, BEHEHEBIRER.

% RIDITN BT RYA R E RSB RF L 8],
NMAEREREPEL, HEFRIBIBEITER.
B ENFAMSFRAE R BRI M ARF RS,

EREBRER—1E5EKEERE.

T MTC web 25BN GHEE,
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10.2. [FRGp ST ERN HRRRF
BT LMFERSSITHRE (CL) A MTC API I N AR, UWEBSHITER.

10.2.1. ERB R F M
o YERTEMASERFEA cluster-admin FFRAIFHE 7 &K,

EkBi T

IRIRIRREE IR L OpenShift Bk registry B AT

&

-

o RNBIBIEMA T registry BIERH,

BEETH
o MMREMEREANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream A&,
o TEFTAESEEEP, MTC iRANL IR,

o SHHEAENIBXREIMMLE IR, FELII RS HIFFEE,
o MREEHIE B MIFAMS, EHEVITEFNZREEHIRZREIBIF LS TR,
o RNJTE OpenShift Container Platform 4 £t E AU FimO -

o 6443 (APIfR%%R)

o 443 (F&H)

o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

RAMS (PV)

o PV BN,

* PV AIAERIRAMSFR,

o MRFEARBEH PV, NEEHBUTHNLREM
o TR AN ZIFIRE,
o PV /i EEHERMNEHNE,
o PV AL FE—KiH,
o PV B EHERNEMHE,
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10.2.2. QI A FEEFRRIB M registry EEH
ZEEGGIS, BQIEMATREERFOEEMRAFFH OpenShift Hiffk registry BIBEH,

FeRFH
® OpenShift 5%k registry A FF4AFTELIRER LA ERRE,
OpenShift Container Platform 4 registry BRIARFF,
iz

o E T OpenShift Container Platform 4 registry BIEEH, H2TUTHS :

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

10.2.3. KEEE

X F OpenShift Container Platform 4.1 R ERRIARA, EifE&RE Migration Toolkit for Containers
Operator [&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZFHEETH
B9 proxy % R,

%TF OpenShift Container Platform 4.2 El 4.15, Migration Toolkit for Containers (MTC) &4t & EEEE
FHRIEIXE, MREBZRIFEHENAERE, TUERRESH,

10.2.3.1. BE#E&IR

MTC14.2 5| AT BE#EEH(DVM), DVM RZHF—ME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RYRR o

MREBEMREEEAREKEHNIT DV, EUIEE— TCP RE, ZREARELHZMTERLE, #
AEAEAECH SSLIERRIER T4 SSL iE#E., Stunnel RIEZ LR EHIRA,

10.2.3.1.1. DVM By TCP X BB i &

R L@ TCP RIBEIRM BirsR Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIBOVM A FHRENERZMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS RIBIDEAE R TIF. HANEEEHMNERT A FIT
Ho Ei, DVM MKIBLERS MTC R E LMK ET R,

10.2.3.1.2. W+ 2 EH TCP REBMmA R HTTP/HTTPS K E ?

&7 L@ OpenShift BEETEIRF B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER LZ1TM Stunnel 22515 BFR Stunnel B TLS i, FH@ N8R 78 sk (L s,
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OpenShift REYEEESERE HTTP/HTTPS REBEE man-in-the-middle BXi#1TEE, HPefllHED
B TLS &I 5N RS B E, BER, XAEAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFERENR AN — N EANRRE, RFRENLL TCP %R, ALk, Sy ifEA TCP R,

10.2.3.1.3. BAA|8

EBKIFF < Upgrade request required 515

TIRIEHIZREEA SPDY HAEILEE pod AHATEIR G, MRZEEFM TR AR SPDY Wil BIFE A
wiE, SIRERIRNITENTERG S, TR EWFH I REEES Upgrade request required, il
RAZR : FEAZR SPDY MK E,

B& T ¥ SPDY il 4, KERSRE NEEL L TF Upgrade HTTP FRk & 48 API IRSS28. B/ iRE AL
L ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBRXW, FHE
T~ HE{E S Upgrade request required, Ihiff2RAR : BERAEEL L Upgrade 1k,

10.2.3.2. IR AT LS RBE

OpenShift ZIFIRIBER FERHIMLIEME, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RAFFERYR a4 22 (A5 AR L R AL B RS R E R B E pod, BREIFIREREEH I F2A{Z1EE Rsync pod

R E,

ERMBIREEE L2178 rsync pod 713817 OpenShift Route #HEE#., A{SIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX e E R %I B 5h#ERR Rsync pod.

10.2.3.2.1. NetworkPolicy Eci&

10.2.3.2.1.1. 32H Rsync pod B O E

NSRS B irép £ 22 (5] R B9 NetworkPolicy Eoi&pH EiXFR AR E, EALIER Rsync pod BIME—HT
FZRAVFHOREMENEE. UTRBAVFRBHEZERH Rsync pod BIFTA H HRE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

10.2.3.2.1.2. Bl Rsync pod A OFE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
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matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

10.2.3.2.2. EgressNetworkPolicy Edi&

EgressNetworkPolicy XSk Egress Firewalls & OpenShift f43&, BAFREIEEFEENEORE,

5 NetworkPolicy *f RA [, egress Firewall B T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaILUHRER S BirERt
8 CIDR SEFERINEIZEBEEY Allow FLNIAR, LAERI LIRS 2 AR B B iE1E i,

RIEFTE Egress Firewall BUSEEE, R LURINEMERFH CIDRSERFRAVFERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

10.2.3.2.3. AEURE LR Am s

ZiINERT, DVM fEH OpenShift Container Platform BB NImS, PV EIBLXEBIRER. W
BERNINARY, BRI LA M E RN RS,

SFENERE, A LLURTE MigrationController CR #5& 1) BFr%EE# L% & rsync_endpoint_type
LEREEHRS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

10.2.3.2.4. 7y Rsync pod B2 &M FE4H

Y PVC FERHEZEMEN, EA LB supplemental ZH5I1E Rsync pod & X EECE X FHERIIR], LA
& pod SRUFIHIA

5% 10.2. Rsync pod BB inZH &
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src_supplemental_g string RNXE
roups
target_supplemental  string RNXE
_groups

=R

AT LLE#7 MigrationController CR, LUE X EErh I B IE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

10.2.3.3. ECiEVER

FeREH
o YERTEMASEEFEA cluster-admin FFRAIFE 7 &%,

it =

1. KEX MigrationController CR ;& # :

FFIR Rsync pod BILA
ES9RIFTRAHTIR

B ¥R Rsync pod B9, LA
ES9RA AR

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:

stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ

noProxy: example.com

ﬂ T E#ET7H stunnel K2 URL,

© EHRARENBTEA. H. P B EMRL CIDR BESHRIIR,

TEEIEAN . KB Fig, BI40 @ .y.com LEE x.y.com, {ERME y.com, £ * A% AR
HithSE T T ERE, NREYT BT REESERELEF networking.machineNetwork[].cidr &

FRTE CHY worker, 1B ENTRIMEILLTIZRA, LA 1% 5 ],

INRKXE httpProxy 1 httpsProxy FE%, |t FRRF# 28K,
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3. 5 #1%7 1 migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

10.2.4. {5 MTC API ;TN HEF

REILAEF MTC APl MEs TR N R,

ff

L=

S

1 NEHEEAE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

2. NENTEERAIE— Secret T RIFH :

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

ﬂ e E IR E RN base64 JifiH) migration-controller BRS5HK/ (SA) Sh&, EAILLZITEL
TSRS

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
3. NBMERERHUE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry_route> 9
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insecure: false 6
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url>
EOF

5

2SR EFH Cluster CR,

ik BEEERGRIR, EEELTH registry BEH,

fNR false N5 A SSL %k, ARA true, NIFHFE CA IEHHARE CAIEH,
1B ETR5ERERY Secret K,

EEILI2ERAFH URL,

0009

4. BWIFFrB SRR S LT Ready K7 :
I $ oc describe MigCluster <cluster>

5. NWEHIEFHEEFLE Secret W RFH :

$ cat << EOF | oc apply -f -
apiVersion: v1i
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_base64> 9
EOF

ﬂ 8 € base64 B EEA ID,
e B 7€ base64 H A secret BiH,

AWS ZUEBRIA N base64 4, % FHMEMEENE, EBLIFERENEHZITU TSRS E
WEH AT RS

I $ echo -n "<key>" | base64 -w 0 ﬂ

ﬂ IEETHH ID K secret B, XMW NBIHE LA base64 Jwtid,

6. NEHIFHEZEE—1 MigStorage CR j&

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigStorage
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metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> 9
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 9

EOF
ﬂ B EEERAT,
Q IBEXNRENED Secrets CR, B FAREMIEN REMER Secrets CR FHIEIEZIEH
08
g B EEMEERNE,

Ak NREFERIRRERIBUE, 58T REMD Secrets CR, BN IIBREFEHIENR
121£H Secrets CR HHYEIF 2 EFAEM,

© 7T MREGEARBEHLIE, HREFHERNE.

7. YUk MigStorage CR 2744 F Ready K7 :
I $ oc describe migstorage <migstorage>
8. fllE— MigPlan CR ;&

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <source_namespace_1> ﬂ
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace> 9
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srcMigClusterRef:
name: <remote_cluster> G
namespace: openshift-migration
EOF

Ry false, NS AEEGKRIRZ,

=
RN false, NS AEERSTH.
5 MigStorage CR LB & F5,
BE—AHSNRBEENE, KNERT, BireaZAEFHERNATR,

MRBIreBERSRGEERRRE, FEEBIRMEZEN,

Q6060 9 —

15 € R & & MigCluster SE5IB9 & F5,

9. 55k MigPlan £l @& 4 F Ready R :
I $ oc describe migplan <migplan> -n openshift-migration
10. fAIE—4 MigMigration CR 55, LUF3) MigPlan £/ 7E Y BT -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration

quiescePods: true

stage: false 6
rollback: false

EOF
@ 57 MigPlan CR &5,
@ MR true, NIREKE LH pod RILTHHIELL,
© R true, MHHTHNE (stage) sEH, BIETEILS ARFHER TEHASHEIE,
@ R true, NKERE—ETRIBIH.

1. @i W ER MigMigration CR i £ 301IEER -
I $ oc watch migmigration <migmigration> -n openshift-migration
B R EIFLTF -
it B
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Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075cb97061895caac5b936d92fae967019ab616d5
Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started
Name: StageBackup
Message: Not started
Name: StageRestore
Message: Not started
Name: Directimage
Message: Not started
Name: DirectVolume
Message: Not started
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Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message
Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

10.2.5. R 5T

&\ LUE A Migration Toolkit for Containers(MTC)ER A N AREFIRSHFAMEFHPVC), T
AIEEM. (CRETR, BRI LB MER T RIhBERREM PVC SREBIEERN PVC, ERTLABRST PVC
LIFRERIREF BT PVC A%, HAMS (PV) BUBEHZIBIrEE. PV 3IAAREBE), NARR pod ¥
LR IREREPIZIT,

State IR & 1T T AER CD HlE, #0 OpenShift Gitops, TEEA MTC SERBIRER, EaTLUE A
GitOps sE# N FHEFEH,

WNRIEE CI/CD BE, BB EENERFHELRTHSERIREN]. RE, ERUUER MTCE
BERTHE,

BRI AESRB A R — KB R HITIRTER,

HE
WSFEROCEBI RS RS A S, INRETFHREANMRZLEE, 15HE A stage 5% cutover
migration,

FoRFMH

o SREHMMN ARREIRASIEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHBFREFREHERTA, SRR MERMBIREERH,

1 REAMESEEMNRISE BIrER,
EALREFELS RUUTI S K, RN ARFASH21T.

2. LR RER,
EHLLE T RS EEER TN S HIRBIAIE ) 0 RTRILEIE, HEEH GitHub H89
SHEHREFEFES Argo CD N RER,

3. [ RERERREEBINER,
R LAE R Argo CD N AR FF I AR iR BirERT,
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4. BRIRNBSEEBMNRIBZIBINER,
BT HITRARIETR, BREEIHIRPIHNARERFIRINERHREE.
5. MRFEEMNAREFLFHRRE, HIUHRLE,
6. 1§ DNS il kDB BIrER, A REEFHERISIBHNARER.
=

FEHITIRSEBE,, MTClLe TEBFILNARR. BREETH PV EIE, Fit, Bgi
{3 CD #LHIR# K EUHR N AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIEFE, FERYFERIITHRERE
" BH, RE, EBRILUHIT— NI 838 RN AR,

o FHBN PVC MR RHERR LLER PVC,
o EBNME PVC, R PV EIEIRIIBIRER LESH PVC,

o ES 5T Kubernetes X5 LR AN FARFE IR S Kubernetes X &R,

10.3. 3% HOOK

ERILAE BT R RRINZR S TR hook, B hook EEBITRIIFRIN 1T, T hook i
THESSRBELNARFRIN. FHEIBAZIRNBERBEURETIR EERNARERF,

T hook RTELU T EB LRz —H, EIRFBIERF LiZT :
e PreBackup : 7EJRE&ER F 510 FRAT,
e PostBackup : TERERFH D TIREE.
e PreRestore : 7£ Bir&EF LIRS BTRA,
e PostRestore : £ BIRERFHIRE FHIRE.
R E] LR A 22 B BA Ansible 5521789 Ansible playbook & B E Y hook 253 /% hook,

Ansible playbook

Ansible playbook N — M EC B ST HEZE hook BEs L. hook B2:{#FH MigPlan B E X FRA1EER
£BE. RSP G RZERLELHERZ1T. FLAR%ESH21T, BEARBIARKH 6 REIXHKINT
Bk, BNEFN4A pod #EAXBRENL 1E, HRIREL,

ZXiA Ansible ;Z21THT #5167y registry.redhat.io/rhmtc/openshift-migration-hook-runner-rhel7:1.8, It
BRET Ansible Runner 5%, F8& Ansible Kubernetes %1iRH python-openshift, A& E## oc
iy 5 g

B3 Y hook &A2%

A LAMER B E X hook B A EEIAR Ansible FifRo

10.3.1. 753E# hook Z#E Ansible playbook
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R LAZWE Ansible playbook LAFRYEEFS hook, @it f# A MTC web 24 &57E MigPlan B E Y #R
(CR) BHHIETE spec.hooks SEHI(E RTETF 1T X AR hook

Ansible playbook {5 — N EEE MG HEEEEl hook &5 L. hook A2 MigPlan CR HiEEMEEE. AR
5 P F06p 44 Z2 [A] UL T 21T, hook BERERIEEMARS I S, LUMELESELREHIZITR
T HBIHETHB L,

10.3.1.1. Ansible Bt

A LAMEFE Ansible shell #1217 oc 95,

shell B~ 41

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes TR H,

k8s_facts LR~

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name
debug:
msg: "{{ pods.resources[0].metadata.name }}"

EFRFTRERTEETRERNBERT, TLMER fail RRER—NIEFREHERE, AR LUGIE
hook BIBRINZ KW, hook LR NLFZRIZTT, hook BBXINEN R INCRSEUR FF L B 25 BB HUR S,

fail LB

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure"
when: do_fail
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10.3.1.2. IR &
MigPlan CR & #HNiT# 6 &2 (A /E HIME S B4 1645 hook B8, XL ERFA lookup &1/,

NET 2R

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(",") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"
- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"

10.4. %1t %1%
I&AILATE MigPlan B E LU (CR) HERR. ZmiEFNBRETLE 4,

10.4.1. HERR FTIR

R LM MTC IR R HREDR, MEGRR. FAUSE (PV) iTH, MEEDIBETIRNE, =

EAEMTEIBEERS PV,

KINER T, MTC &8RS B X %RH Operator Lifecycle Manager (OLM) iR, iXEE¥HRZRSS

B APl 4550 OLM API 4Hf9—ER %y, BRILAZEHTRE,

1. %% MigrationController B E X ¥RE# -
I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. BIERMSHLABIREFE TR, BH spec B0, X FREBHWHHRSEHMITR, ERMN
additional_excluded_resources Z#{ :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true
additional_excluded_resources: 6
- resource1
- resource2
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ﬂ 7iN disable |mage migration: true LAHERR TR ARG, 24 MigrationController
pod EEHT, B&FR 25 ME main.yml F18 exclude_resources %k,

Q 75iN disable_pv_migration: true LUf¥ PV BERR1ET# 11 X2 4. & MigrationController
pod EJFHT, perSIStentvqumes #0 persistentvolumeclaims =7 10ZE] main.yml /Y
exclude_resources 5k, 2 PV IBRRRANEQIEIBITRINER PV ZIIhEE,

9 ,.,\_JLA,,J\\DD%E additional_excluded_resources 73 FHEFREI OpenShift Container
Platform %R,

3. S Y%, £ MigrationController Pod £S5, LUMENFAENR,

4. BETHREEHERR ¢

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

it 2 2 PRI BT -
B

name: EXCLUDED_ RESOURCES

value:
resourcel,resource2,imagetags,templateinstances,clusterserviceversions,packagemanifests,sul
scriptions,servicebrokers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagest
ams,persistentvolumes,persistentvolumeclaims

10.4.2. BR 53 4p 44 22 5]

JNSRIETE MigPlan B X 5TIR (CR) FBRESap R ZE(H], BARERKBIEEF LTIRESHEEN,
& hép & Z2 (AR UID A GID SEREITEEH it iR & i,

AN IR % 22 A1 IR BRI — B Prap & 22 (7]

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

MREFLERGBEFRFIRA—BHHGRZER, NFAFELCERN. RABRT, Rea&ZFRFMBR
G lEﬂE‘ﬁ‘*ﬁHEﬁ%ﬁo

o 22 [A|BRE A IE 7

spec:
namespaces:
- namespace_1:namespace_1

IEffRsrBZEFEI A

spec:
namespaces:
- namespace_1
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10.4.3. FAMEFEEARRS

&R LLUET HEBR B R AT PVC SRS IR R AMSBFR (PVC), ERILLATERFAMSPV)
WA I EIXE MigPlan B E X ¥R(CR)H spec.persistentVolumes.pvc.selection.action £ HER
PVC,

FRFM

e MigPlan CR 4tF Ready X7,

AR

e ¥ spec.persistentVolumes.pvc.selection.action Z#U75INZEI MigPlan CR &, FHNEIEE N
skip :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi

name: <pv_name>
pvc:

selection:
action: skip

10.4.4. BR 5 s A MBS A

IR OB ST PVC, [HFAMS(PV)EIEMBREESTHE MigPlan CR R BirSEEhE BRI AM
BHEAPVC), MRS AR AN B PVC 5 PVC A,

IRAILATE PV # & IS, @i BE#T MigPlan B E %R (CR)HH spec.persistentVolumes.pvc.name &
RS PVC,

FRFM

e MigPlan CR #tF Ready X7,

Y=

e 37 MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
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persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

ﬂ EERER L PVC MBIRER LB PVC, MRBW PVC AEFE, NKEEE, EFUE
iTF%id A2 5 A L BR BY BE B PVC 75,

10.4.5. fn R A LSBT

£I/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A &
(PV), spec.persistentVolumes #] status.destStorageClasses H7 M%) MigPlan CR i,

IR LAY spec.persistentVolumes.selection S FRRI{E, SNREEHRT
spec.persistentVolumes.selection SR LAAHI{E, 2 MigrationController CR 131 MigPlan CR i iX L&
BEREES,

pa -3
spec.persistentVolumes.selection.storageClass SN E B TIZHAE -

1. MNRREEE PV 2 Gluster 5k NFS, NMIEKiLN cephfs, FiF accessMode:
ReadWriteMany s cephrbd, Z’= accessMode: ReadWriteOnce.

2. IR PV EEATR Gluster, th A2 NFS, 3 cephfs = cephrbd ~aTFH, MIZKIAH
B — ARG,

3. MRFRAR—EFRFEHESE, WRAZBIRERIRIARIEE,

& LS storageClass fE 2l MigPlan CR Y status.destStorageClasses S {E{a
name S MHE,

N storageClass [EHZ2, | PV EEBEMEEFME. fla, HEBEF PV HIE
PREEE BRI NFS B, XMETZREEN.

FeREH
e MigPlan CR #tF Ready R,

AR

o & MigPlan CR 1 spec.persistentVolumes.selection {H :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: pvc-095a6559-b27f-11eb-b27f-021bddcaféed
proposedCapacity: 10Gi
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pvc:

accessModes:

- ReadWriteMany

hasReference: true

name: mysq|

namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—TEE, NRINMERFHNE. MR
XFLNEE, MRIAMET copy.

FIFHIE R snapshot #1 filesystem, ZRIA{EH filesystem,

INRIETE MTC web $EHIE /B U RS B HIEEE T 3UEED, & IR verify 231, &7
LU ESE N false.

&AL ERIAEZRCN MigPlan CR By status.destStorageClasses HH{E{A] name S
fH. MMREBEEME, WPV EIREEEEFESR,

fIFBI{EHE ReadWriteOnce #1 ReadWriteMany, #1R:%AEEXME, NMEINMERIRE
B PVC IR, EREETE MigPlan CR R AIER., EAREER MTC web #2615
TR,

® 6 0 o

10.4.6. #5#t MTC web &I & HBFAER

WA LER— N REPIBRFAMBPVNEHELE XL, BEMEIX—R, EQJ4E Migration Toolkit
for Containers(MTC)web 12l & AR FZTER TR,

SR M
o RWINTE MTC BEEEFLLE A cluster-admin U RAIFE - &9 &%,

o fRJITE MTC web HI& FIRINEEE,

1. 7E£ OpenShift Container Platform Web 3£H| &M A S EKH, = Projects.

2. BB IR R EMIIE,
BT & 3T FF Project i¥1& T,

3. = DeploymentConfig &5, iLREIEIEZITH Pod BIFA TR,
4. ITFTIEK YAML &I+, & PV Fid FTEMNAFAMEERPVC)METR,
5. £ MTC web # & #H 2 Migration Plan,

6. = Add migration plan,
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5510 & BT B LT
7. i\ Plan &%k,
IRITNEHLITEE 3 8 63 NMNEFBEFFR (a2, 0-9)BEFRBIEEBHKTIZEO).
8. 1f Migration type 351 H1, 1%t Storage class conversion,
9. M Source EBFIRA, LERTEIERIITRME L,

10. R Next,
Namespaces Tl EF$T I,

N EFEFENTIR,

12. =i Next,
BT 3¥TFF Persistent volumes 71, TEA TRTIBEAH PV, BRIMEFRBIFRE PV,

13. XFEA PV, EFEFRHHBIRFIEE.

14. s Next,
ZESSEIEFTER IR, FETREEMEE.

15. Hiifi Close,
#Frit XS HINFE Migration Plan TUE .

16. BEFIREEH, HREFITRIBNLTRE,
£ Migrations T & RPN, Bl Stage #1 Cutover,

N RRFHEIEHER PVC BIA,
IR AR EHN AREFE B PVC 51/,

17. SRR RRIET,
RIBELFRET, R Stage migration 5 Cutover migration @41,

18. = Migrate,
RIBEIEFERETN, Stage started 5 Cutover started SEE A iR,

19. EEFYUINIBRHRS, F=i Migrations 5 REIE =,
tEHF 3T FF Migrations T1H.,

20. EEEAXRGAIRNNEEAEMNESHAER, 1HM Type JhERFEER,
LEEF 3T FF Migration BT, Z3F#3 A DirectVolume IR, SIERRSNES
Running Rsync Pods to migrate Persistent Volume data, &=Ll View details FHEEE!
P:NEORECH By N7

21 EEEBESMIEH, = Stage 5 Cutover, HEFES K

22. #TFF OpenShift Container Platform Web & #J PersistentVolumeClaims 77,
RAI LB EIH PVC &5, Bl new 45 (ERABEMREMEE) .

23. HEMSMEEH, = Pods, EFEMINEMN pod EERIZIT.
H it 5

e A move # copy EERIENE, FSE MTC LI,
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o HX skip BIERIIEE, ESMHMIBFHER PVC,
o BXXHRIMRBER G ENIFE, FSHXTRESERGE,

10.4.7. {§FH MTC API #4T Kubernetes X REVIR ST

FIRAAE PV BUER, S LUERA Migration Toolkit for Containers (MTC) APl HUT4H AN T2 Y
Kubernetes X REI— R MR ER

IR LGB ER B MigPlan B E X TR (CR) R — /I\?Hﬁ?‘é'ﬁ%7]‘T\4LT¢%EEI’J Kubernetes ¥TR%IR
st —% T X L VR, R EET 0 MigMigration CR EHIT:E#%. MigPlan %RETIHE XA,

% Kubernetes BFHRZ— MYER API B9ThEE, 4ZTE T MigPlan CR, ##M CLI AE
B/ — MigMigration CR, MTC web 2§48 R 3T Kubernetes 3 &,

I#fE, MigPlan CR B closed S #HIXE N true. EREE I MigPlan CR A&7
MigMigration CR,

LTz — % Kubernetes % R INZEI MigPlan CR & :

e ¥ Kubernetes % & INZE! includeResources 284, 4 MigPlan CR F{5%E
includedResources FE&HT, iTXI&F group-kind BIFIRIENEIA, REFIRHS T ROERF
KBEEIHBF,

o RINTIEH labelSelector 234, LUidjE MigPlan ##] includedResources, 35 E L FERHT,
BB NEESIRE %Tqaéﬁv_ﬂﬁﬂﬁ’] TR, BN, A LUEARE app: frontend 1E i s sk
& Secret #1 ConfigMap #iR%I=R,

1. %7 MigPlan CR, ffHE& Kubernetes %R, FrRIIAFMMETRIN labelSelector Sk
{ﬁ@EE’J /ﬁ

a. B#7 MigPlan CR @& Kubernetes FIR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

ﬂ 187 Kubernetes Xf%, 40 Secret 3% ConfigMap,

b. A : &N labelSelector & T E G SR :
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apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: ™"
- kind: <kind>
group: "

labelSelector:
matchLabels:
<label> @)

ﬂ 187 Kubernetes Xf%, 40 Secret 3% ConfigMap,

Q IBEBETIBRMWFIREITZ, 10 app: frontend,

2. BIE— MigMigration CR 33T #Ari% Kubernetes %R, %iE migPlanRef 3| T T IEMH
MigPlan :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

10.5. sE#5 #2223 55 T

BRI AR ER T RIRRE, BREFAMS KD, =HHIE MigrationController B & X TR (CR) /g %k
78 Kubernetes &/, UATAETERFIREMEE,

10.5.1. A RBEFREIEANFRH
B LU MTC A BSERIGINTR N R A2 FHRMIFR &,

' s
I IAE S T MR Fp AT SERR AT OX 2 B 2

1. %#%E MigrationController BE %R (CR) &

I $ oc edit migrationcontroller -n openshift-migration
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2. BHLUTSE

mig_controller_limits_cpu: "1" a
mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 €
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

15 MigrationController CR = Fi#J CPU #( £,
15 MigrationController CR A A AE £,

15 7 F F MigrationController CR 153K # CPU #.c#, 100m 3% 0.1CPU H#3t (100 *
16-3) o

15 o T MigrationController CR iF KM NEE,
EBEMIBNFAESHE.

EERISH pod HE.

OS99 609

EEAIBNGRZERHE.

3. AIREAEHFNSHIIEERATRBITR,
INRIEHTFE 1T KB MigrationController CR [R#l, NI MTC $#E=HI 5 EREIB TR ER

o =3
=Rn {EI /%\o

10.5.2. WEHETBHRAFAESKAN
EAEARAMS (PV) ARERSIBIAN, LUK BIER PR,

Y PV M AEATIERE I, MigrationController HE X ¥R (CR) &FHFAMSERHR (PVC)
HIEREFHEIESHEGBRNASHITHR, RE, ERITEEREEHAMRNZEHE,

pv_resizing_threshold SHEUREMNER PV HEX/N, RIABEER 3%. XEKSE, Y PVHHMEAE
HIT 97% I, PV KRR/, EAILUREXNEIE, UME PV HEBEXNEREN#MEREN L%,

PVC RERBUTIHEITE :

o IR PVCIERMEHBE (spec.resources.requests.storage) AEFT LB EHNEE
(status.capacity.storage) , NI&f#REKMIIE,

o MREPVETPVCER, REEXRUEHPVH PVCREFELH, NEFEAKKMIE,

FoRFMH

o PVC M INEI— N Z N IETEIZ1TH pod, LUE MigrationController CR AT LT &4

104



510 B 26T BiEm

=
HE

BRENEER,

i {&+h MigrationController CR /5 PV AE X/ :

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}' \0
--type="merge' -n openshift-migration

Q JS{E1X ) false AT PV K/ EEE

3. ®i% : B pv_resizing_threshold ZELUILNEHH :
$ oc patch migrationcontroller migration-controller -p '{"spec":{"pv_resizing_threshold":41}}' \
--type="merge' -n openshift-migration

@ =vEns

BT BI{EES, MigPlan CRIREHFRERUTREER

status:
conditions:

- category: Warn

durable: true

lastTransitionTime: "2021-06-17T08:57:01Z"

message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'

reason: Done

status: "False"

type: PvCapacityAdjustmentRequired

X AWS gp2 Zif, EH gp2 iTESHEMRNINAR, INMERAFEEI, bR
JE pv_resizing_threshold 5 42% & &, (BZ#1973148)
10.5.3. [E 417/ Kubernetes & /i

& 7] LATE MigrationController BE X %R (CR) A5 A% EM Kubernetes & Fim, LUEEEH 2
T e, EMNTARKIBHERZEEBN, SNEETENMSBIERN, EREABIMERELSE.

BRE, ZREMES (BIa, BTFEESITHM Rsync &0 Velero FRHIRE) HARE
FREETZFNE P ImBMEEE.

ZENE P IRE RGN, E MigrationController CR %775 MigCluster CR X EFTRHIFTH
API BHR, BE A EE API RS HBIIERSBEMTRTF. ZERU API RS BREEE B,
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MNRGH T REWNE FiRE %L % OOMKilled fEi%, &AL IN MigrationController CR BRI Z R (B F11H
*O

it
L 2T TSR R FRE I

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op™": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

vy
2. A% 2T AT eS80 MigrationController CR RZBR(E :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. m% BT TR A4 120 MigrationController CR R7F1EK :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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B 1= ihEHER

B N E WIEBEFR

AT T X Migration Toolkit for Containers (MTC) #{T8RFEHERRA 7R

BREAAE, HEH MTC Z17E1C.

11.1. MTC T{E#H

IEATLME A MTC web ¥£H& 3 Kubernetes API 5 Kubernetes %R, FAMSHIBIRNIBE R HIHRTIR
Fl OpenShift Container Platform 4.15,

MTC ERLLTFHR -

o TEFMITHIRIEEMR R,

o MBERFEEMTTIR : Y MTC IRMAEHE, BIB5LHEE lﬂ?&ﬂfﬂ’]Fﬁ*ﬁ‘ﬁ%%ﬂm
B, MRSk Pod, H4, tNR— /\’ﬁzﬁﬁup% [E| R ETEEREERENA], XNTRIKI TS
BRAFEENSA—INER, MTC &EBXHNEIR
Bian, L2l ETFxXA®E (SCC) 2— Aﬁﬁ?%ﬁ%;u 9¥5R, RREGSIKS (SA) BEETFHE

ZEAIRAHIB IR, IR MTC MBI B ZERIHEE SA, MTC R BEIHLEIEEEES| SA KA
SCC, #I#%iXEL SCC, A, MTC 2EBHEIGREFFAMESFHENIFAMLS.

% s
, RIFHIR, ATRRFBRFIIIBEISEEBTIR,

o HE VKR (CR) MBE LHRE X (CRD) : MTC fEn 4 22 [R5 B 5h5E# CR #1 CRD.
3 MTC Web #HI&XRNARESRUTESIE
. EFFBSEEFPRE MTC Operator,
IR AR R RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI A LAIEAR B BT 0], T E Al LA R registry BI%E(&  (mirror) .

2. BEEHEME, X2 MTC BRIBRHIFEN HENTREM,
R BEREBELT AN EH CENAZIREIFIMZE U IR, NRERRIERS 2R, BoINE
EE%jijfFE%Uﬁf“%D$E¥IEﬂE’Jﬂ?%uu,go

3. 7£ MTC web #Z5HI& HRINRERE,
4. £ MTC web 1ZHI& RIS HIEFEE,
5. QIETERITR, SEUTHIEIRET 2—
e Copy: MTC HEUEMEBEERSHREHEEE, BMNEREHEEIBEIEE S EIBIrER,

MREERERGGIBHNERESTY, NIREINEBEEMNREHEFEIB
rEREE.
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> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MEERBHEFEH — MRS (B NFS) , EEIEHE LAUE—NMEREXMNE
BEM PV KR, AEEENERPETITRES, Tj_:ETT%ﬁqﬂliﬁﬂ’JFjFﬁ&rﬁFﬁﬁ%ﬁﬁ
RAME—ZEE, TRV UBIRERE BIrER N,

gégg o
N AREH CEFEHIRELEERS, BIBRFEE

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IR, ERAUTETZ—

stage A LN AR FRIER TRBES HIE B IrER.
MEBER RS RIZTT, UEEIRIINASHBEEEFR BN, 2T —1HEIMERES
R 455 T # BOHRF AL A,

o cutover RIFILRER LN RARERF, HNFEBRIBINER.

Al : & AT LUERR Halt transactions on the source cluster during migration% L% &,
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Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

i 1
i i
1 |
i i
i |
i |
i |
i i
1 |
' Velero !
i |
1 |
1 i
1 |
1 |
i i
i |
1 |

XF MTC HE LHIR
MTC AU TEE KR (CR)

User access

Replication
repository

MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

OpenShift

Container Platform
Migration API

MIG Migration CRs (on MTC cluster)

Refers to
[— Refers to ﬁ

MigPlan

+ ©

Refers to

MigCluster

MIG action CRs

MigMigration

MigStorage —

| Triggers __|
creation

Triggers __|

creation

B 1= ihEHER

]

Restore
E E MyApplication
i Velero | Kubernetes
' ' objects
PV1 PV 2

Internal images

Target cluster

1

1

! Velero (Created on source cluster
1 and target cluster)
!
1
]

— BackupStoragelocation

—  VolumeSnapshotLocation
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0 MigCluster (EZE&, MTC 5£E%) LB E L
0 MigStorage (EZE, MTC &£8¥) : FhEE XL

0 MigPlan (ECiE, MTC &£8%) T/ it%

MigPlan CR ##i T E X8RN BIrER. SRCEMPZZEFR, B5 0D 1175% 41 MigMigration
CR XHk,

AE
. 1 MigPlan CR £3589 MigMigration CR.

o BackupStoragelLocation (EZ&, MTC §2&%) : Velero &0\ REAIE
e VolumeSnapshotlLocation (BZE&, MTC %£8%) : Velero BIRIBHIIE

e MigMigration (3#4E, MTC &8%) : Migration, TEERIHIT stage SEFBEIRN A&
MigMigration CR #%5 MigPlan CR ¥,

o Backup (IfF, JRE&EE$) : LT ERiTXIAT, MigMigration CR EE/NREE LOIEF 1 Velero
#13 CR :

e 1% CR #1 B FKubernetes Xt
o i3 CR#2 AT PV EIE

eRestore (11, BIrEE) : T EHBITXIRT, MigMigration CR 72 BIR&EE LA A
Velero % & CR :

o RE CR#1 (ER&HD CR#2) AT PV #HE

o RE CR#2 (FA& CR#1) AT Kubernetes X4

11.2. MTC BE L HIRE
MTC fERFEE LR (CR) EERTHI AR,

11.2.1. DirectimageMigration
DirectimageMigration CR B {F G MIRERE S HIEI B In&ERE

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <direct_image_migration>
spec:

srcMigClusterRef:
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https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/restore.go

B 1= ihEHER

name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>
- <source_namespace_2>:<destination_namespace_3> 9

@ CEEIBNHEN— RS IHELE. RAERT, BIreaRANET5RAE2HER,
@ ERTFELHBRETEIE b4 2 FIRM &2,

11.2.2. DirectlmageStreamMigration

DirectimageStreamMigration CR BE#{54ii& 5| FA MIRERE S HIEI B IR &R,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

11.2.3. DirectVolumeMigration
DirectVolumeMigration CR B35 AMSE (PV) MREHEHIEIBInEE.

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false 9
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvc_namespace>

m
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

WE N true, NEIMEE LW PV QIEHRZEHE,

BN true, LUTET# G DirectVolumeMigrationProgress CR, ZRiA{E ) false, {REZ
DirectVolumeMigrationProgress CR LUH 1T FEHERR,

MRBIEBET B INER, HFERRRAN,

BEEEIBHN—IHZN PVC,

o0 09

11.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR BY# &,

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

11.2.5. MigAnalytic

t

MigAnalytic CR MXELBY MigPlan CR IX&EHi{R. Kubernetes BHRMFAMS (PV) BEMHE.

)

BRI LIRS B B SRR,

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false

listimagesLimit: 50 6

12



migPlanRef:
name: <migplan>
namespace: openshift-migration

ﬂ % O REFRIREE,
9 A% : IR[E] Kubernetes ¥RBEE, KAIFN API AR,
g Nk ;IR

REFEGREIIIR, BRINH false, ELHHFRT K,

EI

: IEE IR listimages  true I E RO R KR L I

11.2.6. MigCluster
MigCluster CR & X — P EH. Aithsiizi2&EEF.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <host_cluster> ﬂ

namespace: openshift-migration
spec:

isHostCluster: true 9

# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.

azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 9
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config

N migration-controller pod & BEXNEEFIZIT, ERMEHA,

SN 4 true, Il migration-controller pod 7E L &EEEHIZ 1T,

{¥ Microsoft Azure : 38E KR4,

base64 JwiGBIIE T AR,

WIEH true AZEF SSL %k,

@@ 0009

& BN true LAISIFEEEE,

B 1= ihEHER

A%k RIEBNBEZFE R CAIERAE T —MER4E, H insecure S#UE N false, 1HIEE

13
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Q BN true, LUTEDIEE Stage pod FEEREEFH Restic pod,
© CREBMERIURIN  BEAFHRS registry BBE.

© (UIEEH : IRE URL

@ (UIERKE : I5E Secret MRM AT,

11.2.7. MigHook

MigHook CR & . — 3% hook, BIETIBHIBEMERZITEE XKIE, ELUGERSEN TR
hook, B hook TEEBHIARRE N EXIZ1T.

A LABCEE hook B#R. iBTHIHFFEMS (A, BE LHiR, UK hook fHizfTHISKEE,

hook BYEFER E& F4p 4 Z2[A] 7 MigPlan CR HECE,

apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook>
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook base64> G
targetCluster: source

ik IS ERRII— N —MIREE, LEENTER hook BB — M MH—HEF, BRFEE
E name S HE,

1EE T hook &FR, FRIEIEE T generateName SEHIHIE,
A% : 187 hook AIIZ TR KTPEL., BAINEH 1800,

g0R 7 true, NI hook B2—NEE LHifk. BE LHBRALIELE Ansible, thATLUERTRBISRTETE
%Z}%E‘o

BEBE LR, #i0 quay.io/konveyor/hook-runner:latest, #15% custom 2 true, NIEE It
Tl

base64 ZwlLH Ansible playbook.#15 custom 2 false, N|%E.

FEEEIZ1T hook BIEEE, BRUE N source =X destination,

O ® 00600 O

11.2.8. MigMigration

MigMigration CR ;247—*> MigPlan CR,

A LAECEE Migmigration CR, LUZT—NIMERSIQETH, BUHIERESTHENEH, ENRETMANLT
%,
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apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false g
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 9
verify: false
migPlanRef:
name: <migplan>
namespace: openshift-migration

WEN true JECHIEEHTHEIER,

WE true LAETREFTRRBIER,

WE true LLUZITEFE%. BESBBIBES, pod FREREHHBIEL,
WE true AITEEHEIEEIE N ARRF, E&BNEBRE, RERSH pod WAEET 0,

WEN true LUR BT MBS 12 7 N A BIPREFE AR,

B 1= ihEHER

WEH true, LURGEBIREEFIERH pod RS, FHIREILTF Running RSB pod &R,

11.2.9. MigPlan

MigPlan CR & BT XS,

Al ABC B B hrep B ZE (A, hook M EX AR B HE sk A1 3T %5,

RMINERT, BirerRZERBRNRSIRGEEZFER,
A, EeIARTSERIENSKE LESMRZEN,

GID 34,

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>

MREET — P TAREBBEI S EZE
Rt 2R EH T UID
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namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true 6
indirectVolumeMigration: false Q
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

RN true, NIERESEMR. EFREEHNILEL MigPlan CR £/E 5 —4 MigMigration CR,
AL : B AHEEEANER hook, B hook MERRBIER I ELZTT.
A% @ #ETEIZIT hook BIAR R 22,

A%k 1 $87E hook iZfTHAIRIBIEMI &, — 1 hook ATLA EEZE — MM ER. BRIET
PreBackup. PostBackup. PreRestore #1 PostRestore,

A%k @ 8 E MigHook CR HY& F5,

A% @ 8 E MigHook CR By#y & 22 H],

Ak : € —NEA cluster-admin FPREIAR S5 MK

;ﬂiﬁ true, NIEABEEFGIH. HHEMEERERIIEFFEE, FMNERFEEESTBIR

SR true, MZEMEEESIH. PV MREHEHZIEFIFMEE, BMERIFM@ZESHRBINE
¥,

BE—IHZNRMEEFE, MRISERDBZEFE, MBI EZERZ2ERN,

MRBIrBER SSRGS EERTR, HEES.

D00 9 99900 606009

SNER 4 true , MigPlan CR &#ZI0IE,

11.2.10. MigStorage
MigStorage CR i T & %77 i 2894 R 1F 8.
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¥ Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Storage. Multi-Cloud Object
Gateway B S3 RA=FE.

AWS FIIRIBE H T EZB BN NS,

0000902900000

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration

spec:

backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> g
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id>
awsPublicUrl: <public_url> ﬂ
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

EEFEMHNE.,

URBEHISE  EEFHMENE.

X AWS : ¥EEF IR AT,

X AWS : IEEFMEHEXIS, 0 us-east-1,

BEENEHOIEN Secret X RIIE TR,

L AWS : INREMHER AWS BHEBEARSS, HIEEZBFRM—ITAR,
L AWS : INRHFF AWS FERBIAFFINR, HHEEFI## URL,
L AWS : 15 E B REREIETR KB9 AWS 2284, f 4.
TURBEHITE - EEERRIMIBAIE,

IREBEFI L  HEMLNFELER Secret X REE.

WIEN true LUSIEEERE,
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N3. BEMALTER
ATiE ek T A T AR R0 B AR A T A,

N.3.1. BEE IR ITXTR

TERILMER MTC web #HI S STRE (CL) BEFEIHINTRR RZEELZTIEBRIHIRIR
RIET )L

AR
1. £ MTC web #%& # = Migration Plans,
2. =iERHiHR5EI89 Migrations %R S & & Migrations T1H,
3. RIEBUEEIBIHE,
4. B IBHER, UENINEAEEIBHRRERSE

AE
EXTRIWBSERBHTEESERR, MR R IS TR R, AERTHFIRAER
BHRM
]
H
5 miifiR 1189 Options FHRFEFE LU T LTIz — -

o 5l oc describe G5 H & H B EHIEENLENR,

o BEXRMEXER, ABZITMT,
FRBIFRMMEH L YAML B8R TR,

o 5l oc logs 5 iH 6o E H B EBIBS R,

o ERMEXEH, ARBIZTHS,
le]% /ﬁi?#alm T{[& IJ”JEJ.LT {}J:’E’JE/LJ\O

® View JSON 7£ Web M 28 LL JSON #& = E 7~ HREE.
HHUES oc get <resource> 5585 H 45 RAER,

N3.2. EEIHITHER

BRLEEIHITNHREARE, ERLUER MTC web #H & BT E G EBEERP, REMNGTITR
® (CLI) zfT64,

Z D ERLT pod BT EHEE :
e Migration Controller
e Velero
® Restic

® Rsync
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e Stunnel

o AHRIECHE (Registry)

it

1. £ MTC web #£%& # < Migration Plans,

2. REHBITRZEIH Migrations 5,

3. H#if View logs.

4. miti Copy EllR¥t oc logs o4 & Hl BRI BINGHR o

5. BFEIMERMERIE CLI AR S,
i & B REBITHINREHE,

N.3.3. FAEBR A KL
R E] LA A SR B A AN S B R AT ST R B A B e A,

ff

L=

S

1. XEX mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. MAUTRREREMNMIBERE
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

Q -c plain ETU T REEH N B &,

1.3.4. Viln M REFE TR

MigrationController B Y %R (CR) iCkIEIrEIE, FHNEl B EEH LIRFEMEP, B LER
Prometheus Query Language (PromQL) RiIZBT TR MRE R/, LU EIRTEFREEE, 2 Migration
Controller pod EER, SEBEMAIEITR.

& BT LUEF OpenShift Container Platform Web $2%I& 15 R 4 BEFE AR FFIZ 1T & 1A,

it

1. 7E OpenShift Container Platform web 12fl& # s Observe — Metrics.

2. BN PromQL &), %&HFE—NERRMEEIEO, AE*# T Run Queries,
INRIEH) Web 102858 B RFIESER, 1EF B Prometheus 1245,

1.3.4.1. IR0 T

MigrationController B Y %R (CR) 12T MigMigration CR it # &k & API 15KBI1E T,

11.3.4.1.1. cam_app_workload_migrations

19
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bt — EXT Al ) EY MigMigration CR it#%, ©RFHF45 mtc_client_request_count #]
mtc_client_request_elapsed {5t —R2EE, UBETIBRRSELM APIEXRER, WiEaSE
Telemetry A,

# 1.1. cam_app_workload_migrations metric

Al A HEPRE AR PG PR R

status running, idle, failed, MigMigration CR 4R 7
completed

type stage, final MigMigration CR 2!

11.3.4.1.2. mtc_client_request_count

tb¥EFr2 MigrationController & 5 Kubernetes APl & REIRFAITH, SRS ESTE Telemetry /1,

5 11.2. mtc_client_request_count metric

A Z IR AR PR T PRt
cluster https://migcluster-url:443 BN R HIE KSR B
component MigPlan, MigCluster & HIE K F 2512 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & Hi#IE KB

11.3.4.1.3. mtc_client_request_elapsed

XNEFRZ MigrationController % %8 Kubernetes API i REIRFIEIR, UZEM HHEA, ERESEE
Telemetry A,

5 11.3. mtc_client_request_elapsed 51

AR B PR T briiik
cluster https://cluster-url.com:443 BN R I KO SR B
component migplan, migcluster & HIE K F2RH5I28 API
function (*ReconcileMigPlan).Reconci % Hi&EKHIThAE

le
kind SecretList. Deployment HiERK K M Kubernetes HiR

11.3.4.1.4. B AMEH
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FREPIE T AT LM —LEARER,

= N.4. FRANER
#Hif Uiy
mtc_client_request_count RIHI APIIERE, RERKEHRF
sum(mtc_client_request_count) & HBY APl E R B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) API &K S FEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKREIEIER, $&RiE RSB
mtc_client_request_count

cam_app_workload_migrations{status="runn Z{THIERITE, Tl 100 TBEREMEFTE R
ing"} * 100

11.3.5. {# F must-gather T2

& A LUE A must-gather TERUNE MTC BE LFHRMBER. IBIFFHERXRER.
must-gather #3E 2 I INBIRT B & - 22461,

TR B DAUER — /NI = 24 /N RBOEUE,  FHEF Prometheus #HI& BB HIE.

FRFH

o mwlfERAESA cluster-admin A& &I 7 &K E] OpenShift Container Platform &%,

e B%ZE OpenShift CLI (oc).

P
# A2 must-gather 2B B %,
2. LA EB IR LTI 2 —i21T oc adm must-gather 64

o TN K 24 NITHIENR, 1EFERUTHS ¢

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8

XN SRR TN must-gather/must-gather.tar.gz XX, AT LU ST BB BIZT0E
e R Tl OF -2 SR

o TINEN K 24 NHIEE, EFERAUTHS
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8 -- /usr/bin/gather_metrics_dump

LR VERTRE R B R KT A, XA en DS EIERF N must-gather/metrics/prom_data.tar.gz
X,

11.3.6. fF Velero CLI T2z Velero %R

& LUt Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZERA S,
Velero CLI TELt OpenShift CLI TERHEIFMMER.

Wk

{3 oc exec B 5IZ1T Velero CLI 8% -

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7P Velero CLI 63 :

I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

describe fp 45
{& 3 velero describe 47135 Backup 5 Restore CR XEFVE S A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

velero describe 53R BV R B RU T REMRE FIRFIES
e Velero: 5 Velero XA HZRFBERMERIIR, HII0 : SEEITHEXNER, EREHXHEF
o K SEMMMESESEENTTREXEERIIR
o @RZEM : EFMFMEFMES R P HIRBXIPERIIRK

XEERF R —P KL IR 53 Restore 1 /E#% UK PartiallyFailed 4~ Completed ;K &., &R
RIEM SRR S ER,
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BF

o NFHRETFHIEMEE R, Bl Cluster #1 Namespaces §i%, restore describe --
details il @& — M HHRIIK, Eqﬂﬂ.‘i‘. T Velero 7Rk & R IHIFAA FiR. *F
FEARRERNEMRR, HFRERREE XA TERER,

o WRTFTE Velero i5i%, BRBERFETHIEMNIEIR, £ describe fhH R H %
BERRE, B%BEWE TEAZEHPISIRNE, BFARIEREENBRRF,.
B4n, IMRHH S S PodVolumeRestore = 17 A IEMR X AOEEHR, BRE
PodVolumeRestores #1 DataDownloads FJIR ., #NREAEA KW SABIEE
17, NBFIETEEHETERE.,

logs A%y
& velero logs s 15 Backup =k Restore CR ®HE :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

11.3.7. R ER 2B RN
&ATLAE A Velero CLI 127 Restore BE X KR (CR) HEFRFIHIMOIBREXNESHE,

% Velero BENER B FBIB KWL, RSBEBRMO KW, B, ®>BEELFRE L
(CRD) , HEREHMBINERH CRD RAZFIFESHR, NEBRRTN, BEFREENEE LA
CR.

Velero fFFIRIE AR RNGER, RELIE &4 CR REIEAMN R,

¥ =
1. #&7 MigMigration CR B :

I $ oc get migmigration <migmigration> -o yaml
it N |

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
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message: The migration has completed with warnings, please look at "Warn™ conditions.
reason: Completed

status: "True"

type: SucceededWithWarnings

2. {#M Velero describe 527 Restore CR FAIRTA :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

it

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. {#H Velero logs k% Restore CR H7& :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

it la Nl

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR &it sk HEHIRHE, the server could not find the requested resource, %%
THEDRKBHIRE,

1.3.8. £/ MTC B E L HIRIETERFERERR
BRLMGELT MTC BEXITR (CR) REHERRER KA -
o MigCluster
e MigStorage
e MigPlan

® BackupStoragelLocation
BackupStorageLocation CR &5 — migrationcontroller /7%, FTFHriRAIE CR B MTC
SEE)
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labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

o VolumeSnapshotLocation
VolumeSnapshotLocation CR &% —“ migrationcontroller 17%, FBTFFriAAIE CR I MTC
SEA)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

o MigMigration

e Backup
EBIREREF, MTC RIRMFAMS (PV) MEHFASREE%E ) Retain, Backup CRE&
openshift.io/orig-reclaim-policy ;xf#, FAFIETRFRIEEFFRAEKRI. ERIUFRE TR PV
B E 37 = A SRER,

o %hE

1. 7 openshift-migration 4 22 [A| R 9 MigMigration CR:

I $ oc get migmigration -n openshift-migration

it
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

2. ##& MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 45 R LU T R,

MigMigration =%

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10
namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:

migPlanRef:
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name: socks-shop-mig-plan
namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero 5513 CR #2 =i sk hk PV B8
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apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-

5d593ce65e10-59gb7

uid: ¢80dbbc0-c9f8-11e9-95ad-0205fe66cbb6

spec:

excludedNamespaces: []
excludedResources: []
hooks:

resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- namespaces
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- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero ¥k & CR #2 R~ fl%iH kHiik Kubernetes %R

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3096-sz24f
excludedNamespaces: null
excludedResources:
- nodes
- events
- events.events.k8s.io
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- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason: "
phase: Completed
validationErrors: null
warnings: 15

n.4. % WIr[FI % F

AT NEEEB S RP AR S BRI A E W AR,

N.4.1. BEEESTIBRTH

NREFEE TR ERTR, NBIRERETRESE S REEHERM node-selector S,

MTC FEST R AR EHN SREBAAEEM, URFLZEM ETXRMAEER, TEES IR IR
i, MTC EMBRERLTHRMM L2 A Rt B irgERE LA Rsync %5 pod, MNEBIERMELLEAEE
S5 REMGZERBRER, NITEHE Rsync £ pod. Rsync pod 4 F Pending K7,

IR LT AT S B0 FH R RIX A [a] 3,
iz
1. %% MigMigration CR BJIR :
I $ oc describe migmigration <pod> -n openshift-migration
EHAEUTREER -
it B
I Some or all transfer pods are not running for more than 10 mins on destination cluster
2. WREHD, REUTHH6 A ZEFBIFE
I $ oc get namespace <namespace> -0 yam| ﬂ

© TiEBHeREA.

3. EBEIRERH, FREEBHGRZER

I $ oc edit namespace <namespace>

4. J$ERDH openshift.io/node-selector ST RMMEIEFZ MM AL (E A, N THIFTR :

128



B 1= ihEHER

apiVersion: vi
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "region=east"

5. BRiz TE%IT A,

N42 R ERMBRAR

AT T B AT BERTE Migration Toolkit for Containers (MTC) ABFRIME W ISEHER, URIN{AAER
HEZRR,

N.4.2.1. &R 517 MTC #5155 TRy CA IEP R

INRFAL—RZHDT A MTC #HI & B CAIEREHRER, NRNREARE—TMEEPERESES
B CAIEH,

BRI AR, 3 A B S B f TR oauth-authorization-server URL FHiEZ0F 5, Bk AR RIX
/PI‘EJ%EL :I%f'ﬁ_E:FJ//J\\jJDEIJnﬁaullk%ﬁﬁﬁ{n{fﬁﬁ%qz

INREIEZIEH I ER Unauthorized 58, A MTC 12418 3 RIFTM 11,

1.4.2.2. MTC #2HI 5B OAuth BT HH X

MRAEEZELRIUEDE, MTC #§]5 # L7 connection has timed out, HFARRER :
o % OAuth RSS2 B PIZE 177 (] g
e % OpenShift Container Platform 1224l BIFA 441 7] Fh

o MIBFEZE AR T % oauth-authorization-server URL BYif|H], i¥I5IHEE K H OAuth B
MRV MTC #2815

EBIREBNMNER :
o (HANIY%EF web FoEZRIGE MTC #2=HIE M T,

e &7 Migration Ul pod H&EAFBIEE IR,

1.4.2.3. AR AL WA Z[RUE T IR

INREFERBERIUEPRETEEES MTC B9 Migration Toolkit IEFI G FEMZ 2, NHERRIEATRERSK
W, FERUTEIRHEE : Certificate signed by unknown authority,

BRI LG B E L CAERMAEX M, HERNNEHIEFFEENFE EEE MTC web #2515
iz
MIEFElm = T8 CAIES, FHFHEEF CARH X H

$ echo -n | openssl s_client -connect <host FQDN>:<port> \ ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9
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ﬂ EEIm =B EN FQDN #imOa, #0 api.my-cluster.example.com:6443,

Q 1B CA N & ST BY R TR,

11.4.2.4. £ Velero pod BEHE SR FHEAAE IR

0% Velero Backup BE L KR EXN T EEMEMFHEAME (BSL) B95IH, Velero pod HERRER
ERUTFHIZHEE -

I $ oc logs <Velero_Pod> -n openshift-migration
Kt Bl

level=error msg="Error checking repository for stale locks" error="error getting backup storage
location: BackupStoragelLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository_manager.go:259"

BRI LABBX O R, R BSL AR FBUEH R

11.4.2.5. Velero pod B&EHH Pod & &SR8 f 1%

IR A Restic MBI SRR KM, LU TEHIRSTE Velero pod BEH &R,

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout FIBRINE N — /NI, IERILUA RBERIEINIXNSEE, EEE, BNETESELRRD

HERE B
it =

1. £ OpenShift Container Platform web 125 # 5:fiiE Operators - Installed Operators,
2. = Migration Toolkit for Containers Operator,
3. 1E MigrationController 1% Il # /2 migration-controller,

4. £ YAML iR TR, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (9D #Fs () , 5150 3h30m15s,

5. mi Save,

11.4.2.6. MigMigration B3 X FR#HI Restic T iFFE 1%
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o
Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z

message: There were verify errors found in 1 Restic volume restores. See restore "<registry-

example-migration-rvwems"

for details ﬂ

status: "True"
type: ResticVerifyErrors 9

ﬂ Hi%5H B E T Restore CR &,

Q ResticVerifyErrors & — M EER IR —REFRE S R,

BIRLILHER T & S RERILRR KL,

BB LIRS T Restore CR, LURFIEUBRLIGIFFEIRBISRIR,

1 BEREIBEIER,

2. &% Restore CR :
I $ oc describe <registry-example-migration-rvwcms -n openshift-migration
HEiH AR A PodVolumeRestore 212803 A M5,

it

status:

phase: Completed

podVolumeRestoreErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

podVolumeRestoreResticErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. & PodVolumeRestore CR:

I $ oc describe <migration-example-rvwcm-98t49>

B 1= ihEHER
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i PR IR T A0SR IR Restic pod.

I
completionTimestamp: 2020-05-01T20:49:12Z
errors: 1

resticErrors: 1

resticPod: <restic-nr2v5>
4. #7& Restic pod BEUEREE R ¢

I $ oc logs -f <restic-nr2v5>

11.4.2.7. M2 T root_squash B NFS i shE# i 1 Restic FPR 15

INRIMBIM NFS ZiEPTHBEUE, FHEAT root_squash, Restic 251 F nfsnobody, H3&HEH
T ERBMIFBR, Restic pod B&H E R TR,

it

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/usr/bin/restic: permission denied" error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.
(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

&7 LGB N Restic BN FRAHFGA ID FH11E MigrationController CR 55 5L 3 2 71X AN 0] i,
it 3

1. £ NFS %2 £ Restic I #h754H,

2. 7 NFS B EiXiE setgid fi, LUEHKEHFRBEIL

3. ¥4 restic_supplemental_groups SHUANNERF B in&af L# MigrationController CR ;55 :

spec:
restic_supplemental_groups: <group_id> ﬂ

@ =xixEAD,
4. %1 Resticpod EfF, LUMENAEX,

11.4.3. {@ A spc_t 7 OpenShift Container Platform L2178 T Ve B 51N A Skip
SELinux EFiriCInn iR AR

L 295{{# A Migration Toolkit for Containers (MTC)5¥# & & Bk 5 2 KB KESET, rsync-
server JRER LS, BIRBIREAFH—FHRIRFHE R,
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11.4.3.1. 28 Skip SELinux EFtriCIm R AR

£ kubelet H&E #3232 Unable to attach or mount volumes for pod...timed out waiting for the
condition £51%, ©3H 7 Direct Volume Migration (DVM) jZ21T rsync-server 8977 s,

kubelet H&RHI

kubenswrapper[3879]: W0326 16:30:36.749224 3879 volume_linux.go:49] Setting volume
ownership for /var/lib/kubelet/pods/8905d88e-6531-4d65-9c2a-
eff11dc7eb29/volumes/kubernetes.io~csi/pvc-287d1988-3fd9-4517-a0c7-22539acd31e6/mount and
fsGroup set. If the volume has a lot of files then setting volume ownership could be slow, see
https://github.com/kubernetes/kubernetes/issues/69699

kubenswrapper[3879]: E0326 16:32:02.706363 3879 kubelet.go:1841] "Unable to attach or mount
volumes for pod; skipping pod" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a],
unattached volumes=[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-
access-dlbd2 crane2-stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]:
timed out waiting for the condition" pod="caboodle-preprod/rsync-server"

kubenswrapper[3879]: E0326 16:32:02.706496 3879 pod_workers.go:965] "Error syncing pod,
skipping" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a], unattached volumes=
[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-access-dlbd2 crane2-
stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]: timed out waiting for
the condition" pod="caboodle-preprod/rsync-server" podUID=8905d88e-6531-4d65-9c2a-
eff11dc7eb29

11.4.3.2. {8/ Skip SELinux B HRiCImA R =R

ZR XA A, {8 MigrationController B E X FR(CR)TE/RF B 4% MigClusters H ¥
migration_rsync_super_privileged Z2#0% &/ true.

MigrationController CR 7l

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
migration_rsync_super_privileged: true 0
azure_resource_group: ""
cluster_name: host
mig_namespace_limit: "10"
mig_pod_limit: "100"
mig_pv_limit: "100"
migration_controller: true
migration_log_reader: true
migration_ui: true
migration_velero: true
olm_managed: true
restic_timeout: 1h
version: 1.8.3

migration_rsync_super_privileged S M EIEREE N Rsync Pod £/ BRIFINE 31217
(spc_t selinux context), BXIXE " true =X false,
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N.5. [@EE—1PiER%
BRI LU MTC web #5143 CLI EVRSER,

BRI LAF B EIR TR,

11.5.1. 58 MTC web Z4I & E1%:T#%

& 7] LUE A Migration Toolkit for Containers (MTC) web ¥EHI& BIAER.

A=

UTFRRBEIBHNGMEZERF, LUEEEERSTH (DVM) KU HITHEI
o FEMRS CRFBEIRER)
e Secret Xf& (RMBIRER)
e Rsync CR (JR%&Ef)

XEFHRASRMENR, EELFMEREN],

IR ERINZTHRBER TR, N&BHRRRIGER PRI FIR.

WNRNARFEIBRNEHZIE, BoENRER, LB A SRS EER,
MRNARFEIRIRPEEEL, WAFTELER, EARKNBEFDATERERSIZIT,

Y=

1. £ MTC web #£%& A < Migration Plan,

2. R EBITK 551519 Options 3., F1E Migration Ti%# Rollback.

3. 5= Rollback F# & OATTMH.
1E5E#% 1T X#E 4 E 7= Rollback succeeded,

4. UFRERER OpenShift Container Platform Web 22 & R 2B RINENER :

a. = Home - Projects,
b. RIEBHIIEEFHIRE,

. 1E Routes 84>, =ili Location KilF N AEFES EEIZT,

(@]

d. = Workloads —» Pods %1E pod @ BIEIBH & ZE R FiE1T,

e. | Storage — Persistent volumes i\ EFAE % T BT A LS,

1.5.2. FRAGFITREARRIS
1A U@ Man S TR A2 MigMigration B E X ¥R (CR) kERTR.
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o FEME CEFBIREER)
e Secret %R CEFMBIREEE)
e Rsync CR (JR&E%)

XEFRARMENR, SR UFEHEREN],

IR ERINZTRBEER TR, N&BMERRIGES PRI HIR.

WIRN RRFEIHRNEHZIE, BoENRER, LB A SRS EER,

MRNARFEIRIRPEEEL, WAFELER, EARKNBEFDATERERSIZIT,

¥ =
1. RIBLUTFRHBIOIE—/ MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>

namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

ﬂ 15 € < 5H MigPlan CR &5,

2. FEMTC web &G H, BILTHHTIE KRESEMBEITERFEER,

3. WIEEBMIE HRESHFETREMF, HENARFRESEREZT,.

1.5.3. FEHERTH
RAT L@ IR stage pod FHERNEE L FRAR R Sk F 57 EVA R0 E R,
R INZTHERER TR, TS B MRELGER R EE,

UTHRRBEISHGEZERNF, UEEEESTH (DVM) KIBEHTHR

B 1= ihEHER
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EEESTIRAW (DVM) B, UTHERFRBEIBHMBZEE G
o FEME CEFBIREER)
e Secret %R CEFMBIREEE)

e Rsync CR (JR&E%)

XEFRARMENR, SR UFHEREN],

1. MHBRFR B L BE Y stage pod :
I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CR F#5E#I 6 & 22 A,

2. B HEIART RIS S, HREFPICHFERRNARES
I $ oc scale deployment <deployment> --replicas=<premigration_replicas>
Deployment CR #1#J migration.openshift.io/preQuiesceReplicas ;X fi# T /R T &I A% :
apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:

deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. BIEN AR pod @B EIRERFHIZIT :
I $ oc get pod -n <namespace>

Hth BFIR
o {FFH Web 255 MEEEH R Operator
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