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B 1E HENMREME T REK

1.1. #7689 CONTROL PLANE =i

A FE N OpenShift Container Platform H B control plane IR HEFFRIMEREF AT R L ER,

111 REEIELCLE
RV HRHESEENSERATHUBRERNZEEX,

N LT RESLEES B OpenShift Container Platform $25Hh ) worker Hl23 8 &, ERT LB
5> worker MachineSet 7 Y HIBIAEE K & worker 285,

MEET RIBARS TR
e RV RIMIMETARLUREESN A%,
o ERY BHVBHREFEET 25 2 50 1

o EZEABNTAHRAUB—NEBRLUKX/NIBREQRBNFTENRE, LUIABNE AR
NEAREMRE., fla, £ AWS £, {# /A mS.large #1 m5d.large,

SHNERTRER Y APl BRSSSEFRECH. R, |TENRBHZIITT &,

MRRNFITENREFHNEIRNKENESHE, NIEFISR T EVENSR. 88F OpenShift
Container Platform I =& AT LALEBBNIE R B E M KL HE, B0, REMEHRERSHN
R, HISRSTIBFHITESHEIM, 28F OpenShift Container Platform BMIEE&EH APl 1EKRH,
MRHITEEW, NIFTEEE N =& IR S 28 0 KL

LY BIEAXRET AN, SRANGBREEE. MRHEINKE, BROERRIERRFBIEETREN
*J‘L%%Q
p= =1
LKA B SBENEREED T REE, FREREERENFE, RAXNTET K2 s
PRIEEM LT R EIZITHN R, A4, MRBIFRNRA S, S & ImEIEREE
KHIRS. BAR M IimERE(QPS)MR A X LRI HIXE N 50 F1 100, XLETE
1£ OpenShift Container Platform &4,
1.1.2. Control plane 7 s K/

R T E T RERERIUATFREFFIT S ROBEMRE, UTFEFIFE T RAONESETEGFEE
BEMKHLER, = Clusterdensity, WK AKELERS DRZERAPEELUTHR :

1 NEERR
o 1N

o SAERE, H 24 pod BIRMFEEIRT, BMNRESEEE 4 1 secret. 4 MECEMETH
Downward AP| &

o 57MRSS, BENIRSEIERAI—ERER TCP/8080 #1 TCP/8443 imA
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o I NEHER E—PIRFIE—DIRH

o TE 2048 NHENLFERFEF R 10 4> secret

° 10 NECEMRNEE 2048 PMREHLFRIEFR

worker T ¥ & EHEE (HZ2H) CPU 3%

24 500 4 16

120 1000 8 32

252 4000 16, {BINRFERH OVN- 64, {BTEfEA OVN-
Kubernetes M%&E4, Kubernetes %% &R
N> 24 128

501, 1Bf#EF OVN- 4000 16 96

Kubernetes M43

R,

ERPIBIBEBETIE AWS EiZ1TH8) OpenShift Container Platform, 3 r5.4xlarge SXfI/EJy control-
plane 78, mb5.2xlarge SEFIEN worker 7 s,

EEAB=A control plane WM AR HEERRF, YHAPA—PTREL. EFHKMET, CPUFAE
AENKBE, HEMREERNHER. M. EEZEMPHNEMERERBNNE, RNEREXHE
B, UTARAE, EKRHED control plane 11 b B M F ESE AT, MMEMERERZ, 5

M, EFIGTIRPIFLE XN, BN control plane 77 s #E 81, BEZEHIRINFEEHRSIS, LN AERE
RUIEF LUK control plane Operator B#, 7 T #REELKIL, 15 control plane 7 R _EBYE & CPU

MAERREAERE RS 60% WA AAE, ULGEBRREAEHIE, N HEIN control plane

TR ER CPUFIME, LUBRE IR FRMIS KB EREN.

BE
TRANUAFEREFNT SAMNREE, BXLBRTERER RSB ERET 0L

R, TOIEXRES, control plane EHREAEA @S RATFETT (running) FrEERY
(] 48 b B SR ER

Operator Lifecycle Manager (OLM) £ control plane 17 m 21T, HEAFESAEEURT OLM E&EtH
EIBRYEy R 22 R RN S R operator BUEIE, Control plane 1T RE BN AT X/, LUESE OOM
Kb, UTHEIBETERSEKNRKMLER,

FZEHIRER OLM BfE (GB) RET 541 HF operator i OLM
W& (GB)

1000 1.2 25

1500 1.7 32
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FZeHIRER OLM BfE (GB) RET 541 HF operator K OLM
W& (GB)

3000 2.7 5.6
4000 3.8 7.6
5000 4.2 9.02
6000 5.8 1.3
7000 6.6 12.9
8000 6.9 14.8
9000 8 17.7
10,000 9.9 216

BF

18 RRE N LU FEC B 1B SUIEFE 21T B OpenShift Container Platform 4.15 8%/ control
plane T m K/ :

o FHAFBRHNREAEARENEH.
o FHLEREFEBESMEMBHREREREMN AWS L5,
e {#F control plane HlEREEIE control plane HlERHIEEE,

NTMARMEE, SeEiT T REBHAEREIEPERHEFH control plane TTRK

N

HE

BIEFEHAE OpenShiftSDN {E N MZE1EHH OpenShift Container Platform &8 £
IRBEIRE =

p= =1

£ OpenShift Container Platform 4.15 #1, & OpenShift Container Platform 3.11 & Z BiI#J

hRAAELE, RENEFRINRE F 1 CPU M (500 millicore), FATE RN NIZE EIX—
&

™o

1.1.2.1. 9 control plane Hl23% 8 KH Amazon Web Services SEfil2EEY

#NER Amazon Web Services (AWS) £E£FBY control plane MlB3 B EER L TR, &R LU control plane #l
IR KM AWS SEFIKE,
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p= Y=
{8/ control plane HZBEMEFEMN LIRS R ER control plane HLEREMREFN L AR,

MBEFRHEELEE D ControlPlaneMachineSet CR FUIRZ, EATLLISIE CR RS,

1.1.2.1.1. 1A control plane #2335 Amazon Web Services SEfiIE Y

IR BI LLB T B #T control plane A28 B E L HTIR (CR) YA KR E X control plane #1238 AR Amazon
Web Services (AWS) SEfI 255,

FERFH
o IHY AWS EEE#E M control plane #2855,

it =

1. BT &5 3%H control plane #2535 CR :

ey
I $ oc --namespace openshift-machine-api edit controlplanemachineset.machine.openshift.io
cluster

2. Ym%E providerSpec FEXHBILLTIT ¢

providerSpec:
value:

instanceType: <compatible_aws_instance_type> ﬂ

HFR 5 ankiFE RS E AR AWS SLBIREY, Fign, &7 LAY méi.xlarge Bl h
m6i.2xlarge =% mé6i.4xlarge.
3. REEHEN,

o X[ F{EABIA RollingUpdate B3 TRERHIEEE, Operator R BENfFEIXEHEEI control plane
&,

o N FECENFEF OnDelete EFTRESHIEREE, BAIFoNEH: control plane Hl.8%.

Hith BT
e {#FH control plane #2355 & control plane Hl2%

1.1.2.1.2. i AWS #eHIE S Amazon Web Services SEfI258Y

IR LOE T BT AWS $285IA R B9 S BI25 BU S B 2l control plane HL23{#E A H Amazon Web Services (AWS)
SEIREY,

FRFM
o ERILUERIERERF EC2 SLAIRTFERITR VT 7] AWS 215,

o EELMEFRESA cluster-admin & &#9FH 1517 OpenShift Container Platform 5 2%,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/machine_management/#cpmso-checking-status_cpmso-getting-started
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/machine_management/#cpmso-managing-machines
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T
1. $TFF AWS #2515 F 7 control plane HL23 KB L1,
2. #EFE— control plane #1234,

a. X FAM%E control plane #1825, Bid O etcd REBE LD eted BB, WEHFZER, ESMW
"RE etcd”,

&

b. £ AWS #2#l& R, {21k control plane 233541,
c. EFBEIERSEH, SRIFH Actions - Instance Settings - Change instance type,

d. FEMIESCNRARRE, BRELESZENEFEER, FNBER, Fia, SaTLUg
mé6i.xlarge E X~ m6i.2xlarge 5 m6i.4xlarge.

e. AT,

f. HNRIEH OpenShift Container Platform &% 28 S5 N B9 Machine X5, 8B4 R
SEBIZEBYLAPTED AWS 125 & A ik B R SE I R B,

3. NEA control plane LB EE L F I,

Hn ¥R
o 1P etcd
o AXRBULHIFKEM AWS XY

1.2, HEER R SR S
A E N OpenShift Container Platform FREYE IR SR M RE R AT B IS0 Bk

1.2.1. ERHERFTT m KN

BFPH T R ME NIZ 1T OpenShift Container Platform EAEZHAER D BY 1T s EEAHZRAS T mAY R E
KEUARFEBPIERER, TRINER, RNXERFTEER T Prometheus BITRFREK S [H] 551318
. LA T ERZR T R K/NEETTE Control plane 17 sk 289 FR ik B S BE 33 B it Fp T ER BB 45
B, HoFIRHEERIEIA ingress-controller #FE B X L1 &,

worker T B2 SHBEIRAZHBE

27 500 4 24
120 1000 8 48
252 4000 16 128
501 4000 32 128

BE, BB MSEEEZNEMENT R,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/backup_and_restore/#backing-up-etcd
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-resize.html

15 HEFENMaER AT RISk

BF

IXEE RN FBEIE 51T, Prometheus @— 1MNaWEBRERN RER, WRERESIUR
FEMEAZE, GFET A, SR, Prometheus ¥HHRENRIRR. FEIREH A5 UL R EEREME
i, 4, BABRTREREHTUZIRBMENALTE RWEE /LRSI,

XL FERTEEE BT RPRE R, Ingress # Registry Zfiti 24440 4 B9 B fiti 22
&1 8=

1£ OpenShift Container Platform 4.15 1, 5 OpenShift Container Platform 3.11 & Z BIHY
krAMELE, REIEBRINEREB A CPU A% (500 millicore), X R FZMMYE BRI,

1.2.2. § & Cluster Monitoring Operator
OpenShift Container Platform 124 Cluster Monitoring Operator 7E&F Prometheus Bl 2 #EiL ALK

SHEEOEIE, FAEEA, BILLB A Observe » Dashboards 3% & OpenShift Container
Platform Web ##| & FBIRIFIR. BasfAEEERRN{ERR,

1.2.3. Prometheus #EEF EEK
LR AR B RN 1T T & Fhiit,

e LUTF Prometheus FIEBRHAFEEMEY, MZFENUISEER. BURTE
FNTENEMTRNER, SEPTRIENSHEIFER, S1& Prometheus
WERETR, 0 pod. A HHENEMTRNKE.

o EAILEEETRNWEEREBRE, LNBENEHEX,

3 1.1. Prometheus BB ERNEHERBUR TEHBK T = /pod B2

pod & (81 sXEme 8 15 X8 pazg (84 tsdb
pod 2 1NEER) Prometheus fZfi% Prometheus 7 1)

50 1800 6.3 GB 94 GB 16 MB

100 3600 13GB 195 GB 26 MB

150 5400 19 GB 283 GB 36 MB

200 7200 25GB 375GB 46 MB

KA 20% B FRER RN RN T, RIEFH#ERF BT 1T ENE,

FEHTHE R FBIAM OpenShift Container Platform Cluster Monitoring Operator.
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CPU FIAERSBRMSM, XN LFIHTER 50 11 mF1800 4 pod By 40 MARZH K
NB1,

.

£t*%F OpenShift Container Platform BOEEIYL
o E/HRAFAEMMEIEN (infra) TR

WMER=MNFAIESKMEEEES (SSD 5 NVMe) IR 51258 openshift-container-storage 7

o

°
A 1

5
7

1.2.4. EoE SRR %
TRRTLUH SR B IR R HERS FR B Prometheus A8 INEHER £,

LA
5 Prometheus IR E :

=

1. flE YAML B2 & 3244 cluster-monitoring-config.yaml, 40 :

apiVersion: vi
kind: ConfigMap
data:
config.yaml: |
prometheusK8s:
retention: {{PROMETHEUS_RETENTION_PERIOD}} ﬂ
nodeSelector:
node-role.kubernetes.io/infra: "
volumeClaimTemplate:
spec:
storageClassName: {{STORAGE_CLASS}} 9
resources:
requests:
storage: {{PROMETHEUS_STORAGE_SIZE}} 6
alertmanagerMain:
nodeSelector:
node-role.kubernetes.io/infra: "
volumeClaimTemplate:
spec:
storageClassName: {{STORAGE_CLASS}} ﬂ
resources:
requests:
storage: {{ALERTMANAGER_STORAGE_SIZE}} 6
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring

ﬁ Prometheus R B HIZRIAE PROMETHEUS_RETENTION_PERIOD=15d, s} e B3 {5
UTFE%Z—:s. m. h. do

OO =ik,

— N RIEEE PROMETHEUS STORAGE_SIZE=2000Gi, 7Zfi#{E A2 —MNiEE,
HETUEHANTES Y —MEH F. P. T. G. M. K. {RtaTLUERA L THBAER

10
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— e s i A — s N =y D B P AL R R el L R B Kl

Eéé?é:izi\l Pi. Ti. Gi. Mi. Ki.

g — /NS AVEY(E 2 alertmanager STORAGE_SIZE=20Gi, FifEAIUR—PNaigE%y, tha
DRHWEUTERC—MWERE. P, T. G. M. K, BT LUFERUTHRERNE
Z:Ei. Pi. Ti. Gi. Mi. Ki,

2. WRBRE. FHEEMFEERNRINE,
3. REFIZXH,

I $ oc create -f cluster-monitoring-config.yaml

1.2.5. b TR
e OpenShift 4 FRBYERHZRFYTT =
® OpenShift Container Platform S 2Rl

o (EEANZRIINARE

1.3. EFZFH ETCD L%

ARFEH ) OpenShift Container Platform H#Y etcd 124t 7 #HEZFBIMEREM AT B LB,

1.3.1. #ZEH eted S5k

E 7 etcd [MEIES ABE FHEMS ER AL, PRUAHMEEUR TR, B etcd HARHHESH
I/O %, BEREEA—TERBERNIIEFRIGREMEMEEN. B eted BIFIRMIUK
TR T BEKAFMEEI — PN EE (WAL), AL eted MR BEIRIEFEEUR, HiEE B H b HIZA0H
RN EL BT AT BE & 5 BUKHS []BY fsync EIR,

XEIERAIBER T eted ZROEK, FRENEMAIRZHOEL, FREBINEKERFINERT KR
Hl, BEALEREESE OpenShift API 18, XESTERMAE, BT XLER, HRAEESE /0 M
AR control-plane T EHBHM TEME, HHEZHERANIEZE /0 EitiZeH,

RS, NIZE—NAIRADLL50 I0PS #IFE A 8000 FHHH L& LizfT, HEt2iH, HE—
A 10ms WIEEIRR, {3 fdatasync k[EH WAL RHIE AIRE, X Fa M EmERE, BIUER 8000 F
TTHIIELE 500 IOPS (2 ), EMEXLEHF, ERILUEREENIXNTE, 40 fio,

BRI MR, EREERMSEMLER SSD X NVMe i S #FFHIHEE LiZ1T eted, BEFERHEZE

FIT(SLO) B #125(SSD) (ENBITAFERTRE 14) , X2UEN, IEEATEREEIFEM
o

M etcd EMMEBMNRRSIFEFHSER, 07 =M pod WHE, LUKIIERER, SEFER
7y pod B B, pod BEfF. FULHUTHEMS THEMNEMERNEHS, UREMS 1EHIE

KIEMH, BHEBAE etcd REMAR/D, BRI THEMNEOFEER, EERM
eted MEMI TR, pod MEMBRXERHIHE.

LU RE # AR 0 25 L Be iR (I £ HY eted MERE -

1


https://access.redhat.com/solutions/5034771
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/machine_management/#creating-infrastructure-machinesets
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o FALHA etcd Wrhd, BWHRETMLBENINENEE, WMISCSl, PEFMEASEXHFIHMESETIF
TERAE eted HRBHERH,

o EEINENEIER R FFIRFEIL TR,

o HiiEWHEA, UERIRMEMHEMEBERES,
o EESWEILE, LUMEBERMMMBERS,
o FREBEISEEFENRIELE. BEFIMEREIE NVMe IKE)23,

o (FRARSHIFEMHIRE IELE.
B NAS 2% SAN &8, LARheisI528. Ceph Rados Hi% & (RBD) FNE fth 25 BYA R L%

M (e P RE R S BMLAHE R TETIT, BAMER eted W RIRBEREZE, 1R PCI
B R NVM I & BG4 T o

IRAEREXTER (40 fio) #HTEMAENIN, HERFMREIGIE, Ba UERAXLE T BT RER Y

Y]
BEo

' G M5 4 SO SR ST (NFS) Pl S Bt B T LR B ST R 4t

FBEEBEH OpenShift Container Platform £8% L5 0 p— L X iHE R 3R, BRREFENT A Z BT/ eted
B AR p99 1, LK etcd leader BENHIEE., FF Prometheus FRERIX LEFE T,

P2 Y=
FEEBREIER, eted RABBEXNTREREEEH MR, XMEFTRIMEFEA
%%, BMESS KNG HMEKRARE,

Z1EAIE OpenShift Container Platform & Z Bk Z FHIE etcd BIFEMH, ERILAEA fio,

FeREH
o RIFTENHKAIN 2R ERE T Podman 5 Docker R 8121THT,

o HIFEWE A /var/lib/etecd BE1E,

it
o Z1T fio HOMLER -

o MR Docker, HZ{TUTHS :

I $ sudo docker run --volume /var/lib/etcd:/var/lib/etcd:Z quay.io/cloud-bulldozer/etcd-perf

12



B 15 HEFFMMRER AT B SCER
HIH S ERERET RIWIRLLZTT eted, ERRENMIZITHIKEN fsync I8FRH p99 ERE/NF
10ms, —LHREEM etcd IEIRATRESZE I/O MERERIEI, M TRATR :
e etcd _disk_wal_fsync_duration_seconds_bucket f§i5il & T etcd B9 WAL fsync FFEERT[A],

e etcd disk_backend _commit_duration_seconds_bucket 51k & etcd [FHRIR 3 L IR EERT
IE]

e etcd_server_leader_changes_seen_total I517 ik S415 Bk

etcd ERTAEK G AISHIE KR, HLEMER™ERBITFREHA/FE (/0) BIER, XEMKXELERS
H etcd heartbeat BII[A] LB 25 BB A BB K, X R FB—NATRERXN EEHER TN TiE%E, EEE
B OpenShift Container Platform S8 £ IE 2 — D REHEIR 2B eted B A1 ERI etcd FILEXTEEIR
B p99 B tt. {8 Prometheus IRERTEITELIRE.

histogram_quantile (0.99, rate(etcd_network_peer_round_trip_time_seconds_bucket[2m]) $515:{k
& eted TERK 51 [A] & & 7 imiE K BOIF (A, #BLRE/NTF 50 ms,

Heth BTR
o HNE{EF fio #2 2 OpenShift Container Platform #H etcd L M RE

® OpenShift Container Platform B etcd M RERFEHEFRIE R

1.3.2. ¥ etcd B EhEI R R BIRE AL
TR LARY eted MAL A RS BIIRITAEAE, LARDLE SRR MERE R,

Machine Config Operator (MCO) i 51 OpenShift Container Platform 4.15 R8s 1% BIRE £,

XA GRISEIAR R RF LT X & KBRS BT

SCSI =% SATA
/dev/sd*

Bk
/dev/vd*

NVMe
/dev/nvme*[0-9]*n*

PR Bl

o MITHAAIMIINEIRELRS, etcd BIEER root HEM—E2, HETRREMURE, EFRZN
WAL — BB TN R EL, FbE, TV RAROBZHIRE /var/lib/eted HE,

FRFH
o BEHM etcd BIEEH.

o B% %k OpenShift CLI(0C).

o RATLUFA cluster-admin TR R &EEE,

13


https://access.redhat.com/solutions/4885641
https://access.redhat.com/articles/6271341
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o T EfEHAREERININGIS R,

e MachineConfigPool #/ii5 metadata.labels[machineconfiguration.openshift.io/role] [t
Bt XERTIEHIZR. worker SUEE ith,

Gk

XSRS root XHERGWERSRE (M0 /var/ ) BRIERET R LR —M#E K
EO

u o
{8 control plane M85 A2 FHX it 2,

it
1. SR INEISEES, FHTE debug shell 21T Isblk & & RIGIET AR BRI BIHEL -

>
|

I $ oc debug node/<node_name>

I # Isblk
LK Isblk #3455 BORTAL AL B 150 B AR
2. RIBEREMERE MBI A PRI EH.

#!/bin/bash
set -uo pipefall

for device in <device_type_glob>; do ﬂ
/usr/sbin/blkid $device &> /dev/null
if[$? ==2 ]; then
echo "secondary device found $device"
echo "creating filesystem for etcd mount"
mkfs.xfs -L var-lib-etcd -f $device &> /dev/null
udevadm settle
touch /etc/var-lib-etcd-mount
exit
fi
done
echo "Couldn't find secondary block device!" >&2
exit 77

Q ¥ <device_type_glob> &t EBIHIL % R B shell glob, *fF SCSI % SATA 52,
HA /dev/sd*; & FEMIKENES, FA /devivd®; 5T F NVMe JXshas, £ /dev/invme*[0-
9]*n*,

3. %) etcd-mc.yml B9 MachineConfig YAML 3, HRAMT :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

14
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machineconfiguration.openshift.io/role: master
name: 98-var-lib-etcd

spec:
config:
ignition:
version: 3.1.0
storage:
files:
- path: /etc/find-secondary-device
mode: 0755
contents:

source: data:text/plain;charset=utf-8;base64,
<encoded_etc_find_secondary_device_script> ﬂ
systemd:
units:
- name: find-secondary-device.service

enabled: true

contents: |
[Unit]
Description=Find secondary device
DefaultDependencies=false
After=systemd-udev-settle.service
Before=local-fs-pre.target
ConditionPathExists=!/etc/var-lib-etcd-mount

[Service]
RemainAfterExit=yes
ExecStart=/etc/find-secondary-device

RestartForceExitStatus=77

[Install]
WantedBy=multi-user.target
- name: var-lib-etcd.mount
enabled: true
contents: |
[Unit]
Before=local-fs.target

[Mount]
What=/dev/disk/by-label/var-lib-etcd
Where=/var/lib/etcd

Type=xfs

TimeoutSec=120s

[Install]
RequiredBy=local-fs.target
- name: sync-var-lib-etcd-to-etcd.service

enabled: true

contents: |
[Unit]
Description=Sync etcd data if new mount is empty
DefaultDependencies=no
After=var-lib-etcd.mount var.mount
Before=crio.service

15
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[Service]

Type=oneshot

RemainAfterExit=yes

ExecCondition=/usr/bin/test | -d /var/lib/etcd/member
ExecStart=/usr/sbin/setsebool -P rsync_full_access 1

ExecStart=/bin/rsync -ar /sysroot/ostree/deploy/rhcos/var/lib/etcd/ /var/lib/etcd/
ExecStart=/usr/sbin/semanage fcontext -a -t container_var_lib_t '/var/lib/etcd(/.*)?'
ExecStart=/usr/sbin/setsebool -P rsync_full_access 0

TimeoutSec=0

[Install]
WantedBy=multi-user.target graphical.target
- name: restorecon-var-lib-etcd.service

enabled: true

contents: |
[Unit]
Description=Restore recursive SELinux security contexts
DefaultDependencies=no
After=var-lib-etcd.mount
Before=crio.service

[Service]

Type=oneshot

RemainAfterExit=yes
ExecStart=/sbin/restorecon -R /var/lib/etcd/
TimeoutSec=0

[Install]
WantedBy=multi-user.target graphical.target

ﬂ HRAZAOZNmLFRS, FREBHNEICTHREEA,

o 7ET7 MM debug shell Hi21T grep /var/lib/etcd /proc/mounts #3455, LUUMBRIEERELE -

I $ oc debug node/<node_name>

I # grep -w "/var/lib/etcd" /proc/mounts

it Bl

I /dev/sdb /var/lib/etcd xfs rw,seclabel,relatime,attr2,inode64,logbufs=8,logbsize=32k,noquota
00

Hth TR

® Red Hat Enterprise Linux CoreOS (RHCOS)

1.3.3. 9 & etcd I

MFRE, 2BENSE, MREZEFNE KO KHBTZFBER, etcd MMRRREZEIRN, EHYES
WOIBRE LR eted, LUBEBEIEFMHRBIZER, WHIE Prometheus LA T eted 18178, FHEREMR XY

16
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Hitr# R0 5 B, etcd IRERBIX—PMRESCHBER, EREIALETRRN, (AR
FIMIRRERAE.

IR X L R BEAETT

e etcd_server_quota_backend_bytes, X2 #ifc AR &l

e etcd _mvcc_db_total size_in_use_in_bytes, X/ L4 ELIrEIEEFERE

e etcd_mvcc_db_total_size_in_bytes T REIRZE K/, SIEEFEFEEN A AZEH
HESBHMAERNEGE (W eted TRICRKEE) X eted BIRIATIFER LU O USRS 22 5],

s BB R MHUT—R, HERRBIEEFERER. iR A A eted A, EEHX
HRETT A, BRHRER eted HITHERIER, FREEINZATHENXHERIER,

BArBESEE, BEETUFIMLE,

™

BEFERAEEEEREHIER, AN etcd operator ERAKEE R KBERF RH MM
#B#1F,

1.3.3.1. BEhEE
etcd Operator BRI Fi#,. TEEALF,
HEUTAEZ —REIER BB IREEKYD

e ectcd HE

® cluster-etcd-operator pod

e Operator KEEERBE

Digk

==
[=]

BB RER AT OpenShift B OAE MBI FE2E K, 40 Kubernetes 22
HEREES, XSMABERRUNEHS, ERRERS, HEMANT—NERZT
BYSEHIBER R, HEHHEERFBRIKE T/F,

BRI T B A FR A B 750
I etcd member has been defragmented: <member_name>, memberID: <member_id>
HEATHE F AER RN B 75

I failed defrag on member: <member_name>, memberID: <member_id>: <error_message>

17
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1.3.3.2. FIiEHE
Prometheus ERIEREREF TR LE, ZEREVNNMERTER :
o Y etcd AT 50% KR FAZE AL T 10 94
o Y etcd EAERA/NTFHEIEZE LKA 50% HBid T 10 28f
IRAF LLBIT A eted BIBZEAR/N (MB) RREREHRBHTHFEIE, #@id PromQL &Ik

(etcd_mvcc_db_total_size_in_bytes - etcd_mvcc_db_total_size _in_use_in_bytes)/1024/1024 3%
Z2[H],

Digk

H
/N o
A DB etcd B—MFEIEMRIE, TR AIESSHKET, eted B GUREE BN,

tt, EENT— pod Bt THEHBER], EVEF—28, UWEEEUUMREES
T1E,

BREBUTEZ TN eted BT _ERY eted BIRIITHE AL,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

Y=
1 HEMA eted AR FRA, ENATRIITREHE L,

a. REX etcd pod 3K :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

=1
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

b. it pod FHETU T RS FEMEI eted RAZMT -

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

i th o Bl

I Defaulting container name to etcdctl.
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Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+ + + + + + +
+ + + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+ + + + + + +

+ + + +

| https://10.0.191.37:2379 | 251cd44483d811c3| 3.5.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.5.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.199.170:2379 | 9ac311f93915¢cc79 | 3.5.9| 104 MB| true| false |
7] 91624 | 91624 | |

+ + + + + + +

+ + + +

EFItH 89 IS LEADER 71, https://10.0.199.170:2379 i R 2415, 5 E—% it TR
i, 2158 pod £#5H etcd-ip-10-0-199-170.example.redhat.com,

2. & etcd A,

a. IFEIIEIZITH etcd B3, K18 72 ST pod BIEHE :
I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com
b. BUEIXE ETCDCTL_ENDPOINTS If 52 & :
I sh-4.4# unset ETCDCTL_ENDPOINTS
c. ;B etcd XA :
I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag
=1
I Finished defragmenting etcd member[https://localhost:2379]

ISR % £HBIFEE R, 180 --command-timeout BI(E, BEIESEKIH L,
d. BIFEUEERNEEB4E/) ¢

I sh-4.4# etcdctl endpoint status -w table --cluster

il
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +
| hitps:/10.0.191.37:2379 | 251cd44483d811c3| 3.5.9| 104 MB| false| false |
7] 91624 | 91624 | |
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| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.5.9| 41 MB| false| false|

7|1 91624 | 91624| |

| https://10.0.199.170:2379 | 9ac311193915cc79 | 3.5.9| 104 MB| true| false |
7|1 91624 | 91624| |

+- + e Y +---- + Hommmmeees
+- -+ + +

AP T RIXA eted B BEIRIEXK/NIIIE N 41 MB, TiEA AR/ 7 104 MB,
e. EEXESRLUEZETIEM eted RO FFIHFITHER B, &EF XS HITE R ER,
EVERBARVEBIREZREF 28, LUE etcd pod ATILARE, 7E etcd pod 1k E
B, etcd AN,
3. MNREA MBS 2 A AL L £/ NOSPACE £4%, &HEREl.
a. BEEZEHE NOSPACE £4%

I sh-4.44# etcdctl alarm list
it~

I memberlD:12345678912345678912 alarm:NOSPACE

I

b. JEMRES :

I sh-4.44# etcdctl alarm disarm

1.3.4. 7 eted KBS
& A LU control plane FE4F R E 1% &/ "Standard”. "Slower" s{EKIAE, B ",

RANKBRTFRAREGABNERE, X MERVFMETHEEFFERREAITAHY, RAWRGHLUMZE]
B RR A 2

Bt EFEE - EME, BEBENNE. MREFEIHTENHERT LM SRR S M T2
#, BERRIMRINEN " K "Standard”, IERHEMSEEIZE Y "Slower”, fERITAEN BiF iz
DDE‘F\'O

BE

% eted IERBHETHEER B — D ERATTINEE, HATHTIIRER RN M AR S5 F R
(SLA) X%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
RER A R B IXAFEIIEE, HANSEF LM BRiRMARGEL,

BRIABRAT G FEEMESER, WSARATIT i F e,

1.3.4.1. EEHEERE
EHEN etcd WEEEERIETIRE, ETRUTEH,

FoRFM
o MEHHTHRELA, LERRATEIE. WREZRER, HSMH"THEMRE]"
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it
1 BWIALTaSREFYHEE :

I $ oc describe etcd/cluster | grep "Control Plane Hardware Speed"
i Bl

I Control Plane Hardware Speed: <VALUE>

pa )1
% IMREHNZE, MRKEBIZFE, FENEINEINE.
2. WIANLLT S ERHRE, & <values Bt h—1NAERME : ™. "Standard" = "Slower":

I oc patch etcd/cluster --type=merge -p {"spec": {"controlPlaneHardwareSpeed": "<value>"}}'

TRERTBNERERH OB RS LB, X E(ETsEREH Bk,

profile ETCD_HEARTBEAT_INTERVA  ETCD_LEADER_ELECTION_TI
L MEOUT
RIETENTREmMAMATE RIETENTREmMAMATE
Standard (FrE) 100 1000
EEER2 500 2500
3. BB
it

I etcd.operator.openshift.io/cluster patched

MBEE AT AREZAEME, N4 ERESEE, flm, mREUEFRIE A "Faster”,
BN -

it Bl

The Etcd "cluster” is invalid: spec.controlPlaneHardwareSpeed: Unsupported value: "Faster":
supported values: ", "Standard", "Slower"

4. WAL TSR ERSEEN :
I $ oc describe etcd/cluster | grep "Control Plane Hardware Speed"
=1
I Control Plane Hardware Speed: "

21
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22

5. %%F etcd pod #EH -

I oc get pods -n openshift-etcd -w

UTFHHERT master-0 BITIEASR B, 4k4i2 /], FEIRTA master #3E 77 4/4 Running.

it Bl

installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
installer-9-ci-In-gkgs94t-72292-9clnd-master-0
etcd-guard-ci-In-qgkgs94t-72292-9clnd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-guard-ci-In-qgkgs94t-72292-9clnd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0
etcd-ci-In-gkgs94t-72292-9cInd-master-0

6. WIALLTaNERHE :

0/1
01
0/1
0/1
11
01
01
0/1

01

4/4
4/4
0/4
0/4
0/4
0/4
3/4

11

3/4
4/4

Pending 0 Os
Pending 0 Os
ContainerCreating 0 Os
ContainerCreating 0 1s
Running 0 2s
Completed 0 34s
Completed 0 36s
Completed 0 36s
Running 0 26m
Terminating 0 11m
Terminating 0 11m
Pending 0 Os
Init:1/3 0 1s
Init:2/3 0 2s
Podlnitializing 0 3s
Running 0 4s
Running 0 26m
Running 0 20s
Running 0 20s

I $ oc describe -n openshift-etcd pod/<ETCD_PODNAME> | grep -e HEARTBEAT_INTERVAL

-e ELECTION_TIMEOUT

XEERRER A MEINER NS,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/nodes/#nodes-cluster-enabling-features-about_nodes-cluster-enabling

2% BEL U
28 ZET S

2.1. BE# 0 F RAN DU S35 H15E

ERDSERITIAE(RDS) &R 7 72/ g Li21T789 OpenShift Container Platform 4.15 ££8%, X%
SRR IFRIERENAEF, 81 control plane Ml— L& PR IIETEINEE,

H{S RAN RDS ##ik T 7€ Radio 1/7/n] %% (RAN)HIZ{THOERIERE, LUIEE 56 TIEM %,

2.1.1. {5 5G MENSZBITHE

LTHEFNIIE S VEFK & TE OpenShift Container Platform 4.15 528% Bz 1T FE N R FF AR FO M 45 FN1R 1E
IhEEIRBEREM T FRA T HF,

IIEMAEESEEEE—NEIB 0T, S RN BRENIMNE, TAMERRSHIEI 56 iR
HE, EKDOT RAN DU SEHSE(RDS)RIERFEH OpenShift Container Platform kg A ik #E 7 B 7
RFRZRN, B4 RDS MR T R0 RAN DU AR M2 A EIEM T A EE, RDS @it
E S 5G AN RAN DU Bk KPI £ & RIAFRIZ TN ARRFIN NRERT. & RDS &/IMtE™
EMARFRE T NAEFEREEM.

5G ABIARKTELD, BT IEMHEERKZIL, LN TFERBERZ DM RAN DURDS, UUXHEIRIE
B MEEIKEN TR ER,
2.1.2. BEX115EH

FLEROFIFIE RAN SEIE(RDS) IR 7T I, 3 M FMEE, UEZTHEEROMA
S RAN BECES KRG M ERRMEEE,

B RDS SFECAHMNINERSZIFHWERE, JILREELTHITHEIE, #EHZTIIEES. BER
HT — N RINEEF KPI BFRMIEHE OpenShift Container Platform %2k, & RDS if#gik 7 & #54
ECEBATIEIZE b, B RDS MY S IE1R % KRBT A F0 A AR,

1 OpenShift Container Platform BB N EZE Y-stream MAEHE L WIEFHNSERE, z-
; stream N T IRAR EHRIESZE B EEH N,

-

21.3. kBSETHRE

MEZFESUER FELERZ DM AEE RAN DU SERITHSE(RDS) I IT A, EEERERFEH IR
ARETFEEATM. FARTEATENRARAR L TXHANILE,

BF

N BRI RIRFIRIRER, 217K B RDS WATERZE. TitkE &EKHFHRIAE
&, LETRINABESETRAF B, ITRFESIFAHRLERHEMTR,
LIMEERABIREY BiFth 5 E A4 RER, INBRAARNIFEEREE, HBRFRIIE
SAFEKHERE -

RDS RZE=A LA —L=L£LER :
o R0l BEFE F KA A,

23
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o RADIMBIRSHHNHI (SLA). TIEHR, &AM MR REFNE,
o RitAEMNRETREFEENTIHETHAN,

BEA LS SIS, TIEHeE BN L IREH R,
2.2. TELCO RAN DU &E31&

2.2.1. {RDS-caps} 4.15 S& % 1Tk
Telco RAN R HIT(DV) 4.15 3E 1%t BEL BT L FE 4 _£iZ 1789 OpenShift Container Platform 4.15

£, LUIEE TelcoRANDU ITEfMEH, ©HKTHEN., S HNEE, LUENZITHEE RAN
DU ERBEMERREN o] SEFI vl E & FIMERE,

2.2.1.1. AFH{S RAN DU B OpenShift Container Platform 4.15 Th#g
HL{E RAN DU BE X1 #I5E(RDS)M 4.15 ik A5 HL{E RAN DU RDS #J 4.14 hix A48 [F,

MEFLER, HS OpenShift Container Platform 4.14lecommunications RAN DU Zh&E .

2.2.1.2. BREZR B h

R LAMEREIER RHACM hub 25T TelcoRANDU 4.15 B | HECB SR ERI S B ER., S& XTI
(RDS) SEZEERNEERM hub EEHABGMEE.,
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B 2% SEVTIE

2.1. Telco RAN DU ZRZEZ2failkuk

GitOps
SiteConfig CRs PolicyGenTemplate CRs
(Site installation data) (cluster profile)
Hub cluster
Red Hat
GitOps Operator
Advanced | |
Cluster +
Management

Topology Aware
Lifecycle Manager

v

Assisted service Policy-based
governance
PTP or GNSS
clock source
Install Deploy

IPv4 or IPv6
single or dual stack networking

Network | |
N ¢ ¢

Spoke cluster1 Spoke cluster 2 Spoke cluster N
Supervisor node Single-node OpenShift Single-node
P and 1worker node OpenShift DU
DU worker node (xN) DU worker node (x1)

T T

2.2.2. Telco RAN DU {# FA#& BUAg

FERLTEREITR hub ERMEEM T 2 OpenShift E£EEMIH (S RAN DU TEfi#. ERETIRME
A,

2.2.2.1. Telco RAN DU N ARRFE T e #;

DU worker 71 s /B 3rd Generation Xeon (Ice Lake) 2.20 GHz B {78 CPU, FH{# B4 L LR
SRR MEE,

5g RAN DU A/ N M TSN FFE U T S ELEF N AEFERE
o FAME CNF RELKIERENTREMLIIEE (CNF),

o {Hf SR-IOV #HiTEMREM L,

25
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o {#FH exec probe #EK, BIE&RAHME AL ¥ A

o HIR CNF £ CPU EE, MAEMEMA exec M, EAEAMMIRNEH, 40 httpGet X
tcpSocket.

o HMFEMA exec FIMES, PRHI exec RMITEFMBE, exec RMBPIRAEEB U IRFFTE 10
LR, BHEARFZNTF 108,

AE
1E steady-state BIFIRRAENIFNEER VTR, exec RINMIREFBERTHEETE
FELE IR,

2.2.2.2. Telco RAN DU f5R5| RN FT2fF TF i BURriE
KRB AR ATER TIE M HH LU THRHE
e VRAN M AR% 151 pod #1 30 M Ags, SIEEHEEMNILFITHEE
o = pod &%H M 2 1 ConfigMap #1 4 1~ Secret CR
o HAZ% 101 exec B, HAFNF 108
e kube-apiserver tHIEEN AR IE/NTFEETERAEMN 10%
A=

R L MFE SRR CPU i, fi0 :

query=avg_over_time(pod:container_cpu_usage:sum{namespace="openshift-
kube-apiserver"}[30m])

-

o THASKESRTRVENARFER

e I CNI EHRERENTF 1MBps

2.2.2.3. Telco RAN DU worker 17 s EEBE ¥R AR

R EIZITHIR K pod B2 (SEN AR IEHEF OpenShift Container Platform pod) 7& 120,

wERMAE
OpenShift Container Platform 5RFIFARIRESIEN AREE TEMSFENTEREMAERAR, I
m:

o Pod#E

o IRMIMRBIFISE

o TWHRNKMLHIE CNI K% CNI B R (FiHR
e API jjjn]=R

o HEILRKE

o 7F#I10PS
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ELUTERT, EETRERER :
o EERIFEZITHHBMARRN BRRREIIEMEH,
o EEREEHF "Telco RAN DU worker 17 mEE B TR utilization" B2 R EIE,

e 7£ RAN DU ARERERERE R F N AEHS T SHN A,

BF

BHRBITHNNDN, LUAE FRFM AERMINEETE Telco RAN DU SERITSEH 2 489
EEHRE KPI BIreIseii, Sl s iRIEE RERR PO R A TR,

Hth BHR

e Telco RAN DU 4.15 S iF 5N {28 44

2.2.2.4. hub B ETRRHE

Red Hat Advanced Cluster Management (RHACM) BEEFMNEHEEAA SR, NHEE N hub £EEH
LA BRI

o FER% 51 RHACM K&, HEMIELEIFRELD N 10 D8,
o TEXRMAPZLZHERE 10 NZTELEHER, EAEMNBERT, FH hub-side AR,

e ZFER policy-controller #1 observability-controller ff iN4E 4 4 BIFT A RHACM B MnZE 44,
Observability % & N BINECE.

BE
FoE A 35 M NS RE R S BAIA M TTRERE, HEREBERIIMERE.

MEBESER, HSHSE BB,

% 2.1. 5| AR ARRF 3 TH OpenShift T4 FiRFIAE

10N PRl =3
CPURE DF 4000 mc - 2 PRBK(4 B & CPUEBERREAR, SEENMRBAKFIE
2) L2, R NEA steady-state B 3 4~ CPU

(3000mc), BAARVFEHNRGES TR,

HRNAE DF16G

2.2.2.5. Telco RAN DU RDS H{t

DU HR T B FEEMEB B LR IZITHE RAN DU TIE R E M & FH OpenShift Container Platform
AHEMNEE,

27



OpenShift Container Platform 4.15 ol g5t fEaE

2.2. Telco RAN DU &E4H#

Application workload

5G RAN application
components

FEC Operator

(Accelerator)

RAN DU profile PTP Operator
(PTP config, fast event notification, DU only)

SR-IOV Operator
1 (Single root |0 virtualization) |

5G RAN platform NTO (PAO) Operator
components (Real-time kernel, core reservation, huge pages, power config)

Platform Operator
configuration and
system tuning

Local Storage Operator
(Persistent storage)

Logging Operator
(Log export)

. Red Hat OpenShift Container Platform !

H (enterprise-4.14, crun runtime) |

H Base i

components

Red Hat Enterprise Linux CoreOS
(rhel-9.2)

________________________________________________________________________________________________________________________________

pa =

HBRAESELRE RAN DU BEBEFHHETR SO ERLA TN AREN CPU ¥

NiTvo

BE
P FFEM AR SIRF F.

Hib iR
e HXHE RAN RDS KPI ML REVIENE, 5SS Telco RAN DU SE A& KPI 458, ER
NERTESMEEKE,
2.2.3. Telco RAN DU 4.15 &% it 404

PURN R T B FEE M B EEEHKIZ1T RAN DU TYE M # I Fh OpenShift Container Platform ZH44
MECE.

2.2.3.1. EHEHJHEE
XA MRAREHFAE
o INRAZESERITER
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B 2% SEVTIE

ik
BERZNIERE. N FHENLE, FSHEEENEGHLUASEL RS,
MRFEAT Ironic 162, NI hub £ LS5 Ef BareMetalHost CR 124t 7T B X E(EH, EALUE
F TR £ 241 SiteConfig CR #J spec.clusters.nodes FE B —MRZEE A Ironic 167, 4l
m:

nodes:
- hostName: "example-node1.example.com”
ironiclnspect: "enabled"

5 =
‘ Telco RAN DU £ SiteConfig BiiL &R T/ A ironiclnspect FE.

PRIEIFNZ R
o WH FBLAE

T#EEE
o FLATBIRELURSREMEE

:% -
2 & LURYE S BB E (i LU M BE,

2.2.3.2. Node Tuning Operator
XN REFPRFAET
o XNRAZESE TR
(Y
RGBT O — D REE B SRR RE, MAMRRESEENXESSE -
o %F% realtime 5 non-realtime M#%.

o KNI EFRENEEN cpuset, o B4 EIE T 9 XH OpenShift Container
Platform #RZ#KEEEIREEEH.

e J5H kubelet IRE (CPU BIE3:. RINEEBRAEFEEES).
e FEETL
o WEHMAKRSH,
o WEBMAKARAZEMNZA CPU X,
PRI ZE K

Node Tuning Operator {# i PerformanceProfile CR kil B5 A, EEEE RANDU EESE
PerformanceProfile CR B L Fi%E :
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o EFRBIMREEAR, FHBIRTE Intel 3rd Generation Xeon (Ice Lake) 2.20 GHz CPU EE4
SR 4 NEBE&RE (FRT 2 1A% .

o FHRBH cpuset i B BIFENTENAKNBLRAIINE, Unreserved WIKTIEH TS
B CPU TR TN, BRELRTRERENRME NPT,

o RI|IEXENRBFREN CPU, FREMBERN CPU BE N IEFE NP IAE LR,
o REETEEMRE CPUEHMEN NUMA T mBIRD O,

o FEIKNXENIG,

BAPZEEES KFRMBABTENE. REEFEH OpenShift EIEFH—ERDHI pod
FRIRENEEDK,

T#EEE
o RNIZMEM RT ALK B MREEK.

% on
?
P IMRFE, EATLMERIERT Bk,

o EREMNENKEIRATMNARERFITFENEHER, IMSHFNLILREREN, FRiIT.

o RIBAMAEGFRSHERNEMAH, THIEFRBHREEN CPUSENEEFELL, ZF
WA R B 18 EHIRR .

o %H IRQ XEXMMEH SRR CPU, NAREFRIEED CPU QoS B pod T£EMA

SEH CPU, BRFSHBHBIFMBEMGELIIZER IRQ KEE, IMFELER, HSHXT IRQ
R BRI,

£ OpenShift Container Platform 4.15 1, &EFHEERI{E PerformanceProfile CR &
53 Node Tuning Operator Baix BRI B &A1 R LAER cgroup v,

B X cgroups MEZER, HESMEE Linux cgroup,

2.2.3.3. PTP Operator
XN REFHFHFRE
o AMNREKESEXITERH
3T
INFH T RERT P PTP WXBHFMEEMEE, 1ESH PTP I, DU TTRAEUTERXTIZT :
o {EREHNH (OC) A% E grandmaster I sk I # (T-BC)

e {E7 GPS B grandmaster I ¥, HZHFFHAHEWNF E810 Westport Channel NIC,
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https://docs.openshift.com/container-platform/4.15/scalability_and_performance/ztp_far_edge/ztp-reference-cluster-configuration-for-vdu.html#ztp-sno-du-configuring-ptp_sno-configure-for-vdu

B 2% SEVTIE

o {Ez# E810 Westport Channel NIC BIRUAFRETE (B4 NIC —)

> 3R A PR SR

° : VB TS 4% B T (RU) B30 SR B

grandmaster FHBIZE M FIIEIRZ 414 B/ RAN DU RDS FRiRAIN T BTG ThEE, MERLER, iF
SR PTP B4R ESFRAIESR.

R LU N AT E21T DU MARFIT R EXER PTP H4,

PRI ZE K
o XWNIC BEEF X fm AT A,
e E810 Westport Channel NIC 38 E¥ S EEF(DPLL)F #hRE %
® GPSR¥ARMWIRE. EANFHET S WRIAMRERE.
o FxE DPLL ®m#¥. ER/NFETF 5 WEIMRFRE,

o hEEHIER, NSRBI grandmaster B AR T ECE
o PTP RFEEMEHEFA ConfigMap CR 77 PTP E4417 15

o HFHHA GPS If[E]# PTP grandmaster I #i1{# F Intel E810-XXV-4T Westport Channel
NIC, &/IMNEMHIRA 4.40

2.2.3.4. SR-IOV Operator
ENRAPHFAS
o XNMAEESEIXITER

ek

SR-IOV Operator BE#&FEE SR-IOV CNI flix &1, X#F netdevice (4% VF) #0 vfio (DPDK)
W
TITEEE

o HAEEZE ¥} SriovNetwork #1 SriovNetworkNodePolicy B & Y %R (CR) HIEC BN E LS
1t.

e |[OMMU W*ﬁfp"%ﬁiﬁ%%&&&ﬁﬁﬁﬁ MachineConfig CR [, XIEAIHAFR
SriovOperator CR 7RI T KRN AR SR T RER,

2.2.3.5. B&idsx
XA MRARBHFAE

a JINEE*xVLERIZILLmun

31


https://docs.openshift.com/container-platform/4.15/networking/ptp/using-ptp-events.html

OpenShift Container Platform 4.15 ol g5t fEaE

w JA | NIXANXXRA T3 LV 32AI

£ 13U
FRBEICEMRIDIGT S REBEHIT RSN, HENHEINESZE Vector,
TEEE

° W'Jﬁl:l, ﬂ‘figﬁtﬂ%mﬂﬁﬁ“ﬁuuﬂmEln_.\, WU?D rﬁq*irl{/EJ\jﬂzAd;E*E%\%E’JE/L.\la%
ERELHNBI CPU FIRILETH 5,

® M OpenShift Container Platform 4.14 Fr#&, Vector @5|F BE&EKRE SR,

% .
2 £ RAN [ FEEI A fluentd B F M.

2.2.3.6. SRIOV-FEC Operator
XM BREFPHFAE
o XNMAEESEIITER
e
SRIOV-FEC Operator @— MM =7 IAIE Operator, ¥ FEC IR ZREH
PRI Z K

e M FEC Operatorv2.7.0 714 :

o SecureBoot ¥

o PF® vfio Whi2FEEE M vfio-token ¥ A Pod, VF S A LAER EAL B3 --vfio-
vi-token (% i£%5 DPDK,

TEZE

® SRIOV-FEC Operator f&f isolated CPU &£ &1 CPU W%,

o ERILME NN RRFER BTG B —ER 2 RANIE FEC ®iZE, P&y REIERE,

2.2.3.7. Local Storage Operator
XN REPRHFAET

o AMRAEESELITERR
fedk

& LU# A Local Storage Operator G A F{F PVC ¥HRMFAMSE, EO0/EHN PV FRMEEME
RIEUR FIRHIE R,

TiRERE
o TEQIE PV ZHl, 7 PVCROIEBE&HEFMH. XAURAX. AithiE, LVM BTEHMAE,
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e 155 % LocalVolume CR BV & IIFR, UilRB ke, LAMAKRIEMWDECHRENM DX, /A

RIEET REEFZHAM (B0 /devisda) —H,
MFRLZER, HEWMERLFIARE RHEL 9 314,

2.2.3.8. LVMS Operator
ENRAPHFAS
o XNMAEESEIXITER

X RARIHAE

e E{bH LVMS deviceSelector i

o B extd #1 PV EEM LVM 2fiE

P2 Y=
LVMS Operator & —PalEH A

ek

LVMS Operator I MU FHERIZISE S, LVMS Operator MAMIZ F QI IZHEE, XL PES

AN ARFRE PVC 5R, thal L1768 RIARER,

UTRAIEERLE— vgl B4, EFNRT SR ENMARR#EE, BREWMIRA

StorageLVMCluster.yaml

apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster
metadata:
name: storage-lvmcluster
namespace: openshift-storage
annotations:
ran.openshift.io/ztp-deploy-wave: "10"
spec:
storage:
deviceClasses:
- name: vg1
thinPoolConfig:
name: thin-pool-1
sizePercent: 90
overprovisionRatio: 10

PRIEIFNZ K

o EDFINTRIERAIAFEAN, Ceph RMHEFR. B0, Ceph HFRTEHT R

OpenShift 25, 577 &1 OpenShift ££8£fh, BEH ¥4 worker 118,

o FEHTI R OpenShift &8, FAMBFMYIE LVMS AMEERME, TREHRXNNEFE

=1t

TEZE
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® LVMS Operator F~7& DU RIS AEERAA R, MNMRFZE LVMS Operator BF N HERF
Tefizk, NRENBREFRZEETRER,

o MBERARVHMI D KEHBFHER.

2.2.3.9. THHIESK
XN RAPHFAE
o XNRAEESERITER
ik
TEf %9 KfEH DU BLiB £ —EB B OpenShift &5 2 X Operator pod & i BIR B B

cpuset, FMNTTRZREFMERFEFZH CPU, XRRBAAEIFRE CPU AKMA - TEMAEHMER,
1£ OpenShift Container Platform 4.14 /5 BFIECE TIE 1 E9 RM A%,

4.14 B EHIRA
e BIRERESHKREEDK :
I cpuPartitioningMode: AlINodes

e f{#f PerformanceProfile CR Fi%XB{R &M CPU BREEIE D X N

413 BRERRAE
o FlE %N AR 4 MachineConfiguration CR 94 X

PRI ZE K
o WX % Namespace #1 Pod CR, LASS1FF pod M AEIEE S K
e BEE CPURHIN Pod BEDBA DX, 1XEE N mutation ATLAEEN pod QoS.

o BEXANMABTENSXMZ/I CPUMEMNEZER, 155 Node Tuning Operator,

TEEE
o THNESRFAABEEE pod BIEEREARK. I EBHHRENARDELREEUEE

BERYL B pod, URIEREEHN L% CPU AT, T REEHEMRS
=14,

2.2.3.10. EBHAEE
XA MRARBHFTAE
o INRAZESESITER

fed
SEFThRE R 1E MachineAPI 44, FEBFRRINZEAERHBILLT Operator REHIR :

e openshift/cluster-autoscaler-operator
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e openshift/cluster-control-plane-machine-set-operator

e openshift/machine-api-operator

% .
5 SR THAEMIER Image Registry Operator,

PRIEIFNZ R

o SMYETEATLRERFERHNRESE,
(=

o BN AMAFEE R E
& 2.2. KM heEEECIE

o PRI TAHEHNFESFMLEE :

Thie fed
PR AT SR AE ED BE By 1 T s OpenShift 528¥ L2 A A58

Operator {4 OpenShift Container
Platform &5 FZ2 (A,

o fHilE&ER Marketplace #1 Node Tuning
Operator LAAABIFTA AT Operator,

[k el W HUT U TR VERC B W e HE AR LU A (R 22
&) :

o ZHAKithalertmanager #telemeter 42
.

o MEMHEA RHACM observability, M5
1)
additionalAlertManagerConfigs CR
15E, FREERIL LR hub £,

o ¥ Prometheus Z8BEHH L 24h,

RHACM hub £BRAZE

A EREIT,
2 L2 BT R OpenShift ZRAM% 2T, FNEi]
RRWHEM,
BCiE # OperatorHub B3R MEBRREENFRENERR, ERESE RAN

DU EREFFEM Operator, BB FIRASIEMN
S CPUERE, ERED
CatalogSource i&&F & CPU TilE,
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2.2.3.1. Hlg3EciE
XA RARNHFAR
o XMNMRAZRBSEXITEH

PRIEIFNZ R

e CRI-O #4% H MachineConfig %5 LR 25 SHNER, MAREE XA ED
AR EAER, AREREGIEFR SN, ELREN podimagePullPolicy FEXI%E 7
Always,

5 2.3. P 23ACIE T

ThHE fed
BRI RE T RABNERRZITHN crun,
kubelet BCE M & 28 HEH TR 4 kubelet RSFALERFIGXRR IS RN, LU

D CPU BE, BB REHMEBRN,
kubelet #1 CRI-O A )\, LUBA RGTHEE T
RERER.

SCTP mikERE (KA NER) JBE SCTP, RAN M
FREFEEZE SCTP, {B7 RHCOS FEIL\EH,

kdump AkEeE (FRIAERA) BA kdump R
panic & &K HIHIE R

CRI-O ERE M ERBMRXMIEEA CRI-O R EME R
BRo

5 SR-I0V X MRS EARBSITHEIEDSE SR-IOV XS,

RCU Normal systemd fR%5 EXRGEL2EEIXE rcu_normal,

— RS R % “} control plane % worker 17 miz{T— R MRS
it 8] & ek,

2.2.3.12. 8E X EEHYE

BUR /N33R 7 188 F Red Hat Advanced Cluster Management (RHACM) BZi& hub SEEERY & F
OpenShift Container Platform H4FEE.

2.2.3.12.1. Red Hat Advanced Cluster Management (RHACM)
XA hRAFEHAE
o XMNRARESEIITEH



B 2% SEVTIE

RHACM NEREMEIHRH LSR5 IE(MCE)REMNFE A BAEEIRE, ErILUEA Policy CR
BB EEREMAL, FHEH RHACM KE&IZEHIZR{E Topology Aware Lifecycle Manager BIERYE
BEL A SREE,

® GitOps Zero Touch Provisioning (ZTP) {88 RHACM B9 MCE Ihgg
o &, ALIMEENEMEA RHACM KIBIEHISRATER

ERETIER, RHACM AL IR% R FEl SiteConfig B & Y FTIR(CR) B EBIIRIL T 5=,

PRI ZE K
o B hub EBFZ R 3500 B H T &= OpenShift &8, HAGSHEEENERMS
1 Policy CR,
TITEEE

e {FMf RHACM %RB& hub MIEIRREIF T REREE., BRLUERANMERBHIVEENA
e (HHRAMSNKEFEBNR) REZEDRIBRE.

o SHRENRE : REEHEERE LR ETHANERNNREE, XERENZER
RHACM 2RB& hub MIEREERE, HEETEEFZMM ConfigMap CR HHIEL,

o EAEZEEMBPRECPUINE, EEMRE GitOpsZTP &, NAFHSEREMNRIBINIZMZ
EEBRAE, MBEZER, ESHEREAMLS,

2.2.3.12.2. Topology Aware Lifecycle Manager (TALM)
XA hRAFEHAE
o XMNRARBESEIITEH

£y
ZEEMW
TALM Z— Operator, BRIt hub &£&riz1T, ATERUMNENR (SIEEFFF Operator F
K. EEF) BEIML, TALM HATLLTERE
e &if Policy CR, ZF&{FE# N AR - o feE#t 32 A L8 A1PA,

o RIFFNERNI ztp-done FRZEEM A~ AT ERITRE

B17 55 OpenShift £ MTISF

TALM TEEsh 2RI, ZEA%EH OpenShift Container Platform. OLM Operator #1457
&% %7 ;2 OpenShift 5£2%,

e T LU#EFA PreCachingConfig B & Y FRRIEE Al FECE. F40 :

apiVersion: ran.openshift.io/vialphai
kind: PreCachingConfig
metadata:
name: example-config
namespace: example-ns
spec:
additionallmages:
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quay.io/foobar/application1@sha256:3d5800990dee7cd4727d3fe238a97e2d2976d380
8fc925ada29c559a47e2e

quay.io/foobar/application2@sha256:3d5800123dee7cd4727d3fe238a97e2d2976d380
8fc925ada29c559a47adf

quay.io/foobar/applicationN@sha256:4fe1334adfafadsf987123adfffdaf1243340adfafde
dga0991234afdadfs
spaceRequired: 45 GiB ﬂ
overrides:
preCachelmage: quay.io/test_images/pre-cache:latest
platformlmage: quay.io/openshift-release-dev/ocp-
release@sha256:3d5800990dee7cd4727d3fe238a97e2d2976d3808fc925ada29c559a4
7e2e
operatorsindexes:
- registry.example.com:5000/custom-redhat-operators:1.0.0
operatorsPackagesAndChannels:
- local-storage-operator: stable
- ptp-operator: stable
- sriov-network-operator: stable
excludePrecachePatterns:
- aws
- vsphere

mﬁﬁ“ﬁlﬁﬂ%ﬁ’ﬂ space-required S8, KA LATETIRIFEAE LR A 2 BIF 2 B3R IE
Q A A E B S HERR R OB &R

97 5= OpenShift &Ik S

TALM TROVEBRERATITRIR, FREE VA EHNTAIK, #®ET—IMREREX, ©
FEERRR O E RS,

BRBIFNEE K
o TALM Z#EFLL 400 tEH T H L EREE

o TEFMEMINEEIGER T H T R OpenShift £&¥,

ITEEE
e PreCachingConfig CR 2%, NRERETN%FHEKXFEE (OpenShift 1 OLM Operator)
g, WAFEECEE, 7£ ClusterGroupUpgrade CR 5| PreCachingConfig CR Z &,
WL A PreCachingConfig CR.

o MRMEFMEA TALM £ MMETIRE, FARETEZHPURKED K,

2.2.3.12.3. GitOps #1 GitOps ZTP &t
XN RAPHFHFAE
o XNRAEESEXITER
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B 2% SEVTIE

ik
GitOps #1 GitOps ZTP IR M T —NET GitOps BUEMZ), AT EHEERMEMEE. £HTE
M HBCETE Git FENFEBRSHITYEY, ZTP #H4 M SiteConfig CR £ &%k CR, F1RIE
PolicyGenTemplate CR 7E£k8&#F B 3 #RERCE CR.
BRI LMEREES | ABE CR EXESHPHEMEIESL D OpenShift Container Platform kA, &
A LUMEA B E Y CR # baseline CR,

Limits

o & ArgoCD T2 300 4 SiteConfig CR, &R LUERAZ NN ARFE LI A hub &
BR NS AERNE.

o Git HH /source-crs X RHMIABRREE GitOps ZTP {EHBRBRTPIRENAR., Git FEREK
EHEFREN.

e I 5 kustomization.yaml X4 HERIH B X 7RIN /source-crs XK, HhaE
PolicyGenTemplate /£ /4 M 25,

N A=
. b E R XA AR /source-crs BRI &AM E,
TEER

o NTRATEBRFARI BAEBERNENBEE Y, 1HIE /source-crs XK FN Git RIS B H
R A ME—B9FN T D R TR,

e SiteConfig CR 815 % " extra-manifest I&1¥, HESZNBRERHHIESHBRMRNHE
B, HIWKRE—NXEFEELEN, XA LSS E FIRANEANIA 0 555 (extra-
manifests) B1E Git 71, M SiteConfig CR BIFHE 1], FERALLIIEE, ETLURFFZA
OpenShift Container Platform iR AER B EIZ EEEE,

e SiteConfig CR #J extraManifestPath 7 E& 2 M OpenShift Container Platform 4.15 R 2 fG89
WRARFHFHE, EHEFH extraManifests.searchPaths FEEE X,

Hh iR
o JMIThRAME S GitOps ZTP i mEC & 17 6% %
e 1 GitOps ZTP BEEHARINBE LAR
223124 ERFRBHNLERER

X hRAFEHAE
o EIMNRERESEITEH
ek

EFRENZERF(ABNREEEEHEMBMNEZEDRE, ZEERFRIBE-MEEIIRSHH
ISO ik, ZARZ52381FH, BARRE OpenShift Container Platform FiR{EEI4HI7E £,
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h

=

;

AR LA A ABI 7E5% B hub SEFRIIE R TR E OpenShift Container Platform &2%,
LLUXFAXER ABIF, BEEHRE registry,

L

e

ETFRENLZERF(AB)ZR—NEIEHKE,
PRIEIFNZ R
o ERIERENRMH—HBRIDIINE H,

o mwie & RAN DU AHIFTEE R MachineConfiguration CR,

o ABI R#E# OpenShift Container Platform %24,

o REG, RELRLE 2 X Operator #1 RAN DU BB ERNH RIS

2.2.3.13. Hith

2.2.3.13.1. &N E4h4k

Bare Metal Event Relay @ —“ i Operator, B{EZE spoke K& HZ1T, ©IF Redfish IEH-E 4
LB AR,

Bare Metal Event Relay " & &7 RAN DU EFEES | HELESH, B— A_ILIjJHbo VRS
Z{#F Bare Metal Event Relay, 1&MK 2R CPU ME 2 ECAISHI CPU R,

2.2.4. Telco RAN X H T (DU)SEELE CR

FERLUTEE LFR(CR)ER Telco RAN DU BBEEEEFIERE OpenShift Container Platform &£2%, &
Lt CRRIBEMERZAEN, ERILIHENE CR FER1E CR R#EEM, FHHE YAML 3ER,

&R LM ztp-site-generate A& P 1RER—% RANDU CR, MIFEELER, HSH 4
% GitOps ZTP 5 REC B Fi# %,

2.2.4.1. %6 2 X Operator % CR

5 2.4. %8 2 X Operator CR

Ay 3% CR Wi XM RAPHHAS
SBEAFICE ClusterLogForwarderya & S

ml
SBEAFTICE ClusterLogging.yaml S S
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HiF 8% CR s XA RARHHAE
SBEAFICE ClusterLogNS.yam| S S
EBAFICLE ClusterLogOperGroupy & S
aml
SBEAFILE ClusterLogSubscription. & S
yaml|

Local Storage Operator StorageClass.yaml = S

Local Storage Operator StorageLV.yaml = S

Local Storage Operator StorageNS.yaml = S

Local Storage Operator StorageOperGroup.yam = S
|

Local Storage Operator StorageSubscription.ya = S
ml

Node Tuning Operator PerformanceProfile.yam = S
|

Node Tuning Operator TunedPerformancePatc S S
h.yaml

PTP RZEEHEH PtpOperatorConfigForE & =
vent.yaml|

PTP Operator PtpConfigBoundary.yam & S
|

PTP Operator PtpConfigDualCardGm S S
Wpc.yaml

PTP Operator PtpConfigGmWpc.yam! S S

PTP Operator PtpConfigSlave.yaml S S

PTP Operator PtpSubscription.yaml S S

PTP Operator PtpSubscriptionNS.yaml & S

PTP Operator PtpSubscriptionOperGr S S
oup.yaml|
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At 8% CR gy ] XA RARHHAE

SR-IOV FEC Operator AcceleratorsNS.yaml = S

SR-IOV FEC Operator AcceleratorsOperGroup. & S
yaml|

SR-IOV FEC Operator AcceleratorsSubscriptio = S
n.yaml

SR-IOV FEC Operator SriovFecClusterConfig.y = S
aml

SR-IOV Operator SriovNetwork.yaml| S S

SR-IOV Operator SriovNetworkNodePolic & S
y.yaml

SR-IOV Operator SriovOperatorConfig.ya = S
ml

SR-IOV Operator SriovSubscription.yaml S S

SR-IOV Operator SriovSubscriptionNS.ya S S
ml

SR-IOV Operator SriovSubscriptionOperG & S
roup.yaml

2.2.4.2. £8ESE CR
FR 25 &£HHECR

At 8% CR gy ] XA RAPBHAE

£RETheE example-sno.yam| = S

RRAMLS 2T DisableSnoNetworkDiag & S
yaml

disconnected Registry 09-openshift- S =
marketplace-ns.yaml

R PERRE ReduceMonitoringFootp & S
rint.yaml

OperatorHub DefaultCatsrc.yaml S S
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e

OperatorHub

OperatorHub

OperatorHub

2.2.4.3. HlZECESIA CR

% 2.6. LBEE CR
e

ABEIZ1TH (crun)

AEIZ1TH (crun)

A CRI-O &

A CRI-O &

JAF cgroup vl

JA A kdump

JA A kdump

JA A kdump

JA A kdump

kubelet ECBE M A 23 1EH;
55

kubelet ECBE A 23 1EH;
5=

—RER RS

2% CR

DisableOLMPprof.yaml

DisconnectedICSP.yaml

OperatorHub.yaml

2% CR

enable-crun-
master.yaml

enable-crun-
worker.yaml

99-crio-disable-wipe-
master.yaml

99-crio-disable-wipe-
worker.yaml

enable-cgroups-vl.yaml

05-kdump-config-
master.yaml

05-kdump-config-
worker.yaml

06-kdump-master.yaml

06-kdump-worker.yaml

Ol-container-mount-ns-
and-kubelet-conf-
master.yaml

Ol-container-mount-ns-
and-kubelet-conf-
worker.yaml

99-sync-time-once-
master.yaml

pin sl

pin

7|

7|

7|

7|

7|

7|

7|

7|

7|
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Hr 2% CR by 1 XM RAPHHAS
— R [R] [E] 4 99-sync-time-once- S =

worker.yaml
SCTP 03-sctp-machine- S S

config-master.yaml

SCTP 03-sctp-machine- S S
config-worker.yaml
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worker.yaml
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2.2.4.4.1. % 2 X Operator 5| YAML

ClusterLogForwarder.yaml

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
annotations: {}
spec:
outputs: $outputs
pipelines: $pipelines

ClusterLogging.yaml

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
annotations: {}
spec:
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managementState: "Managed"
collection:
logs:
type: "vector"

ClusterLogNS.yaml

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
workload.openshift.io/allowed: management

ClusterLogOperGroup.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: cluster-logging
namespace: openshift-logging
annotations: {}
spec:
targetNamespaces:
- openshift-logging

ClusterLogSubscription.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging
annotations: {}
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Manual
status:
state: AtLatestKnown

StorageClass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

annotations: {}

name: example-storage-class
provisioner: kubernetes.io/no-provisioner
reclaimPolicy: Delete
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StorageLV.yaml

apiVersion: "local.storage.openshift.io/v1"
kind: "LocalVolume"
metadata:
name: "local-disks"
namespace: "openshift-local-storage”
annotations: {}
spec:
logLevel: Normal
managementState: Managed
storageClassDevices:
# The list of storage classes and associated devicePaths need to be specified like this example:
- storageClassName: "example-storage-class”
volumeMode: Filesystem
fsType: xfs
# The below must be adjusted to the hardware.
# For stability and reliability, it's recommended to use persistent
# naming conventions for devicePaths, such as /dev/disk/by-path.
devicePaths:
- /dev/disk/by-path/pci-0000:05:00.0-nvme-1
#---
## How to verify
## 1. Create a PVC
# apiVersion: v1
# kind: PersistentVolumeClaim
# metadata:
# name: local-pvc-name
# spec:
# accessModes:
- ReadWriteOnce
volumeMode: Filesystem
resources:
requests:
storage: 100Gi
storageClassName: example-storage-class
#---
## 2. Create a pod that mounts it
# apiVersion: v1
# kind: Pod
# metadata:
# labels:
#  run: busybox
# name: busybox
# spec:
containers:
- image: quay.io/quay/busybox:latest
name: busybox
resources: {}
command: ["/bin/sh", "-c", "sleep infinity"]
volumeMounts:
- name: local-pvc
mountPath: /data
volumes:
- name: local-pvc

#
#
#
#
#
#
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#  persistentVolumeClaim:

#  claimName: local-pvc-name

# dnsPolicy: ClusterFirst

# restartPolicy: Always

## 3. Run the pod on the cluster and verify the size and access of the /data™ mount

StorageNS.yaml

apiVersion: vi
kind: Namespace
metadata:
name: openshift-local-storage
annotations:
workload.openshift.io/allowed: management

StorageOperGroup.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-local-storage
namespace: openshift-local-storage
annotations: {}
spec:
targetNamespaces:
- openshift-local-storage

StorageSubscription.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: local-storage-operator
namespace: openshift-local-storage
annotations: {}
spec:
channel: "stable"
name: local-storage-operator
source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Manual
status:
state: AtLatestKnown

PerformanceProfile.yaml

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
# if you change this name make sure the 'include’ line in TunedPerformancePatch.yaml
# matches this name: include=openshift-node-performance-${PerformanceProfile.metadata.name}
# Also in file 'validatorCRs/informDuValidator.yaml':
# name: 50-performance-${PerformanceProfile.metadata.name}
name: openshift-node-performance-profile
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annotations:
ran.openshift.io/reference-configuration: "ran-du.redhat.com"”
spec:
additionalKernelArgs:
- "rcupdate.rcu_normal_after_boot=0"
- "efi=runtime"
- "vfio_pci.enable_sriov=1"
- "vfio_pci.disable_idle_d3=1"
- "module_blacklist=irdma"
cpu:
isolated: $isolated
reserved: $reserved
hugepages:
defaultHugepagesSize: $defaultHugepagesSize
pages:
- size: $size
count: $count
node: $node
machineConfigPoolSelector:
pools.operator.machineconfiguration.openshift.io/$mcp: ™"
nodeSelector:
node-role.kubernetes.io/$mcp: "
numa:
topologyPolicy: "restricted"
# To use the standard (non-realtime) kernel, set enabled to false
realTimeKernel:
enabled: true
workloadHints:
# WorkloadHints defines the set of upper level flags for different type of workloads.
# See https.//github.com/openshift/cluster-node-tuning-
operator/blob/master/docs/performanceprofile/performance_profile.md#workloadhints
# for detailed descriptions of each item.
# The configuration below is set for a low latency, performance mode.
realTime: true
highPowerConsumption: false
perPodPowerManagement: false

TunedPerformancePatch.yaml
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apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: performance-patch
namespace: openshift-cluster-node-tuning-operator
annotations: {}
spec:
profile:
- name: performance-patch
# Please note:
# - The 'include' line must match the associated PerformanceProfile name, following below
pattern
# Iinclude=openshift-node-performance-${PerformanceProfile.metadata.name}
# - When using the standard (non-realtime) kernel, remove the kernel.timer_migration override
from
# the [sysctl] section and remove the entire section if it is empty.
data: |
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[main]
summary=Configuration changes profile inherited from performance created tuned
include=openshift-node-performance-openshift-node-performance-profile
[sysctl]
kernel.timer_migration=1
[scheduler]
group.ice-ptp=0:f:10:*:ice-ptp.*
group.ice-gnss=0:f:10:*:ice-gnss.*
[service]
service.stalld=start,enable
service.chronyd=stop,disable
recommend:
- machineConfigLabels:

machineconfiguration.openshift.io/role: "$mcp"

priority: 19

profile: performance-patch

PtpOperatorConfigForEvent.yaml

apiVersion: ptp.openshift.io/v1
kind: PtpOperatorConfig
metadata:
name: default
namespace: openshift-ptp
annotations: {}
spec:
daemonNodeSelector:
node-role.kubernetes.io/$mcp: "
ptpEventConfig:
enableEventPublisher: true
transportHost: "http://ptp-event-publisher-service-NODE_NAME.openshift-
ptp.svc.cluster.local:9043"

PtpConfigBoundary.yaml

apiVersion: ptp.openshift.io/v1

kind: PtpConfig

metadata:
name: boundary
namespace: openshift-ptp
annotations: {}

spec:
profile:
- name: "boundary"
ptp4lOpts: "-2"

phc2sysOpts: "-a -r -n 24"
ptpSchedulingPolicy: SCHED_FIFO
ptpSchedulingPriority: 10
ptpSettings:
logReduce: "true"
ptp4IConf: |
# The interface name is hardware-specific
[$iface_slave]
masterOnly 0
[$iface_master 1]
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masterOnly 1
[$iface_master 2]
masterOnly 1
[$iface_master_3]
masterOnly 1

[global]

#

# Default Data Set

#

twoStepFlag 1

slaveOnly 0

priority1 128

priority2 128
domainNumber 24
#utc_offset 37

clockClass 248
clockAccuracy OXFE
offsetScaledLogVariance OxFFFF
free_running 0
freq_est_interval 1
dscp_event 0

dscp_general 0
dataset_comparison G.8275.x
G.8275.defaultDS.localPriority 128
#

# Port Data Set

#

logAnnouncelnterval -3
logSynclinterval -4
logMinDelayReqlnterval -4
logMinPdelayReqlnterval -4
announceReceiptTimeout 3
syncReceiptTimeout 0
delayAsymmetry O
fault_reset_interval -4
neighborPropDelayThresh 20000000
masterOnly 0
G.8275.portDS.localPriority 128
#

# Run time options

#

assume_two_step 0
logging_level 6
path_trace_enabled 0
follow_up_info 0
hybrid_e2e 0
inhibit_multicast_service 0
net_sync_monitor 0
tc_spanning_tree 0
tx_timestamp_timeout 50
unicast_listen 0
unicast_master_table 0
unicast_req_duration 3600
use_syslog 1

verbose 0
summary_interval 0
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kernel_leap 1
check_fup_sync 0
clock class_threshold 135
#
# Servo Options
#
pi_proportional_const 0.0
pi_integral_const 0.0
pi_proportional_scale 0.0
pi_proportional_exponent -0.3
pi_proportional_norm_max 0.7
pi_integral_scale 0.0
pi_integral_exponent 0.4
pi_integral_norm_max 0.3
step_threshold 2.0
first_step_threshold 0.00002
max_frequency 900000000
clock_servo pi
sanity_freq_limit 200000000
ntpshm_segment 0
#
# Transport options
#
transportSpecific 0x0
ptp_dst_mac 01:1B:19:00:00:00
p2p_dst_mac 01:80:C2:00:00:0E
udp_ttl 1
udp6_scope 0x0E
uds_address /var/run/ptp4l
#
# Default interface options
#
clock_type BC
network_transport L2
delay_mechanism E2E
time_stamping hardware
tsproc_mode filter
delay_filter moving_median
delay_filter_length 10
egressLatency 0
ingressLatency 0
boundary_clock_jbod 0
#
# Clock description
#
productDescription ;;
revisionData ;;
manufacturerldentity 00:00:00
userDescription ;
timeSource 0xAO
recommend:
- profile: "boundary"
priority: 4
match:
- nodeLabel: "node-role.kubernetes.io/$mcp"
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PtpConfigDualCardGmWpc.yaml

# 2 cards $iface_master and $iface_master_1 are connected via SMAT ports by a cable and
$iface_master 1 receives 1PPS signals from $iface_master
apiVersion: ptp.openshift.io/v1
kind: PtpConfig
metadata:
name: grandmaster
namespace: openshift-ptp
annotations: {}
spec:
profile:
- name: "grandmaster”
ptp4lOpts: "-2 --summary_interval -4"
phc2sysOpts: -r -u 0 -m -O -37 -N 8 -R 16 -s $iface_master -n 24
ptpSchedulingPolicy: SCHED_FIFO
ptpSchedulingPriority: 10
ptpSettings:
logReduce: "true"
plugins:
e810:
enableDefaultConfig: false
settings:
LocalMaxHoldoverOffSet: 1500
LocalHoldoverTimeout: 14400
MaxInSpecOffset: 100
pins: $e810_pins
"$iface_master":
"U.FL2":"0 2"
"U.FL1":"0 1"
"SMA2": "0 2"
"SMA1": "2 1"
"$iface_master 1":
"U.FL2":"0 2"
"U.FL1":"0 1"
"SMA2": "0 2"
"SMA1": "1 1"
ublxCmds:
- args: #ubxtool -P 29.20 -z CFG-HW-ANT_CFG_VOLTCTRL,1
-p"
-"29.20"
- "-Z"
- "CFG-HW-ANT_CFG_VOLTCTRL,1"
reportOutput: false
- args: #ubxtool -P 29.20 -e GPS
-p"
-"29.20"
- "-e"
-"GPS"
reportOutput: false
- args: #ubxtool -P 29.20 -d Galileo
-p"
-"29.20"
g
- "Galileo"
reportOutput: false
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- args: #ubxtool -P 29.20 -d GLONASS
-p"
-"29.20"
-"g"
- "GLONASS"
reportOutput: false
- args: #ubxtool -P 29.20 -d BeiDou
-p"
-"29.20"
-"g"
- "BeiDou"
reportOutput: false
- args: #ubxtool -P 29.20 -d SBAS
-p"
-"29.20"
-"g"
- "SBAS"
reportOutput: false
- args: #ubxtool -P 29.20 -t -w 5 -v 1 -e SURVEYIN,600,50000
-p"
-"29.20"
-t
-"-w
-"g"
-"-v
"
- "-e"
- "SURVEYIN,600,50000"
reportOutput: true
- args: #ubxtool -P 29.20 -p MON-HW
-p"
-"29.20"
- "-p"
- "MON-HW"
reportOutput: true
ts2phcOpts: " "
ts2phcConf: |
[nmea]
ts2phc.master 1
[global]
use_syslog 0
verbose 1
logging_level 7
ts2phc.pulsewidth 100000000
#cat /dev/GNSS to find available serial port
#example value of gnss_serialport is /dev/ttyGNSS_1700_0
ts2phc.nmea_serialport $gnss_serialport
leapfile /usr/share/zoneinfo/leap-seconds.list
[$iface_master]
ts2phc.extts_polarity rising
ts2phc.extts_correction 0
[$iface_master 1]
ts2phc.extts_polarity rising
#this is a measured value in nanoseconds to compensate for SMA cable delay
ts2phc.extts_correction -10
ptp4IConf: |
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[$iface_master]

masterOnly 1
[$iface_master 1]
masterOnly 1
[$iface_master _1_1]
masterOnly 1
[$iface_master_1_2]
masterOnly 1

[global]

#

# Default Data Set

#

twoStepFlag 1

priority1 128

priority2 128
domainNumber 24
#utc_offset 37

clockClass 6
clockAccuracy 0x27
offsetScaledLogVariance OxFFFF
free_running 0
freq_est_interval 1
dscp_event 0

dscp_general 0
dataset_comparison G.8275.x
G.8275.defaultDS.localPriority 128
#

# Port Data Set

#

logAnnouncelnterval -3
logSynclinterval -4
logMinDelayReqlnterval -4
logMinPdelayReqlInterval 0
announceReceiptTimeout 3
syncReceiptTimeout 0
delayAsymmetry O
fault_reset_interval -4
neighborPropDelayThresh 20000000
masterOnly 0
G.8275.portDS.localPriority 128
#

# Run time options

#

assume_two_step 0
logging_level 6
path_trace_enabled 0
follow_up_info 0
hybrid_e2e 0
inhibit_multicast_service 0
net_sync_monitor 0
tc_spanning_tree 0
tx_timestamp_timeout 50
unicast_listen 0
unicast_master_table 0
unicast_req_duration 3600
use_syslog 1
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verbose 0
summary_interval -4
kernel_leap 1
check_fup_sync 0
clock_class_threshold 7
#
# Servo Options
#
pi_proportional_const 0.0
pi_integral_const 0.0
pi_proportional_scale 0.0
pi_proportional_exponent -0.3
pi_proportional_norm_max 0.7
pi_integral_scale 0.0
pi_integral_exponent 0.4
pi_integral_norm_max 0.3
step_threshold 2.0
first_step_threshold 0.00002
clock_servo pi
sanity_freqg_limit 200000000
ntpshm_segment 0
#
# Transport options
#
transportSpecific 0x0
ptp_dst_mac 01:1B:19:00:00:00
p2p_dst_mac 01:80:C2:00:00:0E
udp_ttl 1
udp6_scope 0x0E
uds_address /var/run/ptp4l
#
# Default interface options
#
clock_type BC
network_transport L2
delay_mechanism E2E
time_stamping hardware
tsproc_mode filter
delay_filter moving_median
delay_filter_length 10
egressLatency 0
ingressLatency 0
boundary_clock_jbod 1
#
# Clock description
#
productDescription ;;
revisionData ;;
manufacturerldentity 00:00:00
userDescription ;
timeSource 0x20

recommend:

- profile: "grandmaster”
priority: 4
match:

- nodeLabel: "node-role.kubernetes.io/$mcp"
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PtpConfigGmWpc.yaml

apiVersion: ptp.openshift.io/v1
kind: PtpConfig
metadata:
name: grandmaster
namespace: openshift-ptp
annotations: {}
spec:
profile:
- name: "grandmaster”
ptp4lOpts: "-2 --summary_interval -4"
phc2sysOpts: -r -u 0 -m -O -37 -N 8 -R 16 -s $iface_master -n 24
ptpSchedulingPolicy: SCHED_FIFO
ptpSchedulingPriority: 10
ptpSettings:
logReduce: "true"
plugins:
e810:
enableDefaultConfig: false
settings:
LocalMaxHoldoverOffSet: 1500
LocalHoldoverTimeout: 14400
MaxInSpecOffset: 100
pins: $e810_pins
# "$iface_master":
# "U.FL2":"02"
# "U.FL1":"0 1"
# "SMA2":"0 2"
# "SMA1":"0 1"
ublxCmds:
- args: #ubxtool -P 29.20 -z CFG-HW-ANT_CFG_VOLTCTRL,1
-p"
-"29.20"
- "-Z"
- "CFG-HW-ANT_CFG_VOLTCTRL,1"
reportOutput: false
- args: #ubxtool -P 29.20 -e GPS
-p"
-"29.20"
- "-e"
-"GPS"
reportOutput: false
- args: #ubxtool -P 29.20 -d Galileo
-p"
-"29.20"
g
- "Galileo"
reportOutput: false
- args: #ubxtool -P 29.20 -d GLONASS
-p"
-"29.20"
-ng"
- "GLONASS"
reportOutput: false
- args: #ubxtool -P 29.20 -d BeiDou
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-"p"
-"29.20"
-"g"
- "BeiDou"
reportOutput: false
- args: #ubxtool -P 29.20 -d SBAS
-"p"
-"29.20"
-"g"
- "SBAS"
reportOutput: false
- args: #ubxtool -P 29.20 -t -w 5 -v 1 -e SURVEYIN,600,50000
-"p"
-"29.20"
-t
-"-w
-"g"
-"-v
"
- "-e"
- "SURVEYIN,600,50000"
reportOutput: true
- args: #ubxtool -P 29.20 -p MON-HW
-"p"
-"29.20"
- "-p"
- "MON-HW"
reportOutput: true
ts2phcOpts: " "
ts2phcConf: |
[nmea]
ts2phc.master 1
[global]
use_syslog 0
verbose 1
logging_level 7
ts2phc.pulsewidth 100000000
#cat /dev/GNSS to find available serial port
#example value of gnss_serialport is /dev/ttyGNSS_1700_0
ts2phc.nmea_serialport $gnss_serialport
leapfile /usr/share/zoneinfo/leap-seconds.list
[$iface_master]
ts2phc.extts_polarity rising
ts2phc.extts_correction 0
ptp4IConf: |
[$iface_master]
masterOnly 1
[$iface_master 1]
masterOnly 1
[$iface_master 2]
masterOnly 1
[$iface_master_3]
masterOnly 1
[global]
#
# Default Data Set
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#

twoStepFlag 1

priority1 128

priority2 128
domainNumber 24
#utc_offset 37

clockClass 6
clockAccuracy 0x27
offsetScaledLogVariance OxFFFF
free_running 0
freq_est_interval 1
dscp_event 0
dscp_general 0
dataset_comparison G.8275.x
G.8275.defaultDS.localPriority 128
#

# Port Data Set

#

logAnnouncelnterval -3
logSynclinterval -4
logMinDelayReqInterval -4
logMinPdelayReqlInterval 0
announceReceiptTimeout 3
syncReceiptTimeout 0
delayAsymmetry O
fault_reset_interval -4
neighborPropDelayThresh 20000000
masterOnly 0
G.8275.portDS.localPriority 128
#

# Run time options

#

assume_two_step 0
logging_level 6
path_trace_enabled 0
follow_up_info 0
hybrid_e2e 0
inhibit_multicast_service 0
net_sync_monitor 0
tc_spanning_tree 0
tx_timestamp_timeout 50
unicast_listen 0
unicast_master_table 0
unicast_req_duration 3600
use_syslog 1

verbose 0
summary_interval -4
kernel_leap 1
check_fup_sync 0
clock_class_threshold 7

#

# Servo Options

#

pi_proportional_const 0.0
pi_integral_const 0.0
pi_proportional_scale 0.0
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pi_proportional_exponent -0.3
pi_proportional_norm_max 0.7
pi_integral_scale 0.0
pi_integral_exponent 0.4
pi_integral_norm_max 0.3
step_threshold 2.0
first_step_threshold 0.00002
clock_servo pi
sanity_freqg_limit 200000000
ntpshm_segment 0
#
# Transport options
#
transportSpecific 0x0
ptp_dst_mac 01:1B:19:00:00:00
p2p_dst_mac 01:80:C2:00:00:0E
udp_ttl 1
udp6_scope 0x0E
uds_address /var/run/ptp4l
#
# Default interface options
#
clock_type BC
network_transport L2
delay_mechanism E2E
time_stamping hardware
tsproc_mode filter
delay_filter moving_median
delay_filter_length 10
egressLatency 0
ingressLatency 0
boundary_clock_jbod 0
#
# Clock description
#
productDescription ;;
revisionData ;;
manufacturerldentity 00:00:00
userDescription ;
timeSource 0x20

recommend:

- profile: "grandmaster”
priority: 4
match:

- nodeLabel: "node-role.kubernetes.io/$mcp"

PtpConfigSlave.yaml

apiVersion: ptp.openshift.io/v1
kind: PtpConfig
metadata:
name: slave
namespace: openshift-ptp
annotations: {}
spec:
profile:
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- name: "slave"
# The interface name is hardware-specific
interface: $interface
ptp4lOpts: "-2 -s"
phc2sysOpts: "-a -r -n 24"
ptpSchedulingPolicy: SCHED_FIFO
ptpSchedulingPriority: 10
ptpSettings:
logReduce: "true"
ptp4IConf: |
[global]
#
# Default Data Set
#
twoStepFlag 1
slaveOnly 1
priority1 128
priority2 128
domainNumber 24
#utc_offset 37
clockClass 255
clockAccuracy OXFE
offsetScaledLogVariance OxFFFF
free_running 0
freq_est_interval 1
dscp_event 0
dscp_general 0
dataset_comparison G.8275.x
G.8275.defaultDS.localPriority 128
#
# Port Data Set
#
logAnnouncelnterval -3
logSynclinterval -4
logMinDelayReqlnterval -4
logMinPdelayReqlnterval -4
announceReceiptTimeout 3
syncReceiptTimeout 0
delayAsymmetry O
fault_reset_interval -4
neighborPropDelayThresh 20000000
masterOnly 0
G.8275.portDS.localPriority 128
#
# Run time options
#
assume_two_step 0
logging_level 6
path_trace_enabled 0
follow_up_info 0
hybrid_e2e 0
inhibit_multicast_service 0
net_sync_monitor 0
tc_spanning_tree 0
tx_timestamp_timeout 50
unicast_listen 0
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unicast_master_table 0

unicast_req_duration 3600

use_syslog 1

verbose 0

summary_interval 0

kernel_leap 1

check_fup_sync 0

clock _class_threshold 7

#

# Servo Options

#

pi_proportional_const 0.0

pi_integral_const 0.0

pi_proportional_scale 0.0

pi_proportional_exponent -0.3

pi_proportional_norm_max 0.7

pi_integral_scale 0.0

pi_integral_exponent 0.4

pi_integral_norm_max 0.3

step_threshold 2.0

first_step_threshold 0.00002

max_frequency 900000000

clock_servo pi

sanity_freq_limit 200000000

ntpshm_segment 0

#

# Transport options

#

transportSpecific 0x0

ptp_dst_mac 01:1B:19:00:00:00

p2p_dst_mac 01:80:C2:00:00:0E

udp_ttl 1

udp6_scope 0x0E

uds_address /var/run/ptp4l

#

# Default interface options

#

clock_type OC

network_transport L2

delay_mechanism E2E

time_stamping hardware

tsproc_mode filter

delay_filter moving_median

delay_filter_length 10

egressLatency 0

ingressLatency 0

boundary_clock_jbod 0

#

# Clock description

#

productDescription ;;

revisionData ;;

manufacturerldentity 00:00:00

userDescription ;

timeSource 0xAO
recommend:
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- profile: "slave"
priority: 4
match:
- nodeLabel: "node-role.kubernetes.io/$mcp"

PtpSubscription.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: ptp-operator-subscription
namespace: openshift-ptp
annotations: {}
spec:
channel: "stable"
name: ptp-operator
source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Manual
status:
state: AtLatestKnown

PtpSubscriptionNS.yaml

apiVersion: v1i
kind: Namespace
metadata:
name: openshift-ptp
annotations:
workload.openshift.io/allowed: management
labels:
openshift.io/cluster-monitoring: "true"

PtpSubscriptionOperGroup.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: ptp-operators
namespace: openshift-ptp
annotations: {}
spec:
targetNamespaces:
- openshift-ptp

AcceleratorsNS.yaml

apiVersion: vi

kind: Namespace

metadata:
name: vran-acceleration-operators
annotations: {}
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AcceleratorsOperGroup.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: vran-operators
namespace: vran-acceleration-operators
annotations: {}
spec:
targetNamespaces:
- vran-acceleration-operators

AcceleratorsSubscription.yami

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: sriov-fec-subscription
namespace: vran-acceleration-operators
annotations: {}
spec:
channel: stable
name: sriov-fec
source: certified-operators
sourceNamespace: openshift-marketplace
installPlanApproval: Manual
status:
state: AtLatestKnown

SriovFecClusterConfig.yaml

apiVersion: sriovfec.intel.com/v2
kind: SriovFecClusterConfig
metadata:
name: config
namespace: vran-acceleration-operators
annotations: {}
spec:
drainSkip: $drainSkip # true if SNO, false by default
priority: 1
nodeSelector:
node-role.kubernetes.io/master: "
acceleratorSelector:
pciAddress: $pciAddress
physicalFunction:
pfDriver: "vfio-pci"
vfDriver: "vfio-pci"
vfAmount: 16
bbDevConfig: $bbDevConfig
#Recommended configuration for Intel ACC100 (Mount Bryce) FPGA here: https://github.com/smart-
edge-open/openshift-operator/blob/main/spec/openshift-sriov-fec-operator.md#sample-cr-for-
wireless-fec-acc100
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#Recommended configuration for Intel N3000 FPGA here: https://github.com/smart-edge-
open/openshift-operator/blob/main/spec/openshift-sriov-fec-operator.mad#sample-cr-for-wireless-fec-
n3000

SriovNetwork.yaml

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: "
namespace: openshift-sriov-network-operator
annotations: {}
spec:
# resourceName:
networkNamespace: openshift-sriov-network-operator
# vian: "
# spoofChk: "
# ipam: "
# linkState: ""
# maxTxRate: "
# minTxRate: "
# vlanQoS: "
# trust: "
# capabilities:

nn

nn

SriovNetworkNodePolicy.yaml

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: $name
namespace: openshift-sriov-network-operator
annotations: {}
spec:
# The attributes for Mellanox/Intel based NICs as below.
# deviceType: netdevice/vfio-pci
# isRdma: true/false
deviceType: $deviceType
isRdma: $isRdma
nicSelector:
# The exact physical function name must match the hardware used
pfNames: [$pfNames]
nodeSelector:
node-role.kubernetes.io/$mcp: "
numVfs: $numVfs
priority: $priority
resourceName: $resourceName

SriovOperatorConfig.yaml

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovOperatorConfig
metadata:

name: default
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namespace: openshift-sriov-network-operator

annotations: {}
spec:

configDaemonNodeSelector:

"node-role.kubernetes.io/$mcp": "

# Injector and OperatorWebhook pods can be disabled (set to "false") below

# to reduce the number of management pods. It is recommended to start with the

# webhook and injector pods enabled, and only disable them after verifying the

# correctness of user manifests.

# If the injector is disabled, containers using sr-iov resources must explicitly assign
them in the "requests’/"limits" section of the container spec, for example:
containers:

- name: my-sriov-workload-container
resources:
limits:
openshift.io/<resource_name>: "1"
requests:
openshift.io/<resource_name>: "1"
enablelnjector: true
enableOperatorWebhook: true
logLevel: 0

#
#
#
#
#
#
#
#

SriovSubscription.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: sriov-network-operator-subscription
namespace: openshift-sriov-network-operator
annotations: {}
spec:
channel: "stable"
name: sriov-network-operator
source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Manual
status:
state: AtLatestKnown

SriovSubscriptionNS.yaml

apiVersion: vi
kind: Namespace
metadata:
name: openshift-sriov-network-operator
annotations:
workload.openshift.io/allowed: management

SriovSubscriptionOperGroup.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: sriov-network-operators
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namespace: openshift-sriov-network-operator
annotations: {}
spec:
targetNamespaces:
- openshift-sriov-network-operator

2.2.4.4.2. £ SE YAML

example-sno.yaml

66

# example-node 1-bmh-secret & assisted-deployment-pull-secret need to be created under same
namespace example-sno
apiVersion: ran.openshift.io/v2
kind: SiteConfig
metadata:
name: "example-sno"
namespace: "example-sno”
spec:
baseDomain: "example.com”
pullSecretRef:
name: "assisted-deployment-pull-secret”
clusterimageSetNameRef: "openshift-4.10"
sshPublicKey: "ssh-rsa AAAA..."
clusters:
- clusterName: "example-sno"
networkType: "OVNKubernetes"
# installConfigOverrides is a generic way of passing install-config
# parameters through the siteConfig. The 'capabilities’ field configures
# the composable openshift feature. In this ‘capabilities’ setting, we
# remove all but the marketplace component from the optional set of
# components.
# Notes:
# - OperatorLifecycleManager is needed for 4.15 and later
# - NodeTuning is needed for 4.13 and later, not for 4.12 and earlier
installConfigOverrides: "{\"capabilities\":{\"baselineCapabilitySet\": \"None\",
\"additionalEnabledCapabilities\": [ \"OperatorLifecycleManager\", \"NodeTuning\" ] }}"
# It is strongly recommended to include crun manifests as part of the additional install-time
manifests for 4.13+.
# The crun manifests can be obtained from source-crs/optional-extra-manifest/ and added to the
git repo ie.sno-extra-manifest.
# extraManifestPath: sno-extra-manifest
clusterLabels:
# These example cluster labels correspond to the bindingRules in the PolicyGenTemplate
examples
du-profile: "latest"
# These example cluster labels correspond to the bindingRules in the PolicyGenTemplate
examples in ../policygentemplates:
# ../policygentemplates/common-ranGen.yaml will apply to all clusters with ‘common: true’
common: true
# ../policygentemplates/group-du-sno-ranGen.yaml will apply to all clusters with ‘group-du-sno:

i

group-du-sno:

# ../policygentemplates/example-sno-site.yaml will apply to all clusters with 'sites: "example-sno

# Normally this should match or contain the cluster name so it only applies to a single cluster
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sites: "example-sno"
clusterNetwork:
- cidr: 1001:1::/48
hostPrefix: 64
machineNetwork:
- cidr: 1111:2222:3333:4444::/64
serviceNetwork:
-1001:2::/112
additionalNTPSources:
- 1111:2222:3333:4444::2
# Initiates the cluster for workload partitioning. Setting specific reserved/isolated CPUSets is done
via Policy Template
# please see Workload Partitioning Feature for a complete guide.
cpuPartitioningMode: AllNodes
# Optionally; This can be used to override the KlusterletAddonConfig that is created for this
cluster:
#crTemplates:
# KlusterletAddonConfig: "KlusterletAddonConfigOverride.yaml”
nodes:
- hostName: "example-node1.example.com”
role: "master”
# Optionally; This can be used to configure desired BIOS setting on a host:
#biosConfigRef:
# filePath: "example-hw.profile”
bmcAddress: "idrac-
virtualmedia+https://[1111:2222:3333:4444::bbbb:1]/redfish/v1/Systems/System.Embedded.1"
bmcCredentialsName:
name: "example-node1-bmh-secret"
bootMACAddress: "AA:BB:CC:DD:EE:11"
# Use UEFISecureBoot to enable secure boot
bootMode: "UEFI"
rootDeviceHints:
wwn: "0x11111000000asd123"
# example of diskPartition below is used for image registry (check ImageRegistry.md for more
details), but it's not limited to this use case
diskPartition:
- device: /dev/disk/by-id/wwn-0x11111000000asd123 # match rootDeviceHints
partitions:
- mount_point: /var/imageregistry
size: 102500
start: 344844

TR KR W KRR

nodeNetwork:
interfaces:
- name: enof

macAddress: "AA:BB:CC:DD:EE:11"

config:
interfaces:

- name: enof
type: ethernet
state: up
ipv4:

enabled: false
ipv6:

enabled: true

address:
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# For SNO sites with static IP addresses, the node-specific,
# APl and Ingress IPs should all be the same and configured on
# the interface
-ip: 1111:2222:3333:4444::aaaa:1
prefix-length: 64
dns-resolver:
config:
search:
- example.com
server:
- 1111:2222:3333:4444::2
routes:
config:
- destination: ::/0
next-hop-interface: enot
next-hop-address: 1111:2222:3333:4444::1
table-id: 254

DisableSnoNetworkDiag.yaml

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
annotations: {}
spec:
disableNetworkDiagnostics: true

09-openshift-marketplace-ns.yaml

apiVersion: vi
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "™
workload.openshift.io/allowed: "management”
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: baseline
pod-security.kubernetes.io/enforce-version: v1.25
pod-security.kubernetes.io/audit: baseline
pod-security.kubernetes.io/audit-version: v1.25
pod-security.kubernetes.io/warn: baseline
pod-security.kubernetes.io/warn-version: v1.25
name: "openshift-marketplace"

ReduceMonitoringFootprint.yaml

apiVersion: vi

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
annotations: {}
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data:
config.yaml: |

alertmanagerMain:
enabled: false

telemeterClient:
enabled: false

prometheusK8s:
retention: 24h

DefaultCatsrc.yaml

apiVersion: operators.coreos.com/vialphai
kind: CatalogSource
metadata:
name: default-cat-source
namespace: openshift-marketplace
annotations:
target.workload.openshift.io/management: '{"effect": "PreferredDuringScheduling"}'
spec:
displayName: default-cat-source
image: $imageUrl
publisher: Red Hat
sourceType: grpc
updateStrategy:
registryPoll:
interval: 1h
status:
connectionState:
lastObservedState: READY

DisableOLMPprof.yaml

apiVersion: vi
kind: ConfigMap
metadata:
name: collect-profiles-config
namespace: openshift-operator-lifecycle-manager
annotations: {}
data:
pprof-config.yaml: |
disabled: True

DisconnectedICSP.yaml

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:

name: disconnected-internal-icsp

annotations: {}
spec:

repositoryDigestMirrors:

- $mirrors

OperatorHub.yaml
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apiVersion: config.openshift.io/v1
kind: OperatorHub
metadata:
name: cluster
annotations: {}
spec:
disableAllDefaultSources: true

2.2.4.4.3. Hl2B2iE&ES| FH YAML

enable-crun-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: enable-crun-master
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/master: "
containerRuntimeConfig:
defaultRuntime: crun

enable-crun-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: enable-crun-worker
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: "
containerRuntimeConfig:
defaultRuntime: crun

99-crio-disable-wipe-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-crio-disable-wipe-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
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8;base64,W2NyaW9dCmNsZWFuX3NodXRkb3duX2ZpbGUgPSAilgo=
mode: 420
path: /etc/crio/crio.conf.d/99-crio-disable-wipe.toml

99-crio-disable-wipe-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-crio-disable-wipe-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;base64,W2NyaW9dCmNsZWFuX3NodXRkb3duX2ZpbGUgPSAilgo=
mode: 420
path: /etc/crio/crio.conf.d/99-crio-disable-wipe.toml

enable-cgroups-vl.yaml

apiVersion: config.openshift.io/v1
kind: Node
metadata:
name: cluster
spec:
cgroupMode: "v1"

05-kdump-config-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 05-kdump-config-master
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- enabled: true
name: kdump-remove-ice-module.service
contents: |
[Unit]
Description=Remove ice module when doing kdump
Before=kdump.service
[Service]
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Type=oneshot

RemainAfterExit=true

ExecStart=/usr/local/bin/kdump-remove-ice-module.sh

[Install]

WantedBy=multi-user.target

storage:
files:
- contents:

source: data:text/plain;charset=utf-
8;baseb4,lyEvdXNyL2Jpbi9lbnYgYmFzaAoKlyBUaGizIHNjcmiwdCByZW1vdmVzIHRoZSBpY2UgbW9k
dWxIIGZyb20ga2R 1bXAgdG8gcHJIdmVudCBrZHVicCBmYWIsdXJlcyBvbiBjZXJOYWIulHNIcnZlcnMuCi
MgVGhpcyBpcyBhIHRIbXBvemFyeSB3b3JrYXJvdW5kIGZvciBSSEVMUEXBTi0xMzgyMzYgYW5kIGNh
iBiZSByZW1vdmVklIHdoZW4gdGhhdCBpc3N1ZSBpcwojlGZpeGVkLgoKc2V0IC14CgpTRUQ9II91c3lv
YmIuL3NIZCIKR1JFUDOIL3Vzci9iaW4vZ3JIcCIKCiMgb3ZlcndpZGUgZm9yIHRIc3RpbmcgcHVycG9zZX
MKSORVTVBfQ090Rj0iJHsxOi0vZXRjL3N5c2NvbmZpZy9rZHVicHOICIJFTU9WRV9JQOVIU1RSPSJtb
2R1bGVfYmxhY2tsaXNOPWIjZSIKCiMgZXhpdCBpZiBmaWxIIGRvZXNuJ3QgZXhpc3QKWyAhIC1mIC
R7SORVTVBfQ090ORN0gXSAMJiBleGIOIDAKCiMgZXhpdCBpZiBmaWxIIGFscmVhZHkgdXBkY XRIZAok
e0dSRVB9IC1GcSAke1JFTUIWRVIJQOVIUTRSISAkeOtEVU1QXONPTKZ9ICYmIGV4aXQgMAoKIlyB
UYXJnZXQgbGluZSBsb29rcyBzb211dGhpbmcgbGlrZSB0aGlzOgojIEtEVU1QXONPTU1BTKRMSUSFX
O0FQUEVORDO0iaXJxcG9sbCBucl9jcHVzPTEgLi4ulGhlc3RfZGIzZYWJsZSIKlyBVc2Ugc2VKIHRVIG1hdG
NolGV2ZXJ5dGhpbmcgYmV0d2VIbiB0aGUgcXVvdGVzIGFuZCBhcHBIbmQgdGhIIFJFTU9WRV9JQO
VfU1RSIHRVIGIOCiIR7UOVEfSAtaSAncy9eSORVTVBfQOINTUFORExJTkVIQVBQRUSEPSJbXiJdKi8m
ICcke1JFTUIWRVOJQOVIU1RSIScvdyAkeOtEVU1QXONPTKZ9IHXx8IGV4aXQgMAo=

mode: 448
path: /usr/local/bin/kdump-remove-ice-module.sh

05-kdump-config-worker.yaml
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 05-kdump-config-worker
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- enabled: true
name: kdump-remove-ice-module.service
contents: |
[Unit]
Description=Remove ice module when doing kdump
Before=kdump.service
[Service]
Type=oneshot
RemainAfterExit=true
ExecStart=/usr/local/bin/kdump-remove-ice-module.sh
[Install]
WantedBy=multi-user.target
storage:
files:
- contents:
source: data:text/plain;charset=utf-
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8;baseb4,lyEvdXNyL2Jpbi9lbnYgYmFzaAoKlyBUaGizIHNjcmiwdCByZW1vdmVzIHRoZSBpY2UgbW9k
dWxIIGZyb20ga2R 1bXAgdG8gcHJIdmVudCBrZHVicCBmYWIsdXJlcyBvbiBjZXJOYWIulHNIcnZlcnMuCi
MgVGhpcyBpcyBhIHRIbXBvemFyeSB3b3JrYXJvdW5kIGZvciBSSEVMUEXBTiIOxMzgyMzYgYWS5KIGNh
iBiZSByZW1vdmVklIHdoZW4gdGhhdCBpc3N1ZSBpcwojlGZpeGVkLgoKc2V0IC14CgpTRUQ9II91c3lv
YmIuL3NIZCIKR1JFUDOIL3Vzci9iaW4vZ3JIcCIKCiMgb3ZlcndpZGUgZm9yIHRIc3RpbmcgcHVycG9zZX
MKSORVTVBfQ090R]j0iJHsxOi0vZXRjL3N5c2NvbmZpZy9rZHVicHOICIJFTU9WRV9JQOVIU1RSPSJtb
2R1bGVfYmxhY2tsaXNOPWIjZSIKCiMgZXhpdCBpZiBmaWxIIGRvZXNud3QgZXhpc3QKWyAhIC1mIC
R7SORVTVBfQ090ORN0gXSAMJiBleGIOIDAKCiMgZXhpdCBpZiBmaWxIIGFscmVhZHkgdXBkY XRIZAok
e0dSRVB9IC1GcSAke1JFTUIWRVIJQOVIUTRSISAkeOtEVU1QXONPTKZ9ICYmIGV4aXQgMAoKIlyB
UYXJnZXQgbGluZSBsb29rcyBzb21ldGhpbmcgbGlrZSB0aGlzOgojIEtEVU1QXONPTU1BTKRMSUSFX
O0FQUEVORDO0iaXJxcG9sbCBucl9jcHVzPTEgLi4ulGhlc3RfZGIzZYWJsZSIKlyBVc2Ugc2VKIHRvIG1hdG
NolGV2ZXJ5dGhpbmcgYmV0d2VIbiB0aGUgcXVvdGVzIGFuZCBhcHBIbmQgdGhIIFJFTU9WRV9JQO
VfU1RSIHRVIGIOCiR7UOVEfSAtaSAncy9eSORVTVBfQOINTUFORExJTkVIQVBQRUSEPSJbXiJdKi8m
ICcke1JFTU9QWRVOJQOVIU1RSfScvdyAkeOtEVU1QXONPTKZ9IHX8IGV4aXQgMAo=

mode: 448

path: /usr/local/bin/kdump-remove-ice-module.sh

06-kdump-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 06-kdump-enable-master
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- enabled: true
name: kdump.service
kernelArguments:
- crashkernel=512M

06-kdump-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 06-kdump-enable-worker
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- enabled: true
name: kdump.service
kernelArguments:
- crashkernel=512M

73



OpenShift Container Platform 4.15 ol g5t fEaE

O1-container-mount-ns-and-kubelet-conf-master.yaml

74

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: container-mount-namespace-and-kubelet-conf-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,lyEvYmluL2Jhc2gKCmRIYnVnKCkgewoglGVjaG8gJEAgPiYyCnOKCnVzYWdIKCkgewoglGVj
aG8gVXNhz2U6I1CQoYmFzZW5hbWUgJDApIFVOSVQgW2VudmZpbGUgW3Zhcm5hbWVdXQoglGV
jaG8KICBIY2hvIEV4dHJhY3QgdGhlIGNvbnRIbnRzIGIMIHR0ZSBmaXJzdCBFeGVjU3RhcnQgc3Rhbn
phlGZyb20gdGhllGdpdmVulHN5c3RIbWQgdW5pdCBhbmQgecmVO0dXJulGIOIHRVIHNOZG91dAogIGVj
aG8KICBIY2hvICJJZiAnZW52ZmlsZScgaXMgcHJvdmIkZWQsIHB1dCBpdCBpbiB0aGVyZSBpbnNOZW
FKLCBhcyBhbiBlbnZpcm9ubWVudCB2YXJpYWJsZSBuYW1IZCAndmFybmFtZSciCiAgZWNobyAiRGV
mYXVsdCAndmFybmFtZScgaXMgRVhFQ1NUQVJUIGIMIG5vdCBzcGVjaWZpZWQICiAgZXhpdCAxC
nOKCIVOSVQ9JDEKRUSWRKIMRTOkMgpWQVJOQU1FPSQzCmimIFtbIC16ICRVTKIUIHX8ICRVTkKIUI
DO9ICILWhIbHAIIHX8ICRVTkIUID09ICItaClgXV07IHRoZW4KICB1c2FnZQpmaQpkZWJ1ZyAiRXhOcm
FidGluZyBFeGVjU3RhcnQgZnJvbSAKVU5JVCIKRKIMRTOKKHNSc3RIbWNObCBjYXQgJFVOSVQgfCB
0ZWFKIC1ulDEpCkZJTEU9JHtGSUxFI1wjlHOKaWYgW1sglISAtZiAKRKIMRSBdAXTsgdGhlbgoglGRIYnV
nICJGYWIsZWQgdG8gZmluZCByb2901GZpbGUgZm9yIHVuaXQgJFVOSVQgKCRGSUxFKSIKICBIle
GIOCmMZpCmRIYNVnICJTZXJ2aWNIIGRIZmluaXRpb24gaXMgaW4gJEZJTEUICKVYRUNTVEFSVDOk
KHNIZCAtbiAtZSAnL15FeGVjU3RhcnQ9LipcXCQvLCIbXIxeXSQvIHsgecy9eRXhIY1NOYXJOPS8vOyBw
IHONIC111ICcvXkV4ZWNTdGFydDOuKlteXFxdJC8geyBzL15FeGVjU3RhcnQ9Ly87IHAgfScgJEZJTEUp
CgppZiBbWyAKRU5WRKIMRSBdXTsgdGhlbgoglFZBUk5BTUU9JHIWQVJOQU1FOi1FWEVDU1RBUI
R9CiAgZWNobyAiJHIWQVJOQU1FfTOkeOVYRUNTVEFSVHO0IID4gJEVOVKZJTEUKZWxzZQoglGVja
G8gJEVYRUNTVEFSVApmaQo=
mode: 493
path: /usr/local/bin/extractExecStart
- contents:
source: data:text/plain;charset=utf-
8;base64,lyEvYmluL2Jhc2gKbnNIbnRIciAtLW1vdW50PS9ydW4vY29udGFpbmVyLW1vdW50LW5hb W
zcGFjZS9tbnQgliRAlgo=
mode: 493
path: /usr/local/bin/nsenterCmns
systemd:
units:
- contents: |
[Unit]
Description=Manages a mount namespace that both kubelet and crio can use to share their
container-specific mounts

[Service]

Type=oneshot

RemainAfterExit=yes

RuntimeDirectory=container-mount-namespace
Environment=RUNTIME_DIRECTORY=%t/container-mount-namespace
Environment=BIND_POINT=%t/container-mount-namespace/mnt

ExecStartPre=bash -c "findmnt ${RUNTIME_DIRECTORY?} || mount --make-unbindable --
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bind ${RUNTIME_DIRECTORY} ${RUNTIME_DIRECTORY}"

ExecStartPre=touch ${BIND_POINT}

ExecStart=unshare --mount=${BIND_POINT} --propagation slave mount --make-rshared /

ExecStop=umount -R ${RUNTIME_DIRECTORY}

name: container-mount-namespace.service
- dropins:

- contents: |
[Unit]
Wants=container-mount-namespace.service
After=container-mount-namespace.service

[Service]
ExecStartPre=/usr/local/bin/extractExecStart %n /%t/%N-execstart.env

ORIG_EXECSTART
EnvironmentFile=-/%t/%N-execstart.env
ExecStart=
ExecStart=bash -c "nsenter --mount=%t/container-mount-namespace/mnt \

${ORIG_EXECSTART}"
name: 90-container-mount-namespace.conf
name: crio.service
- dropins:
- contents: |

[Unit]
Wants=container-mount-namespace.service
After=container-mount-namespace.service

[Service]
ExecStartPre=/usr/local/bin/extractExecStart %n /%t/%N-execstart.env

ORIG_EXECSTART
EnvironmentFile=-/%t/%N-execstart.env

ExecStart=
ExecStart=bash -c "nsenter --mount=%t/container-mount-namespace/mnt \

${ORIG_EXECSTART} --housekeeping-interval=30s"
name: 90-container-mount-namespace.conf
- contents: |

[Service]
Environment="OPENSHIFT_MAX_HOUSEKEEPING_INTERVAL_DURATION=60s"

Environment="OPENSHIFT_EVICTION_MONITORING_PERIOD_DURATION=30s"
name: 30-kubelet-interval-tuning.conf
name: kubelet.service

O1-container-mount-ns-and-kubelet-conf-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: container-mount-namespace-and-kubelet-conf-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
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source: data:text/plain;charset=utf-
8;baseb4,lyEvYmluL2Jhc2gKCmRIYnVnKCkgewoglGVjaG8gJEAgPiYyCnOKCnVzYWdIKCkgewoglGVj
aG8gVXNhz2U6I1CQoYmFzZW5hbWUgJDApIFVOSVQgW2VudmZpbGUgW3Zhcm5hbWVdXQoglGV
jaG8KICBIY2hvIEV4dHJhY3QgdGhlIGNvbnRIbnRzIGIMIHR0ZSBmaXJzdCBFeGVjU3RhcnQgc3Rhbn
phlGZyb20gdGhllGdpdmVulHN5c3RIbWQgdW5pdCBhbmQgecmVO0dXJulGIOIHRVIHNOZG91dAogIGVj
aG8KICBIY2hvICJJZiAnZW52ZmlIsZScgaXMgcHJvdmIkZWQsIHB1dCBpdCBpbiB0aGVyZSBpbnNOZW
FkLCBhcyBhbiBlbnZpcm9ubWVudCB2Y XJpYWJsZSBuYW1IZCAndmFybmFtZSciCiAgZWNobyAiRGV
mYXVsdCAndmFybmFtZScgaXMgRVhFQ1NUQVJUIGIMIG5vdCBzcGVjaWZpZWQICiAgZXhpdCAxC
nOKCIVOSVQ9JDEKRUSWRKIMRTOkMgpWQVJOQU1FPSQzCmImIFtbIC16ICRVTKIUIHX8ICRVTkKIUI
DO9ICILWhIbHAIIHX8ICRVTkIUID09ICItaClgXV07IHRoZW4KICB1c2FnZQpmaQpkZWJ1ZyAiRXhOcm
FjdGluZyBFeGVjU3RhcnQgZnJvbSAkVU5JVCIKRKIMRTOKKHN5Sc3RIbWNObCBjY XQgJFVOSVQgfCB
0ZWFKIC1ulDEpCkZJTEU9JHtGSUxXFI1wjIHOKaWYgW1sgISAtZiAKRKIMRSBAXTsgdGhlbgoglGRIYnV
nICJGYWIsZWQgdG8gZmluZCByb2901GZpbGUgZm9yIHVuaXQgJFVOSVQgKCRGSUxFKSIKICBIle
GIOCmZpCmRIYNVnICJTZXJ2aWNIIGRIZmluaXRpb24gaXMgaW4gJEZJTEUICKVYRUNTVEFSVDOk
KHNIZCAtbiAtZSAnL15FeGVjU3RhcnQ9LipcXCQVLCObXIxeXSQvIHsgey9eRXhlY 1NOYXJOPS8vOyBw
IHONIC111ICcvXkV4ZWNTdGFydDOuKlteXFxdJC8geyBzL15FeGVjU3RhcnQ9Ly87IHAgfScgJEZJTEUp
CgppZiBbWyAkRU5SWRKIMRSBdXTsgdGhlbgoglFZBUk5BTUU9JHIWQVJOQU1FOi1FWEVDU1RBUI
R9CiAgZWNobyAiJHIWQVJOQU1FfTOkeOVYRUNTVEFSVHO0IID4gJEVOVKZJTEUKZWxzZQoglGVja
G8gJEVYRUNTVEFSVApmaQo=
mode: 493
path: /usr/local/bin/extractExecStart
- contents:
source: data:text/plain;charset=utf-
8;base64,lyEvYmluL2Jhc2gKbnNIbnRIciAtLW1vdW50PS9ydW4vY29udGFpbmVyLW1vdW50LW5hbW\
zcGFjZS9tbnQgliRAlgo=
mode: 493
path: /usr/local/bin/nsenterCmns
systemd:
units:
- contents: |
[Unit]
Description=Manages a mount namespace that both kubelet and crio can use to share their
container-specific mounts

[Service]
Type=oneshot
RemainAfterExit=yes
RuntimeDirectory=container-mount-namespace
Environment=RUNTIME_DIRECTORY=%t/container-mount-namespace
Environment=BIND_POINT=%t/container-mount-namespace/mnt
ExecStartPre=bash -c "findmnt ${RUNTIME_DIRECTORY?} || mount --make-unbindable --
bind ${RUNTIME_DIRECTORY} ${RUNTIME_DIRECTORY}"
ExecStartPre=touch ${BIND_POINT}
ExecStart=unshare --mount=${BIND_POINT} --propagation slave mount --make-rshared /
ExecStop=umount -R ${RUNTIME_DIRECTORY}
name: container-mount-namespace.service
- dropins:
- contents: |
[Unit]
Wants=container-mount-namespace.service
After=container-mount-namespace.service

[Service]

ExecStartPre=/usr/local/bin/extractExecStart %n /%t/%N-execstart.env
ORIG_EXECSTART

EnvironmentFile=-/%t/%N-execstart.env



B 2% SEVTIE

ExecStart=
ExecStart=bash -c "nsenter --mount=%t/container-mount-namespace/mnt \
${ORIG_EXECSTART}"
name: 90-container-mount-namespace.conf
name: crio.service
- dropins:
- contents: |

[Unit]
Wants=container-mount-namespace.service
After=container-mount-namespace.service

[Service]
ExecStartPre=/usr/local/bin/extractExecStart %n /%t/%N-execstart.env
ORIG_EXECSTART
EnvironmentFile=-/%t/%N-execstart.env
ExecStart=
ExecStart=bash -c "nsenter --mount=%t/container-mount-namespace/mnt \
${ORIG_EXECSTART} --housekeeping-interval=30s"
name: 90-container-mount-namespace.conf
- contents: |
[Service]
Environment="OPENSHIFT_MAX_HOUSEKEEPING_INTERVAL_DURATION=60s"
Environment="OPENSHIFT_EVICTION_MONITORING_PERIOD_DURATION=30s"
name: 30-kubelet-interval-tuning.conf
name: kubelet.service

99-sync-time-once-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-sync-time-once-master
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]
Description=Sync time once
After=network.service
[Service]
Type=oneshot
TimeoutStartSec=300
ExecCondition=/bin/bash -c 'systemctl is-enabled chronyd.service --quiet && exit 1 || exit 0'
ExecStart=/usr/sbin/chronyd -n -f /etc/chrony.conf -q
RemainAfterExit=yes
[Install]
WantedBy=multi-user.target
enabled: true
name: sync-time-once.service
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99-sync-time-once-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-sync-time-once-worker
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]
Description=Sync time once
After=network.service
[Service]
Type=oneshot
TimeoutStartSec=300
ExecCondition=/bin/bash -c 'systemctl is-enabled chronyd.service --quiet && exit 1 || exit 0'
ExecStart=/usr/sbin/chronyd -n -f /etc/chrony.conf -q
RemainAfterExit=yes
[Install]
WantedBy=multi-user.target
enabled: true
name: sync-time-once.service

03-sctp-machine-config-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: load-sctp-module-master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:,
verification: {}
filesystem: root
mode: 420
path: /etc/modprobe.d/sctp-blacklist.conf
- contents:
source: data:text/plain;charset=utf-8,sctp
filesystem: root
mode: 420
path: /etc/modules-load.d/sctp-load.conf
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03-sctp-machine-config-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: load-sctp-module-worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:,
verification: {}
filesystem: root
mode: 420
path: /etc/modprobe.d/sctp-blacklist.conf
- contents:
source: data:text/plain;charset=utf-8,sctp
filesystem: root
mode: 420
path: /etc/modules-load.d/sctp-load.conf

08-set-rcu-normal-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 08-set-rcu-normal-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,lyEvYmluL2Jhc2gKIwojlERpc2FibGUgecmN1X2V4cGVkaXRIZCBhZnRIciBub2RIIGhhcyBmaWw
5pc2hlZCBib290aW5nCiMKIlyBUaGUgZGVmYXVsdHMgYmVsb3cgY2FulGJIIG92ZXJyaWRkZW4gdml
hIGVudmlyb25tZW50IHZhcmlhY mxlcwojCgojlERIZmF1bHQgd2FpdCB0aW11IGIzIDYWMHMgPSAXMG
06Ck1BWEINVU1fVOFJVFOUSU1FPSR7TUFYSU1VTVIXQUIUX1RJTUUGLTYWMHOKCiMgRGVmY
XVsdCBzdGVhZHkic3RhdGUgdGhyZXNob2xkIDOgMiUKIyBBbGxvd2VkIHZhbHVIczoKlyAgNCAgLSBh
YnNvbHV0ZSBwb2QgY291bnQgKCsvLSkKIyAgNCUgLSBwWZXJjZW50IGNoYW5nZSAoKy8tKQojICAt
MSAtIGRpc2FibGUgdGhIIHNOZWFkeS1zdGF0ZSBjaGVjawpTVEVBRFIfU1RBVEVfVEhSRVNITOXEP
SR7U1RFQURZX1NUQVRFX1RIUKVTSE9MRDotMiV9CgojlERIZmF1bHQgc3RIYWRS5LXNOYXRIIHA
pbmRvdyA9IDYwcwojlEImIHRoZSBydW5uaW5nIHBvZCBjb3VudCBzdGF5cyB3aXRoaW4gdGhllGdpd
mVulHRocmVzaG9sZCBmb3lgdGhpcyB0aW11CiMgcGVyaW9kLCByZXR1cm4gQ1BVIHV0aWxpemFO0
aW9ulHRvIG5vem1hbCBiZWZvemUgdGhllG1heGltdW0gd2FpdCB0aW111GhhcwojlGV4cGlyZXMKU1
RFQURZX1NUQVRFX1dJTkRPVz0Oke 1 NURUFEWVOTVEFURVOXSUSET1c6LTYwfQoKIyBEZWZhd
Wx0IHNOZWFkeS1zdGF0ZSBhbGxvd3MgYW55IHBvZCBjb3VudCB0byBiZSAic3RIYWR5IHNOYXRIIgo

79



OpenShift Container Platform 4.15 ol g5t fEaE

80

JIEIUY3JIY XNpbmcgdGhpcyB3aWxsIHNraXAgYW55IHNOZWFkeS1zdGF0ZSBjaGVja3MgdW50aWwgd
GhlIIGNvdW50IHJpc2VzIGFib3ZICiMgdGhpcyBudW1iZXlgdG8gYXZvaWQgZmFsc2UgcG9zaXRpdmV
zIGImIHRoZXJIIGFyZSBzb211IHBIcmlvZHMgd2hlcmUgdGhICiMgY291bnQgZG9lc24ndCBpbmNyZWF
zZSBidXQgd2Uga25vdyB3ZSBjYW4ndCBiZSBhdCBzdGVhZHkic3RhdGUgeWVOLgpTVEVBRFIfU1RB
VEVTUIOSU1VTTOkeINURUFEWVOTVEFURVONSUSJTVVNOIOwfQoKlyMijlyMijlyMijlyMijlyMijlyMijly Mijl
yMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlwoKd2l0aGluKCkgewoglGxvY2FsIGxhc3Q9JDEgY3Vycm
udDOkMiB0OaHJlc2hvbGQ9JDMKICBsb2NhbCBkZWx0YTOwIHBjaGFuZ2UKICBKZWx0YTOkKCggY3Vy
cmVudCAtIGxhc3QgKSKKICBpZiBoWyAkY3VycmVudCAtZXEgJGxhc3QgXV07IHRoZW4KICAgIHBjaC
FuZ2U9MAoglGVsaWYgW1sgJGxhc3QgLWVxIDAgXV07IHRoZW4KICAgIHBjaGFuZ2USMTAwWMDA
wMA0glIGVsc2UKICAgIHBjaGFuZ2U9JCgolCggliRkZWx0Y SIgKiAXMDApIC8gbGFzdCApKQoglGZpCi
AgZWNobyAtbiAibGFzdDokbGFzdCBjdXJyZW500iRjdXJyZW50IGRIbHRhOIRKZWx0Y SBwY2hhbmdl
OiR7cGNoYW5nZX0IOiAICiAgbG9jYWwgYWJzb2x1dGUgbGltaXQKICBjYXNIICR0aHJIc2hvbGQgaW4
KICAgIColKQogICAgICBhYnNvbHV0ZT0ke3BjaGFuZ2Ujly19ICMgYWJzb2x1dGUgdmFsdWUKICAgI
CAgbGltaXQ9JHt0aHJIc2hvbGQIJSVICIAgICAgIDs7CiAglICAgKQogICAgICBhYnNvbHV0ZT0ke2RIbH
RhlyMtfSAjIGFic29sdXRIIHZhbHVICIAgICAgIGxpbWIOPSR0aHJIc2hvbGQKICAgICAgOzsKICBIc2F|CiA
gaWYgW1sgJGFic29sdXRIIC1sZSAkbGltaXQgXV07IHRoZW4KICAgIGVjaG8gIndpdGhpbiAoKy8tKSR
0aHJlc2hvbGQICIAgICByZXR1cm4gMAoglGVsc2UKICAgIGVjaG8gim91dHNpZGUgKCsvLSkkdGhyZ
XNob2xklgoglCAgecmV0OdXJulDEKICBmaQp9CgpzdGVhZHIzdGF0ZSgplHsKICBsb2NhbCBsYXNOPS
QxIGN1cndlbnQ9JDIKICBpZiBbWyAkbGFzdCAtbHQgJFNURUFEWVOTVEFURVIONSUSJTVVNIF1dO
yB0aGVuCiAgICBIY2hvICJsYXNOOiRsYXNOIGN1cnJlbnQ6JGN1cndibnQgV2FpdGluZyBObyByZWFja
CAKU1RFQURZX1NUQVRFX01JTkINVUOgYmVmb3JIIGNoZWNraW5nIGZvciBzdGVhZHktc3RhdGUi
CiAgICByZXR1cm4gMQoglGZpCiAgd210aGlulClkbGFzdClgliRjdXJyZW50liAiJFNURUFEWVOTVEFU
RVOUSFJFUOhPTEQiICnOKCndhaXRGb3JSZWFkeSgplHsKICBsb2dnZXlgllJY292ZXJ50iBXYWI0aW
5nICR7TUFYSU1VTVIXQUIUX1RJTUV9cyBmb3IgdGhllGluaXRpYWxpemF0aW9ulHRvIGNvbXBsZX
RIlgoglGxvY2FsIHQIMCBzPTEwWCiAgbG9jYWwgbGFzdENjb3VudDOwIGNjb3VudDOwWIHNOZWFkeVN
0YXRIVGItZTOwWCiAgd2hpbGUgW1sgJHQgLWx0ICRNQVhJTVVNX1dBSVRfVEINRSBdXTsgZG8KIC
AgIHNsZWVwICRzCiAgICAoKHQgKz0gcykpCiAgICAJIERIAGVjdCBzdGVhZHkic3RhdGUgcG9kIGNvd
W50CiAgICBjY291bnQ9JChjcmljdGwgcHMgM|j4vZGV2L251bGwgfCB3YyAtbCkKICAgIGImIFtbICRjY2
91bnQgLWdOIDAgXV0gJiYgc3RIYWR5¢c3RhdGUgliRsYXNOQ2NvdW50IiAiJGNjo3VudCl7IHRoZW4KI
CAgICAgKChzdGVhZHITdGF0ZVRpbWUgKz0gcykpCiAgICAgIGVjaG8glINOZWFkeS1zdGF0ZSBmb3
lgJHtzdGVhZHITdGF0ZVRpbWV9cy8ke INURUFEWVIOTVEFURVIOXSUSET1d9cyIKICAgICAgaWYgW
1sgJHNOZWFkeVNOYXRIVGItZSAtZ2UgJFNURUFEWVOTVEFURVOXSUSET1cgXV07IHRoZWA4KICA
glCAgICBsb2dnzXlglldY292ZXJ50iBTdGVhZHktcBRhdGUgKCsvLSAKU1RFQURZX1NUQVRFX1RI
UkVTSE9MRCkgZm9yICR7U1RFQURZX1NUQVRFX1dJTkRPV31zOiBEb25llgogICAgICAgIHJIdHVY
biAwCiAgICAgIGZpCiAgICBIbHNICiIAgICAgIGImIFtbICRzdGVhZHITdGF0ZVRpbWUgLWAOIDAgXV07
IHRoZW4KICAgICAgQICBIY2hvICJSZXNIdHRpbmcgc3RIYWRSLXNOY XRIIHRpbWVylgoglCAgICAgIHN
0ZWFkeVNOYXRIVGIZTOwWCiIAgICAgIGZpCiAgICBmaQoglCAgbGFzdENjb3VudDOkY2NvdW50CiAgZ
G9uZQoglGxvZ2diciAiUmVjb3Zlcnk6IFJIY292ZXJ5IENvbXBsZXRIIFRpbWVvdXQiCnOKCnNIdFJjdU5vc
m1hbCgplHsKICBIY2hvICJTZXR0aW5nIHJjdV9ub3JtYWwgdG8gMSIKICBIY2hvIDEgPiAvc3izL2tlcmb5lt
C9yY3Vibm9ybWFsCnOKCm1haW4oKSB7CiAgd2FpdEZvclJIYWR5CIAgZWNobyAiV2FpdGluZyBmb3l
gc3RIYWRSIHNOYXRIIHRvb2s61CQoYXdrICd7cHJpbnQgaW50KCQxLzM2MDApImgiLCBpbnQoKCQ
xJTM2MDApLzYwKSJtliwgaW50KCQxJTYwWKSJzInOnICOwem9jL3VwdGItZSkiCiAgc2VOUmN1Tm9yb
WFsCnOKCmImIFtbIClke0JBUOhfUO9VUKNFWzBdfSIgPSAiIJHswfSIgXV07IHRoZW4KICBtYWIulClke0
B9lgoglGV4aXQgJD8KZmkK
mode: 493
path: /usr/local/bin/set-rcu-normal.sh
systemd:
units:
- contents: |
[Unit]
Description=Disable rcu_expedited after node has finished booting by setting rcu_normal to 1

[Service]
Type=simple
ExecStart=/usr/local/bin/set-rcu-normal.sh
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# Maximum wait time is 600s = 10m:
Environment=MAXIMUM_WAIT_TIME=600

# Steady-state threshold = 2%

# Allowed values:

# 4 - absolute pod count (+/-)

# 4% - percent change (+/-)

# -1 - disable the steady-state check

# Note: '%' must be escaped as '%%' in systemd unit files
Environment=STEADY_STATE_THRESHOLD=2%%

# Steady-state window = 120s

# If the running pod count stays within the given threshold for this time

# period, return CPU utilization to normal before the maximum wait time has
# expires

Environment=STEADY_ STATE_WINDOW=120

# Steady-state minimum = 40

# Increasing this will skip any steady-state checks until the count rises above
# this number to avoid false positives if there are some periods where the

# count doesn't increase but we know we can't be at steady-state yet.
Environment=STEADY_STATE_MINIMUM=40

[Install]
WantedBy=multi-user.target
enabled: true
name: set-rcu-normal.service

08-set-rcu-normal-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 08-set-rcu-normal-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,lyEvYmluL2Jhc2gKIwojlERpc2FibGUgecmN1X2V4cGVkaXRIZCBhZnRIciBub2RIIGhhcyBmaWw
5pc2hlZCBib290aW5nCiMKIlyBUaGUgZGVmYXVsdHMgYmVsb3cgY2FulGJIIG92ZXJyaWRKkZW4gdml
hIGVudmlyb25tZW50IHZhcmihY mxlcwojCgojlERIZmF1bHQgd2FpdCB0aW11IGIzZIDYwMHMgPSAXMG
06Ck1BWEINVU1fVOFJVFOUSU1FPSR7TUFYSU1VTVIXQUIUX1RJTUUBLTYWMHOKCIMgRGVmY
XVsdCBzdGVhZHkic3RhdGUgdGhyZXNob2xkIDOgMiUKIlyBBbGxvd2VkIHZhbHVIczoKlyAgNCAgLSBh
YnNvbHV0ZSBwb2QgY291bnQgKCsvLSkKIyAgNCUgLSBwWZXJjZW50IGNoYW5nZSAoKy8tKQojlCAt
MSAtIGRpc2FibGUgdGhIIHNOZWFkeS1zdGF0ZSBjaGVjawpTVEVBRFIfU1RBVEVIVEhSRVNITOXEP
SR7U1RFQURZX1NUQVRFX1RIUKVTSE9MRDotMiVI9CgojlERIZmF1bHQgc3RIYWRS5LXNOYXRIIHA
pbmRvdyA9IDYwcwojlEImIHRoZSBydW5uaW5nIHBvZCBjb3VudCBzdGF5cyB3aXRoaW4gdGhllGdpd
mVulHRocmVzaG9sZCBmb3lgdGhpcyB0aW11CiMgcGVyaW9kLCByZXR1cm4gQ1BVIHV0aWxpemFO0
aW9ulHRvIG5vem1hbCBiZWZvemUgdGhllG1heGltdW0gd2FpdCB0aW 111GhhcwojlGV4cGlyZXMKU1
RFQURZX1NUQVRFX1dJTkRPVz0OkeINURUFEWVOTVEFURVOXSUSET 1c6LTYwfQoKIyBEZWZhd
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Wx0IHNOZWFkeS1zdGF0ZSBhbGxvd3MgYW55IHBvZCBjb3VudCBObyBiZSAic3RIYWR5IHNOYXRIIgo
JIEIUY3JIYXNpbmcgdGhpcyB3aWxsIHNraXAgYW55IHNOZWFkeS1zdGF0ZSBjaGVja3MgdW50aWwgd
GhlIGNvdW50IHJpc2VzIGFib3ZICiMgdGhpcyBudW1iZXlgdG8gY XZvaWQgZmFsc2UgcG9zaXRpdmV
zIGImIHRoZXJIIGFyZSBzb21lIHBlcmlvZHMgd2hlcmUgdGhICiMgY291bnQgZG9lc24ndCBpbmNyZWF
zZSBidXQgd2Uga25vdyB3ZSBjYW4ndCBiZSBhdCBzdGVhZHktc3RhdGUgeWVOLgpTVEVBRFIfU1RB
VEVfTUIOSU1VTTOke1NURUFEWV9TVEFURVINSUSJTVVNOIOwfQoKIyMjlyMjlyMjlyMijlyMjlyMjly Mjl
yMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlyMjlwoKd2l0aGluKCkgewoglGxvY2FsIGxhc3Q9JDEgY3Vycm
udDOkMiB0aHJIc2hvbGQ9JDMKICBsb2NhbCBkZWx0YTOwIHBjaGFuZ2UKICBKkZWx0YTOKkKCggY3Vy
cmVudCAtIGxhc3QgKSKKICBpZiBbWyAkY3VycmVudCAtZXEgJGxhc3QgXV07IHRoZW4KICAgIHBjaC
FuZ2U9MAogIGVsaWYgW1sgJGxhc3QgLWVxIDAgXV07IHRoZW4KICAgIHBjaGFuZ2U9MTAwWMDA
wMAoglGVsc2UKICAgIHBjaGFuZ2U9JCgolCggliRkZWx0Y SIgKiAXMDApIC8gbGFzdCApKQoglGZpCi
AgZWNobyAtbiAibGFzdDokbGFzdCBjdXJyZW500iRjdXJyZW50IGRIbHRhOIRKZWx0Y SBwY2hhbmdl
OiR7cGNoYW5nZX0IOiAICiAgbG9jYWwgYWJzb2x1dGUgbGltaXQKICBjYXNIICR0aHJlc2hvbGQgaW4
KICAgIColKQogICAgICBhYnNvbHV0ZT0ke3BjaGFuZ2Ujly19ICMgYWJzb2x1dGUgdmFsdWUKICAgI
CAgbGltaXQ9JHt0aHJIc2hvbGQIJSVICIiAgICAgIDs7CiAgICAgKQogICAgICBhYnNvbHV0ZT0ke2RIbH
RhlyMtfSAjIGFic29sdXRIIHZhbHVICiAgICAgIGxpbWIOPSR0aHJIc2hvbGQKICAgICAgOzsKICBIc2FjCiA
gaWYgW1sgJGFic29sdXRIIC1sZSAkbGltaXQgXV07IHRoZW4KICAgIGVjaG8gIndpdGhpbiAoKy8tKSR
0aHJlc2hvbGQICIAgICByZXR1cm4gMAoglGVsc2UKICAgIGVjaG8gim91dHNpZGUgKCsvLSkkdGhyZ
XNob2xklgoglCAgecmVOdXJulDEKICBmMaQp9CgpzdGVhZHIzdGF0ZSgplHsKICBsb2NhbCBsYXNOPS
QxIGN1cndlbnQ9JDIKICBpZiBbWyAkbGFzdCAtbHQgJFNURUFEWVOTVEFURVIONSUSJTVVNIF1dO
yB0aGVuCiAgICBIY2hvICJsYXNOOiRsYXNOIGN1cnJlbnQ6JGN1cndibnQgV2FpdGluZyBObyByZWFja
CAkU1RFQURZX1NUQVRFX01JTkINVUOgYmVmb3JIIGNoZWNraW5nlGZvciBzdGVhZHktc3RhdGUi
CiAgICByZXR1cm4gMQoglGZpCiAgd210aGlulClkbGFzdClgliRjdXJyZW50liAiJFNURUFEWVOTVEFU
RVIUSFJFUOhPTEQiICnOKCndhaXRGb3JSZWFkeSgplHsKICBsb2dnZXlgllJY292ZXJ50iBXYWI0aW
5nICR7TUFYSU1VTVIXQUIUX1RJTUVIcyBmb3lgdGhllGluaXRpYWxpemF0aW9ulHRvVIGNvbXBsZX
RIlgoglGxvY2FsIHQIMCBzPTEwWCiAgbG9jYWwgbGFzdENjb3VudDOwIGNjb3VudDOwWIHNOZWFkeVN
0YXRIVGItZTOWCiAgd2hpbGUgW1sgJHQgLWx0ICRNQVhJTVVNX1dBSVRIVEINRSBdXTsgZG8KIC
AgIHNsZWVwICRzCiAgICAoKHQgKz0gcykpCiAgICAJIERIAGVjdCBzdGVhZHkicBRhdGUgcG9OkIGNvd
WS50CiAgICBjY291bnQ9JChjcmljdGwgcHMgMj4vZGV2L251bGwgfCB3YyAtbCkKICAgIGImIFtbICRjY2
91bnQgLWdOIDAgXV0gJiYgc3RIYWR5c3RhdGUgIiRsYXNOQ2NvdW50I1iAiJGNjb3VudCl7IHRoZW4KI
CAgICAgKChzdGVhZHITdGF0ZVRpbWUgKz0gcykpCiAgICAgIGVjaG8glINOZWFkeS1zdGF0ZSBmb3
lgJHtzdGVhZHITdGF0ZVRpbWV9cy8ke INURUFEWVITVEFURVIXSUSET 1d9cyIKICAgICAgaWYgW
1sgJHNOZWFkeVNOYXRIVGItZSAtZ2UgJFNURUFEWVI9TVEFURVI9XSUS5ET1cgXV07IHRoZW4KICA
glCAgICBsb2dnzXlglldY292ZXJ50iBTdGVhZHkticBRhdGUgKCsvLSAKU1RFQURZX1NUQVRFX1RI
UkVTSE9MRCkgZm9yICR7U1RFQURZX1NUQVRFX1dJTkRPV31zOiBEb25llgogICAgICAgIHJIdHVY
biAWCiAgICAgIGZpCiAgICBIbHNICIAgICAgIGImIFtbICRzdGVhZHITdGF0ZVRpbWUgLWAOIDAgXV07
IHRoZW4KICAgICAgICBIY2hvICJSZXNIdHRpbmcgc3RIYWR5LXNOYXRIIHRpbWVylgoglCAgICAgIHN
0ZWFkeVNOYXRIVGIZTOwCiIAgICAgIGZpCiAgICBmaQoglCAgbGFzdENjb3VudDOkY2NvdW50CiAgZ
G9uZQoglGxvZ2dIciAiUmVjb3ZIcnk6IFJIY292ZXJ51ENvbXBsZXRIIFRpbWVvdXQiCnOKCnNIdFJjdU5vc
m1hbCgplHsKICBIY2hvICJTZXR0aW5nIHJjdV9ub3JtYWwgdG8gMSIKICBIY2hvIDEgPiAvc3lzL2tlcm5lt
C9yY3Vibm9ybWFsCnOKCm1haW4oKSB7CiAgd2FpdEZvclJIYWR5CiAgZWNobyAiV2FpdGluZyBmb3I
gc3RIYWRSIHNOYXRIIHRvb2s61CQoY XdrICd7cHJpbnQgaW50KCQxLzM2MDApImgiLCBpbnQoKCQ
xJTM2MDApLzYwKSJtliwgaW50KCQxJTYWKSJzInOnlICOwem9jL3VwdGItZSkiCiAgc2VOUmMN1Tm9yb
WFsCnOKCmImIFtbIClke0JBUOhfUO9VUKNFWzBdfSIgPSAiJHswfSIgXV07IHRoZW4KICBtYWIulClkeO
B9lgoglGV4aXQgJD8KZmkK
mode: 493
path: /usr/local/bin/set-rcu-normal.sh
systemd:
units:
- contents: |
[Unit]
Description=Disable rcu_expedited after node has finished booting by setting rcu_normal to 1

[Service]
Type=simple
ExecStart=/usr/local/bin/set-rcu-normal.sh
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# Maximum wait time is 600s = 10m:
Environment=MAXIMUM_WAIT_TIME=600

# Steady-state threshold = 2%

# Allowed values:

# 4 - absolute pod count (+/-)

# 4% - percent change (+/-)

# -1 - disable the steady-state check

# Note: '%' must be escaped as '%%' in systemd unit files
Environment=STEADY_STATE_THRESHOLD=2%%

# Steady-state window = 120s

# If the running pod count stays within the given threshold for this time

# period, return CPU utilization to normal before the maximum wait time has
# expires

Environment=STEADY_STATE_WINDOW=120

# Steady-state minimum = 40

# Increasing this will skip any steady-state checks until the count rises above
# this number to avoid false positives if there are some periods where the

# count doesn't increase but we know we can't be at steady-state yet.
Environment=STEADY_STATE_MINIMUM=40

[Install]
WantedBy=multi-user.target
enabled: true
name: set-rcu-normal.service

O7-sriov-related-kernel-args-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 07-sriov-related-kernel-args-master
spec:
config:
ignition:
version: 3.2.0
kernelArguments:
- intel_iommu=on
- iommu=pt

O7-sriov-related-kernel-args-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: worker

name: 07-sriov-related-kernel-args-worker
spec:

config:
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ignition:

version: 3.2.0
kernelArguments:
- intel_iommu=on
- iommu=pt

2.2.5. Telco RAN DU &E e @4 A&
LIRS Bk T H{E RAN DU B3£I (RDS) R BIF R A

2.2.5.1. Telco RAN DU 4.15 35 iF %R 4420 ¢4

Red Hat Telco RAN DU 4.15 23R 5B £/ OpenShift Container Platform 2 &5 2 hub &AL
TR @ TR,

5% 2.7. Telco RAN DU ZEE£BMRIEAEHHY

ZEERRE 415
Cluster Logging Operator 5.8

Local Storage Operator 415
PTP Operator 415
SRIOV Operator 415
Node Tuning Operator 415
Logging Operator 415
SRIOV-FEC Operator 2.8

% 2.8. hub SEH IR A4

g AR

hub S&EhR A 415
GitOps ZTP {4 4.15
Red Hat Advanced Cluster Management (RHACM) 2.9,2.10
Red Hat OpenShift GitOps (Rl
Topology Aware Lifecycle Manager (TALM) 415
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2.3. LIERDSE TS

2.3.1. Telco RAN DU 4.15 &% itk

ER/OSZ I A (RDS)BE BT i LA 4 £i21TH OpenShift Container Platform 58, LUEERE
D TAE

2.3.1.1. BT H{EARBM OpenShift Container Platform 4.15 Thig
OpenShift Container Platform 4.15 &R LLTINEE, HHEEGEKLSE1XITHE(RDS)EA,

£ 2.9. OpenShift Container Platform 4.15 R HL{S RiMFH ThEE
IhHE b

X IPv6 PILS Y% L5 SR WMAE, BN IPve ME RIS MR, MMEFLER, 1ESH IPv6 MLz
B B % M2 SRR,

2.3.2. BE#D 4.5 E AZEEELR

Telco #%/BEFITHIME(RDS) ik T XA FEENARERF (3FE control plane ThEE) HIF A, WES
MBRE, elhaE—EEhXBIBEEEINEE, 0 user plane THEE (UPF), XETHEEBEZETT B, &
FHIMLE T, R E LT E FF TR RAN i imER B IR HI BT M RE K

LS D i AR B 2R

Management network

BGP networks

| i - |
Router / Gateway
Baremetal network
OpenShift
core cluster
- Control plane nodes (xN) Worker nodes (xN) Worker nodes (xN)
N 4 Infrastructure Application
—
Regist Ext |
Sgety/ Beena MetalLB CNF (xN)

BMC network

Storage network

Secondary networks

HERODRENMALERARGZETRAN, 2 —RINBBHEMEREEL, IPv6 BVHEN, BEIERER
Wi, FEDREFTERATUHEMESE, FE user plane MLEZHF, 11 DPDK, HAbIhae@E LS5t
MRREERER, FEATLUER OVN-K. MRS N E T EHERRE X,
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HERDERECE NITE= control plane 8%, H worker T RECE T HEFI LN (RTAZK, BEXHE
ATREMEMMREE RO T ETE, worker T R fEF MachlneConflgPooI CR2ER. flin, X2RIEMA
FEBEIEATRSEEHEN T ROFN, N TRMENRERFETRE, SHRET —HIEN
Operator Lifecycle Manager (OLM)E 2 X Operator,

2.3.2.1. E R R
LATFECEF BRI ER FAE EER OB,

Cluster
SHMTEUTEX :
o S M3+ YT R) control plane

o AAFEM supervisor i m

Storage

¥ FBIEEHANHER OpenShift Data Foundation 12t A, MEEZER
TR R E i SR

P4
FERD RS R IXEEK

o WHERL IPv4/IPV6

%
=
N
iy
s

o TRMITER  KREEHEGBRBPEITIE LML,
o LML DEIMLSIE OAM, ESMEMAREC FIREREE.
e Cluster network type : % IPv6 Fe & OVN-Kubernetes,

DR LT "ML S fhiFR 7 EJZ RHCOS, SR-I0V Operator, Load Balancer F1E fthZH 4Ry
Z0E. EafilL, XLEREaE

® Cluster network : SR E B REREHITE LFHNA, NEENEFHILUBT
NMState Operator £ 58 2 X552, AR E T FAFEIL :

o FHlEAOKE
o A/A Bonding (Link Aggregation Control Protocol (LACP))

o ZM%% : OpenShift CNI@id Network additionalNetworks =%
NetworkAttachmentDefinition CR B &,

o MACVLAN

o NARFEIMENE : User plane MABIERIREMLEIIEE(CNF)HIZIT,
Service Mesh
F{S CNFs B9 Service Mesh ERIEEE I, TEAFABEZOEREREFE Service Mesh 5231, Service
Mesh SCIFNED B 48 H L AR BOSE [,

23211 TEESENE WiERER
UTIRERSEIASRUEX,
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Worker 752
e Worker i s 7E Intel 3rd Generation Xeon (IceLake) M IBBR s B HTAR A L1z 1T, &, MRME
FA Skylake SiERBIACERSR, NATIZER silicon R2IRE (40 Spectre) MIERRARE ; TikiX
P AT RER SR E S MR T &K 40%.

e 1f worker T2 _E/FF IRQ Balancing, PerformanceProfile % &
globallyDisablelrqLoadBalancing: false, {RiE8) QoS Pod #FELAARIERE, W'SERN
RIBOT "B H Y CPU 2 RFNMERE AL F FR AT,

AT R

o TEMAET RLHFERBLRE

e CPU R x86_64

o TRIZITHER (3ERT) AR

o SRBENITHRNEIKEET R
HIREE A+ MachineConfigPool 2 [F] T mEtE L HRBAAR. EEXNF
MachineConfigPool FHIFTE T/ 2 —HH.

CPU %X
CPU %X {#f PerformanceProfile B2i&, #HETF & MachineConfigPool ., E&H"SE®KD
EATEME RR"CPU £ K AIMREHEE " FER 49,
23212 NRABRFIENRE
EROERPZITHNBREFEIENHTRESESMEEMLZ CNF MESRE pod THEAHMAES,
IRIFR N MR RLERMEEL AN T HER CPU B pod BIRIEH QoS AR A, BE, EAHE
DPDK B9 user plane P& E & M AEFNE IEIRTHAE(CNF)BY) pod FEEEA CPU BI¥R 5FI A, XA LURIT
TR ABFMFRIERS FTE(QoS)AE KL, XMFHFEXBAFERA CPUM pod, 1HEIFEBAERSIEBE
BN, FEENRRK(2 B2 )M IO E pod BHER 2 A CPU BIEZHL,

ZITTARESTHEMNRIEEMER ML Pod BEERAREHRAN QoS HE, BFRFELTHN
fRE R CPU W,

PR il 4 ekt
e CNF N ARFENIZEBRMAMMANZLIERELE Kubernetes 18/,
o N FREMELB QoS pod HHE,

o FLUMEARIEM QoS pod, {B1E PerformanceProfile H & EEAELE R B AIEE /Y
CPU,

o {RIERY QoS Pod /B & EEMRE CPU KR,

o ERETFMRA pod THERIENT CPU B AR, TIFMEATREMREMITETNE. #1F
BT RARES S,

o FRIEDFEATHENLES, BNIRIZERER exec HRIN,
o ISR CNF EFEEA CPUEE, MAZE[HEA exec 1R,
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o NiZfEAHEMIRNISENE, 40 httpGet/itcpSocket.

L

1f steady-state #E I BHENIRNEER VM TIR. exec RNBIRFIEEEHTHEF
k SEEFREZE R,
E8ITEME
o ESIEMEMEMMA SCTP. REST. gRPC {89 TCP =k UDP i,

o FMWELZ(TPS)KAKE A MEMBE MACVLAN 5 SR-IOV BI4HE CNI (multus)BJIi
.

o ESITHENEETHRIEHEL QoS W pod HIZIT,

233 . HiERLSETHYE
BUR/NTT iR T B FECEMERB LR 21T HERD TIE M A& # OpenShift Container Platform ZH {4
FERE.
2.3.3.1. CPU £ X It REJHEE
XN BRABFHRE
o XMNRAEBESEIXITER

ek

CPU XAV TENEH S @A EM. HENHE., hETMIEIERIENNSE, DL ESH
MEREFNIEIR, D ECLAIXLEFHBIHFIER CPU FELL FER D A #LH reserved, TEHBZEERGH, CPUZ—
NEBEFZ,

PRIEIFNZ R
o BERAFTE—EHEN CPU RHITEIERARMBIENKIA FES.

o {Y8H user plane R4 A (DPDK)MRG E DB E WIRE RS EMEEI AR E
— D2 BBERFR).

e 5 H Hyper-Threading IR IR AR A AR N T2 1% B N BRI CPU b,
o RENBEEMAKESWISEFA CPU A%,
o B/ NUMA T sl O Il S EEREH CPU &£+,

o REMAKARESZEIFMBIRIN, WRHEFIE QoS pod FEFTEMEA CPU, MU TE
FEMIANE pod :

cpu-load-balancing.crio.io: "disable"
cpu-quota.crio.io: "disable"
irg-load-balancing.crio.io: "disable"

o L {#HF PerformanceProfile.workloadHints.perPodPowerManagement /5 B &4 pod FiR
FEHEN, NRRIE QoS pod FETEMEM CPU, NAAUFLAT EAEMANE pod :
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cpu-c-states.crio.io: "disable”
cpu-freg-governor.crio.io: "performance”

T#EEE

o FTEMZIVRE R E(systemReserved) B{E B BIEFFEE OpenShift 4 TR LN RGIREERN
CPUFINTF

o LPRATHRIRE CPU RBEUA TRMIEM TFMEREM,

o REH CPU HYAM L& ABITERAK BLIE),

o X CPUZRBIEUFHEZEHEHEF MCP HBI T R,

o REM CPUHAT pod BE, FENRER CPUEM OpenShift 17 mBY A 3 B S & HHIFR,
o MMRTRMESLHITHAE, NINE R SER T RERR.

o ARG R(IRQ) RIS FREE R RNIFRE R CPU, NIBREFRIE CPU QoS B pod
TEFEAPEHN CPU, RS SBFHAMAEMELIISR IRQ KKK,

o OVSHSEEH cpuset BLiE, LUENMBRENTE K, BARFERBAND CPU RKLEE
CNI LHEMBEILE,

Hith 5w
o [ERMAERESRMET R LIEER

o NELEIRMEEREECE ENE 4

2.3.3.2. Service Mesh

ek

S0 CNF BE R ERSMIE L. AR EREFMREIUR TN ARF. RSMIEELEMEE
VEFERBH T ASCHEESER, ARSS RIS SRR BRF A RFMAERIRNT (B4E pod M4 5| ARYFISE
R) BAEBMERARIRHPEE,

Hith 5w

® XTF OpenShift Service Mesh

2.3.3.3. W%

OpenShift Container Platform R%% @ — M INBEE SR, EUHMBUMLTIEE, SERASUMLEHERXT)
BESRY B Kubernetes W44, SHEENHE—IMHZNEEEHEENELRE,

Hith

=

P
o THEML

2.3.3.3.1. Cluster Network Operator (CNO)
XM REFPRHFAST
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o XNMMAEESEIITER

itk
CNO 1E OpenShift Container Platform &8 RZ TP EENEEEHM LAY, SEEIAB OVN-
Kubernetes M4&§EHE, ©RATFEBIED MTU XE. OVN WXER, FTTABBERAT pod K
M, &% MACVLAN SHfth =2 %%,
TRHMERESE, B CNO BES/IMMEED, EREXLEONRE @Y ER NMState
Operator W AMESHKAREE. NBE pod MEWIEMRKE, OVN-K EEBENEAT
routingViaHost 111, L% EFARKEEAR, UEN AR SIERE, mAR OVN BT pod HAMR

EQ
Whereabouts CNI 3@ B F N EAM pod M%&EORESIE IPv4 f11Pv6e Fit, M FHFEAE DHCP AR
%20

PREHIFNZE K

e |Pv6 THEZE OVN-Kubernetes,

o REMTUERIZFHFEEMERENMA LA RE N ERNIEKE,

ITEERE
e Pod HOFEHAKEEHKE A routingViaHost 1ETNEE, EH| LB B E Y SE
EO
Heth 5T

® C(Cluster Network Operator

2.3.3.3.2. Load Balancer
XAMRAFRFAR
o XMNRAZRESEXITERH

b
MetalLB 2 &R AE R BT AIIEN]L Kubernetes SEEFH /1 1987855, B A ik Kubernetes ARS53K
EXARER 1P tthiit, Z bl iR RIS R RN ML,
BLEAFTEEEE MetalLB AR RMMINEE, MBARSAEHHLE, NELE, ETLUMERASRE=A
M E S, AN EESMEFME B B L MEESEE, FRASRE= AN Fa%SEN, &
BRIVELTEERBWHON, LUIARIERAAA MM TR AREKR,

PRSI K

® MetalLlB AXFHEIREMEDE., MBXZITIEME CNF BER, e/ & R 785
2R LI,

o LA ERHZRI AR ANER P ik AT LAME 7 ik B B B SR BF B9 ALK,

T#EEE
e EBGPERT, MetallB (X AF#&OAHIKEL,
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o X FAKERERE, MetallB [ ZHFAMM IR HERB OVN-Kubernetes BZE 4N/,
EB 14" Cluster Network Operator"#84> F1#Y routingViaHost.

® MetallB ) BGP BLERIEM AN F REKRMA TR,
o FLURBEFEMEMILH, fIFHit, REKE., B2 RMEMBXSHHTR,

e Bi-Directional Forwarding Detection (BFD) B¢ B &S HIEN R FEARIME, BENE
ATRE R S BRI U E FRIERE.

Hih 5w

® X F MetallLB # MetalLLB Operator

2.3.3.3.3. SR-IOV
XMRARBFAS
e JI7E, MultiNetworkPolicy %R N A EI SR-I0OV FILE,  LAsi i SE e 2% =T 15 7] M 3R BK.

® SR-IOV Network Operator FIFEXZ# QinQ. X2 — AT INEE,

® SR-IOV VF BI{E R fEVHZE CNI B@id ‘allmulti' PRCBEWRFIE S IBRE. 1XHEMR T 5 NET_ADMIN
IHEERINE pod &2t E FXXAR(SCOMER, FHBiTRARERD pod BIERAEIG L
2,

ek

SR-IOV RIFEIEM 4O (PF)XI N E N EIINEE(VF). ARG VF A2 B4 %4 pod,
DSCIIE S 2R, RANE pod RIFEE. SR-IOV Network Operator B & HEE
SR-IOV CNI. M%% & 1E4F SR-I0V B H th2H 4,

PRIEIFNZ K

o STRFBIMLEEE ORGSR SR E AT

e BIOS Ffy SR-IOV #1 IOMMU J2H : SR-IOV Network Operator RERBSTHEIER
IOMMU,

® SR-IOV VF A& M PF EIWEERRIR S EH, MRFJEEEZON, SDIIEVMIHHT,

e MultiNetworkPolicy CR REEL FAZEI netdevice P45, iXZ2FR ), LHEMEM iptables TR, ©X%
SEEE viio 0,

ITEERE
o viio BEXHH SR-IOV EOEERAT HEES TR ESMEIE RN AREFS BN B Z R ML,

HihFFR
o XTFTHIRI/OEHIL (SR-IOV) WML

2.3.3.3.4. NMState Operator

XA hRAFEHAE
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/networking/#about-sriov
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o XNMRAEESEIXITER

ek

NMState Operator 24t 7 — Kubernetes AP, AAFAESEE T REIHITMARE, eEZEOL
FRMEORE,. 55 IPFDNS, VLAN, 4k, 40%E, #SKE. MTU FERERER, S5
T REHRA AP RS EBRIRE BTN T RBIMLEZE DRSS,

BREIFNZE K
Not applicable
TITEEE

o AN ECE —EARE CR A NMStateConfig WA . NMState Operator {XERI%S
BHTRENFHEA,

o I SR-IOV EfITHEEA T ENMLLES, £H NodeNetworkConfigurationPolicy ) NMState
Operator FHFECE XL VF 0, 0 VLAN #1 MTU,

Hih 5w

® X F Kubernetes NMState Operator

2.3.3.4. BEid®
ENRADRFAS
o INRAZESE LIRS

ek

Cluster Logging Operator [E AINEFHIRH S T REXM AR, LT ZRIIM 2, SEBREFER
Kafka 5 8 1T FEAIZRIY B & & E B2 F i,

BREIFNZE K
Not applicable
TITEEE

o KR CPU ERAMSINBUR T KN BEHHREN KN AREEN A SLIEE,

o SEREANAENARFASHNAS, MYARFATEESEEEY, FEMHENARFAE
ILREUR S REFREBESHNEBHN CPU IR,

Hih 5w
o XFHEILX

2.3.3.5. HREM
XA MRARBHFARE
o INRAZESESITER
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Performance Profile I LA LIS HIR, BHEIRSBCESRINEESRL, FAIERINEETRUR TR
BITHI TR R ERIEEE, RPN EREBURE, FAEA pod HIREIR C-states ThEE, WKEEIR pod
BeB R AR,

MEEZER, HSHN T REE TEE

BREIFIE K
o HREEMINTEUM BIOSEE, HIiN/5H C-states #1 P-states, ECiE RN M
=
Fto
TEEE

o JER : %TE%%XTLL@IWE’JI{’Fﬁ‘ﬁZZPﬁEEE? BEE—NSHEREERE pod IR
BERE, 81 pod HREBICERAFFELTHEE CPU # Guaranteed QoS Pod,

Hib ¥R
® 3217 colocated mFMEL B T I ERITT RBCE T BE

2.3.3.6. Storage

Bk
TREGFEHIRS THZSMHERAARRME, SEFEBLIESE =M OpenShift Data Foundation,

OpenShift Data Foundation @& F Ceph FI4E LIFMERRR AR, SIREREME. XHRGEFM
MREBXNREFME, A RAMEMEFAMBEERSSES, BERONARFEERAMREM.

4 pa =

ABEFEBIERRETENE, BEREXR, HREHERNSSEMEENSRE. FiEM
BB MEB RS MR, REEERNEIEEMSBNT [RF N RTFTIFE.

b
i

2.3.3.6.1. OpenShift Data Foundation
XMRARBTAS
o XMRAEESEXITERH
ik
Red Hat OpenShift Data Foundation @& 23 E L HEMEIRSS . T Telco BDER, FHEXR

AR 21T RIN FATE R TR (1 # £ 8EH OpenShift Data Foundation 2 fifRS51R4t, OpenShift Data
Foundation 2§ Z 2 CNI R4 kD BEFHERE,

BREIFIZE K
. E IPv4/IPv6 R MILSEAE R, OpenShift Data Foundation /8 IPv4 Hitlk, MEEZER
HE M E A IPv4 2 OpenShift Data Foundation B OpenShift JHERE o
TITHEEE

® OpenShift Data Foundation M45REN 45T AR EMEMRERE, FINER VLAN i
%Q
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https://docs.openshift.com/container-platform/4.15/rest_api/node_apis/performanceprofile-performance-openshift-io-v2.html#spec-workloadhints
https://docs.openshift.com/container-platform/4.15/scalability_and_performance/low_latency_tuning/cnf-tuning-low-latency-nodes-with-perf-profile.html#cnf-configuring-power-saving-for-nodes_cnf-low-latency-perf-profile
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.13/html-single/4.13_release_notes/index#support_openshift_dual_stack_with_odf_using_ipv4
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2.3.3.6.2. Hithiz ik

HithFiE R AR BT IO SRR AN EME, XERRARNEBIERBY T HERKD RDS
BB, SEERRAAREREROERVL TS S ERMANNMEEEDTT, LUAREMHTEEA MR K
RREREK,

Hib ¥R

® Red Hat OpenShift Data Foundation

2.3.3.7. K%
XMRAPBFAS
o XMRAEESEITERR
T
Cluster Monitoring Operator (CMO) BRINBIETEFTHE OpenShift &£Edh, FHNFEHMM R ELAE I

BRHERE (55, (ERIRFER) .
BCiB 1% Operator BFETE X, S¥E :

o HKiINMREBEH

o BHE EWRMI
pod CPU FIRFIERM I EEE T il Kubernetes cAdvisor, FFAUE (15540 BT BOEKHE, A
ERTERMYE., X5 spiky BUE, XLEHIEGES A8 ENEEURBIERA L, OpenShift
¥ #F opt-in TRRSS WIEThEE, BRI T —HARZE spiky T NS —4H pod CPU FIREFIEIR. 0
FRLZER, HBHLLERARER,
BRTBABEN, BRIZNAEROEERELL TS

o R T{Ef#EM Pod CPU MIRFIEFRFIZIR

PRIFIZE R
o UNEEBNIIN AT ARSI, UERET pod BT

T#EEE
e Prometheus RERHEHMAIEE. HAKNEZRIE CPU MR SR KA 0 L8R

BRFERZ MBS, RERBRK, BMF#ER, FHEEDNN CPUKERRIENR
Bl

Hb iR
® XTF 415 54x

2.3.3.8.
XA MRARBHFAE
o XNRAFERESERITER
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/storage/#red-hat-openshift-data-foundation
https://access.redhat.com/solutions/7012719
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/monitoring/#about-openshift-monitoring

B 2% SEVTIE

o fERFE—NEESCHEMNAY, MFENAEIEMERFEERNT R, EFaMNZOE
D, FHEEERIIBEYSDATEAFENESE, B2, LTI PR T —LL4ENA
5, ®TLLETF NUMA Resources Operator J& i NUMA RAEIVAE, MNEBRZER, BHSHIFE
NUMA R&&0 T 4F £ 3,

FREIFIZ k
o FKNFIEREASTMIENEHLN NUMA KitiE, ST 2 worker 17 52 LA A A FHREY S,
M. HIAEEF Topology Manager 5% 1% &/ single-numa-node =X restricted #9777 &= £
B, XAl gEs S BT VF R ia Y,
o fn, FEEiEK 6D CPUM pod, HHERBMNNUMATRE 4N CPURNZET R, T
RNADESELHEN 8 CPU, HERFEN pod RBEIEF, BRE, TimAMEA
R, EHEN NUMA TTERHPREA 449 CPUATH,

o BEZ% NUMA T mHIFR B B & & Z# FH NUMA Resources Operator, NUMA
Resources Operator B machineConfigPoolSelector i %R E NUMA B4 JH R
B =

o FANSBEELHVINES -—BEHERE, FIMAET [RELIZEEHEE NUMA Kif
i&o

T#EEE
e Pod ATREREIMYBBEMAENRE, AXIBNESER, HSMH CPU XM

e
JEo

o {EALLE T 7E SriovNetworkNodePolicy CR #f&f excludeTopology FE%, ¥ SR-IOV &
FITZhEE NUMA KEXME B & 0 12 Vi B HA (A 4% 72 B8

Hith 5w
o IESHERHERFES pod RE

o iE NUMA A TEfE

2.3.3.0. 2%

XA MRARBFAZ, fk
ALFEAETFRIBNRERRF (AB)REREKOER, LLAZRTFRAIEEIRS SR LRE
OpenShift Container Platform, MR MIARSSRHEINREERRE, ABl REREF I LUEEM
R EiE1T, BIANEICARFEMRAER 1ISO BEH K. I 1SO RIEEEE supervisor 11 mBIREN . &
FREMNEAMSKIEENRSE supervisor 17 mM API O ABl TEGEHE,
e MFBEBERM CR%&
o TEHEEHAMRS R II/FRE

o TREMITERAIMERR R

PR HIFE K
o M IEENETRERFE NI registry, EPEEMBEMEARNS.
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https://docs.openshift.com/container-platform/4.15/scalability_and_performance/cnf-numa-aware-scheduling.html
https://docs.openshift.com/container-platform/4.15/scalability_and_performance/using-cpu-manager.html#topology_manager_policies_using-cpu-manager-and-topology_manager
https://docs.openshift.com/container-platform/4.15/scalability_and_performance/cnf-numa-aware-scheduling.html#installing-the-numa-resources-operator_numa-aware
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/nodes/#nodes-scheduler-about
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T#EEE

o MKEREN ZIERE TR N NMState BELBN RIS 2 XECE, {6 NMState
Operator,

Hi 5w

FRAETREBENZEERFRRZE OpenShift Container Platform 5%

2.3.3.10. &£t
ENRADHHFARAS
o INRAZESERITER

ek

HERERRRENERE, FEIHWZINKTERZm{LERE, 7 OpenShift Container Platform /i,
BB R—HEHIIRE A TR ER . ATFANE T P RRENFE AR E R R 2B
%o

e SecurityContextConstraints : Fi8 L{E 1%k Pod &M M restricted-v2 5§ restricted SCC
1T,

e seccomp : FfifE pod #) {8 RuntimeDefault (S{E i KM) seccomp ERBEEIZIT.

® Rootless DPDK pod: 1% F ' -plane F%%(DPDK) CNFs % pod & root I [Riz 1T, fEFA
LEIhEE, RIERFE root FFIHIIE R FiZ1TH A DPDK pod, Rootless DPDK pod £ rootless
pod HBIE tap %%, IF DPDK N ARFRREE AR,

o FFE : AEHERIL SRS BT AR B A B IS, FEIS I B "Storage” B4

PRI FIZE K
® Rootless DPDK pod EEZLTFAIAN B E S % -
o f{#iF container_t SELinux L FXEETAP #H4,

o FEEWHL/EF container_use_devices SELinux i /R {H,

T#EEE

e X F AR DPDK pod ZHF, w/ifEEHNLLJSF SELinux #i/R{H container_use_devices, =
BEOIERTAP &, XBIAT —NRENE, FEEENER, HRREMERAR,

Hith 5w
o ERLEM FTXR

2.3.3.1. 95 B
A RAPRTRE
o XMRARESE LT
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/installing/#installing-with-agent-based-installer
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/authentication_and_authorization/#managing-pod-security-policies

B 2% SEVTIE

ik
SR B R limits A requirements E84 5 HBI KN,
FERABRREY R T TERENT B,

PRIEIFNZ R
o KB RIEV120MTR

TEER
Not applicable

2.3.3.12. HftbEei&E

2.3.3.12.1. B R

ek

RERDEFTHIREMSPLRE, MEFEZEVINEKMN, R4, BEH Operator MENMERS
RARE LT BT FF 3R registry 1R, X BFE OpenShift Container Platform ik, 82 X
Operator Lifecycle Manager (OLM) Operator F& #0152 FF T/E R R, ERAMFERNIMNER
HENMLR, B -

o NRPMRHINIERFRIITH]
e curated content: registry E FRENEKERAMENEIIHITESR

BRBIFNZE K
o FRAHEZE X CatalogSource #HFEE—PMHE—LZTF, FTEEEFEARINB KA.

o WIRBEMHN FIREE HEFREN—E 5.
TEER
Not applicable
Hith BTIR
o XRTEMTFEERNIMERIERFER

2.3.3.12.2. A%
XA RRAFBFASR
o AMRAEBESELITERR
sk
FA /T LAEF MachineConfig RE LT RAELER, 7 CNFs IREH BABINEE :
® sctp
® ip_gre

® ip6_tables
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/updating_clusters/#about-restricted-network-updates
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PRIEIFNZ R

o WILEIT X ERNRIEREABThEE R A~ 24, LUBEX CPU fi#. R4

% -

TEZE

ip6t_REJECT

ip6table_filter

ip6table_mangle

iptable_filter
iptable_mangle
iptable_nat
xt_multiport
xt_owner
xt_REDIRECT
xt_statistic

xt_TCPMSS

KPI BISAI,

PFFEMAIRSIRF F.

Not applicable

2.3.4. BiE#%0D 415 S EEE CR
FARAUTEE LFER(CR)EFEHHEEKOEBEEBEMEE OpenShift Container Platform &2f, FH

CRAMAMBFHEEMRUDERIBRELE, RIEHEUA,

2.3.4.1. Resource Tuning 3% CR

3 2.10. Resource Tuning CR

e

2.3.4.2. #1#51M CR

5 2.11. Storage CR
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2% CR

control-plane-system-

reserved.yaml

pid-limits-cr.yaml

pin

=
=

i

as
(=]

7|

BELL R (R $¥

XN RARRHFAE



H 2% CR

448 Red Hat OpenShift  Ol-rook-ceph-external-
Data Foundation Bgi& cluster-
details.secret.yaml

&R OpenShift Data 02-ocs-external-
Foundation E2i& storagecluster.yam!
&R OpenShift Data odfNS.yaml

Foundation B2 &

A8 OpenShift Data odfOperGroup.yaml
Foundation E2i&

2.3.4.3. M445IH CR

5 2.12. Networking CR

HiF 8% CR

Baseline Network.yaml

Baseline networkAttachmentDefi
nition.yaml

B R addr-pool.yaml

9t ds bfd-profile.yaml

9t ds bgp-advr.yaml

9t ds bgp-peer.yaml

B2 metallb.yaml

B2 metallbNS.yaml

IR metallbOperGroup.yaml

2R metallbSubscription.yam

Multus - BF AR DPDK  mc_rootless_pods_selinu

pod By Tap CNI x.yaml
Cluster Network sriovNetwork.yaml
Operator

pin

7|

7|

pin

7|

7|

7|

7|

7|

7|
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XN RARRHFAE

XN RAFRHFAE
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Het 2% CR gy ] XA RAPHHAE
Cluster Network sriovNetworkNodePolicy & =
Operator yaml

Cluster Network SriovOperatorConfig.ya B =
Operator ml

Cluster Network SriovSubscription.yaml 5 5
Operator

Cluster Network SriovSubscriptionNS.ya ES =
Operator ml

Cluster Network SriovSubscriptionOperG & S
Operator roup.yaml

2.3.4.4. FEBIH CR

#* 2.13. HE CR
Hir 8% CR g7/ ] XA RARHHAE
NUMA BRI E R nrop.yaml = a
NUMA REAH A2 7 sched.yaml & =

2.3.4.5. Hfth5|A CR

= 2.14. Htb CR

A 2% CR ) XN RAPRHAE

Hth s control-plane-load- 2 =
kernel-modules.yaml

HihpaiziEsh sctp_module_mc.yaml = ES
Hb s worker-load-kernel- 2 &

modules.yaml

EREEEKILE ClusterLogForwarderya & &
ml

SBHHEKICE ClusterLogging.yam! = =

SBEAFICLE ClusterLogNS.yam| S S
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Ay 3% CR by 1 XM RAPHHAS

EBAFILE ClusterLogOperGroupy & =
aml

SEEEKIIE ClusterLogSubscription. & =
yaml

W FF 5 B & catalog-source.yaml = S

W FFE B & icsp.yaml S =

W FF 5 B & operator-hub.yam| = S

WE RN A AR monitoring-config- 2 S
cm.yaml|

RS PerformanceProfileyam & =

2.3.4.6.YAML &%

2.3.4.6.1. Resource Tuning % YAML

control-plane-system-reserved.yaml

# optional
# count: 1
apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: autosizing-master
spec:
autoSizingReserved: true
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/master: "

pid-limits-cr.yaml

# optional
# count: 1
apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:

name: 99-change-pidslimit-custom
spec:

machineConfigPoolSelector:

matchLabels:
# Set to appropriate MCP
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pools.operator.machineconfiguration.openshift.io/master: "
containerRuntimeConfig:
pidsLimit: $pidsLimit
# Example:
#pidsLimit: 4096

2.3.4.6.2. #f#E5IH YAML

O1-rook-ceph-external-cluster-details.secret.yaml

# required
# count: 1
apiVersion: vi
kind: Secret
metadata:

name: rook-ceph-external-cluster-details

namespace: openshift-storage
type: Opaque
data:

# encoded content has been made generic

external_cluster_details:
eyJuYW1lljoicm9vay1jZXBoLW1vbi1lbmRwb2ludHMiLCJraW5kljoiQ29uZmInTWFwIliwiZGFQOYSI6eyJkY
XRhljoiY2VwaHVzYTE9MS4yLjMuNDo2Nzg5liwibWF4TW9uSWQIOilwliwibWFwcGluZyl6Int9In19LHSsi
bmFtZSlI6InJvb2stY2VwaC1tb24iLCJraW5kljoiU2VicmVOliwiZGFOYSI6eyJhZG1pbi1zZWNyZXQiOiJhZ
G1pbi1zZWNyZXQiLCJmc2IkljoiMTEXMTEXMTEtMTEXMSOXMTEXLTEXMTEtMTEXMTEXMTEXMTEXIi
wibWOULXNIY3JIdCl6Im1vbi1zZWNyZXQifX0seyJuYW1lljoicm9vay 1jZXBoLWIwZXJhdGIyLWNyZWR
liwia2luZCI61INIY3JIdClsImRhdGEiOnsidXNIckIEljoiY2xpZW50LmhlYWx0aGNoZWNrZXIiLCJ1c2VyS2\
5ljoiYzJWamNtVjAifX0seydJuYW1lljoibW9uaXRvcmluZy1lbmRwb2ludClsimtpbmQiOiJDZXBoQ2x1c3RI«
IsSImRhdGEiOnsiTW9uaXRvemluZ0VuZHBvaW50l1joiMS4yLiMuNCwxLjluMy4zLDEuMi4zLjliLCJNb25pc
G9yaW5nUG9ydCl6ljkyODMifX0seyJuYW1lljoiY2VwaC1yYmQIiLCJraW5kljoiU3RvemFnZUNsY XNzliwi
ZGFOYSl6eyJwb29sljoib2RmX3Bvb2wifX0seyJuYW1lljoicm9vay1jc2kicmJkLW5vZGUILCJraW5kljoiU2
jcmVO0liwiZGF0YSl6eyJ1c2VySUQIOidjc2kicmJkLW5vZGUILCJ1¢c2VyS2V5ljoiln19LHsibmFtZS16InJvbz
stY3NpLXJiZC1wem92aXNpb25IcilsImtpbmQiOiJTZWNyZXQiLCJKYXRhljp7InVzZXJJRCI6ImMNzaS1yY
mQtcHJvdmlzaW9uzZXIiLCJ1c2VyS2V5ljoiYzJWamNtVjAifX0seyJuYW1lljoicm9vay1jc2ktY2VwaGZzL X!
yb3Zpc2lvbmVyliwia2luZCI6IINIY3JIdClsImRhdGEiOnsiYWRtaW5JRCI6ImNzaS1jZXBoZnMtcHJvdmiz:
W9uzXIiLCJhZG1pbktleSI61iJ9fSx7Im5hbWUIOiIJyb29rLWNzaS 1jZXBoZnMtbm9kZSIsIimtpbmQiOiJTZ
WNyZXQiLCJKYXRhljp7ImFkbWIuSUQIiOiJjc2ktY2VwaGZzLW5vZGUILCJhZG1pbktleSI6ImMyVmpjbV
YwIn19LHsibmFtZSI6ImNIcGhmcylsimtpbmQiOiJTdG9y YWdIQ2xhc3MILCJKY XRhljp7ImZzTmFtZSI6]
mNIcGhmcylsIinBvb2wiOiJtYW5pbGFfZGFOY SJ9fQ==

02-ocs-external-storagecluster.yaml
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# required
# count: 1
apiVersion: ocs.openshift.io/v1
kind: StorageCluster
metadata:
name: ocs-external-storagecluster
namespace: openshift-storage
spec:
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externalStorage:
enable: true
labelSelector: {}

odfNS.yaml

# required: yes
# count: 1
apiVersion: vi
kind: Namespace
metadata:
name: openshift-storage
annotations:
workload.openshift.io/allowed: management
labels:
openshift.io/cluster-monitoring: "true"

odfOperGroup.yaml

# required: yes
# count: 1
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-storage-operatorgroup
namespace: openshift-storage
spec:
targetNamespaces:
- openshift-storage

2.3.4.6.3. 451 YAML

Network.yaml

# required
# count: 1
apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
gatewayConfig:
routingViaHost: true
# additional networks are optional and may alternatively be specified using
NetworkAttachmentDefinition CRs
additionalNetworks: [$additionalNetworks]
#eg
#- name: add-net-1
# namespace: app-ns-1
# rawCNIConfig: '{ "cniVersion": "0.3.1", "name": "add-net-1", "plugins": [{"type": "macvlan",
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"master”: "bond1", "ipam": {}}] }'

# type: Raw

#- name: add-net-2

# namespace: app-ns-1

# rawCNIConfig: '{ "cniVersion": "0.4.0", "name": "add-net-2", "plugins”: [ {"type": "macvlan",
"master": "bond1", "mode": "private” },{ "type": "tuning", "name": "tuning-arp" }] }'

# type: Raw

# Enable to use MultiNetworkPolicy CRs
useMultiNetworkPolicy: true

networkAttachmentDefinition.yaml

# optional
# copies: 0-N
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: $name
namespace: $ns
spec:
nodeSelector:
kubernetes.io/hostname: $nodeName
config: $config

#eg

#config: '{

# "cniVersion": "0.3.1",
# "name": "external-169",
# "type": "vian”,

# "master": "ens8f0",
# "mode": "bridge",

# "vlanid": 169,

# "ijpam":

# type": "static”,

# ]

#)

addr-pool.yaml

# required
# count: 1-N
apiVersion: metallb.io/vibetal
kind: IPAddressPool
metadata:
name: $name # eg addresspool3
namespace: metallb-system
annotations:
metallb.universe.tf/address-pool: $name # eg addresspool3
spec:
HHHHAHAR AR A
# Expected variation in this configuration
addresses: [$pools]
#- 3.3.3.0/24
autoAssign: true
HHHHAHAR AR
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bfd-profile.yaml

# required

# count: 1-N

apiVersion: metallb.io/vibetal

kind: BFDProfile

metadata:
name: bfdprofile
namespace: metallb-system

spec:
AL S
# These values may vary. Recommended values are included as default
receivelnterval: 150 # default 300ms
transmitinterval: 150 # default 300ms
#echolnterval: 300 # default 50ms
detectMultiplier: 10 # default 3
echoMode: true
passiveMode: true
minimumTtl: 5 # default 254
#
BB LGS

bgp-advr.yaml

# required
# count: 1-N
apiVersion: metallb.io/vibetal
kind: BGPAdvertisement
metadata:
name: $name # eg bgpadvertisement-1
namespace: metallb-system
spec:
ipAddressPools: [$pool]
#eqg:

# - addresspool3
peers: [$peers]
#eqg:

# - peer-one

communities: [$communities]

# Note correlation with address pool.
#eg:

# -65535:65282
aggregationLength: 32
aggregationLengthV6: 128
localPref: 100

bgp-peer.yaml

# required
# count: 1-N
apiVersion: metallb.io/vibetal
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kind: BGPPeer

metadata:
name: $name
namespace: metallb-system

spec:
peerAddress: $ip # eg 192.168.1.2
peerASN: $peerasn # eg 64501
myASN: $myasn # eg 64500
routerID: $id # eg 10.10.10.10
bfdProfile: bfdprofile

metallb.yaml

# required
# count: 1
apiVersion: metallb.io/vibetal
kind: MetalLB
metadata:
name: metallb
namespace: metallb-system
spec:
nodeSelector:
node-role.kubernetes.io/worker: ™"

metallbNS.yaml

# required: yes
# count: 1
apiVersion: vi
kind: Namespace
metadata:
name: metallb-system
annotations:
workload.openshift.io/allowed: management
labels:
openshift.io/cluster-monitoring: "true"

metallbOperGroup.yaml

# required: yes
# count: 1
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: metallb-operator
namespace: metallb-system

metallbSubscription.yaml

# required: yes
# count: 1
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apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: metallb-operator-sub
namespace: metallb-system
spec:
channel: stable
name: metallb-operator
source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Automatic

mc_rootless_pods_selinux.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-worker-setsebool
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]
Description=Set SELinux boolean for tap cni plugin
Before=kubelet.service

[Service]

Type=oneshot

ExecStart=/sbin/setsebool container_use_devices=0n
RemainAfterExit=true

[Install]

WantedBy=multi-user.target graphical.target
enabled: true
name: setsebool.service

sriovNetwork.yaml

# optional (though expected for all)

# count: 0-N

apiVersion: sriovnetwork.openshift.io/v1

kind: SriovNetwork

metadata:
name: $name # eqg sriov-network-abcd
namespace: openshift-sriov-network-operator

spec:
capabilities: "$capabilities" # eg {"mac": true, "ips": true}’
ipam: "$ipam" # eg '{ "type": "host-local”, "subnet": "10.3.38.0/24" }'
networkNamespace: $nns # eg cni-test
resourceName: $resource # eg resourceTest

107



OpenShift Container Platform 4.15 al {45t fItEAE

sriovNetworkNodePolicy.yaml

# optional (though expected in all deployments)
# count: 0-N
apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: $name
namespace: openshift-sriov-network-operator
spec: {} # $spec
#eg
#deviceType: netdevice
#nicSelector:
# devicelD: "1593"
# pfNames:
# - ens8fOnp0#0-9
# rootDevices:
# -0000:d8:00.0
# vendor: "8086"
#nodeSelector:
# kubernetes.io/hostname: host.sample.lab
#numVfs: 20
#priority: 99
#excludeTopology: true
#resourceName: resourceNameABCD

SriovOperatorConfig.yaml

# required
# count: 1
apiVersion: sriovnetwork.openshift.io/v1
kind: SriovOperatorConfig
metadata:
name: default
namespace: openshift-sriov-network-operator
spec:
configDaemonNodeSelector:
node-role.kubernetes.io/worker: "
enablelnjector: true
enableOperatorWebhook: true

SriovSubscription.yaml
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# required: yes
# count: 1
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: sriov-network-operator-subscription
namespace: openshift-sriov-network-operator
spec:
channel: "stable"
name: sriov-network-operator



source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Automatic

SriovSubscriptionNS.yaml

# required: yes
# count: 1
apiVersion: vi
kind: Namespace
metadata:
name: openshift-sriov-network-operator
annotations:
workload.openshift.io/allowed: management

SriovSubscriptionOperGroup.yaml

# required: yes
# count: 1
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: sriov-network-operators

namespace: openshift-sriov-network-operator
spec:

targetNamespaces:

- openshift-sriov-network-operator

2.3.4.6.4. FEBIA YAML

nrop.yaml|

# Optional
# count: 1
apiVersion: nodetopology.openshift.io/v1
kind: NUMAResourcesOperator
metadata:
name: numaresourcesoperator
spec:
nodeGroups:
- config:
# Periodic is the default setting
infoRefreshMode: Periodic
machineConfigPoolSelector:
matchLabels:

# This label must match the pool(s) you want to run NUMA-aligned workloads
pools.operator.machineconfiguration.openshift.io/worker: "

sched.yaml

# Optional
# count: 1
apiVersion: nodetopology.openshift.io/v1

B 2% SEVTIE
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kind: NUMAResourcesScheduler
metadata:
name: numaresourcesscheduler
spec:
#cacheResyncPeriod: "0"
# Image spec should be the latest for the release
imageSpec: "registry.redhat.io/openshift4/noderesourcetopology-scheduler-rhel9:v4.14.0"
#loglLevel: "Trace”
schedulerName: topo-aware-scheduler

2.3.4.6.5. Hfth51A YAML

control-plane-load-kernel-modules.yaml

# optional
# count: 1
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 40-load-kernel-modules-control-plane
spec:
config:
# Release info found in https.//github.com/coreos/butane/releases
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:,
mode: 420
overwrite: true
path: /etc/modprobe.d/kernel-blacklist.conf
- contents:
source: data:text/plain;charset=utf-
8;baseb64,aXBfZ3JICMIWNI90YWJsZXMKaXA2dFISRUpFQ1QKaXA2dGFibGVZmIsdGVyCmIwNnRh
YmxIX21hbmdsZQppcHRhYmxIX2ZpbHRIcgppcHRhYmxIX21hbmdsZQppcHRhYmxIX25hdAp4dFotdW
x0aXBvenQKeHRfb3duZXIKeHRfUKVESVJFQ1QKeHRfc3RhdGIzdGljiCnhOX1RDUE1TUwp4dF91Mz|
mode: 420
overwrite: true
path: /etc/modules-load.d/kernel-load.conf

sctp_module_mc.yaml

# optional
# count: 1
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: load-sctp-module
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spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:,
verification: {}
filesystem: root
mode: 420
path: /etc/modprobe.d/sctp-blacklist.conf
- contents:
source: data:text/plain;charset=utf-8;base64,c2NOcA==
filesystem: root
mode: 420
path: /etc/modules-load.d/sctp-load.conf

worker-load-kernel-modules.yaml

# optional
# count: 1
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 40-load-kernel-modules-worker
spec:
config:
# Release info found in https./github.com/coreos/butane/releases
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:,
mode: 420
overwrite: true
path: /etc/modprobe.d/kernel-blacklist.conf
- contents:
source: data:text/plain;charset=utf-
8;base64,aXBfZ3JICMIWNI90YWJsZXMKaXA2dFISRUpFQ1QKaXA2dGFibGVZmIsdGVyCmIwNnRh
YmxIX21hbmdsZQppcHRhYmxIX2ZpbHRIcgppcHRhYmxIX21hbmdsZQppcHRhYmxIX25hdAp4dFotdW
x0aXBvenQKeHRfb3duZXIKeHRfUKVESVJFQ1QKeHRfc3RhdGIzdGljiCnhOX1RDUE1TUwp4dF91Mz|
mode: 420
overwrite: true
path: /etc/modules-load.d/kernel-load.conf

ClusterLogForwarder.yaml

# required
# count: 1
apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- type: "kafka"
name: kafka-open
url: tcp://10.11.12.13:9092/test
pipelines:
- inputRefs:
- infrastructure
#- application
- audit
labels:
labell: test1
label2: test2
label3: test3
label4: test4
label5: test5
name: all-to-default
outputRefs:
- kafka-open

ClusterLogging.yaml

# required
# count: 1
apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

collection:

type: vector
managementState: Managed

ClusterLogNS.yaml

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
workload.openshift.io/allowed: management

ClusterLogOperGroup.yaml

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
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name: cluster-logging
namespace: openshift-logging
spec:
targetNamespaces:
- openshift-logging

ClusterLogSubscription.yaml

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators-disconnected
sourceNamespace: openshift-marketplace
installPlanApproval: Automatic

catalog-source.yaml

# required
# count: 1..N
apiVersion: operators.coreos.com/vialphai
kind: CatalogSource
metadata:
name: redhat-operators-disconnected
namespace: openshift-marketplace
spec:
displayName: Red Hat Disconnected Operators Catalog
image: $imageUrl
publisher: Red Hat
sourceType: grpc
# updateStrategy:
# registryPoll:
# interval: 1h
#status:
# connectionState:
# lastObservedState: READY

icsp.yaml

# required
# count: 1
apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: disconnected-internal-icsp
spec:
repositoryDigestMirrors: []
# - $mirrors

operator-hub.yaml

B 2% SEVTIE
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# required
# count: 1
apiVersion: config.openshift.io/v1
kind: OperatorHub
metadata:
name: cluster
spec:
disableAllDefaultSources: true

monitoring-config-cm.yaml

# optional
# count: 1
apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
k8sPrometheusAdapter:
dedicatedServiceMonitors:
enabled: true
prometheusK8s:
retention: 15d
volumeClaimTemplate:
spec:
storageClassName: ocs-external-storagecluster-ceph-rbd
resources:
requests:
storage: 100Gi
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: ocs-external-storagecluster-ceph-rbd
resources:
requests:
storage: 20Gi

PerformanceProfile.yaml

# required
# count: 1
apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: $name
annotations:
# Some pods want the kernel stack to ignore IPv6 router Advertisement.
kubeletconfig.experimental: |
{"allowedUnsafeSysctls":["net.ipv6.conf.all.accept_ra"]}
spec:
cpu:
# node0 CPUs: 0-17,36-53
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# node1 CPUs: 18-34,54-71

# siblings: (0,36), (1,37)...

# we want to reserve the first Core of each NUMA socket

#

# no CPU left behind! all-cpus == isolated + reserved

isolated: $isolated # eg 1-17,19-35,37-53,55-71

reserved: $reserved # eg 0,18,36,54
# Guaranteed QoS pods will disable IRQ balancing for cores allocated to the pod.
# default value of globallyDisablelrqLoadBalancing is false
globallyDisablelrgLoadBalancing: false
hugepages:

defaultHugepagesSize: 1G

pages:

# 32GB per numa node
- count: $count # eg 64
size: 1G

machineConfigPoolSelector:

# For SNO: machineconfiguration.openshift.io/role: 'master’

pools.operator.machineconfiguration.openshift.io/worker: "
nodeSelector:

# For SNO: node-role.kubernetes.io/master:

node-role.kubernetes.io/worker: "
workloadHints:

realTime: false

highPowerConsumption: false

perPodPowerManagement: true
realTimeKernel:

enabled: false
numa:

# All guaranteed QoS containers get resources from a single NUMA node

topologyPolicy: "single-numa-node"
net:

userLevelNetworking: false

nn
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5 3 F RIEXN RIEH XN EBIINE
1E# % OpenShift Container Platform SE£Ef, 15E LA RIRH,

XERFIEFRAATRENER. X FENNER, SXNERFISVE, REERRITIEENE(E, 218
eted IRAFE FHEIESR,

HERSEIEAT, B XEREIFEREMERE, EF—EBRRERHSHINEIR,

gk

H
[=]

A FREBZCHERE (MEEFHPESESNEIFEIER pod) FREIALLLICFKH/NG
SEPRERAKR N,

3.1. OPENSHIFT CONTAINER PLATFORM 1 E & TR AN T EBF R NH

pa -

LTHEAIRMEN T OpenShift Container Platform B A/NEABMEEIES ., X2RN, ¥
WrEEBE R B E OpenShift Container Platform XM ARA, FEFMAEZERFIELET B
HITE £ 4R %R,

OpenShift Container Platform XFHIMERH R KE, MABLENEBHRAE, FHIEFAE OpenShift
Container Platform kA<, control plane TE A # M HHHH S ENIK, R TFTRHAFERRAE
HEBEWY BANTHE, AlReT/EENT REIFFEHE LNRKAE, REESHFE LEREME B BN
HEmAE, HRLY BIERE, WMALUBBNEHERSR.

4.x iAA R KE

TR 2,000 1

pod # £ [2] 150,000

BT RE pod HE 2,500 [314]

BIAKK pod M E BZ=L NN

22 [ 3 & ) 10,000

f5% (build) %K 10,000 (Bkik pod RAM 512 Mi) - Source-to-Image
(S21) F3EREE

BB pod H & [0 25,000
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B 3 R\ RERBEIRIE IR

BRAKRE 4.x MiAA R KE
& Ingress Controller R G iR EE BN A2 2,000 ™
secret W& 80,000

BB E 90,000

BR 25 2 7] 10,000

B R ZEFBARSS E 5,000
BIRSHHIERE 5,000

B AR ENBENE 6] 2,000

TR ER 12,000

B % Y HEE Y (CRD) By B 1024181

1. EREEE Pod LATE 2000 N1 =M T X OpenShift Container Platform B control plane 4433
TEANE,. TBERUHKENERRBRENBEN TEAESHMARARR,

2. IXEH pod MEBR test pod BIEIE, LFrEY pod HEIUA TN ARFHMNE. CPUMEFMHE
*O

3. EEA N PIRSSFHER DI : 3 control plane, 2 NERIZRKS T 5250 26 4 worker 77 52,
INRIBEE 2,500 M pod, NIFEE hostPrefix 7y 20, ©NENT RO — DB KB
%, LUEENTTRESE 2000 P pod, FHI¥ maxPods &N 2500 H9E E X kubelet B2 &, #1%E
FELIER, HBHTE OCP 413 L&A fIE4T 2500 4 pod .

4. f#/ OVNKubernetes R4 1EHRIEEENIHBIZR K pod 71 2,500, OpenShiftSDN R4S iEHHIE
AN X &K pod & 500 4 pod,

5. HAKREFRKIER, NREEZEEIE KOS KFHBITZE A B, etcd IERERATRIRM, I
BURERAEY eted 7 (DIEREBEEF) EBEM eted i

6. ROHAE—LEEHENALITEREERBEFPHIFREN R, FAR—ERTERBNY, £H8
— R ZEFAHRAREBAERUMN R EXEEIZITRALS, FEEAERSZERLL
BEE, REBRISCRSEE R CPU., NEFMHERNENBARFHNER,

7. ’Ez’l‘ﬂﬁ%iﬁ”ﬁﬂ%ﬂﬁ:’l‘ﬂﬁ%): w7 iptables FEREX N RE. 4 ERSHEIHRBE SRR R
IR, X ENRALZGEEIE RN,

8. EEA 29 MRS 2HEEEAIIE : 3 4 control plane, 2 4\%6&%%1@%#%11 24 4~ worker 7 &,
B8 500 M & ZE[E], OpenShift Container Platform BIFRHIRZ 1,024 DN B E X FHRE X

(CRD), He@3EH OpenShift Container Platform 2™ @, 5 OpenShn‘t Container
Platform & FH A T CRD B9/ M. MRAIEET 1,024 CRD, N oc dpmiERKATRER T R,

311 RHNIEE
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g0, 500 4> worker 7 m(m5.2xN)ZZ M, F#EZFE, EF OpenShift Container Platform 4.15,
OVN-Kubernetes P48 FILL T THE A ENT R -

BRERIAES, 200 MNnfZE(H]

BT R 60 1 pod ; 30 MRS ERF 30 NE i pod (BT 30k)

57 8RR/ ns (11.4k J&.31)

15 services/ns ##AR 5528 pod X FF (3£ 3k)

15 routes/ns #LARTBIAR 5 2 #F (£ 3k)

20 secrets/ns (3t 4k)

10 config maps/ns (£ 2k)

6 NMLRBE/ns, SFE deny-all. allow-from ingress #1 in-namespace #/lI

57 builds/ns

UTRREBMSMEBHTENET BARN (EEBISIS B , ERNERERMATEE, m
HBHMESMES, FRBENHERR 5.

18

BT RE pod HE

B pod WA Z

EARYIRMIZER (40 liveness/readiness, exec/http)
M4 SRR EIE

TR e B ZE R E

BNIIE MR R E

Tj B B9 5

AR55/ BEAFIRBLEL

B FH 2

DREE

secret W=

FCERRSTEE

AP| IR ERF "churn”, XREREERRELLHEE.

o Prometheus Zifj&# 5 2HE O pod BI&H
3k : sum(irate(apiserver_request_count{resource="pods",verb="POST"}[5m]))

o TE5 PRIt EI Prometheus M & HATE AP iF
3K : sum(irate(apiserver_request_count{}[5m]))

CPU ISR T R BTIRSHAE
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B 3 = RIS RERBIAN SR B
o SR REIRHE

3.2. M EE R A EH OPENSHIFT CONTAINER PLATFORM SR &

3.2.1.AWS =&

RAM(GiB) W&XE  ®aEXM
(GiB)/10
S
control r5.4xlarge 16 128 gp3 220 3 us-west-2
plane/etc
4
Infra [4] mb5.12xlarg 48 192 gp3 100 3 us-west-2
e
Workload mb5.4xlarg 16 64 agp3 500 [4] 1 us-west-2
[3] e
Compute mb5.2xlarg 8 32 gp3 100 3/25/250 us-west-2
e /500 B!

1. HAEEEMRES 3000 IOPS #1125 MiB 88 gp3 #i#LFATF control plane/eted 1752, EH
etcd W IEIRBURR, gp3 BREARKL HHE,

2. Infra 77 AT EE Monitoring. Ingress # Registry 2H44, LURREI1H B KR KMEZ
15-0

3. TEAET RETRTETHENAT B ITIENHEKE.
4. FHBEBRKNME, UEERVWNEEEMEE TN BN MEN K EEIE.
5. BT B TR, BUENTT BHNXERERE T aEhiiTH,

3.2.2.IBM Power ¥ &

RAM(GiB) HERL KN

(GiB)/10S

control 16 32 iol B1NGIB120/ 3
plane/eted ['] 10 IOPS

Infra [2] 16 64 ap2 120 2
Workload [3] 16 256 gp2 120141 1

Compute 16 64 gp2 120 2 5100 [5]
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1. #7120/ 10 IOPS M iol #&# AT control plane/eted T s, FEHN etcd IEFE KR, HERIER,

2. Infra T AT HEE Monitoring. Ingress #1 Registry 2H4, UBREN1H B FRA A&
17

3. TEAET RETRATETHEENAT B ITIENHEKE.
4. FHBEBRKIME, UEERVWHNEEEMEE TN BN MEN K EEIE.
5 EERPT BT SR,

3.23.IBMZ¥5&

vCPU [4] RAM(GiB)[5] & RERL KN

(GiB)/10S

Control 8 32 ds8k 300/ LCU1 3
plane/etcd (2]

Compute [13] 8 32 ds8k 150/ LCU 2 47| (BN
TRTER
100/250/500
pod)

1 TRERMNZHEEH BT (LCU) 224, LUEE control plane/etcd 77 sBOREEL I/O %,
Heted IEE KR, BXERERK, eted /O BRANFHEMITERE,

2. OMTET RAFZTERNEA 100/250/500 pod B9Z MERMINIK, Bk, FHKE pod
PAE pod BETTLSERI, #ETE, FHAMSKH CPUBEREMik/RSBIIENEELREEE
NTHREREMN. B mMRSS 2 pod BEESERH, SN2 ERNMTET AL,

3. REHRMHTIEAET R, TEABERINMTE 82 ABIMAR S T/,

4. [FRANYMEBLEBHRBER 6 NAT Linux (IFL)BIEK X HE.

5. FRENEYIERTE N 512 GiB,

3.3. AMAIRFE LS S A B SR B PR B AL X SR B2 A 152

BF

ET R T YR GRS pod BT F2AHX Kubernetes AEIRRFHTHRR
Uk, T fEE LASRERA 4 $E 18 36 62 R 17 3 e,

HUREIRERA—HEFT B, BRETREERHIZITH, BISEMTR,

A PEHIBFETAEMNNASE KE. BEEMAE, XERFIREEECH
HEMINMEMBRRE.

FEARNEREMER, IHFREBDNTRRZITED D pod :

I required pods per cluster / pods per node = total number of nodes needed
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BT REBMINERZ pod B 250, MAFEDT RHIZITH pod WEFAKEIARTNRAREFAS. HE
A" NI ARYE L AR B R ML RO IAR R A A SR IT RN AR FRIRE. CPU FIFFHEE K,

PIER

IR RIERBERHAZRFITESR 2200 4 pod, NMFEEDVPEFEAN TR, BEXBIMNTR&ZEHE 500 D
pod :

I 2200/500=4.4

INSRAFTT REERINEI 20, FB% pod BB FHIERIFZE NEAT =HE 10 4 pod :
I 2200/20 =110

He .

I required pods per cluster / total number of nodes = expected pods per node

OpenShift Container Platform B /L %%t pod, #1 SDN, DNS. Operator %, ;X% pod BRAEED
worker T s £i217, HEIb, U EAKXMLERTERBIAR,

3.4. AR BN R B R MR EBII R
£ 80 AR SRR :

pod XKE pod =&

Apache 100 500 MB 0.5 1GB
node.js 200 1GB 1 1GB
postgresq|l 100 1GB 2 10 GB
JBoss EAP 100 1GB 1 1GB

HEBTR9ESK: 550 1 CPU %%, 450GB RAM #11.4TB =fif,

RIFBENEAER, TREEFRNTURIEAHRE, ETREBERERTRIESE. EXMEHRE
YA, EALUEFRZITENHNNENT R, SBRERVHRKT moRRHAHEBEN KR, EMHR
ERINEE—LERR, MRENRFEURENEABIMRA,

TRER BE CPU RAM (GB)
TR (1) 100 4 16
TR (0 2) 50 8 32
TR (% 3) 25 16 64
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BENARFRESTIESRNING, BENTER, KE¥ Java MARFUKERE TN ARRRF
BARFERLESRYRE. ElNAETERTREMNARRF. ELENGIFH, IMERAKHI
30% EDENIER, X2—DE LA,

M FATERF pod RILMEFAIME A E3 DNS 15 AIfRSS. MRFERAIMELE, & pod E R EZTH, XF&E
NEERARSS, N kubelet AR EEREIE AN, SLEERAAN DNS AR5 23 A1 Kubernetes API 1R T #TARSS, FF
NEBNRSOIE—H DNS 1L, MREBANEEHFHSAT DNS, NFTAE pod &L BEhRIEH DNS &7 E
MRS . WMREHTFEIT 5000 RS, ®TLUER DNS i#1TARS A, HFERIMEL EH1TIRSS 4 TN,
SEIIFREL T & ZE A A 5000 RS EARTFHIKE, N pod MIEBEIF KM, BfRXANH, 1HZEH
ERZB HIRAR 25 FIAS ST AR RO AR 55 B $% -

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: deployment-config-template
creationTimestamp:
annotations:
description: This template will create a deploymentConfig with 1 replica, 4 env vars and a service.
tags: "
objects:
- apiVersion: apps.openshift.io/v1
kind: DeploymentConfig
metadata:
name: deploymentconfig${IDENTIFIER}
spec:
template:
metadata:
labels:
name: replicationcontroller${IDENTIFIER}
spec:
enableServicelinks: false
containers:
- name: pause${IDENTIFIER}
image: "${IMAGE}"
ports:
- containerPort: 8080
protocol: TCP
env:
- name: ENVVAR1_${IDENTIFIER}
value: "${ENV_VALUE}"
- name: ENVVAR2_${IDENTIFIER}
value: "${ENV_VALUE}"
- name: ENVVAR3_${IDENTIFIER}
value: "${ENV_VALUE}"
- name: ENVVAR4_${IDENTIFIER}
value: "${ENV_VALUE}"
resources: {}
imagePullPolicy: IfNotPresent
capabilities: {}
securityContext:
capabilities: {}
privileged: false
restartPolicy: Always
serviceAccount: "
replicas: 1
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selector:
name: replicationcontroller${IDENTIFIER}
triggers:
- type: ConfigChange
strategy:
type: Rolling
- apiVersion: v1
kind: Service
metadata:
name: service${IDENTIFIER}
spec:
selector:
name: replicationcontroller${IDENTIFIER}
ports:
- name: serviceport${IDENTIFIER}
protocol: TCP
port: 80
targetPort: 8080

clusterlP: "
type: ClusterIP
sessionAffinity: None
status:
loadBalancer: {}
parameters:
- name: IDENTIFIER
description: Number to append to the name of resources
value: "1’
required: true
- name: IMAGE
description: Image to use for deploymentConfig
value: gcr.io/google-containers/pause-amd64:3.0
required: false
- name: ENV_VALUE
description: Value to use for environment variables
generate: expression
from: "[A-Za-z0-9]{255}"
required: false
labels:
template: deployment-config-template

B 3 R\ RERBEIRIE IR

AEa B 22 A TR A2 pod MEEUR TIRS B EURIMEZERTIRS LA IMETHIRS B KE,
R4 LR ARG_MAX E AR ASHKE, BIAKEN 2097152 F 77 (2 MiB), Kubelet FFIMELS
EXANBERGAZEFPIZTHED podh, S :

<SERVICE_NAME>_SERVICE_HOST=<IP>
<SERVICE_NAME>_SERVICE_PORT=<PORT>
<SERVICE_NAME>_PORT=tcp:/<IP>:<PORT>
<SERVICE_NAME>_PORT_<PORT>_TCP=tcp://<IP>:<PORT>
<SERVICE_NAME>_PORT_<PORT>_TCP_PROTO-=tcp
<SERVICE_NAME>_PORT_<PORT>_TCP_PORT=<PORT>

<SERVICE_NAME>_PORT_<PORT>_TCP_ADDR=<ADDR>
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MRSHKEBIRTFNE, RELBTTHNEZFTHEZEIRM, mRAZEE AP pod HFHBEN, B, £
— N AE 5000 fRSHIR R B EI R, BRSBIMBIREN 33 NFRF, ©RLLEER K ZEE HiZ1T 5000
Pod,
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&5 4% IBM Z 1 IBM LINUXONE B fHERE T HLC8

2 4% IBMZ 1 IBM LINUXONE IFEIHE S 4508

AELH IBM Z° #1 IBM® LinuxONE _EBJ OpenShift Container Platform 124t #E 7= 9 E 1 5C 8K,

%%g% o
s390x RIERS A EEZM—M, Hit, HOERH—ERIUFTETERATFHMBIEA,

BRIEF BV, BNIXLELEERT IBM Z° #1 IBM® LinuxONE B z/VM #1 Red Hat
Enterprise Linux (RHEL) KVM &4&,

-

4.1. 18 CPU Y 2FH

ESEREMER IBM Ze TMES, EASHFAAM R EMZIEIEB KN, Bt REEMINEE — 288
TR IEMER, MMM EZHROBEAELNN, MARTEESERRIGLIrATHE, XEEKHTE
A TEME, FEREERTREIMNEN"EEEN",

BRBEANLZE, TXIT CPU L EF A NEE XL HETEK :

e 7 LPARZ5l (PR/SM hypervisor), ERIFFTAE I AYIEN# (IFL) 2 B4 S LPAR, B0,
LEMEMNME IFL AR, EBARNIZE L= LPAR, BMEHANMNMZHE IFL,

o MEHTHELPAR HEMINE.

o FHMIE CPU X HEREEM M ERNT, AEFZHILESRTE L LPAR EZMEM IR
%%O

o NFETHENBERESNEANNENLEGNE, MAREKEES.
o M—NHIEETE, FEEIFENE, MELE, FH8INvCPUKE,
o HIIMAEIFNEMEATABIERALE, MRIIFNHE CPUBKEN, MLERIEIE

EARXMREERTINIER TMEASMLEER, XFe /0 BRETFIE, MERERENIE
fERLbE, theBREF—BBIEEE.

Hith BHR
e Z/VM@RMERER AR AR
o Z/VM I EfAFEEI

e |PARCPUEHE

4.2. Z2HERABE T

Transparent Huge Pages (THP) I K BahitiT/E, EEMERENNASB2 A E. HF THP B3hE
BET, FEHFREENAERENITEAEATRELNE, THP T SRR TRE, ENTFENRATE
FHBTAHEET, Rit, 1HEEZRR THP,

4.3. {#F RECEIVE FLOW STEERING (RFS) 1EEM%%4RE

Wit —H D MR, Receive Flow Steering (RFS) #f—#%# B T Receive Packet Steering
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(RPS), RFSEHAR EETF RPS, @i CPU &FMAAXRRRESHIFESLENNE, RFS BITHET
BRAFENCPU, UEEGFRHPEETREML CPURLE, BINTHIIKENEE, Rit, SED
CPU & TAMBINIE, MMRAFBERDVHEIRERZF. XAMTHEHRESLEZITH AL

4.3.1. {8 Machine Config Operator (MCO) #;E RFS

Pk
1. LULF MCO RAIECEE S HIZ| YAML X4, 5130, enable-rfs.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-enable-rfs
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;charset=US-
ASCII,%23%20turn%200n%20Receive%20Flow%20Steering%20%28RFS%29%20for%20all
%20network%20interfaces%0ASUBSY STEM%3D%3D%22net%22%2C%20ACTION%3D%
3D%22add%22%2C%20RUN%7Bprogram%7D%2B%3D%22/bin/bash%20-
C%20%27for%20x%20in%20/sys/%24DEVPATH/queues/rx-
%2A%3B%20d0%20ech0%208192%20%3E%20%24x/rps_flow_cnt%3B%20%20done%27
%22%0A
filesystem: root
mode: 0644
path: /etc/udev/rules.d/70-persistent-net.rules
- contents:
source: data:text/plain;charset=US-
ASCII,%23%20define%20s0ck%20flow%20enbtried%20for%20%20Receive%20Flow%20Ste
ering%20%28RFS%29%0Anet.core.rps_sock_flow_entries%3D8192%0A
filesystem: root
mode: 0644
path: /etc/sysctl.d/95-enable-rps.conf

2. GIEMCORES :
I $ oc create -f enable-rfs.yaml

3. WIEREHE T %75 50-enable-rfs #95H :
I $ oc get mc

4. BEUHBUE, HRWA -

I $ oc delete mc 50-enable-rfs

126



&5 4% IBM Z 1 IBM LINUXONE B fHERE T HLC8

Hith BT
e |BMZ°® ERJ OpenShift Container Platform : {# 3 RFS JiZR{RAIMLL L HE
e FZi& Receive Flow Steering (RFS)

® 7E Linux M4 HER T B

4.4. MRS L E
ML HERR R OpenShift Container Platform ZE T Kubernetes /™ R EEMHMEZ —, W F IBM 20 &%
B, MAXBRURTFEEFMENNIGIERER, RDATEANIEAENNE, REXKBESERER
BFRERERIHITER,
RIBEHNZE, EEUTRETE
o EEHXMLEFMFTALT, LU LEHREREN, 1£3 OSA-Express. RoCE Express,
HiperSockets, z/VM VSwitch, Linux B (KVM) BOfEES,  LURAERNEITN IR B0 B H k& K
wFAk,

o AA(FRARHFARAM NIC lRA, i, OSA Express 7S 10 GbE 5B ES TE{ #2K B OSA
Express 6S 10 GbE #8tb B B&iH, REMEER 10 GbE EHC 2.

o BN EMIEAERI T BN BIELRZ,

o MEHFHRAERHNANMNLBEFINEEEAR. MRINNVARFEXEE, HEEERE
PR EORE M 1 BT 25,

® OpenShift Container Platform SDN 8| A T 2% M RERFRIZFN AN, FARXT pod FKELEFIRX
BEHTERE, UMBEEXEEMRSSZIHTAIEEHMLE,

o SEATMEREFNTHAE & [F]RIAN .

HAth BHR
e |BM Z°® ERJ OpenShift Container Platform - MEEERLS, /NF5F [ FIEL
e |BM Z° %% _E#) OpenShift Container Platform 1&g

o ERAT RREXMEMNIFZRET = L8 pod K&

4.5. #af% Z/VM L{FEH HYPERPAV M M RE

DASD #1 ECKD K& BETE IBM Z° IMEFRE R A KR, £ z/VM IMEARAIELE OpenShift Container
Platform X B, DASD & BERTXHE T R AMEE, EAILULE HyperPAV BI&%E, LUMEHN
¥ HF z/VM BB DASD A IREELE S EAEIFR 1/0 M8,

¥ HyperPAV B F A & &0l K EENMEEE LS, B2, BHIERESEHEMN CPUKAZIEH—
AT,

4.5.1. {8/ Machine Config Operator (MCO) 7Ef# [ z/VM full-pack minidisks B9 52
fh3ECE HyperPAV 54
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https://www.kernel.org/doc/Documentation/networking/scaling.txt
https://www.ibm.com/docs/en/linux-on-systems?topic=openshift-performance#openshift_perf__ocp_eval
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/nodes/#controlling-pod-placement-on-nodes-using-node-affinity-rules
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X FER full-pack minidisk B9ETF z/VM B9 OpenShift Container Platform i%i&, &R LU ERRAE T =

FIEGE HyperPAV HI| &3 FI B MCO BLBEMILTE, /il control plane F1ITE T s YAML B2
%Q

ff

L=

S

. FFLLUTF MCO RAIERE S Z HIF control plane 17 m B9 YAML X4/, %0, 05-master-
kernelarg hpav.yaml:

$ cat 05-master-kernelarg-hpav.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 05-master-kernelarg-hpav
spec:
config:
ignition:
version: 3.1.0
kernelArguments:
- rd.dasd=800-805

2. FUTF MCO RAIEREBEES HIEITET R YAML 3X#4H, 50, 05-worker-kernelarg-
hpav.yaml:

$ cat 05-worker-kernelarg-hpav.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 05-worker-kernelarg-hpav
spec:
config:
ignition:
version: 3.1.0
kernelArguments:
- rd.dasd=800-805

-
1R E N rd.dasd SELLES K D,

-

3. il MCO EEE% :

I $ oc create -f 05-master-kernelarg-hpav.yami

I $ oc create -f 05-worker-kernelarg-hpav.yaml
4. BECHBUE, ERIA

I $ oc delete -f 05-master-kernelarg-hpav.yaml
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I $ oc delete -f 05-worker-kernelarg-hpav.yami

Heth BT
e}y ECKD DASD & HyperPAV

e 7fz/VM £ Linux guest £ & HyperPAV 5l &1% &

4.6.1BM Z E£#1 £ RHEL KVM 21X

At KVM EFIIRSS 2RIMER KIRE EBURFEHIRS SN TR EHM T B ITR, 18— NI E A e
HERETRERN FH—MIME - E M Ei, NFEXERIISEEETERE—Ukil, BEEEHITE
fehistda,

THEHHERZNAE T 1E IBM Z° # IBM® LinuxONE IEHF OpenShift Container Platform & RHEL KVM
B fE AN — LR E LK,

4.6.1. X IR &R 170 LA

BEEMIRREER /0 £, BRI EVRSHMENEVRIERE—IHE N /0 L2, UER
Hep—11/0 %8,

LUFRBIIEE T <iothreads>3</iothreads> KECE =1 I/0 &F8, HWHELEHHAFILIZIDL. 27
3, iothread="2"ZHIEEEM A ID 5 2 M /O LIZ2MR I X &N ShIRFE TR,

I/ O LA I

<domain>
<iothreads>3</iothreads>ﬂ

<devices>
<disk type="block" device="disk">E)
<driver ... iothread="2"/>
</disk>

</devices>

</domain>

Q I/O LF2REE,

g B A% & I A2 e Tt 3R

CERR AT LR BRI 1 /O 1R F kRS, (B Al EAMEMN CPU WIE, Al s M EAREBENERR
—R2, R E & IR ERRST B R T 1T A VORAN T4

MDE /O RI2FFIE, BE, NFAEMEXSFEREN /O XEMEY T, TERERITEN CPURE
&R, hAELEZE NZERE,

IRET LUEF virsh iothreadadd S5 EBEFELIZ ID 89 1/0 LR INE EEZTHEMRS 25,

129
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4.6.2. B ENL SCSI K&

NEFEBT SCSI FEZEOMREHBCER SCSI ¥, Az FRENEMNRILE, MIEE
L SCSI ks, TWENLEBTRRM 20

BR, BITREFELTHET SCSImEO :
o FHl_E SCSI MhnfT IK 5N 2389 LUN,
o HEFNMXHRGPEBEREN DVD IKshasH#) DVD ISO X4,

4.63. HRARBENEE
SR A BB B P A TR 2 ENHUTER.

TRIRTG L% B driver TTRELE cache="none" [ io="native" &%,

<disk type="block" device="disk">
<driver name="gemu" type="raw" cache="none" io="native" iothread="1"/>

</disk>

4.6.4. JBrAFESEK (Balloon) %5

PRIEMFENERERD, BUEFREELREFESHKEE, FHBR libvit FR2AEOIE. 1 memballoon
SR HNXETRNFIEEEEEEE XML XX HH,

o MEFIKECERIIRK

I <memballoon model="none"/>

4.6.5. FEEHFERRFH CPU IBEL

BF

PRIFIEIEE TREMBXEIRN, BEAERNAERFRE, A TRENNKHAERXHN
FED, NENERGNAER,

kernel.sched_migration_cost_ns S48 E UF H B ALBINT (A [FIfR. FEFS5mE—RIITE, CPU%T#F
B HEBEERAS, BRAERIH L, BILXNERESBES IR HD. BILMEH 500000

NSo

INREFE TR CPU IR A& TR AR, & Z MR N ElfR, MNRESIEEIMEhIE
CPU 17 sz [Al# 4T84, 15218 INE,

T AFEFRIZE N 60000 ns, iHMIAU TGRS
I # sysctl kernel.sched_migration_cost_ns=60000

EHEXKAEB N 60000 ns, £ /etc/sysctl.conf FRINATRE -

I kernel.sched_migration_cost_ns=60000
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4.6.6. 2 F cpuset cgroup ¥EHl25

AE
B GE R T #E R cgroups iRA 189 KVM E#l, EEEHNLER CPU IER, 1H2H
cgroup 1225,

1. ALY 2T FF /ete/libvirt/gemu.conf,
2. ¥ % cgroup_controllers 1T,
3. EHRIEITHMEIRFMREI SRS RS (#).
4. kR cpuset 2B, WM TR :

I cgroup_controllers = [ "cpu", "devices", "memory", "blkio", "cpuacct” ]
5. EFEFXEEN, BYHESS libvirtd ST -

a. =LA EUAL,

b. iIZfTLA T 4!
I # systemctl restart libvirtd

c. EHFEEMM.
W EEENEHRBIFRERE.

4.6.7. WL RHIEFL CPU JHEEFS1H) FE HA
LHE CPU BRI, KVM KERIEEN CPU MMEESRE, REBIEBENR, &aLUgENR 4] f,
1E 5] B HA A £ /sys/module/kvm/parameters/halt_poll_ns B sysfs fift{T5C1f), FEFEEN AR, iHa
A B CPU BMABEIER, (B TRERAEZE. RIBILEMAE, BRIFENLIANETEERER,
BF A AI PR AN RD N B LR B, ERIAE R 50000 ns,

o EHNME CPU SEFEHITILE, ERMA—NNIESEA 0 RERI

I # echo 0 > /sys/module/kvm/parameters/halt_poll_ns

o EEIMERUATAL (BN, MFHREFHITHENE) , HFHMA—DKREIE :

I # echo 80000 > /sys/module/kvm/parameters/halt_poll_ns

Hb TR
e Linux on IBM Z® MEEET KVM

e 7£IBMZ°® F{ERENML.
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5 5% {#FH NODE TUNING OPERATOR

T % Node Tuning Operator, LARINfEIEAE @S JHEE tuned SF AR LIB IR T RUIRIMEREILAL,

5.1. < F NODE TUNING OPERATOR

Node Tuning Operator B LAEE B &@ T JmdE TuneD SHPHFZ SR E IR 50 RE (AL, FHEFA
Performance Profile #EHlI28 SR FRIE IR ERE, REM B MM ARFHNEE—ERENRZIMEREL,
Node Tuning Operator JRFIRET — N —8. 7T m—% M sysctl B0, FILUREEFARFH
FEXEMARMBE LML E,

Operator 45 OpenShift Container Platform &28{t TuneD SFF#HF2/FE 7 — 1 Kubernetes sPF 25
HTEE, BRIET BE LR IGXBURRTFIT AR HNB R LS TR TN AR RN
TuneD PP 2R, HNHFIFHEKEERNMETRLZET, 8NMTREZET—1,

HEREMAZEEREANEMGR, SHBTEIRMLELIEESREX LRI TuneD SFFIRH, B
& TuneD P HERE AT A FABY 1T RO B EIR,

Node Tuning Operator {#f Performance Profile 24253 3 SCH1 B 54 REML AL, MTMSEEE OpenShift
Container Platform [ A2 R IE R M RE,

EREEARE 7T MR ERUE LT RN E, FIa :
o FAZERE kernel-rt,
* NRFFIEEE CPU,
o MinfT TAEfEGERE CPU,
A=
BAl, cgroupv2 AXHZEERM CPU M#E5%E, Et, MREEAT cgroup v2, NIETREE

EMMREERBEE P RIFAENIT N, MNREFEA executeace TLBE, NAENEH

cgroup v2,

Eas

TERRA 4.1 RE=mhRAH, OpenShift Container Platform fr & E & T Node Tuning Operator,

L

==
TEBHIR AR OpenShift Container Platform B, Performance Addon Operator 353}

BaMERElE, LAMEH OpenShift N ATRFELIMEKEIR RS, 7E OpenShift Container
Platform 411 R EHBIRAH, XDIIEER Node Tuning Operator BI—EF 43,

5.2. 117 NODE TUNING OPERATOR = 3#14&
{5 A L RAZ 17 17] Node Tuning Operator BORBIFIAE,

AR

o Z{TLL T4 LA Node Tuning Operator < #14% :

ey
I oc get tuned.tuned.openshift.io/default -o yaml -n openshift-cluster-node-tuning-operator

132



& 52 {#f] NODE TUNING OPERATOR

#RIN CR B7E 7 OpenShift Container Platform & IREIER T A MRELE, ©RERESRIZE
Operator Management JA %, Operator H%ESQ@JW)\ CREEMEMBEE LER, EiHITEE LHEREML
b, HAIEB 2 Tuned CR O CREESHMIAN CREH, HETT R pod TRRFIEE XL
ST RN A B SO,

Digk

==
[=]

BRATERELERT, & pod FMEKZFAILME N BRI TR AR —MEE A,
BENMNFAEmMERXFAE, FilEERBEEREP, A Tuned CR FATHE pod Hh
HIEES, RO THE pod iMALEMNEE LEES, NZIeeSERN SR &
LLUE#9 Node Tuning Operator iR AR5 F A pod FriiThEE,

53. EEHEPXERINEEESE
DUTRESEH#HYENRIARESE.

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=0Optimize systems running OpenShift (provider specific parent profile)
include=-provider-${f:exec:cat:/var/lib/tuned/provider},openshift
name: openshift
recommend:
- profile: openshift-control-plane
priority: 30
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
- profile: openshift-node
priority: 40

M OpenShift Container Platform 4.9 748, i OpenShift TuneD EZE S AR TuneD Y4B —iLiR
fit, EAILUEF oc exec R EEXLEEENNE :

$ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/openshift{,-
control-plane,-node} -name tuned.conf -exec grep -H * {} \;

5.4. WiFEABNAT TUNED BRig&%
BSUEN BB RIEERET mBY TuneD ECE &,

I $ oc get profile.tuned.openshift.io -n openshift-cluster-node-tuning-operator
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it Bl
NAME TUNED APPLIED DEGRADED AGE
master-0 openshift-control-plane True  False  6h33m
master-1 openshift-control-plane True  False  6h33m
master-2 openshift-control-plane True  False  6h33m
worker-a openshift-node True False 6h28m
worker-b openshift-node True False 6h28m

o NAME : B2 E5E (Profile) XRMEF, BN RE— Profile X%, HEAFERELE,
e TUNED : ER M TuneD ELEBEME TR,

e APPLIED : #02 TuneD sHF#HENA TAAEMNEESE, NN True,
(True/False/Unknown)

e DEGRADED : #NR7EN A TuneD ERBERIRE T EMEIENIN
True (True/False/Unknown) .

e AGE : 0% Profile ¥ R g%% 3 MR} A],

ClusterOperator/node-tuning X RiLT B &8 % Operator RETTRREBREBEIKINERER. H
0, ClusterOperator /node-tuning K2H Bt ts Operator fH1RBLE,

EREX ClusterOperator/node-tuning I REPRESER, HZTUTHS :
I $ oc get co/node-tuning -n openshift-cluster-node-tuning-operator

i th o Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
node-tuning 4.15.1 True False True 60m  1/5 Profiles with bootcmdline conflict

#NR ClusterOperator/node-tuning skEd &5 RAVIK S ZE DEGRADED, Nl Operator SUREX RE &
I:PA%E{ %\%E’J{n )

5.5. B UHE AR

Operator B E L HIR (CR) @EWANEEID. FE—EB2 = profile:, X2 TuneD EEEE R H AT
=K., BEEHHE recommend:, FAEE XEREEIEFZIE,

ZANBE SRS LLIHTE, 7 Operator i & 228 RHI% A CR, Operator &GN EI R EFEH CR
FMFRTIB CR, FABIIAMBEE L HREMICIXERREFH, RN EHREERIL TuneD SFHHERIE L XS
%O
FEREX
BT EE BRI Tuned CR R X & Operator Management R, BRINER T, Operator #46F Managed
IRZ, BHIAMY Tuned CR #3% A& spec.managementState %, Operator Management JAZSE0A S E 10
T

® Managed: Operator RTEESE FR B # BEHT EIREN R

e Unmanaged: Operator 4 ZB&BC & F1RHFE X
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® Removed: Operator f$# Bk Operator & &HRIEXT R TR
BciE £ BUE
profile: B3 FIH T TuneD EEEE R H A,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...

- name: tuned_profile_n
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings

BHEESR

profile: 452 #:@:1J CR #) recommend: #8933k E L. recommend: S4B IRB LI ERERES
#9571 B 712K,

recommend:
<recommend-item-1>
#..
<recommend-item-n>

HUR AR BIIRILIN -

- machineConfigLabels: ﬂ
<mclLabels> 9

match: 6
<match> ﬂ
priority: <priority> 6
profile: <tuned_profile_name> G
operand:
debug: <bool> 6
tunedConfig:

reapply_sysctl: <bool> Q

Q A%,

Q MachineConfig 7% %/ (HF 88, HNITTRME—H,
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INRAER, NEBXEBELE, MRIFXETLENESNEESE, HNXKET
machineConfigLabels,

o

LR,

REEHF LR, BERFRTNESES (0 B&RELEN .
EE TR N AR TuneD EES., 5120 tuned_profile_1.

AR VENT RECE,

) TuneD SR RZIT R A1, true HITH, false HX[l. BRIME false,

4 TuneD SHP#ER2$T FF =< 1] reapply_sysctl ThAE, % true KRF/E, false (KFRXM,

9909009

<match> 2 — B TE LI RERH, TR :

- label: <label name>
value: <label_value>
type: <label_type> e

<match>

TR pod PR B,

A[ERY T mEk pod IR (H, WIRERE, <label_names> & LATEL,

a|

Soie
BT REE (node 5 pod) . MREEL, &FF node.
S

A 1%H <matchs 713K,

0009

INRAABE <match>, NIFFEREMN <matchs> NI E N true, BNRBRE false, FEFKLR
AsEIWEF NN <match> E3DMEESE, Eit, #®&RE (FH <match> 4) SLLEHE AND 2EEiz
. Rz, WNRITE <matchs FIRAEM[—I7, A <matchs FIRFE S true, FHtk, ZIRLZEH
OR iIZE Rz fE,

#N5RE X 7 machineConfigLabels, £ TF#|35E & mAIEE X% ER recommend: FIRITT

Ff. <mcLabels> 1§ EHBRECEIR S, VL ERB0E, UERES <tuned_profile_name> #1 F
FHIXE, WAKEISSH, XBEFEHAS <mcLabels> FCEHIHN2SE B LS AT AN SEE I,
FEDE T HBINYBREEMAIFTE T m LR BEE S <tuned_profile_names>, E4I%EBA master
# worker ABHT &=, EJfER master A,

5% match #1 machineConfigLabels B2 OR ##{ERFE#, match W& LUsE LR 5 1T,
e, MReHIFES true, NFEE MachineConfigLabels i,

BF

LEAETHRRERNTEN, BIUSEEERBEAREN T ROHIIR—HSRER
F, FEEINRNTESSBERAZR—VNSREBRNHDHES T RH TuneD #IF
NRGFBARSEARZE,

B - BETF T == pod hRZHIPEAS

I - match:
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- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBECBESRLEHN, LLLE CREFASRE TuneD ST #H L #: /N recommend.conf XX, LN &mE
(10) BB Z openshift-control-plane-es, FHItSHEEE S, HAE T RLIZITHASRE TuneD
SRS TEERER—T R EREEZ1Ti%E tuned.openshift.io/elasticsearch 1758 pod, INR%A,
NEEAS <match> EB (L7 false, MIRGFHEEBIZIFEM pod, 77 ik <matchs> 91 FEH true, 77
mREthEZE R node-role.kubernetes.io/master 5 node-role.kubernetes.io/infra,

ISR LEFRZEX LA N 10 WESBESE M S LS, NN A openshift-control-plane-es 2 &%, FHETE
EHEMEELR. RV R/pod IEHERER, NEEMLENE_SHEES (openshift-control-
plane), fN1RA2RL TuneD Pod EEHF 7% node-role.kubernetes.io/master = node-
role.kubernetes.io/infra 8977 = 217, NI FAEES,

&G, ECES openshift-node HILENZIE (30). ©i%F <match> 4, FILIAKTE, NRAET
REFEREMLEAESHEES, ERFEN—NERTME T RMEEESERIXE openshift-node
E%Q

PRIORITY 10 PRIORITY 20 PRIORITY 30
ettt ettt ettt :
1 1
I 1
oD e FALSE ' NODE ! FALSE
tuned.openshift.io/ | X !
e e e ! node-role.kubernetes.io/ k
1 master [
) j
| . .
1 ]
RUNNING ON ! OR !
. A : :
; i | NODE i
1 ]
: NODE | ! node-role.kubernetes.io/ !
I . 1 ] infra [
: node-role.kubernetes.io/ ! 1 [
master | | |
! T I I et
1 1
| OR i
I 1
1 1
1 1
I 1
: NODE !
: node-role.kubernetes.io/ !
1 infra 1
l |
I 1

TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node
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B - ETFHlAECE T

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

FREBWAD T RMEHSISER, NERT RIS EE bR T mitFEsing, AROIE L)
Tuned CR, &=EAIEBE LM 2B E M,

BET=HAEN TuneD BBESE

FERALLIhEE, FREEIXTF OpenShift Container Platform 52 E =N AR A LA A EH O EE TuneD B
BE. XASEH, MEAHRIMEANRT SRS T R HEIN SR E &,

XA INEERFI A spec.providerlD 7T RXTRIE (X1 <cloud-providers://<cloud-provider-specific-
id>) , F7E NTO operand B2 Eii & <cloud-providers (£ {4 /var/lib/tuned/provider, A
&, TuneD &FERXNXHHIAZERINE provider-<cloud-provider> EEE% (MR XNMREEFE)

openshift EZE% (openshift-control-plane # openshift-node B2 B LA ME P AREITE) NIEHEH
EEAXANIAE GBI HRARUERBEME) . NTO = TuneD BRIFAS 2 MAHEFHNEHNEE
£, B2, EIUSE—BE LEESE provider-<cloud-providers, ©iHSERTARAAER FTrRAE =4
N ERIEREE T R

GCE =t maBcESE Al

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: provider-gce
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=GCE Cloud provider-specific profile
# Your tuning for GCE Cloud provider goes here.
name: provider-gce
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HFEESEMIEK, provider-<cloud-providers Bt i& & H 5 E T 1% B
openshift EEE R H FREEEES.

5.6. B & L HEER A
MERIA CR HhfEf TuneD BCESE

LT CR % # A% tuned.openshift.io/ingress-node-label & OpenShift Container Platform 7 s v F
T R— R BEE L,

Pl : 81/ openshift-control-plane TuneD B¢ B £ 1T B & X HHEMLE

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: ingress
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=A custom OpenShift ingress profile
include=openshift-control-plane
[sysctl]
net.ipv4.ip_local_port_range="1024 65535"
net.ipv4.tcp_tw_reuse=1
name: openshift-ingress
recommend:
- match:
- label: tuned.openshift.io/ingress-node-label
priority: 10
profile: openshift-ingress

BF

NFRLZEBENRBENAR, BilHmZEENSEEBRIN Tuned CR FRIZEAIBIA TuneD
SPiF R B, EERTRAMEREIL openshift-control-plane LB,

S AAE TuneD BB E

BT NTO BEEMTFIHRRECHERIIMEL, TuneD BIENRAEEE TuneD S HRZME—RA, 5
HFF AR FAE TuneD BBESR, 1HELALL T AR EIEM TuneD pod :

$ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/ -name
tuned.conf -printf '%h\n" | sed 's|*.*/||'

& LU B B SO RS L SRV BC B SR & 7R,

=Bl : FARNE hpc-compute TuneD EdiEE

apiVersion: tuned.openshift.io/v1
kind: Tuned
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metadata:
name: openshift-node-hpc-compute
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile for HPC compute workloads
include=openshift-node,hpc-compute
name: openshift-node-hpc-compute

recommend:

- match:
- label: tuned.openshift.io/openshift-node-hpc-compute
priority: 20
profile: openshift-node-hpc-compute

PR T WER hpc-compute ECEE S, LEHTRAILASIEFRIA Tuned CR HiRtH openshift-node
TuneD SFIFHIRECES, LUOITET REARETF OpenShift BIE L,

= ENI sysctl

AT LAEF /run/sysctl.d/. /etc/sysctl.d/ #1/ etc/sysctl.conf EHEE XHEIZITH BREFHHRZSE,
OpenShift Container Platform RN ENEEXHE, TEZTHNEXERNZSE ; B0 net.ipv[4-

6].. fs.inotify., #1 vm.max_map_count, X217 SEIE kubelet # Operator [HBIRT N RS- HE
RINEEHE,

BRAIE reapply_sysctl £ E N false, &N Operator FARBEIXLEILE, X METLE N false &
53 TuneD EN AR B E N RBEREARRN A ENEE X HFHIILE,

- BEENLT sysctl

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-no-reapply-sysctl
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift profile
include=openshift-node
[sysctl]
vm.max_map_count=>524288
name: openshift-no-reapply-sysctl
recommend:
- match:
- label: tuned.openshift.io/openshift-no-reapply-syscil
priority: 15
profile: openshift-no-reapply-sysctl
operand:
tunedConfig:
reapply_syscil: false
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FEfER Tuned CR B profile: 39 1 7E XBIB E LECESERR, LU TuneD A4 EZ I, (B [main] &8

2R
® audio
® cpu
e disk
® ceepc_she
® modules
® mounts
® net
® scheduler
® scsi_host
® selinux
® sysctl
® sysfs
® usb
® video
® vm

® bootloader

Hp— R T AR RHFMSMEMEThEE, BRIASHE LT TuneD &4 :

TuneD bootloader i R #F Red Hat Enterprise Linux CoreOS (RHCOS) worker 7

® script
® systemd
o
Hith BTR

o TAAHM TuneD {1

e TuneD Al]

58. EEEEEPEET RIEREME
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EEREEHPINTREXET RHIIMEREME, EALUER Node Tuning Operator, fEFEE control
plane #, EAILUEIT QIR EE Tuned X RFFETT it Ap 5| X LE L B ARG HO L B ARG R BL B 17 s 2K,

it

1. BRI EBM tuned BHEMNEEMS, HEIATRPHER, ELUTRBIF, Tuned FHE L
T—NEEXH, £S5 tuned-1-node-label 17 S FRZ R s £ ¥ vm.dirty_ratio 1575 55, %
LA ConfigMap & # & F 214 tuned-1.yaml By {4 :

apiVersion: v1
kind: ConfigMap
metadata:
name: tuned-1
namespace: clusters
data:
tuning: |
apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: tuned-1
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift profile
include=openshift-node
[sysctl]
vm.dirty_ratio="55"
name: tuned-1-profile
recommend:
- priority: 20
profile: tuned-1-profile

INRIEZBRHEMIFZERINE Tuned spec B spec.recommend Z0FHZE

&, NBREET node-pool HIILEL, [t spec.recommend 4 RS %N
MERENATFEPNT R, BAEATLLBITE Tuned .spec.recommend.match
Ry AR B A E SR R AR T s IC IS, PRIEEETT st sy
.spec.management.upgradeType fEiX & InPlace,

2. EEEEEHAE ConfigMap X% :
I $ oc --kubeconfig="$MGMT_KUBECONFIG" create -f tuned-1.yaml

3. BT YRR T ARt S A T St B spec.tuningConfig FE& B ConfigMap 5k, FEAfI,
BIZIERIE— NodePool, %74 nodepool-1, E&H 2 /N T =

Al

apiVersion: hypershift.openshift.io/vialphai
kind: NodePool

metadata:

name: nodepool-1
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namespace: clusters
spec:
tuningConfig:

- name: tuned-1
status:

al

=
WA LESA T mithh 5| R —E &S, EFEEM control plane 1, Node
Tuning Operator 4577 st B #1622 (A B9 G A (EME AN E Tuned CR BIE R

F, UXSEl], EXMERT, HAENRA—EEEEHEAREM Tuned CR H1)
BZANELMHERM TuneD BRES.

E Al
WE, BE0ESE Tuned 55 # ConfigMap X% 37 NodePool #15|F'E, Node Tuning Operator

2% Tuned Xf REL FIEEERFP. ERILUSIEE LT Tuned W&, LIRS TuneD BEEESNAEIBD
T Ro

1 FIHFEERERFHH Tuned X &K :

$ oc --kubeconfig="$HC_KUBECONFIG" get tuned.tuned.openshift.io -n openshift-cluster-
node-tuning-operator

it Bl

NAME AGE
default 7m36s
rendered 7m36s
tuned-1 65s

2. FIHBIEERERE ) Profile B4 :

$ oc --kubeconfig="$HC_KUBECONFIG" get profile.tuned.openshift.io -n openshift-cluster-
node-tuning-operator

it Bl

NAME TUNED APPLIED DEGRADED AGE
nodepool-1-worker-1 tuned-1-profile True  False  7m43s
nodepool-1-worker-2 tuned-1-profile True  False  7mi4s

% o
MREFUVEBE LEES, NEILL A openshift-node Bt E%.

3. BFRIIEMNATHE, 5T REBDI— debugshell, #1E sysctl B :
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$ oc --kubeconfig="$HC_KUBECONFIG" debug node/nodepool-1-worker-1 -- chroot /host
sysctl vm.dirty_ratio

it Bl

I vm.dirty_ratio = 55

5.9. B XERKB| FSH R TEERR TR T RIFZE

T FHEE control plane A B MR (RBEXREBEWXKEIFESE) , LA LUEA Node Tuning
Operator, LATRBIESR T a0 02 REE E TIHY T s,

iy =

1. B8 —1 ConfigMap /%, EHEE—1 Tuned X REFH, AFLEKNN2MBHI0MNE
. F#Llt ConfigMap ;55 {x7FZI4 7 tuned-hugepages.yaml BISZ 4 :

apiVersion: v1
kind: ConfigMap
metadata:
name: tuned-hugepages
namespace: clusters
data:
tuning: |
apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50
name: openshift-node-hugepages
recommend:
- priority: 20
profile: openshift-node-hugepages

P2y~
.spec.recommend.match FEXHEEERE R, EAHIF, X4 Tuned KRN FAE
5|tk ConfigMap * RETT st FHIFE T/ R. NEBHEEBEHREN T RoH

HR—T =, BN, TuneD BN RAILUNHZR—T ROERPH DS DT
RITEARRHAKRSH,

2. EEEREE PO ConfigMap X :

I $ oc --kubeconfig="$MGMT_KUBECONFIG" create -f tuned-hugepages.yaml
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3. /% NodePool ;& # YAML x4, B X NodePool A KA, H5|REE
spec.tuningConfig %84 6/ # ConfigMap 5. 112 NodePool 5%, & hep CLI ¥
H{®7FZI4£» hugepages-nodepool.yaml #9324 :

NODEPOOL_NAME=hugepages-example
INSTANCE_TYPE=m5.2xlarge
NODEPOOL_REPLICAS=2

hcp create nodepool aws \
--cluster-name $CLUSTER_NAME \
--name $NODEPOOL_NAME \
--node-count $NODEPOOL_REPLICAS \
--instance-type $INSTANCE_TYPE \
--render > hugepages-nodepool.yaml

4. 1 hugepages-nodepool.yaml X, if .spec.management.upgradeType X i& 7
InPlace, 3% .spec.tuningConfig i%& /5| A& 0|## tuned-hugepages ConfigMap %I £,

apiVersion: hypershift.openshift.io/vialphai
kind: NodePool
metadata:

name: hugepages-nodepool

namespace: clusters

spec:
management:
upgradeType: InPlace
tuningConfig:
- name: tuned-hugepages
Tkt 7o N AT MachineConfig X RN AU EMEH OB T =, HiF
.spec.management.upgradeType %Zi& InPlace, WR{#F Replace F%¢3k

B, M R|WETL2MER, BRI TuneD BIENRITEMIFNZBI SSEHIT, #
TREAUEREN],

5. EEEE+ 0/ NodePool :
I $ oc --kubeconfig="$MGMT_KUBECONFIG" create -f hugepages-nodepool.yaml
USATl
TRAARE, BEML TuneD SFHHARKIREN AR TuneD BBEBE T EMBENAZEIF S, ET7RAMHE
HEHS|F LN LA MachineConfig X Rf5, EALASIEREENA TuneD BCESR, HEXRETH
%5155,

1. FIHFEERER T Tuned XK :

$ oc --kubeconfig="$HC_KUBECONFIG" get tuned.tuned.openshift.io -n openshift-cluster-
node-tuning-operator

145



OpenShift Container Platform 4.15 ol g5t fEaE

it Bl
NAME AGE
default 123m
hugepages-8dfbifed 1m23s
rendered 123m

2. FIHBIEERERE ) Profile 74 :

$ oc --kubeconfig="$HC_KUBECONFIG" get profile.tuned.openshift.io -n openshift-cluster-

I node-tuning-operator

it Bl
NAME TUNED APPLIED DEGRADED AGE
nodepool-1-worker-1 openshift-node True False 132m
nodepool-1-worker-2 openshift-node True False 131m

hugepages-nodepool-worker-1  openshift-node-hugepages True  False
hugepages-nodepool-worker-2  openshift-node-hugepages True  False

#1 NodePool FEIH 4™ worker 17 &R FH T openshift-node-hugepages Bt &%,

3. EMINEWBRNE T HE, HET KR EESI—1 debug shell #1:7 /proc/cmdline,

I $ oc --kubeconfig="$HC_KUBECONFIG" debug node/nodepool-1-worker-1 -- chroot /host

cat /proc/cmdline
i Bl

I BOOT_IMAGE=(hd0,gpt3)/ostree/rhcos-... hugepagesz=2M hugepages=50

Hi 5w

BXIEE control plane WEZER, 1HSHITE control plane,
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% 6 = {1 CPU MANAGER fhiMETEES

%5 6 = i CPU MANAGER #1#RhiNETESS

CPU Manager B2 CPU HFRFIFFE CPU BIF E,
CPU Manager X FELULTEBMEMAEHAER :

o FERHEELH CPU K],

o XAMIBERETF ERIEB B,

o (KIERMLER AR,

o EESHMHIENE, FMEE—NVEREGFHZR,
RINEIESR (Topology Manager) M CPU Manager, & & EEaMEM Hint IRERERTER, U
gg{gjg)ﬁ#éﬁ— WA (NUMA) 7= EBIFRE QoS 25M pod %R (#0 CPU. SR-IOV VF #1E A%

RINEIE SR FERANEEMNIRRERPIRENIRIMER, RIEECER Topology Manager SRE& LK 15 KH
Pod R, RETRESHE T mBEZHIEL,

RN BB R EFEAFEM RS RSN TEEREREERNBRERBETLEH L TTENNHRER,
ZEAMINEIESR, TQIER #E KIBEE CPU Manager,

6.1. Xi& CPU MANAGER

Efig& CPU Manager, EHIE—1 KubeletConfig B X ¥R (CR) FHFEN AEIFAEN—HT =,

AR
L BITUTSERMET R
I # oc label node perf-node.example.com cpumanager=true

2. BENMAEITET 2B A CPU Manager, Ha{TU T4 ESmiE CR :
I # oc edit machineconfigpool worker

3. ¥¥ custom-kubelet: cpumanager-enabled /=% 7 INE] metadata.labels £33

metadata:
creationTimestamp: 2020-xx-Xxx
generation: 3
labels:
custom-kubelet: cpumanager-enabled

4. fIE KubeletConfig, cpumanager-kubeletconfig.yaml, BE X %R (CR) ., ES I L—%h
BRI, LAMEMEFAFTH kubelet BEoE B AT IEMATT . 155 Il MachineConfigPoolSelector
il

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
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name: cpumanager-enabled
spec:

machineConfigPoolSelector:

matchLabels:
custom-kubelet: cpumanager-enabled

kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

@ = EE

e none X MREZBATAE A T INHEBIBIA CPU XEXMEA R, MMARHIBHIAERSB
BN ATROREN M. X RIASRES,

o static, ILERBEARIFRIE pod FHIRREEEE CPUIER, BIAREIN T M EHEH
CPU MyiJin], R} static, NMEEFHE—P/NLE s,

@ it $EE CPUManager HiAHiE, BRIl s,

5. iIBITUAT e R RO kubelet BRE :
I # oc create -f cpumanager-kubeletconfig.yaml

A1 kubelet EBEH7RIN CPU Manager HgE, #WIRFEZE, Machine Config Operator (MCO)
HEF‘F, 5o ESA CPUManager, NAEEES,

ZITU TS, KBEAEFM kubelet BEE :

1=
# oc get machineconfig 99-worker-XXXXXX-XXXXX-XXXX-XXXXX-kubelet -0 json | grep
ownerReference -A7

"ownerReferences": |

{

"apiVersion": "machineconfiguration.openshift.io/v1",
"kind": "KubeletConfig",

"name": "cpumanager-enabled”,

"uid": "7ed5616d-6b72-11e9-aae1-021e1ce18878"

7. T T 4%, REEHM kubelet.conf SXHRITTE T & -

# oc debug node/perf-node.example.com
sh-4.2# cat /host/etc/kubernetes/kubelet.conf | grep cpuManager

i th o Bl

cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9
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ﬂ 1E6# KubeletConfig CR Y}, &% X
Q 1E 612 KubeletConfig CR Y}, &7 X
8. IBITLA T HROIETE :

I $ oc new-project <project_name>

% 6 = {#f CPUMANAGER MRt EB S

cpuManagerPolicy,

cpuManagerReconcilePeriod,

9. QIBIER—IHZIMAKH pod. FRHEIFIERELIFE CPU EIXEN—IMER, XIBRTATIL

pod BIPIAZEN :

I # cat cpumanager-pod.yaml
i th o Bl

apiVersion: vi
kind: Pod
metadata:
generateName: cpumanager-
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: cpumanager
image: gcr.io/google_containers/pause:3.2
resources:
requests:
cpu: 1
memory: "1G"
limits:
cpu: 1
memory: "1G"
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
nodeSelector:
cpumanager: "true"

10. A% pod :

I # oc create -f cpumanager-pod.yam|

ey
I # oc describe pod cpumanager

it Bl

ZATAT 8, Rk pod B8 B AERIEIRCHIT R
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Name: cpumanager-6¢cqz7
Namespace: default
Priority: 0

PriorityClassName: <none>
Node: perf-node.example.com/xxX.XX.XX.XXX

Limits:

cpu: 1
memory: 1G
Requests:
cpu: 1
memory: 1G

QoS Class: Guaranteed
Node-Selectors: cpumanager=true

2. TS, iE CPU BB ERE S E4 pod :
I # oc describe node --selector='cpumanager=true' | grep -i cpoumanager- -B2
=1
NAMESPACE NAME CPU Requests CPU Limits Memory Requests Memory
Limits Age
cpuman cpumanager-mirrz - 1 (28%) 1(28%) 1G (13%) 1G (13%) 27m
3. FAINIEMECE T cgroups. i21TLA T4, FKEX cluster #HF2H):#42 ID (PID) :

I # oc debug node/perf-node.example.com

I sh-4.2# systemctl status | grep -B5 pause

NS

% -
NRFHIRE S N EHERE, BRIUAR ERRE SR,
ol

# |—init.scope
| L—1 /usr/lib/systemd/systemd --switched-root --system --deserialize 17
L—kubepods.slice
|——ku bepods-pod69c01f8e_6b74 11e9_acOf 0a2b62178a22.slice
| —crio-b5437308f1a574c542bdf08563b865c0345c8{8c0b0a655612¢.scope
| L-32706 /pause

4. IZfTLUF %, Wik pod BRES 2 (QoS)E Y Guaranteed 25 1E kubepods.slice FEEH :

# cd /sys/fs/cgroup/kubepods.slice/kubepods-
pod69c01f8e_6b74_11e9_ac0f_0a2b62178a22.slice/crio-
b5437308f1ad1a7db0574c542bdf08563b865c0345¢c86e9585f8c0b0a655612¢.scope

I f—b‘['

# foriin Is cpuset.cpus cgroup.procs’ ; do echo -n "$i "; cat $i ; done
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% Hh QoS F4M Pod &A1 F R kubepods #JF cgroups .,
=1
I cpuset.cpus 1
tasks 32706
5. BT T e S, KREMESAIFR CPU SR :
I # grep "Cpus_allowed_list /proc/32706/status
=1
I Cpus_allowed_list: 1

6. BIERGHM S — pod FT;E7E N Guaranteed pod S EHIAZFIZ1T, FlIN, BIRIE
besteffort QoS JZ## pod, FiZ{TUT&HS :

# cat /sys/fs/cgroup/kubepods.slice/kubepods-besteffort.slice/kubepods-besteffort-
podc494a073_6b77_11e9_98c0_06bba5c387ea.slice/crio-
c56982f57b75a2420947f0afc6cafe7534c5734efc34157525fa9abbf99e3849.scope/cpuset.cpus

I # oc describe node perf-node.example.com

it Bl
Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8162900Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7548500Ki
pods: 250
default cpumanager-6¢cqz7 1 (66%) 1(66%) 1G (12%)

1G (12%)  29m

Allocated resources:
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(Total limits may be over 100 percent, i.e., overcommitted.)
Resource Requests Limits

cpu 1440m (96%) 1 (66%)

XA VM BB CPU A%, system-reserved % iE{REE 500 millicores, XXX —R%HPH—
WM R RS ER N, LUAE] Node Allocatable B9#i&, &R LIE R Allocatable CPU
21500 28, XEBKREFEFTLLZIT—1 CPU Manager pod, ENE pod BE—/NTEMHA
. —PNEEMNAKET 1000 2F, MREZRAESE =/ pod, RTFEZZ pod, BRE

HEE :
NAME READY STATUS RESTARTS AGE
cpumanager-6¢qz?7 1/1 Running 0 33m
cpumanager-7qc2t 0/1  Pending 0 11s
6.2. thINE IR

EINEESR BT M Hint I24tF (40 CPU Manager fliX & EEaR) WERIMRTRIFZBMEIGIRSE
(QoS) B9 Pod %R, FH{EAKERIRTEEE Pod HiR.

HINEER IO OERERE, XLRIEES N cpumanager-enabled B KubeletConfig B & Y R
(CR) A ER :

none Kig
XEBRIAKRES, APUTEMIRINGTFHZE,
best-effort g

X Fi7E best-effort HINEIERIZE) pod HHIE N B, kubelet RFAE Hint IRMEAFE KA A B
IREORTAMYE, GRAXEER, AHEEREGRFRERIESHNEL NUMA TSR IXE, MRKBME
BARERRE, NRINEESKREFXINKE, FHE pod DEL T Ro

restricted 5%

X Fi7 A restricted HRINEIRERBEEY pod HHIE N R, kubelet RFTRE Hint REE KA A B
IREOAT A, ERAXEER, AIEERIFREFRIESHHEL NUMA TR IKE, MRKBME
EEWEE, NRHEEZIMNT RIELXA pod, MTTEEH pod 4bF Terminated K7, H pod #
AR,

single-numa-node RB&
XIF7 A single-numa-node AN EIERIEH pod FHIENEER, kubelet RAAE Hint IRHEH kK
RIMHETTRN AT A, FRAXMER, HIEEHFRIRELD NUMA TRXHKMERE TR, R
2, pod BEPEAELT R, MBFTEMEA A — NUMA 17 kBitE, MR SESSIBAREE T R
pod, X&5H pod 4F Terminated A, H pod # A KN,

6.3. WERINEE

S ARINEIESR, B JIIES N cpumanager-enabled # KubeletConfig B E X ¥R (CR) FEE S

FoRMg, MREIXET CPU Manager, NIZXHRAIBERFE, WRINXUFEFE, ERLUEIRIZX
{¢O

FeRFEMH

e ¥ CPU Manager $RESECE Y static,

e
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% 6 = {#f CPUMANAGER MRt EB S

BUGRINEESS
1. EBEE LHIRPEEHRINEER DB R,

I $ oc edit KubeletConfig cpumanager-enabled

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s
topologyManagerPolicy: single-numa-node 9

XS TZ static, s H/IMNE,

IEEFMLIRINE R D BERIE, EiXE, KBERZ single-numa-node, BWE
77 : default, best-effort, restricted. single-numa-node,

1
2]

6.4. POD SHRINEEHRRIEMZE
LUFB Pod specs RB5ER T Pod 5 Topology Manager B3 H,

R FEBIEE FIREKRSHRH, AT pod KL BestEffort QoS Kiz 1T,

spec:
containers:

- name: nginx

image: nginx

A AiEKRNFREI, T—1 pod LL Burstable QoS 25217,

spec:
containers:

- name: nginx
image: nginx
resources:

limits:

memory: "200Mi"
requests:

memory: "100Mi"

JIRAMARIETZ none, NIHINEESRFAEEEPEMET— Pod HiE,

R HiE R E TR, — pod LA Guaranteed QoS 217,

spec:
containers:
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- name: nginx
image: nginx
resources:
limits:
memory: "200Mi"
cpu: "2"
example.com/device: "1"
requests:
memory: "200Mi"
cpu: "2"
example.com/device: "1"

RINEEBRTZEXA pod, FRINEIEIERSSE CPU Manager FIIX& BRI hint L 7E, LUREX pod
HIRIMER.

IINEERNERALERFHIZASHNRER. E4 pod H, CPU Manager Ml & EERFAETRD
R/ X M5 AR L B RO 1E R
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5 7 Z JE NUMA A T{E (3
T 2 NUMA BNV EE LA R ANal {5 FH & 3£ 7 OpenShift Container Platform &5 E B S 14 RE T F 714,

NUMA Resources Operator ST EFEHERB NUMA X i3/ ifH B /= M B8 T i #k, — P RERS
HAE, ZAEET AIER T = NUMA mﬁl«l&”‘filﬁﬁijﬂiﬂ’]?ﬁﬂﬂﬂﬁpﬁriﬁi

7.1. =F NUMA BAEE

NUMA f& 1t

FEZ—AREVR (NUMA) B— MTEEEEEM, RTFAERN CPUUARZEEVIRARRKXE, NUMA %R
HINBIBEITE T R EREANH CPU, REHM PClIEXEMAIE, HE—EMERERRER— NUMA X
1, SFREREN AER, SEHEENEEAN NUMA KIEAH pod T,

HaeER

NUMA i s 178 % N NEIEHI 2389 CPU 7£ CPU E4AIERET AT ARE, TILWRERMLEHAE, X
A AL MRS AN IR I RSE M. AT NUMA XL RTER) CPU 408 T E i B RS Hr 2
N NUMA KB TENSHEE, B4, ST 1/0 BRFIMNIENE, TR NUMA XigH i
WREOKMIBTNNARFIEE, SEIENE (MHEEIFENE) TEEXLEZUYTAIREE

NUMA RBHIEEE

NUMA BRERTIER— NUMA KigRiERWERTTERR (CPU, WE. &) , AN ELS
ERBRBM TN SRS TENE . NUMA BIMFEILMRS TEMIET RN pod BE, LIRS
RMEK,

5 Node Tuning Operator 55
171 ¥ Node Tuning Operator UM AEECBE S NUMA BANVAEER, B —SEE CPU XEHER
AT HEAR B R T4 7 B 1 BE

AT EZH

EKIABY OpenShift Container Platform pod AERRF HAEZHEEEMIET R AKR, mMARED
NUMA X%, IR kubelet fRINEIRSFHIE KRR/ BRI, NISTESF pod ZiBE T i I
wERM. MR, MREEFEKRREMER BRI, N pod ATLESR A EMBI TR ARIER THT
=IEZ, MMSBMREEERTIEAETIE, A0, % pod AERRFENAHE pod 15K FHR A A
S B IERENAE RER, pod QIEETTEESH TN Topology Affinity Error X%, HERICERSKA
BERSH pod BEEIR, 74, REBEFHRSMETRSE, pod HEREKAIBERRE N /E S RINMMAEEE
BT A4 B £ 3

NUMA EHl pod AR

NUMA Resources Operator 288 T — 1M HE X NUMA FRiBNEHERRFEMEM TR, LUEHEIRIA
OpenShift Container Platform pod {ERFHYEE, TEEZRT NUMA A pod ﬂf;ﬂ’ﬂ%éﬁﬁ%ﬁo
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7.1. NUMA RN A BEAB

Control-plane node Worker node O Worker node 1
d
Kube APl server - |
NodeResourceTopolegy API 4+ Node topology exporter Node topology exporter
I I I Kubelet Kubelet
Kubelet Kube NUMA-aware PodResoures API PodResoures API
scheduler scheduler

| ! !
i Available NUMA zones Available NUMA zones
i
i 1 2 3 4 1 2 3 4
i
L 5 6 7 8 5 6 7 8
1
1
e A g -
| i i i
| 1 1 1
bemmmmmeemeeeeeoo-o---Lo—- Optimal NUMA zones selected ----t=---=----oommuuood

High-performance workloads

NodeResourceTopology API
NodeResourceTopology API ##i 7 &M TET R E AT AR NUMA K HR,
NUMA BRIHERR

NUMA X5 Bh1E FE 72 M NodeResourceTopology API #E4E X7 F§ NUMA XIBME R, F1ET
DALMY R VA SR TR M

1 ¥k exporter

T B exporter EATFEMTE T RHT A NUMA X %RZI NodeResourceTopology APl, 7
b exporter SHP 2/ F PodResources AP| IRERE B kubelet B ¥R L.

PodResources API
SFENT =, PodResources APl @AY, F@E kubelet AFFFTIRIAFN A A TR,

PodResources AP| # List if m A F D ERABERSHNETH CPU, API REATFET
H =AY CPU,

GetAllocatableResources ifi ;2 /2 7 77 ;2 £ o] R e 2 ER 5508,

Hth 5
o BXAEKRFIZIT=H pod WERFLURIMEER =% pod HERFEE pod WELER, &
S ER =N HERFFE pod,

7.2. 2% NUMA RESOURCES OPERATOR
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NUMA Resources Operator E8E HiR, HEIHE NUMA RRE T {E M EMEEB, B LUER OpenShift
Container Platform CLI 2% Web 12l & &% NUMA Resources Operator,

7.2.1. {1 CLI Z%5 NUMA Resources Operator
ENEBEED, aLUER CLI 24 Operator,

SeRFMH

e Z% OpenShift CLI (oc) »

o LIEA cluster-admin A B9 &%,

ff

L=

S

1. 5 NUMA Resources Operator fl| 2y 22[H] :

a. LT YAML £72 ] nro-namespace.yaml {4 :

apiVersion: v1
kind: Namespace
metadata:
name: openshift-numaresources

b. iZ{TLL T epf K% Namespace CR :

I $ oc create -f nro-namespace.yaml

2. 5 NUMA Resources Operator |3 operator 21 :

a. 7£ nro-operatorgroup.yaml XX{FF{RELLT YAML :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: numaresources-operator
namespace: openshift-numaresources
spec:
targetNamespaces:
- openshift-numaresources

b. iZ{TLL T ep 53K 0% OperatorGroup CR:

I $ oc create -f nro-operatorgroup.yaml|

3. ¥ NUMA Resources Operator GIJ&1] [ :

a. LT YAML {&®7FEl nro-sub.yaml 324 :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: numaresources-operator
namespace: openshift-numaresources
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spec:
channel: "4.15"
name: numaresources-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

b. iZ{TLL e f K% Subscription CR :

I $ oc create -f nro-sub.yaml

117 openshift-numaresources @& Z2 A Y CSV FRRLIERER DK, B1TLA T

A
M.

I $ oc get csv -n openshift-numaresources

Fai tH o Bl
NAME DISPLAY VERSION REPLACES PHASE
numaresources-operator.v4.15.2 numaresources-operator 4.15.2 Succeeded

7.2.2. [ Web %4l & &% NUMA Resources Operator

ERNEBREER, EALUER Web 124 %2 NUMA Resources Operator,

ff

L=

S

1. 4 NUMA Resources Operator fl| 2y % 22[H] :

a. 1 OpenShift Container Platform web &5/, = Administration » Namespaces,

b. m Create Namespace, 1 Name FE&AHiA openshift-numaresources, AER
Create,

2. &% NUMA Resources Operator :
a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI BRI Operator FIF&R A% numaresources-operator, #A/E R Install,

c. T Installed Namespaces FE&H, if¥ openshift-numaresources fa 22 (7], A
Install,

3. A% : $8iE NUMA Resources Operator 2 & B IR E ¢
a. tD#:%] Operators — Installed Operators T

b. H#{R openshift-numaresources ¢ 22 7] 151l NUMA Resources Operator, Status 7
InstallSucceeded,
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= -
ELE T2, Operator HRER TR Failed IR, MRLREIRRERGHE
InstallSucceeded &, ErRILLZEE XA Failed 1§ 2.

INR Operator X B WML, EIRBUUTHIRFITIESER -

e /£ A Operators - Installed Operators I, % Operator Subscriptions I Install
Plans £+ # Status Ui 2 & A EAEE 1R,

e A Workloads - Pods Tif, % default 71 E ## pod BIH &,

7.3. VA NUMA X501

AT ERBRBRITENENERBREREEHRRES, UBEMSR/IMEIHENEERHIICERE, NUMA K
MR FRIER AT R NUMA BRERE TEME, FEENMART R EmtRiRERNE,
NUMA BANERZF TIE M HR M REECERBL S, HBRURKILMERERN A AR TIE 7%,

Z{# NUMA Resources Operator SE2 0] IEE T/E, & /1E8E NUMAResourcesOperator B E X IR
#1 NUMA REAEIHHB) pod HETER
7.3.1. f1/Z NUMAResourcesOperator B E X %R

Z % NUMA Resources Operator &, {2 NUMAResourcesOperator B & X ¥R (CR) %15~ NUMA
Resources Operator 2% £ NUMA B VHEZF AT BIIRT A SR E MR, SIETIFHZEM AP,

FoRFMH

o % OpenShift CLI (oc) .
o LIEA cluster-admin FHME - &0 &%,

o 2% NUMA Resources Operator,

1. {1/ NUMAResourcesOperator B X %R :

a. JUTRNFAEN YAML XHERBHREF N nrop.yaml :

apiVersion: nodetopology.openshift.io/v1
kind: NUMAResourcesOperator
metadata:

name: numaresourcesoperator
spec:

nodeGroups:

- machineConfigPoolSelector:

matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ

ﬂ XNIZSEEEE EERE NUMA Resources Operator B9 MachineConfigPool CEZ,

Blan, EAREE 63 T &5 worker-cnf 9 MachineConfigPool, ©igEiz{THIEIE
AR —HTT =
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b. IZfTLL T4 3412 NUMAResourcesOperator CR :
I $ oc create -f nrop.yaml

™

P2y~
]2 NUMAResourcesOperator &fit Z BN 2REER ENEH, RLZH
M TT fR

1. BT TF®4, %k NUMA Resources Operator 2 & B ARINERE -

I $ oc get numaresourcesoperators.nodetopology.openshift.io

Ll N
NAME AGE
numaresourcesoperator 27s

2. Low#E, BTUTHRSRIEEHRES EXRMIERE !

I $ oc get all -n openshift-numaresources

=1
NAME READY STATUS RESTARTS AGE
pod/numaresources-controller-manager-7d9d84c58d-gk2mr 1/1  Running 0 12m
pod/numaresourcesoperator-worker-7d96r 2/2  Running 0 97s
pod/numaresourcesoperator-worker-crsht 2/2  Running 0 97s
pod/numaresourcesoperator-worker-jp9mw 2/2  Running 0 97s

7.3.2. £33 NUMA BEAI5B) pod HERRF
=% NUMA Resources Operator f&, HUYTLLTRIERERE NUMA RRANHiBD pod HETREFF :

ff

niz
1. £/ NUMAResourcesScheduler B & X FRFEERE NUMA BAIBE E X pod HERRRF :

S

a. FUTF &/ YAML {R7FZ! nro-scheduler.yaml 3 {4/ :

apiVersion: nodetopology.openshift.io/v1
kind: NUMAResourcesScheduler
metadata:
name: numaresourcesscheduler
spec:
imageSpec: "registry.redhat.io/openshift4/noderesourcetopology-scheduler-rhel9:v4.15"

b. iZ{TLL T é 45 E0/E NUMAResourcesScheduler CR :

I $ oc create -f nro-scheduler.yaml
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2. LWHE, ZTUTHRSRIASKRDEBEREHIR

I $ oc get all -n openshift-numaresources

=1
NAME READY STATUS RESTARTS AGE
pod/numaresources-controller-manager-7d9d84c58d-gk2mr 1/1  Running 0 12m
pod/numaresourcesoperator-worker-7d96r 2/2  Running 0 97s
pod/numaresourcesoperator-worker-crsht 2/2  Running 0 97s
pod/numaresourcesoperator-worker-jp9mw 2/2  Running 0 97s
pod/secondary-scheduler-847cb74f84-9whim 1/1 Running 0 10m
NAME DESIRED CURRENT READY UP-TO-DATE
AVAILABLE NODE SELECTOR AGE
daemonset.apps/numaresourcesoperator-worker 3 3 3 3 3 node-

role.kubernetes.io/worker= 98s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/numaresources-controller-manager 1/1 1 1 12m
deployment.apps/secondary-scheduler 11 1 1 10m

NAME DESIRED CURRENT READY AGE
replicaset.apps/numaresources-controller-manager-7d9d84c58d 1 1 1 12m
replicaset.apps/secondary-scheduler-847cb74f84 1 1 1 10m

7.3.3. BEEE # NUMA 7 s 3R Bg
NUMA Resources Operator BRIEEEPEE F N NUMA 17 mskBg, X LUB N QI8 F N AR BES
B & KubeletConfig 3 5CH,

p= )1

BLE S NUMA 17 SRS E R AE RN AR ESE., ErLUEA Performance Profile

Creator (PPC) TEROUEMREEES. MRAEHFURT HERES, CREINE
KubeletConfig 71 tuned EciE &£ & H th (L4

BXUIZEEREBENEZRER, S "RNINER" Eo FH "About the Performance Profile
Creator’,
Hb TR

o XTFMREECBECIESS

7.3.4. REECESRTHI
it YAML R RE R AR B 02 25 (PPC) TRARMARES :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: performance
spec:
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cpu:
isolated: "3"
reserved: 0-2
machineConfigPoolSelector:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
nodeSelector:
node-role.kubernetes.io/worker: "
numa:
topologyPolicy: single-numa-node 9
realTimeKernel:
enabled: true
workloadHints:
highPowerConsumption: true
perPodPowerManagement: false
realTime: true

ﬂ XNIZSEEEE EEE NUMA Resources Operator B9 MachineConfigPool ITEE, g0, &aRE
B 012 T &5 worker-cnf 8 MachineConfigPool, ©i§%E—4iz2{THE T AEHMNT =,

9 topologyPolicy /% B 7 single-numa-node., 21T PPC TEK, ¥ topology-manager-
policy Z#i%& 7 single-numa-node Fif{RE R 01t

7.3.5. 6] KubeletConfig CRD

EHN NUMA T RN R RN AMEEESR. 75— AR 02 A KubeletConfig BE
LR (CR), #1FAIR.

ff

L=

S

1. ©/# KubeletConfig B E X FiR (CR) KA IBEEEREE pod admittance ZRHE :
a. J$LLF YAML 725 nro-kubeletconfig.yaml 3244 :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: worker-tuning
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
kubeletConfig:
cpuManagerPolicy: "static"
cpuManagerReconcilePeriod: "5s"
reservedSystemCPUs: "0,1" 6
memoryManagerPolicy: "Static"
evictionHard:
memory.available: "100Mi"
kubeReserved:
memory: "512Mi"
reservedMemory:
- numaNode: 0
limits:
memory: "1124Mi"
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systemReserved:
memory: "512Mi"
topologyManagerPolicy: "single-numa-node" 9

HEE PR % LUCES NUMAResourcesOperator CR HH)
machineConfigPoolSelector.,

%IF cpuManagerPolicy, static %/ifEfA/NE s,
RIBEB T s £ CPU #4TIHEE,
%I F memoryManagerPolicy, Static /R KXE S,

topologyManagerPolicy @ /ili% &/ single-numa-node.

0060 o9 —

b. iZ{TLL T e H 3K 0% KubeletConfig CR :
I $ oc create -f nro-kubeletconfig.yaml

A REBC E 5= KubeletConfig 2 B4 T REH S5, MREHMA
BE, BaLl@nd EFLET RAEH KubeletConfig A BITRZESEHERR L ]
EIDTO

7.3.6. A NUMA RAIVAERFEE TIEMH

7E, R&E 7T topo-aware-scheduler, &5F NUMAResourcesOperator 7l
NUMAResourcesScheduler CR, H#B&iFE AR MEEE%RSK kubeletconfig, ERILIEAERE
CR /A NUMA BATAERFERAETIEAH, % CRAULLIBEREFRFENHRELEITEAH,

LA RABIERZEEE A NUMA BN EE R T mE:,

FoRFMH

e % OpenShift CLI (oc) »

o LIEA cluster-admin B AE 7 B9 &%,

ST T e, RERERPEEN NUMA BRAIFAERF &

ey
$ oc get numaresourcesschedulers.nodetopology.openshift.io numaresourcesscheduler -o
json | jq ".status.schedulerName'

it Bl
I "topo-aware-scheduler”

2. il — Deployment CR, ©{fF % topo-aware-scheduler BFETRERF, 0 :

a. J¥LLF YAML 72 Z] nro-deployment.yaml X4+ :
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apiVersion: apps/v1
kind: Deployment
metadata:
name: numa-deployment-1
namespace: openshift-numaresources
spec:
replicas: 1
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
schedulerName: topo-aware-scheduler ﬂ
containers:
- name: ctnr
image: quay.io/openshifttest/hello-openshift:openshift
imagePullPolicy: IfNotPresent
resources:
limits:
memory: "100Mi"
cpu: "10"
requests:
memory: "100Mi"
cpu: "10"
- name: ctnr2
image: registry.access.redhat.com/rhel:latest
imagePullPolicy: IfNotPresent
command: ["/bin/sh", "-c"]
args: [ "while true; do sleep 1h; done;" ]
resources:
limits:
memory: "100Mi"
cpu: "8"
requests:
memory: "100Mi"
cpu: "8"

schedulerName /i 552 HEER NUMA BANHEZFRLFRCE, 40 topo-
aware-scheduler,

b. iZ1TUA T ep 3K A& Deployment CR :

I $ oc create -f nro-deployment.yaml

1. JSUEERE R E RIS

I $ oc get pods -n openshift-numaresources
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it Bl

NAME READY STATUS RESTARTS AGE
numa-deployment-1-6¢4f5bdb84-wgn6ég 2/2  Running 0 5m2s
numaresources-controller-manager-7d9d84c58d-4v65j 1/1  Running 0 18m
numaresourcesoperator-worker-7d96r 2/2 Running 4 43m
numaresourcesoperator-worker-crsht 2/2  Running 2 43m
numaresourcesoperator-worker-jp9mw 2/2 Running 2 43m
secondary-scheduler-847cb74184-fpncj 1/1 Running 0 18m

2. BT T4, JIE topo-aware-scheduler 2 S EFEEREM pod :

I $ oc describe pod numa-deployment-1-6¢c4f5bdb84-wgn6g -n openshift-numaresources
i Bl

Events:
Type Reason Age From Message

Normal Scheduled 4m45s topo-aware-scheduler Successfully assigned openshift-
numaresources/numa-deployment-1-6¢c4f5bdb84-wgn6g to worker-1

HREFRE L AT RAERNIB/RERN, HEw

M|n|mumRepllcasUnavallabIe%Eﬂio LR RIRATAN, SBEXRN, Pod&
—BE4F Pending R, BEEIFTE IR A,

3. WIERB N RIIE T TiHAR 2 B 5TR.
a. 1T, IRALEITERE pod BT =

I $ oc get pods -n openshift-numaresources -o wide
i Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

numa-deployment-1-6¢4f5bdb84-wgn6g 0/2 Running 0 82m 10.128.2.50
worker-1 <none> <none>

b. IZITLLT e, ERAIZTERE Pod B9 RV B,

I $ oc describe noderesourcetopologies.topology.node.k8s.io worker-1

it Bl

Zones:
Costs:
Name: node-0
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Value: 10

Name: node-1

Value: 21

Name: node-0
Resources:

Allocatable: 39

Available: 21 @)
Capacity: 40

Name: cpu
Allocatable: 6442450944
Available: 6442450944
Capacity: 6442450944
Name: hugepages-1Gi
Allocatable: 134217728
Available: 134217728
Capacity: 134217728
Name: hugepages-2Mi
Allocatable: 262415904768
Available: 262206189568
Capacity: 270146007040
Name: memory

Type: Node

Q@ STENERUERIE pod WHIR, TAMSERWD.
BT RIE pod {F B TTEM noderesourcetopologies.topology.node.k8s.io #5! H H A F
T RERPEE,
%I B4 Best-effort 5 Burstable fR%5 1= (qosClass) Bpod RS B =R RTE
noderesourcetopologles topology.node.k8s.io TH NUMA 77 s %R, #0R pod JHFER T
TBRARMET S RITES, 15KIE pod B Guaranteed £E45 qosClass, B CPU EKRZE—

NEHE, MARTHEE, BRI LLUETUL TS ERIE pod 25 E%E Guaranteed #
qosClass :

$ oc get pod numa-deployment-1-6¢4f5bdb84-wgn6g -n openshift-numaresources -0
jsonpath="{ .status.qosClass }"

it Bl

I Guaranteed

7.4. 713 1 ) NUMA FR BB B 1R
H NUMA Resources Operator %5717 # 27 H nodeGroup #1H 5FR LG 3RE X7  NUMA TR
B3, A LLET £ NUMAResourcesOperator B 7E X HR (CR) FEZE spec.nodeGroups #lig K
WX L SPIP R ME, IXIRME TR IEME LS, BEEXLHME, LISUHRETH, FXF
AL VA R SR ATEBE HERR

BRI -

e infoRefreshMode : fTE ¥ 1f] kubelet FIfil % 235514, NUMA Resources Operator A API R 5523
REERER.

o infoRefreshPeriod : Tfj 1A 8 #7 2 7] B FFLERT [A],
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e podsFingerprinting: #fi5E 7 s £ HEHZ TR AT pod £ EHINT A RERRE LT, LURIAE

o
P2 Y=
podsFingerprinting 2X1\/5 . podsFingerprinting 2
NUMAResourcesScheduler CR ##J cacheResyncPeriod #I1&H) &
K. cacheResyncPeriod #l1&75 B F & I 77 s L ROFRFA0 IR BEIR SR AR &5 BB A
B BEIR AT A
FERFH

o L% OpenShift CLI (oc) .
o LIEA cluster-admin £ E - S0 & %,

o 2% NUMA Resources Operator,

e 7£ NUMAResourcesOperator CR & spec.nodeGroups 1% :

apiVersion: nodetopology.openshift.io/v1
kind: NUMAResourcesOperator
metadata:
name: numaresourcesoperator
spec:
nodeGroups:
- config:
infoRefreshMode: Periodic ﬂ
infoRefreshPeriod: 10s 9
podsFingerprinting: Enabled e
name: worker

ﬂ B#E N Periodic. Event. PeriodicAndEvents, {#FH Periodic {RIE/E1E
infoRefreshPeriod A1 & Y BY[E] @514 kubelet, f#/ Events 7E& pod 4 A HAE (A}
#3A) kubelet, {# 8 PeriodicAndEvents /= FBiX W #1175 i%.

Q 4 Periodic = PeriodicAndEvents RIFEE L iH)EfR. fNRRBIFEXZ Events, I
BR&ZFER,

9 E (&~ Enabled Disabled, #1 EnabledExclusiveResources. i%i& % Enabled 2
NUMAResourcesScheduler £ cacheResyncPeriod #li&HIE K,

1. #8Z NUMA Resources Operator &, Z{TU TSR BIET REkEERSENA :

I $ oc get numaresop numaresourcesoperator -o json | jq '.status'

i th o Bl

167



OpenShift Container Platform 4.15 ol g5t fEaE

"config": {

"infoRefreshMode": "Periodic”,
"infoRefreshPeriod": "10s",
"podsFingerprinting": "Enabled"

b

"name": "worker"

7.5. X NUMA RH 1 B 1T SRR HERR
ZHEFR NUMA B0 pod AERIE WA, 1EHUTUA TSI,
FeRE M

e Z2%E OpenShift Container Platform CLI (o¢) &

o LIBEA cluster-admin FU R 7 B0 &%,

o % NUMA Resources Operator FE8E NUMA RBANG BN E B2,

i =
1. 217U T4, %iE noderesourcetopologies CRD 2@ G EEEEHEE :
I $ oc get crd | grep noderesourcetopologies
it Bl
NAME CREATED AT
noderesourcetopologies.topology.node.k8s.io 2022-01-18T08:28:06Z
2. IZTLAT8 S, HE NUMA-aware AERFEZMZES S NUMA BN TIF 7 E 18 E R & FRT

$ oc get numaresourcesschedulers.nodetopology.openshift.io numaresourcesscheduler -o
json | jq ".status.schedulerName'

i Bl
I topo-aware-scheduler
3. % NUMA-aware scheduable "7 i@ & M. T noderesourcetopologies CR, iZ{TLA 4!
I $ oc get noderesourcetopologies.topology.node.k8s.io
i Bl

NAME AGE
compute-0.example.com 17h
compute-1.example.com 17h
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I $ oc get noderesourcetopologies.topology.node.k8s.io -o yaml

Gk
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T RN IZFE THLERECEh (mep) worker & X ARBECERY worker T mEE,

i th o Bl

apiVersion: vi
items:

- apiVersion: topology.node.k8s.io/v1

kind: NodeResourceTopology
metadata:

annotations:

k8stopoawareschedwg/rte-update: periodic
creationTimestamp: "2022-06-16T08:55:38Z2"

generation: 63760
name: worker-0
resourceVersion: "8450223"

uid: 8b77be46-08c0-4074-927b-d49361471590

topologyPolicies:

- SingleNUMANodeContainerLevel

zones:

costs:

- name: node-0
value: 10

- name: node-1
value: 21

name: node-0

resources:

- allocatable: "38"
available: "38"
capacity: "40"
name: cpu

- allocatable: "134217728"
available: "134217728"
capacity: "134217728"
name: hugepages-2Mi

- allocatable: "262352048128"
available: "262352048128"
capacity: "270107316224"
name: memory

- allocatable: "6442450944"
available: "6442450944"
capacity: "6442450944"
name: hugepages-1Gi

type: Node

costs:

- name: node-0
value: 21

- name: node-1
value: 10

name: node-1
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resources:
- allocatable: "268435456"
available: "268435456"
capacity: "268435456"
name: hugepages-2Mi
- allocatable: "269231067136"
available: "269231067136"
capacity: "270573244416"
name: memory
- allocatable: "40"
available: "40"
capacity: "40"
name: cpu
- allocatable: "1073741824"
available: "1073741824"
capacity: "1073741824"
name: hugepages-1Gi
type: Node
- apiVersion: topology.node.k8s.io/v1
kind: NodeResourceTopology
metadata:
annotations:
k8stopoawareschedwg/rte-update: periodic
creationTimestamp: "2022-06-16T08:55:37Z2"
generation: 62061
name: worker-1
resourceVersion: "8450129"
uid: e8659390-6f8d-4e67-9a51-1ea34bbaicc3
topologyPolicies:
- SingleNUMANodeContainerLevel
zones: ﬂ
- costs:
- name: node-0
value: 10
- hame: node-1
value: 21
name: node-0

resources: e

- allocatable: "38"
available: "38"
capacity: "40"
name: cpu

- allocatable: "6442450944"
available: "6442450944"
capacity: "6442450944"
name: hugepages-1Gi

- allocatable: "134217728"
available: "134217728"
capacity: "134217728"
name: hugepages-2Mi

- allocatable: "262391033856"
available: "262391033856"
capacity: "270146301952"
name: memory

type: Node

- costs:
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- name: node-0
value: 21

- name: node-1
value: 10

name: node-1

resources:

- allocatable: "40"
available: "40"
capacity: "40"
name: cpu

- allocatable: "1073741824"
available: "1073741824"
capacity: "1073741824"
name: hugepages-1Gi

- allocatable: "268435456"
available: "268435456"
capacity: "268435456"
name: hugepages-2Mi

- allocatable: "269192085504"
available: "269192085504"
capacity: "270534262784"
name: memory

type: Node

kind: List
metadata:
resourceVersion: ™"
selfLink: ™"

‘) zones FTRYE NN TTERH R T D NUMA KR BFR,

£ 7 3 JHE NUMA BRI TG 3

Q resources it 7 NUMA K RIYEIHIAS, & items.zones.resources.available T
FHH TR ES SO EBRA BN ERIEDN pod BIHEAEH NUMA X FHRN R,

7.5.1. RSB BUR A A B AT

2 B8 cacheResyncPeriod #1#&, LL#EEBH NUMA Resource Operator @it 151217 iR ERF B TIR, FH7E
HERFEEFERRSIESR, LUEBI NUMA Resource Operator R &5 B MR A A, XthBEBTIH
1 Topology Affinity Error $51%, R AKRIMALFEIREE, [FfREE, MWLM E@K, cacheResyncPeriod

AR BRIAE

FRFH

e % OpenShift CLI (oc) »

o LIEA cluster-admin B AE 7 B9 &%,

ff

L=

S

1. MR X E12178 NUMAResourcesScheduler %R :

a. BT TS EIKEUELH NUMAResourcesScheduler :

$ oc get NUMAResourcesScheduler
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LN
NAME AGE
numaresourcesscheduler 92m

b. BT T e kMR =R E R HIR

I $ oc delete NUMAResourcesScheduler numaresourcesscheduler

i Bl
I numaresourcesscheduler.nodetopology.openshift.io "numaresourcesscheduler" deleted

2. LR YAML R 7F 21X nro-scheduler-cacheresync.yaml d1, &§I5 H &S A BN
Debug :

apiVersion: nodetopology.openshift.io/v1
kind: NUMAResourcesScheduler
metadata:
name: numaresourcesscheduler
spec:
imageSpec: "registry.redhat.io/openshift4/noderesourcetopology-scheduler-container-
rhel8:v4.15"
cacheResyncPeriod: "5s"

Q@ EREZERSHARRE WAL o 85 BERTASHEIL

3. BT TS EAUEEFHI NUMAResourcesScheduler 7R :

I $ oc create -f nro-scheduler-cacheresync.yaml

=1

I numaresourcesscheduler.nodetopology.openshift.io/numaresourcesscheduler created

1. 12& NUMA-aware iERRFEEEMINEE :
a. BITUTHSKE CRD @& S 0I8KR :

I $ oc get crd | grep numaresourcesschedulers

it Bl
NAME CREATED AT
numaresourcesschedulers.nodetopology.openshift.io 2022-02-25T11:57:03Z

b. ZITUTHS, REFNBE LHERFEEYA

I $ oc get numaresourcesschedulers.nodetopology.openshift.io

172



£ 7 3 JHE NUMA BRI TG 3

LN
NAME AGE
numaresourcesscheduler 3h26m

2. REAERFNESES EREmMeBE LA

a. IZ1TLL T4, FKEXME openshift-numaresources 4 22 5] 12 1TH pod FI3K :

I $ oc get pods -n openshift-numaresources

=1
NAME READY STATUS RESTARTS AGE
numaresources-controller-manager-d87d79587-76mrm 1/1  Running 0 46h
numaresourcesoperator-worker-5wm2k 2/2 Running 0 45h
numaresourcesoperator-worker-pb75c 2/2  Running 0 45h
secondary-scheduler-7976¢c4d466-qm4sc 1/1 Running 0 21m

b. EFUTRS, KRZHAERRE pod WA :

I $ oc logs secondary-scheduler-7976c4d466-gm4sc -n openshift-numaresources

it Bl

10223 11:04:55.614788 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.Namespace total 11 items received

10223 11:04:56.609114 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.ReplicationController total 10 items received

10223 11:05:22.626818 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.StorageClass total 7 items received

10223 11:05:31.610356 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.PodDisruptionBudget total 7 items received

10223 11:05:31.713032 1 eventhandlers.go:186] "Add event for scheduled pod"
pod="openshift-marketplace/certified-operators-thtvq"

10223 11:05:53.461016 1 eventhandlers.go:244] "Delete event for scheduled pod"
pod="openshift-marketplace/certified-operators-thtvq"

7.5.2. & NUMA BAETEIERFEEE
BT E AR NUMA BUNHERBENAE, MREE, Ll BN

NUMAResourcesScheduler ¥R spec.logLevel FE&FI@INHAERFE BER T, THEZEN
Normal. Debug 1 Trace, HEH Trace 2&xiF4HRIELIN,

ERWHBAERFNBTIS, ERREECTHAERFRR, FERERENARE
A EFWBEC, EIEVNHFE, HERFIEMNEZHNITFLE.

FoRFH
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e % OpenShift CLI (oc) .
o LIEA cluster-admin M A &5 &%,
pi% =

1. MR X E121T78 NUMAResourcesScheduler %R :

a. BT TS FIKEUELH NUMAResourcesScheduler :

I $ oc get NUMAResourcesScheduler

LN
NAME AGE
numaresourcesscheduler 90m

b. BT T e HEMRZHFERF TR
I $ oc delete NUMAResourcesScheduler numaresourcesscheduler
=1
I numaresourcesscheduler.nodetopology.openshift.io "numaresourcesscheduler" deleted
2. LT YAML 72213244 nro-scheduler-debug.yaml &, A&§I5F B &L 5 E X Debug :

apiVersion: nodetopology.openshift.io/v1
kind: NUMAResourcesScheduler
metadata:
name: numaresourcesscheduler
spec:
imageSpec: "registry.redhat.io/openshift4/noderesourcetopology-scheduler-container-
rhel8:v4.15"
logLevel: Debug

3. ETU TS, QIEEHL Debug logging NUMAResourcesScheduler 558 :
I $ oc create -f nro-scheduler-debug.yaml
=1
I numaresourcesscheduler.nodetopology.openshift.io/numaresourcesscheduler created

1. F2& NUMA-aware HERRFEEEMINEE !

a. BITUTHRESKE CRD 28 20BN -

I $ oc get crd | grep numaresourcesschedulers
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it Bl
NAME CREATED AT
numaresourcesschedulers.nodetopology.openshift.io 2022-02-25T11:57:03Z

b. ZITUTHS, REFNEELHERFEETA :

I $ oc get numaresourcesschedulers.nodetopology.openshift.io

LN
NAME AGE
numaresourcesscheduler 3h26m

2. REAERFNESES B8 mMeaE LA

a. IZ1TLL T4, FKEXIE openshift-numaresources 4% 22 5] 12 1TH pod FI5K :

I $ oc get pods -n openshift-numaresources

=1
NAME READY STATUS RESTARTS AGE
numaresources-controller-manager-d87d79587-76mrm 1/1  Running 0 46h
numaresourcesoperator-worker-5wm2k 2/2  Running 0 45h
numaresourcesoperator-worker-pb75c 2/2  Running 0 45h
secondary-scheduler-7976¢c4d466-qm4sc 1/1 Running 0 21m

b. IZITULT &S, KINZPHERF pod A :

I $ oc logs secondary-scheduler-7976c4d466-gm4sc -n openshift-numaresources

i th o Bl

10223 11:04:55.614788 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.Namespace total 11 items received

10223 11:04:56.609114 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.ReplicationController total 10 items received

10223 11:05:22.626818 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.StorageClass total 7 items received

10223 11:05:31.610356 1 reflector.go:535] k8s.io/client-go/informers/factory.go:134:
Watch close - *v1.PodDisruptionBudget total 7 items received

10223 11:05:31.713032 1 eventhandlers.go:186] "Add event for scheduled pod"
pod="openshift-marketplace/certified-operators-thtvq"

10223 11:05:53.461016 1 eventhandlers.go:244] "Delete event for scheduled pod"
pod="openshift-marketplace/certified-operators-thtvq"

7.5.3. X KRR F exporter 1T HUEHERR

BT E XS B resource-topology-exporter Hi&, X4 £ E 445K noderesourcetopologlogies
X RIFATEPEHERR,
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BICHEN B AT R % NUMA BREN 5 23546, B0, &5 worker B9 worker
T AN EA N MBI noderesourcetopologies X5, #i5 worker,

FoRFMH

e Z% OpenShift CLI (oc) »

o LIEA cluster-admin A B9 &%,

ff

L=

S

1. JKEXEH NUMA Resources Operator EIERSFIFHIZE (daemonset) . BNSFIHEE
NUMAResourcesOperator CR F—4 ) nodeGroup, 2T Fas:

$ oc get numaresourcesoperators.nodetopology.openshift.io numaresourcesoperator -o
jsonpath="{.status.daemonsets[0]}"

it Bl

I {"name":"numaresourcesoperator-worker","namespace":"openshift-numaresources"}

2. A E—% %8 name ([EIREXFIFE BT RRERIIRE

$ oc get ds -n openshift-numaresources numaresourcesoperator-worker -o jsonpath="
{.spec.selector.matchLabels}"

it Bl

I {"name":"resource-topology"}

S Al

3. 217U T4, {#F resource-topology #7%KEX pod :

I $ oc get pods -n openshift-numaresources -I name=resource-topology -o wide

i th Bl
NAME READY STATUS RESTARTS AGE IP NODE
numaresourcesoperator-worker-5wm2k 2/2  Running 0 2d1h 10.135.0.64
compute-0.example.com
numaresourcesoperator-worker-pb75¢c 2/2  Running 0 2d1h 10.132.2.33

compute-1.example.com

4. W*'—?‘rﬂi%ﬁﬁl[‘ﬁ%ﬂ%ﬁ’ﬂ%&iﬁﬁjﬁ’\] worker pod _EiZ1TH# resource-topology-exporter Z 25 H
ILa\o J:?i'J'/L-F AR T-l

$ oc logs -n openshift-numaresources -c resource-topology-exporter numaresourcesoperator-
worker-pb75c

i th < Bl
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10221 13:38:18.334140
reservedCpus: 0,1
reservedMemory:

"0": 1178599424
10221 13:38:18.334370
10221 13:38:18.334381
10221 13:38:18.334493
10221 13:38:18.546750

£ 7 3 JHE NUMA BRI TG 3

1 main.go:206] using sysinfo:

1 main.go:67] === System information ===
1 sysinfo.g0:231] cpus: reserved "0-1"

1 sysinfo.g0:237] cpus: online "0-103"

1 main.go:72]

cpus: allocatable "2-103"
hugepages-1Gi:
numacell 0 -> 6
numacell 1 -> 1
hugepages-2Mi:
numa cell 0 -> 64
numa cell 1 -> 128
memory:
numa cell 0 -> 45758Mi
numa cell 1 -> 48372Mi

7.5.4. BIEFRDHITTIREIR N exporter ER &R &Y

INRICERE TR NBENEREPLZLE NUMA Resources Operator, FEHLIERT, Operator &ZRH
active, {BETIREIR$ exporter (RTE) sFHH #7125 pod B K Z~ RTE MECERK, Hl40 :

I Info: couldn't find configuration in "/etc/resource-topology-exporter/config.yaml”

L AEEE R RERRRIEWRN AT AMTEERN kubeletconfig, MRS RTE configmap.
n, LUFEEEE4 numaresourcesoperator-worker configmap B & Y %R (CR) :

I $ oc get configmap
it Bl

NAME DATA AGE
O0e2a6bd3.openshift-kni.io 0  6d21h
kube-root-ca.crt 1 6d21h
openshift-service-ca.crt 1 6d21h
topo-aware-scheduler-config 1 6d18h

EIEMRBEEREE D, oc get configmap thix
CR,

—“ numaresourcesoperator-worker configmap

FoRFMH

e 7% OpenShift Container Platform CLI (oc¢) »
e LIEA cluster-admin FURBIFE " B9 &%,

o % NUMA Resources Operator FE8E NUMA BN BN E B2,

it
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. EAUT®4S, i kubeletconfig H# spec.machineConfigPoolSelector.matchLabels {&
#1 MachineConfigPool (mcp) worker CR F1#J metadata.labels 891 :

a. IBTLA T 43k E kubeletconfig 175 :

I $ oc get kubeletconfig -o yaml

i th o Bl

machineConfigPoolSelector:
matchLabels:
cnf-worker-tuning: enabled

b. IZITLA 5 REE mep 1%

I $ oc get mep worker -0 yaml

i th o Bl

labels:
machineconfiguration.openshift.io/mco-built-in: ™
pools.operator.machineconfiguration.openshift.io/worker: "

cnf-worker-tuning: enabled #7:55% 5 %71 T MachineConfigPool % &/,

2. Y7 MachineConfigPool CR EE S SV MIRE, a0

I $ oc edit mcp worker -o yaml
=1

labels:
machineconfiguration.openshift.io/mco-built-in: ™
pools.operator.machineconfiguration.openshift.io/worker: "
cnf-worker-tuning: enabled

3. MAERRHSFHEENAERMNEE. S1TUTeS:
o MERANMATHRAH numaresourcesoperator-worker configmap CR:

I $ oc get configmap

Ll N
NAME DATA AGE
O0e2a6bd3.openshift-kni.io 0  6d21h
kube-root-ca.crt 1 6d21h

numaresourcesoperator-worker 1 5m
openshift-service-ca.crt 1 6d21h
topo-aware-scheduler-config 1 6d18h
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7.5.5. 152 NUMA Resources Operator £{#E

R AT LAfEF oc adm must-gather CLI ep B RIE B R ERBFMNE R, SIES NUMA Resources Operator
KEXHITHEEFNN R

FeREH
o TATLUFEAEA cluster-admin A& iR EE,

o B% %k OpenShift CLI(oC).

ff

L=

S

o ZE{FH must-gather 3% NUMA Resources Operator {3, &/ E NUMA Resources
Operator must-gather 514,

$ oc adm must-gather --image=registry.redhat.io/numaresources-must-
gather/numaresources-must-gather-rhel9:v4.15
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# 8 & Al B

8.1. it 17 %

AL EEBB FRIMEAE RIRPNFHEER, B (ibFE, SEEAEBRERINEEETRUASHN
HRIE,

8.1.1. AT A BYHF A M A i 1

TREFAMEMED, LUEATLUL{E OpenShift Container Platform A5,

3k 8.1. sl A&
FiERR ok BlF

Block AWS EBS #1 VMware vSphere St #1E
= 425 SRS 7
o TEBRVERYL (OS) FIE N OpenShift Container Platform FER4

o ERTESELBHEN, HutxhRy HDORAMEPVES.
B R B R BN ISR

o W HFMERIZERLE (SAN)

o THHZE, XBWKE, BRRAE-—IE ik
ARG TR BB iR

Fi ;
le o 1EOS hIENEEEINTI RS ﬁi““SP“mWN%mﬂﬁﬂﬁ

o HFAMLEMIINERE (Network Attached
Storage, NAS)

o HURTFARBIMIL, LM, [MFAREH, H

FATHE, R, XHBIENFMEEIhEER
BERBRATRA,

% AWS S3
R e @if REST API i mifi ]
o TEIELIIE OpenShift Bif& registry FR{#

o NARFWIENMARFM (/) BT
f HIKEh2 T,

1. NetApp NFS 7E{# 8 Trident A 105 PV B

8.1.2. HEM A EEF R A
TRELE T A EM OpenShift Container Platform £8EN AR R EN AR B FHER AR,

x 8.2. HEM. AEREEMNFHERA
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B 8 & Ay RtEMtERE(LE

KRR Block File xR
ROX! Yes? Yes? =

RWX2 & = =
Registry AIBE AIBE HFFR
B registry TiEBE A& HWE
Metrics> HEER Configurable® ToIEECIE
Elasticsearch Logging HER Configurable® T 6
Loki Logging TAME TAME HED
Apps HEER HEEH Not configurable’
'ReadOnlyMany

2 ReadWriteMany

3 Prometheus 2 AFISHBUENERRA,
A XFERAFOERLE. ERHYERE. VMDK. NFSE¥. AWS EBS #ll Azure i,

S A FighrEdE, A ReadWriteMany (RWX) iSRS 2R A SN, MBFEAXHEE, EFRE
EEREATERBENEAEERFIE (PVC) ERE RWXiHEER,

SATFEFILE, HSHNASEHREERAMEEDNEEEERRAAR. 5 NFS ZEENFALETE
iF NAS (3 Gluster) ATRERMFEIE. Ak, OpenShift Container Platform Logging 184 Elasticsearch
i LokiStack BEFEMAZRF NFS, EAIUAEAN BEFHEERA— M RALSERE,

7 W REFEAF BT OpenShift Container Platform B PV 2% PVC ], N RARFEHIASH R REST API
£

T BRMEREHRCE (registry) E— OpenShift 5tk registry, BEHNHEZ A pod
ZITRIA,

ol

8.1.2.1. BN AR EMHEE I
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BE

s 7R 7E Red Hat Enterprise Linux (RHEL) & NFS AR 5533 1F %0 IR 55 BT IR i
BYAJ, X8 ¥E OpenShift Container Registry #1 Quay, Prometheus T ii%%E 4, LU
% Elasticsearch B FB&EME. Hit, FEWUER RHEL NFS /Eh PV i AT &0 R

%O
w7 EA NFS SCHIRTRER A X LM, METHRESSLWHHEERNER, 1HKEE
KHI NFS I,

8.1.2.1.1. Registry
TEIEY BH/ B AT A (HA) OpenShift 515 registry SEFERE -
o FRRATHEERF RWX JiF&R,
o HFRERABAIRIELE —H4E,
o HEGEMHMRARWREM, ABRRYIEMH,
o XFFRAFEFIMNELET M OpenShift Hilk Registry REFEE, B FHEEFEAXHFIE.

8.1.2.1.2. ¥ M registry
1E9 B’BHI/HA OpenShift #i&k registry SEE$ERE H -

o FRERURMATR RWX Jj &R =,
o FRERARMARIEILE —HE,
o ERFMERARRN REFE.

e 7 #F Red Hat OpenShift Data Foundation (ODF), Amazon Simple Storage Service (Amazon
S3), Google Cloud Storage (GCS), Microsoft Azure Blob Storage, 1 OpenStack Swift,

o WRFMIZIES S3 ;X Swifto

o XfFIERFA, M vSphere RN RE, M—IJEREMNRARXHEFIE,

o HEFMHMERNATEERM,

o TRIFML X RGI(NFS)F S OpenShift Container Platform BEEEM. B2, & NFS Zfif

5B registry BEEMEATEKSHEHNAE, MEFLELS, HSHAEBMAERRAR, 2
BIEETIEE N OpenShift ERFRERHM# NFS?

8.1.2.1.3. ¥5%x

1E OpenShift Container Platform FE& B metrics £ EREH :
o HILFHRARREM.,
o NREHEFTEREN.

- o
B E MR T HMIEE metrics SRAFERE R R HEFE A XXHFE,
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B 8 & Ay RtEMtERE(LE

8.1.2.1.4. B&ic %
1E OpenShift Container Platform £ & A LRI ES -
® | oki Operator :
o HEGHIRAR S3RENNREFM.
o HEFMHMEFRAIEEMN.
e OpenShift Elasticsearch Operator:
o HEIEFHERARRIFE,
o AXFNRIFFME,

B HFICFMRA 5.4.3 #, OpenShift Elasticsearch Operator E#FHH, THIEUEHA
TTRRAFRMER, LSS E SR TE R BRPREN XN HENREF RFEENXE, A
XN IR ABREUOE, FRFHEMER, EaTLUER Loki Operator #E77 OpenShift
Elasticsearch Operator &R A RK BRI B EFME,

8.1.2.1.5. MHER
NARFNAMSREFARNARFMAR, MR :
o THIIA PV BBBM M BN RN FIEIREIE, BEFST RAERIZHF—MERIER,

o VARFAXAABETRMARFENFHENER, URNASHENEE—EITFIUBRRNA
BFI RIESFHEZ BN AR IR,

8.1.2.2. HtRrEMIN REFFHEEEN

BF

AEIIE Write BB TEHM#E, (10 eted ) A{EHE RAID BB, MNREFEH RAID BL &z
17 eted, RETRESB R T VE 7 5 M BE (] A XS

® Red Hat OpenStack Platform (RHOSP) Cinder: RHOSP Cinder i@ 7E ROX 1 [a|#& = B3 5l
fEH,

o HIEZE : BIEZE (RDBMS. nosql DBs F%) HiETFER%T B EFHEERSRIFHIEEE.

o cted MFEELINEBARWHNEFMMELUNERBTETEEAAREER. AXEENELENKIR
BER, UBIERFHISMEINE, HSH #EF etcd LH,

8.1.3. HIEEFMERE
TFRELE T OpenShift Container Platform 4B AKEHNETEB %,

5 8.3. T #=fi OpenShift Container Platform EiE#ME B
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B {pd

AT i#EFR eted
FhE.

/var/lib/etcd

X2 CRI-O ;2 fTh By
HR. AT ERARIET
R fENE, S3E Pod #l
A GREFEE. TERT
registry 1.

/var/lib/containers

/var/lib/kubelet pod Il

(Ephemeral volume)
Fif. XSIEEISITN#E
HEIRRNEMNEEF
fil, SIEINELE.
kube secret IRZHFA
MBS RNEBIES,

/var/log MAEAHMBAEXXH.

8.1.4. 57 Microsoft Azure AL FEERE

K

NF 20 GB,

BRI KE 8 GB,

H16GBREMT RE
E50GB, HEE, X
DMRNRNZAFRAER
INEBEE K,

8% 8 GB NEFREH
# 20-25 GB,

EE

10 1 30 GB,

Tk

PEEIMEIE KRR IEIR
Ko REFHETHE.

B%N 8 GB AEFREH
# 20-25 GB,

BRRZZITERBTENR
il

INIRFEFMER pod fi
RFAMS, NN, 40
REAIEEFME, ATRER
RER I,

BEX s PREg K
s RN L& 18 I
HfEA TR REE,

OpenShift Container Platform #1 Kubernetes X ii#i MR BRR, BIFEREIRNEM, 552 control

plane 7 LM etcd,

K FEFIME Azure KRBT BBER I TEH KR, control plane M 28I EINIRVE R OTREEL N 1% A
LURFF 1 MIA R #EZR /NS L2 5000 IOPS / 200MBps, WEMEEALLIET ZE 4 1 TiB Premium
SSD (P30) #&f#t, 7E Azure #1 Azure Stack Hub A, REZLMEREE M T SSD fEi R/, EiLE|
Standard_D8s_v3 EHIHE R ERLNERLE, Birk 5000 I0PS, EDHEE P30 ML,

TEIEREERS, ENEFUAIXES ReadOnly, LUSEIMEMERHE IOPS MIEME, MEFH I
(EEWHNARFHAM SSD et £) LM EIRERERIRS S, MiXTE blob FhHEH.

8.1.5. HML ¥R

e Fi& Elasticsearch B&Ffi

8.2. LI K

OpenShift Container Platform HAProxy B& R 25 AT LAY B s BC & LALLM RE.

8.2.1.Ingress Controller (router) MEERIEL:
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B 8 & Ay RtEMtERE(LE

OpenShift Container Platform Ingress Controller 3¢ & FH 232 F R HFA OB E /N ARRFFRSHIA
ORER AL R,

LAREEMAIER HTTP 15 KRG D HAProxy BEHZRMERERS, HMERRTEIMER. 2
e HTTP keep-alive/close =
o PRARE
o X TLS RIEIRE &R F ik #F
o BNBEIBEIFFITERK
o BINEEH
o [FifkBRSS5 2 TTE A/
o EZEIMLEN (M4%/SDN fRAR. CPU %)

BRIMEHRRMRESBAMATE, LIEXEEE—1E 4 4 vCPU/16GB RAM IR E =SB R 1T,
— > HAProxy B8 25 (032 HR /EUR4X LE B9 100 MRS AR S51R AL kB S TTHE, BSRLELITEH,

TEHTTP B keep-alive R TF :

Encryption LoadBalancerService HostNetwork
none 21515 29622
edge 16743 22913
passthrough 36786 53295
re-encrypt 21583 25198

TEHTTP Xk (F keep-alive) 1HEH :

Encryption LoadBalancerService HostNetwork

none 5719 8273
edge 2729 4069
passthrough 4121 5344
re-encrypt 2320 2941

ZXiA Ingress Controller f2& F T §¥ spec.tuningOptions.threadCount FEX 1% B 4, M T HANTRRE
BUlH R A i 5RB& : Load Balancer Service #1 Host Network, TLS ik E BT INZBKE, FHAHTTP
keep-alive K&, A HAProxy B&HI23 I 7E T1E A /NINE] 8 kB B 78ii#i 1 Gbit NIC,
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STEEANRCESRRYLAZITE, MR UMEAZIL ERE T LAIMNGIMERR KA G, X FHH
EHRAABRHEIMEZEERD, EFRAEREMERIMEEIBRUNTH. TREEXEBHSBEEN
MARFHRENESER

NRAERFHE NMARRFRE

5-10 S/ web BRSS 2R E R F IR

100-1000 ENHSRBRNN AR

BURTFRHERBEEAR, HAProxy BEAXFHRE% 1000 MEFMEEH., Ingress Controller HAEATRER = H
EEHN REFREEDFMRERRS], WMERMIES, BSABRIERE,

MRBELNRS TN ATRRFD Ingress SkEEHZE, NN ZERKRBEIRDF (router sharding) LAESEhERA
I RIEBEE.

MFEEX Ingress DAMEZER, ESH FHBRERSZHER R AZEARY BE Ingress Controller 43
}#Q

IR AT LUMETR Ingress Controller E8Z, #R#F Setting Ingress Controller thread count (X F#F2) #0
Ingress Controller configuration parameters (X7 F#E) AR, AKREAM Ingress Controller #l& A H]
Hi LR E,

8.2.2. ERi& Ingress Controller 17EE. wt4E E /5 ohiEN

B8 517 N H OpenShift Container Platform Ingress Controller (B{HI2S) EIEMIKHSREHNERE
kubelet F/EE. MAEEMBRNBENE, REARNFEEMAEERNEARNE R, XEML
OB ATIT MR E RN KA, RGBT AT RE R ST AR F EEMNRARES, REBERAWENE
AR R B ERNFT R ENE BRI,

Ra LI IR 258851 livenessProbe. readinessProbe # startProbe £#{_t# timeoutSeconds
H,

2 Hah
livenessProbe livenessProbe & kubelet it Pod REEERHIEEEH,
readinessProbe readinessProbe iR &R BRERBELBTEE, UMEERNMEREEN

pod iif, kubelet &4 pod FRIC AR ESZRE, AE, % pod Wik RIC A ARER
2, XMRERNFAE kube-proxy, 1EEE T MEHIERMWTTER, kube-
proxy 5= #HHHEERBE, FMRELZEENZ pod BT &,

startupProbe startupProbe 7E&H 25 pod Rt % 2 2 FIBINTE], LUE kubelet FFIA A X RS
RS EEEMMAEE IR, XFREEHT E aT LABA LA % B R ki s B ER
BRTIEER,

BF

timeout BEEIMZ— M@ AMEA, ATRTFRRFE, BE, RANIZZEHXLER
A, FEEIREDY S BURNIGBI BORR A (R EFT FF ST HRF IR 3 JIRA (7],
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/networking/#nw-ingress-controller-configuration-parameters_configuring-ingress
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BUFRANRR T e EEE M EOAER B 25 SR B SR ON TR B EE A 28 EE RSB 5 78I

$ oc -n openshift-ingress patch deploy/router-default --type=strategic --patch="{"spec":{"template":
{"spec":{"containers":[{"name":"router","livenessProbe":{"timeoutSeconds":5},"readinessProbe":
{"timeoutSeconds":5}}1}}}}

AR

$ oc -n openshift-ingress describe deploy/router-default | grep -e Liveness: -e Readiness:
Liveness: http-get http://:1936/healthz delay=0s timeout=5s period=10s #success=1 #failure=3
Readiness: http-get http://:1936/healthz/ready delay=0s timeout=5s period=10s #success=1
#failure=3

8.2.3. it @ HAProxy E#/in# 6l f&

YIRFEHEHISBEHRBMIE RS, OpenShift Container Platform B&E2s 2B #H HAProxy MBCE., A
&, HAProxy EMEEHEHNEBELUEXLEEREN. L HAProxy EFMEN,, eER—NMEARE
HTHOED B SR AN IR E TR,

HAProxy (R¥FIRVEFRIEFEIZTT, LUCIBIEIAERE, BERXLEEEERXM . HIBARE KAEER, XLt
R RERRIAFHFE TR,

EIAEx /N HAProxy EFTINEAIFE S 5 . &R LAEF spec.tuningOptions.reloadinterval FEXBLE
Ingress Controller, LUXBHKBIEHH A AR,

DIk

H
[ |
BB HAProxy %7 00 1 B e B (4 5T B S U1 2R ph R L o S 7 e

IR, BRHMEXGE, 1HERIXEEBYBEHFIIBMIER, HAProxy B INEH R
EX{EN 120 #,

AR

o ZfTLATFE4, JFBUIA Ingress Controller B9& /)N HAProxy E#Hrn# AIfRci H 15 7

$ oc -n openshift-ingress-operator patch ingresscontrollers/default --type=merge --
patch="{"spec":{"tuningOptions":{"reloadInterval™:"15s"}}}'

8.3. ib %%

OpenShift SDN {#f OpenvSwitch, EFATY B LAN(VXLAN)BZ:E, OpenFlow HiIF] iptables, AL
FRBRM. ZFAFIFN ethtool B LML,

OVN-Kubernetes {8 F3 & FI & ML E 25 (Geneve) IR 2 VXLAN YENBRE I, BT LA FE Lk i i
2% (NIC) ENESRIATL LM%,

VXLAN 1245585 VLAN B98F4L, ELa0MZE M 4096 INEI—FSEB A, UREYIBMAINE 2 EiEEE,
XARVFIRSS EBIFRE pod HERIE, BMFEEIEARARRSPiZiTRE ML,
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VXLAN £ P EIER DI (UDP) BiEEHHEMERERE. BE, XI2FH CPU EAXIEN, XL&
AEREE S MM AESEMEEE MM, RIEE LT RRTISMTFRE, 1RiE CPU
BE, XTEIACIEFHARERBETHE, SHESMIERESZMSHELRIEMER,

=, EAHFIEN CPU MAEET LI EERE Gbps MGEEME, UERASW THEE (2110 =X 40 Gbps)
B, MREATRERIRE, ET VXLAN BEMBEREFEE—NBERANE, ©HAERT AL OpenShift
Container Platform, HF VXLAN B9SEHH, F{a&HfF VXLAN B2 38 # M 2% 8 A FE L O RE,
INRIEBFHLERT Gbps, AL :

o KAXBATRABAFAMMLEIEE, LILIERXIL (BGP) .

e {FHH VXLAN-offload THEEMIM 2% 5EEE2S, VXLAN-offload IR GRISFIFE XM CPU FEEMFR
%5 CPU %o B4 EEC 2T g G, X2F Pod 1N ARERFERN CPU B, FRFHE
FR FR EL 4% B A 2R B 2 BB T

VXLAN-offload AEEFEIER, B2, BIMFEIERNH K CPU FEAXK,

8.3.1. NIEMIM (it MTU
ANNEBMRRELH HEIT (MTU) « FEEOESRIZS (NIC) MTU FIEEMLZE MTU,

NIC MTU {XF£ OpenShift Container Platform &N H{TEE, MTU /N FHEFEMLE NIC IR K
XFE, IREZEMACEFLE, HEFESRATENE, IREZMARNER, HEFE—NREE,

OpenShift SDN R4 iHH B = MTU T EA/NF NIC MTU 50 715, IEIK P BT SDN overlay Frk,
bk, EEBUAKMMLSEH, NIZNEIEZES 1450, EERDILAKRMMLSH, XREES 8950, iXLE(EN
1% H Cluster Network Operator 1R#E NIC BE2EM MTU Bo%E, Eit, SHEEIBERISBHIXL
., Amazon Web Services (AWS) FIENIMEZ FFEBMILAKM ML, WIXETUESNELE, 2
R EREI L (TCP),

M OpenShift Container Platform 4.14 74, OpenShift SODN CNI BE#F A, B
OpenShift Container Platform 4.15 &2, R%iEHTR LML, ELAEELZITIRA
B, TFXUMHBR OpenShift SDN M 1E M, HABRX . ZLIESEMBREIN XD IhEEIR #
RFIEREEMZR, EFRBEUUHFXIhEE. 7 OpenShift SDN CNI FIERERE, &
AT LUEF OVN Kubernetes CNI,

XF OVN #1 Geneve, MTU @AZiZEA/NF NIC MTU 100 Z77,

XA 50 T BEFELS OpenShift SDN P IE#AE%, Hith SON R A RTAZE L
HERKED,
8.3.2. L KRBV RFHY R IL

ERERBEHSTINANERT BE KBRS, EERLEERTE install-config.yaml {4 H 48N #1115
BEEML cidr :

networking:
clusterNetwork:
- cidr: 10.128.0.0/14

188



B 8 & Ay RtEMtERE(LE

hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OVNKubernetes
serviceNetwork:
- 172.30.0.0/16

INREREHTT REGERT 500 4, MITEFERBIABEREML cidr 10.128.0.0/14, 7EXFIERT, S
Hi%E 5 10.128.0.0/12 = 10.128.0.0/10, LA #F#Bit 500 N7 SpIIfIE,

8.3.3. IPsec Hy&4N

ROymBEMEEE T KRENER CPU IR, FTLUSRAMEL, TILERHIPRERARM L, MBS
M R EREMER CPU ERE,

IPsec XA NIC &I, R7E IP BRMELAMERE, URIFATF NIC HENFER, XBKE, EEA
IPSec if, —& NIC IIEIIRERRETT AR, HARRSREHEREIFIEI CPU AL,

8.3.4. H ¥R
BRELMAEBSH

OVN-Kubernetes M5 {4 HIEC E ST

OpenShift SDN M4 iEHHIBCE S K

A worker TR EEKIRE S ERIMNEHHEKRFIREM

8.4. EHEH AR HE L CPUERHE

IEAT LAME A mount % 22 [B] £ 22 1t OpenShift Container Platform 8% f) CPU &, LUEHN
kubelet #1 CRI-O #Hi2iR A A AL (E], XA systemd FEANEE CPU IR, BINEESEZ).
BT

EH R EAHERZ— M RATGCINEE, FATIGINBEARZLE SRS ZF R ML

(SLA) 3%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIRT
RER A R BRI, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMESER, WSARATIT i F e,

8.4.1. HEHEH ML

FEHNEEAATREEESR, WMETRGRERPHARITEEERIILIIXMH. HEZN Kubernetes
EHBREABRSRUERNTRE, XEMERREENRERITTIHHE,

FNIRERGFEA systemd FEFAHERIAEE G RZEE : PR Linux HEEH Kubernetes FARRIEHN K E
3, kubelet #1 CRI-O MIZAILINERE FARTE B252 1T kubelet #HE mMTIN R EH, BE, £
FLA i 4 22 [A] R B 25X A E F R SRS R Al 4 systemd FF5H, BIhgERBE =S|, N CRI-O
kubelet i FA S IR AU FEE 3 Ay & 22 5] o] WA 2 3 B (4T systemd SEM ENBRERE X ENBRFEHEH,

HITE, R OpenShift Container Platform B G &R a] LUKSETER CPU (L ThEE, &R LS Y
Kubernetes frEMEH REFHEIFFNA A REKENMNERIREREM.
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THRIERTHEZBIMZEH Kubernetes £%%, XHM=ER T EENA. ENEIESFH none HEE
BB NBHROA .

systemd
Default
/run/systemd . / namespace
/run/systemd
/run/host
Host OS processes /run/kubelet
) /Jrun/cri

/run/host /Tun/a
Kubelet

/run/kubelet

Container-runtime

/run/cri . T

Container1 ~ Container 2 Container 3

(mountPropagation:Bidirectional) (mountPropagation:HostToContainer) (mountPropagation:None)
/run/a /run/b /run/c
/run/systemd /run/systemd
/run/host /run/host
/run/kubelet /run/kubelet
/run/cri /run/cri

/run/a

EXE, FHNBEER systemd. ENVIRIERGATE. kubelet 1B ITH HEZEHENDEEH MBI,
o systemd. ENRERTATE. kubelet FIRZHZITHIER AT LAUT (7] A A 5k A0 =T 0L,
o AR (FRAWNAEHLBEE) ALUJN systemd FIEMNFES, kubelet #1 CRI-O #¥#, RE
BNes 189EE, (W /run/a) X F systemd. FNIRIERGUHIR, kubelet, BEFZITHFIEMEE
T ENMBSRBINEAERLE (WNERSR2HF) 9J0,

o A232 ({FM host-to-container HEH L IBELE) RILAVIA| systemd FIENLIEE, kubelet #1
CRI-O ##,, IREASR 2MEH (W0 /run/b) FHEMEM ETFXHEAT W,

o R IFXBEERHLGE, MAMEHRLRET LY., REASE 3 09EE (W0 /run/ic) MEME
fts £ N SCERAN A W

TEIER T HERHRIRS,
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systemd
Default
/run/systemd - namespace
/run/systemd /]
/run/host
Host OS processes
/run/host
Kubelet
v Kubernetes
/run/kubelet namespace
/run/systemd /]
/run/host
/run/kubelet
Container-runtime /run/cri
/run/a
/run/cri l
Container1 Container 2 Container 3
(mountPropagation:Bidirectional) (mountPropagation:HostToContainer) (mountPropagation:None)
/run/a /run/b /run/c
/run/systemd /run/systemd
/run/host /run/host
/run/kubelet /run/kubelet
/run/cri /run/cri
/run/a

o I systemd HREABRZ LN ETF Kubernetes BHEEH s T AV ENHIE, BIUGEEET
systemd FIENFEEE =

o IHURERGIIRRBEVA] systemd FEHEH R,

e Jy CRI-O #l kubelet 3 £ REV A R ZEF], ARAERETASNERTEMITEM
systemd S EMENIRIFRTZE,

o AHBHITHRIFAZL, BEUEMEE (M /run/a) TEX systemd HENIRIERGETRZH
Wo AI#AXS kubelet. CRI-O FIEMEE T EH BT FFNAEL L HENALE (40 Container 2)
E-IJ[_LO

o AI2MALR IMNITHIFIERRL,

8.4.2. FeBHE#H Mz A ik
A URBERG R HEL, UBERLRDNEBEFEHET.
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REHMBERBEZ—IMRATIE, ERMAREAN, BEERE, BYFERAZ
HI8E,

SeRFH
o B% %k OpenShift CLI(0c).

o MBLILEH cluster-admin H R - D&,

it =3
1. SEALMUT YAML 124 mount_namespace_config.yaml #3244 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-kubens-master
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- enabled: true
name: kubens.service
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-kubens-worker
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- enabled: true
name: kubens.service

2. BT ep ok P #E#iap 4 22 (F] MachineConfig CR :

I $ oc apply -f mount_namespace_config.yaml

it Bl

machineconfig.machineconfiguration.openshift.io/99-kubens-master created
machineconfig.machineconfiguration.openshift.io/99-kubens-worker created
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3. MachineConfig CR & Z FIRERE 30 DT RESTRE RPN A, BRI LLZTUTaSREE

MachineConfig CR BIR 7 :
I $ oc get mep

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT

DEGRADEDMACHINECOUNT AGE
master rendered-master-03d4bc4befb0f4ed3566a2c8f7636751 False
3 0 0 0 45m

worker rendered-worker-10577f6ab0117ed1825f8af2ac687ddf False True

3 1 1

4. IZfTLUTF 8%, FFFFA control plane #1 worker 7 s B 1 . Fl MachineConfig CR :

I $ oc wait --for=condition=Updated mcp --all --timeout=30m

it Bl

machineconfigpool.machineconfiguration.openshift.io/master condition met
machineconfigpool.machineconfiguration.openshift.io/worker condition met

USATl
ERIFERENOHE, HETUTHS :
1 TSR ENMBIEIA shell:
I $ oc debug node/<node_name>
2. $T7F chroot &iF :
I sh-4.4# chroot /host
3. K systemd AR ZEE
I sh-4.4# readlink /proc/1/ns/mnt
=1
I mnt:[4026531953]
4. K7 kubelet HEH B R LR :
I sh-4.44# readlink /proc/$(pgrep kubelet)/ns/mnt
=1

I mnt:[4026531840]

True
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5. K& CRI-O HE#idp & 22 :
I sh-4.4# readlink /proc/$(pgrep crio)/ns/mnt
=1
I mnt:[4026531840]

XLEMBIRE S systemd. kubelet H1B 22 1THT KEXAIIEE SR Z2[A], 1E OpenShift Container
Platform /7, &25Z1TH & CRI-O,

IN3R systemd I F kubelet #I CRI-O By3EEiap R ZE R A, NIFEERR, MLBIPRR. MRMBE=1H
REMI TR —FEmAEAD, NFHELH.

8.4.3. M EHEM MR ZE

& A LU# A Red Hat Enterprise Linux CoreOS (RHCOS) H#J kubensenter B A6 & £ 2 E HIRE RS
I ETF Kubernetes BHEE R LA TS B R B /Y,

BB EHLH SSH shell RIEMLF default SR ZE R, ETE SSH shell I#BRFHIEERE T Kubernetes

M S, MEEL root A 5191247 kubensenter il A&, kubensenter filA T 24 S AR, AP
EREAHE, thlliLithiziT,

ZKIAER T, oc debug itf2 shell R1ETE Kubernetes €8 & 22 [RIA/E 5, 8 oc debug
I, AREE;Z1T kubensenter B HEE &,

MRS A AHEINEE, kubensenter findmnt 1 findmnt S S S REIMERANHE, TILEI2EE oc
debug =15k SSH shell IRNRFFIZ (T,

FeREH
o B%%k OpenShift CLI(oc).
o MBLIEH cluster-admin f{ R A B3 &%,

o MEEE TR THA SSH i,

1. $TFFRISREF EHLATILEE SSH shell, 140 :

I $ ssh core@<node_name>

2. Ll root B B1pF B1RHE kubensenter IAZ1TM 4, E7E Kubernetes #3422 (8] 21T A
7%, BN kubensenter AR SHEMSE. H80, ETE Kubernetes tp & 2 BB 1T
findmnt 6%, H2TUTHS :

I [core@control-plane-1 ~]$ sudo kubensenter findmnt

i th o Bl
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kubensenter: Autodetect: kubens.service namespace found at /run/kubens/mnt

TARGET SOURCE FSTYPE OPTIONS

/
/dev/sda4[/ostree/deploy/rhcos/deploy/32074f0e8e5ec453e56f5a8a7bc9347eaad172349ceab9
€22b709d9d71a3f4b0.0]

| xfs
rw,relatime,seclabel,attr2,inode64,logbufs=8,logbsize=32k,prijquota
shm tmpfs

3. E7E Kubernetes #p & 22 [A|FRA B ShETHIRZ B R shell, 151212 B E S M kubensenter 7 :

I [core@control-plane-1 ~]$ sudo kubensenter
it Bl

I kubensenter: Autodetect: kubens.service namespace found at /run/kubens/mnt

8.4.4. IEHEEHIfp & 22 B B {T A BIBR 55

EAMERT T AT LAE ENIRERGIRIZITHIBE D, LK H kubelet, CRI-O SiAZA G QB EE mp N1z
TE, S AR ESmBEREEEXLEIEF R, OpenShift Container Platform 124t#)
kubensenter A1 Kubernetes H#H RHFHITH— 1%, HABFEREAMMEIR,

kubensenter 1A T fEEHERINGERS, BIEREAHEINE, WANREMIZT, AXMERT, B
FLERNEE S L ZE R BHITRENSG S,

a0, R systemd RS BEEH M Kubernetes HHif & B hi21T, 1ERERS XS, FERWHE
kubensenter B9 ExecStart= 484517,

[Unit]

Description=Example service

[Service]

ExecStart=/usr/bin/kubensenter /path/to/original/command arg1 arg2

8.4.5. HM TR
o HL BRI
e {FHH nsenter EIEHEZ L HPHNE N

® MachineConfig
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9 FE EEENEMN

EERNEHPRE OpenShlft Container Platform ET 4'5'"__[19{@}5!%19],%% (machlne) MNBE

9.1. X FENENFT =

Z % Red Hat Enterprise Linux CoreOS (RHCOS) #BHENEHF NEBEFNT &R, HEUBE—IN5EN
FHNFELT BT MachineSet BE Y TR (CR) XWR, S#HENITENSREE L TRETEMNEENE

RHERAE2H M, FHEFEM Kubernetes PR N AT X i+ BN 288, ARMFEMESIHE M T T NIIEIRLER,
a5 Ei217,

L&Y B &5 metal3.io/autoscale-to-hosts ;T #9148 MachineSet 5/, Machine CR £ B z/fl#&,

OpenShift Container Platform 8/ Machine CR Ri& %5 MachineSet CR H#5E R E M B HIARA T
=

™o

9.2. IR EM

8] M OpenShift Container Platform Web 2l & 4P BRI EN ENIFIE. FMEl Compute -
Bare Metal Hosts, A/ M Actions FHIFZHEAREFE—MES, BRI LR ERIEM BMC 115, £
BIB1S MAC thiit, BREREEENR, SO UEEEVBMEEOMIKEIR1FEE.

B LUFRNENS AL R, SEFENB AL R, AERFRRAERZE T MEM A
BN RPBH, LT ERXN TRFEFI T RE.

A LLTE web 25| 8 ECHB S BV EN. BUHB & TV HITLATIRE
1. {8 cluster.k8s.io/delete-machine: true;¥ &34 CR

2. BRI ENSE

. EAREFFTHRENMREENFS pod BB A—TTRIERT, KHAENAERTES
- SERS PUTFIEEE K.

HinBR
o FERHLARINITEH 2R

9.2.1. 3 web ZHI G EREFFIRNIMRIEN
BRI LUTE web 126 & R AESRE R RINEILEN.

FRFM
o ERHN L& RHCOS &£E.

o LIEA cluster-admin M A S5 E %,

it

1. 7 web $#£H& 7, 5#nEl Compute —» Bare Metal Hosts,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/machine_management/#adding-bare-metal-compute-user-infra

BoE EEANIH

2. #$% Add Host » New with Dialog,

3. WETHENENIEE M — AR,

4. W& 55 MAC #iil,

5. % B EiRERZEHE (BMC) bt

6. HIAENBEREIEZEFIZE (BMC) A &R,
7. EEELIREITFENLIR, AFBILE Create,

8. MLV BRAIAE, ULETANREVENKE. SHE Compute » MachineSets, fAEM
Actions THIEH A% Edit Machine count SEIINER PN 2RI A E,

ol

% E,
LRI LAER oc scale a5 5 #1iE U IR EN SRR REERI T KRB E.

9.2.2. 7 web #HIB HEM YAML TEE B FIRINBRN EM,
TR LA AR AR ENEY YAML XXHTE web $2H) & RIE SR PR IR E M,

SeRFMH
o TERMLEMZRN ERE RHCOS T EH%, UEEEFHEA.

o LIEA cluster-admin A B9 & %K,
o NiENEMNLIE Secret CR,

1. 7 web #ZH&A 7, F#nEl Compute - Bare Metal Hosts,
2. #%$% Add Host » New from YAML,

3. EHFHIELIT YAML, ERENENFHBEREXFE

apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: <bare_metal _host_name>
spec:
online: true
bmc:
address: <bmc_address>
credentialsName: <secret_credentials_name> ﬂ
disableCertificateVerification: True 9
bootMACAddress: <host_boot_mac_address>

credentialsName /75| B A% #) Secret CR, 1R 7E credentialsName F;% &5 AN

# Secret, Il baremetal-operator FTEEEEN EN. WFEH K secret LUK IN{AI A
secret WEBZER, ESMH T ## secret,
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¥ disableCertificateVerification i% & true AT 2L MEREIEIEHISS (BMC) 2 [HHY
TLS EMNIGIE,
4. %¥¥ Create LURTE YAML F I FHIENLEMN.

5 MLV EEIAH, ULETRAMNENEVEE. SMME Compute » MachineSets, AFM
Actions THIEH A% Edit Machine count RIS N PRI SHE,

]

BIL T LAER oc scale a3 5 #1E HHERNIT EN SR REERI T RKE,

9.2.3. Boiffla REITANEIENKE

EH 03255 A BareMetalHost *f {2 LEZHY Machine ¥ § 32, i51E MachineSet % & H 50
metal3.io/autoscale-to-hosts ;x iz,

FeREH
o 24 RHCOS BHITEN I ATEERF R, FHOIEXT N BareMetalHost % 5,

o % OpenShift Container Platform CLI (oc) &

o LIEA cluster-admin M E - &5 &%,

iy =

1. @id 70 metal3.io/autoscale-to-hosts ST i@ T R ER BN B T BT BEITENSRE.,
<machineset> & N it B3R IX BB TR,

$ oc annotate machineset <machineset> -n openshift-machine-api 'metal3.io/autoscale-to-
hosts=<any_value>'

ERFRNGE BT ENE 5,

L& {E A BareMetalHost T RELEE A OEN 230, BareMetalHost L E X 755 =k i%
£33, BareMetalHost & R{IASIRIEDE Machine % 5REJ MachineSet 7 171144,

L

9.2.4. M provisioner 71 s i BREENL E L

EXEEIFERT, EeIgefBZEM provisioner 17 sllflf fHEREN EN., Fla0, 7EEEA OpenShift Container
Platform EB1EH| AV EE R EHARL FEVENE/SH, OpenShift Container Platform BERE K
FIEE MBI Dell Remote Access Controller (iDrac), F 4 HMHERVEALELFY,

E Ry &8 55 A BareMetalHost *f 32 LAY Machine ¥ §& 32, i51E MachineSet ¥ & Hsi0
baremetalhost.metal3.io/detached }* %,

4 pa -

XANEMRRER T AT Provisioned, ExternallyProvisioned =k Ready/Available & 2549
BareMetalHost % £,
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SR
o 4 RHCOS BRHITEN I ATEERE R, FHOIEXT N BareMetalHost %5,

o L% OpenShift Container Platform CLI (oc) &

o LIEA cluster-admin B AE - B9 &%,

1. @14 70 baremetalhost.metal3.io/detached ;3 23 E fi#{EE M provisioner 7 s F it BREGTHE
M2R5.

$ oc annotate machineset <machineset> -n openshift-machine-api
'baremetalhost.metal3.io/detached’

ERIERE .

pa -
L /45 F) BareMetalHost X RTESEF P O 230, BareMetalHost B4 T 15
_ FE LR, BareMetalHost W RIBAXIRIELIE Machine X §E MachineSet
- HATIHHEL

2. HFEFRABIH, FERUTHSEEDTREMREAR

$ oc annotate machineset <machineset> -n openshift-machine-api
'baremetalhost.metal3.io/detached-'

HiBR
o JRER

o #E#_EB MachineHealthCheck
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210 = {#FH BARE METAL EVENT RELAY /5122484, 54

BF

BRINEHFERZ—PRATEINEE, SATIIIIRET REILIE ™ mARFSFR L (SLA)
XF, BMEETRHTTE, AT HEEEIMEREREN], XERATEIIEER L
ERFRBXAFIZIE, HAENSEF LM BRRMARGEL,

BEIERAT e BN ESER, B ARA T iS55,
10.1. x FEWNEH

BF

Bare Metal Event Relay Operator B##F A, LAE# OpenShift Container Platform 41T
kA FR &I B4 13 A Bare Metal Event Relay Operator Wi 228 EHLBITHEE,

{3 F Bare Metal Event Relay $ OpenShift Container Platform &£ i24THIN F2F 1] MR EZ &N E
ML EEMBIEMH, Redfish REET M EAREYH, FHREGEISICERATIHR,

BNEHETELAXNETETSEDMTRIE ST THABFFE Redfish 1, Redfish 12t T —1NH A
REST API LR £ 1T PN, ZIMUBTEERLHAR. BasEEE L SR ERER,

)T Redfish & MBEHHEXEHSHE
o i Rilm 2L HE R
o [RSFSHINE
o NERRE

)T ERE Bare Metal Event Relay Operator F &N BT 4 EIAR S5 K FF 1A BN = 4, Bare
Metal Event Relay Operator ZZEFMEHE Redfish BHLEHARSS LB EHA,

[ A |

AE
% Bare Metal E4 Relay RiEA FESEVEMEN LB A BT RERF P HF Redfish B9X
&5 o
10.2. #NEHHNIEAR
Bare Metal Event Relay & FBTE RN B 2 THIN FAF2 AT LUR IR N Redfish B4 BRCRANERNPE, #0iE
KBERE. SEHRE, wiER BRPENNEHRE, XEEEEAFER HTTP £HHs AMQP Hl)
R, SHREHARFS IR R D 10 B 20 2/,

BNEHPRNEHFSHRET —DINEBI RS, NMARFEALUER REST API T [# %4, Bare Metal
E 4 Relay X#5 Redfish OpenAPI v1.8 58 & R A HIRE 14,

10.2.1. BRHVF 4 AR AR BRI
TEER T @NE BRI
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%5 10 2 ([ BARE METAL EVENT RELAY YWiiZ#2 =4

10.1. B EH- PR BHETR

Redfish Node
hardware
Operator-managed pod Message Application pod
transporter
Hardware Sidecar: cloud (HTTP or Sidecar: cloud Bare-metal
event proxy event proxy AMQP 1.0 QPID) event proxy node

http http
(REST API) (REST API) <
5 g glgllg

Redfish Cloud native CNCF CNCF CNCF Cloud native
event event CloudEvent CloudEvents CloudEvent event

10.2.1.1. Operator EHfY pod

Operator [ B E L ¥HRREE S S Bare Metal Event Relay & E2H 4 ( hardware Event CR) B pod.

10.2.1.2. #EHLEHrh gk

JEEIE, Bare Metal 544 Relay #if) Redfish APl H R E A H R registry, S¥EBE X registry, A
[&, Bare Metal =4 Relay FF#A M Redfish BT M BB 4,

Bare Metal Event Relay j= R7ESRH AL Rz 1T RIS A2 AT LURSE NN Redfish R4 B R ANEFE, 4053
ROREEEIE, SEEPE, MaER, RIRPETFMAERIE, #A HardwareEvent CR ik 554,

10.2.1.3. cR4EEH
ERAESZH(CNE) ZRATE N EHHIERIH REST API #l18,

10.2.1.4. CNCF CloudEvents
CloudEvents @ =RAETTERM(CNCF) F A BN AR ILIE, BTE L EHHIEER.

10.2.1.5. HTTP f&£%isk AMQP £ ECE&H 2
HTTP &% AMQP 2B Es 1 5 & B FIT & 2 1A B3E B R AR S5,

HTTP &2 PTP MENEHHEIAE M, ERREMNERT, R HTTP fmA 2
AMQP AT PTP F1#E#1E 4. AMQ Interconnect F 2024 & 6 A 30 B4R & dp A HA

(EOL) o AMQ Interconnect BUEK A ep B HA#F (ELS) F 2029 & 11 A 29 H45R, 40
ZERLER, 1E50 Red Hat AMQ Interconnect XIS 6

10.2.1.6. ZEHE sidecar
TEHRIE sidecar BEERET O-RAN API #l4&, NIEMHSEMHIRE L HITHEHIEL,
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10.2.2. Redfish ;& 22T AR SS

FR T AL Redfish =444}, Bare Metal Event Relay NEA1RHE RAEMTINEE, ML HE Message Eit, X
R THFTA Redfish B & registry, SIEIER SN MIEG RIS E registry, IIREBHTE S Message
B, R Redfish 38R registry 3f41% Message 71 Resolution B, FHENEHLIBATEMHIE
ZRHINERINBIEGR, ARSI Redfish EHEFR/NTEE KRN, FEBELHIER,

10.2.3. [ CLI R&EEN B HA4k

ENEREE R, EALUERM CLI %%k Bare Metal Event Relay Operator,

FRFMH

o TEHRNEMH LREMER, TTRIWERBMT RedFish B9 Baseboard Management
Controller(BMC),

e % OpenShift CLI (oc) .

o LIEA cluster-admin £ A S5 & %,

ik =
1. 25 Bare Metal Event Relay Q|2 # 4 Z2]H],

a. FHLLF YAML {£77% bare-metal-events-namespace.yaml X {4 :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-bare-metal-events
labels:
name: openshift-bare-metal-events
openshift.io/cluster-monitoring: "true"

b. fI/Z Namespace CR :

I $ oc create -f bare-metal-events-namespace.yaml

2. 5y Bare Metal Event Relay Operator fi|# Operator 2H.,

a. FHLLF YAML {£77% bare-metal-events-operatorgroup.yaml X457 :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: bare-metal-event-relay-group
namespace: openshift-bare-metal-events
spec:
targetNamespaces:
- openshift-bare-metal-events

b. fI/# OperatorGroup CR :

I $ oc create -f bare-metal-events-operatorgroup.yaml
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3. TR E E 4k,

a. FHLLF YAML %75 % bare-metal-events-sub.yaml SX44# :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: bare-metal-event-relay-subscription
namespace: openshift-bare-metal-events
spec:
channel: "stable"
name: bare-metal-event-relay
source: redhat-operators
sourceNamespace: openshift-marketplace

b. fll# Subscription CR :

I $ oc create -f bare-metal-events-sub.yaml

Sk
BISUFRE B L% Bare Metal Event Relay Operator, 1H2{TUT@4%

$ oc get csv -n openshift-bare-metal-events -o custom-
columns=Name:.metadata.name,Phase:.status.phase

10.2.4. f£F Web 125 %24 Bare Metal Event Relay

ENEBEER, B LUFER Web 2§14 %2 Bare Metal Event Relay Operator,

SeRFMH

o TERNFEMH LREMER, TTRIA/SHT RedFish By Baseboard Management
Controller(BMC),

e LIBA cluster-admin A - S5 &%,

¥ =
1. {8 OpenShift Container Platform Web 12l %% Bare Metal Event Relay :
a. 1£ OpenShift Container Platform Web ##l&H, il Operators - OperatorHub,
b. MM Operator FIIZ&R A% Bare Metal Event Relay A5 = Install,
c. 1f Install Operator TUEH, EFHOIE— K ZEE, % openshift-bare-metal-
events, fA/FM Install,
ETans

AL - A LB AT AT & R ISIE Operator @B EMIIRE :
1. t0#t2] Operators — Installed Operators 1.

2. HRIBH5IH T Bare Metal Event Relay Status 7 InstallSucceeded,
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= -3
ERETFEH, Operator HRER 7R Failed )RS, MRLZEIRLEREHE
InstallSucceeded &, ErRILLZEEXA Failed 1§ 2.

INR Operator X B HWMIN L, EIRBUUTHIRFITIESER -

e Jj/f A Operators - Installed Operators 1, & Operator Subscriptions # Install Plans 1%t
Ti& By Status Ui @ BB E5E 1R,

e A Workloads - Pods T, & E 6422 A pod HE.

10.3. &% AMQ H B % 2%

T 5 £/ publisher # subscriber []{%7% Redfish BHSE4EH, MU NREHFERE AMQ E B ELL
LMEET R EizfT, BELUET 2% AMQ Interconnect Operator SEFEERF RS,

HTTP {ZHi2 PTP 1N EHMBIAEH, EAEMNERT, R HTTP FHmAR
AMQP BT PTP #1#E#HE 4. AMQ Interconnect F 2024 & 6 B 30 B4R A A HA

(EOL) . AMQ Interconnect BUEK A ep B HA#F (ELS) F 2029 &£ 11 A 29 H4E W, 40
E=ELZER, 55 Red Hat AMQ Interconnect XHR S

FRFH

e L% OpenShift Container Platform CLI (oc) &

o LIEA cluster-admin A B9 &%,

e J§ AMQ Interconnect Operator 22 2| H B 2#) amg-interconnect fa & 22 [A], 1HS [ & AMQ
Interconnect Operator,

1. 381E AMQ Interconnect Operator @ BRI, FHEFMEN pod BB IETEIZIT :

I $ oc get pods -n amg-interconnect

it Bl
NAME READY STATUS RESTARTS AGE
amg-interconnect-645db76c76-k8ghs 1/1 Running 0 23h
interconnect-operator-5¢cb5fc7cc-4v7gm 1/1 Running 0 23h

2. $UEFrEERY bare-metal-event-relay bare-metal event producer pod 2 & E1E openshift-bare-
metal-events 343 22 [A|FE1T :

I $ oc get pods -n openshift-bare-metal-events

it Bl
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NAME READY STATUS RESTARTS AGE
hw-event-proxy-operator-controller-manager-74d5649b7c-dzgtl  2/2  Running 0
25s

10.4. 1T % £ 87 589 REDFISH BMC 24134

AT LLOEIT N 17 520 — 1 BMCEventSubscription B & X 5R(CR). WEHOIE—

HardwareEvent CR 7 BMC fl|#—1" Secret CR, 1] HIESEEM T m AR Redﬂsh BMC =14,
10.4.1. 1T RN S 4

&0 LA B B AR B IR 1528 (BMC) RN B4 4 X F OpenShlft Container Platform & HZ1TRIIT 5 R

2. Redfish R EHROISIFRINTERESIMERLE, AT LUER REST API G AR T E
BRNEH

BF

1% QB 2 #%F Redfish B9¥IERE 4 0132 — BMCEventSubscription B E X %R(CR), 3
S EEOIRE N redfish ¢ idrac-redfish,

f#F BMCEventSubscription CR iT [# 7l X B Redfish 4, Redfish TR R OIE
REEEMMEAERET, Fa0, SYFERREBT 40Gb HEKEMNKREIZREMH, Bl
RIBRNANEIF B EH.

BUTLL T4 2E A BMCEventSubscription CR 77 siT @M =14,

FeREMH
e % OpenShift CLI (oc) .
o LIEH cluster-admin FHA - DR,
e JKEX BMC B9 & HNE .,

o (FA%KEF/EAT Redfish B9 Baseboard Management Controller(BMC)EREBEN. T =, FIE
BMC _tJ5 F Redfish E4,

R EREMY L/ A Redfish EHEE T IERBSERH. BXNEFERMER
Redfish BEHHESER, 1HSMH BMC [ B,

pri% =
1. BEIEITUT curl SN 4GB T Redfish EventService :

$ curl https://<bmc_ip_address>/redfish/v1/EventService --insecure -H 'Content-Type:
application/json' -u "<bmc_username>:<password>"

‘IDT-
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206

2.

3.

bmc_ip_address

=4 K Redfish =48 BMC B9 IP #iilk,
LN

"@odata.context": "/redfish/v1/$metadata#EventService.EventService",
"@odata.id": "/redfish/v1/EventService",
"@odata.type": "#EventService.vi_0_2.EventService",
"Actions": {
"#EventService.SubmitTestEvent": {
"EventType@Redfish.AllowableValues": ["StatusChange", "ResourceUpdated",
"ResourceAdded", "ResourceRemoved", "Alert"],
"target": "/redfish/v1/EventService/Actions/EventService.SubmitTestEvent"

}

2
"DeliveryRetryAttempts": 3,

"DeliveryRetryIntervalSeconds": 30,
"Description": "Event Service represents the properties for the service",
"EventTypesForSubscription™: ["StatusChange", "ResourceUpdated”, "ResourceAdded",
"ResourceRemoved", "Alert"],
"EventTypesForSubscription@odata.count™: 5,
"Id": "EventService",
"Name": "Event Service",
"ServiceEnabled": true,
"Status": {
"Health": "OK",
"HealthRollup": "OK",
"State": "Enabled"
b
"Subscriptions™: {
"@odata.id": "/redfish/v1/EventService/Subscriptions"
}
}

TITUU T4, FRENVEEER Bare Metal B4 EIRSS IR H -

I $ oc get route -n openshift-bare-metal-events

=1
NAME HOST/PORT PATH SERVICES
PORT TERMINATION WILDCARD
hw-event-proxy hw-event-proxy-openshift-bare-metal-events.apps.compute-
1.example.com hw-event-proxy-service 9087 edge None

B/ —1 BMCEventSubscription ¥R 1T % Redfish 44 :

a. LT YAML {®%ZE] bmc_sub.yaml SZ{#4H :

apiVersion: metal3.io/vialphat
kind: BMCEventSubscription
metadata:

name: sub-01
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namespace: openshift-machine-api
spec:

hostName: <hostname> ﬂ

destination: <proxy_service_url> g

context: "

ﬂ e E AR Redfish FE4H worker 7 SBYZ FREX UUID,

Q EEENEHFRERS, 510 https:/hw-event-proxy-openshift-bare-metal-
events.apps.compute-1.example.com/webhook,

b. fllZ BMCEventSubscription CR :
I $ oc create -f bmc_sub.yaml
4. w3k« BMER BMC EHITH, HIZTU TS
I $ oc delete -f bmc_sub.yaml

5. A% : EIEA{IE BMCEventSubscription CR &R T F o018 Redfish FHIT 1, Hi21TUU
T curl 5 FHIEE BMC B &,

$ curl -i -k -X POST -H "Content-Type: application/json" -d '{"Destination":
"https://<proxy_service_url>", "Protocol" : "Redfish", "EventTypes": ["Alert"], "Context":
"root"}' -u <bmc_username>:<password>
'hitps://<bmc_ip_address>/redfish/v1/EventService/Subscriptions' —v

Her:

proxy_service_url

BNEHKRERS, #40 https://hw-event-proxy-openshift-bare-metal-
events.apps.compute-1.example.com/webhook,

bmc_ip_address

=4 K Redfish =48 BMC B9 IP ik,
LN

HTTP/1.1 201 Created

Server: AMI MegaRAC Redfish Service

Location: /redfish/v1/EventService/Subscriptions/1

Allow: GET, POST

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: X-Auth-Token
Access-Control-Allow-Headers: X-Auth-Token
Access-Control-Allow-Credentials: true

Cache-Control: no-cache, must-revalidate

Link: <http://redfish.dmtf.org/schemas/vi/EventDestination.v1_6_0.json>; rel=describedby
Link: <http://redfish.dmtf.org/schemas/vi/EventDestination.v1_6_0.json>
Link: </redfish/v1/EventService/Subscriptions>; path=

ETag: "1651135676"

Content-Type: application/json; charset=UTF-8
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OData-Version: 4.0
Content-Length: 614
Date: Thu, 28 Apr 2022 08:47:57 GMT

10.4.2. {# A curl & 18] Redfish =411 5
5 R N R Redfish FEMESEEIT MR, BT LUMERA curl i) Redfish 41T HBIEE,

FeREH
e JKEY BMC WA &&H1E,

o (FAL%KEA/E AT Redfish B9 Baseboard Management Controller(BMC)EREBEN T =, FIE
BMC /5 Redfish i@ 44,

TLUF curl 845, &7 BMC FOYETIT :

B1T

$ curl --globoff -H "Content-Type: application/json" -k -X GET --user <bmc_username>:
<password> https://<bmc_ip_address>/redfish/v1/EventService/Subscriptions

Hrp

bmc_ip_address

= E K Redfish E4#9 BMC #J IP ik,
LN

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 435 100 435 0 0 399 0 0:00:01 0:00:01 --:--:-- 399
{
"@odata.context™:
"/redfish/v1/$metadata#EventDestinationCollection.EventDestinationCollection",
"@odata.etag": ™"
1651137375 ",
"@odata.id": "/redfish/v1/EventService/Subscriptions",
"@odata.type": "#EventDestinationCollection.EventDestinationCollection”,
"Description": "Collection for Event Subscriptions”,
"Members": [

{
"@odata.id": "/redfish/v1/EventService/Subscriptions/1"

ik

"Members@odata.count": 1,
"Name": "Event Subscriptions Collection”

}

ABIRECE T AN : /redfish/vi/EventService/Subscriptions/1,

2. d%k : BEA curl kR /redfish/vi/EventService/Subscriptions/1 115, 1HZ{TU T4 HiE
E BMC A &ME -
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H "Content-Type: application/json" -d '{}' -X DELETE

$ curl --globoff -L -w "%({http_code} %{url_effective}\n" -k -u <bmc_username>:<password >-
https://<bmc_ip_address>/redfish/v1/EventService/Subscriptions/1
H

==

bmc_ip_address

= Redfish E{4#9 BMC #9 IP ik,

10.4.3. QIR ENVLEH4F1 Secret CR

ZFERAENEM, 15 NETE Redfish BRI ENLOIE HardwareEvent B E X #E(CR), £ hw-event-
proxy BE ik EEHEHFE IR,

SoREH
e B.% % OpenShift Container Platform CLI (o¢).
o MBLIEA cluster-admin H R F F15 &%,
o %% Bare Metal Event Relay,

e f&REH BMC Redfish g1l 7 BMCEventSubscription CR,

1. fll% HardwareEvent B X %R (CR) :

==
, R HardwareEvent ¥R,

a. LT YAML {®%ZE] hw-event.yaml SZ{4 A :

apiVersion: "event.redhat-cne.org/vialphat"
kind: "HardwareEvent"
metadata:
name: "hardware-event"
spec:
nodeSelector:
node-role.kubernetes.io/hw-event: ™" ﬂ
logLevel: "debug" g
msgParserTimeout: "10" 6

WE, {#F nodeSelector FEX T AIRERSHIB AT &, 1 node-
role.kubernetes.io/hw-event: """,

1£ OpenShift Container Platform 4.13 S{E & kA, UXTENE4ER
HTTP {£#ii}, RAFEELE HardwareEvent KRN E
spec.transportHost F %, (NIERNEHFEH AMQP FHlfi% &
transportHost.
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Q Ak, BIMEN debug. 7E hw-event-proxy HERIZEBEN A, A1 AMBEELS0
& : fatal. error. warning. info. debug. trace,

9 A%, 5 Message Parser BB H (Z#) . MNREEIN B P& ENLE S BTE
K, RIEEHEHERESWEPATRESMHESR, BINEHN 10,

b. &2 A HardwareEvent CR :

I $ oc create -f hardware-event.yaml

2. fE—1 BMC A &ME Secret CR, HIEHEHRIRRENS 1 M #RHL ENA Redfish SHR
registry,

a. LT YAML £7%2 2] hw-event-bmc-secret.yaml X4 :

apiVersion: vi

kind: Secret

metadata:
name: redfish-basic-auth

type: Opaque

stringData:
username: <bmc_username>
password: <bmc_password>
# BMC host DNS or IP address
hostaddr: <bmc_host_ip_address>

ﬂ 71 stringData B9 & #1571 B it A2 STAE,

b. fi|# Secret CR :

I $ oc create -f hw-event-bmc-secret.yaml

Hith 5w
o FRAARMBRIFF AT

10.5. [N BRI HEIENE4 REST API &
ERBENEH REST API T N ARRFERIR T m EERBIENE4,

A BRI /cluster/node/<node_names/redfish/event 515 FAT2F 1T 42l Redfish E, Heh
<node_name> 2217 FATEFHIEE T =,

TEHIRAY N FIFERE pod FERE cloud-event-consumer [ FAFEF A 251 cloud-event-proxy sidecar &
#%. cloud-event-consumer [ F31] [N A ZREFHY cloud-event-proxy & 25,

fEALLT APl %, ¥ cloud-event-consumer [ 2% 1] El Redfish F{f, XLZE4H cloud-
event-proxy 234, TR AR pod H# http:/localhost:8089/api/ocloudNotifications/v1/ :

e /api/ocloudNotifications/v1/subscriptions

o POST : fI&#iTi
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%5 10 2 ([ BARE METAL EVENT RELAY YWiiZ#2 =4

o GET : MipRiT i 5IR

e /api/ocloudNotifications/v1/subscriptions/<subscription_id>
o PUT : NIEEITH ID AIEFIKE ping 1K

e /api/ocloudNotifications/v1i/health

o GET : ;%[O ocloudNotifications AP BRI R

pa =

9089 27~ FAFERF Pod HERER cloud-event-consumer FEsIEI RO, W] LIRIE
FENNAREFEEAANKO,

api/ocloudNotifications/v1/subscriptions
HTTP A3k
GET api/ocloudNotifications/v1/subscriptions

3T
REIT IR, MRITFHRFE, NHRE 200 OK KSR L KRITHTIZR,

API i K 7=l

[

{
"id": "cal1ab76-86f9-428c-8d3a-666c24e34d32",

"endpointUri": "http://localhost:9089/api/ocloudNotifications/v1/dummy”,

"uriLocation": "http://localhost:8089/api/ocloudNotifications/vi/subscriptions/caliab76-86f9-428c-
8d3a-666c24e34d32",

"resource": "/cluster/node/openshift-worker-0.openshift.example.com/redfish/event”

}
]

HTTP A3k
POST api/ocloudNotifications/vi/subscriptions

3T
DIRHTIT I, RIT RO, HEEFE, NHRE 201 Created RSN,

F10.1. HifSH
S8 eyt

subscription data

BRNBRH

{

"uriLocation": "http://localhost:8089/api/ocloudNotifications/v1/subscriptions”,
"resource": "/cluster/node/openshift-worker-0.openshift.example.com/redfish/event”

}
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api/ocloudNotifications/v1/subscriptions/<subscription_id>
HTTP A&
GET api/ocloudNotifications/v1/subscriptions/<subscription_id>

i
IR [E ID 4y <subscription_id> BT [#i¥1E

+10.2. HElSH

BH KRE

<subscription_id> string

AP i Rz 75

{
"id":"ca11ab76-86f9-428c-8d3a-666c24e34d32",

"endpointUri":"http://localhost:9089/api/ocloudNotifications/v1/dummy",

"uriLocation":"http://localhost:8089/api/ocloudNotifications/v1/subscriptions/cal1ab76-86f9-428c-
8d3a-666c24e34d32",

"resource":"/cluster/node/openshift-worker-0.openshift.example.com/redfish/event”

}

api/ocloudNotifications/v1/health/
HTTP A&
GET api/ocloudNotifications/v1/health/

hak
3% [3] ocloudNotifications REST AP BYEEEIR R,

API i B 7=

| ox

10.6. F#% T BN BIER, LUER PTP SiEVIEHB HTTP (T
MRIBBIERE T PTP SENSBEEREN BRRRF, BEEEHNBAERFELUER HTTP B R &,

FeREH
o B% %k OpenShift CLI(oc).
o RBLIEH cluster-admin f{ R F19 &%,

o {REYF PTP Operator & Bare Metal Event Relay B EF A HTTP X HiBIMRA 4.13+,

¥ =
1. BFEHEMHETENALUER HTTP 44, N =EH sidecar BBFXE http-event-publishers

BN, EEE T PTP HH4EED, LUT YAML R¥DERT — 1Mo HEMH sidecar #8E :
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%5 10 2 ([ BARE METAL EVENT RELAY YWiiZ#2 =4

containers:
- name: cloud-event-sidecar
image: cloud-event-sidecar
args:
- "--metrics-addr=127.0.0.1:9091"
- "--store-path=/store"
- "--transport-host=consumer-events-subscription-service.cloud-
events.svc.cluster.local:9043"
- "--http-event-publishers=ptp-event-publisher-service-NODE_NAME.openshift-
ptp.svc.cluster.local:9043"
- "--api-port=8089"

PTP Operator & B /)4 NODE_NAME 4 H IEFE 4R PTP E4#ENL. 120, compute-
1.example.com,

EERE TRNEHNER D, TEMH sidecar EBE CR #¥F http-event-publishers F X% E 7
hw-event-publisher-service.openshift-bare-metal-events.svc.cluster.local:9043,

2. ¥ consumer-events-subscription-service [R5 5 =4 E T E N BARF—EEE, Fla0 -

apiVersion: vi
kind: Service
metadata:
annotations:
prometheus.io/scrape: "true"
service.alpha.openshift.io/serving-cert-secret-name: sidecar-consumer-secret
name: consumer-events-subscription-service
namespace: cloud-events
labels:
app: consumer-service
spec:
ports:
- name: sub-port
port: 9043
selector:
app: consumer
clusterlP: None
sessionAffinity: None
type: ClusterlP
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BNEBTRER RN BREFNEERE]

N1 ETBER

RAEES (A ) FHTEE, ERZEREH, TTHKANN 4K, IMi REFEHEZSTF 256 11, 1Gi RF
Y TF 256,000 1N i1, CPUBHREMAGFEERHIT, AIEEHFFREEXLETMFIER, Translation
Lookaside Buffer (TLB) 2 E.T1ZEIHIE 7B ST B/ NBURE 2517, INRIEE IS h EIBFHIE R bk a7 Lo
TETLB AR El, NIEMRSHE R LIRIRERKG, MMREEIEE TLN F, NFH TLB miss, REVFERME
AETFHEGN, BEREHHIEFEHAE, MBI ENRE, RN TLB WAKNEEERN, HEit
&K TLB miss BIME— 5 A2 I8 IN TTAI K /N,

ETIE—1NKTF 4Ki BIAEFET, 1Ex86_64 MR, BWANE WME TR/ 2Mi #11Gi, EEEHER LM
KNESEFRTE, EFRET, YEHENMARELENBRRFET#Eel]. Transparent Huge

Pages (THP) HEENARFAZTETHENBERTENETEET, BXMRAE—EWRE, FH2
TRTIRNEEIR N 2Mi, YERSHAEFEERRE, THP TR SHT M T, KHENKXERNERE
K (R7 THP M/ 4018) SBREIRYIE. Eit, ENVARFIREFEERT (SHE) FRT%
AEMET], mMA=E THP,

1£ OpenShift Container Platform A, pod FBIN AR Al LAD ERF HFE T e D B B T,

n2. NERRFNAERE T
TR SEETIUETRIREEETNRE., — 1N T RRENESE—1NEEXNYETL

E TRl LAE 4 hugepages-<size> FIA 28 — NI GTIRFE KBOHFE. HAF size BFE T R EXRME
FEMSAEE B ZHEITR 0. fa0 : NREANT RXHF 2048KiB TR, BREKE—NHHAENTIR
hugepages-2Mi, 5 CPU SEFERNEARRE, EIlAXFFTIENE.

apiVersion: v1i
kind: Pod
metadata:
generateName: hugepages-volume-
spec:
containers:
- securityContext:
privileged: true
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
hugepages-2Mi: 100Mi ﬂ
memory: "1Gi"
cpu: "1"
volumes:
- name: hugepage
emptyDir:
medium: HugePages
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NETHEEZDEMNERRERE, TRRFXMEBENBETAFERNRUTEIAN, Fim, BT
R/ 2MB, RN ARFREEEABHE AN 100MB WREF, NIFESE 50 MET.

SEREXRNMIBET

BEEEXR/EIEINKRDN. BERREEXNNIET, EEISISH9SBEIERAE I XINEES
#hugepagesz=<size>, <size> FIEMHUF T NENA, FHATLUER—DEEMES [kKKmMgG]. FKil
KBTI K/NAIfE A default_hugepagesz=<size> 5| S5 E .,

BEX
o ETEIEKRMINETFRE, MFEE TR, Ne2RIAN, BERTE.
o BT pod SERIR#IRE. AERREIMEITMEURIMRAHHE.
e JSim B {8 EmptyDir EREEHEFEKRT pod iIHFRHE TR,

o EiIiH SHM_HUGETLB B shmget() £ERE TN BER, FE217—MEE
proc/sys/vm/hugetlb_shm_group HJ supplemental £,

1.3. 5 FF DOWNWARD API EE 7% E
IRA LUFEFH Downward AP SE AR SHENE TFRREME A,

BRI URTRAOEEVIMELE, SEUIMEREIA, BESSHFLMITHNAATLURTIREIEE
BRI B SRR E W B HR,

i =
1. GIB—PELLLTFRAEIF hugepages-volume-pod.yaml X4 :

apiVersion: vi
kind: Pod
metadata:
generateName: hugepages-volume-
labels:
app: hugepages-example
spec:
containers:
- securityContext:
capabilities:
add: [ "IPC_LOCK"]
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
- mountPath: /etc/podinfo
name: podinfo
resources:
limits:
hugepages-1Gi: 2Gi
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memory: "1Gi"
cpu: "1"
requests:
hugepages-1Gi: 2Gi
env:
- name: REQUESTS_HUGEPAGES_1Gl <.>
valueFrom:
resourceFieldRef:
containerName: example
resource: requests.hugepages-1Gi
volumes:
- name: hugepage
emptyDir:
medium: HugePages
- name: podinfo
downwardAPI:
items:
- path: "hugepages_1G_request" <.>
resourceFieldRef:
containerName: example
resource: requests.hugepages-1Gi
divisor: 1Gi

<> 18T M requests.hugepages-1Gi A FHRER, FIHELTFH
REQUESTS_HUGEPAGES_1GI (/5% 2, <.>1EEM requests.hugepages-1Gi LR R &
A, FHE A FF H 30 lete/podinfo/hugepages_1G_request.
2. M hugepages-volume-pod.yaml X463 pod :
I $ oc create -f hugepages-volume-pod.yaml
1. 7 REQUESTS_HUGEPAGES_1GI F& B :
$ oc exec -it $(oc get pods -I app=hugepages-example -0

jsonpath='{.items[0].metadata.name}') \
--env | grep REQUESTS_HUGEPAGES_1Gl

it
I REQUESTS_HUGEPAGES_1GI=2147483648

2. Ku7 /etc/podinfo/hugepages_1G_request ST :

$ oc exec -it $(oc get pods -I app=hugepages-example -0
jsonpath='{.items[0].metadata.name}') \
-- cat /etc/podinfo/hugepages_1G_request

it Bl

| -
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Hith 5w

o RUFAIHEFE Downward API X5

N.4. ZR| SN B E 7

T RS 2 EE OpenShift Container Platform 2 FRERMNE T, REBETMAEEHM : 315
BTFTE 21T, EBI AT HRBRIBMKINN AN, FRARELEERAMNER, Node Tuning
Operator BRIXFERE T R LDBEE T,

i
BT RERNER, HREBUTSZRIF I TERE

1 B TREIRCAT A R EER B THXERN T <o
I $ oc label node <node_using_hugepages> node-role.kubernetes.io/worker-hp=
2. IB—NEEUTHENH, FHIEEH AN hugepages_tuning.yaml :

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages ﬂ
namespace: openshift-cluster-node-tuning-operator
spec:
profile: 9
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50 6
name: openshift-node-hugepages

recommend:
- machineConfigLabels: ﬂ
machineconfiguration.openshift.io/role: "worker-hp"
priority: 30
profile: openshift-node-hugepages

¥ Tuned H5JREY name 1% & hugepages.
¥F profile B 1XE N D BE T
HER, SHIIFERIEEEN, ANELETEXFEMRINETL

- -

[ERETFHARE R,

3. fE Tuned hugepages X &

I $ oc create -f hugepages-tuned-boottime.yaml|

4. QIB—NHEFEUTRENH, FHiBE®H A H hugepages-mep.yaml :
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-hp
labels:
worker-hp: "™
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-hp]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-hp: "

5. fIENREER
I $ oc create -f hugepages-mcp.yaml

RhERBHHIIEE R AT, worker-hp Hl23ESE M AHABIRTE T mIIEHR N 2 8E 50 4> 2Mi B T,

I $ oc get node <node_using_hugepages> -0 jsonpath="{.status.allocatable.hugepages-2Mi}"
100Mi

TuneD bootloader i R #F Red Hat Enterprise Linux CoreOS (RHCOS) worker 7

ino

N.5. ZAHZHE T

Transparent Huge Pages (THP) 1K BahitiT/E. EEMERENNASB2FHE. HF THP B3hE
EBET, REHFTBRANAAERENITHEASIITRELE, THP ARt SHMETE, RANTrSNAR
FEHBETOEED, Fit, BFEEZER THP, LATH M T a0 # A Node Tuning Operator (NTO)Z
A THP,

i =
1. FERAUTHRBEXH, FHiFHMEN thp-disable-tuned.yaml :

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: thp-workers-profile
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom tuned profile for OpenShift to turn off THP on worker nodes
include=openshift-node

[vm]
transparent_hugepages=never
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name: openshift-thp-never-worker
recommend:
- match:
- label: node-role.kubernetes.io/worker
priority: 25
profile: openshift-thp-never-worker

2. ]2 Tuned X :

I $ oc create -f thp-disable-tuned.yaml

3. REFREERIIK :

I $ oc get profile -n openshift-cluster-node-tuning-operator

o EFRIHEHA—ANTR, HHITEN THP KERFIET REEKIINATRESE :

I $ cat /sys/kernel/mm/transparent_hugepage/enabled
it Bl

I always madvise [never]
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512 & KIEIRHE

121, TERSER T mBEELRHEE

NI BEREERMNE R EAEEEXEIER, R& 7 HEM 56 MANARFIN ARF M. 4
FEARIEE RN ZINE 56 E’JM%'&E‘E%‘RE’J?&% KT AG £R, FHEREIRT 50 ms, 5G
B ERIAE] 1 ms HENRIER, XX IERMMERITEMANELEIRS 10 4,

12.1.1. R FREEIR

R%Z1E Telco ZHIFENN ARFHEERELE, SREFDZITHRESEEX. N EHIESEKHITH
T A FREREEMLMEREMNEAR N, NEELELR, 1H5H Red Hat OpenStack Platform(RHOSP)
F# Zero Packet Los #7,

Edge iTEHMAATFREELE, JMABRRTING, HEEEAS . XRXKED B MZREEH O
R [FIBIERES, MR B AR Fe i B (B AP RERE IR,

BEEAMTEWEPEESL D Edge R AMARS, UEMREMEBITLULUSENEENAZIT. B
NRE-NEENFERBENEEEEHNELT R, DLIEAHMEERME BN, RIERT R4
F 40 Cloud-native Network Functions (CNF) #0 Data Plane Development Kit (DPDK) %R FAfER-3E
EEH.

OpenShift Container Platform BRI #7E OpenShift Container Platform &% EHEEH4RNE], LUK
ERSERZ AT HUEIEIR AT (8] (e RS [RlZNF 20 7)) o X SR HAEE AR OpenShift Container Platform
WEH., RERKMEFEENE. BRXNAEETEXENNAREL Operator, FHITRZEE, X
LR BEF ORI E 2, HEBHE.

OpenShift Container Platform £ Node Tuning Operator LIl B BIMERE(L 1L, LASLE] OpenShift
Container Platform N FARRFHKERMERE. SHEEAFALMREREESREE, XBETFURETENA
NHITEN, BEAFTUEEEEENHNKLEHNE kernel-rt, NEHEMRERTBBESHEE CPU (8
& podinfra B%%) , URIREE CPU, LUENBARFERSRZITIEE,

BF

1 OpenShift Container Platform 4.14 /, NSRRI EE N AMREECES, NERFHRIRT
BT RNEHREIS., LLEREIE control plane 171 S 2 HMAEE B % N BFRBY worker
T, OpenShift Container Platform 4.14 FEE—NBEHAH, R WAL ITHRAMERH
Linux 32§ 2HB$hRA 2 (cgroup v2) 5 RHEL O RIF—H, S5 MRERLE R XIXHIK LR
IhBEAR X FF cgroup v2, AL REFLAYIEE] cgroup v1 BB &,

EMEHFMME T RIREE cgroups v2 BLiE, /4R Node iR, (OCPBUGS-
16976)

B#l, cgroupv2 AXZ#FERH CPU MEI%, WL, MRESAT cgroup v2, NIATEETR
SEMMREER B E P IRENFREIIT N, SNREBFER executeace BLEBE, NAEWNEH

cgroup v2,

OpenShift Container Platform 123 # Node Tuning Operator W TE A #1RR, © o LAHIA
PerformanceProfile LU R RRTUIFMEMER, THEMEIRTAT AT highPowerConsumption (U418
MIhFEARM BELUMIEREMER) , LUK realtime CEHIRELEEEFMAER) , W FXLERRER
true/false X BMH & KBRS E TN ARFI TR EEE XHFHEK,
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512 F EERFE

THEAERTEC TTLRRZENMREMA, TEMAERTIUBRAE "KNGE, M LFIE
MERTHRERER, PN LENRE

o (RIER

o CLHThAEE

o ARHEMAEIR
HERBRT, AAMEIHNTEBRWIMLLEF. Am, HEEP—L5E TR EMTERL%E
%%. Node Tuning Operator IFE AT LL T 2 TF (1 TR 3+ B AF sthili & TAF BB R, KBEEANE

AT E TR EH ABIAHBI, Node Tuning Operator {5 PerformanceProfile SE#(JH T 4 7 ;8914 AE
:[/Q%Q

ZTMARFREIMERRET N, W FRAMRIELAERNAREEHL, RFERNMKNAE, &
SNFLEZHRTFNE pod HA CPU DK, NTFEREFESHNMERNBEHOMIFERE, DR
SXEERERMCTIFE, ZERNBERREENERFEHRIXEHERR, NI FHFERE, Uk
BHENNTLR, RE—RBBBEBEWRT VLN (Faredge) o WFmAEEHE, UTFERZRAM
%%, BittERIRERE,

12.1.2. R TR EE R A SERT N T2 R BOB 4 A2

HBERE— Intel LAIRBFRA, ERAVFHIE CPU LLEIRARE W D ZH AR 4T N NMRIIEZ

2, BARAUNFTOEREANELTENFRENRATHEREEFHRATLE. BRIUH
OpenShift Container Platform B2 B &/ Z/5 A Hyper-Threading,

S FRESIRMNARR, WITENNBAREFREIEEER, UREREVNER, BEEREEMERE, FH7
BYNEEEELRNTENBMNELE, ZRBERETHRMEENRI NN, FHrIEd XL TRt
HEf AL,
p= =1
B LA BB 2 K217 OpenShift Container Platform B4R, METREET
B HRBERENIINELIES, HSERXNENBEHATER. RRB&ETLUEM
SENBTHZBINA,
Heth TR
o NEHMEEBLRE

12.2. FFAMEEER B SR A EE T m LASC I SE IR

FREHMRERBRE R mLULIMEIER, LIRS infra F1N AEF AN CPU, BEETI.
Hyper-Threading, F % ERBURRERZECE CPU 29X,

Hith

=

P
o E&ESEHFAMEEIR TR ME

12.2.1. Q2 MERES
T f# Performance Profile Creator (PPC) , LIRHIN{A{ER T EOIZE MR ESE.

12211 X Ftaehd EE A2
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Performance Profile Creator (PPC) @ — 1T LE, H Node Tuning Operator 124, FATF I8
BLEE., ZTEBEFEEBEEN must-gather BUELU R LA IRIEMELEE S, PPC £BCEREM
RN REBD B 5

ZIBERAMUTAEZ—BT
e f|F podman

o fA—NMIERFHA

12.2.1.2. {1 must-gather e 5 ISR B X EEH I BURE

Performance Profile Creator (PPC) TEZEE must-gather #{#E. FNEEEEN, 21T must-gather
SRR EENER.

SR M
o FHEHR cluster-admin B &I 1 £EE,

o B &% OpenShift CLI (oc)

1 B SRR SR EC Bt B B E IR ¢
I $ oc describe mcp/worker-rt
=1

Name: worker-rt
Namespace:
Labels: machineconfiguration.openshift.io/role=worker-rt

2. MMREEMIREREFE, N5 MCP &FFLEMYERESEM(MCP) ARINRZE

I $ oc label mcp <mcp_name> machineconfiguration.openshift.io/role=<mcp_name>

3. H#AEZ(E must-gather ZHEH B %,
4. BITUTaERIEERRER :
I $ oc adm must-gather

5. A% : M must-gather B &GI8 — N E4E S -

I $ tar cvaf must-gather.tar.gz must-gather/

v p= )1
' INRIBIETEIZITIHEBEECE S Creator wrapper B, NI HE |+ 45 H,

12.2.1.3. f§ifl Podman jz1T Performance Profile Creator
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B2 & EERFE

ENEREIE N, BT LLZ1T podman # Performance Profile Creator e8I/ 1 RERL B 5,
SeRFH

o (FAEH cluster-admin & &M i 5%EEE,

o TEENIEMH L RIEMERE,

o Z%ET podman # OpenShift CLI (oc) BITi =,

e jj[a] Node Tuning Operator %%
ik

1 KRENREEM :

I $ oc get mep

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED

MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-acd1358917e9f98cbdb599aea622d78b True
False 3 3 3 0 22h

worker-cnf rendered-worker-cnf-1d871ac76e1951d32b2fe92369879826 False

False 2 1 1 0 22h

2. {8 Podman [ registry.redhat.io #1759 551 :

I $ podman login registry.redhat.io

Username: <username>
Password: <password>

3. 7k BR PPC TEREBIER :

$ podman run --rm --entrypoint performance-profile-creator registry.redhat.io/openshift4/ose-

I cluster-node-tuning-operator:v4.15 -h
Fai th o Bl

A tool that automates creation of Performance Profiles

Usage:
performance-profile-creator [flags]
Flags:
--disable-ht Disable Hyperthreading
-h, --help help for performance-profile-creator
--info string Show cluster information; requires --must-gather-dir-path,

ignore the other arguments. [Valid values: log, json] (default "log")

--mcp-name string MCP name corresponding to the target machines
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(required)
--must-gather-dir-path string Must gather directory path (default "must-gather")
--offlined-cpu-count int Number of offlined CPUs
--per-pod-power-management Enable Per Pod Power Management

--power-consumption-mode string  The power consumption mode. [Valid values:
default, low-latency, ultra-low-latency] (default "default")

--profile-name string Name of the performance profile to be created (default
"performance”)

--reserved-cpu-count int Number of reserved CPUs (required)

--rt-kernel Enable Real Time Kernel (required)

--split-reserved-cpus-across-numa Split the Reserved CPUs across NUMA nodes

--topology-manager-policy string Kubelet Topology Manager Policy of the performance
profile to be created. [Valid values: single-numa-node, best-effort, restricted] (default
"restricted")

--user-level-networking Run with User level Networking(DPDK) enabled

4. YUK IERIZIT Performance Profile Creator TE :

AE
& IERFE R must-gather B%i H ZR0 T IRERE, RO HESEUTREHN
ER:

o (FAHAHEIA CPUID 1T NUMA HiTH X
o ERIHATBAIE

FARALER, Bl iRH4 Performance Profile Creator TEME SIS E
& HBE,

$ podman run --entrypoint performance-profile-creator -v <path_to_must-gather>/must-
gather:/must-gather:z registry.redhat.io/openshift4/ose-cluster-node-tuning-operator:v4.15 --
info log --must-gather-dir-path /must-gather

thip S ERA MR E S OISR F N podman BT A O R, ©FEHE must-
gather BIEMN B BRHE, FHARMBENAFIRUNEESSERENR my-
performance-profile.yaml 34,

-v I LR AN A 2 —BIER R

e must-gather ¥iH B %

e & must-gather 2L 4509 tar SUFBIINAE B &

info JEE R EIEEHHEN, TRERIER log #1 JSON., JSON AR ERERT
i,

registry.redhat.io/openshift4/ose-cluster-node-tuning-operator:v4.15 --mcp-name=worker-cnf

ey
$ podman run --entrypoint performance-profile-creator -v /must-gather:/must-gather:z
--reserved-cpu-count=4 --rt-kernel=true --split-reserved-cpus-across-numa=false --must-
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gather-dir-path /must-gather --power-consumption-mode=ultra-low-latency --offlined-cpu-
count=6 > my-performance-profile.yaml

Performance Profile Creator Z#{Z ;R1E Performance Profile Creator (&
., EBUTSH :

e reserved-cpu-count
® mcp-name
o rt-kernel

A Bl mep-name SHRHE oc get mep A HEYHIHIXE N worker-cnf, X F
5 51 OpenShift, 1%5{# --mcp-name=master,

6. BEDIEH YAML X4 :

I $ cat my-performance-profile.yaml
=1

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: performance
spec:
cpu:
isolated: 2-39,48-79
offlined: 42-47
reserved: 0-1,40-41
machineConfigPoolSelector:
machineconfiguration.openshift.io/role: worker-cnf
nodeSelector:
node-role.kubernetes.io/worker-cnf: "
numa:
topologyPolicy: restricted
realTimeKernel:
enabled: true
workloadHints:
highPowerConsumption: true
realTime: true

7. NAERIEES :

I $ oc apply -f my-performance-profile.yaml

Hi 5w
e HX must-gather TEMELER, HSIINEEHHEIE,

12.2.1.3.1. 1405247 podman R REEC B
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LUFRBIER 7 205247 podman RABER 20 MRE CPU BIMERERCES, XL CPU M NUMA 77
R IAHRS .
TRIEHECE :
e 801 CPU
o jHFBL%TE
o A NUMA i
o RSB CPUE NUMA TR 0 LizfT, WS AFHH CPUE NUMA TR 1 LiBfT

1217 podman LLO|EMEEELES -

registry.redhat.io/openshift4/ose-cluster-node-tuning-operator:v4.15 --mcp-name=worker-cnf --
reserved-cpu-count=20 --rt-kernel=true --split-reserved-cpus-across-numa=true --must-gather-dir-

$ podman run --entrypoint performance-profile-creator -v /must-gather:/must-gather:z
path /must-gather > my-performance-profile.yaml
fl

1BMEBEELLT YAML i :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: performance
spec:
cpu:
isolated: 10-39,50-79
reserved: 0-9,40-49
nodeSelector:
node-role.kubernetes.io/worker-cnf: ™"
numa:
topologyPolicy: restricted
realTimeKernel:
enabled: true

EXFIERT, £ NUMA 778 0 ERE 10 CPU, NUMA 17821 E{RE 10 4 CPU,

12.2.1.3.2. ;21T RERCIE &L Creator wrapper JIZ

MR BEIT S RFMARE L 7 HREECE X4 Creator (PPC) TEMIZIT, BFEH 71217 podman &
HEEFEERGNE R, EXFUEEERRES,

FeREZ M
e jj[a] Node Tuning Operator %%

e ijj[a] must-gather tarball,

it =3
1. EARMALR EOIE— 34, B0 run-perf-profile-creator.sh :
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I $ vi run-perf-profile-creator.sh
2. FFLATACH RIS ST -
#!/bin/bash

readonly CONTAINER_RUNTIME=${CONTAINER_RUNTIME:-podman}

readonly CURRENT_SCRIPT=$(basename "$0")

readonly CMD="${CONTAINER_RUNTIME} run --entrypoint performance-profile-creator"
readonly IMG_EXISTS_CMD="${CONTAINER_RUNTIME} image exists"

readonly IMG_PULL_CMD="${CONTAINER_RUNTIME} image pull"

readonly MUST_GATHER_VOL="/must-gather"

NTO_IMG="registry.redhat.io/openshift4/ose-cluster-node-tuning-operator:v4.15"
MG_TARBALL=""
DATA_DIR=""

usage() {
print "Wrapper usage:"
print" ${CURRENT_SCRIPT} [-h] [-p image][-t path] -- [performance-profile-creator flags]"

print "

print "Options:"

print" -h help for ${CURRENT_SCRIPT}"
print" -p Node Tuning Operator image"
print" -t path to a must-gather tarball"

${IMG_EXISTS_CMD} "${NTO_IMG}" && ${CMD} "${NTO_IMG}" -h
1

function cleanup {
[-d "${DATA_DIR}"] && rm -rf "${DATA_DIR}"

}
trap cleanup EXIT

exit_error() {
print "error: $*"
usage
exit 1

}

print() {
echo "$*" >&2

}

check_requirements() {
${IMG_EXISTS_CMD} "${NTO_IMG}" || ${IMG_PULL_CMD} "${NTO_IMG}" || \
exit_error "Node Tuning Operator image not found"

[-n "${MG_TARBALL}"] || exit_error "Must-gather tarball file path is mandatory"
[-f "${MG_TARBALL}" ] || exit_error "Must-gather tarball file not found"

DATA_DIR=$(mktemp -d -t "${CURRENT_SCRIPT}XXXX") || exit_error "Cannot create the
data directory"

tar -zxf "${MG_TARBALL}" --directory "${DATA_DIR}" || exit_error "Cannot decompress the
must-gather tarball"
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chmod a+rx "${DATA_DIR}"

return O

}

main() {
while getopts "hp:t:" OPT; do
case "${OPT}" in

h)
usage
exit 0

P)
NTO_IMG="${OPTARG}"

B
MG_TARBALL="${OPTARG}"

LR]

?)
exit_error "invalid argument: ${OPTARG}"

esac
done
shift $((OPTIND - 1))
check_requirements || exit 1
${CMD} -v "${DATA_DIR}:${MUST_GATHER_VOL}:z" "${NTO_IMG}" "$@" --must-gather-

dir-path "${MUST_GATHER_VOL}"
echo " 1>&2

!
main "$@"

3. AN AR EN NRMAATIR
I $ chmod a+x run-perf-profile-creator.sh

4. "% : BIR run-perf-profile-creator.sh 5 % -
I $ ./run-perf-profile-creator.sh -h

Ttk

Wrapper usage:
run-perf-profile-creator.sh [-h] [-p image][-t path] -- [performance-profile-creator flags]

Options:
-h help for run-perf-profile-creator.sh
-p Node Tuning Operator image
-t path to a must-gather tarball

A tool that automates creation of Performance Profiles

Usage:
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performance-profile-creator [flags]

Flags:
--disable-ht Disable Hyperthreading
-h, --help help for performance-profile-creator
--info string Show cluster information; requires --must-gather-dir-path,
ignore the other arguments. [Valid values: log, json] (default "log")
--mcp-name string MCP name corresponding to the target machines
(required)
--must-gather-dir-path string Must gather directory path (default "must-gather")
--offlined-cpu-count int Number of offlined CPUs
--per-pod-power-management Enable Per Pod Power Management

--power-consumption-mode string  The power consumption mode. [Valid values:
default, low-latency, ultra-low-latency] (default "default")

--profile-name string Name of the performance profile to be created (default
"performance”)

--reserved-cpu-count int Number of reserved CPUs (required)

--rt-kernel Enable Real Time Kernel (required)

--split-reserved-cpus-across-numa Split the Reserved CPUs across NUMA nodes
--topology-manager-policy string Kubelet Topology Manager Policy of the performance
profile to be created. [Valid values: single-numa-node, best-effort, restricted] (default
"restricted")
--user-level-networking Run with User level Networking(DPDK) enabled
BN .
e wrapper 1, Bl-h, -p#0 -t

e PPC B

A% : $§%E Node Tuning Operator iR, MREHIEE, NIERAKIA LR
& : registry.redhat.io/openshift4/ose-cluster-node-tuning-operator:v4.15,

Q t EVETERERASH, FHIEE must-gather tarball BIERE,

5 MUAIENZTHEREEENESRTE

==

&I E R must-gather B RO EENER, ERNHHBEUTER :
o FANEH CPU ID #1T NUMA HToHX

o ERH5AMBLRE

FARALER, EalLLiRHY Performance Profile Creator TERE LSS E
& HM8E,

I $ ./run-perf-profile-creator.sh -t /must-gather/must-gather.tar.gz -- --info=log
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230

info JETE R EIEEHHEN, TRERIER log #1 JSON., JSON AR ERERT
Wizl

6. K BN REEM
I $ oc get mep

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-acd1358917e9f98cbdb599aea622d78b True False

False 3 3 3 0 22h
worker-cnf rendered-worker-cnf-1d871ac76e1951d32b2fe92369879826 False True
False 2 1 1 0 22h

. DIEMRERESE -

$ ./run-perf-profile-creator.sh -t /must-gather/must-gather.tar.gz -- --mcp-name=worker-cnf --
reserved-cpu-count=2 --rt-kernel=true > my-performance-profile.yaml

Performance Profile Creator Z#{E R1E Performance Profile Creator &%
., EEUTSH :

e reserved-cpu-count
® mcp-name
o rt-kernel

A Bl mep-name SHRHE oc get mep A HEVHIHIXE N worker-cnf, X F
5 51 OpenShift, 15 {# --mcp-name=master,

. BEDIEN YAML X5 -

I $ cat my-performance-profile.yaml

it Bl

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: performance
spec:
cpu:
isolated: 1-39,41-79
reserved: 0,40
nodeSelector:
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node-role.kubernetes.io/worker-cnf: ""
numa:

topologyPolicy: restricted
realTimeKernel:

enabled: false

9. NMA%ERMNEEESE :
l £ S E &R %% Node Tuning Operator,
I $ oc apply -f my-performance-profile.yaml

12.2.1.3.3. Performance Profile Creator
£ 12.1. Performance Profile Creator 3%

¥

50

disable-ht ZRBEEE,
ATRERYME : true = false,
ZR\ME : false,
B H
= A
MRS EL true, NIARNZEF BIOS FRRVEZ
2. ZRBEAEEIAKMBITSHRIL,
info XRFRERER, NATAMER, LZINEXLEFEE must-gather-dir-
path 2%, MR ZE T EAHMSE, RKE(],
ATRERYE -
e log
e JSON
e =1
IXEEVETTE AR, LURSE BT ViR JSON
p =,
2L log.
mcp-name

MCP &% (#0 worker-cnf) 5 BirtlgstiN, XNSHENEH,
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BH ek
must-gather-dir-path WARE B R R, ZITSB2LHEN.

LA P E A wrapper i must-gather 21T Z T ERF, MAXGRIREIZ
IE:; FH)__LI;Ffﬁ‘ E‘/HE_‘EO

offlined-cpu-count B4 CPUHE,

XE—TKRTF O WBEREF. MR%RABWHZELE
#E%, NRCFRERER, BRRE

Error: failed to compute the reserved and isolated
CPUs: please ensure that reserved-cpu-count plus
offlined-cpu-count should be in the range [0,1]

CPUs: please specify the offlined CPU count in the
range [0,1]

| Error: failed to compute the reserved and isolated

power-consumption- FLIRIDFER
mode
FIBERYE :
o default : EAHEREBMENEIERN CPU S X,
o low-latency: 15 #9755 SR SE MR EIR,

o ultra-low-latency: (L5 LUl S IFHIEER ERE (LUEINFREIE TR
M) .

2%\ : default,

per-pod-power- HEA pod HREEGA. REF ultra-low-latency BLi&E HIhFEER,
management MFEEEA LS,

ATREMI(E : true =X false,

ZME : false,
profile-name ZO0EMMREESMNET., 2L : performance.

reserved-cpu-count RE CPUMEE, XTMSHEVHEM,

i

=
=

§§ %2 XAIR—TBARBF. FARVFER 0.

232



B2 & EERFE

BH sk
rt-kernel [ERER A&, XTMSHRELFN.

ATREMIME : true =X false,

split-reserved-cpus- FHREM CPU X2 NUMA 77 R,
across-numa
ATREHI(E : true =X false,

ZM0HE : false,

topology-manager-policy ZOIEMMREELE S M kubelet Topology Manager B,
FIBERYE :
e single-numa-node
e Dbest-effort
e restricted

2\ : restricted.

user-level-networking EERATRPEAM% (DPDK) HIER FiE1T,
ATREHI(E : true =X false,

ZiME : false,

12.2.1.4. SE el BEE
FRUTSIBAMREREESEFE N FLEECHNEE LEEEENE,

12.2.1.4.1. £ OpenStack _Lfffl OVS-DPDK BRIt RERC B SRR

E &KL Open vSwitch #1 Red Hat OpenStack Platform(RHOSP)_E#J Data Plane Development
Kit(OVS-DPDK)BI#HL25 1% RE, &R LA AMEERCE S,

B LFERAU T EREREEER N ENEHECREEE.
{3 OVS-DPDK IS #Ht RERC B S Ak

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: cnf-performanceprofile
spec:
additionalKernelArgs:
- nmi_watchdog=0
- audit=0
- mce=off
- processor.max_cstate=1
- idle=poll
- intel_idle.max_cstate=0
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- default_hugepagesz=1GB
- hugepagesz=1G
- intel_iommu=on
cpu:
isolated: <CPU_ISOLATED>
reserved: <CPU_RESERVED>
hugepages:
defaultHugepagesSize: 1G
pages:
- count: <HUGEPAGES_COUNT>
node: 0
size: 1G
nodeSelector:
node-role.kubernetes.io/worker: "
realTimeKernel:
enabled: false
globallyDisablelrgLoadBalancing: true

A& T CPU_ISOLATED. CPU_RESERVED #1 HUGEPAGES_COUNT F5AMIEC B RY(H.

12.2.1.4.2. Telco RAN DU &£ & M aE AL B itk

LUFMREER B S 128 L A 4 L BB OpenShift Container Platform 5EEEM 1T mZ M REIN B, LUIEEHE
RAN DU T fEfi#,

Telco RAN DU & %1 tEeEAd B

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
# if you change this name make sure the 'include’ line in TunedPerformancePatch.yaml
# matches this name: include=openshift-node-performance-${PerformanceProfile.metadata.name}
# Also in file 'validatorCRs/informDuValidator.yaml':
# name: 50-performance-${PerformanceProfile.metadata.name}
name: openshift-node-performance-profile
annotations:
ran.openshift.io/reference-configuration: "ran-du.redhat.com"
spec:
additionalKernelArgs:
- "rcupdate.rcu_normal_after_boot=0"
- "efi=runtime"
- "vfio_pci.enable_sriov=1"
- "vfio_pci.disable_idle_d3=1"
- "module_blacklist=irdma"
cpu:
isolated: $isolated
reserved: $reserved
hugepages:
defaultHugepagesSize: $defaultHugepagesSize
pages:
- size: $size
count: $count
node: $node
machineConfigPoolSelector:
pools.operator.machineconfiguration.openshift.io/$mcp: ™"
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nodeSelector:
node-role.kubernetes.io/$mcp: "
numa:
topologyPolicy: "restricted"
# To use the standard (non-realtime) kernel, set enabled to false
realTimeKernel:
enabled: true
workloadHints:
# WorkloadHints defines the set of upper level flags for different type of workloads.
# See https.//github.com/openshift/cluster-node-tuning-
operator/blob/master/docs/performanceprofile/performance_profile.md#workloadhints
# for detailed descriptions of each item.
# The configuration below is set for a low latency, performance mode.
realTime: true
highPowerConsumption: false
perPodPowerManagement: false

12.2.1.4.3. B 0OSE i HEERERERIR

LUFtaeEC B S 1E ML B4 ) OpenShift Container Platform 2B 17 N FIRIMERE N E, MIEEH
ERDTIEME,

HERLSEBOTEEEES

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
# if you change this name make sure the 'include’ line in TunedPerformancePatch.yaml
# matches this name: include=openshift-node-performance-${PerformanceProfile.metadata.name}
# Also in file 'validatorCRs/informDuValidator.yaml':
# name: 50-performance-${PerformanceProfile.metadata.name}
name: openshift-node-performance-profile
annotations:
ran.openshift.io/reference-configuration: "ran-du.redhat.com"
spec:
additionalKernelArgs:
- "rcupdate.rcu_normal_after_boot=0"
- "efi=runtime"
- "vfio_pci.enable_sriov=1"
- "vfio_pci.disable_idle_d3=1"
- "module_blacklist=irdma"
cpu:
isolated: $isolated
reserved: $reserved
hugepages:
defaultHugepagesSize: $defaultHugepagesSize
pages:
- size: $size
count: $count
node: $node
machineConfigPoolSelector:
pools.operator.machineconfiguration.openshift.io/$mcp:
nodeSelector:
node-role.kubernetes.io/$mcp: "
numa:
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topologyPolicy: "restricted"
# To use the standard (non-realtime) kernel, set enabled to false
realTimeKernel:
enabled: true
workloadHints:
# WorkloadHints defines the set of upper level flags for different type of workloads.
# See https://github.com/openshift/cluster-node-tuning-
operator/blob/master/docs/performanceprofile/performance_profile.md#workloadhints
# for detailed descriptions of each item.
# The configuration below is set for a low latency, performance mode.
realTime: true
highPowerConsumption: false
perPodPowerManagement: false

12.2.2. THFBMEEECE S API i A

Node Tuning Operator £ M£BEECESE apiVersion FEAZHF v2. vi1 #l vialphal, v1# vialphal API 48
&, v2 APl 83 F— A%/ % /K {E globallyDisablelrqgLoadBalancing, ZRIA{E 7 false.

FR AR RSB SR LA i i R i b 3R
L I4F Node Tuning Operator MREECE SR B E L HIRE X (CRD) M v1 3k vialphal A28l v2 i, A
ELBE&E 2% globallyDisablelrqLoadBalancing i% & 7y true,

globallyDisablelrqLoadBalancing t]#:fF Isolated CPU £2EZMA T IRQ i #9,
WIETHEE N true B, ©AEMA Isolated CPU £/ IRQ #1947, fHETLE ) false
RVFIERMA CPU Z 84 IRQ,

$f Node Tuning Operator API M vialphal #ZZ v1
2% Node Tuning Operator APl kit &M vialphal #ZEI v1 ], vialphal EEEER B E 21815 "None"
Conversion BB 1755, FIRHELAH A API BRA v B9 Performance Addon Operator,

¥ Node Tuning Operator APl M vialphal 2k v1 #ZFl v2
% MIBHY Node Tuning Operator API lRAFEES, AR v1 # vialphal M EEED & 55 8 A% HE Webhook
i, ©fSEA globallyDisablelrqLoadBalancing %, B true,

12.2.3. FA TN HIRREE T mIhFEFM LR 48

1. #&E& "Understanding workload hints" B3R, G — N ESIMEMBELGAING
PerformanceProfile, JAZEBEACE FHEAN TEM ., EXPDREIF, BT RERIER
HATICE,

2. %N highPowerConsumption #1 realTime T/ fi#i{R . XEHEEIL N true,

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: workload-hints
spec:
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workloadHints:
highPowerConsumption: true 0
realTime: true

#05R highPowerConsumption 7y true, /77 R ETA LB EBIE BT, M8

AT BRI,
© A ETERMIRAIL RN AL,

LEMREE BRI realTime TE# hint IR E N true B, ¥ cpu-quota.crio.io:
disable ;¥R MNEIHEEE CPU BEMRIE pod. BLEMRRERSLE pod TR RERE AR

WER, MREEERKXE realTime TEMEIRT, NERILH true,

R T T BEAN LI B X TR B RS,

5K 12.2. TTHEFN LA E T R B R

HrERd B LB NE /7N TR Uiy

Default (BRIL) EBRERERMEELE (UGB CPU S RLHIM
workloadHints: E 33 MEBE,
highPowerConsum
ption: false
realTime: false

Low-latency XD TEREMEERBEEEE

Ultra-low-latency

workloadHints:
highPowerConsum
ption: false
realTime: true

KGR, IR

B ERIREE, R
BEHEZATTZHH
o

LI E/NE LR ATHE

workloadHints: FEEMRBRA TR E IR AT H FERIBR
highPowerConsum o
ption: true
realTime: true
B pod KRB KEEFNFE R B TAE Lk RIFEB pod HITHIR

workloadHints:
realTime: true
highPowerConsum
ption: false
perPodPowerMana
gement: true

12.2.4. 111547 colocated BFME M AR TAE A #H I T mECE 77 BE

%fgo
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BRI BB AN TR ER T REITEE, MARWSLARTIENENELRARKELE, THENR
TR EA S BIRTI4T T 88,

BE
Intel Ice Lake R EFHTH Intel CPU X #14I0RE, A IBBRBITHBERIRE R RN S (S TAE i
BT RMELE,

FoRFEMH

e {R1f BIOS /2 T C-states FIR{E R HE4IM P-states

ff

L=

S

1. 9 per-pod-power-management S#iX & true K4 PerformanceProfile :

$ podman run --entrypoint performance-profile-creator -v \

/must-gather:/must-gather:z registry.redhat.io/openshift4/ose-cluster-node-tuning-
operator:v4.15\

--mcp-name=worker-cnf --reserved-cpu-count=20 --rt-kernel=true \
--split-reserved-cpus-across-numa=false --topology-manager-policy=single-numa-node \
--must-gather-dir-path /must-gather --power-consumption-mode=Ilow-latency \ 0
--per-pod-power-management=true > my-performance-profile.yaml

% per-pod-power-management S#{i% &} true If, power-consumption-mode S
/il default 3% low-latency,

WA perPodPowerManagementff] PerformanceProfile 7Rl

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: performance
spec:

workloadHints:
realTime: true
highPowerConsumption: false
perPodPowerManagement: true

2. 1E PerformanceProfile B E Y FR(CR) FIFEAIA cpufreq L3315 B NI INIA%SEL -

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: performance
spec:

additionalKernelArgs:
- cpufreq.default_governor=schedutil ﬂ

ﬂ EiUFE M schedutil E3228, BETLEAHEMIEES, 20 ondemand =% powersave
governors,
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3. 7 Tuned PerformancePatch CR & & A CPU #iiZ :

spec:
profile:
- data: |
[sysfs]
/sys/devices/system/cpu/intel_pstate/max_perf_pct = <x> ﬂ

ﬂ max_perf_pct 12l cpufreq I shTEFHRAIE, UHRKED RN IZEZ TN cpu 5l
E, XMEEHTFMAE CPU, BAIKGHE
/sys/devices/system/cpu/cpul/cpufreg/cpuinfo_max_freq PR AR, EhE
=, EELAERLL All Cores Turbo FiE £ 3xpE CPU BB 2tt. All Cores Turbo JiiZ 2
B NRTTIZ TR, HNKTLE AN,

Hith 5w
o NEMHES pod RATTEEER

o EI A HEAIRRIE pod fRE CPU

12.2.5. /y infra AN B2 F B 28Rl CPU

WA B TR EESER CPU AR AR RN ERBEARNHIZ, RIANERT, Bz Th
FERAMABEL CPU —iZ21TAMERSR, XA e SR E T MERE8, X CPU #1749 X el fh tE B4k
DERBEIEE DB RTINS R EURAEFR, T EFRE® T EME A Node Tuning Operator AEE T R G7E
CPU Liz1TRy#1E :

3 12.3. 21 CPU Sig

HERR R

Burstable #1 BestEffort pod ERTZTEERETERENNER CPU LT
ELfiliZRH4 pod ERR T IZTEE R TN EANMES CPU LizfT
ek EEMEREH CPU (OpenShift Container

Platform 4.7 R E#H IR AP HIAT 1)

N FE ElEREH CPU
xF 3 SR BUB B T4 771 3, pod BEEEREBPNREES A CPU
OS j##2/systemd ARSS EEREH CPU

E— NN REBNFRRA QoS #2358 ( Burstable., BestEffort 5 Guaranteed ) #J pod AT D EA
EFTRELNAE. REBLNBEENT RWEAKRIEHMER, HEBNBERSBEESER,

B
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TREF 100 MAKNEBE, Bl FEAMAERES, SHEEE S0 MNKIERLARE, 50 ™A
BOBAIRE L, £3EE 5N QoS i BestEffort =X Burstable B pod £E2 25 MR, 5
Guaranteed 8 pod 2Bt 25 MR, X5fREBHNAEEITE,

Bl 2

TREF 100 MTHEMNAE, BRiTFERAMERES, SHEENN S0 MMESESRE, 50 ™A

BOEARE, £REE NN QoS i BestEffort 5k Burstable # pod 9B —/"W#%, 5 Guaranteed

8 pod B2 50 MH%, XEEiT TREBAE— A&, Pod WERN CPUREAR B KK,

FERANBYSREXNEBRTITSER, MES. TEASREMTEINRSIAE, UT2—LAFIRE :

o HNRNIERBURM TIEM BfE AR ERNEH, ML EOERIZR(NIC), FlRRELHAR CPU

Rt 5iX MEHIERE. £, BROIZRIEREBRER—NES—REVR (NUMA) 75 R
¢O

o REHHATLEREHY., RIF\ERZML, 2E—TERPAR/NIREMRLEREEANERE
S, £ 415 RESEMRAS, TAEMER LUEFERITC I BURR A,

FEREWLESRE CPU ATREMBEO XA, FEFMONNNE, KEMAEHNUMA ZBEERR
WRT AR, EEHRIURT TENERNFEEAL,

H -
REMREN CPUBARBES, FHEMI—EE™ worker 17 R FHIFTH A AR,

NIBERAFSLEBESHTENHARBETI, EEMEEESR spec B EEMAH CPU,

e isolated - 5N ARRFRB/ITIFMEM CPU, X CPUMIERRIE, X MAPRHREEH
W, g0, ATLUAEIEZA DPDK FHUHEE E KT %,

o reserved - NEFIIRIERS A BESIETE CPU, reserved HHMERRAL B ALLITEL, I8
1E reserved A2 T IERBURMI N AREF. W ERBURMIN FF2FE 1T isolated ZHHi217,

iy =

1 fEESIMNEE AR RERER.

2. FREEEN infra N BAREFAREZMEER CPU NN reserved 71 isolated %4 :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile

metadata:
name: infra-cpus
spec:
cpu:
reserved: "0-4,9" ﬂ
isolated: "5-8" 9

nodeSelector: 6
node-role.kubernetes.io/worker: "

@ BT infra RBATHITRBMIRERSBRESH CPU,

Q BN AREARIZTIEREMN CPU,
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© Tk EE-ATRERS, LUSMEEREESNBIRENT R

12.2.6. hEHECEBLIE

77 OpenShift Container Platform &2 EC BE#BZEH2, 15N MRERBEE TN CPU LB IXE N NIREBHIE
B CPU tE BRI A%,

MREEE T HEERESE, ARERENMNBERIZEE, §HBREH PerformanceProfile
YAML #1#J CPU isolated #1 reserved =& LLCEC T EC &

g

H=
A
A2 AlE BN ENBERER B T eSS PerformanceProfile YAML H 51 H Y

CPU R# ID #5ix, AR EMMEETRESSH T RATH, EATERIIIHSN
CPUO

FeREH
o FHEZAR cluster-admin B &I £,

e 4 OpenShift CLI (oc) o

Pt

1 WEEEERENENM CPU _LIZTHILELIR,
ER bl B RBERFIZTUT R RREBEIN CPU LB TIILELE

I $ Iscpu --all --extended

i =l
CPU NODE SOCKET CORE L1d:L1i:L2:L3 ONLINE MAXMHZ MINMHZ
00 0O 0 0:0:0:0 yes 4800.0000 400.0000
10 0 1 1:1:1:0 yes 4800.0000 400.0000
2 0 0 2 2220 yes 4800.0000 400.0000
3 0 0 3 3330 yes 4800.0000 400.0000
4 0 0 0 0:0:0:0 yes 4800.0000 400.0000
50 0 1 1:1:1:0 yes 4800.0000 400.0000
6 0 0 2 2220 yes 4800.0000 400.0000
7 0 0 3 3330 yes 4800.0000 400.0000

EXNREIG, FEENME CPU ARKSIZIT T /A DNE H CPU A#%, CPUO #1 CPU4 7E¥3E
Core0 15217, CPU1#1 CPUS 7E¥138 Core 1 Hiz1T, LALMLZEHE,

ANEEEFENFEMIE CPU AKX ENZLIE (UTRAIFRcpUl ) , TR IRRFFFHZITU
e :

241



OpenShift Container Platform 4.15 ol g5t fEaE

I $ cat /sys/devices/system/cpu/cpu0/topology/thread_siblings_list

it Bl

| o4

2. 7£ PerformanceProfile YAML AN FREFMEERN CPU, #li0, EaLUS 2% CPUO
CPU4 i% &) isolated ; f$:Z25 A% CPUI B CPU3 LA CPUS & CPU7 i%i& N reserved, 4
IREEEREMHFEER CPU K, pod Bl infra REsIHERRE M CPU, N BEFE AN F HE
B CPU,

cpu:
isolated: 0,4
reserved: 1-3,5-7

REMREN CPU BT RBES, FHEMI—EE™ worker T RHAMFTER AR
*ZO

8%

REH Intel LLEEF EFRONERBAR, MRERBLRE, BERRLENFRELRER LI
BhREHEER—TRKFLLIE,

[FRB%RERE, AAFRIEM pod BRIIEAZ A SMT  (simultaneous multi-threading)
TN, LLEEFRIERK "noisy neighbor" BIIERFH 5 pod KW, MTFELER, HESHES
RPN,

12.2.6.1. HEEER N AREFERBEE

ENEERAREEEREN, HFEERTECHNEEHIEABATE. XM Hyper-Threading, EHIT
LA R

1 QIB—DESENEANEIN R ES,
2. & nosmt EAMIIMARSE, UTRAIBMEEESRET T IXE :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: example-performanceprofile
spec:
additionalKernelArgs:
- nmi_watchdog=0
- audit=0
- mce=off
- processor.max_cstate=1
- idle=poll
- intel_idle.max_cstate=0
- nosmt
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cpu:
isolated: 2-3
reserved: 0-1
hugepages:
defaultHugepagesSize: 1G
pages:
- count: 2
node: 0
size: 1G
nodeSelector:
node-role.kubernetes.io/performance: "
realTimeKernel:
enabled: true

P2 Y=

LI ERBHNMREER CPU K, pod AR infra BEHERREH CPU, N ATE

EFAZ=NEAREN CPU,

12.2.7. B R TN EBIRIE pod f@E CPU

Node Tuning Operator A L& 5§ EH CPU X9 AR EBI CPU REIEEH CPU, LUHFITREFMRESR
SEBRES (81F pod infra BR) , URATHNHEERFRARZTIEAENREE CPU, XL ERHEIE

IRTEf M CPU B NRERA

KEPMEMEREMESE CPU M EE 3, LuBGRHII CPU B NE, Bi21TERIE pod #9 CPU
FRAb. LH pod BB REMES, {RIE pod CPU BRI % & HH T,

EMREEESEF, gIobalIyDlsabIeIquoadBaIanclngﬁ?%ﬁ&%ﬁh&ﬁ% SHRALER, X FELTEM

&, RE CPUHTERBRBIUMER&HET, HELFRERERN CPU LERA®REHE, BILNER
T, Node Tuning Operator *2ZRHRE CPU LRX & T,

122.7.1. AT RBEHRBENN IRQ XEM%E

AL IRQ #EHISRRDX IRQ KEAMIRERNHE, FHRBZSAMAETELZL CPU AT IRQ #E, X IRQ
PRI E51E CPU O Liz1T,

LITF 2L T #8% IRQ REXM BRSNS FMEG RO, UTREXMIIR GHRESER
Aa)

e —ULRAID #£HIZRIXEH 2R, % megaraid_sas
o TLIEFRMREFERIE (NVMe) higF
o FiR (LOM) Mg 2s LHI—LE LAN

o K2 F managed_irgs

FAXFF IRQ REMMIXEBEMNRER RS ERPICEFRE, IR EFISFNITE S FETER
X,

SNRAEM IRQ BIBE BRI MR 1 %7‘7—/\[5@%"8’] CPU, U“J_J ER— LR H IR F A HF IRQ XKHK
MIZE, BERAERREMYE, BEFIENHSTUTHS
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I $ find /proc/irq -name effective_affinity -printf "%p: " -exec cat {} \;
it Bl

/proc/irg/0/effective_affinity:
/proc/irg/1/effective_affinity:
/proc/irg/2/effective_affinity:
/proc/irq/3/effective_affinity:
/proc/irq/4/effective_affinity:
/proc/irq/5/effective_affinity:
/proc/irq/6/effective_affinity:
/proc/irq/7/effective_affinity:
/proc/irq/8/effective_affinity:
/proc/irq/9/effective_affinity:
/proc/irg/10/effective_affinity:
/proc/irg/11/effective_affinity:
/proc/irg/12/effective_affinity:
/proc/irg/13/effective_affinity:
/proc/irg/14/effective_affinity:
/proc/irg/15/effective_affinity:
/proc/irq/24/effective_affinity:
/proc/irqg/25/effective_affinity:
/proc/irq/26/effective_affinity:
/proc/irq/27/effective_affinity:
/proc/irq/28/effective_affinity:
/proc/irq/29/effective_affinity:
/proc/irq/30/effective_affinity:
/proc/irq/31/effective_affinity:
/proc/irq/32/effective_affinity:
/proc/irq/33/effective_affinity:
/proc/irq/34/effective_affinity:

N = = =2 a N = O 00 =

N = 00O~ BRO2ENAN= 2 2N

BLEIEFEF#EH managed_irqs, EXFMAHRKERNTERE, A RAITERRXREKME, ERLEER
T, XL RQ THESDEARER CPU, A% managed_irgs WEZER, 1HSM AR W= E R
KB, BiMEE(]BIRRE CPU,

12.2.7.2. Bei& 17 s B R Bt
7 IRQ IS AEHEHEBER T &, LURHIMPL R el LU KR & TS K (IRQ).

FRFH

o NFAKRE, ARG SHEHEGRVITE IRQ XY, BERNERSHFIBHAGREXR
IRQ KM, HEBIRS 2R AR IR IEBIRE AN,

it =

1. LLEH cluster-admin #{BRBIF 7 & 14 &% OpenShift Container Platform &2,
2. f9MreBCE % apiVersion X &} {EMH performance.openshift.io/v2,

3. Mk globallyDisablelrqLoadBalancing FE&, siBE© X&) false,
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4., KEBHHEE CPU FIREBHI CPU, LUTFTHEERTRE 29 CPUMEES, XFIiE
isolated CPU &£/i21TH pod, /A IRQ i #H54T :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: dynamic-irg-profile
spec:
cpu:
isolated: 2-5
reserved: 0-1

LIREBRBARER CPU, RIERGHE., WEHEM systemd BRFSEHRE
CPU Liz17hf, EliZeH pod BT CPU £i21T, {BIZ{TEEER TVE %Rk

M, EREER Ve E pod ERE AT HE CPU L2217, MIEELZER, ES
%" A infra 1N AR B 2R & CPU",

12.2.8.BBEE T

T LTS D BEAE OpenShift Container Platform &8 EAME T, M Node Tuning Operator 7£
RENRPDEE I,

OpenShift Container Platform 124t 7 QM2 EEE 11#I 5%, Node Tuning Operator 12t T —MEZF
FERMERBEENAE.

g, EMEEEECE SR hugepages pages 349, EAILUEES N RE) size. count LAK A%ER node:

hugepages:
defaultHugepagesSize: "1G"
pages:
- size: "1G"
count: 4

node: 0 ﬂ

Q node 22 EE T NUMA T &, NREKT node, %7 EISEHSHERNE NUMA T5 &,

ERF L TEHETARIEXI SR E RS,

XERDEE MK —EESIK.

o ERIRE, HAEEFT m LM /proc/meminfo ST :

I $ oc debug node/ip-10-0-141-105.ec2.internal

I # grep -i huge /proc/meminfo
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it Bl

AnonHugePages: ##t#### ##
ShmemHugePages: 0 kB
HugePages_Total: 2
HugePages_Free: 2
HugePages_Rsvd: 0
HugePages_Surp: 0
Hugepagesize: T
Hugetlb: HiHHE #H#

e {#1fH oc describe IREFH A/ :

I $ oc describe node worker-0.ocp4poc.example.com | grep -i huge
i Bl

hugepages-1g=true
hugepages-#i#t#: ###
hugepages-#i##: ###

12.2.8.1. PEZ AN BEITK/N

EBRAILER—BSZ MEREERRAKRNMET, X, BIUEXHEEFRARENTXK/NHNBSRAKMES
7&89 pod.

Bian, EELUBANE XN 1G # 2M, Node Tuning Operator &1 s EEREEXFH DK/, TR :

spec:
hugepages:
defaultHugepagesSize: 1G
pages:
- count: 1024
node: 0
size: 2M
- count: 4
node: 1
size: 1G

12.2.9. {# A Node Tuning Operator {i4* NIC A%

Node Tuning Operator BT 4 NIC PAFILMR S MRE, FAMREREBESRHITHE, RIFHNFRBRL
A B E LA,

12.2.9.1. EAMEEECE R A EE NIC BASI
BT MR ELE, AR AP A BT B
HIHIRLE A

o SEEMMB R &

o TESIUIIMMLEE (BE)

246



B2 & EERFE

AR -
o AiMLLED
o HULH

e Intel DPDK REfUThAE

SR M
o FHEZXR cluster-admin B &I 1 £,

e % OpenShift CLI (oc) »

1. AR A cluster-admin F{ R A 7 519 & 5Ki21T Node Tuning Operator B OpenShift Container
Platform 5£&%,

2. QIEFHNAEEENEAMBINNERRES. AXOZEESRNIER, FSMH QZMEEE
£,

3. GEX MR ELE

I $ oc edit -f <your_profile_name>.yaml|

4. {#M net X RIEF spec FE&, NRINKTUSEWNNFEL :

e userLevelNetworking 2 — M EFEE, BEN/REIFL. W3R userLevelNetworking
7 true, NIAFIBUFXENA XSRS CPU T, BUILNED false,

e devices B— M ANEFE, HEMIIFENRE CPUBBNXEIIR, MREEIIRNZE, N
eEEAFRAEMSIXE, BEEMT :

o interfaceName : Lt FERIEEZEOLTR, FHZHF shell HEXHLEERF, ATLAZIEHEK M

n BEFFEETRAIMNT : <string> >

n FHNBRI R RIS, BESMZEIAFIE N B EBRIRUABRRA X, EFA
<device>, 0 leno.

o vendorID : ML &N ID, LUHA Ox BIZkH 16 fI+S#HHIEER K,

o devicelD : 4%i% % ID (model) , LUHH Ox RIZER 16 I+ 7S EIEFER R,

L1857 devicelD i, L@ ZiE X vendorlD, 5% %58
interfaceName. vendorID = vendorID 1l devicelD F$5EMATE X &
PR RSB N— P&, RE, LM% EH net A
FIBK B NIREH CPU T,

LIEET WIS MEN, WA SIERENSHEP— D& TR
R LE R A

247



OpenShift Container Platform 4.15 ol it fittak

5. ERALRAIMREERER TR X SR TIBILE N RER CPU T

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: manual
spec:
cpu:
isolated: 3-51,55-103
reserved: 0-2,52-54
net:
userLevelNetworking: true
nodeSelector:
node-role.kubernetes.io/worker-cnf: "

6. HERAXNRAIMEEESR, HAMASEME LM EIMARILERE CPU BB I RER
CPU i1k :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: manual
spec:
cpu:
isolated: 3-51,55-103
reserved: 0-2,52-54
net:
userLevelNetworking: true
devices:
- interfaceName: "eth0"
- interfaceName: "eth1"
- vendorlID: "Ox1af4"
devicelD: "0x1000"
nodeSelector:
node-role.kubernetes.io/worker-cnf: ™"

7. ERXNRAMMREES, A UEOAT eth FFLB SRS E HREB CPU T :

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: manual
spec:
cpu:
isolated: 3-51,55-103
reserved: 0-2,52-54
net:
userLevelNetworking: true
devices:
- interfaceName: "eth™"
nodeSelector:
node-role.kubernetes.io/worker-cnf: ™"

8. HAXNRAIMEEESR, MAA XA ENREN CPUITE, ZEORS enotl U4t
BN :
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apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: manual
spec:
cpu:
isolated: 3-51,55-103
reserved: 0-2,52-54
net:
userLevelNetworking: true
devices:
- interfaceName: "leno1"
nodeSelector:
node-role.kubernetes.io/worker-cnf: ™"

9. FHEXNRAIMEREEBSE, NATEEEEOLTN eth0, vendorlD 7/ Ox1af4. devicelD
0x1000 H9% 7 BIPAFIEIZ B IR E CPU £ -

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
name: manual
spec:
cpu:
isolated: 3-51,55-103
reserved: 0-2,52-54
net:
userLevelNetworking: true
devices:
- interfaceName: "eth0"
- vendorID: "Ox1af4"
devicelD: "0x1000"
nodeSelector:
node-role.kubernetes.io/worker-cnf: ™"

10. NAEFMRERELSE :
I $ oc apply -f <your_profile_name>.yaml

HiBR
o NIEMRERES.

12.2.9.2. BUFBA TR
EX—ERDH, —LRENERT ARMMEERBEURMNAKIFEENET Bk,

B
EARBF, BMEAFEH rEZ RN &R B NERE CPUE (2) .

MRERERTPHERETDZ

I apiVersion: performance.openshift.io/v2
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metadata:
name: performance
spec:
kind: PerformanceProfile
spec:
cpu:
reserved: 0-1 #total = 2
isolated: 2-8
net:
userLevelNetworking: true
#...

o FRALUTHEERERERKBIATIRG

2 3

N T MREERERNT RHFIZITIXN R,

cak

I $ ethtool -l <device>

o TEN FBCESEATIIEIAFIRG -
I $ ethtool -l ens4
i th o Bl

Channel parameters for ens4:
Pre-set maximums:

RX: 0

TX: 0

Other: 0

Combined: 4

Current hardware settings:
RX: 0

TX: 0

Other: 0

Combined: 4

o N ABREBERIIEIAFNRE -
I $ ethtool -| ens4
LN

Channel parameters for ens4:
Pre-set maximums:

RX: 0

TX: 0

Other: 0

Combined: 4

Current hardware settings:
RX: 0
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TX: 0
Other: 0
Combined: 2 @)

@ EEELTHATARENILERE CPU KLY 2, X5 MHEE

=~ 2

FEARBIF, A EERE vendorlD B AF AR RIS H, MAEIFIERENRE CPUE (2)

MRERERTPHERETDZ

apiVersion: performance.openshift.io/v2
metadata:
name: performance
spec:
kind: PerformanceProfile
spec:
cpu:
reserved: 0-1 #fotal = 2
isolated: 2-8
net:
userLevelNetworking: true
devices:
- vendorID = Ox1af4

o FRALUTHSEREREREKBIATIRG :

. N T MREERERNT RHIZITXN R,

I $ ethtool - <device>

o NABRBEERFIIEATIRGE
I $ ethtool - ens4
i =l

Channel parameters for ens4:
Pre-set maximums:

RX: 0

TX: 0

Other: 0

Combined: 4

Current hardware settings:
RX: 0

TX: 0

Other: 0

Combined: 2 @)

B2 & EERFE

ESHPEENATLE,
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#8 vendorlD=0x1af4 BIFR A X HIX & MITIE CPU B8H 2, N, MNREES —PMEIXE
ens2, H vendorlD=0x1af4 th 25 SitHIRLEEAGIN 2, X5 MR BEPE BN BT,

=pl 3

FEAGIR, HXSEME BN E IR A AR R E, MAISIELERE CPU
(2) .

4 udevadm info 124t T A XX FMIFMIR S, EXDRAF, &R :
# udevadm info -p /sys/class/net/ens4
E: ID_MODEL_ID=0x1000
E: ID_VENDOR_ID=0x1af4
E: INTERFACE=ens4

# udevadm info -p /sys/class/net/ethO
E: ID_MODEL_ID=0x1002

E: ID_VENDOR_ID=0x1001
E: INTERFACE=ethO

e %I TF interfaceName & T eth0 B9iX &, LIKREH vendorlD=0x1af4 91X &, FEAUTMREE
BE, MMEIAFIZEN 2 :

apiVersion: performance.openshift.io/v2

metadata:
name: performance
spec:
kind: PerformanceProfile
spec:
cpu:
reserved: 0-1 #iotal =2
isolated: 2-8
net:
userLevelNetworking: true
devices:

- interfaceName = eth0
- vendorlID = 0x1af4

o N ABREBEERIIEIAFIRE !
I $ ethtool -| ens4
LN

Channel parameters for ens4:
Pre-set maximums:

RX: 0
TX: 0
Other: 0
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Combined: 4

Current hardware settings:
RX: 0

TX: 0

Other: 0

Combined: 2 @)

ﬂ #7A vendorlD=0x1af4 AT E X HF X AMTIE CPU BEUXE N 2, FlN, MREES—D
#74 vendorlD=0x1afd UM% % % ens2, NIE S FMLATIBIFEE S 2, KL
#h, interfaceName & F eth0 B &SR SR IAFTILE N 2.

12.2.9.3. 5% NIC BAFIKEXBI B &l 3k

VAU BART O BR 1% & 89 B 7 SH BIC R IEMRN A Tuned SR HERERF, UTERTREKICRE
Ivar/log/tuned/tuned.log X4 :

o IIXT—INFOER, 1H4IHER T RIh D BLAILF -
I INFO tuned.plugins.base: instance net_test (net): assigning devices ens1, ens2, ens3
o MRFTESEEMMEE, NKic>k WARNING ER :

I WARNING tuned.plugins.base: instance net_test: no matching devices available

12.3. B & LI AR SR TR 171 3

TERIRESMRITEMETINER, Fi2ES/MMEaETlA,

OpenShift Container Platform 324 Node Tuning Operator LB DMEBELIE, LAEN OpenShift
Container Platform | FA & B SCIUME R M RE R R[], el ARt REFC B SR EC B T IX R, 11

LA EIFE kernel-rt, NEMBIRERFHBESHRE CPU, 81 podinfra s, NNVERER
#0@E CPU iz T TIEf %, HEZEBARMERRN CPU RV INEE,

- ERENARFER, EEE RHEL for Real Time FHF2FN4F2 ARNMAME ML,

Hith 5w

o [ERMAERESRMET R LIEER

12.3.1. FHEIE R TE 7 #5 A E B B A SLH ThEERY worker

0] USHME RE IR T 4E 71 35008 B B . FA SERS ThRERY worker i sk,
BRI EAHAEERENT L, 1EER Pod BE XLFR(CR) MRS LEESR. IREik
e S M EIY SsE Bt T mICHE, XLt NEEIREER,

FRFH
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e B% %k OpenShift CLI(0C).
o MBLIEH cluster-admin f{ R AF B0 &%,

o MEAKEPNATHRRES, BTFHIMEEIEIFENEIHE worker T =

1 MEERTEMEOIZ Pod CR, HEEHHNAE, H0:
BCiE 9 {8 ASER AN EREY Pod MIAG <G

apiVersion: vi
kind: Pod
metadata:
name: dynamic-low-latency-pod
annotations:
cpu-quota.crio.io: "disable"
cpu-load-balancing.crio.io: "disable” 9
irg-load-balancing.crio.io: "disable" 6
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: dynamic-low-latency-pod
image: "registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15"
command: ["sleep”, "10h"]
resources:
requests:
cpu: 2
memory: "200M"
limits:
cpu: 2
memory: "200M"
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
nodeSelector:
node-role kubernetes.io/worker-cnf: ™" ﬂ
runtimeClassName: performance-dynamic-low-latency-profile 9
#...

£ pod 21T ZE A CPU SE2 A ERZFF (CFS) BRI,

2 CPU f#Ei91,

1L pod RIETT R LRI RTALIE,

nodeSelector 15/ 5 & 7E Node CR H3E EHITR&E ILEL,

runtimeClassName /i 58BN M EE B SR RITE,

0009
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2. LA performance-<profile_name> #& =i A pod runtimeClassName, EHm <profile_name> 2%
B PerformanceProfile YAML F# &#5, £ EHI4, #FRE performance-dynamic-low-
latency-profile,

3. R pod EEMIZ1T. JRARIZ N running, FRNIEMIZE T cnf-worker T/ :
I $ oc get pod -0 wide
i HA i

NAME READY STATUS RESTARTS AGE IP NODE
dynamic-low-latency-pod 1/1  Running 0 5h33m 10.131.0.10 cnf-
worker.example.com

4. FREUH IRQ S A EEEER pod i21T CPU :
$ oc exec -it dynamic-low-latency-pod -- /bin/bash -c "grep Cpus_allowed_list
/proc/self/status | awk '{print $2}"
gtk i

I Cpus_allowed_list: 2-3
USATl
MR EFN AT RECE.,
1 BRT U E,
I $ oc debug node/<node-name>
2. FIER MERT RXHRY
I sh-4.44# chroot /host
THHA%
I sh-4.4#
3. FARRIARY CPU XELEEIS A 23E dynamic-low-latency-pod CPU, %1 CPU 2 #1 3,

I sh-4.4# cat /proc/irg/default_smp_affinity

it Bl

|33

4. BERSE IRQ & AHE B H1E dynamic-low-latency-pod CPU L£iz17 :

sh-4.4# find /proc/irg/ -name smp_affinity_list -exec sh -c 'i="$1"; mask=$(cat $i); file=$(echo
$i); echo $file: $mask' _ {} \;
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it Bl

/proc/irg/0/smp_affinity_list: 0-5
/proc/irg/1/smp_affinity_list: 5

/proc/irg/2/smp_affinity_list: 0-5
/proc/irg/3/smp_affinity_list: 0-5
/proc/irg/4/smp_affinity_list: 0

/proc/irg/5/smp_affinity_list: 0-5
/proc/irg/6/smp_affinity_list: 0-5
/proc/irg/7/smp_affinity_list: 0-5
/proc/irg/8/smp_affinity_list: 4
/proc/irg/9/smp_affinity_list: 4
/proc/irg/10/smp_affinity_list: 0
/proc/irg/11/smp_affinity_list: O
/proc/irg/12/smp_affinity_list: 1
/proc/irg/13/smp_affinity_list: 0
/proc/irg/14/smp_affinity_list: 1
/proc/irg/15/smp_affinity_list: 0
/proc/irg/24/smp_affinity_list: 1
/proc/irg/25/smp_affinity_list: 1
/proc/irg/26/smp_affinity_list: 1
/proc/irg/27/smp_affinity_list: 5
/proc/irg/28/smp_affinity_list: 1
/proc/irg/29/smp_affinity_list: O
/proc/irg/30/smp_affinity_list: O

g
oF

LM T RLSCHMEIERRS, BUTHRINSFERIL CPU BN ARF—EER A
BRI, ERAEMERN (NEMEEN—HMBIRNERBRARE) .

Hith 5w
o FAT RIEFEHRN pod RMEERET R

o X pod NECAT M

12.3.2. BB 2B RIE QoS M pod
QI8 WA Guaranteed 289 QoS M pod FfiEEEMUT/LR :
e pod FMBNARBYUMEFNEFREMAFIERK, BellBFER,
® pod MHEBNAREVIESR CPU RFIF CPU XK, Befl47iEmR,

DFROIERT —1 80 pod WELE X, BIRXE T RNERFHIFMAFERK, 85200 MiB, BiRE
A CPU BR#IFN CPU iER, 95 1CPU,

apiVersion: vi
kind: Pod
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metadata:

name: qos-demo

namespace: qos-example

spec:

securityContext:
runAsNonRoot: true
seccompProfile:

type: RuntimeDefault
containers:

- name: qos-demo-ctr
image: <image-pull-spec>
resources:

limits:
memory: "200Mi"
cpu: "1"
requests:
memory: "200Mi"
cpu: "1"
securityContext:

allowPrivilegeEscalation: false

capabilities:
drop: [ALL]

1. G pod :

I $ oc apply -f gos-pod.yaml --namespace=qos-example
2. BB X pod WIFHER :

I $ oc get pod gqos-demo --namespace=qos-example --output=yaml

it Bl

spec:
containers:

status:

gosClass: Guaranteed

B2 & EERFE

MRIENBRIEETRERE, EEBEENFIEK, OpenShift Container
Platform R B9 B S REICRHANFIEK, B, REHNETEREE CPUR
&, 1B3%ABIE CPUIERK, OpenShift Container Platform & B 54 25 FR I IT

BEHY CPU 153K,

12.3.3. 7£ Pod 2 A CPU i #91%

RR%EM CPU MEIERIINEERE CRI-O 205,
CPU fi#91,

CRI-O TS (AR B LA E RIS EAZ/E A

e pod wif# A performance-<profile-names ;21T 2K, EaILLRN EE MR BENR SRR

JIEMRIRFE, TR :
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apiVersion: performance.openshift.io/v2
kind: PerformanceProfile

status:

runtimeClass: performance-manual

% .
| B#l, cgroupv2 AXHFER CPU i #9E,

Node Tuning Operator i T EM XTI R T OIS MREZ T IRREE i, FEEEFTOESMEEZ
TR, SREASRVGETHAEBRFHERNANS, EEEAT CPU fEHEREINEE.

2 M pod B9 CPU 1 #3945, Pod MU AIEULTFE

apiVersion: vi
kind: Pod
metadata:
#...
annotations:
#...
cpu-load-balancing.crio.io: "disable"
#...
#...
spec:
#...
runtimeClassName: performance-<profile_name>
#..

NIEFAT CPU BEIE2R5SKEE, UK HRIE QoS FEHEA CPU B pod i, %
CPU fi#itaty, &N, A CPU MiEfmapimER b Hah S IMMaE,

12.3.4. &% pod ZHTTEEELR
{RE] LABE B pod, LARBRIE N TVEM BT SEB TN, BaRTEMEARAZEM,

LIEFERTREEERET 2, B IUER pod BHIMMEEEES AN TENE, XEKEEEERT
pod fEFAMFIE N,

WIS TE pod 5l L2 P-states #1 C-states, EAIUERE SN TIEAHLURGSRESREMREILE
iR,

K 1R24. BESLER TN

232 AIRER(E sk
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SR ATEEAY{E sk

cpu-c- "enable" M BRAVHE B CPU JH A C-states, 7
states.crio.io ¢ enable B, EERILLN C-states FEERAIER (LUSHDJ 2
H ° "disable" 'fﬁ) o WU&D, E}Eﬁ%kﬁi&% ]O ?ﬁ*&ﬁ"] C_State51 i«&

i& cpu-c-states.crio.io: "max_latency:10", ¥
e "max_latency:micro B "disable" 377 pod 1Rt &R EKRE,

seconds”
cpu-freg- XM cpufreq FIEER, HEA CPU LE cpufreq iiRs, *FELERM
governor.cri TEfi#:, EBUWUER "performance’ governor,
o.io:
SeRF M

o TMENAESMLARITIENE pod T RIEMEEEEFERE 7 TEE,

it =
1 MR ASERRINE S AR TENE pod, AMAKBRRINKE.

=R TR ECE R B

apiVersion: vi
kind: Pod
metadata:
#...
annotations:
#...
cpu-c-states.crio.io: "disable”
cpu-freg-governor.crio.io: "performance”
#...
#...
spec:
#...
runtimeClassName: performance-<profile_name>
#..

2. EE pod LAR A F#R,

Lth BT iR

24T colocated BmFMEM M TIE AT mECE 17 AL

\

12.3.5. 2 CPU CFS &

EMREE pod B9 CPU T3, 15# M cpu-quota.crio.io: "disable” ;T f# {2 —1 pod. ILEMRTE pod
TR A CPU B2 AT FERRF (CFS)EA,

M cpu-quota.crio.io B pod A& RHI
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apiVersion: vi
kind: Pod
metadata:

annotations:

cpu-quota.crio.io: "disable”
spec:
runtimeClassName: performance-<profile_name>

#...

NIEFAT CPU B3R5 SRS, UK HRIE QoS FEHEEA CPU M pod B2 H CPU
CFS E&, BN, 84 CPUBEERS:M pod. B, M CPUCFS BT RE R IERE
rh E b S 23 HYMERE,
Hih HFR
o VDUEHEFNMEVEHEE

12.3.6. NEE B 221THI CPU 22 hi i I8

NEIUEER, —LARBEEZBEMN CPU R X, pod iEf# irg-load-balancing.crio.io AT E
YEEERFSITH CPU LBRBABIXF I, BER, CRI-O BT pod BEEHIX A& I,

ZEHBETE pod WEBHHETANIE, 1HARETMHEERES T globallyDisablelrgLoadBalancing
BN false., PAKE, 7E pod Hi#&H, ¥ irg-load-balancing.crio.io pod ¥ f#i% & disable,

LUF pod A& & & tLIE R -

apiVersion: performance.openshift.io/v2
kind: Pod
metadata:
annotations:
irg-load-balancing.crio.io: "disable”
spec:
runtimeClassName: performance-<profile_name>

Lth B

o FEI A HEAIBRIE pod fRE CPU

\

12.4. B IR T R A ER A

{5 PerformanceProfile B E Y FIR(CR)IR S FEERIR E LR 17 R BATR ST IE R 7],

12.4.1. iE IR CNF HER S

PerformanceProfile BE X 7R (CR) S&R&E AR IXIERER N FHIREFER, XEFERR
&k Operator PATHEEIR SIS

LN E M REBL B EEMINL BB B AL F IR IR S S Bl — N B R &, M 53
PerformanceProfile JA 5f&EZ, TEXMIERT, VsBERSLAH—NKRNWIEER,
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Node Tuning Operator @& performanceProfile.spec.status.Conditions K SFE% :

Status:

Conditions:
Last Heartbeat Time: 2020-06-02T10:01:24Z
Last Transition Time: 2020-06-02T10:01:24Z
Status: True
Type: Available
Last Heartbeat Time: 2020-06-02T10:01:24Z
Last Transition Time: 2020-06-02T10:01:24Z
Status: True
Type: Upgradeable
Last Heartbeat Time: 2020-06-02T10:01:24Z
Last Transition Time: 2020-06-02T10:01:24Z
Status: False
Type: Progressing
Last Heartbeat Time: 2020-06-02T10:01:24Z
Last Transition Time: 2020-06-02T10:01:24Z

Status: False
Type: Degraded

Status FEXTE1ETE Type (ERIERMEEE EE IR SH Conditions :

Available

B2 & EERFE

FRANEREE Tuned EESRECHAZNOE, BRFHAHTRTLEEN] (NTO. MCO.

Kubelet) .
Upgradeable

5K Operator M HIRE B F AR EFANEVIRE.

Progressing
RO MERERESFHRETE,
Degraded
IR HEIMLLTIERAREE IR
o IiFMERERCE SR,

o OB MRXHEREKIDTH,

BRI ELUTFER

RFERBAPRE (true =X false) .
Timestamp

== DRI
Reason string

IR R54: )Y FS
Message string

BRRTHEREFBEHIARTENRRAER (MREFHE) .

12.4.1.1. Hl23ECiE D
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MR B E R ENEBNT” RARIBEXBFMNYSEREDL (MCP) MART S, MCP @&A %N HRMaER
BEEOBZMVREENENENER, ©aET A arg. Kube BLE. BT ECH rt-kernel FE,
Performance Profile #2351 MCP YRR, FHMENHhEFH IR EEIR A,

MCP ;R [E1 4 REHC B SR SHIME— 52442 MCP 20 F Degraded K7, X5
performaceProfile.status.condition.Degraded = true,

Example
LUFRAI 2B RN EEM (worker-cnf) BUMERERRELS :

1 REXBIHSRECE AL FRRIURTE

I # oc get mep

Fai tH o Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-2ee57a93fa6¢c9181b546ca46e1571d2d True False

False 3 3 3 0 2d21h
worker rendered-worker-d6b2bdc07d9f5a59a6b68950acf25e5f True False
False 2 2 2 0 2d21h
worker-cnf rendered-worker-cnf-6¢838641b8a08fff08dbd8b02fb63f7c False True
True 2 1 1 1 2d20h

2. MCP B describe S0 EETRA :

I # oc describe mcp worker-cnf

i th o Bl

Message: Node node-worker-cnf is reporting: "prepping update:
machineconfig.machineconfiguration.openshift.io \"rendered-worker-cnf-
40b9996919c08e335f3ff230ce1d170\" not
found"
Reason: 1 nodes are reporting degraded status on sync

3. BYURSHRIZ B IEND N degraded = true B AEER B SR status FERH :

I # oc describe performanceprofiles performance

it Bl

Message: Machine config pool worker-cnf Degraded Reason: 1 nodes are reporting
degraded status on sync.
Machine config pool worker-cnf Degraded Message: Node yquinn-q8s5v-w-b-
z5Ign.c.openshift-gce-devel.internal is
reporting: "prepping update: machineconfig.machineconfiguration.openshift.io
\"rendered-worker-cnf-400b9996919c08e335f3ff230ce1d170\" not found". Reason:
MCPDegraded

Status: True

Type: Degraded
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12.4.2. WL FFIRE A BURIE LR
FERR AN BRI ERER, TUBEBIIIE SR N R THIRRIRE,

& 7] 5 F§ must-gather T 2 IEEH X OpenShift Container Platform S£EMIZITER, SF T =
. NUMA RN EA VIR % & &R HE .

H T IRBIREL R, HERM OpenShift Container Platform FEEER HEEHIIZ (S B,

12.4.2.1. XF must-gather TE
oc adm must-gather CLI (s S RIINE R BB FARFENERHESR, W :
o BHRE X
o HitHK
o RFSHEE
RIEiziTiZ e D, @ 88 -image SHCRIEE — M XSGR, BEHGKRE, ZIEFRKRERX

FENIHEESK ™ MBE R, 7£121T oc adm must-gather B, &8 E S 0IE— 1N pod, 1E1% pod LUEE
B, FRFZELL must-gather.local FFLH— N TE R, ZBERELSRITEE RH O,

12.4.2.2. WK R EIE

5/ oc adm must-gather CLI e 5 RNEBREHNER, SESEERMREILEBXHTHRENN K,
2ECE

e Node Tuning Operator 34 22 [H] 1 F 5T &R,

e MachineConfigPool #1XHt#) MachineConfig X%,
® Node Tuning Operator F1XKEH Tuned T4,

o Linux NZEpHITIEI,

e CPU #1 NUMA #hih

o EAK PCIIX&ERM NUMA Kbk,

FeREH
o FHEXR cluster-admin B &I 1 £,

e 4T OpenShift Container Platform CLI (oc) &

1. #AEEZ % must-gather HIEH B %,
2. I T RIREAAER -
I $ oc adm must-gather

it Bl

263



OpenShift Container Platform 4.15 ol g5t fEaE

HibFiR
o (i must-gather TEWE A X EEMEIRE

264

[must-gather ] OUT Using must-gather plug-in image: quay.io/openshift-release

When opening a support case, bugzilla, or issue please include the following summary data
along with any other requested information:

ClusterID: 829er0fa-1ad8-4e59-a46e-2644921b7eb6

ClusterVersion: Stable at "<cluster_version>"

ClusterOperators:

All healthy and stable

[must-gather ] OUT namespace/openshift-must-gather-8fh4x created

[must-gather ] OUT clusterrolebinding.rbac.authorization.k8s.io/must-gather-rhigc created
[must-gather-55649] POD 2023-07-17T10:17:37.610340849Z Gathering data for
ns/openshift-cluster-version...

[must-gather-5564g] POD 2023-07-17T10:17:38.786591298Z Gathering data for ns/default...
[must-gather-5564g] POD 2023-07-17T10:17:39.117418660Z Gathering data for
ns/openshift...

[must-gather-5564g] POD 2023-07-17T10:17:39.447592859Z Gathering data for ns/kube-
system...

[must-gather-5564g] POD 2023-07-17T10:17:39.803381143Z Gathering data for
ns/openshift-etcd...

Reprinting Cluster State:

When opening a support case, bugzilla, or issue please include the following summary data
along with any other requested information:

ClusterID: 829er0fa-1ad8-4e59-a46e-2644921b7eb6

ClusterVersion: Stable at "<cluster_version>"

ClusterOperators:

All healthy and stable

3. MI{EBE &+ OIZER must-gather B AIE— DML, BN, 7EER Linux BIERSMITE
M EZITUTSS :

I $ tar cvaf must-gather.tar.gz must-gather-local.5421342344627712289€))

Q ¥ must-gather-local.5421342344627712289// &i#}y must-gather T 24/ E X%

Ro

B R 46 S LS BRI N B ST R IRl v, B TEQIBR MR B RN 5
Performance Profile Creator wrapper BiA&—#2{# A,

4. FELLNER 11 Hp o AR B fm] 5 A 20 S48

e {#f MachineConfig #1 KubeletConfig CR & =

e {FFH Node Tuning Operator


https://access.redhat.com/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/support/#gathering-cluster-data
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/nodes/#nodes-nodes-managing

B2 & EERFE

o E3|FHAEERT
o NARFIMEFEAED

12.5. HIFEERUEHRAT IR

& T LU#E A Cloud-native Network Function (CNF) MR ERIE/Z B T CNF B9 OpenShift Container
Platform &8 iz TR, HARETIZIT CNF TEABAMENAEHGE, S1TE RN T
PE BT RIHEE,

cnf-tests A 23K T registry.redhat.io/openshiftd/cnf-tests-rhel8:v4.15 F1,

12.5.1. 24T HER M SR S

BATEERMAHET, REDIAHRUATEK :
1. Bf# M Node Tuning Operator EEiE—MEREERE S
2. BESHTBNATAAFHRR CNF BB,

3. BHEEEFN AT 277718 MachineConfigPool CR, Ztil worker il worker-cnf,

HbTHR
o [IENEIAEEIERLFINRER worker

12.5.2. M E LR
cnf-tests /& {F A =M T 2L E R HIE]

s

e hwilatdetect
e cyclictest
e oslat
BYNIEBAERENRR. RINFERITERRENAT EMNHLER,

hwlatdetect

MERNBHPABINEAE, EREPITT—NERNIKAE, 1E#HER hwlatdetect i HEYIELTH B PR
HHEE, RANETERTBIFRAFNERESBHIEESIE,

cyclictest

1 hwlatdetect %k FISIE LT AR AERRF LR, cyclictest TR FAEESMITHTEE, HNEMES
SEPRAR AT [H] 2 (Bl 2=, iXFRE R AT UL LG A s A2 (L e 2 5 AR LA RO E AR R, 14T
B SE N AR AR 1T,

oslat

775 CPU M5B DPDK AR REL, FHNERI CPU BEERURA IEBIICERIEEAA F T,
MABIAT AR MR &
3+ 12.5. EERMAIMEL &
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Bl

LATENCY_TEST_DE  #EEMIXFFRBTHNE (URMHRA)  EALERTERRIT CPU B R
LAY VATEEASREHTRIARY CPU S, FRIMET O,

LATENCY_TEST_CP  #EEZTERMIKE pod EAK CPUKE, MREKBARELE, NRKIEESS
us FrEFRER CPU,

LATENCY_TEST RU  #EEERMIKLIUZITHR R (AR Ha) . BOAED 300 #,
NTIME

ZB51E Ginkgo 2.0 MIHEMHFEERNHSTARATERS, H -
ginkgo.timeout i1& % & WA F
LATENCY_TEST_RUNTIME + 2 2#89{H, tIRELZET
LATENCY_TEST_DELAY (&, & 7f¥-ginkgo.timeout i%
&HAF LATENCY_TEST_RUNTIME +
LATENCY_TEST_DELAY + 2 #5198, Ginkgo 2.0 it &
BOBRIABI (A 1/,

HWLATDETECT_MA EETEMEMRERINRATEZRHER (BH) . IREREXE

XIMUM_LATENCY HWLATDETECT_MAXIMUM_LATENCY =z MAXIMUM_LATENCY #1H,
ZTESHEERIATIH I EQOus) M TEAFHEFFHERER, RE, MiXak
M=K B2

CYCLICTEST_MAXI 157 cyclictest ;2 THHI M A LR BIEMNMM JUE RN R KIEIR, MNRTWEFIXE
MUM_LATENCY CYCLICTEST_MAXIMUM_LATENCY = MAXIMUM_LATENCY #{g, %
B 2Bk iR LR i REEIR B EE L,

OSLAT_MAXIMUM_L  #57 oslat Mli{45 RV AR #ZER (MH) . REEAKRE
ATENCY OSLAT_MAXIMUM_LATENCY = MAXIMUM_LATENCY 89(H, iZTEXBk
I THARFN SEFrie R IR B L

MAXIMUM_LATENC BEUBH N AN ATEINIERNS -2 8, EATHETRELRIER,
Y
RHEFERIENTEMAETH—LE, AN, 1R OSLAT_MAXIMUM_LATENCY iXi&

7 30 17, ™ MAXIMUM_LATENCY #%i%i&y 10 ##, | oslat MG ASE AT #EZ
BIREIR 30 HH#HZ1T,

12.5.3. I 4TIE IR M,

BATERERNNK, LISIE Cloud-native Network Function (CNF) T 4E /i #f17 sRiF %2,
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4 BUIE root A SR IERFIUAR S 4T podman 5T, HEEHEERATRERKN, %N
permission denied, Eff podman S IEET/E, 15T ZWMEIECIES, Fla-v
$(pwd)/:/kubeconfig:Z, ;X5 podman i {TIERHI SELinux EFFRic.

1. £2 & kubeconfig X4 B K AT FF shell 127,
13 A] LUTE A0 B S R B R IR kubeconfig XX, RHABXH $SKUBECONFIG IfE4E &
CBITBEE) . XRIFEITHASRFERSZRANB kubeconfig XX 4,

2. BIALLR e B T R

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
-e LATENCY_TEST_RUNTIME=<time_in_seconds>\

-e MAXIMUM_LATENCY=<time_in_microseconds> \
registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 /usr/bin/test-run.sh \

--ginkgo.v --ginkgo.timeout="24h"

3. A% : A --ginkgo.dryRun #17&, L dry-run R TEERM, X & B FREEN 21T

N
L,

4. W% : A --ginkgo.v FRE BT I8 NG AR

5. A% : {EF --ginkgo.timeout="24h" F57&, LUMBRIEERNIHSEMET Ginkgo 2.0 IIXEHARR
H,

BF

BANNRBEIAZITE R 300 #, MEAMAERNIXER, B EH
LATENCY_TEST RUNTIME 258, % Z 4 12 NEHE AT,

12.5.3.1. 7217 hwlatdetect
hwlatdetect TE I F rt-kernel K42/, HHEHITH Red Hat Enterprise Linux (RHEL) 9.x,
U BIIE root AT IERI A S HUUT podman SR, HEHRERTRESKN, HiEh

permission denied, Ef# podman S IEETE, 15 ZHMEIBCES, F0-v
$(pwd)/:/kubeconfig:Z, ;XFtiF podman i 1TIERHI SELinux EFFRic.

FoRFEH
o BAREKRPLRTENAK,

o RFERAE/ T MILEILETE registry.redhat.io.

e FEizfT hwlatdetect Jlli, HZTUTHSE, HFREFEELEHRTEE -

I $ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
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-e LATENCY_TEST_RUNTIME=600 -e MAXIMUM_LATENCY=20\
registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 \
/usr/bin/test-run.sh --ginkgo.focus="hwlatdetect" --ginkgo.v --ginkgo.timeout="24h"

hwlatdetect li:{;217 7 10 2% (600 #), LZUEREIWIERETF MAXIMUM_LATENCY (20
FORWARD) i, Mit&mINiziT.

INREEFBIL IR B (E, A& R,

B

M FBERER, MK EDIZIT 12 I,
ESLE T N

running /usr/bin/cnftests -ginkgo.v -ginkgo.focus=hwlatdetect

10908 15:25:20.023712 27 request.go:601] Waited for 1.046586367s due to client-side
throttling, not priority and fairness, request:
GET:https://api.hixcl6.lab.eng.tlv2.redhat.com:6443/apis/imageregistry.operator.openshift.io/v1?
timeout=32s

Running Suite: CNF Features e2e integration tests

Random Seed: 1662650718
Will run 1 of 3 specs

[..]

* Failure [283.574 seconds]
[performance] Latency Test
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:62
with the hwlatdetect image
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:228
should succeed [Ii]
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:236

Log file created at: 2022/09/08 15:25:27

Running on machine: hwlatdetect-b6n4n

Binary: Built with gc go1.17.12 for linux/amdé4

Log line format: [IWEF]mmdd hh:mm:ss.uuuuuu threadid file:line] msg

10908 15:25:27.160620 1 node.go:39] Environment information: /proc/cmdline:
BOOT_IMAGE=(hd1,gpt3)/ostree/rhcos-
c6491e1eedféc1f12ef7b95e14ee720bf48359750ac900b7863c625769ef5fb9/vmlinuz-4.18.0-
372.19.1.el8_6.x86_64 random.trust_cpu=0on console=tty0 console=ttyS0,115200n8
ignition.platform.id=metal
ostree=/ostree/boot.1/rhcos/c6491e1eedf6c1f12ef7b95e14ee720bf48359750ac900b7863c625
769ef5fb9/0 ip=dhcp root=UUID=5f80c283-f6e6-4a27-9b47-a287157483b2 rw
rootflags=prjquota boot=UUID=773bf59a-bafd-48fc-9a87-f62252d739d3 skew_tick=1
nohz=on rcu_nocbs=0-3 tuned.non_isolcpus=0000ffff,ffffffff ffffffO
systemd.cpu_affinity=4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29
,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49,50,51,52,53,54,55,56,57,58,59,
60,61,62,63,64,65,66,67,68,69,70,71,72,73,74,75,76,77,78,79 intel_iommu=0on iommu=pt
isolcpus=managed_irq,0-3 nohz_full=0-3 tsc=nowatchdog nosoftlockup nmi_watchdog=0
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mce=off skew_tick=1 rcutree.kthread_prio=11 + +
10908 15:25:27.160830 1 node.go:46] Environment information: kernel version 4.18.0-
372.19.1.el8_6.x86_64
10908 15:25:27.160857 1 main.go:50] running the hwlatdetect command with
arguments [/usr/bin/hwlatdetect --threshold 1 --hardlimit 1 --duration 100 --window
10000000us --width 950000us]
F0908 15:27:10.603523 1 main.go:53] failed to run hwlatdetect command; out:
hwlatdetect: test duration 100 seconds
detector: tracer
parameters:
Latency threshold: 1us ﬂ
Sample window:  10000000us
Sample width: ~ 950000us
Non-sampling period: 9050000us
Output File: None

Starting test

test finished

Max Latency: 326us g

Samples recorded: 5

Samples exceeding threshold: 5

ts: 1662650739.017274507, inner:6, outer:6

ts: 1662650749.257272414, inner:14, outer:326
ts: 1662650779.977272835, inner:314, outer:12
ts: 1662650800.457272384, inner:3, outer:9

ts: 1662650810.697273520, inner:3, outer:2

JUnit report was created: /junit.xml/cnftests-junit.xml

Summarizing 1 Failure:

[Fail] [performance] Latency Test with the hwlatdetect image [It] should succeed
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:476

Ran 1 of 194 Specs in 365.797 seconds

FAIL! -- 0 Passed | 1 Failed | 0 Pending | 2 Skipped

--- FAIL: TestTest (366.08s)
FAIL

@ ‘E7LUEMA MAXIMUM_LATENCY 3 HWLATDETECT_MAXIMUM_LATENCY #1457 &
SRECE IR H{H,

9 I3 HA 1) 2 B R K REARAEL,
hwlatdetect it s R=Hi
e LA LA R R B 4E R
o EFRIZITRINEMMEIRER, LUER AN T2 AT B E A B el™ £ B 7 5810 %,

o HANXMEBEXENAHS.
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RIFESRE9RA

hwlatdetect: test duration 3600 seconds
detector: tracer

parameters:

Latency threshold: 10us

Sample window: 1000000us

Sample width: 950000us

Non-sampling period: 50000us

Output File: None

Starting test

test finished

Max Latency: Below threshold
Samples recorded: 0

hwlatdetect T &R BIiB1d 15 %E B (B I R Atk .

Fix 4 RE B

hwlatdetect: test duration 3600 seconds

detector: tracer

parameters:Latency threshold: 10usSample window: 1000000us

Sample width: 950000usNon-sampling period: 50000usQutput File: None

Starting tests:1610542421.275784439, inner:78, outer:81
ts: 1610542444.330561619, inner:27, outer:28
ts: 1610542445.332549975, inner:39, outer:38
ts: 1610542541.568546097, inner:47, outer:32
ts: 1610542590.681548531, inner:13, outer:17
ts: 1610543033.818801482, inner:29, outer:30
ts: 1610543080.938801990, inner:90, outer:76
ts: 1610543129.065549639, inner:28, outer:39
ts: 1610543474.859552115, inner:28, outer:35
ts: 1610543523.973856571, inner:52, outer:49
ts: 1610543572.089799738, inner:27, outer:30
ts: 1610543573.091550771, inner:34, outer:28
ts: 1610543574.093555202, inner:116, outer:63

hwlatdetect B9%ith TR S AMEARIT MIE, B2, HRNHETESREN FRETRRRNLSR
o EIRF LI
o CPU PIMHEK

o IHEMHXE
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DIk

==
[=]

FERSHIT T —DEIRMET, 1E#HR hwiatdetect IR SBIEIR R FIHRIEIE, 18
SE AT RMIER AR R EERRA B,

##Fﬁ*ﬁ}_iﬁﬁlﬂ&ﬂ%ﬁ%#*ﬁ?&o BRAZRINEHUHREN TR EER. NF
BEER, HEHNRGARREEHSHK.

12.5.3.2. 3817 cyclictest
cyclictest TEE#5E CPU LRSEH A IAERRFER,

AE
4 BUJE root B SRR P H4T podman S, HEERETRESKI, RN

permission denied. %ﬁ ‘podman S EETIE, BN ZHmES0ES, fim-v
$(pwd)/:/kubeconfig:Z, iXFtiF podman i#F1TIEFER SELinux EFFRic.

SoRFM
o RFERAE/ T MILEILETE registry.redhat.io.
o EHEEMHILETENARK,
e B Node Tuning Operator B T & AR B &

it

o ZEHfT cyclictest, HiZITUATH S, HRBHERBEHRTEE :
$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
-e LATENCY_TEST_CPUS=10 -e LATENCY_TEST_RUNTIME=600 -e
MAXIMUM_LATENCY=20\

registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 \
/usr/bin/test-run.sh --ginkgo.focus="cyclictest" --ginkgo.v --ginkgo.timeout="24h"

%I4T cyclictest TE 10 0¥ (600 #) . HURINMIELRETF MAXIMUM_LATENCY
B, MiMIhiziT (FEARFIF, 20 TOKENs) . X FHAE RAN TIEME, X 20 PNEALIERH
/%& ﬁM#THbTﬁxo

INREGEFBLIEIR B (E, AR,
H .

MFEMEER, WHAEDIZT 12 /M0,
KW Bl

running /usr/bin/cnftests -ginkgo.v -ginkgo.focus=cyclictest
10908 13:01:59.193776 27 request.go:601] Waited for 1.046228824s due to client-side
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throttling, not priority and fairness, request: GET :https://api.compute-
1.example.com:6443/apis/packages.operators.coreos.com/v1?timeout=32s
Running Suite: CNF Features e2e integration tests

Random Seed: 1662642118
Will run 1 of 3 specs

[...]
Summarizing 1 Failure:

[Fail] [performance] Latency Test with the cyclictest image [lt] should succeed
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:220

Ran 1 of 194 Specs in 161.151 seconds

FAIL! -- 0 Passed | 1 Failed | 0 Pending | 2 Skipped
--- FAIL: TestTest (161.48s)

FAIL

cyclictest Z5R =6l
HENHETRES B RARTEMEMNER, B0, spikes &K 18us ¥ 4G DU T 2 AT LAES
By, 1B%fF 5G DU T{EfMETFaeiEs,

RIFESREGRA

running cmd: cyclictest-q-D 10m -p 1 -t 16 -a 2,4,6,8,10,12,14,16,54,56,58,60,62,64,66,68 -h 30 -i
1000 -m

# Histogram

000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000
000000 000000 000000 000000 000000 000000

000001 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000
000000 000000 000000 000000 000000 000000

000002 579506 535967 418614 573648 532870 529897 489306 558076 582350 585188
583793 223781 532480 569130 472250 576043

More histogram entries ...

# Total: 000600000 000600000 000600000 000599999 000599999 000599999 000599998
000599998 000599998 000599997 000599997 000599996 000599996 000599995 000599995
000599995

# Min Latencies: 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002
00002 00002 00002 00002

# Avg Latencies: 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002
00002 00002 00002 00002

# Max Latencies: 00005 00005 00004 00005 00004 00004 00005 00005 00006 00005 00004 00005
00004 00004 00005 00004

# Histogram Overflows: 00000 00000 00000 00000 00000 00000 00000 00000 00000 00000 00000
00000 00000 00000 00000 00000

# Histogram Overflow at cycle number:

# Thread 0:

# Thread 1:

# Thread 2:

# Thread 3:

# Thread 4:

# Thread 5:

# Thread 6:

# Thread 7:
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# Thread 8:

# Thread 9:

# Thread 10:
# Thread 11:
# Thread 12:
# Thread 13:
# Thread 14:
# Thread 15:

Fix 4 R B

running cmd: cyclictest-q-D 10m -p 1 -t 16 -a 2,4,6,8,10,12,14,16,54,56,58,60,62,64,66,68 -h 30 -i
1000 -m

# Histogram

000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000
000000 000000 000000 000000 000000 000000

000001 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000
000000 000000 000000 000000 000000 000000

000002 564632 579686 354911 563036 492543 521983 515884 378266 592621 463547
482764 591976 590409 588145 589556 353518

More histogram entries ...

# Total: 000599999 000599999 000599999 000599997 000599997 000599998 000599998
000599997 000599997 000599996 000599995 000599996 000599995 000599995 000599995
000599993

# Min Latencies: 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002
00002 00002 00002 00002

# Avg Latencies: 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002 00002
00002 00002 00002 00002

# Max Latencies: 00493 00387 00271 00619 00541 00513 00009 00389 00252 00215 00539 00498
00363 00204 00068 00520

# Histogram Overflows: 00001 00001 00001 00002 00002 00001 00000 00001 00001 00001 00002
00001 00001 00001 00001 00002

# Histogram Overflow at cycle number:

# Thread 0: 155922

# Thread 1: 110064

# Thread 2: 110064

# Thread 3: 110063 155921

# Thread 4: 110063 155921

# Thread 5: 155920

# Thread 6:

# Thread 7: 110062

# Thread 8: 110062

# Thread 9: 155919

# Thread 10: 110061 155919

# Thread 11: 155918

# Thread 12: 155918

# Thread 13: 110060

# Thread 14: 110060

# Thread 15: 110059 155917

12.5.3.3. 3817 oslat

oslat iR CPU B4 E DPDK N A 2R, FUERTA PlrFl Rkl EF LR CPU AEEUREAL IR
8975,
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L LUIE root FA SR IESFAA P T podman wmRh, HHBRRAERRN, RN
permission denied. %ﬁ podman T IE%IVF, HIF Z NS QES, F1 -v
$(pwd)/:/kubeconfig:Z, ;X5 podman i {TIERHI SELinux EFFRic.

FoRFMH

Pt =

274

SRR ML EuEE K2 registry.redhat.io.

e B & Node Tuning Operator I A T &M REBC B %K.

o EHIT oslat i, HZITUTHS, RESZEEHMTEE

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
-e LATENCY_TEST_CPUS=10 -e LATENCY_TEST_RUNTIME=600 -e
MAXIMUM_LATENCY=20\

registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 \

/usr/bin/test-run.sh --ginkgo.focus="oslat" --ginkgo.v --ginkgo.timeout="24h"

LATENCY_TEST_CPUS 5 {&F oslat &$illiH CPU (&,

f49i21T oslat TE 10 4% (600 %) , UHRUREIIELEF MAXIMUM_LATENCY (20
FORWARD) i, Mit&mINiziT.

YNREEFBL IR B (E, MAE R,

- .
S FBERER, MK EDIZIT 12 I,

KW Bl

running /usr/bin/cnftests -ginkgo.v -ginkgo.focus=oslat

10908 12:51:55.999393 27 request.go:601] Waited for 1.044848101s due to client-side
throttling, not priority and fairness, request: GET:https://compute-
1.example.com:6443/apis/machineconfiguration.openshift.io/v1 ?timeout=32s

Running Suite: CNF Features e2e integration tests

Random Seed: 1662641514
Will run 1 of 3 specs

[..]

* Failure [77.833 seconds]
[performance] Latency Test
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:62
with the oslat image
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:128
should succeed [Ii]
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
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operator/test/e2e/performanceprofile/functests/4_latency/latency.go:153

The current latency 304 is bigger than the expected one 1 : ﬂ

[--]

Summarizing 1 Failure:

[Fail] [performance] Latency Test with the oslat image [It] should succeed
/remote-source/app/vendor/github.com/openshift/cluster-node-tuning-
operator/test/e2e/performanceprofile/functests/4_latency/latency.go:177
Ran 1 of 194 Specs in 161.091 seconds

FAIL! -- 0 Passed | 1 Failed | 0 Pending | 2 Skipped

--- FAIL: TestTest (161.42s)
FAIL

ﬂ EALIR, WEMERBY T&RARFIIE,

12.5.4. A BRIE RN R MR &
LTS AR JUnit B3R Mt B At e iR &

SeRFH
e B% %k OpenShift CLI(oc).

o RBLILEZH cluster-admin IR B9 &5,

o (FAKERSHMFRENERCBNARUINRE, @i (ZH -report SEFHER R EHMEHIRER
ATERBEHERR -

$ podman run -v $(pwd)/:/kubeconfig:Z -v $(pwd)/reportdest:<report_folder_path>\
-e KUBECONFIG=/kubeconfig/kubeconfig registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15\
/usr/bin/test-run.sh --report <report_folder_path> --ginkgo.v

Heh

<report_folder_path>
B4 AR S B ST R RO BR 1R

12.5.5. £ 5% JUnit IER MR &
LTS B R JUnit B3R Mt B A0t S iR &

SeRFH
e B% %k OpenShift CLI(0c).

o MBLIEH cluster-admin R A B EF,
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Pk
o B —-junit SEFNER ARSI R ECERSE JUnit B9 XML IR -

_ BTSRRI junit XK, REFREIZITILEG S,

$ podman run -v $(pwd)/:/kubeconfig:Z -v $(pwd)/junit:/junit \
-e KUBECONFIG=/kubeconfig/kubeconfig registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 \
/usr/bin/test-run.sh --ginkgo.junit-report junit/<file-name>.xml --ginkgo.v

Heh
junit
2170 junit IRSEHISTHR,
12.5.6. 1£ #.77 52 OpenShift &£&f Lz TR

1T LATE B75 sR OpenShift 8% iz 1THER M,

L LAFE root A PSR IERFAA 14T podman i, EEHRFRTRESKN, RN

permission denied, Ef# podman S EETE, 15 ZHWMEIBCES, Fi-v
$(pwd)/:/kubeconfig:Z, ;XFtiF podman i 1TIEFHI SELinux EHFFRic.

L

FeREH
e B% % OpenShift CLI(0C).
o RBLIEH cluster-admin f{ R F19 &%,

e B f#A Node Tuning Operator I A T B M REBC B %K.

o EIFHTI R OpenShift £ Lz THERMNE, H2TUA TS :

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \

-e LATENCY_TEST_RUNTIME=<time_in_seconds> registry.redhat.io/openshift4/cnf-tests-
rhel8:v4.15\

/ust/bin/test-run.sh --ginkgo.v --ginkgo.timeout="24h"

BNNRBEIAZITE A 300 #, NEAEMHNERNAER, B EH
LATENCY_TEST RUNTIME &, #fZ 4 12 /NHETl, BT EiEmER

kIR, WY ERKER, ARXEAEREEMNIFE, EEE "Measuring
latency" B AREIZR.

ZTHERE, BERESENTR,
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12.5.7. TR E B R &2 iz 1T ZE IR i
CNF ISR BT FE TS5 17 1AM ER registry BOBT FFIEEREBERIZTINIR, XEEH NS

1. ¥ cnf-tests FRIRIREI B E BT FFEEH registry,
2. ¥ Ri(E Ak 8 B E LT FFEER registry BOFR IR,

TR ER (mirron) BIEE R B E E X registry
mirror R T HIRATHUITSUE, LURM oc BERHIARFG 2T EIAM registry FTERBIHRIR.

1. METFRIEEREH registry.redhatio IR EIHLEHZITIX NGRS -

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 \
/usr/bin/mirror -registry <disconnected_registry> | oc image mirror -f -

Her:

<disconnected_registry>
BIRE BT TR ER registry, 20 my.local.registry:5000/,

2. YRR onf-tests 1% mirror BT FFIEEM registry FRET, EAIE 2 A T2 47NN B S HKER
BEROIRLA registry, FI40 :

podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
-e IMAGE_REGISTRY="<disconnected_registry>"\

-e CNF_TESTS IMAGE="cnf-tests-rhel8:v4.15" \

-e LATENCY_TEST_RUNTIME=<time_in_seconds> \
<disconnected_registry>/cnf-tests-rhel8:v4.15 /usr/bin/test-run.sh --ginkgo.v --
ginkgo.timeout="24h"

EEENALLER B E X registry G
XA U6 CNF_TESTS_IMAGE #1 IMAGE_REGISTRY 75 8 3% F (& 5 Sl BHE IS5 registry 12
FTEEIR M,

o ESFIEARNIAEE H A B E NN BRI HR registry, 1HBITU TR :

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
-e IMAGE_REGISTRY="<custom_image_registry>"\

-e CNF_TESTS_IMAGE="<custom_cnf-tests_image>"\

-e LATENCY_TEST_RUNTIME=<time_in_seconds> \
registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 /usr/bin/test-run.sh --ginkgo.v --
ginkgo.timeout="24h"

Her:

<custom_image_registry>
=B E & registry, #l custom.registry:5000/,
<custom_cnf-tests_image>

B BE L cnf-tests %%, W custom-cnf-tests-image:latest,

TR BER (mirror) BIEEE¥ OpenShift itk registry
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OpenShift Container Platform 124t ¥ — 1T WER BT 54K registry, EEN—TIRAER TIEAEAEREE
FiE1T,

H

278

L=

Wi AR BRE A FFE registry BIAERTAIFLER -

$ oc patch configs.imageregistry.operator.openshift.io/cluster --patch '{"spec":
{"defaultRoute":true}}' --type=merge

2. TR e kIR registry Ui s

$ REGISTRY=$(oc get route default-route -n openshift-image-registry --template="{{
.spec.host }}")

3. OIBATAFGRIGRRZEE :

I $ oc create ns cnftests

4. FEHGERATHEATIHNAARRZEFER, XFERLI test B8R Z[AM cnf-tests BiffRFIX
IEifgk. BTUTaRS :

$ oc policy add-role-to-user system:image-puller system:serviceaccount:cnf-features-
testing:default --namespace=cnftests

$ oc policy add-role-to-user system:image-puller system:serviceaccount:performance-addon-
operators-testing:default --namespace=cnftests

5. i1TLAT 44, 3, docker secret Z#H0 auth &% :

I $ SECRET=$(oc -n cnftests get secret | grep builder-docker | awk {'print $1'}

$ TOKEN=$(oc -n cnftests get secret $SECRET -o jsonpath="{.data[\.dockercfg']}" | base64
--decode | jq ".["image-registry.openshift-image-registry.svc:5000"].auth’)

6. fI# dockerauth.json {4, 40 :

I $ echo "{\"auths\": { \"$REGISTRY\": { \"auth\": $TOKEN } }}" > dockerauth.json
7. XTERIEAT mirror :

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
registry.redhat.io/openshift4/cnf-tests-rhel8:4.15 \

/usr/bin/mirror -registry SREGISTRY/cnftests | oc image mirror --insecure=true \
-a=$(pwd)/dockerauth.json -f -

-e LATENCY_TEST_RUNTIME=<time_in_seconds> \
-e IMAGE_REGISTRY=image-registry.openshift-image-registry.svc:5000/cnftests cnf-tests-

iz
$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
local:latest /usr/bin/test-run.sh --ginkgo.v --ginkgo.timeout="24h"
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XA BB B R T BAR (mirror)
18R] DA B SR EE SR MU AR RO BRIV L ShE B 4Rk

Pt =
1. mirror @39 BOIAZ X ESFHRARIFT1T mirror, XA LLEIY MGG ET B UL TR ERE
==

o -

"registry":
Image" "

public.registry.io:5000",
imageforcnftests:4.15"

}
]

2. ST HEL % mirror 84, {’JJHDHEEZIKiﬂH%ﬁjJ lmages json, FEALT@aS, AHEEERER
EIA 2R /kubeconfig A, FETE LS mirror 345,

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 /usr/bin/mirror \

--registry "my.local.registry:5000/" --images "/kubeconfig/images.json" \

| ocimage mirror -f -

8. %] enf-tests BasHIE i 1T ERPEHERR
ERITEIRMN, EEEATM enf-tests a5,

FERFH
e B% % OpenShift CLI(0c).

o MBLILEH cluster-admin IR B1D &5,

o ZITLUT M4, FIEATLIM cnf-tests Baa i &R :

$ podman run -v $(pwd)/:/kubeconfig:Z -e KUBECONFIG=/kubeconfig/kubeconfig \
registry.redhat.io/openshift4/cnf-tests-rhel8:v4.15 \
oc get nodes

MRXDRETTEER T, NAESHIISE DNS. MTU K/NkB ASE DT A48 K BIE %,
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513 = [/ WORKER IE Rl ESRIRE e i RINMERMER IR E M

MRKHEEANFERRIENIT TEEANE, MITTURHEERERINEE, UBRSELHNERLHN
REN, SHEEARFRERRN 1S, USEICRE—NXHEH, BHEH T Supervisory FH2EEUK
SHEBRERNZITRRNENSE, NER—PSEITULUAE, IXHFNANRMERFE,

Kubelet 2124t 15 £ BHZ TIORBIEE S, Kubelet 5 OpenShift Container Platform &8 BIRRA T/
RXBIRSIE, Kubernetes Controller Manager (kube controller) 2ti\ & 10 #HZEURSE, 1R kube
PRI T AT MR SE, eRERBNNHEERSLT R R. RIAITHE

1. control plane BT s34 17 BRI E#TH Unhealthy, F#X77 R Ready ISR
4 'Unknown's

2. Ak, FERFREIER pod FEENIZT R,

3. Node Lifecycle Controller 711 7 —/ node.kubernetes.io/unreachable i55, %7 =&
NoExecute 3R, BRINERADMHEHET = LBEM pod FHITIKER,

INREHMAR S BIER A, CEREMLGDGHET RN, T HRTEERIEKNE, EELEER
T, Kubernetes Controller Manager Al B8 h LS HEIR T MR ER Y 17 ¥R E#7. Kubelet &M R
IXBR pod, BRfETY b FRRKS,

FR R, A LAER worker ZRAIES T kubelet #1 Kubernetes Controller Manager 7ZEH4T
BFAISHRESEHIR, NRELFIEEA worker 17 SRIAIEIEMLSIEIR, worker T si& B A F&IE
K, XNHAREEFEEATLIEE T,

XL worker IEIRFEESR B ETE XHW=HEH, eiFAZIFIRLNE, IEHSKEFI8MmeIER
PATE WA, AP AEEFIITERUERREE,

BRI AR EEHNEE worker TIRELESR, HELINERFMLHBIERIBINAT,

13.1. T2 WORKER IEIREe B &

worker IREEBEHTHENTEN, SIEL T FMAFLHSEEN, LILHXLEREDSEHZE node-
status-update-frequency. node-monitor-grace-period. default-not-ready-toleration-seconds #I
default-unreachable-toleration-seconds, iX£E5$ AT 11 15 {51 FE X L {5 Sk 120t S BN B3R 7] K A e 37
mERFohifhEREHE.

- .
AXFFHREXLESY, SRRETERSIIRFNEE .

G worker IEIRECBEEBLLTSE :

node-status-update-frequency
1B 7E kubelet 71 IR L E API BRS52RHIITEK,
node-monitor-grace-period

187 Kubernetes Controller Manager fE 11 S NMER RIS FFEHAINTE (AR NEBAD) , FIF
node.kubernetes.io/not-ready =X node.kubernetes.io/unreachable 5 s RN E 7 s,

default-not-ready-toleration-seconds

EEEMICT SAEEES, Kube API Server Operator £ MiZ 17 sUKBR pod BIZEEFAOAT A (LAFD 8
i)

default-unreachable-toleration-seconds
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EEET RTEVIAE, Kube APl Server Operator FEMIZ T 52 9XB& pod BIZEERURTE] (LR H#
i)

LAF Operator Wi worker 3EIRBC & 5 #Y 5 e FH A8 N e 1

® Machine Config Operator (MCO) B #T worker i &2 _£#J node-status-update-frequency &

® Kubernetes Controller Manager B #T control plane 77 s _£#J node-monitor-grace-period =

e

® Kubernetes API Server Operator B#T control plane 7 52 L #J default-not-ready-toleration-
seconds # default-unreachable-toleration-seconds %%,

BARNBEBERSHIBE R THLUESE I/, (B OpenShift Container Platform 2 N4 BEILLBE S
R R R RN D EM worker IEIREEEBSR., LATERD A T =1 worker ZEIRFERES -

BA worker ZEIRECBE

& Default EBE%MN, & Kubelet & 10 ¥ E#H H KT (node-status-update-frequency), Kube
Controller Manager & 5 #1:% Kubelet B4R (node-monitor-grace-period),

1E10N Kubelet ~EREHI, Kubernetes Controller Manager %% 40 #LUKENR B Kubelet IR
B, WMRERAET BT Kubernetes Controller Manager BIFE IR, ©RFEH
node.kubernetes.io/not-ready 5 node.kubernetes.io/unreachable 5 = iRi0 7 s, FIRBRIZ T &
L8 pod,

INFRIZT RLEM pod EF NoExecute {55, Il pod 21R#E tolerationSeconds i217. R pod &H
158, ©E 300 W #IKER(default-not-ready-toleration-seconds #1 Kube API ServerfJ
default-unreachable-toleration-seconds % &),

profile HEr SR
Default (BRiL) kubelet node-status-update- 10s
frequency
kubelet node-monitor-grace-period 40s
Controller
Manager
Kubernetes default-not-ready- 300s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 300s
API Server toleration-seconds
Operator
h# worker EERECESE

INRMLSIER @ EME, I{EA MediumUpdateAverageReaction EZE 4.
MediumUpdateAverageReaction B2 B 4> T kubelet BHHIEH 20 #, FHIF Kubernetes
Controller Manager S #F X L BETRINF AN 2 %0, %77 B LM pod IXRRAEIAEH DB 60 7,
IR pod £5 tolerationSeconds %, NIIKRFFZSHIEERRA,
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Kubernetes Controller Manager R5E#F 2 ¥t A, FRINVAHT KRAER. H—2ME, Wil
KEB,

profile Hr B¥ {&
MediumUpdateAverageReaction  kubelet node-status-update- 20s
frequency
kubelet node-monitor-grace-period 2m
Controller
Manager
Kubernetes default-not-ready- 60s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 60s
API Server toleration-seconds
Operator
& worker ZERECESE

INRMLLIEIRIEE S, 1H#E A LowUpdateSlowReaction Bl B4,

LowUpdateSlowReaction B2 & & kubelet BRI N 108, FIF Kubernetes Controller
Manager 15X LB FTRINT (B BB 5 28, % R LEM pod KRB E 60 #. AR pod B
£ tolerationSeconds S, NINREFRIZSEIEERREE,

Kubernetes Controller Manager TEIA N T R NMRREISFRF S5 98, H—2ME, WRiIERE.

profile HEr BH {&
LowUpdateSlowReaction kubelet node-status-update- m
frequency
kubelet node-monitor-grace-period 5m
Controller
Manager
Kubernetes default-not-ready- 60s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 60s
API Server toleration-seconds
Operator

13.2. TEE B0 2R SCH WORKER ERECE S
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BE

TBRERERFNRE, HEXTEMEAMS openshift-install create manifests 422k
INT B H, UREMBH YAML X4, TE70 workerLatencyProfile BiI, 14304451 4
WFE. RENTEETREEETANER, BXRHEFR, HSHIEPHRELTS.

workerLatencyProfile % /RLL T RIS H A -
| FREEERLRENXHRAT, QBB REMEISE,
2. fIE YAML XHLLE X config.node, %3144 F manifests Bk,

3. BRIEFEHHE L workerLatencyProfile I, fE&REAIEIIEEFEMEELSE :
Default MediumUpdateAverageReaction =k LowUpdateSlowReaction,

o LIFTR—NMEHAUETA, TERBEHREXMHHH spec.workerLatencyProfile Default {5 :

I $ openshift-install create manifests --dir=<cluster-install-dir>

o JRHIEHRFRME, EARGIF, FHIER vi ZRHAMT "Default" workerLatencyProfile {EHI7R
Bl ST

I $ vi <cluster-install-dir>/manifests/config-node-default-profile.yaml
it Bl

apiVersion: config.openshift.io/v1
kind: Node

metadata:

name: cluster

spec:

workerLatencyProfile: "Default"

13.3. [ FAFIE X WORKER Rl B &

ZEQ worker IEIREEEELANIBMLRIEIR, 1% node.config W RLURINECE L AT, HIEREM
A, RE AR BB E AR,

IR — IR TN —A~ worker IEIRECE SR, a0, EFEEEREM Default BEBEEFE
LowUpdateSlowReaction worker JEIRECESR, R ESCM Default worker IEIRERE SR E

MediumUpdateAverageReaction B2 &%, AEHE#Z] LowUpdateSlowReaction, [, 4R[OIZ|
Default BB B &N, MUMEEMERBEREREIPEES, AEHE Default,

A=
AN A A LATE R % OpenShift Container Platform SEE#ETEZ & worker IEIREEBEE.

b =
FHERARY worker SEIRBCESR NN -
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1. # worke worker IERBRELE :

a. Jm’H node.config X4 :
I $ oc edit nodes.config/cluster

b. %10 spec.workerLatencyProfile: MediumUpdateAverageReaction :

node.config X R~Hl

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/iom-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
workerLatencyProfile: MediumUpdateAverageReaction ﬂ

#...

ﬂ e &+ worker IERFHE,

MEEWEN A, 81 worker TR ERHE S SWHEEA,
2. A BN worker EEIREREE -

a. Jm’H node.config X4 :

I $ oc edit nodes.config/cluster

b. f% spec.workerLatencyProfile {5/ LowUpdateSlowReaction :

node.config X R~fl

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/ibm-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
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release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1

kind: ClusterVersion

name: version

uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b

spec:

workerLatencyProfile: LowUpdateSlowReaction ﬂ

#...

ﬂ 8 EFE K worker IR FKEE,

BEE RN, B worker TR LRI SRR,

o LFTET REROE Ready SN, MAILMEALI TN EE Kubernetes Controller Manager
LIERMNAE -

I $ oc get KubeControllerManager -o yaml | grep -i workerlatency -A 5 -B 5
i =Bl

#...
- lastTransitionTime: "2022-07-11T19:47:10Z"
reason: ProfileUpdated
status: "False"
type: WorkerLatencyProfileProgressing
- lastTransitionTime: "2022-07-11T19:47:10Z" ﬂ
message: all static pod revision(s) have updated latency profile
reason: ProfileUpdated
status: "True"
type: WorkerLatencyProfileComplete
- lastTransitionTime: "2022-07-11T19:20:11Z"
reason: AsExpected
status: "False"
type: WorkerLatencyProfileDegraded
- lastTransitionTime: "2022-07-11T19:20:36Z"
status: "False"
#...

Q EERERRKNAFHE.

ENPEREESNEIN, RIS S, % node.config XI5, FHIF spec.workerLatencyProfile
SHRBNEHNIE,
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13.4. 57~ WORKERLATENCYPROFILE 4B S B RF)
& A LUE A LU 6545 (27~ workerLatencyProfile FHI{E,

1. 2% Kube API Server #J default-not-ready-toleration-seconds #{1 default-unreachable-
toleration-seconds FE& i :

I $ oc get KubeAPIServer -o yaml | grep -A 1 default-
it Bl

default-not-ready-toleration-seconds:

- "300"
default-unreachable-toleration-seconds:
- "300"

2. M Kube Controller Manager 1% node-monitor-grace-period = EXHI(H :

I $ oc get KubeControllerManager -o yaml | grep -A 1 node-monitor

it Bl

node-monitor-grace-period:
-40s

3. Ke& Kubelet A1#J nodeStatusUpdateFrequency fE, fH% /host BB A debug shell FEYER
Bk, fSRB XN /host, ERILLUZITENATHATERR PSS ZFHHISXH -

$ oc debug node/<worker-node-name>
$ chroot /host
# cat /etc/kubernetes/kubelet.conf|grep nodeStatusUpdateFrequency

it Bl
I “nodeStatusUpdateFrequency”: “10s”

X L MG UIE Worker Latency Profile BUITHfE 8% 4,
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B14EITEMNEPK

EFRRZRIMED, EaTLUEA TR 7 29 X KRB OpenShift Container Platform R, SBHEETF
T EFNEAIZRM pod, LMETEREH—H CPU L1217,

SREEFRENR/IMRE CPUBER 4 1 CPU Hyper-Threads (HT), RAIFEAEHSX, EALUEMHE
—HEREIE pod M1—HHA BRI Operator, LB EREEHEETENEHIXAF, XL pod BEEK
INNERNERE CPUBCEFIZ1T,. BT R/INEREIE pod 24, BIAHIEM Operator st T4E 1 #IFE
EIFEIAE CPU RINE TR D X,

TEfED XERIRAE Kubernetes TAE IR - TN #H ST E TENERE.
THEMEIPRFBEUTER :
1. 7% install-config.yaml XX/, RIIFIABIFER : cpuPartitioningMode,

apiVersion: vi
baseDomain: devcluster.openshift.com
cpuPartitioningMode: AllNodes ﬂ
compute:
- architecture: amd64
hyperthreading: Enabled
name: worker
platform: {}
replicas: 3
controlPlane:
architecture: amde4
hyperthreading: Enabled
name: master
platform: {}
replicas: 3

@ E=ENh CPUSRRESE. BILES None,

% E,E
THENESRRABESHZEIRPER. BFEERERERIFENEHD X,

2. 1ErERCESE S, IE7E isolated 1 reserved CPU,

HEFNMRERERRKE

apiVersion: performance.openshift.io/v2
kind: PerformanceProfile
metadata:
# if you change this name make sure the 'include’ line in TunedPerformancePatch.yaml
# matches this name: include=openshift-node-performance-
${PerformanceProfile.metadata.name}
# Also in file 'validatorCRs/informDuValidator.yaml':
# name: 50-performance-${PerformanceProfile.metadata.name}
name: openshift-node-performance-profile
annotations:
ran.openshift.io/reference-configuration: "ran-du.redhat.com"
spec:
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additionalKernelArgs:
- "rcupdate.rcu_normal_after_boot=0"
- "efi=runtime"
- "vfio_pci.enable_sriov=1"
- "vfio_pci.disable_idle_d3=1"
- "module_blacklist=irdma"
cpu:
isolated: $isolated
reserved: $reserved
hugepages:
defaultHugepagesSize: $defaultHugepagesSize
pages:
- size: $size
count: $count
node: $node
machineConfigPoolSelector:
pools.operator.machineconfiguration.openshift.io/$mcp: ™"
nodeSelector:
node-role.kubernetes.io/$mcp: "
numa:
topologyPolicy: "restricted"
# To use the standard (non-realtime) kernel, set enabled to false
realTimeKernel:
enabled: true
workloadHints:
# WorkloadHints defines the set of upper level flags for different type of workloads.
# See https.//github.com/openshift/cluster-node-tuning-
operator/blob/master/docs/performanceprofile/performance_profile.md#workloadhints
# for detailed descriptions of each item.
# The configuration below is set for a low latency, performance mode.
realTime: true
highPowerConsumption: false
perPodPowerManagement: false

5 14.1. B177 52 OpenShift 588 PerformanceProfile CR 15

PerformanceProfile CR PEx Hih
metadata.name IR RFRESE X GitOps ZTP BE LHIR(CR)H
REM LT FERITE :

e TunedPerformancePatch.yaml 89
include=openshift-node-
performance-
${PerformanceProfile.metadata.name

}

e validatorCRs/informDuValidator.yaml
i) name: 50-performance-
${PerformanceProfile.metadata.name

}

spec.additionalKernelArgs "efizruntime" &R ENEE UEFI R£5]

EL
~Jo
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PerformanceProfile CR =PE%

spec.cpu.isolated

spec.cpu.reserved

spec.hugepages.pages

spec.realTimeKernel

spec.workloadHints

F14EITFEMFSKX

30

WERBM CPU, H{RATA Hyper-Threading Xf
#RITHD,

BF

REBRER CPU B SES,
FHEWI—EEEmmaE T AR
#%. REESBREPRE LH
CPU A#%,

HEREBN CPU, ERIENERSRE, RE5HHE
2. ARERNRS B ERERE R TIXLE CPU,
AT EMREER CPU #MNRE,

[ ]
S

BETHE®E)

o HBETTANAKMN),

e ffnodeXEHN NUMA TR, B&
hugepages 2 ECHILIE (node)

1% enabled i%i& true LA{E A SR 4%,

£/ workloadHints N ARZEEM T IEHEHE
NTRreES. ~AIERE NMEE RS EEEE
BERE,

TER#ED X NES pod 313 79 B management.workload.openshift.io/cores FTRIEEL, kubelet 2
HR B4 NN FIRAE pod BBTIRF] CPU K. BRAIEAEHSK
&, management.workload.openshift.io/cores %R VT HERFARIEEHH cpushares B EEH S

Bt pod, MARZEFIAM cpuset,

Hith 5w

o BXHT R OpenShift EEFMHETENEH N XEE, 1ESH Workload partitionings
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515 Z {85/ NODE OBSERVABILITY OPERATOR
Node Observability Operator Mt & 17 RBIARMEEFHZ(E CRI-O 1 Kubelet 2 #rs1EH7.
&M Node Observability Operator, &I LAEAMREDHTEE, MMM CRI-O # Kubelet HBIMEREH

%, SRS MEREE XN, FHERBE LFIRE LHH run FEANRBIBHIITRERHIA, Bi5
F3 CRI-O #0 Kubelet 2 #TskiIA, EALIEBE L HIRE L HEE type FE.

BF

Node Observability Operator,\E MRARTIEINEE, AT INBEAR SZ L8 AR S5
Tl (SLA) %5, BIIRETREHATE, BN HEEREIMEFRERAENL X%ﬁ
RN ThE _Jl«/{ﬁﬁﬁ)t’%eiﬁﬁ%ﬁﬁ’]lﬂﬁb, HENKEF LM BRRERGEL

BRIAERAT G FEEMESER, WSARATIT < F e,

15.1. NODE OBSERVABILITY OPERATOR BY T
LT T T a0fa{E B Node Observability Operator 755 2038
1. 7£ OpenShift Container Platform &2 %% Node Observability Operator,
2. B NodeObservability B X HR, EEEREH worker %7 5 £ CRI-O 94

3BTRS EIN, LIERDITHE.

15.2. %% NODE OBSERVABILITY OPERATOR

FINBERT, OpenShift Container Platform AR 2% % Node Observability Operator, &R LA{FE
OpenShift Container Platform CLI % Web #l & %% Node Observability Operator,

15.2.1. ff [ CLI %% Node Observability Operator

& e LUER OpenShift CLI(oc)%%& Node Observability Operator,

SERFEH
o B &% OpenShift CLI (oc) »
o EALUFEH cluster-admin 1R 1A &8,
ik
1. 21T LT 4L Node Observability Operator B F :

I $ oc get packagemanifests -n openshift-marketplace node-observability-operator

it =Bl
NAME CATALOG AGE
node-observability-operator Red Hat Operators  9h

2. BT T a5 42 node-observability-operator 4 Z2[H] :
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% 15 3 {1 NODE OBSERVABILITY OPERATOR

I $ oc new-project node-observability-operator

3. /& OperatorGroup %% YAML X4 :

cat <<EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: node-observability-operator
namespace: node-observability-operator
spec:
targetNamespaces: []
EOF

4. AIEE— Subscription X & YAML 3, LUEN Operator 1T [#— N p R ZE[H :

cat <<EOF | oc apply -f -
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: node-observability-operator
namespace: node-observability-operator
spec:
channel: alpha
name: node-observability-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

L BTUTRSRERELREITIER

$ oc -n node-observability-operator get sub node-observability-operator -o yaml | yq
'.status.installplan.name’

=1
I install-dt54w
2. BT TSRt RE TR
I $ oc -n node-observability-operator get ip <install_plan_name> -o yaml | yq '.status.phase’

<install_plan_name> 2/&M £ — @S85 H PRI RE TR B R,
i =Bl

I COMPLETE

3. $%1E Node Observability Operator @ B IEFEIZ1T
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I $ oc get deploy -n node-observability-operator

it Bl
NAME READY UP-TO-DATE AVAILABLE AGE
node-observability-operator-controller-manager 1/1 1 1 40h

15.2.2. [ Web 1%l & Z % Node Observability Operator

&8] M OpenShift Container Platform Web 128 % 4% Node Observability Operator.

FeREH
o RATLUFA cluster-admin TR R &R,

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. &[HE| OpenShift Container Platform Web 2% &,
2. EEEANSMERS, EF Operators - OperatorHub,

3. £ All items FE&H, #iA Node Observability Operator 3i%% Node Observability Operator
Bl

4. = Install,

5. 7f Install Operator TIE A, BLELLTKE :

a. 7t Update 5iiEX H, = alpha,

b. 7E Installation £283X XA, =X A specific namespace on the cluster,

c. T Installed Namespace 5k, MFIFKAFILESFE node-observability-operator,
d. 1 Update approval X7, %# Automatic,
e. = Install,

1. £ Administrator S fiiE#R+, BRI Operators — Installed Operators,

2. 351 Node Observability Operator & %I1E Operators &R,

15.3. fFf NODE OBSERVABILITY OPERATOR i#3k CRI-O #1 KUBELET
DITEIRE

]2 Node Observability B E X FIRRIE CRI-O # Kubelet 2 4T##E

15.3.1. /3 Node Observability B & X %R
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TEZ1TERE D AT AT, 13214\@@5_#3:?"} NodeObservability B & X ¥R (CR), 21T
NodeObservablllty CREf, Ea0/EmMENNSEEMYSEE! CR, LIEES nodeSelector FEEZHY
worker T s _EfE A CRI-O ﬁj‘*ﬁ

BF

N worker 1 RE&BFEFA CRI-O 247, NI NodeObservabiIityMachineConfig
%iR. 5 NodeObservability CR F115E R nodeSelector ILEZH) worker 17 s, iXAIHESS
£ 10 2 Bh ek B K A SR FE A

% .
o 4 kubelet 2T #EINE Ao

T BB CRI-O unix EEFHEHENRIE pod £, RFRES CRI-O BEFIZ1T pprof iFK, B
¥, Kkubelet-serving-ca iE PHEMIEHEIRIE pod £, RFERENT =M kubelet I R 2 [HiH1TRE®E

5o

SeRFZH
o %% Node Observability Operator,
e B% %k OpenShift CLI (oc) &

o IRETLUFEA cluster-admin F{ R/ 7] & &%,

Pt

1. 21T LT84 & K ZE OpenShift Container Platform CLI :

I $ oc login -u kubeadmin https://<HOSTNAME>:6443

2. a7 a4 tI#[E] node-observability-operator 4 Z2[H] :

I $ oc project node-observability-operator

3. fll#4% 5 nodeobservability.yaml £ CR X4, HAGEUTXA :

apiVersion: nodeobservability.olm.openshift.io/vialpha2
kind: NodeObservability
metadata:
name: clusterﬂ
spec:
nodeSelector:
kubernetes.io/hostname: <node_hostname> 9
type: crio-kubelet

ﬂ WS BFMEE S cluster, R NENEREN1ZRE—1 NodeObservability CR.,

EEWIIEE _EERZE Node Observability fAERBY T 5,

4. iz17 NodeObservability CR :
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I oc apply -f nodeobservability.yaml

=1

I nodeobservability.olm.openshift.io/cluster created
21T T %4, & NodeObservability CR BIIR :

ey
I $ oc get nob/cluster -o yaml | yq '.status.conditions'

conditions:

conditions:

- lastTransitionTime: "2022-07-05T07:33:54Z"
message: 'DaemonSet node-observability-ds ready: true NodeObservabilityMachineConfig

ready: true'

reason: Ready
status: "True"
type: Ready

L RFA» Ready BN True 5/, NodeObservability CR j21TE.58MK.

15.3.2. iIZ1THERED T & IH)
B2 {TMRE DA, EXEIE—1 NodeObservabilityRun ¥R, 22— 1EIERE, BTE
30 #PAFKEX CRI-O # Kubelet 247 #iiE., O EHTRE, ELITRRASXHERYE run/node-

observability B xRBIMHRED T EIE, BE4E G EHET emptyDir B ERINIE pod, HILEATLIE
K2 pod &b F running RS A MEBE 2 AT ELIE

!II o
0BT LAFEAR T ] 25 7ok — M RE A 25,

FeRFH
e 2.%%& Node Observability Operator,
o KBEAIET NodeObservability B E X #E(CR).

o RATLU#EA cluster-admin R A &EEE,

it

1. fl# %5 nodeobservabilityrun.yaml #J NodeObservabilityRun %R, EPEESUTX
K

apiVersion: nodeobservability.olm.openshift.io/vialpha2
kind: NodeObservabilityRun
metadata:

name: nodeobservabilityrun
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spec:
nodeObservabilityRef:
name: cluster

2. i217 NodeObservabilityRun %R Sefih 4 (4 AE DA 221 -

I $ oc apply -f nodeobservabilityrun.yami
3. IZ1TLLTF M4, 7 NodeObservabilityRun HIR :

I $ oc get nodeobservabilityrun nodeobservabilityrun -o yaml | yq '.status.conditions'

it Bl

conditions:
- lastTransitionTime: "2022-07-07T14:57:342Z"
message: Ready to start profiling
reason: Ready
status: "True"
type: Ready
- lastTransitionTime: "2022-07-07T14:58:10Z"
message: Profiling query done
reason: Finished
status: "True"
type: Finished

DREBEIREZ N True F5EM, HKEH Finished,
4. BITIZITLLT bash BiA, MZE23H /run/node-observability (&2 i RECE R BUIE

for ain $(oc get nodeobservabilityrun nodeobservabilityrun -o yaml | yq
.status.agents[].name); do
echo "agent ${a}"
mkdir -p "/tmp/${a}"
for p in $(oc exec "${a}" -c node-observability-agent -- bash -c "Is /run/node-
observability/*.pprof"); do
f="$(basename ${p})"
echo "copying ${f} to /tmp/${a}/${f}"
oc exec "${a}" -c node-observability-agent -- cat "${p}" > "/tmp/${a}/${f}"
done
done

15.4. NODE OBSERVABILITY OPERATOR MR

B S0 VR R 24 B89 Node Observability Operator #1 Node Observability Iz 1T TiSEER B bash B
$C

XA LR CPU %, RTFE D worker T RUIFIRIE KRR, EINLIRE sar &M B E LIERETE
o

15.4.1. A% Node Observability B E X %R

295



OpenShift Container Platform 4.15 ol g5t fEaE

Ei:ﬁﬂiﬂiiﬁﬁ, &7 032 3217 NodeObservability B E X 5IR (CR). 21T NodeObservability CR
i, ©&1E5 nodeSelector TR% LAY & T | E AR 5 ARE,

FRFM

o BZ&% Node Observability Operator,
e B% %k OpenShift CLI(0c).

o RATLUFA cluster-admin R4 R &R,

1. IBITLLTF 4 &R E OpenShift Container Platform 5% :
I $ oc login -u kubeadmin https://<host_name>:6443

2. BT T a5 tI# 2l node-observability-operator 54 Z2[H] :

I $ oc project node-observability-operator

3. fl/E#4% 5 nodeobservability.yaml #9324, EFSEUTHREA :
apiVersion: nodeobservability.olm.openshift.io/vialpha2
kind: NodeObservability
metadata:

name: clusterﬂ
spec:
nodeSelector:
kubernetes.io/hostname: <node_hostname> 9

type: scripting G
Q B AS RFMEE S cluster, R NBNEREN1ZRE—1 NodeObservability CR.
e EENIIEE _EERZE Node Observability fAERBY T 5,

© ZLHMABKBERE, BLIUIRELEYN scripting,

. B1TLL T 44302 NodeObservability CR :

I $ oc apply -f nodeobservability.yaml

=1

I nodeobservability.olm.openshift.io/cluster created
5. 2L T4, K7 NodeObservability CR FIRZ :

I $ oc get nob/cluster -o yaml | yq '.status.conditions'

i th < Bl
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conditions:

conditions:

- lastTransitionTime: "2022-07-05T07:33:54Z"
message: 'DaemonSet node-observability-ds ready: true NodeObservabilityScripting

ready: true'

reason: Ready
status: "True"
type: Ready

% reason /J Ready, status 7y "True" [if{{Z NodeObservability CR jZ1T5E/X.
15.4.2. E2i& Node Observability Operator fii4x

FERFH
o BEZ&% Node Observability Operator,
o {RE{IET NodeObservability B E X FIR(CR).

o RATLUFEA cluster-admin R M &EEE,

1. Gl#8—1%% nodeobservabilityrun-script.yaml #9321, EFSEUTHREA :

apiVersion: nodeobservability.olm.openshift.io/vialpha2
kind: NodeObservabilityRun
metadata:
name: nodeobservabilityrun-script
namespace: node-observability-operator
spec:
nodeObservabilityRef:
name: cluster
type: scripting

BE
AR BETERLUTRIA -

® metrics.sh

e network-metrics.sh ({8 monitor.sh)
2. FERALLT %12 NodeObservabilityRun 7R fih 4 A :
I $ oc apply -f nodeobservabilityrun-script.yaml
3. 21T T4, & %& NodeObservabilityRun BIABIIR T :
I $ oc get nodeobservabilityrun nodeobservabilityrun-script -o yaml | yq '.status.conditions'

it Bl
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Status:
Agents:
Ip: 10.128.2.252
Name: node-observability-agent-n2fpm
Port: 8443
Ip: 10.131.0.186
Name: node-observability-agent-wcc8p

Port: 8443
Conditions:
Conditions:
Last Transition Time: 2023-12-19T15:10:51Z
Message: Ready to start profiling
Reason: Ready
Status: True
Type: Ready
Last Transition Time: 2023-12-19T15:11:01Z
Message: Profiling query done
Reason: Finished
Status: True
Type: Finished
Finished Timestamp: 2023-12-19T15:11:01Z
Start Timestamp: 2023-12-19T15:10:51Z

¥ Status & True, Type y Finished X REI AT,

4. iz1TLLF bash IR, MZB23H root BREKZRIAEIE :

for ain $(oc get nodeobservabilityruns.nodeobservability.olm.openshift.io/${RUN} -o json | jq
.status.agents[].name); do
echo "agent ${a}"
agent=$(echo ${a} | tr -d "\"\'\'")
base_dir=$(oc exec "${agent}" -c node-observability-agent -- bash -c¢ "Is -t | grep node-
observability-agent” | head -1)
echo "${base_dir}"
mkdir -p "/tmp/${agent}"
for pin $(oc exec "${agent}" -c node-observability-agent -- bash -¢ "Is ${base_dir}"); do
f="/${base_dir}/${p}"
echo "copying ${f} to /tmp/${agent}/${p}"
oc exec "${agent}" -c node-observability-agent -- cat ${f} > "/tmp/${agent}/${p}"
done

ié/
#!/bin/bash
RUN=$(oc get nodeobservabilityrun --no-headers | awk '{print $1}')
done

15.5. EM TR
BRINAUKE worker BRI EZER, 1HESHLEBRIREXE,
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