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2 13 SERVICE MESH 2.X

1.1. <F OPENSHIFT SERVICE MESH

7 Red Hat OpenShift Service Mesh B4 1717 &5 OpenShift Container Platform
@, H RedHat OpenShift Service Mesh Operator TFEE % MR AH
ServiceMeshControlPlane, FTLL Service Mesh 3% 7™ GBI MR AZES 5L IR A0 TR,
LRIXIEEERA T Service Mesh BIRFTIRA, FRIEEREF SR EDRERIRMBIEE T %
E F MR A BIBR I,

INFE A * Red Hat OpenShift Service Mesh £ AT HMEEMELER, 1HSHE
" BE e REEEEE,

1.1.1. Red Hat OpenShift Service Mesh &1t

Red Hat OpenShift Service Mesh @53 7 b/ FATE | B2 55 h #2851 SRR TR 5 A sh 9 B Fhm i, ©
ENAESAANALRN—NERE, MEFRNMNAREHITERER.

ARG ZRF SV N B TE o B ESH LRSS, MmELY BA4E, B2, MEMIRS N EEKE
WA RIS RN & e BT IR K, IBAEMBIEZEBREME, Service Mesh B LLBIT IR EILIRSS FIHHE
SR RIX LKA, FHAMENR. EEBSHOETIERBEMRS.

Service Mesh &2 FFHR Istio WIH, NOIEREBMIRSIRELIN. AEHHE%E. RESTIRSFMEIUE. HE
RE. IR RIEIIRS MR E T FENAE, REMBIMIREFS MR IEIIRE, HbaFEA/BI

. canary ZIThRA. 1512 R Im R ImE ik,

11.2. %0 IhEE

Red Hat OpenShift Service Mesh 7EAR %5 F4% (A3 7 SCI R ETIBERIZE— A R -

o SRETHE - ZHIRSFKREN AP R, REFAANTSEYE, HEMBERGTEFHNERFRE

o RFEIFAMBEM - EMEPRHFTIIEF MRS, HRERTRSRENGES, UETLLE
W EEETRBIMAEIT L.

o REESEMI - X ARSS IR BN AN RIS, TARCEDT RS, FHERFE2ERIR, @it icE
PRSI AT LUK SRBEEIT R EY, AR RIEWN ARFKH,

o EW - TRARSS IF BRI T LR AR SS A O FRLL IR, AT AT LR s® 4 Bl 8L,
1.2. SERVICE MESH % 173¥1iC

121 EFEEEES
TIERAFEHRBATHINRID, STREF] Web BHREERIGMIES, RITMIEMNRIEFFE : master,

slave. REAMARE, ATRIATF+ORE, XEFFAERMHNNDZTREDZES LK. B
RKELIEE, ESHIENNERRARE Chris Wright I2EBH R

1.2.2. TTheE R INAE IR


https://access.redhat.com/support/policy/updates/openshift#ossm
https://istio.io/
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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BERRAXT AR A E AT T ek,

1.2.2.1. Red Hat OpenShift Service Mesh hi# 2.5.2 Bihag

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE 5L LIRAMH (CVE), SIEREFIEIRE
1E, F#3 OpenShift Container Platform 4.12 158 & R A I 1.

Red Hat OpenShift Service Mesh Operator BIE#ThR A7 5 ffr B X 589 Service Mesh iR A—i&EE .
Service Mesh BIfRA{& /8 ServiceMeshControlPlane 15 .

1.2.2.1.1. Red Hat OpenShift Service Mesh 2.5.2 B94H £ iR A<

il hiA

Istio 118.5
Envoy Proxy 1.26.8
Kiali 1.73.8

1.2.2.2. Red Hat OpenShift Service Mesh i# 2.5.1 i Thag

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE 5L LIRANE (CVE), SIEREFIEIRE
1E, #3 OpenShift Container Platform 4.12 18 & R A I #.

1.2.2.2.1. Red Hat OpenShift Service Mesh 2.5.1 B94H £+ iR A<

A hR =

Istio 118.5
Envoy Proxy 1.26.8
Kiali 1.73.7

1.2.2.3. Red Hat OpenShift Service Mesh hix# 2.5 BIETZhAE

Ltk Red Hat OpenShift Service Mesh Z{ThRANRINT $TEUTNEE, R T CVE IENRLIRAEF
(CVE), SERERFHIMEE, F#5 OpenShift Container Platform 4.12 R BEH IR AHIZ .

b4 {TAR A 45 3R T % OpenShift Service Mesh ki A 2.2 B4 #F, fNREEA OpenShift Service Mesh
hRA 2.2, RRAZFHHEN T 2 RFRIRR AR,

1.2.2.3.1. Red Hat OpenShift Service Mesh 2.5 FZH {4 iR &

il hiA

Istio 118.5
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A hR =
Envoy Proxy 1.26.8
Kiali 1.73.4

1.2.2.3.2. Istio 118 X

Service Mesh 2.5 &F Istio 118, B©BIA T HIIEEF ™ M. HEFR Red Hat OpenShift Service Mesh X
FFF% Istio 118 ZhaE, EIFERIATAIS

o X #F ambient mesh

o I Hf Istio M QuickAssist Technology (QAT) PrivateKeyProvider

1.2.2.3.3. KECEHMMIB TR
WARATHRARIN T MSHEF S IHIEIFEHERENXE, MEELSER, HSHUTXHE -
o "XTEBEEETHIMIE"
o "MERSEHBIMR PR & ZE (A"
o B MWLy 28 (AR R AT BB MAR RN sidecar FEA"
o '"NAEEREHBIMBHRIIED pod”

1.2.2.3.4. £F ARM BB M) Red Hat OpenShift Service Mesh Operator

& THRATEE T ARM B9EEEE EIRME T Red Hat OpenShift Service Mesh Operator, #ENIER X fETH
e,

1.2.2.3.5. 5 Red Hat OpenShift distributed tracing Platform (Tempo) Stack &5k

LEZATRRABIA T AHBERY RAN BB RARRK. A LUBT 18 E TR zipkin 4 EMINE
spec.meshConfig.extensionProviders #1&, {HBEREIELFF 45 Red Hat OpenShift distributed

tracing E& (Tempo) ¥, ARG, ZEE LR Istio RIBESE 7 IKEE trace FIFH L EE] Tempo
2R 550 R o

_ IBM Z A3z #f Red Hat OpenShift distributed tracing Platform (Tempo) Stack,

1.2.2.3.6. OpenShift Service Mesh 122§l & i&#4
% 1THRABI AT OpenShift Service Mesh #2244 (OSSMC) $E4HE AR A

OSSMC #&E# =2 OpenShift #HIEHY B, B HEB Service Mesh 127 L1, &% OSSMC fEHfE,
1£ web 4B B SE IR T — DB Service Mesh 2T, LLRIi5INAE Workloads 1 Service
e & TTE YT Service Mesh FREZ T,

OSSMC fEAHITHEE 5T Kiali #HI B BITHEEIEE L, OSSMC AR B Kiali #2415, L%
OSSMC - fE, EBa LAVG RIMIL Kiali #2515,
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1.2.2.3.7. Istio OpenShift B&H (IOR) BRA KB BN

Istio OpenShift B H (IOR) BNINZXBE BN, MXMRAFFEE, *fF ServiceMeshControlPlane iR
BIFTSEpl, FIAZABDhEEH,

Xt F ServiceMeshControlPlane 5REIFTSLAI, &R LLE T 1E ServiceMeshControlPlane F5iREY
gateway .openshiftRoute 1% # ¥ enabled FEXIXZE N true & fHH B IR H,

ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
gateways:
openshiftRoute:
enabled: true

¥ ServiceMeshControlPlane FREVIIA SLHIEFHTE Red Hat OpenShift Service Mesh fr4s 2.5 i, B
IRBEKBINE A,

1.2.2.3.8. Istio KB H K BCiE 1858

networking.istio API 18 concurrency Z#EE Istio NIRIZ1THI worker Zi2HE.

h T EERE R M —BE, Istio IEREDE AR IERLIHN CPU BRHIELE concurrency S8, 4l
fn, 2500m HIRRHI=YF concurrency SHIXE N 3, WIR concurrency SEIKE N FRMIE, NI
Istio REMIZARXRMERBZITHEARERE, MARMEA CPU RS,

FELURIMAR AR, SEHMRIIKER 2
1.2.2.3.9. W% API CRD =&

BF

OpenShift Container Platform Gateway APl X RE2— MIARTETIEE, AT INEER
L MRS FRINL (SLA) ¥, BIRETREHTTE, AR HEEEIMEHR
FERET. XERATTTHEER LMER FIRE S AFIIIIEE, HENSTEFLZMERIRER

USRS U

BRIABRAT G FEEMNESER, WSARATIT i F e,

AR T WX APl B E LHIRE XL (CRD) BIHThR A, 1554 FREMENEAR OpenShift Service
Mesh hRAZ MNP X APl hRA :

Service Mesh hkZ Istio kx4~ M% API lixZ= p= 1

2.5.x 118.x 0.6.2 8/ experimental 9
%, AN v0.6.2 D>
ReferenceGrand


https://access.redhat.com/support/offerings/techpreview/
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Service Mesh Rz Istio hkA< B% API lr 2

2.4 116.x 0.5.1 X F LS MEERE, i
AM* API CRD B4 /7
FE, £EH

experimental 93,

1.2.2.4. Red Hat OpenShift Service Mesh hikZ 2.4.8 M ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE IS ZLIRAMH (CVE), SIEREFIEIRE
1E, F#3 OpenShift Container Platform 4.12 18 & R A I #.

Red Hat OpenShift Service Mesh Operator BIE#ThR A7 5 ffr B X 589 Service Mesh R A—i&EE .
Service Mesh BIfRA{& 8 ServiceMeshControlPlane 15 .

1.2.2.4.1. Red Hat OpenShift Service Mesh 2.4.8 B0 iR

il hiA
Istio 116.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.2.5. Red Hat OpenShift Service Mesh i Z 2.4.7 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE IS L LIRAMH (CVE), SIEREFIEIRE
1E, #3 OpenShift Container Platform 4.12 18 & R A I #.

1.2.2.5.1. Red Hat OpenShift Service Mesh 2.4.7 B4H iR A&

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.2.6. Red Hat OpenShift Service Mesh k4 2.4.6 BiThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE IS L LIRAMH (CVE), SIEREFIEIRE
1E, F3 OpenShift Container Platform 4.12 {18 & R A I #.

1.2.2.6.1. Red Hat OpenShift Service Mesh 2.4.6 BYZH {4 iR
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At hR =
Istio 116.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.2.7. Red Hat OpenShift Service Mesh i# 2.4.5 B ThaE

Itk Red Hat OpenShift Service Mesh ZfThRAfRR T CVE IR EMWZELRAME (CVE), SEREFIERE
8, F#3 OpenShift Container Platform 4.11 R EBE#H IR AT 35,

1.2.2.7.1. Red Hat OpenShift Service Mesh 2.4.5 it @ S 4 kA

il hiA
Istio 116.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.2.8. Red Hat OpenShift Service Mesh hit4 2.4.4 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.11 R BE#H IR AT 35,

1.2.2.8.1. Red Hat OpenShift Service Mesh 2.4.4 ixsh @ S M4 4 hk A&

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Jaeger 1.47.0
Kiali 1.65.10

1.2.2.9. Red Hat OpenShift Service Mesh hit# 2.4.3 I ZhAE
® Red Hat OpenShift Service Mesh Operator BIfETEE F ARM B EE L N KT MThREIR 4.
e RMN7T envoyExtAuthzGrpc F%, ZFEA TR gRPC API ERE A SRIRIURMIZR

o fRRTHEIBIRREMNEE(CVE).
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o X {TARATE OpenShift Container Platform 4.10 & B #HHIARA P 4E X #,

1.2.2.9.1. Red Hat OpenShift Service Mesh 2.4.3 iR & & BHH IR A

At hR =
Istio 1.16.7
Envoy Proxy 1.24.10
Jaeger 1.42.0
Kiali 1.65.8

1.2.2.9.2. Red Hat OpenShift Service Mesh operator EIEF ARM B9 EE

BF

Red Hat OpenShift Service Mesh operator £l ARM MR R 2 — N ERTI N INEE, AR
TS ThEER ZLIME ™ MRS F ML (SLA) =, BINEEAREHTTE, LIIETHER
EFIMERERE ], XERARTITIIRERT LAER A RE AT, HENREFX

R R R ISR W

BRIAEERAT G FEEMESER, WSARATIT i F e,

b % 1T AR A~ Red Hat OpenShift Service Mesh Operator 7EETF ARM B EE_EVF MR T BT ThRERR 4L,
R T Istio, Envoy, Prometheus, Kiali, #1 Grafana 5. %% Jaeger &, Rt Jaeger I/EH
Service Mesh Mt iNZE4Z22 A,

1.2.2.9.3. 2t B A M (gRPC) APl X Sz E

LEThEEIR 55 AN T envoyExtAuthzGrpe FE%, LA gRPC API ECE A SRR R 7S

1.2.2.10. Red Hat OpenShift Service Mesh hixZ 2.4.2 B3 ThaE

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMZELRANE (CVE), SERFIERE
2, 3% OpenShift Container Platform 4.10 & B #HEIAR A2 #,

1.2.2.10.1. Red Hat OpenShift Service Mesh 2.4.2 ik & & BH # iR A

At hR =
Istio 1.16.7
Envoy Proxy 1.24.10
Jaeger 1.42.0


https://access.redhat.com/support/offerings/techpreview/
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il hA

Kiali 1.65.7

1.2.2.11. Red Hat OpenShift Service Mesh ik Z 2.4.1 B9 ZhAE

Itt Red Hat OpenShift Service Mesh ZfThRAfRR T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BHHIRAN T,

1.2.2.11.1. Red Hat OpenShift Service Mesh 2.4.1 ik 1 & & BFZH #- iR A

il hiA
Istio 1.16.5
Envoy Proxy 1.24.8
Jaeger 1.42.0
Kiali 1.65.7

1.2.2.12. Red Hat OpenShift Service Mesh kit 2.4 B9 Thie

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWEL/RAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BEHHIRAN T,

1.2.2.12.1. Red Hat OpenShift Service Mesh 2.4 [fsh & & H4H 4 M A

il hiA

Istio 1.16.5
Envoy Proxy 1.24.8
Jaeger 1.42.0
Kiali 1.65.6

1.2.2.12.2. £#SERINEE

thIheEI@ B N T RESEHEMEBENBARA, SESCHHEDTE — MRS M control plane, AT
PREEANEBEMI TR, control plane 7EF7A fip 44 22 [H] AR {# AR BL A1) SR IR R &2 AR B BRI B Istio 3K
Kubernetes %TiR, 1/ EEEESEEMIESE M control plane HUITHIE A E TR &S L.

1.2.2.12.3. T/ A RS

o e — AN o - - - -- P - [ L Nl e —— e TV A T L L

10
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LeIEeIg s sl A £ — 1 E AHBY meshConfig.discoverySelectors FELARA, 4 FEX Al FH T REFSLHERYAS
E KR HIAR S M control plane AT L% FIHIARSS .

spec:
meshConfig
discoverySelectors:
- matchLabels:
env: prod
region: us-easti
- matchExpressions:
- key: app
operator: In
values:
- cassandra
- spark

1.2.2.12.4. 5 cert-manager istio-csr £

TEXNRAAH, Red Hat OpenShift Service Mesh 5 cert-manager #2425 #1 istio-csr {CIE&E K. cert-
manager 7t Kubernetes B AFIEBFNERELEFBRMAFTIRALE, FHEL TIRER, LT HERXLEIE
F#;$F2, cert-manager 7 Istio IR F A A CAIER, 5 istio-csr EMRATLERA 7 Istio REEMZE
ZIEPHi1ERKEIRY cert-manager, ServiceMeshControlPlane v2.4 #% cert-manager 124t CA L+
YE} cacerts secret,

IBM Power®, IBM Z® #1 IBM® LinuxONE %55 cert-manager # istio-csr &,

1.2.2.12.5. S A BB R T LK

tETheEIRsRBI A T —FBRA T AM AL, A AuthorizationPolicy %RH action: CUSTOM FEX
Red Hat OpenShift Service Mesh S SRR RITE M. 1 envoyExtAuthzHttp 5 E& 517 (] 20/l &5
25 AL ER IR R ST,

1.2.2.12.6. 5438 Prometheus X4

LtbIhEEI@ I BI N T Prometheus ¥ BN R BRAM A, &ALLEITE spec.meshConfig #i& A%
extensionProviders FE:HI{Hi1%E 7 prometheus, fF1EIRAFF4E OpenShift Container Platform 112
HEM K B RE X Prometheus 4%, Telemetry X RECE Istio RIEBRINETREIT. Service Mesh R #F
Prometheus $575H Telemetry AP,

spec:
meshConfig:
extensionProviders:
- name: prometheus
prometheus: {}
apiVersion: telemetry.istio.io/vialphai
kind: Telemetry
metadata:
name: enable-prometheus-metrics
spec:
metrics:
- providers:
- name: prometheus

1
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1.2.2.12.7. B HEER IPv6 2 HF

LEThEEIR 5 B33 T X B HERL IPve SRB¥MIE AR, IR EIZ8 IP #ltmih R, AR IPv4
5 IPv6 &%,

; A=
IBM Power®, IBM Z° #1 IBM® LinuxONE 2t —HER IPv6 ¥,
1.2.2.12.8. OpenShift Container Platform Gateway API 2 F

BF

OpenShift Container Platform Gateway APl X R2— MNMIART TR, AT INEER
S MRS FRINL (SLA) %FF, BIRETREHTTE, AIEFHEREIEHR
FERET. XERATTIHEER LMER FIRE X AHTIIIIEE, HENSTEFLZMERRER

fits =2
e o

BRIBEATUTNESZFBEEMESER, BSHBRTTIE L,

tbThEEI@ 3 BI A T OpenShift Container Platform Gateway API BUEFi AT AR A, BRHNER TZA
OpenShift Container Platform Fx API,

1.2.2.12.8.1. j3 F OpenShift Container Platform f3% API

Z J5 F OpenShift Container Platform Gateway API, 7E ServiceMeshControlPlane %iREH]
techPreview.gatewayAPI| #l#& #{$ enabled FEBIEIXE N true,

spec:
techPreview:
gatewayAPI:
enabled: true

FELRTHRAS, INRZERTERAMX APL

spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY_API: "true"
PILOT_ENABLE_GATEWAY_API_STATUS: "true"
PILOT_ENABLE_GATEWAY_API DEPLOYMENT_CONTROLLER: "true"

1.2.2.12.9. FE EGiliZRF9 T (R _EEBE control plane

Service Mesh control plane ZREIIIETE OpenShift BliZefy T m LW HFH IR, WFELZER, HS
[ LA 32#

o FEIEFTA Service Mesh control plane ZH 44 LUMEFE £ ZRF 17 R _EIB4T

12
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o FEIE M Service Mesh control plane ZH 44 LUMEFE £ ZRF 19 s _EIE4T

1.2.2.12.10. Istio 1.16 ¥

Service Mesh 2.4 EF Istio 116, BEIATH M M. RARS Istio 116 ThEEHE R, HIFER
LUR B4

® XITF sidecar B HBONE MY 2 — ML MHIhEE, ©EAHIHE.
o ¥ ARM64 Z2f EHY Service Mesh,

e OpenTelemetry API {32 — N ARTI N IhEE,

1.2.2.13. Red Hat OpenShift Service Mesh kit 2.3.12 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE IS L LIRAEMH (CVE), SIEREFIEIRE
IE, F3 OpenShift Container Platform 4.12 18 & R A I 1.

Red Hat OpenShift Service Mesh Operator BIS#ThR A B] 5 AT 8 X #5789 Service Mesh IR A —#E & .
Service Mesh BIfRAfE 8 ServiceMeshControlPlane 15 .

1.2.2.13.1. Red Hat OpenShift Service Mesh 2.3.12 BZH £ ki &<

il hiA
Istio 114.5
Envoy Proxy 1221
Kiali 1.57.14

1.2.2.14. Red Hat OpenShift Service Mesh ki 2.3.11 B Thag

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE IS L LIRAEMH (CVE), SIEREFIEIRE
1E, F#3 OpenShift Container Platform 4.12 158 & R A I #.

1.2.2.14.1. Red Hat OpenShift Service Mesh 2.3.11 94 #Fhix 4

il hiA
Istio 114.5
Envoy Proxy 1221
Kiali 1.57.14

1.2.2.15. Red Hat OpenShift Service Mesh hitZs 2.3.10 B3 ZhAE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE 5L LIRAMH (CVE), SIEEFIEIRE
1E, F3 OpenShift Container Platform 4.12 158 & R A I 1.
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1.2.2.15.1. Red Hat OpenShift Service Mesh 2.3.10 B9ZH £k ki &

il hiA
Istio 114.5
Envoy Proxy 1221
Kiali 1.57.14

1.2.2.16. Red Hat OpenShift Service Mesh 2.3.9 I ZhAE

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.11 R BE#H IR AT 35,

1.2.2.16.1. Red Hat OpenShift Service Mesh 2.3.9 ik & & BHH iR A

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.47.0
Kiali 15714

1.2.2.17. Red Hat OpenShift Service Mesh kit 2.3.8 BiThaE

Itk Red Hat OpenShift Service Mesh & {ThRAfER T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.11 R BE#H IR A3,

1.2.2.17.1. Red Hat OpenShift Service Mesh 2.3.8 ixfh @ S 94 kA&

A hR =
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.47.0
Kiali 1.57.13

1.2.2.18. Red Hat OpenShift Service Mesh hi# 2.3.7 B9 Thig

14
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Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BHHIRAN T,

1.2.2.18.1. Red Hat OpenShift Service Mesh 2.3.7 ixfh @ S 94 4k A&

il hiA

Istio 1.14.6
Envoy Proxy 1221
Jaeger 1.42.0
Kiali 1.57.1

1.2.2.19. Red Hat OpenShift Service Mesh &7 2.3.6 B3 ZhAE

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWZELRAME (CVE), SERFIHERE
8, F#3 OpenShift Container Platform 4.10 X BEHHIRAN T,

1.2.2.19.1. Red Hat OpenShift Service Mesh 2.3.6 ik & & BH# iR

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.42.0
Kiali 1.57.10

1.2.2.20. Red Hat OpenShift Service Mesh 2.3.5 B3 ThaE

Itt Red Hat OpenShift Service Mesh ZfThRAfER T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X B HHIRAN T,

1.2.2.20.1. Red Hat OpenShift Service Mesh 2.3.5 iR P& & BH #- iR A

il hiA

Istio 1.14.5
Envoy Proxy 1.22.9
Jaeger 1.42.0

—
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il hA

Kiali 1.57.10

1.2.2.21. Red Hat OpenShift Service Mesh kx4 2.3.4 B ThaE

Itt Red Hat OpenShift Service Mesh ZfThRAfRR T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BHHIRAN T,

1.2.2.21.1. Red Hat OpenShift Service Mesh 2.3.4 iR @ &894 kv

At hR =

Istio 1.14.6
Envoy Proxy 1.22.9
Jaeger 1.42.0
Kiali 1.57.9

1.2.2.22. Red Hat OpenShift Service Mesh kit # 2.3.3 B ZhaE

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR AHI X .

1.2.2.22.1. Red Hat OpenShift Service Mesh 2.3.3 ixF @ S 4 hk A&

il hiA
Istio 1.14.5
Envoy Proxy 1.22.9
Jaeger 1.42.0
Kiali 1.57.7

1.2.2.23. Red Hat OpenShift Service Mesh k% 2.3.2 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMELRAME (CVE), SERFIERE
8, F##3 OpenShift Container Platform 4.9 R B#H IR AHI X .

1.2.2.23.1. Red Hat OpenShift Service Mesh 2.3.2 ixfF @ S 4 - hk A&
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il hA
Istio 1.14.5
Envoy Proxy 1.22.7
Jaeger 1.39
Kiali 1.57.6

1.2.2.24. Red Hat OpenShift Service Mesh hix# 2.3.1 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRANBI A T #7TheE, &R T CVE ikEMELIRIER#E (CVE),
SBERFHEIRMES, 33 OpenShift Container Platform 4.9 R E#H AR AL ¥,

1.2.2.24.1. Red Hat OpenShift Service Mesh 2.3.1 liRFR & & 894 kv

A hR =
Istio 1.14.5
Envoy Proxy 1.22.4
Jaeger 1.39
Kiali 1.57.5

1.2.2.25. Red Hat OpenShift Service Mesh kit 2.3 B9 Thie

Ltk Red Hat OpenShift Service Mesh Z{ThRANBI A T #7TheE, R T CVE ikEMELIRIAERE (CVE),
SBERFHEIRMES, 33 OpenShift Container Platform 4.9 R B AR AL ¥,

1.2.2.25.1. Red Hat OpenShift Service Mesh 2.3 iRfh & S HH 4 M

il hiA
Istio 1.14.3
Envoy Proxy 1.22.4
Jaeger 1.38
Kiali 1.57.3

1.2.2.25.2. H# Container Network Interface (CNI) DaemonSet F23#1 ConfigMap

—

7
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openshift-operators @& 22 8| &1F — N #H istio CNI DaemonSet istio-cni-node-v2-3 F1— /N #rHY
ConfigMap 75i& istio-cni-config-v2-3,

LK E| Service Mesh Control Plane 2.3 5, B istio-cni-node DaecmonSet ARXZS, FOIEEFTH
istio-cni-node-v2-3 DaemonSet,

R E RN BT RR A AT A5 £ — & {ThRABY Service Mesh Control Plane X E£H istio-cni-
node CNI DaemonSet,

1.2.2.25.3. FXFEATF

LEZATRRABIA TR MR FEARE AR, MXEE SR FEMBNZIZTHMIIN Envoy I8, MAZ
ERBIBRSS T i — B2 178 sidecar Envoy A8, XA B E X MKIET, FEERAMIEARN, ERIIE
BZ TR RIBRG R R R EIELU TR : Service. Deployment. Role #1 RoleBinding.

1.2.2.25.4. Istio 1.14 X §F

Service Mesh 2.3 & F Istio 114, ©5IA T HINEEM™ Mk, BEARRZ Istio 114 THREM I, HIFEE
U4 -

e [Rimage FEH, 3HF proxyConfig APl,
o Telemetry APl @ — MR TI B THEE,

® SPIREZ{TR AR XH.
1.2.2.25.5. OpenShift Service Mesh #2Hl&

BE

OpenShift Service Mesh 8 R 2—MARTI NI IIRE, BARTTIIRERRLLNE ™ MRS
FRMIL (SLA) X¥r, BWREAREHATE, MEFHEREFIMRHhERE ], XL
RATG R LMER P RRB IR, HENSEF LN BRRERGE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

b % 4ThRAB| AT OpenShift Container Platform Service Mesh 2l &H— M ATTIRA, B Kiali
REBEZEEMNE OpenShift web #ZFIEH, MFEZELR, ESMH 5| A OpenShift Service Mesh #2|&
(BT

1.2.2.25.6. £#SERINEEE

BE

SECCHRMBERZ—MRORTIIIEE. HKARTTThEER RIS MR S5 F ML
(SLA) 3%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
DRER A R B IXAFEIIEE, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMESER, WSARATIT i F e,

b ZATRRABIAN T RESEHEMERE, EARARTINIhEE. EEEHEINEE S E—1 Service Mesh Control
Plane, TIRIEENEEMITIR, control plane X P4 22 (A8 A — N EiH R MIRERENE N
Istio 3 Kubernetes FTiREE, R, ZHFAENEI AR EFEFRAE M RRAEENEIR, HOEEE
FIH9ERE & control plane HUUTHE N E TR & ERE.
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. It EEREE HE RIERE S (GE A FE M SMCP v2.3 il SMCP v2.3 £EESEHEMERE, 5
i~ 5/ SMCP v2.4 SIBZMERESE BB RS,

1.2.2.25.6.1. B ERESERHINERE

LL 7R ServiceMeshControlPlane X &2 B £ 250 FI IR E,

EHERSEHBEEAE SMCP, A RJIETF cluster-admin ClusterRole, #15%R N E&EE HHIER B
BT SMCP, ©TEEEhIME— SMCP, &AM control plane BAMZTH A BN EREHEB (3K
MEBSEFHBIZES) . INRZFT control plane BF1E, 1EMREFHBIEH control plane,

BN EESEHE R ERE B E SMCP.

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: cluster-wide

namespace: istio-system
spec:

version: v2.3

techPreview:

controlPlaneMode: ClusterScoped ﬂ

@ 7 istiod IRKBIAINITR, MARLIRENHEREN,

F, BN EESEEMEERE SMMR, A ERSEEEERE SMMR,

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:

- 0

A mAZEERMBIMES, SECHEOENEMMGRZER, UThRERTEMBH—ED :
kube. openshift, kube-* I openshift-*,

1.2.2.26. Red Hat OpenShift Service Mesh ik 2.2.12 B ThaE

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.11 R BE#FH IR AT 3,

1.2.2.26.1. Red Hat OpenShift Service Mesh 2.2.12 i F & S 4H i A
HEr [ZS

Istio 112.9
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il hA

Envoy Proxy 1.20.8
Jaeger 1.47.0
Kiali 1.48.1

1.2.2.27. Red Hat OpenShift Service Mesh kit 2.2.11 B9 ZhAE

Itt Red Hat OpenShift Service Mesh Z{ThRAfER T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.11 R BE#H IR A3,

1.2.2.27.1. Red Hat OpenShift Service Mesh 2.2.11 ixFh & & 894H - hik A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.47.0
Kiali 1.48.10

1.2.2.28. Red Hat OpenShift Service Mesh hixZ 2.2.10 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BHHIRAN T,

1.2.2.28.1. Red Hat OpenShift Service Mesh 2.2.10 ik & S 4 ik A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.8

1.2.2.29. Red Hat OpenShift Service Mesh R 2.2.9 I ZhaE

Itt Red Hat OpenShift Service Mesh ZfThRAfRR T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BEHHIRAN T,

20
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1.2.2.29.1. Red Hat OpenShift Service Mesh 2.2.9 iR & & 894H ik

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.7

1.2.2.30. Red Hat OpenShift Service Mesh hit# 2.2.8 B9 ThaE

Itt Red Hat OpenShift Service Mesh ZfThRAfRR T CVE IR EMWELRANE (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BHHIRAN T,

1.2.2.30.1. Red Hat OpenShift Service Mesh 2.2.8 ixfh @ S92 kA&

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.7

1.2.2.31. Red Hat OpenShift Service Mesh kit 2.2.7 BIEZhAE

Itt Red Hat OpenShift Service Mesh ZfThRAfER T CVE IR EMWEL/RAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.10 X BEHHIRAN T,

1.2.2.31.1. Red Hat OpenShift Service Mesh 2.2.7 iR & & # iR A

A hR =
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.6
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1.2.2.32. Red Hat OpenShift Service Mesh hit4 2.2.6 B ThaE

Itt Red Hat OpenShift Service Mesh Z{ThRAfER T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR A .

1.2.2.32.1. Red Hat OpenShift Service Mesh 2.2.6 ixfh @ S 194 - hk A&

il hA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.39
Kiali 1.48.5

1.2.2.33. Red Hat OpenShift Service Mesh fZ 2.2.5 By Thag

Itt Red Hat OpenShift Service Mesh Z{ThRAf#ER T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR A .

1.2.2.33.1. Red Hat OpenShift Service Mesh 2.2.5 ixih @ S 4 4 hk A&

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.39
Kiali 1.48.3

1.2.2.34. New features Red Hat OpenShift Service Mesh version 2.2.4

Itt Red Hat OpenShift Service Mesh ZfThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR AHI X .

1.2.2.34.1. Red Hat OpenShift Service Mesh 2.2.4 lixfh @ S 194 4k A&

il hiA
Istio 112.9
Envoy Proxy 1.20.8
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il hiA
Jaeger 1.36.14
Kiali 1.48.3

1.2.2.35. Red Hat OpenShift Service Mesh 7 2.2.3 By ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWE /AN E (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR AHI X .

1.2.2.35.1. Red Hat OpenShift Service Mesh 2.2.3 ixfF @ S 4 - hk A&

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.36
Kiali 1.48.3

1.2.2.36. Red Hat OpenShift Service Mesh hixZs 2.2.2 B9iThag

Itt Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELIRAME (CVE), SERFIERE
g, 3% OpenShift Container Platform 4.9 & B IR A2,

1.2.2.36.1. Red Hat OpenShift Service Mesh 2.2.2 ixfh @ S 94 kA&

il hA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.36
Kiali 1.48.2-1

1.2.2.36.2. EHIEHAIRE
TEXNRAT, BT EHEMMN, EIRA L OpenShift BEASE #IH EMIILS . Red Hat OpenShift

Service Mesh 5 Istio WX FHRPEERTEITZFERE (M kubectl.kubernetes.io FFIAREfERR S ) &
#Z)5%2&E OpenShift Route HIRH,

1.2.2.37. Red Hat OpenShift Service Mesh ki 2.2.1 IETZhAE
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Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR A .

1.2.2.37.1. Red Hat OpenShift Service Mesh 2.2.1 iR P & & B # iR A

il hiA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.34.1
Kiali 1.48.2-1

1.2.2.38. Red Hat OpenShift Service Mesh 2.2 B ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRANRIN T #EITHBERICH, F4% OpenShift Container
Platform 4.9 I\ #HThRAZHF,

1.2.2.38.1. Red Hat OpenShift Service Mesh 2.2 hixth & S H94H kx4

il hiA
Istio 112.7
Envoy Proxy 1.20.4
Jaeger 1.34.1
Kiali 1.48.0.16

1.2.2.38.2. WasmPlugin API

b2 ATHRAANAN T X WasmPlugin APl B9z #F, #FF T ServiceMeshExtension AP,

1.2.2.38.3. ROSA X

& TRRAB 3 T 5 AWS(ROSA) £ Red Hat OpenShift BUBRSS A& 4%, SI1E% ERIEIN,

1.2.2.38.4. istio-node DaemonSet Efp

FEL A IThRA A, istio-node DaemonSet #E#3£ ) istio-cni-node, LATEZ L% Istio REYEFR,

1.2.2.38.5. Envoy sidecar RSB

Istio 110 B#T T Envoy, BRIAEMA eth0 AR lo [FREX EEINHEFA.

24
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1.2.2.38.6. Service Mesh Control Plane 1.1

S FRAESR, BEITHRALR T W ETF Service Mesh 1.1 B Service Mesh Control Planes By #,

1.2.2.38.7. Istio 1.12 X ¥

Service Mesh 2.2 &F Istio 112, BRI mikit. RAMARIZIFIFS Istio 112 ZhEE, BIFE
REL TSI FFHIZHRE -

® AuthPolicy Dry Run @ — M ERTI N IhEE,

® gRPC Proxyless Service Mesh —MNEATI T IhEE,
o Telemetry APl @ — MR TI L THEE,

o LULEHEERThAER =2 Hro

e =R control plane A& X #,

o MKRFEANRF.

1.2.2.38.8. Kubernetes Gateway API

BF

Kubernetes Gateway APl R@— M RARTTIIEE. FATI T INBER L8 SAR S5 F R
W (SLA) %#F, BIRETREHATE, AN HEEETIMERFEREN], XEREAT
WINRE A LUE A IR B AHHIEE, HENSKEFAMBRRERIEE L,

BRABRATEEZFEENESER, HSHE AT TR,
Kubernetes Gateway APl @ — PN ARTITIhEE, ERIAANZEA, 1R Kubernetes AP| ERE 124 234K 22,
IRTFENER B FE A O M KB 0 BIR KX R,

INREAT Kubernetes AP| ERE M2, MO RE, AOMXXBhEE.

1.2.2.38.8.1. &% Gateway API CRD

FIAERT, MK API CRD A&7 OpenShift REFFRTIRE. £ SMCP H/5 M X API XRFRIRE
CRD,

$ kubectl get crd gateways.gateway.networking.k8s.io || { kubectl kustomize "github.com/kubernetes-
sigs/gateway-api/config/crd?ref=v0.4.0" | kubectl apply -f -; }

1.2.2.38.8.2. |5 Kubernetes 3% API

EBEAXPINEE, iE1E ServiceMeshControlPlane A7y Istiod BN B L FIfBELE -

spec:
runtime:
components:
pilot:
container:
env:

25
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PILOT_ENABLE_GATEWAY_API: "true"
PILOT_ENABLE_GATEWAY_API_STATUS: "true"

# and optionally, for the deployment controller
PILOT_ENABLE_GATEWAY_API_DEPLOYMENT_CONTROLLER: "true"

{5/ SameNamespace =X All X B7E Gateway AP| Wi Ir 25 _ERRHIRE B ANThRE AT BE, Istio RBME
listeners.allowedRoutes.namespaces F 11551588 E A, FHIRERIBIN1TH (SameNamespace).

1.2.2.38.8.3. FI A M X FEEERIM X BER
INR Kubernetes AP| EREBIRHISI WA, BY/NFHEE, REFMAOMKEZEEICIEM X TR,

apiVersion: gateway.networking.k8s.io/v1ialpha2
kind: Gateway
metadata:
name: gateway
spec:
addresses:
- value: ingress.istio-gateways.svc.cluster.local
type: Hostname

1.2.2.39. New features Red Hat OpenShift Service Mesh 2.1.6

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMZEL/RAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR A .

1.2.2.39.1. Red Hat OpenShift Service Mesh 2.1.6 ik & & BH # iR A

il hiA
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.36.16

1.2.2.40. New features Red Hat OpenShift Service Mesh 2.1.5.2

Itk Red Hat OpenShift Service Mesh Z{ThRAfER T CVE IR EMZELRANE (CVE), SEREFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR A .

1.2.2.40.1. Red Hat OpenShift Service Mesh 2.1.5.2 [RFh & 5940 # A&

il hA

Istio 1.9.9
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At hR =
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.24.17

1.2.2.41. New features Red Hat OpenShift Service Mesh 2.1.5.1

Itt Red Hat OpenShift Service Mesh Z{ThRAfER T CVE IR EMZELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR AHI X .

1.2.2.41.1. Red Hat OpenShift Service Mesh 2.1.5.1 iR h & & 94 #- i A&

A hR =
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.36.13

1.2.2.42. Red Hat OpenShift Service Mesh 2.1.5 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMWELRAME (CVE), SERFIERE
8, F#3 OpenShift Container Platform 4.9 R BE#H IR A .

1.2.2.42.1. Red Hat OpenShift Service Mesh 2.1.5 lixfh @ S 94 4 hk A&

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.36
Kiali 1.36.12-1

1.2.2.43. Red Hat OpenShift Service Mesh 2.1.4 B3 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLIRAE A E L R IZFE IR,



OpenShift Container Platform 4.15 Service Mesh

1.2.2.43.1. Red Hat OpenShift Service Mesh 2.1.4 k& &4 # iR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.12-1

1.2.2.44. Red Hat OpenShift Service Mesh 2.1.3 B3 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.44.1. Red Hat OpenShift Service Mesh 2.1.3 ixfh @ S 14 kR A&

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.10-2

1.2.2.45. Red Hat OpenShift Service Mesh 2.1.2.1 B9 ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.45.1. Red Hat OpenShift Service Mesh 2.1.2.1 iRFh & & 894 - hie A<

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.9

1.2.2.46. Red Hat OpenShift Service Mesh 2.1.2 B9 ThatE
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Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

TEXMNhRAS, Red Hat OpenShift distributed tracing platform (Jaeger) Operator #ZR i\ &£ E|
openshift-distributed-tracing a4 22 [f], {ELARIRIARAAF, BRINZLEZEETE openshift-operator 65 %2
A F,

1.2.2.46.1. Red Hat OpenShift Service Mesh 2.1.2 iR & & 8941 - ik

At hR#=
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.1
Kiali 1.36.8

1.2.2.47. Red Hat OpenShift Service Mesh 2.1.1 ¥ ZhEE
Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLIRAE A E L RIEFE IR,

B AZATRRAD RN T 25/ B 5 022 P44 SRBR B TH BE,

1.2.2.47.1. Red Hat OpenShift Service Mesh 2.1.1 i & S 4 -k A

A hR =
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.7

1.2.2.47.2. 2 P45 SRB%

Red Hat OpenShift Service Mesh B EI7E Service Mesh control plane #1582 fp & 22 6] A 2 A E 1B
%/~ NetworkPolicies iR, X2 7 HERNFAEFEH control plane AILIMEE RIS,

MR EBZRESHEEFEE NetworkPolicies ¥R, BIH0H TiablHIT AT R LK, EAT U HE
ServiceMeshControlPlane, I spec.security.manageNetworkPolicy % & X&) false

LIREHT spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh 7~
202 10 NetworkPolicy ¥R, RITEE G 1 57 B ML FHIE R ol 8 5 BB E 1 (7],
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Bt =
2.
3
4.
5.
6.

1.

1£ OpenShift Container Platform web $#£#|& A, mii Operators - Installed Operators,
M Project 3 # AR E Service Mesh control plane B95E, #l istio-system,

= Red Hat OpenShift Service Mesh Operator, 7E Istio Service Mesh Control Planef=H1, =
ServiceMeshControlPlane 9% %5, # basic-install,

1t Create ServiceMeshControlPlane Details T1#, = YAML {8X{U/EBERE,

% ServiceMeshControlPlane % spec.security.manageNetworkPolicy i% &/ false, 0
BIRT R,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
trust:
manageNetworkPolicy: false

= Save,

1.2.2.48. Red Hat OpenShift Service Mesh 2.1 BiThAEHIIE 7%

Itk Red Hat OpenShift Service Mesh ZfThRAERIN T % Istio 1.9.8, Envoy Proxy 1.17.1, Jaeger 1.24.1, and
Kiali 1.36.5 on OpenShift Container Platform 4.6 EUS, 4.7, 4.8, 4.9 Myt ¥, LURFTHITHEEFNIE 55 IhAE,

1.2.2.48.1. Red Hat OpenShift Service Mesh 2.1 iR h & S H#IH AR A

A hR =
Istio 1.9.6
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.5

1.2.2.48.2. Service Mesh Federation

NI T FBE X FRE L (CRD)AZ HFHFRAR S5 MM (federating service mesh) , BRSME AT LIES
B — £ P HERRAB OpenShift £, XLEHFTRTIE :
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ServiceMeshPeer - {5 F7 5 AR 25 W& & LECFR, SIEMKEE. root ESEIEPEEMKREF
%, TE—XTERFRMMEH, S MENE LB S BHII ServiceMeshPeer %R,

ExportedServiceMeshSet - & Y 45 ServiceMeshPeshPeer B9k %5 & A F 5 ABIX E W&,

ImportedServiceSet - & X 44 E ServiceMeshPeer FIIRS5 2 M peer R 5 AR, XLERSS
AW peer B9 ExportedServiceMeshSet T5iRIR .
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£ AWS(ROSA). Azure Red Hat OpenShift(ARO)3X OpenShift Dedicated(OSD) L Red Hat
OpenShift Service LRIEEE¥A] N3 HF Service Mesh Federation,

1.2.2.48.3. OVN-Kubernetes Container Network Interface(CNIIEZX 4 77

OVN-Kubernetes Container Network Interface(CNI)EABI#E Red Hat OpenShift Service Mesh 2.0.1 H{E
FEEARTIEIHEER I, PIIE B FETE Red Hat OpenShift Service Mesh 2.1#1 2.0.x 1, FF OpenShift
Container Platform 4.7.32. OpenShift Container Platform 4.8.12 1 OpenShift Container Platform
4.9,

1.2.2.48.4. Service Mesh WebAssembly(WASM)y &

ServiceMeshExtensions B E Y HRE Y (CRD)MEBER X, SERIENEATECIHEEERA 2.0 A
#H, WA LUER CRD B SN, BLEHAIHEUIBRNE G,

1E Service Mesh 2.1 B2 58 2/IF& Mixer, #1R/GHE T Mixer, NI&BAIEM Service Mesh 2.0.x FZEEI 2.1,
RAREHFEERIEER WebAssembly ¥ &,

1.2.2.48.5. 3scale WebAssembly Adapter(WASM)

Mixer BIE IEEXMIFR, OpenShift Service Mesh 2.1 R 3scale JEA 2R & HCas. EFHHE Service Mesh
2.1 280, MIBRET Mixer B 3scale SEERZFFEME AR Mixer . 2RSS, {EM Service MeshExtension
FIRFoNLEMBEEH A Service Mesh 2.1+ BY#T 3scale WebAssembly 5&fc 25,

3scale 2.11 5| A 7 & F WebAssembly FJE 37 Service Mesh 5.

1.2.2.48.6. Istio 1.9 2 ¥F

Service Mesh 2.1 &F Istio 1.9, B R T KEMTHEEN ™ MG, BARKNSH Istio 1.9 THEEWZHF, 1BiF
ERLLTEIS

o EHMERHAZIZHR

o HALHF Kubernetes Mx API

o MAZRHEIZIKERFIME, WebAssembly HTTP i 525
o HAZLFE{EM Kubernetes CSR API BIE E X CA £
o NIERBHNERDRR—NBRTIEIhAE

o A RIREEH) CUSTOM BRIFSAEBICR IR E — TR AT 5T ZhEE

1.2.2.48.7. 80 T Service Mesh operator t48E

Red Hat OpenShift Service Mesh &1 ServiceMeshControlPlane /)14 5 F T8 55 18 %R AR [A]
BLWEY, XEERMIFIT ServiceMeshControlPlane ZE, F 1 FN AEIIIE SMCP BRI E RithE
Mo

1.2.2.48.8. Kiali B#t
Kiali 1.36 S3E LA ThREFNIE 5 :
® Service Mesh HFEHERRTHAE

o control plane FIM 3% %
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o RERELSKRE

o Envoy EREM K

o [N Envoy REMMNARFHELFRENS—IE
o STHRFEKFRARSS ROAR AT KB 6 £ 28 (Al RO SR B e 5
o FHVESIE, PSS EERE

1.2.2.49. New features Red Hat OpenShift Service Mesh 2.0.11.1

Itk Red Hat OpenShift Service Mesh ZiThHRAER T CVE Ik &ML LIRAENF(CVE)., BFIHEHRELE,
F3 OpenShift Container Platform 4.9 18 SR A2 #,

1.2.2.49.1. Red Hat OpenShift Service Mesh 2.0.11.1 g & S H4H #F kR A&

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
Kiali 1.24.17

1.2.2.50. Red Hat OpenShift Service Mesh 2.0.11 B ThaE

Itk Red Hat OpenShift Service Mesh Z1ThHRAEER T CVE Ik &ML LIRAENF(CVE)., BFIHEHRELE,
F3 OpenShift Container Platform 4.9 18 SR AMI X #,

1.2.2.50.1. Red Hat OpenShift Service Mesh 2.0.11 ixFh & & 894 kv A<

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
Kiali 1.24.16-1

1.2.2.51. Red Hat OpenShift Service Mesh 2.0.10 B ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.51.1. Red Hat OpenShift Service Mesh 2.0.10 ixFh & & 894 kv A<
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il hA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.28.0
Kiali 1.24.16-1

1.2.2.52. Red Hat OpenShift Service Mesh 2.0.9 B ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2ITAE A E L RIZFE IR,

1.2.2.52.1. Red Hat OpenShift Service Mesh 2.0.9 ixF @ S 4 4 hk A&

il hiA

Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.24.1
Kiali 1.24.11

1.2.2.53. Red Hat OpenShift Service Mesh 2.0.8 B ThaE

Itk Red Hat OpenShift Service Mesh & {ThRAfRR T 2R B IE,

1.2.2.54. Red Hat OpenShift Service Mesh 2.0.7.1 B3 ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE &R L2IRIAAH,

1.2.2.54.1. Red Hat OpenShift Service Mesh Z2 URI F BRf9 A R itz

Red Hat OpenShift Service Mesh @& — a2 ARIRIA CVE-2021-39156, HAHTTPIEKRFAE R
Bt (ML # ZRFLM URI REM—NEBD) , Al IS Istio URI B TFERZRHIIRASERE, B0, Istio %
U SRBE IR % % E URI B8R /user/profile BiE K, EEFEERZRERANMAS, #H URI BR
luser/profile#section1 BJiE K 54T B4 SRIE FH R A EIFim (B #ISER URI path
luser/profile%23section1) , ARESSFHLLEH.

NREFE M A DENY #24EF] operation.paths FOIRIVERERS, =& ALLOW &/EM
operation.notPaths, lI|& 3 Z| It IRAIRN,

XA, FERNFAREFTRMERE R URI FRERD . IXATLARIIEE URI 7 A F B9 RG0S &
F URI %A A ERER D BOIRAREE,


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39156
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RMKBERBRAPRIFTIT AR, FHRE URI IR ETED, A LLEs ServiceMeshControlPlane BciE
RE URI F &,

Digk

==
[=]

SOETSCRmR, ZEAFT RN BEAITIEL, FRIAATEE, HEFERE URI A
Bz, BRESFIERNTRAEMRERES,

ServiceMeshControlPlane &3~ #l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic
spec:

techPreview:

meshConfig:
defaultConfig:

proxyMetadata: HTTP_STRIP_FRAGMENT_FROM_PATH_UNSAFE_IF_DISABLED: "false"

1.2.2.54.2. ZHGRIE TR R E 5T

Istio NENBAFFAAELEROERENSZ. FlI, AT "httpbin.foo" ENHIEMIRSHM KSR

LR "httpbin.foo #1 httpbin.foo:*" HEE. HRZ, TE2ERFEIKEE{{ S/ hosts = notHosts FE&%
H Y] F RTS8 T,

INRATE FANSHEF RF SR LLIHY AuthorizationPolicy SRIE FHLSIEEN, NSFIERAIEERE,

TR E FTIRAEREE HI0, LUERAIRTEREmA ek, Fla, 7£%—1 AuthorizationPolicy 7~
&, ¥ hosts: ["httpbin.com"] &5 hosts: ["httpbin.com:*"],

#— AuthorizationPolicy {8 FRTZZ Pt g

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

=/ AuthorizationPolicy {8 FRTZZPCAC
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https://istio.io/latest/docs/reference/config/security/authorization-policy/#Operation
https://istio.io/latest/docs/reference/config/security/authorization-policy/#Rule
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apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*"]

1.2.2.55. Red Hat OpenShift Service Mesh 2.0.7 B$TZhaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.56. Red Hat OpenShift Dedicated #ll Microsoft Azure Red Hat OpenShift _L# Red Hat
OpenShift Service Mesh

Red Hat OpenShift Service Mesh II7E#77 Red Hat OpenShift Dedicated # Microsoft Azure Red Hat
OpenShift

1.2.2.57. Red Hat OpenShift Service Mesh 2.0.6 BfiThig

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L R IZFE IR,

1.2.2.58. Red Hat OpenShift Service Mesh 2.0.5 BfiThig

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2IRE A E L R IZFE IR,

1.2.2.59. Red Hat OpenShift Service Mesh 2.0.4 B9$ZhEE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLITAE A E L R IEFE IR,

BE
EHRR CVE-2021-29492 #1 CVE-2021-31920 B[], M AT =i EDE 5,

1.2.2.59.1. CVE-2021-29492 1 CVE-2021-31920 frENFEshEH

Istio @& — PN HREEFAIRE, HEAETFRENELFNE, HES DRI LHRALF R
(%2F X %5C) B HTTP 5 KEBE AT RERSET Istio IRAKES.

Bign, BRI Istio SERFEHR LI E L T — MR DENY B8, LUMETEIRE /admin LIEEIER, LX) URL
B&E //ladmin BUIE R N AR IRAOCRIEHEL,

1B#E RFC 3986, WAHZANRHINIEE //admin ERA LN NS /admin REINEE, B2, —&&F
IR S5 BITIS Z D AT & F R A AT R HISE URL IR, X AR S RS BAERE (//admin RPTEZ
/admin) , A A LERFIHMRZE /admin LA ER, XEREar= S L2 nH,

INRIEEH ALLOW action + notPaths FE& =& DENY action + paths FEX4HE, MAIEESZ RN
R, XLRX T RERE RN BIERR ST,

HEUTERT, SHARILRBBISIM :

35


https://tools.ietf.org/html/rfc3986#section-6

o [RARIKRE,
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o RHIIRIERIR %A E XL paths =X notPaths FE&,

o MEEAINERBEE A ALLOW action + paths EXsk DENY action + notPaths FER4F1E, iXLE4R
ARESHEANIELE, MARSTER, SN TFULER, ARIREM,

8

1.2.2.59.2. B EHSEILECE

Istio RAKRIEFTREE T HTTP iHR B9 URL B8R, BREMEE (BFFY URIASEL) « BiFirgets
ANERBIEEE, UEEVLUIENA L EMEEE. AREWELRE, RETRBETEESERMN,

Istio FEARFEARAERBSFIBE FH 1A KAT, FFIFKEEEHBIUATHSEL AR -

K1LHBIEAR

Option

Description

Example

EREMSEIEHI Red Hat OpenShift Service Mesh BBB LB S Istio EZE A

pd

NONE

BASE

MERGE_SLASHES

DECODE_AND_MER
GE_SLASHES

EABHTHMSE, Envoy
BN EAREER5T
RIREFEEL A B E A 5 imAR

5o

X2 B A Istio BRIAREE
FRE AR, XTE
Envoy I8 _ER
normalize_path 1%

T, Zi%EWITE RFC 3986
R EERTARSEIL K
A R AT SR IERNAT,

RHMTRTE BASE #lBiLE
Ao

KINRTFIEREN R
EARRE, BIEALNX
B, HEEBLIEN
PRI B B AT IR
e Percent ZRfiZEy ST
MRAMTIFRF

(%2F. %2f. %5C
%5¢) RIS [\,
£ MERGE_SLASHES
Hseikal,

MSBAEBERIR LU 17E1T

1. BBIEE 2 %2F. %2f. %5C #1 %5¢,

36

./[%2Fa../b BRI RS
PG F AR BIBR S5

/al../b #TEHSEEh
/b, \da ##HsEith
/da.

/allb ##3E{tH fa/b,

/a%2fb #3=1tH /a/b,

i ESZE CVE-
2021-31920 By,

i ESZE CVE-
2021-31920 By,

B E L E R CVE-
2021-31920 By [n] &,

BB LR AR CVE-
2021-31920 By[A) &, X
NMEBE RS, BORE
KN ARRF, TS
B IR A RTIIR A
N RRRR.


https://en.wikipedia.org/wiki/URI_normalization
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
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2. RFC 3986 MEAMhTE Envoy B normalize_path 3£ SLIIBIISEL,
3. BFAML,

;

RXEMSEAERTHCRE B HTTP SRAME AT SRR, ENRARFTRESR
Ll i FEm R 5 VAR URL, 7TEfERIRLARERAS, HRRETRNARFENT NS
ﬁo

g
oF

1.2.2.59.3. BERH R &R A
IR Envoy MSBILIERBRULRKEHIRSHTIE, SNENRALLEXEE, UTRATHEERBRS
M5%, M5B/t URL B8E, MNZR%EF NONE, NIEE URL &N :

1. ATFRERIGERE,

2. BRI EmN AR,
x1.2. RETH

MRENN AERF... BEFE...
I F R TISEL BASE. MERGE_SLASHES =X
DECODE_AND_MERGE_SLASHES

1B RFC 3086 MBI R, BFAHML,

BASE
1RHE RFC 3986 1A FHRITHSELIE REE, BFRMHE MERGE_SLASHES
EERE D RSB RAT,
RIE RFC 3986 #ISEIb1E KRR, 1Y 540 i DECODE_AND_ MERGE_SLASHES
MR LR & FHRIAT,
B\5 RFC 3986 A FEAM A A IEIE KRR, NONE

1.2.2.59.4. NEEFEHMSE{LAE SMCP

£ Red Hat OpenShift Service Mesh R BB ZEHSEAL, 1H1E ServiceMeshControlPlane H15E MU TH
B, FRAREBERGIRENRERNRIIXE.,

SMCP v2 BBE&EHMSEIE
spec:

techPreview:
global:

pathNormalization: <option>
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https://tools.ietf.org/html/rfc3986
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
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1.2.2.59.5. BB K/NEHISE{E

ERELEINER, EERICRIEPNBERHTHEN AR 2 KRNERRERER. F110, 18 https://myurl/get

A5 https:/myurl/GeT — 1, EXLERT, ERILUERMW TR EnvoyFilter, it iE2s ¥ E R
FAF LR R LA R N AT IR ER R, TEABIAR, istio-system =2 Service Mesh control plane 7 B
B9 o

¥ EnvoyFilter (REFEIXXHHFHIZITUT RS :
I $ oc create -f <myEnvoyFilterFile>

apiVersion: networking.istio.io/vialpha3
kind: EnvoyFilter
metadata:
name: ingress-case-insensitive
namespace: istio-system
spec:
configPatches:
- applyTo: HTTP_FILTER
match:
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT_BEFORE
value:
name: envoy.lua
typed_config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |
function envoy_on_request(request_handle)
local path = request_handle:headers():get(":path")
request_handle:headers():replace(":path", string.lower(path))
end

1.2.2.60. Red Hat OpenShift Service Mesh 2.0.3 B9$fiThig
Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,
T, XN IRAE LT

e 7f must-gather BIBWE T ERRINT — Nk, AFMIEER Service Mesh control plane
ZHPWERFR. MEEZELR, 1ESMH OSSM-351,

o RBETHAHB N MALEM Service Mesh control plane BIM$AE

1.2.2.61. Red Hat OpenShift Service Mesh 2.0.2 9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRANZRIN T %f IBM Z° #1 IBM Power® R4iHX 5, BILRT
CVE R EM L LIFR AU R I2 1R,

38


https://myurl/get
https://myurl/GeT
https://issues.redhat.com/browse/OSSM-351
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1.2.2.62. Red Hat OpenShift Service Mesh 2.0.1 9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2ITAE A E L R IZFE IR,

1.2.2.63. Red Hat OpenShift Service Mesh 2.0 I ZhAE

Itk Red Hat OpenShift Service Mesh ZAThHRAERIN T % Istio 1.6.5. Jaeger 1.20.0. Kiali1.24.2, 3scale
Istio Adapter 2.0 #1 OpenShift Container Platform 4.6 B9 ¥,

Fif, IXDRAR LT HRE -
e fE{tT Service Mesh control plane &%, HHMEIE,
® 4> Service Mesh control plane B9 55 IR {E FR 185 #0/3 BhHsT Al
o SEITFEEMLEIE control plane BIHEIR = M AL,

o ININXS Envoy B Secret Discovery Service (SDS) B #f, SDS 2 —1MEilLLA MMM
Envoy side car proxies 4% secret B#L i,

o THIEEMFAEFEMEZLNXIEH Kubernetes Secret,
o TERHIFPHIIEAIRS THE, EIREBABEEEHFIAFIFILET,

o JRINT X Istio Telemetry v2 ZRIJBIZHRE, ZZRIZH WebAssembly I BIIEH, XHER
Fai S 7 TR RE R,

o {FRAFELMEIE T ServiceMeshControlPlane FREHE v2, LUERRMHEIR Service
Mesh Control Plane,

o IBINT WebAsembly " BAE W ATl T EE,

1.2.3. FoR T b
XANRA AR — LT RS U R IA b FRA TR S, BN RERFEEIMERER,

BE

BT G BEF ZLLIE" AR SFS F R L (SLA) 2, BMsEameH T, LT
FHEEFRHREREN], XERATTIIE AT LUER T REIHAHNIIE, FENRE
FFA M BRI W

BRIBEATUTNESZFBEHEMESER, BESHBRTTIE L,

1.2.4. FRAFMERBITHEE
2 BIRA R — L Th RS B 4 7 R SRR,

F ARIIREBSA B E7E OpenShift Container Platform A1, FIFMHEM T, B2, XNESELUEH
RATHRA MR, BRENAEFHERZEHER,

HPREVTHEER BEFET ™ M.

1.2.4.1. Red Hat OpenShift Service Mesh 2.5 th 2 F B ERThAE
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https://access.redhat.com/support/offerings/techpreview
https://access.redhat.com/support/offerings/techpreview/
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v2.2 ServiceMeshControlPlane RN, BN BEREMBEEE, LMERAEFN
ServiceMeshControlPlane %R R A<

%I Red Hat OpenShift distributed tracing Platform (Jaeger) Operator X HEFHFH. EWEEIFTEH,
%18 F Red Hat OpenShift distributed tracing Platform (Tempo) #£4%,

% OpenShift Elasticsearch Operator Bz ¥ E.F .

Istio YSHIBRTT B =7 JSON Web K2 (JWT) B, Istio (BATIHE=H JWT,

1.2.4.2. RAMMBRMTHAE Red Hat OpenShift Service Mesh 2.4

v2.1ServiceMeshControlPlane FHRAB#H % EF, B NAREMEEE, LUMEREHHN
ServiceMeshControlPlane %R R4

%I Istio OpenShift BH (IOR) X EFHA, FIHEUBHILITHRAHHIER,
%f Grafana XK EFHA, FREUEMEAITIRAH MR,
%F Red Hat OpenShift Service Mesh 2.3 HEFHF AU T HEEMHM L FEMNE M IHHIRSSSIHN TLS
FR AR REIIR DR, BMRIEBLE TLS #EN, FEVNEEILHRBEGZ—HNRSH
R AR FE N TR,

e ECDHE-ECDSA-AESI28-SHA

e ECDHE-RSA-AES128-SHA

e AESI28-GCM-SHA256

e AESI28-SHA

e ECDHE-ECDSA-AES256-SHA

e ECDHE-RSA-AES256-SHA

® AES256-GCM-SHA384

o AES256-SHA

1.2.4.3. Red Hat OpenShift Service Mesh 2.3 2 F IR ThEE

SMUTBHEEANIREFA. BEURHATHRAS, BITRNE A IRMIRS SRme TLS iR
BOA RS 52 A R,

e ECDHE-ECDSA-AES128-SHA
e ECDHE-RSA-AES128-SHA

® AES128-GCM-SHA256

e AESI28-SHA

e ECDHE-ECDSA-AES256-SHA
e ECDHE-RSA-AES256-SHA

® AES256-GCM-SHA384

40
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o AES256-SHA

ServiceMeshExtension API £ Red Hat OpenShift Service Mesh fii A 2.2 FE.#H, 7 Red Hat
OpenShift Service Mesh iR 2.3 #litibR. #0R MM ServiceMeshExtension API, NI /E#E
WasmPlugin API DA4kZE{E R WebAssembly §7 &,

1.2.4.4. Red Hat OpenShift Service Mesh 2.2 12 F AMIThEE

ServiceMeshExtension API MiRZ 2.2 FFIAEFH, FPELUGHIRRAFMER, A
ServiceMeshExtension API {3A1E 2.2 R AP # R, BEFNIZFIAFERFH WasmPlugin AP,

1.2.4.5. B2 T Red Hat OpenShift Service Mesh 2.2 FIZhAE
SFRAEER, AITHRALETR T A ETF Service Mesh 1.1 B Service Mesh Control Planes 3z #5,

1.2.4.6. B2 T Red Hat OpenShift Service Mesh 2.1 hpgThaE

1 Service Mesh 2.1/, Mixer HE#MR, ZFEIAEEMTIFASTE Service Mesh 2.0 4 4p B HAZE SRET
R,

INRFE T Mixer ¥4, NASXM Service Mesh 2.0.x FHRE 2.1, Mixer i AT #HEE] WebAssembly
TR

1.2.4.7. Red Hat OpenShift Service Mesh 2.0 hE FRMTH#EE

Mixer ZHETERRA 2.0 FEFA, FRERAE 21 kR, RARTEMA 2.0 A FFER Mixer LI
B, By BIIZETBEIFH WebAsembly L,

Red Hat OpenShift Service Mesh 2.0 REX LU T FIRFKE -

e Policy (3kB&) (authentication.istio.io/vlalphal) ABE#EXHF. RIBERRTEFHNERRE,
BRI RE R B E 2 HRRIA R RFEHRR.

o {# M RequestAuthentication (security.istio.io/vibetal)
o &M PeerAuthentication (security.istio.io/vibetal)
e ServiceMeshPolicy (maistra.io/V)) A B X1,

o fEHM Lt RequestAuthentication 5 PeerAuthentication, {EBfXE7E Service Mesh control
plane #p44 22 [H] A,

e RbacConfig (rbac.istio.io/vlalphal) FAE#EZH,

o M AuthorizationPolicy (security.istio.io/vibeta) &, HbhaE
RbacConfig. ServiceRole #1 ServiceRoleBinding #9177/,

e ServiceMeshRbacConfig ( maistra.io/vl) FAEEZH,

o {&f_Lyt AuthorizationPolicy, {BfREE7E Service Mesh control plane &34 Z2 A,
e ServiceRole (rbac.istio.io/vlalphal) AE#EZH,
e ServiceRoleBinding (rbac.istio.io/vlalphal) F~E#E%Z .

® 7FEKiali #, login #1 LDAP REREHMF A, FFRBIMRAFEBI AR OpenlD #L B F DKL,

41


https://istio.io/latest/blog/2020/wasm-announce/
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1.2.5. XA

Red Hat OpenShift Service Mesh FZ7ELL R :

® Red Hat OpenShift Service Mesh M & B EE2 3 IPv6, ALL, Red Hat OpenShift Service
Mesh A X R RMILEEE,

o EBAMAE - Kiall AN AERAKIREN BREFHREMNEDT NEE (ARTRBERERE) WA
BEmAMZL,. BANEB—NE—HmRERIEERK, AL Kiali i 7 LM RERRIER, Bit
FAREMHERE, ATM Graph Settings EH AEFE— PN FRRAM Layout Schema,

® ELRM Kiali #HI& 5P HEXRS (MN2HNEBERFEE (Jaeger) # Grafana) B, @ZifEA
OpenShift Container Platform BxEIFEZ U B HEFHFITH M IIE. X2ENERNMA TR
PRI A R & T E P FTE R L

e Bookinfo =I5 FATRFEEELRETE IBM Power®, IBM Z°@ #1 IBM® LinuxONE H,
e IBM Power®, IBM Z® #1IBM® LinuxONE A2 # WebAsembly .
e |BM Power®, IBM Z® #1IBM® LinuxONE A3 LuaJIT,

e |BM Power®, IBM Z® #1 IBM® LinuxONE Fi2{t 8 — iR IPv6 X,

1.2.5.1. Service Mesh B 41051

Red Hat OpenShift Service Mesh A LT & A8 A1

o OSSM-6267 7£ Grafana RIEMEEHIBERRE, HESHSREFMEILE R, B TEE Istio
service # Istio workload (U FRIRFEEHIE, BRI, XNAFILEBIREEREAR,

o Y istio-system PR A ILEL A ISR, RBkT OSSM-5556 %K,
i AR TR : FRC control plane 34 28 (A LAPCEE & Pk 2R, LUBHRBKIT M XELE,

ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled
gateways:
ingress:
enabled: true

RE, EeSTHEITU TS :
I oc label namespace istio-system istio-discovery=enabled

e OSSM-3890 ZXELZ A MREBEPERMX AP SER RN TRHIRER
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2023-05-02T15:20:42.541034Z error watch error in cluster Kubernetes: failed to list
*vialpha2.TLSRoute: the server could not find the requested resource (get
tisroutes.gateway.networking.k8s.io)

2023-05-02T15:20:42.616450Z info kube controller
"gateway.networking.k8s.io/v1alpha2/TCPRoute" is syncing...

BEAEZHPMREEP IR X AP, SEHUIFEMAMX APl BE LHIRE L (CRD)X
%,

ELZMEFMEEEH, 2R 7T CRD ), Istio TiE A IMNEREREFIEWL CRD, EIL, Istio &%
A SRR 5% API CRD, {BNRiXLE CRD FE1E, ME4 iz,

Service Mesh 2.3.1 R BBk A X % vialpha2 #1 vibetal CRD, AL, P CRD hR A&
BFREF LT MIEERERZFHFMX AP,

InE R AR « LT RAIF, kubectl get R{F2 %4 vialpha2 71 vibetal CRD, 153F
B, URL @&%i4 8 experimental FE%, FHENhEHFIEMMEHAK

$ kubectl get crd gateways.gateway.networking.k8s.io || { kubectl kustomize
"github.com/kubernetes-sigs/gateway-api/config/crd/experimental ?ref=v0.5.1" | kubectl apply

-5}

£ default # SMCP #9 OSSM-2042 Deployment %k, INREEOIEE SMCP &, FHitH
version FEREE N v2.3, MK RIZFRTEER default, MR AFRE default, ] control plane
FTEERE, OpenShift K& ALLTERE Warning E14 :

Error processing component mesh-config: error: [mesh-
config/templates/telemetryv2_1.6.yaml: Internal error occurred: failed calling webhook
"rev.validation.istio.io": Post "https://istiod-default.istio-system.svc:443/validate?
timeout=10s": x509: certificate is valid for istiod.istio-system.svc, istiod-remote.istio-
system.svc, istio-pilot.istio-system.svc, not istiod-default.istio-system.svc, mesh-
config/templates/enable-mesh-permissive.yaml

OSSM-1655 Kiali {ZRAR1E SMCP F/5 A mTLS & &R %,
1£ SMCP &= F spec.security.controlPlane.mtls % &S, Kiali #ZEHl&4ERUTEIZHEE N
subsets defined,

OSSM-1505 RBTE OpenShift Container Platform 4.11 {1 f ServiceMeshExtension iR

FEKEE, HTE OpenShift Container Platform 4.11 L{# 3 ServiceMeshExtension I, BfiEk
REZhehss, tNRFEMA oc describe ServiceMeshExtension A/, BaFTILU T

% : stderr: Error create mount namespace before pivot: function not implemented.

I #2255 : ServiceMeshExtension 7£ Service Mesh 2.2 HEF . M

ServiceMeshExtension 57| WasmPlugin % ﬁo MEFEZER, HSHM

ServiceMeshExtension 3X# %] WasmPlugin 7R,

OSSM-1396 AR — MK TR E S spec.externallPs % &, MARE
ServiceMeshControlPlane BT EFH I, NIZMXSEMIRE KT REHOIE,

OSSM-1168 HLLEA YAML X B2 AR 55 W& BURRT, Envoy proxy sidecar A eI SEitF
A pod, HHEMAIE SMCP, SMMR #] Deployment B5IRES, ERE R LUEE TIE,

OSSM-1115 spec.proxy AP| BJ concurrency FE& % B £ istio-proxy. H{#F ProxyConfig
WERT, concurrency FEXAILIIEE T/E, concurrency FEIEE EiZ21TH worker ZZi2 82,
MRFEE N0, MBI worker ZREHEFT CPU AL, MREBXREILZFE, NEEH
B worker T2 EEIAN 2,

ELLTFRAIH, concurrency FERIXE N 0,

43


https://issues.redhat.com/browse/OSSM-2042
https://issues.redhat.com/browse/OSSM-1655
https://issues.redhat.com/browse/OSSM-1505
https://issues.redhat.com/browse/OSSM-1396
https://issues.redhat.com/browse/OSSM-1168
https://issues.redhat.com/browse/OSSM-1115

OpenShift Container Platform 4.15 Service Mesh

44

apiVersion: networking.istio.io/vibetat
kind: ProxyConfig
metadata:
name: mesh-wide-concurrency
namespace: <istiod-namespace>
spec:
concurrency: 0

OSSM-1052 7E RS M control plane A/ ingressgateway Boi& Service ExternallP I, &
B 1ZARS5. SMCP B schema fRMZIRS IS,

I ARR A SR : 22 SMCP spec FEIM X0, FoIEEBMXEE (8E Service. Role I
RoleBinding) o

OSSM-882 3&FATF Service Mesh 2.1 RERRA, #n44Z2[H/{iLF accessible_namespace 53

B, {BRHINFE Kiali Ul fr, BRIAERT, Kiali A& EREML kube" LB & 22 [H], B hixXLe
A ZE BRI ER, mMAEMEHN—E8D,

fBign, MREAE—DEH akube-a' EI’J 2 22 [H] F I ERIE Service Mesh member roll

B, Kiali Ul AR ERXNRBZENE, XBERANFE LRI, THSPERRLE FIEF iR
HEIEE U IERI M R 2R (A,

MR A SR « Bl Kiali BE X HIRIXE, UMEFARS (1) fIKXE, Fa :

api:
namespaces:
exclude:
- "Nistio-operator”
- "kube-.*"
- "Aopenshift.*"
- "Nbm.*"
- ""kiali-operator"

MAISTRA-2692 MIBR T Mixer, 7E Service Mesh 2.0.x FE X HB E X I8hrTiE7E 2.0 REH, 7
LI EnvoyFilter B2 & B 7 1615, FRIFBEAFAILK, ZLIEAR X% EnvoyFilter B2E., X2H
HNEESZ Envoy AP 388 5%, XEKRBELEETIAEREM,

MAISTRA-2648 lRESMET B ERIS IBM Z2° LEEHMEAERR,

MAISTRA-1959 iF# £/ 2.0 Prometheus $2EX (spec.addons.prometheus.scrape % &
true) 7E/5A mTLS NREREE T, 54, HEMA mTLSH, Kiali 2 BT RMEFEIE,
A& im0 15020 MACIRECD & AR HERR SR AR XA R, FI40 -

spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 15020

MAISTRA-453 fNR 0TI B HILENERE pod, MARFH1T sidecar iEA, TEAIE pod
B, operator ;&N maistra.io/member-of , FE I ATMIBR pod FEHF O E LUNIT sidecar
SENRE,

MAISTRA-158 N BERAE—ENZH S PR KA, SSBAEMXELETIE,


https://issues.redhat.com/browse/OSSM-1052
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1.2.5.2. Kiali B[] 5

=
Kiali BRI 1ZTE OpenShift Service Mesh T E {2, Component %4 Kiali,

Kiali #7 2 X084 (7]

o KIALI-2206 HIEHE—RIjF Kiali ZHEI G, NITSRAHRA Kiali BEEHEE, Kiali [RFSIFETE
B Metrics FR%5 DT “View in grafana” SR EE M BRI E, RAEE— R Kiali F
K HILX AN A,

® KIALI-507 Kiali "2 #F Internet Explorer 11, iX 2R N EZEFRFZHF Internet Explorer, Eiji[A]
Kiali ##l&, 15EA Chrome. Edge. Firefox 5% Safari {1 W23 N ERFTAR A Z —,

1.2.6. & 189[A] @
TEYRT R ATARA AR AR R 7 LU a5

e (OSSM-6331LAHI, smcp. general.logging.componentLevels spec AILUESZ T MH LogLevel
{&, ServiceMeshControlPlane FHR{BAMOIE, IE, HEAIHRNERSB L control
plane I, AiHaER—MERER,

e OSSM-6290 Z#i, Istio Config ZIRTTMI R TIETEER T, A A istio config Iﬁ%BAMﬁﬁ
ARRZEAFR LR, BEEMNTRZEAREFE-—MEENTE, IWE, EdETRIIRD, R
S RETAETBH istio config i,

° &ﬁM@BSM%,%@ﬁ%omm%mSHWEM%h%ﬂﬁ&Bamnﬁ#¢%maﬁﬁﬁ,
ZEHEENREITAAEINERIHITZANEER. i, #AREZRHEPITFANE—TIR
TRH9 Web T 2R4T FFEHIR DI, I7E, FRAEXLEEFEM, KRN+ Back ‘JL,L ?F)\
IEFARY 1@,

e OSSM-6299 ZHi, £ OpenShift Container Platform 4.15 f, &SR8 K P EE T A3k Hh
B Node B 3 LI, %E'_?ﬁﬁ =B, Bk, NTEERAERNREERE. IE, =
Node B3 5% 10 AT LAIE R Hh R 17 s

TERZ BIBhR A R ER T LA R

1.2.6.1. Service Mesh &5 #4)n]| 5i

e OSSM-6177 TELRIHIARAF, %7E ServiceMeshControlPlane (SMCP) /3 RIGIEE B
if, istiod 24N, BIEEAT GatewayAPl X#., I, YERRILERBEEXRE
GatewayAPI i, istiod A& EFLLERIG,

e OSSM-6163 R T LU AR :

o TELLEIMIRRZAH, Service Mesh control plane (SMCP) v2.5 REE T — NN ARIEEM
Prometheus #&, B FiE15 A Prometheus {X3&#MR, II1E, 7E Service Mesh operator
251/, Prometheus #{& B EH.

o FELIHIMIRRZAFR, 7E Service Mesh control plane (SMCP) /1, Grafana #iBRTT;ZB NN E
EXREMIUERI, B8 LAE Grafana mesh (Y RIRFEE Prometheus B3EIT, I
1£, Grafana #iERZ AL B securedsonData FEE T, IEIMIEASENRIRPERE
7.|__\o
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e OSSM-6148 LAfl, LA F = Traffic Graph Tl L AEfAI ' s 3 AR BEMIEITTR, OpenShift
Service Mesh Console (OSSMC) fEH& BN, IAE, IEMEETEE MBI RIIFE 0T R
N/ 3 B FR B P ZE e T

e (OSSM-6099 LLgI, OpenShift Service Mesh & (OSSMC) 4 ToRTE IPv6 SEEEF IEFAN
o TITE, OSSMC fRHUEECHISH, LRI IPv6 SRR EME A,

e OSSM-5960 LRI, OpenShift Service Mesh Console (OSSMC) &% B R ~BRER, WG
IR IRDK Istio $ik, HIME, XLEBAAIEIEH TTEBITIER EH# TR,

e (OSSM-5959 LAEI, OpenShift Service Mesh Console (OSSMC) ##{4% & 7E Overview Tl HEH i
N TLS #l Istio MIEE R, HIfE, XEEFERIWEBLR.

e OSSM-5902 LAR], HF7E Overview TIEAF = Istio BLERERFSHT, OpenShift Service
Mesh Console (OSSMC) {EHSEEME "Not Found Page" fii%, IIE, HHSEEREIIEM
8 Istio Be& 115 V1 H.

e OSSM-5541LA#l, Istio operator pod E—YE/FRKEH AR FFMGTHIE, TE, ML
EHEC T, LUk SR B X AN AR,

e OSSM-1397, LAdN, #IREMenZZEFHHFRT maistra.io/member-of 1755, Service Mesh
Operator A= BN ARl RZEE], Eih, sidecar SFATETE 22 A A THE,
IR BN ServiceMeshMember % §&kif, Operator RFHFEN BEIGRZEE, XEMA L
member X R,

WFE, FepRZEFEMEM RSB R A member Xf R,

o OSSM-3647 LAR], fE Service Mesh control plane (SMCP) v2.2 (Istio 1.12)#, WasmPlugins X
EATAIEEITRZF, M SMCP v2.3 (Istio 114) 748, WasmPlugins BRIAN A F A BGHI H i ki 0F
2, XN 3scale WasmPlugin WA FBIATEIH, BIE, RMTIMELE
APPLY_WASM_PLUGINS_TO_INBOUND_ONLY, Ef1FM SMCP v2.2 ZE& T E| v2.3
v2.4,

AR ENARINE SMCP BREH -

spec:
runtime:
components:
pilot:
container:
env:
APPLY _WASM_PLUGINS _TO _INBOUND_ONLY: "true"

BIRFRRETH, HHITUTEE
1. 1€ SMCP v2.2 #1i%{& APPLY_WASM_PLUGINS_TO_INBOUND_ ONLY,
2. #E 2.4,

3. £ WasmPlugins 1% & spec.match[].mode: SERVER,

4. R BIRMBEMNEL &,

e OSSM-4851 LART, %4 runAsGroup. runAsUser = fsGroup S04 nil i, Operator 7EM#&
RNEBERT pod . ITE, RINT yaml FUELLE S nil {E,
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OSSM-3//1 LART, XT+ Service Mesh Control Plane (SMCP) HAE X BYETH A M R J0/ESR
OpenShift B&H, IE, BILLF routeConfig HL7sINEIE ™ additionalingress XM, LUES
BIMXG A= OpenShift B H.

OSSM-4197 TELARTRIAR A, INREELE T 'ServiceMeshControlPlane' FHREY v2.2 5% v2.1, 1
TE0E /etc/cni/multus/net.d/ B, &I, istio-cnipod o ERLZE, istio-cnipod BEEELL
THE:

$ error Installer exits with open /host/etc/cni/multus/net.d/v2-2-istio-
cni.kubeconfig.tmp.841118073: no such file or directory

MIE, INRIEERE 'ServiceMeshControlPlane' HREHI v2.2 3 v2.1, NI /etc/cni/multus/net.d/ B
SE0/E, FH istio-cnipod 25 ready,

OSSM-3993 Z&il, Kiali RiEiTHrE HTTPS w0 443 ERRIESIFF OpenShift OAuth, 1
£, Kiali @idIEFRAE HTTPS O #F OpenShift OAuth, ERERwO, EFF
spec.server.web_port FEX X E N Kiali CR R IEBIIEFRAE HTTPS im0,

OSSM-3936 £ HIfIkR A, injection_label_rev # injection_label_name & M85 #E %
M, XFHBEENREBEIEE Kiali BE XFIRE L (CRD)REM, IE, BHEETEERD,

IR ET LLTE spec.istio_labels ##% & B & X injection_label_rev # injection_label_name Bt
BB,

OSSM-3644 LART, FXFR egress-gateway W EMILE R K i s BUEE IR B HT, M-S BRI HIiR =
%B. WE, ERSBRIHEH T federation-egress Mk, LUE © 12 W IE 88 L% B < 0 =

OSSM-3595 LAgT, istio-cni AR STE RHEL £XIL, K SELinux AAAFIE iptables-
restore {TFF /tmp B, IFE, SELinux&id stdin H AR @it — DX (%8
iptables-restore,

OSSM-3586 &, % Google Cloud Platform (GCP) Jt#IEARS 23 A AT AT, Istio KEERIK
18, LBIEFAKE Istio 114.6 i, Istio RIEBRXTE GCP LIRTIHAEEN, BMETEIRRS I TH,

OSSM-3025 Istiod BIf TTEfLZE. B, YMRESESMOMBZERE, HNEN Istiod Y
et 53 Istiod pod KREtsE, INTE, FEHIEHARR, pod INIERINTIERE 5N,

OSSM-2493 SMCP ##2ki\ nodeSelector # tolerations A& %845 Kiali, f&RINE
SMCP.spec.runtime.defaults #J nodeSelector #1 tolerations HI1E A LU{% 345 Kiali BiR,

OSSM-2492 BANBR&R B Z #8245 Jaeger, EANINEI SMCP.spec.runtime.defaults £
nodeSelector # tolerations ¥I7E & LUE 44 Jaeger iR,

OSSM-2374 tNRIEMIFR T EH—/ ServiceMeshMember %i&, Il Service Mesh operator &
fitikk ServiceMeshMemberRoll, & &R /E—1 ServiceMeshMember [/ iX 2 Tl HRI1T
H, BMReLDEFEMAKG, Operator RN iZMIFR ServiceMeshMemberRoll, ;XM EILE
fi# )R, Operator (XIE&E— ServiceMeshMember 53R #5 M BRAH = it &
ServiceMeshMemberRoll,

OSSM-2373 kI FRER OAuth TTHIBIEE 1R, BIRENVEREEMRA, 15EA
system:anonymous i/, ERAKEHEIAIISTE ClusterRole #1 ClusterRoleBinding, E ik
FA LAE I IRER AR A, #0R system:anonymous K /7 % 5k T IREXEEEMRABIFUBR, OpenShift
BRI A,

XANA B @ A Kiali SA FRENVERBFAR A SRAR R, XA LURE SR LR LM,

OSSM-2371 B4R Kiali BE& N "view-only", 1B A LAEIT Workload details B kebab 3B R

REBEHERI, XNAEESHEER, & KialiBEEH "view-only" i, "Set Proxy Log Level" T
IR,
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OSSM-2344 B Istiod & 53 Kiali {1/ port-forward i3k K& CRI-O, ¥ Kiali TikiEEE
Istiod, T Kiali B M istiod & HKE1H K RHILXFIENR, Kiali FIIERSIE & XE istiod BI1E
K.

OSSM-2335 S B Irtg £ E Traces scatterchart &R L, BRSSH Kiali #HER N HLE
U1 KAS LR,

OSSM-2221LAgI, ServiceMeshControlPlane #p# 22 (5] B9 % 5F A B354, R ignore-
namespace H7% KA A B a4 22 [H],

TE QI8 v2.4 control plane I, #3422 (8RB ignore-namespace 1%, FaIHITRXE
Ao

FELLTFRBIF, oc label a34 MILAE EBE A B % 22 [A] H fiHIFR ignore-namespace 175 :
I $ oc label namespace istio-system maistra.io/ignore-namespace-

Her:

istio_system
5 7E ServiceMeshControlPlane #p & 22 |A] B & FR,

OSSM-2053 {8 Red Hat OpenShift Service Mesh Operator 2.2 2% 2.3, 7 SMCP /#1728
&, SMMR #4235 M SMMR.status.configuredMembers FlHiIRE S dp 2 22 F], XS5
6944 22 [R] R B9 AR 55 12 — L5 R R AT A

£ Red Hat OpenShift Service Mesh Operator 2.2 % 2.3, SMMR 523 ~E M
SMMR.status.configuredMembers FffifRen & 22 [H], HER, EHIZRRIGHEZEERME
SMMR.status.pendingMembers &, LUIEREN]TE&FN. EHHIEH, RABI HEZE
(65 SMCP R, 4 ZE<BH51M SMMR.status.pendingMembers FfF&.

OSSM-1962 7B R #2428 A EndpointSlices., Bt3fi%H23I1E{E A EndpointSlices, X
DRSS RBEEEHT Y BIEMMERE, BVAER TS PILOT_USE_ENDPOINT_SLICE #3i&,
AR E B IR FREE,

OSSM-1668 — N HTHIFE& spec.security.jwksResolverCA B INZIkRA 2.1 SMCP 1, {B3%
FHETF 220 M 221 iR, HMEFEEZLFEB Operator ARAFHEI TR L F E&HY Operator hix
A, NI SMCP %% .spec.security.jwksResolverCA F£&,

OSSM-1325 istiod pod BRI F TR T HEE{S & : fatal error: concurrent map iteration and
map write,

OSSM-1211 R R B B EAFRAR 55 A& 0I5 IE & T1F.
Istiod pilot H& T RELFEE% © envoy connection [C289] TLS error: 337047686:SSL
routines:tls_process_server_certificate:certificate verify failed

OSSM-1099 Kiali & E~E S Sorry, there was a problem.Try a refresh or navigate to a
different page.

OSSM-1074 Pod 2% B7E pod HiE A,
OSSM-999 Kiali retention FoiEIRTIER TVE, (R &I AR BT B 7 I (8] 4% (R 4%,
OSSM-797 Kiali Operator pod & %&£ B # Operator I/ 4 CreateContainerConfigError.

M kube FFiaH) OSSM-722 fn 44 22 [H] M Kiali FFE .
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OSSM-569 Prometheus istlio-proxy &asxH CPU W{FIR1E, Prometheus istio-proxy sidecar
£ A spec.proxy.runtime.container Fi & Y B RBR(E,

OSSM-535 ¥ SMCP FRRSRIEH R, Service Mesh Control Plane A1#4 ValidationMessages
FERIMEATLUZEN True, XREATRRESHER, XEHTHREHRIERE A,

OSSM-449 VirtualService # Service & 5B —MH1% - "Only unique values for domains are
permitted.Duplicate entry of domain."

BEZELEMM OSSM-419 fp & 28 |7 #B T /RTE Kiali S & 265K, BENEdpZZe A Al geiETE
Service Mesh Member Role F7E X,

OSSM-296 H7E Kiali BE X FHR(CR)FRMBREER, FTR/FHEEHF Kiali configmap .,

OSSM-291 7% Kiali #2#l& A, 7E Applications. Services #l1 Workloads T{E A, "Remove Label
from Filters"ThEETCIEIE S TE,

OSSM-289 £ Kiali #£4I&H, ‘istio-ingressgateway' # 'jaeger-query' BRSSBIRRSSH1E TTE 3%
B 7R Traces, Jaeger FIfZ1E trace,

OSSM-287 1E Kiali £l & #3% B /R Graph RS H B trace,

OSSM-285 i j17] Kiali 2 & U EILLTFESRE R « "Error trying to get OAuth
Metadata",
IGE 2R AR « EF Kiali pod,

MAISTRA-2735 ¥4 Red Hat OpenShift Service Mesh 2.1 Fif] SMCP B i, Service Mesh
Operator RMIFRHITTIR, ELARIMMRAF, Operator MifR T AU TIFER TR -

o maistra.io/owner
o app.kubernetes.io/version

HITE, Operator &728%:% A 15 app.kubernetes.io/managed-by=maistra-istio-operator #1%
MR, MNRCBE SR, NIRRT app.kubernetes.io/managed-by=maistra-istio-
operator TR RN H A,

MAISTRA-2687 Red Hat OpenShift Service Mesh 2.1 BXFB M X £ A A ZBIUE T AR 4 X TR
IFF%8%, Service Mesh BXFRH OM KRN KL ZER FimiEH ., K NEFRAOM* REN5E root IFFH, R
HEeTERIER M IRIEE, BRIEEF root IEHHRIMNEIEES S A ConfigMap .

MAISTRA-2635 &#: B F FH Kubernetes APl, M Red Hat OpenShift Service Mesh 2.0.8 7F
&, NRFS OpenShift Container Platform 4.8 8938 A £, apiextensions.k8s.io/vibetal API
S ER

MAISTRA-2631 WASM IREREEEA, BN podman & nsenter Zi#HIREFEEMARI, Red Hat
OpenShift Service Mesh £ L FHE5{E R : Error: error configuring CNI network plugin
exec: "nsenter": executable file not found in $PATH, F2RHRIRINES S nsenter, WASM |
LUIE & T,

MAISTRA-2534 & istiod 1. H JWT g ERIZ &K FHREN JWKS B, ZAEBRSER
502 MR, XSGR IERSRE, HEBERBEHEE, Service Mesh 2.0.7 lRAHEFE T i+ X2
FRENEE.,

MAISTRA-2411 % Operator {8 ServiceMeshControlPlane FHY
spec.gateways.additionalngress €I A QM KL, Operator A& WAIABIA O M X O
—* NetworkPolicy, EKI\H istio-ingressgateway, iXFE T K BEFHMXEEH 503 ML,
I ARR A Z « 1E istio-system &34 Z2 | F 5 fi|# NetworkPolicy.
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e MAISTRA-2401CVE-2021-3586 servicemesh-operator : NetworkPolicy ¥Ti& 7} ingress %iR#g
EHIRMIRO, ﬂj Red Hat OpenShift Service Mesh Z2&H) NetworkPolicy FiR% B Efi1E E_I
Wlﬁl@l”b“ X SEVF MRS pod Vi [RIXE TR EBIRTBIRO, MAZILTRIRERNMS KIS
AL

o Galley
o Grafana
o |Istiod

o Jaeger
o Kiali

o Prometheus

o

Sidecar injector

e MAISTRA-2378 HEEWEE EMA 1A ovs-multitenant B9 OpenShiftSDN, BEMEEEXE
4 22E (200+) , OpenShift Container Platform P44 HHE T AR EE B R R LA, Service
Mesh #BHT & "SIMHE&H%FFT# SRR, REEFHMA,

e MAISTRA-2370 Handle tombstones in listerinformer, TESEHMB R E A EBEERNREEE
B, BHMREFENRIEERELE tombstones, MM FEIE go FHEE panic B[R,

e MAISTRA-2117 [@ operator AANAT %M ConfigMap 4, CSV IIEEE— 1 a%EM ConfigMap
BiEHE, ©aHEE smep-templates ConfigMap (M1R#E71E) . 1R smcp-templates
ConfigMap ~7F7E, NIEHMB R NZE, HIE ConfigMap i/, BX&IEF ConfigMap F#I5%
B, ¥7I1Z SMCP.spec.profiles F5|fH, FHEZEE/F Service Mesh operator,

FERAT AN CSV B 2.0 operator ##; smcp-templates ConfigMap B9 F BT A2 Zl Red Hat
OpenShift Service Mesh 2.1, #Zfa, BRI LAALLERINER ConfigMap RESEMNEES, ™
T EHiHE CSV, UMERFREZIE ConfigMap B EBE & & ConfigMap KA HKEEEH
CSV,

e MAISTRA-2010 AuthorizationPolicy 7~ #f request.regex.headers FE%. validatingwebhook
KB B F B AuthorizationPolicy, BMEIREEAZFEL, Pilot b EAMERNAE
¥ike, BeXEERIE.

o MAISTRA-1979 {FFZE 2.0 1243 SMCP.status M v2 &y v B, ##t Webhook @EZFHFUTE
g%ﬁx .

o conditions
O components
o observedGeneration

© annotations
1§ operator A2 E| 2.0 AIBERBEIFE A maistra.io/vl fRAILEX SMCP IR EME I TR,

XA & S HIEIZ1T oc get servicemeshcontrolplanes.vi.maistra.io fsf READY #] STATUS

BNz,

o MAISTRA-1947 # A7 B#HE ServiceMeshExtensions AN A,
GBS R R AR - MIFRFFEFT L2 ServiceMeshExtensions,

o MAISTRA-1983 iF#Z 2/ 2.0 IR B 1ZTE L3 ServiceMeshControlPlane FIR 4 F24 F 2.0.0 B9
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M TC AR 188, ServiceMeshControlPlane ¥R TLHIT A S BT A ME MR, X
NRAAF, SXAMERTUEIRE . SR BRERB TR, FFEE 0 # FUR SRR R RS
Bk, AXGWHEENEZER, 1§25 [BE& Red Hat OpenShift Service Mesh &4 ],

e MAISTRA-1502 R F7EARA 1.0.10 FIEE T CVE, Istio (URMRF A HINIE Grafana B Home
Dashboard 3 5.8, Eifj[f] Istio (YRR, RFMMEIRPH Dashboard 35, RE1%EFF Manage
prinjily S

® MAISTRA-1399 Red Hat OpenShift Service Mesh AE R IEEREFZHFH CNI T, ZHRFHIF
BECER AR,

® MAISTRA-1089 iF#BEI7FFE control plane #4225/ 6)#EH7 2.0 M B EhMIER. M SMCP
spec AWK E LG, BEEFIIMIRIX LR,

e MAISTRA-858 Envoy BE&EHU TS 5 Istio 11x xMFHIETNAEE HXNERZREEM :

o [2019-06-03 07:03:28.943][19][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:129] Using deprecated option
‘envoy.api.v2.listener.Filter.config's This configuration will be removed from Envoy soon.

o [2019-08-12 22:12:59.001][13][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:174] Using deprecated option
‘envoy.api.v2.Listener.use_original_dst' from file LDS.proto, This configuration will be
removed from Envoy soon.

o MAISTRA-806 #Z H M Istio Operator Pod & 52 mesh #1 CNI REEMERE.
IR R AR SNRIEEBE control pane i istio-operator pod #:Z H, MHER#EZEH A istio-
operator pod,

® MAISTRA-681 Service Mesh control plane %N n R 22 [A]Kf, ARESR FBUHIIMERE AR,

e MAISTRA-193 &7 citadel 5 7 FRICETIRER, SHITHAMBEHSER.

® Bugzilla 1821432 OpenShift Container Platform B 7 Y BTiRF1% U1 fP RO b 4 T3 A IE R 5T
CR. OpenShift Container Platform Web #2l& HH Service Mesh Control Plane (smcp)
Overview TTEHH Ul tDHAEHIBN REHRTRPNERFE. BEH SMCP, B4 YAML
NE, HEMBTITEHRTIER, MARRTE toggle %4,

1.3. #% SERVICE MESH

Z1JjIn] Red Hat OpenShift Service Mesh HIEx HFITHAE, 1BEAREIHRIRA 2.5.2,

1.3.1. TR A
CTNETES RARA R IE L ARA, 15 UARASIE 3 MAKS, KR AXY.Z, E

o XARREMA. ELITHRABERTHE ETENZL : /IWEHR. API Bl BEXERUK LKL
BARER,

o YRFRRA. RETHRASE THIE, RIRFAGREME,

o zKR—PIThHRAE (BFFN z-stream fRA) . T IRAR FRAARE LIRBFNEE (CVE) B9
FRRAR, URMAPHNRRFHRES, FREBETRFENITREN—8B2 X,

1.3.1.1. lRAX% Service Mesh F2: 892200
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RIBEESTHEFRRE, ARIREEMTR,

e T E#H - B Operator Lifecycle Manager(OLMYE RN T F4 ; TEE#H Operator Ff & B i
7o

RRAEH - REEAFBIRHFH Red Hat OpenShift Service Mesh Operator iRZA, FHEHENR
ServiceMeshControlPlane %E# 8 spec.version fH.

EMRAEH - ERAFHLFERHEIRHI Red Hat OpenShift Service Mesh Operator iR, ¥

FiER SerwceMeshControIPIane FIRAE spec.version {5, AN ERANEFARESETR
MEFRAVEN, AT ATREREZE A THNNFIIRN,

1.3.1.2. T f# Service Mesh fRZ
E 7 RIKTE RS LEBE M Red Hat OpenShift Service Mesh it A&, EEE T RNAEEE MHGRA,
® Operator A& - Fx#THY Operator kA 2.5.2, Operator R A S IE R~ HFIZR L Operator #J

kA, &N Red Hat OpenShift Service Mesh Operator X #f Service Mesh control plane A
kx4, FFLL Operator AR =R EEEH ServiceMeshControlPlane HiREIMR A,

BF

FHREIRFTH Operator fRAS BN AT BH, BARXBINF Service Mesh
control plane F2¢ B &R #FTHIR A

® ServiceMeshControlPlane kit - ServiceMeshControlPlane MR AR E & AR Red Hat
OpenShift Service Mesh hk4<, ServiceMeshControlPlane 7R spec.version FEXHI(E 1%
HI B T LEEFERE Red Hat OpenShift Service Mesh BIZRFFIEZE % &, £/E Service Mesh
control plane i, EATLAMERAUTHAHARZ —IXBIRA :
o ZE1f Form View HEZE, 15M Control Plane Version 3 AL IR A,
o 7 YAML View HEE, E71E YAML X4 Hi%E spec.version BIE,

Operator Lifecycle Manager(OLM) A& Service Mesh control plane #%%, EItt, Operator #
ServiceMeshControlPlane (SMCP)HR A S AIREAREEE, BRIEEFShHALL SMCP,

1.3.2. AYCEEZEII

maistra.io/ T2 SUFMEAN AT AN EE LFIR, BNeRTFIRE Red Hat OpenShift Service
Mesh Operator £ F 1% H Red Hat OpenShift Serwce Mesh Operator EIE,

DIk

==
[=]

EAPIRER, Operator PTER (SIEMFRE ) BB E LIRS SERR
345 7R Operator B TR TTIR,

EARRERFURZNEE LFRA, EPIELUTHESIRE
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e maistra.io/ #1 app.kubernetes.io/managed-by #7+% 1% & /) maistra-istio-operator (Red Hat
OpenShift Service Mesh)

e Kkiali.io/ (Kiali)
® jaegertracing.io/ (Red Hat OpenShift distributed tracing platform (Jaeger))
® |ogging.openshift.io/ (Red Hat Elasticsearch)

EFAREL, WERFAARESCERUESE LFIR, LUERAAEEM Operator, MIEFRTEH Operator
EEME ZEX /)? qﬂﬂﬂ” B%*T ERE,

YR FIMRA 2.0 B, Operator RfikkS SMCP #8 BBy # % Z2 7] fh 5 X LR 2 B H R
LFHHE 2.0 lRAR], Operator RMIFRARTA n 44 22 (7] f {f F X LR B TR,

1.3.2.1. AlRE = &M 2 B B Al [m] 78
BB BE RN FH R R I 4E

o LFY Operator I}, AIEERIRE Jaeger % Kiali WEE LB &, EFHH Operator §l, HEFR
Service Mesh production E3E& 1 Jaeger 3K Kiali X REEM B E LEE X E, UMBERTUEHO
2eil.

® Red Hat OpenShift Service Mesh A ##{# F EnvoyFilter B2i&, FRIFEAFAICTE, XBRENSE
JZ Envoy API BBE R, XEREWEXRELETMEREM. MREMEMA Envoy Filters, FEENF
7% ServiceMeshControlPlane 5|3# 78 Envoy IR A S 3 Istio ERBVEEE D2 EX, NI TR IF
R RE 24 5L IR EnvoyFilter,

e OSSM-1505 ServiceMeshExtension Jo/&HF OpenShift Container Platform kA 4.11, EH
ServiceMeshExtension 7£ Red Hat OpenShift Service Mesh 2.2 B F A, AFLUXANEHRH
FawiEs, BEXIGY BIH%E WasmPluging

e OSSM-1396 IR —ITMX RIS spec.externallPs X&, AR
ServiceMeshControlPlane B &30, NIZMXEEMIREXZFREHOE.,

e OSSM-1052 7E HBARZS M control plane 174 ingressgateway BCi& Service ExternallP B, &
B 1ZARS5. SMCP B schema R MZIRS IS,
IR A SR « 22 SMCP spec RIRIXOIEE, FIIBEMKEE (81E Service. Role #
RoleBinding) o

1.3.3. #%; Operator

FiLRH Service Mesh A RITNELZLEE. BFIEREEMTGEEIHITHT, EFEHRE Operator
HERFHRA, &R LLRIT F2 Operator 3/E 30N T B #.

BF

Operator BIRRA F& REARFSMIEHIMRA, B8ZEB Service Mesh control plane FIAR AR
T 1&B Service Mesh it A&,

® 77 Red Hat OpenShift Service Mesh Operator X #f Service Mesh control plane 9% MRA, FrLAEHT
Red Hat OpenShift Service Mesh Operator 7~& E#aB&EH ServiceMeshControlPlane #J
spec.version {H, 71HFE, spec.version [E2— MR F, 22, t#TEH (M0221) FRME
SMCP hR A B,
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Operator Lifecycle Manager (OLM) BEW1ERHIE A Operator MZesk, FRLFNET A GBI 3L
(RBAC), OLM 7£ OpenShift Container Platform FERINIZ1T, OLM RE " AR Operator AR B R4
B Operator B9F2,

4% Operator BB A REUR FIEFERE Operator B EFHIZE, REEA Operator i, BAILUER
— ANEFFEN — PMEEREE, XA NXEBERNHERET Operator WEFATEIFIA R,

R 1.3. EHENL RN E

RRA{E5E "Stable" = "Preview" 5@

B3 U VZMARBLR R A B B B 3T NARBEMA, RRAFIENT RA
Operator, FARBEINEFHET—  BEIEH Operator,
DNEZEMA (B0, M 2.0 #ALEE
3.0) . FEEIXNALET—H
FEMRAFTFER Operator 17 [,

Manual (F3h) BEMAREMITHRAZTEF  FAAIRA. RERAMHTRAE
PEH, FOBRXNARET—D EFHEH
FEMRAFTFER Operator 17 [,

B #T Red Hat OpenShift Service Mesh Operator [, Operator Lifecycle Manager(OLM)& bR IBRY
Operator pod F/E 518 pod, $THI Operator pod BEhfE, WMiATRE&KE
ServiceMeshControlPlane (SMCP), 3R 7Z1E 8 i F{E{A Service Mesh control plane ‘BB E A 25
Bk, ©EREHXLE Service Mesh control plane pod & {E T A St GBIR .

LIRFY Kiali 1 Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 5, OLM Fhifid %2
KWK, FEZELAIHNEIF Operator BIARA, B0, MNREIF Red Hat OpenShift distributed
tracing platform (Jaeger) Operator M 1.30.2 7% 1.34.1, Operator RIEIZ{T A AN EERTEE
(Jaeger) BYSEFIFH R E A E 1.34.0,

Z{REE Red Hat OpenShift Service Mesh BIFFEXN T HRA, BEEZZRABIEH, FHREBTEIZ Operator
B E HR Ao

INFBXRFAN Operator WEZIER, 1HSIH Operator Lifecycle Manager X134,

1.3.4. #% control plane

ST RIRAFMERA, EAIFNEH control plane, #X Istio WIEBIHITE& %% (Canary) F,
{B Red Hat OpenShift Service Mesh RZFFRAIFH N, Red Hat OpenShift Service Mesh ERK &zl
FHREIT—NRARA, B0, EATIM 2.0 FHEEI 21 A, REBARE 22 A, EFLEEEM Red
Hat OpenShift Service Mesh 2.0 B & 2.2,

F25 AR S5 MHE control plane B}, A% Operator RE IR (A0M%X) tEESWFAN,
BRIEOTLUIER—REFFEE L control plane A&, 1B Red Hat OpenShift Service Mesh X iR %5
MR E ZEZFH N, thELEY, BRI LMFEABREM spec.version [HHAFE SCMP FiR, BENITEE
R — g,

EXIBY BNEZER, BB M ServiceMeshExtension iF# %] WasmPlugin F1iR,
1.3.4.1 FEAMAR A 2.4 FF 2.5
1.3.4.1.1. Istio OpenShift B (IOR) BKINZEBEH N
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Istio OpenShift B H (IOR) MEVIANZXBE Eik, MERINZRALIXE,

& eI LLE T £ ServiceMeshControlPlane 75 R spec.gateways.openshiftRoute #11&#F enabled
FEXZE N true EFHEMA IOR,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
gateways:
openshiftRoute:
enabled: true

1.3.4.1.2. Istio fSER I & B iE 185

F T EFERE R B —EE, Istio IERBEO LK IEAR M CPU RHIBLE concurrency S5, 40,
FR#HI 2500m =4 concurrency S#IXE N 3. fARF concurrency SHULE H—ME, Istio fFHEAZ
EXREERIBZITHERERE, MAZER CPUBRE,

FLRIBIRA S, SEBERINLER 2.

1.3.4.2. fF¥EHM 2.3 A EFI 2.4 R A&
1% Service Mesh control plane M 2.3 Fr2EI 2.4 #E T LT HEK :

e % Istio OpenShift B8 EH (IOR) X EF A, IOR WREMAFEART, EREURLITIRA
R,

o LITEHEATHBRIE, FMEFIHIMRSSEN TLS VhEah R EmE IR P kR

ECDHE-ECDSA-AESI28-SHA

o

o

ECDHE-RSA-AES128-SHA

o AES128-GCM-SHA256

o AES128-SHA

o ECDHE-ECDSA-AES256-SHA
o ECDHE-RSA-AES256-SHA

o AES256-GCM-SHA384

o AES256-SHA
LIREE) TLS JE R, FEVNERXEREEANRSHNRRFRITEEE,

1.3.4.3. FHEMM 2.2 A% F 2.3

5§ Service Mesh control plane M 2.2 #E) 23 Bl3# T A FIT HEX :

o WA ITHRAFZEH A WasmPlugin AP, %f ServiceMeshExtension API 9z #% (F£22 hEHF
) IEwMR, NRMEIEFEA ServiceMeshExtension API Ff 22t A %%, MFHKE KM,

1.3.4.4. MRRZA 2.1 A3 2.2 M254L
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¥ Service Mesh control plane M 2.1 F2¢E| 2.2 Bl TUA T HEX :
e istio-node DaemonSet #{E %/ istio-cni-node, LAPLEZ Lb5 Istio FREY AR,
® |stio 110 E#7 T Envoy, EIAEF eth0 MAR lo fHRE L X E N HREFRS.

o LA FTHRAENINT X WasmPlugin APl 9%z #F, #FF T ServiceMeshExtension AP,

1.3.4.5. fhi A 2.0 A%EN 2.1 ki
¥ Service Mesh control plane M 2.0 #ZZ| 2.1 815 T LU FEMF01T A E K,

FIZRE Y

£ Red Hat OpenShift Service Mesh 2.1 FEE£MIFR Mixer, IARFA T Mixer, NIFEEM Red Hat
OpenShift Service Mesh 2.0.x iR AF+ZE 2.1,

MREEM V2.0 ALENV2I N BRILLTER, E1EEF .spec.version FEXFIFIIA Mixer KEUEFH 7
Istiod K2 :

An error occurred

admission webhook smcp.validation.maistra.io denied the request: [support for policy.type "Mixer"
and policy.Mixer options have been removed in v2.1, please use another alternative, support for
telemetry.type "Mixer" and telemetry.Mixer options have been removed in v2.1, please use another
alternative]”

o -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:

policy:

type: Istiod
telemetry:
type: Istiod
version: v2.5
fTHEN
e AuthorizationPolicy E#F :

o fEF PROXY kT, #NREFE ipBlocks #1 notlpBlocks 15 E L2 IP #utlt, EEHAEE
L&A remotelpBlocks M4 & RemotelpBlocks.

o INT X HERE JSON Web Token(JWT)FEBAMIZ 1,
e EnvoyFilter BT B k>
o W{FF typed_config
o XDSv2 RNE#HZH
o FRAMITIERFET
o IZIAMRAMAIE AT RERTE ME B IREIN 1xx T 204 IREADF iR & 503 WAL,

56



% 13 SERVICE MESH 2.X

1.3.4.6. 7% Service Mesh control plane

FE A Red Hat OpenShift Service Mesh, E/TEFT Red Hat OpenShift Service Mesh
ServiceMeshControlPlane v2 THRI MR AFER, ARG, EERENNEE, ESNARRE pod UEFHFED
sidecar RIEE R HECE,

FRFH

e {RIEFEiz1T OpenShift Container Platform 4.9 St B & AR A,

o RBARHHI Red Hat OpenShift Service Mesh Operator,

it =3
1. U)#:EI8 & ServiceMeshControlPlane FRHITIE, EABIH, istio-system =2 Service Mesh
control plane T B B9 & #F.
I $ oc project istio-system
2. K% v2 ServiceMeshControlPlane F5RECEUIEE R TE K.

a. 21T T4, &8 ServiceMeshControlPlane %R v2 iR,

I $ oc get smcp -0 yaml

R

1% Service Mesh control plane E2i&.

3. E# .spec.version FE;FH N HEE.
flan -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5

FH4, ERILUER Web #2H] &% Service Mesh control plane, MAEEAMTIT. &
OpenShift Container Platform Web #2#|& /1, R Project F NI 2 i A#YI7 B £ 5,

a. = Operators — Installed Operators,
b. & ServiceMeshControlPlane 52,
c. %P YAML view FE#H YAML XHMXXA, 0 EHIHRARR,

d. /= Save,

1.3.4.7. % Red Hat OpenShift Service Mesh MhRZ 1.1 B R4 2.0

MIRA 11 FARE 2.0 EEF N BHETEREIN BRFEIBEZITHIRAR Red Hat OpenShift
Service Mesh B9FT LI,
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FRFM

e TEFYEI Red Hat OpenShift Service Mesh 2.0 Z &, 7L El OpenShift Container
Platform 4.7,

o BB Red Hat OpenShift Service Mesh 4 2.0 operator, BIRER T BB FHEE
&, Operator BB THEHER. B, BLIHIT—LFTEMEA Red Hat OpenShift
Serwce Mesh fRZ 2.0 FREYIHEE,

1.3.4.7.1. #% Red Hat OpenShift Service Mesh

ZF2 Red Hat OpenShift Service Mesh, @i 7E#T % 22 (A Al —> Red Hat OpenShift Service
Mesh ServiceMeshControlPlane v2 F5RSE6l, AfE, EBEETHKE, MRS NARFEMIENEMIB
B A& 7 BT AR 55 A& AR

b =
1. ¥ vl ServiceMeshControlPlane %RECE, LUIAREER,

a. 1T T 6%, [BIEK ServiceMeshControlPlane %R N v2 KR,
I $ oc get smcp -0 yaml

b. &&EHH B spec.techPreview.errored.message FE&, LT REXERNTHFZERNIE

/GNO

c. MREHVI RPFELEFE, NZFHRARENE, BIEFN v2 HRGHE. v2 FER
HWATAERHSWEG VIXEBRS, BEETNFER, ATLBH, T HHE TR VI iR
7, ,.,\L_JLAETWEE’JTE/R'FJ}MB%JQ, R, EFREERE, ©RLURNHE, EeLUgl=E
BRI v2 hRA,

d BEETFREXHREETIR, EEA oc get MRITIR, ERMMEN A M, FHIFHREKR
B EERI S

$ oc get smcp.v1.maistra.io <smcp_names> > smcp-resource.yaml
#Edit the smcp-resource.yaml file.
$ oc replace -f smcp-resource.yaml

e. EFERAMTIEERIR, F#EA oc patch,

$ oc patch smcp.v1.maistra.io <smcp_name> --type json --patch '[{"op":
"replace”,"path":"/spec/path/to/bad/setting","value":"corrected-value"}]'
f. BBRIEAGSITIERERERE, H#A oc edit,

I $ oc edit smcp.v1.maistra.io <smcp_name>

2. #1% Service Mesh control plane BZi&, t1#:EI& & ServiceMeshControlPlane FRITE, £
A, istio-system 2 Service Mesh control plane 17 B B % #F,

I $ oc project istio-system

3. BIALT oS ERRYANERE. EH <smcp_name> 1E{EH ServiceMeshControlPlane ¥Rt
IRHIEE, 40 basic-install = full-install.,
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$ oc get servicemeshcontrolplanes.v1.maistra.io <smcp_name> -o yaml >
<smcp_name>.v1.yaml

4. 1 ServiceMeshControlPlane &4 v2 control plane kA&, HEBEEMEERS BENER.

I $ oc get smcp <smcp_name> -0 yaml > <smcp_name>.v2.yam|

5. QI8 —NHE, £ OpenShift Container Platform 2#| & B3 ¥/, = New Project, 3 /i
B # A& 540 istio-system-upgrade., =&, ERILUET CLIZITX NS,

I $ oc new-project istio-system-upgrade

6. FRA#HTH LI EH v2 ServiceMeshControlPlane #1#J metadata.namespace F&, 1EAl
&, {#fH istio-system-upgrade,

7. 15 version FEEM 11 B ZE 2.0, HIFEM v2 ServiceMeshControlPlane =il f&,

8. TEFtn &A= [HFhE|E—1 ServiceMeshControlPlane, @M% 1TH, ZTUTHS, FRERER
7 ServiceMeshControlPlane B v2 it & &BZE control plane, 1EXPRBIFRF '<smcp_name.v2>
g*ﬁ%jjzuﬁ’]jﬁ:ﬁ’]ﬁ%ﬁ:o

I $ oc create -n istio-system-upgrade -f <smcp_name>.v2.yaml

Ao, EA LUEREH S A Service Mesh control plane, 1E OpenShift Container Platform
web 2% E # 5 Project, SREIEFEERING AR E &5,

a. = Operators — Installed Operators,
b. = Create ServiceMeshControlPlane,

c. 1t YAML view, BIREXBY YAML XHHIABEHIEX NI, 17 apiVersion FEEEEE
B} maistra.io/v2, FIEX metadata.namespace FEXLUFERFM&ZZE(A], 20 istio-
system-upgrade,

d. = Create,

1.3.4.7.2. Bidi& 2.0 ServiceMeshControlPlane

5 Red Hat OpenShift Service Mesh k4 2.0 Bt 7 ServiceMeshControlPlane %R, i
ServiceMeshControlPlane mﬁ V2 lRARE, EBUBUZFRUFIRMIIEEHESEMEE, EENR
ServiceMeshControlPlane FRES, Z&[EX Red Hat OpenShift Service Mesh 2.0 #SEFT NFH T T
BN, A A LB H Red Hat OpenShift Service Mesh 2.0 7= 5 A4 SRR F R IHAEMFTIE R, v2 I
TR TF Red Hat OpenShift Service Mesh 2.0 &%,

1.3.4.7.2.1. F9ZRE N

Z BRI RR A {8 FRRO R BT B 4% Istiod B, £ 2.0 A, Service Mesh control plane ZH4 Mixer. Pilot.
Citadel, Galley # sidecar ¥ ATZFIREE & FH I —NHEK Istiod,

F R Mixer FEBAEN control plane 2H4E2$, 1B Mixer SRESFZNHEIE T LLE T Istiodi HHHY WASM
TEXE., NREFTEEMIBH Mixer i, NIET HEREFZNEAREERERF,

L2 KIMPRSS Service (SDS) FATFEREM Istiod [ sidecar DK UEFFIEEH, 1 Red Hat OpenShift
Service Mesh 11/, secret i Citadel 5%, REBERTCRORERE A IRIETHEH,
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1.3.4.7.2.2. FREN

V2.0 "EXXFFLUT IR, MREREP—NIR, N ERTENE, REREBE v2.0 Service
Mesh control plane,

e sidecar.maistra.io/proxyCPULimit £2#% sidecar.istio.io/proxyCPULimit &, MREZETIE
i #; L f# A sidecar.maistra.io SEfig, N IESX L TIEME, EHEMERABENB
sidecar.istio.io,

e sidecar.maistra.io/proxyMemoryLimit 2 &1 sidecar.istio.io/proxyMemoryLimit

o T HEX#F sidecar.istio.io/discoveryAddress, 74, EiL\L Ittt E4LM pilot.
<control_plane_namespace>.svc:15010 (#1R/EH mtls, #ALRO 15011) 25 istiod-
<smcp_hames.<control_plane_namespace>.svc:15012,

o BERTIHORNEAILMEERE, SHREHRIG N 15021, * NREEE XBE CREmO, WM
status.sidecar.istio.io/port, NI /7EE TE i EFZE v2.0 Service Mesh control plane BiffflE&R
=, RAEAEREMART BT PR SIRORE N 0 REMH,

® Kubernetes Secret HiRABRE TN sidecar B imiE P, EHIEEN Istiod B9 SDS %S
K, MBMBBEMIGIEER secret, NI v2.0 Service Mesh control plane FBY T ¥E i #i% TT % &
RAefll
1.3.4.7.23. T HEX

Red Hat OpenShift Service Mesh 2.0 ) —LETHEE S Z BIBIAR A A [E,
o Mk MR ImOSEM 15020 #ZE 15021,

o HIREHLA WIS FE VirtualService LLR ServiceEntry %R, ©S&EMAEIT Sidecar FIRSLHE
HIRR 1l

o RINERBZ) mutual TLS, REZIREBESBEENER mTLS, MAEREEELRHIIE
RER,

o LXIEE Service Mesh control plane @I\, Foit spec.security.controlPlane.mtls % &4
I, #RIGAERA%RLIERE, spec.security.controlPlane.mtls & {EECE Mixer ik SKB&HY
HEER A,

1.3.4.7.2.4. A FHHREOTRIFE

Policy (38B%) (authentication.istio.io/vlalphal) AE##.

RBE BTR AT FEE v2.0 Service Mesh control planes, PeerAuthentication #1 RequestAuthentication
R FRIRRE, RIBERBHRRERPNERRE, BAREERELS N HIRERATRERR,

MmE TLS

{# f security.istio.io/vibetal PeerAuthentication ¥R A LASCEIINE TLS safl, (L508
spec.peers.mtls.mode F & = B #L5T EIHT FTRAY spec.mtls.mode F &, 1EFEREEMIE
spec.targets[x].name F35E RS LFEH spec.selector.matchLabels FHFR% 1%L 2%, 7E
PeerAuthentication A, FR% W15 BIRFIRAIEEMIRSS LIFRTE, EM%ETimOXEREZ M
5%l spec.portLevelMtls,

= gviE oAl

T e mlatemn RS AATELRRTAYT A= N AN AT o o o fa . T T el x4 PN . i A al __xt__ato . IR
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1L SPEcC.orgins Hig A& BYPY JUD UL JJ /BN ERZY U SEeCUrIy.ISt0.10/V Ipeldl xequestAutnentcation ox
)R, spec.selector.matchLabels %715 PeerAuthentication LB R FEXEZE L
2L, spec.origins.jwt Wi HFETF IWT EAKEEXIRGTE spec.rules TR L LEIFER,

e spec.origins[x].jwt.triggerRules @ /iBRET E — P2k % )~ security.istio.io/vibetal
AuthorizationPolicy ¥iR. {E{a spec.selector.labels &} 7HC & /) RequestAuthentication k£
IR RFEL.

e spec.origins[x].jwt.triggerRules.excludedPaths W /i B4 E|— > AuthorizationPolicy /1, H
spec.action IXE} ALLOW, B SHRIRZR AR spec.rules[x].to.operation.path & E.,

e spec.origins[x].jwt.triggerRules.includedPaths 7B §% /) — N HIZHY AuthorizationPolicy,
©H spec.action &} ALLOW, {#H53EMEREILER spec.rules[x].to.operation.path
%8B, URE Policy ¥iRFI5ER spec.origins[x].jwt.issuer 1% N # spec.rules.
[x].from.source.requestPrincipals #I5 B.,

ServiceMeshPolicy (maistra.io/v1)

ServiceMeshPolicy 3&i7 spec.istio.global.mtls.enabled (v1 ¥{iR) =X
spec.security.dataPlane.mtls (v2 %J&) Bz Service Mesh control plane EZi&, XfF v2 control
plane, TEZRLEIEFOIET — N IhEEERB PeerAuthentication ¥R, ILINEETE Red Hat OpenShift
Service Mesh fkA& 2.0 HEFHA

RbacConfig, ServiceRole, ServiceRoleBinding (rbac.istio.io/vlalphat)
XL VR security.istio.io/vibetal AuthorizationPolicy BRE K,

. RbacConfig T HEEH B EIAB AuthorizationPolicy, HiZEEURTF RbacConfig B EMH
spec.mode,

o I spec.mode %i&EH OFF i}, REEEMEIR, E NBINKIEZ ALLOW, BRIEXE RN A
AuthorizationPolicy,

e ¥ spec.mode %}y ON I}, K& spec: {}. LMK REATA RS O &
AuthorizationPolicy 5B,

e spec.mode % &% ON_WITH_INCLUSION, i hENEEMNHRZERHAE—NFHE spec:
{} ¥ AuthorizationPolicy, AuthorizationPolicy A& MMRS. B2, HOIEBEMRER
FIZAR 5B THE 61589 AuthorizationPolicy |5, REBHFIFRIRRA H AL i R ERIF IR,

e 4 spec.mode % &% ON_WITH_EXCLUSION i, AuthorizationPolicy A% 5%, TTAIE—4
2% DENY #88, BxJUAENMKHMNEDNTERENE— AuthorizationPolicy, B J&HE
R A F6p 44 22 A = TR 11 % AY allow-all SRES,

AuthorizationPolicy SEER & & AL FSRNECE, ©RETF ServiceRoleBinding 1R tHIEKEX
ServiceRoleBinding, iX5FigtE# ServiceRole 8L,

ServiceMeshRbacConfig (maistra.io/v1)

XANBHREBER Service Mesh control plane 5% 22 (8] 7 A 22 spec.selector #
security.istio.io/vibetal AuthorizationPolicy FiRE #t, 1%ZRE& 2N A TR A TIE R EMEIAR
EREg, WFEEMAEIRIFE, 1550 L@ RbacConfig.

1.3.4.7.2.5. Mixer &

TERRA 2.0 HERIAZEF Mixer 444, NSRBI TVE 7 EAKE Mixer &4, #7315 2.0
ServiceMeshControlPlane R ABL & N &2 & Mixer 24,
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E 5 A Mixer E08&4A 1, 1 ServiceMeshControlPlane R IILLT B ¥,

spec:

policy:
type: Mixer

E 5 A Mixer ZM4A 4, 1f ServiceMeshControlPlane DL T B ¥,

spec:
telemetry:
type: Mixer

|BRE SRR EA R T LUER R WASM, FH{ERFTE ServiceMeshExtension (maistra.io/vialphal) B7E
SR RFATER Ko

Red Hat OpenShift Service Mesh 2.0 it Liff Istio Z1TARHRHINE WASM 1112z,

1.3.4.7.2.6. ME TLS B9Z54b

U FE AT A E TVE 1% PeerAuthentication $RESEI mTLS B, AR TIEMERIES MR EE/ £BEHRE
R, MFEE—NX B DestinationRule R IFRE.

auto mTLS BAIAE A, (BRILGET ServiceMeshControIPIane FIRFHY
spec.security.dataPlane.automtls iX &/ false R, ZA B mTLS K, HRER

DestinationRules #4TARSS I IE B &E. 510, 45}—4\‘%‘% (8] PeerAuthentication % &% STRICT
ATRERBA L Hfthdp & 22 (A AR S5 15 R e 1], BRIE DestinationRule J#p 22 (A R BIARSSBCE TLS B,

BX mTLS BiElE, 1H5% )5 A mutual Transport Layer Security (mTLS)

1.3.4.7.2.6.1. Hftt mTLS =

E 1 info BN FAFRFEHZER mTLS For productpage RS, &# Policy HHIRFEZE 7 Red Hat OpenShift
Service Mesh v1.1 H T T ERE.

SRS BERR A

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: productpage-mTLS-disable
namespace: <namespace>
spec:
targets:
- name: productpage

ZE1E info ‘RPN FATEFHZEH mTLS For productpage iR%5, EERA LT RHI7 Red Hat OpenShift
Service Mesh v2.0 EZi& PeerAuthentication HiR.

PeerAuthentication ¥R Hl

apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:

name: productpage-mTLS-disable
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namespace: <namespace>
spec:
mtls:
mode: DISABLE
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>

spec:
targets:
- name: productpage
ports:
- number: 9000
peers:
- mtls:
origins:
- jwt:
issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1/certs"
jwtHeaders:

- "X-goog-iap-jwt-assertion"
triggerRules:
- excludedPaths:
- exact: /health_check
principalBinding: USE_ORIGIN

PeerAuthentication ¥R Hl

#require mtls for productpage:9000
apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage

% 13 SERVICE MESH 2.X

7 1E info 7l N FA#2 - "/ productpage AR55/5 F mTLS, &8 Policy FIR#EECE N Red Hat
OpenShift Service Mesh v1.1 80,

SRB& BB

I info AN FFRF AN productpage BRES/EH mTLS, {FERLLTRAIH Red Hat OpenShift Service
Mesh v2.0 Bd & PeerAuthentication %R,
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portLevelMtls:
9000:
mode: STRICT
#JWT authentication for productpage
apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
jwtRules:
- issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1/certs"
fromHeaders:
- hame: "X-goog-iap-jwt-assertion"
#Require JWT token to access product page service from
#any client to all paths except /health _check
apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
action: ALLOW
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
rules:
- to: # require JWT token to access all other paths
- operation:
notPaths:
- /health_check
from:
- source:
# if using principalBinding: USE_PEER in the Policy,
# then use principals, e.g.
# principals:
#_
requestPrincipals:
- to: # no JWT token required to access health_check
- operation:
paths:
- /health_check

1.3.473. BB AR
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ERLERXERESREREL TIE,

1.3.4.7.3.1. data plane B9 E TLS

17T ServiceMeshControlPlane 7SR+ spec.security.dataPlane.mtls */y data plane &S Ed & &
TLS, EKILN false.

1.3.4.7.3.2. BE X Z A&

Istiod BIRIRSHRIBERMNE M IRIE BT, BRANBERT, Istiod ERBEERIEPIENESR, BIEFLL
BB B E GE R, ARNUEBZARIANESZER, ESFRMASRIEF A HZHFER
1.3.4.7.3.3. Tracing

Tracing 7E spec.tracing HECE. BRI, Jaeger @ME—ZHFH tracer KB, sampling & —MEREE,
KFE0.01% K, fBla0 : 15 0.01%, 10000 H 100%, BILAIEEBERCHEFIMIFER

spec:
tracing:
sampling: 100 # 1%
type: Jaeger

Jaeger 7£ ServiceMeshControlPlane % R# addons Zf 9 i {TECE.

spec:
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory # or Elasticsearch for production mode
memory:

maxTraces: 100000
elasticsearch: # the following values only apply if storage:type:=Elasticsearch
storage: # specific storageclass configuration for the Jaeger Elasticsearch (optional)
size: "100G"
storageClassName: "storageclass”
nodeCount: 3
redundancyPolicy: SingleRedundancy
runtime:
components:
tracing.jaeger: {} # general Jaeger specific runtime configuration (optional)
tracing.jaeger.elasticsearch: #runtime configuration for Jaeger Elasticsearch deployment
(optional)
container:
resources:
requests:
memory: "1Gi"
cpu: "500m"
limits:
memory: "1Gi"

R LUER install ZEX B E X Jaeger RE, REEE, MFKRRERE

spec.runtime.components.jaeger 18X FEXHEER, MRFES spec.addons.jaeger.name (ELED
By Jaeger HIR, Service Mesh control plane fSECE HEAINBRE, FERIER Jaeger KREKTELE
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E X Jaeger RE,

1.3.4.7.3.4. 54k

Kiali #1 Grafana 7t ServiceMeshControlPlane %R# addons Z49 i H1TH &,

spec:
addons:
grafana:
enabled: true
install: {} # customize install
kiali:
enabled: true
name: kiali
install: {} # customize install

Grafana # Kiali Z&Z= el LUB I ER Y install FERBE . REREE L (MFIRRES) T
spec.runtime.components.kiali #1 spec.runtime.components.grafana FEtE., NREESKMMET
BERYENA Kiali B1JR, Service Mesh control plane REEEFF control plane B Kiali TR, Kiali BRI —
L RWES, f access_namespaces 73k, LK% Grafana. Prometheus fliEERMIRR. FERAIMNE
HIRERTLEE L Kiali &2,

1.3.4.7.3.5. BURE AR
¥HIRTE spec.runtime.<component> FEE, XU THGL,

At Uiy R A
ZE Citadel &2% v1.0/11
galley Galley &B2x v1.0/11
pilot Pilot/Istiod & 25 v1.0/1.1/2.0
mixer istio-telemetry #[ istio-policy &8s  v1.0/1.1
mixer.policy istio-policy 28 v2.0
mixer.telemetry istio-telemetry & 28 v2.0
global.oauthproxy 5 R RIME Hn4H 44 B Be 5 R Y v1.0/1.1/2.0

oauth-proxy =23

sidecarlnjectorWebhook Sidecar injector Webhook & 2% v1.0/1.1
trace.jaeger BH Jaeger B2% - ATRER RN v1.0/11/2.0

FrEIXE, @1F7E Service Mesh
control plane BZE s EIA
Jaeger R, XRZTLBEE L
Jaeger &,
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Her ek R A
trace.jaeger.agent HETF Jaeger KEEMIZE v1.0/1.1/2.0
tracing.jaeger.allinOne HETF Jaeger alllnOne K% B v1.0/1.1/2.0
tracing.jaeger.collector FH5F Jaeger ISR EBRHIIXE v1.0/1.1/2.0
tracing.jaeger.elasticsearch ¥ TF Jaeger elasticsearch E8& v1.0/1.1/2.0
BYIXE
trace.jaeger.query HET Jaeger BIMIILE v1.0/1.1/2.0
prometheus prometheus &B2% v1.0/1.1/2.0
kiali Kiali &28 - #B1J7E Service Mesh v1.0/1.1/2.0

control plane BEEHEEIA Kiali
FURE X Kiall REMNTEBE

Yo
grafana Grafana &2 v1.0/1.1/2.0
3scale 3scale B2 v1.0/1.1/2.0
wasmExtensions.cacher WASM "B F A& v2.0 - BT b

—LEAMZRTRREMAE, MFRSER, ESHEEHATT B,

1.3.4.7.4. IBRNARFN TR BNEES R
SN RRRF TN ERBRIFTME S, MIBRIBSHIL S RIS F K,

1.3.5. ARFIEFE (data plane)

FH4% control plane &, EHEIBFEMATUEE T/, BE, 7T Envoy RIENAEFHFUKNKER
BREfIEN, By ERNARRF pod FIIIEME,

1.3.5.1. BN AR TE
ERRIR, ERMERNFRERNBRER pod, LUFY Envoy sidecar KEE R HEZE.

ENEENITIRChER, EFERAUTHS :
I $ oc rollout restart <deployment>

SO0 P B 2 B AR B N A A2 e AT IR B BB 4

1.4. T f# SERVICE MESH
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Red Hat OpenShift Service Mesh 12t 7T — 1M EHA, ATFX ARSI (service mesh) SEXRBIMHARSS
TIT N T IR ELE], @iT# A Red Hat OpenShift Service Mesh, BILAERE, 123 1% OpenShift
Container Platform EMEFRBIMARSS .

1.4.1. /.2 Red Hat OpenShift Service Mesh ?

R (service mesh) B—MNHIRS ML, ERTFE— MDA RANMIRS I F KRN ARRE, FHi
HRREMIRSS FIMIZ B IhAE, BRSSPSR S o1 K, THRMNEETCHASTEIEERM,

Red Hat OpenShift Service Mesh EFFR Istio T H, BEAREELRRSKENIERT, HINEHNS
mANBRERINT —MNERMZE, SR UERS FRINAT Red Hat OpenShift Service Mesh B9z, 7
ERG —MEHRB sidecar (RIEAR S5 2R EBEB BN A TR EMAR S &2 R BAR B R 45 @ I BIAR 5 & B, &
A LUE A Service Mesh control plane JEEEEBFHIEEE Service Mesh,
Red Hat OpenShift Service Mesh A 1L MACIRERBBIARSS LS, 1Z ML IR

o KXIL

o IEEH

o RS EIARSSBISIE

o WiEIRE

o IEWL

o nir
Red Hat OpenShift Service Mesh iMZ 1t BB & /iR EThRE, HAaiE :

o A/B il

e Canary Z1ThRA

® Access control

o InE|iHBILIE

1.4.2. Service Mesh 2244

AR PIERARTEMLBENAZIE, BRI, RSMBHAERRSBINIHBRSHRE, FELE
R BEERIERIOEIERBHE RS,
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Service A Service B Service C
Egress traffic

Proxy 4 p Proxy 4 p Proxy »

! I ]

Control plane

Data plane \

Ingress gateway

"
!

istiod (proxy configuration)

E=40 £, RedHat OpenShift Service Mesh H data plane #1—™ control plane 21X

BIETmE—HERENRE, 5 pod PN AR —LI21T, ATFEEREG RS M FHERS 2 B RE
AUEFIH LM EE, BIBTENENAXRESEBIRFTB AL (ingress) FHUL (egress) MAERE.
Istio BIBEFEHE pod H N ARF AL —IZ{TH Envoy BesAMK. Envoy R U, H5
pod fERHIFT A ML E(E.

o Envoy V¥ 25 data plane B2 BEMIME— Istio 24, RS =ZEBFFAEHE A (ingress) FfLH
(egress) ML E R R ETR, Envoy REASKESMIEHIRS REEXOREIER. Envoy
RIBERE H sidecar, SERFSER— pod Hi21T. Envoy IEthFF LM M %,

o sidecar fCER 7 EH T{E I #HLHIEE A B Ih@E,

o MXZENFWEASIEH HTTP/TCP EEM A HEERZTHRIE, MXEEERATEN
M G THIIRIIEY Envoy R, MARESEMIARSS 113 —Ri21T8 sidecar Envoy X,
B LFERAMAREEEAMMEIERE, RIFEEEEEHFARNBEFMEIRE.

® Ingress-gateway - B A OIEHI2R, Ingress MXE2— % HAH Envoy R, ATE
W An$E L ARRSS PIAR RO &, Ingress WK A 745 i #E R B& ER AN S ThRe b A Bl A&
E¥E’J/}Ibio

m Egress-gateway - HAM T H O2HI2: (Egress Gateway) , Egress MX@— N5 H
B Envoy VI8, ATEEEFRSMIEHIRE. Egress M H*Juﬁﬂum%iﬂﬂﬂﬁl*ﬁﬁjﬁﬁﬂ'ﬁ
RN & AN S ThRE

control plane B H A EHRBIETENNIE, C©REENNEIR, BBV W2 MEMRERE, FMIR
55 s R BRI SR AR TR,

e |[stio control plane B Istiod AR, ERF/LNZAEIH control plane 4 (Citadel. Galley #I
Pilot) B&HN—NZitHl, Istiod 1:;5{ tiRS5 &I, BEEMIEHER, R a8 BN
Envoy BBi&, HEZITHFEEHEE sidecar,

o Istiod ATMAFEYHIE B ML M (CA), FE data plane AR EFL L mTLS BEMIEE, EHiF
ATLUE 4 ER CA SeSEIhX— B,

o Istiod i 514 sidecar (RIEERZRE AEIEBZE R OpenShift EEEFHY T {E 13,
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Red Hat OpenShift Service Mesh {EH istio-operator K& control plane B9%%%, Operator — 15X
#, EELLELIA B ML OpenShift EEFAHNE WIRF, ©RAEEIR, ATFTRERERERFEPNIR
BIFF IR, AfIFJ Red Hat OpenShift Service Mesh &R,

Red Hat OpenShift Service Mesh i RFELLT Istio My AN 1E 1%~ MBI — BB 4 :

e Kiali - Kiali 2 Red Hat OpenShift Service Mesh FIEIBIEHI A, T©IRHE T IFRKR. AIERMELIR
s RMBCE IS IETIRE, ©ilRiT TR ER I T RIRS R, FE SRR RR L.
Kiali 324t T AR08 FR. 58 KBOLIE. X Grafana BTG RIA R 52 A RBIRE A (Jaeger)BiH K
Ko

® Prometheus - Red Hat OpenShift Service Mesh & Prometheus 37713 B RS BIZNE
B, Kiali k58 Prometheus FREVIEITEUE. R REFMMEE,

® Jaeger - Red Hat OpenShift Service Mesh X #F 2 IBERTE & (Jaeger), Jaeger @— MR
FLBERMERRSS 2R, AR FH E RS ZNRS AL —1ERKXEKH trace. FIAXHNBERFES
(Jaeger), 1&AILAREREFHARSHID R RS FH A THEEBERR,

e Elasticsearch - Elasticsearch @ — MR, 9. EF JSON HERMOMTEIZE, 2HNERR
L& (Jaeger)ff A Elasticsearch # 1T A= %,

e Grafana - Grafana WM EE R IREE T Istio IEBME R E AR DHHMILRR, 7
A, Grafana BT LA AR S5 W& HETT.

LUF Istio &£M5 Red Hat OpenShift Service Mesh 2 #F :

® 3scale - Istio 32t 54118 3scale AP| BRI A RIAEER, T 2.1 ZAIHIRA, XNEK
=BT 3scale Istio JEELER LMY, % F 21 fRA, 3scale &M@ IT WebAssembly & H LI,

BRINAIR L 3scale SEERERIFEIE, 155% 3scale Istio S&HLgs XY

1.4.3. T f# Kiali
Kiali i85 &< AR S5 PG 0BRSS IR S5 LA BOERE A, NERME T — DA MERIARSS PSSR,

1.4.3.1. Kiali #%5k

Kiali 737E OpenShift Container Platform £iZ4TH Service Mesh 12t 7 — MR E A, Kiali AT LAES BHIE
BN BIEF LR Istio RS M. ©RTIRERITRING YA LAESBHIE T ARAR 55 RIAR RO L5 1L, FHIR AR S5
B ERIRRE B

Kiali SERfiRtap B 2RI R B R EIRAE, mILE T RIS ERETERSs. 1FkE, ELREEREREY
BB, Kiali 1Rt T MR ARRFRIRS UK AEERELHNAEGNT 8, FoERSAmERFETY R80058
ETFXEEMNERMRE, Kiali it2H# THIE Istio BoiE (W0MX. BRIHN, EHRS. MBRIEE
%) MINEE. Kiali IRt TIFBIIEI IR, FH I EAEARD Grafana ERNCRHITRLER, Bl
Jaeger &K E Kiali #2265 SRR Ht 2 HEER.

FINER T, Kiali ¥ Red Hat OpenShift Service Mesh F—ER 3 # &2E,

1.4.3.2. Kiali 224
Kiali F FFR Kiali B, Kiali B MNEHAAERK: Kiali N ATRFEH Kiali #2244,
o KialiNAREF (Fi%) - ZEMEZTHERSRNARFESS, FERSMEHEFITET, KR

A IREE, FRXEHIRRMAIEH A, Kali NAREARER ., YEEHDRENBARER
if, BLEBTE ConfigMaps # secret K&,
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o Kiali #EHIE (Alif) - Kiali #H &2 — Web N, Kiali MAREFEN Kiali #2H SR #HAR S,
EH el EREEFBEERESA .

FAH, Kiali K F IR BRFESHM Istio IR A ZRARSS FIZH .

e Red Hat Service Mesh (Istio) - Kiali BZ Istio, Istio RIRHFIIEHIARS MEHAHM, B Kiali #
Istio AL ZEE, {HRZ Kiali ®E Istio, HIRERBRE Istio, MIEEILIE, Kiali BERF Istio
HUBRMBECE, XLEHIBAECE A LUEY Prometheus 52 APl 1515,

® Prometheus - — % FM Prometheus SX5I4E 5 Red Hat OpenShift Service Mesh Z22&#)—EB
DWEIE, B Istio B, EIEIBEMETE Prometheus #, Kiali {8 X Prometheus #iE
SOREMIRFRING K, BRIEEE. 1TERERR. ERgENRHEESE, Kal 5
Prometheus Ef%i48, FRi% Istio Telemetry EFRIENIE schema, Istio f&HiF
Prometheus, Kiali th#&#fiF Prometheus, % Kiali BIZhEETE;R A Prometheus BB R T T %
IE

® Cluster API - Kiali {8 OpenShift Container Platform (cluster API) API 35X EX 0 24T AR 55 P&
fEE, Kiali @il EHEEE APIREVER, WIRENGBZEFE, RS, E#BE. pod FIEMSLAMIE
Lo Kiali MR E SR ARERF LA FAINXR, H4, LR LET B API LUKEX
Istio Be &, HLHNMEFARSS. BERVHINL. BRERAII. MK, BRI,

e Jaeger - Jaeger @ A1%EHI, {HEYEH Red Hat OpenShift Service Mesh ZE&H—ER 3 #HBRIN %2
£, HBIEIEH Red Hat OpenShift Service Mesh REEH—E 9 R&E D H N IBERT A (Jaeger)

B, Kiali BHIE2E8E— M ER2HNBEREIENIE T, HER : REA Istio WMo HEER
Ihee, NIARREEBEREIE, 7HEEER, AP RIAI L RZRE Service Mesh control plane B96p
BZEH, FReEEBIREBUE.

e Grafana - Grafana 8%/, {BYF/ Red Hat OpenShift Service Mesh RZEH—E D HEINE
%, MNRFEAT Grafana, Kiali B metrics TRBIF —NEE, A LUMERER Grafana &
HEEMIEREIE. HER, AP LR R % Service Mesh control plane BJ#s & 28 [H], LUE
HEEF Grafana (U RIRMEEEFHF EE Grafana HIE

1.4.3.3. Kiali B9Zh g
Kiali 2%l & 5 Red Hat Service Mesh &%, 1=HtLLTINEE
o {BEE - tRIFFINARR. RSIETIEMBBINH,
o i - LEFHMEXERNARR, RSHITIEMEBMMENRT Kiali #7818,

o 15¥r - TRE XL B metrics dashboard Al &4 Go. Node.js. Quarkus. Spring Boot .
Thonttail 1 Vert.x BIARSS MBI N AR ERERIR. » EARTUOIREE SME E KRR,

o BIR - B E Jaeger £/, RILATEAERM— N ARRFEHZ MRS FBERE KIER R,

o IO - XTEE I Istio X8 (Destination Rules. Service Entries. Virtual Services %) #1753
REIE,

o RE - HERASOE, FHAMER Istio REE BT EINAE, =& BEHETE Kiali Console # YAML
YRR SRR OIER,. EHAMR Istio IR B,
1.4.4. TS HNBER
BRAPIEEANR BRERHIT—THREN, —MERBLEMENRS EHT, mXANRSTEEE/L

TNTRRFSVHBSES T T UMM, X MERNEER—TOHBANES. 26NEETE
(Jaeger) AIEEHATOAEE, EHR— N ANS MEIRS FHERIERBIEEE,
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AHREREARETRAITFRTHNERRKERNZA, BERETRAEHENHIMNITH, LUEEMRE
DHERNEFHNENSEHE, 2HNEBRTILFLARERBERSRGBUGCHRRE. e EEFT
b, FETHELARRERAMNE.

AHIVEERTA (Jaeger) iE% T EMARSHEANHL AT HNER, FHFEETRN trace, trace@%R
SRR/ HITHRER, HmImEEREE— 1N HE B,

span KREGRFRM. RFHFFIGHS FIFIFFES FEZHE TR IT, span ATRERWERE FFHEF LIS
ESE S

1.4.4.1. 31 B ERBhd

ENRSAEE, BOLUERLARBERRONENRS, UKRESRSEEEXNER. EaTLIER
Red Hat OpenShift distributed tracing LA R, MBMEREDNT, FHNIK, =RENMMIRSS N RARR
P R 2E 4 B B9 32 B3 AT B HERR

FERSHERTS, BRAUHITUTIIEE

o HENHAESH
o (RALMEREFNIE RS A]
o HUTIRIRR D7

1.4.4.2. Red Hat OpenShift distributed tracing Platform 32443

Red Hat OpenShift distributed tracing SEE B MNMAGARK, ©il—RIKE. FiEMEREEREIE,

72

® Red Hat OpenShift distributed tracing Platform (Tempo)- WWH&EEF FFE Grafana Tempo
B,

o MX - MRAEHMEIUE, RAFNFIE KL L B2 B XK ENRTIHRARSS .

o Distributor - Distributor #Z £ M8 (21& Jaeger. OpenTelemetry # Zipkin) #J
span, BiEITEH tracelD FHF oM N —HHAEFHIFEE B R Ingester,

o Ingester - Ingester f¥ trace #t M IRE A, AIE bloom 1T IEZRFREI, REFHELIRIFT
(=g

o Query Frontend - Query Frontend fi 5 /{5 A BN EREEHITH . RE, ERE
WRAZEE Queriers, Query Frontend B8 & &1 Tempo Query sidecar 2 FF Jaeger Ul,

o Querier - Querier {1 1 1E Ingester HFIHFIE P I IE KM trace ID, RIFSEH, ©TUE
] Ingesters, FMGEIHAIE Bloom &38|, BN RIEME PR,

o compactor - Compactors R EIFimEER, LUK EE,
o ZTIgfJEEM OpenTelemetry - ILHAEEFFR OpenTelemetry T H,

o OpenTelemetry Collector - OpenTelemetry Collector @— N5 AL XM AR FZW. &
S HENEIE, OpenTelemetry Collector TR AT IR HIEH X, 20 Jaeger I
Prometheus, ZZEE|—NHZSANFRSE I GIH, Collector 2EIAMIERIZE S S H HZ2N
=,

e Red Hat OpenShift distributed tracing Platform (Jaeger) - tLHAEEF TR Jaeger TiH,

o BFum (Jaeger B im. IRERZ. MEBRFE. BFWE) - 2WNEBIRTES (Jaeger) B /i


https://grafana.com/oss/tempo/
https://opentelemetry.io/
https://www.jaegertracing.io/
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2 OpenTracing API B4R E1E S L HE. BRI LR A& FMIIE FHRIER (80 Camel (Fuse)
. Spring Boot (RHOAR) . MicroProfile (RHOAR/Thorntail) . Wilfly (EAP) SN HRE
=

o fKE (Jaeger X, Server Queue, Processor Workers) - D IBERFES (Jaeger) RER
—ANWESFIHRE, (ImE A S EEER I (UDP) & 3% F# 4 3% Bl Collector, X AMEER R
BMEAZEENNARFNE—EN L, XREZBIBHRIMNE (A Kubernetes) HHY
sidecar 3&SZH,

o Jaeger Collector (Collector, Queue, Workers)- & Jaeger fXI23{E, Jaeger Collector U
span, FFENIRETEAERATIRHTHE, XAV Jaeger Collector 37 BIR B % - i/ X
B, MARESF span & HEHE.

o Storage (Data Store) - WERFEE—MFANFE SR, Red Hat OpenShift distributed
tracing Platform (Jaeger) 124t 7 FiF span ZF#RI T &R L4, Red Hat OpenShift
distributed tracing Platform (Jaeger)#¥ Elasticsearch 7#fi#.

o Query (Query Service) - Query B —MMIEEFFE trace IR,

o Ingester (Ingester Service)- Red Hat OpenShift distributed tracing & RILAfEFH Apache
Kafka {4 Collector #12LFRM Elasticsearch FiREfE 2 [H]89%% H, Ingester — MM Kafka
EEVEIEH B A Elasticsearch Z i G imMARSS

o Jaeger ¥#HlE - A Red Hat OpenShift distributed tracing & (Jaeger) B 5@, &
DAL AL S D B EREIE. EHERTTER, BRI LE trace, HFEBHM— I
trace B9 span 1#i&,

1.4.4.3. Red Hat OpenShift distributed tracing Platform Zh&E

Red Hat OpenShift distributed tracing & IREELUTFIhEE :

5 Kiali £/ - BIERERER, ZELIM Kiali #ZEHE8EE S A BIRTAEIE.
=AMLY - 2B NBERTAERGTEER—HER, MARWRRIIZFRMTT &,
DHNETXRH - AVFEEIT AR B 4% BEEUE A2 ST E IR E IR trace,

5 Zipkin BEAFEAM - Red Hat OpenShift distributed tracing platform & API, ©RENEBE
Zipkin W 28 &, BLEELZTIRAPFZHEF Zipkin BIFRA M.

1.4.5. 555 T

5 7E OpenShift Container Platform I &R % Red Hat OpenShift Service Mesh

1.5. IRS5MIHE BRE IR EY
Red Hat OpenShift Service Mesh XFF/LFHARRMIEBRE, ©ITALULARRBARAE LR ERFH

£ Istio A1, A RN—HEBBEMN TN EHRZHRAVIFTERIMFFNAF4H, ST UERBEAERRBN
HIPA Z ARt — ERZERIRE. ErILAMER istio.io SiARSS HHRAY
NetworkPolicies. AuthorizationPolicies # exportTo ;Efi# 3= X R i,

1.5.1. Cluster-Wide (Single Tenant) P& &R E & 7Y

73



OpenShift Container Platform 4.15 Service Mesh

EESERMEE TS — Service Mesh Control Plane, B IIRENEREMTR, LHEBIEBENTRS
control plane TEFf7F fp 44 22 [A] A {8 FA SL DN E ) SR IR Istio 1 Kubernetes BTIRAY Istio THREFEE ML,
th, SESEHEMIEEB R L IET AP RS 2RHIIE KB

5 |stio 28, FESEEMMEBINEIET A istio-injection=enabled %% Z2 A IR B R Z2A], EETLL
1t {ETR ServiceMeshMemberRoll 75RH) spec.labelSelectors FE& SR B It 155,

1.5.2. L SR BEREEY

Red Hat OpenShift Service Mesh &% 7 — ServiceMeshControlPlane, ©EI\EE NZ /. Red
Hat OpenShift Service Mesh % f8 /- Operator &2 Service Mesh control plane £ EH, 1EM#%
A, tr&Z2 (A FFFEER,

Red Hat OpenShift Service Mesh {# i ServiceMeshControlPlane ¥R EEMIE L, ZLETLHE
IR NSRS RZZER, RALlFE A ServiceMeshMemberRoll #1 ServiceMeshMember ¥R
M B ETNNMBZEE, MAEEREISESELNMEH, SRR UREEFEA OpenShift £
B,

B AR AR 55 AR ER B Fl 5. — Service Mesh control plane B & & AR S5 [BIAE(S. Red Hat
OpenShift Service Mesh ZH"R LM ", EHENHEIEB—1 control plane f1— MW, FHEEEAFT
LB %A MIIH control plane, %F8 7 BREHEE AT LLVT ] Service Mesh B9MH, F4¥ Service Mesh 5H
ftt, control plane SEfIf@EES,

S BEIE TIIERTA Istio control plane [AIFR{SIEHIFI AT e, mfE S G REEIEH E4F E B Service
Mesh. Kiali #1 Jaeger £,

B LR FHIPAER, UECH TR EREBR A ENGRE N —HMmEZER, MNRRSMIEEE R
¥ mesh-user A&, AP ELIAIE— ServiceMeshMember %R 355 6 4 22 |8 A0 2
ServiceMeshMemberRoll.

1.5.2.1. X F TR BIEEE B M

EEESERMMES, —1 ServiceMeshControlPlane (SMCP) & i I NERMATA S Z 22, &a
LA Red Hat OpenShift Service Mesh fR7 2.5 S @R ASG A LM S -~ MG TH BIERESEHE M
M*ﬁo

Ef% =3
MRKEBVIBEZ D SMCP, T EIHBEREEHE I,

MINBERT, SECCHEBIMRSIARERNFAEGREZER, B2, ELUSRMEEEN AR
BEARE, wRZERBMIANEL sidecar FEA. IR /HEE WL 67 22 AU sidecar FE A

B, IR EMBLE pod X sidecar S E N, UK sidecar FE ABYEn £ 22 [H] Y Pod RR4EHK sidecar
FE Ao 19 sidecar FEARN ARl & ZE[HF] pod 2IMILHIERIE,

MREEIHERRSCH BB BT Istio fRA, NMAERNARERF. MREFEAERBS Istio iR
x, NARFAREMEZEINKIESEEBMERIET SMCP, HEZSHEFME—HIE,

1.5.2.1.1. 5/ Web #2515 MEEEE B B9 MAS T 15 FHERon 5 22 [H]

{8 F OpenShift Container Platform Web 64, &0 LATESEEESE H AR A
ServiceMeshControlPlane iR RN A I E2s. & INERERRE X control plane BJ LUK HlAY 6 4 22
], control plane ZRBS{E( S H AR — DML ILEFER TN BZEE, XRMMIEHBERRE & Z2[H,
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SNSRFE control plane A& ZE A ARREAOSKEOMK, NAJIELIEFIRBEE control
plane fp 44 Z2[H],

FRFM

it =

B &% Red Hat OpenShift Service Mesh Operator,
IRBEBE T ServiceMeshControlPlane 5.

LLE A cluster-admin BEMA - H17E %, MAREA Red Hat OpenShift Dedicated, MIELE
% dedicated-admin A& B15 &%,

. E[EEI OpenShift Container Platform Web &,
. 5%l Operators - Installed Operators.

. m Red Hat OpenShift Service Mesh Operator,

. = Istio Service Mesh Control Plane,

. =R control plane B9& R,

. = YAML,

. 182 YAML X4, LAfE ServiceMeshControlPlane %RE9 spec.meshConfig FE & & &% ik

EER

FEECE Istiod ARSSATLAL IR AR R ZEAIRY, HEPRATREE &R REELA MG BB
- AR5 HYE & 22,

ELLTRBIAF, Istiod RS54 BETHRIC ) istio-discovery: enabled, K25 &
info. httpbin 5% istio-system By&y & 22 ] :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled ﬂ
- matchExpressions:
- key: kubernetes.io/metadata.name 9
operator: In
values:
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- info
- httpbin
- istio-system
ﬂ BRME LIS EIRE istio-discovery: enabled B9y & 22 ],
Q 1R mesh & Il 4 22514 info, httpbin #1 istio-system,
INR6p 4 22 A SR & T E8s L EE, NI KNG RZE ], FIBHERRESER A kiR T
Be Ay 6p 44 22 [,

8. RIFIZX

1.5.2.1.2. i CLI MEEEHE H M T 2 IEFHEBR 65 4 Z2 7]

{8 F OpenShift Container Platform CLI, &7 LAfESREF5E H BIRI#& B ServiceMeshControlPlane %t
B INA kSR, K IEFEERE Y control plane AT LAL FIBIAR & Z2 (A, control plane RS H
—NRIEFE SR ARCE R R (R, X MM HERR 6 & 22 A,

SNSRFE control plane A& ZE A ARREAOSKEOMK, NAJIELIEFIRBEE control
plane #8445 22 [H],

SeRFH
e 2% %k Red Hat OpenShift Service Mesh Operator,
o KB EBE T ServiceMeshControlPlane TR,

e LIEZF cluster-admin BHAF H5 &K, MRMEMA Red Hat OpenShift Dedicated, MILAE
A dedicated-admin B &M FHEE,

it

1. &3k OpenShift Container Platform CLI,

2. 1T a4, BA YAML XX R $TF ServiceMeshControlPlane %R :
I $ oc -n istio-system edit smcp <name> ﬂ

Q <name> £ % ServiceMeshControlPlane B4 #5,

3. 1B YAML X1, LU{E ServiceMeshControlPlane 7R spec.meshConfig FEX &5 & ik

3.
-
EERE Istiod RS AT LUL BRI B2 BN, HERAIRE @ &N REAMKRBUR
RS ByEp R 22 A,

ELLTRBIAF, Istiod RS54 BUEIHRIC ) istio-discovery: enabled, sXEH &
info. httpbin 5% istio-system By&y & 22 ] :
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled ﬂ
- matchExpressions:
- key: kubernetes.io/metadata.name 9
operator: In
values:
- info
- httpbin
- istio-system

ﬂ BRME LIS EIRE istio-discovery: enabled B9y & 22 ],
Q H81R mesh & B4y %2288 info, httpbin # istio-system,
INSR6p 4 22 (A SRR & T gs L ES, NI LI ZE ], MIBHERESER A kiR
Bo R an 4 22 ),
4. REXHFHBRHIER.

1.5.2.1.3. 1/ Web 255 TESREEE HE BRI o B SUHRLE 63 4 22 [ REUK sidecar SEA

ZKIAER T, Red Hat OpenShift Service Mesh Operator {5 FBX [ 175545 88 3 17 71| R LE 4y 4 22 (R £ 1K
sidecar ¥ A. 5 ServiceMeshMemberRoll 5iE A+ E Y #] istio-injection=enabled F1% 7 LB 89 i 4 22
[B] R =$ZU sidecar 3E A,

{55 3 4 I 28 S R T A AR BT LA A& ERR L Ay 4 22 [B] X sidecar SE AR BRI, & INEpEZEH
HELE sidecar SEABIRITHIIEE,

FoRFMH

o B %% Red Hat OpenShift Service Mesh Operator,
o MBEIRE T A mode: ClusterWide ;¥ fiZ#J ServiceMeshControlPlanae %R,

o LIEZFH cluster-admin BB B5& %, WR{HEA Red Hat OpenShift Dedicated, NILE
& dedicated-admin B E&HNE T BIDER,

it =

1. E[E% OpenShift Container Platform Web &,
2. 5%l Operators — Installed Operators,

3. = Red Hat OpenShift Service Mesh Operator,
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4. = Istio Service Mesh Member Roll

5. = ServiceMeshMemberRoll %,

6. = YAML,
7. BERIE inject TR ILECHIRK 15725, 18X ServiceMeshMemberRoll HiE A #Y

spec.memberSelectors 7%, LLT{IfER istio-injection: enabled :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default
spec:

memberSelectors:

- matchLabels:

istio-injection: enabled ﬂ

ﬂ R 44 22 5] 3= UK sidecar E A,

8. RIFIZX

1.5.2.1.4. {8 [ CLI & WLt p £ 22 (R FE SR 250 P Fh 1K sidecar SEA

BIABER T, RedHat OpenShift Service Mesh Operator {5 F X (1 17545 85 S 1H 1| P LE iy 4 22 /] 5 UK
sidecar ¥ A, 5 ServiceMeshMemberRoll 5iE A+ E Y ) istio-injection=enabled F1% 7 PL B 89 i 4 22
[B] R =$ZU sidecar 3E A,

4 pa -3

{55 B 4 I 28 S R X AR BT LA A& BRI L Ay 4 22 [B] X sidecar SE AR BRI, & INEp&ZEH
HERE sidecar SEABIRITHIIEE,

FERFH
o B &% Red Hat OpenShift Service Mesh Operator,
o REERE T #A mode: ClusterWide ;¥ f#H) ServiceMeshControlPlanae &,

e LIEF cluster-admin &AM &5 &K, WRFEH Red Hat OpenShift Dedicated, NIMUE
A dedicated-admin A EBHEF BHER,

it =

1. &Sk OpenShift Container Platform CLI,

2. YR ServiceMeshMemberRoll %,

I $ oc edit smmr -n <controlplane-namespace>

3. BIEARINE inject i1 LECHIER G111 2R, 18X ServiceMeshMemberRoll BRI
spec.memberSelectors 7%, LLTIfEM istio-injection: enabled :

I apiVersion: maistra.io/v1
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kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
memberSelectors:
- matchLabels:
istio-injection: enabled ﬂ

ﬂ R 44 22 5] 3% UK sidecar E A,

4. RIFXMHFFR SRR,

1.5.2.1.5. {1 Web #EIE MEREE BRI PIHE S BEBR 4 pod

#NR N sidecar.istio.io/inject: true ¥ f#, pod R¥EW sidecar SFA, FHH pod ZHETF SIFZ LR
ServiceMeshMemberRoll 5 7E X B 5 71 2k I Be R 6p 4 22 [A] R,

INR pod % E N F sidecar.istio.io/inject JXfi#, NIT;EBE sidecar 3T A,

FoRFEMH

o B %% Red Hat OpenShift Service Mesh Operator,
o fRE(#F mode: ClusterWide ;Xf#E8E T ServiceMeshControlPlane TR,

e LIEZFH cluster-admin BB B5& %, WRFEMA Red Hat OpenShift Dedicated, NILE
& dedicated-admin B E&HNE T BIDER,

it

1. E[EF OpenShift Container Platform Web &,
2. i# A%l Workloads —» Deployments,
3. REPEBHIEF,

4. R YAML,

5. BT YAML X4, LAERE—NEW sidecar SEAMN BRRR, UR—NEEXENN ARERE, M
THIFF -

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’ ﬂ
labels:

app: nginx
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spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-without-sidecar
spec:
selector:
matchLabels:
app: nginx-without-sidecar
template:
metadata:
labels:
app: nginx-without-sidecar 9
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

Q Itt pod R T sidecar.istio.io/inject ;¥ f#, EItEHEW sidecar A,

9 bt pod & B EfE, RIEFREW sidecar iEA,

6. RIFIZXH

1.5.2.1.6. fEF CLI MEEEHEHMIMIE hHEBR 14 pod

SNSR N sidecar.istio.io/inject: true %, pod R¥EUW sidecar SFA, FHH pod ZHETF SIFZ LR
ServiceMeshMemberRoll 55 7E X B 5 71 2k I BE R 6p 4 22 [A] R,

INR pod & E . F sidecar.istio.io/inject JXfi#, NIT;EBEI sidecar 3T A,

FoRFM

o B &% Red Hat OpenShift Service Mesh Operator,
e ZEf# A mode: ClusterWide ;3 fZ58E T ServiceMeshControlPlane iR,

e LIEF cluster-admin BEMAF 5 &K, WRFEA Red Hat OpenShift Dedicated, NIMUE
A dedicated-admin BB E T BHEXR,

Pt =

1. &3k OpenShift Container Platform CLI,
2. IBTLAT e &SRR ERE -

$ oc edit deployment -n <namespace> <deploymentName>
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3. B YAML X4, LUERE— & sidecar FAMNARE, UR—NMEBXENNARS, M
TR -

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true’ ﬂ
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-without-sidecar
spec:
selector:
matchLabels:
app: nginx-without-sidecar
template:
metadata:
labels:
app: nginx-without-sidecar 9
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

Q Itt pod N T sidecar.istio.io/inject ;¥ f#, EItEHEW sidecar A,

Q It pod & B XfE, HIEFREW sidecar EA,
4. REZXHE,

1.5.3. Multimesh HEE LR B 1EHY
Federation (#5) R—WhERBAERE, B 1HIRIEA ) S IR s, dh i 18 i B A% (7] HL = AR 55 AN T4 30,
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Istio % EEBFIE Y 5 B (X RIME AN AZ U7 (M) IR IZ MAR FTERIFT A Kubernetes API fRS5 2 2 A1 BB R EEE.
Red Hat OpenShift Service Mesh BX#R%1 %} Service Mesh BI% £ EE5L e, 1% 5 BRXME 2 HMEERE
/-/\Q

BEFIE (federated mesh) RAENEANMIGHKRM—HMIE, B MEHHIRS BT AR IMRFIARSS, I
0585 M A — DR S A RS HIMERINARS, TLUHMEPHERRSREINANIERE, RES
ATAMSMENAE. IMABKTHATEMBERGEMER, BN IABEEE S HIT LRSS HMEFR A
BIEMME S A, IEFER. BTRTBERESEXIFEEERS B MR ERFAU,

1.6. SERVICE MESH #1 ISTIO B9~ [E]

Red Hat OpenShift Service Mesh & Istio RE#EZRBIF Rz 21 FIRHEEI S ThEESKAE OpenShift Container
Platform EERER A EBARR Z 4L,

1.6.1. Istio #1 Red Hat OpenShift Service Mesh Z [E]HJ[X 7|

Service Mesh 1 Istio FEYLL FThEERE,

16.11. 51T IE

Red Hat OpenShift Service Mesh I 51T TERE oc, Red Hat OpenShift Service Mesh A% #F
istioctl,

1.6.1.2. ZEMFALK

Red Hat OpenShift Service Mesh I3 #f Istio LB L.

Red Hat OpenShift Service Mesh A2 #¥ service mesh B Canary # %,

1.6.1.3. B3EA
Ltk Istio #t R ZESIEEPRCHTE # B 304 sidecar A pod,

Red Hat OpenShift Service Mesh A& B 51#¥ sidecar sE AEM pod, MREREEFFEREEIRCTR
FEERE AN, XNAERERDIINR, BAX5HM OpenShift Container Platform ThagH22, tbin
builder pod, EBEFRBZEA, iHIEE sidecar.istio.io/inject FR5 X2, 0 57 sidecar ZEAERSD FR
i,

K 1.4. sidecar SEARSHEMRILXE

Ll 1stio Red Hat OpenShift Service Mesh

R AR TEEAMZER TR
Pod Fr% X "true" ] "false" X "true" ] "false”
Pod ;¥ fi# R #F "false" X "true" ] "false”

1.6.1.4. Istio BT A& i[RI HIThEE

Istio EF A BETT[A[#2HI (RBAC) 124 7 7T A SR BN BRSS B9 V5 AR B, eI ARIER P & E
EE—HBEMRIARIN &R, FAERN M2,

82



% 13 SERVICE MESH 2.X

£ Istio # K R HARMANL I @IE « FRLAEMAITES. R L PENBECR, XITEIR L AR ERT
=S

Red Hat OpenShift Service Mesh {#FIENFRIAR KT RE5E KIRLEERAITHEE, FRAENFRKEXIEE
request.regex.headers HIE 45,

£k Istio #E X PLECiF RbRL B

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin-usernamepolicy
spec:
action: ALLOW
rules:
- when:
- key: 'request.regex.headers[username]’
values:
- "allowed.*"
selector:
matchLabels:
app: httpbin

1.6.1.5. OpenSSL

Red Hat OpenShift Service Mesh ¥ BoringSSL &#t 7 OpenSSL, OpenSSL 2B a2RE2EETFZ
(SSL) #MEHIZ (TLS) Tl B TR E, Red Hat OpenShift Service Mesh Proxy Z IS5
AHbfF OpenSSL Z (libssl # libcrypto) 5 IEJZM Red Hat Enterprise Linux #/F RS 1THERE,

1.6.1.6. S EB TRk
Red Hat OpenShift Service Mesh RZFFAEBTE G EL, NIERHERSS 28 Lz TR,

1.6.1.7. B3

&7 LA A OpenShift Virtualization $$ A ERZE I OpenShift, RS, EAILUSRIESHEEE (40 mTLS
= AuthorizationPolicy) N AZIXLENN, MEEECETFRMIEH pod —1F,

1.6.1.8. H#HEN
® maistra-version t3% 2R INEIRT A BHR A,
® FA Ingress TIRE B 52 OpenShift Route B,
e Grafana. D HNIBER(Jaegen)# Kiali 2 ERINEH, F&id OpenShift BE AT,
e Godebug B MAFAE R F it k&

e istio-multi ServiceAccount #I ClusterRoleBinding 2#/F&, Rtk T istio-reader
ClusterRole,

1.6.1.9. Envoy it ii&2
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Red Hat OpenShitt Service Mesh A2 Ff EnvoyFilter BoiE, FRIFHAMEILK, HTSIK/Z Envoy AP &%
wma, AT ERFEEERSM. EnvoyFilter #h T3 Istio £ Envoy ERBERRNIFEBUR, MR Istio
ERMEERZL, NIRRT EnvoyFilter B9 ARZF,

1.6.1.10. Envoy fR%S

Red Hat OpenShift Service Mesh RZFETF QUIC BIBRSS.

1.6.1.11. Istio Container Network Interface (CNI) &4
Red Hat OpenShift Service Mesh @3& CNI #iff, ©HERIRE TEREN AR pod MEHENRAE. CNI
HEHERT init-container MABELE, AIER R ZiRE VFPRMIER T FIRS KA FMBENRE LT
AR (SCC) B9 1A,

P2y~

ZINEMRT, Istio Container Network Interface (CNI) pod TEFf& OpenShift Container
Platform 17 R _EOIE, ZHEFRERE T R OEE CNIpod, F1¥ maistra.io/exclude-
cni=true Z R FAEIT Mo RINELFRZE S MY s A fiflBR 2 AT ERE R Istio CNI pod,

1.6.1.12. 28 mTLS %i&

Red Hat OpenShift Service Mesh | — PeerAuthentication 77i&, 7ERM#& A= A=A Mutual TLS
BR5%IE (mTLS),

1.6.1.13. %

Red Hat OpenShift Service Mesh %i}\té&)\lﬂ%ﬂ.‘i‘. AMX, EWALMEANTRER
ServiceMeshControlPlane (SMCP) ¥R ZEEAM XL :

e spec.gateways.enabled=false FT1ZZF A OF1H OM X,
e spec.gateways.ingress.enabled=false 22 A O X,
e spec.gateways.egress.enabled=false 22 OM X,

Operator ;¥ fi#2 7 BIAM X, LUIIERE11H Red Hat OpenShift Service Mesh Operator 4
R HEHE,

1.6.114. 2B E
Red Hat OpenShift Service Mesh X %&£ EEL B X IR FEE L N EEFHIAR S5 MR BYELFR,

1.6.115. BESEHZEBIFEK (CSR)
8T E4% Red Hat OpenShift Service Mesh B2 131 Kubernetes IEH i & #14 (CA) 203 CSR,

1.6.1.16. Istio FAXMIE& H

Istio X OpenShift BHTE Red Hat OpenShift Service Mesh F#E &R, &FIRIE service mesh
O, BHMIER Istio M, #BZN0ER. BHMER OpenShift BEH,
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%1 Istio OpenShift Routing (IOR) #J Red Hat OpenShift Service Mesh control plane H{4 R LA AR S
MXEBH, MEELER, HSHERBELUE,
1.6.1.16.1. catch-all 1%

A¥EHF Catch-all (") , MAREMXE LHELEI—, Red Hat OpenShift Service Mesh JF#IIE2E&H,
BRKITF OpenShift KOIE—NMBRINENR, XEKREFHOUEMNEER 7E catch all (") IRH, MEfE
FA <route-name> [-<project>].<suffix> X EN %, WEBRMINENLZHIIEAIXLUK cluster-
admin 1B E LEMEZELR, 15501 OpenShift Container Platform 344, #R{# A Red Hat
OpenShift Dedicated, 1EZ[% Red Hat OpenShift Dedicated B dedicated-admin A&,

1.6.1.16.2. Fig

TEFE (F40 : "*.domain.com") . 1B, OpenShift Container Platform FRRERIAE B LLINEE, XE
k%, Red Hat OpenShift Service Mesh /AR Fik 0|3k H, {BRABTE OpenShift Container Platform
WECE NS AN T EM.
1.6.1.16.3. ffmEREMH
YRHERZERSME (TLS) , XEKE, WRMXIE tls 84, OpenShift Route FHECE N H#F TLS.,
Hith BT

o HIIIRHENIE

1.6.2. LR &%k

Lt Istio XA H—FH A%, Red Hat OpenShift Service Mesh 5B M2 N HILH control
plane, Red Hat OpenShift Service Mesh A% /= Operator K& control plane £ EHA,

Red Hat OpenShift Service Mesh BRINZR &L FA ' control plane, &8I LA$EE 7T LLij 7] Service Mesh B4
T8, FI¥ Service Mesh 5HAh control plane SEfIfEE.

1.6.2.1. ZH P MEESEENRE

S RRMERTE I;zﬁZlEﬂE’JE%Et'JE:HEﬁiEI’JHBE,BI HETBERERSEEM Role Based
Access Control (RBAC) %R ClusterRoleBinding.

ServiceMeshMemberRoll members 51X F8EN B &S N EN S control plane uB%%EfE’JHE%fPKF
#E—1" RoleBinding, & control plane FPERKMIXLR ATEH, BNKATEEHE—
maistra.io/member-of 1%, H member-of {2 &S control plane ZZEMIIH,

Red Hat OpenShift Service Mesh Ee B &M AW E LR B &. control plane F1E & B 5177 B [ B9 M %%
EiE, BARMECERYE OpenShift Container Platform ¥4 X M%% (SDN) WEEBMAFFAR. BZiF
1152 "% F OpenShift SDN”,

IN5R OpenShift Container Platform $EEE 4 EC & {# F SDN 14 :
e NetworkPolicy: Red Hat OpenShift Service Mesh ZEE M 1 B Al — NetworkPolicy

R, SRTFMESE G control plane £/ pod BI AL LS 3R, IR M Service Mesh HfftiiR T
— NG, XA NetworkPolicy ¥E5RE S M E it Bk,
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X BRI T B A G0 E B A USRS EE, INRFEE R B IERK T E B A Uk R 4% 5
&, NIFZEELE— NetworkPolicy R FX ERERIT,

e Multitenant: Red Hat OpenShift Service Mesh f$&/ & A EHH NetNamespace I1AZ!
control plane TTEH NetNamespace (#H%7Fiz1T oc adm pod-network join-projects --to
control-plane-project member-project) . fIREM Service Mesh HHER— PG, E8
NetNamespace 5 control plane 2% (#3%Fi21T oc adm pod-network is isolatedate-
projects member-project) .

® Subnet: EFBHITHMEE.

1.6.2.2. REFLHE M BTR

£ Istio SR T N ERESEFE MR, MeshPolicy 1 ClusterRbacConfig, ©115 % £ TH
BFEWEN, WTAR.

e ServiceMeshPolicy BT FTEE control-plane-wide 3 IESRB&H MeshPolicy, X5
control plane TEE—N11 B A&,

® ServicemeshRbacConfig &t ClusterRbacConfig LAEGEEF control-plane SB[ A G101
#l, X5 control plane TEE—N B R GIJE,

1.6.3. Kiali F1R S5 %%

@it OpenShift Container Platform B Service Mesh &% Kiali 54t K Kiali RETRR, T fERRH,
REFTADIBER G IBARAR AL, XERBREER UM,

® Kiali B#EKINE A,

e HiAEHA Ingress,

e X Kiali ConfigMap #1T T B #f,

® X Kiali B ClusterRole XE#H1T 7 B#.

o FREYiH ConfigMap, R NEMELAIBER# Service Mesh 5% Kiali Operator B&. Kiali
Operator BEXEHIX 4 E kiali.io/ 155 50F ., B3 Operator XN RFEH cluster-admin

ERBIFR 7, INER{EA Red Hat OpenShift Dedicated, MIE#T Operator XN IZXRFEH
dedicated-admin Y [RE A

1.6.4. DB ERF AR SS R

&/ OpenShift Container Platform £ Service Mesh R&Z 2 HIVEBIRTA (Jaeger) 51K Jaeger &
XA, HTERAH, REMATIESDERRZL, XERRBN 2O,

® Service Mesh BiLfE A2 BER,
® /y Service Mesh BRIAJE A ingress .
e Zipkin iz O & FRE X jaeger-collector-zipkin (M http)

e it production 3 streaming EBELLINT, Jaeger RERIAEF Elasticsearch fE 1 F i,
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® |stio Bt XARARRM T — T EHB "tracing” B¥H, Red Hat OpenShift Service Mesh fHH Red
Hat OpenShift distributed tracing Platform (Jaeger) Operator ZZEH "jaeger” #&H, FEZEF|
OAuth BIfRHF,

® Red Hat OpenShift Service Mesh 4 Envoy proxy f#F sidecar, Jaeger 115 Jaeger agent &
sidecar, XM/ sidecar @ HIRECER), FMILXMEEIRE, proxy sidecar RAIEF pod B AILF]
H UG X span, agent sidecar WEIN AFEFIRHEH span, FHIFHE L EE Jaeger 5SS,

1.7. 5 L% SERVICE MESH

ER % Red Hat OpenShift Service Mesh &1, @ 7iT % OpenShift Container Platform F1E < #HVED
B %% OpenShift Container Platform,

1.7.1. R % H

o TEMMLLIBNK ' _E4E A BT OpenShift Container Platform 111, INREEAEFIT, iHE
IBIRHFHERRUKBESE R,

e EZE OpenShift Container Platform 4.15 ik ,

e % OpenShift Container Platform 4.15, MIREE 71 Z[RM %% %% Red Hat OpenShift
Service Mesh, iE1RBRAT%E OpenShift Container Platform £ i 22 #g 15 B 1T 4E

o

o

1E AWS EZ& % OpenShift Container Platform 4.15

ERAFBREH AWS E% % OpenShift Container Platform 4.15
TEBN L& % OpenShift Container Platform 4.15

1£ vSphere L& % OpenShift Container Platform 4.15

1£ IBM Z° #1 IBM® LinuxONE £& % OpenShift Container Platform 4.15

1£ IBM Power® &% OpenShift Container Platform 4.15

o L% H OpenShift Container Platform AR AEEZHY OpenShift Container Platform fs 5T LE (
oc BEFmIE) , HFEERNMEHITERRES,

o

INRFE A OpenShift Container Platform 4.15, &£ [ %F OpenShift CLI,

INFE A X Red Hat OpenShift Service Mesh £ A IHFHNTEAMNELER, HSHZFEE,

1.7.2. XHWERE

Red Hat OpenShift Service Mesh 4RI & TR AZFHLUTEE,

1.7.2.1. XHFHEAS

Red Hat OpenShift Service Mesh Operator & #f ServiceMeshControlPlane %R Z MRA, ELLTF
EERRAFZIFLLT 2.5 Service Mesh control plane :

® Red Hat OpenShift Container Platform kit 4 4.10 Sk B ik A&

® Red Hat OpenShift Dedicated k4 4

® Azure Red Hat OpenShift (ARO) hk# 4
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Red Hat OpenShift Service on AWS (ROSA)

1.7.2.2. 7" ZHNECE
Bl FNERaE

OpenShift Online 732 #f Red Hat OpenShift Service Mesh,

Red Hat OpenShift Service Mesh A FE Service Mesh B A EEMARSS

1.7.2.3. R4S ECE
Red Hat OpenShift Service Mesh LA TS ECE.

1.7.2.4.

1.7.2.6.

OpenShift-SDN
OVN-Kubernetes A X #FH) OpenShift Container Platform hr A&/ a] i,

1£ OpenShift Container Platform _EIAIEF @I Service Mesh —E4ENHBIZE =75 Container
Network Interface(CND i, MMFEZEL, HSHILIER OpenShift CNI 4

Service Mesh X #EHMfcE

Itk Red Hat OpenShift Service Mesh ZfThRA{E A F OpenShift Container Platform x86_64,
IBM Z°® #1 IBM Power®,

o IBM Z® R7E OpenShift Container Platform 4.10 &k BE# IR A P2 #5,

o IBM Power® R7E OpenShift Container Platform 4.10 & BE# IR A P # X #,
FFFFA Service Mesh HHEEE7E 4 OpenShift Container Platform £ HHIACE,
TERNEBIRSHEE, MELIHL.

Red Hat OpenShift Service Mesh 3%z #f EnvoyFilter B2i&, BRIEBAFAICR.

. Kiali 3ZFrfEcE

Kiali =% & R 2% Google Chrome, Microsoft Edge. Mozilla Firefox 2% Apple Safari {1 % 25H
AN B HThR AN

L {# F Red Hat OpenShift Service Mesh (OSSM) B2 Kiali i}, openshift 5 iESRIE 2HE— 2%
FHEHEIEEE. openshift REEHRIE OpenShift Container Platform ORI E T A B A
il (RBAC) A 3517,

2R EERZ N E

Jaeger RIERZ Jaeger ME—ZRMEBCE., £FH M REHK OpenShift Dedicated R #F Jaeger 1
“}y daemonset,

1.7.2.7. 2 # WebAssembly £k

173.F/7
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® 7E OpenShift Container Platform IMEF %% Red Hat OpenShift Service Mesh o

1.8. 24 OPERATOR
FE L& Red Hat OpenShift Service Mesh, B #t{E OpenShift Container Platform _£%%& Red Hat

OpenShift Service Mesh Operator #l{E{A Al 1%t Operator, A&, Bl — ServiceMeshControlPlane
R ERE control plane.

X—EARLERFEFAD OpenShift IKEIHTEE, NHEZINEIMERAEMXITE,
EALRIARENILENRE, RENFEMERERSME,

GIErS a3
o B[R LRE Red Hat OpenShift Service Mesh B2,

e EZXH cluster-admin B&HIMKS, f0REA Red Hat OpenShift Dedicated, NiE—1EH
dedicated-admin & &K,

LT B5&E R 7 30MA1E OpenShift Container Platform &% Red Hat OpenShift Service Mesh BEL ARSI
i,

BF

M Red Hat OpenShift Service Mesh 2.5 78, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#FH, FHELUGEHIL TR
AR, LIEMAESRIAITERBIRP XL RREEFIESRMEEMI R, (BLHIhEE
FABEREFUE, FHREMER. 5 Red Hat OpenShift distributed tracing Platform
(Jaeger) BB RIEEE, AT LUFEF Red Hat OpenShift distributed tracing Platform
(Tempo),

1.8.1. Service Mesh Operator it

Red Hat OpenShift Service Mesh 2 Z{# F Red Hat OpenShift Service Mesh Operator, ERITE%E
B, R/, EBHIFNRARN BAREFIHMARS . T AREHM Operator 385 AR 55 MAE A,

Digk

==
[=]

AERE Operators B9 Community it A&, F~Z#EF4tX Operator,

FELLUF Operator :

Red Hat OpenShift Service Mesh Operator

R EER, RIP, ERFNREMRNBARMIRS. ©ILE L FHEIEERE Service Mesh HHHIERE,
B FIMIERBY ServiceMeshControlPlane %R, ©EF IR Istio B,

LU Operator 2 1%EH :
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LTHIR LM Kiali Operator

NIERIRS AR IR AT R, BRAILUEANMERH AP EFRE. HIEREM DN trace, EEFHIR
K|a|| Iﬁ E o
Red Hat OpenShift distributed tracing Platform (Tempo)

RUDHNEERK LRERDHRRAPHESZHITHREDR. EEFFIR Grafana Tempo TiH,

LUF A% Operator B#FH A :

BF

M Red Hat OpenShift Service Mesh 2.5 718, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#F A, FIFELUEHIA TR
AHbR, ZLIERE BRI T E AR XL ThRIR IR F I IREEM R, ELEbThae
FABERFUE, FHEEMER. #F5 Red Hat OpenShift distributed tracing Platform
(Jaeger) BB RIEEE, AT LUFEF Red Hat OpenShift distributed tracing Platform
(Tempo),

Red Hat OpenShift distributed tracing Platform (Jaeger)

RS HRNEEREREE DB ARG PNESZHHTHRERR. BETF IR Jaeger HiH,
OpenShift Elasticsearch Operator

NERDHEBERTES (Jaeger) HHTEERMBKILRIBEBIEEF . BETFTFR Elasticsearch 1

EQ
1.8.2. &% Operator

E#4E Red Hat OpenShift Service Mesh, &A1& % Red Hat OpenShift Service Mesh Operator, X
IRBELEMHEF NN Operator EE XN TR,

Hfth Operator &3& :
o ZTHEIRMHM Kiali Operator
® Tempo Operator

FFAMEI Operator B3F :

8%

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#FH, FEHELUGEHIL TR
AR, LIEMAESRIAITERBIRP X ERREEFISRMEEMI R, (BLHIhEE
NABIREUHE, FIFHEMER. ¥F 7 Red Hat OpenShift distributed tracing Platform
(Jaeger) BN LR, A LUER Red Hat OpenShift distributed tracing Platform
(Tempo),

® Red Hat OpenShift distributed tracing Platform (Jaeger)

® OpenShift Elasticsearch Operator
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e d INRIBBLERET OpenShift Elasticsearch Operator £/ OpenShift Logging B9—&84,
MAFER/RLZE OpenShift Elasticsearch Operator, Red Hat OpenShift distributed
tracing Platform (Jaeger) Operator {# i 2 &% OpenShift Elasticsearch Operator &

|
o
QQX Elasticsearch SE4,

1. LR A cluster-admin A &M A - 51985 E| OpenShift Container Platform web $#I&,
2. 1 OpenShift Container Platform Web &/, =i Operators - OperatorHub,

3. TESJESRMESHA Operator &R, Hi%f¥ Operator B Red Hat it A&, A3z #F Operator Bt X
MR AR,

4. 2 Install,
5. £ Operator B Install Operator TNE A, EZRKIAKE,
6. = Install, F#F Operator R4, AEHNEBERENT— Operator EE L,

® Red Hat OpenShift Service Mesh Operator {E openshift-operators 3% 22 5] fhZed%, F7]
AT &R ARRZEH,

e MHZIHE7E openshift-operators #p % 22 [A| R & & [ Kiali Operator, F A A FEEHHPRIFE S

Z2[H],

e Tempo Operator 2% 7E openshift-tempo-operator i & 22 [Adh, FH oA FEEEHMIE®
ZE[A],

® Red Hat OpenShift distributed tracing Platform (Jaeger) Z4%7E openshift-distributed-
tracing & ZE (AR, HTRFEREFHRNMAGRZENH,

BF

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift
distributed tracing Platform (Jaeger) B#F A, FHRELUEMA TIRA
R, ‘IIENELRMIATESARHRRENXINIENEFREEENZR, A
XNTHEENABIRGUUE, MR, E Red Hat OpenShift distributed
tracing Platform (Jaeger) BIERERE, EHLUEM Red Hat OpenShift
distributed tracing Platform (Tempo).

® OpenShift Elasticsearch Operator Z4&7E openshift-operators-redhat a3 % Z2[A] /1, F 7]
FEREPHRAA PR ZEH,

BF

M Red Hat OpenShift Service Mesh 2.5 Fr#8, OpenShift Elasticsearch
Operator B#F A, FHRELUEMATIRASRMER, IENESRIATE®
BHFRENIN NN REEE X, EXNENAERENHE,
FHIF 4R BRo
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o LESEFTAMA Operator [, = Operators — Installed Operators R IR B RET
Operator,

1.8.3. ¥ Service Mesh Operator Bt & ) 7E E A ZRF 17 R L1217
HRATE Service Mesh Operator FEE ARG s iz TH F R HUTILES

N Operator $7E worker 77 = L3217, 1EBGT HAES,

AR &M
o Wi&%E Service Mesh Operator,

o HMEMENT R —YIREMBHT R, MEEZRER, HSH"QREMRINEE"

1. B 6p 22 A R & 5EH) Operator :
I $ oc -n openshift-operators get subscriptions

2. Y@%E Service Mesh Operator Subscription %R, LUFEE Operator NiZiZ1THIALE
I $ oc -n openshift-operators edit subscription <name> ﬂ

<name> {3 Subscription FREM&H, Subscription FTREIEKIAZFF 7
servicemeshoperator,

3. 7£ Subscription EA ¥ nodeSelector #1 tolerations 5 N%E spec.config A :

apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
labels:
operators.coreos.com/servicemeshoperator.openshift-operators: ™
name: servicemeshoperator
namespace: openshift-operators
#...
spec:
config:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations: 9
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ fatr Operator pod (i B BB ZR 77 s £,
9 IR EZEH 1T m¥ESR pod,
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1.8.4. 53 1E Service Mesh Operator £ E Al 42 17 (R L3217

it

o UiES Operator pod XM mEB e — N EMEBRIE T R ¢

I $ oc -n openshift-operators get po -I name=istio-operator -owide

1.8.5. [FLLF IR
e 7EERE Service Mesh control plane B, Red Hat OpenShift Service Mesh Operator A& Al &

Service Mesh BE X FIRE X (CRD), &7 LAf#F ServiceMeshControlPlane %iif k&2 ff
& Service Mesh A, MEBEELZIELR, 1ESH 0] ServiceMeshControlPlane,

1.9. ]2 SERVICEMESHCONTROLPLANE

1.9.1. X F ServiceMeshControlPlane
control plane @17 Istiod. Ingress # Eqgress W%, LR EARZH4E, 40 Kiali #1 Jaeger, control plane @&
MEREEIS Service Mesh Operator # data plane N FARZFE MRS ARG R E R, EATLUM

OpenShift Container Platform Web & & 5# H oc & imn TEMBSTEHE
ServiceMeshControlPlane (SMCP) HE AR %%,

==
ENEARLREZETEIAR OpenShift Container Platform W EBEER, ©AERATE™

Mg, FRRIANRERSIERE, AR NENIMERE ServiceMeshControlPlane %
B,

Service Mesh X #4{# 1 istio-system {E A RBILIE, BIEALUFRS MG E S EMTIR
¢°

1.9.1.1. M web $HI&EEBE Service Mesh control plane

& A LUEF Web 5 5 ERBE A ServiceMeshControlPlane, E4fId, istio-system /2 Service
Mesh control plane 1 B B9 & #5.

(1} =355
o W& % Red Hat OpenShift Service Mesh Operator,

e L) cluster-admin F /' &5 &% E| OpenShift Container Platform Web &,

it =

1. LAE A cluster-admin A& A - 512X E| OpenShift Container Platform web %15, R
{8/ Red Hat OpenShift Dedicated, M7iHE—1E7% dedicated-admin & &K,

2. QIE—1%N istio-system BITIH,

a. W' ZE Home - Project,
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b. m=ifi Create Project,

c. £ Name ZEXfi A istio-system, ServiceMeshControlPlane %R /M L& 1E M T1&
B AR 55 #0 Operator BYIIH A,
XS PR A istio-system {EH R, (BER LEE(II B FERE Service Mesh control
plane, REES5OESEMIRSHITE 2D FF,
d. = Create,
3. 5fin%l Operators - Installed Operators,
4. = Red Hat OpenShift Service Mesh Operator, f#AfG R Istio Service Mesh Control Plane,

5. 1E Istio Service Mesh Control Planei£Xi£H, s Create ServiceMeshControlPlane,

a. EZBIAB Service Mesh control plane kkZs, LAFI %™ RS FTARA R IRHEAITHEE,
control plane BIAR AR TE T 5 Operator fR AT X I AT FHTHEE.

b. = Create,

Operator IR{BEHEE S AR pod. ARZSH Service Mesh control plane A4, ERILABEED
i& ServiceMeshControlPlane iX &,

o FEIGIFE control plane BB B IEIARE, 15m= i Istio Service Mesh Control PlanetR%: 11,
a. m¥rH control plane BY&F5.,

b. = Resources F1%: 1 & &M Operator Al FEEH Red Hat OpenShift Service Mesh
control plane %R,

1.9.1.2. f§ [ CLI &3 Service Mesh control plane

e LME RS S1TEREE AR ServiceMeshControlPlane.,

EIE= Sia
o %% Red Hat OpenShift Service Mesh Operator,
e ijjja] OpenShift CLI (oc)

e Ll'cluster-admin"& 17 & 5% %] OpenShift Container Platform,

¥ =
1. BIE—/1 %) istio-system B9 B,

I $ oc new-project istio-system

2. HRLTRA, BIE—14% N istio-installation.yaml # ServiceMeshControlPlane X 4
Service Mesh control plane BIAR AR TE T 5 Operator iR AT X BB FThEE,

M7 2.5 istio-installation.yaml| <5l

I apiVersion: maistra.io/v2
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kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.5
tracing:
type: Jaeger
sampling: 10000
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory
kiali:
enabled: true
name: kiali
grafana:
enabled: true

3. BT TS EERE Service Mesh control plane, HH <istio_installation.yaml> &5 &L
HRYSEEEERIR,

I $ oc create -n istio-system -f <istio_installation.yaml|>
4, BENR pod SBEHHE, 1E21TUA TS :
I $ oc get pods -n istio-system -w

IENZE B R0 T B9

NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2  Running 0 65m
istio-egressgateway-678dc97b4c-wrikp 1/1  Running 0 108s
istio-ingressgateway-b45c9d54d-4qgén 1/1  Running 0 108s
istiod-basic-55d78bbbcd-j5556 1/1 Running 0 108s
jaeger-67c75bd6dc-jveke 2/2  Running 0 65m
kiali-6476¢c7656¢-x5msp 1/1 Running 0 43m
prometheus-58954b8d6b-m5std 2/2  Running 0 66m

1.9.1.3. {81 CLI %ilF SMCP %3t

BB UM RS 1795 E ServiceMeshControlPlane )&,

1 FTRFM

o %% Red Hat OpenShift Service Mesh Operator,
e ijjja] OpenShift CLI (oc)

o Ll'cluster-admin"&17& % E| OpenShift Container Platforms

s}
e
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1. SBFTLATR @G, LURIE Service Mesh control plane &%, HH istio-system EZ%% Service
Mesh control plane BY#p & 22 A,

I $ oc get smcp -n istio-system
% STATUS %2 ComponentsReady £/, ZZEmKIN5EMK.

NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ['default"] 2.5.2 66m

1.9.2. =F control plane 2H 4 FNERHZRF 7 i1

BRI T RIRE T —FE T T2 BRI KRR EMRE TEMEMAE -
o ERHIER AT HEERITTHRA
o D EEMZRN T/E M4 FIEE

1 A] LU ER 3 AT A Service Mesh control plane A4 BR & h £ EAIZR 17 B L2 1T,

1.9.2.1. {81/ Web #ZHI& A control plane H#4ECE HEERZEN T R EiB1T

#N5R Service Mesh control plane 8B RIFTA A EBEEMZIT T m L2 1T, HHUTIES . XLEIHREN
‘A48 3F Istiod. Ingress Gateway #l Egress W%, L% Prometheus. Grafana #149# =\ IRERS AT 1% N
AREF.

MR control plane f$1E worker 11 m_Ei21T, EBT IES,

AR
o B %%k Red Hat OpenShift Service Mesh Operator,

e Ll'cluster-admin"& 13 & 5% E| OpenShift Container Platform,

ik
1. E[EE OpenShift Container Platform Web &,
2. 5fin%l Operators - Installed Operators,
3. =/ Red Hat OpenShift Service Mesh Operator, ARG Istio Service Mesh Control Plane,
4. == control plane FTIREYAFR, B, basic,
5. = YAML,

6. ¥ nodeSelector #1 tolerations FE& 7N INZEI ServiceMeshControlPlane FiREY
spec.runtime.defaults.pod &, N TFHFIFTE :

spec:
runtime:
defaults:
pod:
nodeSelector: ﬂ
node-role.kubernetes.io/infra:
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tolerations: g

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 1% ServiceMeshControlPlane pod 3 & B £ 22 5 k.,

@ HREMRIT REZHT pod.

7. | Save,

8. & Reload,

1.9.2.2. {81 Web 5 & 53T M control plane A4 e & N FEEZRMH T R _E3B1T

#NR Service Mesh control plane ERE I I H A ERMERN T = 15T, EHUTIES . XEMEHH
{815 Istiod. Ingress Gateway #l Egress Gateway,

#NR control plane $F7E worker 17 m _Ei2 1T, 1HBIT HAES,

AR
o B %% Red Hat OpenShift Service Mesh Operator,

o Ll'cluster-admin"&17& X El| OpenShift Container Platforms

1. &[HE| OpenShift Container Platform Web #2&I&

2. 5fin%l Operators - Installed Operators,

3. =® Red Hat OpenShift Service Mesh Operator, #AfG R Istio Service Mesh Control Plane,
4. 5= control plane HREYE TR, 40, basic.

5. = YAML,

6. 15 nodeSelector #1 tolerations FE& 7 1% ServiceMeshControlPlane %R H
spec.runtime.components.pilot.pod M #& &, N TFHIFTT :

spec:
runtime:
components:
pilot:
pod:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations: g
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
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- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

Q 1% Istiod pod (X Vi BB AR 1T & ko
Q FRREZRA T REEZHUT pod.

7. ¥ nodeSelector #1 tolerations FE& 7 INZI ServiceMeshControlPlane 7R H

spec.gateways.ingress.runtime.pod #1 spec.gateways.egress.runtime.pod i& e, 014l
Ao

spec:
gateways:
ingress:
runtime:
pod:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: ™
tolerations: g
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
egress:
runtime:
pod:
nodeSelector: 6
node-role.kubernetes.io/infra: "
tolerations: ﬂ
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

QO RM% pod (VAR EIEM RN T R £
@O R0 2R 1 iR IT pod.,

8. = Save,

9. & Reload,

1.9.2.3. {8/ CLI A control plane 214 e & HER MR T | iz fT
#NR Service Mesh control plane B8 EHIFRA HAEREEMEEI T R Li21T, BHITHES . XLEEEM

‘A48 3F Istiod. Ingress Gateway #l Egress W%, L% Prometheus. Grafana #149 # =\ IRERSE AT 1% N
AR,
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N control plane $F7E worker 17 s _Ei21T, iHBkT HES,

AR
o B %% Red Hat OpenShift Service Mesh Operator,

o Ll'cluster-admin"&17& % E| OpenShift Container Platforms

ff

L=

S

1. LLYAML X4 3T FF ServiceMeshControlPlane iR :
I $ oc -n istio-system edit smcp <name> ﬂ

ﬂ <name> X3 ServiceMeshControlPlane %R FR,

2. BIEEmMZEM T & 21T ServiceMeshControlPlane Z3ZBFTA Service Mesh A, iHF
nodeSelector # tolerations FEX R INEI ServiceMeshControlPlane %R+ EY
spec.runtime.defaults.pod spec # :

spec:
runtime:
defaults:
pod:

nodeSelector: ﬂ
node-role.kubernetes.io/infra: ""

tolerations: 9

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

Q 1R SMCP pod [ EE B &R Ze 7 = k.,
Q RREZRM T =R pod,

1.9.2.4. fA CLIF& control plane ZH#4ACE N EERIZRM T iR BB 1T

#NR Service Mesh control plane SRE I H A ERMERN T = 15T, EHUTIES . XEMEHH
815 Istiod. Ingress Gateway #l Egress Gateway,

N control plane $F7E worker 17 s _Ei21T, 5Bk HESS,

AR E A
o B %% Red Hat OpenShift Service Mesh Operator,

o Ll'cluster-admin"&17& % El OpenShift Container Platforms

ff

L=

S
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1. LLYAML 24T FF ServiceMeshControlPlane %R,
I $ oc -n istio-system edit smcp <name> ﬂ

ﬂ <name> X3 ServiceMeshControlPlane %R FR,

2. BEEMZT s Ei21T Istiod 4044, 151 nodeSelector # tolerations FEX R ANE!
ServiceMeshControlPlane %iE##) spec.runtime.components.pilot.pod spec .,

spec:
runtime:
components:
pilot:
pod:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: ™
tolerations: 9
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

Q 1% Istiod pod (X Vi B EL AR 17 &= k.
Q RREZRM T RS pod,

3. EEEMZEMT S 21T Ingress # Egress Gateways, i 4% nodeSelector #1 tolerations %
7xINZEl ServiceMeshControlPlane %EAH) spec.gateways.ingress.runtime.pod spec #[I
spec.gateways.egress.runtime.pod spec H,

spec:
gateways:
ingress:
runtime:
pod:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations: 9
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
egress:
runtime:
pod:
nodeSelector: 6
node-role.kubernetes.io/infra:
tolerations: ﬂ
- effect: NoSchedule
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key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

QO RM% pod (VAR EIEM RN R E
OO REMZRI 1 R pod.,

1.9.2.5. iIF Service Mesh control plane fEEAZRH 1T s _Eia 1T

ff

L=

S

e L5 Istiod. Ingress Gateway # Egress Gateway pod FEXEYTT s 2 E 2R T & -

I $ oc -n istio-system get pods -owide

1.9.3. % TF control plane F15EEESEHEMEE

SEEEHIEE S E —1 Service Mesh Control Plane, *”PT""*&AiﬁE’Jm/ R, MPEENEHNTRS
control plane TEFf7 &5 % 22 (8] Fh 5 A S N 1) S WL 28 Istio 0 Kubernetes BERMY Istio THAEFEEAE L, R
th, SESEHEBEB WD L IEET AP ARSS 205 KL,

& BT LUEF OpenShift Container Platform Web #2H& 8K CLI H&EESEHMIERBECE Service Mesh
Control Plane,

1.9.3.1. fEF web A N ERSEHEMEBZEERCE control plane

& eI LUEF OpenShift Container Platform Web ZHA NEREEREERE
SerwceMeshControIPIane KR, TEARBIF, istio-system 2 Service Mesh control plane 17 B B9 % %5,

AR
e LI T Red Hat OpenShift Service Mesh Operator,

o Ll'cluster-admin"&17& % E| OpenShift Container Platforms

ff

L=

S

1. BIEE—1 %) istio-system B9 B,
a. W' ZE Home - Project,
b. mit Create Project,

c. £ Name ZEXfi A istio-system, ServiceMeshControlPlane %R /M L& 1E M T1&
BAR S5 #0 Operator BT B AR,
X LS IR(E A istio-system E =B, RE Service Mesh control plane 58 &RSSHITIE 2
FF, FARTLLRF Service Mesh control plane 28 E{E{AI T B &,

d. = Create,
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. 5%l Operators - Installed Operators.

. = Red Hat OpenShift Service Mesh Operator, #AJ5 = Istio Service Mesh Control Plane,

. 7 Istio Service Mesh Control PlaneiWi£/, s Create ServiceMeshControlPlane,

. = YAML #1E, Service Mesh control plane BIARARTE T 5 Operator HR AT X< HI 7T FHTHEE,

. B2 YAML X#4H spec.mode FE&, LI¥EZE ClusterWide,

M7 2.5 istio-installation.yaml! <5l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

version: v2.5

mode: ClusterWide

7. = Create, Operator IRIBEMECESEAIE pod. BRZ5H Service Mesh control plane B4, 40

& ServiceMeshMemberRoll "#Z7E, Operator B & {|& ServiceMeshMemberRoll,

o IS control plane BB D IE%E -

a. = Istio Service Mesh Control Plane5:%: 11,
b. =¥ ServiceMeshControlPlane *f§& & F5.,

c. /= Resources 1£Ui+F, #FH Operator f|EHEER Red Hat OpenShift Service Mesh
control plane %R,

1.9.3.2. [ CLI HERFEHMIEBEECE control plane

BT LUMER CLI HEESEFEMNERERSE ServiceMeshControlPlane %R, 7EAfIH, istio-system 2
Service Mesh control plane #5422 [H] B9 & 5,

=S5

102

o L% T Red Hat OpenShift Service Mesh Operator,

&7 LA 7] OpenShift CLI(0C).

Bl'cluster-admin" &4 & & EJ OpenShift Container Platform,

. QI—/1E ) istio-system B9 B,

I $ oc new-project istio-system

. ERUTRA, fIE—1%7 istio-installation.yaml 9 ServiceMeshControlPlane 3244 :



% 13 SERVICE MESH 2.X

W4 2.5 istio-installation.yaml 7=l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

version: v2.5

mode: ClusterWide

3. IZ1TLA T i H K ERE Service Mesh control plane :
I $ oc create -n istio-system -f <istio_installation.yaml|>

Hep:

<istio_installation.yaml>

EEXHHTREIRE,

1. ZBUEE pod BREBEBIHE, HiZTUTHSD :
I $ oc get pods -n istio-system -w

EROZE B R R BI85

=1

NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2  Running 0 65m
istio-egressgateway-678dc97b4c-wrikp 1/1  Running 0 108s
istio-ingressgateway-b45c9d54d-4qgén 1/1  Running 0 108s
istiod-basic-55d78bbbcd-j5556 1/1 Running 0 108s
jaeger-67c75bd6dc-jveke 2/2  Running 0 65m
kiali-6476c7656¢-x5msp 1/1 Running 0 43m
prometheus-58954b8d6b-m5std 2/2  Running 0 66m

1.9.3.3. NEHSEE MM B E X member roll

EEESTHMER A, é,.,\@'JL ServiceMeshControlPlane %R, JdBA@JL
ServiceMeshMemberRoll %R, ERLTER]EE ServiceMeshMemberRoll #REEHE, EHFEIR
&, Service Mesh Operator THEXRE, NREFEA OpenShift Container Platform Web 12 & 18K
ServiceMeshMemberRoll %{&, 15&ESIRTEEEIEN,

AN, EAEILITEERE ServiceMeshControlPlane %REIDE— ServiceMeshMemberRoll %R, 7£1)
# ServiceMeshControlPlane %R}, Service Mesh Operator A&1EtH ServiceMeshMemberRoll,

’ pa -

ServiceMeshMemberRoll TR& /i & default, BibiiEs
ServiceMeshControlPlane %R —H & Z8 |5 Al &2,
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R Z2EIRINEIMB T ERT M, &0 LUBIT £ spec.members 513k A1 15 7E & #F R0 66 4 22 ],
HEN—H B BRI EERRE N REEN L S SN PR & 22,

T IR1E ServiceMeshMemberRoll R IIMIEERK 51, EHATLLETEENMmEZEH
% ServiceMeshMember %ig, K G RINEIME S,

Ll

1.9.4. {§H Kiali %1k SMCP %%

AT LA Kiali 32258 %51E Service Mesh &%, Kiali #4812 T —F A X F L UEEM Service Mesh 4H
HEREEEBSENEE.

1 FEREM
o W% Red Hat OpenShift Service Mesh Operator,
e ijj[i] OpenShift CLI (o€) &

e Ll'cluster-admin"&43 & %% OpenShift Container Platform,

1. £ OpenShift Container Platform web £l & #i%# A Networking » Routes,

2. 1£ Routes T{EH, M Namespace 5 H 1L Service Mesh control plane B, #0 istio-
system,

Location 3 & R E NI HBVEE L,

3. MNRFBE, FRTIESREH Kali 25 E8MKRE, HHREAAE LUSshiEEHE S,

4. Hi: Log In With OpenShift,
B—REFE Kiali 2 4H B, mAET Overview THH, B2ERREMEPEENEENRE
R, Y Overview MHERZENBRENE, Kiali 2EL D FEAREIEUL N M6 Z %
I‘Eﬂo

1.1. Kiali Overview T

bookinfo H istio-system

3 Labels 4 Labels
Istio Config (] Istio Config (]
4 Applications @ 4 8 Applications @8

/\ / No traffic
Distr d Tracing &' .
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FTMAZHB tile RIETIMEHE. Istio BciERR. M MHARER ERINSHHE, UkHE
ZRMRE. MREEIETREE%RE, BaRERLEERMEIMES, NFTELEL T istio-
system LUABIERIEHE,

5. Kiali BEAMYUKRMR, T THETFRET Service Mesh control plane BIfr & 22 [5], BEEEF XX

1‘&, iE ;i control plane 544 22 [H] B FR A " Options 3, #[ istio-system, AEIEEELL
Iz — -

® |Istio Mesh Dashboard

® Istio Control Plane Dashboard

® |stio Performance Dashboard

® |stio Wasm Exetension Dashboard

1.2. Grafana Istio Control Plane Dashboard

ntrol Plane Dashboard % =2

Kiali M SZREWNEINB Grafana (YRR, B 1AM Grafana Home TIE RS :
® |stio Workload Dashboard
® |stio Service Dashboard

. B#%E Service Mesh control plane 751, X Graph TlHE, M¥EHAILFERE
ServiceMeshControlPlane F9ap$22[H], #0 istio-system,

a. MBENKE, FHHT Display idle nodes,
b. ETESHX Graph TIEMIER, 5= Graph tour 5%,

c. EHEEMIKIAIL, 15M Namespace K H A M Service Mesh Member Roll iEfFE— ek %4
Bf hndp 4 22 [A],

7. EHE istio-system #p 4 22 [H] RN FFRFFIER, 15 mifi Applications T, Kiali &~ T2
PR B R O

a. BEMEHEEERERE L, LUEE Details 7l FTHEMEMER,
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8. &7t istio-system spB{ZE AR EF TIFMNEIIR, FRii Workloads IlH, Kiali 7= TF 1%
BFLEE TR,

a. MEEHEEEEREIFL, LEE Details FIfit FTHEMEME R,
9. EHE istio-system &2 (A FHIARSSFIR, = Services T, Kiali BRARSHEEREIRK
K

/Cho

a. MEIMEHESEEEREI L, UEE Details 5Idil FEMEMEMIER.

10. EEE istio-system w227 FRH Istio Configuration X R FIK, s Istio Config T, Kiali &
BRI,

a. MREMEEIFIR, K17, Kiali *¥TFEREXHHRE LRER,

1.9.5. Hfth ¥R

Red Hat OpenShift Service Mesh X 5B BI% MR IL control plane, &R LAEF
ServiceMeshControlPlane BB |ER ESFEAMEE. NMFEZEL, HSHOIE control plane B
E%Q

1.9.6. 5L R
L ESQI’V]CQ Mesh I:':I//J\\j.][]lﬁa J«l@fbﬁﬁ&rifﬁﬁ ﬂﬂﬁﬁ%%% ﬁélﬂﬁﬂﬁ%ﬂ*ﬁqﬂmﬂﬂﬂﬁ

%o

110 EHE%M%EP//J“}JDHE&
—NNE<8ERS ; B2, RAETNTERINEARSS Mg RS F 8.

1.10.1. *$4§Iﬁ E /lJ\\jJDEUHE&H%EF‘
L& %& Operator #1/# ServiceMeshControlPlane %R/, &—12% 0B RINEIARSS M1EH,

e

=1
1£ OpenShift Container Platform /1, TEEAR LFE— BTN EMED Kubernetes
R ZEE, A LAETIE R ERMA S IDSEE. @&, OpenShift Container Platform

Web #Z#HI & @A ARIE"TE (project) ”, CLIERAKNIE E%Z2A] (namespace)”’, XFH D
RERRARHUABTEAR LZERM,

& Bl LUER OpenShift Container Platform Web #2HI& s CLI U B ARINBIIA RS MEF, MUBR
INERRSS MR B =FAE :

e 7f ServiceMeshMemberRoll %R 15 & i B & #5.
e 7f ServiceMeshMemberRoll %EH) spec.labelSelectors & & I & 17615 250
o EIBH1IE ServiceMeshMember %R,

MRFEAE—NAE, BI6]E ServiceMeshMemberRoll ¥R,

1.10.2. f3]# Red Hat OpenShift Service Mesh member roll
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ServiceMeshMemberRoll 7l /& F Service Mesh control plane B§HIH, 28
ServiceMeshMemberRoll #15 H 5T B =5 F| control plane FIgN, FEIFU1B RINEIRFE control
plane EBZEH member roll Z &1, YiEARAETFIRS MK,

B TE ServiceMeshControlPlane FITERIE—MIIE R A2 —1&7) default 89
ServiceMeshMemberRoll &, #0 istio-system,

1.10.2.1. M Web #5115 |28 member roll

& E M web #2HIEB 7E Service Mesh member roll BRII— N ZNIH, EAFIH, istio-system 2
Service Mesh control plane T B # & #5.

AR
o BEZREHIULM Red Hat OpenShift Service Mesh Operator,

° g/d\\j]ﬂ%”ﬂﬁ%n*%ﬁ’]f)bﬁlﬁ E §Ji§

it

1. E[EE OpenShift Container Platform Web &,

2. MRELEBEMERS, HEBEMLFFLE, FHEHNARFUE—IUIE, silsRs
Service Mesh control plane BJ%ii B A~ [,

a. % ZE Home — Project,
b. £ Name FE& i A — D&,
c. M Create,
3. 5fin%l Operators - Installed Operators,

4. =2 Project 35, MFIRFPIELFEE ServiceMeshControlPlane #RIIIIE, #0 istio-
system,

5. | Red Hat OpenShift Service Mesh Operator,
6. B Istio Service Mesh Member Rolli£i§,
7. m Create ServiceMeshMemberRoll

8. Hii Members, fARTE Value RE&r i ATIE &, Bl LURINEERENTIRE, B—/1UIH
HEEEF— ServiceMeshMemberRoll ¥R,

9. = Create,

1.10.2.2. 3@5F CLI 6/ member roll

o] LUME B S 1T B iR INE ServiceMeshMemberRoll A,

AR
o BEZREHIULM Red Hat OpenShift Service Mesh Operator,

° gm\\ﬂﬂﬂﬂﬁ%n*ﬁﬁ’ﬂﬁ E §Ji§
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it

PilA] OpenShift CLI (o€) o

. &3k OpenShift Container Platform CLlI,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

L MRIELZREWEIRS, FEEMLFR, FHENNARFUE-—NIE, Eoi5gRE

Service Mesh control plane BJ%ji B R [E,

I $ oc new-project <your-project>

- BERMWEE NG, EERLLTRA YAMLZRILUSIMERHENTE, E—1MUBERERT

—4* ServiceMeshMemberRoll 5iR, EA&{FIF, istio-system & Service Mesh control plane
T B B £ R,

servicemeshmemberroll-default.yaml =l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

4. iB{TLAT 6%, 1% istio-system an & 22 [ dh L (£ H A& ServiceMeshMemberRoll FFR,

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

5. 217U T4, LUSIE ServiceMeshMemberRoll @& 25K Ih 01 &,

I $ oc get smmr -n istio-system default

%4 STATUS %5 Configured i, &M IN5EK,

1.10.3. =F{# H ServiceMeshMemberRoll 5 70501 B

& /3 ServiceMeshMemberRoll 152551 B /AR INEIRR S5 MM IR A 2 575, BARMIIE, EE
ServiceMeshMemberRoll &8 spec.members FExHI5ELIH £ #. ServiceMeshMemberRoll
TR¥gEWINT7 B B ServiceMeshControlPlane %RIEH,
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Service Mesh

Namespace: istio-system Namespace: ( my-application Namespace: my-other-app

Service Mesh Control Plane

Service Mesh Member Roll

spec:
members:

Services Pods Services Pods
( - my-application )

D Name matches Name doesn’t match

FALAERNT B REER - 28X+ update servicemeshmemberrolls 7]
update pod 45711,

o NMRMEBAERNMERSMIEFHNARRFE. TEAEHSIRS, EEEUTIERE:
o 7E web #2244 Fh{#E A ServiceMeshMemberRoll 53R M A& A 70 sk i kR 15 B

o @it CLI & ServiceMeshMemberRoll %5 M RH& fr s insk iR 8

o FH, BERE—1EN Bookinfo BIRBIN BREFFH G EHRINEI ServiceMeshMemberRoll %R
i, &S % Bookinfo ~{FlN FITEEHF,

1.10.3.1. £ web 2415 th{EH ServiceMeshMemberRoll %8 MR Zsinsk iR B

fBa LUFE A OpenShift Container Platform Web 2l & B ServiceMeshMemberRoll 555 M P #3750
SR, SR LRINERRENTIE, BUE RERTF— 1 Mig.

L EeXT B ServiceMeshControlPlane TR # MRS, ServiceMeshMemberRoll %Rt &R,
AR

o BEZREHIULM Red Hat OpenShift Service Mesh Operator,

e 1H ServiceMeshMemberRoll % &

e A ServiceMeshMemberRoll %5937 B & #5.

o MR AR AN EREY T B B 7R,

1. &[HE| OpenShift Container Platform Web 2% &,

2. 5%l Operators — Installed Operators,
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3. R Project 325, MAIIKFLFEESE 1 ServiceMeshControlPlane HRBIIH, ¥IA istio-
system,

4. = Red Hat OpenShift Service Mesh Operator,
5. = Istio Service Mesh Member Rolli£Ti &,
6. = default 5#1%,

7. = YAML %,

00

. ABER YAML LURINTBE MR T (BIBRENSMBRIIEMRT) . BRI URINEERENIIE,
B—1 11 E REEE F—1 ServiceMeshMemberRoll ¥R,

servicemeshmemberroll-default.yaml 7~

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

9. = Save,

10. 52 Reload.

1.10.3.2. {1 CLI B9 ServiceMeshMemberRoll %35 M F#& s Zshn sk g B

Ea LUFER CLI B9 ServiceMeshMemberRoll F5RSE — N2 N BRINEIEH, S LURIMEREL
ENUIE, BUiHERERTF—1MMIE,

L EeXT B ServiceMeshControlPlane TR # MRS, ServiceMeshMemberRoll %R th &4 MHIER,

AR
o BEZREHIULM Red Hat OpenShift Service Mesh Operator,
e IF ServiceMeshMemberRoll %R
e i ServiceMeshMemberRoll F5iRATT H %5,
o MR ARSI BRI B B9 & 7R,

e ijj[n] OpenShift CLI (oc) »

1. &3k OpenShift Container Platform CLlI,

2. YR ServiceMeshMemberRoll %,
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% 13 SERVICE MESH 2.X

I $ oc edit smmr -n <controlplane-namespace>

3. BT YAML LURINSMIBRE IR T H, B LURIMEESHENT R, BE— 1N BRERTF—
2 ServiceMeshMemberRoll %8,

servicemeshmemberroll-default.yaml =l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

4. RIFXMHFFR YRS,

1.10.4. = F{E A ServiceMeshMember ¥R 707 B
ServiceMeshMember ¥ Rigfit 7 —FE R {EX ServiceMeshMemberRoll ¥ REE R T B Rz
RS MBI E, BERINYE, BHEESERINERSMERTE + 62 ServiceMeshMember 758, 24

Service Mesh Operator 412 ServiceMeshMember 5 &, TiiH 2 HINIE ServiceMeshMemberRoll
HIRE status.members 7k, A5, BTFIE PHIRS MERH,

Service Mesh

Namespace: istio-system Namespace: my-application Namespace: my-other-app

Service Mesh Member

~

C Service Mesh Control Plane 4----- & controlPlaneRef
Service Mesh Member Roll Services Pods Services Pods
D SMM references control plane SMM doesn't exist

MR EEAEENEIMEAF 12T 5| A ServiceMeshMember ¥ B A1#) ServiceMeshControlPlane
FIRHINBR, ERLXAMURR, W& F - o] LU B RN BI Mtg &, BNMEIZ P& GRS MR E =X
ServiceMeshMemberRoll R E MR, NEELER, 1ESH O Red Hat OpenShift
Service Mesh B i,

1.10.4.1. 7 web ¥HIE A ServiceMeshMember %555 B Z N2 M4& &

& 8] LATE OpenShift Container Platform Web #l& #{# i ServiceMeshMember 551 — 454 % N il
ERAIEEE TN
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SeRFM
e B Red Hat OpenShift Service Mesh Operator,
e {&KHE ServiceMeshControlPlane %R FREL K BR AR IE BT B B9 4 #R,
o RAEMEIRNINE M HBIIE B,
o [RISMIMEEIR R/ BRRAIRF AR S AT AIF R, EHE A ATLAEA RoleBinding =X

ClusterRoleBinding 71 F /" 2Bt mesh-user s, NAFEFIHREHNR, MEEZE
B, 1558 0/# Red Hat OpenShift Service Mesh A% /7 o

1. &[HE| OpenShift Container Platform Web 2% &

2. 5fin%l Operators - Installed Operators,

3. |® Project &, ABEMTHIIIRPEFEERMNEIMEHITE, g0 : istio-system,
4. = Red Hat OpenShift Service Mesh Operator,

5. m Istio Service Mesh Member i1+,

6. m Create ServiceMeshMember

7. %% ServiceMeshMember B2k I\ & 7.

8. miTiLLEJF ControlPlaneRef,

9. 7£ Namespace FEk, ¥ ServiceMeshControlPlane %RFIEHTIE, 140 : istio-
system,

10. £ Name FE&Fh#i A Lbér & Z2 A AR /@M ServiceMeshControlPlane FRMZ T,
i, basic,

1. = Create,

1. @B AT H BRI ServiceMeshMember F5RE 012, F BB 2 RMEIMAEH :
a. MEIR&FR, %0 default,

b. EERERE LM Conditions Z4,

c. f1IA Reconciled #1 Ready 5:{4-1 Status & True.
SNR Status iy False, 5%/ Reason #l1 Message 7ILL T fRE %5 R,

1.10.4.2. 5@ CLI {§ ServiceMeshMember %3R5 B Z 02 4§

& eI L@ CLI fEFE ServiceMeshMember ¥R — 1N 8% N0 B R AINEIMAE #,

AR

o B %% Red Hat OpenShift Service Mesh Operator,

12



% 13 SERVICE MESH 2.X

=

ServiceMeshControlPlane %R FR & E A E W B &R,

fik

503

7]
75

p 1PV -y I E Y v sl R =

o

P22

AR 55 W& B I8 G A /i BRRA TS T AR 55 RIAR B9 U5 R A R, B IR G AT LAf# A RoleBinding X
ClusterRoleBinding 71 F /" 2Bt mesh-user A, NAFEF M MEHINR, MEEZE
B, 57 0/# Red Hat OpenShift Service Mesh /17 o

. &% OpenShift Container Platform CLI,

. i ServiceMeshMember jE #0132 YAML X4, EH£J% my-application i B /R INZEIH istio-

system fip & 22 |5 hERE M ServiceMeshControlPlane iR G2 HIAR S5 W& -

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
namespace: my-application
spec:
controlPlaneRef:
namespace: istio-system
name: basic

. B.FA YAML X #4LLBEE ServiceMeshMember %R :

I $ oc apply -f <file-name>

ZBITUT S, RILaRERZEHMEHN—E2. HBILE True HII7E READY 5,

I $ oc get smm default -n my-application
it Bl

NAME CONTROL PLANE READY AGE
default istio-system/basic True 2miis

714+, #%E ServiceMeshMemberRoll 55®, LA\ my-application 654 22 [A] [IE /R 1E
ServiceMeshMemberRoll 7R status.members #] status.configuredMembers FE& 1,

I $ oc describe smmr default -n istio-system

i th o Bl

Name: default
Namespace: istio-system
Labels: <none>

#...

Status:

#...

13
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Configured Members:
default
my-application

#...

Members:
default
my-application

1.10.5. X FERARE LSRRI B

M FEESCHEERE, B0 LUERRSS LRSS ERNEIME A+, ServiceMeshMemberRoll FiEA 15
ERIFRZ L 23 AT 1L Service Mesh Operator 1R ¥E 61 % 22 (A 725 M A& AN skMiFR R 22 6], SR LAk
18 TE AR E L 2R M E A PR OpenShift Container Platform SURAR, &R LAFEH
ServiceMeshMemberRoll FE 18 E % MrakiF2s.

Service Mesh

Namespace: istio-system Namespace: my-application Namespace: my-other-app
metadata: metadata:
labels: labels:
Service Mesh Control Plane
( my-key: my-value ) my-key: different-value
Service Mesh Member Roll
spec:
memberSelectors:
Services Pods Services Pods
C my-key: my-value )
D Label matches Label doesn’t match

INRep R ZEAIRZS ServiceMeshMemberRoll 5R 5 EBEMIEFIRLE, NHEERIBEEMN
B,

==
1£ OpenShift Container Platform /7, WEMEAR LFE— BRI EMED Kubernetes
R ZeE, A LAETIE R ERMA S IDSEE,. @&, OpenShift Container Platform

Web $EHI&#ERAE 76 (project) , CLIERAE @524 (hamespace) , {BiIXHA
RIBTEA T 2R,

1.10.5.1. A7 A Web #HlEBPRZE RS9 B A N2 FE

1R E] LUE B R 2@t OpenShift Container Platform Web #2244 455 B 755 102! Service Mesh,
FERFH

o B &% Red Hat OpenShift Service Mesh Operator,

o IEH—/IIAEM ServiceMeshMemberRoll Fi&,

e L) cluster-admin F /7' &5 & % E| OpenShift Container Platform Web &,

>xIo
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% 13 SERVICE MESH 2.X

1. 5%l Operators — Installed Operators,

2. = Project 3£H#, MTHIZEHEAIEEEE ServiceMeshMemberRoll %HRAITIE, 5140 : istio-
system,

3. = Red Hat OpenShift Service Mesh Operator,
4. = Istio Service Mesh Member Rolli%£Tji &,

5. m Create ServiceMeshMember Roll,

6. &% ServiceMeshMemberRoll FIEK i\ & FF.

7. 1% Labels FEAHIABEXS, UEXIFRRSMIEHESEML R R ERNTE, NRTIE &
2o R BEAEFSRIEEMNIRE, NITEMREERRSEERSMES., BRAFTERN S EXH M
fign, %A mykey=myvalue 2IEE B RS IFT B A ZAE NI —ER 9, HikFERniH
PCECITAS, 101 E €4 22 AR AN B AR 55 Mg R,

& A\ myotherkey=myothervalue 2EFE B WITEZRIFE & B HE N MG —E D, LR
FRIRPCECIET, 11 B fp 4 22 (A4 s 02U AR 25 P4 Fh

8. = Create,

1.10.5.2. WA CLI BMFRZ 02551 B A R pis

IR LU BRI 2R CLS T B isinE Service Mesh |,

AR E A
o B %% Red Hat OpenShift Service Mesh Operator,
o IMEH—/NIAH ServiceMeshMemberRoll ¥R,

e Ll'cluster-admin"& 17 & 5% %] OpenShift Container Platform,

it =

1. &3k OpenShift Container Platform CLI,

2. 4w’ ServiceMeshMemberRoll %R,
I $ oc edit smmr default -n istio-system

& AT LLRF Service Mesh control plane B EZE{F A5 2 &R ST E 2 FHTE,
3. {8 YAML {4, LUTE ServiceMeshMemberRoll 75/R#) spec.memberSelectors FEXHF TS
9 44 22 (Al R A 02
P2y~

&340 LA A 545 83 B9 matchExpressions %, MA{# A matchLabels =

TL
X o
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apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
memberSelectors: ﬂ
- matchLabels: 9
mykey: myvalue 6
- matchLabels:
myotherkey: myothervalue 6

ﬂ SERTFIFARSMEP 2B & ERIREERESR, MRVIEMEE R EALRER
EENRE, NIMBaRE RS SERSMEH, TEGRZEATFTERNSE XM DR

Fi mykey=myvalue W58 EFTA AL (E, ZHikiFEasiniR BT, 708 68 2 E)F
AN INEIAR 55 R AR,

Fi myotherkey=myothervalue /3518 EFI B & 2], HikFESRIMATETR, WE
44 22 A AN AN B BR 25 A& AR

1.10.6. Bookinfo =5l FATEFE

&8 LU Bookinfo 75l N FB A2 il OpenShift Container Platform ## Red Hat OpenShift
Service Mesh 2.5.2 &4%,

Bookinfo i FAf2f LR—ABMES, KMUFELHENL—ARRE, NAKER—IE, Hht
TEBHAER (SBN, FHMEMES) MREBHITE,

Bookinfo 5 FA#2 5 BHIX LE AR 55 4HBX, -
e productpage MR %5V A details 1 reviews AR 553 £ TTHEE 2.
e details RS BET PHER,
o review MRS EIE T FHITEL., BENASVHA ratings MRS .
e ratings®fRS5 2IE T H AN K HHITILERHNITOER.
reviews AR5 H =ThRA :
o kA vi R A ratings BRS.
o fRA v2 i ratings ARSS, FHU—EANBRBERRKRNTEAPBRITD,
e hiA v3 iH ratings RS, FHLU—BIENLBEERKRKRG AT,

1.10.6.1. 223 Bookinfo N AEF

AHERENE TWECIEIIE, 5 Bookinfo N FATRFERE FI1% 11 B H1E Service Mesh HEFIEIEZITHIN
FATE R 0|2 R BIN R,

FoRFH
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% 13 SERVICE MESH 2.X

e 4T OpenShift Container Platform 4.1 & & ki A&,

o % T Red Hat OpenShift Service Mesh 2.5.2,

e ijjin] OpenShift CLI (oc) »

o Ll'cluster-admin"&17& X El OpenShift Container Platforms

=1

Bookinfo RAIN FATEF T EEREETE IBM Z° 1 IBM Power® A,
==

AT Y S {BRIX Service Mesh control plane Tl H 7 istio-system, WIREH— B %
(B Z24E T control plane, TEZ{TRIZREHE NGNS,

1. = Home - Projects,

2. =il Create Project,

3. 7£ Project Name H%ij A info, #iA Display Name % Description, fAJ5m= Create,
o o, WAEILUAIT CLIZITX MR AR info W E,

I $ oc new-project info

4. = Operators — Installed Operators,

5. & Project 32, {#if8 Service Mesh control plane 8 & Z2[f], EXANRBIH, HA istio-
system,

6. = Red Hat OpenShift Service MeshOperator,

7. = Istio Service Mesh Member Roll:i£T &,

a. MRMBABIET Istio Service Mesh Member Roll, iH&#, AREST YAML I 3T FF
YAML %5825,

b. INREiIL%HEGIEE ServiceMeshMemberRoll, == Create ServiceMeshMemberRoll,
8. Hiifi Members, AETE Value FE& i AL E & Hr,
9. | Create {RFE#H Service Mesh Member Roll,

a. HE, [UTROREER YAML X,

Bookinfo ServiceMeshMemberRoll 7=l servicemeshmemberroll-default.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

17
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spec:
members:
- info

J:ﬁL,L'F a4y L% 3, FHIT istio-system 4 Z2[A] ]2 ServiceMeshMemberRoll %

B, TEABIG, istio-system 2 Service Mesh control plane T B B9 & 5.

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

10. IZTLU T4, LUEIE ServiceMeshMemberRoll 7 2 A 01 &,
I $ oc get smmr -n istio-system -0 wide

%4 STATUS %5 Configured i, &M IN5EK,

NAME READY STATUS AGE MEMBERS
default 1/1  Configured 70s ["info"]

. 1£ CLI &, 3&jF A bookinfo.yaml XX{1E info" T B EBE Bookinfo :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/platform/kube/bookinfo.yaml

IERZE BRI T BRI

service/details created
serviceaccount/info-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/info-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/info-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/info-productpage created
deployment.apps/productpage-v1 created

12. &1 info-gateway.yaml X0 AhM% :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/bookinfo-gateway.yami

IERZE B R0 T BRI

gateway.networking.istio.io/info-gateway created
virtualservice.networking.istio.io/info created

13. iX& GATEWAY_URL S M(H :
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% 13 SERVICE MESH 2.X

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath="{.spec.host}")

1.10.6.2. ZxINEKIA B B93thHLI]

FEfE R Bookinfo N EFRT, B ELRMEINB BN, RIV\ERSERT mutual TLS J3IE, i
FEE M YAML 3,

Z

ff

L=
1. BZRMEBMHN, HoTUTese—

S

o INREA/EH mutual TLS :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/destination-rule-all.yaml

o IREAT nutual TLS :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/destination-rule-all-mtls.yaml

IERZE BRI T BRI

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

1.10.6.3. 3&1iiF Bookinfo %23t

ZiiAnBl Bookinfo N ARRFEMHMINERE, HHITULTH I,
AR

e % T Red Hat OpenShift Service Mesh,

® SERNZRE Bookinfo RAIN ARRFHS IE,

e Ll'cluster-admin"& 17 & 5% %] OpenShift Container Platform,
it CLI SR

1. JSUERTA pod BB ER S L S RLL -

I $ oc get pods -n info

FIEASHRERREEL S Running, &N IZE BN TR

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2  Running 0 12m
productpage-vi1-6fc77ff794-nsl8r 2/2 Running 0 12m

ratings-v1-7d7d8d8b56-55scn 2/2  Running 0 12m
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reviews-v1-868597db96-bdxgq 2/2  Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2  Running 0 12m
reviews-v3-6dfd49b55b-vewpf 2/2 Running 0 12m

2. BT S E K ER 7 M T E B URL:

I echo "http://$GATEWAY_URL/productpage”
3. TER TN b 85 & HIl F MG LA IE R B B 8B E T Bookinfo [ & T1H.

¥ H Kiali web 255095 %
1. FREX Kiali web 2244 Byttt

a. E[EE OpenShift Container Platform Web 12#I&
b. # A Networking - Routes.

c. 1f Routes T{E™H, M Namespace ¥ HH1%L#E Service Mesh control plane 1B, #0 istio-
system,

Location 7 Z /R B R HE R 1L,
d. = Kiali B Location 7l R H9EE %,
e. Hili LogIn With OpenShift, Kiali Overview & T R&ENE iy 4 22 (] PR,
2. 1E Kiali A, s Graph,
3. M Namespace FIZ&Fi%FE info, M Graph Type FIRA%HE App graph.
4. M Display ¥ H %% Display idle nodes,

X EREHT R, BEREEIHZXER. SATUBANMABERE YL, BRREEMMER

==
AILE o

X

o {fF Duration I NNET (] ER, LABSBAMBMRIEIRIBRIRE,
o f{fiF] Refresh Rate L ERIFTRENERE /N, HERATRIFREZ,

5. = Services. Workloads 5% Istio Config &% info ZHFHIFIRMA, FHILNE(1ERE.

1.10.6.4. & Bookinfo N AR
IRBB LT 5 AR Bookinfo M T2,

FoRFMH

e 4T OpenShift Container Platform 4.1 & & kA,
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o L% T Red Hat OpenShift Service Mesh 2.5.2,

e jj[n] OpenShift CLI (oc) .
1.10.6.4.1. llER Bookinfo 5iH

it =

1. B[EF OpenShift Container Platform Web %] &

2. = Home - Projects,

3. minfo ¥ , A5 = Delete Project,

4. FEFBIAKTTHIEFRE A info, RS Delete,

o IFE, MALMERA CLIZITX MR KAIR info I H,

I $ oc delete project info

1.10.6.4.2. M Service Mesh member roll Hfifif& Bookinfo Wi H

it

1. E[EF OpenShift Container Platform Web #§&

2. = Operators - Installed Operators,

3. = Project 5, MZIKHIL istio-system,

% 13 SERVICE MESH 2.X

4. 5 Red Hat OpenShift Service MeshOperator £ Provided APIS T 52 Istio Service Mesh

Member Roll $%#,

5. = ServiceMeshMemberRoll 3 F1%F Edit Service Mesh Member Roll,

6. ZREEBRIABY Service Mesh Member Roll YAML 3 M members 5K A& info,

o THE, REILUEA CLIZITIXN 645 M ServiceMeshMemberRoll A iff& info THH, T4

&, istio-system 2 Service Mesh control plane i B #94& #F.

I $ oc -n istio-system patch --type='json' smmr default -p '[{"op

"/SpeC/memberS", ||va|uell:[lllllinfolllll]}]l

7. £ Save E#T Service Mesh Member Roll,

110.7. &R
o BB EEHIR, BMNE A sidecar FEA,

1.11. 5 SIDECAR JF A

: "remove", "path™:
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HaEEMNRSHMAERRMNEIMNERE, FT—32ENBREM Deployment HiRAE A B 5 sidecar
SEATIEE, BN EANERES R B sidecar ST A,

INRIZE REE Bookinfo RN ATER, NKTMENBARERF, FHENREIEN—EDFA sidecar, WIF
IRERAE KBRS, E7E OpenShift Container Platform _EERZE N HIER,

NEFLELR, 155 OpenShift Container Platform 344, T f2EE,

BT R RRCTBEURE (F pod HNARFRBZANZITHNTARS) RATEERS
P& A e, ERFEEMBNEIMEREEENRFDNREHRITEHRRIG

BRBNEARBEEIRSWELSHER, 1HSMH T A Service Mesh sidecar By pod F#Y
CrashLoopBackOff FRBYZTIEXNAZEf# R 75 58 initContainer

110, JoRE
o IEFIMIEFAIIRS, #0 Bookinfo I AR,

o IREHIRXM

1.1.2. )5 B B3 sidecar 3 A

EEREN AREN, M8 $ deployment X &k H) spec.template.metadata.labels 9175
sidecar.istio.io/inject B2 &y true SEiEFE AN, MR sidecar F AT RFMI OpenShift Container
Platform B9EfhZhaEE, %0 OpenShift Container Platform 4R 4 R HIZ MEZRE R builder pod.

FRFH
o AMENIRS M —ER O BIM B ZEIH], LARFEBED sidecar SEABIERE,

i =
1. BEEHEE, EEH oc get H.
I $ oc get deployment -n <namespace>

BN, EEEE info ipRZE[E A ratings-v1' AR 55HY Deployment YAML X4, 15{#ERLLT 6
SUYAML X EF TR

I oc get deployment -n info ratings-v1 -o yaml

2. TEYwEEAR TN A2 FH Deployment YAML 44,

3. J¥ spec.template.metadata.annotations.sidecar.istio/inject 7 11%| Deployment YAML /i,
F I sidecar.istio.io/inject % &Y true, 0 THIFFR,

info deployment-ratings-vl.yaml TS B Bt R~ fl

apiVersion: apps/v1
kind: Deployment
metadata:

name: ratings-v1
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% 13 SERVICE MESH 2.X

namespace: info
labels:
app: ratings
version: v1
spec:
template:
metadata:
labels:
sidecar.istio.io/inject: 'true'

= -3
E/E A B35 sidecar ¥ AK{EF annotations 2 E2#F A, N{HA labels 33
=AW

4. {£7z Deployment YAML 34,

5. Bx#aRmeEasrREFNIE,
I $ oc apply -n <namespace> -f deployment.yaml

EARBIH, info 285 ratings-v1 A2 deployment-ratings-v1i.yaml B951 B & FR, X
IR ST

I $ oc apply -n info -f deployment-ratings-v1.yaml
6. HEEMIEFIR LGN, HETUTHS -
I $ oc get deployment -n <namespace> <deploymentName> -o yaml|
B,
I $ oc get deployment -n info ratings-v1 -o yaml
1.11.3. 531k sidecar ¥ A

Kiall ZH SR T WA RIGIEN ARRF. RSMIENEHESE sidecar LI,

1.3. 4 sidecar badge

Graph TEETR— T R@hr, B©ERTUTER PR Missing Sidecar :
o NAEFH
o RAMIN AERKE

o T{Ef#EK
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1.4. B> sidecar ElFR

‘[] Missing Sidecar

Applications TTETE %A sidecar Byan 4 22 (5] AR S T2 B Details 74 £ 7R — 1 Missing Sidecar
Eya

Workloads T{E # /13% A sidecar BI{EIN FAF2FHY Details 5/ E7R—4™ Missing Sidecar E{#7.,

Services THE{E& A sidecar Byn % Z2 (B AR N T2 Details 74 £ 7n— > Missing Sidecar
Fro HUARFSEZNHAR, EETLUER Service Details TIE A& Missing Sidecar KFr,

Workload Details TTEA — MEKISE— Logs 1tUi&, ®iLBEFMKXBENARFMRERER, &L
¥ Envoy BEM WISIEN AR TE A sidecar FARN A —FHARNEREE.

Workload Details TTEIA 2B E Envoy REESK#E A Envoy RERAI(E TE I EM Envoy FrZ T, Itb
£ B RANEM Envoy (YRR, HEFEE Clusters, Listeners. Routes. Bootstrap. Config #ll
Metrics B F LI,

AX/EH Envoy Uil BERIFE, 1HSEHREHRED.

BXEE Envoy BERIERE, 1HSE Kial #HaHEE

1.4, @i F R BRI 8
Envoy sidecar {RIEMEZ & I ServiceMeshControlPlane &1,

& 7] L@ 72 injection-template.yaml 32 FRBIERE AN pod JERRR N N FAFEFIXE sidecar AR
MR E, IMELEFA sidecar,

injection-template.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: resource
spec:
replicas: 7
selector:
matchLabels:
app: resource
template:
metadata:
annotations:
sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\", \"maistra_test_env_2\":
\"env_value 2\"}"

124
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Digk

"

A

ECIEBCMBEE XKRES, EAERNEE maistra.io/ i EFEMR, XEIREE
AR R EURE Operator £XAEE, MNREELEB SBITHRES M Operator EESZEI’J

WEEHINE, ETNESSLL maistra.io/ F LRSS TR, £ F— DT
B, Operator {578 25 Sl BRixX Lo AR 2k AR R TR

1.11.5. B #f sidecar {{IE
ZHHT sidecar RIEWEE, NARFEEGWINERNARERF pod,

INRIEHIEBEER T B sidecar EAZHRE, NIA LURIL RIS SUE AR BHERZE Y pod ER, 1217
LUR ek EFERE pod :

$ oc patch deployment/<deployment> -p '{"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds "}}}}}'

MREERE R BFERABL sidecar EATNRE, MA@ ERERE K pod HFIEER sidecar BesiRifK
F I EH sidecar, ABE/E pods.

11.6. FEES T

NIREEAEERE Red Hat OpenShift Service Mesh ZhEE,
o oM
o MEETHE

o igPR. HEFMELR

112. EEASHEESE

1.12.1. B2 Red Hat OpenShift Service Mesh X 51

ServiceMeshMember ¥{R 5 Red Hat OpenShift Service Mesh &2 F Rt 7 — #3101 B 7 M E AR 55 ™
1% (BB LA %R AR 55 MIAR T E B member roll) BIFIRR. 2 PATH B €12 DK A 2% F A H I E 0
# ServiceMeshMember FEHIFIR, BEIFEEHEIEMEM ServiceMeshControlPlane, BEZIfRSS
WIS EE A ERIRF RS MG AR, BIE G A LLEIT 5% F mesh-user A A &K% T B 50 g
BITRR, TEAFIAH, istio-system 2 Service Mesh control plane 17 B B9 % #5,

I $ oc policy add-role-to-user -n istio-system --role-namespace istio-system mesh-user <user_name>

B 5 A LMETR Service Mesh control plane i B 18 mesh-user B &41E, LUEERFUHIRIAEF
#%H, ServiceMeshMember {3501 B R 10EIE 5| AR Service Mesh control plane i B A HY
ServiceMeshMemberRoll,

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
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name: default
spec:
controlPlaneRef:
namespace: istio-system
name: basic

mesh-users A4 EEEIE G110 ServiceMeshControlPlane FRE B0, BEAAERALU TR
SHBEPRNALE,

I $ oc policy add-role-to-user

EIE S th e LAfE I/ ServiceMeshControlPlane 75RET 02 mesh-user &4 E, FliN, T AL
15 ServiceMeshControlPlane %E1EREH oc apply #{EFOIEE.

AB aliceiRII— 1N ABHE :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
namespace: istio-system
name: mesh-users
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: mesh-user
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

1.12.2. B3]# Service Mesh control plane B &%

& LA{#E A ServiceMeshControlPlane EcE& QBRI ESFHAMEE. NTARFILREECSHEEY
RAICIEMWEES, EBSELITUMEMEBSEMXKEBRER, B0, EaILUNSSH NI — N5
control plane, FHHHIFABIEE—N1% control plane, INIREHIE T — DL ERF—7 @R, T
A BA B 53 #0535 A1 A BR 51 7k =T LAAR 3R B 2 AR IS T FF & AR AR AN 4 B MR B B SR 1T Y R

LIRECE Service Mesh control plane BEB&KNf, B&E1E5S ServiceMeshControlPlane 1ERIAYEE, F
FLAD K FRIEEIZE, Operator i — BN BEBEL, A Red Hat OpenShift Service Mesh FIZRIA
i,

1.12.2.1. ] ConfigMap

ERMBEENERESE, EU/JIE openshift-operators 7 B I — 147y smcp-templates Y
ConfigMap. Operator 23 Bz # ConfigMap.

AR
o BEZREEFHIULM Service Mesh Operator,

e B7A cluster-admin &K, MNREA Red Hat OpenShift Dedicated, NiA—1TE
dedicated-admin & &K,

® Operator SPEMAIE.
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e ijj|n] OpenShift CLI (oc) »

1. LA cluster-admin i/ 519 &% OpenShift Container Platform CLI, #15R{#F Red Hat
OpenShift Dedicated, M7iE—12%F dedicated-admin & &I,

2. £ CLI 217X 4, 1E openshift-operators 11 B {324 5y smcp-templates Y
ConfigMap, 3% <profiles-directory> & At L#) ServiceMeshControlPlane 34
BIAIE :

I $ oc create configmap --from-file=<profiles-directory> smcp-templates -n openshift-operators

3. & LUEA ServiceMeshControlPlane 1Y profile 288 E — 1 2% MER.

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- default

1.12.2.2. & 1E i 9 B 4% SR i
Service Mesh 7E Service Mesh control plane #15X i1 fp % 22 (Al R QI R 25 56 BE, LARIF B Z AR E,
TEERERT, HEBUTRMYE, UMBIRZANET OpenShift Container Platform B H 23 FFBUAR 55 MIA& R BYAR
%Q

o ARG MBHILRENIE B2 ingress-gateway FBEF Istio IEH T,

o TERTE(EAIARSS PIAE 3R 37 65 4 22 5] o BR 5 AR ER B AR 55

o EEHERSMEIIH AR R ZEE FEEHIE mesh BRSS N 1% 7T H maistra.io/expose-route:

"true", XA LUA{R OpenShift Container Platform B&EIEX LR S5 A LUIE & T 4E,

113. &£t
INRIEHIIRS PSS TR — HE MMARSS K, EAILMER Red Hat OpenShift Service Mesh 3
EHIX LRSS B @IE LR LM, OpenShift Container Platform BIERHIZEFI LA K Service Mesh BB EIE
hEe A BB IRE RN AREFNE MR 2 MRS
FriGan
MRIEE—NIE, EFHUIERMNE ServiceMeshMemberRoll 7R,
MREEBIE, ERE Bookinfo I AREF FHERMEl ServiceMeshMemberRoll FiEA,
M ARFAUEERZ SR,
1.13.1. XF mutual Transport Layer Security(mTLS)
Mutual Transport Layer Security(mTLS)@—MHY, BIENAMEERUE, E—LHi (IKE. SSH)

B, ERSHRIERIURN, EEAMIH (TLS) BRNEMN, BRIUERERNBARFEIRSEHEN
ERTEEA mTLS, TLS ST2MARSMEMERLIE, FHEM sidecar IRz [T LR,
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FINER T, Red Hat OpenShift Service Mesh FIBY mTLS # /5 FAFIXE H permissive #£3, Service
Mesh A sidecar #ZBASUREFMEA mTLS MBHERE, NRFME PR SSBCE HE R85
mTLS SREHHIRRSSBIS, NIXLRSSFIRBEFTRER R, RN mTLS FEEFimMARS 25 he
HEEIEIRA, ERIEMETEE Service Mesh B f# [ permissive R, AE, EAILEMSE. @
£ 22 [N FIRR & (A /2 R A8 B9 mTLS,

1E Service Mesh control plane /3 A mTLS AI{RIFIRS WIS HHFRERE, MEREENAREFIT
{Efi %k, 18RI LLIE ServiceMeshControlPlane %RAR data plane 7 RIF MR MG R EE, BEEE
SUREM®IER, 15# B PeerAuthentication #1 DestinationRule B1R7ERN 2 A LB & 6y % 2214,
1.13.1.1. FEAR S5 MM /S A 18 B9 mTLS

MREN TN EBERBENRIRSSBE, ERILUERMGAIRZESH mTLS, MARREE. EaLUET T

ServiceMeshControlPlane %R+ spec.security.dataPlane.mtls 1% &/ true 3£/5 €. Operator
2B H R,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
version: v2.5
security:
dataPlane:
mtls: true

84 AT LAE B OpenShift Container Platform Web #2414 2 B mTLS,

ik S
1. BRE web 2515,
2. = Project 3™, EFRE Service Mesh control plane B9, # istio-system,
3. = Operators — Installed Operators,
4. = Provided APIs THJ Service Mesh Control Plane,
5. = ServiceMeshControlPlane T5iREI& R, Hl40 basic,

6. 1 Details TIEH, Hili Data Plane Security 8 Security %84 B9,

113.1.1.1. AR ERS I A L ERERCE sidecar
IR A LOR TS B REE AR NIRSEE mTLS.

ff

nie
1. FERUTRAIGE YAML 324 -

S

PeerAuthentication SEB& 2l policy.yaml

apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:

name: default

namespace: <namespace>
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spec:
mtls:
mode: STRICT

a. f¥ <namespace> & 1% AR5 FRTERI 6 & 22 (A

2. BT TGS, ERSHAENSZZERFOUREETR, SIS ENF O Policy FHRPH
namespace FEXCED,

I $ oc create -n <namespace> -f <policy.yaml>

MBEAERABES mTLS, FHHZEJY PeerAuthentication % &y STRICT, M/ - IRH
AR5l — DestinationRule &,

113.1.1.2. AL FEERSE sidecar

B — N BN Service Mesh ER & 7 1E @ P R Y E B AR 55 & 32515 KA mTLS,

ff

L=

S

1. FERUTRAIGE YAML 324 -

DestinationRule 7Rfjll destination-rule.yaml

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: default
namespace: <namespace>
spec:
host: "*.<namespace>.svc.cluster.local”
trafficPolicy:
tls:
mode: ISTIO_MUTUAL

a. f¥ <namespace> & 1% AR5 FRTERI 6 22 (A,

2. IBTUUT @S, ERSFIEMMAZAFOETER, S5 EN|F 68 DestinationRule #F
JEA B namespace FEXITHT,

I $ oc create -n <namespace> -f <destination-rule.yaml>

1.13.1.1.3. KB R/ HIR KR A
INREEIMEN RS MG RN R ER ERER, FLUEL 7 ServiceMeshControlPlane FRH X E
spec.security.controlPlane.tls.minProtocolVersion =X

spec.security.controlPlane.tls.maxProtocolVersion =4 L 1FHIIN B INAE, X LE(HIE Service Mesh
control plane FHRAEE, & LMEEAETEEN TLS Z2BEMNFANZ/NRAK TLS R4,

#IL TLS_AUTO, HAEZE TLS R4,

*1.5. A%A
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A ik

TLS_AUTO default

TLSv1 0 TLS BiA 1.0

TLSv1_1 TLS kA1

TLSv1_2 TLS kRA 12

TLSv1_3 TLS kRA 13
ik =

1. BKE web ZHIA&,

2. = Project 3£ H, EFRE Service Mesh control plane B9, # istio-system,
3. = Operators - Installed Operators,

4. = Provided APIs THJ Service Mesh Control Plane,

5. = ServiceMeshControlPlane T5iREI& R, Bl40 basic,

6. = YAML FR%5,

7. 1 YAML ZwiE2srhif ALLTFSHS A ER - 49 minProtocolVersion RRY(EEHL N TLS lRA(E, AR
B, &N TLS iRAXE N TLSv1 2,

ServiceMeshControlPlane {$12 |5 E%

kind: ServiceMeshControlPlane
spec:
security:
controlPlane:
tls:
minProtocolVersion: TLSv1 2

8. = Save,

9. Hifi Refresh IE AR E 2 EMER.

1.13.1.2. {81/ Kiali 30uF N5
Kiali #ZH B RE T ZMARNERIEN BRERF. REMIEAEHEZEEAT mTLS I,

1.5. masthead B FRMIRESERE mTLS

Mesh-wide mTLS is enabled 8 A ©@ anonymous
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1£ masthead Afll, Kiali &x—NHEENR, MG HENRSFESE T mTLS B, XEKEMEHR
FrE@EEREA mTLS,

1.6. masthead EtRMI#&SERE mTLS 24 /5 A

Mesh-wide TLS is partially enabled 5 A © anonymous

LM1&L PERMISSIVE X2 E MAESEH mTLS BEE B IR, Kiali 2 E7R hollow B El 17,

1.7. Z 2805

© kiali

amespace: bookinfo raph  ~ D Last5m v  EverylSs «
Overvie Namespace: bookinfy App graph Last5 Every 15:

v Hide v @ Graph tour

FFFFF

io Col

o

detalls

tags
HITP requests per second
http Total wSuccess
o istio-ingressgateway productpage = " ———
(istio-system) o s s s w
= OK ® 3% o W50 WANR

reviews ratings

Graph TIE AL, AR I% £ RN Security badge 3&#5R/EH mTLS. %E@ﬁzt):'}ﬁzté1$&
¥R, 15M Display 3 ## B/~ Badges Tkt e SikiE, LS ERBIERIIN, BXrEVLE—
JERT mTLS B9iEK, INREHTFIE mTLS FIIEMTLS iE3K, N side-panel & ZR{EH mTLS EI’]I%EKE
oLt

Applications details Overview TS 7E B i1 4% £ B R— Security B, HPELE—IPEAT
mTLS BYIE K,

Workloads details Overview Tl & 7E B i1 % £ B R—1 Security Etr, EFEVLE—NERT mTLS
BIIE Ko

Services Details Overview NMeERKH%EER— Securlty Eltr, EPEEVPE—1EBT mTLSH
B3R, AMIEER, Kiali £ Network 539 B mTLS B & #IH O 55 RI I E KT,

113.2. BEE T A A RESH] (RBAC)

ETFABNINES (RBAC) MR AERE AR HIRSTET B NIHITA ERIRIE, LU Mg
TYEM#EE X mesh-. namespace- #T{E i #SB U n112H,

ZRiE RBAC, EEEBE MIINBRAIA 422 (8] A8 —4 AuthorizationPolicy FiR, WRZEALE MG
SEEAR], 1EFEREEFBRE Service Mesh control plane #JI11H, 40 istio-system,

#in, *FF RBAC, ZRTLAOIRLLTRES
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e FLEVIERERIE.
o RVFSHIELENT BRIASE & 22 (B AT A TR M E R T2 Vi,
o ARVFFIEHEAOM XA,
o FESHEFYEEIIFL
ROCRIR B A SR, RFFRIAIIZIER
o selector FFEX 5 ERERHY B 17,
e action FERIEER S AVFSIELIE K,
o rules FERIEE M AL 1RIF,
o from FERIEEIH KEIRAIBRHE,
o to FEIEEIE KB IRFISHBIRSE,

o when FERIEE N FIZ LI B9 B At S,

it

1. @] AuthorizationPolicy 7R, LA TFRBIERT — N EHT ingress-policy AuthorizationPolicy
BIVGR, LUB4E P ik v A A O M %,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: DENY
rules:
- from:
- source:
ipBlocks: ['1.2.3.4"]

2. EREFRUEESBEEFOUBRTREZITUTMS, BRI NLIS AuthorizationPolicy
HR# B metadata.namespace F X ICHL,

I $ oc create -n istio-system -f <filename>

BESR
ZEUTROIATEMERRE,

113.2.1. EEEUi HAAER@EE

& LU#E A AuthorizationPolicy EZi& Service Mesh control plane £ F kB4 5 MH& R RI& AR SS
BIEHRE,
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1.13.2.1.1. BRAGIX 68 Z2 (7] S AR 55 89 15 7]
& LUEALLT AuthorizationPolicy FFRRAI3ELE3 B info fv 4 22 (A & B RITREVIE K,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin-deny
namespace: info
spec:
selector:
matchLabels:
app: httpbin
version: v1
action: DENY
rules:
- from:
- source:
notNamespaces: ["info"]

1.13.2.1.2. B/E allow-all #1 default deny-all $=H5EEE
DUTFRABIERT — allow-all RIS, 15 info 4y & 228 RRARA TIE i Eut T2 V51,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: allow-all

namespace: info
spec:

action: ALLOW

rules:

-{
LUFRBIE R 7 48450 info 4 22 (] A A T AR S B 1 ] RO SRR,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: deny-all

namespace: info
spec:

{}

113.2.2. A vFsiE4ExT A O R X85
IRAI LUK B — RIS IS SEARYE (P #3730 allow 2K deny 51K,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: ingress-policy

namespace: istio-system
spec:
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selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:
- from:
- source:
ipBlocks: ['1.2.3.4", "5.6.7.0/24"]

1.13.2.3. BRI F JSON Web 45 k28415 7]

R LA JSON Web Token (JWT) FREIRTLAVTRIREIRIAS IR R, WiLE, FBFABRS A LTI HEE
B, S5iZFhEXKBRS,

/3 RequestAuthentication #5iR, AFE X TR EIFHNEMRIEAE. TENGIFEZH
http://localhost:8080/auth/realms/master % #RfJ JWT,

apiVersion: "security.istio.io/vibetal”
kind: "RequestAuthentication”
metadata:
name: "jwt-example”
namespace: info
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "http://localhost:8080/auth/realms/master”
jwksUri: "http:/keycloak.default.svc:8080/auth/realms/master/protocol/openid-connect/certs"

R, ER—mBZEHEFOE—/ AuthorizationPolicy 758, LU FEGIEH RequestAuthentication
BB, LUTF/RBITEM httpbin TE %4 % 15KET, FEIE Authorization 17k E—1 JWT,

apiVersion: "security.istio.io/vibetal”
kind: "AuthorizationPolicy"
metadata:
name: "frontend-ingress"
namespace: info
spec:
selector:
matchLabels:
app: httpbin
action: DENY
rules:
- from:
- source:
notRequestPrincipals: ["*"]

113.3. Ed EH S EHF] ECDH curves ((RE)

IS EMH Elliptic-curve Diffie-Hellman (ECDH RE&) RILAEBIEFRIFIRSMEHRE, ol LUER
spec.security.controlplane.tls.cipherSuites #1 ECDH 5 &7 ServiceMeshControlPlane %R &
spec.istio.global.tls.ecdhCurves E X LU SIRAHBEEEHIIR, MREFEM—NEEHZE, NTfE
FA BRI,
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INRIEMRS MR ER TLS 12 KEEIRA, cipherSuites X BHSEN., ©IEMEA TLS 1.3 BT,

FELLES S ARNFIRPIEEFELAHE, UMLERINFEHTHES), #20, ecdhCurves: CurveP256,
CurveP384 £ CurveP256 % & 1Lt CurveP384 B BB 5EN,

EEREMEEHN, FE8HE TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 =X
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256, HTTP/2 WX HELVFEEHF
—PINEEH.

XFHMBEHE :

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

F##9 ECDH Curves £ :

CurveP256

CurveP384
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® CurveP521

® X25519

1.13.4. BRi& JSON Web EEHIXE R AT 2 UEH 01U & HA

& B LLM ServiceMeshControlPlane (SMCP) spec BREfE B 2 # JSON Web Key Sets (JWKS)fZ#7 25
UEB IR HFI(CA),

it 3

1. %%E ServiceMeshControlPlane spec 314 :

I $ oc edit smcp <smcp-name>

2. @I ServiceMeshControlPlane spec A mtls FEXIZE N true, NHEIEFE /S A mtls, 10
THIRR -

spec:
security:
dataPlane:
mtls: true # enable mtls for data plane
# JWKSResolver extra CA
# PEM-encoded cetrtificate content to trust an additional CA
jwksResolverCA: |

3. REE®M, OpenShift Container Platform £ BN BE 1,
— ConfigMap (40 pilot-jwks-cacerts-<SMCP name>) =2H CA .pem data €/2#,

ConfigMap pilot-jwks-cacerts-<SMCP name> 7~

kind: ConfigMap
apiVersion: vi
data:

extra.pem: |

1.13.5. AN ERIE P & ML B EAF0IE

ZIAER T, RedHat OpenShift Service Mesh £ B % % root IEHHBEA, FEREN N ITEMEIE
TR, EETLAMERB A E XHIEBFBAERBR T E LB root IEH A THEAEIEN SR, WESE
T —MERABEHEA Service Mesh BI7R 5,

AR
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e FE/HA T mutual TLS EEEIETHIIE R TR % Red Hat OpenShift Service Mesh,

o XNRBIER Maistra FiEERBIIES, X FEFINME, HEREE CHILBIANITRABIE
:F;'o

e #RFE Bookinfo AN FATE R LU BR AT i BRYS LELS

o FEE openssl FEELULIET,

113.5.1. ZIN— 1 HREIE B A

EHEANEES (CA) IEHHEH, LIAE—MEEXHEE, HABaE CAIER. B root IEF,
IRNITCR BN ROEFE R T AR XA LT, CAIEF &N ca-cert.pem, TR ca-key.pem, %%
ca-cert.pem B root IE %5 root-cert.pem, WMREHTIEHE(ERPIFIES, NLTIE cert-
chain.pem X#HIEEEN],

1. AHRTE Maistra repo RBIRBIES,, 1 <path> B ViEFHIERE,

2. BN cacert B secret, @ EHIASH ca-cert.pem. ca-key.pem. root-cert.pem 7l
cert-chain.pem,

$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

3. 7£ ServiceMeshControlPlane %R7% spec.security.dataPlane.mtls % &} true, FEE
certificateAuthority %, 1 T#IFf. BAIA rootCADir 2 /etc/cacerts, FNIREBINGIEIEE
TEHAMIES, NAFEXE privateKey, Service Mesh M secret-mount X4 FIZERIE F F B
o

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true
certificateAuthority:
type: Istiod
istiod:
type: PrivateKey
privateKey:
rootCADir: /etc/cacerts

4. O3/ BER/BUHIXE cacertsecret 5, Service Mesh control plane istiod #1 gateway pod W7
B5fH, UEREREN. FRAUTHSES pod :

I $ oc -n istio-system delete pods -I 'app in (istiod,istio-ingressgateway, istio-egressgateway)’
Operator &7 pod MR G B EF IR,

5. BJF info MR pod, LAME sidecar fRERIREX secret BN, AL THSESS pod :
I $ oc -n info delete pods --all

IERZE BRI T BRI
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pod "details-v1-6¢cd699df8c-j54nh" deleted

pod "productpage-v1-5ddcb4b84f-mtmf2" deleted
pod "ratings-v1-bdbcc68bc-kmng4" deleted

pod "reviews-v1-754ddd7b6f-lghsv" deleted

pod "reviews-v2-675679877f-67r2" deleted

pod "reviews-v3-79d7549c7-c2gjs" deleted

6. AL TaRIEIE pod BB EOIEHME

I $ oc get pods -n info

1.13.5.2. JuEEB9UE

{8 Bookinfo =N AR KA IE TE M BOE B 2B HIBEAR CAMIEHESL, XM TRREKREENS
L &% openssl,

138

1. EMinfo TEMEPRIVES, HEAUTHS :

$ sleep 60

$ oc -n info exec "$(oc -n bookinfo get pod -l app=productpage -o jsonpath=
{.items..metadata.name})" -c istio-proxy -- openssl| s_client -showcerts -connect details:9080
> bookinfo-proxy-cert.txt

$ sed -n '/-----BEGIN CERTIFICATE-----/{:start /-----END CERTIFICATE-----/{N;b
start};/.*/p}' info-proxy-cert.txt > certs.pem

$ awk 'BEGIN {counter=0;} /BEGIN CERT/{counter++} { print > "proxy-cert-" counter ".pem"}'
< certs.pem

BTG E, BHNI/EERPNEBE=/1XH : proxy-cert-1.pem. proxy-cert-2.pem 7l
proxy-cert-3.pem,

. BE root IEHRESEEAEEILTER, F <path> BiVIEPHEE.

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt
FEAIRBOFBTATIEE -

I $ openssl x509 -in ./proxy-cert-3.pem -text -noout > /tmp/pod-root-cert.crt.txt
W A ERE O R iT AT e SR ELGIE

I $ diff -s /tmp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt

BN EEILLTEER - Files /tmp/root-cert.crt.txt and /tmp/pod-root-cert.cri.txt are identical

CWIE CAIEPRESEEABEILTER. & <path> BiVIEPHHEE.

I $ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt
FEAIRBEOFBTATIEE -
I $ openssl x509 -in ./proxy-cert-2.pem -text -noout > /tmp/pod-cert-chain-ca.crt.txt

B R O BT U T4 SR RE 3,
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I $ diff -s /tmp/ca-cert.crt.txt /tmp/pod-cert-chain-ca.crt.txt

BN EEILLTEER - Files /tmp/ca-cert.crt.txt and /tmp/pod-cert-chain-ca.crt.txt are
identical.

4. M root UEF B TAEAEUETIIEUETEE, F <path> B WiETHIERE,
I $ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) ./proxy-cert-1.pem

IENEEILLTFER « /proxy-cert-1.pem: OK

113.5.3. JHIBRUES
EHHBRIERMBIUE T, THRBUT SR,
1. Bk secret cacert, £, istio-system 2 Service Mesh control plane % B B9 #R,

I $ oc delete secret cacerts -n istio-system

2. 1£ ServiceMeshControlPlane %RA & B % % root iE  EFHERE Service Mesh,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true

113.6. X T ¥ Service Mesh 5 cert-manager [ istio-csr £

cert-manager TE 2 Kubernetes £ X509 IF P EENMARAR, CIRET —IMH—H AP, HYARR
B AAS A AERZEEM (PKI) £/, #0 Vault. Google Cloud Certificate Authority Service. Ret #J
Encrypt A1 4L 7,

cert-manager TE @I Zif AR BL BRI (] 280 IE R, MERIEBERE &,

X F Istio B/, cert-manager iM12 4t 5 istio-csr £/, BR— M Istio KEBRIEHZERIEK (CSR)

BIUERIUA M (CA) RSS2, ARG, RFSI|[|IFERERLY cert-manager, B CSR %L EIEEER CA
AR5 2%,

IIE RS istio-csr ] cert-manager £/, ZLIE IR istio-csr 4L X cert-manager
HEMEZESRE, ORI cert-manager MFER (B FEREM.

AR
® XLE cert-manager fRAZ — :
o cert-manager Operator for Red Hat OpenShift 110 3 & i@ hR A

o #t[X cert-manager Operator 1.1 S{E &R A

o cert-manager 1.1 S ESARA
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® OpenShift Service Mesh Operator 2.4 S & R A&

e stio-csr 0.6.0 KEFRA

N T B 1EfH A jetstack/cert-manager-istio-csr Helm chart 2% istio-csr IR 55 230 £ R
AHREE PO BME, 7E istio-csr.yaml XHEHERLTI%

i& : app.controller.configmapNamespaceSelector: "maistra.io/member-of: <istio-
namespaces",

113.6.1. 3% cert-manager
& A L% % cert-manager TEREE TLS IEPM4EMEY, HHRECIENART. NREEENIME

HRiZ 1T Istio, &L AT LAZRE istio-csr IEPIA M (CA) BRSS 2R, 4IRS ERALER Istio REBHMIEHE A
13K (CSR). istio-csr CA ¥% £ &k cert-manager TE, %X TEFITAEER CA,

ff

niz
1. B root EB¥FZ L -
a. /& cluster-issuer X%, N TFHIFFT :

S

cluster-issuer.yaml 7~

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: selfsigned-root-issuer
namespace: cert-manager
spec:
selfSigned: {}
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: root-ca
namespace: cert-manager
spec:
isCA: true
duration: 21600h # 900d
secretName: root-ca
commonName: root-ca.my-company.net
subject:
organizations:
- my-company.net
issuerRef:
name: selfsigned-root-issuer
kind: Issuer
group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Clusterlssuer
metadata:
name: root-ca
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spec:
ca:
secretName: root-ca

selfsigned-root-issuer issuer # root-ca it /8 £ % %262 cert-manager,

K root-ca BEEZ 4 &, AL cert-manager RIEHBECMS LR A FE

5| M secret, 7E Red Hat OpenShift B cert-manager Operator K, 3
ZE2[E]#F ) cert-manager,

b. FRALUTRSOENR :
I $ oc apply -f cluster-issuer.yaml

c. & istio-ca ¥R, W THIFTR :

istio-ca.yaml| 7~ {5l

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: istio-ca
namespace: istio-system
spec:
isCA: true
duration: 21600h
secretName: istio-ca
commonName: istio-ca.my-company.net
subject:
organizations:
- my-company.net
issuerRef:
name: root-ca
kind: Clusterlssuer
group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: istio-ca
namespace: istio-system
spec:
ca:
secretName: istio-ca

d FERUTHRDRAENE :
I $ oc apply -n istio-system -f istio-ca.yaml

2. &% istio-csr :
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$ helm install istio-csr jetstack/cert-manager-istio-csr \
-n istio-system \
-f deploy/examples/cert-manager/istio-csr/istio-csr.yaml

istio-csr.yaml 7=l

replicaCount: 2

image:
repository: quay.io/jetstack/cert-manager-istio-csr
tag: v0.6.0
pullSecretName: "

app:
certmanager:
namespace: istio-system
issuer:
group: cert-manager.io
kind: Issuer
name: istio-ca

controller:
configmapNamespaceSelector: "maistra.io/member-of=istio-system"
leaderElectionNamespace: istio-system

istio:
namespace: istio-system
revisions: ["basic"]

server:
maxCertificateDuration: 5m

tls:
certificateDNSNames:
# This DNS name must be set in the SMCP spec.security.certificateAuthority.cert-
manager.address
- cert-manager-istio-csr.istio-system.svc

3. EBE SMCP :
I $ oc apply -f mesh.yaml -n istio-system
mesh.yaml 75l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
grafana:
enabled: false
kiali:
enabled: false
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prometheus:
enabled: false
proxy:
accesslLogging:
file:
name: /dev/stdout
security:
certificateAuthority:
cert-manager:
address: cert-manager-istio-csr.istio-system.svc:443
type: cert-manager
dataPlane:
mtls: true
identity:
type: ThirdParty
tracing:
type: None
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- httpbin
- sleep

% 13 SERVICE MESH 2.X

LBLE T security.certificateAuthority.type: cert-manager [/ /X B

security.identity.type: ThirdParty,

fE AR httpbin AR55F0 sleep N AR RN ERBEAOMKII mTLS JiE, FHEIUERET cert-
manager T &,

1. R HTTP #0 sleep N FHER :

$ oc new-project <namespace>

$ oc apply -f https://raw.githubusercontent.com/maistra/istio/maistra-

2.4/samples/httpbin/httpbin.yaml

$ oc apply -f https://raw.githubusercontent.com/maistra/istio/maistra-

2.4/samples/sleep/sleep.yaml

2. 381 sleep 2 T LU httpbin RS :

$ oc exec "$(oc get pod -l app=sleep -n <namespace> \

-0 jsonpath={.items..metadata.name})" -c sleep -n <namespace> -- \

curl http://httpbin.<namespace>:8000/ip -s -0 /dev/null \
-w "%{http_code}\n"
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WA -
I 200

3. K& H ingress MXZE httpbin fR$5HI mTLS SRE :

$ oc apply -n <namespace> -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/httpbin/httpbin-gateway.yaml

4. FKHY istio-ingressgateway F&H :

INGRESS_HOST=$(oc -n istio-system get routes istio-ingressgateway -o
jsonpath='{.spec.host}")

5. I8EM ingress W% El httpbin BR$589 mTLS SRE :

I $ curl -s -l http://$INGRESS_HOST/headers -o /dev/null -w "%{http_code}" -s

113.7. Hfth 55R

A XM} OpenShift Container Platform &% cert-manager Operator BJi¥1E, 2% : 7y Red Hat
OpenShift &% cert-manager Operator,

1.14. EERFS MR PR =

{8 Red Hat OpenShift Service Mesh, &7 LAEHIAR S5 [ BREF API AR, AR MM P —LEARSS
AIRERBEEMEAATERE, EtbRSNEERR. EOUEEREXEHEEERRRS. AFRS.
BENNASARAEE, HEE—HRSHRMEL)Z,

114.1. FAM X

A LUEAMAEEEA LM EIERE, WEEREEFASBERMEHRE, MXEEERTEMRKL
ZiITHIMIIE Envoy RIE, AR S ERARSS il #— B2 1T sidecar Envoy X,

Bt ARG EAMTRERNNSEIARR, 0 Kubernetes Ingress API, Red Hat OpenShift Service Mesh
XA R EREMEENI KRR IEM,

Red Hat OpenShift Service Mesh WX ¥R A E A2 4-6 %M, LB AFHEE Red Hat

OpenShift Service Mesh TLS % BRiHH, A LUFE M Red Hat OpenShift Service Mesh REAR 547

EEIRX, FHRRISMEFHRERETERE—FEENXRE, MARNBREFZRERAL7)RM
ZHEREM APl R,

MXETERTEEAORE, BEBTLUEELOMXK, HORXAILENBEFMEIRERLES RRH
TR IXAILARBRFMELEAR S5 AT LAVT RIS ERMALS, X N IRBIARSS MR8 N 24k, fEL AT LA X
B REARIE,

EP AR

MK BHR AR T ARSI SI2 T MBS E SR, BUOAEASEHBI HTTP/TCP i 8, BRI B A
FE —HimO, ZEAMDICEE, URMNEHSER SN EEE,

UFRBIERT AR HTTPS ADRER M KEERS
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% 13 SERVICE MESH 2.X

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tls.key

MHXERE L1 B ext-host.example.com B9 HTTPS @4 ik O 443 # AWM, B&E N REE
EE%EEQ

ZIEERAFFLMXBRII T, SR A ERENIRS. &0 LUE R EIRSS B X F BTt
B1F, WO

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy

RiE, BRI LR AR 2898 B AL B & RE AR 55

11411 B EMXEA

Mk Bt B & A T E RN 502 THIRIIE Envoy RIB, MARSEMRS f1#—R1217H sidecar Envoy
KB, R HNMXRE Envoy K, FRLUETTLUR Service Mesh BCB N BEHEAMRK, RUTFETLLEA

sidecar,
FREIEAMX, EAIUEEMEEMITITF ServiceMeshControlPlane %R X, FHERAF N
BREEEMX, MMAIPEEREIEARTLLFLAATRIEEMAIRE, RANECRIE, SB/HHAR

oA, HBEBEEEN, EAUESMX pod EEFHEI]. XEMEZITMAIBENEL SIRE
sidecar H[&El,

p= Y=
ServiceMeshControlPlane #3422[5] (40 istio-system @& %2 [A]) BRINZEREA, 1FH

RERELE, TS5 control plane AN EIMy £ 22 (A R ERE M %,

114.1.2. SBBBATMKTEA
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FEERE MRS, U ALETFSEARESCERRRIMEIM X deployment XM REEFF A, UTREIEET
M*O

=S5

o AL NINEMEHG, %27 ServiceMeshMemberRoll & X S0l E
ServiceMeshMember iR,

it =

1. 7 Istio ingress XX BHE—T5%E, FEIIXEUBERMXATLLEFETENZ, XNRBIER
ingressgateway £ W < B9 £ R,

apiVersion: vi
kind: Service
metadata:
name: istio-ingressgateway
namespace: istio-ingress
spec:
type: ClusterIP
selector:
istio: ingressgateway
ports:
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
apiVersion: apps/v1
kind: Deployment
metadata:
name: istio-ingressgateway
namespace: istio-ingress
spec:
selector:
matchLabels:
istio: ingressgateway
template:
metadata:
annotations:
inject.istio.io/templates: gateway
labels:
istio: ingressgateway
sidecar.istio.io/inject: "true"
spec:
containers:
- hame: istio-proxy
image: auto

ﬂ 1§ sidecar.istio.io/inject FELIXE S "true” KEAMKIE A,

1 image FEX 1% BN auto, LUBHIKTER R pod BahHT B ENEHT,
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2. WEABIUAIFIELER TLS &R,

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: istio-ingressgateway-sds
namespace: istio-ingress
rules:
- apiGroups: ["]
resources: ["'secrets"]

verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: istio-ingressgateway-sds

namespace: istio-ingress
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: istio-ingressgateway-sds
subjects:
- kind: ServiceAccount

name: default

3. MEBAEZ T H MK AITR, £ spec.security.manageNetworkPolicy % i& /) true fif

EFER,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: gatewayingress
namespace: istio-ingress
spec:
podSelector:
matchLabels:
istio: ingressgateway
ingress:
-{}
policy Types:
- Ingress

4. AOSEERIN EHHER pod, XMRANRNBIFILEY 2, BABIFREYN 5, CERIERA
SEIKE 80% IR 5 — MBI,

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
labels:
istio: ingressgateway
release: istio
name: ingressgatewayhpa
namespace: istio-ingress
spec:
maxReplicas: 5
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metrics:
- resource:
name: cpu
target:
averageUltilization: 80
type: Utilization
type: Resource
minReplicas: 2
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: istio-ingressgateway

5. BET R EBIUZITHIER pod ME, FBIHRY pod EH TR EEENA—DEIREREZT.

apiVersion: policy/v1
kind: PodDisruptionBudget
metadata:
labels:
istio: ingressgateway
release: istio
name: ingressgatewaypdb
namespace: istio-ingress
spec:
minAvailable: 1
selector:
matchLabels:
istio: ingressgateway

11413. EBAORE

7 Red Hat OpenShift Service Mesh #1, Ingress Gateway foiF iR, Z2 MM &R NIZEThEe N A E
AEBEHRE. £ Service Mesh WX TERSS MM A A FFAR S

114131 A0 IP flimO

ANBRERBEMIMEESIRHARNEHEEEMAEMAR. EEFMAD IP MmO XE— SR
R, BEREST AN BIIMEREE TREMN IP MinO, H2TUTHaS. EXGIH, istio-
system 2 Service Mesh control plane T B F £ #R,

I $ oc get svc istio-ingressgateway -n istio-system

UHSLREH R 2 ARSI B NAME, TYPE, CLUSTER-IP, EXTERNAL-IP. PORT(S) #l
AGE,

SNRIXET EXTERNAL-IP {H, BBEIMESE—MAERMEEESR, HERTAOMX.

#05R EXTERNAL-IP {2 <none>, = <pending>, NEBIEMER A ORI KR HAER 71 #3028,

114.1.3.1.1. A f H3a e A Qim O
INREIMERNER 082S, HRBUT S TIRE,

ff

L=

S
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TUTRERLEAD IP MO, LaSELIRPIXELE,

iz
$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].ip}')

ey
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port})

ZITU T aaRRBEREAOmRA,

LAY

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
0 jsonpath='{.spec.ports[?(@.name=="https")].port}")

TR e B 3RiI%E TCP AQiwO,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].port}')

EE

E%&%HT,ﬁﬁﬁ@%?%%ﬁﬁim%ﬁTmmﬁmﬂﬁ EXMERT, AOM
Xy EXTERNAL-IP (ER2—/ IP i, #85%, —NENE, L—HETEEE
INGRESS_HOST Iz &,

EXMIERT, HEALTHSEE INGRESS_HOST {H :

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].hostname}’)

114.1.3.1.2. iR A M EHERNAOQmO
MBMIAE S A NSNS, EBREADRDOFRBT RiKd,

=

1L wEAORO,

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}")
TUTRTREEREAOmRA,

iz
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
0 jsonpath="{.spec.ports[?(@.name=="https")].nodePort})

IZATEL R e B RiIE TCP AQimH,

D

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].nodePort}")
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Hfth

=5

i

o EETRIKOMRSEH

114.1.4. BBEAOMX

AOMXBEMBAZOCTHNEGESE, BREANHTTP/TCP ##, BREAFHIROMIY, B
FEREEARERHEE, ADRSBARERHN IERBHNNIEE, X5REIRSFREE.

DTS EER T A GIEMXFHERE VirtualService, LUTE Bookinfo =Bl FATEFE FFIRS A FFA KRR
/productpage #1 /login BIA SRR E.

Pk =
1. AERMXUESRE,
a. fIE YAML 304, FRLLTF YAML EFIEIHA :

% gateway.yaml =61

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: info-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

nkn

b. N YAML 3244,
I $ oc apply -f gateway.yaml

2. {13 VirtualService X REEE EHIrk,
a. O YAML 34, FELLF YAML SHIEIES

KEFUUAR 55 <l

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: info
spec:
hosts:
gateways:
- info-gateway
http:
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- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:
host: productpage
port:

number: 9080

b. B YAML X4,
I $ oc apply -f vs.yaml

3. MR FD VirtualService BB IEFAI%E,

a. WIEMX URL,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

b. XBImAS, FEAMIA, istio-system =Z Service Mesh control plane %i B B .

export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}’)

c. MEXBEERMAAFRITIE,
I curl -s -1 "$GATEWAY_URL/productpage”

TRHARYLE B 200,
114.2. 7T R B8N H

BF

Istio OpenShift BH (IOR) @ — N EFAMIIEE. FHANIEEMASTE7E OpenShift
Container Platform &, FHEALE%#F, B2, XN IHEERELUEHIRITIRA I
bR, BEABWEHRNESEPEM,

& % OpenShift Container Platform 2 F AR EEIhBENRIIIR, EHSH
OpenShift Container Platform & {T3E1CH 2 Z A IR ZIBEER 7 o

1E Service Mesh R BEHEIEM XY OpenShift BH, &IRTE service mesh AR, FBHSMIER Istio Bk
i, #FMEHOIE. BEHFHMER OpenShift BEH.
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pa -

M Service Mesh 2.5 &, *fF ServiceMeshControlPlane %R E4I, BRINZAH
L&,

1.14.2.1. FAFI & B

Red Hat OpenShift Service Mesh {# i Fii Q28 H, {EAIBCE OpenShift Container Platform F8E/H
AE., X#FFHE, W *.domain.com, BERINER FTAZTXH, EREBEFENMXE, BE
OpenShift Container Platform BECF 5RHE.

MEBRLER, ESIIERBERTIRE,

114.2.2. Al FiE& A
LUFRRBITE Bookinfo RBIN HEFHAUIET —1MX, EXUIEFEEKE,

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.info.com
- info.example.com

Gateway FHRAIELLT OpenShift B8H : A LUMERLU TSR ERTHIR T BBH, EAHFH, istio-
system 2 Service Mesh control plane T B F £ #R,

I $ oc -n istio-system get routes

gt ik i
NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-Ivlfn info.example.com istio-ingressgateway <all> None
gateway1-scghv www.info.com istio-ingressgateway <all> None

INERMIBR T BI%, Red Hat OpenShift Service Mesh &IBREEH, BRE, EFSHOIEBMBATEMW Red
Hat OpenShift Service Mesh &4,

114.2.3. R EHIE R

A, OpenShift BT EBERFEMIRESEM, FII0, OpenShift BH P —L S5 ThaeE T Hik T
HITEE, 553U T "Additional resources &89 By " & F RS RO EFR",

SFXNFEMARF, Red Hat OpenShift Service Mesh 4% Istio Mk ¥R FREIRSFERE (F&
kubectl.kubernetes.ioFF 18 EfES) EHIZEIZE OpenShift Route FHRA,
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% 13 SERVICE MESH 2.X

INRITIE Service Mesh IR OpenShift Routes AT EFFEMINE ST, 7 Istio MXTRFAIETE
11, FIFEEHIFIEB Service Mesh BEIEH) OpenShift Route FFIRA,

Hi 5w
o RETISHBVER,

114.2.4. X AB oK AR

EIMNER T, ServiceMeshControlPlane FFiR< B3 Istio X HIRS OpenShift lREES, ZRABED)
FREBAIEINEE, MREERFBEAIESNFoNEHIRE, B0 LR RE TSR,

114.2.4.1. W EBREABRHRtE

INREBZRHNFE Istio MKXH OpenShift BB BEHEIR, E4JUFF A maistra.io/manageRoute: false
ANINEIR X TTHEIEE L, Red Hat OpenShift Service Mesh 5 ZB& 7 & 1X AN EfRM Istio W%k, RATR
RHEE Istio MXHNBEIEE,

114.2.4.2. WA tEREAA KB
IRET LN P R IR X 2 FH B 5 & 2 OpenShift B H.

®i1 % ServiceMeshControlPlane FE% gateways.openshiftRoute.enabled 1% & 7 false 22 H Istio
P X#0 OpenShift BERHIZ [AIHISERK. BN, EFLAT IR F#f.

apiVersion: maistra.io/vialphat
kind: ServiceMeshControlPlane
metadata:
namespace: istio-system
spec:
gateways:
openshiftRoute:
enabled: false

114.3. TRIRS % H

ik %55 B 7£H Red Hat OpenShift Service Mesh EBAEIFBIRR S registry FRII—N&E. RIMRSEE
&, Envoy RIEBREALEEZRS, REEMEFHIRS—H, RFSFERITE ?FFJJ«A‘FT € :

o EERFSMIEHMNIZITHIRSHIRE.

o BFERMMLLXAMEBIMALTE, WMKE web B9 API IR, H A RIIBEMBRIPIRSHIRE,
o WAERERIME LEH A, B FEIREARR,

o TEEAM (VM) B TRIRARSS, 7552 TERAEHIRINE L.

JFARSS MR R EEBE R INBIMHE, LUETE Kubernetes LEZE % 5% £F Red Hat OpenShift
Service Mesh M#&,

IR 55 % B pl
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LUTR R mesh-external BR %555 B ¥ ext-resource 4 E5 K % =i INZI Red Hat OpenShift Service
Mesh AR5 registry:

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
name: svc-entry
spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

73 hosts FEIEENBHIR, BALTZERES, thAILUERSEARIZEA.

& AR E AR SS A B oA, LUEHIZIRSZBRE, EARSENMEHHEMEMRSERE
MEMER, fa, LT ErRANNEREBEE 75 A mutual TLS R{&RH7EI ext-sve.example.com 44
ARG HER, EWRECE N ERRS I

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

1.14.4. {8 VirtualServices

1 A] LU A EFULAR S5 1T Red Hat OpenShift Service Mesh {5 R S BB BIMIR SN AR A, FHE
ARG, f&RILL :

o BT H—ENRSUES NN ARFRS. MEMEFER Kubernetes, &a LIELE B IR SS 40
B EMAERPNFRERS. ENIRSEEERSAAERNNAEL HHEALEETEEREN
T EMARSSHRRBIARSS .

o MEREMNSMRBLSG, MZEFIADMEORE.

1.14.4.1. Bidi& VirtualServices

FERAEMRS S E KBRS MG FRRRS. SNEMRSH—HERBINIER, FHRINFNA, Red
Hat OpenShift Service Mesh Y ENE TE 44 IR 558915 3K 5 A& R B9 45 7E 52 P B B9 ITEd,

INRZRBENIRS, Red Hat OpenShift Service Mesh STEFFBE RS LB EMERZMIER (least

requests) MBI NERE, FRENRSE, EALLIEE—IMHENENBHTRET N, EUIRSH
EREHI £ %1 Red Hat OpenShift Service Mesh I{a LR SR E A ZERE LM E I, BRE B/
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ALURRE—IRSGS A, WAIURRETERS.

AR

1 ERAUTRAIGIE YAML 30, RIBAFEERIN ARFHNTRRA™IEREBE Bookinfo
BN PR AR S5 B0 A B AR A

VirtualService.yaml =l

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

2. z{TLL T4 AN A VirtualService.yaml, Hrh VirtualService.yaml 2 XX 4IRS X,
I $ oc apply -f <VirtualService.yaml>

1.14.4.2. VirtualService idi @S &
BH o

hosts FE& I 7 B8 FR MLV 2 A 21 B9 RE FULAR 55 89 B 7

spec: ik, XRATFRRS ZEERMIE, EIRS E
hosts: MZ T LU N T2 RE AR IP ik, DNS &#F
K & 52 & o

http &0 @& EHARSSBIRE M, XL RS

spec: B HTTP/11. HTTP2 #1 gRPC ;&5 hosts FE&HHE
http: ER BRI LR SRR, BREMNBERER
- match: EEA BB R RIS EBI R RMAAERK, )

PR E—NERBRIINAE— DL match FERFF LIS
B, TEXANRBIFR, XNMBBERTFREREAF jason
BIFAIER, &0 headers. end-user #lexact i
Je Ik FEE HHIE K,
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¥ sk

route 28480 destination FERIEE S X N M ITED

spec: HRERLIRE M. SENRSHWENRE, BB
http: B ENLTZ Red Hat OpenShift Service Mesh AR

- match: %5 registry REEMNESLBMM, XA URHANRE
- destination: BIRIIEARSS, SR service & BIRMMI— N IERIMEAR

%5, TEARBIGR, EHRR— Kubernetes RS F5 :

1.14.5. T 2 5 g9 #]

B ey N A AR SRR R MNIE N A, BN AERENE LB, EIRSFRERHEIEN
th, BHHHINIEEZ B BRI LR E,

EINBERT, Red Hat OpenShift Service Mesh {# FI s BOIH K 7 394 5RE8, HA RS LHIRDE
FOEEREEWIE R, Red Hat OpenShift Service Mesh Az # LA TFHERY,  #RA] LUTE B B9t A0 dh 8 & 4
E AR S5 AR FERITE K,

® Random : 1HRKBENEL A4 it B #9451,
o Weighted : RIBFEE B2 LLHE KL L Bt #9141,
® Leastrequests : fHHEKE L ENE RBERDHILH,

B 893t B B
AR B a9t ANR By my-sve BRIRFERE=NTENFE, BEETRNTHIFERE

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: vi
- name: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

114.6. T R4 SR
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Red Hat OpenShift Service Mesh B Z/7E Service Mesh control plane #15/ FATEFE 63 4 22 (7] R QI 2 A B 1
%4~ NetworkPolicies 7R, X277 T HRLNFAREH control plane AILMMEEBEIE,

Blan, INRIESRF OpenShift Container Platform SEEFECE H# A SDN {4, Red Hat OpenShift
Service Mesh 1E &K 51771 B # {1 NetworkPolicy 7R, XA 1k MEM M AK 510 control plane X
P& R BIFR A pod BYANIEMILEEAE, X hPRE 7 R G B M AL IR, MREERBIEXRATEN
AR EAE, NFEZE— NetworkPolicy R A VXL RE BT, MARMEM Service Mesh FfifiRen
£ 78], itk NetworkPolicy #iR< M B FRIkR,

114.6.1. 2B 5h NetworkPolicy &

INREZF NetworkPolicy FHRBZIAIEINERE, Hla0ms LA TERLRE, & IFEZE A Mg
B pod, EAILUXEEM, &I LAYREE ServiceMeshControlPlane, %
spec.security.manageNetworkPolicy 1% &/ false,

LIREHT spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh A~
202 17 NetworkPolicy ¥R, RITEE G 1 57 B ML FHIE R ol e 5 B E 1] (7] 3,

AR
o LI T Red Hat OpenShift Service Mesh Operator 2.1.1 i B i@ hR A,

e ServiceMeshControlPlane FREHE 2.1 KE SIRA,

1. £ OpenShift Container Platform web ## &, mifi Operators - Installed Operators,
2. M Project A% %% Service Mesh control plane B9ITE, %0 istio-system,

3. # Red Hat OpenShift Service Mesh Operator, 1E Istio Service Mesh Control Planef“m1, =2
ServiceMeshControlPlane 9% %5, # basic-install,

4. 7E Create ServiceMeshControlPlane Details TTH, £ YAML {Eti/EMELE,

5. ¥% ServiceMeshControlPlane FE% spec.security.manageNetworkPolicy i%i& 7 false, 0T
BIRT R,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
manageNetworkPolicy: false

6. = Save,

114.7. W RETIEBE sidecar

gﬁj\l JLF, RedHat OpenShift Service Mesh Ee & Envoy I8, EHEMEXAFHMAARO LI
e, FEELRENIAMEFNENTIENE, EAILUER sidecar BREFF1TLATIRE -

o Wi Envoy REBEZHHOMIMIES
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o [RI Envoy REERIVIHIBIARSSE S,

% o
_ ZALARSMAREIMERE, 1HEERS Envoy KIEECE.,

£ Bookinfo RGN AT, BLiE Sidecar LMERTABRS5ER AT LA [RI1E B — 63 44 Z2 [A] 1 control plane AR
TR E AR S, {#F Red Hat OpenShift Service Mesh SRESFNZNITHAEE BEiX 1 Sidecar ELE,

AR

1. FERALTREIVE YAML 3, LIIEEMEE sidecar BLB N BRI E & 22 A h AT E TIEM
#H, BN, {EF workloadSelector 1%#4F FE B TE %,

sidecar.yaml 7~fl

apiVersion: networking.istio.io/vialpha3
kind: Sidecar
metadata:
name: default
namespace: info
spec:
egress:
- hosts:
- "./*H
- "istio-system/*"

2. TS AN F sidecar.yaml, Hh sidecar.yaml 23X 4RI ER,
I $ oc apply -f sidecar.yaml
3. BT T4, LUBIE sidecar 2B 2 IR,

I $ oc get sidecar

1.14.8. R #FE

Ai5m A Bookinfo AN TR FF SRIR AR BN TR FF VRS B 7R Bl, R Bookinfo NV 2RI T fRiX
LEB% FR BI04 TAF,

1.14.8.1. Bookinfo RIS

Service Mesh Bookinfo ;RGN AR F @ &M NI MRS, B NIRSEBEZ N RE, &E Bookinfo 7=
BN AfREFRE, reviews ARSI =N FRRMRARNHZE1T.

HIRTEN W25 H 7 [H] Bookinfo N A3 /product TIE 7 % RRBIFES, AR HEIFeHEhRE8EES DY,
MECHHENEA, MRZXETHEANZRAMINRSRA, Service Mesh 25 R EIFFE = AARA,

AYRRAEENANMEREBHIMIRSH v (RE 1) B9, ZfE, BALARYEE HTTP iEKirk
{E N —SRAN R B R E

FRFH
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o ERZE Bookinfo R~ AR LUE B LR =4,

1.14.8.2. N A EHIRSS
FELLTFRIES, EIARS EITN AN MRS X EBRIRABENIRS, SERERHEI SRS

vi,

AR
1 N A EMARSS .

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/info/networking/virtual-service-all-v1.yaml

2. ERUEREBMNAT EMRS, BEAUTGSERE XHEREH :
I $ oc get virtualservices -0 yaml

Z 4R El— kind: VirtualService %R, XA YAML &=,

B Service Mesh EZi& N EEH E Bookinfo RS HYI vl kA, S2+E reviews RS hA 1,

1.14.8.3. MiX# s HAcE
1T RIFT Bookinfo A 28 /productpage & ELE.

Y

1. % GATEWAY_URL S#889(5, e LATE LS A XN 82 3 Bookinfo 7 & TTEM URL,
TEABIR, istio-system /& control plane i B B & #5,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath="{.spec.host}")

2. BT T e, LR SITER URL:
I echo "http://$GATEWAY_URL/productpage”

3. 7EN Y23 FTFF Bookinfo Muf;,

TTEMTEFEE D B REEONRE, BRERIFZ VR, XRENEER Service Mesh BLi& N1 reviews AR
SRR A RERATIERA review:vl, LHARABIARS T M 2RO RS .

1R BIRR 55 P AE I TE 15 7% 88 28 R B AR 55 B9 — DAl AR

114.8.4. X TR B30 H

HNEHEE, WERERMNAMERERBBEIEENRS A, TEXMERT, MEEXBEE )N Jason
AR EMRSBHRBEEIRS B review:v2 A,

Service Mesh f i P B0 & B 1EAEEMANE T 2, X225 B, RN productpage fR%S HE!
reviews IRFSHIFR A HTTP i RERI 7 — 1B E LK end-user i1k,
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pi% &2
1. IBTL RS 7E Bookinfo RAIN AR/ BETHE BB H,

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/info/networking/virtual-service-reviews-test-v2.yaml

2. BT, AR TiZHN], é4iRE YAML #XHAFA kind: VirtualService.
I $ oc get virtualservice reviews -o yami

3. 7£ Bookinfo I A28 /productpage 1, LLF " jason B ELER LB R TIHITESR,
4. RIFTNER. BERABREINEBRITILE,

5. UEHMB P BHRESR (EFEEELT) . RIFNEES. IERFSEMEL DY, WE, KR
Jason 4, FRAERFHIREANSEEBEE review :v1,

BB RINELE T Bookinfo RBINBERE, URIEAFN BMNEBBARE.

115. f5bR. BHEFEER
N AREERMEIMERE, A UGN ARFHEIER. MREEAREEBCHNARRE, FTLUE
1+ %edk Bookinfo =l N FFEF3E T #2 Red Hat OpenShift Service Mesh B aT W 2214 40471 T4,
115.1. A Il & Hhdik
Red Hat OpenShift Service Mesh 124t LA 24 & Sk & H EHIAR 55 MM EUE -

o Kiali #4l%& - Kiali  Red Hat OpenShift Service Mesh FIE IR IEHI &,

e Jaeger ¥HlE - Jaeger 2 Red Hat OpenShift distributed tracing &AM EEIEHIA.

e Grafana ###l& - Grafana MBS G IR Istio BUBEM S K EHFMIBIR D AAILERR, 5
A, Grafana o LA D AR SS W& HETT.

e Prometheus % - Red Hat OpenShift Service Mesh {8 Prometheus 72 fi#% 3 B AR 55 B2

{E /Lho

=& Service Mesh control plane If, BRABNRENAHBIIENREEH, KEHMEBEMILE, &MU
[A] Kiali, Jaeger. Prometheus 5% Grafana £l & R & &M EIREHIAR S FI&EIE.

=S5
o WIERHREAM. Hlt, MREXBERESHIVEBIR, BETEVIN Jaeger A,

M OpenShift #HI &KL R

1. LR A cluster-admin f{PRBIFA - &% & % El OpenShift Container Platform web 1£#&., 1R
{8/ Red Hat OpenShift Dedicated, Nw7iE—1E%E dedicated-admin & &HIK

2. 3# A Networking » Routes,

3. 7£ Routes T{EH, M Namespace ¥ H H 1L Service Mesh control plane WH, #0 istio-
system,
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Location 5l iR BB BV HE I it
4. NAVE, FRTESREEREE S ANEBENAGRHEES, AHRE L8 S E

5. Hif Log In With OpenShift,

it CLIHRENS B

1. LB A cluster-admin A G A - 515 & K OpenShift Container Platform CLI, #0R{#F Red
Hat OpenShift Dedicated, Mw%iE—E%F dedicated-admin & &HIIKF,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. tIH#EE| Service Mesh control plane iH, TEABIH, istio-system & Service Mesh control
plane B, iZ{TLA R4 :

I $ oc project istio-system
3. EIREXE# Red Hat OpenShift Service Mesh 258 MERHE, 1HZTUTHS
I $ oc get routes

XANEp4IR(E Kiali, Jaeger. Prometheus # Grafana web 326145 LA K& AR 55 A& R H b B
B URL, EROZERRMTHHE L

NAME HOST/PORT SERVICES PORT TERMINATION
info-gateway bookinfo-gateway-yourcompany.com istio-ingressgateway http2
grafana grafana-yourcompany.com grafana <all>

reencrypt/Redirect
istio-ingressgateway istio-ingress-yourcompany.com istio-ingressgateway 8080

jaeger jaeger-yourcompany.com jaeger-query <all> reencrypt
kiali kiali-yourcompany.com kiali 20001 reencrypt/Redirect
prometheus prometheus-yourcompany.com prometheus <all>

reencrypt/Redirect

4. FHZZE M HOST/PORT %I [HIB9#RHI A B9 URL EHIEIN 28 LT FFiEdl &

5. Hif Log In With OpenShift,

1.15.2. Vi) Kiali #21H &

&R LUTE Kiali 25 & EFN ARFEIN. BEMNET. MREHNRSSEEINE, Kiali #6518 mikE
BITRSEBEBIER. | TM’“ETH%@J‘Jqﬂﬁﬁﬁﬂ*ﬁfﬂﬁﬂl‘ﬁ%ﬁ’ﬂn,w SEMRNARRE. BRSUKM
o Kiali b= SEI 1R it an 4 22 [ M B ) I AL

Z5iA] Kiali #5158, BNLEHFEE T Red Hat OpenShift Service Mesh,

RETIRAIR T U717 Kiali #2=H& A,

INRIBHE Kiali #HEIGE URL, BRI UERED B, REFHME URL, HEBUTET

EEANS R

. [FAEELAEEF OpenShift Container Platform Web 12#I&
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2. = Home - Projects,

3. MBAYE, 7E Projects TE L, fFMAT]ESRREIKIE B,

4. RUEMEF, B0 info,

5. 7£ Project details TIEA, X Launcher 4 # Kiali f5#%,

6. {FF5 )] OpenShift Container Platform 12HI& BRI A - LM &R F Kiali 265,
B—RERE Kiali ZEIEBH, EAFE Overview IlH, ©RETRRESMEPEENEENAE

GCEZRALTN

MREINIE T BB RE, BRLERLEERMEIMEH, NATEETE LT istio-system L4
BIETEE,

FR NGBS IR
1. ERFL AGRAEEF OpenShift Container Platform Web 414,
2. i Project,
3. MBNE, 1E Project Details TIHE L, ERATIEREERIIENA,
4. RIEHIEF, B0 info,
5. 7E Project T{EA, = Launcher ZB0H Kiali 5%,

6. H.ii Log In With OpenShift,

1.15.3. 1 Kiali #4158 1 & E RS RIS EE
Kiali Graph HEBIRAE FE R 124 T i KB L ThEE, RN ER TR 51K Istio BREB{S AL
&, AL RS ST N, SHER AR AR RENI NS HARSIRIN. BRI ER
HInFN R RS AR,
A LUEEM LA -

o App BERATAFHCHER R AR TV %,

e Service ZTRMBHENRSHT =, EMANARFNTENSBASEEINES. ciRM
T=12dHE, HRETELHRSHIFAERE.

e Versioned App Bl B REB NN ARANT R, NARFHAMARAEBIHE T,

o Workload Bl Z RERSMIEHENTEMEHNT R, LWRAREREFERNBEFMNRAIRES, R
RE9N AR R B E A version P15, iHERALLAE,

T R EREMERIETHRN, EREMRSHRSRESEFBEREET, LUKRREE AFMTHSS
ERARERE, SRR mTLS [FE, ERFE, $HiRREE, Graph ®EARE, AU TRENE,
FEH KB Find #1 Hide Zh8E,

B Legend #2H], UEFEFETHEXRER. HiE. §LMRITNESR.

ZEEEMHERES, HERPHERERT RSDGURESRIFBER P ZREETEE.

1.15.3.1. #£ Kiali P E X E KB E
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Kiali FIFZ B0 B Pl BE RARIEER N AR FRMME B BENTREMAMAR, fm, EEThRBEE
REZBAILURTE Kiali ERHENRAR, EATELBEESEMERNE—FRE, Kali R4t T LFHTR
Gk S| NprEEN

FoRFMH

o MRMMEBHREGCHNARRE, HRE Bookinfo REIN BIEF. RE, BiTZREALUTHS
5 Bookinfo M. AR £ R E,

I $ curl "http://$GATEWAY_URL/productpage”

L &S5 RIS Y productpage MARSSBIF

1. JE5h Kiali #51&,
2. Bk Log In With OpenShift,
3. fE Kiali #£2H &, = Graph BEEMAZEA K,
4. 1£ Namespace S8 LN ARRF A ZEE, Bl info,
5. BEFEARMEEAR, EHATUTE—RE :
o METHEREYF A AR A B Y B 3R 9 Ho
o NARFK
o MRFH
o hRABNAE (L)
o T{Eff#HA
o MEHMESRHEIFIEFERRNERAR.
o HBEBIA dagre
o /3 1cose-bilkent

o @ 2cola

115.3.2. 7 Kiali R & hEERE

‘T_IJ«AE Kla|l ?’“%‘JL‘qﬂ‘EI{’EJ\ﬂZE’JEMO Workload Detail A& &— Logs L&, ZER—1H

EEE& Kiali FFEE_TE"J H IL,\E’J H ,L,\?ﬁﬂu 4@33_1-1'1%6&1'{"5@ ﬁgﬁ;'fﬁﬁﬂg H ,L,\EE%O

AR
o LREFHEIE Service Mesh,
o BEREFHEE T Kialis

o Kiali #ZH & Ay Hh 1L,
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o TERMAARIT N AR Bookinfo RN BIEF.

AR
1. B30 Kiali #4145,

2. Hik Log In With OpenShift,
Kiali Overview Tl H < ERRNINEIE BRI F B9 6p 4 22 A,

3. B Workloads,
4. 1£ Workloads T{E®, M Namespace KHHi%EFETR,

5. MNARE, ERTIERRERCEEENEHENIFENE, B TENERIR. flm, B

ratings-vl,

6. 1£ Workload Details TIE A, #ifi Logs T FREFILENEHEMERE.

RR
MRREEINEMARRE, EEEHEEZ Time Range 5 Refresh &,
1.15.3.3. f£ Kiali #EHI G h EH R
R LUTE Kiali 4G h B BN ARRE. TEMSMRSHAEHISET. FETEaEU TSR
o AR FARFFIEIT
o HULR BT
o AL T e EIEIR
o HILT R EIEIR
o AUGARSSIET
SRR T ERTIE LRSI UERIR, CRIBAXNARFE, THEMRSRSEMNHETES. NRRERE
MITEAEGHBIREMERMMIER, M8, FLENE, KNHK TCPIRE, RFSIFBEMEMUERA
B 37 2 BT SR A N HE Fro

Kiali R FEEFERURTHEBEE X chart, Kiali A7 LR RIRSK B EBIE MRS IR, F4, Kiali
A LA EIEPR £/ trace,

AR

LZEFMBEE Service Mesh,

BREFEE T Kiali

Kiali 1225l & B9k,

(Arifke) REMECE T 9HNEER.

AR
1. B30 Kiali #4145,
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2. Hif Log In With OpenShift,
Kiali Overview TTER 2R INE EEINBRBI M A 896 44 22 5],

3. Hil Applications. Workloads =% Services,
4. 7£ Applications. Workloads =X Services TIE L, M Namespace FEHFiEFEIH,
5 WMAEKE, FRTESREERCEEEEAERNNAER. TEAEZRS. £ Name,

6. 7E Application Detailstail. Workload Details 5% Service Details TTE®, i Inbound
Metrics 5 Outbound Metrics 1%ET£ & HIG5TR.

115.4. 2 EBER

é:"FEﬁi_ =8 ERERN A H AR S5 VA A RO ER R SR IRER L. R A & MRS B M RERT 12, BRA P EN AR
TR, JHETIER, ZIERTEFEFZRSIITRERERIIL, WIEROBERADHXES.

Red Hat OpenShift Service Mesh £ Red Hat OpenShift distributed tracing ‘FAR AR FFLZALEE
AR 55 B A A2 A BY 1 FE R

115.4.1. BB E S B IEERT S (Tempo)

& e] LLB I8 E TR H zipkin 4Lk I0E) ServiceMehControlPlane A HY
spec.meshConfig.extensionProviders #l1& [ Red Hat OpenShift distributed tracing & (Tempo)
R A TFHEEREUWE, MTOIRTR. RE, EEE LFRE Istio RIREE HIKE trace FIFH A XS
Tempo ZEHE AR 551 s

1E01/# ServiceMeshControlPlane #1 ServiceMeshMemberRoll %R & /5, &8 LLTE tracing-system
222 A FE]E TempoStack L4,

FoRFMH

o {XE1E openshift-operators 4 22 6] H &% Tempo Operator #1 Red Hat OpenShift Service
Mesh Operator,

o MBHIBRTHMAZEN, 0 istio-system 1 tracing-system,

1. Bic& ServiceMeshControlPlane %ELLE VI BN

kind: ServiceMeshControlPlane
apiVersion: maistra.io/v2
metadata:
name: basic
namespace: istio-system
spec:
#...
meshConfig:
extensionProviders:
- name: tempo
zipkin:
service: tempo-sample-distributor.tracing-system.svc.cluster.local
port: 9411
tracing:
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sampling: 10000
type: None
version: v2.5
kind: ServiceMeshMemberRoll
apiVersion: maistra.io/v1
metadata:
name: default
namespace: istio-system
spec:
members:
- tracing-system

spec.tracing.type KEE L. T — 1 EFANDHBER Jaeger 2, HEZEIFERA
extensionProvider 1% EH—4 TempoStack Iif, ¥ spec.tracing.type & None.

A]E ServiceMeshControlPlane # ServiceMeshMemberRoll %8 2 /5, i
— TempoStack £,

2. BB Kiali THREMAR LS A Kiali TR A EERER(UERIR, B UERUERRERBERE IR,

apiVersion: kiali.io/vialphat
kind: Kial
#...
spec:
external_services:
tracing:
query_timeout: 30
enabled: true
in_cluster_url: 'http://tempo-sample-query-frontend.tracing-
system.svc.cluster.local:16685'
url: '[Tempo query frontend Route url]'
use_grpc: true

ﬂ INR%E N Jaeger B Tempo FHERIA HTTP 5% gRPC M, 15 in_cluster_url: ix O &
AR EE m O,

Kiali 1.73 {8/ Jaeger Query API, X FERYE Tempo HFRBREIE A A BN

BfE], SNSRIETE Kiali Ul A& E Could not fetch span (1% E, 1A Tempo
&, =4 Kiali hENEIHBIRS,

3. f# M tracing-system % 22 A/ H) Red Hat Tempo Operator fl|# TempoStack L, NEE
ZER, BEBH"RMER "D AN 2E 2 HBERFEAR (Tempo)

4. “}j Service Mesh R f Telemetry B E X BTREUE LN Tempo N X E,

apiVersion: telemetry.istio.io/vialphai
kind: Telemetry
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metadata:
name: mesh-default
namespace: istio-system
spec:
tracing:
- providers:
- name: tempo
randomSamplingPercentage: 100

IRIA A LI Istio PR AEIIARSS WR, LLATF OpenShift Container Platform E&HI 31517 Tempo
Jaeger Query #HI5,

Hth BHR

RRAHNEBERFEAR(Tempo).

115.4.2. F#EM A2 71 EER Jaeger 261

INRITFE OpenShift Container Platform 2B IIAM Red Hat OpenShift distributed tracing Platform
(Jaeger) S£fl, AL ServiceMeshControlPlane ¥5REZE 1 BiZLAHTOHRRNBERES.

BF

M Red Hat OpenShift Service Mesh 2.5 718, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#F A, FEHELUREIIL TR
AR, LI ESRIAITERBIRP X ERREEFISRMEEMIR, (BLHIhEE
FARBERFUE, FHREMER. 5 Red Hat OpenShift distributed tracing Platform
(Jaeger) BN LR, A LUER Red Hat OpenShift distributed tracing Platform
(Tempo),

FRFM

o LEMEE Red Hat OpenShift distributed tracing & L4,

it

1. £ OpenShift Container Platform web ##&H, i Operators - Installed Operators,
2. = Project 3£ H, EHFRE Service Mesh control plane B9TIH, # istio-system,

3. = Red Hat OpenShift Service Mesh Operator, {1 Istio Service Mesh Control Plane%/d, =
ServiceMeshControlPlane FREIEZHE, 40 basic.

4. FHHENBERTA (Jaeger) LBIH & FRAINE ServiceMeshControlPlane,
a. M YAML #7355,
b. MmN EBERFE (Jaeger)EHIH & FRAIMNEI ServiceMeshControlPlane FRAH
spec.addons.jaeger.name 1, fELLTFRBIH, distr-tracing-production &2 i R EERFE
B (Jaeger)EFIHIE FF,

DB E G
spec:
addons:
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jaeger:
name: distr-tracing-production

c. /= Save,

5. = Reload 4 1F ServiceMeshControlPlane ¥R 2 4 EIARE.

1.15.4.3. VAR

trace IR MK FHARSS AIBIHITEE R, — 1 trace B—NHENEHAEM. span BERBE A, FHIAN[H
FFFEEN FIBZ TR T, MFEERET trace E’J?#O\'Tiui

Envoy RERHIFEREIZE NIRS MM H trace B 100%, SR AEFEER ORMMAE, BEHIKM
HIRHR AR, TEEIEDERE Red Hat OpenShift Service Mesh B, iHHEIXE NI /INBY trace B4
Bl40, % spec.tracing.sampling i% & 7 100 3= trace #J 1%,
& Envoy (REBHMIFERECE HLEK 0.01% BEMT BEE,
EEAREH, spec.tracing.sampling % &% 10000, XXk 100% B9 trace ., BN :
o JHEHIXEN 10 4 trace B 0.1% A,
o [H{HIXZ N 500 MEAR 5% B trace.
==

Envoy RIBHFERER T Service Mesh AT AN T2, FHEMA Envoy KB, XAHFFEER
RET Envoy REBINEFHIRENEIEES.,

Jaeger IR ML REA T Service Mesh A ERHIN FHTER, AEFE A Envoy RIB, 1NEKIE
., XFHHERRET AR BERGNENEENRIEE, NEEZEER, ESHYH
iLETEaEJﬁIﬁO

it

1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,
2. = Project 3 HFHiEFRE control plane B9ITIE, # istio-system,

3. = Red Hat OpenShift Service Mesh Operator, 7E Istio Service Mesh Control Plane%ld1, =
ServiceMeshControlPlane T5EHI&FR, 5140 basic.

4. BEEMESR, %) spec.tracing.sampling % & R~ RHE,
a. = YAML 7%,

b. -~ ServiceMeshControlPlane 7TiE+ 8 spec.tracing.sampling % &{H, ELLTRHEIH,
HexiEH 100,

Jaeger iRl

spec:
tracing:
sampling: 100
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c. /= Save,

5. = Reload 4 1F ServiceMeshControlPlane ¥R 2 # EIARE.

1.15.5. 1/ [7] Jaeger $EHI&
Eif ] Jaeger HIA, BUNINMEREFEE T Red Hat OpenShift Service Mesh,
R EROEIRA LR Jaeger ZHIA,

IIRIEHIE Jaeger EHIBH URL, BRAILEETFE, MREFFE URL, HEAUTET

8%

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#F A, FIFELUEHIA TR
AR, IBNELRILTEMBARPRENINIENERFREAEENXZRE, B
EER RN SN, FFEMER. F 7 Red Hat OpenShift distributed tracing Platform
(Jaeger) B RIEEE, AT LUFEF Red Hat OpenShift distributed tracing Platform
(Tempo),

M OpenShift #ZHI1& 895

1. LR A cluster-admin HBRBIFA 7 &% & % El OpenShift Container Platform web 1£#&, 1R
{# F Red Hat OpenShift Dedicated, Nw47iHE—1 8% dedicated-admin & &HIIK

2. i# A Networking - Routes,

3. 7£ Routes T{EH, M Namespace ¥ HH 1L Service Mesh control plane WH, #0 istio-
system,
Location %Il L /R & B& B RESE I,

4. MBWE, FATEREEN jaeger BH, FEHKEA A& USHEHA.

5. #if Log In With OpenShift,
Kiali 25l &85 5
1. B3 Kiali #2815,
2. BN SHE& R Distributed Tracing.

3. Hif Log In With OpenShift,

it CLIRENS T

1. LB A cluster-admin A& E - 515 &% OpenShift Container Platform CLI, #0R{#FF Red
Hat OpenShift Dedicated, Mw%iE—1E%F dedicated-admin & &HIIKF,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. EFAGSTERNRBIFE, HERWALUTHS. EABIH, istio-system 2 Service Mesh control
plane ap %4 Z2[H],

I $ oc get route -n istio-system jaeger -o jsonpath="{.spec.host}'
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3. BN aRF AN https://<JAEGER_URL>, H# <JAEGER_URL> 21&1f E—$ X AR
B,

4. {FAEA T Vi OpenShift Container Platform 224 & BIMEE B - 2 1B 1E & 5%,

5 MREEMIRSHMEIRSFERFHER T trace, ERILUERJEERH Find Traces 25
trace &,
MREERIFEHI A RE, NARER trace #iE,

BKREE Jaeger WESER, HSMH2HBERH,

1.15.6. 1/i[7] Grafana %%l &

Grafana @— M2 IE, ATATFAESE. ZAMIWRSMIEIEIR. EAFIH, istio-system Z Service
Mesh control plane fp & ZE[H], Eij[n] Grafana, HEHUTLATERME :

AR

1. &[HE| OpenShift Container Platform Web 2% &,

2. = Project 3£ H, EFZRE Service Mesh control plane B9, %1 istio-system,
3. i Routes,

4. Rili Grafana 1789 Location 7l FREYHEHEE,

5. {8 OpenShift Container Platform ZiE &% F| Grafana 2415,

1.15.7. 1/717] Prometheus 24|45

Prometheus @ —MGEMERTE, THTFWERMRFSEXRNSHERHIE. TAHS, istio-system 2
Service Mesh control plane #3422,

AR

1. &[HE| OpenShift Container Platform Web 2% &,

2. = Project 3£ H, EIFRE Service Mesh control plane B9 HE, %1 istio-system,
3. i Routes,

4. Hifi Prometheus 1THJ Location 5l Ry EESE,

5. £ OpenShift Container Platform ZiE &%l Prometheus |4,

115.8. A TEM G 1RERK

FINBERT, Red Hat OpenShift Service Mesh (OSSM){# % Fi# Prometheus 5l 24 Service Mesh
control plane (sMCP), FIFMRMIBIERET, BR, £ RAFTEERHAEIERSL, 10 OpenShift
Container Platform 512 F & X HITIH,

LUTFHBEER T A0S Service Mesh & user-workload Wi 5 %,

AR
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e 5 H user-workload 1512,

e % T Red Hat OpenShift Service Mesh Operator 2.4,

o B &% Kiali Operator 1.65,

1. 4% cluster-monitoring-view & &% Kiali RS :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: kiali-monitoring-rbac
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-monitoring-view
subjects:
- kind: ServiceAccount
name: kiali-service-account
namespace: istio-system

2. 7y user-workload W51 ER & Kiali :

apiVersion: kiali.io/vialphat
kind: Kial
metadata:
name: kiali-user-workload-monitoring
namespace: istio-system
spec:
external_services:
prometheus:
auth:
type: bearer
use_kiali_token: true
query_scope:
mesh_id: "basic-istio-system"
thanos_proxy:
enabled: true
url: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091

o WNR{FEHA Istio Operator 2.4, 1HFEALLEIE 7 user-workload 15 1EHLE Kiali :

apiVersion: kiali.io/vialphat
kind: Kiali
metadata:
name: kiali-user-workload-monitoring
namespace: istio-system
spec:
external_services:
istio:
config_map_name: istio-<smcp-name>
istio_sidecar_injector_config_map_name: istio-sidecar-injector-<smcp-name>
istiod_deployment_name: istiod-<smcp-name>
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url_service_version: 'http://istiod-<smcp-names.istio-system:15014/version’
prometheus:
auth:
token: secret:thanos-querier-web-token:token
type: bearer
use_kiali_token: false
query_scope:
mesh_id: "basic-istio-system"
thanos_proxy:
enabled: true

url: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091
version: v1.65

3. HAEB Prometheus B2 SMCP :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
addons:
prometheus:
enabled: false €}
grafana:
enabled: false @)
kiali:
name: kiali-user-workload-monitoring
meshConfig:
extensionProviders:
- name: prometheus
prometheus: {}

ﬂ 2 OSSM 1REHAEKIA Prometheus 4,

9 M Grafana, #EB Prometheus £ A IFE,

4. NABE LMK REGEERNADRE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: user-workload-access

namespace: istio-system ﬂ
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress

172



% 13 SERVICE MESH 2.X

@ o RLERLINAIRE®EEN,

5. NF Telemetry xR LS A Istio KIEEFBIREEIT

apiVersion: telemetry.istio.io/vialphai
kind: Telemetry
metadata:
name: enable-prometheus-metrics
namespace: istio-system ﬂ
spec:
selector: g
matchLabels:
app: info
metrics:
- providers:
- name: prometheus

ﬂ £ control plane 4342 22 [A] A 8132 Telemetry X RN B EIMAE R BIRTE TIE M3, BfE
MR FAEI—/Nep&Z2(E, 1E1EBine & AR a8 R,

9 Al @ % & selector.matchLabels spec, 15 Telemetry %5 5 FA £l B iran 4 22 (] R Y45 7E
TR,

6. KZF3 ServiceMonitor %5352 Istio control plane :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: istiod-monitor
namespace: istio-system 0
spec:
targetLabels:
- app
selector:
matchLabels:
istio: pilot
endpoints:
- port: http-monitoring
interval: 30s
relabelings:
- action: replace
replacement: "basic-istio-system" 9
targetLabel: mesh_id

1 Istio control plane #3422 A A | It ServiceMonitor ¥R, EH©E W% Istiod lRSS. £
A, er& 222 istio-system,

o

FRIE "basic-istio-system” & SMCP £ R HmAEENAE, EREFRAEHFRS,
TR EN MIGEEM—/, STLAEREMIRE. 2 2 S HhEER Kiali FIR
spec.prometheus.query_scope & Z[ILEgiXME.
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INREA user-workload R B —1 W&, N Kiali FRAH mesh_id EFHriC
# spec.prometheus.query_scope FEXANZ ALY ({BA0R mesh_id FRZF#
B&, Ttb4b%5 B query_scope FER N IZARMIER) o

INREBERMZ PN LB T RERE A user-workload Wi, NIFEE Kiali HRA
B mesh_id relabelings #1 spec.prometheus.query_scope F&. iXFE IR
Kiali R & & H XEXBIMH& YR T,

INREBERE Kiali, EABATT LN A mesh_id Eiric, LMERBTFEMIBHTE
PR AR 23 R B RIAE

7. N.FH PodMonitor % &R M Istio {SERIEEIETT :

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: istio-proxies-monitor
namespace: istio-system ﬂ
spec:
selector:
matchExpressions:
- key: istio-prometheus-ignore
operator: DoesNotExist
podMetricsEndpoints:
- path: /stats/prometheus
interval: 30s
relabelings:
- action: keep
sourcelabels: [ __meta_kubernetes_pod_container_name]
regex: "istio-proxy"
- action: keep
sourcelabels: [__meta_kubernetes_pod_annotationpresent_prometheus_io_scrape]
- action: replace
regex: (\d+);(([A-Fa-f0-9]{1,4}::?){1,7}[A-Fa-f0-9]{1,4})
replacement: '[$2]:$1'
sourcelLabels: [ __meta_kubernetes_pod_annotation_prometheus_io_port,
__meta_kubernetes_pod_ip]
targetLabel: __address___
- action: replace
regex: (\d+);((([0-91+7)(\.[$)){4})
replacement: $2:$1
sourcelLabels: [ __meta_kubernetes_pod_annotation_prometheus_io_port,
__meta_kubernetes_pod_ip]
targetLabel: __address___
- action: labeldrop
regex: "__meta_kubernetes_pod_label_(.+)"
- sourcelabels: [ _meta_kubernetes_namespace]
action: replace
targetLabel: namespace
- sourcelabels: [ _meta_kubernetes_pod_name]
action: replace
targetLabel: pod_name
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- action: replace
replacement: "basic-istio-system" g
targetLabel: mesh_id

Q B F OpenShift Container Platform 124 Z 8% ServiceMonitor #1 PodMonitor %f 5 H1#y
namespaceSelector spec, FTLARMATERTE Mg 64 22 (A A F PodMonitor X%, 2
& control plane 3% Z2[A],

Q FRIE "basic-istio-system” & SMCP £ R H A EENAE, EREFBEHFRS,
TEMEIR BN MIGE EME—/, STLAEREMAIRE. 2 2 S HhEEM Kiali FIR
spec.prometheus.query_scope & ZILEziXME.

INREA user-workload IR B —1 W&, N Kiali FHRAH mesh_id EFHriC
0 spec.prometheus.query_scope FEXAVZ ALY ({40 mesh_id FRZF#fH
B&, TtbAb%5 BB query_scope FER N IZARMIER) o

INREBERMZ NI LHITRERE A user-workload i1, NIFEE Kiali FIRA
B9 mesh_id relabelings #] spec.prometheus.query_scope FE&, XHEATHHIR
Kiali R EEH XEXBIME P EITE T,

INREBERE Kiali, EABATT LN A mesh_id Eric, LMERBFEMIBHTE
PR AR 2 TR BRIAE

8. ¥TFF OpenShift Container Platform Web #£#l&, KEIRIFEE T I,

115.9. HAh ¥R
o NAFENWIIE A LE
o RN MIEERFA(Tempo)

o ZIITIEHIER OpenTelemetry

116. tEBEFNI ATy R4

2K\ ServiceMeshControlPlane % BERERFEIME, BHRXITHE—DBIAR OpenShift
Container Platform &I 2%, BRIABI OpenShift Container Platform &2 — N AR FHRER
. TEINIET BIHREE SMCP f3, ERAZIE SMCP fR7E Y BYRE LUE N RBIINE,

116.1. W E T HE BRBIPR

FINBERT, spec.proxy EF1XZE cpu:10m 1 memory:128M, 1R E
Pilot, spec.runtime.components.pilot 25+ 8RNI INE,

AR B EYIZEETF 1000 MRS LR EFI000 ™MEK, EaILIE DN ServiceMeshControlPlane FHY
cpu #1 memory BIE,

AR

1. £ OpenShift Container Platform web ## &/, i Operators - Installed Operators,
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2. = Project 3£ H, EFRE Service Mesh control plane B9 HE, # istio-system,

3. = Red Hat OpenShift Service Mesh Operator, {E Istio Service Mesh Control Plane%/, =
ServiceMeshControlPlane By #5, 40 basic,

4. f$IRII Jaeger SEFIHZAFRARINEI ServiceMeshControlPlane,

a. & YAML 1%,

b. 7 ServiceMeshControlPlane ¥iRA % E
spec.proxy.runtime.container.resources.requests.cpu,spec.proxy.runtime.container.r
esources.requests.memory,components.kiali.container, #1
components.global.oauthproxy #{E,

A 2.5 ServiceMeshControlPlane =%l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.5
proxy:
runtime:
container:
resources:
requests:
cpu: 600m
memory: 50Mi
limits: {}
runtime:
components:
pilot:
container:
resources:
requests:
cpu: 1000m
memory: 1.6Gi
limits: {}
kiali:
container:
resources:
limits:
cpu: "90m"
memory: "245Mi"
requests:
cpu: "30m"
memory: "108Mi"
global.oauthproxy:
container:
resources:
requests:
cpu:"101m"
memory: "256Mi"
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limits:
cpu: "201m"
memory: "512Mi"

c. EH Red Hat OpenShift distributed tracing Platform (Jaeger) WiEBE, 1E5 [ "BEMIBE
AHNEERTEAR Jaeger',

d. =i Save,

® = Reload 4 1F ServiceMeshControlPlane ¥R 24 ETAEE.
HbTHR

o MEMIMENANEBIRES Jaeger,
116.2. nE s R

L Istio #t X £ #M)a M B 1000 MRS5S H] 2000 4 sidecars, A 70,000 PNMIESEHEEREMNH
M. fEF Istio 112.3 12471, HEMLL TR -

e Envoy REEE#E 1000 MBI EMIEREA 0.35 vCPU 1 40 MB %%,

e |Istiod f£F3 1vCPU #1 1.5 GB N7,

e Envoy fRIEXF 90th percentile #EIRIBHNT 2.65 ms,

o (B4 H istio-telemetry BRSS (1E Service Mesh 2.0 REVAEF) ATER Mixer EE, &
1000 MESEEMIE R BFEM 0.6 vCPUIE K, BIETFEAH (Envoy RIE) M@ R8I

&, Service Mesh control plane 244 Istiod BEBB#IEFEE (data plane) . data plane
control plane B A REBIMEBE A,

1.16.2.1. Service Mesh Control plane t&E
Istiod IRIEF ' X A MECE X HFR S YRR SEE sidecar X2, 7E Kubernetes IfEd, BENKFRE
X (CRD) #IEHEHRLNVEEFIRSEK, Istio EEEN R, LLIMXFMEIIRS, REER - IRANE
B, BEEMRRENEE, Istiod M Kubernetes PAER P iR MIEL B M IBHEE BN RIVIRS,
Service Mesh control plane XFFTF MRS, AMEIRT LG pod, EI1BAFAEEEMRSFE
BN REEMLL, Istiod B CPUMAGFEERT B, UREBEHEMARENRTIRS, CPUHEET BEL
THER :

o IHMEEHIER,

o FEHMEK,

o ERET Istiod WARIEE,

EXEDE T LR AIEE T R,

1.16.2.2. data plane t&E
data plane FIMEEBUR FZ 1 H&, 40 :
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o EmIERE

o BHIiNEKE

o IESRAR/INFINIRL A /N

o RIE worker T2 E

o X

e CPUR#

o RIBITIERMMEFMER, RHIZZN v2 HRATIEER,

IR, HHELKRAIER CPU MIRFHEFEE X LR RMThEERN 8,

1.16.2.2.1. CPU HINTEHEE

A H sidecar RIEX BB EHITHNNI/E, FRUAESHEEE CPU FIRE, M Istio 112.3 TR, RIEBEH
1000 MERKLEEE 0.5 4 vCPU,

RIEHRFEFRIATRENANSEERS, KERHITSE. SEHMKETLUENRERE,
RANKEBERRZPECHEE, FLUEKRERSFMATTER.

116.2.2.2. A HIEER

&N Istio TEHIBR R L3E A sidecar RV, FIUERR—NEERR, Istio ACERMNE IS IEEF. 2
R TR L R . BN ESRBSRINEREAMNBRKE S, HEWIER,

Envoy RIBRIEME 7 im A E NN fF R R IEENEIE, 715 RIE R G Z N FTIERNT (B R &K ST %
ERBEEE, B2, BT worker IEFIEIER, HIL worker ARILENFFIAME T —NER, X I TE
HTF—MNE KRBT ERF AR, FRomE R EEIE R, KM EERERBUR T REER,
EMEH, HREEIRE A HRE, RERIRSHFMAIE, £ Istio 1123 (Istio A telemetry v2) HIER
INEEEA, PMMRIERNT 90th #1 99th percentile IEIR A RIEHN 1.7 ms #1 2.7 ms (i3 EERIBEFEAE
iR)

117. W& IMEESE SERVICE MESH
LIERMERREZ TR EINMER, EUIBE control plane, BERMBZEIUETLIHRBETEK,

GIE= Jia
o LEEFBIE Red Hat OpenShift Service Mesh,

o HEEFMERNHENEE,

117.1. HEFIERL & ServiceMeshControlPlane %R

MRIBELRE T —NEAEH ServiceMeshControlPlane FHREN I Service Mesh, NG EE B N E
F=EfEAM Red Hat OpenShift Service Mesh,

BRI EINA ServiceMeshControlPlane 71RH) metadata.name FE%, X FHEIMEERE, BTl
B E BRI ER,
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¥ =
1 ANEFIMRERES HNBERFE A (Jaeger).

. 4w’ ServiceMeshControlPlane 7R LA production FRE KRS, HiE=2E
spec.addons.jaeger.install.storage.type % & /v Elasticsearch, F7f install 115 E &4t
B E LT, EaLLAIBHEE Jaeger S5, FI¥ spec.addons.jaeger.name K&
Jaeger LHBIHI TR,

2N Jaeger B8, A Elasticsearch

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 100
type: Jaeger
addons:
jaeger:
name: MyJaeger
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

b. WEFINMEREMER, MEFRLEL, HSMENTT BEERD,

2. @I MAERIE PR N RERSILT, BERENZRSILTENRE. NFESER, HEHEE
i

1. BIALL TS %IE SerwceMeshControIPIane WEERACERAEH. TAHGIH, basic 2
ServiceMeshControlPlane %R FR.

I $ oc get smcp basic -o yaml

117.2. £ TR
o BEXMAEHEE Service Mesh WEZER, 1ESHIEREM AT B4,

1.18. 7E AR S5 &
Federation (B#5) S—ThERBAER, BILFEE SR, th & HR Y 2 S PG 15 2t 2 AR 25 A0 T 4R .
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1.18.1. BXFRABEuk

Federation (BX#B) R—Ha1LETEIRMII AR R EZIRSHITIEE, RITFEZ N ARENEREHFER
Service Mesh ZhgE, MNHAQKIE. FRINFREEIE,

SRR, A LUET. BIRAIWEES A OpenShift EEERIZTH MRS, Red Hat
OpenShift Service Mesh Bt#RE1 %} Service Mesh B S EFSCE, 14 AR MR Z [ HIESIE R/

Service Mesh federation RIXBENMREEHERE, HEREECHEEN., RANTHER R FEME
5, BRMBZEREREZER, EMKEEZEERE2ETHMAEEN, BERMEHHNEARNSHTERE
B, BRIFNHEHFITTERE., IEPEK. BIREERESEXRHIEEERLS MR P EREAM,

IRA IR B MRS M R ECE ServiceMeshControlPlane, LAELZBAFEHANAOMEORE, HH
Mg EEESE,

BN SR QBN S, UTHRBTFENNHZ IR AEBIES.
® ServiceMeshPeer & 7 B — %] R 55 P& =2 [B] BOEXFR

ExportedServiceSet FiR A BRI R B9 — N2 % MR S5 w6 MR E A,

ImportedServiceSet FFiR A BN ERE 5 HEBR 58 T ARIMME A,

1.18.2. BRFR4F M
Red Hat OpenShift Service Mesh BXFR /A AN ARG BITHBE EL4E -

o ZREAMIEHER root Ik,

o ZREBANMIBHARERIES,

e Mesh EEOMMFHREILTHE, RIS LAMKR, EEZEF, UATF RUmesh ZABIRME,
o (USH/FATMEEMEEHZHRS,

o MUNFEHMHHEMMISHZEMEBENTENEHNES, T S RSEE HMAMEH
K, FRFRBEBSMENNITEIEEEK,

o BRHMIRSALUBKFARF—DMIEH, M ERTIETEEEWRIE R XS AR
%O

o IR IRl FEE AT I

IEFEARMERE R TR M EFIERFR P ERZBR S — DR hEER T N R E 1 H T4,
LRI INAE S — N RAEEE, SR LHIT LT -

EEFR SR A A X B B EEIFS.

R INERFB PG BOE R IE 1S

AHKAHERAEREE S FHRSHESR.

R INERFR A5 H B9BR 55 8915 R

118.3. X Z £
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Red Hat OpenShift Service Mesh BX#R %] Service Mesh BYZ £ B0, 1% ERIXMEZ HNEER
N BUBRL DM NEFRTNBER — R4 M 1L,

o BAMBHMIM—FEF, EAMENEE,
o {RELUIIEEXFB A N B WG A — DN HE— S Ei,
o HLFRMAE 2 AR B A mutual Transport Layer Security(mTLS) B 50 %,

e Kiali U EREFARMIEHIIRS . BIEBINLEE S ASIMEHIEMME RS,

1.18.4. EXFR BRI
Red Hat OpenShift Service Mesh B:FB 7535 10 A P& A LA TR BRI -

® OpenShift Dedicated A XML E,

1.18.5. EXFRA R R M
Red Hat OpenShift Service Mesh BXFR A A M AT ELL T REH -

o AN Z D OpenShift Container Platform 4.6 58 & AR ABIEEE,

o HX#B (Federation) &7E Red Hat OpenShift Service Mesh 2.1 i hRAFFI AR, EHTEE
RERENENME LEREE T Red Hat OpenShift Service Mesh 2.1 5B & 8 Operator,

o IRNNIEIREEIMENMIE LEE 2.1 HE S hRAH ServiceMeshControlPlane.,

o MNIELBE XIS IRM X REIMIRS M EHIERR, UEFHRATLS Kig, HERESERT
ZIB HTTPS #1A FARS REMRIA IR TCP,

o EFHEHIFAENE, BRNZBBERFEH—THMEBNIRS. BXFT2EHNER, EAUE

EFH/ FAEREFENRS &M, HEEBZEE ExportedServiceSet 1 ImportedServiceSet
RMIARSE, eilaBshiRHfESH/ S A

1.18.6. FLXI M EXFR
TEFHABCE PIARERFR AT, R 1% T B2 — LB [A] SR AL R Y SE g,

o IR Z DR IMARIEFR ? B e MM AR EHIMIE TR, HREEM DH=TRHE,

o MITRINBNMIRFEAIIL R ZLE ? ERTE LN RN ERB FEREEMBMERR, AXEH
E’JTWU%&’PH%{%FHTHE’M o BROAZRE—NRENE, EAEBTHEENENERS
AR, LARLATECE R
o REFAFR
o EREMLEAFR
o Mesh &#nF16n & Z2[A]

o Federation ingress M>%

o Federation egress M>%

o RE{EEE
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A =
% § BEFB B MR B AR B S RIME—(FE 1,

o EITRIMEA MG 3 HIPLEAR S5 BIHKFR MG ? BN RSE AT LRI G H, bR LUEEIRESE
FBECHT,

o REEMAERATRSMEZENRT?
o REEMAERATSHMRS?

o BRI AL HIIRS ? FMHER S ACMENRS.
o REEMAERATSANMRS?

118.7. &£&£[F]#) Mesh X &
E ¥ OpenShift Service Mesh BI— N LBI S ERRERF FIZTHILAIER, XN EEEERE—KE S

EREHIN N REHIT RERATE, B, —PNMIEH ingress MR 1A AR S — MR 51H], AR
—m—MAER, NMREHIFIMEENIRS, HMXIRSSEE N LoadBalancer fR%5.

RS RITTE OSI REUREE 4 Rz TR M BT B R R T,

118.7.1. EEN LizTMEH EAFKAEAO

INREHERY EiZTH T2 # LoadBalancer RS, Ml ingress M Service & &RHY
.status.loadBalancer.ingress.ip FE&H ] IP ik S 1§E 1 ServiceMeshPeer X &R
.spec.remote.addresses FEHHIFEZ —,

INREE T LoadBalancer fR%5, NIRRT Al MiZ T H M AEEEAR], NIFTLAME A NodePort
fR%5. 7E ServiceMeshPeer %%/, 7£ .spec.remote.addresses FEXHIEE T =M IP ik, F1E
.spec.remote.discoveryPort # .spec.remote.servicePort FE& 15 E RS HI T mim A,

1.18.7.2. 7 IBM Power 1 IBM Z Li2fTHIEEEh A FF federation ingress

INREEETE IBM Power® 5% IBM Z® EfitiZeF4 £iz1T, H5E2£%#F LoadBalancer fR%5, NIl ingress F%
Service X5 H .status.loadBalancer.ingress.ip FE&H L L35 E 7 ServiceMeshPeer X7 51
.spec.remote.addresses FEHHIFEZ —,

INREE T LoadBalancer fR%5, NIRRT Al Miz T H MK AR R], NIFTLAEE A NodePort
fR%5. 7E ServiceMeshPeer %%/, 7£ .spec.remote.addresses FEXHIEE T =M IP ik, F1E
.spec.remote.discoveryPort 1 .spec.remote.servicePort FE& 15 E RS HI T mim A,

1.18.7.3. £ Amazon Web Services(AWS) E AFFEFBA O,

KINERT, £ AWS LiZfTHEEEHRM LoadBalancer RS A2 #H L4 f#ii9%, H 7 # Red Hat
OpenShift Service Mesh BX3R AT LAIE & TF, @JITE ingress FKARSS HRIRINLA T A7

service.beta.kubernetes.io/aws-load-balancer-type: nlb

£ ingress P& Service X7 H .status.loadBalancer.ingress.hostname FZE T 2R EE &N IEE
1 ServiceMeshPeer X &R # .spec.remote.addresses FEXHMEZEZ—,

1.18.7.4. £ Azure EAFFEFBA O
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£ Microsoft Azure /1, RS KB E N LoadBalancer Ft & LALE G EXFR EFEIZ 1T,

ingress P& Service X & .status.loadBalancer.ingress.ip X EIH IP Hhtt N g E N
ServiceMeshPeer %/ %] .spec.remote.addresses FEEHHEZEZ —,

1.18.7.5. £ Google Cloud Platform(GCP) L AFFEFRAO.

1 Google Cloud Platform £, REJFARS K ELE N LoadBalancer, MEE FRHE A LUIEE T1F,

ingress P& Service X .status.loadBalancer.ingress.ip X EIH IP Hhtt N F§E N
ServiceMeshPeer X &#] .spec.remote.addresses FEXHMEZEZ—,

118.8. HRFBL w5
FXFRAR 55 AR B3R LA RIS
O EEERKF B ERF IR E M LS,
O BC & TR S BRI R KEXRIAR 55 80 1 Bt g, LASZREIRIA TLS M.
O 7R &R %% Red Hat OpenShift Service Mesh iR A 2.1 Sk B @ kR AHJ Operator,
O B NEEFEERSE 2.1 HESRAH ServiceMeshControlPlane.
O WEEHKF B EMIRECE SMCP :
O WIEEFKF A MR A —NEFR O M X
O WEEHKFR SN MR AE—NEKFBAOMX
O RREM—sEEE.
O @i N EAN WX 0] ServiceMeshPeer BRSEEEFR N2k % NFHE
0O &3 6] — ExportedServiceSet 7R HARSS, FZER MR LA X LEAR S,
0O & A8 — ImportedServiceSet FTRE T ARS, T AMBENERFEZMARS.

1.18.9. NEXFRECE Service Mesh control plane

TERIAR BT LAREEEIRAT, ST MR EXFREZ i ServiceMeshControlPlane, & /8 FECERAK G HIFRAE W
RSN, FEHENMREMIIEIE, FFLUEWI VE IMABHMEEE SMCP,

ELUTF AP, red-mesh FIEIE 5FECE SMCP LLER{# M green-mesh #1 blue-mesh #4TELFR,

Red-mesh B SMCP =i

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: red-mesh

namespace: red-mesh-system
spec:

version: v2.5

runtime:

defaults:
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container:
imagePullPolicy: Always
gateways:
additionalEgress:
egress-green-mesh:
enabled: true
requestedNetworkView:
- green-network
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
egress-blue-mesh:
enabled: true
requestedNetworkView:
- blue-network
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
additionallngress:
ingress-green-mesh:
enabled: true
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
ingress-blue-mesh:
enabled: true
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
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security:
trust:
domain: red-mesh.local

3K 1.6. ServiceMeshControlPlane EX3BEd B S

S8 Tk {& BIME
EBENET. BARTER FHHE N/A
spec: EERBERT, BEMTIH
cluster: ITHRREHERR,
name:
EBMENET. BXY FRHE N/A
spec: NMBIEE TR, (BXIE
cluster: B ESRE AT,
network:

1.18.9.1. T fREXFBM %

IRET LS X SREIBAMMBIERE, RITFEEESEFASEFNBHRE,

IRE] LU A A AN O R & SR B IR AR BE FFARS M (North-South JRE) HIRE., LTOIEEFRIE
i, A LLAIERAIARA LD/ HOM¥E, LUEEF R EBIARSS A . BRI 2 B 8R1E, UREIER
%Mk (East-West SRE) ZIAIMTRER,

N T RGPS IR e &R ZR, IR EA RS IR BARAIE O A O X, #ii0, red-mesh FEFH
MBI OM%, AT A%Z green-mesh #1 blue-mesh B E.

R 1.7. BKHBHAXRSH

Tk
TEHRFB A W A2 TS S
spec: FRUE ARSI O P K
gateways:
additionalEgress:
<egress_names:
XS EANRERFR  true/false true
spec: HE,
gateways:
additionalEgress:
<egress_names:
enabled:
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186

spec:
gateways:

additionalEgress:
<egress_name>:

requestedNetwork
View:

spec:
gateways:

additionalEgress:
<egress_name>:
service:
metadata:

labels:

federation.maistra.i
o/egress-for:

spec:
gateways:

additionalEgress:
<egress_names:

service:
ports:

spec:
gateways:

additionallngress:

sk

5 5 HBAR S5 KECE
%,

NKIEE— P HE—FR
&, LABSIEEAFRR E5@id
SRFIARER KRR,

EERAT TLS MRS 4
I# port: 1 name:,

B R ERRS RENR
JAINEE TCP ZHMX.

TERRFR AR £ 1 PIAEXT
FREHANEIA ORI X
M*O

{E

WE N FE SMCP Ry
spec.cluster.network
fH, &NEA
<ServiceMeshPeer-
name>-network, f5#0,
AR M ET
ServiceMeshPeer %
Ren & h west, Mz
g west-
network,

I TLS BRSSTE R A% E
EXHR e 9 HAth RS B B
015443, $$ERSS 40
B RAEBEFRR By H Azh
Mg EEimO 8188,

LS WINE]
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SH feid {1 BAE
L BHEASERATEKFA A true/false true
spec: M.
gateways:
additionallgress:
<ingress_names>:
enabled:
AORMXRS®EEE  LoadBalancer
spec: OSI &R 4 ZinfT3
gateways: RFFE AR R A
FFo
additionallngress:
<ingress_names>:
service:
type:
MREBHIF NodePort
spec: LoadBalancer f&%3,
gateways: =T LA3@ NodePort
ARSS A FF ALK RARSS
additionallngress:
<ingress_names>:
service:
type:
N RIEE— T HE—TR
spec: %, LARSIEEAFR R &l
gateways: SRR KR,
additionallngress:
<ingress_names>:
service:
metadata:
labels:
federation.maistra.i
o/ingress-for:
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¥

spec:
gateways:

additionallngress:

<ingress_names>:

service:
ports:

spec:
gateways:

additionallngress:

<ingress_names>:

service:
ports:

nodePort:

sk

BEEAT TLS MRS A
Ii# port: #1 name:,
BFB R ERRSREMNR
PRINER TCP Hmk, BEFR
MEBRHTTPS AT A
Mo

AT E nodePort :
MREHRTIF
LoadBalancer fR%5,

{E

TE AR A B EL At A% 1
W TLS BRS5IEKRES, &
ZikO 15443, 1EMAEE
FBA B E M S AR 55
RIE RN, TEIHRO
8188,

INRIEE, BT port:
name: %, 1EFERTF
TLS #RS A

#l, NodePort : S5
F%30000-32767.

ELUTFRAIF, EE5# A NodePort iR555 green-mesh EEZE SMCP,

NodePort B SMCP =i

apiVersion: maistra.io/v2

kind: ServiceMeshControlPlane

metadata:

name: green-mesh

namespace: green-mesh-system

spec:
#...
gateways:

additionallngress:
ingress-green-mesh:

enabled: true
service:

type: NodePort

metadata:
labels:

federation.maistra.io/ingress-for: ingress-green-mesh

ports:
- port: 15443

nodePort: 30510

name: tls
- port: 8188

nodePort: 32359

name: https-discovery

118.9.2. T RFBEEEHSH
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B ENMRE IS B S — (S {EE, XMEE T 1E ServiceMeshPeer T5EAEZE mesh
federation,

kind: ServiceMeshControlPlane
metadata:

name: red-mesh

namespace: red-mesh-system
spec:

security:

trust:
domain: red-mesh.local

K18 HEHRLESH
¥ 30 =1 2ME

BFHMRIEEREEEN  <mesh-names.local N/A

spec: ME— & FR, X FEFR R
security: BI AN PAR ER 4 7T 2 HE —
trust: 8.
domain:
EHErSER

REBLUTFE TR, A OpenShift Container Platform Web 12l & 4w’ ServiceMeshControlPlane, {3
£/ red-mesh £ 7=/,

1. AR A cluster-admin BB &4 & % E OpenShift Container Platform Web £ &,

2. 5fin%l Operators - Installed Operators,

3. $ Project 38, %F%RE Service Mesh control plane B9TH, 30 : red-mesh-system,
4. = Red Hat OpenShift Service Mesh Operator,

5. 1E Istio Service Mesh Control Planeitlii£r/, =i ServiceMeshControlPlane FJ& 75, 40
red-mesh,

6. 7E Create ServiceMeshControlPlane Details 71/, = YAML (& ENEE,
7. {&tX ServiceMeshControlPlane LURINIEXE AOMEORMXK, FHIEEEEH,
8. =M Save,
i CLIHEFRS IR
BBLUTSEERAMSTOIES M ServiceMeshControlPlane., Af§l{& A red-mesh {£ 7R,

1. LLEH cluster-admin & &R &9 &% OpenShift Container Platform CLI, A T@4%,
RETEIRAI I N IEH A P AN,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. LR %%E Service Mesh control plane BT H, %0 red-mesh-system,
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I $ oc project red-mesh-system

3. Y#%E ServiceMeshControlPlane X, HRiNEKESAOMEOMR%, FHisEEETHE.

4. BT T S YmE Service Mesh control plane, H# red-mesh-system 2RI & % E, red-
mesh £ ServiceMeshControlPlane X &M EZF :

I $ oc edit -n red-mesh-system smcp red-mesh

5. MIALLTa4, He red-mesh-system 2R5ian&22[A], LLEE Service Mesh control plane &
LR,

I $ oc get smcp -n red-mesh-system
X READY JUiE AR B HHEBE RAENT, REERMINTEM.

NAME READY STATUS PROFILES VERSION AGE
red-mesh 10/10 ComponentsReady ['default"] 2.1.0 4m25s

1.18.10. I ABXFR A&

B L@ {2 ServiceMeshPeer F1R A B N MIIE 2 (B B9EEFE, ServiceMeshPeer FHEE XL T M
AN 2 B BIEXER, REILME BT I SRR EE B LIRS, R SERMEME, URBFRIFEMRE
& FimaIE,

< --p Federated service mesh peers

Red service mesh Blue service mesh Green service mesh
App App B App App
| |
App — App App I App
| |
Gateway 4----Pp Gateway Gateway 4----Pp Gateway App
| |
Control plane Control plane Control plane

PIAG A — X — W B ECHR, R ENE S EEE— X ServiceMeshPeer %R5E S H AR 25 RIA&BIELFR
i, BN, FX&%N red 1 green BIF ARG R Z M ServiceMeshPeer 3,

1. 7E red-mesh-system £, HNZREMELIE—/ ServiceMeshPeer,
2. 1E green-mesh-system £, NZLEMIEAIE—1 ServiceMeshPeer,
Xf 4 red, blue, #1 green I =P MHEHITEF IR T E /S ServiceMeshPeer X {4,

1. 7E red-mesh-system £, NZREMELIE—/ ServiceMeshPeer,
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2. 7f red-mesh-system £, HiEM#EAIE—1 ServiceMeshPeer,

w

. TE green-mesh-system £, W4 BRELIE—/ ServiceMeshPeer,

i

. 1 green-mesh-system £, NEMEOE—1 ServiceMeshPeer.

5. 7£ blue-mesh-system £, WL BRI GIE—1 ServiceMeshPeer,

6. 7E blue-mesh-system £, N4xEMIELIE—1 ServiceMeshPeer.
ServiceMeshPeer FRHPHECESIFELUT -

o HMMRIEH ingress WMxAthit, AT LIRS ER,

o AT ESIRENFMIERZERIAMA O E QM XA,

o JHERA XTI PSS B H AR AR B E i D,

o HMMEERNIEEE,

e I EWRILTH ConfigMap &5, FAFIIEREMMIEERNEEEFPNEHIES,
FELUTFRBIF, red-mesh WEIEREA green-mesh ELEELFR,

red-mesh B ServiceMeshPeer % iE 1

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientID: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

K 1.9. ServiceMeshPeer BBBESH
BH ok i
It B TR D B kA B S5 AR & TR FEE

metadata:
name:
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b

=

192

£ 4

metadata:
namespace:

spec:
remote:
addresses:

spec:
remote:

discoveryPort:

spec:
remote:
servicePort:

spec:

gateways:
ingress:
name:

spec:

gateways:
egress:
name:

spec:
security:

trustDomain:

spec:
security:
clientID:

sk

LR BI R R ZEH, BIRET

Service Mesh control plane,

X RIS R HEIE KRBT ingress R %
BN 7 2R,

ok 03B & IHIE K9m0,

bk AhIBAR 551 R Em O

LRI £ M peer PIAS IR AY1E
KR AR S5 HIRIFEHY ingress £
5. 40 : ingress-green-
mesh,

LERAE £ 4 3 E peer PR EYIE
KIBMHARSS B OB, )
M, egress-green-mesh,

peer Mg AREEE,

X S5 R T VA PR L AR R FR B 2R
i 1D,

FRE#

BNE 7 8188

BRIME N 15443

<peerMeshName?>.local

<peerMeshTrustDomain>/ns/<pe
erMeshSystem>/sa/<peerMeshEg
ressGatewayName>-service-
account
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BH ek i}
SERIEFHI TR kind (40 kind: ConfigMap name:
spec: ConfigMap) #&#, BEFIIER <peerMesh>-ca-root-cert
security: peer PIRIR 45 XA RIREYZ P i
certificateChain: MRS BRIET. SEIUEPHIEEM
kind: ConfigMap SR E BB S 2 root-
name: cert.pem,

1.18.10.1. Bk ServiceMeshPeer %R

SeRFMH
® H % OpenShift Container Platform 4.6 S & = IR AR B,
o SRMIBLZEM,
o TRISERM R RIKBIARSS Y M HG @R M IR E I FIRIE TLS RE.
o BNEBEHLIEE 21 HE =M AR ServiceMeshControlPlane &3z #88 ZRIELFE,
e B2 cluster-admin &K,

@t CLIRENS R

BBLUTHE, MaS1T0IE ServiceMeshPeer 7R, Afli#ER, red-mesh # green-mesh I/
TJ‘%F\‘/ /N o

1. LLEH cluster-admin A& B 519 &% OpenShift Container Platform CLI, AL T4,

RBEERTAHMAZA - ZNEE,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

2. tIHEIREE control plane BIIIE, %0 red-mesh-system,

I $ oc project red-mesh-system

3. BRIBUT RO EEERESHH MR GE—1 ServiceMeshPeer {4,

red-mesh El| green-mesh B ServiceMeshPeer SRR HI

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh

193



OpenShift Container Platform 4.15 Service Mesh

egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientlD: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

4. iiﬁl«/l'anwEEﬁBE 7R, H red-mesh-system 2 %% 22|, servicemeshpeer.yaml
BIRHEM SR TR

I $ oc create -n red-mesh-system -f servicemeshpeer.yaml

5. BRIV BMEMLEMIG AL T %#, 157E red-mesh-system@p & Z2[A| G & green-
mesh ServiceMeshPeer FR 7 :

I $ oc -n red-mesh-system get servicemeshpeer green-mesh -o yaml
red-mesh ] green-mesh Z [A]# ServiceMeshPeer 7 Hl

status:
discoveryStatus:
active:
- pod: istiod-red-mesh-b65457658-9wq5j
remotes:
- connected: true
lastConnected: "2021-10-05T13:02:25Z2"
lastFullSync: "2021-10-05T13:02:25Z"
source: 10.128.2.149
watch:
connected: true
lastConnected: "2021-10-05T13:02:55Z2"
lastDisconnectStatus: 503 Service Unavailable
lastFullSync: "2021-10-05T13:05:43Z"

status.discoveryStatus.active.remotes FF& [l 7~ peer mesh #1# istiod (FEAGIH H kB
1) EERM IR istiod (AHIFNIBRMIE) .

status.discoveryStatus.active.watch FE& [l /R HHIRIAE BT istiod FEIEEIN FMAE HHY
istiods

INR7E green-mesh-system 07 £/ red-mesh #J servicemeshpeer, &5 MERE & HI A
EHBBXE—MMEENER,

LA 2 AR BB E N, ServiceMeshPeshPeer ik 1E
status.discoveryStatus.inactive F &/ T R IELIR .

ﬁ?&ii‘%%iﬁ%mﬂﬁ’ﬂ%%{%%, i«%@ Istiod E oAy ljj]EJ E /L.\éLiEX_J_%l_.IQ‘%EP E’JII:EI I:l /}ILE, J'l&
AL FENT R AR 2 BT AR Y A R =R ingress X,

plgn, MR EBMETEEEISEME, HFREUTHEE :

® red-mesh-system AHY Istiod-red-mesh
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® red-mesh-system A HY egress-green-mesh

® green-mesh-system A ingress-red-mesh

1.18.11. MEXFRRHE 5 H AR S5
SRS R 1RG5 B AS ) F — AR A ZE— D HE MRS,

- Exported service set

Red service mesh Blue service mesh Green service mesh

______________________________________

______________________________________

& ] LA{# A ExportedServiceSet %R, £—NMt& AR ZRELETRFR MG HEY 7 — D R EER
%o BERAERENRSBESRANRSRHE,

o RAILARYE D R 22 ] sk & FRIE R 55
o REILMERBEATRIEFEIRS ; A0, SHMBZEEFPIFAERS.
o EMATLMERAFRSHRS. B0, EAILLS foo/bar fRS5 5 H N custom-ns/bar,

o MREESHNMIERGIMAEE T MRS, B0 : R — R REH S, &
networking.istio.io/exportTo 15 % & ' RS TR 2 F HIEILE,

o WFFHHRS, BIMBIRRSHREIRBEAOMXKRE, MAZRKIERE (A1, €]
FREIRBHMMEHEOMXNEFin D SR8 1E K TIEME)

LU~ 2 red-mesh 5 E green-mesh FIAR S5

ExportedServiceSet ¥R RHI

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
# export ratings.mesh-x-info as ratings.bookinfo
- type: NameSelector
nameSelector:
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namespace: red-mesh-info

name: red-ratings

alias:
namespace: info
name: ratings

# export any service in red-mesh-info namespace with label export-service=true

- type: LabelSelector
labelSelector:

namespace: red-mesh-info

selector:
matchLabels:
export-service: "true"

aliases: # export all matching services as if they were in the info namespace

nkn

- hamespace:
name: "*"
alias:

namespace: info

£ 110. ExportedServiceSet 23

¥

metadata:
name:

metadata:
namespace:

spec:
exportRules:
- type:

spec:
exportRules:
- type: NameSelector
nameSelector:

namespace:
name:

spec:
exportRules:
- type: NameSelector
nameSelector:
alias:
namespace:
name:

196

sk

TR S A FFEAHY
ServiceMeshPeshPeer B9 i,

SELFRNIE/ SR ZERNE
M (RiZZMIBEI RS RZE
) o

I E AR SSHY S BRI R B, Oy
RS HEIBE P EMNEFRTF

St

Z ()| NameSelector |, i
B ERS fhZ8lE] LR Service
R E L BIARSS TR,

B1E MRS BIERE T &8
NameSelector ¥/, £ MRS
EE mAZeE A E, EE
E 2 15U R B TR
EaE =Y NP

{E

WS ServiceMeshPeer %R
M E name {EPCED,

NameSelector,LabelSelector
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¥ sk {H

Z & LabelSelector #1], %
spec: e MRS Htp B 22 A FHigE
exportRules: Service FRAHE L8 label, £
- type: LabelSelector EfIsR, FR%Z export-
labelSelector: service,
namespace:
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>

ENRFSUBERER
spec: LabelSelector #ill], 7Ei§5%E 1%
exportRules: BEE HEEHATRSA
- type: LabelSelector s A2 mM 5%, 1£LA
labelSelector: H, B ICECARSS Y6 £ 22 (Al &
namespace: #h 2 info,
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>
aliases:
- namespace:
name:
alias:
namespace:
name:

{5 A AR "ER "BBR S5 ML B IFR G fe % 22 8] 5 HH Bl blue-mesh,

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: blue-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: "*"
name: ratings

¥ west-data-center & Z2 A R AT A RS 5 B green-mesh

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: green-mesh
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namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: west-data-center
name: "*"

1.18.11.1. il ExportedServiceSet
IR AT LLOEE —~ ExportedServiceSet 15K . 2 7 B IR E 1R 45 MAS KT FBIAR S5 -

RS 5 HH <export-names.<export-namespace>.svc.<ServiceMeshPeer.name>-exports.local, ©

HENBEIBERRS. XfSHNRSESHMEFEHNET. DAORMKXKEIRFLE#RE9IEK
i, ERRERERESHMSERRS. Hi0, R4 ratings.red-mesh-info FIiRS5 5 i E green-
mesh {7 ratings.bookinfo, [IfRZ5 7 &1 ratings.bookinfo.svc.green-mesh-exports.local T 5
H, BHIZENAM ingress MXERITEMN KB E ratings.red-mesh-bookinfo AR 55

L 154F importAsLocal B4 E W true LUHZR G RS A RS REN, EBUFNIZR
FSERN A, BITEESE false I, FREHIA,

FeREH
o MIRELFRERE T E£EEH ServiceMeshControlPlane,

e EBEA cluster-admin &K,

ISR AERBARSSLLHIT S, BIEXLRSHAFE. HEBES ExportedServiceSet 15
EBECENRS T, MBS HZRS.

Mt CLIHRERNS IR
RIBLUTHE, Man$170/& ExportedServiceSet,

1. LLEH cluster-admin & &R &9 & & OpenShift Container Platform CLI, AL T@4,
SRR TEIRAI I N EHA P AR,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443
2. tIHEIZREL Service Mesh control plane B H, #0 red-mesh-system,
I $ oc project red-mesh-system

3. WRIBLLUTRHICIE ExportedServiceSet XX, H red-mesh {$AR55 5 El green-mesh,

M red-mesh Zl| green-mesh B ExportedServiceSet BTiRR I

apiVersion: federation.maistra.io/v1
kind: ExportedServiceSet
metadata:
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name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: ratings
alias:
namespace: info
name: red-ratings
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: reviews

4. BfTLAT 8%, 1E red-mesh-system #3422 A fA_E % 302 ExportedServiceSet 7R

I $ oc create -n <ControlPlaneNamespace> -f <ExportedServiceSet.yam|>
4N -
I $ oc create -n red-mesh-system -f export-to-green-mesh.yaml

5. RIFBFZ ISR PRSI ME X F Q1489 ExportedServiceSets.
o ETUTHERRILIEBFHE green-mesh HEMRS :
I $ oc get exportedserviceset <PeerMeshExportedTo> -0 yaml

a0 -

I $ oc -n red-mesh-system get exportedserviceset green-mesh -o yaml
M &R S AR S 5 IR 5 S B g L = 8RB,

status:
exportedServices:
- exportedName: red-ratings.info.svc.green-mesh-exports.local
localService:
hostname: ratings.red-mesh-info.svc.cluster.local
name: ratings
namespace: red-mesh-info
- exportedName: reviews.red-mesh-info.svc.green-mesh-exports.local
localService:
hostname: reviews.red-mesh-info.svc.cluster.local
name: reviews
namespace: red-mesh-info

- - WL Frt . e a1 ML T L. L e A R R DA SO - - - -
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status.exportedServices ZXZH It [ ZBIFHBIAKST UXEARS5S EXportedServiceSet XT3R

A S AN TED) . BEHPHBNRBEEIER S HRRSHAT, LIRS HBIAIIR S 891+
éﬁ{%l%\o

MRRMEBES HBIRSS, HAIA Service W REFE, HAMHITES ExportedServiceSet %/

K E YLK exportRules ITfg, FH Service X HREE & 22 A #RE B {5 A
ServiceMeshMemberRoll 5% ServiceMeshMember % {E 1 R 55 M4& BI R, o

1.18.12. FFR S 5 A BIBLFR A& A
S AR S5 AT - IR BARRIE M 55 — AN RO 5 e B AR 55 1 BR 55 A& PR 7 17,

re=a
| Imported service set

Red service mesh Blue service mesh Green service mesh

___________________

___________________

————————————————————————

App B (import) \ Gateway «4--

________________________

& ] LA#E A ImportedServiceSet FRE LT ARIARS . W R eI ERBME peer 5 HFH RS AR
HE%O II_A/XEJ.L‘T_J‘AE’JHE%TAEH*%EF'?E{I\O

o EAILIARYE AR & 22 (] N MRIEFEAR TS,
o EAILMERBECRRIAFERSS, M, MIRHMAERS S ARSEZEH,
o ERILMEMIE LS (WURLREIMG) SFRATREMR M ZEFREFER TS HIR

o

dp 63

=

A LMERE S ARS. BN, &aLLE custom-ns/bar RS S Ay other-mesh/bar.

o MAILMEE—NBEE UGS, ZE%SMINEIFT S ARSE name.namespace HI5E £ R E 1
%':P ; {5140 bar.other-mesh.imported.local,

LAFRfiIZ green-mesh 5 A &1t red-mesh 5 HEIARS .

ImportedServiceSet <l

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
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importRules: # first matching rule is used
# import ratings.info as ratings.bookinfo
- type: NameSelector
importAsLocal: false
nameSelector:
namespace: info
name: ratings
alias:
# service will be imported as ratings.info.svc.red-mesh-imports.local
namespace: info
name: ratings

3 1.11. ImportedServiceSet S

e ik &
AR5 5 K BIBXFR A AR B
metadata: ServiceMeshPeer B9 & FR,
name:

A2 ServiceMeshPeer ¥R (W
metadata: MREMAZENRE) HHhREHEL
namespace: o

NEIZIRS S ABHINIRE, ik  NameSelector

spec: FHEWE-NEEANEATS
importRules: Ao
- type:

Z 0 NameSelector #il|, %
spec: BE S MR S5 e ZE R F1 8
importRules: i
- type: NameSelector
nameSelector:

namespace:
name:
KB N true, LUSTRRHSRESA true/false
spec: WARSRAE, LiFtrue RS SA
importRules: i <name>.
- type: NameSelector <namespaces.svc.cluster.loc
importAsLocal: alif, Jytrue i5f, FE—7J

%, Hfalse B}, TEEF|&,

201



OpenShift Container Platform 4.15 Service Mesh

¥ sk {H

EENRSOIEERR R

spec: NameSelector #ill|, £ AR5
importRules: fEE ep R ZEM A B 5, EE
- type: NameSelector E tpf 22 (A #9574 LU % BT AR
nameSelector: EE 21 Y pIE=N
namespace:
name:
alias:
namespace:
name:

F"info/ratings"IR55 MZL & 5 AZl blue-mesh

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: blue-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: info
name: ratings

¥4 red-mesh B west-data-center fp R Z2 AT A RS 5 AZEl green-mesh se R ZE A, X
AR S5 AT YE N <name>.west-data-center.svc.red-mesh-imports.local iJila]

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: west-data-center
name: "*"

1.18.12.1. il ImportedServiceSet
IR A LLOIEE — ImportedServiceSet 55R K LA FREE S A A& HHIARSS .
ik 2515 FH & 1 <exported-names.<exported-namespace>.svc.<ServiceMeshPeer.names>.remote 5

A, ER—'hidden"lRSS, NAEHOAMXBHZEFPATNL, FE5FHMRSENLEXEK, RLER
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T, ZRSFHAMIES <export-names.<export-namespace>.<domainSuffix> 12/, Hrh
domainSuffix 2 svc.<ServiceMeshPeshPeer.name>-imports.local, FRIE importAsLocal i%iE N
true, &I domainSuffix -5 svc.cluster.local, #03R importAsLocal 1%/ false, M= A S AHNIH
I ES, A LURRMERREREMRS — N RARS A, eBTHOMXBKRE, eNEERE
5t AR 55 RO A2 R,

ARG
o MIRELFRERE T E£EEH ServiceMeshControlPlane,

e EBEA cluster-admin &K,

A LEBEERATSANRS, BEE(]HRFE. HEBEHFHS ImportedServiceSet #
IEEMERENRSE, S2EETF A,

RIBLUTHE, @i Ha1T0/2 ImportedServiceSet.

1. LLEH cluster-admin & &R &9 &% OpenShift Container Platform CLI, AL T@4,
SRR TEIRAI I N IER A AN,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

2. tDHEIZRE Service Mesh control plane BT H, #0 green-mesh-system,
I $ oc project green-mesh-system

3. RIEFELUTRAIGIE—1 ImportedServiceSet X, Hr green-mesh 5 A2 #0&;Y red-mesh
SHBIRS

M red-mesh Zl| green-mesh B ImportedServiceSet HiIRRHI

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: info

name: red-ratings

alias:
namespace: info
name: ratings

4. JB{TLA 8B 7E green-mesh-system % 22 [A] fi_E 1% 3012 ImportedServiceSet %R,

I $ oc create -n <ControlPlaneNamespace> -f <ImportedServiceSet.yaml|>
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a0 -

I $ oc create -n green-mesh-system -f import-from-red-mesh.yami

5. WRIBEZ NECFRIAE IS WAE X 02 E1489 ImportedServiceSet FFR,

o ZITLATa®, UEIERS2REE S ARl green-mesh H :

I $ oc get importedserviceset <PeerMeshimportedinto> -0 yaml

{&F importedserviceset/red-mesh' object in the 'green-mesh-system 44 22 [f] ch

status SRR IE M BRES HHBRS 2R EF AR BRMESH -

I $ oc -n green-mesh-system get importedserviceset/red-mesh -o yaml

status:
importedServices:
- exportedName: red-ratings.info.svc.green-mesh-exports.local
localService:
hostname: ratings.info.svc.red-mesh-imports.local
name: ratings
namespace: info
- exportedName: reviews.red-mesh-info.svc.green-mesh-exports.local
localService:
hostname: ™
name: ""
namespace:

£ EfFId, ({5 A ratings IRS5, %0 localService FHIIEFTFERFIR, reviews IRSTRTEA,
BEFHTSFA, AHNES ImportedServiceSet 1 &£ importRules A~ ITHL,

1.18.13. NIMEERECE — N ELFR A
MRS RETNRE AT LSS B3, T4t BI AT S 20 R2%, BINEDHLE) R — ARS8, R 2EEFRH

*%1 N

AUE— TR PERERS, UEES—DREHEREIRS.

& L@ TS £ ImportedServiceSet HRA1% & importAsLocal # locality 1% & 2 B i FE L5 RO EE
#8, SAEHBCE DestinationRule, JFARS5#XECE " ImportedServiceSet F15ERIA M,

FRFM

o A Z N OpenShift Container Platform 4.6 5k B @ R ABIEEE B 71T 7 B FIELER,

o T NELFRMIE R EN R RIS % = 4] ExportedServiceSet FiR.

B N EEFR MAE AR BB RS AR 8O R AE X s 613 ImportedServiceSet FFR.
B A cluster-admin A&k,

118.13.1. N B ECE ImportedServiceSet
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BEARUF AR AXNERAETE, RIERENRFEML LAERGREIHROD M, XLERMX
BEAEERZIEE, B {region}/{zone}/{sub-zone} I RIEE T — N0 Z R LR ML E,

EXRTIR~HIH, green-mesh iiF us-east X, T red-mesh il F us-west X1,

M red-mesh Ell green-mesh BimportedServiceSet BtilRERfl

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.info as ratings.bookinfo
- type: NameSelector
importAsLocal: true
nameSelector:
namespace: info
name: ratings
alias:
# service will be imported as ratings.info.svc.red-mesh-imports.local
namespace: info
name: ratings
#Locality within which imported services should be associated.
locality:
region: us-west

£ 112. ImportedServiceLocality ZE& &R

E4 i ek FR
X1 : SARIRSFRIENX I, FREB
FRX: SARSHWFX (zone) I FHAP, |  FFE
Subzone #I8E, ILWIIETE
Zone,
zone : SABBRSAIENKX, INREET TR

Zone, LWA/IFETE Region.

£
e

1. LLEH cluster-admin & BRI 519 &5 OpenShift Container Platform CLI, 1HH AL T8
AN

Sl
I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443
2. HAFI%E Service Mesh control plane 95 E, EHAUTHS :
I $ oc project <smcp-system>

540 : green-mesh-system,

205



OpenShift Container Platform 4.15 Service Mesh

I $ oc project green-mesh-system

. Yw%E ImportedServiceSet 324, H <ImportedServiceSet.yaml> 8 & 8B w TR TE

BE, HHALTRS
I $ oc edit -n <smcp-system> -f <ImportedServiceSet.yamI>

B0, WRERFM red-mesh-system F AZEl green-mesh-system B4 (A0RTER
ImportedServiceSet =HEIFTR) -

I $ oc edit -n green-mesh-system -f import-from-red-mesh.yaml

4. BEBOZXE -

a. J¥ spec.importRules.importAsLocal i% &7y true,
b. ¥ spec.locality 1%&/ region, zone, = subzone,

c. REFEHIEL,

1.18.13.2. AMPEF#BLE DestinationRule

A B E Ll TR EH DestinationRule %R :

206

e [RZ5EY Outlier &, FRUITF EFEMIEELHBIER TF. K2, EREE sidecar VI, LUK

FRFIH RO TFAEERRT, FREAMEN T —MIENHRIELR,
B3 X 7 A BB L AS SRR, X AT ERPR X ) RA B E D U B A R LAY,

. LIE A cluster-admin & & 5155 & E OpenShift Container Platform CLI, % ALL T 6p

T REERTHEAGHRAFP 2B,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

. LB &% Service Mesh control plane BT H,

I $ oc project <smcp-system>
540 : green-mesh-system,

I $ oc project green-mesh-system

. WRBLUTF MBI — DestinationRule 324, #13R green-mesh RaIF, NIGREN M us-east

Xig B green-mesh B EI us-west A # red-mesh,

DestinationRule =~ {1l

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:

name: default-failover
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namespace: info
spec:
host: "ratings.info.svc.cluster.local"
trafficPolicy:
loadBalancer:
localityLbSetting:
enabled: true
failover:
- from: us-east
to: us-west
outlierDetection:
consecutivebxxErrors: 3
interval: 10s
baseEjectionTime: 1m

4. ¥RZE DestinationRule, H <DestinationRule> &2 R TERRE, HHMALTH

AN .
T

I $ oc create -n <application namespace> -f <DestinationRule.yaml>
flan :

I $ oc create -n info -f green-mesh-us-west-DestinationRule.yaml

1.18.14. MEXFR A+ A it B AR 55
MNRIEEE MBI FMBRARSS, B0, MRRS BTN SE BHEMRS S, T LR,

1.18.14.1. MEAAN A4S o fiH BRAR 55
MARBRZ 17 [01%ZBR 55 BOR#& % % ;B9 ImportedServiceSet %R B RRARSS 5 B,

1.18.14.2. MEEANEXFR P& e Il BRAR 55
MIABZAR S I #) ExportedServiceSet 7R AMRARSS KB,

1.18.15. MEXFR FI#E H ] BR M 4%
INRIZTEE MERFR A IHBRFIAE, KT LU,
1. YniE M ERAI &R ServiceMeshControlPlane B5R, LUHBRARA X SRS BIEEFR A O M X,
2. NFEMPRMARH BN EFR, HHATUATERE
a. MHBREEEEM A M1EH ServiceMeshPeer 5.

b. 4w peer mesh B ServiceMeshControlPlane ¥R, LUMBRARSS 2 MIBRMAGHIH O M X,

1.19. &

&R LAE A WebAsembly R B IS #F ThEE AR INZEI Red Hat OpenShift Service Mesh fREE A, XA LLIE
MM BRFHBHESE NI, FHEAHRIER WebAssembly F B A—IEFTHIE ],
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AE
IBM Z°® #1 IBM Power® A~ WebAsembly i &,

1.19.1. WebAssembly &8k
WebAsembly IR BT UER S F A LiZfT, SERE, HEZEEXH. REHTURDERLEE,
Red Hat OpenShift Service Mesh # &2 Envoy HTTP Filters, NEfiRHEIZHITHAE
o PRI KA MM N IE SCHIFTSk
o XWARMEERBEFMARS IEHEKBRE) M4 HTTP iER,
o FAXMEEBIEM sidechannel BUBEFEANILIESZING,
A=
TEQIEEHTHI WebAsembly B, 1%{#FH WasmPlugin API, ServiceMeshExtension

API 7£ Red Hat OpenShift Service Mesh 4 2.2 FE.F A, F1E Red Hat OpenShift
Service Mesh fR# 2.3 /iR,

B Red Hat OpenShift Service Mesh " BB N ER4 -

1. IR UE IR proxy-wasm API B9 SDK RET B, FHIFESRFE WebAssembly #&E1E,

2. RiE, BRIRRRITEEIRSEF.

XFHIES

58] LUE B ZR1EE] WebAssembly TSR E k5 Red Hat OpenShift Service Mesh §7f&, {BLA
TIEE BB AT proxy-wasm API 93 SDK, LUMEEEFERAE.

X113 IHHIES
Maintainer BHOFE

AssemblyScript solo.io solo-io/proxy-runtime

C++ proxy-wasm HIfA (Istio LX) proxy-wasm/proxy-wasm-cpp-
sdk

Go tetrate.io tetratelabs/proxy-wasm-go-sdk

Rust proxy-wasm FBA (Istio 1 X) proxy-wasm,/proxy-wasm-rust-
sdk

1.19.2. WasmPlugin A 25 1& X
Istio 7ZEH Wasm Plugin #l#l#3Z# OCI (Open Container Initiative) £, &7 LUS Wasm &9 4 H

B, EOLUER spec.url FEE S| FAESS registry fiIiE, B0 : quay.io/my-username/my-
plugin:latest,
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https://www.envoyproxy.io/docs/envoy/v1.20.0/intro/arch_overview/http/http_filters#arch-overview-http-filters
https://github.com/proxy-wasm/spec
https://github.com/solo-io/proxy-runtime
https://github.com/proxy-wasm/proxy-wasm-cpp-sdk
https://github.com/tetratelabs/proxy-wasm-go-sdk
https://github.com/proxy-wasm/proxy-wasm-rust-sdk

% 13 SERVICE MESH 2.X

EH WASM BB ENITEME (runtime) BT AEHE T 2T MWEBESH, EI WASM S&REBH A
ZHRK :

e pluginwasm (KFE) - HBZ, XNEEE—1EE WebAssembly IHRF TR .wasm Zi##
B, ©HEZITR N, ST 44 plugin.wasm,

® runtime-configjson (Aikt) - BEZ., XMNEEBE—1 JSON BXHWFRE, AFRRBEINZ
TR TR, RIEBERZTH, BEEGITUISEMEWE, Hla0, WASM Envoy Filter
MBS &1 E2% EBI root_ids,

1.19.3. WasmPlugin APl &%
WasmPlugins API 124 7 3&i1 WebAssembly iTiiE237 B Istio R IBIRAEAYTHBEROHLHI,

IRE] LAERE % > WasmPlugins, phase #1 priority XiERE T HUTIF (YE7 Envoy BY B2 HERY—ER
), FVEN AR WasmPlugin # Istio IARER T BBl B E X H,

ELUTFRGIH, SHRIETIERSHE OpenlD %, FHEA JSON Web Token(JWT)IEFE Authorization 7
3L, Istio BARIIEREFEX NS, FHIFHEEZEE ingress X, WasmPlugin XHTERIE sidecar X%
GREE, HEERFE url,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-ingress
spec:
selector:
matchLabels:
istio: ingressgateway
url: file:///opt/filters/openid.wasm
sha256: 1ef0c9a92b0420cf25f7fe5d481b231464bc88f486ca3b9c83ed5cc21d2f6210
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

UTE2ERMRG, BX—X#ER OCI HRi&MmA X HRIHHISHE, 105K
url. imagePullPolicy. imagePullSecret # imagePullSecret FE%,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
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pluginConfig:
openid_server: authn
openid_realm: ingress

% 1.14. WasmPlugin FE&S%E

PR

spec.selector

spec.url

spec.sha256

210
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WorkloadSelector

FRE#

FRE#

sk

FAF 45 B % R L R
BB E pod/VM &
BHRME. NRAEE, It
BEEMN A TE—EZE
(5] AR B T A TAE £ 35
B, AR config root &
2[Rl R IFTE
WasmPlugin F£&, &
5N T AT 6p 44 Z2 (] R
BIRT A& T .

Wasm &5k OCl B8
B URL, IIREEA

=, gLk ociz//, £
% OCl #ifgk, HtbBEK
HWARZ file:// (BF3I
AREARRAAL
wasm L

%) ; hitp[s]:// BTt
RIEEH .wasm B
#,

FBATFEUE Wasm &EHLE
OCI & 238 SHA256
checksum, AR url =
REsIH SHA256 (fEF
@sha256: ®i%) ,
TS T ER I (E T
fid, WX tag5IAT OCI
Bk, FEREZBTIE
B, NIFERIEEERIEL
FENABRRIEERE
M.

4

el

7|

7|
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4

#

T el sk

spec.imagePullPolicy PullPolicy IKEX OCI #f i E N A B
BIHIET . RETES
PR 2 SHA Bl B
& FHEX, BilH
IfNotPresent {&, [R3E
£ url FE&H5IAT OCI
H&FEFERT latest
PREERT, XIS TERIA
&7 Always, & K8s
1T H. MR url FEE
EEH file:// =%
http[s]:// B#%5|H
Wasm &5, NIZB&1%
&,

iy

spec.imagePullSecret FREB FAF OCI SR FHI BRI &
iF, 5 WasmPlugin %}
RIEEBI 6 & LA REY
secret &, HATEMH
FAERLEVRAR IS %F
registry 1T &35S 1IERY
pull secret,

iy

spec.phase PluginPhase RE RS E XD
WasmPlugin %} &AL
&,

iy

spec.priority int64 AEHFE— phase EHY
WasmPlugins % &/
i, %A
WasmPlugins % 5
AFR—F&ER—IF
MBS, eiHRIER
PRI A, MREFX
i& priority P&, =E
PABEBEERIEN
WasmPlugins £,
TUIHERE 45 M
WasmPlugins % §#y
BB ZEFRRE, B
IMEH 0,

spec.pluginName FREE Envoy Boi& AR {# F R4
HFh. BL Wasm t&H
AIRER B X MERLFE
PUTHI Wasm .

iy

spec.pluginConfig Struct NELBLTRENEE. S
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FE KRR ik Wik
spec.pluginConfig.verific =~ F#F & AFEIEZ A OCI Hilg B
ationKey 2 Wasm &R 2,

WAL PEM & 121,

WorkloadSelector Xf RiEE A FHE T IESRE SN A FRENRM, TREAGSIESAERKITH
&, TEMESEAUER, MMIINEl pod/VM BIIRZE, SCEEMNBEFHRFER Istio REEMEAMRE
Bo WIREETZNMFM, NFERGEIEELL Y ELFETHENELG. B, RAFETHERESF
M.

3 1.15. WorkloadSelector

FE e ek WhE
matchLabels map<string, string> 18 TE NN A SRBE BYRETE =
pod/VM £&EH— 1%
MR, PREEFRTEE Y
RFEFEFRRERNEE®S
Z2 ],
PullPolicy & E Z1EKEX OCI Hl& i b AR pull 1777,
% 1.16. PullPolicy
fH ek
<empty> EAE N IfNotPresent, {BfEFIRE latest 89 OCI

BifgRRA, HEOAMEH Always,

IfNotPresent NRIE BRI TSGR E A, NI&FERE. W
RAMEEHRIRAE, BlTFHESRIFRA.

Always N R IR, SR B R B R AT AR AN

Struct KREIMLHIRE, HISEIZSHMARNENFERAR, EELIESEF, Struct TREZIRERT
X HE., B, 7EBIAIESH, JavaScript astruct EHIARIEERT AR,

K 1.17. Struct
FE ESi] ik

fields map<string, Value> B AR (B RIBRET

PluginPhase #5155 A& #HBYT 152355 R EIET R

% 1.18. PluginPhase
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T sk

<empty> control plane REIEAIEHHIMLE, XBEMTILIE
SRUERRE, EIRMRAIE, NREEMRITHME
&, MAEHE PluginPhase,

AUTHN 1E Istio B0 Uk i s Bl A &

AUTHZ 1E Istio AT IELSH Istio BRIIIET s BiEARE
&,

STATS 1E Istio stats 11 E25H Istio ZAUT JE S/ IE A FEH.

1.19.3.1. & WasmPlugin ¥R

IRET LUE R WasmPlugin %R/5 F Red Hat OpenShift Service Mesh "B, 7EAfHI4, istio-system 2
Service Mesh control plane Wi B & FF, AT RAIGIE T — openid-connect i1E23%, ©RHIT
OpenlID Connect 3% ER F,

ff

L=
1. BIRBLUT AR -

S

plugin.yam| z=fl

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

2. AT SN A plugin.yaml 3TH :
I $ oc apply -f plugin.yaml

1.19.4. ServiceMeshExtension & 25 1% =\

ETAE B E WebAssembly BHF T iGH) .wasm XF, LIRERZRZ RS RHPH manifest.yaml 32
%, LAEENRSRFEERN BT BHR.
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TEQIEHHI WebAsembly §" RS, %A WasmPlugin APl, ServiceMeshExtension
API 7£ Red Hat OpenShift Service Mesh 4 2.2 FE.F A, F1E Red Hat OpenShift
Service Mesh iR~ 2.3 Al BR,

manifest.yaml

schemaVersion: 1

name: <your-extension>
description: <description>
version: 1.0.0

phase: PreAuthZ

priority: 100

module: extension.wasm

5 1.19. manifest.yml| S £

P Hah WE
schemaVersion BFEREMRA, BRiME—T XN HRIEFER,
BEMI(ERZ 1.

name B4, XN EERRAZTHIEA BRI EF
o

description BRI, XNFERARTHIEEBRPEERE
o

version "B EMARA, ENFERRAZRTHIERBRNREFE
.

phase T BRBIAHITI R, XN N HIEF .

priority T BRI LR, AN N IIEFER,

module REBNXHERZH root B XN NIIEFER,

WebAssembly #HHIAEXT BE 1R,

1.19.5. ServiceMeshExtension &%

ServiceMeshExtension AP| 124t 7 13 WebAssembly 11825 B Istio {SIRIRHBITHRERIN G, ZRE
WebAssembly # &AW MR -

1. {EA1R M proxy-wasm API B SDK 4w B B, FIRFHESIFE WebAssembly &,

2. BefTadadskTd.
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TEQIEHHI WebAsembly §" RS, %A WasmPlugin APl, ServiceMeshExtension
API 7£ Red Hat OpenShift Service Mesh k4 2.2 FE.F A, 7& Red Hat OpenShift
Service Mesh iR~ 2.3 Al BR,

3 1.20. ServiceMeshExtension P &%
T gk

metadata.namespace ServiceMeshExtension /&1
metadata.namespace T EBRFHIIE L - IR5
Control Plane #p & ZZ[AI#8%, 7 RN FAE Service
Mesh #5 workloadSelector & ILEHIFA TE
i, HEPFBRETHM Mesh B ZEAIN, BREM
FE—an 2 R TR 3,

spec.workloadSelector spec.workloadSelector FE&HIiE L 5 Istio
Gateway iR #J spec.selector FEX R, TR
EBH Pod RSB T M3, MREEEE
workloadSelector 1B, ¥ E{3N ARl &2 H PR

AT TR

spec.config XR—MEMEFER, MBEBRAT KA, Hib A
RTIEERENT BA.

spec.image ERgE) BHEARHNESRHEEK URL

spec.phase ZI ERARIEINA Istio ZHEE, MSMEIE. AT

R, RELIESREPNT BEEHEA. BRE
9 1 PreAuthN, PostAuthN. PreAuthZ,
PostAuthZ. PreStats, PostStats, LFERERIANY"
&1 manifest.yaml XX BERI(E, ERILIHKA
P&,

spec.priority MR FEHFHER spec.phase [EHZ N RN AEIR
—TYEf#ESEH, ] spec.priority fE & R E TR
F. MENERNT RISEENIT. XAVFHEERE
B9 R, LLFEBIANT E&H manifest.yaml St
hiZEBME, BTLUER B,

1.19.5.1. #BZ ServiceMeshExtension &

& AT LU{E A ServiceMeshExtension %R/5 A Red Hat OpenShift Service Mesh ¥ ., 7E&fI9, istio-
system 2 Service Mesh control plane T B F £ #R,

p= =1
TEQERHHI WebAsembly §" RS, %A WasmPlugin APl, ServiceMeshExtension

API 1£ Red Hat OpenShift Service Mesh bk A& 2.2 B3, F1E Red Hat OpenShift
" Service Mesh ffRZ 2.3 iRk,
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BRHEA Rust SDK H2BIFTERA, HE LMD IESR, I2—NEHENLES, E2F—1TmE1
PRELMEINEI HTTP ma AR, HZAFFEMY EH config SFEHIRER, 1HS LT B AR B9RBIE
%O

ff

L=

S

1. BIRBLUTF AR -

ServiceMeshExtension ¥i& extension.yaml <l

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.1
phase: PostAuthZ
priority: 100

2. FERALT SR extension.yaml ST :

I $ oc apply -f <extension>.yaml

1.19.6. M ServiceMeshExtension 3% WasmPlugin %5
ServiceMeshExtension API| 7£ Red Hat OpenShift Service Mesh fift& 2.2 F 8%, £ Red Hat
OpenShift Service Mesh k7 2.3 AfiflfR, WNR{EFA ServiceMeshExtension API, NI E#E|
WasmPlugin API DA4kZE{E R WebAssembly §7 &,
AP| JEEMRL, THRBM NS HAEANK :

1. EmAEIIEG X FHERERITE,

2. Q2B AEHFNARHIRE WasmPlugin 5R.

1.19.6.1. API EBEX
## WasmPlugin APl 5 ServiceMeshExtension £{i{, {BE—%X |, 5| R2EFERATT

£ 1.21. ServiceMeshExtensions #l WasmPluginZ [H] i B 254t

ServiceMeshExtension WasmPlugin

spec.config spec.pluginConfig

spec.workloadSelector spec.selector
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% 13 SERVICE MESH 2.X

ServiceMeshExtension WasmPlugin

spec.image spec.url
spec.phase B (H : PreAuthN, PostAuthN, spec.phase H{H : <empty>. AUTHN,
PreAuthZ, PostAuthZ. PreStats. PostStats AUTHZ, STATS

LT 2in{a$$ ServiceMeshExtension #5551 WasmPlugin 55RERHB,

ServiceMeshExtension %i&

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.2
phase: PostAuthZ
priority: 100

$H WasmPlugin FiREFRF LM ServiceMeshExtension

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: header-append
namespace: istio-system
spec:
selector:
matchLabels:
app: httpbin
url: oci://quay.io/maistra-dev/header-append-filter:2.2
phase: STATS
pluginConfig:
first-header: some-value
another-header: another-value

1.19.6.2. R HHEEEN
## WasmPlugin 235718 X 5 ServiceMeshExtensions K, EXF/0TF :

e ServiceMeshExtension B2 E A HEAE R X REHIIR B X F 45 manifest.yaml BI5TEIE
X4, WasmPlugin 2B A THEE manifest.yaml X4,

N B N ZL I W TUE St W Sy N DA S S S R Y R R SRR SN - - —_ o~
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® .wasm X1 CKPrTEIF) LABIARERAMXIFY, MAKIIEmH Y pluginwasm, H
FRBXHRIMRE TP,

1.19.6.3. 5 # % WasmPlugin FTiR

E ¥ WebAsembly M ServiceMeshExtension AP| 72 F| WasmPlugin API, EaLIE & IENE
3T,

AR

e ServiceMeshControlPlane #Z: %l 2.2 S{E &SR A,

it
. BN AEGR. REHCESEAM /pluginwasm F, NIPFET—4, MREE :
a. MAREHXHEN pluginwasm, EEZRT EBXHm%EH plugin.wasm,
b. ARG STHALT root (/) B, BRI BXHFHER S XHREBIREFXH,
c. BNIBRBRRFHRIFTHIELIIRR registry.

2. [HpR ServiceMeshExtension %R, F0/E— WasmPlugin RS BEMENFH AR
%o

1.20. OPENSHIFT SERVICE MESH 4| & &4

OpenShift Service Mesh Console (OSSMC) {42 OpenShift Container Platform Web 1£#| & 81 E,
AL T fRIKBY Service Mesh, &% OSSMC &4 /E, web ZHI & A MM SR A PIRE T —NH
Service Mesh EH £, LAKIBHINAE Workloads 1 Services $4I& TTEMET Service Mesh F1% 17,

BF

INRIEFRERBIE BB RN T AREE, NFEERENW S EEILT, RETED
7] OSSMC #&f, BEMEX—s, #A Kiali BRI FFRE(UI), FE& RN %28 HIE
:F;'o

1.20.1. < F OpenShift Service Mesh ¥ & 4

OpenShift Service Mesh Console (OSSMC) {42 OpenShift Container Platform Web 1£#|& 81 E,
AILEIR T fR 8B Service Mesh,

DIk

H
[=]

OSSMC $B# Rz AN Kiali 525, 274 Kiali SBIELE 3 R 117 OpenShift TiB
BT, AT AR RS, B2, REEVEA Kiali 521,

BRBELLITHM AR Z—%%& OSSMC i : B OpenShift Container Platform Web 12 & 2k
CLlI,
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% 13 SERVICE MESH 2.X

OSSMC #ffE R7E Service Mesh 2.5 S{E S kRA L3, Bk
Vi, ServiceMeshControlPlane fRZA XX E N 2.5 HE =R A

L% OSSMC flEE & 1E OpenShift Container Platform Web #4614 S F G2 — N #8928 57 Service

Mesh,

= Service Mesh &F& :
Overview PR, TRANREKRMEHHEEEBE

Graph BT /LSRRG B T BIRIMIE, 80T RER—1IHBEY, BN IGHKEKR—
BT AR BRER

Istio config AT MIEHHFTA Istio EEX SR, EFEa—15, BRHT—PMRETEESD
HRREREAN

1£ Workloads T, OSSMC #E&HRINT —1NE S LU THRER Service Mesh 1£TiF :

Overview FiEIFFIRMATIE T/E MR, SIFAMIIARINE T RATA A H IS8T &
BT EfRE

Traffic FETI~ BRE XA AWBMBIERES THEMEBNER.
Logs Fiii+ R TEMERBHAE

o AL —NAXNEERRBE, RAENFBEF, XBENTF T # Envoy sidecar
B HE NS TIEAENNBREFBEREX,

o ALUFABESEHEERN, REARITFEEFMLHEN N TF trace span,

Metrics FiEIR AN BB F I+ BR A TS HILHE R T, b BRATE TR EdE
bR, NSRBI B BRI LA

o RIS ABIESERESEN, RITFEEESIBITRAN ZER span, mEFHE span ITiEkRE
B 52 A & X B R ESE

trace IRt T —1MEIR, ERBITLEENFIZUNER trace SEF,

o = bubble SEAZIIXLE trace span B ; trace span B LUNIREI T i # N AR R IR BN
AREMER, FEDEEMERIG, RERFSUEPREHBFANER, SF
heatmaps, BiTHERHET — N ESE—FHERAEMIERNEERNEE,

o MRMEEIFEEEAEFNATIKRLE, NITERRSEH—EXTFETHENFHAER,

Envoy FitTiR1Z#EH X Envoy sidecar EBEME R, HIEFERANT # sidecar BLEN, XIEH
AR, bimERE R,

£ Networking F, OSSMC #H#HERS HIM—1 Service Mesh i£T£, F&E Overview, Traffic,
Inbound Metrics, and Traces FI1% 1, ©115 Workloads A HIFHR% 11 R 1AL,

1.20.2. {# [ OpenShift Container Platform Web 2l & %% OpenShift Service Mesh
el oL

IR B LAME R OpenShift Container Platform Web #2#l5 % % OpenShift Service Mesh Console (OSSMC)

.
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FRFM

it

o B &% OpenShift Container Platform,
o BEZRIEMH Red Hat 1.73 148 Kiali Operator,
e LT Red Hat OpenShift Service Mesh (OSSM),

e B2 %% ServiceMeshControlPlane 2.5 & 5 ik A,

1. # A Installed Operators,
2. = Kiali Operator provided by Red Hat,
3. £ Red Hat OpenShift Service Mesh 1/l L 5= Create S,

4. {#FH Create OSSMConsole X ¥ 3|3 OSSMConsole B E X IR (CR) #IZL4I,

e Name #1 Version 2 WEFER,

Version F &5 Kiali CR AR spec.version FEILEL,

5. = Create,

6. iR[EZE] OpenShift Container Platform Web 3£l &, F#E B HETHE A Service Mesh,

1.20.3. {fF CLI % OpenShift Service Mesh 6l & ff#E

IRATLAMER CLI &3 OpenShift Service Mesh ##llE& (OSSMC) #&4F, A& OpenShift Container

Platform Web #1858,

FoRFEH

it =

220

o B &% OpenShift Container Platforms
o B ZRIEMH Red Hat 1.73 1248 Kiali Operator,
e LT Red Hat OpenShift Service Mesh (OSSM),

e B %%k ServiceMeshControlPlane (SMCP) 2.5 S & = kiR A&,

1. B —1/\89 OSSMConsole B L FIR (CR) K1&7R Operator REE4HH -

cat <<EOM | oc apply -f -
apiVersion: kiali.io/vialphat
kind: OSSMConsole
metadata:



% 13 SERVICE MESH 2.X

namespace: openshift-operators
name: ossmconsole
EOM

AR
A T VORERE EI 02 OSSMConsole CR R — &4 22/,

2. i A OpenShift Container Platform Web #2#I&

3. R E D, LIEEHE OSSMC fhf 3 Hik
1.20.4. £/ OpenShift Container Platform Web %! & E1%; OpenShift Service Mesh
PH A

&7 LA A OpenShift Container Platform Web 2l & #1%; OpenShift Service Mesh Console (OSSMC)
&,

£ AZ| Installed Operators - Operator details,
2. % OpenShift Service Mesh Console T+,

3. IR A Delete OSSMConsole,

SR E @A ENELLIBIR MM Kiali Operator, BB 5 EIH OSSMC #&F, ARFENH
Operator, HIREMER OSSMConsole CR #fflIpRATEIE: Operator, A BERMEMIFRIZ
CR REMEZZH], MRLEXMER, BT FoNHbR CR LRSS, FREMRERE
R ZEE, EATLMEMA : $ oc patch ossmconsoles <CR name> -n <CR namespace> -
p '{"metadata":{"finalizers": []}}' --type=merge.

1.20.5. {1 CLI 1% OpenShift Service Mesh il & ff#E

&\ LUE F OpenShift CLI (oc)E1%E; OpenShift Service Mesh Console (OSSMC)##{4.

Py =
1. 21T TS MR OSSMC B & L HR(CR) :
I oc delete ossmconsoles <custom_resource_name> -N <custom_resource_namespace>
2. ITL T a4, RIERRAE CR EMARAE & Z2 A Rk :

for r in $(oc get ossmconsoles --ignore-not-found=true --all-namespaces -o custom-
columns=NS:.metadata.namespace,N:.metadata.name --no-headers | sed 's/ */:/g'); do oc
delete ossmconsoles -n $(echo $r|cut -d: -f1) $(echo $r|cut -d: -f2); done

1.20.6. HL ¥R
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® spec.kialiserviceNamespace

1.21. {1/ 3SCALE WEBASSEMBLY &k

==
threescale-wasm-auth #57E 3scale API B 2.11 FHE S A S Red Hat OpenShift
Service Mesh 2.1.0 S & =R ALK IZ 1T,
threescale-wasm-auth 52— WebAssembly &5, ©FER—HEO, N A THHIEDOAB).
X Proxy-WASM #ISETE X, IKBh=EHE ABI BIEMEE, LUETREWERIN HTTP 1R 3scale,

1875 ABI FISE, Proxy-WASM T X #& 7 host WS — M and B BFSI BER/ZFANRZE, £
MR F—HABERABFHITESBIRS, FBIHATLEREIFRK,

FHIFER WebAsembly UMK, SEEHITRE, KEHHNHTTP RIHE,
BEAGSARHRIBEZT, RT EEEUNLIZITHIE ST Proxy-WASM 15EH] ABI fRSH, iXEH
R BEMNELAE  TEREUBRBE YMARSEUNMMENIITRE, X EIRM T —MiT
HERANSERIESEEGHNASNERE,
1.211. B M
threescale-wasm-auth 1% T N5 Proxy-WASM ABI FSEHIFR B SLESE 2 R R, Am, W REZETT
2ENKFEES Envoy REAREBESFE A,
1.21.2. {FAE NI R
HTHEBEESMET, TLUSILEIEE N 5 MILTF Service Mesh B Proxy-WASM X IBLL & 3scale Istio
BB S FER,
1.21.3. R &

o HEHUERTFA XN 3scale itA, 1BTERIRSSECE HFEM OpenlD i###Z(OIDC) B (BE

3scale 2NN X EEIRA)

1.21.4. fit & threescale-wasm-auth &R

OpenShift Container Platform RIS E IR 51 7] LUED & threescale-wasm-auth &5, &N BEREFZ
PEEIE O (ABD) AL HTTP 153K #1T 3scale API B, ABI E XL ENMERZANRE, NFEHRS,
FARVTFEFERER O EBREF K,

1.21.4.1. WasmPlugin API § &

Service Mesh 12t 7T — 1B EXFIRE X, BTN sidecar KE (#y WasmPlugin ) 8EFH LA
Proxy-WASM #" &, Service Mesh f§1tt B X RN FARIFR ZH M 3scale BIE HTTP API I T{Ef 35
AN

Ho

ME\EZER, BHEHBEE LHRE L

o
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https://www.envoyproxy.io
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% 13 SERVICE MESH 2.X

BCiE WebAssembly " BBRIR—MNFNdF2. LUEBATARAFRIHR NS 3scale R4
AR SSBC BRI 2 #.

ARG
o HFIER A BB Service Mesh £ & LB Kubernetes TE i & #1n % 28 4],

o R — 3scale MK, 1ES M SaaS = 3scale 2.11 On-Premises, HHE X T FEEHIAR
S0 XN IR TR,

o HNRIETE info an & 22 (A PSRN FA Bl <product_page> #BR55, 1HE M Bookinfo N T2
o

o LUTFRfI=Z threescale-wasm-auth #&EHRE H E L FIRHI YAML 88X, ARFIIEHZ Service
Mesh By L5 Maistra ik Z< WasmPlugin API, &7 BAERE threescale-wasm-auth &3k
BB ZEE, MUR—MNEFSERIMAEREN AN ARFES -

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:
selector:
labels:
app: <product_page>
pluginConfig: <yaml_configuration>
url: oci://reqgistry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
phase: AUTHZ
priority: 100

Q namespace,
@ s
e spec.pluginConfig FEREUR FEREE, BEEBRELAFER, XN REIER
<yaml_configuration> SG{IRFE. &7 LUEA B E R EIRIE .

o spec.pluginConfig FEXE N ARRFMR. A EMFERTIZEE LFIRNEZ DL FE
F1E, Bl -

m url : (UEERBHHT AR A BRI LR B ek,

m phase : FREHERESR, FEHEEREEETRBSTHREMRAMENERA, N%I0E
OpenlD Connect(OIDC)4 F4.

e 7f spec.pluginConfig M1 RBE L HRPEE 7TELGE, £ ocapply i SNATE :

I $ oc apply -f threescale-wasm-auth-info.yaml

Hth B

® M ServiceMeshExtension i¥#% %] WasmPlugin %R
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https://www.3scale.net/signup
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.11/html-single/installing_3scale/index#install-threescale-on-openshift-guide
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o HiEX

X

TR

=i

1.21.5. N/ FH 3scale #&B ServiceEntry X &

Zil threescale-wasm-auth =R IE G 3scale BIIER, ZERUITERGS A 3scale fRS5. EATLLR
1t N FA 4 EB ServiceEntry X RFNATF TLS BLBERIXT N H) DestinationRule %f &3k 1E Red Hat OpenShift

Service Mesh AT #R/E, LUER HTTPS 1%,

BE L HHR(CRYIXEBRS ZBEMBMIHIN], LUEM Service Mesh W22 1)j[7] 3scale $#£&(SaaS), ATF
RSELE API FITK B2 API BRI RS 4HE. Service Management AP EINEMNME RKHIRIUR S E

W, TRPEE AP HIEHIRS IR AP BB IXE,

ff

L=

S

1. WEEE¥RIE 3scale FTEE RGN LT 4EF ServiceEntry CR #148%89 DestinationRule CR :

a. ¥ ServiceEntry CR /104 service-entry-threescale-saas-backend.yml #3244 :

ServiceEntry CR

apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-backend
spec:
hosts:
- su1.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

b. ¥ DestinationRule CR NZI4 5 destination-rule-threescale-saas-backend.yml #J3Z

% :

DestinationRule CR

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-backend
spec:
host: su1.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: su1.3scale.net

c. IBITLLT M4, 7 3scale HEEimN A FRFHER ServiceEntry CR :

I $ oc apply -f service-entry-threescale-saas-backend.ymi
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https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources

% 13 SERVICE MESH 2.X

d. IZ1TLL T4, 7 3scale Hosted fgim i FAF R 1F 48 DestinationRule CR :

I $ oc apply -f destination-rule-threescale-saas-backend.yml

2. WEEEHIH 3scale TEEMRG N LU T 4S8 ServiceEntry CR #1#8%# DestinationRule CR :

a. ¥ ServiceEntry CR 7x1N%I4 ) service-entry-threescale-saas-system.yml #9344 :

ServiceEntry CR

apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-system
spec:
hosts:
- multitenant.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

b. J¥ DestinationRule CR &/NZI4 5 destination-rule-threescale-saas-system.yml #93¢
% :

DestinationRule CR

apiVersion: networking.istio.io/v1ibetat
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-system
spec:
host: multitenant.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: multitenant.3scale.net

c. IBfTLATFa®, 5 3scale BE RGN AFHRFHNER ServiceEntry CR :

I $ oc apply -f service-entry-threescale-saas-system.yml

d. iB1TLLTF @4, N 3scale Hosted 24N A FH R F 428 DestinationRule CR :

I $ oc apply -f <destination-rule-threescale-saas-system.yml>

HE, BEALIEBE— P mesh 3scale IRS5. BERZE in-mesh 3scale fRSS, 5@t EBE 3scale FiFETIERE
FHEW CR FIRSHME,

Hi 5w
o RSB BB
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1.21.6. 3scale WebAssembly #HLEZ &
WasmPlugin B E X FRMAEIRA T Proxy-WASM = M A SEEESE.,

% spec BRAEMNA, FH Proxy-WASM &R IZEY, &%, ECERAZEMITERRE JSON XHE,
{8 WasmPlugin B5R =T LU spec [EfFFE ) YAML, FRRFEELHL ) JSON LIt R A,

INREIEMIIER AP FERA Proxy-WASM &3k, N4Ji{ER JSON X BEEE. FEA JSON BRAELK
ETE host BB HRIBEZEMAL LASIH, 0 Envoy, H&EF WebAssembly 5 WasmPlugin
FRBRMERN, BEXA YAMLER, EXMERT, TRNEREREFIERIRERL JSON RRiF12
W 2 R sidecar BB B0 T o

BF

EnvoyFilter BE X IR B2 M API, HEIATIIE 3scale Istio 3&ACax5X Service Mesh
MRAFRFER, FEIUER EnvoyFilter BE X HR, £ WasmPlugin API iR 2
EnvoyFilter BE X %R, MREZEHEA EnvoyFilter BE X EHR, NIAZILL JSON &R
18 7E spec.

1.21.6.1. Bidi& 3scale WebAssembly £tk
3scale WebAssembly #IRER B HIZRIIEN R T 3scale Bk FIIRAUIRSS, WUREBIIEMARSSHIR,
AR &M
EFRARIEH, TRARMEBE—HSELIEFE
o %fF 3scale 1k FIRAARSS : backend-listener URL,
o ENIEMIRSIIEK : BRSS ID MMED—NERERFEURER S E,

o TG EI4IE userkey. LUK A appkey ¥ appid, L& OpenlD Connect(OIDC)EXHIR
{§|Jo

o WebAssembly BHE RS SRERIEENILE, P, MEMEREARARSIIRE,
CIHAAER, BE 3scale BIEI PR HAOBETAL, HA8 WasmPlugin ¥R 4
spec.pluginConfig YAML & B7%E7E.

1.21.6.2. 3scale WebAssembly 3t api %}

3scale WebAssembly #3RE api T2l 7 88 & VAR 22 (6 IS B R AN

% "
o . api W R A FEEH A ZIRHHIRA R T 3scale WebAssembly &R TTIEIE BIE1T,
api TR F R R R pI

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:
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pluginConfig:
api: v1
#...

api REEVEENHRE, B—EZHNER vl, BRFSLUIRERSUAFTERSHEA v1 WRRTE
AL IREZ BTN B E BT RNE.

1.21.6.3. 3scale WebAssembly #HREIx &

system THZ0 R¥8 E QAT 1A (] 45 TEMK 77 B9 3scale K& IR APl, upstream FEE X REREEHEL
4y, upstream WREAES, BREIUGEAE, BRIEEEH 3scale WebAssembly #ERIR it 52 £ ST
B, MRETBIRME 3scale BY system HEBIERE, MELIETR — %L,

LIRTE system W RZAREHTHENRE, BHEERENRIBLMTE,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
system:
name: <saas_porta>
upstream: <object>
token: <my_account_token>
ttl: 300
#...

5 1.22. system X RFE%

£ Tk W

name 3scale RSGSMITMAR, BREEAERE  HE
GEOE]D::

upstream BRI L EN RS =
2. upstream {Z 3scale Mk
B API £, A system,

token BHIZEIBRH 3scale N AjIA] =
ThE,

ttl EETUREGTEZ AT, FMIEEE  EE

HRRINEE N N ERNR DR
. Rilh6e00# (1049

) . R RAERKNE, BESR
BESTELL TTL apsaps 2 G &2
i (] B AR BT BE B

1.21.6.4. 3scale WebAssembly &3 _EiExf 5
upstream X KRB IE AT LU E AT BB AR E .
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apiVersion: maistra.io/v1

upstream:
name: outbound|443||multitenant.3scale.net
url: "https://myaccount-admin.3scale.net/"
timeout: 5000

#...

5 1.23. upstream X R

4

#

B sk

name name T2 BHABANITATT. € =
EAMENMILAR, MAEEE
RTE . A FiRiz Envoy B
&, CRRHFE—NEEHNETT,
EHMAESH LI EiF
(upstream) . & : XMFE&
BY1E, &N Service Mesh #
3scale Istio S&HE 2% control plane
BIBEABENENZNFEL R
R RE B LM, W TFIE
B, IR R
3 : outbound|<port>||
<hostname>,

url FF 15 A PRk AR 25 B9 55 28 URL,
FRIEW A RS, BNEXNIE
4 TCP O,

il

Timeout (&) B E] (ZF) , BEGmN H]
R T e 7 ] B 2 SR A A B
%o MAIAE 1000 #,

o
b

1.21.6.5. 3scale WebAssembly 3 Fix &R

backend T4 % & 45 E 401517 3scale Service Management API SEIRINFIIR &S HTTP &K, RS H
3scale B Backend “H{E1R 1,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
backend:
name: backend
upstream: <object>
#...

# 1.24.backend X &R FEE
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£ Tk W
name 3scale BEImMIFLIARE, BRERBEE  LE
LB,
upstream ERRWMGENFFAER. X B. REENNEFE.

W51 A 3scale Tk P& APl
#, ENEmRE:,

1.21.6.6. 3scale WebAssembly BH RS X &
services [44SR 18 € H module B94E & 5L 451 40 BRI LE AR 5 PR 7T
BTk EBZ MRS, BRiiEELIEMLRS, RRVEERFESMNMEERS.

services FIRENEN, ERUWNEVEE—NIRSHIENE, FAFEH,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- id: "2555417834789"
token: service_token
authorities:
- ".app"
-0.0.0.0
-"0.0.0.0:8443"
credentials: <object>
mapping_rules: <object>
#...

services U H P HFN TR K 3scale RS-
3K 1.25. services X RFE%

4

#

B sk

ID Itt 3scale IRGSHIPRIRTE, BENER £
BEHLBIA,
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£ fed W

token Itt token BT LATE & B9 % 58 A A AR IR
SHREBEBHIRE, thaTLER
LUF curl @S MRERRE :

curl
https://<system_host>/admin
/api/services/<service_id>/pr
oxy/configs/production/lates
t.json?access_token=
<access_token>" | jq
'.proxy_config.content.backe
nd_authentication_value

authorities — NFERFBEHE, EINFEFELR
B ICEH URL WO B114), 1XLE
FREESIHESMMS(HH
(A5 (?) AL 2SR glob 23K,

il

credentials ENEEFNEMEEHRNERERN
R,

il

b

mapping_rules KREaPIRFFINIFD 3scale 5 i
ER—HIT R,

1.21.6.7. 3scale WebAssembly BHUEIET R
credentials X5 2 service AR, credentials f§EEEHAEIFRE, URHITIZRIENSTE,

FREFERENEE, BELTNEDEE— user_key =X app_id. IEEBNEEMINFLXEE, EH
EHERTERT, [UEEESNEIERN—EH,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- credentials:
user_key: <array_of lookup_queries>
app_id: <array_of_lookup_queries>
app_key: <array_of_lookup_queries>
#...

£ 1.26. credentials ¥ R
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£ sk DS
user_key XR—HEW, BATFENL 3scale prin
RFR®H, BFRBHBEMN AP
i,
app_id XR—HEW, BATFENL 3scale il

RNRTRRRF. NARFEMARTS
3scale 1&ft, fEMA Red Hat
Single Sign-On (RH-SS0) 5
OpenlD Connect(OIDC)ZE 5 171R
M2 RIZH. HOEENERE
R (RERIHFETH A
H) , BRKEapp_id#
app_key.

app_key X —HATFE XL 3scale N AR s
BE R, A RTE app_id B95
ARFBRHRTAN, RLMERE
7E app_id If#5E thFER,

b

1.21.6.8. 3scale WebAssembly & & # 7 if)

lookup query X2 credentials X[ R F{ERIFEMN—E80. ©IEEMNAIEKRMTGIES EEIEFEE, 1T
fhzE, RMBITERERE—1HZME. KBRS REKRE & B REERE,

lookup queries BIEUZETEIR T — MIREBHR KR : BB EP - EBRELIHEERARKER, F
HESKEDREIEEEILRE, HHPMENTHRERIL,

lookup queries HENFE (—NEXNR) A, BAUREZNEREEZ—, ESLLLITRA :

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- credentials:
user_key:
- <source_type>: <object>
- <source_type>: <object>

#...
app_id:
- <source_type>: <object>
#...
app_key:
- <source_type>: <object>
#...
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1.21.6.9. 3scale WebAssembly #HEEY &

source X RIENE{A credentials X RFERHHRIEN—E O EE, NRFERLM, F1H source RKE
RIJUTEER—:

o header : EIHE I HTTP 1 KR 1E 5 Ao
e query_string : lookup query U URL &l FRESEE NI A,
o filter : lookup query WU IERR TTEIRIE N HI A,

i source R REVEBUTHNFE :

7 1.27. source KB RF B

e ik WE
keys —PNFREHE, FEXNN—D =
key, BIFHAKIBERHKEIME
EO
ops AT 4T key T PCEe AR A 21 i =1

H, ZHHRBREET—MREL
BRI AFERETHNEE, R
operation TERE—MIHES
W74 lookup query K,
BAERNEEINFRE T I,

filter FEXZMMEAFER path KB, BT ETATEREENTHREPIBEE,

Y key SHi ABIELER, TRIHEERNEYS, MERBIEESRLIHITEENEE (ops) , 4
REFE. MFRAEE ops, NHREITE key H4ERE (BH) o

Operations 12t 7 —#MAX, AFEEE—NERER key ENHIAIBER LRGN, HBBER
e, RISFIETS BN, 1E A Operations, BEIFREKRRNES KHBMERKHRD Turing-

completeness,

1Z1% operations HiHEOHERL, TR, lookup query @it EHEIL M ERER O B E S ERTR, EFRTUET
ERERNE,

1.21.6.10. 3scale WebAssembly EH g VEXT &
B T4 E source type B ops #HAHENTHRERZ operation R, B LA FEEH B ESHUITIE,
FAF LR ROFER L T2 operation KB HIZFR, (EI{EERE operation F9S#1, RILAREEMINIR, I
m, HEFEME. FIRIFRBHIRE,
K%%f operation #55—PNHENHA, FE—IHZNMH. SEITDERERASRERBEN, S5
— X - BIEERNENMESMMERFHEE, SUEREM source ILEL. © 1 14 H B ERFHEXET]
M, HAth operations & BFEANEXRNHILE T EFRNRFERN, BEREHEHER,

==

SRR, T—SHREME, BN EDES app_id. app_key =k user_key, EXE#f
HRHESRE,
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BT EH operations £ :

decode : @it RIS RLHEIAE, ERHREFRNE,
e string : XEUCFERFREENGA, FNFRBHITEHRIKE,
e stack : EfIEIEIARN—EE, FATS ML, DURMERFEELBHLEE,
e check : XFEBTLUSARIFANS L E—HEFNEM,
e control : B IHUTARHERUTALREVIRIE,
e format : EMTHIANEMRFELSN, FEEPERIE,
A RSB ZIITARTUF R RIEE,

Hith 5w
o TR

1.21.6.11. 3scale WebAssembly 3 mapping_rules X%

mapping_rules X% E service X RHI—E. BIEE—4H REST BBEFENFMEX 3scale 85, FHIEE
X IEECH 5 E 2 5 A R0 %L,

IR system TS RAFHIRECISEE, NEBLE, MENRE system KB AR, TE%
& mapping_rules X,

mapping_rules 2 — MU R, ZEBHMNENTHREZ mapping_rule TR, £ AIERK LI ERITE
BREFHLNIR ML T —2H 3scale methods, BT #ZINFME APIManager fiits, HZANIEEHNFERERDN

methods F5f, i 3scale BFf 2B —1" deltas BYE45, 10, wNREAHNER deltas 151 3 ¥ Hits A
SEINPE R, TR ZE 3scale B9 Hits B9 — 55 B/ delta 7 4.

1.21.6.12. 3scale WebAssembly 5t mapping_rule %4
mapping_rule % &2 mapping_rules X & REEHB—ERD,
mapping_rule S RFEIEELUTER :
o EMLEH HTTP 5K %,
o [TEZERRHIRT.
o EREM 3scale HEUREREWHRE., BEFERIINFERE T IH A,

5 1.28. mapping_rule X R

4

#

B sk

hk EBERK HTTP iH KA ENF R =
B, W verb, EXNESER
B HTTP AiE&Mfz — i, FX
DRNE, (EATFEER AR A
{Ho
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4

1)

£ sk

pattern 5 HTTP 153KM URI BR R4 ITER
RN, HEXEES 3scale A
ILEMERIEE. BRIFERAKXE
5 (I {this}) ZFMNERFRF
NEAEER (FRES()F
RF) o

]

usages usage FfR7IFR, HHNITE
i, FrETH A H deltas H75EED
SIINE% 3% E] 3scale F9753%7
xR, LUFTENRES.

il

ERLUTEFEER A usages *f
®

e name: EREM
method %% 4,

o delta: method #2NH9%K

=,

last LIS AN RS, BENELE AR /RE. BINMED false
AL L BRESALI

LU R F 3scale RAERZIAIINE ZRE5H, BEbEii, 7E 3scale MiZTHAEMABEH A RZE
i, Fla0, Hits IEITAILE 2R, RLEFEMT 4 M, BAENGERPMmMERSEAHEL
#, FFAA 3scale Authrep API i s,

LUR R AR L ES AT A AL B9 E& 72 /products/1/sold B9 GET 15K,

mapping_rules GET i k<l

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
mapping_rules:
- method: GET
pattern: /
usages:
- name: hits
delta: 1
- method: GET
pattern: /products/
usages:
- name: products
delta: 1
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- method: ANY
pattern: /products/{id}/sold
usages:
- name: sales
delta: 1
- name: products
delta: 1
#...

i usages MRRMBEIERHITHIIE R P FH A E8IE 3scale, TR :
o fprh ]

o .
mi2n

°
H

[ ]
<Hr

il

HEE 1 1

1.21.7. EiE BB 3scale WebAssembly #&E 5 R4
G RE O AN BEES T, EI5KREMIRS PIKEE
LUF 2 credentials =5, &0 LUK HATERUARTEEEBBINEXK,

TALHAEAE], REYERES NRENRIECH lookup queries i, IRBIMFNETHITIT
ft, BEEIEHP—DHRIDEN L,

1.21.7.1. BEHFHFHE S API # (user_key)
LT RAIEE NFHESHHERA AT L P& user_key :

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin

metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>
#...

1.21.7.2. MR ID M1EH
LUFRBIFEE S IRL R app_key #1 app_id &1E.

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
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metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- query_string:
keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>
#...

1.21.7.3. Tk

1E3K7E authorization 172k &% app_id #1 app_key, MIREKEEDHHE T — MK ME, ERTLLHE
app_key,

IMRREHH T —PANHMA, MAERERRTEFGSE app_key.

authorization /1L EABINEEEEE, HIE%IG N Basebd, XEKKE, KA LURIN Z2EF R KIS
H, MEZ/NMad, RAREAESOFENPBRBRSEIE, i, NREERXFMER
app_id:app_key, NI#5kEEILLTRAI credential :

I aladdin:opensesame: Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1|
T AERNEIRCLFERET, TR

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator: " "
max: 2
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- length:
min: 2
- drop:
head: 1
- base64 _urlsafe
- split:
max: 2
app_key:
- header:
keys:
- app_key
#...

LL_ERFIREIEZE authorization F5k :

. CESFEFREHFBETERSE, KRETCEREEVERMA credential 25EH] credential & &,
SRIEZE % credential 282,

2. Rfg, eBUAEFMBEHENE-NME, HERES(O)FMHHTHY, FEEEF—1aE8
app_id FOIRVEHERL, SA/GRTY app_key (BEFTE) .

a. MRBARLPAREFTE app_key, NIFRRERFEIR, HlaAplHiEE app_key Bk,

3. Z[[ credentials {INZI4 54, F7F Basic 121, HA app_id 2 aladdin =% admin, sE{E
i app_id KEZEDH 8 NFER,

4. app_key ¥ aE—ME, HFEEDVEE 64 MNFER, WMTHIFAT :

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator:
max: 2
- length:
min: 2
- reverse
- glob:
- Basic
- drop:
tail: 1
- base64 _urlsafe
- split:
max: 2
- test:
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if:
length:
min: 2
then:
- strlen:
max: 63
-or:
- strlen:
min: 1
- drop:
tail: 1
- assert:
- and:
- reverse
- or:
- strlen:
min: 8
- glob:
- aladdin
- admin
#...

5. #EEY authorization 7k fHfE, &7 LUE B KHEMRINEN Basic credential 258!, {fRAINE
TETIER,

6. EH LZTEELE, BIFEEFEESEEADNSEE, TIPRESHRESHN app_id, £08
RIS TNERHY app_key.

7. 247 Wk - IR ENME, FRTEIKE app_key.
a. HREFEKENT 1863 2IH, ©1Fapp_id #1 app_key, MRBFAMWKE NS, NIFHE
EF, HEAEEFHA—FAE, MRIABF—1 app_id B%%5 app_key, NIERDHIEH M9
2 FRRI AP B B
assert, RE—MRERTEFECHAMREERER, ABER LIS
1. EUEIMHERS, & app_id A1 FIHER,
a. TWERBEE app_key, I HELAIHA{R app_id 4 F I,

2. {£/ and N AR BHEBIRE.
REERUTTREMZ—

o MR app_id WFREKEED NS,

o ff{R app_id 5 aladdin =% admin [CEZ,

1.21.7.4. OpenID Connect(OIDC) Al

%I F Service Mesh # 3scale Istio 5&fc sy, E/IERE —/ RequestAuthentication, #1THIFTR, EA
8B ST E3UEH jwtRules:

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:

name: jwt-example
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namespace: info
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs

I F3 RequestAuthentication f, EXFRAFEEHGEE Envoy LAAIE JWT ©8, RIEBRTZITESR
AIIEFIE NS, HEIERKTEIEREBAR S E %L X E 3scale WebAssembly #E 3k,

ROk JWT SRR, IEBERERIEHEERBITHRESRP, ERIVATHEGNEFRRE, &3 XA
B, &R LGB B ERMBE RN — KB RERLEIIN R,

OIDC HJ 3scale app_id 5 OAuth client_id Lfg, XA 7 JWT THE8) azp 3% aud FEXHILE,

M Envoy HIR4E JWT S48 1ET E2RIKEX app_id FE&, 1ESHLAT RO

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- filter:
path:
- envoy.filters.http.jwt_authn
-"o"
keys:
-azp
- aud
ops:
- take:
head: 1
#...

BB TSRS filter JREEUM Envoy#3 ERY JWT SR KIER & 3H M4 rh & 30 R0 8283 TR, 1t
BHaE JWT S, FHEFRANFENTERERMBEIN RI—EBD. FA 0 18 E G Oh R A
%EO
ERER—NEN, BERTUTRANTE

e azp : ¥EF app_id HI(E,

e aud: A LUILEIXME RRIE,

ZBREABRENRE - DNMEHTOER.
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1.21.7.5. MFrk ARk E JWT 5h%
— LS BRREER JWT SHEMNEIERE, BikshEn@ it JSON &R IFRL 1 [A] th &SR,

EIK18 app_id, 1ES LT RA

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin

metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- X-jwt-payload
ops:
- base64 _urlsafe
- json:
- keys:
- azp
- aud
- take:
head: 1
#.

1.21.8. 3scale WebAssembly & &/ TEEZE

LUF 2 3scale WebAssembly & iz /N TEECERIRA : I UEFIFHIGLHAS, FHRECUEEFRE
CHEE,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
url: oci://reqgistry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
imagePullSecret: <optional_pull_secret_resource>
phase: AUTHZ
priority: 100
selector:
labels:
app: <product_page>
pluginConfig:
api: v1
system:
name: <system_name>
upstream:
name: outbound|443||multitenant.3scale.net
url: https://istiodevel-admin.3scale.net/
timeout: 5000
token: <token>

240



% 13 SERVICE MESH 2.X

backend:
name: <backend _name>
upstream:
name: outbound|443||sui.3scale.net
url: https://sui.3scale.net/
timeout: 5000
extensions:
- no_body
services:
- id: '2555417834780'
authorities:
credentials:
user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>
app_id:
- query_string:
keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>

1.22. {8 3SCALE ISTIO &R 2

3scale Istio SEECSR B — N AIEEALES, RIFETE Red Hat OpenShift Service Mesh HHRiTIZ1THIARSS,
FHIF1ZIR555 3scale API BEIRfRR A REMK. Red Hat OpenShift Service Mesh A& B 1Z5EHE 25

BF

& HBETE Red Hat OpenShift Service Mesh k7 2.0 LA T A{EF 3scale Istio & E2 8.
Mixer tHEETERRA 2.0 HEFH, FIEMRA 2.1 Bk, XF Red Hat OpenShift Service
Mesh 2.1.0 R Z EHIRRA, EN1ZHEA 3scale WebAsembly &5k,

INRE(FEF 3scale Istio 3EHt2s/5 A 3scale FiR%EF, HJE A Mixer SRE&EH Mixer &
M, ESREBZE Red Hat OpenShift Service Mesh control plane

1.22.1. ¥ 3scale 5&f2235 Red Hat OpenShift Service Mesh &%
0] LU A X L TR B SR BS B X {8 A 3scale Istio &R as HIAR 55 HI1E Ko

SeRFMH
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Red Hat OpenShift Service Mesh k7 2.x

—NER 3scale k7 (SaaS 3% 3scale 2.9 On-Premises)
EREIHEFEEE 3scale 2.9 HESIRA

Red Hat OpenShift Service Mesh BY5E & 514

JEE T Mixer 5 HITHEE, “EFHT Mixer SRB& iR Hl SR 124 7 H0E L BT Mixer TREE LR ASF S B
REFENIRESHER,

MREERRESREY, Npils RS SR RIEMEN,

o FHUK, IMEEIFIBELE Service Mesh Control Plane (SMCP)

EFZE 3scale Istio 5&ACL2R, 1HSE"Red Hat OpenShift Service Mesh B & X ¥R"E K1
EEEX I@i{q:qﬂ/l]\\j]ﬂﬁﬁﬂ%ﬁﬁ;KE’Jl}EEHo

EREAIER kind: handler F5iR, & Ji{EF 3scale kP EIFEFHE. & LLEEN
service_id RINEINIBRER, BXNATAEREME, RNCRFELEERFCT 3scale K
FHR—PMRESER. IR service id FRINEINERRE, NIAEAMIRS S 3scale &
EFATFEM service ids B/EE LI IERE,

BRBLUTSHE, 1 3scale ik EE—NEESS :

ff

L=

S

1.

242

TR 3scale IR A ABE—NLERF, FHIEEERIKSFIL. BBEMRSIHRAR

apiVersion: "config.istio.io/vialpha2"
kind: handler
metadata:
name: threescale
spec:
adapter: threescale
params:
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS TOKEN>"
connection:
address: "threescale-istio-adapter:3333"

IRBT LUEFRTE params BB 1Rt — backend_url RSB 3scale BRERMLA URL, INRE
BC23 5 3scale NERSLABIER— KRBt Hiz1T, BEHEMNHANEERE DNS, XTsERAEH,

2. R SIEXNE T 3scale Tk P BIFTE AR SSHI Deployment BHR, #1TFAR :

. 7hN "service-mesh.3scale.net/service-id" 1%, HIES5HEMH service_id X,

. ¥hN "service-mesh.3scale.net/credentials" t+%, H{E NS 15 M handler ZBEHIE
PR


https://www.3scale.net/signup/
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.9/html/installing_3scale/install-threescale-on-openshift-guide
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3. BYEEERMBEZIRSE, BEHITE 2 SFEHEETIER 3scale Tk 7 EIE R HIRS TR,
4. A 3scale ECE RSB E, HHNLEER 3scale M EE2S,

RS iE

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

1.22.1.1. £ 5 3scale BE X KR
ERBREaET —NILLARL R handler. instance # rule B E X RMTE,

+1.29. AAE

--name XA URL HOME— &R, =
SHEXS
-n, --namespace A AR AR B A 2 22 [H] 2 istio-system
-t, --token 3scale 1 [A]45 k& =
-u, --url 3scale Admin Portal URL &
--backend-url 3scale [if URL, 0% =
KE, ERBEMRSER
& A AR A (E,
-s, --service 3scale API/Service ID 2
--auth 3scale BIAIE A& Tz BE
(1=API| Key, 2=App
Id/App Key, 3=0IDC)
-0, --output RIF £ BE HHI S Tz TR H

--version i CLIMRAFIIEDERE T2
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1.22.1.1.1. M URL 7~ 4 Bl iR

e &l oc execiZTLA TS M 3scale adapter BEREKEREHR (FEBH M—1
ERERY adapter £FFH) o

e {#FH 3scale-config-gen fa S ESBNEE G YAML 1B A 4E I 1%,
o MNR{FAFAE, "TLIEBE --service,
o [hip S IET oc exec MBBREEKRAIEHA,

it

o f# SScaIe -config-gen 5 BENERRER ST, RITFSHEE. URL XHENEANEIRHAL MRS
e

"Nﬂ} 3

$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"

o LUTRBIAER AR ATEAL IR AR FEIAR S5 ID BIHEAR :

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

Lth

=

i

\

°
&

1.22.1.2. M\EREHE RS ERGE 1

e NAME 2R FiR&E @A 3scale BEIEMARSBIVMIR T,

e CREDENTIALS_NAME 5|2 —MriARF, XN FHNIEE+BI match #8453,
IMREMEM CLI TR, XRBNKEH NAME TRiAR,

o HEAFTEAMKFEARR : EEMNANSHANNAREE, NFELER, FS
59 38 SE A 2R ER B AR S5 R & .

1. IB1TIXN 45 MTE istio-systemds £ 22 (5] R ER B AOSEEL 2R E AGE

TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \
-it -- ./3scale-config-gen \

LY
$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
--url ${URL} --name ${NAME} --token ${TOKEN]} -n ${NS}

X EA IR R, INREBE, EREXEHEALR, FHFEA oc create i B AIEXTR,
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3. HiERBASEEN, SEeEEH B BRI AIHRRI B — 4 3scale B API, fERTLALLF F75
HIRPEINMER -
a. tric (label) TEfE; (HEFE)
b. WS4 322 service_id
4. HRAMEEAERTENE

SNRARSS ID R AWIRAZIL RSP, BRFZEFATOFNIRS ID, LEEH
BRERLEEM.

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

1.22.1.3. @ E R A S AR S5 R 2
REBUTHE, @7 3scale SEEEES NIRHRS IR E,

FRFM

e 3scale BIEMERMARS 1D,

it =

1. CEER7E LART ORI ED & A RY destination.labels["service-mesh.3scale.net/credentials™] ==
"threescale" (7 kind: rule %Re) .

2. 1EERE B IR 1%/ PodTemplateSpeciil EEAITRZE LIEMARSS . threescale 4 XA I8
FIER, X NIRRT NE T A 3scale AT AYIL RIS HE,

3. ANITESEM destination.Iabels["service-mesh 3scale.net/service-id"] == "replace-me"
PR%E, LAMBTEVE K@i S F$AR S5 1D 15845 & e s

1.22.2. 7 3scale HEREENIXE
BRIBLLT H IRECE 3scale EHRIXE,
p= Y=
%I F 3scale SaaS &/, Red Hat OpenShift Service Mesh {4 Early Access T H #—

DHE .

it
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1. # A [your_APIl_name] - Integration

2. Bk Settings,

w

. 1E Deployment % Istio 111,

e Authentication T#J API Key (user_key) iET & ERINEFE,

N

. ¥ Update Product LR EIBHIERE,

5. i Configuration,

(@)

. Hi; Update Configuration,

1.22.3. ZEFTH

1EiEER2SH, KB 3scale System API BIIA N REEBRINEF. &R EFEEMNEE1T cacheTTLSeconds
B ERER, FEBEMNEESMR. A4, BIAERT, Bi#EcacheRefreshSeconds HIfH, ERFHIS
Bt fgiaZiu# T BRI, B i@t i Es T cacheTTLSeconds FI(E 2 B 5IRIFT.

£ cacheEntriesMax X & N — N IFEHMETUTEEA%F.

Bt AR R, MERRETEVRNENNEFT, SEESBAHRARMRETER 2T
%O

1.22.4. HA5ET K

XA EATRRA R AT RAE 5 3%
o It APIRE : S — RN R R RIAF (B M 9 PR secret $HE,
o FIFIRFFRRZRIEN | RS MR A S R G,

e OpenID KiEA% : M JSON Web Token f#HrBI% i ID £/ &R,

1.22.4.1. M AKUEER

LA FEUE AR RBIFR R, 18K instance B E L IFRFEEEF P RIEM AL, EEZUTEHRIE
EF

o 15KMITL (header)
o EKRBH
o IERILIENSHE
pa Y=
LB LIEEEN, RIS, BN, MRFELE—RLH User-Key, NIEERE
B & & A request.headers["user-key"] £iERE.
1.22.4.1.1. AP 55 UE 3k
RIETE subject B E X FIRS M user 1%£1, Service Mesh EE IS HFIERIFLRER API #, B

REREE LR A4 HBIF R X E(E, ErT LuEd Bl ARZERLT, X API BB KRR S
REREWSHHRERITRIR L.
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TEXNRBIF, Service Mesh £ user_key EiH S A& API i, 1R API BAEE NS
B, Service Mesh &% user-key 17k,

API B E kBl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"

MREHFEERFOEFRANEBSESIEKITL, HRBEREREM, flW0 : BEERD "key" B
S B AP, 8 request.query_params['user_key"] 2 query_params["key"].

1.22.4.1.2. MR ID N ARFEN U A%

1RYE subject BE LIRS Y propertles P, Service Mesh TE 7 1H S E Tﬁ\%qﬂ*?&:f A
F D MM ARFHE, NMARFEEAEN, BREBEE LHKIRXMH A EMINEREXEE, SF
FERAAEENET], = LUHERE IR S R ?%?é WESHHRERIGRIT L,

X DTBIH, Service Mesh REFAELINSMP AN AR ID MNARFHE, NREE, BUHR
PRkt T E 3

N F#2FF 1D FN AR Rk 7 AR A

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ""
app_key: request.query_params["app_key"] | request.headers['app-key"] |
action:
path: request.url_path
method: request.method | "get"

INRERLEESOCETRNENSEIEIERINE, HREBERENRAM. flm, EEEN
identification WEHS KA EH N AR ID, 1B request.query_params[“app_id"] X/
request.query_params|["identification™],

1.22.4.1.3. OpenID K Ak
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ZE{EFA OpenlD Connect (OIDC) 42iF 7%, £ subject FEXFH properties (Ei%E client_id &A%
B app_key.

R LA ARTE R A EREXI NN R, ETENREARES, BAMART (MARF ID) MR
azp THY JSON Web Token (JWT) fEHTH KM, EALMRIEEZEENE,

OpenlD ik A A=Al

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers['app-key"] |
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

EFEXNMERRSTUER TE, OIDC JITE 3scale H5E, MUMBEE M IRIEFHDIRAEE (1dP) hOIEE,
BN N IEBIRIFHIRSIE S Z RS RS R ZE A RO Request B, JWT HIFRE
Authorization #7355 1% 3%,

£ TEE XL H# RequestAuthentication ~ffld, RIFEREH: issuer. jwksUri # selector.

OpenlD SRE& B

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: info
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs

1.22.4.1.4. RE&¥UEAE

B LUEFEREEFER —NMEEMNRIE AL, MEESEAAEMMEIL, MR AP ZFN BERF ID/N B
TEEHATER R IR AL, U] Service Mesh &1{#F API #,

EXANRBIA, Service Mesh EEMSHHPRE—D AP, RBERIEKRIKL, MRERE AP #, s
EHEASHPRENBRR ID ME, AREEWHEKRRL,
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BAWIEAERA

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers['user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ""
app_key: request.query_params["app_key"] | request.headers["'app-key"] | ""
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | "

1.22.5. 3scale Adapter PR EUE

EERINBERT, Esa@mnt /metrics i S A% 8080 121 & fh Prometheus 157EIE, XA
R T fREER 88 F 3scale Z [AIMARZ B 2 A HITHY, ZARSS #Iric W H Prometheus B A IAEH,

A=
- 5 2 518 Service Mesh 1.x ki A#8LL, 3scale Istio SEER2RIEIRA T RAMER,

1£ Prometheus A, S/ EME N BIRREFENFIELTR, LUETE Service Mesh 2.0 RFEFELL BT :

X 1.30. Prometheus ¥Ex

17N KRR ik

threescale_latency Histogram SERCER N 3scale 2 IAIAYIE REE
Re

threescale_http_total T8 Zl| 3scale FIHAITE KM HTTP 4K
A0 R A

threescale_system_cache_hi itk MEZE % F KA E 3scale RETHY

ts TH R

threescale_backend cache  if#k MEIRZFIRENE] 3scale [FimAY

hits TE R

1.22.6. 3scale [Fim%k 77

3scale [FimZE1E N 3scale RS EE API WE IR ERF. XN EREESHRARERST, &
FLEE R T A LARRE R R, BB IESFIEEmAZ,
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pa -

ZINIB R T2 3scale Bif%kF. 3scale RimLFEINRES T LEEKRE], URR NGRS
MAERTREEELE RN ST, B ERESUETRESE.SR T,

1.22.6.1. |5 AEm%FHLR
UTRERARIREFENILSR
o UIRTEV;AIH 3scale Istio Adapter BEIERIARS S, LEILEIN, BRBHRET,
o FREHREAFIHEIERBZTHS 3scale API EEBRE T ERBI, XHEATRIEER,

o XEBIE— 3scale Istio s&fic2aHY 3scale TN AEFLETE, LUMEEIKEELR 3scale AP
Manager SRERIBIETHA T EHMEE FER, XHFE—F, BFHIELZNHNEERESZ,

o LIRMIZT 3scale Istio SEER 2R HIAR 55 MM HI EL b IR 1 B HEE 3scale APl manager I, Jgimsk
FREH,

o XBE R 3scale BE(SaaS)FEMIER. H4 HAF Y 3scale APl Manager IBEEE 7 —1

BEHE ALFARMIEBAE AT AR AKX HEEFTEENAS 3scale API B IR ERHIMLE T4
BN T Ea0Lt,

1.22.6.2. EAREIERNFIRG K
LT REEBARE R EGX :
o & 3scale ERBMBIUASKERR flush & £ EH,
o XEE, FANRELNERESLANFERIFABRZABZIATL AR,

o BIARLIHFKRMWNLEBIREFBIAFTETH, IXEFB—LEHERBLE, UR—EIFRE
AR, XEURTFEMNERFLENIFK,

o MREMBEAFLEBMREBBEHFEHRERIUER, MAMA APIManager IREHER, NAER
KSR

o YEMBEETLEREEREEWZRTHIBLAT, SNA—NRMAIT RIS XHHRE, X
AIgE R A 5 APl Manager 5 R 72 7E [ 245 4% 7] &l

o YUEBFRRN (BERMESIFIEEFEIE KN FEDREERERE) , il API EESRIBKRE
e

o EEHRLFLIEITERN MRS ITHE, MAYERLE, XRHFBLERTR,
* NEFREESHALXFEENRE. MNARFMRSOHREBHLAIE K,

1.22.6.3. EmZ FEEXE

LU RRE T Rin PR B IXE -
e 7f 3scale BBEEWIHHEI A FE B BinkFHXE.,
o REH 3 XBEHERERER

o PARAM_USE_CACHE_BACKEND - % &7y true LAJE B GIR4E 17,
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o PARAM_BACKEND_ CACHE_FLUSH_INTERVAL_SECONDS - LA# BT % @ 4225
R AP B3R 83 % FHARBINT A (AR AL

o PARAM_BACKEND_CACHE_POLICY FAIL_CLOSED - &7 B HE740E A 353
15 3scale APl Manager I, XERE 1T/ FF B4 AR 55 HI1E Ko

1.22.7. 3scale Istio Adapter APIcast emulation
LYHITLLTRIE RS, 3scale Istio Adapter & L4 APlcast B9 AT :

o LiERTLIELEE LT B SFHNITER, REIE HTTP X535 404 Not Found, ZEiZ 403
Forbidden,

o Y— /NEKRE NS REIMARIELEES, REIM HTTP 54 429 Too Many Requests, Z A&
403 Forbidden,

o TE@ CLI ERMBVEMRES, X FIrkEATIEMASEZ, B0 : user_key A2 user-
key,

1.22.8. 3scale Istio sEFE 2355 1F

A REE B A 3scale Istio BECZR R EIREA T/F, MREERSRTEEEIE, HRRUTSHESE
HJJT%FB‘FEI:IEJ i

Pt

1. ¥R 3scale-adapter pod 1E Service Mesh control plane &34 Z2 A 21T :
I $ oc get pods -n istio-system

2. K& 3scale-adapter pod @B EHIHAEXBHEIFHER, LLMIEMARA :
I $ oc logs istio-system

3. 1EXS 3scale S&BLERE R BIIRS HITIE RIS, HIRAZ AR EREIENEKR, FHREREI1X
W, F07 3scale Efces HERKEHMER,

o MEARBEMARHRAT.

1.22.9. 3scale Istio SEER 25t fE HEPR S H

1E BRI REL 3scale Istio 3&HEds, HHLBER TARKSRENERTEER T, FRAUTIIREE
PREZ RIS

o YAML g IEH,
o R4 YAML ER4y,
o I YAML FrpyEEeR N R EIERE,

e SiC{#HFE service-mesh.3scale.net/credentials #2110 AR 55 TYE %k,
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LEATREE service_id FLIBREFR, SIC{EF service-mesh.3scale.net/service-id 17 AR
FTEME, SREMKPATLUEEFERE.

Rule B 7 XL SHRIEMAERCIERRF LA B E LR, FES|I AR XN E 65 22 A [F 4,

Rule B X 51RE) match B3N A RETES B ERRS TR, HERAAINRAZITHTFEN
BFR TR,

AL IBFRFF AR 3scale BR[| A BIVI IR RE S URL #51%,

Instance B & X F{IRE) params/subject/properties 49 F&i%5H app_id. app_key =%
client_id WIEASH, RANEEE THRNAE, WEASH. RLMBNER, SEZSHA
5 B F A eE KA A,

EARRIABEEIFRESREARGGP, FHFEFE ocexec AEMERT, REEAEE
F AR

1.23. AR S5 At PE HERR

AR T a0 R B FARR Red Hat OpenShift Service Mesh RBYE WA, 1E OpenShift Container
Platform L£&BZE Red Hat OpenShift Service Mesh i, 1#5{# F LA T &8 4> 25 B BERR H = 8 i 7]

1.23.1. T #& Service Mesh iR A&
BT RIEERY LEER Red Hat OpenShift Service Mesh kA, BHEE T RINAEEZMNHERA,

® Operator A - &#FTHY Operator kR4 N 2.5.2, Operator i A S35 R HAIREZM Operator B

kA, EN Red Hat OpenShift Service Mesh Operator X #f Service Mesh control plane #9% 4
kx4, FRLL Operator AR =R EEEH ServiceMeshControlPlane HiREIMR A,

BF

FRENE&FHI Operator (RAS BN A T EFH, BFRSBEhE Service Mesh
control plane F2; B &R FTHIR M A

e ServiceMeshControlPlane k4 - ServiceMeshControlPlane kA R E & {# M Red Hat

OpenShift Service Mesh k4, ServiceMeshControlPlane %{RA ) spec.version = EXBI{H 15
HI A FREMEE Red Hat OpenShift Service Mesh BUZRIFNBLBi% &, A& Service Mesh
control plane 5, ERILAMERALTHIHARZ —IXBIRA :

o ZEff Form View HEZE, iEM Control Plane Version 38 LR A,

o 7 YAML View HEE, E1E YAML X4 Hi%E spec.version FIE,

Operator Lifecycle Manager(OLM) & Service Mesh control plane #%%, EItt, Operator #
ServiceMeshControlPlane (SMCP)Mki A S AR RLES, FRIEEFEIFHL SMCP,

1.23.2. R NFEHEFR Operator
BRAAFHRE RN, TEEBUTEM

252
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® Operator £ EAHEERR,
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® OpenShift Operator MEEBEIRER 9o

® OpenShift REHFEBFRET,

1.23.2.1. 581F Operator &%

2% Red Hat OpenShift Service Mesh Operator 5/, OpenShift RTEKIN 4% Operator By BB AL T
TFER :

o FRERREY

o HIENHIREX
o HE

® pods

o EIXE

o Af

o ABYHE

® secrets

o RSk

® services

11d OpenShift Container Platform 2l &
& Bl LUEF OpenShift Container Platform £ & % 1E Operator pod &4 Al B FHiZ 1T,
1. 5%l Workloads - Pods,
2. #$¥ openshift-operators 4 22 H],
3. BIELLF pod @& FE, KEZE N running :
e jstio-operator
® jaeger-operator
e Kiali-operator
4. %% openshift-operators-redhat 4 %2 i,
5. K elasticsearch-operator pod &5 FE, KAZE M running,
Mep o7
1 HERALT&S, %k Operator pod 7T FAF1E openshift-operators 654 22 [A] iz 1T :

I $ oc get pods -n openshift-operators

Fai th o Bl
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NAME READY STATUS RESTARTS AGE
istio-operator-bb49787db-zgr87 1/1  Running 0 15s
jaeger-operator-7d5c4f57d8-9xphf 1/1  Running 0 2m42s
kiali-operator-f9c8d84f4-7xh2v. 1/1  Running 0 64s

2. AT 643 Elasticsearch Operator :

I $ oc get pods -n openshift-operators-redhat

i Bl
NAME READY STATUS RESTARTS AGE
elasticsearch-operator-d4f59b968-796vgq 1/1  Running 0 15s

1.23.2.2. IR 55 M#& Operator BEEHERR
INRBEI Operator [A] :
o I5UE Operator 1] 4R 7S,
o IGUFIRZEEM Operator B2 ZFFHILLIBIRA, MABHEXMRA,
o IIERA cluster-admin X & 4 Red Hat OpenShift Service Mesh,

e 7 Operator pod HEF BB EFIES RE Operator #8X89/7#,

4 p= =1
1R RBEEIT OpenShift 2l & %4k Operator, FiEMEET1THA] OperatorHub,

1.23.2.2.1. &%& Operator pod Hi&

BRI LAE A oc logs RS & & Operator Hi&, ZLIERIBER B RIZMH H EREBhAR R T 0],

it

e EE Operator pod A&, EMAUTHS :
I $ oc logs -n openshift-operators <podName>

i,

I $ oc logs -n openshift-operators istio-operator-bb49787db-zgr87

1.23.3. control plane #FEHEiR

Service Mesh control plane B Istiod 20X, ©RFJLLLARIB control plane A (Citadel. Galley,
Pilot) B&N—DNITHHEIXHE, E8E ServiceMeshControlPlane ;A& 03240 Red Hat OpenShift
Service Mesh BYELfth2H 44, #0224 3 FAmk,

1.23.3.1. & 1E Service Mesh control plane &%
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TE1% Service Mesh control plane Bf, Service Mesh Operator {# & 1E ServiceMeshControlPlane %%
R HRIEENSBUH T TRE :

o BOE Istio HAHFEBFBLLT pod :
o jstiod
o istio-ingressgateway

o jstio-egressgateway

o

grafana
o prometheus

e i Kiali Operator #R#& SMCP = Kiali B E X iR E B Q2 Kaili RE.

IREI LA E Kiali Operator B Kiali 244, T4 =2 Service Mesh Operator,

e 1 Red Hat OpenShift distributed tracing Platform (Jaeger) Operator, LAR#E SMCP =X
Jaeger BE LRI E QB D X BERTF S (Jaeger) Hit,

& AT LATE Red Hat OpenShift distributed tracing Platform (Jaeger) Operator #{
Elasticsearch Operator FHY Elasticsearch i &EE Jaeger 2HF, MAZE
Service Mesh Operator,

@it OpenShift Container Platform #2Hl&

& 8] LATE OpenShift Container Platform web 12l & #Y%51E Service Mesh control plane %245,

1. 5finZ% Operators - Installed Operators,

2. 1% istio-system @& 22 (A,

3. 1% Red Hat OpenShift Service Mesh Operator,
a. = Istio Service Mesh Control Plane+% 111,
b. = control plane BJ&#R, {40 basic,

c. EELTENEMAUIBMNER, 8T Resources ik, A LUEA B R45/NTHY
A, B, EFFE Pod MK SRE N running,

d. fNR SMCP RIS REMIAE, ERE YAML X status: fIHUL TREZER.
4. ;R[01%] Operators — Installed Operators,

R
5. 1%# OpenShift Elasticsearch Operator,

a. = Elasticsearch Fr&T,

b. mEREHILZTFR, U0 elasticsearch,
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c. EEHEEFNBVENEIR, 15 = Resources I,
d. IRREBFEEMIAE, 1HE YAML £ HH status: B TRESER,
6. iR[O1E|] Operators — Installed Operators,
7. %% Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
a. = Jaeger FR%& I,
b. mEBERLFR, 40 jaeger.,
c. EEAFNEMUENTIR, L Resources MK,
d. mNRREF EREMAE, 1HRE YAML £ status: B TRESER,
8. FMnZE Operators — Installed Operators,
9. %F% Kiali Operator,
a. = Istio Service Mesh Control Plane 3% 11,
b. REEHELHR, U0 kiali,
c. EEAFNEMUENTIR, WL Resources MK,
d. IRREBFEEMAE, 1HKE YAML ETi£HH status: HiHULTRESER,
M neT

1. 217U T4, LAEE Service Mesh control plane pod & A AF IEEZ1T, H istio-system
BRE SMCP Wy &2 (],

I $ oc get pods -n istio-system

=1

NAME READY STATUS RESTARTS AGE
grafana-6776785cfc-6fz7t 2/2  Running 0 102s
istio-egressgateway-5f49dd99-19ppg 1/1  Running 0 103s
istio-ingressgateway-6dc885c¢48-jjd8r 1/1  Running 0 103s
istiod-basic-6c9cc55998-wg4zq 1/1 Running 0 2mi4s
jaeger-6865d5d8bf-zrfss 2/2  Running 0 100s
kiali-579799fbb7-8mwc8 1/1 Running 0 46s
prometheus-5¢579dfb-6ghjk 2/2  Running 0 115s

2. FRLTHSIE Service Mesh control plane EREHIRE, HAEE SMCP & 22 [/ &t
istio-system,

I $ oc get smcp -n istio-system
¥4 STATUS %122 ComponentsReady i, % Ih5EmK.

i th o Bl
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NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ['default"] 2.1.3 4m2s

INRIELRFHEFHEBZE T Service Mesh control plane, HIREM LK &~ UpdateSuccessful,

it Bl
NAME READY STATUS TEMPLATE VERSION AGE
basic-install 10/10 UpdateSuccessful default v1.1  3d16h

3. #0R SMCP K38~ T ComponentsReady LIAMIERINE, EE SCMP BHEHH status:
B LURINEZE R,

I $ oc describe smcp <smcp-name> -n <controlplane-namespace>
=1
I $ oc describe smcp basic -n istio-system
4. FRALUTHHRE Jaeger BBERVRE, Hr istio-system EEFE SMCP Hydp £ Z2 A,
I $ oc get jaeger -n istio-system
=1
I NAME STATUS VERSION STRATEGY STORAGE AGE
jaeger Running 1.30.0 allinone memory 15m
5 FERUTHSRE Kiali SREHIRTE, Hristio-system 2EE SMCP By & 22 (H],
I $ oc get kiali -n istio-system
=1

NAME AGE
kiali 15m

1.23.3.1.1. J5H] Kiali #£5&

& LATE Kiali 26 & R EN REFRRIN, BEMET. MREMNRSEEFE, Kiali i£Hl& T 1LE
BT RS EERIER. BALEERARIG RHEMEHGEREXNER, SEMRNAER. RSUKG
o Kiali bR R A& 22 BN E SRR AE.,

Zi5A Kiali #2518, BUNNEREHFEE T Red Hat OpenShift Service Mesh,

REFTEOIE T U5 Kiali 2% & MR H,

INRIEHIE Kiali #HEIGE URL, BRI AEREDI B, REFHME URL, HEAUTHET

EEANS R
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FEREE N A/E K OpenShift Container Platform Web #2415,

2. = Home - Projects,

3. MABRE, 7E Projects TE L, FEFATIERREHTHHNEM,

4. RUEMEF, B0 info,

5. 7E Project details TIEA, X Launcher 4 # Kiali f5#%,

6. A5 1] OpenShift Container Platform £ & BRI A R FEE X E Kiali 1£515,
B—RE KT Kiali HEIEBH, EAFE Overview TlH, B©RETRRSMIEPEENEENAE
22 ],

INREEAET FI A%, BaBZERIDEERMEIMEH, NATEEIE LT istio-system KI5
BI ISR,
FRE NGBS IR

1. AT L AGRABESF OpenShift Container Platform Web 2§14,

2. B Project,

3. MBWNE, 1E Project Details TIHE L, ERATIEREERITBEHA,

4. RUEMEF, B0 info,

5. 7E Project T{EA, = Launcher ZB0H Kiali 5%,

6. Hi Log In With OpenShift,

1.23.3.1.2. jj[a] Jaeger #HIE

EijjIn] Jaeger ¥ZHIE, U REHBEE T Red Hat OpenShift Service Mesh,

LRI R OIRIREH R Jaeger HHIB,

IIRIEHIE Jaeger EHIBH URL, EAILEETFE, MREFFE URL, HEAUTET

BF

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#F A, FIFELUEHIL TR
AR, IBNELRLTEMARPRENINIENERFREESENXZRE, B
EER RN G, FFHEMER. F 5 Red Hat OpenShift distributed tracing Platform
(Jaeger) B RIEEE, AT LUFEF Red Hat OpenShift distributed tracing Platform
(Tempo),

M OpenShift #ZHI& 895

258

1. LLEH cluster-admin t{BRBI A 7 & 1% & % E| OpenShift Container Platform web 1Z#l&, 1R

2.

{8 F Red Hat OpenShift Dedicated, Nw7iE—1 8% dedicated-admin & &HIK

# A Networking —» Routes,



% 13 SERVICE MESH 2.X

3. 7£ Routes T{EH, M Namespace ¥ HH 1L Service Mesh control plane B, #0 istio-
system,
Location 7l IE /R & B BV RE Rt

4. MBME, ERATIESERE jaeger A, LKA A& S A,

5. Hif Log In With OpenShift,

Kiali #2515 855
1. JABh Kiali #4515,
2. Bt AN SR Distributed Tracings

3. Hik Log In With OpenShift,

it CLIHRERNP IR

1. LLEH cluster-admin A &K 519 &% OpenShift Container Platform CLI, #0%R{# A Red
Hat OpenShift Dedicated, M7iHE—1E% dedicated-admin & &K,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. EFAGSTENRBITE, ERWALTHS. EABIH, istio-system 2 Service Mesh control
plane ap 44 Z2[H],

I $ oc get route -n istio-system jaeger -o jsonpath="{.spec.host}'

3. RSN 35# A hitps://<JAEGER_URL>, H# <JAEGER_URL> 257 t—4% fh & H 8k
=28

4. EREA TR OpenShift Container Platform I & BIMER B L BB E %,

5 MREEMIRSHMEIRSERFHER T trace, ERILUER N JEERH Find Traces €5
trace i3,
MREERIFEHI A RE, NARER trace #iE,
1.23.3.2. Service Mesh control plane #EHERR

INRIKIEERE Service Mesh control plane & Ell ] &,
e 7fa{x ServiceMeshControlPlane TR & &EE—5EHIARS ] Operator 2 FFHIB A, A
5/ istio-system Ui E/F Rfil, (EREES5EE Operator MIIRFSHITIE D FF, Fhal LAEEMA
7 B FhERE control plane,

e 7fa{x ServiceMeshControlPlane #1 Jaeger BE X FREHEEZR—TBEF, Flan, MEERER
istio-system Iji B,

1.23.4. X $UiE T E AT E R HERR
HETE R—HEERIE, AT REEAREIRS M RIRSS Z FHATE A s ML RIE.

Red Hat OpenShift Service Mesh 4l F i FAF2 % pod Y proxy sidecar 30 1 TR 1R HEAR 55 P& Ih

Y]
BEo
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1.23.4.1. sidecar ¥ A EHERR

Red Hat OpenShift Service Mesh A& B FEE sidecar ¥ A pod, AR sidecar 3E Ao

1.23.4.1.1. Istio sidecar 3 A =R

KEENNAREFNBESRRESERTEIEA, MR Envoy REFRTEINEA, 1
spec.template.metadata.annotations #J Deployment % RA1 5/ 1%48 —1 sidecar.istio.io/inject:"true"
pat

1.23.4.1.2. Jaeger {32 sidecar F AMFEHERR

KREENNARFWHRERREFRTEIEA, MREAT Jaeger REMBZEA, Deployment 7
BRI — sidecar.jaegertracing.io/inject:"true" ;.

MNEAB X sidecar FAMNEZER, ESHOREBEIEA

1.24. ENVOY R IBt = HERR

Envoy REBSEIRIRS MR E RS AWM EIRE, Envoy M INEHIRE RS MM _EHIEN,
Envoy R7EE—1 pod F#ERE NHEXIRFS B sidecar,

1.24.1. 5 B Envoy JjI7] B &
Envoy iR B &S B F2RTREMEFR, FHEBHIIRRERDW.

ZNFRA istio-proxy Bs/HAVIRIERE, 5% ServiceMeshControlPlane (SMCP) X &8 H & ki B 7
mxx4,

AR

1. LLEA cluster-admin B F' 515 %& 5 OpenShift Container Platform CLI, #I AT &4,
REERRI M AER R AMED,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. tNHR| %% Service Mesh control plane B9ITIE, # istio-system,

I $ oc project istio-system
3. 4w’ ServiceMeshControlPlane 314,

I $ oc edit smcp <smcp_name>

4. LR RBIFFR, FA name 5 EREBHEN SR, NREE N name F8EHEH, NIFASEAH

HEE.

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:
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proxy:
accesslLogging:
file:
name: /dev/stdout  #file name

T pod HEHBIESER, WEH AE pod (14

1.24.2. FRENZ

INRIBTEHIT AR KRR B F N RF2 K OpenShift Container Platform BP&F I, 155 R] LB | |1
A

B ZLNER ] P
o HSRFENLIERIAE, THREIET RBXHNXXEMRRS R,
o R HLLLINESHF,
o Jjlnl E M A,

FG| LRI R, KA LE OpenShift Cluster Manager A& [ Insights. Insights 3244t 7 [ A0 140
R, #EETANBERT, RETNAARAHHER,

INRIENT A B EASBOH I, AT EMER, B HEREEHRR JIRA 1#, EREEREFE
15, WETLHFF OpenShift Container Platform A4,

1.24.2.1. XTFL g R E
IERIA IR EENRN B USSR RIEE R BLEMN ™ MR, AEMRESEXE. Ry

A, Bt R, REMERIE" RORESE. A%, SLTUERREMNUNARAR, HiZ
SR TS BOAR R B f 5t 70 S e

1.24.2.2. 8RB IR E

YNSRI OpenShift Container Platform [Alid, RIS H1TH%R, LUAELIEMIAEFRR S EFEMEX
IR Z,

SeRFMH
o [MBLMEEST ]I RIIK .

ik
1 BRE|ZIMER 1 i,
2. = Search,
3. EHERFED, WASREBAXNXEFHFRS, 25F:
e OpenShift Container Platform 444 (4 etcd)
o MRS (tbin &)
o & HMHEMHEMESHEEFERNNEAEX

4. &= Enter #,
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5.\ @ 1% OpenShift Container Platform /* faid 825,
6. Tk : 1% Documentation IA AT ESS.

1.24.2.3. X F LIRSS PR BUE

&5 {2 oc adm must-gather CLI sa 5RIRER XEHENELR, E1E5 Red Hat OpenShift Service
Mesh #8XBIZHBEFNXT & :

AR
o FHEZXR cluster-admin B &M £,

e B.% % OpenShift Container Platform CLI (o¢).

Pt

1. E# A must-gatherli%k Red Hat OpenShift Service Mesh #iE, B8 E Red Hat
OpenShift Service Mesh #%1&.

I $ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8:2.4

2. EffF must-gather 7745 Service Mesh control plane 34 22 8] 1% Red Hat OpenShift
Service Mesh ##&, /¥ E Red Hat OpenShift Service Mesh (& en & 22 (8], FEAHIH,
£ gather, 5f% <namespace> & 111/ Service Mesh control plane BI6p & 22 (8], #0 istio-
system,

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8:2.4 gather <namespace>

XERUE—NSELUTH B AME 5

® |stio Operator fp R [H R EFX R

e P& control plane fp & 22 (A R H F &K

o EBTEMRSMBHAEGRAZERREFHR

e FfA Istio BE L HIRE XL (CRD)

® FfiA Istio CRD X, MZTEMFZEFFHE] VirtualServices
® P& Istio Webhook

ﬁTT SRELH, iERM OpenShift Container Platform #1 Red Hat OpenShift Service MeshBJiZ B

II_c\O

1.24.2.4. IR L FFin|EH

FeREH
o TATLUFEAEBA cluster-admin BA&IAE iR EE,

e B%% OpensShift CLI (oc) .
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% 13 SERVICE MESH 2.X

ERLIEE S Rk,
WA LLIEAET TSRS AT 15,

L BRBVER ST P MGE A 3R TUE,

. = Get support,

. TE BF3ZFF TIER Cases JETIRH :

a. ik : RIEFERQINSCETHK S A EIFS,

b. NEHRELEFSE MR, W Bug =k Defect, #A/ER Continue,
CWAUTER :

a. 7£ Summary FE&H, AR AR RS, URE XL ERBITFAES, B
RABHITIEA,

b. M Product FHIZ HFH1%EEE OpenShift Container Platform,
c. M Version ThIZ B A 4.15,

. AEREFENLENAERRARIR, el TEKSEERENHEEX, MRBWHNER

R RIX AN A, i A Continue,

. BERHNMELENERRAARIR, eSS ERBEREMNFEERX, XNFIRSEE
SY5/0N, RNEEQRNSEATERPRETELZER, NRBUNXESERRZINAE, 1§
= Continue,

. EBRRMHKPERRERN, MRFE, HHENMAZE,

. & BEE T OpenShift Container Platform 5£8% ID @& 1EM, WMIRAIEM, 15FoIiRHER
D,

e {#FH OpenShift Container Platform Web 2| & F ik SEEE D :

1# A% Home - Overview,
b. Z{ES¥ETE Details F8Y Cluster ID Tid,

o F4, HELLET OpenShift Container Platform Web 1244 BRI NG H, 3
BIEREE D,

a. MIESHMZE (?) help » Open Support Case,
b. Cluster ID W{ES#HKBINIET .
e ZE{EH OpenShift CLI (oc) FREX&EY ID, HZITU TS :
I $ oc get clusterversion -o jsonpath="{.items[].spec.clusterID}{"\n"}'

. SERR LA TIRREAE, s Continue:

o MBI LER?MEAELERHLIER?
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o L SSEIRIMN (E.
o MEMBEBEILITN ? HLIME?
o WITHRAINAE? LEME?EERE? BEREREN AL E?

10. EEEXMIZETEIE 4 FH =i Continue, EIUEFEA oc adm must-gather 5 UIKEERIEL
BIENESR, FREXNHSEERENSEREAKEE X MLEE.

N. BAMEXFMAEEERE, < Continue,

12. PR IER, < Submit,

1.25. SERVICE MESH CONTROL PLANE B2 & &%

IR LR SR ER A ServiceMeshControlPlane (SMCP) ¥5R 81 5E L H E . SMCP ¥REBE X
Red Hat OpenShift Service Mesh, A&ZE&B 105k T AT F SMCP FIRBIES &%,

1.25.1. Service Mesh Control plane &
T&R5IH T ServiceMeshControlPlane HREITI S5,

# 1.31. ServiceMeshControlPlane RS
B4 i gk By

apiVersion APIVersion & XX RHXMRTZE  ServiceMeshControlPlane ik
IR A1 B schema, BRSSERIFH A 2.0 WI{E )y maistra.io/v2,
HIRE R N SR FTBIRER(E, FF
GIE: sk SRS
i, ServiceMeshControlPlan
e kA 2.0 B9fEhy
maistra.io/v2,

kind kind 2—PNFFHRE, KFXEXE%  ServiceMeshControlPlane 2
A ERM REST HiR, ServiceMeshControlPlane B —
BWIE,
metadata KFXAN FREB

ServiceMeshControlPlane &
BB TTEIE. BRI LR Service
Mesh control plane ZERH—1
AMRERERIEB T 4E, 4N
basic,

spec Ltk ServiceMeshControlPlane  MEFEZER, ESHE 2,
R SRAIAE, XEIEHMK
Service Mesh control plane FIFR
BHEMHBEE LT,

status 1t ServiceMeshControlPlane MEFLELR, BESHEI,
B Y RS LR R Service Mesh
control plane B9ZH 4,
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% 13 SERVICE MESH 2.X

TRFUHE T ServiceMeshControlPlane FiR#Ig, BEMXLESHEIE Red Hat OpenShift Service Mesh

A,

% 1.32. ServiceMeshControlPlane % EHA&

B U

B 244 addons S#FE B Service
Mesh control plane ZH44 2 4+ BY%T
HIhEE, LRI IR R,

cluster S EEHNEBHEE
(EBEETR, MLSETR, SR,
M BEE)

cluster

gateways & el LA A gateways S0 M

MEEADFMEOMXK,

general general ZEARETHEAERLE
A E R E L Service Mesh

control plane BZi&.

& LAfE A policy S8 Service
Mesh control plane B2 & BE
spec.policy.enabled 1% &
true k5 ARBRIG &,

policy

profiles &R LAE A profile SHUXEBRT
RINER
ServiceMeshControlPlane &2

EX.

& 0] LU proxy S ¥k E
sidecar FIERIAIT N,

proxy

AT LAE A runtime SEEE
Service Mesh control plane 8

14:0

runtime

security ZEITEN Service
Mesh control plane BoBZ £ M4
[T

techPreview S/t /- B 1517 17]
FRTIE R BIThEE,

techPreview

3scale. grafana. jaeger. kia
li 70 prometheus,

meshExpansion. multiClust
er. name 1 %%

enabled. additionalEgress.
additionallngress. egress. i
ngress # openshiftRoute

logging #0
validationMessages

mixer remote = type. type &
Lg% iE  Istiod. Mixer =
None,

default

accessLogging. adminPort
. concurrency
envoyMetricsService

components # defaults

certificateAuthority. control
Plane. identity. dataPlane 7
trust

N/A
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£

Telemetry

tracing

version

sk

LIS
spec.mixer.telemetry.enable
d #iZE S true, NENSWE
Mo

1A LS tracing S8R
A2 HRER.

IS LUER version SHIEEE
ZEE M) Service Mesh control
plane #J Maistra kA, Z{EMAZ
kiR A ]2
ServiceMeshControlPlane
Ff, 4 Webhook &R AKE
NEBIARA, B ZE AR ABIFTHY
ServiceMeshControlPlanes
TE N V2.0, NEFERRAH
ServiceMeshControlPlanes
KIRBHKIE,

ControlPlaneStatus R AR5 MBI MDA A,

# 1.33. ServiceMeshControlPlane ¥%j& ControlPlaneStatus

£

annotations

conditions

components

appliedSpec

266

sk

annotations S F EE4 Y.
BEZRAKESESR, W
ServiceMeshControlPlane 8
ENHGHE, PRITIEocfE
AiXERE, e ARTE
JSONPath RiAXFRITENT R,

RENRLUFPR TN RIS
i, Recoveryd %7 Operator
rELEERE
ServiceMeshControlPlane %%
JRA M ER & T E B 2R B AH A S R
KB, Installed B RETLET
Service Mesh control

plane, Ready B RE&EAE
Service Mesh control plane ZH4
#E L,

EREBNEER Service Mesh
control plane 4B,

1 AR B RSB 4R fa 4 A BB B 110
Mg,

mixer, remote, #l1type.type &I
Lg% & Istiod. Mixer =
None,

sampling, type type T % B
5y Jaeger = None,

FRE#

el

TERE

FRE#

FRE#

ControlPlaneSpec



B sk

appliedValues FAF &R chart B9 values.yaml,

& E— R BRAC IR B KR AR
7,

chartVersion

PR ERTE ST D VR HR (R LR B 4
o RERHEREENRNBFEE
MEX, R
status.observedGeneration
Iii5 metadata.generation <[t
fid, N3 status.conditions
EBLTFHEITRE.

observedGeneration

operatorVersion a0 I R operator AR

7'-%

readiness HEMTE TRMBERE,

X1l ServiceMeshControlPlane & V.8 S A X FMS .

ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
proxy:
runtime:
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
tracing:
type: Jaeger
gateways:
ingress: # istio-ingressgateway
service:
type: ClusterIP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080

=

£id]

% 13 SERVICE MESH 2.X

ControlPlaneSpec

FRES

BY

FRE#

FRE#
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- name: https
port: 443
targetPort: 8443
meshExpansionPorts: []
egress: # istio-egressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
additionallngress:
some-other-ingress-gateway: {}
additionalEgress:
some-other-egress-gateway: {}

policy:
type: Mixer
mixer: # only applies if policy.type: Mixer
enableChecks: true
failOpen: false

telemetry:
type: Istiod # or Mixer
mixer: # only applies if telemetry.type: Mixer, for v1 telemetry
sessionAffinity: false
batching:
maxEntries: 100
maxTime: 1s
adapters:
kubernetesenv: true
stdio:
enabled: true
outputAsJSON: true
addons:
grafana:
enabled: true
install:
config:
env: {}
envSecrets: {}
persistence:
enabled: true
storageClassName: "
accessMode: ReadWriteOnce
capacity:
requests:
storage: 5Gi
service:
ingress:
contextPath: /grafana
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tls:
termination: reencrypt
kiali:
name: kiali
enabled: true
install: # install kiali CR if not present
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali
jaeger:
name: jaeger
install:
storage:
type: Elasticsearch # or Memory
memory:
maxTraces: 100000
elasticsearch:
nodeCount: 3
storage: {}
redundancyPolicy: SingleRedundancy
indexCleaner: {}
ingress: {} # jaeger ingress configuration
runtime:
components:
pilot:
deployment:
replicas: 2
pod:
affinity: {}
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
grafana:
deployment: {}
pod: {}
kiali:
deployment: {}
pod: {}

1.25.2. spec %4

1.25.2.1. EHLSH

TER—NRAl, ©ERT ServiceMeshControlPlane X5 H spec.general 2%, L% T RSHEME
BIE o
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MESERE

o)
apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
general:
logging:
componentLevels: {}
# misc: error
logAsJSON: false
validationMessages: true

& 1.34. Istio B SH

SH feid izh BAE
FAF 1 Service Mesh N/A
I logging: girglﬂplane HHERE
o LKoo

ATFEELHHBEIH, AHERN(HEE : debug, N/A

logging: info, warn, error,
componentLevels: fatal,

AFEA=ER JSON true/false N/A
logging: B,
logAsJSON:

FF1E istio.io BHRATIR true/false N/A

B8, XN FHMERH

I validationMessages &7 B/ = SR AL IE
ME B RIEERTA,

1.25.2.2. BEdBESH

I&ET LUEF ServiceMeshControlPlane W RECBEO/ETES FHAMNEE, MNREEEE profile 1%
&, Red Hat OpenShift Service Mesh $${# BN\ ECE &,

TER—=fAl, ©ERT ServiceMeshControlPlane %5k H spec.profiles S :

RERSERH

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- YourProfileName
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BXRUBEEENIEE, ESHOE control plane BRES,

BXZLEENFS, 1S Mutual Transport Layer Security(mTLS),

1.25.2.3. techPreview &3

spec.techPreview S5t 11 B HA15  HOR T B B9 Th BE.

BF

FFA I R R MR R W

1.25.2.4. 8258

s
A

HhRE R LAE A P iR B RO Th BE,

% 13 SERVICE MESH 2.X

BTG BER ZLLIE" AR SFS F ML (SLA) 2, BMsEaeHFaE, AT
FEEFIEREREN], XERAT

FAENSE

BRIABRAT G FEEMESER, WSARATIT i F e,

LU FRfIER T ServiceMeshControlPlane % 5B spec.tracing %, LIKRAASHMENER.

BERSEBURG

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 100
type: Jaeger

3K 1.35. Istio JBERS

¥ sk

HIESRRE T Envoy £
AR trace BIFIER, &
AT LA {5 A 4 S SR il
BERERIGREIERE D
tt.

tracing:
sampling:

Bl Jaeger 2ME—FF
BIEBERAKDY, BOAEMA

tracing:
type:

Jaeger, BEEMAIBER,
1 type SHUEEN
None,

1.25.2.5. version

{E

0 10000 = [HHIEEEL
8, K% 0.01% IR
(0 B/ 100%) . I,
FHE R E 7 10 S
0.1% B9E XK, SHEXEN
100 S 1% B9 K,
BN 500 =3EE 5% B
1HXR, WE 10000 &3
FE100% H9iE K,

None, Jaeger

LS WINE]

10000 (100% trace)

Jaeger
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Red Hat OpenShift Service Mesh Operator X FF& & A [A R A H ServiceMeshControlPlane, &7 LA{#E
F3 version BI85 E B LM Service Mesh control plane kg4, #NRETEQIE SMCP K& A8 %E version
SH, Operator RFHEX NEFARA : (2.5), I1H ServiceMeshControlPlane X R&7E Operator F+4}
HRRPEREBHRAIZE,

1.25.2.6. 3scale fidi&

TREET ServiceMeshControlPlane %R R 3scale Istio SEAC RIS,

3scale Z#URHI

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
3Scale:
enabled: false
PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL:info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_ INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60
PARAM_USE_CACHED_BACKEND: false
PARAM_BACKEND CACHE_FLUSH_ INTERVAL_SECONDS: 15
PARAM_BACKEND CACHE_POLICY_FAIL CLOSED: true
#...

K 1.36. 3scale ¥

SR b A HANE
enabled A {# M 3scale EfdER true/false false
PARAM_THREESCA  y gRPC R&ZBIEENMIF A0S 3333

LE_LISTEN_ADDR ik

PARAM_THREESCA i&E&/IBERHELA, debug. info. warn. info
LE_LOG_LEVEL errorsy none
PARAM_THREESCA R&ENHEEERES true/false true
LE_LOG_JSON JSON
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¥

PARAM_THREESCA
LE_LOG_GRPC

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S_MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

PARAM_BACKEND_
CACHE_FLUSH_INT
ERVAL_SECONDS

sk

HEEEER gRPCER

EEUEE 3scale REH
BRI BIRFIRES

Prometheus

% & 3scale /metrics i
=AM B s O

EMZEFRBIRT TR
AT RFRIIS(A] (LAFDh

fir)

Fl RIS 7 TR AL 1A
fsf 8]

TEAE RIS Al /T LMRFAE SR
FHHRATIER, &
0 2ER%RF

TSR EPRRT
SRV B EHENRE

1z F 3scale API i £
YFRTUEBIIE, TR
& A tEThEE.

2 1L % 3scale MG
THE RETFFNE

TSR MR B R
RAME (+/-10% #
1)

RN true, MIZEEH
BAGEKOIE— 1 HF
apisonator %1%

MRFRAT Bm%ERE, X
S 7E 3scale HiERIFT
LRAFRORT[E][E]RR (AR R
FfI)

{6

true/false

true/false

BRimOS

IS E] (AT RR (LARD Sy BAAL)

IS E] (AT RR (LARD Sy BAAL)

BNHE

BNHE

true/false

I E] (AT RR (LARD S BAAL)

I E] (AT RR (LARD Sy BAAL)

true/false

IS E] IR (LARD H BAA)

% 13 SERVICE MESH 2.X

LS WINE]

true

true

8080

300

180

1000

false

10

60

false

15
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B ek i BAE
PARAM_BACKEND_ H#SiAEmEaFELENRE true/false true
CACHE_POLICY_FAl  ##4ER, Tib2ie4
L CLOSED (BXH) L2R7F (T

FF) iEK

1.25.3. RESH
status SR 7 RS MBI LIRS, XS B2 H Operator £, BRI,

& 1.37. Istio IRESH

e i Hah S

observedGeneration PHISSTERFASRRTRENE B
. IWEHRMERSHNRNEELE
BAEX, MR

status.observedGeneration
Iii5 metadata.generation <[t
fic, A%k status.conditions
BB F&IIRE.

annotations annotations S = EFIA- 89, ToiEECE
BEZRAKEER, WH
ServiceMeshControlPlane *f
REPEWHHRE, MHTIE
oc FRAXLRE, B FARITHE
JSONPath FRiA AT ET R,

readiness A FIIAA FIRM AR S, FRE

operatorVersion x5 B I R Operator AR FRIE
o

components LB ERER Service Mesh FRE

control plane ZH#HBIR

appliedSpec NAMARESREERMNEE LT  ControlPlaneSpec
A&,

conditions KRN R GRS S TR FREB
i, Recoveryd %7 Operator
BERS5

ServiceMeshControlPlane %
RS E T JE B 5B A 4 B9 SEPrR
KB, Installed RR&ET
Service Mesh control

plane, Ready &RFi & Service
Mesh control plane A4 & E 7t
%,
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£ Uiy RE

chartVersion — RN M BER A ER R 2R AR FRE
Zto

appliedValues 4y values.yaml x4, BT ControlPlaneSpec
4R chart,

1.25.4. HMBR
o FXINFE ServiceMeshControlPlane FRHEEEINGENESE R, 1ESIITHE !
o &M
o REETHE

o IEIFLBER

1.26. KIALI iS5

4 Service Mesh Operator fj# ServiceMeshControlPlane 5}, ©th& 42 Kiali ¥R, AE, % Kiali
Operator ] Kiali SEBIRT =18 XM R,

1.26.1. 7£ SMCP #1587 Kiali Bt &

& 5] LAFE ServiceMeshControlPlane F5RH) addons S8 E2E Kiali, EBINER FEA Kiali., EZH
Kiali, ¥ spec.addons.kiali.enabled i% &7 false.

ERLLEE AT HF A X2 —87E Kiali Ed &

e 7f spec.addons.kiali.install T35%E ServiceMeshControlPlane T5RHH Kiali BB&E, X NAE
B—LRRFI, 7 SMCP #i%E Kiali EBERITETIK,

o MEMERE Kiali 521, FIF Kiali FIRHIAFRIEE 7 ServiceMeshControlPlane #RAHH
spec.addons.kiali.name F{E, EN/IES Service Mesh control plane MR8 6p % 22 [F] FF@'JL
CR, %0 istio-system, #RF/E5 name 1EIT_UEEEI’J Kiali %i&, control plane $$ECE 1% Kiali ¥R
LUATF control plane, iXMNAERELEIE Kiali KRPRLEE X Kiali BBE, i&EEE, FRALA
%, Kiali R RFER AW Service Mesh Operator &%, #5752 accessible_namespaces
FJZK, LLK% Grafana. Prometheus #13&ERIIH s,

Kiali B9 SMCP &34l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
kiali:
name: kiali
enabled: true
install:
dashboard:
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viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali

3% 1.38. ServiceMeshControlPlane Kiali &3
BH 30 & BAE

Kiali B % X FHRB9EFF. FrFE kiali
spec: INREFES name (HIE
addons: ECBY Kiali CR, Service
kiali: Mesh Operator &%
name: CRAT%R%, MREE
Kiali CR, Operator ${#
FiX A & #RF0 SMCP &
IEENERELTICIE—

N
"o

XNSHEANER true/false true
kiali: Kiali. BAINER T/
enabled: Kiali o

INRME Kiali FHRAE
kiali: 1, BRE Kiali BHR,
install: mER
addons.kiali.enabled
% false, Il install
B BEE,

Kiali 2Bt (LSRRI EC E

kiali: S8,
install:
dashboard:
H Kiali #2618 5 A true/false false
kiali: AREMEER. HAR
install: AR, APEE
dashboard: &/ Kiali =5 & R F K
viewOnly: Service Mesh,
HTF true/false true
kiali: spec.addons.grafana
install: ER &R Grafana i s,
dashboard:

enableGrafana:
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- ek
HF
kiali: spec.addons.promet
install: heus B EH
dashboard: Prometheus i 5,
enablePrometheus:
BIRRIE Jaeger HE XL
kiali: IR B AL B A e,
install:
dashboard:

enableTracing:

5 Kiali ZEXBH

kiali: Kubernetes [RSHIEZE
install: o2
service:

FRFHEEN AR TR
kiali: AR,
install:
service:
metadata:
T8 oI b7 A BIZH 4 Ry
kiali: R 55 ORI S E R
install:
service:
metadata:

annotations:

RAFEEZEN AEIHEM
kiali: R 55 BRI PR
install:
service:
metadata:
labels:
FFigE @it OpenShift
kiali: Route 1A 2H 4 BIAR S5 19
install: FAHE R,
service:
ingress:

{E

true/false

true/false

N/A

FREER

FRES

N/A

&5 13 SERVICE MESH 2.X

LS WINE]

true

true

N/A

N/A

N/A

N/A
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S e {E IAH
BFRETNAREEN FRE N/A
kiali: AR 25 A O BOEIAN SR,
install:
service:
ingress:
metadata:
annotations:
RATFRETNAREEN FRE N/A
kiali: iR 55 A OB AR,
install:
service:
ingress:
metadata:
labels:
AT hHEHEXREKNRS  true/false true
kiali: H7E X OpenShift
install: Route,
service:
ingress:
enabled:
BATFEERSMLETXE FHEH N/A
kiali: =
install:
service:
ingress:
contextPath:
BAF HEA OpenShift FrFE N/A
install: REEE— 1 ENG, &=
service: FHNBRTEENIRIAE
ingress: M.
hosts:
¥/ OpenShift & H N/A
install: fCE TLS,
service:
ingress:
tls:
AT AHRIRS BHY N/A
kiali: Values.
install: <componhnents.servic
service: e.nodePort.port 157
nodePort: nodePort
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% 13 SERVICE MESH 2.X

1.26.2. 1£ Kiali BE X 5RFIEE Kiali BEd &

IR LLET TE Kiali B E X ¥HR(CR)M A2 ServiceMeshControlPlane (SMCP) ¥R HELE Kiali B % 5%
L HE X Kiali $E, XMEEBANHKI N "AE8 Kiali", ENEEERIE SMCP Z4MEERN.

R IE R —fp & 22 |5 ERE ServiceMeshControlPlane 1 Kiali B E X %R, 540 :
istio-system,

A BB FNERE Kiali S50, #AE1F Kiali HREA name 5% SMCP ¥RAH
spec.addons.kiali.name F{H., NRFES name ([ELELH Kiali CR, Service Mesh control plane $${&#
AIERE, XMAEAILEELEE N Kiali ©BE,

1.27. JAEGER FR ES#

4 Service Mesh Operator %32 ServiceMeshControlPlane ¥R, ©if Ao HBEREIE TR,
Service Mesh {# [ Jaeger #1720 A IBER,

BE
e Jaeger NMEMAL FIPS JIEHIMN B,

® M Red Hat OpenShift Service Mesh 2.5 FF4f, Red Hat OpenShift distributed
tracing Platform (Jaeger) B#F A, FHELUEHLITHRASMR, LI8HES
AIATE R BIHPREN INIENERREEENRE, BXTESFAERE
ok, FIFEMBR. YFH Red Hat OpenShift distributed tracing Platform
(Jaeger) IBRERE, EALUER Red Hat OpenShift distributed tracing
Platform (Tempo),

1.27.1. 5 RMZRERR
&7 L@ £ ServiceMeshControlPlane FEA 5 EBIR A B ML R T AL AN BER.

ZRAM all-in-one Jaeger

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 100
type: Jaeger

BAl, Jaeger mMf—ZIFHIERERREY,

NS Jaeger, ZEMERR, ¥ type XEN None,

HESRRTE T Envoy REBAERK trace FUSIER, &) LUFE AR IETIRIZH MBERR AR EERE 2
tbo BRI LUARIERME R EA R EEREMEIRHIEEREE L B, &7 LT sampling B2&E H—1

UEIREERE, K 0.01% 8K, B0, SHEIXE N 10 RHEE 0.1% trace, (FEIXEH 500 R HFE 5%
trace, XIE N 10000 XFRHEE 100% trace,
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SMCP H#iFEE B LT H] Envoy HIFER, B LITE Jaeger BE X FIRAEE Jaeger BIR
MR,

1.27.2. 1£ SMCP H1E%E Jaeger FRi&

&I LLTE ServiceMeshControlPlane T5/RH addons S8 BCE Jaeger, {HE, ERILATE SMCP FELE
HREE — LR,

% SMCP $EeE (5 & %184 Red Hat OpenShift distributed tracing Platform (Jaeger) Operator i, &
Afmk =FhERESREE 2 — : alllnOne. production 3 streaming.

1.27.3. BE R HNERFETE

AAENBERTER (Jaeger) EATIE X HIERE G, ERILIE Jaeger BE X FIR (CR) XHAHIEEEER
B, BIROEDHERNBERTES (Jaeger) LHIFT, Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator &f# A LB & X4 Q| B ER B TR B K.

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator BRI # LA T ERE KL :

e allinOne (Fi\) - R EERTFH A, NiAIEREYN, STATFETUNE, TENEmAH
Agent. Collector #1 Query RS EITERENATHITXE, (BN BB NFEREAEREME. &7
LATE SMCP HEg & It 2R E SR BK.

REEETIRFAMN, XBEKRENR Jaeger SEHIXF, BESHWER, EH
trace BIBHRER, WA, REEETET B, RHNEA Pod #3E HSMAE,
S FEAMELE, B/ production X streaming KB, X LERBEFE
Elasticsearch fE N EIATF %,

e production - production SRESEEAFEIME, EETINER, X trace BIEH 1T KEAFMEIE
BEE, ANZEERSZT BNSERTANNLE, Hit, 89MEmEAGESEREZE, Agent AT
LU RS FAF2 R £ B sidecar 3£ A, Query # Collector RS #HECE N E A — N2 X HMNFLE
KB - YFIH Elasticsearch, AILURIEMREFMME RE NN T EIREES N EHFNZ DA, EeTLL
1£ SMCP HEZ B ERERME, (BENTZLEE L, BIIITE Jaeger CR HIEEMMECE, FiFE
E| SMCP,

® streaming - streaming SRB& 5 1E:@1J 12 Collector # Elasticsearch Gk 17 fi# 2 [0 BRI BE 18
i production $RBg&, XFEHAIF O RES AHIER FRERHREMELE A, FRTFEMD trace BAL

B EFZEMREHES (AMQ Streams/ Kafka) Ffl LR span 38, ETE7E SMCP FRit
B I EE RS B IERE Jaeger CR FEE#EEE| SMCP,

- A=
A streaming SRIFFEHHNEI AMQ Streams 1T,

1.27.3.1. KA D HBERTEA (Jaeger) B8 E

INREEIETE Jaeger ECEIET, ServiceMeshControlPlane 5HRSERIAF A alllnOne Jaeger B E SR
B, FERAZIAN alllnOne ERE KL, 15T spec.addons.jaeger.install.storage.type % & H
Memory, BRI EIAET, thAILUTE install Fri5E M INER B £,
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control plane B\ Jaeger Z2#(Memory)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory

1.27.3.2. £ MG X BERTES (Jaeger) BE (&/M)

% 13 SERVICE MESH 2.X

Z{#HF production ZERIEHEINKE, 151 spec.addons.jaeger.install.storage.type % &/
Elasticsearch, 1% install FiEEFAMIEE LT, 1HER, SMCP RZKESE Elasticsearch HHR#N

BB,

control plane EKiA Jaeger 3] (Elasticsearch)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:

tracing.jaeger.elasticsearch: # only supports resources and image name

container:
resources: {}

1.27.3.3. £ RS /A BERES (Jaeger) BBE (5E2BEN)

SMCP (& # &/ Elasticsearch 28, B2 BE L EIMEFHAFFA Elasticsearch BBEES#, 1§

8/ Jaeger BE X HIR (CR) REZE Jaeger,
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BB HECE Jaeger LI, FHIF spec.addons.jaeger.name K& Jaeger LBIBIEFR, TEARFIF T
MydJaegerinstance.

WA Jaeger production CR M control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 1000
type: Jaeger

addons:
jaeger:
name: MydJaegerinstance #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:

enabled: true

1.27.3.4. % Jaeger &

E(H A streaming SPERIE, 1HE OB IECE Jaeger L6, AFTF spec.addons.jaeger.name 1% &
H Jaeger SEFIBIE TR, FEABIFH MyJaegerinstance,

AR Jaeger streaming CR B control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.5
tracing:
sampling: 1000
type: Jaeger
addons:
jaeger:
name: MyJaegerinstance #name of Jaeger CR

1.27.4. £ Jaeger BE L HIRHIEE Jaeger BLiE

IREI LLB T TE Jaeger BE LR (CR) A2 ServiceMeshControlPlane (SMCP) iR A&
Jaeger R5ELBE X Jaeger 888, LLECEBNEMN "HEE Jaeger', R NEERTE SMCP ZHEE
#,

ol

=y
IR E R —fp R 22 (A ERE SMCP #0 Jaeger CR, 340 : istio-system,
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% 13 SERVICE MESH 2.X

IR AER B A ERBIRIL Jaeger S5, RN Jaeger HREM) name 3575 SMCP HIRAH
spec.addons.jaeger.name F{H, MRFES name (ELEH Jaeger CR, Service Mesh control plane
ERANARE, XMAEALERTEBE L Jaeger EEiE.

1.27.4.1. BB RELE
® Red Hat OpenShift distributed tracing FF& LBIAFRL M —H, HREE L Red Hat
OpenShift distributed tracing SE& (Jaeger) 253 # A sidecar JE AR, I Red Hat
OpenShift distributed tracing F& (Jaeger) SLBIN EEME—RIEHR, FAFHEN 1ZERRAEIEER
EREIRII B TR,

o WNREHLMHALI, BEFHBRAZERSF, 15 Red Hat OpenShift distributed tracing
Platform (Jaeger) XIS ERIGAFE - 6p & 22 A AR,

BREEFAMEFMENIEE, H5E THREALEEE UREEFENEHLTFELRET Y.

1.27.4.2. ARG MEERED R ERTEM

AAEBERTER (Jaeger) #H OAuth HITBUIAF B %IE, B2, Red Hat OpenShift Service Mesh {#
%7 htpasswd 9 secret ESLIKHHARSS (80 Grafana, Kiali 192 NBERES (Jaeger)) ZI[EHIE
&, HIZIE ServiceMeshControlPlane FEZE 2 N BERF & (Jaegen)if, Service Mesh R BENEEER
£ixELFEMA htpasswd,

INREIE Jaeger BE L HRFPIBEDHNBERTEA (JaegenEEE, EIFIIEE htpasswd % EFf
{# htpasswd secret #¥#HZ Jaeger LHId, LUE Kiali A5 E&BIE.

1.27.4.2.1. M web 2 HIE NIRS MR ERE D H R BEREZSM

IR LUMETN Jaeger HIRRELE D HNBIRT S (JaegenR 2, LUETE web 2HI&EFH AT Service
Mesh,

FoRFMH

o HEILMEFAEE cluster-admin B &A1 &EE, NRF A Red Hat OpenShift
Dedicated, NiAE—1E% dedicated-admin B &HIK -,

o %% Red Hat OpenShift Service Mesh Operator,
o IREZLEFH ServiceMeshControlPlane,

e jj[a] OpenShift Container Platform web 1Z#I&,

ik
1. LLEH cluster-admin & &8 AP 519K E OpenShift Container Platform web 2#l&,
2. 5%l Operators — Installed Operators,

3. = Project 3£ H#, MFIFRFEFEE ServiceMeshControlPlane FREIIH, 0 istio-
system,

4. = Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
5. 7£ Operator Details TIE A, = Jaeger F1% I,

6. m Jaeger LHIHIZ TR,
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7. 7 Jaeger IR TIE L, = YAML ZUIRIEHNENEE,

8. Ywfh Jaeger B E X HHRSIH, LURIN htpasswd BLi&, 1 FHBIRTR.

e spec.ingress.openshift.htpasswdFile
® spec.volumes

e spec.volumeMounts

57K htpasswd ECEH) Jaeger BRHI

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswd/auth
sar: '{"namespace": "istio-system", "resource": "pods", "verb": "get"}'
options: {}
resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tls-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundle
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundle
readOnly: true
#...

9. = Save,

1.27.4.2.2. FAB ST HRSMIEEE S iV BERE 2N

,.,\_JLAL_LJ_H OpenShift CLI (oc)RIEH Jaeger FRFKB B D HVEIRTA (Jaeger) T2 M, LUEM
175 Service Mesh —i2{#F .,

FRFH

o EELMERAESR cluster-admin B &A1 AR E, WRHEA Red Hat OpenShift
Dedicated, N7iAE—1E%A dedicated-admin & &K,

o W& % Red Hat OpenShift Service Mesh Operator,
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o IMEI|LELA ServiceMeshControlPlane,

o (KA LU A5 OpenShift Container Platform fR < PCEZHY OpenShift CLI(oC).

1. 21T TR S, LLEE cluster-admin A& 519 E 5% OpenShift CLI (oc), WIRFEA Red
Hat OpenShift Dedicated, Mw%iE—1 2% dedicated-admin & &HIIKF,

I $ oc login https:/<HOSTNAME>:6443

2. BIALLF 4 BN Z L control plane BT H, #0 istio-system :
I $ oc project istio-system

3. IBTLUT SR Jaeger BE X HRN M -
I $ oc edit -n openshift-distributed-tracing -f jaeger.yaml

4. YnE Jaeger BE X HHRSE, LURIN htpasswd E2i&E, 0 FBIFTR.
e spec.ingress.openshift.htpasswdFile
® spec.volumes

e spec.volumeMounts

57K htpasswd ECE ) Jaeger BHRTHI

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswd/auth
sar: '{"namespace": "istio-system"”, "resource": "pods", "verb": "get"}'
options: {}
resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tls-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundle
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
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- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundle
readOnly: true

5. BT TSR pod BBERE -

I $ oc get pods -n openshift-distributed-tracing

1.27.4.3. D iR EREVABS & LI

Jaeger BE L HR(CR)E LB D HNBIRTEA (Jaeger) FHRITEMRAMRMIINE, o] USHUX L
SHLRBENIL ST REE LD ERBERTS (Jaeger) SEHE,

Jaeger CR B9@H YAML =6l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: name
spec:
strategy: <deployment_strategy>
alllnOne:
options: {}
resources: {}
agent:
options: {}
resources: {}
collector:
options: {}
resources: {}
sampling:
options: {}
storage:
type:
options: {}
query:
options: {}
resources: {}
ingester:
options: {}
resources: {}
options: {}

% 1.39. Jaeger B

BH ek i HAME

apiVersion : BN R EMEAN APl jaegertracing.io/v1 jaegertracing.io/v1
hR AR,

kind : E L E 0 jaeger
Kubernetes X & ByFh
%o
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¥

metadata :

name :

spec :

strategy :

allinOne :

agent :

collector :

sampling :

storage :

query :

ingester :

sk

BB FME—FRiR N RAEL
&, S name =#F

g, UID #0w=li%
namespace.

X REVF TR,

E QBB RETAAE

Jaeger ERE KRR

& alllnOne & {R1EH
A pod FERET

Agent, Collector,
Query. Ingester
Jaeger Ul, FrRLALLERZE
BECE /7 alllnOne
SR THREHGERE.

E XA B,

7E X Jaeger Collector #J
e & 1L 77,

TE X AT B ERA L 2RES
BYBCE LT,

E N FHENEBILT., T
B EFHNE XL ITER 2
JIIAE storage &,
A2 allinOne s H
{(CEERE S

TE X Query BRSSHIECE
Ui

7 X Ingester fRESHUELD
BIiEI,

2 IBERFE A (Jaeger)
SLAFIB9& FR.

FELHANERTE
(Jaeger)LHIMIFR G EE
¥, UFERE
Jaeger HHARIE R E XL
if, R71Espec TmTiE
NE., HIZEXLGSHNMH
HREXE, BRNRERE
spec/<component>
TR T

allinOne. production
5 streaming

% 13 SERVICE MESH 2.X

LS WINE]

OpensShift Container
Platform & BI&ERK
UID FE 03X R
TiE B TERR
namespace.

jaeger-all-in-one-
inmemory

N/A

allinOne
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LR RB YAML 2 AERIANZE B2 Red Hat OpenShift distributed tracing Platform (Jaeger) 2B ERTE
M=/ YAML,

AEE KR Pl dist-tracing-all-in-one.yaml

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: jaeger-all-in-one-inmemory

1.27.4.4. Jaeger Collector Be@ %

Jaeger Collector H 44 1 513U tracer #3KM span, 7E{FE M production SRIEFFEE ARFAME
Elasticsearch 77, ={#MA streaming REEEIFEE A AMQ Streams,

Collector B RS, HILEZ Jaeger Collector LI LAFH1TiZ4T. BRT Elasticsearch EEFHIGIE
WEENIFFTEE R E,

% 1.40. Operator A3k 3E X Jaeger Collector IS

S ek {8
e EENEM Collector BIAEL, =B, W5,
collector:
replicas:

& 1.41. {5845 Collector BB S
S8 ok {H

7E X Jaeger Collector FIEZ &%
spec: iR
collector:
options: {}

MEAF AT EXEY worker &, ==, w50,
num-workers:
Collector PAFIBIK /N, =2BH, 12000,

options:
collector:
queue-size:

options:
collector:
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options:
kafka:
producer:
topic: jaeger-spans

options:
kafka:
producer:
brokers: my-cluster-
kafka-brokers.kafka:9092

options:
log-level:

options:
otlp:
enabled: true
grpc:
host-port: 4317
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS_AES 256 _GCM_SHA
384,TLS CHACHA20_POL
Y1305_SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

&5 13 SERVICE MESH 2.X

sk {H

topic SEITIAIREIRFARERNE  producer BIHRE,
B Kafka BEEAR EFERAHEEN
ingester,

FRiH Collector AR RGH R
Kafka BEoB. fNREBIBENIE,
FH%ZET AMQ Streams
1.4.0+, Red Hat OpenShift
distributed tracing Platform
(Jaeger) Operator fFE BB &

Kafka,

Collector 9B &L &4, RAIRERIER :
debug. info. warn. error. f
atal. panic.

ZF OTLP/gRPC, EBRMEE A
otlp, FiEHMEIER R AL/,
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¥ sk =1

ZEZ OTLP/HTTP, iEBRAE R
Options: Otlpo A E AL ITAR R AT 5 A,
otlp:
enabled: true
http:
cors:
allowed-headers:
[<header-name>[, <header-
name>]*]
allowed-origins: *
host-port: 4318
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
read-timeout: Os
read-header-timeout: 2s
idle-timeout: Os
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS AES 256 _GCM_SHA
384,TLS CHACHA20 POL
Y1305 _SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

1.27.4.5. 9 R B ER A & L i

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator A Fi F & XML SRS, LURMARE
Sy fEFALFE sampler BY tracer,

BIRERN TRA trace, BRENANESEHEE, HEAD trace FHITHESITICLZL trace BT iHE—4 4 BME
ﬁ%o
= -

INR— trace H Envoy RE/F3), NIARER, RNMERESENREMEHN, REHE
MR EAE GRS trace B, Jaeger LR E T X,

LIRS WEIRAEE trace L FXBNIEKRE, BFImKEIEHMN trace, NEDE—FEN trace ID, FHRIE
LT R M SRIS M IR E, I REMLIEER trace FRIFTAERELE K, UEREMRSASER
5 HH A R TE

AHRBERES (Jaeger) EXXFF LT HIEE ¢
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e Probabilistic (B¥) - sampler i —NBENHFERE, HinFHEET sampling.param
EBMrE, Fa, FEH sampling.param=0.1 {$3&R K% 10 4 trace HIFE 1R,

® Rate Limiting GEZPRHI) - sampler R F R R IR HI23 KHBIR trace FAEMIEE R
KPETHEE, B0, {5 sampling.param=2.0 FEERK, FRNEM 2 4 trace,

3 1.42. Jaeger LTI

SH fed izh
E AT BERE SRS
spec: BB B 120,
sampling:
options: {}
default_strategy:
service_strategy:
ZHEANMTERE, 1§85 BWERE probabilistic
default_strategy: I apust ::pui #1 ratelimiting.
type:
service_strategy:
type:

P HIE SRR S HL, NEFNERE (O, 1,1,
default_strategy: 10)
param:
service_strategy:
param:

IXARBITE LT — MR MR ROA I EESRRE, trace SEAIBHHIEEBINLETY 50%.
BEHERA

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: with-sampling
spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 0.5
service_strategies:
- service: alpha
type: probabilistic
param: 0.8
operation_strategies:
- operation: op1
type: probabilistic
param: 0.2

LS WINE]

NSRS B IR HEE

&, Collector &R[O1Ek
IR SRRE, PR
AR 55#B 0.001(0.1%) 1

probabilistic
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- operation: op2
type: probabilistic
param: 0.4

- service: beta
type: ratelimiting
param: 5

MRRERAFIRENEE, 2HNBERTES Jaegen)FHERAUTRE :
R\

spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 1

1.27.4.6. 21\ B EREEEC B LTI

&I LLTE spec.storage T/ Collector, Ingester # Query BRSBECEZ . AT LARIBMEEFIKERENNE
ZREENHBMS AL,

% 1.43. Red Hat OpenShift distributed tracing Platform (Jaeger) Operator F3E X 2R B eI
H—RFES

S ek i BiAE
EEMEPEANEFHEL memory 3 Spea
Spec: i elasticsearch, R7%=F%E
storage: ECCERF L. Mk,
type: SENFII IR INE,

1ExM] pod B, #IBET
2RE, NFEINE,
AR BEREE (Jaeger)
X # Elasticsearch #17

FAMERE.
secret &R, 40 N/A
storage: tracing-secret.
secretname:
E U BIBC BT,
storage:
options: {}

X 1.44. Elasticsearch &35S
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BH ik f BAE
L {# M Elasticsearch 77 true/ false true
storage: iy, BN OE—NME
esIindexCleaner: &R BEEFREIPHIE
enabled: trace, XMNSHATFH

RAEARSIFEES.

MHBRZRB | A E IR 2L, BHE 7
storage:
eslndexCleaner:
numberOfDays:
) Elasticsearch 323|189 Cron RiAZ "G5 23 * ¢ *"
storage: SHIEINEE R,
eslndexCleaner:
schedule:

1.27.4.6.1. HEI& % Elasticsearch £l

LIRERE Jaeger B E X HHRAT, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator &
{8 OpenShift Elasticsearch Operator 1R4& B % Y FIR X4 #) storage EB 4 1R HtAYED & A &
Elasticsearch 8%, WIRIZE T LA TEE, Red Hat OpenShift distributed tracing Platform (Jaeger)
Operator f$& % Elasticsearch :

e spec.storage:type i%i&/ elasticsearch
e spec.storage.elasticsearch.doNotProvision % & false

e spec.storage.options.es.server-urls ;% BE X, BIi%HHE#EE] OpenShift Elasticsearch
Operator KRB &M Elasticsearch SZ4l,

1EE& 7 Elasticsearch B/, Red Hat OpenShift distributed tracing platform (Jaeger) Operator &5
Elasticsearch BE L FIREFMXE ) Jaeger BE L KR spec.storage.elasticsearch.name #J name

H, wNR%HEN spec.storage.elasticsearch.name 15 E—ME, Operator &f# 3 elasticsearch,

PR

o ENMBRLERRAEE—NTHBBES Elasticsearch LB 2 RBIRFE A (Jaeger),
Elasticsearch £ EE L AT HEN 2N BERFE A (Jaeger) i,

o TR A REER— Elasticsearch,

INRIBELZERET Elasticsearch ¥E/ OpenShift Logging B9—84>, Red Hat OpenShift
distributed tracing Platform (Jaeger) Operator B {# f§ B 2% #) OpenShift Elasticsearch
Operator KB & 1Fif.

.
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UTEBESHAFT—1 §E&E##Elasticsearch 5£fl, X2H Red Hat OpenShift distributed tracing
Platform (Jaeger) Operator {#f OpenShift Elasticsearch Operator QIIZ2#ISEHI, EECESCHES, &
LI7E spec:storage:elasticsearch T BBhi& & Elasticsearch & E Bt & 1%,

K 1.45. Elasticsearch KREE S

¥ sk {H AAE

elasticsearch:
properties:
doNotProvision:

elasticsearch:
properties:
name:

elasticsearch:
nodeCount:

elasticsearch:
resources:
requests:
cpu:

elasticsearch:
resources:
requests:
memory:

elasticsearch:
resources:
limits:
cpu:

294

FAF1E7E Red Hat
OpenShift distributed
tracing platform
(Jaeger) Operator 2%
1% & # Elasticsearch
S,

Elasticsearch LRy
. Red Hat OpenShift
distributed tracing
platform (Jaeger)
Operator A LS H
8 E M Elasticsearch 5
ez E

Elasticsearch,

Elasticsearch 7 &%k

2, NTFETAY, FE
EDINTR, FERME
B2 R, FAAaESs
H R A 24 [A] R,

RIFERIMEECE, TFR
8 CPU &,

RIFEIMEECE, "TH
FiFRBATE.

RIFEBIFRED
B, CPUXERIRIE,

true/false

string

BYIE, fign, Sha%ns
=1, &/NERE=3

LA S millicores 38
E, 540 200m, 0.5, 1,
flan, BEEUEEA =
500m, m=/NERE =1

Pl BALgE, B0
200Ki, 50Mi, 5Gi, fl
m, #WERIUERR =1Gi, &
INERE = 16Gi*

LA S millicores 38
E, 540 200m, 0.5, 1,
flan, BESULER =
500m, m=/NERE =1

true

elasticsearch

3

16Gi



limits:
memory:

elasticsearch:
resources:
| elasticsearch:

redundancyPolicy:

elasticsearch:

useCertManageme
nt:

sk

RIFEIMEECE, ATH
BIRTFRR(E,

BIES ISR E LAl 7E
EHPMBIET SRS
#l Elasticsearch 2 F :
INREBIEE, RedHat
OpenShift distributed
tracing Platform
(Jaeger) Operator &
PIRET RBERERE
ERNEH,

AFHEESHANERTEE
(Jaegern) @& {EM
Elasticsearch Operator
BIEBEEThEE, LhIhAE
ANINE OpenShift
Container Platform 4.7
R {logging-title} 5.2
i, ©RH Jaeger HBE
HEILIXE,

{E

PN EALHRE, Blin
200Ki, 50Mi, 5Gi, fl
m, #ERIUERR =1Gi, &
INERE = 16Gi*

ZeroRedundancy (%
BlA5

F) . SingleRedunda
ncy (—PalEx%

F) . MultipleRedun
dancy (B3R5

F—¥m Data T/

=) . FullRedundanc
y (B FRBIEEREFH
B Data TmLRELE
&) o

true/false

% 13 SERVICE MESH 2.X

LS WINE]

true

BT MEE R LAEREA Elasticsearch 1 s A BUERFHITIRME, BXFEFIMEEE, TEIGIHFE
i, WFEFFIME, EBRIZERANED pod DEFRDTF 16Gi RTE, BHRIFNE pod ZEZHE 64Gi A

7o
R R

apiVersion: jaegertracing.io/v1

kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
resources:
requests:
cpu: 1
memory: 16Gi
limits:
memory: 16Gi
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B/ ANEFHNEMERA

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 1
storage: ﬂ
storageClassName: gp2
size: 5Gi
resources:
requests:
cpu: 200m
memory: 4Gi
limits:
memory: 4Gi
redundancyPolicy: ZeroRedundancy

ﬂ RAMEWEE, EAGG, AWS gp2 BX/INH 5Gi., INREFEEE, NomBEERTES
(Jaeger) % F emptyDir, OpenShift Elasticsearch Operator &7 PersistentVolumeClaim 71
PersistentVolume, B FRRESHNEERTEA (Jaeger) LB MkR, NRCIEEFHERLZFF®
BZEFAMN D HBERT S (Jaeger)SEfl, NIATLAEZRI—B,

1.27.4.6.2. ¥ EFIIA Elasticsearch L4l

R LAFEFRINA Elasticsearch £ AT AR BER T A FME. AW Elasticsearch 528 (B HEF
Elasticsearch 5Xffl) ZH Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 2%
Elasticsearch Operator Z2E895L41,

LIRERE Jaeger BE NHRAS, NRIZE T LU TFEE, Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator R E# Elasticsearch :

e spec.storage.elasticsearch.doNotProvision % &/ true
e spec.storage.options.es.server-urls 5 —MH

e spec.storage.elasticsearch.name E&—MH, =% Elasticsearch LI &R ZE
elasticsearch,

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator £
spec.storage.elasticsearch.name H15EH Elasticsearch 5251153 % Elasticsearch,

PR

o BFENF OpenShift Container Platform Hi&1LK Elasticsearch S5 2 N BERFE & (Jaeger)
HENESFEMA, Elasticsearch RFEETELTHTEN2HNEBERFE (Jaeger) L,

UTERESHERTEAFEN Elasticsearch S5, th#ihy H4ZF Elasticsearch L5, EAFIA, ERTLL
EBE R4 HH spec:storage:options:es T/ Elasticsearch 8 EBC B %L,
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F146. BM ESEKRESH

S Uiy (i1 HAME
Elasticsearch SZfjl#Y Elasticsearch AR5 259 http://elasticsearch.
es: URL. TEREF A, <hamespace>.svc:92
server-urls: 00
M Elasticsearch Zif3& 10000
es: EMEAXEHE, Xt
max-doc-count: ERATRE. MRERX

iE T es.max-doc-
count #1 es.max-
num-

spans, Elasticsearch
T35 F P & SR B9 N
.

[BFH - BELUEBR 10000
es: AR, A
I max-num-spans: es.max-doc-count X
%, ] 7 Elasticsearch 1
BNERERIMEERK
span &, MREN%
&7 es.max-num-
spans # es.max-doc-
count, Elasticsearch

HERMEPBRNB
(ER
Elasticsearch A span By 72h0OmO0s
es: RAEIM,
max-span-age:
Elasticsearch FIfliZ 25 true/ false false
es: L&, &5 ik A IR
sniffer: REERMRET R, B
INERFR LTI,
1E U542 Elasticsearch & true/ false false
es: BN S R TLS B9,
sniffer-tls- B imERRIERD
enabled: BERAMETR. BAEH
BAFERMBE, S Os
es: B, N&EBE,
timeout:
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S ek {8 LS WINE]
Elasticsearch FrgsrIFE
es: P&, NREE, BEXH
username: BREIEt&mME: CA, 7

H& 7 es.password,

Elasticsearch PR

es: ., HIESH
I password: es.username,
FEM Elasticsearch 0
es: X, MRERBIEE, NZ
I version: {E ¥ M Elasticsearch &
B SR El,

F147.ESEIREFIZSH

S ek {8 BRIAE
Elasticsearch B & 1
es: S ER S
num-replicas:
Elasticsearch B & 5
es: 5INS REE,
num-shards:

X 1.48.ES R8BI KBS H

SH ik fE
wiE N true i, NFATE  true/ false true
es: R/ hi B Eh 12 5R5 11
create-index- o FEhLEMERE, %
templates: & false.
AHNEERT A (Jaeger)
es: REIMELERIS, B0,
index-prefix: S HEEEN "production”

B84 "production-
tracing-*" B93Z31,

+®1.49. ESHHEXNBHRESH
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¥ sk {H

TEHL B AL TR AR R TE MR 7

es: R BRI ARINRIA S
bulk: BIE KL
actions:
Rt EF K E9fa].
es: ERE# SRR ERIE
bulk: MR, HREXENS,

flush-interval:

EHELEBIRRERR

es: #reml, HEERKALLL
bulk: BRETEH,
size:

AL IR KRR

es: 3% Elasticsearch 4
bulk: worker (&,
workers:

3% 1.50. ESTLS Be @S

SH ik {&
FAF IR R AR 55 25
es: TLS IER A HLIEI(CA)
tls: X HBIRRR,
ca:

TLS iE XX E, B
es: SR A bt R B R AR 55
tls: 270
cert:

5infeiRSaxiEn HA  true/ false

es: FHZER2(TLS). BIA
tls: 2 b % 10,
enabled:

TLS RASCHRIEEE, M
es: SRR A R B AR AR 55
tls: a0
key:

&5 13 SERVICE MESH 2.X

LS WINE]

1000

200ms

5000000

SN E]

RARERARAEER
o

false
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¥ sk

EIFRAR S5 BRI HR T
es: HAR9 TLS AR 5528 & #5
tls:
server-name:

A5 bearer &R
es: HIERR, WRIBEIZIR
token-file: &, st ESEAAE

Mg (CA) X,

X 1.51.ES HEERESH

55 b

LS WINE]

ERENIEIRARE RRE
es-archive: 3 BRI AR ANEIRA Y
bulk: HITE Ko
actions:

Rz B EFHKAET A].
es-archive: EERIE N EERERA
bulk: fB, HREXBENS,
flush-interval:

EHRENERRERT

es-archive: #reEl, #EIERKATLL

bulk: BT
size:

A AR E1E KR
es-archive: % Elasticsearch By
bulk: worker £,
workers:

WEH true B, MR
es-archive: FiEshist B h Al g5k 11
create-index- o FENREBRES, 1%
templates: &7 false.

& AN BT RE,
es-archive:
enabled:

300
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Os
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S8 3T i1 BRIAE
A mEBERFE A (Jaeger)
es-archive: SRBIBYRLRTS, B0,
index-prefix: S EZFEN "production”

0% N "production-
tracing-*" BIZR5|,

M Elasticsearch & ifiR 0
es-archive: OISR AEHE, Xt
max-doc-count: ERTRAE,
[BFFH - HELUGHIAR 0
I es-archive: AR, M es-
max-num-spans: archive.max-doc-

count &, ]
Elasticsearch RHEN
B — RIKEHI R K

span (&,
Elasticsearch # span B9 Os
es-archive: RAEIH,
max-span-age:
Elasticsearch &R 0
es-archive: S EE S
num-replicas:
Elasticsearch FE 3R 0
es-archive: 5|M9 F#E,
num-shards:
Elasticsearch FRrEEHY 25
es-archive: 5, BESH
password: es.username,
LUES 2R
es-archive: Elasticsearch fRS5 22751
server-urls: K, WIEENTLRE
B URL, #5140
http://localhost:9200
Elasticsearch BIfi152 25 true/ false false
es-archive: BRE, ZHiEEANET
sniffer: BEEOEEME T =, B
INEE A LI T,
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e

=

302

- 4 £ pU
1E5#% Elasticsearch &
es-archive: BERT IS A TLS RO,
sniffer-tls- B iRERIRIIEE D)
enabled: BEAAT R, RAEH
1635,

BT &EINREN, Hixh

es-archive: F, NGB,
timeout:
RAFRIRTEIR 552289
es-archive: TLS UEP A HLIE(CA)
tls: XHRIRR TR,
ca:

TLS iEPXEHIERE, B

es-archive: SR 1t i FR B L A2 AR 55
tls: 280
cert:

Sixi2hR 55 a5 5 = A

es-archive: REHIZRE(TLS). BiA
tls: 2 b % 10,
enabled:

TLS FAFASUHRIRR R, H

es-archive: SR A IR R IZARSS
tls: 280
key:

I FEAR S5 BRI FR T
es-archive: BRI TLS AR S5 25 B TR,
tls:
server-name:

BE& bearer S hERIS 4
es-archive: MEEE, WMRIBEEIZIT
token-file: &, st AL

Mg (CA) X,

Elasticsearch FrEsrI

es-archive: &, MREE, EXx5
username: I IEtE SN, CA, 1H
i es-

archive.password,

{E

true/ false

true/ false

LS WINE]

false

Os

RAHEARAEER
o

false
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S Uiy (i1 - W E
FEM Elasticsearch hik 0
es-archive: X, MREBEE, Wiz
I version: {EYS M Elasticsearch |
BERIE,
FERBESNEMERG
apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:

server-urls: https://quickstart-es-http.default.svc:9200
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret
volumeMounts:
- name: certificates
mountPath: /es/certificates/
readOnly: true
volumes:
- name: certificates
secret:
secretName: quickstart-es-http-certs-public

LUFRBIERT FERMEHETE secret REBFIA 7/ BIEHER T TLS CA IEHBIAEB Elasticsearch £EFHY
Jaeger CR,

HEB Elasticsearch =l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:
server-urls: https://quickstart-es-http.default.svc:9200 ﬂ
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret 6
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volumeMounts: ﬂ
- name: certificates
mountPath: /es/certificates/
readOnly: true
volumes:
- name: certificates
secret:
secretName: quickstart-es-http-certs-public

2R\ A & 22 0] 24T Elasticsearch fRS5 URL,

TLS ERE, EXMIERT, RE CAIET, BIEMERH mutual TLS I, BSHAILLIEE es.tlskey #
es.tls.cert,

E N IMEZE ES_PASSWORD #1 ES_USERNAME #J Secret, Hi kubectl create secret generic
tracing-secret --from-literal=ES_PASSWORD=changeme --from-literal=ES_USERNAME=elastic
etk

WHEBEFAE FRAMNSERNS,

O o o0

1.27.4.7. M Elasticsearch B3

& LAfE A OpenShift Elasticsearch Operator A& IE+H, 8 OpenShift Elasticsearch Operator
BB A LEFERZ A Jaeger Collector B ¥ — Elasticsearch 52%,

BE

{8 A Elasticsearch ':QEET»EJFJAE MR IIEE, FARTIEIhEE R ZLNE™ AR S FER
il (SLA) X, HINREETREH TR, AIEFHEEEIMERFEATN], XERA
i ThA TM@FHFTEEITFH%EE’JUJH& FENSEFLMERIRERITEN

BRIAERAT G FEEMESER, WSARATITiEF e,

MKRA 2.4 FF#A, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator {§f Elasticsearch
B E L HRP BT ERIE B OB E Y OpenShift Elasticsearch Operator :

® |ogging.openshift.io/elasticsearch-cert-management: "true"
e |ogging.openshift.io/elasticsearch-cert.jaeger-<shared-es-node-names>: "user.jaeger"

® |ogging.openshift.io/elasticsearch-cert.curator-<shared-es-node-name>:
"system.logging.curator"

Hrh <shared-es-node-names 2 Elasticsearch 7 mBI& R, H50, MREAE—1EN custom-es B
Elasticsearch TV, BB E L FRATRERBILL T RHE,

BEMRM Elasticsearch CR 31

apiVersion: logging.openshift.io/v1
kind: Elasticsearch
metadata:
annotations:
logging.openshift.io/elasticsearch-cert-management: "true"
logging.openshift.io/elasticsearch-cert.jaeger-custom-es: "user.jaeger"
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logging.openshift.io/elasticsearch-cert.curator-custom-es: "system.logging.curator”

name: custom-es

spec:
managementState: Managed
nodeSpec:

resources:
limits:

memory: 16Gi
requests:
cpu: 1
memory: 16Gi
nodes:

- nodeCount: 3
proxyResources: {}
resources: {}
roles:

- master
- client
- data
storage: {}
redundancyPolicy: ZeroRedundancy

FRFH

o L% T Red Hat OpenShift Service Mesh Operator,

e f{logging-title} KERAERFPHNIINEKE.

® Elasticsearch 77 m#0 Jaeger LBl ERE R B —en & 22 A A, 5140, tracing-system,

BT LLEIT TE Jaeger B E X HIRAIT spec.storage.elasticsearch.useCertManagement &/ true
F g AP EE,

TPIE R useCertManagement

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: jaeger-prod

spec:

strategy: production
storage:
type: elasticsearch
elasticsearch:
name: custom-es
doNotProvision: true
useCertManagement: true

1EE 7 Elasticsearch [, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 5
Elasticsearch B X FIRH name K&y Jaeger B E L HIRH spec.storage.elasticsearch.name #J

1E.

UEF E OpenShift Elasticsearch Operator #1 Red Hat OpenShift distributed tracing Platform (Jaeger)
Operator S AUEF,
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& <7E OpenShift Container Platform & Elasticsearch IE%{ER, 1S E Elasticsearch Hi&
FiEs BEEMEE D R BER,

1.27.4.8. HifI RSB L1
Query @ —MMEMEH ISR trace FIEER - RERERENIHRS .

5 1.52. Red Hat OpenShift distributed tracing Platform (Jaeger) Operator FA3EE X Query IS

¥ 30 {H AAE

EEEOIEM Query Bl B, m2,
spec: L

query:
replicas:

% 1.53. {5545 Query MEEESH

¥ 2P0

E X Query BRSSHIECE
spec: prin s

query:
options: {

Query IR EICFR 5, ARERES :

I options: debug. info. warn,

log-level: error, fatal. panic.

FiA jaeger-query HTTP  /<path>

options: BB EARBEEREANRE

query: HF3E root &, I
base-path: mn, /jaeger FSBFRAE

Ul URL K /jaeger F+
%o HERMAKEEEZ
1T Jaeger-query i, X
BEH.

Pl Query ECiE

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:

name: "my-jaeger"
spec:

strategy: alllnOne

alllnOne:

options:
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log-level: debug
query:

base-path: /jaeger
1.27.4.9. Ingester B2 @£

Ingester — M Kafka ERIELENFH B A Elasticsearch Fi%EiHHIRSS, fREEE A alllnOne =X
production B8 EKEE, NIFFEZEE Ingester IR%5.

3+ 1.54. {£3B%5 Ingester B Jaeger
SR 1 pu A

7E X Ingester fR 5 HIER B LT,

1€ Ingester EA ILRIANIERE 2805, 60 1m0s, EKIMES
options: SERfaEfE (AR A EG) » B 0,

deadlocklnterval: INESR TS, BRI (A [ fR ik 2 A

(ZBHNO0) , LUBRIERSIA

bt F2ihi& A 15 REX Ingester,

spec:
ingester:
options: {}

topic SEITAKREKIRARLERE  consumer BIFRZEFIMN, jaeger-

options: BB Kafka B2 &, FEH spans.
kafka: Ingester,
consumer:
topic:

Ingester FASRERERH Kafka B~ RIEHIIRZ, #0 my-cluster-

options: BRI, kafka-brokers.kafka:9092,
kafka:
consumer:
brokers:
Ingester B H &ILFH I, AIRERY(EA -
options: debug,info,warn error fatal dp
log-level: anic,panic.

Fif&Hi Collector 1 Ingester =%l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: simple-streaming
spec:

strategy: streaming

collector:

options:
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kafka:
producer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
options:
kafka:
consumer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
deadlockinterval: 5
storage:
type: elasticsearch
options:
es:
server-urls: http://elasticsearch:9200

1.28. E1%; SERVICE MESH

ZE MIIA B OpenShift Container Platform X5l 1%k Red Hat OpenShift Service Mesh FHIBRE TR, 12
MBS control plane. R Operator, Fiz 1T 4 e FohMFRIE L FHR,

P

1.28.1. filif% Red Hat OpenShift Service Mesh control plane

Z MIIEH OpenShift Container Platform LI E1%; Service Mesh, B 5EMIBR Service Mesh control
plane #1 Operator, ARG, EFHZ1THSEMIPRRIRMTIR,

1.28.1.1. fiF Web ¥ 5l & Bk Service Mesh control plane

& T LUE A Web #25I & 1 B& Red Hat OpenShift Service Mesh control plane,

1. &[HE| OpenShift Container Platform Web 2% &,
2. = Project 3£ H#, EFRE Service Mesh control plane B9, # istio-system,
3. 5fin%l Operators - Installed Operators,

4. = Provided APIs THY Service Mesh Control Plane,

5. & ServiceMeshControlPlane 3
6. = Delete Service Mesh Control Plane,

7. EHIAE O H = Delete fifif& ServiceMeshControlPlane.

1.28.1.2. {81/ CLI #lBR Service Mesh control plane

IRET LUE R CLI iR Red Hat OpenShift Service Mesh control plane, TEA&fl, istio-system 2
control plane T B B9 & #5.
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s}
e

1. &3k OpenShift Container Platform CLlI,

2. 2T TS LUIBR ServiceMeshMemberRoll 5558,

I $ oc delete smmr -n istio-system default
3. BTXAN S RIKB R EN ServiceMeshControlPlane B &7 :
I $ oc get smcp -n istio-system
4. FRAL SR HEH <name_of_custom_resource>, 17X EMIERE E LR

I $ oc delete smcp -n istio-system <name_of_custom_resource>

1.28.2. R =% Operator
IR Operator F AT LARRENHIBR Red Hat OpenShift Service Mesh, ik Red Hat OpenShift

Service Mesh Operator [&, &/l Kiali Operator. Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator 1 OpenShift Elasticsearch Operator,

1.28.2.1. iR Operator

RIBLUT S MR Red Hat OpenShift Service Mesh B Operator, XfLLF&EA Operator E8 Lk
o

® Red Hat OpenShift Service Mesh
o Kiali
® Red Hat OpenShift distributed tracing Platform (Jaeger)

® OpenShift Elasticsearch

Pt

1. E[EF OpenShift Container Platform Web &,

2. 1E Operators - Installed Operators TE, RB)TIEHIE Filter by name i A K FUE
= Operator, AAFR i Operator &,

3. 1E Operator Details TTEH, M Actions 3 H %5 Uninstall Operator, RIBIRTEHEEZD
Operator,

1.28.3. ;51& Operator %R

ReT LA A OpenShift Container Platform Web 12 & F3/iilIBk Red Hat OpenShift Service Mesh
Operator EREBHE

FRFM

o EFEHEIENAPRMINK T, MR# A Red Hat OpenShift Dedicated, NIE—1TMEHR
dedicated-admin & &K,
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=
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L=

e ijj|n] OpenShift CLI (oc) »

1. LUSEEFEIE 0 B9 & K% OpenShift Container Platform CLI,

2. TEE0%L Operators BT T HGBER TR, MREBEERBRSMENERL T2 HNEERTE
B (Jaeger) AEMIIARSS, BEAREMPR Jaeger HiRo

OpenShift Elasticsearch Operator BRIA & %2 7E openshift-operators-redhat A,
Hh Operator BKi\ &% 7E openshift-operators &2 [A|fH, MIREF—
Zo 5] %3k T Operator, ¥ openshift-operators E#i %% 7 Red Hat
OpenShift Service Mesh Operator B9 B B % #F,

$ oc delete validatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete svc maistra-admission-controller -n openshift-operators
$ oc -n openshift-operators delete ds -Imaistra-version

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni
clusterrole/ossm-cni clusterrolebinding/ossm-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-crdview
jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-v1-view

$ oc get crds -0 name | grep ".*\.istio\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.maistra\.io' | xargs -r -n 1 oc delete
$ oc get crds -0 name | grep ".*\.kiali\.io' | xargs -r -n 1 oc delete

$ oc delete crds jaegers.jaegertracing.io

$ oc delete cm -n openshift-operators maistra-operator-cabundle

$ oc delete cm -n openshift-operators -Imaistra-version

$ oc delete sa -n openshift-operators -Imaistra-version
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28 2 & SERVICE MESH 1.X

2.1. SERVICE MESH % 173F¥iC

g
Of

BETB XN Red Hat OpenShift Service Mesh & TR A8 3244,

Service Mesh fR# 1.0 #1 1.1 control plane "B X . BXALIRS K control
plane B9IF18, 1S F4 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESH™ M
4 fp B HI T E,

21 EFREEES

RN FEHRBNIMAIE, ST Web BUFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEZHEMBELYE, BTFHIAIT/E+ORE, XLFRFEEFHEENNLANLZITHREAFZRS LE. 8
XELIHE, HSHBINERIRARE Chris Wright 12#H5E R .

2.1.2. Red Hat OpenShift Service Mesh i1t

Red Hat OpenShift Service Mesh @1t 1£ i FA T2 5 AR Q| B2 55 A 22 ] s SR AR AR S5 R PN & MR, ©
ERESHANALRIN—NERZ, MEFF ARG TEMER,

AR S EEM S N BRI TE D ESHEARSS, MMEET B4, B2, REEMARS R EMENE
VN RO IS RN & Zu M AR K, IBRAB IR SWME, Service Mesh AT LUE T RS EILARSS MR &
SR RIX LKA, FHAMENR. EEBESHUETIERBEMRS.

Service Mesh EFFI& Istio Wi H, NOIEMEMIRSIRE L. MEHE. RSIIRSBMEIE. WE

RE. IR IERIAR S MR T BN AL, RS ML IREE S MR EThEE, HaiE A/B
. canary ZIThRAS, V5AlEH) LA R im B im Ik,

2.1.3. R

INRIBTEHIT AR AR B9 F N RF2 L OpenShift Container Platform BP&F I, 1514 R] LB | |1
PR

B ZLNER ] P
o HSRIFENWLMERIAE, THREIET RBEXHNXXEMRRS R,
o R HLLLINESHF,
o il EAh FHE,

FHRIERE P RE, EAELE OpenShift Cluster Manager HI{EH Insights, Insights 324t T [A]RHAY1E4H
ER, HEETANBERT, REtT N RRHER.
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INRIENT ARSI B A BOH W, AT EMEEIR, 1EAER AR JIRA 1, HREEAKT
15, WETI&HFH OpenShift Container Platform kg4,

TEARZZ M N B IR REHER, F ABSBNZLIE ST = N IR T HERR SRR,

& 7] {8 F§ must-gather T 23 IEEH X OpenShift Container Platform 52 MIZITE R, SIEELNE
;‘EL/L&,EJ‘@%‘_- Red Hat OpenShift Service Mesh 18X B##E,

ﬁTT SIRELH, iERM OpenShift Container Platform #1 Red Hat OpenShift Service MeshBJiZ B

II_c\O

2.1.3.1. XF must-gather TE
oc adm must-gather CLI i DRI INERBEN FARNFNERER, afF
o HRE X
o RFSHEE
FINERT, oc adm must-gather 63 oA RINBIEH R, FHEA ./must-gather.local,
i, ERLEREHNSHZTHRNRREERER, WELTERD A

o EBREE—PHRLNFEINBENEXIEIE, 15EMA —-image SEHESR, NLLTER AR,
a0 -

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.15.2

o EWLEHITHRE, 1E#F M -- /lusr/bin/gather_audit_logs 2%, LTI R,
a0 -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% -
. FEARINERESHN—ED, TRWEHITBERENIHIIKRN,

L1%217 oc adm must-gather I}, EEFRHUIE P QB — N BRI BFFHIHET pod, 1E1% pod LI
SHIE, FREEHFIIIFEBFRF L must-gather.local FFLEFT B3R H,

4N -
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

74, EEILAMERA --run-namespace LU E 67 4 22 (8] FFiZ 1T oc adm must-gather 45,

0 -
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$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.15.2

2.1.3.2. B &M
o FHEZXR cluster-admin B &I £,

e B %% OpenShift Container Platform CLI (o¢).

2.1.3.3. X F LRSS R EIE

&8 {2 oc adm must-gather CLI sp 5RIRER XEHMNER, @1E5 Red Hat OpenShift Service
Mesh #8XBITHREFNXT & :

ARG
o FHEXR cluster-admin B &I £,

e B.% % OpenShift Container Platform CLI (o¢).

ff

L=

S

1. E{# A must-gatherlifk Red Hat OpenShift Service Mesh #iE, B8 E Red Hat
OpenShift Service Mesh 44,

I $ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8:2.4

2. EffF must-gather 7145 Service Mesh control plane 34 22 8] 1% Red Hat OpenShift
Service Mesh #(#g, B /#EE Red Hat OpenShift Service Mesh (& e & 22 (A, 1EAHFIH,
£ gather, J51% <namespace> & it 1 #EH Service Mesh control plane B9 Z Z2[A], 0 istio-
system,

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8:2.4 gather <namespace>

XREUB—ISEUTTENABEFR

® |[stio Operator fp R [H R EFXI R

® FfA control plane f8 & 22 [ R HE FXT&

o BETEMRFSMBHAEGRAZERREFHR

e i Istio BE XL HTRE XL (CRD)

® FfiA Istio CRD X, M TE & ZEFFE] VirtualServices

® A Istio Webhook

2.1.4. Red Hat OpenShift Service Mesh X T &

LUF 2 Red Hat OpenShift Service Mesh ME—Z BT E :
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® OpenShift Container Platform kR4 4.6 SXE &R A,

OpenShift Online #1 Red Hat OpenShift Dedicated A3z #F Red Hat OpenShift Service
Mesh,

o IMEWINBEZTE—NIRIIAY OpenShift Container Platform &2,
o lbhRAHY Red Hat OpenShift Service Mesh & F OpenShift Container Platform x86_64,

o A 1ThRARZIFIE OpenShift Container Platform (285 & & A Service Mesh HEMERE,
EARAXFHERHZASRELEHYSPEEMRS.

o XMNRARZFRARMNEIRSHEE, LLAIEHL,

INFE A X Red Hat OpenShift Service Mesh £ B FHNEBENEZER, 1HSH ZHFEE,

2.1.4.1. Red Hat OpenShift Service Mesh 4 Kiali Bdi&
o Kiali MIZR1LHI& R #F Chrome . Edge. Firefox 8 SDomain P 2389 &R FTEIF N hR AR,

2.1.4.2. M Mixer Efc 2
o R ITHRARZIHFLLT Mixer Efcas :

o 3scale Istio Adapter

2.1.5. #Thee
Red Hat OpenShift Service Mesh TEAR %5 FI%% [FlHR 4 7 SEMI R ETIRERIZE— A R -

o SREEHE - ZHIRSFRREN AP R, REFAANTSEYE, HEMBERGETEFHNERRE

o RFEIFAMBEM - EMEPRHFTIIEF MRS, HREERTRSRENEESD, UETLLE
HEEETRBIMAEIT L.

o SRE&IEE - XFARSS MRV BN AALIIERES, RCHEVIFIRE, HERS QTR BiIEE
PRSI AT LUK SRBEEIT R E, AR RIEWN ARFH,

o M - T FRARSS Al BRI K R AR AR 55 (Rl B RS BRI, M AT DUR 33 24 IR w7l

2.1.5.1. Red Hat OpenShift Service Mesh 1.1.18.2 I ZhaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i EMZLIRIAE R#,
2.1.5.1.1. Red Hat OpenShift Service Mesh 1.1.18.2 ix & S 4 £ hik A&~

H hR A

Istio 1.4.10
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At hR =
Jaeger 1.30.2
Kiali 112.21.1
3scale Istio Adapter 1.0.0

2.1.5.2. Red Hat OpenShift Service Mesh 1.1.18.1 B9 Th&E

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE &R L2IRIA A,

2.1.5.2.1. Red Hat OpenShift Service Mesh 1.1.18.1 ik & 2 ZH 4 ki A=

il hiA
Istio 1.4.10
Jaeger 1.30.2
Kiali 112.20.1
3scale Istio Adapter 1.0.0

2.1.5.3. Red Hat OpenShift Service Mesh 1.1.18 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE MR LIRIAE R#,

2.1.5.3.1. Red Hat OpenShift Service Mesh 1.1.18 ik & & 4 4 iR &

il hiA
Istio 1.4.10
Jaeger 1.24.0
Kiali 11218
3scale Istio Adapter 1.0.0

2.1.5.4. Red Hat OpenShift Service Mesh 1.1.17.1 BI#TZhAE

Itt Red Hat OpenShift Service Mesh & {ThRAf#R T CVE R EMZR L IRE A &,

2.1.5.4.1. Red Hat OpenShift Service Mesh ZME URI K EXB0A At E
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Red Hat OpenShift Service Mesh @& — el f2f ARYIRIE CVE-2021-39156, HAHTTP IHEKHEER
E& (LA # =B URI KEB—DERD) , EATLASET Istio URI ETFERERHIZIKEE, Fg0, Istio 1%
U SRBEIEYE % 2 E URI B8R /user/profile BiE K, EEFEERERANMAS, #H URIBR
/user/profile#tsection1 8915 K58 E 4L SRBE H IR BRI Eim (BT HISER URI path
luser/profile%23section1) , ARESSHLLEH,

INRITFE M A DENY #24EF] operation.paths FOIRIVERRS, =& ALLOW &/EM
operation.notPaths, &% F| tiREHIRT,

XA hRAA, FERNFAEERTRMERE R URI FERERD. IXATLARSIEE URI 7 A F BRB9IE RG0S &
T URI BI&H R BRER D BIRTUEREE,

2.1.5.4.2. BACRAT SN EH

Istio N ENBAB A LEROERENSZ, B, AT "httpbin.foo" EHNLHIFE LRSS KM X4 K
ICEE "httpbin.foo # httpbin.foo:*" MEEE, B2, STREEEIKIE{ S hosts = notHosts FE& %,
H B = fF R A,

INRIE(E FAFBRFER B LR AuthorizationPolicy EHE FALSIEENL, NS MTHIER,

R BT IRARRE HU, LMERRIETREmA e, 5, 85— AuthorizationPolicy 7~f5l
#, ¥ hosts: ["httpbin.com"] &5 hosts: ["httpbin.com:*"],

#— AuthorizationPolicy s FRIZZPCAC

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

= AuthorizationPolicy {8 FRIZZPCAC

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*"]
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2.1.5.5. Red Hat OpenShift Service Mesh 1.1.17 B3 TheE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2ITAE A E L R IZFE IR,

2.1.5.6. Red Hat OpenShift Service Mesh 1.1.16 B3 ThEE

It Red Hat OpenShift Service Mesh & fThRAf#ER T CVE ik SR EIRIA ML R EF iR,

2.1.5.7. Red Hat OpenShift Service Mesh 1.1.15 B3 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I ENRLIRAE A E L R IEFE IR,

2.1.5.8. Red Hat OpenShift Service Mesh 1.1.14 B3 TheE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i M ZE 2RI U R BFH IR,

BE
EHRR CVE-2021-29492 #1 CVE-2021-31920 B, M AT =i ED)E 5,

2.1.5.8.1. CVE-2021-29492 1 CVE-2021-31920 frE M EshEH

Istio @& — N HREEFARE, HEAETFRFNFELFNE, HFES DRI LRI F R
(%2F or %5C") BIHTTP i5F KR AIBERSHT Istio FANKEE,

BN, BRI Istio SERFEHR LI E L T — MR DENY B8, LUMETEIRE /admin LIEIER, LX) URL
B&1E //admin BUIE R N AR IRAOCRIEHEL,

1B#E RFC 3986, WAHZSANRHINIEE //admin TR LN NS /admin REINEE, B2, —&&F
IR S5 IE BT IS S DRI & FE R A AT S HISE URL IR, XA S RS BAERE (//admin RPTEZ
/admin) , B ELEFIHIRR /admin i AER, XARER £ R L0,

INRIEEH ALLOW action + notPaths =E& =& DENY action + paths FER4HE, MAIEESZ RN
AR, XEEXTRERKEENNRIEST,

ELUTERT, EETRZIRANEN
o LB IEIEERS,
o MHIIRIERIR & A E XL paths =X notPaths FE&,

o MEEAINERBE{E A ALLOW action + paths E%sk DENY action + notPaths FER4F1E, iXLE4R
XRESREAMIEL, MRS R, MFULER, ARNIAEDN,

p= Y=
c - HERMEIEH Red Hat OpenShift Service Mesh BRELIE S Istio BoEAE.,

2.1.5.8.2. B ZFHSE{LEE

Istio RAKRBEFTREE T HTTP iHR A9 URL B8R, BREMSEIL (BFFY URIASELR) « BiFirgets
NERIEE, UEEVLUIENA L EMSEBE. ARENELRE, RETRBETEESERMN,

Istio FEARFEARAERBSFIBE FHIA KAT, SFIFKEEEHBIUTHSEL AR -
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R21LHSBIEAER

pd

Option

Description Example

NONE

BASE

MERGE_SLASHES

DECODE_AND_MER
GE_SLASHES

&BHTMSEE. Envoy
BN EAREER5T
RIREFEEL A B EA 5 imAR

5o

X2 BH] Istio BRIANZEE
AR BRI, XTE
Envoy {¥E_ERF
normalize_path 1%t

i, ZI%IFE RFC 3986
R EERTARSEIL R
A IR AT SRIERIAT,

RMTRTE BASE #lBiLfE
a.

BRI R R
PigLE, BRI

./[%2Fa../b BRI RS
G F AR EIEBIBRSS

/al../b #TEHSEiEh
/b, \da ##HsEit
/da.

/allb ##3E{tH fa/b,

/a%2fb #3:1tH /a/b,

% ESZE CVE-
2021-31920 B9,

% ESZE CVE-
2021-31920 B9,

Bk E %R CVE-
2021-31920 By [n] &,

BT E LR R CVE-
2021-31920 B/, X

B, HEEEBNIR
PN R B B B AT IR
e Percent ZRfiZE ST
MRAMTFRF

(%2F. %2f. %5C
%5¢) RIS /%),
£ MERGE_SLASHES
Hseibal,

MIEENEE, BAEE
WA RIEF, EHE
B AR A R R R
N AR,

HSBALELRIRU TR 4T -
1. RSB DL %2F. %2f. %5C # %5¢,
2. RFC 3986 MEAMhTE Envoy B normalize_path AL RISEL,

3. AFHML.

g
OF

ARX LB ETCREE HTTP AR E AT EERaEN, ENARFTRESR
Lle i FEm R 5 VAR URL, 7TEfERIRLARERAS, HRRE T RN ARFENIT NS
ﬁo

2.1.5.8.3. I ZEHSEECE B

#ER Envoy MISEALIE KSR LR FIRAR ST, WNIENRAREEXREE, UTRAITRFEREERS
BEE, MBIt URL BE#E, #NRIES NONE, IR URL BRED :
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1. BTFRERIERE,
2. BRI EmN AR,

* 2.2. Bei& Al

MRIENNARRF... EFE...
R F AT BASE. MERGE_SLASHES =X

DECODE_AND_MERGE_SLASHES

R#E RFC 3986 MSBALIHREEE, BFAGHML BASE

1RYE RFC 3986 A FHRMTHIEIL1E KRR, BFE MERGE_SLASHES

EBERE D RIS BRIAT,

RIE RFC 3986 #ISEIbiE KRR, RIS 5o b DECODE_AND_ MERGE_SLASHES
FIRIAT L R & FHRIAT,

BA5 RFC 3986 A #EAM A A IEIE KRR, NONE

2.1.5.8.4. HEEEHE{LECE SMCP

£ 7 Red Hat OpenShift Service Mesh EZEB B ZE#M3E{L, 157E ServiceMeshControlPlane F1EELL TR
B. FERARBERGIRESHETRHNRIIEE,

SMCP v1 & HsE1t
spec:
global:

pathNormalization: <option>

2.1.5.9. Red Hat OpenShift Service Mesh 1.1.13 B9 ZhaE

It Red Hat OpenShift Service Mesh ZfThRAfER T CVE ik SR EIRIA ML R EF iR,

2.1.5.10. Red Hat OpenShift Service Mesh 1.1.12 B9 Thig

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i ML LRI U R BFH IR,

2.1.5.11. Red Hat OpenShift Service Mesh 1.1.11 B3 Zh&E

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE ML 2IRIA MU R BFH IR,

2.1.5.12. Red Hat OpenShift Service Mesh 1.1.10 B9 Thig

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLITAE A E L R IZFE IR,

2.1.5.13. Red Hat OpenShift Service Mesh 1.1.9 B ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i MR 2RI MU R BFH IR,
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2.1.5.14. Red Hat OpenShift Service Mesh 1.1.8 BiThig

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i M Z2IRIA MU R BFH IR,

2.1.5.15. Red Hat OpenShift Service Mesh 1.1.7 B3 ThaE

It Red Hat OpenShift Service Mesh & fThRAf#ER T CVE ik SR EIRIA ML R EF iR,

2.1.5.16. Red Hat OpenShift Service Mesh 1.1.6 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE M 2RI MU R BFH IR,

2.1.5.17. Red Hat OpenShift Service Mesh 1.1.5 B Thig
Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i M ZE 2RI U R BFH IR,

A ATRRAIDARIN T N ECE R S E G .

2.1.5.18. Red Hat OpenShift Service Mesh 1.1.4 B3 TheE

It Red Hat OpenShift Service Mesh & 1ThRAf#ER T CVE ik SR EIRIA ML R EF iR,

' AE
g , TR CVE-2020-8663 M, MU= ENSE,

2.1.5.18.1. CVE-2020-8663 FimsIFsh &

XfF CVE-2020-8663: envoy: Resource exhaustion when accepting too many connections #J/7]
H, N TFREERNT — DN REMRRS, 2R E X REIBIE B LTSRN R 2 TRE R R0,

BT
TIEE R 1.1 AL 28 A8 Red Hat OpenShift Service Mesh 1.0 frA, ZEEFhEHEk
ZRFRIX CVE,

XS E L TIFR N overload.global_downstream_max_connections, ©FH—MER runtime 1%
BRI LA TEE, 7E Ingress Gateway EHITUL T4 R EC B R H,

it 3
1. EAUTXABIES N bootstrap-override.json #9301, LU HI{CIEZE S bootstrap HHRFF M
HMEGEITHEEE -
{
"runtime": {

"symlink_root": "/var/lib/istio/envoy/runtime"

}
}

2. M bootstrap-override.json S {0 secret, & <SMCPnamespace> & #i hIEIEE hOIEARS
M#& control plane (SMCP) Hy#n442Z2[H] :
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$ oc create secret generic -n <SMCPnamespace> gateway-bootstrap --from-file=bootstrap-
override.json

3. E#H SMCP BCERHEEE

BEHM SMCP ECiERHI #1

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
gateways:
istio-ingressgateway:
env:
ISTIO_BOOTSTRAP_OVERRIDE: /var/lib/istio/envoy/custom-bootstrap/bootstrap-
override.json
secretVolumes:
- mountPath: /var/lib/istio/envoy/custom-bootstrap
name: custom-bootstrap
secretName: gateway-bootstrap

4. BREBEFNEELT], G8—HHELM overload.global_downstream_max_connections
WEM secret, LA TFR{FIfEA 10000 :

$ oc create secret generic -n <SMCPnamespace> gateway-settings --from-
literal=overload.global_downstream_max_connections=10000

5. BREH SMCP, ¥ secret #H#E| Envoy BEHZTHECENALE :

BEHM SMCP ECi& =Bl #2

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
template: default
#Change the version to "v1.0" if you are on the 1.0 stream.
version: v1.1
istio:
gateways:
istio-ingressgateway:
env:
ISTIO_BOOTSTRAP_OVERRIDE: /var/lib/istio/envoy/custom-bootstrap/bootstrap-override.json
secretVolumes:
- mountPath: /var/lib/istio/envoy/custom-bootstrap
name: custom-bootstrap
secretName: gateway-bootstrap
# below is the new secret mount
- mountPath: /var/lib/istio/envoy/runtime
name: gateway-settings
secretName: gateway-settings

2.1.5.18.2. M Elasticsearch 5 72 %l Elasticsearch 6
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M Elasticsearch 5 8B#TZ Elasticsearch 6 I, @il Jaeger L6, A, ENILBFERE, FRE
HOIEE Jaeger S5, EFOIEER Jaeger SEHISAAITIETE, MREEFEARFAMEWE, REH Jaeger
LB Jaeger B0 4 22 (A 5 E M BRAY Jaeger SEFIMER, FheTLUEEHMERMNS,

Jaeger ¥E4 Red Hat Service Mesh —EB 3 XM
1. #%E Jaeger BE L HIRSIHRIEAH
I $ oc get jaeger -n istio-system
EROZE BRI THAE -

NAME AGE
jaeger 3d21h

2. FERMEE R4 EHIBNE B
I $ oc get jaeger jaeger -oyaml -n istio-system > /tmp/jaeger-cr.yaml
3. MHIB& Jaeger L4 :
I $ oc delete jaeger jaeger -n istio-system
4. MBE XGRS HEIAEH O Jaeger L4 :
I $ oc create -f /tmp/jaeger-cr.yaml -n istio-system
5. MHBRERH B E L HIRXHBIEIA
I $ rm /tmp/jaeger-cr.yaml

Jaeger # B Red Hat Service Mesh —ERH LM
TEFFHAEN, QI8 Jaeger BE X R XXEMIEIZE,

1. B ER B RE X BURSTHRMER Jaeger SE45) -
I $ oc delete -f <jaeger-cr-file>
Buan -
I $ oc delete -f jaeger-prod-elasticsearch.yaml
2. MBEUHRXHNERRIAEN O Jaeger 5L
I $ oc create -f <jaeger-cr-file>
3. WIEER Pod BE/F :

I $ oc get pods -n jaeger-system -w
2.1.5.19. Red Hat OpenShift Service Mesh 1.1.3 B ThaE
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It Red Hat OpenShift Service Mesh Z1ThRA##ER T CVE i SR EIRIA ML R EF 1R,

2.1.5.20. Red Hat OpenShift Service Mesh 1.1.2 B3 ThiE

It Red Hat OpenShift Service Mesh Z{ThRA R T —NL 2 TFE R,

2.1.5.21. Red Hat OpenShift Service Mesh 1.1.1 B9 ZhaE
Itt Red Hat OpenShift Service Mesh & fThRASIEIN 7 Xf B FFiE B R I 75,

2.1.5.22. Red Hat OpenShift Service Mesh 1.1.0 B9 Zh&E

Ltk Red Hat OpenShift Service Mesh Z{ThRAZRAIN T % Istio 1.4.6 #1 Jaeger 1.17.1 B2 ¥,

2.1.5.22.1. M 1.0 FEEEH T 1.1

INRZE M Red Hat OpenShift Service Mesh 1.0 B#TZE 1.1, & /18 % ServiceMeshControlPlane %
B, LUER control plane A4 B #H EHIRA.

1. 7 web #H]& 7, = Red Hat OpenShift Service Mesh Qoperator,

2. /= Project ¥, AREMIIFRFHEFEET ServiceMeshControlPlane 89218, #0 istio-
system,

3. = control plane B9 %5, {5140 basic-install,

4. mYAML, FFIRAZERARIIZE ServiceMeshControlPlane 7R spec: A, 0, EHKE!
Red Hat OpenShift Service Mesh 1.1.0, %510 version: v1.1,

spec:
version: v1.1

version FEEIEEE LR IR Service Mesh ik A, BRI\ N RE 0 ARA,

HEE, 5 Red Hat OpenShift Service Mesh v1.0 I #F 2020 &F 10 B& 1k, B/t
ZE) V1185 v2.0,

2.1.6. EFABTHAE
2 BIRA R — L Th RS B 4 7 R SRR,

FARIREBSAE E7E OpenShift Container Platform A1, FIFMREM T, B2, XNWESEUEH
RATHRA MR, BRENAEFHIERZFER,

2.1.6.1. Red Hat OpenShift Service Mesh 1.1.5 EF R #IThaE
UTFBEEXFRES RAREFA, FHERA 1112 iR,

e Policy - Policy FTJRE2FFH, FHEELEHMAFH PeerAuthentication FFRE.
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e MeshPolicy - MeshPolicy 5REFHF A, FHRELUERMRARE PeerAuthentication F1RE
(e

e vilalphal RBAC API - vialphal RBAC SEB8E2F FH, f#H vibetal AuthorizationPolicy,
RBAC (Role Based Access Control) 7 X ServiceRole #1 ServiceRoleBinding %%,

o ServiceRole
o ServiceRoleBinding
e RbacConfig - RbacConfig X1 B E Y FIRE Y K12 Istio RBAC 174,
o ClusterRbacConfig (Red Hat OpenShift Service Mesh 1.0 LARTHIARA)
o ServiceMeshRbacConfig (Red Hat OpenShift Service Mesh kg4 1.0 kB #HThRA)
e 7 Kiali 1, login 1 LDAP RESEWRFA. FRMREFSI AR OpenlD #N B FHIIE,
ARATMAFEFRATUTHYE, FREUEBRESH Istiod HHEEN,
e Mixer - Dj[R|42 ) R {6 A 2RB
® Pilot - IR A IACIERE
e Citadel - IEB4EK

e Galley - BE2EJUEF A

2.1.7. B&018) 8

Red Hat OpenShift Service Mesh 7Z7E LR :

® Red Hat OpenShift Service Mesh 3%z #f IPv6 , EN Ll Istio B AR Z#HE, OpenShift
Container Platform B R £XHE,

o KM - Kiali AN ARAKIREN BREFHREMNELT NEE (ARTRBERERE) BHF
BEmAEMZL,. BANERB— N E—HmRIEERAK, AL Kiali it 7 LM AR/REIER, Bit
FEARRMERE, "M Graph Settings 3 AEFE—NATEH Layout Schema,

o RE—RM Kiali #Z£H & V5 IR XRSS (40 Jaeger # Grafana) K, @7{EF OpenShift
Container Platform &R EUEEZUE B HEFMIITHERIUE, XER AEZRMNA E ARG & i
RE U1 R FZ1E 7],

2.1.7.1. Service Mesh 2 /1]

Red Hat OpenShift Service Mesh & LU B 4084 A :
o MEXZRET Service Mesh 1.0.x B Jaeger 5% Kiali Operator #4TH 2, Jaeger/Kiali Operator
AT IR AT BE R TR TE R, Operator IR S & E RN Pending o
InE R AR : MFEFEZER, HSEENTIREXE,

® |[stio-14743 Atk Red Hat OpenShift Service Mesh ki AT & F Y Istio R ABIRRSI, BRIE—
LNV ATEF S Service Mesh IM A3 A, 154 XKBIHE KB,

e MAISTRA-858 Envoy HERLTE 5 Istio Ix HHXMFAETMEE HXNERREEH :

o [2019-06-03 07:03:28.943][19][warning][misc]

lavtarnal/anvav/cniirca/camman/nratahinif /utilitv c~12017 | leina danracatad Aantian
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https://issues.jboss.org/browse/MAISTRA-858
https://www.envoyproxy.io/docs/envoy/latest/intro/deprecated

& 2 3 SERVICE MESH 1.X

LS/ALS U VU Y/ OUUICL/ WUV PV LU UL ULy s ol | WOlHIY MU LUl d VLV

‘envoy.api.v2.listener.Filter.config's This configuration will be removed from Envoy soon.
o [2019-08-12 22:12:59.001][13][warning][misc]

[external/envoy/source/common/protobuf/utility.cc:174] Using deprecated option

‘envoy.api.v2.Listener.use_original_dst' from file LDS.proto, This configuration will be

removed from Envoy soon.

e MAISTRA-806 #:Z H Y Istio Operator Pod 52 mesh #1 CNI FEEMRERE,
A AR R AR « INRIEERE control pane H istio-operator pod #:&H, MIFR#EZEHM istio-
operator pod,

® MAISTRA-681% control plane BZ MR ZE[HI, AIgER S EINMHERE R,

® MAISTRA-465 Maistra Operator F5i% 4 operator 8 8E GRS

e MAISTRA-453 tNR ORI B FHILENERE pod, NARHIT sidecar FEA., TEAIE pod
B, operator ;% N maistra.io/member-of , E IR pod F E#H O © LT sidecar
FEANEAF,

e MAISTRA-158 M ABERAE—ENEZHS IR KA, SSBAEMXELETIF,

2.1.7.2. Kiali B5/7] 5

A=
Kiali BT[] IR 1% FE OpenShift Service Mesh B H16/E, Component % Kiali,

Kiali Ar B E0#9 )7 -
o KIALI-2206 HIRE— R Vi[F] Kiali #2HEIE RS, W& E Kiali W& FHIE, Kiali RS IFSTIE
B Metrics FR% TTHREY “View in grafana” Hi R EEMEHIRANAME. RAEEE—RYIA Kiali F
& H XA ],

® KIALI-507 Kiali A3 #¥ Internet Explorer 11, :X2RE NIEKZIEZRFZHF Internet Explorer, ZE1Jj[A]
Kiali ##l&, 15EH Chrome. Edge. Firefox 5% Safari {1 W83 N ERFTAR A Z —,

2.1.8. 18 E 1y
TELFTEITARBR T LUR A -

2.1.8.1. Service Mesh &5 pyn] 5

e MAISTRA-2371Handle tombstones in listerinformer, TEISEE4MEn R 28 A B 75 N BREETE
B, BHMREFENRIEESRELE tombstones, MM FEIE go L panic B[R,

e OSSM-542 Galley TE¥ 2 F A AFTIES,

e OSSM-99 MR BEIFEMIERE pod 4 RAI L VE i E ATREAME Kiali BRI

e OSSM-93 IstioConfigList TiERIEH A& B % &M 1T I,

e OSSM-92 7£ VS/DR YAML 4@ ME A EUH R R EMBE R T SBUHE N,
e OSSM-90 trace B A BEERSSIHEB T H,
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2.1.8.2.
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MAISTRA-1649 FRMr & AR TI-LIRS B AR, ERRMRAZEAPEIBEL LRSS,
REBEREEFH, HEEHEE sidecar B Envoy BLE TR,

LIEHIBRIETEES I BhRILER, kubernetesenv M Maistra-1541 253 Panic, MR pod
BB EEFIZRH ownerReference, Nil& 53 kubernetesenv cache.go X3 H I panic,

MAISTRA-1352 Cert-manager B & X 5B E L (CRD)BEIXTIX AN & T Mg A< F1 LA 5 B4 Al 2 45 Bk o
INRIEEEZERET Red Hat OpenShift Service Mesh, N1R%EHE A cert-manager, NAFL)
fBR CRD,

MAISTRA-1001 k] HTTP/2 £ algE = 53X istio-proxy D ER 5 1%,

MAISTRA-932 710 T requires JoEHE, LURAIN Jaeger Operator #1 OpenShift Elasticsearch
Operator 2 [BIBfKHfix R, FARELLEET Jaeger Operator ff, ©2HLNERE OpenShift
Elasticsearch Operator (#1RATH) .

MAISTRA-862 Galley 1E% Ry BRI EF VRS ER T WiEHE1E T R H b 2H AR 4R
%o

MAISTRA-833 Pilot TE % R & [ BRFAEF OIEFE L T RTEE.

MAISTRA-684 istio-operator FERIAH) Jaeger hRA} 1.12.0, ©5 Red Hat OpenShift Service
Mesh 0.12.TechPreview 12 #tH) Jaeger kR4 1.13.1 N IEEL,

MAISTRA-622 #£ Maistra 0.12.0/TP12 &, permissive A TTEIEE T/E, BT LUER Plain
text R Mutual TLS R, {BEFEEEA permissive R,

MAISTRA-572 Jaeger FoiE5 Kiali —{EMH, EXMRAF, Jaeger #RECE HE A OAuth £
1B, BeHRE N RER N EERIITEREE, BEARRITFRS VN, Kiali TEEHRS Jaeger s
1538, BRINHN Jaeger #Z M., 155 TRACING-591,

MAISTRA-357 7£ OpenShift 4 Beta on AWS A1, BRIAFTE@iTimOA 80 Z AHI ingress R X517
TCP =X HTTPS ARS5. AWS M SRAE—MERIGE, BARIERSHRPHIRD 80 BEE
B, WIRMRSEBRERO 80 HizfT, MBEMIEHRERIEEMRSEM,

MAISTRA-348 OpenShift 4 Beta on AWS A% Fiim O 80 5% 443 Z A HY ingress MXiRE, WIR
18 ingress BXECE M 80 X 443 LA MR O SN IE TCPRE, ENIGHERASE, &b
AR AWS 1398 SR IR MAIARSS ENE, MAZMEA OpenShift BRH25,

MAISTRA-193 H°H citadel JE A T BRI EIIEER, SHEIFHEAIAMIZGISER.

Bug 1821432 OpenShift Container Platform Control Resource details T1HEF 8 Toggle 4T i&
IEfE#H CR, OpenShift Container Platform Web & A #J Service Mesh Control Plane
(smcp) Overview TTE A Ul tI#IRHI BN R BEHTRAPNEIRTE. BEH
ServiceMeshControlPlane %R, BE#%HE YAML RE, HEMGSTEHRTR, MAZFEEY
i,

Kiali &2 #9[n]/8

KIALI-3239 #1R— Kiali Operator pod KM ERZEH “Evicted”, BRBAZE Kiali operator FIEB
B, BRERMBREZEHM pod, FEHEE Kiali operator,

KIALI-3118 H%f ServiceMeshMemberRoll #1718 E (B0, ARMKMERTIE) , Kialipod &
B, FHE Kiali pod EFT/A BT FEHTE Graph T H B R IRE R,


https://issues.redhat.com/projects/MAISTRA/issues/MAISTRA-1649
https://issues.redhat.com/browse/MAISTRA-1541
https://issues.redhat.com/browse/MAISTRA-1352
https://issues.jboss.org/browse/MAISTRA-1001
https://issues.jboss.org/browse/MAISTRA-932
https://issues.jboss.org/browse/MAISTRA-862
https://issues.jboss.org/browse/MAISTRA-833
https://issues.jboss.org/browse/MAISTRA-684
https://issues.jboss.org/browse/MAISTRA-622
https://issues.jboss.org/browse/MAISTRA-572
https://issues.jboss.org/browse/TRACING-591
https://issues.jboss.org/browse/MAISTRA-357
https://issues.jboss.org/browse/MAISTRA-348
https://issues.jboss.org/browse/MAISTRA-193
https://bugzilla.redhat.com/show_bug.cgi?id=1821432
https://issues.jboss.org/browse/KIALI-3239
https://issues.jboss.org/browse/KIALI-3118
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® KIALI-3096 Runtime metrics 1 Service Mesh X, 1t Service Mesh #l Prometheus & |F] B
— OAuth i1 JE2%, FTEM Prometheus i — bearer FEF KT F AR, Kiali 24%5E
T HNTES Prometheus BRSS 2B IARTMERIX NS HE, (BN BRRFEH metrics HEIR A 403 iz,

e KIALI-3070 Wi2FiEiR A& B &£ X dashboard, BAEENIEAIAR dashboard, HETE
metrics WEB AR FRIFT TIEN, SEXARRBENLERE, BENEFERASERRP R
o

o KIALI-2686 & control plane BZ N p & ZE[HIFT, AIRER S EHINERE AL,

2.2. T ## SERVICE MESH

Dig¥
il

BEAF B XM Red Hat OpenShift Service Mesh & fThRAHI ST,

Service Mesh frR# 1.0 #1 1.1 control plane B . BXALIRS K control
plane BIIF1E, 1ES 1 F Service Mesh,

B XHRFE Red Hat OpenShift Service Mesh ZTIRANZ R SHER, 1HSH” &
4 ep A HA T E,

Red Hat OpenShift Service Mesh 12t 7T —1MEHA, ATFXARFSMIE (service mesh) HEXRBIMHARSS #
1T1Th 7 FRFNIR R4, @it Red Hat OpenShift Service Mesh, BILUESRE, 12#IF 15 OpenShift
Container Platform EME R BIMARSS .

2.2.1. f+ /. 2 Red Hat OpenShift Service Mesh ?

ARFPI1& (service mesh) B— MRS ML, ERFE— T2 HRXNBRSREPHRNBRRF, FHiZ
HARMWRS FINREINEE, HIRSMBINRFIE R KL, TRNEEECHSTEHREERE,

Red Hat OpenShift Service Mesh &£ F iR Istio H, BEAREERRFSRENERT, HINEHND
HRANARFERINT —NERNZ, B LITERRSS FIRINNT Red Hat OpenShift Service Mesh B9, 5
BN —MEFHR sidecar (KRR S5 2REBBEIA F B EMAR S Z R BT A M 4@ I BIAR S Mg . &
" LUFE A Service Mesh control plane ThEEEZE FIE I Service Mesh,
Red Hat OpenShift Service Mesh A i R 2 HA QIR SR B RIARSS LS, 1ZMILEIRHE ¢

o K

o M

o RIS EIBRSSHISLUE

o WERE

o IEIR

o Ui

Red Hat OpenShift Service Mesh iT 1Rt 5 8 Z4igEThae, EHaiE :
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https://github.com/kiali/kiali/issues/1603
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A/B it
e Canary Z1ThRA
® Access control

o InE|iHAYLIE

2.2.2. Red Hat OpenShift Service Mesh Z2f4

Red Hat OpenShift Service Mesh 1E:Z 5 L #£4 B— 1 data plane #1—4™ control plane :

data plane 2 —41F 7y sidecar FREERENRIE, XLERIBRBIRFHIZHIIRSS W& N T RBARSS Z (7] B9FR
AWM IEMEEIE, Sidecar RIEILF Mixer CEFBIRESHIZENRSD) #H1TIHRE,

e Envoy fREBA LIE KRS MBI ERSHIA LB IR E, Envoy RER—1 pod FEERE N
HXARSS M sidecar.

control plane J LA B EIREEEMECE IR, HECE Mixer i HIH4TSREE FH WE B EIE,

e Mixer s EIHAT T MHRFIFIGE SRS (A0TRAL FEHRRRE, EHL ISIEFIEKIBER) , FFM Mixer
RIEEIRFSHRME IR WEZINEIE,

o Pilot 7Ei21THfERE IR, Pilot v Envoy sidecars IR#tARSS A N, EHRERAMIRESIEINAE (I
a0 A/B B canary E88) , LA (GEBRf, FiXFIAHREERSS) .

e Citadel AT A HmHRIKIEE, Citadel BITAHNEBEMHZHFEILEIEINAEIRM 7 8 KRS EIRSS
(service-to-service) BUIUFTHRE R & A ISHEThEE, BBl LUMER Citadel IRFHARSS P&
FRNFBHORERENRZ 2, Operator AIRIERSS B R TMAZFE A Citadel 11T MZIEH ks
il SCHE SRR

o Galley A REEIRSMIEREE, RERIE. HEMAMERE. Galley ARFRIFHMARSMEH
1, FEEe{15M OpenShift Container Platform FXEXHIFE F EC B 115 HEMRES.

Red Hat OpenShift Service Mesh 1L & istio-operator £ & control plane %%k, Operator @—1
B, EIEESEIIFI B 301 OpenShift Container Platform 8 AYE WiRE, ©HEYF—DikHIgs, B
F X BB NER PN RIFT TR,

2.2.3. T & Kiali
Kiali i85 &< AR S5 PG 0BRSS IR S5 LA BOE A, NERME T — DA AL MERIAR S5 PS8R,

2.2.3.1. Kiali 85k

Kiali 737E OpenShift Container Platform £iZ4TH Service Mesh 12t 7 — MR E A, Kiali AJ LAES BHIE
EN. BIEF LR Istio RS M. ©RTIRERITRING YA LAESBNIR T ARAR 55 RIAR BO L5 1L, FHIR AR5
B ERIRRE B

Kiali SEif iRt an R EEMWR B E ALK, L& T AIENERETERSS. 15KE, EREERERED
BB, Kiali IRt T MM AR RIRS UK A EERARNABEE T, FHe B RSmERFE T Rl 5m
ETFXERMERMZE, Kiali iMRMEE TIIE Istio BAE (A0M%x. BRI, EIARS. MIERIEE
%) BIThEE, Kiali IR T EHBNIEIMEUE, HeIEREARD Grafana ERRATERNEIM, B fF
Jaeger K E Kiali #2265 KRt 2 H L EER.

FINER T, Kiali ¥ Red Hat OpenShift Service Mesh F—ER 9 # & 2L,
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2.2.3.2. Kiali 224
Kiali Z2FFFR Kiali T H . Kiali B NEAHR: Kiali N BI2FEH Kiali #2264

e Kiali MARKE (Fin) - ZHAHZTEARNAREFEER, HE5IRSMEAEGHITEI, KR
MAEREIE, FXEHEREAEHA, Kl NAREARERW. YEEHPIEBENARER
i, BCETE ConfigMaps #l secret FiXiE,

e Kiali #=Hl& (Fiim) - Kiali #2H A2 — 1D Web N AR, Kiali B BRFEH Kiali 26 & 12 4R 5,
:*"J”%'J"‘A%ﬂ}:iﬁ”ﬁ?ﬂ%#?ﬂ?ﬂ%?ﬂn,uFHF'

AH, Kiali K F IR BRRFESHM Istio IR AN ZRAR S FIZH .

e Red Hat Service Mesh (Istio) - Kiali BZ Istio, Istio RIRHFIIEHIARSMEHHM, B Kiali #
Istio AL ZEE, {HRZE Kiali §E Istio, WIRERBRE Istio, MIEEILIE, Kiali BERFR Istio
HURFECE, XEHIEFEE W LUEIT Prometheus F15Ef API 1515,

® Prometheus - =% FH Prometheus L4 Red Hat OpenShift Service Mesh Z24&H]—
DREIE, |5 Istio B, IBIREIBTEHETE Prometheus FR, Kiali @ X4 Prometheus (1
SOREMRIAING S, ERIEREUE. ITERRIRRE. RRATEMNNHEESE, Kiali s
Prometheus B8, FRi% Istio Telemetry {8 FABIEIE schema, Istio &I T
Prometheus, Kiali th#&#fiF Prometheus, % Kiali BIZhEETE;R A Prometheus BB R T T %
IiF

® Cluster API - Kiali 8 OpenShift Container Platform (cluster API) API &k EX 0 f2 47 AR 55 P 4%
BB, Kiali @I ENEKEF APIRIVES, RIS RZEF. RS, BE. pod FIEMSEERE
Lo Kiali MR E SR A RERF LA FAINXR, B4, LR LIET B API LUREX
Istio Be &, HLHNMEFUARSS. BERVHINL. BREAIII. X, BRI,

e Jaeger - Jaeger 2A%EH, {HEYEH Red Hat OpenShift Service Mesh &M —ER 3 #EBRIN %2
%, HYEH Red Hat OpenShift Service Mesh &3 —E D R&ZE 2 N BERTF A (Jaeger)
B, Kiali BHIE2E8E M ER2HNBEREIENIRE T, HER : REA Istio WA HEER
Ihee, NIARREEBEREIE, FHEER, AP RIAI L R&RE Service Mesh control plane Bép
BZ2E, FReEEBREIE.

® Grafana - Grafana 7%/, {BYF% Red Hat OpenShift Service Mesh RE#EH — SR D #ERIN L
%, MRFEAT Grafana, Kiali B metrics TREBIFE—MERE, AP ALUMERA B Grafana #
MHEIEREBIE, FF8, A% LliR % Service Mesh control plane By#p 4 22 [A], LUE
BEEE Grafana (UFRIREEZEFHEE Grafana #iE,

2.2.3.3. Kiali BIThAE
Kiali #£%5 5 Red Hat Service Mesh &%, 2L TINEE -
o {BEE - RGN ARR. IRSTETIEMBBING,
o Imi - LIEMMHR ERNBRER. REXITEMEMAET Kiali #7815,

o I5H% - TlZE LA metrics dashboard AT &4 Go. Nodejs. Quarkus. Spring Boot .
Thonttail #1 Vert.x BIARSS MBI ARRFMER R, . BAFTLAREESHEE LRI,

o BIR - B E Jaeger £, RILATEAERM— N ARRFEHIZ MRS FBERE KBIER R,

o Tk - XEE I Istio KR (Destination Rules . Service Entries. Virtual Services &%) #1715
RISE,

] I L 1 A Tm —_— e e A A . - T T I R S R NN [T SV Sy A S SN P . [T
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® PMoE - 1RARFUIE. BERTFUIMIER Istio s EHBCERI A vt JIEE, =XHE IER/L Kiali Console BY YAML
FEEIRTP O, BHFMER Istio AR E,

2.2.4. Jaeger NM4R
BRAFAEENNBARERHIT-IHREN, —MERBREMENRSELHIT, MXDMNREAERTE/L
TANFRRFSHHE S S F AT UMM EEN B, X NERKWBERR— D HRMNES, Jaeger iR T
AHNBERIIEE, ATLEARN— N ARENS NMMR S FHEERE K E,
2HBRERARE AR TEATHE R XERMNERA, BEREREHEZENENHHITH, LUEEMR
PHERBSHHENZHE, 2HRNBERAILFLZ A RERBEIRS RGP ARRE. eNIEEFRS
b, FETMERREREBEMNE.,

Jaeger TEMBARSSHIEEAN MR ARICSR T HMIDERMIHITH R, FHHH IR trace, trace@ REIHIEIE/ T
TRRR. — DR EIIHRE trace H—PEEZ A span H.

span X3k Jaeger FZHETEH T, ©EERERT. BIEWFFIAN RIFNRFLLN B, span AIRERHER
EHHFLUEINRAR X R,
2.2.4.1. 3 EEREhE
ENIRSFRAES, ERILMER S A EBERRERNIEIARS, URESRSEEWEXNER, EaILUMER
Red Hat OpenShift distributed tracing E& R IEIE, MZEMHREDHT, FOIAR, EREREMNBARS N AR
P HR2E 4 [B] B9 32 B3 AT B HERR
FERASHNBERTE, B LHITLATINEE !

o A mAES

o (LALMEREFNIERIN 8]

o HUTIRER DT

2.2.4.2. 3t EEREMN

PFNBIRTES (Jaeger) BT FIE Jaeger UiH, 9HNBERES (Jaeger) HEMNMABAHRK, ©iil—f2
JREE. FHEMEBEREE.

e Jaeger Client (Tracer. Reporter. instrumented application, client libraries) - Jaeger client
& OpenTracing API EAIEE LI, B UARNEMINE FIRIESR (401 Camel (Fuse) .
Spring Boot (RHOAR) . MicroProfile (RHOAR/Thorntail) . Wilfly (EAP) Fiz 2 HANBERT
8

Z7=~o0

® Jaeger Agent (Server Queue, Processor Workers) - Jaeger K2 —PMNHLFIHHRE, B
W@ User Datagram Protocol (UDP) &5 span, FHAXEIMERRF, X MOEBNFHE
EEEENNARFNE—EH L, XBEZRITI Kubernetes FRERIMEHRH sidecar KL
=58

e Jaeger Collector (QueWeue) - SRIERL, ZRESRATLUIEW span, FHFEBARERLAT
DUEHATAE, XA PRSI ELROI B R Fin/ KB, MABEEFRSF span H AEE,

e Storage (Data Store) - WERFEE—NMFANFEEIR,. Jaeger HE—MHEEARNNEIATF
span Ffifi, 1HER : EXDNKITAS, H—ZFHFEER Elasticsearch,

® Query (Query Service) - Query B —MMIEEFFR trace IR,
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® Ingester (Ingester Service) - Jaeger AT LAMEF Apache Kafka {E N IRER BRI LPnfE & 6f
(Elasticsearch) »Z [R|B%%H, Ingester B — M Kafka IEEREIEFH B A H — N4 EiH

(Elasticsearch) BIAR S5
e Jaeger Console - Jaeger 12t T —MNAFR@E, ANEERG M EBMS L BBERETE. TiE
TRUIEA, EeLLEK trace, FHFEBFBAHK—MNHIL trace B span 118,

2.2.4.3. Red Hat OpenShift distributed tracing Platform Zhig

Red Hat OpenShift distributed tracing L& R4t L FIhEE

o 5 iali &M - HIEMEER, EAILIM Kiali =58 EE D AN BERTES IR,

o SZHH4EM - P HNEBRFERRXITERRE—MER, MAERBRRBISFSERATITE,

DHNETXR - AVFEEIT AR B 4% BEEUE A2 ST B IR E IR trace,

o 5 Zipkin WG AFEAM - Red Hat OpenShift distributed tracing platform & API, ©rENEBE
Zipkin FYH &R &, (BLIETEL R ITRARARZHE Zipkin A M,
2.2.5. FESR
[ ]

& 7E OpenShift Container Platform IfE &% Red Hat OpenShift Service Mesh

2.3. SERVICE MESH #[1 ISTIO B~ [A

Dig¥
Of

BEAF BN Red Hat OpenShift Service Mesh & fThRAHISTAY,
Service Mesh fR# 1.0 #1 1.1 control plane AEB# X, BXHLARSMHE control
plane BI85, 1HS [ F2 Service Mesh,

B X5 E Red Hat OpenShift Service Mesh Z {THRAMZHRSHER, ESHH™ M
4 fp A HI T E,

Platform _Ei#t{TE

Red Hat OpenShift Service Mesh %5 L fs Istio #t R REFIFLZ RE, HIE OpenShift Container
RER, HTERRME, REBAIEESMERR 2L, X Red Hat OpenShift Service
Mesh BHERE I 2718,

Red Hat OpenShift Service Mesh B Bl 4 {ThRA 5 ZH B LI Istio #t R A ITHRAK AR :
231 ZHPRE

£k Istio RAAE—FE A%, Red Hat OpenShift Service Mesh Sz #5528t 9% NRITHY control
plane, Red Hat OpenShift Service Mesh {8 3% f8 = Operator K& control plane £ EHA,

Red Hat OpenShift Service Mesh BRINZR &L FA P control plane, &8I LA$EE 7T LLiJj 7] Service Mesh B4
8, FIF Service Mesh 5H M control plane SEfIfEE.
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2311 AP NEF R NRE

S REMERSCHRER RN EER T FHEAMNNRGEE, AETEEREREEMN Role Based
Access Control (RBAC) %R ClusterRoleBinding.

ServiceMeshMemberRoll members 51X FHEN T B EIF HEN 5 control plane EREREXBIAR 55K F
#E—" RoleBinding, &~ control plane FPERKMIX LR HIEH, BNKATBEEHE—
maistra.io/member-of /7%, Hth member-of AR &S control plane REMIT A,

Red Hat OpenShift Service Mesh BEE =& 111 H AR E &. control plane #1 & © Ak 51701 B 7] B9 4%
jEHE, BIAMBIERYE OpenShift Container Platform ¥ % X F%% (SDN) MECBM AR AR. ESif
1152 "%F OpenShift SDN",

IN5R OpenShift Container Platform ¥4 EC & {# F SDN 54 :
e NetworkPolicy: Red Hat OpenShift Service Mesh ZEE M 1 B Al — NetworkPolicy
TR, RTMEEKGEH control plane El pod B A UG EHE, 1NRM Service Mesh HHIER T
—ANEGL, XA NetworkPolicy BB 4 M B F ik,

T

X ARBRE T BIA 5B YA IE A EEE, 1RFERB IR S E B A UG LA ER
7, WHEZHE— NetworkPolicy KA1 X LR E&E T,

e Multitenant: Red Hat OpenShift Service Mesh f$&/ ik i EH B NetNamespace I1AZ!
control plane TTEH# NetNamespace (#8%7Fiz1T oc adm pod-network join-projects --to
control-plane-project member-project) . fAREM Service Mesh HHER— PG, EH
NetNamespace 5 control plane 2% (#3%Fi21T oc adm pod-network is isolatedate-
projects member-project) .

® Subnet: EFBHITHMEE.

2.3.1.2. £ESEHE NN TR

£ Istio SR T N ERESEHEM IR, MeshPolicy 1 ClusterRbacConfig, ©115 % ERBTH
BFHEWEN, WTAR,

® ServiceMeshPolicy T FITEE control-plane-wide 3 IESRB&H MeshPolicy, X5
control plane £/ — N1 B A O,

® ServicemeshRbacConfig B#: ClusterRbacConfig LAEEEE F control-plane SB[ A BHYT A%
#l, X5 control plane TEE—N1 B R GJE,
2.3.2. Istio #1 Red Hat OpenShift Service Mesh 2 [A]f X Fl|
Red Hat OpenShift Service Mesh &% 5 Istio REEZ N AEEABFIARE. H7E OpenShift Container

Platform EZFTEREN, 7T #RFE, REFAIEESNIERR 2L, X Red Hat OpenShift Service
Mesh BIERB I B HTH,

232185 1TIR

Red Hat OpenShift Service Mesh BIepGITTEZE oc. Red Hat OpenShift Service Mesh X< #F
istioctl,

2.3.22. BHIEA
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Lt Istio #t R ZESIEEPRCHTE # B 304 sidecar £ A pod,

Red Hat OpenShift Service Mesh & B 514 sidecar SEAE{A pod, MREREIEFFHERZEIRCTE
BRERE AN, XNAEZER DR, BARSS5EHfM OpenShift ThAEHZE, a0 builder pod, EEH
BEEAN, EALUIERE sidecar.istio.io/inject 3%, INH ) sidecar SEAER S Ak,

2.3.2.3. Istio EF A BRI {25 ThaEe

Istio EF A BETT[A[#2HI (RBAC) 124 7 7T A SR BN BRI 89T AR B, eI ARER P & E
EE—HBEMRIRRIN &R, FAERN M2,

£ Istio # KR HARMANL I EIE « FRLAEMAITES. R L RENBECR, XITEIR L AR ERT
=S

Red Hat OpenShift Service Mesh {#FIENFRIAR KT RS E KIRLEERAITHEE, FRAENFRKEXIEE
request.regex.headers BIE %5,

L Istio 4t X PLBEiE KRk =l

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.headers[<header>]: "value"

Red Hat OpenShift Service Mesh i 1E | ZA = L Bd 175 Kk bk

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.regex.headers[<header>]: "<regular expression>"

2.3.2.4. OpenSSL

Red Hat OpenShift Service Mesh ¥ BoringSSL &#t77 OpenSSL, OpenSSL 2B 2REEETFZ
(SSL) #MEHIZ (TLS) Tl B FHREIAIE 4 E, Red Hat OpenShift Service Mesh Proxy Z i IS5
AHbRF OpenSSL Z (libssl #1 libcrypto) 5 IEJZHI Red Hat Enterprise Linux #/F RS 1THERE,

2.3.2.5. W

® maistra-version 17% SN INEIFRE FIRE,

e FiA Ingress HIREBB 5 #:75 OpenShift Route HilR,
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e Grafana. Tracing(Jaeger)# Kiali #%EINE A, Fi@id OpenShift BEH AT,
e Godebug B MAFAE R F it &

e istio-multi ServiceAccount #I ClusterRoleBinding 2#/Ik&, Rtk T istio-reader
ClusterRole,

2.3.2.6. Envoy. Secret Discovery Service fluE+

® Red Hat OpenShift Service Mesh A #FE T QUIC BIARS.

® Red Hat OpenShift Service Mesh B RIIL A ##{# F Istio B Secret Discovery Service (SDS) B
BEBRE TLS Ik, Istio BISLHEEUR T8 hostPath #H#iH) nodeagent B28.
2.3.2.7.Istio Container Network Interface (CNI) &
Red Hat OpenShift Service Mesh &% CNI #f, B AR TEREEN BRF pod MEMENR AL, CNI
BHERT init-container MABELE, AIERREZIRE VIFARMIER T FRS KA FMEN 2L LT
AR (SCC) B9 1A,
2.3.2.8. Istio PAXHIEREH

Istio W% B9 OpenShift BHE Red Hat OpenShift Service Mesh i B &, =RTE service mesh /A
I8, BHHMIER Istio MxET, FEBINUIE. BHFH MR OpenShift B,

%4 Istio OpenShift Routing (IOR) BJ Red Hat OpenShift Service Mesh control plane ZH4 8 LA Ak E 4
MXEH, MEELER, HSHBIRBLE,

2.3.2.8.1. catch-all i

REZHF Catch-all ("*") . MREMKE LFFHKE—, Red Hat OpenShift Service Mesh 78I EEEH,
BRKITF OpenShift EOIE—PMBRINENR, XEKREFOUEMNEER FE catch all (") IRH, MEfE
F <route-name> [-<project>].<suffix> BB XHWEN %, WEEXRMINENZHNITEARXURERFEER
MABENLEMWEZER, 1S OpenShift X414,

2.3.2.8.2. 5

TEFE (F40 : "*.domain.com") . {8, OpenShift Container Platform FRRERIAE FLLINAE, XE
Bk%&, RedHat OpenShift Service Mesh fA#EHFIZ A2 H, {ERHETE OpenShift Container Platform
WEE N SRENFER.

2.3.283. ftHiEZeH
XEFEHZREE (TLS) . XEKRE, MRMXEE tls &84, OpenShift Route FEE I3 HF TLS,
HiBR

o HIBALIE

2.3.3. Kiali F1ARSS W&

#@id OpenShift Container Platform £ Service Mesh Z24% Kiali 54t X Kiali REARR, H T AR,
RIBEANTHEES A IR B 2 4L, XERREN BB,

o Kiali E#&FINE .
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e FHiAEHA Ingress .,

® X Kiali ConfigMap #1T T B #f.

® X Kiali B ClusterRole XE#H1T 7 B#.

o FREYH ConfigMap, R NEMBEBAIEERH Service Mesh 5% Kiali Operator B&., Kiali
Operator BIEBIXX A kiali.io/ 175550 E ., B#T Operator XU RFEHE cluster-admin

WERBIFR 7, NS {EA Red Hat OpenShift Dedicated, MIE#T Operator XN IZXNRFEH
dedicated-admin Y [RE A

2.3.4. D BRI AR S5 R

&/ OpenShift Container Platform £ Service Mesh R&Z 2 HIVBIRTA (Jaeger) 51K Jaeger &
ERE, HTERAH, REMATIESDERRZL, XERRBN 2RI,

® Service Mesh BiAfE A2 BER,

® }y Service Mesh BRIAJE F ingress o

e Zipkin i O &M BN jaeger-collector-zipkin (M http)

o L% production 3 streaming ZRE LT, Jaeger RERIAE A Elasticsearch E hF k.

o [stio Ut R ARME T — N EBAM "tracing” B¥H. Red Hat OpenShift Service Mesh {#FH Red
Hat OpenShift distributed tracing Platform (Jaeger) Operator ZZEH "jaeger” #&H, FEZEF|
OAuth BIfRHF,

® Red Hat OpenShift Service Mesh /7 Envoy proxy f#F sidecar, Jaeger 275 Jaeger agent &

sidecar, X sidecar @ HIRECER), FRIZHEERE. proxy sidecar £AIEH pod B AL
H UG X span, agent sidecar RN AR span, FHIFHE L EE Jaeger 5SS,

2.4. % L% SERVICE MESH

g
Of

BE A B XM Red Hat OpenShift Service Mesh & fThRAHI ST,

Service Mesh fR# 1.0 #1 1.1 control plane "B . BXALIRS K control
plane B9IF1E, 1S F4 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESH™ M
4 ep B HI T E,

TEZ 4 Red Hat OpenShift Service Mesh B, 1HEBREMEHIRNE, BERBBUTERY :

2.4.1. FoRF G

o IREYZLIEHK M R A E LMY OpenShift Container Platform 111, NSRS AR RITH, HHLE
MHHERRUKBEZER
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e & ZE OpenShift Container Platform 4.15 ik ,

e Z2%E OpenShift Container Platform 4.15,

o 1E AWS LEZ&% OpenShift Container Platform 4.15
o TEAFERH AWS EZ&% OpenShift Container Platform 4.15
o TEEH LEZE OpenShift Container Platform 4.15
o 7E vSphere £%&%& OpenShift Container Platform 4.15
=1

INRBE 1T ZRM 4 HZ % Red Hat OpenShift Serwce Mesh, iE{RBRRATIE
OpenShift Container Platform EiliZ2 a1 BR i 1T 4E,

o %5 OpenShift Container Platform HEZIKIT_EEEEI’\J OpenShift Container Platform @G 1TTE (
ocC g)ﬁﬁ#‘ﬁlg) #'I_.f/\/d\\ﬂugu'j:}l

o NR{FEH OpenShift Container Platform 4.15, 15Z %% F OpenShift CLI,

2.4.2. Red Hat OpenShift Service Mesh Sz M0 &

LR 2 Red Hat OpenShift Service Mesh Mf—XZ FHIECE -
® OpenShift Container Platform R4 4.6 X E &R A,
pa -3

OpenShift Online #1 Red Hat OpenShift Dedicated A3 #F Red Hat OpenShift Service
Mesh,

o IEWINBETE—NIRIIAY OpenShift Container Platform &,
o lbhRAHY Red Hat OpenShift Service Mesh & F OpenShift Container Platform x86_64,

o A 1ThRARIZIFIE OpenShift Container Platform (282 & A Service Mesh HEMERE,
EARAXFHERHZASIELEHYSPEEMRS.

o INHRARTHRIEEEMNIBIRSHEE, LalEMNL.
INFE A X Red Hat OpenShift Service Mesh £ AT HENEBENEZER, E5MH H%EK,

2.4.2.1. Red Hat OpenShift Service Mesh Xz #%# Kiali idi&
o Kiali MZR1LHI& R # Chrome . Edge. Firefox 8 SDomain "% 2389 &R FTEIF N hR AR,

2.4.2.2. M Mixer EHCES
o HWHRITIRARZRLLT Mixer 5EH028 :

o 3scale Istio Adapter
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2.4.3. Service Mesh Operator it

Red Hat OpenShift Service Mesh FZ{# A Red Hat OpenShift Service Mesh Operator, ERITFE%E
. RIP. 25 NRAERNARFEHMARS . L AREEM Operator 3385 AR 25 FIAG AL,

Digk

==
[=]

AELRE Operators B9 Community it A&, F~Z#F4tX Operator,

FELLTF Operator :

Red Hat OpenShift Service Mesh Operator
RUFEER. 1R, ERSIRIER RS AR, ST L3t M E R Service Mesh A HIERE,
B AMIBRE ServiceMeshControlPlane ¥R, ©ETF TR Istio WH.

LR Operator 2[1%EH :

LTHEIR LM Kiali Operator

NIERRS WIS IR TR, BAUERANMER AP EERE. WIEREMD trace, EEFHIR
K|a|| Iﬁao

Red Hat OpenShift distributed tracing Platform (Tempo)
RS HRNEEREREE /DB ARG PNESZFHHTHRESR. BEF IR Grafana Tempo TiH,

LUF A% Operator B#FMA :

BF

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#F A, FIFELUEHIA TR
AR, LB ERATA T ER AR X LT RIRHIEF I IRMEEMI R, ELEbThae
FABERFUE, FHREMER. 5 Red Hat OpenShift distributed tracing Platform
(Jaeger) BN EFRE, A LUERA Red Hat OpenShift distributed tracing Platform
(Tempo),

Red Hat OpenShift distributed tracing Platform (Jaeger)
RS HRNEEREREERD B ARG PNESZHIETHRESHR. BETF IR Jaeger WiH,
OpenShift Elasticsearch Operator

NERDHIVBIRTA (Jaeger) HTBERM BRI RIRMEIEEF ., ©ETF IR Elasticsearch T
EO
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DIk

==
=

INEE T R FEE A E AN Elasticsearch BLBEIA Jaeger HIiElE, 1ESHECE
Elasticsearch B &#FE,

2.4.4. [REEH R

® 7£ OpenShift Container Platform IMERZ 2% Red Hat OpenShift Service Mesh o

2.5. &% SERVICE MESH

DIk

s
"
BEEFBE RN Red Hat OpenShift Service Mesh A& {ThR A< B34,

Service Mesh fR# 1.0 #1 1.1 control plane "B X, BHXANIRS K control
plane B91¥#1E, 1554 F2 Service Mesh,

A X5 E Red Hat OpenShift Service Mesh Z ITHRAMN TR SHER, HSH™ &
4 e A HA DU m.

L4k Service Mesh 835724 OpenShift Elasticsearch . Jaeger. Kiali #1 Service Mesh Operators, il
& —/ ServiceMeshControlPlane %R LLEBE control plane, JE#—1 ServiceMeshMemberRoll
BORIFEE S Service Mesh KEXHO#r & 22 H],

e

ERINERT, Mixer BRI RFISHEERER. BoIERETEISITRIRES. BXEA
Mixer SR S5 FITIT RIS UK, 1554 AT Mixer SREE SR HFITNIT,

%0 control plane ZEREINEE.

Service Mesh X #4{# F istio-system {E A RBILIE, BIEALUFRSMEESE S EMTIE
¢Q

2.5.1. B S 4

o IRBBM KL Red Hat OpenShift Service Mesh RO #2178 1E,

e B4 cluster-admin &K,
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Service Mesh &2 11 #2{# F OperatorHub 1£ openshift-operators 1 B A &%
ServiceMeshControlPlane B E X iR, Red Hat OpenShift Service Mesh & X F G 5ERE, BEH
& control plane #8%#J ServiceMeshControlPlane,

M Red Hat OpenShift Service Mesh 1.1.18.2 718, &in/ii%& 3 OpenShift Elasticsearch Operator,
Jaeger Operator # Kiali Operator, fAFEFBEZREE control plane,

2.5.2. Z% OpenShift Elasticsearch Operator
EKIABY Red Hat OpenShift distributed tracing & (Jaegen) BEFEAAFEEFM, B HT©EE N IFH Red
Hat OpenShift distributed tracing FF&. RAUERSHTENHIMEHE A Red Hat OpenShift distributed

tracing & (Jaegen) A FIRE RS, RMITXIEEIMEFRFEMA Red Hat OpenShift distributed
tracing LA (Jaeger), ML HEBERFAMEFEED], B Elasticsearch,

FERFH
e jj[a] OpenShift Container Platform web 1Z%I&,

o EELMERAESR cluster-admin B &A1 R5KEE, WRHEA Red Hat OpenShift
Dedicated, N47iHE—1E%A dedicated-admin & &K,

DIk

H
=

AE L Operators By Community iiA&, FZF4X Operator,

INRIBBLERET OpenShift Elasticsearch Operator £/ OpenShift Logging B9—&84,
MAFEF/RELZE OpenShift Elasticsearch Operator, Red Hat OpenShift distributed

tracing Platform (Jaeger) Operator {# Fl 2 &% OpenShift Elasticsearch Operator &
Elasticsearch £,

1. AR A cluster-admin A& A - 5138 X E| OpenShift Container Platform web %15, W3R
{8 F Red Hat OpenShift Dedicated, Nw7iE—1E%F dedicated-admin & &HIIK

2. SfinZE Operators » OperatorHub,

3. TEILJESRMER A Elasticsearch LA E] OpenShift Elasticsearch Operator,

4. RHEZIIEIR M OpenShift Elasticsearch Operator 3 fi. -~ % Operator M .
5. mif Install,

6. 1E Install Operator T/, % stable Update Channel, iXBI7E% f#ThR AR B B HIEM
Operator,

7. EZ 1AM All namespaces on the cluster (default) X&7EEIAH openshift-operators-
redhat 1 B %2 %% Operator, F{# Operator AI{EEEEHMFTETIE FE A,
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Elasticsearch 2% FEZE OpenShift Elasticsearch Operator B openshift-

operators-redhat ip % 22 [A], HAth Red Hat OpenShift distributed tracing
Platform Operator %57 openshift-operators 3% Z2 (7] Fh,,

8. EZEIAM Automatic #LAESREE, EINERT, XA Operator BIFTHRA® AR, Operator
Lifecycle Manager(OLM){¥ B #1174 Operator BiZ21T5L6I, MELBANTFIl, MREFFS &
#, NIHEFIR Operator ATAR, OLM KUIBEHIE R, ENEHEER, BHFohtEZL
BHNER, F A Operator B EFhRA,

%% -
Manual #t #5RIEEEE G E L ZIEM A #E4 Operator B EFN1T [T F2,

9. mif Install,

10. £ Installed Operators TIEH, %% openshift-operators-redhat 1B, 2% OpenShift
Elasticsearch Operator B InstallSucceeded RSB EE,

2.5.3. &% Red Hat OpenShift distributed tracing Platform Operator

IREI LLE T OperatorHub %22 Red Hat OpenShift distributed tracing Platform Operator,

FINBERT, Operator 247 openshift-operators i B A,

FeRFM

e ijj[a] OpenShift Container Platform web 1Z%I&,

o HEILMEFAEE cluster-admin B &A1 &R, NRF A Red Hat OpenShift
Dedicated, N/iAE—"E% dedicated-admin B &HIIK -,

o MREFEFHAMEM, MLTIERE Red Hat OpenShift distributed tracing Platform Operator
BIZ%E OpenShift Elasticsearch Operator,

1. LLEH cluster-admin A& BHI - 519 & X E OpenShift Container Platform web ##1&, 1R
{8 Red Hat OpenShift Dedicated, M7 —1E7% dedicated-admin & &I,

2. # N Operators - OperatorHub,

3. B EERFEPHADMNBERT A RXEZ Red Hat OpenShift distributed tracing Platform
Operator,

4. % Red Hat OpenShift distributed tracing platformOperator, ©HZLIBIRHE, Ew
Operator I &,

5. = Install,

6. XIF Install Operator T{EIHH Update 5138, 7EXMHFThRANS, 174 stable SREEH
Operator,
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7. EZEVAR All namespaces on the cluster (default) X&=1E#1\BJ openshift-operators 21 E
&% Operator, FEHAILIRERFHRIFFBEIIB ER.

8. EZEILAM Automatic #EHEZREE,
=

INRIEZEZLBINE, Operator Lifecycle Manager (OLM) 27EE #Thik Operator
A BT BB AUt Operator B9Z4T5E41,

INREFEFHER, OLM RTEB AR Operator AT AR QIE—NEHIER, BF
Operator B EFhRA, DALVERFEE A S HRFIHEFINER, Manual #t
REEEREREEIE O Foh#lt £ Operator R FNVT 15,

9. = Install,

10. 5% Operators — Installed Operators,

1. 7£ Installed Operators TIEA, £ openshift-operators 11 H, %fF Red Hat OpenShift
distributed tracing Platform Operator BJ Succeeded JRS4k%L,

2.5.4. &% Kiali Operator

&7 Red Hat OpenShift Service Mesh Operator 2% Kiali Operator % %% Service Mesh control
plane,

DIk

H
[=]

AE L Operators By Community iiA&, FZF4X Operator,

FoRFEH

e jj[a] OpenShift Container Platform Web 1Z%1&,

1. &[HE| OpenShift Container Platform Web 2% &,
2. # N Operators - OperatorHub,
3. TEIFESSAEDR R A Kiali 7 Kiali Operator,
4. RHBZIIEIRMHM Kiali Operator 3K T /RA % Operator HfE &,
5. = Install,

6. 1E Operator RETIHE A, %:#¥ stable Update Channel,

7. 1%E#E All namespaces on the cluster (BRiA) . XRTERIAR openshift-operators 1 B &%
Operator, FEHERIL#HEEFBAETIEERH,
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8. %EFE Automatic #t KRS,

' F MRS BB S M EIEME P Operator BUZREERNIT 5T 72,

9. = Install,

10. Installed Operators 1% [Z. 7~ Kiali Operator % &,

2.5.5. Z% Operator

F R4 Red Hat OpenShift Service Mesh, Ri4/ii%%% Red Hat OpenShift Service Mesh Operator, Xf
IRBLREME N Operator EEIXMNTIR,

Hh Operator &#% :
o ZIHE$R MM Kiali Operator
® Tempo Operator

FAMEIH Operator 83F :

BF

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift distributed tracing
Platform (Jaeger) #1 OpenShift Elasticsearch Operator B#FH, FHELUEHIL TR
AR, LIS ESRIAITERBRP XL RREEF IS RMEEMI R, (BLHIhEE
FARBERFUE, FHREMER. 5 Red Hat OpenShift distributed tracing Platform
(Jaeger) B RIEEE, AT LUFEF Red Hat OpenShift distributed tracing Platform
(Tempo),

® Red Hat OpenShift distributed tracing Platform (Jaeger)

® OpenShift Elasticsearch Operator

INRIBELZERET OpenShift Elasticsearch Operator /£ OpenShift Logging B9—E843,
MAFER/RLE OpenShift Elasticsearch Operator, Red Hat OpenShift distributed
tracing Platform (Jaeger) Operator {# i 2 &% OpenShift Elasticsearch Operator Il
Elasticsearch £,

1. LB A cluster-admin A &M A 7 51985 E| OpenShift Container Platform web $#%I&,
2. 1 OpenShift Container Platform Web &/, =i Operators - OperatorHub,

3. TESJEERMERHA Operator &R, Hi%f¥ Operator B Red Hat it A&, A3z #F Operator Byt X
MR AR,

4. = Install,
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5. #£# Operator B Install Operator TNEH, EZRINKE,
6. M Install, ¥ Operator B4, ABFHNELREMN T — Operator EEF I,

® Red Hat OpenShift Service Mesh Operator {E openshift-operators #3422 5] %24k, F7]
AT &R ARRZEHE,

e HZIIE7E openshift-operators #p % 22 [A| P & & [ Kiali Operator, F A A FEEH#HPBIFE S

Z2[H],

e Tempo Operator &% 1E openshift-tempo-operator ap & 22 A/, o] A FEEEFMIFTA M
ZE[A],

® Red Hat OpenShift distributed tracing Platform (Jaeger) Z4%7E openshift-distributed-
tracing fp & ZE (AR, HOTRFEREFHMMAGRZENH,

BF

M Red Hat OpenShift Service Mesh 2.5 F#&, Red Hat OpenShift
distributed tracing Platform (Jaeger) B#F A, FHRELUEMA TIRA
R, IIENELRMATESARHRREXINENEFREEENZR, A
XNTHEENABIRGUUE, FHIEHWMER. E7 Red Hat OpenShift distributed
tracing Platform (Jaeger) BIERERE, EHLUEM Red Hat OpenShift
distributed tracing Platform (Tempo),

® OpenShift Elasticsearch Operator Z4&7E openshift-operators-redhat a3 % Z2[A] /1, F 7]
FEEPHRA PR ZEH,

BF

M Red Hat OpenShift Service Mesh 2.5 Fr#8, OpenShift Elasticsearch
Operator B#FH, FHELUEHEITHRADMR, ISNELRIALTED
BHFRENIAN NN REEE MR, EXMENAERENHE,
FHIF 4R BRo

o LESEATAMA Operator [, = Operators — Installed Operators R IR B RET
Operator,
2.5.6. E82& Red Hat OpenShift Service Mesh control plane

ServiceMeshControlPlane ¥R E X B L& I RHERAMNEE, EUSMELBRENRINEERE, =
Z B & X ServiceMeshControlPlane 324 LA B & B9 S5 FE K,

& B] LU#E A OpenShift Container Platform web #1555 {# A oc B i LEM A HITERE Service Mesh
control plane,

2.5.6.1. M Web 5l 588E control plane

REBLTH T, #H Web 4] &8%8E Red Hat OpenShift Service Mesh control plane, £, istio-
system 2 control plane i B #9& #F.

AR
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1.

W& % Red Hat OpenShift Service Mesh Operator,
EEBH XA A E X Red Hat OpenShift Service Mesh Z 28188,

B4 cluster-admin & &K,

LB H cluster-admin A &8 515 &% E] OpenShift Container Platform web 12§ &,

. QI—/1E ) istio-system B9 B,

a. W' ZE Home - Project,

b. mii Create Project,

c. £ Name FEEHHiA istio-system,

d. = Create,
5%l Operators — Installed Operators,

INREJE, E1E Project LS istio-system, EATREFEELEF—LEHTA], ik Operator £l
EIFRIE R,

= Red Hat OpenShift Service Mesh Operator, 7E Provided APIs T, Operator &4t 7 Al
MR R B BERE

e ServiceMeshControlPlane %R
e ServiceMeshMemberRoll %R
7£ Istio Service Mesh Control Plane T 52 Create ServiceMeshControlPlane,

1E Create Service Mesh Control Plane Tl E A, RIBEEEELEIL ServiceMeshControlPlane
BIRE YAML,

IMFEARXRBEE L control plane WEZER, 1ES[H"BE L Red Hat OpenShift
Service Mesh Z4&", X FEFIME, BLAR NI Jaeger iR,

= Create Al control plane, Operator {RIEEMBELESENAIEE pod. ARZSH] Service Mesh
control plane ZH44,

& Istio Service Mesh Control Plane#:% T,

. =ETH control plane B9,

= Resources 1% 113K EHH Operator Al FEER Red Hat OpenShift Service Mesh control

P2aN
plane 51K,

2.5.6.2. @1t CLI &B3E control plane

BEBUTSE, FHAMSITEE Red Hat OpenShift Service Mesh control plane,

=£48 A2 IH-
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HUTESR T+
o W& % Red Hat OpenShift Service Mesh Operator,
o HEEHXMMAE L Red Hat OpenShift Service Mesh Z 21588,
e B cluster-admin fA&&HIKF,
e Ji[n] OpenShift CLI (oc€) &
i =
1. LEA cluster-admin & &8 A - 513 & 5%E] OpenShift Container Platform CLI,
I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. QIE—1%H istio-system BITIH,
I $ oc new-project istio-system
3. EA"BE X Red Hat OpenShift Service Mesh Z%&"FRBRAI, OQIEE—N &) istio-
installation.yaml B9 ServiceMeshControlPlane 3 {4, EaILIRIERE B E U ERIEERER A
Bl XFEFINE, BOATREBFIND Jaeger iR,
IB{TLA T 53K B E control plane :
I $ oc create -n istio-system -f istio-installation.yaml
5. HUTLL T4 EE control plane ZEAIIKRE.
I $ oc get smcp -n istio-system

%4 STATUS %122 ComponentsReady i, ZZ&mIh5E K.

NAME READY STATUS PROFILES VERSION AGE
basic-install 11/11 ComponentsReady ["default] v1.1.18 4m25s

6. ERESEFZITUTRNREEE Pod BIFHE :
I $ oc get pods -n istio-system -w

IERZE BRI T BRI

fr =1

NAME READY STATUS RESTARTS AGE
grafana-7bf5764d9d-2b2f6 2/2  Running 0 28h
istio-citadel-576b9c5bbd-z84z4 1/1 Running 0 28h
istio-egressgateway-5476bc4656-r4zdv. 1/1  Running 0 28h
istio-galley-7d57b47bb7-lgdxv 1/1 Running 0 28h
istio-ingressgateway-dbb8f7f46-ctén5 1/1  Running 0 28h
istio-pilot-546bf69578-ccg5x 2/2  Running 0 28h
istio-policy-77fd498655-7pvjw 2/2  Running 0 28h
istio-sidecar-injector-df45bd899-ctxdt 1/1  Running 0 28h
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istio-telemetry-66f697d6d5-cj28I 2/2  Running 0 28h
jaeger-896945cbc-7Iqrr 2/2  Running 0 11h
kiali-78d9c5b87c-snjzh 1/1 Running 0 22h
prometheus-6dff867c97-gr2n5 2/2  Running 0 28h

S FLFFEME, Red Hat OpenShift Service Mesh Z#5EE¥HH % NI control plane, &R LAfEF
ServiceMeshControlPlane #EiR 4K AIEE FANEBRE. NEELER, 1HSHUIE control plane &
Mo

2.5.7. 6]# Red Hat OpenShift Service Mesh member roll

ServiceMeshMemberRoll 7 & F Service Mesh control plane BIH, RAE
ServiceMeshMemberRoll #2515 8971 B 23 Zl control plane BIRZI, TERFIB RMNEHFE control
plane ERZE B member roll Z 7], WHEARBETFRSME,

B TE ServiceMeshControlPlane FTTERIE—MIIE R A2 —1 &7 default 89
ServiceMeshMemberRoll &, #0 istio-system,

2.5.7.1. \ Web #2515 611 member roll

1A M web 2B 7E Service Mesh member roll FRII—PNHEZEANTE, EXFIF, istio-system 2
Service Mesh control plane i B B9 % 5,

GIE= Jia
o BELREFHIULM Red Hat OpenShift Service Mesh Operator,

o FERNMNEIARS MIEHIHIEFTIE TR,

1. &[HE| OpenShift Container Platform Web 2% &

2. MNREILREMIEIRS, HEBMLFFIE, EHNEHRNBARFUER—DNIE, silsesk
Service Mesh control plane BJ%ji B R [E,

a. W' ZE Home - Project,
b. £ Name FE i A — D&,
c. M Create,
3. 5%l Operators - Installed Operators,

4. =2 Project 35, MFIKRFPILFEE ServiceMeshControlPlane #RIIIIE, #0 istio-
systemo

5. = Red Hat OpenShift Service Mesh Operator,
6. = Istio Service Mesh Member Rolli£i £,
7. m Create ServiceMeshMemberRoll

8. Hii Members, fARTE Value FE&rhi ATIE &, Tl LURINEERENUIE, B—1 U8
HEeBF—1 ServiceMeshMemberRoll %,
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9. m= Create,

2.5.7.2. @5t CLI ]2 member roll
p

C
o] LUME B ST B R INEl ServiceMeshMemberRoll A,

(I} =355
o B REFHLIEM Red Hat OpenShift Service Mesh Operator,
o ERMEIARSS MIEEIN B 5K,

e jjjn] OpenShift CLI (oc)

i

1. &Sk OpenShift Container Platform CLI,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. au%/u\LIXﬁn%Hﬁ% j%/p\)‘*%%aﬂy T/Hjj/._,\E’J}_LFH*E JL /l\IDEI\‘E ZZ 5’ 4%
Service Mesh control plane #J%ii B A~ [,

I $ oc new-project <your-project>

3. BERMUIEERNEA, HEBRUTRE YAMLERTLURINMERRENTIE, BE—1MTERERT
—4* ServiceMeshMemberRoll F5iR, EA&{FIF, istio-system & Service Mesh control plane
ID‘TEE’\J%#?I\O

servicemeshmemberroll-default.yaml <6l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

{1

4. iBfTLATen®, 1% istio-system an & 22 [ Hh L (£ H A8 ServiceMeshMemberRoll 5%,

$ oc create -n istio-system -f servicemeshmemberroll-default.yaml

—

5. T T4, LUSIE ServiceMeshMemberRoll 25 B IO,
I $ oc get smmr -n istio-system default

4 STATUS 1y Configured I, ZEERMIN=RK,
2.5.8. WRSS MR AN BRI B
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BT LUE R web 124148 MIIA Service Mesh ServiceMeshMemberRoll ¥

Iﬁ EFI /IJ\\jJuﬂXz-ﬂﬂ'lJ B%Iﬁ E

B LURINERHEMTE, B—1NE REEET—1 ServiceMeshMemberRoll 7R,

Y eXT B ServiceMeshControlPlane T5R# MRS, ServiceMeshMemberRoll 55EH &

i BRo

2.5.8.1. [ Web 12414 M member roll s inskih a5 H

=S5

9

10.

BREFH UM Red Hat OpenShift Service Mesh Operator,
1A ServiceMeshMemberRoll ¥R
# A ServiceMeshMemberRoll ¥RETIB & .

/L\gjj [—.I*%//J\\bujﬂﬂﬂlz%ﬂ’]lﬁ E E’J%ﬂ

E[i%) OpenShift Container Platform Web &
Sfn% Operators - Installed Operators,

= Project 35, MFIFRALEFERE ServiceMeshControlPlane ¥
system,

= Red Hat OpenShift Service Mesh Operator,
= Istio Service Mesh Member Rolli£Ti .
= default §5#%,

= YAML #7%.

/}?E’]Iﬁ H, i istio-

1%35(YAMLLX/,J\\HD‘BZﬂﬂJB%{’FjUEBZJ\B’JIﬁEo EHLRINERBENTR, B—1MIERERT—

/" ServiceMeshMemberRoll %&,
mifi Save,

= Reload,

2.5.8.2. f# A CLI M member roll Zhn=k a5 H

RA LAME S S ITIERINA Service Mesh member roll,

FRFH
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e ijjin] OpenShift CLI (oc) »

1. &3k OpenShift Container Platform CLlI,

2. YwkE ServiceMeshMemberRoll %,

I $ oc edit smmr -n <controlplane-namespace>

3. BT YAML LURINSMIBRE IR T H, B LURIMEESHENT R, BE— 1M BRERTF—
/™ ServiceMeshMemberRoll &,

servicemeshmemberroll-default.yaml <6l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

2.5.9. FEH

INRIEEFFERFIEH, Operator Lifecycle Manager (OLM) &EHI&EEEH Operator &%, FHFN
ETFAENIRES (RBAC), OLM £ OpenShift Container Platform R 2tiAiZ1T, OLM A
CatalogSource, T CatalogSources {3 Operator Registry API SR & 112 %A o FHfY Operator RBE%R
& Operator @ BB FHHIRA,

e fNFEA X OpenShift Container Platform AL B HARIELER, 1ES R Operator Lifecycle
Manager X#4,

2.5.9.1. Bt sidecar {LHE
EFH sidecar REEMEE, NARFEEAMNIIERNBRRF pod,

INRIEREBEEM T B sidecar EAZHRE, NIA LURIL RIS SUE AR BHERZE Y pod HiR, 1217
LUR a5k EF#ERE pod :

$ oc patch deployment/<deployment> -p {"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds’"}}}}}'

INRIEHERE R B ERA B 5 sidecar FEATNRE, NIRRT IENERE S pod FIEER sidecar BasiiiRK
F I EH sidecar, ABEJE pod.

2.5.10. )&%

o HETE Red Hat OpenShift Service Mesh EERE RN FHRZF
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2.6. 7 SERVICE MESH 1 B E X &£t

g
il

BEFBE RN Red Hat OpenShift Service Mesh A {ThR A B34,

Service Mesh fR# 1.0 #1 1.1 control plane AEB# X, BXHLARS M control
plane BI85, 1HS [ F2 Service Mesh,

B X5 E Red Hat OpenShift Service Mesh X THRAMZHRESHWER, BESH™ &
4 ep B HA T E,

INRIEHIPR S MAE N AFEFH — HE ZBIMBRSHERK, &7 LUEA Red Hat OpenShift Service Mesh 3k
EHIX LIRSS M@ IE L2 M, OpenShift Container Platform BYEAIZEF LUK Service Mesh B 8 B IE
ThEERIES BN BN RS 4, FHHMRSIRERSHNEHRL.

2.6.1. J3 F mutual Transport Layer Security (mTLS)

Mutual Transport Layer Security (mTLS) @—NX 7 A LARRHEE IR AR, E—LEHil
(IKE, SSH) #, BERHMFIEMRIAMER, EEAMIH (TLS) 2REH,

mtls AIER BN BREFSHRSRENER TER,. TLS T2 HRSMGEMERMLE, HERD
sidecar fRI2 Z [A]H 1T 40 I8,

EiIABERT, Red Hat OpenShift Service Mesh 1% & H permissive 23, Service Mesh B sidecar 13 Ef
XML TREL AR mTLS MBHIMLEERE, RMIEHHRSEESMEARIRS H1TEE, N strict
BRI mTLS Al RERAEIFX LRSS 2 [FAIREIE. TR TIEM TR R Service Mesh I8 permissive 1%
o

2.6.1.1. TEM#Ehj5 A strict BER M mTLS

MREN TR ERBESMEZ AR HTRE, BRESINBEIEETIKRBINILERF, A LER
BIPAFE B R%E 5 A mTLS, 1E ServiceMeshControlPlane ¥R+t spec.istio.global.mTLS.enabled %
BN true., operator BJFFE %R,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
mtls:
enabled: true

2.6.1.1.1. NEERSHI AL EERE sidecar
IRAI LB B — DN RS N BN IRS S R A ECE mTLS,

apiVersion: "authentication.istio.io/vialphai”
kind: "Policy"
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metadata:
name: default
namespace: <NAMESPACE>
spec:
peers:
- mils: {}

2.6.1.2. UL EREECE sidecar
B —NBE RN Service Mesh ER & 7 1E [ P R Y E M AR 55 & 2515 KA mTLS,

apiVersion: "networking.istio.io/vialpha3"
kind: "DestinationRule"
metadata:

name: "default"

namespace: <CONTROL_PLANE_NAMESPACE>>
spec:

host: "*.local"

trafficPolicy:

tls:
mode: ISTIO_ MUTUAL

2.6.1.3. Ex/MIFR AT R

INREHEIMENT RS WA RN REB ERER, FLLEL 7 ServiceMeshControlPlane FiREH X E
spec.security.controlPlane.tls.minProtocolVersion =X

spec security.controlPlane.tls.maxProtocolVersion 12| 2 /FRIINEINEE, XLE{ETE control plane
FRPERE, EUMEAGERT TLS REBEMNEANZK/NFIHRK TLS R4,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
tls:
minProtocolVersion: TLSv1 2
maxProtocolVersion: TLSv1_3

LK TLS_AUTO, BFRIETE TLS A,

xR 23. 8¥H
] - pu
TLS_AUTO default
TLSv1 0 TLS fRA 1.0
TLSv1_1 TLS A 11
TLSv1 2 TLS KA 1.2
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{E

sk

TLSv1 3 TLS KA 1.3

2.6.2. EREEISE A ECDH curves ((RE)

IS EMH Elliptic-curve Diffie-Hellman (ECDH 3RE&) RILAEBIEGFRIFIRSMEHRE, EalLUFER
spec.istio.global.tls.cipherSuites #1 ECDH 5&7E ServiceMeshControlPlane & A {5 3
spec.istio.global.tls.ecdhCurves & L LUE SRANBLEHIIR, MREDEA—DEMEHZE, NIE
FA BRI,

INRIEHIIRSFIRRFERE TLS 1.2 SKERARA, cipherSuites XBMASEM. SIEMFEA TLS 1.3 B T3,

FELLES S ARNFIRPIEEFELHE, MLERIFEH1THE5), F120, ecdhCurves: CurveP256,
CurveP384 £ CurveP256 % & /1Lt CurveP384 B E &I 5EH,

EREEMEEHN, FE8HE TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 =X
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256, HTTP/2 WX ELVFEHF
—PIEEH.

XFEFHWMBEGHZ :
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TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_CBC_SHA



& 2 3 SERVICE MESH 1.X

® TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA
e TLS_RSA_WITH_3DES_EDE_CBC_SHA
#5849 ECDH Curves 2 :
® CurveP256
® CurveP384
® CurveP521

® X25519

2.6.3. ANINAERUEFIAUR ALK B EH RO UL+

BIABER T, RedHat OpenShift Service Mesh £ H% % root IERHBEA, FEATN W ITIEREIE
PR, TATLMERRFE XHIEBMBHERA P E LB root IEH A TEMEBIEHE R, ESE
R —DEIEBMEHIEA Service Mesh BRI,

FRFM

o MYUNMBLRETERT mutual TLS BEIEF# Red Hat OpenShift Service Mesh,
o AKPIER Maistra GEARBNIES, MFEINRE, HERTESHUEBIA N REIES,

o BWTERE Bookinfo N FAFR R IR IR LA Ui BRYSIELE R,

2.6.3.1. AM— A AU A

EHEANEES (CA) IEBMEH, LAE—MEEXHEE, HABaE CAIER. M root IEH,
ST BN R IUEBER T EBIG&TR. CAIUETH& N ca-cert.pem, F5AZ ca-key.pem, X4
ca-cert.pem B root IE %5 root-cert.pem, WMREHTIEGEERPAIES, NLTIE cert-
chain.pem X#HIEEEN],

RBLUT S BFIEBRINE Service Mesh, A#R7E Maistra repo FREIRBIET,, & <path> E# it H
YRR 1R,

1. BIEE— secret cacert, EF TS A ca-cert.pem. ca-key.pem. root-cert.pem 7]
cert-chain.pem,

$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

2. 7t ServiceMeshControlPlane T5JRH 4% global.mtls.enabled & true, FHi%
security.selfSigned % &} false, Service Mesh M secret-mount 4R EEUEF F B A,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
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mtls:
enabled: true
security:
selfSigned: false

3. BRI EIERMITTED, 5WRE S istio.* BY Service Mesh £ secret, EXN
f5lmh istio.default, Service Mesh i TE 1 & FEiEH,

I $ oc delete secret istio.default

2.6.3.2. JUEIERIEP

A3 Bookinfo "IN ABFIIEEMIE PR IEMREL. %, RREHNIES, RE, J9IE pod EHEE
BYIES,

1. ¥¥ pod &#R7E6E7E RATINGSPOD ZF £,
I $ RATINGSPOD="0c get pods -l app=ratings -o jsonpath="{.items[0].metadata.name}"

2. BITUT RS LUICRAE EEHRIER,

ey
I $ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /etc/certs/root-cert.pem > /tmp/pod-root-
cert.pem

X4 tmp/pod-root-cert.pem & 5[ pod (FIBEHIRIE T,

$ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /etc/certs/cert-chain.pem > /tmp/pod-
cert-chain.pem

X {4 /tmp/pod-cert-chain.pem @& pod {Z &I T i #E 10 CA IEH,
3. BF root IEH 5 Operator 3§ EIEHHER, & <path> B ik HHIEBRE.

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt
I $ openssl x509 -in /tmp/pod-root-cert.pem -text -noout > /tmp/pod-root-cert.crt.txt

I $ diff /tmp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt

TR H M 22,
4. BE CAUER S Operator 5 EUE PR, ¥ <path> B Ak IR,

I $ sed '0,/A-----END CERTIFICATE-----/d' /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-
ca.pem

$ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt

I $ openssl x509 -in /tmp/pod-cert-chain-ca.pem -text -noout > /tmp/pod-cert-chain-ca.crt.txt
I $ diff /tmp/ca-cert.crt.txt /tmp/pod-cert-chain-ca.crt.txt
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FiHRH 2,
5. M root IEB B TR BAEBEIEIEH#E, & <path> BN IEHREBEE.

I $ head -n 21 /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-workload.pem

$ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) /tmp/pod-cert-chain-
workload.pem

it Bl

I /tmp/pod-cert-chain-workload.pem: OK

2.6.3.3. HHRIEPH
EBRIERMBGIE S, ERBU TS HRE,

1. P& secret cacert,

I $ oc delete secret cacerts -n istio-system

2. 1£ ServiceMeshControlPlane %RA{EFH B % % root iE I EFERE Service Mesh,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
mtls:
enabled: true
security:
selfSigned: true

DI

&
BEEFBE RN Red Hat OpenShift Service Mesh A& {ThR A< B34,

Service Mesh iR 1.0 #1 1.1 control plane AEB# X, BXHLARS M control
plane B91¥#1E, 155 F2 Service Mesh,

B X¥FE Red Hat OpenShift Service Mesh X {THRAMZHFRSHER, ESH™ M
4 ep A HI T E,
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IR BT LAEH Red Hat OpenShift Service Mesh HRERSSAIRYREFN AP A, B0, ARSSRIME AR —LEAR
F R EEMBRIETRE, EtRFSNEERRE. BEREREREERmRSS. AFFRS. QRN
HERALTE, HEE—HRS LRNELZE,

2.7.1. FRAM*X

EOLFERAMAEEREALMHERE, WMEEEREFAIBAMEIRE, MAEEBEERTEMSEL
Gn{THIRIIE Envoy REB, MARSEMIIRS f1Ei—RI12178 sidecar Envoy L2,

B sl ARG EMTRERNEI AR, 0 Kubernetes Ingress API, Red Hat OpenShift Service Mesh
XA E R EREMEENI KRR IEM,

Red Hat OpenShift Service Mesh (X FRAEIEAZ 4-6 fEEEMN, HNBEBLAFHEE Red Hat
OpenShift Service Mesh TLS % BRI, & LUFE I Red Hat OpenShift Service Mesh BEUAR 5547

EEIMX, HERSMEPHECHBETLTERE—FEEMXRE, MANNBARRFZEREBH(L7)ARM
FEREM API BTIEA,

MXETERTEEAORE, BEBTLUEELROMXK, HORXAILENBEFMEIRERLES AERH
TR IXAILARBRFMELEAR S5 AT AT RIS ERMALS, X N IERRIARSS MR8 & 242, fEL A LA X
B RERRIE,

X =B

PX SRR T ARSI ZIZ T MBS E SR, BUUAASTHBI HTTP/TCP 158, BRI H A
FE —HimO, BEAMICEE, Uk MNEHSER SN EEE,

UTFRBIERT AR HTTPS AQRERN M KEERS

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tls.key

MHXERE U1 B ext-host.example.com B9 HTTPS jiE:@id ik O 443 # AWM, B&ENREE
EE%EEO

EIRERBAFILMKIZTE T, LSRR AEREURS, &7 LR EARSS IR X F &I 1T It
B1E, MBI

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
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name: virtual-svc
spec:
hosts:
- ext-host.example.com
gateways:
- ext-host-gwy

RiE, BRI LR AERIR 2 8988 B AL B & RE AR 55

2.7.2. BEEEAAMX

AOMXBEMBAZOCTHNEGESR, BREANHTTP/TCP ##, BREAFHIROMIY, B
FEREEAREREEE, ADRSBARERHN IERBHMNIRE, X5REIRSFREE.

DTS BEER T IMA 0 M X FHEE VirtualService, LUTE Bookinfo ;BN BIZFE R IFARSS A FFAKE
/productpage # /login B4 ERR £,

Pk =
1. AERMXUESRE,
a. fIE YAML 304, FRLLTF YAML EHIEIHA :

% gateway.yaml =61

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: info-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

nkn

b. B YAML XX,
I $ oc apply -f gateway.yaml
2. filE VirtualService ¥ K EE EHirk,
a. O YAML XX, FHELUT YAML EFIEIHA -
AR SS B

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: info
spec:
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hosts:
gateways:
- info-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:
host: productpage
port:
number: 9080

b. N YAML 344,
I $ oc apply -f vs.yaml

3. MR F0 VirtualService BB IEFAIX B,

a. WIEMX URL,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath="{.spec.host}")
b. WEImAS, EAHIF, istio-system 2 Service Mesh control plane T B B £ #5,

export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}')

c. MiXEERMAAFHITIE,
I curl -s -1 "$GATEWAY_URL/productpage”
THEARYZE R 200,

273. BEEBEAORE

7 Red Hat OpenShift Service Mesh #1, Ingress Gateway foiF i, LM R NIZEThEe N A2
AEBHRE. FEH Service Mesh WX TERSS RIS A A FFAR S o

2731 RFEAODIP MmO
AORBRBEHIMNEEE AR EESEMARTE, EEENAD P FEORLE— PSR

R, BEREST AABMEIHEREE TREMN IP MinO, H2TUTaS,. EXGIH, istio-
system 2 Service Mesh control plane T B F £ #R,
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I $ oc get svc istio-ingressgateway -n istio-system

UHSEREH R HBEANT B NAME, TYPE, CLUSTER-IP, EXTERNAL-IP. PORT(S) #l
AGE,

S0RIZET EXTERNAL-IP {H, BBEIMESE—MAERMEEES, HERTAOMX.

f05R EXTERNAL-IP {2 <none>, = <pending>, NEBIEMER RN A ORI XIRHAER 71 Eida#ER,

2.7.3.1.1 ERAESERFEA QRO
INREHIME R AR IO Es, 1ERBRUT S HIRE,

ff

L=

S

|

L BITUTeSRZEADIP MmO, S EXmPRELE,

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].ip}")

—

TUTaSRIEXEAOmRA,

Y
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port})

TUTHRESEEBELSAORO,

w
i

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
0 jsonpath='{.spec.ports[?(@.name=="https")].port}")

4. IBITLA e BRI E TCP AQwO,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath="{.spec.ports[?(@.name=="tcp")].port})

BEELEBERT, ﬁlfﬁzi’ﬂﬁiéﬁ_fﬁ‘é%ﬁﬁﬁim%ﬁﬁﬂ'm IP sk A FF, Ei;*ﬂll’l A, ABM
XB) EXTERNAL-IP ERZ2—1 IP thit, #R, — N ENG, E—HRTEXRE
INGRESS_HOST IR &£,

EXMIERT, EmAUTHMSELE INGRESS_HOST 14 :

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].hostname}’)

2.7.3.1.2. AR A M BFEHFNA QRO
MBRIAE S A NSNS, EBEADRDOFRBT Sig0,

ff

L=

S
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1L wEAORD,

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}")

2. TUTFEREERZEAODRO,

151
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
o0 jsonpath='{.spec.ports[?(@.name=="https")].nodePort})

3. BT T ERIKE TCP AQmH,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].nodePort}")

2.7.4. BohEE B0

Istio W% B9 OpenShift BHE Red Hat OpenShift Service Mesh A#E B &, =IRTE service mesh H
O, BEHSMER Istio FIX, BB, FEHMER OpenShift B,

2.7.4.1. )3 A8k HA IR

£ 4 Istio OpenShift Routing (IOR) BJ Red Hat OpenShift Service Mesh control plane ZH4 8 L LAk E S
MK, F7 control plane EEM—ER4 /F A IOR,

MEMEAEE—N TLS 4, NIl OpenShift Route fH#EECE 3 #F TLS,

1. 7£ ServiceMeshControlPlane %R+ 710 ior_enabled %1, FHEILEH true, N, HE
ELUTECRFBE -

spec:
istio:

gateways:

istio-egressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5

istio-ingressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5
ior_enabled: true

2.7.4.2. Fi5

Red Hat OpenShift Service Mesh {8 Fi T A 82&H, {E4JIEZE OpenShift Container Platform FBE/5
FAe. FiF, #*domain.com, #%%, EFREHINZR., ERERERFENMXE, FEE
OpenShift Container Platform iBEERFRE&, MIFELZER, HSMH "HEE 9.

RGBT LUTRX -

apiVersion: networking.istio.io/vialpha3
kind: Gateway
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metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.info.com
- info.example.com

RiE, KEHERLT OpenShift M, EAILEAUTHSRLERT O TIRA :

I $ oc -n <control_plane_namespace> get routes

gt ik i
NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-Ivlfn info.example.com istio-ingressgateway <all> None
gateway1-scghv www.info.com istio-ingressgateway <all> None

INRMIBR T M *, Red Hat OpenShift Service Mesh &R H. B2, FiI0/ENKEAETEH Red
Hat OpenShift Service Mesh &4,

2.7.5. THEIRSEB

AR %555 B 1EH Red Hat OpenShift Service Mesh RER4EIBIAR S5 registry HRRIN— H., &R EE
&, Envoy REfERELZEENZIRS, MEEMEHIIRS —1F. REFERITFE ?FFJJ«A-FT F -

o EERFMIEHMIZITHIRSHIRE.

o EEMMLLAGENMBLRE, KB web B9 API A, 54 EIIBEMERIIFRSHIRE,
o WAERERIME XEHF, B FEIREARR,

o TEEMA (VM) FziTHEIRSS, T7iERERAERIRIELAL.

FFARSS MR R EEBE R INBIMHE, LUETE Kubernetes LEZE % 5% £F Red Hat OpenShift
Service Mesh M#&,

IR55 % B pl

LUF R mesh-external fR%5 5% B ¥ ext-resource 4 &8k % =7 INZEI Red Hat OpenShift Service
Mesh AR5 registry:

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:

name: svc-entry
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spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

73 hosts FEAIEENBHIR, BALTZERES, thAILUERBEARIZEA,

& AR E AR SS A B RO, LUEHIZIRSZBRE, EARSENMEHHEMEMRSERE
MEMRE, fa0, LT B HNNEREBEE 75 A mutual TLS R{&RH7El ext-sve.example.com 4+
AR SS R, ©WREE N ERRS I

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

2.7.6. {# A VirtualServices

18] LUE B R AULAR 55818 Red Hat OpenShift Service Mesh & R SR EIMARS A RRA, SAE
IARSS, EAILA :

o B H—EIRSOCESANNBERFERS . NRMEERA Kubernetes, &AILUEDR & E AR S5 4k
BRI ESZERPMAAAERS. EMRSEEEWEAFEAN AR NREETEETEEREN
R EIHAR S5 H R HIRR 55 o

o MEREMNSMRBLEG, MZEFIADMEORE.

2.7.6.1. Bdi& VirtualServices

FERAEMRS S E KBRS MEFRRRS. SNEMRSH—HERBINIER, FHRINFNA, Red
Hat OpenShift Service Mesh Y EMNE TE 44 IR 558915 3K 5 A& R B9 45 7E S2Fr B By ITEd,

MR ZRBENIRS, Red Hat OpenShift Service Mesh STEFRAIRSS LHIEMERRZ M IER (least
requests) MEHWENERE, FEAENRSE, BATUEE—NTHENENEHRETH. EURSH

B E 50 Red Hat OpenShift Service Mesh 8I{AS EHIR SR E X EESE U B 8, BB B
ALZRE—RERAE, LATURRE2RENRS.

iz

1. EAUTRAICIE YAML X, RIBAFEERNARFHNARRA™IEREBES Bookinfo
BN ARSI R AR A,
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apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

& 2 3 SERVICE MESH 1.X

2. a{TLL T4 AN A VirtualService.yaml, Hrh VirtualService.yaml 2 XX 4IRS X,

I $ oc apply -f <VirtualService.yaml>

2.7.6.2. VirtualService i @5E

spec:
http:
- match:

spec:
http:
- match:
- destination:

23U

hosts FE& 5 T B& B AL R A B B0 RE AR 55 B9 B B
ik, XERTFRRS X FERe M, EIRS E
MA A LLZ AT T2 RES AR P ik, DNS &7
EAGPSEZ 1N

http #3202 & EIARSHIBEEHIN, X LRI 4 3k B
B HTTP/1.1. HTTP2 #1 gRPC &5 hosts FE&kHig
ER BT R R A FIIRVE, BBEANBEEER
E XA B LA R AE 1B ER LB R A AN, ~Fl
BB — N EREIINIAE — L match FERFFLRIS
. TEXANRBIFR, XPMBEERTFRERAF jason
BFrEE R, &0 headers. end-user #1exact i
SRIAFEE B RIE K,

route EF K destination FEXIEE 51X R
BRER LI BRI, SEURSHENTE, BH
B9 EH 212 Red Hat OpenShift Service Mesh R
%5 registry REEMEL B, XATLIEWHERE
BIMIEARSS, SXfEM service 5 BRI — N IEMIE AR
%o EARHFIF, ENEZR— Kubernetes IRS5EFF :
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2.7.7. 7T R BB

BRI PP BT AR S BN E A, e REIRENEXL BN, EURSHRERMBE BN
th, BRI E 1% B R R 28R 2,

EIANER T, RedHat OpenShift Service Mesh {§ iR BYIE K A E9H SRR, HAPBIARS LHIEDE
BRIEEESIEWIE R, Red Hat OpenShift Service Mesh A2 # U &R, R0 LAE B 89t N 35 E 4%
ERSS AR S FEBIE K,

® Random : 1ERERENEL 4 Fith B YL,
o Weighted : RIBEE B 2 LLHE KL 4 Bt #9041,
® Leastrequests : HEKE L ENE RBERDHILH,

B 893t S B
AR B et NR By my-sve BRIRFSERE=NTRENFE, EETRNTHIFERE

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: v1
- name: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

Ai5E A Bookinfo AN AR FF RIR AR BN TR FEVBE IR, R Bookinfo N ATEF LT fRiX
Lo B8 FR BI04 TAF,

2.7.8. Bookinfo [R5

Service Mesh Bookinfo ;_filI N AR F S SEMRILHHARSS, BNIRSERE Z N RAE, & Bookinfo 7=
BN BAfEFE, reviews ARSI =N ARREIMRARNHZE1T.

HIRIEN B 2R 177 Bookinfo N3 /product TIEF £ RBIFTES, B BRI RMIEFREEESON,
MECHHENNEZA, MRZXETHEANZRAMINRSRA, Service Mesh 25 RIS EIFFE & AARA,

AYRRAEENANMEREBHIMIRSB v (RE 1) B9, ZfE, BALAREE HTTP iE KRk
(BN — AN RS R E,
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FREH
o IR Bookinfo =N AR LUE B LR =<4,

2.7.8.1. N AENRS
FELARSRR2h, BEHIRRSS @ N BN MRS XEBIAMRANENIRS, SMERSREIENMMRSH

vi,

Pyt
1. MAEMRS.

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/info/networking/virtual-service-all-v1.yaml

2. ERUEREBNAT EMRS, BEAUTRSERE XHEREH :
I $ oc get virtualservices -0 yaml

%6455 IR[E|— kind: VirtualService %R, A YAML #&X.

B Service Mesh EZi& N EEH E Bookinfo MRS HY vl kA, S2+E reviews RS hRA 1,

2.7.8.2. i EE HAC &
1T RIFT Bookinfo A 28 /productpage & ELE.

iz

1. %8 GATEWAY_URL S#889(5, e LAE LS FiX N5 82 5 Bookinfo 7 & TTEM URL,
TEABIH, istio-system =& control plane i B B & #5.

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath="{.spec.host}")

2. T T e, LR SITER URL:
I echo "http://$GATEWAY_URL/productpage”

3. EN YT 23S FTFF Bookinfo Mif;,

TTETEFEED B REEONRE, BRERIFZ VR, XRENEER Service Mesh BLi& N1 reviews AR
SRR A RERAEIERA review:vl, LHARABIIRS i M 2R DRSS .

1R BIAR S5 PR INTE 457 2 B8 B BU AR 55 B9 — D hiR AN,

2.7.8.3. &£ TR/ B3 HIREH

HNEHEE, WERERMNAMERERBBEIEENRS A, TEXMERT, MEEXBEE )N Jason
AR EMRSBHRBEEIRS B review:v2 A,

Service Mesh Xf Fi P B3 & B EMFRMIAE T2, XN nfIEFE AR, K5 productpage AR%5 M E!
reviews lRFSHIFR A HTTP & RERI 7 —1 B E LK end-user i1k,
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T
1. IZ1TLL RS 1E Bookinfo RN 2R+ /S BE TR MEKH,

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/info/networking/virtual-service-reviews-test-v2.yamil

2. BT, LAAIAOIR TiZHU), Hé4iRE YAML 8 =XHAFA kind: VirtualService.
I $ oc get virtualservice reviews -o yami

3. 7£ Bookinfo 21 /productpage #, LI/ jason B ELEF LB R THITER,

4. RIFFN AR, ERDREHIERRITILSE,

5 DEMAFBHER (EFEEERLAT) . RIFFNYEES. WERFRBINEI TS, WE, B
Jason 4, FRERFHIREEMSIWHERBEE review :vi1,

RERINECE T Bookinfo BN AR, URERFFHBBERE.

2.7.9. Hte R
B XBLE OpenShift Container Platform BECAISRIEME L E R, 1551 FE AR E IR HE,

2.8. 7 SERVICE MESH % Z8N BiEF

g
OF

[t

BB M Red Hat OpenShift Service Mesh & fThRAHI3CHY,

Service Mesh fR# 1.0 #1 1.1 control plane AEBE# X, BXHLARSMHE control
plane B91¥1E, 1554 F2 Service Mesh,

B X E Red Hat OpenShift Service Mesh Z{THRANZ R EWER, BESH™ @
*HEETE.

LIS FARRFEERE R Service Mesh [&, 7E Istio Lt RARAHI N TR FH91T N FNTE Red Hat OpenShift
Service Mesh IR BREFMITABE LN FRZ L,

2.8.1. RIS
o HE Red Hat OpenShift Service Mesh #1_Lif# Istio #t K ZZEM LI

o THELE Red Hat OpenShift Service Mesh

2.8.2. fi|# control plane &1

Ea LUFE A ServiceMeshControlPlane =K T EEFHAMEE. B/ uiREB CHEES 02
WHTY B, SR UMEMERKEKEEE S, H80, S LU EI G — NS5 control
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8 23 SERVICE MESH 1.X
plane, NHZHIFABIEE— ) control plane, MREOIEE T — N FF A ERFI— 7 &R, N H]
FABK 53 000 55 FIRA B (5 7 =T AR R B 2 BIPA BB R AT FF A AR TN SRR A 1T R
UHEE control plane ##R (5 ServiceMeshControlPlane i&5/8R) B, B USRARBEEKE,
Operator Mt — N EHA Red Hat OpenShift Service Mesh BRIANXERY default #&4k . ERINEE AR

R, @ /7E openshift-operators 7 B & — 4%} smcp-templates 8 ConfigMap, 7
Operator 23] /usr/local/share/istio-operator/templates £ % ConfigMap ,

2.8.2.1. fllE ConfigMap

REBLLUTH HEAIE ConfigMap.

=30
o BREHIUIUER Service Mesh Operator,
e E7 cluster-admin &K/,
® Operator BBEMME,

e ijj|n] OpenShift CLI (oc) »

it =

1. LUEEHEE 7 519 &KX E| OpenShift Container Platform CLI,

2. £ CLI 217X 4, 7E openshift-operators 71 B F16/32 % 5y smcp-templates #
ConfigMap, #{# <templates-directory> & px At 7L L #ServiceMeshControlPlane {4
HIAIE :

$ oc create configmap --from-file=<templates-directory> smcp-templates -n openshift-
operators

3. ¥E Operator EEEEIR S5 AR A & FR.

I $ oc get clusterserviceversion -n openshift-operators | grep 'Service Mesh'

=1
I maistra.v1.0.0 Red Hat OpenShift Service Mesh 1.0.0 Succeeded

4. Y% Operator £BEIRSS5HRA, 8% Operator fff smcp-templates ConfigMap,

I $ oc edit clusterserviceversion -n openshift-operators maistra.v1.0.0

5. fE Operator B FRRMEEENS,

deployments:
- name: istio-operator
spec:
template:
spec:
containers:
volumeMounts:
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- name: discovery-cache
mountPath: /home/istio-operator/.kube/cache/discovery
- hame: smcp-templates
mountPath: /usr/local/share/istio-operator/templates/
volumes:
- hame: discovery-cache
emptyDir:
medium: Memory
- hame: smcp-templates
configMap:
name: smcp-templates

6. REENIREIHEER,

7. B7E, ERILAER ServiceMeshControlPlane 1 template Z#(3£ 15 &R,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: minimal-install
spec:
template: default
2.8.3. A B3l sidecar S¥ A
EEREN ARREN, METF deployment X&) spec.template.metadata.labels 91755

sidecar.istio.io/inject B2 &y true SEiEFEE AN, MR sidecar F AT KM OpenShift Container
Platform BUEfMINAE, #0 OpenShift Container Platform 475245 Y% MEZRE M builder pod,

SeRFMH
o HAMENIRS MG —ER D BIM B ZE(E], LARFEBD sidecar SEARIERE,

i =
1. BEHEE, EEH oc get H.
I $ oc get deployment -n <namespace>

BN, BEEEE info ipRZE[E A ratings-vl' AR 558 Deployment YAML X4, 15{#ERLLT 6
SUYAML X EFHIR

I oc get deployment -n info ratings-v1 -o yaml

2. TEYREEAR TN A2 Deployment YAML 44,

3. J¥ spec.template.metadata.annotations.sidecar.istio/inject 7~ 11%| Deployment YAML H,
F I sidecar.istio.io/inject % &N true, I TFHIFTR.

info deployment-ratings-vl.yaml TS F Bt R~ fl

apiVersion: apps/vi
kind: Deployment
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metadata:
name: ratings-v1
namespace: info
labels:
app: ratings
version: v1
spec:
template:
metadata:
labels:
sidecar.istio.io/inject: 'true'

EE BT sidecar SEAR{#EH annotations S8 E#F A, N{#EA labels 53K
=AW

-

4. {£7z Deployment YAML 34,

5. FXHARMESENBARFNIIE,
I $ oc apply -n <namespace> -f deployment.yaml

EARAIH, info 285 ratings-v1l T2 deployment-ratings-vi.yaml B955i B &R, X
= IR RIS

I $ oc apply -n info -f deployment-ratings-v1.yaml
6. HEWIETIR LZKI, HZITU TR

I $ oc get deployment -n <namespace> <deploymentName> -o yaml|

i,

I $ oc get deployment -n info ratings-v1 -o yaml

2.8.4. @ X ENREIMNETE
Envoy sidecar {XIERIEC & ServiceMeshControlPlane EIE,

e LLR T |n|ect|on-template yaml SCH R EIERE HR RN pod SERESR N FARERF1X & sidecar IR
INETE, IMNELEFE A sidecar,

injection-template.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:

name: resource
spec:

replicas: 7

selector:

matchLabels:
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app: resource
template:
metadata:
annotations:
sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\", \"maistra_test_env_2\":
\"env_value_2\"}"

DIk

H

/N ..

A FEOIRRE DB R YRR, AR S A maistraiol FRETISEAR, XA AT
fRFRRFTJRE Operator £ X AEE, MNREEOIEBSHITIRES M Operator ERHY

FREFNE, ERAESS L maistra.io/ FFLBIME TR, £ TF—MhiHTE
F, Operator 138 & M PRIX LR SSE MR TR,

2.8.5. E#T Mixer RE& 8 HIThAE

1E~ BIf Red Hat OpenShift Service Mesh frAA, Mixer BYSEB& s HITHREMRERINE . IITE, Mixer B9
REERBITIEEHR RN EA, BREETCTRIBESRIEATS.

AR

e jj[a] OpenShift CLI (oc) o

2 3

TEIfEF istio-system £ control plane fn &2 [H], FXMEEH HERE Service Mesh
Control Plane (SMCP) Byfs&Z2[H],

il

£
e

1. &3k OpenShift Container Platform CLlI,

TIXN S E MR Mixer RIS SR FIIRA -

N
™

I $ oc get cm -n istio-system istio -0 jsonpath="{.data.mesh}' | grep disablePolicyChecks
3. & disablePolicyChecks: true, Z’# Service Mesh ConfigMap :
I $ oc edit cm -n istio-system istio

4. 7£ ConfigMap F# %l disablePolicyChecks: true, EEIH N false.
5. REFMEFHREIIERR,
6. EFE Mixer SRE&5 RS LUAFREBHIXE N false,

2.8.5.1. WiE IE TR P 2% SR G
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Service Mesh 7£ Service Mesh control plane A 71 67 % Z2 [B] P AIE 25 5REE, LARIFE I FRRE,
TEERERI, IHEELUTEMY, LIARZENET OpenShift Container Platform B F /) FFB9AR 55 M A& A #9 AR
%O

o ARG MBHLRENIE B2 ingress-gateway FBEE Istio IEH T,

o TERTEEAIARSS MIHE A I 3T A 44 22 [A] /R R AR 55 RAR BB B AR 55

o TEEIRS MM H AR ZEE hEREMIE mesh RSN 1Z AL H maistra.io/expose-route:
"true”, XA LUAIR OpenShift Container Platform #&ER X LR 55 AT LA IE 3 T4k,

2.8.6. Bookinfo =ffI N TR

&8 LU Bookinfo 75l N FB A2 il OpenShift Container Platform #f Red Hat OpenShift
Service Mesh 2.5.2 &4,

Bookinfo R IR I R—ABMIES, AUFELBENL—BREE, NAKDTR— @, it
TESHAER (SBN. TEAMARES) LREHHRTL,

Bookinfo 5 FA#2 R BiX LE AR 55 4HBK, -
e productpage AR5V details 1 reviews AR 553 £ TTHE1E 2.
o details RS BET PHER,
o review MRS EE T FHITEL., BEMNASVIA ratings MRS .
e ratings®fRS5 2IE T HAEN K HHITILERHITLER.
reviews AR5 H =ThRA :
o kA vi R A ratings BR%.
o A v2 i ratings fRS5, HLUA—BANRBERKIRIARBIED,
e hiA v3 iH ratings RS, FHLU—BIENLBEERKKG AT,

2.8.6.1. 2% Bookinfo N AR

AHERENLTWECIEIIE, 5 Bookinfo N FATRRFEERE FI1% 11 B H1E Service Mesh HEFIEIEZITHIN
FRTE R 0|2 R BN FRERF,

FRFH

e 4T OpenShift Container Platform 4.1 & & A&,
e 4T Red Hat OpenShift Service Mesh 2.5.2,
e iJj[i] OpenShift CLI (oc) o

e Ll'cluster-admin"& 15 & 5% %] OpenShift Container Platform,
a Bookinfo ‘RIN FAF2 T EEL &1L IBM Z° #1 IBM Power® H,
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AT Y S BRIX Service Mesh control plane T H ) istio-system, WREH— &%
[B]FRZRE T control plane, TEIZITHISREENBS.

Pt

1. = Home - Projects,

2. =il Create Project,

3. 7£ Project Name H#ij A info, #iA Display Name % Description, fAJ5m Create,
o =E, tEILUE CLIZIT X NS R A& info T E,

I $ oc new-project info

4. s Operators — Installed Operators,

5. & Project 32, {#if Service Mesh control plane 8 & Z2[f], EXANRBIF, HA istio-
system,

6. = Red Hat OpenShift Service MeshOperator,

7. B Istio Service Mesh Member Rolli%Mi+,

a. MNRMBZEAET Istio Service Mesh Member Roll, i5&#, REST YAML &5 €T
YAML %R 2%,

b. #NRE:LEA 032 ServiceMeshMemberRoll, R Create ServiceMeshMemberRoll,
8. Hiifi Members, AETE Value FE& i ALIE & H,
9. M Create {RFEHH Service Mesh Member Roll,

a. &, MUTRARER YAML XA,

Bookinfo ServiceMeshMemberRoll 7Rffl servicemeshmemberroll-default.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- info

b. BT T4 LEZXXH, F1E istio-system & 22 8] Fh 1| ServiceMeshMemberRoll ¥t
B, TEABIH, istio-system 2 Service Mesh control plane T B B9 & 5.

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
BT TS, LUGIE ServiceMeshMemberRoll 275 B3 01lE.

I $ oc get smmr -n istio-system -0 wide
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%4 STATUS %5 Configured i, &M IN5EK,

NAME READY STATUS AGE MEMBERS
default 1/1  Configured 70s ["info"]

1. 1£ CLI &, &iF 5 A bookinfo.yaml XX{1E info" 1B R ERE Bookinfo :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/platform/kube/bookinfo.yaml

IENZE B R0 TB9HH

service/details created
serviceaccount/info-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/info-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/info-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/info-productpage created
deployment.apps/productpage-v1 created

12. @31 info-gateway.yaml X0 AhMX

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/bookinfo-gateway.yami

IENZE B R0 TB9HH

gateway.networking.istio.io/info-gateway created
virtualservice.networking.istio.io/info created

13. iX& GATEWAY_URL S8 M :

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o

jsonpath='{.spec.host}")

2.8.6.2. ZINEKIA B B9ihHE |

TEfE R Bookinfo N EFRT, M ELRMIINB AN, RIV\ERSERT mutual TLS J3IE, i
FEE M YAML 3,

it

Z

1 BRMEBMHN, HoTUTese—

o INREAEA mutual TLS :
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$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/destination-rule-all.yaml

o IERFEAT nutual TLS :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.5/samples/bookinfo/networking/destination-rule-all-mtls.yaml

IERZE BRI T B9HH

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

2.8.6.3. JiIF Bookinfo 223
A\ Bookinfo N 2R EMMRINERE, EHITU TS,

([} =355
o 4T Red Hat OpenShift Service Mesh,
o ST ZEE Bookinfo IR FRIEFHISL I,
o Ll'cluster-admin"&17& X Zl OpenShift Container Platforms
@it CLI S 3
1. BEFRE pod @B E St AL
I $ oc get pods -n info

FIEASHRENREEL S Running, &N IZE BN TR -

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2  Running 0 12m
productpage-v1-6fc77ff794-nsl8r 2/2 Running 0 12m
ratings-v1-7d7d8d8b56-55scn 2/2  Running 0 12m
reviews-v1-868597db96-bdxgq 2/2  Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2 Running 0 12m

reviews-v3-6dfd49b55b-vewpf 2/2  Running 0 12m
2. BTN e & sRIG 3R dh TUEAY URL:
I echo "http://$GATEWAY_URL/productpage”
3. TEM DT b 25 A & U FF R I DU IE R B B 8FF T Bookinfo 7 f TTH.

¥ H Kiali web 25505 %
1. FREX Kiali web 324 & Bythilt,
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a. EfitiEl OpenShift Container Platform Web 2#l&
b. # A Networking - Routes.

c. 1f Routes T{E™, M Namespace ¥ H.H1%L#E Service Mesh control plane 1B, #0 istio-
system,

Location 7 Z /R B R A HE L,
d. = Kiali B Location 7l R #95E$%,
e. ¥l Log In With OpenShift, Kiali Overview & EREN B 6 & 22 6 8957,
2. 1% Kiali A, s Graph,
3. M Namespace FIZ&F % info, M Graph Type FIRA%EHE App graph.
4. M Display ¥ H %% Display idle nodes,

XHLTEXE’JF,\, BERBEIHAETE R EHLAANASERE YL, BERREEMIER

/}ILEQ

X

o (M Duration IS [ ER, LABSBAMBMRIERIBAIRE.
o f{fiF] Refresh Rate L HERIFTRENMEH B/, HEREAFRIFRE,

5. m Services. Workloads =% Istio Config =& info ZHEMIFIRME, FHILE(16E.

2.8.6.4. & Bookinfo N FATERE
IREB LT 5 AR Bookinfo M 2%,

FeRFM

e 4T OpenShift Container Platform 4.1 & & kA,
o L% T Red Hat OpenShift Service Mesh 2.5.2,

e jj[n] OpenShift CLI (oc) .
2.8.6.4.1. filiB& Bookinfo iH

it =

1. B[EF OpenShift Container Platform Web &,

2. = Home - Projects,
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3. minfo3¥H , A5 & Delete Project,
4. FEWISTIEEFRBEA info, ZA/F = Delete,
o =, EEILUER CLIZITX NS AR info T E,

I $ oc delete project info

2.8.6.4.2. M Service Mesh member roll Hfjlif& Bookinfo i H

it

1. &% OpenShift Container Platform Web &,
2. = Operators - Installed Operators,

3. = Project 5, MZFIFRHL istio-system,

4. 5 Red Hat OpenShift Service MeshOperator £ Provided APIS T = Istio Service Mesh

Member Roll §%3#,

5. = ServiceMeshMemberRoll 3 F1%F Edit Service Mesh Member Roll,

6. JRFEERILM Service Mesh Member Roll YAML 3 M members FIZR iR info.

o THE, REILUFEA CLIZITIXN %S M ServiceMeshMemberRoll A /iff& info TH, T4

&, istio-system ;2 Service Mesh control plane i B #9 4 #F.

$ oc -n istio-system patch --type='json' smmr default -p '[{"op": "remove", "path":
"/spec/members”, "value":[""info""}]'

7. £ Save E#T Service Mesh Member Roll,

2.8.7. £ BRI FH 24 trace EiE

Jaeger B— MRS HNBIRRY, HA Jaeger, EAILIEHEK— NN RARRFHE MRS FEHITER

TEREERM trace, BRINREE Jaeger ¥E 4 Service Mesh F—E8 43
AHFZEF Service Mesh #l Bookinfo 75l AR KB R U A Jaeger HUITH N EBER.

FoRFEH

o 4T OpenShift Container Platform 4.1 & & A4,
o L% T Red Hat OpenShift Service Mesh 2.5.2,
o LRNIEFFAT Jaeger,

o 2% Bookinfo ;RN FATEE,

it
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1. R4 Bookinfo "IN ARFERE, MREAETIMIE, BMALTHSILR,
I $ curl "http://$GATEWAY_URL/productpage”

tan SRR RIS FEBY productpage AR SSBIR .

2. 7& OpenShift Container Platform #H&H, 17 A Networking —» Routes F# 38 Jaeger B8H,
E Location 1 NI #Y URL,

o H#E, HMA CLI ENBAHMIEMER : EAXHIF, istio-system =2 Service Mesh control
plane fR& 22 [H] :

I $ export JAEGER_URL=$(oc get route -n istio-system jaeger -o jsonpath="{.spec.host}')
a. MIALLTF a4 R ER Jaeger 2 AH URL, 45 RENEEIN W25 H S EIZ URL.
I echo $JAEGER_URL

3. FEASEARITIA OpenShift Container Platform {2 & BRI A - 2 E L &R,

4. 7£ Jaeger (UFRIREAMBIEEH, M Service FH AL productpage.info, AERTHEIBESD
B Find Traces, I & ER—ERERFIR,

5. REFIRAMENREIT BN BERMIFEHIE, NRERFIIRFHE— (CRRFHE
%) , B2EZE5 /productpage S FRIFT A N HYIFEE.

2.9. R E AT g

g
Of

HEAFHZFM Red Hat OpenShift Service Mesh % fThRA<FI 3%,

Service Mesh fR# 1.0 #1 1.1 control plane AEBE# X, BXHLARSMHE control
plane B91¥1E, 1554 F2 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh Z {THRAMZFRSHER, ESH™ M
4 ep A HI T E,

R LR Kiali R B R EENARFIRI, @ERAE. MREMRS EIMEE, Kiali Z2HERHE“T
—#'11EJIHE%_HMI:@ITEMLE’JE/& BEEHUEETRLAFHERBHGEEXNER, SEMRNAE
P IRFUR M E, ©IRRM T Er96 & ZE F hegLhf B ER A,

FHGED
IMRBETNARRE, B Mg N AERFBER,

MRIEEBREGCOHWN AR, FLUBITRE Bookinfo 1 FF2F 3% T ## Red Hat OpenShift
Service Mesh AR AT 22 M 40 4] T 4F,

2.9.1. HEEIRS MR EIE
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Kiali Operator &4 2 Red Hat OpenShift Service Mesh WEERIZINENIE, LURME SR Z PN RHRERE.
AR 25 0 T4 £ 2 BB I FE A0 SE s 25 [

Fijin] Kiali #E61A, E7i%% Red Hat OpenShift Service Mesh AR N RS MR ECEHITIE

e
1. ERMATHEE N2 Administrator Fif,

2. = Home - Projects,

RETRMEM. i, < info,

w

4. 7 Launcher Z84% = Kialis

A 51517 OpenShift Container Platform 1£§| &R E - &M EKE Kiali #6&

o

—REBXE Kiali ZBHIEH, ESEE Overview T1HE, ©RERIRFSMIEHEBENEENFIEMAZE
I‘E[IQ

MREERIRFIARE, WT R D EREE,

2.9.2. £ Kiali ¥ & P EE IR S B EE

Kiali Graph & BIMMRE R 7 i KBV R (L Thee, RIMFERIERKTRESER Istio BLE(S BHEL
B, AR A RS RAREIIT . SR RE wa"é'"HmLEmi{tjjﬁ%ﬁﬂﬂﬂﬁ%#ﬁ?l\ BRI
HIRIN N AR F LR

A LLSEEER LA
o App FERFIEMCHER N BRRFIE T/ M,

° Serwce FEZRMEFENRSHT R, EfENARFINIEASBASEEINE D, Bl
2RANE, HRETEXHNRSHAEREZ,

e Versioned App B B RBMNARANT R, NARFEHNFAEMRAERBI HIE .

e Workload B RERSMIEHENTEMEHNT R, LWERAREREFERNBEFMNRAIRES, R
RE9R AR R B E A version I, iHERALLAE,

BT RER&ME RHETHRY, BaENRSMIRS FESEMEBHEEEET, DURMKEEEARTESS
ERHEE, ©HLURA] mTLS [F#, IERA#H, (HIRRESF. Graph BEARE, TUERRESHE,
FEAR KB Find #1 Hide ZhaE,

Hifi Legend 2, UEFRPETRNEXRER. SR, SLMBIRHNER,

EEEEMHERES, HERPHERERT RSDSURERRIFBER P ZREETEE.

2.9.2.1. # Kiali h B R E

Kiali FIFZ 7R B Pl BE RARFE RN AR F RN E DR BENTREMAMAR, fm, EEThREE
REZBAILURTE Kiali ERHENRAR, EATELBEESEMERNAE—HRE, Kali R4t T LFTR
GEFISENpREN

FRFM
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o RIS BHREGCHNARRE, HRE Bookinfo REIN BIEFE. RE, BitZREALUTHS
) Bookinfo M. AR £ R E,

I $ curl "http://$GATEWAY_URL/productpage”

e Ep 55 A& L1 7] S R 9 productpage AR BIF

1. A3 Kiali #5115,
2. ¥k Log In With OpenShift,
3. fE Kiali =% &, = Graph BEEMAZEA K,
4. 1£ Namespace S LN ARRF A Z2E, Bl info,
5. BEFEARMEEAR, EHATUTE—RE :
o METIERBRE R LR R E R EIE S H.
R TR A
AR %5 ]
hRAAER R (BRIA)

o

o

o

o

TR EA

o MERELRERPEERRNERS R,
o #HEEIA dagre
o #if8 1cose-bilkent

o fE 2cola

2.10. BE IR

g

&
BEEARBE M Red Hat OpenShift Service Mesh A {ThR A< B34,

Service Mesh k7 1.0 #1 1.1 control plane AEB# X, BXHLARS M control
plane B91¥1E, 1554 F2 Service Mesh,

B X4 E Red Hat OpenShift Service Mesh X {THRAMZHFRSHER, ESH™ M
4 ep B HA T E,

&R LUB B BRIABY Service Mesh B E X RS E Q2 HTH B & LR EEHI Red Hat OpenShift
Service Mesh,
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2.10.1. R4
e EBEXA cluster-admin A&HIIKH,

o SER T AEF %% Red Hat OpenShift Service Mesh BT #E,

e BRI operator,
2.10.2. Red Hat OpenShift Service Mesh B & X %R

TEEA Service Mesh X441, fE M istio-system B FH—NRfl, EMAILMRESTERE
REMIE,

B E X B S UFETE Red Hat OpenShift Service Mesh T B s 5285/ # & APl, %[ Service Mesh
i, ©&fE—1 BB ServiceMeshControlPlane, T LUENNE R ERINH S,

Service Mesh operator A LL&Eid 70 ServiceMeshControlPlane F1RERISEY B API, X AL EIET B
F | ServiceMeshControlPlane %%, @il iJ—~ ServiceMeshControlPlane X%, &=
Operator f—4* Service Mesh control plane 4| B /1, F{# A 7E ServiceMeshControlPlane #1%
BB,

X2l ServiceMeshControlPlane & L S 2T E X FHSH, HEEET Red Hat Enterprise
Linux(RHEL)#J Red Hat OpenShift Service Mesh 1.1.18.2 % %&.

BF

3scale Istio EHCERE B E L KR XA HREHEE, SOLZTE—NTLUEE TEN
3scale Tk (SaaS 5 On-Premises) o

istio-installation.yaml B9l

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: basic-install
spec:

istio:
global:
proxy:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi

gateways:
istio-egressgateway:
autoscaleEnabled: false
istio-ingressgateway:
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autoscaleEnabled: false
ior_enabled: false

mixer:
policy:
autoscaleEnabled: false

telemetry:
autoscaleEnabled: false
resources:
requests:
cpu: 100m
memory: 1G
limits:
cpu: 500m
memory: 4G

pilot:
autoscaleEnabled: false
traceSampling: 100

kiali:
enabled: true

grafana:
enabled: true

tracing:
enabled: true
jaeger:
template: all-in-one

2.10.3. ServiceMeshControlPlane £#{

BF

IRECEIXESH,

2.10.3.1. Istio £ B Al

& 2 3 SERVICE MESH 1.X

AR RHESRT A ServiceMeshControlPlane 28, FiRM T A X HSHHIMINE R,

IR X LB #0 Red Hat OpenShift Service Mesh B BRI BFIR (&3& CPU. WTEH pod
&) BURT OpenShift Container Platform 2 EE., RIBYpIEEEE R A K

TEE—1NTF, &SR T ServiceMeshControlPlane B Istio £F85%, UERTHESHAENER.

T {3 3scale Istio I ECZR AT LLIEE T4E, disablePolicyChecks %7 false.,

ERBHTH

istio:
global:
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tag: 1.1.0
hub: registry.redhat.io/openshift-service-mesh/
proxy:
resources:
requests:
cpu: 10m
memory: 128Mi
limits:
mtls:
enabled: false
disablePolicyChecks: true
policyCheckFailOpen: false
imagePullSecrets:
- MyPullSecret

*2.4. 2R

S8 1 pu A BAME
disablePolicyChecks /5 F/ZRAREKE, true/false true
policyCheckFailOpe 1EETE Mixer ZREBARSSE  true/false false
n EVIRIE, BERIFRE

%324 Envoy sidecar,

tag Operator FRAMEX Istio BB RFR tag, 1.1.0
IR tag.
hub Operator FRAMEY Istio BRAGHR O E, maistra/ or
BHRBYH D registry.redhat.io/op
enshift-service-
mesh/
mtls RIS RMIAERSEE  true/false false
H/ZRffHMERE
(MTLS) .
imagePullSecrets ISR X HR AL Istio B IRAY redhat-registry- T
registry BIij A @ &4 pullSecret Bk quay-
B, EXEIH— pullSecret

imagePullSecret,

XESHLATERSHNRETE.

+2.5. KEHSH
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requests cpu

memory

limits cpu

memory

2.10.3.2. Istio X fcE

7 Envoy proxy B
KB CPU R E,

Envoy proxy Rz
BiFK

4 Envoy proxy &
KB A CPU HR

=,

Envoy proxy fiF
FERANRARFH

=,

EFIMERERN 10m
CPU iR, LA

cores B millicores

FEAL (1

#, 200m. 0.5

D) BE.

TERE, UFET 128Mi
JyEAL (f5130:

200Ki, 50Mj,

5Gi) , EFEH

IMEECE,

EFIMEEERN 2000m
CPU %R, L

cores 2% millicores

FEAL (1

i, 200m. 0.5

. EBE.

TERAE, UFET 1024Mi
JEAL (f5130:

200Ki, 50Mj,

5Gi) , RIFBEHN
INERLB M E,.

TEE—/7TH, ©/Ex=T ServiceMeshControlPlane H Istio X5 LI R EXME R,

XS BURB

gateways:
egress:
enabled: true
runtime:
deployment:
autoScaling:
enabled: true
maxReplicas: 5
minReplicas: 1
enabled: true
ingress:
enabled: true
runtime:
deployment:
autoScaling:
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enabled: tfrue

maxReplicas: 5

minReplicas: 1

X 2.6. Istio XS

¥

gateways.egress.run
time.deployment.aut
oScaling.enabled

gateways.egress.run
time.deployment.aut
oScaling.minReplica
s

gateways.egress.run
time.deployment.aut

oScaling.maxReplica
s

gateways.ingress.ru
ntime.deployment.au
toScaling.enabled

gateways.ingress.ru
ntime.deployment.au
toScaling.minReplic
as

gateways.ingress.ru
ntime.deployment.au
toScaling.maxReplic
as

sk

[ER/ZERENT &,

RiE
autoscaleEnabled,
UG KRB R R DR
pod &,

RiE
autoscaleEnabled %
&, NHMMASENR
X pod £,

[ER/ZERBENT &,

RiE
autoscaleEnabled,

F AR KB R DR
pod &,

RiE
autoscaleEnabled,
HAUER KRB R K R
pod &,

{E

true/false

ETFIEREN TS E
pods B E.

ETFIEREN TS E
pods B E.

true/false

BEFIMER BN 2
pods B E,

ETFIEREN TS
pods B E.

SHEEN LIS AR E RGNS B FEBi e,

2.10.3.3. Istio Mixer e &

BAE

true

true

TEE—NTAI, ©ESR T ServiceMeshControlPlane B Mixer 3, LR AT HESHAENER,

Mixer 2R HI

mixer:
enabled: true

policy:

autoscaleEnabled: false

telemetry:

autoscaleEnabled: false

resources:
requests:

384


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/networking/#using-wildcard-routes_configuring-ingress

& 2 3 SERVICE MESH 1.X

cpu: 10m
memory: 128Mi
limits:

&K 2.7. Istio Mixer $EIES

BH b I BAE
enabled = /%A Mixer, true/false true
autoscaleEnabled BR/ZRBT R. & true/false true

NEEAMEHREAE.

autoscaleMin RiE EFINEELERI AT 2 BE 1
autoscaleEnabled, pods B I E,
EER R D pod B
=

autoscaleMax RYE EFIMEEREN A 2 E 5
autoscaleEnabled, pods B I E,
ERE IR KM pod £
=

X 2.8.Istio Mixer El| S

RE S 300 & ik
requests cpu Mixer ZEM AT EEHY EFIMREER 10m
CPU HiRE 2 Lt CPU IR (LLZ#
NEAL)
memory Mixer &l Ffr s B4 AARE, UFT 128Mi
NEE, NEAL (fB140:
200Ki, 50Mi,
5Gi) , RIEFEEH
EE B E.
limits cpu Mixer 7] LA EFIMREER 4800m
FA#) CPU HiRMIER  CPU BR (=R
KES L, NEAL)
memory Mixer &l f& V{8 AARE, UFT 4G
A HRRRNEFH NEAL (fB140:
= 200Ki, 50Mi,
5Gi) , RIEFEEH
EE B E.

2.10.3.4. Istio Pilot fidi&

1EA LU Pilot BBEE NETURDEE L AESOILERS], LT RAIH#E T ServiceMeshControlPlane Y
Pilot 2%, UK ASHMNENER,
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pilot ZEURHAI

spec:
runtime:
components:
pilot:
deployment:
autoScaling:
enabled: true
minReplicas: 1
maxReplicas: 5
targetCPUUtilizationPercentage: 85
pod:
tolerations:
- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 60
affinity:
podAntiAffinity:
requiredDuringScheduling:
- key: istio
topologyKey: kubernetes.io/hostname
operator: In
values:
- pilot
container:
resources:
limits:
cpu: 100m
memory: 128M

5% 2.9. Istio Pilot &

BH ek

cpu Pilot 1E>kH) CPU BHIREY
Bott.

memory Pilot I KN FE,

autoscaleEnabled BR/ZREBT R. &

NEENMEHREAE.

XA EFR IR B
&, TR ST
CIE>S: i1 PRSI

traceSampling

2.10.4. E2i& Kiali
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{E RAME

EFIMNERREM CPU 5 10m

R (L= HEAL

AARE, UFTHEM  128Mi
(#140: 200Ki, 50M;i,

5Gi) , RIFEHIMEE

BEE.

true/false true

BREDH. 1.0



% Service Mesh Operator ] ServiceMeshControlPlane F,
Operator ] Kiali SEBIRT 18 AX MR,

1£ ServiceMeshControlPlane 5 ERERIA Kiali B8U0F :

Kiali 2861

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
ingress:
enabled: true

5K 2.10. Kiali &3
S ok {E
B /2 Kiali, BRIATE true/false
I enabled SR EH Kiali o
 Kiali #=%& /5 /2 A true/false
dashboard R EER, BRRE
viewOnlyMode MEERE, AP TEE
%% & LB Service
Mesh,
h Kiali A /2 H true/false
ingress ingress.
enabled

2.10.4.1. 7y Grafana Ed& Kiali

& 2 3 SERVICE MESH 1.X

et E Kiali TR, AE, % Kiali

LS WINE]

true

false

true

L1 Kiali 1 Grafana £y Red Hat OpenShift Service Mesh B—E & 22}, Operator RERIABLELLTF

AR :
e Grafana ¥ Kiali 94 EZRAR 55 /= FE
o Kiali #HIE B Grafana %Y

e Kiali %A1 Grafana URL

Kiali = B 510 Grafana URL, #AT, MRIBEARBERLZ# Kiali BEIRNEIFIE E X Grafana &%, I

FEEHEH ServiceMeshControlPlane %R #) URL {H,

B Grafana 3

spec:
kiali:
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enabled: true
dashboard:

viewOnlyMode: false

grafanaURL: "https://grafana-istio-system.127.0.0.1.nip.io"
ingress:

enabled: true

2.10.4.2. 1y Jaeger ECi& Kiali

LIRET Kiali #1 Jaeger ¥ Red Hat OpenShift Service Mesh B—E8 9> %2R, Operator RERIAECE LA
TRE :

e Jaeger {E7 Kiali B9 ERAR S5 /2 FB
o Kiali & HI Jaeger 51X
e Kiali # 5 HI Jaeger URL

Kiali BT LAE B Jaeger URL, #AT, WMIREBERERZH Kiali BEIRNEIFIE E X Jaeger 2%, N
ZEH#7 ServiceMeshControlPlane ¥R #) URL fH,

BN Jaeger B8

spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
jaegerURL: "http://jaeger-query-istio-system.127.0.0.1.nip.i0"
ingress:
enabled: true

2.10.5. Fgi& Jaeger

4 Service Mesh Operator fl|/Z ServiceMeshControlPlane ¥iRE, S LU A2 AR BERCIE TR,
Service Mesh {#f Jaeger #1792 H X IBER,

RRI LB M A R 2 —18E Jaeger BLi& :
e 7f ServiceMeshControlPlane %RABLE Jaeger, XN AR —LLRH,
o TEHTE X Jaeger FIRHEIE Jaeger, SA/S7E ServiceMeshControlPlane ¥5R™ 3| Jaeger 5
B, MREFESEIRECER Jaeger IR, control plane fHERIIA L, XA EATLLER
£HE Y Jaeger BLiE,
ServiceMeshControlPlane F35EMIERIA Jaeger SHINT :

EXAM all-in-one Jaeger

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
Spec:
version: v1.1
istio:
tracing:

388



& 2 3 SERVICE MESH 1.X

enabled: true
jaeger:
template: all-in-one

% 2.11. Jaeger B

SH ik {& EAMA
JE /%M Service Mesh  true/false true
tracing: Operator ZEZHIERE B
enabled: IR. %k Jaeger 2HEK

INEH. ZEEANEHN
Jaeger EBE, HIGILE
& false,

EE A Jaeger B . all-in-one
: . BEpR ° aII-m-one— ﬁﬁ
jaeger: ° FHAE. Wit
template: SERMIR
iEo

e production-
elasticsearch
- BF~ &0

%,

ServiceMeshControlPlane #RAHBIEINENRZ all-in-one E3E XL, ©EMH in-memory
i, XNFEFINE, W—XFFHFMHELTZ Elasticsearch, R LLERQIEE
ServiceMeshControlPlane &7t 4 IR ERE Service Mesh If1%3K production-
elasticsearch &1k,

2.10.5.1. Bidi& Elasticsearch

FILBY Jaeger ERERIEE all-in-one ik, LUERIERARNTRETERRE, B2, EH all-in-onet&
WR{EF in-memory &, FTULRBWAFHL. BErXENXBEN, EEFIMERRANZERE,

MRBET RIMEHEBE Service Mesh # Jaeger, NIFEZEFEMRIN S production-elasticsearch %1k,
ZAEMRE A Elasticsearch KM & Jaeger WEHEEE,

elasticsearch B— M BEHREAXEANFHN ARERF. EBIAB OpenShift Container Platform & HIEE
BT R A BER B LA 2 %5 Elasticsearch &8, &N ZIENBAIAM Elasticsearch BLi&, FEHESEBIAH

#7 OpenShift Container Platform &£&15 KM FTIRME LS, &7 LUEAAME CPU MINFERERE

MNMAHE CPU FMIRFIRE. MRBFEAHRENNERE (FES) 217, NSIEEEPRNGABT

=, BIAE&RABIT OpenShift Container Platform ZZEffriE K ¥R,

Elasticsearch BRIAM) "4 R" Jaeger SH

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
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enabled: true
ingress:
enabled: true
jaeger:
template: production-elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

K 2.12. elasticsearch 33

¥

tracing:
enabled:

ingress:
enabled:

jaeger:
template:

nodeCount:

requests:
cpu:

requests:
memory:

limits:
cpu:

390

elasticsearch:

sk

1E Service Mesh /1
& /2B,
Jaeger #EINE

AE
<o

1 Jaeger 5 /%
F ingress,

EEFEAEA
Jaeger R E R,

EOEM
Elasticsearch i s

RIFEBIFRES
B, HRECPUHE

=,

RIFEBIFRED
B, TRTIEKRHN
R,

RIFEBIFRED
&, CPUXENR
1B

{E

true/false

true/false

all-in-
one/production
-elasticsearch

BHIE,

LA core &
millicores ¥ (5l
#0: 200m, 0.5,

Do

P AL E
(f5170: 200K;,
50Mi, 5Gi) &

LA core &
millicores 8% (5l
#0: 200m, 0.5,

Do

true

true

all-in-one

1 BRIE =1, &/
ERE =3

1Gi W =IERA = 500m,
=/NERE =1

500m BERIERR = 16, &%

INERE = 16Gi*

BERIUEBRR = 500m,
&/NVERE =1
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B¥ ik {6 HME BilF
RIEERIMEE AT N EBAIIRE RUERA =1Gi, &%
limits: &, THNRNER (f5140: 200Ki, INERZE = 16Gi*
memory: fH, 50M;i, 5Gi)

BN IRE R LAME R Elasticsearch T RERBUERFEITIRIE, BXTE R
I BE, FRUGXHM, MNFEFHE, EAZMIIED pod PEAD T 166G BE, B
RIF B pod &E S 64Gi B,

i =
1. LLEH cluster-admin & &8 AP 519K OpenShift Container Platform web 25,
2. 5%l Operators — Installed Operators,
3. = Red Hat OpenShift Service Mesh Operator,
4. /® Istio Service Mesh Control Plane 7% 1,
5. m control plane X#8%& %5, 140 basic-install,
6. = YAML #7%,

7. 4tk Jaeger B, RIBEBE(AFAA, £ production-elasticsearch ik S EHEKINK
all-in-one &R, HAEHIIENIER,

8. = Save,

9. # Reload, OpenShift Container Platform E##FE Jaeger, FIRFEIEENSEOIEE
Elasticsearch HiR,

2.10.5.2. HZEEIEM Jaeger LHI
Eil SMCP E# I B/ Jaeger LI, IEAITH B LT &M

e Jaeger £f5l5 control plane EBBEIR—/en & Z2[E A, {0, ERFEE istio-system a4 Z2[H]
¢Q

o EFHAMRS ML LEIE, ERIZEH oauth-proxy, LURIFS Jaeger SLBIEERE, FHAR
secret #EHEI Jaeger L, LUE Kiali 5HBE(E.

o EFABATE UHKBEIEM Jaeger LI, EIF spec.istio.tracing.enabled % &/ "false” 2
Jaeger SEBIHIERE,

o &I I¥ spec.istio.global.tracer.zipkin.address 1% & jaeger-collector IR Z5HIEH & Fim O,
9 Mixer 12t IEHHY jaeger-collector iR, 1ZARFSHIENL LB HEH <jaeger-instance-name>-
collector.<namespaces.svc.cluster.local,

o BT I¥ spec.istio.kiali.jaegerinClusterURL 1% & 7 {&H jaeger-query IRSHIENE (IHOER

TEE, ce2FEARKIUM 443 1H0A) , M Kiali IR EMB jaeger-query i s S UNEE trace, %R
FHENZBEE N <jaeger-instance-names>-query.<namespaces.svc.cluster.local,
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® [A] Kiali f&fX Jaeger =LPIBYINFRMR URL, LAMEEL Kiall #ZEfl 5 /5 M Jaeger VJilRl, TR A LAM
Jaeger Operator | OpenShift BH A3 URL, HIREM Jaeger FIRHH external-
jaeger, ELfiI T istio-system WiEHH, ErILAERAU T HSKREEH -

I $ oc get route -n istio-system external-jaeger

i =Bl
NAME HOST/PORT PATH SERVICES [.-.]
external-jaeger external-jaeger-istio-system.apps.test external-jaeger-query [...]

HOST/PORT THI{E 2 Jaeger (Y FRIRBINERIT 7] URL,

Jaeger FiRRHI

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:
name: "external-jaeger"”
# Deploy to the Control Plane Namespace
namespace: istio-system
spec:
# Set Up Authentication
ingress:
enabled: true
security: oauth-proxy
openshift:
# This limits user access to the Jaeger instance to users who have access
# to the control plane namespace. Make sure to set the correct namespace here
sar: '{"namespace": "istio-system"”, "resource": "pods", "verb": "get"}'
htpasswdFile: /etc/proxy/htpasswd/auth

volumeMounts:
- name: secret-htpasswd
mountPath: /etc/proxy/htpasswd
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd

LT ServiceMeshControlPlane "R E & F Jaeger Operator #17Rffl Jaeger FHRERE T Jaeger,

{ERA4ER Jaeger B9 ServiceMeshControlPlane <

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:

name: external-jaeger

namespace: istio-system
spec:

version: v1.1

istio:

tracing:
# Disable Jaeger deployment by service mesh operator
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enabled: false
global:
tracer:
zipkin:
# Set Endpoint for Trace Collection
address: external-jaeger-collector.istio-system.svc.cluster.local:9411
kiali:
# Set Jaeger dashboard URL
dashboard:
jaegerURL: https://external-jaeger-istio-system.apps.test
# Set Endpoint for Trace Querying
jaegerIinClusterURL: external-jaeger-query.istio-system.svc.cluster.local

2.10.5.3. Bdi& Elasticsearch

FIAH Jaeger ERERIEEF all-in-one &1k, LUERIFERZ/NFTIRTEKETE. B2, EH all-in-onet®
WR{EF in-memory &, FTULRBWAFHAL. BERHENMXBN, EEFIMERARANZERE,

MREBE RIMEFRERE Service Mesh 1 Jaeger, NIFEZEFEMRZH production-elasticsearch i,
AEMR{E A Elasticsearch Ei# B Jaeger WEIERE,

elasticsearch B— MR EHERENEFENNARERF, EEILAM OpenShift Container Platform Z4&F1gE
BI#ERTT AT BER B LA #F Elasticsearch 5£8%, &N ZIEREKIAR Elasticsearch Boi&, EEGERAHI

#1757 OpenShift Container Platform 2415 KB FRAE RS, R eI LUMEABR CPU INFEXRERE

MNMAHE CPU FMIRFIRE. MRBFEAHRENNERE (FES) 217, NSIEEEPRNGABT

=, BAERABIT OpenShift Container Platform ZZE s KM ¥R,

Elasticsearch BRIAM) "4 R" Jaeger SH

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
enabled: true
ingress:
enabled: true
jaeger:
template: production-elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

K 2.13. elasticsearch &
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tracing:
enabled:

ingress:

jaeger:

requests:
cpu:

memory:

I requests:

limits:
cpu:

limits:
memory:

e

enabled:

template:

elasticsearch:
nodeCount:

sk

1 Service Mesh A
5 /2B,
Jaeger HENIN R

AE
ZKo

 Jaeger |5 /%
F ingress,

EEFEAED
Jaeger R E R,

EOEM
Elasticsearch i s

RIFEBIIFRED
B, HRECPUE

=

RIFEBIIFRED
B, TRTEKRHN
RE,

RIFEBIIFRED
&, CPUXENR
{Eo

RIFEBIIFRED
&, ATRNRER
{Eo

{E

true/false

true/false

all-in-
one/production
-elasticsearch

BHIE,

B core &
millicores ¥ (5l
#0: 200m, 0.5,

Do

P AL E
(f5170: 200K;,
50Mi, 5Gi) »

B core &
millicores 8% (5l
#0: 200m, 0.5,

Do

P AL E
(f5170: 200Ki,
50Mi, 5Gi) »

AAE B+

true

true

all-in-one

1 BERIRIE =1, &N
BE =3

1Gi W= IERR = 500m,
R/NERE =1

500m BERIEER = 1Gi, &%

INERE = 16Gi*

RIEREA = 500m,
&/NERE =1

2IULEA = 1Gi, &
INERE = 16Gi*

* B M E A LUEEA Elasticsearch T R RBEAFEHITIRME, BN TFEINE
HRE, FRIGXFEHY, MFEFUE, ENZBIAANED pod 2EADTF 16Gi RE, B
BIFNEA pod BREZ DB 64Gi N1z,

1. LLEH cluster-admin & &8 AP 5198 KE OpenShift Container Platform web ##l&,

2. 5%l Operators — Installed Operators,
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3. = Red Hat OpenShift Service Mesh Operator,
4. = Istio Service Mesh Control Plane 3% 1,

5. m control plane X8 % %5, {5140 basic-install,
6. = YAML FR%,

7. YaE Jaeger 28, RIBEMEKRAFI, £FF production-elasticsearch B S B HEIAKY
all-in-one 1&#x, #E 4 & IEM.,

8. = Save,

9. m= Reload, OpenShift Container Platform E#E8E Jaeger, FHiRIBEIEENSIOIE
Elasticsearch #5iR,

2.10.5.4. Bidi& Elasticsearch 3Ra|I;EH{ES

4 Service Mesh Operator {2 ServiceMeshControlPlane I, ©if& 7 Jaeger B/ B E X ¥R (CR)
- Red Hat OpenShift 2 BERE A (Jaeger) Operator £/ Jaeger SLAIEEALL CR,

L {EF Elasticsearch FERT, BRIARUIEB—MESEBEIBM trace, BEREBEXMESHILIL, EiE
Jaeger BE X ¥R (CR) LMENEBIRBIETES], LUTFIH T HXB%ET,

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
strategy: production
storage:
type: elasticsearch
esIndexCleaner:
enabled: false
numberOfDays: 7
schedule: "55 23 * * *"

K 2.14. Elasticsearch &BI;FESH

¥ i1 3T

B2/EM : true/ false FRASERERAREBEES.
numberOfDays: ERUE THPRZR B B F R R
schedule: "55 23 * * * IZITESS B cron KB

& *7E OpenShift Container Platform HEZ& Elasticsearch WE %58, 1S E Elasticsearch Bi&
i,

2.10.6. 3scale B2 &

TREET ServiceMeshControlPlane %R B 3scale Istio SEAC 2RI S,

3scale Z#HURHI
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
3Scale:
enabled: false
PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL:info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_ INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60
PARAM_USE_CACHED_BACKEND: false
PARAM_BACKEND CACHE_FLUSH_ INTERVAL_SECONDS: 15
PARAM_BACKEND CACHE_POLICY_FAIL _CLOSED: true
#...

K 2.15. 3scale &

S Uiy =1 AME
enabled =& ER 3scale & 2s true/false false
PARAM _THREESCA  y gRPC RS RAEMIF A0S 3333
LE _LISTEN_ADDR ik

PARAM_THREESCA i&E&/BERELA, debug. info. warn. info
LE_LOG_LEVEL errorsi none
PARAM_THREESCA ZRE&FAEBRALILN true/false true
LE_LOG_JSON JSON

PARAM_THREESCA HERESAJRPCERE  true/false true
LE_LOG_GRPC

PARAM_THREESCA 2% 3scale R4 true/false true
LE_ REPORT _METRI  FiMIEiEURHMES

CS Prometheus

PARAM_THREESCA 1% & 3scale /metrics if B¥mO= 8080

LE_METRICS_PORT
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¥

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S _MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

PARAM_BACKEND_
CACHE_FLUSH_INT
ERVAL_SECONDS

PARAM_BACKEND_
CACHE_POLICY_FAI
L_CLOSED

fk

EMZEFRBIRT AR
AT RFRIIT(A] (LAFD O

fir)

iR 7 T IREY 2R
fsf 8]

TEARARIRS (8] o LMRTFTE S
FHRSATER. #5h
2ER%E

ES R ESPRRT
SRV B EHELRE

1£iF 3scale API B #¢
VFBKTUEPIIE, AHEE
& A LLThEE,

2% 1L % 3scale RAEMGE
THE RETFFNE

TSR MR B Y
RAME (+/-10% #
1)

RN true, MZEH
BHOFRAUE—TMREF
apisonator %1%

MRBRATBEWERE, X
&7 3scale HiERIFT
LR AERORT [E] [E]RR (LARS R
FfT)

BYEREELTEORR
EIRER, Tib=HEY
(BxH) L2f¥F (T
FF) EHK

2.11. {53 3SCALE ISTIO i&fit 25

il

IS E] IR (LARD S BAAL)

IS E] (AT RR (LARD S BAAL)

BNHE

BNEE

true/false

S [a] (E) B (LARD 9 #A4L)

S [a] (E) B (LARD Sy #A4L)

true/false

I E] (AT RR (LARD Sy BAAL)

true/false
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BRAE

300

180

1000

false

10

60

false

15

true

397



OpenShift Container Platform 4.15 Service Mesh

gk

&
BEFTBEIZFN Red Hat OpenShift Service Mesh & fTAR A< 93244,

Service Mesh k7 1.0 #1 1.1 control plane AEB# X, BXHLARS MM control
plane B91¥1E, 1554 F2 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X THRAMZHFRSHER, ESH™ M
4 ep A HI T E,

3scale Istio SEECSR B — N AIEEALES, RIFETE Red Hat OpenShift Service Mesh HHRiTIZ1THIARSS,
FHIHZBR %55 3scale API BEIBER A REMK. Red Hat OpenShift Service Mesh A& B 1ZEHE 25

2.11.1. i 3scale 5&fc 235 Red Hat OpenShift Service Mesh &£
&) LAfSE A X LR Bl Sk BiL B %) 5 A 3scale Istio &AL 2 AR 558915 Ko

FRFH

® Red Hat OpenShift Service Mesh iR 1.x
o —NEMM 3scale MKF* (SaaS =K 3scale 2.5 On-Premises)
o FRBIMEERE 3scale 2.9 HEEIRA
® Red Hat OpenShift Service Mesh By5E 2 514
pa =

EFZE 3scale Istio SEBLES, HEE"Red Hat OpenShift Service Mesh B E X ¥R"E K15
EBE TR RINERRS BV,

. FHAIER Kind: handler R, 1T 3scale I PHEIERHE, BALLLES

service_id RINEINIBRER, BXNATAEREME, RNCRFELERERF(CT 3scale K
FrR—NIRSER. MR service_id RMEIAEER, NI HEMARSEA 3scale &
EFHATEM service_ids B/ER L IMERRFE,

BRBLUTSE, 8 3scale ik EE—NEESS :

ff

L=

S

1. BB 3scale Tk B/ — MR, FHEEEBKAEIL, AREMBRSITAR,

kind: handler
metadata:
name: threescale

apiVersion: "config.istio.io/vialpha2"
spec:
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adapter: threescale

params:
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS TOKEN>"

connection:
address: "threescale-istio-adapter:3333"

IR A] LULTETE params B9 14— backend_url R E = 3scale EB%?;E{ t89 URL, NRE
Bo2s 5 3scale NEREBIER— KBz 1T, BEHEZEMANEREE DNS, XAIsERER,

2. G SIEXNE T 3scale Tk P BIFT B AR S5 Deployment BHR, #0TFAR :

a. 7N "service-mesh.3scale.net/service-id" 1%, HESHMH service id ¥,

b. 7N "service-mesh.3scale.net/credentials” 1%, H{E W 158 handler KBRS

3. BUEEERINELSRSSE, BHHITH 2 S RFEFEEREN 3scale K EIE R ERSTRRF
4. A 3scale ECE RSB E, L EER 3scale 1RSSR,
HE B i =1

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

2.11.1.1. &£ 5%, 3scale BE X FR
ERBaET — N LLARE4LERK handler. instance # rule B E X RMTE,

+2.16. HRAAE

-h, --help DRA R ERER =
--name IXAN URL B9ME— B 7R, =
RS
-n, --namespace A B AR AR B 65 44 22 ] S istio-system
-t, --token 3scale ViR h4 =
-u, --url 3scale Admin Portal URL =&
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--backend-url 3scale fifm URL, #IR 2
WE, EREBEHEMRIE
B I (E,
-s, --service 3scale API/Service ID 2
--auth 3scale BIINIE iR T2 BRE
(1=API Key, 2=App
Id/App Key, 3=0IDC)
-0, --output RIF EBE RS S TR H

--version i CLIMRAFIIEDERE T2

2.11.1.1.1. M URL -4 Btk

e &jT oc exec IZ{TLL T4 M 3scale adapter B EBEKERFH (FEBI M—D
ERE M adapter ERBEH) o

e ] 3scale-config-gen & BN YAML 5 R RN L8 HE 1%

o MNRFAFAE, "TLIEEE --service,

o [hip S IEIT oc exec MBRREEKRAEA,

e

e f{#if 3scale-config-gen 4y BEh AR XM, SRIFHhE. URL ME RSN EIERE LS RS

7 N

$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"

o LU R4 RH AR ATEAL IR 2R FEIAR S5 1D BIHEAR -

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

Hth

=5

i

o ThE

2.11.1.2. M\ERBRIERC SR £ BGE H
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e NAME 2R FiRE @A 3scale BEIEMARSBIVMIR T,

e CREDENTIALS_NAME 5|2 —MriARF, XN FHNIESEHBI match #8453,
INREMEA CLI TR, XKBNIKEH NAME TRiAR,

o HEAFTEAMKEARR : EENANSUNNAREE, NFELER, FF
59 8 SE B 2R ER AR 55 R & .

IL1TIX 604 MAE istio-systemdn & 22 [A] R ER B RIS Ee2s AU . -

TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \
-it -- ./3scale-config-gen \

P2y
$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
--url ${URL} --name ${NAME} --token ${TOKEN]} -n ${NS}

2. XHEAIRRREERA, MRFE, EhREXLEEXR, FHERH oc create B AN R,

3. MITREFEEEN, BREBEMERSMITHIEITI— 3scale B AP, BT LULUKTHT
RIBBLXMER -

a. Rt (label) IEfi# (##E)
b. WS4 22 service_id
4. EAMEEMRER TR

SIRARSS ID R AWIRAZL RSP, BRFZEFATHFNIRS ID, LHEEH
BRERLEEM.

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

2.1.1.3. E &AL SRR RS i
RIBLIT S, &t 3scale BB NIKMIRS ISR R,

SeRFMH

® 3scale B AMEIEMIRS ID,
pi% &2
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1. CECELAFI G2 M ESE B destination.labels["service-mesh.3scale.net/credentials™] ==
"threescale" (7f kind: rule %Re4) .

2. 1EERE B IR 1% A PodTemplateSpeciil EEBITRZ LLEMARSS . threescale 4 B A2 I8
BB, XNLIBIRENE T A 3scale TR RIS,

3. NI{Ef#ERI destination.labels["service-mesh.3scale.net/service-id"] == "replace-me"
PREE, LAMRTETE RIS @d SEBIHFAR S5 1D %0445 & e s,

2.11.2. 1£ 3scale HFECEE N X E

BRIBLU TS BB E 3scale £ERIXE,

XfF 3scale SaaS &F, Red Hat OpenShift Service Mesh #£-4 Early Access T B #)—
DHEE .

1. # A [your_APIl_name] - Integration
2. Hif Settings.
3. £ Deployment Fi%#¥ Istio 1%,
e Authentication T#J API Key (user_key) iET &M ERINIEFE,
4. i Update Product LR EIBIIERE,
5. i Configuration,

6. i Update Configuration,

2.1.3. ZEFTH

1EiEES 2, KB 3scale System API BIIA N 2R EBRINEF. & EFEEMNEE1T cacheTTLSeconds
AR ERER, FEEMNEEBMR. A%, BIAERT, Bi#EcacheRefreshSeconds HIfH, TERFHIS
BidHisia =it T B oRIE. B LB 1% E ST cacheTTLSeconds FIE 22 FH B 5 RIFT,

£ cacheEntriesMax % & N — NI EHMETUTERZA%EF.

S ERARIFIIRE, BEARREBIDEVINNENNEZET, REHTHFRARMRIERZHTTR
?éo

2.1.4. FR5IETE K

AN EATARA R AT RIE 5 3%
o At APIRE : (S — BN R R RIAF (E 1 9 PRI secret $HE,
o FIFIRFFRRZAIEN | R MR M R G,
e OpenlID BUFAE : M JSON Web Token f#HTHIZE i ID F TR,
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2.11.4.1. N A% IR

LA FEUE AR RBIFR R, 1B instance B E L FURFEEF D RIEM AL, B UEZUTEHREIIE
L

o EHKMIPRL (header)
o HERBE
o JERIRLINE RS

LB IR EN, RANNE, BN, MRFELE—ILH User-Key, NIEEE
B & & A request.headers["user-key"] £iERE.

2.11.4.1.1. API BRUF A3k

RIETE subject B E X FIRS M user %101, Service Mesh TE 2 HSHUHE Rirnk P& API #,
RIBEE LR A HMNF R EIXLEE, S LLEN BT AR ERLT, X API %LE’J?QE%BE%U#J
REFRFNSHHRERIEGE KRk,

EXDRBIF, Service Mesh 1E user_key Zi S &K AP #, 1NR API EAEENSH
B, Service Mesh 07 user-key F1k,

API BYE kB

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_paramsl["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"

MREHFLERBFOERBDNEOSESIEKIRL, HRBERENRET. Hli0 : BEERN "key" WEIH
SRR APl B, 1B request.query_params['user_key"] X/ query_params["key"].

2.11.4.1.2. N AR ID N AR KU A

1RYE subject BE LIRS +HHY propertles P, Service Mesh TE 7 1H S E N T*T\%qﬂﬁ?‘/:f}ﬂ&
F ID MM ARFE, NARFEEAEN, BREBEE LHKRX M A EMINEREXEE, SF
FERAAZEENET], = LUHEREIUER S R T%?é» WS RERIGRIT L,

EXNRABIF, Service Mesh RELEEEHNSHHEHNBRERF ID N BEFR, NIRFBE, BIF
PRk b T E .

NARER 1D M AR R R A
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ""
app_key: request.query_params["app_key"] | request.headers["'app-key"] |
action:
path: request.url_path
method: request.method | "get"

INRERLEEFOCETRNENSEIEERIR, HREBERERAM. flm, EEEH
identification EHS A EH N AR ID, 1B request.query_params[“app_id"] X/
request.query_params|["identification™],

2.11.4.1.3. OpenID ¥iE A3k

Z{E A OpenlD Connect (OIDC) 42uF 7%, £ subject FEXFH properties {H%E client_id &A%
7 app_key.

IR LU AR E RN A ER X NN R, ETENRGIERES, EFOMAR (KMARF ID) @MInE
azp T JSON Web Token (JWT) fEHTH kR, ERILMRERZENE.

OpenlD $uk A& Bl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers["'app-key"] |
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

B MNEMRRS TLUEE TE, OIDC T 3scale A5EER, LMER M IRAESMDIREE (1dP) hEIE,
BROZ N BB RITBIRSSE 5 %R S5 HERA 6 & 22 (A R A Request 1, JWT HIERE
Authorization 173k %3,

£ FEE X # RequestAuthentication ‘~f5ld, RIFEREH: issuer. jwksUri #l selector.

OpenlD ZRBgHl

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
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metadata:
name: jwt-example
namespace: info
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs

2.1.4.1.4. BAKIUEAE

B LUEFEREEIFER —NMEEMNEIE AL, MEEIEAAEMMEIL, MR AP ZAN BER ID/N B
TEE AT ER R IR AL, ] Service Mesh &1{#F API #,

EXN B, Service Mesh Eﬁiﬁﬁi&ﬂhm —/N AP, RERIERRL, WNREAE AP, NIs
EEHSHERENBRERE ID M, RETIIERRL,

BEAMIEAERA

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers['user-key"] |
properties:
app_id: request.query_params["app_id"] | request.neaders["app-id"] | ™"
app_key: request.query_params["app_key"] | request.headers['app-key"] | ""
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

2.11.5. 3scale Adapter $5HrEE

ERINERT, EhcssE 4@t /metrics i S BYiH O 8080 124X Prometheus F8FREU3E, X L35 HRA]
R T fREER 88 F 3scale Z [AIMARZ B 2 A HITHY, ZARSS #Iric W H Prometheus B A IFFEH,
2.11.6. 3scale Istio ;& FE 22 46 WiF

AREREIE 3scale Istio BEC AR RN TF, MMREBEEHFITEERE T, FREUTHHS
E)J%Fﬁ?lttllﬂ i,

ff

L=

S
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1. #1% 3scale-adapter pod 1 Service Mesh control plane #3422 8] HHiZ1T :

I $ oc get pods -n istio-system

2. K% 3scale-adapter pod @B EHIHAXBHEIFHER, LLMERARA :

I $ oc logs istio-system

3. FEXf 3scale @ECARE MR BIIRSHUTIHE KA, 1HHAZERD ERFEIERIER, HBRRE]E

W, & 3scale E&fdes AERINEHMER.

RERBENBHEE.

2.11.7. 3scale Istio & FC 25t FE HEPR B

fENEH &% 3scale Istio i&fcdr, EAELER TARISRENENTEERELE, ERAUTIIREE
PREZ RIS

YAML 4 A IR,

R4 YAML #8493

SICHF YAML FREYEEER Y FR EISREY,

SiCf# /A service-mesh.3scale.net/credentials ¥ 1710 AR5 T/F i &

LERATE S service_id L IBIERE, it {E service-mesh.3scale.net/service-id trif iR
FITEfE, SBEMAIULESFERE],.

Rule B X BRIEMERICIERFHEABE LR, HESIBRON N6 S G,

Rule B7E X 5TRE) match BN A RETES B ERRS TR, HERALINRAZTHIFEN
BFR T,

WIRFR R 3scale B[] IV R ShEER URL Hi%,

Instance B T X ¥REY params/subject/properties &4 ;%55 H app_id. app_key =
client_id WIEFASH, RANEIEE THRMNAE, WEASH. RLHMBNER, SEZSH4A
5 B F A eE KA AL,

EARBRICEERAEERSATRESRT, HEFE ocexec HAENBERT, ReeFERAEE
F AR

2.12. fiIF% SERVICE MESH
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>

BEAFB XM Red Hat OpenShift Service Mesh & fThR A #9304,
Service Mesh fR# 1.0 #1 1.1 control plane AB#E X . BXALIRS K control
plane BI85, 1HSH F2 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X THRAMZHFRSHER, ESH™ M
4 ep A HI T E,

Z MIIAB B OpenShift Container Platform L5 iR Red Hat OpenShift Service Mesh, 1E7EMIBR
Operator BiffifR control plane,

2.12.1. k% Red Hat OpenShift Service Mesh control plane

2T

SR PR 3R R B BT IR

Z MILEH OpenShift Container Platform SEfIEIE; Service Mesh, B 5EMPR Service Mesh control
plane #1 Operator, #AfE, &F21T
2.12.1.1. 5 Web #ZHIAMER Service Mesh control plane

& LUE A Web #225 & IRk Red Hat OpenShift Service Mesh control plane,

E[i%) OpenShift Container Platform Web &,

= Project 3£ H#, %R % Service Mesh control plane B9 HE, # istio-system,
SfinZ% Operators - Installed Operators,

= Provided APIs THJ Service Mesh Control Plane,

= ServiceMeshControlPlane 3z

= Delete Service Mesh Control Plane,

EBIAE O = Delete fifif& ServiceMeshControlPlane,

2.12.1.2. {81 CLI flif& Service Mesh control plane

IRET LUE R CLI IR Red Hat OpenShift Service Mesh control plane, TEAf, istio-system 2
control plane Tii B B4 %5,

it

1. &Sk OpenShift Container Platform CLI,

2. 1TLL T S LUIER ServiceMeshMemberRoll ¥R,
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I $ oc delete smmr -n istio-system default
3. BT NS EIRB R EN ServiceMeshControlPlane #J& 7 :
I $ oc get smcp -n istio-system
4. FAULGSPHHEN <name_of _custom_resource>, Z1TiX NS EMBREE KR :

I $ oc delete smcp -n istio-system <name_of_custom_resource>

2.12.2. flipR % %EH) Operator

1R WTBR Operator F A LARREOHIBR Red Hat OpenShift Service Mesh, ik Red Hat OpenShift
Service Mesh Operator [&, & /ififiF# Kiali Operator. Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator 1 OpenShift Elasticsearch Operator,

2.12.2.1. MER Operator

REBLUT & MIBRZE AR Red Hat OpenShift Service Mesh B Operator, %A F&4 Operator E8 Ll
o

® Red Hat OpenShift Service Mesh
o Kiali
® Red Hat OpenShift distributed tracing Platform (Jaeger)

® OpenShift Elasticsearch

1. &[HE| OpenShift Container Platform Web 2% &,

2. 1f Operators - Installed Operators TIEM, JRZ)TIENIE Filter by name A A X FLLE
& Operator, ARG =it Operator &R,

3. 1E Operator Details TITE™, M Actions 3 H %5 Uninstall Operator, RIBIRTEHEEZD
Operator,

2.12.2.2. ;5H2 Operator ¥R

TEf#EF OpenShift Container Platform Web 1%l & liFR Red Hat OpenShift Service Mesh Operator 7,
REBLUT & PR 5 R 15 B B9 BT R

FRFM
o BEHEHEEFIIRIIKF,

e ijj|n] OpenShift CLI (oc) »

it

1. LUEEHEE 7 519 &K El OpenShift Container Platform CLI,
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2. TEENEK Operators FiZITUA T HIRIERIR. MREHLMEER Jaeger VE /IR E service
mesh BIMIIARSS, R EMIFR Jaeger HR,

ZINBERT, Operator ZE£7E openshift-operators & 226/, fNREH—N
BRLEEP%ET Operator, ¥ openshift-operators & &% T Red Hat
OpenShift Service Mesh Operator B9 B B % #F,

$ oc delete validatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete -n openshift-operators daemonset/istio-node

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-crdview
jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-v1-view

$ oc get crds -0 name | grep ".*\.istio\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.maistra\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.kiali\.io' | xargs -r -n 1 oc delete

$ oc delete crds jaegers.jaegertracing.io

$ oc delete svc admission-controller -n <operator-project>

$ oc delete project <istio-system-project>
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