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B1EXTLTREANESEFERA

BI1E XTLTRBEAHNINIREFEA

Driver Toolkit (DTK) & OpenShift Container Platform B i — N Ea5ER, SERECERL
R ARNEMEMR, Driver Toolkit F5 & &8 & 1F v H B sk T2 4% AR BR B9 (R 701 A 76 B PR A B4

8, URIBDEFRSAEN—LTE, XLEHEHITRAN S OpenShift Container Platform 41T
kA RHCOS 7 s £z TR bk A T L,

RiRFRIRERRE g, BATESHIIZEERS (M Red Hat Enterprise Linux CoreOS (RHCOS)) LE#4
EMBEM A ARERMNINNEF, ARSI R ZRERERANKPETS LT RZE T
#E, i1y BT AINEE, SHERMBEEIFLSMENEGEENE, fltn, BHLs, MM AmEE
Bl (FPGA) Sk EI LR 5T (GPU), MARIEE LHMEMEBRAAR (B mii L BERNKER) . KD
A% 2 BT OpenShift Container Platform 28 /3 X L R O RSB — 2,
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B2EIUDEFIEE

TR ERERF TE A RIS E BEN IR B2 EMEER, LUETE OpenShift Container Platform
£ R R FRE R

21. XxFIEsiEFITES

BERERE

Driver Toolkit & OpenShift Container Platform B i — B eREE, BERWRIKIRRFASS
BIERER. Driver Toolkit Bl @ & B E E NI LER AR BRI FT BN AT, LARIK
PREFARMMEN—ETE, XYERESTHMRART S5 OpenShift Container Platform &ZThRAHHY
Red Hat Enterprise Linux CoreOS (RHCOS) T/ & Eiz{THIR AR A< PCAL,

KohiEFRIERERaHE, ATHERSRRFERS (W RHCOS) LMEMEREM A NRERFRNTZRF,
ARERIB N IEF 2 EREREARDPEES NP RZTHHEE, eil ' TN&IhEE, SNERMHE
PHIFE S ITEE A ERTE, =HIEFE Field Programmable Gate Arrays (FPGA) 5 GPU FRE4 1%
%, LUREEE L EIERE (SDS) fRASRE (U0 Lustre parallel X#HRET, ©HEZR RIS LEERNKIE
) . WiEFE AR A TE Kubernetes 8 FX LR R EUEGHER B E— 2,

Driver Toolkit FEIRZI G TR EIELLTAE R E K

o kernel-core

kernel-devel

kernel-headers
o kernel-modules
o kernel-modules-extra

A4, Driver Toolkit 1A & &8N HISLE RAZEES -

kernel-rt-core

kernel-rt-devel

kernel-rt-modules

kernel-rt-modules-extra
Driver Toolkit B /L MERFEM TERMEMRZEARELR, HPaE :
e clfutils-libelf-devel
e kmod
e binutilskabi-dw
e kernel-abi-whitelists
o LU RIS
A&

TEH W Driver Toolkit 281, FF A LUFE OpenShift Container Platform FIEJ—AN pod FR &2 &4
8, SHEMBRBHEMA entitled builds, 3LMZEHL machine-os-content #19#% RPM i#1T% %%, Driver


https://www.openshift.com/blog/how-to-use-entitled-image-builds-to-build-drivercontainers-with-ubi-on-openshift

B2ERPEFTIREA

Toolkit BT MR L IR E L 752, F#ER T Uil pod FBY machine-os-content %4, Driver
Toolkit th A LLEA A T4 # B9 OpenShift Container Platform MRABISEKEERE, BT REMN
OpenShift Container Platform IRABIRE X 75 BT 8 driver-containers,

Kernel Module Management (KMM) tB{# f Driver Toolkit, ©B#I{E OperatorHub LByt X
Operator #2fft, KMM ZHFMAFE=A NI ZFUREZIRERSNIZFT S, BRI KMM
DR ER UM BEMBEN N IEFDER, FXRXEBEEETNSETYS, ERTLaEWERE, ATE
Driver Toolkit LI EFIRDIZFRSMINIERF, HE KMM AT LIERE T RIN 2 AR,

2.2. #i1EX DRIVER TOOLKIT &4k 1%

driver-toolkit 53R S ¥E7E Red Hat Ecosystem Catalog BI& 2552 1% %84 #1 OpenShift Container Platform

RITHRABM M E H, 5 OpenShift Container Platform &R B AN N B RS FRi0 o B F PR A
5. EERRARSFSR URL AI{EF oc adm CLI i 51 El,

2.2.1. M registry.redhat.io F I HX Driver Toolkit &2 Hi %

Red Hat Ecosystem Catalog &% 7 A podman =k OpenShift Container Platform M
registry.redhat.io 4 EX driver-toolkit 5 {&AI1HER, RFTRARAH driver-toolkit Hii&k & A
registry.redhat.io EFRARAFRE, BI40 @ registry.redhat.io/openshift4/driver-toolkit-rhel8:v4.15,

222 ABEMNEHPERINEF TESE & URL

FRFM

® M Red Hat OpenShift Cluster Manager $XEX 7 %1% pull secret

o B%% OpenShift CLI (oc) .

pi% &2
1. {6 oc adm S IRINS4E & {ThHRAN N A driver-toolkit BY#7 & URL :

o XfF x86 #ifk, R :

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.15.z-x86_64 --image-
for=driver-toolkit

o XfF ARM Hiffk, @m0 :

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.15.z-aarch64 --
image-for=driver-toolkit

A

quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:b53883ca2bac5925857148c4alabc300ced96c222498e3bc134fe7ce3aldd404
2. FERAMH pull secret FRENLEIR, 0ZREE OpenShift Container Platform FFEEHY pull secret :

$ podman pull --authfile=path/to/pullsecret.json quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:<SHA>


https://registry.redhat.io/
https://catalog.redhat.com/software/containers/openshift4/driver-toolkit-rhel8/604009d6122bd89307e00865?container-tabs=gti
https://console.redhat.com/openshift/install/pull-secret
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2.3. {3 DRIVER TOOLKIT
BN, Driver Toolkit 7 FAVEE TR SRIVEIERE B HHAKER, %5 simple-kmod,

Driver Toolkit @1& N AIERE L FTBRBKTIIN. openssl. mokutil #1 keyutils, {8
&2, XA TBIF, simple-kmod ARELE B4, RUTEERERTRL5%
(Secure Boot) BIRETHEA,

2.3.1. EEE R EFHIZ1T simple-kmod X2 F B 25

FRFH

o F—AIETEIZ{THI OpenShift Container Platform 5£2%,

o (RATLUIEEEEM Image Registry Operator R 751% & 7y Managed.
e B%% OpenShift CLI (oc) .

e LIEZH cluster-admin f{REI A 7 &15 & 5k OpenShift CLI,

iz
fler & ZEA, i -

I $ oc new-project simple-kmod-demo

1. YAML %E X 7 ImageStream, FT7Zf#% simple-kmod X2 FARFSKR, URATHERSRM
BuildConfig, it YAML &% 0000-buildconfig.yaml.template.

apiVersion: image.openshift.io/v1
kind: ImageStream
metadata:
labels:
app: simple-kmod-driver-container
name: simple-kmod-driver-container
namespace: simple-kmod-demo
spec: {}
apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
labels:
app: simple-kmod-driver-build
name: simple-kmod-driver-build
namespace: simple-kmod-demo
spec:
nodeSelector:
node-role.kubernetes.io/worker: "
runPolicy: "Serial"
triggers:
- type: "ConfigChange"
- type: "ImageChange”
source:



B2ERPEFTIREA

dockerfile: |
ARG DTK
FROM ${DTK} as builder

ARG KVER

WORKDIR /build/

RUN git clone https://github.com/openshift-psap/simple-kmod.git
WORKDIR /build/simple-kmod

RUN make all install KVER=${KVER}

FROM registry.redhat.io/ubi8/ubi-minimal

ARG KVER

# Required for installing "'modprobe’
RUN microdnf install kmod

COPY --from=builder /lib/modules/${KVER}/simple-kmod.ko /lib/modules/${KVER}/
COPY --from=builder /lib/modules/${KVER}/simple-procfs-kmod.ko
/lib/modules/${KVERY}/
RUN depmod ${KVER}
strategy:
dockerStrategy:
buildArgs:
- name: KMODVER
value: DEMO
# $ oc adm release info quay.io/openshift-release-dev/ocp-release:<cluster version>-
x86_64 --image-for=driver-toolkit
- name: DTK
value: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:34864ccd2f4b6e385705a730864c04a40908e57acede44457a783d739e377cae
- name: KVER
value: 4.18.0-372.26.1.el8_6.x86_64
output:
to:
kind: ImageStreamTag
name: simple-kmod-driver-container:demo

2. T T a4d, FEREIZITH OpenShift Container Platform MRABIFE<BIIEHS driver toolki £
& EH: "DRIVER_TOOLKIT_IMAGE" &84,

I $ OCP_VERSION=$(oc get clusterversion/version -ojsonpath={.status.desired.version})

I $ DRIVER_TOOLKIT_IMAGE=$(oc adm release info $OCP_VERSION --image-for=driver-
toolkit)

$ sed "s#DRIVER_TOOLKIT_IMAGE#${DRIVER_TOOLKIT_IMAGE}#" 0000-
buildconfig.yaml.template > 0000-buildconfig.yaml

3. FEARLBEERRIEREE
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I $ oc create -f 0000-buildconfig.yaml

4. 1EE5 Pod IhERE, HEChEFR R4 EE " DaemonSet,

a. WHRFARLIERFNEE ETXET, FREINEMBRAZER, T YAML X4
SERFZTIEIRF B2/ RBAC #F] DaemonSet, fFitt YAML {775 1000-
drivercontainer.yaml,

apiVersion: vi
kind: ServiceAccount
metadata:
name: simple-kmod-driver-container
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: simple-kmod-driver-container
rules:
- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use
resourceNames:
- privileged
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: simple-kmod-driver-container
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: simple-kmod-driver-container
subjects:
- kind: ServiceAccount
name: simple-kmod-driver-container
userNames:
- system:serviceaccount:simple-kmod-demo:simple-kmod-driver-container
apiVersion: apps/v1
kind: DaemonSet
metadata:
name: simple-kmod-driver-container
spec:
selector:
matchLabels:
app: simple-kmod-driver-container
template:
metadata:
labels:
app: simple-kmod-driver-container
spec:
serviceAccount: simple-kmod-driver-container
serviceAccountName: simple-kmod-driver-container



containers:

B2ERPEFTIREA

- image: image-registry.openshift-image-registry.svc:5000/simple-kmod-

demo/simple-kmod-driver-container:demo
name: simple-kmod-driver-container
imagePullPolicy: Always
command: [sleep, infinity]
lifecycle:
postStart:
exec:
command: ["'modprobe”,
preStop:
exec:
command: ["'modprobe”,
securityContext:
privileged: true
nodeSelector:
node-role.kubernetes.io/worker: "

-a

b. B/% RBAC #FISFI# 25

I $ oc create -f 1000-drivercontainer.yaml

-a" , "simple-kmod", "simple-procfs-kmod"]

", "simple-kmod", "simple-procfs-kmod"]

5. ¥ pod 7£ worker 7 s _EiZ21T/E, {EM Ismod KEIE AR LR EMIIEA T simple_kmod

PRI,

a. Wik pod @B IEIZIT ¢

I $ oc get pod -n simple-kmod-demo

it N
NAME READY STATUS RESTARTS AGE
simple-kmod-driver-build-1-build  0/1  Completed 0 6m
simple-kmod-driver-container-b22fd 1/1  Running 0 40s
simple-kmod-driver-container-jzZ9vn 1/1  Running 0 40s
simple-kmod-driver-container-p45cc 1/1  Running 0 40s

b. TR NFZF AT pod YT Ismod &5

I $ oc exec -it pod/simple-kmod-driver-container-p45cc -- Ismod | grep simple

A

simple_procfs_kmod 16384 0
simple_kmod 16384 0

Hh TR

o BXRNEBEE reqgistry FHEHNEZER, S OpenShift Container Platform A Image

Registry Operator.,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/registry/#registry-removed_configuring-registry-operator
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5 3 = NODE FEATURE DISCOVERY OPERATOR

T fi# Node Feature Discovery (NFD) Operator L&Al {F B el BT mIhae & 0 (BFReELSE
INEEFI R BL BRI Kubernetes MYANE M) AT T mAE R,

Node Feature Discovery Operator (NFD) @i 4§57 e WIS HRFEE RRKEHE OpenShift Container
Platform & FIEMIIREFIELERIRGIN, NFD ERSET T SBEMEFMCEMN, W PCIf. Nk, BIE
RO AE,

NFD Operator A LL@ 1T 5% "Node Feature Discovery" 7£ Operator Hub L3 Z,

3.1. 2% NODE FEATURE DISCOVERY OPERATOR

Node Feature Discovery (NFD) Operator Z@fiz1T NFD SFFAREZEMNFAE KR, FHEHEE
51, #&ALUEA OpenShift Container Platform CLI 8k Web 12 & %% NFD Operator,

3.1.1. fF A CLI Z%& NFD Operator

E &R ERE R, A LMER CLI %% NFD Operator,

FeRFH
® OpenShift Container Platform &&#
e % OpenShift CLI (oc) .

e LIBEA cluster-admin A - S5 &%,

it 23
1. 2% NFD Operator @l &y & 22,

a. &% X openshift-nfd #3422 [5]F9LL T Namespace BE %R (CR) , fAETE nfd-
namespace.yaml LR {RTF YAML :

apiVersion: vi
kind: Namespace
metadata:

name: openshift-nfd

b. ZITUA T LI e R ZEH :
I $ oc create -f nfd-namespace.yami

2. BT ARLITNR, EEE—PPOEMmRZERFPRE NFD Operator :
a. flJZLLF OperatorGroup CR, F+7E nfd -operatorgroup.yaml X F{R7F YAML :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
generateName: openshift-nfd-
name: openshift-nfd
namespace: openshift-nfd

10
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spec:
targetNamespaces:
- openshift-nfd

b. iZ{TLAFen 43k 6% OperatorGroup CR:
I $ oc create -f nfd-operatorgroup.yami

c. BIELLT Subscription CR, F#¥ YAML {£77%! nfd-sub.yaml 3244 :
1T [~

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: nfd
namespace: openshift-nfd
spec:
channel: "stable"
installPlanApproval: Automatic
name: nfd
source: redhat-operators
sourceNamespace: openshift-marketplace

d. BITUAT e R RO BN & -
I $ oc create -f nfd-sub.yaml
e. 7 A openshift-nfd T § :
I $ oc project openshift-nfd
o FEIGIE Operator BERERKIN, HIBIT :

I $ oc get pods

it N
NAME READY STATUS RESTARTS AGE
nfd-controller-manager-7f86ccfb58-vgrdx 2/2  Running 0 10m

— MBI ERE 2 T~ Running K.

3.1.2. {# F Web #il5 %% NFD Operator

ENEREER, ALUER Web #2414 %% NFD Operator,

it =

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators —» OperatorHub,

1
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2. MAETFH Operator 53R F1%#: Node Feature Discovery, #AfEm= Install,

3. 7f Install Operator T{HEH, 7% A specific namespace on the cluster, A/ Install, &R
FENRGEZER, EAheenEolE,

EoAlls
J3iE NFD Operator @ B BRI RE :
1. 77 AZ| Operators - Installed Operators T,

2. TR openshift-nfd T E #1547 Node Feature Discovery, Status y InstallSucceeded,

==
ERETFEP, Operator HRER 7R Failed RS, MRLZEIRLEREHE

InstallSucceeded &, ErRILLZEE XA Failed 1§ 2.

WS HERR
402R Operator R AWK R, HRBUTHHRIAITHEEHR

1. F#Zl Operators - Installed Operators I1H, % Operator Subscriptions # Install Plans
LI A Y Status Ui 2 BB EEE 1R,

2. SfinEl Workloads —» Pods 71, 7E openshift-nfd 71 B A1 & pod B H &,

3.2. {#F NODE FEATURE DISCOVERY OPERATOR

Node Feature Discovery (NFD) Operator i&;J i 1l NodeFeatureDiscovery CR 3&%#HFZ1T Node-
Feature-Discovery S #T2FT R IFT A H1iR. 1R#E NodeFeatureDiscovery CR, Operator fEffiE A%
Z2 [A] R AR IR VEXT R(NFD) A, AU CR g ER A — A ep B ZE A, R, FHAKRIEREZA nfd-
worker-conf ER B LSS, LUK E AL,

ENEBEER, aLUER OpenShift CLI (oc) 3k Web %l & f1l# NodeFeatureDiscovery CR,

3.2.1. {8 CLI f]# NodeFeatureDiscovery CR

ENEREER, A LUER OpenShift CLI (oc) 6l NodeFeatureDiscovery CR L4,

FRFM

&\ LLIF [A] OpenShift Container Platform 522

e B%% OpenShift CLI (oc) .
o LIBEZH cluster-admin f{ R B9 &5,

e B% % NFD Operator,

Pt =

1. f/# NodeFeatureDiscovery CR :

NodeFeatureDiscovery CR 2l

12
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apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-instance
namespace: openshift-nfd
spec:
instance: "" # instance is empty by default
topologyupdater: false # False by default
operand:
image: registry.redhat.io/openshift4/ose-node-feature-discovery:v4.15
imagePullPolicy: Always
workerConfig:
configData: |
core:
# labelWhiteList:
# noPublish: false
sleeplinterval: 60s
# sources: [all]
# klog:
addDirHeader: false
alsologtostderr: false
logBackiraceAt:
logtostderr: true
skipHeaders: false
stderrthreshold: 2
v:0
vmodule:
NOTE: the following options are not dynamically run-time configurable
and require a nfd-worker restart to take effect after being changed
logDir:
logFile:
# logFileMaxSize: 1800
# skipLogHeaders: false
sources:
cpu:
cpuid:
# NOTE: whitelist has priority over blacklist
attributeBlacklist:
-"BMIT"
- "BMI2"
- "CLMuUL"
-"CMOV"
-"CX16"
- "ERMS"
-"F16C"
-"HTT"
-"LZCNT"
- "MMX"
- "MMXEXT"
- "NX"
- "POPCNT"
- "RDRAND"
- "RDSEED"
- "RDTSCP"
- "SGX"
- "SSE"

Hh

%%#%%%%%%%%%

13
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- "SSE2"
- "SSE3"
- "SSE4.1"
- "SSE4.2"
- "SSSE3"
attributeWhitelist:
kernel:
kconfigFile: "/path/to/kconfig"
configOpts:
-"NO_Hz"
- "X86"
- "DMI"
pci:
deviceClassWhitelist:
-"0200"
-"03"
-"2"
devicelabelFields:
- "class"
customConfig:
configData: |
- name: "more.kernel.features"
matchOn:
- loadedKMod: ["example_kmod3"]

2. I2fTLA T4 % 61/ NodeFeatureDiscovery CR :
I $ oc apply -f <filename>
1. BT %4, & NodeFeatureDiscovery CR 2& B 0& :

I $ oc get pods

i Bl
NAME READY STATUS RESTARTS AGE
nfd-controller-manager-7f86ccfb58-vgrdx 2/2  Running 0 11m
nfd-master-hcn64 1/1 Running 0 60s
nfd-master-Innxx 1/1 Running 0 60s
nfd-master-mp6hr 1/1 Running 0 60s
nfd-worker-vgcz9 1/1 Running 0 60s
nfd-worker-xgbws 1/1 Running 0 60s

— MBI ERE 2 T~ Running K.

3.2.2. e R E R EAE P A CLI B2 NodeFeatureDiscovery CR

ENEREE R, A LUER OpenShift CLI (oc) 6l NodeFeatureDiscovery CR L4,

FRFH

o R LLiJ ] OpenShift Container Platform &&%

14
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o B%% OpenShift CLI (oc) .

o LIEH cluster-admin F{RA - HDE K,
e B%% NFD Operator,

o AT LUMEAFTERFIR T HER registry,

o B %% skopeo CLI TE,

1. #7E registry FIRBEE :

a. IZTUU T4

$ skopeo inspect docker://registry.redhat.io/openshift4/ose-node-feature-discovery:
<openshift_version>

e
I $ skopeo inspect docker://registry.redhat.io/openshift4/ose-node-feature-discovery:v4.12
b. KeEHIHLLURARBRHEE
i Bl
{

"Digest™:
"sha256:1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef",

}
iZ1TLA 4, £ skopeo CLI TERF5HKM registry.redhat.io B HI | EBER registry & :

discovery@<image_digest> docker://<mirror_registry>/openshift4/ose-node-feature-

1=
skopeo copy docker://registry.redhat.io/openshift4/ose-node-feature-
discovery@<image_digest>

~Bleem

skopeo copy docker://registry.redhat.io/openshift4/ose-node-feature-
discovery@sha256:1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcd
ef docker://<your-mirror-registry>/openshift4/ose-node-feature-
discovery@sha256:1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcd
ef

3. f/Z NodeFeatureDiscovery CR :

NodeFeatureDiscovery CR 3l

I apiVersion: nfd.openshift.io/v1

15
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kind: NodeFeatureDiscovery
metadata:
name: nfd-instance
spec:
operand:
image: <mirror_registry>/openshift4/ose-node-feature-discovery@<image_digest>
imagePullPolicy: Always
workerConfig:
configData: |
core:
# labelWhiteList:
# noPublish: false
sleeplnterval: 60s
# sources: [all]
# klog:
addDirHeader: false
alsologtostderr: false
logBackiraceAt:
logtostderr: true
skipHeaders: false
stderrthreshold: 2
v:0
vmodule:
NOTE: the following options are not dynamically run-time configurable
and require a nfd-worker restart to take effect after being changed
logDir:
logFile:
# logFileMaxSize: 1800
# skipLogHeaders: false
sources:
cpu:
cpuid:
# NOTE: whitelist has priority over blacklist
attributeBlacklist:
-"BMIT"
- "BMI2"
- "CLMuL"
-"CMOV"
-"CX16"
- "ERMS"
-"F16C"
-"HTT"
- "LZCNT"
- "MMX"
- "MMXEXT"
- "NX"
- "POPCNT"
- "RDRAND"
- "RDSEED"
- "RDTSCP"
- "SGX"
- "SSE"
- "SSE2"
- "SSE3"
-"SSE4.1"
- "SSE4.2"

H

%%%%%%%%%%%%
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- "SSSE3"
attributeWhitelist:
kernel:
kconfigFile: "/path/to/kconfig"
configOpts:
-"NO_HzZ"
- "X86"
- "DMI"
pci:
deviceClassWhitelist:
-"0200"
-"03"
-"2"
devicelabelFields:
- "class"
customConfig:
configData: |
- name: "more.kernel.features"
matchOn:
- loadedKMod: ["example_kmod3"]

FTLL T 645 ]2 NodeFeatureDiscovery CR :

$ oc apply -f <filename>

Z{TU T 64, 7 NodeFeatureDiscovery CR BUIRZ :

Py
I $ oc get nodefeaturediscovery nfd-instance -o yaml

I $ oc get pods -n <nfd_namespace>

3.2.3. [ Web £l & 6/ NodeFeatureDiscovery CR

TENEREEIER, EAILMER OpenShift Container Platform Web 1%l %& /3 NodeFeatureDiscovery
CR,

FRFH

o R LLiJ[R] OpenShift Container Platform &&%
o LIEH cluster-admin P RMI A M &2 &%,

e B% % NFD Operator,

it =

1. 5finZE Operators - Installed Operators T H.

2. 1£ Node Feature Discovery 884>, £ Provided APIs T, s Create instance,

17
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3. Y7%E NodeFeatureDiscovery CR FIfH,

4. = Create,
3.3.fidi& NODE FEATURE DISCOVERY OPERATOR

3.3.1. core

core B3P EENFETEMFEDEERNE N EEXE,

core.sleeplinterval

core.sleeplnterval 18 E:E 558 TR IG  S E I 2 [RIBY A1 f, L AT4EE T | EFT PRI Z AR A B,
FEEREBRERER A FRITIR ; N TEROMHERIRC,

MBRE, XMESWFHFAL --sleep-interval B ST EE S,

ARG

core:
sleepinterval: 60s ﬂ

BRINTE T 60s,

core.sources

core.sources {5 E /5 ABIIREIRIR. FFA(E all 7= ARTAThEEIR.
INRIETE, XMERWFT M --sources BT EE &o

XA - [all]

AT

core:
sources:

- system

- custom

core.labelWhiteList
core.labelWhiteList RIEIRE 2 FEE B T IETheERZ M ENRZE R, AR FAREL T,

EMNFRENNSIRER basename #8493 (/" BRIRFERS) HITEE, REAIZKSHREZER KA,
INRIEE, XMERWFAM --label-whitelist S 1TH7 5% 3.

FIA : null

AT

core:
labelWhiteList: "*cpu-cpuid'

core.noPublish
% core.noPublish i% & true A2 A5 nfd-master IFFEBE, ©EbntE2—N221Thric: nfd-
worker & IEE121TIhEERN, {EFRSM nfd-master & 3% SLFRBIbRILIE K,

18
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INRIETE, --no-publish BHITIEERBEXME.,
flan -
ARG

core:
noPublish: true 0

FINE N false,

core.klog
LUTFEUEE BKIC K BEE, EhASHALUIE ST EISHE,

BRICFRERAETL A LME A SITInSRIEE, HMENS TR N BIECE 4%,

core.klog.addDirHeader
NRIZE N true, core.klog.addDirHeader 53214 B &R INEI B &E B #9RL A,

i) : false
ZITRAERE : 2

core.klog.alsologtostderr

4‘.f =K = n_.ﬁﬁl] H EIH;T/E%EI liL/L&j({q:o
i) : false
BT ERE - 2

core.klog.logBacktraceAt
BEILFIARNT fileN B, 4 MR ERERTD AR,

RN %o
ZITRAERE : 2

core.klog.logDir
NRIEZE, ARHBERFPEABEXH.

ZITRNEE : &

core. klog logFile

core.klog.logFileMaxSize
core.klog.logFileMaxSize & Y B E X4 I8 KR AKRN, HAIZE MB, SIREH 0, NmASTHEKRN
& B BRI,

2R\ : 1800
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ZITRNEE : &

core.klog.logtostderr
:l‘\f.f' H IL;\{I:I M?FJU HE *T/&%EI BQﬁﬁZ:IEEi#F

2R\ : true
LT AT EC i

core.klog.skipHeaders
#NR core.klog.skipHeaders 1%/ true, ZRB&H &M S P BIIRLEIZ,

i) : false
LT AT EC i

core.klog.skipLogHeaders
#05R core.klog.skipLogHeaders i</ true, 1E3TFF B & X4 RBERk,

i) : false
ZITRHNERE : &

core.klog.stderrthreshold

AT SEBIT I BB R B &k B stderr,
N 2
ZATH AT ECE

core.klog.v
core.klog.v 2 B &R AFHFEEHI(E,

ZHih:0
TN AR E

core.klog.vmodule
core.klog.vmodule 2 X1 JEB &R, LLEZS D FREH pattern=N % E5IXK.

2R\ %o

ZITR AT E

3.3.2. sources

sources o LS E T HERMNEESE,

sources.cpu.cpuid.attributeBlacklist

[ LE & #5 LT AR B B BY cpuid ZHEE,
INERIEE, N source.cpu.cpuid.attributeWhitelist 57 21X ME.

#A 1 [BMI1, BMI2, CLMUL, CMOV, CX16, ERMS, F16C, HTT, LZCNT, MMX, MMXEXT, NX,
POPCNT, RDRAND, RDSEED, RDTSCP, SGX, SGXLC, SSE, SSE2, SSE3, SSE4.1, SSE4.2, SSSE3]

ARG

20
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sources:
cpu:
cpuid:
attributeBlacklist: [MMX, MMXEXT]

sources.cpu.cpuid.attributeWhitelist

AR FRIELIETTH 5 B cpuid ThEE,

source.cpu.cpuid.attributeWhitelist {5t F source.cpu.cpuid.attributeBlacklist.
NN

=R

sources:
cpu:
cpuid:
attributeWhitelist: [AVX512BW, AVX512CD, AVX512DQ, AVX512F, AVX512VL]

sources.kernel.kconfigFile
source.kernel.kconfigFile 2 A ECE XHFHIEE R, IR HNZE, NFD RESHMMINEMEZITIER,

NN
;R

sources:
kernel:
kconfigFile: "/path/to/kconfig”

sources.kernel.configOpts
sources.kernel.configOpts (X RAKZECE LI, 1EHINREITE L M.

#XIA 1 [NO_HZ, NO_HZ_IDLE, NO_HZ_FULL, PREEMPT]

ARG

sources:
kernel:
configOpts: [NO_HZ, X86, DMI]

sources.pci.deviceClassWhitelist

sources.pci.deviceClassWhitelist 2 R & fIR%EH PCl %K ID Jidk, BRER|ENER (HIM
03) HEXFRHAS (HI400300) . FIERTEZIAE TR, ALUERA deviceLabelFields i —# B &
PREERE

#FIA 1 ["03", "0b40", "12"]
ARG

sources:
pci:
deviceClassWhitelist: ['0200", "03"]
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sources.pci.deviceLabelFields
sources.pci.deviceLabelFields 212NN RN ZEAM PCIID FERES, ANFEROE
class. vendor. device. subsystem_vendor %1 subsystem_device,

2Rl : [class, vendor]

ARG

sources:
pci:
devicelLabelFields: [class, vendor, device]

ELBIEES, NFD 2KX#HFR%, 10 feature.node.kubernetes.io/pci-<class-id>_<vendor-
id>_<device-id>.present=true

sources.usb.deviceClassWhitelist
sources.usb.deviceClassWhitelist 2— USB % &2 ID 3K, BF A/, alLiER
deviceLabelFields iff — % BB &R,

%ﬁ.‘u\ : [lvoe", "ef", "fe", "ff"]

ARG

sources:
usb:
deviceClassWhitelist: ["ef", "ff"]

sources.usb.devicelLabelFields
sources.usb.deviceLabelFields @ —%1 USB ID &, BT HENEEIZHETR.,. BNFROIE
class. vendor # device,

2Kk : [class. vendor. device]

ARG

sources:
pci:
devicelLabelFields: [class, vendor]

EHE LEEMRAIECE, NFD 2XGRLITIRE : feature.node.kubernetes.io/usb-<class-
id>_<vendor-id>.present=true,

sources.custom

sources.custom 27 B & L IREREA G EMFNIFIR, BFURBETE P BirE,
2Ri\ ;2o
)l

source:
custom:
- name: "my.custom.feature"
matchOn:
- loadedKMod: ["e1000e"]

22


https://www.usb.org/defined-class-codes

% 33 NODE FEATURE DISCOVERY OPERATOF

- pcild:
class: ['0200"]
vendor: ["8086"]

3.4. xF NODEFEATURERULE BE X %i&

NodeFeatureRule X% 2 —* NodeFeatureDiscovery B E X ¥R, & ANEFHMNBIEE XFRZETT i
wit. BLAGISERETNAREFNCKT @, UWENE LSBT ENRS,

NodeFeatureRule X RiZH#t 7 —F 024 E BEE TN BRFHNINEZTRINALE, SERXEN
ET BN EIEOBRIRE:, FRET mIhpetFEMHs =,

3.5. {1 NODEFEATURERULE BE W %E

MB—HIN 5 LG, (0]E—/ NodeFeatureRule % &R0 T &,

i =
1. B/ %5 nodefeaturerule.yaml B E & TR, HBEESLUTXAE :
apiVersion: nfd.openshift.io/v1
kind: NodeFeatureRule
metadata:
name: example-rule
spec:
rules:
- name: "example rule"
labels:
"example-custom-feature": "true"
# Label is created if all of the rules below match
matchFeatures:
# Match if "veth" kernel module is loaded
- feature: kernel.loadedmodule
matchExpressions:
veth: {op: Exists}
# Match if any PCI device with vendor 8086 exists in the system
- feature: pci.device
matchExpressions:
vendor: {op: In, value: ["8086"]}
B E LIRS EEINE: veth &R BEREREFE LY 8086 RYME(R] PCI i & it & £ Hrid,
2. IZ1TLLTF 64, J¥ nodefeaturerule.yaml {45 A B &8 -

$ oc apply -f https://raw.githubusercontent.com/kubernetes-sigs/node-feature-
discovery/v0.13.6/examples/nodefeaturerule.yaml

XNRBITEEAT veth R R LN feature 1155, LARFEIET Mm% 8086 HIfE{T PCIix
&

o

E
™k

ESHIIRS 1 S ERIRICER,
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3.6. £ NFD TOPOLOGY UPDATER

Node Feature Discovery(NFD)Topology Updater & — 5P FE, MK E worker 7 s E 2 ERHI B
R BEBRATLUNBNXDBELHT pod WHEIR, EAXIFEHFLLZ Non-Uniform Memory Access(NUMA)
T =, NFD Topology Updater {5 8 % % F| nfd-master, BROIB— NS5 ERPIIFRE worker 17 50t
B9 NodeResourceTopology B E X HHR(CR). NFD Topology Updater Eff—NSLBITEE B EANTT
RLEIZ1T,

E1£ NFD A5 A Topology Updater worker, ¥ NodeFeatureDiscovery CR 71 topologyupdater 2%
E1%E N true, 0/EH Node Feature Discovery Operator — 7 Ik,

3.6.1. NodeResourceTopology CR
{8 NFD Topology Updater i, NFD & 03577 = GIRE RN N BB E CHFIRSES, Fi40 -

apiVersion: topology.node.k8s.io/vialphat
kind: NodeResourceTopology
metadata:
name: node1
topologyPolicies: ["'SingleNUMANodeContainerLevel"]
zones:
- name: node-0
type: Node
resources:

- name: cpu
capacity: 20
allocatable: 16
available: 10

- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3

- name: node-1
type: Node
resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic2
capacity: 6
allocatable: 6
available: 6

- name: node-2
type: Node
resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3
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3.6.2. NFD Topology Updater @8 5 1THr

EEERAMMSITIAS, 1Ei21T nfd-topology-updater -help f54, 530, 7£ podman F2:H, &17T
UTes :

I $ podman run gcr.io’k8s-staging-nfd/node-feature-discovery:master nfd-topology-updater -help
-ca-file

-ca-file 17752 F F3£H) NFD Topology Updater £# mutual TLS B IEM=Mride—, HtFAR
-cert-file #1 '-key-file', LHFrEIEE A FILIE nfd-master ESX4%ER) TLS root iE+5,

i\ =

B

-ca-file IRE L5 -cert-file 7 -key-file Fr&E—i#2iEE,

Example

$ nfd-topology-updater -ca-file=/opt/nfd/ca.crt -cert-file=/opt/nfd/updater.crt -key-
file=/opt/nfd/updater.key

-cert-file
-cert-file TR =21 NFD Topology Updater £32% mutual TLS R EIEN=Mride—, HHANS -
ca-file 1 -key-file flags. LLR&HEE 1 BDIIUE L HIEKM TLS UEH,

R\ Lo

BF

-cert-file TR 5 -ca-file 7 -key-file Fr&—i2iEE,

Example

$ nfd-topology-updater -cert-file=/opt/nfd/updater.crt -key-file=/opt/nfd/updater.key -ca-
file=/opt/nfd/ca.crt

-h, -help

FTENER A EFRE.

-key-file

key-file 75 212H NFD Topology Updater EBJ mutual TLS B4R KIEHM=Mrde—, EBEHIZE -
ca-file #1 -cert-file, WITKRIEE S E UL XK -cert-file X R HIFAEH, FAFEIEZ HIFEXK,

R\ Lo

BF

key-file IT5 415 -ca-file 1 -cert-file T E—2IEE.

Example
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$ nfd-topology-updater -key-file=/opt/nfd/updater.key -cert-file=/opt/nfd/updater.crt -ca-
file=/opt/nfd/ca.crt

-kubelet-config-file
-kubelet-config-file 15 Zl| Kubelet Bt & X HFHIER R,

2K\ : /host-var/lib/kubelet/config.yaml

Example
I $ nfd-topology-updater -kubelet-config-file=/var/lib/kubelet/config.yaml

-no-publish

-no-publish TR&ZE A5 nfd-master WFFEBE, EHEMKH nfd-topology-updater BIZZiZ{THRIC. NFD
Topology Updater RIEEZ1T FIREHIRIMEN, BRI CRIEKRAZZEE nfd-master,

2t : false

Example

I $ nfd-topology-updater -no-publish

3.6.2.1. -oneshot
-oneshot ITH4 53 NFD Topology Updater E 1% #RE A FRIMEN TR H
i) : false

Example
I $ nfd-topology-updater -oneshot -no-publish

-podresources-socket
-podresources-socket ITEIEE Unix EEFHIRRE, HA kubelet 2 5 H gRPC IR%5K/ERERFH
CPU M &BILIN, FHAelRETHE,

XA : /host-var/liblib/kubelet/pod-resources/kubelet.sock

Example
I $ nfd-topology-updater -podresources-socket=/var/lib/kubelet/pod-resources/kubelet.sock

-server
-server PR T E B RB nfd-master T m B9,

2K\ : localhost:8080

Example
I $ nfd-topology-updater -server=nfd-master.nfd.svc.cluster.local:443

-server-name-override
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-server-name-override &6 E M nfd-master TLS it HEIERIBABFNCN), X MrEEEZRATFHA
A ER,

i\ =
Example

I $ nfd-topology-updater -server-name-override=localhost

-sleep-interval

-sleep-interval T1& 15 E FHRE AR EFREN B E LK IREH  BIBEFR, FFEHEBRERERFE R
FTBR, RRHATEFLM,

ZXi\ : 60s

Example
I $ nfd-topology-updater -sleep-interval=1h

-version

FTENRR A FF & H

-watch-namespace

watch-namespace TG E R A ZEF, UBERNIEREMGBZE R FZTHNREELETREEHRINE
e EHBRRELRPRZEEEEDREAFRIZITH Pod, X6 FIHMALBENREIER. *HRT
FiBE A2 [E FRIFTE pod it 2R RE E,

BRI o *

Example

I $ nfd-topology-updater -watch-namespace=rte
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5 4 E AKESLEE OPERATOR
T RAKIEREIE(KMM) Operator, LA 0{a{E A E7E OpenShift Container Platform £&f_EERE R4+
RRZIE I & TG
4.1. X FAXEIRETE OPERATOR

Kernel Module Management (KMM) Operator £ OpenShift Container Platform S£E8$h &I, B, %
BINEEN N NIRRT S

KMM 78 I0—“N#789 Module CRD, Bl T S SR R B REXB9 % & . &R LUER Module 5
IRECE AN NEAEER, HNMRATE L ModuleLoader #if%k, & & NHFERMIRAI BT BIER
:L}‘EJEHO

KMM B AHERMARER—REBRNE DRRIRE, RVFTET RARFE D N BRRF S AL,

4.2. xR RREE OPERATOR
ENEREE A, A LUER OpenShift CLI 3% Web 1284 ZENZIEIEIE(KMM) Operator,
OpenShift Container Platform 4.12 X BE#BIAR A X KMM Operator, fERRA 411 ER%&E KMM FAHRE

BAEMMTZE, BXRERE 410 REERALRE KMM BiFlE, 155 H"TRHMAR OpenShift
Container Platform _£%%& Kernel Module Management Operator 284",

4.2.1. 5 Web 124 & %% Kernel Module Management Operator

ENERBEER, B LUFER OpenShift Container Platform Web 2%l & %% Kernel Module
Management (KMM) Operator,

Pt =

1. &% OpenShift Container Platform Web 6 &,
2. RENKIEREIE Operator :
a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator IR H % Kernel Module Management Operator, #AJG = Install,
c. 1f Installed Namespace %lZk/, %% openshift-kmm @54 Z2[A],
d. = Install,
ETAlls
J81E KMM Operator @ B BRINERE :
1. 1# A% Operators — Installed Operators 1M,

2. TR openshift-kmm Tji B #15 H#) Kernel Module Management Operator 4 Status 7y
InstallSucceeded,
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ERETFEH, Operator HRER 7R Failed )RS, MRLZEIRLEREE
InstallSucceeded &, ErRILLZEEXA Failed § 2.

.

I PEHERR
1. BERRZEE Operator B[R] :

a. SinZl Operators — Installed Operators Tl{, % Operator Subscriptions # Install
Plans iE1£ 1 # Status Ui 2 5B TR,

b. i# A%l Workloads » Pods Tiii, 7£ openshift-kmm TjiE a7 pod BH &,

4.2.2. A CLI ZEAKIEREIR Operator

ENEREIE R, BALU#ER OpenShift CLI REARKIELEIE (KMM) Operator,

FRFM

o F—AIETEIZ{THI OpenShift Container Platform 5£2%,
o B%%k OpenShift CLI (oc) .

e LIEZH cluster-admin f{REI A 7 & 15 & 5k OpenShift CLI,

iz
1. 1 openshift-kmm &8 Z2 (A A &2 3% KMM:

a. flJZLLF Namespace CR F{£7F YAML X4, %0 kmm-namespace.yaml :

apiVersion: vi
kind: Namespace
metadata:

name: openshift-kmm

b. f/LLF OperatorGroup CR #{#7F YAML X4, #1 kmm-op-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management
namespace: openshift-kmm

c. fJLLF Subscription CR #{&7%F YAML X4, # kmm-sub.yaml :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
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name: kernel-module-management

source: redhat-operators

sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

$ oc create -f kmm-sub.yaml

d. BITUTREREBITHNG :

o ZEI0E Operator BRER AN, 1HZTUT@MS ¢

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller

it N
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller 11 1 1 97s

Operator 8] A,

4.2.3. ERHIR A H OpenShift Container Platform £ %% Kernel Module
Management Operator

OpenShift Container Platform 4.12 & B#BIR A KMM Operator, X FhRA 4.10 RERMA, Ein
MBI — N HTHY SecurityContextConstraint X5, FHIFHEFEEI Operator B ServiceAccount, £
EHEEN, EALMER OpenShift CLI ZENKEREE (KMM) Operator,
FERFH

o F—/IETEIZ{THI OpenShift Container Platform 5£2%,

e B%% OpenShift CLI (oc) .

e LIEZH cluster-admin f{REI A 7 & 15 &k OpenShift CLI,

iz
1. £ openshift-kmm &3 & Z2 (A A & &% KMM:

a. B LLT Namespace CR F{£7F YAML X4, # kmm-namespace.yaml 344 :
apiVersion: vi
kind: Namespace

metadata:
name: openshift-kmm

b. B LLF SecurityContextConstraint ¥/ £ 3{R7F YAML 4§, #1 kmm-security-
constraint.yaml :

allowHostDirVolumePlugin: false
allowHostIPC: false

30



% 4 = AKEHEE OPERATOR

allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: false
allowPrivilegedContainer: false
allowedCapabilities:

- NET_BIND_SERVICE
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
groups: []
kind: SecurityContextConstraints
metadata:

name: restricted-v2
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:

- ALL
runAsUser:

type: MustRunAsRange
seLinuxContext:

type: MustRunAs
seccompProfiles:

- runtime/default
supplementalGroups:

type: RunAsAny
users: []
volumes:

- configMap

- downwardAPI

- emptyDir

- persistentVolumeClaim

- projected

- secret

fTLL 44, f¥ SecurityContextConstraint X R 4f E £l Operator #J ServiceAccount

o
-

I $ oc apply -f kmm-security-constraint.yaml

$ oc adm policy add-scc-to-user kmm-security-constraint -z kmm-operator-controller -n
openshift-kmm

d. fJZLLF OperatorGroup CR #{R7F YAML X4, #0 kmm-op-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management
namespace: openshift-kmm

e. fIJLLF Subscription CR #{&7%F YAML X4, # kmm-sub.yaml :
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apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

f. BITUAT e HRABIT XN R -
I $ oc create -f kmm-sub.yaml

o ZEI0IF Operator BRER AN, 1HZTUT@MS :

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller

it N
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller 11 1 1 97s

Operator 8] A,

4.3. FEEAIEREIE OPERATOR

EXZHIBERT, AREHREE(KMM) Operator WRAINECEAR R EEN, BRE, ERLURBLITREE
X Operator B LGN I,

Operator EZEFE Operator #3422 (i) 1/ kmm-operator-manager-config ConfigMap Hi% &,

¥ =
1 BEUOXE, HWMAL T 4% ConfigMap #4E :

I $ oc edit configmap -n "$namespace" kmm-operator-manager-config
it N |

healthProbeBindAddress: :8081
job:

gcDelay: 1h
leaderElection:

enabled: true

resourcelD: kmm.sigs.x-k8s.io
webhook:
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disableHTTP2: true # CVE-2023-44487

port: 9443
metrics:

enableAuthnAuthz: true

disableHTTP2: true # CVE-2023-44487
bindAddress: 0.0.0.0:8443
secureServing: true

worker:
runAsUser: 0

seLinuxType: spc_t
setFirmwareClassPath: /var/lib/firmware

5 4.1. Operator B ESH

¥

healthProbeBi
ndAddress

job.gcDelay

leaderElection
.enabled

leaderElection
.resourcelD

webhook.disa
bleHTTP2

webhook.port

metrics.enable
AuthnAuthz

metrics.disabl
eHTTP2

sk

7E M Operator W51 kubelet fRERIFMAIH N, HEFRIE D :8081,

E N IEMBR BT, NARERINIE pod BUFLERTE], X EREHENE, BX
% BRAEMIERENS, 1552 ParseDuration,

A TE AT S R 250l 2 &5 4 SRR R TR ER R B — 1 KMM Operator 21789 &
X, NFEFLER, 1HSH Leases, HWEZERIEN true,

MM T EZENE B F RSO TRE . HENES kmm.sigs.x-
k8s.io,

INRF true, NEEA webhook BRF5238HI HTTP/2, {EHcve-2023-44487 By%
RAR, WERIER true,

7E X Operator %1% Webhook 153K MR O, #EFZFHI(EH 9443,

WERT 25 A TokenReviews KiilF, F1E kube-apiserver F{#
SubjectAccessReviews 1,

S FEMIIERNR, EHEFE-PEBLUTHN ClusterRole :

e apiGroups: authentication.k8s.io, resources: tokenreviews,
verbs: create

e apiGroups: authorization.k8s.io, resources:
subjectaccessreviews, verbs: create

BN, EIREFEPR (BIANMER Prometheus) , B REEEF LTI
ClusterRole :

e nonResourceURLs: "/metrics", verbs: get

HWZRIE N true,

MERF true, NEEA metrics RSS2 HTTP/2 #E N CVE-2023-44487 By fR
FR, WERIER true,
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¥ sk

metrics.bindA REIRINRSGS 24T E /L, SNRKIEE, MBI N :8080, EERIEIRIRS
ddress 2%, WENO0, HFERIE 0.0.0.0:8443,

metrics.secure REZHE@EIT HTTPS MAZE HTTP 12357, HEFMIE S true,
Serving

worker.runAs RE worker BEE& L E T runAsUser ZEEME, NEERLZER, 51
User SecurityContext, ##EFMI(E 9443,

worker.seLinu  RTE worker A283% £ £ T XH seLinuxOptions.type FEHE, MNEFEZE
xType B, 1H8H SecurityContext, #EHIE N spc_t.

worker.setFir NREHWEHEREREEN T RLEN

mwareClassPa /sys/module/firmware_class/parameters/path X {4/, MRETE @

th worker N RTEF X EBIZIE, NIHEZEFHI(ES /var/lib/firmware, BN, BUHKX
=

2. BRER, ERAUTHSESEHLES -

I $ oc delete pod -n "<namespace>" -| app.kubernetes.io/component=kmm

% -
" <namespace> BI{EBUR FIEMRIA R K T K.

Hth BHR

o MERLER, HHMH LEAKBEIRER Operator,

4.3.1. ElEARZEIR
HERERFRAR, BRI AZER, SENRE(ET REBIA—ERTLENEIFR,

Pt =

o MY RAPEEMAA KMM MEBIELR, EMHFRY A Module R, AE, KMM 2RIEFZEM
# worker pod, LLZ1T modprobe -r F M7 s ENE AR,
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Digk

H=

{ o |

EN% worker pod B, KMM B E# A NZAELEE AMRRAE HR, XE3E &R
B A 5| FBH ServiceAccount, LA E X BIE( RBAC, LASRFRFA KMM

worker Pod 1217, E©i14 21 .spec.imageRepoSecret 75| FHI{E{A pull
secret,

N T EFR KMM ToEMT REIERAERIE R, 157 Module FRD
BFHEFEMRER MR LR, 21E Terminating, KMM 8&—1 5
HE#E A Webhook, BIE4MIRE DS E—4 Module FRHI G A ZE[A,

4.3.2. RENKEHEREBE
Linux A% firmware_class.path SH{ENE G RREZE, 0 BEHEREEZE Pk,

EZEINE kmods 81, KMM worker pod ATLUEIT B A sysfs 12T m L% BIXME,

it =

o EF VEMHHEFRIEE, 1HTE Operator L& H ¥ worker.setFirmwareClassPath % &/
/var/lib/firmware,

Hith TR

e 7% worker.setFirmwareClassPath IR REHNELE R, 1HSHEENZEREE Operator,

4.4. HIE AR EE OPERATOR
1RIE KMM Operator W& AR, FERAUTREZ —HERNZKEREE(KMM) Operator,

4.41. HBAEE TR
MBMIIEEFTHRLET KMM, EERXNSE,

iz
EALLIT A AEE KMM Operator :

e 7£ OpenShift #2#&H Operators -— Installed Operators T 2| F E%; Operator,

T4k, BRI LAHBR KMM 6344 22 [B] R B9 Subscription %R,

4.4.2. B, CLI &%

IR E A OpenShift CLI &% KMM Operator, & {# AL,

it =
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o ZfTLATan % REIE KMM Operator :

$ oc delete -k https://github.com/rh-ecosystem-edge/kernel-module-
management/config/default

% o
AR L St pREE B A9 Module CRD #FFE Module S,

4.5. ARIERERE
NIZERE TR (KMM) 18R E) Node #1 Module F5E, LABE RS RNIZM T R EH ARER,
BEAFRREER, TRONEBEUTRE :

o SiEHH spec.selector FEXILEHITRE,

o 5iEHH .spec.moduleLoader.container.kernelMappings FE& &b ¥ — I ER RN RZ AR A,

o MRMEHHAEE T HEFF (ordered_upgrade.md), Nir%E5S
.spec.moduleLoader.container.version FEX [LEZ,

% KMM %77 =R 57 Module FHRAEEMAMMRRSIHIEAR, ©REBIRT R LA worker pod LUZTT
WHEHIIEIE, KMM Operator 1532 pod AR FICKIER. Operator (A IILE RFERSI R IIINEF PRIC
Node ¥R, HEERERZITIXETELE.
worker pod i21T KMM worker Zi##HI3X 4, BHITLATES :

e 37HY Module %R EER kmod 5%, kmod &2 S ko XHEMIMRAE OCI Bk,

o 7f pod XRS5 HIRENE R,

o [FAIEENSEZIT modprobe, LUNITRHERERE,

4.5.1. EHR B E LHIRE X

Module B X 5HRE X (CRD) &A@ kmod BHRFEFTA A FRRF P H AR AKER, Module B
EXHIR (CR) BE— N HENREBCHABMAE, MUKR—DT REFES.

Module %RBI3E R R AFITE .spec.moduleLoader.container.kernelMappings ., H%RE TS
literal ik APCEZ, thelLUER regexp EHICEHE ARFZIRA,

Module 55BN FEINETL TS
1. 55 .spec.selector FLEZHIFRA 17 mo
2. MBI LT R LIZTHIATE N AR A,
3. AN FEBPRKRE :

a. # A .spec.moduleLoader.container.kernelMappings, FHEEYUMERFIHRELT, NR
RZBREIE XL T build 3% sign, BERF[HREAEFE, BRBEZZITWE. %4 pod HH
%O

b. fllE worker pod LI EX E—# I E AR 251K F21T modprobe,

36



% 4 = AKEHEE OPERATOR

c. NRE LT .spec.devicePlugin, i%{# .spec.devicePlugin.container 15 E B & 012
— MR EEETITEEE.

4. LA TFiz1T garbage-collect :
a. JTHTB9% & 454 DaemonSet FLUER T = B Fr.
b. RINIEE pod,

c. BIN%4 pod,

4.5.2. FEARAEBR 2 R E PRI

BURBERUBENMFMESNARESLTRIEE TE, BEERARBERKT T @/ SEE K,
EA MNP, depmod BERHEXLEKNI, EIIFRHIMTECEMRMIHF, Him, mR
mod_a & — MUK mod_b, modprobe mod_a A& 11%; mod_b,

& A LUE F modulesLoadingOrder FE&1E Module B & X BTRE X (CRD) F 7= BE AR 10 S iR A 1 L s
o

#...
spec:
modulelLoader:
container:
modprobe:
moduleName: mod_a
dirName: /opt
firmwarePath: /firmware
parameters:
- param=1
modulesLoadingOrder:
-mod_a
-mod_b

£ EEMEES, worker pod BHEEZFIHIEM kmod & IN%E mod_a BIENE; in-tree mod_b, % worker
pod 4 1IE FEE; mod_a i, mod_b FEFERINE,

% i
FIRHBWE—NME (REMNE) ¥/5 moduleName FE34,

4.6. ZE= IR

BE
MEBAZERZ— T BEBRIRE, MEE, AREREEET R EHUTEMRENE
1EEIRRA A REARR

4.6.1. ServiceAccounts # SecurityContextConstraints

WIZIEIREE (KMM) A — M TR E, UET KR EMEBRZER, ZTENBEE
ServiceAccounts #ft 173k {FEF privileged SecurityContextConstraint (SCC) #Fi&,

Z TR ERIRPUE R EUR F Module BHRBY AR & 22 A R H spec,
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o IMRILET .spec.moduleLoader.serviceAccountName =k
.spec.devicePlugin.serviceAccountName FE%, NIIELFEREA],

o MRFBREXLEFE, N :

o HNRTE Operator ta & Z2 AR AIE T Module 55R (FXiLHopenshift-kmm ) , [l KMM {#
FAHEBIAB, 55 KA ServiceAccount iz 1T worker FI&1HHE Pod,

o MMRIE(EMEMEZZEFAFAET Module %R, N KMM A& ZERR default

ServiceAccount iz1T pod, Module F5IRIEEZITRIINTE R E, BRIEEBFIIEAELAUER
privileged SCC,

BE
openshift-kmm E— P E[{E6p & 22 (A,

1EiX & RBAC HUERAT, i5i0{E7E openshift-kmm 454 22 /5] F1 6] Module ¥RBEMFA
2% ServiceAccount & 5 KMM LB BT 17 m L2 TN T H,

R VFET ServiceAccount A F SCC FHiz1T worker KX &M pod, EATLUER oc adm
policy &n 43, N TFHIFTR :

I $ oc adm policy add-scc-to-user privileged -z "${serviceAccountName}" [ -n "${namespace}" ]

4.6.2. Pod Z2FnE
OpenShift iZT— A EEH 4, CRIBERANRS FTXEMEBHELA Pod BT, FEERE,

HiBR
o THHEE podZEHEA

4.7. {5 R AR Hpy PR R

EH DA ARERERE (KMMI B TR B HRA B AR ARER, XERRATUETEEEER
ZIHER T RAKMTHEE, BRAUERE NRESESINE,

S INERRR SIER IR A A (OOT) IR, in-tree FRIRZ Linux RZHHIARER, BIENIEAERAM
B—&BD. WAHRERZE Linux REWBISNER. EIT8E 2N FAMNHERFmE, BIAnHR skt E
THRBH AR IRBIHITRA

H KMM DNy — LR AT R 2B T R L B A AR NIESR, BRESARRAIEEN &R, 155
.spec.moduleLoader.container.inTreeModulesToRemove FEX X B N IEEHEHES, UTREIETR
T AT NZBR ST RORE R B4

#...
spec:
moduleLoader:
container:
modprobe:
moduleName: mod_a

inTreeModulesToRemove: [mod_a, mod_b]
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EAIF, moduleLoader pod {#f inTreeModulesToRemove 7£ moduleLoader %3 /%1% mod_a &l
E# in-tree mod_a #1 mod_b. % moduleLoader pod #Z1t, ‘'mod_a #EZE:, Il mod_b A1 HE
RN,

LATR B FH5H e 7E AR G BORE R B e o B

#...
spec:
moduleLoader:
container:
kernelMappings:
- literal: 6.0.15-300.fc37.x86_64

containerlmage: "some.registry/org/my-kmod:${KERNEL_FULL_VERSION}"
inTreeModulesToRemove: [<module_name>, <module_name>]

Lth BT IR
o R linux ZARR

\

4.7.1. & CR =45l

U2 —1NEHEB Module =4 :

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: <my_kmod>
spec:
moduleLoader:
container:
modprobe:
moduleName: <my_kmod> ﬂ
dirName: /opt 9
firmwarePath: /firmware 6
parameters: ﬂ
- param=1
kernelMappings: 6
- literal: 6.0.15-300.fc37.x86_64
containerlmage: some.registry/org/my-kmod:6.0.15-300.fc37.x86_64
- regexp: "".+\fc37\.x86_64%' G
containerlmage: "some.other.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
- regexp: "".+$' a
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: 6
- name: ARG_NAME
value: <some_value>
secrets:
- name: <some_kubernetes_secret> Q
baselmageRegistryTLS: @
insecure: false
insecureSkipTLSVerify: false {§)
dockerfileConfigMap: @
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name: <my_kmod_dockerfile>
sign:
certSecret:
name: <cert_secret> @
keySecret:
name: <key_secret> @
filesToSign:
- /opt/lib/modules/${KERNEL_FULL_VERSION}/<my_kmod>.ko
registryTLS: @
insecure: false @
insecureSkipTLSVerify: false
serviceAccountName: <sa_module_loader> m
devicePlugin: @
container:
image: some.registry/org/device-plugin:latest @
env:
- name: MY_DEVICE_PLUGIN_ENV_VAR
value: SOME_VALUE
volumeMounts: @
- mountPath: /some/mountPath
name: <device_plugin_volume>
volumes:
- name: <device_plugin_volume>
configMap:
name: <some_configmap>
serviceAccountName: <sa_device_plugin> @
imageRepoSecret: @
name: <secret_name>
selector:
node-role.kubernetes.io/worker: "

O 909 9906000
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E1pri

Ak 7T s _EfF Airmware/* E4F] /var/lib/firmware/,
E1pvi

EVFE-DARI,

NFZTEENREAXCEMAZNEN T R, KMM fJE—1 DaemonSet IR, 21T
containerlmage F1EEMHilR, #A ${KERNEL_FULL_VERSION} E#: /N IRA.

ST EAEMAR, A my-kmod ConfigMap #1# Dockerfile F4E 5k,
E.I-iio

A% : some-kubernetes-secret #{E AT LLMALTF /run/secrets/some-kubernetes-secret B LR
EAHERER,

LT, £ kmod HifR AR kmod BHREH kmod B, EAREFEMREHFAFIERIA
Wi (CA) ZEBBIIEFH registry RRIEREIH R, Fik KMM EEZ CA, Lpildid B e
CA TR B RIEERTEY CA,



6 4 F AETEE OPERAT

HSL W EHR"LL T AR B R RF 8 CA I E,

aik  ERERLSE., MR IREN true, HWESMIEFAZE HTTP 1£ Dockerfile FROM #545 A HI
EGE RIS Bkt 4A] TLS BRSS221E BIE I,

WWE  BE AR IER"BAYR secret,
= @E T ABH"BRH"MFAE secureboot BB secret,

o

®

®

@ %

@O Tt BRERALSK. MREEN true, NARTFKMM RERBHZRTEHEALEHTTP,

@ it BRERLSH, MRLEN true, KMM RERERBIGETEFENBILER TLS IR
S5 AR IEHRIE,

@ i

O T

® oF: MREELEREEED,

» Tk

@ T

@ Tk

@ Tt ATHEESMERFNL &R

=
o
B

e E#i CABundle IEP

4.8. I RIRIGITT RO RE 5 HE 1

BERNKRERE T T RIBERSMTTHEMPZER, 77T 8RS X EERIIE SIE kmod Bk, W
RIEHETE (KMM) % /ust/lib/modules H#H ZIHIEH worker pod X R 5T,

i B/ M /opt/usr/lib/modules/<kernel_version>/<symlink_name> %l
/usr/lib/modules/<kernel_version> HIF S5, depmod B LUFE AT mX R LMY in-tree
kmods & FRATRFTI,

152170, worker pod IRERENEER, S5 <symlink_names> TS558, 1Z /A5 HEEIEME worker pod
B9 /usr/lib/modules/<kernel_versions, 1Z5EE M IS RSTEE. modprobe SAS AT LAIRKEZ
HERE, FARIBEREZINEN PRI,

ELLT B4, host 2 /opt/ust/lib/modules/<kernel_version> FHIFFSHEELA
ARG DTK_AUTO

FROM ${DTK_AUTO} as builder

#
# Build steps

OR
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#

FROM ubi9/ubi

ARG KERNEL_ FULL VERSION

RUN dnf update && dnf install -y kmod

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

# Create the symbolic link

RUN In -s /lib/modules/${KERNEL_FULL_VERSION}
/opt/lib/modules/${KERNEL_FULL_VERSION}/host

RUN depmod -b /opt ${KERNEL_FULL VERSION}

==

depmod RIEBIZ1T kmod SRR s L F1E ISR I A BRI ST 14

£ KMM MN#EAAESH T 5 £, modprobe EXR X4 EET
/ust/lib/modules/<kernel_version> T, LURMBRMXHRGME, mIABUEHWENNR
PR A ZHERMIRERSFM A THRA.

4.9. | KMOD #7i14&

HIZERETE (KMM) 5% B/ kmod Hilg—EETIE, ©I1REE ko XHHIITAE OCI Hifk. .ko SXHH
MBS L TEICE : <prefixs/lib/modules/[kernel-version]/.

EERA ko SUHIIHEFERUTILR ¢
o TEARZHIBERT, <prefix> NiZ%ETF /opt. iX=Z Module CRD FIEKIAE,

e Kkernel-version NEENZE, BlS5 NiEAZEREAZRAER,

4.9.1. 1217 depmod

BRI T FRE R ETZ1T depmod E4 A modules.dep #1 .map 3, INRMEH kmod BigEE%
NRIES, FEER—MEIURGTF 5 — &R, XRE R

v xE
C BBRE— MR T EE T kernel-devel H#FE,

it =

T TS, NIFERKIRA LK modules.dep #1 .map X4 :

by
I $ depmod -b /opt ${KERNEL_FULL_VERSION}+".
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4.9.1.1. Dockerfile 7=l

SNSRETE OpenShift Container Platform EFJEEE, 1HEEMEA Driver Tool Kit (DTK),

MBELER, BESHERZRIYE,

apiVersion: vi
kind: ConfigMap
metadata:
name: kmme-ci-dockerfile
data:
dockerfile: |
ARG DTK_AUTO
FROM ${DTK_AUTO} as builder
ARG KERNEL_FULL_VERSION
WORKDIR /usr/src
RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-management.qgit"]
WORKDIR /usr/src/kernel-module-management/ci’/lkmm-kmod
RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_FULL_VERSION}/build make all
FROM registry.redhat.io/ubi9/ubi-minimal
ARG KERNEL_FULL_VERSION
RUN microdnf install kmod
COPY --from=builder /usr/src/kernel-module-management/ci’/lkmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
COPY --from=builder /usr/src/kernel-module-management/ci’/lkmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
RUN depmod -b /opt ${KERNEL_FULL_VERSION}

Lth BT iR
o EiEFITRE

\

492 EERHEPIHE
KMM B BATESRB¥ AR IR kmod Fiffk. 1REBLAUTRAEN -
o (ERNZIEH build SR EITEULRA,
o [FRIRIFIRM Dockerfile 2% dockerfile # T ConfigMap FHEH.
o ff{R ConfigMap {ii 5 Module BRI & Z2 (7],
KMM 3% containerimage FEXHIEEMH B LML ELE. MREFHE, NKBGTIHE.,

A, KMM g2 — Build 5RRMZERN G KR, WREEERE, KMM 4S54T Module 111, 155 1L
B,

#...
- regexp: "".+$'
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: ﬂ
- name: ARG_NAME
value: <some_value>

secrets: e
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- name: <some_kubernetes_secret> 6
baselmageReqistryTLS:

insecure: false

insecureSkipTLSVerify: false @)
dockerfileConfigMap: G

name: <my_kmod_dockerfile>

reqistryTLS:

insecure: false ﬂ
insecureSkipTLSVerify: false @)

] %,
] %,
I LL /run/secrets/some-kubernetes-secret B9 X FIFHE Pod H,

1% BRERLILLSE, MRIFEN true, NIRFEFERLE HTTP 7£ Dockerfile FROM $54%
R EVEE %

aik  ERERLSE., MR IREN true, WEMIEFAZE HTTP 1£ Dockerfile FROM #545 #HHI
EGEGRI Bk 4A] TLS BRSS221E BEEIIE,

tv

o
Ak RRERLSE. IMRILED true, AT KMM RERFHEREEERAEZEHTTP,

DB REALSH, NMRILEN true, KMM 2ERERBEHRES SEEN BT EM TLS IR
%%EILT::FJELLIIE

@9@ ® 0009

FXINHE3E pod RILENREELIKEW, BRIE Operator EBEHIXE T job.gcDelay 4, KB pod
IARKRE, BoiBEEAFIIMIR, FRESWE,

HiBR
o ERERIR

e preflight SIERRRRETER (KMM) F&ER

4.9.3. {#F Driver Toolkit

Driver Toolkit (DTK) @ —/MEREMEMFR, A TFHEME kmod loader $if§, EOSEEHFYFNHEIT
B OpenShift IR &AM T EFZE,

ke
8 DTK /5% EX Dockerfile B9 5 — M ER,

1. MBRARELR,
2. ¥ ko XHEHIFEH/NNERXBE A E&D, 0 ubi-minimal,

3. BEEERHAMEPFERDTK, EEA DTK_AUTO HESH, E0I2 Build %R, %EH
KMM BEi%iE, 155 L/L‘FTWIJ

I ARG DTK_AUTO
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FROM ${DTK_AUTO} as builder

ARG KERNEL_FULL_VERSION

WORKDIR /usr/src

RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-management.git"]
WORKDIR /usr/src/kernel-module-management/ci/kmm-kmod

RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_FULL_VERSION}/build make all
FROM ubi9/ubi-minimal

ARG KERNEL_FULL_VERSION

RUN microdnf install kmod

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

RUN depmod -b /opt ${KERNEL_FULL_VERSION}

HithBR
o EiEFIRE

4.10. [FRAKEREE (KMM) 9% 4

FERATZE3I5MRE L, FAERESR (kmod) W /7E A EME Machine Owner FIEEEH (MOK) #3E
FERINEH /RN 1T R, E N AT —E D D XK N IZB A B A THRIIAAAZE Z, BN FH
AR ER A, KMM ZHF B IR ETHI sign ER 0% ARIESRHTE A,

BXRERARESI SRS, HSM ERQHAFRN

FRFEM
o IEFf (DER) IR BIRHIRT,
o EV—NERTREFNTHNTR, £ MOKBHEZEREMT RH.
o THENEIRZFRSHER, IR TREMBHIRNISF Dockerfile.

4.11. ) SECUREBOOT ZFinZ%H

ZHEA KMM ARRRER (KMM) HRZIERZESR, FE—NIEBMNRT, BRNEEIRIX LR
IR, ESAERAHMATN,

BRMERIA AT LS, ESHERLAS2RZER, FR%S1E 4 S RERFHRIREIXH
H,

i =
. QIEEESIERUEREETAN sb_cert.priv X4 sb_cert.cer X4 :
$ openssl req -x509 -new -nodes -utf8 -sha256 -days 36500 -batch -config
configuration_file.config -outform DER -out my_signing_key_pub.der -keyout

my_signing_key.priv

2. FRUTAZEZ RIS :
o [IXHEERIN secret :
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I $ oc create secret generic my-signing-key --from-file=key=<my_signing_key.priv>

$ oc create secret generic my-signing-key-pub --from-file=cert=
<my_signing_key_pub.der>

o 1R¥E base64 i aRINSCE :

I $ cat sb_cert.priv | base64 -w 0 > my_signing_key2.base64

I $ cat sb_cert.cer | base64 -w 0 > my_signing_key_pub.base64

3. £ YAML XA RINGRISBISA

apiVersion: vi
kind: Secret
metadata:
name: my-signing-key-pub
namespace: default
type: Opaque
data:
cert: <base64_encoded_secureboot_public_key>

apiVersion: vi
kind: Secret
metadata:
name: my-signing-key
namespace: default
type: Opaque
data:
key: <base64_encoded_secureboot_private_key>

wnamespace - ERAMMER R L2 (A i default.

4. N YAML 324 -

I $ oc apply -f <yaml_filename>

4.11.1. B BEA
RINBHE, EUTREelUBRERLESE,

pi% &2
1. BELUBREBXE N secret :

$ oc get secret -0 yaml <certificate secret name> | awk '/cert/{print $2; exit}' | base64 -d |
openssl x509 -inform der -text

XNZ% & R A Serial Number, Issuer, Subject ZFBIIE S,
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2. RELBREMEZETHA secret :
I $ oc get secret -0 yaml <private key secret name> | awk /key/{print $2; exit}' | base64 -d

AN IZ TN EIETE - BEGIN PRIVATE KEY----- ] ----- END PRIVATE KEY----- 1THHHY % H,

4.12. TETIM B R %% KMODS
MRIEETEBIEGR, NBEGRNEY AR, SBEEMASHEE,

BUF YAML XX R 81/ AX ARIN B PR R B 91 R 580 secret - key NALH, cert HAH, RE, &
B¥2HEY unsignedimage #if%, ITHE, %FE filesToSign FFIHAIMMER, HElRmMEE, FHiEF
4 YRR HE X containerlmage.

ARE, KMM % Z8 kmods INEEI 5E 2R LERMAFAE T m L, kmods TEHE MOK B ZE B NHIE
A H ERIE A, LURFFERER secure-boot 1T &, X(FRKRE A,

SeRFH
e keySecret 1 certSecret secret B.7E 5 H th BT IRE R R 6 8 22 (7] fH A1),

P =
e VA YAML 3§ :

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: example-module
spec:
moduleLoader:
serviceAccountName: default
container:
modprobe: ﬂ
moduleName: '<module_name>'
kernelMappings:
# the kmods will be deployed on all nodes in the cluster with a kernel that matches the
regexp
- regexp: '"*.*\.x86_64%'
# the container to produce containing the signed kmods
containerlmage: <image_name>
sign:
# the image containing the unsigned kmods (we need this because we are not
building the kmods within the cluster)
unsignedimage: <image_name>
keySecret: # a secret holding the private secureboot key with the key ‘key’
name: <private_key_secret_name>
certSecret: # a secret holding the public secureboot key with the key ‘cert’
name: <certificate_secret_name>
filesToSign: # full path within the unsignedimage container to the kmod(s) to sign
- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret:
# the name of a secret containing credentials to pull unsignedimage and push
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containerlmage to the registry
name: repo-pull-secret
selector:
kubernetes.io/arch: amd64

ﬂ Z# AB kmod HIZ FR,
Q BREERIA, 0 : quay.io/myuser/my-driver:<kernelversion,

9 REZHGHIEZF, F140 : quay.io/myuser/my-driver:<kernelversion,

4.13. fEF % Z KMOD %%
NREERRE BRI E S EER, HERXNHRRE,

IR YAML X4 R E P RSRA IS B I B R H R, ERBRKRER T BIRN BB registry
B, RIEMEA sign B0 HHSERE R LI B,

IR SRR ME T RAEG&ET, LB N <containerimage>:<tag>-<namespace>_<module
name>_kmm_unsigned,

Blan, FRALT YAML X4, AKEREEKMM) iE 45 example.org/repository/minimal-
driver:final-default_example-module_kmm_unsigned &, Eha@&HHARZEAM kmods BIIEE
FIFEHEEER registry, ARG, EHIE—1 %N example.org/repository/minimal-driver:final #95 — 4
g, HPaEX4AM kmod, B worker pod FIENIEE Z N, EHPSEEEER TR LEHAN
kmods,

FHRE, BALM registry PREMMBIIRERHR. IRFE, SHRER.

SeRFH
e keySecret 1 certSecret secret B.7£ 5 H fth BT IRE R R an 8 22 (7] fH A1),

P =
e VA YAML 3 :

apiVersion: vi
kind: ConfigMap
metadata:
name: example-module-dockerfile
namespace: <namespace> ﬂ
data:
Dockerfile: |
ARG DTK_AUTO
ARG KERNEL_VERSION
FROM ${DTK_AUTO} as builder
WORKDIR /build/
RUN git clone -b main --single-branch https://github.com/rh-ecosystem-edge/kernel-
module-management.git
WORKDIR kernel-module-management/ci/lkmm-kmod/
RUN make
FROM registry.access.redhat.com/ubi9/ubi:latest
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ARG KERNEL_VERSION

RUN yum -y install kmod && yum clean all

RUN mkdir -p /opt/lib/modules/${KERNEL_VERSION}

COPY --from=builder /build/kernel-module-management/ci/lkmm-kmod/*.ko
/opt/lib/modules/${KERNEL_VERSION}/

RUN /usr/sbin/depmod -b /opt

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: example-module
namespace: <namespace> 9
spec:
moduleLoader:
serviceAccountName: default 6
container:
modprobe:
moduleName: simple_kmod
kernelMappings:
- regexp: "*.*\.x86_64%'

containerlmage: <final_driver_container_name>
build:

dockerfileConfigMap:
name: example-module-dockerfile
sign:
keySecret:

name: <private_key_secret_name>
certSecret:

name: <certificate_secret_name>
filesToSign:

- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret: ﬂ
name: repo-pull-secret
selector: # top-level selector
kubernetes.io/arch: amd64

QO EHUH BRI default,

g 2K\ serviceAccountName 3% Bz TR AT E AR, B XAEBRSIKFHIFEE, HS5ELRT
BRI EOR e B R AR Sk

Q FA{F DaemonSet f &1 imagePullSecrets, T HIEXFIHE X R Z L IHRE,

Hi 5w
o BIRARSSIK.

4.14. KMM HUB #1 SPOKE

1£ hub #0 spoke 7=, 4% spoke FEEHEREE|— MR KA hub 8, ARKIERE R (KMM)KH T
Red Hat Advanced Cluster Management (RHACM){E hub #1 spoke IfEFHIZ 1T,
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KMM @539 B KMM ZHEES hub #1 spoke IMEFRE. 1Rt T ManagedClusterModule B E X FIRE XL
(CRD) k$TE AR Module CRD, FHHEY B Ni%EFE Spoke &%, A4, T KMM-Hub, E2—
ANETRIRITIRGHISR, FFTE hub E8E HEBEIGRH S ZE T,

£ hub # spoke X EH, spokes T3FTFH hub £ BN HIRZREE, spoke i21T KMM R EEERR
AN, HEAXLEFRBEELIINEE. BN KMM BRI LEEIAE, ENIZE spoke £iZ TR TIE /7 2K H &/
H, M hub RS TTHIMES,

AR GRHE S ko X, KFE hub £iZ4T, Module Loader #1 Device Plugin DaemonSet i
W RBETE spoke Li#1T,

Hith B

® Red Hat Advanced Cluster Management (RHACM)

4.14.1. KMM-Hub

KMM Tl B 12t KMM-Hub, BR—1% BT hub H£&H KMM HRA, KMM-Hub 5 spoke LiZ{THIFR
BARIRA, FHRESREFNIZIERRZERT R,

KMM-Hub ;21T BT EBRERES, WHEEWE kmod B4, FHHESEBILET RHACM £ E] spoke
HJ Module,

KMM-Hub 23 F1E hub SRR FINEARIER, REEMRAR KMM BUNER R
R,

Hth

=

P
o ZEKMM
4.14.2. Z3 KMM-Hub
BRI UMERUTAEE —RE KMM-Hub :
e {#f Operator Lifecycle Manager (OLM)

o A KMM KR

Hith TR

e KMM Operator 45 &

4.14.2.1. i Operator Lifecycle Manager &% KMM-Hub

& F OpenShift & B Operators Z80 & %& KMM-Hub,
4.14.2.2. @1 0 KMM FHRsk %% KMM-Hub

it =

o MREFELIREARXNRE KMM-Hub, &7 LAE AL T 5IR0IZ Namespace. OperatorGroup #l
Subscription %R :
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apiVersion: vi
kind: Namespace
metadata:
name: openshift-kmm-hub
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
spec:
channel: stable
installPlanApproval: Automatic
name: kernel-module-management-hub
source: redhat-operators
sourceNamespace: openshift-marketplace

4.14.3. {# A ManagedClusterModule CRD

{3 F ManagedClusterModule B E X %R E X (CRD)E spoke %% FER B AKELAERE, It CRD 2
SESEREM, #]RET — Module spec, FHRMLATHIINFER :

apiVersion: hub.kmm.sigs.x-k8s.io/vibetat
kind: ManagedClusterModule
metadata:

name: <my-mcm>

# No namespace, because this resource is cluster-scoped.
spec:

moduleSpec: ﬂ

selector:
node-wants-my-mcm: 'true’

spokeNamespace: <some-namespace> 6

selector: ﬂ

wants-my-mcm: 'true’

moduleSpec: 25 moduleLoader #1 devicePlugin £84», Z:{F Module %R,
1% ManagedCluster F #4977 5,

EERNIEE 0] Module Har & 22 ],

0009

1% ManagedCluster % &,
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402R .spec.moduleSpec HEEMRHZZIET, NIXLE pod 7 Operator a3 & Z2 [ FFEY hub £E&F £i2
7o

4 .spec.selector lLEZ—/N 5% 1 ManagedCluster ¥R, KMM-Hub 1EXT 3 B 4p 4 22 (5] dh f1) 3
ManifestWork %R, manifestwork &% trimmed-down Module %8, {8 7 A#%M54, BFFAE build
0 sign TEDEWMR. SELURESEEMNTHIRBFH containerimage F G E# H E MW E,

4.14.4. 7£ spoke £iZ1T KMM

£ spoke L REAKERER (KMM) &, AHEEH—FEE. Mhub SIE—
ManagedClusterModule /%, LAMETE spoke &£Ef LB ARER,

iz

& e L@ RHACM Policy X R7E spokes &£8f L% KMM, BRT M Operator hub &% KMM #LURE
7% spoke EERIZITES, Policy A AEE RHACM RIBFFEHZIS RBAC K EHE Module %R,

o HFALLT RHACM RB8TE spoke £ LRI KMM :

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: install-kmm
spec:
remediationAction: enforce
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-kmm
spec:
severity: high
object-templates:
- complianceType: mustonlyhave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-kmm
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kmm
namespace: openshift-kmm
spec:
upgradeStrategy: Default
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
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name: kernel-module-management
namespace: openshift-kmm
spec:
channel: stable
config:
env:
- name: KMM_MANAGED @)
value: "1"
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: kmm-module-manager
rules:
- apiGroups: [kmm.sigs.x-k8s.io]
resources: [modules]
verbs: [create, delete, get, list, patch, update, watch]
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: klusterlet-kmm
subjects:
- kind: ServiceAccount
name: klusterlet-work-sa
namespace: open-cluster-management-agent
roleRef:
kind: ClusterRole
name: kmm-module-manager
apiGroup: rbac.authorization.k8s.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: all-managed-clusters
spec:
clusterSelector: g
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: install-kmm
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: all-managed-clusters
subjects:
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- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-kmm

ﬂ U7 spoke & HiZ1T KMM B, FEXNMEL &,

9 spec.clusterSelector FE& R LB & LA B E,

4.15. WRAERI B E LT

IMRFE, ﬁﬁ%lﬂ:m’ﬁﬁfﬁ REZBTHEFBRENARRARRR, SEREFRIISTR. BRIMENEREHIZ
TR TR RIS, FRINFZTRARASLRE, —R—1T TR,

% E,E
WRERE T RERANRERRN ITFENE, BoiREREENEE,

FoRFM

o TEFHFEI, ERBERERMNAET S £i%& kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>=$moduleVersion 5%,

o KIFTREMNMBERFANAREIENE, I/HEBES—TR.
o ENEHATE AR,

o TERZEIREER], WRAFS THENE (U WRARRREEFFIZITHNARR) EEAHRA
BERRAFRRET R L2177, BTHEMEESANTHHARERRAFELZT R LiZ1T,

AR
1. BRT R EB KMM BRI SR B R ENE,
2. BE#T Module B E X FR(CR)FRHILL FFER :
e containerimage (ZE5& HBINZIRA)

® version
BN Y EHETFM, Bl containerimage # version FE& A/ B E BT,

3. FERAFHET R LB PRIRARERZ LR A TR T,

4. MIERTT = _£# kmm.node.kubernetes.io/version-module.<module_namespace>.
<module_name> 7%, iIZfTLL RS M RENERZER

$ oc label node/<node_name> kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>-

5 MRFBE, FHEHEER, EARERART R EHITEMEN LT,
INRHEHAFY, LB kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name> 7% {EE##1H#I $moduleVersion (%1 Module
MRE) , HEIE3IE 65,
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6. IZTLATE 4%, & kmm.node.kubernetes.io/version-module.<module_namespace>.
<module_name>=$moduleVersion %R 11EIT s, $moduleVersion 1715 Module CR #
B version FEHIFEES,

$ oc label node/<node_name> kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>=<desired_version>

-
HFRE LM Kubernetes BRI, Module ZFiFl4r & 22 [AIH & K E T AE
i 39 NERF,

7. WREZT m B AR B TR 3,
8. EHFMET s LA KMM BIBML &G M,

4.16. 3 1 REFARNKIELR
W*ﬁ*ﬁﬂ%ﬁ(KMM)ﬁﬁ%-’P% 2 X Operator, HEE Linux (RHCOS) RS BN ZEBIEFEF S

HARER, B2, EELERT, BIEREMERHARKER, 51 XIMEARFEE Linux systemd
WIR1ER E%f85F Machine Config Operator (MCO)IN#E: ik HE,

Hith BHR

® Machine Config Operator

416.1. H1 XZHFHAH

B RYBEXFHFARBENAH, EERBIRTE NetworkManager IRFSHIAILRIARVFINER 4 (OOT) W%
B, BARXHKEE initramfs BB A AR SR,

LR Z % 1 R RHES -
o NARBEEBERZFEA.

e in-tree ARXIERMBEIRNZA, ERILRENE, FHH OOT WRRREN, XEIKE in-tree R
BRARAEAEMAZERE A,

o NTHEEIXRMBERELRF, TRYJEATIEMSED, BZzEON—MRRKIEDER.
OOT ARIER A LIZMA R ENTERE, BREHINEEMSIKIER.

4.16.2. OOT NRAEHINE 7R

BN out-of-tree (OOT) WZAEH&FIF Machine Config Operator (MCO), FRIEFHMT :

it

1. ¥ MachineConfig 75IEN FHEIAMEEZITHER, BRAEERFHNMLET R, Baigl
2 —/NELHH MachineConfigPool %R,

2. MCO B TTRMAEZERT R, EEMNERMT RLE, EBET W systemd ARS5 @ pull RS
0 load AR5
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3. load ARZ5#% B & 7 7E NetworkConfiguration iR 55 Z A2 1T, ZARFS S Z AP ERTIE LI AE
RER, AREAIZEREENRESRFMNE OOT AKER,

4. pull IRSECE N TE NetworkManager BRS5 /&5 1T, IZHE&*AK?ﬁEB%E’JWW*ii%%E{%% LT

SRR, MRE, ZRFSEBEE, RESJ[ERLEE| TR, NREE, eREHRGN
BNETEE, HEZBRESZT &

4.16.3. AKIEREi &

FE1RINBEFEA S 2 X KMM 12 HERB DTK R, out-of-tree RIIIEI N AL F
/opt/lib/modules/${kernelVersion} T,

HiBR
o EiEFITRE

4.16.4. in-tree &R

55 1 RINBEIAZ Z U N AR R B h OOT kAR, MNREBME in-tree AREL, NIFRAESZTEIF
M ; BRESAREEFHATFNE OOT ARIELR,

4.16.5. MCO yaml fl|&

KMM 247 —1 API, BT 5 1 RIIEELIE MCO YAML jE# :

ProduceMachineConfig(machineConfigName, machineConfigPoolRef, kernelModulelmage,
kernelModuleName string) (string, error)

IR R EN A MCO YAML FHRMEFERT. BNV HZTNAL YAML,
SHE

\\

machineConfigName
MCO YAML JE B9 & TR, LESHUXEH MCO YAML B HT#IEHN name S,
machineConfigPoolRef
AT iR5 B iR s A MachineConfigPool %75,
kernelModulelmage
& OOT NI B B R B,
kernelModuleName

OOT WRERHE TR, XNSHATFEHE in-tree WL (MIRMEBIANK) , FHiINE OOT A
R,

API fIF KMM [R5 pkg/meproducer ¥4 ST, KMM operator AR EZTLMERASE 1 XIIEE, &

REZE L pkg/meproducer 485 ABIH operator/utility i3/, HH API, FR4EMKE MCO YAML
N FAEIREE,

4.16.6. MachineConfigPool

MachineConfigPool #1175 5 B MCO &I mE&E S,

kind: MachineConfigPool
metadata:
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name: sfc
spec:
machineConfigSelector: ﬂ
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker, sfc]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/sfc: "
paused: false
maxUnavailable: 1

ﬂ 5 MachineConfig FIBIFRZ ITEL,
@ TR REHE,

OCP &E£/hTiiE Y B MachineConfigPools :
o Worker : [EEABIFTE worker TT R BT
e Master : [FEEEHMFTA master T BR

7 Y LA MachineConfig LA master MachineConfigPool ) B #r :

metadata:
labels:
machineconfiguration.opensfhit.io/role: master

7E X LU MachineConfig LA worker MachineConfigPool 7 B #7 :

metadata:
labels:
machineconfiguration.opensfhit.io/role: worker

o

Lth B

® X TF MachineConfigPool

417, P FIEFEBE R

MREHI N IRFBERPH kmods & B LA EAEIRNBAL R, NBRAERHAA
PostStartHookError = CrashLoopBackOff k5, A LAITE A2 LiZ1T oc describe e BYIE, %dp
SEEGRPETRUTER :

I modprobe: ERROR: could not insert '<your_kmod_name>": Required key not available

4.18. KMM B4 #

MNRARR B FEMERG A MEBE S . KMM SERHFE A SCHM kmod BHRE HE T B %

éJL:Q

1£;217 modprobe %71, 7 s_LH .spec.moduleLoader.container.modprobe.firmwarePath FINA
KFEFE TR EH /var/I|b/f|rmware ERE,
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7217 modprobe -r f8 %2 B, FTAXHMZE B FEHMIZEEFMER, LUETE pod 4 1L EIE AR
i‘;%o

4181 E TR LB EEHEE

1£ OpenShift Container Platform 77 m_t, BEHMERINERBRRES T SHE /var/lib/firmware F&1E,

it

1. 8/ Machine Config Operator S/ & & /var/lib/firmware &% #] MachineConfig B & X %R
(CR) :
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker ﬂ
name: 99-worker-kernel-args-firmware-path
spec:
kernelArguments:
- 'firmware_class.path=/var/lib/firmware'

Q EA LR IBENEEER BN, T 5T = OpenShift, 15{#H control-pane =X master %
E 8

2. @3N F MachineConfig CR, T"H&BEHIER,

Hth BHR

® Machine Config Operator

4.18.2. 158 kmod 1%

it =
o RTYMBAMERAS SN, EHEFHEGPITE ZAFIEH

FROM registry.redhat.io/ubi9/ubi-minimal as builder
# Build the kmod

RUN ["mkdir", "/firmware"]
RUN ["curl", "-0", "/firmware/firmware.bin", "https://artifacts.example.com/firmware.bin"]

FROM registry.redhat.io/ubi9/ubi-minimal
# Copy the kmod, install modprobe, run depmod

COPY --from=builder /firmware /firmware

4.18.3. B FIR
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&
it

e 7 Module B & Y %R (CR) FiXi& .spec.moduleLoader.container.modprobe.firmwarePath

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:

name: my-kmod
spec:

moduleLoader:

container:
modprobe:
moduleName: my-kmod # Required

firmwarePath: /firmware 0

ﬂ a4k - BT S Airmware/* E#IZ /var/lib/firmware/,

4.19. %8 0 XFIZE 2 XK KMOD %

IR LATESE O REISE 2 RIIRIEF, TEREARKBEIERE (KMM) BIER FRE—EAKED (kmods).
XA BTG kmods ##Hih KMM,

ERLLT SR RBE S ER kmod R

BOX
LR T RZ ) Ready FTEMRE A kmod, iXEEERIA kmod RHIEIE :

o {ENBISIEHI—ER DS rootFS ATHRMEIEITHIZF

o #1231/iI7] bootstrap 17 &1 LB machine-config-server Ffr 3B 4% UK 5h A2 F L LAY ignition
AR

BIX

SRR RN Ready AEEM kmods, BT = Ready I Foi&ENEH,

2 kmod BI—ANRBIZ, 4 (OOT) MARENTER, BEAR T — NI sk IkshigF ko FI A
NIC, NetworkManager KT &, 2T = Ready i, EHE NetworkManager BI&KIGIT TS %
ENEIR SRR,

B2X

kmods AT LABIASINEEI Ak ME RftIkR, MEFTFICERFEMIRN, FlNiEE N,
IXLER A kmod RAIELIE -

® GPU operator
o IMLLERRER

o WG GRE [FETI (FPGA)

4191 DEE=
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WEBERREESE 0 X kmod B, 83F Machine Config Operator (MCO) #1 OpenShift Container Platform
FRNAEAREE T RA K.

REEACRINFRISIEN FFEEHMIFNNRERF, BNT RERERSRRERZ.

4.19.2. £ ipEEAEE
WIRSFRE RV, EATUELEEERMNERT, EHKMM B kmod B 0 XEIE 2 XM EMEE,

' BINRARFEEFSIFT R (Pla0, HFEER initramfs SXHR) XFITELN,
AL TRz — T E B EE,

4.19.2.1. ¥ kmod 1 AWK SHIRRF

TEEEAG kmods FHEALL AL, EXMIERT, & kmod N NIKENIERE, FHIELRHROIE—W
A inTreeRemoval F&#H Module F 3 E#H K 5hi2 M IBRA,

THEREL TR kmod LU RHRIXEH TR R BOSRFE -
o L KMM ZfFERTA AR T R LRI ENE A INE kmod I AT BE & HIMEHL BB R

o MREMFRINNEFHERET ROGERE, NXNTETUEETF. EJKMM EREA pod £
ENE AN E I TR .

4.19.2.2. FABERE R FH L

IR0 LU A 5 E B9 F 2 (ordered_upgrade.md) £ & & 0132 — N hRA{EBI Module SRR K& B
RH) kmods, BN kmods BE#EHN%,

HEIRERAREIFFAIAFY

o SHEKRENMIE, ROVERLEREIFANELRE, URREANARNT REE, AR LEEIAER
BENEFBER TR AN

o MRHFMIBFRERERS T ANERE, NXNAEETEEELIE, EHKMM GIERAD
EB worker pod, —MRATFEHE, H—TAFME. X pod FRBIHE,

4.20. KMM tEEHERR

L KMM RE R T EREHBRI, SR LU RS LS EEII R IR, RfE, KRGS ZIE
BRI HTEE.

4.20.1. 2B Operator Hi&
& LA#E A oc logs fr53kBLEX Operator H&, 0 FBIFTT.

KMM #2589 68 5 =l

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller
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KMM Webhook A& 558 B9 68 5 75l

I $ oc logs -fn openshift-kmm deployments/kmm-operator-webhook-server
KMM-Hub 2258968 5 =l

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller
KMM-Hub webhook A& 55258965 5 7~ il

I $ oc logs -fn openshift-kmm deployments/kmm-operator-hub-webhook-server

4.20.2. MREH
FERUTAHEEE KMM B4,

build #1 sign
KMM FE/3 5 kmod B E MR E LRI ES A FEH, XEEHMI1E] Module 5, F7E oc
describe module s SR HEHIRETHE, TR :

$ oc describe modules.kmm.sigs.x-k8s.io kmm-ci-a

[..]

Events:

Type Reason Age From Message

Normal BuildCreated 2m29s kmm Build created for kernel 6.6.2-201.fc39.x86_64

Normal BuildSucceeded 63s kmm Build job succeeded for kernel 6.6.2-201.fc39.x86_64

Normal SignCreated 64s (x2 over 64s) kmm Sign created for kernel 6.6.2-201.fc39.x86_64

Normal SignSucceeded 57s kmm Sign job succeeded for kernel 6.6.2-201.fc39.x86_64
B A S

KMM 7E 77 s £ IO ANE SR BN AR IR & e S8, XL E4-MEANE) Node X7, F1E oc describe
node A MEIHMKRETH, WA :

$ oc describe node my-node

[--.]
Events:
Type Reason Age From Message

[...]
Normal ModuleLoaded 4m17s kmm Module default/kmme-ci-a loaded into the kernel
Normal ModuleUnloaded 2s kmm Module default/kmm-ci-a unloaded from the kernel

4.20.3. {#H must-gather TR

oc adm must-gather 635 R WESZFHNH D H WEIFRAFNERNELESE, TUEREYNS
BT RERRER, MITERS AR

Hth BHR

® X F must-gather TR

61


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/support/#about-must-gather_gathering-cluster-data

OpenShift Container Platform 4.15 % @42 S B

4.20.3.1. 5y KMM W=

Pt
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1. 1 KMM Operator ##lI28 E IR 2R INEEIE -

a. %i& MUST_GATHER_IMAGE % £ :

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm kmm-
operator-controller -ojsonpath='{.spec.template.spec.containers[?
(@.name=="manager")].env[?
(@.name=="RELATED_IMAGE_MUST_GATHER")].value})

$ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather

pa -
INREBTE LR ZEFRRE KMM, HEH -n <namespace> FF XiEE R &
Z2 ],

b. i21T must-gather TE :

I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather

2. &%& Operator Hi& :

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller

Bl 4.1 Hi A

10228 09:36:37.352405 1 request.g0:682] Waited for 1.001998746s due to client-side
throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/machine.openshift.io/vibetal ?timeout=32s

10228 09:36:40.767060 1 listener.go:44] kmm/controller-runtime/metrics
"msg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10228 09:36:40.769483 1 main.go:234] kmm/setup "msg"="starting manager"
10228 09:36:40.769907 1 internal.go:366] kmm "msg"="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10228 09:36:40.770025 1 internal.go:366] kmm "msg"="Starting server" "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10228 09:36:40.770128 1 leaderelection.go:248] attempting to acquire leader lease
openshift-kmm/kmm.sigs.x-k8s.io...

10228 09:36:40.784396 1 leaderelection.go:258] successfully acquired lease
openshift-kmm/kmm.sigs.x-k8s.io

10228 09:36:40.784876 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *vibetal.Module"

10228 09:36:40.784925 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.DaemonSet"

10228 09:36:40.784968 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Build"

10228 09:36:40.785001 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
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"source"="kind source: *v1.Job"

10228 09:36:40.785025 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Node"

10228 09:36:40.785039 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
10228 09:36:40.785458 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod" "source"="kind
source: *v1.Pod"

10228 09:36:40.786947 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *vibetal.PreflightValidation"
10228 09:36:40.787406 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1.Build"

10228 09:36:40.787474 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1.Job"

10228 09:36:40.787488 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1betal.Module"

10228 09:36:40.787603 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node" "source"="kind
source: *v1.Node"

10228 09:36:40.787634 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node"

10228 09:36:40.787680 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation"

10228 09:36:40.785607 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10228 09:36:40.787822 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibetal.PreflightValidationOCP"

10228 09:36:40.787853 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream"

10228 09:36:40.787879 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibetai.PreflightValidation"

10228 09:36:40.787905 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="preflightvalidationocp” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidationOCP"

10228 09:36:40.786489 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod"

4.20.3.2. }5 KMM-Hub W 4E#iE

ik S
1. 2 KMM Operator hub 1 23 & IR 25 INEEIE -
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a. %i& MUST_GATHER_IMAGE % £ :

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm-hub kmm-
operator-hub-controller -ojsonpath="{.spec.template.spec.containers[?
(@.name=="manager")].env[?
(@.name=="RELATED_IMAGE_MUST_GATHER")].value})

$ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

pa =3
INREBTE L RZEFRRE KMM, EEH -n <namespace> FF XiEE M &
Z2[H],

b. i21T must-gather TE :

I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

2. &%& Operator Hi& :

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller

Bl 4.2. BRI

10417 11:34:08.807472 1 request.g0:682] Waited for 1.023403273s due to client-side
throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/tuned.openshift.io/v1 ?timeout=32s

10417 11:34:12.373413 1 listener.go:44] kmm-hub/controller-runtime/metrics
"msg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10417 11:34:12.376253 1 main.go:150] kmm-hub/setup "msg"="Adding controller"
"name"="ManagedClusterModule"

10417 11:34:12.376621 1 main.go:186] kmm-hub/setup "msg"="starting manager"
10417 11:34:12.377690 1 leaderelection.go:248] attempting to acquire leader lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io...

10417 11:34:12.378078 1 internal.go:366] kmm-hub "msg"="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10417 11:34:12.378222 1 internal.go:366] kmm-hub "msg"="Starting server" "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10417 11:34:12.395703 1 leaderelection.go:258] successfully acquired lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io

10417 11:34:12.396334 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source:
*vibetal.ManagedClusterModule"

10417 11:34:12.396403 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.ManifestWork"
10417 11:34:12.396430 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Build"

10417 11:34:12.396469 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Job"

10417 11:34:12.396522 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
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"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.ManagedCluster"
10417 11:34:12.396543 1 controller.go:193] kmm-hub "msg"="Starting Controller"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule"

10417 11:34:12.397175 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10417 11:34:12.397221 1 controller.go:193] kmm-hub "msg"="Starting Controller"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream"

10417 11:34:12.498335 1 filter.go:196] kmm-hub "msg"="Listing all
ManagedClusterModules" "managedcluster"="local-cluster"

10417 11:34:12.498570 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules" "count"=0 "managedcluster"="local-cluster"

10417 11:34:12.498629 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="local-cluster"

10417 11:34:12.498687 1 filter.go:196] kmm-hub "msg"="Listing all
ManagedClusterModules" "managedcluster"="sno1-0"

10417 11:34:12.498750 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules" "count"=0 "managedcluster'="sno1-0"

10417 11:34:12.498801 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="sno1-0"

10417 11:34:12.501947 1 controller.go:227] kmm-hub "msg"="Starting workers"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "worker count"=1

10417 11:34:12.501948 1 controller.go:227] kmm-hub "msg"="Starting workers"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "worker count"=1

10417 11:34:12.502285 1 imagestream_reconciler.go:50] kmm-hub "msg"="registered
imagestream info mapping" "ImageStream”"={"name":"driver-
toolkit","namespace":"openshift"} "controller"="imagestream"
"controllerGroup"="image.openshift.io" "controllerKind"="ImageStream"
"dtklmage"="quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:df42b4785a7a662b30da53bdb0d206120cf4d24b45674227b16051badb7¢393
4" "name"="driver-toolkit" "namespace"="openshift"
"oslmageVersion"="412.86.202302211547-0" "reconcilelD"="e709ff0a-5664-4007-8270-
49b5dff8bae9"
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