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BE1E T OPENSHIFT %7

1.1. OPENSHIFT B A /7

1£ OpenShift Container Platform 4 /1, &8 LU{FE A Web #2HI& 3k OpenShift CLI (oc) fEFH —1g{Ek
B %7 OpenShift Container Platform 58, FEEIE A AT LLURITFZE web #2H]E& 89 Administration —»
Cluster Settings 7 & oc adm upgrade %45 B%i H S 75 & Hr 0 B #TiE T,

LIHEHEE T — 22 OpenShift Update Service (OSUS), ERIEE A registry A#J OpenShift Container
Platform Z{TiRGIRMHEEF IEMRE ., I SEMLHE OCP RAMEHEE. OpenShift Container
Platform £ BAIAE B 1S OSUS, OSUS &AM EH Birr(E BN R,

LTI M Sk B o BRI 2R E A HT AR A S0 Cluster Version Operator (CVO) BB & YR (CR)

I, BEFFE, BENEESHIEERADE, CVO MEHE registry KRB A THR, FHBNERN
FRIREE,

Z BI@IT Operator Lifecycle Manager (OLM) &%8 Operator 2 BB R EH T2,
. MEFEZER, HSHEHMRLEM Operator,

BRAZITHRESEEHKIEE OCP M AWM AR AMIE R, YREHEHREMRAN, CVORTE
#74 Runlevels BOSRIIINER N B, KSH (BRARLIEH) IFHP—/NEEE Operator, & CVO
FF55 5N FA B 52 B¥ Operator B, Operator AIBERHUT R HE SN H S HHIEERATI L,

CVO s N AN RIS, URFIESEEE Operator iSRS, RATEEK Runlevel REIRRE S

FAFNERE¥ Operator #IIARITZE SRR, CVO FRIKLEF, £ CVO Bt T FEEFHEA control plane
&, Machine Config Operator (MCO) S BE#HEE R EN T mIIRERAMEE.

1.1.0. B X EFH 0] B MERYE I ]l

OpenShift Container Platform S£EFERA BT, B/LMEFREFMNE] OpenShift Container Platform &
B, UTIIKRIRBEBEXREFH AN IR

BAEHVE A AKX ?
o —NHMKXITIRARAAIE candidate HiEH,

o FEMININIAE, candidate SEHILITHRAIHRFE fast i, NISLHENR, HTREIZFZL
TThR AR,

o JEiRG, fast BN —NEITIRARLASIRFE stable Vi, XMNERKEKT fast 71 stable
Wi 2 B B ME— X 71,

X FER#THY z-stream WA, XNERBEZ—ANNFE. BE, FIREFHIIRHN
RIRARE R AT RE R R B KNS RE], @HEH 45-90 XK,

o ZFE stable JERIMR AR RAE] eus 8. eus EMNEEBEMZ, 7T AEMITEUS E
EUS BEHTEVERES,

stable B L £ KT fast FERK— PN L ThRANS ?


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/operators/#olm-upgrading-operators

OpenShift Container Platform 4.15 B R
o HNR7E fast FUEH NATHRAZILT BVAFE, ©E#ENT N5 stable /& F % 76 #Y D] ) n]
MR &,

e fast fl stable JEH X THRAMM—XHIET, —DRITRANKELINE fast HiE —E&ES A
[EF 2 HIITE stable SE, XA LIA BACHIE (AR & TR BT A REF AR NS,

o TEXMNERME, fast /i8I AKAITHRAIAAIE stable B ATA,
MR- EHFEZFEFHEEFERATREH L ?
o ‘IIERFEIHERB S NRIEYE, UBEM—DREEHRI S —PRAZRESRFHAE, R
BET I, BPARAERIERSRE. B2, ETHEFERBRE, MRESUITT EH,
AR,

o /IIERKMIEAAARERERE. AIETRSFRARGERNL, XEXNSATENERATRE
SN

o FEAMNMIRMAXZIHEFNES LT, SEEEANAERIZREE BITARABIXS
MEH. BATERMNE LT XRRHEEERIDER,

MR ERANEHRABEHEEEREH L ?

o MNRENVEVAFIE, ZI08 MERSRFBIAZITIRA P HIBRERTEZIL, NS NEIEBHABRERE
REMAEIRZEINL, SRBREE. WEHHFRADCEENIGER, FTRRIKABELR.

HLEHET—A z-stream HRASRTE fast ] stable FiEHH I ?

o EARENETREALSINERMRE, EXNEITRIRANF z-stream REBERZRARM. BE
B FHERS, IBBORIRAZSERTE, ATAERE BB KA A T IRAHY z-stream AR A,

B

ENURSE z-stream IRABERBIRLITEHE, LIEFRBREFERRLITIHE
BORR, ERBERNEE TR SR AT T RENFBEMIER,

o Kinz-stream ARG, BHESHINEIZRRAR fast JilEAR, LRE, z-stream IRATEESH
IMFEIZ R RABY stable 5iEH,

T RREATIIER A AThR A

1.1.2. = F OpenShift Update 55

OpenShift Update Service (OSUS) 1 OpenShift Container Platform 12 E0EH, &% Red Hat
Enterprise Linux CoreOS (RHCOS), BiR#t T —1 K%k, EHPTEHH Operator Iim (vertices) #I
EEENM 7 (edges) . BIFBIARKRT BRI LULLEHEIMMRA, MRSRHNERME, AFEE
SERBEHHRITITHERR S,

& BEH Y Cluster Version Operator (CVO) 2123 OpenShift Container Platform BE#TARSS, FHRIE AT
AHMAFEPRERREEMEFHMERRR, ZBEEREHN, CVO FEANNHLITHRERER
£, LITIH (artifact) FE VBRI FESRITEE Quay F,

1 7 ik OpenShift Update Service (IREFRANEHT, ATLUMER—RAKIEE BRI BE5EIE, &
METIHBRERIERE S XN FEMRAREUREMAGSHRE. TEBRINEEAMNRAE
&, OpenShift Update Service 2B 1K E R A,
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OpenShift Update Service IR H RIS EHEEEH. 1R OpenShift Update
Service AEIWAN R, XA E NEH N BEIRATRAFE S MG,

A EHISR R EMER Ti21T. B— RGNS EMENNEEL, MELNARER, Had
Operator IS R#EHRE, LIERENE2ELTF I, ARHKRICRE, B EHI2R521H OpenShift
Update Service, LMRAEE#H =S A A,

BE
MR R BB A, T FRREFLRERHOIRE ATRRA, MNREBIEHRIL,
THECRLLIE X HF,

EEFHITFESH, Machine Config Operator(MCO)SH#ECE N A EIE 28, MCO A
maxUnavailable FEXIEEMN. MANSREERFNT RBE, FEeIHCAITTRH, ERINVERT,
XAMEHILEN 1, MCO 1R#E topology.kubernetes.io/zone 1+%, X FRBEHFZTHIMMT =, R
—IMREEEZINTR, NEEEfMRIBNT R, YFRAEARNT R, NENMBEFNTR, TRIIFE
FARRT BB, BAEHfMzIBMT R, MCO —REHHZFEE M+ H maxUnavailable 18 E /T =
e, RE, MCORNAFEEHERNER.

Digk

==
[=]

XfF OpenShift Container Platform FREYFTEH2ECE ), maxUnavailable FIFAIA
WER 1, BWEAREFTUXME, B—RAFHF— control plane Tim, XfF
control plane i, HEREHXMELRH 3,

INSRIEHT Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&1E;XLEH| 25 £ FHT kubelet,
NIRRT X 2R E B HT OpenShift AP,

LETARA SN AR kubelet Bf, RHEL Hl285T/%:R([E Ready R, ENZRATART, BXETHE
. BR, ANERETRATTRTRE, AUTLUE-—ENSTEERANBERT, BRESHEHFE
{’EO

OpenShift Update Service B Operator #1— N4 % /N5 AT SE B ZH A%

1.1.3. T fi#52¥ Operator SR

55 Operator FPRESIEEA M condition KB, BERE Operator WERK I HFHAS. LTFE XL
R T — B I ClusterOperator &R BIMFIFR, B8 T EBRINFRGREMGFE Operator iIEEMW
Operator,

Cluster Version Operator (CVO) 7 5t ME&EEf Operator WEIR S KM, LUEREEE A IR T T 2
OpenShift Container Platform SE£HIR 7,

® available: &4 8! Available &7~ Operator JIREEERE A A, MNRIRER False, NMIRIE
SRAWED—ANEATEERELE, HFAFEEREEA T,

® progressing: 542X 8! Progressing X’ Operator IEFE E&I#E B FAIRIS, FHBEEBEN, =
BEM— M REREHES — MRS,
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% Operator A2 BIEFIRSR, Operator AR &5 % MHIE! Progressing & True, R
REMERRSEER, B Operator RIANE, MRS RE N True, EHEM— steady 1K
SRR S —MNRE,

® Degraded : &2 Degraded &'~ Operator EHE— &N A AR EEREE AR FIRSH LR
S. EHTREaRAHTR, (B Degraded KSR FK Operator £HEHIIF AMER,
Lk, Operator A& 54 F Degraded JREFE B4 F Degraded K.
INRM— MRS E 7 — DR SR BE K B REERE, NAEsE — N TR LR
Skik 5 Degraded, Operator fEIE B Bt 2 Ak E Degraded, Operator AJRERTR &
Degraded, LANiR & ERAEIE A TR A MEEMMEE KN,

p= Y=
bR RBRTNAIBERE W EFMAERT, RE Operator A1, Degraded &
HRAERN A P TEMERNERN BREEE,

-

® Upgradeable: 432! Upgradeable 7= Operator 2 BRELFINEFHRTSRLEH.
message FE B2 EE AN RN EMFZEHNITHRIEM AR T LT, SR GH
True. Unknown SRR, CVO foiF&E#,
% Upgradeable X759 False I, RERRABEFHFEKZEIZEN, CVO REIEREFHITZHMBN
BE, FRIEsmE (Gl EEH

11.4. T RSB RAROR KR

Cluster Version Operator (CVO) Y1258 Operator F1E A4, F 7 TTINEER IR A K E Operator 19
K. LRSS FEEMHRE, BEME OpenShift Container Platform SEEE A BRI S M AR 5.

BR 7 Available Progressing, 1 Upgradeable %, 18 N5 EfhRAF] Operator BISRMAERE,
e Failing : REEMRARR LR Failing RAEBELEVFEMBRE, TR FTEEEATFI.

o Invalid: EEFMRARMERKE Invalid REFIRABRBMEILRSFNITIRENENR, REXET I
F, CVO U HENAS.

® RetrievedUpdates : 8fiR A %4228 RetrievedUpdates X ~E M L FEHIRSHBIERTRE
1. EKRZRAISEMAH Unknown, HIREH LKW TIEKSR, N False ; AR
availableUpdates FE& = &4 B 589, 17 True,

® ReleaseAccepted : EEEMRAIN LAY ReleaseAccepted, Fi7 A True IRAERTIHE KK THR
AERABEFRIIEANTIR AR ETZREE KL

e ImplicitlyEnabledCapabilities : AR A 4322 ImplicitlyEnabledCapabilities 245 True 1k
A, XA BEENEAE BT spec.capabilities 153 KHIThEE, INRTAEXTHRLZAIR CVO &
B, CVO AXFEMINEE.

1.1.5. & WARE

Control plane (3%=#I3Fm)

control plane B control plane Hl282HAK, 15 EEE OpenShift Container Platform &2, control
plane M2 BB ITENE: (BN worker) ERIT VR EL

Cluster Version Operator

Cluster Version Operator (CVO)RSI &M ERITIE, BIRELRINEIRIRAKE OSUS, HihHRE
ERL B SR e d: 0N

Machine Config Operator
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Machine Config Operator (MCO)@— NREF U IM Operator, AFERIRERAMVBERE, BT
MCO, FAEEATLUEEFEH worker 17 )R LB systemd. CRI-O # Kubelet, A%,
NetworkManager F1Eth R4 IhEE,

OpenShift BHIRSS

OpenShift Update Service (OSUS)>} OpenShift Container Platform Rt T4 E#r, S¥E Red Hat
Enterprise Linux CoreOS(RHCOS), Bt 7T —1MEF KK, HAPaBEHMH Operator IR FNE
Eellnl,

Channels

Channels BBA 7T —/5 OpenShift Container Platform JRiRAHE X EH KM, OSUS F XN EE
BISRRE SR HETE 5 1R IE — B #1155,

RTINS

HEZHIEFT2 & OpenShift Container Platform & {ThRA 2 (BB ILE T, BIFERA EREL,
BEREUATERRENIGE. YRIRA. SN IRNEMER, OSUS HEIMNLS CVO &1,
EEEBNERPIZEIT.

HEREHZF

Fi post-4.7 EEHSBURRAEIMCH ERKEFHZHF (EUS)RA, XLERATIET 7E EUS Az
(ARt B3 ER AR, WILAEE worker 17T BV, FHALLEI MK EUS-to-EUS OpenShift
Container Platform HR 7 #5837 SR B& K8 D E J2 worker 7 sR BB #T,

MEFLELR, 1ES M Red Hat OpenShift Extended Update Support(EUS)#Esd .

Hith BHR
o HAREEM IR
o TTETFHERERIAMERE A OpenShift Update Service

o EHIIE

1.1.6. EMLFR
o EBBIITIE,

1.2. REEEHIMMAIE

LUTR/NTTH4HN 23T OpenShift Container Platform (OCP) BT IEMENETEHHE. BXEHOMITIE
H—MER, 1HSH OpenShift EFHE T

1.2.1. Cluster Version Operator

Cluster Version Operator (CVO) 24wEdF /18I OpenShift Container Platform B 2 EEH M4, £
REFIESRRIRET 2, CVO RS ZERR Operator BF R S LB TTRHPHE RIF1THIK, #
2= R LA GRX L BRI LR S S AR R S L,

1.2.1.1. ClusterVersion ¥

Cluster Version Operator (CVO) 1 #2#%E 2z — =& ClusterVersion FiR,

EE 51 F0 OpenShift L4 AT L@ ClusterVersion X545 CVO BEHRE, FIEH CVO RAET
ClusterVersion X REBH, a1 CVO KA KRBRIES REVIR S,


https://access.redhat.com/support/policy/updates/openshift-eus
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/postinstallation_configuration/#machine-config-overview-post-install-machine-configuration-tasks
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pa =

AEBEEEN ClusterVersion TR, &Rz, A oc CLI =k Web 124 &% EOREREN
BET B .

CVO 29585 ClusterVersion %RER spec B FEAM B IR SHTHE. HAAENLITHRAS
SEFRZATRRARER, hiASEHEE.

BT ARUE

ClusterVersion FiRLT @& T ANEHRER, XSEITHEH, EXREER NN ABAREREFNS K
[T AR, XEEHRMNEZEER, BT H CVO M{a1E ClusterVersion FRA4ETHER, 5
7" BB Al MRS ER A

o EAILMERUTRGIEMATHES :

I $ oc adm upgrade --include-not-recommended

pa =

Zi4-# --include-not-recommended S S IERI HMIEHT, (ERHEER NN AE
S BB RN S M A B VG,

-

A a5
Cluster version is 4.10.22

Upstream is unset, so the cluster will use an appropriate default.
Channel: fast-4.11 (available channels: candidate-4.10, candidate-4.11, eus-4.10, fast-4.10,
fast-4.11, stable-4.10)

Recommended updates:

VERSION IMAGE

4.10.26 quay.io/openshift-release-dev/ocp-
release@sha256:e1fa1f513068082d97d78be643c369398b0e6820afab708d26acda226294095
4

4.10.25 quay.io/openshift-release-dev/ocp-
release@sha256:ed84fb3fbe026b3bbb4a2637ddd874452ac49c6ead1e15675f257e28664879¢
c

4.10.24 quay.io/openshift-release-dev/ocp-
release@sha256:aab5163646005a9757b736a29bc92adabe6e6282e46b06e6fd483063d590d6
2a

4.10.23 quay.io/openshift-release-dev/ocp-
release@sha256:e40e49d722cb36a95fa1c03002942b967ccbd7d68de10e003f0baa69abad457
b

Supported but not recommended updates:

Version: 4.11.0

Image: quay.io/openshift-release-dev/ocp-
release@sha256:300bce8246cf880e792e106607925de0a404484637627edf5517375517d54a
4

Recommended: False
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Reason: RPMOSTreeTimeout
Message: Nodes with substantial numbers of containers and CPU contention may not
reconcile machine configuration https://bugzilla.redhat.com/show_bug.cgi?id=2111817#c22

oc adm upgrade 5 & if] ClusterVersion FELURERAT A EFHMER, FHFUALRT ISR TR

'-IE;O
o EEKME CVO UIEMEZ T BMEHIEN—FAER, FRUTHSEI ClusterVersion TR :

I $ oc get clusterversion version -o json | jq '.status.availableUpdates'
I

[
{

"channels": [
"candidate-4.11",
"candidate-4.12",
"fast-4.11",
"fast-4.12"

],

"image": "quay.io/openshift-release-dev/ocp-
release@sha256:400267c7f4e61cb6bfa0a59571467e8bd85¢c9188e442cbd820cc8263809be377
5"’

"url": "https://access.redhat.com/errata/RHBA-2023:3213",

"version": "4.11.41"

b

o KU EHATRERMER

I $ oc get clusterversion version -o json | jq '.status.conditionalUpdates'
I

[
{
"conditions": |
{

"lastTransitionTime": "2023-05-30T16:28:59Z",

"message": "The 4.11.36 release only resolves an installation issue
https://issues.redhat.com//browse/OCPBUGS-11663 , which does not affect already running
clusters. 4.11.36 does not include fixes delivered in recent 4.11.z releases and therefore
upgrading from these versions would cause fixed bugs to reappear. Red Hat does not
recommend upgrading clusters to 4.11.36 version for this reason.
https://access.redhat.com/solutions/7007136",

"reason": "PatchesOlderRelease",

"status": "False",

"type": "Recommended"

}
],

"release": {
"channels": [...],
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"image": "quay.io/openshift-release-dev/ocp-
release@sha256:8c04176b771a62abd801fcda3e952633566c8b5ff177b93592e8e8d2d1f8471d

"url": "https://access.redhat.com/errata/RHBA-2023:1733",
"version": "4.11.36"

b

"risks": [...]

b

1.2.1.2. B o] R 4L

Cluster Version Operator (CVO) & E#i 7 1) OpenShift Update Service (OSUS), LUKER 5 Bl #EHE
KRR, ITHREETERNIIE, AfE, CVOREXEMENNEERRFIEMN
ClusterVersion T5/R# availableUpdates=ir conditionalUpdates FEX 1,

CVO EHRERMEHUEH NG, XLEXET OSUS IREMEIELE, HPEETRAITNEIZR
FHRBHEFNEHMAHNEMNREANER. ASENEMRTEAFERFENERN, NEFEREST
BB ERNNHERFHER.

CVO RIFBEBENFEEFNRENGE RO ERERSE. R CVO AMERHSEMHEER, CVO&
b {E BRI ETE ClusterVersion %JREY conditionalUpdates FEX R, MR CVO A IIEEE S BHHIXSE
RILfE, SFEEBESEHERMNLE, 28 BEIMATFETE ClusterVersion HRE#H availableUpdates
FEEH,

A SRE, Web #2HIA3K OpenShift CLI (oc), EEEABEA IR ERILER, BMZFHEFHEDN
BEFBIE A XNGNE—F iR, UEEEA T UMEFRMHAENRE.
HiBR

o EEITEIUMIBRFIFLL

1.2.2. RITE5A&

RITERZHE OpenShift Container Platform (OCP) RAMIZZ AW El, ©EBEXITRATEHE. 5417
MR APLEERY Cluster Version Operator (CVO) Zi#tHISI . BRE A OpenShift &8 Operator FTHRMNE
NEH, LUK OpenShift IRABIFTE A2 BRI SHA FIZE M AS| AR,

BRI LT U TSRO ERELITHENAR ¢
I $ oc adm release extract <release image>
it N

$ oc adm release extract quay.io/openshift-release-dev/ocp-release:4.12.6-x86_64

Extracted release payload from digest
sha256:800d1e39d145664975a3bb7cbc6e674fbf78e3c45b5ddedff2c5a11a8690c87b created at
2023-03-01T12:46:29Z

$ls
0000_03_authorization-openshift_01_rolebindingrestriction.crd.yaml
0000_03_config-operator_01_proxy.crd.yaml
0000_03_marketplace-operator_01_operatorhub.crd.yam|

10
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0000_03_marketplace-operator_02_operatorhub.cr.yaml
0000_03_quota-openshift_01_clusterresourcequota.crd.yaml

0000_90_service-ca-operator_02_prometheusrolebinding.yaml g
0000_90_service-ca-operator_03_servicemonitor.yam|

0000_99 machine-api-operator_00_tombstones.yaml|
image-references

release-metadata

Q ClusterResourceQuota CRD BYE 5, AT Runlevel 03

9 service-ca-operator 89 PrometheusRoleBinding ¥R;& %, AT Runlevel 90

9 X AR AT AR AR B9 SHA T Z RRAN S| B 5K

1.23. B IR IER
TS EAERT OpenShift Container Platform (OCP) B#id f2 B4 T/EH -

1.

1.

BIrhR A72E7E ClusterVersion %R spec.desiredUpdate.version &/, % F &A@
Web #Hl&5K CLI HTERE,

Cluster Version Operator (CVO) 1% ClusterVersion %EH# desiredUpdate 5 a5 8
MRAARRE, EF OpenShift Update Service RBIEIFEIE, CVO AT HEIEREIRA R N A 1T
BB pull spec,

CVO Llftﬁiﬁ’f“ﬁ{%E’J*”‘TE?’FGE%‘TEO NSRRI AR SHA BZF I ME—MR 2L THE
PRRFF, AMAEXRENE UEL RN ITHRENMELZLNER, CVO ERARERHATIFRELR
ifl:'—r‘r*ﬁﬁﬁ’ﬂE?ﬁ%ﬁ%@ﬁﬂﬁ’ﬂ%%%%‘ﬁ&%ﬂ%%o

CVO 7z openshift-cluster-version p 4 22 (] Al — %/ version-$version-$hash HI{E
e e ERHITLZTIREGENASS, ELEER IR TH TEER G, R, FLEER
FITBUBEM A (THRIREEI CVO ViR EZES,

CVO FFR EXHSE H A0 T HE.

CVO @& —L preconditions, LIAREREFEERNE BN EHNZEYE, FERETERMIESE
ka7, XLERHEFETLLE CVO RERE, SNHHENEEE Operator ik, AT Operator ik
R R] A — L AR B

CVO LA status.desired it KEZ ML ITRA, FHUB—INEXFEFHH status.history £ H.

CVO FIATAE B & 1THIRAE R, 52F Operator ZE#7 Runlevels ORI ERE#T, CVO
1% Runlevel AT A Operator 7E#E A T —25 1 BT 5E AR B #T.

CVO ABMBHRAENRRHN A, MA CVO HER, HEIN CVO pod &1F1E, FHEAAR
A/FEIHI CVO pod, #THI CVO RSN ARIRIIE .,

: E%ﬁnLﬁ, FIEEA control plane BT EHARA, %Aiﬁ Operator AJRERIE LR P IT

B#{ES5, BE( @it Progressing=True s & IR

Machine Config Operator (MCO) JEH N AEIHRERE, AE, BHHIMCO AFREHFEN TR
HRSGEBEIIRIERYL, BENTRUEKEFREFES TEARIHE. BHNER.

1



OpenShift Container Platform 4.15 B &EEf

£ control plane B#i5ERkfE, KEEIRE (EEHAMBETREZE) . BHE, CVO LEFMBEREFHIRMU
PUfi & 1T 5t A AT IR,

1.2.4. TR HAE a0 N B

E A ENTZ AR, ZITHRRPIREN—EF RN IR EINFR A, 50, »AfErERm B E L
JRRI 0% CustomResourceDefinition iR, #4, ©THTEFEHENEEE Operator BIZHEIF, LMER
RIZEHEREREFH TR, Cluster Version Operator (CVO) @iz 1T (runlevel) BIME S L HEX
ZERIE,

IXLEARGITAE & TR B B XX & R TS

I 0000_<runlevel>_<component>_<manifest-name>.yam|

fuan -

I 0000_03_config-operator_01_proxy.crd.yaml

CVO FZERERNIE AR, Heh CVO EEL AN :
o EEHMIRA, EESBITHINERZIISNBEIRIZITIREH,
o FE—NZITHHIH, BLAFTNARRAMERER,
o E—MNZfTdIH, HEANHMBE B LT AN A,

SRIE, CVO $RBR 4 B BYERIIIE N I 54,

—

FFRELERRRE, CVO ENABHRFBEZERR, FREINMETRAZEERSER

INE#H, LIRS IR E— LN A, %fF ClusterOperator 5TiR, XA HML, M
CVO 2ERFEEE Operator EMTH B &, AEEHH ClusterOperator X5,

CVO TEH AT —MZTHHIaEFE Runlevel FBIFRAEEE Operator B AT &4 -

e %5%¥ Operator §—* Available=True %1%,

e %:%¥ Operator §—* Degraded=False 5%,

o £E Operator BBAE(1E21E ClusterOperator FiRAA LI B AR A,
BLRERIRERERENFRTR, CVO FRHRETM, MUBRELZTIO| AR SMEE, FAaThA

FATHRABEHAUTEE 60 B 120 28, 1HSH T & OpenShift Container Platform BHTRFLEN
] LA T fiR 88 % 75 % RN BB S R LA AT A4S R

12
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@ Completed Cs In progress ® Waiting

C,': Runlevel 20

@ etcd-operator > KAO Deployment
pods performing
@ 0000_20@_etcd-operator_0@_namespace.yaml additional processes

@ 0000 _20_etcd-operator_06_deployment.yaml |

Progressing=True
C' kube-apiserver-operator

@ 0000_20_kube-apiserver-operator_0@_namespace.yaml C' KAO Cluster Operator

@ 0000_20_kube-apiserver-operator_06_deployment.yaml — Progressing=True

C" 0000_20_kube-apiserver-operator_@7_clusteroperator.yaml _—P version=4.Y.0LD

(© Runlevel 25

(© kube-controller-manager-operator
(© 0000_25_kube-controller-manager-operator_@@_namespace.yaml

@ 0000_25_kube-controller-manager-operator_07_clusteroperator.yaml

(© kube-scheduler-operator
@ 0000 _25_kube-scheduler-operator_0@_namespace.yaml

(© ©000_25_kube-scheduler-operator_@7_clusteroperator.yaml

(© RunlevelN

ELBIF, CVO RERFATAE LETE Runlevel 20 F5EM, CVO FrTEEH N AZEI Runlevel R
Operator, {B kube-apiserver-operator ClusterOperator 1EE8E T #ThRA BT — LR 4E, kube-
apiserver-operator ClusterOperator ;&;J Progressing=True x4 F=BALLHE, BHEEE
status.versions FEBAFTARA/E NTIE, CVO ZF#F ClusterOperator IR E AR HPRE, ARBTE
Runlevel 25 FFEATHIAE .,

Hth TR

e T OpenShift Container Platform BT #F4LI [H]

1.2.5. T fi# Machine Config Operator SN{AI & #7 17
Machine Config Operator (MCO) $$##Hl2sE &R FEIE A control plane T AT E T R, EVIREEE

BFTF2A, control plane T AT E T mHHS B B OMNSBEE LT, HPNStEaHTE
#1. .spec.maxUnavailable S (BAUINEH 1) RENISREE MNP A LR OB BT IZABT R

13
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Digk

==
[=]

XfF OpenShift Container Platform FREYFT AN 2E2 &, maxUnavailable FIEKIA

KERE 1. BWWEREFTIIME, B—RIREH — control plane T, X F
control plane i, EREFHXMELH 3,

LNREEEIHFIREIN, MCO RREMPUFATANT RBE, MRAARENTRNTF
.spec.maxUnavailable FJ{f, MCO 7Eth A% o ™ m/S LA T RIEFF -

1. cordon #1 drain ¥ /=

' S AR, TR TR IR AR,

2. BT RBRAEEFBEIERS (OS)
3 EFEITTR
4. BUBHAT R

— AT RITECEXNETTRE, BECHBCEEY, BTEMAETUERAERIES, MCO FBEHT
=, BEEAFRATAT A EZET .spec.maxUnavailable FJ{E,

L mSEREEHFH L AT AN, NBEERPATRANT RBEKEH /T .spec.maxUnavailable.,
MRFEZEFHRNT R, MCORETRLEEINEFIIRE, BEEFRXZEE .spec.maxUnavailable R
HiE, EAREESE, BEIEA control plane T I E T RS E#.

PUR R TERHR T XA T 27E 5 N mBl & hanfm & 4, H .spec.maxUnavailable
3, METREMTHA :

1. MCO 4B R 1. 213, FHFMEFEEN].

2. TR2EmEEzE,. ERFHBEXATA, MCO X8 4 #1T cordons, FFIAHEET =

3. TR SERRHEZE. EFEIFHBRATA, MCO X1 = 5 34T cordons, FFIAHEZE T =,
4. TR 3TEMHZE. BEEFERTH,

5. TR 5Bz, ERHFERTMA,

6. TRA4THEEE. EEHFBRTMA,

RN T RHEFR BRI FEMAT R, AULAPH—ETSeaTE2TRENNERF, B MCO
HH

BRI LLZT AT e RGBSR E EHVRE ¢

I $ oc get mep

A

14
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NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-acd1358917e9f98cbdb599aea622d78b True False False 3
3 3 0 22h

worker rendered-worker-1d871ac76e1951d32b2fe92369879826 False True False 2
1 1 0 22h

L th BT iR
o HEsECERR

\

1.3. TAEAEFME A ITHRA

BIAEE— DRG], e LR 1 E EHTEEFH OpenShift Container Platform JRARA., &1
WAV P AR R EHFIAT 5], Fi@iT fast. stable. candidate 1 eus 573&%, Cluster
Version Operator f AEFHLER AN EFFEI LR EMFMHER, DURHER T ANHEENZEEH
%Q

FHR B S OpenShift Container Platform BURAR A XEL, #HEARMMASKREFSAEZARINEIR
REEA, BMfEESTFEBENLSIURRA,

5140, OpenShift Container Platform 4.10 BHVEIRHLATEIL ¢
o 7£ 410 NEH.
e 49 FFRHEHR,

o MA9AKE 410, RIFFAHE 4.9 ERRAEIHE 410, BMEE B ILENHE K/ z-stream hix

o {IE eus-4.10 : 1T 4.8 HEHT,
o (VPR eus-4.10: M 4.8 #H2F| 4.0 BEI 410,, RIFFIE 4.8 EHBXEHE 410,

410 BFVE RSN 41N HESIRANEH, XAIAHEEE G BREREFH L E T — OpenShift
Container Platform JRiR A,

BETIE RIREI A TARAERE, TREMERENEERA. FERAE OpenShift Container Platform
#) openshift-install Z# &I X184 RLEIZ R,

OpenShift Container Platform 4.15 24t T LA F B #1058 :
e stable-4.15
o eus-dy (RIZHEUSIRAE, BRI EUS RAZFIFIEHT)
e fast-4.15
e candidate-4.15
INRIEARFE Cluster Version Operator MAHICEIARSSIKEX AT ARV, ERTLAER OpenShift CLI A

# oc adm upgrade channel S SECEZHE, a0, HEEEZIRMLEG N B %A A AT 15 R B FH 2
BEUARSH, XA EERE M.

15
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Digk

==
[=]

TIE I F 4 EI OpenShift Update Service BIXBIRRA, X FRARANEHT, hRAI
BIELIM, IR ABNRIEIEEL AR A RIMAL, TERIESZAIRANERRME,

1.3.1. EFyiE

1.3.1.1. fast-4.15 #ii@

LITIE R BARR AR N IE A 1T (GA) hRARS, fast-4.15 #lE#KE /) OpenShift Container Platform 4.15
BIFTIRA, Et, XERAETE R, ATETINE,

1.3.1.2. stable-4.15 5@
BARYT NN LA eSS LA HILTE fast-4.15 FEd, {BiXERABAREEE —BIE RN E SR

INZEl stable-4.15 &+, XML RIRP, SMNSNRREREFITATRETROH, KEXE
FlERE, XERAFRIME stable FHEH,

HFREREBHEIE RN AERSRRME, FILAEREIEIGEEEZ T

IRHAE| R &3R4 Service Level Objective (SLO), MIEEZER, ES R EEEHMNIER
g

HERENSERFRIA I EA stable JiE,

1.3.1.3. eus-4.y 58
BRT stable MiEH, FIELUEFEIEEH OpenShift Container Platform YRR AARIRHLIE K B 7
(EUS), 172 stable #EHIRRA L ERTIRFEI EUS #iliE, EUS HIEMEEBMZ, N7 AFEHITEUS
E| EUS EFTRUSES

p= Y=

PRAEFIFE EUS 1T REE AT LTI IR A EUS E4 G AT R RPM(rhel-*-eus-rpms), ©
I1ERRES 2R KR M, AR SR,

1.3.1.4. candidate-4.15 5@

candidate-4.15 JETEE F S LR X DA RV M, REREIHEHHINNRETEFTSERE
GA ZRIMIFRERZ GA RAHINEERI T EIIRESR. Ho, XEMAZREZ IS FTERIENAR, TRET
SNURH GA IRAREEHRKRZE, BT XLEIFFET, RS EGERTHEMERREFTESHN
B8,

1.3.1.5. EFSE IR
OpenShift Container Platform 47— B #HE RS, ©HEEREM OpenShift Container Platform

FRA LA R S8 BRI ER 2, AEIRT T —iRA, FEHIBELNRT 5 HRIAmENE R R AR
KEIhRA,
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EAIESE R BRI T ZAThRA
® 4150
® 4151
® 4153
e 4154

ZRRSS REW I NIK BB MR/~ ER VISR, Fla, MRENEEN 4151, OpenShift Container
Platform 7= 4.15.4, UM 4151 AL E 415.4,

BF

EAFTE—EDEENNT SHITHL, BEXDTOH, ZIEHEE (BEFREH)
845 4152, REABISHARHFF 4.15.2 B,

1.3.1.6. BEHE AN
THER NI A FRBIRA, LURIE X AR AR INE 8BRS AR LE AR A R B B 5T R R,

YNSRZINE MR SRV A AT AR A P IBREERTRIN, NS NEIEEARRRRA RGN ERZIL, B
=, HREHIEE. WEFFHREABEEFERINER, TRReE LR,

M OpenShift Container Platform 4.10 &, 7EFINEFNICH, SI1EERANEXEHRHNFEETK
S BNBHMNCHATREERTAASER, BRNANSHERGTRNER, L RfIaEY
Platform % & None, % CNI#t) 5% & OpenShiftSDN, Cluster Version Operator (CVO) 4k
T HRIRER S B NS, MREHENXGTE, NEINES, MRXEEE, NsZHFXEEHTER#
=, FRET ISR, SENETEDEHEEIRAERTES NS EL.

LBILIEEFE R BASR M BRI NXIGET, RIEFRTAMEXIE RN RENZERIE, Conditional Update risk BB
ATRERTEEHTIR A BT RSB 2RI B4 &

1.3.1.7. NERBHEFIEIABIIE

WEFEE HRIIHEE R SRR,

B, EREEHTREERIRRAR, HFE5 LRRARRAIE R BRIERN A z-stream B, B

FREWNREER, EF—NPKRTFELURRENTRIGE, UBRE—IHSIEFE, SHEEHREZ
IRA, EHREFRREHSLSRIRA, T—MhRAZ T — EUS hR A LECHIIINE,

HF I WERSRRAFERHRFIE 4, BRI EBIIT R EUS B EUS B#HT HMHITE
#o

HOR, ENOZEFEEFRER rollout 2RB&, HZMEREAT — GARKE, ERILUEFEM fast Sl fhifsF
BHT, HEBTREFFLIEFIRERFAE stable S8, fast-4.15 # stable-4.15 AR IR AtEIEHTE 4R 5T
X8, FMEFEEESTPRERE, FATRARA S stable SBRIAVRAE R R BHLEH MLE
R [AIBME— X ], W &3 z-streams BB E RTE— RN RIRFAE stable JiE, {ERHEKH
RIRA AT RIS R BT AVIEIR GEEy 45-90 X) , TEEFEAIEIEIIEE BRALEIR, UERF
2l stable FGERVR T AT RE S SEMM B R 1141,

A%, BILNERTESIBHK AR FREFBE fast JiE, 47
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o MENAREMEES, UEENERNER TGRS,

o ESHERMIERTEE CVE N ARRE, CVEBEREL3|I AL, FItZAHER{BA
ERAFHAE CVE BE M z-streams,

o REMEURE, MREHAHAATEZHENFSKIER, NEFSHINRARZRNE, MAEF

o XBRIE, LIERHEMEMEBNESHERITHEFPRER, FLATUERBES SEHR
AR K B9 AL

1.3.1.8. R ERE

INRE B 27 OpenShift Container Platform B EER R, BUINEES T GREEHIZIIEENIZ R
HRER. ERAYIREHR, AP REVURERIRECEXLERAR T, RELTERT XLEER]
E LR T IEFRRARA,

1.3.1.9. TE4i8 5] B

AT LAM Web #2414 2%5&;T adm upgrade channel €45 E #5758 -
I $ oc adm upgrade channel <channel>

INRIENHENE B QIELATRABIE, web EHIGNERER. ERALRIAITRARIHES, web 2
FETHEEEEFR. BE, EIUEEARRREORETE,

RSB I RE R RSB B SRl RTRESE LT &4 -
o INRIEM stable-4.15 5B fast-4.15 Hil, EHIEEHDAK I,
o (RETLIFENtI#:E] candidate-4.15 Ji5&E, 1B IER —LE L ITRR AT B4R S,
o MREHUFHRITARERLMIRA, NIALAM candidate-4.15 5B t# X fast-4.15 JilE,

o (IR FILIM fast-4.15 JE LN #LE] stable-4.15 V&, MMRUFIRAREWIZH, NFERE®
% —RIERIZLZITHRA T S HINTE stable-4.15 #,

Hi 5w
o REFE—TERGNAIREISLTHR

o NEREHERE IEMARYIIE

1.4. T2 OPENSHIFT CONTAINER PLATFORM B $f 3 2205 4]

OpenShift Container Platform B#THr4EH [HRERB IR, XD TR HBNE T ARSI B AT RFS [7] 89
R3R, FABEREFEHEINRHATHEON A,

1.4.1. RN AT RFELN A MR 3R
LA AR R R R R SR B B AT ST 1] -
e 3&jT Machine Config Operator (MCO) it & R EE TN BE B
o H23ECE ith B9 MaxUnavailable FI1H

18
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Digk
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[=]

XtF OpenShift Container Platform IR A #2380 B

#, maxUnavailable WEIANKEBER 1. EWERERTSX/ME, B—K
HEFH — control plane 77 s, ¥/ F control plane i, 1EARERXME
h 3,

o pod HMTIE (PDB) X ENH/NBIAEH B DL
o KRHPHTRE
o SR RMRERIR

1.4.2. REFEHITER
£ OpenShift Container Platform /1, SEEEEH D NHDMER

e Cluster Version Operator (CVO) BArE#H AN /1 HEE

® Machine Config Operator (MCO) 7 sR BB ¥

1.4.2.1. Cluster Version Operator Bir B H AN HERE

Cluster Version Operator (CVO) 13 BB # A 1THREFH N AEIER. /F ) pod i2{THIRTEAHERTE
XA EREHT, EHLAEMNE Machine Config Operator (MCO) B#i, XMNMIR2AREEE 60 F 120 9
B,

: I CVO MR B A,

1.4.2.2. Machine Config Operator T/ s B #T

Machine Config Operator (MCO) f##l. 23 B & N FAEIE A control plane Mt E TR, fEitidi2
i, MCO 7EEBMEN T R HUTLTERE -

1. cordon # drain FiE TV =

2. BHRIERS (0S)

3 EBHMEISTR

4. BUBMVHARIE T RAET R LR TERE

L RWEBI, THEMETERAEREA,

TR ARME FIBUR T Z AR, ST RMEMEBMEE. i ETREEE 5 2= E KT FRTTHK
BT R
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PR T MCO 4, 1BNIZEBIUTSRBIRN

e control plane T REFFFLLAT 2R FNE, BELITETRERE, B control plane TIEM %

HFREFHAPREGFZ AT T M,

& 0] LLE T ¥ maxUnavailable FEX 1% & /7E Machine Config Pool (MCP) AT 1 kFH1TEFH
ITET =, MCO 24 1 maxUnavailable 15 EM T =g, FHinc el TiEHFITER.

LIK7E MCP L1210 maxUnavailable I5f, ©rILEENhERNER, BE, WX
maxUnavailable X/&, BRFEBILANTI R, pod REFTIE (PDB) fRiF TIE G # R 8E A HE
e, EATEFRBFENT mkizTalA, NREH MCP #2101 maxUnavailable, EffRIDAE
BWHIE R T SRk fo1F PDB R B9 TVE ff HiHEZe,

TR EHE, ESUABERAMAE T REA A, TR AT RER R BE R R/ BT R AL (],

FT RN 28201 maxUnavailable #1 pod F#ri&E.,
ZMAKImRPREET RS, FiBfTUTeS :

I $ oc get node
I

NAME STATUS ROLES AGE VERSION
ip-10-0-137-31.us-east-2.compute.internal Ready,SchedulingDisabled worker 12d
v1.23.5+3afdacb

ip-10-0-151-208.us-east-2.compute.internal Ready master 12d
v1.23.5+3afdacb
ip-10-0-176-138.us-east-2.compute.internal Ready master 12d
v1.23.5+3afdacb
ip-10-0-183-194.us-east-2.compute.internal Ready worker 12d
v1.23.5+3afdacb
ip-10-0-204-102.us-east-2.compute.internal Ready master 12d
v1.23.5+3afdacb
ip-10-0-207-224.us-east-2.compute.internal Ready worker 12d

v1.23.5+3afdacb

NS mAIR SN NotReady =X SchedulingDisabled, Mi%T AR, HiX&gnmE ks
IS ]

& LR BFF Compute » Nodes M web #2l& A Administrator MlERE T mEPRE,

Hith B

o 2B EMit
o Pod HETIE

1.4.2.3. (£ 8f Operator BB HFF LA (] =1
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etcd

]
Kube API Server -
Kube Controller Manager -
Kube Scheduler -
Cloud Controller Manager .
Machine API .
Other Operators in parallel -
Network -
DNS .

Machine Config

0 10 20 30 40 50 60 70 80
|

Time in minutes J

. Control plane updates Node updates

FEERT &B¥ Operator AR E AN EIHFTARAHINT BIRAF), XDNRAIEF—PN=74 AWS OVN &£
B, ©E—1MMERMITHE MachineConfigPool, & BFERKI A FEEBFZRMTEMZE, M 413 AHE
414,

o KR XH Operator WEFEEMFLN M ARKENLNREFEMERFR, ME
PRARAR, T R ERE MR AR BT B9 TR AR,

e AL Operator (#0 Cluster Version Operator) S7EENFAEHRES, XL
Operator AILATE K &R, SESETEIMICH"HM Operator FT"HIETZH
Operator 44/,

B/ &EE Operator WFHERFIMEIEH B BRI A, Fla0, 7EXRFIF, Kube API Server
Operator BE# T +—2 8 FEEFE#H, F 7y kube-apiserver IRt 7 £ 2K 1L H, XBEKREVAEN in-
flight ERATURELTMR, XATEES S B X kube-apiserver BIFf[A]E K, X FiX4 Operator, &4t
BEHTRE, LAASBNRA L 3 PRI B HTHA (A SR BF ThBE RO ARk,

22017 Operator BT HFLAT ] 895 — MEFER Operator & {# A DaemonSet, Network 1 DNS
Operator {4 full-cluster DaemonSet, X7 RERE B — LT 7] F BEHE E MR AN, X 21X Operator B
FERREFKNERZ—.

B L Operator BB FTIFLLAT A EBRURA T EEAR SRS, 80, Machine Config Operator BHTAT &

BhMEN T RN AVSREERN. SEGRD T RIEEMELL, Machine Config Operator ISR E¥HER
AT R 2B,

AE
BFNEEE Operator IR DB — NN ER, AL HH#TEH. E—MEEHHI Operator AT LA

RN SE#T, AEMRFE Operator JILEFFIREH, BEEIFA ZHIHN BT IIE, W
FEZER, WEH"RNIMEIR" SO P T BRI NN AE R,
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Hith BHR
® OpenShift B#TTE T

o TREFTHAR AN R

1.4.3. B KR E A

RERFRI) LB FE FOVERME T RERERERNRELE, B2, WRHBREEFTH, ETU
AL T A E R B R BRI

Cluster update time = CVO target update payload deployment time + (# node update iterations x
MCO node update time)

TAEFERBFTEFHN—DPHE DT EEM, control plane THEEASSITET RFHTEH. 54, 1R
#& maxUnavailable (B LAFITEH —PNHZ MTET =,

Digk

e
== |
XfF OpenShift Container Platform FREYFTEH2ECE ), maxUnavailable FIFAIA

KERE 1. BWUEREFIIME, B—RREH — control plane T, X F
control plane i, EREFHXMELRH 3,

Blan, BHEBEHFEE, FEBE—PBEB = control plane 7 s # OpenShift Container Platform 5%,
UREBNENEEKRN S 9T EEES,
p= Y=
BRRFETRAMBNNFEIERATRE, EREMIR, EHENAEEZRN 15 2 28,
MEMEENAF, EEFH5IFAEFTERL 15 9.

75—

LI control plane FTTE T A2 EL & th (MCP) B9 maxUnavailable 1% & 15, fif 6 MTET R
KEBMERPER—HITER.

I Cluster update time = 60 + (6 x 5) = 90 minutes

g2

wARS T E T A MCP % maxUnavailable % &1 25, HPMTET SAEENERTHTER. R,
CEE=NEREEHFRE T R

I Cluster update time = 60 + (3 x 5) = 75 minutes

BF

% F OpenShift Container Platform FBIFTH MCP, maxUnavailable B9ZIAIXE N 1,
BIEAERN control plane MCP A1 maxUnavailable,
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1.4.4. Red Hat Enterprise Linux (RHEL) it &7 &

Red Hat Enterprise Linux (RHEL) i1 &1 & 241418 FH openshift-ansible SR E#17 R Zi#HI4H A, B
#r RHEL 1T &% B9 FRET A A0 5 Red Hat Enterprise Linux CoreOS (RHCOS) it &1 AR ATRE,

HibFR
e I RHEL i1 &E#H2%

1.4.5. Hth 55R

® OpenShift Container Platform 224

® OpenShift Container Platform B #T
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B2E EEEMER

2.1. A5 FYE OPENSHIFT CONTAINER PLATFORM 4.15
TRELSEREHEE QDIHITIES T RERTIRILER, URMARMRIHEHHREAAN,

2.1.1. RHEL 9.2 &R E R {E

OpenShift Container Platform FI7EEF RHEL 9.2 EHIRIER Y. TTE, WMEMHEKRIEINE x86_64-

v2. Power9 #7214, & RHEL ZRI R, WA LURIRBIX A KCS E Ry & BRIE BRI
IEFRAM,

HE

RSB EMNMRHER, BHTRGEL, EHENE MR L ERIITH, 0%
BZ{ER, 1554 Red Hat Enterprise Linux Al ] - EfhZ32

2.1.2. Kubernetes API iR

OpenShift Container Platform 4.15 #3% A&k Kubernetes API,

2.1.3. A REERTRINE

RHEEF 2— BB, ©OR, BFREEERNNBREFHNENNCTAHEE, Cluster Version
Operator (CVO)& & #i#1f) OpenShift Update Service (OSUS)LURERE X BHE M RFTEIE, —LEE
ENEF BN REREES HE XN,

CVO Il AN, MRAETNER TR, WEIMRAEHERFNETERBEREM. MRNEHR
EEM, HEERN CVO TR, NEHEMFIRGEHRFIHEFER,

HINH B R B B IR AR SR RA BN, BUIHESERFEREZRANNG, BF, MREEE
FEFEFMEZBIRE, NEFSEFAEHFNERRE,

BE, MRENARIZRFFRANIER, Hi, MREFEEE—INEEM CVE, IEE CVE 895
WA RERBIT SRR RN, MR LSTRU TES AR S RRLLIEN B NSRIT :

o TEFRAEFIMERHRTERITIZHMNL, LULEREMTEE MR R TR R
o RBRUEIHEBRPREMNGERE, HERFHER HBECESTRISREFHIIRG, NR
REHB T AN, IEBCRIINESIFEHIIA.
HiBR
o EEHTAI MMERIITY

2.1.4. EEEHAIN eted 515

eted FIDFERBNSREMA KRN R, EALUEREMDRZAAEIEER TRERFHRS, BNEE
ERE B LRI RS TR SRR,

HEHETXXH, MREHFIABNITEEREER A RE B URTRERANER T TREE R ISR

#, EAILLZEHIT eted IRE, eted IRE ATRERR A H RN E ERIZTHIRE, NRERE(FI&RE
BFER,
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Hitt, etcd IRERNBIEENRARRA R, HEEPEFHERILREAIMRA, 10
RICWEIHTIETR, HRRALES .

BNANEBRETN eted MEWHFTTHE, MFEELER, ESH"KE etcd HHE"M"RE BILIGTREEHR

Hib ¥R
o &7 etcd
o REF—PLIBTHISERER A

2.1.5. LRI RAE L ER

OpenShift Container Platform 124 T AT SEME AL, IR ATEEREEHHA RN ITIE A PR, BRIE
SBHAEIMERNCFIARRE, BNEFRRRE,

XA SRR FI L e — L KRR G, EHAURREMS MERRRERINEREHRNNS.

2.1.5.1. 1%+¥ OpenShift Update Service ##FMIhRZA

OpenShift Update Service (OSUS) iRIBEREHIFIE (MNEEFITHMIE) REEHEIL, Cluster Version
Operator RfFXEHEFRF N HEFNNE RENEH. BARATLZHERE OSUS RHEEFMMA, BIR
BUEENEHERATH EESFHPHIN 2NN R EEN TR,

USSR OSUS BILBI ST B IR LAAR BN B #T,

2.1.5.2. R EB IR A X HER

REERDARIRAR, BECNEEER, SLERRILEERIFBAMA M, EFEERNTE
AKX BB TR FREFHINA MR,

1£ web $#HIE B9 Administrator MlA, # AZ| Observe — Alerting & H X HZH,

2.1.5.3. WREE L TF Upgradable 37

L—A K% Operator T— NI AR B S H Upgradeable 54474 True I, 7EREFFSALAL
ClusterNotUpgradeable £&5Z1k, ERAZHIBERT, WERAFRKMALEWNTEH, BIETEHITRIR
AEH, BRERRTIXNENR, FiA Operator ##f 2 Upgradeable 4 True,

INFEAE X Upgradeable £HMELER, ESHUAINFTIREBD P " T AEEEE Operator A RE,

215.4. HRERHHNERA T mal A

SHTNAERBEERTRBENER TIZ2T, FIRERIERRERN, XA ZTETANT RATREER
HISSRF TN SR8 TR MBS R/ NI R T HUT BRTEVEE I,

I e b g
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MR IESEFE] maxUnavailable spec BLERIIE, WURZB—TNAAIMTR, REFABRILETL T R HLE
EEREN. 7%, MRITETRRARVHNEREE, S8 RETERN, THELETEIERN
BRES - TRE,

BRED worker MR BRBHHTAT R, URITETRELERVNERAAE, URST SEHHRIIH

No

Digk

e
== |
XfF OpenShift Container Platform FREYFT A2 ECE ), maxUnavailable FIFAIA

HERE 1. BWUEREFIIME, B—RREH — control plane T, X F
control plane i, EREFHXMELH 3,

2.1.5.5. R IEMARCE T 5 8$M PodDisruptionBudget

&7 LAf# A PodDisruptionBudget & & X AE =45 E NS (A AR FAM pod BIAMR/NEEHNE 2L, It
BCE AT BA ok TR TR SR B AT AT IRE (BIANHITERBETEHT) I H I AR B,

B2, TLUNAENIRINEE PodDisruptionBudget, LAFHIE T miE SRR BT A2 hHEZR A E#T,
EMXNERLEH, 7 PodDisruptionBudget *f RIIECELL T U TER :

o NWFEHRAMI/FNE, HHREETUNNBEENEIAR, MAS4 PodDisruptionBudget 22
.IJ:O

o WTFAEREHMIENE, ERREI1T2 PodDisruptionBudget 117, Z&EH—LERHLE
e TR E, MEHESHERIEHFRALILE,

Hth

=¥

i

o T HREEL Operator SRR

2.2 EEERFIMETNEILEHER
BINERT, HHEFHEFEILERH Cloud Credential Operator(CCO)U gradable K75 False.

o SFFRAATIRA (FIEOM 412 ALE 413) , XPMREKMELEAL, BERERRT AR
FR¥F Z&INT CloudCredential %R, UER T —hRARIBREZEMINR, LthFAHET Upgradable
KEEWH True,

o XfF z-stream kA (BIFAM 4.13.0 Bl 413.1) , &BERMBESERIIR, HEARME LA,
EFERAFHEFNEIEBEFERF], BOIEEANEIH OpenShift Container Platform iR AR & 1T 5 &
P EESEAFHRERNEIL,

2.2.1. ERFET N EIE B ERFNEK

1£3857 Cloud Credential Operator (CCO) B #{# A Foh4EiF EIEMERERT, B NFTIRA BT =N
ﬁ%;}/@\o
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INRFEA CCO LHER (ccoctl) EEBEEHMTEILETE, 15EMA ccoctl LARFEH KR, BENE
%A ccoctl TEMER FTERAFIIBEANERTEFIEH TR,

BHSENETRE, ELJEHFERMN upgradeable-to ST, LUERECERITER,

==
B =N TR upgradeable-to SEfRR T IR REEE T ST IE SN,

221 zRIFEREETHBRB IS LB HRE K

BEESRTF/HAE—TRABEM CCO, WFAEILETE LRENER, FaRBERETRILEHE
*O

NFXRFSMREATER CCOMFER, BRIHERHEE HERMMER, HXZEENTHRER
1.
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2.1 SR TRIEREHER

Determine

platform type

v v v v

Red Hat Amazon
OpenStack Web Services
Platform global IBM Cloud Microsoft
— . Azure
Red Hat Microsoft Azure .
Virtualization Nutanix Stack Hub
Google
VMware vSphere Cloud Platform
Get value of

“spec.credentialsMode”

|
v v v v

“Passthrough” s “Mint® “Manual®

| |

Determine if root secret is present

| |
v v

Yes No

|

Get value of
*.spec.serviceAccountIssuer”
in cluster “Authentication’ object

|
v v

Cloud provider

[blank] URL
. Update Configure
Crif,g‘fﬁgﬁ;ﬂ‘fet credentials “ccoctl” utility
l manually for new release
Continue R l L .
with upgrade Set “upgradeable-to
annotation

$1 |

Red Hat OpenStack Platform (RHOSP) #1 VMware vSphere

XELERZR/HAEFHEXPFER CCO, XS LMEFHKBIVERHNETRNENR, TF
%I upgradeable-to B9F A/ 1T 3.
XL S ERSEERFEIE A NI Bk BT R RN IR 4

IBM Cloud #1 Nutanix

EXLEE ER2EMERFER cecoctl TEHITRE.
XL & FAERBEE IR AT AT IRE -

1. NETHRAIRENF % CredentialsRequest B E %R (CR).
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2. NHRAECE ccoctl TR, HEAEREHTHLEHIR,

3. $EERSEE A LUF A upgradeable-to 3 fi#ii 1T B HT.

Microsoft Azure Stack Hub

XLEERFERTEKEZIENFIER, BERFEA ccoctl TE,
XL A FAYEREEIR S ITHUT LT RE -

1. NIk AIRENF H#E % CredentialsRequest B E X HR (CR).
2. NIFhRAFE B N TR,

3. 1EERSEE A LUF F upgradeable-to S fi#ii 1T B #T.

Amazon Web Services (AWS). 25 Microsoft Azure il Google Cloud Platform (GCP)

EXEES ERENREFFE D CCO R,
BRI BRI BIUA TRFRE NEANER, RETHE CCO BEERPRHEANER, EAILUE
A Web #1835 CLI SRARELLE R,

Hith BTR
o fFfH Web %5 E Cloud Credential Operator #3
e {#f CLIME Cloud Credential Operator £
o IREVAIAE & FEIEIE K BR

® X 7F Cloud Credential Operator

2.2.1.2. {5 Web £l 5% Cloud Credential Operator #23%

IR LUE A Web #5IBH#E Cloud Credential Operator (CCO) E2 & {8 A FiE =X,

HA Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1> CCO &,

FERFH
o RO LUMERAKEFEIR RGN OpenShift Container Platform M/,

ik
1. LLEHA cluster-admin & &8 AP 519K E OpenShift Container Platform web ##l&,

2. SfinZE Administration —» Cluster Settings.
3. 1E Cluster Settings T{EA, %t Configuration £+,
4. 7E Configuration resource F, i%# CloudCredential,

5. £ CloudCredential iF¥1& 7 #, 1% YAML i%£50§,
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6. £ YAML ¥, Ko7 spec.credentialsMode F{H, LU T E2RIEEMI(E, BENIRIREHFEME
B AW HE -

e " : CCOERMIMERTZIT, EXMNEES, CCO LA mint 3 passthrough &ERi217, B
BURF R ERHA R4 HER9 %

e Mint : CCO 7& mint X Hi51T,
e Passthrough : CCO £ passthrough & =iZ 1T,

e Manual : CCO UFiiER21T,

BF

ZHE AWS, GCP =(£F Microsoft Azure %ﬁﬁ’]'ﬁz&@ﬂ%, H
spec.credentialsMode 7 "'. Mint 2 Manual, &%t —% 1,

AWS F1 GCP &8 1= AMIFR T root secret B mint &, MREEFHSFHIEE
FfEE mint ERAHEAER mint B, NS IEBRFRIREEHHEEEE

root secret,

FERFHERM AWS, GCP 52 Microsoft Azure EEFFIRERBCE N MEA
AWS STS. GCP Workload Identity 2% Microsoft Entra Workload ID FI5EBEAER G
BNEEREIL, EaLLURTREEE Authentication X REBELBHESHER
T LhERRE,

7. RfEA mint BB AWS 5 GCP £2f : EMEERR R TTERA root secret WIBER Tia1T, Hif
AZ| Workloads - Secrets F NS =H N EE L root secret,

% o
WRE WB ThiZHIZEN All Projects,

& Secret &5
AWS aws-creds
GCP gcp-credentials

o MBMBIXLE(E—, EHEEFFMA mint =X passthrough =, FHH root secret,
o MEEEFIXL(E, MIERFL mint ERFEH CCO, FHMIF& root secret,

8. (WFAFNEXM AWS., GCP HLfF Microsoft Azure 8% : ERTEEHETWECE WMER
NEROIRMEBEREIE, B E%EEE Authentication X% YAML 1H,

a. SfinZE Administration —» Cluster Settings.
b. 1 Cluster Settings TIHE A, % Configuration LI,
c. 7E Configuration resource T, i£#¥ Authentication,

d. 7f Authentication details TTE ™, % YAML &I+,
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e. £ YAML Hh, (07 .spec.serviceAccountlssuer S HIE,

o GAESTEMINEXEM URL MERT CCO FARFIHERMAHMEMSEEREIL, SR
B H{FEH ccoctl SLHARRFMEREACEMEE I,

o ZUH (") REEHAFIIEXFMEA CCO, BREMEM ccoctl TRIHITERE.

o MNRIMEEHLL mint = passthrough B2 1THI CCO KR, HFTE rootsecret, NIARFER
FEAHENERIR, FAURSHE ARIIREMN T —E849,

o MRMAEEE mint X AEAMIPR T root secret B9 CCO, NI EF{FASIE AL IME
EFIRE EIL secret, ARFTREMRLLEFIIEM T —2B9.

o MNREMEEEM CCO LR (ccoctl) BLE, WAMPITLLTERIE ¢
a. NIFHRAIRENFFH#% CredentialsRequest B E X ¥R (CR).
b. J#THRAECE ccoctl TE, HEAERBEIM ML ATIR
c. B upgradeable-to ¥ fi#, LUETRERC ESITFER.
o MREMERLIFIIRAMEA CCO, BXREBEMEM ccoctl TEREE, NMMHITLLTERME
a. NIHRAIRENFFH#% CredentialsRequest B E X ¥R (CR).
b. NHEThRAF LRI N E R,
c. B upgradeable-to ¥ fi#, LUETRERC ESITFER,

HiBR
o RENAEFEILHERHIR

2.2.1.3. f#f CLI#4%E Cloud Credential Operator &=
&I LUE A CLI#AE Cloud Credential Operator (CCO) E2& & A fiE =X,

HA Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1> CCO &=,

FERFH
o RO LUMERAKEEIE IR N OpenShift Container Platform M/,

o B% %k OpenShift CLI(oc).

pi% &2
1. LB H cluster-admin AEHNAF B E R EEEHH oc,

2. EAE CCO KRB NERAMRRN, HMALTRS
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$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

IRkt {ERTRE, B3 3FFrE A LBAFMAE

e " :CCOEMINERTZIT. EXMEER, CCO LLmint = passthrough &ERXiz217, Bk
BURF R4 A R LAY EIE,

e Mint : CCO 7& mint X #1517,
e Passthrough : CCO 7E passthrough #&=iZ 17,

e Manual : CCO UUFiiERZ1T,

BF

EME AWS, GCP 5£F Microsoft Azure £E¥MF EELE, H
spec.credentialsMode 75 "'. Mint 2 Manual, &% —%H#E,

AWS F1 GCP &8 1= F AMIFR T root secret B mint &=, MREEHISFHIEE
FEE mint ERAHERIAER mint B, NSIEBRFRIREERHEEEE

root secret,

FHEFHERN AWS, GCP HLE Microsoft Azure EEEF AT BESEZE N MEH
AWS STS. GCP Workload Identity 2% Microsoft Entra Workload ID FI5EBEAER G
BNEESEIL, EALLETKREEE Authentication N R KB EEHESER
T ESREE,

3. UFEA mint BB AWS 3% GCP 52 : EEERI R T TERA root secret WIBER 21T, Hia

TUT e -

$ oc get secret <secret_name> \
-n=kube-system

H i <secret_name> 2 AWS By aws-creds =% GCP B gcp-credentials,

INRFFTE root secret, XN THHIERIREIE X secret WER, HIRRTERFRRFLE root
secret,

 AUFERFESERXH AWS, GCP 52 & Microsoft Azure £8% : EREEMHESEWECE HMERH

MOEMEBRREIE, 1HZTUTHS :
$ oc get authentication cluster \

-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

i % & EE Authentication Xf &/ .spec.serviceAccountissuer SEHI1E,

o S RMHNEKXEH URL MkIHER R CCO FRFINEXMAMHMNBIEIE. EEHRE NE
FA ccoctl SLAEFMEHACERMEEREIL,

o ZTHIHRTERLUFIREAMER CCO, EZREMEM ccoctl TRIHITERE.
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o MNRIMEEHLL mint = passthrough BRZ1THI CCO KR, HFTE rootsecret, NIAFER
FEMHENERIR, FAURSHE AR REN T —E849,

o MRMAEEE mint EXPEREMR T root secret B9 CCO, NI EF{FEAEIE G %R EIE
EHFIRE EIL secret, ARFREMRLLEFIIRM T —2B9.

o MNREMEEEM CCO LR (ccoctl) BLE, WAMPITLLTERIE ¢
a. NIHRAIRENFFH#E% CredentialsRequest B E X ¥R (CR).
b. J#TRAECE ccoctl TR, HEAEREIM TN FETIR.
c. B upgradeable-to ¥, LUETRERC ESTFER.
o MREMERLIFIIRAMEA CCO, BXREBEMEM ccoctl TEREE, NMMHITLLTERME
a. NIHRAIRENFFH#% CredentialsRequest B E X ¥R (CR).
b. NEThRAF BRI N E R,
c. B upgradeable-to ¥ fi#, LUETRERC ESTFER,

HiBR
o RENAEFEILHERHIR

2.2.2. IREFER EILE K TR

EBEHFUFEEREA Cloud Credential Operator (CCO) FUSEEERT, MNIIRIRF A HT IR AR
CredentialsRequest B & & (CR).

FERFH
o RRELEHEIRABFRAILER OpenShift CLI(oc),

o FHEZXR cluster-admin f{PRAIF P &[T B £ B,

ik S
1 BT RS, REEZE RN FAMERT pull spec :

I $ oc adm upgrade
XA I H B FE pull specs AT RITRAMES, WTFATE :
i HER o I

Recommended updates:

VERSION IMAGE

4.15.0 quay.io/openshift-release-dev/ocp-
release@sha256:6a899c54ddabb844bb12a247e324a0f6cde367e880b73ba110c056df6d01803
2
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2. BITUToS, HREBERBAMNAZITHEIZXE $RELEASE_IMAGE £ :
I $ RELEASE_IMAGE=<update_pull_spec>
Hrh <update_pull_spec> 2EEFE AL ITHER pull spec, 0 :

quay.io/openshift-release-dev/ocp-
release@sha256:6a899c54ddabb844bb12a247e324a0f6cde367e880b73ba110c056df6d01803
2

3. IZ1TLLTFE4, M OpenShift Container Platform % 1T#5{& 2 EX CredentialsRequest B i
YR (CR) 3

$ oc adm release extract \
--from=$RELEASE_IMAGE \
--credentials-requests \
—included \@)

--to=<path_to_directory_for_credentials_requests> 9

ﬂ -—included ZH R B & BIR K TIRAMBENF ERBLENE R,

Q 15 E EF0# CredentialsRequest X R B KB RE, MRBENERAEE, XITHRR
jedf==p

b€y 4598 CredentialsRequest X R 08— YAML X4,

4. WFETHEETHE CredentialsRequest CR, 15HRERTEFES
spec.secretRef.namespace FEHHI X ALEENREZZEH, LFERRFEITRENERD
secret L&,

AWS CredentialsRequest %7 R Rl

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: cloud-credential-operator-iam-ro
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- iam:GetUser
- iam:GetUserPolicy
- iam:ListAccessKeys
resource: "*"
secretRef:
name: cloud-credential-operator-iam-ro-creds
namespace: openshift-cloud-credential-operator ﬂ

ﬂ b= B R AR R B 6 4 22 (A SRR T AE BB secret,
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HthE A1 CredentialsRequest CR EBE S5 REFE A E R LMK,

5. X FEI5EEH CredentialsRequest CR i1 % H 7t spec.secretRef.namespace H#5ERItr %
Z2[H], BT T ROl &

I $ oc create namespace <component_namespace>

BESR

o HIR{ER CCO LA (ccoctl) BBE T RN EILETEE, HNEMEHEE ccoctl TR, FH#
FREREHTHNE TR,

o MRMMEEELXAEFEA ccoctl TERE, EFNEHEHNETR,
Hith BT
o NEEEFECLE Cloud Credential Operator TE

o FHEHMNEHIR

2.2.3. WEEE#H A E Cloud Credential Operator TE

BAHFUFsHERFE A Cloud Credential Operator (CCO) MERA OB BE R EILERE, RIGHE
% CCO L2 (ccoctl) =il 4

ccoctl TER7E Linux IMERIZITHY Linux Zi# &4,

FoREH
o ERILIVG N B LR EE SR OpenShift Container Platform ik /7,
e %% OpenShift CLI(oc).
o EEWECE NEA ccoctl LABRFEMEENMIBMEBEEREIL

e fRE M OpenShift Container Platform & Tk # 2 HX CredentialsRequest B E X FR (CR),
FBRER D FES spec.secretRef.namespace F & XA ITE Ay & 22 (4],

it

TLUF 4, 5 OpenShift Container Platform Z TGN BLE :

$ RELEASE_IMAGE=$(oc get clusterversion -o jsonpath={..desired.image})

FTLL TR 445, M OpenShift Container Platform & {7 & KEX CCO B A EH% :

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE -a ~/.pull-secret)
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@ E,E
. (2 SRELEASE_IMAGE M%10 5458 ccoctl T 2 HFF 1522t AR TR,

3. BT TS, & CCO BRIBRHEHH ccoctl =i 4HIREXE] OpenShift Container Platform
RITHHRS -

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret

TUT S BEABRLUE ccoctl ATHUAT :

»
(]

I $ chmod 775 ccoctl

o ZWUE ccoctl RETEM, HinITUTaRRE RN

I $ ccoctl --help
ccoctl --help By

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud

aws Manage credentials objects for AWS cloud
azure Manage credentials objects for Azure

gcp Manage credentials objects for Google cloud
help Help about any command

ibomcloud Manage credentials objects for IBM Cloud
nutanix ~ Manage credentials objects for Nutanix

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

2.2.4. {1/ Cloud Credential Operator TEBH =HNEHIR

ﬂ%ﬁﬁﬁﬁ CCO SEFERF (ccoctl) BB R OpenShift Container Platform &£ f2 SR L& T 2R O
HEN TR R,

£ AWS &8rh, —LE ccoctl B4 H AWS API R OIESKIBIR AWS TR, Ea kL
A --dry-run Fr&EeE R API A, R LIPRE R EARSOE R 013 JSON X4,
I&A LUE A --cli-input-json S EBFMEHN JSON X, AEFEH AWSCLI TENAE
filo
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e fRE M OpenShift Container Platform & Tk ##2HX CredentialsRequest B E X FR (CR),
FHHRFREE D EES spec.secretRef.namespace FE& 7 A LD # 6 4 22 [H],

o MBEMAITHRETPIRINFFEE T ccoctl Z i HIT 4,

Y=

1. B NEM SN EZIT 4%, 8 ccoctl TEMERTA CredentialsRequest X%, UTH4%
432 CredentialsRequest X% :

5l 2.1. Amazon Web Services (AWS)

@ 900600 0o

$ ccoctl aws create-all \ﬂ
--name=<name> \g
--region=<aws_region> \6
--credentials-requests-dir=<path_to_credentials_requests_directory> \ﬂ
--output-dir=<path_to_ccoctl_output_dir> \6
--create-private-s3-bucket G

EHMAE AWS TR, HERERAEE ' AEE AWS EREEEHI"GE AWS ¥
B, MMRMEEEBHR AWS FIERIEE ccoctl TENEM JSON X4, =#F ccoctl
T ERATOIE AWS FRIHIE B o0 B MM ERES, XAET AT seR A,

15 E A FIrC A& B T RERMEM = FIRI B,
BEEEPURTRIREN AWS X,
5 E @ &4 CredentialsRequest f R H4HHI B %,

ik : IEEERE cecoctl LABRFARFUBNRNER, RMANERT, LARFEZ
TERHIB X P LRY R,

A% - BIAERT, ccoctl SZAFEREF OpenlD Connect (OIDC) ERE X4 HEIE A
S3 EfiffErR, FEMH S3 URL fE AR OIDC ifim. EfF OIDC BREEHETE IAM B iR
2R @IT At CloudFront & 4TAR URL VilHB0% B S3 #hiEt@h, i5E A --create-
private-s3-bucket 5%,

$l 2.2. Google Cloud Platform (GCP)

®9

$ ccoctl gcp create-all \
--name=<name> \
--region=<gcp_region> \9
--project=<gcp_project_id> \6
--credentials-requests-dir=<path_to_credentials_requests_directory> \ﬂ
--output-dir=<path_to_ccoctl_output_dir> 9

HRTFIRERMFTA G GCP HIRIEER P E L&,

EEAREFLRE IR GCP K,

37



OpenShift Container Platform 4.15 B &EEf

© EEEHTURTHRN GCPIIE ID.
Q 15 E & CredentialsRequest jE £ XX HBIE K, LG GCP BRSK .

6 ik : IEEERE cococtl LABRFARFUBNRNER, RMNERT, LARFEZ
TERHIB X P LRY R,

51 2.3. 1BM Cloud

$ ccoctl ibomcloud create-service-id \
--credentials-requests-dir=<path_to_credential_requests_directory> \0
--name=<cluster_name> \g
--output-dir=<installation_directory> \6
--resource-group-name=<resource_group_names ﬂ

5 E & &4 CredentialsRequest f R H4HI B %,
187 OpenShift Container Platform SEE£# % R,

ik IEEEFE cococtl LABFARFUBNRNER., RMNERT, LARFEZ
TERHIB X P LY R,

A%« 5 RE AT BRI U5 7] SRAGEY BERAEH B B 7R,

o 009

f5ll 2.4. Microsoft Azure

$ ccoctl azure create-managed-identities \
--name <azure_infra_name> \
--output-dir ./output_dir \
--region <azure_region> \
--subscription-id <azure_subscription_id> \6
--credentials-requests-dir <path_to_directory_for_credentials_requests> \
—issuer-url "${0IDC_ISSUER_URL}" \@)
--dnszone-resource-group-name <azure_dns_zone_resourcegroup_name> \6
--installation-resource-group-name "${AZURE_INSTALL_RG}" G

name SHHEA T O Azure TIRH, ZFEAINEM Azure FRAMAFZOIERT Azure
VORA, HERIAEHEMIEE --oidc-resource-group-name SEE N EAE,

EEINARRFNXE,
EEIA RN D,

oO0o0® 9

FEEMAERM OIDC E4X#H URL, EALLETUTaRSEREUX/ME :

$ oc get authentication cluster \
-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'
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EE S E DNS KE B IRABI AR,

1EE Azure BRA LT, MRLLSITUTaSRRELUIME :

$ oc get infrastructure cluster \

-0 jsonpath \
--template '{ .status.platformStatus.azure.resourceGroupName }'

5 2.5. Nutanix

$ ccoctl nutanix create-shared-secrets \
--credentials-requests-dir=<path_to_credentials_requests_directory> \ﬂ
--output-dir=<ccoctl_output_dir> \g
--credentials-source-filepath=<path_to_credentials_file> 6

18 € 8 54114 CredentialsRequests X 3 #4HH B KK EZ.

ik IEEERE cococtl LABRFARFUBNRNER., RMNERT, LARFEZ
TERHIB X P LRY R,

O 9

ik EESEFIEEEE YAML XHHB X, BIAERT, ccoctl FHALL XA F
<home_directory>/.nutanix/credentials .

T F & CredentialsRequest X5, ccoctl & 0IIE AT T HIAELN # BTEFN OpenShift Container
Platform & {7 & #9E1 CredentialsRequest X & F & X HIFL R 5REL,

2. BITLLT 4, ¥ secret N EIEEE :

$ Is <path_to_ccoctl_output_dir>/manifests/*-credentials.yaml | xargs -I{} oc apply -f {}

EoAlls
IR LB BN AR IR E B OB N A RIRAIRER. NEEZER, BESHAEXS
H A B AR 551K B =R R R SRS,
SR
e T upgradeable-to ¥ f#, LUETRERDESTFHN,

i |

Lth BT IR
o RTEMEHESTHANR

\

2.2.5. FEFHNE TR

HEERF T NEIEA LR, BRI EARBNRATHREVFEILLR secret, BLRINER
MAEZUERTRBINBR, FHiliRiX 48 48R hi A R TR E K,

FRFH
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e fRE M OpenShift Container Platform & Tk # 2 HX CredentialsRequest B E X FR (CR),
FHHFREE D EES spec.secretRef.namespace FE& 7 A LD #6422 [H],

it =

1. N RATESRRINMEM CredentialsRequest B E X FRGIE YAML X, secret i RTE
spec.secretRef 71771 CredentialsRequest & Y #I4n 4 22 8] # secret ZFFEAE,

f5l 2.6. AWS YAML {361

f [ secret ) AWS CredentialsRequest X &<l

apiVersion: cloudcredential.openshift.io/v1

kind: CredentialsRequest

metadata:
name: <component_credentials_request>
namespace: openshift-cloud-credential-operator

spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- s3:CreateBucket
- s3:DeleteBucket
resource: "*"

secretRef:
name: <component_secret>
namespace: <component_namespace>

AWS Secret ¥Rl

apiVersion: vi
kind: Secret
metadata:
name: <component_secret>
namespace: <component_namespace>
data:
aws_access_key_id: <base64_encoded_aws_access_key_id>
aws_secret_access_key: <base64_encoded_aws_secret_access_key>

il 2.7. Azure YAML X461
? £ /3 Azure #1 Azure Stack Hub f# FiE[RI#Y CredentialsRequest X Rl

secret &=\

#4 secret B Azure CredentialsRequest X &RRHl
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apiVersion: cloudcredential.openshift.io/v1

kind: CredentialsRequest

metadata:
name: <component_credentials_request>
namespace: openshift-cloud-credential-operator

spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AzureProviderSpec
roleBindings:
- role: Contributor

secretRef:
name: <component_secret>
namespace: <component_namespace>

Azure Secret ¥Rl

apiVersion: vi

kind: Secret

metadata:
name: <component_secret>
namespace: <component_namespace>

data:
azure_subscription_id: <base64_encoded_azure_subscription_id>
azure_client_id: <base64_encoded_azure_client_id>
azure_client_secret: <base64 _encoded_azure_client_secret>
azure_tenant_id: <base64_encoded_azure_tenant_id>
azure_resource_prefix: <base64_encoded_azure_resource_prefix>
azure_resourcegroup: <base64_encoded_azure_resourcegroup>
azure_region: <base64_encoded_azure_region>

5l 2.8. GCP YAML X4

#4 secret B GCP CredentialsRequest % &<l

apiVersion: cloudcredential.openshift.io/v1

kind: CredentialsRequest

metadata:
name: <component_credentials_request>
namespace: openshift-cloud-credential-operator

spec:
providerSpec:

apiVersion: cloudcredential.openshift.io/v1

kind: GCPProviderSpec
predefinedRoles:
- roles/iam.securityReviewer
- roles/iam.roleViewer
skipServiceCheck: true

B2E MR ETE
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secretRef:
name: <component_secret>
namespace: <component_namespace>

GCP Secret X R 3Hl

apiVersion: vi
kind: Secret
metadata:
name: <component_secret>
namespace: <component_namespace>
data:
service_account.json: <base64_encoded_gcp_service_account_file>

2. MRFHETE secret FREMINA EILH CredentialsRequest B E X RE N T ENRER, &
RIBFEEFHIR,

LR
e T upgradeable-to ¥ f#, LUETREREDESTFHAHNL,

i |

L th BT iR
® Jy AWS FriflZ KEAFIE

\

H Azure FENBEKHEUE

A Azure Stack Hub F 5012 KR EUE

N GCP Frh il KEAFIE

RIEHEESEFAL

2.2.6. REHEESHFAR
BINERT, HHEFHHEFEILERH Cloud Credential Operator(CCO)U gradable K75 False.

FRFH

o NWFEEANEMALITHRE, ERIUFIHEBEMIFEIE, M Cloud Credential Operator 5&
FA#2 R (ccoctl) 20 EE,

o B% %k OpenShift CLI(0C).

bk =
1. LLEH cluster-admin ABHEF BHEREEEHTH oc,

2. iZfTLAT 4, %W CloudCredential F5iR, LA7E metadata =%/ 7 1N upgradeable-to ¥

4

f
I $ oc edit cloudcredential cluster
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CA))1]: DS

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

Hrh <version_numbers B ZAHHKEIIIRA, B 7 x.y.z, B0, OpenShift Container
Platform 4.12.2 £ F 4.12.2,

WA A RS HITERBGERE, "TREFERL B A,

1. 1E Web #5158 Administrator flfas, S#iZEl Administration - Cluster Settings,

2. BEEF CCORBIHNE, Emili Cluster Operators 515X HH cloud-credential,

e #NR Conditions &4 ) Upgradeable JR7E 7 False, E55iE upgradeable-to F %% & Hf
BiER,

3. ¥ Conditions #84#HHJ Upgradeable X4 True I, FFiA OpenShift Container Platform
Ko
2.3. PREFLIGHT J3iE AR E IR (KMM) &R
N KMM R EB P HUTALE, BEETRBEALNMNAEMRZAL ERIEER KMM ZEMR

BERZEATUET R ERE, preflight REIHXFTIIERBFPHEANSMRR, EE51— MERBIIE
1, preflight #RSEFHF—MRRIEIET 25T

2.3.1. [Bsh%E
preflight S iE @i FE 2 ] PreflightValidationOCP WEEfA . Lt spec BEHNFE ¢

releaselmage

NEHNFER, NEEFHEIM OpenShift Container Platform MRAIRHE K 1TH KB,
pushBuiltimage

NRH true, NIFYERERF AIRATUR S RIS E B EEFMWE, WFEBRERILN false,

2.3.2. Wik & I HA

preflight 3 IER ZIREIERBF P EANEMEDR, ERIEMRINE, preflight R121E7E Module 5 LizfT
Tk, MNRBRIDIERI, BT AESERE L, FHET—MESFERIIERER,

HNRE N INPIALIZIT Preflight 303F, TIR%RiZ M0 — 4 PreflightValidationOCP Y8, 33iF
FrEESE, 22Ul PreflightValidationOCP 1R,

2.3.3. WIFRE

PreflightValidationOCP %Rk &5 &8 fh i il Kl 1E .status.modules FI& iR B MESRBIRE
M, ZIRNTRIEUTFE
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lastTransitionTime

Module FRRSM— MRS LR 7 — MRERE— RIS A, XN IZREZ RSN, 0R
ARA, MIEER API = B B e BIF [F] 2 AT LUE = H,

name

Module FFRBIZ TR,
namespace

Module FFIRHI % 22 (A,
statusReason

BRREBEhFE A,
verificationStage

R IE E A TR IERT ER

e image: FRIRFELRIE

e build: f5E#2LIE

o sign: A HREILUE
verificationStatus

BEHRIIERIRE -

e true : EXiE

e false : JRiFKIL

e error: JiETR2E IR

e unknown: $iiE i KRE B

2.3.4. B preflight ST B
preflight FEEE R ED KMM 21T TFRIE ¢
1. BRI B
2. PRI IR ER

3. FRBIUEMER

2.3.4.1. BRI IER T EX

BRI A REIITH preflight BERIE — DR, IRHFEREIERZ, NAKEZFERR L21T
H bR,

BEARAUE B R NPT ERZELBK -
| BHEEEME UM, B ZEIRT R ER AR ARE LG, FHIREEFH,
2. IR AP EERIR B E LHRZELR, LRk modprobe H17, MIFHXMILIER

Th, XERERMRE WSR2 A EMR Linux 72kdmissl, EMBIERE
<dirname>/lib/modules/<upgraded_kernel>/,

44



B2E MR ETE

2.3.4.2. TR ISUEMT B
REEHERIERW, BESHPHAZBRAER fEF— build 8320, FRPITHERIE. MR
G THEEL, HRIEERE SKINTEK.

p= =1

1£i217 depmod Hf I8 E N A, MATAE :

I $ RUN depmod -b /opt ${KERNEL_VERSION}

#NSR1E PreflightValidationOCP B E Y ¥R (CR) A 7E . PushBuiltimage 177, B9 ZiF £ MBI5E
HOXBIEEFEZE D, ERMERATIEINE Module CR B containerimage FEXBIE 3,

p= Y=

MR AARHINZE LT sign Fi49, NIERKRIFRRTZE Module CR B9 containerimage

FE, MRIEEHREET, EAERMERNIZZ Sign B~ .
2.3.4.3. ZRAB UM B
REFEERIERKET, FEPITERLRRIE, Module %REHAE—NSAHKAKIERM sign T2, FHE
S H MM ZAEXH Module R7Z7E build EB 43I BTSSRI B ER D, FRFIENZzTEREL, #F
BiFe 2B ERITEMR.
SNSR1E PreflightValidationOCP CR #1 % Y. PushBuiltimage Tri&, 1% 450 E s 2 4 iR B0 B (R 3
EEHE registry, £RBIEGRIAZK E Module B9 Containerlmage £ E LR, # A& = Build
FrExmOkH, e LLR Unsignedimage X E L BIH{&.

P2y~

YNSRFFTE build 54>, I sign oM ATHRZ build SR BIRIH &k, Eib, H7EHA
BH& AT T sign 84>, WITE PreflightValidationOCP CR #% Y. PushBuiltimage 17
==

18No

2.3.5. PreflightValidationOCP %R/l
ATER T YAML 13 PreflightValidationOCP 55 iR R A,

XA REIARIE OpenShift Container Platform A7 4.11.18 f & & B BN B B AR AR AR 56 11E 24 B AR 7E B9 AE
W, UFATHGEER :

quay.io/openshift-release-dev/ocp-
release@sha256:22e149142517dfccb47be828f012659b1ccf71d26620e6f62468c264a7ce7863

BT .spec.pushBuiltimage & true, KMM fF4 K Build/Sign SRR #EXEE L BITEHEE A,

apiVersion: kmm.sigs.x-k8s.io/v1ibeta2
kind: PreflightValidationOCP
metadata:

name: preflight
spec:
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releaselmage: quay.io/openshift-release-dev/ocp-
release@sha256:22e149142517dfccb47be828f012659b1ccf71d26620e6f62468c264a7ce7863
pushBuiltimage: true
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3 % BUTERER
BI3EPUTEEEMR

3.1.{HF CLI B3Rt

& T LU#E A OpenShift CLI (0¢)TE OpenShift Container Platform 5% EHUT R BRAF N T EH.

30 FREM
o EMRA admin fREIFA AR, 1551 A RBAC & LA AR,

o BEARHM etcd &1, MUBERNFAHKINEEFERRE B LFTHIRS.

o MRMBEZREN pod KUMIKEFRAMS, AE—P&EHHI Container Storage Interface (CSI)
BIRE,

o 1My RHEL7 worker &#t )y RHELS 3 RHCOS worker, #1854 RHEL worker B9 M RHEL7
B RHELS BYRALFAL ; XL F N A TE R FIEHIRIER G RSB,

o RBEfFZAEIT Operator Lifecycle Manager (OLM) REEMFFA Operator B ES BIRA 1ThR
KIERBRRA, FH Operator AR Y ERIA OperatorHub B SRIEEREFA LT IR MY BLRERR
REVEI T —NRIRAE, SIIAEERHALERE, NEEXNARERIEURBRRERTERH
B2 %M Operator WEZE R, 1HSHBHEREM Operator,

IR EHAIT canary rollout BHTRES, ®TLLE{E MCP,

o MRMEMNEKRBFERFNIET MR, FEFFIITRANSHEBTIR. UFEZELE, SEN
AREXREBHNER, HSHESERF I NEILERER,

o MA{REARFTA Upgradeable=False 54, LMERBFAILIEFHFET—MNREER, HEE—1H%
NI EBEHIIERE Operator I}, Cluster Settings A TIER S B R—NER, HMAT LIRS
B BT 0 A BOR A ThRAR T — AN A B T B #,

o INRITIZIT Operator HKIEBEE T pod FEITIE, EAIREREHALIEFBEIFRT, MRE
PodDisruptionBudget # 4% minAvailable ix &7 1, 177 mHBEZELAR A 7T 8E = BE LK PRI 72
LB ERECE. MRES TN R, WA pod REEE—1MTRLEiz
17, PodDisruptionBudget FEX AT AEAFH IE 17 smBEZE,

BF

o UEITETHAS, Cluster Version Operator(CVO)&TE 2 A B EiHR &1
PR SEA GRS, HRIEA NS T REILFIMARA, NREWERTIES
X, TEECRAERF,

e {#f unsupportedConfigOverrides # 3EX Operator EEEFRZ < FF, FHAIER
FEIESRBE R, B E B REERIMPRIL % &,

Hh iR
o IJEFE Operator X IFREE

3.1.2. 1= MachineHealthCheck &R
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/authentication_and_authorization/#using-rbac
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EEINIER, EEPNT RAUBERIEN AR, T worker TR, HlgsEREERIBERIA N IXEERT
mAERE, FEFSISel]l. WMEREFSISXIHENT R, BEERNEHIIYEMRE
MachineHealthCheck #5i&.

FoRFM

e % OpenShift CLI (oc) .

P =
1. BFHEEY{EMATE A A MachineHealthCheck FE, 52T T&HS .

I $ oc get machinehealthcheck -n openshift-machine-api

2. BEENHBREMRRE, 15 cluster.x-k8s.io/paused="";F A NZE| MachineHealthCheck %
Re BITUTS:

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=
SEfEHY MachineHealthCheck HHREESILLT YAML 32 -

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example
namespace: openshift-machine-api
annotations:
cluster.x-k8s.io/paused: "
spec:
selector:
matchLabels:
role: worker
unhealthyConditions:
- type: "Ready"
status: "Unknown"
timeout: "300s"
- type: "Ready"
status: "False"
timeout: "300s"
maxUnhealthy: "40%"
status:
currentHealthy: 5
expectedMachines: 5

BF

BEERRENSRRERST, EMERSE, HZITUTHSM
MachineHealthCheck &R PR E 155147 -

k8s.io/paused-

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-

3.1.3. R T EH AT &2 OpenShift Container Platform
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e LAE ARSI Ak CLI BT A 2 #77 ) OpenShift Container Platform &2%,
BIEFELUTRS :
o FFEEHE MachineHealthCheck TR, FE&EEHM T KT LAHITRERRE,

o FRIFEEMA etcd F10FE M E H 17 R OpenShift Container Platform 8%, B2, RIFEFREIN
AT eted &12. #0R control plane (R, &0 LAE A &0 £ R IR E B LLRTHDIR S,

o FITHTI &2 OpenShift Container Platform £ FEEHN, HASEBES. VN EEURTF
BHAEMGAE, MTFAIFR :

o MRBFHAVMMNBAIBRFERLEH (FEERD) , NENHNRAKFEBELEE, HRNERE
BIAF TENE.

o MREFHAEATEEOMNREERN, NIENEEKFLD, HENEHESEMBSTHE
AEMIMRED, EXMERT, TREEZESE@T T R OpenShift Container
Platform Bk, R WEEFHRAHMT KAl LEFHHE TEHE.

o MRBHAMMNBALESRIFRAEHINKFELERN, NSHINEIER API R HREAE

//\o

BF

REXM (MEFNTGSFHER) TRESBENTREERELEER. HXWE
AT, BFMAREEEK.

HbBR
o BXWMLNMBEEFTINFTEESMNIFE, 1HSE KT Machine Config Operator By F,

3.1.4. {5 CLI B#5&E
& A LUEF OpenShift CLI (oc) MG EHIE KERFHT.
BRI R 1P B 58 9 3 B8 % 71 A OpenShift Container Platform 2 S 1B HHIE B,
SeRF M
o LEESFIRAMMATER OpenShift CLI(0c).
o (HAEA cluster-admin H{RHIF F EFLEI &£ R,

e {ZFrA MachineHealthCheck ¥%iR,

it
. BEEWREH, LR TENANEHRNRES

I $ oc adm upgrade

oA

Cluster version is 4.13.10
Upstream is unset, so the cluster will use an appropriate default.
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50

Channel: stable-4.13 (available channels: candidate-4.13, candidate-4.14, fast-4.13, stable-
4.13)

Recommended updates:

VERSION IMAGE

4.13.14 quay.io/openshift-release-dev/ocp-
release@sha256:406fcc160c097f61080412afcfa7fd65284ac8741ac7ad50480e304aba73674b

4.13.13 quay.io/openshift-release-dev/ocp-
release@sha256:d62495768e335c79a215ba56771ff5ae97e3cbb2bf49ed8fb3f6cefabcdcOf17
4.13.12 quay.io/openshift-release-dev/ocp-
release@sha256:73946971c03b43a0dc6f7b0946b26a177c2f3c9d37105441315b4e3359373a5
5

4.13.11 quay.io/openshift-release-dev/ocp-
release@sha256:e1¢2377fdae1d063aaddc753b99acf25972b6997ab9alb7e80cfef627b9ef3dd

o MRZETANERN, NXFNEFRARNDTR. MFEELZER, BSHEHF
R BRTEHIE

o BXRHNMEHIT EUS B EUS SLEFRHIENE, 1ES M TR 5 H A
ST EUS H2% T,

2. RTBEINMER, WESHHALIE, fl, ERTLUSIGERED stable-4.13 =X fast-
4.13. AXRIENEZER, HESHAENN KIRIPE 7HEFTVE L ITIRE

I $ oc adm upgrade channel <channel>
fin, FRIEIXED stable-4.15 :

I $ oc adm upgrade channel stable-4.15

8%
MFEFINTHIERRE, B0 —1 stable-*. eus-* 3 fast-* JilE,

pa -3

LHIEAESEFARE T —DRRARS, 5SS ZORRAN M BISGE, FEREHIIE
&, SEAUUESERVENEIMRAERRE. KEATREE LR HERR
B RANES, FRUESKEFERRIL, ERENIRKMENAZLE, RVellEF
£ B T

MRETEBIEBIRRRANEREE, HRANSHERE SRR SR
ThRAE, EXT—MRIRAEBEFRTA,

3. NEEH:
o EHEBFZHIRA :

I $ oc adm upgrade --to-latest=true ﬂ

o EEHEB—MRFEMRAK :



8B 3 E HUTHRAEH

I $ oc adm upgrade --to=<version> ﬂ

m<version> ZM oc adm upgrade 5B H FIRERI B FTAR A,

BF

&M oc adm upgrade --help If, 25 --force FILT, 5k ZURSRRIIX T
i, R HNER --force ETRLLTEBRRY, SIERARIEMIZMERE,
5[ --force TMRIERRINEHT, Lot RIFPELRE@EIN IS,

4. TE Cluster Version Operator BJIRZ :

I $ oc adm upgrade

5. BHimE, FLLETUTAEMNERCEFRNHRE

I $ oc adm upgrade
I
Cluster version is <version>
Upstream is unset, so the cluster will use an appropriate default.
Channel: stable-<version> (available channels: candidate-<version>, eus-<version>, fast-

<version>, stable-<version>)

No updates available. You may force an update to a specific release image, but doing so
might not be supported and might result in downtime or data loss.

6. MREE/EHANEIT—RRA, Xy FHREIX (y+1), BIIERRZBERIBHTHRER T 714
BIfAINER T REAR

I $ oc get nodes
I

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.28.5
ip-10-0-170-223.ec2.internal Ready master 82m v1.28.5
ip-10-0-179-95.ec2.internal Ready worker 70m v1.28.5
ip-10-0-182-134.ec2.internal Ready worker 70m v1.28.5
ip-10-0-211-16.ec2.internal Ready master 82m v1.28.5
ip-10-0-250-100.ec2.internal Ready worker 69m v1.28.5

HhFFR
e H{TEUS T EUS B3
o EH—NEEUEHMBREIITER

o TREIHIEMAITRE
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315 B — PN RGEHMEEIAITES

BRI LUE R Web #2#]53K OpenShift CLI (oc) BHTHFHNREEHBE. URBIAMFEIIITREER
if, AT LA A OpenShift CLI (oc) 4.10 S B R AVE N R MBI BEIHITER.

i =
L ANFENETMAMENES, BAUERAUTaSEFEHmRER
I $ oc adm upgrade --include-not-recommended
2. MREHEESSHE TRENSHNG, FHEXLENENFHAEFRUEZN, B
DIHAT AT 6p 5 SR BB X L R 2RI FH AR R
I $ oc adm upgrade --allow-not-recommended --to <version> <.>
<> <version>Z M £ — e it IR AR SRHE B B HThR AN,
Hfh BR

o TREHIEMAITRE

3.1.6. 8 CLI Bt EH RS 55

B EHMRS S AL, MNREEARMEEMNEE T OpenShift Update Service (OSUS), R4 JTFAR
%2889 URL 1% B/ upstream, LUEEEFTHAA A AMARSS2R. upstream HWEIAER
https://api.openshift.com/api/upgrades_info/vi/graph,

it =

o FHMERIRA A upstream SEE :

$ oc patch clusterversion/version --patch '{"spec":{"upstream":"<update-server-url>"}}' --
type=merge

<update-server-url> 25 215 & B HAR S 2389 URL,
T
I clusterversion.config.openshift.io/version patched
3.2. ffiFl WEB 2 H| 8 B35 ¥
IRET LUEF Web 124 1E OpenShift Container Platform $8f_EHUATRARAFI N T B H,
pa Y=
{8/ Web #4435 oc adm upgrade channel <channel> Ec{E#iiE, EiE—1

450G, &M CLI ERTRE S IRST B E#T,

3.2.1. EE #1 OpenShift Container Platform 5 2f7i
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EEFHE, HEEUT/LEA
o RIEHEPT etcds
e 7£ PodDisruptionBudget 7, #13R minAvailable % &N 1, 17 maHEZe LN A AT sE & FH IEIXER
HRRNFFCENBEE, MREST/LNTR, A pod REE—1TTRLEZ
17, PodDisruptionBudget FEX AT AEAPH IE T smBEZE,
o NMREEFERFINEIINEIE, EBUEEE NFIRABEH LN TIR,
o MM EEEAMIAEK, REUTMHEZENERE, FEESFTRERI

o EAILLET R worker B E U T mCRHMUTER D BH#T, SN EHAFEHNE, SaUESD
/ﬂ“,EI’J HEEPEEHRE.

BF

o UEITRTHAS, Cluster Version Operator(CVO)&TE 2 hH B EiHR &1
FIFEEAARPRS . STEFZRENERLREILRIMAR A, NRENEHRTIES
B, TEBCRAERF,

e {#f unsupportedConfigOverrides #3EX Operator EEERZ 2 FF, FHAIER
FEHIESRBE M. B B REERIMPRIL % &,

3.2.2. {# /8 Web 258 B EH RS 25

B EHRS SR AEN, MREERMZENEE T OpenShift Update Service (OSUS), &A1 AR
%258 URL 1% &8 upstream, LUETE B #THE A& A AR HAR S 25,

FeREH
o RATLUFA cluster-admin 1R AR,

e ijj[a] OpenShift Container Platform web 1Z#I&

it =

1. 5#iZEl Administration — Cluster Settings, = version,
2. |ifi YAML &Y, RE%H upstream S#((H :

it

spec:
clusterID: db93436d-7b05-42cc-b856-43e11ad2d31a
upstream: '<update-server-url>' ﬂ

Q <update-server-url> 25 235 E B HRSSEZM URL,

ZAA upstream 2 https://api.openshift.com/api/upgrades_info/v1/graph,

3. =i Save,
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Hith}

=

P
o TREHIEMAITRE

3.2.3. {F/ Web 1Z#l& & = MachineHealthCheck ¥R
ERFEED, EEPNT RSN ATE, &F worker T, H2MERLETREKIANIXHERT

AR, HEFHSIFEll. MEREFHSIFXHENT &R, HEEHEHIY(EmME
MachineHealthCheck %R,

FeREH
o RATLUFA cluster-admin TR R &EE%,

e ijj[a] OpenShift Container Platform web 1Z%I&,

it

1. E[EF OpenShift Container Platform Web 6 &,
2. i# A%l Compute » MachineHealthChecks,

3. BYENHFEERE, 1HEE MachineHealthCheck FiR FIRIN cluster.x-k8s. |o/paused—‘"‘
SERE, Blan, EREMRSNIE machine-api-termination-handler ¥R, &5 T

a. = machine-api-termination-handler 35;5#J Options 3 & Ff = Edit annotations,
b. 7£ Edit annotations X/i5#EA, s Add more,

c. 7£ Key # Value &, 271700 cluster.x-k8s.io/paused #1 "" {H, #AJF = Save,

3.2.4. EAWebiZH A B LR
MRHTRER, ETLMWebiRb A EHER,

B UER T Wb EDNE 2R 32 X< 7 B OpenShift Container Platform A& EHFHE R,

FeREH

o (FHHEA cluster-admin F{FREFE 147 Web 6] &

e jj[n] OpenShift Container Platform web &

e ®¥7{Z@FA MachineHealthCheck ¥R,

o RBEfFZA@IT Operator Lifecycle Manager (OLM) REEMFFAE Operator B ES BIRA 1ThR
AFEBMARA, FEH Operator AR HERIA OperatorHub B RIEEB AT IRA M Y FIRERR
AP BI T —IRIRAR, EI1EERWARKE, METHRNAREREIENESZER, ES
5" AN B R "‘Bﬁ':F'EI’J BH O RER Operator'#yy, MAMNE, BH O LLH Operator,

o RN ERECE L (MCP) EE2TERE S, HEFHIEDPBIT 5EE MCP kBT s, INRE
4T canary rollout B#REE, A LLE{E MCP,
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o 1My RHEL7 worker &#t )y RHELS8 3 RHCOS worker, #1834 RHEL worker B9 M RHEL7
B RHELS BYRALFAL ; XL FE N A IR T IEBIRIER G RSB H,

it =

1. 7E web ¥l & A s Administration - Cluster Settings % & Details £ HHR R,

2. MFEFIMERRER, HRRE Channel KB N EEALBINIRABEMRIGE, 0 stable-
4.15,

BF

SFEFIMERBERE, W] —1 stable-*, eus-* =% fast-* Jili&,

BIMEFFFRET —ARRAR, 1HIEFES ORI RFE, FBAEE
L

&, SEUUESEBVENEIRAERRE. KEATREEE LR AR
BURANES, FRUESKEFERRIL, ERENIRKMENFAZL, BVellEF
£ B T T

MRETEBIFBIRRRARNEREE, HRFFNSHERE SRR SR
ThRAE, EXT—MNRIRAEBEFTA,

o INR Update IR T2 Updates available, NFiEF25EEE,
® Select channel RIEEF IETIZTEXIEE B HTHEEER A,
3. IEFEEHEMMAE, AFH T Save,

1 A58 Update Status 255 Update to <product-version> in progress &= L@ W1
Operator #1771 REHE R R EBRBHRHNAE,

IMREEFERFPNET—DRRE, BIANM 410 ALER 40, EEBRSKGET

BERY TE BRI T BB, EMEKREIHH worker 11 it E = E/RE
Cluster Settings T,

4. BHF5EMSE, Cluster Version Operator RRIFTAIAES, KEYFMEFEEERLTRHEN.
o MRETRHESH, HHREEYIMEFRHITES, BEIETEBEEH L,

o MRERBEUANEH, 5 Channel BN F— 1N RIRAH stable-*, eus-* 5% fast-* /i@,
B E BT ZIE R EEMRA,

EARRFENIT - ENER, BEREIREEENRAE.

Hth B

o FHTZEEH Operator

3.2.5. £ web 2HI S h EFRM4EH
BRI UERRGEFREENITHE SRS ERRTE XN,
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SeRF M
o (RELUMEM cluster-admin F R [FI 2%,
e jj[n] OpenShift Container Platform web &,
e ¥{ZFTA MachineHealthCheck %R,
o RBYFZAIEIT Operator Lifecycle Manager (OLM) REMFRA Operator B ES BIRA TR
KERBRRA, FH Operator AR Y ERIA OperatorHub B SRIEFEREFA LT IR MY BIRERR

AP B T —IRIRAR, EI18ERNARBEE, METHRNARERIENESZER, ES
" AN R SR R B B R EE M Operator"284y, MANE, BHELRIEEM Operator,

o MMM ZREEE M (MCP) EEIZTEXRY R, EREFIEFBISEE MCP XEHN T R, IIRE
PUTE N EH R, %0 Canary rollout, EUS B#78k control-plane BT, AILLE{E MCP,
it =3
1. 7 Web #Z=%]& 7, = Administration — Cluster settings TITHEIFH & & Details LU FHAR.
2. ZALLTE Update cluster 89 Select new version THi3Z % 1= F Include supported but not
recommended versions LUfE A SKGEFTIER THIFIK,
% o
INRERF T IRHEFRHEEN RA, NISREESMAEXBERENESER,
3. BEBMFEAER T EHAEEN,
HAth BHR

o FHTZEEM Operator

o FIFEIFNFN

3.2.6. #i{T canary rollout E#7

ARLEERT, BURFE-—IIENEHTRE, NEFFERE T RSEHNERED RN ER, X&
ABSFERRT :

o MHEMESXEENARRF, BHFEEEMIBPOHATUERXENAER. AEHE, B
1212 3t LUINIE BOT TS L AR 2EAT it

o BE-—TEMNEIED, AHANTARTFEHFMETR ; IBLESMEIED.
RETEFI BARABNER TER. X FERANER, XA —TENITRE, SREIITS e
T XMERMTRISFBHINATRSHMENERNIR, BIUEFNEEENNMNEEFEERIRD)
BT, FAEFRBIFAIXRZR S .
AP ERBR RIS K

o GIB—HZNEEUMKEEM (MCP),

o FRCEARBIMEHMEN TR, UHILETRBEBE L MCP,

o TEXLEHE N MCP, XRPEIERHXLET B EHT,
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PATEREFEH,

BUHEE— 1 BE X MCP, BRIEXLET R LA B,

MX LT R ERNARRE, UBRNARFEIEHERNT R EFTUERETEF.

(AnE) M/MLCIERBIERT RBIREE URE, FEXET R EMEMA,

% "
' B2 MCP NMiZE1EZ £, BRIERNERIFET,
INREFEF Canary rollout BT #8, 1ESHHUT Canary #HEEE#H,

3.2.7. R FEHFHEA T = OpenShift Container Platform
IRe] LA RS Ak CLI BT A2 577 ) OpenShift Container Platform &2%,
BIFERLLT RS :

o FFEYIF MachineHealthCheck FHiR, E7&HEMT RATUHITRERE,

o FRIFEEMA etcd £ FE MR E 17 R OpenShift Container Platform 8%, B2, RIFEFHEIN
AT eted &12. #0R control plane (8RR, &0 LAE B &0 £ R IR E B LLRTHIR S,

e FITHTT & OpenShift Container Platform £ FE=EHN, HASEBES. VI EEURTF
BHAEMGAE, MR :

o MRBFHAMMNBAIRFERLER (FEERD) , NS RAKFEBELEE, HRWERE
BIAF TENE.

o MREHMAETFTHTEELMNBEERN, NSV EISED, FENEHEEMBI TE
AEMRIMRED, EXMERT, TREEZESE@T T R OpenShift Container
Platform Bk, R MR EBEMT KA LLEFHHE TIE N,

o MRBFHAMMNBALESRIFRAEHINSFELERN, NISHINEIER API R H R EAE

//\o

BF

REXM (MEFNPGSFHER) TRESBENTREERELEER. HXWE
AT, BMARESEEK.

Hth TR

® XTF Machine Config Operator.

3.3. #1147 EUS &l EUS B #7

BT Kubernetes B9i%it, JRERA 2 [BIBIFFA OpenShift Container Platform F &R A TIRIMFE 1T, &
WM OpenShift Container Platform <4.y> B ZE <4.y+1>, REEHE <4y+2>, BIEEBEEM
OpenShift Container Platform <4.y> B E <4.y+2>, B2, HFEEWNMNEKBEHZH (EUS) RASH B3
HEE AR LI, MREEE/S—MIE control plane E#l.
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BE
EUS Fl EUS B9E # R 8E7E {BBM OpenShift Container Platform JXhR4 2 B 34,

L 24T EUS B EUS BT REZERS IRFIL
e EUS X EUS BEHT{UIERTA H R EIRRATE stable 5iiE 1R,

o MREEAIE—NEFERRAREEALE T —MEBORRATDEER T [, NFREMASH
TR0, IEIEEHTEEN TR LR FEURMRA,

o EAILLET EHT worker S E FE U RN ER D AT AT ER D BH, LUEN4E R BIES (A,

o EELAEZ NS E OMFE L TP RSRERA ST R, B2, ITXE 60 RATHRENE
o XM TFHREREBNERENEIREXEER.

o HEHHBEEMWECHEZEAEEHMAT, OpenShift Container Platform B <4.y+1> Fl <4.y+2> &
H—EIgEMRRFHIRMEER T,

o MBS ARKEATTEYELNERT, NEMNEHMER EUS FEHTES, BEREEFIH R
#SE @ MachineConfigPools X[ REVEEF AT LT EUS B EUS E#T, BEEE S,
3.3.1.EUS 2 EUS &%
LUF SRR EEF A IE master H283E2E M, FFM OpenShift Container Platform <4.y> #ZE <4.y+1> EI

<4y+2>, REBCHEECAIE EHNISERER, UTERED T AYEFEENE, LREE worker 11 B
RE

SeRFZ M
o & OpenShift Container Platform <4.y+1> 1 <4.y+2> & 1T3F1C

o EEEMZER™MH Operator Lifecycle Manager (OLM) Operator BI& 173X 10 ™ S E B E
Hi, BLIRERREREE EUS Bl EUS BT RIS TR 1T.

o MMRIEHAZBTHRHETFIRAWFIIRSEM, WHREFAN API, £M OpenShift Container Platform
<4y+1> FHRE <4.y+2> ZRIRBHEN,

3.3.1.1. [ Web ¥#EHI& 74T EUS B EUS B3t

FRFM
o NN AREERETSICEE =,

o FREHR admin H R EFEE web =514,

it =

1. M Web #2HI5 ##9 Administrator #lf, f${E{a Operator Lifecycle Manager (OLM) Operator
B ESENTTHEFMRAREIRAR, Ee LT "B RERN Operator" IR EIH K UMAI AT LIE
BIENESER ; HSH"RNER",

2. FEFr AN SREBIIREZE N Up to date, FHEEBENZEREE M TR UPDATING AR,

EHEMANSNEE LIRS, 1R Compute » MachineConfigPools 3% & Update status
FIHA R,
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INREMNZREENRESR Updating KT, 1HEFIIRESESR N Up to date, X4
IR ETRER B L AT A,

-

3. [IHEIXE T eus-<4.y+2>,
B LBEIRMMIE, 7H = Administration » Cluster Settings —» Channel, &7 LR 24 BiABEE %
W8 SR G B

4. H 2R master ARIFTE worker Hl2&t, &R LIIE Compute TR MachineConfigPools 17
FTRPATIIRE, EREEY EMNREE BB INEERN, AR HEER.

5. BHTE <4y+1> RAFHTHRE] Save HU, ERILIE A Web & BT R P HEIH XM
PATXERIENESER ; S RIMER"

6. BT EEEHN RFSERMIRE, AR <4y+D> BHETMK. EAILUE Details £+ TH
Cluster Settings TTEIHF R ELE R,

7. NAERE, FH web 2HIEHH Administrator ¥ A B #H OLM Operator, & UE" BHREN
Operator" F BB R MNMAHITHIRIENESER ; ESH"RMER"

8. B E <4y+2> lRAFHTTHE Save £T, EAILITE A Web 24| & BT EE P HEIH XM
PATIXERIENESZER ; S RIMER"

9. WMIT EEEHN RHFTHRBMRA, R <4y+2> BHETM. ERLE Details £ £ TFH
Cluster Settings T ELE B

10. BUHE B 2l EREE R, L7 Compute TIER MachineConfigPools H7% 1T
RHUTIRE, AEEET ENNSREBREZNINEERPS, AFR Unpause updates,

BE
MFRMEE, KBEFAFAREERBURRA, FRIE—LELEFES, IEERH
T I R ke R 2 B XU

N WAL EhEREEH, HEKHRTTM T EMERE <4y+2>,
&7 LB Compute TTH# MachineConfigPools 5% TTREIEERhBEEH, H Update
status A —1 Up to date {H.

BF

WIREHE EH Red Hat Enterprise Linux (RHEL) i1 B A 23309 EEERT, X LEA125
SEBFIRRPYN AT A, UEEHEA NotReady RSN, EEEHED
RHEL M.28i24THZ playbook LASERE#T. MMFEEZER, ESHIINETRERIRS
R B A S RHEL T EH BSHIERE",

fEe LUl BEEREN RTRRA R I EH R R E M ER. S LU Details 12L& THY
Cluster Settings T ELE B,

Hth TR

o FEI LM Operator

o {FERAWebEHIGEHEEF
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o FIASHMA RHEL B9iTE (compute) RITHIERE
3.3.1.2. {8/ CLI /17 EUS Bl EUS B 57

FoRFMH
o NN SREERETSICEE =,

e FREHAI, J¥ OpenShift CLI (oc) BE#ZE B IThR AN,

8%

s ZUEIUR BRI LS R St INREEHRDZ B OpenShift CLI (oc) BHEBIARE,
IR = 2E =S B O i

it

1. M Web #2HI5 # Administrator #lf, f${E{a Operator Lifecycle Manager (OLM) Operator
B ESENTTHEFMRAREMIRAR, Ee LT "B RERN Operator" IR EIH K UMAI AT LIE
BIENESER ; HSH"RMER",

2. Wik AN SRERKIREZE S UPDATED, #HEEENEFEREM TR UPDATING AR,
EEEMANSEERERE, HoiTUTes :

I $ oc get mep
Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-ecbb9582781¢c1091e1¢9f19d50¢f836¢ True False
worker rendered-worker-00a3f0c68ae94e747193156b491553d5 True False

3. EHBIRA N <4y>, BREEHFBFERES <4y+2>, 2TLUTaN, A eus-<4.y+2> Jil

&
I $ oc adm upgrade channel eus-<4.y+2>

INREWE —RERER, KT eus-<d.y+2> TR AIERZ —, XRRLLIENS
' EUS IRABEHBIHE L (DEITH., AEHTRBERE GA BEIFF45 45-90 X,

4. BT TG4, B3R master B2 A BIFRE worker HlL25th :

$ oc patch mcp/worker --type merge --patch '{"spec":{"paused":true}}'

ol

=
IR TR E (2 master it

5. BT T e B REHBIEHIRA :

60



I $ oc adm upgrade --to-latest
Bl

I Updating to latest version <4.y+1.z>

6. ZTUTaG, EERFERAUBREFETMK :

I $ oc adm upgrade
I

I Cluster version is <4.y+1.z>

7. BTG, BHE <4y+2> fRA -

I $ oc adm upgrade --to-latest

8. BT, RBREEEMALAR <4y+2> BEFETMK :

I $ oc adm upgrade
I

I Cluster version is <4.y+2.z>

8B 3 E HUTHRAEH

9. 4% worker T REHE <4y+2>, HZITU TR SECEE EAE Z AT EHVSREE

I $ oc patch mcp/worker --type merge --patch '{"spec":{"paused":false}}'

BF

ey
I $ oc get mep

B

A

ZITUA TS, RIEZATEErRREEEH, FHARR <4y+2> R

MR AR EEM, ERETRTFANIERIORIRE, MELETESESBE
Ik, X REREFE I R FRIET X

WIREHE SH Red Hat Enterprise Linux (RHEL) i1 BN 2309 EEERT, X LEH125
KEBFIRPYN AT A, UEEIHEA NotReady RSN, EEEHED
RHEL M.28i24TH 2 playbook LUSERE#. MMFEEZER, HSHINEERIRS
R B A S RHEL T EH 2BSHIERE",
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NAME CONFIG UPDATED UPDATING
master rendered-master-52da4d2760807cb2b96a3402179a9a4c True False
worker rendered-worker-4756f60eccae96fb9dcb4c392c69d497 True False
HibFiR
o FHTZEEH Operator

o HIAEMEMA RHEL BIITE (compute) REHIERE

3.3.1.3. 357 Operator Lifecycle Manager %49 2/~ @#] Operator B EUS Tl EUS &3

BRT web #ZHIEF CLIREIM EUS B EUS B P IRN, LFEZRFERAUTRAENERHIITEUS EI
EUS BHS TR -

o ZRTE
e @iT Operator Lifecycle Manager (OLM) Z%&# Operator
HLRZERT @7

ERT RIENEHZEANEZET RAERNT R, BIEE—RERBETRES HRMITH, BXZER
OpenShift Container Platform /= g9~ l, 155 0H OpenShift B94 24114

LR NS ET RIVREEE LR ET OLM &M Operator $#4T EUS Il EUS BT, EATISEm L T
E -

1. BB ZB@;Y Operator Lifecycle Manager (OLM) REMIFTA Operator BHES B IR A 1ThR
KIERBRRA, FH Operator AR Y ERIA OperatorHub B SRIEEREFA LT IR MY BIRERR
AEVHEI T —IRIRAE, SIIAEERHALKRE, NFET7THROMALERIENESER, HS
"R ETR 2R R B B R EM Operator'&84y, MAME, BH O LEEM Operator,

2. I\ HRIFANTIHAR Operator fRAZ AR BFIRAFK A M, ERILUFEM Red Hat OpenShift
Container Platform Operator Update Information Checker % OLM Operator A MWPLERR A,

Blan, LLTF RN OpenShift Data Foundation (ODF YHIATM <4.y> Bl <4.y+2> B EUS B EUS E#M%

o IXFILURITL CLI 3 Web #HIARTEMK. A XIS FFREOERRRNFESE, H5E /F Web
EHYE AT EUS FEUS BIHZEHN "Additional HHR"ABY"EUS Bl EUS FIEFT",

TEFR=B
1. {2 worker #1253t
2. B# OpenShift <4.y> - OpenShift <4.y+1>.
3. E# ODF <4.y> —» ODF <4.y+1>,
4. FEH OpenShift <4.y+1> - OpenShift <4.y+2>.
5. BHE ODF <4.y+2>,

6. BUBE= worker #1255,

% ”
- FEI ODF <4.y+2> A LATE worker HlER R BUH S RIS Z 51717,
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HbBER
o FHTZEEH Operator
o fHF Web & 74T EUS B EUS B3

e M CLI#1T EUS Bl EUS %

3.4. #4T CANARY ROLLOUT E=#t

BZEF e —TREHTRM, H worker T REHTUBEM. MERITERIGT, MARRNEFRAE
worker T, XNRBELUTERTRER :

o MRFE—NZEH worker T REHHEL, DARESFSKBENARFEBNEFRIRHDLATT
A, BEEHTRESSBNAREXI

o MEEEH—/ERSD worker TR, E—NHAIRAFAEBRMTHFENERRIOR, RAEEHRR
E’\J_'—I_%‘I;E\\O

o EAIRRFREEERTEINENRITH worker TP REHBABUNE XA ED (R
ERARBELTEORERENER) .

EXLEERT, BTSN BE XHBEEL (MCP), LABAIEFLE worker T mIE BB TR
. EEFFEROERG, EWTEE L0 A 8 BHTIX L worker T .

3.4.1. £ 42 £ BH R RG

LU RBIFER T — e 2 2 BHREE, HhBE—1E10% 8100 M RIER, TEREET 4 /NHE
AN, EEEBEEFHEST worker 1T RATERIINS A BT 8 28,

% i
- LA EERRZRA, HEZE T RArd BNt T ge 2 T M EEF R R =,

E X HE X AECE
4% worker T REFHAR BT RBIRIIFNER, ERTLIMIE LELT MCP FriA -

e workerpool-canary, 10 M7=
e workerpool-A, & 30 N1 m=
e workerpool-B, & 30 N1 =
e workerpool-C, & 30 77

B H Canary worker it

EE—NMEFEOR, EREE workerpool-A, workerpool-B #1 workerpool-C 8 MCP, AE/a5h5%
BYE#T, IXIIEHE OpenShift Container Platform iz 1THIEME, LURAE HEUEE{E8 workerpool-
canary MCP —Z 9 # 10 N s, Hth=1 MCP Fa&E#H, EAhE(1Eg .

e R EHEERRE worker EHT

MREFEMERERR, EHREREHTIENERRZE workerpool-canary EFTHI A ERN, BLIEDHT
SEnERl, BRERFBEVAENREN, SEANMABIRTE T 1T cordon # drain ##1F, H—HIRTI
HATERS, ERILAEREBCEEE AT A SN I M ERIRR, MMES workerpool-

A. workerpool-B #1 workerpool-C 7EE N A BI4ET 88 O AL T4,
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EABEE L MCP B worker TV REHIRH T RIFMH, BEHREE—TMHENNER, FELNGTS 6
T XMERUTRKSBINATRASTMNENSRR, BIUEFMEEENASATR, HEFBEHFH
MRRFZBY S e,

BF

SN 2RECE AT BA IE Machine Config Operator ZTEXEXHI T m LN FRE AR B R R, &
& MCP 1A 7] BABA LEEfe] B ShERF BIE B R HEX B R XM T =, B1E B 5055 kube-
apiserver-to-kubelet-signer CA ik i,

4 kube-apiserver-to-kubelet-signer CA iE Hi3 1 H MCO i B E#HILFE, MCO
TR P HEERIX LT R, XRFHE oc Rk, E¥E oc debug. oc
logs. oc exec #ll oc attach, WREHIFIUEFE, MR MCP #E{E, I OpenShift
Container Platform Web % & B Alerting Ul F U B,

EEE MCP N RIZIER/IMD, FEFYEE kube-apiserver-to-kubelet-signer CA ik
HEARY R, BAOGERN F RS,

TEIUUE MCP EH EARRM OpenShift Container Platform Rz, 130, iH7&8—4
MCP M 4y.10 BHE 4y, B—NEHFH 4y.12, IMNFELEERHENN, TESSEER
E M HIEEHRE,

3.4.2. %F Canary rollout E#i$ 725 MCP

£ OpenShift Container Platform /1, TTRASEHEMEE, HR, SIEIHEINEREERF (MCP),
BIANERT, OpenShift Container Platform &R HHT ROHBIH D MCP A : —4FF control plane
s, —MHET worker 775, OpenShift Container Platform B #r& R &MHpTA MCP,

EEFTRRP, MRIBETHRAEHE, Machine Config Operator (MCO) £HEZZ FH £ H{ MCP MR Z N
maxUnavailable F#5 EMHEN T =, BRIAER T, maxUnavailable iX&N 1, HEZ= T mBCHEE T
= EMIFRAE pod, FHIFIZLT RFRCH AT HE,

T mBEZE/E, Machine Config Daemon N A—MHHRERE, HPSEEHIEIFERS (0S). BHIEF
RABEENEHIF,

A B E X HlaiE b
ERIERET S ER, EFLLRAE L MCP, BN MCO AREEEH MCP BT R, ATLUER
DHEESHEBREFIE Fa 28N EEHNT =89 MCP,

FERA—IHZ B E L MCP AL R R i B R E AT worker T mBOIR. Hla0, FEEHHE— MCP
RN RE, BRHUEIENARFREYE, RAEERLSRERT SRERFERRE.

DIk

e
== |
XfF OpenShift Container Platform FREYFTEH25ECE ), maxUnavailable FIFAIA

HERE 1. BWWEREFIIME, B—RREH — control plane e, X F
control plane i, FREHXMELH 3.
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JHBIR control plane BIFETEME, AZFEM control plane T7 mAIE B E X MCP, Machine
Config Operator (MCO) &72B&} control plane 17 R EBIEM{EM E E L MCP,

A8 E N REE RN FEEE

RIEBTEMEERERN, FHRAZREUEN MCP BLLREN MCP T R, Fl, tRSHIGE
FEARFENEIEO, Tl T BELEEORTLUEHZ DT = OpenShift Container Platforms
XN FEUR TR EARBIEBERN TF 07 21,

BERAEEERPESVINEE, UAEBEE L MCP WHELIKRED MCP YT R, HMNAR
FIEE R R LIRTER TR, RaT UGt rRARLE T /0747 cordon # drain 4, XN A

pod BENHM TR L, BE, TSIHERRN MCP AHNAAT REE N EHN AREFRHEVH
ARZ5 it & (QoS).

==
IRE LU AN EHT R 5 A 10 €89 OpenShift Container Platform B2 —#2 A,

BR, ZIEFERFERA Ansible playbook #{TEHTHI Red Hat Enterprise Linux
(RHEL) #1285,

3.4.3. =TT canary rollout E#7
A S EEER T & 22 % rollout BEF RS R ITIER :
1. AR#E worker {013 B & UAHSRECE M (MCP),

_ IRET LA X MCP #1189 maxUnavailable % &, LUEEEERLL ENE BT LRI
" MBI BE, BINMEN 1,

DIk

==
[=]

XfF OpenShift Container Platform FRBYFF B #l2sBCE i, maxUnavailable

HBINKER 1. BIUEAERSIME, B—RRAEH— control plane
TR XF control plane ith, HAEFFXMER N 3.

2. | REFERRNMEIBE X MCP, NMFEFBERKNEHRNEHRNENTR, EET RAM
PCECEPRZE, ZARZERE T RS MCP #8KEK,

BF

FAEMT RFBHBREIA worker FR%E, 1T RINEA role IREFREAESRMHFER T
1,

3. EEFMIBHEEEREEHFMN MCP,
4. HATEREH, FIIREEIEKELEM MCP, &1F control plane 17 R,
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5. HAEHNT R ENMANARR, UBERE1HIRIIETIEF.

6. BUCHEERIAKN MCP, EFthhmT MR EH, FHEXLT S NN ARR, ESHITE,
BERFFA worker T AR B,

7. Bk« MEEHTROTT R AR HIBR B R PR FFIIBR B E L MCP,

3.4.4. 0N 2R BELE R IHAT canary rollout E#T
ZHIT Canary rollout BHT, ERTELEUE—IHZNEE UHSREER (MCP),

i =
1. BT T HSF HERE BB worker T/ -

$ oc get -l 'node-role.kubernetes.io/master!=" -0 'jsonpath={range .items[*]}{.metadata.name}
{"\n"{end}' nodes

it

ci-In-pwnll6b-f76d1-s8t9n-worker-a-s75z4
ci-In-pwnll6b-f76d1-s8t9n-worker-b-dglj2
ci-In-pwnll6b-f76d1-s8t9n-worker-c-lldbm

2. HFEBERWENTE, SAUTHOSHT RRME E UFE :
I $ oc label node <node_name> node-role.kubernetes.io/<custom_label>=
a0 -

$ oc label node ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary=

it N |
I node/ci-In-gtrwm8t-f76d1-spbl7-worker-a-xk76k labeled

3. QEHTEY MCP :

a. /& MCP YAML {4 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerpool-canary ﬂ
spec:
machineConfigSelector:
matchExpressions:
-{
key: machineconfiguration.openshift.io/role,
operator: In,
values: [worker,workerpool-canary] g

}
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nodeSelector:
matchLabels:
node-role.kubernetes.io/workerpool-canary: " 6

N MCP #8575

EERINE L A B B E R,

1)
Q 157 worker F1B 7 . MCP &,
3

b. 21T T a4 34/ MachineConfigPool X4 :

N

I $ oc create -f <file_name>
ot Bl
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary created
4. BT TS, BEEFHPH MCPIIREE LIRS -
I $ oc get machineconfigpool
it Bl

NAME CONFIG UPDATED UPDATING

DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT

DEGRADEDMACHINECOUNT AGE

master rendered-master-b0bb90c4921860f2a5d8a2f8137¢c1867 True
False 3 3 3 0 97m

workerpool-canary rendered-workerpool-canary-87ba3dec1ad78cb6aecebf7fbb476a36
True False False 1 1 1 0 2m42s
worker rendered-worker-87ba3dec1ad78cb6aecebf7fbb476a36 True
False 2 2 2 0 97m

QBTN 2RECE 't workerpool-canary, #l#1T# AR ERERINEE RSN R¥E.
worker MCP Hl23 &M HERMNE T, BHVSRBATESE/LO BN E, ERAIH, —N 8

2 M worker MCP # %l worker pool-canary MCP,

3.4.5. F{EHl R E D

SR EE YHBREED (MCP) B, ERNEEXLE MCP, E{E MCP ALt Machine Config Operator
(MCO) B 51% MCP XELH T 5,

ZIT AT e RIEHMEEEFH MCP

I $ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":true}}' --type=merge

False

False
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it Nl

I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

3.4.6. HITEEEH
ENBEE R (MCP) HAMERSE, BOLHITEREY, RIBTNER, HEEUTEFEL

o (HF Web 4l & B LR

o ([ CLI FiER
EREFE, BT —RFFHRECEEHE MCP,
3.4.7. BB =N R EE D

OpenShift Container Platform B¥iefikE, —REUHE{EEMBEE LHZREED (MCP), BUEE =
MCP Ft#F Machine Config Operator (MCO) B#51% MCP XEXBy 7T s,

iz
1. MIREECHEE8 MCP #4740 T -
I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":false}}' --type=merge
4N -
I $ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":false}}' --type=merge
it Bl
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched
2. FE : ERANTRTZ — AR

a. m Administration - Cluster settings M web ZH| &K EHE,

b. BITUTRGIREMNE :

™

I $ oc get machineconfigpools

3. AEHHT RENMAEONA, DIAREI R TE,
4., —RAEREMEIEN MCP ER T E,
SNSRI AR B INEEE, N ARFREEHRNT R ET/F, SRR T

cordon #[ drain #/F, XA pod BRI HAM T &=, LB N ARFHIRS RS,
BE—NMCP AN AFHEERE.
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HEBE A SRERMCP)E T R EEHFEILNAREFER, MERAMET [RBEE IRE, &7

B EHRA MCP,

H i
TRETMEBEABTREERHPEEIF.

it

1 XFBEENLMCP BN R, BITUTRSEMT RFMEREE IR :
I $ oc label node <node_name> node-role.kubernetes.io/<custom_label>-

a0 -

$ oc label node ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary-

it N |
I node/ci-In-0qv1yp2-f76d1-ki2tq-worker-a-j2ssz labeled

Machine Config Operator § 717 R B EIEIFEH MCP, 7 =5 MCP BL& i,

8B 3 E HUTHRAEH

Rz

2. EMERTREMNBE L MCP FfER, HZTUTHREREERRFHTH MCP JIRKE HFNATS :

I $ oc get mep
I

NAME CONFIG UPDATED UPDATING

DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT

DEGRADEDMACHINECOUNT AGE

master rendered-master-1203f157d053fd987¢7cbd91e3fbcOed True
False 3 3 3 0 61m
workerpool-canary rendered-mcp-noupdate-5ad4791166c468f3a35cd16e734c9028
False False 0 0 0 0 21m

worker rendered-worker-5ad4791166¢468f3a35cd16e734¢c9028 True
False 3 3 3 0 61m

False

True

False

BT RMBE XL MCP BRI EI R MCP i, ®ReRZ Lo A REHN ST, EXD

TBId, F—T R MM ERE workerpool-canary MCP # 2| worker MCP,
3. A BT TR RMEREE X MCP :

I $ oc delete mcp <mcp_name>

3.5 . BFHES# A RHEL BitEHE (COMPUTE) RETHIEERE
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& AT LATE OpenShift Container Platform &E&8f EHUTRIRAFIH T EFH, MMREHEEF T S Red Hat
Enterprise Linux (RHEL) #.8%, NIAZEITEIN B9 BRR B #TiX LEA 25

3.5.1. FREE

EAEA admin BEREIA FUiHSEEE, 155 0ER RBAC E LA AR,
BEARHH eted #17, UBEAFARKNFEERERFRE F RTEPRT,

&89 RHEL7 worker &#t 7y RHELS 5 RHCOS worker, 28R4 RHEL worker B9 M RHEL7
B RHELS BYRAGLFAL ; XL F M A TE R T IEHIRIER G RSB,

MRENKRBFERFHETNEIL, FERFLTREANSHLUETR NFEELELR, /L
AREXRRBHNER, HSHESERF I NEILERER,

o JNIRIKZ1T Operator HIEBEE T pod FEFHIE, EHREEAIGIRFBEIFRT, W0RE

PodDisruptionBudget # 4% minAvailable ix &7 1, 177 mHBEZE LR FA 7T 8E = BE LK PRI F2
LB SRECE. MRES TN R, WA pod REEE—1MTRLEZ
17, PodDisruptionBudget FEX AT AEAPH IE T smBEZE,

Hin R

JEZE Operator B KL

3.5.2. FAWebEHI & EHER
MEATHEEL, EAMWebiEtla BEER,

IR LER ] GBI RIS 4 #: B8 X 1 B OpenShift Container Platform A& BEHE R,

FRFH

it =

70

FAEA cluster-admin X FRHI A F 517 Web #2515,

%7 OpenShift Container Platform web 2l &,

¥1{ZfrA MachineHealthCheck %R,

1R B3 Z BI@ Operator Lifecycle Manager (OLM) REMIFTA Operator B ES B4 1ThR
AFEBMIRA, FEH Operator AR HERIA OperatorHub B RIEEB AT IR M Y FIRERR
AYRBEI T —IRRAR, SIEEMMNALNKRER. NETRINARERIENESER, S
"R ETR R R B B R EM Operator'&84y, MAME, BH O LEEM Operator,

RN ERECE M (MCP) EfE2TEAXRE(E, EEF IR 5EE MCP kBT M. INRE
4T canary rollout B#REE, A LLE{E MCP,

™89 RHEL7 worker &#t )y RHELS 5 RHCOS worker, #1854 RHEL worker B9 M RHEL7
B RHELS BYRALFAL ; XL F N A TE R FIEBIRIER G RSB,

. 7E web 12l & & it Administration - Cluster Settings # & & Details T EHHMA R,

- NTFEFIMERBER, IHRRE Channel IKENEEANEINIRARIERIGE, 10 stable-

4.15,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/authentication_and_authorization/#using-rbac
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/backup_and_restore/#backup-etcd
https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html-single/architecture/#unmanaged-operators_architecture-installation
https://access.redhat.com/downloads/content/290
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BF

SFEFIMERBERE, W] —1 stable-*, eus-* =% fast-* Jili&,

HIEAESEFARE T —DNRRAR, IH5EFESZORRAN M BISGE, FEREHIIE
=g %ﬁ‘ll«lﬁ?‘iﬁi@ﬁ”ﬁ’]Eﬁmﬁi%%ﬁﬁ%&o SERF AT e TR B — LE I [ SRVT A4 AR
BURANES, FRUESKEFERRIL, ERENIRKMENFAZL, RVellEF
£ B T

MRETEBIFBIRRRARNEREE, HRFFNSHERE SRR SR
ThRAE, EXT—MNRIRAEBEFTA,

[N

o IR Update IR T2 Updates available, NFiEF25EEE,
® Select channel RNEEF IETZTEXIEE B HTHVERER A,

3. IEFEEHEIMMAE, AFH T Save,
1 A48 Update Status 255 Update to <product-version> in progress #& & L@ W41
Operator #1771 REHE R R EBRBHEHNAE,

IMREEFERFPET—DRRE, BIANM 410 AL 40, EEEBRSKGET

BERY TE M ERIFAIANER T RE B, EREKREIH worker T it E = E/RTE
Cluster Settings T,

4. BH5EMSE, Cluster Version Operator RRIFTAIAES, KEYFMEFEEERLTRHEN.
o MRETRHESH, HHEELYIMEFRHITES, BEIETEBEEH L,

o MRERBEUANEH, 5 Channel BN F— 1 RhRAH stable-*, eus-* 5% fast-* /i@,
B E BT ZIEREERMRA,

EARRFENIT - ENES, BEREIAEEENMRA.

BF

LIREFH B EH Red Hat Enterprise Linux (RHEL) worker #l283895 BET,
worker RTE B FRPEIRATH, HEEH A NotReady RSN, ‘T*%’ﬁﬂ
B RHEL Hl28:21T7H 2 playbook LASERK B #1,

Hth BHR

o FEI LM Operator

3.5.3. A% : F™A0 hook LATERHEL %% _EH4TAnsiblefE5

TEOpenShift Container Platform B #H#A[A], &7 LUE FAhookERHELITE R%: LiZ{TAnsiblefES5,

3.5.3.1. hook3%F Ansible hook H{TH

B OpenShift Container Platformfsf, B LU#E FhookTEHATHF E IR TERed Hat Enterprise
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Linux (RHEL) TR EZITEE LHIMES. ERILMER hook IRFE L T EHITHREES AN Z EEIZ
ITHIESS RIS, 7EOpenShift Container Platform& 2 B HRHELITE T b, RILUER hook 45 IE
FIEW B E LHIEAMZR,

R 795 hook RIS, XMNREFMAEKI, ALUELIIE hook it NWRAILIZ RZ1T, FHEIKSHERNLS
Ro

hook BLATRRH : - hook & B BE X ShRALHI R E, ©117 LUE A RS openshift-ansible £, (B
X L6452 A BERTEIF FEBIOpenShift Container PlatformhR A SRSk MIBR. - hook A& &G IR EH]
#l, ELL hook AR EEEHITIIZ, MRBIFR, NEEMREXNAE, REBRITHIL,
3.5.3.2. Bdi&Ansible inventory3X kL8 hook

&7 LATE hosts inventory X B all:vars #9 H E X Red Hat Enterprise Linux (RHEL) compute #l2&
(B# worker #l25) FEHH A hook o

SERFEH
o A LAV R A FARIRHEL compute ROTEEBMIITEN., BN IIA VI E X RHELR S Hhosts
Ansible ;& 8 X HFBIFL AR,
it =5

1. &I T hook f&, GIE—NYAMLI, NEE Y AnsiblefEss, LbxXX#rwiiieg—HES, T8
=— playbook, LT RBIFAR :

# Trivial example forcing an operator to acknowledge the start of an upgrade
# file=/home/user/openshift-ansible/hooks/pre_compute.yml

- name: note the start of a compute machine update

debug:
msg: "Compute machine upgrade of {{ inventory_hostname }} is about to start"

- name: require the user agree to start an upgrade

pause:
prompt: "Press Enter to start the compute machine update"

2. 1824 hosts Ansible inventory X438 TE hook X4, hook XHEVE NS EETE [all:vars] 284245
Eo WA :

BRI hook & MRl

[all:vars]
openshift_node_pre_upgrade_hook=/home/user/openshift-ansible/hooks/pre_node.yml
openshift_node_post_upgrade_hook=/home/user/openshift-ansible/hooks/post_node.yml

NTRGRIERY, EEEE LA hook TR BR R A B 15 AN BR R,

3.5.3.3. RHELITE R4 ol M hook

TEE#H OpenShift Container Platform&E & #Red Hat Enterprise Linux (RHEL) compute R, &
LAERLLT hook,
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openshift_node_pre_cordon_hook

openshift_node_pre_upgrade_hook

openshift_node_pre_uncordon_hook

openshift_node_post_upgrade hook

3.5.4. B EEFMRHEL compute R%5;

8B 3 E HUTHRAEH

AN T REHB (cordon) ZATZIT.
It hook LA 1T A HE N BT RIB 1T,

MREMES WA HMBENZIT, WX
E&wifEAdelegate_tosklocal_action

o

RN REHYIE, BREFRHNZT,
Itb hook BT AR BN T RIZTT.

MBEMESWE T HMBENIZTT, TNZ
E& w7 Adelegate_tosklocal_action

o

BN REENE, BRIUHEH

(uncordon) BIHZ1T.
It hook LSBT AR F BN RIZTT,

MREMES WA HMBENZIT, WX
E&wifEAdelegate_tosklocal_action

o

B RABICHEHYIEZIT. XE&RE—
N REHTRE,
Itb hook BT AR BN T RIZTT,

MBEMESWE T HMBENIZIT, TNZ
F& w7 Adelegate_tosklocal_action

o

ENEBHITERE, WITEFEEHMRed Hat Enterprise Linux (RHEL) compute %,

n .
RHEL it #1253 Red Hat Enterprise Linux (RHEL) iR Z 8.6 & BHHIARA,

INREER RHEL fERRERSE, ML LU T EHZREHHE OpenShift Container Platform B 5 — MK
ZRA, BHUTRIRAEHFE, EARFEHERR RHEL RBES RPM 2.,
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BF

B TTES RHEL 7 1T ENZS A EI RHEL 8, B /iERBHHI RHEL 8 £H1, FERIZMIFR
|BBY RHEL 7 E#1.

FRFM
o BEHTERE

BF

AN RHEL M3 BERF AR T RESS EFHT TR, FrAE i EHFEAH
RHEL worker #2381 B #T5EEE,

o RETLLVTIA] A FIF RHEL I BN RINEIREF A AR, BWAIIBERIRE LT RHEL X450
upgrade playbook BJhosts Ansible ;&5 30 {4,

o XITFIRIRAMIES, RPM EEFEERNEER Liz1THERIRABR OpenShift Container

Platform,

it =
L FIEFRRAEN LRI ASE

I # systemctl disable --now firewalld.service

BONBERT, A "Minimal" REETHIEMIE VRS RHEL 5 A firewalld R,
EENLBEAT firewalld BRSSP LEE 7] worker £ OpenShift Container
Platform BHi&. fNRIEHLEYRELTA] worker £BJ OpenShift Container Platform
B, UEAEFSH firewallds

2. JAF OpenShift Container Platform 4.15 R BIEEZE :

a. TEi21T Ansible playbook B9#188 £, FHAAEMNEFMEE :

# subscription-manager repos --disable=rhocp-4.14-for-rhel-8-x86_64-rpms \
--enable=rhocp-4.15-for-rhel-8-x86_64-rpms

BF

B OpenShift Container Platform 4.11#2, R4 RHEL 8 124 Ansible
playbook, #1%R RHEL 7 %4t A{F OpenShift Container Platform 4.10 Ansible
playbook FIEM, ELAfF Ansible ENLAZEI RHEL 8, =(#E7E RHEL 8 %
SR AIEEFTEY Ansible 41, FMIBB Ansible EHEFIFH,

b. TEi21T Ansible playbook FI#l25 L, B#T Ansible FX4 S :

I # yum swap ansible ansible-core

c. 1Ei217 Ansible playbook BI#lZ8 £, BRI HS, S1E openshift-ansible :
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I # yum update openshift-ansible openshift-clients

d EEDMRHELITETRLE, BEHARHEIHGCE

# subscription-manager repos --disable=rhocp-4.14-for-rhel-8-x86_64-rpms \
--enable=rhocp-4.15-for-rhel-8-x86_64-rpms

3. B RHEL worker #1285 :

a. 2% /<path>/inventory/hosts 1 Ansible JEEXHHEHFHMNSE, LUE RHEL 8 HlL2357E
[workers] BB, A TFHIFR :

[all:vars]

ansible_user=root

#ansible_become=True
openshift_kubeconfig_path="~/.kube/config"
[workers]

mycluster-rhel8-0.example.com
mycluster-rhel8-1.example.com

mycluster-rhel8-2.example.com
mycluster-rhel8-3.example.com

b. # A\ openshift-ansible Bk :
I $ cd /usr/share/ansible/openshift-ansible
c. i&17 upgrade playbook:

$ ansible-playbook -i /<path>/inventory/hosts playbooks/upgrade.yml ﬂ

‘D %t F<path>, #5EEOIEHIAnsible/F T XHHIEEE,

upgrade playbook {X#% OpenShift Container Platform ¥4 &, EAEE
FRERGHMGE,

4. BH A worker |7, HIANFTEEE T REBHEFIRA :

I # oc get node

ot Bl
NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.28.5
mycluster-control-plane-1 Ready master 145m v1.28.5
mycluster-control-plane-2 Ready master 145m v1.28.5
mycluster-rhel8-0 Ready worker 98m v1.28.5
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mycluster-rhel8-1 Ready worker 98m v1.28.5
mycluster-rhel8-2 Ready worker 98m v1.28.5
mycluster-rhel8-3 Ready worker 98m v1.28.5

5. Ak : E%ﬁ upgrade playbook % B B HIRIERA PG, BEBREFAE 415 REEE, EF
LTS :

I # yum update

ey
% NREFERARE 415 B{FEHBHER RPM F68E, NAEZEHER RPM B4E,
3.6. EMT BRI MER BT R R

3.6.1. X TR T E RN PR B

BT EERIME R R R T R A M B RMBINE, AL, SJIE registry FIEFRREF R, NREH
registry EN T AR Ui M B EXRIAISEEE, ST LU EGE SiX DN MBI RN XGRS, RE
FERENKTBINFUEMLZEE, NRAIEIS registry MIEEHE R registry WEN, EATUE
B A THREEERIA registry,

— NI B ZRTER registry BULNBTFFEZHI RS RS NEREE mirror B9 IR,

3.6.1.1. 5% OpenShift Container Platform 5§k

EEMTE RN ERER, ENKEIMERIANINREE B IirEH R R R 5K
registry, LA TUHRAE T MR R BIM I BV SR B P BRI B9 UL BR

o 5E{& OpenShift Container Platform {5

3.6.1.2. EMTFF E IR R TR RN
0] LU A AT 5 98 2 — BTl FFE 389 OpenShift Container Platform &2% :

e {#FH OpenShift Update Service FEMT T iEIEREME R B LR

e 1E3%7% OpenShift Update Service HIlT I S h EH HT 5 BE

3.6.1.3. ME#i|BR OpenShift Update Service
IR LUE R LU T 5 B MEEE R EIE OpenShift Update Service (OSUS) BIARMEIA :

o JMEEEFHIFR OpenShift Update Service

3.6.2. Hif& OpenShift Container Platform /&

BTGB R R RBGER registry B, AREFTRHEZIRMAIMERBEHRERE, EL UEEZENIMNE
AR {5 AR R AR SR AR R &R B 2 1779 B IS AL A X A4 BB A R4 HI Ot M R 2R TR R

@ o
- IRBVERAR registry IR IEEREHZ 1T &2 1T,
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LUF 5 BB 7 a0l S HiR SR B AR registry BIm A THER
1. ERATRRFMHEELITHREMWAE X & ERE OpenShift CLI (oc).
2. F#iregistry pull secret, FRHERIMBIEREH,
3. BIF{ERA oc-mirror OpenShift CLI (o) :
a. ERATFTRBEMMEERITHRMBILEHRE oc-mirror fHF.

b. iR UGG EREXY, UREREEHRGNATEHENEA, SRR ERE LR
B, DESEHHERRE R,

c. MEMEITHEEREEERIER registry HABING, REERIER registry,
d. BEEBEEELUER oc-mirror &4 MM FTIR,
e. REFESEST XLELBELUBHEHFRMR registry.
4. WNREA oc adm release mirror 4 :
a. WEBIMEZE, MNFEMIMEUREEHRHLITHRE.
b. FERLITHEKEEEREER registry HABING, REERIER registry,
c. RIEFEEE XS HELUBEHRTHIFEMR registry,
5% oc adm release mirror &3 H4ELL, oc-mirror #lHFEB LI TR -
o CALURGBRTRUANNE,
o TEENRGEHIRE, TURRMMER registry RHIH &,
e oc-mirror IR T —FBEIIM Quay B K TIRAE AT A%, FHAEMEENIEH
iZ1TH) OpenShift Update Service 143 &30 E R 8B 5 K.
3.6.2.1. {8/ oc-mirror E{#Hif& TR

IR BT LAFE A oc-mirror OpenShift CLI (oc) il E ST 2 S ER2 BT FF MR R R IR R IR B R R
registry, R IMER BB MIEZENRLTIZIT oc-mirror, LUMEME HLLIE registry  FE AR B R

MFBETRELIFMMER , HSHER oc-mirror I R FF RN RETIRTR

3.6.2.2. f§if oc adm release mirror g4y mirror #{§

& LUE A oc adm release mirror 6 5 S5 R R EIEHIE R registry.

3.6.2.2.1. R M

o [RWIIEIEE OpenShift Container Platform S£EHAIE (41 Red Hat Quay) B —1X#F
Docker v2-2 BB 2R registry,
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INRFEA Red Hat Quay, NIATIFE oc-mirror 4 {FFH 3.6 HE S ARABAR
A, MNRIEAE Red Hat Quay 1Fl, 1HSHHE XEBE Red Hat Quay LL T R LE
UERI A, s4{EF Quay Operator, INREBELNIEEBIE EFFHLE
registry, TBBAEIEMHERRILBLR,

INRIEZBE BRI reqgistry IR AZ, N mirror registry for Red Hat OpenShift 281&
1£ OpenShift Container Platform 1 H, mirror registry for Red Hat OpenShift &— N INEIR 2R
registry, B FIERTFFEZEBIME IR OpenShift Container Platform R %K.

3.6.2.2.2. AR TN
HATHRG S TR0, DIESENLURARHSE#ETITRAIE,

3.6.2.2.2.1. @t FEZ#HHIXHZRE OpenShift CLI

IR A LL%& %R OpenShift CLI(oc)R{ER G HIT5RE S OpenShift Container Platform #1T3RX B, &A1 LATE
Linux, Windows 5% macOS _£%% oc,

HE

INRLZET IBHRAB oc, NIATEETEEFE A OpenShift Container Platform 4.15 IR A
Do TEHHLEFMAN oc, MREAMFEENIMNEFRERER, FLELEANEMN
oc hi A,

1E Linux £%%& OpenShift CLI
&0 LURBRLUTRTZLE Linux £%&%% OpenShift CLI(oc) =il 32 4,

it =

1. BMBIZEE 1 MG LB OpenShift Container Platform &,
2. MR THIGIRAPIERESR,

3. M ERA THIFIZRAPIEREE YRR AN,

4. = OpenShift v4.15 Linux Client 5 B 35 #) Download Now {73 {4,

5. R :

I $ tar xvf <file>

6. 1% oc —iHHISx 4R PATH thigH 3,
EHEMRH PATH, EFHITUTHS :

I $ echo $PATH

e 2% OpenShift CLI fF, ®LUER oc 4 :

I $ oc <command>
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1£ Windows £ &% OpenShift CLI
IRAT LURBBLLT RAZAE Windows £& % OpenShift CLI(oc) i il 3 4,

it

1. BMBIZEE 1 MG LB OpenShift Container Platform &M,

2. M RRAE THIFIR AP EESE YBRAE.

3. 5= OpenShift v4.15 Windows Client 52 B35 Download Now R 7E 344,
4. R 2IP BF#LEEE.

5. % oc ZiHHIXHE] PATH B E X,
EEFEWN PATH, HHAGSRTHHTUT SRS :

I C:\> path

o 2% OpenShift CLI [F, ®LAEF oc 4 :

I C:\> oc <command>

1£ macOS L Z& % OpenShift CLI
IRAT LURBBLLTRAZLE macOS £ &% OpenShift CLI(oc) i il 34,

TR
1. SMEILEE ST MG R OpenShift Container Platform T 71,
2. M RRAE THIFIFR LS LBIRA.

3. = OpenShift v4.15 macOS Client 5 B 55# Download Now R {RF3 {4,

p= Y=
XFF macOS arm64, 1E1%EF OpenShift v4.15 macOS arm64 Client 5 H.

4. FREMMBERFH.

5. % oc ZiHIXHRBE PATH 9B K,
ZEHEEH PATH, IHITHFRHADITU TGS

I $ echo $PATH

o L% OpenShift CLI &, ®TLUEF oc 4 :

I $ oc <command>

Hab¥5E
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o~ i s

°
it

EHEA CLIEH

3.6.2.2.2.2. EBER N AR BEEIFTHREENEIE

DR BRER registry TIEXH, AVPRZIERBREEREENEHRIMRH,

Digk

==
=

REEHN A EFER MR registry BIESXEVED pull secret, WMRERKERFNZ
Hib e, ERPHMENGRESHNERRR registry WEARR,

Digk

==
=

Lt R BB IR BT LANHERR registry LR RIRIR registry HITE#ERME, FREIERMN
| registry pull secret,

FRFH
o REMHIR registry FEBE N EMFEZERIMEHERA,

o BIEHR registry FIRR T BHR CERALE, LUNBRBRERER(mirron) BIXMIE,

o BB T —NEK registry Ik, AVPRHEEKLEIZRROE,
e

EREFNETRATEIR

1. M Red Hat OpenShift Cluster Manager F# registry.redhat.io pull secret,
2. LLJSON &R A& pull secret BIA :

I $ cat ./pull-secret | jq . > <path>/<pull_secret_file_in_json> ﬂ
ﬂ IBERNFNE pull secret BISTHREIEEE, LARIEOIERR JSON SXHEHIZFF,
R LT LT RA -

{

"auths": {

"cloud.openshift.com™: {
"auth": "b3BlbnNo...",

"email": "you@example.com"

b
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"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

b

"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

2

"reqgistry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}
}
}

3. A%k : MREMA oc-mirror i, HFNXHRTFH ~/.docker/config.json =X
$XDG_RUNTIME_DIR/containers/auth.json :

a. MR .docker =X $XDG_RUNTIME_DIR/containers B X R1E1E, EHAUTHSEAE :
I $ mkdir -p <directory_name>
Hrh <directory_name > 2 ~/.docker =% $XDG_RUNTIME_DIR/containers,

b. HIAMU TSN pull secret EFIEIE LB FH -
I $ cp <path>/<pull_secret_file_in_json> <directory_name>/<auth_file>

Hrh <directory_name > 2 ~/.docker 5% $XDG_RUNTIME_DIR/containers, &
It;auth_file& gt; Il config.json =X auth.json,

4. NIRHIEER registry R base64 SRS QB EHSHE

$ echo -n '<user_name>:<password>' | base64 -w0 ﬂ
BGVibYk3ZHAtqXs=

ﬂ ®id <user_names> #1 <passwords> 15 registry B9 7 L,

5. YmfE JSON XHFAINEI registry BIERS :

"auths": {

"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

}
}

ﬂ %I F <mirror_registry>, 187 registry 5%, LAREHER registry FRIRHER BRI AL
iw O, {540 : registry.example.com =% registry.example.com:8443

9 {5/ <credentials> &K registry F8§7E base64 YRGB ' 2B,

XA R TFLUR A
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{

"auths": {
"registry.example.com™: {
"auth": "BGVtbYkK3ZHAtgXs=",
"email": "you@example.com"

}

loud.openshift.com™: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"quay.io": {

"auth": "b3BlbnNo...",

"email": "you@example.com"

}

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

3.6.2.2.3. {¥5i%& (images) mirror Bl—4* mirror registry

BF

4 7 B OpenShift Update Service M ARRF T ERERE, BTG ATHRIGHEE#
WMEMEE, AT SRR,

FRFH
o RENHR registry BEE NERRMLZHER, HAUREEENIESFZIL

e {RELM Red Hat OpenShift Cluster Manager F#; T pull secret , HEBW N EBEREEHENS
1398 IE

o MRMHABZRIUET, BEUETFIEE Subject Alternative Name,

ik =
1. {8 Red Hat OpenShift Container Platform Upgrade Graph visualizer #1 update planner 11%IAM
—MNRAFHREN B — A, OpenShift Upgrade Graph 1I25E R, FHiE= T MEBIAEN
LEIFNTIE S BFAR A 2 [F] B BHTER R
2. REMBENIMELE :
a. FHAITIRAER :

I $ export OCP_RELEASE=<release_version>
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XfF <release_version>, F1EE S EIR OpenShift Container Platform R AN N BIFR
%, 104.5.4,

b. S HAM registry BFFFIEHNIHA -
I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

%I F <local_registry_host_name>, 1515 ERIRIFMEEM registry 8% ; X F
<local_registry_host_port>, Ei5ERATRERNTNIKHO,

c. SHAMEEERM :

I $ LOCAL_REPOSITORY='<local_repository_name>"'

%I F <local_repository_name>, 151EEE 1T registry FOIEMCZERTR, M
ocp4/openshift4,

d. #NRMEFA OpenShift Update Service, &S H—MEIANNAMFHEZELT, FHIZLTH
% :
$
LOCAL_RELEASE_IMAGES_REPOSITORY='<local_release_images_repository_name>'

%I F <local_release_images_repository_names, i&5EZEE registry RN GES
8, %0 ocp4/openshift4-release-images.

e. FHEEHITHRENEMZERT
I $ PRODUCT_REPO-="openshift-release-dev'
STFEFIMBRRA, WIHEE openshift-release-dev,
f. 5 H registry pull secret B :
I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

%I F <path_to_pull_secret>, 1515 EE GBI registry BY pull secret BO4ENT BRZRFISC
%4,

INRITHEELE A ImageContentSourcePolicy X R K B FiEEH &K, N
HEER2F pull secret AT & registry, EABEELIE H 7N pull secret,

~

g SHEAITRAG :

I $ RELEASE_NAME="ocp-release"

S FEFIMEIRA, ERIHEE ocp-release.
h. NIRRT HHZRER

I $ ARCHITECTURE=<cluster_architecture> )
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@ susatwizR, 1 x86_64, aarch6d, s390x, X ppcédle,

i FHIEEEGRE B RABE
I $ REMOVABLE_MEDIA_PATH=<path> 0

Q EERBKRR, SIEFFBNEINIT()FHF.

3 AEEHGNEEMEES

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-${ARCHITECTURE}
--dry-run

4. FHRABHRER (mirror) BIEHR registry.
o MRMEBIGRENTIEVIFIEEM, HHATATEHRRE
i SRR R R R B B9 R S,
ii. JHERRFIEC B BB AR N R B X -

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

N

% ST A BRI R BB S R B BN R,

iii. [ ERRRRMAIMER, FREHER LRI RIMEE registry,

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ

@ /T REMOVABLE_MEDIA_PATH, a4/l 55 BRI TR R MR — B fZ,

iv. A oc G RITHRE(CLYERIIEEANMER,
v. PR RTEREE R EMRS N AEEERNEE

$ oc apply -f ${REMOVABLE_MEDIA_PATH}/mirror/config/<image_signature_file>

XfF <image_signature_file>, 15EXHHIEZRIAT, {0 signature-sha256-
8115415¢03294534.yaml,
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vi. HIREA OpenShift Update Service, B A THREARE HIRMEIEE -

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

o MRAMAL registry NKEHEEREHREN, FHITUTHERRF

i WATHEEEREREEEIAR registry, FEAUTHDGE BRI N AR
$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --
from=quay.io/${PRODUCT_REPOQO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \
-to=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} --apply-release-image-
signature

RS E --apply-release-image-signature %7, TNENHEKEELLIIE
ORI AT,

i. A0REF OpenShift Update Service, HIF A THREARE BIRMEFIEE ¢

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

3.6.3. f OpenShift Update Service 7TE¥i FFiEEIMNE P BFTEEE

SIRESEENEF R LMERGL, TRUERU TS RIS ENIMERREMEE OpenShift
Update Service (OSUS) .

LUR S BRE 7 anfel 5E AR OSUS FE T FRE IR R BT R B¥ IR L TAER
1. BB R £ registry BII5A,
2. BFHEBEE pull secret LU AIIEBIEEK registry.
3. &% OSUS Operator,
4. -/ OpenShift Update Service |2 KBRS iR,
5. &% OSUS N ARRR, FHISEEESE HEAERIMEFRR OpenShift Update Service,

6. ILERBRR—IF, HUITXHEPHIFNERTK,

3.6.3.1. FEMT FF i E A th {8 OpenShift Update Service

OpenShift Update Service (OSUS) & OpenShift Container Platform SEEHRILEHHEIN, LLIBAFIEE
OpenShift Update Service, FEEMIIMERBIEE AT LUBIT N AP EEEIZRS, LIREREHEIG
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B2, EMFEEIMERINERTIE NIXLERH APIRIEREHER. EEMTEENIMOERIREE
PIRNEHFEE, SR LILSEMEE OpenShift Update Service, {FEEIERFEEAIMER T H,
AN OSUS SLBIBETS W T A ERHRME N, Bt Bl replica B, OSUS AILUKEY BE cater EIFE %
£8, Ak, MFRSEEFFFIEREMBAAG, — OSUS LAIFLENE T, Flan, LI NEBEMNEENEREREZ
17— OSUS L4,
MREBAARIMEFRMERBEFEIN, EAILUNENIMRIZT— OSUS £61, Fian, NRMEE S
MRFE FINME, BIEAFETLEFEIMNERE — DR RIBEUCTARA A EFFEIN (NRLEE TN
PR AL AR A)

LURNTIAT e =& — OSUS 241, FHRHEEE N NERREERZIL

HbFHR
® X F OpenShift Update RS

o TREHIEMAITRE

3.6.3.2. o RF M
o HWNERET octem T5HE (CLI) IR,
o BEFEBAMIVPMERE L —NBRGUR registry, FEATEHRNARGK. 1ESMH Mirroring
OpenShift Container Platform images.
3.6.3.3. &y OpenShift Update Service BRB %&£ registry BI1J517]

IMREZITHGESEHBE GEPMANEZR HTTPS X509 IEH M registry A1, THFEM 15k
registry Ui[nECERISMEEF0E BT K, UREHFRFSHIUATES.

OpenShift Update Service Operator &E registry CA ik 45 R EZ B IR 535 & #5~ updateservice-
registry,

BEHIRS MR registry CA BeE M RAI

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
updateservice-registry: | ﬂ

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 9

OpenShift Update Service Operator EE registry CA ik R IR B R 544 & FF updateservice-
registry,

Q INR registry #AWO, #0 registry-with-port.example.com:5000, : EE4# .. &,
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3.6.3.4. BH L2 E5E pull secret
e LUR T B M BT8Y pull secret ST INETHY pull secret REFHEEHIL B pull secrets,

LR ER R registry FHEFREMAFE R RESEPM registryff, BEXMITTE,

FREH
o MATLUFAEA cluster-admin A& iR EEE,

i =3
1 Ak BYEETHY pull secret MEANEIZLA pull secret R, THEEARLUTHIE :
a. BIALLUR 4 TE pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4t pull secret XHHIEREZE,

b. i ALLT S RARINF pull secret :

--auth-basic="<usernamex>:<password>" \
--to=<pull_secret_location>

$ oc registry login --registry="<registry>" \ 3

ﬂ REEHTH registry, EAILIER—1 registry FEE SN CE, F40 @ —-registry="
<registry/my-namespace/my-repository>",

@ RU registry WL,

R4t pull secret XHHIEREZE,

Ao, EEL pull secret XHEEHITFESNEH,
2. MIAUT@SNENEREHRLE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ RELE pull secret XHMIERZR,
VEISHI EMAT R, TREEE—LNE, ERBURTEREEX.
P2 Y=
M OpenShift Container Platform 4.7.4 FF#&, XI£E pull secret R B A

N TREBERER.

3.6.3.5. 2% OpenShift Update Service Operator
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FE R4 OpenShift Update Service, /e o fEH OpenShift Container Platform Web 2l &3k CLI
Z24%& OpenShift Update Service Operator,
==
S FIEMT TR RN IME R RENER (B ARTFFEZEMNSEEE) , Operator Lifecycle
Manager BRI\ TS A VI M3 B 1EILFE registry EROZIIEIR ML OperatorHub IR, EJyiXLeit
REEZEEEHMERE, MEELZER, ESHEZIRMLHEH Operator Lifecycle
Manager,

3.6.3.5.1. {# [ Web #Hl& &% OpenShift Update Service Operator

& LUE A Web 1268 2% OpenShift Update Service Operator,

ff

L=

S

1. 7£ Web #£%l& M, == Operators —» OperatorHub,

P2y~
: 1E Filter by keyword... FE&H#i A Update Service, LIERih#H Operator,

2. MTAETFH Operator 53R A% OpenShift Update Service, #A/E = Install,
a. EFE—1 BHE.
b. ¥ R4,
c. T Installation Mode Ti#¥ A specific namespace on the clustet

d. 7 Installed Namespace 5 — M 22 [H], ST HZFM D Z2 A openshift-update-
service,

e. EF— EHHLARES

e Automatic SKB& fU1F Operator Lifecycle Manager (OLM) 7EHG R AT BT B 5B #H
Operator,

e Manual RIS EREEEIE L Operator B,
f. = Install,

3. # A Operators — Installed Operators, %IEREREE T OpenShift Update Service
Operator,

4. R OpenShift Update Service ZITEIEfRIar & Z2[A]F, Status 7§ Succeeded,

3.6.3.5.2. [ CLI &% OpenShift Update Service Operator

&R LAE A OpenShift CLI (oc) %%k OpenShift Update Service Operator,

ff

L=

S

1. 4 OpenShift Update Service Operator i ay % 22| :

a. 7 OpenShift Update Service Operator fil|Z—* Namespace %I & YAML X4, 0
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update-service-namespace.yaml :

apiVersion: v1i
kind: Namespace
metadata:
name: openshift-update-service
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q ¥ openshift.io/cluster-monitoring /75515 & /) 7E 1% fp %4 22 [A] # =5 A Operator-
recommended SE&F 1T,
b. fllEen4ZEH :
I $ oc create -f <filename>.yaml
4N -

I $ oc create -f update-service-namespace.yaml

2. BT OB T X &R F %2k OpenShift Update Service Operator :

a. fllg&— OperatorGroup %/ & YAML 34, %0 update-service-operator-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: update-service-operator-group
spec:

targetNamespaces:

- openshift-update-service

b. f/— OperatorGroup % :
I $ oc -n openshift-update-service create -f <filename>.yaml
4N -
I $ oc -n openshift-update-service create -f update-service-operator-group.yami

c. fiJ8— Subscription & YAML 34, %0 update-service-subscription.yaml :
T 7~

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: update-service-subscription
spec:
channel: v1
installPlanApproval: "Automatic”
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source: "redhat-operators” 0
sourceNamespace: "openshift-marketplace”
name: "cincinnati-operator"

ﬂ 15 ERM Operator WE SRR AR, X FAEEFHBE X Operator Lifecycle
Manager (OLM) HY%EE¥, 357 redhat-operators. #13R OpenShift Container
Platform SRR EE M FEENIMED, EIEEEE Operator Lifecycle Manager
(OLM) F5f §/E ) CatalogSource % SREI& 7.

d. fllE Subscription X% :
I $ oc create -f <filename>.yaml
4N -
I $ oc -n openshift-update-service create -f update-service-subscription.yaml

OpenShift Update Service Operator #Z%%! openshift-update-service fp 22 [A], FHLL
openshift-update-service 4 22 8] 5 B r.,

3. WE Operator Z24% :

I $ oc -n openshift-update-service get clusterserviceversions

Bl
NAME DISPLAY VERSION REPLACES PHASE
update-service-operator.v4.6.0 OpenShift Update Service 4.6.0 Succeeded

INRFIE T OpenShift Update Service Operator, NISMIIZRE, RASABESFIRAR,

Hith 5w

o TEfpfAZE (A& E Operator,

3.6.3.6. fi| OpenShift Update Service K BURS B 5%

OpenShift Update Service EE BB 25K, OpenShift Update Service MARFEZRAE X AHERK A ¥t
BABELEFNENER. EREEEEBEEMALEMEIRECEFRI, TEKMEZERT RIS
B, M init Z2MNELLE B 2R MEIET# OpenShift Update Service RS —MAR. init BERH
AERIREERBIENAREIZR, £ pod MiBLHERE, init BEJHEURE HIEIZIRSS A1 i RME A,

oc-mirror OpenShift CLI (oc) iEHIRIFIR A THRIGN L2 0B L EFBIERSRF R, WR
IR oc-mirror IR RFR L ITHRES, BB XN TR,

s
e

1. BIJE— Dockerfile, # ./Dockerfile, BEZLUTHEA :
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FROM registry.access.redhat.com/ubi9/ubi:latest

RUN curl -L -o cincinnati-graph-data.tar.gz
https://api.openshift.com/api/upgrades_info/graph-data

RUN mkdir -p /var/lib/cincinnati-graph-data && tar xvzf cincinnati-graph-data.tar.gz -C
/var/lib/cincinnati-graph-data/ --no-overwrite-dir --no-same-owner

CMD ["/bin/bash", "-c" ,"exec cp -rp /var/lib/cincinnati-graph-data/* /var/lib/cincinnati/graph-
data"]

2. R E—5HhOIEM docker XHRMBEEFEIERHRHR, A
registry.example.com/openshift/graph-data:latest :

I $ podman build -f ./Dockerfile -t registry.example.com/openshift/graph-data:latest

3. [ E—h{|EM graph-data BEFRIRIEEE] OpenShift Update Service BT LA [R]BTF fH,
N registry.example.com/openshift/graph-data:latest :

I $ podman push registry.example.com/openshift/graph-data:latest

—

=
B E IR R HE L B Z RS R registry, 1B E—% HOIEH graph-data

BRERE H BT OpenShift Update Service Vil %%, 21T oc image
mirror --help & & & AL,

3.6.3.7. fllE OpenShift Update Service N RFE

& Bl LUER OpenShift Container Platform Web #2#l& 8% CLI 6] OpenShift Update Service 2
.

3.6.3.7.1. & Web #£HI& 018 OpenShift Update Service N FATER:

& Bl LUEF OpenShift Container Platform Web 2l & 8 OpenShift Update Service Operator il
OpenShift Update Service i A2,

FRFH

o B &% OpenShift Update Service Operator,

® OpenShift Update Service graph-data B2 & 2 02 FH X E OpenShift Update Service 117
Eppcir e

o EIFYRIKITHRAFEH BIRARA mirror EIMT FHEZRIEAE R registry 51,

1. 7€ Web #%l& M, = Operators — Installed Operators,
2. MZREH Operator 53k H1%L#E OpenShift Update Service,

3. m Update Service i1,

o1
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= Create UpdateService,

£ Name FE i A& 75, 40 service,

1 Graph Data Image FE& /il A& pullspec, 15MATE"0IE OpenShift Update Service EIf4%K
ERFGER PUENERBIEASRFR, W registry.example.com/openshift/graph-

data:latest,

1E Releases FE&H, HiAQIER registry FMIFFMEZE, LAE"H{& OpenShift Container Platform
BRTEMEE" R EIELITER, B0 registry.example.com/ocp4/openshiftd-release-images.

£ Replicas FEEAFHIA 2,

Hi Create LABE OpenShift Update Service M.,

. BiE OpenShift Update Service N 2R :

e M Update Service #%1fi£H18) UpdateServices 1K H, SN 028 Update Service &
AR,

e i Resources i,

o FFEMNNAKRRMIRERZE N Created,

3.6.3.7.2. {81/ CLI /& OpenShift Update Service N FEF

& e LUER OpenShift CLI (oc) 3R fIJE OpenShift Update Service .

SeRFMH

92

B %4 OpenShift Update Service Operator,

OpenShift Update Service graph-data B2z iR i& 2 02 FH #EE] OpenShift Update Service 1j[7]
Eppcir e

B LRI A TARAFEFH B FrARA mirror I FHEZREME B registry H,

BEi& OpenShift Update Service BFRép#2ZE[A], 41 openshift-update-service :
I $ NAMESPACE=openshift-update-service

fn 4 22 (Al A5 operator ZH AR targetNamespaces (B LEC.

Bt OpenShift Update Service N FIT2FHIE TR, 40 service :

I $ NAME=service

RER"5E1& OpenShift Container Platform SR FEZE"HEE, HRITHRREE registry FFME
J%, 10 registry.example.com/ocp4/openshift4-release-images :

I $ RELEASE_IMAGES-=registry.example.com/ocp4/openshift4-release-images
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4. ¥% graph-data $RI&EIAME pullspec & W 1E "B OpenShift Update Service I EIER 2%
&' POENEFBIERSRER, W registry.example.com/openshift/graph-data:latest:

I $ GRAPH_DATA_IMAGE-=registry.example.com/openshift/graph-data:latest
5. fl|# OpenShift Update Service N ATRFEXR :

$ oc -n "${NAMESPACE]}" create -f - <<EOF
apiVersion: updateservice.operator.openshift.io/v1
kind: UpdateService
metadata:
name: ${NAME}
spec:
replicas: 2
releases: ${RELEASE_IMAGES}
graphDatalmage: ${GRAPH_DATA_IMAGE}
EOF

6. JiE OpenShift Update Service M FATERF :

a. AT SIKINKEEBI KA -

$ while sleep 1; do POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAME}")"; SCHEME="${POLICY_ENGINE_GRAPH_URI%%:*}"; if test "${SCHEME}"
= http -0 "${SCHEME}" = https; then break; fi; done

EAIRERERN, BEEIGIMINVIL,

b. MEIEBIEKREF., IR channel 8§ E—NEMARAE, Hl0, F0RTE OpenShift
Container Platform 4.15 13217, 15{# 3 stable-4.15 :

$ while sleep 10; do HTTP_CODE="$(curl --header Accept:application/json --output
/dev/stderr --write-out "%{http_code}" "${POLICY_ENGINE_GRAPH_URI}?
channel=stable-4.6")"; if test "${HTTP_CODE}" -eq 200; then break; fi; echo
"${HTTP_CODE}"; done

XERINEIER G R VIE, BERNERATENZE, BEARRTEESHREKNRTER.

pa -3
ETF RFC-1123 MSRER B I R AR EEHEIL 63 1NFRF. MREFE
ReconcileCompleted K57 false, &X' CreateRouteFailed caused by host must

conform to DNS 1123 naming convention and must be no more than 63
characters, 1521 {FAEEM A IROIE Update Service,

3.6.3.8. BZi& Cluster Version Operator (CVO)

=% OpenShift Update Service Operator 38| OpenShift Update Service N2 /E, BILAERT
Cluster Version Operator (CVO) MIEEBIIIE %R OpenShift Update Service AR EX &S E8#E,

FRFH

o B &% OpenShift Update Service Operator,
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e OpenShift Update Service graph-data &2 Hii%k 2 02 H #XEE] OpenShift Update Service P17
B 71

o EIFYRIKITHRAFEH BIRARA mirror EIMT FHEZHIEAE R registry H1,

e OpenShift Update Service FF & 8I&,

1. Xi& OpenShift Update Service Biren & Z2[H], # openshift-update-service :
I $ NAMESPACE=openshift-update-service

2. &i& OpenShift Update Service M FATRFHIEFE, 20 service :
I $ NAME=service

3. FREVKBRSI R -

$ POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
ll${NAM E}ll)ll

4. NHEEREEEEHT -
I $ PATCH="{\"spec\":{\"upstream\":\"${POLICY_ENGINE_GRAPH_URI}\"}}"
5. % CVO #47#h T, LEEBIMEAFFE A OpenShift Update Service :

I $ oc patch clusterversion version -p $PATCH --type merge

Gk

% HH BESESEHECIELLY CARE N EERHRS .

O

3.6.3.9. |{FLLH IR
TERERR, ERIAHRUTRG -

%\

e Cluster Version Operator (CVO) #Ez & 7118 FA &£ OpenShift Update Service N T2
o HIARITARAB L ITHG S LB B IS N AR LR,
pa =

Cluster Version Operator (CVO) A TR AR T B RKBR AL THRIESBHRIE
R, PIELTHEEESHHEIMNS R,

o YHETAFThRAMEH B In & THIRIEMT FHERZBEME R registry KGR E registry.
o REMEIEIERFHREHEKRE registry,

o 4T OpenShift Update Service Operator B ETAR AR,
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INRIT M KRR EHFEH OpenShift Update Service Operator, NIATRESHE BHHY
AT, NHEAXMAEFEZENIMERER OLM BRNESER, E5H
TEZRMZ AR {# R Operator Lifecycle Manager,

-

IHEEBEER B N (F F L2250 OpenShift Update Service FIARMER R registry &, ERIAMERUTEMAEFA

%

{HF Web 55 BEHER
/A CLI B3 &E¥

4T EUS B EUS BT
HIT canary rollout B #T

EHESMEMA RHEL B9ITE (compute) RIIBIKEE

3.6.4. 7£:% & OpenShift Update Service BT FFIEEIME R B ER
FAUTS RN EENIMEREHRER, MEF ViR OpenShift Update Service,

3.6.4.1. FeRF M

RNRET oc tas1TR@E (CLI) TE,
BIE R RSB HRE S A BRI registry, W& OpenShift Container Platform i /% HFR
SL-RQ

fEw el A B A admin FBRBIFE F A RIEEE, 155 [HE A RBAC E AN AR,
MBEHFERY, BLTE—NRFN etcd &0, EBUIUNT L& E B LIBTHR S,

1R B3 Z BI@ Operator Lifecycle Manager (OLM) REMIFTA Operator B ES B4 1ThR
AFEBMARA, FEH Operator ATHIRHERIA OperatorHub B RTEEB AT IR M Y FIRERR
AEVHEEI T —NRRAR, BIIEERNALBER, NIFEXNAEEFRAEURBIEEZEH
B2 %M Operator WEZE R, 1HSHBHEREM Operator,

IR EHAIT canary rollout BHTRES, ®TLLE{E MCP,

MRENKRBERFHETNEIL, FERFLTREANSHLUETR NEELER, /A
AREXREBHNER, HEHESERF I NEILERER,

YNRATZ 1T Operator HIWEEE T pod FETTIE, MRBEKEATI R ERIHET., NRE
PodDisruptionBudget #4% minAvailable & 77 1, N7 REBFZE LN AT sE R PE LEAKPRIT 72
BIRFAL BN BRECE, MREE TN R, WATE pod REFE—N T RLEiZ

17, PodDisruptionBudget FEX AT AEAPH IE T smBEZE,

INRIFIZ1T Operator BB EE T pod FRETHIE, ERIREREFA MR IBEIHET, 0
S7f PodDisruptionBudget HJ% minAvailable % & 1, T S&BEZR LN FATREARR
FIRBRT R EB AR EC B, MRES TN TR, NATE pod REEE—1TRLEiZ
17, PodDisruptionBudget FEX AT AEAFH IE T smBEZE,
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3.6.4.2. %{& MachineHealthCheck %i&

EEHITRG, EEANT RTRESIEFATHE, MF worker TR, HEEEEETRESIN XN
RAMERE, FEFSISel]l. WMEREFSISXIHENT R, BERMEHIIYEME
MachineHealthCheck %55,

FoRFMH

e % OpenShift CLI (oc) .

1. BHHIEEEEMATA T A MachineHealthCheck %R, 52T T4 :
I $ oc get machinehealthcheck -n openshift-machine-api

2. BEENHBREMRT, 15 cluster.x-k8s.io/paused="";F &4 NZE| MachineHealthCheck ¥
Re BITUTS:

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=
SEAEHY MachineHealthCheck HHREILLT YAML XX -

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example
namespace: openshift-machine-api
annotations:
cluster.x-k8s.io/paused: "
spec:
selector:
matchLabels:
role: worker
unhealthyConditions:
- type: "Ready"
status: "Unknown"
timeout: "300s"
- type: "Ready"
status: "False"
timeout: "300s"
maxUnhealthy: "40%"
status:
currentHealthy: 5
expectedMachines: 5

BF

BIEERRENSRRERST, EMERSE, HEZITUTHSM
MachineHealthCheck &R PR E 155147 :

k8s.io/paused-

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-
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3.6.4.3. RB|ATHEHE

Z{# A oc adm upgrade i #] --to-image IR T FFEZRIIME R EFEE, EUIBIREBIRATT
BEI&XT N MY sha256 HE,

Pt
1 FEEEIERMA R ERSITUTRS

$ oc adm release info -0 'jsonpath={.digest}{"\n"}' quay.io/openshift-release-dev/ocp-
release:${OCP_RELEASE_VERSION}-${ARCHITECTURE}

%fF {OCP_RELEASE_VERSION}, i51EEME R OpenShift Container Platform kA, 40
4.10.16,

*fF {ARCHITECTURE}, i515E&EMIIZR, 41 x86_64, aarch64, s390x, = ppc6dle,
HH Pl
I sha256:a8bfba3b6ddddia2fbbead7dac65fe4fb8335089e4e7cae327f3bad334add31d

2. EHITEEITERN ZEMAM sha256 HE.

4.4. BT AR SRR
I ZRMBERBF B EE T EHMI L ITHRE OpenShift Container Platform kAR,

INRIEF— A OpenShift Update Service, & LUEFERER Web 2H]A2k CLI1ES
EEH, MAZEALRE,

SeRFH
o MEFHMAITHRANGETEMSR (mirror) E registry,
o BB AITHIRZE R ConfigMap TEF A 1ThHRA R N A IS,
P2 Y=

RITERZ AEBMET L1 Cluster Version Operator (CVO) i@t Sk SEFREF R %
ZRE ST A L E SR IA R L T RGN TR,

o REXNBIRAITHIRM sha256 FE,
o B &% OpenShift CLI (oc)

o I {=FFA MachineHealthCheck % &,

Y=
o EHTERE:
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$ oc adm upgrade --allow-explicit-upgrade --to-image
<defined_registry>/<defined_repository>@<digest>

Hep:

<defined_registry>

187 mirror EIMERIR registry B9 FF,
<defined_repository>

B EBELUR registry PERARNHRERFMEZERN ST,
<digest>

8 E BIrA1THIRH sha256 HE, #IiN
sha256:81154f5¢c03294534e1eaf0319bef7a601134f891689ccede5d705ef659aa8¢c92,

==
o IHEBH " & OpenShift Container Platform & " LA E B IMA E IR B
registry F1E0EZE & Fh.

o INRIEfEMA ImageContentSourcePolicy =k ImageDigestMirrorSet, &I LL
ERHSE registry FMIFEMEZERTR, MAREE LHEF, #SE registry BN
quay.io, #SEEEZERTRN openshift-release-dev/ocp-release.

o f&RHEEHNEH ImageContentSourcePolicy X RHEEEEL D pull
secret, fRAEETELNE FRAHN pull secrets,

HinBR

o 5E{& OpenShift Container Platform £i{&

3.6.4.5. T fR5it& reqgistry 0 /E 5 {&
BT R BRER registry FEERR, I LUHITULTES -

e [2i& OpenShift Container Platform &8, LUMEEEMMIREEER registry LHIFFHEERIER (pull)
BRHIER, FBT BB (mirror) BIER registry L BTE i E E AR IZTE K,

o ENBIRFHZERRZANEER (mironEMEE, DARMR—DEGELZE DAER
HMH5E R,

OpenShift Container Platform G ERGEIEUTEMS -
o HHRAIEY (pull) ATRIXS registry {EHLEY[A],

o TEUTFEERIAEFRIER T LUMXBAE (10 quay.io) HIEUEMR, FitARGAXEEERN
registry IR#1E KHIEE R,

o RHEMFHEL (pull) EREZIRIETE registry lifF, BERKEFT 2EIHIFAM registry,

o IRARH ABELIRIE R A RMEI OpenShift Container Platform &£ HEN T R L/
/etc/containers/registries.conf X4,

o U RMBRFHEREREGRN, EREREHBNEGRERINEFEWE, EXHRIAERHAR,
MRFIBHEERN, KHNEZRREEE, MR, MHEEKIRET KH,

98



8B 3 E HUTHRAEH

BT U T AR KEFMZERR

® 1 OpenShift Container Platform &% :
BT HIEX (pull) OpenShift Container Platform FREE IR ZR R, AEXLHEREATRH X
e, BIEIE OpenShift Container Platform Z24& E 5% BR M 4% B9 EEE O

e Z2%E OpenShift Container Platform Jg :
INRIE%BTE OpenShift Container Platform ZE&EIFEHFREREK, EIUEREEFEALUTEH
E N FIR (CR) W&z —iH1THRE :

o ImageDigestMirrorSet (IDMS). b X &R fo VF & {58 FA I E ANAR MERAR registry FRALEVR R,
IDMS CR AL % B EIR RS, TEFRRI BRI 44 225 MIR registry FRHIER,

o ImageTagMirrorSet (ITMS), LtXT R AVFERMEFATHRITSE M B HARE registry RIEVE R,
ITMS CR AL &% B EIR IS, TEFRRI BRI 4R 4L 25 MIR registry FRHIER,

o ImageContentSourcePolicy (ICSP), Lt RAVFHEMEFAMENE MR registry FHIENE
&, MRBERFTEES I/, ICSP CRIBXEHRERE registry,

BF

{# F ImageContentSourcePolicy (ICSP)*f RECBEFMEEHRGRE — NS FHFANTD
B, FFRMITHRE(NIAE & 7E OpenShift Container Platform &, FIFRLEMH,
B2, XNTEERTELUEMATHRAPREMIR, BRBINEFHBEFER. MR
1575 AT 0% ImageContentSourcePolicy % &R YAML X4, EaTLUEA oc
adm migrate icsp 3 & iX L3541 ImageDigestMirrorSet YAML 34,
MEFELZELR, HSHLUTES " ImageContentSourcePolicy (ICSP)3T 4 LA
TR registry TREEER".

BMEE RN RBITAUATES

o (RFHLEEHR (mirror) MBI BRI EERIR,

o MAHLNHRHMBEMEELERNWANBNEMNEREMENRMEE,
NFHTEEE, A LURIEFZZEMEM IDMS, ITMS #1ICSP CR R, B2, BIUfEMA IDMS #ITMS,
INRIEFN T EEE, NHEMIIA ICSP W RERFEEIE, FHEZFF IDMSHICSP MR, fEFA ICSP AR
BT Ve LURTIEA T/, B2, MREFMA IDMS CR 5| AWELRSKE, EAILUEM oc adm

migrate icsp BN LRI TR ETRE IDMS MR, WNEEM B registry FHEEGESR O IR. T%
Il IDMS MR FEEDEE.

INRIEHEELE A ImageDigestMirrorSet. ImageTagMirrorSet =k
ImageContentSourcePolicy X §REBFEFE K, NREEFEALIRM registry WEFH
pull secret, EABEIETIE RN pull secret,

3.6.4.5.1. b B Eif&k reqistry FiEFEE &

BRI REFHKEEBRE LR (CR), REHR registry BRI R AIENE K B E M H &
registry,

FoRFH
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o {HFHEZH cluster-admin A& A &EEE,

it
1 BT AR E B BIREEE

o 2R Red Hat Quay 77 i#[EHi{&k FRTR, M Red Hat Quay RiXE B HKHITFMEE, &R
Red Hat Quay BB FIEFHREM — DN RMEEERIR S — 0%, FARENANERESR
RS X EFEE,

o {fif skopeo E T EFIIFREMIRFEER FIE BRENFMEE,
540 : £ Red Hat Enterprise Linux (RHEL 7 8 RHEL 8) %%4i_E%&%& skopeo RPM {48
&, f£F skopeo 4, M TFHIFTR :

$ skopeo copy \
docker://registry.access.redhat.com/ubi9/ubi-minimal:latest@sha256:5c¢f... \
docker://example.io/example/ubi-minimal

EAPIFR, EE—1%H example.io IR SR HK registry, HEFPFEE— 147 example 1
WRRTFME, TS ubi9/ubi-minimal & M registry.access.redhat.com SfE H A,
PR BRI registry fF, AT LUS OpenShift Container Platform £ ER & N F R E
HIIE R E E MR B RGN,

2. BRIKH) OpenShift Container Platform 52%,

3. HRAUTRAIZ —OIRRERFHKEE CR :

o RIFFE, /E— ImageDigestMirrorSet = ImageTagMirrorSet CR, FFRFNE{&
(mirror) & N IR E B/ registry. FHEEN S

apiVersion: config.openshift.io/v1 ﬂ
kind: ImageDigestMirrorSet
metadata:
name: ubi9repo
spec:
imageDigestMirrors: e
- mirrors:
- example.io/example/ubi-minimal ﬂ
- example.com/example/ubi-minimal 6
source: registry.access.redhat.com/ubi9/ubi-minimal G
mirrorSourcePolicy: AllowContactingSource ﬂ
- mirrors:
- mirror.example.com/redhat
source: registry.example.com/redhat G
mirrorSourcePolicy: AllowContactingSource
- mirrors:
- mirror.example.com
source: registry.example.com g
mirrorSourcePolicy: AllowContactingSource
- mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage @
mirrorSourcePolicy: AllowContactingSource
- mirrors:

100


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/manage_red_hat_quay/repo-mirroring-in-red-hat-quay

®9

o

O ®0O

O 9 0 9

2]

8B 3 E HUTHRAEH

- mirror.example.net
source: registry.example.com/example m
mirrorSourcePolicy: AllowContactingSource

- mirrors:

- mirror.example.net/registry-example-com
source: registry.example.com
mirrorSourcePolicy: AllowContactingSource

fEEALL CR Z2EMAM API, X#4Ji=Z config.openshift.io/vi,
RAE pull REETRAFRER ¢

o ImageDigestMirrorSet : {REUEES| AHE R,

o ImageTagMirrorSet : REXIR% 5| AR R,
KNG AE A AR, EHITUTE—FE -

o imageDigestMirrors : FiT ImageDigestMirrorSet CR,
o imageTagMirrors : FiF ImageTagMirrorSet CR,
SRR registry FNTE % EHI L TR,

ik IBEET BN CENZRGGRFEE. MR—DEGEN, NBRGETLUER
A—ME R

18EA registry MFHEER, X 2RIV 5| AREFEE,

A - ANREARRIAVKRI, NS RELRARE

o AllowContactingSource : foITAKE A MIRFE AR AN iR, X2 BIMES
o NeverContactSource: i L4273 MIRTZ fiff [ P EUER 1Rk

Rl @ $87R registry RIS R ZEE], BRFEMERZeEERRNEMEER, NREE
A registry IS4E IR, AR AR registry RBYARE 770 2,

A%k : BT — registry, ©RIFEMERIZ registry REMEMER, MRIEE T registry
2R, XRFNAERR registry RRIFTE FEERIER registry.

M mirror mirror.example.net/image@sha256:.. il BX {5
registry.example.com/example/myimage@sha256....,

M mirror mirror.example.net/image@sha256:... B registry #5422 [A] R h1 X 5E {5
registry.example.com/example/image@sha256....,

M mirror registry example.net/registry-example-com/myimage@sha256:... H$1EX
1R registry.example.com/myimage@sha256.

e {2 ImageContentSourcePolicy BE Y %R, FRMFEEREN NEE M registry. Fhi#
ESapIkE

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
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name: mirror-ocp
spec:
repositoryDigestMirrors:
- mirrors:
- mirror.registry.com:443/ocp/release ﬂ
source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:
- mirror.registry.com:443/ocp/release
source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

ﬂ B EER reqistry FEHEERI R TR,
9 1B E L EMEBRHNBRIIEL registry MEFEEE,

4. DIEEFIAR -
I $ oc create -f registryrepomirror.yami

BIEXIRE, Machine Config Operator (MCO) R&HEZ2 ImageTagMirrorSet X A7 s,
MCO A~ =#E2Z ImageDigestMirrorSet #1 ImageContentSourcePolicy %/ &7 R,

5. ENERSBNATHENREXE, HEREP—DT R EHITUTEE,

a. FIHEEIT R :

I $ oc get node

it N
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.28.5
ip-10-0-138-148.ec2.internal Ready master 11m v1.28.5
ip-10-0-139-122.ec2.internal Ready master 11m v1.28.5
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.28.5
ip-10-0-153-12.ec2.internal Ready worker 7m v1.28.5
ip-10-0-154-10.ec2.internal Ready master 11m v1.28.5

b. EBNFERRLTIFT R
I $ oc debug node/ip-10-0-147-35.ec2.internal
I

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host

c. FHEMIIRE RN /host :
I sh-4.2# chroot /host

d. 2% /etc/containers/registries.conf X1+, RREMREN :
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I sh-4.2# cat /etc/containers/registries.conf

U THBARRERT NAREEHKE B CR M registry.conf X, REHHANEE D HIFRCH
digest-only #1 tag-only,

it Nl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[registry]]
prefix ="

location = "registry.access.redhat.com/ubi9/ubi-minimal” ﬂ

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal” g
pull-from-mirror = "digest-only" 6

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com”

[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com"
pull-from-mirror = "digest-only"

[[registry]]
prefix ="

location = "registry.example.com/example”

[[reqistry.mirror]]
location = "mirror.example.net”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="

location = "registry.example.com/example/myimage”

[[reqistry.mirror]]
location = "mirror.example.net/image"
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com”
[[reqistry.mirror]]
location = "mirror.example.com”

pull-from-mirror = "digest-only"

[[registry]]
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prefix ="
location = "registry.example.com/redhat"

[[reqistry.mirror]]
location = "mirror.example.com/redhat"
pull-from-mirror = "digest-only"
[[registry]]
prefix ="
location = "registry.access.redhat.com/ubi9/ubi-minimal”
blocked = true ﬂ

[[reqistry.mirror]]

location = "example.io/example/ubi-minimal-tag"
pull-from-mirror = "tag-only"

$8BRTE pull spec 3| AREREE.
BERZ I R B AR
FRRM mirror BIEHRFIENE — MEE 5| B &R,

R NTFEMEEIZTE T NeverContactSource 33,

0009

FM mirror BUEHRRIERE — MR 5| BEHR.

e. MWRAIEVRREIT R, HOEZEET mirror 24T,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi9/ubi-
minimal@sha256:5cf...

FhE AR R HERR
NRFHEFEERGRIERIZMETRF, HERUTAXEFEEGRINM TFENERTBIHEE R,

o HANILFHGEATIREHE (pull) B,
o RNBFETLHMBERIIER, FRMERZE registry,
e MR LT, Insecure ti&AELHR,

o FZIAEINT /etc/containers/registries.conf SFMIER, IIECRE 2 ik, XA TOML &=,

3.6.4.5.2. W& registry FiEFEH R ImageContentSourcePolicy (ICSP) X

f& /3 ImageContentSourcePolicy (ICSP)X RECEFHEHRIER— 1 BFANINEE. LINEMNARIERE
OpenShift Container Platform A, FFARLLMEHE, BR, XN THRERTELAEMIATHRASHEMR, B
REWIEHBIER B HERA,

ICSP % & #% ImageDigestMirrorSet 1 ImageTagMirrorSet X RE, LUEBEFHES R, MREER
F 3 ImageContentSourcePolicy X & YAML 34, f&aJLI#EFH oc adm migrate icsp fn 55X Lk
XAEE ) ImageDigestMirrorSet YAML 34, 4 F AP B ZE LRTMRA, ¥ kind [HEESH

ImageDigestMirrorSet, 7% spec.repositoryDigestMirrors B /) spec.imageDigestMirrors, {5
HERE D AR,

R NIRRT AXEX registry.conf X4, FIUERTIEEES,
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A% ImageDigestMirrorSet 5 ImageTagMirrorSet X KRB ZER, HESH L—THN " BEHRE
registry FiEEHIHR" .

FeREH
o FHEZR cluster-admin B &I 1 £E,

o TfIREEEF EH ImageContentSourcePolicy &,

AR

1. EAUTE®S, F—135%1 ImageContentSourcePolicy YAML {454k
ImageDigestMirrorSet YAML XX {4 :

$ oc adm migrate icsp <file_name>.yaml <file_names>.yaml <file_name>.yaml --dest-dir
<path_to_the_directory>

Hep:

<file_name>
15 /R ImageContentSourcePolicy YAML B9&#, BRI LAFIHZ N stE £,

--dest-dir
Ak : $EEHIH ImageDigestMirrorSet YAML BIE &, MIRKIZE, NKFZES A LH]
B3R,

Blan, LTS At icsp.yaml # icsp-2.yaml X%, FF#HH YAML X412 FZ idms-
files B0,

I $ oc adm migrate icsp icsp.yaml icsp-2.yaml --dest-dir idms-files
I

wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi8repo.5911620242173376087.yaml|
wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi9repo.6456931852378115011.yaml

2. IBTLAT o3RO CRYK :
I $ oc create -f <path_to_the_directory>/<file-name>.yaml

Hep:

<path_to_the_directory>

SNREMA --dest-dir T1&, HEEE B FHBE.
<file_name>

157 ImageDigestMirrorSet YAML & R,

3. FEHEH IDMS MR, MIBR ICSP X &R,

3.6.4.6. G K B SREBEE, UM T RESKIIE
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IR IEE B E R P KET 528 registry AR EFHKRB K. —NEETZH
ImageContentSourcePolicy 5§ B {5 4 17 s 121 b 55 5 58 S 3 B B /A R B

Z5 1k ImageContentSourcePolicy FHRAHEKE RBSEHE, HHITULTEE,
SEREH

e Z2%E OpenShift Container Platform CLI oc,

o LIEH cluster-admin UM A 515 &%,

o MEHRMGFIKRE R, LUMEEMFEENEREPER,

T %4, N <local_registry>. <pull_spec> #1 <pull_secret_file> ¥5E(H :

$ oc adm catalog mirror <local_registry>/<pull_spec> <local_registry> -a <pull_secret_file> --
icsp-scope=registry

==

<local_registry>

10 W T B SR B EC B U A I registry, 40 local.registry:5000,
<pull_spec>

ERTFFIE M registry REZERY pull #14%, 0 redhat/redhat-operator-index:v4.15
<pull_secret_file>

= .json X4 registry.redhat.io pull secret, &R LLM Red Hat OpenShift Cluster
Manager F#k pull secret,

oc adm catalog mirror 353 3|# /redhat-operator-index-manifests B%, F4EMK
imageContentSourcePolicy.yaml. catalogSource.yaml #1 mapping.txt 3 {4,

2. %R ImageContentSourcePolicy RN FAEISEES :

I $ oc apply -f imageContentSourcePolicy.yaml

o IGiE oc apply =& I B X A £l ImageContentSourcePolicy:

I $ oc get ImageContentSourcePolicy -o yaml
it N

apiVersion: vi
items:
- apiVersion: operator.openshift.io/vialphat
kind: ImageContentSourcePolicy
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |
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{"apiVersion":"operator.openshift.io/vialphal","kind":"ImageContentSourcePolicy","metadata":
{"annotations":{},"name":"redhat-operator-index"},"spec":{"repositoryDigestMirrors":
[{"mirrors™:["local.registry:5000"],"source":"registry.redhat.io"}]}}

B #7 ImageContentSourcePolicy %#iR/E, OpenShift Container Platform & BEEEEN T =,
SRR E A B RGN ERIRTF AL HiIEK,

3.6.4.7. Hitb ¥5iE

o TEZPRMLEH{EA Operator Lifecycle Manager

o HEsECERR

3.6.5. MEE A I|ER OpenShift Update Service

Z MEEEBR OpenShift Update Service (OSUS) MIAMMEIZA, EaA/ieE f&fifs OSUS N AR, A
R E1%E: OSUS Operator.

3.6.5.1. fitlB& OpenShift Update Service i FIT2FF

& B LU#E A OpenShift Container Platform Web ##& 8% CLI filfR OpenShift Update Service %2
.

3.6.5.1.1. i Web $Z#I&MER OpenShift Update Service M 2R

& B] LA#E A OpenShift Container Platform Web ##l& A OpenShift Update Service Operator fHlf&R
OpenShift Update Service i A2,

FoRFMH

o B %% OpenShift Update Service Operator,

AR

1. 7£ Web #%l& 1, = Operators — Installed Operators,
2. MZREH Operator 53k AH1%L#E OpenShift Update Service,
3. m Update Service i1,

4. MZEB) OpenShift Update Service R FRFIZRH, SHFEMFRMIN A, AEH T Delete
UpdateService,

5. M Delete UpdateService? AT 1EHES, Hi Delete LAHBIAMIFR,

3.6.5.1.2. i CLIflB& OpenShift Update Service N AR

& B LA#E A OpenShift CLI (oc) fiflBR OpenShift Update Service B,

AR

1. {5 OpenShift Update Service & 2R EH A 01|96 4 22 [F] 1K EX OpenShift Update Service
N FARRFHELFE, 10 openshift-update-service :
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I $ oc get updateservice -n openshift-update-service

oA

NAME AGE
service 6s

2. A E—4% 8 NAME LA & OpenShift Update Service I A2 012 6 2 22 [t B& OpenShift
Update Service N 2, 1 openshift-update-service :
I $ oc delete updateservice service -n openshift-update-service
R

I updateservice.updateservice.operator.openshift.io "service" deleted

3.6.5.2. Hl#; OpenShift Update Service Operator

& eI LUEF OpenShift Container Platform Web #2#& 3% CLI #1% OpenShift Update Service
Operator,

3.6.5.2.1. fif Web #Hl& E1#; OpenShift Update Service Operator

& BT LUEF OpenShift Container Platform Web 2l & E1%k OpenShift Update Service Operator,

FoRFMH

® A OpenShift Update Service i FA#RE MR,

ff

L=

S

1. 7€ Web #%& 1, = Operators — Installed Operators,
2. MZEH Operator 7R #1%#E OpenShift Update Service 3 52 Uninstall Operator,

3. 7£ Uninstall Operator? # AN 1EHE R s Uninstall #AiAEIE

3.6.5.2.2. [ CLI #l#; OpenShift Update Service Operator

f&e LUER OpenShift CLI (oc) 1% OpenShift Update Service Operator,

FoRFEH

® A OpenShift Update Service i FA#RE MR,

ff

L=

S

1. BEelEI@E OpenShift Update Service Operator BJ5iIH, #0 openshift-update-service :

I $ oc project openshift-update-service
I
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I Now using project "openshift-update-service" on server "https://example.com:6443".

. #REX OpenShift Update Service Operator operator ZHBJZFh :

I $ oc get operatorgroup

I
NAME AGE
openshift-update-service-fprx2 4m4is

. MB& operator 4, %0 openshift-update-service-fprx2 :

I $ oc delete operatorgroup openshift-update-service-fprx2

i Bl

I operatorgroup.operators.coreos.com "openshift-update-service-fprx2" deleted

. #KEX OpenShift Update Service Operator 1] [ B & FF :

I $ oc get subscription

I
NAME PACKAGE SOURCE CHANNEL
update-service-operator update-service-operator updateservice-index-catalog v1

. {FE_E—%h#) Name {f, 7E currentCSV FE&H 1T [#H OpenShift Update Service
Operator B HTARA :

I $ oc get subscription update-service-operator -o yaml | grep " currentCSV"
Kot Bl

I currentCSV: update-service-operator.v0.0.1

. MHIERITIH, %0 update-service-operator :

I $ oc delete subscription update-service-operator

i Bl

I subscription.operators.coreos.com "update-service-operator" deleted

. {F_E—% ] currentCSV 1E I ER OpenShift Update Service Operator B9 CSV :

I $ oc delete clusterserviceversion update-service-operator.v0.0.1

it
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I clusterserviceversion.operators.coreos.com "update-service-operator.v0.0.1" deleted

3.7. B#11E VSPHERE L2179 S bz 1THfRE G

IR NTBIRIETE vSphere FIZ1THITT s=1E OpenShift Container Platform X #F8MEHRRA L1217, BHI,
AR A 15 SR S R AT L FHFEEE I vSphere L,

ISR LAST BN B # R FUAEH, SKAE vCenter AitTRIEHT,

BF

® OpenShift Container Platform iR7& 4.15 BE VMware EIFEMIRA 15 HE S AR
$Q

o T1E¥ OpenShift 4.12 #4F) OpenShift 413 Z &, ELTF vSphere B E
v7.0.2 EEMRAE; T, OpenShift 412 £EHHFITIC A FAaIFHK,

3.7.1. B vSphere M EREH
E7E VMware vSphere EBFEA (VM) BIFEH, 15 MBFHEREN, LURDERHENXES,

BF

BH OpenShift Container Platform 4.13 #2, VMware EfEHRA 13 TEHXHE, BEE
FHEI VMware bt A 15 2B S iR AR Z H:FI0EE.

3.7.1.1. 5y vSphere EB control plane 17 s B EE U4

ZAMENBINES, BUURIFEEH control plane 7 s, IXFEAIHA{R Kubernetes AP RFFAT A, etcd R
BihE,

FoRFMH

o TEHEE OpenShift Container Platform 588 vCenter L BB HUTAT R RAIFRR,

o f&BY vSphere ESXi EHl=2 7.0U2 S EShRA,

1. BIHEEEH control plane 7 &,
I $ oc get nodes - node-role.kubernetes.io/master
I

NAME STATUS ROLES AGE VERSION
control-plane-node-0 Ready master 75m v1.28.5
control-plane-node-1 Ready master 75m v1.28.5
control-plane-node-2 Ready master 75m v1.28.5

HEE control plane 17 SBY &R,
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. ¥ control plane ¥ FRE A AR AT A E,
I $ oc adm cordon <control_plane_node>

. %kM5 control plane T s XELRIETINL (VM) 7E vSphere 2 ik ARl £ 5 5 o BN FHERE
Power - Shut Down Guest OSi# 1Tt /E, AEE Power Off X EN, E NETREE
Tk thxiHF,

. B# vSphere B IRHPRIEIIN. MEELER, HSM VMware X FBF AN ELNFRS
.

. TF 5 control plane 1T mREBIEIM, £ vSphere & i@ d A5 5 o BRI FF LR
Power On R i£47 th1R1E,

. FHT RIkE N Ready :

I $ oc wait --for=condition=Ready node/<control_plane_node>
. BRIS control plane 7 mbRic N AT LUHEE -

I $ oc adm uncordon <control_plane_node>

. WHEEEEHRBE control plane TTREE L H T,

3.7.1.2. %7 vSphere it 8T7 s B9 EE 1884
EREENBNE, BUURINFEEFITET =,

AUAEFTEETFNERERSMTET R, TUERZES NotReady REMWZ DT
m. BEANFTHERMBIITET RTA,

FRFH

EHE OpenShift Container Platform &8 vCenter L/ EBFHUTRTRANBRBIFL R,

8B vSphere ESXi L2 7.0U2 SXE &R A,

IR RRITTE T R
I $ oc get nodes - node-role.kubernetes.io/worker
I

NAME STATUS ROLES AGE VERSION
compute-node-0 Ready worker 30m v1.28.5
compute-node-1 Ready worker 30m v1.28.5
compute-node-2 Ready worker 30m v1.28.5

ERITET RBIET.

m
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2. SR AR R AT B -

I $ oc adm cordon <compute_node>

MIHTET RBERSEE. JUTHHIREESZMAE, M, ETUMET KR EMAAEZERE pod :

I $ oc adm drain <compute_node> [--pod-selector=<pod_selector>]

INFBEMTT R EBE pod RYEABILIN, 5S " INEEE T R LR pod"E&Ba.

KA BITET S XBBELNL (VM) 7E vSphere & P im A& A 5 F5 BRI H 1% Power -
;l'll%to Down Guest OSi#1TIt#EVE, AEFEH Power Off KX EHH, R NEARET ELLH

B4 vSphere B IRHPENN. MFEZER, ESH VMware XHEAPBF I ANENIFRS
.

HHSITET R KXBEBENNL. 7 vSphere B/ im A @it £ 8 5 5 B F % Power On i
FTIHEHERE,

FF T RIRES Ready :

I $ oc wait --for=condition=Ready node/<compute_node>
FTET RERINMC N ATHRE

I $ oc adm uncordon <compute_node>

MEBEPHNEMTETREELTSIK,

3.7.1.3. 7y vSphere - A9EHR B T EE IS4

SERFEH
o TEHEE OpenShift Container Platform 588 vCenter L E B HATAT R RAIFRR,
o f&EY vSphere ESXi EHl=2 7.0U2 S E S RA,
T
1. 305 RHCOS #&AR#EACE 7 vSphere 18k , 1EIEFH T T —H RIS R HERE N — D E L.
% o
MEENR T, 1HRNEFTF RN IR,
2. BH vSphere B ImAMIEIN,. MHEELZEL, 1HSH VMware SUEAFBIF O AN ELNES
M,
3. 4 vSphere B FimAA B ENLMEN L AER, NIFZELER, 1HSH VMware XX FRRYT
REFIHLEE el vSphere B F i AR IR,
HAth TR
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o THEUNIEIET REB pod

3.7.2. 7£ vSphere L E EFEHHIEHT

RN ESEF S E, TR TEIBEER. ELURER VMware X FRME L FREEF
VHE & 11E vCenter R E E IS4 EH,

1 OpenShift Container Platform FZETAE F AT, 7E OpenShift Container Platform A4t i@ EH
TR RFTEINESE R

3.8. EAZRWIT BT B EIER

BRI LGB ARBI S RN ERNE, ERARMITEINSFINEHIRIEESRIVITENSNE
. XAILEEKEPRINESRMITE T <.

BREEZRNITENGRNIFEE, 1552 7 OpenShift Container Platform 2 FA1iE % 321711 B3,

BF

FAXFFMSRBARNEI SR RRABR N EH, RHERIERSRMERNEE, E
TEBEZ BRI ARER N H.

3.8.1. [ CLI IH A LRI B 2RHREF

FeREH
o ATLUFEAEA cluster-admin A& iR EE,

1RBY OpenShift Container Platform H&ZIK%K’J‘HEZIK 413.0,
BRUIMATEIFEBFIRANELER, 5SV FH Web 12H5E BFHTEFENEFH CLI BFTEF,

o ERESYUFIEKIIRALER OpenShift CLI (o).
e oc BEFNmMEDEIFERA 413.0,

e XY OpenShift Container Platform &A% AWS, Azure. GCP. #4132k IBM P/Z & L,
BRNERLBIBRZTIRNEENELZER, FEBNAEEHFLRLR,

s}
e

1. 217U %4, %IE Cluster Version Operator (CVO) ##4 RetrievedUpdates 14 2% 7 True
$ oc get clusterversion/version -o=jsonpath="{.status.conditions[?
(.type=='RetrievedUpdates')].status}"

N RetrievedUpates &4 False, R LUMERAU TS ERBXRMENHTER
I $ oc adm upgrade

MBEREBHMANRRRENESER, ESH THEHIRERKILE,

2. 1R %% RetrievedUpdates 2 False, FRLU TS /ESH stable-<4.y> = fast-<4.y> :
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I $ oc adm upgrade channel <channel>

WEMERE, i RetrievedUpdates 2% True,

BXRINEBNESER, HBMH 7THEEFIEHLITIRA,
3. FERAUTHEIBINSRIBERMNE

I $ oc adm upgrade --to-multi-arch

o EELLZITUA TR iniET#

I $ oc adm upgrade
B
MR EDHAREREW, RAKEAFTRE, EEVFEOERRMRE, il
BEIEENNRERLE, AXNBERODEURNABECIINEZER, S
] X FHL a5 B 2

TIRWINTERN, FREREHRERBLIIEE, RAETRESEETRREMITENSRERNEIERH

H,

H At BT iR

® 7£ OpenShift Container Platform £8P EZE % 204 1T E 25
o fHFH Web 2HI & B EE

o fHf CLI B

o TRREEIRANRKE

o THREMTIERIAZIThRA

o KR RERT

o XTHSHERGE

3.9. EHILER CONTROL PLANE
£ OpenShift Container Platform #£%& control plane £, F#7E control plane fITT Mz A2 E. EHIAR

FSEBENE (XE2EESE control plane WA ) AILRIEZEEEEH. TEMEELLE control
plane BT, T sUBANERT AL,

3901 HERHNEH

spec.release {EURTE T control plane BJiR7A<, HostedCluster % R{FTiiHf spec.release {E %X F|
HostedControlPlane.spec.release 1B, FiZ173&% M Control Plane Operator MR,
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FEER control plane KB IE control plane HERIFTMRARHEL, LIKRIEM OpenShift Container Platform
YH43857 Cluster Version Operator (CVO) BIFThRAR,
3.9.2. T RHBYEET

FERAT =M, EALLEN /AT spec.release #1 spec.config (HREBTE TV m iz TR, BT LUER
LUFAEBhRSNT sUth B

e H X spec.release =X spec.config 1E.
o FHEMBETFEMTFE, 0AWSEHIRE, FRE—HWTEH KL LA,
o MRBPYENRZBIT R, BUEREE.

TR EHEREHRMERMAAH. nodepool.spec.release E s EEM4EE T itk A, NodePool xf
RIRYE .spec.management.upgradeType (B 5E R & 13k R AR LI B H,

DT R, BEEFRERRE, MREFFNERREY, EUTER—NT R FHHERA —D T =
o

3.9.2.1. BT sUth B E

— N EH (replace) BIRTERMAFABELS, FHMUBIBIARARMBRIBRYSES, X FXANI BT
THEBERARENEINES, IPEHRREIFEEEN

BEREFTIRBEMAFIEYR, BNTREBTEEFER,

3.9.2.2. Tt ERALEHT

1z (in-place) REFEEHLHIMRFERS, XNREER T FEMEBMBREILLIZIINMNE (M4
) .

REFHAREFNER, BENKHEREXENEMXHRAIRERSEE (A0 kubelet IEH) 1T
FIERH RREH IR

3.9.3. WIEEM control plane L& 17 = ith

HEFEER control plane £, AT LLE T £ E KR hHIECE RS B 032 MachineConfig Xf REECE T =
o

ik
. BEETHEERPNEEBEMES P02 MachineConfig R, HEHWALUTER :

apiVersion: vi
kind: ConfigMap
metadata:
name: <configmap-name>
namespace: clusters
data:
config: |
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
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machineconfiguration.openshift.io/role: worker
name: <machineconfig-name>
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:...
mode: 420
overwrite: true

path: ${PATH} €)

@ 77t MachineConfig Xf &7 R LiZ BE

2. N RAMEBEEPRS S, ERILUSESERRS N AR &ote, SRR -
spec:

config:
- name: ${CONFIGMAP_NAME}

3.10. {5 BOOTUPD E#1 RHCOS ' i LB | S EF

Z{F M bootupd E# RHCOS 17 m LB FEEFERF, EAJIE RHCOS #H28: EF 51217 bootupctl
update fi45, SK{EF systemd HITIRENREE.

5 grubby sk Hth5| SEERFTERR, boot upd FEENKEHEEE, WMEEAKSEH, EREN
BB, FSH BT RAINAZSE,

% E,E
. fREI LA bootupd B #75| S #F2F LAR Lk BootHole iR,

3.10.1. FoEMEI S ERERERF
& LA#E A bootupctl e ST TEF G ERNRESHEHS| FEEFTRF.
1 KERIGRE :

I # bootupctl status
x86_64 8% H = fl

Component EFI
Installed: grub2-efi-x64-1:2.04-31.el8_4.1.x86_64,shim-x64-15-8.el8_1.x86_64
Update: At latest version

aarch64 By i~ 5l
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Component EFI
Installed: grub2-efi-aa64-1:2.02-99.el8_4.1.aarch64,shim-aa64-15.4-2.el8_1.aarch64
Update: At latest version

2. OpenShift Container Platform SR R RETIRA 4.4 RERHRAF, FERAEMKAN
iﬁi%zédh'{j(jtjj Adoptable, HHITEM :
I # bootupctl adopt-and-update
it N |
I Updated: grub2-efi-x64-1:2.04-31.el8_4.1.x86_64,shim-x64-15-8.el8_1.x86_64
3 MREAERH, EMNAERRUEETRESNFEHRENR :
I # bootupctl update
it N

I Updated: grub2-efi-x64-1:2.04-31.el8_4.1.x86_64,shim-x64-15-8.el8_1.x86_64

3.10.2. @i HARECE B BB | R AR

& bootupd BB 5| FRFRFEN I —MAEROE— systemd IRF5HTT, LA THERRET
FE#HE| SEHRER., HTESI5i12FZ1T bootupctl update 45, FHEINBEBE T RLR
go

2 3

XNEEFRWMINER, EAEMBRENENAPIATRESRTESISHNTR, MRS
ﬁiltl:ﬁﬂ%, HRGRES FERERFEFTIRPRAPIT R, 5| SEEREFERIRE
BHERIRTTE, RIEXGEIE,

Gk

1. B — Butane ECi&E X4 99-worker-bootupctl-update.bu, =% bootupctl-update.service
systemd HITTHIH A,

% o
n AX Butane B8, HSH"# M Butane SRR E",

it

variant: openshift
version: 4.15.0
metadata:

name: 99-worker-chrony ﬂ

labels:

machineconfiguration.openshift.io/role: worker 9

systemd:

units:
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- name: bootupctl-update.service
enabled: true
contents: |
[Unit]
Description=Bootupd automatic update

[Service]
ExecStart=/usr/bin/bootupctl update

RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

w?f control plane MR £, TEXPMIESFF master &1l worker.

2. {8 Butane &£ MachineConfig ¥ &3+ 99-worker-bootupctl-update.yaml, EHaE5E %
EET RWERE -

I $ butane 99-worker-bootupctl-update.bu -0 99-worker-bootupctl-update.yaml

3 EAUTHMARE—MNAERE :

o NMRKELEEZIT, TERBEXHRE, & MachineConfig % R4 ARMNE
<installation_directory>/openshift B, RS0 ER,

o MREHBCHIZIT, HMALXH :

I $ oc apply -f ./99-worker-bootupctl-update.yami

18



B 4 = SRrEHTEYR

56 4 F SR BEHTER

4.1 WER KRB E
UBRLMESTFLURIREST, 5 BT B IDIRGEIE, LR KRR R TR,

411 RIS B EERE
EMEBINERIE, SEAEHIE, EEH oc adm must-gather 665, 1ES 1 IWEE K EEHIIHE,

4.1.2. W% ClusterVersion 7] Bif 5%

Cluster Version Operator (CVO) i3k A SR BEFR A HT, #5H ClusterVersion i 8il5K, SFERUER
5B AL RNERITHREHRZFEMNXE, REXBFAREKERIEMAH,

= -
WA, RERAF] z-stream HRAEFH ClusterVersion [5 8it &%, {B2 ClusterVersion

[ 5RiC B RNRE, ANFRIAE T RS, NKETEZAURMAF &KIBE z-stream BETLLH
B BRI,

IR B LUFE R OpenShift Container Platform Web #5352 OpenShift CLI (oc) & %& ClusterVersion
i S8t

4.1.2.1. 7£ OpenShift Container Platform Web & fh 4R ClusterVersion [7j 515k

& A LATE OpenShift Container Platform Web =% & & & ClusterVersion [ 88103,

FeREH
o AILUFAEA cluster-admin BAE&IAE iR EE,

e jj[a] OpenShift Container Platform web 1Z%I&,

it

o 7f web #H & =i Administration —» Cluster Settings 7 & %& Details £ EHHMA R,

4.1.2.2. i OpenShift CLI Y% ClusterVersion /18815 (oc)

f&eI LUER OpenShift CLI (oc) & ClusterVersion 71 103K,

FeREH
o ATLUFEAEA cluster-admin B&K AR EEE,

o B% %k OpenShift CLI(0c).

Pt
1L WALUTHSEERMEHIRICT
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I $ oc describe clusterversions/version

oA

Hi 5w

Desired:

Channels:

candidate-4.13

candidate-4.14

fast-4.13

fast-4.14

stable-4.13

Image: quay.io/openshift-release-dev/ocp-
release@sha256:a148b19231e4634196717¢3597001b7d0af91bf3a887c03c444i59d958286414

URL: https://access.redhat.com/errata/RHSA-2023:6130
Version: 4.13.19

History:
Completion Time: 2023-11-07T20:26:04Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a148b19231e4634196717c3597001b7d0af91bf3a887c03c444159d958286414

Started Time: 2023-11-07T19:11:36Z

State: Completed

Verified: true

Version: 4.13.19

Completion Time: 2023-10-04T18:53:29Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:eac141144d2ecd6cf27d24efe9209358bas16da22becc5f0abc199d25a9cfcec

Started Time: 2023-10-04T17:26:31Z

State: Completed

Verified: true

Version: 4.13.13

Completion Time: 2023-09-26T14:21:43Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:371328736411972e9640a9b24a07be0af16880863e1c1ab8b013f9984b4ef72
7
Started Time: 2023-09-26T14:02:33Z

State: Completed
Verified: false
Version: 413.12

Observed Generation: 4
Version Hash: CMLI3sLg-EA=
Events: <none>

o WEKRE
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