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1.1. OPENSHIFT CONTAINER PLATFORM B {248 F FIZAVEY & IR IESR
LEARTERTE X T OpenShift Container Platform B35 iEFI3%AN Fh & AR E B AR IE,

=4/ EAT

BR5IERTE T %7 OpenShift Container Platform 8589157, HAERREZL S HHEIERNEF T
1i[7] OpenShift Container Platform &2%,

B
BACRE IR A P 2S8R EHITATE KAIRE,
bearer 5h#

bearer k& F i@ F13% Authorization: Bearer <tokens [@ AP| i#1T B2 451IF,

Cloud Credential Operator
Cloud Credential Operator (CCO) ‘H=#tNEEiEEh B E LHFIRE X (CRD) #1TEHE,
B i PR

FCERRSTRUS BB HEE A pod 957K, EHELIERE ConfigMap BYEH 5| FFHETE RS B PR &Y
REEIE, 1E pod HIBITHIN AR AT LA A XN 8EE,

containers

TP REMA KRBT R AT HITE K. BTFRSEDCRERY, RLETLUERES
D RATHBBERHAENHIZITEES.

B B (CR)
CR 2 Kubernetes API B9¥ &,
group
HR—HBAF, A9BAF—XREAZDNAEAEFIR,
HTPasswd
htpasswd BH1FiE HTTP A KIER A - & B LR X,
Keystone
Keystone — Red Hat OpenStack Platform (RHOSP)1ii B, &M, S, BRIEKERRS.
BRERBEXVFEY (LDAP)
LDAP 2E N E R8I
FohE
EFERXP, BAEEREIEMARZ Cloud Credential Operator (CCO)
Mint =X

Mint # 3 & Cloud Credential Operator (CCO) HIBNAMIEENRELKIXE, ATIRHENTES,
EXMERT, CCO FRIRHMBEANEIENERPAHMGOEREIE, BREGMENIEFEN
R,

namespace
AT REMAHER LN ERA TR, E— N2 A AR, RERFZamRZERNARRETEE
Bl L R,

node
77 s OpenShift Container Platform &£/ worker #1238, T RN (VM) iR T &,

OAuth & F'ifs
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OAuth & i A FIREX bearer 5hE,
OAuth IR%5%

OpenShift Container Platform control plane @& A&/ OAuth iR5528, AT RERF SMXRBEREE
B B R IR TR F O I A S R,

OpenlID Connect

OpenlID Connect @—M Y, FAFILUER 6B # K&K (SSO)XIGIfEA OpenlD RETEFRIIL
Ao

passthrough &=

1E passthrough # =&, f1, Cloud Credential Operator (CCO) FHREMM T EIL L iRATE R EIEMH
.

pod

pod & Kubernetes FHIE/NEHEHIT, pod H— ML NEEREMK, RI1E worker 17 & Eiz1T,
EHLA P

BURE A EET APl BET0IRIAE .,
KRk (Request header)

FERIGLE—NHTTP i3k, BFRHAXHTTP HERLETXMELSR, LUERSS 23 7 LUBRERIE K Agnf

AVAY
ETFAEminiEs] (RBAC)
BEMNLLEH, UBREHAFMIEASREHNHITRABRENTIR,
AR 55k P
AR S5k - SR B s N AR A
REGHAF
REEHN BEhOIERNA .
users

FA P 2RI LAM APl & B SRS,

1.2. X<F OPENSHIFT CONTAINER PLATFORM A & {7551k

T #=H%F OpenShift Container Platform 85 897/5[n], KEEEAIUEREE A 5M%1E, HBAREE
ORI P R SRR,

£ 5 OpenShift Container Platform $RE#RXH, FAF2AESEUEMMA XM OpenShift Container
Platform APl # 1T &2 %0 0E, & A LLEY A OpenShift Container Platform API B1E 3K 24t OAuth 1517
ShEEK X.509 B FmiE #ATRIE,

p= Y=

MREEBREBERI R SESIET, NERMIERERESMIUE, BRIEIHTTP 401
FHiRo

B AT LURI LA TMESSBCE B2 50LE ¢

o FEENIRMIZER : B LLTE OpenShift Container Platform HE AR HH F D IR IR,
FRERINE LR,

o FZEMER OAuth iRZ525 : OpenShift Container Platform control plane SENER OAuth iR%
2, ATREAFESMRBEENZDIRHEFFORED NS, &0 LIEE SR R
SEEGER, 3B E LARER OAuth IR55 %% URL,



13 R IEMBAU®

. AP UEEMEEHHEMAER OAuth ThE,

SEM OAuth &I : OpenShift Container Platform &3E LA Zhil OAuth & i, & BT LUEAR
FECEHAh OAuth &/ ik,

YN OAuth SREAETERES, WliE EEKRAFERSEMNEIASEE L
OAuth & /i,

A Cloud Credentials Operator BB SNV AEEIE | £EHMGERA TENEEITEFRIHITE
BN X ESATRBTR,

BRIVRAEEGARS - BB EURAEEARIRR TR SHEEANR.

1.3. XF OPENSHIFT CONTAINER PLATFORM HBJ#ZAL
IS BB R P R T A IURSST I RORAE,

EEAALE AR, FEHA RBAC KR (., AefAE) NellokseRr. BT @ERINE
OpenShift Container Platform R TE A, 1ES I FHEFI

84 AT LG o 1 B #0166 4 22 [H] SRR HI%T OpenShift Container Platform SE£8917 7],

BT EEF SO BT IR S, BT BT U Pod BTBHUTROIRME, AR R B2k E TR
(SCC) W HIB ¥R

IRE LLB I LTRSS E IR OpenShift Container Platform BI3%HY :

HE AFEE ABMAE.
B i/ & FRE SRS B,

PRERABFHINELESA B : OpenShift Container Platform &3F T —HEIABIEE A
&, WA LQREAN S£3AE, FNETITRMEIR AR,

DI cluster-admin AP : BUABRT, BHEBERE-—IEEHEENA, £75 kubeadmin, &7
LI R — R EEN, ALRKHEENAR, HRELRE T BNRHERER.

EOIET cluster admin B fE, MIERIIAR kubeadmin B f RIRSERR S
M,

e

DZARSSI, « ARSI RS APLTHR# T RIBM AR, MEFHEEMANEIE. AP
RN ARRFHRORFHER— MRS, WA ER—1 OAuth & i,

Bl whE  BEESER—#AHE, BERBMTRERENEERS. GBalLBAEES
B8, RRLEAPREIRS B AP SRS

B4 LDAP 4 : EAILLEI [ F47E LDAP BRZ5 23 B4 5 OpenShift Container Platform F3
FAES, UM—NE—pth A SRR A,



OpenShift Container Platform 4.16 A EFIRAY

£ 28 THRERIIE
FAF#&ZE 5 OpenShift Container Platform R B, Wl H#H TRBENF DI, BRRIEE RS
OpenShift Container Platform API 1R XEXBIA P, ARG, BIUUZERBEXERAFANERRBERS

RVFIZIFER,

ENEIRG, KAILLH OpenShift Container Platform E2& &2 451k,

21 B/

OpenShift Container Platform A /A A2 B LA OpenShift Container Platform API % H & SKEISEA,
OpenShift Container Platform User X RICKIEEE, BLAEISHAMENERINBEHERTFRIHHN
PR, B, XHFES OpenShift Container Platform ZEMFF & A A S EE 5 BIK 7,

AREFENRAIRBEA N

AR ik

EHAF XRARKZHIZER OpenShift Container Platform FAFBIRE, BB FTHE—RER
RERSHEIOE, SERIET AP0, SHHEF 8T User fRER.
1, joe alice

RL5iA/ USRI AP EEMENEE N BH0E, FTEATEEMPENLS APIRLMZE, X

AEEHEELS (AR —ER) . BREFT DT RAS, HEBBERH registry &
BAMAF, UR—EHMAF, &F, ©B—Fanonymous R45iHA, RIAMERES
PIIERERER, #l0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR S5 P R 501 B REKMRIA RS P s BLRERET BN B 08K, mUBE
B AN RiF R E R E SRR K. RSB ServiceAccount X 5
xR, 0 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

F—RP YIRS EFF R &2 %50E F 8215 7] OpenShift Container Platform, J& & 250 IESK B D38k
THI AP 1E R 2 EVEE anonymous R4 P A HBER, 2 FREiEE, RERE R #IRN
PUTRIRIE,

2.2.1

AAAUSRE—1HZ 2, BMRAREENAIES. AEERIGREN, IEALHRN hZ D
AARFHER, HIIRFHH—DHEFNS DR, MABHERETRAPIR.

PR T BRIATE LRAN, BB RGAESEN A, el mERFaNESR,
LIRS T REERFRIAEMA

A 50

system:authenticated B 5L G IR A PRI,



B2% TREHEIE

A 50

system:authenticated:oa  BzI5FAER OAuth UilH TGS B3 ISIERI A - KK,
uth

system:unauthenticated B 5AARZ G HIIER AP KK,

2.3. APl &35 1E
% OpenShift Container Platform API BiE K@it AT A RiHF T H 2 %0E -
OAuth Vila| 45

e f{#IF <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token i, M
OpenShift Container Platform OAuth JR 4528 5K EX.

e {E’} Authorization: Bearer... IRLF N A 2%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> =, 1E
websocket 153K HI websocket F il bRk & 3%,

X.509 & FPimik
o FTEE APIRS M HTTPS i£#,

o 3 API BRSS SR EIN AIE UE B ML MR A & TR0,
o APl RSB OIBIEFH O LK BEFIZR, U BEHITEHRIL.

EREE LRI ]SS TTROE T RE KRB FDEIEZLL 401 SRR IE4,
MREBHERRISENKIET, BR%IEZESF system:anonymous E A~ #
system:unauthenticated E{IH D EE%A1E K, XEERNVZRPRAEELAAATUL EILE (10F) &
*Q

2.3.1. OpenShift Container Platform OAuth IR 2%

OpenShift Container Platform master @ & NEM OAuth fRS585., F/IREX OAuth 1R 45 R skt B &t
1T APl BREIIIE,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHEF RIAERHIH R AN S M,
RiE, ERBEZEMARNENAS, NIZAFUB—MGF S, BROZEANSHE,

2.3.1.1. OAuth k&K

BN OAuth S hERIVE R ER /IR & B B INFNE R S8 OAuth B . /55 OpenShift Container
Platform API Ff& BEIEIE2LLT OAuth B i :
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OAuth &' ERAE

openshift-browser-client FERATAERERERNASRIE, £
<hamespace_route>/oauth/token/request i& >k
kg, 1

openshift-challenging-client fEFA A 2 WWW-Authenticate Jiiif)# sk
TH KRB,

1. <namespace_route> 25 & 22 [AIESH, Z1TLA T BRI LAHE -
I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

FrAEY OAuth S5 hERYIE K &R & FEXT <namespace_routes/oauth/authorize BiE K, K0 FDIIEE
BEBRTEXNimRATRE— N FPIIUERIE, & OpenShift Container Platform Ee& N4 & & & 1%
REEFRIULEIE, X <namespace_route>/oauth/authorize BIiE K AT REE B A RE R R AR E K IE
MR, o CLl, ALk, BRTREXEZRTIEN, OpenShift Container Platform 23z 158 F§ WWW-
Authenticate it T4k,
fNSR7E <namespace_route>/oauth/authorize i RETE N E F B FIERIE, BRAKRSEFHEIUERIEN
28 A CEE 4 X WWW-Authenticate [fiif], MAZRRAEXERINEANEEM@RERXE K NIZ.

p= Y=

B LE I B 2R 2 P i R S R E SR & (CSRF) Wi, 4iEkeh 77 X-CSRF-Token #7::3k

W, (REBERFBIIETE, FEEKREAR WWW-Authenticate Ji 1R F i i 4T

bRk iR E N FEZEE,

MR F PRI IEARZF WWW-Authenticate fiif], =& R OpenShift Container

Platform B & WA A WWW-Authenticate FiAIMI BDIRIIRRE, I 2AZ7{F BN Y 28
M <namespace_route>/oauth/token/request FFKEX S,

2.3.1.2. API B&i{h

IR LABSE X OpenShift Container Platform API B91EK, EEXRIANGEREETFA—RAF. IEE%E
B, 1H3 i Kubernetes XA A £ (5,

2.3.1.3. Prometheus 3% B
OpenShift Container Platform £ &34 E Z i B2 IR LT Prometheus RETIEHT ¢
e openshift_auth_basic_password_count 4:if oc login B /7 & 5 H 2 70R E

e openshift_auth_basic_password_count_result #Z82%5%R (success =% error) %iif oc login
FA P & B R B

e openshift_auth_form_password_count 5 it web $#I& &R Rk E,

e openshift_auth_form_password_count_result Z8845%R (success =X error) 4iit web 4]
BERERR.

e openshift_auth_password_total i1t oc login #1 web #2 il & & x2S R ¥,

10


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation

% 3 F RAEAER OAUTH ARSS 8%

£ 3= BENE OAUTH k%2

3.1. OPENSHIFT CONTAINER PLATFORM OAUTH Ak 5525

OpenShlft Container Platform master @& R E/ OAuth BR5588. FIREX OAuth 1i[R] 5 h& RN B &
T API E{3551E,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHIEF RIAERHIF R AN S M,
RiE, ERBEZEMRNENAS, NIZAFPUBR—MGF S, BROZERNSHE,

3.2. OAUTH S 1E K = M0k 5
OAuth IR %528 Z BRI IS A AIRE 3% AL OAuth AU
EFERARERFEIUR (response_type=token) LA X B & 77153k WWW-Authenticate iif] (%0 openshift-

challenging-client) # client_id LIk OAuth ©5hET, FIEESRE /oauth/authorize BIARS52RMTN KR E
BB A XM T AR -

RE RE & P S R
302 Location #5248 & URL FEXHH £/ access_token fE{E - OAuth 5hE,

access_token &% (RFC 6749 4.2.2 &%)

302 Location #1::L & & error TifjE# (RFC K, @A SR error (EARNHER
6749 4.1.2.1 E84>) error_description) ZifjfH

302 Hth Location 13k BEETERBRE, FERXEMN I ELER

401 WWW-Authenticate 17k E1E TEIHA) T K806 (40 Basic #lNegotiate %)
N JF i, EFTIRAE K, BRIk
IBLER,

401 %8 WWW-Authenticate #7:3k TosEH TR BM AT, KW, FE RN IE
X (FIeeE & ATIREL OAuth S hERBEE S &
RAERIFEE) .

Hith Hith KN, AT R RN IE S,

3.3. REZB OAUTH R 25156177
RER OAuth BRSS 2301 {F B JLANBC B 15T,

3.3.1. OAuth 4 h&HA R E T
IR OAuth AR5 38 E R F S kS

1
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https://tools.ietf.org/html/rfc6749#section-4.1.2.1

OpenShift Container Platform 4.16 A EFIRAY

wh fed
ilHl 5 R FFIERRECKEO SR, TR AP B,
RACHS TN RERM SR, (R TR F S,

AL FMA RS R RBRIANEN, HEEE, A{#EH OAuthClient X R E Y B =174 i H
]‘qu
3.3.2. OAuth EFGETR

% OAuth IR Z2WEN A P Z AN B HE FIRME A iR BhEIH KRS, OAuth ARS8 RERBIRFEUR F
OAuth & F BRI SRES

THRFEH OAuth & P im iR B 2 B9 AUERES,
RN AU TRINGE -

BGED Tk
auto B ARG E RIS K,
prompt R P SE 4R A

3.4. BRiENER OAUTH RS 285 M9 45 FE2 A (A
0] LAER B N ER OAuth ARSS 2345 hEHA (8] B BRI 5L 170,

- o
BIANERT, SEME 24 NTRER. HEIIERTELEET EEIE,
INRBCAR AR, WAERUTSRIETENR.

it
. Q- aaSEERETREREX 4. UTXHRILLERRI 48 0, MEFRIME

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

X i& accessTokenMaxAgeSeconds LR 0 SR L an EHE, EIAEmBEREN 24 /)
8% 86400 #, LWEMARAI N, MREENT, NIEARKIANEHRRER,

12



% 3 F RAEAER OAUTH ARSS 8%

2. NR#FEREXH :

% o
, BT EEHUNER OAuth fRS53:, Rt ZifERA oc apply #53LN AE R,

I $ oc apply -f </path/to/file.yaml>
3. HIAEREERN :

I $ oc describe oauth.config.openshift.io/cluster

i tH o Bl

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. HNER OAUTH RS 25 EC & 5 KA & AR
AT LU OAuth SHEECE NIE—HAEEAF R EE . BKIABERT, AR RESEARFEE,

JNRIEE) OAuth B imhthECE T SREAFFESNEBH, NIZEXBERER OAuth IRF5ERES
BHIRERE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o MELXERET —TEBRMHERF (DP) .

AR
1. 37 OAuth E2i&, LUXEB TR IEEN,

a. Jn%E OAuth X :
I $ oc edit oauth cluster

71N spec.tokenConfig.accessTokenlnactivityTimeout & Fi% BB A :

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

13
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ﬂ WEAEYHANMBYE, 190 400s 3K 400 #, = 30m 3K 30 98, RIFRIER &/
&} 300s,

b. RTF XM LA £,

2. 1o OAuth fRS58% pod BEEES :
I $ oc get clusteroperators authentication

7£ PROGRESSING 7!y False BIFRE4EH# AT —4, MITFAR :

LN
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.16.0 True False False 145m

3. RERTCEHEE Kubernetes API fR%525 pod FIFTIEITHRAS, X FBE Lo BHE A,
I $ oc get clusteroperators kube-apiserver

7£ PROGRESSING 7! 77 False BIFRE4EH# AT —4, MITFAR :

i Bl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.16.0 True False False 145m

fNR PROGRESSING T~/ True, FE&F/LoMEBR—R,

1. EFARBER IDP MHHE K EIEE,
2. JUTHRBHIBNECEE NI,
3. FRFHN Al LR E RV I E KT/ ER FD. EXDROIP, FFEEET 400 #,

4. EAMA—SRMRITENTES,
IABARKIN, EHSHRIZE N R E DB (64811 BB AR I (5] 88,

Fai tH o Bl

I error: You must be logged in to the server (Unauthorized)

3.6. BE X NER OAUTH fR5525 URL

KA LLB T 1E 52 Ingress BCEHY spec.componentRoutes FER % EEE L EH LM TLS IEFEE
E Y AER OAuth AR 5525 URL,

14
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Digk

“®
"
INREBHAE OAuth BRZ5 2% URL, NIATEERIEIFEEFFES OpenShift OAuth AR

552 IS LI R OAuth U7 [F B REBVAHHEYEE. A OAuth In i, FTREME
OAuth IRF MM TR A2 S L CA AR, Him :

I $ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

ﬂ NFBEERIES, cacrt XHHIEEBE L CAILES, BNEFF/ITERI,

Cluster Authentication Operator 1£ openshift-config-managed %% 22 (5] R
oauth-serving-cert it BT % 1 OAuth BRS5 838 serving IEF, KA LAEEZ B MR
5189 data.ca-bundle.crt /R EIE T,

SERFEH
o DHEAERAEEFNMAN BMNERER,
o {RETE openshift-config A Z ARG T B S TLS IEHFBEAM secret, MIRBE XL ENA
ERMNISE5 LSRR LA, NERELT, MREHTE, secret @AER,
N

AT LUF A oc create secret tls e85 0/ TLS secret,

i =
1. 4niE%5EEE Ingress ECIE -

I $ oc edit ingress.config.openshift.io cluster
2. KBEBEXLENBUREENRSIEBMNEH

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:
name: <secret_name> g

() QRS

%I openshift-config fp 4 22 [A] A H secret BIBIFH, 1% secret @& TLS iEF ( tis.crt) F1#H
(tls.key), MRBENLENBEBHNEESEBFHEHBATE, NEEHT, MREHT

15
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fid, secret 2EH,
3. REXHLUFERZEN,

3.7. OAUTH RS 23 To U1

£ OpenShift Container Platform FZ1THIN A2 A BER B A A XAE OAuth RS 2BRHIER. HI
wn, eflTEFEELI <namespace_route> BNttt E B FohECE, bk, OpenShift Container
Platform ZCHE T IETF OAuth 2.0 21 AR 55 28 TTHUIE ERMSE,

e, EEFIZTHEMN BIEFER T LLE https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &K EHRIUTER :

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported”: [ 9

"code",

"token"
1,
"grant_types_supported": [G

"authorization_code",

"implicit"

1,

"code_challenge_methods_supported”: | ﬂ

"plain”,
"S256"

]

}

BIARSS BN ZE L ZIMRTE, ©RHER https ARBERE TN REHAH URL, X2 SIRINER
%8585 %5 BM .well-known RFC 5785 BRI A il &,

AV AR S5 25 O3 A R s 9 URL, B, RFC 6749,
BIVARSS 25045 R s 9 URL, B, RFC 6749,

S ELLIRIARSS 28 X HFFHY OAuth 2.0 RFC 6749 SERIEFIFREY JSON 4, HEE, HIEMAEXE
BEHEEBE RS,

BE IIRIUAR S 285 X FH9 OAuth 2.0 response_type 1E7IRET JSON #04H, FERMEBHEES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
FERAMEHERR,

@ O® 900 9O

DB M RAARSS 28 B9 OAuth 2.0 AR EUHTIFRE JSON 4, EAMBAESET
grant_types 2% (#R#& RFC 7591 £"0Auth 2.0 Dynamic Client Registration Protocol" & )

= m bR ¥ER L0 O

16


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591

% 3 F RAEAER OAUTH ARSS 8%

TR FYEXEH B MH R o

@ =EULEIURZS BRI PKCE RFC 7636 RIG T /53515 JSON

‘H, code_challenge_method SRR R AEETE RFC 7636 5 4.3 T AE L. B
A5 TR 7535 (5 2 1 IANA PKCE Code Challenge Methods 5Tt R A EMAIE, HES 1 IANA
OAuth 3%,

3.8. OAUTH API B4t fEHERR

ERLEERT, APIRSSBSIRE—/ unexpected condition 513 H 8 ; EABEEVIN API EBE, R
MEXT B H BT, RN ERRRFEE RES, LBRRARESHEIENAFRHEE XRSFRE
BfE R

XEEFHR FES RS MK OAuth EBEB A X, X HEIER G A EEFBNEGFHPHK,

OAuth Hi[E[;8F] unexpected condition iR558355 12, AiZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

LU RAIE SR EM OAuth EE A URI MIARSSHK - -
I $ oc get events | grep ServiceAccount
i Bl

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

1217 oc describe sa/<service_account_name> ] LUk & 544 E IR SSIK 7 B AR R EXB9EM OAuth =
{¢O

I $ oc describe sa/proxy | grep -A5 Events

=1
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI M E IR -
T EEM URI FMRRIEE T AT URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

17


https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
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BT XS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

e T THHEI AR

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

R SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens

18



% 4= i@ OAUTH &/ iR

25 4 & i OAUTH & /i
1£ OpenShift Container Platform FRERIABIE S > OAuth & i, AR LUFMANECE E M OAuth B
i
4.1. B\ OAUTH & /i

JA 5 OpenShift Container Platform API iif & B 8L T OAuth & Fif :

OAuth &' ERAE

openshift-browser-client FERATMAERERERNASRIE, £
<namespace_route>/oauth/token/request ik 4%, [

openshift-challenging-client fEA A2 WWW-Authenticate Fif R R IERIE RS HE,

openshift-cli-client ERAARM HTTP AR S5 2R IREUR SRR R 5,

1. <namespace_route> 25 & 22 [AIIRH, Z1TLA T BRI LAHE -

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. X E M OAUTH & F i

INREFEHM OAuth B IR EIE OpenShift Container Platform &I &2 500E, NI LEEM—1.

it =

o SEAREM OAuth &/ i :

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth B Fimi) name F{EIR3%] <namespace_route>/oauth/authorize #1
<namespace_route>/oauth/token BJiE KA H client_id 534,

secret FH{FIZZ N <namespace_routes/oauth/token B9i% KT # client_secret 531,

%I <namespace_route>/oauth/authorize #1 <namespace_route>/oauth/token #JiE 3K
EER redirect_uri S TZE T redirectURIs SHUE P ARFIMIE — URI SHUAE RIS,

o 00 o

19
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grantMethod F FHAE & b & P imiH K T S hE BIE KRR A PR T U5 [ AR R SREREVIRF
157 auto T HENHLAERNFFEINIER, FIEE prompt LURT A #EASHELIRL

4.3. 5 OAUTH & iR BLiE 5 hE A& LB T

HE—HARERB S, AL OAuth B IRECE V& OAuth RS HE, BUABRT, FTRXERE
TIBREKEB,

YNRFEAER OAuth IRSSBRECEFhECE T HERELIER, OAuth & inhiX BB &
=iZlE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o BWELXERET —TEMRMHERF (DP) .
it =

e T OAuthClient B2i&, LUXE SR IEELEBI,

a. %W OAuthClient X% :
I $ oc edit oauthclient <oauth_client> ﬂ

Q ¥ <oauth_client> &#: HERER OAuth & Fim, 0 #HlE,

710 accessTokenlnactivityTimeoutSeconds FE& 314 & 1S IR (H -

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

Q RUFHISR/NEBIE (LML) - 300,

b. RTFX LA £,

. EARBEN IDP WEHE XK, BERERENIFEER OAuth & i,
2. PUTEREFHRIEE R B K,
3. ERFME AL R EREN I E KMERER FH. EXDTOH, FHFRET 600 7,
4. ZIME—BBHRIEHRIIT MR,
XD ZEIRERM, BB hEROZE 9 AN SE R BT 7] 8 B & HEE A i (A o .

20



% 4% ii& OAUTH B /iR

4.4, Eh TR

® OAuthClient [oauth.openshift.io/v1]

21


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/api_reference/#oauthclient-oauth-openshift-io-v1
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£ 5Z TEAFHAR OAUTH /0o hE

RATEEEBS OAuth iS5, FHHFRTBFHFEREM OAuth UilF]FhE,

5.1. 51 AR OAUTH Jih] 5 k&
e LIS BB AR OAuth 1510 S5 hE. SHEATRHFHTIHR, ©LERTEXR,

it
o JSUHATA A IHAR OAuth iR G :

I $ oc get useroauthaccesstokens

o=l
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o FIHHFTE OAuth BRI P AR OAuth 1R 45 hE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

o=l
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

5.2. & AP B/ OAUTH 1505 iR 1S
IRA LA E A P AR OAuth Ui H] S ERE S,

it =

22

&k A AR OAuth 1 R S RERIIFIE -

I $ oc describe useroauthaccesstokens <token_name>

i =B
Name: <token_name> 0
Namespace:
Labels: <none>



% 5= EHA AN OAUTH N 4h8

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
fiscopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UlID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:
user:full

User Name: <user _name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6aba345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMHATHRE, EXERTER.

P imAN, AT TEREE,

M HEBIR R 5 RS B[R] BORT A] (AR ON #LAL)

g05R7y OAuth IRS5 B IXE T BHEA BB, TXZE MO B 758 F1% 5 he RIS [A],

S RERRISEH .,

QD000

S SRR B,

5.3. ik B H#HAE R OAUTH i/ 7] 45 b

oc logout 4 REFIRRIEH OAuth BREXM. EALUERAUTSREMRABEEZNR A HEM
OAuth k&,

MERIZGEIFTA XEHRRBR OAuth U7 F 2 B &,

i

23
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o fHBRAFHIBR OAuth ViR HhE :

I $ oc delete useroauthaccesstokens <token_name>
it

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

5.4. BREZ S M IERNERINBEEFAEF

ENSEHEENA, EALLE UREEABAERRESMEILM A~ ARINE OpenShift Container
Platform FEILTEREAGH, REGHEIEMAFTEDNFEARERAR. IRNERENERER
IR 5T,

A LU AR BRI A P IRIMEIA T REAEF -
® system:scope-impersonation
o system:webhook
e system:oauth-token-deleter

o self-access-reviewer

- o
FEAERREFMIILRITIFE, AR RENMNT 20K,

FeREH
o ATLUFEAEBA cluster-admin B&MAE iR EE,

o B% %k OpenShift CLI(0c).

¥ =
1. 8% add-<cluster_role>-unauth.yaml 8§ YAML XX, 3¥HRIMUTARE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BITUTRHRNAERE :

24
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I $ oc apply -f add-<cluster_role>.yaml
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B6E THRIMNERHEFEE

OpenShift Container Platform master @ & &M OAuth fR5585. FF A& A S FEIE A FREX OAuth Vil 45
2, LSS B 58 APl BRI,

BN, BAUAERESHEETERE OAuth RIEEF D RERERF.

6.1. F OPENSHIFT CONTAINER PLATFORM I B 1R {LFE

BIANERT, £BHHRE kubeadmin B, RIFEFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F iR FFHCERMBIEE R,

X

OpenShift Container Platform AP &AREESIE /. : §1 %,

6.2. TN B IR IHER
A B E U T RN S DIRERER

RArapiRftEr  fid

htpasswd

Keystone

LDAP

EARBQRIE
(Basic
authentication)

KPRk
(Request
header)

Github 5% GitHub
Enterprise

GitLab

Google

OpenlD Connect

fci& htpasswd &01RERRRE, #H{EA htpasswd 4 B9 4LHIER - G BT,

fci& keystone B {31REF2R, J$ OpenShift Container Platform 5% 5 Keystone &
UERHRZESHEIE, BAEER OpenStack Keystone v3 fRS5 2343 A M F B TR ER #E
[,

EiE ldap SPRIERER, AN AHESDRIERENT LDAPV3 BRS5 240IER F &%
ﬁ;‘.”o

fd& basic-authentication H131RE1EF, LUER FEREHERE S KB RHEFTIE
BYEIE S Z S OpenShift Container Platform, EZABH4IE R —#i@ B iEinE ML,

fCi& request-header B3 1RETER, RERIRLESRMA, 120 X-Remote-
User., B@%5IXERFKIFLENFHIIERE—RER,

BC& github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 IFAR %5
SIUEF 2,

feE gitlab S21RHE72R, #M GitLab.com SUEMEAM GitLab SEBIVEH Hp1RHE2
J?O

fci& google H 1712, {EM Google #) OpenlD Connect &%

BoiE oidc B2 R, [FERIEIULIEHRS OpenlD Connect B3R ETEFERK.

EXT BMRMEERFE, ALUER RBAC kE LHMANR,

26


http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://gitlab.com/
https://developers.google.com/identity/protocols/OpenIDConnect
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth

6 E TREMNIRMEFEE
6.3. %% KUBEADMIN A/

EENT BRERRFFHOIZEFHH cluster-admin BB &, EAILIZIR kubeadmin RiREERELT 2,

Digk

H
[=]

NREFH—AF N cluster-admin BIHRIBIX NS IRV, NS EHRRE
OpenShift Container Platform, Lttan4s FoiEBEH,

FeREH
o VWIIEDVERET —NEBHDIRERER,
o WEMAFHRIMT cluster-admin &,
o WIBZUEERFNESR,

pi% &2

o F4[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

6.4. B P IRHIEF S
T RFH SR REEFERNSY

¥ sk

name MRS F I IR R R F A - &80, LULER S DR,

mappingMethod & X AE A P BRI IANSHT HPABIA -, WAL TEZ— :
claim

BNME., ERSMMELRAFARESAS. IREGZAFNENAFERFATS—5F
2, MR,

lookup
ERINENEHD. BHSHRENAS, BEFEEEAFAHSN. XATFEHFER

AFYRFERANSREBLEZMOMBS, FRMAEEEFHESR.
add

ERENNELRR-ZESEAN. NMREFEEFZAAZNAN, HEDHEREE

B, RNEIZR P EHIA 53R R, MRRE TS/ SHREREHAS]
AR —2L A P B AR A 2, BB T IR,
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pa -3

ERMHERE R IRURZFN, EATLLET 8 mappingMethod S#1%X &) add, 3R
HIRFFNSHRFZIENR .

6.5. BRI CR A
ST EE LR (CR) L RAREE SR RIEFOS BB, AHIEM htpasswd FIRRHERF,
BipiRMERF CR A

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR IME NRISRIERMREF A &a1, AR S D2 FR.
9 PREI T T IR AR S0 0 User X R 2 AR ITBR ST,
9 S EF M htpasswd £ RHISTHERIILE secret,

28


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

7% RESHIRIER
B7ERESNRHER

7.1. B2 HTPASSWD S {01212

BCiE htpasswd ZP1RHERRRF, RIUFHE 7 # A htpasswd XA HHIEUEE K OpenShift Container
Platform,

BE L htpasswd HPRHERRRF, HEHITULTES -
1. A8 — htpasswd XK= B A HBEER.
2. GJE—" secret kK htpasswd 14,
3. X —"htpasswd H3 1R IR F FTRAFBIAZ secret,

4. FETREN AR BUAR OAuth B2E, LURINBEMIRHMER,

7.1.1. %F OpenShift Container Platform R PR ILIEF

BIAERT, £BHHRE kubeadmin B, BIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F M iRHEFFHICERMBIEE R,

' p= Y=
, OpenShift Container Platform AP &AREESIE /. : F1 %,

7.1.2. %F htpasswd P FIE

£ OpenShift Container Platform F{# A htpasswd B335 UE L VFIERYE htpasswd SXTAERFI A,

htpasswd X2 — M FEXHE, EFEEEIMAFNAFAEHEN, ETLUER htpasswd SLREF1)
B,

Digk

==
[=]

XTFEEEE, AETE OpenShift Container Platform A8 f htpasswd &2 %5,
NIEFF R IAEHRFE A htpasswd F19%IIE,

7.1.3. flJ# htpasswd X {4
B XNMEGIER htpasswd SEFBIUEE, 1HESWUATNTZ— :
o {HF Linux BJ& htpasswd X4

o {&F Windows fll|& htpasswd X

7.1.3.1. [ Linux il htpasswd X
E(F htpasswd BPIRIEIERF, EXTFERE htpasswd ER— 1N EESEEHAF QMNBIEHHE,

29


http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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FRFM

o HEfFIfA] htpasswd SCAEFER. 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el &
Az RER,

iz

1 OB EHREE A 2B B EE S
I $ htpasswd -c -B -b </path/to/users.htpasswd> <username> <password>
% BRI ER S AR AR B
4N -
I $ htpasswd -c -B -b users.htpasswd <username> <password>
=1
I Adding password for user useri

2. AREEE RIS BT -

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. f#f Windows | htpasswd 34
E(F htpasswd BPIRIEIERF, EXTFERE htpasswd ER— 1N EEEEHA N QMNBIEHX G,

SeRFH
e HEWSIJIn] htpasswd.exe, ¥F% Apache httpd & 1THRAM \bin B X8 &t 24,

iz

1 QI EHREE A 2N BN TE S
I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <username> <password>
BRI ER S AR A RO B
4N -
I > htpasswd.exe -c -B -b users.htpasswd <username> <password>
=1
I Adding password for user useri

2. AREEE SR IS BT -

I > htpasswd.exe -b <\path\to\users.htpasswd> <username> <password>

30


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

B7EKEFDRUER

7.1.4. A3 htpasswd secret
Z{HF htpasswd BPIRIERERF, BUIE X —1NEE htpasswd A X secret,

FERFH
o G# htpasswd X4,

it 3
o QIEEE htpasswd FA /3L Secret X :

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

ﬂ aE --from-file SEHIA 7 SUHEH] secret BT 6 &7 htpasswd, #0_ERa SRR,

TN
IR LA FALAT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. Sample htpasswd CR
LUFBE L HIR (CR) 7R htpasswd F1RIIEFHSEFI AT EZHE.

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q WIRHEF ZME VRIS ERMZFRA P &R, MUILHR S50 EH.
Q RN LR M2 B F D] User X Rz (A2 ITBREY,
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© =256 htpasswd ERBIAHIIIE secret,

Hi 5w
o METHAMAEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.1.6. EREPRNME DIRHESF
REERZE, HEEPRM—DERRERERE, LUEGKR ST T HBRIE,

FoREH
e {3 OpenShift Container Platform ££2%,
o HEMRHEFUEBE LKIERE (CR) .
o WINBZELIERE S5 ER,

iz
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMERER, HERINEAEG,
I $ oc login -u <username>
3. BUAFERKL, FERAF&,

I $ oc whoami

7.1.7. 7 htpasswd SR FEFEH A
IR LMIIA B htpasswd SR REFEF RN ERE .

SeRFH
o BN T SSE htpasswd A LR Secret KR, XEREEH N htpass-secret.

o MBEET htpasswd HpiRHtERF. XEBEE N my_htpasswd_provider.

o ERLUEA htpasswd TEF2F, 7 Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
HERZEAER,
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o BHREARBEENR

it =3
1. M htpass-secret Secret ¥/ 05 htpasswd X, FHFLZXHGFRERENERY

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

2. M users.htpasswd SC#F RNk AMIBRF
o RNIN—ANETHAS

I $ htpasswd -bB users.htpasswd <username> <password>
i Bl
I Adding password for user <username>

o JHER—AIBERF :

I $ htpasswd -D users.htpasswd <username>

ol |
I Deleting password for user <username>

3. ¥ htpass-secret Secret X &5 users.htpasswd X4 EFHEIHEF :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

B
IR LA FALLT YAML & #t secret :

apiVersion: v1i
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. MEMRT —DHZANEF, BEFENENE-HEBRES KR,
a. MR User ¥ :

I $ oc delete user <username>
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it Bl

I user.user.openshift.io "<username>" deleted

HRIAEHBRT B, SNMRAFANSEL&ETH, AP ALk ERE SR,
b. #HBRFE 7 # Identity X5 :

I $ oc delete identity my_htpasswd_provider:<username>
it Bl

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

7.1.8. fEH web Z2FIGECE S RHREF
&iT web #EIATII CLI ERESHIRHRER (DP),

TR
o MwILIEREEENFMETE web 15,

it =

1. 5= Administration — Cluster Settings,
2. 7£ Configuration LW T, Hii OAuth,

3. 7£ Identity Providers #8437, M Add FHIZEHHERENEDRERR,

B LLET web 2HIERIEEZ D IDP, MARERIEH IDP,

7.2. 2B KEYSTONE S22 F
Boi& keystone H{312 T2, & OpenShift Container Platform 5£2f5 Keystone UG B HZ &%

¥iE, FIECERY OpenStack Keystone v3 RSG5 234F A P E i BIAEREIRE R, EEAR TR ERHE
Keystone il &% OpenShift Container Platform,

7.2.1. %F OpenShift Container Platform RH &P IRIEERF

BIANERT, £BHHRE kubeadmin B, RIREFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEE D,

v p= Y=
: OpenShift Container Platform P &AREESRIE /. : F1 %o

7.2.2. X F Keystone Ep 5k
Keystone @— MR ED. B, BRFEIIRSSH OpenStack WiH,
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BT LECE S Keystone BISEM, LUE OpenShift Container Platform 9% 7 & F Keystone F 7 &5
EME— Keystone ID, FERXFFAER, B AIUH AR Keystone FAF MBI FHITER, £
Keystone ID _E#J OpenShift Container Platform AP B %%, ENIMREMER Keystone A FH 0I5
BHZAF &09% Keystone A, #A - RIBEEIRIHA IR,

7.2.3. O] secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RFEEX
P secret, & imIEHAIEH,

pi% &2
o FAHLUTEHS, CIB—EEFHMILTH Secret W :

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

B
IRIART AN FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.2.4. O 2 ECERRSY

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIAS. TERTEEGMRHEEFMBNIEBIIAS,

it =

o FALUTMS, EXSSIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
HLF T2 5 7E ConfigMap &R E9 ca.crt f R,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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I
(ER BT LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.2.5. Keystone CR =3l
LIFEENEIR (CR) 7R Keystone BRI IEFHSEM AT EZE,

Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca: 6
name: ca-config-map
tisClientCert: G
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IIRMFR A FMME N BTSRIEIRIIZF A P &0, LULHR S &,
PRI ML IR ER2 B 52 70 User X 5 2 [0/ I1BRET,

Keystone 3%, 7E Keystone #1, AF&RRBEFEHHN, AZFHF—N,
FAFi%E#E Keystone RS 23 URL (&) . XWFER https.

AL N EE PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 895|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE
B9 URL & HiE K R,

B EE FImIE T BEAM OpenShift Container Platform Secret X R#I5| ., 8E T tisClientCert
I JE LT,

SO O 90009
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Hi 5w
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.2.6. ERERRNME DRHERF
REERZE, WELPRM—DERREERE, LUEBHR ST T HBRIE,

FRFH

o #]i# OpenShift Container Platform & &%,
o NEMRRHERLUEBEELHER (CR) .
o WINBZLIER A SHE R,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HARERMALUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

.

2. LRBEBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

7.3.Bidi& LDAP SR &2 %
BoiE ldap B1PIRIETER, FERHE LIEFPIIEREE ST LDAPV3 fRS52:55E A - R M E=E,

7.3.1. % F OpenShift Container Platform B2 ET2F

BIAERT, £BHHRE kubeadmin BF, BIEEFRRHERERF, Bog/B—1TEELHER (CR)
Fimd iz F N iRHEFFHCERMBIEEH,

p= Y=
. OpenShift Container Platform AP &AREESIE /. : F] %,

7.3.2. xF LDAP E1{3551F
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EHHEIETES, #R LDAP B AP ERMMNAFN ZEENEE, MR —MME—EET, NZHE
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 17 16 S48 7
AT T EX LK

1 B SEERN url FREMMITIESRS B REN A RHERERERITIESR.

2. BRERTIESERE R, MREFRROMFE—NRE, NHHELTIH,

3. FiAERAERATRSE B R DN F A AR EEHEE LDAP fRF5 25,

4. MBRFERM, NIFELETTAL

5. IRHEMT, NHEENBEERESHD. BFiahit, BREMMELR-ERWE—
(7

BRERY url @ RFC 2255 URL, IEEEFAM LDAP EMMERSH, URL MiEER :

I Idap://host:port/basedn?attribute ?scope ?filter

FEXAN URL A
URL 44 feid
Idap X FEHLDAP, i Idap F#F&H, A FZR4E LDAP (LDAPS), th/ifEf Idaps.
host:port LDAP fR55 80 & MmO, LDAP #AiLH localhost:389, LDAPS NIEKIAH

localhost:636.

basedn FREHEREHN MR TR E X2 B DN, E4, XWAZ B KWMeits, BthrsEl
KHBFH,
attribute ERZRMEM. RRRFC 2255 RITERESHREMIIR, BXLREZIIENE, #B

NERB—TEME. MRXERMEFAEYE, NERAER uid, ZUOEF—NEEERN
FH AR 5B A 22— M.

scope BHREEHE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,
filter BB LDAP #3RiJE2%, WRKIRM, NEILH (objectClass=*)

EHTHEHRE, B, HIERNRENA-ARRAEE—E, XL THERTIESS !
I (&(<filter>)(<attribute>=<username>))
BN, wIEET URL :

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

L FimEiE A A A bob EER, 4MRIIEERT EERN Y (&(enabled=true)(cn=bob)).
IR LDAP B REHEZ S EIEFEIEER, 1HIEEHA FHITHRBEIEEM bindDN 1 bindPassword.
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7.3.3. fl/& LDAP secret

EFRAGMRERRE, BYIE X —18%5 bindPassword FE&H OpenShift Container Platform
Secret %%,

Y=

e &S 2 bindPassword F & Secret 4 :

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

ﬂ 8% --from-literal S8 bindPassword B secret #7#5 ) bindPassword,

B
IRIART AN FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: lIdap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

7.3.4. Q2 ECERRSY

SR F2FE A openshift-config o % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap *f &3k &
BUEBMANMIAS. TERTEEGMNRHEEFMBENIEBIIAS,

it

o FRUTHE, ENLIEIUEHIMANIIH OpenShift Container Platform ConfigMap, IiEFiil4%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(ERET AR LT YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>
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7.3.5. LDAP CR 7=/l
LU FEE YR (CR) R LDAP SR EIEFHS M T ES(H,

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G

bindDN: " @)

bindPassword: @)
name: ldap-secret

ca: ©

name: ca-config-map
insecure: false @
url: "ldaps://Idaps.example.com/ou=users,dc=acme,dc=com?uid" m

iR Bt B AME N RTZTE IR BB - 1D B, LA SR &R,
RN LR M2 R BI F D User X Rz (A2 ITBREY,

RESHHEMIIR. FRE-THEREN. ELVFE-—TEML. MRIEHNEEERAEE, FHE
MERKW, EXBHZRRERERR, RVHERZIHHIE,

e FHREM L ERITIR, RSB IEZEME.
AERREMNBELTIR, GRB-1EEEMLE.
HEEHREERANBEELEASANEMRIIR, ERE-INEERMKE,
R R AR ERI AL DN, SIRE LT bindPassword, Il iE LI,

X B &40 E BB OpenShift Container Platform Secret X REYA %8I, f1RE X T bindDN,
T A5 8 T

O 99909060 609

AL X EE PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 895|
A, UATFRIEFFESE URL MIARSSERIED, (U7E insecure / false </ {& .
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H true B, TENTIRSS 24T TLS i%$E, 5 false If, Idaps:/URL fEF TLS #1751, #*8
Idap:// URL #AZEI TLS, ZH{EM Idaps:// URL I, LI false, E XL URL A4 R

m RFC 2255 URL, ¥EEEFAK LDAP EHMIERSH,

EfFHF5I7E LDAP £IB & H A, HEH lookup BRET A A, 1E/7FM LDAP &K
B, SEHEEAMNINED LDAP User G| —1 Identity XT R A 4R,

HiBR
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.

7.3.6. EREPRME M RHERERF
REERZE, HELPRN—DERRERERE, LUEGHR ST TR BRIE,

FoREM
e {3 OpenShift Container Platform £2&%,
o HEMRHEFUEBE LHERE (CR) .
o WINBZLIER S5 E R,

iz
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMERER, HERINEAEN,
I $ oc login -u <username>

3. WA EEMRE, HETAFA.

I $ oc whoami

7.4. lREEAF NI R DRERER

BciE basic-authentication S31RIEFERF, LAMERFERIHER BRIREEFIEREIERE R
OpenShift Container Platform, B &S {255 k2 — & A G ims B ALH,
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7.4.1. %F OpenShift Container Platform ) PR ILIEF

BMIANERT, £BHHRE kubeadmin BF, BIEEFDRHERERF, Bog/B—1TEELHER (CR)
Fimd iz F iR FFHCERMBIEE D,

e =
_ OpenShift Container Platform AP &ARBEEIE /. : # %o

7.4.2. XTFEEXHHEIE

EAXRGHEIER—MEAEmEMIE, R UERHHERE S P IRHEF IR EIERE
OpenShift Container Platform,

HTFEXRSHEITEZBAN, RLETUESHENEITRERERILSMRHERR.

BE
EXFMISIERIER HTTPS (2RI 2R 5%, UMIEES A ID MBERIRL K+
PN G i

BB T EAFRRIEE, BANER-&MEE AL XE OpenShift Container Platform, fAJEi@id 1R H AR
Fa ARG 2GR E LN ERF P EIEIRL R E®, FIRTiERSS BRIILXLEEE, XBRAFE
ESEHAIAIE OpenShift Container Platform & 3% 4&EiiE,

—

XERT R &/ BEETNE, 3FH OpenShift Container Platform @AJiRENS ELFE &
1DFUERR 55 88 & HA P45 7 K

HaSEXRGHEIHRTTFRE JSON B2 URL 561ERE & 25,
401 MR FR 7~ B AR 5 2R,

I 200 RSB HIIIEZR "error" i R HINEER
I {"error":"Error message"}

200 REFHTH sub (subject) BENIZRIAIS :

I {"sub":"userid"}ﬂ

ﬂ FhuRES S MRIENA AN, MEBIFENR.

B IO R BT LA L bR LR hn $dfE, fFIan -
o (i name M EREF. Flu0 :

I {"sub":"userid", "name": "User Name", ...}

o {F/ email B FHPEME, L0 :
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I {"sub":"userid", "email":"user@example.com", ...}

e f{#ifH preferred_username S E LA &, XATAEM — TR ERESEIBEEAS UID BE
EEZEAMNELF, WETFHHEIEN S5 E S OpenShift Container Platform F Y, iX
ATAERR. 40 :

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.4.3. Al secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF T EX
P secret, & imIEHAIEH,

pi% &2
o FHLUTHS, CIB—EEBHMILETH Secret W :

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

B
MR LA FALAT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 0|2 FCERRSY

SR F2F# A openshift-config % Z2 (5] 1 # OpenShift Container Platform ConfigMap &3k &
BUEBMANEIAS. TERTEEGMNREEFMBENIEBIIHAS,

it =

o FRALUTMS, EXSEIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
WLF T2 5 7E ConfigMap &R E9 ca.crt i,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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I
(ER BT LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.45. EXREPKIE CR A
LUTEELEE (CR) EREASHIIFSHIZEREFNS B TESHE,
BHAXFHEIE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: basicidp ﬂ
mappingMethod: claim g
type: BasicAuth
basicAuth:

url: https://www.example.com/remote-idp 6
ca: ﬂ
name: ca-config-map
tisClientCert: 6
name: client-cert-secret
tisClientkey: @
name: client-key-secret

iR B2 B AME N RTZTE IR BB - 1D A, LA R S5 &R,
RN LR M2 B F D0 User X Rz (A2 ITBREY,
BERERFHEUEIRLPEIES URL,

AL N2 E PEM ZRAGIE B A SR 289 OpenShift Container Platform ConfigMap 8J5|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE

@ ® 0009

B9 URL & H41% K HE R,
B EE IR BEAM OpenShift Container Platform Secret X R#I5| ., $8E T tisClientCert
R PA==g A2

Hith BT
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o METHAMAEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.4.6. EREBFPRNE D IRHERER
REERZE, WELPRM—DERREERE, LUEBHR ST T HBRIE,

FERFH
o #]3 OpenShift Container Platform & &%,
o NEMRRHERLUEBEELHER (CR) .

o WIBLZUEERFNER.

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—MHBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBBMREBRFNRA-SHEFER, HAERTHEARR,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

7.4.7. EERH DN M Apache HTTPD & R4

OpenShift Container Platform 4 YRR B34t N7 (IDP) E2EZE K IDP ARS525#9 JSON M 5 LUK 1S
THANRI, &R LAER Apache HTTPD ARE CGI BIASRIARILL BB, ATTIRHERAL,

/etc/httpd/conf.d/login.conf {5l

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
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# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Ivar/www/cgi-bin/login.cgi <l

#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

Ivar/www/cgi-bin/fail.cgi 2~

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.4.7.1. SHEK
LT 21E7E Apache HTTPD Web RS 22 0| XHEK :

login.cgi #1 fail.cgi %A #14T (chmod +x) .

NR/EA T SELinux, login.cgi 1 fail.cgi FEAEZHH SELinux L7 : restorecon -RFv
/var/'www/cgi-bin, R L TX2 httpd_sys_script_exec_t (iz1T Is -laZ) .

login.cgi RETEM 1R #E Require and Auth T Th EFEET F HdT,

MRAPFTEESR, NidTfail.cgi, FHHE HTTP 401 MR,

7.4.8. £ MR IEHERR

& WA 5 iRk S8R EEE X, BFTR LA, 157 master £i21T curl 8%, EMKETS
BB, HERUTRAIGS T <users H] <password> B AR EIL, ENXTHES, HEE
& h FER Bk,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp
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BT R
200 R EFHTH sub (subject) BENIFRZAIS
I {"sub":"userid"}
subject WL BAFIERAFATEER, MAELTAFAEE,
BTN R BT AR e R RS A 284, B -
e {#F name R T REH

I {"sub":"userid", "name": "User Name", ...}

o {HF email # B9 FHEA I -

I {"sub™:"userid", "email":"user@example.com", ...}

o ({#FH preferred_username M ELEHA £ :
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — R eI EF S EIBE B A UID BEEEE S HRIER
., NETBREIE B E & OpenShift Container Platform PR, XA A{FRR.

S B R
o 401 MR KRR B2 5 IE R,

o JE 200 R HIEE "error" iR R IR : {"error":"Error message"}

7.5. EEEE RInk B pRHER

BCi& request-header SRR, IHFEXRILESRBIAS, 110 X-Remote-User, BB E 5K EIF
KT EM SRR E—RFEA,

7.5.1. % F OpenShift Container Platform FH B D 1R HEER

BRIANERT, £BHHRE kubeadmin BF, RIEEFRRHERERF, Boig/B—1TEELHER (CR)
Fimd iz F iR FFHICERMBIEE R,

A=
N OpenShift Container Platform A~ & TBERIE /. 1 F %o

7.5.2. X F1EKITL F P50 UE
HRIFL BRI FE MG KPRLEVMRE T, #1480 X-Remote-User, BB E 5% EE KinLEN SR

FIERE—RER, HRiCkERREEFTESEMEREERNE RN R IRMEEmSEEHER
htpasswd. Keystone, LDAP siEASFPIIL,
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k

N
ya
]

AR LS RICL B RERFRA TENEE, MBEXKER SAML S04k, 15F
B, AEAFITMRRAR.

0

FA P 3 A I B 3 IR RZ AT AR RIERT, & B350 IR V(A
https://<namespace_route>/oauth/authorize (R Fi&E) . BLILBET, 15 OAuth IRSSEREE N
£ OAuth BREHRZ BRI IERTE R EE R E K EE https://<namespace_route>/oauth/authorize B9
KREBIF R,

EERZEFEETHRFEERRNE P IRRAREF D IIEEK

e % provider.loginURL S#0i% 0 A5 IEREE URL, ZREBREIERAERE FinF R EE KK E
£l https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHME F iR KRE FHEIEIEK -

e ¥ provider.challengeURL SHlUX B N HA % IERIE URL, ZRIEREIEHE WWW-
Authenticate FUHMIE FinFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #[1 provider.loginURL %7 LA7E URL MEIHER DB E LTS -

o ${url} B HHFIA URL, #HTH LUEENSHPLLER,
540 : https://www.example.com/sso-login?then=${url}

o ${query} B N LFIMNEINFRFER, FHITHE L
5140 : hitps://www.example.com/auth-proxy/oauth/authorize?${query}

HE
B OpenShift Container Platform 4.1#2, BN mutual TLS,
7.5.2.1. Microsoft Windows _EBJ SSPIE X %

BF

£ Microsoft Windows L3 SSPI ##XFR B —PERTINI IR, AR INEETR R4
187 mARSFNIIN (SLA) X, HINBERTREH AT, AT HEEEIMEHER

Bl XERARTTIHEERTLMER A RF XA, HENSEFLANBREARHE

J[]_LO

BRAERATIIEERIFEFEMNESER, HES RTINS EH,
OpenShift CLI (oc) ZRHEZLIIFRMHEERFEO (SSPI) , LAY Microsft Windows £BJ SSO 7,
RITFERIERITL B RBIERF 52 GSSAPI BIRERRT Active Directory AR 55 25143 2l OpenShift

Container Platform, BB LLEITANA T 18# Microsoft Windows 1T E#1{# FH oc e85 1T E R H shift
T OpenShift Container Platform &%k,

7.5.3. 32 ECE R

SR F2FE A openshift-config o % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BIUEBMANEIIAS. TERTEEGMRHEEFMBENIEBIIHAS.,

it
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o FRAUTHS, ENLIEIUEHMANIIH OpenShift Container Platform ConfigMap, IiEFil4%
WLF AT f7 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA_certificate PEM>

7.5.4. 15 K5k CR R~
LT BEE Y HHE (CR) BRiERIT L SR BRSBTS (E,

HRPE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: requestheaderidp ﬂ
mappingMethod: claim g
type: RequestHeader
requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: 6
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders:
- X-Remote-User-Login

ﬂ IR R ARE N RIS R IR RIRA AR 7 &, DU HR S D B,
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Q RN LR M2 F B F D User X Rz (A2 ITBREY,

9 ik - JFEREZEEHKIER /oauth/authorize 15 R EEMEIR URL, T EAKIEE TN 2RI
RIS EIE RS https://<namespace_routes/oauth/authorize, {KIEZ!
https://<namespace_route>/oauth/authorize #J URL @ 7i1LA /authorize 5E (FRERIBHRIHT) LA
RAREB TR, LUE OAuth #UAERATLAIE R T/E, ${url} B hHHFI89 URL, #1178 L EENS
WhR2FH, 1B ${query} B N URIMNETIHFEFR, MRKRE LLEME, NmiER
loginURL,

Q Ak fFREAEBBYSIER /oauth/authorize 15K EEMAEIN URL, ©REPIIEIHEE WWW-
Authenticate challenges & i, AEHEIIEE
https://<namespace_routes/oauth/authorize, ${url} E#: - LYaIM URL, #1178 LAEZTIHSH
L2 EA, 18 ${query} B h YR EINFERE, MERE VBN, NiER
challengeURL,

9 XEE PEM HRIBIEF 428 OpenShift Container Platform ConfigMap B93| ., A{EEEENM
FF, LASUETEF2AR 5588 B9 TLS IEF,

BF

B OpenShift Container Platform 4.1#2, R DMRHEFFE ca F&, XBHKRER
BICEE 1 X $F mutual TLS,

Ak BAE (on) B9FIR. MREE, NBAHRTAEREIIRFERET (cn) BWERE ik
B, RAEFERREFRICLFNAI G, MRNZE, NRFEMEAEH. RES caZitEA,

BiF =R -~ F 0Ok &R, BS—1Ta22ENIRARBERR. ©FE, TRIOKRNE,

I E R FRME A BIPRk B FE, SB— D EEEMNICLRAFEFEME b, Tk, RRAKRN
E,

BIifr B3 BB IR &, B— 1N aSENRCMERELTER. 7k, FROKRNE,

RIiFEEREER P 2Rk (MR 58T headers FIEEMILBEMN T AL HMHRE) .
HE&R, B—TEaENKREEERSG, ik, FROKRNE,

90 99 9

Hi 5w
o METHAMEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.

755 EEEPRNFDIREER
RRERLE, FERRRIN— A SMRIERE, UERNR S AT S BRI,

FRFH

o #]3# OpenShift Container Platform & &%,
e NEMRRHERLUEBELHER (CR) .

o WIBLZUEENFNER.

Y=
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1L MAEXHCR:
I $ oc apply -f </path/to/CR>

—

MR— CRREFE, ocapply KOUE— I CR, HAlgEMMALUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEBMREBRFNRAASHEFER, HERTHEARH,

I $ oc login -u <username>

3. WINASEEME, HETAFA.

I $ oc whoami

7.5.6. {F & K12k ##1T Apache K IEIED B <5
A5 i KTk B2 1RF2F N OpenShift Container Platform BZi& Apache 3 IER AR S5 25
BE X HEEE
&/ mod_auth_gssapi &5 2 F A& Kitk F R IRBEFEE Apache INEREBRRTHE, BXHAR
BEONFEN, MRFHEUTEX, EIREREREMAIE :
o [HUFR B E iHiEKE X-Remote-User H72k LABA 1k BR 3.,
e 7£ RequestHeaderldentityProvider & F i il T8 S imIE B AL .
o (HAJTIFEER X-CSRF-Token ik WA B KIS R E,

o 5MAE R A /oauth/authorize i MM HE FRFBEIRIBNIE, EEAWIBEE, UERHKIRS
2 LU E P im A X B ERMIALE,

o IEE| hitps://<namespace_route>/oauth/authorize B9 URL @ /LA /authorize 45, B&E

RAERIAAT., $40 : hitps:/proxy.example.com/login-proxy/authorize?... /IR E]
https://<namespace_route>/oauth/authorize?...,

o {XIEZ| https://<namespace_route>/oauth/authorize #J URL B FERER VIR IEE
https://<namespace_route>/oauth/authorize #9F &%, a0 :

https://proxy.example.com/login-proxy/authorize/approve?... K IEE]
https://<namespace_route>/oauth/authorize/approve?....

https://<namespace_route> ik 2 F| OAuth fRZ523HIEEH, FIE;TIZ1T oc get route -
n openshift-authentication %EX,

EAERIRLECE Apache BA%UE
XN wfI{E A mod_auth_gssapi 5 5 AE K5k B2 1R MR F B E Apache FIEEE,

FRFM
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e &iT Optional channel 31§ mod_auth_gssapi &5, ENTEAMIBRPLEUL TGS -
o httpd
o mod_ssl
o mod_session
o apr-util-openssl
o mod_auth_gssapi

o EMATFEIHRRAIEINLBIIERE CA, EXE& CA M OpenShift Container Platform
ConfigMap X%, XaJLLUBIZITU T e 5E

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

Q IEP ML NI T HETE ConfigMap B9 ca.crt # 1,

7
AR AR FALLF YAML kO EL BB ST -
apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:

ca.cri: |
<CA_certificate. PEM>

o i - WAEBENRE FumIE B A LAMEREM x509 IEB TRERMXMER. & iRIEH$ S
REMR CAZE R, LEIERRZAIMEIRLEIER,
o NEMRMBFOUREE TR (CR) .

ke
LR (FE B P il BiEEE R OAuth BRSS 38, ZBRSS 2 #BC & V15 1T X-Remote-User 12k,

1. N Apache BCBBIEIEF, 1&i@iT SSLProxyMachineCertificateFile {5 E/IEH 2RSS
FIIEREN FEANKRER FImREIER, EY4ER TLS Web B iaS AR T BREHE

B,

2. (132 Apache BECEEXH#, ERAUTERERHMEFREMHE

' e
FAREERNIAS, FHFREFEERIMEEE LHBNHIRE,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
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# Some Apache configurations might require these modules.
# LoadModule auth_form_module modules/mod_auth_form.so
# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt

SSL CertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap

# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?

sub?(objectClass=")"
</Location>
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<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>

</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2 F| OAuth ARS523MVERH, A& TZ1T oc get
route -n openshift-authentication % EX,

3. BHAE LFEIR (CR) ## identityProviders /77 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. BUFECE :
a. BT REIERBNE A IRIEBFRIIRL, BINER LS ER SRS -
# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b.

3

B ERFIEPRER TERSHE, BIRERHEFIRIEPEIEREKN

54



B7EKEFDRUER

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request
c. #i\ challengeURL EEEE/EMA :
# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

E 1%l challengeURL EEM, UAFT—H¥%,

d. BT ENRESEETR—NH A WWW-Authenticate E A58, WHEmias M miaEEH
401 F[Ry :

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

e. MIRXTEME A Kerberos ticket 178 A Kerberos ticket 915 T &% 2 OpenShift
CLI (oc)

i ARG KinitEM T Kerberos ticket, 1 EAH®
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIA TR,

i. &K Kerberos EIEEXE oc :
I # oc login -u <username>
ERRAFEHAER Kerberos B,
iii. X% oc TR :
I # oc logout
iv. HEREM Kerberos ZIFR1G— ticket :
I # Kinit
ERTFRHANER Kerberos B 1 & F T,
v. IAERTLLERE oc :
I # oc login

MREEILER, BRIETHTERRHATIENER FRIDER.

7.6. F2i& GITHUB = GITHUB ENTERPRISE B {21R 12
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BCiE github FDRMFERE, #1%F GitHub 5 GitHub Enterprise B9 OAuth B 2% IERR 552835 UE A 7 & F
g, OAuth AT LB OpenShift Container Platform #1 GitHub 5% GitHub Enterprise 2 8] 8945 & 32 #it

s
NlLo

IRET LUE R GitHub SRR % GitHub =X GitHub Enterprise, XIF GitHub Enterprise 5%, &b/t
SX5I89 hostname, FHEAFRMEERS S EKPERHN ca iEHHHH S,

pa -3
., PRIEFFTERR, BNLATHERRNERTF GitHub # GitHub Enterprise,

7.6.1. %F OpenShift Container Platform ) P 1R LT

BMIANERT, £BHHRE kubeadmin BF, RIEEFDRHERERF, Bog/B—1TEELHER (CR)
Fimd iz F R iRHEFFHCERMBIEE R,

, ==
OpenShift Container Platform B & AEESRIE /. : F] %,

7.6.2. XF GitHub S1p551F

BSiE GitHub &4 ke, A RERA GitHub k& Sk OpenShift Container Platform, AL EHEM
GitHub B F ID BY{E{A] A & OpenShift Container Platform §2%, &R LU AT FIRREIZA (VB THE
GitHub HZAR9F -,

7.6.3. Mt GitHub N B 2F

E4F GitHub X GitHub Enterprise R{EFP1RHER, BIUIMEERBBNBRER.

pi% &2
1. 7 GitHub L3N AR :

o XfF GitHub, i Settings —» Developer settings » OAuth Apps — Register a new OAuth
application,

® XfF GitHub Enterprise, #iIfE GitHub Enterprise £71, A mil Settings = Developer
settings = Register a new application,

N

. BIANNFAEFE LT, 20 My OpenShift Install,
3. HIAZETI URL, #0 https://oauth-openshift.apps.<cluster-names.<cluster-domain>,

4. W% : BN AR,

ul

 FEARIEE URL, HA URL REEE FHIRHAERF name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

a0 -

I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github
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B7EKEFDRUER

6. mifi Register application, GitHub 12#t% i ID F1%& /i secret, EH B HAIXLE(ERTK
S iRHEREFEE.

7.6.4. 0] secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF TSR
P secret, & imIEHAIEH,

pi% &2
o FAHLUTHSUE—IEEFEFEN Secret XTR :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
MR LA FA LA YAML A% secret :

apiVersion: v1i
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALFEAUTHEEL—NEESXHEARAEH Secret X R, IIEFHXHE :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. B2 ACERRSY

SR F2FE A openshift-config o5 % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIAS. TERTEEGMNREEFMBNIEBIIAS,

' =1
RA GitHub Enterprise BEE IS,

it

o FALUTMS, EXNSSIEPHMANIIH OpenShift Container Platform ConfigMap., iEHli%
WLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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I
IR AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.6.6. GitHub CR 7§l
IR BE LR (CR) 7R GitHub S RMREFHNSHM AT #Z(E.

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: @

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ...
organizations: a
- myorganization1
- myorganization2
teams:

- myorganization1/team-a
- myorganization2/team-b

IR HIRF LI N RIZRAE GitHub B P ID A, DULAHAR S D &R, B0 = AL
URL,

RN LR M2 B F D] User X Rz (A2 ITBREY,

Al ¢ XA PEM JRASE 0L ML HRZE B B9 OpenShift Container Platform ConfigMap HJ5|
A, LAFRIEFTEEE URL ARG ERIET. (NATFHEIELQFEEMIRIETHI GitHub Enterprise,

SEMEY GitHub OAuth N FATER BI% Fim 1D, N ARF S /EEAEJE URL hitps:/oauth-
openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-names,

® 06 0 o

X E8E GitHub & fRIE F'ifi Secret B9 OpenShift Container Platform Secret 8#935| .
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% F GitHub Enterprise, AR HSBIRIENE, 20 example.com, XMERIS
/setup/settings X4 F#] GitHub Enterprise hostname {ECE:, BEARTEFIHOS, MRERIEEX

HAFIFR, WIUXE organizations s teams FEX, [RIFXE hostname FE&, =HEF
mappingMethod 1%/ lookup, A5 teams FEL5AHEA.

FFAFIZR, /1% E teams 5 organizations FE&, FRIEXE hostname FE&, =HEF
mappingMethod % lookup. ~7 5 organizations FEXZ5 & A,

INRIEE T organizations = teams, REEVEZ—FIFIHA K HIHI GitHub FAF ¥ &8
Bk, WRTE clientD FEEM GitHub OAuth N ARFEARITZHL A, NHAFREE
R F B =AUV R F BEfE AR T, XA LATEHLAEIR 1 3 —RE S GitHub 58
B, A LT GitHub HA%E 5.

L th B iR
o METHAMEFNRHEREANSEH (11 mappingMethod ) HIER, 1ESH SHRIEERS

.

7.6.7. ERERPRNMEB DIRHERF
REERZE, HEEPRN—DERRERERE, LUEBHR ST T HBRIE,

FRF

it =

o #]3 OpenShift Container Platform & &%,
e NEMRHERLEBE LHEIR (CR) .

o WIBLZUEERFNER.

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

INR— CRRFTE, oc apply REIE—HHI CR, HAlgEsMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. M OAuth BRZ522IREX T hE,
HZE kubeadmin f - E#fHER, oc login a5l RIREANME15 7] o] LIRSS hEBIR TTRY 1 BA,

IR R LB R web #HIE# (?)15RIETIHE, Help - Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL
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I $ oc login --token=<token>

cak

é% *
L B BHRRMERAIEEARS ANBLER,

4. WA ERRY, IR,

I $ oc whoami

7.7. & GITLAB B{p1RIE712E
M GitLab.com SR EAM GitLab SLHIVE N BD1RIETERF, BLE gitlab B0 1R EER.

7.7.1. %F OpenShift Container Platform R B {DIRIEFEF

BIANERT, £BHHRE kubeadmin B, RIREFRRERERF, BolgB—-—ITEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEEH,

' p= Y=
OpenShift Container Platform P &AREESIE /. : F1 %o

7.7.2. %F GitLab Q% 1F

B GitLab B%iEE, BRI LAMEAE GitLab &UEE X OpenShift Container Platform,

INREA GitLab iRA 7.7.0 B 11.0, ERILUER OAuth ERHITIERE, MRER GitLab lRA N1 HE S
kA, f&RILAER OpenlD Connect (OIDC) #17i%#, mMAEA OAuth,

7.7.3. 0% secret

B2 1R 172 F £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B SR
P secret, & imIEHAIEH,

pi% &2
o FAHLUTHSUEB—IEEFEFTEHEN Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALMFARAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4. Q2 E MR ET

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMRHEEFMBNIEBIIAS,

==
RA GitHub Enterprise BE IS,

iy =

o FRUTHS, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, iEFiil4%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.7.5. GitLab CR 7R~
LI BE XHIR (CR) iR GitLab B RHUEFHSEM AT ERE,

GitLab CR
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 9
ca:

name: ca-config-map

IR TR 2 RE N RIZERAE Gitlab 80F A/ ID &, LULAR S B &H. B4 AREER
URL,

RN LR M2 B F D0 User X Rz [ 2 ITBREY,

SEMEY GitLab OAuth N FARZF R iR ID ., NARFUABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

XTEE Gitlab & IR i Secret B9 OpenShift Container Platform Secret #958|F,

GitLab IRHtFZFHIEN, URL, XA LLZ hitps:/gitlab.com/ S Eth B IEE GitLab £,

QD0 60 9

AL X2 E PEM ZRAGIE B A NS HRZE 28 OpenShift Container Platform ConfigMap #J5|
A, UAFRIEFTECE URL BIBRSS 38 1E 15,

Hi 5w
o METHAMAEFNRHEREANSEH (M1 mappingMethod ) HIER, 1B SHRIEERS
.

7.7.6. ERERRNMB DRMESF
REERZE, WELPRM—DERRERERE, LUEBKR ST T H BRI,

FTRFH

o #]3 OpenShift Container Platform &&%,
o NEMRHERLUEBE LHER (CR) .
o WINBZELIER A S5 E %,

pi% &2
1. MAEXHCR:
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B 75 BESRRRHUER
I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WA EEAE, FETAFA.

I $ oc whoami

7.8. B2 ® GOOGLE S0 Ht1EF

BCiE google H101RHtFERF, £ Google B OpenlD Connect /% o

7.8.1. %F OpenShift Container Platform ) S 1R T2 F

BIANERT, £BHHRE kubeadmin BF, BIEEFRRHERERF, Blg/B—1TEELHER (CR)
Fimd iz F iR FFHICERMBIEEH,

e p= Y=
OpenShift Container Platform AP &AREESIE /. : F1 %,

7.8.2. X F Google &35
# M Google fE N B RIETRFHS, £1A Google A M #RRES IEHIAR S 22 T DT IE, & AT LAE
hostedDomain B EE M, (F 5P UERFI N EFRE LB A,
P2y~
& Google 1F B D 1R M2 FE K A (£ <namespace_route>/oauth/token/request
ARG, UMERFaSITIE,
7.8.3. fl|& secret

B 1R T2 % openshift-config #n 4 22 5] B OpenShift Container Platform Secret xRk T E&
Pt secret, B imiEPAIEH,

pi% &2
o FHUTHSUEB—IEEFEFEN Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALMFARAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4. Google CR R:f5l
LUFEEEIR (CR) £ Google B3 1RIFRFMSEAM AT EZE,

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

IR AR 2 FME W RTZEMAE Google 3=/ ID i, LULHAM S M &, B e AREENEE
[ URL,

RN LR M2 B F D] User X Rz (A2 ITBREY,

SEMEY Google WH MIZE Fim ID . WB R AIBECEARBEERM URI https:/oauth-openshift.apps.
<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-name>.

X 8E Google X fHIE ik Secret B9 OpenShift Container Platform Secret 8935| F,

®0 00 O

AT IREIEFIK B E T, MREA T lookup mappingMethod, MIA%, MR HNZE, {FE
Google Mk &8RRI #H4T H 951,

HAth B
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https://console.developers.google.com/
https://developers.google.com/identity/protocols/OpenIDConnect#hd-param

B7EKEFDRUER

o MFETHAMABSMRHEFEAMSE (10 mappingMethod ) HIER, ESH S RNiRHEFS

.

7.8.5. ERERRNME DIRHER
REERZE, WELPRM—DERREERE, LUEBHR ST T HBRIE,

FRFH

@] OpenShift Container Platform &&%,
NEMPREEFUZEBE LR (CR) .

MBI EE N F N E R,

. NAEXHCR:
I $ oc apply -f </path/to/CR>
INR—A CRRFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

. M OAuth BR55 33 KEX B 4.
HZE kubeadmin f - E#fBR, oc login a5l RIREANME15 7] B LIRSS hE BT R TTRY 1 BA,

AR LAE I [ web #2558 (?)UiRIkTiHE. Help » Command Line Tools— Copy Login
Command.

. BRBERRE, RHUSELTEMORIL,

I $ oc login --token=<token>

" XN EMRUEFAZFERR S RNEEER,
CBINAFEERE, FETAFA.

I $ oc whoami

7.9. fidi& OPENID CONNECT 512 iR T2
BoiE oidc BIpIRIERER, FRZEIULIERS OpenlD Connect B3 1R T2 FE K.

7.9.1. %F OpenShift Container Platform ) B IRILIEF
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BIANERT, £BHHRE kubeadmin B, RIREFRRHERERF, BlgB—-—ITEELHER (CR)
Fimd iz F N iRHEFFHICERMBIEE R,

p= Y=
: OpenShift Container Platform AP &AREESIE /. : F1 %o

7.9.2. %F OpenlD Connect &P

OpenShift Container Platform #1#J Authentication Operator BE3KECER) OpenlD Connect {312+
53 OpenlD Connect Discovery #14&,

A A% #F ID Token 1 Userinfo fZ%,

HINERT, HE openid SE[fl, NRNE, FIE extraScopes FEk 15 EFANHISEH,

FEAAIIER B M OpenlD B{pREF2FR B8 JWT id_token ; Z&IEE, thaiELE M Userinfo URL
IR[E1B) JSON,

WEDERE—NEHR, UBEFRFBEM. ENSHERR sub,

A LR ERERERANE R4, DREHMMAFHMEit, MRIBET SR, NIE
RB—NHEIFEEMBER, TR THAERER :

7=EA 3T

sub “subject identifier" 4EE, FAFESAZELHZES D,

preferred_username BEFAPNMNELAFNE, APSEFERNEELT, Wjanedoe, &
;T;, S 5B RIERG R AP B RSA AN NBIE, R A FH

email R FHR ARt

name ERAR,

MBESIER, HBM OpenlD I,

pa -

PRIEIZE OpenlID Connect B RRERERFFHIRFIEZE BN EIL (ROPC) HAUR, &N

F M <namespace_routes/oauth/token/request FREXN S HE, FREMTHEITT
=]

Z7=~o0

7.9.3. X1 OIDC # N E

ZL#87E OpenShift Container Platform ARilli{ 3 2 #4F EHY OpenlD Connect (OIDC) #tK/#, OpenShift
Container Platform &332 # LT OpenlID Connect (OIDC) #t5f#, £ OpenShift Container Platform
Fh{E R A SEEUTIIRTH OIDC A E AT RE AEE T, (BRAETENI, RILRHIEx
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https://openid.net/specs/openid-connect-discovery-1_0.html
http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims

o

B7EKEFDRUER

Active Directory Federation Services for Windows Server

Ba1, 7EERBEXFERER, RZFEIE Active Directory Federation Services for
Windows Server FHF OpenShift Container Platform,

GitLab
Google
Keycloak

Microsoft B9 Y& (Azure Active Directory v2.0)

' B8, YEBESELHA, FZEHERA Microsoft SHTA,

Okta
Ping &%

AIEERER

7.9.4. 01]%2 secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B SR
P secret, & imIEHAIEH,

pi% &2
o FAHLUTHSUEB—IEEFEFTEHEN Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
IRIART AN FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>
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o HALMFARAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.9.5. G2 ACERRGY

SR T2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap % &3k &
BUEBMANMIIAS. TERTEEGMNRHEEFMBENIEBIIAS,

==
HA GitHub Enterprise BE IS,

it

o FRUTHS, ENLIEIEBMANIIH OpenShift Container Platform ConfigMap, iEFi7il%
WLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

£
IR AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA_certificate PEM>

7.9.6. OpenlD Connect CR 7=/
LTBEXER (CR) 7~ OpenlD Connect B3R HIEFHS B T2 (E,

RIS E BE SGEBHH D, BAEHE. MIRPGE RS userinfo URL, 1518 A TEH
OpenlD Connect CR,

¥~AE OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim g
type: OpenID
openliD:
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clientlD: ... €

clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email
groups:
- groups
issuer: https://www.idp-issuer.com G

RN LR RZ B F D User X Rz (A2 ITBREY,

X EE & i secret B OpenShift Container Platform Secret X RE93| A,

RIESMBIREATIR, ERE—IFEHFER,

QDO 009

OpenlD MSER#RBIINIZ E AR, wER https, BAT ENHD RAH,

52% OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca: @)
name: ca-config-map
extraScopes:
- emalil
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username

WIRMHBFZIMENRIARES P ERER, UAHARS D ET. SATARNENEER URL,

£ OpenID RHREFFEMAE A IHIE Fif ID. 4% S indsJi6E 1S & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,
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- nickname
- given_name
- name

email: G
- custom_email_claim
- email

groups: ﬂ
- groups
issuer: https://www.idp-issuer.com

AL N EE PEM AGIE B A NS IR 289 OpenShift Container Platform ECERLSTHISI A, L
FAFIIERrECE URL BIARSS2RIEF,

Fi%E : bR openid SEEIABIRIIETEREH SIS, ERNEREIERAEER,
A« BRETEIIRAN S RRIE K PRI IS 2R G
NEHHBEERFNBFEILR - ENFBENIIR, ERB-1TIEERER,
R ERBMIERSIR, ERB—NIFREH.

RER FHiME LRI BATIR, RS- IEZEEHR.

OS99 000® 9O

FA &SRS, BT OpenlD Connect R FE#IZH S5 OpenShift Container Platform @ B9 BA%1
=, FRAE—/IEEER,

Hi 5w
o METHAMAEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.

7.9.7. ERERRNME MDIRHER
REERZE, HELPRM—DERRERERE, LUEEHR ST T EBRIE,

FoRFM
e {3 OpenShift Container Platform £2%,
o NEMNRHEBEFIBEENLHEER (CR) .
o YWIBLZUBEEASGMHER.

iz
1. MAEXBCR:

I $ oc apply -f </path/to/CR>
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fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create

--save-config or oc apply, TEXFIERT, ERAILURKINES

2. M OAuth BRZ5 23K BN S hE,

HZE kubeadmin f - E#fER, oc login a5l RIREANMEI15 7] B LIRSS R8I TR 1 BA,

R R LB web #HIE# (?)15RIETIHE, Help - Command Line Tools— Copy Login

Command.
3. BRINER, RESEAITEMREIE.

I $ oc login --token=<token>

= B ROPC ##Hk,

WRER, MURFENAFAEHED

$ oc login -u <identity provider_username> --server=
<api_server_url_and_port>

4. WIRFERRY, FHERASR,

I $ oc whoami

7.9.8. £/ web ZH SR EZ M RHEERF
BT web HEIATII CLI ERESHRHRER (DP).

FRFH
o BwILIEREEENFMNETE web 15,

it =

1. 5= Administration - Cluster Settings,
2. 7£ Configuration LW T, Hii OAuth,

3. 1E Identity Providers 387, M Add FHIEHEREFENSDIRERERF.

B LLET web 2HIERIEEZ D IDP, MARERIEH IDP,

NSRBI OpenID Connect HMRHIEFZFFHIRFAMAEEBILEIE (ROPC) AL

w, BELUERRAENBEESR, BARFSEMTHENBSER, HEORHER

£ OpenShift Container Platform HEZE OIDC FpiRtieF/E, ERILMERMUT
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28 8 = {#/H RBAC E X F1 AR

8.1. RBAC #ih
ETABHIRIES] (RBAC) M RIAE RS 1A A E HWHUTH EHIIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S HIFAETEHESR
B IR R BREF L

FAANGRUERARASHMAEREFIERNIFMINTE, FiR, RUESEHRIEDFH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE !

BT &R fed

AL —HN R ERIVTHIRER S, B, ArSRSIkFESHIE (create) Pod,
Al MNES, FTLUSAAMAXKIAER S M AR,

HE RFH/ A5 A B ZIRBRE,

R RAE) RBAC A B FIAER M NI -

RBAC 451 ek

&£ 2 RBAC NETETEYERNACNSE, EHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/aRB| AR FIA A B,

SHABAEREAETERIGINAE. AGHEFETIEIG ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHAGTRHEEBHVAREIIIRESH F N OEAX
ha e,

XFHMRDRERARTFBLIERABRESNIENESEEA, BN RAFEIARAGENITEHEE
o

‘irhdRRS, ENERERARAEMAMAGKE, fl :
1. JEAREESEHEE allow M,
2. R A ER "allow HLII,

3. BRIANIBYE,

811 MNEHAR
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OpenShift Container Platform @1& 7 —HBRINEEA R, EoUESESTR ARSI ER A~
IEER

H .
FRWFNMERRNERA R, MXLERGAENERATRRMEIEERFER T,

RARR AR fed

admin HEEEE, MRAEARMAEHRER, I admin ENEFTB PHEMAEIR, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER.

cluster-admin BN AP A UEEETE P HITEMRIE, SEARMIEERAE— TR, X
A AR LASE £ 1 B i — BRI BRI RT A R .

cluster-status It AR LURER B AR EEHIREE R

cluster-reader AP A LRI EBE RSN R, BRREEHRE],

edit AP RILMESRIT B P RSN R, BXNEEFHERAEBHHE,
self-provisioner Lt A LAEESHITE,

view WRPEETEMEDR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMMERAE AR, BN, MRERAAMABHER cluster-admin ABHEE—TA

F, XARREMNZANRA TREEEANRKN. FXFHFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNEEAFIERTX—A. ZAFEESHAE admin IR, HUKiIZIE

B9 — LSRR, BIANAE TS w0l B B R RS, @i web #HIE Ul RIER WA E T RS T ANEBE,
NEFRRIHAEINEERHEEANERABRHAE, AM, ERIEATARAMIE cluster-admin B9
At BHE,

THERTRTRHAG, FbAG. fFHAGKE. FtAGHE. A, AMRSIKS ZFEXR,
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= ga A A A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project

pToTTTTTTT A 20 A 2 0 A 2
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

=g =

=

LN AR — N AEEE, get pods/exec, get pods/*, #ll get * #NI &R FHATIL
R, RN FA&/MEEIEIRNI, (XA ER P R EMENR/I RBAC IR, MEES(E
B, &S RBAC #UNI AR HATIR o

8.1.2. TG 1B

OpenShift Container Platform {5 F LR JLI SR AR AT

51
EVRE AV Nl =EE LTI E
B
BHITRRE, ERSEBERT, XBEUT/LIEMN

o JiH : BUIMIMIIE. THZ—Mi A ERRR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXREENIR THANEEREERR.

o B{Eghid : #RIEARS : get. list. create. update. delete. deletecollection =% watch,

o BRABH : EUINHY APl iR,
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& 8 & {1 RBAC & X M AR

SEMTEIR, AFRESABZAXE,
OpenShift Container Platform 3&id A T LA S B TAHRAL

. ERSOMUESEERERERN AR HEHNRERE,

N

ERMAERERNANMA AR,

w

A A Bk EHN AR A M,

»

NIRRT ERE, AR,

ul

. SOSRREEIECERIAN, TRIAELIZERAF.
R
HicE, BAMARURNXEKIAEISIAE,

HEEEATUER CLI EEAMABNAERER, SREEMAGXKNBFIFAMTRN—NE.

BF

BT AU ERAER T EHERANEFABRBHE—NTERN. TRIEFNE
cluster-admin 2% system:admin R A BIBIEERESTEIE,

SHAGRESHIVIE L NAS, BRI BIHHTHE,

8121 EHABRE

ZRIABY admin, edit. view #l cluster-reader £EABIREHACRES, HhE AGHERNNITE
BT FHANE IS EH, REERSCEBE LHKHREY B Kubernetes API I, LLIIBEFBE L,

8.2. ji B #4p %4 22 [A]
Kubernetes &% ZE/FARMLIX EEEE P FURSEF BNl Kubernetes X HIRIHE X MR ERINWEZ(F

/BN o

A 22 AR LU RIR S —SEH -

o IEERMMBIR, LUBRERGZHE,

o FEIR‘GEERFERRN

o [REI X BRHFENIBES,
RS HOT REB R RASEESERE, EB—SENRAERTIBEEGRZEE, W =MAF,
i B2 M AL E AR Kubernetes sp & 22|, 2EEEMAF BURY; RINRME A, BIWH, —
MEXBA AT UES Eiit KIREMEIIR TASMERENS, AP QI REE AR08 BT R
R =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B o LA kA name. displayName #1 description,

o HAAMER name BWHMM—IRARF, EERACLITEHAPINEEN. AHFKERS N 63

NER,
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/#aggregated-clusterroles
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e T displayName 271 B £ web #£#|& M ERERX (BN name) .

b
o %M description AT LUA T B R EINEANBHR, A BRTE web HIE .

BUIERE T BSH—4H :

IO 3 30

X% (object) Pod. RRFFEHIEFIZRF,
%B% (policy) FA P BB A A RINAT R AR BRI

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR5 ARS5K B B A B Aok SR B9 HE TE Uy (I BRI AT 1R 4F
SHEENALULRIIE, HRUENERIRERS A KAERKA, SHEENBATLURTFT
RN QEZBCHTIE,

FRANAFMER A LMER CLI =X Web #HIG 5B R A,

8.3. B\ B

OpenShift Container Platform M7 & FEIATE, &FFU openshift-- FFLHIEXN B MERNE

E, XEHEREEN Pod 2T EBA MG b BRI A G, TEiX Lo 22 A dh DI B8 A K
(critical) Pod 5 f#H) Pod 2 REERM, T TAILURIEH kubelet A, TEXLEM R LA R hEBHMGOE
B9 Pod BARiE N critical”s

BE
AEERNIE iz T TERESIHZNBRNT BB FIR. haTRofaMRE
VNI=

LTFEINTI B # h EESERI : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4 028 B #IH55%: openshift.io/run-level #
WEHN O 1, KT AEAEG (M0 pod REHA, LM LETXHR, EEFIRELIMN
HR5| FAAEAT) BIThRETLEE R FINIE B IT1E,

8.4. EEEHABMHAE
157 oc describe #p 4, WLUER oc CLI EEEEEHABMIE,

FeREZ M
o %k oc CLI,
o RENEEEREA BN ENIR,

HESREEHERNAET cluster-admin BUAKE A BHA A I LUHEA ERIUTEMIRE, SEEERHA
BIHE,
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons

%5 8 = {1 [ RBAC & X HKM AR
e
. BESHAGKREXBHIIMINE -
I $ oc describe clusterrole.rbac
LN

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams [ 1 [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete

deletecollection get list patch update watch get list watch]
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buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1] I [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
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patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

79



OpenShift Container Platform 4.16 A%

deploymentconfigs/rollback 1 [ [create]
imagestreamimports 1 [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host i [ [create]
subjectaccessreviews 1 [ [create]
subjectrulesreviews [ 1 [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io 1 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate i [ [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 [ [create]
imagestreamimports.image.openshift.io [ 1 [create]
routes.route.openshift.io/custom-host [ 1 [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io ] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io [ [ [get delete get delete
get patch update]
namespaces [ 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec [ i [get list watch create delete
deletecollection patch update]
pods/portforward [ 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 [ [get list watch create delete
deletecollection patch update]
services/proxy 1 [ [get list watch create delete
deletecollection patch update]
routes/status 1 [ [get list watch update]
routes.route.openshift.io/status [ i [get list watch update]
appliedclusterresourcequotas [ i [get list watch]
bindings [ [ [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log [ [ [get list watch]
deploymentconfigs/status I 1] [get list watch]
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events 1
imagestreams/status 1
limitranges (]
namespaces/status I
pods/log 1
pods/status [
replicationcontrollers/status 1
resourcequotas/status I
resourcequotas I
resourcequotausages 1
rolebindingrestrictions 1
deploymentconfigs.apps.openshift.io/log
deploymentconfigs.apps.openshift.io/status

controllerrevisions.apps 1
rolebindingrestrictions.authorization.openshift.io
builds.build.openshift.io/log 1

imagestreams.image.openshift.io/status
appliedclusterresourcequotas.quota.openshift.io
imagestreams/layers 1
imagestreams.image.openshift.io/layers
builds/details 1
builds.build.openshift.io/details 1

basic-user
<nhone>

Name:
Labels:
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1 [get list watch]
1 [get list watch]
1 [get list watch]
1 [get list watch]
[ [get list watch]
i [get list watch]
1 [get list watch]
1 [get list watch]
[ [get list watch]
[ [get list watch]
[ [get list watch]
1 1 [get list watch]
1 [ [get list watch]

1] [get list watch]
I I [get list watch]
1 [get list watch]

1 1 [get list watch]
1 [ [get list watch]
1 [get update get]
(l I [get update get]
1 [update]
I [update]

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:
Resources

Non-Resource URLs Resource Names Verbs

selfsubjectrulesreviews I
selfsubjectaccessreviews.authorization.k8s.io

selfsubjectrulesreviews.authorization.openshift.io [] I

clusterroles.rbac.authorization.k8s.io [
clusterroles [
clusterroles.authorization.openshift.io 1
storageclasses.storage.k8s.io 1

users I (~]

users.user.openshift.io [
projects I
projects.project.openshift.io [l
projectrequests I
projectrequests.project.openshift.io 1
Name: cluster-admin
Labels:

[ [create]
1 [create]
[create]
1 [get list watch]
[get list]
[ [get list]
0 [get list]
[get]
[~] [get]
[list watch]
1 [list watch]

I [list]

1] [list]

kubernetes.io/bootstrapping=rbac-defaults

Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']
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2. AELINERAGHERS, XETHAEITRAAGHNASMA

I $ oc describe clusterrolebinding.rbac
i Bl

Name: alertmanager-main

Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
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Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.5. iEAMA B E

{3 oc describe fp5 @)L oc CLI EEEAR A BIML E,
FeREH
o 4 oc CLI,

o KIMMEFAXMABIMAERINR :

o MEEESCHEMET cluster-admin BRIAERE A G A 7 ol LT EM FRHUTEMRE, S
EEEAhAGNYE,

o FMHET admin MNKHACHAFTUEEHERTBHHABHHNE,

it =
| AELAAMACHERS, XETHAEINLRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac

2. EEHMIBENAAGHE, HEGTHRM -n 7S :
I $ oc describe rolebinding.rbac -n joe-project
=1

Name: admin
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6.MAFRINAR
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TLUFEH oc adm BIED CLI EEBEABMIE,

HAGHESIRNNEIAPFATILAFPFHEEZABRFHUIHIIR, ERLEA oc adm policy 654
@ A P RIS RR A .

BRI RERRIARREABHERTE R A P 4.,

it
1. BEETEFNAFARNAE :

I $ oc adm policy add-role-to-user <role> <user> -n <project>
BN, ERAILLEITA T &%, & admin BAEHRINE joe WHFH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

B
AR AN AT YAML BAFRINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEEAMABHE, FHERHPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
fian, EE joe MEMNAMBBIHE

I $ oc describe rolebinding.rbac -n joe

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:
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Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
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Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice 8/ 2% admins RoleBinding.

8.7. GIEAHAE
A LU B AR At A e, AERERERIR,
i =
1. BATBENREAMAE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
FELa S, EE :
e <name>, A EHELHR
o <verb>, LUES RN, NARABRIRFIFEFIR
e <resource>, AGLNAEIKTR
® <project>, B &ZF

Bin, ZOE—AMAEREAITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. EFAGHERIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.8. LIBEKHAE
BRI LA .

i =
1. EORERAR, HSTUTHS :
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
FELLea S, EE -
e <name>, A EHIELHR
o <verb>, LUES RN, NARABRIRFIFEGIR

e <resource>, AN BHIIMEIR
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pign, EQR—IERBEAGRAFASTEE Pod, 1HIZTUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.9. KA BHMEMS

EERUTRFE A MAGHEEER P SAN XA G, TLUEA -nIFEREETE, MRKE

E, NERSRIE.,
R LUER U T e it T4 RBAC B,

& 8.1 KihABIERF

DD
Gl

$ oc adm policy who-can <verbs <resource>

$ oc adm policy add-role-to-user <role>
<username>

$ oc adm policy remove-role-from-user
<role> <usernames

$ oc adm policy remove-user <usernames

$ oc adm policy add-role-to-group <role>
<groupname>

$ oc adm policy remove-role-from-group
<role> <groupname>

$ oc adm policy remove-group <groupname>

8.10. KA BHEMD

23U

$5 LS A AT LU B — SR AT B AR AF,

RiEEAGHERYFITEFHEER.

MEETTE REEE R B IREEA T,

BEREEIEPEER P REMAEA R,

R E A B ER LRI E FREESH.

MERETI B PR EHB IR EA G,

BIRYRITME PR EAREEA T,

TR UERAUTREEEEHAGAE, RNEHACHERRIENRERNTR, FLLXLERER

fEA -n 1,
* 8.2. AR ERE

DD
el

P

$ oc adm policy add-cluster-role-to-user
<role> <usernames

$ oc adm policy remove-cluster-role-from-
user <role> <username>

88

BeEAeAEIERTIRETNBENEER .

MERFFETENEER P BIREEAR.



& 8 & {1 RBAC & X M AR

&% Hh

$ oc adm policy add-cluster-role-to-group N EABHERRERAATBIEEH,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MEHTARETBEMIEEHBMRE EA R,
group <role> <groupnames

8. QKRBT

FEE B % cluster-admin A FBETE OpenShift Container Platform &8 EHUTE IR A K HIMES, B0
BN TR,

SeRFMH
o BB LIBRTEE AKHEEANAL,

AR
o MAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

8.12. RA BN RIEMHMER A BHE

==
£ OpenShift Container Platform 4.16 Z 8, RZSF DI UERIE R LG R — L LA R,

1£ OpenShift Container Platform 4.16 Z &1, MIHABFHEHRIFREZ XN KL G HKIE
BYZH B9 (A1 R,

KT RLEN, OpenShift Container Platform 4.16 ARIFREAE BRI IERIH BB LR A EIE A AIFL
PR

EELAMIG, TEEFEERN system:unauthenticated RINEIEEAET,
SHEEATLIEREGHEIEMAFRMEIUTREARS

e system:scope-impersonation

o system:webhook

e system:oauth-token-deleter

o self-access-reviewer

“ e
FEERREFMIIULRITIFE, AR RENANT 20K,
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2 9 Z %% KUBEADMIN F

9.1. KUBEADMIN F
OpenShift Container Platform £ & &I 2 5EK B 0B — N EEEE 7 kubeadmin,

Ltk BE1E A cluster-admin A, FHU KRN root B, EFEEINSERM, X OpenShift
Container Platform IEHEM—H, RESTHRE, TEEFNHHHPSEIEXNEGE, Bl -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. #%F4% KUBEADMIN F F
EE LT B REERFHOIEH M cluster-admin /5, B LR kubeadmin EiIREEEH L2,

DI

==
[=]

INREFH—FAF A cluster-admin BHREBIX NS HIRE, N iEHRE
OpenShift Container Platform, Ittan 45 FoiEBEH,

FeREH
o WIIEDVEET —NEBHNIRERER,
o WEMAFHRIT cluster-admin &,

o WIBLZUEENFMNER.

AR

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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5510 & T RFHFAERS K,
310 Z T ERHFAIERSSMK

10.1. BR S5 MK - Ak

AR S5k 1 2 —% OpenShift Container Platform MK F, & RFEMEER A AP, HE%WKF‘ EENIIE
FIER API KR, BRSSIKF RIS AP RIRE T RIFN AR, FTRERHEZEMNAINE

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
EE.JLLLH?H#%HE%MF%E%, LAMEZHHRES VIR API EEHRERBEMA P BEIE, fiin, EBIERSSK

o SHIEHIBRATLIL H AP E A S OIS BR Pod,

o HIMMINATRRF R LUK AP B R#H1T 4,

o NEBN TR RILUL E AP E A SRH1T I s SR Ao
BIRSIKANAFRERE TREIB AN

I system:serviceaccount:<project>:<name>

—IRSS KA R AT DN EBIRR A

il Wi

system:serviceaccounts BERGHHFTERS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .

BNRS I B8 &M secret :
® API&f&
® OpenShift Container Registry B iiE

AR APl SSHEFD registry FUERRTHE, Ba@id HER secret RBEEEN . HMIBR secret K,
Boh&E R — N secret REKE,

‘J»T
plg

J

10.2. O AR S5
AT AET B QRS IR A, FH@it IS A Bl 5 %K S AR

it
1 Ak EE LA FRRSIKS

I $ oc get sa
i Bl

I NAME SECRETS AGE

o1



OpenShift Container Platform 4.16 A EFIRAY

builder 2 2d
default 2 2d
deployer 2 2d

2. FEHEIIE P ORHRSIK |
I $ oc create sa <service_account_name> )

ﬂ EEH—UBPOIERSIKST, 1518E -n <project_names,

i~

I serviceaccount "robot" created

RB=

IRIART AN FALLT YAML KGR SS K  :
apiVersion: vi
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. AL - BEERSIKFH secret :

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: robot-token-f4khf

Events: <none>

10.3. NERSS KR F A BRRA
IERLLAMEH BALA I BT A e~ RS ET AR,

o RATLUEHR U FITIEMARSSIK T, B0, ¥ view A ERINE top-secret 17 H F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot
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AR LAN LU YAML SERINA S -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

$B10E T RIFCIRIRSK

BRI AR ERSIK R T UIRNER, fig0, ERSIKOFAEHYIES, &R -z &

FIE%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

R

AR LAN LU YAML SERINAE S -

BF

WNREA B PR ERSIKT R T HNER, EEA -z irE. SRR SE

FTHRH SR, FHRARVBEERRSIKRT IR,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o EREUTRAMMGBZER, HLMER -nZTEECENAINTEGRZER, TR,

o N, RVFFIAEYIEHRIFMAERS KT EE my-project i E I FTIR :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project
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TN
IRIAEI AN UL T YAML SERINA &

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o FtiF managers i B R HIFT A AR 551 7 4R EE my-project i E B TTIR ¢

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

TN
RIARI AN FALLT YAML ERINA 6 -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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BN E ENARFPERIRSS K

B/ NE ENRREFPEARSKS

1.1, BRS5 1K P Bk

AR S5k 1 2 —% OpenShift Container Platform MK F, & RFEMEER A AP, HE%W&F‘ EENIIE
BFIEM API AR, ARSI AIRE API RIRE T RENAR, TEERAZENRIWE

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
gﬁjwz—%ﬂ#%ﬂﬁ%ﬂ]&)ﬁ%ﬂi, LAMEZHHRES VIR API EEHRERBEMA P BEIE, fiin, EBIERSSK

o SHIEHIBRATLIL H AP E A S OIS BR Pod,

o ABARBINFAREFEALULH AP RHT Ao

o NEBN TR RILUL E AP E A SRH1T I s SR Ao
BORSKANAFEEIRE THIE MR

I system:serviceaccount:<project>:<name>

—IRSS KA R AT DN EBIRR A

il Wi

system:serviceaccounts BERGHHFTERS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .

BNRS I B8 &M secret :
® API&f&
® OpenShift Container Registry B iiE

AR APl SShEFD registry FUERRTHE, Ba@id HER secret RBEHEN . HMIBR secret B, RE4E
Boh&E R — N secret REKE,

1.2. BEKABRSS R

OpenShift Container Platform 523 @& A TEEHEEMNBIARSIK S, FHFEANENTB EKELRSIK
o

1.2.1. BOA SRR 55k

JUAN B ZR e 36 23 F B AR S5 ik i IEI2 1T,  BRSS 233 BIHTIE OpenShift Container Platform EfithiZ2 4 1
B (openshift-infra) qﬂﬁ'JELl'FHE%VFKF HEFHMTERTRHASR !
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AR S5/ sk

replication-controller 4 fg system:replication-controller &

deployment- i system:deployment-controller &,
controller
build-controller 4 B2 system:build-controller &€, 74, build-controller fR%51Kk~tHaE

RN RS ETFXARF, UGIBRRFIIE Pod,

n.2.2. AT BERSSKE - HIAE
BANTEFLENBEANRESES

AR 35K/ ERAE

builder B Pod . #i%F system:image-builder &, fiFERMNER Docker
registry SRR HEX U B AR EERIRR TR,

.
i% %2 INR%EH A Build 5£2¥2088, A& 012 builder BRS51KF

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEHHEH
FEHI28F Pod,

cak

INER %45 A DeploymentConfig 5£25zhaE, NIASGIE
deployer BR 551K,

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B R I IR SSIK F #R & IR F system:image-puller 2, AU ERRNEE SRR registry MITTB &
BT AR TR R AR 1R

11.2.3. BEE MBI pull secret

BINER T, OpenShift Container Platform &R S5k 7 G — MNER pull secret,
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=1

£ OpenShift Container Platform 4.16 Z &1, &N AIEMENIRSS M 4 B K HA AR 55k
F' API 5554 secret, M OpenShift Container Platform 4.16 14, B QI LHARSS M-
AP| 5 h& secret,

FRE 416 5, FRIIANEKERSIKS APl S secret BBARLMWMIE, FHIGLEST

e, BXRENEREPFERANKE API S, UREFAFTENMREIINER, 1HSHLE
FMIAPESLE OpenShift Container Platform A Long-lived BRZ5TK - APl 558

554 pull secret EERF OpenShift #21& registry SRR EISEEEM A B R RIEMBRARS H,

B2, WMREFE A ImageRegistry ThEE, =& 7E Cluster Image Registry Operator B2 & A 22 FASE AR HY
OpenShift 5if& registry, MR NENIRSS MK £ pull secret,

WL Z RIS FARE R P 2 A E KB OpenShift Bifk registry B, ZBT4ERBIEK pull secret 4% B 5hil
B

11.3. B AR S5
AT B QAR S IK A, FH@it IS E A Bl 5 %K B AR

Pk
1 Ak EEZEIUIE SRS
I $ oc get sa
i Bl

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHEIIE P ORHRSIK |
I $ oc create sa <service_account_name> )

ﬂ EEH—UBPOIERSIKS, 1518E -n <project_names,

i th Bl

I serviceaccount "robot" created
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N
MRIAE AN FA LA T YAML ROIEAR S K -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL BEERSIKFH secret :

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: robot-token-f4khf

Events: <none>
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212 E FAIRS K EN OAUTH & Fim

12.1. RS 70 OAUTH & im

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHIRS
KEASHaEERPN—LEEXAFERNETABHIIGE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR S5 P FAE OAuth & imT

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret I LLZ1ZAR 51K 7 BULEM APl 5%, 140 -

I $ oc sa get-token <service_account_name>

e EJIREX WWW-Authenticate fiif], iH{$ARS5M " _£BY serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L HIEARICEL,

12.1.1. EEMAE ) OAuth B imBIRR 551K - 9 URI

SRR B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

serviceaccounts.openshift.io/oauth-redirecturi.<name>

H

RAsE AR, TRITRATEREEEMNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F@5d serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E A URI,

a0 -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

fRIIER LAEE], OAuthRedirectReference ft1T5IF & jenkins BIB8H ., HLL, ZEREBIFAAEAC
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., 9
"group”: ... 6

}

!

Q kind 5 2B B RIKE, Hel, RE#F route,
9 name {EN T HIEH, NRUITNEIRSTK AL TFRE—6r&2EE A,
9 group IEMEXN RATERE, IEZE, RNKRENEREFRER,

AUEFXMNERAL, REZSI AN RIBHOOEE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first A TIHEMYIE—#, X jenkins BEHE 245 A0 https:/example.com, I}
fEhttps://example.com/custompath # M }E%8, {8 https:/example.com I 1T, BB IRMHEZL
EHEXIT :

&S] Wk

Scheme "https://"
EHA "//website.com"
g "//:8000"

BRE "examplepath”
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i

a3
% EEENABZNBNES A RNENLEE, XA —ESFENTH.

MU EE B EEEE AT UER U TR EITEFH -
<scheme:>//<hosthame><:port>/<path>

B —NRAILIKZIREIAH, KGR ABNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

Ri% &5 jenkins B3 EA A O https://example.com, JlI| https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

AR AR SME TR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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B13E RETHEIERAE

13.1. X FRESEERSE

BRI LOIREEE S, BELEIREBRAEMBA P SRSKS. Hla0, HEEEATEFERROE
Pod BITIR.

BERHNTEARMASBERF, BURTEEEEENRERF. REERE cluster-admin BHAEF
FreEQIRBSEH T,

B B EESEEESHN PolicyRule £ & RIFAESER, AE, EXRISXEMNFTEERE, FR
B EDEEEEP—FSEEMN], FaEEEL "normal" BIER #ﬁ — SRR E,

13.1.1. B SB[
ArEREERTFARAEASMES, ElSETFEAN, RSB &R

user:full - R FFEA B BFRERYT AP #1752 815/ B i,
e user:info - AFRIELGFAFBNER, WRAMIE,

e user:check-access - 721F1/7 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIF RN RPEHER A NHNTE,

e user:list-projects - SS1FRiLijj[A], RAILAFIE A AU RB5E,

13.1.2. AESEH
AEEEAEES 5L EAGHERSLMIRNIE, %8686 %% T,

e role:<cluster-role name>:<namespace or * for all> - $FEF RE HEE A B EMMIN, B

TR EM e B ZEE A,

AR XA REFALIFINER, BIfEA BRI secret. ABHAEMABEHR
R, BISEH B FXLETFIR, XEBTFHESAAR. FZ AN edit F
ABHTERANAE, BX TV secretMs, XHBEFNAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 LI, ER NS ERNSME
1FULSEHE R VF AN IR,

13.2. FRAEHHIIERARINE KA B

fEEREIR R, ERLUE QIRERA A ERR/Z SR R INE) OpenShift Container
Platform LU FER A &F, RESHRITNAPEETFFALERBG, XRNERENTERER
LA

R LU AR SR B R MBI L R A e

e system:scope-impersonation

o system:webhook
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e system:oauth-token-deleter

o self-access-reviewer

BE
FEERREFMIILEITIFE, AR RENNR 20K,

FeREH
o ATLUFAEA cluster-admin BE&IAE iR EE,

e B%%k OpenShift CLI(0c).

¥ =
1. 8% add-<cluster_role>-unauth.yaml 8§ YAML XX, 3¥HRIMUTARS :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BITUTRHRNAERE :

I $ oc apply -f add-<cluster_role>.yaml
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5 14 E [F AR ERRSS K 45 hE
ISR LM AA RS K S, XALUREES=HNES MU FIERE (IAM) IRFSEMIIEES, 10 AWS
IAM 5% Google Cloud Platform IAM _EBJ OpenShift Container Platform,
14.1. X FHERS K S h&
&0 LA AP RE AR 551 7 45 K& SR RR 145 RE AR 5 P S RERIA BRSE Bl o X 5405 K 52 {0 F & A0S (B O BR Rl 35X
BENFARS MR IAM BB FDIEIELL R EFEEE] pod BIIRFTEIERE K, &0 LAERBI%E
TokenRequest API RiE K48 T BIAR 5511 7 45 b
14.2. AR MNECEFH ERS MK - &
IS LAMFE R SRET, ¥ pod BL& NiE R ERBRSSIK S hE.

FREH
o ATLUFAEA cluster-admin B&IAE iR EEE,
o MBHIEBT —NIRSKT, XE/BRERSIK 4N build-robot,

it
1 ANk BRSSP ELE.
MRAERRNERFPER, IEBEFTFEI—F.
BE

INRIEFARSS IR E LB SO — B E LIRS, TMERIBARSIKF Z X E DR
T— 24 NS RIS,

B bl FERERTPBIAE pod FHUTIREN T REE KGRI B A EE
RITHVH E DR, EHITE—IRFRT, F4F Kubernetes API fR5528 pod BIFTETT
FRASREEBAR S IR S X B EW,

a. Jw%E cluster Authentication X5 :

I $ oc edit authentications cluster

b. ¥ spec.serviceAccountlssuer F X E NATERNRSIK S L E -

spec:
I serviceAccountlssuer: https://test.default.svc ﬂ

@ X MERIZR URL, @i5XA URL, HESIREGRIKA T MR ERTIE SIS ER
BN, BRILH https:/kubernetes.default.svc,

c. RIFEXMHLUGERZ LR,

d. FFF Kubernetes API iR55 28 pod BURTIEIT IRAHE . FIE T REFEHEIT RATEFTR/L
DEREFE, ZITEA T ER
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$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

# & Kubernetes API iR 5528 #J NodelnstallerProgressing X7

&, LIIERMATRES
ATFEIFBEITIRA, EEHFHINE, Hit

£ 17~ AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

ﬂ EAGIR, SHFOEITRES I 12

MRFE B TRNERRUTFUTHEREC—, NEHDEHTH, FFNLIHEEIL,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

DEBIAAE LTI T REEHERRRPHIFTE pod KiIFKHHHE
o HUTIREITRER :

c

Digk

==
[=]

R DR 21T

ZTEEN TR, NABWPITIRS T RE

B, RNEARESBRS . HR, FHIEREEINME
pod,

BINFERTTR. FSFTRTETA, %FEFT MR, BXRNMEEE, EEFET
MO LLEERRBE, ESNIEEES TR

o FHERKRPHFA pod:

=5 H-
= B[
HAa SBR[ CISHRE & i iE T A

o

odo Jr: Pod 2EMIBREBHER,

BT T e

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \

sleep 1;\
done
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106

2. ERABKFN pod BE NEAHERSIK . S,
a. flI84 5 pod-projected-svc-token.yaml #9324, HERBMT :

@ 90009

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true 0
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot 6
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token ﬂ
expirationSeconds: 7200 6
audience: vault

FHIE A 2L root A B221T, R ARREREEIBIXG,
WEBEERIA seccomp BBEBE, FREINNATLUERUBENRGVER, LUBREXES,
*TELA BR S5k P B9B1 A
X F X RE IRER, ATRSEHRA.

(AIik) BRSSP SRR IR E (AR ML) o BRIAE N 3600 F (1/0hE)
XAMEBTEDH 600 F (10 980 . MRS HE S FE AR E BT HXMER 80%, =K
FH#BiT 24 /B, T kubelet £FFIA IR SR,

(Arif) RESHEHTHAGERE, SENERENIEEREJPEESSSENERSE
BAICED, SNBSS, ERAEIIT AP ARSS SBRBIPRRRT,

T BHIEEAKIL, OpenShift Container Platform &{#F --service-
account-extend-token-expiration (®Xi\jtrue) &z expirationSeconds
H, MEXENMBSEERTFIREN—F, TR EFRRE,
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b. I pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet 3k pod & KHF ML, & pod ILME— N ARENXXHRERRESHE, HiE
1245 R B AR R 45 R

3. ERAESENARFREESEREN EREASHE,
A0 R 4 R AR RO (RIS IX MEB) 80%, &S 24 /I, NI kubelet RECFETHE,

14.3. 7£ POD A&} QIR E ARSI 5 h&

FeREH
o TATLUFEAEA cluster-admin BA&IA iR EE,

o MBOIET —MRSIK,. XBRERSM &N build-robot,

ff

L=
o ZITLUTFES, 7E pod AEREIBRAERSSIK -~ HhE -

S

I $ oc create token build-robot

it Bl

eyJhbGciOidSUzI1NilsimtpZClelkY2M1N4MHRvc2xFNnFSQIA4eGIGYzVPdAnN3NkhIVOtRW
mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6LYy9pc3N1ZXIyLnRlc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcm5IdGVzLmRIZmF1bHQuc3Zjll0sImV4c
CIBMTY30TUOMzgzMCwiaWFO0ljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL21zc3VIcjludGV
zdC5jb20iLCJrdWJlcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3LNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
MOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSol3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAg4oyQN_d6N1vBWGXQMyoihn
t_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0Vn0885wQBQAePCOUIZm8YZIMNk1tqgewlUKQTMVv3HPfiSHtBRqVc2eVsOEfMX4-x-
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd13Aa_
MO-

faD11L3MhUGxw0gxgOsPczdXUsolSISbefs70KymzFSIKTAnN9sDQ8PHMOsuyxsK8vzfrR-
EO0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

Hith 5w
o EEEHBIFTR

o BIRARSSIK
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BE1I5EEERTEMH L TXAR
1£ OpenShift Container Platform A1, f&aILUFERZR LM £ TFXAR (SCC) kiEH|EEE A pod BIFIR,

RRIAEISOEBIN SCC, RE—LE Operator SREMAMH, FANRHBEES, HALAILUER OpenShift
CLI (oc) 2B 28 SCC,

8%

AEBWBIASCC, BE LEIN SCC AREE S BIE— & A Pod ERE K OpenShift
Container Platform FZETHINRE, F4, BN SCCHASE—LEMBMATIRERPEEN
RiAME, XEEF XL SCCHmMmEBRE L,

REFZUEHERNEBZH SCC, MARIERBINSCC, AXFALE, HEHIER
2% TR,

5.1 X FREM ETFXAR
5 RBAC HRIEZEHI A AR AR, ERARTUMERRESM £ TR (SCC) R Pod BITUR,
IXEERFRRTE T Pod AT LAUTRVRELA R BN TR A B TR, &R LR SCC %E X Pod i T A1k &
B—ZHSM, LUMEHRBERRGES,
Bt Re M ETRXAR, BRI

e pod EEHLUEH allowPrivilegedContainer I1i52 174512 25

o {#F allowPrivilegeEscalation #7if BRl pod

o RFIRALUARMITNAE

o [EHBERAES

o AEH SELinux LT

o RF/AIID

o {HHEM 6422 R FI ML

e i pod B8 FSGroup FI 2

o RVFHFINFEHMEE

o ABEEFTENH root XHRLFHITEVIFIFR

o BREMMEHR

o fIFH) seccomp BLERMELE

BF

TE1E OpenShift Container Platform HE{E{al 6p % 22 [A] L% & openshift.io/run-level i1
%, WHRZEH#AER OpenShift Container Platform H4EFREE X E API HHES), M0
Kubernetes API AR %528 #1 OpenShift API BR552%. #1RIXE T openshift.io/run-level 17
%, WAL SCC NARNZSRAZEAHM pod, MMFBUZS & SIZITHEMIIER
B EER
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%15 %= FERLN FFXA%R
15.1.1. i L LM E TR

SHAELITRINREME L TR (SCC), WITFHRAM, & Operator st EMEHZREZE] OpenShift
Container Platform 5, BIRERZE&RAI4 R SCC,

BF

TEEHNBIASCC, BE LEIASCC AR FBIE— & Pod ERE K OpenShift
Container Platform FZET IR, FH4, BAINSCCHASE—LEMATIRERPEEN
RiAME, XEEF XL SCCHmMmEBRE L,

REFZUEHENEBCH SCC, MARIERBINSCC, AXFALRE, HEH /&L
ML TR,

F 151 AR LM ETFXXAR
LM E TR 230

anyuid =24t restricted SCC IR THEE, 1BV EREM UID F{EM[ GID 1217

1517,
hostaccess

RFVIFIFAE EN B RZENE, EMERERDEEHHRZEAB UID # SELinux £TF
MIsfTR#RSE.

Digk

==
[=]

It SCC RFENMViIAIa B 2R, XHRGIH PID, B ZH{
AR EENETHREER, HEERT,

hostmount-anyuid =4t restricted SCC MIFRETHEE, BARVFENLMESM UID F1RZARBEMR GID &
HHBIT,

DIk

==
[=]

Itt SCC AV ENXHREAENEM UID Vi, a3 UID O,

HIEER T,
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Lot E TR ok
hostnetwork RVHEREVMSESHENIRO, EMEXFERSEEMRZZEERI UID #1 SELinux £
TETERE.

Digk

==
[=]

WIRTE control plane N, LZ TN TEG %, TEIRME

hostnetwork ;i [F]f{ fRIFf Ei#1E, £ control plane E#l L

1217 hostnetwork F9 T{E 1 £ 2 E R root B, W
HNHEEE.

hostnetwork-v2 5 hostnetwork SCC %4, EBHEUTX :
o ALLEEHEMNBRHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o HiNERT, seccompProfile & runtime/default.

o TEZXL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
false,

node-exporter FAF Prometheus i m 5 H 25,
a8 H
=K
It SCC RVFENMXHRGAENEM UID P517], B4E UID O,
HEBERT,
nonroot 1=t restricted SCC BIFRETHRE, {BRVFAFEREMIE root UID 21T, AP

AHERE UID, BNRBIERSRTITH EHRRIEE.
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155 EHES M E TR
Hah

nonroot-v2 5 nonroot SCC &4, BELUTAME :
o ALLEEHEMNBRHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E.
o HiNERT, seccompProfile &% runtime/default.

false.

o EZL LT, FEIUHILE allowPrivilegeEscalation kg &% h
privileged

RS R E SR ENIThEE, FEEWLUEMA . EM4H. E/ FSGroup 2L
R AEAA SELinux £ 35817,

gk

H
[=]

[=Q=]

EHX

5

BB SCC, NXATERHEE, HEERT,

B scc fif -

o FRFIBITHN Pod
o Pod {ENMBFEH NS
e Pod LMEERF HZT
e Pod FHRAFEE MCS 355217
e Pod ERAEMNB IPC er& 22 (A
e Pod ERAEHNB PID tr& 22 (A
e Pod #ERA{E{ FSGroup
e Pod fERAEM A
e Pod FERA{E seccomp ECESE

e Pod 1HKE(AIThEE

L

£ Pod ##& % iE privileged: true 3 F—E LRI SCC.
MRABMNER, NE% allowPrivilegedContainer: true
HAETERSEMERM SCC RMWikEE.

m
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M E TR

restricted

restricted-v2

sk

BRI PRE EHINEE, FHEHERFEARA UID BT8R HRE, URSBEMRLZEEMN
SELinux £ T3,
ZPREY sCC:

R Pod TELUFI A RIBIT

iR Pod TEHEHEEN BB

o 3K Pod LITSE S ECHY UID SEH MBI A 51T

e EX pod EATILEDER MCS IREIEAT

o 3k pod ERATIAER FSGroup i21T

o VT pod AT AN A
TEM OpenShift Container Platform 4.10 Sk BARAFHBIEEEH, FRAZTEHD
FAER A P #R AT A XA SCCo RABBRIAE T 7 UiRIARR, ANH OpenShift
Container Platform 4.11 S E @R A L& T Bt restricted SCC,
S rootSCC KL, BEUTFRA :

o ALLEBEAESMNBHRFER,

o ALUEIANI NET_BIND_SERVICE I8t

o BiNERT, seccompProfile & runtime/default.

o TEZL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
false,

XR— M REALIRMMNEREH SCC, S FHRIENAR2RIAMERE.

restricted-v2 SCC 2RZBI\DIEM R SCC, BE, &
AILABIE— DB 8B E L SCC, I, AT —1
SCC, ¥*readOnlyRootFilesystem FRfi % true,

L

15.1.2. &M E FXAREE
LM RN (SCC) M4l Pod B IR SINEEHI R BARIRAER, XLERBHH=NET

sk

12

FA 7 /R (B 22

R ITRISR & 12

LER B FER BN BREI M SRR AY(E, HIan, AllowPrivilegedContainer &R
BE, Nita%sH false,

FIXERAREI KRBT, DBREERRIT.



B15E EBREM FTFXAR

eS| fed
FA SRS 224 BEREERENERIRGHIS B IRE LTI ¢

o AMEMINEH, MKk
o MMRIBEEBTAFESESBING,

CRI-O EBLITRIARENTIR, AITFAT pod WEBINBE :

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_SERVICE

e KILL
BEREALBIATIRAMINEE, B Pod JFHRIEE A LURBIT I KENAN ThRE S PRI LERRIATT J SRIE TR T
. fEH allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities S 1L 5

BEEMLELRIER, BDXESH, EILHEER LU KIFLIIRE, WLERIURMEIE—1 5, L
NN BRRENEF,

& 7] L& ¥ requiredDropCapabilities Z#%E 71 ALL R EFARMAAEIRE, X2
restricted-v2 SCC B9/E .

15.1.3. Z2 M T XA RER

RunAsUser

e MustRunAs - EZFZE& runAsUser, FAEERM runAsUser 1 HEIME, FIXTECER
runAsUser i 1T751E,

MustRunAs 5 Br=fi

runAsUser:
type: MustRunAs
uid: <id>

13
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e MustRunAsRange - IR EATISEE, NFEE LFKMEMNRKE, FRZIMEFEHRIL
Ho FIRENARVFEHE TR,

MustRunAsRange 15 F B¢l

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - EZ Pod I#X N EH IS runAsUser EFHEHE LH USER 15
S TIRHEIME,

MustRunAsNonRoot H ¥~

runAsUser:
type: MustRunAsNonRoot

e RunAsAny - FEHEIME, SITFEEEM runAsUser,

RunAsAny X5 K Bt~

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs - MRAFEATISENE, NHEZEERE seLinuxOptions, £ seLinuxOptions {F
NBINE, %1% seLinuxOptions 1T,

e RunAsAny - FRHEINME, fSOITFIEEE(T seLinuxOptions,

SupplementalGroups

e MustRunAs - IR AMERTIDEE, WHEEZVEE—TEHE. ERE-CHABNRIMEFES
RONE. ¥ A SE BT R,

e RunAsAny - N RHEIME, SLIFIEEE(T supplementalGroups.

FSGroup

e MustRunAs - IR AMERTIDEE, NWHEEZEVEE—TEHE. ERE-NCHABNRIMEFES
BINE, ¥ EB—EERBIE— ID T,

e RunAsAny - N RHEIME, SLIFIEEE( fsGroup ID,

15.1.4. #=5%&

14



BT 1% iE SCC B volumes FE%, =4S ESRENFER,
bR ER Y Fo VFE 5 QI BB ' LB IRAT R

awsElasticBlockStore
azureDisk

azureFile

cephFS

cinder

configMap

csi

downwardAPI
emptyDir

fc

flexVolume

flocker
gcePersistentDisk
ephemeral

gitRepo

glusterfs

hostPath

iscsi

nfs
persistentVolumeClaim
photonPersistentDisk
portworxVolume
projected

quobyte

rbd

scalelO

secret

B15E EBREM FTFXAR
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e storageos

e vsphereVolume

o * (RIFEAMABREN—MFIKE)

e none (RILFEAMESREN—IMREKE (OVAEREMEFE, )

NE SCC HEMRITBR/NEAR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

RITBRBFIRHATTE, RANBREZHFIR OpenShift Container Platform Ff #R& 710
IR EY,

p= Y=
hEEERS, £ allowHostDirVolumePlugin &3 volumes FE&HH%E, #l40,

fNE allowHostDirVolumePlugin i false, {B7E volumes FEEFREYF, NI
volumes FH hostPath {E,

15.1.5. 4E A 224
FIF SCC A #24)R] LIRIBIS T F P BRE 11 SR 0 R A 12,

FSCCME, XEWRBEAEAZFRZTURE L TFXHRMNAFERURR—HEEN SCC, IXFHHA
HAR Pod EEHENERN, BEBIRHSHEFIMERERIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCREMMAN BMMAFIEBIARARE., A%, MR Pod #HE 7RSI, N
RVFHI SCC KA BRI A VIR A IR,

ﬁ -
Y FELRITMER (NEE) B, RBERSIKTAFTER SCC, HELRER Pod,

EANFERLUTAEROE Pod WEAREMETX :
1. MERAERAMN SCC,
2. WEKERBENZ 2N ETOXEENFRE.
3. XA RARCREIERA R E,
INREN T REMLRES, NEES Pod, MRIEKTEES SCC EEE, NIEY Pod,

Pod /it SCC FEB— 1M FER, UTRAIFRBEAHDFERLIINIE |

@ i
. X LR R TR R T2 Bo (ISR £ 3,

FSGroup SCC %Hl&4 MustRunAs
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B 15 E EHLSH F TR
#NR Pod E T fsGroup ID, % ID /EFEIAM fsGroup ID, &, Pod A&MH1% SCC %Kik, MR
WE T —4 SCC,
N SecurityContextConstraints.fsGroup FEHI{E ) RunAsAny, 3 H Pod #lig&BE T
Pod.spec.securityContext.fsGroup, NItLFEBIANER, FRARIETES, Hi SCCREFRER
B4 EAME Pod FE&, M5 Pod KM,
SupplementalGroups SCC kB&> MustRunAs
INR Pod HIAEE LT —1 %1 supplementalGroups ID, ] Pod B ID @A77 Ffn % Z2[A] 9
openshift.io/sa.scc.supplemental-groups ;K — ID, BN, Pod A&HI%Z SCC JiE, MR
WE T —1 SCC,
#NR SecurityContextConstraints.supplementalGroups FEXHI{E 7 RunAsAny, FH Pod #ii& &S

T Pod.spec.securityContext.supplementalGroups, NILLFEBEIANER, FEERILTRES, Hith
SCC#BETRERIEMEM Pod £, MMEE Pod KL,

15.1.6. £ £ FSXARML R
LM F TR (SCC) EA—MEELTFEE, ©RENIEAIREI22 2RI IFE KT 89HERE

LHERIEN 0 BRERAEMAED . nil (EEFBA N 0 HREMLEN. EHFH, KENEZH SCC RHEHBE
S EHEIES,

WET—HAIASCCRE, SCCEEBUTARIERE :

. &&ELEN SCC HEHRF.

2. INRMKLEE, N SCCIRIBRFIM &in B RIBHEF.

3. MNRMERFAREIMEEESE, N SCCIREBAMEEF,
BINBERT, BIAERHEEGM anyuid SCC £ SCCESFHERMEI, XAFEREEBIIE
Pod B SecurityContext F135%E RunAsUser, LUEMIFAF &9121T Pod,
15.2. X FHlpELEM L TXARE
HEANEHIZRER R LM L TR (SCC) R LR M, XLERGRMA CMBRER RELTISERE
HIELE Pod BIETE SCC, B SCC SRBEEN ML T H MR SRBGH T A, BRSO RE (BEHR
F) 5 Pod MM ERE, NiZ1TH Pod HE XHIARRE ID ERK&EAE.
LA SCC S BUE AEHIZRTE Pod A& & B E EHEI EIHR IS B (E

1. RunAsUser %% MustRunAsRange B R % BR/INSHxAME, HEAETHK
openshift.io/sa.scc.uid-range ;¥ 2 EIEFTTSEE TR,

2. SELinuxContext 5&&5 MustRunAs B RXEJ. # ALK openshift.io/sa.scc.mcs 7 f#
FIEFR A,

3. FSGroup %kB& % MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups &,

4. SupplementalGroups &5 MustRunAs, £ A1 openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSN Pod FREFXENSHEFRARIME, RINEETFRMERSEK
Bg :

17
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1. RunAsAny #1 MustRunAsNonRoot RIS T iRIEBINE, MR Pod EESHIE, WA D, &b
NTE Pod HIA& A E SGXAMES

. MustRunAs (F{g) REIRAIGZERIIME. Hla0, *FHID, BIfE Pod MAEENLTHE
891D E, E&RZERNMINSKERIHINE Pod BAHH,

. MustRunAsRange #1 MustRunAs (ETF3o[) RKRRESECREMNGR/IME. 55/ MustRunAs
RIE—1F, RZERMNEKIASEEBIEZITH Pod A, MREFSEREREATUEESNME
F, ERRHEENE—MEENZRIMVME

INRn 4 22 7] ER1F7E openshift.io/sa.scc.supplemental-groups ;£ f#, Il FSGroup #1
SupplementalGroups k8% [0liE E| openshift.io/sa.scc.uid-range ¥ fi#, IR EETE
£, MAFAIE SCC,

BIAERT, ET IR FSGroup RIEERAET EMNS/IMERN AN CHREERH
5. g0, wNRERERE TN 1/3, N FSGroup RRFERS/NMEMSXNE 1EEHB
5. MNRESRIT FSGroup FERER SN, WLREREREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;3 f2##EZ LUE S 2RI IIEKR, BN
<start>/<length =% <start>-<end>. openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

15.3. 22t T xR
DFRBERT 22 M L TR (SCC) HAFMIERE -

A f# privileged SCC

18

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

%

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] @)
fsGroup:

type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:

annotations:

kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used



0900990290000

only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext: ﬂ
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller

volumes: @
i

Pod ATLUEKBITNEESISR, ZIIRKRFARVFEREMIDEE, MEARES

ANINZATAA Pod BB INZHAETIZR.

FSGroup 5Bg, 1EEAZR2M L FXHIARTFHE,

B[R]l SCC M4,

M pod ZFHITNRESIR, FE, 1EE ALL LAEFAINEE.
runAsUser SRE§ KR, 1EEAR S ETFXHIRIFE.
seLinuxContext SRE§ X R, AR L ETFXHRIFE.
supplementalGroups %#&, IEARE L TXHRITFINEH,

Al [n] Lt SCC BIF s

REETXRIFMBRE, EXNRBIHR, * RITFEAMESRE,

B15E EBREM FTFXAR

* MISEYHEIZhRE,

SCC ##4 users #1 groups FERIRHIBENS14)1% SCC A 7., BRINEBERT, SEHEENA. T RMLEE
H 2RHIR T AFL SCC BT IRIANER, AR B2 KR P &8 F 7 Vil restricted-v2 BIFIER,

FEEX runAsUser iX&

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:

19
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securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LRI Pod BERENZITEHAF IDE, NI4EME UID B4 H I Pod B9 SCC RE, HFER
INMERT, restricted-v2 SCC REBINAMABLT BBRIEMAF, FrLLEa#rrE B MRSk -
A, HFERZHIERFFER, restricted-v2 SCC {1 MustRunAsRange ZRH& K2 RF I D EL
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ;¥ RIBEFTEHFE, RAEFRBLIERH, &E, FHEH
runAsUser [EE FiX—SEREPME—ME, mXHEUTIN, N8 TEEBEFRASEE,

HHER runAsUser iZiE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ RERSIK B P #RF X RFE—B - ID B SCC I RIABRES, OpenShift Container Platform
FRESIHEKIZAS ID MWBRH Pod, SCC AIFER ID. BTFESEEMID, SRFETFIH KAV
A~ 1D,

HERE X SELinux, fsGroup Fl#MFEHBER,

15.4. QL 2% E FXAER
& B LA#E A OpenShift CLI (oc) &R 2M ETFXAR (SCC) .

BF

OBZFEE R M SCC BHRSBEMTRENSIIRE. MREXNEABSH SCC
BRI, EECRILIES R, AXRECRIEFNIFE, §5EXNXH

FeRFH
e % OpenShift CLI (oc) .

o LIEA cluster-admin &M )& k&R,

it 3
1. 7£4 4 scc-admin.yaml B YAML XA 7E . SCC :

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
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metadata:
name: scc-admin
allowPrivilegedContainer: true
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
fsGroup:
type: RunAsAny
supplementalGroups:
type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

F4, 1A LLET Y requiredDropCapabilities FE % AR EMIE R EF SCC B ETIRE. i

BIRENDBEHMEMNETRTER., EEFMENRESN, EEE ALL, fli, ZEAE—1NEF
KILL, MKNOD #1 SYS_CHROOT Zh&EH SCC, HSIL FARARIMEI SCC XK :

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

p= Y=
- XA EEFIH allowedCapabilities #1 requiredDropCapabilities FHIZHEE,
CRI-O X #F Docker X4/ EIMMERIZThRE(E IR,
2. BT fEE SR A SCC -

I $ oc create -f scc-admin.yaml

=1

I securitycontextconstraints "scc-admin” created
e IiE SCC BT :

I $ oc get scc scc-admin

i th o Bl

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]
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15.5. BRi& THE M LE RS ER SCC

BRI THENERENFERENREM E TR (SCC), HEE/FFE SCC EERITIEME, =
EZEMIERRFPHS— SCC o b, XEBEHR.

MBEREFEM SCC, EIEN#E LIXE openshiftio/required-scc 3, EHELIERHE pod & H i
WEEA TR EZ B IERR, NEBHTI AL,

SCC wlFETRRH, BuIGERFTIHEME, BN pod EARKI. WRAFABET Pod, =X Pod
BIBR S5 1K IR AE pod dn & Z2[A] R EY SCC B9 use AUBR, M SCC HA &R F T M E,

DIk

H
{ o |
REEH live pod 3 %Y openshift.iofrequired-scc SEAE, BHXFEMA B3

pod AR, BEHRAMFR SCC, IERHEZ Pod EIRFBVERE, X255 pod
WM R EH O1,

SeRFMH
o ERHWIITFTE SCC,

¥ =
1. NEREQE YAML X, 3587 i% & openshift.io/required-scc ST fZE I8 ERTFEM SCC :

deployment.yaml 7=l

apiVersion: config.openshift.io/v1
kind: Deployment
apiVersion: apps/v1
spec:
#...
template:
metadata:
annotations:
openshift.io/required-scc: "my-scc”
#...

@ EEBEM SCCHET.

2. BITUTRHREBTR

$ oc create -f deployment.yaml

o INIEEREMEAIEER SCC:
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a. IZ1TLL T84, &E pod B openshift.io/scc SEAZMI(E :

I $ oc get pod <pod_name> -0 jsonpath="{.metadata.annotations.openshift\.ioVVscc}{"\n"}'

¥ <pod_name> Bt} ERE pod BIE R,
b. &M, FHIAZRM SCC 5EAELHEFHE LA SCC LA :
i =Bl
I my-scc

15.6. T @EIH R _E TS EREIM

R LU SCC #8E N RBAC 2L ERRIBTIR, X, EAILUFEX SCCHBSERIRE W E—TEHEINE
B, BERSAS. HIRFSKF 9B SCC AIREENERFITEH,

5T
AEEBRNT B R T IEAEIEZSNBIAT B R, HiaiT0 SR H AR R
O NIRTII=S

DTN B # hEB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth R4 0/ B IR openshift.io/run-level #%
WEHN O 1, KT AEAEG (M0 pod REHA., LM LETXHR, EEFIREAIMN
BiRBI RN MThRET EE S IIE R Ik,

EFEHABI ST SCC MV, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>

XRERUTABE L :

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 9
verbs:
- use
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0009

6]

RN R

FREX A EZER, BHREE, NEILH default,

2 & SecurityContextConstraints FTJRH API 2H, 1 scc I§E N TR BIE Lo
Z1}j[F# SCC MR BI& TR,

fVFF P 7E resourceNames FE 18 E SCC & FRAY BTRAH &R,

R B B RIRE A SR,

YRS ERE A G B IXFEMHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H 4 & 89 3 (A 7T LUF
AP & L9 SCC sce-name,

BT RBAC ETER LA, EILEMETBEE A thTERT SCC ViniR, RIVERT,
ARTFMATH SCC KIREREVESNIA use, &3E restricted-v2 SCC,

15.7. %24 E FXARGBTSE
AT LMEF OpenShift CLI (oc) fF 2 flthmyZe e i+ R C23R (SCC) fEHEHL API X R TSR,

= -
R EA cluster-admin 4 F BEEIE SCC,

15.7.1. 532 M E TFXAR

IRERHRIH SCC 7k :

I $ oc get scc

=1
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

124

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projected","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
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["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false ["™"]
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false [
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

15.7.2. i EZ M ETFTXAR
A UEERE SCCHIER, G154 SCC N AEIMLE . ARSI S FH,

a0, ¥ restricted SCC :

I $ oc describe scc restricted

i th o Bl

Name: restricted

Priority: <none>

Access:
Users: <none> ﬂ
Groups: <none> 9

Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
ulD: <none>
UID Range Min: <none>
UID Range Max: <none>
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SELinux Context Strategy: MustRunAs

User: <none>

Role: <none>

Type: <none>

Level: <none>
FSGroup Strategy: MustRunAs

Ranges: <nhone>
Supplemental Groups Strategy: RunAsAny

Ranges: <none>

@ 5V scc R mBIRA AR Sk
@ )i scc AL

% e
BEREAPIRPREBE L SCC, ERBRIHEIMIN SCC MKE,

15.7.3. flifr L £ E TFTXA®R
fitlk& sCC :

I $ oc delete scc <scc_name>

ol

% E,
SNRMIBR T E—FIN SCC, BRI REMEMRIZ SCC,

15.7.4. B2 E FXAR
AN SCC

I $ oc edit scc <scc_name>

cak

%g \
EREAPIRPREBE L SCC, ERBRIHEIMIN SCC MKE,

15.8. Hth TR
o JRENZHF
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F16E THRHEHE PODRLHEA

F16=E THHASIE POD Z2EA

Pod &£ # A& Kubernetes pod Z2 R, A pod B2 AERH pod BI1TH,

16.1. xF POD &2 /E A

OpenShift Container Platform &3& Kubernetes pod @& 4N, TEES B4 B 2205 H]E X H pod
LREMEAN Pod FEWESZEEEE L EIZ1T.

EL2BEEFEPN, =5uEl privileged BEZESE, restricted BRESR A TFESMH .

1A LATEen B 22 (A1 BCiE pod REHEAKE.

BE
AEERNIB iz T TR ESIHZNBRNT BB FRR. TR oK aMRE
NNI=

DB B # BB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4t 02891 B BIH55E openshift.io/run-level #
WEHN O 1, KT AEAEG (M0 pod REHAN., LM LETXHR, EEFIREAIMN
HR5| FAAEAT) BIThRETD AT RN B IT1E,

16.1.1. Pod Z2 £ AER
IRAT AN B 22 BB LT pod 24t AR :
#+16.1. Pod Z2HEAER

BEX & Uiy

enforce pod- MR pod FHAEEAEES, NIEH pod KEHAAN
security.kubernetes.io/enfor
ce

audit pod- R pod FRAEKERES, HEHITEH

security.kubernetes.io/audit

warn pod- R pod TREEESEES, NI2ETES
security.kubernetes.io/warn

16.1.2. Pod Z£ AR ESE
RALUSEA pod R EABR S BN U TEBEZ— -

& 16.2. Pod ZE M AEESE
profile Uiy

privileged RAKBRFIZRES ; RVFEHRFINFH
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profile b
baseline KR HISREE ; Bh Lk B AT
restricted BRI HISRES ; BB Y EIH pod iR BRAET

16.1.3. il e & 22 A

TR &2 A SR E H privileged pod R #AB B :
e default
e kube-public
® kube-system

BT EB X LRI R ZEHM pod REEESE.

16.1.4. Pod Z2 AN Z 24 L TFXAR

Pod Z& M APEMZR S £ XL R MR IL B 85 00 U8 FHom B S2 . X0 MEH 2R A LU TR R
TR, LlsdliiTR 2R

. &M E T RIEE S ATRESERYE pod LEH SCC Bl —% e E XX F, Fln, mE
seccomp EEBE NZEHKKIZE, R pod WAEH SCC ¥ seccompProfiles FEX i il
runtime/default, 1EHI2FFBINKELE S RuntimeDefault,

2. REM ETF ARSI ZSSBRIELER SCC KIE Pod &2 E T3,

3. pod B AEAZFIZRIBEDE LS 6r R ZEHE pod REIMAERIE pod ERE LT,

16.2. xF POD Z&EARS

BRT 2R pod REMAEANIEHIREN, LEE—NEHZE, TRIRIELEM R PR SS T B SCC L
FRIF pod 22 4 A2 warn F1 audit #7255 FE El 6y £ 22 4],

20T ServiceAccount KT RIR, UEAEEINMAEHAFERALEME ETXNR, 22 LETXY)
H (SCO) $ETEE$E§TEH§%§T§U Pod Z2EEE, ZHISERAXLEHIFEES, Pod 224 A warn I
audit IR IL B N R E R PHREN pod REEESE, UBGIEIEQIE pod T B RESMBEICREF T
=4,

3 22 [ bR 2 B T 6y 8 22 [H] A Hh AR S5 ik A BR A FE,

B A pod ATRERERIZ1T Pod WA SCC L. BR, HBICIBPRIERERPIR.

16.2.1. Pod &2 4 AR & iy & 22 (B HERR

Ek%?ﬂl?&%@JLE’J MAZEFFXAER Pod RE2EARY, BF&RYERSLIRET A openshift &
e 22 EREA, BETUEUEERRS.
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B16E TRIHEE PODZLHEA

BF

INR pod R AIRE (pod-security.kubernetes.io/<mode>) # 3k 5 —Mr% B S 6
2o 8] fh BT IR R EAET T8, NIXT I E MRS SR,

MREFE, BOUERUTAEZ—BREARY :
o M ZeE FRHRMMERFH pod REEAIFE
e ¥ security.openshift.io/scc.podSecurityLabelSync 17555 & 7 true

NSRBI RINEEAR s H @ L, NEMESUTE pod REEAINEHKE
=

Mo

KAZR e &2
EXNEHAERNE—HONREEFRRKAEM pod REEARS, UTHEEAFKAER :

o default

e kube-node-lease

e kube-system

e kube-public

e openshift

e P A openshift- BIZIHI RS AR M & ZE(A], (B openshift-operators fR4H
RYFERAGEZER

RIAER T, B4 openshift- MiZMFEHEEFSNHMRAMT pod REEARS, ETLUNA 0l
B openshift-* iy % Z2[7] #1 openshift-operators %% %2 (85 RS,

. ' S
c A=
]
."-. .
- b

% PR T openshift-operators Z 4}, EFTENEMARLAIER openshift-* &5 % 22 [H] /5 AR
&,

S0RTEFA F AR openshift-* ea B ZE (AR RE T Operator, NITE#r 4422 (8] Fp B KRR I AR A (CSV)
F&BEREY, BHHERE B &2 R F AR5 BIRER,

16.3. %4 POD &/ ARB S
BN RSB E AR EZERBE) pod ZEHEARS,

BF

BEFERELERSENGREFPREM pod REEABYL ., MFELER, HSM Pod
LEEA T E ZE B

o NWFEMERBMENMAZRIE, Jysecurity.openshift.io/scc.podSecurityLabelSync /7% % &
—/ME :

o BEMBZIFREM pod REXATERS, 15
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security.openshift.io/scc.podSecurityLabelSync 715 BI{EH X E /) false.,
LTS

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

o EEMBZENRFEMA pod ZLHEANGERY, 15
security.openshift.io/scc.podSecurityLabelSync 12 HI{E X E N true,
BT e

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true

HihHR
o Pod ZE/E AR 68 2[RI HFR

16.4. K ZE[HEZE POD ZE£/EA

BRI SR ZEFRHEE pod REHEANKE, W TFaREEPHED pod REEAERR, EATLNKE
EEAB pod REEARER,

R
o MTFEEAMALI LIZBNEN pod BRENER, WETUTHS :

$ oc label namespace <namespace> \ ﬂ
pod-security.kubernetes.io/<mode>=<profile> \ g
--overwrite

ﬂ ¥ <namespace> % & H EELE & LA,

¥ <mode> % &N enforce, warn, =% audit, § <profile> 1%& 7/ restricted, baseline, =%
privileged,

16.5. %F POD &2 H# NEHR

% Kubernetes API iR 55881k & pod &£ AEHIBRHE 1T 4000, <fR% PodSecurityViolation %
o LEERIFE—K,

I

& Kubernetes API IRSS 22 # 1T HE, AL ER. Fl0, R[HFLBHITIZEN restricted pod
BENA], TYEHETTEES B I,

MEHXIAH Pod LM NEREFITEHEEE, 55 Kubernetes X4 B Audit SF 7,

16.5.1. 115 pod ZL&E R IER
PodSecurityViolation 2 A RZ T pod ZL&IRAM TIE A HBFE, EAI LB EE Kubernetes

API BRZ5 28 BT BESRIARI SR MBI TR 71 8. HIR2E A must-gather TEREFHITATS, ABER
pod-security.kubernetes.io/audit-violations %,
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F16E THRHEHE PODRLHEA

SeRFH
o MERKT |q.

o ATLUFAEA cluster-admin BA&IAE iR EEE,

1L BREHITAR, HHWALTHS :
I $ oc adm must-gather -- /usr/bin/gather_audit_logs
2. BEHHZRMPTENEGFRE, HRALTSS
$ zgrep -h pod-security.kubernetes.io/audit-violations must-gather.local.
<archive_id>/<image_digest_id>/audit_logs/kube-apiserver/*log.gz \
| jq -r 'select((.annotations["pod-security.kubernetes.io/audit-violations"] != null) and
(.objectRef.resource=="pods")) | .objectRef.namespace + " " + .objectRef.name'\
| sort | uniq -c
¥ <archive_id> #1 <image_digest_id> & ity SLPRE& R & 5,
=1

I 1 test-namespace my-pod

16.6. ML R
o EEHITAE

o EERLEM FTXR
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517 = &4l SYSTEM:ADMIN B F

17.1. APl 515

B A LLEC B X OpenShift Container Platform API BiE K, FEXRINEGRRBETF—B-. NEEZE
B, 55 Kubernetes XY HRBYF 15 1(h,

17.2. #&4 SYSTEM:ADMIN F

RFT BT B P AUR SEAS T, system:admin, XIHE E (1B LR BB 7R,

i =3
o ERTH IR REN system:admin, EZTUTHE :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

R
LA AR LR YAML 3Rk35% F 184 system:admin BIFRR :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

17.3. &4 SYSTEM:ADMIN 2H

L@ — MK system:admin A PR FEBESENRE, BAIEMSHIE -as=<user> --as-
group=<group1> --as-group=<group2> SH L& K ELHAH,

iR
o IE T KREIMEELE IR EN system:admin LUNA R IR, E2TUTHS :

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>

17.4. B REZEF M UERIERNEI EEFA EF

ENERFEIEN, MALlEd f/BERABHERKREFMIIERA 7702 OpenShift Container

Platform R T REA B, REGMNRIENAATEVFEALERAR, IRANEFTENERER
IR FER.
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% 17 = &) SYSTEM:ADMIN A/

A LU R BRI R P IRIMBIA T EEAEF -
e system:scope-impersonation
o system:webhook
e system:oauth-token-deleter

o self-access-reviewer

“ e
FEERREFMIILEITIFE, AR RENNR 20K,

FREH
o MATLUFAEA cluster-admin B&I A iR EEE,

e B% %k OpenShift CLI(0c).

1. 8/ %4 add-<cluster_role>-unauth.yaml #5 YAML X, FHRMUTAS :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BITUTRERNAERE :

I $ oc apply -f add-<cluster_role>.yaml
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18 & R% LDAP 4
ENERA, WALMERAREEAN. BREMNR, Fmmihfe, EHMALTREESUETRAH, ¥
HZ#%7E LDAP fRZ5 237, OpenShift Container Platform B LUiX L LDAP i€ 3X5 OpenShift
Container Platform WEBILKEL, IHERERERE—MIBEREMZ, OpenShift Container
Platform B AT #F5 FALT =#il AR E M G B8 B LDAP BRS5 881720 : RFC 2307,
Active Directory #1383 Active Directory,

MEAXEE LDAP WESIS S, HSRE LDAP SR,

A REA cluster-admin R BERES 4,

18.1. X FECE LDAP BE¥

1£i217 LDAP A% 2R, BEBZE—TRLSEENXH., WXHBELLT LDAP B iRECEIFE :
o FTF % LDAP RS B E,
o {RINTFIRH LDAP BRSS 55 h AT R MR 4 BB,

o EIRFE WML FIREFIR, AT R OpenShift Container Platform & #rBRET R LDAP AR 28
RE9ZE,

BCE SRR BUR T RFEAMESR, Bl RFC 2307, Active Directory 3(1874# Active Directory.

LDAP & iRlci&E
BB LDAP B iR B 2D E X5 LDAP RS 2RH01E 1%,

BLEAH LDAP B iRBLBER D E L5 LDAP RS 2:HIEREE,

LDAP &/ imbciE

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

EREVL. FEEHIEEN LDAP RS 233089 IP #hit U R EEEMIRO, &3  scheme://host:port,

AL AT D #E R TR (DN), FBYE4YPE DN, MIRF|EAIISFNFT BERRRAFSREIEMIZE, OpenShift
Container Platform &1# 8 I,

RAFHERERE, MRBFBEAIFNFT EERRALSEIENIZZE, OpenShift Container Platform
KERALTL, WERAEIMELE, ARSI ST i .

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T:%#, FEHF%%L LDAP Idap:// URL 2 H K
EITLS, Htrue i), FEXARSERHAIT TLS 1%, B EEMERA Idaps:/ URL,

® 6 o 90

FAFISIERTECE URL MIBRSS 2R IE BRIE BRI, 1R H7ZE, OpenShift Container Platform fF1§
ARGEENRIES., RE insecure X false I F &R AL,
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$18 = RS LDAP A

LDAP &EifE X
ASEERATRLSMERZBM LDAP TifjE X 4HM., LDAP BIHHEAE L BURTF FH¥EIE LDAP ik
P ERERK 01 TR S BB,

LDAP EifE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN ME R FFHIRR B XD XA DA (DN), EFRIEE B W, BhaLsE
B XA EF I,

EREERE, BXED) base. one F sub, MRKEX, NRED sub SEH, TRAPAHKIEEH
eI R

5 LDAP W £ <02 RT N, BRER never. search, base =X always, MEXE X, N
i\ always fE5| A&, FTRETHEIG XES| BTN,

P IRAI TR RBINS A PR(E (MR N AL o 0 R LR FimR.
B LDAP #R1$ER, WRREX, NEIL (objectClass=*).

AR S5 2N TTE R/N R ER K, LLLDAP SREHEE. MRy 0, AT AR 0T E 5L e K /)N PR
#l. HENRENRERESZ TEFHHMSHMANRTFIRER, FEXKED TR,

Qv O ® °

5% 18.1. LDAP #3836 £

LDAP #5358 H fed

base (B BN A A ERE A DN IEEMN R,

one E R R ERREA DN BIH R E— K EBIFREN K.
sub EERER R N E WA ERIEA DN BN T,

¥ 18.2. LDAP f@B|B{TH

fRsImTh

never MA#ES| A LDAP I sh BB 7] &
search (X fRB| A SR EIH 7 &

base NFEEHER RIS RS AR5,
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&5 miTh feid
always YRZAFRS| FA LDAP SRR EIMIRR B Al .
F P 78 SR FRBR G

FA P E B9 FRBRETBRHAYS OpenShift Container Platform HA9Z FRERETEIRI £ LDAP BRSS 88 L3EI
HHIME—PRIRRF, MR ERAEE YAML iEE. A E LM LDAP RS SRFAENMIE -1
B, &ENIEXLEHN—NFE, MR LDAP IRSSE LA SRB R E LHATRRE, BELSdfas
BIBIAIT AR ERIEE - OpenShift Container Platform ZH&FHIE 14,

FA P %8 B9 4 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

18.1.1. =F RFC 2307 ERi& > {4

RFC 2307 R ERIEIRMRA F MHL BB LDAP HifE X, LURIE OpenShift Container Platform PIER
ILERHPRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR IR RAIBE Al D& AN B A T EmM
AFsEE AT, f0, & B FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAE. UTREXHURET XLEXR

% o
- MRFEARFE NS, EHEEXHSEMARE,
5 RFC 2307 &= 8 LDAP FE4ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FEZHIE T LDAP ARZ5 334 IP k04,
B TLS, Htrue i), FEXTARS ST TLS 1%, EAEEE A Idaps:/ URL,

Wikes, BHRITHATIE, FERBEA/RERHE
ZERFEHEMEM.
TIER A RS BB .

ME—H7IH LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANE, HERBRE/ BEEAE,

o - @ oo -

Q OpenShift Container Platform ¢Hic 3k B /E B - LI E M.

18.1.2. X F Active Directory F2i& X {4

Active Directory R ERIFIRMA LB M LDAP TifE X, MURIERER OpenShift Container
Platform HilxHREREI BN

H false Bf, %&£ LDAP Idaps://URL ff/ TLS LmJ% FHEARL L LDAP Idap:// URL 2 FH%

U’E FRiN LDAP BRSS 85 E4HME M. ¥ DN BT groupUIDAttribute i, #ET5%53EE groupsQuery

FERHEEE I, f&FE OpenShift Container Platform AR AIERIERN RAIgEfF Al D& AN B A T EmM
ArEEAMFER, 0, @it HEFEREPRR OpenShift Container Platform HBF /7, {B5&;d LDAP

RS 288 ERVAHBIRE VAL, UTREXHIRTIXLEXSR

{81 Active Directory B\ LDAP R BCi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Container Platform 4Hic xR F{ER - AR E .
@ FiERA RIS SR,

18.1.3. X F 1258 Active Directory BL & XX {4

@55 Active Directory (augmented Active Directory) B EREREA LB MAELZBEH LDAP Eif
E N, LURIEMNER OpenShift Container Platform Hid kAR KRB IHE M,
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FEAFAER DL, f&7E OpenShift Container Platform HRAIERHN R A gefS al 22 M UANEER TE M
AFsEE AT, B0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

{1855 Active Directory B\ # LDAP R4 B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—17iH LDAP BRS5 28 EAARIEM. % DN FTF groupUIDAttribute B, f&TCiEH87E groupsQuery
WEeR. BEHTRANE, HERBRYE/ BEEAE,

EREHLHIEM.
OpenShift Container Platform 2Hid sk R/E A & E M,
TFRERR 51 AR (S SO B .

O00® 9

18.2. 5247 LDAP [R#

BB TRASEBENXHNE, BWALLFBES, OpenShift Container Platform SRFEE M SR —IRSS 235 1T
ZHARKREMEY,

18.2.1. ¥ LDAP fR%523 5 OpenShift Container Platform 4

IR LU LDAP RS 25 LR A ZH S OpenShift Container Platform @4,

FeREH
o fGIEREYEES .
o ATLUFAEA cluster-admin BA&IAE iR EEE,

ik =
o I LDAP fR%523s LHIFRE S OpenShift Container Platform A% :
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518 % [F¥ LDAP 4
I $ oc adm groups sync --sync-config=config.yaml --confirm

MINBERT, FMAHRTEEERZZZ1T (dry-run) , ELERKIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

18.2.2. I OpenShift Container Platform 415 LDAP fR%52:E %

IR B LLE % A B7E OpenShift Container Platform A S E X 15E R LDAP ARSS 25 R H9ZHFE N R
B94H.,

FRFM
o SIRRASECEX M.

o ATLUFEAEA cluster-admin BA&IAE 5N EE,

® ¥ OpenShift Container Platform 215 LDAP iR$58: B % :
I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

MINERT, MEHARTSEEBZZZZ1T (dry-run) , ELEXITE oc adm
groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

18.2.3. ¥ LDAP AR %525 LB F4H 5 OpenShift Container Platform A%

IR LMER A& SR/ B R XX, £ LDAP HBFE S OpenShift Container Platform E#%,
y =1

O LMFERRLEXH,. BREXHBERATEAENERAE. BREMBR LD
MBTAE—TMHE—HIMAR, BAUEZaSAGHERTESRLRTHE, XLEEN
EATE LDAP iS5 25 L BIRYZH, LLRK OpenShift Container Platform B EERIH,

FeREH
o OIEFEYPEENH.
o REILIMEAER cluster-admin A& 1 A&,

o 7 LDAP HMFES OpenShift Container Platform @, HEAUTE—®S :
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$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

pa =
MINBERT, FMAHRLEEERZZZ1T (dry-run) , FLERKIIE oc adm

groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

18.3. iz {THBBI{ES

INROIEER LDAP fR523R LHNICRKEARFE, EEAHAILLERM OpenShift Container Platform 103K
RN LN, EEESNESRATRSESHERESREEXHUKRBZHNBLE,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm
I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

18.4. B5[E# LDAP A

IEAI LB ERE cron /ML EEAB 51ES LDAP 4H,

FRFH
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o MATLUFAEA cluster-admin BE&IAE iR EEE,

o MOEET LDAP B{RRHFZR (IDP),
LSRR R LI — 1% Idap-secret B9 LDAP secret #1€ 7y ca-config-map BIEC B R 5T,

1. AE—NEHAIZIT cron EFHIIA :
I $ oc new-project Idap-sync ﬂ

Q tEiRFR(FE A %N Idap-sync 9T H .,

2. HESIEECE LDAP B RIHIZFIT AR secret MECEMST, FHRENIEHRIBILLIFIIR,
secret AEZEMET7F7E T openshift-config B H, /1S FIEI#HH Idap-sync T B,

3. EBRSSMR

Idap-sync-service-account.yamiz=fl

kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. QIRRARSSIKS

I $ oc create -f Idap-sync-service-account.yaml

5. EXEEAR:

Idap-sync-cluster-role.yamlz~fl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

6. JIBKHAR

I $ oc create -f Idap-sync-cluster-role.yami
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7. EXEHABAERERABCHERERIRSIKS

Idap-sync-cluster-role-binding.yaml 7=l

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

@ HiuRRAmEmoIRRAR S Ik B3I,
@ SIRLREIEIRNERAE,

8. LIRKHABHE

I $ oc create -f Idap-sync-cluster-role-binding.yaml

9. EIRERFHEX M ERST :

Idap-sync-config-map.yaml 7=l

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt
rfc2307: (4]
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
groupUIDAttribute: dn
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groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com" G

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ENEFEREXH.

1E8E URL.

&% bindDN,

ABIERA RFC2307 R ; RIBFFEHEE, LT UEATRREBZEW,
4 groupsQuery #57%E baseDN,

57 usersQuery 5 baseDN,

Q90009

10. Q2ECERRSY :

I $ oc create -f [dap-sync-config-map.yaml

1. & cron {E :

Idap-sync-cron-job.yaml 7= 45l

kind: CronJob
apiVersion: batch/v1
metadata:
name: Idap-group-syncer
namespace: ldap-sync
spec: 0
schedule: "/30 * * * *" 9
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttiSecondsAfterFinished: 1800 6
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"
- "_C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm"
volumeMounts:
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- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets”
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"
volumes:
- hame: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” 6
- name: "ldap-ca"
configMap:
name: "ca-config-map" G

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
activeDeadlineSeconds: 500

dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer”

BR& cron fEL IR E., BX cron fFILIXBMEZER, 1ESH"QIE cron /EIL",

LA cron #& VA ERE LT X XA cron FRMLE 30 2HHEIT—R, RIBFEFEIM
X, WREEZRLSIZITRAHEEON A,

AP SEREIVE L BIT R (BARD O BL) o IXNOZESRLFERIEARRICES, LUEBE BRI

RN FHBAIE R ERER, INFTELER, 1ESH Kubernetes SXAEHIR TTL-after-finished
Controller,

24T cron #RALEY LDAP sync 6545, EIBECERRS FE LR S EREXH.

It secret 27EE2E LDAP IDP I3,

Q®O O o009

ER B pR ST 2 fEBCE LDAP IDP B Il B2 H,

12. A% cronjob :

I $ oc create -f I[dap-sync-cron-job.yaml

HiBR
e FCE LDAP BpiRiftiZF

e % cron job

18.5. LDAP H[E % 7~

AT EE RFC 2307, Active Directory #13€3# Active Directory = BR 1,
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XERBBREMARIPBEESBAENERKS, BEME, RATMAEANK N ZHM
Ho MFERNARSHREANER, HSLHRERA KRS =,

18.5.1. {§fH RFC 2307 &R R4 2H

XF RFC 2307 =X, LT RANEREY &N admins B94H, ZAHBH NG Jane # Jim, X L 7R ] i
T

o [E¥ G OpenShift Container Platform &4 Bt 4 2H10 5%,

XEROBREMER-BEESBHNERENRT, BAMS, BRAETMHRNK G2 H A
H, MFAEXNAEALHREHNER, HSILHREMN TBEL RO,

.

ERFC 2307 &R, B (Jane #1Jim) FIHEBMENE—KRFZBEET LDAP IRSS3 £, ZHA 01 HH&
MEEEEMBED, LT Idif FBEX T XMEXBWE A :

{1/ RFC 2307 &X19 LDAP %8 : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com
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@ =LpAPREBEME—KEE.
@ ERGERENARMENITIAGI AR,

FeREH
o OIEEE S,
o REILIEAER cluster-admin A& 1 A&,

e {#FH rfc2307_config.yaml X{421TRE% :
I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R ERER -

{81[ rfc2307_config.yaml ({4 H OpenShift Container Platform %1

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BR&5 2 & fm— RES BETE], K 1ISO 6801
o

LDAP RSS2 EHRIME—FRiR T,
FHEZHI0 %80 LDAP AR5 25/ 1P Hthaik F1E .,
RIBER S U8 ERHM LR,

000 O

BTAHMMRGANAS, BIERS XHEE.

18.5.2. {#F RFC2307 &\ & - & XA MR G K [F 520
FEEAFE AR S AN, REXHARSTER NS SIXLEMmE, TR,

{5/ RFC 2307 &\ &/ %E LA FRBRGTH9 LDAP [F4

i& : rfc2307_config_user_defined.yaml

I kind: LDAPSyncConfig
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apiVersion: vi
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A T SLHY B FRBR AT

M—FRRREYE, BTFAFE XA A8, & DN AT groupUIDAttribute i, 1&FEEIEE
groupsQuery 1823, EEIHITRAMATIE, EFEREEY/BEEAE,

MREME—IMARAERFE LA, FAFIEE OpenShift Container Platform HAHIE M,

o0 09

ME—H7IN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANE, HERBRE/ BEEAE,

SR M
o OIEEE S,
o REILIMEAER cluster-admin A& 1) n&EE,

ff

L=

S

e {#FH rfc2307_config_user_defined.yaml X4i21T7E% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{85 rfc2307_config_user_defined.yaml X {4-fllE2H OpenShift Container Platform £H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
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openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ B AR 7E LR & FRBR A 8 TE B9 2H & R,

18.5.3. [ RFC 2307 XA E X MR XR L H

KANBRT, MEREFASHWEHEEEZBEMRLERPE RN, HREPS SRV TR T
1%

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

4

X B E R usersQuery FEXHH) baseDN B &%, A1F, W3R baseDN EEAEHHABHIER DK

51, #B4KIE tolerateMemberOutOfScopeErrors: true BT LAiE4H EI S A EE31T, SEHE 2 4 BIRR 514
D

B&.

<
5

A, HHARSIRRERIEDIHNE KL, BRPEXBGFERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

BB R usersQuery FERECE 1%, i, MMREAHTESEHMBRMKLFZE, BLXE
tolerateMemberNotFoundErrors: true v LLiLH RS RS T, AIIBRIEK 51545 2B,

Digk

==
[=]

LDAP HRIS$ S BRES
=

7 BES I EREANBANK SR, R LDAP AR
SEHENIER, XARERRS

EL
=
A ¥ B OpenShift Container Platform H AR ER AR 516

{81 RFC 2307 &3+ B4k 51 BiAR A [7I781H0 LDAP 5B : ric2307_problematic_users.|dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
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cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP RS 88 L RIFTERIRR .
g AEEIETE, (ERERSESHIEF~EiHH baseDN FHIAK 5.

ERTFLULERAHRER, BUIERSEEXHRRINATAR

fff RFC 2307 &= HF 1 H15+89 LDAP B4 BCi& : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true

tolerateMemberOutOfScopekErrors: true 6
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ﬂ ME—HriH LDAP fRSS 283 LA BIE M. % DN FAF userUIDAttribute B, f&JEi%38E usersQuery
ESR. BRMTIRALIE, AR/ BRERFE,

Q 7 true B, EHESBEFHAREO KA, FEBAE LDAP SREBIR AFHK AR, NRET
BAHEMG, RAFESHRIATRERI

g  true B, BSESEIFELRS MK ATE usersQuery £ DN A E R FSEE 2 A ME, FERE
B G B 1SE AR RS 2R, R ENRABHERE, RS ESHEAIT ISR,

SR M
o OIEEE S,
o REILIMEAER cluster-admin A& 1 n&EE,

o {HF rfc2307_config_tolerating.yaml X {4;21T7RE% :
I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{81/ rfc2307_config.yaml X#4 |/ H OpenShift Container Platform %1

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: ﬂ
- jane.smith@example.com
- jim.adams@example.com

ﬂ BTHMKANAS, RERSXHERE, ROEMNSEITFHERIIK A,

18.5.4. {1 Active Directory R [E%2H

£ Active Directory B H, WA (Jane #l Jim) #FEHE—LRBFET LDAP RSG5 &EH, HK
AN FEERFREER, T Idif FERE LT X MEXH A~ A -

{81/ Active Directory ##) LDAP £&H : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
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objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com
memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

@ FAWERRTEINE B, FREFHRBEHETRS RS, memberof Bt T —E 2
FIFEREYE ; L& LDAP RS8R, SHEERIRTURMEENR M, ATRILKIE
)%o

SR M
o OIEEE S,
o REILIMEAER cluster-admin A& A&,

ff

L=

S

e {#FH active_directory_config.yaml X{4i21TRE% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm
OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{88/ active_directory_config.yaml 3 {48/ OpenShift Container Platform

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins
users: 6
- jane.smith@example.com
- jim.adams@example.com
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ﬂ Itt OpenShift Container Platform 245 LDAP RSS2 &/ — RAEF BIFTE], X I1SO 6801
=

@ LDAP R & LAMME—FRIAR.

© FhHZZIIRN LDAP RS589 1P HhERIEHL,
@ LDAP RSB HIULHIAATR,

© ETUAMmANAS, AHERSXHEE.

18.5.5. @ A5 Active Directory &\ E$4H

1E3858 Active Directory #=® A, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS &,
R B AN EREFER BB MR, LU Idif FERE X T iX MEXB R P4 -

{51835 Active Directory B\ LDAP %8 : increaseded_active directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
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description: System Administrators
member: ch=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FHERRTIEIIN AR,
@ R LDAP RS &S EMBE—XKAE,

FeREH
o OIEEE S,
o REILIMEAER cluster-admin A& 1 H&EE,

AR

e {# M augmented_active_directory_config.yaml X{4i217E% :
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform Q8L FHILFAE N LB SRIEMLER -

{5 augmented_active_directory_config.yaml X1/ OpenShift Container
Platform ¢H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BR&5 2 & fm— RES BT E], X ISO 6801
2o

LDAP RSS2 EHRIME—FRiR T,
FHE1Z4H10 5580 LDAP AR5 25/ 1P bk F1E .,
RIBEE S U1 ERHM AR,

000 O

BTFHMKGANAS, RIERS XHEE.

18.5.5.1. LDAP #ERK it T & R =~
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OpenShift Container Platform RRIAHTERE, 1EHFEBIEZAI, LDAP ARS5 28 W01 R 5 &,
Microsoft By Active Directory Server 5&i3 LDAP_MATCHING_RULE_IN_CHAIN #Jl35z #5X—IhRE, H
OID 7 1.2.840.113556.1.4.1941, 74}, {EFLLITEHNIN REER S BRAFIER L H A,

AT AR REER T 1858 Active Directory iR, BRES—1% N admins 94, 1Z4HE—1HAF Jane
#1— “H otheradmins, otheradmins ZHEA—1E KA : Jim, X ANRAIER T :

o HN{AIIFHFNE FARNINE LDAP BRSS 23 H,
e | DAP A% Bei&E XIS,
o [E 2 G OpenShift Container Platform & &Rt 4 2H10 5%,

1E38 3% Active Directory #= A, A/ (Jane #1 Jim) FIH#RENE—RLXBEFHET LDAP RS2,
HEK G EBNEEER P SHENBMR, UT Idif FEBE T XMEXMA A :

{81855 Active Directory B\ fIHRERK 5189 LDAP &8 :
increaseded_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com
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dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO A RTINS REIE
OO =7 LDAP [R%5 % LHIE—HKE,

6 otheradmins 2.2 admins HE9R .

5 Active Directory A% 8RERANT, EAIIREA - ZEMAERZER LDAP HIE X, UKRIENER
OpenShift Container Platform HiILkARKRENHNEYE. 74, EEBRZEFITELENR

e oc adm groups sync 5L BMFATIER B H A,

° Fﬁ F’ B groupMembershipAttributes /i1 2= "member0Of:1.2.840.113556.1.4.1941:", L&
5F LDAP_MATCHING_RULE_IN_CHAIN i,

e groupUIDAttribute /7% dn,
e groupsQuery :
o TFKE filter,
o WAIKERMH derefAliases.
o ARNIXE basedn, &It {EIGHEZARR,
o ARNIXE scope, FILIET#H AR,

HEAFEEE DL, f&7E OpenShift Container Platform FRAIERAHN R A gefS Al 22 M UAEER T E M
AP SEEAMNTER, Fa0, & FIRERN OpenShift Container Platform 4HEIR /7, FHIFIZAEMN A
MAERAAM, UTREXHUETIXLEXR:

{$ 1858 Active Directory B\ HIERER 71 # LDAP R¥ EiE

increaseded_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
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filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

FoA1E7E groupsQuery iTiE2R. groupsQuery £ DN A5G [H ERH2B%, groupsQuery 231X
BEN—THEMH derefAliases,

Me—FRiR LDAP fRS58s EAHMIEME, W% H dn,
ERFEHETNEM,

OpenShift Container Platform 4Hid sk R{ER P RAIFNE M. L EREPEILmail =X
sAMAccountName,

® 000 O

FER A RRERMAFEM, X3 LDAP MATCHING _RULE_IN CHAIN 89{& .,

FeRE M
o OIEEE S,
o REILIMFEAER cluster-admin A& 1A &EE,

ff

L=

S

e {#fH augmented_active_ directory _config_nested.yaml X4i21T7E% :

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

cak

% W/ BAHEYE cn=admins,ou=groups,dc=example,dc=com “HF7E 5 & £,

OpenShift Container Platform @I FHILRAE N LA SR ERLEER -

{81/ augmented_active_directory_config_nested.yaml X BB OpenShift Container
Platform ¢H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
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users: 6

- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP fR&5 2 & m— RES BETE], X ISO 6801
2o

LDAP RSS2 EHRIME—FRiR T,
FHEZH10 5580 LDAP AR5 25/ 1P bk F1E .,
RIBERE S U8 ERHM AR,

0060 9 —

BFAHNKAMAFS, 2MBESXHIEE. FiE, REARASEEN, BH
Microsoft Active Directory Server BEE R T 24HR 71 % Ro

18.6. LDAP [E# B E#HI&

BLE RIS RGN T, HER, TRENEXNREFARANFER, B0, viActiveDirectoryConfig 3%
& groupsQuery FE%, i vI.RFC2307Config # vI.AugmentedActiveDirectoryConfig #EiX N FEX,
HE

AXFZHBIEMY. FTEXRE LDAP RS J[ABHELRIBELTIKA UTF-8 il F R/ SR A&

Ho BN, tD70%F objectGUID FZi/iFIEMEMF ID Blt. EoicERFHEREM.,
20 sAMAccountName =% userPrincipalName,

18.6.1. vI.LDAPSyncConfig

LDAPSyncConfig @& & X LDAP HE % i FHIEC B 1%L,

£ sk

kind RIS RATRERM REST IR PR
FREBE, RFH5JBATLUMNE P imE
HIRRH RWm T, FEE
. RARIEHBE
(CamelCase), %15
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds
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B fed koY

apiVersion BN R RTENRAZEE  FRS
Ho ARFBRIIZIF IR IR EL #
NEFHIRERE, FAIELER IR
MiE. E%E
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url FHREEETN LDAP RSB FREE
HE. EHME
O : scheme://host:port

bindDN E4ER LDAP RSS2 AT % FrFE

DN,
bindPassword EERNBEREMNRLLERL, v1.StringSource
insecure & htrue, NIRREERNER m/RME

TLS, & false, ] ldaps://
URL f# /8 TLS #T:%#, FEF
A
https://tools.ietf.org/html/rfc283
0 g EM StartTLS ¥ Idap://
URL #Z 0 TLS %, MR
insecure % true, NFCEER
Idaps:// URL,

ca ERRS SR A HIERNERNEEL  FHFH
BYRMEIE B A M S, Eh
Z2, U A BOABIRGARIE S,

groupUIDNameMapping LDAP 41 UID 5 OpenShift xR
Container Platform 2H & #RA AT 1%
BT,
rfc2307 SEATFTMXER LDAP iR55818  vI.RFC2307Config

BEENEE, EBXELUTF
RFC2307 : E—RAMAF &

B, URHBIFIEEMKANEZEN
ZAERB MR E R 5 T,

activeDirectory SEBATFMKER LDAP fR55818  v1ActiveDirectoryConfig
BEIEWEE, HEXS Active
Directory FR{EFRRIEMLL : BE—%
BF&E, URBSIHERELRIK
TN ZEBMERERIHK A 518,
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HFR sk

augmentedActiveDirectory S5ETFMEER LDAP [R5
WEEMEE, Hig S5 tEiEd

B Active Directory Hr{# FEB9ZE
B, BAmM—u : BHE—RAEEK

B, Ik FRFTHEMIEHRK

oy

1B #g,

‘0

18.6.2. v1.StringSource

$18 = RS LDAP A

- Eoo

vl.AugmentedActiveDirectoryCon
fig

StringSource L IFIEERKF R H, BT IMNETLEIXHMARIEE. HEREE—PFRBEN,

BRHI N —DEH JSON FRFE,
B FR 7::pU

value EEBAN(E, HIEEMBE (MR
5 T keyFile) .

env EBEEQEAXERIMBEE (NRE
E 7 keyFile) BIfEEE,

file BIAE&BMAXERMEHE (MNRE
7 T keyFile) #xxf4,

keyFile SR ERATHRBENEINX
14:0

18.6.3. vL.LDAPQuery

LDAPQuery S 5195 LDAP 2 ifi A AL,

£ ek

baseDN FIEERBNMPFRHNE RS X
# DN,

scope BERMEEEE, TUE

base ({(XEZAXNIR) . one (&
AR ERFREXTR) Hsub (F
MER) o BRIEE, MBIAH
sub,

FRE#

FRES

FRE#

FRE#

FRES

FRES
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derefAliases B & BRXMaEERT N, ATl FRES
£ never (MR
%) . search ({(U{EiEFEHAES|
) . base ((NTEEHELRNFR
K251 ) =k always (A2 ERA|
R) . BEXRKE, WEKIAN
always,

timeout SEMANRSBIIEFRERFE EH
AR 17 T AR A5 XE BO T [ BR A6,
LI# AL, IRZO0, MAEE
fe& F i — M B R,

filter {HAEA DN M LDAP IREHBIEER  FHFSH
FIEMEXZBEMNER LDAP 3Rt
pageSize RAEETEAN, ULDAP£B B
=, EA/NNORRFHT
Pl

18.6.4. v.RFC2307Config

RFC2307Config 2 & $EMEE LT, ATFE X LDAP AR M{EEA RFC2307 5 LDAP IR55 %
R EH,

£ ek B

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP A H LN BMSERN  FREH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP HRHE EHIFLEMSN  FREHA
2% FF OpenShift Container
Platform HA9 & R,

groupMembershipAttributes E X LDAP A& B LML EMERE FREHA
BHEKA, XEBERTENE
5 Al B UserUIDAttribute #=
o
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$E18= F4 LDAP A

BFR ik =X

usersQuery SEATROMASMEZEN LDAPE  vI.LDAPQuery
TR,

userUIDAttribute E X LDAP AP &E LHWHANENE FRE

MFEREHNHE—TROAR, soils
GroupMembershipAttributes
k5 221 DIERS P

userNameAttributes ENEMA LDAP B &B LM FRSEHE
LEM, LURAEH OpenShift
Container Platform P&, {#M
B NEEIERENEMS, XNZ
515
LDAPPasswordldentityProvi
der 89 PreferredUsername %
EILES, OpenShift Container
Platform 2Hit sk R B /E R - 2 #REY
B, ZHREFHEmMail =%

sAMAccountName.,
tolerateMemberNotFoundErr AEEBEIREMNA KB #/RE
ors LDAP RIFEFIIT N, &EH

true, NMZEFHAEMERITE IR
LDAP /&), FERIDKE
%, R false, WIRAFAIH
RERIEMAESR, LDAP AT
ERRM, BRIAME false, IR
LFREI N true, MIEREHIEH
LDAP RS ES5 A 5 BUAHRR b1 5F
WAk, EIEUGEEFER LR

==
18N o

tolerateMemberOutOfScopeE AEEBIBHEEMAAKEN  #W/RE

rrors LDAP RI#{ESHI1T H, RN
true, NAEFBHE IFIERF &N
A EHIE A DN SEFEIHI LDAP A
#=if, FEOGERER, &N
false, MYUBAERWERERS
IS ERE A DN SEE 23R
I, LDAP RIFAESERM, R
kRN true, MIECEERA
LDAP BIHE55 A S BA RV A
£, BB VGEE S A RS,

18.6.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig @ 2 EMEE LT, T E L LDAP HARF t{aE A Active Directory X5
LDAP fR%5883X E,
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¥R Hh B

usersQuery SEATREASMEZENLDAPE  vILDAPQuery
TRERR

userNameAttributes E X LDAP BB LMt EE FRRHEE

HERE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hif 5k & A/
RBrafHEN. 2HREFE
Email =%
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREHA
SR N ERmEMZA.,

18.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HFF iN{al 5 A5k Active
Directory B 5 LDAP R$5#8 X E,

¥R Hah B

usersQuery SEATROMASMEZENLDAP E  vI.LDAPQuery
TRERR.

userNameAttributes E N LDAP BB LMtk EE  FRRHE

FHRE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hif sk & A1
RArafHEN. 2HREFE
“Email =%
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREHA

SR N EmEMZA.,

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E M LDAP A E LN BMRN  FREH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP AR HE EHIFLEMSN  FREHA
2% FF OpenShift Container
Platform ZHAI & R,
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F£19E EEHNVEEIE

19.1. X F CLOUD CREDENTIAL OPERATOR

Cloud Credential Operator (CCO) ‘M=#tNEEiEEh B E LFIRE L (CRD) #1178
I, CredentialsRequest B & Y %R (CR) B CCO A%, FiF OpenShift Container Platform ZH{4
REEZITAT B ENRIE K HNmEE

@it 7E install-config.yaml XX {471} credentialsMode Z#XBRRM(E, A CCO BB HLLFHR
FEEREE, MBEEREREER, 30T credentialsMode SE B N ERFERFE (") .
19.1.1. &K

i1 7E install-config.yaml XX {4/ credentialsMode Z#% BARM(E, ¥ CCO BE N

mint, passthrough 3% manual = T&E, X&RTTH CCO AT EIRMIRER P
credentialsRequest CR 2 7 ZEBAMMRE M, FHAITEE CCO LUENENNMNRZEER, TER
B CCO BRI A ML

e Mint: 7 mint R, CCO ERRMMEEANTEILVERPAMEMFTIL, BREARM
R EARR,

® Passthrough : 7£ passthrough #xX#, CCO HREMNTEILEHBAIER T EIERAG,
o WAHAMHMKHZIENFIES  AFIERP, BAUERKBREIEMAZE CCO,
o AMHMEHEIENFIES N TFELEMNE, BRAUERESREPFERA CCO LAER

(ccoctl) HENAMSHEEIIEIR, XEEEIFIE OpenShift Container Platform &£ 4 I B E
I,

7% 19.1. CCO #EA 2 Hfhlzk

=N i Passthrough fERAKHSEIE bl haans
) )

Alibaba Cloud x [11

Amazon Web Services (AWS) X X X X

Global Microsoft Azure X X X

Microsoft Azure Stack Hub X

Google Cloud Platform (GCP) X X X X

IBM Cloud® x [1]

Nutanix x [

Red Hat OpenStack Platform X

(RHOSP)
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Passthrough fERAKHSEIE

Fh

VMware vSphere X

1. BB ERLETEPRFER ccoctl TEERE KHEIL,

19.1.2. #87E Cloud Credential Operator =
M FXFLMEXFRFEH CCOMFTES, ERLAER Web #1535k CLIFAE CCO EFAMER.
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19.1. 7% CCO K&

Determine

platform type

19 E ERRMtNEEIE

v

Red Hat
OpenStack
Platform

Red Hat
Virtualization

VMware vSphere

v

Amazon
Web Services

global
Microsoft Azure

Google
Cloud Platform

Get value of
“spec.credentialsMode’

v

Alibaba Cloud
IBM Cloud

Nutanix

Microsoft

v

v v

v

f

f

*Passthrough’ T “Mint® “Manual®
Q Determine if root secret is present
Yes No
Cluster
uses CCO in
mint mode with
the root secret
removed
Get value of Get value of
*.metadata.annotations” *.spec.serviceAccountIssuer’
in cluster root secret in cluster ~Authentication” object
“"cloud- " "cloud-
credential. credential. .
openshift. openshift. [blank] Cloud provider
1o/mode" 1io/mode"
:"passthrough"” "mint"”
Cloud credentials
Cluster Cluster Cluster managed from
uses CCO in uses CCO in has long-term outside the
e el mint mode with manually cluster, which
P 9 the root secret maintained was configured
mode h P
present credentials using the

“ccoctl’ utility

Azure
Stack Hub

19.1.2.1. {8 Web #=HI&H#E Cloud Credential Operator &3

IR LUEF Web #5IBH#E Cloud Credential Operator (CCO) B2 & {8 A FiE =,
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Gk

HA& Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1 CCO &,

FRFM

it =

166

1

2.

3

i

(@)

7

IRET LU LR E IR SIABR 1 17] OpenShift Container Platform ik /7,

. LLE A cluster-admin & & 515 &< El OpenShift Container Platform web 25,
S ZE Administration - Cluster Settings.

. T Cluster Settings TIEA, t# Configuration LM+,

. 7£ Configuration resource T, %£#¥ CloudCredential,

. 7£ CloudCredential & TTH, 143 YAML &7+,

. £ YAML s, 12# spec.credentialsMode F{H, LU F2RIEERIE, BENIRIREHFASEME
& EEWSIT

e " :CCOEMINERTIZIT. EXMEER, CCO LLmint 5 passthrough ERXi217, Bk
BURF &R HA R LAY E L,

e Mint : CCO 7& mint R Hi51T,
e Passthrough : CCO 7E passthrough #&=iZ 17,

e Manual : CCO UFiER21T,

BF

EME AWS, GCP 523 Microsoft Azure EEHYF ERLE, H
spec.credentialsMode * ". Mint 5 Manual, EX7HE—% %,

AWS 1 GCP &1 EAMIER T root secret BY mint 23,

FRFHERM AWS, GCP SHELE Microsoft Azure EEEF AT BESMEZE N MEH
AWS STS. GCP Workload Identity % Microsoft Entra Workload ID Y5 BEAER G
BNEESEIL, ETLLETKREEE Authentication N R KB EERHESER
T tESREE,

. UERERIA (") B9 AWS 3 GCP 5£8F : BEFE SRR ST mint i£2 passthrough B 217,
HHE T ERE root secret LRERR -

a. # AZE| Workloads - Secrets, B &N root secret,

A FRIRIS TiE TR %% E S All Projects,
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& Secret &5
AWS aws-creds
GCP gcp-credentials

b. EEEELHIEAFAMN CCOER, 1S Annotations THY 1 338, HE value FEE, B
BESBLTHE :

e Mint : CCO 7£ mint XX 1217,
e Passthrough : CCO & passthrough #&=iZ 17,
WMREHEEFER mint B, BHITLUBERERE RS ERE root secret BIIER Tia17,

8. R mint XA AWS =k GCP &£2% : EEER R G ERE root secret WIFE R TizlT, B
AZl| Workloads - Secrets F NIEH=H N A root secret,

é % p=3
: WRE WB ThHIZEN All Projects,

cak

& Secret &5
AWS aws-creds
GCP gcp-credentials

o MRMBIXLE—, EHEEFF A mint =X passthrough =, FHH root secret,
o MEEHEFIXL(E, MIERFL mint ERFEH CCO, FHMIF& root secret,

9. WFEAFHERM AWS, GCP sHLE Microsoft Azure 58 : BEIATEERHE S WHECE HMERE
AEOIEMNEEBEILL, BRI ESEEE Authentication X5 YAML {E,

a. FfinZE Administration —» Cluster Settings.

b. 1E Cluster Settings TTEH, %#% Configuration M+,
c. 7E Configuration resource T, i£#¥ Authentication,

d. 1 Authentication details TTE ™, % YAML £,

e. £ YAML b, (7 .spec.serviceAccountlssuer S HIE,

o GAESTMINEFEIM URL MERS CCO FARFHERMAHMEMEEREIF, SR
B N{FEH ccoctl SLHERRFMEREACEMEEREIL,

o ZH (") REEHAEFIIEXFMEA CCO, BREMEM ccoctl TRIHITERE.

19.1.2.2. {8/ CLI #i%E Cloud Credential Operator =,
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&I LUM#E A CLI#AE Cloud Credential Operator (CCO) E2 & & A fiE =X,

HAE Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1 CCO &,

FoRFMH

168

IRET LU R EE BB IR H1 AR 17 17] OpenShift Container Platform ik,

B&% OpenShift CLI(oc).

. LB A cluster-admin &A1 A B4 & K EIEEFH oc,

. BBE CCO RECE NEAMRR, HHAUTHS

$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

LUFHItHERTRE, B3 3FFmBE A LBAFAMAE

e " :CCOEMINERTZIT. EXMEER, CCO LLmint 5 passthrough #&ERXi217, Bk
BURF R A R LAY E L,

e Mint : CCO £ mint BX iz 1T,
e Passthrough : CCO 7E passthrough &2 1T,

e Manual : CCO UFHER 21T,

BF

EME AWS, GCP 5£F Microsoft Azure £E¥MIF EELE, H
spec.credentialsMode 5 "'. Mint 2 Manual, it —% 7,

AWS 1 GCP &1 EAMIER T root secret BY mint =23,

FHEFHERB AWS, GCP SHLE Microsoft Azure EEEF AT BESEZE N MEH
AWS STS. GCP Workload Identity % Microsoft Entra Workload ID FI5EEEAER G
BNEESEIL, EALLETKEEE Authentication N R KB EERHESER
T ESREE,

3. UEARIA (") B AWS =k GCP &8 : ZEIATESRRF RS L mint i£=2 passthrough 21T,

ZITLA TS

$ oc get secret <secret_name> \
-n kube-system \
-0 jsonpath \
--template '{ .metadata.annotations }'

H i <secret_name> Z AWS By aws-creds =% GCP B gcp-credentials,
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b 45 B 7REEEE root secret X Fh .metadata.annotations S M{E, FTRERBLUTHIHIE
e Mint : CCO 7& mint X Hi51T,
e Passthrough : CCO £ passthrough =217,
MREHEFER mint RN, BHRITLRESREFZSERE root secret IER Ti217,
4. UEMA mint B AWS = GCP &2 : EREERHRETEE root secret WIFER Tia1T, 1Hia

TUT e -

$ oc get secret <secret_name> \
-n=kube-system

H i <secret_name> Z AWS By aws-creds =X GCP B gcp-credentials.

INRTFTE root secret, XN THHIERIREIE X secret WER, HIRRTERFRRFE root
secret,

5. {UERFHERE AWS, GCP 52 /E Microsoft Azure 8 : B TS H I T WECE HMEEH
HOEMNEESEIL, HaTUTes :

$ oc get authentication cluster \

-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

Lt i % &R Authentication Xf &/ .spec.serviceAccountissuer S HI1E,

o S RMHNEKXEH URL MkIHFR R CCO FRFINEXMAMMNBIEIE,. EREHRE NE
F ccoctl SLAEFMEHACIEZMNEEREIE,

o ZTHIHRTERUFIEXMER CCO, EZREMEM ccoctl TRIHITERE.

19.1.3. BKA1TH

MNFZRZMERXHES (AWS. Azure #1 GCP) % CCO XARIERIZITH, BRIIBRERMEN
ik, UBECIIRLULE credentialsRequest CR FIEER,

HINBERT, CCORERIERBRLUME mint B (BELBREER) FERXLEIEHERFAGOE
BYUMEIE, MREBARBLUHRE mint B, SRAEZIEERE BLUHRE passthrough iR, INREHE
TRLUF R passthrough ==, Il CCO TR IEHELL I CredentialsRequest CR,

IRAERENFILEREZTIRFRRE, RERRNW XTAWS, RERFRENMERRRN, HiET
RDIPLRTRBINER, EEREIRZ A, HtHNVETETRRHERERRRNEGRESR,

MRERERINEEREIE, FE CCOWEHRIERTRE, CCO X4A{EMFH CredentialsRequest CR
WERMY, JARNETIUERBMIEELIEXLEIE,

ERRATREARHNAE, HHEILHRMARWIIR, MRERZETEPEMER, HEABREE, NTH

CredentialsRequest CR A, 153 CCO FiE R CR, 74, BHLUGEEREE HERATH
NMEXRFHRREB CCO ER,

19.1.4. Efh ¥R

® Cloud Credential Operator By Cluster Operators & T H
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19.2. 4bF MINT =8 CLOUD CREDENTIAL OPERATOR

Mint =X 2 X #FE M OpenShift Container Platform B2\ Cloud Credential Operator(CCO)EiFi&
K. Mint R FZ# Amazon Web Services (AWS) #1 Google Cloud Platform (GCP) &2%,

19.2.1. Mint BER F IS8

SFL mint X ER CCO MR, BEAYINEIEEIEE kube-system fp 22 (7] Fh, CCO {FH
admin ZilF sk IBEEEH A CredentialsRequest 1R, FH HEGARIRIEHECIER T,

A mint RAR, BIEHAGRBEMFNEENR, L mint RX BshiHT R IERFED AL TR
FREZHABEIESAER (AL .

BIAERT, mint RRXF R admin FIEF SRR kube-system e & Z2[AH, MR
- FETHANMNREER, BRI EREEREEMREIL

19.2.1.1. Mint BERX AR E K

BA mint X EH CCO I, EBRERHEBEILHRIZ1THRE OpenShift Container Platform =&
Ko WIRIBHAEIERBLUAE mint =, ] CCO &0 IAM B,

&1E Amazon Web Services (AWS)H A mint IR EREIE LT E R LU TAGR :
B 19.1. FRRH AWS KPR
e jam:CreateAccessKey
e jam:CreateUser
e jam:DeleteAccessKey
e jam:DeleteUser
e jam:DeleteUserPolicy
o jam:GetUser
o jam:GetUserPolicy
e jam:ListAccessKeys
e jam:PutUserPolicy
e jam:TagUser

e jam:SimulatePrincipalPolicy

f&1E Google Cloud Platform (GCP)H - mint R IR EIEXLEB LU TR -

%1 19.2. Fim=#9 GCP 1R

e resourcemanager.projects.get
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serviceusage.services.list
iam.serviceAccountKeys.create
iam.serviceAccountKeys.delete
iam.serviceAccountKeys.list
iam.serviceAccounts.create
iam.serviceAccounts.delete
iam.serviceAccounts.get
iam.roles.create

iam.roles.get

iam.roles.list
iam.roles.undelete

iam.roles.update

resourcemanager.projects.getlamPolicy

resourcemanager.projects.setlamPolicy

19.2.1.2. EH4EYUF root secret #&

19 E ERRMtNEEIE

BN EEERA kube-system &34 22 [ B —NMEIE root secret, ATFHRAMAZILERFAUEE
ITX Y secret, XA LAEIT mint FTEIEERA mint 20 5T, S{ER passthrough &z EH4EiE root

secret,

secret WIEXNE =R, tLAFE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1=,

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:

aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform(GCP)secret &3\

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
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name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

19.2.2. I =N B EIE

MRENEMHRERRESR T HNEELE, ES01F518EH Cloud Credential Operator (CCO) FARER
SN IR secret,

RESFIEMIRRIURT CCO BEMAEN., A NEA mint RANKEFRLEILE, BUFoHkR
A BR A IE O 2 R H 4.

SeREH
o MHEMIAZFHEATEMRMAMN CCOBRNFIRERETIEMNTEA LRE :
o W F mint R, F# Amazon Web Services (AWS)F1 Google Cloud Platform (GCP).
o MEEHNTHTFES=HMNMEEONEIE,
o MMEIEBRWHPIREEERHHEM CCO KX,

1. 7 web #Z=H]&H#) Administrator i H, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

Fa Secret Z#
AWS aws-creds
GCP gcp-credentials
]
H
3. =it 5 secret HRAMIT i Options 35, fA/F1EEE Edit Secret,

4. L3k Value FERMIAA, BAUEAXLEERRIEAEHRFILEZERS TR,
5. ERATHNEHET S M IIEE B EH Value FERIIX A, ARER Save,

6. BNRERH CCO BLENFERA mint =3, EMBERE 1 CredentialsRequest X & 5| HRENHH
secret,

a. LLEA cluster-admin B &HA - 51583k OpenShift Container Platform CLI,

b. KEXFRAE 5| ARAHH secret BAFRFIap & Z2[A] :
$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |

.spec.secretRef’

Hrh <provider_spec> BRI =N EBIN NAE
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o AWS: AWSProviderSpec

® GCP: GCPProviderSpec

AWS Kt B9ER 5 =51

{

"name": "ebs-cloud-credentials",
"namespace”: "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator"”

}
c. MIBREABIAMEG secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace> 9

ﬂ 8 7E secret BIE& TR,
Q IBEEEE secret ey RZE[H],

& AWS secret =l
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBLEESE FMBREIL. MPREIAEAEME secret T3 CCO MFA HfiflbR
WAEFUEF O FIL.

ik
BiFEITrRS e RN :
1. 7 web #Z=H]&#) Administrator i H, SfiEl Workloads — Secrets.

2. ik Value ZEXHIRN B EXZE,

19.2.3. Hfh ¥R
o MRS HER FIEIT

19.3. CLOUD CREDENTIAL OPERATOR %F PASSTHROUGH &=

Amazon Web Services (AWS). Microsoft Azure., Google Cloud Platform (GCP). Red Hat OpenStack
Platform (RHOSP)#1 VMware vSphere 2 #f passthrough #x,

1E passthrough # = H1, Cloud Credential Operator (CCO) HRMM T EIL L B4 TE R EIEMEM4,

EIEMWITMEBEHITREMNIIR, FAIUSRERPHEMENIRE, BFFEETUNBRHEILMNE,
CCO ARZFIAIE passthrough B O EI 4 A FRSEF Ik,
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p= =1
. FiER RME—#F Microsoft Azure Stack Hub B CCO &,

19.3.1. passthrough =R E >k

TEfEF CCO M passthrough R, ERFRERENEILHBIZ1T3RE OpenShift Container
Platform &K, MRBHEMEIEH CCO 51845 — 0] CredentialsRequest CR BYZH {4, NIiZZH
HrREZH AR AR AP R &151%,

19.3.1.1. Amazon Web Services (AWS) (BB

TRTE AWS ARIRHBY passthrough BRI E UL T E B R IEEIZ TR EZR OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR IR A i KR,

ZH FIFTER CredentialsRequest CR, i5Z i 7y AWS Fof (|2 KHIEIE,

19.3.1.2. Microsoft Azure fi{fE

IR7E Azure FRIRHBY passthrough EXRIE UL T E B R IEEIZ TR EZR OpenShift Container
Platform R AFTEEBIFFA credentialsRequest CR IR A i KR,

ZHFIFTEM CredentialsRequest CR, 12 i1 Azure Fri 0 KEAZIE,

19.3.1.3. Google Cloud Platform (GCP) #(BR

1R7E GCP AiRHB passthrough =X E UL E B R IEEIZ TR/ OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR I A i KR,

EHFIFTER CredentialsRequest CR, £ i 7y GCP Foh & KHIEIE,

19.3.1.4. Red Hat OpenStack Platform (RHOSP) #(BE

BE7E RHOSP %% OpenShift Container Platform £82%, CCO FZE%E member A GBI RIE
ik,

19.3.1.5. VMware vSphere (R

E7E VMware vSphere _£%& % OpenShift Container Platform &2, CCO FEZEHLLTF vSphere R
EF

3 19.2. Fiss M9 vSphere (BB

eS| HUBR

BHERFE HEIZE ]

B Create folder. Delete folder
vSphere #rit AR

g S ECPLE
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%19 = ER RtV

51 R

%R W Tt 5 B g U L
Bo B IR N7 i FRETNER

VApp FRETIER

AL 23 FRETIER

19.3.2. BRI root secret 1§ =,

BN EEEA kube-system an & 22 B R —NMEIE root secret, AFIHEMAKILIERHFUES
ITA B secret, X ATLLEIY mint FTEIEER mint 220 58, 3{E R passthrough &zt 8 #ZiE root

secret,
secret WIEXNE =R, LA TFE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1#&=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure secret =

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

1 Microsoft Azure F1, ZIiE secret i8R BIEN DA B S ERFEMZEN 1D WEME, BNERERERMH
£, ZERESTUEFREHE :

I $ cat .openshift_install_state.json | jq '."*installconfig.ClusterID".InfralD" -r
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it Bl
I mycluster-2mpcn

XMESFTE secret BIEHFEH, WMTAAR :

azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform(GCP)secret &3\

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

Red Hat OpenStack Platform (RHOSP) secret 1=

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

VMware vSphere secret &=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

19.3.3. passthrough &R EIE 4
#N:R CredentialsRequest CR BE&E LR AN MAML, ENHFENEFH passthrough R EIELUH R E

Ko AT EBRAIGI P HIMEUER, BEEANRIRE L THIKHH CredentialsRequest CR, E4E!
=N BT R CredentialsRequest CR, &5 1H 5 AWS, Azure 3 GCP Fz/i# KA,

19.3.3.1. 4 =tV R KL

MRENEMHREREFR T HENEEIE, EJIF5EH Cloud Credential Operator (CCO) AXER
SHNEEEILR secret,
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19 E ERRMtNEEIE

RESFIEMTRRIURT CCO BEMAEN., HHERA mint RANKEHRLEILE, BUFoHkR
FA A BR A IE O 2 R H 4.

FRFH
o THENSAEXFERTEMAN CCOBRAFIREITEIENTLS LRE :

o XJF passthrough =, ¥ Amazon Web Services (AWS). Microsoft Azure, Google
Cloud Platform (GCP). Red Hat OpenStack Platform (RHOSP)#1 VMware vSphere,

o HMEEARTHATSTHNEEONGZIL
o HEILABRWHIITIREEER &R CCOER,

1. 7 web #Z=5]&#) Administrator i ®, SfnEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

o Secret ¥
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
VMware vSphere vsphere-creds
:
3. mifi5 secret HREIKIT Y Options 35, fA/F1EEE Edit Secret,

4. L3k Value FERMIAA, BRI UEAXEERRIEAEHRFILEZERES TR,
5. AW S IIEE B EH Value FERIIX A, ARER Save,

6. WMRIEE % B 5 vSphere CSI Driver Operator B vSphere SEBEE# UL, R o Il #EH
Kubernetes ¥ 23 & BB 25 LN FA BB #THISEILL,

==
INRE T vSphere CSI Driver Operator, NAEEX—%,

Z N B vSphere EiF, ELLEH cluster-admin A& A 515 & %% OpenShift
Container Platform CLI, FZ{7 % :

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge
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W HEH T, Kubernetes Controller Manager Operator BIR A& & Progressing=true,
EEERS, HETUTHS -

I $ oc get co kube-controller-manager
Sk
BiFETrRSE BN :
1. 7£ web %A B Administrator 1A H, FM#iZEl Workloads — Secrets,

2. iF Value ZEXHIRN B EXEE,

Hth BHR

® vSphere CSI Driver Operator

19.3.4. ERE SRV IR

FEfE M passthrough B, FMAHHARRDFRMAAEEMAGER. WREELRBEFEDIN
IR, NIFrEHGHE CITRERFIENIZAR,

ZEfE, BRLUFEIERABRE D R ITREFFTERINR, XHEMEIEE AR OpenShift Container
Platform iR AR A 17551 #9 CredentialsRequest CR & X,

EHF AWS. Azure 5 GCP 8 CredentialsRequest CR, F T f#2NfAIE CCO FRAMIR, 155
%8 AWS. Azure 8% GCP F 5/ KA,

19.3.5. Hth ¥R
o 7y AWS Ffl|i2KHIFIE
o /7 Azure FHhOIEKEREIL

® Jy GCP FrhfilZ KHARIE

19.4. AT EKRAFIERNF RN

Amazon Web Services (AWS). £/ Microsoft Azure. Microsoft Azure Stack Hub, Google Cloud
Platform (GCP). IBM Cloud® #1 Nutanix XFFihtE=,

19.4.1. AP EENEIE

EFERP, APEEREILMAR Cloud Credential Operator (CCO) . EALLER, EAIHS
TR THEGD AT IZTHEREN OpenShift Container Platform iR A #] CredentialsRequest CR, 7EE/Z

RN R OEN NEEIE, FIEEMIMR & ZE(A PO Kubernetes Secret, LU RS =t NV EaRIRR
& CredentialsRequest CR, BLEFHFEH CCO LAERF (ccoctl) FEREZLFNFE #H it 72 R # LT 2,

RFIEAS KBTI -EGRTILENERAGRBEERENIIR, MEFEEHPEFHEE LM
Tk, ZMELFEEEE AWS A IAM IGRFERS. BR, BRAVBBIFINRIREH LZTH
&,

BRBoHNAEERE NERFIIRANIFE, HESEENTHNERFEIEEELI
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19 E ERRMtNEEIE

ERAFIHIEXH AWS, £/F Azure I GCP KR BERIRECE X T REIBA M EREEE
iE. MBESER, FHEHATAHGNEREZIENFIER,

19.4.2. H FIR
o AWS FEh I KHIEIE
o Jy Azure FHIAEKHREIE
o Jy GCP FHhBIE KHIEIE
e 7 IBM Cloud® E2i& IAM
e Jy Nutanix BZi& 1AM
o HHMHREHAEIEMFIIER
o AEFERAFINYEINEILERERH

19.5. W AHHHIEEI R UL FohiE R

EREFIEP, EALUT Cloud Credential Operator (CCO)EE B WA FshiERZ1T, FEH CCO LAR
F= (ccoctl) 1E OpenShift Container Platform SE2£ 4 | 2 A BB MIL A L e R 2 &k,

Amazon Web Services (AWS). Google Cloud Platform (GCP)#1£ & Microsoft Azure X

R I RES, WAITEREEHBY OpenShift Container Platform £& Bl B RIE., BILiE
BHREFEATREILRIRNINASRE, LUEALIhEE,

TR IR BRI B 5T R E A R R AIE,
* 19.3. M N EATE

=N Provider nomenclature

Amazon Web Services (AWS) AWS Z2G5hERSS (STS)
Google Cloud Platform (GCP) GCP Workload Identity
Global Microsoft Azure Microsoft Entra Workload ID

19.5.1. AWS £ 2 & hEARSS

Ei A STSWFESERX D, & OpenShift Container Platform R HMA4ER AWS RESHEIRSS (STS)
ofIREEE. ARMRREEIENAL IAM A€, XLEIFSFE T A HE AWS AP EHRKE MG
8 1AM A & XEX,

Hih 5w
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o J§AWS KB ECE N EAEHFIE

19.5.1.1. AWS 2 S EIRS BRI T2

AWS £ ShERS5(STS)#1 AssumeRole API E/ERF pod 103 IAM A BIREE E LB B HH,
OpenShift Container Platform 2288 & — 1 Kubernetes BR$5 Tk M E & IRSS . MRS ERFLET MRS IK
F* JSON Web & (JWT) %54, RERS KT SHEH pod @it pod MA&TER—. 2 pod AIEHDE
TR, TR MIRSIK P ERRSPRREAMIRSKS, FEEEEE pod.
6 STS HEEEHIE H Kubernetes EZ& secret F 8 E—1 IAM &€ ID, TEMEHMBREL IAM B DB
51, AIEMELHNEZERMIRSIKSSES AWS hEBE—, BRI AWS STS H T 7 H R
FI5E IAM A @i B,
AWS STS [Uh @ ETH B LA T SRAFRIBR 551k 7 45 RERTE K IR F 1 R B85 -

o SHEEZ N6 A R A 5 AR 55k P & FRAN€p 44 22 [A] IT R,

o SEMSNHTRNEHAE A,

SRHERAMRSIK SR BAN AN FMEIE AWS S3 F i, AWS STS BRI IERRSSIK - ShE%E 4
BEE S3 FHEHPEMENATH—B

19.5.1.1.1. AWS STS SR % UER

TEERT @A AWS STS B} AWS #1 OpenShift Container Platform S8 % [F] B9 &2 55 E .
o F4EE#E B OpenShift Container Platform 528 Ef# Kubernetes AR %51 % & AR 55
® pod R Kubernetes fRF1IK 2% & HIBR S5 P 4 h,

1 19.2. AWS 2GRS B3 TFIER

Amazon Web Services

~ S3 bucket
> with OIDC configuration

<4— Trust tokens signed — IAM Identity Provider

Public key

AWS services

IAM Role for pod

.4
Kubernetes '
service account -
1 ]
B
0o
v

OpenShift

A
v

Pod

Private key i L
R e e L e P P e » AWS config file
1

v

Kubernetes
service account

Token signing

v
v
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19 E ERRMtNEEIE

8 F3E L BB AWS IAM OpenID Connect (OIDC) SHMEHIZRELUR AWS IAM £ B 5% K
FIRIFTHIEIE, AWS IAM EEBIARSSIK SR E OpenShift Container Platform %54, FA#%53% pod
AT EHEIE,

19.5.1.1.2. AWS STS B4 K RIE

pod A ARG MK~ HREFE— EREY (AT B, W FEF AWS STS BOSRES, iXHfEIER Y 3600 #,
Ey{;_lj\ﬁj—o

PBT pod BT m_EM kubelet, LAFBRRIFT S, UShEBTIXMER 80% K, kubelet 2 E ek S
k&,

19.5.1.1.3. AWS STS 1§ OpenlID Connect =k

IEAI LAIE— DN A HM G W S3 FEFREFEELN OIDC BB BANNEAE D,

OIDC spec EE#HH HTTPS, AWS REFEE— P HIEE, LLISON Web BiHE (JWKS) NI
NFF OIDC XHY, XA AWS IRSSEIER Kubernetes M ESR, HBEEHREFEIEP,

Itt, S3 FHEMRIETEEZEE— NN HTTPS i m A FAE I s

ZHMH AWS STS, AWS STS BRFSHIRH AWS Fimdbeels 52+ S3 FiEEsFAE S3 FEME A H
CloudFront i RIB(E., BAILUEFERET2F 40 CredentialsRequest X AT EF M EAEFRE -

o ZINBERT, CCO AR (ccoctl) ¥ OIDC BBB X E1E/ N S3 =g, FEMR S3
URL ¥E /A%t OIDC s,

o 54, 1EEILU ccoctl SEAEFIT OIDC BBEFETE IAM B iRHtREF & — 1M A%
CloudFront & 4ThR URL 1i[FIR9% F S3 &M,

19.5.1.2. AWS Hf secret #&=,

HFHERXE AWS 22 ThERSS (STS)—REASBESIRMHL &1 OpenShift Container Platform #H44
B AWS EIEMN S, LU secret 183 -

HAKHAEIER AWS secret 1=

apiVersion: vi
kind: Secret
metadata:
namespace: <target namespace> ﬂ
name: <target_secret_name>
data:
aws_access_key_id: <base64_encoded_access_key_id>
aws_secret_access_key: <base64_encoded_secret_access_key>

ﬂ HiER R ZEH],
9 ‘Hi% secret BI& TR,

{1 AWS STS BJ AWS secret &=

apiVersion: vi
kind: Secret
metadata:
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namespace: <target namespace> ﬂ
name: <target_secret_name>
stringData:

credentials: |-
[default]
sts_regional_endpoints = regional
role_name: <operator_role_name>
web_identity_token_file: <path_to_token> ﬂ

HER R ZE A,
‘Hi% secret B9& TR,
HER IAM A&,

pod FARSSIK ' S HEBIER R, BE X2 OpenShift Container Platform ZH{4#]
/var/run/secrets/openshift/serviceaccount/token,

- -

19.5.1.3. AWS A secret PR E K

OpenShift Container Platform H4RZ LU TR @ iIXLEEM TFENHHAH CredentialsRequest B 7E L
BHR (CR) i,

x
XENRERTFARETIR, BRIERRE, SNIXENRFZREITRFM

cak

A BE L BR &35 i s BOALBR

Cluster CAPI Operator openshift-cluster-api-aws EC2
e ec2:CreateTags

o ec2:DescribeAvailabi
lityZones

e ec2:DescribeDhcpOp
tions

e ec2:Describelmages

e ec2:Describelnstanc
es

e ec2:Describelnternet
Gateways

e ec2:DescribeSecurity
Groups

e ec2:DescribeSubnets
e ec2:DescribeVpcs

o ec2:DescribeNetwork
Interfaces
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ec2:ModifyNetworkin
terfaceAttribute

ec2:Runinstances

ec2:Terminatelnstan
ces

Elastic load balancing

elasticloadbalancing:
DescribeLoadBalanc
ers

elasticloadbalancing:
DescribeTargetGrou

ps

elasticloadbalancing:
DescribeTargetHealt
h

elasticloadbalancing:
RegisterlnstancesWit
hLoadBalancer

elasticloadbalancing:
RegisterTargets

elasticloadbalancing:
DeregisterTargets

Identity and Access
Management (IAM)

iam:PassRole

iam:CreateServicelLin
kedRole

BHEEIRSS (KMS)

kms:Decrypt
kms:Encrypt

kms:GenerateDataKe
y

kms:GenerateDataKe
yWithoutPlainText

kms:DescribeKey
kms:RevokeGrant!"
kms:CreateGrant!"

kms:ListGrants [!]
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e ec2:CreateTags

o ec2:DescribeAvailabi
lityZones

e ec2:DescribeDhcpOp
tions

e ec2:Describelmages

e ec2:Describelnstanc
es

e ec2:Describelnstanc
eTypes

e ec2:Describelnternet
Gateways

e ec2:DescribeSecurity
Groups

e ec2:DescribeRegions
e ec2:DescribeSubnets
e ec2:DescribeVpcs
e ec2:Runinstances

e ec2:Terminatelnstan
ces

Elastic load balancing

e elasticloadbalancing:
DescribeLoadBalanc
ers

e eclasticloadbalancing:
DescribeTargetGrou

ps
e elasticloadbalancing:

DescribeTargetHealt
h

e elasticloadbalancing:
RegisterlnstancesWit
hLoadBalancer

e elasticloadbalancing:
RegisterTargets

e elasticloadbalancing:
DeregisterTargets

Identity and Access
Management (IAM)

e iam:PassRole
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BHEEIRSS (KMS)

kms:Decrypt
kms:Encrypt

kms:GenerateDataKe
y

kms:GenerateDataKe
yWithoutPlainText

kms:DescribeKey
kms:RevokeGrant!"
kms:CreateGrant!"

kms:ListGrants [!]

Cloud Credential Operator cloud-credential-operator- Identity and Access
iam-ro Management (IAM)

iam:GetUser
iam:GetUserPolicy

iam:ListAccessKeys
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A

Cluster Image Registry Operator

186

B B

openshift-image-registry

R 55 PR B9 BR

S3

s3:CreateBucket
s3:DeleteBucket

s3:PutBucketTaggin
g

s3:GetBucketTaggin
g

s3:PutBucketPublicA
ccessBlock

s3:GetBucketPublicA
ccessBlock

s3:PutEncryptionCon
figuration

s3:GetEncryptionCo
nfiguration

s3:PutLifecycleConfi
guration

s3:GetLifecycleConfi
guration

s3:GetBucketLocatio
n

s3:ListBucket
s3:GetObject
s3:PutObject
s3:DeleteObject

s3:ListBucketMultipa
rtUploads

s3:AbortMultipartUpl
oad

s3:ListMultipartUploa
dParts



H

Ingress Operator

Cluster Network Operator

BE L BR

openshift-ingress

%19 = ER RtV

&35 i e BOALBR

Elastic load balancing

e elasticloadbalancing:
DescribeLoadBalanc
ers

Route 53

R

e route53:ListHostedZ
ones

e route53:ListTagsFor
Resources

e route53:ChangeReso
urceRecordSets

e tag:GetResources

T2 LIRSS (STS)

openshift-cloud-network- EC2
config-controller-aws

e sts:AssumeRole

e ec2:Describelnstanc
es

e ec2:Describelnstanc
eStatus

e ec2:Describelnstanc
eTypes

e ec2:UnassignPrivatel
pAddresses

e ec2:AssignPrivatelp
Addresses

e ec2:Unassignlpv6Ad
dresses

e ec2:Assignlpv6Addre
sses

o ec2:DescribeSubnets

o ec2:DescribeNetwork
Interfaces
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H

AWS Elastic Block Store CSI
Driver Operator

188

BE L BR

aws-ebs-csi-driver-operator

&35 i e BOALBR

EC2

ec2:AttachVolume
ec2:CreateSnapshot
ec2:CreateTags
ec2:CreateVolume
ec2:DeleteSnapshot
ec2:DeleteTags
ec2:DeleteVolume

ec2:Describelnstanc
es

ec2:DescribeSnapsh
ots

ec2:DescribeTags

ec2:DescribeVolume
s

ec2:DescribeVolume
sModifications

ec2:DetachVolume
ec2:ModifyVolume

ec2:DescribeAvailabi
lityZones

ec2:EnableFastSnap
shotRestores

BHEEIRSS (KMS)

kms:ReEncrypt*
kms:Decrypt
kms:Encrypt

kms:GenerateDataKe
y

kms:GenerateDataKe
yWithoutPlainText

kms:DescribeKey
kms:RevokeGrant!"
kms:CreateGrant!"

kms:ListGrants [!]
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R 55 PR B9 BR

19.5.1.4. OLM &M Operator XA AWS STS #H1TH B K UE
BRT OpenShift Container Platform S84 {444, AWS &2&f LB Operator Lifecycle Manager (OLM) &
B —LE Operator B A LUFEANHE STS WFNER, XL Operator {FAEEEN S IEMGRIPRIGER

EUEHHITRHRIE, BIAE Operator X#F AWS STS 1T BD30IE, 1ES W OperatorHub FIEY
Operator ik,

Hith BHR

o fHF AWS STS B OLM EIEH Operator £F CCO MT{EHR

19.5.2. GCP Workload Identity

1E£ GCP Workload Identity B9FEh#ERX #, JHIIHY OpenShift Container Platform SEE4H4ER GCP T
EM B SR RERERRATHMERE. BRAFRMEIEEN GCP RS,

HiBR
o % GCP K& E NEAEHFIL

19.5.2.1. GCP Workload Identity $iFid 2

{FFAEMEER OpenlD Connect (OIDC) B 1R HIRF LR IAM AR S5k 7 3 B o KETFRIFT I E
iF, GCP EEMIIRSS K 42 H OpenShift Container Platform %4, H A& 54% pod FHAT ML
ik, BREKE—/NERIF.

THIEXRTIEEER GCP Workload Identity i GCP #1 OpenShift Container Platform &2 2 [A]#) & 1955
WEF.
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19.3. GCP Workload Identity B35 E 7

Google Could Platform Workload identity pool

Cloud storage bucket ; Workload

.

L with OIDC configuration 4— Trust tokens signed identity provider

GCP service account I Policy binding
«
Public key ¢
Google Cloud resources Security token service
A i
I [
: :
Kubernetes GCP Kubernetes Access
service account service account service account token
] 1
1 1
; :
; v
nShif
OpenShift Pod
Private key GCP credentials config
» Token signing e Kubernetes

service account

19.5.2.2. GCP 4 secret &R
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"type": "service_account",

"project_id": "<project_id>",

"private_key_id": "<private_key_id>",

"private_key": "<private_key>",

"client_email": "<client_email _address>",

"client_id": "<client_id>",

"auth_uri": "https://accounts.google.com/o/oauth2/auth”,

"token_uri": "https://oauth2.googleapis.com/token",

"auth_provider_x509_cert_url": "https://www.googleapis.com/oauth2/v1/certs",

"client_x509 cert_url":
"https://www.googleapis.com/robot/vi/metadata/x509/<client_email_address>"

}
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{

"type": "external_account”,
"audience": "//iam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
pool/providers/test-provider”,
"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",
"token_url": "https://sts.googleapis.com/v1/token”,
"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<client_email_address>:generateAccessToken",
"credential_source": {
"file": "<path_to_token>", ﬂ
"format": {
"type": "text"

}
}
}
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HAKHAEIER Azure secret =

apiVersion: vi

kind: Secret

metadata:
namespace: <target namespace> ﬂ
name: <target_secret_name>

data:
azure client_id: <client_id> 6
azure_client_secret: <client_secret> ﬂ
azure_region: <region>
azure_resource_prefix: <resource_group_prefix> 9
azure_resourcegroup: <resource_group_prefix>-rg
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azure_subscription_id: <subscription_id>
azure_tenant_id: <tenant_id>
type: Opaque
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‘A secret BIA TR,
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apiVersion: vi

kind: Secret

metadata:
namespace: <target namespace> ﬂ
name: <target_secret_name>

data:
azure client_id: <client_id> 6
azure_federated_token_file: <path_to_token_file> ﬂ
azure_region: <region>
azure_subscription_id: <subscription_id>
azure_tenant_id: <tenant_id>

type: Opaque
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