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B1E FHMIRE

1.1. CONTROL PLANE #1211k S #1F

ENEREIER, BOREREEE—ERITEARF1E OpenShift Container Platform 5£2%, HEURERSE
B, ERERN—LCRARBEENEIHHUTHIN NG LR K TIRK A, 7 OpenShift Container
Platform B, ERILUCGERBIITRZ XN, UEEUEREMESEE,

IRTTIE R T EBERT 7510 etcd 2B ; eted & OpenShift Container Platform BIBE(EZE, ©SRIREAR
TR RIVIRE, eted FRERMERE PIEE XA B, 7£ OpenShift Container Platform &, &if
AT LAB H AR EEH) etcd FX A o

LIEFLERHERCOTN, BB,

SRNIEPAERERRE—FE T, BAUXHER, HEIEBDERNZEMERE
B, BAKEBNRIHEIMN control plane IEH, BEMEBEMAIEHEZITR(CSR),

IR RERIBE OpenShift Container Platform JFo;A IR T TF89—LeIER, a0 :

o BME—NEERBLEEE TFNER, REANEMR (0077 StbEsk ML EEn) TEEE
T1E,

o MEHRMMIR T EBHPMELIHAR,
o RELKT K%ZH control plane E#Hl, MMEH eted HEEK,
Wi HARER eted HRER, 1R AT LUBT SRR E B 2 RIS RMIOERIRE

Hi 5w
o ERAHERLEME hook HHATHERY"

1.2. NERRFHED MR ERE

ERERERR, ALUER OpenShift APl HTEHIRRIT(OADP) R #12 #1Pk E1E OpenShift Container
Platform LizfTHIN TR

RYE T E Velero CLI TEARIR, RIBGEZEFNEREMDMIKE Kubernetes HIRFAEREi K. OADP
EFIRERSK Restic KA MPFIRERFAES(PV), FIFIEEE OADP kL,
1.2.1. OADP &3k
OADP BLLTFEK :
o EILLESR cluster-admin B &HAF BHE%,
o BUNBERTHEEEMINREM, HWMUTEHEREE—
o OpenShift Data Foundation

o  Amazon Web Services


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#machine-lifecycle-hook-deletion-etcd_deleting-machine
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o Microsoft Azure
o Google Cloud Platform
o S3FEANREM

o |IBM Cloud® Object Storage S3

INEREIE OCP 4N R FBIRRARFEA CSI &2, 15R% OADP 1.1x,

OADP 1.0x A% # OCP 411 RE=EIRA LK CSI 17, OADP 1.0. x B¥E Velero1.7.x, 3
FE API 4 snapshot.storage.k8s.io/vibetal, iX1E OCP 4.11 KBS RAHRREIE.,

B

S3 kR CIoudStorageAPI,\E MRARTRBIThEE. FATIREE x?Iﬁlaf‘nnHE +F
Tl (SLA) ¥, HINBEWRHAFTE. AT HEEEIMEREREN], XERK
ARINEINE _Jl«/lﬁﬁﬂ)jhiﬂﬁi%ﬁﬁ’]ﬂmb, HENSEF LM BRIRHRBE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

o EFfAREBEMPY, ,D\M\?ﬁﬁﬁﬁﬁi'&ﬂ” API 9= 6#, & Z#F Container Storage
Interface(CSI)IRER, #ILATHEN

o  Amazon Web Services
o Microsoft Azure
o Google Cloud Platform

o ¥F CSIREBMIT=TFE, W0 Ceph RBD 5 Ceph FS

A=
NRERBFEARREHD PV, SJLUER Restic, 1XH OADP Operator &%,

1.2.2. &M MIRE N ARERF

f&e L 82— Backup BE X 5TR (CR) &M NARR. HSM 02 EH CR, EAILIEEMUT
AP

o BIEHD hook, MEEFMPBMEZAINZ FIBITH

o MEEMHD

o ERXMHRGIHDN N ARFHITE : Kopia 3 Restic

o RE[LLET O — Restore (CR) RSN AR &R, 1ESH 0 Restore CR,

o RAILABLE restore hook, LUMETE init BRI ARRFRBRFIZITRD,


https://access.redhat.com/support/offerings/techpreview/
https://restic.net/

B2 E REHKAKR
B2 E LR KR
AR T R KRBT, T4 A T PRAANRE, BT BB X %R,

2.1 oo RZM
o TERAEBFIIT eted E15.

BE
PATLLRAZRISS BT eted &40, MEEERKFBEEMAEN AT URE S
¥,

pgn, UTRETRERESBERNEEFRIN
o KM IEHE etcd EUIE ARG
o REEMFRERIEM T RLFE

o [LRERE N

MREBRTERE, ERBUTSRKE B LRI REHR T,

2.2. R EEEE
ERI R AR XL, LEREERER,

pa -3

BHUAREAEN—FRXMNER, FHEZCTUERER. ZEAHRE—FF, &
BFEPRITH,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o T eted &1,

it =
1 INREEKEFRAIER, HREIEPTHNBE, HoTUTes :

$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'

FH Pl
I 2022-08-05T14:37:50Zuser@user:~ $ 0

ﬂ NBREHALUERER, BTN ERENBRNCAIEEEH, S8EFELN, TEHE
BF IR IBANIE R BIEK (CSR) RIRE kubelet IEH,
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2. PEBRPMAAET RINMCHATHE, B UMBENER web #HIB 21T BRI
#B1F

$ for node in $(oc get nodes -o jsonpath="{.items[*].metadata.name}'); do echo ${node} ; oc
adm cordon ${node} ; done

A

ci-In-mgdnf4b-72292-n547t-master-0
node/ci-In-mgdnf4b-72292-n547t-master-0 cordoned
ci-In-mgdnf4b-72292-n547t-master-1
node/ci-In-mgdnf4b-72292-n547t-master-1 cordoned
ci-In-mgdnf4b-72292-n547t-master-2
node/ci-In-mgdnf4b-72292-n547t-master-2 cordoned
ci-In-mgdnf4b-72292-n547t-worker-a-s7ntl
node/ci-In-mgdnf4b-72292-n547t-worker-a-s7ntl cordoned
ci-In-mgdnf4b-72292-n547t-worker-b-cmc9k
node/ci-In-mgdnf4b-72292-n547t-worker-b-cmc9k cordoned
ci-In-mgdnf4b-72292-n547t-worker-c-vemtn
node/ci-In-mgdnf4b-72292-n547t-worker-c-vemtn cordoned

3. ERAMUTHERE pod :

$ for node in $(oc get nodes -l node-role.kubernetes.io/worker -o
jsonpath='{.items[*].metadata.name}'); do echo ${node} ; oc adm drain ${node} --delete-
emptydir-data --ignore-daemonsets=true --timeout=15s --force ; done

4. RMEBHHPHIFAET R, BRI UMMV ER web EHEIA T FEIIRTRLLIEF

$ for node in $(oc get nodes -0 jsonpath="{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done

it Nl

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.
Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.

ERLUTAEXHT RALL pod ZE%1E, M EHE AR AT e,

Iy =c
=

PR AR EF VA EE K IR IA] -

' $ for node in $(oc get nodes -0 jsonpath='{.items[*].metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done



B 2E REMXHKRF

FEXMAET, NEEHEZE OpenShift Container Platform i BIFRAE pod B9
control plane T, SHEEOAMNTAREIERERSRE, TEEREB2HNIENR
o, MRENBEE X TIENEMNERREBEXARIHEZE control plane 118, &
EEFER control plane T mMC N AIAE, REEHFTAILEHFEE T,

Lo~

5. XM BRENERKII, MAEREFED LDAP RS2, EHTRIERNES B EMEI X
=B

B

MREECHNEFES ERE TR, BAEXM. EEIMPRXEKNTHIR, 0
RIEMBRIEEHEMHNAI T ETIR, OpenShift Container Platform B 88 J5E M I 1k
EQ

2.3. Hth B5R
o EHERER
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BIEEBERER
AR T RS R E E R,
REEEHEEBNAATLES T, ETERENBMCRERTHEIARE, A -
o XA etcd HIBHAA
o DRSS AL T R
o BHIEEAY

MREBRTERE, ERBUTSRKE B URTHREHR T,

3.1 EREHE
o DXL XMERE,

3.2. B KR
B L EEBRETEXTRERE.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o LR RIXERERFER,

Pt =
. BB, WAERTERESK LDAP ARSS 25

2. FAIFRERELE.
FERESENRIMERN A XSG, FIIIMHNER Web #H& E 51185,

F/HARNI10 28, ARBRERE control plane 17 RAPKE,
3. WIEFRA control plane 7 &R S #ELE .
I $ oc get nodes - node-role.kubernetes.io/master

INRREH Ready, WMLATFHIE AR, N control plane T REFL :

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.29.4
ip-10-0-170-223.ec2.internal Ready master 75m v1.29.4
ip-10-0-211-16.ec2.internal Ready master 75m v1.29.4

4. AR control plane T R ZAMLE, FEESAFHAEIERZEZIEK (CSR).

a. FREXHHEI CSR AU -

I $ oc get csr



b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR BI& R,

c. HEBIMEMRHICSR :
I $ oc adm certificate approve <csr_name>
5. 7E control plane T RELZE G, FLUEFRE worker T REB B,
I $ oc get nodes -l node-role.kubernetes.io/worker
RSN Ready, fATFIR, NIHKER worker TR BFLEE ¢

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.29.4
ip-10-0-182-134.ec2.internal Ready worker 64m v1.29.4
ip-10-0-250-100.ec2.internal Ready worker 64m v1.29.4

6. IR worker T AR, HRERTAFIENIERZERAIER(CSR),
a. KEXHAE] CSR AU -

I $ oc get csr
b. EF—1 CSRMIFHERUEIIHERAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

c. #EFPEMHICSR:

I $ oc adm certificate approve <csr_name>

7. BRIERHESEIERE.

a. MEZLBEBRNHERE Operator,
I $ oc get clusteroperators

i€ %8 DEGRADED 54 True B9%Ef Operator,

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 4.16.0 True False False  59m
cloud-credential 4.16.0 True False False  85m
cluster-autoscaler 4.16.0 True False False  73m
config-operator 4.16.0 True False False 73m
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console 4.16.0 True False False 62m
csi-snapshot-controller 4.16.0 True False False 66m
dns 4.16.0 True False False  76m

etcd 4.16.0 True False False  76m

b. KMEMA T REELT Ready K :
I $ oc get nodes
KRERE T AR ESZ2E H Ready,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.29.4
ip-10-0-170-223.ec2.internal Ready master 82m v1.29.4
ip-10-0-179-95.ec2.internal Ready worker 70m v1.29.4
ip-10-0-182-134.ec2.internal Ready worker 70m v1.29.4
ip-10-0-211-16.ec2.internal Ready master 82m v1.29.4
ip-10-0-250-100.ec2.internal Ready worker 69m v1.29.4

MRKBHITEREWTD), EIRFEMEA eted F2KRIKERE

8. 1f control plane #1 worker 11 R, MEBPNME T RINCHEAE, Z1TUTHS:

for node in $(oc get nodes -o jsonpath='{.items[*].metadata.name}'); do echo ${node} ; oc
adm uncordon ${node} ; done

HiBR
o MREMEERITENRE, HSHIRE S LATHIERRT,

10
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5 4 &= OADP N HEEF & MkE

4.1. OPENSHIFT APl FOR DATA PROTECTION f& 1t

OpenShift API for Data Protection (OADP) 7 g {®#" OpenShift Container Platform _EBZ /7 1 T2
F. SRHESEMIHERERIF, ®E OpenShift Container Platform N RTERF. N ARFHERERT
R, FAMBHANEGR. OADP LRell & B2 L ARFMEIN (VM),

B2, OADP FA&FY etcd 3k OpenShift Operator BT MR E fR R H XK,

4.1.1. OpenShift API for Data Protection API

OpenShift API for Data Protection (OADP) 124t T API, BRFZMAEEE L&D, FHHELEERD
BT HHIFTR,

OADP LU API :
® Backup

o K&

® BackupStoragelLocation

® \olumeSnapshotLocation

Hn¥rR
o 1P etcd

4.2. OADP X 173¥1C

4.2.1. OADP 1.3 £173¥iC

OpenShift API for Data Protection (OADP) B4 1T3E1C4A T $HIThEEFNI8 51 ThEE. EFAMITIEE. 7~
B, BENA AR R (],

4.2.1.1. OADP 1.3.2 X133¥iC

OpenShift API for Data Protection (OADP) 1.3.2 Z T30 7K 7 B A& R/ A A1 B 5017,

4.2.1.1.1. BRI A E

MRHEHTHERNBEE X secret 747 BSL, ] DPA &

INRFAMME E L secret FITF Backup Storage Location (BSL), {BERDERIA secret, NI DPA Tkt
W, fRIERE LB EMNEIA cloud-credentials, HEHUIET BE U secret, ALFERAEHK
BHESHE,

OADP-3193

1


https://issues.redhat.com/browse/OADP-3193
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CVE-2023-45290: oadp-velero-container: Golang net/http: Memory exhaustion in
Request.ParseMultipartForm

net/http Golang TWEFESHSH LI T — M RERA, XXFNTEIZ AT OADP IRA, TELARIMIARAH,

L ERHT multipart X528, TTLLERRAE A Request.ParseMultipartForm, ={fF Request.FormValue,

Request.PostFormValue, 3% Request.FormFile /7A[E NN, BTREMNEK/NREIAERFELS
—RPTIPHENANGT, XAREKATFEERXITNMARE2IEELNT, MISROEAERE, X
AREKSBANEFERER, XTRERAETE OADP 1.3.2 HfiFR,

MNETHREZIFMER, 1HSMH CVE-2023-45290,

CVE-2023-45289: oadp-velero-container: Golang net/http/cookiejar: Incorrect forwarding of
sensitive headers and cookies on HTTP redirect

net/http/cookiejar Golang THEESHSHF LI T — M RERAE, XRXFNEIZ AT OADP hRA, %
HTTP EEMEIA R FIE RN SR 2 TR, http.Client A& 4 8RRk, #0
Authorization 5 Cookie, ‘EZEFEDXITH HTTP EEA T RS SBEBILBENE LK, XNRER
SEETE OADP 1.3.2 iR,

MT/TRESIFAES, HSM CVE-2023-45289,
CVE-2024-24783: oadp-velero-container: Golang crypto/x509: Verify panics on certificates

with an unknown public key algorithm

£ crypto/x509 Golang tREFEREEH LM T — PN RERE, XFIEZ M OADP kA, Kifas
HARNAAERNIERMIE PSS Certificate.Verify panic, X&EH{F Config.ClientAuth X &
“Jy VerifyClientCertlfGiven =% RequireAndVerifyClientCert 975 crypto/tls &/ imFlIR S5 %8, BAIAIT
H TLS RS BRTEWIUER FimiE P, XNRE/RESIE OADP 1.3.2 RfER,

METREZIFMER, 1ESH CVE-2024-24783,

CVE-2024-24784: oadp-velero-plugin-container: Golang net/mail: Comments in display
names are incorrectly handled

net/mail Golang /WEFEHHEHRLIMT — 1N RERE, XFMMEZE OADP ki

A, ParseAddressList R IETRE, XA (FBESHMXAER) D REH, AT X5t f#TE
FAlkE, HitTeEsSBERTEETSENERTFTRARENEEREK, INMNEREREETIE OADP1.3.2
FRARR,

METMELZIFMER, ES CVE-2024-24784,

CVE-2024-24785: oadp-velero-container: Golang: html/template: errors returned from
MarshalJSON methods may break template escaping

£ html/template Golang T EZER G H LI T —NLERE, XKFMEIZAET OADP A, NRFKH
MarshalJSON 75;5:RE| MR S S A EHErEdE, Nel e BEBIF HTML/template 2421
LB AT H, LEREREFEAATEIAZR, XNELLREEIE OADP 1.3.2 AR,
METMELZIFMER, ES CVE-2024-24785,

BREARATHRAPERIFTA PR TEIIR, HSH JIRA B OADP 1.3.2 iER B [H R FIFR,

4.2.1.1.2. 2AEE

& OADP |5, Cassandra N2 pod i# A CrashLoopBackoff k&

12


https://access.redhat.com/security/cve/cve-2023-45290
https://access.redhat.com/security/cve/cve-2023-45289
https://access.redhat.com/security/cve/cve-2024-24783
https://access.redhat.com/security/cve/cve-2024-24784
https://access.redhat.com/security/cve/cve-2024-24785
https://issues.redhat.com/issues/?filter=12436254

% 4 %= OADP N AER& R %RE

1£ OADP k& &, CrashLoopBackoff XS FTEERH A Cassandra N FATER pod. Z i R RIX 4]
M, 7EMRE OADP EftBRiR[E515% 5% CrashLoopBackoff ik 75H) StatefulSet pod, StatefulSet #2423
BHOIEIXL pod, BIEFIZT.

OADP-3767

4.2.1.2. OADP 1.3.1 £{73FiC

OpenShift API for Data Protection (OADP) 1.3.1 K 4TiE1CFUH T #TheE. fRRBYFEFFE IR KR ERHB
[F] R,

4.2.1.2.1. $Thee

OADP 1.3.0 Data Mover HfE 52 &%
1£ OADP 1.3.0 F{E N F AT B3R OADP Ni& Data Mover, MIEER S LRENN TE M P
2%,

4.2.1.2.2. BR[N]

II#EX ¥ IBM Cloud(R) Object Storage ¥E 7L 7

IBM Cloud® Object Storage & AWS S3 A M FHHNEZ —, BEZAIAHIR. EXMRA
#, IBM Cloud® Object Storage F/ AWS S3 3 A &0 F B N B < #F.

OADP-3788

OADP operator I{E A LLIE ffyith i 55 5k 4 B X 38 55 1%

TELIFTMIRR A A, 27E AWS Backup Storage Location (BSL) Boi& R1E% B I8 E region MIE R TIEE
profile:default Isf, OADP operator ToiEIR SR FRI N AR (DPA) BE X HIR(CR) # missing
region 1%, TEXXTHRAR, EIET AWS B9 DPA BSL MA&#9%HE, EItk, OADP Operator &1k &
missing region 1%,

OADP-3044

BE X EFREM openshift-adp #4227 dhfifBa

TELLRIRIkR A, openshift-adp-controller-manager pod R EENINZ] openshift-adp %4 Z2 (A AT
%, XRSFHFEBE IR (M1 Argo CD) N ARFHINES &, MMSRINERER, X MR
A, XNFFABHER, BE LIRET2M openshift-adp 54 22 [A] # it bR,

OADP-3189

OADP must-gather #{& % CRD

TELIIBIRR A, OADP must-gather H RN UE OADP 1R B E XL FIRE X (CRD), Hik, X%
A& omg TE7E support shell FIZEVEIE, £ XhAAH, must-gather FHR U OADP K H
CRD, Fd{EMA omg TEREEIE,

OADP-3229

by BB A B 1) R (E R IE Ak

TELLEIMAR A, garbage-collection-frequency F X BRSIRIE A — NS AR, EXMRAE
&, garbage-collection-frequency 274 gc-controller PAZK SR ERE (—/NE) o

OADP-3486

13


https://issues.redhat.com/browse/OADP-3767
https://issues.redhat.com/browse/OADP-3788
https://issues.redhat.com/browse/OADP-3044
https://issues.redhat.com/browse/OADP-3189
https://issues.redhat.com/browse/OADP-3229
https://issues.redhat.com/browse/OADP-3486
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OperatorHub 124t T FIPS X1l

1§ fips-compliant i7&IZE N true, IAE FIPS X IRCARINEI OperatorHub HEJ OADP Operator
FFxRA, LINEETE OADP13.0 H/EM, BEBEFMAT FIPS By Red Hat Container B H TR,

OADP-3495

¥ csiSnapshotTimeout X& HIERFENT[E, CSHEH#AREIN nil pointer BEE 1R

TELLRTMIRRA A, ¥ csiSnapshotTimeout SEULE N IFFLLN AR, CSIEHFEEI AT
% : plugin panicked: runtime error: invalid memory address or nil pointer dereference,

TEXNRAS, FREKNFH TR TER : Timed out awaiting reconciliation of
volumesnapshot.

OADP-3069

BRAEARATHRAPERIIFTA P TEIIR, ESH JIRA B OADP 1.3.1 i RBYHIEIFIZR,

4.2.1.2.3. S AnE

IBM Power (R) il IBM Z (R) Y& _LEBEM 577 )R OpenShift R S FTE EFRHI
TEHTE IBM Power® #1 IBM Z° & L EREBIH77 52 OpenShift SEEFRI &2 FNTZMEHE KR H :

Storage
Hal, RE NFS 7Zi%5 IBM Power® ] IBM Z° & EERE M T 51 OpenShift SRR A,
Backup

EMMRERIFRZFHHERXMAREEMD (40 kopia 1 restic) #12N AT,
OADP-3787

%S OADP [§, CrashLoopBackoff k&= A CrashLoopBackoff 1K

1£ OADP k& 5, CrashLoopBackoff IKSFTEERH A Cassandra N TR pod. ZE i 2 RIX 4]
M, 7EMRE OADP Gt & & %1% CrashLoopBackoff JA%H StatefulSet pod. StatefulSet %
FISREF OB IX L pod, BIEEIZIT.

OADP-3767

4.2.1.3. OADP 1.3.0 Z{T3¥iC
OpenShift AP for Data Protection (OADP) 1.3.0 Z 4T EICHIHE 7 #Thae. FRMEAE IR KR BB
fm] &,

4.2.1.3.1. Fizhek

Velero A& DataMover

OADP 1.3 @& — 1B/ Data Mover, Ea]LUEH B Container Storage Interface (CSI) B1RER#&Z!
IR RFM. MRLEWE, BAMBRSIAIR, REB Data Mover AILLEMZREN REFMHIRE B IR
BN RREF. ©fFA Kopia fF N LERRFEHEIEILEURBEIEFH S A Unified Repository,

Velero & DataMover R2—MATI NI TIRE, BORTIIIRER LB~ MRS F NN (SLA) %

fr, BINRERTREF AR, AEAHEEE T IMNEREREN], XERRTTIIRE A LIER iR R A
BThEE, HBENKEFAMBREEREE L.
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% 4 %= OADP N AER& R %RE

BEAXHRS SR N ARRE AT : Kopia 2 Restic
Velero BISLHRET %12 (FSB) X FFMI N & 12 % 1 Restic # Kopiao

Velero Fo1FF P EM AN 2 (B 4TEEE

X F#17, Bid uploader-type T &IEEERERITEFHERZRE. BWIEN restic =k kopia, MNREFIEE
8, NIZEKIAN kopia, RERFTEBRLLERE,

GCP Cloud &35 1iF
Google Cloud Platform (GCP) &4 45k Al ik & 58 & 67 Google ik,

7 8 Workload Identity Federation B9 GCP ®JiLf&{# A Identity and Access Management (IAM) % 44
HE% IAM fafs, SIEERSIK S BTEE. UHR T SRS K BEAME XA R 2 X,

AWS ROSA STS Ep 55 1F

157 LU OpenShift APl FF Red Hat OpenShift Service on AWS (ROSA) £ EERIEIER I (OADP) 3k
R MIRE N AR FHE,

ROSA RS &M AWS TTE., BiEE. 2. &P HM. BoifEMRSITEERES, -
INREE B AN A B,

ARl LAEHE M AWS TR AT 1% AR S5

OEERE, ERILMER OpenShift Web I &N R B H1THRE. ROSA BRS5:4EF OpenShift API
wHITHRE (CL) TE,

4.2.1.3.2. BfERH )5

®%hERE, ACMMNRAEFSHMERTERLE

EWMEBER, ACM N BAREFRESESHPRMIRHAEHAIE. OpenShift API for Data Protection
(OADP 1.2) &Rk E T 2L IBAR AR, EWRE ACM BIRET, OADP MRERIZME SR TiXMNER,
th, BERKREREEMTRIARE, XESBMZEERBPMRNARERF. OADP-2686

BT Pod &£ Vrf, Restic kS 5849 5L

EEZREMENNKSFED, OpenShift Container Platform 4.14 1 pod &£ X &} enforce, X& 5
pod #1644, XRENIKEIMFIERM,. pod EFLEM ETXLIR(SCC)FRZAICE, EH podiERT
podSecurity 754, EILIEY Pod, H7E Velero BR%527 L% & restore (LN FERNS, TRERTLIK

), OADP-2688

MR Velero EZ M ap B ZE[Hp R, NIAgERM I pod £ &K

WL DR LA FRRE Velero B, Pod &% (PVB) Wt FELSRA. PVB #24123:% 8 IEFAR
HBECer&ZER PR PVB, OADP-2308

OADP Velero $##3&[E] "received EOF, stop recv loop" {8

1£ OADP /1, Velero #H4F N HMBHIZE L, XY Velero REEMRE, TILE2EMRY, BII#HEEE,
Hitb, wRIEEZT received EOF, stopping recv loop SE R, XHARKEALETHE R BRE—NE
HRFESTM. OADP-2176

CVE-2023-39325 I %A HTTP/2 9 Web IR 552333 % 2 Bl DDoS B :fi (Rapid Reset
Attack) BIZHIT
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TEZBIHY OADP fRAM, HTTP/2 i ZSZE4ARSHE G HIFN], EERTLURREES MR, RS53H
FEMEREANEN EENENERRBMERARS H[IHEHWRFNERT, KEMOLER, X2SBENR
55 2309 BT IR 4 R R Tt TN FE 48 AR 55 89 [a] i,

ME\EEZER, 5SS CVE-2023-39325 (Rapid Reset Attack)

BREARATHRAPERIFTE FBTEIIR, 1HSH JIRA B OADP 1.3.0 BRI [HIEIFIR,

4.2.1.3.3. 2 HA8

% csiSnapshotTimeout 1X& 7R IERIRFENT [H]N, Ze4g5T M CSI RS R

%4 csiSnapshotTimeout X & ¥ ERIFFLLNT AN, Z28ET ERY CSIEHEERAN, BRERNERK
h5eRIRER, (@B HIIAD PartiallyFailed # panics, #FHALLTE41R : plugin panicked:
runtime error: invalid memory address 3% nil pointer dereference,

% volumeSnapshotContent CR H#ERf, & {R#EiTiC PartiallyFailed

#NR A {£17] VolumeSnapshotContent CR 1 — 5 lifk VolumeSnapshotBeingCreated 3 218X 8]
EiR, ©R&PFE WaitingForPluginOperationsPartiallyFailed [/ £, OADP-2871

F— xS 30,000 FiRAHHEEE R

WEE—RIMKE 30,000 MIRES, %A existing-resource-policy, MEEI BN AEER &K (558
ZREE=RIE existing-resource-policy 1% & update K2 Ik B AR BI4EEL) . OADP-3071

1£ Datadownload EEBBAEXAM PV §i, EJ5 hook AIEEESTFIAIZ1T
T Data Mover #2{ERIR S M5, 1E Data Mover FHAMEBFBA(PVC) A X pod F AL (PV)HEI

Al BER 2 post-hook.,

GCP-Workload Identity Federation VSL %42 PartiallyFailed
L 1E GCP LEEE GCP TIEfM#E & AHf, VSL %14 PartiallyFailed,

BERKITHRADRAE S MM TESR, ESH JIRA BE9 OADP 1.3.0 E40AH 5K,
4213.4. F&EE

IRAFRE T —NRRA. FE BRTRE, EARIEHRORE, 15— RIAR—N

B, Bla0, ZEEM OpenShift APl for Data Protection (OADP) 1.1 A E 1.3, BEEHAXKE
12, REBAEE 1.3,

4.21.3.4.1. M\ OADP 1.2 %5 1.3
Velero RSS2 EMARE 1.1 BHZE 112,

OpenShift API for Data Protection (OADP) 1.3 [ Velero & Data Mover MiF =&
VolumeSnapshotMover (VSM) % Volsync Data Mover,

XRERUTAR :

e spec.features.dataMover FE&F1 VSM {5 OADP 1.3 AEKE, EHM
DataProtectionApplication (DPA) 2 & il iR ECE.
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% 4 %= OADP N AER& R %RE

e Data Mover IRERBHZE Volsync Operator, Ea LMIFRE,

o HE WHEE X volumesnapshotbackups.datamover.oadp.openshift.io #
volumesnapshotrestores.datamover.oadp.openshift.io " EEZZE, EaLUMIRE 1,

o TEEZEEMT OADP-1.2 Data Mover B secret, EALUMIRE],
OADP 1.3 X #f Kopia, B Restic WERXUHRAENITE,
o E(fif Kopia, 15# M spec.configuration.nodeAgent F%, 1 TFHIFTT :

Example

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

e spec.configuration.restic FE&{E OADP 1.3 HEFH, FHIFELUEH OADP IRAHHR, ik
REIFRES, HMER restic HRE(E, FERUTESE

Example

spec:
configuration:
nodeAgent:
enable: true
uploaderType: restic
#...

A=
ELUSHI OADP & 1ThRAH, iT%) kopia T EA ERILH uploaderType fH,
4.213.4.2. A HF B

4.2.1.3.4.3. M OADP 1.2 ¥R % Data Mover 74

OpenShift API for Data Protection (OADP) 1.2 Data Mover #1% Foikf#ifl OADP 1.3 k&, ER5IEN AT
RSB RIT HINERR, EEFANE OADP 1.3 BIFERLA TR

it =

. INRIEMEREHD RN, H Container Storage Interface (CSI) FEAI A, &M@ A CSI &0 &%
NRRRRF,

2. MREFERARR =MD

a. {EA# A --default-volumes-to-fs-backup=true =k
backup.spec.defaultVolumesToFsBackup £ IS4 R G & 19 M. FATE .

b. AN REFMHEGFHDNATER, 1 velero-plugin-for-aws,

17
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Restic X4 R &0 I ERIEBES{E - — /B, 7E OADP 1.3.1 REShRAH, Restic
Kopia BB\ (B PU /N,

BE
EkE OADP 1.2 Data Mover %14, Ew/iEIE; OADP, FHZRZEFMEIE OADP 1.2,

4.21.3.4.4. %13 DPAECE

IR0 4 B1R DataProtectionApplication (DPA) EZi&.

e
o ZITUTHEERREFEYFIM DPALRE :

Example

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.2.1.3.4.5. #+%¢ OADP Operator

TEFH4; OpenShift API for Data Protection (OADP) Operator i, R TFES,

it =

1. 4% OADP Operator BIT] [ #1138 M stable-1.2 2X°/y stable-1.3,
2. fo1F Operator F1& 25 B #HF & 5 BN 8],

Hth TR

o FEI LM Operator

4.2.1.3.4.6. 55 DPA B iR A&

INRIEFE(FE A Data Mover B H &R, 15EFTHLE DataProtectionApplication (DPA) jEH, 1R
o

it =

1. 5= Operators — Installed Operators #1%# OADP Operator,
2. 7E Provided APIs #84>A, = View more,

3. 1E DataProtectionApplication #£# s Create instance,
4. R YAML View Z7R 551 DPA S#L,

W HT DPA =~

spec
configuration:

18
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% 4 %= OADP N AER& R %RE

features:
dataMover:
enable: true
credentialName: dm-credentials
velero:
defaultPlugins:
-vsm
- CSi
- openshift
#...

5. B3 DPA 54 :

o M DPA ik features.dataMover $EF{E.
o & VolumeSnapshotMover (VSM) &4,
e 7N nodeAgent f#F1H.

B DPA =f

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- CSi
- openshift
#...

6. Z1F DPA BEhThfA,

4.21.3.4.7. BiFEFAH
R LTS IR UEF R,

it =

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP
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PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLLF 44, %IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

i R
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true
£ OADP 1.3 /i, ERILLHBEA &5 sh#iE#s), mA =202 DataProtectionApplication (DPA)ELD
=
Example

$ velero backup create example-backup --include-namespaces mysql-persistent --snapshot-move-
data=true

Example

20

apiVersion: velero.io/v1
kind: Backup
metadata:
name: example-backup
namespace: openshift-adp



% 4 %= OADP N AER& R %RE

spec:
snapshotMoveData: true
includedNamespaces:
- mysql-persistent
storagelocation: dpa-sample-1
ttl: 720h0mO0s

#...

4.2.2. OADP 1.2 X {73%iC
OpenShift API for Data Protection (OADP) 1.2 BIAZ TR ICN A T FTEITHREFNIR R ThRE. B FARIIHEE.
PRI, B[R R A

4.2.2.1. OADP 1.2.5 X f73EiC

OpenShift API for Data Protection (OADP) 1.2.5 @ —* Container Grade only (CGO) kA&, FBATFRIFZAE
RIEREN, 5 OADP124 1L, FRASHRIEIHFEFHRE,

4.2.2.1.1. EffREY A
CVE-2023-2431: oadp-velero-plugin-for-microsoft-azure-container: Bypass of seccomp profile
enforcement

Kubernetes X T — MR 2RE, BT OADP MEREHIRA, %4 seccomp ELBEF M
localhost REUBIEE T — N EMWEEEFENEFEE—NRE, 25 Kubernetes SUIFAMA), 21 5 IE
MG E UGS ZERE], & L@ A& — 01 TEIE K ES T seccomp BoESE i Hl, X
NZ2IRASTE OADP 1.2.5 iR,

MBETHRBEZIFMELR, 1HSMH (CVE-2023-2431),

CSI & E LA 'PartiallyFailed' ZRE45R, PVC A

CSI k& LA PartiallyFailed K& R, PVC FAR#OEE, pod 4F Pending K7, XA AHEE OADP
1.2.5 fER,

(OADP-1956)

1E5ERM pod £rh, PodVolumeBackup kK

1£ OADP 12 R HARR A, 4 Restic podvolumebackup = Velero &ME MM AR REH T E5
BRI pod B, &I TERINEMR. 2 defaultVolumesToFsBackup % EH true i & HILXFIE .
XANA BB E OADP 1.2.5 R,

(OADP-1870)

4.2.2.1.2. B2/E)5

HEIE secret HBEHLT, BUBRIFNAER (DPA) A1

B, LBEH cloud-credentials secret i5f, OADP Operator A&, :X2F N cloud-credentials
secret % F OADP R EMINESHMAEESIA. MRELETERERNEIESN cloud-credentials
secret, HNZE#HE, Operator RNHFF AR B EEIER Backup Storage Location (BSL) # registry &
E, Fitt, YERAEMBIEIEER cloud-credentials secret i, OADP Operator A& 37 BT 38 K
ik,

ImA iR A3 - BHFEI OADP 1.3,
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(OADP-3327)

4.2.2.2. OADP 1.2.4 2 {73¥iC

OpenShift API for Data Protection (OADP) 1.2.4 @ —" Container Grade only (CGO) hkAs, FAFRIFTE
RIEREEN, 5 OADP123#H, FaAGHMREHEEFRL,

4.2.2.2.1. BR[N]

OADP 1.2.4 H3% & f# R[],

4.2.2.2.2. BHIA|E
OADP 1.2.4 LA T 2575 -

YEIE secret HBEHLT, BUBRIFNAER (DPA) A1

Hal, HEE# cloud-credentials secret i5f, OADP Operator A& thifHl, iX2FE N cloud-credentials
secret % H OADP R EMINESHMAEESIA. MRELETERERNEIESN cloud-credentials
secret, HNZZ#HE, Operator RINAFF AR B EEHIER Backup Storage Location (BSL) # registry &
E, FAit, LFEAERNEIEER cloud-credentials secret i5f, Operator N4 31 BN A IR EIL,
Imff R TSR « EHTEI OADP 1.3,

(OADP-3327)
4.2.2.3.0ADP 1.2.3 £ f73FiC

4.2.2.3.1. #iThgk

OpenShift API for Data Protection (OADP) 1.2.3 iR A% B SIEHTHITNEE,

4.2.2.3.2. EfRRE NG
AT EZENFIETE OADP 1.2.3 R :

[ERBZ A HTTP/2 B Web BR55%3 8 % %% DDoS M ifi(Rapid Reset Attack) B

TERZ A OADP 1.2 lRAR, HTTP/2 MM S ZIRHMARS TN, R ANEKRTLUREEESZ NR. R
AR EEREANENEENEKERRMEERSH[HEVBRFHNERT, REMLER, X2FHE
FIRSS BRI TR BFER M IR AR S A, B x5tk CVE XELBIRRA OADP [RIfIFIR, EEEUT
JIRA FIIZR,

MEBELER, ESH CVE-2023-39325 (Rapid Reset Attack) o

A% OADP 1.2.3 Z1ThR A ERHIFRE [n ST FIZR, 15514 JIRA REY OADP 1.2.3 fi# 2B [n] &l 51
%O

4.2.2.3.3. B HEE
OADP 1.2.3 BLL T 250 /n] 5 -

HEIE secret HBEHLT, BUBRIFNBAER (DPA) A1

Hal, HEE# cloud-credentials secret i5f, OADP Operator A&, iX2FE N cloud-credentials
secret F3%%8 OADP HEMINE AT AEESIH. MRECRT BT EMRIZIEN cloud-credentials
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%5 4 % OADP NAEF&HMKE
secret, HNZZ#HE, Operator RINHF IR B EEIER Backup Storage Location (BSL) # registry &f
E, FAit, LFEAERNEIEEL cloud-credentials secret i5f, Operator N4 31 BN A SEIHIREFT EIL,
Imff R 755 « EHTEI OADP 1.3,

(OADP-3327)
4.2.2.4. OADP 1.2.2 % {73¥iC

4.2.2.4.1. §rhie

OpenShift API for Data Protection (OADP) 1.2.2 kR A% B S & FTHIThEE,

4.2.2.4.2. BfERHA] B
LATFEZENFEIE OADP 1.2.2 iR :

A Pod 2 Fr4, Restic PS589 5L

TEZ BRI OADP 1.2 ik AH, OpenShift Container Platform 4.14 s&#l#iT—1 pod Z2# A (PSA) %R
B%, 7 Restic k&t F2ARBEL pod IR E.

XA ETE OADP 1.2.2 fRAH R, ERTthiE OADP 11.6 fig)R, Hitb, B AHIXLERRA,
MEELER, EHSHENFEN PSA KB, 7 OCP 4.14 1T Restic IREER DKM . (OADP-2094)

AR AR S N AR KU &Y panicked £51%
TELLETHY OADP 1.2 hRAH, WA REESEENN BARFEMDEISKW, G REH panicked #5i%, &5
LR KRIN, 1E Velero Bi&A HFLX ML IR

time="2022-11-23T15:40:46Z" level=info msg="1 errors encountered backup up item"
backup=openshift-adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f806¢
logSource="/remote-source/velero/app/pkg/backup/backup.go:413" name=django-psql-persistent
time="2022-11-23T15:40:46Z" level=error msg="Error backing up item" backup=openshift-
adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f8

XANAIIEFE OADP 1.2.2 Hf#R, (OADP-1057),

R EINFNERE, ACM SRS T EMPTHIER T/F,

FELLEIBY OADP 12 fiAH, RNRENNF, ACM KEMETEEETIF, EREMER, ACMNARE
FREXESREPHRMIRIFERCIE. (OADP-2505)

HRFEXNREER, E5MKER, #A filesystemOverhead BEE N A KL

TELARIRY OADP 1.2 A, HRAFMHANEEIER, SNARFFAMERF (PVC) Fi#EKNE—
PVC BYHRBB AN Z [E B K AT, {8 filesystemOverhead BIEHINE S D FIRER SKIL, XDRIFEE
1£ OADP 1.2.2 By Data Mover Hfi2;R, (OADP-2144)

OADP EBEE14E VolSync EHliR{E 8 (7] faaY 5L 1

TEZHIH OADP 12 hR A, &A% E VolSync E#lIR prunelnterval #9;%17, (OADP-2052)

R Velero EZ M RZEFhRE, NIATEERHIN pod BE3KN

TELARIRY OADP 1.2 hR AR, MREZ N B ZEAFRE Velero, NIFTgERHIN pod B DK
W, (OADP-2409)
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Y VSL EABE X secret i, &RFMAERIFARTANE

TE AR OADP 1.2 hiAH, HBRBABEMEABE L secret i, &MRFHLIER AR A
E%. (OADP-1737)

A% OADP 1.2.2 RIThRAF R RMFRA NN EIIR, 1ESH JIRA BE) OADP 1.2.2 R A] &5
%O

4.2.2.4.3. BHA)5
1E£ OADP 1.2.2 Z1ThRAr, LUTFAEE#ERME/RR A B0 R & -

must-gather s FCEMIER ClusterRoleBinding iR
g

oc adm must-gather % %Mk ClusterRoleBinding ¥R, XL ¥FIRE 4 A Webhook BBTE5EEE
f, &Lk, kR ClusterRoleBinding FHRANIE R #k3E4, (OADP-27730)

admission webhook "clusterrolebindings-validation.managed.openshift.io" denied the request:
Deleting ClusterRoleBinding must-gather-p7vwj is not allowed

BRAZITHRABTA XA FHEESR, 50 JIRA FEIOADP 1.2.2 B0 513K,
4.2.2.5. OADP 1.2.1 X473¥iC

4.2.2.5.1. #iThak

OpenShift API for Data Protection (OADP) 1.2.1 kR A& 5 S & #FHITHEE.

4.2.2.5.2. EfRHE
AR OADP 121 ZATIRA R ARREVAAA M EBITTEESIR, 1HSH JIRA B9 OADP 1.2.1 f2REI[HE FISR,

4.2.2.5.3. BHn)E
£ OADP 121 ZAiThRAr, LUR @ E#BEfATME N B8R -

DataMover Restic retain #l prune I TS EIR FTHATE & T/E
VolSync #1 Restic 12489 retention (%) # prune (188Y) ThEE L ERPEEE T/E. R ARETE
VolSync 8 Hll A iZEE5S AIfRRY A ALTl, RS IITE OADP 24 S3 Fif Lin iR B RS SF e &
2. MBETMELIFMAEE, HSMH -

o OADP-2052

o OADP-2048

e OADP-2175

e OADP-1690

24


https://issues.redhat.com/browse/OADP-1737
https://issues.redhat.com/browse/OADP-2094?filter=12422262
https://issues.redhat.com/browse/OADP-2773
https://issues.redhat.com/browse/OADP-2773?filter=12422263
https://issues.redhat.com/issues/?filter=12417849
https://issues.redhat.com/browse/OADP-2052
https://issues.redhat.com/browse/OADP-2048
https://issues.redhat.com/browse/OADP-2175
https://issues.redhat.com/browse/OADP-1690

% 4 %= OADP N AER& R %RE

BF

OADP Data Mover R@ —MNERTNEINEE, FARTIGIHBER L8 SR SSF R ML
(SLA) X#, HINBErTReH AR, ABAHEELEERFERE], XERARTIRN
ThRER LUME R FIRB X IThEE, HENSETF LM ERRERIHEE .,

BRABHEATININREXFEHMNEZER, BHSRE AT EEZ7FEH,
BRAZITHRABRAE MG ESR, 550 JIRA B OADP 1.2.1 E A1) # 513K,

4.2.2.6.0ADP 1.2.0 X{73¥iC
OADP 1.2.0 1T XL BEEXFHUEE. HRBEMEMNENER,

4.2.2.6.1. Fizhie

BERER

B resourceTimeout 1ETiHE E F/F ST Velero THRBIEBI I E] (AD B NEAL) o XAETHER F 5
B, %0 Velero CRD ATF. volumeSnapshot MIFRF &P F M ZERI B, BRIARFELNEN 10 98,

AWS S3 AR EEM NS
A LATE AWS S3 AN M L5 RANIRR,

4.2.2.6.1.1. ARl i zhak

data Mover

OADP Data Mover A iE{E5F Container Storage Interface (CSI) BIRBAD BTN REM. MREAT
Data Mover, ZHHIIEAMIFR, SEEHMIEEIBRHRIRRNT, aTLUER M REE PRI CSI B R
B8 /RSN BERF.

BF

OADP Data Mover R@ —NEERTEINEE, FARTIGIIBEAR ZLL0E ™ SR SSF R ML
(SLA) X#, BHIMBErTReH AR, ABAHEELEERFERE], XERARTIR
ThEEA LUME R FIRB B IThEE, HENSEF LM ERRERIHEE .

BRIABERAT TR FEEMNESER, WSARATIT i F e,

4.2.2.6.2. Bf#RER)E
BERKITHRA P ERRMIFRA AR EIIR, ESH JIRA 89 OADP 1.2.0 fi# R A FI%K,

4.2.2.6.3. BHIA] B
1E£ OADP 1.2.0 Z1ThRAr, LATFRHEE#ERFE/REN BRI -

[ERBZ A HTTP/2 B Web BR55%3 5 % % DDoS M ifi(Rapid Reset Attack) B

HTTP/2 Ml ZRIEL RSB BIFIMN, R NIEKRATLUREEES MR, RFESBTREREREE N EE
BRAERRBEARSH[IHNRERIERT, KEFLER, X&FHE RS =0 FREFER LI
HEYARSS BRI,

BT E OADP 123, BAUR 71X A,
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ME\EELZER, 5B CVE-2023-39325 (Rapid Reset Attack) o

HEERNRBAPERENEE, ALUOBEFERNIENSE,

FIANBERT, OpenShift Container Platform &5 {R$T 7 openshift.io/host.generated: true Ff#, 3
BB 4 IR B DA R R 4 BRI R R B9 ER

BT IEARYE A BN IR PR BB B R SR BF B A9 4 SR IE TR .spec.host FERHI(E.

INRIEIERT .spec.host FEXHIE, NITEIMRE OpenShift Container Platform &£ MBIEINE, 1k
& OpenShift Container Platform £8#/5, Operator REEFERMI(E,

422.6.4 AHEE

IRAFRE T —DNRRA. FE BRTRE, EARIEHRORE, 15— RIAL -

B, f5la0, FEZEM OpenShift API for Data Protection (OADP) 1.1 #2¢ & 1.3, B EFALE
12, REBAEE 1.3,

4.2.2.6.4.1. M\ OADP 1.1 82 H 1.2
Velero IRESE22EM 1.9 BHE 111,

1£ OADP 12 #, DataProtectionApplication (DPA) Eci& dpa.spec.configuration.velero.args HLLF
B :

e default-volumes-to-restic FEx# E 44 default-volumes-to-fs-backup., R
dpa.spec.configuration.velero.args, N /EF2 OADP EfFHT B EFTRINEI DPA A,

e restic-timeout FE&#E % fs-backup-timeout, WR{FEA
dpa.spec.configuration.velero.args, N#/EF OADP [E5# &R EHAINEI DPA H,

o restic SPIHTZERES R N node-agent, OADP B hEF P HIZEM BTN,
o HE WKIRE X resticrepositories.velero.io #E @4 backuprepositories.velero.io,

o HE UHIRE X resticrepositories.velero.io AT LAMEEEH IR,
4.2.2.65. FH R R

4.2.2.6.5.1. %3 DPARE

IR0 4 B1H DataProtectionApplication (DPA) EZi&.

Y=

o ZITUUT o HRAFELFIN DPAECE :

Example

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.2.2.6.5.2. ##%: OADP Operator
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% 4 %= OADP N AER& R %RE

TEFH4; OpenShift API for Data Protection (OADP) Operator i, R TFE3,

iz
1. ¥ OADP Operator BJIT [ Jili8 M stable-1.1 2/ stable-1.2,
2. FoUF Operator IR BEHFHE/FHINT[A],
Hith BTIR
e FZi& Amazon Web Services
e ¥ CSIfRERfEF Data Mover

o FHTZLEEH Operator

4.2.2.6.5.3. 1% DPA ¥H iR A

INR{FEF spec.configuration.velero.args /N7 R EHBIFEE, M4JIECE DataProtectionApplication
(DPA) ;& B LUE RIS E AR,

iz
1. = Operators — Installed Operators #1%# OADP Operator.
2. %%¥ Provided APIs, = DataProtectionApplication #E## Create SZf,
3. R YAML View T7RZH] DPA 2,

W HT DPA R~

spec:
configuration:
velero:
args:
default-volumes-to-fs-backup: true
default-restic-prune-frequency: 6000
fs-backup-timeout: 600
#...

4. FFT DPA B :

5. B3 DPASEKEFMARRENBIE :
a. 1 default-volumes-to-restic #F i}y default-volumes-to-fs-backup.
b. ¥ default-restic-prune-frequency ##E i’/ default-repo-maintain-frequency.
c. ¥ restic-timeout #FE i fs-backup-timeout.

Example E##) DPA

spec:
configuration:
velero:
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args:
default-volumes-to-fs-backup: true
default-repo-maintain-frequency: 6000
fs-backup-timeout: 600

#...

6. Z1F DPA BEhThifA,

pa -

Restic X4 RS &0 HIERIEBES{E - — /B, 7E OADP 1.3.1 REShRAH, Restic
Kopia BIER I EBHE A /N,

4.2.2.6.5.4. BIEFARK
(D2 EoATI

Y=

28

. BT TR @4, & & OpenShift API for Data Protection (OADP) BRI IIE &4 -

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. iZ21TLLF 44, %iE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A



% 4 %= OADP N AER& R %RE

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BT TS, BiEEMREEMEFHEIL PHASE 5 Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.2.3.OADP 1.1 X173%iC

OpenShift API for Data Protection (OADP) 1.1 B9 A 1T3EICN4A T $TBITHEEFNI 58 ThRE. EFABIINEE.
IR, B[R A R ]

4.2.3.1. OADP 1.1.8 X{T3¥iC

OpenShift API for Data Protection (OADP) 1.1.8 ZFEiCFIH T AFAA BABIA I, X MRAR A SRR
B[]

4.2.3.1.1. B A8

B X OADP 1.8 T A B HMIHAITESIR, 1ESH JIRA FEJ OADP 1.1.8 B0/ #F1I5R,

4.2.3.2. OADP 1.1.7 Z{73¥iC
OADP 1.1.7 Z4T3F1CHE 7 A E B AR H 7] 8LA0 2 %017 &,

4.2.3.2.1. BfEREN] 5
LATFEZENFETE OADP 1.1.7 g R -

[ERBZ A HTTP/2 B Web BR5533 8 % %% DDoS M ifi(Rapid Reset Attack) B

TEZ IR OADP 11 kA H, HTTP/2 il ZZ B4R S RIS, ENERKAI LARRE L%/rﬁo AR

SRR EERELAINEN EENRKER R EERS FGRFINERT, ZEMLER. X25FHE
RS BRH BT IR FE R H IR R S5 BRI, x5t CVE XELBIFRAE OADP [0]#iF13K, 'LEEIEL/L—F
JIRA T,

MEFLER, 5SS CVE-2023-39325 (Rapid Reset Attack) .

A% OADP 1.1.7 KAThR A 2 RBRRA BT E IR, 1555 JIRA R OADP 1.1.7 R R] 1 513K,

4.2.3.2.2. 28
OADP 1.1.7 X 1ThR A% 5 B 50 #9 7] #,

4.2.3.3. OADP 1.1.6 X473¥iC
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OADP 11.6 ZAT/EICHIH TEIHIOAE. ARRBIRI R B LA T B RIEY (AR,

4.2.3.3.1. EfFRAY ]

BT Pod £ Vrf, Restic kS 584 5L

OCP 4.14 B| AT pod &, XEKE privileged FZEE Z enforced, 7ELLHTH OADP fRAH, iX
MEEE ST pod K Z| permission denied %, EHXAFHMERZMENF, pod EREM L
TXAR (SCC) HRZ A0, BT podiERT pod RENRAE, HIL pod B4, AREK

W, OADP-2420

P 2 1F L B IRER 3 R I

TELARTRY OADP hiiAH, REVE I TIRTE OCP 414 R K, |1HBY OCP MRAHE B LRI, 1th/a]
BH— AR RRRFLTRIEMR, XEFRIEIR OCP RAHPFREE, OADP-2530

BREARATHRAPERIIFTA MR TEIIR, ESH JIRA B OADP 11.6 fRRBFHIFIR,

4.2.3.3.2. 2AnE
BRARTRAPRE S HMAERTEIIR, ES0 JIRA B OADP 1.1.6 EXHIEIFIR,

4.2.3.4. OADP 1.1.5 X473¥iC
OADP 115 KT X105 T EMFTHAE, AR FIFNEE 1R LA K& B 50H9 0] 4,

4.2.3.4.1. F{iThie

IXDHRA OADP B —MRF ZITIRAE, HIRAR SR IEE,

4.2.3.4.2. SR8 N]E
BEARKITHRA P ERRMIFRA R EEHIR, ES M JIRA Y OADP 1.1.5 R H ] 51 3R,

4.2.3.4.3. EHn]E
BERKITHRADRA S TESR, iESH JIRA B9 OADP 1.1.5 S417] @i 51K,

4.2.3.5.0ADP 1.1.4 Z{T3¥iC
OADP 1.1.4 Z4T3E 105 TEMFThEE. ARRBYIREFIEE 15 L R B 5089 0] 3,

4.2.3.5.1. FiThie

XDHRA OADP B —MRF ZAITIRAE, HIRARSRINHFHIEE,

4.2.3.5.2. BFRH9]E

WINSTFRA velero BBBIR SRS B Fr

1EZHIBY OADP fRAH, OADP TiE{BIHFTA Liff Velero BRESBSHMI R, XN AHE21E OADP 1.1.4
RERR, A L Velero RSS2 SHERZF:F, OADP-1557

LEHESA VSR AT RE AHH pve 2T, BUE Mover AIAMAIEEMRIIR Bk S
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% 4 %= OADP N AER& R %RE

TEZBIHY OADP AR, WMREEHHEZ N AHERM restore & PersistentVolumeClaim (pvc) &8
% Volume Snapshot Restore (VSR) %R, OADP Data Mover BJ#E4 M7 IE #8919 BR 7 171k
8., OADP-1822

Cloud Storage API BSLs /52 OwnerReference

TEZBIHY OADP frAH, ACM &4 HE RN, R 7{#EA dpa.spec.backupLocations.bucket fl|EH]
Backup Storage Locations (BSLs) F#ik4* OwnerReference, OADP-1511

BRAEARATHRAPERIIFTA PR TEIIR, ESH JIRA FEY OADP 114 fRRBFHIFIR,

4.2.3.5.3. BAA|B
XN RAB LT 2[R

OADP #3algExk U, A NEEHH UID/GID SEFEAIgEE B

OADP &1 IRER KN, RNEMEN BREFHNER ETRESHE R UID/GID 5B, Rk OADP &%
& E OpenShift Container Platform UID/GID SEH t#iE, Bl G N 8, MRIZFHWNARFEE
BFEM UUID, ERRRERSEREATAE, — NN R ER I OADP EIRERIEFQIEM R ZEHE,

IR ArgoCD T ArgoCD MITRZ, NItk E rraEa kI

TEAL BT RRARINRER T ArgoCD, MIIKERTEERKN, XZEE I ArgoCD R — MR
app.kubernetes.io/instance &, ZInEAFIRIA ArgoCD FEEENHIR, EAURERFRS
OADP Ak E B EB RIS EE A, BRI, ¥ ArgoCD YAML £BY
.spec.resourceTrackingMethod % {& 7y annotation+label = annotation, 1R FIF{BREE, HEF
1Ak ERIZE A ArgoCD, HEMETZEREBEXEHAE.

OADP Velero $##3&[E] "received EOF, stop recv loop" {8

Velero {&EMHVE N BIRETREE D, X Velero BIERRE, TILREKI, BI#HaBH. ALk, MRME
&%l received EOF, stopping recv loop JHR, XHREKRBELE TR, HRIREHREEER
FX. OADP-2176

BRAXATHRAPRE S HMAERTEIIR, ES0 JIRA FE) OADP 1.1.4 EXHIEIFIR,

4.2.3.6. OADP 1.1.3 X473¥iC
OADP 11.3 K1T3X 105 7 {E{a#rThae. f RN IFIEE 5L R B &89 n) &,

4.2.3.6.1. i Thee

IXDHRA OADP B —MRF ZITIRAE, HIRARSRINFHIEE,

4.2.3.6.2. BffURMIA] &
BRAEAZATHRAPERIIFTA FBTEIIR, ESH JIRA B OADP 11.3 i RBHIEIFIR,

4.2.3.6.3. EHA5
BRAZITHRABTA XA FHEESR, E50H JIRA B89 OADP 1.1.3 E.40RE 713K,

4.2.3.7.O0ADP 1.1.2 Z1T3¥iC
OADP 112 Z1TF I B~ MmEB W, BEMEIRSIRA S MR Er R,
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4.2.3.7.1. FF BRI

VolSync

Z A M VolSync 0.5.1 FZEI VolSync stable 58 RHIRITIRA, ELAHZITIL T S7E openshift-
adp & Z2 A FRURINLLE AR -

I $ oc annotate --overwrite namespace/openshift-adp volsync.backube/privileged-movers="true'
Velero
EXNKRITHRAS, Velero BM 1.9.2 A E1.9.5 hRA,

Restic

EARKZITHRAAR, Restic M 0131 FHHE 0.14.0 kA,

4.2.3.7.2. BRI
REATHRAAPARRT LU A -
e OADP-1150
e OADP-290

e OADP-1056

4.2.3.7.3. BAIAE
XM AR LU B H01
e OADP BRIFNXZ##H Velero (OADP-778) HH restic &2 M1k & AWS EFS %,

o CSI&BAgESENEA PVC B VolumeSnapshotContent 13 B2 BR i 1 5 L,
A LOIER—FAMSFRPVOMITFZIRIEE, BLEHEEICERE !

o XJF CephFS, EALLINEA PVC &% 100 MEEE, (OADP-804)
o XfF RADOS Hix# (RBD), EAILLNEA PVC &K% 512 MR, (OADP-975)
MEELZER, EBHERE,

4.2.3.8. OADP 111 X f73EiC

OADP 1.1.1 Z1T3F I B35 MBI S F ] Fp i,

4.2.3.8.1. " @I

EZ% OADP 1118, #iI%EE VolSync 0.5.1 HAKEIE,

4.2.3.8.2. EAinE
XARAE LT B AR
o HAMZA HTTP/2 M) Web ARZ5 23R % %l DDoS K ifi (Rapid Reset Attack) IS
HTTP/2 thil % ZIB4EERFZS IR, ENIEKRAIUREEES MR, RESBFEELEEAE
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% 4 %= OADP N AER& R %RE

ENMEBRNRKERRHEERSF[IGHNREMWERT, FEMOER. X2FHRE IR 250
ORI R M IR RS M, X5 CVE XELMIFRE OADP [HIRIFIR, EEEBUT
JIRA 73R,
BT E OADP 11.7 2% 1.2.3, MM IARR T iXANAj,
MEFLELR, 5SS CVE-2023-39325 (Rapid Reset Attack) .

e OADP BRIFTXZ##H Velero (OADP-778) 4 restic &2 #M1%k & AWS EFS %,

o CSI & ABESENEA PVC B VolumeSnapshotContent 13 B2 BR i 1 < L,
A LOIER—FAMSFRPVORITFZIRIEE, BLEHEEIOERE !

o XfF RADOS #i%# (RBD), EAILUAEA PVC BIE&% 512 MR, (OADP-804) #l
(OADP-975)
MBELER, EBHERE,

4.3. OADP IheERNFH4

OpenShift API FI FT#IBIR I (OADP)IhAE, RALA T &R E N AR,

EAFRMHE Velero BEW SR ERHNEEM, FHEHDFIRE OpenShift Container Platform B,

4.3.1. OADP IjAE
OpenShift API i F#IE &R (OADP) X #LA T ThEE -

Backup
&eI LUER OADP 14 OpenShift Platform FEIRT B N TR, SEERILIRIERE, 44422 [H =R
TR TR,
OADP &1 ¥ Kubernetes X RN ER AR IRIF T RIFME _EIEFERXHERE S Kubernetes X RFA
EREIR. OADP FHRETMHRIR API @ B FHEZEOCSHOUIBIRBESDFALEPV). TR
T HRIRBIEMHNE, OADP f#EH Restic &0 BHRH PV #UE,

% o
! 1B M. R B9 %5 19 F HEBR Operator, LUERTH &R MIIRE.

e

BRI LUME DR IRE TR PV, ERURE SN HPHMANR, HEREGRZEFR. PV IirEdiE
XTJ_%O

al

% 1005 M FRARFE 9 AR FR IR Operator, MUBRLIH #HARIIRE.
R

f&w Lo fs E B R fR A S &40
¥4F
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& A LUEF hook £ pod EMIRZRHIZITIMS, 40 fsfreeze LUFRLE SR, ERTLUSF hook BRiE N
EENHREZBIHZ F21T. RE hook ATLUE init ez ARRFEASR D217,
4.3.2. OADP ffft

AT HIERT(OADP)EY OpenShift API 1Rt T S SN ISR B BIRIA Velero falt, UFF&MHMIKE
1B1F, BRI LIRYE Velero M OIR B E UM

OADP £ OpenShift Container Platform BHR &2, OpenShift Virtualization BR &3 %1 Container
Storage Interface(CSI)RERIZ 4 T #H 4.

¥ 4.1. OADP &

OADP & Thie HFEAIE

aws FARFRE Kubernetes X %, AWS S3
EARREMNNRES. AWS EBS

azure FARFRE Kubernetes X K, Microsoft Azure Blob fZfi#
ERREBHEHMNRES. Microsoft Azure & ER AR AL

gcp FPFME Kubernetes X K, Google Cloud Storage
FERARBEHHIKES, Google Compute Engine ik

openshift FIPFNME OpenShift Container X RIFHE

Platform %iE, [

kubevirt FIRFIMRE OpenShift S RIFNH

Virtualization %i&, [
csi EF CS| B & pRkE s, 3 X CSIRIR T TFHE

vsm VolumeSnapshotMover {8 M X REFM
SHEFHEMY—NMERE SRS
FERMN REEFUREERESH
NRTER, BIaNEEMREIE
e 4]

2. ERMNEEEER CSIIRB Restic &12,

3. csi iHH A Kubernetes CSI R API,

e OADP 115 E &k 4f# F snapshot.storage.k8s.io/v1

e OADP 1.0 f# /4 snapshot.storage.k8s.io/vibetal
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% 4 %= OADP N AER& R %RE

4. {YBR OADP 1.2,

4.3.3. %F OADP Velero {4t
I Velero N, AT LIERE L BB -
o EATHRIFEN
o BT IEM
FiFh R BRR R AR, BASHAFRAEVREBE— S RNEEY

4.3.3.1. B\ Velero =it S
LRI E 2P EE oadp_vialphal_dpa.yaml TR, BRI LIZREELLT RN Velero TN iEM4 -
® aws (Amazon Web Services)
e gcp (Google Cloud Platform)
® azure (Microsoft Azure)
e openshift (OpenShift Velero plugin)
e csi(Container Storage Interface)
e kubevirt (KubeVirt)
EEE IS, EELITE oadp_vialphal_dpa.yaml X418 ErF BB IAIE S

B
LIF .yaml X4 %R % openshift. aws. azure 1 gcp & :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

4.3.3.2. B%E X Velero ¥

IR IEERE A A BB oadp_v1alphal_dpa.yaml X, @it i5EfHmG REFBHERRERE U Velero
ey

EEE IS, K LITE oadp_vialphal_dpa.yaml X418 ERFEH B E UEH.

B
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LAF .yaml X &% 2108 openshift, azure 1 gcp i, UR—1BEE LEH, HEFH custom-
plugin-example #1#%{%& quay.io/example-repo/custom-velero-plugin :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:

defaultPlugins:

- openshift

- azure

-gcp

customPlugins:

- name: custom-plugin-example

image: quay.io/example-repo/custom-velero-plugin

4.3.3.3. Velero #ff3&[E] "received EOF, stop recv loop" {5 &

Pz
Velero 3@ B IRAHTZE TN, XY Velero BERE, TILEEHI, BI1#HSEBH,

%! received EOF, stopping recv loop JHE R~ EHIRIEETK. XHFRBEHRELE
TR,

4.3.4. OADP iy %R

OpenShift API for Data Protection (OADP) X LA FHIZR :
e AMD64
e ARM64
e PPC64le

® s390x

: OADP 12.0 RE# FRA £ ARM64 2244,

4.3.5. OADP % #¥F IBM Power #1 IBM Z

OpenShift API for Data Protection (OADP) @ — M A IINTER, LLTHEERS IBM Power® #
IBM Z°® #8X%.

e OADP 117 XF IBM Power® #1 IBM Z® ¥%1 %} OpenShift Container Platform 4.1 #4177 B Zhill
e UTFETRM T EXLERGMEMAE L OADP 1.1.7 BIXFI X HFER.

e OADP 123 %fF IBM Power® #1 IBM Z°, £1%} OpenShift Container Platform 4.12, 4.13, 4.14
415 #H4T T BRI, UTFETRME T EXLEREMN B AIE L OADP 1.2.3 XA 1E

/CNo
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4.3.5.1.

% 4 %= OADP N AER& R %RE

OADP 1.3.1 %fF IBM Power® 1 IBM Z°, #1%} OpenShift Container Platform 4.13, 4.14 #1 4.15
HATT I, UTFETRE T EXLERGMEMAIE L OADP 1.3.1 K X #{E R,

OADP X ¥{#FH IBM Power B IR &2 6B

1 IBM Power® H13z1T OpenShift Container Platform 4.11 1 4.12, L% OpenShift API for Data
Protection (OADP) 11.7 B5tXI AWS S3 &A1& B v hi#t4T 7 ik, RAMKRE R—
AWS S3 BFr, {BZLIEtESZ#E7E OpenShift Container Platform 4.11 ¥ 4.12 #3247 IBM Power®,
LURET XA S3 &IEBE IR (F2 AWS) 1217 OADP 11.7,

A OpenShift Container Platform 412, 4.13. 4.14 #1 4.15 #1 OADP 1.2.3 ;21787 IBM Power®
BT AWS S3 &AL E B FRAhiEST 7. BANRE R —4 AWS S3 Bir, {BLIEH
B XTArA S3 &M IEBB PR, f#A OpenShift Container Platform 4.12, 4.13. 4.14 1 4.15 #1
OADP 1.2.3 1217 IBM Power?®,

&/ OpenShift Container Platform 4.13, 4.14 #1 4.15 #1 OADP 1.3.1i21T#J IBM Power® B}
AWS S3 #36LE B Irmhi T 7. EANIKRS R—/ AWS S3 BFR, (BLMEHZREEHXT
FREM S3 F BRI (2 AWS) , 7E IBM Power® f1{# f OpenShift Container Platform
413, 414 #1415 #1 OADP 1.3.1,

4.3.5.2. OADP Iix{FZFF{E A IBM Z B Ir &3 L&

1 IBM Z°® #3217 OpenShift Container Platform 4.1 1 4.12, A& OpenShift API for Data
Protection (OADP) 11.7 B5tXI AWS S3 &A1& B B hi#tsT 7M. RANMKRE R—
AWS S3 Btr, {BZLIEtESZ#F7E OpenShift Container Platform 4.11 #1 4.12 #2i217 IBM Z°, L&
XA S3 FMAIEBRIR (=2 AWS) 24T OADP 11.7,

{8/ OpenShift Container Platform 4.12, 4.13. 4.14 #1 4.15 #1 OADP 1.2.3 j21THJ IBM Z°® B41%f
AWS S3 F6LE B FrmIhiA T 7M. EARMHRE R— AWS S3 BFr, {BLIEtH R
FIEM S3 &P AIEB B r, A OpenShift Container Platform 4.12, 4.13. 4.14 #1 4.15 #1 OADP
1231217 IBM Z°,

{8 F3 OpenShift Container Platform 4.13, 4.14 #1 4.15 #1 OADP 1.3.1121T78J IBM Z® B£t% AWS
S3 FPMIE BT INETT 7T, BRI RS R — AWS S3 BFr, BLEBZRFHIATER
S3 #RHAIBEBE (= AWS) , 1E IBM Z° g f OpenShift Container Platform 4.13, 4.14 [l
4.15 #] OADP 1.3.1,

4.3.5.2.1. {8/ IBM Power (R) 1 IBM Z (R) £& ) OADP 2 HlIH] 8

H#l, 1EIBM Power® 1 IBM Z° & LERER T 2 OpenShift £EHF R A ERT, BRI, R
A NFS Fif 53X & F T R OpenShift £BF#A. B9, RIFXHRE&H (FSB) A
%, %0 Kopia # Restic AF &Rk E#IE, YarRBHRL R A A,

4.3.6. OADP iHHERIB F0(n]

WUTFET N T OpenShift AP for Data Protection (OADP) $&E4H B 4017 & -

4.3.6.1.

A iR D secret, Velero i EFH &R SR I BRI

LEBIRERTT N ARER (DPAEHA B &M AR EMAE(BSL)F, OADP #2HI2R, XEKE DPA Th
WA QIEME XM oadp-<bsl_names>-<bl_provider>-registry-secret.

L &E12217H, OpenShift Velero M EFSGR MR HIEE R, HFERUTEIR

I 024-02-27T10:46:50.0289517447Z time="2024-02-27T10:46:50Z" level=error msg="Error backing up
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item"

backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,

namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

4.3.6.1.1. IR 5 RLGE f U RS
k48 Velero #E panic H1%, EHITU TSR

1. FERAMEXIRZEIMCEE X BSL :

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. TEbRIC BSL |7, % DPA WA,

e ‘\ %
@ AT L@ DPA AR B TR B ek Hl AT,

3. % DPA RS, #iAMEXH oadp-<bsl_name>-<bsl_provider>-registry-secret 2 #IE TR H
==

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bs|_provider>-registry-secret -0 json | jq
-r ".data’

4.3.6.2. OpenShift ADP Controller 4B 15

IMREERNEA T cloudstorage # restic B91& % FEZE DPA, openshift-adp-controller-manager
pod RFERIES BRIGFEFFIE, BEE pod HI—ERIREI 2 EREER N LE,

1R REETE Y velero =X cloudstorage, ©f12HE FHFER,
o MRMEENIE LT velero # cloudstorage, openshift-adp-controller-manager & %1,
e 1R velero #1 cloudstorage % B E X, openshift-adp-controller-manager t2F %K,

BXIFFEHNEZER, 155H OADP-1054,

4.3.6.2.1. OpenShift ADP Controller 4B iRImI R 5

EERE—1 DPAR, EiE X velero 5 cloudstorage, RIEFE DPA fREIE E LT X F A
API, openshift-adp-controller-manager pod &%k, F ERERIGIEIAD ERET IR,

4.4. ZEFMBE OADP
4.4.1. x F&% OADP

ENEREER, EALLRIT %% OADP Operator N HIRRT(OADP)ZR % OpenShift API, OADP
Operator &% Velero 1.12,
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e

% 4 %= OADP N AER& R %RE

M OADP 1.0.4 FF#&, FiE OADP 1.0.z ik A#BR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

FE %1 Kubernetes BHRFMNE R, BIEN REFHRFESMMAE, WATEMREZ—:

Amazon Web Services
Microsoft Azure

Google Cloud Platform
ESIETPS

IBM Cloud® Object Storage S3

AWS S3 FEANRFZNE, 0 Multicloud ¥ &M XK MinlO

BRI LU BIREY OADP BB —ar R E PR ES MR FHEAE.

BRIEFEIE, "NooBaa" IEMRIBMEHEEI N REMMITIRIIA, M "Multicloud Object
Gateway (MCG) " 218 NooBaa FIZLIE A {ThR A,

MT/ERMCCHESER, HSNERNARFUINZZHRMX,

BF

CloudStorage API (E BN REFMHLUIB—INEFIER) RE—TEARTINIIE, BRI
EINEEARRILNE ™ MARSFFH NI (SLA) ¥, BWREAREHFATE, IETHERELE
PIMEREREN], XERRTIGIIRE R ER P IREIXAHNThE, FENIEFLM
BRiRMRIBE W,

BRIABRAT G FEEMNESER, WSARATIT i FEH,

pa -3
%4 /& CloudStorage X%, F#E OADP £ CloudStorage API B3){IE S3 Efi#HE
LA {F BackupStorageLocation fif, CloudStorage API R 2 — /N TI R IhEE,

CloudStorage AP| X #Fi@it I8 E— N IIA M S3 FiE@RF o0/
BackupStorageLocation /R, BIflIE S3 Zi##EH CloudStorage APl ERIR
AWS S3 7= A,

R LMERRBH MR &0 (FSB) ERRFAMS (PV),

EFRARBED PV, EBUHAA—DIRFERERRE API 3 Container Storage Interface(CSI)RIBH = AL
, MU THNEz—

® Amazon Web Services

Microsoft Azure
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® Google Cloud Platform
o 5 CSIREBMMHNFE, 0 OpenShift Data Foundation
JIRETE OCP 4N R FBIMRAH R CSI &1, HZRE OADP 11x,

OADP 1.0x A% # OCP 411 RE=ERA LK CSI 17, OADP 1.0. x B¥E Velero1.7.x, 3
FE API 4 snapshot.storage.k8s.io/vibetal, iX1E OCP 4.11 KBS RAHRREIE.

MBENSHNERZEFIRE, HEEMEER NFS, BRI LEN REMEDEE XGRSO N BAREFE
#4719 : Kopia 2% Restic &0 N AR,

ZRILLAZE— 1 BAA Secret, ARREHIERT N ARER.

4.41.1. AWS S3 ¥R S 1FHELN S

OADP 5SS RIEFMMHNERE, ATFARNEMNNIREERE, —ENKREEHNERTEIRE, —&
FAEZFHERUIERE TE, HA—LEEMBIRE,

4.41.01. TR E D HEAN R
B AWS $afF, LAUT AWS S3 EX RIFMHEHEN I OADP T2 FHE N &1 7 -
e MinlO
o LRIRMRK (MCG)
e Amazon Web Services (AWS) S3
e |BM Cloud® Object Storage S3
XRUTRBNREFMEENE, FHBCSH Velero X RIEFMHEEMG -
e Google Cloud Platform (GCP)

® Microsoft Azure

4.411.2. A RHNE D EEEN S

BT AWS HEfE, BUF AWS S3 AN REHBRFITLLS Velero —RIES THIEh &R EHE, BB
R, BibRAET IR -

® Oracle Cloud

® DigitalOcean

e NooBaa, BRIEEA Multicloud Object Gateway (MCG) %24
® Tencent Cloud

® Ceph RADOS VvI2.2.7
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® Quobyte

® Cloudian HyperStore

BRIEFEIE, "NooBaa" FEMRIBMEEEI N REMMIFRITIA, M "Multicloud Object
Gateway (MCG) " 218 NooBaa FIZLIE & {ThRR A,

MT/ERMCCHESER, HSNERNARFUINZZHRMX,

4.4.11.3. A S HRFIMN &3 FiE MR
Wik AWS $E4, AR AWS S3 BB REMEN B LLE Velero HBE(FER, (BEE—LEHMIRH :
o Swift - BRI LUME N B EMENEMDEEME, BN FEFXERGEHESMHDMIRE, ©5 Restic
THRA,
4.4.1.2. /) OpenShift Data Foundation LRtk Sl E % =5 RMX (MCG)

INRIETE OpenShift Data Foundation £ MCG bucket backupStorageLocation {F &R 1=6#, 15
MCG BB & N A ER X REFNE,

l]I|||§

19 MCG BB A S0 ST AT 2 SR A R AT,

==

BRIEFEIE, "NooBaa" FEMRIBMEEEI N REMMTITIRITIB, M "Multicloud Object

Gateway (MCG) " 218 NooBaa FIZLIE A fThR A,
MEBEXMCCHMEZER, HSNERANBRFEVINZ TN RM K,

Il“n&

o 13 MCG BB NN REN, MIEAHS TRINE I ERRB,

o

Lth BT iR
o Velero X8I &R FRE L BB

4.4.1.3. %F OADP B/

& %& OADP Operator I, eI LU FHAE, X NHERE B WEIH OADP Operator #1 Velero
HOWRLE F+ 2, &) LARERS Sl sE

A RREHIENT

41


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.13/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.13/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.13/html/managing_hybrid_and_multicloud_resources/adding-storage-resources-for-hybrid-or-multicloud_rhodf#doc-wrapper
https://velero.io/docs/v1.12/locations/

OpenShift Container Platform 4.16 £ {31tk &

® stable #liEIEFH, stable yliE® = oadp.vl.1.z #lH oadp.v1.0.z BIEZERRZABE] OADP
ClusterServiceVersion B9 T (z-stream E#T).

e stable-1.0 /il @& oadp.v1.0.z, EE&#THI OADP 1.0 ClusterServiceVersion,

e stable-11/iiEE & oadp.vl.1.z, EE&HTH OADP 1.1 ClusterServiceVersion,

e stable-1.2 /i@ 2§ oadp.v1.2.z, &#HJ OADP 1.2 ClusterServiceVersion,

e stable-1.3 /i@ 2 & oadp.v1.3.z, E=E&#H OADP 1.3 ClusterServiceVersion,
R SEHTALEE S 1R ?

e stable FiEIEFHFA, MNRESEHEA stable 5@, M4ELEEM oadp.v1.1.zFKENEF.

o %% stable-l1y EHER LS OADP 1.y, FHUSNEBESHHT, MREEFLIE, EFKE
WA 1y.z BIFR A z-streams

A BECDEHIGE ?

o RIELET OADP 1y, FHRBEKIBA y-stream BN T, NIALZIM stable BEHHELIHE
stable-1y B##E, AE, TIFKREIRA 1.yz BIFTAE z-stream ¥ T,

o HIRMEET OADP 1.0, FEFHE OADP 1.1, AR OADP 11BN T, MM
stable-1.0 EFHVILELIILE] stable-1.1 B E, AfE, EHKEIMRA 1.1.z BIFFE z-stream fb
T,

o MRMEEET OADP 1y, HyXF 0, HEHLELIHEI OADP 1.0, MwAZil #%; OADP
Operator, AE{EM stable-1.0 E/lEEHRRE. AfE, TFKEN.0.z lREBIFTE z-stream

Gk

C

IR TEE B I EFHEM OADP 1y t1#:E| OADP 1.0, & /ENE: Operator, ABEH
Ee,

Wt

4.41.4. £ p B2 AP &% OADP

& BT LU OpenShift API for Data Protection (OADP) R EIR — K& M Z N A EE B, LUEZ NI
BrrEETLLEE B2/ OADP M), XA FfIEE X3R5 &1% (FSB) #1 Container Storage
Interface (CSI) #1745 1E,

A LR BEAX T I ENE N LB RBIBEREEN OADP L6, HBELUTHMANEX :

o FE—KEHBFA OADP HEHLIERIRA, #0114, AXFFHER—KEF L E OADP HWAFE
R AR

o & OADP HEZ/IIER —HM—FE UL FIME —# BackupStorageLocation A&, &L A LA
ER—mAZE A F{EH% 1 BackupStorageLocation Bt &,

o HRINERT, 81 OADP HREBETRBI6r % 22 A hEA KR LA 8975 AR, OpenShift

Container Platform B i FEZFHANELRZR MM RBAC K&, HXT el HTEMER, UHE
B OADP L&A IEEHEIAER,

Hi 5w
o KRR hRA
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% 4 %= OADP N AER& R %RE

4.41.5. ETFIERNEIEDN Velero CPU HIREFEZE K

DTN EFET BRAMMELNERNRIMMEE, FHMKEHRTEE

SRFEGRE, FOHKERT

TR E, URSXLEFRBXBFALS (PV) FEErENETE,

4.415.1. BEdiEM CPU MIREEX

BciERE Mm¥EgHAE [21 Xf&EH resourceTimeouts
CSl Velero: Velero: N/A
CPU- Request 200m, CPU- Request 200m,
Limits 1000m Limits 2000m
A #F - Request 256 Mi, A 7Z- Request 256 M,
Limits 1024Mi Limits 2048Mi
Restic [31 Restic: [4) Restic: 900m
CPU- Request 1000m, CPU - Request 2000m,
Limits 2000m Limits 8000m
A 7F - Request 16Gi, A 7F - Request 16Gi,
Limits 32Gi Limits 40Gi
(5] #42 Mover N/A N/A 10m - EH{FEH
60m - KEUFEFH
1 FEER - XS RERTRESHEERER.

2. REUER - ERAXEREMTABEERBER, MAR PV (500GB ERER). M mEZER
(1OO+)‘JZ$/|\T=%%EEIEH¢E’J%/|\ pod (2000 pods+), LARXfH R KBRS ITEMMIRE &R

EL =1

3. Restic ¥

FRERESHIENBEMBUREREX N, fli, FENXHHARERERTESE

Restic A XKEHR, E Velero X4 500m BRINEE, EERITKRSENMKA, FHiDA
4 200m request #11000m limit B LEESE HHIZE, W Velero XHFRTR, BR T IMERREIA,

B k89 CPU MIAEFEAETEUR T X4 B F R,
4. 120 CPU &N ei# 7519 FNk & 1) 18] 8 E K §M,

5. Data Mover - Data Mover Btk resourceTimeout 7 10m, Ff THE &R MkE KB PV (500GB
FRAE), FEWN resourceTimeout IBINEI 60m,

% E,E
| REESMNERER (AT TOMA. AT ARMR, SRR R ALE,

4.41.5.2. A FXHAEM NodeAgent CPU

Mt &R, TEfEF OpenShift API for Data Protection (OADP) i/, 1271 NodeAgent CPU AL ZERS
AR AN RS BT[],
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BF

R Kopia & BRI A UEFE TR, RIEREWIEREESITE NHRNT R LIHTIR
FIRIMEREA Kopia, BE, MRIZTT Kopia A KERIBREIS S CPU BIFRRSI, FH i
IEEMMRENRE, MiHER EEE 20 MARZH 32 G RERIMNEHIZIT Kopia, X
REBEZ A ZERHE— DR ZEFFRE 2000 4 pod HXT 100 GB #I#E#H1T &9k
B#F,

EEAXFERENIMNE RN A %A R CPU RREISKAEEFI R A&,
& BT LR R Bl rook-ceph pod £# CPU F1N7F H1R HHBYZ JETE Ceph MDS pod HiX & X LR,

BREEFEERFBE IR (CR) IR TTRZERS

resources:
mds:
limits:
cpu: "3"
memory: 128Gi
requests:
cpu: "3"
memory: 8Gi
4.4.2. &% OADP Operator

& eI LUEF Operator Lifecycle Manager (OLM) 7£ OpenShift Container Platform 4.16 £ &% Data
Protection (OADP) Operator #J OpenShift API,

OADP Operator &% Velero 112,

FeREH
o MHLLER cluster-admin F R F 19 &,

AR

1. £ OpenShift Container Platform Web #£#|&H, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F &% OADP Operator,

3. #%$% OADP Operator # = Install,

4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators 4 F &%,

4.4.2.1. OADP-Velero-OpenShift Container Platform kA& X%

OADP hr#A Velero fiR#& OpenShift Container Platform

hR A

1.1.0 1.9 4.9 REBEHHIARA
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% 4% OADP M ARFE&HHIRE

Velero iR4< OpenShift Container Platform
2
111 19 4.9 REHFBIRAE
11.2 19 4.9 REHBIRAE
11.3 19 4.9 REHFBIRAE
11.4 19 4.9 REHFBIRAE
11.5 19 4.9 REHFBIRAE
11.6 19 41 REFBIRAE
11.7 19 41 REFBIRAE
12.0 111 41 REFBIRAE
121 111 41 REFBIRAE
12.2 111 41 REFBIRAE
12.3 111 40N REFBIRAE
13.0 112 412 REFBIRAE

4.4.3. ) AWS S3 A FHEHEIRFRIMESE OpenShift API

IRET LB %2 OADP Operator, {#F Amazon Web Services (AWS) S3 A Z %% OpenShift API
for Data Protection (OADP), Operator %% Velero 1.12,

IBM Cloud® S3 x#1F 5 AWS S3 B &1 1F 8N F,

M OADP 1.0.4 714, FiiE OADP 1.0.z iR A& RAEFE MTC Operator BIKHfiTH, BHARE
FAF 3L Operator,

I&AI LA Velero BRiB AWS, GIE—1ERIA Secret, ARLEMIBFRINMARE. NFTHRESIEME
B, 1H&i% % OADP Operator,

EEZRMAIMERLLE OADP Operator, /il e 552 A ERIAR OperatorHub JEF4% % Operator B
K. WHIFIESMN EZRMLEH A Operator Lifecycle Manager,

4.4.3.1. idi® Amazon Web Services

%A LN OpenShift API B2 Amazon Web Services(AWS) LA 1T 8RR (OADP),

45


https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.9]/
https://velero.io/docs/v1.11/
https://velero.io/docs/v1.11/
https://velero.io/docs/v1.11/
https://velero.io/docs/v1.11/
https://velero.io/docs/v1.12/
https://velero.io/docs/v1.12/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-restricted-networks

OpenShift Container Platform 4.16 £ {31tk &

FoRFRMF

o B&RE AWSCLI,

it =

1. Xi& BUCKET Z & :

I $ BUCKET=<your_bucket>
2. %i& REGION % & :

I $ REGION=<your_region>

3. filE AWS S3 1Z{#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMER Velero F1R BB S S3 FERMWER, HHEBIMERIE—ITH—RAF &,

5. fil# velero-policy.json {4 :

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action": |
"s3:GetObject",
"s3:DeleteObject",
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"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
I,
"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3::${BUCKET}"
]
}
]
}
EOF

6. FIINZREE, v velero A RRILFTFEBIHAEAR -

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA P &1 17 B4H -

I $ aws iam create-access-key --user-name velero
I

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T22:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}
}

8. fi|# credentials-velero 314 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

% 4 %= OADP N AER& R %RE
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ELEHIRE N BEER, RELU#EA credentials-velero XX {5 AWS ]# Secret %1%,

4432 XFHFHMKEAEKRH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRER AL E R H secret,

wIHIE
BT LU AWS S3 A/ REM (30 Multicloud Object Gateway 3 MinlO) f8E N &R AIE,

Velero & OpenShift Container Platform %R, Kubernetes ¥ RFAERER IR &0 3T RIFME LITERSST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENIRRAE,

INREA Container Storage Interface(CSIIRER, NMAFEIBEERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 35t CSI IK5hi2 .

IMREERXHREED (FSB), NAFEEERRMUE, RN FSB ENREM LEMXHRL

Secrets

MREMIRBLABFEAERNEILL, HEBEBFAREZRBAE, HUE—1EKIA Secret,
MREHEDREMBEBRRANEIE, EATLLAIEMA secret KR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [REB(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHFE—TRIAR Secret, B, REFER,

NREAEELREIRAIEESHIIRRAE, ELUFEHRZ credentials-velero X541
#EA Secret,

4.4.3.2.1. BRI\ Secret

MREHNERIIRRUBFERAERNEIL, SBASTERRBAE, NEE—/1 2R\ Secret,
Secret B9Zk1\ &5 cloud-credentials.

= -

DataProtectionApplication B & Y %R(CR)EZE— MBI\ Secret, Fl, REFK
W, wNREZEBEIEESDAE Secret ATR, NISFERHEINGTR.

MREAEERETEPFERASDLAEEIE, FALUERZ credentials-velero {40 #
T BRI\ B TR Secret,

FRFH
o EBHNREMHNEENE (BA) LIERBRNEIL,

o Il Velero BB X R 1FHE,
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o MAILLE LI NN REMAIE— credentials-velero {4,

Pk =
o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.4.3.2.2. AR RFEIE A RECE S
INRIEF PR BABFERRRENEIE, KA LIE credentials-velero S| HMMNE B E,

RE, EALLEIE—A Secret X RF7E DataProtectionApplication B E X ¥R(CR)FIEEEEBEE.

Pt =
. FESMARBABEMNRIIEEENE— credentials-velero X, M TFHIFTR :

[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

[volumeSnapshot]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. {#M credentials-velero X #41|% Secret XI5 :

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. 1£ DataProtectionApplication CR FRINESESE, W FHIFT=

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
config:
region: us-east-1
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profile: "backupStorage"
credential:
key: cloud
name: cloud-credentials
snapshotLocations:
- velero:
provider: aws
config:
region: us-west-2
profile: "volumeSnapshot"

4.433. EBEBER NV RERF
BRI LLsT IR E Velero HIRDECS /A A B %% CA UL RE ERIERT N ARRF,

4.4.3.3.1. % & Velero CPU HIRESEC

& 7] L@ 4w DataProtectionApplication B 7 X HR(CR)E 3 5 Velero pod i% & CPU fINFS
[

o RNIZET OpenShift API for Data Protection(OADP)Operator,

it

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations HFR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

WE‘EE%EE{%Z% Velero podSpec BT s 1% 250

Q 5l # resourceAllocations FHFEHEH,
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Kopia & OADP 1.3 R Z FBIRRAFRBY— Nk, ] LMER Kopia #HTXHREL&
2, Kopia & Data Mover BIME—i%F%, #ﬂ?ﬁlj\]%#ﬁ% Mover,

0 Restic 18k, Kopia BEELZ TR, EosEREHEMNHIFE CPU FIRNEE XK,

44332 J5RAB%%A CAILD

R i@ 4w DataProtectionApplication B E X HIR(CR)EH R AN REFHERABE®R CAIES, KL
B LE SR JIA A& AL 25 2 BES

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it

e ke DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config £#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF &,

insecureSkipTLSVerify B & AJ LLUEE H) "true” = "false ', NRKEN "true”, NIEMA
SSL/TLS =2, MNRKEH "false”, NIEA SSL/TLS RL,

4.4.3.3.2.1. A EHET velero BBEM velero 85 H CAIEH

INRIBLE Velero CLIMXAMEEBMRG hLES, AUNBRE—NZ,
FeREH

o B fEFAEA cluster-admin & &I - &< E| OpenShift Container Platform 5 E%,
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e B% % OpenShift CLI (oc).

. EFEAFIBB Velero 35, HBTUTHS :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

2. BITUTHRSRENRERESETHF

Example

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

gﬁﬁﬁ ﬁ?ﬁ%*ﬁﬁﬁ CA 'LIE:E'y IU\_.I-L/LI_'??L/L—F P E Velero B%":F//J\JJDIE:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt
g?ﬂy%ﬁ} A& oY) T«IEJJEITLX-FTJQF'V% :
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

ﬁﬂ% Velero pod &/, /tmp/your-cacert.txt XHRHEK, BEERIEFZTL—THH
BHREHOE tmplyour-cacert.txt X1,

. ERILLZ T LT SR RIEE tmp/your-cacert.ixt XHFREEE (EEHTHXXEAIE

H)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

TELLUE Y OpenShift API for Data Protection (OADP) & 4ThiiAr, FHfTitXIHETEEE Velero pod,
UERFEEX—H,

4.4.3.4.

RERBIERTNVARRF 1.2 RERRF

& L@ A2 DataProtectionApplication API BYSEf5l S &2 5 IR IR N FAF2FE (DPA),

SeRFZ M
o W

7CN

=
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o MW REMEE N FIDE,

o MNRFEARERSD PV, ZHNESMZFFFREIRE API 3 Container Storage Interface(CSI)
1RER,

o MMREFMIILIBABFBHERANEILL, BUIGETHERILGT cloud-credentials #J Secret,

o MREFMMEBMABMFBARNEIE, N TEREINELFR cloud-credentials /& —1

Secret, EHEE& MR BLAEZIEHIRIIEESE,

MNBREAEELREIRRPIEESHBIRRAE, ETLUFERZ credentials-velero
X G2k Secret, HNREEEIN Secret, ZEEIFKRIN,

Velero 7£ OADP & 22 i R 8| —/ 4%/ velero-repo-credentials B secret, H
FEERNNEMREMERD, TaTE—TMEEENFHEZEN SOz, ELL
FHBE B ER secret, Ll base64 4w, EHFAIHE(EZ Data[repository-
password],

I DPA T, B RIZITIRASNEMEZENEDN, Velero RAIE—NEDEM
J#, H secret Jy velero-repo-credentials, EHhESRI\BHHEERE, MR
EBEREDZIGER secret B, EIDIFS velero-repo-credentials Y Z 5
AIEfE, ALt Velero FEiES BN &R ER.

it

1. 5 Operators — Installed Operators F1%#% OADP Operator.,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
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®9

o

00 90 990 ®O

default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix>
config:
region: <region>
profile: "default”
s3ForcePathStyle: "true"
s3Url: <s3_url> 6
credential:
key: cloud
name: cloud-credentials Q

snapshotLocations: @

- velero:
provider: aws
config:

region: <region> m
profile: "default”

openshift &4 2 FEH,

IBEEBI X ERIFFZ A Velero HIRMI#H, 40 Velero CRD ATA. volumeSnapshot fifl
PRENE P EMEERT A, BREH 10m,

IR T Restic 22k, NIIFILEIXE Y false, Restic BBE—NFIHIRE, XEKE
Restic pod BN T S _EiZ1T, 1€ OADP HRA 1.2 RESERAR, EELLETHE
Backup CR #5510 spec.defaultVolumesToFsBackup: true EEZ & Restic #1762, £
OADP hrA& 115, ¥F spec.defaultVolumesToRestic: true 1% Backup CR A,

18 %€ Restic EHFLL T R LRI, BOINERT, Restic EfFE T M Liz1T,

EEFERIFEHEMNEMULE. MREERTZ Velero &M% BEMEIR, BRIEE—

ML
MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

BERE N S3 M RIEFIFEZE NI URL (Boolean), AWSSIFAEE, RERAT SIFHARE
,ﬁ’%o
EEMAFEESHONREEN URL, AWSS3AEE, REATF S3 #EEE,

EEEOBER Secret M REVET, WMREBHEXIME, NEAIRKINE cloud-
credentials, MREIEET BE XL, NEHABAELAFEITEMME,

EERRBAE, PRIEMHERA CSIIRIRK Restic 12 PV,

REBALE RIS PV L FRE— X,

4. = Create,

1.

iz
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I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. 217U T4, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

oA

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 71 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.3.5 REBERT N ARERF 1.3
& L@ (]2 DataProtectionApplication API BYSE5I S &2 2 #UIR IR N FAFEFE (DPA),

FRFM
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o T iiZ%k OADP Operator,
o MM RIFMHEERE N S LE.

o MRMARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)
TRER,

o MMREFMIILIBABMFBERANEILL, BUIGETHERILAGT cloud-credentials #J Secret,

o MREFMMEBMABMFBARNEIL, N TEREINLFR cloud-credentials /& —1
Secret, EHEE& MR BLAEZIEHIRIIEESE,

y = -
NREABELREIRRHIEESHBIRRMAE, ETLUFERZ credentials-velero
X 4G22 Secret, HNREAEEIN Secret, ZEEIFKRI,

it

1. =X Operators — Installed Operators F1%# OADP Operator.,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create 5L,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp ﬂ
spec:
configuration:
velero:
defaultPlugins:
- openshift g
- aws
resourceTimeout: 10m 6

nodeAgent: ﬂ
enable: true
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix>
config:
region: <region>
profile: "default”
s3ForcePathStyle: "true"
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s3Url: <s3_url> m

credential:
key: cloud
name: cloud-credentials @

snapshotLocations: @
- name: default
velero:

provider: aws

config:
region: <region> @
profile: "default”

OADP MBI\ & 22 (5] 2 openshift-adp, R EREZE—NELE, AEE,
openshift &4 2 FEH,

IBEEBIN X ERIFEFZ A Velero HIRMIZHH, 40 Velero CRD AT, volumeSnapshot fifl
PRENE R EMEERT A, BRIAEH 10m,

HERIEREBERS SRNEENE,

INRE S A nodeAgent FHUTXH RS &7, NIFLEIZES true.

&1\ kopia 5% restic /E IR L5, EREERERBESLERE, T Built-in
DataMover, E7{#H Kopia, nodeAgent SR BT /5125, XEMZE nodeAgent pod

EENITHET RLEZE1T. & LLET7E Backup CR Fi7N
spec.defaultVolumesToFsBackup: true JEft & X4 R & 15,

QDO 009

157 Kopia =X Restic ATAM T . BAIAIERT, Kopia 3 Restic 7EfT A T mLiZ1T,

EEFMERBIFVENEEUE. WRFHRBTZ Velero &M% AR, EQIHEE—

NI
MRFEERATSNEM, HH Velero #01EE—18IZ, 10 velero,

BERE N S3 M REFIFEZENIE URL (Boolean), AWSSIFAEE, RERT SIFHARE
,ﬁ’%o

BT EEEDIIREME URL, AWSS3 AEE, HiEATF S3 A EE.

EEEOBER Secret M REVET, WREBHEXIME, NEAIRKINE cloud-
credentials, MREIEET BE XL, NEHABAE L AFEITEMMAE,

EERRAE, PRIFE/ER CSIRBIXMRI&ED (FSB)EHR PV,

REBALE RIS PV L FRE— K,

90 99 90 09

4. = Create,

iZ1TLL @4, &F OpenShift APl for Data Protection (OADP) FHiREIGIE &2 4% -

1 iz
I $ oc get all -n openshift-adp
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I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

. I21TLL T4, 39 DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

. JSE type #%1X &~ Reconciled,

L BITUTRS, RIEEMFELEFHHIN PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.3.5.1. 7f DataProtectionApplication CR F/ZH CSI

& 7] LATE DataProtectionApplication B 7 Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
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FRFMH
o TMNBUAZEF CSIRER,

it

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© 7 csi BtiEL.

Hith BHR
o {#fH kubevirt 1 openshift {H{H4 L2 EHIRET N AR

4.4.4. 71 Microsoft Azure FIEIRRIFPBCE OpenShift API

IRET LB %2 OADP Operator, {#f Microsoft Azure %%k OpenShift API for Data Protection
(OADP), Operator %% Velero 1.12,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

IRATLL ) Velero BB & Azure, BIIE—NBRIA Secret, ABELREMIBRITN ARE, METHRESZIFYE
B, EBH %% OADP Operator,

ZEZRMLEINEFRREE OADP Operator, B/ E 22 FABIAE OperatorHub JRF#Hi{%& Operator B
K. WHIRIESMN EZRMLE A Operator Lifecycle Manager,

4.4.4.1. Bdi& Microsoft Azure

&\ LA OpenShift API BE2i& Microsoft Azure for Data Protection (OADP),

FRFH

o %% Azure CLl,

it =

1. BEE Azure:

I $ az login

59


https://velero.io/docs/v1.12/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-restricted-networks
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli

OpenShift Container Platform 4.16 £ {31tk &

2. %i& AZURE_RESOURCE_GROUP Z'£ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. B Azure HRA :
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS @)

Q@ =xuE,

4. #%{& AZURE_STORAGE_ACCOUNT ID % :
I $ AZURE_STORAGE_ACCOUNT ID="velero$(uuidgen | cut -d ' -f5 | tr '[A-Z] Ta-z])"
5. A& Azure ZAEIK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS \
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 148 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

7. 8% Azure Blob ZHEA S :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. / velero AR EAFMEILE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld’ -0 tsv’

9. 7 credentials-velero X4 IR1ZARSS TIRBEIL ¢

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

& e LAEFE credentials-velero U445 Azure NN & BIEMEE,
10. FKERFZREME P15 1R 2 EA -

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT _ID\
--query "[?keyName == 'key1'].value" -o tsv’

. QIREARERBEIRNAEE L AR

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": "$AZURE_ROLE",
"Description": "Velero related permissions to perform backups, restores and deletions",
"Actions": [
"Microsoft.Compute/disks/read",
"Microsoft. Compute/disks/write",
"Microsoft. Compute/disks/endGetAccess/action”,
"Microsoft. Compute/disks/beginGetAccess/action”,
"Microsoft. Compute/snapshots/read",
"Microsoft. Compute/snapshots/write",
"Microsoft. Compute/snapshots/delete”,
"Microsoft.Storage/storageAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/regeneratekey/action”

1,
"AssignableScopes": ["/subscriptions//'$AZURE_SUBSCRIPTION_ID"]

}l
12. fi|# credentials-velero 3744 :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
S_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

ﬂ g, 1NR credentials-velero X4 R B SRS EEREIE, NFTEFHDAREHIR,

L% Data Protection N F#I, EALUE credentials-velero 32144 Azure /& Secret Xt
e

4442 XFHEPHRELERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRER LB R H secret,
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wIHIE
BT LU AWS S3 A/ REM (30 Multicloud Object Gateway 5 MinlO) f8E N &R AIE,

Velero & OpenShift Container Platform %R, Kubernetes ¥ RFAERER IR &0 X R1FE LHITERSST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENIRRAE,

INRMEA Container Storage Interface(CSHIRER, NMAFEIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

MREERXHREED (FSB), NAFEEERRAUE, RN FSB ENREME LEMXHRL

Secrets

MREHDARBLABFEAERNEILL, HEBFAREZRBAE, HUE—1EKIA Secret,
MRHEDPREMBEBRRANEIE, EAILLAIEMA secret KR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRIT N ARFHE—TRIAR Secret, B, REFER,

NREAEELREIRAIBEESHIRRAE, ELUFEHRZ credentials-velero X541
#EIA Secret,

4.4.4.2.1. BIEREKIA Secret

MREHEMRIRRUBFERAERNEIL, SHBASERRBAE, NEE—/1 2R\ Secret,
Secret FI2k1\ & #1/ cloud-credentials-azure,

= -

DataProtectionApplication B & Y %R(CR)EE— BRI\ Secret, B, REFK
W, wNREZEBEIEESDAE Secret WETR, NISFERHEINGTR.

MREAEERETEPFEASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B FREY Secret,

FeREH
o MMV REMNEEME GBA) LilFERAHEBMEIE,
o RAJIH Velero BREB N R 1Z i,

o BLLE YR NN REFEMHEAIE— credentials-velero XX 14,

Pt =
o fERABINZTROIE Secret :
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$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

1L % Data Protection Application i, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.4.4.2.2. HNARZIEDIE secret
MBENFDHMIREMBFERRRNEL, EXHTEEMA Secret XK :

o EHBEENAMMEDAIE Secret, BE X AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o HHEIALTF cloud-credentials-azure FJR IR & Secret, It Secret A7t
DataProtectionApplication CR F15E.

1. NIEHENENRRAERE— credentials-velero XX 14,

2. FRBRIARHAIRIRAECZE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHSTREMAUIE— DT EPAIER credentials-velero XX,
4. FHBE LA NEDAIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE X &M Secret 7R INZE| DataProtectionApplication CR &, 0 FAIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
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bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"

provider: azure

Q BEBE LA EPAIE Secret,

4.4.43. EEBBURERT N HEF
BA LRI IZE Velero FHREDER /G A B %4 CA L REBEHBERT N BARERF.

4.4.4.3.1. %i& Velero CPU HIRFSH S

& 7] L@ 4w DataProtectionApplication B 7 X HR(CR)E .34 Velero pod i%& CPU HINEFS
fic.

FRFM

o BJEET OpenShift API for Data Protection(OADP)Operator,

it =

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations H:FHp{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ 5 E BIRMH2A Velero podSpec BT ik 2R,

Q 5l # resourceAllocations T E .,
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Kopia & OADP 1.3 R Z FBIRRAFRBY— Nk, ] LMER Kopia #HTXHREL&
2, Kopia & Data Mover BIME—i%F%, #ﬂ?ﬁlj\]%#ﬁ% Mover,

0 Restic 18k, Kopia BEELZ TR, EosEREHEMNHIFE CPU FIRNEE XK,

44432 . ]5AB%4% CAIEH

R i@ 4w DataProtectionApplication B E X HIR(CR)EH R AN REFHERABE®R CAIES, KL
B LE SR JIA A& AL 25 2 BES

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it

e ke DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config £#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF &,

insecureSkipTLSVerify B & AJ LLUEE H) "true” = "false ', NRKEN "true”, NIEMA
SSL/TLS =2, MNRKEH "false”, NIEA SSL/TLS RL,

4.4.432.1. FAFAEBATF velero ZPEM velero S CAIFH

INRIBLE Velero CLIMXAMEEBMRG hLES, AUNBRE—NZ,
FeREH

o B fEFAEA cluster-admin & &I - &< E| OpenShift Container Platform 5 E%,
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e B% % OpenShift CLI (oc).

. EFEAFIBB Velero 35, HBTUTHS :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

2. BITUTHRSRENRERESETHF

Example

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

gﬁﬁﬁ ﬁ?ﬁ%*ﬁﬁﬁ CA 'LIE:E'y IU\_.I-L/LI_'??L/L—F P E Velero B%":F//J\JJDIE:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt
g?ﬂy%ﬁ} A& oY) T«IEJJEITLX-FTJQF'V% :
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

ﬁﬂ% Velero pod &/, /tmp/your-cacert.txt XHRHEK, BEERIEFZTL—THH
BHREHOE tmplyour-cacert.txt X1,

. ERILLZ T LT SR RIEE tmp/your-cacert.ixt XHFREEE (EEHTHXXEAIE

H)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

TELLUE Y OpenShift API for Data Protection (OADP) & 4ThiiAr, FHfTitXIHETEEE Velero pod,
UERFEEX—H,

4.4.44.

RERBERTVARRF 1.2 RERERF

& L@ A2 DataProtectionApplication API BYSEf5l S &2 5 IR IR N FAF2FE (DPA),

FRFH

o (X
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% 4 %= OADP N AER& R %RE

o MLIHNRIFMECE N FDMUE,
o MNRFEARERSD PV, ZHNESMZFFFREIRE API 3 Container Storage Interface(CSI)

AR
W20

o MREMIMIRBLAEMBERBNEIE, B0 THBRILLIT cloud-credentials-azure #J

Secret,

o MRFMMRBLABFERFRMEIE, BUAOZENA Secret :

o WAEMMUENHETE XAMH secret, EATLUFIEL Secret FRANE!
DataProtectionApplication CR &,

o WHBRRBMEBEMS —1BE AN Secret, SR LU L Secret FRINE]
DataProtectionApplication CR &,

MRER ALK IRPIEESTDHIRBAE, ERILUERZ credentials-
(2

velero U4 O EIN Secret, INRZAEEIA Secret, REIFFRIN,

3& AR

1*“:‘ Velero 7£ OADP #p & 22 [H] ROl — 4% velero-repo-credentials Y
secret, HPASERIINEREFHERY, E2TE— I ERSDEEENE
Rrzal, EOLER B CHBRIEER secret, L base64 4rit, EEFFAHE(E
== Data[repository-password].

I/ DPA J: BT &M EEENERN, Velero ROUIE—N&1D
Z6#%, H secret 7y velero-repo-credentials, Hrh& & B\ BIDME
o MREERENZIBEEFH secret i, FHEIBFHES velero-repo-
credentials FIFRIEARICES, EIE Velero HITES IHM & DT,

>

LI
v
X
%
KX

?t

1. = Operators — Installed Operators #1%# OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
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68

4.

®9

o

00 O 9990006

podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: cloud-credentials-azure 6

provider: azure

default: true

objectStorage:
bucket: <bucket _name> Q
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

name: default

provider: azure

openshift &4 2 FEH,

IBEEBI X ERIFRFZ A Velero HIRMIHH, 40 Velero CRD ATF. volumeSnapshot fifl
PRENE D EMEERT A, BRAEH 10m,

IR T Restic L2k, NIIFILEIXE Y false, Restic BBE—NFIHIRE, XEKE
Restic pod BN T S _EiZ1T, 1€ OADP HRA 1.2 RESERAR, EELLETHE
Backup CR #R1I spec.defaultVolumesToFsBackup: true 3EEZ & Restic #1761, 1E
OADP kA& 11 /1, ¥ spec.defaultVolumesToRestic: true 7 11%! Backup CR #,

187 Restic EHFL T LA A, BINERT, Restic EE T R LIE1T,

187E Azure BHRH,

187 Azure FHAMKF 1D,

187E Azure 1115 ID,

MREEIEEX/ME, N{EAZRIAE cloud-credentials-azure, MNEEIEETHE L E
o, NFERBE LA HITEDAIE,

EEFERIFEHEMDEMUE. MREERTZ Velero &M% BEMEIR, BRIEE—

NI
MREFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

INRIBMERA CSIRIRK Restic &2 PV, NAFERIEERRLAE.,

= Create,



% 4 %= OADP N AER& R %RE

iZ1TLL @4, &F OpenShift APl for Data Protection (OADP) FHiRRIIE &4 -

1 iz
I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLUF 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.45. ZERBIEFRT N HEF 1.3
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& 7] LLE S (]2 DataProtectionApplication API BYSEf) S 22 S #R R 1 N T2 (DPA),

FERFH
o T iiZ%k OADP Operator,
o MM RIFHEERE N S IE.

o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMREFMIILIBABMFBERANEILL, BUI0ETHERIAGT cloud-credentials-azure B9
Secret,

MNBREABAELREIRRAIEESHBIRRAE, ETLUFERZ credentials-velero
X 4GB Secret, HNREEEIN Secret, ZEEIFKRI,

1. s Operators - Installed Operators 3% OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift g
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true 6
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure m
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provider: azure

default: true

objectStorage:
bucket: <bucket_name> @
prefix: <prefix> @

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

name: default

provider: azure

OADP MBI\ & 22 (5] 2 openshift-adp, R EREZE—NEZE, AEE,
openshift &4 2 FEH,

IBEEBIN X ERIFERFZ A Velero HIRMIZHH, 40 Velero CRD AT, volumeSnapshot fifl
PRENE P EMEERT A, BRIAEH 10m,

REEIF RIRH BRSSO EENIE,
YNRE = A nodeAgent FHHTXXHRGIED, NIFLLERED true.

QDO 009

&1\ kopia 5% restic /E B E(EE, EREERERFESLERE, X F Built-in
DataMover, E7{#H Kopia, nodeAgent SR BT /5125, XEMZE nodeAgent pod
EENIHET RLEZE1T. & LLET7E Backup CR Hi7N
spec.defaultVolumesToFsBackup: true Jeft & X R & 15,

1587 Kopia =X Restic ATAM T . BAIAIERT, Kopia 3 Restic 7EFT A T mLiZ1T,

187 Azure ¥R,

187 Azure FHAMKF 1D,

87 Azure 1115 1D,

MRS EIEEX/ME, N{FEAZRIAE cloud-credentials-azure, MNEEIEETHE L E
o, NFERBE LA HFITEDAIE,

EEFMERBIF VSN EEUE. WRFHRBTZ Velero #00% AR, EQIHEE—

MRS

MRFEERATSNEM, HH Velero #01EE—18IZ, 10 velero,

90 @ 90009

INRIBERA CSIRIRSK Restic &2 PV, MNAFEREERRLAE.,

4. = Create,

IZ1TLL @4, &F OpenShift APl for Data Protection (OADP) FHiRRIGIE &4 -

1 iz
I $ oc get all -n openshift-adp
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I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. iZ1TLUF 44, %IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. J3iE type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.4.5.1. £ DataProtectionApplication CR H1j3F CSI

& 7] LATE DataProtectionApplication B Y %TiE(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
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FRFMH
o TMNBUAZEF CSIRER,

it

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© 7 csi BtiEL.

Hith BHR
o {#fH kubevirt 1 openshift {H{H4 L2 EHIRET N AR

4.4.5. it & OpenShift API LLi#4T Google Cloud Platform BIE R

IRET LB %2 OADP Operator, {#f Google Cloud Platform (GCP) %% OpenShift API for Data
Protection (OADP), Operator &% %& Velero 1.12,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

IRETLL )y Velero BB GCP, 12— 2L Secret, AEREHIBREI N BREF, NETHREZIEE
B, EBH %% OADP Operator,

ZEZRMLEINEFRREE OADP Operator, B/ E 22 FABIAE OperatorHub JRF#Hi{%& Operator B
K. WHIRIESMN EZRMLE A Operator Lifecycle Manager,

4.4.5.1. Bdi& Google Cloud Platform

X FEARRIT(OADP), &AL OpenShift API BZ& Google Cloud Platform(GCP),

FRFH

o MZEET geloud 1 gsutil CLI TE, i#EEEH Google =X,

b =
1. B3E GCP:

I $ gcloud auth login
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2. iX& BUCKET Z£ :
I $ BUCKET=<bucket> )

Q EEFhER R,

3. QEEMER -
I $ gsutil mb gs://$BUCKET/
4. ¥$ PROJECT_ID ZE2IXEB NEBEEKIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSHR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUIHARSSIK

I $ gcloud iam service-accounts list

7. &Xi& SERVICE_ACCOUNT_EMAIL £, FH5 email {EILE :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. FIINZERE, v velero A RIFLFTFRBIHAEAR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

)
9. fi|# velero.server HE X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \

74



% 4 %= OADP N AER& R %RE

I ~-permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[]}")"

10. NIBEZHM IAM FKIEHE -

$ gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

1. E#H IAM RS -

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12. 1AM R S51K P BB R 77 B 24 51 B Sk 8 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1E %% Data Protection Application &, &7 LA{#F credentials-velero 3X {45 GCP fljE
Secret 1 &,

4.452. XF &R MRS AEKH secret
& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRER LB R H secret,

H/IHIE
BT LU AWS S3 A/ REME (30 Multicloud Object Gateway 3 MinlO) f8E N &R AIE,

Velero & OpenShift Container Platform %R, Kubernetes ¥ RFAERER IR &0 X R1FE LHITERST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEE NIRRAE,

INRMEA Container Storage Interface(CSIRER, NMAFEIBERRBLAE, RAHNEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 .

IMREERXHREED (FSB), NAFEEERRMUE, RN FSBENREM LEMXHRL

Secrets

MREHDIRBLABFEAERNEILL, HEBFAREZRBAE, HUE—1EKIA Secret,
MRADIIRELIBFERATRAMEIE, EAILIBIEFA secret MR :
e {X1f DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHE—TRIAR Secret, B, REFE,

NREAEELREIRRAIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EA Secret,
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4.4.5.2.1. BB\ Secret

MREMFBIREBABFERAERBNEILL, HEFRZREBALAE, NOE—1EKIA Secret,
Secret B9EKIA &N cloud-credentials-gcp,

4 p= Y=

DataProtectionApplication B & Y ¥R(CR)EE— BRI\ Secret, Fl, REFK
W, wNREZEBEIEESDAE Secret ATR, NISFERHEINGTR.

MREAEERETEPFERASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B FREY Secret,

FeREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o R H Velero BREB N R 17,

o BNLLE YR NN REFEMHEAIE— credentials-velero XX 14,

o fFERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

1EL % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.4.5.2.2. WFARZUERIEE secret
MR FDMIRELMBFERRRNEL, EXHTEEMA Secret XK :

o EHBEENAMMEDAIE Secret, BE X AFRE DataProtectionApplication B E X FR(CR)
B spec.backupLocations Ht 15 7E,

o HHMILLZR cloud-credentials-gcp FIR B E Secret, It Secret ~1E
DataProtectionApplication CR 15,

pri¥ =
1. WIENENENRRAEGE— credentials-velero XX 14,

2. FRBRIARHAIRIRAECZE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHXSTREMAUIB— N TP AIER credentials-velero XX,
4. FHBEE LA NEDALIELE Secret :
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I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ H B E X &M Secret 7R INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotlLocation: us-west1

Q BEBE LA EPAIE Secret,

4453 BEEFERT N ARERF
BA LLRITIZE Velero BRSNS A B %4 CA LB REBEHBERT N ARER.

4.4.5.3.1.i%& Velero CPU MINEFSH S

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)E .3k 4 Velero pod i%& CPU HINFS
fic.

FoRFMH

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations HFHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ

resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ 5 E BIRMH2A Velero podSpec BT ik 2R,

Q 5l # resourceAllocations FHFXEHE .,

Kopia & OADP 1.3 R Z FBIRRAFRBY— Nk, ] LMER Kopia #HT X RS &
12, Kopia & Data Mover FIME—i%F%, #ﬂ?ﬁlj\]%#ﬁ% Mover,

0 Restic 18k, Kopia BEEZ TR, EoIaEREHEMNHIFHE CPU FIRNEE XK,

44532 FRAB%E%A CAILS

R i@ 4w DataProtectionApplication B E X HR(CR)EH R AN REFMHERABE®R CAES, KL
B LE SR JIA A& WA 25 BE S

FRFH

o RJEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config £#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
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prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF 254,

insecureSkipTLSVerify BL & AJ LLUEE H) "true” = "false ', NRKEN "true”, NIEMH
SSL/TLS =2, fNRKEH "false”, NS SSL/TLS RE,

4.453.2.1. AT ERET velero BEM velero i M CAUEH
INRIZLE Velero CLIMXAMEEBMRG hLRES, AUNBLE—NZ,

FERFH
o B fEFAEA cluster-admin & &I - &< E| OpenShift Container Platform 2%,
e B%%E OpenShift CLI (oc).

1. EFEAFBB Velero 35, HBTUTHS :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3 BFEAXNMNEMER CAILES, EHLLUZITUL TSI Velero BREHRMMIES :

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i
deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt
4 gfﬁﬂ%ﬁ}ﬁ/m iﬁ]éli'l«j\-lzﬁ'% .
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.
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. 30R Velero pod EJ5, /tmp/your-cacert.txt XHHEK, BEERIEHZITL—FHH
B REFHOE tmplyour-cacert.txt X1,

. AEFLL

H)

LU en 53R /tmp/your-cacert.txt X2 EFE (EEFHEEHXHEME

/tmp/your-cacert.ixt

I $ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"

TELAUE Y OpenShift API for Data Protection (OADP) & 1ThinAr, FHfTitRIFHIETEEE Velero pod,

UEFRFEX—HF,

4.45.4. ZERBIEFT N ARR 1.2 KERRAE
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 5 SRR I N FAF2FE (DPA),

FRFM

1R 7i% % OADP Operator,

o BN REFMHEECE N FIDLE,

o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MREMIRBAEBFEAERNEIE, EOIAIETHBINAF cloud-credentials-gcp #Y
Secret,

o MRFMHMRBLABFERFRMEIE, BUAOZENA Secret :

Y=
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o WHAEMUBEMETE LM secret, EEILUT L Secret FiNZEl

DataProtectionApplication CR .,

HARBAMAEN S —MBEE XLEMH Secret, EAILUF L Secret 7NE!
DataProtectionApplication CR .,

rd

MRER ALK IEPIEESFDHIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, WEREEEIA Secret, LEFFKM,

Velero 7£ OADP #p & 22 [H] ROl — 4% velero-repo-credentials Y
secret, HPASEMIINEREFHEERL, E2TE— I ERSDEEENE
Rrzal, EOLER B BRI ER secret, L base64 4rit, BEEFAHE(E
== Data[repository-password].

I DPA 7, £ RIZITIRASNEMHEZENERN, Velero RAIB—NE12
Z6#%, H secret 7y velero-repo-credentials, Hrh& &2\ BIDME i
T, MREERGDZIEEL secret B, FHEIBHFS velero-repo-
credentials FIIFEARICES, EIE Velero LA S IHM & DT,



% 4 %= OADP N AER& R %RE

1. == Operators — Installed Operators #1%# OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create L4,

3. = YAML View F 5 #7 DataProtectionApplication ;5SS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcp
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud 9
name: cloud-credentials-gcp G
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 @

openshift i 2 FEH,

IBEEBI KX ERIFRFZ A Velero HIRMIHH, 40 Velero CRD AT, volumeSnapshot fifl
PREDEADFIEET A, BIAEH 10m,

@G

INREEF Restic &%, U”JHIH:TE& 7y false, Restic B8E— NP EE, XEKE
Restic pod FEB NI R EiZ1T. 1£ OADP kA 1.2 RES/RAH, fEZ_JLlJEJiE
Backup CR #R1I spec. defauItVqumesToFsBackup true B & Restic 17810, 7E
OADP hr#A& 115, ¥F spec.defaultVolumesToRestic: true 1% Backup CR A,

o

187 Restic EHFLE R LRI, BROIANERT, Restic EFFE T M Liz1T,
BEEIUEH secret BiH, X F Google TN H BRI = EHKIE, 1EFER

service_account.json,

®0

81



OpenShift Container Platform 4.16 £ {31tk &

82

4.

1.

2.

SDEEIUEM secret &R, MREHFIR/EXME, NEABRINE cloud-credentials-gcp.

EEFERIFEHEMNEMUE. MREERTZ Velero &M% BEMEIE, BRIEE—

NI
MRFEEATSNEM, EH Velero #01EE—18IZ, 10 velero,
EERRBAE, PRIEMER CSIIRIRK Restic 12 PV,

REBALE RIS PV L FRE— K,

900 99

= Create,

ZTLL R4, &F& OpenShift APl for Data Protection (OADP) WiREIIFZ % -

I $ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

Z{TU T4, %iE DataProtectionApplication (DPA) 2 & B :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it Nl

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}



% 4 %= OADP N AER& R %RE

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.5.5. Google THE M #HF R = F BT E

£ Google Cloud -8Rz THIN. AT EARS K2 (WA~ &MED) KijjF Google Cloud ¥
B, MRSRBEREE, NIXLRSHKF BHRTRERNK N TZL R,

8 Google I T B 5 3R, EETLUMER Identity and Access Management (IAM){R#t IAM A &,
SRR S BN FDITNEE, ZXCHRR T SRS K P B HHME R4 F & 2 K,

TRAEEFBLEMBAMABRILS, RIAABYMEIL, SO FMIIETHAERE, RGBS
ZETHIRS (STS), FHEDWENFRARKER, ARG SHRE U A RN AR S

% -
Google TYEfEHELFRRI FHF OADP 1.3.x R EFHIARA,

EEREE, {#FH Google TEMEHERIFRHPIIER GCP £ OADP {{Z#F CSI 1£88,

1A Google TIEM#EF DB FREMEILR GCP L OADP R #HBRIBAIE (VSL) £10. WE T R
BLFEMER, BB Google TIEME HPEFRE AR,

MRAREF Google TERHEH BRI EDWIUE, 1EIREL ZEHIFRT I BFEF

FRFH

o MELUFIBENLEER, HAE T GCP Workload Identity,

e RAELLI M) Cloud Credential Operator 2 (ccoctl) LUK KER THE 73 5 17 3th.

it =

1 BT TS, AZE—1 oadp-credrequest Bk :
I $ mkdir -p oadp-credrequest

2. fll# CredentialsRequest.yaml X4, 0 TFFR :

echo 'apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:

name: oadp-operator-credentials

namespace: openshift-cloud-credential-operator
spec:

83


https://docs.openshift.com/container-platform/4.16/installing/installing_gcp/installing-gcp-customizations.html#installing-gcp-with-short-term-creds_installing-gcp-customizations

OpenShift Container Platform 4.16 F {31tk &

providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: GCPProviderSpec
permissions:
- compute.disks.get
- compute.disks.create
- compute.disks.createSnapshot
- compute.snapshots.get
- compute.snapshots.create
- compute.snapshots.useReadOnly
- compute.snapshots.delete
- compute.zones.get
- storage.objects.create
- storage.objects.delete
- storage.objects.get
- storage.objects.list
- iam.serviceAccounts.signBlob
skipServiceCheck: true
secretRef:
name: cloud-credentials-gcp
namespace: <OPERATOR_INSTALL_NS>
serviceAccountNames:
- velero
' > oadp-credrequest/credrequest.yaml

3. Z1TLUTF M4, f#H ccoctl SLAEFALE oadp-credrequest Bk H ) CredentialsRequest Xf

b

$ ccoctl gcp create-service-accounts \
--name=<name> \
--project=<gcp_project_id> \
--credentials-requests-dir=oadp-credrequest \
--workload-identity-pool=<pool_id> \
--workload-identity-provider=<provider_id>

manifests/openshift-adp-cloud-credentials-gcp-credentials.yaml U4 IER B FLL T HIE,
4. BT T o BRO0E MR L -

I $ oc create namespace <OPERATOR_INSTALL_NS>

TUTRS, FEIENARSRZEE :

fﬁ[l

I $ oc apply -f manifests/openshift-adp-cloud-credentials-gcp-credentials.yaml

4.4.5.5.1. Google THEfiE S {3 HKFR B A A8

o EHBLET GCP LIFM#EH BN, BIRBAIE(VSL) FPLL—1 PartiallyFailed [/} F% 58
. Google I{’Fﬁ’ljﬂzﬁﬁﬁfﬂﬁ%{ﬁ%fﬂ'ﬁﬁ VSL &12

4.45.6. REBIERT NARER 1.3
AT L@ T A2 DataProtectionApplication API BYSEff) S e 3 8RR N B2 (DPA),

Hod A7
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%5 4 % OADP NAEF&HMKE
To KRR
o R iiZ%k OADP Operator,
o MNITEN RIFMHECE N &R ALE,

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MREMIRBABFEAERNEIE, EAIAIETHBINAF cloud-credentials-gcp #Y
Secret,

NBREAEAELREIRRAIEESHBIRRAE, EHLUFERZ credentials-velero
XHGIE2RIA Secret, HNREEEIN Secret, ZIEIFKRI,

iz
1. = Operators — Installed Operators F1%# OADP Operator.,
2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: <OPERATOR_INSTALL_NS> ﬂ
spec:

configuration:

velero:
defaultPlugins:

-gcp
- openshift g
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true 9
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud 9
name: cloud-credentials-gcp Q
objectStorage:
bucket: <bucket_name> @
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
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QDO 009

909000 90 09

default: true

config:
project: <project>
snapshotLocation: us-west1 @

backuplmages: true

OADP MBI\ fr & 22 (5] 2 openshift-adp, R EREZE—NEZE, TEE,
openshift &4 2 FEH,

IBETRBN L £ IFFZ A Velero TR P, 0 Velero CRD A A, volumeSnapshot
PR DTFEE T, BIME S 10m,

SEEIE KB EIAR S SR E RN,

INRESF nodeAgent FHUTXHRE &R, NIFILERES true,

&1\ kopia 5% restic /E IR L(EE, EREERERBESLERE, X F Built-in
DataMover, E7{#H Kopia, nodeAgent SR BT /125, XEMZE nodeAgent pod
EENIHET RLEZE1T. & LUET7E Backup CR Hi7N
spec.defaultVolumesToFsBackup: true JEft & X4 R & 15,

187 Kopia =K Restic ATAM T . BAIAIERT, Kopia 3 Restic 7EfT A T mLiZ1T,

BEEIUEH secret BiH, X F Google TR H BRI = EHKIE, 1EFER
service_account.json,

SDEEIUEM secret &R, MREHFIREXME, NEABRINE cloud-credentials-gcp.

EEFMERBIEVENEEUE. WRFHRBTZ Velero &M% AR, EYIHEE—

GIIE <8

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,
EERRBAE, PRIEMERA CSIIRIRK Restic 12 PV,
RBABLAS PV AL FE—KE,

Google TEM#EH BRI ZFREHRIE TR, MREFBERRGEED, ERILFERLE
77 false,

4. = Create,

. BT R4, & & OpenShift API for Data Protection (OADP) BFiRIEIIE &4 -

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s



% 4 %= OADP N AER& R %RE

pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0 <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. iZ1T7LLF 44, %iE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete”,"reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.5.6.1. f£ DataProtectionApplication CR Hji F CSI
& 7] LATE DataProtectionApplication B Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
FAMS, LMEA CSIHRBEMDRFAMLES,
SoREH
o LN EM ISR CSIRIER,

ff

L=

S
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e %8 DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

ﬂ A0 csi gklj\j:ﬁ'{q:

HbBER
o {#fH kubevirt #1 openshift HH L2 EHIEERT N ARRF

4.4.6. HEAZ AN RMKXBEHIBFRITECE OpenShift API

IRET LB %% OADP Operator, {#F Multicloud Object Gateway (MCG) %% OpenShift API for Data
Protection (OADP), Operator &% % Velero 1.12,

M OADP 1.0.4 718, FiE OADP 1.0.z iR A& RBEFE MTC Operator UK Hi I, BHARE
F3F¥h3I Operator,

IRATLARE Multicloud X &R M % BRB N EDAIE. MCG & OpenShift Data Foundation B9—NH M,
LU MCG EgiE y DataProtectionApplication B & 5 JR(CR) R IMIE,

BF

CloudStorage API (& B I REMHLIE—NZhER) /\/_E MRORTIIINEE. HATI
EINEEAR RIS MARSFSFH NI (SLA) ¥, BWREAREHFATE, ETHERELE
FPEIMEREREN], XERRTIEIIE TM@%Fhiﬁﬁi%ﬁE’Jlﬂﬁb, HENKEFLZN
BRI R N,

BRIABRAT G FEEMNESER, WSARATIT i F e,

NEMIENRE— Secret, RERENBERTVARRF, MR TRELSIFMER, HSHRE OADP
Operator,

EEZRMAEAIMEFRRE OADP Operator, & TE L2 FABIAM OperatorHub JRFF45%1& Operator B
X. WHIEESR EZRM LA #E R Operator Lifecycle Manager,

4.4.6.1. (0REZ TN RMAXZEIE

R 7R 3R Multicloud Object Gateway(MCG)&EiE, LAEH OpenShift API Al A F#IE R (OADP)HY
Secret B E L HIR(CR).

MCG 2 OpenShift Data Foundation B9—MHE 4,
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% 4 %= OADP N AER& R %RE

FRFM

o HIRHEIE XM OpenShift Data Foundation &8 & 157 & OpenShift Data Foundation,

it =

1. B X NooBaa B i M HRiZ1T describe fp%, FKEX S3 s, AWS_ACCESS_KEY_ID #[l
AWS_SECRET_ACCESS_KEY.

2. & credentials-velero 3Z{4 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

1E %% Data Protection Application I, &7 LA{# A credentials-velero 3X{411]3 Secret X £,

4.4.6.2. XF &5 ECIERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & D FIIRERALE R H secret,

w/HIE
BT LU AWS S3 A/ REM (30 Multicloud Object Gateway 3 MinlO) f8E N &R AIE,

Velero & OpenShift Container Platform %R, Kubernetes X RFPMERGER A0 AT R1FHE LHITERE ST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENIRRAE,

INREA Container Storage Interface(CSIRER, NAREIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 35t CSI IKshi2 .

MREERXHREEMD (FSB), NAFEEERRMUE, RN FSB ENREME LEMXHRI

Secrets

MREHRBAEBFEAERNEILL, HEBEBFAREZRBAE, HUE—1EKIA Secret,
MRADIIRE LB FERAFRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #i% &3],

BE
BIRRIT N ARFHFE—TRIAR Secret, B, REFEI,

NBREAEELREIRRAIEESHBIRRAE, ELUFEHRZ credentials-velero 3241
#EA Secret,

4.4.6.2.1. BB\ Secret
MBI EDHRBABFERBERNEIE, HEFAETERBAE, NOE—1EIL Secret,
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Secret BIE1\ &5 cloud-credentials.

-
DataProtectionApplication B & Y ¥R(CR)EE— BRI\ Secret, Fl, RE[K
W, MNREHEIEESFIDAIE Secret BIETR, NIEFHEINEZTR,
MREAEERE ST EPFEASDLAEEIE, EALMEREZ credentials-velero X446 #
A BRI\ B FREY Secret,

FeREH

o MMV REMNEEME GBA) LiFERAHEBMEIE,
o R H Velero BB N R 12,

o HNLLE YR NN REFEMAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EZ % Data Protection Application K, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:# 5|,

4.4.6.2.2. NARZIEBIER secret
MR FDHMREMBFERRRNEIL, EXHTEEMA Secret XK :

o EHBEENAMMEDAIE Secret, BE X AFRE DataProtectionApplication B E X R (CR)
B spec.backupLocations $: 15 7E,

o THEILELF cloud-credentials HIRIRAIE Secret. Lt Secret Rt
DataProtectionApplication CR 15 €.

1. WIEHENENRRAERE— credentials-velero XX 14,
2. FRBRIARHAIRIRAECZE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. NIEHSREMAUIEB—DNETEPAIER credentials-velero XX,
4. FHBEE LA NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero
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5. [ EBE X &FRH Secret 7 10%I DataProtectionApplication CR /1, 0TI :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true”

provider: aws

default: true

credential:
key: cloud
name: <custom_secret>ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

ﬂ BEBE LA EPAIE Secret,

4.4.6.3. RERIER TN ARERF
BRI LLBIT IXE Velero HIRDECS /A A B %4 CA ILTRE ERIERT M ARRF,

4.4.6.3.1. %i& Velero CPU fIRELHES

& 7] L@ 4w DataProtectionApplication B 7 X HIR(CR)E .34 Velero pod % & CPU HINFS
[

o RNIZET OpenShift API for Data Protection(OADP)Operator,

e Y7%E DataProtectionApplication CR 5.1
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:
#...

configuration:

velero:

o1
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podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ I EEIRME Velero podSpec BT sk 28,

Q 5l # resourceAllocations FHFXEHE .,

Kopia /& OADP 1.3 R Z EBIARAHR B —MET, ZAILUER Kopia HHTXHRST &
13, Kopia & Data Mover ByME—i%F%, #Fﬁﬁlﬁl%#ﬁ% Mover,

#0 Restic #Htb, Kopia BEELZ TR, Bt EMNMIFE CPU MIREEXK,

4.4.6.3.2. FHAB%4 CAILS

R i@ T 4w DataProtectionApplication B E X HIR(CR)EHR AN REFMHERABE®R CAES, KL
B LE SR JIA A& WA 25 BE S

FRFH

o RNIZET OpenShift API for Data Protection(OADP)Operator,

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
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Q 18 LL Base64 JRlGHI CA iF /&,

insecureSkipTLSVerify BL & AJ LLEE H "true” = "false ', IIRKEN "true”, NIEMH
SSL/TLS =2, fNRKEH "false”, NS SSL/TLS RE,

4.4.6.32.1. FAEEBRTF velero ZBEM velero 85 M CAIEH
INRIBLE Velero CLIMXAMEEBMRG hLRES, AUNELE—NIZ,

FRFM

o B fEFAEA cluster-admin & &I - &< E| OpenShift Container Platform 5E%,
e B% %k OpenShift CLI (oc).
1. EFERAAM Velero i85, 1HZITUTHS :
I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero’
2. BITUTHRSRENRERESETHF
Example

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3. gﬁﬁﬁ ﬁ?ﬁ%*ﬁﬁﬁ CA 'LIE:E'y n.,\_.l-l’/Ll_ L;L-F p T E Velero B%qgld\\j.]uﬁE:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt

4. gfﬁi%ﬁﬁ TNy T«IEJLfT,LJ\-FFI % .
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

5. tll]% Velero pod &/, /tmp/your-cacert.txt XHRHEK, BEERIEFZTL—THH
B REHOIE tmplyour-cacert.txt X1,

6. BRI LLZTUL TS £ E tmp/your-cacert.ixt X R EEHE (EEHENXHEHME
)
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$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

TELUEHY OpenShift API for Data Protection (OADP) & 1ThiiAr, FHfTitRIHIETEEE Velero pod,

BUET

BX—%,

4.4.6.4. REFREET VAERF 1.2 RERRE
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 5 SRR I N FAFEFE (DPA),

FoRFM

1Rl % % OADP Operator,

o BN REFMHEECE N EIDLE,

o MRMARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)

o MMREFMIILIBABMFBERANEILL, BLIGIETHERILGAT cloud-credentials #J Secret,

it

MREMIRBAEFERTEOEIL, EBIOZM Secret :

o WAEMUENHETE LAMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR .,

o WHBRRBMEBEMS —1BE LATH Secret, &R LU LL Secret FRINE]
DataProtectionApplication CR .,

e

MRIER ALK IRRPIEESTDNIRBAE, EAILUERZ credentials-
velero X402 2K\ Secret, WREZEEIA Secret, ZREFFKI,

Velero 7£ OADP #p & 22 [H] ROl — %7 velero-repo-credentials A9
secret, HPASERIINEREFHEERY, T2 TE— I ERSDEEENS
Rrzal, EOLER B CHRIEER secret, L base64 4rit, BEEFFAHE(E
r= Data[repository-password].

I DPA 7, £ RIZITIRASMNEMHEZENERN, Velero RAIB—NE2
Z6#%, H secret 7y velero-repo-credentials, Hrh& &2\ B0 ME i
T, MREERGEDZIEELH secret i, FHEIBFS velero-repo-
credentials FIFREARICES, EILE Velero LA S IHM&DIEHEE,

1. s Operators - Installed Operators 3% OADP Operator,

2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

I apiVersion: oadp.openshift.io/vialphai

94



4.

®9

o

4]
5]
6]
o
0

&5
0N

kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
resourceTimeout: 10m 9
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true”
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials G
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix>

openshift &4 2 FEH,

% 4 %= OADP N AER& R %RE

IBETRBN L E£RIFFZ A Velero TR P, 0 Velero CRD AT A, volumeSnapshot i

PRSP FMEERT A, RINET 10m,

IR EEM Restic L2k, NIFILEIXE Y false, Restic BBE—NFIHIRE, XEKE
Restic pod TEENTET R EiZ1T. £ OADP RA 1.2 REEMAAH, HELLETE
Backup CR #5510 spec.defaultVolumesToFsBackup: true EEZ & Restic #1762, £
OADP hrA& 115, ¥F spec.defaultVolumesToRestic: true 1% Backup CR 1,

87 Restic LT iR LA, BIAER T, Restic EFrA T /L2117,

8 S3 i m B9 URL.

IMREBEEXMNME, NEMAIINE cloud-credentials, MREIEE T BE L&, N

RBE AT EME,

EEFERIFENEMDEMUE. MREHERTZ Velero &M% BEMEIE, BRIIEE—

GIE <8

MREEREBTZANER, &R Velero &1

Create,

i velero,
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iZ1TLL @4, &F OpenShift APl for Data Protection (OADP) FHiRRIIE &4 -

1 iz
I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

. I21TLL T4, J9IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

. JS1IE type #%1%X &~ Reconciled,

L BITUTRS, RIEE0FELEFHHIN PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.6.5. ZEBIRERT N HAERF 1.3
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%5 4% OADP MK FHHRE
&7 L@ 012 DataProtectionApplication API 8955 {5 S 22 Z 8RR I N FF2RE (DPA).

SeRFH
o T iiZ% OADP Operator,
o MM RIFHERE N S LE.

o MRMARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)

o MIREMDFIRE

Fik|

MEFERAERNEIE, EAaE 521\ &F5 cloud-credentials B Secret.

pa =3
_ MREREEREIRPIEESMHIRRBAE, EAITLUERAZ credentials-velero
. X OI2EIA Secret, IFRZBERIA Secret, RERFKIL,

1. s Operators - Installed Operators F1%:#¥ OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5¥#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp ﬂ
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift g
resourceTimeout: 10m 6
nodeAgent: ﬂ
enable: true
uploaderType: kopia G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
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98

QDO 009

O O 909

key: cloud

name: cloud-credentials Q
objectStorage:

bucket: <bucket_name> @

prefix: <prefix> m
OADP HJBRi\fp & 22 (A 2 openshift-adp, R EFRE—NEE, AIRE,
openshift i 2 FEH,

IBETREN L £ IFFZ A Velero TR P, 0 Velero CRD A A, volumeSnapshot
PR AR TFMEETT . BIAEH 10m,

SEEE KB HBEARSSRNE RN,

INRESF nodeAgent FHUTXHRE &R, NIFILERED true,

&1\ kopia 5% restic /E B E(EE, EREERERFBESLEFE, X F Built-in
DataMover, E7{# A Kopia, nodeAgent SR ESFI/5125, XEMZE nodeAgent pod
EENIET RLEZET. EAaLLET7E Backup CR HifN
spec.defaultVolumesToFsBackup: true Jeft & X4 R & 15,

187 Kopia 2k Restic T AT M, BAIANER T, Kopia 2 Restic f£FTE TV R Li51T,

1B S3 immB URL,

INREBEEXME, NEMABIME cloud-credentials, MNREIEE T BE L&, NIE
B E AT EMIE,

EEFERIFEHEMNEMUE. MREHERTZ Velero #0M% BEMEIR, BRIHEE—

GIE <8

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

. = Create,

1. 217U T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
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<none> 8443/TCP 2m8s
service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0 <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. iZ1TLL R4, %IE DataProtectionApplication (DPA) &S A :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTaRS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.6.5.1. f£ DataProtectionApplication CR Hjgf CSI

& 7] LATE DataProtectionApplication B 7E Y %T/R(CR)A /5 A Container Storage Interface(CSI) &%
BFAMS, LUMER CSIHRBEMDIFAMS,

FoRFMH
o SN EIMAIR CSIHRER,

e %8 DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
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configuration:
velero:
defaultPlugins:
- openshift
- CSi

© 7 csi BtilEL.

Hi 5w
o HZRARMKHIMRETIHEE.

e {#fH kubevirt 1 openshift {HH L2 EHIRERT N AR

4.4.7. % OpenShift Data Foundation F#{iF{#E & OpenShift API

& Bl LLB T %2 4& OADP Operator FECE F AL EFIRIBAIE, 1E OpenShift Data Foundation ARZe4&
OpenShift API for Data Protection (OADP), A&, EEREHIRRI N AR,

—

M OADP 1.0.4 FF4&, B OADP 1.0.z ik A& RBEFYE MTC Operator BYKHiT, HAE
FAF 3L Operator,

RAT LS Multicloud &R M % SR AWS S3 HERXN REMEE & AIE.

BF

CloudStorage API (E BN REFMHLUIBE—INEFMER) RE—TEARTINIIEE, BRI
EINEEAR RILNE ™ MARSFSFHR NN (SLA) ¥, BWREAREHFATE, ETHERLE
PIMERERE], XERRTEIIRE R MER P IREXAHNThE, FENIEFLM

BRiRMRIE N,

BRIABRAT G FEEMESER, WSARATIT i FEH,

NEMIENRE— Secret, RAERENERTNMARRFE, MR TRELSIFMER, HSHRE OADP
Operator,

BIEZRMLEIMEH %S OADP Operator, &/ E e 2 A EIARI OperatorHub JRF & Operator B
Ko FIBESH EZRMLEH A Operator Lifecycle Manager,

4471 KFEDHREMERHE secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & D FIIRER AL E R H secret,

w/HIE
BT LU AWS S3 A/ REM (30 Multicloud Object Gateway 3 MinlO) f8E N &R AIE,

Velero & OpenShift Container Platform %R, Kubernetes X RFMERGR D WX RIFHE LHITERE ST
{¢°

REHIE
MREATHNAENRERR AP FHFAMS, BRI REEENIRRAE,
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% 4 %= OADP N AER& R %RE

INREA Container Storage Interface(CSHIRER, NAFEIBERRBLAE, RAEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 .

MREERXHREEMD (FSB), NAFBEEERRAUE, RN FSB ENREME LEMXHRL

Secrets

MREHDIRBABFEAERNEILL, HEBEBFARFBZRBAE, HUE—1EKIA Secret,
MRADFIRE LB FERAFRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMFAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #3% &3],

BE
BIRRIT N ARFHFE—TRIAR Secret, B, REFERIN,

NBREAEELREIRRPIEESMBIRRAE, ELUFEHRZ credentials-velero X541
#EA Secret,

Heth BHR
o f&HF OpenShift Web 124 & &% R Bucket =B

4.4.7.1.1. BIEEKIA Secret

MR EDIRBABFERBERNEILE, HERAETERBAE, NOE—1EIL Secret,

Secret BB\ &F5 4 cloud-credentials, FRIES D EMEHENEE—NBIIES, 20 aws. azure 5K
gcp. EXMBERT, RIABMBERE THAEHN OADP &I 2HIEE,

= -

DataProtectionApplication B & \ %R(CR)EE— MBI\ Secret, B, RE[K
W, wNREZEBEIEESDAE Secret WETR, NISFEREEINGTR.

MREAEERETEPFEASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B FREY Secret,

FeREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o R H Velero BREB N R 1F i,

o BNLLE YR NN REFEMAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero
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1EL % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.4.7.1.2. W FRRZIEDE secret
MBENFDHMIREMBFERRRNELE, EXHTEEMA Secret XK :

o EHBEENAMMEDAIE Secret, BE L AFRE DataProtectionApplication B E X R (CR)
B spec.backupLocations H: 15 7E,

o HHAEILL cloud-credentials FIIHRIRIE Secret, It Secret ~N7E
DataProtectionApplication CR F15E.

1. NIEHENENRRAERE— credentials-velero XX 14,

2. HAMKINBINIRBAEDR Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. NIEBSTREMAUIEB—DNETEPAIER credentials-velero XX,
4. FHBE LA NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ H B E XL &M Secret 7R INZE| DataProtectionApplication CR /1, 01 FAIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

provider: <provider>

default: true

credential:
key: cloud
name: <custom_secret> ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

ﬂ BEBE LA EPAIE Secret,

4472 EEBBURET N HERF
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BRI LUBI X E Velero BB ECS/A A B% 4 CA B REBHBFRITNARRF.

4.4.7.2.1.%i& Velero CPU fIRFELH S

& e LU 4w DataProtectionApplication B iE L HTRE(CR)EH K Velero pod 1XE& CPU F1RES
fic.

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHEI{E, M TFHIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

5 E BIRMH2A Velero podSpec BT ik 2R,

®9

5l # resourceAllocations FHTFXEHEH,

Kopia & OADP 1.3 R Z FBIRRA R B9 — Nk, ] LMER Kopia #HTXHREL&
12, Kopia = Data Mover FIME—i%+%, FHHFBRNEBEHIE Mover,

# Restic #8tt, Kopia #EEZ TR, ErREREMNINEE CPU MREFEEXK.,

4.4.7.2.1.1. BIEBERBIEHE Ceph CPU MIRFEK

UTFEBNEFET BMMRELEEPURIINMRE, BES Red Hat OpenShift Data Foundation (ODF)
X, INRERA ODF, HESHMBXBFALIEERT HE HHEILL

4.4.7.21.1.1. BBEKN CPU HIREFEER
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R IR E 1R FF L KXE CephFS PersistentVolume (PV), 777 # % Ceph MDS pod E/5#7 A& out-
of-memory (OOM) #§i%, B TEE :

EERR Request (i53K) = ABR I
CPU HXRBH 3 ARSI 3
N1z KN 8 Gi =APREH 128 Gi

4.47.22. ]FAB%4% CAIED

R i@ 4w DataProtectionApplication B E X HR(CR)EH R AN REFHERABE®R CAES, KL
B LE SR JIA A& WA 25 2 BES

FRFH

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
#...
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
#...

Q 18 LL Base64 JRlGHI CA iF i/ &,

insecureSkipTLSVerify B2i&AI LUK E N "true” =% "false ", #ARIZE S "true”, NIEFA
SSL/TLS &£tE, mNRLEN "false”, N5 SSL/TLS &£,

4.4.7.22.1. AT ABTF velero TEM velero S CAIFH
INRIBLME Velero CLIMXAMEEBMRGhLES, AUNBLE—INZ,
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SERFEH
o T ilfERAESA cluster-admin & &I &K E] OpenShift Container Platform &%,
e B%&% OpenShift CLI (oc).

1. EFEAFEB Velero 35, HBTUTHS :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

$ velero version

Client:

Version: v1.12.1-OADP
Git commit: -

Server:

Version: v1.12.1-OADP

3- gﬁﬁﬁ ﬁ/l\ﬁaﬁ’%ﬂéﬁﬁﬁ CA 'LIE:EH n.,\_.l-l’/Ll_ L;L-F IR E) E Velero HB%FFIIJ\JJDT«E:FJ

$ CA_CERT=$%(oc -n openshift-adp get dataprotectionapplications.oadp.openshift.io
<dpa-name> -0 jsonpath="{.spec.backupLocations[0].velero.objectStorage.caCert}')

$[[-n $CA_CERT ]] && echo "$CA_CERT" | base64 -d | oc exec -n openshift-adp -i

deploy/velero -c velero -- bash -c "cat > /tmp/your-cacert.txt" || echo "DPA BSL has no
caCert"

I $ velero describe backup <backup_name> --details --cacert /tmp/<your_cacert>.txt

4, ETW%@EM, T«FJL{T,LJ\-FFI '%:
I $ velero backup logs <backup_name> --cacert /tmp/<your_cacert.txt>

BRI UERXEREREELES MR KRIAES.

5. &D% Velero pod &/, /tmp/your-cacert.txt XHRHEK, BEERIEFZTL—FTHH
B REHOIE tmplyour-cacert.txt X1,

6. BRI LLZITUL TS £ E tmp/your-cacert.ixt X2 EEHE (EEHENXHEHME
)

$ oc exec -n openshift-adp -i deploy/velero -c velero -- bash -c¢ "Is /tmp/your-cacert.txt"
/tmp/your-cacert.ixt

TELUE Y OpenShift API for Data Protection (OADP) & ThiiAr, FHf it RIHIETEEE Velero pod,
UEREEX—H,

4.4.7 3. REBERT NAERF 1.2 RERREK
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 5 SRR N FAFEFE (DPA),
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FoRFMH

IR Z % OADP Operator,

106

BTN RV E Y S ALE.

INRFEARBRED PV, =HNENIIERFRAERE API 5 Container Storage Interface(CSI)

ll‘;& iFst
WO

MR EHFRBAEFEABRNEIE, SO0 B 21\ &F5 cloud-credentials B Secret.

o MRFMHMRBLABFERFRBEIL, BRAOZENA Secret :

o WAEMMUENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR .,

o WHBRRBMEBEMS —1BE AN Secret, &R LU LL Secret FRANE]
DataProtectionApplication CR .,

MRIER ALK IRPIEESFDNIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, WREZEEIA Secret, ZLEFFKM,

Velero 7£ OADP #p & Z2 [H] ROl — 4% velero-repo-credentials Y
secret, HPASEMIINERFHERY, T2 TE— I ERSDEEENS
Rrzal, EOLER B CHRIEER secret, L base64 Jrit, BEEFFAHEE
r= Data[repository-password].

I DPA 7, B RIZITIRASNEMHEZEN G, Velero RAIB—NE12
Zh#%, H secret 7y velero-repo-credentials, & &2\ B0 ME i
T, MREEREDZIEEL secret i, FHEIBFS velero-repo-
credentials FHIFEIGARICE, Ft Velero &S B DERE,

1. s Operators - Installed Operators F1%:#¥ OADP Operator,

2. £ Provided APIs T, = DataProtectionApplication {E## Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai

kind: DataProtectionApplication

metadata:
name: <dpa_sample>
namespace: openshift-adp

spec:

configuration:

velero:
defaultPlugins:

- kubevirt ﬂ

-9
-C

C
S

32



% 4 %= OADP N AER& R %RE

- openshift ﬂ
resourceTimeout: 10m 6
restic:
enable: true G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp G
default: true
credential:
key: cloud
name: <default_secret> Q
objectStorage:
bucket: <bucket_name> @
prefix: <prefix>

A% : kubevirt #{4FF OpenShift Virtualization,
NEDENEIEERINES, Wgep (MRER) .

INREMA CSIRIB&ED PV, 1EIEE csi BIATEM. csif@FERA Velero CSlbeta 12
APl, ERFERERRALE,

openshift &4 2 FEH,

IBEEBIN X ERIFERFZ A Velero HIRMIHH, 40 Velero CRD AT, volumeSnapshot fifl
pRENE D EMEERT A, BRIAEH 10m,

@ 0 09

INREZA Restic R, NIFFLLE L E ) false, Restic BE—NFIFHRE, XEKE
Restic pod FEEN T A _EiZ1T, 1£ OADP kA 1.2 REERAR, EELLETHE
Backup CR #R1I spec.defaultVolumesToFsBackup: true 3EEC& Restic #1T&11D. 1E
OADP kA& 11 /1, ¥ spec.defaultVolumesToRestic: true 7 11%] Backup CR #,

87 Restic LT R LA, BIAER T, Restic EfrAE T RLi21T,
B E SRR,
MR E&DENEER—NBRIAEYE, 5 Secret F5E EFAMEIALTE, 0 cloud-

credentials-gcp, JAREE T —TEENELR, NEABENEHMATEMRAE, NR%
EI8%E Secret & FR, N{ERAIARTR,

@ 009

EEFMERBIEVENEHUE. WRFHRBTZ Velero &M% AR, EQIHEE—

NI

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

=

4. = Create,
TLUF 84, &F OpenShift APl for Data Protection (OADP) ¥HiRRIGIE &4 -

$ oc get all -n openshift-adp
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I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

. I2fTLL T4, J9IE DataProtectionApplication (DPA) &S :

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

oA

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

. J3E type #%1X &~ Reconciled,

L BITUTRS, BIEEMFELEFHHIN PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3d16h true

4.4.7.4. ZEZRERT NHAERF 1.3
& L@ A2 DataProtectionApplication AP| BYSEf5I S &2 5 SRR I N FAF2FE (DPA),

FRFH
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% 4 %= OADP N AER& R %RE

o BN REFMHECE N & IDLE,

o MRMBARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)

o REMDFIRE

Fik|

MEFERABERNEIE, EA0EY BB\ &FF cloud-credentials B Secret.

cak

NREABELREIRRHIEESHBIRRAE, ETLUFERZ credentials-velero
X 4GB Secret, HNREAEEIN Secret, ZEEIFKRI,

1. s Operators - Installed Operators F1%:#¥ OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp ﬂ
spec:

configuration:

velero:
defaultPlugins:

- kubevirt g
~9cr ©

- csi

- openshift 6
resourceTimeout: 10m G
nodeAgent: ﬂ
enable: true 6
uploaderType: kopia Q
podConfig:
nodeSelector: <node_selector> @
backupLocations:
- velero:

provider: gcp m
default: true
credential:
key: cloud
name: <default_secret> @
objectStorage:
bucket: <bucket_name> @

prefix: <prefix> @
Q OADP HJERi\ %4 22 7] 2 openshift-adp, ®&ZFE—MTE, ARE,

Q A% : kubevirt 4 BT OpenShift Virtualization,
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110

909 90 00

@ 009

@

NEMENEEERIAES, Mgep (WREA) .

INREM CSI RIB&ED PV, 1HIEE csi BIAEM. csif@-ER Velero CSlbeta 12
APl, BEAFERERRAUE.

openshift i 2 FEH,

IBETRBN L £ IFFZ A Velero TR P, 0 Velero CRD A A, volumeSnapshot
PR AR TFMEETT . BIAEH 10m,

HERIEREBERS SRNEENE,

INRE S A nodeAgent FHUTXH RS &7, NIFLEIZES true.

i\ kopia 2% restic /E NIEM L(EE, EREERERBESLEFE, X F Built-in
DataMover, E7{# A Kopia, nodeAgent SR BT /5125, XEMZE nodeAgent pod
EENIHET RLEZTT, ETLLEE Backup CR Hi7RN
spec.defaultVolumesToFsBackup: true Seft & X R & 15,

57 Kopia Bk Restic ATAM T M. BIAERT, Kopia 5 Restic 7EFTE T m LiZ17,

18 E SR P,

MR AR EER—PNBIAES, H Secret 35 EEMHIEKINEF, 0 cloud-
credentials-gcp. MIRIEE T —NEENLLT, NERAEENAHATFHEHUE, ORE
B187E Secret &5, NIfEABRINEH,

EEFMERIFVENEEULE. WRFHRBTZ Velero &M% AR, EQIHEE—

GIIE <8

MRFEERATSNEM, HH Velero #01EE—18IZ, 10 velero,

4. = Create,

1. 21T T4, &% OpenShift API for Data Protection (OADP) BRI IE 2% -

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h
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2. iz{TLA T4, iUk DataProtectionApplication (DPA) @& E A :

% 4 %= OADP N AER& R %RE

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

A

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

’

3. J3iE type #%iXi&E 77 Reconciled,

4.

N

BT T4, WIE&EQEMEAEFHIL PHASE 7 Available :

I $ oc get backupStoragelLocation -n openshift-adp

I
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

4.4.7.4.1. 7y OpenShift Data Foundation 875tk S BB & Bucket 7B

INRIEZFE OpenShift Data Foundation _E{$5EE#7F (i FH F Multicloud X &R %X (MCG) Z i@
backupStorageLocation, i#{#f OpenShift Web $#I& S8 — 145 Bucket 7Bf (OBC),

.

Digk

==
[=]

REEECE X R Bucket 75BF (OBC) AR SR &M A A A,

BRIEFEIE, "NooBaa" FEMRIBMEHEEI N REMMIFRITIA, M "Multicloud Object
Gateway (MCG) " 218 NooBaa FUZLIE & {ThR A,

MB/ERMCGCHESER, HSNERNARFUINZ ZHRMX,

m


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.13/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-multicloud-object-gateway-with-your-applications_rhodf
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iy =

e {HFH OpenShift Web #4l& | 8% & Bucket BB (OBC), #{#H OpenShift Web 2l & 0]
%5 Bucket 75 BAFRAfR,

4.4.7.4.2. ¥ DataProtectionApplication CR #1j5 F CSI

& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

SeRFMH
o SN EIMAIZR CSIHRER,

e %%k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:

defaultPlugins:
- openshift

-csiﬂ

© 7 csiBtiEL.

HbBR
e {#fH kubevirt #1 openshift {H{H4 L2 EHIRET N BARF

4.4.8. /) OpenShift Virtualization FIE#E{R 7 ECE OpenShift API

R e LU %24 OADP Operator FECE F26IE, A OpenShift Virtualization Z2& OpenShift API for
Data Protection (OADP), #Afg, EaILAREHRIBHRI N AR,

8/ OpenShift API for Data Protection &2 11k & E I,

12


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.13/html/managing_hybrid_and_multicloud_resources/object-bucket-claim#creating-an-object-bucket-claim-using-the-openshift-web-console_rhodf

% 4% OADP M ARFE&HHIRE

OpenShift API for Data Protection with OpenShift Virtualization ST AT &P RS F %
I

o RH\FMENO (CSI) &2

o {#F DataMover {TR&FHZD (CSI) &2
BERRLLT 00 -

o XHRFEMIIKE

o BRE&EMMIKE

MBESELR, EBAERXGRAED SR AERE : Kopia 3 Restic,

EEZRMAEAIMEFRRE OADP Operator, & ITE 2 FABIAM OperatorHub JRFF55%1& Operator B
Ko FIBESH EZRMLEAH A Operator Lifecycle Manager,

4.4.8.1. fif OpenShift Virtualization ZZHIfidiE OADP
ENEBREER, ErALL@N %24 OADP Operator k%% OADP,

OADP Operator TR AR ZEE Velero 112,

FeRE M
o FHEZR cluster-admin B &I £,

iz
1. RIBENFHEHENPEBAZR S OADP Operator,
2. {£FA kubevirt 71 openshift OADP i REHUIEFT N AFEF(DPA),

3. @it 02 Backup BE L HIR(CR) E& D EUL.

gk

H
{ o |
ST HE S (R T LT T -

o CSl#&fn

e {#FH DataMover B9 CSI %1%,

& A LB 8 — Restore CR¥E X E Backup CR.

Hih 5w

13
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e OADP &t
e Backup BE LR (CR)
® Restore CR

o TEZPRMLEH{EA Operator Lifecycle Manager

4.4.8.2. RERBIEFRT N HRERF 1.3
17T L@ T A2 DataProtectionApplication API BYSEf S 2 S 3R R M B2 (DPA),

SeRFH
o RiJi% % OADP Operator,
o MM RIFHEERE N S LE.

o MRMARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)

o MMRFMIILIBABMFBERNEILL, BUIGIETHERIAAT cloud-credentials #J Secret,

0

o MRFMHMRBLABFERFREIL, BUAOZENA Secret :

o WAEMMIENHETE XLAMH secret, EATLUFIEL Secret FRANE!
DataProtectionApplication CR &,

o WHBRRBMEBEMS —1BE AT Secret, &R LU LL Secret FRINE]
DataProtectionApplication CR &,

MRERBELREKIREPIBEESDNIRBAE, EJLIERZ credentials-velero
XHOEEIA Secret, HNIRZBEIA Secret, LT KN,

it

1. = Operators — Installed Operators F1%# OADP Operator.,
2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create SZ4l,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- kubevirt

~9cp ©

14
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% 4 %= OADP N AER& R %RE

- CSi ﬂ
- openshift 6

resourceTimeout: 10m G

nodeAgent: ﬂ
enable: true 6
uploaderType: kopia Q
podConfig:
nodeSelector: <node_selector> @
backupLocations:
- velero:

provider: gcp m
default: true
credential:
key: cloud
name: <default_secret> @
objectStorage:
bucket: <bucket_name> @

prefix: <prefix> @
OADP MBI\ fr & 22 (5] 2 openshift-adp, R EREZE—NEZE, AEE,
OpenShift Virtualization T & kubevirt &+,
NN EEERRME, Wgep (MRFE) .

csi 2 EA CSIRB&ED PV AT FHEH. csif&H4HERA Velero CSl beta fRER API, &R
FERBERRUE.

openshift &4 2 4 FEH,

IBETRBN L ERIFFZ A Velero TR P, 0 Velero CRD A A, volumeSnapshot
PR DTFEE T, BIAMEH 10m,

HEBIEREBERS SRNEENE,

INRESF nodeAgent FHUTXHREI &R, NIFILERES true,

Hi\ kopia E N RE L1552/, LUE Built-in DataMover, nodeAgent S8 E5Fi/ 52
%, XEIKE nodeAgent pod BN TET R 51T, A LUETE Backup CR H7N
spec.defaultVolumesToFsBackup: true Jeft & X4 RS & 15,

57 Kopia ATAK T =, BUMERT, Kopia ERE T R LIE1T,

18 E SR,

MR AN EER—NBIAES, H Secret 35 EEMAIBKIAEF, 0 cloud-

credentials-gcp, MRIEE T —TEE LN, NEREENEHTATFEMUE, WRE
157 Secret B, NIfEARINRTT,

@ 90900 009 OO 9000

EEFMERBIFVENEHEAE. WRFHRBTZ Velero #R0% AR, EQIHEE—

GIE <8

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

o

4. = Create,
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1. 217U T4, &%& OpenShift API for Data Protection (OADP) BRI IE 2%

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. IZ1TLLF 44, %IE DataProtectionApplication (DPA) &S :
I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

it

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. 531k type #%iXi&E 77 Reconciled,

4. BITUTRS, RIEEMFHAEFAIL PHASE 7y Available :

I $ oc get backupStoragelLocation -n openshift-adp

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

16



% 4 %= OADP N AER& R %RE

BF

T R OADP A 1.3.0 RE#FHBIARA, LLX% OpenShift Virtualization hkZ 4.14 K&
IR AN,

£ 1.3.0 81 OADP MR AR ZHFE R FRE OpenShift Virtualization,

4.5, Hl%; OADP

4.5.1. HEARRIEIE OpenShift API

& L@ i Bk OADP Operator 3 E1%; OpenShift API for Data Protection(OADP), IG5 1HS 7 MEEE
P& Operator,

4.6. OADP %1%

4.6.1. SR N RARERF
A LLGET BB — Backup BE X HGR (CR) E& N ARRF. ESH 0IEHD CR.
e Backup CR 7y Kubernetes ¥{JR#] S3 % R1F i LI ER R OB 7510 ST

o MREHHNEAHRERR API HH csl RER, N Backup CR &I OZBRRREMDFAM
% (PV), AXEACSIREBMESER, HSHER CSIRBEMFALS,

BX CSIBREMNESER, HSM CSIBRE,

BF

CloudStorage API (& BB NN RIFMOIE—NFHER) AE MR INRE, FRAT
WINREARZLINE ™ MARSF LN (SLA) X$F, BIRETREHATE, AEIHELE
FEEMRERERE T, XL _Jl«lﬁﬁi)jhiﬁﬁi%ﬁﬁ’ﬂlﬂﬁ‘é, HAENREFELMN

BRiRMRIBE N,

BRABRATTEXFSEHNESER, HSHARATEESFEE.

Pz Y=
%4 {# A CloudStorage %R, %&£ OADP £ CIoudStorage API BEhIE S3 FhEHE
LU {E BackupStorageLocation 5/, CloudStorage AP| R 2 — M AT IhEE

CloudStorage AP| X #Fi@ it 8 E— N IIEM S3 FiE@RF o0/
BackupStorageLocation /R, BIflE S3 Zi##EH CloudStorage APl ERIR
AWS S3 7= Ao

o MREHTHNEAZIFIRIE, HEBNARFAT NFS #HIESH, ETLUERA Kopia 2 Restic
B &ED. FSHERAXHRGED SRS ATER : Kopia 5 Restic,

' .
OpenShift API for Data Protection (OADP) A3z i %l E h ¢4 G| R A B IR BRI T 51D
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BRI LB ED hook, MUBEEMBRIELAINZFIZTHRT, HSHUEEHD hook.

AT LLOET B8 —4 Schedule CR A2 Backup CR RVEAE &), 155 #H Schedule CR] B
1%0

4.6.1.1. B

OpenShift Container Platform 4.16 5 HlH{T—1 pod T2 A A (PSA) 5RBE, 1%KIEATBERTE Restic &k
SRR HEIE pod WRZEE,

XA ETE OADP 1.1.6 #1 OADP 1.2.2 iR AR 2R, EILE I - AR ELX LR A,

MEFLER, HSHEANEN PSA KBS, 7£ OCP 4.15 £i#17 Restic IREER D KN ,

HbBR
o TEEERF L NEIE M ZREk Operator
B

o TEdpRZE(mHAIE 7 A &% Operator

4.6.2. & CR
f&eT LLE N A2 Backup %17 B E L HTR(CR)E#1D Kubernetes /&, WEBHREFFAES(PV),.

SoREH

o (R %E T HIERI (OADP)Operator B OpenShift AP,

e DataProtectionApplication CR %/l F Ready K75,

o HIRMIBIREMN -
o RN Velero BRi& S3 X RIFfE.
o {&¥JI1E DataProtectionApplication CR FEE T — MNER I B,

o REBAIBSREM :
o MM HNFENIIEBREMRIER APl 52 FF Container Storage Interface(CSI)IRER,
o XIF CSIIRE, EuFitEZ—1 VolumeSnapshotClass CR 3t CSI IKzhiERz,

o &RW1E DataProtectionApplication CR REZE T — N EBE

1. HIALL T4 K% backupStorageLocations CR :

I $ oc get backupStoragelLocations -n openshift-adp

Bl
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m
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% 4 %= OADP N AER& R %RE

2. flj#— Backup CR, I TFHIF= :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
includedResources: [] 9
excludedResources: ]
storagelLocation: <velero-sample-1>
ttl: 720h0mO0s
labelSelector: 6
matchLabels:
app: <label_1>
app: <label_2>
app: <label_3>
orLabelSelectors: G
- matchLabels:
app: <label_1>
app: <label_2>
app: <label_3>

EEE &R KA,

ik EE— N ESEESMHPHNEIRNHAE, HRIURES A (Fn, 'po' ik
'pods') HEEMREMAR. MRKEE, NSSERE TR,

ik IEEBEMED PRI REAE, HRATUREEARX (B, 'po' &K pods') =
TERENAR.

157 backupStorageLocations CR FJ4#F,
BEMBRENZN SR TIRM {key,value} XTBRET,
BE—ANHEMEEIEME1D FTIRH {key,valuel X BRET,

QDO © ®9O

3. 451k Backup CR BJRERZ 4~ Completed :

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

4.6.3. [ CSIRBEMRFAMS

£ 03 Backup CR B, EAI LIRS F1%89 VolumeSnapshotClass B E X #R(CR)E& D HFA LS
(CSI)ERER, 1551 CSI BRI,

MFBEZER, HSHOLESHD CR,
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FoRFMH
o SHNEIMAIR CSIRER,

o {RJI1E DataProtectionApplication CR #1/ZF CSl,

¢ IF metadata.labels.velero.io/csi-volumesnapshot-class: "true" & {E %} R A0E]
VolumeSnapshotClass CR :

Be &SRB

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
annotations:
snapshot.storage.kubernetes.io/is-default-class: true 9
driver: <csi_driver>
deletionPolicy: <deletion_policy_type> 6

WX BN true,
WX BN true,

OADP Xz #F CSI #1 Data Mover &2 #11% 5 # Retain # Delete P& Z5RE&EEE, XFF OADP
1.2 Data Mover, FHfBRRBE KBNS BN Retain,

909

BESR

o IifE, RFILLAIE— Backup CR,

4.6.4. ERANXHERGE DN N BRFIEITED « Kopia 2 Restic

EA LUFER OADP MBI RGP MR EMINE] pod BY Kubernetes &, X MNI BN XHREEHD
(FSB) =% Pod £ #12 (PVB), EilidERRBFIRED TE Restic X Kopia BIR KT,

MREHHN AR ZFFRE, HENARFAT NFS #iEEH, ERILUER FSB I &1,

=1
ZINER T, Restic B OADP Operator 22, HIREFLERE Kopia,

FSB 5 OADP iR T —M A AR, BTFEMMRE LT EMERH Kubernetes B, XMNEMZ
OADP HJ—ANEiAIhEE, A=A HEEMER R,

7] L@ 4w Backup &1 B E L HR (CR) {8 A Kopia 3% Restic X Kubernetes BiR. PIERELR AN
RAMS M0,

IR FEETE DataProtectionApplication CR g ERIRALE.
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% 4 %= OADP N AER& R %RE

==
1£ OADP A& 1.3 REEMRAR, EALUEA Kopia Bk Restic #1435 2R

XfF Built-in DataMover, & 718 Kopia.

£ OADP hi A 1.2 RERRAEH, HREEMEM Restic RN AR,

BE
FSB A% #X] hostPath #1780, MEFLER, 55 FSB R,

SERFEH
o (R%E AT HIRRI (OADP)Operator B OpenShift AP,

o (RAEEEL ¥ DataProtectionApplication CR F1f4 spec.configuration.nodeAgent.enable to
false EZ ALK nodeAgent 2%,

e T4 /i1E DataProtectionApplication CR #f§ spec.configuration.nodeAgent.uploaderType
&} kopia 5k restic 31t Kopia 5% Restic YE4 uploader,

e DataProtectionApplication CR %/l F Ready K75,

¥ =
o {|E Backup CR, I TFHIFFT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToFsBackup: true ﬂ

£ OADP hrA& 1.2 REEIRAH, 1T spec HRARNN defaultVolumesToFsBackup: true i%
B, 7 OADP hR#A 11, 710 defaultVolumesToRestic: true.

4.6.5. Q%1% hook
EHUT RS, TURIEEEEDN pod, IEETLE pod REHTH—IHZIES,

A S EE NEEM B E IRIEWLE (Pre hook)Zkffa B E WIRESEREHIIT, BEHBE UIREREN
EREMTIBEE 1D (Post hook) .

AT LOEIT G410 B E X HTIR(CR) ¥ 12 Backup hook LATE pod iz TR FIZITH S,

AR

e 7f Backup CR #J spec.hooks #7510 hook, 0 TFHIFFR :
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apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces: 9
- <namespace>
includedResources: []
- pods 6
excludedResources: [] ﬂ
labelSelector:
matchLabels:
app: velero
component: server
pre: G
- exec:
container: <container> ﬂ
command:
- /bin/funame 6
--a

onError: Fail
timeout: 30s

post: ()

Ak BRI LR RE hook N AEER & 2[R, MR AEEXME, N hook EBRFFAMA

Z2 ],
A : IRATLAERE hook N A EI6r & 22 (A,

B#l, pod @ME—r LN hook FIZ#FHI BT IR,

A% - AT LUETE hook A FARIRY ¥R,
A% : k hook UERF SIRF LRI R, MNREFIEEXME, N hook EERFRREXS
%Q

FIDEIEIZ1THY hook #4H,

ik RRBIRERS, ZHHRE pod WEBE—NBHHIBT.

=)

X2 init RS AOS,
AR B R VFRI(E R Fail 1 Continue., EXIAEH Fail,
ik - HiESiaiTMR R, ERIAE D 30s,

LR E LT E&DFEITH—H hook, HBHS pre-backup hook 18,

0O00090 900600 O
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28 43 OADP M HEF&HHIRE
4.6.6. {8 Schedule CR AE &7
FERER BT EN A A1 H Cron RIARIEEMEBUEM 1.

& e LLES A8 Schedule B E X HTR(CR)MAZ Backup CR EHE &2,

Digk

=
RENEDHAEPBEERWHNFE, UEELRS —NEMEITM T HanER,

plgn, RN —PRBERITEMBEEFE 10 pifFeeTm, NHERNEHME
FRZHBIL & 15 28 —R,

FEREMH
o (R % L T HIERI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/l F Ready K75,

¥ =

1. 5% backupStorageLocations CR :

I $ oc get backupStoragelLocations -n openshift-adp

I
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m

2. fil#— Schedule CR, N1 TFHIFFT :

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> g
storagelocation: <velero-sample-1> 6
defaultVolumesToFsBackup: true ﬂ

ttl: 720h0mOs
EOF
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@ =&t cron AR, BN 07T RERESX 7:00 PUT &4
’ 23

ZLRERBAE &R, LT A <duration_in_minutes>
I schedule: "*/10 * * * *"

EBIS (") A A D E,
BEEPS R,

000

backupStorageLocations CR B %5,

A%k : 7£ OADP hRA 1.2 RESEIRAH, TR Restic HHTEFMHES, &

1 ERENEET

51T

defaultVolumesToFsBackup: true S {EXRINEEMBEEF, £ OADP A& 11/, TEfEHA Restic
12 B0 70 defaultVolumesToRestic: true F{EXT,

F5%0F Schedule CR B9k

S2E N Completed :
I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'

ER

4.6.7. WkR#ES

&= Lo kR Backup B E LHR (CR) SEMIBR 230,

g
Of

fik& Backup CR #IKREXRIXN RIEFMEEIER, EIERE MPRAVEIE,
FeREH
o {XKAIE7T Backup CR,

o {RA1iE Backup CR UK EEE

B % Z2[H],
e T# Velero CLITE,

b

o fREILAVT[RISEEERBY Velero Zi#t IS4,
/}II.TE?E

o LT EZ — R Bk Backup CR :

o EffFR Backup CR FH{RE RKBIN RIFHEIE, H2TUTRT

[:[5) s
I $ oc delete backup <backup_CR_name> -n <velero_namespace>
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o ZEffikk Backup CR FHMIFRXEHINT RIEFEMELIE, HE2TUTHS :
I $ velero backup delete <backup_CR_name> -n <velero_namespace>

Her:

<backup_CR_name>

Backup BE X FIRIIAR,
<velero_namespace>

S5 Backup BE LR A ZEA,

4.6.8. X T Kopia

Kopia @—TMREZELMFREMMKETLER, "LEARKENMERE, FHEREBERERMEFENT
R EFE,

Kopia ZFRFMBMAMFEE, ARITEZHNTREFHELE, 21F -
e Amazon S3 LUKk 5 S3 EMER = FFE
® Azure Blob Storage
® Google Cloud Storage &

Kopia % R BR {5 A AT A& U7 (] B9 70

o RIBIMAZLIBEANMITH ; CEEEZARBANBBEFIIER LLBFMEE, NHXHHK
B, XHFaBR ELRFMEE,

o FHHNBBESVRERESHE ; IRFER—XHNSITEIE, NNEHFEEH DM
o MRXHHBHLIHEMS, Kopia FLUAFENRARRNAR, BFREFLELEN

4.6.8.1. OADP 5 Kopia £

BRT Restic &4, OADP 1.3 i3 #f Kopia #E 4 pod B&MPHFHHE, EEEERENESE
DataProtectionApplication B Y %R(CR) % & uploaderType FE e EFEH P —4, ATREHE N
restic = kopia, HIR;&EIETE uploaderType, OADP 1.3 B\ J{E A Kopia fEN&MBHLEl, BIBSM—
NME—WEEERIEZIRHE A,

LUFRBIERTEE T £ Kopia # DataProtectionApplication CR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...
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4.7. OADP R &

4.7.1. WEN FBRERF
{RET LT A — 1 Restore B XY (CR) AR E R ARRFE &R, %5 M 0E Restore CR.

& LB IT % Restore CR G321k S hook, LUETE pod FHIREHIZTH S, BB 0/EMRE hook,

4.7.1.. 0% S CR
& LLE T B —1 Restore CR 1% & Backup B E X HIR(CR),

FeRFH
o (R% L T HIERIT (OADP)Operator BJ OpenShift AP,
e DataProtectionApplication CR w/il4tF Ready K2
o T JEH Velero Backup CR.

o HAME (PV) RELNESEMINERHA/NEE, MRFRE, FHEERBKN,

1. G — Restore CR, M TFHIRFT :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
includedResources: [] 9
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true 6

#17 CR &R,

®9

ik EERESAERE T EPIFREAE, HRALUEEEAR (B, po Lk pods)
FRERENAR, WRAKEE, NELEREHR,

9 A%k : restorePV SEETLLLE N false, LM Container Storage Interface (CSI) IR IR

VolumeSnapshot skEZ & VolumeSnapshotLocation Fif MR IR IBHIRE
PersistentVolume,

2. EiALL T 30E Restore CR BR S 2 S~ Completed :
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I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'

3. WAL THSRIEEMNHREEERE -

I $ oc get all -n <namespace> ﬂ

@ «rmmazi,

4. INRIEFHERASB S DeploymentConfig, Z{FF post-restore hook, I ALLFa4IiZ1T de-
post-restore.sh cleanup BIZ :

I $ bash dc-restic-post-restore.sh -> dc-post-restore.sh

e

i

EWRE T 2R, OADP Velero #H{F4:7% DeploymentConfig ¥R, FI¥ pod &
8 WMII pod. IXZN T B LSBT VR E I I BN ER % & # DeploymentConfig
pod, FFCIF restore 1 post-restore hook FERE ] pod LK EEE, TEHLE
THE IR A SMIFRIX LE BT FF %238 pod, FI¥E{7 DeploymentConfig X &R~
&R 2 & HMEIREL

ol

5l 4.1. dc-restic-post-restore.sh — dc-post-restore.sh cleanup fifid

#!/bin/bash
set -e

# if sha256sum exists, use it to check the integrity of the file
if command -v sha256sum >/dev/null 2>&1; then
CHECKSUM_CMD="sha256sum"
else
CHECKSUM_CMD="shasum -a 256"
fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1|$CHECKSUM_CMD)
echo "${1:0:57}${sha:0:6}"
}

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}
if [ $# -ne 1 ]]; then

echo "usage: ${BASH_SOURCE} restore-name"

exit 1
fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1

label=$(label_name $1)
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echo label: $label

echo Deleting disconnected restore pods
oc delete pods -1 oadp.openshift.io/disconnected-from-dc="$label

for dc in $(oc get dc --all-namespaces -I oadp.openshift.io/replicas-modified=$label -0
jsonpath='{range .items[*]}{.metadata.namespace}{","{.metadata.name}{","}

{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}"
do

IFS=",' read -ra dc_arr <<< "$dc"

if [ ${#dc_arr[0]} -gt 0 ]; then

echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc__.

${dc_arr[3]}

arr[2]}, paused:

cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin

spec:
replicas: ${dc_arr[2]}
paused: ${dc_arr[3]}

EOF
fi

done

4.7.1.2. AW E hook
&0l LLB T YR Restore B E L HTIR (CR)BIE S hook, LUETE pod HHIRERHIZIT

IR LB MR BUARE. hook

e inithook ¥ init BEFHRME pod, LMEERN REF A SIRIHITEBES.
MRS Restic %10, NWETEWE hook init BEFHIININ restic-wait init & 25

e exec hook FERE M pod A SRHFIZITM SR,

it 3
e 7f Restore CR Y spec.hooks A0 hook, M TFAIFRR :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector:
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matchLabels:
app: velero
component: server
postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
name: pvci-vm

command:

- /bin/ash

--C
timeout: ﬂ

- exec:
container: <container> 6
command:
- /bin/bash @
--C
- "psql < /backup/backup.sql”
waitTimeout: 5m
execTimeout: Tm 6

onError: Continue Q

A% : hook R ARy B 22 AIEH, MRZKBIBEXMNME, M hook &M FRIBEREZZEM,

BAl, pod @ME—r LN hook BIZFHI BT IR,

a|

Itt hook {\3& A F 5% 25 ILBCHINT R,

a

1

% 1 BBET1EE Velero % £ initContainers 58 A Y& K A KB,
AL MREBIEERSR, ZHDEE pod WE—NBEEFIZT,
XRIEFERMD init BB AOR,

Ak FREFRUANNE, XNZRW K, UERSITLUEE), EEREZPEMLE]
B9 hook AILATER, RSB XE, MEIERTRAFSE.

Ak FRERISITHN R, FINMEDY 30s.

90 9909906006009

R IBBY SO F(E N Fail #1 Continue :
o Continue: Rl a5k,

o Fail: {£fi] pod FHEMA TR BEELE hook i£1T, Restore CR IR IF 2
PartiallyFailed,

4.8. OADP #1 ROSA

4.8.1. {fFd OADP 7£ ROSA £ &N AREF
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IR E LUEF OpenShift API for Data Protection (OADP)5 Red Hat OpenShift Service on AWS (ROSA)
SRR FRE N AR HIE,

ROSA Z— "2 BEM—XNATE, AFEEIWRINEENAREFRNEIREME

ROSA 12t 5 &% Amazon Web Services (AWS) i+&, BIEZE. D, N>, M4, B HMAR
STHEER, UMMRNENE BN REFT,

ARl LAEHE M AWS K AT 1% AR S5

BRER T, B LUER OpenShift Container Platform Web #2248 Red Hat OpenShift Cluster
Manager 3iz1T5Ef, &L A LATE OpenShift API #14p 5175 @ (CLI) TEAFEERH ROSA,

BX ROSAREMEZER, HSME AWS (ROSA) EZ% Red Hat OpenShift Service .

TE NIRRT (OADP) %%k OpenShift API i, &/ H OADP KEA BRI EIL, LMETC A LUER
Amazon Web Services AP,

XA RRELLT AN ERHIT ¢
1. R AWS EiF

2. %% OADP Operator I HHIZH IAM A

4.8.1.1. 77 OADP # %% AWS EiF

WA Amazon Web Services ik, FECE 735 OpenShift API for Data Protection (OADP) &4,

it
L BT TR SRABBUTIMNRLE ¢

BF

BER ARG ROSA £, HHRUEENGNERIIER. EHE
B®IFe1, WBRAMATFRBESHILH,

$ export CLUSTER_NAME=my-cluster )

export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME} --output json |
iq -r .id)

export REGION=$(rosa describe cluster -c ${CLUSTER_NAME} --output json | jq -r
.region.id)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||')

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export CLUSTER_VERSION=$(rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d ".")

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

mkdir -p ${SCRATCH}

echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:

${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

ﬂ ¥ my-cluster &t &) ROSA &£ LR,
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2. IEAWS KPR, fjE—D IAM ERRLLAR R AWS S3 -

a. BITUT&HS, RERKESHER :

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?

% 4 %= OADP N AER& R %RE

PolicyName=="RosaOadpVer1].{ARN:Arn}" --output text) ﬂ

ﬂ ¥ RosaOadp & #i 1 IEHIZRRE & FFo

b. HALLT6p 4R OIS JSON XX, SAFTE ROSA FAIEREE

WA HEIEEE ARN, BHR0RER, MEKRKARN BEE, it 54

AR RIS LI,

$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json ﬂ
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation”,
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”,
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute”,
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot"
],
"Resource™: "*"
!

I
EOF
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POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \

--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift

Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-
oadp \

--output text)
fi

Q SCRATCH £ WifEZrE0I8mine B &,

c. 1iz1TA SREBHRE ARN :
I $ echo ${POLICY_ARN}

3. HEREOIE IAM A BETER
TaRABETREHE :

1T
$ cat <<EOF > ${SCRATCH}/trust-policy.json
"Version":2012-10-17",
"Statement”: [{
"Effect": "Allow",

a.

"Principal™: {

"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
"Actlon" "sts:AssumeRoleWithWebldentity",

"Condition": {

prowder/${OIDC ENDPOINT}"
"StringEquals™: {

"${0IDC_ENDPOINT}:sub": [

"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero”]

b. BITUTHSKUEASR :

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \
--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=openshift-
oadp \

BT
$ ROLE_ARN=$(aws iam create-role --role-name \
--query Role.Arn --output text)

c. BITUToTREEAEARN :
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I $ echo ${ROLE_ARN}
4, ZITUU TR, 5 IAM EREHINE IAM A :

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}

4.8.1.2. &% OADP Operator it IAM 1 f2s

AWS ZE2ThERSS (AWS STS) 2 — 1M 2E Web BRS5, ©1 IAM SEXFB A 1Rt FEEEIE, HH STSH
OpenShift Container Platform (ROSA) /& ROSA B I EIER, AR IR® T WA AWS STS
1£ ROSA %% OpenShift API for Data Protection (OADP),

B

8/ AWS STS IM5ER ROSA £#J OADP R #F Restic #l Kopia, %5iE Restic #1 Kopia 7
RREREEEM, WF&HS, EH AWSSTS B ROSA £ OADP (X # R £ IRERH
Container Storage Interface (CSI) 1288,

TEfER STS HIER) Amazon ROSA 8, TXFAETRB AWS Kigifh ik E &0 EEE,

B#l, ROSA &R T2 Data Mover ZhaE. MR LMERRYE AWS S3 TERBIEIE,

FRFM

o EAEME RSN OpenShift Container Platform ROSA 8%, BEASHRiETE WV
OADP J##5 AWS Fif, MR IERAFNTRAMNERLSDNRE, BRI NENERER
AWS ZiE, 3% ROLE_ARN,

1 FIALLT®S, MAWS SRESCHEAIE OpenShift Container Platform secret :

a. BIEEIEXH :

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. 7 OADP flli&ép&Z2[A :
I $ oc create namespace openshift-adp
c. B/# OpenShift Container Platform secret :

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials
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1£ OpenShift Container Platform fR & 4.14 R EHBIARAH, OADP
Operator 133 Operator Lifecycle Manager (OLM) #1 Cloud Credentials
Operator (CCO)Z b L STS TVEd. HIERD, BAEEQE
Lt secret, EEEEFER OpenShift Container Platform Web 2% & %2
OLM EIEH Operator IR A E ARN, ESHER Web #Z#/E M
OperatorHub %2,

BITERY secret H CCO BHNHIEE,

2. &% OADP Operator :

a. 7t OpenShift Container Platform Web &/, X% Operators - OperatorHub,
b. #3538 OADP Operator,
c. 1 role_ARN FE&, ¥&MLZBIGIEM role_arn, B = Install,

3. FIALLT a4, A AWS EIE0IE AWS =FEhE

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4. EALT e e E N ARRFIFHEROAREE

I $ oc get pvc -n <namespace>
R

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-
csi 4d19h

mysql Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-
csi 4d19h

5. BITUT e & RIRERFFRER

I $ oc get storageclass
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it N |

NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

UTFEMETLAES I :

® gp3-csi

® gp2-csi

® gp3

® gp2

INREBLH BN BRRFE N ARFEFER A Container Storage Interface (CSI) BEFAMS
(PV), EIUTE OADP DPA EREBHEE CSI i,

6. il DataProtectionApplication %R, LARCEF i &0 B RIBIITFHARESEE
a. MRMAMEA CSIE, HMAUTHSMEBHBEERIFNBARER

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:

135



OpenShift Container Platform 4.16 £ {31tk &

velero:
defaultPlugins:
- openshift
- aws
- csi

restic:
enable: false

EOF

ﬂ ROSA XFFREM G & &0, MRENEEREGED, HRILFRILED false,

a. HNRMEM CSIsKIECSI B, HEMAUTRSREEHRBRIINARE :

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: 9
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 6
enableSharedConfig: "true"
profile: default 9
region: ${REGION} @
provider: aws
EOF

ﬂ ROSA XA GR &0, MRENEEREGRED, HRILFRILEDN false,
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HZ A% nodeAgent BIHHEEEE,
credentialsFile FE& 2 pod EE BB EILREEHALAE,

enableSharedConfig FE& /01 snapshotLocations == E S [ N EMERE LHE
i,

/A AWS FIE X4 i ERECEB SR & T,
% region fEE NEH AWS KiFi, Xl 5 &R KIFER,

Q® 00090

WTE, IREILL& D FIPRE OpenShift Container Platform N TER, 1 &4 W HFESE Rk,

BE
HECE R restic BY enable S04 & 7y false, & OADP A3 ROSA IfiEH Y
Restic,

MERFH OADP 1.2, E&HILELE :

nodeAgent:
enable: false
uploaderType: restic

FERALTEIE :
restic:
enable: false

MREFANDTRMNERERSHMRE, NWHNEBELIERRENE CR A OADP
DataProtectionApplication B2 & F EFHEREB AWS S3 Zfif £ .

HbBR
o & Web #=4§]& M OperatorHub &%%

o LN R
4.8.1.3. 7 : {FAREBEE OADP ROSA STS E&48 T e #;

4.8.1.3.1. {81 f OADP #1 ROSA STS $iT& 12

LUF R4 hello-world 1 5% B MIMNFFAMES (PV). {#F OpenShift API X Red Hat OpenShift Service
on AWS (ROSA) STS #1THIERIT (OADP) #H1T& 17,

AR RIT N FARRR (DPA) EBBE#IS ERE TE,

LT e S, Q- DIFERECRED

$ oc create namespace hello-world

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
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2. BT TR A TR -
I $ oc expose service/hello-openshift -n hello-world
3 BITUTHARENAEFREERIRE
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
it Bl
I Hello OpenShift!

AT TR R &R TIEME
$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
metadata:

kind: Backup
name: hello-world
namespace: openshift-adp

spec:
includedNamespaces:
- hello-world
storageLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs

EOF

5. FRFEMATH, ARZITUTHRS :
I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

it

"completionTimestamp™: "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58

|3
"startTimestamp": "2022-09-07T22:20:22Z7",

"version": 1

6. T T e K MIPR demo TAEfEK :

I $ oc delete ns hello-world
7. BT 6B%, MEDHRE TIEMAE -

I $ cat << EOF | oc create -f -
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apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

8. IBZITLL T 4% 1F Restore 5B :

I $ watch "oc -n openshift-adp get restore hello-world -0 json | jq .status"
I

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",
"progress": {
"itemsRestored": 38,
"totalltems": 38
b
"startTimestamp": "2022-09-07T22:25:282",
"warnings": 9

}
9. BITUTHHIRETIFNE w8

I $ oc -n hello-world get pods

I
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7¢c6-kdjpj 1/1  Running 0 90s

. BT RS ERE JSONPath :

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
I

I Hello OpenShifi!

% BRHEHRIETRNER, 55 OADP HIAR tRfE BRI,

4.8.1.3.2. {81 OADP #1 ROSA STS M& {3 IR ERSR R

INRIBFBEEE, OpenShift API for Data Protection (OADP) Operator MU & AR BI42 ] S3 F 1448,
HIRBUT S HHRE,
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AR

. BT S EMIBRITERE
I $ oc delete ns hello-world

2. IBTLAT e o R MBRBUR RN 2R (DPA) :

. BT TS

I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
3. &t SRMRFFE -

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

%%

24T AT o SR PRA L5 25

|
e}
el
%
ED]
Wl
]
(=
(i

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata":{"finalizers":null}}'

--type=merge

4. NRTBEE Operator, BT TaaEge

I $ oc -n openshift-adp delete subscription oadp-operator
5. M Operator Al BR#s % 22 ]

I $ oc delete ns openshift-adp

6. MRTBFEFMIRETR, 15217

UF e MEREFINBRE] -
I $ oc delete backup hello-world

7. EMHBR AWS S3 B &7

REFTRENR, HZITLATE
I $ velero backup delete hello-world

8. MREABREAE LK

TIRE X (CRD), HZITLA T m MEREHMREN]
I $ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done
9. BITLLTan 4 EMIBR AWS S3 7711

I $ aws s3 rm s3://${CLUSTER_NAME}-oadp --recursive

I $ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
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10. ZITUTHTE, HREBMABRDE :
I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"

. BITUTaSEMRAR :

I $ aws iam delete-role --role-name "${ROLE_NAME}"

4.9. OADP #1 AWS STS

4.9.1. £/ OADP £ AWS STS &N AEE

IRET LB %2 OADP Operator, & Amazon Web Services (AWS) &% OpenShift API for Data
Protection (OADP), Operator &% %& Velero 1.12,

M OADP 1.0.4 FF4&, B OADP 1.0.z ik A& RBEFYE MTC Operator B9k, HAE
FAF I Operator,

IRAT LA Velero BCiE AWS, GIIEE—/BIA Secret, ABEREMIERIINBREF., NFTHREZFEME
B, 158 i%% OADP Operator,

EEZRMAEAIMEFRRE OADP Operator, & ITE L2 FABIAM OperatorHub JRFHF55%1& Operator B
. WHIEESR EZRMLE A #E R Operator Lifecycle Manager,

IR LLFENE AWS B2 THEARSS (AWS STS) &8 =% OADP, Amazon AWS $ AWS STS £/ Web
ARS51RME, BNLEAAFEKRIEN ., T EBRMRMEILL, EeILUER STS @it APIAA. AWS #24i
B AWS 1T E(CLD A RIS A Rl 175 (7] BT R,

TEHNEBIRRT (OADP)ZR % OpenShift API &, EwZih OADP R ERAGMKRIEEIE, LUEECHLUER

Amazon Web Services AP,
XN RELLT A ERHIT :
1. R AWS EIE,

2. &% OADP Operator, HFHERHE—IAM AL,

4.9.1.1. /) OADP #£E4& AWS STS =ik

WA Amazon Web Services ik, FECE /35 OpenShift API for Data Protection (OADP) &4,
HERAUTSEES AWS Fil,

AR

1 BITLAT S 3EE X cluster_name INEZE :
I $ export CLUSTER_NAME= <AWS_cluster_name> )

Q 25 8 Al LI B H A E,
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2. BT FH4, #Ecluster B35, 2N AWS_ACCOUNT_ID, OIDC_ENDPOINT :

jsonpath="{.status.desired.version}{"\n"}")

export AWS_CLUSTER_ID=$(oc get clusterversion version -0 jsonpath="{.spec.clusterID}
{ll\n"}l)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o

P2y
$ export CLUSTER_VERSION=$(oc get clusterversion version -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||')
export REGION=$(oc get infrastructures cluster -o
jsonpath="{.status.platformStatus.aws.region}' --allow-missing-template-keys=false || echo
us-east-2)

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

TUT a4, Q- B S REMATE X4 -

$ export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"
mkdir -p ${SCRATCH]

4. BITUT RS ERAAKRENFEAER -

$ echo "Cluster ID: ${AWS_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

5. £ AWS K e, fIlEE— IAM SRBE LSS Y157 AWS S3 -
ZITUT S, RERKESHFE -
I $ export POLICY_NAME= "Oadeer1"ﬂ

Q ZER LB N EMIE,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="$POLICY_NAME'].{ARN:Arn}" --output text)

b. B AL T 6n %R0 EKEE JSON X, AE0IRRE

IFRA HEIRE ARN, BHR0RER, MRKKARN BEE, it 54
SRRk R B,

$if [[ -z "${POLICY_ARN}" ]]; then
cat << EOF > ${SCRATCH}/policy.json

{
"Version": "2012-10-17",

"Statement": |
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Q SCRATCH 2 Wit 0IE2891Ik i B 89 & 7.

{

}
I

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,

"s3:GetEncryptionConfiguration”,

"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation",
"s3:ListBucket",

"s3:GetObject",

"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",

"ec2:DescribeVolumesModifications",

"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

],

"Resource": "*"

EOF

% 4 %= OADP N AER& R %RE

POLICY_ARN=$(aws iam create-policy --policy-name $POLICY_NAME \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=openshift_version,Value=${CLUSTER_VERSION}
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=oadp \
--output text)

fi

c. IBITLAT R EERES ARN :

I $ echo ${POLICY_ARN}

6. WEEEOEE IAM B BEFER -

a.

iz

$ cat <<EOF > ${SCRATCH}/trust-policy.json

{

IZAT AT S SR Q2 S SRS S0 -

"Version": "2012-10-17",
"Statement": [{
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"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero"]

}
1]

}
EOF

b. IZITUT &S, NEHOIRE IAM AREERE

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \

--tags Key=cluster_id,Value=${AWS_CLUSTER_ID}
Key=openshift_version,Value=${CLUSTER_VERSION}
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=oadp --

i
$ ROLE_ARN=$(aws iam create-role --role-name \
query Role.Arn --output text)

c. BITU TS EEEAE ARN :
I $ echo ${ROLE_ARN}
7. T4, I IAM SERRMIINE IAM B :

I $ aws iam attach-role-policy --role-name "${ROLE_NAME}" --policy-arn ${POLICY_ARN}

4.9.1.1.1. iXi& Velero CPU HIREF 2 Ed

& 7] L@ 4w DataProtectionApplication B 7E X HR(CR)E .38 4 Velero pod i% & CPU HIN&FS
[

o RNIZET OpenShift API for Data Protection(OADP)Operator,

e Y7%E DataProtectionApplication CR 5./
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:
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#...
configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: 9
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

I EEIRMYE Velero podSpec BT sk 28,

5l # resourceAllocations T E .,

®9

Kopia & OADP 1.3 R Z FBIRRAFRBY— L, ] LMER Kopia #HTXHRE&
12, Kopia & Data Mover FIME—i%E, FH7 BN EBEEIE Mover,

1 Restic #Lt, Kopia ZERZHIR, MAIRRFEMNMIHE CPUMREEREK,

4.9.1.2. &% OADP Operator FiZ{t IAM faf2s

AWS BETHEARSS (AWS STS) 2— 2R Web IRSS, BN IAM KEFRA P REEFEREZIL. XXt
T a0a7E AWS STS &R F /)% %% OpenShift API for Data Protection (OADP),

HE

OADP AWS STS IfME AR #¥ Restic #1 Kopia, JiE Restic #1 Kopia T RVIEEE S

. XF&HE, AWSSTS EH OADP (XX HFFEAMRERF] Container Storage Interface

(CS) HREE,

TEfHEF STS HWHER) AWS &8, TXRERRB AWS XA 1R E #1084,

AWS STS &2 BRI~ X% Data Mover Ih8E, EAILUERESE AWS S3 TEBTHEIRE,

SR H
o BEAHMEAIRFS RN OpenShift Container Platform AWS STS (2, B HiEEE WV

OADP J#7& AWS Zif, MREITXIERN DN TFRMERRSHIRE, BB ERES
AWS ZiE, 235 ROLE_ARN,

1 FIALLT®S, MAWS SRESTHEAIE OpenShift Container Platform secret :
a. BIBEUESH :

$ cat <<EOF > ${SCRATCH]}/credentials
[default]
role_arn = ${ROLE_ARN}
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I web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. 7 OADP fll&ap+ 22 [H] :
I $ oc create namespace openshift-adp

c. BJ# OpenShift Container Platform secret :

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials

1£ OpenShift Container Platform kA 4.14 R E#HIARAAH, OADP
Operator 133 Operator Lifecycle Manager (OLM) #1 Cloud Credentials
Operator (CCO)Z bR L STS TEd. HIITERP, BAEEQRE
L secret, BB EIEEF OpenShift Container Platform Web 12 & &2
OLM EIEH Operator IR A E ARN, HSHER Web #Z#IE M
OperatorHub %2,

BITERY secret H CCO BHNHIEE,

2. &% OADP Operator :
a. 7t OpenShift Container Platform Web #2#l& A, X% Operators - OperatorHub,
b. #3538 OADP Operator,
c. 7E role_ARN FE&, #lLZ AIOIEM role_arn, B Install,

3. FIALLT a4, A AWS EIE0IE AWS =fEhE

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4. BIALT SR EN RARFIEFEFIAEMSE

I $ oc get pvc -n <namespace>
R
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NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-
csi 4d19h

mysqgl Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-
csi 4d19h

5. BT e B RIRERFFMER

$ oc get storageclass

it N |

NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

UTFFHERTLAER T :

® gp3-csi

® gp2-csi

® gp3

® gp2

INREBL BN BRRFE N BRFEEMFER A Container Storage Interface (CSI) A MS
(PV), EIUTE OADP DPA EZEHEE CSI i,

6. | DataProtectionApplication %R, LARCEFiE &0 B RIBIITFHARYESE
a. MRMAMEA CSIE, HMAUTHSMEBHEERIFNBARER

$ cat << EOF | oc create -f -

apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:

name: ${CLUSTER_NAME}-dpa

namespace: openshift-adp
spec:

backuplmages: true ﬂ

features:

dataMover:
enable: false
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backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
- CSi
restic:
enable: false
EOF

'D MREABEREARED, ERLEFRILEDN false,

a. IR CSIHIECSI B, HEMAUTSREEHBRIINARE :

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: 9
enable: false
uploaderType: restic

148



Q® 0009

% 4 %= OADP N AER& R %RE

snapshotLocations:
- velero:

config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials G
enableSharedConfig: "true"
profile: default 9
region: ${REGION} @

provider: aws

EOF

MBESEFERBERED, HHLFRILE D false,
HZ A% nodeAgent BIEHEE&E,
credentialsFile &2 pod EE BB EILREEHLAE,

enableSharedConfig FE& /01 snapshotLocations £ Z=HE S A N EMERE LHE
o

/A AWS FIE X4 i ERECEB SR BT,

% region fEE NEH AWS K, Xl 5 &R KIFER,

WAE, 1REILL& D FIPRE OpenShift Container Platform N ATER, W &4 HFESE Rk,

Hith 5w

5
MERFFH OADP 1.2, H&HILEE :

nodeAgent:
enable: false
uploaderType: restic

AL TRE :

restic:
enable: false

MREFAMDTRMERERSHMRE, NWNDNEBELIERRENE CRH OADP
DataProtectionApplication B2 & EFHEREB AWS S3 Zfif £ .

o fHFH Web #HlI& M OperatorHub %3

o HIPNAER
4.9.1.3. 13 OADP AWS STS LT ¥Ef 2, mILAMERAEMEE

4.9.1.3.1. {81/ OADP #1 AWS STS #ifT#% 12
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LAT 7~ hello-world /& BN A LS (PV). A OpenShift API X Amazon Web Services (AWS
STS) KRR (OADP) HiAT & 17

IRRIT N AR (DPA) BCBERS IEE T,

1L BITUTeS, QB DNIEMEERESS
I $ oc create namespace hello-world

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
it B
I Hello OpenShifi!

4. IBITUT e SREMNTENE

ey
$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
metadata:

kind: Backup
name: hello-world
namespace: openshift-adp

spec:
includedNamespaces:
- hello-world
storageLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs

EOF

5. FREMTH, ARZITUTHRS :
I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

it lan

"completionTimestamp": "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58

b
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"startTimestamp": "2022-09-07T22:20:22Z7",
"version": 1

}
AT LA T e B K MIPR demo TR -
I $ oc delete ns hello-world
ZITLATR S, MERHRRE TIENE

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

. BT TS E4F Restore 52 :

I $ watch "oc -n openshift-adp get restore hello-world -o json | jq .status"
I

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",
"progress": {
"itemsRestored": 38,
"totalltems": 38
b
"startTimestamp": "2022-09-07T22:25:28Z2",
"warnings": 9

EEUTRSRETENRETOME :

I $ oc -n hello-world get pods

I
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7c6-kdjpj 1/1  Running 0 90s

. BT TS EKRE JSONPath :

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

it
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I Hello OpenShifi!

% E,E
- BRINEHRIRTIER, 1ESH OADP HIPAR SAFEHERR SIS,

4.9.1.3.2. 7t OADP fl AWS STS & a5 RER

tzu%um%ﬁuﬁz OpenShift API for Data Protection (OADP) Operator LA R AR B &40 F0 S3 721548,
HRBUT S ERE,

Az
1 B T AT en 5 SR MIBR T4 1 % -
I $ oc delete ns hello-world
2. IBFTLAT e SR MHBR IR R N 2R (DPA) :
I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
3. BT T e SR MR = 7%

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

BE
MBI R, EURFEELSITUT 65 RMIFRALESS

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata™:{"finalizers":null}}' --type=merge

»

MRABFE Operator, HIZITUTHRSHRE

I $ oc -n openshift-adp delete subscription oadp-operator

ol

ZTLL R4y, M Operator FfftiiReEp & 22 (H :

I $ oc delete ns openshift-adp

[9))

. MRTBFEEMMMRETIR, HSTU TS MERERMRE] -

I $ oc delete backup hello-world

N

ZMMPR AWS S3 Y&, REFLLREN R, HSITUTHRS
I $ velero backup delete hello-world

8. MREBABEREEBENHIRE L (CRD), HizTUA TS MMEEHIRE] :
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$ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done

LT e 3K MIBR AWS S3 i # -

$ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive

$ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp

L IZfTEUTR e R, MRBMARSE :

I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"

N BT TS EMRAS :

I $ aws iam delete-role --role-name "${ROLE_NAME}"

4.10. OADP 1.2 DATA MOVER

4.10.1. OADP Data Mover 474
OADP Data Mover o EIEME. EAMIBRSEEREBRGH MEE T IRET RSN BERF.

BE

OADP 1.2 Data Mover @ —NMERTNEINEE, FARTIGIHBEAR ZLLIE ™ MRS F R ML
(SLA) X#, HIMBErTReH AR, ABAHEELEERFERE], XERARTIRN
ThRER LUME R P IRE B IThEE, HENSETF LM ERRERIHEE .,

BRIABRATGEEEXFEEMNESER, WSARATIT i F e,

& T LU#E F OADP Data Mover ¥ Container Storage Interface (CSI) 1R BB &0 B Li2x 17
fiie XTF CSIMRER, 1HS M EAEHE Mover,

IRETLUEF OADP 1.2 Data Mover, 7{#ifl CephFS., CephRBD ;X i & R &0 FIMk S N
REHEIE, 551 A OADP 1.2 B3ES Ceph it

FF S hook ATRETC: S OADP 1.3 Data Mover IEE Tk,

OADP 1.2 Data Movers RS H RSP IIRE N BEFHE. BTHEZRPH,
EEFHF'RQEE*E% pod B A M4 (PV)H Data Mover B A MBS FBH(PVC) A T fEHh

{82, OADP 1.3 Data Movers R & 11%2, EIt, 7E Data Mover B9 PVC X #EXHY
PV &I, ARES AR — post-restore hook, HIRA 4 XFIER, pod a—ELATF
Pending X7, BXEEIZ1T hook, hook ZiXAIBERTE pod X R ATEENT, M5
PartiallyFailed 1k & 12 /F.

4.10.1.1. OADP Data Mover )R &4
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o BE—NERISNARFETRMAGZZEFPIZT,
o B{#H Operator Lifecycle Manager (OLM) Z%& OADP Operator,
o REAIEE T ELHM VolumeSnapshotClass #1 StorageClass.

o BEf#FA OLM &% VolSync operator,

4.10.2. %} CSI #8R{&H Data Mover

OADP Data Mover A 1% /5 Container Storage Interface (CSI) BIRBA D BTN REMHE. BH
Data Mover i, MNRBINIEE, BAMPRERFFR, K0T LUE B MY REFMHEPIRIXEY CSI BIRER R MK
SERTHN BRERF.

Data Mover ;R 5 ZEA VolSync B Restic 17107,
4B Mover X CSI BHREBIEHDFMIKE,

1£ OADP 1.2 Data Mover A, VqumeSnapshotBackups (VSBs) # VolumeSnapshotRestores (VSR)
Edz= VolumeSnapshotMover (VSM) HEBA, @it HEE VSB # VSR B4 F InProgress BIF 4 #&, o
LIR® VSM ButERE, TERTE RS BMHRFETRE, SR RMCL TR,

BF

OADP 1.2 Data Mover E_A&*?ﬁ”kﬂﬁbo FORT T ThBE R ZLLME ™ Sh AR 5 S
(SLA) %%F, BIIeereH AR, AEAHEEETERFERE], XLERARTIR
IhA _.I-»L/HQEFHF'*EEL_EFH%?E’JHJH&, HENSKEF LM ERIRER IR

BRIAERAT G FEEMNESER, WSARATIT i F e,

LTI fE A3 OADP 1.2 Data Mover R &2 #1kE ODF CephFS %, FiiskZesk
OpenShift Container Platform kR4 4.12 Sk B SR A LIRS MEE, OADP Data Mover AT LA
FIF OpenShift Container Platform fRZA 4.12 S E & iR A B CephFS shouldow £, £
FHATRIM, XA LIRS &0 H B EE.

® CephFS ROX ##i&

FeRFH
e ffji\ StorageClass #1 VolumeSnapshotClass B & X ¥R (CR) #F CSl,

o MEMIARE— VolumeSnapshotClass CR E5%f# snapshot.storage.kubernetes.io/is-
default-class: "true",

1£ OpenShift Container Platform kA 4.12 St EmARARH, JEiEX 2 ME—BIERIA
VolumeSnapshotClass,

o ZE1iIA VolumeSnapshotClass CR 4 deletionPolicy #i% & Retain,

o MEMIARE— StorageClass CR EF X f# storageclass.kubernetes.io/is-default-class:
"true|'°
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=

N

% 4 %= OADP N AER& R %RE

& E7E VolumeSnapshotClass CR A& &15%: velero.io/csi-volumesnapshot-class: "true",

& e\ OADP 22l 253 oc annotate --overwrite namespace/openshift-adp
volsync.backube/privileged-movers="true",

£ OADP 12 #, ZHIER TAFEE privileged-movers Xi&, kSRR RNZ
RLUME Volsync BllA&, ERELEAFY =T, "AReBNREER, privileged-
mover= true X i& N T,

B8 Operator Lifecycle Manager (OLM) &%k VolSync Operator,

£ OADP Data Mover & VolSync Operator,

BEfEA OLM &% OADP operator,

BT A —A .yaml X EZE Restic secret, #1TFAR :

apiVersion: v1i
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>

ZINER T, Operator 2 &% 7 dm-credential #J secret, MIREFEREME
5, 1B EFHA dpa.spec.features.dataMover.credentialName i&;J Data
Protection Application (DPA) CR 38 & #75.

. DI LILLTRBIM DPA CR, BRiAFHEMAEIE CSI,
BURR IS AR (DPA) CR =l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
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credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <bucket_name>
prefix: <bucket-prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
itemOperationSyncFrequency: "10s"
defaultPlugins:
- openshift
- aws
- CSi
- vsm
features:
dataMover:
credentialName: restic-secret
enable: true
maxConcurrentBackupVolumes: "3" ﬂ
maxConcurrentRestoreVolumes: "3" 9
pruneinterval: "14" 9
volumeOptions: ﬂ
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteOnce
cacheCapacity: 2Gi
destinationVolumeOptions:
storageClass: other-storageclass-name
cacheAccessMode: ReadWriteMany
snapshotLocations:
- velero:
config:
profile: default
region: us-west-2
provider: aws

Ak - FEERVFBEAE T EMERBREN LR, FINEH 10,
Ak FEEARVFBEATIRERRBREN LR, FIAEH 10,

Ak : IEEFEE LIZ1TH) Restic BB IR, EBRIFREMNIT A EEIRKRAT A
ZefE], (BERFEIEPHIERREN /O RE. WE LI AT 77 i 14 8 068 A3 B AN A 7
T,

09

Q Ak IRE A F &R ER VolumeSync BT,

OADP Operator Z& M B E L FIRE X (CRD). VolumeSnapshotBackup #
VolumeSnapshotRestore,

VolumeSnapshotBackup CRD =l
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apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotBackup
metadata:
name: <vsb_name>
namespace: <namespace_name> ﬂ
spec:
volumeSnapshotContent:
name: <snapcontent_name>
protectedNamespace: <adp_namespace> 9
resticSecretRef:
name: <restic_secret_name>

ﬂ EESRIRATER S B 22,

@ {5EZR% OADP Operator My &[], Bl openshift-adp.

VolumeSnapshotRestore CRD 7~

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotRestore
metadata:
name: <vsr_name>
namespace: <namespace_name> ﬂ
spec:
protectedNamespace: <protected _ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
name: <source_pvc_name>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>

Q EESRIRATER S B 22,

15 E Z2& OADP Operator M#p822[A], BRINE N openshift-adp.

3. ERIUHUT A TS RS DB IR -
a. &% CR:

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1
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© ss7E%E Operator WAL, BiLHAZIIE openshift-adp,

Q EEZ &N ARFERAZENE,
b. & 10 28, FHHIALTH5EKE VolumeSnapshotBackup CR X527 7y Completed

I $ oc get vsb -n <app_ns>

I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"

X RFMER QIR IRIRZTE DPA HECE,

Pz Y=
#N3R VolumeSnapshotBackup CR BR 545/ Failed, 1§55 H Velero B&
FEATERPEHERR,

4. EALHATU T SRR IR E SRR -
a. MHBRE Velero CSI &4 AR application #3422 (8] #1 VolumeSnapshotContent,

b. fI|# Restore CR, I restorePV i%i& ™} true,

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

c. EF 1098, FEIHALTHSERE VolumeSnapshotRestore CR IR EZEE N
Completed :

I $ oc get vsr -n <app_ns>

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"

d. REENNARFERENTREEERE.

p= =1
#NR VolumeSnapshotRestore CR FREZE Y 'Failed', 1S [H Velero Bi&
FEATERPEHERR,

4.10.3. 7B Ceph Ff£#J OADP 1.2 Data Mover
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fEAILAE A OADP 1.2 Data Mover, Nf#iFl CephFS. CephRBD X /& LR &0 FIRE N 2R
?EO

OADP 1.2 Data Mover &£F A ## KMAEIAER Ceph ThaE, Hz—=& shallow copy A%, IAF

OpenShift Container Platform 4.12 R EBEHBIRRA, HWINEEXFAMMIRERIFAMSF (PVC) L%E
#) StorageClass #1 AccessMode 7R,

H .
CephFS X EHIZNEER — 1N &10TIEE. EFBMERFN -,

4.10.3.1. £ Ceph #FfiZH {8l OADP 1.2 Data Mover B9 R &4

LIRS RZMERFEFER Ceph FiEBISEE FiBIT OpenShift API for Data Protection (OADP) 1.2 Data
Mover HITEIB DTN E FIIRIE ¢

e B% %k OpenShift Container Platform 4.12 st B & A

o B &% OADP Operator,

o RE1EM&Z[H openshift-adp F [ T secret cloud-credentials,
o B %% Red Hat OpenShift Data Foundation,

o B{#M Operator Lifecycle Manager Z4&& & #H VolSync Operator,

4.10.3.2. & X FAF OADP 1.2 Data Mover I & Y TR
2% Red Hat OpenShift Data Foundation Ff, ©&BEIGIZ22K1AH) CephFS #1 CephRBD

StorageClass #1 VolumeSnapshotClass B E X %R (CR), &IE XL CR LAFATF OpenShift API
for Data Protection (OADP) 1.2 Data Mover,

EX CRE, BRAIMEitT—LHMER, RAETREIITEOMRERE.

4.10.3.2.1. X CephFS BE X BTIRELAF OADP 1.2 Data Mover

#Z %% Red Hat OpenShift Data Foundation i, ©BEZI1I22IAH CephFS StorageClass B & YR
(CR) #12K1ABJ CephFS VolumeSnapshotClass CR, &R LLE WXL CR LLATF OpenShift API for
Data Protection (OADP) 1.2 Data Mover,

ff

L=

S

1. & X VolumeSnapshotClass CR, #1TFHIFf® :

VolumeSnapshotClass CR 7=

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: <deletion_policy_type>
driver: openshift-storage.cephfs.csi.ceph.com
kind: VolumeSnapshotClass
metadata:
annotations:
snapshot.storage.kubernetes.io/is-default-class: true 9
labels:
velero.io/csi-volumesnapshot-class: true G
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name: ocs-storagecluster-cephfsplugin-snapclass

parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

OADP Xz # CSI #1 Data Mover &2 #11% 5 # Retain # Delete & REERAY, *FF OADP
1.2 Data Mover, FHfBRREE KB BN Retain,

Q WVIITRIE N true,
9 WK BN true,

2. % Y StorageClass CR, M FHIFfT :

StorageClass CR =l

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: true

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
clusterID: openshift-storage
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
fsName: ocs-storagecluster-cephfilesystem

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

ﬂ WX BN true,

4.10.3.2.2. X CephRBD BE X #iRLLHTF OADP 1.2 Data Mover

2%t Red Hat OpenShift Data Foundation ff, ©& B 58/ 2Z LM CephRBD StorageClass B E X ¥
B (CR) #12X1ABY CephRBD VolumeSnapshotClass CR, &R LLE XLt CR LLFF OpenShift API for
Data Protection (OADP) 1.2 Data Mover,

it

1. & X VolumeSnapshotClass CR, #1THIFf :

VolumeSnapshotClass CR 7=

I apiVersion: snapshot.storage.k8s.io/v1
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deletionPolicy: <deletion_policy_type> ﬂ
driver: openshift-storage.rbd.csi.ceph.com
kind: VolumeSnapshotClass
metadata:
labels:
velero.io/csi-volumesnapshot-class: true 9
name: ocs-storagecluster-rbdplugin-snapclass
parameters:
clusterID: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

OADP Xz #F CSI #1 Data Mover &2 #11% 5 # Retain # Delete P& REEAY, *FF OADP
1.2 Data Mover, FHfBRRBE KB BN Retain,

Q WX BN true,

2. % Y StorageClass CR, M FHIFfx :

StorageClass CR =l

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: ocs-storagecluster-ceph-rbd
annotations:
description: 'Provides RWO Filesystem volumes, and RWO and RWX Block volumes'
provisioner: openshift-storage.rbd.csi.ceph.com
parameters:
csi.storage.k8s.io/fstype: ext4
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-rbd-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-rbd-provisioner
imageFormat: '2'
clusterID: openshift-storage
imageFeatures: layering
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
pool: ocs-storagecluster-cephblockpool
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate

4.10.3.2.3. X AF OADP 1.2 Data Mover B%i4 B & UF R

TEE#HE X B\ StorageClass #1 CephRBD VolumeSnapshotClass B E X ¥R (CR) [, &/t
LUF CR:

o E N NEH shallow EHIThEER CephFS StorageClass CR

® Restic Secret CR

ff

L=

S
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1. @I CephFS StorageClass CR, F ¥ backingSnapshot Z#(iX&H true, M FAHIFT :

#f backingSnapshot i%i& 7/ true B CephFS StorageClass CR =l

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs-shallow
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: false

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
clusterlD: openshift-storage
fsName: ocs-storagecluster-cephfilesystem
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
backingSnapshot: true ﬂ
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

ﬂ WX BN true,

BF

REE.

2. EZi& Restic Secret CR, I TFHIFF= :

Restic Secret CR 7=l

apiVersion: v1i
kind: Secret
metadata:
name: <secret_name>
namespace: <namespace>
type: Opaque
stringData:
RESTIC_PASSWORD: <restic_password>

4.10.3.3. {#1fd OADP 1.2 Data Mover 1 CephFS i & 3 Hltk S iz

#fa#R CephFS VolumeSnapshotClass #[1 StorageClass CR % provisioner 518

8wl Ui 5 B CephFS B shallow copy ZhaE, M OpenShift API for Data Protection (OADP) 1.2

Data Mover E&{P 1k E{F A CephFS FMEBIEIE,

FoRFH
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o BRENAERMAMZZERAPIZIT, FHIT CephFS BFESRFHNRAMSER (PVC),

e}y CephFS #1 OADP 1.2 Data Mover % X StorageClass #1 VolumeSnapshotClass B & Y %R
(CR).

e openshift-adp 1% Z2[A]HH —* secret cloud-credentials.

4.10.3.3.1. il AT CephFS #fi## DPA

1£3873 OpenShift API for Data Protection (OADP) 1.2 Data Mover &) M2 CephFS Zfi#HI%
B, ZEENE— Data Protection Application (DPA) CR,

ff

L=

S

1. ¥fF OADP 1.2 Data Mover, &2 1TLA T 684 3% 451k VolumeSnapshotClass CR #J
deletionPolicy FE 2 E EIXE S Retain :

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H{"Retention Policy: "}{.deletionPolicy}{"\n"{end}'

2. iz{TLL @4, $2IE VolumeSnapshotClass CR MIr%E 2 & B E N true :
$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H'labels: "}{.metadata.labels}{"\n"}{end}'

3. BT T4, Ik StorageClass CR B9 storageclass.kubernetes.io/is-default-class S f# 2
BEIXEN true :

$ oc get storageClass -A -0 jsonpath="{range .items[*]}{"Name: "H{.metadata.name}{" "}
{"annotations: "{.metadata.annotations}{"\n"}{end}'

4. BIB—NELULLTRAIM Data Protection Application (DPA) CR :

DPA CR =4l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my_bucket>
prefix: velero
provider: aws
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configuration:
restic:
enable: false ﬂ
velero:
defaultPlugins:
- openshift
-aws
- CSi
-vsm
features:
dataMover:
credentialName: <restic_secret name> g
enable: true 6
volumeOptionsForStorageClasses: ﬂ
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow

enable FERBEHRIME. BREN true =& false,

HRIRTE MG IMER O] M Restic Secret, LT OADP 1.2 Data Mover #] Ceph, 15%R:%
A £ Restic Secret, /Il CR 22\ {H dm-credential T Lt 5%,

enable FERBEHRIME. BRE N true =#E false,

AESH, EALLNEA storageClass B E L AR VolumeOptionsForStorageClass
EER, LRENERETEHNEMBSRAEASH, i
VolumeOptionsForStorageClass Z#UEF 5 CephFS —iEfEM, BRI BT EMFHE

5,

o0 09

4.10.3.3.2. {1 OADP 1.2 Data Mover #l CephFS =i &3 2R

8w LRI 5 B CephFS iR shallow copy Zh&E, fEF OpenShift API for Data Protection (OADP) 1.2
Data Mover E#&{p £ CephFS ZFiErIEIE,

ff

L=

S

1. MALARRBIFTR, fE—1 Backup CR:

Backup CR 7~#l

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1
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2. Bid SRR TSk 1E VolumeSnapshotBackup CR M :

a. E#EFTA VolumeSnapshotBackup CR M E, 1&iZ{TA T

o

I $ oc get vsb -n <app_ns>

b. E2EHE VolumeSnapshotBackup CR B E, Hi2{TU T

Cl2

I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. E&1094%0, EZI VolumeSnapshotBackup CR HIR7AH Completed.

4. 35k Restic Secret AEDEH—NMREBIEXN RFMHE PIRM, EBRILAIETHRIHK
/<OADP_namespace> B i1 BackupStorageLocation 7= fi# 4t 5 B fp i 2 X MR R,

4.10.3.3.3. i} OADP 1.2 Data Mover fll CephFS itk S #iE

NREDIIFEE T CephFS Fif#I shallow copy ThEE, &R LLEA OpenShift API for Data Protection
(OADP) 1.2 Data Mover Rk & CephFS FEMEIE, EHEEFITHEEEEERE IRZPHER,

ff

L=

S

1 BT AT ek MBRN AR R B 2 -
I $ oc delete vsb -n <app_namespace> --all

2. IBfTLAT S, MBRTE &L FTEH O3 VolumeSnapshotContent CR :

I $ oc delete volumesnapshotcontent --all

3. | — Restore CR, #NFHIFFR

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

BT HUT UL T2 4E £ 142 VolumeSnapshotRestore CR B EE :

o

a. EREFA VolumeSnapshotRestore CR B, Eiz1T AT

I $ oc get vsr -n <app_ns>

o

b. E2EHFE VolumeSnapshotRestore CR IR, 21T T

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}

5. BITUTH A RIEENNARFRERESERE
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I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

4.10.3.4. {81l OADP 1.2 Data Mover # split & (CephFS #l Ceph RBD) &3 #H11k S #iE

& BT LUEF OpenShift API for Data Protection (OADP) 1.2 Data Mover £ B £ 24 BUEME &2 F11R
SH¥E, BMEA CephFS # CephRBD BYIFEE,

FeRFMH
o BRENAERMAMZZERAPIZIT, FHIT CephFS RFESRFHNRAMSEREA (PVC),

e}y CephFS #1 OADP 1.2 Data Mover % X StorageClass #1 VolumeSnapshotClass B & Y %R
(CR),

e openshift-adp 1% Z2[A]FH —* secret cloud-credentials,

4.10.3.4.1. QAT HREK DPA

TEf#H OpenShift API for Data Protection (OADP) 1.2 Data Mover 3 {# 3 9> £ & 3 4512 F11k & Bz,
IR AE— R RN 2R (DPA) CR,

ik =
o OIE—NBUBRY N FRTZRE (DPA) CR, MITFHIFTT

HAYBENITERN DPA CR =4l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my-bucket>
prefix: velero
provider: aws
configuration:
restic:
enable: false
velero:
defaultPlugins:
- openshift
- aws
- CSi
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- vsm
features:
dataMover:
credentialName: <restic_secret name> ﬂ
enable: true
volumeOptionsForStorageClasses: 9
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow
ocs-storagecluster-ceph-rbd:
sourceVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd
destinationVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd

ﬂ HRIRTE MG IMER 0] M Restic Secret, LT OADP 1.2 Data Mover #] Ceph, 1%R:%
A, Il CR &3 % A4 dm-credential BFItt5#,

Q AL storageClass B E X FEH VolumeOptionsForStorageClass /1%, Miift
FEHDEETFRENFENS. VolumeOptionsForStorageClass S#{fHF CephFS, {H
£, d%M VolumeOptionsForStorageClass 3ol i T {EMFifR A,

4.10.3.4.2. {81/ OADP 1.2 Data Mover fl split &5 3IE
R BT LAfEF OpenShift API #4TR R4 (OADP) 1.2 Data Mover £ 4> £ 4 89 F1 18 th £ B,

¥ =
1. MALARRBIFTR, AlE—1 Backup CR:

Backup CR 7~#l

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1

2. Bid SRR TS 1 VolumeSnapshotBackup CR M :

a. EXEERA VolumeSnapshotBackup CR B E, iHZTUTHS :

I $ oc get vsb -n <app_ns>
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b. Ei2EHFE VolumeSnapshotBackup CR B, iHZ1TUTHS :
I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. E&104%, EZI VolumeSnapshotBackup CR IR/ Completed.

4. HiUE Restic Secret HEDH —NMREBEN RFMH PR, SR UEHTHIIK
/<OADP_namespace> B i1 BackupStorageLocation 7= fi# {4t 5 B fp i 2 X MR R,

4.10.3.4.3. {81/ OADP 1.2 Data Mover 1 split £tk S Hiz

MREDTIRERE T CephFS 7Z %R shallow copy ThRE, &R LUE A OpenShift AP i 47 #UiEE
(OADP) 1.2 Data Mover fEH A QD EIBRIMEFRIRE BIE, EBHEFThEREEME T EPRER,

AR
1. BT TS XM BRRFmAZEH

I $ oc delete vsb -n <app_namespace> --all

2. IBfTLAT S, MBRTE&DETEH G/ VolumeSnapshotContent CR :

I $ oc delete volumesnapshotcontent --all

3. | — Restore CR, N FHIFFR

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

BT HUT UL T2 4EE 15 4E VolumeSnapshotRestore CR B9 EE :

a. EREFA VolumeSnapshotRestore CR HI#E, Eiz1TA T

o

I $ oc get vsr -n <app_ns>

b. B EHFE VolumeSnapshotRestore CR BIHEE, 21T T

o

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}
5. BT T BRI EHN ARFRIERSERE -

I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

4.10.3.5. fiti& OADP 1.2 HySRES
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HPRERERE T MREHIFREIRSOMN], EERBRERL. BEHREMSUEREFRE R MM ITH
R, EEIUBEERKIEMER, REHRENFREEHNESR.

4.10.3.5.1. B2 OADP 1.2 BZER&IERs
#EH OADP 1.2 LU TR SRR IERT ¢

o Z{FF OADP 1.2.x Data Mover R &2#1kE, 157E VolumeSnapshotClass B E Y F&R(CR)H
¥ deletionPolicy F %1% &7 Retain,

e 7 OADP12x i, Efff CSI &pfkE, E=LIE VolumeSnapshotClass CR A%
deletionPolicy FE&i% &/ Retain =X Delete,

BF

OADP 1.2.x Data Mover to backup # restore @ — M RATNEINEE, BARAEZHE, EEX
R4

4.11. OADP 1.3 DATA MOVER

4.11.1. %F OADP 1.3 Data Mover
OADP 1.3 @& — 1B/ Data Mover, Ea]LUEH B Container Storage Interface (CSI) B1RER#Z!
TIENT RFM. MRLEWE. BAMBRSIAIR, REB Data Mover AILLEMEREN REFMHHIRE B IR
SHN AR, BFEA Kopia fEh EERRFEIGISRILERRBRIBHE A S —FiEZE,
OADP XZ#fLLF CSIIRER -

® Red Hat OpenShift Data Foundation

o (FAN# Kubernetes B1# 88 API Y Container Storage Interface (CSI) WEhEFHEMEMT

EhEHN
5
OADP & Data Mover (7£ OADP 1.3 {E NIRRT E#) IETE XA EFEM
ML ITVEf %,

4.1.1.1. A& Data Mover

E =AM E Data Mover, #E4/i1E DataProtectionApplication B E X ¥R (CR) HE & CSI - E A
TEARE, TEAREE— Kubernetes daemonset, FAFIEBEHIEHHIER, XEIE Data Mover 124
2. LEREEMEEE,

DataProtectionApplication & .7~ {5

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: dpa-sample
spec:

configuration:

nodeAgent:
enable: true
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uploaderType: kopia 9

velero:
defaultPlugins:
- openshift
- aws
- CSi 6
defaultSnapshotMoveData: true
defaultVolumesToFSBackup: ﬂ
featureFlags:
- EnableCSl

#...

2 BT RECEERITRIC,

FREFEREER, AIEEMI{E N restic 3 kopia, P& Data Mover {£FH Kopia F N BRIAB LETEFEHL
#l, Fit uploaderType FZERMIERH 4.

CSl fEtraarEMNEHEIIRF,

o0 09

1£ OADP 1.3.1 RE &AM, INRERIXNHEFERER fs-backup FIE £ Data Mover, NIEEN
true, MEBEI\EFHE Data Mover, NEE N false,

4.11.1.2. NEBUEERIERIRFAE L FKIRE X (CRD)
REM) Data Mover ZHEEBI A T =/NETHI API W&, #7E X~ CRD, ATEERMDMIKE :

e DataDownload: X XERBHEIETH,. CSIHENENEMENSOE—/ DataDownload
X%, DataDownload CR &8 XBIrE8HER. 1I8EM Data Mover, HFiEiE FEHE.
IBEN D EMEZE L RHATR TR B LRI IR T ENE R,

e DataUpload : {KFRBIHREBIEIELZ, CSIEENEA CSIRIBGIE—1 DataUpload %I
&, DataUpload CR @B XIEEMRBMER. IBEM Data Mover, IBEMFDEME. L]
iR LR E, DAIRHESERE HRIEBUE LEM4ER.

e BackupRepository: R RN EEF R FHENEMEALE, HEKE— CSIRBEDHME RS
Ze[H]T, OADP &NEA 428 H A — N EEE,

A4N.2. %Pk E CSIIRIBREIEFR D)
IRATLIE A OADP 1.3 Data Mover &3 1k & & A 14,

4M.2.1. M CSI B AR RFANS

& A LU#E F OADP Data Mover J$ Container Storage Interface (CSI) &R B0 B2 X R1FHE.

FeREH
R8T LIE A cluster-admin & & 10 &£,

B% % OADP Operator,

& E 1% DataProtectionApplication BE Y FIR(CR) FE& T CSIEH4HEA T TR,

BE-INARR, HEAMSERMNaGRZEEPIZT.
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o {RE ¥ metadata.labels.velero.io/csi-volumesnapshot-class: "true" #{E % RANZ!

VolumeSnapshotClass CR,

1. 7y Backup X ROIE— YAML X4, WTFFIFR :

Backup CR 7R~#l

kind: Backup
apiVersion: velero.io/v1
metadata:
name: backup
namespace: openshift-adp
spec:
csiSnapshotTimeout: 10m0s
defaultVolumesToFsBackup: ﬂ
includedNamespaces:
- mysql-persistent
itemOperationTimeout: 4h0mO0s
snapshotMoveData: true 9
storagelLocation: default
ttl: 720h0MO0s
volumeSnapshotLocations:
- dpa-sample-1
#...

INRIERANHEFERFE A fs-backup B9 # A Data Mover, NIKEN true, HIRABERIAER

Data Mover, NIi%ZE false,

g BN true LUS S CSI RBREEITIEN 17,

2. NAEH
I $ oc create -f backup.yaml

EIRBOETKERLIE—1 DataUpload CR,

e &t i#E DataUpload CR HJ status.phase F & RE IR BEIER S BRI X RN R7F
fif, FTRERIIEN In Progress. Completed. Failed =X Canceled. *&R7Fi47E
DataProtectionApplication CR HJ backupLocations /N T HEZE,

o BT T4 iKENFrA DataUpload X RHFIEK :
I $ oc get datauploads -A
i R

NAMESPACE NAME STATUS

BYTES STORAGE LOCATION AGE NODE
openshift-adp backup-test-1-sw76b Completed 9m47s

STARTED BYTES DONE TOTAL

108104082 108104082
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dpa-sample-1 9m47s ip-10-0-150-57.us-west-2.compute.internal
openshift-adp mongo-block-7dtpf  Completed 14m 1073741824 1073741824
dpa-sample-1 14m  ip-10-0-150-57.us-west-2.compute.internal

TUUTFM4, MEHRE DataUpload & status.phase FEXHI(E :

ZD

I $ oc get datauploads <dataupload_name> -o yaml
I

apiVersion: velero.io/v2alpha1l
kind: DataUpload
metadata:
name: backup-test-1-sw76b
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
csiSnapshot:
snapshotClass: "™
storageClass: gp3-csi
volumeSnapshot: velero-mysql-fq8sl
operationTimeout: 10mO0s
snapshotType: CSI
sourceNamespace: mysql-persistent
sourcePVC: mysq|l
status:
completionTimestamp: "2023-11-02T16:57:02Z"
node: ip-10-0-150-57.us-west-2.compute.internal
path: /host_pods/15116bac-cc01-4d9b-8ee7-
609c3bef6bde/volumes/kubernetes.io~csi/pvc-eead8167-556b-461a-b3ec-
441749e291c4/mount
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
snapshotlID: 8da1c5febf25225f4577ada2aeb9f899
startTimestamp: "2023-11-02T16:56:22Z2"

@ ARRBEEBRI AT R,

4.1.2.2. %k 8 CSI Er R
RA LLEIT A — > Restore CR kS & 1REE,

ol

=
IEABEE A OAPD 1.3 REHUIE Mover M OADP 1.2 k& Volsync #&19. TEFZE] OADP
1.3 ZR/l, BiFEMA Restic XA LIEAEHAITXHRIED.

FeREH
o MATLUF A cluster-admin & & nEE,
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&8 — OADP Backup CR, B MARiREHIE,

. 77 Restore CR 1/ YAML X, 0 FHIFFE :

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: restore
namespace: openshift-adp
spec:
backupName: <backup>
#...

. NEEH

I $ oc create -f restore.yaml

k& B ohi &6 — DataDownload CR,

1 A] L@ T #47 DataDownload CR BY status.phase FE& Sk 12k S i3 F2 00K, ATBERO(E N
In Progress. Completed. Failed =t Canceled.

o EIXEVFFA DataDownload M RHFIK, HZITUTHS :

I $ oc get datadownloads -A
I

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp restore-test-1-sk7lg Completed 7m11s 108104082 108104082
dpa-sample-1 7m11s ip-10-0-150-57.us-west-2.compute.internal

o MIALLTFaSHEE DataDownload % §kH status.phase FEXHIE :

I $ oc get datadownloads <datadownload_name> -0 yaml
it N

apiVersion: velero.io/v2alpha1l

kind: DataDownload

metadata:
name: restore-test-1-sk7Ig
namespace: openshift-adp

spec:
backupStoragelocation: dpa-sample-1
operationTimeout: 10mO0s
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snapshotlID: 8da1c5febf25225f4577ada2aeb9f899
sourceNamespace: mysql-persistent
targetVolume:

namespace: mysql-persistent

pv: "
pvc: mysql
status:
completionTimestamp: "2023-11-02T17:01:24Z"
node: ip-10-0-150-57.us-west-2.compute.internal
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
startTimestamp: "2023-11-02T17:00:52Z"

ﬂ R CSIRBEIRE DI RE.

4.11.2.3. it} OADP 1.3 BYSERE

FHPRERERE T MRS HBREIRBOMN], EERBRERL. BEHREMSNEREFE R M ITH
R, EEZUBEERKIEMER, REHRENFREEHNER.

4.11.2.3.1. HHlER OADP 1.3 MSEB& 5
7 & OADP 1.3 LU PR SRI&IERS -

e 7£ OADP13x ™, HHEAEMRBNEHRIRESEN, EFILE VolumeSnapshotClass B
E Y HFIR(CR)H ¥ deletionPolicy FE& % &/ Retain = Delete.

4.12. = HERR

I&eI LUER OpenShift CLI TE K Velero CLI TE i Velero BE X HIE(CR), Velero CLI TE{Z{{E
A EERE R

AT LA RENH, SHMKE CR &, LUK Restic A,
&\ LA A must-gather TEWEBEF CRER.
AT L@ LAR 753K 3KEX Velero CLI TR -

o T#;VeleroCLITE

o ijjn|EEEAH Velero EREH B Velero Z i Hl X #4

4.12.1. T#; VeleroCLI T&
IRAT LR IR Velero X% TTHE AR EIUELBA T FH &3 Velero CLI TR,
ZIESE :

o M Homebrew #J macOS

® GitHub
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% 4% OADP M ARFE&HHIRE

e {3 Chocolatey #J Windows

FeREH
o AR5 T DNS 1A M4 Kubernetes ££2% v1.16 SR E = A4S,

o RBEARMZET kubectl,

1 FTFN Y8R, FEAZITE Velero ML BB 2% CLIY,
2. 3RBB macOS. GitHub 3% Windows HI3&E 772,

3. F#EHSEA T OADP #1 OpenShift Container Platform iR A<E9 Velero R4,

4.12.1.1. OADP-Velero-OpenShift Container Platform kA& X%

OADP f& Velero hitA OpenShift Container Platform
TS
11.0 19 4.9 REHBIRAE
111 19 4.9 REFBIRAE
11.2 19 4.9 REHBIRAE
11.3 19 4.9 REHBIRAE
11.4 19 4.9 REHBIRAE
11.5 19 4.9 REHFBIRAE
11.6 19 40N REFBIRAE
11.7 19 41 REFBIRAE
12.0 111 41 REFBIRAE
121 111 41 REFBIRA
12.2 111 41 REFBIRAE
12.3 111 41 REFBIRAE
13.0 112 412 REFBIRAE

4.12.2. VA EEEE M Velero ZRE M Velero — i il S04
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IR LU A shell sp 5177 R SR BF B9 Velero EREHRY Velero Z iS04

FoRFM

e {&H DataProtectionApplication B7E . FRHIIREH Reconcile complete,

it
o HIALUTRMIEMBRGS :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

4.12.3. {#F OpenShift CLI TE i Velero ¥R

&I LS A OpenShift CLI TERE Velero B E X HIR(CR)H Velero pod B &RV KA & 103k 1k
g,

Velero CR
&/ oc describe M%K% 5 Backup =X Restore CR XE(FIZEE M IZB

I $ oc describe <velero_cr> <cr_name>

Velero pod Bi&
5/ oc logs fp w3138 Velero pod H& :

I $ oc logs pod/<velero>

Velero pod X B&
& 5] LA DataProtectionApplication FFRAF1EE Velero B&EZ, W TFHIFTR.

. IXANEIREI M OADP 1.0.3 FFi4.

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:

configuration:

velero:
logLevel: warning

AT A/ logLevel HHINTF :
e trace
e debug
e info

® warning
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o R
e fatal
® panic

X—J_:.F%ﬁy A& SNy EDZ@EFH debugo

4.12.4. f£F Velero CLI T2 Velero %R

&= LU Backup #1 Restore B E X HR(CR)FHEM Velero CLI TERRHEE.
Velero CLI TELtL OpenShift CLI TEIRHEHE4IE R,

Wk

£/ oc exec A I={T Velero CLI f3 55

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Example

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7T A Velero CLI fp %

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe fp 45
{& 3 velero describe #4735 Backup = Restore CR <EfRVE & 1F

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Example

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

velero describe 53REVHiIH 2 TR T RS EIRFIES
e Velero: 5 Velero AR EMHEXNERIIK, I : SERITHERNER, HIREHXHE
o KB SEMMMESESEENTTREXEERIIR
o @RZEM : EFMHMEFMESRZEF P HIFEXIPERIIEK

XEERF| R —P KL IR 53 Restore 2 /E#% UK PartiallyFailed 4~ Completed K&, BER
RIEM SRR S ER,
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BF

o NFHRETFHIEMEE R, Bl Cluster #1 Namespaces §i%, restore describe --
details il @& — M HHRIIK, ,H\EIWJH:'. T Velero 7Rk & R IHIFAA FiR. *F
FEARRERNEMRR, HFRERREE XA TERER,

o WRTFTE Velero ifi%, BRBERFETHIEREMNIEIR, 1 describe fhH R H %
BEMRE, BEBWE TEMEFMEIRRE, BFARIEREENBRERF.
B4n, IMRHHE S PodVolumeRestore = 17 (A IEAR X AR, BRE
PodVolumeRestores #1 DataDownloads FJIR ., #NREAEA KW SABIEE
17, NBHIETECHTEME,

logs A%y
{# M velero logs #4513 Backup 5% Restore CR B :

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Example

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

4.12.5. KNEAR R CPU &M pod FRIFHENE S
#NR Velero % Restic pod R AR AFS CPU MS AR, B EREM— N ERAXERENT
HibFiR

e CPUFMRNFEEX

4.12.5.1. 7y Velero pod % FiRiE K

I&ET LUEF oadp_vialphal_dpa.yaml X {4
configuration.velero.podConfig.resourceAllocations 1% FE%H Velero pod 1% &5 & B HRIE K.

it =3
o 7E£ YAML X% & cpu 1 memory BFHRIEXK :

Velero X4~

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
velero:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 200m
memory: 256Mi
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ﬂ 5| resourceAllocations Fi T 5{# A,

4.12.5.2. 7 Restic pod % & FiRIE R

& LU# A configuration.restic.podConfig.resourceAllocations specification 2%}y Restic pod %
BREMFIRIEK,

Y

e 7 YAML X{4Ai%ZE cpu #1 memory FRIEX :

Restic X461

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
restic:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 1000m
memory: 16Gi

ﬂ 5| resourceAllocations FH T 5{F A,

BF

HRFEMENIETES Kubernetes HRERMERMER., HH, MREEFIEE
conflguratlon.veIero.podConflg.resourceAIIocatlons 5%
configuration.restic.podConfig.resourceAllocations, 1] Velero pod 5% Restic pod By
#XIA resources FIAEINT :

requests:
cpu: 500m
memory: 128Mi

4.12.6. Velero #14£ A Webhook #[n] i

Velero TEMRE I F2H R HE AN Webhook [RIBEE DB R, #NRIEE T IE G #EH7 B AHEAN webhook, EAIEE
FEFATNH Velero MBI IRE T 1%,

BE, %ﬁ/ﬁ)\WebhookE’JIVIEJ\j&m%f@éﬁ'ﬁﬁULﬁE%*”E’J TR, MR ITENEHEEFTER,
RE N AEAN webhook BEELEF R, NSHIXFIE

B, QIERsIRETZEXTSR, 40 service.serving.knative.dev @FEBE 0B FHIR, MNRMEELIXE

8, WAREEFER Velero BIEMIRE ;X LETHR, X aE 7 H Velero Bl FRE A Webhook BEETF R
By A,

4.12.6.1. N A webhook B Velero £tk S IR A
ATNETEREAN webhook BY— LR RIH] Velero &0k E FURFTFB RN £ 1K,
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4.12.6.1.1. k& Knative ¥R
A RE B ENE A Velero &0 & A webhook # Knative ¥FiRAY A&,

HEEHDMIREERAEA webhook B Knative BHRES, EALuEid B L ETI/Z Service B R E 521X
[] R,

o RETi/Z service.serving.knavtive.dev Service 7R :

$ velero restore <restore_name> \
--from-backup=<backup_name> --include-resources \
service.serving.knavtive.dev

4.12.6.1.2. ¥% £ IBM AppConnect ¥R

INRIEFEA Velero TRE BB # A webhook BJ IBM® AppConnect BRI A, KA LAELTR2Hia
TRRE,

ff

L=

S

1. KEEEHEE A kind: MutatingWebhookConfiguration B8 & 4 A H :

I $ oc get mutatingwebhookconfigurations

2. &S kind: MutatingWebhookConfiguration B9 YAML 3244, LUAFREEEMNIROIEEE
RN R, MNEEZER, HEMHE A Kubernetes 14,

3. REEEDEFEAMN type: Configuration.appconnect.ibm.com/vibetal F#] spec.version #
B R &M Operator X,
4.12.6.2. OADP f&E# B2 A7

UTFETNE T OpenShift API for Data Protection (OADP) 4 B0 B &0 AR

4.12.6.2.1. AN D secret, Velero B GREHTRbESHIEE R

BHEHERT N ARF(DPASCHABE AP EBFHEGEBSL)N, OADP 25, XEKE DPA )
WA IEME XM oadp-<bsl_names>-<bl_provider>-registry-secret.

YE1DB1THf, OpenShift Velero A EHE RS MR EIER, FERUTER !

024-02-27T10:46:50.0289517447 time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"

backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,

namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

4.12.6.2.1.1. IimisHRR 75 SRELEE 6 I EE R
ER R Velero 4 panic 551%, BHATUA TS E !
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% 4 %= OADP N AER& R %RE

1. FRAMEXRZEIMCEE X BSL :

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. TEFRIC BSL |/, % DPA WA,

ol

@ E,
. AT L@ DPA AR B TR B ek w4 TP,

3. % DPA iR, #iAMEXH oadp-<bsl_name>-<bsl_providers-registry-secret B #IE T B H
==

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bsl_provider>-registry-secret -0 json | jq

-r '.data’

4.12.6.2.2. OpenShift ADP Controller 4 B2

IMREERNEA T cloudstorage 1 restic B91&% FEZE DPA, openshift-adp-controller-manager
pod RERIES BRIGHEFIE, BEE pod HIN—ERIREI 2 EREEIR N LE,

1R REETE X velero =X cloudstorage, ©f12HE FHFER,
o MMRIEENIE LT velero #1 cloudstorage, openshift-adp-controller-manager < %Ki,
e 1R velero 71l cloudstorage #B% B E X, openshift-adp-controller-manager t23 K,

BXIAFEHNEZER, 155H OADP-1054,

4.12.6.2.2.1. OpenShift ADP Controller 4B EiRImA @R A

EERE— DPAR, EiE X velero 5 cloudstorage, MRIEFE DPA FREIE E LT X F A
API, openshift-adp-controller-manager pod &%k, F EREBIGIEIAD ERET IR,

4.12.6.3. Velero ¥R [E] "received EOF, stop recv loop" 5 2

Velero &EHEVEH BHIBRMIETZE SN, X Velero BIEREIG, TIL2ENY, T©I#H4EH,
UK Z! received EOF, stopping recv loop JH R~ EHIRIEETK. XHFRBEHRELE

TR,
Hh iR
o HEAIEMG

e Webhook # AG

o Webhook H AfHHEFLE

4.12.7. L& 50
ERESIRRIF N BN, EaAeS S5 A TN B T8 E RS 5 B 9,
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4.12.7.1. i EEIESTHEB

Velero pod AEEREIZHEER, &OEHMIESTHNEB R,
EE&A

NREEDERE Velero BRI H %,

fRRAZE

MRS REEARERTF Velero, MA@ % & DataProtectionApplication ;& H 1)
spec.backupLocations.velero.objectStorage.prefix S h Z (%15 E — NI,

4.12.7.2. AWS EIFRIEH

oadp-aws-registry pod HE&ER E R4 1%E 2 InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records.

Velero pod B i R4 1%H S NoCredentialProviders: no valid provider in chain,

I=17s
FF11/% Secret X R B credentials-velero X #4&5 %X 1L,

BARBHE
41 credentials-velero X4 B EMIE AL, M TFHIFFE :

credentials-velero S =l

[default] @)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUthFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

@ /wsHiEREE.
@ TRERES (") BHEEEX,

4.12.8. OADP Operator [7]l

OpenShift API for Data Protection (OADP) Operator AIHE B E© Toi% R R B [0]

4.12.8.1. OADP Operator ZHER KK

OADP Operator B S3 =1 8E 22, {BFEiZ21T oc get po -n <OADP_Operator_namespace> #45
B, &&EE Operator BAAZ /N Running, 7EiXF#1ER T, Operator i\ NE FEHM XN, RNE
iRk S EEET,

IRE
XA AR RN TE IR HBINR T B,
fRRAE

KREMEMEAEBESIRBSL), FREE BSL WERREEZILNH,
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iz
1L BITUTaS 2 — U3 BSL I :
a. f#fF OpenShift CLI :
I $ oc get backupstoragelocation -A
b. {8 Velero CLI :
I $ velero backup-location get -n <OADP_Operator_namespace>
2. A BSL A%, 2T THSREREN BSLHER, HRAEBNELREHIE R,
I $ oc get backupstoragelocation -n <namespace> -0 yaml
LRI

apiVersion: vi
items:
- apiVersion: velero.io/v1
kind: BackupStoragelLocation
metadata:
creationTimestamp: "2023-11-03T19:49:04Z2"
generation: 9703
name: example-dpa-1
namespace: openshift-adp-operator
ownerReferences:
- apiVersion: oadp.openshift.io/vialphat
blockOwnerDeletion: true
controller: true
kind: DataProtectionApplication
name: example-dpa
uid: Obeeeaff-0287-4f32-bcb1-2e3c921b6e82
resourceVersion: "24273698"
uid: ba37cd15-cf17-4f7d-bf03-8af8655cea83
spec:
config:
enableSharedConfig: "true"
region: us-west-2
credential:
key: credentials
name: cloud-credentials
default: true
objectStorage:
bucket: example-oadp-operator
prefix: example
provider: aws
status:
lastValidationTime: "2023-11-10T22:06:46Z"
message: "BackupStoragelLocation \"example-dpa-1\" is unavailable: rpc
error: code = Unknown desc = WebldentityErr: failed to retrieve credentials\ncaused
by: AccessDenied: Not authorized to perform sts:AssumeRoleWithWebldentity\n\tstatus
code: 403, request id: d3f2e099-70a0-467b-997e-1f62345e3b54"
phase: Unavailable
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kind: List
metadata:
resourceVersion: "

4.12.9. OADP #Bif

iR, AU E RS TR R R R AT A LB R TEIER, ECE AT i B
. EilgRNBI AT aE s,

WRERET BB XENFSEBIZE, , UMEFKENRENBIE XK SBIEE T EEFENF
A, FAEEFHEBANTE, UFSHERIRENERMBERAMERER,

T 2R OADP #8I X EBMER :

4.12.9.1. Restic #8Hf
timeout % ¥ Restic 8, BRIAMEH 1h,
FELLFIER T Restic timeout :
o NfjE PV #IBFEAEXTF 500GB B Restic #17%
o INREMDBIFH R THIR |

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting
for all PodVolumeBackups to complete”

Pt =

e ’i%H DataProtectionApplication CR ;& #.H#J spec.configuration.restic.timeout HHI{E, #0
THIRR -

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

configuration:

restic:
timeout: 1h

#...

4.12.9.2. Velero FRABIT

resourceTimeout & Y IE BN 4 £ RIEF Velero BHRBINT A, MERF Velero BE X HIRE X (CRD)H
F. volumeSnapshot fIBrFFEZERTH, BRIAMEN 10m,

ELLTER T{E A resourceTimeout :

o XEPVEIEBFEREXRT ITBMEHR. SEMEMIRCHTME], Velero FiiEE MR
Container Storage Interface (CSI)IR BRI {51 A th S8 B {E,

o XMEFEIBH—NFESEREEL VSC, LB TTRTFZES.
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o ENIEMMR—NEFDEMECHELSTF AT Restic 3% Kopia WETFXHRGH &R,
o HEMEMHIREBE LR (CR) X EiRAI, KEHEEEHM Velero CRD 25T H,

o % DataProtectionApplication CR & ¥.#J spec.configuration.velero.resourceTimeout
FB9E, STBIRTR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_name>
spec:
configuration:

velero:

resourceTimeout: 10m

#...

4.12.9.3. Data Mover timeout

timeout 2 — N/ IRHE. 58X VolumeSnapshotBackup #1 VolumeSnapshotRestore HiBHT {E,
EIES 10m,

ELL T &R T {E A Data Mover timeout :

o NR1I3 VolumeSnapshotBackups (VSBs) #1 VolumeSnapshotRestores (VSR), &7 10
DS,

o WFEPVEIRFERAZE T S00GB MARBIIME, #%iE& 1h BIBETH[H,
e {#f VolumeSnapshotMover (VSM) &4,

o UEMT OADP 11x.

o % DataProtectionApplication CR ;& %/ spec.features.dataMover.timeout HHHHI{E, #0
THIRRR -

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

features:

dataMover:
timeout: 10m

#...

4.12.9.4. CSI tRBEE#BHT

CSISnapshotTimeout 157, EAIRIIZREIEN 51581, FTEERF CSI VolumeSnapshot K5
ReadyToUse FIIf (], BAIA{ES 10m,
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ELUTFIER T CSISnapshotTimeout :
o fHF CSI .

o WFEARENEMHS, JHTRIRMNEATRERET 10 28, MRERAEHHIBENESR, 1EHH
BB X B,

==
BE, TEEHE CSISnapshotTimeout, ENEINKBEEETIKEFHEHIER,

o 47E Backup CR & HH spec.csiSnapshotTimeout HirB{E, I FHIFTR :

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
csiSnapshotTimeout: 10m
#...

4.12.9.5. Velero B\ 17 B &8}

defaultitemOperationTimeout £ Y £ F]% 7+ BackupltemActions #11 RestoreltemActions Fft
FHIF A, BRIAE R 1h,

TELLTIE R F#FH defaultitemOperationTimeout :
e 17 Data Mover1.2.x,

o BRE—TRESMHRENFFRTIRIETHRINEKE, 7£ OADP hEE LT3, X/MEA
F3% &% Container Storage Interface (CSI) Data Mover IREHI B 4 121,

o Y{#HF defaultitemOperationTimeout 7£ Data Protection Application (DPA) A %E 3.
defaultitemOperationTimeout '}, BEAF &R RS RE, ETLUER
itemOperationTimeout 3k R iE XL CR &I fesk ik £ 442, #ILATF "Item operation
timeout - restore" 1 "ltem operation timeout - backup" &84 ATk

e /7% DataProtectionApplication CR 5.1
spec.configuration.velero.defaultitemOperationTimeout SR E{E, N TFHIFFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_name>
spec:
configuration:

velero:

defaultltemOperationTimeout: 1h

#...
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4.12.9.6. T BB - thE
ItemOperationTimeout 15 & Fi T %#F RestoreltemAction & /ERIN A, EKIMEN 1h,
FELLTERT, £ restore ltemOperationTimeout :

e 1A Data Mover 1.2.x,

e XfF Data Mover, _E{%%] BackupStorageLocation SiMEF T#:, WNREABIBIEEE K
WEBIE, SEMCHERY,. NREHEESXKHIEN H 5 EEUE Data Mover #2EXIL,
=T B8 &R IR ANX MBI X B,

it

o ’i%E Restore CR & ¥ # Restore.spec.itemOperationTimeout HHB{E, M TFHIFFE :

apiVersion: velero.io/v1
kind: Restore

metadata:

name: <restore_name>
spec:
itemOperationTimeout: 1h
#...

4.12.9.7. B BB - &5
ltemOperationTimeout 15 & A T & #F%# BackupltemAction ##/FHIFS[H], BRINMEN 1h,
ELUTIERT, A backup ltemOperationTimeout :

e A Data Mover 1.2.x,

e XIF Data Mover, _E{£%| BackupStorageLocation SiMEF T#:, WNREABIBIEEE K

HDRIE, BRINCAKRI, MNRENFHEES KK HIBI F5 B EUE Data Mover BIF RN,
=T B 75 Z 12 X MBI E,

Pt

e /% Backup CR & ¥.#9 Backup.spec.itemOperationTimeout Heh (g, N TFHIFTR :

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
itemOperationTimeout: 1h
#...

4.12.10. %201 E CR [7]#

IR RE21BE Backup #1 Restore B & Y ¥HRE(CR)AIE LA/,

4.12.10.1. %19 CR L FRE
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Backup CR 2 RiE15%H 2 InvalidVolume.NotFound: The volume ‘vol-xxxx’ does not exist.

IRE
FAMEPV)MIRBAEMLT AR E,

RAE

1. 4%% DataProtectionApplication ;& ¥ # spec.snapshotLocations.velero.config.region
BIE, FEREBABMTS PV HEMXSE,

2. DIEHH Backup CR,

4.12.10.2. %18 CRAKEE#H4T
Backup CR HIR SR B 7E InProgress T E&, BAR5TMK.

IRE
WRED T, MTERE,

BRAE

1. %% Backup CR BUIE4HE R :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. k& Backup CR :
I $ oc delete backup <backup> -n openshift-adp

BATEBFEFTHMUE, ENEREHTHE Backup CRIEAE L& SXHEX REFMHE.

3. fIEHH Backup CR,

4.12.10.3. &1 CRIRTLLTF PartiallyFailed

1£3% 8 Restic {ERANT—4 Backup CR FRSIR B E PartiallyFailed 1 E%, Bi%B5MK. ME PVC Bk
B&FUE,

]
L?s ZY

IMRFMHBET CSIRRBEOIREM, BRVIRE, CSIHREBEEHRFITELZRR, Eit, Veleropod &
DRI TRIES IR

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-adp/user1-
backup-check5 error="error executing custom action (groupResource=persistentvolumeclaims,
namespace=busy1, name=pvc1-user1): rpc error: code = Unknown desc = failed to get
volumesnapshotclass for storageclass ocs-storagecluster-ceph-rbd: failed to get
volumesnapshotclass for provisioner openshift-storage.rbd.csi.ceph.com, ensure that the desired
volumesnapshot class has the velero.io/csi-volumesnapshot-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq

RAE
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1. k& Backup CR :

I $ oc delete backup <backup> -n openshift-adp

2. MNRFE, 751 BackupStorageLocation 7= fifHIEE LB B Ze Al

3. J$#5% velero.io/csi-volumesnapshot-class=true %] VolumeSnapshotClass *f & :

I $ oc label volumesnapshotclass/<snapclass_name> velero.io/csi-volumesnapshot-class=true

4. QIEEHH Backup CR,

4.12.11. Restic 7]
TE{8FE Restic #4315 FATRRERT, fRETAEAB B3 L8 )i,

4.12.1.1. JFA T root_squash B NFS HiiEEK Restic FUBREE 1%

Restic pod HE&E R R 5178 &, controller=pod-volume-backup error="fork/exec/usr/bin/restic:
permission denied",

JRX
INSRIREY NFS BIESZH T root_squash, Restic B51E| nfsnobody, H3% & I &0 BIFER,

RAE
f&A LIRS h Restic S84 FE4HF IS4 ID 7R INE) DataProtectionApplication & 5. Fp S f2 R IX 4N Al

1. 7£ NFS ##E& 5 Restic S/ 74,
2. 7 NFS B EiXiE setgid fi, LUEHKEHRRBEIL

3. I spec.configuration.restic.supplementalGroups Z#(#14H ID FH 0%
DataProtectionApplication &£/, N TFHIFTT :

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

@ =xixEAD,
4. %%F Restic pod &/, UMENHAEX,

4.12.1.2. FTEFhERR#H 5 I f5 BT 0/ Restic Backup CR

INRIK N 4 22 A 813 Restic Backup CR, EBEXN REMMNEIE, RAENE—hREHEFHOE
Backup CR, Z|#TfllE## Backup CR 25K,

velero pod & B R THIZE R  stderr=Fatal: unable to open config file: Stat: The specified key
does not exist.\nls there a repository at the following location?,
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=
,,ﬁ\ 7

SN Restic B X MITRIELEFMIFR, Velero &M ResticRepository 75 E# I = B #H Restic 7714
E, NFBEZER, HESM Velero Al 4421,

IZTLATR e, MenZ2 [E F BRI X BY Restic 7 i# /% -
I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>

FELUTHEIRBER, mysql-persistent 25 A Restic Fi#E, FiEENRIREIEEIA
¢Q

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qge.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistenf\n: exit status 1" error.file="/remote-source/
src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-qbkds

412.11.3. A BT PSA KRS, Restic tkEZB491E OCP 4.14 £

OpenShift Container Platform 4.14 i@ #lH{T—1 pod T2 A (PSA) 5RB&, 1%KIE AT BERTE Restic &k
SRR HEIE pod WRLZEE,

NSRBI Pod B~ Z SecurityContextConstraints (SCC) ¥R, 7 H pod LM PSA BB XEN
R RTERBITAE, T Pod J#E AJFHIE4E,

ERGXNAHBIREZ Velero HHRKE B,
il

\"level=error\" in line#2273: time=\"2023-06-12T06:50:042\"

level=error msg=\"error restoring mysql-869f9f44f6-tp5Iv: pods\\\

"mysql-869f9f44f6-tp5IV\\\" is forbidden: violates PodSecurity\\\

"restricted:v1.24\\\": privil eged (container \W'mysqgl\\\

" must not set securityContext.privileged=true),

allowPrivilegeEscalation = false (containers \\\

"restic-wait\", \W'mysg\" must set securityContext.allowPrivilegeEscalation=false), unrestricted
capabilities (containers \\\

"restic-wait\", W'mysg\\" must set securityContext.capabilities.drop=[\\"ALL\\\"]), seccompProfile
(pod or containers \\\

"restic-wait\", \W'mysg\\" must set securityContext.seccompProfile.type to \\\

"RuntimeDefault\\" or \W'Localhost\\")\" logSource=\"/remote-
source/velero/app/pkg/restore/restore.go:1388\" restore=openshift-adp/todolist-backup-0780518c-
08ed-11ee-805c-0a580a80e92c\n
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% 4 %= OADP N AER& R %RE

velero container contains \"level=error\" in line#2447: time=\"2023-06-12T06:50:052\"
level=error msg=\"Namespace todolist-mariadb,

resource restore error: error restoring pods/todolist-mariadb/mysql-869f9f44{6-tp5lv: pods \\
"mysql-869f9f44f6-tp5Iv\\\" is forbidden: violates PodSecurity \\"restricted:v1.24\\\": privileged
(container \\\

"mysqgl\\" must not set securityContext.privileged=true),

allowPrivilegeEscalation = false (containers \\\

"restic-wait\",\\"'mysg\\\" must set securityContext.allowPrivilegeEscalation=false), unrestricted
capabilities (containers \\\

"restic-wait\", \W'mysg\\" must set securityContext.capabilities.drop=[\\"ALL\\\"]), seccompProfile
(pod or containers \\\

"restic-wait\", \W'mysg\" must set securityContext.seccompProfile.type to \\\
"RuntimeDefault\\" or \\'Localhost\\\")\"
logSource=\"/remote-source/velero/app/pkg/controller/restore_controller.go:510\"
restore=openshift-adp/todolist-backup-0780518c-08ed-11ee-805¢-0a580a80e92¢c\n]",

fRRAR

1. 7£ DPA BE X ¥R (CR) F, KEHIXE Velero fR55 %5 LB restore-resource-priorities &
B¢, LUARIERIRIIZERD pod ZEIFIH securitycontextconstraints :

I $ oc get dpa -0 yaml
DPA CR 7=l

#...
configuration:
restic:
enable: true
velero:
args:
restore-resource-priorities:
'securitycontextconstraints,customresourcedefinitions,namespaces,storageclasses,volumesnap:
hotclass.snapshot.storage.k8s.io,volumesnapshotcontents.snapshot.storage.k8s.io,volumesnap
hots.snapshot.storage.k8s.io,datauploads.velero.io,persistentvolumes,persistentvolumeclaims,s
rviceaccounts,secrets,configmaps,limitranges,pods,replicasets.apps,clusterclasses.cluster.x-
k8s.i0,endpoints,services,-,clusterbootstraps.run.tanzu.vmware.com,clusters.cluster.x-
k8s.io,clusterresourcesets.addons.cluster.x-k8s.io' 0
defaultPlugins:
-gcp
- openshift

ﬂ MREBE—NIENREFRMERIR, HHERFIBIIRS TEIREH.

2. BIRN TR pod MZETE— (W HERZEIEE PodSecurity Admission 24 ffmal) LARSIE
BEBLESE, MRNARFSEZEIMVER—, Xt SCC 2ft4, #MrAgEsHINE R,

XMRRARZBILEE, KABRAREETIEH,

=
=
B
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o HNERE(EE PodSecurity Admission &

412.12. £ must-gather T2

&= LA must-gather TENER X OADP BE L HIRM AR, EIRMER.
must-gather #E X1 INEIFT B & 7 5261,

80T LA A LA T 0B I &R IE T2 1T must-gather T2 -

o 5% must-gather #E IS} %% OADP Operator BIFFA n & 22 [H] YK 5E Prometheus metrics,
pod H&# Velero CR 8 &,

o EKH) must-gather BUIEWERTT R ERFLLNT A RILER pod BEA Velero CRER, HltN— /it
5% 24 /N\EF, Prometheus IEIf1EE HEAESENA,

o (HFENTH must-gather #IEWE ., WMNREITZ Backup CR KNI, NIEIEMETER KA,
el LLB T 1Z BB E SRR S MR,

® Prometheus FEEUIEHE T E 8 S Prometheus WIS TZ R XX 14,

FERFH
o TfERAER cluster-admin A& A - &5k E] OpenShift Container Platform 5 &%,

e B% %k OpenShift CLI (oc).
e XIF OADP 12, EEfH Red Hat Enterprise Linux (RHEL) 8.x,

e XIF OADP 1.3, FE{FH Red Hat Enterprise Linux (RHEL) 9.,

1. #ATEf% must-gather 21 E %,
2. NEATEIBIRE L2 —i24T oc adm must-gather 635
o SEEER) must-gather ZUIBINE, EIE Prometheus F8iT

a. XfF OADP 1.2, izfTLA &% :

I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.2
b. ¥F OADP 13, izfTLAFa4%

I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3

#IBIRTEH must-gather/must-gather.tar.gz, & LU ST EEBIZIIEE ] W
IR B ST Hr R AR,

o WEERLEMIAIA, EA must-gather HIEINEIIRETR 4T Prometheus FEF75 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- lusr/bin/gather_<time>_essential
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% 4 %= OADP N AER& R %RE

@ LEPhRGHEER . RYFRERE th, 6h. 24h. 72h S all, Fln
gather_1h_essential = gather_all_essential,

o (HFBATEY must-gather HIEINE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- lusr/bin/gather_with_timeout <timeout>

Q LARD Sy BT 5 R B AHEL
® Prometheus fEIFEUIEHLE ¢

a. AF OADP 12, iz{TLA e

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.2 --
/usr/bin/gather_metrics_dump

dP

b. XfF OADP 1.3, iz{TLA T4

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_metrics_dump

LR VERTRE R B R KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

Hi 5w
o WNMEEKREE

4121 FHTEFRRE TLS i£8M must-gather

IMRFEABEE L CAIET, must-gather pod T5iEFKER velero logs/describe B%it. 4% must-gather
TESFRRLH TLS EEBEMEA, EaLUY gather_without_tls Tr& (5545 must-gather &4,

ff

L=

S

o HFALIT®®, ¥ gather without tls i77& ({HiX 7 true) %%% must-gather TE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_without_tls <true/false>

KINBERT, XMRERIE N false, FHEIX N true LLRITFARELZEH TLS %%,

4.12.12.2. {8 must-gather TE&FH LTI

Hal, FTiEHA must-gather B, 50 E;F'E#_ETIWE BN RFARALEH TLS EE, EEEERT,
R e LLR T £ must-gather Sa51THIXE ISR S £ R AR RXABRE, N FEIRTT -

oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 -- skip_tls=true
/usr/bin/gather_with_timeout <timeout_value_in_seconds>

EARBIF, TE21T gather_with_timeout BIARTIXE skip_tls TE. “53R= gather_with_timeout #
gather_without_tls FJ2H &,
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BRI XM AR IEENHM T2 20T ¢
e logs_since, BRIA{EH 72h
e request_timeout, ZXIAfEH Os

#NR DataProtectionApplication B E Y #JR(CR)EE T s3Url 1 insecureSkipTLS: true, Il CR A&
R AERD CAIEPMEELENBER, BREXLEHRE, 1HERUTETZIT must-gather &4 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_without_tls true

4.12.13. OADP Monitoring

OpenShift Container Platform 124t 7 — NG, RTRAFMEEAANMIGIEMEEEER, # 1T
PO FERFZITHRS N ARFENRS W TEAELE, SEESEHLERNKEIER.,

Hith 5w
o INIEHER:

4.12.13.1. OADP 5 i%&

OADP Operator #|F OpenShift Monitoring Stack &#t# OpenShift User Workload Monitoring M
Velero RS ik kG 3RIE TR, WA HERR AR OpenShift Metrics ZiARTIH AR M ' E X B Alerting Rules
HE BT,

J& A User Workload Monitoring &, BILABCEFIER{EMS Prometheus RAME =75 Ul (40
Grafana) &AL Velero $81T.

BIEEIREE A EXNIE A REE, #F0/Z—1 ServiceMonitor iR, LMEMALT openshift-
adp ® %22 /E R EE A OADP ARSI i IR EUX LE4E R,

SEREH
o TLUFEMAESA cluster-admin BB F i/ (7] OpenShift Container Platform &2%,

o HMEOETERMNERERN,

1. 4%% openshift-monitoring 54 Z2 (A A cluster-monitoring-config ConfigMap X1 :
I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

2. 1% data B3 HY config.yaml FE AR IN/= A enableUserWorkload 77 :

apiVersion: vi
data:
config.yaml: |
enableUserWorkload: true ﬂ
kind: ConfigMap
metadata:
#...
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% 4 %= OADP N AER& R %RE
ﬂ DX ANETER I B true

3. BT EMUTHMG 2B T openshift-user-workload-monitoring oy 2 22 (8] Ri21T, HEFHER
i} 18] BR SELSHIE User Workload Monitoring Setup :

I $ oc get pods -n openshift-user-workload-monitoring

ot B
NAME READY STATUS RESTARTS AGE
prometheus-operator-6844b4b99c-b57j9 2/2 Running 0 43s
prometheus-user-workload-0 5/5 Running 0 32s
prometheus-user-workload-1 5/5 Running 0 32s
thanos-ruler-user-workload-0 3/3 Running 0 32s
thanos-ruler-user-workload-1 3/3  Running 0 32s

4. % openshift-user-workload-monitoring A2 & 777E user-workload-monitoring-config
ConfigMap, IRFE, HBkTXMTRARBFIRT T,

I $ oc get configmap user-workload-monitoring-config -n openshift-user-workload-monitoring
it N
I Error from server (NotFound): configmaps "user-workload-monitoring-config" not found

5. 7y User Workload Monitoring fll##—4* user-workload-monitoring-config ConfigMap % &,
FiFeR%E N 2_configure_user_workload_monitoring.yaml X4 :

i oA

apiVersion: v1i
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

6. M A 2_configure_user_workload_monitoring.yaml 324 :

$ oc apply -f 2_configure_user_workload_monitoring.yaml
configmap/user-workload-monitoring-config created

4.12.13.2. B/ OADP AR5 5235

OADP 124t T —/" openshift-adp-velero-metrics-svc iR %5, ©R7EEE DPA KGR, B/ TIEMEK
EEARRS R iE2R IR E LIRSS .

BT LT 643 AR ERIZAR 55 BO1E

Pt
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1. #{R openshift-adp-velero-metrics-svc IR557F7E, BN UES
app.kubernetes.io/name=velero 115, XLEFRZFFAE ServiceMonitor X REVEFE SR,

I $ oc get svc -n openshift-adp -l app.kubernetes.io/name=velero

i
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
openshift-adp-velero-metrics-svc  ClusterlP 172.30.38.244 <none> 8085/TCP 1h

2. QIB—/N5IA service FRZILEZH ServiceMonitor YAML X4, FHISSCHRE N
3_create_oadp_service_monitor.yaml, [R5 287E openshift-adp fp&Z2 A/ A, HA
openshift-adp-velero-metrics-svc R 55 FRERILE

ServiceMonitor %7 R 35

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app: oadp-service-monitor
name: oadp-service-monitor
namespace: openshift-adp
spec:
endpoints:
- interval: 30s
path: /metrics
targetPort: 8085
scheme: http
selector:
matchLabels:
app.kubernetes.io/name: "velero"

3. N.FH 3_create_oadp_service_monitor.yaml 3X{f :

I $ oc apply -f 3_create_oadp_service_monitor.yam|
I

I servicemonitor.monitoring.coreos.com/oadp-service-monitor created

e {#FH OpenShift Container Platform Web 2 &# Administrator TlAMIARTARSS W30 F
Up IR -

# AZl Observe —» Targets I,
b. WR&AILEE Filter, 3% T Usersource, F7E Text ERFEXF4iIA openshift-adp.

c. WFARSS EIEERHY Status FIIRSEE N Up.
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4.1. OADP i5¥rB#n

— RedHat
= OpenShift

Container Platform

% Administrator

Metrics Targets

Home

Operators Y Filter = Text w  openshift-adp

Text openshift-adp X Clear all filters

Endpoint Monitor Status. Namespace Last Scrape Scrape Duration

http:4/10.129.2.38.:8085/metrics @D oadp-service-monitor Sup @ cpenshiftadp @ Justnow 41ms

4.12.13.3. GIEEEIRAN]

OpenShift Container Platform Wi iR S/ IRME A Alerting Rules BRiEHY Alerts, 25 OADP i B il
2 Alerting M|, 518 AP TE 7 R IRRERE A — DT,

ff

L=

S

1. {5 OADPBackupFailing Ziz i/ —“* PrometheusRule YAML 34, FEEREN
4 create_oadp_alert_rule.yaml,

OADPBackupFailing k=l

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: sample-oadp-alert
namespace: openshift-adp
spec:
groups:
- name: sample-oadp-backup-alert
rules:
- alert: OADPBackupFailing
annotations:
description: 'OADP had {{$value | humanize}} backup failures over the last 2 hours.'
summary: OADP has issues creating backups
expr: |
increase(velero_backup_failure_total{job="openshift-adp-velero-metrics-svc"}[2h]) > 0
for: 5m
labels:
severity: warning

EARFIG, Alert EULATERTLES :
o ERRE2/MNNETARIEMTHESD (KF0) , BREEDVHERT 5 D8,

o MRFBRIGMBIE/NF 5 28, T Alert f$40F Pending K7, ZEEW#H A Firing 1k
7

/tho

2. NF 4_create_oadp_alert_rule.yaml 32{4, %3 {41E openshift-adp 44 22 5] A ]
PrometheusRule %% :

197



OpenShift Container Platform 4.16 £ {31tk &

I $ oc apply -f 4_create_oadp_alert_rule.yaml
Bl

I prometheusrule.monitoring.coreos.com/sample-oadp-alert created

o TEfRA Alertf5, ERILMERLTAEEETE :
o 1t Developer #lf5H, 1%t Observe X5,

o 7f Observe - Alerting 32 ¥ T8 Administrator fi&/, 7 Filter {EFR%FE User, &N,
FINR &L 7R Platform Alerts,

4.2. OADP #{3 Rk

Alerting

Alerts  Silences  Alerting rules

Y Filter = Name w  Searchbyname

Source  Platrorm X User X @ AlertState Fing X @ Clearallfilters
Name Severity State Source
@ croPBackupFailing Warning A Firing User
OADP had 2.048 backup failures over the last 2 hours, Since @ Jul 6, 2023, 114 PM

4.12.13.4. [ AT

IXLEZ OADP R#tHIEIRTIZR, LUKRENIR KA,

=12 ] 1 pu RE
kopia_content_cache_hit_by MEERRMFTTE T
tes
kopia_content_cache_hit_co MEEKRRRNEHRE T
unt

kopia_content_cache_malfor MZEFEFRIEZRAERBATIRE T3
med

kopia_content_cache_miss_ & BEAEZEHHINIHIKNEN it
count REL

198


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/monitoring/#managing-alerts
https://prometheus.io/docs/concepts/metric_types/

{2y )

kopia_content_cache_misse
d_bytes

kopia_content_cache_miss_
error_count

kopia_content_cache_store_
error_count

kopia_content_get_bytes

kopia_content_get_count

kopia_content_get_error_co
unt

kopia_content_get_not_foun
d_count

kopia_content_write_bytes

kopia_content_write_count

velero_backup_attempt_total

velero_backup_deletion_atte
mpt_total

velero_backup_deletion_fail
ure_total

velero_backup_deletion_suc
cess_total

velero_backup_duration_sec
onds

velero_backup_failure_total

velero_backup_items_errors

velero_backup_items_total

sk

MNEZFi#RRIF T

HERZEEMEPTEREIRNETIRE

TEREFRRFPEIRE

{3 GetContent() 3= T

GetContent() # Vi FH B9 2K

1 F GetContent() #)x%, 4R

Rikis

1 F GetContent() #:x%, 4R
EEHKE

&4 WriteContent()#y =17

WriteContent() #1 F 89x 31

HEHERBEE

A A B RRED 5 2K

I BR SR80 B 43 5 8K

BRI B 2 4 B fe 2R

SRR RTREIS (],  LARD Iy HAL

RWE DRI

Eipd B EIR R

FRBIIE S

it

it

it

o

it

o

it

it

it

it

it

it

Histogram

=

B

B

% 4 %= OADP N AER& R %RE

%5

%5

%5

%5

%5

%5

%5

%5

%5

%5

%5

%5

St

St
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B HR ek KRR
velero_backup_last_status HIPNERERE. H1RKRK £
1, O,

velero_backup_last_success &P &E—RZITHRINBINS 2%k
ful_timestamp 6], Unix B 88 (WA B43)
velero_backup_partial_failur  #39 KNA D E 5K T
e_total

velero_backup_success_tota  mIN&EDBIEEK T

velero_backup_tarball_size_  &HpBIK/N, LLFETHHAL 25k
bytes

velero_backup_total LRIEENENHE =E.3
velero_backup_validation_fai  JRuF KB &1 E 3K T
lure_total

velero_backup_warning_tota Z&&989EE T
|

velero_csi_snapshot_attemp  CSIi{[HEHRIBHEEL T
t_total

velero_csi_snapshot_failure CSI KB R IRE S E T
_total

velero_csi_snapshot_succes CSIH&Ih&ERIBEEK T
s_total

velero_restore_attempt_total  ZiXIkE /55 T
velero_restore_failed_total 1R 2 B RIS E T
velero_restore_partial_failure & B0 KMHIE 3K T
_total

velero_restore_success_tota  EINIREHIEEL T
|

velero_restore_total LRIFENRERE 2X
velero_restore validation_fai k& KNI UEHYE8K T
led_total
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AR ik KRR
velero_volume_snapshot_att  Zi{#9& R T
empt_total

velero_volume_snapshot_fai  KIKAIEIRIEE K T
lure_total

velero_volume_snapshot_su  mMIIEHRIBAE T

ccess_total

4.12.13.5. {8/ Observe Ul &1

& B LLAM Administrator 5 Developer Yl & & OpenShift Container Platform Web 12l & FBY151T,
LA %A R R openshift-adp TiE .

i =
e i/ A%l Observe —» Metrics T :
o MR{EM Developer 1A, HERBLUTHENIT !
a. ¥ Custom query, =& s Show PromQL 553,
b. i A& ifF = Enter,
o MNRMFEMA Administrator M3, HEXAFEFPHARKIAR, AFIEF Run Queries,

K 4.3. OADP 552

@ as O @ kube:admin »
You are logged i as a temporary administrative user. Update the cluster OAuth configuration to allow others tologin.
Project: openshift-adp  ~
Observe
Dashboard ~ Metrics ~ Alerts  Events
Custom query - Hide PromaL
velero_backup_total x
p
Os
o - [ e
8
3
4
1
o
112:00 M 11230 M 113:00 PV 113:30 PM 114:00 PM 11430 FM 115:00 PM 115:30 PM 116:00 M 116:30 PM
Name it endpoint instance job ' names pace pod promethe Vals
W veero_backup ot velero 8085 10128320:6085 op P o P velero- ope or s
velero-metrics-svc b4s5f64877-8219h  monitoring/user-workloas

4.13. 5 OADP —#2{FE M API
ACHYIR A X EB B LITE OADP —i2{EHEMLLT AP IER -

® \elero API
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o OADP API

4.13.1. Velero API
Velero API X4 Velero 47, MA=HBZI84E, ©RTE Velero AP ZEE R ZI,

4.13.2. OADP API
TRIZM T OADP API BY45#4 -

5% 4.2. DataProtectionApplicationSpec

backupLocations [1 BackupLocation EXHATF
BackupStorageLocations
&R,

snapshotLocations [1 SnapshotLocation E X
VolumeSnapshotLocations
FHRAMEETIR.

unsupportedOverrides map [ UnsupportedimageKey ] AT EE N A MER BRI

string f&. %174 velerolmageFqin,

awsPluginlmageFqin,
openshiftPluginimageFqin,
azurePluginimageFqin,
gcpPluginimageFqin,
csiPluginimageFqin,
dataMoverimageFqin,
resticRestorelmageFqin,
kubevirtPluginlmageFqin, and
operator-type.

podAnnotations map [ string ] string BT EEARRIE Operator E8&
B pods

podDnsPolicy DNSPolicy 7E X Pod #J DNS M &,

podDnsConfig PodDNSConfig 7E X FRT B DNSPolicy 4 HILL

489 pod BJ DNS Z#L,

backuplmages *bool BATFREEREEIE registry LU
RAHEHEHHRE,

& *ApplicationConfig FAF & BRI N F AR 55 28 BC
B,

Theg Kt T . DPA MEC B LUS AR T
IhEE,
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% 4% OADP M ARFE&HHIRE

OADP API| BYFEEEERH4 E s

3 4.3. BackupLocation

B KRR ik
velero *velero.BackupStoragelLocationS  ZFfEBIRIBMAIE, MEHDFHENA
pec E R,
bucket *CloudStoragelocation [FARTI ] FE R LR MEAt N i
BE0IREFERE, BIESREHL
%o

BF

bucket ZH REZ—MRATNGEIHEE, FARTHIIRER RN MARFSFR ML (SLA) X
, BYREARHARE, MERHERLE T IRHhERE]. XERATI TR LUE
AARBA AR, HENSEFLNBRREMARTE L,

BRIABRATGEEEXFEEMESER, WSARATIT I F e,

Z:# BackupLocation B9552 schema & X,

3 4.4. SnapshotLocation

velero *\/olumeSnapshotLocationSpec AT EFHEBREBIAE, WEHRE
g,

#: % SnapshotLocation 5% schema & X,

3 4.5. ApplicationConfig

=43 e ek
velero *\eleroConfig TE X Velero lR%5#REEE .
restic *ResticConfig 7E X Restic fRF5FRECE.

27 ApplicationConfig #5228 schema & X,

5 4.6. VeleroConfig

featureFlags []string TE X H Velero S243lj= FARITHBES
=,
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/builtin#string
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B KRR ik
defaultPlugins [] string Al AR LT R BIREIA Velero
-

aws. azure. csi. gcp. kube
virt 1 openshift,

customPlugins []CustomPlugin AT LEETE L Velero $&Eff,

KUK BE L HiEHE R aE
TEOADP plug-ins /1

restoreResourcesVersionPri string KRE—NEEMSN, BEENLS

ority EnableAPIGroupVersions )
REMCA S AN RWAIE, X
b= ER R TE Velero BRSS 2R TNEENT
ICHRRIN
EnableAPIGroupVersions.,

noDefaultBackupLocation bool ZIERBRINF D FECENBR
TZR%& Velero, A&
noDefaultBackupLocation #r

ERAINRE,
podConfig *PodConfig 7E X Velero pod HELE,
logLevel string Velero fR%588 BEL (E&fRA

B BEHRERA debug, *f Velero
BARBRXE) . ARLTSIE
trace. debug. info. warning
. error, fatal # panic,

8 VeleroConfig FI5EZE schema & Lo

% 4.7. CustomPlugin

B KRR ik
name string B E R AR,
image string B E IS HR R,

8 CustomPlugin FJ5E 2 schema & Y,

3 4.8. ResticConfig

204


https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#bool
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% 4% OADP M ARFE&HHIRE

enable *bool WME& & true, NI{FEF Restic
BER&EHMNRE, NRIEEN
false, NFEEIRE,

supplementalGroups [lint64 E X Z N %l Restic pod B
Linux 4H,
timeout string TE X Restic &8 # A F iR 932

i FrFEE. BRIMEHR 1hr (170
i) o — MUK RIBRN TS,

AUR—H R ERN, 81
P E A LA A — N LR 2 8 K
FATEZ, 40300ms, -15h' =Kk

2h45m, AT A A2

ns. us (sXus) . ms, s, m

#h,
podConfig *PodConfig 7 Y. Restic pod HECE,
B ResticConfig #58 2 schema & Y,
5 4.9. PodConfig
nodeSelector map [ string ] string E L E R4 Velero podSpec
5% Restic podSpec #J

nodeSelector.

ZABR (tolerations) [JToleration E BN AR Velero ERESK
Restic daemonset H&ERFIK.

resourceAllocations ResourceRequirements 93— Velero pod =k Restic
pod B4 E R ¥ IRBRIE ATE
XK, 0i%E Velero CPU FINESD
[y Puis

labels map [ string ] string ZERIE pod MIFRE,

2 PodConfig FI5EE schema & Y,

%< 4.10. Thig
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dataMover *DataMover E X Data Mover WECE,

KB Features FI58% schema & X,

2 4.11. DataMover

=43 e il sk

enable bool MRIZE N true, 1HERESRIR
et 23 FE LAY CSI Data Mover
i, WRIZE N false, A&

mEE,

credentialName string Data Mover F 1R {itHY Restic
Secret &7,

timeout string Z5EM

VolumeSnapshotBackup 7l

VolumeSnapshotRestore i

FA P R BORFLENT (M P RF R, BRI
E»10m (10 &%) . —MEER
A XM REER, ATLAR—ZH 43t
FEFFI, SIRFHATLUTE
— N ENERN SRR, W

300ms. -15h'=k 2h45m, B
FHEAAIZ ns, us (X

pus) . ms. s, milh,

OADP API £ OADP Operator 8 ¥4,

4.14. 5% OADP 4F M F1ThEE

A X H4IR A % OpenShift API for Data Protection (OADP) BIE K Ih AL,
4141, R —EHPFEATEH Kubernetes API iR A

4.14.1.1. S B EE DM Kubernetes APl ZHiRA

REHARBERIREZ N AP IRAE, HAHN—MHRAZE LN APIIRA, B0, #HE %7 Example B AP
RUREE B O] BE B 15 1E example.com/v1 #] example.com/vibeta2 API ZHrh,

INRIBFEF Velero &1 FIRE IXHERRERE, Velero (&2 T £ Kubernetes API B LR AE1Z BTIRHY
kR,

EkE EFI, 1R example.com/vl &% API, ] Velero R%ﬁ}ﬁﬁﬂ example.com/v1 BI 5 RATRR

X, AN, BIrEBERE example.com/vl T —AH 0T API FHREAEM, LUE Velero kS BFR&ER
J:E,JJ\ I}?o
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% 4 %= OADP N AER& R %RE

R, TmEEEBEIRERE AR Kubernetes API HRAFIR, LUFAERE—HETREMN AP FRAPEM T E
1EEY APl AR A,

AR
o HIALLT®aSG :

I $ oc api-resources

414.1.2. XF/5H API ‘Hhixa

ZFINBR T, Velero R&2EA Kubernetes API BIENIERR AR TR, B2, Velero AEIFE—1EF AP
HEIRATDEE, BEARTXINRE, SEREEHGTTAN, XINERE Velero F0ERBHRIHN AFE
Kubernetes API Hh A, MARBEILERE, UMAFHEESD tar XHHRRES, ATUAEBIERL
wE el

fian, #AE+%N Example B9 AP| BIREEF nE B IETE example.com/v1 #1 example.com/vibeta2 API
‘Heh, example.com/vl 2E % AP,

IN5R%AF 5 A Enable API Group Versions BhEE, Velero {X &9 Example BIE %t API ZHiR A, BD
example.com/vl, [ERIZINEERE, Velero &9 example.com/vibeta2,

LEEELERTER AP HMA"TEER, Velero 4RHE APl ZHARA LM F 18k S HIhR A

% .
J= A3 API A AR AT AL T B

Velero FALUTEZEN API FRADEMLER, FHFHF11ENEEMER :
1. destination EEEHIE ERRA
2. source_ cluster BIBEIEIRA

3. WA= Kubernetes R AL AN BB A IEE LT R A

Hth

=X

i
o S API ARRATHEE

414.1.3. ER/E A API HRRA

B LUFER Velero BIJE B AP LHhR ATHRE L &0 R B P #5807 F Kubernetes API HARA, MIARZ
AR,

Y JE R APIERRAAB AL F IR ER.

AR

e & EnableAPIGroupVersions ZAEHRIL
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apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
featureFlags:
- EnableAPIGroupVersions

Hb TR
o =M API HERATHEE

4142 M= EREPEHEIE, FARERER S -1

41421 XTFM—PEHDEHREE, FES—IEHDRERE

OpenShift API for Data Protection (OADP) §7E1E[E— OpenShift Container Platform & &£ 7 #&{2 01k
SN ARFEHIE, MTC (Migration Toolkit for Containers) E1Ef4 A% (81N ARFEHE) M—1
OpenShift Container Platform $E&85E B 5|55 — 1N EEE,

IRE LUEFR OADP M— OpenShift Container Platform S8R &0 N BZFHIE, HES — 1 EEH
MREE, B2, XHEMLER MTC S{ER OADP R —SEHASHMRER NE 24,

EMINERA OADP M— MR &M BIEHNERER A — 158, FRTHEMA OADP &M MIKEHETE
BERFEMS TN, LREZEUTER :

® Operator
e {HF Velero

e UDHMGIDSEH

4.14.2.1.1. Operator

1B M. A2 B9 75 19 F HEBR Operator, LUMERTH &R MIIRE.

4.14.2.1.2. 8 Velero
Velero (ETF OADP M) AXFAESHNAEEIREIBRIFZIAMESREB, EESTEAZETREREBH
&, EFZSH Velero Restic X RG#&ADET, ZETREXHRATAEDERS, BFER OADP
Data Mover #1T CSI 288,

= -3

7£ OADP 1.1 RERhrAHH, Velero Restic X4 R4 &k #KFh restic, 7£ OADP 1.2
REFRAR, Velero Restic X RYL & 9L TFH file-system-backup.

ol

o IRIBATUER Velero By RS &40 £ AWS K15 3% Microsoft Azure X182 [8] T8 5UE,

o Velero A HFMHBUBIKE BILLRER F2F7Kubernetes IR AHIEEE,
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% 4 %= OADP N AER& R %RE

o EMIP L, FLUNI{EMBGEIMEILLIR £E7TA9Kubernetes kA, {BIRNBEEEE L IR
ERFE AP HRFRE M. 21R Kubernetes IRAARKIRARKIIRE API HEVFRA M, Ewil
BHEERMZRMNE E LR,

414.2.2. X FHRAEE 508 pod £

HEERAXHREIED(FSB)AEh& DR FE, BUIIEESLEREDHBM pod, Velero Fitbid B#N" %
" EHH pod B

Velero XM EAE pod B :

o opt-in ik : opt-in HEEREBEHNRREESS - opt-in - —PMNBEAMDH, EALLET L
BEEEZDMNENE pod EAFLBEM, % Velero FHEIFHAMS (PV) I, E2KREEHEN
pod., AR pod ERABRZFFIFIC, Velero 217 pod,

e opt-out A3k : M opt-out AiE, BAIEIIREBBEMNGDHAHRSE, AL, ETURCE
SEFBEHHIBHED pod, H Velero HE PV i, EAREHESH pod. MR pod FHES
BEZ PRI, Velero A&E& pod,

414.2.2.1. FEH
® FSB AL #FHAMAIKE hostpath £, {BE FSB T#HFMAMIRE AithE,

o Velero X ELIRMIFA &M FMHEERBHIERMBEY., XMHSBHSKRETLUIINEHE
fEREM AL A IR R BN SR BIE. 55D ERFIN &0 F U,

o XF PVC, BMNEEHDHEHATE pod EFAE ALY,
X FFAZPVC H pod £, 0 emptyDir &, f1R— pod R EFHOIEE (Flgn, &
ReplicaSet sk— M ERE) , NIXLEEN T RGN ETELSRD, MAREBEFD. BiZpod B
HEERAE pod E L.

o EAFMEIBABEKLUBIRANRYE, FHOREE (NBUEE) AEEERKNH, X2EN
FSB f# 8 deduplication EEHTEEFRHIX T,

e FSB@IIVIFIZITIZ pod BT RO RERILERAIE A B HIEHE, Hik, FSB REEEHDM
pod HEHME, MAEZEM PVC #H1THHE ., HL Velero A @idi21T—4 stagingpod (40
BusyBox Bk Alpine &28) RERXMNRAI, LUEFEHIT Velero SR BIFEEHXLE PVC 1 PV X,

e FSB EX[F4£1£% %l <hostPath>/<pod UID> F, <hostPath> AJLUIFECE. AL Kubernetes
240 (0 vCluster) AETE <pod UID> FB R THEHHES, VFB LRI T/E,

4.14.2.2.2. [ opt-in HF3E&ED pod &
AR LAE opt-in BERIEERERX AR &M (FSB) &AL S, EAILUEMA
backup.velero.io/backup-volumes %5 # 1T LR 1F,
it
e EBNAEBLEEMH—PHLENEM pod A, BWIALLTHS :

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes=<your_volume_name_1>, \ <your_volume_name_2>>
<your_volume_name_n>

.....

Her:
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<your_volume_name_x>
18TE pod Mg xth BHIE R,
4.14.2.2.3. [ opt-out FiE#E D pod £
5/ opt-out AER, FIA pod BEMERXHREED(FSB) &0, BE LA -
o HEHBIRSIKT SR, secret ML EIRH IS,

e hostPath &

B

LUEF opt-out AEIEEFRE SRS, BRI LUER backup.velero.io/backup-volumes-excludes
HATHRE,

&> &

b
7"

HE

>

o EEEBEBEREEMH—IHZENEM pod H, BITUTHS :

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes-excludes=<your_volume_name_1>,\
<your_volume_name_2>>,...,<your_volume_name_n>

Her:

<your_volume_name_x>

1B pod Mg xth BHIAFF,

%5 LU#E F --default-volumes-to-fs-backup ¥5&;417 velero install &84, HfE
Velero #1822 LT A,

4.14.2.3.UID #1 GID SE[#

MREN—IEREHEOBREFRERER -1 KE, NAEKHIUD (BFID) MGID (4HID) 3B
9L, TERIER D AR T X BT R AN ARE T
[IF=IL

& ZEE UID #1 GID SEH T RE 2R BinER M. OADP AP HMRE OpenShift UID SEHE ok
B, MRS BAEFEEREN UID, HFRIFSEEZTARN, MFEHX OpenShift B UID #1 GID
SERENELZER, 1ESH OpenShift #1 UID BYER o

N E U
IR oc create namespace 7 OpenShift Container Platform F i@y & 22 [8]E, OpenShift
Container Platform &N & 2 [E B —MME— A ID (UID) SB[, BN Supplemental Group (GID)SE
FEIFME— Y SELinux MCS 1155, 16 R FMEE S A metadata.annotations F &, ILERRRE
M ETFXAR(SCC)FMH—ERD, ©HLUTAHMEHM
e openshift.io/sa.scc.mcs
e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range
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% 4 %= OADP N AER& R %RE

L OADP kE & AN, ©4B5){#H metadata.annotations FHER, MEEZ HVENERERE
B Ht, MRIHBLUTRME, TIEMETTRETED N EDHIEIE

BFHE—NHEHM SCCRRIMARZZER, FMmAER—IMEEP. EXIFERT, OADP EH
IR ERNAREZER, MAREERENMRAZEF,

P RRPRER T IS, BHITIEMEMMRAREIREIRE, EXMMIERT, OADP A
KEMHRER, MEEMRSEIRFOE— NG RER, ZHhEZ TS DA ZEAB
FR, XRSBUNMZZERDE— N UID SERL

N OpenShift Container Platform RIBMIFA S EIBR S DI BRI B L EERE N pod H
securityContext UID, AT &E< H HA] R,

Az UID ABESXHmMEER UID T,

ZESR, EN OpenShift Container Platform & B8R B r&ER$HI UID SEE, LACEL &0 5EEF
HEE. A, SMEHSERERENUD fE, XEKRENBRFETERERERFLRHEA
ESER

ZRAR
B LUFER U T — 1SN R R AR R UID # GID SEH R -

(DR e

o MRIEFE Backup CR REAMELEFRTIEETSESMPHINR, HHBFRMIIIEERES
AN EE THRXE &2,

o AZFHERANMERAMNGLZERF, HEHRENSH LERNSFENSEZERRAE,
SHE Y E

o EME, WIITE OpenShift tnZZE A FAERESH UID SEHREE UIDSEH. F152/IE
8,

i}

& % OpenShift Container Platform /1 UID #1 GID SERIBY A1, ERBE—NEEFSDEHEHE
H—NERPIRE BIEN BRI, ES M OpenShift #1 UID B .

414.2.4. M\— PN FHEIE, HRHEHKSER S —1ERH

BE, EELLM— OpenShift Container Platform 8 &0 81E, FUSHRESHDHRER R —£8
75 RTE 7 — 1 OpenShift Container Platform 58 LIk E##E. 1BZ, M—1 OpenShift Container
Platform £ &R HIEN, KB —LHANTRZENARZL, HFEF—IEHFHREE,

FRFM

it =

FIEETEES &M ENEREREMH (40 AWS, Microsoft Azure, GCP Z) , 45| 28iE
RPN TR (DPA) BOSe R 54,

HENENTEREREFRINUATAR

o MREMEMALIE (BSL) MBRBUEEFHERNAMNERE, URTRKRERS—15%
E¥O

o FEEMNHAZHRMNREFMUBERIL.
o NIKBmELR, HER OADP L BInGEE B H & 22,
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o MRMEH Velero file-system-backup 127, %217 F a5 --default-volumes-to-
fs-backup ITELMEE &P F2PEA -

$ velero backup create <backup_name> --default-volumes-to-fs-backup
<any_other_options>

p= Y=
£ OADP 1.2 RE S RAH, Velero Restic %% file-system-backup.
4.14.3. OADP 17K 5

4.14.3.1. FFhiE i nh gt

TEREE MRS R IVFIEE N SRR, 38 NIFIRLEZGE N AR AR R RAEIE, HINBERIE D [FIfiE,
HIEEEMMNRATBRETNAIBEFELNTRE, BBl BREIEFERERS ENEHEL DR FEISTE
HiE BRI F R T

& ] LA{# A change-storage-class-config 7 Ex B BURX RMIFFMEE, X A[EE@N ERREEZ Z A
BOEE (AOMPTERNTRENE) RICEERATMERE, B, RIBENFEERVIMER KL ATME
B,

4.14.3.1.1. [ MTC B97fif Jpr gt

eI LUER MTC 982 (BEMNARFEHE) M—1 OpenShift Container Platform &5 75—
SHURFHERMBEINLT, STUER— NEHPIBRFALSPVMNEEERERE, BHEIX—
=, fRIE MTC web $2H& R OIBFHZ1TER T,

4.14.3.1.2. {1/ OADP BREFfFfiE K

AT LUTE Velero 34 v11.0 Rz G AR OpenShift AP #HTEURIRIT (OADP), fEikETiehE
W AMS (PV) BIEESR, FERTE Velero 654 %2 (A BED B AR &Y FP EC B 12 (% 2K PR T,

Z(# A OADP 8% ConfigMap, i#5#f change-storage-class-config FE&, SR IBEN AN
B TF B RBR AT,
iz

1. BITLA T 5 R ERAF A L ARET -

I $ cat change-storageclass.yaml

2. 1£ Velero fp B 22 [H| AR ECEMR S, 0 FAIFRT :

Example

apiVersion: vi
kind: ConfigMap
metadata:
name: change-storage-class-config
namespace: openshift-adp
labels:
velero.io/plugin-config: "
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velero.io/change-storage-class: RestoreltemAction
data:
standard-csi: ssd-csi

3. BT T S REFIE LIRS B LI

I $ oc create -f change-storage-class-config

4.14.4. Eh TR
o TER—%EREHEARREN Kubernetes API ARA
e ¥ Data Mover FiF CSIRE&
o HERAXURLEHEDNARE : Kopia 3 Restic,
o EREMIEIEL,

28 43 OADP M HEF&HHIRE
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2 5% CONTROL PLANE &3 #ixE

5.1. 13 ETCD

etcd & OpenShift Container Platform BILL S -(H BN TN, ©REBME TR RIPRE
EHI I EEEM eted #3E, FH7E OpenShift Container Platform IMELUAN ML LU BREFSHDEIE, &
BEE—MEPRIETEHRET (REEM 24 IHA) H#1T eted &7, SNEBHSETHBIET, FH,
BRI IEHIEA eted &17, EH eted IREBBEE R 1/0 BA,

WBRANEREEHIT eted &P, XREE, RANHMREREEN, WIERME— z-stream ZITARAHIK
EYHY eted %19, #1800, OpenShift Container Platform 4.y.z %ﬁi&\’ﬁﬁﬁﬁ}% 4.y.z HIREH eted & 17,

BF

1L TE control plane EN EHUT —RED AR S ERM eted FIE. FENEAN
control plane EMHTED.

EHATT eted &P/E, BATLURE B —PLIBIRYSERHR S,

5.1.1. %1% etcd #44E

BEBLUTH, @it 02 eted IREBFHFFHHE pod WITERED eted BIE, XNFRALUKRE, FF
HEUERENERERRE etcd HiE.

' .
HI{RF ¥ — control plane W&, FEMEEEFHE control plane EWIFHFITED

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o MEKMERTSETEEERNRIE,

R

& LLEiT & & oc get proxy cluster -o yaml i i EREELEFA, MR
httpProxy. httpsProxy#ll noProxy &% & T1H, &SRR,

it =

1. lroot B/ &2 control plane 17 s/2 51— debug &1 :
I $ oc debug --as-root node/<node_name>

2. 7£ debug shell FFR B RN /host :
I sh-4.4# chroot /host

3. MBEATEECHENKIE, HHMESSH T NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETE,
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4. 1f debug shell F1iZ21T cluster-backup.sh fi&, FZBREFEEHHMLE,

Rx

cluster-backup.sh BIZ&F# etcd Cluster Operator BJ—MNABG#E, B2 etcdctl snapshot
save in DHIEETERF (wrapper) o

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
B iyt 7

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

EXANRBIF, FE control plane E#1_EH) /home/core/assets/backup/ B kI T H AN -

e snapshot_<datetimestamps>.db : ;XX ZE etcd 1RIR, cluster-backup.sh FIARFEIAE
B

e static_kuberesources_<datetimestamps.tar.gz : L XHE &5 pod WEIR, MEEHA
T etcd 11, BHEE etcd REBHMBETH,

MREAT eted INEE, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THICHE, eted (ONMEZEITINE, MAXMRIAITING, XEHREHRRKE, @4
Z2[A| RN R BRI B,
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5.1.2. HfhEHR
o RETEEM etcd £EY

5.1.3. G| B 518 eted %15

eted WENEMNUREIFEE SN E—&MH. EEFHRLB— cron Rk, ZIFLEERFAAMEL
IR B — R &2

BE

B1f etcd %{5}5’ MEARTAEINEE. BORTIITIRE R RLLE mARSS TR L (SLA) X
, BYREARHARE, MERHERLE T INMREhERE]. XERATI TR LUE
AR A %ﬁE’JIjJ , HFENSKEF LM BRMARGEL,

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

BBLUTHEN eted HRABHES.

FRFH

DIk

==
=

1E5 8% 5 A TechPreviewNoUpgrade IhEESE AT 5 IE R hR A
#7. TechPreviewNoUpgrade REE T AR ER, AEEEIMEREH/H AL
ﬁ\go

o ATLUFEAEA cluster-admin A& iR EEE,

o 1RATLLIJ[A] OpenShift CLI(0C).

Pt =

. FEAUTRALIES N enable-tech-preview-no-upgrade.yaml #J FeatureGate B & X iR
(CR) X4 :

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:

name: cluster

spec:

featureSet: TechPreviewNoUpgrade

2. N CRFERBIEN :

I $ oc apply -f enable-tech-preview-no-upgrade.yaml

3. EREXM AP FE—LRE, 2T TaS, WIEAE XHIRE X (CRD) Bf/#
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%5 5% CONTROL PLANE &3 #1tksS

I $ oc get crd | grep backup

oA

backups.config.openshift.io 2023-10-25T13:32:43Z
etcdbackups.operator.openshift.io 2023-10-25T13:32:04Z

5.1.3.1. B/ H4 eted F12
REBLUTESE, @ 0I8FNEBEE LR (CR) RAIBHEA eted F12,

FeREZH
o RETLUFEAEZR cluster-admin A& i A & EE,

o 1ZRAT LA OpenShift CLI(0C).

o MRIBEENFMAR, ETHRUTSRUNBENBEE) eted &5 -
a. fllE%& N etcd-backup-pvc.yaml BiF A ML FER (PVC), HABMT :

kind: PersistentVolumeClaim
apiVersion: v1i
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 200Gi ﬂ
volumeMode: Filesystem

Q PVC ATRMEEE, RIBEHNERHEINE,

b. BITLLTEHENA PVC :
I $ oc apply -f etcd-backup-pvec.yaml
c. IBfTA TR ILIUE PVC B0 :

I $ oc get pvc

Bl
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
etcd-backup-pvc Bound 51s
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% o
B PVC &40 F Pending X7, BEIC1#ER NI,

d. 4% etcd-single-backup.yaml 89 CR x4, HREMTF :

apiVersion: operator.openshift.io/vialphai
kind: EtcdBackup
metadata:
name: etcd-single-backup
namespace: openshift-etcd
spec:
pvcName: etcd-backup-pvc ﬂ

ﬂ REFEMDH PVC &5, RIBERIMEHEXME.

e. N CRUBHENEL
I $ oc apply -f etcd-single-backup.yaml

o MRGBDEFMFMHATA, HRBUATHIERLZADBL) eted #17 :

a. f/#4% 5 etcd-backup-local-storage.yaml #J StorageClass CR X4, EREMTF :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: etcd-backup-local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: Immediate

b. i2fTLLFen %3k StorageClass CR :
I $ oc apply -f etcd-backup-local-storage.yaml
c. fllE#&H etcd-backup-pv-fs.yaml B PV, HERBZELUTRAE :

apiVersion: vi
kind: PersistentVolume
metadata:
name: etcd-backup-pv-fs
spec:
capacity:
storage: 100Gi ﬂ
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
storageClassName: etcd-backup-local-storage
local:
path: /mnt
nodeAffinity:
required:
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nodeSelectorTerms:

- matchExpressions:

- key: kubernetes.io/hostname
operator: In
values:
- <example_master_node> 9

ﬂ PV ATAMEFHE, RIBEMNERFEINME
Q P EE BRI PV MEANEIAYTY =,

d. ZITUTaSEIE PV HIGIE :

I $ oc get pv

Kot Bl
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
etcd-backup-pv-fs 100Gi RWO Retain Available etcd-backup-
local-storage 10s

e. %) etcd-backup-pvc.yaml 8 PVC, HRBEMT :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
volumeMode: Filesystem
resources:
requests:

storage: 10Gi ﬂ

ﬂ PVC ATRMEEE, RFBEHNERHEINE,

f. BT TSN PVC :
I $ oc apply -f etcd-backup-pvec.yaml

g. Q%) etcd-single-backup.yaml 85 CR x4, HREMTF :

apiVersion: operator.openshift.io/vialphai
kind: EtcdBackup
metadata:
name: etcd-single-backup
namespace: openshift-etcd
spec:
pvcName: etcd-backup-pvc ﬂ

219



OpenShift Container Platform 4.16 £ {31tk &
ﬂ FBERREFINFAMSBER (PVC) LM, RIBERIMEHEXAME,

h. NF CR BUS BN &P

I $ oc apply -f etcd-single-backup.yaml

5.13.2. tIBEE M etcd 4
REBLUTSROEZBIEE &S eted,

WNRARE, EADNSESNFERLEDN eted R REREFERENARMLE, WRNTEFNEHET
A, HERNEORBEEENFSHEEZL, UEREZVINEBHMRE.,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o {RAT LA OpenShift CLI(0C).

i =
1 MRNEEENFETH, HRRUATSERIEBEE & -
a. fllE% N etcd-backup-pvc.yaml B A ML FER (PVC), HABMT :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: etcd-backup-pvc
namespace: openshift-etcd
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 200Gi ﬂ
volumeMode: Filesystem
storageClassName: etcd-backup-local-storage

ﬂ PVC ATRMEEE, RIBEHNERHEINME,
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pa -

BMEN EERE E BN accessModes 11 storageClassName %5 :

accessModes fH storageClassName
value
78 versioned- - ReadWriteMany efs-sc
installer-
efc_operator-ci ic &
£89 AWS
Google Cloud Platform - ReadWriteMany filestore-csi
Microsoft Azure - ReadWriteMany azurefile-csi

b. FBITLLTEGENA PVC :
I $ oc apply -f etcd-backup-pvec.yaml
c. IBfTA TR LUE PVC B0 :

I $ oc get pvc

I
NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
etcd-backup-pvc Bound 51s

ﬁ o
N 7 PVC 40 F Pending K7, BERIEI#HER ML,

2. MRGTEFNEEATA, HRRUTTRERLBEBEFNE PVC :

DIk

==
(==}

MREMRHE RN B EFEEDEENT RV, TREEREE.

a. /%5 etcd-backup-local-storage.yaml #J StorageClass CR X4, EREMTF :
apiVersion: storage.k8s.io/v1

kind: StorageClass
metadata:
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name: etcd-backup-local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: Immediate

b. i2fTLLFen %3k StorageClass CR :
I $ oc apply -f etcd-backup-local-storage.yaml

c. MK.FA#) StorageClass | — 1% etcd-backup-pv-fs.yaml B PV, HERFRLULUT
~f

apiVersion: vi
kind: PersistentVolume
metadata:
name: etcd-backup-pv-fs
spec:
capacity:
storage: 100Gi ﬂ
volumeMode: Filesystem
accessModes:
- ReadWriteMany
persistentVolumeReclaimPolicy: Delete
storageClassName: etcd-backup-local-storage
local:
path: /mnt/
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- <example_master_node> 9

ﬂ PV I MG E, RIBENEREZEXNME,
9 FHXAMEEH N EME N PV B9 master 7 52,

£
IETA T e R FUH AT AR T A

by
I $ oc get nodes

d. ZFTA T e RITIE PV BIBIR -
I $ oc get pv
it B
I NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
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etcd-backup-pv-fs 100Gi RWX Delete Available etcd-backup-
local-storage 10s

e. B/ 4% 7 etcd-backup-pvc.yaml B PVC, HEAFMTF :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:

name: etcd-backup-pvc
spec:

accessModes:

- ReadWriteMany

volumeMode: Filesystem

resources:

requests:
storage: 10Gi ﬂ
storageClassName: etcd-backup-local-storage

ﬂ PVC ATRMEEE, RIBENERHEINME,

f. BITLLT e SR A PVC -
I $ oc apply -f etcd-backup-pvec.yaml

3. fll84H eted-recurring-backups.yaml B98 7 X FIRE X (CRD) X4, fJE# CRD HAAE
M BEHERHEFRRE KL,
X FH A 15 MRE E1PH RetentionNumber FEIAR B RE, EFEARLUUTRAMAS :

apiVersion: config.openshift.io/vialphai
kind: Backup
metadata:
name: etcd-recurring-backup
spec:
etcd:
schedule: "20 4 * * *" 0
timeZone: "UTC"
pvcName: etcd-backup-pvc

@ FTESHHH CronTab . RIFENBERARXME,

EEAETERFHHRNRE, H7E eted HHRMLLTREN

spec:
etcd:
retentionPolicy:
retentionType: RetentionNumber ﬂ
retentionNumber:
maxNumberOfBackups: 5 9

ﬂ REBREL, NRKIEE, NEKILH RetentionNumber,
Q EZRBUHZRKEOHE. RIBEEHNFEABRIME, MRKEE, NEIINRE 5 DED.
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%”‘%

ERFHESFE

YREBEMIBEXTRENE.

ERTEAMPIXHERNMRE, EERA :
spec:
etcd:
retentionPolicy:

retentionType: RetentionSize
retentionSize:

maxSizeOfBackupsGb: 20 §))

LL GB N A REBEMHIERANH RN, RFEENFTEREXME. WMRREE, MR
10 GB,

DIk

=

ERFESFBRRE S HHNRAK/NBITERERNE 10 GB.

4. iBfTLAT e, O/ CRD E X cron Rk
I $ oc create -f etcd-recurring-backup.yaml
5. EEHOEM cron 1%, HZITU TS

I $ oc get cronjob -n openshift-etcd

5.2. B TNMERBETCD K7t
AR T B — N RRER eted A TIBYIE TR,

I BEURTF eted K AERMIRE, 0N EIS1T

KRB,

1217,

;T mARFLLE, B eted pod 4bF crashlooping
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INRIBEKRT KEZE control plane EH, 1HRB IR S RIZME BILIRTH — N EEHR
&, MABXNTE,

N control plane IEHEME B AP T, NBAEBME T H control plane 1k
RERTHE, MARTRE,

N control plane WREKRFHBHOUET —MH TR, etcd 5% Operator fFAM IR 4 AT
TLS IEFFH/ T RARINH eted A 5L,

5.2.1. Fo R M
o TEEIMATMERM eted B, HBEIMT eted &7

5.2.2. HEH— 1N EE eted B 5
(RET LA B2 T8 MR eted BUA.,

FeREH
o HHEZR cluster-admin B &I 1 £E,

pi% &2
1. FEAELLTH$SE EtcdMembersAvailable A S Z RS -

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. BEmH -
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

XA RBIEH H E R ip-10-0-131-183.ec2.internal etcd B 5 REEE.

5.2.3. IBE AR eted A 5 HRS
B etcd A IS BREUR T eted FILUTRRAE -
o HEEBIZITHE LT AR
® etcd pod &bF crashlooping YR
LERAERE T eted B A FHENRE, XA T BB EERMN eted B BB/ W,
A=
INREHENBREEZTHT RS, Bl ZRRRORERES, BLERFEE

HITEH: etcd R AR, BHLERS T mURE—MERIKSHES, etcd cluster Operator ¥
EHIEEZR

FRFH
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o ATLUFEAEA cluster-admin A& 5N EEE,

o MEHBEITEREN etcd B,

1. & HEREREBT

I $ oc get machines -A -ojsonpath='{range .items[*]}{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

Kyt Bl

I ip-10-0-131-183.ec2.internal stopped 0

Q EEET I T 1 mA R mALERER S, RREFRZ running, MAKERNBFEEGIZ1T.
INRNBRRFIETT, BRRBREUYERF LT T RREMZHIFFEEE eted BT TEHITIRAE,

2. BE TREBRNE.
MRUTEA—MERZERY, NARTEERE.

o MRAHKZEAZIT, RETRESAHIIM :

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

B

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

ﬂ WY HH# A unreachable /55, 77 sGSEHLE,

o MFRIZT RMAR A, NLEIZT REE5H NotReady:
I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"
it Bl
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.29.40

ﬂ IR =K N NotReady, M| LT AL,

MRV RBRE, BBREUYEFRESITH T RREEH eted A HIE FOEITIRE,

3. #%E etcd Pod BE 4T crashlooping K&,
MENBFEEZTHETREHME, ERE etcd pod BEFLTF crashlooping K E.

a. WEFTA control plane 7 (%15 Ready :
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I $ oc get nodes - node-role.kubernetes.io/master
I

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.29.4
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.29.4
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.29.4

b. 1% etcd pod BIRERZEH Error 5 CrashLoopBackOff:

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it |
etcd-ip-10-0-131-183.ec2.internal 23 Eror 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

ﬂ BTt pod BIRE 2 Error, ALt etcd pod 24 crashlooping 37

INR etcd pod 7y crashlooping K7, 1R &/ etcd pod LM F crashlooping KA HIT1EREHT
eted AL TR ITIRE,

5.2.4. Bt TNMEERH eted AT
RIETREEM eted BRAKPRTS, MAMT— R :
o BUNERAEITTRT RARMENTRER etcd AR
o EHiH eted Pod 20 F crashlooping IRAHITAERE etcd AL

o EHAREREIRN eted MG

5.2.4.1. B AR B IZTH T mRARM AR TR eted A5
R NG T BHENIRZREIZITHT RARFAHER TR eted B BIE T,

INRIEHIEEHE A control plane H1285E, 1HS M "WHERHSEEN AR EHITHEEHER"
B "k 8 FE 2 9 etcd Operator”s

FRFH
o HEHHARERM etcd B,

o MEWMINRREIZTT, FEZTRRMUE.
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BF

R FRFEAM control plane 7R K ], control plane 7 AR FFR IR,
BEEIB T ERER eted A G LE,

o TATLUFEAEBA cluster-admin A&IAE iR EE,

o T eted &1,

H -
PATHRAZAI S BT eted &40, LUMETEEEMEAR [HIRIH AT LUK S SR8,

Pt
1. MHERAS R BR B AR 1.

a. IEEFE—A FEZENT R EB pod:
E— PR S H cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. EEE|EEIZITH etcd By, (FHRBEZ N = LM pod AT :
E— PN Xim{EH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AEKAIIK :

I sh-4.2# etcdctl member list -w table

it N
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -
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LKD) eted AR ID AT, EAHBEREERXLLE, $etcdetl endpoint health &
SRINHSMRIR R, BERSTMRE T TZFRM T H KA,

d. #@iJ A etcdctl member remove SR 1D KMIBR AR eted B
I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
it B
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346

e. BREFBMATIR, FHHIMK G S HMER :

I sh-4.2# etcdctl member list -w table

it |
+- -+ + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + +
----------- +

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + +

AR RTLUR T R shell,

2. BIALLT e B RAMPERT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

b A 45 AT AR AR AR AT AR Sh 37 (1 B AL 38 - #8328 pod,

BE
RAMERTE, ERRE eted SLFITERUEERERZENAE, KR
TV,

FERERMADKAIZITH, eted MIEBRBEMBKAKRM. BEFRIIMK AR
HhE, FEBERRIENNE, ATFIRSBUSTNEESRR, HEERT LU
BAlk etcd EE, HLREREF TR MILRE,

3. BT T e B RMIBRZ R8T =

I $ oc delete node <node_name>
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4. MEREMPRETERE etcd KX IHIIH secret,
a. FHEMRETERE etcd B S1HY secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPIRITRE etcd MR BB,

B—NAER, RRSHIEIRM secret, MNLLTHIHATR :

I
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. fHIEREMBRAI AR etcd B H1HY secret,

i. MER peer (X1%E) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

ii. MR serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MF& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal
5. MERFEHOIZE control plane 288, EFOELNEGEE, uE—NETHREAFEIT R
etcd,
MR EFZTRERFBESNEMIEN, HEBEMHEMA Machine API GJEHLER, HRBUTHIER
a7, BN, EBusERS0E master B & BIAEE 5RO HH master,

a. IKERABERRAK S HIHL 25,
E— P XimH{EH cluster-admin B EERER, 21TUTHS :

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
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clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 EER T B control plane #1283 ip-10-0-131-183.ec2.internal,

b. IS BEBREEI X RLHRI— N -

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ FAERBITT =3ETE control plane Hl25HI & R,

c. YwiE_E—4 i OIEM new-master-machine.yaml X4, LUDEHAHFMBRFLENF

‘EQQ
i. FHFREEA status B9 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus
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i. ¥4 metadata.name FEXFE S F &R,
BEUTRE S BN EERMERM BT, FRERSHBIN T —ITREE. XM
i, clustername-8qw5I-master-0 24y clustername-8qw5I-master-3,

o -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. kR spec.providerlD FE% :

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f

d. MBRAGEER A S RIHLER -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ NAEREIIT RIEE control plane Hl23H9 & TR,

e. WILHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

it 7~ B
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40/ &% #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNBRE 20 :

I $ oc get machines -n openshift-machine-api -o wide
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it Bl

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s  ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced

running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

#1123 clustername-8qw5l-master-3 S #0, FH UM EXM Provisioning 254
Running SR AT LAE A,

BBV AR TR B /LD BT A, HHLER T mRE — MEBRIKSHS, eted cluster Operator
NETRY,
6. W ALL T ep D EHITFHIHERT
I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
7. BT LU A LR 63 $ 35 unsupportedConfigOverrides 2343 2 & 2 M &R AR -
I $ oc get etcd/cluster -oyaml

8. WMRFEAHET &= OpenShift, IEE/FILZ T R, &M, EAEERTE etcd &£&f Operator FIBEILLTF
Hiw
ot Bl
EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be

fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. BIEARA eted pod REHIEEIZIT,
E— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
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oy B
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

IR E—SSHHEHRIER pod, EAILUFIREIEHIBE eted, FE— N EIHAHER
cluster-admin i EEEIEEE, ZTUTHS -

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H %/ 2ME—8, XFlE 2 Mt FIBRRE.

2. BIFRB= etcd Ko

a. FEIIEEIZITH etcd BES, BB BESRIT R LB pod IR
E— P XiEREH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. AEMAIRK :

I sh-4.2# etcdctl member list -w table

i B
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + + +

SNR E—an DRI S T I =1 eted BT, R BR T R ERIBL o
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DIk

==
[=]

R TR eted FUAL ;

INRMR T EEB eted B ANAETRES
BhEE KR,

EL
5

HAth TR

o RE[EH etcd Operator
5.2.4.2. F#H etcd Pod 4TF crashlooping IR SHIAREER etcd B 5
EERARIEAI N R T B A eted pod ATF crashlooping IR AER TR eted A AR TR,
FoREM

o MEIWHFREREN eted B o

o B\ etcd pod 4bTF crashlooping A7

o ATLUFEAEA cluster-admin A& 5N EE,

o /T eted &1,

HAT LSRRI S B EHAT eted &2

1. {Z1E4F crashlooping R eted pod.

, DMEFEE BE ] R RIS AT LU R SR B

a. X4bF crashlooping IR ASHI T st T,
E—NRImPFEA cluster-admin BRI, Z1TUTHS

ILITLA TR 6D
I $ oc debug node/ip-10-0-131-183.ec2.internal )
ﬂ FERATRET RNEHREHRE,
b. FEAMRE RN /host :
I sh-4.2# chroot /host
c. A etcd pod XM Kubelet ;5 BRHHH :

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
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d. 1% etcd BIEB FXHBRNTFRNALE :
I sh-4.2# mv /var/lib/etcd/ /timp
AR AT LUR 17 R shell,

2. MBRAEEREIA 510

a. EEFE—NFEZ T R LM pod,
E—PN&iEH{EE cluster-admin B EEREER, 21TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it B
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

b. EEFEEIZITH etcd BER, (FIERBEZENT R LM pod AR,
E— PN XimH S cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AFEKAIIK :

I sh-4.2# etcdctl member list -w table

ot Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

IDRABERREY eted A G1HY ID A&, R ANMEREXLE.

d. @i etcdctl member remove #5514 ID KR EEERM eted B

I sh-4.2# etcdctl member remove 62bcf33650a7170a

oA
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I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

e. BREFBMMAIIR, FHHIAMK G S HMER :

I sh-4.2# etcdctl member list -w table

ot Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

AR LURH T = shell,

3. BIALL T e B RAMPEMRT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

LS AT AR RIS LA I EHTOENL 2 FH #E HE S pod,
4. HEREMPRETERE etcd KX IHIIH secret,
a. FHEMREATERRE etcd B T1HY secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (CREZAEXMNIRPIRITMRE etcd B R BB,

B—NAEM, RRSHIEIRM secret, LA THIHATR :

Bl
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. MHEREMPREI TR etcd B A B secret,
i. MR peer (%) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
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i. MER serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. sl etcd EHPE,
E— PN XimHEH cluster-admin B EERER, 21TUTHS :

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H % /2 ME—B, X2 2 Mt RIBRRE.

% etcd &£B¥ Operator HATEF BN, SRIBMRATA control plane T & B A IERE TEHY
etcd pod,

6. WAL T ap D EIFT FHREAT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
7. BT LU A LR 63 $ 359 unsupportedConfigOverrides 2343 2 & 2 M &R AR -
I $ oc get etcd/cluster -oyaml

8. MNRMERHT = OpenShift, HEFRIZ T M. BNl, EAIBERTE eted £Ef Operator HIBEILLTF
FHIR -

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

o FAIHTEL G A 2R,

a. HFEEIERIZITH eted BE5
E—N XIS EA cluster-admin A EESIERE, 2TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. SIEFFE R AR SRR

I sh-4.2# etcdctl endpoint health
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it

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.2.4.3. NSRBI TH T R AR AN REERYL etcd BA
R NA T BHENIRZREIZITH T RARFAEER T RARN eted B BIF T,

MREBEEDTRERFESHEMEN, HEMEMEM Machine API G212, FERBUTSENIT. &
T, f& i A PR B A O R PR S 17 = A (o FR B4R [B) 75 0 1 B R RO 28 S I

SeRFMH
o HEHHIERRIBRN etcd A,
o MEMINRREIZTT, FEZTRRMUE.

[ ]
=

AT LUERAESR cluster-admin A& 5 A & EE,

o T eted &1

H -
AT L RAZAT S5 BT eted &17, LUMEFEEEME (IR 7T LUk S &£ 2%,

it =
1. BEUEFFAHBRA R BREO B 5

a. EFE—N FEZENT | £8 pod:
E—PN&iEH{EH cluster-admin B EERER, 21TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

Kt Bl
etcd-openshift-control-plane-0 5/5 Running 11 3h56m 192.168.10.9 openshift-
control-plane-0 <none> <none>
etcd-openshift-control-plane-1  5/5 Running 0 3h54m 192.168.10.10 openshift-
control-plane-1 <none> <none>
etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11 openshift-
control-plane-2 <none> <nhone>

b. EEE|IEEIZITH etcd By, (FHRBEZ N = LM pod BATR :
E— KRS E cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
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c. EEKATIEK :

I sh-4.2# etcdctl member list -w table

it 7~ Bl
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+ + + + +
-+ +

ILEAMEERD eted AR ID FAFF, EAMEREXL(E, etedetl endpoint health 635
FHIE MR G, BRISERE N TREFRMT HNRA,

d. @i etcdctl member remove #4514 1D MR EEERM eted B

a5 H-
= A
AA BRI TR etcd A ; MBEMBT EBMH eted RANETESS
BHEER,
I sh-4.2# etcdctl member remove 7a8197040a5126¢8
A a5
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b
e. BIREBKOIFIR, FHEIAK G SHEMIE :
I sh-4.2# etcdctl member list -w table
R a1
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
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-+ -+

| cc3830a72fc357f9 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

+- -+ + + +- -

-+ -+

IAEE R LURH Y = shell,

. -
PR A fE, FERIRE eted SEHIEERS, REFRTRETTIEDIH,
2. BIALUR e & KR ERT

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

RS AT BRI T AR Sh E 0 AL B FHH#HEH 5 pod,
3. BTLUT S, MIRSHRBIATEER etcd KRB secret,
a. FHEMRETERE etcd B S1HY secret,

I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2

BB IR 2 BITEX T F2 R0 SR RMERR eted B 51 B9 B TR,
B—NAER, RRSHIEIRM secret, NLLTHIHATR :

etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. fHEREMBRAI AR etcd B H1HY secret,

i. MER peer (X1%E) secret:

$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted
i. MR serving secret:

$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted
iii. B metrics secret:
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted
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4. MIB& control plane #125,
MREBEEZTRERFERWEMEN, HEFEMERA Machine API BIEH2:, 1HRBUTSE
Pz, BN, E2A70fsE R S0 O B2 T m T s A B9AE R 5 A O R Fr ey 6l SE @,

a. PREXA R G1HIHL25.
E— N KimHER cluster-admin A EETIERE, 2TUTHS

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

ﬂ X2 EER T ==Y control plane #1288, examplecluster-control-plane-2,

b. FHBEEREFEXHREHH— DX :

$ oc get machine examplecluster-control-plane-2 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ NAEREIIT =IEE control plane Hl23HI & FR,

c. YwiE_E—4 i OIEH new-master-machine.yaml X4, LUDEHAHHMBRFTLENF

EQO
i. FHFREEA status B4 :

status:
addresses:
- address: ™"
type: InternallP
- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.373
type: InternalDNS
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- address: fe80::4adf:37ff:feb0:8aa1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Machine

name: fe80::4adf:37ff:feb0:8aa1%ens1f1.372

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine

5. ¥ metadata.name FEX B N FH AR,
BUWERE S BNSEERNERMET, HFRERSHBNT—ITREF. EXH
/1, examplecluster-control-plane-2 24/ examplecluster-control-plane-3.

a0 -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3
a. Mk spec.providerlD FE% :

providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. Mk metadata.annotations #1 metadata.generation % :

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2
c. Mk spec.conditions. spec.lastUpdated. spec.nodeRef #[ spec.phase F£% :

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [{[Name:EtcdQuorumQOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"
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type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z2"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z2"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

6. i{TLA T4, HafR Bare Metal Operator A1 Ff :

I $ oc get clusteroperator baremetal

it

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.16.0 True False False 3d15h

7. BT AT a4y kPR IHEY BareMetalHost X5 :
I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api
it Bl
I baremetalhost.metal3.io "openshift-control-plane-2" deleted
8. BITLAT 6o SR MM BRA R BR AKX 51 ROHL 25 -
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

fitik% BareMetalHost #1 Machine %% /&, Machine Controller & B5/fitIlR Node *f &,

A0 RAERA 25 R R R HE B RS S MR AR TR, & ™T LUE IS BRI AR R 4588
= B sk o M B

BF

AEFE TR Ctrlvc FETHLERMIR, ESTRITFSSRELTR, T — DL IR
B O &R F MR finalizer FEX,

a. BITUT TR HENFRE
I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2

b. k& Machine BE L TR TFEE, AEREFEHIXMHE
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finalizers:
- machine.machine.openshift.io
ot 7~ B
I machine.machine.openshift.io/examplecluster-control-plane-2 edited

9. BT T RRIENGZRESMER :

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢c5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

10. BT THRSEIET REE MR :
$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.29.4
openshift-control-plane-1 Ready master 3h24m v1.29.4
openshift-compute-0 Ready worker 176m v1.29.4
openshift-compute-1 Ready worker 176m v1.29.4

1. fE# ) BareMetalHost X7 R # secret, LLEfE BMC &Il :

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
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metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/disk/by-id/scsi-<serial_number>
userData:
name: master-user-data-managed
namespace: openshift-machine-api
EOF

£~

% F P 2 R BTG BT ML A 4B ML secret B3, bme:address H& F B YL AT

BAMEAME bmh % RIKEX,

BF

external Provisioned &R/ true,

#NR OpenShift Container Platform R F2FE®, A control plane
BareMetalHost %I R A8 X1F externallyProvisioned F1if % true,

ME5ER S, BareMetalHost W RAEOIBHATREBE S,

12. {EFA AT A/ BareMetalHost % &5 1F 0 & F2 :

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true
openshift-compute-0 provisioned examplecluster-compute-0 true
openshift-compute-1 provisioned examplecluster-compute-1 true

a. {#F new-master-machine.yaml SX{4 8|22 %T control plane H125 :

I $ oc apply -f new-master-machine.yaml

b. JIEHH SRRSO -

INRIEMILAE control plane EHLEE FF BareMetalHost X RE X, EAEN

AGE

47m
4h48m
4h48m
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I $ oc get machines -n openshift-machine-api -o wide

it N
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-
0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-
1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

#TH1.2% clustername-8qw5I-master-3 R 02, FHIEF XM Provisioning 27
Running 57145,

BIEFI AR T /LD A, HHLERTT mURE— MERIRSES, etcd cluster Operator &
BahEY,

c. BITUTHRRIERIENZEEHES, BRBIREHER

I $ oc get bmh -n openshift-machine-api

I
$ oc get bmh -n openshift-machine-api
NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m
openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m
openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d BITUTHREIEHRT SRS ERMIFLTFRERST -
I $ oc get nodes

it el
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$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.29.4
openshift-control-plane-1 Ready master 4h26m v1.29.4
openshift-control-plane-2 Ready master 12m v1.29.4
openshift-compute-0 Ready worker 3h58m v1.29.4
openshift-compute-1 Ready worker 3h58m v1.29.4

13. BIALLTR 6 S BT FHRERT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

4. R LA T 5% unsupportedConfigOverrides #4927 2 M &R F il B

I $ oc get etcd/cluster -oyaml

5. MRFEALT R OpenShift, IFEFRZT M. BN, EWARERTE etcd &8 Operator FBEILLT

248

FHiR -
i R

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. JUERRA etcd pod 2 BEBIEFIZ1T.
E— MRS H cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
I

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

MR E—HSHEHRIEFH D pod, BALUFLREIEHI;E eted, TE—NXIHFER
cluster-admin F 7 E#EEIER, 21TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %2 ME—8, XFE 2 Mt FRIBRRE.

BRHIFREERTR2E = eted A, EEBIEEIZITH eted Bea, 145L/x7{5_|_7(£"“‘§’ﬂﬁ77 ey
pod BIE R, E—NKimPEA cluster-admin F /i EEEIERE, Z21TUTHS :
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I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
2. BEKAAIRK :

I sh-4.2# etcdctl member list -w table

it 7 B
+ + + + + +
______________ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT ADDRS
| ISLEARNER |
+ + + + + +
______________ +

| 7a8197040a5126¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https:/192.168.10.9:2379 | false |

+ + + + + +

ﬁ o
Y NR E—ap SRR S T I =1 eted BT, R BR T R ERIBK Ao

3. BITUTHS, JUEFTA eted AR EHEE :

# etcdctl endpoint health --cluster
I

https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms

4. BTUT RS, RIEMA T RESLTHRFHIEITRA :

$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

| f—b‘['

I AlINodesAtLatestRevision

5.2.5. H ¥R
o (HEANSEMEL hook HTIHEIRI

5.3. B E
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5.3.1. X FRIERE

RMEVRE ST A B ER B4 T NI M OpenShift Container Platform SE8¥ A A8 B LD RAEE R ik &
WER, ENEER, EaiE

REREEEUT —PHE N T TRERRE N TR,

BE
RAERE EREE

S B — P LRIBERERE

YE—/MERM control plane E#l.

INREHENERME R — N LRI (Fla0, SEARIMERT —LXEER) , NIALUE
FAXMNMERAR, XBIEEEKRT KEZH control plane EHH G eted EER, BEHBELNE
Mo REBEEHITT eted 17, FAILURBX NS IRGERMRE B2 gIHR S,

WRER, ATEEILNEEMITHEIR control plane IETHIRE

Digk

==
[=]

E—NEREZITHREPIRE I MURTNEERNSERIAER, MAEERNRE.
XN AN S R FERfE A

EHTIRER, SR TFIRERERTEUT B R EHNTITNESER.

L

MR KRKZE master BT, BANA eted 7F, ERBUTSEEL—NTERERN
etcd B o

M control plane ik H 2t HIFE R TihkE

N control plane IEH BT HA, MR LMEAXANMERA R, Bl : HERIEBRER (ERER

24 INNTR) RIA T BB, MENERRARWRE, B, TURBUTSEMETER control
plane IEFHIRE,

5.3.2. IkEE— P URIBREFRS

N TREFLRBILFIBPRT, Bl CIRRRRED T eted BiE . BRFEEALRERLR
SRR

5321 X FREEHKS

BRI LUME A eted AR IRE BILAIFPR S, EUTERFATLUERXNAEHITRE -
o ERTFLT KL control plane EHl (hEZEX)

o EEAMBRT —LXBAR, UIREFERELE,
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gk

==
[=]

AP EEZTHRFPREI UINSER SEWA MR, MARENEE, XN
NAF R FERER.

INRITATLUFER Kubernetes APl fRSS5 2310 REHRE, NIARK etcd AT, BIERNIZE
FA etcd 1D ERE .,

RE etcd LR Y FHREEHLREBIZILEIHN—MNAE, BB imESSB R —NE 2, F1Th R0
Ko XS kubelet, Kubernetes #2125, SDN 12|25 F1HF A MBI HI 255 I M ZH AT H,

Y etcd FIRNB S A ERSEFRRBREER, AIgES 53 Operator churn, M52 Kubernetes API
AR5588. Kubernetes #22RE 2%, Kubernetes JAEFR2FH1 etcd B Operator R EMIS 5 eted
YRS R, XA RERBEF IR IERM AR,

ERIFIERT, ERTRESERFTAMSIRIEE, MHRESAEENRBIENS, EFEGHIE, UREE
WA IR 8 CA 4 E,

5.3.2.2. "k ERB—PLEINEHRKS
IMAE LUME IR eted &0 B IRE LIBTHOERHR S, FHIRE FE KR T AZH control plane EHAVEEE,

p= =1

INRIEHIEEHHE A control plane 12858, 1§25 H "Troubleshooting control plane Hl.2%
&'k T B % eted RE BT TR,

HE

RS LB, WAERR— z-stream Z1THRAFIRERH eted #5153, 180, OpenShift
Container Platform 4.7.2 S£8E 0 /IE A M 4.7.2 TR eted 515

FRFM

o B —/NETFIETM kubeconfig fEF 24 cluster-admin A&IA 7R, NZRERAM
'|‘§>RQ

o FAEME EHBIEER control plane £,
® SSH X control plane EHLE1A],
o TEME—FDHIKEM etcd IREBFNFS pod RN ED B K, ZBRAPMIIHRADITIFEL

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamps>.tar.gz,

BF

T FIEMRE control plane 17 m, AEEEI SSH EEHZ1EES pod, A LUE MR
EHUBHEAMIERE control plane Hl25,
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AR
1 EFE—NERERE VM control plane E#l, XZEEEEFZTRERFEIEN,

2. BIIEIEA control plane Tim (BIEME EWN) BY SSH %,
WSt 25 5NfE, kube-apiserver f$F55EV R, EILETEIF] control plane W, Hth, EiX
E— DM R R I EE DN eontrol plane EHHY SSH %1%,

5
MBS B RBIX NS, FFTEA control plane EH MR IKE 12, HIGT
SEMXANIR SRS B,

3. ¥ eted 10 B XEFHIEIRE control plane £ L,
LSRR BRI backup B (HHEE eted 1RIBFIES pod HTIR) EFIEIMRE control plane
FHL89 /home/core/ B EH,

4. FEfEMEM control plane 17 = E{F 1L pod,

% -
, BATREIERE EN EBIFS pod.

a. iR ARZ2MWE ENH control plane E#1.
b. iZfTLL TS, FIE etcd pod XM kubelet ;B ERAHFBH :
I $ sudo mv -v /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. HAUTMSIIE eted pod BB EFLLE -
I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”
MRINMSHHMERNZE, FEF/LOM, REEREE,
d. 21T T4, 1A kube-apiserver LM kubelet ;EH B XHHBH :
I $ sudo mv -v /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. BT TS EIE kube-apiserver B2 E E/Z1E :
I $ sudo crictl ps | grep kube-apiserver | egrep -v "operator|guard"
MRINMSHHMEHRNZE, BEF/LOM, REEREE,
f. AT AFRSIA kube-controller-manager X4 M kubelet 55 ¥ B H#HH :
I $ sudo mv -v /etc/kubernetes/manifests/kube-controller-manager-pod.yaml /tmp
g. BT T4 %L kube-controller-manager B2 2 S B 1E :

I $ sudo crictl ps | grep kube-controller-manager | egrep -v "operator|guard"”
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MRINMSHHMERNZE, BEF/LOM, REEREE,
h. ERALTAERSIAE kube-scheduler X4 M kubelet 555 B ki H :
I $ sudo mv -v /etc/kubernetes/manifests/kube-scheduler-pod.yaml /tmp
i. FERALLTHSEIE kube-scheduler 22 EEFLE -
I $ sudo crictl ps | grep kube-scheduler | egrep -v "operator|guard"”
MRINMSHHMEHRNZE, FEF/LOM, REEREE,
. EALUTRANT eted BIEE ZHBEITRBALE :
I $ sudo mv -v /var/lib/etcd/ /tmp

k. SN /etc/kubernetes/manifests/keepalived.yaml SX4E7F7E, BT ik, HRBUTS
PERAT -

i. ¥ /etc/kubernetes/manifests/keepalived.yaml XX {4 M kubelet 5 B SRR H :
I $ sudo mv -v /etc/kubernetes/manifests/keepalived.yaml /tmp
ii. HEREIEH keepalived FARRBEENEMARESEIFL ¢
I $ sudo crictl ps --name keepalived
REENIZNZE, MREFEEN, HFERILOHEBENNE,
iii. K2 control plane @& B4 EEM Virtual IP (VIP) :
I $ ip -0 address | egrep '<api_vip>|<ingress_vip>'
iv. XFEMRER VIP, T TaSEEMER :
I $ sudo ip address del <reported_vip> dev <reported_vip_device>
| EHMTEWRE EHNM control plane TN EES ST,
5. ViR & control plane E#,
6. tNR{FEM keepalived SFP##2, 1HXIEMRE control plane T REEHAE VIP :
I $ ip -0 address | grep <api_vip>

MBAAE VIP BB (UREHE) . MBVIP FELEIREFER, XIHHREE—12F
B,

7. IREATEEEENAIE, ERESSHT NO_PROXY. HTTP_PROXY#I HTTPS_PROXY
INETE,
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R

& L@ T & & oc get proxy cluster -o yaml i i EREELEHA, MR
httpProxy. httpsProxy#ll noProxy &% & T 1H, &S RANKHE,

8. £k & control plane EN LIZTIREMA, FHLHE eted &0 B RAERRE :

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/assets/backup
B ol

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

cluster-restore.sh A/ i 7~ etcd. kube-apiserver. kube-controller-manager #1 kube-
scheduler pod Bf21E, ABERE TR RIS,

MRELR eted EMREEFHT TR, MRS IETERT T =iZEA NotReady
7NN

9. IET mUBRENLTF Ready K,

a. BT TS

I $ oc get nodes -w
Bl

I NAME STATUS ROLES AGE VERSION
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host-172-25-75-28 Ready master 3d20h v1.29.4
host-172-25-75-38 Ready infra,worker 3d20h v1.29.4
host-172-25-75-40 Ready master 3d20h v1.29.4
host-172-25-75-65 Ready master 3d20h v1.29.4
host-172-25-75-74 Ready infra,worker 3d20h v1.29.4
host-172-25-75-79 Ready worker 3d20h v1.29.4
host-172-25-75-86 Ready worker 3d20h v1.29.4
host-172-25-75-98 Ready infra,worker 3d20h v1.29.4

FRE T R ER AT BB R B 1L 20 BN Al & HR .

b. MRAFEMT =4 TF NotReady IR, EFREIT &, FHFMEANT LB /varlib/kubelet/pki
Bk MHBRFRA PEM 3XfF, EALL SSH BT &, SX{EM web 12| & PHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>
pki B &=l

sh-4.4# pwd

Ivar/lib/kubelet/pki

sh-4.4# Is

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

10. ¥EFRA control plane EH_EEH kubelet fRS,

a. EREENHIZT :
I $ sudo systemctl restart kubelet.service
b. A EM control plane EH EES L F T,
. HERFLIEBIEHZERIEK (CSR) ¢

% worker T RBUEERE (M0 T mEERFSH =T HEM control plane T s ZHEK
MEEE) AeEEMAFLERN CSR, BB LS RPN ENFAE SRS,

a. BT T A HIKEN AT CSR FU5K -

I $ oc get csr

it N
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending
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©

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet

system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

w—ﬂ\ﬁ&ﬁiﬁ'ﬂ kubelet IB4% CSR, H kubelet BR %% &5 K,
Ko

b. iIZfTATF&HE, EE CSRIFBEURIEERT AN -
$ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

c. IBITLAT a4kt EEZ DN BE B node-bootstrapper CSR :
I $ oc adm certificate approve <csr_name>

d MNFRABENEE, BITUThIHEENERM kubelet IRZ5 CSR -
I $ oc adm certificate approve <csr_name>

12. WL control plane B4ZEENE B,

a. EREEN L, FERAUTHEIIE eted BEHREEMIZT :

I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

HiH Pl
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. EREEMN L, ERUTEHSEIL eted pod BB IEFEIZIT

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

INRIRER Pending, SEHIHAHIIH T ZNIERZITH eted pod, HFRFILDH,
RIGHE

13. #NRf{EMA OVNKubernetes %5184, E /&S ovnkube-controlplane pod,
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a. BT TS HIFRFFE ovnkube-controlplane pod :

I $ oc -n openshift-ovn-kubernetes delete pod -1 app=ovnkube-control-plane

b. FREUTHSIIEFAE ovnkube-controlplane pod B & EEHEE :

I $ oc -n openshift-ovn-kubernetes get pod -I app=ovnkube-control-plane

14, #NREA OVN-Kubernetes M4 1EH, EENE/SATE T | LB Open Virtual Network (OVN)
Kubernetes pod. #RLUTHEREFENT LB OVN-Kubernetes pod :

BE

BRBLLTIRFESS OVN-Kubernetes pod :
1 RS EEEN

2. HfbEEsIFEmEN (IRTA)

3 HtT =

FEF A ZAE A Webhook ATBESIE4E pod, HNSRIEAIN T &4+ HY Webhook, H
failurePolicy #%1X & Fail 8, NIE{]RIBERIELE pod, EITTERTRER KN,
A LLR T 1k 8 L BHIR SR ZFIMBR Webhook s faiX fiE . mINkE S
RS, ERILERE R Webhooko

A, B LIRS EEHRSHTIRE Y failurePolicy 1% &4 Ignore, FIHIRE %
BRAE, &R LUH failurePolicy 1% &/ Fail,

a. MiERALEEIEE (nbdb) Fm A EIEE (sbdb), f#A Secure Shell (SSH) 1 [7]1%k & EHF0F
&M control plane T/, Fiz1T :

I $ sudo rm -f /var/lib/ovn-ic/etc/*.db
b. E#/E5h OpenVSwitch fR%S. {#F Secure Shell (SSH) Viln]fim, FiZTUTHS

I $ sudo systemctl restart ovs-vswitchd ovsdb-server

c. IZITLL TS HBR T = LA ovnkube-node pod, ¥ <nodes Bt HIERBEE SN T mHE
Y

$ oc -n openshift-ovn-kubernetes delete pod -1 app=ovnkube-node --field-
selector=spec.nodeName==<node>

d. FAUTHSEKIE ovnkube-node pod BB RIZ1T :

$ oc -n openshift-ovn-kubernetes get pod -I app=ovnkube-node --field-
selector=spec.nodeName==<node>
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258

% o
pod FTEER E /L2 FT (A sk E /S,

BEMHBRFEF O EMIEMRE control plane ¥l23. EFOIENERG, KiH—NEIEITIR
A, etcd 2B B,

o MRGAAFEFNGRIEE, EAUGEASILREHNERNMERGEEHOE control
plane #lg5. MFERLER, HEH' ERILREATEEHER',

DIk

H
=

REHME SN B O,

o MRMELZITLRERFESWEMES, HHEMEMEA Machine API 8135, HRBLUT
HIRHIT -

DIk

=
RE M SN B O EALE,

S FRERFE FIEMZRN LNRNEZE, T2EHCE control
plane i85, MJ/ELZER, HSI" BRIV EHTE TR

a. NZEKM control plane EH 2z —KEXHL25.
E—PNIHRE R cluster-admin AP EERIERE, Z21TUTHS -

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e
stoppedﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running
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clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ X2 TFEKB control plane E# ip-10-0-131-183.ec2.internal B control plane
.25,

b.

TUTHS, HSRERFRXHRAFN—NHH :

-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ié,
| $ oc get machine clustername-8qw5I-master-0 \ﬂ

ﬂ HEKB control plane EHIERE control plane Hl25H9 & 5.

c. YwiE_E—% FOIEH new-master-machine.yaml X4, LD EHEHFMBRTLERN

T,

iz

ST LT i S HHBREEA status E4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. 3T T4, 9 metadata.name FEXC I EFR :
BIURRB 5 AR ERNEMET, HEERSERNT—INTBERE, EERH

H,

clustername-8qw5I-master-0 #2%} clustername-8qw5I-master-3 :
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apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. 2T ap 3K fbR spec.providerlD FE :

I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f

N—

|

iv. 2T T4, B metadata.annotations #1 metadata.generation % :

annotations:
machine.openshift.io/instance-state: running

generation: 2

_f—b‘

v. I5fTLLT 4, MR metadata.resourceVersion 1 metadata.uid =FE% :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. BT T4, MHBRZEKM control plane EHLEIHES :
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIEE control plane H.2389 & FF.

e. BITUUTRRRIENGZREEMER :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running
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f. 2T T %4, {#A new-master-machine.yaml 34462425 :

I $ oc apply -f new-master-machine.yaml
g IBITUToSRIEHIBREE S0 :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1

us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#TH1.2% clustername-8qw5I-master-3 R 02, FHIEF XM Provisioning 27
Running 7145,

BIEFVER TEEFTE /LD FAT A, HHLERKT sURLBIEHEBRIRSHES, etcd %2f Operator
HEshREY,
h. X A2 E ENHENEEKM control plane ENEE LS TE,

16. Hi AL T ABE X HEMRT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It 8 & R AR R AT AR Zh 3T B AL B FHHEH F%S pod.
7. AREENHHI—DERHOZIEEOF, Z2ITUTHSSHKE kubeconfig XX :

$ export KUBECONFIG=/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs/localhost-recovery.kubeconfig

18. 5l etcd EHTERE.
£S5 H %S kubeconfig XHFHIE—%imEE O, 217 :
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$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2ME—8, XFlE 2 Mt FIBRRE.

% eted 5£2F Operator HUTEFHERER, AT S FFBFER S bootstrap I B ARIFT
pod,

19. WAL TRBEEFRITFHAERT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
20. IEAILLZT UL T 4 R I8IE unsupportedConfigOverrides 2343 2 & 2 MK R AR

I $ oc get etcd/cluster -oyaml

21 WA T MRS BB ERTNEIT A,
E— PR {EHE cluster-admin B R REER, 5217 :

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& etcd B9 NodelnstallerProgressing K554, LUISIUERTE T RaE B0 FRIFHIETT A,
EEHRINGE, HHS 5 AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q AR, BFUEBITHRASE 7,

MERHEBELMET S, W2 TRNEITIERA 6 ; 1 M TR AEITIRA 7, XEKREEHDAE
HiTH, EFNLLWEER.

22. EERE eted [F, 4 control plane 3l HITHBIHE HERE., kube-apiserver SEHEM TR LE
FREBD, AN kubelet AR M EIDERIERET API RS 25,
E— N LimRER cluster-admin B R ERIEE, 15217 :

a. /7 kube-apiserver il {THTRIHEHH ERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

RUEFTA T RS EEHERITHEITIRA,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LKA T REE L FRIFIRA. EEHK
hiE, Hiti4 E< AllNodesAtLatestRevision :
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AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEITIREFSE 7.

MEHHEBEZMEITS, W2ANTHRNEITIRE 6 ; 1 N RABITRE 7, XEKEEH
BIEHITH, EFILDEEER,
b. IZITUL T4, N Kubernetes 1224l 28 B IR 850 FI T H RO H SR E -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

AT TS, RILAMAT RESEERESMBEITIRE

ey
$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEAE T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, SRHNEITIRETSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 DT RNEBITRE 7, XRKREEH
MIEdTH, FFNIHEEL,

c. z1TLUA T4, N kube-scheduler i fll i TH RO HERE -

ey
$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FERAUTHSLILAA T REE EERESMBEITIRE

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LA T REE L FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, SRHNEIIREFSE 7.
MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdtTH, FFNIHEEL,

23. WUEFRA control plane EHE B /B ShFMAEEE,
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E—PNXiEH{EE cluster-admin B EERER, 21TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-143-125.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

HWBRATE TEASERSE T RREROE ESEEE, §ESEM kube-apiserver 5 EME pod, X8
& OpenShift Container Platform 2444, #IE&EZR. Operator M1 =H4H K,

SEREITEARES RE, SAREESELLH, AR REEIRE MRS, B,
EE/S OAuth BRS525 pod B, 18 oc login 1T B IIE AT RET RS ENIE 3 T 1%,

Z B system:admin kubeconfig XX ENHFTHQ L, XNAEETF SSL/TLS &
FIRIEFES OAuth SR FDIIE, ERILUL H LT 64 S A b ST 1T B2 S50 -

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig

R LT a5 LU RSB EIER R P 4

I $ oc whoami

5.3.2.3. Hfth BTiR
o RN LRERAFBERIER
o GIEEZ2FEHILLEN SSH i/iA] OpenShift Container Platform SE5IF0 control plane 7 m.

o EULIEH control plane T &

5.3.2.4. ik EFAMFHRSH MR R

INRIEH OpenShift Container Platform £ FERE AP RN AR, SEMRSEEFHEE eted
N8B, BRIBERTE pod HIZ1THY Elasticsearch 8%, =& 7L StatefulSet ¥ RHIZITHEIEZE, M etcd
HIPHIRERS, A& ME OpenShift Container Platform fF TE M E MRS, B2, R etcd IRIBZIH
By, HRERIeTR T HA,

BF

BAMSE (PV) MARABHEREET etcd REBH—E89, M etcd IRIBIRE OpenShift
Container Platform &8585, FEXETEAEAIRER TN REBEIE, KRR,

BAF 24 B R S — LR B IR
o MySQL #UBZFETERH PV X RZHFH pod Hiz1T. M etcd RERKE OpenShift Container

Platform A FEESME RN EFHMENE L, BEFRREKIEEZITH MySQL pod, RE pod REE
ZEs. B AR EEEENERRES, AREHRE PV LIEMEFERFINRE XA pod.
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e PodPIERAB A, EMMEITR X, IRF— N pod ZETRY LEABERNS, NHIT eted Pk
S, pod PIHEETLIEIEMEL), RNBMAEMINEIT = Y, OpenShift Container Platform
HFARMEMMN, BEARSEIPBEE. KEXMERS, SUHMNTEY FHNE, LESTLE
TR X LM, A& pod P1FEILUS T,

o TEHUT etcd RIRE, TR FESKIFMH fpﬁiﬁ TIERBEEH. X5 BRI T X LZ IR CSI
IXEhFEFEK Operator THIEIEE TIE, BA T EF B INX LI ENFRF K Operator FRFRHE
ik,

o TELEMK etcd IREBIE, &M OpenShift Container Platform 7 sa RN E A L% . Local
Storage Operator &4 M /dev/disk/by-id 5 /dev B X EEHE PV OIBFFSHERE, XFE
REARER S BAN PV B BABEENL R,

BRI A, B

1. FhiHbRT A TR E R PV,
2. MK RIT s A IR RF 5 B e
3. P& LocalVolume s LocalVolumeSet % (15[ Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

5.3.3. M control plane it &3 HifIE R T IRE

5.3.3.1. M control plane IFF 8T HIME R TihE
LRI LUMITERBY control plane IFB B BhIRE,

BZ, ,u\mﬁiﬁﬁ}tt&ﬁiiiﬁ’] node-bootstrapper it % £15K (CSR) RIWKE kubelet ik, *fFH
FEBHENRE, ErRHEEHAERFLIER kubelet BRS5 CSR,

ERLLT S P RF 03B CSR -

Pt =
1. FRERZ AT CSR 55K :

I $ oc get csr

it N
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pending

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

Q —NMELERB kubelet BRZS CSR (TR BAMRE)
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Q — N FLL R node-bootstrapper CSR,

2. BE— D CSRMIFMAERUEITHRRTEN ¢
I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR B4 7R,

3. AEESNE M node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>

4. WFAFBENRE, WHES MR kubelet Fi55 CSR :

I $ oc adm certificate approve <csr_name>
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