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15 BRGRYE

1.1. BUILDS

FIE (build) BESMASEE A ERTRITRE, KIS TREASBSIRREER A TIZTH
%%, BuildConfig xR EEMIETIZME L.

OpenShift Container Platform {3 Kubernetes, MIJEEFLUIEBHRH NI XTI B HRER
registry,

BN REBHRMGFE, SEWENHA, STSREEIEEHRNEXR. WEIEBRICE. MK
BHRLHTR, URAGHENEARES. WESFERTERG, BEAZIEERRME, 0 CPUER
2. RNEFERE, URHESK Pod HATHfE,

OpenShift Container Platform R IR IR AT B Hr, BIIETIE APl PiEEM A L
FRIE, THIMERBREERE=M

e Docker fJEE
® Source-to-image (S2I) 4
e Custom &
EINERT, X#F docker MEEFD S21 F9EE,

PR A BRI REUA T A F AR ERESE (builder) o XF docker 1 S21 #8, HRKBIN RN TLEIT
BB, NTFBEEIR, ERI REMRRERIFEIEENEMED,

L4, AR AEEMRRIE RS E R TIER
o RrAER
o RFAERE

1.1.1. Docker F4

OpenShift Container Platform {# 3 Buildah M Dockerfile IR 2545 1&k. B X{EMA Dockerfile HER 25
BIEMELER, 1S Dockerfile & 314,

R

INRFEFA buildArgs #HXE Docker 1B S, 1ES M Dockerfile & X447 7 % ARG #1 FROM 404e]
RH,

1.1.2. Source-to-image %

Source-to-lmage (S2I) R—MATHEAEEERMNBRHENITE, R IFHNBAERERRIBEAR
R IFTR R E R AT 21T R, RGNS 7 2SR G (I9E3R) MLERNRNN, 9
A EC buildah run S fER, S2| XREIGWE, TTESHM AU FEMNETTIRT EWENTHSE.
1.1.3. Custom 4%

RABE IR RIERS, FFaxANRATLE XM MBI RNFEMRSHR, B AECHESR
Bifgk, "LEE ZRR,


https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/engine/reference/builder/#understand-how-arg-and-from-interact

15 ER GGG

BE UHERFBRERA THEIBZENEBRRESE, HIWNATFHE RPM KEXRGISRIIZH,

BE UG EEENGZETT, RNER TATHAFER,. REARFREFTENRMIA - F N
B Fi217 B E U EBINR,

1.1.4. Pipeline 12

BF

Pipeline i#5KB&1E OpenShift Container Platform 4 3, &F Tekton #J OpenShift
Container Platform Pipelines /7 B &3 B SUA R ThEE,

OpenShift Container Platform £ Jenkins S #5232, B A LURER Jenkins A 7
XHEEEILHE Y jenkinsfile, SHEFFHFETE Source Control Management R4iH,

M Pipeline HERSRBEES, FFR NS A LUE X Jenkins B8, 4t Jenkins BB iH MR, MERLLH
OpenShift Container Platform 535, HIRMERE, EAXNSEMEMERAIER.

Pipeline TYER7E jenkinsfile 7 X, HEZMAENWREES, FEE Git FlAEFRUHABNREE
51H.
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£ 2E THYERE
AR EN T, fJREE A A E BN E RIS,

2.1. BUILDCONFIG

R BN B MIERE L, UR—HINEMN QI EFIENARA S (trigger) . MWEREE@ET
BuildConfig & X, ©2—# REST &%, AN APIBRZ5356 POST Hh{d FA LLAI 2 E7 52451,

2R E =X BuildConfig BFYRHERL 2B RIS — L MR, RECRERZ, MRIRBH A,

RIBIEEFE R OpenShift Container Platform QN RRFHIA R, WRFEH Web 12518 CLI, &
B2 BEM BuildConfig, 3B RILABER o Bt T4, MREFMEFIIRRERE, I 7TH
BuildConfig FYZH A &R 9> & BT FR 2L 1 T BE = B AT &S Bl

LIF =45 BuildConfig £ B R B AR5 55 SRS AL 7= HT RO £ -

BuildConfig X &R 5E X

kind: BuildConfig
apiVersion: build.openshift.io/v1
metadata:
name: "ruby-sample-build" 0
spec:
runPolicy: "Serial” g
triggers: e
type: "GitHub"
github:
secret: "secret101"
- type: "Generic"
generic:
secret: "secret101"

type: "ImageChange"
source:
git:
uri: "https://github.com/openshift/ruby-hello-world"
strategy: 6
sourceStrategy:
from:
kind: "ImageStreamTag"
name: "ruby-20-centos7:latest"

output: @
to:

kind: "ImageStreamTag"

name: "origin-ruby-sample:latest”
postCommit:

script: "bundle exec rake test"

Q L& 2 08— 44 ruby-sample-build #%7 BuildConfig.

runPolicy F 2 MIL IR BC & O R BIKY B BE B R 1297, BAIAE N Serial, BEDFTHIRGZIEZ
7, MARRNZT.



SO0 ® 00

B2F TRMERE

IRA] LIS E 5 30 23 P R RO fil 4 2R B9 B R

source EB0 E U EIEIR, JRARBRAEEEMNHMAR, TLLZE Git FERREEFEA

&) . Dockerfile (MMAEL Dockerfile f4%) =X Binary (E= Z#HEI AN E) . TURNHEES
NE. FEIESHEMIRILIM SR,

strategy Z8 0 #38 A FHUTH BRI EREE, EaLIfELAEE Source. Docker 5 Custom 5
B, A{I{EMA ruby-20-centos7 B335k, Source-to-image (S2I) BTN ARFHE,

BN ARG E, TREHEZE output B9 ik TFi# )%,

postCommit &4 & L — ML EE hooks
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B3 E fEEmA
BTN EEEEHARBR, 77006 RHN AN RBEUERENERERS, ARINMAERERIME
O secret,
3.1 MR A

P AR BIRERRERNS, e LUER LT ATE OpenShift Container Platform Hiz 4R,
A HRILEINFEIIE

e X Dockerfile & .
o MIIBHEHIRINAE
o Git FfiE/E

o Tl (Ah) FA
o A secret

o BT {4 (artifact)

A LIE R NMIBPHE SN HA, B2, BTFREL Dockerfile A%, ©HEAESEMAEME
AR E H Dockerfile IS, ZiHl (AKHh) # Git FEZERE FHIHEIA.

MEARFEEMBERNEAN ARFEGRPREMERRFERNELERSELE, NEBEEEL
secret FHRAE X MIME, ERILUFERHEIA secret, AEBTHA B FHEAUEME—EH ARBIREN
BN ST,

FEIZfTHIRERS

L METFEBER, FEMAMARSBIATFEEH, flm, BHEA Gt FilERERETHEEXR
B, FERIEBREARGEEN BT BB XEHEITER RS,

2. METIEN B REXRE contextDir (BEIEE) .
3. NEE Dockerfile (BH) BEAHMBIEFH,

4. YETEFERMNABRHAHETE, # Dockerfile. BE X IEE2RZH 5 assemble BIAE|F,
XEKE, MEXZBAAEEEBIE contextDir 2 AHHARA,

UTRELTHSESTHHARE, UREIINMHASHUE, MEAXIAE LEMHARENESE
MER, HEHEMEARBEBNEENT,

source:
git:
uri: https://github.com/openshift/ruby-hello-world.git ﬂ
ref: "master”
images:
- from:
kind: ImageStreamTag
name: myinputimage:latest
namespace: mynamespace
paths:
- destinationDir: app/dir/injected/dir g



B 3= fIEMERA

sourcePath: /usr/lib/somefile.jar
contextDir: "app/dir" 6
dockerfile: "FROM centos:7\nRUN yum install -y httpd" ﬂ

Z e E BRI TV B kP IEIEE,
3k B myinputimage 89 /usr/lib/somefile.jar ZZfi&7E <workingdir> /app/dir/injected/dir /1,
M T VEBE RS2 <original_workingdirs/app/dir.

<original_workingdir>/app/dir FOIE T &8 ltWEH Dockerfile, HEBZEF/ZAMMNEMINE
X4,

o5 9® 9 —

3.2. DOCKERFILE jg

124 dockerfile (£, LEFERMRNB[EREE £, T4 Dockerfile B34, X ZAIB5EE Ak A
R ERME ; B, MRFHARFMEZENRBXHEE Dockerfile, ERMERATER.

JRE X2 BuildConfig #J spec S HI—EB5 :

source:
dockerfile: "FROM centos:7\nRUN yum install -y httpd" 0

Q dockerfile FEX 8 & E M EMNEL Dockerfile,

Hith BHR

o [hFEERBLEIAIRE N Docker SRS IR Dockerfile,

3.3. HRRR

BRI S A GEAERRRNINEM . MAGGRNSIAARSE L From 1 To Hifk B ire A48
A, XRHRETLUSIARRHEEMEGRRINE, EEAHEEN, DIR/—IHSIBEY, UEREE
BRI H B RNBEUARMAE E T XFERE SR E B,

IRERZE AU EEGGNNEMANIRE, BRGREN BREBE, WENIMEHR, FHREERN
XHEMBXEFIWERTIE ETXERF, X5REFEHEENTEREINBFEE. MRERBEL /L4
B, NWEHBXMAR, EFEENM EQRIZERES,

55 1% %1 A\ 7E BuildConfig 8 source & X I :

source:
git:
uri: https://github.com/openshift/ruby-hello-world.git
ref: "master”
images: ﬂ
- from:
kind: ImageStreamTag
name: myinputimage:latest
namespace: mynamespace
paths: 6
- destinationDir: injected/dir ﬂ
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sourcePath: /usr/lib/somefile.jar 6
- from:
kind: ImageStreamTag
name: myotherinputimage:latest
namespace: myothernamespace
pullSecret: mysecret
paths:
- destinationDir: injected/dir
sourcePath: /usr/lib/somefile.jar

B — DS D A BARFI ST BB,

N EEEEHR XA,

G VASRUN:ZE 3 0E e

MR YR R R AN R ST R AR B SR B 5
EMATBI A &RPERIXHILME.

REMEIE secret, INEEEIEF BEV FH A B &K,

Q90009

pa -3
INRIEHEEEE A ImageDigestMirrorSet. ImageTagMirrorSet =k

ImageContentSourcePolicy X §REBFEFE K, NREEFEALIRM registry WE2FH
pull secret, EABETEMNE RN pull secret,

FZ pull secret M5

INREHNFIEBE pull secret, BALUF pull secret HEFZIEBAAFERMRSIK . BRINERT, HWEMF
FA builder [RZ5MK . 1R secret B S5 EERM ARG EMEFERERNEIE, pull secret B EIRINEIR
B, B pull secret EEEIMBEERMRSIKS,, 15217 :

I $ oc secrets link builder dockerhub

5/ B E CRISHI 2 R T R b Thee,

HIF mirrorr registry FEIRE pull secret BIER

L mirrorr registry ARE9ET ABRIRET, t0SRH I build error: failed to pull image 52, &R LUFEH
AR A — R AR

o OIE—PHIA secret, HAPAESMERFRICEFASH miror RGN B R EIEER, X
Blrh, B registry R E mirror BIEIEGIE— pull secret,

o f#HMHIA secret ¥Fy BuildConfig % & _£B pull secret,

34.GITIR
RIS, MBSO BIKIURRH,

10



B 3= fIEMERA

IR IRIBHEREL Dockerfile, BIYEZE Git 7i%/ZEM contextDir 4 Dockerfile,

JRE X2 BuildConfig #J spec S HI—EB 5 :

source:
git: ﬂ
uri: "https://github.com/openshift/ruby-hello-world"
ref: "master”

contextDir: "app/dir" g
dockerfile: "FROM openshift/ruby-22-centos7\nUSER example" 6

ﬂ git FEX B & RAIIHNLIE Git £ URI (Uniform Resource Identifier), EAFIIEE ref FEXHY
ERZHEEN Git 3I1H, A% ref ATLLE SHAIIEH DX EM, ref FERMZIAE N master,

Q contextDir FER A EBR RN B FEEFWEERN ARFRAENINGIE, 0RNBREFA
FFEXAP, GALUERLFRBEMRAMIE RXHER) .

9 MR HATER dockerfile FE%, BN IZE28E Dockerfile WFEHH, XS BEEREMEEHRT
BETFTERY/E Dockerfile,

S0R ref FECEBRRIENIE R, NIRSUFER git fetch ##1F, A checkout FETCH_HEAD.

INRKIZMH ref (£, OpenShift Container Platform T/ 5[& (~-depth=1), X, X TFEHSHKINDX
(BEE N master) LRITIRMERBKIISE, XFEEEE THREMR, BFRRERENIRRTRIC
T BHITIEERMHZENEIAD ZHTEE git clone, 15T ref % B HEIADZHELF (40 main) .

Digk

H
[=]

ISR Git SEEIRAETL T HUTHIAA (MITM) TLS S5 S B8 A i IBE e
B, R IER IR,

3.4.1. FEKE

ISR Git F7ifE Ree AR F], E R EEER source B0 E L EFEAMAE, ER RS

BEEEFEAMHTTP M1 HTTPS KE, WA FEREZ LM, tHAILATE NoProxy FERHIEEARNIHITH
IBHE,

v -
B URI (A HTTP 5% HTTPS Wil ZF el LLIE & T 1,

source:
git:
uri: "https://github.com/openshift/ruby-hello-world"
ref: "master”
httpProxy: http://proxy.example.com
httpsProxy: https://proxy.example.com
noProxy: somedomain.com, otherdomain.com

1
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p= Y=
X F Pipeline SRE&IEE, EN Jenkins Git i HAEIRGBIBIZEL, Bid Git fwEEHITHMEM
Git #/FE8F~=F)F BuildConfig 1 7E X B HTTP sk HTTPS fXI2, Git fEHF(UFE A
Plugin Manager EI#R L Jenkins Ul HECEMINRIE, AfE, FEFMEESS, KEBEHSEH
F Jenkins REBS git IFTE R A,

HAth TR

o {RELATE JenkinsBehindProxy L EIH XAm@1T Jenkins Ul BoiE R IEBIERA,
3.4.2. JR7P& secret

FI32 25 pod /EVIIFIE L NIWEIRIVEMR Git %, RFEME secret IR ER pod R T BE T ]
BBRE VIR, PIAIFAE FEESER B ERINAIE SSLILBIEHE,

FTHEHUTERME secret iLE :

.gitconfig ST{4

BEAFHEE (Basic authentication)

SSH B S pIIE

A UER A A

% -
LA LUH A X A E SR B R EBIFE K,

3.4.2.1. HEHRRRE secret RINBIERE

]2 BuildConfig, OpenShift Container Platform RILLB shiEF HIRTEE secret 51, X4 MBI
EBNEAFEESI M secret FIEIESIETE Git FFHEZEHITE ML, MEFH—FEE,
EBHALINEE, S8 Git FiEEZIEN— secret R HITFE T8/E 1% BuildConfig By 22 8],

Itt secret B EHIZ% N build.openshift.io/source-secret-match-uri- F— N ZANERR, X LEFAEH
HE—NMEBES—HRMAR (UR) &EX, HE VT, 1R BuildConfig 27 % B R 5 secret 5l
FARAETR TN, FBEH GitJRE URI 5 secret sTf2FH) URI X LEL, OpenShift Container Platform
¥ B Z/1E BuildConfig & A X% secret B95| F,

FREH
URI R IEE :

o HMHMAREIE : *. git//. http:/. https:// 5 ssh:/

o —ANEM B —DERNENATIP M (F11%k) EZEMER %

o —NRE: /1 N/ (FEHSEEEFHHITLUIIE * FF)
EERABERAES, * FRFEINHZBEF,

12


https://wiki.jenkins-ci.org/display/JENKINS/JenkinsBehindProxy

B 3= fIEMERA

BE
URI BRI 5 /-FE RFC3986 M Git J& URI IEE2, AEE URIBEXNFIESHIE (HE
i) ZHi4,

a0, wNRERA ssh:/git@bitbucket.atlassian.com:7999/ATLASSIAN jira.git /E 7 git
Z6#% URL, MR secret i Ji¥gE N ssh://bitbucket.atlassian.com:7999/* (T3E
ssh://git@bitbucket.atlassian.com:7999/*) ,

'build.openshift.io/source-secret-match-uri-1=ssh://bitbucket.atlassian.com:7999/*'

I $ oc annotate secret mysecret \

i

IR secret 54F7E BuildConfig B Git URI IEfg, OpenShift Container Platform &RiE#F LA &% HY
secret, IXAILASEI FBIFRMIRHNERES.

UTFREERTHANEDIRME secret, F—NIEEET HTTPS 178 mycorp.com ZH T RIRS
2%, BIANEEXTARSS2: mydevi.mycorp.com #1 mydev2.mycorp.com HJiJ[A] :

kind: Secret
apiVersion: vi
metadata:
name: matches-all-corporate-servers-https-only
annotations:
build.openshift.io/source-secret-match-uri-1: https://*.mycorp.com/*
data:

kind: Secret
apiVersion: vi
metadata:
name: override-for-my-dev-servers-https-only
annotations:
build.openshift.io/source-secret-match-uri-1: https://mydev1.mycorp.com/*
build.openshift.io/source-secret-match-uri-2: https://mydev2.mycorp.com/*
data:

o FEALIT M4 build.openshift.io/source-secret-match-uri- ¥ 2R INEI T IEM secret :

$ oc annotate secret mysecret \
'build.openshift.io/source-secret-match-uri-1=https://*.mycorp.com/*

3.4.2.2. FEAIMNIE 7 secret

1Y sourceSecret FEX7RNNEI BuildConfig 8] source #8343, FHIHBIXE HEAIER secret &
5, FTLAFEFIRTE secret RIMNEIMEEEH, £4HIH, =Z basicsecret,

apiVersion: "build.openshift.io/v1"
kind: "BuildConfig"
metadata:
name: "sample-build"
spec:

13


https://www.ietf.org/rfc/rfc3986.txt
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output:
to:
kind: "ImageStreamTag"
name: "sample-image:latest”
source:
git:
uri: "https://github.com/user/app.git"
sourceSecret:
name: "basicsecret”
strategy:
sourceStrategy:
from:
kind: "ImageStreamTag"
name: "python-33-centos7:latest"

ke
X0 mT LUMEF oc set build-secret iy S 1EI G R E 1% B IR secret,

o EFIANERE LIXERTEM secret, IEM AT :

I $ oc set build-secret --source bc/sample-build basicsecret

3.4.2.3. M .gitconfig SXH4-BIIEE secret

IR &N RRRFEKIT (gitconfig X4, ERILGIBESSEH secret, MHERME builder BRS51K
, BRNINEER BuildConfig .

ik
e M .gitconfig XA secret :

I $ oc create secret generic <secret_name> --from-file=<path/to/.gitconfig>

Iy =
=)

#NR .gitconfig STAEHY hitp TR E T sslVerify=false, M|AILAK ] iVSSL %iE :

' [http]
sslVerify=false

3.4.2.4. M .gitconfig X R L Git Al secret

S0R Git RSS2 ERAXAE SSL # A A BMBEBE TR, SQARHER XHRINERZS, HiE
.gitconfig ST AR ANXTIE S SXHBI5] A,

FERFM
o BWINMBA Git Rk,
it e

FHIER SXERMBNREES, F1E gitconfig ST AR IEF XA4BI5] .

14
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1. ¥ client.crt. cacert.crt 7 client.key X4 RINEIN AR FERAEHY
/var/run/secrets/openshift.io/source/ B X/,

2. 7EBRS525HY .gitconfig XX, RN T I ATREY [hitp] #RS -

I # cat .gitconfig
it Bl

[user]
name = <name>
email = <email>

[http]
sslVerify = false

sslCert = /var/run/secrets/openshift.io/source/client.crt
sslKey = /var/run/secrets/openshift.io/source/client.key
sslCalnfo = /var/run/secrets/openshift.io/source/cacert.crt

3. B8 secret :

$ oc create secret generic <secret_name> \
--from-literal=username=<user_name> \ﬂ
--from-literal=password=<password> \9
--from-file=.gitconfig=.gitconfig \
--from-file=client.crt=/var/run/secrets/openshift.io/source/client.crt \
--from-file=cacert.crt=/var/run/secrets/openshift.io/source/cacert.crt \
--from-file=client.key=/var/run/secrets/openshift.io/source/client.key

Q A Git B 4.
Q LA PR,

BF

NTRBAINERE AT, FEEMEFIEE source-to-image (S21) Hitk., BZE, W
REAEAREEWHEE, BMANIIEE R MBI BEHETE,

Hth TR

o [ ARRFREAIEHH /var/run/secrets/openshift.io/source/ X445,

3.4.2.5. MRS E A BRI UEB]E secret

EXGREIEEE --username F --password H/HE, HEDEAAISHHREEE (SCM) RS2t
1T EARYIIE,

FRFMH
o ATFUIRAEFMEENR S RMEN,

it =

15
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1. 7£{8 M --username # --password i [F|FA B F(EFERTE SO secret:

$ oc create secret generic <secret_name> \
--from-literal=username=<user_name> \
--from-literal=password=<password> \
--type=kubernetes.io/basic-auth

2. ERATEROBEXRSFHEIL secret :

$ oc create secret generic <secret_name> \
--from-literal=password=<token> \
--type=kubernetes.io/basic-auth

3.4.2.6. MRS SSH BHB AR UELIEE secret
EHTF SSH HEAM B P IIEFEE SSH FA%A.

FhEE T EE AT $HOME .ssh/ Bx A, BEIANEFN
id_dsa.pub. id_ecdsa.pub. id_ed25519.pub =% id_rsa.pub,

AR
1. 4B SSH BEHHEIE -

I $ ssh-keygen -t ed25519 -C "your_email@example.com"

fH R A BIERTH SSH BEAS 53 OpenShift Container Platform J5i& #4749
. 2, RREARIE (passphrase) Ff, iHGHEEZ,

BIBFHA M - NAFKRAIFAET (id_dsa. id_ecdsa. id_ed25519 = id_rsaxz—) . iXFi
AL, EERRADIEEEE (SCM) REMFME T Binm L E A%, FARTFUIEMILE
T 22

2. TEfEF SSH AV M FAE FEFE 2 81, SThIR secret :
$ oc create secret generic <secret_name> \
--from-file=ssh-privatekey=<path/to/ssh/private/key> \

--from-file=<path/to/known_hosts> \
--type=kubernetes.io/ssh-auth

© it RIS AR RS B ENESIRE,
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T
TEOIEE secret BBkt known_hosts X RFEER S ZEFE A (MITM)
b=} =AU A

R known_hosts X EERERAEENFKE,

3.4.2.7. MRS UE B A VU OIEE secret

£ Git TefRRFHA R R EEM TLS IEBMAL N (CA) EEERET OpenShift Container Platform Efi!
iR, 1R Git RS B/EABFRIEPHBFE KT ESENTELNLERBIES, EAILGESEIE
T secret SREZEA TLS J 1k,

INRIEN CAIEF BN secret, OpenShift Container Platform &7E Git Fef&ig/Fid f2 Fd & K15 n) &
B Git lR%5%85. FRALLAERLER Gt SSL RIFERLE%, FEEZERNEM TLS iEH,

AR
5 CA IET XA secret,

1. WRIEH CA ERARENERIUL NI, 1EEFF ca.crt SXEFHFRAE CABIET, WAL Ta
I $ cat intermediateCA.crt intermediateCA.crt rootCA.crt > ca.crt
2. IBTLLT a5 K0 secret :

I $ oc create secret generic mycert --from-file=ca.crt=</path/to/file> ﬂ

ﬂ 1B E R BB ca.crt,

3.4.2.8. 8 secret H&

1R LUH B AT EBIRSEPE secret Q7 ERH B FERT K,

3.4.2.8.1. [ .gitconfig XHAIEE T SSH MG REIE secret

BRI LA E AR AT O8R5 secret LURBIFEMTE R, Hlan{ERA .gitconfig SXERIETF SSH #
B{RHHE secret,

FRFH
e SSH HA%IE

e _gitconfig XX

it =
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o Efff .gitconfig XHLIEBET SSH WEMPKIE secret, HHALU TS :

$ oc create secret generic <secret_name> \
--from-file=ssh-privatekey=<path/to/ssh/private/key> \
--from-file=<path/to/.gitconfig> \
--type=kubernetes.io/ssh-auth

3.4.2.8.2. QAT .gitconfig XM CA IEHM secret

B LA S AT ERRSE secret QI AERFBRENFTR, FIaNHESE T .gitconfig SXH4HF CA IEH
B Secret,

FERFH
e _gitconfig 34

e CAUEP

i =
o EQIREHAT .gitconfig X CAIEFH secret, EHAUTRS :

$ oc create secret generic <secret_name> \
--from-file=ca.crt=<path/to/certificate> \
--from-file=<path/to/.gitconfig>

3.4.2.8.3. M CA L P AIBEAX BB L secret
B LS ERTRMRTME secret QIR AEEFHRBIFENE K, AIINHE T EARFHEIUEF CALETH

secret,

FoRFM
o HABHMBIIEEIL

e CAUEP

P =
o EFMH CAILBOUBEKRERDKIL secret, 1EHALUTRS :

$ oc create secret generic <secret_name> \
--from-literal=username=<user_name> \
--from-literal=password=<password> \
--from-file=ca-cert=</path/to/file> \
--type=kubernetes.io/basic-auth

3.4.2.8.4. [ Git BEXHUIBR A PEIE secret

ISR LUHE AR RIRREE secret S AERGIRIENTE XK, FINEETEXSHINIEF gitconfig
X 4B secret,

SR
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o HEABHBIIEEIL

e _gitconfig 314

¥ =
o EfHF .gitconfig X OIBEARFBEIE secret, 1HMALLTHS :

$ oc create secret generic <secret_name> \
--from-literal=username=<user_name> \
--from-literal=password=<password> \
--from-file=</path/to/.gitconfig> \
--type=kubernetes.io/basic-auth

3.4.2.8.5. [ .gitconfig X4 CA IEBAIBE R FHKIE secret

BRI LUH S AR RIRREE secret QI AERBRIEMNEX, FINAEETEXRSHIIE .gitconfig
XHEFIEBI AN (CA) IEFE Secret,

FeRFH
o EARFMEIEEIE
e _gitconfig XX

e CAUEP

¥ =
o EffM .gitconfig X4 CAIEFHOUERERFHEIE secret, HRMAUL TR :

$ oc create secret generic <secret_name> \
--from-literal=username=<user_name> \
--from-literal=password=<password> \
--from-file=</path/to/.gitconfig> \
--from-file=ca-cert=</path/to/file> \
--type=kubernetes.io/basic-auth

3.5. Tkl (F#h) EIR

MA SRR E A B BN R 2R Binary REME, X FIHEM
#, BuildConfig.spec.source.type FXf N {E 7 Binary,

XFRABIARRE 2 WETF, B©NETEX oc start-build BIEE R mmANLAFI A,
=
THFRBEMEBEFTEMAR MG RGAR L MANE, RLTEBRA ZFFREWE, 0
iR ENA 2R, XERNTEEREZHEISUE, BEE, EITEM web 1ZHIE 55 =
KRB,

EFEAZHARIEE, BHEFERAUT®IiZ—HA oc start-build :
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e -from-file : {EENIXHABIF N ZHHEIR XL EIER, BLTLHEEXHH URL. RfE,
2R N BIEE MR LT R RE & S,

e --from-dir #l --from-repo : RAF TR, FHENZHEIRA XGRS RE, WERTHE
FTFXBERPRIFHERNE, EA --from-dir i, 58 s ERIBI 48 URL,

e --from-archive : IEENFEAXEIIESR, HEWESR L TXERPIRI. L%ET5S --from-dir
BT HER ; REXLEXRTINSHER X, ReELEEN L0BER,

FEEAFIEBEMIEEH

e #NR BuildConfig B4 X T Binary JREE, B©RBWMERIEIFBEEMME Fin A EHNR
';‘S“o

e 1R BuildConfig & . 7 Giti/REE, Nz RMAE, EH Binary # Git @B /FH, FH i
R PR A B SR BRI ER LA

BT LS HTTP 5 HTTPS AXM URL {Zi#45 --from-file 71 --from-archive, A Li#ExXH4 &, & -
from-file 5 URL 45 & AN, MESRE&RPXHBIZFE web ARF528 4 3%XH) Content-Disposition 71k
RE, MRIZILAEE, A URL BRNRE—NMERE, TXHEARXMEMEIE, hIEEE
FABE L TLS iE s E R uEBERHE,

&/ oc new-build --binary =true I, 1% n 4 IR HIHIT S Z R REXRIRRSI, R
BuildConfig £4 Binary JRE R, XELk#&E # Ik BuildConfig 12T MM —E M A% 2 A oc start-
build F1E A — --from LIS IR 5B H) = 3 5 $X 4R

Dockerfile #1 contextDir JRiL TN Z B EBRHEE Lo

Dockerfile I A SR Z#HIfy 8 R—EFE A, NREFEA Dockerfile B #HIF2EN, NERNBERTY
FRY P E Dockerfile IEF Dockerfile, N8R YF Dockerfile 5 --from-file S EE [FH, BEXHSH
%} Dockerfile, N Dockerfile BYE IS — 455 R HI(E,

MR B ZHFIREERINNEFENS, contextDir FEXMESMRENEMETMFESR, FEAEEXE, &
BRSENITHER I REREZFB X,

3.6. K A SECRET #0fi0 & 5t

BF

ZRAIEHIA secret MEERFNIAR HIEL R HBSH&RF, HER Docker 14
BIRE R E RIS FRE B

Bz, HWERRESEZIESEMEBBIRTE MK TR, (BEXAHEMXLEEBBRIERKEIES
R, MAETLIE X HIA secret F%i A BC & PRET,

Blgn, 1EEHE Maven 8 Java N ARFER, Bl E &S FAEH 71789 Maven Central ¢ JCenter B9FA
BHK, EMNZAERGTEE, BUITREUTHER :

1. BoiE 7 HE8Y URL AEREEIXER settings.xml X4,
2. WENXHHSIEFG, B0 ~/.ssh/id_rsa,
e, FNENARFHRERATFENEIL

REIR R E Java NERRE, BEALUFERBRMSGES SSL IEHERME /etc/ssl/certs B, UKk
W0 API BRSNS hE. T RNESUEE,
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3.6.1. 42 secret?

Secret M RABIRE T —FHLFIRRFERME SR, M, OpenShift Container Platform & F ikt E X
. dockercfg XHHMIEREMEEILSE., secret [FHREABS Pod 08, EoLUMERASEHER
secret [EREHIIBEHRD, RIELALUER secret 3 Pod HUITIRIE,

YAML Secret SR E X

apiVersion: vi
kind: Secret
metadata:
name: test-secret
namespace: my-namespace
type: Opaque ﬂ
data:
username: <username> 6
password: <password>
stringData:
hostname: myapp.mydomain.com 9

@ 5T secret MUHAIERLEN,

@ data FEERIHEERBIGAE Kubernetes IHARAERF DNS_SUBDOMAIN (EHIHISE.

© 5 data BRESFREERERB A TIRA base64 Hilid.

@ stringData B RIIR B IFIC Y base64, REAREIEINBHE data BRETR, HLFERERE
B, JXAMEREEH data FERE,

5 stringData BREY AR # K HXAO(E A 2E ST AR F RF ER A A

®

3.6.1.1. secret MEH
FERMEHE
o Secret BIEFALURIIFHE X k5I M,
e Secret HIBBHIGH XHTE (tmpfs) X#, KFREBETRL,

o sccret BB LUERBEHAHRE,

3.6.1.2. secret BRI

type FEXPEVEIEER secret BYBE R FRFI(ERVZETY, HEREAT A FomblE secret NRPHFER LT
o MRERBHITRIUE, HEMA opaque KRB, XthERIARKE,

IEEUT—FhR RS L R/NRS BRI, AR secret BUBREEEFENHEZT
e kubernetes.io/service-account-token, {ERIRSSIK - Sk,
e kubernetes.io/dockercfg, I .dockercfg {4 FRrEEHI Docker Eik,

e kubernetes.io/dockerconfigjson, % .docker/config.json X1 B FrrF&ER Docker Ziik,
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e kubernetes.io/basic-auth, SEAXFHIIFEEFER,
e kubernetes.io/ssh-auth, ¥2E¢ SSH B &P WIEFER,
e Kkubernetes.io/tls, ¥AEE TLS iE-F A HAEEEE,

INRAEHAITINIE, KB type= Opaque, XEKE, secret N BARFE &R (EHIEMIL]
E. opaque secret SBIFFE ALY key:value ¥f, SIS EEERE.

RE g E HMERE KT, 10 example.com/my-secret-type, iXLEIEIRIEARSS 2RI 0
FHIT, BRK secret WAIBERERESIZRUNRE/EEX,

3.6.1.3. B# secret

LIEDN secret BYERT, BDEHKIZITH Pod [FAM secret [EREWSI SRR, BEEREN secret, WAHRER
A pod FAIE—/N#T pod, TEELERT, EEGHERAM PodSpec.

B3 secret BESHBEN A RHGERNI/ER. EATLAER kubectl rolling-update 43,

secret 1 resourceVersion [ERTES|ANEE. Ht, MR pod JBEIHIREIN B secret, NIFAREE
E X AT pod B secret fR A,

BAl, TERE Pod AN A secret M RBIFTRIRA, #ZIRITH Pod ik & LLE

B, @IS T ERMFHIB resourceVersion B Pod, 1ELLERA], EH2EHIUAE
secret FIEIE, MM OIEEB TR LIRBIFTEIE,

3.6.2. 1l secret
IR0 secret, SAROIEBKEG T UL secret B9 Pod,

TE6IEE secret I :
o A secret BHEAIEE secret XK,
o FHT pod BIARSSIK 7 LASS 1B 1% secret,
o BIBLUMEDTEHXM (EF secretB) I IHAE secret 9 pod.

e
o ZM JSON 5 YAML X secret AR, EMALTHS :
I $ oc create -f <filename>

Bian, S LM .docker/config.json ST OB — secret :

$ oc create secret generic dockerhub \
--from-file=.dockerconfigjson=<path/to/.docker/config.json> \
--type=kubernetes.io/dockerconfigjson
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e SIS £ R E ) dockerhub B secret JSON HIA& FH QIR IZ N &,

YAML Opaque Secret X RE X

apiVersion: vi

kind: Secret

metadata:
name: mysecret

type: Opaque ﬂ

data:
username: <username>
password: <password>

ﬂ IEE— opaque secret,

Docker Bigi& JSON MXHHTRE X

apiVersion: vi
kind: Secret
metadata:
name: aregistrykey
namespace: myapps
type: kubernetes.io/dockerconfigjson ﬂ
data:

B 3= fIEMERA

.dockerconfigjson:bom5ubm5ubm5ubm5ubm5ubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cg

YXV0aCBrzXlzCg== @)

ﬂ 8T 1% secret {FF docker BRi& JSON 14,

g base64 44 Docker R i& JSON X4

3.6.3. {#H secret
B8 secret [7, ALLBIE— Pod EB|BIEM secret, BIKENAR, ABMKR Pod,

it 3
1. BIALL T 502 pod 3| FHIEM secret :

I $ oc create -f <your_yaml_file>.yaml
2. WAL TeHERRMAS :

I $ oc logs secret-example-pod
3. BIALT e BMiER pod :

I $ oc delete pod secret-example-pod
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Hn¥rR
o G secret BIEM YAML XERA :
OB XM secret B YAML X#

apiVersion: vi
kind: Secret
metadata:
name: test-secret
data:
username: <username> ﬂ
password: <password> g
stringData:
hostname: myapp.mydomain.com 6
secret.properties: |-
property1=valueA
property2=valueB

XHEEERREIE,
XHEEERREIE,
XHEERENFRS,
XH a2 RMHBIEIE,

- -

pod B YAML X#4-{#f secret BiRIEFTE D BIH

apiVersion: vi
kind: Pod
metadata:
name: secret-example-pod
spec:
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "cat /etc/secret-volume/™ |
volumeMounts:
# name must match the volume name below
- name: secret-volume
mountPath: /etc/secret-volume
readOnly: true
volumes:
- name: secret-volume
secret:
secretName: test-secret
restartPolicy: Never

pod B YAML X#-{# [ secret IRERINETE
apiVersion: vi

kind: Pod
metadata:
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name: secret-example-pod
spec:
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "export" ]
env:
-name: TEST_SECRET_USERNAME_ENV_VAR
valueFrom:
secretKeyRef:
name: test-secret
key: username
restartPolicy: Never

BuildConfig X &RM YAML X, AFENEZTERIET secret HIR

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
name: secret-example-bc
spec:
strategy:
sourceStrategy:
env:
- name: TEST_SECRET_USERNAME_ENV_VAR
valueFrom:
secretKeyRef:
name: test-secret
key: username

3.6.4. FnhEi A secret FNEC & &
EAMERESIEANEMEERE, MANERERZGI G, el YA secret #% AR B RET,

EREEFERT, WEREEEESIIEMEBEIEF 8E 1 naRHr &
BR TR, EaLUE LA secret #151 ABC ERLST,

FFHEIA secret FIEZ B IRET AR INEIIIAEH BuildConfig X R :

1. #05R ConfigMap *f RARFE, HMAUTRGRAUEE :

$ oc create configmap settings-mvn \
--from-file=settings.xml=<path/to/settings.xml>

TR, BEEIZERER

%3

= fIEMAERA

FIRFEHI B

XRUE—NEN settings-mvn WFECEMST, EF TS settings.xml SLHEHLISIARNE,
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7
AR LAN FALLTR YAML SR O 2 BC B AR ST -

apiVersion: core/v1
kind: ConfigMap
metadata:
name: settings-mvn
data:
settings.xml: |
<settings>
... # Insert maven settings here
</settings>

2. WS Secret W RAEFE, IEHMAUTORSERUED :

$ oc create secret generic secret-mvn \
--from-file=ssh-privatekey=<path/to/.ssh/id_rsa> \
--type=kubernetes.io/ssh-auth

XEBE—1E N secret-mvn BUET secret, HEE id_rsa FAHIH base64 JifH N A,

B
IR LA FA LA YAML RO EHi A secret :

apiVersion: core/v1
kind: Secret
metadata:

name: secret-mvn
type: kubernetes.io/ssh-auth
data:

ssh-privatekey: |

# Insert ssh private key, base64 encoded

3. [SBCEMETHN secret FRINEIFNA BuildConfig X &# source E 4 :

source:
git:
uri: https://github.com/wildfly/quickstart.git
contextDir: helloworld
configMaps:
- configMap:
name: settings-mvn
secrets:
- secret:
name: secret-mvn

4. E1£% BuildConfig W RAE S secret MECBEMET, EHMAUTRS :

$ oc new-build \
openshift/wildfly-101-centos7 ~https://github.com/wildfly/quickstart.git \
--context-dir helloworld --build-secret “secret-mvn” \
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I --build-config-map "settings-mvn"

TEFERERIE], MERITFENT settings.xml 7 id_rsa XS HZRAILAAENB XP, £
OpenShift Container Platform S2I #9288 5if& S, X2HRHNIIEE %, £ Dockerfile H#]
WORKDIR {548, MREREHMBF, 1EEE LHRI destinationDir :

source:
git:
uri: https://github.com/wildfly/quickstart.git
contextDir: helloworld
configMaps:
- configMap:
name: settings-mvn
destinationDir: ".m2"
secrets:
- secret:
name: secret-mvn
destinationDir: ".ssh"

1A AT LU A L T e S 12 02 5 BuildConfig X RATHSEBRE T :

$ oc new-build \
openshift/wildfly-101-centos7 ~https://github.com/wildfly/quickstart.git \
--context-dir helloworld --build-secret “secret-mvn:.ssh”\
--build-config-map "settings-mvn:.m2"

EXHMIERT, settings.xml XHEERRMENIEIMER /.m2 Bk, M id_rsa BHNRME
J.sshBE ¥/,
3.6.5. Source-to-Image &HB&

% F Source KBEES, FFAE LB secret #BE HIFEIXT /B destinationDir A1, #15R destinationDir
Bz, N secret RNBEIM IR FEI TR K4,

% destinationDir @ — MEXTEEEE, FAMBRBFHN, secret MEBIEARX TG TIEFE RMBERF,
MR RSB E R P TIETE destinationDir BEAHHRL BT, NEOEiIZB3., destinationDir FEIFFAE
Lk BREMTEE, BNELEHER,
= -
BN secret HUULBAE (%5 0666 1 [R) R, FHEEHIT assemble HIAFH
KNEWEMNE, R, ERHNERDPSEFE XL secret X, BERTFRLER,
e g h 2,

assemble A 52 5 g S & B i) A BC B RS,

3.6.6. Docker &g

X H docker ZEB&IT, BB LUEF Dockerfile H#9 ADD #1 COPY 154, ISmAE LI A secret FinZl
Rititgs,

WNREFH secret I87E destinationDir, I|3XH 8 HIE] Dockerfile FRIERNE—B XA, MNR[HF—1HE

SRR IEE H destinationDir, I secret & #IZI#8%TF Dockerfile fiIBRIIZB FH, X, secret X
Al Docker M ERIRVEEA, 1ENIEERRRERAMN ETXERH—ERD,
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51 secret HlEC EMSBIRA Dockerfile =l

FROM centos/ruby-22-centos7

USER root
COPY ./secret-dir /secrets
COPY ./config /

# Create a shell script that will output secrets and ConfigMaps when the image is run

RUN echo '#!/bin/sh' > /input_report.sh

RUN echo '(test -f /secrets/secret1 && echo -n "secret1=" && cat /secrets/secretl)’ >>
/input_report.sh

RUN echo '(test -f /config && echo -n "relative-configMap=" && cat /config)' >> /input_report.sh
RUN chmod 755 /input_report.sh

CMD ["/bin/sh", "-c", "/input_report.sh"]

BF

FA P N Z MR AN FRTE R BRI A secret, LUMBMIZEBEGZTHNRBRPTESEE
XL secret, 1B, secret MABEETEIIRMEINEFRNEERAEN, X—BRE
Dockerfile 2~ & —ER 5,

HIBAIEEIA secret M ERFHAR HIEM R LB RERTH TR RILBIRIRE,
THTE Docker MR SREGHRE RIS,

3.6.7. Custom ERE

8/ Custom ZRBERS, FRAE LHIHIA secret FECERLSTERAGI T /var/run/secrets/openshift.io/build B
SRR RISR . BE UBHGWIEMMERIXL secret FIACEMET, A Custom IREEH, &7
LIRER Custom ZRB& LI ATIRE Y secret,

ARG secret SHIA secret Z[FRBERAER, BE, WERFEERITURDENIHURRNG XN
B, BRIURTENEZRA,

B\ secret Ja% £ FI /var/run/secrets/openshift.io/build B X/, KBTS LR $BUILD 1
BTE (IERBHENR) .

HE
IR A 22 A F 1T R E1FTE registry B9 pull secret, FHESERIAfE A6 & 22 EFH pull
secret,

3.7. &R T4 (ARTIFACT)

BWAE/ oG SXH R EES, i, SB0E L — M2, iR hiEases, m
Java .jar K, B4ATTERURTE R RS,

Xt F Source HEFERE, W/11E assemble BIARP B AE LM shell 6% :

.s2i/bin/assemble 3 {4t
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#!/bin/sh
APP_VERSION=1.0
wget http://repository.example.com/app/app-$APP_VERSION.jar -O app.jar

.s2i/bin/run 34

#!/bin/sh
exec java -jar app.jar

XFF Docker FERERE, RiHii{EN Dockerfile #1®iF RUN 154 1 shell 85

Dockerfile &%

FROM jboss/base-jdk:8

ENV APP_VERSION 1.0
RUN wget http://repository.example.com/app/app-$APP_VERSION.jar -O app.jar

EXPOSE 8080
CMD [ "java", n j || llapp Jar.ll ]

ELEAR, BURFENIETERTXHAMAE, UWEETHNEFREEETF B BuildConfig 1 E LAY
IMELEEBE N, MANEEH Dockerfile 5 assemble 7,

IR LUEREARRAERE VIMEDLE -
e f{#F .s2i/environment X/ ({GEF T Source fJEKEL)
e 7 BuildConfig Ff Rk BLE

e f{#FH oc start-build --env @5 ERIRM LT E ((CERTF A BIFER)

3.8. ¥ DOCKER EitAFAERBHIKCE

&AL 3R .docker/config.json XX, EXHHBESFEEES registry WEREIE, X, &7
DU BB HEE B FAE B8R registry A, SIMEBEEGNRIEMFAE TR registry RRIEV 2R
R,

IREI LN R — registry RSN EMEERBEIE, SNPG CESERE T4 registry BERIEIE

% F OpenShift Container Platform B2 & registry, XA 2R ER, EHN OpenShift
Container Platform & B8 &4 K secret,

FINBERT, .docker/config.json XA FEMEBRH, HEBWNTHEN :

auths:
index.docker.io/v1/: ﬂ
auth: "YWRfbGzhcGU6R2labnRib21ifTE=" g
email: "user@example.com” 6
docker.io/my-namespace/my-user/my-image: ﬂ
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auth: "GzhYWRGUG6R2fbclabnRgbkSp=""

email: "user@example.com"”
docker.io/my-namespace:

auth: "GzhYWRGU6R2deesfrRgbkSp=""

email: "user@example.com”

registry URL,

nEZEBEY,

FAF &Sk B FHREA L,

fn 44 22 B RO RE E PR & B9 URL FOEIE,

0009

registry #3822 [A|B9 URL 41k,
IR L L SN RERER registry, HIER— registry FE L ENEME, HE, A LLBITIZ1T docker
login S5 BAKIERBRMBIL SR, MRXHEREFE, NSO,

Kubernetes 12fitSecret X%, A B TEFEEEMELD,

FRFH

o BJIA—A .docker/config.json X1,

¥ =
1. i ALL T 645 MAH .docker/config.json X0 secret :

$ oc create secret generic dockerhub \
--from-file=.dockerconfigjson=<path/to/.docker/config.json> \
--type=kubernetes.io/dockerconfigjson

XS4 R dockerhub BY secret B9 JSON #AG FHEAIERIZ N &,

2. 1 pushSecret FEX 7R INE BuildConfig 8 output 284y, F T NIECIERN secret
#r, L£#IFH dockerhub :

spec:
output:
to:
kind: "Dockerlmage"
name: "private.registry.com/org/private-image:latest"
pushSecret:
name: "dockerhub"

& A LUEF oc set build-secret v S EMEELE LN BEHEE secret :
I $ oc set build-secret --push bc/sample-build dockerhub

1A BT LASE push secret S92 ARBRSSIK S 53, MAIEE pushSecret FE%, %ﬁi}\'l ",
Fo 2 E A builder BRESMK T, M1R secret B 5B BRI HERNEMELEMNEIE, T push
secret X BEIRNINEIMES,
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I $ oc secrets link builder dockerhub

3. @7 pullSecret FE; (FEZRERE LHI—ERS) , MAAE BRI registry RIERIEIRR 2R
Bifk

strategy:
sourceStrategy:
from:
kind: "Dockerlmage"
name: "docker.io/user/private_repository"
pullSecret:
name: "dockerhub"

Ea LUFE A oc set build-secret i S EMEERE i BHIEY secret :

I $ oc set build-secret --pull bc/sample-build dockerhub

ABITE Source HEHE A pullSecret, {Bt5&EM T Docker FJEH] Custom 4
B,

L

RIA T LU pull secret BEEEIMEERAMRSIK S, MAIEE pullSecret FE&, BINERT, 1
2# M builder fRF51K . 10R secret @& 5 E MBI A REMEMEZELTRNEIE, pull
secret 2 BHIRMEIES, ENF pull secret FEEFIFRFERMIARSSIK T, MATEE pullSecret
FEE, HRMALTHS

I $ oc secrets link builder dockerhub

p= =1
& 77 BuildConfig spec FRIEE—™ from #il%k, FEEFIFALLIHEE. H oc
new-build X oc new-app 4R Docker SRBEI BT LEIE R T A RET I EIF4TIX
MR,

3.9. HEINE

5 Pod INEZE—F, ALEWRBIMEZE, EEA Downward API I AEMRRTE, FEIR
—LERINER.

&t LUEA oc set env S5 EE BuildConfig i 7E Y HIIMEL £,

PR FEMBIMEZEHER valueFrom 5| AR IR, RX#5IBAERESR AR
*ﬁ’o

3901 FEMEBFERFENAEDLE
A LGE AN RIER, £ fieldPath TMEZ 2R1EE B R EUEMFEXR JsonPath,
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pa -3
- Jenkins Pipeline SREE F X 154 valueFrom &5 FIMEL £,

Pt

o fF fieldPath IR EIRIXE N IEH BRI EERFREY JsonPath :

env:
- name: FIELDREF_ENV
valueFrom:
fieldRef:
fieldPath: metadata.name

3.9.2. {# [ secret fE B &
IRAT LM A valueFrom iE5%, 19 secret BOEE(EVE HEFRZ 124,

BF

A EEMER SRR SME P LU AE R B RE, BdfXMER, EFERHE
A secret FECERLST,

it =

o EIYsecret BFIfEARE, 15 IXIE valueFrom % :

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
name: secret-example-bc
spec:
strategy:
sourceStrategy:
env:
- name: MYVAL
valueFrom:
secretKeyRef:
key: myval
name: mysecret

Hb iR
o N secret FIHECE LT

3.10. IR% A (SERVICE SERVING) iF+ SECRET

ARSS FIET secret EEXIFHFEFMEBIEPHNE Ld AN AREF. cHXESEEATENT S
master 4 KR S5 2R IUE T AR

iz
ERTSERSHNBIE, HILERFERNERBRS LT/ BN RFEER SRR secret H,
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B 3= fIEMERA

o 7EARS Li%iB service.beta.openshift.io/serving-cert-secret-name 52, FIHEXBNEEH
F secret B9 FR,
G, &H) PodSpec IR secret, HER AN, B8 Pod Ri21T. ZIEHX REBARS
DNS £ ¥ <service.name>.<service.namespaces.svc 53,

IEBHZARE PEM &R, DFIZ657E tis.crt 7 tis.key 1, IF /BN E LA EIHRT B o0&
#i, 1E secret #J service.beta.openshift.io/expiry STfEhEE A, HME Xl RFC3339,

p= =1
ERZEEFH, RS DNS &#F <service.names.<service.namespaces.svc 1~ M4t

ERER ., <service.names>.<service.namespace>.svc WEER R EELENHIRSAE
&, BATEHRMEBEH,

Hith pod ATLUEERERBOIEANLES, XEIEF R NARE DNS 2ER, AEREA pod FESEHKN
/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt X BIE B A MK (CA) IHFEE,

LEIhEE % B E AR x509.SHA256WithRSA, EFahiie, 1EMBRERMB secret, X BIBHTHIIET,

3.11. SECRET PRl

HEMEA— secret, Pod ®E5|IAZ secret, AILLEIT =FARIF secret AT Pod :
o NEBTEINELE,
o FHEHE—IHZNBHLNBHHHE,
e TE#IHY Pod MBI &t kubelet 5 F,

BARE secret FHABHFIFEIREENXEBE AT RSP, imagePullSecrets {F ARSI [ secret Bz
SEAEIE A ZE A RIIFTA Pod.

LIEIRE S secret B XN, EMR{FEAREH secret IME— A 2BIRIIE secret BiR@TIUE, FHIE
ERINRBIALPREA Secret RAVMNTR, FEIL, secret BEIEKIEHEM Pod 2RI, HERIX—
SHRENRAEEESFERRSK S BE5EA.

Secret API X RIFBIEMBERG, ©iIREERRE—HZZEHE A pod B,

B secret WK/ RFITH IMB, X2 T BALEAIEATBERFER apiserver # kubelet WFHI KB secret,
i, BIBRERVNY secret LA REFER AT
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345 EEMERH

LUR/NTTR A T BRI R fy BB BT RO U BA.

4.1, F iR

{8 docker 3% source-to-image (S2I) REEMIERSEOIEFMBRFR, Hilkm EHRHEED B
Build #1#% 80 output 239 15 EHI B 2R IR registry H,

IR H KB Z ImageStreamTag, IR HEEEIZE MBI OpenShift Bif& registry FTEIEE IR IE T
PRIt MNRHIHZE N Dockerlmage, NI%iH 51 AR ZFFAME docker push #li&, HIEHAUEE
registry ; SRR EIETE registry, MIBXIAHN DockerHub, #18 Build MA&H output EBHZe, NIFgEELE
BRI RHEE IR AR

Hiti Bl ImageStreamTag

spec:
output:
to:
kind: "ImageStreamTag"
name: "sample-image:latest”

it B docker Push #4&

spec:
output:
to:
kind: "Dockerlmage"
name: "my-registry.mycompany.com:5000/myimages/myimage:tag"

4.2. HiHBRRINEL S

Docker 1 source-to-image (S2I) RSB X EMHFEEHUUTIMNEL S ¢

OPENSHIFT_BUILD_NAME Ak ey
OPENSHIFT_BUILD_NAMESPACE P B en 44 22 (]
OPENSHIFT_BUILD_SOURCE T EYIR URL
OPENSHIFT_BUILD_REFERENCE TR Git 518
OPENSHIFT_BUILD_COMMIT g rh A BYIRIR 3

A, ERAFEXRINEEE (FIa0, A S22 docker REETIREMIME L E) G2 HE&K
WRZESIRN—E D
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B 45 SRR

4.3, i BRI

Docker #1 Source-to-image (S21) MBI H & LIXBLATIRE ¢

3T
io.openshift.build.commit.author o Fh g A B IR IR 3T B 1E &
io.openshift.build.commit.date g rhE A BYRIR 328 B #A
io.openshift.build.commit.id g ERANRRERNERE
io.openshift.build.commit.message g EABRIRRBTH R
io.openshift.build.commit.ref RAPEER 2B A
io.openshift.build.source-location TR URL

&34 0] L& A BuildConfig.spec.output.imageLabels %15 E 5 N AR R BHENE N EGRNE
EMIRETIR,

BRI B E R

spec:
output:

to:
kind: "ImageStreamTag"
name: "my-image:latest”

imagelLabels:

- name: "vendor"
value: "MyCompany"

- name: "authoritative-source-url"
value: "registry.mycompany.com"”
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5 5 & (R ERES

IR TEXLT RIFHNEEMRRE, UREITHNERAE,

5.1. DOCKER #4/3&

OpenShift Container Platform {# 3 Buildah M Dockerfile IR 2555 1&k. B X{EMA Dockerfile IER 25
BIRMESER, 1HEMH Dockerfile & X1,

7R

NRFEF buildArgs #HXE Docker 1S, 1ES M Dockerfile & X4 7 % ARG #1 FROM 2047
R H,

5.1.1. & Dockerfile FROM 3%

& LU Dockerfile B FROM $#54 & BuildConfig X &# from S, 1R Dockerfile # A% [ EX
f938, &lg— FROM 155 VSRR E L,

AR
e ¥ Dockerfile B FROM #55 &t BuildConfig % &# from £%, 157 BuildConfig %I &
AINLLTIE -
strategy:
dockerStrategy:
from:

kind: "ImageStreamTag"
name: "debian:latest”

5.1.2. {f A Dockerfile &%

ZINBERT, docker #EFERAITF BuildConfig.spec.source.contextDir &g EM E FTXMIRE
THJ Dockerfile,

dockerfilePath FEX fo Vr i (E A R RIBIBR B R E AL Dockerfile, ZEREMEXNF
BuildConfig.spec.source.contextDir £, ©rRILAZAETFEIA Dockerfile E T4, 0
MyDockerfile, 7 L2 F B & Dockerfile BIE1E, #0 dockerfiles/app1/Dockerfile,

i =
o ZEIEM dockerfilePath 2%, LUFHAARRIMEEZEEELL Dockerfile :

strategy:
dockerStrategy:
dockerfilePath: dockerfiles/app1/Dockerfile

5.1.3. {#F Docker 152 &

EIMED 2R docker MBI FRFNEKRIRIRMER, B LAEMEEEM dockerStrategy & X A
IR =,
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XEE L BIMEZEF 0 H4 ENV Dockerfile 85 E#E AT FROMESE, LUMEMERE Dockerfile
HEIAIZZE,

DEEMBAFE GHREBENHESGT, Rt tatlE 2T ZEERNERRSEP.
B, EXEBEHEMZITAERMNBEE L HTTP K1 :

dockerStrategy:
env:
- name: "HTTP_PROXY"
value: "http://myproxy.net:5187/"

XL LUME oc set env G BEEMERERE LHINETLE,

5.1.4. 510 Docker @253k
&R LAE A buildArgs $4H3IZE Docker IES L, WESEISTEMES B %645 Docker,

Rx

1555 Dockerfile 5% X H B ARG #1 FROM #{ %2 H ,

it =

o EiLE Docker IHESH, 157E buildArgs FiRIN%E, ©HIT BuildConfig X&)
dockerStrategy & ., 40 :

dockerStrategy:
buildArgs:

- name: "version"
value: "latest"

==
, R # name # value FE&. valueFrom FE% _EH{E (X BE S R,

5.1.5. {8 docker HE#) Squash

#WHE, Docker IS Dockerfile HMEFIESEAUIE—1/Z. ¥ imageOptimizationPolicy % &
SkipLayers, FESFTAIES A FEIEMBRITEHEANZH,

it

¢ % imageOptimizationPolicy i%i& ) SkipLayers :

strategy:
dockerStrategy:
imageOptimizationPolicy: SkipLayers

5.1.6. E M ESE
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BRI UEHNES, hoTHWERFEREEREAIHHEEKPRENERUIFINGR,

MESRHIEWRNFENERER, NEEEREE. WESSHERATR, EENEETUREE
i AR AR,

BN ERR (BTHNEMPEZIEYE) EIh8E LS pod B KL,

SoREH
o MERNHIA secret. BEEMSHERIE BuildConfig K &R,

it =3
e 7 BuildConfig % &#J dockerStrategy & . H, HEMITELSARINE volumes HHA, 0 :

spec:
dockerStrategy:
volumes:
- name: secret-mvn ﬂ
mounts:
- destinationPath: /opt/app-root/src/.ssh 9
source:
type: Secret 6
secret:
secretName: my-secret ﬂ
- name: settings-mvn
mounts:
- destinationPath: /opt/app-root/src/.m2 G
source:
type: ConfigMap a
configMap:
name: my-config 6
- name: my-csi-volume
mounts:
- destinationPath: /opt/app-root/src/some_path @
source:

type: CSI m
csi:

driver: csi.sharedresource.openshift.io @
readOnly: true @
volumeAttributes:

attribute: value

Q00 #. H—wEs.

R, HEEHRAEIRER, STEEE . = B RS HERERNB R
22, /opt/app-root/src 21T % X #F Red Hat S2I BIRIKHIBAIA E B 5K,

mz\ﬁﬁa JEA, ConfigMap. Secret =% CSI,

OO #. RHNET,

@ iR, RGN CSI BMIEIER.
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F. XMEBIUEN true, RERIES,
Ak, IEE CSI BMEREMY. MEXFNEMHEME, 5 CSI BRI,

BF

HEFRE CSI IR EB— NG IhEE, AT IEERZ LG MRS EH
Hi (SLA) X%, BINBErIgeH AR, R HERET ERFEREN.
XTI ThBE R LA IR B i FTRThEE, HANKEF AN EBRIRERGE
Do

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

BF

HEFFRE CSI %EEJJ*IF_/\TE NEORTIIEE, HRTIIHEEAR Z L8 MRS F R X
(SLA) %%5, BIIeerlgeH AR, AEAHEEETERFERE], XLERARTIT
IheE R LAfE A F’?%Eifﬁﬁﬁ %ﬁE’JIﬂ , HENSREFLZMEBRERTE L,

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

HibFR
o FHEHIA
o HiA secret FED &M 5T

5.2. SOURCE-TO-IMAGE 4%

Source-to-lmage (S2) 2—MATFHEAESE4AHKMNARHENITE, cRIHNARFRAEIEAR
REGIFILRIFTEGRERTHEIZTNER, FHEGRE TEMEG (WER) MWEMERRE, Ha
#E2 buildah run fs S, S2I ZREDHIBWE, TEE N ALETFERKBTINST EMENTHE,
5.2.1. #4T source-to-image 18 &)

Source-to-image (S2I) AIMHYTIE EME, bRl ES N AL EMENEEFHITH,

Y=
o EOBRIBIE, IHOBENRIEE LHTUUTER :

strategy:
sourceStrategy:
from:
kind: "ImageStreamTag"
name: "incremental-image:latest" 0

incremental: true

ﬂ BEXFEENENGR, ESEWRFHEEKRIXY, DBEEREXFIT N,

WA (flag) #HIREZNIEENE, MRWERGERIHIEWE, IITRRK
1, BERKEI-XEFEE, BHIEEHER )R save-artifacts FIATIARAER I,
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Hi 5w
o MFEAXMALIBEZFIIEMBIWERFRIER, H5H S21 EX.

5.2.2. B= source-to-image #2355 (K1 A

IRA B S B2 iR IR LM assemble. run F[I save-artifacts source-to-image(S21)#IA,

P =
o EEEZNEBIEGIZMA assemble. run F save-artifacts S2I B4, HEA L FigfEz— -
o TENFHRERFREMER s2i/bin BXAH1RH assemble. run = save-artifacts B &,

o RMHBEMAMENR URL, F) BuildConfig % RABIZREEE LHI—ERSy, N :

strategy:
sourceStrategy:
from:
kind: "ImageStreamTag"
name: "builder-image:latest"
scripts: "http://somehost.com/scripts_directory" 0

ﬂ ¥ 221 F29% run, assemble #[ save-artifacts MiNFIEZE P, WMREFEERXLELT
FEMSFAEA, WEDTRRERXEHARBFEGRDIRENRZEIA,

§§§§ o
' fiIF scripts URL XX L5 FIRFHEZER .s2i/bin RESH,

5.2.3. Source-to-image IMEA &

AILLEE AR IME L SRS RSB, FERES : TMEXHF BuildConfig IME(H, &
FAE—AE RN E S/ AR RPN B R P EE.

5.2.3.1. fi/ Source-to-image J 344

FRERREEE, BUENARFRIEBEIMEE (B17—1) , AEREREMEHN
.s2i/environment XEFRIEEE]. WWXHEPIEENIELD EFF THES M H TR,

INRIIERF 08 IR .s2i/environment 3T, Il source-to-image(S21) &= TEH B2 HA [A] SLER L ST
XAV E X RITH, Eh assembe AT fEA XL E,

iz
f5lgn, 1EFIERHERIAIZEA Rails N FATER B VT 41

=

e 7t .s2i/lenvironment X #H 71N DISABLE_ASSET_COMPILATION=true,

PRTYFEZ A, IBEMIMELERTLUEZTHN ARFEASHRER, FiM, # Rails MARRE
development #& X JF production &= A /=50

e 7t .s2i/environment X470 RAILS_ENV=development,
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%5 5= AWK
ERBGRE D PR T ENERIFINE L ENTEIIR,

5.2.3.2. f$1 Source-to-image HEECE IS 15

IR AR BB B B sourceStrategy & XL HRIIIMEL 2, XEE LHIMNEL 2R/ assemble FIAH
THRREER, thRERBEEPE L, FEll1sERE At run BIATIN AREEFRIEDER,

A
o 4N, A Rails N BREFRE%IF
sourceStrategy:
env:
- name: "DISABLE_ASSET_COMPILATION"
value: "true"
HibFR
o "EINMEEORBTELENIES

o A LUEF oc setenv S EIEMERERE LHINETE,

5.2.4. 1% source-to-image JR XX {4

Source-to-Image (S21) X#F .s2iignore X, ZXHAE T EEWMBHIXHIIR, WEIEBRH
X (BEMEARIZE) &5 s2iignore LAFIEENXHLE, HFaiRMHY assemble A (E
.

5.2.5. {#f Source-to-image MIRAHE G| 25 &

Source-to-lmage (S21) 8 —M1EZR, T©RUEMISS BRRFRAEENREA, ERAIZITHIFNN B
2R IR IR

A S2 MEAEEERNBARGENERNREETARXARER. FANERGEREE, HIiEg
DERR, WEIREM S21 BiE, FeeillEmsiRIRHRER S2I tEE.

5.2.5.1. T f# source-to-image #&372
METRIEUT=EANELRTR, XETHRAGKNRANBERHERE
o &
e Source-to-image(S2I)IZ
o FEEERTIR

S2| £ B R EREERM Dockerfile fE N E— FROM 5%, A/, H S2| £ Dockerfile &4 %18
24 Buildah,

5.2.5.2. #{aI44E Source-to-image A

A LMFEREMRRBIEERE S2l A, REMAREMERFERFPHIT. S20 ZHFLMIRME
assemble/run/save-artifacts I ABIE, BRIGEN R TIFRERBXLENME -
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1. MERERIEENBIA,
2. JEN AR .s2i/bin BRI EIHA,
3. 7EERIAER S URL 3R EIMI7H A io.openshift.s2i.scripts-url i35 BIBHIA
Bk 18 EH io.openshift.s2i.scripts-url T MR EC B 18 ERIMI AT URAU TR Z — :
e image:///path_to_scripts_dir : F{&H S2| BIAFTAL B SRE4E5S B 1R
o file:///path_to_scripts_dir : E#1_E£ S2I BIAFTAE B SkRIAERT S 46T BR1R
e http(s)://path_to_scripts_dir : S2I BIAFR4L B 5%H URL

£ 5.1.S2I A&

-3 fed

assemble assemble AEMEBEREHEN BREFIM4, FSEMBEEGADBMELEF
RAIA, XNHAZRVEN, WEHANITERY

1AE  MEMETIH., MREXFIEEME, BRENE LT save-
artifacts.

2. BNRRFRBIEMENLE,
3. MENARFIH.

4. BIHREIEATIEFOMLE,

run run FIARHITENN BRRFE, X PMNHEAZRHEN,
save-artifacts save-artifacts BIZA WA A INR EEF B BRI, X PNHAR A%
B, B0 :

e ¥IF Ruby, H Bundler 2%/ gem,
e X[F Java, .m2 RE,

IXEEARFIT R MRS — A tar X, FEREEITRER .

usage &8 usage fiiA, RATLAEHIA - MAERERENER XMHAZ LN,
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-3 fed

test/run &8 test/run A, ALUGIE—NMIRERERERSTESTE, XMHERE
wER, ZHRENENITERR

1. MR,
2. BITHRGLUSIE usage A,
3. 1217 s2i build L%k assemble iz,

4. 7% : BRiz17 s2i build, LUEE save-artifacts #1assemble ff
ARREFEMIRE THIhEE,

5. JEITHIE, LURIENRN AREEEES T,

VLR test/run BIAKE 89S FATE R B BRI F 08 E
A , # test/test-app B%.

S21 ATl
LAF R S21 AR Bash 4iE. BNRBIEEEH tar RER S EI /tmp/s2i B3k,

assemble B Z :

#!/bin/bash

# restore build artifacts

if [ "$(Is /tmp/s2i/artifacts/ 2>/dev/null)" ]; then
mv /tmp/s2i/artifacts/* SHOME/.

fi

# move the application source
mv /tmp/s2i/src $HOME/src

# build application artifacts
pushd ${HOME}
make all

# install the artifacts
make install

popd
run fIZ :

#!/bin/bash

# run the application
/opt/application/run.sh

save-artifacts il &~ :
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#!/bin/bash

pushd ${HOME}

if [ -d deps ]; then
# all deps contents to tar stream
tar cf - deps

fi

popd

usage JIA :

#!/bin/bash

# inform the user how to use the image

cat <<EOF

This is a S2I sample builder image, to use it, install
https://github.com/openshift/source-to-image

EOF

L th BT IR
o S2lHROIBRHE

\

5.2.6. ERMES
SRS, B TRNRIR T BRI A SRR P IR BB H01E RV I UR,

HESRHIEWRNFENERER, NEEEREE. WESSHERATR, BENEETUREE
i A AR AR,

BN ERR (ZTHNEMPEIEE) EIh8E LS pod B KL,

SoREH
o MENHIA secret. BEEMSZHERIE BuildConfig K &R,

it 3
e 7 BuildConfig % & sourceStrategy & L/, HEMITESARINE volumes KA, a0 :

spec:
sourceStrategy:
volumes:
- name: secret-mvn ﬂ
mounts:
- destinationPath: /opt/app-root/src/.ssh 9
source:
type: Secret 6
secret:
secretName: my-secret ﬂ
- name: settings-mvn
mounts:
- destinationPath: /opt/app-root/src/.m2 G
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source:
type: ConfigMap ﬂ
configMap:
name: my-config 6
- name: my-csi-volume
mounts:

- destinationPath: /opt/app-root/src/some_path @
source:

type: CSI m
csi:
driver: csi.sharedresource.openshift.io @
readOnly: true @
volumeAttributes:
attribute: value

Q00 #. H—wEs.

R, HEEHmMETIRER, ETEES . = B RS WERERMN B R
22, /opt/app-root/src 7% X #F Red Hat S2I BIHRIKHIBAIA E B 5K,

mz\ﬁﬁa JERE, ConfigMap. Secret 5 CSl.

wz\ﬁ'% IRB9 TR,

@ W, REIEET CSI BMIKEER.

@ . X MERAE true, RHELRIES,

@ k. Init CSI BHERM, NFIZFHNBMERE, 1ESH CSI KEhi2FRIXHE,

BF

HEFRE CSI %EEJJ*EEF_/\TE MR INEE, HARTIIHBEAR Z L8 MRS F R X
(SLA) %%5, BIIeerlgeH AR, AEAHEEETERFERE], XLERATIT
IjJﬁEEJl«)UﬁFHF?ﬁ%iﬁﬁﬁ%ﬁﬁ’ﬂlﬂﬁ‘é, HENKEF LM ERIRER IR,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE R EH,
HinBR
o FIREIA

o HiA secret FEC &M 5T

5.3. CUSTOM &

RABE IRRIERS, FFax ANRATLE XM ST MRS RNFENRSH R, B A E R
Bifgk, ALLEE UIRIRE,

BE RS HEREHRA TR IRTZENEBRRER, HIM0ATHE RPM HEXRGHRENLZHE,

BE U HRESHENGZ1T, AR TAATHAAER, RAEAHFREHEENRIA A F N
R¥iz17 BE Y RITR,
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5.3.1. i/ FROM %t 1T B E L5
& LUE A customStrategy.from S Ei5~ER T BHE BN H K.

g7
e %i& customStrategy.from £ :
strategy:
customStrategy:
from:

kind: "Dockerlmage"
name: "openshift/sti-image-builder"

5.3.2. FBE XHEHEF secret

BR T AT LURINBIRR B F B 2R B AR AN AR secret 24, BE UEBIA AT A ESS Pod RIMER
secret 53K,

pri¥ =
o EMEAN secret HEIUFEAIE, ZniE FEBE YAML X 4R secretSource #1 mountPath % :

strategy:
customStrategy:
secrets:
- secretSource: ﬂ
name: "secret1"
mountPath: "/tmp/secret1” 9
- secretSource:
name: "secret2"
mountPath: "/tmp/secret2"

Q secretSource Exf SHEBRBIE R 2 A M secret BIB| A,
9 mountPath 2 B & X923 PN secret BIERR,

5.3.3. FAIMNELZEHITEE Ui
ZMETEREABE WEIREMER, SRR EN customStrategy & L HRINIMEL £,

XEBE WHINEL 8 L4517 B E U ER Pod,
i =
1 EXFEMEEAEAMBEE L HTTP /2 ¢
customStrategy:

env:
- name: "HTTP_PROXY"
value: "http://myproxy.net:5187/"

46



55 5 = AR

2. EEEMERESRE UHIMNEEE, HRMAUTHS :

I $ oc set env <enter_variables>

5.3.4. A B E LR K

OpenShift Container Platform BY B & M REE SO VTR E LM TR B MBI EIRERHGR. ST
SR ERER AR T, MPHE. JAR. WAR, A%RER ZIP A&, EEREE LRSS
Bitko

HE HERFHRERABIRZHENERRSNHEGR, ATHWEIGE, RPMHEMBRFR,
AN, BEMEESRATFEEAMT BRIGELTR, 21T HTsERN R Cl/CD .

5.3.4.1. HE X ESREE

AR, BE X IRFERHERATIME L EURRSATIIRIIEENER

xR 5.2 AEHEBRINMNELE

K5t

ZEHR

BUILD

SOURCE_REPOSITO
RY

SOURCE_URI

SOURCE_CONTEXT
_DIR

SOURCE_REF

ORIGIN_VERSION

OUTPUT_REGISTRY

OUTPUT_IMAGE

PUSH_DOCKERCFG
_PATH

50

Build ¥R & Y HEE R JSON, MR HIEBRERN APl A 1TEIE,
BRI LUIEM BB E MY B B RS LS % iE buildAPIVersion 544,

SEEEMRRIEIH Git FiE%E8 URL,

5 SOURCE_REPOSITORY #HEM{E. "TUEREHAE—,

EEETEMWENERN Gt FEENFER. RAEELET HIN.

ZHER Git 51,

B LA BT SR B9 OpenShift Container Platform master BIAR A,

R EH LTI B R registry,

PR BAR B B BRI 25 B 7o

FAFiz17 podman push Z{EHE 2R registry EIERIERER,

5.3.4.2. BE RS TR

BEREE N ERGBREEEE WEIRENEARANREYE, EWESRFGRNLIEENTOHENS
%, FBETE OpenShift Container Platform RNTL44ETHIEE -

1. Build X RE L BEERIRIMASBNIRELERER.
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2. IBITHEITRR,
3. MRWEBERN T HK, NEEEXINENHHMCE (BEEN) » @l ETEFEE
HALE,

5.4. PIPELINE #3%

BF

Pipeline i 5KB&1E OpenShift Container Platform 4 3, &F Tekton #J OpenShift
Container Platform Pipelines /7 B & B SUH I ThEE,

OpenShift Container Platform B Jenkins S #5232, B A LURER Jenkins A 7
XHEEEILHE Y jenkinsfile, SHEFFHFETE Source Control Management R4iH,

X Pipeline HEESRIEES, A ARALE X Jenkins B8, #t Jenkins E&EiHEMFER, MWETLIH
OpenShift Container Platform G327/, MiRHEE, EAXSEMEMMEREER,

Pipeline T{ERTE jenkinsfile F7E ¥, HEHERATHREEHR, HNEX Git FEZEFRHRFAWERE
51 A,

5.4.1. T f# OpenShift Container Platform &3&

BF

Pipeline i3 5KB&1E OpenShift Container Platform 4 3, &F Tekton #J OpenShift
Container Platform Pipelines /7 B &3 B SUA R ThEE,

OpenShift Container Platform _E# Jenkins SRk 5e 2, A AT LURIR Jenkins F
XHEEALHE Y jenkinsfile, SHEFFHFETE Source Control Management R4iH,

BITEE (pipeline) , A LUIRHITE OpenShift Container Platform %, EREFNME I EAYL T2
F. Bid45E#E A Jenkins Pipeline 1858, jenkinsfile #1 Jenkins % /i fE 1Rt OpenShift
Container Platform iS4 E18E (DSL) , ERILUAEMAZROIBSMEE. Whil, HBMHEAEE,

OpenShift Container Platform Jenkins R4

OpenShift Container Platform Jenkins B ff 4 E i 2 BB BN RS Jenkins EHFMIWERFR S,
FIRMHLLTIIEE -

e Jenkins FEIAME L FFZITOIEE,

MERR, BifgRir s BB MRS B SO AE Pod RAR.
o IANMRTE,

e OpenShift Container Platform Web 12414 R & &8 115 1,

=]

e 5 Jenkins Git &R, FEHEIF OpenShift Container Platform FE R3S B %5845 Jenkins
Git #&fH,

e 1 secret @FE| Jenkins FiEFRHE,

OpenShift Container Platform Jenkins 2/ {4
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OpenShift Container Platform Jenkins & Fimififf & —# Jenkins $&fF, SERMZ L. FE. £2EAR
18 Jenkins Pipeline 1%, LAMES OpenShift Container Platform API fRE 22 1TEBENR B, Z%iE M
f# A OpenShift Container Platform 85T L& oc, T ESMEHITHANT KR LA,

Jenkins & FmiE 4 IR EZE] Jenkins master £, XIEFBEERBIN AR B jenkinsfile # {5
OpenShift Container Platform DSL, f#f OpenShift Container Platform Jenkins £2{&i, BiALEFHE
g

%F F I B B9 OpenShift Container Platform B8, W/lfER Jenkins Pipeline fE2RE&, M IRBERAIAGE
AR A AR B 5K T8 jenkinsfile, {BthiRELL FEZE LI :

o EFEEHRHIMEK jenkinsfile FEX,

o MEEEFH jenkinsfilePath FE, ZFESIAZEF A jenkinsfile WAIE, ZAIBEMEXN FIR
contextDir,

Al 1%LH) jenkinsfilePath FEXIEEE M AN HIATR, HERZEEN TR contextDir, 1l
RABT contextDir, BN HEFMEERNRE R, WMRERET jenkinsfilePath, NIEKILH
jenkinsfile,

5.4.2. WE B ERMHE Jenkins 314

BF

Pipeline i3 5KB&1E OpenShift Container Platform 4 3, &F Tekton #J OpenShift
Container Platform Pipelines /7 B & B SUARIThEE,

OpenShift Container Platform _£BJ Jenkins S #5m2X#, A LURER Jenkins A P
XHEEEALHE Y jenkinsfile, SHEFFHZFETE Source Control Management R4iH,

jenkinsfile RV Groovy IEE L, RIFN N ARFENEE. MEMEZHITHEIES.,
IR AT OB AT —# A 1R 4 jenkinsfile :

o (I FRAMHFIEERBI M.

e {# jenkinsfile FEXER A NI REEBEH—ER 2.
HEAE—MNETIN, jenkinsfile RS EEUTEZ —HNBRERADEMEES

o EFH#ERBERT 4N jenkinsfile BT,

o Fi#ERIR contextDir iR B X T4/ jenkinsfile B9,

e &yT BuildConfig B JenkinsPipelineStrategy #$3#) jenkinsfilePath FERIEEN X 44 ; ik
i, MIEREAENFIR contextDir, TNEIANZREZERRE %,

jenkinsfile 7£ Jenkins X3 Pod £i21T, MREITHEA OpenShift Container Platform DSL, E#l
B OpenShift Container Platform 2 /7 it — i il 3T

b =
ERMH Jenkins XX, RETLL :
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o TEMEEIEFHRA Jenkins X4,
o HEMEERBHREAENESR Jenkins XM Git FEiEEMB| A,
BRARIE XL

kind: "BuildConfig"
apiVersion: "v1"

metadata:

name: "sample-pipeline”
spec:

strategy:

jenkinsPipelineStrategy:
jenkinsfile: |-
node('agent’) {
stage 'build’

openshiftBuild(buildConfig: 'ruby-sample-build’, showBuildLogs: 'true’)
stage 'deploy’
openshiftDeploy(deploymentConfig: 'frontend’)

}

B Git FEFE

kind: "BuildConfig"
apiVersion: "v1"
metadata:
name: "sample-pipeline”
spec:
source:
git:
uri: "https://github.com/openshift/ruby-hello-world"
strategy:
jenkinsPipelineStrategy:
jenkinsfilePath: some/repo/dir/filename 0

AI%ERY jenkinsfilePath F I EE FEAMXHF LT, HEEZRMEX TR contextDir, MREMET
contextDir, NIFKINNEMEENRB K, WMRAEBET jenkinsfilePath, NIEK1L jenkinsfile,

5.4.3. [FAIMEL 2117 Pipeline f9&

BF

Pipeline i3 5KB&1E OpenShift Container Platform 4 3, &F Tekton #J OpenShift
Container Platform Pipelines /7 & & B SUE R ThEE,

OpenShift Container Platform _£BJ Jenkins S #5m2X#, A A LURER Jenkins A P
XHEEEALAHE Y jenkinsfile, SHEFFHFET Source Control Management R4iH,

IR EIRMYS Pipeline WEIITEER, BRI LIEHERER jenkinsPipelineStrategy & X Hi7iN0
WETE,

EXE, MMEZERXENSIIREE RKBEM Jenkins ES5HISH,
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AR
o BENMEMBERFERANIMELE, JitE YAML X :
jenkinsPipelineStrategy:
env:
- name: "FOQ"
value: "BAR"

fBIA AT LAEFE oc set env T S BB EEE P E LHIMNEDL E,

5.4.3.1. BuildConfig #E22 21 Jenkins f£5 5802 [A] FIBR 5t

RABX Pipeline SRE&H A BRI R OIS EHT Jenkins (E5HT, HEEEFIEMIMNEL SRR E
Jenkins fESSBHUE X, HA Jenkins EFSHE LHIRINER REMEZ BB HATE,

£ Jenkins EF ARG ZE, DA LM Jenkins EHIBBEESFSRMEMSH, SBEHSHEEE
REEMNE LR EZMAR, FiXLE Jenkins {E55 B IIER, FHEEXLSH,

7 Jenkins £S5 B SR A TURE T AL ESH,

e HIREA oc start-build 537, NIREEFNIMNEEEER I ML EMTENSE, BE
Jenkins 6 A R SEEINERT BB ER R B, WEREEREAMEN.

o HNR{EH oc start-build -e |55, ] -e &IiHIEENIMELEEHEF L
o MRIB|EEREINEMLEREDIIHMIMEDLE, BSITFRINN Jenkins EHFSHE XL,

o 1RIE Jenkins A Xt SEMEZS B NS AT A B BN R 2R, MERBURGE
i1 oc start-build -e #§ EMEE ALK,

o HNRMER Jenkins #HIB /A5 Jenkins £55, ERILUER Jenkins =5 &8 HISHLE, FH
ARSI —ER 9

BUEEMEREETIRES I SHKMFA EIMED 2, XEEME LR DA 1/0
FHiRE Jenkins ZhFEEA R A BE,

5.4.4. Pipeline f5ZE %72

BF

Pipeline i3 5KB&1E OpenShift Container Platform 4 3, &F Tekton #J OpenShift
Container Platform Pipelines /7 B & B SUA R ThEE,

OpenShift Container Platform _£BJ Jenkins S #5m2X#, A A LURER Jenkins A P
XHEEEALHE Y jenkinsfile, SHEFFHFETE Source Control Management R4iH,

ABERINAAIE OpenShift Container Platform Pipeline, LAf# A nodejs-mongodb.json &%,
EREFN%E Node.js/MongoDB [ FHi2F,

it

51



OpenShift Container Platform 4.16 {#f BuildConfig #{THE

1. fllE Jenkins master :
I $ oc project <project_name>
EEEFANTIE, XA oc new-project <project_names> QIE—NFHIH.
I $ oc new-app jenkins-ephemeral ﬂ

MREFERFAEEFE, 15N jenkins-persistent.

2. FAUTASR, GE% 7N nodejs-sample-pipeline.yaml #9314 :

XfF A — BuildConfig %%, ©Y3# A Jenkins Pipeline SRE&RIE, ERE
¥ & Node.js/MongoDB =5 A2,

kind: "BuildConfig"
apiVersion: "v1"
metadata:
name: "nodejs-sample-pipeline"”
spec:
strategy:
jenkinsPipelineStrategy:
jenkinsfile: <pipeline content from below>
type: JenkinsPipeline

3. {£H jenkinsPipelineStrategy | BuildConfig XI5, &I {FMAMEL jenkinsfile &51E &M
(37N

FBIRBE NN AREFRE Git FiEE,

LLUF jenkinsfile W& {#EF OpenShift Container Platform DSL LA Groovy & 4
B, 1EA&fI4, iE#EH YAML Literal Style 7£ BuildConfig F @ & NWEAZA, BE
W =R FIREMEE PR jenkinsfile,

def templatePath = 'https://raw.githubusercontent.com/openshift/nodejs-
ex/master/openshift/templates/nodejs-mongodb.json’ 0
def templateName = 'nodejs-mongodb-example' 9
pipeline {
agent {
node {
label 'nodejs' 6
}
}
options {
timeout(time: 20, unit:'MINUTES') @)
}
stages {
stage('preamble’) {
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steps {
script {
openshift.withCluster() {
openshift.withProject() {
echo "Using project: ${openshift.project()}"
}
}
}
}
}
stage('cleanup") {
steps {
script {
openshift.withCluster() {
openshift.withProject() {
openshift.selector("all", [ template : templateName ]).delete() 6
if (openshift.selector("secrets", templateName).exists()) { G
openshift.selector("secrets", templateName).delete()

stage('create’) {
steps {
script {
openshift.withCluster() {
openshift.withProject() {
openshift.newApp(templatePath) ﬂ

}
}
}
}
}
stage('build") {
steps {
script {
openshift.withCluster() {
openshift.withProject() {
def builds = openshift.selector("bc", templateName).related('builds’)
timeout(5) { 6
builds.untilEach(1) {
return (it.object().status.phase == "Complete")

stage('deploy’) {
steps {
script {
openshift.withCluster() {
openshift.withProject() {

53



OpenShift Container Platform 4.16 {#f BuildConfig #{THE

def rm = openshift.selector("dc", templateName).rollout()
timeout(5) { Q
openshift.selector("dc", templateName).related('pods').untilEach(1) {
return (it.object().status.phase == "Running")

stage('tag’) {
steps {
script {
openshift.withCluster() {
openshift.withProject() {
openshift.tag("${templateName}:latest", "${templateName}-staging:latest") @

@ EERNBIRNER.
w%@'JEE’\ﬁEWE’\J%ﬁI\Q

55 node.js REE pod LUEI A HIZ 1T LSRR,
HLEEIXE 20 2B,

{5 R LR AR R M BR R B A

{5 AL AR PR M BRAE AT secret,

M templatePath 32—/ 375 FATERF.
ERREESWUTHRIE,
ERRLESWUTHREBE,

9009902000

IMREREDEAKTN, NIF $ {templateName}:latest 55 /& Fric 7 $ {templateName}-
staging:latest, stage (fEMIEE BuildConfig AJLL5#E $ {templateName}-
staging:latest Hif& BN, FHHEEEER stage REH,

LEBIER declarative pipeline XA&%WE, {B#IBH scripted pipeline Xig 5 232

o

4. 7E OpenShift Container Platform $£2f /1 (|2 % & BuildConfig :

I $ oc create -f nodejs-sample-pipeline.yaml
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55 5 = FFWERE
a. MREFEBTUESE, TLLETZETUT RS EMER Origin F i ERIRA
$ oc create -f

https://raw.githubusercontent.com/openshift/origin/master/examples/jenkins/pipeline/nodejs-
sample-pipeline.yam|

5. JBHEE :

I $ oc start-build nodejs-sample-pipeline

p= Y=
te4k, tBETLLET OpenShift Container Platform Web 24 & /55 EE, ALl

SnE Builds - Pipeline #89 F s it Start Pipeline, =X&1/j[7] Jenkins £l &,
BSMEERNEEFH = Build Now,

EEEYE, B ZERTBHRHITT LLTERE :
e 1f Jenkins fRS5 25 L OB T VLS,
o MREEFE, FHih—ME pod,

o EEHENHE Pod £i217, MRAFENE, NEEH master LizfT,

o

JH Rz BT 0B E A template=nodejs-mongodb-example T+Z AT A KR,

o

M nodejs-mongodb-example =ik 02— NN AR R EMAHEX KR,

o

{# F nodejs-mongodb-example BuildConfig /321145,
n EEREFFIWETEREMAL T,

o {#FH nodejs-mongodb-example BEH B 5 I E.

n EENEFIMETHREMEL T K.

o

MBI EEMI, 1 nodejs-mongodb-example:latest & 545 nodejs-
mongodb-example:stage.

o MMREEBFRE, NI pod MR,
P2y~
ML E B HITHI R AR TE OpenShift Container Platform Web 12l & &

BHET. BaLL@ &K Web #2518 F# S#1 2 Builds - Pipelines REEFE
\ﬁo

5.5. {1/ WEB #Z=#I& 70 SECRET
RA LAEM R ER B R0 secret, LMEE R LU R RAE 1268 4,
LA

=
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1 secret RMNBIMEEBES, LUEET LM OpenShift Container Platform Web 1£§& 15 R #A B 12 6i#
J#E -

1. QIE—N#89 OpenShift Container Platform T H,
2. QIB—EERTUIRFAERKEEEENZIEDN secret,
3. QIR E,

4. BB Im LTE Web #4]& 1 create app from builder image TIEF, XE&E
Source Secret,

5. mi Save,

5.6. /& FAHIEY (PULL) #0#3% (PUSH)

IRE LOB N EM R ECE X E pull secret K5 ARIEXEIFAA registry, HAEILLEITEE push secret 3K/H
FAH#ERE,

iz
J5 FAALEREIFAT registry :

o EMEEELE I E pull secret,
JE FAHEE -

o EMEEELE B I%E push secret,
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% 6 = {fiff BUILDAH B & M iE &g

£ OpenShift Container Platform 4.16 A, E#7 s Li%%E docker socket, iXEE, FNEERIEEE L
F3 B mount docker socket ET IR A 1E B & WA B H R E R A 1417 docker socket,

INRIEFZ I TIRERMBRMMEX TR, 151 Buildah TERINE B E RGP, HEAE UWEZH
hEAEREHMEEE R, LT 2UAER Buildah i217 B E U9,

FEREEMERBEEL A RMAELTAEENNR, EAERTRAPESERLEZ
TRVR IR S RPUTERICHS. LR85 [ AR AT 4% AR SR 7E 1T AT BE X SRAHE AT B B8
1§, HELRNURNAEERRF,

6.1. Fo R
o HEIMIRT B E LIENR,

6.2. QBB E UHETH
T T R PR A 1 SR R 1R

P =
1. MEBREF, FHEUTHRACIESL N Dockerfile B4 :

FROM registry.redhat.io/rhel8/buildah

# In this example, “/tmp/build” contains the inputs that build when this

# custom builder image is run. Normally the custom builder image fetches

# this content from some location at build time, by using git clone as an example.
ADD dockerfile.sample /tmp/input/Dockerfile

ADD build.sh /usr/bin

RUN chmod a+x /ust/bin/build.sh

# /usr/bin/build.sh contains the actual custom build logic that will be run when

# this custom builder image is run.

ENTRYPOINT ["/usr/bin/build.sh"]

2. ER—HB>, 2475 dockerfile.sample 893, WEXHFEEEBE LHREKE KR, HE
SR B R U 4 AR B

FROM registry.access.redhat.com/ubi9/ubi
RUN touch /tmp/build

3. ER—B3H, G/E2%7 build.sh B9, tEXH#EEBE LEBSITIFERTANZH

#!/bin/sh

# Note that in this case the build inputs are part of the custom builder image, but normally this
# is retrieved from an external source.

cd /tmp/input

# OUTPUT_REGISTRY and OUTPUT_IMAGE are env variables provided by the custom

# build framework

TAG="${OUTPUT_REGISTRY}/${OUTPUT_IMAGE}"
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# performs the build of the new image defined by dockerfile.sample
buildah --storage-driver vfs bud --isolation chroot -t ${TAG} .

# buildah requires a slight modification to the push secret provided by the service
# account to use it for pushing the image

cp /var/run/secrets/openshift.io/push/.dockercfg /tmp

(echo "{\"auths\": " ; cat /var/run/secrets/openshift.io/push/.dockercfg ; echo "}") >
/tmp/.dockercfg

# push the new image to the target for the build
buildah --storage-driver vfs push --tls-verify=false --authfile /tmp/.dockercfg ${TAG}

6.3. IE B E X EREK
&\ LUE A OpenShift Container Platform M B FI#EEEIE Custom REEHERANE E U ERRHK.

FRFM
o ENERTOBZHMAE RS EHRIFTEHIA,

i =
1. ENERTHEBE ERFERR BuildConfig X & :
I $ oc new-build --binary --strategy=docker --name custom-builder-image
2. NEEHEAPOIREE UWBHEERNBFH, 278 -
I $ oc start-build custom-builder-image --from-dir . -F

FESERE, #FEE YRR RSESL N custom-builder-image:latest FI5E R % Fh AO I
BAR A,

6.4. i B & B HR

fZRILLE L — BuildConfig &, ©IF4E&HER Custom R8-S B E BB EREHNITERNBEE LY
2T,

SeREH
o NHTBEE NMEREERE LFMELENHIA,
o MBIENEE LIERFR,
it
1. G847 buildconfig.yaml B9S24, 3 E LB B RO FHHITH BuildConfig X & :

kind: BuildConfig
apiVersion: build.openshift.io/v1
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metadata:
name: sample-custom-build
labels:
name: sample-custom-build
annotations:
template.alpha.openshift.io/wait-for-ready: 'true'
spec:
strategy:
type: Custom
customStrategy:
forcePull: true
from:
kind: ImageStreamTag
name: custom-builder-image:latest
namespace: <yourproject> ﬂ
output:
to:
kind: ImageStreamTag
name: sample-custom:latest

Q@ EETANEN.

2. BT T e 43K 02 BuildConfig 4 :
I $ oc create -f buildconfig.yaml
3. fE 4N imagestream.yaml B93C{F, IS E B BRI HOEBIR BT

kind: ImageStream
apiVersion: image.openshift.io/v1
metadata:

name: sample-custom

spec: {}
L IBITUA T e R R AR R -
I $ oc create -f imagestream.yaml
5. WIALLT e TiaTBE LM
I $ oc start-build sample-custom-build -F
EZATHY, BRETh— Pod RZITZ AR B E LR HKR. 1% Pod FiZTEXHNE

TE R BREE MR A O =AY build.sh 25, build.sh 24 Buildah 2 B E LR HE &S
#k A dockerfile.sample, A5 Buildah F#Tiki&#E%El sample-custom HEf&i.
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B 7 E TR EEFRME

DTNTRE T AXREXRWREBFU, SFEEIMBUENE,. % BuildConfig. kR

BuildConfig. EEMEIFIELUKRVIFEBR,

7.1. [R5t
fEaT UM H a1 B Il E fY B B & F 52 T 2,

it
o EFHIHINME, FHHWAUTHRS

I $ oc start-build <buildconfig_name>

711 EFTE
B LUFER --from-build 177, FEIEFHZITHEE,

iy =
o EFYEIZITHWE, HHMALUTRS

I $ oc start-build --from-build=<build_name>

7 1 2 /)IL{?EHU*@L E 10N
IRAI LIS E --follow Fr&, 7E stdout FREHFE R,

P =
o I stdout PFIHIEMHERRE, EMALUTSHS

I $ oc start-build <buildconfig_name> --follow

7.1.3. ER I EINR BIME A =
AT LIS TE —env T, WHBRNBEMFMENIMETE,

it =
o RIEEMBHIMNEELE, HHWAUTHS

I $ oc start-build <buildconfig_name> --env=<key>=<value>

7.1.4. ERRE DI

IRAI LGB EEHEREESE, MAKGT Git IRAIENSIER Dockerfile ; JRALLZ Git 5 SVN T
EBEHAR, HEBMEM—HATE _HE T, HELDE, XA LLET S start-build 5535

BT —RFEM
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T sk
--from-dir=<directory> EENEFHIFRELEI AR AR B,
--from-file=<file> 1B TE NS B NI R IR AR ME — ST R BN ST, ST IRTE 22 B SRR B oK

B, EXHHSRHIRE4ER,

--from-repo= 18 7E R VFM 3 Z Bl AR At 77 1 R RO BB AR RN --commit e LA
<local_source_repo> FERATHEND R, MEHIRR.

FHEMX LRI 1% RLA TR, ARFREMEEZFHBZLSANNRIRNE,

M E AL B RERS 2 LRBIR, RUILEMEGRE A LB RIS E
AR ECE 8 ERIR,
AR
o EMRNBEFMZERNYE, FHFAM Git FHENRBIENIE v2 AL, HRAL TS
A .
T .
I $ oc start-build hello-world --from-repo=../hello-world --commit=v2
7.2. BUH#

R LA Web 1258 30& 1 LA CLI 655 REUHITE,

it =
o EFHEUBME, HHAUTHS

I $ oc cancel-build <build_name>
7.2 BUES DM
ST LUER LT CLI fn S BUEZ MY,

it =
o EFYEUESMUE, HMALUTRS

I $ oc cancel-build <build1_name> <build2_name> <build3_name>

7.2.2. BUBFR B 198
EAILUERLLT CLI S DEUHIR R E R M AR,

it =
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o EEUHFTAME, HHALUTHS

I $ oc cancel-build bc/<buildconfig_name>

7.2.3. BCHAER S TR B E
BT LUEBUEA ERSTHRAEHE, I new =X pending A7, R ZBEEMIRS THEE,

it
o EEUBATERESTHMRMENRS, HHALUTGHS

I $ oc cancel-build bc/<buildconfig_name>

7.3. % BUILDCONFIG
ZUHERE, E9LUFER Developer AR Builds Y& A # Edit BuildConfig 12E,
7] LA F LA E— L& 448 BuildConfig :

e Form fLE RITFEMEMAINERAFEME LES T BuildConfig,

o YAML R f¥r &% BuildConfig, FTTL&iLHI#E,

BT LLTE Form view #1 YAML #E[E]E0#, MAEKEMEIE. Form HEFIIEIERZ HE YAML F1
K, RzIFA,

AR

1. 7£ Developer #1f ¥ Builds MK/, sRfiZH sk# & Edit BuildConfig %77,
2. =il Edit BuildConfig LAZ & Form view j%£0,

3. E GitEod, HIABERRECENARFENARIEERN Git F4EZ%E URL, X1 URL RESEL
1k,

e % : fii Show Advanced Git Options £ NiEE, FI40 :
o GitReference, ATHEESSLEARMENARFHABNI X, IIEHIRR.
o ContextDir, BFHEEQESEERARMENARFHRENFE.
o Source Secret, AIZ—MEFARXRMLEFEERIURRHAEIERN Secret Name,
4. 7£ Build from BB Fh, EEEIRE MARRE BRI, AT LAfE AR LT

o HHERNE SIRAEGBRRMIMENG R, MATEMIBFAMXIINMENTIE. BHIER

o HiFRHR 3| RAEGBRRMGGRETNGE R BALTEMPRNFEGRREER. A4, ot
ABMRXRMTIE., BHRRAIRE.
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e Docker Bit& : @it Docker 5§12 1£% 8| Docker Bk, BAZEF AR, B HRFR
%, LBIREEH#ERINME,

. Ali% : 7£ Environment Variables £33/, {#F Name #1 Value FEX RIS Ui B RELHIIALE
2, ERMELZIEDLE, EFH Add Value 5 Add from ConfigMap #1 Secret.

6. Ak @ BI—FBENNARRE, HEAUTSRE

Trigger

o 2R R IR B U R 2 S BRI MR, 5= Add Trigger 71%5% Type #1 Secret ERMNE LA
250

Secrets
JN RN secret, s Add secret Fi%£F¥ Secret #1 Mountpoint R IIE % secret,
R

Fifi Run policy BUSEIEIEIZITEREG, ATLSRIERE MIYEECE OB BRI R 4 52 17 B
o

Hook

15 Run build hooks after image is bunt DB RN 2T S F RIS SR, R0
Hook K&, w4 1 S8, LIWIME &%,

7. H; Save LMRTF BuildConfig,

7.4. % BUILDCONFIG
& w] LA A LA T 605 & PR BuildConfig.

¥ =
o EJjiik BuildConfig, iHHMI AL T®S

I $ oc delete bc <BuildConfigName>

X AMERMIL BuildConfig SLBIMEBIFR B 14,

o Efif& BuildConfig 7% M BuildConfig F#1141L IR, EMALUTHSEIEE -
cascade=false F57& :

I $ oc delete --cascade=false bc <BuildConfigName>

7.5. EEMRIFIE
AT LUE A Web 121 &5k oc describe CLI i 5 & B EIF1E,
XRER, afF:

o IR,

o FEEEREE,

o HiHERIM,

o BT registry RHUHRTEE,
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o EMAIEAR,

IR A A Docker 5% Source %1%, Il oc describe A aiF A FHENRIEITTHEXER, SiF
B ID, F&. BTEBMEESE,

ik =
o EHEFMEFERE, HWALTHS :
I $ oc describe build <build_name>
7.6. VilRli BB &

R LA Web $2HA3E CLI ViR,

it =
o REHEMAMEBRREAHAR, WHWAUTHS

I $ oc describe build <build_name>
7.6.1. 1/|r] BuildConfig BHi&
& LS Web 2§ & 3% CLI 1iiA] BuildConfig H &,

¥ =
o EHi BuildConfig WERHTIEMNB®R, BHMALUTSHS :

I $ oc logs -f be/<buildconfig_name>
7.6.2. Ui [A] 45 TE AR A EE#Y BuildConfig &
1RA] LU A Web #2245 & 3% CLI 177 BuildConfig B944 TE AR AF4 32 89 B 75,

i =3
o ZHiH BuildConfig FI%G EMAMEMBRE, FHMAUTHS :

I $ oc logs --version=<number> bc/<buildconfig_name>

7.6.3. B A BEIFERERE

& A L% % BUILD_LOGLEVEL #1572 24/ BuildConfig # sourceStrategy =k dockerStrategy 9
—&RS, SREELINE NIFAIA I,
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k

= -

EIE A A LLBT ESE env/BUILD_LOGLEVEL, HZE4 OpenShift Container Platform =&

WU&%%U\E’JWLL#EEEQ LEECIME AT LLBIT 7245 R BuildConfig 18%E

BUILD _ LOGLEVEL kEE, BILLRATE --build-loglevel 1%3#45 oc start-build, 7E6
BITHR N HEIHRIEE AR ESNES.

5)?\*@@5"]31 AH /L.\QZUJIJ ﬁl] T

0% H 21T assemble AN RZHHIL, UKRMABRREIR, X2MIME
1% ERAXREHUTHRBNEXRER.
2% A XEHUTHRIIERFANES.
3% ERAEREHITHRENFERFMANER, UREFHABHIIR,
4% BRIERS 3 JHERMNER.
5% ERU LT R BERRERSR, HHLRM Docker #XBE
it =

o EEEENIFMMEIL, 5%7% BUILD_LOGLEVEL ¥f15725 2 /F ) BuildConfig #
sourceStrategy =X dockerStrategy B—&B 4% :

sourceStrategy:
env:
- name: "BUILD_LOGLEVEL"

value: "2" ﬂ

ﬂ R E R AR R B S,
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5 8 E M X MBI &

LU /NT R 7 4Nl SR FAFT 2 hook AR A F R FE AL 2

8.1. F 2R A 25

1£7% X BuildConfig I, &R LATE S f % 233k 5 N 14312 1T BuildConfig FIEAE, AT R ERfL % 2540
T

e Webhook
o HREN
o FLEREN

8.1.1. Webhook fit % 25

Webhook fif % 23:@11 & %1% 3K Bl OpenShift Container Platform AP i s S il & Frit e, e LUER
GitHub, GitLab, Bitbucket =i Webhook 3R S ixX Lfit % 25,

B#il, OpenShift Container Platform Webhook X Z#HF&FHETF Git R EIE RS (SCM) BEXSE
HRRRRRA, FiEHMEHREERRE,

AN EBHEE RS, OpenShift Container Platform control plane EHBIAE GRS 25| HARE 5NN
BuildConfig #8993 % 5| AL, WRITE, ©LiE OpenShift Container Platform HE#) Webhook
EHPILKBAYIIRREI M. MRAFEER, NARAA -,

oc new-app #1 oc new-build & B zhIE GitHub i@ Webhook il % 23, {BHMATE
B9 Webhook i\ 22 EB0 F 5NN, & AT LURIT % Bl 4 28R FohR A 4 25,

%I FAA Webhook, &7 %N WebHookSecretKey BUS# E Y secret, FHEEERHA Webhook
FTEIRMAIE, R/, Webhook & YV ABI A% secret, secretflf{R URL BOME—M, Bh bl A fl% 1
B, BIERNS Webhook 17 B HR [A$Z LAY secret 1T ELEL,

fian, LhALbE9 GitHub Webhook 28 %% mysecret B secret BI5|F :

type: "GitHub"
github:
secretReference:
name: "mysecret”

1Z secret IE XN T, SFEE secret {ERH base64 4wld, il Secret ¥R K data FEXFTE K.,

- kind: Secret
apiVersion: vi
metadata:
name: mysecret
creationTimestamp:
data:
WebHookSecretKey: c2VicmV0dmFsdWUx
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8.1.1.1. FREZEF B K UERI A F & INE] system:webhook A4 E

ENEHEIEA, EAILUNRE® & ZEREREZEFHIUERI A FRINEl OpenShift Container Platform A
B system:webhook & B4iEH, system:webhook & &4IE fVF A R FEH OpenShift
Container Platform S{A45IEAHIBIA BB RGNS E, BINERT, RESHEIERIRE P TEVIFII A
AEYE, X2 4.16 Z BRI OpenShift Container Platform iR ABIZ5 k.

FERREFHWIEAA T RINE system:webhook AGHE, FREMINARA M GitHub, GitLab 0
Bitbucket FFIEE,

MREFBEARATREFMEIENBA SR, BB FRESGEIENA RN S FEmAZEE
B system:webhook & B4 ERTARILIEE, XN AELFREZFMIUER A - RINE
system:webhook £ A B ERLZE, BE, MREHEKREMBZEH, TLUFRZESHEIEMA R
HNZE system:webhook 5£EABHER, LA ERXNFERNAEIMAEMAZENA,

H e
FEAERREBMIILRITIFR, AR RENMNT 2K,

FeREH
o ATLUFAEA cluster-admin BE&IAE iR EE,

e B% %k OpenShift CLI(oc).

it =3
1. 4247 add-webhooks-unauth.yaml 8 YAML XX, FHRMUTHREA :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: webhook-access-unauthenticated
namespace: <namespace> ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: "system:webhook"
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: "system:unauthenticated"

Q BuildConfig F#y 4 22|,

2. IBTUAT e ok FAERE -
I $ oc apply -f add-webhooks-unauth.yaml

Hi 5w
o REFMITIEMHNERAGHE
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8.1.1.2. f§if GitHub Webhook

%ﬁﬁ%fé%ﬁﬁ GitHub Webhook M GitHub ZHEBAA, EE AL SR, BgisE—D
secret, B EEIEBE Webhook FT1R{#45 GitHub B9 URL F—ER 4

GitHub Webhook 7 X 7~ :

type: "GitHub"
github:
secretReference:
name: "mysecret”

Webhook fii % 25B0 & H {# FAMY secret 57£ GitHub Ul HEZE Webhook A BZI# secret
FEBARE., Webhook fit % 230 & M secret f Webhook URL 2ME—HRY, B XELLTI,
. GitHub Ul RECER] secret 2— N ANEFHRFE, AT OREXH HMAC 75t HlHHE
A E, 1ZHE(EH X-Hub-Signature #73k & 3%,

oc describe 5 IS E M1 URL 3R[E]H GitHub Webhook URL (355 %" .7~ Webhook URL") , H4k
T :

i th o Bl

https://<openshift_api_host:port>/apis/build.openshift.io/vi/namespaces/<namespace>/buildconfigs/<na
me>/webhooks/<secret>/github

SoREH
e M GitHub % il BuildConfig.

e system:unauthenticated 7EffT & & % 22 A AT LLiJj 7] system:webhook f& &, =
&, system:unauthenticated 5E%1/j|7] system:webhook 5£8¥f &,

b =
1. Bgi& GitHub Webhook,

a. M GitHub 7Z#%Z /% BuildConfig X/ R/, 2T T@m4% :
I $ oc describe bc/<name_of your_BuildConfig>
€45 4 B webhook GitHub URL,

it Bl

https://api.starter-us-east-
1.openshift.com:443/apis/build.openshift.io/v1/namespaces/<namespace>/buildconfigs/<na
me>/webhooks/<secret>/github

b. M GitHub Web & tt URL B5tDFHMN4E] GitHub A,

c. 7E GitHub 7F%/ZH, M Settings » Webhooks #11%#: Add Webhook,
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d. ¥F URL %iH #4015 Payload URL FE&,

e. I Content Type M GitHub EXi\#J application/x-www-form-urlencoded E{ 1
application/json,

f. & Add webhook,
IBNZER—5EE GitHub BB R, UiBAEH) Webhook ELECE K.

ITE, SHEERHEXET GitHub 68 ER, FHEREED, KIHERHREEIHE
Z.

Gogs X5 GitHub #HRK Webhook B i #EHE R, Hit, MNREFEHAMR
Gogs lR%528, tAILATE BuildConfig 17 X GitHub Webhook fit’% 28, FH
Gogs fRF58AZ B,

-

2. BB EEM ISON BERMMEMH, i payload.json, EETLUMERLLT curl v S Fohfn %
Webhook :

$ curl -H "X-GitHub-Event: push" -H "Content-Type: application/json" -k -X POST --data-

binary @payload.json
https://<openshift_api_host:port>/apis/build.openshift.io/vi/namespaces/<namespace>/buildcon
gs/<name>/webhooks/<secret>/github

RAEE AP IRFHZXEELHERIILEDR, THEE -k S

HRA GitHub Webhook E41 ref {5 BuildConfig 7R source.qgit FEX 15 E /]
ref (EIECRT, FRfbAME,

Hith BHR

® Gogs

8.1.1.3. {1 [ GitLab Webhook

YEHEERHE, GitLab Webhook 40 2 GitLab & HEIIA., & GitHub & 88—, AT E—N
secret, LATF=fI2 BuildConfig FRi9fit % 23 & X YAML :

type: "GitLab"
gitlab:
secretReference:
name: "mysecret”

oc describe S5 AEM 13, URL 3R[E]H GitLab Webhook URL, HEZEfINT :

it Bl

https://<openshift_api_host:port>/apis/build.openshift.io/vi/namespaces/<namespace>/buildconfigs/<na
me>/webhooks/<secret>/gitlab

Mo A7 L
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TCRRTF

e system:unauthenticated 7£ 7755 6n % 22 [B] A AT LLi% 7] system:webhook B, =X
&, system:unauthenticated AE%1/j|7] system:webhook 5£8¥ &,

e
1. BEi& GitLab Webhook,

a. B ALUTF 5 R EX Webhook URL :

I $ oc describe bc <name>

b. 5% Webhook URL, ¥ <secret> &t H1RH secret {H,
c. IRBB GitLab X Ei%BH, J¥ Webhook URL $¥4N5R GitLab fFfEFE X E R

2. BRIEBEEM JISON BRI, 40 payload.json, EALMERALLT curl S Fohf 4
Webhook :

$ curl -H "X-GitLab-Event: Push Hook" -H "Content-Type: application/json" -k -X POST --
data-binary @payload.json
https://<openshift_api_host:port>/apis/build.openshift.io/v1/namespaces/<namespace>/buildcon
gs/<name>/webhooks/<secret>/gitlab

RAEE AP IRFHEXEELUETRIILRR, THE -k S

8.1.1.4. { A Bitbucket Webhook

YIEHEERFH, Bitbucket Webhook 40 2 Bitbucket & tHEIAIA, & GitHub #1 GitLab 4 28K, &
WNITIEE — 1 secret, LAR 732 BuildConfig HHBIfit % 237 Y. YAML :

type: "Bitbucket"
bitbucket:
secretReference:
name: "mysecret”

oc describe &9 A M 1% URL iR [EH Bitbucket Webhook URL, HEZEHIINT :

it Bl

https://<openshift_api_host:port>/apis/build.openshift.io/vi/namespaces/<namespace>/buildconfigs/<na
me>/webhooks/<secret>/bitbucket

FRFM

e system:unauthenticated 7£ 7155 6n % 22 [B] A AT LLi% 7] system:webhook B, =X
&, system:unauthenticated AE%1/j|7] system:webhook 8%,

i =
1. Bdi& Bitbucket Webhook,
a. B ALUTF 5 R EX Webhook URL :
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I $ oc describe bc <name>

b. 54 Webhook URL, % <secret> &t /1RH secret {H,
c. 1&RBB Bitbucket X E M, 5 Webhook URL #5M5% Bitbucket i ZE % & .,

2. BRIXBEEM ISON BRI, 40 payload.json, EALMERALLT curl i Fohf 4
Webhook :

$ curl -H "X-Event-Key: repo:push” -H "Content-Type: application/json" -k -X POST --data-
binary @payload.json
https://<openshift_api_host:port>/apis/build.openshift.io/vi/namespaces/<namespace>/buildcon
gs/<name>/webhooks/<secret>/bitbucket

RAEE AP IRFHXEELHERIIEDR, THE -k S

8.1.1.5. & f@ f Webhook
B Webhook BT MEEWS & H Web i RBERIZR S AR, SHM Webhook—Ff, BN FIEE—1

secret, 1% secret fFm 1 1E F & /0 A TRl A FEH) URL B9—ER4, secretTff{R URL HyME—E, BhIE
fth N4 K%, 90T 2 BuildConfig FrAREIff % 25 E X YAML :

type: "Generic"
generic:
secretReference:
name: "mysecret”
allowEnv: true 0

ﬂ WIE N true, LLAFER Webhook (R AIMEL &,

AR
1. BXEARE, HHHRRTIRMAEZRER Webhook i URL :

& webhook %52 URL 7<%l

https://<openshift_api_host:port>/apis/build.openshift.io/v1/namespaces/<namespace>/buildcon
gs/<name>/webhooks/<secret>/generic

JHEE L POST #/EMIFZ R A B Webhook,
2. EFEhHA webhook, EHIALLT curl i34 :
$ curl -X POST -k

https://<openshift_api_host:port>/apis/build.openshift.io/v1/namespaces/<namespace>/buildcon
gs/<name>/webhooks/<secret>/generic

HTTP #4FShiA T E 7y POST, 1EE T AR L -k RS RERIEBLEIE, MRERHABERE
BEIEY, NAFELBE-DIRE.

iR A LU R B U TR RIEE R E

I git:
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uri: "<url to git repository>"
ref: "<optional git reference>"
commit: "<commit hash identifying a specific git commit>"
author:
name: "<author name>"
email: "<author e-mail>"
committer:
name: "<committer name>"
email: "<committer e-mail>"
message: "<commit message>"
env:
- name: "<variable name>"
value: "<variable value>"

5 BuildConfig MMEZE XKLL, LHE YHIMELEH T HEWEEFR, MRILETES
BquConflg MBS R ENZE, NILLUXLTFE R, INERT, Webhook {£iERIIME
BN A, 7 Webhook E X L4 allowEnv &% true BIAT 5 AT A,

3. %ﬁﬁﬁ curl 2L MM E, 157ER N payload_file.yaml BISIHFRRFHITE X, FHiZ1TLAT 6

-r_: :

N

$ curl -H "Content-Type: application/yaml|" --data-binary @payload_file.yaml -X POST -k

https://<openshift_api_host:port>/apis/build.openshift.io/v1/namespaces/<namespace>/buildcon

gs/<name>/webhooks/<secret>/generic

S EHI— N REIEE, BHRINT FRLH payload, -H 525 Content-Type #53k1% &N
application/yaml =k application/json, BARBURTER payload 8=, --data-binary & AT
Wi POST 153K 4 £ BT RFE Z il payload,

pa -3
B R T BRBIIEK payload (B0, THRARBRE, HELERANTRARNE
%) , OpenShift Container Platform tE S8 178 Webhook it Z 193, REBLLITHENT

I'".IF%{?Q INRHTRTIEMHIIE K payload, OpenShift Container Platform f$LL JSON &=
IREZEL, EHE HTTP 200 OK i)y By —ER 43,

8.1.1.6. 'E. 7~ Webhook URL

B A LUFE A oc describe b5 RSB EE X<FH Webhook URL, MR &4 %A E REM Webhook
URL, MIBRIAS NIZIEREE E X AEM Webhook fill % 23

it =

e EI’/~5 BuildConfig XHFkHI{E{a] Webhook URL, FiZ{TLA &S

I $ oc describe bc <name>

8.1.2. [F ARG B A 25
ERFE AR, EELUSHER B NS REM S GRS BH5T,
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Y EHEGREFRAT RN, SUUERGEERERRASERAME, fla, MRWEET RHEL &
&, ERILARAIZIIETE RHEL SR B oAz T, B, NARFHRERHBAERITN RHEL £l & LD
17

15[ vI B 25 registry FRB SIS ESRIERG RN Al AR A —RIDEE, BE5
BREFHN AL, XEBEN vI BEs registry RERD ATHE—PRIR BB R,

it
1 EIEMEERFM 4 28589 L& ImageStream :

kind: "ImageStream"
apiVersion: "v1"
metadata:

name: "ruby-20-centos7"

X E VHEZIIT <system-registry>/<namespaces/ruby-20-centos7 HI A 23 5 (K17 6E R
Bi&FR. <system-registry> T X/ OpenShift Container Platform #2174 % docker-
registry MR %5

2. MMRBEERREHENOEMEAME, HFERIEFH from FBIXENIER ImageStream :

strategy:
sourceStrategy:
from:
kind: "ImageStreamTag"
name: "ruby-20-centos7:latest”

EXFIERH, sourceStrategy & U EFELL AR E 7 ruby-20-centos7 BIGERTTHY
latest 1%,

3. {£MA1EM ImageStreams H)— N LML 23 E ATEE -

type: "ImageChange" 0
imageChange: {}
type: "ImageChange"
imageChange:
from:
kind: "ImageStreamTag"
name: "custom-image:latest”

Q W PR R SRRR Y from FER R E Y B ImageStream 1 Tag B R E Al 4 25, by
imageChange % R4/ 8E 22,

Q I EEE RN E R BN L 2R, L imageChange o B E&—1 from FE&, LU
BIFHE 521 ImageStreamTag.
S EE R E it &% 28 FA T ORBRBAGRIT, EMMMEBRIRGE— TR A2 docker b3, $BMSIZIRZENT N HT
BRI R, EHUTHER, RIESERLFHERIA,
SFARE| ARG EMFERERL R, RARSIFWE, BEFRERAE—GI&S| AREHRLE
B,
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BT RB BB RIS EHRE AL 85, FILERNHERE -

strategy:
sourceStrategy:
from:
kind: "Dockerlmage"
name: "172.30.17.3:5001/mynamespace/ruby-20-centos7:<immutableid>"

IRFA R AR 4 BOTY R R AN o HEX B (B B0 ifk, 3T B AT LU AR R A% A BB ERTIZ T,

BRIV SRR AR L 2, LUEEMB A Z BN B AMEHRRF TS REN, TF
ImageChangeTrigger /~11% BuildConfig i, &tB eI LU paused BMHE%H true, LAEEGIIBDfR AL 14
EQ

type: "ImageChange"
imageChange:
from:
kind: "ImageStreamTag"
name: "custom-image:latest”
paused: true

PR T XEER TFIAE Strategy REHFIRFEN, BEVWELIZTERSE
OPENSHIFT_CUSTOM_BUILD_BASE_IMAGE /&8, MRERFE, NfEARTSEK3] AR
B. MRFE, NEARTLDHEERSBHITER,

SNREH Webhook fil % 223k FaE R & f9 g, NGRS EFM Strategy 51K
ImageStream 4T >EHI <immutableid>, X{FHERER—BRBGEEIRERIMITHE, UAEBE,

Hith BHR

o V] B2 registry

8.1.3. IRFIF B IR B i 4 25

ERFFLAANG, MREBHEEEMA SR, BALUAGEDT E—RITBIHEGRER, X0 F R
HERRIZIFE B A,

BuildConfig~fl

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
name: bc-ict-example
namespace: bc-ict-example-namespace
spec:

#...

triggers:
- imageChange:
from:
kind: ImageStreamTag
name: input:latest
namespace: bc-ict-example-namespace
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- imageChange:
from:
kind: ImageStreamTag
name: input2:latest
namespace: bc-ict-example-namespace
type: ImageChange
status:
imageChangeTriggers:
- from:
name: input:latest
namespace: bc-ict-example-namespace
lastTriggerTime: "2021-06-30T13:47:53Z"
lastTriggeredimagelD: image-registry.openshift-image-registry.svc:5000/bc-ict-example-
namespace/input@sha256:0f88ffbeb9d25525720bfa3524cb1bf0908b7f791057cf1acfae917b11266a69

- from:
name: input2:latest
namespace: bc-ict-example-namespace
lastTriggeredimagelD: image-registry.openshift-image-registry.svc:5000/bc-ict-example-
namespace/input2@sha256:0f88ffbeb9d25525720bfa3524cb2ce0908b7f791057cf1acfae917b11266a6
9

lastVersion: 1

' AEILEE T SR EUA A BT EHTTE.

FRFM
o MEBETSMHGRERMASR, XLEMERFEME—PHEMIE,

it

1. £ BuildConfig CR #1, 7f status.imageChangeTriggers &, IR EH KT AIZH
lastTriggerTime,
X1 ImageChangeTriggerStatus

Then you use the "'name™ and "namespace” from that build to find the corresponding image
change trigger in "buildConfig.spec.triggers".

2. 7£ UnderimageChangeTriggers T, LS [A 2 LU R R ETHY

BiR ol % 3%
EMEBES, buildConfig.spec.triggers 214l % 25558% BuildTriggerPolicy FI%84H.

& BuildTriggerPolicy #48 type FEMIEH FE&, BMEHFERANT type FEEAITHIEZ —,
Itk, &R EESF BuildTriggerPolicy % & W —MNEHFER,

TG ENAR L 2, type B9/ N ImageChange, #AJ5, imageChange FE=2i5ME
ImageChangeTrigger ¥ &g, HEBUTFE :
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e lastTriggeredimagelD : L F&7E OpenShift Container Platform 4.8 MBEFMA, HFHELUEH
RITIRA IR, © 2 EMIL BuildConfig fill 4 & /g — RN H) ImageStreamTag #I 2 fZ
MEHRS| .

e paused : MAILAMEAFE (REIPRER) BNRRIIRERKERMA 2.

o from : FEALLFERSIAIXEh R E AL L 288 ImageStreamTag, HABZ#%/0 Kubernetes
Z:#) OwnerReference,

from FERBLTFE :
e kind : X[ FIE{REAARL 2R, ME—ZHFHI{H2 ImageStreamTag.
e namespace : {# L FEEIEE ImageStreamTag BIdp 22 (A,
e name : EALLFERIETE ImageStreamTag.

B E A S RE

EMEEES, buildConfig.status.imageChangeTriggers 2 ImageChangeTriggerStatus Jt3aH9%(
‘H, #1 ImageChangeTriggerStatus ;R #P & & LHIH AR from. lastTriggeredimagelD #[I
lastTriggerTime jt3&.

B H & lastTriggerTime #J ImageChangeTriggerStatus it % 7 & HME, ETLUFERE name
namespace 3754 % 53 buildConfig.spec.triggers F B (R B i fih % 25,

A T [ 2489 lastTriggerTime &R R& /5 — MR ImageChangeTriggerStatus, 1t

ImageChangeTriggerStatus fJname #1 namespace 5t 4 93 #) buildConfig.spec.triggers FR#9%%
GBS AL 2RE R,

Hth B

o V1 &2 registry
8.1.4. L E H N & 27

Wi BB okt & 2, &R LATE B/ %T BuildConfig i X7 BN B 21 R4 2.

#0F 2 BuildConfig Y RAIf 4 287 . YAML :
I type: "ConfigChange"

BC B Bl fih 4 23 B RT{U1E B2 % BuildConfig Ii2/F, FEREMIRAS, MEERENMA 2
th A LIEE Y BuildConfig BEETH RN,

-
L k]

8.1.4.1. FEXiEMA IR
& eI LUE A oc set triggers TR & AR INFNFEBRAL A 25,

Pt =
o ENRMERE_LIZE GitHub Webhook i % 28, iEHIALL T4 :
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I $ oc set triggers bc <name> --from-github
o BIXETRENMAS, HHWALUTHS :

I $ oc set triggers bc <name> --from-image='<image>"'
o EpRitL 3R, FRWALUTHD :

I $ oc set triggers bc <name> --from-bitbucket --remove

%g o
NS Webhook it % 28 B 17 1E, B RARINESEH 4R Webhook secret,
MEBRLZER, EWMAUTHSET BB :

I $ oc set triggers --help

8.2. 19 HOOK
SBITHIE hook, BILUSAT WE A BIHgRTiEh,

BuildConfig %} §# postCommit =7 F& T2 1T 2 5 B B AR B Im i B2 AT 5. Hook RIELATH A2
BZRERXBENRE—ZRE, FEERGRKEEER registry Z A,

LRI TVEBFRE N ERE WORKDIR, BNAZSHFHEKUMINTIERR. N FRSEEHMR, X2RCHATL
SLIVAT=

INRMAAH S TIREIEFREAE, HEEDIEEERKI, N hook FFERM. = hook KK, BXRF
EIMC AR, FEFREARREET registry, AILLEN EEFHEH SR ERWHERE.

T3 hook AT A FZ4T ST, LATEMIEEVRIC HSEMFFTE registry IR MR Z RISIESR. WMRFAA
MR @S 3 B2 78R ER AR 0, NIFEVMC KT, IRBEANXEY, NAERC K
W, EABERRT, WEARFSEN TR L, XA AT IR RBE9N I,

postCommit hook NYPRFizfTiliK, WA AFizTHMGE S, BTETEINERANIZIT, EI hook A
M BN RFAELE ; hEb R, hook HUTTEN RAFGER N, FRT HbA&N, thalfEentt
T RRENERAR B EFFHBARBINE RGP RIS,

8.2.1. BB E1R R [F 11 hook

BEEER hook IAZEAEZF, UTRAFPMEFXAEERASF/ER, thERH{T bundle exec rake test --
verbose,

AR
o BRI —FEMEG hook :
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TET

shell fiiZs
ENBEHGAO RS
HHESHHNGRS

sk

postCommit:
script: "bundle exec rake test --verbose"

script {E2:&; /bin/sh -ic H4TH shell FIA,
L shell FIARZESHUTIIEE hook B, 1H#E bk
i, fFan, AF2TRIXrmRry R, B
FIREAOR, HEHRGEE /bin/sh, EH
command, sk args (XHNERERA) .

, BIABYRIS -i b A F el A TR
CentOS #1 RHEL KIS B9
55, REMKITHRPATEESS
(%38

postCommit:
command: ["/bin/bash", "-c", "bundle
exec rake test --verbose"]

EXMER+, command EEiZ{THSS, ©
KB exec HRAAFBHFEMBRADOR, 0 Dockerfile
5| MR, WNREEEE bin/sh, HEEBARE
#F shell, NMIBEXHEM, ERREEMERS,
&3 script AEEE N5 &,

postCommit:

command: ["bundle", "exec", "rake",
"test"]

args: ["--verbose"]

XA S T RS INE command.

p= Y=
' ENTR 4t script #1 command &7 & TMBIFIE hook.

8.2.2. [ CLI X BIRR EME hook
oc set build-hook 5 ® T NI EE B 1% EIE hook,.

it =
L SERATREZ—

o EF[HHHEN post-commit FIEE hook, EMIALL TS :
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8B 8 E MAMEWE

$ oc set build-hook bc/mybc \
--post-commit \
--command \
-- bundle exec rake test --verbose

o EFHAIXE NIRRZEITR hook, THHIAUTRS

I $ oc set build-hook bc/mybc --post-commit --script="bundle exec rake test --verbose"
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89 E JUTERIME

ERLLL B TR SR AN (6], B A mRE TR, BEWE, EEWENRENREIZITRE.

9.1 IX B KT
FINERT, fHEH Pod FRAKRMEMNTIR (MOWEM CPU) E5EHK, XLEFRAESERSE,

i
& BT AL Fh 75 = BRI SR A -

o BTN HBIRINE 2R RIE A5 RE BRI (E SRR BUREA,

o B TEMERSE H1EE FIRMRIE SRR EIFTR A,
o FELLTFRAIF, #1 resources. cpu #1 memory SEERZ Al LHY,

apiVersion: "v1"
kind: "BuildConfig"
metadata:
name: "sample-build"
spec:
resources:
limits:
cpu: "100m"
memory: "256Mi" g

Q cpu Bl CPU BLITHUM AL : 100m XK 014 CPU #5T (100 *1e-3) .

9 memory LA TN AL« 256Mi KRR 268435456 F 77 (256 * 2 A 20),

Fout, MRETEE LT B, NEBLLTHIZ— :
m XE T 23X requests #J resources EB45 :

resources:
requests: 0
cpu: "100m"
memory: "256Mi"

Q requests %1 R 8 & S EAI FHRFIRN R A BHRTIZR.

n B EYKRESERE, HF LimitRange & R BIEIE N BRI T RPN
Pod,

B, 98 Pod QIRFRI, WBATFEET B EAMER,

9.2. B R KIFLM]H]

7 X BuildConfig XT &}, & LLET%E completionDeadlineSeconds FE& k& W H & KIFLEHT
[Fl, AR NEMIEE, BRABERTAKE. BREXE, WA EIHITRIREN A,
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R RFELT ] MR Pod A BI RS h OS] FFIATE, HAEE XL EEZ AR ARG TERRE, X8
FERI BV B SR R IR R B MR 1], A EIFE BB/, OpenShift Container Platform 4 IE/EE,
it

o EFBEH/KIFLNE, 157 BuildConfig 35 completionDeadlineSeconds, THIE =T
BuildConfig U NE, ©I8E T 1EN 30 2¥H completionDeadlineSeconds F£% :

spec:
completionDeadlineSeconds: 1800

. pa -3
. Pipeline SRE&IETI A X KL X E.

9.3. YD ELFEMN T R

Wit FEM B E R nodeSelector FEXFIEEITS, AR EMBIERE T mEiZ1T. nodeSelector
ER—HREX, EHEME pod 15 Node ir%5ILED,

nodeSelector {Eth ol LHEESERINEINEN B ZEIES, REWEEERE 7 nodeSelector & X AEf
HE(EXT, %A N nodeSelector :{} & X RN EMEHE, FENARINE, BEEZNEDE Y
B E R HE,

INRIEEH NodeSelector TiES ER/ X LRGN T mILES, NHEDR TR IR FFE
Pending 175,

Pt

e ;&5 7 BuildConfig B9 nodeSelector FEHIEEIRE, MBS REFEN T R 21T, WF
IR :

apiVersion: "v1"
kind: "BuildConfig"
metadata:
name: "sample-build"
spec:
nodeSeIector:ﬂ
key1: valuel
key2: value2

ﬂ 5t LB B B IS (UEE A keyl=value2 1 key2=value2 i3 77 i Eiz1T,

9.4. SBELH R

NFHFES (B0 Go. C. C++#Java) , ENARFHERSEEHFATEKGIA I INHER
IR/, FEBIAAHF AERRE.

FEE XL, ALY BRAE—RE, —MERMEIANNE, H— MRS I4REEST
THHRII R,
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TELUT R, Source-to-lmage (S21) f985 Docker MBS S, MWFEIHFHNEET L MINET
R A,

BIRKBIEREL T Source-to-lmage (S21) FJEFN Docker f58, {BE—MYRA LUFERE
AR RER TSR ARG, BT NRRIIR LUE BT sRIE S E RS &P A
ZSE

E—NMYBREN BREFR, FEMRSE WAR XHEMER, HGH#EEE artifact-image F{&F. fiH T
BB RIUR TR S2| F53 258 assemble A, EXFIERT, ©2EHT
/wildfly/standalone/deployments/ROOT.war,

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
name: artifact-build
spec:
output:
to:
kind: ImageStreamTag
name: artifact-image:latest
source:
git:
uri: https://github.com/openshift/openshift-jee-sample.git
ref: "master”
strategy:
sourceStrategy:
from:
kind: ImageStreamTag
name: wildfly:10.1
namespace: openshift

BN REAREERE - MIEPHEHFIRAN WAR XHEME SRR, MEL dockerfile 5$1% WAR X
HEHI BT &R A,

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
name: image-build
spec:
output:
to:
kind: ImageStreamTag
name: image-build:latest
source:
dockerfile: |-
FROM jee-runtime:latest
COPY ROOT.war /deployments/ROOT.war
images:
- from:
kind: ImageStreamTag
name: artifact-image:latest

paths: 9
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- sourcePath: /wildfly/standalone/deployments/ROOT.war
destinationDir: "."
strategy:
dockerStrategy:
from:
kind: ImageStreamTag
name: jee-runtime:latest
triggers:
- imageChange: {}
type: ImageChange

Q from ¥§E docker BN B &% H artifact-image 5 {& AN EGKKHY, MXE E—PMIBBERR,
Q paths 15 & E 1 471 docker R T E BIRR IR LR,

9 ZATH R FE docker M ERBYIREL 1R,

L BHERE, B NMIEMNEIEERITESSU/E WAR XHFENTMAUELIE, 4y, BTE
TR ERGERMALSE, RSN 2TE—MIBHERER ZHE THMFRGN, NEfA
BIAMEE, LERSEZITHNZTINERER. AL, WMIBRIIN—NEERI EBIE,

9.5. {EEEHy

RINBERT, £EHBPEERWWBEIRARSE, SIURHEZERENIBHERE,

iy =

1. 3@idH BuildConfig 1% successfulBuildsHistoryLimit =% failedBuildsHistoryLimit 24t 1E
BYE, REZRENBHENKE, MTHIRAT:

apiVersion: "v1"

kind: "BuildConfig"

metadata:
name: "sample-build"

spec:
successfulBuildsHistoryLimit: 2 ﬂ
failedBuildsHistoryLimit: 2 @)

Q successfulBuildsHistoryLimit R B &% W MRS completed BIFSE,

9 failedBuildsHistoryLimit [${rR B & % MR failed. cancelled =X error B9,

2. BT ERIEZ —RMATTRIESS
o FHTIIRAECE.
o EHRFiBRLAIRELBE,
TR A QRN MBHE, EAEERIBIME,

. BRI ATLUER oc adm M RIEBIaHRFINETBIIE,
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9.6. M2 1TRE%

Fo 382 T SRBE He ks MAS R BC B A B M BB RE TR, X AT LA 1T B ek Build #l4&H spec BB AHY
runPolicy FEXBIE R 5E K.

WA LLE N AT A ARSI A EEER runPolicy (H :

e IR Parallel ty Serial = SerialLatestOnly, FMILEEML TR, XESBRFHESE
EHFRAFITHETR, EARITHRRBEEAMZT,

o NRYF Serial ENy SerialLatestOnly Fit L FHIHE, XSFHECHAIIFRHFIBEINAEE,

— ,—

BEHFIEZITRMNENREOZIIRIRN . RFTBIRETRIZT,
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5510 & EHEPERLIEI

RIBLUTFEOBINE, 7E OpenShift Container Platform L EELIIE 1T [H WA,

10.1. HZLHE 8@ A E A AR O B AR ORAR 25

EHEMEHRZRE Red Hat Enterprise Linux (RHEL) #4282, A LAGSIE —NRGRITZ %5 A Red Hat
Universal Base Image (UBI),

Zib UBI EEHTHEANUESEHTAH, BFEFEGHRITZERINE openshift sy 22 F, B[N, EHE
FHE-NMEENHDP TR, BERGGRIERMEIZIE,

BRI Z A %RE pull secret Y registry.redhat.io EiEi% X UBI B’JU?[D?FXBE mEEmEMmE -
AFF pull secret, IXNHEBERENF A AR FERIIE M registry.redhat.io EiE%R % pull secret B A
&,

it

o TN openshiftfﬁ%%l‘ﬂ i fIE ImageStreamTag FR, LUMEERMATEREITLUERE, &
AT S

I $ oc tag --source=docker registry.redhat.io/ubi9/ubi:latest ubi9:latest -n openshift

R’
LA AR LT YAML 7E openshift 4 22 6] A 0132 ImageStreamTag FIR :

apiVersion: image.openshift.io/v1
kind: ImageStream
metadata:
name: ubi9
namespace: openshift
spec:
tags:
- from:
kind: Dockerlmage
name: registry.redhat.io/ubi9/ubi:latest
name: latest
referencePolicy:
type: Source

o EfFHAIIE i ImageStreamTag 7R, 1EMIAUTHS

I $ oc tag --source=docker registry.redhat.io/ubi9/ubi:latest ubi:latest
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R
AR AR A LLTF YAML 72 524007 B fR ] 22 ImageStreamTag R :

apiVersion: image.openshift.io/v1
kind: ImageStream
metadata:
name: ubi9
spec:
tags:
- from:
kind: Dockerlmage
name: registry.redhat.io/ubi9/ubi:latest
name: latest
referencePolicy:
type: Source

10.2. BT HAN R A0 K% SECRET
FRLIEIT R RENBHEBETIFM N — M secret BIFFI B EH,

FRFH

o RAI LB EAYTT 17 1)17] Red Hat Enterprise Linux (RHEL) S & 6%, UEECIEMIT
i, Insights Operator & B h A8 A F Ui [AliX &6 BRI secret,

o MWAILIEREHA cluster-admin & &8IHE 1 &R, HEEHViF openshift-config-
managed % B 189 secret BITIBR,

it =3
1. BIALL T 45 openshift-config-managed #n % 22 (5] R EYIRAL secret EHI MBI A ZE[H -

$ cat << EOF > secret-template.txt

kind: Secret

apiVersion: v1

metadata:
name: etc-pki-entitlement

type: Opaque

data: {{ range \$key, \$value := .data }}
{\$key }}: {{ \$value }} {{ end }}

EOF

$ oc get secret etc-pki-entittement -n openshift-config-managed -o=go-template-file --

template=secret-template.txt | oc apply -f -

2. TEMEBECER Docker SRBEHIF etc-pki-entitlement secret TN NI EES -

strategy:
dockerStrategy:
from:
kind: ImageStreamTag
name: ubi9:latest
volumes:
- name: etc-pki-entitlement
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mounts:
- destinationPath: /etc/pki/entitlement
source:
type: Secret
secret:
secretName: etc-pki-entitlement

10.3. {&FH SUBSCRIPTION MANAGER ;z{TH5%&

10.3.1. {1/ Subscription Manager 4T Docker 4%
Docker SRBEFIEE R LAFE A yum X dnf Z2EH fth Red Hat Enterprise Linux (RHEL )48,

FoRFM
o WIRHRIUB TN IR RIS S,

iz
o HALLT MBI Dockerfile 3ki&id Subscription Manager RENTA :

FROM registry.redhat.io/ubi9/ubi:latest
RUN rm -rf /etc/rhsm-host ﬂ
RUN yum --enablerepo=codeready-builder-for-rhel-9-x86_64-rpms install \ 9

nss_wrapper \
uid_wrapper -y && \
yum clean all -y
RUN In -s /run/secrets/rhsm /etc/rhsm-host 6

ﬂ FEHITHE yum =X dnf o501, ELSEMER /etc/rhsm-host Bk R HFTER A&
A

Mo
@ ERITIENASNNEERBREN QN EREIHE,
9 REEWE /etc/rhsm-host FSHE, UMEFENRGSHMAEBESREERS.,

10.4. {5 RED HAT SATELLITE 1] 217193

10.4.1. I Red Hat Satellite B2 & R INEIF i H
{5 Red Hat Satellite RERN BB A TIREZEUMEE, LUEM Satellite FEEKENH R,

FRFH
o HMUAIRMHOES yum RENFHEREXX M, ZXHHFM Satellite EHITHRAR,

R E T

[test-<name>]
name=test-<number>
baseurl = https://satellite.../content/dist/rhel/server/7/7Server/x86_64/0s
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enabled=1

gpgcheck=0

sslverify=0

ssiclientkey = /etc/pki/entitlement/...-key.pem
ssliclientcert = /etc/pki/entitlement/....pem

i =
1 BIALTHSEAUBEDE Satellite 7Z1# 4 BL & LB ConfigMap XK :

I $ oc create configmap yum-repos-d --from-file /path/to/satellite.repo

2. J% Satellite FHE R EFBIE RN AIES -

strategy:
dockerStrategy:
from:
kind: ImageStreamTag
name: ubi9:latest
volumes:
- hame: yum-repos-d
mounts:
- destinationPath: /etc/yum.repos.d
source:
type: ConfigMap
configMap:
name: yum-repos-d
- name: etc-pki-entitlement
mounts:
- destinationPath: /etc/pki/entitlement
source:
type: Secret
secret:
secretName: etc-pki-entitlement

10.4.2. {#F Red Hat Satellite 1T % #J%& Docker
Docker ER&FIE BT LUF B Red Hat Satellite #i{th O FE R REIT H N A,

SeRFMH
o MERHEINEH Satellite FFiEERERINAIIES,

pi% &2
o FRLLTRAINEFEA Satellite ZER B DE Dockerfile :

FROM registry.redhat.io/ubi9/ubi:latest

RUN rm -rf /etc/rhsm-host ﬂ

RUN yum --enablerepo=codeready-builder-for-rhel-9-x86_64-rpms install \ 9
nss_wrapper \
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uid_wrapper -y && \
yum clean all -y
RUN In -s /run/secrets/rhsm /etc/rhsm-host 6

FEPUTHE yum =X dnf o501, ELSEMER /etc/rhsm-host Bk R HATER A&
AN

Mo

THECRIERE Satellite RAEER, UEHMWBRZENTNHSHIERCE,

o 0 —

REEIE /etc/rhsm-host FSHE, LUMEFENRGSHMABERHEERS.

H A B

i

e INfEI{EF Red Hat Satellite 1T [ F1{5 FEMIE B H1TH

10.5. {8 SHAREDSECRET X &Riz1TH &
R eI LU{E 3 SharedSecret ¥ 5222 HhiJj o] fa) 12 vh By SE BE RO I2 A B3 5H,

SharedSecret ¥/ R SO F IR TE M & ZE 8] B HEFE L secret,

BE

HETR CSINENRRFR2— M EORTINIIRE, BATEIRER R LLNE ™ MRS TN
(SLA) X%, BUIREAREH A RE, BT HEEE T IMERERE ], XERARTI
RER A R B IXAFBIEE, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMESER, WSARATIT i F e,

SEREH
o B {FFAINEEI ]/5 A TechPreviewNoUpgrade TheEE., INFTELE R, ESHEHATIEE /5 HED
ﬁgo

o BB EPITUTRIERIR
o AlEEMEEEM S IE,
o i\ oc get sharedsecrets % iR O FFZE 515k & HIHELE SharedSecret CR LR A,

o MEMAZZERFH builder R5MK - 2 A AT LUEF L EHI SharedSecret CR L/, #ia)1%
i, A LLZ1T oc adm policy who-can use <identifier of specific SharedSecret> &
ERTIH B HAZEE A builder BRS5TK

MRREFHRIIIRAFHVZENNIREZSE, NEILISKIANEABRIFAENETABHND
(]3I (RBAC), LUMEMRAT LA B SharedSecret CR SEfl, 32 ARSSIK - &
SharedSecret CR E4l,

s}
e

1. {3 oc apply G/EH B EEHF] secret B SharedSecret X & 2Lfl,
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- o
B BESEEEE N IRE A SharedSecret X K.
HATHE YAML fafs X RE XM oc apply -f taHRHl

$ oc apply -f - <<EOF
kind: SharedSecret
apiVersion: sharedresource.openshift.io/vialphai
metadata:
name: etc-pki-entitlement
spec:
secretRef:
name: etc-pki-entitlement
namespace: openshift-config-managed
EOF

2. QIB—1PABEETF builder fRZSMH AR 31517 SharedSecret X :

oc apply -f 5w HGl

$ oc apply -f - <<EOF
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: builder-etc-pki-entitlement
namespace: build-namespace
rules:
- apiGroups:
- sharedresource.openshift.io
resources:
- sharedsecrets
resourceNames:
- etc-pki-entitlement
verbs:
- use
EOF

3. IZfTLATF 4%, f/E— RoleBinding Xf%R, #%F builder AR5 F AR 517 SharedSecret
TR -

oc create rolebinding s 57~

$ oc create rolebinding builder-etc-pki-entitlement --role=builder-etc-pki-entitlement --
serviceaccount=build-namespace:builder

4. {FF CSI BHEF RN secret FHI1E BuildConfig X R :

YAML BuildConfig X} & & X <6l

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
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name: uid-wrapper-rhel9
namespace: build-namespace
spec:
runPolicy: Serial
source:
dockerfile: |
FROM registry.redhat.io/ubi9/ubi:latest
RUN rm -rf /etc/rhsm-host ﬂ
RUN yum --enablerepo=codeready-builder-for-rhel-9-x86_64-rpms install \ g
nss_wrapper \
uid_wrapper -y && \
yum clean all -y
RUN In -s /run/secrets/rhsm /etc/rhsm-host 6
strategy:
type: Docker
dockerStrategy:
volumes:
- mounts:
- destinationPath: "/etc/pki/entitlement”
name: etc-pki-entitlement
source:
csi:
driver: csi.sharedresource.openshift.io
readOnly: true ﬂ
volumeAttributes:
sharedSecret: etc-pki-entitlement 6
type: CSI

Z

FEPITHE yum =X dnf o501, B4 SEMER /etc/rhsm-host Bk R HFATER A6
A

Mo
RS ST EREN G SN EREEE,
REEIE /etc/rhsm-host FSHE, LUMEFENRGSHMABERHEERS.,

IR E readOnly Wi W true, MUEEMEHREHAZEIR,

000 9

3| A+ 8 EH SharedSecret X RBIEZ R,

5. M BuildConfig ¥ /55119, ##H oc pHIRERAS.

I $ oc start-build uid-wrapper-rhel9 -n build-namespace -F

10.6. HAth HTIR
e {#F Insights Operator § AR EBIRE VT AL
o [HFAATHEEI /S FAThEE
o TR

o TEEEREE

o1


https://access.redhat.com/downloads/content/package-browser
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/support/#insights-operator-simple-access
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/images/#image-streams-managing
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BN E B R RIF M E

OpenShift Container Platform AR B IEFFINA SR HI21T. RIBATAIMERES, MREFIR, "I
BTHREANEEEHMENT R ERNTRR, HRERN, HREIRLLUZTHERA G KRB TFiXLE
ERREE, Custom MEEART LA Source WEZRSE, RNEITaUEFNESRRPUTEMAN, XIE
KNBERTREAN, HEERTF docker WEIR, B} Dockerfile AN ZHARRERTRESSFBEE
LT = E R T

ZINERT, FREREI IR - &% TN RINER, RILUER docker #1 Source-to-Image (S2I)
FEEsRES, EASHESENNMAF TG R B E U RERE, iN1E £ F5e F N RS A 7 6 A1 B RBEER 2
S PUN

1T LU B ARG S T RE S R 3R LA R At AT BT LA FR WP e b R R BR , B MR SR BRER A — X N B9
BFHR, BroamamoiiEueg, FEMERRRFRNRLECENEINTR, FEefRIZRIAIEBLE,
REMNEKINABE TR FIWEREFHIREM create 1R,

N HEREFHERENAES

SRR ¥l At

Docker builds/docker system:build-strategy-docker
Source-to-Image builds/source system:build-strategy-source
Custom builds/custom system:build-strategy-custom
JenkinsPipeline builds/jenkinspipeline system:build-strategy-

jenkinspipeline

N1 EE£ B eERZBEERE

EHELBHEHE ML EERIEN N, FUEEEREERMRMAS BHER, M
system:authenticated H R IRNT A E, BN AT
rbac.authorization.kubernetes.io/autoupdate: "false” UUBAIEE 11 API EEEEN., UTFRAERT
SN{AIZ2F Docker F 25K,

AR

1. HIALL T 445 rbac.authorization.kubernetes.io/autoupdate S ## :

I $ oc edit clusterrolebinding system:build-strategy-docker-binding
i th o Bl

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
annotations:

rbac.authorization.kubernetes.io/autoupdate: "false" ﬂ

creationTimestamp: 2018-08-10T01:24:14Z
name: system:build-strategy-docker-binding
resourceVersion: "225"
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selfLink: /apis/rbac.authorization.k8s.io/v1/clusterrolebindings/system%3Abuild-strategy-
docker-binding

uid: 17b1f3d4-9c3c-11e8-be62-0800277d20bf
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: system:build-strategy-docker
subjects:
- apiGroup: rbac.authorization.k8s.io

kind: Group

name: system:authenticated

Q 1% rbac.authorization.kubernetes.io/autoupdate S f2H{EE XN "false”.

2. AT SHRAR

$ oc adm policy remove-cluster-role-from-group system:build-strategy-docker
system:authenticated

3. AR LEA B RBRRIERIEF IR

I $ oc edit clusterrole admin

I $ oc edit clusterrole edit

4. NFEIMAR, BEESERARNRERNYMIF R,

a. & admin 2 docker Build R :

kind: ClusterRole
metadata:
name: admin

- apiGroups:
- build.openshift.io
resources:
- buildconfigs
- buildconfigs/webhooks
- builds/custom ﬂ
- builds/source
verbs:
- create
- delete
- deletecollection
- get
- list
- patch
- update
- watch
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710 builds/custom #1 builds/source, UELFEEENNEER admin AEME2H
docker &%,

N.2. 2 RHeHE ARG A~ 68 A RS
ST BAR VS — LA P R SR SR B,
SRR

o BREMBEBHLZBII,

iR
o [FEMEERINMABSELEERT., #1, ¥ system:build-strategy-docker 2 Bk
HInE/ A P devuser :

I $ oc adm policy add-cluster-role-to-user system:build-strategy-docker devuser

Dig¥
i

A‘i& e
4

TEEEL 712 A P X builds/docker F 55RAYT AIALRE, BB 4 1% -
s

THTEMR TR LA Q2 A2 B0 B AR A docker SREGSRAIEIE,

1.3. £ B SE F BRI A P 58 R 2 2R

SE2BEHNEAFRTFWERIRAGREL, BREATIIEHNE—ANER T ERFERKELE
T,

FRFH
o ZAMERIBHNERI,

it =

o SRR NMABIEEIEPMEERN, HI1, 19 devproject 1 E Y
system:build-strategy-docker & & INE/A F devuser :

I $ oc adm policy add-role-to-user system:build-strategy-docker devuser -n devproject



5612 E WERS
512 E HERRE HIR
FERAUTSEREEHENE,

12.1. 212 BB E S

build.config.openshift.io/cluster %RIZELL FELE S,

S8 fed
Build LEERMALEMBINEISEERER. HSEE—ARNAMZ cluster,

spec : BEMEEHIREENA - TREE.

buildDefaults PHIFIEMBOAE R,

defaultProxy : @ EfEMREFNMINKEIRE, SEHEHRUINSHELUK
RECH T E.

A L& E BuildConfig ki #y HTTP_PROXY. HTTPS_PROXY
#1NO_PROXY L2k BEEE.

gitProxy : (X&& Git BFMRIEIRE. MRIXE, XHEZAME Git e HHE
fACEEIXE, 40 git clone,

Itb b K% B BIE IS M DefaultProxy 447K,
env : —HANARHENRKINMELE, RERHERFFEEENTE,

imageLabels : /A EI £ RBIHESKHIIRETIR, BAILLER7E BuildConfig #
R EFEE RIS RBEEIRIIRE,

resources : & X HUTHENTREXR,
ImageLabel name : EUIRERETT,. ERNEBHFKE,

buildOverrides BN ERINE,

imageLabels : A ZI & RBIFIKHIIRETIZR, NREE BuildConfig iRt
T HERRAPELERNIRE, SRS RKERS.

nodeSelector : — /SR, MIHN true FEEFEIIEE Pod EE T .

tolerations : — 1" &RRAE7IER, BEWE Pod LIXENINEBRRE,

BuildList items : AN RETHEIE.

12.2. EEEMERE
& LR R build.config.openshift.io/cluster 7R KA BN E,

AR
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o HIALIT 44354 build.config.openshift.io/cluster %R :
I $ oc edit build.config.openshift.io/cluster
LUF 2 build.config.openshift.io/cluster %RAIRA

apiVersion: config.openshift.io/v1
kind: Build )
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-05-17T13:44:26Z2"
generation: 2
name: cluster
resourceVersion: "107233"
selfLink: /apis/config.openshift.io/v1/builds/cluster
uid: e2e9cc14-78a9-11e9-b92b-06d6c7dal38dc
spec:
buildDefaults: €
defaultProxy: 6
httpProxy: http://proxy.com
httpsProxy: https://proxy.com
noProxy: internal.com
env: ﬂ
- name: envkey
value: envvalue
gitProxy: 6
httpProxy: http:/gitproxy.com
httpsProxy: https://gitproxy.com
noProxy: internalgit.com
imagelabels: G
- name: labelkey
value: labelvalue
resources: ﬂ
limits:
cpu: 100m
memory: 50Mi
requests:
cpu: 10m
memory: 10Mi
buildOverrides: €)
imagelabels: Q
- name: labelkey
value: labelvalue
nodeSelector: @
selectorkey: selectorvalue
tolerations: m
- effect: NoSchedule
key: node-role.kubernetes.io/builds
operator: Exists

Q Build : @S58 XM EHENEESEERER., ISEEM—ERBNEATRE cluster,
g buildDefaults : I ZIIBIAE B
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B 12 & MERRE TR

defaultProxy : @2MIANWERBRFNRINKERE, SEERIISHEURRAE TH.
env : —HNARMENRINIMELZE, FERWEPAFEEENTE.

gitProxy : (@& Git BEMRIBXE. NRKXE, XHEEMEA Git mFHERKIE X
&, 40 git clone,

imageLabels : A4 RBEREIIRETIR, ERILLRILTE BuildConfig HiRIELEAER
BRI KRB BRI

resources : & N HUTHERTTEERK,
buildOverrides : 4 EMBEIXE,

imageLabels : 5 FAE| £ KRR SIZR, 1REIE BuildConfig Fiit T S thx A £
MRERMIRE, SRS NRWES.

nodeSelector : —PN%EFEERR, W true FEEEFIE Pod EE T &=

tolerations : —1"AREFIR, BENWE Pod EIXEMINEREE,
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2513 E M EPEHERR

{5 A LU R SR BERRAL 22 (7] R,

13.1. R BRG] & B B 46 B 0] 7
IR B ETIR VTG R ERIIRA

7=
MRRMFETRUTESR -

I requested access to the resource is denied

RAE
FEETEFRENE—HRECH. OESIINED, FRIENARERIEAERNEFN

I $ oc describe quota

13.2. BRSSUE 5 & Al R
01 R4 B VO ) SRR R4

fi]
MRRFSIEBERKBF D TIUTER (BRSSH service.beta.openshift.io/serving-cert-
generation-error ;X 25 5)

it Bl

secret/ssl-key references serviceUID 62ad25ca-d703-11e6-9d6f-0e9c0057b608, which does not
match 77b6dd80-d716-11e6-9d6f-0e9c0057b60

RRAR

ERIETHIRSABEE, NEEEGFRED serviceUID , EAifHIFRIA secret FERARSS ERILLTF
JEf% service.beta.openshift.io/serving-cert-generation-error #l
service.beta.openshift.io/serving-cert-generation-error-num e HIEHFERIE T, EHEMRTHE,
THEALL TSRS :

I $ oc delete secret <secret_name>

I $ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-error-

num-

ﬁ o
; ERTRRERNGSH, ERRIIREEE—

I $ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-error-
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14 & I E B aE UE T & Ml
TEMEER registry RITEVRARES, SRUTEMXBEHEAEEMEMIES AN (CA) .
LR E KR EREIE A A2 ConfigMap, F1Ef ConfigMap H RN CA /R HH,
e ConfigMap /i1f openshift-config %% Z2 8] Ol &2,
e domain & ConfigMap ##J##, value & PEM ZRiGATIEH,
o & CAWRINEEMNEXEL, HHEAZ hostname[..port].

e ConfigMap & /7E image.config.openshift.io/cluster 52255 F R & TTIRA
spec.additionalTrustedCA FEXH 1% E,

14.1. TEERE PN INUE P A& HLK
AT LRI T SRR B AL AN (CA) TRINEIERE, LUEEHE L AR BN &I 8 A,

FoRFEM

o BB RGAIA registry IAHIES, BEZALLTF /etc/docker/certs.d/ B3k H#HY
hostname/ca.crt XX {4,

1. £ openshift-config #r & 22| F|E—/ ConfigMap, EHEESFEABELIETM registry B9
AIfFIEF, XFED CA X, R ConfigMap R E hostname[..port] RXHERHRC
JERIENA -

$ oc create configmap registry-cas -n openshift-config \

--from-file=myregistry.corp.com..5000=/etc/docker/certs.d/myregistry.corp.com:5000/ca.crt \
--from-file=otherregistry.com=/etc/docker/certs.d/otherregistry.com/ca.crt

2. BEHTERBIREE -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-cas"}}}' --type=merge

14.2. L BTIR
e {lE—1 ConfigMap
® Secrets # ConfigMaps

o BLEBE X PKI
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/#create-a-configmap
https://kubectl.docs.kubernetes.io/guides/config_management/secrets_configmaps/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/networking/#configuring-a-custom-pki
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