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1.1. RED HAT OPENSHIFT DISTRIBUTED TRACING PLATFORM 3.2.1 K17
Fir
1.1.1. 2 B ERBHR
ERBRSFIESE, EALMERIHRRNBERRLNENRS, URESRSREEXNER, EaLUER
Red Hat OpenShift distributed tracing SE& R IEIE. M MHREDHT, FOIAR, ERERENBRS N AR
P HR 2R 44 B 932 B3 AT B HERR
FALANEERTS, ERILHITLLTIhEE -

o NPENHAES

o (AL MEREFNIE IR [A]

o HYTIRER DT
LS 2 HNBIERTES 5 AIBWEM OpenTelemetry Z5&# .,

Itk Red Hat OpenShift distributed tracing & A {ThRA & 3E Red Hat OpenShift distributed tracing
Platform (Tempo) F1E.F F# Red Hat OpenShift distributed tracing & (Jaeger).

1.1.2. CVE

LR ITRHRAER R T CVE-2024-25062,

1.1.3. Red Hat OpenShift distributed tracing Platform (Tempo)

Red Hat OpenShift distributed tracing Platform (Tempo) i&id Tempo Operator 24,

1.1.3.1. 2H/[q) 3
W E— B E R

o Bfl, 2HRBIEEA (Tempo)fE IBM Z (s390x) R KN, (TRACING-3545)

1.1.4. Red Hat OpenShift distributed tracing Platform (Jaeger)

Red Hat OpenShift distributed tracing Platform (Jaeger) i3 Red Hat OpenShift distributed tracing
Platform Operator 2,

H .
Jaeger MMEAL FIPS JIEHIMNBE L,

1.1.4.1. B8/ 4
LEIFEE— B0 -

e HAfl, A~X%# Apache Spark,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/red_hat_build_of_opentelemetry/#otel-forwarding-traces
https://access.redhat.com/security/cve/CVE-2024-25062/
https://issues.redhat.com/browse/TRACING-3545
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e B#l, IBMZ#IBM Power RIFFZHFilE AMQ/Kafka HATHRERE,

1.1.5. FRENZ #5

INRIBIEHAT AR FMR B E AN FZ S, OpenShift Container Platform BR@E I, &5 L0871
P it

BT EZLNER ] P
o HSRFENWWIMERIAE, THREET RBEXHNXXEMRRS R,
o R HLLLINEHF,
o Jjln| E M A,

FN G| LRI AR, KA LE OpenShift Cluster Manager A& [ Insights. Insights 3244t 7 [ AY 140
ER, HFEETANBERT, RETNAARRHHER,

INREXT A B EMSUHEN, AT EMER, HAERSEAHRR JIRA 1, 1HREEERFE
&, NZEZFFN OpenShift Container Platform AR,

11.6. EFRIEES

RN FEHRBRNINAIE, ST Web BUHFRFERBMNIES., BITMXENRIEFFLE : master,
slave, BEHEMBALYE, BFHIAI/E+SRE, XEFRFEEFHEHNLANLZITHRAPERS LhE, ¥
{FIEEE CTO Chris Wright FIE &,

1.2. LARThRZA<8Y RED HAT OPENSHIFT DISTRIBUTED TRACING ¥E& & 1T
Fir
1.2.1. 2 B R
ENRSAEE, BOLERLARBERRONENRS, UKRESRSEEEXNER. EaTLIER
Red Hat OpenShift distributed tracing SE& R IEIE. M MHREDHT, FOIAR, EREREMBRS N AR
P HR 2R 4 B B9 32 B3 AT B HERR
FERYARNBERTESR, BT TR

o A mAES

o (LALMEREFNIERIN 8]

o HYTIRER DT

LS 2 HNBIERTES 5 ZLIEWEM OpenTelemetry Z5&#

1.2.2. Red Hat OpenShift distributed tracing Platform 3.2 & 173¥iC

Itk Red Hat OpenShift distributed tracing & A {ThRA & #E Red Hat OpenShift distributed tracing
Platform (Tempo) F1E.F F# Red Hat OpenShift distributed tracing & (Jaeger).

1.2.2.1. Red Hat OpenShift distributed tracing Platform (Tempo)

Red Hat OpenShift distributed tracing Platform (Tempo) i&id Tempo Operator 24,


http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/red_hat_build_of_opentelemetry/#otel-forwarding-traces
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1.2.2.1.1. IR TG ThEE
IXAMRA BIELL TR T IEE

e T Tempo monolithic EBE,

BF

Tempo monolithic B%/\ZE MNEARTAEINAE. BORTHBTHRE R ZLL0E ™ M AR 55 F R il
(SLA) %Fr, BMemaEH TR, AT HERE - IMNEhERE]. XERARTIE
i _Jl«/{ﬁﬁﬂ)*'hiﬂﬁi%ﬁﬁ’ﬂﬂﬁb, HENSEF LM BRIRHRBENL

BRIABRAT G FEEMESER, WSARATIT i F e,

1.2.2.1.2. HFiYhaE K Ihaci8 s
IXANRAB 3 T LA el

® Red Hat OpenShift distributed tracing Platform (Tempo) 3.2 &EF FI& Grafana Tempo 2.4.1,

o ARUBEBMHANTEIR,

1.2.2.13. BFEFAES

FEXNRAFELET UL TRFHRMES -
o TELLREFTZAI, Jaeger Ul RIERIERT 15 DFIAL X trace BIBRSS. TEIXMNhRAAH, BTLAERA
AT P B SR EC B AR 55 FN 1R /E & FRR9 =T A
% : spec.template.queryFrontend.jaegerQuery.servicesQueryDuration, (TRACING-3139)

o I REFHFH A, EEFRAKAE trace [F, query-frontend pod FATEEREREARE (OOM) H{Z
i, EIXADARAR, 7K E FRIRELARG L EILX A A, (TRACING-4009)

1.2.2.1.4. EHA] 5
YRIFEE— NSRRI

o Bfl, 2HRBIEEA (Tempo)fE IBM Z (s390x) R KN, (TRACING-3545)

1.2.2.2. Red Hat OpenShift distributed tracing Platform (Jaeger)

Red Hat OpenShift distributed tracing Platform (Jaeger) i3 Red Hat OpenShift distributed tracing
Platform Operator 2,

HE
Jaeger NMFEALE FIPS B UEBIINBRIELL,

1.2.2.2.1. 2% OpenShift Elasticsearch Operator

Red Hat OpenShift distributed tracing Platform (Jaeger) 3.2 x5 OpenShift Elasticsearch Operator
5.6. 5.7 #5.8 —i&FEM.

1.2.2.2.2. T B9ThRE


https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/oss/tempo/
https://issues.redhat.com/browse/TRACING-3139
https://issues.redhat.com/browse/TRACING-4009
https://issues.redhat.com/browse/TRACING-3545
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1 Red Hat OpenShift distributed tracing Platform 3.2, Jaeger #1%} Elasticsearch Bz #{h#FH,
IXIELLE R ATIR AR, (OISR AELMATEMBRF IXLEAHFRESRR, HFHNTENESEE
%KAM CVE MREFIERIRMMEE, BEARARE X LEAHMIRMINEEIE ., Tempo Operator FIZLIEIIER
OpenTelemetry 20 A BERE S FHEMIIE % Operator, A HEERMA OpenTelemetry # Tempo 2
mNBIRHER, RNEREH—HIBmpIHRE,

1 Red Hat OpenShift distributed tracing J¥& 3.2 &, Jaeger REEEFHA, TTRITELLT A TARA S

BRo ZIMENELRIATEMARRN Jaeger RIBIREEFHREEMZR, H Jaeger REFABHREX
H, FHRELUEHEMER. Red Hat build of OpenTelemetry 1248 OpenTelemetry Collector 23E A trace
IR IR E L Operator,

1.2.2.2.3. HiThee B Theeidsa
TEXMNRAS, SO HENBERES (Jaeger)d|i#t 7 LA el -

® Red Hat OpenShift distributed tracing Platform (Jaeger) 3.2 EF FI&E Jaeger hitA 1.57.0,

1.2.2.2.4. BARE
YEIEE—B (AR
e HAfl, A~X#F Apache Spark,

e HAj, IBMZH IBM Power A HHE T AMQ/Kafka #H1THRERE.

1.2.3. Red Hat OpenShift & #8H tracing Platform 3.1.1 £ {T3¥iC

Itk Red Hat OpenShift distributed tracing & A {ThRA & #E Red Hat OpenShift distributed tracing
Platform (Tempo) F1E.F F# Red Hat OpenShift distributed tracing & (Jaeger).

1.2.3.1. CVE

b & TRRAARIR T CVE-2023-39326 B[a 7,

1.2.3.2. Red Hat OpenShift distributed tracing Platform (Tempo)

Red Hat OpenShift distributed tracing Platform (Tempo) i&id Tempo Operator 24,

1.2.3.2.1. BAEE
LRTEEN8 A
e HFl, %5 Tempo Operator —#2F M, Jaeger Ul RERERRE 15 DHRAZET trace BIAR
%, WTFRBERE 15 DEIR KL% trace BIARSS, trace MASWENE, BARTE Jaeger Ul AR
. (TRACING-3139)

o Bfl, 2HRBIEEA (Tempo)fE IBM Z (s390x) R HE KN, (TRACING-3545)

1.2.3.3. Red Hat OpenShift distributed tracing Platform (Jaeger)

Red Hat OpenShift distributed tracing Platform (Jaeger) i3 Red Hat OpenShift distributed tracing
Platform Operator 2,


https://www.jaegertracing.io/
https://access.redhat.com/security/cve/cve-2023-39326
https://issues.redhat.com/browse/TRACING-3139
https://issues.redhat.com/browse/TRACING-3545
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1.2.3.3.1. 32 OpenShift Elasticsearch Operator

Red Hat OpenShift distributed tracing Platform (Jaeger) 3.1.1 X5 OpenShift Elasticsearch Operator
5.6. 57 # 58 —&#EMA.

1.2.3.3.2. It B9 ZhEE

1 Red Hat OpenShift distributed tracing Platform 3.1.1. Jaeger #1%} Elasticsearch B9z ¥ {h#F A, FF
IR ATARAFHER, L8 LA 1T S o B HA R X 20 (R R B R A £ Y CVE 2R 4R
REEMZH, EXEHGEARBRSINEEE I,

£ Red Hat OpenShift distributed tracing F¥& 3.11 #, H Tempo Operator #2#4t#) Tempo, LAKHZLIE
FJEEH) OpenTelemetry $24£# OpenTelemetry Collector 24 BERE & FMEHERIE % Operator,
OpenTelemetry #l Tempo £ ZVBERMMMAMB R P RA, B R#H—F 185,

1.2.3.3.3. B A3
E LTSl
e HAfl, A~X#F Apache Spark,

e HFHl, IBMZ#IBM Power R RZF@id AMQ/Kafka #H4TRERE

1.2.4. Red Hat OpenShift distributed tracing Platform 3.1 £ 17310

Itk Red Hat OpenShift distributed tracing & A {ThRA & #E Red Hat OpenShift distributed tracing
Platform (Tempo) F1E.F F# Red Hat OpenShift distributed tracing & (Jaeger).

1.2.4.1. Red Hat OpenShift distributed tracing Platform (Tempo)

Red Hat OpenShift distributed tracing Platform (Tempo) i&id Tempo Operator 124,

1.2.4.1.1. FiThAE R IhEEIR TR

XN RAAF, MO HHEERF S (Tempo)5I AT LAUTRERE -
® Red Hat OpenShift distributed tracing Platform (Tempo) 3.1 &F FF& Grafana Tempo 2.3.1,
o RERSEHBIREINEG,
o ¥F TraceQL EIMXAHH.

1.2.4.1.2. B AES
EXNRAER, HoHRBERES (Tempo)B| AT UTRFHEIRMES :

o EMREFH A, L{FEFMH OpenShift Container Platform 4.15 #1/5 F monitorTab &
TempoStack SLAIES, FA&GEZFFFER tempo-redmetrics-cluster-monitoring-view
ClusterRoleBinding, TEIX/MRAAR, 24 Operator BREEUE R M 22 AR, &id A monitor %
Ti-R{EE Operator RBAC &R 7 XA, (TRACING-3786)


https://grafana.com/oss/tempo/
https://issues.redhat.com/browse/TRACING-3786
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o TRURERTZAL, HIEHH IPv6 FILEHERE) OpenShift Container Platform 5% LI

TempoStack LIRS, compactor #1 ingestor pod LA CrashLoopBackOff X 51217, MMSH
SRR, X PRAS R IPv6e 8, (TRACING-3226)

1.2.4.1.3. B A
LRTE X8R
e BHFl, %5 Tempo Operator —#2#F R, Jaeger Ul RERERRE 15 D8 RAZET trace BIAR

%o WFRBERRE 15 DR E trace MRS, trace MAKWEM, (BARARTE Jaeger Ul L
To (TRACING-3139)

e Bfl, 2HRNBIEEA (Tempo)fE IBM Z (s390x) R KN, (TRACING-3545)

1.2.4.2. Red Hat OpenShift distributed tracing Platform (Jaeger)

Red Hat OpenShift distributed tracing Platform (Jaeger) #iJ Red Hat OpenShift distributed tracing
Platform Operator 2,

' .
Jaeger MMEAL FIPS JIEHIMNBE LR,

1.2.4.2.1. 32¥F OpenShift Elasticsearch Operator

Red Hat OpenShift distributed tracing Platform (Jaeger) 3.1 X5 OpenShift Elasticsearch Operator
5.6. 57# 58 —&#EMA,

1.2.4.2.2. T HFB9ThEE

1 Red Hat OpenShift distributed tracing Platform 3.1, Jaeger #I%} Elasticsearch I B FH, FF
TTRIELUEBI R ATARA PR, 2SR HaI A 1T E M B P LA A RERE R UL LR CVE 25
REEM LR, EXEAEFAEIRESINEEE I,

1 Red Hat OpenShift distributed tracing & 3.1 1, H Tempo Operator #2#t# Tempo, LAKEZIHE
FJEEH) OpenTelemetry $24£# OpenTelemetry Collector 20 BERE S FMEHERIE % Operator,
OpenTelemetry #l Tempo £ ZVBERMEMMAMIB R P RA, BXR#H—F 185,

1.2.4.2.3. #iTheE R TheEI8 o
EXNIRAR, SomRBERTEA (Jaeger)s | T LU e :

® Red Hat OpenShift distributed tracing Platform (Jaeger) 3.1 EF FFR Jaeger hk A 1.53.0,

1.2.4.2.4. BEHEFES
EXNRAER, HoHRBIRES (Jaegen)BIATUTRFHEFMES -

o I REFH A, jager-query pod R jaeger-agent F23H9 % B R URL # OpenShift
Container Platform 4.13 Y5 — N an & 22 [A] URL BE. iX2EFR ) jaeger-operator 1
sidecar JE ARG HH—NER, M SBEEHEDR jaeger-agent A, XA
H, Operator R{L&EFS B BHEEBM A ZE (AP Jaeger L, (TRACING-3722)

1.2.4.2.5. B Hn &


https://issues.redhat.com/browse/TRACING-3226
https://issues.redhat.com/browse/TRACING-3139
https://issues.redhat.com/browse/TRACING-3545
https://www.jaegertracing.io/
https://issues.redhat.com/browse/TRACING-3722
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E LSRR
e HAfl, A~X# Apache Spark,

e HFI, IBMZ#IBM Power RIJAZF:@iLE AMQ/Kafka HTRERE.
1.2.5. Red Hat OpenShift distributed tracing Platform 3.0 £ {T3¥1C
1.2.5.1. Red Hat OpenShift distributed tracing Platform 3.0 B9 hR A

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.51.0
tracing Platform (Jaeger)

Red Hat OpenShift distributed Tempo 23.0
tracing Platform (Tempo)

1.2.5.2. Red Hat OpenShift distributed tracing Platform (Jaeger)

1.2.5.2.1. i BgzhEE

£ Red Hat OpenShift distributed tracing Platform 3.0, Jaeger #1%] Elasticsearch BIZ B FA,
IR ATARAFR, L8R E AL 1T S o B HA R X L2 R it R R A £ B CVE 2R3
REEMZH, EXEHGEARBRSINEEE I,

1 Red Hat OpenShift distributed tracing & 3.0 1, B Tempo Operator 1248 Tempo, LAKHZLIE
FJEEH) OpenTelemetry $24£# OpenTelemetry Collector 20 BERE &M EHERIE % Operator,
OpenTelemetry #l Tempo £ ZVEBERMEMMAMB R P RA, BXR#H—F 185,
1.2.5.2.2. Hithae KR Theeigia
FEXNIRAF, F2HRBERFER (Jaeger)sli#t T LUTREGHE -

o T ARM 3214,

o TRERSEHMAIEINS,

1.2.5.2.3. BFHEIRES
EXNRAER, HoHRBIRES (Jaegen)BIATUTRFHEFMES -

o I REFH AT, RedHat OpenShift distributed tracing Platform (Jaeger) Operator 7 5
relatedimages LAAA BRI EMIRR. XS THBIE/E) jaeger pod I FERT FFE RIS A5 AR HE L
ImagePullBackOff £41%, K} oc adm catalog mirror 8 5 2% relatedimages #1115 & 5
&, TEXMHRAF, 7E# M oc adm catalog mirror CLI #p S AT FF £ BRIMEIR I i,
(TRACING-3546)

1.2.5.2.4. BHn| &
YRIFEE— NSRRI


https://issues.redhat.com/browse/TRACING-3546
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e HAfl, A~X# Apache Spark,

e HFI, IBMZ#IBM Power RIJAFZF@iL AMQ/Kafka HTRERE.
1.2.5.3. Red Hat OpenShift distributed tracing Platform (Tempo)

1.2.5.3.1. HiTheRE K IhAERsq
EXNRAR, FoHRNBEREES(Tempo)d| AT TR :
o T ARM Z2H4,

e ¥ span request count, duration, #1 error count (RED)¥6#%. 1E Jaeger #ZHl&H, TLUIEERN
Tempo FJ—EB43 2 Observe 3 HH) web 15 & AL it {LHEIT,

1.2.5.3.2. BFHEIAES
EXNRAER, HoHRBIERES (Tempo)B| AT UTRFHERMES :

o I REF A, TempoStack CRD A#EZHE X CAIET, REETIAILUELERE CAIET, 1EiX
NRAR, IHEERNREFHIEE X TLS CA LI, (TRACING-3462)

o MEIMREFH A, HJF RedHat OpenShift distributed tracing Platform operator SRR I&R It
TR R R AR registry B, tempo, tempo-gateway, opa-openshift, 1 tempo-
query B9tE % Operator $ER% B R (mirror), EXNhRAH, 7EEA oc adm catalog
mirror CLI 85 5% W FREEERIEME RS2 R, (TRACING-3523)

o EIRBEIF A, HRABEEREMAE, RedHat OpenShift distributed tracing & B 7 1]

frontend IRFZREAMWE mMTLS, XRFHEImRKM, TXMHRARIES TS BEBER XTHY
mTLS, (TRACING-3510)

1.2.5.3.3. B AAE
LRTEE8 A
e HFl, %5 Tempo Operator —#2#F M, Jaeger Ul RERERRE 15 D8 RAZET trace BIAR

%o WFRBERRE 15 DR E trace MRS, trace MARWEM, (BARARTE Jaeger Ul L
e (TRACING-3139)

e Bfl, 2HRBIEEA (Tempo)fE IBM Z (s390x) R E KN, (TRACING-3545)
1.2.6. Red Hat OpenShift distributed tracing Platform 2.9.2 X 175F1C
1.2.6.1. Red Hat OpenShift distributed tracing Platform 2.9.2 faf2H #Fhix A

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.47.0
tracing Platform (Jaeger)

Red Hat OpenShift distributed Tempo 211
tracing Platform (Tempo)
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https://issues.redhat.com/browse/TRACING-3462
https://issues.redhat.com/browse/TRACING-3523
https://issues.redhat.com/browse/TRACING-3510
https://issues.redhat.com/browse/TRACING-3139
https://issues.redhat.com/browse/TRACING-3545
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1.2.6.2. CVE
A fThRAER R T CVE-2023-46234 Hy|a] i,

1.2.6.3. Red Hat OpenShift distributed tracing Platform (Jaeger)

1.2.6.3.1. B A [A]8
LRIEFB A
® 3 Apache spark,

e IBMZ #1IBM Power 28H4 L R #i@it AMQ/Kafka TR ERE.
1.2.6.4. Red Hat OpenShift distributed tracing Platform (Tempo)

BF

Red Hat OpenShift distributed tracing Platform (Tempo),\E MRARFE IR, BT
WINBEARZLNE ™ MRS ERIL (SLA) =, BIEETREHATE, AIEFHEEE
FIMERERT ], XERARTI A _Jl«/lﬁﬁﬁ)t’%eiﬁﬁﬁﬁﬁ’]%ﬁb, HENSTEFF LN

Bt R IR N

BRIABRAT G FEEMNESER, WSARATIT i FEH,

1.2.6.4.1. EAA]E
L HIE AR AR
o Hil, &BEMEENREFHEMEMEE X TLS CA &I, (TRACING-3462)
e BHHl, %5 Tempo Operator —#2#F A, Jaeger Ul RERERRE 15 DHRAZET trace BIAR
%, WTFRBERRE 15 DEIRAE trace MRS, trace MARKEN, (BFRRTE Jaeger Ul AT
o (TRACING-3139)

o Bfl, 2HRNBIEEA (Tempo)fE IBM Z (s390x) R KN, (TRACING-3545)

e BRI, TERTMEMKXE, Tempo HHRENRARS FFHEAMRNE mTLS, XN AR Jaeger
Query APl, f3R71ERZE mTLS., (TRACING-3510)
[mi R AR

2H mTLS, MTFAR:

1. B1TLLT &4, $TFF Tempo Operator ConfigMap 11T 4wk :
I $ oc edit configmap tempo-operator-manager-config -n openshift-tempo-operator ﬂ

ﬂ %% Tempo Operator B9 H,
2. BT EHT YAML X43RZE A Operator BEEEHHI mTLS :
data
controller_manager_config.yaml: |

1


https://bugzilla.redhat.com/show_bug.cgi?id=2246470
https://access.redhat.com/support/offerings/techpreview/
https://issues.redhat.com/browse/TRACING-3462
https://issues.redhat.com/browse/TRACING-3139
https://issues.redhat.com/browse/TRACING-3545
https://issues.redhat.com/browse/TRACING-3510
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featureGates:
httpEncryption: false
grpcEncryption: false
builtinCertManagement:
enabled: false

3. IBITLL TS RE/S Tempo Operator pod :

ié,
I $ oc rollout restart deployment.apps/tempo-operator-controller -n openshift-tempo-
operator

o BRADEZIRIMEHIZIT Tempo Operator iR, Red Hat OpenShift distributed tracing
Platform (Tempo) CSV DA VEX REEHIBI B, (TRACING-3523)

IR R T 2
EHRE T EDRNI Tempo Operator X5 &, [HEHEEEHIE registry :

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
archiveSize: 20
storageConfig:
local:
path: /home/user/images
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.13
packages:
- name: tempo-product
channels:
- name: stable
additionallmages:
- name: registry.redhat.io/rhosdt/tempo-
rhel8@sha256:e4295f837066efb05bcc5897f31eb2bdbd81684a8c59d6f9498dd3590c62¢c12a
- name: registry.redhat.io/rhosdt/tempo-gateway-
rhel8@sha256:b62f5cedfeb5907b638f14cabaaeeab0f41642980a8a6f87b7061e88d90fac23
- name: registry.redhat.io/rhosdt/tempo-gateway-opa-
rhel8@sha256:8cd134decad7d6817b26566e272e6¢3f75367653d589f5¢90855¢59b2fab01e9

- name: registry.redhat.io/rhosdt/tempo-query-
rhel8@sha256:0da43034f440b8258a48a0697ba643b5643d48b615cdb882ac7f4f1f80aad08e

1.2.7. Red Hat OpenShift distributed tracing Platform 2.9.1 &£ {T3¥iC
1.2.7.1. Red Hat OpenShift distributed tracing Platform 2.9.1 20 {4 A<

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.47.0
tracing Platform (Jaeger)
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https://issues.redhat.com/browse/TRACING-3523
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Red Hat OpenShift distributed Tempo 211
tracing Platform (Tempo)

1.2.7.2. CVE

WEITHRAIER T CVE-2023-44487,
1.2.7.3. Red Hat OpenShift distributed tracing Platform (Jaeger)

1.2.7.3.1. AR
LRIEFB A
e 3 Apache spark,

e IBMZ #1I1BM Power 3RH4 L R #hil@id AMQ/Kafka TR ERE.
1.2.7.4. Red Hat OpenShift distributed tracing Platform (Tempo)

BF

Red Hat OpenShift distributed tracing Platform (Tempo) R 2 — NIRRT EThEE, FATI
WIhEER ZLIIE ™ MRS F LML (SLA) X, BINRETEH T TR, A HETEE
FUERERT ], XERARTIGEIIEE eI LUER FIRE XAFNIIEE, HENKEFLN

BRiRMRIBE W,

BRIBEATUTNESZFBEEMESER, BESHBRTT IR EH,

1.2.7.4.1. ERAE
LRTEEN8 A
o Hil, &BENEENREFHEMEEMREE L TLS CA %I, (TRACING-3462)
e BHFl, %5 Tempo Operator —#2#F M, Jaeger Ul RERERRE 15 DHRAZET trace BIAR
%o WFRBERRE 15 DEIRAE trace MRS, trace MARKEN, (BFRRTE Jaeger Ul AT
o (TRACING-3139)
o Bfl, 2HRBIEEA (Tempo)fE IBM Z (s390x) R KN, (TRACING-3545)

o Hil, TREEMKXE, Tempo BIRIMARSFEFHEAREE mTLS, XA ARXEM Jaeger
Query APl, fRIMNERZER mTLS, (TRACING-3510)

[ A R T
ZH mTLS, M/ :
1. IB1TLLT A4, $TFF Tempo Operator ConfigMap 11T 4wk :

ey
I $ oc edit configmap tempo-operator-manager-config -n openshift-tempo-operator ﬂ

ﬂ %% Tempo Operator B9 H,
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2. BT EHT YAML X43RZE R Operator BEEEHHI mTLS :

data:
controller_manager_config.yaml: |
featureGates:
httpEncryption: false
grpcEncryption: false
builtinCertManagement:
enabled: false

3. IBITLA TS RESS Tempo Operator pod :
$ oc rollout restart deployment.apps/tempo-operator-controller -n openshift-tempo-
operator

o FRADEZIRIMEAIZIT Tempo Operator BI5i%&. Red Hat OpenShift distributed tracing
Platform (Tempo) CSV KR ENT REFEMIBI . (TRACING-3523)

IR R T 2R
EHRE T EDRN Tempo Operator X5 &, [HEEEHIE registry :

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
archiveSize: 20
storageConfig:
local:
path: /home/user/images
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.13
packages:
- name: tempo-product
channels:
- name: stable
additionallmages:
- name: registry.redhat.io/rhosdt/tempo-
rhel8@sha256:e4295f837066efb05bcc5897f31eb2bdbd81684a8c59d6f9498dd3590c62¢c12a
- name: registry.redhat.io/rhosdt/tempo-gateway-
rhel8@sha256:b62f5cedfeb5907b638f14cabaaeeab0f41642980a8a6f87b7061e88d90fac23
- name: registry.redhat.io/rhosdt/tempo-gateway-opa-
rhel8@sha256:8cd134decad7d6817b26566e272e6¢3f75367653d589f5¢90855¢59b2fab01e9

- name: registry.redhat.io/rhosdt/tempo-query-
rhel8@sha256:0da43034f440b8258a48a0697ba643b5643d48b615cdb882ac7f4f1f80aad08e

1.2.8. Red Hat OpenShift distributed tracing Platform 2.9 & 175F1C
1.2.8.1. Red Hat OpenShift distributed tracing Platform 2.9 A 2H Rk A&

Operator Hi Version
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B/1E RITEIL

Red Hat OpenShift distributed Jaeger 1.47.0
tracing Platform (Jaeger)

Red Hat OpenShift distributed Tempo 211
tracing Platform (Tempo)

1.2.8.2. Red Hat OpenShift distributed tracing Platform (Jaeger)

12.8.21 BFHRES
o TEUHREFZAI, E jaeger-query EBEHERD— gRPC w0, HEERWEL, LAFRFHK
transport: Error while dialing: dial tcp :16685: connect: connection refused 5% S 8. £

XMRAR, Jaeger Query gRPC %0 (16685) A LATE Jaeger Query ARSS _ERRIN AT,
(TRACING-3322)

o TELLREFH I, N jaeger-production-query AF RO BEHIRN, FSBUEEWIEL, X
MRAH, XA FFEEITE Jaeger Query BBE LA FF Jaeger Query gRPC Ui (16685) 1
F. (TRACING-2968)

o TEULREHEI, WIEMTTHEZAEIE R T R OpenShift 5£8f EEBE Service Mesh
if, Jaeger pod RZE A Pending IR, EXMhRAS, XA RHEHEAER, (TRACING-
3312)

o I REFHZAI, EH reason: OOMKilled 51752, Jaeger Operator pod RABKINAFHE
[Re TEXARAA, @i PR FTRBRE AR T XA A, (TRACING-3173)

1.2.8.2.2. EAAE
LRIEFB A
® 3 Apache spark,

e IBMZ #1IBM Power 28H4 L R #l@id AMQ/Kafka TR ERE.
1.2.8.3. Red Hat OpenShift distributed tracing Platform (Tempo)

BF

Red Hat OpenShift distributed tracing Platform (Tempo) R 2 — NIRRT EThEE, FATI
WIHEER ZLINE ™ MR SF LML (SLA) X$, BINRETEH T TR, B HETEE
FIMERERT ], XERARTIGEIIEE T LUER FIREXAFNIIEE, HENKEFLM

BRiRMRIBE N,

BRIBEATUTNESZFBEHEMESER, BESHBRTTIE R EH,
1.2.8.3.1. HiZhaE R Ih eI 35
WAITIRABEN 2R RIEERTA (Tempo) BILL TR

o FF Operator BFE 5 IV. Deep Insights, ©FA T TempoStack SLHIBF ., WEiRFIE
%, A% Tempo Operator,

o NMXIAM Ingress #1 Route FRE,
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e ¥ TempoStack B E X R+ # managed 1 unmanaged R

e £ Distributor IRSS A FFLLFAIABY ingestion Y : Jaeger Thrift Zi###l. Jaeger Thrift
compact, Jaeger gRPC # Zipkin, 5 XE, Rj5H OpenTelemetry 1 (OTLP) gRPC,

® 7£ Query Frontend fR%5 LA FF Jaeger Query gRPC Ui s,

o TFERAMXHMEILIIRNHSE,

1.2.8.3.2. BFHEIAES

o TELLREFTAI, Tempo Operator SETFFEERIMNERFES, EXMRAH, Tempo Operator
X R FEERIME, (TRACING-3145)

o TEULREFH AL, WA TLS B Tempo Operator ToiATE OpenShift Container Platform E£JE7/,
EXDNRAS, mTLS BIERTE Tempo HHE. Operand BhAZHE R, FHEBLLA Jaeger
Ul, (TRACING-3091)

o TELLREFTZAEI, KE Tempo Operator WHIRERESSTEBELEZESR, 0 reason: OOMKilled,
FEXMHRAAF, Tempo Operator BIFRIRE#MMIFR, LLUBRLLREE IR, (TRACING-3204)

1.2.8.3.3. BAIHE
RIS R AR
o Hil, &BENEENREFMMEMREE X TLS CA %I, (TRACING-3462)

e BHFl, %5 Tempo Operator —#2#F M, Jaeger Ul RERERRE 15 D8RAET trace BIAR
%o WFBRBERRE 5 DEIRAE trace MRS, trace MARKEN, (BFRRTE Jaeger Ul AR
o (TRACING-3139)

e Bfl, 2HRBIEEA (Tempo)fE IBM Z (s390x) R KN, (TRACING-3545)

o Hfl, ERIEMXES, Tempo HMAIHMARS AEMEARE mTLS, XMNAIAFR XN Jaeger
Query APl, fRINERZER mTLS, (TRACING-3510)
[ R 5 2R

2H mTLS, MTFAR:

1. B1TLLT A4, $TFF Tempo Operator ConfigMap 11T 4wk :
I $ oc edit configmap tempo-operator-manager-config -n openshift-tempo-operator ﬂ

ﬂ %% Tempo Operator B9 H,

2. BT EHT YAML X3 ZE R Operator BEEEHHI mTLS :

data:
controller_manager_config.yaml: |
featureGates:
httpEncryption: false
grpcEncryption: false
builtinCertManagement:
enabled: false
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3. BT S RESS Tempo Operator pod :
I $ oc rollout restart deployment.apps/tempo-operator-controller -n openshift-tempo-
operator

o FRADEFZIRIMEAIZIT Tempo Operator 955, Red Hat OpenShift distributed tracing
Platform (Tempo) CSV DA VEX REEHIBIH, (TRACING-3523)

[ A R T
EHRE T EDRNI Tempo Operator X5 &, [HEEEHIE registry :

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
archiveSize: 20
storageConfig:
local:
path: /home/user/images
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.13
packages:
- name: tempo-product
channels:
- name: stable
additionallmages:
- name: registry.redhat.io/rhosdt/tempo-
rhel8@sha256:e4295f837066efb05bcc5897f31eb2bdbd81684a8c59d6f9498dd3590c62¢c12a
- name: registry.redhat.io/rhosdt/tempo-gateway-
rhel8@sha256:b62f5cedfeb5907b638f14cabaaeeab0f41642980a8a6f87b7061e88d90fac23
- name: registry.redhat.io/rhosdt/tempo-gateway-opa-
rhel8@sha256:8cd134decad7d6817b26566e272e6¢3f75367653d589f5¢90855¢59b2fab01e9

- name: registry.redhat.io/rhosdt/tempo-query-
rhel8@sha256:0da43034f440b8258a48a0697ba643b5643d48b615cdb882ac7f4f1f80aad08e

1.2.9. Red Hat OpenShift distributed tracing Platform 2.8 & 175F1C
1.2.9.1. Red Hat OpenShift distributed tracing Platform 2.8 A 2H Rk A&~

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.42
tracing Platform (Jaeger)

Red Hat OpenShift distributed Tempo 0.1.0
tracing Platform (Tempo)

1.2.9.2. ¥ AR T Kizhae

6% 4ThRAB 133 T X Red Hat OpenShift distributed tracing & (Tempo)# ¥, #F5 Red Hat
OpenShift distributed tracing JE-& I AT K B RE,
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BF

Red Hat OpenShift distributed tracing Platform (Tempo) R 2 — NIRRT EThEE, FATI
WIHEERZLIIE ™ MR SF LML (SLA) XZ$, BINRETEH T TE, AEAHETEE
FIERERT ], XERARTIGINEE e LUER FIRE XAFNIIEE, HENKEFLM

BRiRMRIBE N,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,

1% INBEME A Red Hat OpenShift distributed tracing Platform (Tempo)iR#A 0.1.0 # L2 BT S
(Tempo)ZH {4 2.0.1 kR4,

A LUER D ANEBERT S (Tempo) &t Jaeger, LUMEMRALUER S3 FAFMEMAZ ElasticSearch,
REFFERDHNEBERTE (Tempo) A RZ Jaeger WA FEARFERIAENTMAX G, EhHDHNE
IREA (Tempo) X5 Jaeger tHER ingestion ME MY, FEAMBRAA S FR@.

MNREFRA T LLEARTIIhEE, HiEEYRICIRILL TR -

o NHIEIRTS (Tempo) BRIN X T FFEENRE., (TRACING-3145)

o LI Jaeger B RE(UNS 2 AR BERES (Tempo)BEFERET, Jaeger Ul REFIHERE 15
DEPR A E trace MIBRSS. W FRBERRE 15 DAL trace BIIRSS, XL trace HAKE
fig, BMEEAITE Jaeger Ul RARA L, (TRACING-3139)

T RI7E LA #) Red Hat OpenShift distributed tracing Platform kA% Tempo Operator 2t ¥,

BERVEI AN ThEE R BE LIRSS TLS Bp5iE. ZHEAMSNERNTR., WFEEAX Tempo Operator E %
ER, 1HSM Tempo #E X 32#4,

1.2.9.3. BFHIRES
& TARAERIR T CVE IREMELTRB N RIZFEHR,

1.2.10. Red Hat OpenShift distributed tracing Platform 2.7 & 173¥iC
1.2.10.1. Red Hat OpenShift distributed tracing Platform 2.7 RE92H 4 iR A&

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.39
tracing Platform (Jaeger)

1.2.10.2. BFHIRES
& TARAERIR T CVE IREMELRB AL RIZFEHR,

1.2.11. Red Hat OpenShift distributed tracing Platform 2.6 4 1T3EiC
1.2.11.1. Red Hat OpenShift distributed tracing Platform 2.6 FF2H 4R A

Operator Hi Version
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Red Hat OpenShift distributed Jaeger 1.38
tracing Platform (Jaeger)

1.21.2. B ES
LA ITHRAFRR T CVE IREMZ LR M H LRI 1%,

1.2.12. Red Hat OpenShift distributed tracing Platform 2.5 4 T3EiC
1.2.12.1. Red Hat OpenShift distributed tracing Platform 2.5 RF92H {4 iR A&

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.36
tracing Platform (Jaeger)

1.2.12.2. #iTheE R ThEEg i

Itt % 4ThR A Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 813 T %
OpenTelemetry P (OTLP)MISzFf, Operator BIEBZNE A OTLP im0 -

e OTLP gRPC WX #im A 4317,
e OTLPHTTP i MtmO 4318.

b & ATRRAIA RN T X FELLOE R OpenTelemetry Operator FR4E Kubernetes HiRE MBI,

1.2.12.3. BFHEES
& TARAERIR T CVE IREMELTRB AL RIZFEHER,

1.2.13. Red Hat OpenShift distributed tracing Platform 2.4 & 173¥iC
1.2.13.1. Red Hat OpenShift distributed tracing Platform 2.4 Rf92H 4 A&

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.34.1
tracing Platform (Jaeger)

1.2.13.2. #iTheE R IhREIR 51
b & AT AR A AN T %1 {8 A OpenShift Elasticsearch Operator BB & IEH X .

A Red Hat OpenShift distributed tracing Platform (Jaeger) Operator £ & %4 211 A OpenShift
Elasticsearch Operator #{TEHKE &,
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BF

U725 Red Hat OpenShift distributed tracing platform 2.4 B}, Operator RE#H &
Elasticsearch SEffll, iXATHEFRE 5 110 9%, 7ELLHEARE, AR BRI ENETTH,

1.2.13.3. B T i Thag

B &I Elasticsearch S£FIFIIET, A2 HNBIERFE (JaegenBLE NERIE PR AL ITIRAR £
AR

1.2.13.4. BRI ES
LA IThRAFRR T CVE IREMZR LR M H LRI 1%,

1.2.14. Red Hat OpenShift distributed tracing Platform 2.3 & 1T3¥iC
1.2.14.1. Red Hat OpenShift distributed tracing Platform 2.3.1 R 2H kiR A

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.30.2
tracing Platform (Jaeger)

1.2.14.2. Red Hat OpenShift distributed tracing Platform 2.3.0 E92H 4 A&

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.30.1
tracing Platform (Jaeger)

1.2.14.3. FiTheE R ThEEI& o

XA, Red Hat OpenShift distributed tracing platform (Jaeger) Operator #{ B IA R E|
openshift-distributed-tracing ép & 22 [F], 7ELLREH AT, FIALEAL T openshift-operators 22
B8] F,

1.2.14.4. B ES
LA IThRAFR R T CVE IREMZR LR M H LRI FEE 1%,

1.2.15. Red Hat OpenShift distributed tracing Platform 2.2 4 {T3EiC

1.2.15.1. BT S ThBE

21 RiTHRAFEEM OpenTelemetry Collector 2044 B # MR
1.215.2. EFHRER
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B1E LTEL
Itk Red Hat OpenShift distributed tracing platform hRAfER T CVE i S ZL2iRIAE MU R BFH IR,
1.2.16. Red Hat OpenShift distributed tracing Platform 2.1 £ 1731
1.2.16.1. Red Hat OpenShift distributed tracing Platform 2.1 RF92H 4R A&

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.29.1
tracing Platform (Jaeger)

1.2.16.2. B R T i Thie

o WEITHRASIAT —NEEHRAFEMNER, XML IEEMAE OpenTelemetry BE X FIR 4
BB BHE%X, EXNIRAS, ca file EEE LFKRDPHBE tis T, M TFHEIFIR.

OpenTelemetry iR 0.33 B CA X &

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc:14250
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

OpenTelemetry fRZA 0.41.189 CA X #Edi&E

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

1.2.16 3. BFH1AEE
& TARAERIR T CVE IREMELTRB N RIZFEHEIR,

1.2.17. Red Hat OpenShift distributed tracing Platform 2.0 & 1T3¥iC
1.2.17.1. Red Hat OpenShift distributed tracing Platform 2.0 FRE92H 4R A&

Operator Hi Version

Red Hat OpenShift distributed Jaeger 1.28.0
tracing Platform (Jaeger)
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1.2.17.2. it e R IhHEI 5
R AThRAS T AT R N8 o
e FHTF Red Hat OpenShift Jaeger #£75 Red Hat OpenShift distributed tracing &,

e ¥ Red Hat OpenShift distributed tracing Platform (Jaeger) Operator B# & Jaeger 1.28, 7&K
3k, Red Hat OpenShift distributed tracing & R 2 #F stable Operator #i38, I A {THRAHI
MBS B SR,

e 5 Query RSN T X OpenTelemetry i (OTLP)MI #.
e 5| AT OperatorHub & I 2 % B ER KPR,
o TENHEBNRIIES, UXFRIHERMFTIIEE,

1.2.17.3. BRI Wi Th g

e ZATHRAINANT OpenTelemetry BIZLIEHIERVE MR T, 1B{EALIIENIEE OpenTelemetry
Operator 2%, Red Hat build of OpenTelemetry #F OpenTelemetry API f1TE, £LIEHERH
OpenTelemetry 83& OpenTelemetry Operator #1 Collector, f&BILAfEF Collector 7£ OpenTelemetry
= Jaeger P FRIEI trace, FHIF trace BUIE A #F Red Hat OpenShift distributed tracing &, BRI
AR ZHF Collector EMRINEE, OpenTelemetry JREZRFAVFFF A A G SH N TSR B AP I E A
9, R 7T HNEYEHEBTIE KA IR TEE TR

1.2.17.4. BFHHIRER

WAATHRARRT CVE IRENR MBI RIZF IR,

1.2.18. FKENZ #F

INRIBIEHIT AR FMR B E AN FE S, OpenShift Container Platform BRBE A, &5 LI0EE 71
P it

BT LLNER ] P
o HSRFENWLMNERIAE, THREIET RBXMNXXEMRRS R,
o R HLLLINESHF,
o Jjln| E M A,

BN LRI R, KA LE OpenShift Cluster Manager F{# [ Insights. Insights 3244t 7 [l AY 140
ER, HFEETANBERT, RETNAARHHER,

INREXT A B EMSUHEN, AT EMER, EIEREAHRR JIRA 1, 1HREEERFE
&, NEZFFN OpenShift Container Platform AR,

1.219. FFREEE%
TIERAFEHRBATHINRID, STREF] Web BHERFEERIGMIES, RITMIEMNRIEFFE : master,

slave, BEHEMELYE, BFHIAI/E+SRE, XEFRFEEFHEHNLANLZITHRAPERS LiE,
{FIEEE CTO Chris Wright FIE &,
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2% HHRBEEH
2 B om VBN

2.1. DA EEREN

BRAFEENNARFEPHIT—IREN, —MERBREMENRSE LT, MXNREATEEE/L
FANTRRSHWHEES S F AT MM HENBIME, Red Hat OpenShift distributed tracing & AT LL &R
TRHBER, EAR— N ARFENS MRS FLRIERIERRE,

AR E L RAREARIERTHERXKERNEAR, BEESEARHIEKENFNITH, UEER
DIRBLPRHENBMHEE, FLART UM EEXRBMRSEETARNRE, eYEEFItE. 7
FTMEFNIER SRR B MHE.

Red Hat OpenShift distributed tracing FE& 10K T FEMAR S HIEAN MR FIHIT R MEKR, FEEITH
trace, trace®RABIEIR/HITHRER, —NIHEIHH trace H—PEEZ A span ZHK.

span {3k Red Hat OpenShift distributed tracing SEEFRZETEH T, ©RERIERTT. BRIENFEA
IR FORFEENT [B], LAR ATBEROFR SN B &, span AIRERWIEFHHIF LUEINRR X %R,

2.1.1. BB
ENIRSFRAES, ERILMER S A EERFERNEIARS, UKRESRSEEWEXNER, EaILUER
Red Hat OpenShift distributed tracing SE& R IEIE. M MHREDHT, FOIAR, EREREMBRS N AR
P R 2E 4 B B9 32 B3 AT B HERR
FERIARNBERTESR, EEUHITUUTINE !

o A HmAES

o (LALMEREFNIERIN 8]

o HUTRERDHT

2.1.2. Red Hat OpenShift distributed tracing Platform Zh&E
Red Hat OpenShift distributed tracing JE &S 1R LT IHEE -
® 5 Kiali MK - YIEMEEN, EaILIM Kiali EHEEE S A BEREAEURE.
o R4 - A NBIRTAERXITERE —MER, MARPRRISERITT R,
o AHERALETXEM - RIFEET T RNAHFEERIEL A BT ENIREIRN trace,
e 5 Zipkin WEMA3EAM - Red Hat OpenShift distributed tracing platform & API, ©aeFHAE
Zipkin N 28R &, BLIETEL R THRAPRZH Zipkin RS,
2.1.3. Red Hat OpenShift distributed tracing Platform 224
Red Hat OpenShift distributed tracing SEE B MNMAGARK, ©il—RKE. FiEMEREEREIE,

® Red Hat OpenShift distributed tracing Platform (Tempo)- WWH&EEF FFE Grafana Tempo
B,

o MAX - MRAEHMEIUE. RAFNFIE KL L B2 H XK ENRTIRRSS .
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(o}

(o}

Distributor - Distributor #3%2 % #1&X (23#F Jaeger. OpenTelemetry # Zipkin) HJ
span, BiEITEH tracelD FH G2 MmN —HHARFHIFEE B R Ingester,

Ingester - Ingester ¥ trace #t BRI A, AIEE bloom i ERMRS|, ARENELERIFT
)=y

Query Frontend - Query Frontend i 57 W& AR EIBNERE A FHITO R, RE, BRE
W& EE] Queriers, Query Frontend #fE&:&;J Tempo Query sidecar 2 FF Jaeger Ul,

Querier - Querier 1 TI7E Ingester SK/FIRF AR EIKIF KD trace ID, RIBSH, ©AIUE
) Ingesters, FMFIHHIA Bloom &38|, LUMEENRIFMEHIZFTRE,

compactor - Compactors IR EIFimfFEEH, LIRS EE,

o ZTIgfJEEM OpenTelemetry - ILHAEE T FR OpenTelemetry T H,

(o}

OpenTelemetry Collector - OpenTelemetry Collector — N5 @E XM AR FZR, 4
B S HENEIE. OpenTelemetry Collector TR AT MR HIEH X, 20 Jaeger I
Prometheus, ZZEE|—NHZSANFRSE I GIH, Collector 2EIAMIERIZE S S H HZ2N
=,

e Red Hat OpenShift distributed tracing Platform (Jaeger) - LtHAEEF TR Jaeger TiH,

(o}

EPum (Jaeger &/0h, RERgs. MERRF. BEFmE) - 2HRNEBERTEA (Jaeger) & i
& OpenTracing AP IR ETE S L. S 1R LU A& FMINAE FFRIESR (40 Camel (Fuse)
. Spring Boot (RHOAR) . MicroProfile (RHOAR/Thorntail) . Wilfly (EAP) ZHiR#EDHRE
EI%IQQ

RE (Jaeger fRI2, Server Queue, Processor Workers) - 2R BERES (Jaeger) RIERE
— RSP ERR, Mm@ B P BB IR i (UDP) & 353+ & 3£ B Collector, X MUIERN#
BREAZEENNBRFNE—EN L, XREZBIBHRIMNE (A Kubernetes) HHY
sidecar 3&SZH,

Jaeger Collector (Collector, Queue, Workers)- 5 Jaeger ¥, Jaeger Collector UK
span, FFENIREZEAERAZIRHTHE, XAV Jaeger Collector IZBIR B % - i/ X
B, MARESF span 2 hEHE.

Storage (Data Store) - WERFE—MFANFHEEiR. Red Hat OpenShift distributed
tracing Platform (Jaeger) 124t 7 FBF span ZF#RI eI &R ML H, Red Hat OpenShift
distributed tracing Platform (Jaeger)#¥F Elasticsearch 7#fi#.

Query (Query Service) - Query @ — M MFHE IR trace BIARSS .

Ingester (Ingester Service)- Red Hat OpenShift distributed tracing & A LU{#E A Apache
Kafka {4 Collector #12LFRMY Elasticsearch [FiR1EfE 2 [H]89%% H, Ingester — MM Kafka
EEVEIEH B A Elasticsearch Z i G imMARSS .

Jaeger ¥H& - {8 Red Hat OpenShift distributed tracing XA (Jaeger) A/ 5, &a
DAL AL BB f 2B BREUE, EERIIES, Bl UE trace, HEFHK— MR
trace B9 span #1%,

2.1.4. Hfh ¥R

® Red Hat build of OpenTelemetry
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% 3 & 2B A (TEMPO)
% 3 E 2m N EBRFES(TEMPO)

3.1 4%
RESHRNBIRES (Tempo) BE Tempo Operator, FiEFRES T AHIMIRERE
o WFMARSER, £ A OpenShift 1B FEEE TempoStack L4,

o WFHAER, 7T% MM OpenShift 1 B HEFE TempoMonolithic S,

BF

FERANREHEEEELE TempoStack 5k TempoMonolithic ZLBIFTILE 5% X FHIN RIF 14
FH AN RIFHEERAUIE— secret,

3.1.1. 2% Tempo Operator

BT LAFE F Web 125l B s ©51T%%& Tempo Operator,

3.1.1.1. ffH Web #Hl& %% Tempo Operator

f&A LRI Web 3615 B9 Administrator #8224 Tempo Operator,
SoRFEH
e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5185,

e XF Red Hat OpenShift Dedicated, &% 7i{#FHE%E dedicated-admin & &R~ & 3K,

o RESEMAHFNHNEXEBEFEINRIEFLM : Red Hat OpenShift Data Foundation, MinlO,

Amazon S3, Azure Blob Storage, Google Cloud Storage, SIEBZER, HSH" W REFEMX
&'

Digk

==
[=]

NREERVEN, ERXELEELHNBIRTE(Tempo) H, ERESH
HBERFA (Tempo) A, HUAHET 237 FRIBEN EE SR EN REFGHE.

Pt =

S

1. # A Operators - OperatorHub F#1£3% Tempo Operator.

&

2. 7iFF MAIEIREE Tempo Operator,
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BF

DA% R I Operator BIBRIATIIXE :

® Update channel - stable

® |[nstallation mode = All namespaces on the cluster

® |nstalled Namespace = openshift-tempo-operator

® Update approval = Automatic

3. 7%#¥ Enable Operator recommended cluster monitoring on this Namespace& j%1E,
4,

FSPrFSPr

1%4% Install - Install » View Operator,

o EBZRE Operator TIEHM Details Wi £/, 7E ClusterServiceVersion details T IER %
Status @&/ Succeeded,

3.1.1.2. i CLI &%k Tempo Operator

BRI LAM B TIT R %

Tempo Operator,

FeRFH
o £HETIAEA cluster-admin AERYELL OpenShift CLI (oc) &1
R’
o A{RIZA OpenShift CLI (oc) RANE&HThRA, FH5EH OpenShift Container Platform AR
APLE,
o JZ17 oc login:

I $ oc login --username=<your_username>

RESERBEFNHRNERBREIN REM : Red Hat OpenShift Data Foundation, MinlO,
Amazon S3, Azure Blob Storage, Google Cloud Storage, MIEBZER, HS "W REMIX
E"

Digk

==
[=]

NREERVEN, ERXELEELHNBIRTE(Tempo) H, ERESH
HBERF A (Tempo) A, HHALET =37 RN EL R EN REFHE

it =
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% 3 & 2B A (TEMPO)

1. IZ1TLUF %4, N Tempo Operator BT H :

P2y
$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1

kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-tempo-operator
openshift.io/cluster-monitoring: "true"
name: openshift-tempo-operator
EOF

IZ{TLA T en 4 3R Gl Operator 4 :

iz
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v
kind: OperatorGroup
metadata:
name: openshift-tempo-operator
namespace: openshift-tempo-operator
spec:
upgradeStrategy: Default

IZITLA T an R O] 1

P2y
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/vialphat

kind: Subscription
metadata:

name: tempo-product

namespace: openshift-tempo-operator
spec:

channel: stable

installPlanApproval: Automatic

name: tempo-product

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

T T @S IEE Operator IR -

I $ oc get csv -n openshift-tempo-operator

3.1.2. &% TempoStack L4

IRE] LAFEF Web 125l B 5 1TREE TempoStack £,

3.1.2.1. fiEF Web 55 % % TempoStack 24l

IR LAIM Web #4158 Administrator #1 & &% TempoStack SE4l,
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SeRFH
e LIEF cluster-admin A& AF 51553 E| OpenShift Container Platform Web #5145,

e XF Red Hat OpenShift Dedicated, &&7i{#FHE%E dedicated-admin & &/ - & 5K,

o RESEMBAHFNHNEXEBEFEINRIEFL : Red Hat OpenShift Data Foundation, MinlO,

Amazon S3, Azure Blob Storage, Google Cloud Storage, MMEBRZER, ESM"WREFMHX
&'

Digk

==
[=]

HEREHENEY, CRESATEATRBETA (Tempo) F, HLEHT
RBERTA (Tempo) B, M TiiT B S BRI TR B R 77 58,

it =

1. # A Home - Projects —» Create Project, NIEE4L AR AIER TempoStack L& —4
L=

2. # A Workloads —» Secrets —» Create » From YAML, 7E&l TempoStack S5l A& B
NN RFHERAE— D secret. MFEZER, HSH" N REMEE".

Amazon S3 1 MinlO &fiZM secret =5

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. fIE TempoStack L6,

% -
IRe AER — SRR I T H A3 % 4 TempoStack 451,

a. 1# A Operators - Installed Operators,
.

b. %% TempoStack — Create TempoStack » YAML view,

ay

c. 7 YAML#iEsh, B7E X TempoStack HE X FIR(CR) :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack


https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://min.io/
https://aws.amazon.com/s3/
https://azure.microsoft.com/en-us/products/storage/blobs/
https://cloud.google.com/storage/

% 3 & 2B A (TEMPO)

metadata:

name: sample

namespace: <project_of_tempostack_instance>
spec:

storageSize: 1Gi

storage:

secret:
name: <secret_name> 9

type: <secret_provider> 6
template:
queryFrontend:
jaegerQuery:
enabled: true
ingress:
route:
termination: edge
type: route

ﬂ IRIESE 2 S OB secret, AFHENEA—PERAZHBRZERN RIFLH,
9 secret metadata & name HI(E,

9 AIEZHER azure (Azure Blob Storage) , ges (Google Cloud Storage) #1
s3 (Amazon S3, MinlO, 3% Red Hat OpenShift Data Foundation) &

AWS S3 #1 MinlO &M TempoStack CR =l

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: simplest
namespace: <project_of_tempostack_instance>
spec:
storageSize: 1Gi
storage:
secret:
name: minio-test
type: s3
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
template:
queryFrontend:
jaegerQuery:
enabled: true
ingress:
route:
termination: edge
type: route

ﬂ FEARBIHR, NREEBRXENLRRGEZ—, FHES 2 THOIBRYRFM secret,
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9 AP ER B HE A ECE I WOE T HTTP #1 OpenTelemetry Y (OTLP)# Jaeger
Thrift, ©RFER Jaeger Ul ATHI{LEE,

d. 1% Create,

. £/ Project: THi55ki%4F TempoStack SLBIRIIE,

# A Operators — Installed Operators, LA%iiE TempoStack LR Status 2SN
Condition: Readys

i# A\ Workloads » Pods, BA55iE TempoStack SEAIBIFREHAE pod ERTEIZ 1T
4. fjla] Tempo £HI& :

a. 7t A\ Networking - Routes #1 Ctrl+F, Lli#3z tempo,

b. 7E Location 5, T URL LAUfiA] Tempo 3615,

Tempo ZHI BRI ARTE Tempo EFHI A LEF TR trace #iE.

3.1.2.2. [ CLI &% TempoStack =4l

IRAT LAM B TR EE TempoStack £,
SoREH
o £HETIAEA cluster-admin AEREEL OpenShift CLI (oc) Rif,.
"R
o HARIEM OpenShift CLI (o) IRANEFTIRA, FHE5IEHI OpenShift Container Platform fR
AT,
o jz1T oc login &4 :

I $ oc login --username=<your_username>

1R B SER A NN EREFTRIN RIFLE : Red Hat OpenShift Data Foundation, MinlO,
Amazon S3, Azure Blob Storage, Google Cloud Storage, SIEBZER, HSH" W REMX
&'

Digk

==
[=]

NREHRVEN, BRXELEELHNBIRTE(Tempo) H, ERESH
ABERTA (Tempo) B, ERIHEL 32 HEFEHN BRI EN RIFMH.
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% 3 & 2B A (TEMPO)

Y=

1L BTUTHS, NERERLSRPAIERN TempoStack SEf AR EFEHIE -

ii,
$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1

kind: Project
metadata:

name: <project_of_tempostack_instance>
EOF

2. TEIEN TempoStack SEBIGIRMITIE A, 21T THSENENN REFEER OB — secret :

$ oc apply -f - << EOF
<object_storage_secret>
EOF

MEFLZER, HSWH"NREEZE"
Amazon S3 1 MinlO &fiZM secret =4

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. ENEAIERTIE RO — TempoStack S5 :

AE
IRe AER — SRR IR I T H A3 % 4> TempoStack 451,

a. B X TempoStack BE X HIE(CR) :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: sample
namespace: <project_of_tempostack_instance>
spec:
storageSize: 1Gi
storage:
secret:
name: <secret_name> g
type: <secret_provider> 6
template:
queryFrontend:
jaegerQuery:
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enabled: true
ingress:
route:
termination: edge
type: route

ﬂ IRIE5E 2 S OB secret, AFHENEA—PDERAZHGRZEBN RIFLHE,
Q secret metadata # name HI(E,

9 AIEZMER azure (Azure Blob Storage) , ges (Google Cloud Storage) #1
s3 (Amazon S3, MinlO, 3% Red Hat OpenShift Data Foundation) &

AWS S3 #1 MinlO &M TempoStack CR =l

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: simplest
namespace: <project_of_tempostack_instance>
spec:
storageSize: 1Gi
storage:
secret:
name: minio-test
type: s3
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
template:
queryFrontend:
jaegerQuery:
enabled: true
ingress:
route:
termination: edge
type: route

ﬂ FEARBIH, NREFEERLENLRRGEZ—, FHES 2 TPOIBRYRFM secret,

AP ER B HE A EC B I WOE T HTTP #1 OpenTelemetry Y (OTLP)# Jaeger
Thrift, ©RIFER Jaeger Ul ATHI{LEIE,
b. IZfTUTMNRNABELCR:

<tempostack_cr>

ey
$ oc apply -f - << EOF
EOF
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% 3 & 2B A (TEMPO)

1. TS, BIEFTA TempoStack A BIRE RS 7 Running, FEZFH type: Ready

I $ oc get tempostacks.tempo.grafana.com simplest -o yami
2. BT, WIEFTA TempoStack 4 pod BB EEIZIT ¢
I $ oc get pods

3. 1A Tempo ZHI& :

a. BT TR EIRBEETFERE :
I $ oc get route

b. TEM TN ¥ 25T FF https://<route_from_previous_step>.

ié o
Tempo ZHI BRI ARTE Tempo EFHI A LEF TR trace #iE.
3.1.3. &% TempoMonolithic SZ4

5E

TempoMonolithic L R B — MR INEE, FRARTIINEER ZLIME " MR 55 F il
(SLA) %%F, BIIeerlgeH AR, AEAHEEETERFERE], XLERARTIN
IheERI LA PR B T RIThEE, HAENKEF A ERIRHERITE N,

BRIABRAT G FEEMESER, WSARATITiEF e,

IR LB A Web 2 HI B S B1TRE TempoMonolithic 24,

TempoMonolithic B X FR(CR) LLAAKIER A Tempo #8E, Tempo SBREMFAEAM (IR EER.
2%HM. ingester, querier M1EMFTIR) MBI EE— AT,

TempoMonolithic SLBIZ #51F trace FHETEREFEPRFE. FAMBIT REFM,

EHRABEXTEBIGN 2/NBEE, &R, WHAFIEN Red Hat OpenShift distributed tracing &
(Jaeger) 2P BT B RME L,

Tempo HAERETIEKFY &, MREFBKES R, HEMRSEX P

TempoStack CR Fi-F Tempo B8E.

3.1.3.1. i Web 2l & %% TempoMonolithic Sl
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BF

TempoMonolithic L R B — MR INEE, FRARTIINEER ZLI0E 7 MR 55 F R il
(SLA) %%5, BIIeergeH AR, AEAHEEETERFERE], XLERATIT
IheERI LAME A PR B T IThEE, HENKEFAM ERIRHERITE,

BXRERATEESIFEEMELSER, HS AT REH,
AT LAM web #2241 & B9 Administrator 118 %% TempoMonolithic SEf1,

FERFH
o LIEA cluster-admin & &K MAF 558K E| OpenShift Container Platform Web 2l &,

e %fF Red Hat OpenShift Dedicated, & /7if# B %A dedicated-admin & &89tk &%,

Y=

1. # A Home - Projects —» Create Project, N{EF4E4 IR AIER TempoMonolithic S22
— N IE.

2. RERTHENE trace WEMHERE . RERERE. BAMSITREFR.

BF

N REEASEEDHREEREA(Tempo)H, FERZTIHUERNERENRT
% : Red Hat OpenShift Data Foundation. MinlO, Amazon S3. Azure Blob
Storage B Google Cloud Storage.,

BH, EFETRFHEEELE N TempoMonolithic SEF GBI R F - IRATT &
FHEREAE— secret, BAILITE Workloads — Secrets —» Create - From
YAML FAT LR AE,

MEESEL, WEH T REHLE".

Amazon S3 1 MinlO &fiZM secret =4

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. f|# TempoMonolithic L :

c . = -3
e
o ISR LATE R — S BF R 5T B 01 % > TempoMonolithic X451,
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% 3 & 2B A (TEMPO)

# A Operators - Installed Operators,
b. 1% TempoMonolithic -» Create TempoMonolithic » YAML view,

c. 7 YAML#iEsh, B X TempoMonolithic B E X #E (CR).
LT TempoMonolithic CR £l — TempoMonolithic #$&, ©i@id OTLP/gRPC #
OTLP/HTTP ¥ trace FHEXZFHHNEMEF, FEIHEBLF Jaeger Ul :

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
metadata:
name: <metadata_name>
namespace: <project_of tempomonolithic_instance>
spec:
storage:
traces:
backend: <supported_storage_type> ﬂ
size: <value>Gi
s3: e
secret: <secret_name> ﬂ
jaegerui:
enabled: true 9
route:
enabled: true G

AT trace WFEHERE - NEGFH. FAMSINREM. tmpfs RFEHRFHEIE
& memory, FAMBHER pv. NREFHEEZHER s3. gcs =k azure, EXEUR
FERAMNREFMERE,

WEXRN : X TFREFME, XBWKE tmpfs BRIK/N, FIMEHR 2Gi. M FRHAES,
XERRERAMSEFEREIKRD, BIMEHN 10Gi, X FHREFMHE, XEEKE Tempo WAL
IR AMESEERR A, BIAED 10Gi.

AL - N FXREFEM, NREFEMEIIRE, EIZHETIE 3. ges #l azure, EFREURTF
FERIX REMEIREL,

Ak - WFNRERE, TF6E secret B metadata ) name {E, 7Ff% secret ilE
TempoMonolithic S£BII FR—PearEZE[A R, HEE "Table 1 FIEEMNFEL, "Object
storage setup" & PRI secret S8,

J& B Jaeger Ul,

Q® o6 o o 9O

2R Jaeger Ul B 2E&H,

d. %% Create,

1. M Project: THIFIRK, 1% TempoMonolithic SLBIITIE,

2. it A Operators — Installed Operators, LU%iiE TempoMonolithic S2fIi Status & H
Condition: Readys

3. # A Workloads - Pods, LEU%iiE TempoMonolithic SXI# pod R & EFEIZ1T,
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4. Pjiln] Jaeger Ul :

# A Networking - Routes #[ Ctrl+F, Lli¥3% jaegerui.

Jaeger Ul {£ tempo-<metadata_name_of_TempoMonolithic_CR>-
jaegerui & H,

b. 7E Location ZlId, #TF URL LAV[A] Jaeger Ul,

5. ¥ TempoMonolithic SEBIHY pod FAZERS, &R LU trace & X EIERFHH tempo-
<metadata_name_of_TempoMonolithic_CR>:4317 (OTLP/gRPC) #1 tempo-
<metadata_name_of TempoMonolithic_CR>:4318 (OTLP/HTTP) fmm,

Tempo API I F& &£+ 1) tempo-<metadata_name_of_TempoMonolithic_CR>:3200 i 5.

3.1.3.2. {8/ CLI &% TempoMonolithic Sl

BF

TempoMonolithic 7&1@ /\IE MRARTABIZhEE. FATNEIRER R L8 AR5 T L
(SLA) ZFr, BMsemaEH TR, AETHERE T IMNEhERE], XERARTIE
ThA TM@%F&ELT%%EE’JIHE&, HENSEF LM BRIRHRBENL

BRIBRATGEXFFEENESER, ESHAT I 7,
BRI LAM B 551722 4% TempoMonolithic 4451,

FeRFH
o ST EA cluster-admin AEREEL OpenShift CLI (oc) K1,

R

o A{RIZA OpenShift CLI (oc) RANERHThRA, FH5EH OpenShift Container Platform AR
TR

o ;4T oc login fp

I $ oc login --username=<your_username>

it =
L BITUTS, NIERERLS B AR TempoMonolithic SEHIAIREEFENIE :

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: <project_of_tempomonolithic_instance>
EOF

2. RERTHENE trace WEMHERE . RERERE. BAMSIIREFR.
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% 3 & 2B A (TEMPO)

BF

NREEASEEDSHREEREA(Tempo)H, FERTIHNHRNERENRT
% : Red Hat OpenShift Data Foundation. MinlO, Amazon S3. Azure Blob
Storage B Google Cloud Storage.,

FiBk, RN REFEMREEL T TempoMonolithic SEI AR B H o fREIR R
BRI — secret, BALLZITUU T e H R ULIRIE

$ oc apply -f - << EOF
<object_storage_secret>
EOF

MBESIEL, HEH N REHLE",

Amazon S3 1 MinlO &fiZM secret =

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. EENHAEIE /2 —1 TempoMonolithic £,

R
TERILATE R — SR80 LRI B AR 8 % > TempoMonolithic 524,

a. B X TempoMonolithic B E Y ¥R (CR).
LT TempoMonolithic CR £/ — TempoMonolithic #§E, ©i@it OTLP/gRPC #
OTLP/HTTP ¥ trace FHEEXZFHHNEMEF, FHEIHEBLF Jaeger Ul :

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
metadata:
name: <metadata_name>
namespace: <project_of tempomonolithic_instance>
spec:
storage:
traces:
backend: <supported_storage_type> 0
size: <value>Gi
s3: 9
secret: <secret_name> ﬂ
jaegerui:
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38

enabled: true 9
route:
enabled: true G

FH:.FT?ﬁ% trace WEMERE : NEEM. BAMESITREM. tmpfs REHEEHE
& memory, FAMBHER pv. NREFHEESZHER s3. gcs =k azure, EXEUR
FERAMNREFERE,

WEXRN : X TFREFME, XBKE tmpfs BRIK/D, FIMEHR 2Gi, M FRHAES,
XERRERAMSEFEREKRD, BIMEHN 10Gi, X FHREFMHE, XEEKE Tempo WAL
IR AMESREERR A, BRIAED 10Gi.

D WFRRFME, NREMHRE, BHSW(ETIE s3. gcs # azure, EAFEURT

9 ﬁFﬁE’JS’T%ﬁﬁ%%*”

Q Al - T RTEME, TEHE secret Y metadata Y name {E, 7Ffi# secret A/il5
TempoMonolithic SEFIRI FRE—N & ZE AR, FHEE "Table 1 HIEEMTFEL, "Object
storage setup" PRI secret S8,

a J& B Jaeger Ul,

2R Jaeger Ul BIIE&H,
T TS RNABENLCR:

<tempomonolithic_cr>

ey
$ oc apply -f - << EOF
EOF

BT T ®S, KUEFRE TempoMonolithic components IR 24 N Running, B

conditions 2 type: Ready

I $ oc get tempomonolithic.tempo.grafana.com <metadata_name_of_tempomonolithic_cr> -0
yam|

BT @S, LARIE TempoMonolithic 2XIH pod B B IEEIZT ¢

I $ oc get pods

. VAl Jaeger Ul :

a. T4, &1 tempo-<metadata_name_of _tempomonolithic_cr>-jaegerui & HRY
BREIEIS -

I $ oc get route

b. 7ER 1 ¥ 28 3T FF https://<route_from_previous_step>.

. ¥ TempoMonolithic S pod FLZERT, &R LLSE trace & X EISREF R tempo-

<metadata_name_of_tempomonolithic_cr>:4317 (OTLP/gRPC) #1 tempo-
<metadata_name_of_tempomonolithic_cr>:4318 (OTLP/HTTP) s,



% 3 & 2B A (TEMPO)

Tempo API fI F& &£+ H) tempo-<metadata_name_of_tempomonolithic_cr>:3200 i 5,

314 N REMEIXE
GBS TN REMHN, EaLEAU TEREESH,

K 3.1. TEM secret 2

FiEGRE

Secret B
Red Hat OpenShift Data Foundation

name: tempostack-dev-odf # example

bucket: <bucket_names> # requires an ObjectBucketClaim
endpoint: https://s3.openshift-storage.svc
access_key id: <data_foundation_access_key_id>

access_key_ secret: <data_foundation_access_key_secret>
MinlO

155 MinlO Operator,

name: tempostack-dev-minio # example

bucket: <minio_bucket_name> # MinlO documentation
endpoint: <minio_bucket_endpoint>

access_key id: <minio_access_key_id>

access_key secret: <minio_access_key_ secret>
Amazon S3

name: tempostack-dev-s3 # example

bucket: <s3_bucket_name> # Amazon S3 documentation
endpoint: <s3_bucket_endpoint>

access_key id: <s3_access_key_id>

access_key secret: <s3_access_key_secret>

Microsoft Azure Blob Storage
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FiEGtRRE

name: tempostack-dev-azure # example

container: <azure_blob_storage_container_name> # Microsoft Azure documentation
account_name: <azure_blob_storage_account_name>

account_key: <azure_blob_storage_account_key>

Google Cloud Storage on Google Cloud Platform (GCP)

name: tempostack-dev-gcs # example

bucketname: <google_cloud_storage_bucket_name> # requires a bucket created in a GCP
project

key.json: <path/to/key.json> # requires a service account in the bucket’s GCP project for GCP
authentication

3.1.5. A BT
o (EEHEEN
® OperatorHub.io
o jinWebiZHl&
o {H Web #iI& M OperatorHub &%

o MBZREM Operator fIEN FHRFE

OpenShift CLI Al

3.2. B &

Tempo Operator A B E X HIRE X (CRD) X4 RE AR FEE N NBERF A (Tempo) FRI Z {5
FAMELEEILE, ETURERINEESIESILTH.

3.2 BE X#E
BXREERmFHEIFEE, H5E THRFAMGF DRSNS HECE X,

3.2.1.1. B BC & LT

TempoStack B E L5 (CR)E LA A HRIBERT A (Tempo) HIRA REAKNRMINILE, EALUE
SUXESHLRBEBLFHF KRB E XD HRBERT A (Tempo) L,

3@ Tempo YAML X451

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
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https://learn.microsoft.com/en-us/rest/api/storageservices/create-container?tabs=azure-ad
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/postinstallation_configuration/#creating-cluster-admin_post-install-preparing-for-users
https://operatorhub.io/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/web_console/#web-console
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-installing-from-operatorhub-using-web-console_olm-adding-operators-to-a-cluster
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-creating-apps-from-installed-operators
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/cli_tools/#getting-started-cli
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/storage/#understanding-persistent-storage

% 3 & 2B A (TEMPO)

name: name
spec:
storage: {}
resources: {}
storageSize: 200M
replicationFactor: 1
retention: {}
template:
distributor:{}
ingester: {}
compactor: {}
querier: {}
queryFrontend: {}
gateway: {}

% 3.2. Tempo S

BH 300 & HAME
apiVersion : BIENT RIS EEAM APl tempo.grafana.com/  tempo.grafana.com/
hiR AR, vialphai vialphai
kind : E L Z 0 tempo
Kubernetes X & B9Fh
%o
metadata : ME—PRIA REVEEE, & OpenShift Container
& name =774, UID, Platform & B4R
FRIERY UID FEF 020 R
namespace. TE B TERK
namespace.
name : *F REJE IR, TempoStack SEBIK % tempo-all-in-one-
i1 inmemory
spec : E 0B KRBT, B4 TempoStack 5Ll N/A
WA ERESH. 4FE
Fi8 Tempo Hi4-B9E A
E U, &1Espec TR
TEXE, HELSFHEA
HERXE, BNRERE
spec/template/<com
ponent> TV T,
resources: B4 TempoStack 52
BB BHIR,

storageSize :

replicationFactor:

ingester PVC B9z fi K

No

EHIRRNEE,
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¥

retention:

storage :

template.distributor:

template.ingester:

template.compactor:

template.querier:
template.queryFront

end:

template.gateway:

REEKEKE

UTR2EARKINKELZSHRIBIRT A (Tempo)BBEFHEHIR/IME :

sk

{RE8 trace MIBD &1L,

E N FEELEILT, P
B 5 EF BB XBETER
JIIAE storage &,
2/ 1E alllnOne s &
fth A LT R,

Tempo distributor #J
[RYprnyil

Tempo ingester HECE
I,

Tempo compactor #J
[RY=RrN

Tempo querier HECE
I,

Tempo query-
frontend BYEZE £,

Tempo gateway HIECE
I,

apiVersion: tempo.grafana.com/vialphat

kind: TempoStack
metadata:
name: simplest
spec:
storage:
secret:
name: minio
type: s3
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
template:
queryFrontend:
jaegerQuery:

42



% 3 & 2B A (TEMPO)

enabled: true
ingress:
type: route

ﬂ ATIREMBIN REMER, ERBE—PEHEREH secret FREVT X RFEFAE,

3.2.1.2. FHEECE

&7 LATE spec.storage TH) TempoStack BE X HIRA N9 AN EERFE A (Tempo)BEEX RFMHE, &F
PAMZ RS DN F R ot i,

7z 3.3. Tempo Operator FRE X 2 HRERFHEN—KEHESE

¥ sk =1 AAE

spec.storage.secret.t EEHERHEANEHE RF. AEEFEHEIGER RfE

ype i FHE Wk, BRI
RIIEE, RABIEE
pod KM RRRE,
storage.secretname TERENREBFTIESN N/A
secret &,

storage.tls.caName CAREE CAIEHH
ConfigMap %I & i
o

XK 3.4. i secret 2

FiEGRE

Secret B
Red Hat OpenShift Data Foundation

name: tempostack-dev-odf # example

bucket: <bucket_names> # requires an ObjectBucketClaim
endpoint: https://s3.openshift-storage.svc
access_key id: <data_foundation_access_key_id>

access_key_secret: <data_foundation_access_key_secret>

MinlO


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/

OpenShift Container Platform 4.16 2% XB8

FiEGRE

&8 MinlO Operator,

name: tempostack-dev-minio # example

bucket: <minio_bucket_name> # MinlO documentation
endpoint: <minio_bucket_endpoint>

access_key id: <minio_access_key_id>

access_key secret: <minio_access_key_ secret>

Amazon S3

name: tempostack-dev-s3 # example

bucket: <s3_bucket_name> # Amazon S3 documentation
endpoint: <s3_bucket_endpoint>

access_key id: <s3_access_key_id>

access_key secret: <s3_access_key_secret>
Microsoft Azure Blob Storage

name: tempostack-dev-azure # example
container: <azure_blob_storage_container_name> # Microsoft Azure documentation
account_name: <azure_blob_storage_account_name>

account_key: <azure_blob_storage_account_key>
Google Cloud Storage on Google Cloud Platform (GCP)

name: tempostack-dev-gcs # example

bucketname: <google_cloud_storage_bucket_name> # requires a bucket created in a GCP
project

key.json: <path/to/key.json> # requires a service account in the bucket’s GCP project for GCP
authentication

3.2.1.3. HiARSE LT

PFNBERTES (Tempo) BIFANEM, B querier #1 query frontend, AFEEEIH, I UEEXH D
Hik,

querier 444 7E ingesters IR REHIE KB trace ID, RIFPXERSE, querier HETTLLE I

ingesters, FMIEImAIEY bloom B3R5I, LUMBEEXN REFMHPERL, querier HHTE GET
Iquerier/api/traces/<trace_id> 2 FF HTTP i, EARTIHIEEEA, EiRQIULER E R,
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https://operator.min.io/
https://min.io/docs/minio/linux/reference/minio-mc/mc-mb.html#command-mc.mb
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://learn.microsoft.com/en-us/rest/api/storageservices/create-container?tabs=azure-ad
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account

% 3.5. querier MR ES

¥

nodeSelector

replicas

7B (tolerations)

30

node-selection ZAJRAIE BT,

pREERESIE=I: RS-

FE THHAR pod BR,

% 3 & 2B A (TEMPO)

=SV O]

KA ;B AR int32

KA BB

IR RTIRA A 71 T 0 8 AR EIXHERERHT O . EINRTIREL &AM HTTP iR A FF trace : GET
/api/traces/<trace_id>, ENER, Eif] frontend 4H44F blockID ZE[H 2K AIE BN D F#E, ABEX X
L5 RTINS, querier ZHEFBIT R gRPC EBHEEE & frontend B4, LAMIRIXLES K Eifl,

% 3.6. HiARAHNERESH

¥

component

component.nodeSelector

component.replicas

component.tolerations

jaegerQuery

jaegerQuery.enabled

jaegerQuery.ingress

jaegerQuery.ingress.annotati
ons

jaegerQuery.ingress.host

jaegerQuery.ingress.ingress
ClassName

jaegerQuery.ingress.route

jaegerQuery.ingress.route.te
rmination

fed

F B A AR,

T RIEFELREE B,
HEWETRA A O RIA .
RE T ENFTHA L Pod R,

B ET Jaeger Query ZHHH%
i,

JaE, BIE Jaeger Query H
#tjaegerQuery,

Jaeger Query ingress BIi%E,

ingress A RBF AR,

ingress AR EN A,

IngressClass REFFIRIEH. &
SCHRAS AN ORI 2R IR R A O B
Ro

OpenShift B& B BIET,

ZERE, Eilh edge,

=SV O]

=S O]

KA B B int32

KA BB

=SV O]

KRB : #/RME

A PR

=SV OF ]

KA . T

KA . T

=SV O]

KB . FRFE (enum: insecure,
edge, passthrough, reencrypt)



OpenShift Container Platform 4.16 £ 3ViBER

¥

jaegerQuery.ingress.type

jaegerQuery.monitorTab

jaegerQuery.monitorTab.ena
bled

jaegerQuery.monitorTab.pro
metheusEndpoint

sk

Jaeger Query Ul B ingress K8,
S HEMFEE ingress. route I
none.

monitor &£ ERE,

1E Jaeger #HI& HE A monitor
HI R, WINEE
PrometheusEndpoint.

B & span rate. error # duration
(RED) $E#18 Prometheus SEfiIfY
ihm. 540 : https:/thanos-
querier.openshift-
monitoring.svc.cluster.local:
9091,

TempoStack CR H i 2 18] Al 2H 44 B0 Bic & 2~ 51

apiVersion: tempo.grafana.com/vialphat

kind: TempoStack
metadata:
name: simplest
spec:
storage:
secret:
name: minio
type: s3
storageSize: 200M
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
template:
queryFrontend:
jaegerQuery:
enabled: true
ingress:
route:
termination: edge
type: route

3.2.1.3.1. Hftb 5

o TRTRMAR

3.2.1.4. 1£ Jaeger Ul E2E monitor 1Tk

46
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KB : FRFE (enum: ingress,
route)

KA WR

RE : f/RE

KA . T


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#nodes-scheduler-taints-tolerations-about_nodes-scheduler-taints-tolerations

% 3 & 2B A (TEMPO)

RIFIEQEFENER, BIEERNNESMERPIE, R, HXE, HERFFLLE(RED)TE
FRATLAM trace F1RER, FEFRATLATE Jaeger #2414 # Monitor 1ETT £ Rl 51k,

FEPRRE B OpenTelemetry Collector Y span, H user-workload i #RHEfE AR ERZHY Prometheus M
Collector F3REX, Jaeger Ul M Prometheus i s &)X L3645, FHAHALEN ],

3.2.1.4.1. OpenTelemetry Collector Bdi&

OpenTelemetry Collector EEEZE spanmetrics 1£#25, ZEERM trace FRETEIT, FIUL
Prometheus /&= 5 15 ¥x.

OpenTelemetry Collector B Y T5iR, FF span RED

kind: OpenTelemetryCollector
apiVersion: opentelemetry.io/vialphai
metadata:
name: otel
spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
connectors:

spanmetrics: g
metrics_flush_interval: 15s

receivers:
otlp: 6
protocols:
grpc:
http:

exporters:
prometheus:
endpoint: 0.0.0.0:8889
add_metric_suffixes: false
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped

otlp:
endpoint: "tempo-simplest-distributor:4317"
tls:
insecure: true

service:
pipelines:

traces:
receivers: [otlp]
exporters: [otlp, spanmetrics] 9

metrics:
receivers: [spanmetrics] G
exporters: [prometheus]
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]2 ServiceMonitor B Y %R, LAUSF Prometheus exporter FI32EX,
Spanmetrics ¥R EIN trace M exports 18HT.

OTLP #EIN2ITE OpenTelemetry X FiEI span,

Prometheus exporter FiF 5 H Prometheus & X T,

Spanmetrics £ 237E trace EEARHEBCE N exporter,

QD000

Spanmetrics £ 2ZRE metrics EE B E N EEINES

3.2.1.4.2. Tempo ECi&

TempoStack B E X FRLAIEELLTHE : Monitor iETEE2/ZH, Prometheus i s I EE N
Thanos querier iR55, LAMPFE AU IR HERR A SR,

4 [ [ Monitor iETI£H TempoStack B3 YR

kind: TempoStack
apiVersion: tempo.grafana.com/vialphat
metadata:
name: simplest
spec:
template:
queryFrontend:
jaegerQuery:
enabled: true
monitorTab:
enabled: true ﬂ
prometheusEndpoint: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091 g
ingress:
type: route

ﬂ 1E Jaeger ## & # /5 B Monitoring 11,

9 3 B user-workload WM Thanos Querier BYIRSS & Fh.

3.2.1.4.3. Span RED {5 Hra &3]

spanmetrics £ E NIl A TFERAN, Fa, X FEREIENIRSHE LIRS KA BIR(SLO)
BER, EESRSUE— duration_bucket B4 K0 A 118851605, XLEEIREFINARS. AP
ZFR. BRERBIME B MENIRE,

% 3.7. 7£ spanmetrics 2 P A BIIB IR E

& ek A
service_name i otel_service_name (/22  frontend
KBRS &,
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% 3 & 2B A (TEMPO)

R ek i1
span_name BB, o /
e /customer
kind TiAIRS 8. B Im. SHEE B
span_xin Eiﬁfﬁfﬁ E . HRfR e SPAN_KIND_SERVE
ARIR o

R
e SPAN_KIND_CLIENT

e SPAN_KIND_PRODU
CER

e SPAN_KIND_CONSU
MER

e SPAN_KIND_INTERN
AL

PrometheusRule CR =, ©5 SLO E X T —1MEEMN - fErimiRsSH, B 95% MiEKTE
2000ms &G #H I E5E,

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: span-red
spec:
groups:
- name: server-side-latency
rules:
- alert: SpanREDFrontendAPIRequestLatency
expr: histogram_quantile(0.95, sum(rate(duration_bucket{service_name="frontend",
span_kind="SPAN_KIND_SERVER"[5m])) by (le, service_name, span_name)) > 2000 0
labels:
severity: Warning
annotations:
summary: "High request latency on {{$labels.service_name}} and {{$labels.span_name}}"
description: "{{$labels.instance}} has 95th request latency above 2s (current value: {{$value}}s)"

@ = FiREE, RE 95% ByRTIHARSS RSN A EETF 2000 ms, BHFESEE (5m]) HAELR
HRER RIS, I B LU SRR L,

3.2.1.5. %

Tempo Gateway RS IR T H B R BRIV LA, BH5IUEER OpenShift OAuth
Kubernetes TokenReview API, %% Kubernetes SubjectAccessReview API,
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N Tempo Gateway BR%5 R X #5&11 OTLP/gRPC 438 trace, A% OTLP/HTTP,

HAMATHETH Tempo CR I, dev #l prod

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: simplest
spec:
tenants:
mode: openshift ﬂ
authentication:
- tenantName: dev 6
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"
- tenantName: prod
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfb"
template:
gateway:
enabled: true 6
queryFrontend:
jaegerQuery:
enabled: true

W E N openshift,

HFFIR,

&R, TEEEEIER, WITE X-Scope-Orgld 2k R fit,
ME—B9FE 7 1D,

A RHITE M EIERFINMIM X, Jaeger Ul @i http:/<gateway-
ingress>/api/traces/vi/<tenant-name>/search 2,

0009

RIVEB A Kubernetes T & #1734 (RBAC)H ClusterRole #1 ClusterRoleBinding. ZAi\iE
RE, ERAFEREIEERSE AR,

R B UL - 2EY dev # prod 778 trace #EHY1:2HY RBAC Bd & =PI

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: tempostack-traces-reader
rules:
- apiGroups:
- 'tempo.grafana.com'
resources:
- dev
- prod
resourceNames:
- traces

50


http:/api/traces/v1/<tenant-name>/search

% 3 & 2B A (TEMPO)

verbs:
- 'get’ g
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: tempostack-traces-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: tempostack-traces-reader
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: system:authenticated 6

@ uwEs,
Q get {E 7 5 A AR 1E,
© BEIFEZEN BRI trace BIRHLEVR,

FoF otel-collector AR 551K 4R E dev #1784 trace BIEHE A RBAC ECi&E Rl

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector ﬂ
namespace: otel
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: tempostack-traces-write
rules:
- apiGroups:
- 'tempo.grafana.com'
resources:
- dev
resourceNames:
- traces
verbs:

- 'create’ 6

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: tempostack-traces
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: tempostack-traces-write
subjects:
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- kind: ServiceAccount
name: otel-collector
namespace: otel

@ 5t trace RENBHEANE FIHIRS IS BN, B IERS K S
/var/run/secrets/kubernetes.io/serviceaccount/token % 3% bearer 45 EFrk,

© 7,
9 create [H/Z2 B E A,

BIREBIET LLM OpenTelemetry Ui 85 4 % 5 Tempo £, ZINESF R A RBAC MRSSIK R E
AEUE,

OpenTelemetry CR Egi&E 2l

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: cluster-collector
namespace: tracing-system
spec:
mode: deployment
serviceAccount: otel-collector
config: |
extensions:
bearertokenauth:
filename: "/var/run/secrets/kubernetes.io/serviceaccount/token”
exporters:
otlp/dev:
endpoint: tempo-simplest-gateway.tempo.svc.cluster.local:8090
tls:
insecure: false
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"
auth:
authenticator: bearertokenauth
headers:
X-Scope-OrglID: "dev"
service:
extensions: [bearertokenauth]
pipelines:
traces:
exporters: [otlp/dev]

3.2.2. BB B E R

Tempo Operator ZHFF&E TempoStack BRI IZFNEN, MZLHHA. ingester F, HOFEX
Operator A& & BFHHFNIRETET.

3.2.2.1. B2 @ TempoStack #IRFIE R

& LUE A TempoStack SEBIHIFEARFI R,
SREM
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% 3 & 2B A (TEMPO)
o TEEBER/E AN E LRI B B R TE,

it

1. B2 TempoStack SLAIENTETR, 151 spec.observability.metrics.createServiceMonitors =
E&iXi&EH true :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:

name: <name>
spec:

observability:

metrics:
createServiceMonitors: true

2. BN TempoStack SLHl/E HEK, 1519 spec.observability.metrics.createPrometheusRules
FERIXEN true :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:

name: <name>
spec:

observability:

metrics:
createPrometheusRules: true

CoAI
BT LUE R Web 12241 A 89 Administrator {1 &K IFEEB 2 E KD :

1. # A Observe — Targets, T Source: User, f27 ServiceMonitors (1%} tempo-
<instance_name>-<component>) HJIRZEN Up,

2. BERIFERBESTOEMLE, EHZE Observe - Alerting - Alerting rules, i3 Source:
User, FI2# TempoStack SEBIZHHERY Alert HLNI 27 .

3.2.2.1.1. Hfth ¥R
o NFAMENMIIE S A

3.2.2.2. B2& Tempo Operator I EFRFIER

M web $ZH & L% Tempo Operator I, &8 L% Enable Operator recommended cluster
monitoring on this Namespace £1%4E, BRI Tempo Operator BIIEIRFIE R,

MRBAERETBHEERFESEE, ETUERE Tempo Operator [FFN/E BIEIFFIER,

it

o TERET Tempo Operator BT B 7510 openshift.io/cluster-monitoring: "true” /1%, Zik
77 openshift-tempo-operator.

Rk
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
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BT LUE R Web 122414 B9 Administrator {1 & REIFEEB 2 E KD :

1. # A Observe — Targets, i1 Source: Platform, F1£3% tempo-operator, ©/EH Up
L7

2. BERIFEMESRSEWLE, HHE Observe —» Alerting — Alerting rules, 37 Source:
Platform, B %l Tempo Operator # Alert HLI,

3.3. 7A%

X FIRAFD, Tempo Operator I Operator Lifecycle Manager (OLM), FAF L& &~ Operator
=&, FRMNETAEHZEH (RBAC),

OLM EKIATE OpenShift Container Platform AiZ1T, OLM BJLAE e R Operator LAk B &R45H
Operator B9F%,

% Tempo Operator AR EFTRAL, SRIAETEERRN TempoStack L4l, FHIFHHAYEIS Operator
HThR AT B B9 AR AR

3.3.1. Hfth ¥R

e Operator Lifecycle Manager B:&#1 51R

o FHTZEEH Operator

3.4. kR

M OpenShift Container Platform &£/l Red Hat OpenShift distributed tracing Platform (Tempo)
RZ RN -

1. XA R HNEERTES (Tempo) pod,
2. MBREMT TempoStack SE4l,

3. #B& Tempo Operator,

3.4.1. {F F Web 125 & iBx
AT LUTE web #2245 & B9 Administrator 11 & FfifiBR TempoStack £,

FoRFM

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5185,

e XfF Red Hat OpenShift Dedicated, &7 EH dedicated-admin & &K - &K,

Pt =

1. #£ A Operators — Installed Operators - Tempo Operator » TempoStack,

2. EffIBR TempoStack LI, 1HEREF - Delete TempoStack - Delete,

3. A% : kR Tempo Operator.
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-understanding-olm
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-upgrading-operators

% 3 & 2B A (TEMPO)

3.4.2. [ CLI k&

IR LATE S 54T HBR TempoStack 5245,

FRFH

o ST EA cluster-admin AEREEL OpenShift CLI (oc) K1,

7R
o FALRIEHI OpenShift CLI (oc) IRANE&EFTIRA, FHEEB OpenShift Container Platform hix
ZNUT N
o jz17 oc login:

i
I $ oc login --username=<your_username>

iz
1. BT &4, FREX TempoStack SELHIHIZFR :
I $ oc get deployments -n <project_of tempostack_instance>
2. BITLAT S MR TempoStack SEf :

ey
I $ oc delete tempo <tempostack_instance_name> -n <project_of_tempostack_instance>

3. ®@i% : MRk Tempo Operator,

1L BT TS, URIER A& AR TempoStack £, XRRNEMBRADS :

I $ oc get deployments -n <project_of_tempostack_instance>

3.4.3. At BT
o MEEEHMER Operator

® OpenShift CLI Al
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-deleting-operators-from-a-cluster
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/cli_tools/#getting-started-cli

OpenShift

Container Platform 4.16 £ %R BER

45 2N EERFA(JAEGER)

B

Red Hat OpenShift distributed tracing Platform (Jaeger) @ — 1N EFAMTHEE. FHNIL
BEPR B E7E OpenShift Container Platform /1, FHSMEESHE, BHE, XNIERE
R A TR A MR, BRBUNIEFRNSREHHER,

& X OpenShift Container Platform A E 3 AR EBETHREM RFTIIR, 15S [N
OpenShift Container Platform & {T3E1CH 2 Z A HMIREIZIBEER 7 o

f&a LLE T AR Hi 5 = 2 —7E OpenShift Container Platform £ %2%% Red Hat OpenShift distributed
tracing 5 :

YE5 Red Hat OpenShift Service Mesh FJ—E8 3 &% Red Hat OpenShift distributed tracing 3¢
B. Service Mesh ZEHRRINEE T 2 HNIEER. B4 Red Hat OpenShift distributed tracing
EBFENRSMBI—EDRE, 1E5IRIR Red Hat Service Mesh 225 1iBR#R1E, EUIESR
Z M AE R B iy % 22 [7] R 2 %5 Red Hat OpenShift distributed tracing &, Bl
ServiceMeshControlPlane #1 Red Hat OpenShift distributed tracing & FiRM AL T B — &
22 (A,

INRIERBRERS M, B LUER Red Hat OpenShift distributed tracing platform
Operator RETRENHNEIRF R, BEEBRSMIEHIER TRE Red Hat OpenShift
distributed tracing ¥ &, 1EEBLLTUIER,

410 R

1E %% Red Hat OpenShift distributed tracing SE& R, HEBREED), FHBRFHRBIAREMY

IRH9ZT MK P A SEBLEY OpenShift Container Platform 1T, MNREEEBFITIY, HBEL
RHHERRUKBEZER.

EE OpenShift Container Platform 4.16 ik ,

%% OpenShift Container Platform 4.16,

o 7 AWS LtZ%& OpenShift Container Platform 4.16

o ERFE®M AWS E&% OpenShift Container Platform 4.16

o TEHENLLZZE OpenShift Container Platform 4.16

o 7£ vSphere £%&%& OpenShift Container Platform 4.16
L5 OpenShift Container Platform iR AEEIR oc CLI TERRA, FFEBNMEIERBRER,

B4 cluster-admin & &K,

4.1.2. Red Hat OpenShift distributed tracing & %2t

L% Red Hat OpenShift distributed tracing EARSHIMT :
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B 4 F 2B A (JAEGER)

o EENEHAEMEHITRER,

o MRMHIEMERBEZIFAMEREM, 1B OperatorHub Z2& OpenShift Elasticsearch
Operator,

e &l OperatorHub %% Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
o BWBEENHIR YAML X, LIZRIERIERERER,

o —/E% 1 Red Hat OpenShift distributed tracing & (Jaeger) LI ERZE E OpenShift
Container Platform ¥ &,

4.1.3. &% OpenShift Elasticsearch Operator
EKIABY Red Hat OpenShift distributed tracing & (Jaegen)EEFE A AFEFM, EHTEE N ITFH Red
Hat OpenShift distributed tracing FF&. RAUERSHTENHIME A Red Hat OpenShift distributed

tracing & (Jaegen) A FIRE RS, RMITXIEEIMEFRFEMA Red Hat OpenShift distributed
tracing & (Jaeger), MM LEHEERFAMEFMELI, B Elasticsearch,

FERFH
e ijj[A] OpenShift Container Platform web 1Z#I&

o EELMERAESR cluster-admin B &A1 A5 E., WMRHEA Red Hat OpenShift
Dedicated, Nw7iE—NE%E dedicated-admin B &K,

==
[=]

>

AE L Operators By Community iiA&, FZF4tX Operator,

INRIBBLERET OpenShift Elasticsearch Operator £/ OpenShift Logging B9—&84,
MAEEH/REZH OpenShift Elasticsearch Operator, Red Hat OpenShift distributed

tracing Platform (Jaeger) Operator {# i 2 &% OpenShift Elasticsearch Operator Il
Elasticsearch £,

it

1. LLE A cluster-admin A& A - 5128 XE| OpenShift Container Platform web 1Z#l&, W3R
{8 Red Hat OpenShift Dedicated, M7iHE—1 2% dedicated-admin & &K,

2. SfinZE Operators » OperatorHub,
3. TEILJESRMER A Elasticsearch LA E] OpenShift Elasticsearch Operator,

4. =EHZIIEIR A OpenShift Elasticsearch Operator 3£ i7" % Operator BI1E 2.

5. m|if Install,
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6. 1E Install Operator T/, %# stable Update Channel, IXBI7E% ¥R AT B 5 B HIEH

S.

10.

414, &

ERLLE

Operator,

#ESZBIAB All namespaces on the cluster (default) X&1EE AR openshift-operators-
redhat 1l B %2 %% Operator, F{# Operator AI{EEEEHMFTETIE A,

Elasticsearch 2% FEZE OpenShift Elasticsearch Operator B openshift-

operators-redhat fp % 22 [A], Hh Red Hat OpenShift distributed tracing
Platform Operator Z2%5{E openshift-operators % Z2[A] 1,

EZBAR Automatic HUESRES, EIAERT, ZHiXA Operator BIFThRANE A, Operator
Lifecycle Manager(OLM){$ B #1172 Operator BiZ21T5L6I, MELBANTFIl, MREFEFE &
1, WHAEFHR Operator ATANT, OLM &OIEEHIER, FHVEHEEMA, BUIFIHAEZ
BEHTIEK, F AR Operator EHTEFHThRA,

% -
. Manual it #£SRIRFEE R E Y F IR A F#E# Operator BIZREZEFNTT [T 72,

mifi Install,

7£ Installed Operators T{E®, %% openshift-operators-redhat 1 H. Z7F OpenShift
Elasticsearch Operator B InstallSucceeded RSB KEE,

& Red Hat OpenShift distributed tracing Platform Operator

1 OperatorHub %% Red Hat OpenShift distributed tracing Platform Operator,

FINBERT, Operator Z%7E openshift-operators i B A,

SeRFH
e jj[n] OpenShift Container Platform web &
o BELMEAESR cluster-admin B &A1 R5%EE, WRHEA Red Hat OpenShift
Dedicated, N#/iA—" 8% dedicated-admin & &K,
o MREFEFHAMEM, MNTIERE Red Hat OpenShift distributed tracing Platform Operator
BIZ % OpenShift Elasticsearch Operator,
iz
1. LB A cluster-admin A& A - 5138 XE| OpenShift Container Platform web 1Z#l&, W3R
{8 Red Hat OpenShift Dedicated, M7iHE—1~E7% dedicated-admin & &I,
2. # A Operators - OperatorHub,
3. B AEERFEPHADMNBERT A KEE Red Hat OpenShift distributed tracing Platform
Operator,
4. 7% Red Hat OpenShift distributed tracing platformOperator, ©HZLIBIRHEE, R
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5. = Install,

6. X F Install Operator T{E ) Update 518, 7EXMHFThRANS, 17 stable SREEH
Operator,

7. EZEIAM All namespaces on the cluster (default) X&7E2I\# openshift-operators 1 B
%3 Operator, FHEEAILUMEREHIIRMETBEFER,

8. EZEI\M Automatic Bt KRS,
¢ -

INRIEZEZLBINE, Operator Lifecycle Manager (OLM) 27EE #Thik Operator
a] AR B 3h A2t Operator 8932 175241,

NRIEFFHEH, OLM RTEFHHIR Operator A A BIE—NEHIEK, B
Operator BT EHIRA, WIUEHEEASBFIHHEEIE R, Manual #it#
RIRERERE IR O F otk Operator ZEHMII [,

-

9. =& Install,
10. 5%l Operators — Installed Operators,

1. 7£ Installed Operators TIEA, ¥ openshift-operators 11 H, %fF Red Hat OpenShift
distributed tracing Platform Operator BJ Succeeded JR4k%L,

4.2. Bci&

BF

Red Hat OpenShift distributed tracing Platform (Jaeger) 2 — N EFAMTHEE. FHENID
BE{HPRA EL S 1E OpenShift Container Platform /1, FIFMHLw Y., B2, XNIESTE
R A TR A MR, BRBNIEFNSBEHER,

& X OpenShift Container Platform A E 3 AR E B THREM RFITIIR, 15S [
OpenShift Container Platform & 1T3E1CH EF AR ZIEER 5

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator & B & X R E L (CRD) X 43k &
AR E D HNBIRTE (Jaegen) BIRN ZEANREIEEXE, BoIURERINEESIEBIZX
{¢Q

INREEFD BN BEREESYE N Red Hat OpenShift Service Mesh F—ER &%, EaILUEH
ServiceMeshControlPlane I—ER O HUITEAREE, BH 7T TLITH, ENIEE Jaeger CR, AEFTE
ServiceMeshControlPlane A 5| BEH0 1h E ERES B S5

Red Hat OpenShift distributed tracing Platform (Jaeger) BT E X HIER B HREE, EAILATE B E L HRX
HRIEE—NERERE., UEUELHRBERTES (Jaeger)SLHIES, Operator &8 A ILER B T4 QB ER
ETRIINTR,

Jaeger BE Y FIRX 4 TRERE R

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
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name: MyConfigFile
spec:
strategy: production ﬂ

Q@ ==,

4.2.1. T HFHERERE

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator BRI # LA FERE KL :

allinOne

- WEBREERTHAL. WRFEREN, BRATETINE, EENEHAEH Agent. Collector I
Query RS EBIT A A —RAIHUTX, BUANERREFE,

. pa -

NEFHERERAMRN, XBEREFNRSHEERT A (Jaeger) LK, EGHEE
#, 1KHY trace BIBNAER, WA, RAEEETET B, BNEAN Pod #AEECHKN

2 7, WMFHALENE, E85FA production 5 streaming SRHE, XLEFRBSER
Elasticsearch {E N BRINTE .

production
production SREEFZAFEINME, EEFIMER, X trace HIBFITKBEHIEEEE, ANEE
BASYT BNRETRNMGE, Hit, 8NEmAEERNEIMEE, Agent ATLMENIGTIN AEFE L
B sidecar ¥ Ao, Query # Collector FRFSHEELE NER — N ZZHFNFEMHERE - HEiH
Elasticsearch, BJLARIBEMREFNIRE BENMIRE ZIREEBNHBHZ DLHI,

streaming

streaming SRB& B 1E@iT IRLTE Collector ] Elasticsearch [EimfZfi# & (B A ML B FHiThAE K18 58
production &, XIFEMBFLRERAEIER FTEERHREMEES, FHARTHEM trace BLEINEE
BEEMREHTES (AMQ Streams/ Kafka) F#) B SER span #iE.

L

e streaming FREEFEEXIS B AMQ Streams 1T,

e HAFlIBM Z° 7% #F streaming SRE K,

4.2.2. M Web #2H| 58 E D H 2 EBERT & FOAKES

B E X HHRE L (CRD)E X EBE Red Hat OpenShift distributed tracing L& LB AMNE B, ERIA CR
%7 jaeger-all-in-one-inmemory, BEENFERAZRDHIERE, LUBERERUZEEKIAR OpenShift
Container Platform ZERHRRINRET, EILMERLBINEEZEMER AlllnOne SRESRIEH Red Hat
OpenShift distributed tracing & (Jaeger)S:3l, siEEAILLE X B 2B E LUHIRE X4,

==
NEEEFA AN, 1R Jaeger pod %M. ERSHHEEM, EH trace HIEFNE

K, WTFHAMEM, LR production 5 streaming 5KB&, X L3R
Elasticsearch {E N EIATFNE,
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FRFM

BZ& % Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
MEEE T MM EE LEREMA,
XA LUEREA cluster-admin & &I 710 £ E,

LLE A cluster-admin B &8I - & 17& % E OpenShift Container Platform web &,
BB —A#E, 0 tracing-system,

Tt

INRIEEVEH Service Mesh —EBARE, NI9HRNBIREASTRLIE
ServiceMeshControlPlane iR AI FE—/ e 22 [E A, 40 istio-system,

a. 1# A Home - Projects,

b. m=ii Create Project,

c. £ Name FEEHHiA tracing-system,
d. = Create,
5%l Operators — Installed Operators,

MANBE, M Project FH AL tracing-system, B REFEELEF—LEHT[A], ik Operator &
HEFT I B A,

= Red Hat OpenShift distributed tracing Platform (Jaeger) Operator, 7E Details #:% Il HY
Provided APIs T, Operator 124t 7 — N EANEREE,

1f Jaeger T, = Create Instance,

1E Create Jaeger IE £, EFARIMEH1TERE, ER Create RAUIESHXBIREAR
(Jaeger)<Lfl,

. 7E Jaegers TlH £, ROMNEBIRES (Jaeger)LHIHILFR, 0 jaeger-all-in-one-inmemory.

. T£ Jaeger Details TTE L, =Rili Resources i F., FHF pod BIREZE N "Running" BAKELR

1.

4.2.2.1.3877 CLI BES /R EERFEA R K
BBUTHE, MGSTUERLHBREBIRTES (Jaeger)3LHl,

FoRFM

BREFHIIE Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
MEEE T MM E E L EREMIEA,

& LA [R] 5 OpenShift Container Platform iR ZA<CEZHI OpenShift CLI(0C).

61



OpenShift Container Platform 4.16 2% XB8
o RAEILUEMESA cluster-admin & EE 10 EE,

it

1. 21T TS, LLEFA cluster-admin A& 512 E 5% E] OpenShift Container Platform
CLI:

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:8443
2. IZfTLAT S, fGIE—1 %) tracing-system FIF I B :
I $ oc new-project tracing-system
3. AIE—1%EH jaeger.yaml E E LR, EHRFIELULTA :
Al Jaeger-all-in-one.yaml
apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: jaeger-all-in-one-inmemory

TUT SR ES HANEBERFEA (Jaeger) :

] f_D‘[l

$ oc create -n tracing-system -f jaeger.yaml
5. BERETBPZITUTRNREE pod WIHE :
I $ oc get pods -n tracing-system -w
LRI RTRE, FHHELLT R

NAME READY STATUS RESTARTS AGE
jaeger-all-in-one-inmemory-cdff7897b-ghfdx 2/2  Running 0 24s

4.2.3. M\ Web Z=HI| B EE N HVEERTEA £ R

production SRBRIEFERTFTETINE, cREFET BUENSETRHMSEN, ERBERT, X trace £
BT KBEHIEREER,

SeRFH
o 2 %&% OpenShift Elasticsearch Operator,
o B &% Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
o MEHEFTWMEE LEBEMIIEA,
o RAEILUEMESA cluster-admin f& &R 1] EE,

R
1. LB A cluster-admin & &8 - &5 & 5% E| OpenShift Container Platform web &,
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2. BIEE—/N#TH, %0 tracing-system,

INRIEEVEH Service Mesh —EBDRE, NI9HNBIRFERFRLIE
ServiceMeshControlPlane TR (I FE—/ e 22 [E A, 40 istio-system,

a. W' ZE Home - Project,
b. m=ifi Create Project,
c. £ Name FEEHHiA tracing-system,
d. = Create,
3. 5fin%l Operators - Installed Operators,

4. MNAEBE, M Project EHAEFF tracing-system, EAREFEBEEHF— LT[R, ik Operator &
HIEF I B .

5. = Red Hat OpenShift distributed tracing Platform (Jaeger) Operator, £ Overview %5+ £
B Provided APIs T, Operator 124t T B FERE,

6. 7t Jaeger T, = Create Instance,

7. T£ Create Jaeger TUE L, FEIAM all-in-one YAML XAE M NI E M EH YAML BLE,
4N -

{8/ Elasticsearch B7~fll jaeger-production.yaml 3X{

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: jaeger-production
namespace:
spec:
strategy: production
ingress:
security: oauth-proxy
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy: SingleRedundancy
esIndexCleaner:
enabled: true
numberOfDays: 7
schedule: 5523 * * *
esRollover:
schedule: /30 * * *

8. m Create /DA IBERT A (Jaeger)SEfHl,

9. 7£ Jaegers THE L, AN BERFEA (Jaeger)LFIB&F, 40 jaeger-prod-elasticsearch,
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10.

£ Jaeger Details T{HE L, =ifi Resources T+, FEIFA Pod BIREZE T "Running " B4kEL
#B1E,

4.2.3.1.:@5F CLI BB HmREERT A £ 5Rg
RBLUTHE, MaST0IESHNEBERTEA (Jaeger) LA,

FRFM

Pt =

B %% OpenShift Elasticsearch Operator,
BZ& % Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
MEEE T OB E LERERLEA,

& LA [R] 5 OpenShift Container Platform iR A< CEZHI OpenShift CLI(0C).

=
P2

METLUERESR cluster-admin A& i A & EE,

BT TS5, LLEEA cluster-admin B &8 A - 515 &% F) OpenShift CLI (oc) :

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:8443

BT TSRS, S8 —14% ) tracing-system BIFT U8 :

I $ oc new-project tracing-system

Il —1 %N jaeger-production.yaml B8 E LR, EPSE L— P hBRFISTE S,
TUT S REES HANEBEREA (Jaeger) :

]

I $ oc create -n tracing-system -f jaeger-production.yaml
FEREIEFZITUT NI pod HIHE :

I $ oc get pods -n tracing-system -w

REIRRTENE, BREIRLULUTRAINE L

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-jaegersystemjaegerproduction-1-6676cf568gwhlw  2/2  Running 0
10m

elasticsearch-cdm-jaegersystemjaegerproduction-2-bcd4c8bf5l6géw 2/2  Running 0
10m

elasticsearch-cdm-jaegersystemjaegerproduction-3-844d6d9694hhst 2/2  Running 0
10m

jaeger-production-collector-94cd847d-jwjlj 1/1 Running 3 8m32s
jaeger-production-query-5cbfbd499d-tv8zf 3/3 Running 3 8m32s

4.2.4. M\ Web 125 5 EE D AN BERT &R RES
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streaming ME R ETER T LR, AEFIRPRZEEET RENSETRNEN, Hp, X
trace RS ITRAFMIEEEE,

streaming FI&IRHE T AL F Collector # Elasticsearch 2 2 B BRINEE, XES N EHIER FRIE T 4%
[, FRUFHAM trace FAIBIHEEEREM Kafka streaming & Fl LT span #4E.

53

p= Y=

streaming TREEFEZHMHHI AMQ Streams 1T, IIREEE AMQ Streams 1T, THELS
THHERRUTHEESER.

p= Y=

B# IBM Z° A% #F streaming ERE R,

FRFM

L

B &% AMQ Streams Operator, IRFEH 140 HKEEA, EAUFERBEBES. B, B
MBI Kafka L4,

B%& % Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
MEEE TN EE LEREMIA,
XA LUEREA cluster-admin & &I 71 0 52,

. LAE A cluster-admin & & F 515 &< El OpenShift Container Platform web 25,

. BIBE—HUIE, 40 tracing-system,

v pa -

INRIEEVEH Service Mesh —EB A RE, NI9HRNBIREAFKRLIE
ServiceMeshControlPlane iR AI FE—/ e 2 [E A, 40 istio-system,

Q

. W% Z Home - Project.
b. m=ii Create Project,
c. £ Name FEEHHiA tracing-system,
d. = Create,

5%l Operators — Installed Operators,

MANBE, M Project FH AL tracing-system, B REFEEEF—LEHT[A], ik Operator &
HIEFT I B A,

= Red Hat OpenShift distributed tracing Platform (Jaeger) Operator, {E Overview 1%EMi§ £
B Provided APIs T, Operator 24t T B FERE,

1f Jaeger T, = Create Instance,

65



OpenShift Container Platform 4.16 2% XB8

7. 7£ Create Jaeger TUE L, FEIAM all-in-one YAML XAEH N IRBR L H YAML BCE&, 4
m:

=Bl Jaeger-streaming.yaml 3¢

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: jaeger-streaming
spec:
strategy: streaming
collector:
options:
kafka:
producer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092 ﬂ
storage:
type: elasticsearch
ingester:
options:
kafka:
consumer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092

ﬂ IMEZRBENARE, AMQStreams 1.4.0+ self-provisions Kafkas,

8. =M Create /DA IBERT A (Jaeger)SEfHl,

9. 7£ Jaegers TlH L, FmAHNEBERTE (Jaeger) LML FR, 40 jaeger-streaming,

10. 7£ Jaeger Details TIHE_E, Rili Resources iMi+&, FEIFTA Pod PR N "Running " B4kEE
#B1E,

4.2.4.1. 587 CLI HBE R B EBIRT A R
REBLUTHE, MaDiTUEOHREBERTES (Jaeger)EHl,

FRFM

e B %% AMQ Streams Operator, HIREA 1.4.0 XESERA, ETUFERBBES, BN, &b
B Kafka L4,

e %% Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,
o MEHEFTWMEE LEBEMIIEA,

o &R LU A5 OpenShift Container Platform KRAPCEZH) OpenShift CLI(0C),

P2

o RETLUFEAEZR cluster-admin A& i A& EE,

1. BT T eS, LLESA cluster-admin B &MAF &17& < El OpenShift CLI (oc) :
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I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:8443

TU TS, QI8—1%H tracing-system BIFTIIE :

N
™

I $ oc new-project tracing-system
3. fI&—4 %) jaeger-streaming.yaml B8 E X R, HASE E— RIRGISTH XA,
4. BTLA T K ERE Jaeger :

I $ oc create -n tracing-system -f jaeger-streaming.yaml
5. BERETBPZITUTRNREE pod WIHE :

I $ oc get pods -n tracing-system -w

TENETENRE, EBRZERIELULL T RAINGE S

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-jaegersystemjaegerstreaming-1-697b66d6fcztcnn 2/2  Running 0
5m40s

elasticsearch-cdm-jaegersystemjaegerstreaming-2-5f4b95c¢78b9gckz 2/2  Running 0
5m37s

elasticsearch-cdm-jaegersystemjaegerstreaming-3-7b6d964576nnz97 2/2 Running 0
5mSs

jaeger-streaming-collector-6f6db7f99f-rtcfm 1/1 Running 0 80s
jaeger-streaming-entity-operator-6b6d67cc99-4Im9q 3/3 Running 2
2m18s

jaeger-streaming-ingester-7d479847f8-5h8kc 1/1 Running 0 80s
jaeger-streaming-kafka-0 2/2  Running 0 3mis
jaeger-streaming-query-65bf5bb854-ncnc7 3/3  Running 0 80s
jaeger-streaming-zookeeper-0 2/2  Running 0 3m39s

4.2.5. BIEERE

4.2.5.1. 7] Jaeger #ZHIE

E1Jjin] Jaeger 4G, %% Red Hat OpenShift Service Mesh 5% Red Hat OpenShift distributed
tracing A, F L. EEMEE Red Hat OpenShift distributed tracing Platform (Jaeger),

REIEROEIAEA Jaeger ZHIH

INRIEFE Jaeger #EHIEH URL, EaIlEREHE. MREFHE URL, EFEALTER

M Web #HIGBIF IR

1. LR A cluster-admin HPRBIFA 7 &% & % El OpenShift Container Platform web 1£#&, 1R
{8 Red Hat OpenShift Dedicated, M7iHE—1~ 2% dedicated-admin & &K,

2. 1# A Networking » Routes,
3. 7 Routes TIHEA, M Namespace ¥ H A% control plane WiH, # tracing-system,
Location 7l IE /R & B BV RERE L,
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4. MARE, FHNTIESREEH jaeger IBH., HHHRE ME LUSEHEHE

5. Hif Log In With OpenShift,

it CLIHRERP IR

1. 21T RS, LLEE cluster-admin A& 517 E 5% OpenShift Container Platform CLI,
INR{FEFA Red Hat OpenShift Dedicated, Mi4%iHE—1 2% dedicated-admin & &K,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. EFERAGSITEARBIFSE, HHMALUTHS. EAHIH, trace-system =Z control plane #14
Z2 A,

I $ export JAEGER_URL=$(oc get route -n tracing-system jaeger -o jsonpath='{.spec.host})

3. BRI A https:/<JAEGER_URL>, H <JAEGER_URL> 257 k—3% & B0k
B,

4. EREA TR OpenShift Container Platform %I & BIMER B L MR B E X%,

5. MRESFRS HRMBIRSMIBRFHLEK T trace, EEILUFEAITIELSF Find Traces RiHiE%
trace i3,
NREELIEER A RE, NAXER trace BiE.

4.2.6. BHE L #E

42.6.1. MEZHELE

® Red Hat OpenShift distributed tracing FF& LBIAFRL T M —H, WREEZ D Red Hat
OpenShift distributed tracing F£& (Jaeger) L4 #ﬁﬁﬁ S|decar FEARKIE, N Red Hat
OpenShift distributed tracing SF& (Jaeger) SLBIN EEME—RIEHR, FAFHELN 1ZERREIEER
EREIRII B TR,

o WNREHELMHALI, BEF-HBRAZEFSDF, 15 Red Hat OpenShift distributed tracing
Platform (Jaeger) XIS ERIGAFE - 6p & 22 A A,

BREEFAMEMNIEE, E5E TREALEMH DUREEFENFEETRIE S EE X

4.2.6.2. 2/ BERRIECE LI

Jaeger BE XL HIR(CR)E OB HNEBERTA (Jaeger) HIRIN EEAMBHFINE, o] USHXLL
SHLURBEENSFEREBE LD HRNBERTES (Jaeger) L,

Jaeger CR #9;@H YAML 7=l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: name
spec:
strategy: <deployment_strategy>
alllnOne:
options: {}
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resources: {}
agent:
options: {}
resources: {}
collector:
options: {}
resources: {}
sampling:
options: {}
storage:
type:
options: {}
query:
options: {}
resources: {}
ingester:
options: {}
resources: {}
options: {}

% 4.1. Jaeger B¥

2 Hah

apiVersion : IR RN EfE AR AP
H&xo

kind : E N E QM
Kubernetes % &R BFh
%,

metadata : BEFH—IREN R
&, S name =#F
£, UID #1aik
namespace.

name : X REYE TR,

spec : ORI REGFIE,

strategy : Jaeger BRE RS

B 4% 2 HREERTS (JAEGER)

i1

jaegertracing.io/v1

jaeger

2 LIBERFE A (Jaeger)
SLAFIB9& F.

FELHANEERTE
(Jaeger)LHIMIFREEE
¥, UFERE
Jaeger HHERIE R E XL
if, R7Espec TmTE
NE, HIZELGHNMH
HRXE, BRRERE
spec/<component>
TR T

allinOne. production
5 streaming

LS WINE]

jaegertracing.io/v1

OpensShift Container
Platform & BE&EK
UID FH{ER QIR
TE B TERR
namespace.

jaeger-all-in-one-
inmemory

N/A

allinOne
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¥ sk =1 AAE

allinOne : & alllnOne & {R1EH
A pod FERET
Agent, Collector,
Query. Ingester
Jaeger Ul, FrLALLERE
BECE /7 alllnOne

SHTHREANRE,
agent : E AR ES &L,
collector : %E X Jaeger Collector B4
[RY=RriN
sampling : E T BERA 2R
BB B 2L T,
storage : E N F BB LT, P

B 5 EF BB XBETER
JIAE storage &,
2/ 1E alllnOne s &

(R i

query : 7E X Query BRSSHIERE
eI,

ingester : 7E X Ingester fRF5HIED
B,

LR RB YAML 2 AERIANLE B2 Red Hat OpenShift distributed tracing Platform (Jaeger) 2B ERTE
M=/ YAML,

AEE KR P dist-tracing-all-in-one.yaml

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: jaeger-all-in-one-inmemory

4.2.6.3. Jaeger Collector Bg& %7

Jaeger Collector ZH4 7 513U tracer KM span, 7E{#FFH production KESHTIFHE AF AL
Elasticsearch 77i#, ={#MA streaming REEEIFHEE A AMQ Streams,

Collector KM, HILRZ Jaeger Collector SEFI R LAFH1TiZ1T. BRT Elasticsearch SEEFMIAIE,
WERNLEFEZEMEE.

#< 4.2. Operator FIsR3E X Jaeger Collector IBH
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collector:
replicas:

spec:
collector:
options: {}

options:
collector:
num-workers:

options:
collector:
queue-size:

options:
kafka:
producer:
topic: jaeger-spans

options:
kafka:
producer:
brokers: my-cluster-
kafka-brokers.kafka:9092

options:
log-level:

sk

e EENEM Collector BIAEL,

sk

7E X Jaeger Collector FIEZ &%
T,

MEAF AT EXEY worker (&,

Collector PAFIBIK /1N,

topic SEIRIHINE 2R SR ERCH
B Kafka BEEAR EFERAHEEN
ingester,

FRiH Collector A4 RGH R
Kafka B2B., IR EBIRENE,
FH%EET AMQ Streams
1.4.0+, Red Hat OpenShift
distributed tracing Platform
(Jaeger) Operator f¥ B BB &
Kafka,

Collector IHFEILFKH Ao

{E

B 4% 2 HREERTS (JAEGER)

B, ms.

I, w50,

2, m2000.

producer BIFRZ,

HA

ERV{EA :

debug. info. warn. error. f
atal. panic.
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¥ sk

F¥T OTLP/gRPC, KRS
Options: Otlpo e B TR =2 vl A,
otlp:
enabled: true
grpc:
host-port: 4317
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS_AES 256 _GCM_SHA
384,TLS _CHACHA20_POL
Y1305_SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3
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¥ sk =1

ZEZ OTLP/HTTP, iEBRAE R
Options: Otlpo A E bk iER 2wl ik H,
otlp:
enabled: true
http:
cors:
allowed-headers:
[<header-name>[, <header-
name>]*]
allowed-origins: *
host-port: 4318
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
read-timeout: Os
read-header-timeout: 2s
idle-timeout: Os
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS _AES 256 _GCM_SHA
384,TLS CHACHA20 POL
Y1305 _SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

4.2.6.4. DB ECE LT

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator A Fi F & XL SRS, LURMARE
8 L F2 sampler B4 tracer.

BIRER TRA trace, BERENANSEHEE, SEAD trace FHITHERITICLZ trace BT iHF—4 4 BME
ﬁ%o
-

INR— trace H Envoy RE/F3), NIAREXR, RNMERESENREMHN, REHE
MR EAE S IRE D) trace B, Jaeger MR E T H X,

LIRS WEIRAEE trace L FXBNIEKRES, BFImKFESIEHMN trace, NEDE—FEN trace ID, FHiRIE
YETR R SRIS M IR E, I REMLIEER trace FRIFTAERELE K, UEREMRSASER
B I R TE

AHRBERES (Jaeger) EXXFF LT HIEE ¢
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e Probabilistic (B¥) - sampler i —NBENHFERE, HinFHEET sampling.param
EMrE, F0, FEH sampling.param=0.1 {$3R K% 10 4 trace HIFE 1R,

e Rate Limiting GEZPRHI) - sampler R F E R R IR HI23 KHBIR trace FRAEMIEE R
K THIEE, B0, {5 sampling.param=2.0 HFEERK, EXRNEM 2 4 trace,

3+ 4.4. Jaeger HiFEE

SH fid {1 AE
E AT BERE SRS IR & EIRMES
spec: BB E LT, &, Collector &iR[O]E
sampling: NI REE, FRA
options: {} ARZ5#B 0.001(0.1%) %
default_strategy: x,
service_strategy:
ZHEAMMTERE, 1§25 BWERE probabilistic  probabilistic
default_strategy: I st ::pui #1 ratelimiting.
type:
service_strategy:
type:

P ZEHIE SRBREO S L, NEFNEERE (O, 1,1, 1
default_strategy: 10)
param:
service_strategy:
param:

XARBITE LT — MR MR RO EESRRE, trace SEAIBHHEEBINLETy 50%.
B R

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: with-sampling
spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 0.5
service_strategies:
- service: alpha
type: probabilistic
param: 0.8
operation_strategies:
- operation: op1
type: probabilistic
param: 0.2
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- operation: op2
type: probabilistic
param: 0.4

- service: beta
type: ratelimiting
param: 5

MRRERAFIRENEE, 2HNBERTES Jaegen)FHERAUTRE :
R

spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 1

4.2.6.5. 2R BREFEEECE LI

& eI LLTE spec.storage T/ Collector, Ingester # Query BRSBECEZ . AT LARIBMEEFIKERENNE
ZREENHBMS AL,

% 4.5. Red Hat OpenShift distributed tracing Platform (Jaeger) Operator FI3EE X 2R BT
H—BREHESH

BH 301 fH - WINE]
EEMEPEANEFHEL memory 3 Spea
spec: iR elasticsearch, A==
storage: ECCERF L. Mk,
type: SENFII IR INE,

1EXM] pod I, #IBET
2RE, NFEINE,
2 RBEREE (Jaeger)
X # Elasticsearch i#17

FAMERE,
secret &R, 40 N/A
storage: tracing-secret.
secretname:
E LIRS B,
storage:
options: {}

K 4.6. Elasticsearch FJ&BI;FHESH

75



OpenShift Container Platform 4.16 £ 3ViBER

BH ek fH BAE
L {# M Elasticsearch 77 true/ false true
storage: fiiy, BN OE—NME
esIindexCleaner: FRBEEREIHPHIE
enabled: trace, XNSHATFH

AR RARIFEES.

MHBRZRE | AT E IR 2L, BHE 7
storage:
eslndexCleaner:
numberOfDays:
4 Elasticsearch 25|89 Cron RiA= "G5 23 * * *"
storage: BIEMERTE LFHE,
eslndexCleaner:
schedule:

4.2.6.5.1. H5E % Elasticsearch

LIRERE Jaeger BE L HIEM, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator %
{8 OpenShift Elasticsearch Operator 1R4& B E Y FIR X4 #) storage #8431 HtAYED & A &2
Elasticsearch &£8%, MIRIZE T LLTESE, Red Hat OpenShift distributed tracing Platform (Jaeger)
Operator f$&#% Elasticsearch :

e spec.storage:type i%i&/ elasticsearch
e spec.storage.elasticsearch.doNotProvision % & false

e spec.storage.options.es.server-urls ZE#HE L, BEI&AE1E#EE] OpenShift Elasticsearch
Operator KRB #H] Elasticsearch 4,

B & Elasticsearch 5/, Red Hat OpenShift distributed tracing platform (Jaeger) Operator &4
E|aStlcseaFCh BE L FEREMKE N Jaeger B E L HRH spec.storage.elasticsearch.name #J name
B, fNR%HE N spec.storage.elasticsearch.name 35E—MHE, Operator 2F [ elasticsearch,

PRl

o FNMALENREEE— A BHBIE S Elasticsearch LM R BERFE S (Jaeger).
Elasticsearch £ EE L AT HEN 2N BERFE A (Jaeger) i,

o FNpRZE A HEER— Elasticsearch,

INRIBELZERET Elasticsearch ¥E/ OpenShift Logging B9—E84>, Red Hat OpenShift
distributed tracing Platform (Jaeger) Operator B {# f B 2% H) OpenShift Elasticsearch
Operator KB & 1Fif.
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UTBESHATF—1 §E&##Elasticsearch 5£fl, X2H Red Hat OpenShift distributed tracing
Platform (Jaeger) Operator {#f OpenShift Elasticsearch Operator QIIZ2#ISEH], EECESX S, &
LI7E spec:storage:elasticsearch T BBhi& & Elasticsearch & E Bt & 1%,

£ 4.7. Elasticsearch iR ESH

¥ sk =1 AAE

elasticsearch:

properties:

doNotProvision:

elasticsearch:

properties:
name:

FAF1E7E Red Hat
OpenShift distributed
tracing platform
(Jaeger) Operator 2%
N1Z B Elasticsearch
S,

Elasticsearch LRy
R, Red Hat OpenShift
distributed tracing
platform (Jaeger)
Operator A LS H
8 E M Elasticsearch 5
Bl R 2

Elasticsearch,

true/false

string

true

elasticsearch

Elasticsearch 77 s % BHRUE, flm, BREIE 3
I elasticsearch: 2, NTFEdRA% FE =1, m/NBE=3
nodeCount: EDIANTR AERFE
A2 R, ENTiER
H IR i 2 ]
BIEEHINMERE, ERk LIREEE millicores 1§ 1
elasticsearch: B CPU (&, E, 30 200m, 0.5, 1,
resources: g0, BSUEEE =
requests: 500m, w&/NERE =1
cpu:
RIFBENIMERE, A NUFTHEMEE, flm 166G

elasticsearch: FiERHAE, 200Ki, 50Mi, 5Gi, 3l
resources: 0, BEARUERR = 1Gi, &
requests: NERE = 16Gi*
memory:
RIBERIA RS LA S millicores 38

elasticsearch:

&, CPUXENRIE,

E, Hlt0 200m, 0.5, 1
Blan, MESIEER =

resources:
limits: 500m, m=/NERE =1
cpu:
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¥

limits:
memory:

elasticsearch:
resources:
| elasticsearch:

redundancyPolicy:

elasticsearch:

useCertManageme
nt:

BILXMLE R EEA Elasticsearch T RERBERFIIITERME, BXFEFIMEEE, TRIGIH
o X FEFIEE, EAIZBIANED pod FEADTF 16Gi W7, EBERFHNED pod &Z 2B 64Gi N

7o
< RIS 2R m

sk

RIFEIMEECE, ATH
IR TFRRE,

BIES ISR E LAl 7E
EHPMBIET SRS
#l Elasticsearch 2 F :
INREBIEE, RedHat
OpenShift distributed
tracing Platform
(Jaeger) Operator &
PIRET RBERERE
EREH,

AFHEESHANERTEE
(Jaegern) BB EM
Elasticsearch Operator
BIEHEEINEE, LthIhEE
ANINE OpenShift
Container Platform 4.7
R {logging-title} 5.2
F, ©RH Jaeger BE
HEILIXE,

apiVersion: jaegertracing.io/v1

kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
resources:
requests:
cpu: 1
memory: 16Gi
limits:
memory: 16Gi
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i1

PN EALHRE, Blin
200Ki, 50Mi, 5Gi, fl
m, #RIUERR =1Gi, &
INERE = 16Gi*

ZeroRedundancy (%
BlA5

F) . SingleRedunda
ncy (—PalExS

F) . MultipleRedun
dancy (B1M%R5158

F—¥m Data T/

=) . FullRedundanc
y (BMFRBIEEREFHH
B Data TRLEZLRE
&) o

true/false

LS WINE]

true
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B/ ANEFHENEFERA

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 1
storage: ﬂ
storageClassName: gp2
size: 5Gi
resources:
requests:
cpu: 200m
memory: 4Gi
limits:
memory: 4Gi
redundancyPolicy: ZeroRedundancy

ﬂ RAMEHESE, TEAGGH, AWS gp2 BX/\H 5Gi., INREFREE, NomBEERTES
(Jaeger) {5 F emptyDir, OpenShift Elasticsearch Operator &7 PersistentVolumeClaim #
PersistentVolume, B FRREDHNEERTEA (Jaeger) LB MkR, WROCIEEFHERLZF G
B2 A A BERF A (Jaeger) £, MIATLAEZRI—B,

4.2.6.5.2. FEEIIA Elasticsearch 5241

AR LA INA Elasticsearch £EA T O A NBER LB FME, IHB Elasticsearch £8¥ (HFF ) HEF
Elasticsearch 5Xffll) ZH Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 2%
Elasticsearch Operator Z22& #9451,

LIRERE Jaeger BE NHRAS, NRIZE T LU TFEE, Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator ¥ A& # Elasticsearch :

e spec.storage.elasticsearch.doNotProvision % & true
e spec.storage.options.es.server-urls 5 —ME

e spec.storage.elasticsearch.name E&—MH, =& Elasticsearch LI &TRZE
elasticsearch,

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator £
spec.storage.elasticsearch.name H15EH Elasticsearch 5251153 % Elasticsearch,

FR Bl

o BFIESF OpenShift Container Platform Hi&1LK Elasticsearch S5 2 B ERF & (Jaeger)
HENESHFEMA, Elasticsearch REETELTHTEN2H N EBERFE (Jaeger) L,

UTERESHERTEAFEN Elasticsearch S5, th#iy H4ZF Elasticsearch S, EAFIA, ERTLL
EBE R4 spec:storage:options:es T/ Elasticsearch 5 BB %L,
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FR48. EM ESEESH

¥ 23U =1 AAE

Elasticsearch fRS5 25 #4
SELEREEA.,

Elasticsearch £l
s: URL,

http://elasticsearch.
<hamespace>.svc:92

server-urls:

S:
max-doc-count:

I e

I e
es
max-num-spans:

es
max-span-age:

es:
sniffer:

es:

es:
sniffer-tls-
enabled:

I timeout:

80

M Elasticsearch 2 )i
CINRAXEHE, Xt
ERATRE. MRERX
&7 es.max-doc-
count #1 es.max-
num-

spans, Elasticsearch
HERME PRI
(EEB

[BFH - BELUEBAR
AR, EA
es.max-doc-count £
%, ] 7 Elasticsearch 1
BNEEE R &R K
span &, MREMN%
& T es.max-num-
spans # es.max-doc-
count, Elasticsearch
I35 F & SR B9 N
fH,

Elasticsearch ¥ span B9
BRAEM,

Elasticsearch BOfiZR 25
BE, & imEANET
RENEKRETR. B
INESFR LRI,

1E W52 Elasticsearch &
BERS R A TLS BOIEIH,

B imERRIERD
HEIRFAAE T R. RIAEA

AT &EINREN, Hixh
T, MERAB,

true/ false

true/ false

00

10000

10000

72h0OmO0s

false

false

Os


http://:9200

B 4% 2 HREERTS (JAEGER)

S ok {8 LS WINE]
Elasticsearch FrgsrIFE
es: P&, NREE, EXH
username: BREIEtEMmE: CA, 5

H& % es.password,

Elasticsearch PR

es: M, BiESH
I password: es.username,
FE® Elasticsearch kit 0
es: x, MEKREEE, %
I version: B M Elasticsearch |
B EhiRIE,

xR 4.9. ESEIREHSH

28 Rk i BAHE
Elasticsearch BN & 1
es: Cl:SER
num-replicas:
Elasticsearch B & 5
es: 5IND REE,
num-shards:

* 4.10.ES RaIRBESH

ik B
wiE N true i, MR true/ false true
es: FEfEhi B Eh il 5R5 11
create-index- o FEhLEIERE, #%
templates: & false.
AHNEBERT A (Jaeger)
es: REIMELERIZE, B0,
index-prefix: S HEFEN "production”

B84 "production-
tracing-*" I3RS 1,

xR AN ES HELBHBRESH
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28 Rk {& BAHE
EMENIEIRE QL 1000
es: R BHRIARINZIEAS
bulk: BOIE KB,
actions:
Rt &5 KR [a]. 200ms
es: BRSO IEIRER
bulk: B, EELXENE,

flush-interval:

T ENIBRRATERS 5000000
es: #reEl, #tEIERKA L
bulk: BT
size:
AT LA E1E KR 1
es: 3% Elasticsearch B4
bulk: worker &,
workers:

KA412.ESTLSEESH

B8 sk i BIAE
FAF I IEI A2 AR 55 35 64 RARERARGEER
es: TLS UERIA M (CA) fifo
tls: MXHFBIERTR,
ca.

TLS iEPXEIERE, B

es: SRS A TR BT AR 55
tls: 2o
cert:
Binf2iRS G HA  true/ false false
es: FHIERL(TLS). Bk
tls: =32l ST
enabled:

TLS R HRIER R, F
es: SRR b AR R A2 AR 55
tls: 2o
key:
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¥ sk fH AAE

EIFRAR S5 BRI HR T
es: HAR9 TLS AR 5528 & #5
tls:
server-name:

A5 bearer &R
es: HIERR, WRIBEIZIR
token-file: &, ZhrsthESE AL

Mie (CA) X,

K 4.13. ES HEERESH

2 Hah
EMENIEERE QL 0
es-archive: SRR T A E YN
bulk: BIE KL
actions:
R EE KRN ], Os
es-archive: 2t E R ERRE
bulk: B, EEEXENE,
flush-interval:
ERENEERRERR 0
es-archive: #remn, HEERKALLL
bulk: BT,
size:
AT AL EIE KRR 0
es-archive: %Z Elasticsearch B
bulk: worker 8 &,
workers:
wiE N true i, RMATE  true/ false false
es-archive: R Bt 23R 1%
create-index- o FEhREERE, %
templates: &7 false.
2 AR AF % true/ false false
es-archive:
enabled:
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SH 3T {1 BIAE
A mEBERFE A (Jaeger)
es-archive: SRBIBYRLRTS, B0,
index-prefix: S EFEN "production”

=0IE %N "production-
tracing-*" B3R5 |,

M Elasticsearch & ifiR 0
es-archive: OISR AEHE, Xt
max-doc-count: ERTRAE,
[BFFH - HELUGHIAR 0
I es-archive: AR, A es-
max-num-spans: archive.max-doc-

count &, ]
Elasticsearch RHEN
B — RIKEHI R K

span &,
Elasticsearch # span B9 Os
es-archive: RAEIH,
max-span-age:
Elasticsearch &R 0
es-archive: S EE S
num-replicas:
Elasticsearch FE 3R 0
es-archive: 5|M9 F#E,
num-shards:
Elasticsearch FRrEEHY 25
es-archive: 5, BESH
password: es.username,
LUES 2R
es-archive: Elasticsearch fRS5 22751
server-urls: R, WIEENTLRE
B URL, #5140
http://localhost:9200
Elasticsearch BIfi152 25 true/ false false
es-archive: BRE, ZHiEEANET
sniffer: RESEHRAETR. B
INEE A LI T,
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es-archive:
sniffer-tls-

enabled:

es-archive:

timeout:

es-archive:

tls:
ca:

es-archive:

tls:
cert:

es-archive:

tls:

enabled:

es-archive:

tls:
key:

es-archive:

tls:

server-name:

es-archive:
token-file:

es-archive:
username:

sk

1E W52 Elasticsearch &
BERF R A TLS BOIEIHA,

B imERRIERD
HEIRAAE T K. RIAEA
[l SrATIN

BT &EINREEN, Hixh
FH, MzAB,

AT RIETi2RSS 2580
TLS iEHBIA HF(CA)
XAHHIERTE,

TLS IE P 4RI E, H
SRR R BT AR SS
2%

Sixi2hR S5 a5 5 = A
ERERE(TLS), FiA
22 v

TLS FAEASUHRIRR R, H
SRR R BT AR SS
2%

HFILFRAR S5 AR UEP il
HAB TLS AR5 83T,

B & bearer TREMISIH
HIBRR. INRIEEIZIR

&, ZirEtREAIAE
Wk (CA) Xt

Elasticsearch FFEEHIFE
P&, NREE, EXG
BEIEthRINE; CA.
&7 es-
archive.password,

{E

true/ false

true/ false

LS WINE]

false

Os

RAHERARAEER
o

false

B 4% 2 HREERTS (JAEGER)

85



OpenShift Container Platform 4.16 2% R EER

S Uiy 2 W E]
FEM Elasticsearch hik 0
es-archive: X, MREBEE, Wiz
I version: {HYS M Elasticsearch |
BERIE,
FERBEINEERG
apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:

server-urls: https://quickstart-es-http.default.svc:9200
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret
volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:

secretName: quickstart-es-http-certs-public

LAFRB) R T B MIFRETE secret BT P/ BIEHEE T TLS CA IETIRISEB Elasticsearch SEEFHY
Jaeger CR,

HEB Elasticsearch =l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:
server-urls: https://quickstart-es-http.default.svc:9200 ﬂ
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret 6
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volumeMounts: ﬂ
- name: certificates
mountPath: /es/certificates/
readOnly: true
volumes:
- name: certificates
secret:
secretName: quickstart-es-http-certs-public

2R\ A & 22 0] 24T Elasticsearch fRS5 URL,

TLSEE, EXFIERT, RE CAIUET, BEMEMA mutual TLSH, BHALIEE es.tlskey F
es.tls.cert,

E N IMEZE ES_PASSWORD #1 ES_USERNAME #J Secret, Hi kubectl create secret generic
tracing-secret --from-literal=ES_PASSWORD=changeme --from-literal=ES_USERNAME=elastic
jeilf=3

O 9

Q WHEBEFAE FRAMNSERNS,

4.2.6.6. {# [ Elasticsearch X iF

& B LA#E A OpenShift Elasticsearch Operator QMBI IEH, A OpenShift Elasticsearch Operator
BB A AL EEAZ A Jaeger Collector B — Elasticsearch $2%,

BF

M Elasticsearch BEEIE TR 22— NI IhEE, FARTEIBERZ L™ MRS F N
il (SLA) %#r, BINREnTfeHARE, AR HEEESTIMERERE], XLERFRA
T ShRERT LAME R R B A ITheE, HAENSEF XM ERIRMRITEN,

BRABRATI NS FSEEMESER, HSHRATI NI H:E
MAIRZA 2.4 FF8, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator {# 8 Elasticsearch
B E L EGRAP B LT R FRE B OB EIRkYS OpenShift Elasticsearch Operator :

® logging.openshift.io/elasticsearch-cert-management: "true"

e |ogging.openshift.io/elasticsearch-cert.jaeger-<shared-es-node-names>: "user.jaeger"

® |ogging.openshift.io/elasticsearch-cert.curator-<shared-es-node-name>:
"system.logging.curator"

Hrh <shared-es-node-names 2 Elasticsearch 7 mB& R, Hg0, MREAE—1EN custom-es B
Elasticsearch Tim, EBEE X FRABERLULLTRA,

BRI MEM Elasticsearch CR 7=

apiVersion: logging.openshift.io/v1
kind: Elasticsearch
metadata:
annotations:
logging.openshift.io/elasticsearch-cert-management: "true"
logging.openshift.io/elasticsearch-cert.jaeger-custom-es: "user.jaeger"
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logging.openshift.io/elasticsearch-cert.curator-custom-es: "system.logging.curator”
name: custom-es
spec:
managementState: Managed
nodeSpec:

resources:

limits:
memory: 16Gi
requests:
cpu: 1
memory: 16Gi
nodes:

- nodeCount: 3
proxyResources: {}
resources: {}
roles:

- master
- client
- data
storage: {}
redundancyPolicy: ZeroRedundancy

FRFH

o 4T Red Hat OpenShift Service Mesh Operator,
e f{logging-title} KERAERFFHNIINEKE.
® Elasticsearch 7 m#1 Jaeger SLBIAERE R B —en & 22 A A, 5140, tracing-system,

BT LLEIT TE Jaeger BE X HIRAT spec.storage.elasticsearch.useCertManagement &/ true
F g AP EE,

7Pl 5 7R useCertManagement

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: jaeger-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
name: custom-es
doNotProvision: true
useCertManagement: true

1EE& % Elasticsearch B, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator 5
Elasticsearch BE L FIRH name K& Jaeger B E L HIRH spec.storage.elasticsearch.name #J

1E.

IEF E OpenShift Elasticsearch Operator #1 Red Hat OpenShift distributed tracing Platform (Jaeger)
Operator S AUEF,
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B 4% 2 HREERTS (JAEGER)

4.2.6.7. HifECE LI
Query @—MMEMEH ISR trace FIEER - RERERENHRS.

5 4.14. Red Hat OpenShift distributed tracing Platform (Jaeger) Operator FI3ERE X Query HIZE
SR b {& HAE

EEEOEM Query Bl B, m2,
spec: L

query:
replicas:

x 415153545 Query MECE S
S ek {8 LS WINE]

TE X Query BRSSHIECE
spec: prinsjiN

query:
options: {

Query IR EICTH A, ARERI(ER :

I options: debug. info. warn.

log-level: error, fatal. panic.

FiA jaeger-query HTTP  /<path>

options: HBEMNERREI T RE

query: i3k root 1, I
base-path: i, ljaeger XA

Ul URL I /jaeger F+
%o BERBREETZ
1T Jaeger-query i, X
BEAR,

B Query ECiE

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:
name: "my-jaeger"
spec:
strategy: alllnOne
alllnOne:
options:
log-level: debug
query:
base-path: /jaeger

4.2.6.8. Ingester Bgi& £
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Ingester —M Kafka ERIELENFH B A Elasticsearch Fi%EiHHIRSS, MREEF alllnOne =X
production B EKEE, NIFFEZEE Ingester IR%5.

* 4.16. {53845 Ingester B Jaeger B8

spec:
ingester:
options: {}

options:

deadlockinterval:

options:
kafka:
consumer:
topic:

options:
kafka:
consumer:
brokers:

options:
log-level:

U

7E X Ingester fR 5 HIER B LT,

187 Ingester FEA ILRIN I EFFH
SR E AR (AR M EAL) o 2R
INERT, FRHI (A A Rk

(KENO) , LUBRIERSHA

bt i %A 15 REL Ingester,

topic SR IHINE 2R SR ERCH
Ingester,

Ingester FA&f# FSH B M Kafka Bt
BERTRIA,

Ingester B H&ILKE A,

Fi (& Collector 1 Ingester =l

90

apiVersion: jaegertracing.io/v1

kind: Jaeger
metadata:

name: simple-streaming

spec:

strategy: streaming

collector:

options:

kafka:
producer:

topic: jaeger-spans

brokers: my-cluster-kafka-brokers.kafka:9092

ingester:
options:
kafka:

SEPFIF, B0 1m0s. FRIMEH
00

consumer BIFRZEBIN, jaeger-
spans.

RERHTZ, 0 my-cluster-
kafka-brokers.kafka:9092,

ATRERIER -
debug,info,warn error fatal dp
anic,panic.



consumer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
deadlockinterval: 5
storage:
type: elasticsearch
options:
es:
server-urls: http://elasticsearch:9200

4.2.7.3% A\ sidecar

B 4 F 2B A (JAEGER)

Red Hat OpenShift distributed tracing Platform (Jaegen)#&#ii F 1 A2 pod FBIER sidecar iRt
K, Red Hat OpenShift distributed tracing Platform (Jaeger) Operator A LLf§ Agent sidecar 3 AER

ET RN, BTLUERBES) sidecar FAMREHFIEEE,

4.2.7.1. B5I3E A sidecar

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator A LAY Jaeger Agent sidecar ¥ A &R
ETENH, BEMA sidecar BEEA, ¥ sidecar.jaegertracing.io/inject ;¥ 2% & =& true &
113217 $ oc get jaegers REIM D R IBERIE A (Jaeger) LAl &R, HIRIETE true B, SEEHERAIM
B2 AR AE — N2 A NBERT A (Jaeger)Efl, BN, Operator TiEAEFEBIAN DM BERES
(Jaeger)=fll, BREHHIRFEDHNBIRTA (Jaeger) LB AFMIILAEN & F Han & 22 [A A N A true,

UTFREERT —MRIENARRE, BREA—" sidecar, REBERE—MEZEFPATRANENTR

IBIRTEA (Jaeger) Ll :

B zf sidecar ARSI

apiVersion: apps/v1
kind: Deployment
metadata:
name: myapp
annotations:
"sidecar.jaegertracing.io/inject": "true"
spec:
selector:
matchLabels:
app: myapp
template:
metadata:
labels:
app: myapp
spec:
containers:
- name: myapp
image: acme/myapp:myversion

ﬂ KB NFRIE true =X Jaeger L5 & FR,

L sidecar #3EAG, FILLTE localhost ERYERIA (L& 17 (A ACIE,

o1
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4.2.7.2. F53E A sidecar

Red Hat OpenShift distributed tracing Platform (Jaeger) Operator REESF Jaeger Agent sidecar JE A
Deployment TEfii %, */F Deployment LAAFHYI2RHIZR5EY, 40 StatefulSets’and ‘DaemonSets, &
Al LATEIAS R F 3N E X Jaeger IR sidecar,

IR R ERERT A LUTE Jaeger Agent sidecar B containers E30 R B ESMFNE L :

StatefulSet B4 sidecar & X~

apiVersion: apps/v1

kind: StatefulSet

metadata:
name: example-statefulset
namespace: example-ns
labels:

app: example-app
spec:

spec:
containers:
- name: example-app
image: acme/myapp:myversion
ports:
- containerPort: 8080
protocol: TCP
- name: jaeger-agent
image: registry.redhat.io/distributed-tracing/jaeger-agent-rhel7:<version>
# The agent version must match the Operator version
imagePullPolicy: IfNotPresent
ports:
- containerPort: 5775
name: zk-compact-trft
protocol: UDP
- containerPort: 5778
name: config-rest
protocol: TCP
- containerPort: 6831
name: jg-compact-trft
protocol: UDP
- containerPort: 6832
name: jg-binary-trft
protocol: UDP
- containerPort: 14271
name: admin-http
protocol: TCP
args:
- --reporter.grpc.host-port=dns:///jaeger-collector-headless.example-ns:14250
- --reporter.type=grpc

R, RIERILATE localhost ERYBRIARIE A,

4.3. AR
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BF

Red Hat OpenShift distributed tracing Platform (Jaeger) @ — N EFAMTHEE. FHNID
BEPR B S 7E OpenShift Container Platform /1, FHSMHEHESHEF., BHE, XNERE
UEHI R TR AR, BARBUIEFHEEFRER,

& % OpenShift Container Platform 2 F A SR EEIHBENRFIIKR, S
OpenShift Container Platform & {T3E1CH 2 Z A HIREIZIEEER 7 o

Operator Lifecycle Manager (OLM) BE# 12 &£8¥ & Operator R, AHNFMET A BRI H12EH
(RBAC), OLM 7 OpenShift Container Platform FEAINZ1T, OLM RE A AR Operator AR B R4
B Operator B9FZ,

EEHITFEP, Red Hat OpenShift distributed tracing Platform Operator £ &9 2B ERE & S 7+
T35 Operator KEEMIRRA, FUREHRAH Red Hat OpenShift distributed tracing Platform
(Jaeger) Operator [, H Operator BEXEMFTA 21 N BERT A (Jaeger) N AR L BIE = F 2 E
Operator BIRRAS, 540, TEfF Operator M 110 #ZEEI 111 /7, Operator HHZIT A RN BT S
(Jaeger) KBIFFFE AL E 1.1,

BF

INRITIL% A EH OpenShift Elasticsearch Operator, #1 E#T OpenShift Logging Fffik,
IH7E B #T Red Hat OpenShift distributed tracing Platform (Jaeger) Operator BISER 1% &
#ro

4.3.1. EhBHR
® Operator Lifecycle Manager B:&#1 51R
o FEI LM Operator

e E3#T OpenShift Logging

4.4. &

BF

Red Hat OpenShift distributed tracing Platform (Jaeger) @ — 1N EFAMTHEE. FHNID
BE{DSR B E1E OpenShift Container Platform A, FIFMHRL 3T, BE, XNHERE
UEHIE TR AR, BARBUIEFNEESRER.

& X OpenShift Container Platform A E 3 SR E B THREM RFTIIR, 1HS [
OpenShift Container Platform & {T3E1CH 2 ZF A HMIREIZIEEER 7 o

M OpenShift Container Platform &£/l Red Hat OpenShift distributed tracing SEAMIFZERINT -
1. XM{EM Red Hat OpenShift distributed tracing & pod.
2. MIBR{E/T Red Hat OpenShift distributed tracing SE& 5241,
3. kR Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,

4. MIB& OpenTelemetry Operator FIZLIEHI 22,
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4.4.1. £ /8 Web 1ZH| &R 2 1 X BERT A (Jaeger) L5l

& 7] LATE web #2261 & 89 Administrator # & FfifFR 9 76 2B ERF & (Jaeger) L4,

Digk

H
LHPRERRNEFFERLEIR, FEREHRITAREHER, & RedHat

OpenShift distributed tracing Platform (Jaeger) LI MIFRES, FHEERFAMEN
Y EIR A 2R,

FeREH
o LIEEEIE N 519 cluster-admin A& & &3 web ZHI5,

AR

1. &[HE| OpenShift Container Platform Web 2% &,

2. 5fin%l Operators - Installed Operators,

3. M Project FH Ai%fF Operators REMIIE & #, 0 openshift-operators.
4. = Red Hat OpenShift distributed tracing Platform (Jaeger) Operator,

5. = Jaeger FR%& I,

6. R IEEMpR BISLBISEH) Options 35, #A/F1L4E Delete Jaeger,

7. EWINMERH, il Delete,

4.4.2. {8 CLI HER2 X BERF A (Jaeger) L1l
IR AR e B 1T R MR 2 78 B ERF & (Jaeger) £,

FRFH

o ST AEA cluster-admin AEREEL OpenShift CLI (oc) Rif,.

R
o FALRIEH OpenShift CLI (oc) IRAN&EFTRA, FHEEB OpenShift Container Platform hix
AT,
o Jz17 oc login

Y=
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1. SETUUTF®S, #EFA OpenShift CLI (oc) B :
I $ oc login --username=<NAMEOFUSER>
2. ZEERDHREBERTE (Jaeger)SLhl, HizfTUTHS :
I $ oc get deployments -n <jaeger-project>
B4,
I $ oc get deployments -n openshift-operators

Operator WEFEH G4 -operator, LA TFRAEIERT P Red Hat OpenShift distributed
tracing Platform (Jaeger) Operator F1EUN 9 VB ERTE A (Jaeger) L4l

I $ oc get deployments -n openshift-operators

MREEIRLN TR

NAME READY UP-TO-DATE AVAILABLE AGE
elasticsearch-operator 1/1 1 1 93m
jaeger-operator 11 1 1 49m

jaeger-test 11 1 1 7m23s

jaeger-test2 11 1 1 6m48s

tracing1 11 1 1 7m8s

tracing2 11 1 1 35m

3. EfiRDHRBERT A (Jaegern) LB, 1HZ21TUU TSRS -
I $ oc delete jaeger <deployment-name> -n <jaeger-project>
4N -
I $ oc delete jaeger tracing2 -n openshift-operators
4. BRIEMERTFE, HHBRIZ1T oc get deployments fip 4 :
I $ oc get deployments -n <jaeger-project>
4N -
I $ oc get deployments -n openshift-operators

IR B B BB R UL TR R

NAME READY UP-TO-DATE AVAILABLE AGE
elasticsearch-operator 1/1 1 1 94m
jaeger-operator 11 1 1 50m

jaeger-test 11 1 1 8mi4s

jaeger-test2 11 1 1 7m39s

tracing1 11 1 1 7m59s
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4.4.3. fiflkk Red Hat OpenShift distributed tracing Platform Operator

it

1. 3208 MEEEHMIFR Operator HEYIAAIEIE, LUMIFR Red Hat OpenShift distributed tracing
Platform (Jaeger) Operator,

2. A% : MR Red Hat OpenShift distributed tracing Platform (Jaeger) Operator f&, fflf&
OpenShift Elasticsearch Operator,
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