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1.1. LOGGING 5.9

BEILREN— DA RENABRE, ©B—DAFRETF OpenShift Container Platform BJ
A AR, Red Hat OpenShift Container Platform 4 & EHABEE B T K IThRAFE R M,

stable JiE R N HAKIC KN RFIRAREEH. BERERGCEIRANEST, SO2UF1T
4B stable-x.y, HA x.y KRELZEMHE LTI ERAFRRA, Bl
0, stable-5.7,

1.1.1. Logging 5.9.3

It & fThR A B $E OpenShift Logging 25 1%EE 5.9.3

1111 BFERES

LR EF 2 A, ECE LokiStack & /5 Ingesters H—MEIR, K4 Loki Operator &4 write-
ahead log replay_memory_ceiling % &5 1x.demo X/, EXMhRAS, BT
replay_memory_ceiling H&/MEEE I, LLUBRIER, (LOG-5614)

FEMWREHZA, TERE Vector ESFMHZ AR, TXNMAR, aTLUREMZER
Vector INEESFMIH AR/, X1RE T IR MINEE, HEBRGIUREARIZIT. (LOG-
5586)

11.1.2. CVE

CVE-2024-2961

CVE-2024-28182

CVE-2024-33599

CVE-2024-33600

CVE-2024-33601

CVE-2024-33602

1.1.2. H&E 23 5.9.2

& fThRAE$E OpenShift Logging B2 1RMEE 5.9.2

11.2.1. BFERES

TELREF 28I, FE5 ClusterLogForwarder CR FRIELEAIER, X Logging Operator 95
WESHEIR, Fi, ARBEEICTKEMER daemonset ESR. EXMRAH, HEIDFE
Operator KBTI EF daemonset, BRIFHE I Not authorized to collect 5%, (LOG-
4910)


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2024:3736
https://issues.redhat.com/browse/LOG-5614
https://issues.redhat.com/browse/LOG-5586
https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2933
https://issues.redhat.com/browse/LOG-4910
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EHOREH 2R, RN Vector BEWESRFHNEBERER, TELBERT, RENEMEHBERE
XHEBEAERINARFERS, EIXMRAS, Vector BEWE IR EDE a8 TR E
R BEX ., (LOG-5156)

ELREHF A, BEICE Operator A& 1% grafana-dashboard-cluster-logging fci& B 51
BN, EXNRAR, BEICK Operator 111% ConfigMap X RHHEN, WERRGIRFER
S HE WM N EERSHEN. (LOG-5308)

FEHREHZAE, HEILK Operator WigIrE A& RIEAN N E SR eR &GS BZENET. &
XANRAA, BRRILE Operator A& HIZNIEIR. (LOG-5426)

TELLE AT, Fluentd out_http #HHAZEE no_proxy FEFE, EXMRAF, Fluentd &
ruby B HTTP#start /55117 T8RS no_proxy IMELE, (LOG-5466)

11.2.2. CVE

CVE-2022-48554

CVE-2023-2975

CVE-2023-3446

CVE-2023-3817

CVE-2023-5678

CVE-2023-6129

CVE-2023-6237

CVE-2023-7008

CVE-2023-45288

CVE-2024-0727

CVE-2024-22365

CVE-2024-25062

CVE-2024-28834

CVE-2024-28835

1.1.3. H&IL% 5.9.1
& fThRA B $E OpenShift Logging f2FiE1REE 5.9.1

1.1.3.1. Thaei8om

TR REFZ AT, Loki Operator ¥ Loki E2i& /{#F Amazon Simple Storage Service (S3) BYE
FEERMINIRITN], SEHFA. TXMRAR, Loki Operator BRIAA virtual-host 3, MFE
FEHRHRE, (LOG-5401)


https://issues.redhat.com/browse/LOG-5156
https://issues.redhat.com/browse/LOG-5308
https://issues.redhat.com/browse/LOG-5426
https://issues.redhat.com/browse/LOG-5466
https://access.redhat.com/security/cve/CVE-2022-48554
https://access.redhat.com/security/cve/CVE-2023-2975
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-6129
https://access.redhat.com/security/cve/CVE-2023-6237
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-45288
https://access.redhat.com/security/cve/CVE-2024-0727
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-28835
https://access.redhat.com/errata/RHSA-2024:2096
https://issues.redhat.com/browse/LOG-5401
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o TEIRERTHI, Loki Operator FRISIUEFFE secret FA{EAR Amazon Simple Storage Service
(S3) ifimo TEIXMHRAR, FIFTFZATHAR S3 imma— NMEMM S3 URL, LokiStack RS FE#HT
I TEMTITHE URL, (LOG-5395)

11.3.2. BEFHERES

o TELLREFHZHI, LogQL MRS ME IR hBIR—LITi0IESS. X NHAH, BHFas
EMAETEIES, ENRFREEHFRERE, (LOG-5268)

o TELLREH I, &AE LK pruneFilterSpec 4 prune i1 8234 5% segfault, TEXMhRA
B, INREFEREEE LK puneFilterSpec, %tl:‘.f)ﬂ_ufl:’%aweo (LOG-5322)

o MEIREH AL, HAEE M dropTestsSpec M drop 1T 2R A FH segfault, FEIXNhRAH,
INRBELITELS %A E LB puneFilterSpec, & HINI IR, (LOG—5323)

o TELLREHTZAIL, Loki Operator FRUIETF# secret REARI Amazon Simple Storage Service
(S3) st URL #&=e TEXNARAR, S3ifim URL RETIES T, ©RERT LokiStack Bk
Bo (LOG-5397)

o TEMRBEHF A, FifBEILKABILHINT FHZFERSS 3 Red Hat OpenShift Logging
Operator HERHII WARN § 8, EXMRAAF, JFIRGFEH AR ERERE timestamp
FE&, (LOG-4672)

° EJH:A(E%EZET, L5 UF ClusterLogForwarder %R £ #r A0 4 4 28 [A] 3% B X N F IEFERIEE %
i, EHIRHERME. EXMRAR, RESRER—SEZ NP REFEEAHAREMEK
ClusterLogForwarder %R, #IR&EH, BN TFEMBEIR, (LOG-5062)

o TELLREFHZHI, MHEENKIEIIEEFE—/ TLS URL, BNE Amazon CloudWatch 8% Google
Cloud Logging FfR%5, EiZITARHRE URL, TEXMhRAMF, 7E%%F URL MIBRSSBIKIEZ HAFT
E& %Ellﬂe/én_.\ﬁﬁjjlﬂﬁﬂo (LOG 5307)

o TEMREH AL, EXEMEIMAREAEMESHHMRAETENE, EXNMRED, £&
HERR B &K AR 55 LUBE 2 R B ES, (LOG-5309)

11.3.3. CVE

%A CVE,

1.1.4. Logging 5.9.0

& fThRA B $E OpenShift Logging 25 1%EE 5.9.0

1.1.4.1. B @A

Logging 5.9 X {TARAFREE OpenShift Elasticsearch Operator B HThRA, X B ZFIH&HICFIRAN
OpenShift Elasticsearch Operator £l # X%+, BEIHEKICKMAR EOL Fik, EALAER Loki
Operator {25 OpenShift Elasticsearch Operator WER AREEEKIBEEFH. WHEEXEEIIRE
A BHNESER, ESHTA Agnostic Operator,

11.4.2. FH@EA

® 7f Logging 5.9, Fluentd, Elasticsearch, Fluentd #1 Kibana B#F A, 11TH%I1E Logging 6.0 &
MR, 1% 6.0 NMi%5 LU B OpenShift Container Platform ki A—i2 iR, ZIIEES Fjuﬁﬁi
o B ER P X L2 (R R B R LA BB CVE IRFHEIAMEE X, (BiXLAMNTHRGIIEE


https://issues.redhat.com/browse/LOG-5395
https://issues.redhat.com/browse/LOG-5268
https://issues.redhat.com/browse/LOG-5322
https://issues.redhat.com/browse/LOG-5323
https://issues.redhat.com/browse/LOG-5397
https://issues.redhat.com/browse/LOG-4672
https://issues.redhat.com/browse/LOG-5062
https://issues.redhat.com/browse/LOG-5307
https://issues.redhat.com/browse/LOG-5309
https://access.redhat.com/errata/RHBA-2024:1591
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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3. H Red Hat OpenShift Logging Operator #1 LokiStack 12 #tBIEF Vector BYULEE2F0 Loki
Operator 2t LokiStack & B EE & MEFMEBIE L Operator, i 1&XmFTA A EHH Vector
N Loki H&HER:, FEAXMEERFFEIE—FHTIE,

£ Logging 5.9 #, Splunk it X 2YH Fields 2% B LI, HIMEFAH. ©RELUERNLITHR
AN AR

1.1.4.3. Theei8om

1.1.4.3.1. BE&E

LEThEEIR 538 AN T fE A TAF f1 E TR RIEE N A drop =k prune BEMTHEE, 74, B©RITF
WERMZBEMBAE (NMBEEHEFHRAE) MHITEE (W kube api 5% ovn BE) {UKE LA
B, (LOG-2155)

e85 5| A T — N R EE B &S (syslog #HEER), BRI LUNHEEE Ml ML AFina,
RN RGERAFAIE (M rsyslog) % 3% syslog BE. (LOG-3527)

EXMhRAAH, ClusterLogForwarder API X #5554 | Azure Monitor A&, N REEFH
UR¥EThEE, LEThRERTASBOFE P 4ET BRI ROUMERE, FHIEI{E Azure Monitor FEYH BT TR,
MR AR R FHR S IR EER, (LOG-4605)

LhThEE I s @ R B B E N AWM N EIAM B ERIRS AR HRA AR, 4
ClusterLogForwarder B E X FIR (CR) FE XM —H AR SRR FMAMAREME TR L
FERASTIAREN, SEIXMIER, L, UXFHARXBEANRERTRESENXHERL
EFREE, REEFEA logging.openshift.io/dev-preview-enable-collector-as-
deployment ;¥ 3% fi# ClusterLogForwarder CR, (LOG-4779)

tbThaE@sn 5| A T FERTA SRRV B E A P ECERIThAE, LUZHE A R A KIC KA
4, BR, EFRATFEENHEIPERERICKRERM, (LOG-4843)

EIXNhRAH, ClusterLogForwarder CR E— 1M s N &G HZER (40
default. openshift* % kube* ) EENAREFHA, UEEFEZE—1TEFH collect-infrastructure-
logs ABRARSIK . (LOG-4943)

LtEThREI@ IR BI A T HEE— % E (LY. EiFEN RMRAERME) WIhkE, LUTHE
BERSRHRE, A, WIRELERE—MRAER, AFEBAEEHEMAEFT AN AT
%, 510, AtLeastOnce EUIELBINE H EHN R/ PR, UEKERER G UL IZEX
EHE, (LOG-5026)

LETHREIE 55 3NN T = NFTEY Prometheus 21k, Z& B B X Elasticsearch. Fluentd # Kibana
FHANER. (LOG-5055)

1.1.4.3.2. A& %

LokiStack HHB9:X /N2 g FRTEY VI3 X RIFMERAFBOAS BB IIRS Fose, Sk T
OTEL B92#F, XA LIRSS kA E RS, (LOG-4538)

tEThEEI@ 5w 5 1 7 X Azure 1 AWS B SRS TN HSHKENIRE, BRT
STS B9 OpenShift Container Platform 4.14 R EFHIRA, AHFEFEETE LokiStack CR #Y
spec.storage.secret /0 CredentialMode: static ;¥ f#, (LOG-4540)

TEXANRAA, Azure 77fi# secret FIEIEHY &, AHRELHIRRKRRHUBRE S, (LOG-4571)

TEXANHRAA, Loki B0 T X GCP TV # B2 BEFRHLHI B9 LA T2 3. IX S VFRS s RixT
REMERS A TEMDRUEFRZRAS A, (LOG-4754)


https://issues.redhat.com/browse/LOG-2155
https://issues.redhat.com/browse/LOG-3527
https://issues.redhat.com/browse/LOG-4605
https://issues.redhat.com/browse/LOG-4779
https://issues.redhat.com/browse/LOG-4843
https://issues.redhat.com/browse/LOG-4943
https://issues.redhat.com/browse/LOG-5026
https://issues.redhat.com/browse/LOG-5055
https://issues.redhat.com/browse/LOG-4538
https://issues.redhat.com/browse/LOG-4540
https://issues.redhat.com/browse/LOG-4571
https://issues.redhat.com/browse/LOG-4754
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11.4.4. BFHERES

1.1.4.5.

3'?’0

1.1.4.6.

FEHOREHZ A, BEILE must-gather BEWEFA T FIPS WERFNEMRBE. XK
A, cluster-logging-rhel9-operator Fig{t 7 —/"#71H) oc &/ 7im, must-gather ATLATE FIPS
SRHPERIE, (LOG-4403)

LR EF 2 A, LokiStack #NI2§ pod FoiER IPV6 pod IP #& b WA TFE pod BIERI HTTP
URL, LRSS EET S Prometheus AR API ZIRHNIFIZER KRN, 1EiXDRA

B, LokiStack #MI2% pod #F IPv6 pod IP FERIEAESH, MMAARTXANRE, E, @i
5 Prometheus 3R89 AP Z N FIZ KA T A RXNFKTE IPv4 IREHR—1E, (LOG-4709)

EXMHRAF, BEILTE must-gather B YAML RRE—THFH, FEERTIEE, EXMhRA
1, YAML ZRRBRE, AERZXEFRERBRIE. (LOG-4792)

EWREH A, %5 ClusterLogForwarder CRE, ¥ ClusterLogging.Spec.Collection
77 nil i, Red Hat OpenShift Logging Operator BIgEX# A nil pointer &, TEXMhRAAH, X
AN A B 7E Red Hat OpenShift Logging Operator iR, (LOG-5006)

ELREHF A, TERFENEMBER S, Bt ClusterLogForwarder CR status FEX 253
resourceVersion /f Status SRR RIBMFLER, XM RERIBR—NEREHAE
He EXMEAR, FIERSEZEHRAL, UMEERGRFRLDHNHAERFRL, (LOG-
5007)

EIREHF A, WEZHITHEE drop_newest KRINERSNFERE, MNMSBAEH
EBER, EXNHRAS, THRE NFERKRESRRIME. (LOG-5123)

TELREFZ A, openshift-operators-redhat 4 Z2 7] HY Loki Operator ServiceMonitor
FAF ST CA XHHITEMEIE, MF3X ServiceMonitor B2 & LB User Workload
Monitoring spec F Prometheus Operator BIlEE iR, 7EXNhRAH, openshift-operators-
redhat %% 22 6] #9 Loki Operator ServiceMonitor F17£3&;3 LocalReference % & 5| AR 550K
FI 4 hE secret, iXFRAESIF Prometheus Operator i User Workload Monitoring spec BEh
40 |oki Operator ServiceMonitor, {# Prometheus BEf%3REX Loki Operator $g#5, (LOG-
5165)

T REHZ AT, Loki Operator ServiceMonitor BECE FIEE S 1% Kubernetes JRZSICEE, M

53 Loki Operator 1818 % RINE., TEXMRAH, ServiceMonitor WEZE R 5% REITARSS
i, (LOG-5212)

=51

CVE

CVE-2023-5363
CVE-2023-5981
CVE-2023-46218
CVE-2024-0553

CVE-2023-0567

1.2. LOGGING 5.8


https://issues.redhat.com/browse/LOG-4403
https://issues.redhat.com/browse/LOG-4709
https://issues.redhat.com/browse/LOG-4792
https://issues.redhat.com/browse/LOG-5006
https://issues.redhat.com/browse/LOG-5007
https://issues.redhat.com/browse/LOG-5123
https://issues.redhat.com/browse/LOG-5212
https://issues.redhat.com/browse/LOG-5212
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
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BEILREN— DA RENAHRE, ©B—PAFAETF OpenShift Container Platform #J
A AR, Red Hat OpenShift Container Platform 4 & EEABEE B T K IThRAFER M,

stable /i@ R N BERIC KRR AIRBEER, BRSIRE ZRIRAERT, EOO0T
RSB stable-x.y, H x.y KKRMEBELEMNB BT EMAFDRRA, 5l
0, stable-5.7,

1.2.1. Logging 5.8.4

& ThRAE$E OpenShift Logging B2 IRMEE 5.8.4,

121 BEFERAES

FEHREHZE, FAANARHEATEEEELRIMGRZENR, MSBEEERECHBEEN
(A A RREVIE S X P T &, EXDARAR, FTE R OCP RAHHAGRGRE IS IE
., (LOG-4905)

TELRE 2 A, Cluster Logging Operator (XIEBIA BEHIH 7 LokiStack 28 E X #F
LokiStack 8 ZE# ClusterRole, fEiXMhrAM, BB N @ read l write, BEAABIR
EHINBEFHEAXESE, ERURIERNAEAR T, read ABRIERTILKIEHI &M
EEEKEE, (LOG-4987)

FEMWREHZAE, Z0E BB AZEIKEEAFE ClusterLogForwarders FE—/MRS5 LB
ownerReferences M LRI, EXMhRAF, BMEVRSRHABEECHRS, EAEN
<CLF.Name>-<input.Name>, (LOG-5009)

TELREHF AT, HIEERE secret BIER TR BEEH L E cloudwatch

iif, ClusterLogForwarder A&k &%, X MRAR, HBIELHE secret WG HEHLE
cloudwatch Ff&HILLL TSR : secret must be provided for cloudwatch output, (LOG-
5021)

LR EFZ A, log_forwarder_input_info 2 3% application, infrastructure, 1 audit % A5
Frete TEIXMARAA, http RN NIEIRR. (LOG-5043)

1.2.1.2. CVE

10

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2022-3545

CVE-2022-24963

CVE-2022-36402

CVE-2022-41858

CVE-2023-2166


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987
https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166

BI1E LTFD

e CVE-2023-2176
e CVE-2023-3777
e CVE-2023-3812
e CVE-2023-4015
e CVE-2023-4622
e CVE-2023-4623
e (CVE-2023-5178
e (CVE-2023-5363
e (CVE-2023-5388
e (CVE-2023-5633
® CVE-2023-6679
e CVE-2023-7104
e (CVE-2023-27043
e CVE-2023-38409
e (CVE-2023-40283
e CVE-2023-42753
e (CVE-2023-43804
e (CVE-2023-45803
e CVE-2023-46813
e CVE-2024-20918
e CVE-2024-20919
e CVE-2024-20921
e (CVE-2024-20926
o CVE-2024-20945

® (CVE-2024-20952

1.2.2. Logging 5.8.3

b & {TRRA B $E Logging F2F 15488 5.8.3 # Logging Z£ 185 5.8.3

1221 BFEFES
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https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
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LR EFHTLZ AT, SBCENBEENEE X S3 uk A NN, Loki Operator N=4t ContigMap
HEMBIATNEN B EFHEE, X MNRAF, Loki Operator 2l ConfigMap BIE X,
HENEHFEKMNEE, (LOG-4969)

ELLR B AL, TERBA URL MIER FTECER Loki i S BUNEESS Pod Aallt, TEIX/MR
A, HHSBIE URL BIEH TN IE, MMmERT X/\IEJ—@L (LOG-4822)

T REH 2 A, Cluster Logging Operator & MR G IEE secret REAIRS I bearer S hERY
HIRERBEREEFTE. TXMREAFR, HEABESMHEIE, MMAART XA, (LOG-
4962)

TELREHF 2RI, i tis.insecureSkipVerify FEGR BB N true, BI&XAETE X secret, 7E
EXNRAR, FHEE— secret KIXBIXME, (LOG-4963)

ELLREFZ AL, FBEERITER TLS FMREIENAL2HTTP) URL HAEEG, XA
F, HTLS BMRRIEREMNHHEE —1NREMHTTPS) URL, (LOG-4893)

1.2.2.2. CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2023-7104

CVE-2023-27043

CVE-2023-48795

CVE-2023-51385

CVE-2024-0553

1.2.3. Logging 5.8.2

b & TR A & $E OpenShift Logging 2R EE 5.8.2,

1.23.1. EFHERES

UL REFH 2 A, LokiStack #MI2§ pod AR IPv6 pod IP #& b N AT pod BIER HTTP
URL, MM SBuEiT Prometheus M API ZIHHNIFIEIR KN, 1EXMRAA, LokiStack
HNI 28 pod ¥ IPV6 pod IP HEEEAFESH, MMARR T XA, (LOG-4890)

FEHREHZAE, FRAGZEHEREEEZEEYTREAZENR, MNMSBEEAEEECHBEN
[AALBREY IR T4 A T E W, XA R, fEEAITEEREE, MR T XA
5, (LOG-4947)

TELREH 2B, OpenShift Container Platform Web #2# &8 BRI MEBERRTFEE X
TREENRR, XA, ELEENLT RREMNSRHARINE OpenShift Container
Platform Web ##| & B &KL KM EEHH. (LOG-4912)

1.2.3.2. CVE
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CVE-2022-44638


https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638

B/1E RITEIL

CVE-2023-1192
CVE-2023-5345
CVE-2023-20569
CVE-2023-26159
CVE-2023-39615

CVE-2023-45871

1.2.4. Logging 5.8.1

L& 1TRRASIE OpenShift Logging F2FEE1REE 5.8.1 #1 OpenShift Logging 2R HEIREE 5.8.1

Kibana,

1.2.4.1. TheEI® 8

1.2.4.11. B&

XN RAR, 725 Vector BLiE N RRNT, f&ALATE Red Hat OpenShift Logging Operator
RIRINZE, LUER secret FIEEMTHERARB SRS MK REKBIBEE, (LOG-4780)

EXMHRAAH, BoltDB Shipper Loki (YRR E R H Index [XFIR, (LOG-4828)

1.2.4.2. BFEHIRMES

M REHZ A, ClusterLogForwarder 7£/5F JSON BESETE0EZERE], BIFESEH
RIRNEM., TEXMRAH, ClusterLogForwarder 27F write-index 7y 22 Bkt 1R 5h, (LOG-
4452)

EWREH A, Vector REGEINIGE TENBELI, EXNRAR, @i e ENFRER
(regexp) #H1TBHEHHNRMKEBERPBEEI 5, (LOG-4480)

FEHORERHZA, EOUERSIEXNIES, BMEERMENMNBRERSIPROBRINGG, B

b, Kibana AP FTiEEA OpenShift Elastlcsearch Operator BEREIERX, EXThRAS, &
OpenShift Elasticsearch Operator FRINERDE A%, MR 7X@, Kibana AP IIER
LI aE {app,infra,audit}-000001 3&5|M3R511# K, (LOG-4683)

TEMWREH A, Fluentd 152 Pod 40 F CrashLoopBackOff 875, R IPv6 E&F LY
Prometheus BRS528HE. EXMRAF, RSB[R ATLUE IPve EBEFEBIIE, (LOG-4706)

TELREF 2 A, Red Hat OpenShift Logging Operator 27F ClusterLogForwarder F175 X
BT RENIE, X MNRAR, Red Hat OpenShift Logging Operator & ZB&fil 4 thJH 89 Y5
28 daemonset B EEH, (LOG-4741)

EMREH A, Vector BEINESRS pod 1E IBM Power #1283 £ 4T CrashLoopBackOff 1R,
FEXMRAS, Vector BEWEESS Pod 7£ IBM Power 2Ri9#185 ERRZNE BN, (LOG-4768)

EHREF 2R, FARIEMNEASRELBINER LokiStack &5 BUF A Fluentd Y &85 Pod 4R

SSL IERHEIR. EXMRAA, EI,uxﬂﬂl%«%‘ﬁﬁﬁﬂfbfé)jﬂku\ﬁﬁﬁ%E%EI’JAH&'%D ca.crt 1T H DL
iF, (LOG-4791)
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https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
https://issues.redhat.com/browse/LOG-4452
https://issues.redhat.com/browse/LOG-4480
https://issues.redhat.com/browse/LOG-4683
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4741
https://issues.redhat.com/browse/LOG-4768
https://issues.redhat.com/browse/LOG-4791

OpenShift

1.2.4.3.
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TEUCR ERET 2 A, 5 IABOSE % 2355 4% BN ER LokiStack 2 S BUEH Vector WS Pod 4L
SSLIERHE R, EXMhRAA, BEMESRRS K BIAER XS ca.crt #H1T 505
iFo (LOG-4852)

FHOREHZE, EHSMFFIHE—NHZENENG, TREWRMEN IPv6 ik, EXMRA
B, IPv6 it R IEIAEENT, (LOG-4811)

EHREF 2R, EFEE— ClusterRoleBinding 35 HTTP U 28 AMEH AR, £
XAMRAR, REZEQE ClusterRoleBinding, F hifmm 24K TR BIA N, (LOG-
4815)

TELLREHTZ R, Loki Operator A& HE X CA R4S HEH MM pod, Hitk, FEITFHERSK
RN, SNREMIFRK, EXMRARF, Loki Operator fFEE X CA il aE
FEIFRBHN pod, MNEE pod AILAMI RFMHE TEBER, LUHEERIGCTKAN], (LOG-
4836)

ELREH 2 A, 1EMER ClusterLogForwarder 1Y inputs.receiver Z33Ef, HTTP HiARRS
R E KB secret RRBMIBR, X NRAR, NRFBE, HTTP BWATRSBMER. (LOG-
4612)

M REH 2 A, ClusterLogForwarder 15 RIKSHBIGIEEE R, (BEENEERSITEERR
B TER A, TEIXMRAR, EERESSE RN H, HIASGLIESS N Em R REHIE R
BE, (LOG-4821)

ELLREFTZ AT, BUEAZRGIMN LogQL Eif) (AN ASEES™&E M) |k 7 Hr% matcher

operator EXE, BERENRER—F, EXNRAF, ENRKEXZEFEEFEHNRER
25, (LOG-4841)

CVE

CVE-2007-4559
CVE-2021-3468
CVE-2021-3502
CVE-2021-3826
CVE-2021-43618
CVE-2022-3523
CVE-2022-3565
CVE-2022-3594
CVE-2022-4285
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862

CVE-2022-42895


https://issues.redhat.com/browse/LOG-4852
https://issues.redhat.com/browse/LOG-4811
https://issues.redhat.com/browse/LOG-4815
https://issues.redhat.com/browse/LOG-4836
https://issues.redhat.com/browse/LOG-4612
https://issues.redhat.com/browse/LOG-4821
https://issues.redhat.com/browse/LOG-4841
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2021-3502
https://access.redhat.com/security/cve/CVE-2021-3826
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-3523
https://access.redhat.com/security/cve/CVE-2022-3565
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895

B/1E ZITEL

CVE-2023-0597
CVE-2023-1073
CVE-2023-1074
CVE-2023-1075
CVE-2023-1076
CVE-2023-1079
CVE-2023-1206
CVE-2023-1249
CVE-2023-1252
CVE-2023-1652
CVE-2023-1855
CVE-2023-1981
CVE-2023-1989
CVE-2023-2731
CVE-2023-3138
CVE-2023-3141
CVE-2023-3161
CVE-2023-3212
CVE-2023-3268
CVE-2023-3316
CVE-2023-3358
CVE-2023-3576
CVE-2023-3609
CVE-2023-3772
CVE-2023-3773
CVE-2023-4016
CVE-2023-4128
CVE-2023-4155

CVE-2023-4194
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https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1076
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1249
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1652
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-2731
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3316
https://access.redhat.com/security/cve/CVE-2023-3358
https://access.redhat.com/security/cve/CVE-2023-3576
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3773
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4194
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® (CVE-2023-4206

e CVE-2023-4207

e CVE-2023-4208

e CVE-2023-4273

e CVE-2023-4641

o CVE-2023-22745
e (CVE-2023-26545
e CVE-2023-26965
e (CVE-2023-26966
® CVE-2023-27522
o CVE-2023-29491
e (CVE-2023-29499
e CVE-2023-30456
e (CVE-2023-31486
e (CVE-2023-32324
e (CVE-2023-32573
e CVE-2023-3261

e (CVE-2023-32665
e (CVE-2023-33203
e CVE-2023-33285
e CVE-2023-33951
e CVE-2023-33952
® CVE-2023-34241
e CVE-2023-34410
e (CVE-2023-35825
e CVE-2023-36054
e (CVE-2023-37369
e (CVE-2023-38197

e (CVE-2023-38545
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https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4273
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-26965
https://access.redhat.com/security/cve/CVE-2023-26966
https://access.redhat.com/security/cve/CVE-2023-27522
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-29499
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-32573
https://access.redhat.com/security/cve/CVE-2023-32611
https://access.redhat.com/security/cve/CVE-2023-32665
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33285
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-34410
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-36054
https://access.redhat.com/security/cve/CVE-2023-37369
https://access.redhat.com/security/cve/CVE-2023-38197
https://access.redhat.com/security/cve/CVE-2023-38545

B/1E RITEIL

e C(CVE-2023-38546
e CVE-2023-39191
e (CVE-2023-39975

o CVE-2023-44487

1.2.5. Logging 5.8.0

b & 1THRA B $E OpenShift Logging 251718 E 5.8.0 # OpenShift Logging #1318 E 5.8.0
Kibana.

1.2.5.1. FHBEHM

£ Logging 5.8 #, Elasticsearch. Fluentd # Kibana %% M, iTXI7E Logging 6.0 HfIk&, % 6.0 i/
%5 LAEH) OpenShift Container Platform hRA—#EIR . LLIEIGIE L AL 1T 4 6 B HA AR X L5 20 R 3t
FEE R LM CVE RFHERMESMZR, EXEAMNTEREGINEEE M, M Red Hat OpenShift
Logging Operator #1 LokiStack 2 #HIETF Vector BIUNEE23H] Loki Operator 124tH LokiStack 2 H&
EEMEMERIE L Operator, A ISMATA B E M Vector 1 Loki HEHEM, ENXMIERFFEHH—
St TR,

1.2.5.2. ThEEI8om

1.25.2.1. BHE&ES

o EXMNRAH, LogFileMetricExporter FEBIAFIIKNE SR —ESHE, BREFIUE—
LogFileMetricExporter B E X %R (CR), MiZ{TREREXVBERERMIEIT. MREHOE
LogFileMetricExporter CR, f&RIEERTE OpenShift Container Platform Web &I & {{FIkRFFH
£ Produced Logs #J No datapoints found {§ 2., (LOG-3819)

o TEXANRAA, EEALIEEMGRZERPEESZ . BB RBAC {77H ClusterLogForwarder
BE L HFIR(CR)ER, XAVFMIIANMENBATRL L EEM BN, RSEEES MK
BREPERE. (LOG-1343)

BE
ZE1£ openshift-logging @5 % Z2 (A IS BYES 6 B 22 (A A ST S SR B B iR EE R 3

AE, IEWJIE# Red Hat OpenShift Logging Operator LU MIFRE L 221, 7E
#7189 Red Hat OpenShift Logging Operator k4 5.8 i A FH ERIA 2 5 L IhAE,

o TEIX/MARAHR, f&AT LA A 4R 2K 5 SR BR AL S FR A1 BT LAE i & FRdB A B 7SO0 R SR IR SR s
K BEHIENS., HARSIR MR ENERIRTE Logging, it BREITIPRHI IR A EL
FEEENEENERE LSRR E, (LOG-884)

o TEIX/MARAAH, EMELUGAEKEREE HER HTTP Hik, HEWAEEN HTTP IRS2E, H
#57 Webhook, (LOG-4562)

o TEIX/MARAA, &A]LAFDE & it BRBg e it B R WS 2R EL 4 L Kubernetes #1 OpenShift API iR
&R EMH, (LOG-3982)

1.2.5.2.2. A&
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https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-39191
https://access.redhat.com/security/cve/CVE-2023-39975
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHBA-2023:6139
https://access.redhat.com/errata/RHBA-2023:6134
https://issues.redhat.com/browse/LOG-3819
https://issues.redhat.com/browse/LOG-1343
https://issues.redhat.com/browse/LOG-884
https://issues.redhat.com/browse/LOG-4562
https://issues.redhat.com/browse/LOG-3982
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XA, Loki B 51 7] LARE fe 41 el 16 =] LG B T 6p 44 22 (] 3% 5 X5 B B B9 U5 [ AR
(LOG-3841)

XN hRAH, Loki Operator 1 LokiStack 88Z 5| A T PodDisruptionBudget fci&, &iT{R
¥ ingestion A& IR R AT A kMR OpenShift Container Platform SE8¥ 8 /5 HAA IE B 12 1F,
(LOG-3839)

TEXANRAA, A LokiStack LAY AT SEMERIT N B —ZHBAABY Affinity 1 Anti-Affinity 5REB&
EFTEERH, (LOG-3840)

TEXANMRAH, BRI LMEH LokiStack RIS IR R B TR X R ANEUR S HIl, LUMELE X KM 38 5 7T
S, (LOG-3266)

TEXNhRAH, INT — N2 FRNIAER LokiStack K/ (Ix.extra-small) , BE&EATF
REVETEMNEFERNM ingestion B (&% 7 100GB/X) HJ OpenShift Container
Platform 5&8%, (LOG-4329)

TEXMNhRAR, Loki BEARLIARIE A Loki (UFRik, LUREFMHMEENSNMEHNERERIRS,
(LOG-4327)

1.2.5.2.3. H&EHE

1.2.5.3.

1.2.5.4.
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XN RAR, H Elasticsearch @AW B EFHN, EaIEAB&ICKERSiE S, (LOG-
3856)

TEXANRAAH, OpenShift Container Platform N 2R AZE AT LN OpenShift Container
Platform iR A& 4.14 & 2 [EHIARATE OpenShift Container Platform Web #%l#& Developer 11
PIEIE TR AR B EERR@EHM, (LOG-3548)

& 0]

Hal, 7EFAZE Red Hat OpenShift Logging Operator iiiA 5.8 [&, Splunk B & AIRET A IE
BIE, XANFFZEM OpenSSL ARA 111 5Bl 3.0.7 RAIEKHY, TEEHTHI OpenSSL MRA
B, B—PERINTHER, MREEAF RFC5746 ¥ &, MHEHAE] TLS 1.2 s piEE.,

YE NI RR A ZR, E7E Splunk HEC (HTTP Event Collector) i SRR TLS X 1k /i #9788 /2
FA TLS13 %#f. Splunk 2—MNE=FRS, ©RIZM Splunk InfdE.

Bal, FELEHTTP/2 UM SERPEFE—DRE, BUUERPESERFNSBRAHIE
R, FiIBN% 3k RST_STREAM EZREEUEE. X2 NARS SR XEMABERS AN TIE, M
S BE VARSS 28 FUREREMIELIRSS . HRDRA MR BTG E, (LOG-4609)

BHal, ZH{EMA FluentD fEHIRESRES, &S Pod FEiETE OpenShift Container Platform IPv6-
enabled £E//F5), pod HER4K fluentd pod [error]: unexpected error
error_class=SocketError error="getaddrinfo: Name or service not known #4i%, ZHAI%A
R IR %, (LOG-4706)

BAl, ERAT IPve KRR LB REER, HENRAEMRRINHMNGE. (LOG-4709)

E#l, must-gather TETE/ERA T FIPS HEBHPINEREMBRE, BN cluster-logging-rhel9-
operator F S BFTER OpenSSL FE, HEDEBERER R AGE, (LOG-4403)

Hel, HEFEAT FIPS &R EEE logging kA 5.8 B, WEE2S Pod TiEEEN, FHLF

CrashLoopBackOff K75, BN FluentD R{ERESR. HANERBEMRIRH AL, (LOG-
3933)

CVE


https://issues.redhat.com/browse/LOG-3841
https://issues.redhat.com/browse/LOG-3839
https://issues.redhat.com/browse/LOG-3840
https://issues.redhat.com/browse/LOG-3266
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https://issues.redhat.com/browse/LOG-4327
https://issues.redhat.com/browse/LOG-3856
https://issues.redhat.com/browse/LOG-3548
https://datatracker.ietf.org/doc/html/rfc5746
https://issues.redhat.com/browse/LOG-4609
https://issues.redhat.com/browse/LOG-4706
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BT RTHEL
e CVE-2023-40217
1.3. LOGGING 5.7

BEILREN— DA RENABRE, ©B—NAETF OpenShift Container Platform B
A A, Red Hat OpenShift Container Platform 4 & EEABEE i T K IThRAFE R M,

stable /8 R 7 BKIC KRR AR M ER. BRENGZAIRENEL, BOIURT
[ AE TN /7 stable-x.y, E x.y KRELEM B &ICFKHEMATRRA, 5
0, stable-5.7,

1.3.1. Logging 5.7.8

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.8,

1.3.11. BEFERES

o EIREFHFHZAI, H5 ClusterLogForwarder B X FIRE(CR)FH outputRefs #1 inputRefs
SHERERNATRN, SBEBENHZR, Fit, KEER Pod 1£ CrashLoopBackOff K&/
iAo TEIXMRAR, HHIREEE OUTPUT_RIZ, MUAEREEIRSMEB L2 AMX 5,
(LOG-4383)

o TELLREFTZAI, 7EBCE JSON BEMEMTERNT, WIRE&%E N Cluster Logging Operator K&
structuredTypeKey =X structuredTypeName %, N|F & B REXTREEMWER, XN
kA, Cluster Logging Operator R EHEEE A, (LOG-4441)

o TEMREH AL, WIRP Splunk fiitEIEEH secret R hecToken SR IEH, FiFRK
W, RANEEIEREFTENERTNBEEL LT Splunk, EXMRAR, 0R hecToken Rk

HAIEM, RIERKMW, F 57 A non-empty hecToken entry is required 515588, (LOG-
4580)

o TEULREHZAL, R web A MAE SN FSER LR A SNBSS BHIER, £XD
FRAH, R LATE web $2HIE A M ESEEER R R, (LOG-4684)

1.3.1.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.3.2. Logging 5.7.7

& ThRAE$E OpenShift Logging 2FiE1REE 5.7.7,

1321 BFHERES

o TEltREFZAI, FluentD #3E{LH EventRouter X EMBEES Vector AR, TEIXMHRA
B, Vector L—BMIE R EHRBEILTE, (LOG-4178)
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TELREFHr 2 HI, 7EMH Cluster Logging Operator QI BIEIMUERRP, EiHHEE—NEIR,
FAF FluentD Buffer Availability |, ANEER&/NEAXAE, EXMhHRAH, HFLRR
K HXERE, WERESR N FluentD Buffer Usage, (LOG-4555)

TELREHF A, 7E IPv6 3% OpenShift Container Platform §2% EE8%E LokiStack & FE
LokiStack memberlist JEM KN, Fib, 25/ Pod =it ABRIGTES. X NHRAHR, BIEG A
LU3E 1T ¥ lokistack.spec.hashRing.membetlist.enablelPv6: {Hi% &/ true £/ZH IPv6, X&
R RIX A A, (LOG-4569)

FHOREHZAE, BEREREHTFRIAEBXERIIMARAET. Blt, BERERTEE
WAL, TEIX DA, HRFTHRAREM, RFASRERS BRI
. (LOG-4575)

FIREH A, FHBAFPRERNETIZSBEREVTEREFREMARM. X MR
B, B HERRERIEICREDEHERRIREFRE, (LOG-4686)

1.3.2.2. CVE
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CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001


https://issues.redhat.com/browse/LOG-4555
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https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
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B/1E RITEIL

CVE-2023-35788

1.3.3. Logging 5.7.6

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.6,

1.3.3.1. BFERES

1.3.3.2.

FLREH AT, BRSO TRAREXERZDNRRATT. B, RESFTEEMILE
RIS, EXMREH, ERFTHRILM, RTFRESFSHLERE XM, (LOG-4501)

FEHORERTZ AL, HAFERTE LTRSS URL I, —Lid B BRI, TEXhRA
f, Ul RBET URL RBYFRE T IERR. (LOG-4459)

ELREF A, FABE RS A E Loki RTEM Fluentd tI#E Vector B £ IR, TE1X
MHRAAR, Vector BBEEEINGS Fluentd B8R, LAARINESREShFH EBLIEIRE. (LOG-
4460)

TELREHTZ AL, Observability Logs 2| S RF A EZ CNIZE LHRKEFR, EXMRA
F, BREZNHPERE USEFR. (LOG-4456)

FEMREH A, EFBELEE Splunk RHEIMLLTFHRIRE R : Timestamp was not found. 7t
XA R, BRSBERTRER Timestamp B EFERHEHR, FHHEKLZEER Splunk, AR
RHEE, (LOG-4413)

ELOREHZ A, AEM CPUMANEREMEN 8, EXNhRAR, Vector BBEEE
expire_metrics_secs=60 1% & X [RFIETRHEMAELL, FH LREXM CPUBEMREFESHAE.
(LOG-4171)

EMREHZ AL, LokiStack MIRKRITZEERIGER, AL, XRSFBEHAMBENER, £
NRAH, Loki X% FUEBMN A RN FERBRIAN A, (LOG-4393)

LR ERZ AL, Fluentd BT EEEEE TN IR ENHERFITE, TXMHREHR, 14
ERTEEMMR, MmARRTXNAHE, (LOG-4467)

CVE

CVE-2023-3899
CVE-2023-4456
CVE-2023-32360

CVE-2023-34969

1.3.4. Logging 5.7.4

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.4,

1.3.4.1. BFHREE

I REHF A, LFEEELE CloudWatch B, namespaceUUID {E A& # M INZ]
logGroupName FE&xA, 7EXNRAAR, @5 namespaceUUID {H, KLt CloudWatch HEY
logGroupName .~ logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-
c0097f9ed286, (LOG-2701)
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1.3.4.2.

FELOREH AT, Bl HTTP M EER L BISERH BN, MERERTEAERSERHN
HTTP REBFHITHADIIUE, BIERIE URL IR T EFMREIE, EXMHRAR, Vector HEME
#3 0] LAAEEEESEE M HTTP B H1TBP38IE, (LOG-3381)

TELREHF A, AR Fluentd WEESIECE T Splunk fE A%, Operator fF5kM, RAFRZHF
BB, EXMRAF, BEERIFRIEAEFZRHNGIE, MMmERT XN, (LOG-4237)

TELREH 28I, X Vector WESRTE AWS Cloudwatch BER TLS EZB 1 E#H T enabled =
true {EFf, GCP Stackdriver @ FBEC B %, X DRAAH, FiXtHEMiR enabled = true
B, MR T XA, (LOG-4242)

ELREHF A, RMERERMBFTREBEFHILLI T IR{E R : thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7
XMRAAH, XMEHIRE#R, (LOG-4275)

EMWREHZA], MR Operator & T 1% BIZIS LT, Loki Operator ARBEY[A] & 5 BN A
f2-TH 1 alert-manager EE HK, EXMRAR, £ Loki EBES S BE XM BINEMRB
BRiE, (LOG-4361)

ELREHF A, UEAZSIABRMERTE AWS Cloudwatch A B STS #H 1T B KIERT, &ifT
FHRSREIULERERE -8, EXMrRAF, STSABHBISEIENENMMEIUBRATS
AWS Cloudwatch # 1T &2 551E, (LOG-4368)

EHREFH A, Loki NEHRITIEINEE, BEEMKRES, & Grafana BIFRZEN Has A
o EXMNRAR, Loki RITIEERRMESEIRZE, MMERT XNAE-, (LOG-4389)

FKE OpenShift Logging 5.7 /&, 7E ClusterLogForwarder B E X ¥R (CR) % BIEE
name FEMEEBFHELLTIE, EXMRAF, XNMERBHR, (LOG-4120)

CVE

CVE-2022-25883

CVE-2023-22796

1.3.5. Logging 5.7.3

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.3,

1.35.1. BFHERES

22

TEMREH A, H7E OpenShift Container Platform Web 65 &EEBEN, ZENXHS
SHBIETLERE, X DHRAS, bootstrap XUEAREWETE, MMARRT XA, (LOG-
4100)

FELREH AT, Loki Operator REBEHIR, FEUARIEE WARMEPREFE, EXDRAH,
HirakE, BIREREIRERNIE, (LOG-4156)

EHOREHTZ A, R RulerConfig BE X FIR(CR) /&, LokiStack MINIBZAREF, XD
kA, Loki Operator 7EE %7 RulerConfig CR FE/Z | pod, (LOG-4161)

EHREF 2R, LU ALEIRS({EES ClusterLogForwarder Hf / =R, BE8KESREN
b, EXANRAS, BIBIA match IREFRR T XA, ERESREEREhBERR.
(LOG-4176)
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https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
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https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176

1.3.5.2.

B1E LTED
LR EBHTLZEI, 3 LokiStack CR E X 27 RFIM AN EERIRSINT, Loki Operator =ML,
TEIX N hRAA, Loki Operator AILATE R B 2B RHIBIIER T4 LokiStack CR, MM#RAR T X
ANARE, (LOG-4198)
FEHOREF 2R, LIREMNFAAS BRI, Fluentd A& BE X %2 Elasticsearch £,
TEXNMRAR, Fluentd 7£5 Elasticsearch B ILE R A LUE A0 I8 2 BB R TP B9 RAEA,
(LOG-4258)
FEREH 2 E, BEABIT 8,000 ML RIMNERES S H Elasticsearch 18481, R &L
(8] 75k K F http.max_header_size K&, EXMhRAR, PRk KNBBINEBFTIEM, MR
RTIEADE-, (LOG-4277)

TELLREF2 R, ClusterLogForwarder CR 7 a5 /| FHFMNEEHESFBUNESREN XL, £
XARAR, RHATH THEER, MR TXANRE, (LOG-4095)

TELLREFH 2 A, Cluster Logging Operator RTEIRE NIEZERSHEAL L, FEXMRAE
#, 7£/53) ClusterLogForwarder CR B911##1, #fRr ClusterLogging ¥R\ F IEMRIE IR
B, MMER T iXAN A, (LOG-4177)

TELEHEI, H7E OpenShift Container Platform Web #Z£H| & &EBEN, BIHEKREIEA
KRB S E AR T pod IFIEHFHREBEME,. XNRAH, "TLLET SN XM ILE
FREYE 75 B SR RSE L, (LOG-4108)

TEMREH A, H7E OpenShift Container Platform Web #£#| &R EFBEN, EiHSBT
30 MBS, TEIX A, BEMER LATE configmap/logging-view-plugin FEZE, (LOG-
3498)

EMREH A, H7E OpenShift Container Platform Web #ZH| &R EE BTN, REZEIET
AT ERE—RRENMBEELAERE. EXMRAF, BRRGHTRMEELEZEH, (OU-
188)

TEMREH A, H7E OpenShift Container Platform Web £#| &R &EE B ER, = streaming

HHRER RffH BEEHR, MERFEREGEE EXNMRAF, EHENBERBIEBLT
o (OU-166)

CVE

CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26115
CVE-2023-26136
CVE-2023-26604

CVE-2023-28466

1.3.6. Logging 5.7.2
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& ThRA B $E OpenShift Logging 2FiEIREE 5.7.2,

1.3.6.1. EFHIRMES

24

HFIREH AT, RNFEFLENALE, TEEEMR openshift-logging fr & Z2 (A, 7Ei1X
MRAR, THEHERKYEE (finalizer), HRBEREMBRGRZEFA, (LOG-3316)

TELREF A, fARARIE OpenShift Container Platform XA4E X 7 run.sh BIA, I run.sh
AR B R—NARIEFER chunk_limit_size {H, B2, @ JIfEL = $BUFFER_SIZE LIMIT
ZE chunk_limit_size I}, ZHIAR ERIEBIE, EXNMAR, run.sh FIAKEXHFHY
Srh#— Bt B RIEFARY chunk _limit_size (. (LOG-3330)

L REH 2B, OpenShift Container Platform Web #2&I &8 BERICEMEBERRTFEE L
TRBREHER, X MhAR, T HBFICFAEEGE LT R NEMNARMINEE,
(LOG-3749)

R ERH AL, HEET Fluentd HTTP & 4400% B & & &% % DataDog i, Cluster Logging
Operator i&%! Unsupported Media Type #&. TEX AR, A ATLLELEE HTTP frk
Content-Type NHER A THELERNTRE, REMNESBIPELTHHEFH content_type S
H, WBERKRINERERE, (LOG-3784)

EHOREHTZ A, 2 ClusterLogForwarder B Y %R (CR) A detectMultilineErrors FE&
KB true I, PHP ZITHHRAMIL R WA MMWBERRE, MMSBERREREZNMERE 2
B, EXDhRAF, FRAT PHP WZTEIRGN, REEMERERIEES—HBEHERF,
(LOG-3878)

EHREHTZF], ClusterLogForwarder E8H AP A 2R 5 Vector 2R pod 4L
ARV, TEIXMNARAR, BERAMPMAAEZER, TR (-) R () BB TRIZE O.
(LOG-3945)

LR EFZ A, log_forwarder_output I5RA3IE http S8, EXNhRAR, FEIBVRFRN
BROBSE, (LOG-3997)

LR EFH 2 A, Fluentd EULEBEEEN FBE N — L% 4T JavaScript B imREH. X MhR
A, Fluentd 2R A FREIZ N FRIZ, MmART XANEE, (LOG-4019)

FEWREHZAE, YFAEERKEENEASERA T PR Katka i FEN, BERR
HEERMEF. EIXNMRAR, Fluentd B2 ZFFEIZN TRIZ, MR T XA AR,
(LOG-4027)

T REFTZ AT, LokiStack FXKIREI 6 4 22 [RIMHRASME, IR A AP B AFRR, R4
kA, Loki PIXR APREEIERANER, MmfERTiXA A, (LOG-4049)

EHREHZA, 2 tls.insecureSkipVerify iL7#1% &5 true I, Cluster Logging Operator
AP| EBEE—"H secret IRHHMIEH, TEX/MRAH, Cluster Logging Operator APl "B EEE
XFERIIETS R secret IREIER, LU TEEERIMNEI Operator B CR R :

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

LR EHT 2R, LokiStack BRHELE R S B A WZ TR BT 30 #, TEXMRAR, Lok
global #1 per-tenant queryTimeout % & & &S BB %E, MR 7 XA, (LOG-
4052)
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https://issues.redhat.com/browse/LOG-3330
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https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
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1.3.6.2.

B/1E RITEIL

EMREHZAL, MR collection.type FIBAIAMES & 53 Operator FEEE TR, TV sk
AIREFAM spec, XA, Operator BT H 2 E 1% collection.logs spec T ARIX
LES, XS EREEFBRNEFRFERNITHITE, BEEF collection.type T2
B EFANFEE, (LOG-4185)

ERES 2, WREHPEEEERE URL, Vector BEINERTAL4ERK TLS BBE, BT
MHEEERLZEZA Katka R, TXTHAR, HENMMEBER TLSEBE, (LOG-4163)

FEHORERHZAI, NERE Kafka WAFKR LB RBBRIEHETNARATH, XMRESHRE
WS, ENERREKATFBRER. TEXNRAS, BrE—NTEETRNEFRE Kafka BH
BHERBREEEE, (LOG-3314)

L REHZ AL, Vector BEWERTREBL H TLS %M tisSecurityProfile K&, fEX4
hRAH, Vector ATLUERAMANE TLS EHIXE, (LOG-4011)

TELREF 2 HI, 7E log_forwarder_output_info ¥8trer, FFIERRA BT FHBYH H RBUERN L IRTE
log_forwarder_output_info 15157, TEiXMRAA, BIREEZATERDH Splunk #1 Google
Cloud Logging #i#&, (LOG-4098)

ELREH A, X5 follow_inodes %iE N true i, Fluentd INEE 23 AT BERTE XA 5 HLHT BB
e TEXXMhRAF, follow_inodes KB R MER T, (LOG-4151)

TEMREHTZ AT, Fluentd YREE25 AT RE S B0 ST BRER X L5 S {4 1 £ 158 3 5K P41 1% M AL B ST
X MhRAR, RIESHERIEIE, (LOG-4149)

EMWREHZA, #A Vector KSR A B, 7L ClusterLogForwarder =25l audit A p

‘&3, application 3x infrastructure &5 BU%E 25 pod 40 F CrashLoopBackOff X%, FIEU
ERAERHIMLLTE R :

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

EXMNRAF, EEAMTABSREBMARTIIAZE, EEALHEH AN auditapplication =X
infrastructure, (LOG-4218)

EHOREH 2R, HNEEELEFAE Vector M syslog BRI, FI¥ addLogSource 1
HIXEN true I, FLUTHIN EFERINENEL L H

£ : namespace_name=. container_name= 1 pod_name=, 1EXMRAR, XLFEERBR
MEIBEEEH, (LOG-4219)

FELREFH AL, HAREE structuredTypeKey Bi%HIEE structuredTypeName i, HEH
BABAMBEM NEFIEN R, X NMAR, BENETOFHE. (LOG-4220)

CVE

CVE-2021-26341
CVE-2021-33655
CVE-2021-33656
CVE-2022-1462
CVE-2022-1679

CVE-2022-1789
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https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
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e CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
e (CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
o CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720

o CVE-2022-42721
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https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007

1.3.7. Logging 5.7.1

b & FTHRA 5 : OpenShift Logging 2R EHRIEE 5.7.1,

1.3.7.1. BEFHERES

TR REF 2 A, Cluster Logging Operator pod BERGFEKREE RS2SR BAER A LM
&, FRMANEZRAEHEE, EXNhRAS, XA R @ TZERE Cluster

Logging Operator pod H&BIE BEKEER, (LOG-3482)

B/1E RITEIL

EHREF 2RI, APl RS 234 1F CollectorSpec.Type FEXHIEEE Y vector, BIEHEE LK
BERT AEMNE. EXMhAH, HERT CollectorSpec.Type FEXHIER I\ B ik & 2 BT

TH, (LOG-4086)

FEWREHZA, TEBETREGHEABETERAE LD, 7£ OpenShift Container Platform Web
PRI A FRo iRt RSB, EIXANARANA, BT LAE A R RN S SR B T IR T (RSB, (LOG-4501)

TELREF 2 A, | OpenShift Container Platform Web 12l & 89 Show Resources ## R &
FEAEAR AR, X NMRAR, EiFEE "Show Resources” HEFEMITHRESE AR RIX AN A/, LIH:

BMHERENFERLI R, (LOG-3218)

1.3.7.2.CVE

CVE-2023-21930

CVE-2023-21937
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https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197
https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
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CVE-2023-21938

CVE-2023-21939

CVE-2023-21954

CVE-2023-21967

CVE-2023-21968

CVE-2023-28617

1.3.8. Logging 5.7.0

& ThRAE$E OpenShift Logging 25 1MEE 5.7.0,

1.3.8.1. ThaEIB iR

XA, EALUERBRILTRRNSTRE, HFREERREI—REEREH,

ZHRAETIEEKERNZTRE, FEHEHFFHFE—PEELZEH, HHR ClusterLogForwarder B
E X %R (CR) 8% detectMultilineErrors FE&, 1B true,

1.3.8.2. BAA)5

%Q

1.3.8.3. BEFHIRES

o TEULREFHTZHEI, LokiHost By Gateway ZH{4H) nodeSelector BHER

A, nodeSelector BRI LIERE T{F, (LOG-3713)

1.3.8.4. CVE
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CVE-2023-1999

CVE-2023-28617

N
=R

M AR . FEIX AR


https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:2133
https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617

B2E

B2EXH
logging RZ AN ARIER B L0,
TEFRAEMEMEBELT, RANelIFTHEZREF. &1 OpenShift Container Platform & {ThR AL ESE

Pl BEmZE, REZETHAETRNEE, FRIEZNIHNEEZ L, MREEAAREFE
MREEEUNEE, ENERRKESE, FE Operator EEMNAZER.

AE
IR WEFT OpenShift Container Platform X REMMELE, EEER Red Hat

OpenShift Logging Operator &N Unmanaged, A #FIEZEHFICKLAH, BFRS
BWEH, BEEERSRE Managed 7 1k,

p= Y=
BEILREN— DA RENABRE, ©B—PAETF OpenShift Container Platform #J

A #EH., Red Hat OpenShift Container Platform &£ & EEAKE R T X ITHRARR
.

Red Hat OpenShift B logging @ — M2 IWBIMEDS, UKRNBARER. EMEEMHE T BENISELE
F. EEERBEELESMHIZRNR.

Logging & :
o — N AMEBTWERS
o RALLFEEMEMILIE (SIEM)
o s KATHRESFME
o (RIUFMYHERINZR
o LR2FH - MINAFHHITAER

2.1. XHFHI APl BE LUHIRE L

LokiStack FF & IEFE#H1T. BRENAFZFFAAE AP,

X 2.1. Loki APl IR E

CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESS5 %R
RulerConfig rulerconfig.loki.grafana/v1 ES7 B HF
AlertingRule alertingrule.loki.grafana/v1 ES57 B HF
RecordingRule recordingrule.loki.grafana/v1 ES57 X H
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22. P FHERE

IR Red Hat OpenShift Logging Operator 1% &7 Unmanaged X5 BEIS 2L T 2H 4 -
e Elasticsearch BE X ¥R (CR)
e Kibana E8E
e fluent.conf 304

e Fluentd SFIFHTRE

TR OpenShift Elasticsearch Operator 1% & Unmanaged A7, F#EETH Elasticsearch EBE X
.

MR FHET a2
o EERIAAETR., BT HERRMANBTRILEE.,

o EREFMMERENAE, BT EENAATWRESRHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,
FRNREEEREHFICKEESR. ETEERIMRTERERATHES.
o REHBSBESRNEASHAR, ELTEERMABEMEEL.

2.3. 3= % OPERATOR MyZ 5 5RES

Operator B9 ZEHSK A RE T —1 Operator @ BRI R EREHPHEEXAGHNTR, R
Operator KB N #ZE (unmanaged) WK, BARARMNEEERRN, BFRRKEIESR.

RRCAUEFREIMERBENAIRRPER, BLTHERERSEH Operator FRERZH, KHE
BAREREEESNHENEENFR,

AE AL T %0 Operator B WIEZERS :

e Ji3T Operator ACi&

JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, I, Red Hat OpenShift Logging Operator @it RS BRI E E LR
(CR) ¥iAR|IER, T Cluster Samples Operator {88 7 £85EHECE FR.

¥ managementState Z#{FE ) Unmanaged Ek#& Operator F R ENEEBEH TR, AR

SHITERRAHBEREE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFIME,

Digk

H
[=]

ST Operator B NHRERER BRI ZHEHGMINEE. RS
A E 8 (Managed) RS AES K BEHRERS ZHF.



B2E

® Cluster Version Operator (CVO) B
Al spec.overrides SHARMEI CVO EEEH, LUEBIERIRENAEHER CVO 1T HEERIS

xR, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BERKFEBNMEBHLTAZIHRE. EMRmERER, ¥

A UEIN R ERFESE ARG .

2.4. WX FBERTIC B E
ERTIAAN, FIERREXERNIMERRRERE.
BRI LAE A must-gather T A3l S % BRI R, SBAHRNEN AFITRAMRLIHER.

T IRBIRES R, 1R OpenShift Container Platform #1H &L KBIZHIE R

E N
% RE & A hack/logging-dump.sh A, XNMHARBRSFETBELRE.

2.4.1. XF must-gather TE
oc adm must-gather CLI i 5 RURE & BN F AR P HREEE R,
XFBFICE, must-gather 2IEMTER :
o WBHIGIHIR, 1 Pod. ERERS. RSIKA. AR, ABAEMSEH
o KBNHIR, SEEEIHINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (8] 1 # OpenShift Logging iR, &
FEEWRERNERR L. BEEENBEATM{EIE

f£i217 oc adm must-gather if, 58 ERAE—DH pod, 1% pod LINEHIE, HEEFEZEL must-
gather.local 7k — Bk, WEREHUFITIEBKPOIE

2.4.2. ﬂﬂl% H Ib\lﬂii&?’%
& eI LUEF oc adm must-gather CLI p 53R MEF X BEILEKME R,

ik =
{8/ must-gather EWEBEKER

1. #AEEZ % must-gather S BB %,
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2. (% BB R B IZ1T oc adm must-gather &% -
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather TE &6 —/NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

3. MNIRI G EE R must-gather B & O — MRS, a0, 7EEMA Linux BERZIITTEN Lz
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FELLNEZE 11 Hp IR B Im] 5 A b 20 S48
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https://access.redhat.com/

% 3 E AEHEHER

5 3 & BHiEIERRR

3L AEFATILFRRE
BT LIEE Red Hat OpenShift Logging Operator BISR A FE Atk B 710 R 4H 4,

3.1.1. &% Red Hat OpenShift Logging Operator HIR

BT LIEE Red Hat OpenShift Logging Operator B4R,

FRFH

o ZE T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

iz
1 BT T4, tDiEl openshift-logging WiE :
I $ oc project openshift-logging
2. 1T T ép 4 3 IKEX ClusterLogging SEBA -

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:

daemonSet: fluentd g

nodes:
collector-2rhqgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh

logstore: 6

elasticsearchStatus:
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- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

ERds, SERSFEIIRTE status N7,
Fluentd POd E"J*ﬁ*{gﬁw

Elasticsearch Pod B#EX1E 8, &3% Elasticsearch SREHERBIRZ green. yellow = red,

0009

Kibana Pod BYtEX{E B,

cARRR ¥ =15V

LUF 2% 8 ClusterLogging <{5I#] Status.Nodes 39 89— LE1E 55 2,
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% 3 E AEHEHER

REFUTARABHRREERRT T REBTEENEKMAL, HFERESAEIEALTR
o=l

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBWNRTEERT T REBIRENE KL, FESRFEFREMIHEAMT S

i th 7 Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EUPFUTRHRBHRESEERT CR B Elasticsearch 17 sk % B8 5 &£ B iy E AT S ERAITAL :

it Bl

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTARABIREERRTIERE PVC TEHEE PV :
it e

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTRIENE Fluentd Pod, BH 7T R%EH8: SAEM 17 RERAF IREL
o=l

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

312 EFEEKICRAGHRE
EANEES N BFICRAHERS.

FRFH
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% 3 E AEHEHER

L% T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

. 1# A openshift-logging 7 H,

I $ oc project openshift-logging

. BAFEARICRIMERRE ¢

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

. AERRICRBIFRERRE

a. IRERBIAREH R :
it e

I $ oc get replicaset

it Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m

elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1
kibana-5bd5544f87 1 1 1 157m

b. IKERBIFERVRE -

I $ oc describe replicaset cluster-logging-operator-574b8987df
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it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

3.2. BB A EHERR

3.2.1. EHERE Fluentd pod

L &0 ClusterLogForwarder B7E X HJR (CR) I, #03R Red Hat OpenShift Logging Operator %8
BEIEHEBE Fluentd Pod, ERTLUMIER Fluentd Pod s I EFHEEC

SoREH
o RBEAIET ClusterLogForwarder B L ¥R (CR) &R,

ik
o ZITLLT M4, MIBR Fluentd pod LU FIEFERE -

I $ oc delete pod --selector logging-infra=collector

3.2.2. Loki 3R Z PRI FE 15 B PE HERR

#NR Log Forwarder API 81 EERRFI R Z(E B L B Loki, Loki REREEKRHI(429)5H 1%,
EB%HIiTHE%EIE%}*{’EL*EqJZV'ﬁE BN, =¥ logging RINEIEEB XK LR EMEREFIT, logging
I_t ﬁ*UFHI)LEEIb\%EET_J E‘%Hﬂﬂﬁiﬁﬁ%%amo EJX*FFI%E/R-F ﬁﬂ%/a\\ﬂﬂ%ﬁﬁluﬁ’]ﬁf;d\:.':‘j
ﬁilﬁfﬁ [ R EIBRRASWCIE, FEAERAF TR e 2R R R EI 1R,

IR EE PRI R LA 4, WA LLBIT 15X LokiStack B E X HHR(CR) SRR R I 0] {1,

BE
LokiStack CR 1£ Grafana £ &M Loki LR A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions

® |og Forwarder API B2 & 7% H & Al Loki,

38



it

8 3 & HEWEHRR

o /...\E’J;FQ/JLT} LOkI ﬁ j(:.F 2 MB E’J/ﬁn_ﬁij%o @Uﬁﬂ :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERLT TS
E»LJ\-F% i/én_az Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £i5%H R~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 851558 2=

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EERBLERNBRBRIXNEIR, B8, 7E LokiStack ingester pod A :

Loki ingester £51%H 2= A1

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
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spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize F & E L B MNEHERI AN R AR ERRFIRGIAN (L MB H#
fir) o XMER—NERS, FILEXENEDTEEMESFERPIHNZAEERN, T

#VFAXTF ingestionBurstSize {EHHENEK.

9 ingestionRate FREFWRARAHFAENPIRE] (UL MBAHAL) . MRATEXB L
BRE, MHIERRRHE R, BREFFEXLZAET. RBZFIEBETRE, REH

RTERE R FRER TR R,

3.3. BERICKE RN FEHERR
B LMER U T SRR EREPHNEEIC TR ER,

3.3.1. Elasticsearch £EEERIRX S NI A
D—PNEPRREBKREEDEAT M. FHAUTEENSEREITHREDR,

st

N
AP —LEHoER $ES_POD_NAME shell ZF£ 35| Elasticsearch pod, MRZEBE#EMAIHY
REFIFRIGR S, BUIFLZE1%E AN Elasticsearch R A MMIE,

IR LLEITLA T ép 45 2k 51 = A Y Elasticsearch pod :
I $ oc -n openshift-logging get pods -| component=elasticsearch
TUTHS, EFHHM pod Fi%E& $ES_POD_NAME Z & :

$ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S &R $ES_POD_NAME %&£,

i =
1. IZfTLAT 84S, K Elasticsearch £EHEBRIWRHRIERBERERE WA A ¢
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
2. BT TS, FIHEMASERENT S
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v
3. IBITLAT M4, FUH Elasticsearch Pod, FHEE(15 L—% i ShH e T T E ¢
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I $ oc -n openshift-logging get pods -| component=elasticsearch

4. JNREFLE Elasticsearch T s B IMMALEERE, 1EHITUTES I,

a. T TGS HESH L, B Elasticsearch B21%%E master T :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

LT a4, FEFFIE master 7 m M pod BHE&IRH :

b. 21T
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

MRFIE T REEMAKE, FTUTHIRERHESATRELRES, FHURKHH

u1

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

MRFBERTHE, RELRTERSENFLENESMELNZIE,
6. ZTUTRSHEENL, RERTARFLEMNES

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

7. au%*ﬁ‘ﬁkﬁﬁ’ﬂf%, HIREERT, MRePRELEL, HERTEFHERRE, 1HHE
Ly, MENFERERFNNIEE l%ﬁﬁm B, MRFCBESHREEERY, XRT
REBEL,

8. MNRMELFBEIELL, HZTUTHSE cluster.routing.allocation.enable {£1% & 7 none,
REEHL :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty
9. AR cluster.routing.allocation.enable #%1%°% none, FiZ{TU TSR EIZEN all :
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'
10. IZTUATRSHEEHH, REEMRSIDARILER :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1. MREEMRSDARLEHN, HEXBLIHITUTESEEREN ],
a. BITUT R ERBREE -

—_

a1
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

TUTaEREMERSRERE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. BT e R MIBRRR B IR EH N -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

d. JEFTLUTF A4 SRIR MR :

N

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12. MNRFITENFTREEBRILEBIRE], & HIRMFRES,
T T e R HA L BIRE BT

a. J

ey
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. ZITLL T an 5 RMIPRLL BB -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERRENAE, FERETRENESSEELEENEN L,

a. 51T T4, M Elasticsearch VM HFHAXRETS :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

EaSHE®, & node_name.jvm.mem.heap_used_percent FE&, LUAE JVM Heap
FR=.

b. K& ® CPU XK, MFEAFX CPUFAEXMNELER, 1HEH OpenShift Container
Platform "& & I ZRMR "4,

HitBR
o EELEAEKRIR
o BEEABIABEINRSE

3.3.2. Elasticsearch £&85 @ RIAAHEE
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EDP—PEDRMBEIFRD FREDES T R. @12 ClusterLogging B X 51iR (CR) HEY

nodeCount 1531077 =L,

Hi 5w
o BEEABHIABEINRE

3.3.3. BiA %l Elasticsearch 77 S &K K i1 2%
Elasticsearch A&YH 9 B 9 BC4A A EME K AL &BT T 5.

R

AP — Jﬂsﬁ%"%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, 1R E B M AR

R EHIFRNER S, TSI 2Zs 8% & N5 Elasticsearch £ A MME,

IRATLLZAT LA T 5 3R 51 =T F#Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BT T84, %EFESIHM pod Fi%iE $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S {ER $ES_POD_NAME %&£,

gz
1. BT TeS, HATER LERZE Elasticsearch BT = -
I $ oc -n openshift-logging get po -0 wide
2. BITUTHS, RAERTAEARDENSF :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

—

3 MRBFARDENS F, HoTUTRSRESD T R ERVBEZM

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4. EoNHIHF, & Use SILMAEIZ T = L EANHEE B D,
o=l

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmeint  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
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/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

ONSR{E FABVREAL B 0 bR 85%, MY mBMBITEKAIZ, FES R TEBDEL T =,
5. EfHE 4/1H redundancyPolicy, HZTUTME :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE B E A ClusterLogging 1R, 1EZ2TUTR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

6. MRATENT TR BRI, HMERIBRZRSEL,
a. 1IBTLL T4, K& Elasticsearch EFFEZRBIFIRA :
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b. #A%E A LU BREYIRZRS],
c.

TULT an 0 kbR -

ié/
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. 23145 % Elasticsearch T S = K1 2%

Elasticsearch &Z4F 53 Fr MiA B 7K (1228977 s B3 7E 7 B Ak % 150 AR F VR B R B iR AT 7K (1 2% B E B9

e
T o

ERD R ARETET R, BUIBERLZT R E—LZEE, MRFTEGMBEZEE, H2X{mERRM
HEBETR, HERDERRHTRERE LS.
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R

AP — Jﬂsﬁ%"%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, 1R E B M AR
RS FIFHIGR S, EONTUFIAEEIE MY Elasticsearch A A RHIE.,

IR LLEITLA T ép 45 2k 51 = A Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch

EITU T4, EFESIHM pod 314 E $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S &R $ES_POD_NAME % &,

iy =

1. BT 4%, HA7EH EEF%E Elasticsearch BT &2 :

I $ oc -n openshift-logging get po -0 wide
2. EBNT R LR ZEE -
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3 MERBHERENTE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

MRGBHHHEREFREMD F, NRKEL T KL SRUEBIFINMET 90%,

4. INAAA T R ERVREEZEE, IMRTEGMBEZEE, HEXAERRNFRET R, HEHD
SRHTURRM S,

5. B HATH redundancyPolicy, EiZ{TU TS

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEEEDFEA ClusterLogging 7R, 52T T4

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INRE 2 redundancyPolicy {E= T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HHERFXNEL,

6. MNRFTEM L R A RN R, ERIERERE],
a. IZ1TLLT 44, B Elasticsearch LFRERBIBIRE :
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. AR LMBREVIBZRE,

c. IBfTA T kMpREES -
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. 2742l Elasticsearch 77 S /K i1 %
Elasticsearch EB N EB XM AN FEHIZRF | o fillEH Ri1E3R3|1 5 -

o NTmAB—IHENTH.

o —MNHLBNHAET flood stage,
{8 A LU S U B B4R T B BE HERR
R

AP —LLHoER $ES_POD_NAME shell ZF£ 35| Elasticsearch pod, MRZEBE#MAIHY
R EHIFHRNLGS, BUIUFIZ 8% E NX Elasticsearch £ A MBVE.,

IRAI LU 1T AT an 45 3R 5 vl FB Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BITUTR 6D, JEFFHE pod F#iXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S {ER $ES_POD_NAME % &,

ff

L=

S

1. JKEY Elasticsearch T s BOREELZe A -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. IEe LRI, BE Avail JILAEIZ T R LB E R 22,
o=l

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
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elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. INARE T R ERVREEL 2R, MNRITEGIN 2R, B HARRFRANARET =, HEED
ERTURRME S,

4. B YETH redundancyPolicy, iH21TUTHS :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE R EA ClusterLogging ¥R, 1HZ1TUTHRS

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HHERFXNEL,

5. MNRFTENS TSGR RXNAE, EHERIBEIZRE,
a. 217U T 44, B Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFRETIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

%%B&%D"P%EZ&ZEI'EUQ TEE R ZZ FMET 90% &, 2T A TS REUEEES ALY

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM H#FHXRES
M Elasticsearch 17 &2 Java EHHL(IVM)HEREBIT 75%, EEIEKHE KN,

3.3.7. ?éé Ib\lﬂi% L CPU jjl_.l
TR ERMRY CPU ERAEXS, MELMHT A CPU, EERT RPEES CPU FIE,

3.3.8. Elasticsearch i#f2 CPU hH &
1 s _EB Elasticsearch i#%2 CPU [FARR S, KMEEET =M CPU, ZEAT RoBESZ CPU iR,

3.3.9. Elasticsearch %% 28 8] 52 1T B
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RIEYBIAEALFE, Elasticsearch #FME T — 6 /NN FEREA L], FRUTSENEER T
BEHERR

pi% &2
1. ¥XEX Elasticsearch 7 s BOR# AL 20 |A] -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. ‘e mHEIH A, E Avail JILAEIZ T R LB E R 2R,
o=l

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/dev/invmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. WINARE T R ERVREALZE A, MNRITEGI A ZEFR, B HARRFRANARET =, HEED
ERTURERM S,

4. BT YA18 redundancyPolicy, EiZ21TU TS
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging 1R, 1EZ2TUTaR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR %2 redundancyPolicy E= T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TR ERERXNAE, EHERIBEIZRE,
a. 21T T84, K& Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFREYIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
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Hi 5w
o BEEIBIABEINRE

3.3.10. Elasticsearch FileDescriptor ffF2&

RIBLURINVFERES, TR XHERFHETRRE. KES/ T =M max_file_descriptors (g,
# Elasticsearch File Descriptors X4k,

3.4. & ELASTICSEARCH BEGFHEHRES

&R LAEH OpenShift Elasticsearch Operator BASLAKE % 4 Elasticsearch ZH4HIIA 5

3.4.1. & & Elasticsearch B EEEHR S

R A LLE & Elasticsearch BEFERIIR S,

FRFM

o LT Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

iz
1. BT TS, tD#:E openshift-logging i B :
I $ oc project openshift-logging
2. BERE
a. IZfTLAT 4, IKEX Elasticsearch HEFMELHIMLFE :

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IZ{TLL T4 KA Elasticsearch BEGFERE -

™

I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
FHAPEERUFUOTHESR :

i th o B

status: @)
cluster: g
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50

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3

upgradeStatus: {}

pods:

client:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

@ it SRREFHRLTE status N,
9 Elasticsearch A MERVRE :

o SERMESD FHHE,

o SERD FHHE.

o FHEMIKIEND FHNEE,

® Elasticsearch B MR RBIKE,

® Elasticsearch HEEHE T mBYE L,



5 3 F AEHEEHER

o FHUNBEMIIESHE,
® Flasticsearch HEFMIRE : &k, 418, #Ef,
o RAOESHHHE.

9 RS RYE (BEETE) o Elasticsearch BEFIER SIS RIETENE pod K EEH T

ERFNER, ZREUTERERNMESH :

o AFIEFEES Elasticsearch BEE MK ERSR,

® Elasticsearch HEFHEMA A RHNARRL L,

e Pod AHFE, ALETRERFEANRENER, EERIESHIERHER

Q LBEP M Elasticsearch B&EFE T, & upgradeStatus,
6 Elasticsearch BEFHESBHFTNE Fin. FIEF master pod, FITE
failed. notReady =k ready RS T,

3.4.1.1. 15 5B R RH
LA R 23K 8 Elasticsearch SE5IY Status EB40 B9 —Le &5 3H BB,

UTMREERRRT REeBd BEENEKAL, FEEEDAFIRELT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTMREERRRT REBd BB SR, FESRREREMIEMT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

DUFIRAE BRI EE LHR(CR)H M Elasticsearch B & TE 17 mikiF 28 5 S BE R AYT(AT 17 BRI

g -

SHN/ IR
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LAITRE R SRR Elasticsearch H&TFi# CR AR FEMNFFAESFR(PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

PAUTFIRASE B3R, Elasticsearch BETFIEERRX A BRI m BT REKE,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LERSSE R R REEF B KZ control plane TR :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

PUFIRASE B3R 7R Elasticsearch FEE A T HFIR 2 T E L,

o -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
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reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason #ll type KRB FERIEEAZTIFHFRLE :

StorageClassNameChangelgnored

PRFFRBFHEREH.
StorageSizeChangelgnored

AFFEBFERN,
StorageStructureChangelgnored

T FFE IR B S R RN A AR 25 1) A BB el

BF

INRIEZ1H 4T ClusterLogging CR BLi&E N MIEH tIHE B 5 A, OpenShift
Elasticsearch Operator 20— N FAMSHERAPVC), BFRUEBFALEPV), B
J5FR StorageStructureChangelgnored X7, &7k E % ClusterLogging CR Y
B FHMER PVC,

3.4.2. EEHEEHAGIRE
EALEE S BEE AR,

Elasticsearch &8I
R A LLE & Elasticsearch &3 |BR S,

1. ¥XEX Elasticsearch Pod BY& 5 :

I $ oc get pods --selector component=elasticsearch -o name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FRENGEBIHRE -
I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78
green open audit-000001 8 _EQx77iQCSTzFOXtxRgFw
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H

54

3 1 0 0 0 0
green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0
green open .kibana_-377444158_kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0
green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436
green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1
green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0
green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

& {71 pod

BRI UEEEBSFER pod BPRTS,
1. JKEX Pod B9 7R :

I $ oc get pods --selector component=elasticsearch -o name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FREX Pod HOIRZ :
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-



% 3 E AEHEHER

0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFME pod BBERE
BRI UEES B SFEBERENRS.

1 IREREREER BRI
I $ oc get deployment --selector component=elasticsearch -0 name
i Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BERERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHRPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable
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Events: <none>
BEFERIASE
fRa U EE B SFERIAERE.
1. IRERBIARSER T
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREEIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
FHPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch E£EHIR
OpenShift Container Platform Web 2% & B Observe 284 YU KRR fE. 7R Elasticsearch SEEFBIIR S,
ZREY OpenShift Elasticsearch &£E¥HIRE, TEVIIFIALTF

<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging #J OpenShift Container
Platform Web 2% &8 Observe 9 A Grafana (YRR,

Elasticsearch RSP E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZEREHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
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eo_elasticsearch_cr_restart_total

7R Elasticsearch TTmE/FIER. BRESHNAEESHRER. F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
TR Elasticsearch 3R3|fp B 22 [AIMYE.80, B4 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DR e ZE AL, Bl -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {88

% 3 E AEHEHER

#N%R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, YRR E

TRULLTREBRSER

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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EF—.'; 4 = =1 9&:.]: H IL;\-I/E%

ENEBEEN, &AL OpenShift Container Platform 528 EE%E logging, FHEAECERKEMRE
™ 'széé)h E T rﬁﬁ*iriﬁ“%ﬁ H /L.\*D Eﬁﬂj%*’j E o ,.,\_.U«AH H /L.\??Z&E”Fﬁjiﬁ’] H ILJ\$EUII:EI @*ﬁ&%ﬁ%
B, IEEEMNBEEEME. ELa UL OpenShift Container Platform Web 243X Kibana Web 1%
FEPHNEERIE EFARTESENEEFHERA R,

@ E,E
' Kibana Web #HIBIEFA, T RELUIEHEBICFZIThRA A HER.

OpenShift Container Platform $E &2 51 Al LUFE Operator BPEAKIC . MEEZER, HEHZE
Ib\LE%

Operator AEE. ARMETBEIC T, RE Operator 7, ,u\_JL,LﬁIJL ™ CIusterLoggmg BE X
Iﬁ(CR)EE‘LHF H lu\lﬂi pOd M=#H IL;\T/E%FEH‘EE’JE{@ TR AR LA —
CIusterLogForwarder CREEEREMLERR, MAEHEREUR bm%&’%ﬁu HIAI B,

FF A EB OpenShift Container Platform Elasticsearch HEEM LA N HITEERME RS
=Zh#, FRLLE T BEBRATS S EMETERER Elasticsearch LI, MNRBRHITHELZE
FINBIPWER Elasticsearch HE&TFE, BIAIZETE Kibana FEFHITERE, NJiER Log

Forwarding API, #0 f$5 11 H & 4 2 HEF0E AT,

L

4.1. HEi0 428
Ib\lﬂ%ﬁ’]igéﬂ{#ﬁ

Collector

I EE2R 2 — daemonset, B pod EBEEIE OpenShift Container Platform T8, BMENT R
HS(%EM@TE BRI H L L RRER M, ST LUER Vector INE2RSKIBRI Fluentd &
%%C

Fluentd B#F A, ITHEUEHAITRAPMER, IERESRRTESRBFRHE

HXHXANIHEER bug BE M, EIINEERAHEIREHRE. ) Fluentd BIENIE
L £, BRI LUER Vector,

L

A&

/b\ﬁﬁ%ﬁﬁ%ﬁﬁ :.Fﬁj\*ﬁ'E’J H IL;\§Q¢E =H /L.\E?Z&%EE’J%U\%UH:IIQ 13:_]1«/{1@5@ %TJ\E’J LokiStack Hi&RE
fili. f£5iB9 Elasticsearch BEENE, 30 BER A ZIFNBAER B EEZE,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator BB #Thr A, WRIEH
BIfFEFABE Logging 5.8 & fafJ OpenShift Elasticsearch Operator, E {45 (F
Logging, EZ%I Logging 5.8 B EOL M1k, A LUERA Loki Operator #F5 OpenShift
Elasticsearch Operator WER ARKEBRINBEEME, IFEXBEKICKEMEH
HEIMWEZER, FSHFE Agnostic Operator,
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B A4E XTHFILK

K|
AT LMEA U A EEESBEN T ERT. U RBT - ERRE, BTER ZEANEEEH
BH®&. OpenShift Container Platform Web #£#l#& Ul @i f5 A OpenShift Container Platform 1224
Bt RIR M,

§%§ xR
2 Kibana Web HE$IATIE A, THITELENBFICTLTRARMIEL,

HEILEKBERSRESEMNT REE, eiI#EAER -

MARFAE
BRERFZITHRANARFEXRNBSREE (RMRLBHENAREFRA) .
HmliZR A&
Hﬂ%ﬁ&%*ﬁﬁ%*lﬂiﬁiﬁ’]é%ﬁﬁu: openshift*, kube* = default, L& ¥EH T =8 journald {5

'?-Fl'iJrEﬁ'f\
B auditd £ERBIBRE, TTREITRAEHEIE /var/log/audit/audit.log X&F, LK% auditd. kube-
apiserver, openshlft-aplserver ARF5LAK% ovn B (MAREA) HHBEE.

HiBR
o {EM Web ZHIGHITASM R

4.2 9&3:‘25% H /L,\lai

B2 51 o] LUEF OpenShift Container Platform Web 243 OpenShift CLI (oc) %% logging
Operator, Operator AT ERE. FHM4ET BEFILK,

BAMNARFEFLZAATUEEMIEEEEFFTRNITBENAE.

4.21. BERILFEE LFIR
IREI LUEREA Operator SLHERIE E X HTIR (CR) YAML X #HBCE H &I KERE,
Red Hat OpenShift Logging Operator :
e ClusterLogging (CL) - &4% Operator &, f&RILLAIE—1 ClusterLogging B & Y R (CR)
A E logging pod #1¥ #F logging FTFRHIEM ¥R, ClusterLogging CR ERBUR&E 27T 4
75, HAIEEBEENT R L2178 daemonset ZXHE, Red Hat OpenShift Logging Operator &'
il ClusterLogging CR, FH#ER/HHE H&ILKEBE,
e ClusterLogForwarder (CLF)- £ EREE, UHNETNAIARBERLZHE.
Loki Operator :

e LokiStack - I Loki &4 N BEEME, LUK A OpenShift Container Platform S1p%51EE
FXH Web {CE8, LU HISCHEZ R,

OpenShift Elasticsearch Operator :
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k

xTE

XL CR H OpenShift Elasticsearch Operator £ FEE, 1E Operator B =B
T, TEHTFER,

e Elasticsearch - 2 EF1EBE Elasticsearch SEFI{E BRI B & TE 1,

e Kibana - F BFERE Kibana SEHILIE R, BiHMEERE.

4.2.2. XF JSON OpenShift Container Platform Logging

IRET LUER JSON HEIDKECE Log Forwarding API, f5 JSON F&F I NEEMEXT R, ERI BT
J«,L'FEE%

L ﬁ**ﬁ' JSON EIL,\
® /j Elasticsearch Bt & JSON Hi&EH#E

e 5 USON HEH X Bl Elasticsearch BHE %

4.2.3. x FTWEFHE (% Kubernetes Hf

OpenShift Container Platform E4 i H2RE—1 pod, B Kubernetes E, F1E OpenShift
Container Platform Logging LK B 1LARER, A F5hERZE Event Router,

MEESIER, HBHXTIRENEH Kubernetes B,

4.2.4. %F OpenShift Container Platform Logging #FEHEkR
IR LLBIT HAT A ES BERR B & 7] -
o HEEFEHFILFNKRE
o EHEEHRTFMHIIRE
o THMHARILKER
o NMEXFWERTILREIE
o XHEIRIFEHRR

425 XFSHFE
HEIDRRASHFE, SHEMFEREMZEBSZILKF, AM Elasticsearch # Kibana #£3,

MB\EZER, HEHRTHHFE,

4.2.6. X THEM4HEH

Event Router @— pod, B ¥l OpenShift Container Platform =4, LUE @S BEIDRERE XLEE
%, Event Router MATE T B NSS4, FHIFHES A STDOUT, Fluentd & XLEHFHIFHE LT
OpenShift Container Platform Elasticsearch S£fll, Elasticsearch 35 43%&5|% infra 351,

IR FERE Event Router,
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MEFELER, ESHNEFEN Kubernetes B4,
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$B5F REAKILK

& A LU T %24 Red Hat OpenShift Logging Operator 3EE8& H&I1LK, Red Hat OpenShift Logging
Operator ROIEMEE H &K ICRKHELA G,

==

BEIDREN— DA RENAHRE, ©B—DAETF OpenShift Container Platform #J
A # B, Red Hat OpenShift Container Platform £ EHIEE #dk T A 1THRAERR
4,

BE

Xt FHFr sk, {# Vector #l LokiStack. Elasticsearch 1 Fluentd 2#F M, iTXI7ELLGE
B % 17 kiR 2= A M Bk

5.1. {3 WEB #2415 %% RED HAT OPENSHIFT LOGGING OPERATOR

&\ LU#E A OpenShift Container Platform Web ##i& %4% Red Hat OpenShift Logging Operator,

FRFM

it =

62

BEEANR,

1i[A] OpenShift Container Platform web %15,

1£ OpenShift Container Platform Web ##l& A, i Operators - OperatorHub,
1E Filter by keyword HER % A OpenShift Logging.
M B Operator 5I&RHi%# Red Hat OpenShift Logging, #A/E = Install,

1% stable-5.y /Eh BHE,

e

stable #iE R N B SILKNRIMRAIRGEET, EREREZAIRANER, &
WITRFT RSB SN stable-xy, HA x.y KRB ELEM B KICKHIEMARFR AR
$o WU&D, stable_5.7o

e B,

ETE Installation mode Ti£#% T A specific namespace on the cluster

fATE 1L Installed Namespace THJ Operator recommended namespace = openshift-
logging,

£ — Update approval,

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EG#hRA = BT B 5B #H
Operator,
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e Manual EREEEEHEE L E LM A P L Operator B#.
9. y Console $&#H1%: % Enable =% Disable,

10. = Install,

1. @I tN#E| Operators — Installed Operators 71341 Red Hat OpenShift Logging Operator
REBRE,

2. 1 Status 5, HUEEEER T SEBINAPML, F5 InstallSucceeded, XA Up to date,

BF

Operator AIRERTE LT EI 7~ Failed IR, R Operator REFTHFF T
InstallSucceeded 1§ &, 1ERIF TLE.

INR Operator % B RREBRERT, 1HEFLUTHERRR LT Z— :
e j/f A Operators - Installed Operators I1H, & Status ZIHREEH EMEIRHIE,

e A Workloads —» Pods T, 7 openshift-logging i E F k& IR pod A&,

5.2. {8 WEB 1Z%I 51/ CLUSTERLOGGING % 5

LREHKICE Operator [7, EL7i6E— ClusterLogging B & L RFE NERE B HEEFME. Wi
LB E KR ESR.

FRFM

o B &% Red Hat OpenShift Logging Operator,

o {RAILLIJ A OpenShift Container Platform Web 24 Administrator #18,

it

1. 77 A Custom Resource Definitions 1,

2. 1£ Custom Resource Definitions T1E L, = ClusterLogging,

3. 7E£ Custom Resource Definition detailsTTH, M Actions 3H A% View Instances,
4. 1f ClusterLoggings T1#, s Create ClusterLogging.

5. 7E collection #4H, %EF—1 Collector Implementation,

Fluentd B4 FH, ITELGEHLZITIRABMR, B[N ELFIATERBERH
FHREXHX N IHEER bug EE M F, BHIHEENAERERH, /EN Fluentd
RIBRIERE, B LUER Vector,

o

1E logStore & H, EEFE—RE,
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p= =1

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BB #hi A, 0
RIEErI{FEBERKE Logging 5.8 & ff OpenShift Elasticsearch Operator, E¥#4k
42 Logging, EZI Logging 5.8 B EOL Wik, fEALUE A Loki Operator /F 7y

OpenShift Elasticsearch Operator WER A RKEERRKINBEEFE. MEEXH
SILREBHBIMNESER, HSMFE Agnostic Operator,

7. m Create,

5.3. {# CLI %% RED HAT OPENSHIFT LOGGING OPERATOR

& B LA#E A OpenShift CLI (oc) Z4& Red Hat OpenShift Logging Operator,

FRFM
o HEHENNR.

e B%%E OpensShift CLI (oc) .

¥ =
1. 68— Namespace X R{EH—1 YAML 3044 :

Namespace X Rl

apiVersion: v1i
kind: Namespace
metadata:
name: <name> ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q & /iR% openshift-logging 5 0 B &RICRRAE 5.7 RERIMAN G ZZER LM, X F
A&i0K 5.8 REHBARA, SR LMERERETR.

2. BITLA T4k Namespace X £ :
I $ oc apply -f <filename>.yaml

3. BLYAML X453 0] OperatorGroup %/ £ :

OperatorGroup X &R =l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
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B5EREATILEK

spec:
targetNamespaces:

- openshift-logging 9

R BEID KR A 5.7 R ERERAEE openshift-logging s & 22, X FHEKICF
5.8 REFHIMRA, &7 LAERE R &2,

4. iZITUA T ep 3K F OperatorGroup X4 :
I $ oc apply -f <filename>.yaml

5. i/ — Subscription % &3] %] Red Hat OpenShift Logging Operator B4y 22 H] :

Subscription X Rl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

B BEILFKMRA 5.7 R ERERAEE openshift-logging s & 22, X FHE&ILE
5.8 REFHIMRA, &ATLAERE R & ZEE,

Q {57 stable =X stable-x.y {F 5,

9 157 redhat-operators, #15E OpenShift Container Platform SEE$ L EZRMLEH (HEFF
T TERERISERE) |, 15IEEEE Operator Lifecycle Manager (OLM) B G132
CatalogSource % R & FF.

6. IBITLAT RN -
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator 2% %% %l openshift-logging %% Z2 (5] /A,

I $oc get csv -n <namespace>

2. MREH, FHHilmEZEEFEE Red Hat OpenShift Logging Operator :

i th o Bl
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NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. {5/ CLI f1/& CLUSTERLOGGING &
Jt_t%ﬁAE%iﬂ%ﬁﬂ%i%r“iiﬁ’gwﬁo SHAXFNMNEEHENEH, LT #EXEE LIHTIE SR

EL,

FRFH

o B &% Red Hat OpenShift Logging Operator,
o BB NHEEMEET OpenShift Elasticsearch Operator,

e B%% OpenShift CLI (oc) .

¥ =
1. ¥ ClusterLogging ¥ R GIE 7} YAML 344 :

ClusterLogging % Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi

proxy: 9
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B5EREATILEK

resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRER T OpenShift Logging FIERIA
&, MIFH%EHN Unmanaged, B2, ZEBMEFERES, BEE OpenShift
Logging B NEZERE N L,

FAF B & Elasticsearch BIiXE, @it {#A CR, EalLIEEE D B & HIKBNE A MEFE,
187 Elasticsearch MIZRBENBERMN AKE, BA—DNEBINEEA : Bw). )
B (h/H). a8h(m)F0F, BN, 7d K3k 7 X, KA maxAge BIIHB &% MR, Eds
TMANENEEREE—NMREBREE, SNAESNZIRGIE Elasticsearch 35|,

¥§7E Elasticsearch 7 mMIEE, HS LR EERIEE,

°} Elasticsearch FEk AN B FHEENELTR, NIKEREMRE, EEESBIEMNENE
%, MERBIRERMEI, OpenShift Logging FHE AIGE 1 6E,

RIEFEEIEE Elasticsearch B9 CPU FlIAEFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEEZ. NFIHKRHR
INMEH 16Gi, CPUIERN 1.

IRIEFEZIEE Elasticsearch REEH) CPU MIRFIERK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEEZ. NFIHKHR
IMEH 256Mi, CPU iEREIERINE S 100m,

FAFEE Kibana X E., Bid{FEA CR, EelLAY B Kibana LI TRME, F M Kibana 7
mEE CPUMIRE. NMEEZELR, HFSHEBEASRTHEIR,

FAFBE Fluentd BiXE., @I {FA CR, EALIERE Fluentd CPU MINERE, MNEES
ER, HSH"BRE Fluentd',
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Elasticsearch control plane 11 R ABE N =D, ARENT nodeCount 1EEH
XF 3, OpenShift Container Platform REGB=1FE Master 17 s 4HH
Elasticsearch 752 (B% master. client #1 data Af2) ., Hfh Elasticsearch 7
REAE M IRANBIEA BN BB KA. control plane 11 RPFUTEESEHEH
B, MOUBSMRRS. 2R 2EMBRE T R, HETREED R, HHITEH
EHEXEERME, W CRUD., EENREE., SHIEEXNEERHSAKRE /0. W
FHM CPU, FHSnBIRIEXERIR, FHELEIT T ENRINESHIET =

a0, 0R nodeCount =4, NAIEL TR :

I $ oc get deployment

i~ B
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

TR ED FEF T Elasticsearch #IE T =B,
Kk
&A@ 5 H openshift-logging 7B Y pod EXIEREE,
o ZITUATaHAIH pod :
I $ oc get pods -n openshift-logging
MERAEHHH pod, REUFLUTIX :
it Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s

collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

5.5. & FHES

=4 Red Hat OpenShift Logging Operator f&, f&a LR A8 F1EH ClusterLogging B E X R
(CR)RECEERE,
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INREAER Elasticsearch HEFNE, &7 LLM ClusterLogging B & M /)?(CR)qﬂﬂﬂ'JB%P\]ﬁB
Elasticsearch logStore # Kibana visualization A, MHFRXLEHEGRAIER, BRREKER. E5
[# A0SR % B {F FH Elasticsearch B&EfE, MIFRAKRERHE,

5.5.1. % F ClusterLogging B & X 5TiR
EENAKICFIME, HOQ/EIHEN ClusterLogging BE X ¥R (CR) .

ClusterLogging B X ¥i& (CR) =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

managementState: Managed 6
#...

Z ¥Rl instance,
CR /%% % openshift-logging #3422 H],

Red Hat OpenShift Logging Operator IR, HIRE%EH unmanaged I, Operator bFF
SRERE, BERRBERER.

09

5.5.2. L E A &EEFM
& e LUt 82X ClusterLogging B iE Y HR(CR)XREE H &AM B EFZME R,

FERFH
o BEEANR,
e B%% OpenShift CLI (oc) .

e %%k Red Hat OpenShift Logging Operator M1—MNAER B EFE, ©=& LokiStack
Elasticsearch,

o RBEAIET ClusterLogging CR,

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BTk A, MNREB 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARRKEERINBEFMH. IEEXBFTICREMEAHEBHENESZER,
BS A Agnostic Operator,

it =
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1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

e EAEREFMEERE, XATLLE lokistack =X elasticsearch,
Elasticsearch B Z R AL R &%

BETRERE, XMERAUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack By R] & EE & LT,

x O 009

¥ LokiStack 53 HE&EFEH ClusterLogging CR R~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. ZITLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.3. e EHHWESR
& e LU {8ER ClusterLogging B 7 Y HR(CR)RECE H&EAW B EINEIR KB,
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B5EREATILEK

Fluentd B#F A, ITREUGERAITRAPMER, ZI08RE SRR T E R RHRAT

XANIHEER bug EE M, (BILINEENABREUNH. N Fluentd IERIERE, &7
LAMFERA Vector,

SeRFH
o HEEANR,
e B%% OpenShift CLI (oc) .
o B &% Red Hat OpenShift Logging Operator,

o EBEAIET ClusterLogging CR,

it

1. 182X ClusterLogging CR collection #{#% :

ClusterLogging CR =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDTHMBEERESR LR, XATLRZ vector 5 fluentd,

2. ZfTLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

554.REHSHTIELIE
& e] LU 82X ClusterLogging B E Y HIR(CR)XRECE H &AL TR KB,
FeRFH

o HEEANR,

e B%% OpenShift CLI (oc) .

o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,
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BF

INREEFH OpenShift Container Platform Web #2&I & 1T 5 4b, E%/0E BB EKIDE
PHlIE S, 155 %A X "Log visualization with the web console" BT,

Pt

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

ZRFHBEIETHN AT TERE, ;XALLZ kibana 5% ocp-console, Kibana T""%U"‘ﬁ%
{&FH Elasticsearch HEEEHIERE RZ, M OpenShift Container Platform 258 R &5
LokiStack EREBFRA.

o
9 Kibana 2% &AL EE,
3

OpenShift Container Platform Web 124 & A LB &

2. i5fTLA T e 43k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.5. |5 FA 4% BR B B o141t B (6] B SR =

EBEM LSRG T RE R B SEAEM S IRE . IR, BRIRITFEE OpenShift Logging BRER
Operator BI51 B [A| I R4S TR &

M4&bRE RE LA FARTIE AB pod SRS Z [FIBIMLZERE. Logging £ openshift-operators-
redhat i B F&4& OpenShift Elasticsearch Operator, £ openshift-logging 71 B %% Red Hat
OpenShift Logging Operator. Rt SV E Z B R E.

OpenShift Container Platform N %34 (OpenShift SDN #1 OVN-Kubernetes)i2 4t 7 PN T 1A%
o XM MNREIEE LR R T 25 fR E 2R B8
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OpenShift SDN B =fE =, :

P4 S

XEMNERX, MBEREE K, BRAFMARE. B2, MRAFAELTER, Sil@%%k
BAFAERE, REERMEIN, LIRTRIBAETRVIEFZTHNA, Bit, EXRERE
PAHFEMN—N S BRICFERBOTE HOE S —DMERRE.

ZHHF
XMER R FI LM IRE, S ARNSBEICKEXNTE, URFellZEmRE,

subnet

WEXAFABERE. EREGILRMEAREE, THERF.

OVN-Kubernetes 1824 {# FAMZL 5kBE, E L, 5 OpenShift SDN —iF, EATECEREE, URAIFREM
—1M5H /L.\*E*Efjlﬁ B DE”j‘J_/\Iﬁ =]

it =3
o MRMELIZMF, (multitenant) B F A OpenShift SDN, 1HEMAXHANTE, B0

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o FNM|, W FRLEMERM OpenShift SDN LL& OVN-Kubernetes, iEHATIL T2 :

a. 7£ openshift-operators-redhat &4 22 [f] Fhi% ERE, 40 -
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. E openshift-logging & Z2[A| R AR —PNRLEREE TR, ER1TFM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress Uil B B A5t £ £l openshift-logging
TR, fi -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress
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Hith BTIR
o X TR
e X TF OpenShift SDN ERIA CNI ML HEN E
® XTF OVN-Kubernetes kil Container Network Interface (CNI) FA%& 5
® XF OVN-Kubernetes PI%%5eH%
e XTF OpenShift SDN ERIA CNI & HEN
® XTF OVN-Kubernetes kil Container Network Interface (CNI) FA%% 57
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EeoEHEFAZICE

EF—.'; 6= 1=k E%)?El IL;\-I/E%

AWFHBAEICREN : RIRAEH(G.y.2)MEREEH(S.y).

6.1. RAATHRATEH

INRIE(EFH Automatic BHTHEME LI LE H &1L K Operator, &M Operator & B o BUR R A B HT,
BAEESTREMF BT,

INRFEFE Manual BHHEALETLLE B EICE Operator, BT FAARMAER, NERLZER, 15
SR Fohftt ERFIER Operator B,

6.2. ERIThRAEZ
SFERAER, BAIR—EFINTE,
BREREHNRAMIZFER, HSMH OpenShift Operator 4 frEHA,

6.3. %% RED HAT OPENSHIFT LOGGING OPERATOR LU IR A fp 44 28
]

EBFICTE 5.7 MIBARAS, Red Hat OpenShift Logging Operator R ¥ 11 openshift-logging % % 22
[\, #NRIEFHLE Red Hat OpenShift Logging Operator i IR RBIRTE M A2 [H], BT EFHERE
Operator, &R LASEREL T & BRERMIBR B &L KA BB R T EFHEBZE Operator,

FRFH

e B%% OpenShift CLI (oc) .

o HEHENNR.

Pt =
BT 5 SR AMBRTT B -

™

I $ oc -n openshift-logging delete subscription <subscription>
2. IBfTLA T en 4 KPR Operator 4 :
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>

3. BT e &R MIBRERF AR S5 AR A (CSV) -

I $ oc delete clusterserviceversion cluster-logging.<version>

4. FRR"REHKICK " XEEHIE Red Hat OpenShift Logging Operator,

e &7 OperatorGroup ¥R # targetNamespaces FEX R B A FEH KB N R FEHTH,
ZMEX— R, HEITUATRSHFRERL
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I $ oc get operatorgroup <operator_group_name> -o yaml
it Bl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. E%7 RED HAT OPENSHIFT LOGGING OPERATOR

Zf% Red Hat OpenShift Logging Operator BT ZEFHHIEIRA, BLFER Operator 1T HRIEHINIE,

FeRFH

o B &% Red Hat OpenShift Logging Operator,

o HEEANR,

o {EATLLIA] OpenShift Container Platform Web 24, 3% %& Administrator 1,
iz

1. 5%l Operators — Installed Operators,

2. % openshift-logging T H.

3. = Red Hat OpenShift Logging Operator,

4. =)= Subscription, 1 Subscription details 84>, = Update channel ###%, RIBEHI Y FIEHT
M8, X HEEXATIEER stable 5k stable-5.y,

5. 7£ Change Subscription Update Channel O/, EFRFMWERAEFHINE stable-5.y, &
[E /= Save, XX cluster-logging.v5.y.z ik &,

1. FHLWEN, SAE = Operators - Installed Operators, %iiiE Red Hat OpenShift Logging
Operator R A S S &#H# cluster-logging.v5.y.z iR A PLEL,

2. 7E Operators - Installed Operators TIE A, FfF Status FEIRkE Succeeded,

6.5. B¥7 LOKI OPERATOR

Z5F Loki Operator BT E— MBI EMAE, EER Operator 11 5B EHIHE,
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% 6 E ALK

FRFM

i

B &% Loki Operator,
BEE AR,

&\ LU 1A OpenShift Container Platform Web #2#l%&, #F%&%& Administrator #1f,

SfnZ% Operators - Installed Operators,

1##¥ openshift-operators-redhat T,
= Loki Operator,

= Subscription, fE Subscription details &84, = Update channel i, RIBEBHFIE
M8, XHEEXATIEER stable 2k stable-5.y,

£ Change Subscription Update Channel 8O/, E£FERHTHIERAFEHIE stable-5.y, A
[ /= Save, &R loki-operator.v5.y.z iR &,

FELWEP, SAE = Operators - Installed Operators, 53iE Loki Operator i A B &5 &
loki-operator.v5.y.z hR A& [T Eg,

. 1 Operators — Installed Operators TIE®, % Status FE&IkE Succeeded,

6.6. E#T OPENSHIFT ELASTICSEARCH OPERATOR

E I OpenShift Elasticsearch Operator BHZE HRIRA, ELAUSHIT A,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREB 7]
A/ Logging 5.8 & 77 OpenShift Elasticsearch Operator, BF4*EEE A Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARKEERINBEFMH. IEEXAFTICREMEAHBHENESEER,
1S [#F A Agnostic Operator,

FRFM

o INRIKfEMA Elasticsearch ¥ENEINBEENE, B Kibana 5 Ul, 1EEE#H Red Hat OpenShift

Logging Operator BIE#T OpenShift Elasticsearch Operator,

BF

INRIE LRI B #7 Operator, ] Kibana A& #, FHEAX0E Kibana
BEXHIR (CR), EfFRXAA, MR Red Hat OpenShift Logging Operator
pod, ¥ Red Hat OpenShift Logging Operator pod EFERER, ©AOIE
Kibana CR #1 Kibana B X 7 F,

e Logging & FRERE :
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i

78

o FiA pod &4 F ready KL,

o Elasticsearch SR FRRIKE,

&Y Elasticsearch # Kibana BB B # & 13,
BEE R,

IRBZRE T OpenShift CLI (oc) FFTHIES B

. 7E OpenShift Container Platform web # & H, =i Operators = Installed Operators,

1%#¥ openshift-operators-redhat W H,

. = OpenShift Elasticsearch Operator,
. 5 Subscription - Channel,

. 1£ Change Subscription Update Channel O, %% stable-5.y # = Save, I &

elasticsearch-operator.v5.y.z hii &,

. ERNMB, RS = Operators — Installed Operators, %1 OpenShift Elasticsearch

Operator H&ZK% S5 & #H elasticsearch-operator.v5.y.z kg &< ICEZ,

. 1 Operators - Installed Operators TIE Y, %fF Status FE&IkE Succeeded,

AT RS HERKE, XUEFTA Elasticsearch pod BRARE 7 Ready

I $ oc get pod -n openshift-logging --selector component=elasticsearch

i th o Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

. I AL TS HEEHKHEIIF Elasticsearch £ RS ET Hake -

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

it Bl

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

. B AL TS HEEE K Elasticsearch cron fElL2F 20 -


https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

% 6 E ALK

I $ oc project openshift-logging

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4. MALToSHEITEEEFHEEEBHEEBMRA, FERSIZHREN :
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk H 2R 85 app-00000x. infra-00000x. audit-00000x. .security 325 ;

green open infra-000004 rtDSzogsSI6saisSK7Au1Q

31 226717 0 297 148
green open infra-000012
RSf_kUwDSR2xEuKRZMPgZQ 3 1 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg

11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 3 1 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147

green open .security zeT65uUOuURTKZMjg_bbUc1g

11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-

Bl 6.1. BSRS89 H =6

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
bSxSWR5xYZB6IVg 3 1 341800 0 443 220
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green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
eERgLALMQOIQDFES1LBATQ 31 0 0 0

5. MALTHSHEEHH, RNIEASTCIERSERHEEBBRA
I $ oc get kibana kibana -o json

Ktk RS 22 8% ready JR7EM Kibana Pod :

80

B 6.2. AL Kibana pod B R Al
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

lltypell : nn

2

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

}l

"deployment": "kibana",
"pods": {

"failed": [1,
"notReady": []
"ready": []

13

"replicaSets": |
"kibana-5fdd766ffd"
1,

"replicas": 1

}

]



% 6 E EHHBICK
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% 7 B H j%i'ﬂ: E TN

70 X FEHEM®A
BT LRIBEEN B EEMEMRIRAE, 7 OpenShift Container Platform Web #22 & d il 5 b 1 89 B 2K

#&, =Xk Kibana Web &, Kibana #2#& o AT ElasticSearch Hi&#Zfi, OpenShift Container
Platform Web #2#& 7] Fi F ElasticSearch H&Zfi#sk LokiStack,

@ E,E
' Kibana Web #HIBIEFA, T RELUIEHEBICFZIThRA A HER.

7V EBERSAAEIE
& e LLB T TR ClusterLogging B E X HR(CR)REE B E I b TERE,

FeRFH
o HEEANR,
e B%% OpenShift CLI (oc) .
o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,

BF

INREFF OpenShift Container Platform Web $#H|&# T i1k, Ezis B BEICE
PHIE S, 155 %A X "Log visualization with the web console" BT,

it =

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole:

82



B7EAHERE

logsLimit: {}
timeout: {}
#...

ZATEBICEVAETERSR, XA LIE kibana X ocp-console, Kibana iEHI&({ 5
{& 8 Elasticsearch HEEEHIERE RZ, M OpenShift Container Platform 258 R &5
LokiStack EREFRA.

Kibana #Z=HI &M A LB &,

o o —

OpenShift Container Platform Web 1224 & BRI %A BC B

iZ{TLA T en 43k A ClusterLogging CR :

by
I $ oc apply -f <filename>.yaml

7.1. ﬁgﬁ J?E’JEIL:\

HRESE— PRI, TREARMBAETEETIE. EAILUMER Openshift CLI (oc) 1 Web 45
HEESMTRNER, WWE. HEM pod,

R
ﬁi@ﬁ BEKRRMEEFERL, 1HRE logging, BERILTKF OpenShift Container Platform &£&f B’Jﬁﬁﬁ
=K (le]ﬁ ‘J—"_BIZQ/JL;'EE‘TI‘E o WFHEF%@%EE n_.\%[lgﬁtﬂ%ﬁ A& RE IJ;%FH H /b\ﬁﬁ%qﬂ %E, &N _.”'/L

Wit Kibana $#%1& 3 OpenShift Container Platform Web $£§I& &, KM LGN A EHRE. &
BB ETLE VN B KL B EEE.

7121 BEEHRRAE
_.”«J\E OpenShlft CLI (OC) 1 Web *W%UA':'JKE%** /J?E’J E Tho IL;\}‘AE ,b\E’JFﬁB_ﬁﬂiF&Hﬂo

FRFH

e jj[a] OpenShift CLI (oc) o

iz (VD)

1. £ OpenShift Container Platform #H&H, 5% Workloads - Pods, ZNi@iTEEHER G
RSE pod.

e

LR (MWEE) REBEZEZIEMN pod, FEXMIERT, E0ILETRMY
Details TIE A% E Logs #EE,

2. MTRIFHREE—DNIE,
3. RIBEHER pod 9B,

4. = Logs,
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e (CLI)
o EHERE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Her:

-f
Ak RS EREEENHEFHIANA,
<pod_name>
187 pod IR,
<container_name>
 IEEBRBMAM, & pod EESNAREN, BUIIEESHREM,

o -

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHMBEXHRE,

L ﬁ%ﬁi%l@ﬁ’] E o -
I $ oc logs <object_type>/<resource_name> ﬂ

@ BEFTRERNAT.

flan :
I $ oc logs deployment/ruby

BHMBSEXHRE,

7.2. £ H WEB Z=H&#H T HEM WAk

57
BT LR ER B logging #2HI &4, # OpenShift Container Platform Web #2244 e 5 b B 754
*EQ

BXREATICRRESRHRERBGIFERE, HSEER Web 1 5% % logging,
MREELZRETARILRHAFTLELRERYE, FEAUTSRZ—.

7.2.1. 2% Red Hat OpenShift Logging Operator j&/5 F logging 12 & f& 4

YE7 Red Hat OpenShift Logging Operator 24 —%84>, EAILUS A logging #HI&1EE, BMNREE
BRATEY, EEBEY.

FoRFM
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o BEEANR,
e 2% %k Red Hat OpenShift Logging Operator, #7 Console 4% T Disabled,

e jj[a] OpenShift Container Platform web 1Z#I&

i

1. 1£ OpenShift Container Platform web #£#%I& B Administrator fi& 1, # A Operators -
Installed Operators,

2. #2 Red Hat OpenShift Logging. X%/t A Operator Details 7.
3. 1E Details TIEA, 1 HHI&REH LT R Disabled,
4. EERGEGERMEES, %5 Enable,
5. Rili Save,
6. Sk PeHlE AL INE 7R Enabled,
7. NAE®E, web ZBHIAKER—MHEEO, BORREEHNINE Web 122515, HEERHH
B O LN B, RIFTN Y ES.
7.2.2. &% Elasticsearch BH&EF 1 LokiStack I ER & H & R IRHI &4
1£ logging hk A 5.8 REEhR A, WIR Elasticsearch BEEERRINWBEEME, EHaLURBLITR
25 F logging 24 & 4.
FeRFH
o HEEANR,

o %% Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator #1 Loki
Operator,

e B%% OpenShift CLI (oc) .

e REHIET ClusterLogging B E X ¥R (CR).

it
1L BITUTeS, BRERT BRICTEH e

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2. iz1TLATF e, ¥ .metadata.annotations.logging.openshift.io/ocp-console-migration-
target: lokistack-dev ;X7 NZE ClusterLogging CR :

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata": { "annotations": { "logging.openshift.io/ocp-console-migration-target":
"lokistack-dev" }}}'\

-n openshift-logging
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it Bl

I clusterlogging.logging.openshift.io/instance patched

o ZITUTHSHEENE, WIEFMRESERINAM :

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-target}' \
-n openshift-logging

LN
I "lokistack-dev"

HIME, BEICKERISTEY pod BEHWERE, A LLET I AEI OpenShift Container Platform Web #22l
BFF A E Observe - Logs TTHEEEE HERIE.

7.3. BEERRER

OpenShift Container Platform web 12l & F1# Logging/Elasticsearch Nodes #1 Openshift Logging
(YRR EIEHE X Elasticsearch LI LA K& BB FBA IE A2 B (0] BIAY 54N Elasticsearch 7 mBYHELH(E B

OpenShift Logging {{FRIREE chart, TEEEY LR Elasticsearch SLBIRIENE, SIEEEFTIR. Bl
L, KBEHMD F N Fluentd 58t

Logging/Elasticsearch Nodes {{&R#R B & charts, L7 Elasticsearch SEFIRFENE, REET R0,
aFERL DR, HREFFR.

7.3.1. Vi[A] Elasticsearch 1 OpenShift Logging 1R

& ] LAFE OpenShift Container Platform web $##l& # & %& Logging/Elasticsearch Nodes #ll
OpenShift Logging 134K,

it 2
EEH YRR :

1. £ OpenShift Container Platform web 12l & # st Observe —» Dashboards,

2. 7t Dashboards G{HEA, M Dashboard ¥ H1t#F Logging/Elasticsearch Nodes 5k
OpenShift Logging.
*fF Logging/Elasticsearch Nodes {{&#Rk, "ILLEFEEEEM Elasticsearch TV mF LB
AR,

LRt & BREMRBIERIR, TRZEMERE.
3. A% : M Time Range #1 Refresh Interval 3 5 A £ R RS [H]SE F 3 B R sk R FHT 3R,

BXRURRERMESR, 1ESH XTF OpenShift Logging Y F#R # %X TF Logging/Elastisearch Nodes {
e
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7.3.2. %F OpenShift Logging {5k

OpenShift Logging [XHRIREE chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRIFITIHEA A
Elmo

3 7.1. OpenShift Logging chart

=171 ik

Elastic £EIRE L HIAY Elasticsearch A :
® ONLINE - &7R Elasticsearch SEI1EZ,

® OFFLINE - 3R7 Elasticsearch SEfI B 4E,

T R Elasticsearch S5l #p# Elasticsearch T g5 88,
Elastic 2k Elasticsearch S5l B Elasticsearch 43 F 89548,
Elastic 3X#%4 Elasticsearch S5l #p# Elasticsearch A% 548,
L BBy EFRBIR N IETE AT Elasticsearch &5 |8 /SR AL 22 H],

Elastic fFAbIBRYESS Elasticsearch HRSERBIER /S, M*KEI0/E, R

SlRRE. 2K DESH D K KW,

Elastic JVM GC i [d] JVM TEE BT Elasticsearch 1% EIIRIR/EFTERY
NIE
Elastic JVM GC & JVM BRHATH AR HOR BB

Elastic Query/Fetch Latency Sum e
v/ y ® Query latency:Elasticsearch 2R EHHITHY

A,

o JREVIEIR : B Elasticsearch R E M
R REIRRENE-E R

IREREE R BN A @ B L B EE IR B R, A SRAMEREE R
Rrepgm, NAREE., BRRERERE, EW
BIFZHERIREIFTK,

Elastic &= 1 Elasticsearch 17 mE#¥ Elasticsearch SEHIHAT
IS8,
CPU Elasticsearch. Fluentd # Kibana f#f#) CPU #=,

BRTEMNAME CPUHE,

Ef# A Elastic JVM Heap FANJIVM AEE, E—MERNERS, BRETR
B VM B3 B AR BRI R AF
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19N 5k

Elasticsearch ik {E &= Elasticsearch S£5IFBF & Elasticsearch 17 s 505
7],

{55 A AR B ST R T Elasticsearch. Fluentd #[1 Kibana {58 FA B9 ST {4 ik 7T
BB,

Fluentd emit #2{& Fluentd BRIAKTHH BB Fluentd SHE R, LIREIA
I E T

Fluentd 2% 4 & BT Fluentd Z2HIE DL, TR HAIRERT

Fluentd oA BB A EH =,

Elastic rx &1 Elasticsearch I2{H FluentD. Elasticsearch 77 g2
HEeRNFT .
Elastic Index Failure Rate Elasticsearch 33| KM B EIRE, BERERTE

B HHE ],

Fluentd i ¥ iR FluentD FoiEHIH B EHI B EORE.

7.3.3. Logging/Elasticsearch 77 m{{Fik EHIKFR

Logging/Elasticsearch Nodes (&R & & charts, E7R Elasticsearch SLBIFHIE (REET Rk
B . LTI — 120,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEHMKERILLT E &K,

K 7.2. Elasticsearch IR & B
1IN 5k
ERRE TERRIERT R ER NP EREE R IR, {#H Elasticsearch
S, EBEMAERE:

® 0 - X7 Elasticsearch £ FEAEBIRE,
XEKRESIBTHRESH.

® 1- 37K Elasticsearch LB TFHEABIRE, X
EREED—NDRNEIARD A ARED
o

® 2 -7k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

Sy g E BRI Elasticsearch 7 BUE#,
EHHIET = E R Elasticsearch BT S E,
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1IN ik

SRBERS SRR TCEANRE, XEFRHERTH, HERE
PAFIFR SR, PlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFITER EZE,

Elasticsearch E8 &30 FIREA

B Elasticsearch R3IEEZ—THE MO FHZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRE : THRMEIAD R, BRXHEREINFRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HEBIWOUELN, EDRANBEIWRIEE, ERIEGEHRNINMMERERT, B
LIBER e BIA 2 R I E,

R DR ARATINRE, BERIATEEMBRANBRIRHPLENEL. S9 FREBIITRRMR
BIEKNE, 2R EERN, MRD/FTEHITXLEER, 2R FA2EHRN, RS FEEDRE. E
o, RUEDESFSE, 2h TR 2/EHRE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DERE—MENER /N
AEZF Lucene 3RBl, B= Lucene IRXFZRBI BRI EKHI, Lucene 2 Elasticsearch {f FHRIIE 3R,
MR FEREHIGEEENR KR, MMmERBREDEHE, MREFH BT TR 4 AT M ER AR
12, el gEZREA A&,

% Lucene HUTEIEIRF (INIERIZEIE) B, Lucene RARIEHERXREIPMFRS| FEIUTIRE. Hit, &
R BRE S SERFHEAF R ERIRLY, RIS i BRBURSII AR REA EXIH,

Logging/Elasticsearch Nodes {{&R#R & &8 X Elasticsearch #5149 FHILL T E &K,

5% 7.3. Elasticsearch 8% KRS chart
&t 5k

KRERD R ERPERNED FNBEND F (HEEIF) B
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFRS FHE, IEEND K RBEENE
b, BEFPEIAFAET MR EHD . £EHE
BEAEKDH (non-active ) BOSERTIA], %
KA O FETR RS R B EIR I wT gE X R A L,

EHSEHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e S mERR RN T 2N ERENE,

SBRDEDH ROED FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 F AIRE% A O EC,

Elasticsearch 17 saigtn

B Elasticsearch T REEBRITHR, sTHATFOIEES, LA TRE#HEMER, Elasticsearch
ZRPITEHESH, Elasticsearch £FHESHALIIEZFHI T B KIR,

Logging/Elasticsearch Nodes {{&RIRBE LU T B XMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNTESHENER,
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K 7.4. Elasticsearch 77 siginEl xR

=178

ThreadPool {£5%

CPUREZE

RNERE

WEAE

B =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SR B

XHEEHE

Elasticsearch 17 s fielddata

30

BREFSRB BRI P EFNESRE. T
PR B9 K HERESS FTRERRE 17 m BTIRIE Rk H Ath
(A1,

%t Elasticsearch 17 m{F R/ CPU £2/F N D ELAE
AR CPU REMNB DL,

Affi% Elasticsearch T m{E R EE,

A% Elasticsearch 7 s £ B F 3R 3| BUEM TR S
R e,

X AYTERRIE Elasticsearch 77 f L3R B BISTER,

1EFR % Elasticsearch 7 R E3R5| XA EEATH], 55|
RS2 ERLERMIFN, 0 IVM Heap RFFFNEE
Mid, EREBMARLAFTREESRE.

TEFRI% Elasticsearch 19 m LB {THIIERIE R E,

TEFfI%E Elasticsearch 17 s £ SE RIS 3R 1% SRR A, 18
RIELTRESFZERZRFRMN, EREINARTE
Bl FREER R,

TFHETEFTIE Elasticsearch 7 ;= LR Elasticsearch 344
BE, SREHEESRMTYT R EOEMNEIAD &
RIS,

E MO BLLAFTIE Elasticsearch 77 RMY{E{AIZEE| 9 K
fHB& Elasticsearch XYM E,

DBLLA L Elasticsearch 7 mBERZERB| D A& F
B Elasticsearch X#4%2,

Fielddata —" Elasticsearch #8451, BLURBIFERRENEIIR, HREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch &4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
if, sHERBRY JVM HEAP REBTFAA fielddata 120}, Elasticsearch ALK fielddata 2%

.0

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

5 7.5. Elasticsearch 77 mPEEEIEEE
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% 7 =R T%L{t E ITXN

it Rk
Fielddata PI% K/ FF % Elasticsearch T & _E# fielddata 128
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
=,
Elasticsearch Ti m &)1

MRRE|I P EHENHIERENDY, EREBNERIET ANFINWER%RES%E, LUME Elasticsearch
EE R,

Logging/Elasticsearch Nodes {{3k#R & &% X Elasticsearch T R & FHILL T B,

5K 7.6. Elasticsearch T A& i ER
f5hn sk

BIZEFER/D BATFEHEENRELRE, AToBLFE
Elasticsearch 1T mBIFFE D H o

BN EINR A% Elasticsearch 17 s ERE AR IXBREE,
B ERT Affi% Elasticsearch 7 m LI B IAEFEE,
BMREFEERK A% Elasticsearch 7 s £ & RO E 10 1740

Elasticsearch &3|17%

TEZRBISCHYAT, Elasticsearch [ X4 E ARSI K &, XLEHSZHIBENMERT, B

f, Elasticsearch R EHIFE/NI R EREFH B KM EEH, DULEFRER, MMRRSIREFIR,
BLBFH IR ERRETHK, MMSBIERMMEEEHINRH, 7 BhEiXFHENR, Elasticsearch 7
i (throttles) MIZRBIEE BT E DD EATREI BN RN ERERE L LIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILLT E &K,

* 7.7. &8I RAEE

i1, Hah

3517 Elasticsearch TEffI% Elasticsearch 17 & L7 3%5&B|12
eI AL,

SHTR Elasticsearch fEffi% Elasticsearch TR E T REBE K

R & FH R VERIS A,

TR JVM #E5T
Logging/Elasticsearch Nodes (kiR B & LL T A X JVM Heap 2 FHE R,

o1
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5% 7.8. JVM Heap itz

&t ik
fERBYH#E A% Elasticsearch 7 S _E SRR JVM HZE R 2,
GC it# TEFRI%E Elasticsearch 17 l2 B2 4T RS %[Ol VE 3

B, aiERLkEgRE,

GC H[a] JVM TEFFI%E Elasticsearch 17 m 324787 3% B R VEHY
BPiE], | B By 3% [ st 1],

7.4. 3 KIBANA i#1T BEML AL
INSR{EF ElasticSearch H&EM#E, R LUMEMA Kibana #28]& k14 1L IS K B &R,
&/ Kibana, &7 LAE AR IHITLLTE :
o (] Discover Frss TSR Wi B IR,
o A Visualize 17 X BUEH1T EIR LR,
e {1 Dashboard ti%& T H EE B E LR,
ERAFHEE Kibana REMNARBEL 7 AEHIEE. BXFEREONESELR, 1HSH Kibana 314,
BINERT, it BETRKREFMIE OpenShift Container Platform MEE Elasticsearch 5L 45l

., BT Kibana #EFHITAR, B@IEA Log Forwarding API BEEE A 1+ B &M
default #i B &,

7.4.1. & X_Kibana Z&B|#&ER,
REIEXE L T IEEM 5 /LB Elasticsearch 323|, E1E Kibana FIRZRMN it L EE, B0 RE|=
ﬁo

FRFH

o M WINEA cluster-admin B, cluster-reader A E&Z;XH N, FHEME Kibana P EE
infra 1 audit 35|, 2XIA kubeadmin A EBE & & X LEZRF|IBINIR,
INRATLLEE default, kube- 71 openshift- TiE A8 pod F1B &, NIRZ A AT AXLEFRE],
ERAILMERU TSR ELRIES 2 EEHUMINR

I $ oc auth can-i get pods --subresource log -n <project>

it Bl

I yes
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% 7 =R __[}L{t E ITXN

=1
KINBERT, #HIFTHELRKXEMTE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE7E Kibana FEFHITAE, EXJER Log Forward
API EE%{%FH EF'T«—,‘ H IL;\E’J default ?EUH:IIE,]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REl, XRBTNTEHR, BE—THPHEIRHIER
hRRERE/LOH.

iz
£ Kibana H7E X FRE IR FHOIE Mk
1. 7£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.

2. = Management - Index Patterns — Create index pattern fllJ& Kibana &35 |z

o ELREX Kibana i, MRS UHFIURRSIBERNTEEEHTIEMBERE, BRIt
—NEH app HIFRBIER, FHERA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% app. infra
audit =51 0ER5 X,

3. MHFTHIZRBIR R B2 Kibana MLk,

7.4.2. 7f Kibana P EEEHAE

fRAI LATE Kibana web #EHI G R EEEHHE. £ Kibana REFMM L ENBIENSE, BIBET A
MHEESERE, MFESER, HSH Kibana i,

SeRFH
o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMIFTE,

o A wIEA cluster-admin A, cluster-reader A& XHNAE, FHEME Kibana FEFE
infra #1 audit 33|, ERiA kubeadmin A " EB & & X LEZRE|HIF IR,
INRATLLEE default. kube- #1 openshift- 1B ) pod F1B &, NIRIZ A LAV RXLEFRE],
A LMERUTHASRE LA RSB EYHNR

I $ oc auth can-i get pods --subresource log -n <project>

i th o Bl

I yes

KINBERT, #HIFTHELRKXEMTE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
AP| BC B 5 11 B &8 default % B EE,

iz
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£ Kibana #E&EERHE :

94

. 1£ OpenShift Container Platform 2l & A s if; Application Launcher @ Fi%¥ Logging.

. {FEF Ak E R OpenShift Container Platform #2254 B R EIE 1T B 5%,

Kibana w4 H I,

. 7£ Kibana #1, s Discover,

. ME LA TR AP EFEENENRESIER © app. audit 3k infra,

B ASEURE T i (A B,
— N TR BR A 3 A,

. B JSON Iﬁ'E_U_TIZj({tFE’]EllL.\*

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "reqistry-server",
"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

"namespace_labels": {

"openshift_io/cluster-monitoring": "true"
b

$l 7.1. Kibana *E‘ngggﬁﬂm.\*ETﬁJ
"_index": "infra-000001",
n typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

I3
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",

"level": "unknown",

"hostname": "ip-10-0-182-28.internal",

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",



"version": "1.7.4 1.6.0"
}
}
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
}

7.4.3. B & Kibana

& el LU {8ER ClusterLogging B E M HIR(CR) K {# H Kibana 5l 8B &,

7.4.3.1. Bdi& CPU HIREBR(H
BEIDRA MRS CPU FIRERE T EE,

Pt

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: 0

B7EAHERE
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limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEEZEREATEFEMHEN CPU FINFERE&IER, *FF Elasticsearch, RAAEHEEE KIE
FORRHI(E,

@OOREEE B visualizer 57 CPU MR IRIEFIHR,
@ RERZIREESKERN CPUMINERERIFK.

7.43.2. hAEAESE T R BTTRYE
ALY BIEE B S 5L 850 pod LU INE M TR M,

it =3
1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
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$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 7 EHIEE,
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5 8 B il E AsElE

8.1. WEFRILRHHEBIE CPU FINZERE
BRI UREEERESNASICTAHER CPU MIAEIRE,

8.1.1. it & CPU MW TEIR(E
BRI FA MRV CPU FIRERE T EE,

it =

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FMINFERE&IER, XFF Elasticsearch, RAEHEEE KE
FORRHI(E,

@OOREEEH B visualizer 57 CPU MM IRISFIHR,
@ RERZIREESKERN CPUNINERERIFK.

8.2. Bici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd FEMHB R (journal) FiLER#IE. RNAERINKEFEER, STETERLERERFSHEEIC
¥, UAEREATREER,

A 1#EFF LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEZES) LIRS
EREH,

8.2.1. /7 OpenShift Logging Bt & systemd-journald
FEETENT B, BRANBFZILRIMNEA R EHIT — LI,

B, MRAEBRLBEBIENER, NTEEERS journald BIERKRRE], &0 LUARRIEIEER A ERREF
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

A UMERS EMBE. BEFERENNE, MEEFMEAS, UREMILE,

it =

1. B8 — Butane E2i& X4 40-worker-custom-journald.bu, EFa@&HEMELEN
/etc/systemd/journald.conf XX {4,

= -
A% Butane BEE, ES[H"EMA Butane BIENZEE",

variant: openshift

version: 4.16.0

metadata:
name: 40-worker-custom-journald
labels:
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@G

o

@6

100

machineconfiguration.openshift.io/role: "worker"

storage:

files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

W& journald.conf XHBIINR, EIUEETTIZE S 0644 ,
BE %TEEHEM\’:})\I#%; AIE4E R, 1E87E yes KEL4NHE, HIEE no FE4E(E

RERTHABAEER. BMRIMMEN no, 1BE

e ForwardToConsole ¥ A& & BIRGIRHIA

e ForwardToKMsg % H &% 4 BN HEER AKX,

e ForwardToSyslog ¥ H&# 4 %l syslog =712,

e ForwardToWall 35 B R {E B L BB B XA F.

EFHEEEFBNRKNE, MARE, HSBFE—DHEA : "year". "month". "week".
day . "h" =K "'m", HIA 0RZM. BIAES 1month,

BB ERREI, #N1R7E RateLimitintervalSec & Y HIS A [P YXEI| RateLimitBurst H15
EBEEE, NZEEBRRAMRREH —SERMaEER, BERRRLSER, BUELE
RateLimitintervalSec=30s # RateLimitBurst=10000, &1 122t iIA{H,
BEEEEMNFHEAN. BILH persistent :

e volatile, [§HEEHETE /run/log/journal/ FIAER, XEHEEEHRERER,

e persistent I8 HEFRFEIRELR /var/log/journal/, IR XNERLSEE, systemd F
KOEXDNB X,

e auto [¥HEEFETE /var/log/journal/ A (MIREFEXNEF) . MRFEFE, systemd
2KIEES B RRTETE /run/systemd/journal §,

e none AEfEERRE. systemd ZEFERZE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl i fF RO BT ES
B, systemd 7£3ULZI CRIT, ALERT = EMERG BEEAIANHTRE., BIAMEN 1s,



8 E RERTHE

EEASTUEANEAE, FINED 8G.

87E systemd WIRE L DREEZER, FOINED 20%.

009

18 ERTFIE /var/log/journal R BEXX IR KRN, BIMEH 10M,

v pa =3

SNRIMBREERE, WA RERE IR AR ILRKTFIHEREMN CPU FEAZEE
m, RANeRELEELEAURREIENER.

MEBTHRELRT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
BIBRIAIX B AT BEAS & A T OpenShift Container Platform,

2. {8/ Butane &£ MachineConfig % &34 40-worker-custom-journald.yaml, ©a=EE{#
57T RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. MANZREE, B -
I $ oc apply -f 40-worker-custom-journald.yami

523K ZFT Y MachineConfig 15k, FH4RFTHY rendered-worker-<hash> ki A<,

4, EEFREESN T RPHNMART

I $ oc describe machineconfigpool/worker
fai th o B

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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£ 9 ZE HEWEME L
o.1. x FHEWMEMEZE L

Red Hat OpenShift Logging Operator 1R#E ClusterLogForwarder %R ERE — N IKEESS. Itb
Operator XM MNEEZFIETI : IHH Fluentd YREE23F0 Vector YREE 2.
P2y~

Fluentd B FH, T XIEUEHATRASMER, IIEMELRIALTT pﬂHE':F'FHzE{ T
XANIHEER bug EE M, (BIINEENABRENH. N Fluentd WERIERE, &HF
LAMER Vector,

9.11. H&

HEKESRZ—NTFIHERE, ©F Pod BBEEIE OpenShift Container Platform i s, LARERER

BABERT, BEBESHERUTR

o HMEBHBIERYG. BE|/ZITHF] OpenShift Container Platform B journald B &E R E KRB RS
*DEE&H%*’] E I8N0

e /var/log/containers/*.log B FFIERZEHE
MR ABWESREB VREFITERE, ©2M /varlog/audit/audit.log HEE1],

Ib\”&%%ﬁ)‘*ﬁ%l}?”&%ﬁlb\, #*ETEEI/L.\IE%EE%EP\]&B_E%&B%E? ﬂj

9.1.1.1. BHEWER LR
Vector @— MNEHEWESR, FNBEEBILEM Fluentd I—PMERAE,

1QZ_JL,L1E T1&2X ClusterLogging B & X HIR(CR) collection M & EiBEEFRMAFIC TIERE

A .
¥ Vector EeB P& 25MI ClusterLogging CR 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

1.1.2. BEBEERF
BEno TR FERFMAETEENER, NUB. Feas&Milass D, XEEEFRRURSHEE

w0
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https://vector.dev/docs/about/what-is-vector/

% 9 F HEBEME X

EI’JEE}J?Q INRABSWER RGBS Z AR T BEEEATMITERN Pod, NIEKE API H&%%%B’\JE
B (MREFERE) T TH. FTERENNERD KB LTBLE Pod IMBENBESHEE, EE
B HEREIR, XFMRE ERE B SREMISE RN RELE

BF

_.”EHE’J"G‘%ﬁﬂ?ﬁ'ﬁ—f?ﬁ1ﬁ’]\ﬁ:{nn_.\*ﬁ\l/qE/L.\/éu_.\*/ﬁ ToiEBRME— E’J/I\ J Hi& u;.\, tH
T %1IE__]-LJ\LI¢H X%/én_.\ﬁ,]*l@o

9.1.1.3. IR BRI A B WL ThEE

#*9.1. B&EER
Thie Fluentd Vector
NARFREEE v v
FE TN ARRFRERH v v
R ZE AR 0N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube APl # it H& v v
OpenShift APl #Hit Bi& v v
TFFEMML (OVN) HitBE v v

x 9.2. M SR 3Lk

Thig Fluentd Vector
Elasticsearch it v v
Elasticsearch FA F &/ %65 v v
Amazon Cloudwatch #%H v v
Amazon Cloudwatch STS v v
Kafka iE+ v v
Kafka A F %/ v v
Kafka SASL v v
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Thie Fluentd Vector
Loki bearer 5h& v v

3 9.3. HisE{b ik

Thig Fluentd Vector
ViaQ #E&RE - N AR v v
ViaQ BIEERE - infra v v
ViaQ #iEEE - infra(journal) v v
ViaQ BUEER - Linux #H1f v v
ViaQ $iEE R - kube-apiserver & v v
it
ViaQ #iEEE - OpenShift API 8 v v
it
ViaQ ##E&EE - OVN v v
loglevel Normalization v v
JSON fi##ft 4 v
L5 ZRB| v v
AT v v
multicontainer/ split 35| v v
Flatten FR% v v
CLF #5HhR% v v
% 9.4. Tuning
Thig Fluentd Vector
Fluentd readlinelimit v
Fluentd %z v
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IhHE Fluentd Vector
- chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype v

- retrymaxinterval v

- retrytimeout v

= 9.5. ol L%

IhHE Fluentd Vector
=R v v
Dashboard v v

Bk v v

#*96.HE

IhHE Fluentd Vector
2RNE v v

x86 X ¥ v v
ARM v v

IBM Power® ¥ v v

IBM Z® 2 #F v v
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Thie Fluentd Vector
IPv6 S HF v v/
HEEH%H v

BT SRR B v v

9.1.1.4. WEE R
TRUTIRE S -
% 9.7. TRt

Thig Fluentd Vector
Elasticsearch v6-v8 v v

Fluent %% v

Syslog RFC3164 v v (Logging 5.7+)
Syslog RFC5424 v v (Logging 5.7+)
Kafka v v

Amazon Cloudwatch v v

Amazon Cloudwatch STS v v

Loki v v

HTTP v v (Logging 5.7+)
Google Cloud Logging v v

Splunk v (Logging 5.6+)

9.1.2. HE¥ XK

EIE A A LLAIE ClusterLogForwarder %R, LUEEBZRENLRR. SIMEHEARURBIIHEL
EIMAIE,

ClusterLogForwarder %R A i T 2R, EMZBRMWAHE T BEL L BRENBHIARHRERR. X
FEHZREMTLS), UERTLURE SR RREM A EE K,

EIE A th el LURA RBAC BRI RE MR LL AR 551k - #0 A8 - BT LA (Rl #0455 & i e H &R BY,
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9121 El&\%k*
E_I-FHE"JE/L.\EE?:Z&*@LEW‘TA : |E|E"J;£])_]L5FD%E|/L.\$§Z§%EHJHI§°

- -
{XZHF Vector 2R 5% BER A SaMse—EfEM. Fluentd I5E25 RAEM T IHASLIN,

9.1.2.1.1. IH=CHE

EIHEIAR, EEPREFA—INEER LS. ERH ClusterLogForwarder FRN 68 &
instance, EWJi1E openshift-logging & Z2 A/ 0]#, ClusterLogForwarder 55iRIAFE
openshift-logging %% 22 ] £/ instance XN ClusterLogging ¥R,

9.1.2.1.2. Z AEK L 8BThee
A&IC5 5.8 REERAPRM T L HEL L EEE, FHHREELITIEE
o EIE O A LTI B F AR SV E L B EIRE L R ALV FIREETFEE B
o EHMENIRMAF LS EMAN M HSINEEE,

o MEFAH Fluentd IEZRTIFBE Vector NEFHE IR G W URII FINA BB LR BHHB T L
BF, EIBIEMNEN, HEMFHAEELERFTURNZET,

EZBFELRLHRLIAG, EFREEN ClusterLogForwarder FHROIENT N H ClusterLogging 7R
A LUFE R A R 2 A R E A 2RO Z 1 ClusterLogForwarder 558, {ELLTHI4. :

e {KICIATE openshift-logging % Z2 (5] R Ol — N4 instance B CIusterLogForwarder %
R, AN HNZFFER Fluentd IWESRMESLTERMNBEL L HRE

o {RILIATE openshift-logging @p 4 22 (] R Al — 4 collector B9 ClusterLogForwarder 7%
B, B HBERRE.
9.1.2.2. HERHE A S AER X &aThee
ZHFEALHER R RINEE, BRIUNZRSIK - OEIRS Ik FEEABHE. RE, EBRIUE
ClusterLogForwarder % ﬁqﬂ 5| F AR S5k 7 SR 2R 1 [ A RR
HE
Z 1T openshift-logging fp & 2 A AN RZI S en R 22 (] P2 5% & A Thee, B iE

#1 Red Hat OpenShift Logging Operator LG IR dn & 22 [H, EFH Red Hat
OpenShift Logging Operator kA 5.8 iR AR EAIA Z FF It IhEE,

9.1.2.2.1. TN A X W EE RBAC FUBR

EBFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator 27 collect-audit-
logs. collect-application-logs #1 collect-infrastructure-logs £, XA BALLKESRDHIKE
HitA&, NARFHEESMEMBREBEE,

EA OB AT R R A A B E RIAR S5 MK SRR B BRI RBAC R,

FoRFMH
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® Red Hat OpenShift Logging Operator Z4%7E openshift-logging p % 22 7],

o HEHEMNNR.

1 RHBERBFBLIRIRS K. MREFASEARTESELTEMOLILNEFNE, MBIERS K

aE T,
2. FELANKEABAERRSIKS
HEtnmRHl

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

Hith 5w
e {HF RBAC E L FIL TR
o TEN AR HERARSIKS

o M RBAC % Kubernetes 314

9.2. Bi&HIH R E

Hit (output) B X T BER L BRNEHEL XTI ERM, &aLLTE ClusterLogForwarder B & Y R
(CR) FECEBZ M H LR, MAFLERZFARRNIAMARS SR,

9.2.1. XFWHEEKR A
TR TEERE

* 9.8. TRrHIAEHH KR

A B&iCFhR%& SRS IR
Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 732.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ Fluentd ", Vector
Fluent Forward Fluentd forward vi Fluentd 1.14.6, 54+ Fluentd

Logstash 7.10.1,
Fluentd 114.5

Google Cloud B HTTPS 1Y Latest 5.7+ Vector
Logging REST
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/

% 9 F HEBEME X

ETh ] i ik fsE F B&SICKMRA TRBERRRR
HTTP HTTP 1.1 Fluentd 1.14.6, 57+ Fluentd, Vector
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
Loki ER HTTP 0 2.3.0,25.0,27, 5.4+ Fluentd, Vector
HTTPS B9 REST 221
Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164, rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon ‘it HTTPS By Latest 5.4+ Fluentd, Vector
CloudWatch REST

1. Fluentd AZ#FHEILFEIRA 5.6.2 A H Elasticsearch 8,
2. Vector ZFHEKILKIRA 5.7 REERAFH Syslog,

9.2.2. Hi i R B R

default
On-cluster. Red Hat BB EEZH. BAEEEREEINH L,

5 A=
MREEE TN EE, BREREERER, BNERET default HiH &FFLLBI A on-
4 cluster, Red Hat managed log store,
loki
Loki, — M HEEYT B, SR, ZHABERER
kafka

Kafka G2, kafka HijHi T LAERA TCP =X TLS k.
elasticsearch

—/N9LER Elasticsearch 5245, elasticsearch i AT LA TLS £,
fluentdForward

— XL FF Fluentd WASBEEREGRA R, XMETER Fluentd A 111, fluentForward it
AILAEFE TCP 2k TLS %, Fi@id7E secret iRt shared_key FE R ZFHHZHHH I UE,
A MR EFE AR A ER TLS BiER T EA,
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BF

RAEEMEHE Fluentd WEBK, F43%# fluentdForward #itt, fNREHEA Vector
e, NIRRT, MREA Vector JNERR, ERLUER http fH N AEER L E

Fluentd,
syslog
X §F syslog RFC3164 5% RFC5424 Thil A EBE SR GRS R, syslog fiirATLAEA UDP, TCP
= TLS ##%,
cloudwatch
Amazon CloudWatch, —#E Amazon Web Services (AWS) FE& #1250 B E1Z6ER S5 .
cloudlogging

Google Cloud Logging, E Google Cloud Platform (GCP) f£& #9141 B K= %R 55

9.3. /5 JSON BEE AL

R LABCE Log Forwarding API, & JSON FRFER M A AL R,

9.3.1. #&#fr JSON Hi&

& LU# A ClusterLogForwarder X &% JSON BHEETRILEMET SR, FRENHE A 2% 0%
II:I:IIO

FTIHBAET/ERE, BEBALTEME JSON BESE :

I {"level™:"info","name":"fred","home":"bedrock"}

Z AN JSON BHiR, REZE parse: json 71NZ ClusterLogForwarder CR FIE &, I THIRT
Zr\o

7R parse: json B Bl

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {EF parse: json /5 JSON HEEMTE, CRSEH structured i #y JSON L5t BESE,
NIRRT AR

85411t JSON BEEBM structured Fit =4l

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
NREAEBEZETNSEERNEE JSON, MR structured FE&,
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B 9 F ARBENL A

9.3.2. /y Elasticsearch it & JSON Hi&#E

&D%@ZE’J JSON HEEBEZNMER, ERENRSIPEMENTRERSBREPRI MR, kXM
185, W /iEeiE ClusterLogForwarder B E X HR (CR), &84 schema SHEIHENHIHE LA, X
FE, BRI L R BIRMERE,

BF

INRIET JSON BiE# X Bl OpenShift Logging BEERIBRIA Elasticsearch 526, ©RRIE
BB ERFTNFRE, HERSREIME T LHEXMMERERE, FEEESIELEE
AR KRR FF AT BERE R M E R,

SR EY
&R LAEF ClusterLogForwarder CR AL 454K B skl Elasticsearch HEE BB IRBI B H
e structuredTypeKey & message FEBI& T, ZFERBERTHIERSI&A,

o kubernetes.labels.<key> =2 Kubernetes pod 1%, H/{EHTHERZ| &R,

o openshift.labels.<key> 2 ClusterLogForwarder CR F# pipeline.label.<key> 7t3%k, H
BERTHERSIEFR,

o kubernetes.container_name & & 25 AR IEZRS| BT,
e structuredTypeName: f1R;% 5% & structuredTypeKey FE%, sHEHBEREFE, NI
structuredTypeName {E1$ FEZ5191E KB, HIKHF structuredTypeKey =F & #1

structuredTypeName FEX—&ERAN, WR JSON BEHIEHERD structuredTypeKey FEX
RREHH, N structuredTypeName {EIHREE— N ELE RS &R,

F SRR LUK structuredTypeKey HI{EXE 77 "Log Record Fields" F 8 A iE /REIEAR] F
B, BREANFERN D REMEISHRRTIRA,

structuredTypeKey: kubernetes.labels.<key> 7~fl
Rz -

o EEMEMZITUMMAREXAEM JSON BERMN A pod, Bl "apache” # "google”,
e FF &M logFormat=apache #1 logFormat=google #~1CiX £ A pod,

o (XA LITE ClusterLogForwarder CR YAML X4/ {E A LRI FEX.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:

m
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- inputRefs:
- application
outputRefs:
- default
parse: json

ﬂ & Kubernetes logFormat #7%5 % i B9 88 (B 4HEL
e FFH%‘F*E JSON En_.\o

EXFIERT, UTEHEEBEICEH AN app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUFEER1E B &0 %3 A app-google-write R3] :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7=l
RIZIETE ClusterLogForwarder CR YAML XA ER T U TFRIBHER :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ 6 FH B8 OpenShift myLabel F7%54H Bk BOBEAE X BOME.

g myLabel TTRGFHFEE myValue IRHEAEHILATE R,

EXMERT, UTEEEERICEZEAN app-myValue-write 3257 :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

12
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o

L th 3 =FE I
o ZER){biC M Elasticsearch 5 AEiT 1 app-"INBNLEF b SR FEHEAN "-write" KK,

o JEEFIMEICRARAERILE LR, MM, BEMRHHHITREIF, SIHRRESITR
Al

o MREBIFEMEIIMEERE, ML —1&RE structured THY unstructured it3K,
AEFHA XL REIM Elasticsearch, (AR AR AXERARBMLSEERE, MABRNENNBR

Frekin & 28 A B A A R AE AL KB, BN, KZE Apache N FRERMERL JSON BEERFILE L
A, 40 LogApache,

9.3.3. 5 JSON H &% % Bl Elasticsearch H&1Ef#

% F Elasticsearch &N, ARMEH JSON BERK B EBFFHER, 15 ClusterLogForwarder
HE LR (CR) BB WIFE1 JSON X AR EANHIHEE LA, X, Elasticsearch & A8
schema f& F—N ARSI,

BF

RN A ENERE L EIE—RE| AR SRR BRI Kb 08, ARSI EEE
# % B Elasticsearch ZERIHITIHHEC B,

TR S REIMET SHERIMREN, FEEEIIECEE AR ERE TRERER
BEWIE,

iy =

1. LU BB 0% ClusterLogForwarder CR YAML X4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. {#F structuredTypeKey FEIEEHRA—MHEFEILKFE,

3. &M structuredTypeName F %15 E &K,

BF

ZENT JSON B, R 1%E structuredTypeKey #1
structuredTypeName F %,

4. XIF inputRefs, IEEEMAZEEHAWLHEKRE, W application. infrastructure =X
audit,

13
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5. ¥ parse: json JTTERAINEIEE
6. AIE CRX &K :
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator * EFERE NS SR Pod, BRE, MREBEMEE, B
BRUSEE RS Pod LAiE I EFTERE,

I $ oc delete pod --selector logging-infra=collector

9.3.4. [¥E— pod FHIA A JSON HER & B HImAyZR5|

BRI LR B R — pod AR BRRML L B SR X BN EMNRE, EEMAILIIE, EUIERSESRX
FECEEEH I pod. BERE ANHH app- BIZHIFRE], IR Elasticsearch BEiE A &R BN
[ A=]: N

8%

HER JSON RN ARRFMF. EAVCIBRKSREISTNMEE, ATLUARRSE AL
hee, (U5 JSON %ﬁ?%@ﬂ’]ﬁuﬁUL%%I FAENNASESTRMEZERIE,
:ﬁﬁﬁﬁ%é JSON BB AREFHITRE,

SeRFH
® Red Hat OpenShift IE &I : 5.5

¥ =2
1. BIESSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ & Kubernetes logFormat #7225 % i B9 88 (B GHEL
9 IELESa 1

14



B oE HEWENEX
2. BIEsZmEE X Pod CR &8 YAML X{f :

apiVersion: vi

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavy 9
image: heavyimage

- name: low
image: lowimage

ﬂ %3 : containerType.logging.openshift.io/<container-names: <index>

@ EREMLISBRAMTE

gk

==
[=]

HERE TS DR MRS .

iE

=X

i

\

e Kubernetes ¥ f#

Lth

=

P
o XTFHEKXK

\

9.4. B HEA

EBRICREBES, FERMEMELEERINE LT CIusterLogglng BE I}?(CR)E‘JEXE’JP\]ﬁBE/u\
FEho

MANBERT, #FITASTREAZIRBESENE, BAITRERLEME. CREHCHRIELHEITER
BRI RERENNL RBUFHERER, HEASENREY,

MERGBRNEEHRENEE, NAEZELRE— ClusterLogForwarder CR, fNIR#EFE
ClusterLogForwarder CR, BEARK AL E P\]’*B B&EFMHE, MRIFENLTEE default HIHEHEE,

9.4.1. X TFRHAERKRLIB=HARY
E I HE K EEI OpenShift Container Platform %ﬁp\]ﬁfﬂﬁ%ﬁﬂﬂ’]ﬁiiﬁ"ﬁﬁ &R LATE

ClusterLogForwarder B & Y 5R(CR)HFIEE A4 EENHE, AT LUMER HA BE5RETE XK
BN AR EEE A EmSR, BPIIER Kubernetes Secret X R 12,

pipeline
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https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/

OpenShift Container Platform 4.16 B&ic %

EXM—TMEEREE - HENE RERH, HEXEELENAE, BERBEZUTZ—
o application HEFIZITHMAFNARFERNESREE (BMRAESRNBARRERA) .

e infrastructure.7f openshift*. kube* =X default i E iz {THRZEL, UERERF I RX
#2589 journal B,

o audit BT A ITRYE. auditd. Kubernetes API R5525. OpenShift APl lR55258#1 OVN
Q‘%Eﬁiﬁ’] EF'TI—E Tho

Al LU A E Y key:value X ik B SE 2R MNRE, 6l &D,,.,\_JL/LT%?J??QEH*J%&TEEFMZ\ b
,U\':Fm\\ﬂl]—/\ﬁﬁ,_ﬁ%@%%ij} E 1L,\//J\\jJD7I:T§o uﬁﬂl]?']ﬁ% E’yl:Tﬁ'HEA]E T E n_.\/ n..\y?:ﬁ

FIA

TS REEI B XKML ARRF B SR A EIEE,

EEEH, EEE UFEA inputRef S8 AL HERE, DRNHEERLZEER outputRef 5%
BB,

Secret

SAENEBHIEN key:value BN, 1N &R,
ERUTILA :

o MRMEBHAZTRBENEE, NFPEFREKEWAR, Hla, wRE application #1
audit REIEEEE, {B%E N infrastructure XEIEEEE, N infrastructure HESEH,

o REILA#EFA ClusterLogForwarder BE %R (CR) FRZHMEHRIGHELEEZHFRR
P BIAR 55 2o

LUTF AN T B &5 4 Bl 2N ER Elasticsearch 25, EliZet BE L XS R L2 HER
Elasticsearch £, R FATRFHE R EE Kafka K38, L&k my-apps-logs Ui B F8IN AE2F H &AL EE
RER Elasticsearch £,

:m\%ﬁﬁmﬂ Li‘{ﬁ“

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-secure ﬂ
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure 9
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app G
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
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inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs 6
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

8 9 & BEBESENE A

EESBEIA, CREMBIIZ instance, % BEL A RELHA, EAILUEREAEH.

EIRRSILA, CR & ZE2 Al /12 openshift-logging., £% B&% A 8&RKCIA, EeLUEREM

GCEZRALTN

AR5k IR, B0R% A 1E openshift-logging & E[HPEEBEREL 4 2R, NREZHER LS

KR BERSI

FRTAERLE URL ¥ secret RBLEZR £ Elasticsearch Hit.

LI ::puit ] SE Y 11

o HiH25E! . elasticsearch,

e Elasticsearch EFIKER 4L URL s OV N AERBILLNT URL, SIERTZR,

o AT TLS BIEMIH=FTFEM secret, secret A7 #E T openshift-logging 771 8 /1,

LB N &£ M Elasticsearch HiH :

LI (::purt i an]: SE Y 11

17
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o KA : elasticsearch,

® FElasticsearch SLBIBIARZR 2 URL im O/E N BERBILERT URL, SIEFIZ.
O ERESRBIEN TLS BEBIT RS URL BE Kafka fit :

o IR HIHE R,

o YRR : Kkafka,

o fF Kafka RIERY URL Mim A& E N — N ERBILEXT URL, SIERIL.
Q FAFid i my-project fn & 22 5] R BN FATE R H S A B B,
@ AFEHITEELERIREMAER Elasticsearch SLBIMEBELE :

o B BHIEIT,

e inputRefs EHERE, EXNRHIFZE audit,

e outputRefs 2iiHERANAT, EAFIF, elasticsearch-secure AJLUEL % BIR £ M
Elasticsearch S£f5l, default %% EIPNEB Elasticsearch L4,

o Ik : ARINEIHEHIIRE,

ik FRER, BRNEAERN—IHE MR, MEMSIS (30 "true") , LMEEHKIRH T
frealE, MARIF N /RIE,

o

EERE, SFEMIENAELER AL LMHNER Elasticsearch 34,

= =

EEERE, ATNEEM my-project i B & % EINER Elasticsearch L4,
o BB EBHIEFR,
e inputRefs 2—MFEMHIA : my-app-logs.
e outputRefs 2 default,
o ik : FRE, ERMBEIBEFH—PHNEMRE,
@ FETLEE Kafka RENEERE, THAEEERMN
e inputRefs EHE&RE, TEX//~fF=E application,
e outputRefs 25 8%t & 5.
o ik : FHE, ERMBEIBEFH—PHLEMRE,
LAMBAERESRAATAN, Fluentd BHEAGIE
MENMEBICEKRESRATRATLEERBE, Fluentd 2SN EHEFNEEMHAEZ P, YHE
RAHRUAN, BFERLZEMRE, SEZHPNEE, MREZHAXENH, Fluentd 2ELEKREHE.
OpenShift Container Platform ## BEFHMRB &, BREHABE AR KD, HERFFAESER
(PVC) #RI0EY Fluentd P25 5K Pod A,
IR

XERHTELNBRARE, FEMERUTRAANTRABY, CRERETHHENEREFRS, A
secret BPHEE AL, BT RERXBHREDAECRENR LR, ERE0EHYETHEE AT
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FTENFNEE, A secret. REMKST. wmOT AL BRERSSIEE. Open Shift Logging
S ZIR IS UE IR AV & (B B S T AL,

ERIER2ME(TLS)

H %A secret B9 TLS URL (http://... X ssl://...) B REXRN TLS REHRIHFMRIL, TE TS
Secret FIREBLL T o EFEEF S BRI TLS THEE :

o EEEIE : (EFH) MWWIGH TLS FAHITRID, FE tis.key,
e ca-bundle.crt: (FfF8R) ATFIRS 2B DIIEMNEF CA BIXHA,

AP &MNEG
e username : (F/H) FHRRIERF &, FE password,

e password : (FfF&) HHEIEENY, FE username,

AR BRI IER S Z (SASL)
e sasl.enable (#/R{H) BRfATEE/S M SASL, MNRERE, NIKE TE@EM sasl. ZHH
i B 5h/E A SASL,

e sasl.mechanisms : (array) /T8I SASL HlHl&FRTIZR, WRERD A2, NERARGEIA
(ER

e sasl.allow-insecure : (f/RMH) RFAEATEEBINE, BRil Hfalse,

9.4.1.1. Bl Secret
A LMERU TS ESEENIEPMBHSER B KPOEE secret :

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

% § gvg p= )1
) BiIUFERBERSTEA secret RIKBRESER,

9.4.2. G KR X &
EOBAKREK L, EUFE/E— ClusterLogForwarder CR, LUEERSS K- AT LUK ER B Rk A

B, AR LMEE HE U L BIME . NRERAS BEE LSR8, 1LY HIIE
ClusterLogForwarder CR #138| FHRZS 1K

MREEEHPERAL HEL LRI, EAEREMEHTEERREA PO
ClusterLogForwarder B X R (CR), #IR{EMAIHASLI, ClusterLogForwarder CR /i én 4
instance, HW/7E openshift-logging %4 22 8] R 0| &,

HE
/% ClusterLogForwarder CR #6422 8] F B E 1 51 iR,

19



OpenShift Container Platform 4.16 B&ic %

ClusterLogForwarder ¥R

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
pipelines:

- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> @

outputs:
- name: <output_name> @

type: <output_type> @)
url: <log_output_url>

#...

6@@0

6]
0

ERGHEH AR, CR ZFMIIE instance, E% BEEA|RELINA, BT LUERE AT,

TEIHBYSEINA, CR My &% (A4 /12 openshift-logging, £% BE A SRLHA, EaLUEREM
e,

RS B FR, SNR%E1E openshift-logging SR (R hEREHER KX 88, NRESHEKALS
IR FEERSK

WENBERE, WFENETURZ audit(BFHiTHE) . application (BTN RAEFH
&) . infrastructure (BTFEMEMERE) , SEANEHNBRREE LHETR,

HEREELENHERE, HWFEMETLUZ
default loki kafka,elasticsearch fluentdForward syslog, =k cloudwatch,

% o
HE L 2 LA default fiiH KRB,

B AER L B85 H BB,

9.4.3. i}%% E n_,\ﬁxf(ﬁ ﬁiﬂlﬁtﬁ

EBEICK 5.9 REFHMAH, ClusterLogForwarder B E Y R (CR)HH tuning spec 12t 7 ECEEB
ELLEAFAEEHERFAENA L,

fugn,

MREFBEVBESRECH BEERNTEEN, FEBLFEERESEDFRERTHE H%iﬁ

M3E, ERURERBLUMERFEASHEAN, WREEAN A KRR B ANERRFINE S, &
AREREHBREUNLLIEESEMLE,
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BF

ZFEAXNIEE, BB FICKEBELTEEE NEM Vector INEE2R. HA Fluentd I&E2R
i, A#F ClusterLogForwarder CR #f4 tuning spec,

LT RAER T ST LB ClusterLogForwarder CR %7 A% B 54L& S -

ClusterLogForwarder CR JHZ TR

apiVersion: logging.openshift.io/v1

kind: ClusterLogForwarder

metadata:

#...

spec:

tuning:

delivery: AtLeastOnce ﬂ
compression: none 9
maxWrite: <integer> 6
minRetryDuration: 1s
maxRetryDuration: 1s 6

#...

ﬂ EE AR AR,

o AtLeastOnce N XRFIMRAEKL A RRGHER, NHIEMERGETLEN A SHEER
REFHBRM, BERTTRIERIGES.

e AtMostOnce X BKE AEE A BT RB NG BRIHIFI Z KM AT, X MR AT LR At
BFHNELE, BFERSHATEX.

Q 187 compression EZBE & T LR M A X BB LR, 51, FHIEMBEHE AR
[E4E, MIRMHAZREENEERE, XSHER, WEREMNTEEE S none (R
%) . gzip. snappy. zlib 3 zstd, WIREEA Kafka i, BAILAER 124 [£4%5. NFEEZE
B, BSHKR"IHEEABATREMTEL"

© EEH KRR RE R A IS E R

Q BEERWMEERLEIE SR Z AEFUNE, XMER—NFRE, AEENEMN(Ms). #(s)
o E(m),

g BEEARNEERZEMAEZ A FEFIEKEE, IMER—1NFREB, AHEENZD(mS).
#(s)= a2 (m),

3 9.9. TR AE N HH B9 R 48R B

458  Splunk  Amazo  Elastic  LokiSt  Apache HTTP Syslog  Google Micros
b7 n search  ack Kafka Cloud oft

Cloudw 8 Azure
atch Monito
ring

gzip X X X X X
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Amazo Elastic LokiSt Apache HTTP Syslog Google  Micros
n search ack Kafka Cloud oft

Cloudw 8 Azure
atch Monito
ring

shapp X X X X
y

zlib X X X
zstd X X X
1z4 X

9.4.4. 5% TR ERMN
FEII FH Fé:"%% H IL;\E’J%{T%H BE*A/W

gk

H
[=]

FLtThEE TR S X e RE A, AREREFNNIT BRI E R ATILRKERTA

%T}

A& 28 T RE IR MG R —MIA RN RRT IR A TGN, X2SBHEANBERE, UKk
EEEEITE,J{EIIU\E,JT ?éiﬁ;Z:IEE%Q

java #E =B

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

° EFFHEI/L.@EQZKLH%V\M' 9 ﬁl%" #HEE%E%WEU_AEMKEEF, iﬁﬁ%{%
ClusterLogForwarder B & X ¥R (CR) @& detectMultilineErrors %, {EH true,

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

pipelines:
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- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

9.4.4.1. 15

L ATHEBEN =R =D EIAERBIN, RFENESHE-—IME—MAKICEP, H—TAE
HENRABREH N FIHAAREFRINEERS,

& 9.10. FMBEBZHMIES -

Fluentd
Java v v
JS v v
Ruby v v
Python v v
Golang v v
PHP 4 d
Dart v v

9.4.4.2. HFEHERR
FRE, WEREENSE—THES, KERZ : detect_exceptions

vector B &R B~

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config Z8 4 B Hl

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
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force_line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.5. A& X El Google Cloud Platform (GCP)

BR 7 EKILHY OpenShift Container Platform BEZE A, EiL e LUF HER A Google Cloud
Logging.

 RISIE Fluentd A E A HIHAE,

SeRFH
® Red Hat OpenShift Logging Operator 5.5.1 & B#H kR A

¥ =
1. M Google ARZ5MK 7 #5H Al secret,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key file.json>

2. AL TENRE/EE ClusterLogForwarder B E X %R YAML :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gep-1

ERGHEH AR, CRZFMMIIE instance, E% BEE AL IA, BaLUFEREMAA
o

FEIRBYSEINA, CR 4288 %2 openshift-logging. £% A& 4 8ss5Lild, EeILME
FR{F{al 65 & 22 11 .

o
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https://cloud.google.com/iam/docs/creating-managing-service-account-keys

8 9 & BEBESENE A

ARSSMK B9 2 F5, MR %A TE openshift-logging S & 22 hEEREHL L 2%, NRELZH
ER L AR LR BERSK,

RIBEEFBEEMIE GCP FHRIZREIHRMAIE, KB projectld, folderld,
organizationld, =X billingAccountld #9771 & H A8 5 FI1E,

FHE R N EDIIE Log Entry B9 logName = EXBI{H,

Q® 0 o

FREEEEERZMBERAE : application, infrastructure, 3 audit.

H A B

b

® Google Cloud Billing 3X#%4

® Google Cloud Logging Query Language 344

9.4.6. [¥ B & % F Splunk

BR T RERBIEKIA OpenShift Container Platform BEFEN, EiAe LUF HEER A E Splunk HTTP =14
&2 (HEC),

RXHFTE Fluentd AR LINEE,

FRFH

® Red Hat OpenShift Logging Operator 5.6 3 & = i 2
o HHIEET vector B ClusterLogging SEBIVE 1IN EE 25

® Base64 4wiGH Splunk HEC k&

1. {#REM Base64 FilGHI Splunk HEC S HE G secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. FRLTERLIES Y ClusterLogForwarder B E X ¥R (CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
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name: vector-splunk-secret 6

type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure

name: g

outputRefs:
- splunk-receiver @

*ﬂ;o
FEfEr B 22,

SR LM FERSIK

16 7€ i L RO B FR,

EE S & HEC ©5hE8Y secret &,
i 22 BU48 E O mvapich,

87 Splunk HEC B URL (@3EimA)
FREEREEEHRAMWBAERLE : application, infrastructure, 5 audit,
Ak IR EEER AR,

1EE A L EE L & B S AR 2.

90090099 0 ® 9

9.4.7. @1t HTTP # 4 BH&

ERGHEH AR, CRZFMIIE instance, E% BEE AL IA, BaLUFEREAAE

TEIRMSCEN, CR #4226 %712 openshift-logging, £% A& A LA, Al LlfE

ARSI 92 F5, INSR%ETE openshift-logging S & 22 AP ERE A F L 4 2%, MR

Fluentd #1 Vector HEWEZREZFHEN HTTP ¥ % BE. B/SM, 1E ClusterLogForwarder B iE M 5}

B (CR) 153 http {E i KB,

¥ =
o HRALITEMROESRSHE ClusterLogForwarder CR :

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: httpout-app
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type: http
url:
http:
headers:
h1: vi
h2: v2
method: POST
secret:
name: G
tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

-0

EELREI G, CR ZMNTIZ instance, 1E% BAEE AL A, EALUFEREMZ

*ﬂ‘c
TEIRMSCEN, CR #4& 226 %72 openshift-logging, £% A& AL d, Al LUfE
FA A 6p 4 22 A,
ARSI B9 2 F5, MR %A TE openshift-logging S8 &2 hEREREHL L 2%, NRELZH
B R FFIAPFBERSIK

B &R B it

ﬁﬁﬁ E Ib\lﬂ%ﬁ%ﬁgﬁ{ﬂ*ﬁ%o
BIrEIER secret &R,

{ERTLAR true = false,

@9@@6 @ ® o

XAME N 2 55 B AR R,

9.4.8. ¥ % E| Azure Monitor Bi&

FERABKILE 59 RZEHMAR, MRTERINNBEFEN, TETLUFHER L El Azure Monitor H
Eo XMINEEH Vector Azure Monitor Logs sink 324,

SERFEH
o FEINAIEIEFMEGIEE ClusterLogging B E X FTE (CR) L4,

o FEMNIEIEFOIE ClusterLogForwarder CR L4,

e &7 fZ ClusterLogForwarder CR #i#&,

o (X Azure RSB —ER T R,

o {RBE N Azure Portal 5% Azure CLI P4 [R]ECE T Azure 1K,

o {REIRENT Azure Monitor Logs EHMEZLEH,

127


https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-platform-logs
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o MEMEEHRLAMWATRE
Wit HTTP Data Collector API j2 I HE 4% & Bl Azure Monitor B :

FERIEMHEZRACE secret :

apiVersion: vi
kind: Secret
metadata:
name: my-secret
namespace: openshift-logging
type: Opaque
data:
shared_key: <your_shared_key> ﬂ

ﬂ W B EEMIERM Log Analytics T/EX BIESKMEBEEA,

BRI Z A, SR LUE Azure CLI HERXANGS -

Get-AzOperationallnsightsWorkspaceSharedKey -ResourceGroupName "<resource_name>" -Name
"<workspace_name>"

HA 5 B & EF T REENR 0234 ClusterLogForwarder CR.
BAMARE

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id ﬂ
logType: my_log_type 9
secret:
name: my-secret
pipelines:
- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor

ﬂ Log Analytics TYERBIME—FRIARF, IBEFER,

Q IEERRZHEIER Azure ILRRE, REGEFHE. HFMTUL (), BEFNEEL 100 MFH,

ek M ARFHEMBEAAE
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-workspace-overview
https://learn.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-collector-api?tabs=powershell#record-type-and-properties

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: instance

namespace: openshift-logging

spec:
outputs:
- hame: azure-monitor-app
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: application_log ﬂ
secret:
name: my-secret
- name: azure-monitor-infra
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: infra_log #

secret:
name: my-secret

pipelines:

- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor-app
- name: infra-pipeline
inputRefs:
- infrastructure
outputRefs:
- azure-monitor-infra

8 9 & BEBESENE A

IEERRZHEIER Azure ILRRE, REEGEFHE. HFMTUL (), BEFNEEL 100 MFH,

= R ECE L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id

logType: my_log_type

azureResourceld: "/subscriptions/111111111" ﬂ

host: "ods.opinsights.azure.com”
secret:
name: my-secret
pipelines:
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- name: app-pipeline
inputRefs:

- application
outputRefs:

- azure-monitor

ﬂ BREN 5 2 KEBY Azure BERBIBTIR ID, FIIAFER,

Q L Azure RIGHIER EN, AILFE, BIAEH ods.opinsights.azure.com, Azure
Government B2k 1\{E "/ ods.opinsights.azure.us,

9 4, 9 }‘A&I’#;EIFIEZP%&}__H%*E IL;\

PRT RS EEEFEN, LSS ET BN AR B SRIAL L BN EEREGESR. TLYIEES
MEERE2R, LUEIKEE OpenShift Container Platform B9 H &R,

EMTBAREEE LN ERFERE, 68/28—1 ClusterLogForwarder B X ¥R (CR) , HBEDM—
ANIMBE A, NEMBERESSRIRHET LY, DURGERXLEHAEENEE,

FRFH
o WA BE HEREENM S B E SEEN B SRS 3.

¥ =
1. Bl SmiEE X ClusterLogForwarder CR 89 YAML X 44 :

ClusterLogForwarder CR <4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
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outputRefs: m
- fluentd-server-insecure
labels:
project: "my-project" @
- name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:
clusterld: "C1234"

ClusterLogForwarder CR B9& i,/ instance,
ClusterLogForwarder CR Hy#p 4 22 [H] 24 /i 2 openshift-logging.
Iy HH B 2 R

FIH KB - elasticsearch, fluentdForward, syslog, =k kafka,

AERAERAS B URL FiEO/ENBRAILST URL, INREA T{EA CIDR EAMERSE
FEREE, Wik ssafs FQDN, mAR IP #ilt,

WNRMER tls BIZK, BN TLS BIEIEEIR mirEi secret &, secret MFTIFEET
openshift-logging B &, HEEENMEATCIIFMRRIETM tis.crt. tls.key ] ca-
bundle.crt &4,

BFitiEisEum BN BERF B ENHARLE,

MREEIREMELEN, NEMFFEMEZERKERRE.

EERRBENEE— I HEWANBEERR — 1N mEWEE. EAFF, &) forward-to-

fluentd-insecure & E N HEM—1E N my-app-logs B9 A% 4 B4 fluentd-
server-insecure % H

FiAFIR,

{3 AR H & R,

ik FRER, BRINEAEHRH—NHE MR,
EERE, FASKEIEMETRAS.

o L : HEEENRM.

o M

BEEREER XA ELE : application. infrastructure 3 audit,
BB L B &N A8 & .
BE% A BB B EEEHEIA R .

D PR, BRNEBEEFHR—DHNZMRE,
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@ irE ERAREEN, ARMFEREENRENBRFES.

2. iB{TLA a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.10. MFFTE pod A N ARFHE
ENEBEER, EALUFER Kubernetes pod Fr% MIFTE pod I H EEIEFH N HE L BIHEINESS.

BRIEHNABERRELAR, FE5ETRAMEERPHEMIRE—RZ1T, WRXL pod BEIRANAE
FPARss, e USRS HH B SRR ERN B SIRES.

BHETE pod 113, TEEA—1=HZ D matchLabels # {55, IRIEE T L MREEN, pod w5 EikiF
B A (EmAC,

AR

1. BIEHSmiEE X ClusterLogForwarder CR % RBY YAML 3, fEXX#EH,
inputs[].name.application.selector.matchLabels T HE F L ER LR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

EERGHSEIA, CR&MWIIRZ instance, £% A& ASRLIA, ERAILMEREMAE
*ﬂ;o

EIRRSEILA, CR & ZE A2 openshift-logging. 1£% B& A 8LIA, EeELME
R B 22,

o
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IEE KB inputs[].name — N HZ PN LUE S D FREVE.
15X B outputs[] I— ML NMLLES D FRIVE,
hWBEH—HMHE— pod IREHENN BRRRE L H—H inputs[].name,

EBEAERENHSEIERN pod IZEHBEN, BUIEE—MENE, MANNE—D
B, BHULEE, pod S TA AN LA,

ik RSB ZE,

9 9900

EEENASBEE LN —IHS M i,

2. ik BENBEEERERTCVEENGZZER, HER
inputs[].name.application.namespaces, 1_tIFAT7R,

3. "k A AMEBE TR pod FREBIFIA N BE R AR — &8 4 % B EEE.
a. X F pod iEHEINH—HE, CIE—DELTFERD inputs[l.name EB5
b. B EFEER (selectors) LALE LN FAMBREIRE,

c. f93H inputs[].name {ERI1Z inputRefs, HI40 :
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. DI CRMK.

I $ oc create -f <file-name>.yaml

Hb TR
o INFTE AKX Kubernetes 1 matchLabels WEZEE, EHESH X HETESHNERMNTIR,

9.4.11. API #H it JEasgtah
OpenShift AP IRS5 28 N ED API VR FE ITEM, FHMIBRIERENE R, MNIERENSH, M
MSBKREHIE, AP Hit S ESRERINEBIELEEHENEERNED, NTIREEZ TEENHIT
IRER. BN EHN, BESES—NMEETN{ELE, E4FESHHEER level FERMIERTE :

e None EHHER,

o Metadata : RS H TR, 15KIMMWSIE ST HMIER,

e Request : BEFITTTHIBMIERIES, ML IESIWEMIFR,

e RequestResponse : EFTEHIE : TTHIB. EKEXHIMNIES, NN IEXFTREFE KR, Bl
0, oc get pods -A =B EEEEF B pod B YAML R BN R 1E 32,

EAFICE 5.8 RESRAF, ClusterLogForwarder B E X IR (CR) RS Kubernetes Audit
FRERMNEN, BRI

WECFF
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AF. H aRZRMFRNAMIUERSHERTE * ESF/R. Flm, »EZEH openshift-\*
5 openshift-apiserver =% openshift-authentication [CEZ, %R \*/status ILEZ Pod/status =X
Deployment/status,

AR
5 R0 PRI AR E R RS AR I8, TR ¢

o RIERZEM (40 get. list. watch) W EFH.
o [RFMKFBEALEMESIRS KA ERNGAEHFHEEREER.
o FIEHMEBAGHMAKWEL, SEMEBHERERT,

ERERAXLERNE, HEARA— level FERBINISTREBMNGIR, FERIN—FKEMI,

AR LS

EARMBEBURSRIEIIR, BT LUEA OmitResponseCodes FE& CRENIBEM) M HTTP IRA
KIEFNRBIBMLS A HTTP R ERIEEFEM4, BIAES [404, 409, 422, 429], fNRIZ(E HLRFIK
0, MAREERRERE,

ClusterLogForwarder CR Audit Z{F 7 OpenShift Container Platform ® i1 ZRB& B FERCAE

F. ClusterLogForwarder CR it il i B H EWEREZANAS, HiIREREEDE. AP, 4.
R A BRI IERThEE, WA LIRS N idjELR, MRA—HITRNAERELZRARARNAE., F
mn, WA LUEARR A X BRI AR R AT, IR A X BRI

% o
. RAHRGI ST B F T RSP AT e MINEE, TR EMNEE,
Audit SREE =

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-pipeline
inputRefs: audit
filterRefs: my-policy g
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"

rules:
# Log pod changes at RequestResponse level
- level: RequestResponse
resources:
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- group:
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: ™"
resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”
- level: None
resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata
resources:
- group: "" # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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ﬂ WENBERE, WFENETLURZ audit(BFHiTHE) . application (BTN AEFH
&) | infrastructure (BTFEMEMERE) , SEANEHNBRREE LHETR,

@ FirEBmATS.

HibhFiR
o MR E 4 Logging FATF H ORA K IEFN R4S SRBEHIII ]

9.4.12. 4%‘ H /p\i%ﬁ%”%ﬁlz Loki H /L,\'I«Eil_%db
B%T %U\E"J H /Uﬁﬁ%%, u.,\ E.I-l’j\*f.f' H /U$§Z§§”%ﬁg Loki H /L.\IEQZKL, \/Jon

EREREELE Lok, BTt — ClusterLogForwarder E;E)L 7R (CR), FHUIB—HIHE
Loki B ClusterLogForwarder B X ¥R (CR), MRERAHHMWEE, Z Loki By%)H =T LUFEH
HTTP (R&£) K HTTPS (REHTTP) ##,

FRFH

o EWIA— Loki BRI RRSELRT CR HBY url FERIEEM URL HiB17,

1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: loki-insecure ﬂ

type: "loki" @)

url: http://loki.insecure.com:3100 )
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret 6
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
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- audit

outputRefs: @
- loki-secure

ERGHEH AR, CRZFMMIIE instance, E% BEEAREIA, BaLUFEREHAA
e

TEIRMSCEI, CR #4226 %72 openshift-logging, £% A& A LA, Al LUfE
PR 6p 4 22 H],,

ARSI 92 FR, INSR %A TE openshift-logging S & 22 hEREBREHL L 2%, NRELZAH
ER L AR LR BERSK,

18 T Hi 9 B R,

JFRBYRE S "loki",

¥ Loki 489 URL Mk O18E N B MBILERT URL, EAILAMER http (FR%&£) =X https
(ZLHTTP) Wi, MRFATHEHA CIDREMRIEESEHENE, HiHVLTERRSBREMH

= FQDN, M2 IP ik, Loki BF HTTP(S) @iflFE A imAH 3100,

NFREERE, BALLUBITIEE secret SRKIEEEiH1THAISIER https =X http URL,

9 @@6@@0—

XFF https BI%%, 1H1EE TLS BIEmmFTH secret &, secret B E—1 ca-
bundle.crt #, ©IEETARNERIIES, TN, F http #1 https 714, ‘EZ_JLH‘“H -
SBEAFAMNEEM secret, 7EIRMLINA, secret 1E1ET openshift-logging 771 8
B, MFEFLZEL, HSHUT A : XESESHEMEIEH secret’,

A% : #8E— metadata key FE&, v Loki H# TenantlD FEXERRIE, FI40, &E
tenantKey: kubernetes.namespace_name {# i Kubernetes fip % 22 [R|f9Z FREH Loki AR
MFF ID WE. EEEEATUEENEMBTICKTE, HEFL T Additional
resources 284> M "Log Record Fields"#%#,

o

@ : 8 —> metadata FEHEFIFRREHEIAB Loki TR2E. Loki T AFR I 5 IE NI
ik T [a-zA-Z_:][a-zA-Z0-9_:]* PLEZ, Eéﬁl?ﬁ%ﬁqﬂﬂﬁ#/ﬁ%ﬁ?&’ﬁﬁéﬁ _» LUHARIRZE &R,
530, kubernetes.labels.foo JTTEIEHE LR Loki 11% kubernetes_labels_foo, #R:%H&
WiE labelKeys, NIEKIAE N : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host], RERFITZHED, B Loki KIRHISIF
ERI RN E, 1ESHECE Loki. limit_config, EBAT LUERE AN ERSRETEME
BIL K FBRIFTE I,

Ak IR E B EHIE R,
FREEREEER LB KT  application. infrastructure =X audit.
A=PC]

009

p= =\
BT Loki EKRIZN RIBEMABEF BHET, labelKeys 152485 kubernetes_host

W, BMEERAEREE. LESRREMRERE S -, IHEAHLERNTE
E N B iz 5 7 5 B[R] B H E ]

2. 1T T 44 3% N A ClusterLogForwarder CR X4 :
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I $ oc apply -f <filename>.yaml

Hith BHR

o fii& Loki fRS5%%

9.4.13. [ HEH & B4 ER Elasticsearch Z243)

BRT NEBBEEHEN, ELA LU B &R X BIAE8 Elasticsearch 52, MEERBEAEEEREGE, U
Wk B OpenShift Container Platform B9 H &#IE.

Z B H & K BIHER Elasticsearch 5245, &0/ — 1 ClusterLogForwarder BE X %R (CR) , H
PEEHHENZ LA E B R ERRHEE, AE6 Elasticsearch HiH T LAMER HTTP (thé) =17
HTTPS (&£ HTTP) %,

BN EEER LT AN EBFIAER Elasticsearch 5241, 1EFHIHE S E QBT AZBLH), UK —NMER default
EiH S BB A BIRER LA EE,

INRIE R BN B EEL 4 BIRER Elasticsearch 326, NIARFEEQIE—
ClusterLogForwarder CR,

FRFH
o YA BE HERIEENM S BN E SEEN B SRS 3.

¥ =
1. Bl SmiEE X ClusterLogForwarder CR 89 YAML X 44 :

ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6
pipelines:
- name: application-logs Q
inputRefs:
- application
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- audit
outputRefs:
- elasticsearch-example m
- default
labels:
myLabel: "myValue" @

#...

EERGHEH AR, CRZFMIIE instance, E% BEEAREIA, BaLUFEREHAA
e

TEIRMISCENp, CR #4226 %72 openshift-logging, £% A& AL A, Al LlfE
FA A p 4 22 H],,

ARSI 92 F5, INSR %A TE openshift-logging S8 & 22 R EREREHL L 2%, NRELZH
B R F LA FBERSIK

15 B B & R,

157 elasticsearch 2.,

187 Elasticsearch li A&, XA LLZ 6. 73K 8,

15 E S8R Elasticsearch SEfIA URL #lim O/E N B MAILEXT URL, EAILMEM http  (FR
£) =X https (KL HTTP) i, MMRFEMA T EA CIDR EMHIEISEE IR, HHoi
2R%24ME FQDN, MAR IP #hilt,

XFF https BI%%, 1H1EE TLS BIEmRFTHE secret &£, secret B E—1 ca-
bundle.crt ##, BifMEMRKRNIET, SN, *F http 1 https 71K, ERIUEE—D
SBERAFANEEM secret, 7EIBMLINA, secret I1E1ET openshift-logging 771 B
F, NFEELZELR, HSHUT ™A KES2 A~ AMBHEM secret’,

Ak EEEENEN.

e

AEEREEERAMAETRE : application. infrastructure =X audit.
&i

e

% H

B & ERINER Elasticsearch SE{5IH default it o

I
[E =

. ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/I\ﬁ?ﬁo

2. N ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

=~ - HEASHPAMEBEN secret
B FEREER MBI secret FEIUES A ER Elasticsearch LI R £ %1,

Bian, wNRITEMEA mutual TLS (MTLS) B5H, EHE=71E1T Elasticsearch SL6Il, AT LUEA HTTP
= HTTPS X EBESE A F &HBEEH secret,

1. BIBELITF LT RAIE Secret YAML X4, ¥ base64 4wi3Hy{EATF username #1 password
FE%, secret REIBRILAN opaque,
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apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. | secret :

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. 7£ ClusterLogForwarder CR H#57E secret &R :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret
#...

p= Y=
1 url FEEH, FIZALLZ http S https.

4. N CRXI& :

I $ oc apply -f <filename>.yaml

9.4.14. {# [ Fluentd & & hili% % B&

&R LAMEA Fluentd forward R B EBIA L E BB E N EZMUHABEER G, MIERIABN
Elasticsearch H&EEE, EEEEENIHERGIRLUIZEIRE B OpenShift Container Platform BIH &,

Z(# M forward MMl EEEBBAEIER, iE0IE—1 ClusterLogForwarder B E X %R (CR) , #F&F—1
2% i i B X LB R Y Fluentd BRZ525F1E 38, Fluentd fitHATLAER TCP (FRR%E) =
TLS (&£ TCP) 1%#.

SeRFMH
o WA BE NERIEENM SIS BN E SEEN B SRS 3.

1. BIESSmiEE X ClusterLogForwarder CR % 5RE YAML 314 :
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 6
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default )
labels:
clusterld: "C1234" {§)
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n 4 22 [F]4 %2 openshift-logging.

15 B BRI B R,

5% fluentdForward 257!,

1EEAER Fluentd SEBIHY URL #ik O/ N B MEVLEXT URL, EWAILUER tep (RRE) =X
Ftls (L TCP) hil, MNR/FAT M CIDRFEMEEEHENIE, MHUIIRIRS 2R
£ FQDN, MAZ IP it

INREA tls §IZK, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging WiE#, B#4/EEEMAEMAKIETH ca-bundle.crt #,

Ak IR EEEHIE R,
FREEREEER LB BT  application. infrastructure =X audit.
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aJ e EN HERE A BIAER Elasticsearch SEfI8Y default %,

7%
ji ??% g/d\\bugu E IL;\I:F'E’J /I\EE%/I\ﬁ’\?ﬁo
7%

al

@99
IEI

REZ M, MASKAEMSIHRUNAEMASEEREEE

o EMNEEM LN,

e inputRefs 2FAEEHLZMBERE : application. infrastructure s audit,
e outputRefs ZZE 5 8%t &5,

o Tk : FREB, BERMBBEHRN—PREMRE,

2. B CRXIR :

I $ oc create -f <file-name>.yaml

9.4.14.1. 4 Logstash J& f nanosecond ¥5EE &M fluentd IEENEUIRE
%I F Logstash M fluentd FEREHE, BWAMITE Logstash BB & X4 /5 A nanosecond #8 .

AR

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7 true,

Logstash ASi&E X7l

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.15. {# [ syslog i #E % BH&
R A LM syslog RFC3164 5 RFC5424 hilli% A S BIA X XTI E S %l mA B A SRS

(BRBOIAM Elasticsearch BEFEMSMENENHT) . BEERENNBERES (W syslog BRSS
23) FFEWFEBE OpenShift Container Platform BIH &,

Z(# A syslog MU ECE B &, 1H0IE— /\CIusterLogForwarder BELHERE (CR) , #F—1 =%
AN e B 45 B X L B HH Y syslog RSS2 FIEE T8, syslog fiHH RTLAfE A UDP, TCP =% TLS i%##,

FeRFM
o WA BE HEREENM S BN E SEEN B SRS 3.

AR

1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
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namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog: G
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514"' a
secret: 6
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east
- default (B)
labels:
secure: "true"
syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ERGHSEIA, CR&FWIIZ instance. £% AENASREIA, BRAILMEREMAE
FRo

EIRRSEILA, CR & ZE[AI 12 openshift-logging. 1£% H&H A 8LIMA, EAELME
e B2,

AR S5k~ B9, ANRE B 1L openshift-logging e & Z A REREH SR 48, WREZH
SR B KIRF BERSIK .

8 E ¥ H B9 B .
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15 7E syslog KA,
A% : #87E syslog S8, WTFARFI,
1EESER syslog SLBIRY URL MmO, ERILMER udp (FR£) | tep (FLL) HE s
(££ TCP) hil, MRFATEMA CIDR FMHIEETHENIE, il il2iRsS 2 AT
FQDN, TMiAz=Z IP bk,
INRFER tls BIZK, BIH TLS BIE 8 EinmAT R secret &R, secret iiaE—
ca-bundle.crt #, BIEMEAREKNIEY., EIBRISIIAR, secret JIFET openshift-
logging T E &,
: IR E B EM AT,

EEEH LA RRE : application. infrastructure =X audit.

Ak IEERN BB A EIRER Elasticsearch SEIH default %,
_.I-ji ??—%% %mﬂﬂ@] EIL;\I:F'E’J /I\EE%/M/T’\'QQQ S’ﬂﬁﬂﬂ%|% (ﬁl] "true") y L}L{EET”*&'
HAINERFBRE, MARIENHE/RE,

(= @@96@ @ 0049
e

ik BEZ N, HASEAIEMNZHFRENEMANAERGES

e inputRefs 2 AE B ZBHEEALRE : application. infrastructure ¢ audit,
e outputRefs ZZE {5 8%t & 5.
o _.I- %?—%% gmﬂﬂ@] E IL;\I:F'E’J /I\EE%/I\ﬁ?ﬁo

2. B CRXIR :

I $ oc create -f <filename>.yaml

9.4.15. . FEE R ARMBFER

f&e LR % AddLogSource FEXARINEI ClusterLogForwarder B & X FTIR(CR)%
namespace_name. pod_name #[ container_name TR A IIEICKE message FEXH,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
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- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

XMECE S RFC3164 #ll RFC5424 #A.

%74 AddLogSource B syslog 38 25t~

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

#A AddLogSource B syslog 3H 2 HitH Al

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent™:"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

9.4.15.2. syslog B
&AL syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility IZ{ER LA+ H L, BWAURKAKNNERXETF
o 03k kern HFAXKER
o 1z user RERAFAYLER (BN .
o 2=k mail T4 RS,
o 3=k daemon AT REISFIHIZ
o 4% auth BF&L/S5HBEIEER
o 53 syslog FiF syslogd REBEMEIE R
o 6K Ipr B FITITEIN F R4t
o 73 news i FM4%[EF R
o 835k uucp FiF UUCP %4t
o 9k cron AT clock P
o 10k authpriv BFZE2£5MRRIEER
o 113k ftp AT FTP spiritig

o 12k ntp AF NTP FR%E
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o 133 security FiF syslog audit Hi&
o 143 console FF syslog alert Hi&
o 1535 solaris-cron fF scheduling sF# 7
o 16-23 =X local0 - local7 A FAERANTE

e % : payloadKey : FA{F syslog SHRAER N EMIL KT,

=1
A BCiE payloadKey S# ] Bh L F H th S 855 % B syslogs

® RFC: FF{#H syslog X :XHEM RFC, BIA N RFC5424,

o severity : IWBEHM syslog 10K Msyslog B E M, ZETURHHAFIER, LaTURRL XK
INEHKEE

o 03k Emergency A FRKXREATHMER

o

13% Alert A TFRRIAPITIRIEMER
o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINZHER
o 43 Warning B FRKXKESRHMER
o 53k Notice ATRREBEFEEERHNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRAXLHER (BN
e tag:Tag BEILKFE, FAYE syslog HE ERIRE,

o trimPrefix : MPRZE: AR IRRHE EBIRTS,

9.4.15.3. Hfth RFC5424 syslog B8

LATFSEEER T RFC5424:

e appName: APP-NAME 2—MBEHBEXAFRE, AFRRALKZEREHNBRER. BIh
RFC5424 157E.,

e msglD: MSGID 2 — MAFHUEEREMNBBEXAFTRE, »/Ih RFC5424 187,

e PROCID: PROCID 2—MNHHXAZEFR, ZENEILERT syslog IRERELL, »IH
RFC5424 157,

9.4.16. 15 H &% A Bl Kafka LI
B TRIIMBEEMEN, ALY B S BIAEE Kafka RE,
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B hoiE HERE A EINEB Kafka 241, iEQIE— ClusterLogForwarder B7E X %R (CR) , S fufiHE
ZSEBIRF E UA R AR R E B, SR P BB EM Kafka £, WA LUERAERKIME, Kafka
B EILMER TCP (FRL) =&\ TLS (REL TCP) ##,

ff

L=

S

1. BIESSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: app-logs ﬂ
type: kafka 6
url: tls://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs: m
- app-logs
labels:
logType: "application” @
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

ﬂ ERGHSEIA, CR&MWIIZ instance. £% A& AHREIA, BRAILMEREMR%A
*ﬂ;o
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148

2]

909000 0 & 0O @

EIRMISCEI, CR #4226 %712 openshift-logging, £% A& A LA, Al LUfE
PR 6p 4 22 H],,

ARSSMK 92 F, MR %A TE openshift-logging S & 22 hERBAEHE L 2%, NRELZAH
BIL R FFINPFEERSIK

& TE i B9 & F5,

5 7€ kafka K8,

¥ Kafka REEHY URL Flik O E N —NERBILST URL, A LAEIRE EHF Efrl, &8
DfFER tcp (AR2) siF tls (L TCP) i, MRS T ERA CIDR EEINERTEH
RIE, IHWIIRERS AT FQDN, AR IP ik,

INR(ER tls BIZK, BN TLS BIEHEEIR mirEM secret &, secret I8 E—
ca-bundle.crt i, BIEMEAREKNIEY., EIBRISIIAR, secret JIFET openshift-
logging i E .

% BAEAREMME, 7 URL BIEMER tep fiZk. A, AILHH B secret
% H name,

Ak EEEEENEN.

e

AEEREEERAMAETRE : application. infrastructure =X audit.
LEE

e

a|

E

% FRSR, BERMEBERN—PRE MR,

ik BEZA N HH, BASEAINENSIRHAUNEMABEETREER

o EMNEEM LN,

e inputRefs 2FRAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs ZZ {5 F 8%t & 5.

o E.fii'ﬁ . ??&%o gm\\HDEUEMEFE’J /I\EE%/I\ﬁ?ﬁo

Ak BFEANEHEZEIZA Kaftka KB, EIEE Kafka REBEH, S TFHIFRR

#...
spec:

outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6

#...
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ﬂ 18—/ A brokers 1 topic ¥/ kafka %,
@ £/ brokers HEE— S MUBHIBL
9 5 topic HiIEEEH KB EM B InEH,

3. iIB{TLL a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

9.4.17. }$ H&%% 4 2l Amazon CloudWatch

AT LU B &% & B Amazon CIoudWatch X2 Amazon Web Services (AWS) FE&E MW 1240 B K17 14
HE%O B%T %TJ\E’J H /Uﬁﬁ%%, u.,\ _.“’Jvl_.f' H n..x??%iﬁ” CloudWatch,

EfRE R K X E CloudWatch, E/i8IE8—1 ClusterLogForwarder B & Y %R (CR), EHa5
CloudWatch B%iH, LAKRERHHIEE,

AR

1. B —/ Secret YAML X4, ©{FfH aws_access_key_id ] aws_secret_access_key FF& ¥
15 12?5’] base64 JRiLHY AWS EiF, Fl40 :

apiVersion: v1i
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. I secret.flH0 :

I $ oc apply -f cw-secret.yaml

3. Q=Y iEE X ClusterLogForwarder CR X/ & YAML X4, EXH, 18T secret W&
FRo {5080

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:

groupBy: logType G
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6@6@@0

DP00009

groupPrefix: <group prefix> ﬂ
region: us-east-2

secret:
name: cw-secret Q

pipelines:

- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:
- CW

ERGHEH AR, CRZFMIIZ instance, E% BEE AL IA, BaLUFEREMAA
o

EIRMISCEN, CR #4226 %72 openshift-logging, £% A&k AL A, Al LlfE
FA A p 4 22 H],,

ARSI B9 2 F, INSR %A TE openshift-logging S8 & 22 R EREBREHL L 2%, NRELZH
B R FLIPFBERSIK .

EE R HR AT,

5% cloudwatch 2!,

Al B E AN BEH TN

e logType HWEMHEREUERAEAH.

e namespaceName hWE NN ARFGEZEFACE—MEEE, L HEMBREFIE T
ILJ\@“L%‘%EE’J E IL;\éH

° namespaceUUID ﬂjﬂﬁ\fﬁﬁ & ZE2[E UUID B — MM B EH, el hEmERN

ik - IEE— DT R REEREEHELTPREOL infrastructureName R4
1B AWS X1,

IBESE AWS ZIER secret & #R,

Ak IR EE BB,

FREEREEER LB KR  application. infrastructure =X audit.

4. Il CRXMR,

I $ oc create -f <file-name>.yaml

A~ : &£ Amazon CloudWatch ff#if ClusterLogForwarder
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EXE8, 82%FZ ClusterLogForwarder B7E X iR (CR) =l & E%iH 2 Amazon CloudWatch B9 H &
iz,

BRI IR IEFE124T 4N mycluster B9 OpenShift Container Platform £2%, T4 iREIEEEM
infrastructureName, MEENATCEKME aws &5 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZHARBIERNRBEHRE, ERILIER D app B6p 22 [A| 29T busybox pod, busybox pod Ef@=F%
‘l_.f-/éll_u\%l Stdout .

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

IR AT LLE 3K busybox pod i21THY app ### 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

£ ClusterLogForwarder Q;E)L IR (CR) H, ,.J\_JLM—} infrastructure. audit #1 application H &%
BEE N all-logs EEMHI A, EARTLUSF L EEEEE cw fid, WHNBEEL AT us-east-2 XiH)
CloudWatch SE41 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-CcW

CloudWatch FHE N X E DS = DNEHIBIXT R :

L] E IL;\éH
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=3
o BHER

n BESEH

f# A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FHEREISIE Amazon
Cloudwatch FAEK=1H&KA :

=
=
H

152

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

/|\ E /b\éﬂ%ﬁ@ = E /L.\/}IL .

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zgzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baece761911a9ef.log"

/l\EIFE\m MASAESEH. EEE busybox Pod WHEEH, ErILIM application HEAFIEE
ey

=42
JCAIL

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09ca195ad76\"},\"kub
ernetes\":

{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
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4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\" \"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTkSMjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",
"ingestionTime": 1629422744016
b

f - EASHEFRIRD B E XEi%

EREHBHA, ,.,\_JLAH%U\E’J infrastructureName #1%% mycluster-7977k & h—NMEEFE RS,
N demo-group-prefix, EiH{THLEN, EFEEE# ClusterLogForwarding CR F#J groupPrefix =
E% :

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix B{EE I 1AM infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

AP - SRR 22 B AR E t & B R4

N FRBERNB NN ARFRRZEN, A UL CloudWatch FAIEBEH, HAMETNRAEFGEZE
[E1):Ep

SNRIGIMBRS. A2 FFan & Z AN R AR LRV R, CloudWatch R4KELER S LIRIHERAE
H,

MR N BIERESN BARFRAEAX REESEY, FEARFIRFDNAE, SN, MRES
gJ‘j’iﬁEE’JE/b\éﬂ*ﬁE[ﬁ, IﬁﬁlfﬂLJ\-F"j‘UEZFHT’AF‘\%?E[ﬁJ UuID E]\Elu?ﬂ"ﬁﬂﬁo

ZOREMETNREFmAZREE AN REFBEH, BRI LFE ClusterLogForwarder CR A%
groupBy F &R {H1XE N namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2
¥ groupBy % &} namespaceName RN AfEFHEH,. BARRFNT audit 7 infrastructure H
&,
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£ Amazon Cloudwatch A, @& ZEHEMEREBNEHEHEHHNRE. BARE— N AEFREZE
B "app", A TFHIH ZR— N mycluster-7977k.app BE4H, AR mycluster-7977k application

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRAFIFNEFRTELSINARLZEN, HMEFRERENIEEE, B mAEENN—NEEH,
groupBy F XN EMMN ABEH, ©AFM audit # infrastructure B &4,

Pl : NEARFHAZEE UUID Ehni &S

M FRBERNB NN ARFRRZEN, A MUE CloudWatch FAREBEEH, HAMEETNAEFGS
Z2[A]89 UUID,

SORITIMBRL. A2 R an B Z RN R I QI R, CloudWatch 2 — MBI H KA,
MREEEERLTERESEN ARFREERNE, Iﬁﬁﬁﬁzkﬁuq:'}* R FE, BN, HSHRIEN

"Example: Naming log groups for application namespace name" 843

ERENBARFGAZE UUID Ea& HES, EFILE ClusterLogForwarder CR A groupBy F &
5% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

1£ Amazon Cloudwatch /1, #&ZE[E UUID BIIEBNBEHELTHNEKRE, ENE— M NARFHEZZE
B "app", MATFHIH ZR—1#H mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H & 2H,
M= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy FEX (UMM A HEH. BRI audit 7 infrastructure H&ZH.

9.4.18. I A AWS A5 AWS CloudWatch I/ secret

MEERE—N AWS WIS AR/, BELIFEH oc create secret --from-literal €855 AWS {8 STS fIj&
secret,

ff

nie
o TECLIF, BMIALLTRANRN AWS £ secret :

S

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret = fil
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apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.19. M/ T STS MRS HE A El Amazon CloudWatch

ST FEA T AWS Security Token Service (STS)HIEEEE, BRI LAFDNAIE AWS BRSSMK, =kfEMA Cloud
Credential Operator (CCO) £ F#2FF ccoctl I FEIEE K,

SoREH
® Logging for Red Hat OpenShift: 5.5 & B#H HIRA

i =
1. FERALL TR CredentialsRequest B E X %R YAML :

Cloudwatch EiF1E kit

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

2. {# ccoctl €345, M CredentialsRequest CR 7y AWS flli2A &, @/ CredentialsRequest
XTRES, X4 ccoctl B ROUE—NHBEERENIAM AR, ZABSIEEN OIDC H51R
HBFEXEE, UER—NMEF CloudWatch FHRHUTIREMIPR K, LWHSTE
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml F A&7 —4 YAML EBE X, Lt secret XHEES AWS IAM SRR 2R
H1T B R UER I8 role_arn #/{H,
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$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com ﬂ

ﬂ <name> B TIHCE HIRMIBT, N5 STS KiFkFR I RHEAKNATRTE

3. NG secret :

I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. Bz %W4E ClusterLogForwarder B E S ¥R :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: clf-collector 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> a
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- name: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow®

EERGHSEIA, CR&FWIIRZ instance, £% A& ASRLIA, BRAILMEREMRE
*ﬂ‘o

ARSI, CR & ZE[AIX 12 openshift-logging. 1£% B& A 8LIA, EeELME
e B 22,

157 clf-collector ARS51MK 7. SNR % B TE openshift-logging 2 22 |7 R ERE HRIL 4 28,
MRELBEL L Z LA T EERSIKS

Y8 Hi BB .

O ©® ® o
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5 7E cloudwatch 28,

IogType %%4\ H Ib\;@iﬁuL H /L.\?E

namespaceName NENNRREFRRZER B NEEE, EMBEEINHEITEETR
|LJ “Uﬁﬁ’] H IL;\&EZ' IogType ﬁéﬁ

namespaceUUID ﬂjﬂ/l\f“ﬁﬁ mE2eE UUID BIE— MM BEH, elba hEiLen

mit  BE—NFEFERE A EHLTHHEIN infrastructureName F1%.,

5T AWS XiF,

EE8E AWS EIEH secret &R,

Al i EE BB,
AEEEEERAMAETRE : application. infrastructure =X audit.

e AWSSTSAPI &%

® Cloud Credential Operator (CCO)

9.5.Bdi&

Ib\lﬂi”&%%ﬁ

Red Hat OpenShift B logging MEEEF R INEIREFM N ARRFBE, FER Kubernetes pod #1%i B oK
BESHIE. FIEXFI BERERNIER, 08T ClusterLogging BEE X %R (CR) R
spec.collection /)N 17 £ H14T,

9.5.1. &

=R

& 7] L@ f8ER ClusterLogging B E Y KR (CR)RECE H &AW B RS KA,

e

FRFH

Fluentd B#FH, ITHEURBAITIRAPMER, LI0ERE LF1 A 1T4 6 B E R EXT
XANIHEER bug EE M, (BIINEENABRESH. FH Fluentd IERIERE, &HA
LAMFERA Vector,

o HEHEMNNR.

o B &% OpenShift CLI (oc)

o B &% Red Hat OpenShift Logging Operator,
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o XBEHIET ClusterLogging CR,

ff

L=

S

1. 182X ClusterLogging CR collection #{#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDEHMBEERESR LR, XATLLRZ vector 5 fluentd.

2. IZ1TLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

9.5.2. 1| LogFileMetricExporter TR

EBREICEIRA 5.8 REFHAD, LogFileMetricExporter REEVIAFERINERIE, BEEFH0E
— LogFileMetricExporter B & %R (CR), MiZ{TRIBRERN B EHRERIEIR.

IR A HIE LogFileMetricExporter CR, &R BERTE OpenShift Container Platform Web £ & {3k
#AFZEZ Produced Logs #J No datapoints found 1§ 8.

FERFH
o BEEANR,
o B &% Red Hat OpenShift Logging Operator,

o B &% OpenShift CLI (oc)

1. 8/ —" LogFileMetricExporter CR £y YAML X4 :

Example LogFileMetricExporter CR

apiVersion: logging.openshift.io/vialphat
kind: LogFileMetricExporter
metadata:

name: instance

namespace: openshift-logging
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spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...

Q A% : nodeSelector /N7 E X pod A BIMRLE T s L,
9 resources /)T E . T LogFileMetricExporter CR B 5RE K,

9 A% : tolerations /NI TE X pod #EZ KRR,

2. 21T T4 ¥ A LogFileMetricExporter CR :
I $ oc apply -f <filename>.yaml
E Al
logfilesmetricexporter pod &A1 m LR i24T collector pod,

o ZfTLAT M4, YiL logfilesmetricexporter pod 2 E1E/E 632 LogFileMetricExporter CR
R [H HIEeT -

I $ oc get pods -I app.kubernetes.io/component=logfilesmetricexporter -n openshift-logging

i th o Bl
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2m46s
logfilesmetricexporter-cbcdv  1/1  Running 0 2m46s

9.5.3. Ec & B &SRR CPU FMINTFIRIE
AR ERAV CPU R RRIE 1T VAR,

ff

L=

S

o 5% openshift-logging i #1# ClusterLogging B E L ¥& (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging

159



OpenShift Container Platform 4.16 B&ic %

spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ FRERZRECPUMMNERERIER, LTHERRIME

9.5.4. Ed B A L3S

Red Hat OpenShift Logging Operator HWE MR BN AZWERERERS, UER M imaLIEAKESS.
LERRSS A FF A AZE IR EIE EIR O, REBMMETUTHRBENK :

o X F%AF% %S ClusterLogForwarder CR 8E, RSEHIERN
<ClusterLogForwarder CR_name>-<input_name>. fl#ll, example-http-receiver,

e X[FIHH ClusterLogForwarder CR #&, XEWKE &Y instance EfIT openshift-logging
R ZEEFR, RSBMFEMA collector-<input_names #&3. %4, collector-http-receiver,

9.5.4.1. BEMWER LW HITBEEN HTTP IR558%

IR ET L@ 1 ClusterLogForwarder B & U 5HR(CR)H Y http I8 HIBEREA, NABWESREE
FIT HTTP 28, FEFHITTEEERN HTTP RS eaEK, X ALLEXT M OpenShift Container Platform
SENIAALBIREN T T B EERBRBEEE.

SeRFH
o HEEANR,
o B &% OpenShift CLI (oc)
o B &% Red Hat OpenShift Logging Operator,

o R AT ClusterLogForwarder CR,

1. 182X ClusterLogForwarder CR, LL7NiN http #HUNSRH AMERE :

A% HEK 4 233588 M ClusterLogForwarder CR Rl

apiVersion: logging.openshift.io/vibetat
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service _account_name>
inputs:
- name: http-receiver ﬂ

160



receiver:
type: http 9
http:
format: kubeAPIAudit 6
port: 8443 @)
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

HIRE I AR ERIEE— 1 BT,
JH i AFE IR R BUIETE N http,
Hal, http i AEWEFR X kube-apiserver Webhook &=,

A% - IR A WA DI O, XBAE 1024 E) 65535 2 [AIEY(H.,
BUAEY 8443,

® 0009

NIERE ARSI EE B,

{EFHIBEBEM ClusterLogForwarder CR 3l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6

port: 8443 @)
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

HIRE AR ERIEE— 1 BT,
[ A FE IR K BUIETE N http,
Hal, http i AZEWEZR X kube-apiserver Webhook &=,

A% IR A WA IO, XBAE 1024 E) 65535 2 [AIEY(H.,
BUAEY 8443,

® 0009

NIERE ARSI EE B,

8 9 & BEBESENE A

mREBEE, W

mREBEE, M
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2. BT TS, SEMN AE ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

HithBR
o APl #H T B BB

9.5.5. Fluentd B&#5 4 S E N E

Fluentd B#F A, ITREUGERAITRAPMER, LI08RE SRR T E R RHRAT

XANIHEER bug EE M, (BIINEENABRESH. FH Fluentd IERIERE, &7
LAMER Vector,

HEICREIESZ A Fluentd 281, sTATFHZE Fluentd AL A SSIMEE, @i XS, ATLLE®RUUT
Fluentd 47759 :

o HRFNIRGIARK /N
o IFMRITH
o RILLEIAITH
Fluentd #£% 4 chunk (#£) B9HA blob FREEBESIE . X Fluentd BIE—NERES, SR TF
stage, TEXNTER, BIERMWIEFREIRP, HIREWH, Fluentd REFRBEI queve, TERIEIRSFH
BEAHBMME], BERBRFEXE, B—LERS T Fluentd BRI, WL A& ENTINAE
A, NRFTEBRR, Fluentd RIRBEBEZUEMRIEIE (flushing) .
1£ OpenShift Container Platform #, Fluentd 1§ exponential backoff J5iERE B (flushing)
B, Fluentd 2MNEZAE USRI EZ FIMERFITE, XEBTFHEA D BAERFE K, HIUR
FA exponential backoff 5%, FHER EHEIXNAZE. ©RIERENN A FREER flush 5,
X SHATF BN BN IR A B 22 Rl B FI ¥,
o E{ib Fluentd WEME, EFILUEAXLESHEBETEBRRWEZ AT, ERFMRUKXE
S [EfRAIE S RO MEHIBINHE. HER, REZAREFEETTRXGRAER
%28 (A,

o ELEER, EUUERSHRRAZHE, BRyUEBMNWE, BEVEMISIFMZH, HE
REMEREEME L,

& ] LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAfFiXLE
SHEBIRME Fluentd ECEMRSTH, 4 Fluentd .

s

\)1#

2
BEXSEBF TR, RIGKEBNIZAE LUR M B IF— AR MRE,

iX

o LUERA TN Fluentd B EMMAER 141 T FEME KA,
o (YATMAEFHEE, B 1% BEMNThEEM % B &,
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¥

chunkLimitSize

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

30

BN RKXE, SEELEXD
K/NEF, Fluentd £EFEILFEHEE
A=, G, Fluentd 4
EEIPAFUFIT FF— N FRI SR,

AR ERAKRDN, B
(stage) #NPAFI (stage) BIEK
No IR HX IR /N IX A
&, Fluentd &F I RFHIERME!
B, HERERRW, FIAERESR
RREIEER K,

HERR AR EI R, & A LUE A
s () . m (@) . h (b
) sd (XR) .

PUTIERRBTIE ¢

o lazy:E T timekey &%k
KBTI, BTEE
X timekey %4,

e interval : 7T
flushinterval &% 518
B,

o Immediate: TESEUER
me|—NMhEs £EE
B,

PUTHERR (flushing) BOZRFZEL
2, EiNARMETIRSHRIGMT
2, XREEMSIERNIER,

HEASIHET BT

e throw_exception : &
H—TREHEREHL
No

e block : {Z1EXT#E 1T
HRT, BRZHXEA
STl ] A AR R H 1k,

e drop_oldest_chunk:
JHIBR B BOER LA 3718 A
B9ER, |RERAVMMELLRTER
20,

exponential_backoff &Ei{ 5%
BIs RIS A (BARD 4L

8 9 & BEBESENE A

8m

KA 15% BYTT sl 23 7o FE R i
e,

1s

interval

block

300s

163



OpenShift Container Platform 4.16 Hi&IC %

SH feid
retryType flushing R E XI55k ¢

e exponential_backoff
DB INEREIEIEEE
BRI BRI [Al, Fluentd &
MET—REAFTES
REROIE], BEEAE
retry_max_interval &

s EM(E,

e periodic : &£F
retryWait 2%, EHiE

HERIRE,
retryTimeOut ERFILRAZEREANR KN
],
retryWait T— REERRBIROAT A (LAFD 5
i)

VN

exponential_backoff

60m

1s

MFE X Fluentd REBEABNESIER, ESMY Fluentd 3118 RB9ZHhiEHE,

AR

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
2. DINSELRUATERSE :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s 9

flushMode: interval 9
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"

retryType: periodic ﬂ

retryWait: 1s

totalLimitSize: 32m Q
#...

ﬂ HIEES NIRRT ERATRIR AR/,
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8 9 & BEBESENE A

YR B IR B AR,

EEHITHEMRMN AL @ lazy. interval 5 immediate,
EERTHBMRMNAERE.

157 LA BT B9E 1T« throw_exception. block = drop_oldest_chunk,
15 € exponential_backoff H7EIE /5 AN B K HIRRES A (LAFD A AL o
B E HHUERAMATEiHRKE . exponential_backoff =% periodic.

BE T —RESEPREIBIN ] (AR N ERAL)

EBERZ AR B mRA KN,

9909929090090

3. BGiE Fluentd Pod 2B EEHIE -

I $ oc get pods -I component=collector -n openshift-logging

4, & fluentd B BRSSP BYFTE -

I $ oc extract configmap/collector-config --confirm

fluentd.conf 7=l

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMITT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

9.6. & FHZ1% KUBERNETES SH14

OpenShift Container Platform B4 RHEZRZ— 1 pod, B Kubernetes 4, @it logging IL3KE
TTLAER, B F5hERE Event Router,

Event Router MFRETIE INESH, FHHHEEA STDOUT, ARG, KWERFXLEEHEZLE
ClusterLogForwarder B & X R (CR)HE L HITENE,
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- e
EHERAERT Fluentd IBINFIANE 713, FARSFMEMTURLENHEHERHE,

9.6.1. BEMEEEHEHER

FERUTS P SEHIRRRMERNERH D, TROZRZE Event Router E3ZE %! openshift-logging i
B, LBREMEEPKESH,

Event Router &A=& Red Hat OpenShift Logging Operator B—&B4y, @A/ IR T,

LIF Template Xf RO HHBHBAARNRSIKS. SHAGNEHAGHE, ERLSREMRE
Event Router pod, #&7] LA A It AR AR 0 J0 75 B ol S FEAE AR SR B U ER B AT R CPU FINFFIE K,

FRFH

o BEEUWIR, LIEAOIRIS IS FIEMERAGHE, AIl, EILMEMRAE cluster-
admin B @A P RIE 1T TR,

o W& % Red Hat OpenShift Logging Operator,

it
1 NEHARESFCIRENR

apiVersion: template.openshift.io/v1
kind: Template
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: $§{NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding @)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount
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name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @)
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
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168

runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel9:v0.4"

- name: CPU a
displayName: CPU
value: "100m"

- name: MEMORY @
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace
value: "openshift-logging"

1E openshift-logging 7 B  h S 4R EBEEROIE— MRS

O A T IR RER =48 ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 2R 551K o

£ openshift-logging i B {132 — MEZ B BLST Sk £ B FTEE B config.json ST
1Z openshift-logging Wi B 02— M ERE, L4 FHFECE Event Router pods,
EEHK, BRERA, 10 v0.4.

BE DB EHERHSR pod &/ CPU 2, BRIAE100m,
BEDBEAEHIRESR pod WRNKEFE, FKILEH128Mi,

9909902909000

EEEEHPLRENRM openshift-logging T H.

2. AT R RAIERN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created



8 9 & BEBESENE A

3. %k openshift-logging 71 B AR &R & H Event Router:

a. AEFHNEHIEESS Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENSEH :
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Al 3R 5| EH Kibana Sk EEEH4,
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$£10 = HEEME

10.1. x FHEEFE

IR A] LA FH SR BE R B BR Loki 3¢ Elasticsearch B&FEREFMHE, tBALIEHA ClusterLogForwarder
B LHR(CR) B & & BN SR,

10.1.1. BEEERE
Loki %_/Pﬂﬁﬁ*TEE/{Js %FTFHE%*HFE’JE/L,\/RD Q 1’?7’751mﬂ%5’\]5mﬁ_ﬁ%%ﬂ,\0

Elastlcsearch £ ingestion I A ZELHRF|E ARWBEEKILK, Loki {{FE ingestion X F2HZRF|I /LN EEIR
, FERBES /MR, BEEMHBENL, XEKEE Loki IERMIKEHE,

10.1.1.1. 3% F Elasticsearch B &%

H&EIL Elasticsearch SEI&Ed (B FMI, BFKRA 7 RWFEEEK, MREFLKNEFREEE, &8
WIESSERER = A MR

Elasticsearch ¥ HEHBWEM Fluentd BIRRIHIBREF (S F5/h, REHBINRSIDKRETIER (7
shard(#A)) 588 E! Elasticsearch S8 #Y—4H Elasticsearch T m L, f&BILAEZE Elasticsearch &7
2R eERD (#54 replica(BJ#)) Elasticsearch h 24384 E| Elasticsearch TJ IJ—'-'J: ClusterLogging
BELHER (CR) AFEEEMMAERD R, LURHEBUIBTURMBIERE N, FLa LUER
ClusterLogging CR A HJ{R & SRB& Sk 15 E A A 2K 8L B H &I R B BINT K,

T
| RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

Red Hat OpenShift Logging Operator #1185 # OpenShift Elasticsearch Operator HafR &4
Elasticsearch W REBE AT HE B S EFMENM —MERATEHE., TR EN, FAILUEMA ClusterLogging
BENXHIR (CR) RN Elasticsearch TV R E, AXEBFEMAVERSEI, ES N Elasticsearch X
.

k

= -
=B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEN L.

Elasticsearch 38| ET A ERVIRIES] (RBAC) ATLLFF A A G B RB5 R, B 5 o LK
HyFﬁﬁ E ICA FZ%AJ\RJEAE‘U?IEJ E E:Iﬁ = I:F'E,J E Tho

10.1.2. 18 H &5 6%

'/fg:__]-l')\ﬁﬁﬁ LOgOL E =N 'L/jlu = 7%?1/? L0k|o

10.1.3. Hh ¥R
o | oki ZH#H3#Y

® [ oki Object Storage 344
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10 = BiSFE

10.2. R B SR

& e LUER OpenShift CLI (oc)s% OpenShift Container Platform Web 12l & £ OpenShift Container
Platform &8 L& E H&F M,

P2 Y=

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREB 7]
& FABE Logging 5.8 & #if OpenShift Elasticsearch Operator, BF444LE A Logging,
B % Logging 5.8 B EOL Hik, #EAILUFER Loki Operator ¥E-/ OpenShift Elasticsearch
Operator WERARKEERINBEEM. MFEEXAFTILREGEAHHPNESZER,
HBIE A Agnostic Operator,

10.2.1. 88 Loki H &%

IRET LUEF Loki Operator £ OpenShift Container Platform S£2$FhERERER Loki HEE G, RE Loki
Operator &, B J@T A8 — secret ECE Loki X REE, FHOIE— LokiStack BE L HIR
(CR).

10.2.1.1. Loki &BEK/h

Loki IR/IMEF 1x.<size> 18, HAPE 1x BLOIHE, <size> IEEMREIRE.

' -
SFFEERN, FTEER 1x 1H,

5% 10.1. Loki K/

Ix.demo 1x.extra-small x.small Ix.medium

ARG NETFER 100GB/day 500GB/day 2TB/day

FHETE (QPS) NETFER 1-25 QPS at 25-50 QPS at 25-75 QPS at
200ms 200ms 200ms

SHRF None 2 2 2

B CPUEXk None 14 1~ vCPU 344~ vCPU 54 4~ vCPU

fEARRE CPU None 16 4 vCPU 42 1 vCPU 70 4~ vCPU

HKEE

REERKSE None 31Gi 67Gi 139Gi

SERHNZSRMAE None 35Gi 83Gi 171Gi

HKEE

RERLE RSB 40Gi 430Gi 430Gi 590Gi
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Ix.demo 1x.extra-small x.small Ix.medium

AR MRS 80Gi 750Gi 750Gi 910Gi

10.2.1.2. ff OpenShift Container Platform Web il & %% Loki Operator

ZE7£ OpenShift Container Platform 2P ZEME B HEILFK, DIRELINE Operator, XaILLE
it web 22l & A Operator Hub SEX.

I

OpenShift Container Platform Operator i FA B E L HIR(CR)REEN ARRF RHEAH, SNEEMIX
FH CR YR F124#t, Operator #R#E Operator PR AMIERELE, Ml s R NESIRE,
BHE X ERE L (CRD)E LT —1 CR, F#3UH Operator B e HMIFFEECE. &% Operator &0IE
CRD, ABEFRTF4ERK CR.

FRFH

o RA LU ZZ RN REFM (AWS S3. Google Cloud Storage. Azure. Swift, Minio.
OpenShift Data Foundation),

o HEHEMNNR.

e ijj[a] OpenShift Container Platform web 1Z%I&,

1. 1£ OpenShift Container Platform Web %% Administrator i, # A Operators -
OperatorHub,

2. 1E Filter by keyword FEXF#ii A Loki Operator, =7 Operator 51 Loki Operator, A
& == Install,

BT
MBS Community Loki Operator,

3. j%&#% stable 5 stable-x.y ¥F 5 BHHE.

stable /B R N BEIC KRR A RE TR, BRSRGZARANER, &

WIFT A8 stable-x.y, HA x.y KRMLEM B KRID T ERAFNRAR
A, 540, stable-5.7,

Loki Operator i/ ERE EI2fH operator 4H £ %2 [H] openshift-operators-redhat, Xtk B2/
T Installation mode #1 Installed Namespace, IR ZEAIAREE, NS HNECIEE,

4. %% Enable operator-recommended cluster monitoring on this namespace,
XANEIIE Namespace H R X E openshift.io/cluster-monitoring: "true” I1%:, &A%
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

5. XIF Update approval, &% Automatic, A= Install,
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NRIT [ AR B A SRBS R 1% E ) Automatic, NI FH T2 RIERTIENHE 1238 Operator ki
A ENE S, MNRHAETEIRE N Manual, T F# £ B ER,

1. 1 A Operators - Installed Operators,
2. BRE %A openshift-logging T H,

3. 1 Status 5, HUEEEER T LEBINAPML, 35 InstallSucceeded, XA Up to date,

—

Operator AIRERTE LT EI L7~ Failed IR, R Operator REFTHFF ET
InstallSucceeded 1§ &, 1ERIFT TLE,

10.2.1.3. {85 Web 1A Loki X RIEEOIEE secret

ERRE Loki N RFM, BB secret, EALUEA OpenShift Container Platform Web 12 &
Bl secret,

FERFH
o BFEEANR,
e jj[a] OpenShift Container Platform web 1Z#I&

o B &% Loki Operator,

1. £ OpenShift Container Platform Web #£%& B Administrator 1 /3 A Workloads -
Secrets,

2. M Create THIFIFRAEFE From YAML,

3. fIEE—1 secret, ©fEF access_key_id #1 access_key_secret FE& 35 E E I IUEF]
bucketnames. endpoint #l region F &R E LA REFMAE. AWS LA TRBIGER -

Secret Xf R<Hl

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

=
o
B
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e Loki X R7FE

10.2.2. EFEREHHEIENERHIRE Loki HEFE

M FREFMEENE, ERUEREIRPER CCO LA (ccoctl) KL HEAE
OpenShift Container Platform B A0 MEIR, M AR EEIENFIIER,

II“*

EAENFTE

FEFERLEIESRIBRISERE £, WIITE Loki Operator BIFT &% F2 P BC B R HAEIE & 05
ik, BEREZEMRECATETILRISHINEERE, UERALLIIEE,

10.2.2.1. TE B B4 EKFB
THEMEBSHDER A ERFEN SN ETESNESEEETEHRIL,

SeRFH
® OpenShift Container Platform 4.14 & BE# IR A

e H /L.\lai 59 &E%ﬁﬂ"]ﬁﬁzﬁ

AR

o HNREMA OpenShift Container Platform Web 3£l & %24% Loki Operator, < B shiaillZ] {5 A
FRESENER, ROFRREUEA®B, FHIRM Loki Operator FTFRHIEE, LIOIE
CredentialsRequest ¥/ %, %X RIEF secret,

o HIR{HA OpenShift CLI (oc) &% Loki Operator, I/ {8 BB ML N RS U R Foh I8 TT]
TSR, MTFBIFR. WEMRIERE R ROEE RN

Azure 1] [

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: CLIENTID
value: <your_client_id>
- name: TENANTID
value: <your_tenant_id>
- name: SUBSCRIPTIONID
value: <your_subscription_id>
- name: REGION
value: <your_region>
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AWS 1T [E 7~ f

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: ROLEARN
value: <role_ ARN>

10.2.2.2. &5 Web ¥#=HIA 2 LokiStack B E X iR

& T LU#E F OpenShift Container Platform Web #2414 6|2 LokiStack B E X %R (CR).

FRFH

o HEHENNR.

e ijj[a] OpenShift Container Platform web 1Z%I&,

e B % Loki Operator,

it

1. # A Operators - Installed Operators T, = Allinstances %5,
2. 1E Create new THI%IZKRA, 1E#E LokiStack,

3. % YAML #1E, AEERUTERFENEE LokiStack CR :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 9
type: s3 ﬂ
credentialMode: 9

10 = BiSFE
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00 09O

6]

storageClassName: <storage_class_name> G
tenants:
mode: openshift-logging

{8 FH & %5 logging-loki,

BEBE RN, EAKICE 5.8 REHFHIRAS, Loki SLAIZFRIK/INEITTH 1x.extra-
small. 1x.small = 1x.medium,

e E AT HEEEM secret,
IEEN NI,

AEFE, HRERILK 5.9 REHHIRA, ZHNAFEEHENT : static AT A%
REFRBEMNBINEMDIIEER, FHAEMETE Secret FHYEIE, token EMEILRZRIE
ek, EXMERF, BARETILENREHAMENEIL. HR, BiI*ERRSEZ
IR, RTFREEENEILL, URBERFBMANES, HFARFENREMRBET XD
FPIEER, % Loki EZE STS =R TZ1THEA CCO on STS/WIF £EfHf, token-
cco EHIME.

R EEMAFERNA. HWRGRENRE, FREQRREFHENEME., TLUEA
oc get storageclasses 5  HE B AFHE K,

10.2.2.3. {81 CLI %%k Loki Operator

ZE £ OpenShift Container Platform 2P ZEME B HEILFK, DIRELINE Operator, XaILIE
1 OpenShift Container Platform CLI 5%

OpenShift Container Platform Operator A B E L HIR(CR):REEN AREF RHAH, aNEEFIXE
FH CR YR F124#t, Operator R#E Operator iR AMIERELE, Ml ilis R NESTIRE,
BHE XERE L (CRD)E LT —1 CR, F#3UH Operator B e MR EECE. &% Operator &0IE
CRD, ABEFRTFERK CR.

SeRFMH

o HEHENNR.

o B &% OpenShift CLI (oc)

o RELUFRZZ RN REFM, 5130 : AWS S3. Google Cloud Storage. Azure. Swift, Minio
=X OpenShift Data Foundation,

1. B/ Subscription & :
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apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator
namespace: openshift-operators-redhat ﬂ

spec:

channel: stable 9
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name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

IRT3E 7E openshift-operators-redhat &34 22 (4],

157 redhat-operators, #15 OpenShift Container Platform SRR EIEZRMLEH (BFR
R TFFIEIERIEERE) , 1E IS EELE Operator Lifecycle Manager (OLM) B Bl 228y
CatalogSource % R FF.

Q {57 stable, =X stable-5.<y> F /4ilE,

2. FA Subscription %% :

I $ oc apply -f <filename>.yaml

10.2.2.4. {8 CLI Jy Loki " REF(EOIEE secret
BB Loki M REFM, EATOIE— secret, EALUFEF OpenShift CLI (oc)5E K L& 1E,

FERFH
o BFEEANR,
e B%&E Loki Operator,

e B%% OpenShift CLI (oc) .

ZITU TS, HESEIEHMBHXXHE KPR secret :

--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>

15
$ oc create secret generic -n openshift-logging <your_secret_name> \
--from-literal=password=<your_password>

. =1
., @A opaque secret LUK S RIELE R,

o ZITLLT AR secret EREOIEE :

I $ oc get secrets

HbBER
o |oki XfREFM
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10.2.2.5. i CLI BIE LokiStack HE X iR

el

LA A OpenShift CLI (oc)fllE LokiStack B E X HR(CR).

FRFM

o BFEEANR,
o B % Loki Operator,

e B%Z OpenShift CLI (oc) .

b =
1. fJE LokiStack CR :
LokiStack CR =4

apiVersion: loki.grafana.com/v1

k

ind: LokiStack

metadata:

S

00 09O

o
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name: logging-loki ﬂ
namespace: openshift-logging
pec:
size: 1x.small 9
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 9
type: s3 ﬂ
credentialMode: 9
storageClassName: <storage_class_name> G
tenants:
mode: openshift-logging

{5 /& 75 logging-lokis,

BEB RN, EAKRICE 5.8 REHFMRAS, Loki SLAIZFRIK/INETTN 1x.extra-
small. 1x.small = 1x.medium,

e E AT HEEEM secret,
EEN NBIFEIRY,

Ak FE, HEILE 5.9 REHFMRA, ZHNAFEEENT : static EFAESIEHNNREME
BIMEINB R RIEER, FREMEE Secret FEIEIE, token EMEILRORMEH S, EXD
B, BASEEACTENREHIENEIL. Bk, Sl&FERRSEZITRER, SFRHERE
BREIE, DUREBANZEH, HAARRMANREFMHEBRBIZFINFMRIER, & LokiEZE
STS R Fi21THEM CCO on STS/WIF 585}, token-cco 2ERIAE,

NI EERAFE RN AT, NIREREMRE, HiEEBREMNEEE. TLUER oc get
storageclasses 57 R B A] A FER,
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1. 1T 653N LokiStack CR :

o ZITLU TS HEENE, 7 openshift-logging 7B 5 pod I IE &L -
I $ oc get pods -n openshift-logging

WAEER TS TRATFEEICFKAHMGN pod, REFLUTIIR :

=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mni82 1/1 Running 0 14m
collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjffo9k 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

10.2.3. Loki ¥ S5

Loki Operator ¥ AWS S3, LARK Minio #1 OpenShift Data Foundation ZHh S3 AN REF
i, Azure, GCS # Swift B,

XTF Loki 77, #EFERI nomenclature 22 logging-loki-<your_storage_providers,

TRETRT BN EHEMNBE LokiStack B E L HIR(CR) HHY type [H, MMEELER, ESHFMEMHN
R

# 10.2. Secret XifpFES E

HFhEGtNRE Secret type {&

AWS s3

Azure azure
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FiEdt N Secret type f&

Google Cloud gcs
Minio s3
OpensShift Data Foundation s3
Swift swift

10.2.3.1. AWS =fi#

FoREZH
o B &% Loki Operator,
o B &% OpenShift CLI (oc)
o (TIE AWS LBIE T 77 hi#fE.

o IROIET AWS IAM EBEF] IAM BF,

T
o ZITUUT@4%, B/EB—14%H logging-loki-aws BIXT R1F i secret :

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>" \
--from-literal=access_key_id="<aws_access_key_id>"\
--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.3.1.1. J3FH STS MIKHI AWS i
INRIBEES AT STS, Cloud Credential Operator (CCO) X #{#H AWS 5 h& it TR HA B 50,

BRI LLZ T AT o S L F NI Loki X RTEME secret :

$ oc -n openshift-logging create secret generic "logging-loki-aws" \
--from-literal=bucketnames="<s3 bucket_name>"\
--from-literal=region="<bucket_region>"\
--from-literal=audience="<oidc_audience>"

ﬂ AIEEAR, BRAIMETN openshift,

10.2.3.2. Azure 7i#

FRFH
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o B &% Loki Operator,
o B &% OpenShift CLI (oc)

o 1R Azure LOIR T FEHR.

o Z{TLITé4%, EMAM logging-loki-azure DN REZf# secret :

--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \ﬂ
--from-literal=account_name="<azure_account_name>"\

LY
$ oc create secret generic logging-loki-azure \
--from-literal=account_key="<azure_account_key>"

X IS E & 1E AzureGlobal. AzureChinaCloud. AzureGermanCloud =X
AzureUSGovernment,

10.2.3.2.1. 24 Microsoft Entra Workload ID & A%/ Azure 12

INRIBMEEES A T Microsoft Entra Workload ID, Cloud Credential Operator (CCO) X #{#
Workload ID #4752 #f & 12545 1k,

BRI LLZ T AT o S R F AR Loki X RTEAE secret :

$ oc -n openshift-logging create secret generic logging-loki-azure \
--from-literal=environment="<azure_environment>"\
--from-literal=account_name="<storage_account_name>"\
--from-literal=container="<container_name>"

10.2.3.3. Google Cloud Platform 7#fi%

SeRFMH

o B &% Loki Operator,

o B &% OpenShift CLI (oc)

e {&7E Google Cloud Platform (GCP) L& T —4 i HE,
o MIEE—TE AT FiEE.

o MIEFMT GCP B IIERIR —I5 B H A3 T AR5,

1. M GCP #ZINAIAR 51K~ FEIEE HIEIE N key.json BISC A,

2. T4, ERAA logging-loki-ges IR NT R#E(# secret :
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$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.3.4. Minio #fi#

FoREH
o B &% Loki Operator,
e B%% OpenShift CLI (oc) .
o TEHEEFHERZET Minio,
o {ZFE Minio £OIE T (B,

o ZITLLT®S, GIE—14%E N logging-loki-minio BIX 17 secret :

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>" \
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>"

10.2.3.5. OpenShift Data Foundation 7#fi4

SoREH
o B &% Loki Operator,
e B%%k OpenShift CLI (oc) .
o REEFE T OpenShift Data Foundation,

o NN RIFHEECE T OpenShift Data Foundation 5£2%,

1. £ openshift-logging @r 4 22 [A] 1 ii# ObjectBucketClaim B 7E X FiR :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

2. iIBTUATFeE, MXEXH ConfigMap i RIKEVFEHERE M
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BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOST}')
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3BTRS, MKEE) secret IRERFFiEARUT FI B

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data. AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data.AWS_SECRET_ACCESS_KEYY}' | base64 -d)

4. BT TS, BIEB—1%7 logging-loki-odf B R1Ffi# secret :

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.3.6. Swift 7%

FoRFMH

o B &% Loki Operator,
o B &% OpenShift CLI (oc)

o 1R7E Swift LA T —PMEFIER,

it =

TR, QIE—14%E N logging-loki-swift BI% R secret :

--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"

LOBIZ T U e SRR B ERE. KEEHE -

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\

159
| $ oc create secret generic logging-loki-swift \
| --from-literal=user_domain_name="<swift_user_domain_name>"\
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--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.4. Z8 2 Elasticsearch B EZ(E

& AT LAE A OpenShift Elasticsearch Operator 7 OpenShift Container Platform £&f L ERE IR
Elasticsearch A& &Ff#,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREE 7]
M Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE M Logging,
BE % Logging 5.8 B EOL Hik, #EAILUFER Loki Operator ¥E-/) OpenShift Elasticsearch
Operator WERARRKEERINBEFMH. IEEXBFICREMEAHBHENESEER,
BEEEA Agnostic Operator,

10.2.4.1. Elasticsearch B ==

B Elasticsearch SREEREBHFTE—NEFAMS, 7E OpenShift Container Platform &, XFEHAFAM
BFEBHPVC)JLH,

MR AMERTFHAMENE, BAEFEARARE, X7E LocalVolume X RAH]
volumeMode: block i, Elasticsearch TiE{FRARIBILSE,

OpenShift Elasticsearch Operator f#Ff Elasticsearch FHRER& TR PVC f 4,
Fluentd J¥ systemd journal #1 /var/log/containers/*.log BFf A B & #R (£ 4%l Elasticsearch,

Elasticsearch ZE RN ERHITREESFHIRE, NIREXERHHNE, SNSLH/BIMN, BRfExD
A, EPEE N AR HSEIENRE, HoERAMENTREERE.

IANBERT, UEFEHEBEH 85% J#ilt, Elasticsearch &2 1A S EHEEE, 90% i, Elasticsearch

SEAENELTENESFEFEMIHMT R, B2, MREMEFET 85% LT RETBEHE
Z2/d], Elasticsearch 21E4EAIE#HZRFIFHEHZ N RED,

XS, KKMAERYFIMRAH Elasticsearch BRIAME, EEILUBTUXLBINE, R
ZEiRFERERNEIME, BT EEERPEIOILE,

-

10.2.4.2. {#f Web 12#I& %2k OpenShift Elasticsearch Operator

OpenShift Elasticsearch Operator & 8|2 FIEE OpenShift Logging A Elasticsearch &%,
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FoRFMH

i
i

Elasticsearch R REFZREEN AIRFE., B Elasticsearch TTREEEE L 16GB AEFEEHREAEF
HRAPRENEE, KRIE ClusterLogging B E X KRFP BEIEE,

& AI#) OpenShift Container Platform 7 mZA AT 88 B LLZ #F Elasticsearch 8£8%, & IITE
OpenShift Container Platform B FRRINZIN T mF BEERHENESNAFZT, 810
Elasticsearch " mix % Al 64GB TMATE,

Elasticsearch 77 mARRI AERARBIREFEXRE Ti21T, BEETINERREVGIEM,
1R E A Elasticsearch FTEMIFAMEE, EEE Elasticsearch T REIEEEHCHEFHES,
= -3

MR AMERTHAMEE, BAEEARARE, X7E LocalVolume X R
#) volumeMode: block i, Elasticsearch ;& {FARIAILSE,

. 7E OpenShift Container Platform Web ##|&H, i Operators —» OperatorHub,
. MET ] Operator 53R A% OpenShift Elasticsearch Operator, #AJE = Install,
. #{R7E Installation mode %5 T All namespaces on the cluster,

. #BETE Installed Namespace 1% 7 openshift-operators-redhat,

R JitEE openshift-operators-redhat €844 22[F], openshift-operators ip & Z [/ AIRER T =
1 XIR B operator, XL operator REE(E, HEHA B metric ATBES OpenShift Container
Platform metric & #r48RE, MmmSEUHZE,

. 1% Enable operator recommended cluster monitoring on this namespace

XANEIIE Namespace W R FiXE openshift.io/cluster-monitoring: "true” I1%:, S
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

£ stable-5.x /E- BHIE,
FE— BEHLESRES -

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EHE R AT BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EILRAE A Operator B,

. = Install,

. BT tI#:E] Operators - Installed Operators T34 1E OpenShift Elasticsearch Operator B.#

TR

. % OpenShift Elasticsearch Operator ZEFiB W H F#5IH, 1F Status 5y Succeeded,

10.2.4.3. [ CLI %22 OpenShift Elasticsearch Operator

IR E LUEF OpenShift CLI (oc) &% OpenShift Elasticsearch Operator,
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FeREH
o HA{REH Elasticsearch FTEHFAMLEE, FEE Elasticsearch T REFTEB SHEHES.

MR AMERTHAMEE, BAEEARARE, X7E LocalVolume X R
#) volumeMode: block 3, Elasticsearch ;& {FARIAILE,

Elasticsearch R NFHER N ARRF. BKILERT, OpenShift Container Platform &4 3 4~
Elasticsearch T s, HERFIERMEHI) 16 GB, #IAIEBEH =/ OpenShift Container
Platform "7 s A BE% B B IR Z1EEBEFIZ 1T Elasticsearch, #1RIBE| 5 Elasticsearch 8%
A 77 (A, E$E¥qﬂm\\ﬂﬂ%% Elasticsearch s, MAREMIME T =R LHHTE,

o HEHENNR.

e B%% OpenShift CLI (oc) .

i =
1. B/ — Namespace X R{EH—1 YAML 3044 :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector:
labels:
openshift.io/cluster-monitoring: "true"

Q RLIIETE openshift-operators-redhat e84 22 [F], ZE[51EAJEES1EIRAZE, HIT
Prometheus Cluster Monitoring ¥ E2& 5 M openshift-operators-redhat 4n 4 22 [A] 112
Efg#r, MmAZM openshift-operators #p#4 22 [A|H12EX, openshift-operators fp+ 22 A
AIBER B &1L X Operator, X Operator AMEEE, FHABERALZHES metric WRFRERB
1805, M FBURZE,

Q FR&EBWITIRBIIRIEEZING, LAARER LRI openshift-operators-redhat %
%#]Eﬂo

2. BT a4k Namespace X £ :

I $ oc apply -f <filename>.yaml

3. LLYAML X4 = 6 OperatorGroup X1 £ :

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}
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IRT3E 7E openshift-operators-redhat &34 22 (4],

4. iZITUA T ep 3K OperatorGroup X4 :

I $ oc apply -f <filename>.yaml

5. ] — Subscription X & 31T % OpenShift Elasticsearch Operator BIf & 22 :
1T B 7~

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

1R7T38 7E openshift-operators-redhat &34 22 (4],
157 stable, =X stable-x.y /EN3E, 155 WL TFER,

Automatic 7o1F Operator Lifecycle Manager (OLM) A #hR Ao A B shE#H
Operator, Manual 23Xk E55& L4 EIEMA 7 #it# Operator B#,

o 009

157 redhat-operators, #15E OpenShift Container Platform SEE¥ L2 EZRMLEH (HHFF
TR IEIEROEERE) , E S EELE Operator Lifecycle Manager (OLM)AT Bl 22 HY
CatalogSource % R FF.

=1
15 TE stable REFHISEMRAH Y FIRA, FEATHE installPlanApproval:
"Automatic" #J stable & B 511 Operator A% ENHHHIFAE EARAFRARA,

157 stable-x.y 2 REHFEERANHFNRMA. EATHE installPlanApproval:
"Automatic" #J stable-x.y & Bz Operator A EIE A (TR AP RFTEER
hR AR,

6. ZITLAT e m RN AT

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator 2 %% £l openshift-operators-redhat fp % 22 7], FH 5 HE!
SHPNEBIIR,
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I $ oc get csv -n --all-namespaces

2. REmdH, FBILAEA Mm% ZEEARFEIE OpenShift Elasticsearch Operator #J Pod

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-system elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1  OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1  OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

10.2.5. Bg & H &7 i
& LUt 82X ClusterLogging B iE Y HR(CR)XREE H &AM B EFZMERE,

SERFEH
o HEEANR.
o B &% OpenShift CLI (oc)

e %%k Red Hat OpenShift Logging Operator #1—MNAEREEFHE, ©=& LokiStack
Elasticsearch,

o RBAIET ClusterLogging CR.

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator BTk A, MNREB 7T
M Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE M Logging,
BE % Logging 5.8 B EOL Hik, #&EAILUFER Loki Operator ¥E2/ OpenShift Elasticsearch
Operator WERARRKEERINBEFMH. IEEXAFTILREMEAHBHENESZEER,
BB H¥E A Agnostic Operator,

ff

L=

S

1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~
I apiVersion: logging.openshift.io/v1
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kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

e EAEREFEMERE, XATLLZ lokistack =X elasticsearch,
Elasticsearch B Z R IE R &%

BETRERE, XMERTUZ
ZeroRedundancy. SingleRedundancy. MultipleRedundancy = FullRedundancy.

LokiStack Py EED & 1%

x O 009

¥ LokiStack 53 H&EFEH ClusterLogging CR Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. ZfTLA 4K ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.3. fid & LOKISTACK Bi&&EiE

FEBRFILKIAEA, LokiStack IEHIZ Loki #1 Web {25 OpenShift Container Platform S{3 % IE&E MK
BMBEEKICTRHASE. LokiStack BULIR{#E A OpenShift Container Platform B 2% iE 3o Hl5C e % 78
Fo Loki {3 BEFHERA N ANEHGSAEBFIE.

10.3.1. 5 cluster-admin BB A &0 &HAH
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BF

LA cluster-admin B B3 EHZ AN REAERMNBARFEE, HbhEEDREMAZENR
MR EMAT 5120, 253 1% Parse error: input size too long (XXXX > 5120),
T BiFHhIEF) LokiStack AR B &I R, E{#E cluster-admin B AN cluster-admin 25
B Gl. 1R cluster-admin HRE7E, BB EHSMENA T HRMEIEHE,

FERAUTHE EH cluster-admin F RS A Al E#72H,

AR
1 BIALLT e8I 2#TA -

I $ oc adm groups new cluster-admin
2. WAL T e BRI AP AINE cluster-admin Z4HA :

I $ oc adm groups add-users cluster-admin <username>
3. FIALL T e SRR cluster-admin A& :

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2. £ E B 4128 LokiStack 175

EHBICFARA 5.8 REHFIAS, L OpenShift Container Platform 528 & /5, Lokiingestion f1#
WERRMASIET R CPU MlIRGFERIRAIZTT, XEEE OpenShift Container Platform EE¥E 3
T2, LokiStack J&EEHl. 1T H@i3E M PodDisruptionBudget %#R¥ESEH, Loki Operator 2/

Loki i& & PodDisruptionBudget 7R, ©RE T ENMAHXI AR pod BE, LUAREERG
TER#RE

Heth BT

o Pod HMTIE Kubernetes 344

10.3.3. fid & Loki LLAR T S k=

EHEKILE 5.8 REHMARAA, Loki Operator TFFIXIE pod R FEHMEFN], LUERRE—HEH pod
EREHPHNRR AT =L,

KEAMER pod I—AEME, AFEHCIIHFEAERNT =, RREMER pod W—NEM, BAFMHEL
pod AR EANTI m L,

1£ OpenShift Container Platform /1, AILUMEBN pod KZEM4H pod K X MFERIBEM pod EHIEE/(EIT
ZPRE pod A HIAE A FE BB LE T m,

Operator 2 NI A Loki HHXEBEEIN. H1LH podAntiAffinity #L0l, HAE3E compactor,
distributor, gateway, indexGateway, ingester, querier, queryFrontend, 1 ruler 2544,

& BT L@ 1E requiredDuringSchedulinglgnoredDuringExecution FEEHECEFTEHIN B R E R Loki
YA podAntiAffinity 1% E

ingester HHFBI A F % &R HI
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apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname

© =BT,
© IUTE-ER () FHERFLHUI,

Hith

=

i
e PodAntiAffinity v1 core Kubernetes 344
e ¥ Pod BR%: 17 s Kubernetes 344

o {ERAXEAMER R RELMERNIAEX FH AL pod ME pod

10.3.4. X F X BB R H

FEHEKILK 5.8 REFHBARAR, Loki Operator @17 pod it BREISZ X RAMBIBE H, /=X
heEriRm A S, FRALERIHE—KIGHENAEERKX, THFHREXR/NEEN
1x.extra.small. 1x.small 2 1x.medium i}, replication.factor ZER & BB N 2,

NBRIEBES, EREEVEFSEFNRTFEENTRREE, ERATRARKARRLEEFERES, |
REHBUROVAREREZFBREARN, SMXENMEERFHLONE, ULMRERF,

BAX S I8 LokiStack CR =%

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2

zones:

- maxSkew: 1 e

topologyKey: topology.kubernetes.io/zone ﬂ
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ﬂ FRAMTE, HARESRM replication.factor B

@ LIEHBMNAFHREAN, KEHNRBEXME,

g A RIME AR pod MEMRKRZER, BKIMEN 1, BIREEE O,
Q LAG T s bn et BB FR MBI R E LK i

10.3.4.1. NRIMBIX ¥ & Loki pod

£ OpenShift Container Platform #, H4fFERARXFRITEVRN, *LZEXKYK, THAERKIEE R
HEFER OANEE XS, S8 RMNIIEEEN. MREH OpenShift Container Platform 5£&$i%
BEEE NGB LIRE, NRKEXBATERSHRSHEBEE X,

Loki pod 2 StatefulSet B9—&R4y, &1 1Mi7 StorageClass M RE &M PVC, &4 Lokipod REH PVC
HRBRER—RXEh, YEERPTLEXMIER, StatefulSet Mg B2k E KA X dh 2 F0THY
pod.

Digk

H
LU Rz MHBR R Ry PVC, UREPSENMARIE. T ERTNEEES

%89 LokiStack CR 4 replication factor FFE%, MNIZIRZEXB N AT 189(E, LUFARE
Loki &,

SeRFMH
e HEILFKRA 5.8 HESERE,
e I5iE LokiStack CR REEAAT 1 WEFIERE,
e control plane MBI KN, BFEX AP EYT R THEN ISR TIC,
StatefulSet #2#I#8F 2 B Z X EHFARE RIMBIX HH pod, FEHKREH PVC B FRWHRAF, FRUB

PEFFAERTRAMNXEEES I/, EXFIMREMBNEXF PVC, LUMEEFHFEXPRINEFOUESIR
2 Loki Pod REE & PVC,

bk =
1. BT T®%, FHATF Pending SRS pod :

I oc get pods --field-selector status.phase==Pending -n openshift-logging
oc get pods i th <l

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0O 16m
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% 10 % B
© i pod 0 F Pending 75, EHENIRM PVC i FAMHIEK .

2. 1T T4, FIHATF Pending RSHI PVC :

oc get pvc -o=json -n openshift-logging | jq ".items][] | select(.status.phase == "Pending") |
.metadata.name' -r

oc get pvc fiitH R~ fl

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

3. BITLAT a4, MER pod B9 PVC :
I oc delete pvc __<pvc_name>__ -n openshift-logging
4. RE, BITUTMSEMER pod :
I oc delete pod __<pod_name>__ -n openshift-logging
FRINMIRR XN R T, NET AR ESEHRHEEN],

10.3.4.1.1. XM FLAEREH PVC FH1T8BEHERR

INR PVC JoHIRALE 234515 E 7 kubernetes.io/pv-protection, PVC AIBER 4L TF terminating K75,
BREZLEZRROZ ST PVC BRINMH BR,

1 BITUTaSHEREA PVC B4 4588, AREMR,

I oc patch pvc __<pvc_name>__ -p {"metadata":{"finalizers":null}}' -n openshift-logging

HinBR
o IR Kubernetes 344
e Kubernetes X #4.
o {f pod #H$h 72 mHRHIZEH pod ME

10.3.5. Xj_ Loki E /L,\E’J*EEQEHU:T]EJ
EBRFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator BRIARRF fr A B 4 B &R 15 17]
R, ENEEA, EBHEEREBERSVINMR, BRIE Operator EANFELUFINEE S AL, RIBEH
REEMRE, HAUERAUTRAEEN BEREH

o SISO ANRIRES

o A 28 [F]SE [ SR
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o AEBE Y admin ZH

ERNEEG, BREVRIEMENABHENEEABYE, Red Hat OpenShift Logging Operator 12
HUTERAR

e cluster-logging-application-view %% 1B FATE R H EBITNER,
o cluster-logging-infrastructure-view 1% % B E i 2244 B AR,
e cluster-logging-audit-view 1% % i32E & i1 B EHIFR,

INRIEMULETRIRR A T2, NIZI4 B9 EE A & logging-application-logs-reader F1 X EXHIEEE A BYE
logging-all-authenticated-application-logs-reader 12t AE %A, RIFEMET BB RIEBRFE
P 44 Z2 [A] AR ER T (R RR

ﬁ E,E
Y FEEANARRFBESH, BEaEZERNRIAF GRS RZEM,

10.3.5.1. EEEERIA 5 1]
ERmefERREIBERAR, URKBERSEHENIER,

ClusterRoleBinding

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

ﬂ Zi4+# ClusterRole 2 cluster-logging-infrastructure-view {1 cluster-logging-audit-view,

© ERURA AR,

10.3.5.2. g Z2[A] 1 7]
RoleBinding %R = i F ClusterRole * § &€ Y F 2 4H =] LAi 7] B SRy 6 4 22 Al

RoleBinding =4

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: allow-read-logs

namespace: log-test-0 ﬂ
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roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

@ STt RoleBinding I AEIMI AR AZEI,

10.3.5.3. H%E X admin HijjlA|

MREHWBERARSFTER ZHAF, EALUFEA adminGroup FECIEBEE X 4H, BT LokiStack
CR By adminGroups FE& 15 FE RIERIARI A 7RI P #8418 admin, SIRIT4EDEE T cluster-
logging-application-view f& &, NIEE B BERGSRFTE &R EFNENBREFEE,

LokiStack CR 7=

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group G

BE LEBRAMNELER AT A,
= R A ZE list [] (ESZEH admin 2H,

-

&&= 1)\ 4 (system:cluster-admins cluster-admin,dedicated-admin)

Hb TR
o {#F RBAC 7 X 1N BANFE

10.3.6. {#FH Loki 5 AE T HRIRE

FEABRICERE 5.6 REEMRA, EBALREASREERERE, XENNTLFHHRE
MANERILE, S0RRFNEEEIXHNA, U!'J*HF’MU!'JAEQ%MU!UZﬁuf”}fﬁo

B, SN

BF

INFRRBTE s3 M LokiStack BE L HIR (CR) HE VREAH, NFAEEH
ENRXKARBAE 3 FhEfEP, XWRIIE 3 7if.
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% i
ARATILTRA 5.9 MESRAZFER vi2, BRIUER VI3,

. BEERETRIERE, 1H02—1 LokiStack CR :

AWS HETFRNLEEREF A

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: gp3-csi
tenants:
mode: openshift-logging

ﬂ NFEABSRAERERE. I : KFBAISEFHENREHEPNEER.
Q HULRBARINE CRES, KEPRERARKRE.

g BEBATEXBRE stream.spec: limits B9 LogQL #if] :

AWS BELTFRIE T RERE R H

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
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global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: gp3-csi
tenants:
mode: openshift-logging

Q RIEFE X B R BRI, BMHIFE KB 2 application. audit 1 infrastructure,
@ CERTEULETRMN LogQl Eifl,

2 .F LokiStack CR :

I $ oc apply -f <filename>.yaml

G

XAERATAHEHNESERRE, FRANKEHEEFHEEXHNRKX 30 RNERRFRE
GEGR

O

10.3.7. Loki 3 3[Rl 55 iR #R PR BERR

#NR Log Forwarder API 81 KRR FI R Z(E R L E Loki, Loki REREERHI(429)5H 1%,

XEHIRABEREERERESERLE, B0, L0 logging RINEIEEBFFELEHEMNERFET, logging
H‘L_t ﬁj\*l.”zﬁfjbﬁalLA?KEETTH&%H:II{JLJEKBE%”%EIBEQ EJX*FFI%E/R-F ﬁﬂ%uﬁ\ﬂﬂ%ﬁﬁluﬁﬁﬁf;’]\?'j

BERE, EBBRASBENIE, FEFERRBF TR R ERRRH IR,

IR EEPR BRI L 4, IMATLLBITIETR LokiStack B E X HHIR(CR) SRR R I 0],
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BE
LokiStack CR 1£ Grafana £ &/ Loki LR A, AFHAERTF Grafana ILER Loki AR
4583,

Conditions

® LogForwarder API B2 & 7% H & A Fl Loki,

o fMHIRLIM Loki KiEARTF 2 MB BISHRIR, fil :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

e f§i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERL RS
= »L/L-F%EI T«i/% /u\z Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £5i5%H R~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 5158 2R~

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EERBLERNBREBRX MR, B0, 7E LokiStack ingester pod A :
Loki ingester £515%5H 2RI

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream
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e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate F % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize FE& & X B MNEHERI AN R AR ERBHIRAAN (LLMB
fir) o XMER—NERS, FILEXEAEDTEEMESFERPIHHNZREERN, T
f¥F KT ingestionBurstSize HEHEANIHE K,

9 ingestionRate T2 B RARAHERENFRS (J«/L MB ML) . INRERERET
RN, NMISHITERRBHIE R, BRESREHRAZEAE, RELEEERTRS, R5F
KIEEBRPTHRIER TR,

10.3.8. EZi& Loki LAA1F memberlist A1 K

1£ OpenShift &8/, EEABEMEMAIETH IP MASERH, ELL, Lokimemberlist EBERKN, EHEK
INERT, EREARLE IP W%,

ENEEA, EALUA memberlist B &% pod ML, ,u\_JL/L{P‘E& LokiStack CR, LAf#F hashRing
spec 1l podIP, EEZE LokiStack CR, 1EFERAUTMS :

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

LokiStack 7~fil, {#HEE podIP

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

10.3.9. HE ¥R
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o | oki HHTHY

® [ oki Query Language (LogQL)3Z#4

e Grafana {{ZRMR

® [ oki Object Storage 344

® [ oki Operator IngestionLimitSpec 344

® [ oki Storage Schema 344

10.4. Bt @ ELASTICSEARCH B &7
IR BT LUE R Elasticsearch 6 EZEFH 4 B SR,
BRI LB BEFMH, 215 :
® Elasticsearch &£EEHTFfH
o TEEMHHHIETRZASHSH, MEESHEFTEH

o AL ERiJjIA] Elasticsearch #(iE

10.4.1. i & B &= 14
8wl U@L 821 ClusterLogging B 7E X HR(CR)RECE H & FE AR A SFHE R,

SERFEH
o HEEANR,
o B &% OpenShift CLI (oc)

o B &% Red Hat OpenShift Logging Operator #1— M AEBHEFNE, E©= LokiStack 2K
Elasticsearch,

o KBEAIET ClusterLogging CR,

P2y~

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator BTk A, MNREB 7T
#ABE Logging 5.8 & 5 # OpenShift Elasticsearch Operator, BiF444# A Logging,
B % Logging 5.8 B EOL Hik, #&AILUFER Loki Operator ¥E2/ OpenShift Elasticsearch

Operator E’J%ﬁ?ﬁ'?ﬂ%@:figkﬁ\ﬁ oy ﬁ% &Dﬁ'ﬁﬁ;& H IL.\IEQZKLEE F‘HHE H HEE,JE%{EI oY)
BZ A Agnostic Operator,

i =
1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> G
lokistack: @)
name: {}
#...

e EAEEFEMERE, XATLLZ lokistack =X elasticsearch,
Elasticsearch BEZ R A LR &L

BETREE, INMETLUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack Fy AT 1% HD & 1%k

x O 009

¥ LokiStack 53 H&EFEHI ClusterLogging CR R~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. IZ1TLA T4k ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.4.2. & it BEE L BB EEFE

EBEICREBES, FERMEMELEERINELE CIusterLogglng BE I}?(CR)E‘JEXE’JP\]ﬁBE/u\
FEho

MNBERT, #FITASTREAZIARBESEN, BAITREREEME. CREHCHRELHEITER
BRI SERENL RBUFHMERER, HFEASENREY,

MREKNEEHBENEE, WAFERE— ClusterLogForwarder CR, #RF7E
ClusterLogForwarder CR, BEFRRELZBINEBAEFME, FRIEE LT & default HiHWEE,
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iz
{8 Log Forward API {55 1 H &5 & B NEB Elasticsearch L4 :

1. BIEHSmiEE X ClusterLogForwarder CR % RE YAML 314 :

o f|E CR LUSFIA BEE B L ZEEIRER Elasticsearch Z£41, &8 LIfE AT B ISR
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ B (pipeline) E X fERIEEREHEAMBEETRE, B kHNBEEE L BRI
Elasticsearch SE4l,

B MEEBPEERE=MEENARE : MNARRF., EMRHMEFEZ, IR
EEREATREY, XEAERTRBEEHEZK.

o MMRIEE—NINEH ClusterLogForwarder CR, & EERINEIH 1T B EBEREH A,
BAZEE LB IAFIE, fla0 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
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secret:
name: secureforward

pipelines:
- name: container-logs

inputRefs:

- application

outputRefs:

- secureforward-offcluster
- name: infra-logs

inputRefs:

- infrastructure

outputRefs:

- elasticsearch-insecure
- name: audit-logs

inputRefs:

- audit

outputRefs:

- elasticsearch-secure

- default 0

ﬂ HEERAIRLFIN, AR HEITEHELRIEEARER Elasticsearch L4,

Hih 5w
o XTHEWEMELL

10.4.3. Bo & B &R BT [HE]

Re] LABR B /REZERS, T8EENIA Elasticsearch BEEFHIFE =B EREMNERS|METK - EZeM B,
EZFH*%F% H IL;\*D EH 'l«—]‘ E ho

ZRERB RS, MFEEN ClusterLogging B E L HIE (CR) AR ENHERIZE maxAge 58, CR
I Le{E N Elasticsearch JRNERE, BIRE Elasticsearch Al it BRIZEHZRE |,

INRRB|IGLUTRHEZ—THE, Elasticsearch RIRENIFRB|, BHUFIMNERS|IHAIBRHRE
e 325|BF Elasticsearch CR ##J rollover.maxAge {E.
o RE|K/NEBITESD L 40GB HE.
o 3RBIH doc MK T E 5 FEFLL 40960 KB BIE,

Elasticsearch £IREGECE R E RIEMPRIRTIFRE. MREXEHEMEEREBREBR, NRKIAE
7 REMERBE S,

FoRFEMH

o W& % Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

it e
E% E Ib\{%%ET]Eﬂ

1. 4a%H ClusterLogging CR, LURINSK{EX reservedPolicy 54 :
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ 18 7E Elasticsearch NiZ{R B BN BEIRAIN A, HA—DEEFN A B4« B(w). D
(h/H). 28 m)F#, i, 1d KEXK—X. FfA#B1T maxAge BB BES%MR. BRIAE
/R-F EIL\E{%E 7 960

2. &R LUSSHIE Elasticsearch BE X BFR (CR) HHILE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
SR RE /MRS EMERN BRERKFRS], FEIRDE 7 RIMRIREHZRE,
OpenShift Container Platform & 15 280 &E—R, UBAERTEERNZEEI,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:
maxAge: 8h 9
pollinterval: 15m

MNFENTEER, RERBRKRMANMBRAASNZIRN B,

®9

2. 5% OpenShift Container Platform fHIBRIZZ13RE], LthiXE=ETE ClusterLogging CR
% B maxAge.,

o

LVRBHZRBIAF, OpenShift Container Platform BEZ EMZRE|EHL, HHEH
ClusterLogging CR #1#J maxAge ‘R7E.
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Q OpenShift Container Platform {+ g E N ZG EIREIFRE, XEBRINKE, FAE

X
p= Y=
T X FFEH Elasticsearch CR, X[{REEZRIEHIFTA B EB 7L ClusterLogging
CR Hift47,

OpenShift Elasticsearch Operator 8% cron job, LAERE LIRS NENRGRDIZRE], FEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

10.4.4. B EFHEEE CPU fINFIE K
BMAHHASE R VFHEE CPU MINFIER, BARNIZFohiEXLE(E, EH OpenShift Elasticsearch
Operator R & & L ME LU RIMENE K,

P2y~

TEARBERED, Elasticsearch RIEERBMNEIVIRNEFERETERE, MMTSBRIERTSHRH
OOMKilled, INREBELXNAR, V5= Elasticsearch IR IE1E KA RIE.

B Elasticsearch TV RE T UERBEHAREIXE Ti21T, BEEFBEHDREVCIEM, SFEIR
1B, NE pod NiZLEHMBEN TV TEINN16GI, HIFNE pod DE BT 64Gi WREZ MK

==Y

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
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type: "elasticsearch"
elasticsearch:
resources:
limits: @)
memory: "32Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFEEIEE Elasticsearch B CPU F1AEFE K, MIRXLEBEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEE. NFIHKRHR
INMEH 16Gi, CPUIERN 1.

pod AT LAFE AR KX FTIRE,
WE pod FiE &R /N KR,
RIEFZEZIEE Elasticsearch REEH) CPU FIRFIERK, MNRXL(EBEH, N OpenShift

Elasticsearch Operator RIXEIIME, EIINEUHERSHBENEE. NFIHKHER
IMEH 256Mi, CPU iERKHIERINE S 100m,

o0 o

TE A% Elasticsearch RFER, MBI N %A TE RFRIE,
fBlgn -

resources:
limits: @)
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

@ iRnERHE.
®© =EEX

Kubernetes —f%:EfE TV mBLE, A SIF Elasticsearch EFIEERIRIE. HiEXK (request) #1 PR{E
(limit) X BHERBEME AR Elasticsearch AILMFRGREEMRNE, BETREETRHRAG,

10.4.5. ) BEFMEE B S B2k
&R LATE YN R B R BB 17 s 2 (B & %1l Elasticsearch 2 F :

FRFH

o WI&% Red Hat OpenShift Logging #1 Elasticsearch Operator,

206



10 = BiSFE

Y

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ N FREETRER, ERREREFENA.

® FullRedundancy : Elasticsearch &8N RSN ED A RESHEENBIET =, XA
RMEENELMYE, ERNEFESARENHIFAMERE.

e MultipleRedundancy : Elasticsearch &8N R5IMED S B —FHHIET
o XAERES MR ARERIFIITR,

e SingleRedundancy : Elasticsearch HBNREINED FEIEF—1EIXR, REFEED
AR =, BERBERAATAERRE, ER 5 MRELZ T RN, el
MultipleRedundancy, EARBERF LLEREE N A F # 1 Elasticsearch 1 smHIERE,

® ZeroRedundancy : Elasticsearch RI/EED FHIRIAR, IR KA EHRE, M)

AREHFREASHE. MREFEXIMEMIELEMN, HELET B SBE#E/PVC
&0/ R E R, ATLEEER LR,

% o
RE| BRI ED FHESE T Elasticsearch #1E T 9% B,

10.4.6. 451 Elasticsearch pod
D EBEP I Elasticsearch pod 8 E FIRER 5 B EE L 3K Elasticsearch MR TRE,

INRAER, RI%Z—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR AR [E14%
g, EALURIE S — 1 pod #HT4E .

pa -3
_ INR Elasticsearch ££8¥1% & & ZeroRedundancy, |7 4E Elasticsearch pods

10.4.7. W BEEHE BT AEEFE
Elasticsearch BERFAMENE, FHEREBIR, Elasticsearch tEaEHE,
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DIk

==
[=]

1 Elasticsearch P AL HE NFS FEBIESHIFAMS (E BT NAS b0
Gluster) , BN Lucene #KiiiF NFS TREMIXERGAT . BUIRE ARG E Ath (o]
ARESKE.,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ik =
1. 4%% ClusterLogging CR, N&EEHFHENE T RIBEENBEEFAMSER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AHIRIEE, KEFHESMEET REBAERTHR200G"H AWS B SSD (gp2) #FHEH PVC,

2 3

MR AMERTFHAMENE, BAEEARARE, X7E LocalVolume X R A
volumeMode: block i, Elasticsearch FTiE{FARIBILSE,

i

10.4.8. /7 emptyDir ZFEESE H E&FME

&R LUFF emptyDir 5 BSfFEBECEARAUB—NMERERE, Inh 8B —BEREFRA Pod FEIEER
=2EK.

i

% \
' M emptyDir i, MNREEHEIMEBEREHFHE, BEHEER,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it
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1. 4w% ClusterLogging CR LUIEE emptyDir:
spec:
logStore:
type: "elasticsearch"
elasticsearch:

nodeCount: 3
storage: {}

10.4.9. #1117 Elasticsearch £EA &S

£ E X elasticsearch Bt &M 513 {E{A elasticsearch-* BEE BN, HUTRTER,

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIRIER,

FoRFEH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
i
PATEBRESS -
1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. jKBX Elasticsearch Pod B &5 :
I $ oc get pods -I component=elasticsearch
3. 4EIHIREESS Pod, LUET{Z LM Elasticsearch ZXHTHE :

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. fEF OpenShift Container Platform es_util TEHYTO F RSP RIF, BEREXVIZIDXRESFEES
AR ERE -

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

o -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

it Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFIEEAE XA S T0 K 4 -
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

i th o Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESMHEFEHBE—TESKE

a. BUAIER T, OpenShift Container Platform Elasticsearch 35 IEAE T S#EHERE, fF
AL TR AT HEBEREF ST Pod FREXVEHN :

I $ oc rollout resume deployment/<deployment-name>

4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

EET —/# Pod, & Pod EAMZEMBRE, MEEMEHTT—EE,

I $ oc get pods -I component=elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. BRETMIG, EE Pod LRILHHERE :
I $ oc rollout pause deployment/<deployment-name>
flan :

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

fai th o B
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I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1 Elasticsearch SR 2 AT green =X yellow K&

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

. IR IEXT SRt P {FEAM Elasticsearch Pod #4T T #EHHERE, 1% Pod AR
- BEE, HELOEEFERHTH Pod &R,

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

!
Q ERSARERT, FBRILESHIES green & yellow,

7. BNEREEN T Elasticsearch ECBEMET, &N & Elasticsearch Pod & X4 1%,

8. HHEMNNMARER, EFERSHTFE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
it Bl
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{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. I BIESS Pod, LAMEEI&E#HEE L XE Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.4.10. S B EFEIRS A TR H

%ﬁi}\'ﬁ}ﬂ? %/f}‘AE/b\lﬂi%ﬁ’é%ﬁl&lﬁ]ﬂﬁB%T E/b\lﬂiﬁ’]ﬁ/b\ﬁﬁ%o n_.\__”’J\FIFH ™ re—encryption
termination R AIBEH, LUSLIIAERYS B &7 AR 55 BT [0 SRAREREIE.

A, DA UENECUE—NEFINEERA, FH OpenShift Container Platform S B &4&H

Elasticsearch CA IEBLUMA R A B EF:ME. RiE, FRASESUTAREM cCURLIEXRITFEE BEEE
RSB

e Authorization: Bearer ${token}
® Elasticsearch EFINFAEREHF Elasticsearch APl 1H3K,

TERER, AILAEA HEFESER P UiR BEFMERS . BRUERUTHRSZ—RKIRE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
it Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R LE AR TR e SR ERRF 1P il

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"
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it Bl

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 29 100 29 0 O 108 OQ--i--i-- --1--1-- —----- 108

WTE S Red Hat OpenShift Logging #1 Elasticsearch Operator,

W/ MBERHIMBR VIR, UEERHHEBE.

KRR AT B BT

i A openshift-logging i H :

I $ oc project openshift-logging

2. MBEEMIREL CA IEFFHEB A admin-ca X4 :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
it Bl

I admin-ca

3. LYAML X R QB EEEIRSHIERE -

a. ERUTARBCE N YAMLX 4 :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

10 = BiSFE

WNINBEEFME CAIERHIERA T —FHHaS, BRBRE—EERMNBREMERN

spec.tls.key. spec.tls.certificate I spec.tls.caCertificate &%,

J:?i'J’J\-F ﬂP%, :l‘\f.f'E/L.\ﬁﬁ% CA 'LIE:E'//J\\ IU\EJ: %EF'@IJEE@E%HH YAML I:F :

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
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c. DIRERMA :

I $ oc create -f <file-name>.yaml
=1

I route.route.openshift.io/elasticsearch created

4. EZENFFT Elasticsearch RS :

a. IRERLEARSSIK P BYmRE, LAEEIEKP/ER :

I $ token=$(oc whoami -t)

b. FHEAIEH Elasticsearch BRI BE NIfEL &,
I $ routeES="0oc get route elasticsearch -o jsonpath={.spec.host}"

c. ERIEBHARTEMND), HSTU TR aREITAFHEEHE R Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

SUIVESDE R IR
it~ U

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>":

}

<for search>"

10.4.1. IR FAHBRIAM Elasticsearch Bi&1EAE, 1EMHBRAREHAH M

ENEEN, BEHRBEZRINERT, AEFETRLINE=FBEFHEETERRIAR Elasticsearch 77
fiRS, EAAMB SRR HRBIRIL D RERBA M

HaEie, NREEFEMAIIAM Elasticsearch HE&ETF#E, &RILAM ClusterLogging B E Y HIR (CR) A

HHIBRPIER Elasticsearch logStore #1 Kibana visualization 2H4F., MiFRiXLeHER A LR, BEERER
I}?o
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ToREKMF
o RIFEHMBELAREEENBERIBA ERBIAB AL Elasticsearch 5£8f, KRETAREER
& 4 # ClusterLogForwarder CR YAML 31, KiEE 2A1RE default B outputRefs T
o faln -

outputRefs:
- default

DIk

==
(==}

R ClusterLogForwarder CR ¥ B & #E 5 % EINER Elasticsearch 58, FHM
ClusterLogging CR #llif% logStore “Hit, 1EX#IERT, AEB Elasticsearch &£
FAGFEREFHEBERIRE, X2FBHEEK.

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

2. JNR7FTE, EM ClusterLogging CR H/ifik& logStore #1 visualization /\77,

3. &% ClusterLogging CR ¥ collection /N7, Z5REN BT RA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4. FUEIEESR Pod BB EEHEHE -

I $ oc get pods -I component=collector -n openshift-logging
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EF—_'; 11 =1 E Ib\lﬂ%%?&
M1 BABHILTER

HEIDRERME N Red Hat OpenShift Logging Operator RN —ERHRE, EREVRTHEWENBE
EEEERSHENEER. INRMELRE Red Hat OpenShift Logging Operator 5% Enable operator
recommended cluster monitoring 1113 /5 X 45ir, BRXREHEILE Operator WEZER, &
ﬁ[%‘[@iﬁﬁ Web }HG% ﬁﬁ% /L.\IEZZKL

A BEIL K ER 4 1£E openshift-monitoring #7422 [A] Y OpenShift Container Platform W22 1%
Alertmanager, FRIEMREER T At Alertmanager £,
11.1.1. #£ Administrator #1 Developer ¥ & A1} [7] Alerting Ul

Alerting Ul AT3&@53 OpenShift Container Platform Web 12l & B Administrator ¥ %01 Developer 1
YilAl,
e 7£ Administrator i/, A Observe - Alerting, Lt#lAFH Alerting Ul FRI=NEETIE
2 Alerts. Silences 1 Alerting #L)UI| 71,

e 7£ Developer fifa/1, A Observe — <project_name>— Alerts, TEXXMIAR, LRk, #HE
FNERHNEREL Alerts TIHEIE, Alerts T GRS REETAIETE.

1 Developer fl A, EAILAMATE Project: <project_name> %3 A5 [0] B#%/0)
OpenShift Container Platform F1F8 /& X T B ik, B2, MREERBLUEHESEN
BEF, MAKETRS OpenShift Container Platform /DI EEXMER, BHENE
AL

N.1.2. BEICRIRESRER

EH&ILK 5.8 REHBIARAR, Red Hat OpenShift Logging Operator LA F &R, ERILATE
OpenShift Container Platform Web 22l & fh & & X L2 1R,,

EiRaH HE ek BT
CollectorNodeDown Prometheus Joi& &R TIEEIRRINER 2R, Critical
(scrape) hamespace
/pod W& 2RA g
10m,
CollectorHighErrorRate  value% #Iit k& 53 namespace/pod &%  Critical
namespace/pod % BAHERE,
Ro
CollectorVeryHighError value% Mt K& 53 namespace/pod & Critical
Rate namespace/pod % SRR,
Ro

11.1.3. Vector I8 & B ZR
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EBEILEK 5.7 REHFHMAH, AERE[ERLLTER, EILIE OpenShift Container Platform

Web $2HI & R EEIXLER,

R 11.1. Vector BEESREHR

g

i

CollectorHighErrorRate

CollectorNodeDown

CollectorVeryHighError
Rate

FluentdQueuelLengthinc

reasing

11.1.4. Fluentd Y85 E4R

M
0°eh

<value> of records have
resulted in an error by
vector <instances.

Prometheus could not
scrape vector
<instance> for more
than 10m.

<value> of records have
resulted in an error by
vector <instances>.

In the last 1h, fluentd

<instance> buffer queue

length constantly
increased more than
1.Current value is
<values.

Hah BEH
RIS DFR, MER Warning
R ERS, BKiIAH 10,

MERE Prometheus ;%R Critical
B4 ER Vector SE41,
AEHGEENBERS, Critical
ZRNTERT 15 D ENRAE 25

™

Fluentd R &FPAFIKR/NIEEIR  Warning

jJuO

PUFERMBIBH Fluentd HEWEESRERK. EALLTE OpenShift Container Platform Web $£#l& R EEIX

e
& 1.2. Fluentd IEE SR ER

i

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing

M
0

<value> of records have
resulted in an error by
fluentd <instances>.

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

ik s5EH
FluentD i B ER S, Warning
TE/1 15 D Epep B 10,

Fluentd & Prometheus & Critical
BETTIEIMENAF E M Fluentd 52

il

Fluentd R &P FIKR/NIEIEIR  Warning

jJuO
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g

Eid HE sk L

FluentDVeryHighErrorR <value> of records have  FluentD fitH iR EIFE  Critical

ate resulted in an error by X, HEZEI15 28, B
fluentd <instances>. B T 25 1,

11.1.5. Elasticsearch ZR

IR BT LLTE OpenShift Container Platform Web $28l & B 25 & X Lo 4R I,

= N3 BRI

g

Eid 50 BT

ElasticsearchClusterNotH  S£EEERRASMLT RED D 2 98, BT ESERE, 2FF Critical

ealthy BEFRIR, E master T REKRILE,

ElasticsearchClusterNotH = SEHEERIRSH YELLOW E4 20 48, &S FEIARERS Warnin
ealthy fico g
ElasticsearchDiskSpaceR  SETilHAELUEH 6 /NI PR FREAL 22 H] 2 44, Critical
unningLow

ElasticsearchHighFileDes £ T~—VNRR, EBTITRE T — NI REFERERRE X4 Warnin

criptorUsage HEF, g
ElasticsearchdVMHeapUs  #5E7 =LH JVM H#FERAERE, Eik
eHigh

ElasticsearchNodeDiskW BT oA EERE, BET mAEEKAL, DR T EED info
atermarkReached BosAtb T e NZZEERT mRINE L i 2,

ElasticsearchNodeDiskW HF RS EERE, BT RAEGEKMAL, EE50E, X Warnin
atermarkReached AR NEFOEIEMT R, BERT RRINESHAZEE, g
HEEFOEALLT 2MIAZERE,

ElasticsearchNodeDiskW HFTRMEEERR, BETRAEMKKEE, ENEXD Critical
atermarkReached TR EQET DRSS EHIER Rk, YRS FERET
EIKALRRT, ZRBIBMFINAL R,

ElasticsearchdVMHeapUs  #EE7 LM JVM #FERAE KRR, Eik
eHigh

ElasticsearchWriteReque  Elasticsearch EEE TR EMNBE AR, T RATETER LR Warnin

stsRejectionJumps 5IEEL, g
AggregatedLoggingSyste  ZRLGTEIEE T R LEMAK CPU XK=, Eik
mCPUHigh
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ik Hh BEH
ElasticsearchProcessCPU  Elasticsearch fE¥i§E T S EFHM CPU X5, 2=
High

1.1.6. £ ¥R
o (ST TEAERIN

1.2. BE X HEIDRER

FEBFILK 57 REFHBRAF, AP ITLEE LokiStack B8ERAEK B E L EIRMIC KR, MRE
ERABE L ERAICFAN, RpfE R LokiStack A28 4H 4,

LokiStack BT HEMERMICFKMIETRETT LogQL RIANIRMA ruler HHEFAR L, Loki Operator
BT —NRTATIEL LokiStack KMEAERIFRR, ®TLAZ 1x.extra-small. 1x.small = 1x.medium,

EREXERERN, BI0E—" AlertingRule BE X R (CR), HEHEE 5 Prometheus XA Z
wH], =8 E Prometheus &M 1L %#I| B RecordingRule CR,

E18 7 o LAY application, audit, 5k infrastructure # P EC B &E T H & BRI R8I EE. REEE
SARBI A P Rl AR 1A G R RN AR Be B B T B &R E RS0 F 1817,

N RRER. T AERIZS M EIR BN L % E openshift-monitoring 454 Z2 A R OpenShift Container
Platform Y51 HEM Alertmanager, FRIFIZEEFA T A Alertmanager S, IRERA T AT IHE

openshift-user-workload-monitoring &5+ 22 [A] R 89 F 7 22 L B9T B B Alertmanager, N FAREFERR
INE E Bt 6y 4 Z2 (5] R B9 Alertmanager,

1.2.1. EE B2
JE A LokiStack #Igs¢HH R, A TUE X —4H LogQL FiER, ATFMELBFICFERIKICFKIETR.
EIE G AT LB T8 LokiStack B E X HHR(CR) K2 LIS,

FRFH

o B &% Red Hat OpenShift Logging Operator #1 Loki Operator,
e MEAIRT LokiStack CR.

o HEHEMNNR.

ik =5
o EIFA{R LokiStack CR B & LLF spec BRi& /o FAAINISS :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: <name>

namespace: <namespace>
spec:
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https://grafana.com/docs/loki/latest/query/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
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#...
rules:
enabled: true ﬂ
selector:
matchLabels:
openshift.io/<label_name>: "true"
namespaceSelector:
matchLabels:
openshift.io/<label_name>: "true"

RSB E A Loki BHRAIC AN,

e /IJ\\DDT/IJ\\}JDE”%F[ FH E /b\lﬂ%%?&%u *E'*/]_‘:E,‘Jﬁ%g]“ﬂﬁ,‘] E EX*%?TJQ_Q
9 //J\\j.][]_.]-/d\\ UEF‘ FH E /b\lﬂi%?&%u TEE‘\E"J@%?E]‘EHE"J E Eﬁé*ﬁ%o

11.2.2. %V LokiStack #il] RBAC FY R

BEGATURTAFBITSERABHES username RAIBMEEQ CWERMICTHN, EHABTE
N# ClusterRole X%, EFSESRAFMMENETABRIRZES (RBAC)IR,

EREICT 5.8 RERAR, 7y LokiStack 12t 7 LU FRFERMICTHNMERHAE !

sk

alertingrules.loki.grafana.com-v1-admin BEELAGNAFEBEEI AN RREEER
U, L&A ERTE loki.grafana.com/v1 AP
HrhfEE, LE. BEET. MIPR. FUHFILE A
AlertingRule #RHIFIER,

alertingrules.loki.grafana.com-v1i-crdview BEkAENAF T UEES loki.grafana.com/v1
API A #y AlertingRule FRAEXH B E L HIRE L
(CRD)WIE X, {B&BEIEAE XL FRIIR,

alertingrules.loki.grafana.com-v1-edit ERLAGNAF BN, EHRMMER
AlertingRule &,

alertingrules.loki.grafana.com-v1i-view ER A EA - FLLLE loki.grafana.com/v1
API A #y AlertingRule %R, BRI EINEE
IRHINBBCE, PREFERR, ([BREX el T Em

B,
recordingrules.loki.grafana.com-v1-admin B AENAF EEEEILFANMERL R

TR, LhEEREA &% F7E loki.grafana.com/v1 API
HrhfEE, EE. EET. MER. FUHFIRAL
RecordingRule FRHIFR,

recordingrules.loki.grafana.com-v1-crdview BEABHWAFTLLEES loki.grafana.com/v1
AP| H/ 8y RecordingRule F5REX8I B E YR
E X (CRD)MIE X, 1BS ﬁ%&&ﬁﬂﬁ&ﬁﬁmm
R
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BTRER sk
recordingrules.loki.grafana.com-v1-edit BERAGNAFBINAEE, BHMMER

RecordingRule &,

recordingrules.loki.grafana.com-v1-view ERLAEAFFLLLE loki.grafana.com/v1
API A #y RecordingRule 55R, S TA UG E I
BERANEE, AT, BFREXN el l#T
EER,

11.2.2.1. BIlF

ZHRAFPNASEAR, BYINSIIEEEAGHAERRER .
SHABGTLUREHIGREMEE, EFIUATERERNAGYHE, FH RoleBinding 4RI, Nf#
F oc adm policy add-role-to-user fp i, LA BICERATIEENMAZEH, HFEH
ClusterRoleBinding I &, #0{EF oc adm policy add-cluster-role-to-user i 5, EEABRN
RIS &2,

U RBlepsAHIEER - ERFEPNFEM BRI PO, LE, BEHMMFR(CRUD)IIR :

e o 22 A h ERAMN CRUD BRMER A RS E S 6

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-v1-admin -n <namespace>
<username>

LT R AR ERPRNERAMNRTFEER " EEANR
EEAPRNERAGHERT RO

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-v1-admin <username>

Hth BHR
o {EF RBAC & LHIN AR

1.2.3. {F A Loki B2 EF B EBZEHRHN

AlertingRule CR & & — &1 webhook 32IERE X, FATFHEBAHEA LokiStack SLHIBVERAMNIA, 7
4, webhook FERE LS RFMNIGGIESRAM

o 1R AlertingRule CR @& %M interval BHi, NIER—NILHRAIERHAN]
e 1R AlertingRule CR &M for AHA, NIER2—NITHATERAM]

e MR AlertingRule CR & LM LogQL expr, NER—NIEMBIERAM],
e fNR AlertingRule CR @& MNEEZMAH, NER—NTRBIERIN,

o MRLEEAER, MBI AE.
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iUkl AlertingRule CR B x4 Z2ja]

application

audit openshift-logging

infrastructure openshift-/*, kube-\*, default
SoRFEH

® Red Hat OpenShift Logging Operator 5.7 &k B HIAR A

® OpenShift Container Platform 4.13 & B #HBIRA

%3
1. fIE AlertingRule B Y & (CR) :

ELAHiZEH) AlertingRule CR =l

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: @)

openshift.io/<label_name>: "true"

spec:
tenantlD: "infrastructure”
groups:
- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",

kubernetes_pod name=~"loki-operator-controller-manager.*"} |= "error" [1m])) by (job)
/

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",

kubernetes_pod_name=~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01

for: 10s
labels:

severity: critical 6

annotations:
summary: High Loki Operator Reconciliation Errors G
description: High Loki Operator Reconciliation Errors a

Btk AlertingRule CR M@ & [ WTE B S LokiStack
spec.rules.namespaceSelector & Y LEHITRE

Q labels L4715 LokiStack spec.rules.selector & Y ICEL,
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infrastructure #7789 AlertingRule CR R7E openshift-* kube-\*, 5% default 4p % 22 [A] A #§
X

kubernetes_namespace_name: H{H %15 metadata.namespace FJ{E LEL,
Lt FFERBI(E /2 critical. warning 5% info,
XN FERZ B,

XN FERE B,

O9®0 O

N AR AlertingRule CR Rl

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
namespace: app-ns
labels: 9
openshift.io/<label_name>: "true"
spec:
tenantlID: "application”
groups:
- name: AppUserWorkloadHighError
rules:
- alert:
expr: | G
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod _name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
annotations:

summary: 6

description:

Btk AlertingRule CR &R [ W TE B S LokiStack
spec.rules.namespaceSelector & Y ILEHITRE,

labels B4 715 LokiStack spec.rules.selector & Y CEL,
kubernetes_namespace_name: H{E %15 metadata.namespace FJ{E LEL,
Lt FFERBI(E /2 critical. warning 5% info,

W FEFEREEZMNRHE.

QD000 9

B = BB (E = AN B 1A fe k.

2. NFA AlertingRule CR :

I $ oc apply -f <filename>.yaml
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1n.2.4. EM R

® X F OpenShift Container Platform 151

o BLEECE
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55 12 55 MEREAI T SEAE RS
12 & MR A et A

12.1. SR 5, &

NS4 R B A AT UM B S A b, AR T SR & S Bt B B s, TSR TN Szt % 2 B e
BEATEASHAEEL, MBEARSHE, BESEARIEEA RS ENER TR, e
AR N BT B s BN ] 1 R R B RO

{/Ejg%:iiﬁ 47—]1«115 jj H /L,\la%ﬁﬂlﬁmur”fﬁﬁﬂfﬁ”%BE'FEU H Ib\lﬂ%%o

1210, SFRIZHIHL &I B9 57 b
o IRFTH LAE MM TN B MR AT S,

o TABILEENMSBHMBHNARAEATRE.
o B[ BER D B RIC K AR M,
o BEINEESHERRE, TUEAERASERS.

12.1.2. ER & R KR
BNNESRBEERS, XEKSASRESHR A ER IR FIH I E TLUERRS,

RAIMNENT REOXHRGVRERS, IUKEBIMER TR EMBERES, AN, E3TRENT, &
MREBHRREXRREHEMN 10 MR, BEEENRRERNER 30 MLF,

RABEABHILENANF T RN TSR, FRNFEIEMERM AR, RiERREILGC%
BMARF T E,

IRET LB B # 5 I 7E ClusterLogForwarder B & X ¥1R (CR) FRECE R KRH :

i HH R PR Y

0k B SRR ERR B VAT T, B0, SHEIHEIRMSSRF A ECES, it R R E =
HEHNRE,

5 N\ 5 3 PR
FREIFMAR SR H SINEN BB REE,

R LLE T EE & ClusterLogForwarder B E Y IR (CR) kBRI H 4 H & EIHE E M HRE,

FRFM

o B &% Red Hat OpenShift Logging Operator,

o HEHEHNNR.

it

1. 7EIEEHIH B ClusterLogForwarder CR #71 maxRecordsPerSecond limit fE.
LUFRBIER T 0M°h %4 kafka-example B Kafka IR HECE &N K255 HERRH

225



OpenShift Container Platform 4.16 B&ic %

ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputs:
- name: kafka-example ﬂ
type: kafka g
limit:
maxRecordsPerSecond: 1000000 6

#...

HiH AR,
HIHARE,

@@G

A& ERERE, XMEXEBWLED Kafka REMBEENZAHE, RILE /R'FTiﬁ
BiXME, BRIAT jj =EIE, MRBFEXLBLTERESD, WEEFiIxK, AR
BEH 0, MARKELZEMBRE,

2. M. ClusterLogForwarder CR :

~Blen s

I $ oc apply -f <filename>.yaml

HbBER
L] /L.\iﬁU H:Il ;’éﬂzu

12.1.4. BB & H & 5% 4 23 g AR ZR PRl

&R LB EE & ClusterLogForwarder B E L HR(CR)ERBHIMENEZABER, EaIRBEEINRSH
B R 2 R ER AR,

FoRFMH

o B &% Red Hat OpenShift Logging Operator,

o HEHEMNNR.

iz

1. E—PMEEHIH K ClusterLogForwarder CR #1751 maxRecordsPerSecond limit {H.
LURRBIER T 0 A AR R B & i A SRR -

ClusterLogForwarder CR 7~ fl, HEBRFEMRENERKETITAZREH

I apiVersion: logging.openshift.io/v1
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12 % e A SERE

kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- name: <input_name> 0
application:
selector:
matchLabels: { example: label } g
containerLimit:
maxRecordsPerSecond: 0 6

@ Hiram.

Q PREEFIFR, MR LIRS N AE pod BIFRZEIEES, Il maxRecordsPerSecond F & Hiig
ENENARRHEN AR ERER,

© @EEER, 13 maxRecordsPerSecond FEYLE N 0 Fii& A WA BREEME R,
¥ maxRecordsPerSecond £ % E N EMEREKRE AR KESTCTELIR,

ClusterLogForwarder CR =fjll, JNFriitp 22 [H b E R XE BN A 2R

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- name: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 | g
containerLimit:
maxRecordsPerSecond: 10 6
- name: <input_name>
application:
namespaces: [ test |
containerLimit:
maxRecordsPerSecond: 1000

@ Hiran.

Q &2 [H 55K, maxRecordsPerSecond ;15 ENEN A2 RHIN A ERIF HAHEZE
(Bl R EIFR A B 25,

9 EREE KR, F maxRecordsPerSecond FEXZE N 10 R NIIHMHEZEH FHED
BERBERZ 10 MR,

2. N ClusterLogForwarder CR :
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~Bleem

I $ oc apply -f <filename>.yaml

122. #ABRTEEE
MERE IR E A B ST A = A BEIE, (EHRITEiE X BRI AL 5 o,

EehEd HER B EFENEMEREERED BEEENS, ARICRRHRT LIS, TRTEHD
B EEIENS,

N
cak

ARLTEERS input ILFRAE, input EFEIFEFHRETRITEIENENBER.
HiERFERER, UREICEAEHBRIESRIC R,
A LMERUTAEZ— A BERIES -
o MEARILERUERFAFTENHEILK

L EE%WQJT{TM%EUJE‘%EM\LE%

21 EENALIERUEFAFTENBEICK

EE drop i iEdR/E, BEBRESFRETESERLAIHEESER. BESEFSHEERELLKENTHE
ZHEIL T,

FRFH

o B &% Red Hat OpenShift Logging Operator,
o BEEANR,

o RBAIET ClusterLogForwarder B ¥R (CR),

iy =

1. i SR MIECE R INE ClusterLogForwarder CR A# filters spec A,
LT RAER T A0 E ClusterLogForwarder CR, LURIBIENRARXEFAFIL T ¢

ClusterLogForwarder CR fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: drop ﬂ
drop: g
test:
- field: .kubernetes.labels."foo-bar/baz"

228



12 % e A SERE

matches: .+ 6
- field: .kubernetes.pod_name
notMatches: "my-pod" G
pipelines:
- name: <pipeline_name> ﬂ
filterRefs: ["<filter_name>"]
#...

EESIERMRE, drop ifiEdREFSiLiEaRECE LM BEILT,
1EEN A drop i B 2RI BC B LT,

EERT RS ZFARICENNEHAE.

-

o MRAMEIEEMRIBREE N true, MNIKSRET, ICFRBRER.
e 47y drop HIESREERES MIAR, WREEMANKEDL, NeEFILFH,
o IIRVHASRMRIHES, a0, WIFARBRICFKPRDZFE, NREFEH false,

BERDBHNFERER, SREARIICRPTERMNERER, ZBERALGEFEBRFFRHI TR
% (a-zA-Z0-9 ), %40 .kubernetes.namespace_name, INRMEXE S SEREI2 AHF
%, BRWIRIESISA, #Ii, .kubernetes.labels."foo.bar-bar/baz", & LITEHA test
BRI L NFEREBRE, BElIBoITHEHN true Fae@ i MR Z R AR drop 13 iE
5o

o

BEENFRAR, NMREAFICKSIENRAKXCE, SISEER. BRI EA field
KX 1% & matches = notMatches &4, 1BREERIF KB IX &,

®

6 BEENFRAR, MRAFTICKEWENRKARNFEE, SIS EER. ERILLNEA field
KX 1% & matches = notMatches 4, 1BREERIF KB IX &,

© iEE drop iEBEAINEE,

2. 21T T4 LA ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

Hfth =
TEBHHN REES T A0 drop iTiEREE N NRBESLAENMBETILK

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: important
type: drop
drop:
test:
- field: .message
notMatches: "(?i)critical|error”

229



OpenShift Container Platform 4.16 B&ic %

- field: .level
matches: "info|warning"
#...

RTYTEHR— test CEFEESENMNFERERN, BLTUBEHAN T OR KBERNEAN K, FELLTRA
i, R test BEE TGN true, NHERMHER, BRE, HTFEZ/N test BB, HNFER specs &b
& true, FREFFEIE(L N true :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: important
type: drop
drop:
test:
- field: .kubernetes.namespace_name
matches: ""open"
test:
- field: .log_type
matches: "application”
- field: .kubernetes.pod_name
notMatches: "my-pod"
#...

12.2.2. BEEART B MBS HEIL K

ECiE prune iiESRH, HEBWESHERBESIESFELRLFNHEETR, RSB MR pod ERFEE
FEREFEETILR.

FRFM

o B &% Red Hat OpenShift Logging Operator,
o FEEANR,

o RBAIET ClusterLogForwarder B XL ¥R (CR),

1. S RS MIECE R INE ClusterLogForwarder CR F1fY prune spec A,
LT RAER T A0EEE ClusterLogForwarder CR, URIEFBRERETAKICF -
BE

IMREBETZIMMER, NEHREE notin BABEILK, XMLETF in#EH, &
73 notin FAEBBIICRE, REMA in BB XLILR,

ClusterLogForwarder CR <l

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: prune 0
prune:
in: [.kubernetes.annotations, .kubernetes.namespace_id] e
notln: [.kubernetes,.log_type,.message,."@timestamp”] ﬂ
pipelines:
- name: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

EELIESRNARE, prune TR RIBEENFRIEEATILR.

EEN A prune 1T ESRMECE LT, in 1 notin RIS E N RO RFEREERNEA, &
MREFILKPFEMBR, XERFIUSEFREFTFHN T (a-2zA-Z0-9 ), B0
.kubernetes.namespace_name, WMRMEETEWSEHZANFRF, EBOITRIESISA,
550, .kubernetes.labels."foo.bar-bar/baz",

®9

© Tk : WIS EENEATEHNRMBEILTAMR.
@ T REEUIENREENEAFEHRMBFICRAMIER.

187 prune i iERRN AENEE,

2. iIB{TLA a4 3K A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

12.2.3. HtHHR
° 9&3:4‘:} El n_,\-fﬁz:giﬁum _H%JL

12.3. BoHBELIERE

RA] LUE A input 15528008 CIusterLogForwarder CRHMBER, URETHIELFEBRENEE
Mo ENBEARFLAR, BALSENFMRAKILE, LURDKRESR EMAEF CPU M,

H -
REARFICREEHILE T Vector WEELINS, FHEMFERILLINEE.
4 p= =1
input spec ITESARLTERRE, input LiFE2RLEFENBRREFIRTHBEHEDSBER,
AN ERSRMERER, UREICERREMHBRAMEROLE,

1231 B 2 S FHRM R EAHBTEET, ERMAPIENAEFES
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B LMER input AR RIES L ZAMR R LN SR ARFAE.

FRFH

o B &% Red Hat OpenShift Logging Operator,
o BEEANR,

o RBAIET ClusterLogForwarder B ¥R (CR),

1. 7NINE2E, LAE ClusterLogForwarder CR A& & sk BERR 65 44 22 (A F1 R 28 B o
LUFRBESR T i{IECE ClusterLogForwarder CR LB Sk HEfR R R AT 2R A HF

ClusterLogForwarder CR =l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace” ﬂ
#...

}

ﬂ EEHERMX a2 22 7] R IR SR EE.
Q EEEHERMNIERSEFRERE.
g EEWEREHNEZBNGRZERERER,
Q EEREASHERRNESRES

2. 21T T4 %L A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

excludes £ % F includes.

12.3.2. 725 A ny N ARF AR, SEnERAXKCERNIREENE
EFILME A input JLHEES, BRI STROTE R RSN AREEE.

FRFH

o B &% Red Hat OpenShift Logging Operator,

232



12 % e A SERE

o HEHEMNNR.

o RBAIET ClusterLogForwarder B XL ¥R (CR),

1. i RS MIECE R INE ClusterLogForwarder CR F1fY input spec /.
LU R RBIER T 0{AE & ClusterLogForwarder CR, #FHEGESETIIERIANFICE IR/
TEE’JEIL;\ .

ClusterLogForwarder CR <l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
selector:
matchExpressions:

- key: env ﬂ

operator: In

values: [“prod”, “qa”] 6
- key: zone

operator: Notln

values: [‘east”, “west”]
matchLabels:

app: one

name: app1

@ kEETERHIEER.

Q 57 operator, ARIEEFE : InNotinExists, #1 DoesNotExist.

9 IEEFRFRAEMNEE, NR operator &)y Exists 2 DoesNotExist, I{EELH %/ HZe,
Q 18 E AL RR RO B S (E AR S,

2. iIB{TLA a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
12.3.3. R4BRL I8 H A BRI RN B & H A
I&A LUE R input £ 237 X audit 7 infrastructure JR%1%, LUKEHE,

FoRFM

o B &% Red Hat OpenShift Logging Operator,

o HEHEMNNR.
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o RBEAIET ClusterLogForwarder B XL ¥R (CR),

1. RINEZE, LATE ClusterLogForwarder CR A7 Y audit # infrastructure &,
LUFRBIER T 0B E ClusterLogForwarder CR LLUE Y. aduit # infrastructure J& :

ClusterLogForwarder CR <4l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs1
infrastructure:

sources: @)

- node
- name: mylogs2
audit:

sources: @)

- kubeAPI
- openshiftAPI
- ovn

#...

ﬂ EEEWENEMBEIRIIR, BRHIRSIE :
e node : KBETTRMBR
e container : SR A HPEHENTHEAENBEE
Q EEERENHITRIIR, BRNRSE
o kubeAPI: 3k B Kubernetes AP| R 558889 B &
e openshiftAPI: 3£ B OpenShift API [RZ5 230 B &
e auditd: 3k 87 = auditd lRFSHIBA &

e ovn : RBEFREMMLKIRSHAE

2. 217U R4 %L A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
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E1R3=HETE

13.1. T Rk F AR 5 ) B R0 SR B
TR AR — N/ [ETTBRSY, 1ZBREVE pod AR B E SRR AR E X

Zf# pod BHBET R EIZTT, pod BHIREST R EIREAERIBIRET mILRFESR,

13.1.1. = F 77 mikfEes

TERTLAE R T s £ pod FIFRZE £ BT sk i 25 K12 HI pod WA AIE., T sULFE2RAT, OpenShift
Container Platform &¥F pod AE I8 S ILE IR ZE BT =,

IEA LM A RUEF SRR ED pod MEBEREN T RLE, RESEHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, 3 pod REEIREN T =L,

BN, YERHEBEER, BALAR—EMZERN, NAREFLZAGRLLLESEUENE pod FEIE
T REEEER, ¥ pod SEESEAHMBMENT =, EAGS, SEHHAANMEHOEK, 2BERD
Xig, EEE, 577 8FRiCH us-east. us-central 5 us-west, 7E XK (APAC) , 717 &brich
apac-east 5 apac-west, & A G RIEEGIER pod FFRINT sk fFEeR, LUBIR pod HEEIX LT &=
.

4R Pod XMREET mikiFas, ERATREALENIRE, NARFE pod.

BF

INRIETER— pod ECE A7 st FE2#01 s kB, T LATRALNES] pod IEEITT =
£t

o MNRRNIEE T nodeSelector #1 nodeAffinity, I /1H BIX PN R4S pod
FREVA B BRIL T o

o HIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEHA—
1 nodeSelectorTerms i B pod FLAEEVAE B 17 s £,

o MRIMEIBET %15 nodeSelectorTerms Xk HiH matchExpressions, LA
i matchExpressions &3] &1 pod FREHE I = L,

7€ pod T S BB LSS

&R LU A rOE R AR AR BRI pod AR EUMRLE T =l ks
BEAT RSN, EEMCT RUER pod WEUHHAE, AT RIERERRINE pod,

EARREERN T RIEFESRRMEIEFHER pod B, BAFRCES] pod BIXR, 0
HEMLE.

BN, LATF Node xR EH region: east /15 :

HAPRRE Node X & Bl

kind: Node
apiVersion: vi
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metadata:

name: ip-10-0-131-14.ec2.internal

selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74

resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

#...

ﬂ 5 pod 7 sk AR LECHITRZS,

@ 5VANERERSTRERER, TRUARES

pod E4 type: user-node,region: east 7 sL 2R :

{6 T U FE AR B9 Pod X R Bl

apiVersion: v1i
kind: Pod
metadata:

name: s1

#...
spec:

nodeSelector: ﬂ
region: east
type: user-node

#...

ARASERFEH T ke
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ﬁﬁi RIASRESE T =

DT RIE IR BN,

EARA pod MR EIEE pod I, BELUFERIRAIT R L.

EFEERAT, MNRIBIEEEF PO pod OpenShift Container Platform

‘%T:XF%E//J“DDEU pOd #J_IWZ pOd lﬂF’_'EU,E\ﬁ E@ETT\/QE']‘D o

Scheduler Operator B X KRR

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

#...

W'JZID AR Scheduler % R EB BRI\ EESE F B region=east #[I type=user-node 7 ;X

PRI

RS
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spec:
defaultNodeSelector: type=user-node,region=east
#...

S22 T R EH type=user-node,region=east /1% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

{5 AT U AR B9 Pod X R Bl

apiVersion: vi

kind: Pod

metadata:
name: s

#...

spec:
nodeSelector:

region: east
#...

LIRE A RBIEEEFM pod spec BIE pod I, 1% pod RIERAEESEHE T muLFEROE, FAEER
ICHTT R

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

<none> <none>
=
?
MR E PO pod WINE BB T mkiFEeR, NNZEFERUETREESEE Y R
2. MR pod HBWE T RikFe, M pod FEMWAIBRRIRE.,
1= REp=brinzs-

ERATR T kR, MREELTE B0 pod,OpenShift Container Platform &% 77 sk 28
AI0E pod, #H4¥ pod FEEIEALEMENT m, MREEEEEHEBIAT LRSS, NTETY
RUETERR A,

Bian, LUTFWE EA region=east T/ Sk %25 ¢

Namespace X &<l
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apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east /7% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

U5 {58 AR A5 B AR AR B pod FIAR O pod I, pod &EAWIE T Ak R0, FHIEHEIITRCH
T

Pod % Rl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

1R pod BERRBY REFSR, NUIE BB pod FRWOESHHE, B0, MREFLUT Pod &
EZITEATBES, NFKEE -

WARITHT RIEFZR0 Pod X RRHl

apiVersion: vi
kind: Pod
metadata:
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name: west-region
#...
spec:
nodeSelector:
region: west
#...

13.1.2. Loki pod &

BRI LLEIETE pod LERBRBES T RuAEERRIZH Loki pod TEWRLET R Liz4T, FBALEE M TIE %
R A IX LY R,

&R LAE A LokiStack B E M HTR (CR) MARN AZIBEFME pod, FIH5 RN ARIEST mAERT
Mo TR EMTRE—1 key:value X, BTN REEFRAE R ARG RE pod, Bt EAREEM pod
EHIRERE key:value X, AIHARREHEEM pod BEBIEIZ T M LiZ1T,

WA kRSN LokiStack RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

@ EENMIT AAFERIAMN pod K,
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© EEBIIGAE URENT RM pod.

ELEBIECES, FRA Loki pod ## %4 S node-role.kubernetes.io/infra: " FrZBIT B,

AT RIERERMARM LokiStack CR RHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
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node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

EFZE LokiStack (CR) ¥ nodeSelector 11 tolerations FE%, EaJLUEA oc explain S EEIFE KR
BIFE IR AN FEX

I $ oc explain lokistack.spec.template
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it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MBEEZER, EHLLURN—TMEFEFR :
I $ oc explain lokistack.spec.template.compactor
it Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>

NodeSelector defines the labels required by a node to schedule the
component onto it.

13.1.3. BEBEE A0 R IR ERFRFAE

B 5 AT LOET QIR AL T R — & &2 A A ClusterLogging B E X HR (CR) /& UL & 2300 HH R X F
E, H&M5eX#M ClusterLogForwarder CR B & ##EE,

EEERFEAZNEEL LS80, ClusterClusterLogging CR #I5& /72 managementState [l
collection, P& Hth/\ 7G4 288,

SeRFH
o BFEEANR,
e B %% Red Hat OpenShift Logging Operator kg4 5.8 sk B #Thii A,

o R AT ClusterLogForwarder CR,
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1. BIEX A ClusterLogForwarder CR 4 ClusterLogging CR :

ClusterLogging CR YAML 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

Q 25 ClusterLogForwarder CR F9 & FR4E[RE,

&2 [E 15 ClusterLogForwarder CR 18,

o

2. Z1TLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

13.1.4. & B EIC K INEE 2R Pod
'/fg:__I-LJ\KEE/L.\T/E‘%”&%%E Pod &EL{TE’JXTJ_L‘—DI Ao

ff

L=

S

o HEHWHPZITUTHNEFHKILTKINESS Pod REIFE :

I $ oc get pods --selector component=collector -o wide -n <project_name>

it Bl

NAME READY STATUS RESTARTS AGE [P
NOMINATED NODE READINESS GATES

B 13 E HERR

collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
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<none> <none>

collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>

collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>

collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>

collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

13.1.5. HL ¥R

o FAT RIEFERN pod RMEERET =

13.2. F A5 R ABREZEH B EHiC < POD &

B RAEIR, T AT LRSI pod Ri% (SRRIZ) JAREEIT & L,

13.2.1. TS RFAR
B FER/TH (taint) , TRALIBELEIEHE pod, FRIE pod EFEEH &R (toleration)

e L@ 1 R #AE (NodeSpec) fHi5 N AEIT =, Fi8id Pod #itg (PodSpec) f¥&[RMN AR
pod. HIEN RIS M, FHERFEIES pod WEBRIZTT ML, MRIEpod TUUERILE R,

T RS EY5 Rfl

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod A& B BRI HY

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600
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FR S BRH key, value # effect ZHAK,

xR B IERMNERAS

¥

key

value

effect

operator

23U
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key BRERFHFH, &% 253 MNFRF. key RILUFEFIHFHL, TUEEF

B, 87, EF/F ARATRZL

value EEEFHH, &% 63 MNFH. value W LIFEHMFHL, TUES

FR. BF EFFH. AR T

effect WEHEE :

NoSchedule 1

PreferNoSchedule

NoExecute

Equal

Exists

55 A EERIHT pod AR EZ
%ﬁio

T M EIAER pod 1R,

55 A EECRIHT pod BT LR 1%
TRE, BAERFERENIHN
EO

T M EIAER pod 1R,

55 A EERIHT pod TTiHFRE %
%ﬁio

TR ERBEERRIIAE pod K
PR,

key/value/effect sHup /e, X2\

key/effect S8 L, EQIRE—NE
B value %1, XIFICEEMIE.,

1. 205 [M control plane "7 |\#&AIN T —4 NoSchedule /55, T m/EH node-
role.kubernetes.io/master=:NoSchedule /55, XZIAEM,

a0 -

apiVersion: v1i
kind: Node

annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
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machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

AR5 R :

fNR operator #1157/ Equal :
o key ZHHER ;

o value Z¥HHEA ;

o effect ZEHER,

fNR operator #1157 Exists :
o key ZHHEMR ;

o effect Z#HME.,

OpenShift Container Platform NE T LRI M :

node.kubernetes.io/not-ready : TV RAFLE., X5 T =KL Ready=False %I,

node.kubernetes.io/unreachable : 7 R IG;EMTT mIEHIEI A, XETT KR
Ready=Unknown %}V,

node.kubernetes.io/memory-pressure : 77 mFEERFLE A, X5 KR
MemoryPressure=True %I/,

node.kubernetes.io/disk-pressure : 7 REFEERELE DR, X577 2IRR
DiskPressure=True X/,

node.kubernetes.io/network-unavailable : 77 544 FH,
node.kubernetes.io/unschedulable : 77T SR HE,
node.cloudprovider.kubernetes.io/uninitialized : 77 s 2| 2580 A S =R rEH BhlT, 7E
TR EFEXNGmREREFC AR TE, EiEfasE B E N 20BN s
&, kubelet 2RI =,

node.kubernetes.io/pid-pressure : 1= EH pid . X577 =K% PIDPressure=True %I
o

BF

OpenShift Container Platform A% &EBA AR pid.available evictionHard,

13.2.2. Loki pod &
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ERILLEIETE pod LERRBES T muLEER K2 H Loki pod TEWRLET R Liz4T, FHBALEE M TIEME
R A IX LY R,

&R LAE R LokiStack B E M HHR (CR) MARN AZIBEFME pod, FIH5 RN ARIERT mAERT
Mo TR EMTRE—1 key:value X, BTN REEFRAE R ARG =B pod, Bt EAREEM pod
EHIRERE key:value X, AIHARRAEHEEM pod BEBIEIZ T M LiZ1T,

WA RIEFESRM LokiStack RHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
#...

@ EENMIT AAFERIAMN pod K,
@ EEBIAEE URER T R pod.

ELEBEES, FTAE Loki pod #F%ZEIE S node-role.kubernetes.io/infra: " H7ZH 77 &,

AT RIERERMAMRM LokiStack CR RHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
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namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ""
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tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

N

Zfii& LokiStack (CR) #J nodeSelector 1 tolerations FE&, &R LUFEMA oc explain S S EFHE |
BIHER R F X

TR

)=,

I $ oc explain lokistack.spec.template
i Bl

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:

Template defines the resource/limits/tolerations/nodeselectors per
component
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FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MEEZER, BEILLURN—TMEFEFR :
I $ oc explain lokistack.spec.template.compactor
i =Bl

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. FAARBE RKZH B &R ESS pod HE
KINERT, BEKESS pod EELLT tolerations ECiE :

apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
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- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists

#...

FRFH

o B &% Red Hat OpenShift Logging Operator #1 OpenShift CLI (oc¢)s.

ff

L=
L IBITUTHS, HERRNEIRER EFERRICRIESR pod 97T A :

S

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
AN e
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 EE—E N collector BfE ) node BI75 5, 75 MR 2 NoExecute, 1Ri44i
&5/ NoExecute j5=1%&. NoExecute [HE 575 mEEH pod, FHMRALTENILE pod,

2. YwkH ClusterLogging BE X ¥R (CR) B collection /N7, LUEZE B&iCTHESS Pod WA
B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute G
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

© =TI R,
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Q 157 Exists iz &R, LIEKILE key/value/effect 5%,
9 57 NoExecute 3R,

Q (RIi%) 157 tolerationSeconds %, LUXIE pod TE#ZE H A1 0] LURFFEPE BT s
—KC

LA BES oc adm taint S OIS mLil, EFLLARBER pod AILLUFEEI nodel L,

13.2.4. BB & ID RINESHW T RMIFAE

B 5 AT LOET QIR AL T R — M R %A Y ClusterLogging B E X HR (CR) & UL & 23 A0 HE R X VF
E, HE&M5eX#FM ClusterLogForwarder CR B9&##EE,

EEERFEAZNEEL L S0, ClusterClusterLogging CR #I5& /72 managementState 7]
collection, P& H /7GR 288,

FERFH
o BEEANR,
e B %% Red Hat OpenShift Logging Operator kR4 5.8 sk B #Thi A,

o R AT ClusterLogForwarder CR,

i =
1. BIEX A ClusterLogForwarder CR 4 ClusterLogging CR :

ClusterLogging CR YAML 7=l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...
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£ /i5 ClusterLogForwarder CR B9 & #iHEE .,

Q &2 [E 15 ClusterLogForwarder CR 18,

h=)

2. i5fTLA T a4 3k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

13.2.5. EE R EIC W ESS Pod
A EE B EICD T ES Pod R EZTHN R T A,

ff

L=
o EWHHIZITUTHRTERHZILTKES Pod REIFIE :

S

I $ oc get pods --selector component=collector -o wide -n <project_name>

i th o Bl
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>
collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>
collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

13.2.6. Hfth ¥R

o AT RITRIEH pod ME
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14 = HEEEILK
A LRI i BR 2R ZEH) Operator A% B & X HR (CR) M OpenShift Container Platform &E£mffifR B
HILKo

14.1. BlE B &0

& A L@ M BR Red Hat OpenShift Logging Operator #1 ClusterLogging B & X #R(CR)EZFIERE

A&,

SeRFMH
o HEHEMNNR.

o {RAILLIJi[A] OpenShift Container Platform Web 124 B89 Administrator M1,

1. # A Administration - Custom Resource Definitions 71, Af5m ClusterLogging.

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. mSEISER Options ¥4 JSRIEEH¥ Delete ClusterLogging.

4. # AE| Administration » Custom Resource Definitions Il H.

5. m ClusterLogging 557118 Options 3 & SRE1%FE Delete Custom Resource
Definition,

DIk

==
[=]

fitiBR ClusterLogging CR A& fHRFAMERF (PVC) . EMERTIRH
PVC. ¥AMSE (PV) MEXKE, EOAHATH —SBRE, BREMER
PVC ATRER TE PV MR+ 5 BB = K.

]
L
L]
6. MNREEHET ClusterLogForwarder CR, s ClusterLogForwarder 5/ F;E 1732 5L
, PAIE R Delete Custom Resource Definition,
7. 3 A Operators — Installed Operators 1.
]
H
8. m Red Hat OpenShift Logging Operator 3511 I3 B , #AJ5 # Uninstall Operator,

O

. A% : k% openshift-logging i H,
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DIk

==
[=]

fER openshift-logging i B &R iZp & Z HAIFMRMENS, SIEEMRE
AMBER (PVC), MEREREZHAFICTKEIE, BFEMER openshift-
logging T B,

a. 7# A Home - Projects 1M,

b. == openshift-logging 1l B 3510 B91% 32 5 , PR/ = Delete Project.

c. BHEXEMESHIA openshift-logging 7 = Delete i\ MR,

14.2. ftBR B &Z L3k PVC

ERBREAMSEER (PVC) U5 HM pod EEEM, REINEZ PVC &, LEIK PVC,

INRIEIE
RE PVC, ALMBREN], MREMEFMHREF, ELT MR A LS (PV),

SeRFMH
o HEHENNR.

&7 LA (7] OpenShift Container Platform Web 124 B89 Administrator Y1,

1. i# A Storage - Persistent Volume Claims I .

2. mE PVC &L H , SRE1EFE Delete Persistent Volume Claim,

14.3. E#1#; LOKI

FRFH
o HEHEHNNR.

o {RATLLIR] OpenShift Container Platform Web 1%l & 8 Administrator £,
o MNRIFILHEMR Red Hat OpenShift Logging Operator #1#8%%&, Z M ClusterLogging B
& CBERAIRR T 4T LokiStack B951 A,
iz
1. # A Administration - Custom Resource Definitions 1, A5 LokiStack.
2.

7£ Custom Resource Definition Details TIE 1 & Instances,
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3. REFISERETIS B , XI5 = Delete LokiStack,

4. # AE| Administration = Custom Resource Definitions T1H,

5. & LokiStack 351 ByIEI3Z B , SRE1%EF% Delete Custom Resource Definition
6. MHBRXTRIZNE secret,

7. # A Operators — Installed Operators 1/,

8. m Loki Operator &5/ B3 . , #AJE /= Uninstall Operator,

9. Hi% : fllk& openshift-operators-redhat i E

BF

MRIEX N RLE[E PRET HithEF Operator, EAZEMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. = openshift-operators-redhat i B 55 #E 5 , A5 = Delete Project.

c. BHEXHEMESHIA openshift-operators-redhat 3+ 5= Delete 3 MH R,
14.4. 1% ELASTICSEARCH

SoREH
o BHEMEANR,
e BAELLIJjA] OpenShift Container Platform Web #224& 89 Administrator M1,

o MNRIFILZEMR Red Hat OpenShift Logging Operator #1#8x ¥R, MM
ClusterLogging B 7 X FR A MHERXT Elasticsearch #951

Py

1. # A Administration » Custom Resource Definitions 1, A/Gm= Elasticsearch,

2. 7£ Custom Resource Definition Details 71 £ Instances,

3. REFISERE TS , XI5 = Delete Elasticsearch,

4. # AZE| Administration = Custom Resource Definitions T1H,
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5. = Elasticsearch 351/1#) Options 3 F1%+¥ Delete Custom Resource Definition,

6. MBRXTREFNE secret,

7. # A Operators — Installed Operators 71,

8. B OpenShift Elasticsearch Operator 3511 FE I HZ B , #XJE & Uninstall Operator,

©

A% : kR openshift-operators-redhat T E

BF

IMRIEX N R[] RRE T HithEF Operator, EAZENMER openshift-
operators-redhat i 5,

a. 7# A Home - Projects T,

b. s openshift-operators-redhat i B 55 #)E 5 , PAJ5 = Delete Project.

c. BHEMHENERHIA openshift-operators-redhat 3+ 5= Delete A MR,
14.5. {5 /3 CLI M&EEEHitIER OPERATOR

SRS AR LUER CLI MPTIL i & 22 A H R B R &8 Operator,

SERFEH
o TLUFEMAESA cluster-admin FREIIK F i/ [7] OpenShift Container Platform &%,

e OpenShift CLI (0c)ZEAE/RH THElk L.,
ik =

1. HB{RTE currentCSV FEXFHRIN T 111 Operator ISR #THRA (40 serverless-operator) .

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

i th 7 Bl
I currentCSV: serverless-operator.vi.28.0

2. BRI (40 serverless-operator)

I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless

it Bl
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I subscription.operators.coreos.com "serverless-operator" deleted

3. A LE—% 8 currentCSV {E kR B trén 22 8] RAEL. Operator B CSV :

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless
i Bl

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

Hith 5w
o FHEMFMFAMLSE
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15 & HEIL KT

$15 E HHILRTFH

AESHENARICFHRATLUSEUATFE, RARKICTBEERI T JSON XK, EHEREHIEZEE AL
Sz P B B A S

F M Elasticsearch #] Kibana #3RiX L FE, FEHERIFATEMNSSFEREAM. flm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,

MESSAGE

FIEEEZB XA UTF-8 Ywlid, SNREFIEIEZH structured FE&, NILLFERABEREFES N, HSN
X Faferid, THRES,

BHEARE text
R~HE HAPPY
gEME

Fia BEEBE NS RINREL L SRECE NENTLEE JSON B, NIAREFELTER, MNMREH
HEXEREMNSEMEER, BFEFTEERN JSON L5y, BNILFENEHFFE, message
FEREOGERRBEEER, structured XIS S HEEEREENEMAFFEE, HWEERETE AEME
o

HiERn group
~BIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

—MNUTCE, BFic BEERAE QBN A, MRERERA, NFRcE R KREBEER M EMN
ETIEﬂ "@"BIBRTNEERARREBHNFE, BMABERT, XZHITEAERE Y ElasticSearch & #;

"@timestamp”s

BIRRE date
R~E 2015-01-24 14:06:05.071000000 Z

e K

LEAEEEMNEREENBELTFR., £ Kubernetes 8£8%H, X5 kubernetes.host tH[E,
BiER A K

IPADDR4

IRAR S5 281 IPv4 b, ATLAR—NER4.
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HiERE ip

IPADDR6
IRERS5 2R IPve ik (MIRAA) . ATUE— 1N,

HiELRE ip
LEVEL
kB E&MIRMBEICTKAT], SIF rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REATH,

1= alert, W/IILEMHIATIRAE,
e 2-=crit, XM,
o 3=err, HIREM,
e 4=warn, ZLEZMH,
e 5= notice, EEEF™EITMR,
e 6-=info, 58,
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, (BT 5Z2EA -
e 8-=trace, trace HHIER, T debug & 2F ¥4,
e 9=unknown, HHAERGIKG—DIERIATNIME,

FERTEMFIRF, FEARKICF R H SR SRR E H SREHARTE, FIi0, 7E python
logging A, #EEILAER CRITICAL ILfL crit, £/ ERROR ITE err, LULZEHE,

b i Kz
~BE info
PID

,L,\LE',%*{Z'SE’J #*E ID (Eﬁ)

HiERE Kt

SERVlCE
HEIDRIE (BA) RBMRSHETR. B0, syslog 8 APP-NAME #1 rsyslog B9 programname
E'ﬁﬂ%%‘lﬁu service FE%,
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15 F ARk FR

HERE PN
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%16 = TAGS

A%, H Operator B XBIIREMFIR, XENRERBESIICELEFREESIES L, BRAET
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

HUERE text

FILE
WERBMF IR ASRKENEEXHRE. B, X288 T RO varllog XHRGTHRIEEE,

BHELRE text

OFFSET

R%E, TURTIXGHPETTHLNFTE (MEFH—ER) , FBFRTATITS (MBFH—E) ,
REXEEEADBEN LT XXH AR, RFXEERT, URTAEXGEHRE (5
) o

HAERE long
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1 ETF Kubernetes JTTEIRRI oy & 22 [H]

HiELRE group
17.1. KUBERNETES.POD_NAME
pod HIZFR

HiEAR *itr
17.2. KUBERNETES.POD_ID
pod BJ Kubernetes ID

iR R Kt
17.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

HiEAR *itr
17.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
17.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
17.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz

% 17 & KUBERNETES
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17.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

17.8. KUBERNETES.LABELS

[E14 Kubernetes Pod _EfFIEBIFRE

HiRLE group

17.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HiELRE group

17.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

17.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

17.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

17.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBEENETR, EER, ©5 kubernetes.namespace_name 1 F, F&EIHME
eventrouter |/ T2 FHIEp % 22 (A,
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% 17 & KUBERNETES

HiERE Kt

~BE default

17.9.2.3. kubernetes.event.metadata.selfLink

BB MR
PRk Kit=F
AN /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid

EHMME— D
BiER A K
TBIE d828ac69-7b58-11e7-9¢f5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HiERE B
~BIE 311987

17.9.3. kubernetes.event.involvedObject

EHRTE X BIN &R

HHEARE group

17.9.3.1. kubernetes.event.involvedObject.kind

S RHYREY
HiERE Kpt=r
w~PIE ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace
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XN RIMBEE LT, 15TE, ©HHES kubernetes.namespace_name 1F, F&EILE
eventrouter | T2 F IR % 22 (A,

HiERE KT

~E default

17.9.3.3. kubernetes.event.involvedObject.name

fil & AN R FR
HiERE Kpt=r
w~PIE java-mainclass-1

17.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

17.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

BIE vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

PR ZE M pod BORERRRABIF R SR, 257 b T LAfSE P LE 5 RF B SR AR X RARTH B 2L

HiERE Kt

BIE 308882

17.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HiERE Ktz
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~E SuccessfulCreate

17.9.5. kubernetes.event.source_component

R&E L EHBIE G
HiERE Kpt=r
IE replication-controller

17.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count

REMEHBIRE
HERE B
wHIE 1

17.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Kt

~E Normal

% 17 & KUBERNETES
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25 18 2= OPENSHIFT

openshift-logging % & JTTEIEHI & 4 22 7]

HiELRE group

18.1. OPENSHIFT.LABELS

i Cluster Log Forwarder Bg & ARANBIHRE

BHELRE group
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F£19= APISE
F19E API &
19.1.5.6 B&iC 5 API 5%

19.1.1. Logging 5.6 AP1 &

19.1.1.1. ClusterLogForwarder

ClusterLogForwarder @—*> API, AAFEEH 4B,
e LU IEE— 1 pipelines FIFRREBL 4, ZIKM—Hip L AN LBl —Han&HiH,
ERBEERNAERNERMART, EaLUE LB E U A SRHITEA 892,

BN openshift BEFH#A —TRNERE A, BEATLUER URL MEMERERE VEBSHHILH, &
AESE R BRSO BRI EMIEREER,

NG TRESEAMER, WS AP FEREITHY,

Bt KR 3T

spec xR ClusterLogForwarder FREEHITTH
AR

status IO 3 ClusterLogForwarder B4R

19.1.1.1.1.1. #&5k

ClusterLogForwarderSpec & Y a0{a % B & 5% 4 B2 B 1.

19.1.1.1.1.1.1. 2k 8

o XfH

=3 e} ik

A e (|Ik) AWM ETIES, BT
HEBFHER,

outputDefaults I (RI%) DEPRECATED
OutputDefaults JyBAIAFZ#ERFATE
7E forwarder BR &,

e e (FIik) WEEMERFEEN

B89,
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=43 el sk

pipelines #H Pipelines 5§ —4H il AL EERIH B4
RE|—HEIH,

19.1.1.1.2. .spec.inputs[]

19.1.1.1.2.1. #k

InputSpec E X B &M RBVLESR.

19.1.1.1.2.1.1. k&Y

o HH

s ' fed

application xR (7lik) WMREHE, NARFEERA
mEMNARFEEEE

name FRE T35 AEER ANETTR,
19.1.1.1.3. .spec.inputs[].application
19.1.1.1.3.1. #k

KRR Bk, wRREFERPHMAERYSE (2 AND) FaeikiF A&,

19.1.1.1.3.1.1. K8y
o W&
=43 RE Uiy
£ 22 A A (RI%E) MAER BREF B &K
B[,
selector X (|I3E) EEHRZEM pod WEE
B Selector,
19.1.1.1.4. .spec.inputs[].application.namespaces[]
19.1.1.1.4.1. H#k
19.1.1.1.4.1.1. K&
o HUH
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19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. #xk

PR ERESS, B1— BORBONRE B,

19.1.1.1.5.1.1. &Y

o XIR
matchLabels SE (|I#%) matchLabels £
{key,value} X BIBRET,

matchLabels FREJE A {key,value}

19.1.1.1.6. .spec.inputs[].application.selector.matchLabels

19.1.1.1.6.1. $#xk

19.1.1.1.6.1.1. 2k #Y
o MR

19.1.1.1.7. .spec.outputDefaults

19.1.1.1.7.1. #h

19.1.1.1.7.1.1. k8

o IR
B FR Hah
elasticsearch POE (|[%) Elasticsearch

OutputSpec BiAHE

19.1.1.1.8. .spec.outputDefaults.elasticsearch

19.1.1.1.8.1. }#k

ElasticsearchStructuredSpec 545141t H & B ME X spec, LATE elasticsearch 35|

19.1.1.1.8.1.1. k&Y
o XIR
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=43 RE
enableStructuredContainerLogs bool
structuredTypeKey FREB
structuredTypeName FREE
19.1.1.1.9. .spec.outputs[]
19.1.1.1.9.1. #k

FiE B EE SR B,

19.1.1.1.9.1.1. K&
o HUA
=43 REB
syslog IO 3
fluentdForward xR
elasticsearch xR
kafka IO 3
cloudwatch S
loki IO 3
googleCloudLogging X
splunk xR
name FREB
secret xR
tls xR

272

sk

(mIik) j=HA
StructuredContainerLogs j5 %
N b B &R

(|I#%) StructuredTypeKey 18 7E
EFA{E elasticsearch R3] A FRHITT
iE

(|I#%) StructuredTypeName 1§
TE elasticsearch #zHY & i

30

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(\I35E)

(A1)

T3 Ak BB KB ETR.

(k) BTFEHRIER

Secret,

TLS G &#H TLS BT £
RIETRIZ B,



F19Z APISE

type FRE# AR RO REY,
url FRE# (ATik) FEFICFA XTI
URL,

19.1.1.1.10. .spec.outputs[].secret

19.1.1.1.10.1. $#ak

OutputSecretSpec 2\ B &AM —1 secret 5|, HBMAZEHE,

19.1.1.1.10.1.1. &Y

o XIR
2352 ' s
name FFER FB &L R 85 secret BLBE MM & 22
[Afh secret IR,

19.1.1.1.11. .spec.outputs[].tls

19.1.1.1.11.1. #5k

OutputTLSSpec @& 5HiH RBI TR TLS HEEEI,

19.1.1.1.11.1.1. K HY

o IR
[ S sk
insecureSkipVerify bool R InsecureSkipVerify H true,
NYSECE TLS &5 insR RBRIE T
BIEE IR,

19.1.1.1.12. .spec.pipelines[]

19.1.1.1.12.1. #k

PipelinesSpec ¥ —%HHi A 52— HE K,

19.1.1.1.12.1.1. 288

o A
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B RE
detectMultilineErrors bool
inputRefs #AE
labels POE
name FREB
outputRefs #AE
parse FREB

19.1.1.1.13. .spec.pipelines[].inputRefs[]

19.1.1.113.1. &k

19.1.1.113.1.1. K8y
o il

19.1.1.1.14. .spec.pipelines[].labels

19.1.1.1.14.1. #k

19.1.1.1.14.1.1. 2k &Y
o MR

19.1.1.1.15. .spec.pipelines[].outputRefs[]

19.1.1.1.15.1. 3k

19.1.1.1.15.1.1. 28
o ¥4H

19.1.1.1.16. .status

274

sk

(|li%) DetectMultilineErrors J&
BB AENZITERGN

inputRefs Il tH L& & il A& TR
(input.name),

(ATik) A F@T It EE RSN
ILRBIPREE

(|Ik) BMEAER, EINRR
i, MAJTE pipelines 513 Ak

o

outputRefs FIl H I B & i H B9 & FF
(output.name),

(|I€) Parse RYFHHERB R
MHohEERIER S
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19.1.1.1.16.1. sk

ClusterLogForwarderStatus i . ClusterLogForwarder B E4RE

19.1.1.1.16.1.1. k&Y

o XIR

B PR Hah

conditions xR HEiE & 24,

LTDN Conditions PN SN N ES LN S o

HiH Conditions iy HH S B HE 4 TR B B HH A 5%
&,

pipelines Conditions Pipelines & E &R R EEH
E N

19.1.1.1.17. .status.conditions

19.1.1.1.17.1. 35k

19.1.1.1.17.1.1. 258

o MR

19.1.1.1.18. .status.inputs

19.1.1.118.1. #k

19.1.1.1.18.1.1. 2k &Y

® Conditions

19.1.1.1.19. .status.outputs

19.1.1.1.19.1. sk

19.1.1.1.19.1.1. k&Y

® Conditions

19.1.1.1.20. .status.pipelines

19.1.1.1.20.1. ¥k

19.1.1.1.20.1.1. k&Y
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e conditions== ClusterLogging —** Red Hat OpenShift Logging 5Zfl, ClusterLogging &

clusterloggings APl #J Schema

B KRR
spec X
status X

19.1.1.1.21. .spec

19.1.1.1.21.1. H#k

ClusterLoggingSpec % Y. ClusterlLogging BIFF IR

19.1.1.1.21.1.1. 258

o IR
B RE
&5 xR
curation PO
forwarder PO
logStore IO 3
managementState FRE
visualization POE

19.1.1.1.22. .spec.collection

19.1.1.1.22.1. 35k

XREEBEMEMESERILHY

19.1.1.1.22.1.1. K&
o XIR
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ClusterLogging FF S 8917 A%

Status % X ClusterLogging H93],
Z2RE

sk

B Collection ZHERIFIAG

(BFRH) (AIk) SFA. £8mW
Curation ZH{4HIHIAE

(BFH) (AIk) SFA. £8M
Forwarder ZH{EBIHIAR

(ATik) SRR EFHAMIN
%

(al3%) #R Operator &
'Managed' 8 'Unmanaged’, &
)

("Ti%) SRFBIRT LRI
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%R xR (a%k) WERMTURER

nodeSelector ES (|3%k) & L Pod 1 EE B HrLE Ty
mL,

AR (tolerations) B (|I%) F Y Pod {$iES AR

fluentd xR (|3%) Fluentd XFRBE
fluentd V% 4 23IEC B

logs xR (BFH) (Fik) 2FH. S

Log Collection #i#&

type FRE (7Iik) EEEB Log Collection
REY

19.1.1.1.23. .spec.collection.fluentd

19.1.1.1.23.1. ik

FluentdForwarderSpec fXZFREEH fluentd BE% % 2s I BL B

19.1.1.1.23.1.1. k&

o MR
=43 KR fhik
buffer &R
inFile ISES

19.1.1.1.24. .spec.collection.fluentd.buffer

19.1.1.1.24.1. 5k

FluentdBufferSpec {3k fluentd Ze WS FE&, FATHEMEA fluentd HIHMEZARE. ©XFSHT
EREBZARMPATIR/N, FBEEREMEEER,

BXEBHSH, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 2%, 1EHSH : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E : https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

19.1.1.1.24.1.1. 2k &Y
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o MR

Bt

chunkLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

FRE#

FRE#

int

FRE#

FRES

FRE

FRES

FRE#

FRE#

19.1.1.1.25. .spec.collection.fluentd.inFile

19.1.1.1.25.1. #&5k

25U

(RI#%) ChunkLimitSize K& E
MR EAKRN, EHEE

(|I3%) Flushinterval fSERIHNE
HEMR A EFHRT K

(|[%) FlushMode REREE A
e ERERENESX, BX

(RI#%) FlushThreadCount
reprents 2 X A IRHE

(|I%€) OverflowAction £k
fluentd £ G BIIRIE

(AI3%) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
55

(TI3%) RetryTimeout {ARIEK
FrIZ R E A& KA

(FIi%) RetryType REREiXER
BREBYREY, flush #BVERTLL

(RI%) RetryWait AR PIANELE
SRR iz (A R [F]

(|I%€) TotalLimitSize fXREAN
fluentd FOVFROTY FR 22 ] I {E

FluentdInFileSpec X fluentd in-tail A S FE, BT HEMEA fluentd in-tail AR E.

EXEMNSH, BB : https;//docs.fluentd.org/input/tail#parameters

19.1.1.1.25.1.1. 2k &Y
o MR
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readLinesLimit int (|I%) ReadlinesLimit X XRZERE
B /0 BIEEEMITE

19.1.1.1.26. .spec.collection.logs

19.1.1.1.26.1. #k

19.1.1.1.26.1.1. k&Y

o MR
fluentd IO 3 Fluentd Log Collection ZH{489#1.
1%
type FRE ERENHEEERE

19.1.1.1.27. .spec.collection.logs.fluentd

19.1.1.1.27.1. #k

CollectorSpec & spec, AT E INERHIFEF TR

19.1.1.1.27.1.1. K&
o XIR
nodeSelector & (|I3%) F Y Pod R BIWFLLET:
mLE,
iR xR (a%k) WERMTTRER
AR (tolerations) b EE| (|%) F Y Pod {$iES AR

19.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

19.1.1.1.28.1. #uk

19.1.1.1.28.1.1. &Y
o MR
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19.1.1.1.29. .spec.collection.logs.fluentd.resources

19.1.1.1.29.1. #uk

19.1.1.1.29.1.1. k&Y

o XfH
Bt g ik
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests xR (RI3E) 1EKiE® T ATRR DT
"R,

19.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

19.1.1.1.30.1. #&xh

19.1.1.1.30.1.1. KA
o MR

19.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

19.1.1.1.31.1. 3k

19.1.1.1.31.1.1. 2k HY
o MR

19.1.1.1.32. .spec.collection.logs.fluentd.tolerations[ ]

19.1.1.1.32.1. ik

19.1.1.1.32.1.1. k&Y
o H4H

BY e ik

effect FRH (FIi%k) MBERFEILENG SN
R, EEKRELEMRETT S8R,

key FRYER (Ai%k) key 2RRN BEIME =
. empty RINGTETTRELT
fic,
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B it} Hah

operator FRE (RI%£) Operator XTS5 H/
X%

tolerationSeconds int (|[%) TolerationSeconds &

ARV (WA=

value FRES (%) ([HEEFREARRNTTRIE.

19.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
19.1.1.1.33.1. #uk

19.1.1.1.33.1.1. k&Y

® int
19.1.1.1.34. .spec.curation

19.1.1.1.34.1. ik

XEaEAERRRE RN (Curator)

19.1.1.1.34.1.1. k&Y

o MR
Bt RE (7301
curator xR EEENREMNE
type FrFE EREMNRRERE

19.1.1.1.35. .spec.curation.curator

19.1.1.1.35.1. #uk

19.1.1.1.35.1.1. 2k &Y
o IR
B it} Hah
nodeSelector ES TE X Pod HEEIMFLET sk,
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BHR ISES (|I%E) Curator BIBTREX

WE FrFER Curator YEAVZ1THY cron R, R
H 303 *x*

AR (tolerations) A

19.1.1.1.36. .spec.curation.curator.nodeSelector

19.1.1.1.36.1. f@k

19.1.1.1.36.1.1. KH
o MR

19.1.1.1.37. .spec.curation.curator.resources

19.1.1.1.37.1. #ixk

19.1.1.1.37.1.1. 8

o X
EtE e ik
limits RIE S (ATE) BREIRR T AR AT
BYTRE,
requests xR %(Eﬁi) HRER T TR R
BHR,

19.1.1.1.38. .spec.curation.curator.resources.limits

19.1.1.1.38.1. ##ak

19.1.1.1.38.1.1. KH
* MR

19.1.1.1.39. .spec.curation.curator.resources.requests

19.1.1.1.39.1. f#k

19.1.1.1.39.1.1. k&Y
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o MR

19.1.1.1.40. .spec.curation.curator.tolerations[]

19.1.1.1.40.1. 3k

19.1.1.1.40.1.1. k&Y

o HH

B FR Hah

effect FFER (W) MRRTELENG =R
R, EEKELERAETRMR,

key FFER (A%k) key 2RRN AEIME =
W, empty RINGRMETTRELT
[

operator FREB (|I%€) Operator KRS HEH
X%

tolerationSeconds int (|[%) TolerationSeconds &
RIRHHERE] (W2

value FFER (a%k) (HRAREENS RIE.,

19.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
19.1.1.1.41.1. H#k

19.1.1.1.41.1.1. k8

® int
19.1.1.1.42. .spec.forwarder

19.1.1.1.42.1. 5k

ForwarderSpec @81 EHR A 3 LI 2B M ESEH., —REASTEENFER, BAUURERZERA S
AR A P #1THERE VL. BRI : fluentd,

19.1.1.1.42.1.1. 2k &Y

o MR
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=43 el sk

fluentd PO

19.1.1.1.43. .spec.forwarder.fluentd

19.1.1.1.43.1. {5k

FluentdForwarderSpec X2k 8 fluentd 954 % BMIBCE.

19.1.1.1.43.1.1. K#

o MR
=3 KR ftid
buffer POE S
inFile ISES

19.1.1.1.44. .spec.forwarder.fluentd.buffer

19.1.1.1.44.1. #k

FluentdBufferSpec X fluentd o S¥MF&, AT HAEME fluentd I HEEE. EXFHESHTF
EREBRARMATIKRND, FBERENMELER.

BXEBHSE, ESMH : https;//docs.fluentd.org/configuration/buffer-section#buffering-parameters
B flush 21, 1ES : https://docs.fluentd.org/configuration/buffer-section#flushing-parameters

EXERBBUES®E | https;//docs.fluentd.org/configuration/buffer-section#retries-parameters

19.1.1.1.44.1.1. 2k 5y

o XIR
B S Hah
chunkLimitSize TR (BI%€) ChunkLimitSize KR E
M RAKD, BHNEIE
flushinterval FREB (|I3E) Flushinterval fSERMHNE
HEMR A A EFHRT K
flushMode FFER (|3%) FlushMode KREE A

REERAIEIRR, ERX
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flushThreadCount int (|[3#%) FlushThreadCount
reprents 2 X A IEHE

overflowAction FREB (|I%) OverflowAction &
fluentd Z% hiGEHERIIR1E

retryMaxInterval FRE (AI%£) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
()

retryTimeout FRE (RI%) RetryTimeout RERIEM
FriZ A E IR KT H]

retryType FRE (AT#%E) RetryType REREIXER
RIFBIREL, flush #RAFATLL

retryWait FRE (RI%) RetryWait AR PIANELE
SRR iz (A B R [A]

totalLimitSize FREB (|I%) TotalLimitSize KRB
fluentd FS B9 s 22 (6] R {E

19.1.1.1.45. .spec.forwarder.fluentd.inFile

19.1.1.1.45.1. &k
FluentdInFileSpec X% fluentd in-tail iEH ST, BT HERA fluentd in-tail HIANB B,

BXEHSH, 1ESM : https://docs.fluentd.org/input/tail#parameters

19.1.1.1.45.1.1. kB

o MR

readLinesLimit int (|I%) ReadlinesLimit X RZERE
BN /0 @FEEImMTE

19.1.1.1.46. .spec.logStore

19.1.1.1.46.1. #h

LogStoreSpec @& B XAEHFHEHXNER.

19.1.1.1.46.1.1. K&
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o XfH

Bt i ik

elasticsearch xR Elasticsearch B & F A 48L&

lokistack xR LokiStack @& H KXY Type K&
7 LogStoreTypelokiStack i F§
TFHEFHEMNER.

retentionPolicy IO 3 (7Iik) RERBEE LT NMRE
HFR 8| K HAR

type FREB ERENHEFHIRE,

Operator BRI #{E A
ElasticSearch

19.1.1.1.47. .spec.logStore.elasticsearch

19.1.1.1.47.1. 35k

19.1.1.1.47.1.1. k&Y

LIPSE 3

Bt 3 ek

nodeCount int M Elasticsearch SR BRI T &

nodeSelector xR E M Pod R RIFLT R L,

proxy xR Elasticsearch Proxy ZH{4BI#IA&

redundancyPolicy FRE# (mI3%)

BrR xR (®Ii£) Elasticsearch R E
Xk

storage xR (RI%) Elasticsearch #4E T =
BB AAE

AR (tolerations) A

19.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

19.1.1.1.48.1. ik
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19.1.1.1.48.1.1. KR
o MR

19.1.1.1.49. .spec.logStore.elasticsearch.proxy

19.1.1.1.49.1. #h

19.1.1.1.49.1.1. KR
o MR

Bt

19.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

19.1.1.1.50.1. ik

19.1.1.1.50.1.1. KR
o XfH
limits ISE (AIk) BREIER T RITHRAIT
HERE,
requests I (RI3E) 1EKiE® TATRRER DT

VR
ap)/

19.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

19.1.1.1.51.1. $#&k

19.1.1.1.51.1.1. 288
o MR

19.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

19.1.1.1.52.1. &5k

19.1.1.1.52.1.1. &Y
* MR
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19.1.1.1.53. .spec.logStore.elasticsearch.resources

19.1.1.1.53.1. #huk

19.1.1.1.53.1.1. k&
o XfH
limits ISE (AIk) BREIER T RITHRALT
HHFRE,
requests xR (RI3E) 1EKiE® T ATRR DT
"R,

19.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

19.1.1.1.54.1. ¥k

19.1.1.1.54.1.1. 2k 8Y
o MR

19.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

19.1.1.1.55.1. #uk

19.1.1.1.55.1.1. &Y
o MR

19.1.1.1.56. .spec.logStore.elasticsearch.storage

19.1.1.1.56.1. }axh

19.1.1.1.56.1.1. k&Y

o MR
Bt 3] ok
size xR ZEFNT RS AFHESE.
storageClassName FRE (k) AFART R PVCH

R BT,

19.1.1.1.57. .spec.logStore.elasticsearch.storage.size
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19.1.1.1.57.1. ik

19.1.1.1.57.1.1. 358

o XIR

B : Hah

® 1A% FFER BB : BX Reonicalize 9
FitEe

d xR R d.Dec = nil, d £ inf.Dec FRH#
M E

i int R d.Dec==nil, i 2int64 T E
ERANEHE

s FFER s RAERMIXMNNEMN(E, LUBR
BHITE

19.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

19.1.1.1.58.1. #uk

19.1.1.1.58.1.1. k&Y

o MR
B 3t} fid
Dec R

19.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

19.1.1.1.59.1. #ak

19.1.1.1.59.1.1. k&
LIPSE 3
Bt e il feid
scale int
unscaled ISES

19.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled
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19.1.1.1.60.1. ##uk
19.1.1.1.60.1.1. K&
o XIR
Bt
abs Word sign
neg bool

19.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

19.1.1.1.61.1. ik

19.1.1.1.61.1.1. k&Y

e Word

19.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

19.1.1.1.62.1. #k

19.1.1.1.62.1.1. 28y

® int
scale int
value int

19.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

19.1.1.1.63.1. f@xk

19.1.1.1.63.1.1. KB
o A

effect FRE# (ATik) HMRRTELERG RN
R, EZERELEAETT KRR,
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B FR Hh

key FFER (A%k) key 2RRN BEIME =
., empty RINGTETT LT
fic.

operator FRE (|I%£) Operator X & 5 EM
X%

tolerationSeconds int (|[%) TolerationSeconds &

AREVERA (WA=

value FRE# (%) ([HEEFRERRNTTRIE.

19.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
19.1.1.1.64.1. #isk

19.1.1.1.64.1.1. 258

® int
19.1.1.1.65. .spec.logStore.lokistack

19.1.1.1.65.1. faxh

LokiStackStoreSpec FA3R1%E& cluster-logging LAEF LokiStack fEh B &F . ©igmE—mE2E[H &
BYEIA LokiStack.

19.1.1.1.65.1.1. k&Y

o MR
B i Rk
name FFER LokiStack FTiRAIZ TR,

19.1.1.1.66. .spec.logStore.retentionPolicy

19.1.1.1.66.1. f&ik

19.1.1.1.66.1.1. K&

o MR
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Bt e il 3T
application IO 3
audit xR
Infra ISES

19.1.1.1.67. .spec.logStore.retentionPolicy.application

19.1.1.1.67.1. #ixk

19.1.1.1.67.1.1. X8
o XIR

2352 ' s

diskThresholdPercent int (|l€) —ES W& A=
B, ZREEXARER N IZMIERIE
3| (4075)

maxAge FREB (RI%)

namespaceSpec #H (7Iik) BAHZEEME, BT
I BRER T 25 E B /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 2R E L
ERpIES

19.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]
19.1.1.1.68.1. fxh

19.1.1.1.68.1.1. K&

o
=3 KR ftid
minAge FREB (RIiE) MHPR5XA MinAge IHEY
& Ze I LEAICE (B 1d)
namespace TR Birdn & Z HHRETF MinAge BY

A& (BILH 7d)
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19.1.1.1.69. .spec.logStore.retentionPolicy.audit

19.1.1.1.69.1. &k

19.1.1.1.69.1.1. KA
o MR

Rt S sk

diskThresholdPercent int (|iE) — PN ESHEERAENE
B, ZAEEXAHER N IZMERIE
%3] (70 75)

maxAge FRE (mI3%)

namespaceSpec #H (Rlik) BAHZEEME, BT
T BRER T 25 E S /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEESap & 22 AR L
ERpIES

19.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

19.1.1.1.70.1. &5k

19.1.1.1.70.1.1. K&

o HUH
B KR ok
minAge FRE (A1) MRS MinAge IBEY
22 A CECADIC S (FIgn 1d)
namespace PR Birdp & 22 IR BEF MinAge B

A& (BINH 7d)

19.1.1.1.71. .spec.logStore.retentionPolicy.infra

19.1.1.1.71.1. 3k

19.1.1.1.71.1.1. 8
o XIR
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diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
%3] (70 75)

maxAge FRE (mI3%)

namespaceSpec #H (7lik) SR ZEEME, BT
I BRAER T 25 E B /NS B STAY

pruneNamespacesinterval FRE (RI%E) ZfTHTIEES e & 22 AR L
ERpIES

19.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]
19.1.1.1.72.1. #xk

19.1.1.1.72.1.1. K&

o XA
Ett S ok
minAge FRE (RIiE) MHpRSXA MinAge IHEY
fp & 22 (B EECAYICSK (5140 1d)
namespace FRE B hree & 22 [E] R B F MinAge BY

A& (BINH 7d)

19.1.1.1.73. .spec.visualization

19.1.1.1.73.1. #4k

XEaE B ENRIE R (Kibana)

19.1.1.1.73.1.1. KRB

o MR
B KR fhodk
kibana ISES Kibana L5t 16 40 4 B9 A&
type FREB EREN AR
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19.1.1.1.74. .spec.visualization.kibana

19.1.1.1.74.1. 5k

19.1.1.1.74.1.1. K&

o W&
Bt e i) 3T
nodeSelector ISES E M Pod R RIFLT R L,
proxy ISES Kibana Proxy ZH#4BIHII&
replicas int N Kibana SR EER BRI LB E
R ISES (AT#%) Kibana BIHHRE R
AR (tolerations) A

19.1.1.1.75. .spec.visualization.kibana.nodeSelector

19.1.1.1.75.1. #h

19.1.1.1.75.1.1. k&
o XIR

19.1.1.1.76. .spec.visualization.kibana.proxy

19.1.1.1.76.1. #5k

19.1.1.1.76.1.1. kB

o MR
it il sk
R IOF

19.1.1.1.77. .spec.visualization.kibana.proxy.resources

19.1.1.1.77.1. {5k

19.1.1.1.77.1.1. 8
o XIR
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