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31 E Hlasi BBt

B EFEE B OpenShift Container Platform 7 m _EiZ1THIRIERSE, X S35 B LS I [A] R 55 891X
B, AIIRZSHESEURENARNBERE.

BR T —LERERRINAES,, BiT BB Machine Config Operator E2#) MachineConfig X5, &L
OpenShift Container Platform 7 R ERVIRIERGFIT RS EN. Fla0, ERILMER Machine Config
Operator (MCO) F#|2EC B K EIEXS systemd. CRI-O # kubelet, P#%. Network Manager #1H %
SIThRERI BT,

AT RHES N T 40418 A Machine Config Operator BIZHAETE OpenShift Container Platform im L
BB IRVERBITNEE,

B

NetworkManager LA key file BUR& {5 W45 BE B R 72 /etc/NetworkManager/system-
connections/

TELARTRIRRAAF, NetworkManager fFHTHIM4SERE L ifcfg 1 NRFE!
letc/sysconfig/network-scripts/, M RHEL 9.0 7F#4, RHEL j$#iM4%ECBFETE
/etc/NetworkManager/system-connections/ 1, X key U&=, LUBSRFMEE
letc/sysconfig/network-scripts/ FEEZE BN AT LAEE TE, XA RESENENS
ARELEE T IHBI ST,

1.1. <F MACHINE CONFIG OPERATOR

OpenShift Container Platform 4.16 525 T 2 ERGHEHEE, ATEHEEECHNEYN, SEERET
m-t Red Hat Enterprise Linux CoreOS (RHCOS) B9 #7, &Ltk OpenShift Container Platform 124t 7 7]
SENEREHEEARE, BWREIT RALNIRE.

OpenShift Container Platform {# Fi = /NP 2R MEEHIgR R H L T REE, LT IREE I FER
FRAER Kubernetes NI ERMECIERIFRABHMENEBE R, S12HE :

e machine-config-controller, M control plane F4THINLERFA R, ©UMIRFAAESEET RFYRE
HEgBEH,

e machine-config-daemon P HBEEEREFNEBN T RLIZ1T, FHRE
MachineConfigController g RSN AR B AV SREEE LHEE, B RNEIERE, ©
SHEZEH pod, NABHHER, XLEBERLL Ignition EBEXHHTHR B, XLEXHNBIEE
BN R ES B FF 12l kubelet BRiE, BHASGERSRPR T, LiTFZEKINEIE OpenShift
Container Platform #1 RHCOS B #7#% i,

e machine-config-server SFFHF2E, TENMASEEENH control plane 77 mig 4t Ignition EZE X
1,

H2RECE = Ignition ECEMIFEE. machine-config-daemon IZERH2EEE, UEEREREHAT
OSTree B, HEZBWHN FH—FRT systemd kubelet XHER, ECBENR, HEIRIERSS
OpenShift Container Platform EZi&FIH b FE K,

PUTTT R B IBIRIER, BRI LA Sk{E KubeletConfig B & X FTE(CR).
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BF

WX HLESECE I ITIENAT, Machine Config Operator (MCO) S BEZNERFARAEX NHIT
=, MEEBER.

ERLMER T R PR RIS R R LN SR E R SUSIR I, 1S 7N EE LT
TREFT e

HE, EALEHTERER LY mENSREBERREBIES, BT ENNYERERE
AT spec.paused FEXIZE N true SREEBE DB Fi0E, BiEE, NHBEEENLR
43, FRIENT spec.paused FELiIXE N false, BT REEREFMEE.
UTEBRA MK T REHBIF

o L MCORMEBEILTEMERS, CREAHERERT AMIER TR RAER

o 7EHZRECER spec.config.passwd.users.sshAuthorizedKeys 24+ &k
SSH B,

o 1t openshift-config en & Z2 (AR E L pull secret =X pull secret,

o Kubernetes API Server Operator BZ/# %% /etc/kubernetes/kubelet-ca.crt
UERIA A (CA)

o Y MCO K& EI% /etc/containers/registries.conf SXAFHIE RS, 0TI YR EE
ImageDigestMirrorSet. ImageTagMirrorSet =% ImageContentSourcePolicy
MR, BRPEZENNMTR, NMARRHFIUHILRT R, SN FUTER, TRz
REEE

o ®INT — registry, EANENEEK (mirror) %ET pull-from-mirror =
"digest-only" 54,

o INT—NEH& (mirror) , HWAE— registry FIZEHR pull-from-mirror =
"digest-only" ¥,

o 1f unqualified-search-registries 7&K B RMNTIE.

ERELEHERT, TREWEESLHNANNSREEEEN TR, XMREET N LEFEZ.
Machine Config Daemon(MCD)EHRE T Mt ARER%. MR MCD RNFIKRERE, MCO 2F
TR B (degraded), BEIERGBIET RERE, BN RELZBEARE, BREEF,

HAth B
® XTF OpenShift SDN %% {84

1.2. ¥l 25 fc EL

Machine Config Operator (MCO) EIEXf systemd. CRI-O #1 Kubelet, PI#%. Network Manager #1H
R THEEE R, ©iLiRAE T —1 MachineConfig CRD, BAIUEENLEARBEXH (F5H
machine-config-operator) . T f MCO BI{E R LA R an{a] 5 E R0 44 X B X F X OpenShift Container
Platform £BHITRNRANENERER., UTEENIZTHEK MCO., NREELUREIINERA
I

o NREBERFRIFAE, BRFRIMFEMNEH. SMEHHERIRPHE—ISEEF
Eittl, FRRROMINEIELRNSFERESR.


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/networking/#about-openshift-sdn
https://github.com/openshift/machine-config-operator#machine-config-operator
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o HFBREET LN BNREVBRIERS LT H SRS HITIHRENER, K£F— OpenShift
Container Platform 7 g&2ith,

o MCO N AN HER B ARIRIERTIER, FiA OpenShift Container Platform &EE$#BLL worker
0 control plane 17 st FF 3k, BILRMES A GRS, EAUEEBRE LT, Flm, EalL
HE—NBEENH worker T sith, HAGENARFAENREREGIIE, B2, &7 HIRE
BENETHBYCh LR EL,

BF

— AT RA N BEMAE IR RE LR, 0 master 5 worker, EREER—
N —H 2B E B 51,

o HZBEMEEMN/E, MCO IRIE topology.kubernetes.io/zone 1%, RXFREHZ M T
o, MR—IMEEHAEZNTR, NEEEHKIANT R, TTFAMEARNT R, NENBEHH
TR, TRSJIREAWNEALY, EEEHRIBNT R, MCO —REHV R E !+ H
maxUnavailable FEXIEEN T R =,

e 7Ef¥ OpenShift Container Platform R&ELEIFIELRT, WAk HIT—LENBREE, TRZSHER
T, XAELUE T QI E#E A OpenShift Container Platform REEFEE 2 R B9 25 BC & Sk 5
W, MAENREENSREEZT, EEMBERT, EAI8EHEZE OpenShift Container
Platform R&ERFF N BRRSEITHITRILERE, USBIEMXESN T KRB IP tltsS
WD XFRE,

e MCO BENSFREFTHRENTH, MCOAREBEMNRIITHNFINEN, RIEAHEN
MCO BEARX M, HaiEN, MCO RIBMIZIEKNEERR, EFRFEANENT RAE
%IJO

o HAMBUFHEAT R, MREFERHENTRABI—DHFTR, NPLEZEFR[FEE
%O

e MCO R¥%#FE A letc #l /var B BRI, EARATLERMFFSHEERT LR RIS HEERIARL
Xigz—EE A, 540 /opt # /usr/local B %,

® Ignition & MachineConfig F{ERAMEBER R, 1F1EIFSH Ignition BEEEIE v3.2.0,

o F4A Ignition ECE 1% & A LATE OpenShift Container Platform B, BLL MCO 21t
Ignition BEEMI A XAE1E, 1B MCO TEEFXLRIA Ignition BB Rt 2. EIL, ERIZIEER
Z Ignition EEE AT Ignition ECB X BREZINSFEEP.

o U MCO BEMXMHIE MCO A BT, Machine Config Daemon (MCD) &4 miXE
71 degraded, AT, BARBEERXMNMERMIE, ©RIZASLTF degraded (BEZ) K,

o FRANBEBMN—NREBREAR, H& ) OpenShift Container Platform &R HIM RN T =
i, &MNFAE. machine-api-operator B & —/N#¥l%, MCOEEE.

MCO & [ Ignition ¥E NECEHE . OpenShift Container Platform 4.6 M Ignition EZEB A& AR A 2 FBEI kR
X3

1.2 WSS E R AR Rt 2 ?
MCO T EMMA M LRI :

e config : flIE Ignition BBX R (IHBH Ignition ELE ML) , LASERIETN OpenShift Container
Platform #8285 EBISC M. systemd BRSFIEhTHAE, 215 :


https://coreos.github.io/ignition/configuration-v3_2/
https://coreos.github.io/ignition/
https://coreos.github.io/ignition/configuration-v3_2/
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o Configuration files : 8/ 5(&E % /var = /etc B xR,

o systemd units : TEMIINA B R EFFHIXE systemd IRFSBVIRE, HBRIMNEIIAE systemd
AR5 .

o AFMA : ELLEFEN passwd ZhaHHY SSH B,

BR
= R& core A/ ¥ ZEHERVRFEERNR SSH B,

n AXEEAYSREERNIR S,

e kernelArguments : 7£ OpenShift Container Platform i 5| S E R S ITHRINSE.

RT A% (BT

® kernelType : (W) ERAFIMERKMARINERNRK, £ realtime k&M
INAR, ERER A

RAN) o iXRTEEFITE LWZHF., £ 64k-pages SHUAM 64k TR
FE%H 64 {il ARM RIFHIHLER,

o fips: 5 FIPS B, FNERENKE FIPS, MARRERHNTIK,

B

ZHEBEEAFIPSER, B AIMEE N FIPS 12 {EH Red Hat Enterprise
Linux (RHEL) TTE#HZITREREF. AR RHEL FRECE FIPS RXMEZFE R,
WBHTE FIPS AP LEIZRT,

L LU FIPS #22j217 Red Hat Enterprise Linux (RHEL) 2% Red Hat Enterprise
Linux CoreOS (RHCOS)H}, OpenShift Container Platform #%:/0ZH 44 # A RHEL
INEE, 7£ x86_64. ppc64le Fl s390x 22 LIRZZE NIST FIPS 140-2/140-3
Validation,

e extensions : Wi RMNFAMETT @EERT B RHCOS ThEE, XMTFiXANThee, ATAMYT BREFE
& usbguard FIRREIRLR,

® Customresources (FiF ContainerRuntime 1 Kubelet) : fEAERECES, MCO BEEMNMNF
REEXHR, BATFEN CRI-O B8z17iXE (ContainerRuntime CR) #1 Kubelet fR%5
(Kubelet CR) .
MCO F 2B OpenShift Container Platform 77 s LR R ZH 4 HIME— Operator, HAth Operator
th A USSR E RSN AIMITHRE, — MBI F =2 Node Tuning Operator, BRFEET Tuned SHFHIZES
BEATT RIGIMEREL.
AIUEREFHITH MCO BBEFESSIEELUTHEH, WFE OpenShift Container Platform Z&&i7 12
P2 RITERBI RSB EESS, 5SS RHCOS B L&m R, FIMERT, £ MCO hi#THITEE
WHEEEL,
UTEBRA ML T REHBIS
o L MCO KRMEILLFEMESN, EREARHERER T RMNIER TN AR :
o FEHZRELEM spec.config.passwd.users.sshAuthorizedKeys S F B i SSH B,

o 7t openshift-config &5 % Z2 [A| R E £ /F pull secret 3 pull secret,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#using-the-system-wide-cryptographic-policies_security-hardening
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_installing-the-system-in-fips-mode_security-hardening
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#protecting-systems-against-intrusive-usb-devices_security-hardening
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o Kubernetes API Server Operator B#l45; /etc/kubernetes/kubelet-ca.crt 1577 4 114
(CA) .

e I MCO il ZI% /etc/containers/registries.conf X {-BIEERET, NN SnkE
ImageDigestMirrorSet. ImageTagMirrorSet =% ImageContentSourcePolicy X%, ©aHEZ
SRR, NABRNHFICHILE T R, N TFUTER, TRPFEFRIKE :

o IBINT— registry, HWAENENEE (miror) HET pull-from-mirror = "digest-only" &
#.

o |INT—/ER (mirror) , HETE— registry Fi%ER pull-from-mirror = "digest-only"
S,

o 7 unqualified-search-registries FI &R RINTI B,

FEEMERT, EILMER 7RARERED MCO BER TIENEFMBER. NFELER,
BB 7N A0 E R K 17 R E BT o

ARLEERT, A LNEEBS YN AN SRBIEERASRKER, XMRSRE N BEFE,
Machine Config Daemon(MCD)EfifeE T S AR ER®E. MR MCD RillEIEERE, MCO =%
T EbME ol B (degraded), BEEIEEAEIET REcE, MBENT SELBARE, BXLEEH. X
REBERBNESEL, 55 THBERBI,

1.3. 72 MACHINE CONFIG OPERATOR 7 & HFZE1T X

LIRFERAVSREER RGN (MIRINFFEE X, BW systemd BTSN S S EHT SSH &
#1) , Machine Config Operator (MCO) RN FXLEREH, HBEREBNTROTHAENRER L.

HEHTENE, MCO RBREMMHNSEE. EASHIERT, ANAFBISEER, Operator &
EENZRMNT R EHITUTHE, BXRMEZIRMNT REBA BHNRE

1. CordonXIFEIAMIT/EfE, MCO T mbpit N AR EE,

2. DrainMCO b TT R Lz fTHRBE TENE, SBRTENHERHERREM T R L,

5. Uncordon.tf FITAEfE, MCO F11 RbRic Al R,
ELI2H, MCO RIEHNZREE i ER MaxUnavailable {E4E P AR E# pod $E.
#NR MCO 7£ master W EHEZE pod, HEBLUUT&RM :
e TEHTI R OpenShift &8/, MCO BT HFZIRE,
o MCO FaHEZEE A pod, MUBAIEFHEARSS (40 eted) o
A=

ERELEBRT, TRIARWHZE, NEELER, 1HSMH "About the Machine Config
Operator”,

R A ETEREE S control plane EfH, AU RMBHFEMER A EKRM TR, NFELER, 5SS
A" T RN SREBE BT mE /S BT N "#"2 A Machine Config Operator BEIE#H51 %",
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Hith BTR
® T Machine Config Operator
o AT RPRTRIRR/IMEXT I 2REC B B oA I

e *H Machine Config Operator BE1E# 8|5

1.4. TR ERBRN
LU A PRES SN BRREFREBNASTRAN, AREKHIIER. XN LERB(drft). fii,
SHEEATRERFINER -, systemd B, SEBEIHHREBEBHNXHIIR, X253
RER®, RERBITBEA S Machine Config Pool FRETT s Sl 23 AL & B &7 H 30 /a4,
Machine Config Operator(MCO){&F Machine Config Daemon(MCD)EHIEE T AR B AR B R/E.
FRME, MCO &7 =N REEM(MCP)%E N Degraded, FiREH R, BAMT RELE TR
&, BELEEH.
MCD T BRI LA T SRR HATE B R

o LI RF|FM,

o ENZRELEFIEEMETMXHE (Ignition XHH systemd BEARETT) &, RENEEMENR,

o [ AFHERECER,

INRIEFHHLREBN AEIT R, MCD RIGk XHEBRBEEIN, XXM 2

wH, EAFNSREXIST R ERNSEETR, NAHISERER, MCD
RERAFYSREESRNRERS.

AEHITEERBILNES, MCD REIEXHRBHNREE S LRI ANV SEEREETETE, &
®, MCD &M AR EREINFR-NPERERB.

g0R MCD # I ZIEEE R, MCD HUTUUTES :
o [IRHIE BELEHIR
e % 3% Kubernetes Ef
o ETREEEIEFH—FHM
o 7= # MCP #%i{&» degraded
AR LLRIL S MCP e B R BRI A -
I $ oc get mcp worker
MRIEEF—FEHH MCP, DEGRADEDMACHINECOUNT 2 A NE, RKEUFLLTHHE :
it

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/support/#troubleshooting-disabling-autoreboot-mco_troubleshooting-operator-issues
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DEGRADEDMACHINECOUNT AGE
worker rendered-worker-404caf3180818d8ac1f50c32f14b57¢3 False True True 2
1 1 1 5h51m

R LLES G B BB B RIAE FH R T HERERS 3 :
I $ oc describe mcp worker

it Bl

Last Transition Time: 2021-12-20T18:54:00Z

Message: Node ci-In-j4h8nkb-72292-pxgxz-worker-a-fiks4 is reporting: "content mismatch
for file \"/etc/mco-test-file\"" €))

Reason: 1 nodes are reporting degraded status on sync

Status: True

Type: NodeDegraded 9

Q IE B BR T B /etc/meo-test-file S04 (HRALZREEERM) SENGREENBARZIL,

Q T RAIR S NodeDegraded.

FE, WREFEWDNTREBELR, HREZTR :

I $ oc describe node/ci-In-j4h8nkb-72292-pxqxz-worker-a-fjks4

i tH o Bl

Annotations: cloud.network.openshift.io/egress-ipconfig: [{"interface":"nic0","ifaddr":
{"ipv4":"10.0.128.0/17"},"capacity":{"ip":10}}]

csi.volume.kubernetes.io/nodeid:

{"pd.csi.storage.gke.io":"projects/openshift-gce-devel-ci/zones/us-centrali-

a/instances/ci-In-j4h8nkb-72292-pxqxz-worker-a-fjks4"}

machine.openshift.io/machine: openshift-machine-api/ci-In-j4h8nkb-72292-pxqxz-worker-
a-fiks4

machineconfiguration.openshift.io/controlPlaneTopology: HighlyAvailable

machineconfiguration.openshift.io/currentConfig: rendered-worker-
67bd55d0b02b0f659aef33680693a99

machineconfiguration.openshift.io/desiredConfig: rendered-worker-
67bd55d0b02b0f659aef33680693a99
a machineconfiguration.openshift.io/reason: content mismatch for file "/etc/mco-test-file"

machineconfiguration.openshift.io/state: Degraded 9

EUSHERRET KM BN ERE B RGN B R BRI, IR E B3R T /etc/mco-test-file
AR HBEYVSREERN, EVSEENEGFIZE,

T AR H Degraded.

o
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ER Bhdd PUTUL T e — R B EEERZ 7 mRE E] Ready A7 :

o MBERTREXHHNABTNXHIRSNSFEEPEENNBLE, BAUFNEEXHRNETHE

SRR,

o TERRICT R EERR—DinHI M, sEISHE MCD Siid E IR E RS IFHHER T HETaIHl

#RICE,

ﬁ o
' AT REERBGEF XS SBULT REHEI S,

1.5. K EH AR E IR

Z & & Machine Config Operator (MCO) . HFAHREEENFRERIRT, 1HFERLT oc @ :

it

10

. BEESERTDHIEMSERER (MCP) HATA MCO BEMT REE, HZTUTHS -

I $ oc get machineconfigpool

LN
NAME  CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-06c9c4... True False False 3 3 3
0 4h42m
worker rendered-worker-f4b64... False True False 3 2 2
0 4h42m

Her:

UPDATED

True KREFR R MCO SIS HFINAREEN A E1Z MCP AT =, HEiNlasEEE oc get
mcp i #) STATUS ZE;HI5E, False JRAFRTR MCP By TT s IEFE E#T,

UPDATING

True JKEFER R MCO IEE7E#%HR MachineConfigPool B & X 5HR A MFHLE R FAE1Z MCP H#y
EP—NNR, MENNREERHWENNSREE, B TEHFNT RAIEREATH
. False KR MCP RBIFRAE T m AR E BE#.

DEGRADED

True REFRT MCO #HRER L BRI AT RN ESFEEN A EIZ MCP FED—IT R, FHE
BRERW, BUMT RAETERTHE, False IREFRT MCP RERRAE T/ RERRLLE,

MACHINECOUNT

RT% MCP 988 5 8.
READYMACHINECOUNT

BB MCP A s i T AL 2R 5 2K,
UPDATEDMACHINECOUNT

158 MCP Fr A L AT B BRINLER 5


https://access.redhat.com/solutions/5414371
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DEGRADEDMACHINECOUNT
§BH MCP mR#Tic i degraded 3% unreconcilable BI#128 584,

ERTEMHE A, BZ=A control plane (master) 17 mA =4 worker 75, control plane MCP #1
KB R T E LAIHESECE,. worker MCP YT R B AR EMN S ELE, worker MCP
BN T R EH, —MBIEEHT, 20 UPDATEDMACHINECOUNT /y 2, & &R, 40
DEGRADEDMACHINECOUNT »y 0, DEGRADED /; False,

AR MCP R RIEFEEST, {E CONFIG FIIHMHEREE S HAINNARRE, ZEESMX
MECEHTERH. BHTKE, FIHBYSREERARINSEE, SHREF N MCP,

IR REY, LT RFTEE7E READYMACHINECOUNT #, HEG&E
MACHINECOUNT A, 574, MCPRE#HKXES UPDATING, AN T REERY
AIRIAERECE, FRLLE#ITEE UPDATEDMACHINECOUNT &if :

it Bl

NAME  CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-06c9c4... True False False 3 3
3 0 4h42m
worker rendered-worker-cib41a... False True False 3 2
3 0 4h42m

. B@ & MachineConfigPool B E X FREKE MCP T URE, HiZITUTHS :
I $ oc describe mcp worker

i o Bl

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3
Events: <none>

1
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pa -3

R R E B, T "R EE7E Ready Machine Count 7, ©8&7E
Unavailable Machine Count # :

it Bl

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 2
Unavailable Machine Count: 1
Updated Machine Count: 3

3. EEFEEFNIAEH MachineConfig ¥R, HZTUTHS :

I $ oc get machineconfigs

Ll
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
00-master 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
00-worker 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-container-runtime  2c¢9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-kubelet 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-master-dde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-worker-fde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m

HER, 504 rendered B MachineConfig & R R = kS B S MR
4. ZEEFENREENNS (AHIFH 01-master-kubelet) , HZTATHS :
I $ oc describe machineconfigs 01-master-kubelet

5 895 B 27~ Itk MachineConfig X R R & & BS & S 4 (cloud.conf #1 kubelet.conf) #l
systemd R55(Kubernetes Kubelet) :

i~ Bl
Name: 01-master-kubelet
Spec:
Config:
Ignition:
Version: 3.2.0
Storage:
Files:
Contents:
Source: data:,
Mode: 420

Overwrite: true
Path: /etc/kubernetes/cloud.conf

12
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Contents:

Source:
data:,kind%3A%20KubeletConfiguration%0AapiVersion%3A%20kubelet.config.k8s.io%2Fv1bet
al1%0Aauthentication%3A%0A%20%20x509%3A%0A%20%20%20%20clientCAFile%3A%20
%2Fetc%2FkubernetesY%2Fkubelet-ca.crt%0A%20%20anonymous...

Mode: 420
Overwrite: true
Path: /etc/kubernetes/kubelet.conf
Systemd:
Units:
Contents: [Unit]
Description=Kubernetes Kubelet
Wants=rpc-statd.service network-online.target crio.service
After=network-online.target crio.service

ExecStart=/usr/bin/hyperkube \

kubelet \
--config=/etc/kubernetes/kubelet.conf \ ...

NSRRI SRECE IR, e LA R X — Bk, a0, #NREIZ1T oc create -f
Jmyconfig.yaml LN AN EREE, EALLETUTHSEMRIZNZFEE -

I $ oc delete -f ./myconfig.yaml

NFXZME—BIRRL, NIRRT [ALREEFEIORT. XS E2IMNEEDIREEZaTERH
R

MREEHPRNECHNRESE, EALERALAF ZRNGSEERLRSURNAEEI]8ha9E X
L7

1-6- *ﬁﬁ*ﬂ%&@ﬂlﬁ /\\\’Iﬁ/ (AN

EEHSRES, EARFENEANT REVHE, DBBIRE, SEENT S THREER,

B HFHEEM Machine Config Operator (MCO) BHBVIRE, EHEALLT oc 4

BF

St T MCO %’S?&%R% PMRRTTINRE. HARTATIHRER LIS M AR 55 F ML
(SLA) %Fr, BMsemaEH TR, ABETHERE T MRHRERE], XERARTIE
il _JJ«AEFHF?EELJQFH%E’JI}JH& HENSEF LM BRRERFE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

it
1 BT TS, KEFTEN SR ERFE T KRB EFTRSHER

I $ oc get machineconfignodes

o=l
NAME UPDATED UPDATEPREPARED UPDATEEXECUTED
UPDATEPOSTACTIONCOMPLETED UPDATECOMPLETED RESUMED
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ip-10-0-12-194.ec2.internal True  False False False False
False

ip-10-0-17-102.ec2.internal False  True False False False
False

ip-10-0-2-232.ec2.internal False False True False False

False

ip-10-0-59-251.ec2.internal False False False True False
False

ip-10-0-59-56.ec2.internal  False False False False True

True

ip-10-0-6-214.ec2.internal False False Unknown False False
False

Hep:

UPDATED
True IRAEFRZR MCO EN YR EEBN BEIZBE T R, False RKERTTRYFIEESR
#T. Unknown IRASRTIZIEIETEAIE,

UPDATEPREPARED

False IR SRR MCO MARFENHED LHFHIRECE, True JKEFRIR MCO B EFHTIX
N E%. Unknown A AR RIEVEIEEMIE,

UPDATEEXECUTED

False X &F R MCO BARBEIEPMPET R, SERTEARSHNRIERTBARFENE
. True RKERZR MCO BEZRBFIXMNER. Unknown IRERRIZIEIETELIE,

UPDATEPOSTACTIONCOMPLETED

False A 5F R MCO BKRBENEH S| T msk kT #HE, True KEFRR MCO BEERE
FEISHEH T 2RSS, Unknown JRE i%ﬂf XA EREFI R A E T IR, & MCO
YETETEN BB #H,

UPDATECOMPLETED
False SRS R MCO EAR/FEN T RFFEH T RIRTHIER. True IRKEFRTR MCO SEREH T
sORASHIRT ABEETT.

RESUMED

False AR MCO MR/GHEE BRI WiEss. True RERTT mAIREHIE
£, Unknown R AR FIEVEIEEIEE,

Eﬁﬁﬁ?’*tﬁﬁi%ﬁnﬁxﬁh, IRE B Z N ER, TFH?*EE%ELFQ IRBT LA
R E—Mm5H -o wide LUK S BHFBNERMNELSER, XIRHET
ELYN:D|

UPDATECOMPATIBLE,UPDATEFILESANDOS DRAINEDNODE,CORDONE
DNODE REBOOTNODE RELOADEDCRIO #1 UNCORDONED 71|, jXLtt#Bf
MEEFHAERAE, FHEUTEENRNERTRE,

TUTRS, REFENSRERPT REEHFRT

$ oc get machineconfignodes $(oc get machineconfignodes -o json | jq -r
".items]]|select(.spec.pool.name=="<pool_name>")|.metadata.name’)

@ x9&F5E MachineConfigPool Xf & 4.

14
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i Bl
NAME UPDATED UPDATEPREPARED UPDATEEXECUTED
UPDATEPOSTACTIONCOMPLETE UPDATECOMPLETE RESUMED
ip-10-0-48-226.ec2.internal True  False False False False
False
ip-10-0-5-241.ec2.internal True  False False False False
False
ip-10-0-74-108.ec2.internal True  False False False False
False

3 BT RS, RERNT RBEIRE
I $ oc describe machineconfignode/<node_name> ﬂ

@ /=% #52 MachineConfigNode 7 & 475,

i =Bl
Name: <node_name>
Namespace:
Labels: <none>

Annotations: <none>
API Version: machineconfiguration.openshift.io/vialpha1
Kind: MachineConfigNode

Metadata:
Creation Timestamp: 2023-10-17T13:08:58Z
Generation: 1
Resource Version: 49443
UiD: 4bd758ab-2187-413c-ac42-882e61761b1d
Spec:
Node Ref:
Name: <node_name>
Pool:
Name: master

ConfigVersion:
Desired: rendered-worker-823ff8dc2b33bf444709ed7cd2b9855b §))

Status:
Conditions:
Last Transition Time: 2023-10-17T13:09:02Z
Message: Node has completed update to config rendered-master-
cf99e619747ab19165f11e3546¢71f1e
Reason: NodeUpgradeComplete
Status: True
Type: Updated
Last Transition Time: 2023-10-17T13:09:02Z
Message: This node has not yet entered the UpdatePreparing phase
Reason: NotYetOccured
Status: False
Config Version:
Current: rendered-worker-823ff8dc2b33bf444709ed7cd2b9855b
Desired: rendered-worker-823ff8dc2b33bf444709ed7cd2b9855b 9

15



OpenShift Container Platform 4.16 #l23AC &

Health: Healthy
Most Recent Error:
Observed Generation: 3

ﬂ E R BB EER, spec.configversion.desired F XI5 EfT BHECE =B E#,

Q RATE Machine Config Daemon (MCD)J5IETBCERf, status.configversion.desired
Ex':FT ENREY REH. MCD @i E B LRI B RHUTI L, NREHKIhET
UPDATEPREPARED [/ E%, MRS KRIMFEE.

1.7. 7 MACHINE CONFIG OPERATOR it
Machine Config Operator it F§ F{R&#" Red Hat Enterprise Linux CoreOS (RHCOS) 7 s # Machine
Config Server Z [AIMiE#E, MFEEZER, ES M Machine Config Operator ik,
171 BEBILHHESERE
LAUFiE B Machine Config Controller (MCC) 7E5:8¥ #4038, F+TI4E ControllerConfig FiREALE! :
e /etc/kubernetes/kubelet-ca.crt
e /etc/kubernetes/static-pod-resources/configmaps/cloud-config/ca-bundle.pem
e /etc/pki/ca-trust/source/anchors/openshift-config-user-ca-bundle.crt
MCC iR EBER R registry IEH R EXECBR PR SIED,
ERILURERE XS HEIEBRER, SIBEIEPIIEAE, LIRS EHHE,

it =
o ZITUTaGRREEMBNILTESR

$ oc get controllerconfig/machine-config-controller -o yaml | yq -y
'.status.controllerCertificates'

it Bl

"controllerCertificates": |
{
"bundleFile": "KubeAPIServerServingCAData",
"signer": "<signer_data1>",
"subject": "CN=openshift-kube-apiserver-operator_node-system-admin-
signer@168909215"
|3

{
"bundleFile": "RootCAData",

"signer": "<signer_data2>",
"subject": "CN=root-ca,0OU=0penshift"
}
]

o FALTHAKENBEELIKS, FKE ControllerConfig AR EIE RRYE H HARA :

16


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/security_and_compliance/#cert-types-machine-config-operator-certificates

15 YRk ESLR

I $ oc get mcp master -o yaml | yq -y '.status.certExpirys'
i Bl

status:
certExpirys:
- bundle: KubeAPIServerServingCAData
subject: CN=admin-kubeconfig-signer,OU=openshift
- bundle: KubeAPIServerServingCAData
subject: CN=kube-csr-signer_@1689585558
- bundle: KubeAPIServerServingCAData
subject: CN=kubelet-signer,OU=0penshift
- bundle: KubeAPIServerServingCAData
subject: CN=kube-apiserver-to-kubelet-signer,OU=0openshift
- bundle: KubeAPIServerServingCAData
subject: CN=kube-control-plane-signer,OU=openshift

A EERF B EFEN B E S EH OpenShift Container Platform N 2.

e &3 E%E /etc/docker/cert.d B RBIRBTRE T R LIFLH registry IETF :
I # Is /etc/docker/certs.d
Ll N

image-registry.openshift-image-registry.svc.cluster.local:5000 image-registry.openshift-
image-registry.svc:5000

17
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B2E FRANGBEENREET R

e LAE AT RSSO MachlneConflg R, BEX OpenShift Container Platform 7 m_EiZ 1T
X, systemd BITXHMEMBERSTIEE, BXEANKREENELER, HSHAEX Fi SSH %
WEH, JSUEHRGS %, JEH SCTP ISR, F7 OpenShift Container Platform EZi&E iSCSI
initiatorname,

OpenShift Container Platform X #F Ignition #lA& kA 3.2, EOIEMFTEFVIZRECEZRLZE T Ignition
MR A 3.2, MIREFHAJ OpenShift Container Platform 5£2%, {E@IIAM Ignition MAIRA 2.x H25HE
B 1% B O AR AR A 3.2,

HEELERT, TREHWREES LN ANNSREEREENTLRE, XMREEMN LEHE.
Machine Config Daemon(MCD)EfifeE T M S AR ER®Z. MR MCD RilEIEERE, MCO =%
T mbRich B (degraded), BEIEBE AR ET RAELE. BENWT RELBEATRE, BEEEH. 5%
RBERENESELR, HSHTREBRERI,

R

{8 A "Configuring chrony time service" &84 £ 7 iN{al {5 L Ath B & ST AR AN EI OpenShift Container
Platform 7 RBI#EEL,

2.1. BEi& CHRONY (A iR 55

& A LLBIT IBER chrony .conf XA, FHIRXLERFENNSREEL LS T =, MIMXE chrony i
(8] iR 25 (chronyd){& RIS (A AR S5 23 AIAE R IXE

it

1. B8 — Butane E2i&, S3& chrony.conf FHIARE. a0, E7E worker T EELE
chrony, i&BOIE— 99-worker-chrony.bu 3214,

% o
INFEAH X Butane BER, HS5"E A Butane B/EVEEE",

variant: openshift
version: 4.16.0
metadata:
name: 99-worker-chrony ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
storage:
files:
- path: /etc/chrony.conf
mode: 0644 6
overwrite: true
contents:
inline: |
pool 0.rhel.pool.ntp.org iburst ﬂ
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony
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B 2E FANSRENREET <

wﬁ control plane MR £, TEXPMIESFF master &1l worker.

9 FHBRECE S4B mode FEAIEERMERRN, EAIRXHGHNARENG, B Fikih+
HEE, ETLUER oc get mc <mc-names -0 yaml S5 KK E YAML X4,

IBEEMAEMBI, "IV RIBAEGR, 20 DHCP RSSEHRIRMHMIE, &, ERIUEEUT
NTP AR5525 : 1.rhel.pool.ntp.org, 2.rhel.pool.ntp.org, =k 3.rhel.pool.ntp.org.

2. {#F Butane 4 X MachineConfig % &3 {4 99-worker-chrony.yaml, EHFE@EZRMFET =
HELE :

I $ butane 99-worker-chrony.bu -0 99-worker-chrony.yami

3 EARAUTHMARE—MNAEE :

o NMRKELEEZIT, TERBEXHRE, & MachineConfig % R ARMNE
<installation_directory>/openshift B, RS0 ER,

o MREHFCHIZIT, FHMALXH :

I $ oc apply -f ./99-worker-chrony.yaml

Hh iR
e {FFH Butane DN BEE

2.2. 2 CHRONY K}E RS

& 7] LAfE A MachineConfig B E X #IR (CR) WEBREA BN T REM chrony Ff[HARSS (chronyd).

FRFM

e L% OpenShift CLI (oc) o

o LIEA cluster-admin A B9 & %K,

it 3
1. ©/# MachineConfig CR, N1EE T/ RABEHA chronyd,

a. 7£ disable-chronyd.yaml XA {RELLTF YAML :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: <node_role> 0
name: disable-chronyd
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
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- contents: |

[Unit]
Description=NTP client/server
Documentation=man:chronyd(8) man:chrony.conf(5)
After=ntpdate.service sntp.service ntpd.service
Conflicts=ntpd.service systemd-timesyncd.service
ConditionCapability=CAP_SYS_TIME
[Service]
Type=forking
PIDFile=/run/chrony/chronyd.pid
EnvironmentFile=-/etc/sysconfig/chronyd
ExecStart=/usr/sbin/chronyd $OPTIONS
ExecStartPost=/usr/libexec/chrony-helper update-daemon
PrivateTmp=yes
ProtectHome=yes
ProtectSystem=full
[Install]
WantedBy=multi-user.target

enabled: false

name: "chronyd.service"

ﬂ E2M chronyd BT =2 A, 20 master,

b. iZfTLA T a4 3kl MachineConfig CR :

I $ oc create -f disable-chronyd.yaml

2.3. j‘U ™ Iu\/l.]\\j.]l] W*Z%?&

HE—LERHRERT, BARFENEREFPN—HT RRMARSE, HTHERERN N IVDIEE, mEEY%
STER T RS EEIRIN,

Digk

==
[=]

THERAARSRRSBRALELED .

1A LR B RS EUR B 21
e nosmt: ERZRPEAXNMRLLEE (SMT), SEBEARTFEN CPUBSMEHERE, BHLIESHE
FEINMEHREEMEA nosmt, LURMBENBEARREI NG, BA SMT AR LY FhFERe
'Iﬁﬁﬁ;'z'riﬁbo

e systemd.unified_cgroup_hierarchy : [ Linux #H|2HAR A 2 (cgroup v2). cgroup v2 =R
RIZEFHH TN RE, B8 T it
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BF

cgroup VI @— 1 EFHMTIEE, FAMNINEENAE ZTE OpenShift Container

Platform 1, FRMEEWTR. BRE, XNRERKELUBEILITHRAHHRMER,
BARZWIEHBIEE R EA.

[ OpenShift Container Platform % 1T3E1C A 2 Z A FINREIZIBERR 53 o

® Enforcing=0 : ¥ Security Enhanced Linux (SELinux) E2& LA permissive X217, 1E

A% OpenShift Container Platform B FASM RN EZINEENRITIIR, HS

permissive B, REKRR enforcing R —IFMER LK, SEMONRFEEEPILK

ViFE4ERE, BEHARIELAEMIRE. BATBRIUEEIMERSPHEA permissive EX,
1B permissive X 2B B F i,

Digk

H
[=]

AXFEEIMERZER RHCOS £ SELinux, 1E7 & L2 SELinux

&, BHEEFEEPERFRENEFESE,

MFEARSEHNFIRMER, ES5 Kernel.org WiZSH,
ELUTRES, BEUE— P AFIRHLLTHAR MachineConfig X4 :
o TMERNMASHH—HNZE, ABIRNHEE worker 5 ERIN 2R,
o [HINEINAEAKSHERRHNAKSH,
o IERHZRECE SR AN A BRI BRI,

FoRFH

o BEHIEEZ1TH OpenShift Container Platform SEEEH B IR4FH,
ik =

1. 5 OpenShift Container Platform 5229318 MachineConfig /£, LUHE MAITRICERINL
#RECE :

I $ oc get MachineConfig

i th o B

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE

00-master

33m

00-worker

33m
01-master-container-runtime
3.2.0 33m

52dd3ba6a9a527fc3ab42afac8d12b693534c8c9 3.2.0
52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0

52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9
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22

01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. QIB—NEFIRARZS B MachineConfig X R4 (40 05-worker-kernelarg-
selinuxpermissive.yaml)

1]
2]

©

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
kernelArguments:
- enforcing:O@

RS B E worker 7 o

BFIRACEARNESREE RN LAME (05) URAEMHLER CRiIN— MRS EKE
& SELinux permissive &%) .

SIS ER AN enforeing=0,

3. QEHFVSRE :

$ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml

4. RENSBEELUEERSRNINTHEE :

$ oc get MachineConfig

it Bl

NAME GENERATEDBYCONTROLLER

IGNITIONVERSION AGE

00-master 52dd3bat6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0
33m

00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m
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01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
05-worker-kernelarg-selinuxpermissive 3.2.0 105s
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 KRETS:

I $ oc get nodes

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.29.4
ip-10-0-136-243.ec2.internal Ready master 34m v1.29.4
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.29.4
ip-10-0-142-249.ec2.internal Ready master 34m v1.29.4
ip-10-0-153-11.ec2.internal Ready worker 28m v1.29.4
ip-10-0-153-150.ec2.internal Ready master 34m v1.29.4

AT LLL B, TEN BTSN worker T EMAEEHESWERA,

6. BIfEE A — worker T RIFFIHHZBSITSE (EHLH /proc/cmdline 1) , LKRERZS
WL L EER -

I $ oc debug node/ip-10-0-141-105.ec2.internal
it =Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fd0... ostree=/0stree/boot.0/rhcos/16...
coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit

&N EEl enforcing=0 SHERMEHMAKLSE,
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2.4.7£ RHCOS LE AW A NKSHENZ IKE

BF

% F1E OpenShift Container Platform 4.8 i E S RAREBEFH T s, WEERETRSPE
AZBE, BEMAI/OBRMIEBEEATIHI/O RGHEHENLEBS, EUFELENEH
ZREZE, BXEREIRPEASHRENESER, HS N EENLLREPN TERASRE
BEF",

Red Hat Enterprise Linux CoreOS (RHCOS) X #FERfi#A FRIZIRE, SVFRTEMGERFEH 1T 5 5 K5
M, LUEHESNENTALE. BEVREERESRE, REREEXR.

BF

1£ IBM Z° #01 IBM® LinuxONE A1, fRREEEERE TP VeEEEEHN DSBS RE. W
EELIER, HBHTE IBM Z° F1IBM® LinuxONE _EZE& M z/VM BYEE % RHCOS
F/F5) OpenShift Container Platform bootstrap i3 72",

BF

LERE T ZHBEM IBM Power® LRI A "vSCSI" G VIOS EH P RESREE T
OpenShift Container Platform 4.16 S£8F W REFESNT, BT ZERZEH CoreOS 17
RILEBI S, WITHREEN, RNRE—NMBRETATFTR.

FERFH
o RAE—NIETEiZ1TH) OpenShift Container Platform &£8f, ©FEHRA 4.7 HE S hRA,
o LEFEBR/HNMAN SR ERER.

o MEWINSHEEATHE. RAET HBA GEEREEEES SAN BEN EF T HFLIE,

iz
1. E7E control plane T LA A BRRRERE :

o QIEHIBREE XM, 0 99-master-kargs-mpath.yaml, 173045 REEERIN master i7% 3
FRRZBERAZSE, Fa0

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "master”
name: 99-master-kargs-mpath
spec:
kernelArguments:
- 'rd.multipath=default’
- 'root=/dev/disk/by-label/dm-mpath-root’

2. 1 worker TP FE A2 BRBRRES -

o QIEHNIBREE XM, 0 99-worker-kargs-mpath.yaml, 173045 REEERI worker H7% 3
FRRZBERAZSE, B0

24
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apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfig
metadata:
labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-kargs-mpath

spec:
kernelArguments:
- 'rd.multipath=default’

- 'root=/dev/disk/by-label/dm-mpath-root'

3. [FAZ AR master 2 worker YAML S0 B ETH2SECE -

I $ oc create -f ./99-worker-kargs-mpath.yami

4. RENSBEELUEERSRNINTHEE :

$ oc get MachineConfig

i =Bl
NAME
IGNITIONVERSION AGE
00-master
33m
00-worker
33m
01-master-container-runtime
3.2.0 33m
01-master-kubelet
3.2.0 33m
01-worker-container-runtime
3.2.0 33m
01-worker-kubelet
3.2.0 33m

99-master-generated-registries
3.2.0 33m
99-master-ssh
99-worker-generated-registries
3.2.0 33m
99-worker-kargs-mpath

3.2.0 105s
99-worker-ssh

GENERATEDBYCONTROLLER
52dd3ba6a9a527fc3ab42afac8d12b693534c8c9 3.2.0
52dd3ba6a9a527fc3ab42afac8d12b693534c8c9 3.2.0
52dd3ba6a9a527fc3ab42afac8d12b693534c8c9
52dd3ba6a9a527fc3ab42afac8d12b693534c8c9
52dd3ba6a9a527fc3ab42afac8d12b693534c8¢9
52dd3ba6a9a527fc3ab42afac8d12b693534c8¢9

52dd3bat6a9a527fc3ab42afac8d12b693534¢c8¢c9

3.2.0 40m
52dd3baba9ab27fc3ab42afac8d12b693534c8¢c9

52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9

3.2.0 40m

rendered-master-23e785de7587df95a4b517e0647e5ab7

52dd3bat6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0

33m

rendered-worker-5d596d9293ca3ea80c896a1191735bb1

52dd3bat6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0

5 RETMR:

$ oc get nodes

it Bl

33m
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NAME STATUS
ip-10-0-136-161.ec2.internal Ready
ip-10-0-136-243.ec2.internal Ready

ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled

ip-10-0-142-249.ec2.internal Ready
ip-10-0-153-11.ec2.internal Ready
ip-10-0-153-150.ec2.internal Ready

BRI DAL IR, TR S CRE B worker T R _EBY A EH AR

ROLES AGE VERSION

28m vi1.29.4
34m vi1.29.4
worker 28m v1.29.4
34m vi1.29.4

worker 28m v1.29.4
master 34m v1.29.4

Fﬁo

6. BIFEEAF— worker TP RFINHAKBFITESE (N LM /proc/icmdline ) , LIKEAKS

BIALERIEFA -

I $ oc debug node/ip-10-0-141-105.ec2.internal

i th o Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

rd.multipath=default root=/dev/disk/by-label/dm-mpath-root

sh-4.2# exit

BENEIRMIAZSH,

Hth BHR

o EXAREIRITEASHENESER, HSME RHCOS LIEAEANKSHEIZHKE,

2.5. £ AR LR %

—LE OpenShift Container Platform TEMEFEE®EREM. B4 Linux F2ENRERSE, {8 Linux

ENARBE—NMEGAERE, ©HRIERIUIRMCHHE.

INRATEY OpenShift Container Platform TAE i 8 BiX LS RFE, AT LA B UIHLE] Linux SEHF A
¥, XIF OpenShift Container Platform, 4.16 #&=ILA{EFH MachineConfig X iFTiXMI#E, B R
XN HIEEE E (REEENSEELN kernelType iXE ) realtime) , EHFTHEHMEETE :

o HAl, ERfRIBRSEE worker TR EizfT, BRIFETEAVIHML (RAN) EHA,

e {#f 5 Red Hat Enterprise Linux for Real Time 8 INMERG BN RETEIHUTSE,

® OpenShift Container Platform FRBYSERT 2 R (PR FHREEHITT 17,

o LITmiEtX#FS Google Cloud Platform B,

FRFM

o H—AIETEIZ{THY OpenShift Container Platform 588 (A& 4.4 SKEEIRA) .
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o LEAEEFNNASFNEREH,

it

1 WERRZOGIBE—NHISREE : QI8 — YAML XX (5140, 99-worker-realtime.yaml) , H
R EE— realtime W% EH MachineConfig X R, AHI&EFEEBEIEFTE worker 1 AR {F
SENF %

$ cat << EOF > 99-worker-realtime.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-realtime
spec:

kernelType: realtime
EOF

2. PNSBEERMBER, BALUTRABFEYSEERNZERH

$ oc create -f 99-worker-realtime.yaml

3 RMEXLNAK : SRR REHRBIGRE, EXIEH, HTUTHSRABRERENT R
Hrp SR B T B A

$ oc get nodes

i th o Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-143-147.us-east-2.compute.internal Ready worker 103m v1.29.4
ip-10-0-146-92.us-east-2.compute.internal Ready worker 101m v1.29.4
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.29.4

$ oc debug node/ip-10-0-143-147.us-east-2.compute.internal

it Bl

Starting pod/ip-10-0-143-147us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host

sh-4.4# uname -a
Linux <worker_node> 4.18.0-147.3.1.rt24.96.el8 1.x86_64 #1 SMP PREEMPT RT
Wed Nov 27 18:29:55 UTC 2019 x86_64 x86 64 x86_64 GNU/Linux

AEFED S rt #1 "PREMPT RT" 3R TIX 2 — P EERT N,

4. B

REIEMARZ, 15k MachineConfig X/ :

$ oc delete -f 99-worker-realtime.yaml
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2.6. fiti& JOURNALD % &

INRIEFEZETE OpenShift Container Platform i R LA & journald BRS5%E, &R LUETUE HMIECE X
HFZ S E NN BREC B (£ 12825 38 BT st

teRAE R 7 a0a/1& ek /etc/systemd/journald.conf 324 journald FRHIXE F 5 H N A El worker 7
=, BXRINMAERIZXERERE, 1EE%E journald.conf FH i,

FRFH

o H—/IETEIZ{THI OpenShift Container Platform 5£2%,

o LEAEEFNNASFNEREH,

Y=

1. B8 — Butane E2i& X4 40-worker-custom-journald.bu, EF @& HEMELXEN
letc/systemd/journald.conf X4,

% o
A% Butane BE R, ES[H"[E A Butane IEVZREE",

variant: openshift
version: 4.16.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
# Disable rate limiting
RateLimitinterval=1s
RateLimitBurst=10000
Storage=volatile
Compress=no
MaxRetentionSec=30s

2. {8 Butane &£ MachineConfig I &34 40-worker-custom-journald.yaml, @& XF]
worker 1 REVECE :

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yaml
3. [ REEN AR

I $ oc apply -f 40-worker-custom-journald.yami
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4. REZBNAHIGERE, FETRESLTRIORE., SHEFE/LDHHF, worker ¥ &
TEHHTH, BN RERINE T HONREE

$ oc get machineconfigpool

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

master rendered-master-35 True False False 3 3 3 0
34m

worker rendered-worker-d8 False True False 3 1 1 0
34m

5 BRERENETEN, BalLIERE worker T :

$ oc get node | grep worker

ip-10-0-0-1.us-east-2.compute.internal Ready worker 39m v0.0.0-master+$Format:%h$
$ oc debug node/ip-10-0-0-1.us-east-2.compute.internal

Starting pod/ip-10-0-141-142us-east-2computeinternal-debug ...

sh-4.2# chroot /host

sh-4.4# cat /etc/systemd/journald.conf
# Disable rate limiting
RateLimitinterval=1s
RateLimitBurst=10000
Storage=volatile

Compress=no

MaxRetentionSec=30s

sh-4.4# exit

HhbrR
e {3 Butane DN BREE

2.7. 1 RHCOS Ry &

RHCOS B2E T A M &H/ RHEL BIEXRSE, EE NATEF AR OpenShift Container Platform SEAH 12—
HBAMThEE, BEFEINIE RHCOS RETARIMEEHES, B MCO 1##t 7 —1 extensions (¥~
B) This, EmELUMEA MCO i RHCOS 7 s in—AH & /NHIThEE,

B, BUTT EYHE :

e usbguard : 10 usbguard ¥ B A{RH* RHCOS RLiF 2 A8 USB IX&MK i+, HEELEE
USBGuard,

e Kerberos : 7/l kerberos " BiRMHE T —FHlHl, SOFFR P MYLEMEB B XML H#1TE LHIE
X, FREIXTER A RENXEMIRSBG AR, E5HFE Kerberos BB, SIEMANIZE
Kerberos & s F#E % Kerberized NFS #£%,

LUFRigHd 7 s A ESECE Y RHCOS 11 Rl — 1N HE N R,

FERFH
o H—AIETEIZ{THI OpenShift Container Platform 588 (A& 4.6 SEERA) .

o LEAEERFNNASFNEREH,

29


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.16/html-single/installing/#installation-special-config-butane_installing-customizing
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#usbguard_protecting-systems-against-intrusive-usb-devices
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/system-level_authentication_guide/using_kerberos

OpenShift Container Platform 4.16 #l23AC &

Y=

1 Y BAIEYEREE : 0/ — YAML X (40 80-extensions.yaml) , EF3&
MachineConfig extensions X5, #fl&1f5&E£7RI0 usbguard ¥ &,

$ cat << EOF > 80-extensions.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 80-worker-extensions
spec:
config:
ignition:
version: 3.2.0
extensions:
- usbguard
EOF

2. PN BREBERMBER, BALUTHRENBEERNEIERH -
I $ oc create -f 80-extensions.yaml
XERIFFTE worker T RiIX B N REE usbguard B rpm S,

3 RERSMATIRE :

I $ oc get machineconfig 80-worker-extensions

i~
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
80-worker-extensions 3.2.0 57s

4. MERENAFNGREE, FETRESFLTFREIURSE. EWREFE/LDHE. worker thiFE
TEHIHTH, SAVSEHKIINETHVSRE

I $ oc get machineconfigpool

it~
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-35 True False False 3 3 3 0
34m
worker rendered-worker-d8 False True False 3 1 1 0
34m

5. REYR. ERERSMATI R, W7 :

I $ oc get node | grep worker
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it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.29.4

I $ oc debug node/ip-10-0-169-2.us-east-2.compute.internal

i th 7 Bl

To use host binaries, run “chroot /host
sh-4.4# chroot /host

sh-4.4# rpm -q usbguard
usbguard-0.7.4-4.e18.x86_64.rpm

2.8. il EF AP EABE LEH BLOB

By fusr/lib FRE Blob BIRRIAGLE 2 RILAY, ATLUERILLE S BATIRSREE 2R EH B E LEH Blob.
X ALEE RHCOS AEE blob MY E AN ZRECE S 5 YA HEF Blob,

it =

1. fIJE Butane BC& XX 98-worker-firmware-blob.bu, ©ABEFIERKER, LUEH K root FFEHR
NAMEETE, UWTFROGABIT/FLBIEE X blob SXHHE /var/lib/firmware T = L,

= -
: A% Butane BE R, ES[H"[EMA Butane IENZEE",

BE X E# blob 9 Butane B2i& X

variant: openshift
version: 4.16.0
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-worker-firmware-blob
storage:
files:
- path: /var/lib/firmware/<package_name> )
contents:
local: <package name> g
mode: 0644 6
openshift:
kernel_arguments:
- 'firmware_class.path=/var/lib/firmware' ﬂ

Q WEREG TGS EHEINT R EMEE,

18 E B & MiZ1T Butane BURST LA M4 B X HIRERBIA BRI M, At SRR E AR
TF files-dir B3, #AAET—FHEA -files-dir LR EE,
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© ) RHCOS 1§ R LM BIUR, BUUERTTLE ) 0644
@ firmware_class.path SHE5E LAIRRILE, TERAREHMA T IFI5E IR RO0R
XHREM B E LEH Blob, XANRBIER /varlib/firmware /£ B E LR,

2. J&17 Butane 4 X MachineConfig % R34, %34 # 45 98-worker-firmware-blob.yaml
By TAEUE R BIE 4 blob BIA. B4 blob @EEHXEEIT RMECE, LU T REIERA --files-dir
WRIEE TFuh E AR SO s B SRATERE % -

$ butane 98-worker-firmware-blob.bu -0 98-worker-firmware-blob.yaml --files-dir
<directory_including_package_name>

3 BEEFMARE —HEENAET R

o NMRKEDLEEZIT, TERBEEXHRE, & MachineConfig % R34 ARMNE
<installation_directory>/openshift B, RS0 KR,

o MREHELZTT, ENAILXMH :
I $ oc apply -f 98-worker-firmware-blob.yaml
2 A EAIE— MachineConfig ¥ & YAML {4, LUSEEHLZRHIEEE,
4. MNRFHEFEZE#H MachineConfig iR, 15{#7F Butane BB,

L fth BF R
e {3FH Butane DN BEE

\

2.9. BElT R U5 ] B98O F Y
ZiIAER T, Red Hat Enterprise Linux CoreOS (RHCOS) TE5£EH T m LRI —1N %N core IR /7,
I&A LUEF core A @ id =N B OB H A SRV EAR EIRILHI 235 2T (BMC) ViA1=, g0, 0
R RENBETAFER SSH =X oc debug node fi5i/i[RiZ T m, XIEEER, BZE, RIANERT, L
AR ETE, RILETEERUBRBEIERL TEX,
1Al LU AL ESECE v core A BB HE, Machine Config Operator (MCO) A BB ILHIF IS EA
letc/shadow X4/, RIFEFEM core A &R, MCO A EEEMNA, Fib, MNRHZE BN
H, MCO FTERE.

A=

o FRgLEN =HNAEEOLHESK BMC EE T, ©RERTF SSH.

o NMRMEEBEIE letc/shadow SXHEEX systemd HITHINRECE, MLk TRLE
%Q

BRI LB G R T O R BN SR EREWR R, HA, B LORIS IR SR EC BRI PR B, MRS
ezl ERSMPRA K,

it =
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| ERENRERAXFNIE, IB—1MREEB, flm, @27 Tae%, &A mkpasswd
DRI HE -

I $ mkpasswd -m SHA-512 testpass
=1

$
$6$CBZwA6s6AVFOtiZe$aUKDWpthhJEyR3nnhM02NM1sKCpHN9XN.NPrJNQ3HYewioaorp

wL3mMKGLxvWOAOb4pJxqoqP4nFX77y0p00.8.

2. QI3 E core A RS EEHIN ZSECE ST -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: set-core-user-password
spec:
config:
ignition:
version: 3.2.0
passwd:

- name: core ﬂ
passwordHash: <password> g

ﬂ X core,

Q 5 core ik 7 — 2 E A RIELSI BT,

3. IBITUT R EROENSBRE :
I $ oc create -f <file-name>.yaml

TEARER, HENLS2HHNATHE, ELUER oc get mep R IGIEEFHHIVIIREEM, 0T
BIFf 7~

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-d686a3ffc8fdec47280afec446fce8dd True False False 3

3 3 0 64m
worker rendered-worker-4605605a5b1f9de1d061e9d350f251e5 False True False
3 0 0 0 64m

1. i fEE UPDATED=True RE/E, BT THS N T AE5) debug &if :

I $ oc debug node/<node_name>
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2. 1T T4, f¥ /host i%iE T debug shell IR E % :
I sh-4.44# chroot /host

3. &% /etc/shadow XHHIAR :

=1
core:$6$2sE/010goDuRSxxv$o18K52wor.wiwZp:19418:0:99999:7:::

BFEBIEHOHELS core AN,
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5 3 & AT R ETSREE&/IMEX 25 B0 & B By T

BINERT, ZHEX MachineConfig X R AHIFERHITE LB, Machine Config Operator (MCO)
Y EHESSINREERENT R, B2, EAILIQIB— T AR, 1ERIEHE L —HFELE
Ignition BEEX RIVE, BITRNAERBRELH (FUEH) BT,

TR SRBE VTR E UL B B RN ERBHS A RIT, WLt E R RIER PR, XA 7R SRR
177 NEREEE LB R T RIZHBIN Rl EECERES, EHLUEMAI T openshift-machine-
config-operator #3422 (8] 1 9 MachineConfiguration %%, &5 %L MachineConfiguration % £

FRAY T R AT SR BRI,

FAAE AT ST R 2 4, M SERENTERRAZTEEN., MEESER, 5
]l % F Machine Config Operator o

BT RAPEZRIRE, MCO RITIERERIEHR XA HEEMRE, mBR{er#, ARG, MCO KIS
SRRNEEF, FANBE BT status.nodeDisruptionPolicyStatus FEX I8 T 1 15 KN 23 EC B
EHATHIRE, REPWEE D EEESEHRIME

BE
MCO REHIUET A BT ERES 2 S REW I A E N, FEit, EREBHFET =P RTERES R
Ak,

B0, EAILIERE T R, U@ sudo BBEAERE T = EHEIS, HE, BAIURBEER,
LUEX sshd 1T EFH NS EHMNE LRSS

BF

%ﬁi@*ﬁ%ﬁ%%ﬁ‘éﬂ% PMRORTIINRE. HARTATIHRER LIS MR 55 F ML
(SLA) %, BIREAREHTTE, BT HEEE T IMERERE ], XERARTIRT
IjJﬁEEJLLLﬁﬁiFT%EifUﬂ HEOThEE, HENKEFLMBRRERERGE L.

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

IR LATEXT AR Ignition BB B X Ri#H4T BECK AT #25HI MCO B94T 0 -
o ERCENH : 7 /var = Jetc BRAPRINT XH4HEH 7 HFHXXH
e systemd Hijg : GBIEFINE systemd IRFSBVIRES, SHIEHINEH systemd BRS
o FSHIZ : 18K T postinstallation Y passwd 284 ) SSH B EA,

e ICSPITMSIDMS X : &7 LM ImageContentSourcePolicy (ICSP). ImageTagMirrorSet
(ITMS) #1 ImageDigestMirrorSet (IDMS) % 5 e fitl BREZAR AL,

LIRFATEMXE RN, 77 RAPETRIRI R EE MCO KIS, FEFTLUATHIMILRE
® Reboot: MCO HFZEHE/H T R, XEINKITH,
® None: MCO FAHFZEHEF TV o MCO EARHITEHMIRIFHIER TN AER.
e Drain : MCO SHUIHBIEZRETHFENEHNT K. TENEBMERFREES,
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Reload: & FiRSS, MCO £EAEFZIRSIE R FTEHFH AR

Restart : % FARS, MCO @RLEEIEEMIRS,

DaemonReload : MCO E#TIN%E; systemd B ERECE.

Special : XZ2— WA MCO #1E, B EERE,

e Reboot #1 None £ 1ERBERA TR EhR{E, K~ Reboot #1 None IRF&EE &

H#EE,
o BRI = PRTERERFIRFILEMIF LA,

o MREHITTHMNBEEER, BIIFEEHE
mi, EHEISREAT R AP RTERESERIF,

3.1 1 R ETEREE R

LT 7= MachineConfiguration X R &8 & 7 — N7 s R 5REL,

R

MachineConfiguration & #1 MachineConfig ¥/ R 2 R R %R, MachineConfiguration X% 2
MCO & 22 A R — PN AN R, HAESE MCO operator ELE S #(, MachineConfig X RE LT E

|z FA B 25 BC iE St B B X,

LA =5 MachineConfiguration *f R I /Ri& B A F E L HISRER, BAIAT R R ETSRER(E T /R7E status /]

T,
BRI s e B S

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
name: cluster
spec:
logLevel: Normal
managementState: Managed
operatorLoglLevel: Normal
status:
nodeDisruptionPolicyStatus:
clusterPolicies:
files:
- actions:
- type: None
path: /etc/mco/internal-registry-pull-secret.json
- actions:
- type: None
path: /var/lib/kubelet/config.json
- actions:
- reload:
serviceName: crio.service
type: Reload

36
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path: /etc/machine-config-daemon/no-reboot/containers-gpg.pub
- actions:
- reload:
serviceName: crio.service
type: Reload
path: /etc/containers/policy.json
- actions:
- type: Special
path: /etc/containers/registries.conf
sshkey:
actions:
- type: None
readyReplicas: 0

ELUTREIG, Y% SSH BT T EWT, MCO SHFZR&ER T &, EHE A crio.service, EEH#H A
systemd BCi&, FFEJ3 crio-service,

SSH BHE AT R PRI R A

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
name: cluster
namespace: openshift-machine-config-operator
#...
spec:
nodeDisruptionPolicy:
sshkey:
actions:
- type: Drain
- reload:
serviceName: crio.service
type: Reload
- type: DaemonReload
- restart:
serviceName: crio.service
type: Restart
#...

FELLTFRBIF, % /etc/chrony.conf B HREISIHH1T T BN, MCO REMBAREH TR LM
chronyd.service,

BCE S S eI T R P TSRS R A1

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
name: cluster
namespace: openshift-machine-config-operator
#...
spec:
nodeDisruptionPolicy:
files:
- actions:
- reload:

37



OpenShift Container Platform 4.16 #l23AC &

serviceName: chronyd.service
type: Reload
path: /etc/chrony.conf

FELUTFRAIF, % auditd.service systemd HITi#H T T BN, MCO RBFEERBE TR, EEHEA
crio.service, EFE A systemd BEIELREE, FE/T crio.service.,

BCE S S eI T R P TSRS R A1

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
name: cluster
namespace: openshift-machine-config-operator
#...
spec:
nodeDisruptionPolicy:
units:
- name: auditd.service
actions:
- type: Drain
- type: Reload
reload:
serviceName: crio.service
- type: DaemonReload
- type: Restart
restart:
serviceName: crio.service

ELLTRBIAF, B registry.conf BRARISIEA T, MCO ReBFENES TR, FHNAEEH
— S BRIENEN,

BCE S S eI T R P TSRS R A1

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
name: cluster
namespace: openshift-machine-config-operator
#...
spec:
nodeDisruptionPolicy:
- actions:
- type: None
path: /etc/containers/registries.conf

32. ENBEBERNEET REBTH
FEATAOIR — T R AERESRE X, WA SRR B R RN EBEE AP, WL RIS R,

AT ARSI T sRANRI M RS /var =X /ete BRI, systemd $it, SSH ZEEAF registry.conf 324
BB,

YIEHTEAIXFR RS, T RAPMTSRIEREE MCO LR WRE, FEIFITUUTRIRLRE
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® Reboot: MCO HFZEHE/H T R, XEINKITH,

e None:MCO FAHFZEHER T . MCO EARHTEHMIBRIERIER TN AER,
e Drain : MCO SHHIHHFFEETEREMN T R, TENEERMEEES,
e Reload: X[ FARS, MCO REAFHZIRFSHIBER TEFHHABENRS.
® Restart : ¥ FAiRSS, MCO fELEB/HIEEMRS.

e DaemonReload : MCO E#IN#; systemd BHIEZRAE,

® Special : X2—1WEH MCO #/E, AFEEIXE,
-
e Reboot #1 None £ 1ERBERA TR EhR{E, K~ Reboot #1 None IRF&E &=
HihizE,

o BFRIRIRT = PHTERESFI R F I BT A,

o MRMEHTTHMHNREERNR, SIIFEERSITTRINT REHIHEF
M, ME#TE| S RECT A BT ERBE R 1F,

SeRFH
o CffFINAEI 15 TechPreviewNoUpgrade ThaES%k. MNEFLER, ESH FRIHEE /G5B
BE",
R H
= K
1E5 273 F TechPreviewNoUpgrade ZhEE &£ AT Bh IE R AR A
#7. TechPreviewNoUpgrade ThREERTT/ERERH. A ERETIMNEEEFH
f2 AL ThEE,
ik

1. 4%% machineconfigurations.operator.openshift.io % &R LLTE ST s A BT SR8 -

I $ oc edit MachineConfiguration cluster -n openshift-machine-config-operator

- AN T B9 R TSRS

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:

name: cluster
#...
spec:

nodeDisruptionPolicy: ﬂ
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files: g
- actions: 6
- reload: ﬂ

serviceName: chronyd.service 6
type: Reload
path: /etc/chrony.conf G
sshkey:
actions:
- type: Drain
- reload:
serviceName: crio.service
type: Reload
- type: DaemonReload
- restart:
serviceName: crio.service
type: Restart
units:
- actions:
- type: Drain
- reload:
serviceName: crio.service
type: Reload
- type: DaemonReload
- restart:
serviceName: crio.service
type: Restart
name: test.service

FETE T R AP TSR
BRI EREMTIERIV S E X4 E LFERIEIIR, WIRZFRS 50 1%&E.
EEEREWIEE XA EHITH —RIRE, BRFRIEIIRPIZENINFNA, IR EF

&% 10 M&H.
EEENEEX MRS, EHMEBXESHBIBRS.
EEENITIRFNIRSHTE R,

EEBNSFREEENXHAE, HN path RESXHHT T B, RIBHBRIERN
o

EEENER P SSH B EWN EHITHRFTIR,
18 E 1L B BUX L HL TN B HITHY systemd BT B MAIRIERIFISR,

Q9 9096 009

o EERAIER MachineConfiguration ¥ R34 :

I $ oc get MachineConfiguration/cluster -o yaml

i th o Bl
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apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: cluster
#...
status:
nodeDisruptionPolicyStatus: ﬂ
clusterPolicies:
files:
#...
- actions:
- reload:
serviceName: chronyd.service
type: Reload
path: /etc/chrony.conf
sshkey:
actions:
- type: Drain
- reload:
serviceName: crio.service
type: Reload
- type: DaemonReload
- restart:
serviceName: crio.service
type: Restart
units:
- actions:
- type: Drain
- reload:
serviceName: crio.service
type: Reload
- type: DaemonReload
- restart:
serviceName: crio.service
type: Restart
name: test.se
#...

ﬂ ¥ E LY HIM cluster-validated RB&,
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B 4E HEMCOHEENBE KR

bR T B MachineConfig ¥/ § 4, MCO BEMNMEEXEIR (CR) : KubeletConfig
ContainerRuntimeConfig, X% CR AI1LRE W T RIEHIHIXE, KR kubelet #] CRI-O BEFZ1THf
AR5 BIFT N,

4.1. 11/ KUBELETCONFIG CRD *¥%#% KUBELET &#X

kubelet B2i& B RI#E 5L Ignition B2 &, HILAILAERESRHE, (B2, £ Machine Config Controller
(MCC) FREFZRIN T #8 kubelet-config-controller . XA 1L#&{# A KubeletConfig B E X ¥R (CR)
SRR kubelet 44,

—

® 4 kubeletConfig X/ & FREYF X B M _LiF Kubernetes {21545 kubelet, kubelet RIE
BIIEXLE(E, kubeletConfig W RANTREFRERFBEH T RAATH. BXEN
fl, 1EZ A Kubernetes X #4,

HERBLUTES

o JiHIIAR KubeletConfig CR LUEINB X EHRNINFIXE, MARNENEHRLE— CR,
BRI — CREEVRTENSFEEN, A TFIHHELR, URETLUREER,

o NENMIREEDLLE— KubeletConfig CR, WA Z M EERNNFEERE.

o RIEFE, IEZ KubeletConfig CR, ENEEREIH 10, X FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) OIE— M 2REE, FHH kubelet, X FENELEL
CR, EHIBAUBA—NMIERFEESHN kubelet LB, 0, WREE—INHE 2 FH
B kubelet #l23EC&, Il F— kubelet Hl25E2 & =0 -3

IR BN kubelet BTN EBEN AEIEE UM REEM, T
machineConfigSelector FHI B E L A B w5 B E L ¥ 25 Ed & th A& FFPTED,

pin, HFLUTEEUHEEERE ) infra, ALLEE X AEHBLIIRE infra :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:

name: infra
spec:

machineConfigSelector:

matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]}

#...

IMREMIFRAZREE, UHBKRNITFERHEREN], LUBRETRRE, F0, EMER kubelet-2 #2380 & 7
i& kubelet-3 #23ECiE,
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INREE— A kubelet-9 FZEMNEREE, FHHOET 5 — KubeletConfig CR, ]
TRAUEFHINIBREE, BMEDTF 10 1 kubelet Hl2RELE,

KubeletConfig CR 3l

I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f7R KubeletConfig Hl258c & R HI

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1
26m

b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0

LUFRARER 7 WA ES & worker T m LB T RBIR K pod # 2,

FRFH

1 NIRERBMT AR RS ES MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :

a. EENSREEM®

I $ oc describe machineconfigpool <name>

o -

I $ oc describe machineconfigpool worker

it Bl

apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfigPool

metadata:

creationTimestamp: 2019-02-08T14:52:39Z

generation: 1
labels:

custom-kubelet: set-max-pods ﬂ

@ REMTIRE, BRUIE labels T

b. MRIRERTTE, NIEIN—D5E/(EX

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods
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Y=
1. BEFEEA AR RAYSEENR :

I $ oc get machineconfig

BB RT, 5 kubelet #8XBIEZE 7 01-master-kubelet #1 01-worker-kubelet,

2. EFNT RBRAK pod BEEIE :
I $ oc describe node <node_name>
4N -
I $ oc describe node ci-In-5grgprb-f76d1-ncnqqg-worker-a-mdv94

1Z Allocatable /)17 3% £l value: pods: <value> :

it Bl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3 BT OIR—1NEE kubelet BER B E LHIRX M, KE worker TR EMEN T REI&EAK pod :

BF

LIS EN 2R BCiE it ) B FRBY kubelet BECE R SR RIMKITEDGE, a0, has
worker 77 REIBAIE kubelet BEHEA T EMFEM, SIETEEMEBRIYT <Y
Mo BRHEXFIER, BOIERNEE worker T REEFERIAN OB B
FCEM, Fik kubelet BEELLX TN B R,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRRE,

Q W0 kubelet BB, 1EAMBIF, {FA maxPods ZEF T mBIE&K pod,
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kubelet 5 API fR%5 283 1T X B HIVIEREUA TSR EIHEE (QPS) # burst {H,
MEENTT R EZTH pod HEHR, FHEIE (kubeAPIQPS

50, kubeAPIBurst 7 100) zteILL, MRTT = EEHRY CPUMAERR, NI
W BT kubelet QPS #1 burst 32,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. NHEBAIER worker BTN EEE M -

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %k KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

i Bl
NAME AGE
set-max-pods 15m

WRIBEREPM worker TEREE, ZH&EED worker TREZENER, MFAH 3 worker T
RIERE, XNIREAREEE KRN 10 E15 o8,

4. BITEAREEMART R

a. £ worker TV _E#:7E maxPods [EE HX :

I $ oc describe node <node_name>

b. #Zl Allocatable /77 :

Allocatable:
attachable-volumes-gce-pd: 127
cpu: 3500m
ephemeral-storage: 123201474766
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hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 14225400Ki

pods: 500 ﬂ
@ 7ABIH, pods BHLIREMEE KubeletConfig X & F ik BRI,

5. IIF KubeletConfig X R ED :
I $ oc get kubeletconfigs set-max-pods -o yaml
X% B True SR 5730 type:Success, W TFAIFFR :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

4.2. 9] CONTAINERRUNTIMECONFIG CR L7 CRI-O %4
BE NS ENSREER (MCP) XEHT mEW S OpenShift Container Platform CRI-O j2 17} %
EXpy—Lei% &, @idf#E M ContainerRuntimeConfig BE X ¥R (CR) , AN EBEREEIFRMN—

PRZELAEER MCP, ARG, MCO RfEFAEHMEEREXILT R_EM crio.conf #1 storage.conf Bt i& 3L
{¢O

Z{#H ContainerRuntimeConfig CR k& SLIIM DR, M4k CR. MALZRECE A
THERIFZE R 2R E Bl

& BT LUf#EF ContainerRuntimeConfig CR {8 T E :

e PIDs limit : 7£ ContainerRuntimeConfig H1%& PID [RIENF#EFA. WRFEE PIDs (R, &
1E KubeletConfig CR /i podPidsLimit %, podPidsLimit FEXFIZRIAE Y 4096,

CRI-O TR A EIR 238 cgroup £, T Kubelet #73&MI7E pod B cgroup #1i%
B, THHEN I PID BRIE.

o HEZ: logLevel 2804 & CRI-O log_level 281, BIRAEMEEBHNFHEE., BN info
(log_level = info), Hfthit7ic1F fatal. panic. error. warn. debug # trace,
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e Overlay X/l : overlaySize Z#i%& CRI-O Overlay 4R NTEF size S8, XRRIBRHERH
RAKN,

e EHAKHZAEK/ : 7 ContainerRuntimeConfig HixE KHEXRNMEFAH, MRFEKRAHEK
/N, BIUIE KubeletConfig CR {8 containerLogMaxSize F£%,

o Aa{Th : defaultRuntime SEFAEHZTHNZE N runc 3 crun, EIAN runc,

1B NZ% B2 B &b — N ContainerRuntimeConfig CR, F hiZthoEFFERBEE N, MREF
MHEWAENAEIFREM, NERREZ oneContainerRuntimeConfig CR,

1N %I A B ContainerRuntimeConfig CR, LUEWIA KB RMFTINE, MARNENERO
2# CR, BiUER I — /148 ContainerRuntimeConfig CR BN RMHSNEE !, SHERTIE
FFRYERER, LAUEER LIRS Bk,

IRA LUARIEEE 0 %1 ContainerRuntimeConfig CR, B NEREMRESHH 10, W FHE—D
ContainerRuntimeConfig CR, MCO &f|&Z— M IZRECEF M0 containerruntime, X F&1E%:
CR, IZHIBRA0IEB—/NTERFZ R containerruntime Hl23ECE. HIN, MREE—NHE 25/
2589 containerruntime #l.28Bc &, I/ F—- containerruntime Hl25Ec & M0 -3,

NREMRAZFEE, NIZUBERIGFEREREN], LOBGEBERE, #10, ERZEM R
containerruntime-2 #1238 EFiftif% containerruntime-3 H133ECE.

MRMANBSEE A containerruntime-9 4%, FHAUET
anotherContainerRuntimeConfig CR, NI~ 0|Z#FHHINREE, BIELF 10
containerruntime ¥ 23E2 &,

BR%Z A ContainerRuntimeConfig CR <l
I $ oc get ctrcfg
i~

NAME AGE
ctr-overlay 15m
ctr-level 5m45s

B3R% containerruntime YR A B =~HI

I $ oc get mc | grep container

Ll N
01-master-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m
01-worker-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m
99-worker-generated-containerruntime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
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3.2.0 26m

99-worker-generated-containerruntime-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 17m

99-worker-generated-containerruntime-2 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 7m26s

LT RBIF log_level FEXXIE N debug, FHFBEZXR/INZEHN 8GCB :

ContainerRuntimeConfig CR 2l

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig

metadata:

name: overlay-size

spec:

machineConfigPoolSelector:

matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ

containerRuntimeConfig:

0009

iz

logLevel: debug

overlaySize: 8G

defaultRuntime: "crun”
ENMBEERIIE, X FARSZITNERE, ARUINS XK, 2REE B Z T,
% IBEREHEBRIFRE,

Ak IRERRGRARAKRDN,
%k

IR BRI ASHNAHRIZTH . BIAED runc,

{& 3 ContainerRuntimeConfig CR X CRI-O K& :

48

1. 2 ContainerRuntimeConfig CR | YAML 344 :

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
containerRuntimeConfig: g
logLevel: debug
overlaySize: 8G

@ rEEImNBRELEE MR
@ RERELESH.



56 4% & MCO XM B E L FEIE
. fll# ContainerRuntimeConfig CR :

I $ oc create -f <file_name>.yaml

C BIFREE0ECR:

I $ oc get ContainerRuntimeConfig

i th Bl
NAME AGE
overlay-size 3m19s

. IEZEDE T HH containerruntime 123 E :
I $ oc get machineconfigs | grep containerrun
i Bl

I 99-worker-generated-containerruntime 2c9371fbb673b97a6fe8b1c52691999ed3a1bfc2
3.2.0 31s

. RENABREREER, BIFAERSATHLIN ready IR -

I $ oc get mcp worker

LN
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-169 False True False 3 1 1 0
9h

. B ERSTE CRI-O A :

a. RN SREE LT T =8 oc debug &%, FHiZ1T chroot /host.
I $ oc debug node/<node_name>
I sh-4.4# chroot /host
b. 45iE crio.conf X4 HEYERER :
I sh-4.4# crio config | grep 'log_level'
=1
I log_level = "debug"

c. BE 'storage.conf' XHFHBIENL :
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I sh-4.4# head -n 7 /etc/containers/storage.conf
i Bl

[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

4.3. {#FH CRI-O }y OVERLAY X BB MR ABHRIED X KN

BIASKNRDXEREZENBFE T R#EZER, RRUTUR, NAAERSN root A IXERA
BRERN,

ZBSE R K Overlay K/NEAKRHEHAM CRI-O 1285, &AILLOJELLT ContainerRuntimeConfig B E Y %R
E X (CRD) :

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
custom-crio: overlay-size
containerRuntimeConfig:
logLevel: debug
overlaySize: 8G

pi% =
1. BIBEEXNR :

I $ oc apply -f overlaysize.yml
2. BEJS3H CRI-O EBBN B E worker 1751, &% worker Hl23ERE M :
I $ oc edit machineconfigpool worker

3. 1R#EFE ContainerRuntimeConfig CRD X ER matchLabels & #5740 custom-crio F1%: :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2020-07-09T15:46:34Z2"
generation: 3
labels:
custom-crio: overlay-size
machineconfiguration.openshift.io/mco-built-in: "
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4. REFEH, AEEEVHELE :
I $ oc get machineconfigs
#HY 99-worker-generated-containerruntime #1 rendered-worker-xyz %7 R#% 01/ :
=1

99-worker-generated-containerruntime 4173030d89fbf4a7a0976d1665491a4d9a6e54f1

3.2.0 7m42s
rendered-worker-xyz 4173030d89fbf4a7a0976d1665491a4d9a6e54f1 3.2.0
7m36s

5. fIEXENRE, WENSFEEBULTRENANEXN :
I $ oc get mcp worker
worker 77 5213 UPDATING 7”7 True, LUIRHBHE. FHHNHFMEMIFS
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

worker rendered-worker-xyz False True False 3 2 2 0
20h

SeRfE, worker i ma M UPDATING % #:[E] False, UPDATEDMACHINECOUNT #5
MACHINECOUNT #{/Cfg :

i Bl
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-xyz True  False False 3 3 3 0
20h

T E& worker #1858, BSEBTNHM 8 GB A K/NER&EE A TFTE worker :

i tH 7 B

head -n 7 /etc/containers/storage.conf
[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

EAEN, BEEE root XITEH 8GB :
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it Bl
~$ df -h
Filesystem Size  Used Available Use% Mounted on
overlay 8.0G 8.0K 8.0G 0%/
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5% B T BISHERK

5 5% B 755 HE&E

Machine Config Operator (MCO)f# Fi 5| 5% 3k 5 5/ Red Hat Enterprise Linux CoreOS (RHCOS) 7
=o. RiIMERT, OpenShift Container Platform RNEEE| S5 1K,

XERERHFNE| FHETBEEF —EFH. flN, MRENEEFZAER OpenShift Container
Platform 4.12 032, SFARVET RME|FHEISMERM 412 kA, BMESRBEREHNRA. MRUE
FSERBEANR 413 HEESRA, F7GHSERBERB 412 &Y R,
XATFEATRE R TR TR R

o JEBhTT mBYERAL A

o kT HAR

o AR
TR RN, WAL REFEE VRN ERE| 5. @& MachineConfiguration *f

R, WAL ALLIhEE. Bal, B|H5| FHRENINEETGER T Google Cloud Platform (GCP) &8, BF
Y Cluster AP BIEREEE,

BF

BB SHEMBER 22— M EATINTIRE, BORTIIZIRER L8 MRS TN
(SLA) 3%, BIREAREHTTE, BT HEEEIMERERE ], XERARTIR
RER A R BB, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMNESER, WSARATIT i F e,

EEESHPEANYAIEISEE, FRENSE
{5/ 5| S B &E | AR A

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: ci-In-hmy310k-72292-5187z-worker-a
namespace: openshift-machine-api
spec:
#...
template:
#...
spec:
#...
providerSpec:
#...
value:
disks:
- autoDelete: true
boot: true
image: projects/rhcos-cloud/global/images/rhcos-412-85-202203181601-0-gcp-x86-64 ﬂ

53


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.16 #l23AC &

o B S KRS R R EEM OpenShift Container Platform kAR, 1EAHIF -} OpenShift
Container Platform 4.12, TIEBNHBIRAR M 4. EVNREPRTSIFHRENALETURTF
&, [EN providerSpec FERMILE 5L A TRA,

MRERRBFELE N EHBI TR, VK5 AEISHES KN SRRATE,

5.1. B E EHTHIS| S Hifk

FINER T, OpenShift Container Platform AEIES| 5 Hilk. &7 LLE T8k MachineConfiguration
MR, MEHRENEEMEHNERSI SR,

SR

o CfHFINAEI 15 TechPreviewNoUpgrade ThAESE. MERLE R, ES W M 07 EER 4 &
B ThEEl 1S FThEE .

it =3
ZITL TS, 4w cluster B9 MachineConfiguration X5k, LUS A3 SR EH :

Lz
I $ oc edit MachineConfiguration cluster
a. "%k - WARENSRERES| FHREREHIIEE

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
name: cluster
namespace: openshift-machine-config-operator
spec:
#...
managedBootimages: ﬂ
machineManagers:
- resource: machinesets
apiGroup: machine.openshift.io
selection:

mode: All @
@ wEISHGE
@ BREEHPNAENBENRWE.

b. Ak : NREFENSRKEES| HHEEEHIEE

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:

name: cluster

namespace: openshift-machine-config-operator
spec:
#...

managedBootimages: ﬂ

machineManagers:
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- resource: machinesets
apiGroup: machine.openshift.io
selection:

mode: Partial
partial:
machineResourceSelector:
matchLabels:
update-boot-image: "true"

@ wEISHGEE.
@ EERALRENEANSENILELR.

R
ﬁﬂ %*ﬂa%&% I:F' 5&%% % E"Jjﬁ;\%y Jé i- //J\\DD%L/’TEXT

$ oc label machineset.machine ci-In-hmy310k-72292-5f87z-worker-a update-boot-
image=true -n openshift-machine-api

Uk
1. BT SRR E | FHRIRA

I $ oc get machinesets <machineset_name> -n openshift-machine-api -o yaml

EAs| FE&s| RS

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: ci-In-77hmkpt-72292-d4pxp
update-boot-image: "true"
name: ci-In-77hmkpt-72292-d4pxp-worker-a
namespace: openshift-machine-api
spec:
#...
template:
#...
spec:
#...
providerSpec:
#...
value:
disks:
- autoDelete: true
boot: true
image: projects/rhcos-cloud/global/images/rhcos-416-92-202402201450-0-gcp-x86-
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ﬂ B S5 5 LI OpenShift Container Platform kR A#8@E,

HinBR
o fHEFZHEEI /S AThRE

5.2. ZAEHHE| FHME

EEHBHES|I SEEKINEE, %5 MachineConfiguration ¥ & LUt B& managedBootimages /)7,

MREEFERFIE| FHRIRACE T RLET RERALIIEE, NEMINET RKREBHE LSR5 S5 K.
KA D IEEAR R T RN R ERLCIRBIRIARENS| SR, NBERXRE S B ILThEEN BIME| 555
RARA, FEMEABEIFH OpenShift Container Platform A A &B R BEH,

it =3
1. 3851 %% MachineConfiguration *f RZFAEHFIE| 55 & -

I $ oc edit MachineConfiguration cluster

2. MR managedBootimages /77 :

apiVersion: operator.openshift.io/v1
kind: MachineConfiguration
metadata:
name: cluster
namespace: openshift-machine-config-operator
spec:
#...
managedBootimages: ﬂ

machineManagers:

- resource: machinesets
apiGroup: machine.openshift.io
selection:

mode: All

@ MRESNTLURAERNE SR,
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5 6 & EEREAIERSEE

Machine Config Operator (MCO) AHYTEML K EIMGED), XEKEMA EMHIY i E R B EER
. B SIREIERNBFISREERN, MCO 2 NENZHMMNREELCEFTNEE, AN E
R, XARERSRASELMIGERE, XUREKEKRERANGFEERE. AAEELNNHREED
AT LA T3 etcd BEAEZ2 (A [n] AN M AE IR,

& B LUEF oc adm prune renderedmachineconfigs 4 #1-- confirm Fr&EMIBRIBHI. REHHL
BRECE. FAXI S, BRLUNRMAERERNISRES, ERMRSENSREE L PN SREE,
AT LUNBREERENREANRE, UERE—LHNNSRES, UMEREHNEE.

& A LUE A oc adm prune renderedmachineconfigs a4, MEFEA-- confirm il K EEWLEE
LHINZREE R WMFR.

=F list Fap o o RERBHPHAMAE2HMNGRE, HETFENSRTRE!,

p= =1
oc adm prune renderedmachineconfigs 4 RftikR% A FERMYIZREE., NRVIZFE

EMEEERAERNNGERE, NERNVSRENIWMER. EXMERT, pRkH
BE TIERNIBERET BB RNRER,

[N

6.1. EE 2N HEE
& B LUEF oc adm prune renderedmachineconfigs s # list ¥4 R EE 2N SREETIR.

Bian, LURRERNGSRTE worker Wl E:ECEMAIFTE 2N SFEE.

it =
o Wik : EAUTHGIHIINYSERE

I $ oc adm prune renderedmachineconfigs list --in-use=false --pool-name=worker

He:

list
EREBMTHENNNREEETIR,
--in-use

ik EERTG REREE NI SR EXKFIAEVZEE. R true, HiHEXFIHIERE
Bt FEIERNGREE., R false, M HEHHPHWMEENMVSEE. KIME
7 false,

--pool-name
Ak - R AN 2REE B RN SR EC B,

i th o Bl

worker
status: rendered-worker-ae115e2b5e6ae05e0e6e5d62¢7d0dd81
spec: rendered-worker-ae115e2b5e6ae05e0e6e5d62¢c7d0dd81
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o ZITUT&S, JIHERLBNMRESERNGFEE. ERESTHIEFHINICTH asit's

currently in use FIE I 2R EC & ZB T = 4R M BRo
I $ oc adm prune renderedmachineconfigs --pool-name=worker

1247, FAEMPRYESERE,

--pool-name
Ak EREEN SR EE R PR SRR E.

i th Bl

Dry run enabled - no modifications will be made. Add --confirm to remove rendered machine
configs.

DRY RUN: Deleted rendered MachineConfig rendered-worker-
23d7322831a57f02998e7e1600a0865f

DRY RUN: Deleted rendered MachineConfig rendered-worker-
fc94397dc7c43808c7014683c208956e

DRY RUN: Skipping deletion of rendered MachineConfig rendered-worker-
ad5a3cad36303c363cf458ab0524e7c0 as it's currently in use

6.2. fHFRARfEREVE RN AR ECIE

& B LUEF oc adm prune renderedmachineconfigs s Stk R FE RN ST SREE, FH -
confirm 3%, MRBEAMMRHNBEE, oMb TR NEBERMR, FH7HSEMRAERERR,

it =
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1 Ak BTRATR e, PSR LB SHBREDERN SRR E. EAEMSHEPRITICH as it's

currently in use FIE I 2R BT & ZB T = 4R M BRo

I $ oc adm prune renderedmachineconfigs --pool-name=worker
i Bl

Dry run enabled - no modifications will be made. Add --confirm to remove rendered machine
configs.

DRY RUN: Deleted rendered MachineConfig rendered-worker-
23d7322831a57f02998e7e1600a0865f

DRY RUN: Deleted rendered MachineConfig rendered-worker-
fc94397dc7c43808c7014683c208956e

DRY RUN: Skipping deletion of rendered MachineConfig rendered-worker-
ad5a3cad36303c363cf458ab0524e7c0 as it's currently in use

Hep:

pool-name

Ak - IEEEEM AR EREC BRI SR B E b,

BT T e R MR R ERBSERNGFERE, UTRERH SN worker Ml27EC & th A

MRERERNVSEE.,
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I $ oc adm prune renderedmachineconfigs --pool-name=worker --count=2 --confirm

Hep:
--count

ik - IR EEBEMRMRFERZIMNSREENRZANE, MRIBHIFFIA,
--confirm

ik EEEERRORERZNNNFEENTARE, MRIBBIFFEA,
--pool-name
Nk IEEEEMPMRYL SN SREREEL, NREERE, NEWHERAE B,
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2 7 = RHCOS &9 2

Red Hat Enterprise Linux CoreOS (RHCOS) #if§ 4 /2 fo vF il ik {84 iRk 2 Z2I Bl B AR SR i A tth
BEA RHCOS HEgMThAE. KD EFRBUWESR RHCOS Bitk, R, BROIB—HENEXER,
HA @ ERAE RHCOS TheE, FNEEHRIRE T sURNIEIA BIThEE,

7.1. %F RHCOS &9 2

B9 )2 (Image layering) FSSPFEIEEAEE worker TR EBE VEZ T RIRIERT. XEMTRE—
PURFRES, ST RBRERKNRNNETMEE L, NRHRTGE,

A LMEA Containerfile Q2 B E X 225K, FEMABE T RGHEMART R, EEMIHE, EHATLL
B HBRZ B RE O SR EMIRR B E LD E iR,

8 RHCOS H#1& 90 2R, EaUEEMEG&PRE RPM, BE XABMNE RHCOS —i#23| 5, Machine
Config Operator (MCO) AJ LA HIX LB E LA EHE, FHEBIL RHCOS HE— IR XEEE LA
2%, RHCOS #f& 49 Z N EE RHCOS MM ARNIRM T B AR EM,

BF

FEVEERN AT B RPMAENBE LD EZRERE, XERE XL RPM TR 5#
AN E B RN RPM HZ2, INREFEHE, MCO REZHRENSREE RPM i A
degraded X, 7ERZRVERT, BEBEEMIEREEFMRAZET R,

FEEXDZHENARKEE, BAUENM KNG E XD EHRAIS L T REIATE N, BIRIEDN
TR AR AT T R EBVEE RHCOS Hifgk, BEMEABE LD REEH T RPYEFMEFRG K. RE
BN B R L9 R BRI FR BB B R B 4 & T B HE FI R (a7 5

AR EMEEE LD EHEENTEEHM

On-cluster layering
Wi on-cluster layering, &aLLAIE— MachineOSConfig /&, EHEAEE Containerfile f1H
e, WERKERHPIT, EXNEE LD ZHEEREIHERENEFEZE, FNUBIEE
MachineOSConfig ¥/ 15 EMINBREEM, BENMIRBRAESTEEERFHIIT,

BF

SHGBRDZRB—MERARTGEIIEE, BRI RLI0E ™ MRS5S F R X
(SLA) X, BMserEH TR, AT HERE MR ERE], XERARTI
EINRER LA A R R ARTRITIRE, HANSIEF XM BRARGE L,

BRABRAT G FEEMESER, WSARATIT i F e,

Out-of-cluster layering
1T out-of-cluster layering, EALLEIE—1 Containerfile, 3|F OpenShift Container Platform %%
BRIMEEN AN RPM, EEECHIMERUES ZHE, FEREEXRENEWEE, RE, T5H
th, NIEEIFERMNB IR S AIE—1 MachineConfig %, Machine Config Operator & 2 £t
RHCOS #5t&, HXE(MIHZRECE T oslmageURL (HIEE, F3|FHEE&k.

BF

SFXFMAE, FEREEENERIES LRENE—EAR RHCOS %%, £ oc adm
release info --image-for rhel-coreos #3451 ER & &% b {F FA RO B R AR
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7.2. CONTAINERFILES 7=l
RHCOS {59 EAVFEMA T KBSk 01 B L0 B 6% :

e OpenShift 23 & Hotfixes. ,.,\_JL,U@EH@FW%%D*'J}(CEE)E RHCOS i EFKEXFF N A
Hotfix 48, EELIFRT, EAIgEEEL—NEHM OpenShift Container Platform & 1ThR
AP IERFIEAMES HTHEER M, RHCOS W& Z R VTFEEER X AR Hotfix,
&2 RHCOS & 2 2B &M MIPR Hotfix,

BF

AL Hotfixes BEELMEZFFHI4, BARTE OpenShift Container Platform X 7%&
J:I:I]./B._Jzi p%ﬁﬂﬁ%i%o

RYE Red Hat Hotfix FEE NITIRHMEH ERF, FMEN AEIEM BRI, FHNLXAEIEE MR
PRFEE LD K. HEWEBEN D ZRGEE T INERREFERAN, HMRLUGHEZRE
HOMITRISMEBRRFEN T mitt, FElt, SRILURRBENRBE LA ZEHEKR, HEARIA
RHCOS ix[d],

M A Hotfix B on-cluster Containerfile =l

# Using a 4.12.0 image
containerfileArch: noarch
content: |-
FROM configs AS final
#Install hotfix rpom
RUN rpm-ostree override replace https://example.com/myrepo/haproxy-1.0.16-5.el8.src.rpm
&&\
rpm-ostree cleanup -m &&\
ostree container commit

AT Hotfix B out-of-cluster Containerfile 7=

# Using a 4.12.0 image
FROM quay.io/openshift-release-dev/ocp-release@sha256...
#Install hotfix rom
RUN rpm-ostree override replace https://example.com/myrepo/haproxy-1.0.16-5.el8.src.rpm
&&\
rpm-ostree cleanup -m && \
ostree container commit

e RHEL H#a& BT LAMALIER [ ] WG T Red Hat Enterprise Linux (RHEL) #4221, 40
chrony, firewalld, and iputils,

{# 8 libreswan 2K M A of-cluster Containerfile 7l

# Get RHCOS base image of target cluster "oc adm release info --image-for rhel-coreos’
# hadolint ignore=DL3006
FROM quay.io/openshift-release-dev/ocp-v4.0-art-dev@sha256...

# Install our config file
COPY my-host-to-host.conf /etc/ipsec.d/

# RHEL entitled host is needed here to access RHEL packages
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# Install libreswan as extra RHEL package
RUN rpm-ostree install libreswan && \
systemctl enable ipsec &&\
ostree container commit

& libreswan TR EAIABY RHEL B4 &, ATLARIIERIE) RHEL M EMHERER, ZEE RHEL
WHFIER I, S/ ete-pki-entitlement secret %% openshift-machine-api 3% 22 7]
¢Q

o B=AEMHE. EALUMB=ANMTEFRE RPM, ML TFRENHHES

o i NEINENTRF ARG, LURSMEESURINIIRE,
o ATHAERREMELIRDANE HIR,

o ZEHE,

o RMENEER—BHIKERNRE,

o

SSH BHE B4,
{5/ EPEL M AE=AP 4 LR Containerfile =l

FROM configs AS final

#Enable EPEL (more info at https.//docs.fedoraproject.org/en-US/epel/ ) and install htop
RUN rpm-ostree install https://dl.fedoraproject.org/pub/epel/epel-release-latest-9.noarch.rpm
&&\

rpm-ostree install htop &&\

ostree container commit

KA RBINARB EPEL B =AH4E

# Get RHCOS base image of target cluster "oc adm release info --image-for rhel-coreos’
# hadolint ignore=DL3006
FROM quay.io/openshift-release-dev/ocp-v4.0-art-dev@sha256...

# Install our config file
COPY my-host-to-host.conf /etc/ipsec.d/

# RHEL entitled host is needed here to access RHEL packages
# Install libreswan as extra RHEL package
RUN rpm-ostree install libreswan && \

systemctl enable ipsec &&\

ostree container commit

X/ Containerfile %24 RHEL fish #2%, BT fish EEXAM RHEL ¥4a, FRULLLFIIEIRIH
RHEL EN LR, Eff RHEL SNFIESE I/, EAfT etc-pki-entitlement secret 8 %I
openshift-machine-api &3 % 22 [i] 1,

cluster Containerfile ", LANFEH RHEL KN BE=AK4E3

FROM configs AS final

# RHEL entitled host is needed here to access RHEL packages
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# Install fish as third party package from EPEL
RUN rpm-ostree install
https://dl.fedoraproject.org/pub/epel/9/Everything/x86_64/Packages/f/fish-3.3.1-
3.e19.x86_64.rpm && \

ostree container commit

£ 48 Containerfile =6, LANABH RHEL {KIHE=AKH4S

# Get RHCOS base image of target cluster "oc adm release info --image-for rhel-coreos’
# hadolint ignore=DL3006
FROM quay.io/openshift-release-dev/ocp-v4.0-art-dev@sha256...

# Install our config file
COPY my-host-to-host.conf /etc/ipsec.d/

# RHEL entitled host is needed here to access RHEL packages
# Install libreswan as extra RHEL package
RUN rpm-ostree install libreswan && \

systemctl enable ipsec &&\
ostree container commit

BN ZBREESS, Machine Config Operator (MCO) HUTULTH T :
1. NiEEM 2R E.
2. XARBYTT RIUT cordon # drain #24E,
3. MHANBEESHEAT R
4. BEENDEEHRNM AT =,
5. FERAFBRGRERT R

' "
s R VU IEHE H R AFRTIINA A P IR R B B R

7.3. {3 ON-CLUSTER ENABE L9 ZHE B

BHEAERWEIREEE XD ZHE N AEIER, E0/2—1 MachineOSConfig BHE ¥R, HAa
& Containerfile, ¥Z2RECEMBIA. FHEZEHEIZER pull secret MEMM S, W RFZE AR,

TEBIENIRES, Machine Config Operator (MCO) &/ — MachineOSBuild % #1 machine-os-
builder pod, T TELARAFRIGHIGTR, MBS, XLENRIEWETREHITEE,

FSERR S, MCO BB E L9 ZREHEEEIMEMES, LEESREFR Y AR ER, e LE
MachineOSBuild & #1 machine-os-builder pod & EIF B E X2 2 HR M EHIRHIE spec,

EAREE S XN R machine-os-builder pod KB, B2, MREFE, EALUERMRAE XL TR
ITERREHERR,

REFEABE LD ZEENENY2REE thFE £ A MachineOSConfig CR.
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BE

SHGBRDZRB—MERATGEIhEE, BARTIIIRER RLLIE™ MRS FRIIL (SLA)
X#, BMEERRHTTE, AEFHEEEIMEREREN], XERATEIIEER L
ERAFRBIAAFNIIEE, HAENSEF LN BRMARGEL,

BRIABRAT G FEEMNESER, WSARATIT i F e,

FRFM

it =

64

EFFATheEel 1/3 B TechPreviewNoUpgrade IhEESE., MIERZER, B2 FEHEE 1S A

L 1
BE o

£ MCO EEH EVEKIZ/E RS BRI openshift-machine-config-operator #4228 15 pull
secret,

BB MCO FEE/MFHMBEE XD ZHRHEEER registry FRFEBIHEE secret,

BB — pull secret, TTRFTEEM registry FHIEFTHIE E L2 ZH K, XN Z5 A FRERE
KRN FMEZER secret AFE,

IRFEIN{AIERE Containerfile, B XM A% Containerfile BT BRBH T A HEBSER,
aik : NENABE XD ZHRENT RE R REE T,

. 3 machineOSconfig %% :

a. BIBE—NELLLTRAIB YAML 324 -

apiVersion: machineconfiguration.openshift.io/vialphat
kind: MachineOSConfig
metadata:
name: layered
spec:
machineConfigPool:
name: <mcp_name>
buildInputs:
containerFile: 9
- containerfileArch: noarch
content: |-
FROM configs AS final
RUN rpm-ostree install cowsay &&\
ostree container commit
imageBuilder: e
imageBuilderType: PodImageBuilder
baselmagePullSecret:
name: global-pull-secret-copy
renderedlmagePushspec: image-registry.openshift-image-
registry.svc:5000/openshift/os-image:latest
renderedlmagePushSecret:
name: builder-dockercfg-71zwl
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buildOutputs: ﬂ
currentimagePullSecret:
name: builder-dockercfg-71zwl

BESEEHEBE LD EHRGHT R KB E BRI A TR,
1EE A FEE B E L2 Z 5 Containerfile,
IEEEFEANGRIESRNAT. X272 PodimageBuilder,
1EE MCO M registry FRAIEXE ARV RETBHER Y pull secret &,

BEBEFFHENEE LD EHRERHEET R registry, X eI LUEEBE AT V1[0 BEM
registry, Af5{E B AIER OpenShift Container Platform registry,

1EE MCO ST RE B E L2 R BHRHEXEZ registry BIHEX secret &R,

B ERR registry AT secret, TTRBZNIFHENEE L9 ZH K, XN Z5H
FIHRIGHEX BN F B ER secret AE,

O 9600609 —

b. fllZ# MachineOSConfig %4 :

I $ oc create -f <file_name>.yaml

2. MNRFE, Y MachineOSBuild ¥/ R # B 4T READY IREK, BHREEFERFEE LDE
AR TY R spec :

a. %7 MachineOSBuild 1§ 2% 7 READY, i SUCCEEDED & True i, HEE5EMK.

I $ oc get machineosbuild
IE7R MachineOSBuild X} 5 B 544 B HH <5l

NAME PREPARED BUILDING SUCCEEDED
INTERRUPTED FAILED
layered-rendered-layered-ad5a3cad36303c363cf458ab0524e7c0-builder False

False  True False False

b. 3&id7y MachineOSConfig xR 15 EBIH SR E E MR IR R I EMBEOE LD ZE
REDTI R

I $ oc label node <node_name> 'node-role.kubernetes.io/<mcp_name>='

Hep:

node-role.kubernetes.io/<mcp_name>=
EERTINARTEREBE L2 EHEEKIT RLRFER.

LEFREFERESRN, MCO &HZE. BHUHERTR. EFSISRE, ZTRFERHFNEE LD
EHif&.
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1 AL TF&SRIFH pod BT EMEEST :

I $ oc get pods -n <machineosbuilds_namespace>

NAME READY STATUS RESTARTS AGE
build-rendered-layered-ad5a3cad36303c363cf458ab0524e7c0 2/2  Running 0
2m40s @)

#...

machine-os-builder-6fb66cfb99-zcpvq 1/1 Running 0 2m4239

ﬂ X2 B E LD R REHENEE pod,
Q Lt pod BT A FEXFEHERR.

2. HiE MachineOSConfig Xf RZ2E A X #TEE L2 ZHEHEI A

I $ oc describe MachineOSConfig <object_name>

apiVersion: machineconfiguration.openshift.io/vialphat
kind: MachineOSConfig
metadata:
name: layered
spec:
buildInputs:
baselmagePullSecret:
name: global-pull-secret-copy
containerFile:
- containerfileArch: noarch
content: ™"
imageBuilder:
imageBuilderType: PodimageBuilder
renderedlmagePushSecret:
name: builder-dockercfg-ng82t-canonical
renderedlmagePushspec: image-registry.openshift-image-registry.svc:5000/openshift-
machine-config-operator/os-image:latest
buildOutputs:
currentimagePullSecret:
name: global-pull-secret-copy
machineConfigPool:
name: layered
status:
currentimagePullspec: image-registry.openshift-image-registry.svc:5000/openshift-machine-
config-operator/os-
image@sha256:f636fa5b504e92e6faa22ecd71a60b089dab72200f3d130c68dfec07148d11cd

ﬂ HEE LD EHEEHHEESRIIE spec,

3. J5iE MachineOSBuild MR 2B S EX# B E L9 25K A,

I $ oc describe machineosbuild <object_name>
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apiVersion: machineconfiguration.openshift.io/vialphat
kind: MachineOSBuild
metadata:
name: layered-rendered-layered-ad5a3cad36303c363cf458ab0524e7c0-builder
spec:
desiredConfig:
name: rendered-layered-ad5a3cad36303c363cf458ab0524e7¢c0
machineOSConfig:
name: layered
renderedlmagePushspec: image-registry.openshift-image-registry.svc:5000/openshift-
machine-config-operator/os-image:latest
#...
status:
conditions:
- lastTransitionTime: "2024-05-21T20:25:06Z"
message: Build Ready
reason: Ready
status: "True"
type: Succeeded
finallmagePullspec: image-registry.openshift-image-registry.svc:5000/openshift-machine-
config-operator/os-
image@sha256:f636fabb504e92e6faa22ecd71a60b089dab72200f3d130c68dfec07148d11cd

ﬂ HEE LD EHEEEHEESRIIE spec,

4, FIEBEHMT REBEAHFNEE LD EHK

a. Ll root B3 H control plane 17 R/E 51— debug &1 :
I $ oc debug node/<node_name>
b. ¥ /host iX& debug shell IR B % :
I sh-4.4# chroot /host
c. J&1T rpm-ostree status 75, UEBEBE LD ZHEELFER :

I sh-5.1# rpm-ostree status
=1

#...
Deployments:
* ostree-unverified-registry:quay.io/openshift-release-dev/os-
image@sha256:f636fa5b504e92e6faa22ecd71a60b089dab72200f3d130c68dfec07148d11
cd ﬂ
Digest:
sha256:bcea2546295b2a55e0a9bf6dd4789433a9867e378661093b6fdee0031ed1e8a4
Version: 416.94.202405141654-0 (2024-05-14T16:58:432)

ﬂ HEE LD EHEEHEESRIIE spec,
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Hi 5w
o fHEFIZHEEI /S AThRE

7.4. EREENDZNABE LD EHEK

IRE] LATE R E A B EC B S A A9 17 s _E 52 MMEC B Red Hat Enterprise Linux CoreOS (RHCOS) 5% )2,

Machine Config Operator (MCO) B E L9 ZHIREEXLT R, BEER Red Hat Enterprise
Linux CoreOS (RHCOS) #it&k.

ZRBEENDZHEGNARER, TIESEEYUINNERERREFEE VUERE R, RE, E—
1EM B E L2 25 &H MachineConfig ¥/ f. WM FENREREMEHEEL, WHEE—MIHIIMN
MachineConfig % &,

8%

LIRECE B E LD 25K, OpenShift Container Platform AN B ShE#HEMERBE X
DEGENT R, RBEFEEFIATT REHFEMLECHTE. NREEEEE L

JZ, OpenShift Container Platform f$BXR BEhBEHZ T R. BXEHMERBEE LD ZH K
HTRNEZER, HFSHLUUTHINFERERED .

FRFM

o RNBIE—NET OpenShift Container Platform SRIEEM B E LEREK, MARITE,

BROZERSEENHEREY EREERMEZR RHCOS Hifk. A oc adm
release info --image-for rhel-coreos #3451 ER & &% b {F F RO BB %R

g0, LT Containerfile M OpenShift Container Platform 4.16 56—/ B & LZ KRB,
HEA CentOS 9 Stream FHNZA G L EEARTIHS ¢

B E X ZHBi{&M Containerfile ={I

# Using a 4.16.0 image
FROM quay.io/openshift-release/ocp-release@sha256... ﬂ
#Install hotfix rpom
RUN rpm-ostree override replace http://mirror.stream.centos.org/9-
stream/BaseOS/x86_64/os/Packages/kernel-{,core-,modules-,modules-core-,modules-extra-
}5.14.0-295.619.x86_64.rom & \ @)

rpm-ostree cleanup -m && \

ostree container commit

Q 15BN RHCOS B R,
Q@ EhmEpHE,

e BRI B/E Containerfile B BRI T A AHAIEH
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e HTFHEBENDZHENIERERHZANIT, ALUEYIITE Podman 5% Buildah & --
authfile /path/to/pull-secret 17t71, =(#&, ZEEHILEUILETER pull secret, A LUFEIRM
BB\ LB 2 — : ~/.docker/config.json, $XDG_RUNTIME_DIR/containers/auth.json,
~/.docker/config.json, =k ~/.dockercfg. MFFELER, 1HS 1 containers-auth.json Fft
T

o BRI EE LD EHRHEE BIR R AT T B hE

Pk =
1. QI ZREE X,
a. BIBE—NELLLTRAIB YAML 324 -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: worker ﬂ

name: os-layer-custom
spec:

oslmageURL: quay.io/my-registry/custom-image@sha256... g

@ BEENABEISEHEINERE
@ BEEMEREE LD ERENEE,

b. fl|# MachineConfig £ :

I $ oc create -f <file_name>.yaml

BE
- s R VTR HE H R RFRTIINA A P MR P B B R
$E
ERLLETHATUTE—ARRIERENA T BE UZREHK
1. 18 worker W ZSECE M EE RV SRECEHEL -
a. RERBURTHINREE

I $ oc get mc

it Bl

NAME GENERATEDBYCONTROLLER

IGNITIONVERSION AGE
00-master 5bdb57489b720096ef912f738b46330a8f577803

3.2.0 95m
00-worker 5bdb57489b720096ef912f738b46330a8f577803

3.2.0 95m
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70

01-master-container-runtime

5bdb57489b720096ef912f738b46330a8f577803 3.2.0 95m

01-master-kubelet 5bdb57489b720096ef912f738b46330a8f577803
3.2.0 95m

01-worker-container-runtime

5bdb57489b720096ef912f738b46330a8f577803 3.2.0 95m

01-worker-kubelet 5bdb57489b720096ef912f738b46330a8f577803
3.2.0 95m

99-master-generated-registries

5bdb57489b720096ef912f738b46330a8f577803 3.2.0 95m

99-master-ssh 3.2.0 98m
99-worker-generated-registries

5bdb57489b720096ef912f738b46330a8f577803 3.2.0 95m

99-worker-ssh 3.2.0 98m
os-layer-custom 10s ﬂ
rendered-master-15961f1da260f7be141006404d17d39b
5bdb57489b720096ef912f738b46330a8f577803 3.2.0 95m
rendered-worker-5aff604cb1381a4fe07feaf1595a797e
5bdb57489b720096ef912f738b46330a8f577803 3.2.0 95m
rendered-worker-5de4837625b1cbc237de6b22bc0bc873
5bdb57489b720096ef912f738b46330a8f577803 3.2.0 4s g

@ FnEmE
@ FHERBRE

b. MEHVEIEE M oslmageURL (H R EIEE AN :

I $ oc describe mc rendered-master-4e8be63aef680b843b546827b6ebe0913

Ll N |
Name: rendered-master-4e8be63aef68b843b546827b6ebe0913
Namespace:
Labels: <none>

Annotations: machineconfiguration.openshift.io/generated-by-controller-version:

8276d9c11574481043d3661a1ace1f36cd8c3b62
machineconfiguration.openshift.io/release-image-version: 4.16.0-ec.3

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfig

Os Image URL: quay.io/my-registry/custom-image@sha256...
c. MAEXRBKIYISFEEL RS ERHVFEEER
I $ oc get mep
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-6faecdfalb25c114a58cf178fbaadbe2 True  False  False



3 3 3 0 39m

worker rendered-worker-6b000dbc31aaee63c6a2d56d04cd4cib False

% 73 RHCOS &9 2

False 3 0 0 0 3om @

%4 UPDATING FEh True I, MlZREEMSERAFNSFREAITER. SFBRLH

False i}, X3 worker ¥l 23E2&Eth BN FHEIFH BB

d REVTRUEERSEATETRLAE, IRTENAEN :

I $ oc get nodes

i Bl
NAME STATUS ROLES
VERSION
ip-10-0-148-79.us-west-1.compute.internal Ready
v1.29.4
ip-10-0-155-125.us-west-1.compute.internal Ready,SchedulingDisabled worker
35m v1.29.4
ip-10-0-170-47.us-west-1.compute.internal Ready
42m v1.29.4
ip-10-0-174-77.us-west-1.compute.internal Ready
42m v1.29.4
ip-10-0-211-49.us-west-1.compute.internal Ready
42m v1.29.4
ip-10-0-218-151.us-west-1.compute.internal Ready
v1.29.4

2. ¥ REHLT Ready REN, REZTREEEABE LY ZHE !
a. fTFF T 2B oc debug &1, B0 :

I $ oc debug node/ip-10-0-155-125.us-west-1.compute.internal
b. ¥ /host &} debug shell HBIRE % :

I sh-4.4# chroot /host
c. J&1T rpm-ostree status i3, UEBEBE LD ZHEELFER :

I sh-4.4# sudo rpm-ostree status
i Bl

State: idle

Deployments:

* ostree-unverified-registry:quay.io/my-registry/...
Digest: sha256....

Hfth BHR
/M RHCOS BE L9 R BRI ITER

worker

32m

control-plane,master

control-plane,master

control-plane,master

worker

31m
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7.5. ftiBR RHCOS B E X2 /R iE#&

IR E LMFFEN SR ECE B A B T7 Bk & Red Hat Enterprise Linux CoreOS (RHCOS) ##1%& 2,
Machine Config Operator (MCO) {£ A58 E A Red Hat Enterprise Linux CoreOS (RHCOS) $i& & /=X
LY R, BREEE XY EH K.

EMEREDHIFA Red Hat Enterprise Linux CoreOS (RHCOS) BE X2 /Z5i&, EEMRL B E IR
aRICIE,

Az
1. MHBRALFE B E L9 BRGNS E.
I $ oc delete mc os-layer-custom
MR BRECERE, T RNERSIS,
USATl

BRI LB HAT U TE—ARERBIFEE L EREERET CHEMER :
1. 17 worker M2 ERE i 2 B LIETHIN 2R ECE BHT ¢

I $ oc get mep
i Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-6faecdfalb25c114a58cf178fbaadbe2 True  False  False

3 3 3 0 39m
worker rendered-worker-6b000dbc31aaee63c6a2d56d04cd4cib False True False
3 0 0 0 39m @)

% UPDATING FE&N True i, #lasBiE b ERURIMYSREE T 1TEH. YFBRTH
False F5f, worker Hl23E2&E b 2N BRI BIMINL 2B &

2. RETRUEERERATATRLEAE, IRFENAER :

I $ oc get nodes

i Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-148-79.us-west-1.compute.internal Ready worker 32m
v1.29.4
ip-10-0-155-125.us-west-1.compute.internal Ready,SchedulingDisabled worker
35m v1.29.4
ip-10-0-170-47.us-west-1.compute.internal Ready control-plane,master 42m
v1.29.4
ip-10-0-174-77.us-west-1.compute.internal Ready control-plane,master 42m
v1.29.4
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% 73 RHCOS &9 2

ip-10-0-211-49.us-west-1.compute.internal Ready control-plane,master 42m
v1.29.4

ip-10-0-218-151.us-west-1.compute.internal Ready worker 31m
v1.29.4

3. YT REHFLT Ready REF, BEZT KRBT HERAEMBE
a. FTFF T 2B oc debug &1, B0 :

I $ oc debug node/ip-10-0-155-125.us-west-1.compute.internal
b. ¥ /host iX& debug shell HEIIRB % :

I sh-4.44# chroot /host

c. i&Z1T rpm-ostree status fp %, UEFBE LD ZHKEEER -

I sh-4.4# sudo rpm-ostree status
i Bl

State: idle
Deployments:
* ostree-unverified-registry:podman pull quay.io/openshift-release-dev/ocp-
release@sha256:2044c3cfebe0ff3a99fc207acbefe6e07878ad59fd4adb5e41f88cb016dacd
73

Digest:
sha256:e2044c3cfebe0ff3a99fc207ac5efe6e07878ad59fd4ad5e41f88cb016dacd73

7.6. 8/ RHCOS B E {22 HfRk T A

LIRBLE Red Hat Enterprise Linux CoreOS (RHCOS) &4 /Z1, OpenShift Container Platform &
BYEFEABE LS EHRENT R, BAFRREBEEFIEH TR,

EFHMEAEE LD ZHEENTR, HRRUTSUERE
1. ERENARE xyz+1 A, BEREE LD EHEERITY RERM.

2. RE, IEAEILIGIE—B|IHEH B OpenShift Container Platform & #1 B A RPM HI%T
Containerfile,

3. QIRIEAEHNEE L2 RHEEKIFVSRELE,

ITHEEGABENDEHEEF TR, B, WRZTREFHEIB OpenShift Container Platform iR#
X%, EARKBIEHNLER,
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5 8 E Hl s E T IR R PR

Machine Config Daemon & Machine Config Operator BJ—
Machine Config Daemon BIE&EN T R LMEE B F E#.

8.1. TN B & T HIRIET

M OpenShift Container Platform 4.3 FFA,
F3 Prometheus Cluster Monitoring 31517,

ERAERHNEN T RPIZT,

Machine Config Daemon f&#t 7 —4H1E15, XLEIEIRAILAE

TR ZBT XeEiElR, BLXBEOSHREUFEHENH S, [ oc adm must-gather HHIRIE T REME

A&

7 Name 71 Description FXFHBIIRIC Y * BRI EIRR T ATRE R E R IERE M RIB™ &

B, XLE[N A BE R PR L AT SR AE.

% 8.1. MCO #E5#r

B B b

mcd_host_o [Istring{"os", E=Z=1T

s_and_versio "version"} RHCOS =% RHEL, #IR2Z

n RHCOS, NaiR#thR41E R,
mcd_drain_e TEHEZE KU A B iR, *
rr*

mcd_pivot_e  []string{"err", pivot it
re* "node",
"pivot_target
"}
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MCD HJ#R1EXRYE, 10

B EER

BARPEAREREL R AN A AR

I, BRAKRNHHEERIZIERE

IEF#H 1T, drain_time 555

T?JF*T YEFR FAROAS ], X AT #EBf
ITHE SRR,

MFH—FHE, HoITUTHS
fg E Ch .

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon

pivot (IR ATRER T3 OS AT
AT,

EH—FHE, FZITUTHRNE
%& machine-config-daemon
AEPHEE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon



B

mcd_state

mcd_kubelet

_state*

mcd_reboot_

err*

mcd_update
_state

Hth B

o Mgt

B

[Istring{"stat

e", "reason"}

[Istring{"'mes

sage", "err",
’lnode|l}

[Istring{"con

figlV, |lerr"}

o NMEEREE

sk

187 17 s Machine Config
Daemon K, ARERRER
"Done". "Working" #l
"Degraded’, #NR=Z
"Degraded"’, N&SIERERA,

& kubelet ZRRKRIC *

BRI RBNEIRNEE, *

ILKBCE EATHIB N SR R 48
BRI

B 8 N BRE TR IEIMILR

pd

MEH—FHE, FHoTUThe
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c¢ machine-config-
daemon

X%, TN O, AR
RNEGET 2, WL T
{Ho iX3R7K kubelet (R I RETFIE

(A1,

BT =S WE, HITX e
SUNZTRAFEEEMARS :

$ oc debug node/<node> —
chroot /host journalctl -u
kubelet

XM N, KREFKH,

mEH—FHE, FHoiTUTHe
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon

TiHARY{E 5 rendered-
master/rendered-worker-
XXXX, nRE|EH KW, NHI

HiRo

MEH—FHE, FHoTUTHS
EEHE :

$ oc logs -f -n openshift-
machine-config-operator
machine-config-daemon-
<hash> -c machine-config-
daemon
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