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1.1. %F OPENSHIFT CONTAINER PLATFORM /5 4z

OpenShlft Container Platform S — L&, TIZR&ENE R EIHAIGIEHER, AT OFEHGIRE
Wiz, AR LLER N B A E B 5 A R,

SHEEATLEAZFNEE N IR HLHTEE, OpenShift Container Platform 124t 7 5 15 148X
BB B Y B FE SR B

HepBO\SIE—HER, AIBImEF N SRMEEG ., OpenShift Container Platform Web & 1)
IR BIFRFHIBITHNBEIRT, UBBERE T REEIRS, #H OpenShift Container Platform
Web #2#&, el EFMNERER. 21k, #EEL’E%Q‘@%*&Q

£ OpenShift Container Platform Web $##l&#) Observe 8393/, e LADs R FIE IR THEE, 40 45
Pre B, WEEERRFIIEIRB T,

TE OpenShlft Container Platform [&, SEFEIE A AT LOEREME’ N A E X NTE S A ik, @A
thrhee, EEEEL. FRXASMEMAATLUEEEE B SHIE R ZERSH Pod. ﬂﬁﬂ%ﬁ%ﬁ
EA, @Efl«)lﬁ?ﬁ%"ﬂlﬂ%ﬁﬁ’ﬂlﬁlg, A FIEIRAT A, LUK Prometheus % Wi 12 [n] @l0E 4 T B BE HE PR IR
22 A=A A,

1.2. 7 AR PR e

OpenShift Container Platform W3R ETF Prometheus FHRETMB RE B HESRE. LR aE
PUF4HE -

o EUAELH UM, 1£ OpenShift Container Platform %3529, BRILATE openshift-
monitoring 71 B L& — AT S R RAM, X HEIE Kubernetes BRFSER IR DR EFH AR
TR, BOAREERA N RS AR R RR TR,
'F Kleh E’J%h}\tcﬁﬁﬁﬁj\iﬁéﬁﬂ TIXLELH

o ATFREAFEMEMNAH, miFEEt A EXNIERERLEE, R openshift-user-
workload -monitoring Ui B A REHM I ERA G, XA E LI ERM T R, TEHAA
FERURER T X L ZH 14,
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OsMm i : Deploy
| i
NE i :
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MS ! Queries TiEmss !_ Queries Thanos
_______________ Querier g e Ruler
TDep)‘oy
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Client < Monitoring
Deploy Operator
TDepon
Cluster
Version
Operator

1.2.0. BOA 2R 4
ZIAER T, OpenShift Container Platform 4.16 Wi R HEFL IR LT A -

F 1L B R

e Uiy

Cluster Monitoring Operator (CMO) =2 Il e HE i 4%
DM, BEHE, SEAEDEL Prometheus Fl
Alertmanager SZf5l, Thanos Querier, Teleme Client
# metrics B#r. CMO H Cluster Version Operator
(CVO) £BE,

Cluster Monitoring Operator

openshift-monitoring 7 B H1#) Prometheus
Operator (PO) T A&, BEEMEEFE
Prometheus SEI#] Alertmanager £, BIARIRYE
Kubernetes T1% & i3k B o E K ML BB E.

Prometheus Operator
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Prometheus Prometheus & OpenShift Container Platform 1\ {21
FRFFRIBAI LIRS, Prometheus 2 — M A B FI%K
EEMA TN G512, Prometheus fHEHR
%353 Alertmanager #1740,

B IR SS 2 Metrics Server A (EEH MS) UK FIRTE
bR, FF1E metrics.k8s.io Metrics API R4S F /A FFixX
LRURIER, UMEHRMTER APIER, XA
fE#% /DA Prometheus HEi% A IR B AN B ELINEE,
iEER, 1E OpenShift Container Platform 4.16 4 1T
kA=, Prometheus Adapter #% Metrics Server &
Ko

Alertmanager Alertmanager fRZ540 3 M Prometheus #EIRBVE R,
Alertmanager & i T FEIR A X B A BB BRI RS,

kube-state-metrics {GI2 kube-state-metrics 5 H 232 (EEHH KSM) FF
Kubernetes ¥ &2 Prometheus A& A HIIE T,

monitoring-plugin monitoring-plugin ZIA3EHH M OpenShift
Container Platform Web & #) Observe &4 # &R
ERETE, ELMER Cluster Monitoring
Operator (CMO) BREBLET X B REIE web 55 71
HEH monitoring-plugin FiE,

openshift-state-metrics U openshift state-metrics SHi2s (LEIFH OSM) &
AN T X4 E OpenShift Container Platform ¥R
IR FREUIEY B 7 kube-state-metrics,

node-exporter 2 node-exporter X3 (EEFHMINE) RIEBXRER
REANT mBEFR. node-exporter RIBEREEFNT
=Lt

Thanos querier Thanos Querier f§ OpenShift Container Platform #%

DI T A A E LB RIERREEENSHS,
BEOT, FEEEsthitTES BUEMRRR.

Telemeter Client Telemeter Client 8B FEB D MIEA Prometheus
S ERILINE, LUENERBRETIERERER
2=,

WS PR RO A - ER R HERR 4%,  FE7E OpenShift Container Platform B B 5hE#,
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p= =1
IR A EMERAERTENEPEEBN TLS RLEBE R E. MRERETE
A TLS Z& X BMIGIEHLAS, HHEFERLRE OpenShift Container Platform

apiservers.config.openshift.io/cluster 7R+ #] tisSecurityProfile FE&# 277 1EHY
TLS Z2RESKNE.

1.2.2. BOA B bR
PR T HERASIAGN, BRARN GRS REHANTESH S,
W 3% 2l = Ran: P
e CoreDNS
® etcd
® HAProxy
o & registry
® Kubelets
® Kubernetes API lR%52%
e Kubernetes #2528
® Kubernetes ETRRF
e OpenShift API iR%5%%
® OpenShift Controller Manager
® Operator Lifecycle Manager (OLM)
o BRBEIRIIRTBESFERIREMLEMAH G F.
e F OpenShift Container Platform i1 57 B 2 IREE. X F OpenShift

Container Platform ZE4 53289 [RI, 1EEIXT EAREH (MIEB M LIEEE) 6]
B—1NJira BRHERIRE.

HAth OpenShift Container Platform {EZRAM BRI BER N FFiEIT. MFBIFHER, ESHMBRIE,

Lth BT iR
o JREXNAXIEMBEHHAMER

\

1.2.3. BF A F E X5 E B 2E 4

OpenShift Container Platform S@iE%f I R MBI BT EIG 5, HEAFIREER - E AT E B9 S5
Pod, LLINBESIELL TS

x1.2. AT EEER S E AT AR A S


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Monitoring_issue&issuetype=1&priority=10200&versions=12417854
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Prometheus Operator openshift-user-workload-monitoring % B 1 #9
Prometheus Operator (PO) ZER—i B H /&, &
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus Prometheus 2 A 7 E X910 B2 4L 5 8 1T i
4%, Prometheus &4 4 X F| Alertmanager # 174k
I,

Thanos Ruler Thanos Ruler & Prometheus BI—MNNTEL B2,

YE R — N IRIIHFZRERE, £ OpenShift Container
Platform #, Thanos Ruler 53R F & X BT B2
BRI FNE T,

Alertmanager Alertmanager R5520 B M Prometheus #1 Thanos
Ruler #IBVEIR, Alertmanager A7 TR~ E XL
BB AZEIN B RGL. MEIZRS 2 AEN,

% o
EHRAENHTESALEE, RBELRPHAH,
AR X L - ER R IR 4%, FH7E OpenShift Container Platform B B 5hE#,

1.2.4. AP E BT B B R B IR

SR E T B RS, IERTLA
o EITFFE YT B HhEIAR S i IR AT,
o TEFFE YMTE di5{TH Pod,

1.3. OPENSHIFT CONTAINER PLATFORM !51Zgy & I RiEZR
EEARIERTE X T OpenShift Container Platform Z24 fh{# FEYE I AR 15,

Alertmanager
Alertmanager £b# M Prometheus EWBIE R, Alertmanager i il 5HIFER & 2 BN ER B A RS,
SR
BN E—HB R R PR EREHRM, SXERGH RN SMA ER, AT HERANSE—
AN EMERE L ERMERBA A,
Cluster Monitoring Operator
Cluster Monitoring Operator (CMO) R ¥ LM O AE Y, E©EEMNERE Prometheus 521, 10

Thanos Querier, Telemeter Client #1 metrics B¥r, UBRENRERIIAS, CMO H Cluster
Version Operator (CVO) E8&,

Cluster Version Operator

Cluster Version Operator (CVO) &EI24Ef Operator A RARE, HAFZSBIALLETE OpenShift
Container Platform A,
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Bo & PR 5
BoE ST RS EEBIEE A pod WAL, ERILIEZRE ) ConfigMap HEH 5| BEEEE B SY
IR, 1 pod HIZ1THIN TR o] LU R IX N IR

Container

R~ TREFVITITER, SEVGREMEEDT, FESFEDCRIERS. Rit, EaTN
FHEHROD. AHFIRETURFLZANABEZILARBKPIZTES.

BE X FIR (CR)
CR & Kubernetes API 91 B, EAILLOIE B E LR,
etcd

etcd & OpenShift Container Platform BY#{ETERE, ©EMATA KR REKE.
Fluentd

Fluentd 2 — PN HEWESR, ©HEBEE OpenShift Container Platform Timt, BRENRARERF.
ERiZRI A i BEFREE LR R .

Fluentd B#F A, ITXEUGEHAITRAPMER, ISRESRIRTESRBFRHE

Y

» HEXTIXANITHEER bug IEE M, BLINEERABRESH, FH Fluentd WER L
£, REILUER Vector,
Kubelets

AT REZITHIIRBSREE. BRE UMAREHEAELZIT,
Kubernetes API IR553%
Kubernetes API fRS5 235 IE FECE API X REVEIE.
Kubernetes #HIZR E e
Kubernetes #2355 B R ERIRT,
Kubernetes HERKF
Kubernetes A2 F 1 pod B4 T s
labels
ERATAFAHATEENRFE (M0 pod) BIBENT,
Bt iRS 35

Metrics Server (¥6F1riR%S2%) HUERWEKRIRIEIR, FH1E metrics.k8s.io Metrics AP| iRSS F /A FFixX
LR Er, UMEREMTEM APIERE], XML EROFES Prometheus ¥ AT AR B AN
L IhEE,

node
OpenShift Container Platform 525/ 8 worker #1825, 17 m2ELHL (VM) SR IT &,

Operator

£ OpenShift Container Platform &8 iTa. EPEFEIE Kubernetes N ARFIIE LA A,
Operator fF AR BRERIARILEI — N HREFS, ZTFHaHEEIHE,

Operator Lifecycle Manager (OLM)

OLM mI BN R R, BFHMEIE Kubernetes REN BREFHNESRER, OLM 2— 1M HERIEE, B
FLUEM. 8By BMARNERE Operator,

A AE
BRI A X R EEEYE. Kubernetes AR AMSREEN ARFHIE.
BAMERH (PVC)
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%@gﬂl«iﬁﬁﬁ PVC ¥ PersistentVolume ¥#Z Pod fF, AR TR EHENIFENER TR E
pod
pod & Kubernetes FRIE/INVZHHIT, pod B—PHENAEREM, FI1E worker TV s EIiZ1T,
Prometheus
Prometheus & OpenShift Container Platform [ R ARk BRI IE R R YT, Prometheus & —/N[H]
5B R B T AR5 B2, Prometheus JFEIR 4 3% 3| Alertmanager 1T EE,
Prometheus Operator
openshift-monitoring IﬁE i Prometheus Operator (PO) T I, EEEMEEF S Prometheus
0 Alertmanager S£fl, BILARRIE Kubernetes i35 Z i B shE MK L i B IRECE.
B
AN EIRN FAREER, LUARSLEEERFMHHEN L X B, EEEFOERAKFFNRN, EAIE40E
BAENERHS
storage

OpenShift Container Platform X#F % KRB FME, SEASBEMHHNE, K7 LT OpenShift
Container Platform &P ERRHF A MMIEF AN BIRNB SR FMHE.

Thanos Ruler

Thanos Ruler & Prometheus BJ— ML BIZE, {EH—MEIZBHEFERERE, 1 OpenShift
Container Platform 1, Thanos Ruler 2y F & X AYI0 B 1R 400 FIZ R

Vector

Vector 2 — M HEEKEES, TEEZIE OpenShift Container Platform s, EMEN T mINEH
SR, %3‘5&?&(?&#4—}3\%7}2@EE%EI’J%U.':I:'.o
Web #5ll&

FAF & OpenShift Container Platform BJF 7 SR E(UI),

1.4. B TR
o ETILiRfREEiiE
o BTSRRI E L MTE

o FMETLS ZLHESE

1.5. FEH R

1


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/support/#about-remote-health-monitoring
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/security_and_compliance/#tls-security-profiles
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B2 E ME LT

1E%&Hl, OpenShift Container Platform &2 RIZ D EMELE LT, KL OpenShift Container
Platform #E2RE 4 (SIERF ML) BEREFHTRE.

ANNAXZFNEE, EROARE TR, FEARTRLNEILNEERR.

BF

HIEFA RN BES IR AT, KRBT Cluster Monitoring Operator B Config
map 5| FAHRIIHHNSEMFET TR TR E.

2.1, Foo R

o NI S ANV TIRFTE R, S J B Cluster Monitoring Operator BT EFREIN, FF
WILNEE BB FIR,

2.2 0 I R4 M S H

FIEFTA R R ER B L THR /A FF. EZ® OpenShift Container Platform Wi — M5 E=, FH
Cluster Monitoring Operator BJ Cluster Monitoring Operator B Config map £% AR k£ Sk B
B, HOERAHEMEE, BEAITZHE.

B Prometheus X THRAMEEESEAIRI g B2, REZETATRENEE, FaEfaNA X
MEEZ b, MNRMEMFER Cluster Monitoring Operator #J Config map 5| A MEE, EHIENATEE
2%, EH Cluster Monitoring Operator R BEhAEMRIX 7, FIHEMAZFRFWEREB NRAE L
B,

220 0 R F R R E I

. BhR. LA BN A E R B M T ER R,

BRFARN X FFLL BN -

e 1f openshift-* fl kube-* T H I %i 48 ServiceMonitor. PodMonitor 1 PrometheusRule
R

o {& openshift-monitoring 2k openshift-user-workload-monitoring i E B & T 4nl HT iR sk
X%, OpenShift Container Platform WA O FTRHR N T HEMEMEIRER,
RN eERIEAEFHRE M,

Alertmanager B2 & /Fy openshift-monitoring 3% 22 (5] 9 alertmanager-
main secret FIRERE, MREHAFE LHERRES A 7 EIRM Alertmanager
525, U Alertmanager BSiE th 2358 &~ openshift-user-workload-monitoring
4 22 8] Y alertmanager-user-workload secret %8, B/ Alertmanager 52
BIEBTANNEER, EEEMNZ secret H1TREIL, 1B, RBEBEHATRIE, 1472
=X Rl A BB — A 2 2 H5 4t
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/scalability_and_performance/#scaling-cluster-monitoring-operator
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o (EMHERMPTIR, OpenShift Container Platform Wit AR H HRIBAAN THIEMRS. 0
RIERT HIR, HEKBEE],

o FRAFE NI EHEEER openshift-* #lkube-* TiH, XL H 2 HLIIEIREAIE HIR S
By, ARIZETFRFE B TR,

e {§if Prometheus Operator Fif{]Probe HE X ¥EE X (CRD) BRAETIERM iE,
o FHFIERIESRIES openshift.io/cluster-monitoring: "true” IS MM R 22 A,

e ¥ openshift.io/cluster-monitoring: "true" ¥R ARMEBISE B ZEH], ZinE RERTHE
OpenShift Container Platform #:/OZH 4 FNZTIE I IE R ZH B 6p 44 Z2 (A,

e 7f OpenShift Container Platform EZ&#Z HE X Prometheus £fl, BE IR (CR) 2H
Prometheus Operator HEEH Prometheus B E X & (CR).

2.2.2. \5¥E Operator B 5 0&

1532 Operator #fifR OpenShift Container Platform =3RRI ITFINAN AR IEE TF, MRED
Operator B Cluster Version Operator (CVO) #HI#& 2, 1% Operator AN EBEELR, AR
RETERR S SR I Hro

AR IHIL IR EE Operator B CVO HEEAMHEE), EZBREFZXE, SHEENTEREER
ENHAREREM I,

#& 5 Cluster Version Operator

"¢ spec.overrides ZHRNEI CVO MECER, UEEEARMNAMHR CVO T HERMIIR, F—
MAHH spec.overrides[].unmanaged S#i%E /) true KA LEEEHANHEXE CVO BEEIREE
A

Disabling ownership via cluster version overrides prevents upgrades. Please remove overrides before
continuing.

g
Of

RE CVO BRERFEENEHLTAZIHIRT, HERREHRITERDFEIE
HEPRT. XK Operator W%Eﬁjiﬁlﬂﬁb, #ﬁﬁﬁﬁ%ﬂﬁl%%ﬁo EMIFRFAEE
=iE, WA LAE IR &8 R A RS 3 #F .

2.2.3. PR H R T FFRR ARSI ZR
LUFFIR B EH % OpenShift Container Platform 4.12 &k B #HIAR A B9 W IRH A AR ABE R -

5% 2.1. OpenShift Container Platform 141 {4k 4=
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OpenShi  Prometh Prometh 15#5lR35  Alertma  kube- monitori  node- Thanos
ft eus eus i nager state- ng- exporte
Contain Operato metrics plugin r fCER

er r HE
Platfor
m

4.16 0.73.2 2.52.0 0.71 0.26.0 212.0 1.0.0 1.8.0 0.35.0
415 0.70.0 2.48.0 0.6.4 0.26.0 2.10.1 1.0.0 1.7.0 0.325
414 0.67.1 2.46.0 N/A 0.25.0 292 1.0.0 1.6.1 0.30.2
413 0.63.0 2420 N/A 0.25.0 281 N/A 15.0 0.30.2
412 0.60.1 2.391 N/A 0.24.0 26.0 N/A 1.4.0 0.28.1
’ pa -

openshift-state-metrics {2 #] Telemeter Client 245 %E F OpenShift B2H#4, AL, €
ITHIkR A5 OpenShift Container Platform BIRRAKT N,

2.3, EEECE R

IR OB O B N BT R B B RS SR EC B I RS, (X LLFE B ST BCE Cluster Monitoring Operator
(CMO), EEAEERIEHLINAY,

2.3.1. OB SR B I 1R g B PR B

& A LU 1T £ openshift-monitoring 71 B A/ cluster-monitoring-config ConfigMap % & R EZ &
OpenShift Container Platform #%/0 Wi #8404, Cluster Monitoring Operator (CMO) AR EZ & W 3= HERR AY
SARZER LR

p= Y=
LIRS ERRTZE cluster-monitoring-config ConfigMap X REf, TRESEHIE

openshift-monitoring 771 B R ER D2 ER Pod, B EFERE X LA AT ETE T — A
]‘EGQ

FeREH
o MATLUFEAEA cluster-admin £ A EBMNAF 5015 REE,

o B% %k OpenShift CLI(0c).

it

1. %% cluster-monitoring-config ConfigMap * R 2 & F/£ :

I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

14
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2. 30R ConfigMap *f RRFIE :
a. AIBLLT YAMLEH, EABIG, %345 cluster-monitoring-config.yaml :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

b. N AECELLAIE ConfigMap % & :

I $ oc apply -f cluster-monitoring-config.yaml

2.3.2. QIR 7B B9 T4 1 8 2R B B A

& 7] LAf# A3 openshift-user-workload-monitoring %i B ) user-workload-monitoring-config
ConfigMap I RECE A F TIE M EEIRAEE, S, Cluster Monitoring Operator (CMO) Egi& i F a1
AP R B9 B B 14

A=

o MRMHNAFENBWEEAREZE, NEILEIZE user-workload-monitoring-
config ConfigMap %%,

o YIRIFEUIFFE user-workload-monitoring-config ConfigMap *f R, TTHE
S EHERE openshift-user-workload-monitoring 7 B R HIE 95 £ 58 Pod, B
I EHERE X L R B BT — BRI,
SeRFH
o HATLUEAEA cluster-admin £ AGHNA N 50170 £E,

o B% %k OpenShift CLI(0c).

it =

1. K22 user-workload-monitoring-config ConfigMap ¥ R 2 & E1E :

I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config

2. 30R user-workload-monitoring-config ConfigMap X R A1F1E :

a. BIELIT YAML &5, 7EARBIF, %3044 H user-workload-monitoring-config.yaml :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

15
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b. N AECELLAIE ConfigMap % & :

I $ oc apply -f user-workload-monitoring-config.yaml

p= Y=
PRIEFBEEANAIENNIBEEA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B RS HUHCE.
Hith BT
o NAFE KB 5 Ak

2.4, FRE I EHERL

1£ OpenShift Container Platform 4.16 A, &= LL{EF cluster-monitoring-config =X user-workload-
monitoring-config ConfigMap Ei& i #H#1, EdEALERLSTECE Cluster Monitoring
Operator (CMO) , CMO SEeEHERIH A,
SeRFH
o MR ERE OpenShift Container Platform #ily Wi i%4H 4
o EAILUEAEA cluster-admin £ AGHNAF 5010 £E,
o &2 4% cluster-monitoring-config ConfigMap *f &,
o MREERER TR E LM EHE

o MEAEILMEFAEA cluster-admin £EABKNA MR, WA LERTE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN

o KERBHEANAIENNIBERERT HIE,

e B%% OpenShift CLI (oc) .

ik
1. Yw%E ConfigMap X%,
o ERIE OpenShift Container Platform &b M i4H 4 :

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. HEMEELUEEN <component_name>: <component_configurations B A0
¥l data/config.yaml T :

apiVersion: vi

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring

16
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data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LU 7~f5 ConfigMap % %5 Prometheus EBBIFAMEBEI (PVC) , X5 R
OpenShift Container Platform #Z /O ZHH#) Prometheus SEFIAEX -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: fast
volumeMode: Filesystem
resources:
requests:
storage: 40Gi

ﬂ E X Prometheus H#, BEEJLITNIE X HEE,

o ERERTLERE XA NAH

a. 1f openshift-user-workload-monitoring 1 B # 4i & user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. HEMEELUEEN <component_name>: <component_configurations B 70
¥l data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LU= ConfigMap *f 57 Prometheus EEBE BB R EBRABNRERTHRHRIEKR, X5
¥R P E 9T B 9 Prometheus SEIFE % -

17
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus: ﬂ

retention: 24h g
resources:
requests:
cpu: 200m 6
memory: 2Gi ﬂ

E X Prometheus H#, BEMEJLITNE X HEE,

IR P E AT E B Prometheus SEBIBSE 24 /N RYEIELR B B HA,

5 Prometheus 28 E L &{& 200 EM I FIRIE K,

0009

A Prometheus B2 € &K 2 GiB NEM Pod FRIEK,

Prometheus B2 &R &3 4H 4 1E cluster-monitoring-configConfigMap
KW prometheusK8s, 7E user-workload-monitoring-config
ConfigMap %/ & F#;5 prometheus.

2. RIEFXHLS RSN A E ConfigMap 5. ZHFECERITH Pod 2BTNEH,

Digk

==
[=]

—BEERFELERERS, JREREHIMERRTB P Pod FIEA
iR, %I B R IEFEIZITH AR B TR E S

Hith BHR

e cluster-monitoring-config Bt B GTHELESE

e user-workload-monitoring-config B2 &R &I HIECE &%

BXRUBERRERFNSIE, BSHESIE LR

Hanik

R EXBE S R

2.5. I ERE B9 i e 2H 1

18
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TRERTETUEBEMNLEIZHME, UK cluster-monitoring-config #1 user-workload-monitoring-
config ConfigMap A FA 3R 45 TEixX L 28 (4 AU B,

* 2.2 AECERY R M4

cluster-monitoring-config Egi&

PR £

user-workload-monitoring-

config Ao & Mg

Prometheus Operator

Prometheus

Alertmanager

kube-state-metrics

monitoring-plugin

openshift-state-metrics

Telemeter Client

1EPRAR S5 25

Thanos querier

Thanos Ruler

pa -

prometheusOperator

prometheusK8s

alertmanagerMain

kubeStateMetrics

monitoringPlugin

openshiftStateMetrics

telemeterClient

metricsServer

thanosQuerier

prometheusOperator

prometheus

alertmanager

thanosRuler

Prometheus #7£ cluster-monitoring-config ConfigMap *f & F1#5-/y prometheusKss,
£ user-workload-monitoring-config ConfigMap X/ & #5-}y prometheus,

2.6. AT RUEFE SO A A

1T nodeSelector 2R EHFCH T IR ERFEA, ELUSHMEMIGIEHRAERIEEN T S, Bt
IXFEM, A LRI E R R S B R D A,

B AR REM D 4, EALUREFREERIRBMCRATRER. REMEEMRE TN

o

2.6 T RIEFHESHMAIR—EHER
BNSRAE P T L LR LR BN R IR0, T RSB AT AR TR E AR AUSR L pod VAR -

o RINDTARA AL FRER TSRS pod ME,

® Prometheus. Thanos Querier, Alertmanager F1E fth G IRHESKBIE R FZPMEHN], LR
XEEHHENZ A pod IBAABEIRAMN T RLE, HBAEEETRME.
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¥ pod HWEEIT R, pod HERFERERTE pod BN ZIXHRMAINEHRE. halZid, & pod
ERFREMIL pod MEEIFLT R LR, FIBLAREBRGHF.

Fitb, WMREEBE T REFERAR, BEXEHBNENAR, pod HERFELESMAENRETE, thRs
VA pod MIBEIT ML,

NRFEEAGREENST AN, FRRERYHNT RYUMA, HERET LFaRfRUB AR T
BRTE LR,

HiBR
T AR SR T R BB

o FAT RIEFERN pod MEERET =

o {ERAXECMER R RECMERNIAEX FHAL pod ME pod
o {Hf pod ¥ M RHIEH pod ME

o {HF pod #h¥h o 1 BRI i 22

® Kubernetes XA A X7 mikfEes

2.6.2. [FIRIRHEFR BN EHM T =

BT TR IR A G NERE P &, EEZHAR ConfigMap X R EZE nodeSelector £J3R, LA
PB4 Eo A T s BIRAE,

, IERRER T RUEFE SRR E RN INE B HER pod A,

FeREH
o MREHKE OpenShift Container Platform il Wi iH 4

o RAEILUEMESA cluster-admin 8 A BHIA - B2 15 &EE,
o &2 fJ# cluster-monitoring-config ConfigMap *f %,

o INREERE AT IR/ E N EHM

o A LIMEAES cluster-admin &3 A B EH openshift-user-workload-monitoring i B
F# user-workload-monitoring-config-edit & & /517 8%,

o KERBHEANAIENNIBEERT HE,

e B%%k OpenShift CLI (oc) .

it =

1 INRELRE XM, EEEIZITIRIEEAGRT SRR
I $ oc label nodes <node-name> <node-label>

2. 4w’ ConfigMap %4 :
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8B 2% AiCiE IR

o EBIIMAT %I OpenShift Container Platform #%/0:35 B B94H 4

a. %itE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7£ data/config.yaml 14 {41EE nodeSelector 3R IR :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node-label-1>
<node-label-2>
<...>

¥ <component> i 73& & B9 i R HERR 4H (4 R R,
¥ <node-label-1> & #5717 REIPRZE,

A% IEEMINPRE. WRERE THABRIRE, MAMAS pod KRG E/MA
EEIRERNT R L.

-

INRIEEZE nodeSelector 2R F G IEHE AL T Pending IR, 15
7 Pod B 575 MM B RBXE IR,

o ERHATLEREXMHANAH

a. 7f openshift-user-workload-monitoring 1l B F % #E user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 7£ data/config.yaml 14 {41E%E nodeSelector #J5RITT IR :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
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<node-label-1>
<node-label-2>
<...>
Q 1 <components> & i )y5E 4 B9 1 R HERL AH 44 R TR,
@ 'F <node-label-1> &y RN 17 RETHREE,
Al IEEMIINGGE . MREIEE THNBIRE, NAHEM pod (UHAEEISE/ME
BEMENT =L,

INRIEEZE nodeSelector 2R F I IEHE AL T Pending IR, 15K
7 Pod B 575 MM B RBXME IR,

3 REXHLUERLZEN. FEEFHEENAHRBIBIF TR L,

b A

L= =
E =
AA LI ERRFE EERERNE, TREREMREBERXINEHB Pod 1A
TR, ZIE P IEES TR RRARSER.

Be=

HAth B

o AXUIBREFEEMNMSIR HSESIE HRHER

Hanik

o NRAFENMIEERLEE
o TR R EBIIRE
o FAT RIEFERN pod MEERET R

% Kubernetes X4 41 T 2 nodeSelector 293

2.7. NEEZEHHESEESSR (TOLERATIONS)
IR LU A SRR DB RR, UERERES R,
FeREZ M
o MR ERE OpenShift Container Platform #ily Wi i%e4H 4
o AILUFEAEA cluster-admin £ A BMNAF 5015 REE,

o fRE MBI cluster-monitoring-config ConfigMap *f %,

o INREERE AT IR/ E N EHM


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#nodes-nodes-working-updating_nodes-nodes-working
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#nodes-scheduler-node-selectors
https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#nodeselector

8B 2% AiCiE IR

o EALMERESR cluster-admin £E A BV R&KE, teILIERATE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN

o KERBHEANAIENNIBERERT HE,

o B%% OpenShift CLI (oc) .

A
1. Yw%E ConfigMap 4 :
o ENARHHELL %I OpenShift Container Platform /01 B FIZH 4 -

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. NH{4EE tolerations :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R EH: <component> # <toleration_specification>,

130, oc adm taint nodes node1 key1=value1:NoSchedule &5 — i keyl B{E
1 valuel B35 s I0E] nodel, X&BALEIEIRAMETE nodel £E8E Pod, FRIENIZIS
AEEE T AR, UUTRAIF alertmanagerMain 4B E N B RAITG = -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

o ERAMSELS A, E XA Y

a. 7f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

23
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$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config
b. NZH{41E7E tolerations :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
<component>:
tolerations:

<toleration_specification>

MR & H: <component> 1 <toleration_specifications>,

130, oc adm taint nodes node1 key1=value1:NoSchedule &5 — /i keyl B{E

77 value1 975 5 INEI nodel, XARHLIE A 41E nodel £LEBE Pod, BRIENIZIS
SERET AR, LUTREINS thanosRuler BHEEE AT REIT5 =

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoSchedule"

2. REXHLUERZER. IHERRBINAFHAHRERE.

Digk

H
[=]

o A

—BEERFILERERS, JREREHIMERRTB I Pod FIEA
iR, %I B R IEFEIZfTH A R B TR E S,
HiBR

o AXUIBIEFEREMNMNSI, HSESIE HRER
o NRAFENRIEERLEE

e &[] OpenShift Container Platform XA % 15 AR IBRHAR


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#nodes-scheduler-taints-tolerations

o5 25 ROE IR HERS
o Hii] Kubernetes XA XIT RHMIBRHAR

2.8. NIEVMREVXE IE XA /)N R

FINERT, X MIRERBSFE TR B PR BB BRI R E4E 1E SXRAVEE RS, SR LU E IE X K/NRE,
LAEEBhsEE IR IR AN B R O 8 & AR Prometheus SHEAERENIE R, B4, BHIFEEK/N
BRI, #RALABEKEE B IRE Prometheus FN1EENEEE AT AEGHX AN 8200,

}y enforcedBodySizeLimit ix& T —MEE, HEDHE— Prometheus scrape BIREE K FEEERE
if, PrometheusScrapeBodySizeLimitHit &fif % ZR,

INRM B IR IREIEFREUE R — N R R E S R/NBIT B BRI R/NRE, TIRERE K
W, RS, Prometheus RINFXNBITHENIAE, FNEE upiBinEIXEN 0, B
& —" TargetDown Zif,

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 5015 R EE,

e B% %k OpenShift CLI(0C).

it

1. %%% openshift-monitoring 54 Z2 (A A cluster-monitoring-config ConfigMap X1 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1 enforcedBodySizeLimit F{E 7 1% data/config.yaml/prometheusK8s &, LUR&ENH
PRIRER AT S B IE ST R

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |-
prometheusK8s:
enforcedBodySizeLimit: 40MB @)

ﬂ EERIIEIRBIFMRAIEX KN, X4 enforceBodySizeLimit RmEIFEN BIHRINBIER
JE4ERNBRE N 40MB, BRENFEER Prometheus #IEK/NME : B (bytes), KB
(kilobytes), MB (megabytes), GB (gigabytes), TB (terabytes), PB (petabytes), and EB
(exabytes), BRIMEN 0, RFKEHIBERS, A URER) automatic, LURIEEER
AEBEIITERS,

3. REXMHLIBTIN AENR,

25
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Digk

==
[=]

LIRRTEXT cluster-monitoring-config Bo B GTRIER, AIREREFHTIR

Z openshift-monitoring T B F1# Pod F1EAth ¥R, 1ZT1E P IETEZITH
R RERER.

Hith BHR

® Prometheus scrape Bti& XY

I8 15478 2H (4B CPU IR E 55

&R B X EEH A8 BURR (B F11E KB E (ERMBFR TR EAMNRSRER BHE CPU MIRFH
o

&7 LM openshift-monitoring #1422 (8] Y%/ O & IR A A BEL B X LR BIFIER, LUK IR
openshift-user-workload-monitoring #n % 22 [A] R #9 F - 78 B9 B BYH 4.

2.9.1. KF Iy R -4 TE BRI R IA K
RN OB I R A G LU R R A P E Y B A G R E FORRMERIE KX E, SEUTEE
e Alertmanager (BAF&OFEELIEZEFAFE L HITER)
® kube-state-metrics
® monitoring-plugin
® node-exporter
® openshift-state-metrics
e Prometheus (BFROTEEEFMASEXHIIEN)
o IEIRARSS AR
® Prometheus Operator &R E# A Webhook AR5
® Telemeter Client
® Thanos querier
® Thanos Ruler

WL E L FIRR(E, S LREIASFMFRERER, XRELEREFET CPUMIRERRIEENRA

it E HRIER, BAUEERSREHESREARY CPUMRERRNT R, MUEEIERIIFIR,

2.9.2. iR A A5 EBRFIFDIE K

26
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8B 2% AiCiE IR

EECE CPU MIABEHIR, 7EIIEAHRERN® A ZERBIES ConfigMap W &7y BHRREFIEKIEE
1B :

o RAF#OLFE LIEH openshift-monitoring 3 % Z2[A] I HY cluster-monitoring-config 2 & ik 5

e openshift-user-workload-monitoring #p % 22 (6] A #Y user-workload-monitoring-config B &
BRET FE T I 22 P RE AT B Y ZE 14

SeRFMH
o MREBEBERZLTAEEHA -
o RAELUEMESA cluster-admin 8 A BHIA - B0 15 &EE,
o fREBIE T & cluster-monitoring-config B ConfigMap %%,
o MRETRERTREEAFE XN ENASE
o EAEILMEAEA cluster-admin £EABKNA U MEE, WA LAERTE openshift-user-
;og;ltload-monitoring Iii85 B A& user-workload-monitoring-config-edit £ &8/ 7 1j17]

e B%% OpenShift CLI (oc) .

it =

. BEREEZOTESNIEAM, &Y openshift-monitoring & 22 8] 1Y cluster-monitoring-
config B EBRET X :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. WINE, MENERRENS MLOTA R RA M 5 RRERTE

BE
BRARHEIXENEBRAS T HERLENE, S, KEMEHR, FE[FFRE
7.

Example

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi

27



OpenShift Container Platform 4.16 5%

prometheusK8s:
resources:
limits:
cpu: 500m
memory: 3Gi
requests:
cpu: 200m
memory: 500Mi
prometheusOperator:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
metricsServer:
resources:
requests:
cpu: 10m
memory: 50Mi
limits:
cpu: 50m
memory: 500Mi
kubeStateMetrics:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
telemeterClient:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
openshiftStateMetrics:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
thanosQuerier:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
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nodeExporter:
resources:
limits:
cpu: 50m
memory: 150Mi
requests:
cpu: 20m
memory: 50Mi
monitoringPlugin:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
prometheusOperatorAdmissionWebhook:
resources:
limits:
cpu: 50m
memory: 100Mi
requests:
cpu: 20m
memory: 50Mi

3. REXHLIBTIN AENR,

Hith BHR

BF

AREREE,

® Kubernetes &K HIFRE X1

2.10. BB E R AMETFIE
FRFAMEEECITERERIZLUREUL TR

8B 2% AiCiE IR

WIRIRTEX] cluster-monitoring-config Bt B ETHI R RN, TRESEHTE
openshift-monitoring 51 B ) Pod AIEM TR, %018 A IEIE2 TR 123 F2

o EITHEIEIRBEFEERAMSPV)HRFTENEIRMERKE. Rit, eiIT0E
pod ERHEFOIRERE.

o EFGINENESHHE, FTE Alertmanager pod EEHTEKRERELER,

FEFIRR, AR INEERFAEFE,

2.10.1. F A MR SR

o NEERHLTAFBFAMGEHE, UBREATKBIEHR.
o HEEERFAMABN, F Filesystem £ volumeMode S0 7Z %K RU(E,
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BF

o AEFAFEIBHE, ©H PersistentVolume %REHH volumeMode: Block
#5k, Prometheus & @R,

o Prometheus A HEHFERE POSIX IR, Hli0, —L NFS SXERSSEHL
AFHEAB POSIX, INREFEH NFS XHRGEHFITEM, ERIESH NFS L5
2% A POSIX BUAEN 7,

210.2. R EF AMEE R
ERFAMS (PV) BT HEAN, BRIRERAESER (PVC),

SeRF M
o MR ERE OpenShift Container Platform #ily Wi i4H 4
o RAEILUEMESA cluster-admin 8 ABHIA - B2 15 SEE,
o KB A& cluster-monitoring-config ConfigMap %%,
o MRETBRERTREEAFE XN ENASE

o MEAEILMEAES cluster-admin £EABKNA I REE, WA LAERTE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &89 F 7 (7]
SN

o KERBHEANAIENNIBERERT R,

o B%% OpenShift CLI (oc) .

ik =
1. Yw%E ConfigMap 4 :
o Ji5#E OpenShift Container Platform #:0:31HBHHECE PVC:

a. %ifE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. {F4H#H PVC BZERINZ data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9

30
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resources:
requests:
storage: <amount_of_storage> 6

ERHHEFEE PVC B0 A H

P

Q@ =zt
© EENAEIEE. MBREEEFS, NEBREREL,
© EETENEIE.

INFA XA E volumeClaimTemplate FI/E 2, &S Kubernetes X145
PersistentVolumeClaim xR A,

UTFRBIBLE T —1 PVC, ©FEBAATFIEIE OpenShift Container Platform #& O]
Prometheus SLBIBIRF A M

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: my-storage-class
resources:
requests:
storage: 40Gi

o TR E (M HNHMRE PVC :

a. 7f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. F4H&M PVC B &7 NZEI data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
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resources:
requests:
storage: <amount_of_storage> 6

@ HEEEBHEEE PVC KRS E LML,
@ BEIAEEE. MREEREEESE, NERRIAEER,
© EEmRNEEE.

INFA XA E volumeClaimTemplate FI{E 2, &S Kubernetes X145
PersistentVolumeClaim xR A,

PURRBIERE T —4 PVC EFBBFETF Thanos Ruler IR A 1EF % -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: my-storage-class
resources:
requests:
storage: 10Gi

thanosRuler ZH48I7F if Z R EUR T Z I FAA BN E LUK N A B
A E,

ol

2. REXHLERZEN. IHEERHN Pod RATIER, FENAHNEHEE.

2.10.3. B E L FAEE KR/

IRET LN S #RH 4 (30 Prometheus, Thanos Ruler 2% Alertmanager) E#FE XLIEFEAMS (PV) K, &
FEFT BEAMEFR (PVCO), AREHEBEHMGMNE BME,

H o
IRABEY B PVC ORI, ToEUEINERE RN,

FoRFM

e B%% OpenShift CLI (oc) .

o MR ERE OpenShift Container Platform #ily Wi i24H 4
o ImALUMEAEE cluster-admin £ AGMA - BD 1V RIERE,
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o fRE MBI cluster-monitoring-config ConfigMap *f %,
o EMHH— PVC AT OpenShift Container Platform &%/l I 1R4H 44,
o MREEREH TR E X5 HAHE

o EALMERESR cluster-admin £ A BV R&KE, teILIERTE openshift-user-

workload-monitoring 171 B ## 2 & user-workload-monitoring-config-edit & &/ F 177
&5

o KERBHEANAIENNIBERERT HIE,

o ELBF—PVC BTHEAFE LI ENAHMS,

i =

| EREMNFEERFIT R PVC. IRESER, WS 7 BAAME hr ERXH RS
BREAMERFH (PVC) ",

2. Yw%E ConfigMap XT& :
o MREHKE OpenShift Container Platform Bl Wi iH 4 :

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7E data/config.yaml T WA RIMFTEE K/

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
resources:
requests:

storage: <amount_of_storage> 9

@ EEAFEHR AL,
@ EEEEBHHAN. BUARTE-ME,

LA 7RI 15 OpenShift Container Platform #%/(04H A4 B0 Prometheus SEBIBSET PVC
TE K% EH 100GB :

apiVersion: vi

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
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data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:

resources:

requests:

storage: 100Gi

o INREERE AT IR/ E KN EHME

& AT LUHEE Thanos Ruler IR/, LARUEHER - & LHIIT B B Alertmanager
# Prometheus 2241,

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1f data/config.yaml FTE#IEIRHHH PVC ERE :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
resources:
requests:
storage: <amount_of_storage> g

@ E=EnEtExwmK,
@ EEEESHIAN. BUIATF LM

PUR <545 Thanos Ruler BY¥T PVC 1E K% &N 20GB :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

thanosRuler:
volumeClaimTemplate:
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spec:
resources:
requests:

storage: 20Gi

pa -

thanosRuler ZH4BI7F iE Z REUR T RPN E LR N A B
A E,

3. RIS LAMES L E

gt
Of

LI ERREFD R EEERNN, SEMEBERXIIE B Pod F1H B
R ZUIE BTN EEAREER.

HibFiR
® Prometheus BIEEEMHEER
o FRANMHRGY BREAMERFH (PVC)

2.10.4. 182X Prometheus 13X 4E R R B I [A] FI K/
BRILER T, Prometheus RIELLFREEN A R B IREUE -
o BDERLIE 15X
o WiiRRE WMITIE: 24 AN

&R LMETR Prometheus BIREBIS[A], LIS BREMIREVET (F], 1204 w7 LUAE (R & Ha b8 4 (o AR B &R Kk
HZHE, MREIBABLXNKRNRE, Prometheus REEMRRIBRENE, B2 ZE R EH
BT IR,

HERXEREREBILENIT Y

o EFTXRNHRERIBEH T /prometheus BXARMBERIERE R, SEFAMSR, EALBAE
(WAL)EUREFN mmapped 3k,

e /wal #1 /head_chunks Bk BIEETT ARE K/NREI, {H Prometheus KIZARBIBEF KN
SE T AR R BB SRR MiX e B kiR EIE, ALk, MREEETHRBA/DRE, ©NhFh
/wal #] /head_chunks B XX BHRARE, NRREFRAERENFIRE /prometheus FiE
B kT A EuEs,

o R BTE Prometheus YIBTHTEIEUEILET, FSNBAET R/ NRE R, BI7E WAL RZES5=/)M
B R BN N 1T,

o HNR%H ) retention =X retentionSize BAFAE Y AH, NHREHEEIAN 15K, BFREOES R
e, WA EXRIR ISR 24 N, REBRE KRN,
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o 1R retention #1 retentionSize £ . TH, NN AXMNME, MNREMEBBHEL E LHKE
BBIHAE S E X BIANRE], Prometheus &5 IX LEHIEIR,
o INRIK) retentionSize & X T1EH, H&XABE X retention, IR/ retentionSize (B,
o NRITLAN retentionSize E X 1H, BR retention E X T1H, IR retention {H,
o HNRFTF retentionSize =X retention HIXE N 0, NINARINKE, BIAKEMZOES RIZHN
REBETENEE N 15 X, B EXBTIR WIEN 24 /N, BRUBERT, FAEXBERE KX,
-
BIREMEEH N FIT—R, Ft, FAMES (PV) TR ELMERICHIEH, TRESBT

retentionSize fR#l, 7EX#1E R T, KubePersistentVolumeFillingUp Zik&fi%, B
2| PV EByZE[E/{KF retentionSize R,

SeRF M
o MR ERE OpenShift Container Platform #ily Wi i24H 4
o RAEILUEMESA cluster-admin 8 ABHIA - B2 15 &EE,
o {RE 4% cluster-monitoring-config ConfigMap *f &,
o MRETBRERTREEAFE XN ENASE

o EAEILMEFAER cluster-admin £EABKNA U MEE, WA LAFERTE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ & & 7 (7]
SN

o KERMBHEANAIENNIBERERT HIZ,

e B%% OpenShift CLI (oc) .

it =3
1. Yw%E ConfigMap 4 :

o EEXMT %I OpenShift Container Platform %15 BB Prometheus SEBIR{R B I F]
K

a. %itE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1E data/config.yaml FRIMRBEHIFAANEE :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
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prometheusK8s:
retention: <time_specification> ﬂ
retentionSize: <size_specification> g

ﬂ REERSA] : MFEFEMNE ms (%* b)) vs () . m (28) . h (ME) | d
(R) «w (BA) Sy (F) . WAETLIHEEENFE, 20 1Th30m15s,

RBX/A : BMFEEIL B (bytes), KB (kilobytes), MB (megabytes), GB
(gigabytes), TB (terabytes), PB (petabytes), ¥ EB (exabytes)..

LUR IR 15 #E OpenShift Container Platform #% /O 2H4E# Prometheus 251455 BE S [H]
WEH 24 /N, REK/INZH10GB -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
retention: 24h
retentionSize: 10GB

o EEMLIEAFE XM BEM Prometheus SEHIBR BN A1 AN -

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. £ data/config.yaml TRANRB N [HFANEEE :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification> ﬂ

retentionSize: <size_specification> g

ﬂ REERSA] : MFEFEMNE ms (%* b)) v s () . m (28) . h (ME) | d
(R) v w (BA) Sy (F) . WAETLIHAEENFE, 20 1Th30m15s,

RBX/AN : BFEEIL B (bytes), KB (kilobytes), MB (megabytes), GB
(gigabytes), TB (terabytes), PB (petabytes), 2 EB (exabytes)s,

LATRRBI0 e R P E LB B B Prometheus SEBISHR BB AREE T 24 /N, {REZ
INEH 10GB :
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
retention: 24h
retentionSize: 10GB

2. REXHLERZER. ZHEEE/ENH Pod RBEEIER.

Digk

==
[=]

—BEERFILERERS, TREREHIMERXRTB P Pod FIEA
iR, 1ZU1B R IEEIZITH AR B TR E .,

2.10.5. {4 Thanos Ruler g1 #3EA IR BB At |H]

BOABRT, NFRAENMINE, Thanos Ruler R7E 24 /N B IR EIEIREE, B LRI TE

openshift-user-workload-monitoring p % Z2 (A 5 E user-workload-monitoring-config Bt i& LT
B time B SRAETHX LEARHI R BT [,

FRFH

o A LIEAEE cluster-admin £ A B3 EH openshift-user-workload-monitoring i B &
B9 user-workload-monitoring-config-edit & & /517 8%,

SHEEAAMEXHTMBRAT Wi,

e B%%k OpenShift CLI (oc) .

it

£ openshift-user-workload-monitoring i B #1475 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. [FRENFAIELERINE data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
thanosRuler:
retention: <time_specification> ﬂ

Q DM THRAEERENE : HFEEFEEmMs (W) . s () . m (D) . h (7
i) . d (R) . w (B) sty (5) ., ATLUEEGEENAE, 20 1h30mi15s, FKiLE
5 24h,

LUFRHIHF Thanos Ruler #iEAREHTE&ZE 7 10 X :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

thanosRuler:
retention: 10d

3. REXMHLERZEN, RIECERM Pod RBHEH,

Digk

==
[=]

REN A EMRNNERAIRRER HEAE, HEBRXTBHERBE
pod MEM R, ZWB R EECTHREARTRERER,

HAth BT
o OIBERF I IPEE I
® Prometheus BUBZEFHEE R
o HEMTEBFMHIEA
o THRRFAMEIE
o ibtFfE

o NRAFENRWEERLEE

2.1 BRB IR B ATFNE

BB iR B AGEME, F Prometheus RBESIF IRELEMIIEIR A X BILIE RS, LUHITKEREE, X
MA SR Prometheus FEIEIRAI A AR K,

FRFH

o MRERKE OpenShift Container Platform i Wi i4H 4
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(o}

BT LIEREA cluster-admin £8 A GBI A T B0 EEE,
1R B0 cluster-monitoring-config ConfigMap X7 5.
NREERE R TR E A5 B A4

F# user-workload-monitoring-config-edit & & 517 8%,

o EAEILMEAESR cluster-admin %2 A &5 EH openshift-user-workload-monitoring il B
o EMEEANAIENMIBFRT I,
[ ]

B &% OpenShift CLI (oc) .

MEXEBET —TEREAEAImS (40 Thanos) , FBEHEIRS URL, XS5 iEE AIEE
ANFENER, HEH Prometheus LiZim S F17F6E TR,

ARRRMEELREALEENRER, MAREAEXEERKSHERIES. &
FRMITRERCHRR, XERRSLEEARS. HRERSEENHUTEE
LR R,

RB N2 B AR S 1E Secret A R AL E F D WUEEUE

BT SRELES AR
72 5] =% openshift-user-workload-monitoring 4 22 [5] i F A 7 TYE s,

Prometheus ¥ RIBRBYE & 22 [H] R Ol secret : AT BRIAEA 151289 openshift-monitoring £

Digk

==
[=]

i

BRSNS, HFEA HTTPS & 255 IE M iR R & X BT,

Pt

1. 4wk ConfigMap *4 :

e i OpenShift Container Platform &/ H# Prometheus SLHIREB LR A :
a. %tk openshift-monitoring 71 B 1) cluster-monitoring-config ConfigMap % £ :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7£ data/config.yaml/prometheusK8s T i1—4* remoteWrite: Z84
c. EARTHRMmSR URL & R5IEEIE
apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config
namespace: openshift-monitoring
data:

config.yaml: |


https://prometheus.io/docs/operating/integrations/#remote-endpoints-and-storage

8B 2% AiCiE IR

prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com” ﬂ
<endpoint_authentication_credentials> g

@ LEEAKRMURL,
g iR ERIE T ENERE., BaXHNEHRIEAER AWS ZEiRA 4, A
HTTP Authorization i&3Kirk, EXGHEIE. OAuth 2.0 #1 TLS B imiF1TH

ML, BXRIFNEMRIEAETOIRE, 1§51 XHFHTEEAGHIUER
B,

d. EFHEUEENE R write relabel BREH :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
<your_write_relabel_configs> ﬂ

@ S E=WhiiREBLE,

%IF <your_write_relabel_configs>, E&EMEE 4 X LIE R mRAIETRE AEFIRIC
[ER]IEN

LU RBIER 7 0% % 4 my_metric BFYEEANEIT ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels:[ _name__]
regex: 'my_metric'
action: keep

BXEBEAEFIMCERELETIFEE, EEE Prometheus relabel_config 3214,

o JiiPrA e L HM Prometheus SCHIREEZREE A :
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a. 7£ openshift-user-workload-monitoring i B %% user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1E data/config.yaml/prometheus TZ1— remoteWrite: {4,

c. FEARTHIRMIKR URL FFHBRAEREIE |

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com” ﬂ
<endpoint_authentication_credentials>

@ LEEAKRMURL,

g IR ERIEENER. BaXHNEHRNIEAER AWS ZEiRA 4, A
HTTP Authorization 153K ir3k, BEXEHEIE. OAuth 2.0 #1 TLS B imiH1TH
REIE, BRZFHEMTIEAETRHEE, 155 WU SHKTRESEA S 550
KiE,

d. EFHEUEENERARI write relabel BREH :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
<your_write_relabel_configs> ﬂ

@ S E=hiiREBLE.

%I F <your_write_relabel_configs>, E&#EE A X ETiRinRIERE AEFIRIC
(=PI

LURRBIER T 0% % %5 my_metric BIE AT ¢

apiVersion: vi
kind: ConfigMap
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metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels: [ _name__]
regex: 'my_metric'
action: keep

BXEBEAEFIMCERELETIIFEE, EEE Prometheus relabel_config 321,
2. REXHLFESRTEY. SHEBEEEEMHN Pod RBIER.

i
Of

RIFX I #2 ConfigMap X REVE N AT sE R BHE BB XIIE F 8 pod AIH
bR, REFEULTREEIZT B P EHESNIEAIZTH R TR,

21N ZFHERREEABMRIIXE

ERLMERARB A ERITEREE AR R T EHRIE. BRSNS HEIESEE AWS EEMRE 4,

EXFMIGIE, B OAuth2.0 M1 TLS & iR, FTRIEHMAXATLREANIZIFI MBI ERE
%o

BHREAE A& BRI 7 By 23U

AWS Z & A 4 sigv4 e AWS ZEhRA 4 51)
KU NERE R, BB
L. OAuth 2.0 KEARE KT UER
FHEA LA,

EAXHHIUE (Basic basicAuth AEXHHIULFEREEMNR &
authentication) BHEEEMNLREANER EZER
Rk,

B AL BIEREBENSEEEMNLIRE
AiER_Ei%{& Authorization #r
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8= ¢ ESATI Do Eo BN B
OAuth 2.0 oauth2
TLS &/ i tisConfig

2.1.2. ;2B AF B EIELE R

sk

OAuth 2.0 BB FE AR FinEiEE
F 28, Prometheus ERAEER
& i 1D 1% F i secret M
tokenUrl FXER 1 7] 45 h& Sk 1) [m]5zE
BEAmE, BRESERNL AWS
HAMA 4 HEXFBIGIUE RN
LA %,

TLS BFMECEIRE CAIUEH. &
FIRIEBHE PR B X E R,
BAFER TLS 5B Ain =ik
FEat T EMEE, RAIBEERE
MELET CAIERXXHE. &g
TE ST FIE P iR 2 H S

UTFREIBRRT A FEZITEEARRNARSHEIFZE. ENRMIERTNARESEFHE
IEEREME M X IXERIN N Secret MK, BNRAIBEZHEIUE, LLATF openshift-monitoring 3%

22 [ R BRI B R4,

il 2.1. AWS ZZ A 4 KUk YAML -6

LUFERT openshift-monitoring fp 4 22 [F] &} sigv4-credentials 7 sigv4 secret FIIZE,

apiVersion: vi
kind: Secret
metadata:
name: sigv4-credentials
namespace: openshift-monitoring
stringData:
accessKey: <AWS_access_key> ﬂ
secretKey: <AWS_secret_key>
type: Opaque

Q AWS API i} [a] B85,
9 AWS API secret B%H,

TEEZRT— AWS Signature Version 4 ;225 A F P55 IE% BRI, ©#A—11E openshift-

monitoring %3 & 22 5] R H9& H sigv4-credentials fJ Secret 14 :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
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config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://authorization.example.com/api/write"
sigv4:
region: <AWS_region> ﬂ
accessKey:
name: sigv4-credentials 9
key: accessKey
secretKey:
name: sigv4-credentials ﬂ
key: secretKey
profile: <AWS_ profile_name> G
roleArn: <AWS role_arn>

Q AWS X i3,
w@‘é AWS API 1 [Al4E1F Y Secret X REIE .
1E35E Secret M RAEE AWS AP 15 [n] B8 FH OB 5H,

BETFIEUER AWS BEE S E R,
AELA A B Amazon FHRAFR(ARN) I ME— TR R,

o -

Bl 2.2. BFEX SRR IR YAML =61

18 EH Secret X RHP I E AWS API secret #EHIEEEH,

8B 2% AiCiE IR

LT ERT openshift-monitoring i 22 [H] &1 rw-basic-auth #J Secret X REAXHHKIEXE

A

apiVersion: vi
kind: Secret
metadata:
name: rw-basic-auth
namespace: openshift-monitoring
stringData:
user: <basic_username> ﬂ
password: <basic_password> g
type: Opaque

Q® =%
® =H.

LR RHBIE R T £ openshift-monitoring @& 22 [H] 14/ rw-basic-auth #J Secret 7§ H

basicAuth iZi2EARE., BRIXEENHRIZE T BHRRIEER.

apiVersion: vi
kind: ConfigMap
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metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://basicauth.example.com/api/write"
basicAuth:
username:
name: rw-basic-auth ﬂ
key: userg
password:
name: rw-basic-auth 6

key: password ﬂ
wﬁ,%%{ﬁ%ﬁﬁ:ﬁ?&ﬁ@ Secret M REVE T,
Q EHEER Secret NRHPAE A RHEH,
Q TEHETE Secret M RHPBEBEMHHIEH,

fll 2.3. {5 Secret ¥ @i bearer ST E BRI YAML =51

LUTFERT openshift-monitoring @& 22 [H] 14/ rw-bearer-auth #J Secret XI5 bearer 5hE%
B

apiVersion: vi
kind: Secret
metadata:
name: rw-bearer-auth
namespace: openshift-monitoring
stringData:
token: <authentication_token> ﬂ
type: Opaque

© ks,

AR 7R T 1 openshift-monitoring 1% 22 (6] A { FH 44/ rw-bearer-auth BJ Secret % §#J bearer
S BRI IXBE R :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true
prometheusK8s:
remoteWrite:
- url: "https://authorization.example.com/api/write"
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authorization:
type: Bearer ﬂ
credentials:
name: rw-bearer-auth 9

key: token 9
Q HRAISIFEAL, BRIAE J7 Bearer.
Q BE 5 ML EIEM Secret X RIAT,

g EHEER Secret N RHA B E F DT TREI B,

5l 2.4. AF OAuth 2.0 3&iFRg YAML =6

8B 2% AiCiE IR

LUFER T openshift-monitoring 4% 22 ] % /7 oauth2-credentials #J Secret % § B9 OAuth 2.0

WiERA :

apiVersion: vi
kind: Secret
metadata:
name: oauth2-credentials
namespace: openshift-monitoring
stringData:
id: <oauth2_id> ﬂ
secret: <oauth2_secret> g
type: Opaque

Q Oauth 2.0 ID,

9 OAuth 2.0 secret,

TERITT—1 oauth2 iif2E A H4 51 RFIEEE, ©fE A openshift-monitoring 6% Z2 [ & H

oauth2-credentials B Secret & :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://test.example.com/api/write"
oauth2:
clientld:
secret:

name: oauth2-credentials ﬂ

key: id @
clientSecret:
name: oauth2-credentials 6
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key: secret ﬂ
tokenUrl: https://example.com/oauth2/token 6
scopes: G
- <scope_1>
- <scope_2>
endpointParams:
parami: <parameter_1>
param2: <parameter_2>

ngja@ Secret X RHIEZFF, 1HFR, Clientld FTLL5|A ConfigMap %4, {E clientSecret @
/8| FA Secret X,

WHE‘E Secret AR A I E OAuth 2.0 FIFHEH,

6 FAF@it 18 E M clientld 7 clientSecret FXEX % & H URL,

6 BAGEKRE OAuth 2.0 SEH, XLE3E HRRHI T 4 kR wT LA [ B $RE,
@ FIURSBATEM OAuth 2.0 BIUERSH,

fil 2.5. TLS im0 UER YAML R4l

LUFZE7R T openshift-monitoring 4 22 (6] £ mtls-bundle 8 tls Secret X/ §# TLS & ik
BB,

apiVersion: vi
kind: Secret
metadata:
name: mtls-bundle
namespace: openshift-monitoring
data:
ca.crt: <ca_cert> ﬂ
client.crt: <client_cert> g
client.key: <client_key> 9
type: tls

ﬂ Prometheus &25H A FHRIEARS FRIUEHBI CAEH,
@ RAT5RSBITHBIENE IS,
© zrEm,

U TFREIERT FER%E N mtis-bundle B TLS Secret X7 & H tisConfig Li2 5 A D ILER B,

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
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remoteWrite:
- url: "https://remote-write-endpoint.example.com
tIsConfig:
ca:
secret:
name: mtls-bundle ﬂ
key: ca.crt 9
cert:
secret:
name: mtls-bundle 6
key: client.crt ﬂ
keySecret:
name: mtls-bundle 9

key: client.key G

& TLS ST EIERIN R Secret X REEHFR, FER, cafl cert TLA5IH
ConfigMap %4, {H keySecret 27i13|F Secret I &,

9 {57 Secret R F M, HbITEHAM CAIUEF,
Q 87 Secret X RPN, HPEEIHRNE M IHIET,
6 BEE MBI secret UIEE Secret X R HHIEEA,

=
o
B

o MFPOIEEBEAFRBIRS (8 Thanos) KWFEE, HSH X ELEE AFRE IR,
o MFAERMEHNARAHMALZREALKENER, HSHHELEEANKE,

e N T fR7E OpenShift Container Platform AR AIEFELE Secret X RIIFTIE, 1HSH T
secret,

o BEXHMUWEFERMER, 1HSMH 2B A Prometheus REST API &%,

2.12. TEIEIRHRIRINEREE ID 135

INRIEBEE L D OpenShift Container Platform 5£28%, FHERTEE AR IEITEIE MIX LR B A X E
NEREMERIE, EATLURINEEE ID iRk B A REERBNIEEIE. A, EaLIE X EiR% gk
PRRIEITRRERE, FROSHMERL EMRLIRITEIBIEIE,

X, MRENSNIEFEERSNIERRE, FRIENBELZRENEPEHERS, EALUERSEE D IR
EENFEREHETHE,

DIRFERER D IRESR=ADEML I :
o FBELEEAFHNEERINCILE,
o FFEREF ID MREARINEET.

o EXEIRELIMAURERNIEILE
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2.12.1. NIEIROIEERE ID I35
AT LU BRI\ TS W R P TR S i QIR R B 1D 7%,

STFEINEAR RTE, &7 LIE openshift-monitoring #3522 [H] -/ cluster-monitoring-config fid & 4T
i write_relabel X & HIETRARINEEE ID #7155,

SFRPIEAEGE, ST openshift-user-workload-monitoring 4 22 5] R Y user-
workload-monitoring-config &t &R § R FI% B

—

p= Y=
% Prometheus #REXA FF namespace 15 - TEAE BN, RARFHIIEFME
1 exported_namespace, LT HAIMREA SR ENINZEET B pod B & ZEH,
& EERF PodMonitor = ServiceMonitor %75 honorLabels FEEHIE1%E ) true 3
EEIRINERE,
SeRFH
o MREREBIRIANTERIZAH -
o EAILUERAEA cluster-admin £ AGHNAN B0 0 £E,
o fRE I cluster-monitoring-config ConfigMap *f %,
o MREERERTIREEMA - E LA E A E:

o EAEILMEAER cluster-admin %2 A &5 EH openshift-user-workload-monitoring il B
## user-workload-monitoring-config-edit & & /i 7] 8%,

o EMEEANAIENMIBFRT I,
e B%% OpensShift CLI (oc) .

o MERE TIREAF,

¥ =
1. Yw%E ConfigMap 4 :
e Jy OpenShift Container Platform &/ EFRBIEREEE ID #7% -

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7E data/config.yaml/prometheusK8s/remoteWrite #1#J writeRelabelConfigs: 2847
IN&EEF ID E¥INICRENE

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
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prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
writeRelabelConfigs: ﬂ

- <relabel_config> g

ﬂ NIEBFERLR R BRI S AEFINCEEBSIR,
Q B AOERER S AR m BRI RR R B B

PUFRABIER T AR ES SR ASEEE ID 7% cluster_id 75 4 1575 :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels:
- _ tmp_openshift_cluster_id___ ﬂ
targetLabel: cluster_id 9
action: replace

ﬂ REBRAINFAE 7 _tmp_openshift_cluster_id__ BOIEAf&£EE ID BIRE, LbIEAET
PR RIGIEENER D IR AT,

Q BEARZELRE AFHEIISIREER ID IRE LM, NREFERIEIRSEENIRE
&2, NZERKERXNER D MENEMEBEER. NFIRERT, TEHEA
__tmp_openshift_cluster_id__, &EEHIMCES ESMBRE R LR FRHIRE,

9 replace write relabel #4F, fFImIREE#N & BB BERIRSE. XMRIESEK
INTH, MREEIREEMRE, TSBNH.

o A E MBI OIEREEE ID I35 -

a. 7f openshift-user-workload-monitoring 1l B F % %E user-workload-monitoring-
config ConfigMap %/ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 7E data/config.yaml/prometheus/remoteWrite T writeRelabelConfigs: Zi 9/, &
IN&EEF ID E¥INICRENE

apiVersion: vi

kind: ConfigMap
metadata:
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name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
remoteWrite:

- url: "https://remote-write-endpoint.example.com
<endpoint_authentication_credentials>
writeRelabelConfigs: ﬂ

- <relabel_config>

@ EEARITEERNIETRNEAERITCREEBIIX,

© BEAERE ARSI ERE,

LUFRHIER T 20ME7E user-workload Wi ¥ dr{F SRS ID #1% cluster_id 5% #6¥r :
apiVersion: vi

kind: ConfigMap

metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com’
writeRelabelConfigs:
- sourcelabels:

- _ tmp_openshift_cluster_id___ ﬂ
targetLabel: cluster_id g
action: replace

RARAN AL} _tmp_openshift_cluster_id__ BYIGITEEE D JRIRE, HbilEHT
*T(QEE@T ERIEEE ID IR B IE L,

BEAREELRE A FHEIISIREER ID FRE LM, NREFEAIEIRDFEENIRE
B, NNZERFERXNER D IRENETER. N TIRERT, FEER
__tmp_openshift_cluster_id__, &EEHIMCES ESMBRE R LR FRHIRE,

replace write relabel #4E, fFImIHREE 7 E BIBTR B R E,

X REZR
T, MREBEREEMEE, NSBNA,
2. REXHLUNENY AR ConfigMap X &R, ZEHHEESMN pod RETNEE.
E
RIFXT £ ConfigMap * REVE X AR BHTEREHE X TIE Y pod #
i 55

o REBRULAREAIZIE P EHEELIZITHREARE,
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Hi 5w
o AXBEAEHMIFCEENFE, HEHRELEE AR,
o HXINAIRENEEF ID BUIFIE, 1H5E KSR D,

2.13. 5 METRICS SERVER BB & it B &

{’I__”«J\jj Metrics Server EEE FH VI‘ E TNy L/Lﬁ[éﬂj]ﬁq;d‘ﬁﬁk%ﬁIﬂﬂ]&rfﬁ&l‘ﬂﬁkﬁ% FH VI‘ H IL,\IE%$E¥EP B'{J?;T%
EFF, R LUCERAF. NMARRFESK control plane BEL,

BRI LU EH T E SN, REICKLEEG REN S SMLEHRE, XATLLBT AT HITEREREEN

® Metadata (BRI\) : EREEERICKESHTHIE, SEAS. A, WRHMEFDA, €
RICRIE R AN IE L,

® Request : X¥/E AL KB TEIBMEKRES, BERCRMMNEN, MEERERTIHEFREN
ijﬁa*()

® RequestResponse : iX/5 A TIL KRB THIE, URIERMNIES, EREERERTIIHEFEREN
ijﬁa*()

e None : UFIHREIMNEHEASHTIC K,

& e LU {EER cluster-monitoring-config R EM AT RECE it ECESR. U T RAINGEESRXEN
Request, F1FiCK Metrics Server IS4 TTHUIBFIE K IEX :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
metricsServer:
audit:
profile: Request

214. BB BRI ESILESE

BF

EEERi *T%Aﬁaﬁi,\m PMRORTIIENRE. HARTATIHRER LIS AR 55 FH ML
(SLA) %Fr, BMsemEH TR, ABTHERE MR ERE], XERARTIE
IjJﬁEEJLLLﬁFHF?FEEifCFH %ﬁEI’\JIjJﬁE HENSEF LM BRRERGEE L.

BRIABRATUGREFSEEMESER, HSM
https://access.redhat.com/support/offerings/techpreview,

ZINBERT, Prometheus & H OpenShift Container Platform H4EFRRIFRAE RIS IR B I A FF893E
Pro BR, TEREERT, EITRERFE Prometheus MEEEINER D BITETR

o SHEENRFRER. BNMZTHGER BFFTEHMIEIRGE.
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o SRFA/NMEM, BWEMRIEIIBENXNIERTELERI CPU MNERIR,

B LERENR AR ERRBERNETBERES S/ NMENEE. SBRERNMEIREER, BREF
EARIGIRThRESARLE T ME, A, Prometheus FTRHI CPU FMINEF R,

2141 XFETEERES
BRIV RARANERESREEC —

o full : Prometheus R INEHFIEFEEEHHE A TFRIEII T, LXBERRINLE.

® minimal : Prometheus {UREFEAZER. 10N, ZMFNIEESE U RIRFFEIEITEUE.
214.2. EFEESEBES

£ 7y OpenShift Container Platform & D IR RAHRIFIEI R R BCESR, 154 cluster-monitoring-
config ConfigMap %%,

SERFEH
o B &% OpenShift CLI (oc)

e E{#F FeatureGate BHE %R (CR) 5 A 7 AT T ThEE,
e {ZEfJ# cluster-monitoring-config ConfigMap *f .

o METLUFEAES cluster-admin £ ABNAF S50 £,

Dig¥
Of

—

RN AL BN R R AR R E R HEHRE, FEEXTBEPEHEE pod F1H
iR, ZIBHRIERZITHRIEARAIRRER,

—

AR
1. %%k openshift-monitoring i B 1 # cluster-monitoring-config ConfigMap %% :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1f data/config.yaml/prometheusK8s Tl metrics collection EEE &K IE :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
prometheusK8s:
collectionProfile: <metrics_collection_profile_name> ﬂ
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ErEARBENELT., TAMEN full X minimal, MRS EIEEHE, HERBMRSFARE
1E collectionProfile &%k, NI=FEA full WEKIKE,

AR RIS Prometheus /O A LHBIEITESEBEXE N minimal :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml:
prometheusK8s:
collectionProfile: minimal

3. REXHLMERZER. ZHEEEENH Pod 2BEEER.

HiBR
o MFTREFNEHKWENBIIIRNSE, HEHEETRENIIE.
o BXRFEMBRTIEThEERI SR, HS1 ML |5 AIheE.

2.15. #2215 R 7 E B9 B R R E fR bR B I B R2

FANA R LME R EX R Ve E LB M. BENRENHESBUHNAREREN N, BETR
HETTRENBMERINNIREERM, B, customer_id BEAHE, EANECELRL N ATEERIE.

B9 EREEEX EA M —RIE F FH, ERERERITFS RIS ERBME DTS BT O8N A FF2E T
EHURNN, XA BESRN Prometheus EE, FIHEKRERIEZRA,

SAEE A AT LU R LUT /3RS AR E B9 B R A E fE PR MRS -
o [RHIA/E XHIEFHEN BRI EZHRAIHE
o [RHEREIIERE. MEBHREURIFEEKE
o QIRTEARIIREURAE (E3TTRIRER B rbf il 4 BYE
pa =
PREREVR IR B BRI RS FAR NS D RAEBE S BB, TR AL R Bagid

REIE Vg E LHARHERERERMIEEZRRE, ERAAES—HERTEENREYE
AR BB -ENHERE.

2.15.1. WA E X B & B IR EUR ORI R SRR

R LRSI A E LT E RSN BRI EZN RN E, L URERIINEHE. EAMK
BEURINEEKE,
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56

Digk

==
[=]

INRITKE T sample K label limits, MIEARIRFIE, F&7ZBIMRERGHE—
&R BIEE.

FRFM

o EELMEAESR cluster-admin £EA GV H&KE, eI LIERATE openshift-user-

workload-monitoring 1ii B # 2 & user-workload-monitoring-config-edit & &I A&
Fi N

o KRBHEANAIENNIBERERT R

o B &% OpenShift CLI (oc)

it =

1. 7£ openshift-user-workload-monitoring 5 B %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1% data/config.yaml F 10 enforcedSampleLimit E2i&, ARSI & LB E & BiriR
I Al M RAIEE -

apiVersion: v1i
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

Q MRIEELSHE, WEE—NME. X1 enforceSampleLimit =AIFR - E LT RED
B MR ERB R B =R 50,000,

3. ¥# enforcedLabelLimit, enforcedLabelNameLengthLimit, #]

enforcedLabelValueLengthLimit E2 &7 NZE data/config.yaml, LIRFIFIPREUIFZEENE. 7%
BRI KELURAFE I E RS EKE

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
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enforcedLabelLimit: 500 ﬂ
enforcedLabelNameLengthLimit: 50 g
enforcedLabelValueLengthLimit: 600 6

ﬂ EEBSREBRHUEAINER, BIMEN 0, REREBIEERS,
Q BENERBMFRNERAKE. BIAMEN 0, KFREAERERS,
g BENEEFHNEAKE, BIMEN 0, RREHEERS,

4. REXHUGERZER, RESEHINA.

Digk

==
[=]

1$E R 7= 2 user-workload-monitoring-config ConfigMap X ki, &

HE 2 EHERE openshift-user-workload-monitoring 7 E 89 Pod 1 &b
TR, 12U H P IEEIZ TR NI H R AT RERE S,

2.15.2. AR EURBIE R

AT LA AR LU TR TR AR R, :
o TEISTEM for RRLT A P T SA IR BN RSN R A AT A
o TEISTEM for RN A POIA IS BIT HR ARG i (E

FRFH

o BELMERAESR cluster-admin £EABA U H&KE, teLIERATE openshift-user-
workload-monitoring 1l B 1. 274 user-workload-monitoring-config-edit & &/ i 7%
B,

o SHEESNAFENMUIEERT R,
o REZ{EM enforcedSampleLimit R T A/~ E XU HF &N BRIV EZH RN E.,

o B%% OpenShift CLI (oc) .

it =

1 - NEEERM YAML XX, FF1EBTMENLLUR BIHA B 56 6 B9 = FIBR SR B AR, A6l
934 %N monitoring-stack-alerts.yaml :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
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name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- name: general.rules
rules:
- alert: TargetDown e
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.'
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.'
expr: (scrape_samples_post_metric_relabeling / (scrape_sample_limit > 0)) > 0.9 Q
for: 10m @
labels:

severity: warning m
E BRI B,
EEEMELERANBA - EXLHTE,
INSRIE for RFLLMf B AT AR B inskE BIin A AT A, NI TargetDown Z St %,
TargetDown Z3fi fift & I 5y HAOSH 2.6
TEIXAFFEEET R AT B TargetDown ZRMZ M F SR L IZER.
7E Y TargetDown Zi;#y™E M4,

LBIEETEM for Rt R RIS B LAY BUR A E
if, ApproachingEnforcedSamplesLimit Z St % .

4 ApproachingEnforcedSamplesLimit 2 fif & I 4 HH #9534 B

ApproachingEnforcedSamplesLimit EizH{E, EAGIF, HRIEEFEAREETE
BHIREIN 90% i, Sk Eifk,

O 9090 9090906006009

TEIXANFET B A JH B ApproachingEnforcedSamplesLimit £k 4 F 2% 1%
Eik,

7 . ApproachingEnforcedSamplesLimit ik #9™ &,

=

2. MECENAEIAAEHIES

I $ oc apply -f monitoring-stack-alerts.yaml
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3. B4, BRI EBEEATIRERS
a. 1£ web #HIEH Administrator A, /A Observe — Targets FHiEFEERER
Down K B9 .
NR i = B L R BIBRHI KR, Ni< LR Scrape failed: sample limit exceededf§ 2.
Hith TR
o CIEM/ME XM TV H 1k ehl B iR gt
o WHAFENKIIE 5 AL

o IESHIBE N2 Prometheus JEFER ERALZE (] LA T Rl 4 5 TR B IRIF LR PR IR EUR
Pl &S,
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F 3= BEEANE ALERTMANAGER =Z43)

OpenShift Container Platform W $E#L & & — At Alertmanager SEf5l, F3F M Prometheus BREE
o BB LARINAER Alertmanager 5241, LUE&E OpenShift Container Platform #%:/0:3 B 5 B F & LAY
i B B

INREHNZSNEREERIME RN Alertmanager BEBE, FHEANBNERBEZEAARMLE], WRTLUER SN
HLER Alertmanager SEI BB L N ERBEIRIE B,
SeRF M
o MR ZEFE openshift-monitoring 5 H & OpenShift Container Platform /i I R4H & :
o RAEILUEMESA cluster-admin 8 ABHIA - B0 15 SEE,
o {REHIET cluster-monitoring-config it &M 41,
o MRETRERTREEAFEXNTENASE

o EAEILMEAEA cluster-admin £ ABKNA U MEE, WA LAERTE openshift-user-
workload-monitoring 1l B -1 274 user-workload-monitoring-config-edit £ &8 F 7 7]
SN

o KERBHEANASIENNIBERERT HIE

e B%% OpenShift CLI (oc) .

ik =
1. Yw%E ConfigMap X%,
o EEXIAH Alertmanager LARRHIEH OpenShift Container Platform %051 B IR :

a. %tk openshift-monitoring 11 B 1 # cluster-monitoring-config A & 5T :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1 data/config.yaml/prometheusK8s T /1—" additionalAlertmanagerConfigs: /J\
T

c. EARTTHRMEM Alertmanager IECE 115 :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additionalAlertmanagerConfigs:
- <alertmanager_specification>

% F <alertmanager_specification>, & & #4148 Alertmanager BRI F A5 IEFE

thEEE B, BN EREIEA AR bearer 5 (bearerToken) F1& F'if TLS
(tisConfig). AT RBIECEMRET A bearer SHEFE i TLS B IFELBHIA K
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Alertmanager :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

o EEZINM Alertmanager SEFILLEE A B R P & L1 H ER -

a.

%5 openshift-user-workload-monitoring 71 B 18 user-workload-monitoring-
config ECiERRST :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

1 data/config.yaml/ 50— <component>/additionalAlertmanagerConfigs: &8
7o

EARTHRRMEAM Alertmanager BECE 1% -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
additionalAlertmanagerConfigs:
- <alertmanager_specification>
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2. REXHLUS RN AR ConfigMap X5, XS B 5N AFTEGR
3. RIEFXH LS RSN A E ConfigMap F&. XM < BN AMEHK

%I F <component>, B AL IFHIANER Alertmanager 4142 — : prometheus 55
thanosRuler,

% F <alertmanager_specification>, & & #4148 Alertmanager SLBIR FAEIEFE
fhECEIFE. BaiFHNERKIESEE bearer 514 (bearerToken) F1% ik TLS
(tlsConfig), AT RABIEREMETERT A bearer HHEFZE ik TLS H2%1ER Thanos
Ruler BEEEZIA-BI Alertmanager :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

fic

o

B
B

m

fic

o



& 4% )y ALERTMANAGER & SECRET

% 4 Z / ALERTMANAGER B¢ & SECRET
OpenShift Container Platform Wi iR HEiL &3 Alertmanager, BIFZHM Prometheus B 2| miE UK
&, MREEERTIBRSZHITEMIULLUE Alertmanager BETFE S A X ZER, EATLU Alertmanager
& HEA SRR F DL EREN secret,
Blgn, &R LU Alertmanager BCiE N {E A secret SEZERABIEF UL NI (CA) & fRBYIE B =%
W BREIT BB IIE, LRI LU Alertmanager BB H{E A secret EHREERTEAR HTTP SR 5 IEBE XX
BB AT EMEIE, EXHMERT, BRRIEIFIEMIETE Secret MRA, MARIIEE
ConfigMap X/,
4.1. £ ALERTMANAGER B2 & F 70 SECRET

& LIRS YRE openshift-monitoring 171 E A% cluster-monitoring-config Eo BT, IF secret 7N
RO A Wi 4R Alertmanager E2E H,

I secret RINEIEEMREE, secret fF—NE1EHEI Alertmanager Pod #J alertmanager & 23 8
/etc/alertmanager/secrets/<secret_name BJE&H,

SeRF M

o MR ELE openshift-monitoring i H & & OpenShift Container Platform /i M40 {4 -
o RAEILUEMESA cluster-admin £ A B B2 15 SEE,
o {REHIET cluster-monitoring-config it &M 41,
o KBAIET EFE openshift-monitoring 1l B A Alertmanager FECEM secret,

o MREERE AT ILEEAF E AT E KA
o EAEILMEFAEA cluster-admin £EABKNA U REE, WA LAFERTE openshift-user-

workload-monitoring 1B 124 user-workload-monitoring-config-edit & & #/H  1j[7)

L3N

o fRE Al T E7E openshift-user-workload-monitoring il H 1 #J Alertmanager FEZEH]
secret,

o EMEEANAIENMIBRFRT I,
e B%%E OpenShift CLI (oc) .
ik S
1. Yw%E ConfigMap X%,

e 1t Alertmanager PTG LR secret BdiE :

a. %itk openshift-monitoring 71 B 1 # cluster-monitoring-config At & 5T :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. 7£ data/config.yaml/alertmanagerMain T7I01—1 secrets: Zi9, HEBFLUITEE :

apiVersion: vi
kind: ConfigMap
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metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:

secrets: 0

- <secret_name_1> g
- <secret_name_2>

ﬂ AT BEEHEHE Alertmanager B secret, secret I F 5 Alertmanager X}
RIERA £ 22 A R,

9 BEEKERFMEILEIERN Secret M RIILFF, MRIERMZA secret, HHFEFN
secret AEFTITH,

LU RIS ERRSIE R Alertmanager BCE {4y test-secret-basic-auth #1 test-
secret-api-token FJ5 /> Secret I :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
secrets:
- test-secret-basic-auth
- test-secret-api-token

o ¥fsecret BBEZARMNEI Alertmanager AT & LI H R

a. %W openshift-user-workload-monitoring i B #1#9 user-workload-monitoring-
config ECiERRST :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. AL TEE, 1E data/config.yaml/alertmanager/secrets T7iI1— secrets: B
A

apiVersion: v1i
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
secrets: ﬂ
- <secret_name_1> g
- <secret_name_2>
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ﬂ AT BEEHEHE Alertmanager B secret, secret I F 5 Alertmanager Xf
RIERA £ Z2 A,

9 BEEKERFMEILEIERN Secret M RIILFF, MRERMZ A secret, HHFEFN
secret IEFT1TH,

LA R IBE EBRGTIXEHF Alertmanager BCi& /1 &7 test-secret # test-secret-api-
token BI > Secret X :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true
secrets:
- test-secret
- test-api-receiver-token

2. REXHLURERNFAE ConfigMap #5., #HIEESHKE5INH.

4.2. TE} 8] B S RN E i AR A& A b 2
féﬁll«iﬁﬁi Prometheus BYAMERIRZETHEE, 15 B E UIREMIINEIE FF Prometheus BURRAY [ F7IF1E
SeRF M
o MR ERE OpenShift Container Platform #il Wi ie4H 4
o RAEILUEMESA cluster-admin £ A B B2 15 &EE,
o {RE 4% cluster-monitoring-config ConfigMap *f .
o MRETBRERTREEAFEXNTENASE

o EAEILMEAER cluster-admin £EABKNA U MEE, WA LAERTE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ & & F 7 7]
SN

o KEREBHEANAIENNIBERERT HIE

o B &% OpenShift CLI (oc)

it =3
1. Yw%E ConfigMap 4 :

o X F ¥R OpenShift Container Platform &/ B Prometheus 526, 58 & UFRZH
B E FreOp A E SR ER

a. %itE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1E data/config.yaml & X B MENERINBIPRIERR ST
apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:

<key>: <value> 0

ﬂ FERREXN B <key>: <value>, Hr <key> BFInEHIME—ZFR, <value> 2
EHE,

DIk

H
[=]

o AE{#F prometheus = prometheus_replica {F /I
m, ANellRRENFRBES.

o AZE(# M cluster 3 managed_cluster fE AL, FHAT
B

BUBTEEF RN SRR A & BIEUHE R (A] L,

N, EFXFREMIMETRERMEFFEN EFIMERP, HEERUTTA
apiVersion: vi

kind: ConfigMap

metadata:

name: cluster-monitoring-config
namespace: openshift-monitoring

data:

config.yaml: |

prometheusK8s:

externalLabels:

region: eu

environment: prod

o XfFWIA T E M HM Prometheus 3561, Z5FH & UM INEIE F A rraH E 51
e -

a. 7f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config



& 4% )y ALERTMANAGER & SECRET
b. 1f data/config.yaml & LB MEERINBITRIERR ST

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:

<key>: <value> 0

ﬂ FERREXS B <key>: <value>, Hr <key> BFInEHIME—&ZFR, <value> 2
EHIE.,

g

H
[=]

o A ZE({EHF prometheus 5 prometheus_replica /F &
7, ENElRRENHREES.

o AZE(# M cluster 3 managed_cluster fE hBALF, FHAT
A BE R FRUETERE T A AN AUERR P E BRI ],

£ openshift-user-workload-monitoring Tl B#, Prometheus i 514 E
¥&b5, T Thanos Ruler 1 5 M BERFNILFAMN], 7 user-workload-

monitoring-config ConfigMap A~/ prometheus 1% & externalLabels
. R NEMREAEING, MAR N ERMIEE N EBIRE,

plan, BRAXMEXIMEMERTEIERINE S A E L899 B 8 X BRTA I E F 2R E R
B, EEALUTRA

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod

2. REXMHLERZEN, FHEERWEINA.
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g
Of

—BRERRFEGZEERSY, FRRSKEFRIMERXTE P Pod FIHAM
PR, ZIE P IEES TR Rt AR E R,

Hith BHR

o AXUIBREFEEMNMISIR HSESIE HRHER
o JyRAFEXBIIE E Ak




%5 52 {§/ POD it nmBRHISk L%

5 5 & {5 POD #h$h 5> PR >R i 42

% OpenShift Container Platform pod EZ2E|Z Nal XS, e LUER pod b9 2 R H 15 12
pod WA > BY BRI L& FR MR,

Pod fah 2 HARESE D RIS pod HE, T ROMEITROEMEIG], MXEXFHRH
MWEHMXE, A4, BEEBERBRAEE pod, BEAUARLRER TMREEMSIER,

Hith 5w
o {f pod #h$h 2 HRHIEH pod ME

® Kubernetes Pod Topology Spread Constraints 3X#4

5.1. B2 i& POD #h#h 2> 75 BR

&\ LA Cluster Monitoring Operator SBBMIFTA pod BLiE pod b o IRE, LAZEHIa0@E X FEE!
T RB pod BIAR, XFEAIHA{R pod EEETRAMHEEMIMZT, RATEAESBERRNEIRES O
9 Z BRI X,

& LU#E A cluster-monitoring-config =X user-workload-monitoring-config Bt B 5T 7 1512 pod BB
pod ¥Rt F BRI,

SeRFMH
o MREN OpenShift Container Platform /i i E pod :
o RAEILUEMESA cluster-admin 58 A BHIA - B2 15 SEE,
o fRE MBI cluster-monitoring-config ConfigMap *f &,
o MREHAFE XN EIEEE pod :
o EFLMERAESR cluster-admin £ A GV R&KE, teILIERAE openshift-user-
workload-monitoring 171 B ## 2 & user-workload-monitoring-config-edit & &/ 177
S
o EMEEINAFENNUBEMAT HEE,

e B%% OpenShift CLI (oc) .
TR

® Jy OpenShift Container Platform #0280 & pod it o mPRH :
1. Y%’ openshift-monitoring 11 B 1 cluster-monitoring-config fic & RET :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
2. 1f data/config.yaml FEX RN T X EREE pod b2 1HRH
apiVersion: vi
kind: ConfigMap

metadata:
name: cluster-monitoring-config
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namespace: openshift-monitoring
data:
config.yaml: |
<component>:
topologySpreadConstraints:
- maxSkew: <n>
topologyKey: <key> 6
whenUnsatisfiable: <value> ﬂ
labelSelector: 6
<match_option>

BEEBENEILE pod RIS TR HIBH 4 L F5.
5 maxSkew IEEHFE, BE LT RIEFARHETDH pod WRRE,

1 topologyKey 15 E T min% i, HHEALENERERENT mil ER—H
i, AERFREZNNKE pod REBEIEMIEH,

o 009

53 whenUnsatisfiable 1§ £ —1MA., A E1E DoNotSchedule
ScheduleAnyway, RE%AE maxSkew (HE X Birhi LB &/IMEFRTE pod £
ExARFHRAE, NIFEE DoNotSchedule, NREFHLFERFMANE pod,

B ATRERRAK skew B9 RIKFERBIILSEN, 1ETEE ScheduleAnyway.

9 157 labelSelector R E R ILECH pod, SIEbInE s LB Pod #1TE, LAEH
XN RN B pod BE,

Prometheus BdE& =l

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: monitoring
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
app.kubernetes.io/name: prometheus

3. REXMHLIBTIN AENR,
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g
Of

Lk

{IRIR1ENT cluster-monitoring-config Fo B ETHIE A, ATRESER
[ openshift-monitoring i B F#) Pod FIEM BHR, 1XUIE P IEFE
BT R RERE .

ok

o A/ EXMEIEACE pod Hhit 2 HERH -

1. 4%% openshift-user-workload-monitoring il B 1 #J user-workload-monitoring-config
BoERRST :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

2. 1f data/config.yaml FEX RN T X EREE pod b2 1HRH

o 009

©

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring

data:

config.yaml: |
<component>:

topologySpreadConstraints:

- maxSkew: <n>
topologyKey: <key> 6
whenUnsatisfiable: <value> ﬂ
labelSelector: 6

<match_option>

BEEBENEIEE pod IR TR HIBH 4 L F5.
5 maxSkew IEEHFE, BE LT RIFAFHETD T pod WRRE,

“h1 topologyKey 387 17 minai, A EALEMERERSMNT M hER—h
e, HAERFREZHMAE pod RERENEA,

7 whenUnsatisfiable 1§ & —ME. = AL 2% DoNotSchedule 7l
ScheduleAnyway, NRE%HE maxSkew (EE L Birhic£Bix/IMEF T pod #1
BRI RVFHIRAME, NIEE DoNotSchedule, MREFLHERFENAFE pod,

B AT RERRAR skew B9 RIKF ERMIILSEN, 1ETEE ScheduleAnyway.

157 labelSelector SR &K ILERH pod, SULIRZ AR CECH Pod #1158, LUAEHR
XN RN AR pod B2,

Thanos Ruler ¢ & =~

I apiVersion: v1
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kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: monitoring
whenUnsatisfiable: ScheduleAnyway
labelSelector:
matchLabels:
app.kubernetes.io/name: thanos-ruler

3. REXHLIETIN AEN,

Dig¥
il

LLI-

LIRS B R 72 2 user-workload-monitoring-config EC &R ESET, &
BEREFHTERE openshift-user-workload-monitoring T B ##J Pod #
HM R, %0 B R EECITHRIEHETRERER.

\

5.2. N ¥EH A 0E BRI

&AL Alertmanager. Prometheus Operator, Prometheus, Thanos Querier #1 Thanos Ruler BZi& H
/L.\ﬁﬁ”

LU B2 7 . FAEl cluster-monitoring-config #1 user-workload-monitoring-config ConfigMap
FREOAE R -

e debug, ilxIIE. FR. BEMERER.
e info, ILRER. BEEMERER.
e warn, [UCRESMIERHER,
e error, [ULRHIRHER,
BIABERHH info,

FRFH

e IMREN openshift-monitoring W H i Alertmanager. Prometheus Operator,
Prometheus 5% Thanos Querier %i&B&Z :

o IREILUMFEAES cluster-admin £ ABNAF S50 £E,

o fRE MBI cluster-monitoring-config ConfigMap *f %,
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e MR ZE ) openshift-user-workload-monitoring % B #i#J Prometheus Operator,
Prometheus =% Thanos Ruler % &HEH ! :

o EAEILMEFAEE cluster-admin £EABKNA U MEE, WA LAFERTE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ & & F 7 (7]
SN

o KERBHEANAIENNIBERERT HIE,

e B%% OpensShift CLI (oc) .

i =
1. Y%k ConfigMap 4 :
e ) openshift-monitoring T H 94 #1% 8 B ELH -

a. %ifE openshift-monitoring 11 B 1% cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1 data/config.yaml T 44710 logLevel: <log_level> :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g

Q MEHEH KRBT IR RS, S TFRINEE RS, JTRHANHESRE
prometheusK8s. alertmanagerMain. prometheusOperator 7
thanosQuerier.

Q FNEMSBHIBER T, TTRE N error. warn, info #1 debug. EXIA{E info,

e EJ openshift-user-workload-monitoring 1 B R4 4% & H &5

a. 7f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1 data/config.yaml T 44710 logLevel: <log_level> :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
<component>: ﬂ
logLevel: <log_level> g

Q MEHEHRERTI| W IR A, S TFRAIEAERE, TRAHESR
alertmanager. prometheus. prometheusOperator #1 thanosRuler,

Q N RRHENBELS, ATR{ED error, warn, info 1 debug. ZRiAE info,

2. REXHUFERLEN, NABEHHESRS, HHER Pod RBEINER.

Digk

==
[=]

—BEERFILERERS, JREREHIMERRIB I Pod FIEA
iR, 1ZU1B R IEEIZITH ISR B TR ER.

3. B EEEXTEFMERES Pod EBBERBINENA T BELH, UTRAKZE openshift-
user-workload-monitoring i B #5#J prometheus-operator Z3E I HER 7 :

I $ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml | grep

"log-level"
=1
I - --log-level=debug

4. BEAMN Pod BB ERIZT. LLTRBIZIE T openshift-user-workload-monitoring %i B A
Pod B -

I $ oc -n openshift-user-workload-monitoring get pods

fNR ConfigMap &5 T — PN KRIFAIH loglevel {E, NI/ Pod RTEETTIRAK
IbEE‘O

5.3. 7 PROMETHEUS E R & BEXXH

fE7 LS Prometheus ECB W B E21THMAEHE AR BESHE, S FRNESREZEMNRAAEXHWI
4’!5@%"# 78 IRE] LUXFER,

BF

HFAZFAER, R(IEFEX A1 TSEEBERRE F A5 A L IhEE, ST HRkE
BERRE, @ik E 8% ConfigMap X RATMAESCREZREINERICE, LUAH1%IN8E.



25 5 & ff POD #hitb o PR HISk %
FeREH
e IMRETE openshift-monitoring WH #125 Prometheus f5 A& #H B &34 HEE -
o AILUFEAEA cluster-admin £ A EBMNAF 51015 R EE,

o fRE MBI cluster-monitoring-config ConfigMap *f .

o MR ELE openshift-user-workload-monitoring W H -}y Prometheus j& AZE | B & X 43haE

(o}

ISR LA B cluster-admin £ A GBI A Ui RIKE, LI LUERTE openshift-user-

workload-monitoring 17l B ## 24 user-workload-monitoring-config-edit £ &I F 177
&5

o KEREBHENANASIENNIBERERT HE

e B%% OpenShift CLI (oc) .

it

e E7f openshift-monitoring i B #y Prometheus BEE R H &I -

1. %%k openshift-monitoring 7 B 1 # cluster-monitoring-config ConfigMap %% :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1% data/config.yaml 5 prometheusK8s 71l queryLogFile: <path>:

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
prometheusK8s:
queryLogFile: <path> ﬂ

ﬂ FEHEPICRERR X HBIRE,

3. RIS LAES L E

Dig¥
Of

LN ERRFE R TR ERNE, EREHREBERXIEFH Pod
MEMTR, Z0EPEECTH R RRATERER,

4. FUEAER pod REEEIZT.

LT RBI€G5FH T openshift-monitoring 1 B 1 #J pod
RE
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I $ oc -n openshift-monitoring get pods

5. HRREIWHE :

I $ oc -n openshift-monitoring exec prometheus-k8s-0 -- cat <path>

ARETICXNENERE, RERERNIKE.

e IE{f openshift-user-workload-monitoring 5iH #1755 Prometheus B & A BEXH :

1. 7£ openshift-user-workload-monitoring 5 B f %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

2. 1% data/config.yaml & prometheus 1l queryLogFile: <path>

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
queryLogFile: <path> ﬂ

ﬂ REHAPICR AR X HRERE.

3. RIS LAES L E

g
Of

LN ERRFE R TR ERNE, TEREHREERXIE B Pod
MEMTR, Z0EPEECTHREEIRRRATERER,

4. FUEAER pod REIEEISTT

217, LT RAIE5FIH T openshift-user-workload-monitoring
T E AE pod R :

I $ oc -n openshift-user-workload-monitoring get pods

5. HENEHHEE :



55 5 % i POD it 7o PR skl %

I $ oc -n openshift-user-workload-monitoring exec prometheus-user-workload-0 -- cat
<path>

H o
ARETICFNEAERE WERERFNIXE.
Hih 5w

o AXUIBEFEEMNMNSI HSESIE HRHER
o BEXERRAFENNEENSRE, ESH A E LIE &R,

5.4. 5 THANOS QUERIER E A& B FHICE

% F openshift-monitoring 71 B FRIEIAFE S 1R, &R LUS A Cluster Monitoring Operator 3RiZ3K
Thanos Querier iZfTHIFT A & ifl,

B

HFAZEFEERY, FEIFERE N R TR BERRES X Imh /5 R L Th e, STRtifE
HebRE, @ RE SN ConfigMap W RATMEVESCRER BB RILT, LIS RIZIEE,

FeREH
e B%%k OpenShift CLI(0c).
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

o fRE I cluster-monitoring-config ConfigMap *f .

P
& 7] LTE openshift-monitoring 771 B 77/ Thanos Querier JE BEHHEKILE :

1. Y%’ openshift-monitoring 1B 78 cluster-monitoring-config ConfigMap %/ £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1f data/config.yaml #7510 thanosQuerier E8% FRI0(E, 0 TFHIRTR :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
thanosQuerier:
enableRequestLogging: <value> ﬂ
logLevel: <value>

ﬂ FHEX N true U ABREICE, FIT false %iE 7 disable logging. BRIAE N false,
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© (%) debug. info. warn 5 error. H1S logLevel &4 (H, IIIE &% HIBIL S
error,

3. RIS LAES L E

LI ERRFE R TR ERNE, TRESEHREBERXINEHB Pod 1A
th55R, ZIE P IEES TR Rt AT RE R E .

Dig¥
Of

—

1. J%1E Thanos Querier pod @ B IEEIZ1T. LTS 5IH T openshift-monitoring 7 B A HY
pod K7 :

I $ oc -n openshift-monitoring get pods
2. AT RES DI AEERLZTIIR A -

$ token="oc create token prometheus-k8s -n openshift-monitoring®

$ oc -n openshift-monitoring exec -¢ prometheus prometheus-k8s-0 -- curl -k -H
"Authorization: Bearer $token" 'https://thanos-querier.openshift-
monitoring.svc:9091/api/v1/query?query=cluster_version'

3. 151
I $ oc -n openshift-monitoring logs <thanos_querier_pod_name> -c thanos-query

A~ thanos-querier pod E&E Al HRI(HA)pod, FRLAMEAIBERBEBEI— pod
E’JEIL;\O

4. WEBHKICEMERNERRE, B SREEMS 1 enableRequestLogging [EFE N false k&
=5 E‘L/j H /..,\152:%0

Lth

=

i

\

o AXUIBEFEEMNNSIR HSESIE HRHER

Lth

=

i

\

o AXUIBEFEEMNMNSIR HSMESIE HRHER

5.5. ZFHA#t ALERTMANAGER
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1£ OpenShift Container Platform i #£#£% 89 openshift-monitoring 27 B 7 2k 1A /5 A M Prometheus 52
BIE& R EHRBIA L Alertmanager.

INRIEREFEEALRM Alertmanager, T LLUET1E openshift-monitoring 71 B HEZ & cluster-monitoring-
config ECERRST RE AT,

SeREH
o EALUFERER cluster-admin £E A G - &9 10 &8,
o EBEAIET cluster-monitoring-config fit BRET,

e B% %k OpenShift CLI(0C).

iy =

1. 4w’ openshift-monitoring 1B # cluster-monitoring-config fic & RET :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1f data/config.yaml T/ alertmanagerMain “H{4 710 enabled: false :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

alertmanagerMain:
enabled: false

3. REXHLMESREENR, NMEABEHET, Alertmanager SEAl&BENEH,

Hith BHR
® Prometheus Alertmanager 3X#4

e xref[Managing alerts]

5.6. [GLEH IR
o NAFEXMINES ALz

o THEILEEEGE, MRFE, ALUAFERE.
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H6E NRIMENRIBEREE

£ OpenShift Container Platform &, FRT BROIABFEERZEN, EARTLUNE A E XWIE 5 A RE, &
A LAIE#E OpenShift Container Platform REIE 2ITE, MIATHAMABIRIERBRF R, FHRXDIHEER
DRIz OEAAEMAF-E LHTiE,
==
{8 Operator Lifecycle Manager (OLM) Z%&#) Prometheus Operator iRA5 F 77 & L #J
W RFER., HALL, OpenShift Container Platform A E N H OLM Prometheus
Operator EIXEM Prometheus B E X ¥R (CR) %M E E X Prometheus £,

6.1. v E IR 5 A

SEREIE G A LUBIT E5EEE 12 ConfigMap #1% & enableUserWorkload: true == E& 3k F 7 & B9
B R,

H "
R E XBE S A R, R PR B E L Prometheus S£6,

p= =1
el M B A cluster-admin £ AGKA 5 R&EEE, FBETE OpenShift

Container Platform AP EXHIEH G BRE, AR, SESETLUEFEERS
FA AR S BC & £ T WA 2 A P E RO B B4,

SeREH
o EALUFERER cluster-admin £E A G &9 10 &8,
e B%% OpensShift CLI (oc) .
o {RE{J# cluster-monitoring-config ConfigMap *f .
o REEFEMH G2 FEE openshift-user-workload-monitoring i B 1] user-workload-

monitoring-config ConfigMap., &7 LI7E1% ConfigMap /-4 122 F P i Y AT B O4H 44 80
[RY=RrisiN

BRSNS B B R 2 2l user-workload-monitoring-config ConfigMap ', #f
S EHERE openshift-user-workload-monitoring 71 B ) Pod, AREEEME
B, XEHAGEFRERBE,

it

1. %% cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. ¥% enableUserWorkload: true 7~11%! data/config.yaml T :
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apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ

Q LiZE N true B, enableUserWorkload S0 & i A E LB E 5 B Ia i,

3. REXMLMERZEN, REZBNERNAEFE BT E B .

RN ELHITIE 5 R, NERIAAIE user-workload-monitoring-
config ConfigMap | .

Digk

H
[ |
N EXREE cluster-monitoring-config ConfigMap *f Rif, ARESEH

#8E openshift-monitoring Tl B F# Pod ME AR BFR, 1ZUIE R IEIEIZ]T
B i RR th A BE R E S

4. FiF prometheus-operator. prometheus-user-workload #1 thanos-ruler-user-workload
Pod 2 & 7E openshift-user-workload-monitoring i B #1217, Pod JBEIAI8EHE K ZINT[H] :

I $ oc -n openshift-user-workload-monitoring get pod

i tH o B
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2  Running 0 3h
prometheus-user-workload-0 4/4  Running 1 3h
prometheus-user-workload-1 4/4  Running 1 3h
thanos-ruler-user-workload-0 3/3  Running 0 3h
thanos-ruler-user-workload-1 3/3  Running 0 3h
HAth B

o OIEMAE NI N E AR BT
o FCiE L

o BT RASNIREN A E LI E R E i

6.2. T A P ABR R 2 A - E B9 E
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LREE AT LUREERTA OpenShift Container Platform /DI B #F F & L B9 B,
AR AT & A G FEAR R P R T A RBIGR

o WERFE MR,

o ERERTHEMAFEXIENAMS,

o JRAFENMIEREERIKHE,
Ee b SRU T HEAGE — KR FIR :

R i sk
monitoring-rules-view BRLEHAGHNAFNREENAFE XHIE

PrometheusRule B X FRAEZENIFINR, ©
It BT LATE OpenShift Container Platform Web 12
B H Developer AR EEEN,

monitoring-rules-edit BRERAGNA ALY AP E LT E R,
1Ak PrometheusRule B & Y ¥R, ©1i1th
A LLTE OpenShift Container Platform Web 2l & /Y
Developer & f A @ F1 5% BRE R,

monitoring-edit BELEHAGHAFEE5E% monitoring-
rules-edit £E A B A - HRBINR, HH4, AP
AILAGIEE, &k AR ServiceMonitor #
PodMonitor 7R, LUEMBRSSH pod FIRENFEIT.

user-workload-monitoring-config-edit Ltk 272 openshift-user-workload-monitoring
AR, ERLAGKAF A UYWE user-
workload-monitoring-config ConfigMap %/ £,
R E LR TAE R R ELE Prometheus,
Prometheus Operator, Alertmanager # Thanos
Ruler,

alert-routing-edit BRERAGMA S ATLUN AP E LT E R,
BB AlertmanagerConfig B & X HR,

LUR NN A 7 904l B OpenShift Container Platform Web 2% &8 CLI B X LA,

6.2.1. 3 Web 2| 5 #F F F IR
&\ LAUE A OpenShift Container Platform Web %I & % ARk iEH B 2 WTiE.

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

o ENAGSERIMNAIIKSBEFE.

it
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1. 1£ OpenShift Container Platform Web %5 A Administrator fl& /R, #f AZ User
Management — Role Bindings — Create Binding,

2. 1E Binding Type 889, 1%4%"Namespace Role Binding"2£ 2,
3. 1€ Name FE i A& EHE LT,

4. 7E£ Namespace FE&F, AEZEFE T RIIBRBIA - E BT,

BF

WA A E R RTE Namespace FERFRN AR, BERLLRERBFHY
BIF PR R A F AL B .

5. 7£ Role Name 715k #11%$¥ monitoring-rules-view. monitoring-rules-edit = monitoring-
edit,

6. 1f Subject &4, 1%E#F User,
7. 7£ Subject Name FE&H, M AR &R,

8. 1%+¥ Create LIN BABHE,

6.2.2. {# /A CLI =5 B PR
R AT LU OpenShift CLI (oc) 8% A AR iR H B 2 MW E,

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 5015 REE,

o ENAGSERIMNAIIKSBEFHE.

e B%% OpenShift CLI (oc) .

it
e NIMBEMAFAPE—THIZEAR

I $ oc policy add-role-to-user <role> <user> -n <namespace> ﬂ

ﬂ 1% <role> &#%5 monitoring-rules-view. monitoring-rules-edit = monitoring-edit.

BE
TREEFt oAt YIUKEEEANSMRESEENBHMTHE.

Bian, FF <role> &/ monitoring-edit, <users &y johnsmith, <namespace> &}y
ns1, iIX& A johnsmith 2 E7E ns1 & 28 (8] RiZ BB TR AR ISR UK O R Z e HL N B9 AL
R

6.3. % F A ARE YA 7 E LB B R E e 2
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ENEREIER, BT LUF user-workload-monitoring-config-edit & 2E4AR 7. XBFNRIE
N HT B B EME R R IZEINR, MAERFMIIEEFEE OpenShift Container Platform #%/D0v I #8240 4
B RR

SeRFH

o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,
o ENAGNEIINASIKS BEE.

e B%%E OpenShift CLI (oc) .

iy =

1. % user-workload-monitoring-config-edit & £ B4: openshift-user-workload-monitoring
TE®RBREF -

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \
user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

2. BT B REXABHEREILA - 25 B EMRIEY user-workload-monitoring-config-edit £
& :

I $ oc describe rolebinding <role_binding_name> -n openshift-user-workload-monitoring

~BleeH

$ oc describe rolebinding user-workload-monitoring-config-edit -n openshift-user-workload-
monitoring

i th o Bl

Name: user-workload-monitoring-config-edit
Labels: <none>

Annotations: <none>

Role:

Kind: Role

Name: user-workload-monitoring-config-edit
Subjects:

Kind Name Namespace

User usert ﬂ

ﬂ EXRBIF, userl DEZZ: user-workload-monitoring-config-edit & &,

6.4. NEEEAER VT 17 B R SN 2R BIFE IR

EFERAPE T GRS E CRSE, A LUMER A SR Prometheus 55, f#F thanos-
querier 28 MEBF A BB 1A )i L B3R,

b5 10X 2 #5{F B Bearer S hH4T B0 50 11F,
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FRFM
o HMERRAFAENMNIEERREEHET 8BRS,

o TEILUEF cluster-monitoring-view 52 A BRI, ©1RMH14M Thanos Querier API By
PR,

o EEE—NEIIKEL Thanos Querier API B EIHIMK F

-
IR IRAGK 3% BT BRFREY Thanos Querier AP| B8 H, £EFEIE A AT LUR MR H
B URL,

pi% &2
TUTHS, RINBDEIESELLEREE Prometheus :

fﬁﬁ

I $ TOKEN=$(oc whoami -t)
2. 21T T4, REX thanos-querier APl BSEH URL :

I $ HOST=$(oc -n openshift-monitoring get route thanos-querier -ojsonpath={.spec.host})
3. FERAUTHS, NeRZERKENSITIRSMRRZEN :

I $ NAMESPACE=ns1
4. BT TS, EHefTHENEESMIRSHIIET

$ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}"

i 27N Prometheus IREXRBIEN N FARER pod FIRTE :
LTk N ]

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__""up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}]}}

Hi 5w
o NRAFENRIEERLE

6.5. {7 E X89I B Ml R HERR

AP TR R AR A E LTIE., Ak, RFT openshift.io/user-monitoring #7557
NI E e &2 A, (HiZh false,

it
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1 ‘ltf'*T_LIIJ\\DDEIJIﬁE F'F"gl ]ETJ :

I $ oc label namespace my-project 'openshift.io/user-monitoring=false'

2. EEHOANEE, 5N EZE R R HBRIZIRE |

I $ oc label namespace my-project 'openshift.io/user-monitoring-'

= -
MR B A EANEKMN LB R, Prometheus BIBEEZE /L9 E RIE RIS G
ZIEREEA ],

6.6. NA T E LI B2 L

HNEAFENMIBEBRER, EALLE LR RE ConfigMap *f & H1% & enableUserWorkload:
false Sk RERTE,

A=
A FH4, B LUET Ik enableUserWorkload: true & F 7~ & Y B951 B 22 A 22,

it

1. %%k cluster-monitoring-config ConfigMap % 4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
a. 7f data/config.yaml T4 enableUserWorkload: 1% & /) false :
apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:

config.yaml: |
enableUserWorkload: false

2. REXMHLMERZER. REZBNFERN A E CHIE B .

3. K% prometheus-operator. prometheus-user-workload #[] thanos-ruIer-user-workload
Pod 27 B.7£ openshift-user-workload-monitoring i B 2% 1k, X ATBERE F LT [E] -

I $ oc -n openshift-user-workload-monitoring get pod

it Bl

I No resources found in openshift-user-workload-monitoring project.
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p= =1
EZRTX AN E XTI B ER, openshift-user-workload-monitoring 7 B 189

user-workload-config ConfigMap X R A B IR, X2 N THRBEATEEEHE
ConfigMap FAI2HERIEE LEE,

6.7. 551

o EIIEIR
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B7EF A EXRIBERERIEE

£ OpenShift Container Platform 4.16 #f, &RBEEGARIUNAFE NI R RERRE, XMMIEHR
AL TR, -

o NAFENMIIESRAEREKE, UWEABIAES Alertmanager 524, iR ANEFEXHTE S
FA 5 3HE9 Alertmanager 3241,

o BFRASNIREN A E XTI EREEREA,
FTROXES TG, FRARHMEMBIALUOIAF E X BEE B E L ERMEREEH,

7.1. T2 P E BT H B ER KRB

ERERBERR, BYLUNRAFE MBS BEREE, FRALTHEE, SR EA alert-
routing-edit BB F N E LT B B EZ MR MK R ANEKER. X @RmBaRiAm
Alertmanager S£IE8H, WREH, NAEHEFRHFE I EERTE L Alertmanager SE41,

RIE, B ELLET A E X B g2 4nEE AlertmanagerConfig X &£ OIBMEEH ' E L HWE
REEER, MEHEEGMEE,

RV EXMTEE LT ERBHRE, AIEXHNERBNRIKEMNT

o MREFEABIAES Alertmanager 5L, Z| openshift-monitoring 3 % 227 H #Y alertmanager-
main pod,

o MRBMANASMENNITBERT — N Alertmanager 2245, % openshift-user-workload-
monitoring 3% Z2[5] 14 alertmanager-user-workload Pod.

LU 2R E CHY1 B BB IR ER AR -

o XITFHAFENBERMN, BFENNBBEEREEITE RS RZEE, Flin, 6
728 ns1 PR AECE (GER FRE—M &% (H 8 PrometheusRules TR,

o UMZERATIFBER T E XM LA, 4% EAA AlertmanagerConfig
RIS A Alertmanager BRiBRI—E84),

7.2. M E X EREHBEEA¥ES ALERTMANAGER 3245
ST LSRG E R Alertmanager EXEALHIMA M E L ER BB E,

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

o B% %k OpenShift CLI(0C).

it

1. 4%% cluster-monitoring-config ConfigMap %% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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2. 1% data/config.yaml 10 alertmanagerMain %34 8 enableUserAlertmanagerConfig:
true :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
enableUserAlertmanagerConfig: true ﬂ

¥ enableUserAlertmanagerConfig {Ei% & true, LUER 7 OIZEA Alertmanager £
BEFINAEFE ERRHEE,

3. RIS LAMES L E

7.3. MR E N HEREE SR — 1 HMA ALERTMANAGER =24

E—LefErtdh, BARERE NS E LHIBEE L A Alertmanager L6, XAEBFHRERIAES
Alertmanager SEAIRI L, FEFHERAFE LHWERSRINTEAERS T, EXEERT, &bk
FEME S B — N BREY Alertmanager S5, LAOCH P RE X B9TT B & 3EE R,

FREH
o METLUFEAES cluster-admin £ ABNAF S50 £E,
o MENAFPENMIEERT Wik,

o B &% OpenShift CLI (oc)

1. %% user-workload-monitoring-config ConfigMap %% :
I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1f data/config.yaml T, 710 alertmanager %f4 8 enabled: true #1
enableAlertmanagerConfig: true :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true

enableAlertmanagerConfig: true 9
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ﬂ ¥ enabled 1% true, NEEHMAF E LI EE A Alertmanager € FSEHl, fHEX
7 false K& RS AT SE 2 A E LB E 2 Alertmanager, RN ILEIZE S false,
HEMNMREIE T B, NAFEXHWERSKERBEIBIATES Alertmanager S£6,

g 1% enableAlertmanagerConfig {E % & true, LUER ' {# M AlertmanagerConfig % &
E N HOWERKBRE.

3 REXHLERZEM. BTFRAE LRI EB Alertmanager & ALBI2BEIED.

o IGiE user-workload Alertmanager LR G BE/G5) :

I # oc -n openshift-user-workload-monitoring get alertmanager

LN
NAME VERSION REPLICAS AGE
user-workload 0.24.0 2 100s

7.4. %% BRSOy R E 9T B Be B B B
SERTLMET A BRI F P 5 S B0771 B B T B e,

FeREZ M
RALUMFEAESR cluster-admin £ A RNAF 51015 R £,

o HMENRAFENMUIBEERT HE,
o ENAGSERIMAIIKFEFHE.

o B &% OpenShift CLI (oc)

e ¥ alert-routing-edit S£E¥ A B O R4 A E LHITTBE R -
I $ oc -n <namespace> adm policy add-role-to-user alert-routing-edit <user> ﬂ

Q %t F <namespace>, EHLESE LHITENS LA, 40 ns1, T <users, EHEE
WESBIZA BRI IR A,

Hith 5w
o NRFENRIEERLEE
o JRAFEXHIE QIR ERIRH

7.5. [5EEE R
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5 8 & BN
ATV, UL RSB AL AR B S A0 THE BRI R,

8.1. T fRIE R

£ OpenShift Container Platform 4.16 A, &EAHM RIS X B IRIVE T IR 55 iR R A FFEIR. EiLa]
LUAAFE X BEBIEINE S, BENENS, el EREFHGNEE SN ITEAEMRIER,

&R LU E N AR F A AE R Prometheus B imERE LIEE AR B S8 TIE A EHIRERIER,

1£ OpenShift Container Platform f1, f§Fr@id /metrics MISEZFM T HTTP RS IR AT, EAILUE
T EHXT http://<endpoint>/metrics 21T curl TR T HRSHATE R Bigtr. Fla, &A@
prometheus-example-app R~ ARRFAFIRE, REZITUTRRSREEEMATRIET :

I $ curl http://<example_app_endpoint>/metrics
i Bl

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

Hb TR
® Prometheus & /% X4

8.2. WA E NI BXEEINES

fBA LLEEE—1 ServiceMonitor 55RE, MBI E YIRS in mIREIE IR, XRIXIEHIN AR
{5 Prometheus & P % A /metrics M5 ZFR A FF T,

ATNE T WAERFE L E pEERAIIRS, ARELIE—1 ServiceMonitor TR E YN 1Z a0
ll/‘ v‘ulyﬂﬁ%

8.2.1. BRETHIBRSS
R E LTIE R IR ST iR, AU ERBIRS.

¥ =
1. WIRFSEEQIR YAML X, EARBIAR, %% N prometheus-example-app.yaml,

apiVersion: vi
kind: Namespace
metadata:

name: nst
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apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.4.2
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: vi
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterlP

ERBSTER M E LK ns1 i H HEE S - prometheus-example-app FIIRSS. WIRFZ AT
B X version 515,

3. MEBECERNREIER -
I $ oc apply -f prometheus-example-app.yaml
BB ZARSS TR —LET ],

4. BRI LK HEZ Pod @B IETEIZTT ¢

I $ oc -n ns1 get pod

it Bl
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NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

8.2.2. I E M I ¥R S5

EFARS A TSR, FESF OpenShift Container Platform Wi iZEZ & 7y M /metrics Ui m IR ENE
PR &R LAUEF—1 ServiceMonitor B E X FRE L. (CRD) Nzl i1EARSS, HEA—
PodMonitor CRD 5§ €M IZA 112 pod., BIEHZE Service MR, MEENFRE, ST Prometheus
BE#M Pod 2 FFBIIE TR s AP IR AN T,

LSRR R T a0al o A P E RO T B R R 55 61|22 ServiceMonitor iR,

SeRFH
o WAEILMEFAEE cluster-admin 52 A 3k monitoring-edit 5£8% & BRI 7 17 0 5L E.
o MENAFENWUIEFERT R,

o EAMIF, EETE ns1 HIBFEET prometheus-example-app ~HIARS .
4 pa Y=
prometheus-example-app ~IRS A X TLS F15%00E,

1. /%5 example-app-service-monitor.yaml 8937 YAML E2& 34,

2. f% ServiceMonitor FRAINEI YAML 32, LUFRBIAIE—1 % prometheus-example-
monitor BIAR 55 51238, ATFIREX ns1 fn& 2 [H Y prometheus-example-app k552 FF RIS
B

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s

port: web 9

scheme: http

selector: 6

matchLabels:
app: prometheus-example-app

Q@ EERSZINMAIELHHERN,
Q 8 EEH Prometheus IREVHR Siw O,
g BB ifEes, RIBHTHEITN S LREENIRS.

94



% 8 &= Eligtr

F P E X Hfr £ 22 B FR B9 ServiceMonitor ¥R REEA A — 4 22 (7] R AU AR 55
w21, ServiceMonitor 75IRH namespaceSelector F % o 2 # ZBE,

3. MBCERREIER -
I $ oc apply -f example-app-service-monitor.yaml
E8E ServiceMonitor FiRFHEZE — LA,

4. 55k ServiceMonitor FRE & IE{EIEAT :

I $ oc -n <namespace> get servicemonitor

i Bl
NAME AGE
prometheus-example-monitor 81m

8.2.3. lRF5im M F DI UE X B

& e] LA#E A ServiceMonitor #1 PodMonitor B E X FRE X (CRD) 7 F & X #95i B 1 R H B AR 55 s
S1PUIE,

LAUFRBIETRT ServiceMonitor FHRMAR B0 5 E, BENRIERTNAEES S BRI ER
FMEMIERLZBERINT N Secret MR,
8.2.3.1. [ bearer 5 12H YAML 45~

UTFREIERT ns1 oL 22 A fF 47y example-bearer-auth # Secret X7 E bearer SHXIE :

bearer k& secret =i

apiVersion: v1i

kind: Secret

metadata:
name: example-bearer-auth
namespace: nsi

stringData:
token: <authentication_token> ﬂ

ﬂ EEF DI IESRE,

LUFRBIERT ServiceMonitor CRD B bearer S &R KIEXE. XN RBIERSES example-
bearer-auth B Secret %% :

bearer T B35 iE R~ HI

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
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name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- authorization:
credentials:
key: token 0
name: example-bearer-auth 9
port: web
selector:
matchLabels:
app: prometheus-example-app

ﬂ TEIEEH Secret K RAEE F NI SN,
Q SBE BRI ERERN Secret X RHIZ R,

BF

AE(FFH bearerTokenFile E & bearer 5hé., WR{E A bearerTokenFile E2
&, ServiceMonitor %R #RIEE,

8.2.3.2. ATFEXGMHINIEN YAML =6l
UTFREIERT nst1 iR ZE[H 45 example-basic-auth Y Secret X REAXFHEIFNE :

BEABHPRIE secret =

apiVersion: vi

kind: Secret

metadata:
name: example-basic-auth
namespace: nsi

stringData:
user: <basic_username> ﬂ

password: <basic_password> 9

Q@ EERTEHRIEMASE.
@ EERTERRIEN®G,

LUFRERT ServiceMonitor CRD IEARFREIEIZE, XM nBIfER% example-basic-auth By
Secret X & :

EXGHRIEXRETRS

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
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endpoints:
- basicAuth:
username:
key: userﬂ
name: example-basic-auth 9
password:

key: password 6
name: example-basic-auth ﬂ
port: web
selector:
matchLabels:
app: prometheus-example-app

ﬂ 1E15EM Secret X RHATE A LHIEH,
w@,%EZS%{%ﬁiEE’\J Secret % RBIEZ R,
9 1E187E Secret MR T EHIEHHEEH,

8.2.3.3. ffiF OAuth 2.0 B YAML & {55k~ H1

LFRAIERT ns1 pg 22 a4 example-oauth2 #J Secret X & #J OAuth 2.0 ¥ i& :

OAuth 2.0 secret 7=l

apiVersion: vi
kind: Secret
metadata:
name: example-oauth2
namespace: nsi
stringData:
id: <oauth2_id> ﬂ

secret: <oauth2_secret> g

Q 57 Oauth 2.0 ID,

Q 87 Oauth 2.0 secret,

LUFRIERT ServiceMonitor CRD B9 OAuth 2.0 B3 %IE%E, XN REIFERE N example-oauth2
B Secret X4 :

OAuth 2.0 B35 IE % E A

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- oauth2:
clientld:
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secret:

key: id @)

name: example-oauth2 9
clientSecret:

key: secret 6
name: example-oauth2 ﬂ

tokenUrl: https://example.com/oauth2/token 9
port: web
selector:
matchLabels:
app: prometheus-example-app

Q 1EF87E Secret X RHEE OAuth 2.0 ID HIEH,
wﬂﬁ OAuth 2.0 EIFH Secret X RHEZ R,
9 18 %€ Secret X RHEE OAuth 2.0 secret BIEHH,

g FAFEiTIEEM clientld F1 clientSecret 7XEX S k&8I URL,

Hth BHR
o CHRSRE NHIE AR
o (NfIfERMMA S E L HITIE P TLS REE R
® PodMonitor API

® ServiceMonitor API

8.3. AE W AIEIRFIFK

FENEREEANXBERAVEEEIRNA S, BALUEERFFIANEIRIIR, HELJISON B
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1B 5 FF AR HE 3 A L

o TEEMIG, IERMN DB EMNA], LURTRA T VAR T A B R a0 eI R
plan, WERTERIGIEN K (Critical) 55, KFBERAAFRYS LB, BiTE
SCEMER], AT LA BN R R E R EIE IRAS RANAINR N, FEAA RN X R (R A L

9.5.2. BIEHT & RN
YENERERN, EALURIBFA IR ORI E RN, XL ERAMNAR AT L breo (At & Bk,

o MREETFNATHERMNCIEEE L AlertingRule FR, HFHRRMEREL
G IR B R R BB R,

o NTHEBAFTHRERNTMMRE, FRECNERANISEEREEZMN™EML
{E.

FeREH
o RALIFEAEA cluster-admin £ A G 10 £8,

e B%Z OpenShift CLI (oc) .

% 3
1. fIEE—1 4%~ example-alerting-rule.yaml F9%7 YAML E2& T4,

2. M YAML X710 AlertingRule 55R, LA TFRBIGEE— %N example BUFTEHRANI, FHLF
#IAH Watchdog Z4f; :

apiVersion: monitoring.openshift.io/v1
kind: AlertingRule
metadata:
name: example
namespace: openshift-monitoring ﬂ
spec:
groups:
- name: example-rules
rules:
- alert: ExampleAlert g
for: 1m
expr: vector(1) ﬂ
labels:
severity: warning 6
annotations:
message: This is an example alert. G

iR en % 226/ openshift-monitoring.

EEOBZRBE AN B TR,

®9

13
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fih & EIRBISRAEN T true BYRFLERT (A,
E X HLIE PromQL EiHRIAR,

BN 2 BA BRI B,

QD00

SERXEKISER,
B
2w 71 openshift-monitoring 63 & Z2 (A )[2 AlertingRule X%, &M, FF
BSERAN,

3. FMECENX ML AEIRR

I $ oc apply -f example-alerting-rule.yaml

9.5.3. (BRI ERE ]

ENEREE R, EALUE Alertmanager %0 F &M B BB KBRS SROTEEER, flm, &
AT LA ERB T EMIRE, RINBE UIRE, & MAEE Alertmanager FHERRER

FeRE M
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

e B%%k OpenShift CLI(oc).

it =3
1. G247 example-modified-alerting-rule.yaml #9%7 YAML B & 314,

2. £ YAML X410 AlertRelabelConfig %R, LA TREIGEIAFE S watchdog Z 1Rk A1NIEY
severity B M critical :

apiVersion: monitoring.openshift.io/v1
kind: AlertRelabelConfig
metadata:

name: watchdog

namespace: openshift-monitoring ﬂ

spec:

configs:

- sourcelabels: [alertname,severity] 9
regex: "Watchdog;none"
targetLabel: severity
replacement: critical
action: Replace G

ﬂ iR % 2264 openshift-monitoring.

@ ESEUNHNRIRE

14



B oE EHER

PCEZHY sourceLabels BRI ENIRIER,
B ERN B IR,
EEW B ERETE,

EFENRAXCESHIAENEFRIMCEE, BRES Replace, EAhrIERER
Keep,Drop HashMod LabelMap,LabelDrop, LabelKeep.

QD00

BF

&2/ 1E openshift-monitoring @n % 22 (] A | AlertRelabelConfig *f &, &
), ERITERRWEZ,

3. FMEEXHNAEIEKR

I $ oc apply -f example-modified-alerting-rule.yaml

Hi 5w

INZE T A % OpenShift Container Platform 4.16 iR ZRHG0FEAIE B, &S W i iR

BXRERAMNBER, ESHH Alertmanager 314,

MBEAXREFINCTEMER, HSH Prometheus EHTIRILXHY,
MBESAXMACEIRIIERE, B Prometheus B,

9.6. WA E X B B EEE RN

OpenShift Container Platform W1t H —HEIABIZRAN, EAHEBHEER, TaUEFRINERMA
IR

1 OpenShift Container Platform 4.16 &1, #ERILER A E LHTBE RO, &F. SEMMRERN
M,

EmPMNGEEED
o B MEIRMNE | THF OpenShift Container Platform £2&%,

o FLEERMNIBREAERNET. el XEXRTE—SFHEEETRBHEN/SITRELNE

Mo
o MRBUE™EMERENS T EMERMARNBN AR, FEMNIER L XMIER T 2Z0X8
pii8

9.6.1. W E X BT B E R
BRI E ST E B, (KA ORI L TR

o RUuREHEDE N HMRNERANBE. CIBRERMNRI SFMENIEBNE, MRE
NAREMENRGEERSNER, NEHELUEREIEXRENR,
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o JERMARERECIBERMN ., CIBZBMRMNRE N ZEBNE, MELRFARERZMH 2. &
FRUAERE. MRENMERANBRSFERRER, WFRESERAN. RE, TES
Bt — & RER,

o HEMBEMRMMAIFTHR. BENEREZNERUAR—BE L EEBERIRT 28F, REH
BMEREZERAN,

o IRMIAIHMERER., TEHCH R EAERMHEFIRIE,
o HFERMNBbITES™EMLA, EHREEBURT LIREVERL EMNEFENMAME RN,
B, MRERFBEN AL AIPAIIENIRE, FLANZAR AL KEENR,
HibFR
o MEBLHXMALEMMIERE, 1ESH Prometheus 30

o INZE T fRH X OpenShift Container Platform 4.16 iR 2GS B, 1E S0 i iR

9.6.2. X T MR E LRI B QI E RN
NSRS A LB IR, TETERE STAUNI S BT X AT N A E RS -

o FRTZOTAEZEMIIAEIRN, B EHERMNtETUSEREESME AFHER. &
TreE & HAbFA M E LB B BtETT.
flgn, ns1 AP E LB BBERMNROFE SRR (30 CPU FIREFEIR) SARTLUER nst
HEAFHER. B2, ZANTEESEKETRE ns2 AP E LB E BRI,

o EMRERAFHR/MEBOES RIEAMMNE, KLY openshift.io/prometheus-rule-
evaluation-scope: leaf-prometheus H5 ARANEIHINI A, 7% RiE ] openshift-user-
workload-monitoring 11 B A ERE 8 Prometheus SEFIVEEZHRANI, FF51E Thanos Ruler L4
IXFEH,

BF

MNRERAMN BB, NEERMNREERER AP E LT E A FFE0X s
o BETFRINFEAEI O RIERMN ATRETEMR A BN,

9.6.3. WA E LB B QB R AN
BRI LN R P E LRI B QBRI X B R AN AR AL IR PRe9 (E AR 4 B,

o HOBRBEIRMNES, WMRAERMITEPEEEBBRBIREIANI, I E 55 56 A
TE R,

o NTHEBAFTHRERNTMARE, HRECNERANISEEREEZMN™EML
{Eo

SeREH
o EWENAFMENMIBFAT Wik,
o WTFEEAIBEMMINMTIE, EE/FHEHR monitoring-rules-edit £8E A BIIA &%,
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B oE EWER
e B%% OpenShift CLI (oc) .

i =
1 WERINIGIE YAML X, EARBIFR, %% H example-app-alerting-rule.yaml,

2. @ YAML XHERMERMNE B, UTREIGIE—NE N example-alert BIFTEHRAMNI, ZRHBl
AR ZSDFFEY version $8HRAE T O B, ERAN| b G ER -

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- name: example
rules:
- alert: VersionAlert ﬂ

for: 1mg

expr: version{job="prometheus-example-app"} == 0 6
labels:

severity: warning ﬂ
annotations:
message: This is an example alert. 6

IRE QBRI B & F5,
fib & EIRBISRMAEN T true BYRFLERT (A,
E X HLIE PromQL Ei1HRIAR,

BN 2 BA BRI B,

0009

SERRKETHER,

3. NEEXHNARIER
I $ oc apply -f example-app-alerting-rule.yami
Hith BTIR
o INZE T #RH % OpenShift Container Platform 4.16 iR 2R HEANE B, 1E S0 i iR

9.6.4. Vi [A] A 7 & 89T B B ZH AL
E5H A E R ERERA, Sl e 4o B %51 B B9 monitoring-rules-view £ A &,

FRFH
o HMENRAFENMUIBEERT W,

o R EAFTIHM monitoring-rules-view £E A BHA T B0 &%,

17
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o B &% OpenShift CLI (oc)
iz
1. 5 <project> FRYZIRAN] :
I $ oc -n <project> get prometheusrule
2. BIHERMNNEE, HETU TS :

I $ oc -n <project> get prometheusrule <rule> -o yaml

9.6.5. TE ML E FR 51 AR B 1 B BYZ i

ENEBREER, BaUEAENEFR—IZFH OpenShift Container Platform #0351 B #1 /A 7 /& B
B R AL,

FeREH
o ATLUFAEA cluster-admin BAE&IAE iR EEE,

o B% %k OpenShift CLI(oc).

AR

1. 1€ Administrator Y&, # AZ| Observe — Alerting — Alerting rules,

2. 7E Filter FRIZEH % Platform #1 User iR,

EE
' i)\ 27%1% Platform X,

9.6.6. N B & X B9 B M BREZE HRFLI]
ARAT LA F R ST B R R

S s
o WENAFMENMIIEFAT Wi,
o WFEEAIBEMMINATIE, EE/FHEHR monitoring-rules-edit £8E A BHIAH &%,

o B &% OpenShift CLI (oc)

o E[HPR <namespace> FHIHLNI <foo>, HIZITLUUTEHD :

I $ oc -n <namespace> delete prometheusrule <foo>

Hith 5w

18



BoEEHEM
o HFS[H Alertmanager (14

9.7. MM A X EINER RS

£ OpenShift Container Platform 4.16 #1, A 7E Alerting Ul R & B A Z4R, RATRFEREB N L E
BEMBARSE, BRI LU OpenShift Container Platform ERE N IFER A B LA T R RN 2S -

® PagerDuty
® Webhook
o FHLFHi

® Slack

® Microsoft Teams

Wi RIS R BB RS, BT AR A R & MR PIAZGE @R, BN, REBEIRFEILRIX
x, BEREEDASREBINATL, 8R, RHFREESBHNNERTEIRBHAE—NAEERS
FEATIEBNAS B [,

{#H watchdog ERKEERES TIFES

OpenShift Container Platform 3R IhRE S & 52l 4 B9 watchdog k. Alertmanager EEREEERN
WARHIERF L% watchdog ZEiEH], IREEFBEREE NEEELLKE] watchdog ZRETBHME
B, XFLEI T EE B R ERE IR Alertmanager #1538 IR 2 A BRI & 1S 75,

9.7.1. BB EZE MR iE W 2R
RA R BRI, LRI T eI EE 0,

SR M
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

1. 1€ Administrator fl&#, ¥ A Administration » Cluster Settings = Configuration -
Alertmanager,

-

HE, LA LLET notification drawer 1 [R][E— 1@, % OpenShift

Container Platform Web 1£%l& A L AR EENR, FHI1E
AlertmanagerReceiverNotConfigured 1 #i%## Configure,

e

2. 1ETIER Receivers &893 H, s Create Receiver,
3. 7£ Create Receiver R#.H1, 1l Receiver Name, AFMFIFKRAI%EFE Receiver Type.
4. IR E -
e XF PagerDuty B 2S :
a. EEFEEMRIEBIF R PagerDuty SRR EEA,

19
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b. 70 PagerDuty Z2&# URL,

c. MREBHRER A ImMEMHIFIZH BN, 1E= Show advanced configuration,
o ¥IF Webhook #I42S :

a. AINfE HTTP POST 3R & X BB =

b. MNREJREST O ETIVER L EA TR ZIMIEINET, 15 R Show advanced
configuration,

o N FHLFHRHEEINES
a. ANINERERMAXEE A FER A,

b. &I SMTP EREIFIE, SIFAXBMATHL, FRA &R FHANERENMROS,
SMTP RSS2 B9 M & AR ESIE .

c. EFEREEETLS,

d. AIREBFEVGETGwEE N T BB ER X BTV ER, SgnE A FI@E M IEXECE,

1% /= Show advanced configuration,
® XF Slack #EULER :
a. 0 Slack Webhook BJ URL,
b. RINERHBR A XFIB Slack HESK A F .

c. MREFBMVET RN T ABRIFLLZCETWER, SRERTFASGRE, Hik
¥ Show advanced configuration, A ATLUERFE BB B F BB RITMNAF £,

5. MINERT, MRMANERTHESMALERLENNE, FEAXEEKES, NREFEM
REVEIRIE A BN AR AT ST 2 B RIPRE(E, EHUTIATE IR

a. 7EFR M Routing Labels £ A7 INRE B PR & FRADME.
b. = Add label ERINE % KEATRE,

6. = Create |23,

9.7.2. HENNFESBERMA P E LWEREET R E R EIES

BRI RINESERMA A E LNERRERRNERIZERS, UBERUTLER
o FIARMNTEAEERE LB HIEREIRES, DIREBUX LEER,
o FIERIE XMBEREBMA R H—NERES, UEIPARRELTETFIEEER.

& LUE A Cluster Monitoring Operator SRINEIFF G EAZERH
openshift_io_alert_source="platform" 1% LI EHY :

e {#FH openshift_io_alert_source="platform" matcher LA ERINE S LK,

e {#H openshift_io_alert_source!="platform" =X 'openshift_io_alert_source="" [CEZF2 3T
Be A P e R E R,
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B oE EHER

% .
MREEERT TATRSE LHERD Alertmanager S5, NIttEBARER.

9.7.3. A FE XK B OB E R KR
MRER—HA alert-routing-edit £ AENIEBEGR T, BRI LIOIBSGRHEEFE L HITTENE
IRERE
FoRFM
o EREEINAFAENNIBERERT RE
o ERETEINAFENMIERERTEREKH,
o MUBHEENHNBEREHMWITIEM alert-routing-edit £EABHAT HHE X,

e B% %k OpenShift CLI(0C).

iy =

1. QA TFERBEMN YAML X4, RTEBIRBIE A&7 example-app-alert-routing.yaml
BT

2. IEXHEHEI AlertmanagerConfig YAML & X, 40 :

apiVersion: monitoring.coreos.com/vibetal
kind: AlertmanagerConfig
metadata:
name: example-routing
namespace: nsi
spec:
route:
receiver: default
groupBy: [job]
receivers:
- name: default
webhookConfigs:
- url: https://example.org/post

A FRAE XBEIRMN, AP E RS ESEREEIE LR R, fl

0, AlertmanagerConfig ¥R Hen&ZE(E ns1 E XA E(GERFRE—
4 228 F#) PrometheusRules 7R,

3. REFIZM
4. FFEORN AEIKE -
I $ oc apply -f example-app-alert-routing.yaml

BLiE = B3I FAE Alertmanager pod,
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9.8. VBT Y ALERTMANAGER E2&

& LRI RE Alertmanager A 5L 58 openshift-monitoring %3 % 22 (5| R #4 alertmanager-main
secret KB EZEIAH Alertmanager BL &,

FeREH
o MATLUFEAEA cluster-admin £ A BNAF 51015 R EE,

WAz
Z M CLI Bk Alertmanager BLi& :

1. f9HEUEB Alertmanager Boi&%iHi 2l alertmanager.yaml 324 :

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

2. YwiH alertmanager.yaml FRECE :

global:
resolve_timeout: 5m
route:
group_wait: 30s ﬂ
group_interval: 5m 9
repeat_interval: 12h 6
receiver: default
routes:
- matchers:
- "alertname=Watchdog"
repeat_interval: 2m
receiver: watchdog
- matchers:
- "service=<your_service>"
routes:
- matchers:
- <your_matching_rules> 6
receiver: <receiver>
receivers:
- name: default
- hame: watchdog
- hame: <receiver>
# <receiver_configuration>

group_wait {357, Alertmanager 7EH—HERA XA B M B SFHHN A, XMEREE
il Alertmanager 7£ & 2@ F R B — HIRE MR BRI F =7 890 A,

group_interval G357 Alertmanager & E:@FARINEI 22 A E 1A B F B — HER BT
2233 ST [

repeat_interval (1§ EE 8 EBHRIL I ET R/ H, MNREFEZBHNESNAENRR
BE, 15 repeat_interval {Hi% & /N F group_interval #9{H, B2, ESHEM{BAT
REFEIR, BI40, HELE Alertmanager pod ERHEHFAERT,

O o o 9o

service (HI5E it & ZHRBIARS
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<your_matching_rules> 1615 E B IRZ4R,

receiver {E15E A T & RAIIEILS,

o

£ matchers #ZMKIBERERES T RRENEEE, FEFH match =
match_re $##&%5, ©iI#MEFR, FHiITNELLEBLZTIRAFMER,

A, INREE LT EEHMN, 1EEA target_matchers # & Fki5R B IR EE
#7#0 source_matchers L RIERIRELEZ:. FTEFER

target_match target_match_re source_match, % source_match_re {# &7,
XELMEFHA, FHITRIELEIRTIRAHHER,

AT Alertmanager B2 &5 PagerDuty ER & W ERIZEIES -

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- matchers:
- "alertname=Watchdog"
repeat_interval: 2m
receiver: watchdog
- matchers:
- "service=example-app"
routes:
- matchers:
- "severity=critical"
receiver: team-frontend-page*
receivers:
- name: default
- hame: watchdog
- name: team-frontend-page
pagerduty_configs:
- service_key: "_your-key "

FALLEER, H example-app AR50 AZ I, f“EM N critical W {F{#H team-frontend-
page EWER L %E, BEBERT, XLERBWERELEND NSRS FPA

3. NAXHHBHECE

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace secret -
-filename=-

ZE M OpenShift Container Platform Web % {& # ik Alertmanager ECE :

1. ¥ A web %A B Administration - Cluster Settings — Configuration - Alertmanager —
YAML T1TH,
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2. 1B YAML B2 xxf4,

3. =i Save,

9.9. AT V&N FAZE| ALERTMANAGER LUHITH & Y HEIRIEH

IMREEALEA T BIRA Alertmanager 261, TRFHAPE LWERER, S8 LLRIL % openshift-
user-workload-monitoring 3% 22 (5| 1 #Y alertmanager-user-workload secret & & It Alertmanager
SEHIMELE,

FeREH
o MATLUFEAEA cluster-admin £ A BNAF 51015 R £,

o B% %k OpenShift CLI(oc).

1. {9 HEIUEB Alertmanager Boi&%iHi 2l alertmanager.yaml 3C{4 :

$ oc -n openshift-user-workload-monitoring get secret alertmanager-user-workload --
template='{{ index .data "alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml|

2. YwifH alertmanager.yaml FAHECE :

route:
receiver: Default
group_by:
- name: Default
routes:
- matchers:
- "service = prometheus-example-monitor" ﬂ
receiver: <receiver>
receivers:
- name: Default
- name: <receiver>
# <receiver_configuration>

ﬂ B ESRALRENER, AFlEREH service="prometheus-example-monitor" 1%
FIEZER.

@ BERTERANEKES.

3. NAXHHBHECE

$ oc -n openshift-user-workload-monitoring create secret generic alertmanager-user-
workload --from-file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-user-
workload-monitoring replace secret --filename=-

Hi 5w

o i PagerDuty B 75 Mk 3 —4% T fi# PagerDuty,
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B oE EHER

e B[ PagerDuty Prometheus 515 2 > a0k 3R service_key,
o B[ Alertmanager it & R B & A RIERF W A EER,
o ESH N E LB H AEIREEH, T @M A S E X HWEREBES A Alertmanager &
FA =241,
9.10. FEEAH IR
o EHFIIEUFRIR
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510 & BFRZEERR

OpenShift Container Platform 4.16 124t 7 —H & mA IR ISRk, RIASENE T MREEFAMFIR - E LB
TEMERRES,

A Administrator #1157 OpenShift Container Platform #/OHABI(U TR, SIELLTIE :
o APIERE
® etcd
® Kubernetes It B IR
® Kubernetes P%% iR
® Prometheus
o SHEEMT RIMEREME XA USE HIENRIR
o T RMERRIEIT

10.1. Administrator 1. sh (KRR =51

Time Range Refresh Interval
Dashboards Last 30 minutes = 30seconds w
Dashboard Job Instance
Prometheus / Overview = prometheus-kBs = 100282119091 =
v Prometheus Stats
Prometheus Stats Inspect
Instance T Job Version Uptime
101282119091 prometheus-k8s 2260 BSk
1-10f1 = 1 of 1
v Discovery
Target Sync Inspect Targets Inspect
14k
12k
Tk
800
600
400
200
o
330PM 3:35PM 340 PM 345 PM 350 PM 355PM
[ B il e W Targ
5 or-check-endpoints/0 e
[ B

{5 Developer Ml A V1A ALl B 1R LA B TR 18118 Kubernetes THE HHR{UERR :
e CPUHEZ
s NEFAZE
o WHER

o HEGEXRER
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B10E BHFLEENER

10.2. Developer i REY{U R =B

= RedHat - . i
- OpenShift i# A3 O © kubezadmin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

<> Developer
Project: openshift-monitoring v

+Add
Observe
Topology
Dashboard ~ Metrics ~ Alerts  Events
Observe
Search Dashboard Type Time Range Refresh Interval
Kubernetes / Compute Resources / Namespace (Workloads) + daemonset v Last 30 minutes  ~ 30seconds ~
Builds
Pipelines v CPU Usage
Helm
CPU Usage Inspect

Project

004
ConfigMaps

0.0
Secrets

0.01

4:20 PM 4:25PM 4:30 PM 4:35PM 4:40 PM 4:45PM
M node-exporter - d: t
quota - request
B quota - limits

v CPU Quota

CPU Quota Inspect

Workload T Workload ... Running P... CPU Usage CPU Requ... CPU Requ... CPU Limits CPU Li..

1E Developer i/, E—RREEEF— B BIUERR,

10.1. UEHBE N D EE R IZ{URIR

1E Administrator 1A, B LIEEFES OpenShift Container Platform &£ #% /0 AH 4 X B RAR

FeREH
o ME[LUFEAEAR cluster-admin £ A BKAF S50 £E,

s
e

1. £ OpenShift Container Platform web 12 &# Administrator fl& /), ## AZl| Observe —
Dashboards,

2. 7£ Dashboard ZISRAZERFE—MUFKMR. BL(LFMR (40 etcd F1 Prometheus {L5RMR) EHELH

I & A B F 3 E
3. ®% : 7£ Time Range FI&R A B EFE— AN ASEF
o JEIFETIRE L BIT A B,
o @iTi%SF Time Range FIR A Custom B [RISEH Fi1%E B E XA HISEH,

a. Wi A% From #1 To date and time,
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b. Hii Save LMR%E B E LI FSEH.

4, ok : % FE—1 Refresh Interval,

5. BEMESEENRRINEMER L, UEREATENIFNER.

10.2. L R BB M ER HENFRR

7£ Developer & H, EAILIEFSAMET EERBINERR, BoMER HETBEBNUIFNR, ¥
BHAEIRER.
FRFH

CIPSE SR - IN A DRl S =X
BERIEREENTENEENR,

. 7E£ OpenShift Container Platform web 2l & #) Developer M/, SfinZl Observe -

Dashboard,

. M Project: FhIFIFRAFEFE—NTE,

. M Dashboard THIFIRAEFE—MUKKR, UEETIEBIER.

R, FRERIRSERGIABFEE, {H Kubernetes / Compute
Resources / Namespace(Pods) ff4},

. A% : 7£ Time Range ZI&R A 7 B R — N FSE L,

o EFETIE Y AT A R,
e &EiTi%EFE Time Range FIFR A H) Custom B EISERE ik & B E X FSEH,
a. i A%EEE From #1 To date and time,

b. Hii Save LMRE B E LI FSEH.

. A% : EFE— Refresh Interval,

. BESRESEEUERPHENER L, UEREEIBIIFEAESR,

Hi 5w

o (FfH Developer #2151 B #1 5 B2 FBUIE TR

10.3. G I8
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/building_applications/#monitoring-project-and-application-metrics-using-developer-perspective

% 113 1/ CLIJiakiE API

21N E FA CLI 5 API

1£ OpenShift Container Platform 4.16 A, EaLIM S 1TRME (CLI) V5A] —Le 5= H 41 Web ARSS
APl

BF

HERLEERT, Uil APl R A RERRERRAMEEN Y BRI, BB ECBR SRR
R, ZOEHEWKEIERIREIER,

R R X LN, HEE TR
o BEMEEWRR, FEWREIHE0HRZ 1,
o FEZEIT Prometheus B /federate i R G R E eI R, RAEREEENE

BIR. REMBUBENFREIN, f, RESMHFREELD T 1,000 MEX, A
BT R RAE B P M BE TR A0 XS

1. R F ViR TE WEB RS5 API
TR LA ST EREDT [P AT W R HE AR 4 4 B9 Web ARS5 APl Ui -
® Prometheus
® Alertmanager
® Thanos Ruler
® Thanos querier

L o ™~ 3 =
#
pa )3

t 4 ZEi}i[7] Thanos Ruler #1 Thanos Querier IR API, 15 3KB9MK - b 71 B 75 5 44 22 (5] BER B
F S AV get fR, XLEHHRAIET MK 1%F cluster-monitoring-view &2 A 3K 5T K.

WARTG A IR PEAH RS Web ARG API iR M, 15 EELLTRA :
o RIAE(#FH Bearer Token {255 UEE 5 7] API i &,

R REEVT P ER AT /api BB R P MIm . NREIHEE Web H 23150 APl ims, NHIM—
4~ Application is not available F%E1R, FE7ER DTN %28 P17 0] i 2 ThEE, E{EF OpenShift
Container Platform Web £ & & & 12U F MR

Hith 5w
o EELEAERIR

11.2. 15/7] 15 #2 WEB RS API
BURRBIER 7 A 2 i0AR % AP B S2 LUKEVD T4 IS i b & By Alertmanager BB %S, AT L&

R 3E V5 R 8D A Prometheus B prometheus-k8s ARS5, LARK Thanos Ruler B thanos-ruler iR
%o
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FRFM

o BB EXEI5 openshift-monitoring 4r 4 22 [7] 1 #J monitoring-alertmanager-edit f& B4 E#Y

.
BEFHEEI—NEIKE Alertmanager API B EEIIK 77,

AE
INRIBHIK 3% B FREX Alertmanager AP BRERRIFRR, SEEFEIE A o LURMERH
B URL,

ZITUU T 8 B SRARIN S D IR IE T AR

15
I $ TOKEN=$(oc whoami -t)

. 21T LT 412 EX alertmanager-main API BH URL :

I $ HOST=%(oc -n openshift-monitoring get route alertmanager-main -ojsonpath={.spec.host})

. BITLAT 44, i Alertmanager BUARSS API #1485 -

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v2/receivers"

1.3. {1 FH PROMETHEUS BYEXFR i S5 & 138+
REI LUEF Prometheus BYEXFRIR S MEBENBIMZE AL BIREVES A E X sin, itt, H&iT

BE
S AR fe SRIE PR ER RV IE IR . XN IR AT RER RN R BRI PRE AL B ME NN A1 2%

R RIR R AT LIE R BB M BERI T B, 5 27 (R AR i s SRR AR K BB IR
BURHT, ZRRXER, HEEU TR

o FAEZFINEIT Prometheus LRI R RAT B EIREE. REELZERREBIR.
RENBUBEEN T 2EH, fim, KEREMERBED T 1,000 MER, ABTFER
RIZEREMERE T RRBIX S,

o EHRIIFEE N Prometheus FIEXFRIR R, HEMREINE 30 WERE—1,

MREFECRHNEARERE, HERZLEEA. NERLER, wEHLELES
AR o

FoRFM
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o B &% OpenShift CLI (oc)

o HEILMEFAEE cluster-monitoring-view S8 A BIA 7, HERI T X mRZEH FRES

get PPRAY bearer 4 FEE 1 MR,



% 113 1/ CLIJiakiE API

I

% 1R REE(# M bearer SR B3 IIESE 7] Prometheus BXFR i s,

o EE[HEI—NEFIREL Prometheus BEFREE BB,

ANRIRBINK 3% BIKE Prometheus BXFREEFRBVIUIR, SRAFEIE O A LURAEREREY
URL,

ST TS EI03R bearer 5H4% :

]

I $ TOKEN=$(oc whoami -t)

2. IITLL T S EIRE Prometheus BEFREH URL :

$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s-federate -ojsonpath=
{.spec.host})

3. &l federate BRHEIBIIETT. LU TFRHIGS up $EiT -

$ curl -G -k -H "Authorization: Bearer $TOKEN" https://$HOST/federate --data-urlencode
'match[]=up’

i th o Bl

# TYPE up untyped

up{apiserver="kube-

apiserver",endpoint="https",instance="10.0.143.148:6443" job="apiserver",namespace="default
" service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035322214
up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.148.166:6443",job="apiserver",namespace="default
" service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035338597
up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.173.16:6443",job="apiserver",namespace="default",
service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035343834

1.4, MEEFAERVI IF] B & X 2R8I IR

EEAAFE NI R E 2BIARSE, A LUIMEREAERE I Prometheus 1811, f#F thanos-
querier 28 MEBF A BB 1A i L B3R,

1617 (AN 2 5 ) Bearer $ShH 1T B HIE,

FRFH
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o MERRASENMIIERERLEBET BEHRS.

o REILUEFA cluster-monitoring-view 5£E A BF RIS, ©1RMHE14R Thanos Querier API BY
PR

o EE[E—NEINIKEL Thanos Querier API B EIHIMK F o

INRIRBYK P 3E AABRIKEY Thanos Querier AP| BRH, S£EFEIE A AT LR MR A
My URL,

1 BT RS, RESMPIEIESHLLEEZE] Prometheus :

I $ TOKEN=$(oc whoami -t)
2. iB{TLA T4, 12EX thanos-querier API E&F URL :

I $ HOST=$(oc -n openshift-monitoring get route thanos-querier -ojsonpath={.spec.host})
3. FERAUTHS, NeBZEERENSITIRSMHRRZEN :

I $ NAMESPACE=ns1

4. ZITUTHS, EaRITHPENEECSHRSHE

$ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}"

Hi B 27N Prometheus IREXRBIEN N FARER pod FIRTE :

it Bl

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__""up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}1}}

1.5, M ETR
o NAFENHIIE E e
o MELREEAGFM
o TIRIEFR

o EIHER
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5612 & R RHBY S HERR

EHZOFESFA T E LT RS LR RS E RS X,

121 HERFE T BETRTA Y BARNRE
81T ServiceMonitor TR, &) LA E iNfalfE AR R A 78 8951 B R R9AR S5 R FFRYTE TR, INRTOIET
ServiceMonitor %R, {BFIETE Metrics Ul REEMERINT N BIIEDS, EIRIZRIZP TR IS TRIRE,
FERFH

o EATLUEAEE cluster-admin & &5 EEE,

o B &% OpenShift CLI (oc)

o MENAAENNIBERHEE T L,

e RENIET ServiceMonitor ¥,

1. 7EAR5%0 ServiceMonitor F5iRED & PR E X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

Fai th o Bl

labels:
app: prometheus-example-app

b. % ServiceMonitor % REZE 8 matchLabels & X 2 &5 _£—% hbr% 5 H TR,
T RABITE ns1 TiE &1 prometheus-example-monitor AR5 12285 :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
i th o Bl

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app
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Gk

1

S
s

L NEFUE EEN RN A EREIRSF ServiceMonitor %R

o

&%

2. 1f openshift-user-workload-monitoring i1 B ##:# Prometheus Operator IH .

a. 3 openshift-user-workload-monitoring 1l B 7 #J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod 1) prometheus-operator Z23iKEXHE. £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURBREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. 7E£ OpenShift Container Platform Web 2l & Ul B Metrics B TTE H EEHEMN R B BIR
RKE.

a. &3kE| OpenShift Container Platform web %1%, # A Administrator Y1 H#) Observe
- Targets.

b. FEFIRFFHEIEIRHA, FE Status I EEBIRMRS.
c. HIER Status 7y Down, mimmAH) URL & ZIEFRBIRM Target Details TEMNEZEL.

4. 7f openshift-user-workload-monitoring i1 E #- Prometheus Operator E2i& debug 251
B&ILxK.

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config
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b. 7 data/config.yaml >4 prometheusOperator 7/l logLevel: debug, & HEYHIKIEN
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. BRITFXMHLUGRRZ £,

pa -3

EN B BENHIERE, openshift-user-workload-monitoring 71 B 1 #
prometheus-operator R HE /A,

d. #i\ debug BEH 725 FHE openshift-user-workload-monitoring 7 B 89
prometheus-operator E33E :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

=1

I - --log-level=debug

Debug 25| B &0 5% i /< Prometheus Operator & HBIFRA .
e. &% prometheus-operator Pod & IE1EIZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

MREEBMEHEE T —PNKRIHFIE Prometheus Operator loglevel &,
prometheus-operator Pod AIEE T ER TN E

f. &%& debug B, LLT#E Prometheus Operator @& E{# F ServiceMonitor 7R, &Z&H
SRR E A AE X R,

Hib ¥R
o O E VBT M3 51 B ikt
o NEAFXM{AMIE ServiceMonitor = PodMonitor BIiEAI{E R, ESHIE T WA LRSS

o EZFVIREUEIRBIRBIIFEAER
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12.2. E N1t 72 PROMETHEUS Ef K275 22 4]

FFA N R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN Y. BETR
HETTRENBMERINNREERM, B, customer_id BHEAHE, REANECELRL N ATREHIE.

BN DEEENERE M —RI B FEA, EREHRERITS R E B MR S BAT BRI B F5 8= H T
]BEIEIN., XA BERRN Prometheus t8E, FHEFERERLETZ2A],

L Prometheus JHFEXERART, EATLUFERUTAEE

e {3 Prometheus HTTP API Ko E I R FEFIBHEAE (TSDBYIRE, LA T f@E XM Lii s a2 & 2 0
FIFEFHIENESER. XHMBEEREEE AR

o RAEFFBENRIVRAIRE,
o EEDOIEMME—IFFIIEE, EW LU 2B P E BRI RAER MR E

% -
- ERAER —HAERAEENEEAEHDBENRE-EXHEHE.
o XIAfER T E LB PRI R E L RS, XFERFEE AR

SR M
o MATLUFEAEA cluster-admin £ A EBNAF 51015 R EE,

o B% %k OpenShift CLI(oc).

AR

1. £ Administrator A&, # AZF| Observe - Metrics,

2. 7f Expression FE&H %A Prometheus Query Language (PromQL) &ifl, T REIEIHEENTF
R RE S RS B FE RN = R

o FTZETUTEN, B EARSRIIAIEEI+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o ETIZITUTEN, ERALLETIRMTEL—/NYREAET RS HFENEHERN+NEL, M
4k H AR KBS FFE 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MMRIEIHREVRAIB AT, HREDEAEITHARAERE EHE

o MBRHFSHA/ENMTEEX, FEELBRA TN IIENENIERE-EX, eilh@dNE
RE A8 Prometheus & i, ZRREITRE 5 ARNARAEBHERE.

o MRS OpenShift Container Platform #:DIBMEX, 1EELIES 1/ Wiy EAE—
NI ST HFIREE,

4, PEMEBEN BHEREN, RBUTHEMER Prometheus HTTP API & TSDB A -
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a. 21T TS EIKE Prometheus API B&H URL :

I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})

b. IBITUTHRSEEMEMNEILERHE

I $ TOKEN=$(oc whoami -t)
c. IZITUUT %, #if) Prometheus B9 TSDB RS :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"
it Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

Hith BHiR
o {HF CLIi[AIE1E AP
o A/ E BB ik E HR BRI BRI
o RRXFFIAHE

12.3. f#;* PROMETHEUS #J KUBEPERSISTENTVOLUMEFILLINGUP &4k
ik 42 B9 [ 700

ERNERERER, ALUENT Prometheus it X B KubePersistentVolumeFillingUp 24k,

4 openshift-monitoring 71 B H#) prometheus-k8s-* pod FEAMIIF A M4 (PV) I, XBEZEREERR
By /S22 (8] D F 3% B fRZ . X ATBE S 3 Prometheus IE & IE & TIE,

p= Y=

A KubePersistentVolumeFillingUp £ :

o Critical 81k : L#EHHM PV /T 3% ME AN, fMELES
severity="critical" /1% HIZIR,

e Warning & : HEHM PV R ZEET 5%, SfLHE
severity="warning" 7R E R, BFHATEPUX IR,

BRI, EBLUMBR Prometheus B A58 HE % (TSDB) B30 PV G2 E % 22 ],

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,
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OpenShift Container Platform 4.16 %
e B% %k OpenShift CLI(oc).

AR
1 BITUAT e, FUHATAE TSDB M K/D, MEIBRIEISHHEE -

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \
-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

‘—} <prometheus_k8s_pod_name> &5 KubePersistentVolumeFillingUp &t
TIEEU B pod,

i th o Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HAERTLAMBRIBL R AR % Dk, REMBRE, AT RAIE4 M prometheus-k8s-0 pod At Bk
=1 &IBH Prometheus TSDB #t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3. BITUTHS, RS PV NERAHBFRERWH T AZEH :

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

w—} <prometheus_k8s_pod_name> &ty KubePersistentVolumeFillingUp &t
R EI8 pod,

LT 2R T B prometheus-k8s-0 pod A BAMIIEH M PV, 1% pod R4k 63% :

i th o Bl

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
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/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...
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25 13 2 CLUSTER MONITORING OPERATOR Wt B 543 | FH

13.1. CLUSTER MONITORING OPERATOR B ES#

OpenShift Container Platform 8 IE M — SR 2 2B EBR, 1% AP| Al@IT X B & FhEC B BRS A 7E LAY
SEUERIH,

o EFEBEINIFEMAM, H%HE openshift-monitoring f & %2 [HFEIE ) cluster-monitoring-config
B ConfigMap X R, XLEEEH ClusterMonitoringConfiguration & X,

o EFRERTNIEASE LM BEMIEIEAY, E%E openshift-user-workload-monitoring %
£ 72 [5]F £/ user-workload-monitoring-config B ConfigMap X5, iXLEZEHH
UserWorkloadConfiguration & X,

Be & S IR A L BS B PR S EUERY config.yaml BT iE 3,

o FHImMANEHRNEESHAIRAT. RELSIARIHNSEMFRY &
TR E. AXXFNEENESER, FSHAET 3,

o MBS INIEE AL,
o MREEANFESNZE, NIEARINE,

o MMREEFLI YAML £#&, Cluster Monitoring Operator 27F Operator K554
friE Ik PhiE 5R 1k & Degraded=True,

13.2. ADDITIONALALERTMANAGERCONFIG

13.2.1. #45k

AdditionalAlertmanagerConfig 7R E X AH 4 a0 5 HAth Alertmanager LB ERKE.

13.2.2. v5E
e apiVersion

SHIMTE © PrometheuskK8sConfig., PrometheusRestrictedConfig. ThanosRulerConfig

=43 el sk

apiVersion FRE 7 Y. Alertmanager B9 API iR 7,
ATRERI{EAR v s v2, BRIMEN
V2,

bearerToken *v1.SecretKeySelector E N 8E Alertmanager &9%5E
P M bearer S 2R secret
®EABI A,
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s ESd Hd

pathPrefix FFER TE B EHE X B R BT E AN
BRI,

scheme TR TE X 5 Alertmanager L@ SRS

EFREM URL X, TTEEMNEE
http =X https. ZXIAE 4 hitp.

staticConfigs []string A <hosts>:<port> RS
Bt BHY Alertmanager ik m %K,

timeout *string T N AR BRI {5 FARE I .
tlsConfig TLSConfig E XL FHTF Alertmanager i£#H8)
TLS %i&,

13.3. ALERTMANAGERMAINCONFIG

13.3.1. f#ik
AlertmanagerMainConfig %R . openshift-monitoring 3% 22|54 Alertmanager 2HEHINE,

HIWFE : ClusterMonitoringConfiguration

=43 il ik

enabled *hool LA /REMRE, BT EASER
openshift-monitoring x4 224
FREYE Alertmanager 226, BRIA

&5 true,
enableUserAlertmanagerConfig bool — N/RERE, AFEASER

Z AT AlertmanagerConfig #
HKHE P E L pRER, REEXR
JZ A Alertmanager B9 7 THE
HRRSLBINT, HXBEFIER, B
IME T false,

logLevel FRE TE X Alertmanager B B &%
&, PIRERY(E
% : error,warn,infodebug. 2

INME W info,

nodeSelector map[string]string 7E X Pod #HE BB T R,

YR *v1.ResourceRequirements H Alertmanager B2 LRI
KANBRIE,
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=43 e il sk

secrets []string E X E#H#E Alertmanager F1#Y
secret 51K, secret ML TS5
Alertmanager % 8RB & 22
[/, ei1¥E &) secret-
<secret-name> B RN, FHi
#H % Alertmanager pod #J
alertmanager 23+
/etc/alertmanager/secrets/<s
ecret-name>,

AR (tolerations) [Iv1.Toleration 1 pod E XL AR,

topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIM D LR,

volumeClaimTemplate *monvl.EmbeddedPersistentVolu 7y Alertmanager & X #AEE
meClaim fifle BERAXMXERERAMEE

B, SEEHER. SRNNAH.

13.4. ALERTMANAGERUSERWORKLOADCONFIG

13.4.1. ik
AlertmanagerUserWorkloadConfig FiRE Y FF - & XTI B B Alertmanager SEBIRY% &,

HIMFE : UserWorkloadConfiguration

enabled bool LA /REMRE, BT EASER
openshift-user-workload-
monitoring 4 22 A dh i 7 E
BIZ R M Alertmanager % 5L
B, FIME false,

enableAlertmanagerConfig bool 7 AlertmanagerConfig #1k/5
AP E e & 2 E
RIS, BRIME N false,

logLevel FRE TE X Alertmanager F3F* T %
PR EENGKE, TRENER
error. warn, info #1debug.
FIME D info,

%R *v1.ResourceRequirements 4 Alertmanager & %8 & L HRIE

RHAFR(E,
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Bt x®

secrets []string

nodeSelector map[string]string

AR (tolerations) [Iv1.Toleration

topologySpreadConstraints [Jv1.TopologySpreadConstraint

volumeClaimTemplate *monvl.EmbeddedPersistentVolu
meClaim

13.5. CLUSTERMONITORINGCONFIGURATION

13.5.1. #5h

sk

E L EH#HE Alertmanager 8
secret 51K, secret ML TS5
Alertmanager % 8RB & 22
[/, el %) secret-
<secret-name> B RN, FHi
#H % Alertmanager pod #J
alertmanager 23+
/etc/alertmanager/secrets/<s
ecret-name>,

EXFEH EHE pod BITT R,

7 pod E LA,

TE X pod BIFRIMN D AR,

4 Alertmanager & X FFAMEE
fifle EAXMXBEBERAMSE
B, SEFMEE. BRNHE,

ClusterMonitoringConfiguration %R i1 openshift-monitoring #p# 22 [A] 8 cluster-

monitoring-config F2 B4t B £ LB\ F & I IEHRIZE,

Bt x®

alertmanagerMain *AlertmanagerMainConfig
enableUserWorkload *bool

kubeStateMetrics *KubeStateMetricsConfig
metricsServer *MetricsServerConfig

2P0

AlertmanagerMainConfig &
7 openshift-monitoring

Zo (8] Fh Y Alertmanager H{489
WE,

UserWorkloadEnabled E—1
wRMERE, ATAR P EHITE
JB iz,

KubeStateMetricsConfig &
kube-state-metrics IR
=

MetricsServer & . Metrics iR
FaAHraE.,
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=4 3l b

prometheusK8s *Prometheusk8sConfig PrometheusK8sConfig i 3
Prometheus AR &,

prometheusOperator *PrometheusOperatorConfig PrometheusOperatorConfig
7 X Prometheus Operator ZH44
KB,

prometheusOperatorAdmissionW *PrometheusOperatorAdmission PrometheusOperatorAdmiss

ebhook WebhookConfig ionWebhookConfig & 3.
Prometheus Operator B4 A
webhook A% E,

openshiftStateMetrics *OpenShiftStateMetricsConfig OpenShiftMetricsConfig &
openshift-state-metrics {12
BB,

telemeterClient *TelemeterClientConfig TelemeterClientConfig
Telemeter Client B & L&,

thanosQuerier *ThanosQuerierConfig ThanosQuerierConfig & .
Thanos Querier ZH{RIX B,

nodeExporter NodeExporterConfig NodeExporterConfig i 3.
node-exporter XK E,

monitoringPlugin *MonitoringPluginConfig MonitoringPluginConfig & 3

T ¥ console-plugin 4H 48914
[

13.6. KUBESTATEMETRICSCONFIG

13.6.1. f{#4k

KubeStateMetricsConfig 7R X kube-state-metrics X IEHXE,

HIWFE : ClusterMonitoringConfiguration

=43 & S ek

nodeSelector map[string]string ENTEH LFE pod B9 =,

BIR *v1.ResourceRequirements i KubeStateMetrics &23E X
BHIRIE R FBRE,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,
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topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIN LR,

13.7. METRICSSERVERCONFIG

13.7.1. 5k

MetricsServerConfig %R E Y. Metrics Server ZHFRIILE,

HIMFE : ClusterMonitoringConfiguration

audit *Audit 7E Y. Metrics Server S2{5I{s FARY
HEEE, AlRENEEEED
#% : Metadata, Request,
RequestResponse, #1 NoneZk

IMEH Metadata,
nodeSelector map[string]string EXEE EFE pod BT =
AR (tolerations) [Iv1.Toleration 7 pod E XLER,
resources *vl.ResourceRequirements 4 Metrics Server 2 & X IRE
RFNFRIE.
topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIMD LR,

13.8. MONITORINGPLUGINCONFIG

13.8.1. {5k
MonitoringPluginConfig 75/RE Y. openshift-monitoring &5 % 22 [7] R Y web 1£H| & iHE A HERRE,

HIWFE : ClusterMonitoringConfiguration

=43 & i ek

nodeSelector map[string]string EXEE LFE pod BT =,

%R *v1.ResourceRequirements 5y console-plugin 23 & YR
TH R HFBRE

AR (tolerations) [Iv1.Toleration 7 pod E XL ER,
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Bt

topologySpreadConstraints

ES.!

[Iv1.TopologySpreadConstraint

sk

TE X pod B9FRIMN D AR,

13.9. NODEEXPORTERCOLLECTORBUDDYINFOCONFIG

13.9.1. #k

NodeExporterCollectorBuddylnfoConfig /R 7 % node-exporter fXI2H) buddyinfo I8%5E 2589 on/off
Fx. BUAERT, buddyinfo &R,

HIMFE : NodeExporterCollectorConfig

Bt

enabled

13.10. NODEEXPORTERCOLLECTORCONFIG

13.10.1. 5k

U

A A=A buddyinfo It 2389
IR AR o

NodeExporterCollectorConfig 7R E Y. node-exporter {CIER I INEZRHT X E

HINFE : NodeExporterConfig

Bt

cpufreq

tcpstat

netdev

netclass

146

el

NodeExporterCollectorCpufreqC
onfig

NodeExporterCollectorTcpStatC
onfig

NodeExporterCollectorNetDevCo
nfig

NodeExporterCollectorNetClassC
onfig

U

7E X cpufreq WL RNEE, B
FUE&E CPU #iES 1T, BINEHA
LT,

E X tepstat WESRWEE, AT
IR&E TCP iE#&ESITHE R, BRWE
FRItE I,

E _netdev ERHEE, BT
WEMSEETITER. BMAEH
IEE 35T,

E X netclass W&EHRNEE, B
TFREEXME L ZHER, BiL
JE LG,
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Bt el

buddyinfo NodeExporterCollectorBuddyInfo

Config

mountstats NodeExporterCollectorMountSta
tsConfig

ksmd NodeExporterCollectorKSMDCon
fig

g NodeExporterCollectorProcesses
Config

systemd NodeExporterCollectorSystemdC

onfig

sk

7 X_buddyinfo IN&2RHELE,
©M node_buddyinfo_blocks
EIRER RRNEFEAMSOTHE
2. LLIEFRM /proc/buddyinfo
IRSEHE, BOIAZEA Lk,

E X mountstats {5 25HIEC
B, ATKBEEFEXRNFSEI/0E
HMGITE R, BOAZA LT,

E X ksmd WESBHEE, 1ZIK
£ 23 MARLH same-page merger
T RRRINESITER. BRI
2] v

7 Y processes KL BRMEE,
EMRE R AR IREST
ER. BIAZAILI,

E X systemd WESRZNEE, A
FIEE systemd SFHHHRERHESE
RSHIGTITE R, BRI Lk
i,

13.11. NODEEXPORTERCOLLECTORCPUFREQCONFIG

13.11.1. 5k

f& F3 NodeExporterCollectorCpufreqConfig 775 /5 Fi=kZ F node-exporter {XIEH) cpufreq & 25,
FINER TE M cpufreq IN&E2R. EELIBERT, B cpufreq RSB XEINTE L AKHINL2R LY
CPU FRE. MNREFALBERHEFTTZAKMNE, EBYRIEEHNRGLLT T2 CPU AL,

HIMFE : NodeExporterCollectorConfig

Bt

enabled bool

U

B =2 cpufreq K287
MBI

13.12. NODEEXPORTERCOLLECTORKSMDCONFIG

13.12.1. #3R

{& F3 NodeExporterCollectorKSMDConfig 7R /= FAsk 2 node-exporter {{I2H) ksmd 1535, FiL

155 TR ksmd W5E2:.

HIMFE : NodeExporterCollectorConfig
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B S Rk
enabled bool B A% R ksmd WESHH /R
Ly

13.13. NODEEXPORTERCOLLECTORMOUNTSTATSCONFIG

13.13.1. #45lk

f#F NodeExporterCollectorMountStatsConfig #R/= FAZi 22 node-exporter f{3£H mountstats &
£33, BANBERTEMA mountstats W& 2%, MNMRSAKESR, NLATEIRATA :
node_mountstats_nfs_read_bytes_total hode_mountstats_nfs_write_bytes_total, #l
node_mountstats_nfs_operations_requests_total i5;3 =, XLIEITESESERNR S ALKE
2%, 15BN prometheus-k8s Pod M 7Z &80,

HIMFE - NodeExporterCollectorConfig

B FR Hah
enabled bool 2 AZZ A mountstats W& 2s
Bt RER S,

13.14. NODEEXPORTERCOLLECTORNETCLASSCONFIG

13.14.1. b

{&F3 NodeExporterCollectorNetClassConfig 7R3 FAsZ F node-exporter fXI£# netclass 5
28, BUAER T/EM netclass Y1525, NIREZAILINESR, NLATHERT A : node_network_info,
node_network_address_assign_type, node_network_carrier,
node_network_carrier_changes_total, node_network_carrier_up_changes_total,
node_network_carrier_down_changes_total, hode_network_device_id, node_network_dormant,
node_network_flags, node_network_iface_id, node_network_iface_link,
node_network_iface_link_mode, node_network_mtu_bytes, hode_network_name_assign_type,
node_network_net_dev_group, node_network_speed_bytes,
node_network_transmit_queue_length, #1 node_network_protocol_type.

HIMFE : NodeExporterCollectorConfig

B it} Hah

enabled bool B2 A netclass &SN H
KA.

useNetlink bool BUE netclass W& 2589 netlink

SRR ERE. BOAMER
true, X&£EGE netlink &&=, It
SZHNARE T netclass W& BSmM

s
AEo
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13.15. NODEEXPORTERCOLLECTORNETDEVCONFIG

13.15.1. 3R

&/ NodeExporterCollectorNetDevConfig 5iR/= FA =2 F node-exporter {CI2H) netdev I&E25. A
INER T/E A netdev W& 2R, INRERA, LUTEIRATHA : node_network_receive_bytes_total,
node_network_receive_compressed_total, node_network_receive_drop_total,
node_network_receive_errs_total, node_network_receive_fifo_total,
node_network_receive_frame_total, node_network_receive_multicast_total,
node_network_receive_nohandler_total, node_network_receive_packets_total,
node_network_transmit_bytes_total, node_network_transmit_carrier_total,
node_network_transmit_colls_total, node_network_transmit_compressed_total,
node_network_transmit_drop_total, node_network_transmit_errs_total,
node_network_transmit_fifo_total, #1 node_network_transmit_packets_total,

HIMFE : NodeExporterCollectorConfig

B it} Hah
enabled bool B2 A netdev INEE M /K
ErE.

13.16. NODEEXPORTERCOLLECTORPROCESSESCONFIG

13.16.1. b

&K

f&F NodeExporterCollectorProcessesConfig %iiR /5 Fis 22 node-exporter {XI2# processes I&
£, MREATWESR, NWUATETATHR :
node_processes_max_processes,node_processes_pidsnode_processes_state,node_processes
threads node_processes_threads_state.351~ node_processes_state #[]
node_processes_threads_state X% A LIE AN R, EAFEURTHARBMEEIRE, HARSEEM T
BERS N © D (UNINTERRUPTABLE_SLEEP), R (RUNNING & RUNNABLE), S
(INTERRUPTABLE_SLEEP), T (STOPPED), or Z (ZOMBIE), ERIAIENR TZA processes & 23,

HIMFE : NodeExporterCollectorConfig

=4 KRR ek
enabled bool ¥ /5 A% processes 5
S RERE.

13.77. NODEEXPORTERCOLLECTORSYSTEMDCONFIG

13.17.1. #5k

{& 3 NodeExporterCollectorSystemdConfig %R /5 FA =2 node-exporter fXI2H systemd W5
5. INERTEH systemd &2, WMREH, NEATEIRATA -
node_systemd_system_running,node_systemd_unitsnode_systemd_version {1R 2o —1ME
BF, elbeERUTE

#r : node_systemd_socket_accepted_connections_total node_systemd_socket_current_connecti
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ons node_systemd_socket_refused_connections_total, &™LUEF units SH%F systemd &
2 EEM systemd H o, FREH TTA T LK node_systemd_unit_state $5i5, HbEZREN
systemd TR E, BR, IMENTHEHRTRERE (BNTRELANRY) . MREFEAMLE
ARG A LKESS, HFH AL prometheus-k8s SRELU T T ERNEFERE. HIE, RAEN units
SHBEEE N logrotate.timer i & £ ’~ node_systemd_timer_last_trigger_seconds 3577,

HIMFE : NodeExporterCollectorConfig

Bt KRR £ pU

enabled bool B2 systemd &R HH
IRMER o

units []string 5 systemd &R ITEHN

systemd B TR ENIZRIAR
(regex)fHEFIZR, BRINERT,
RN, HLBERTRRFF
systemd H.ITHIFE T,

13.18. NODEEXPORTERCOLLECTORTCPSTATCONFIG

13.18.1. #45ik

NodeExporterCollectorTcpStatConfig 7T/E 7 2 node-exporter XIEH tcpstat Y& 25# on/off FF
X, BINERT, tcpstat EHFHEEA.

HIMFE : NodeExporterCollectorConfig

2352 ' s
enabled bool B A2 tepstat &R R
(A

13.19. NODEEXPORTERCONFIG

13.19.1. # ik
NodeExporterConfig 7R E . node-exporter XIEHIZE,

HIWFE : ClusterMonitoringConfiguration

=4 KRR ik
&3R8 NodeExporterCollectorConfig T JE AWk I &R 35 Kk H A4 BV B
BB,
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maxProcs uint32 iZ4T node-exporter BJ CPU B
R E. BIMENO, XBKE
node-exporter ZEffG CPU Liz
7. RAZERNKIED, HE LR
B M sysfs LU HERE RS, (&7
DUSXAMEEN 1, X% node-
exporter BR&IHE— CPU L1z
7. X FEA= CPUKEMNT
=, TRRT AR L BRI E O — ME
B E, XATLUBALES Go HIFE
ERfE CPU E3#&51T, Mk
IREFRRMEN, B2, MR
maxProcs EXERFKE, FI
ERZIEIR, N 1/0 HRERMFE,

ignoredNetworkDevices *[]string IRE MR I ER 2R BL & AR HERRAY
BT, 0 netdev Al
netclass, MREHEHEET!
3R, Cluster Monitoring Operator
FHERTIE LHIZ &I REKRIME
SNERENRN, NRINERN
2, MASPERERLE. ARE
WTHXE, FELE
prometheus-k8s & LL T f#id

EREFRE.
resources *v1.ResourceRequirements 77 NodeExporter &2 & LR
TH RFNFRIE

13.20. OPENSHIFTSTATEMETRICSCONFIG

13.20.1. ##45k

OpenShiftStateMetricsConfig %R E Y. openshift-state-metrics {LIBHIZE.

HIMFE : ClusterMonitoringConfiguration

nodeSelector map[string]string ENFEH LFE pod B9 =,
iR *v1.ResourceRequirements 77 OpenShiftStateMetrics &35

TE X HHRIA KR E

AR (tolerations) [Iv1.Toleration H pod E XL AR,
topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod BRI FR BRI,
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13.21. PROMETHEUSK8SCONFIG

13.21.1. #3R

PrometheusK8sConfig 7R E Y. Prometheus AHHXE,

HIWFE : ClusterMonitoringConfiguration

=43 el sk

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig Bo B89 Alertmanager 5245,
M Prometheus H#4 B KER, 2R
INERT, RBREHNN
Alertmanager 5241,

enforcedBodySizeLimit FRE ) Prometheus $2EXBIFE 1R i il S5
MEIESCR/NRS, WNRIZERH B in
IESTIR K TFRRE, MRV &
W, UTFHERBERH : —22fE,
BAFiRERERE. UL
Prometheus X/NM&= (40
64MB) HEIF(EH, HEFRKH
automatic, XRTHRIBEHS
=BTERS, KIMENZE, X
RFEBRHE,

externalLabels map[string]string ENTESA SRR ERINE
AN (B B 5 S B R PR S, Nk
#B. EFEEFMEF Alertmanager,
INER FTARRRIMERITE,

logLevel FRE T Y. Prometheus B9 B &A%
B, FTRERVIER :
error. warn, info #1debug.
FIME D info,

nodeSelector map[string]string ENTEH LFE pod B9 =,

querylLogFile FRE 5 E L% PromQL EIHHIST
R BRI X M4, TXMIER
T, BAREERGT
/var/log/prometheus &9
emptyDir &, SEEZIEE
emptyDir BRI ERTERRER,
HFRELH, X/HEA
/dev/stderr. /dev/stdout =%
/dev/null, BEFRZHE AEMHE
fib /dev/ B&1R, FZIFFHEX R,
RIAERT, PromQL TR
L3R
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remoteWrite [JRemoteWriteSpec EEEAEE, 21 URL. &
PRI EF IR IR E,

wiE *v1.ResourceRequirements 77 Prometheus &8 & VKRG
SKADFRIE.
RE5 FFER TE X Prometheus 1R & #iERIFLEE

IFE], IXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAEN

15d.

retentionSize FrrE E BRI E AN R AR ZHE
BNk write-ahead log (WAL), 3
#mEa4E B, KB, KiB, MB, MiB,
GB,GiB, TB, TiB, PB, PiB, EB,
FEIB, BIMER TAE AR

o
AR (tolerations) [Iv1.Toleration H pod E XL AR,
topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod BRI FR BRI,
collectionProfile CollectionProfile 7E X Prometheus FARMIEEH Y

IWEIBIRIEIT RS S MRES, X
882 full 5 minimal, 7 full
BeiESE (BX1N) &, Prometheus
KIETEHBE R FHIFETET.
£ minimal &%

f1, Prometheus RINEEINES
Zi. WA, EFNESIE Y

RIRATRAIIEIT,
volumeClaimTemplate *monvl.EmbeddedPersistentVolu 4y Prometheus & X A M EHE,
meClaim FERXMEBEBERA SR,

SREFHR. BRNFRM.

13.22. PROMETHEUSOPERATORCONFIG

13.22.1. #3k
PrometheusOperatorConfig FR7E Y. Prometheus Operator ZH4IZE,

HIITE : ClusterMonitoringConfiguration,UserWorkloadConfiguration
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logLevel FRE 7 Y. Prometheus Operator #9H
SIOIKE, FTRENER
error. warn, info #1debug.
FINME N info,

nodeSelector map[string]string ENEH LFE pod B9 =,

TR *v1.ResourceRequirements 77 PrometheusOperator 25
TE S HHRIE RFRIE

AR (tolerations) [Jv1.Toleration %y pod 7 AR,

topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod By 53 Fa BRI,

13.23. PROMETHEUSOPERATORADMISSIONWEBHOOKCONFIG

13.23.1. #ah

PrometheusOperatorAdmissionWebhookConfig TR E Y. Prometheus Operator B A Webhook T
{E MBI E,

HIWFE : ClusterMonitoringConfiguration

=4 RE b

resources *v1.ResourceRequirements 77 prometheus-operator-
admission-webhook ZE23E X
BIRIE KR E,

topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIN LR,

13.24. PROMETHEUSRESTRICTEDCONFIG

13.24.1. #ik
PrometheusRestrictedConfig HTiRE Y 1A - & LB E B Prometheus AL E,

HIMFE : UserWorkloadConfiguration

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig BB AT Alertmanager SE431,
M Prometheus AN ER, B
INERT, BRBEEREHND
Alertmanager 5241,
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=43 e il sk

enforcedLabelLimit *Lint64 18 I AT 2 FOFR S4B per-
scrape R, SNRIFZEHEEIRIR
BhC BT AR, EAD
RIS R, ERINEN O,
XRTEBILBERE,

enforcedLabelNameLengthLimit *uint64 NBIFEE IR AR BB per-
scrape [Rl, MRIFEBMIIKE
TEIBPREFTIRIC S8y iX AN BRI,
AR B #RA R W, BUME
N0, XRIEBHERS,

enforcedLabelValueLengthLimit *uint64 HNRBIEEEEKER per-
scrape [RE., SIRIAZENKERE
EBrREFIC EBT XA RS, T
BRI R, BRIME S
0, XRTEBHERS,

enforcedSampleLimit *uint64 BEE—MESMNRINTIBENS
FREl, NREKXRTF
enforcedTargetLimit, T/iti%
BEBEEEMAFENLH
ServiceMonitor =&
PodMonitor %I &A% &R
SampleLimit {5, &2 517 L&
FA MR B SR AR RS T B SR AR 2L
2, BMENO, XRTEFEE
RR I,

enforcedTargetLimit *uint64 EERREIMBEN 2 BRI, 0
REKXTF
enforcedSampleLimit, ithi%
BERBEHEIMASE LN
ServiceMonitor =X
PodMonitor % R HiXER
TargetLimit (£, EE 5 AT LUMERA
i BERFEEI THER LS. 3
IMEH 0,

externalLabels map[string]string ENTESA S RIGREN ZERINE
AN (B B 5 S E R IPR S, Nk
#R. EFEEFEMEF Alertmanager,
INER FTARRRIMERITE,

logLevel FRE T Y. Prometheus B9 B &A%
B, FTREMER
error. warn, info #1debug.
EONEE D info,
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Bt e il

nodeSelector map[string]string

queryLogFile FREB

remoteWrite [IRemoteWriteSpec

BIR *v1.ResourceRequirements
=& FREB

retentionSize FREB

AR (tolerations) [Iv1.Toleration

topologySpreadConstraints [Iv1.TopologySpreadConstraint

*monvl.EmbeddedPersistentVolu
meClaim

volumeClaimTemplate

13.25. REMOTEWRITESPEC

13.25.1. #45lk

156

sk

ENFEH EHE pod BITT R,

EEIC T PromQL EifR ST,
b BRI AR X, EXFIER
T, BEBRREIMT
/var/log/prometheus &9
emptyDir &, SEEZIEE
emptyDir BN ETTERRR,
HEREEHN, XFEA
/dev/stderr. /dev/stdout =X
/dev/null, BEFRXZHFEAEMRE
ftt /dev/ B8R, FZFFHEXNTEER,
RIAERT, PromQL ERFREH
103K,

iR B ABRE, 2 URL. &
PIEMEFRIRCILE.

4 Prometheus B2 E X HRIER
FOrR1E,

7E Y. Prometheus & & B A9 4L
BFIE], SXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), BRINE N

15d.

E BRI E AN R KA E
BNk write-ahead log (WAL), 3
#mEa4E B, KB, KiB, MB, MiB,
GB,GiB, TB, TiB, PB, PiB, EB,
# EiB, BRAEH nil,

7 pod E LA,
%E X pod BIFR N2 FR BRI,

& Prometheus & XA MEEHE,
FRISBREESNEMHEINKR

N,
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RemoteWriteSpec %R E L2 B A FHERXE.

13.25.2. &%

e url

SHINTE : PrometheusK8sConfig. PrometheusRestrictedConfig

B KR ek

B *monvl.SafeAuthorization E TR S AFHEIEIGRE,

basicAuth *monvl.BasicAuth EGERE Almm URL EERS
VLTINS g

bearerTokenFile FRE E N BEIxEE Alnm B bearer

SR, B2, ENELEE
pod FHE#H secret, FTLATESLE
, mREES|IFARSIK ISR,

PRk map[string]string EBEEERENTREANER—EL
EHEE X HTTP Frk,
Prometheus X &EBITRL FEEHE

=,

metadataConfig *monvl.MetadataConfig E N MR E AFiE & %E—RIITT
BIREIXE,

name FR& E TR E A\ FIBI & FR, Lt AFR

FAFEmr# B SiD TR K 2PAT,
WRIERE, LRRMITEME—H,

oauth2 *monvl.OAuth2 ESGERRE Almm i) OAuth2 13
KEi B,

proxyUrl FREB TE AT RIACER URL,

queueConfig *monv].QueueConfig RIFEFHERRE AP T SHUH E
[

remoteTimeout FREB TE TR T A s B K BB A
{Ho

sendExemplars *bool B @R E AL %

exemplars, JEAGE, MWXERS
Prometheus B2i& HERF 74
&% 100,000 /4 exemplars, ik
BICEATAAE X EEE, RE
RAFROTALE,
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=43 KRR ek

sigv4 *monv1.Sigv4 TESLAWS ZEZRRAE 4 FBHIEIL
&,

tlsConfig *monvl.SafeTLSConfig EGEFRE Am R B TLS 51955
A&,

url FREB E N ERH L E IR S i
=M URL,

writeRelabelConfigs [Jmonvi.RelabelConfig E B AEFHMLE BRI
Ko

13.26. TLSCONFIG

13.26.1. #&h

TLSConfig %RECE TLS HEH X E,

13.26.2. &
® insecureSkipVerify

HIMFE : AdditionalAlertmanagerConfig

ca *v1.SecretKeySelector E X SERTFTRBENBNEDNA
HLKI (CA) B secret Z4H3| A,

cert *v1.SecretKeySelector EXSERATEENMNLHIES
B secret A5 F,

key *v1.SecretKeySelector EXaERATEREENFAHAN
secret 5| H,

serverName FRE FAFIIEREHIET .,
insecureSkipVerify bool LiZE N true I, FMERZEE
HUBSIEH 1 4 FREV S IE,

13.27. TELEMETERCLIENTCONFIG

13.27.1. #5k
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TelemeterClientConfig /7 Telemeter Client 2H4E % &,

13.27.2. hE
o nodeSelector
e AR (tolerations)

HIWFE : ClusterMonitoringConfiguration

=43 &3] Uiy

nodeSelector map[string]string EXEE EFE pod BT =

BIR *v1.ResourceRequirements 71 TelemeterClient &35 & %
TRIE RFRIE,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,

topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod ByFRIM D FR BRI,

13.28. THANOSQUERIERCONFIG

13.28.1. #ik
ThanosQuerierConfig %R E Y. Thanos Querier A% &,

HIMFE : ClusterMonitoringConfiguration

enableRequestlLogging bool A RSERIE KRB &KILKIA/RE
Pris. BRIAED false,

logLevel FrFER 7 3 Thanos Querier 898 &4
KB, ARENEAR
error. warn, info #1debug.
EOANED info,

enableCORS bool JA X E CORS #rkBfR /R E IR
Fo IRk AVFMEMRIF. B
NME T false,

nodeSelector map[string]string ENTEH LFE pod B9 =,

%R *v1.ResourceRequirements 4 Thanos Querier 23 E X HR
KPR,

AR (tolerations) [Iv1.Toleration H pod E XL AR,
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Bt

topologySpreadConstraints

ES.!

[Iv1.TopologySpreadConstraint

13.29. THANOSRULERCONFIG

13.29.1. #ah

sk

TE X pod BIFR 2 1R R,

ThanosRulerConfig %R E X E M A F E B E # Thanos Ruler SXBIKEEE.

HIMFE : UserWorkloadConfiguration

Bt

additionalAlertmanagerConfigs

logLevel

nodeSelector

PR (tolerations)

topologySpreadConstraints

volumeClaimTemplate

el

[JAdditionalAlertmanagerConfig

FRES

map[string]string

*v1.ResourceRequirements

FRE#

[Jv1.Toleration

[Jv1.TopologySpreadConstraint

*monvl.EmbeddedPersistentVolu
meClaim

13.30. USERWORKLOADCONFIGURATION

160

sk

E2i& Thanos Ruler HiE NI 5 &
ftt Alertmanager S£fl@1E. KA
B4 nil,

7 X Thanos Ruler B B &% 7%
B, HENEAR

error. warn, info #1debug.
FIME D info,

TE X Pod A EIBTTI R,

H Alertmanager B2 LRI
KANBRIE,

TE X Prometheus & & B A9 4L
WAl SXANTE L/ FR LA E
FIAXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAEN

15d.

7 pod E LA,

TE X pod BIFR 2 1R R,

A Thanos Ruler & X AMETE
i, FERLLEBEBESMNEER
KN,
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13.30.1. il

UserWorkloadConfiguration %R E Y. T £ openshift-user-workload-monitoring 34 Z2 5] B9 user-
workload-monitoring-config B2 EMRHT R FE XM ERIXE, RAE7TE openshift-monitoring 65 &
22 [ A#Y cluster-monitoring-config B2 &M 5 H) enableUserWorkload i E# /4 true /&, &FaILL
f= B UserWorkloadConfiguration,

=43 KRR Uiy
alertmanager *AlertmanagerUserWorkloadConf  FEFF TAEf R IEIRATE L
ig Alertmanager H{FHI% &,
prometheus *PrometheusRestrictedConfig AP TR EREHRE L
Prometheus HHHIZE,
prometheusOperator *PrometheusOperatorConfig ERF TEfAEGERE L
Prometheus Operator £ #i%
B,
thanosRuler *ThanosRulerConfig TERP TR IR E L

Thanos Ruler H{EBIE &,
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