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1. XFTm

T AR Kubernetes £ HIENFEH.. Worker TV RIEEBMIN FATEFE RS, 94 pod. control
plane T mIn 1Tl Kubernetes &£B¥FTFEHIARSS. 7E OpenShift Container Platform H1, control plane
RAUNEE B TEE OpenShift Container Platform 2 Kubernetes BRSS.

EEBPIZTIREMBRERMNT = %Ezls;:ﬁ%”ﬁr“ﬁﬁfir‘ﬁ’]gzﬁ YE. 7 OpenShift Container Platform
A, BELLETERT A Node X Rifn], BIEFMIEIET R, HA OpenShift CLI(oc)sK Web 12FI&
&R LATE T s EHUT AT E,

mE LU E M 1 T 471217 pod 3Rt Kubernetes 12 17H 1R,

AL fThF
BRI 1 5217888, Kubernetes 12#t% N2 17HS, #0 containerd. cri-o. rktlet #1 Docker,
Kubelet

kubelet 77 m _LiIZfTHIXENASE ., ©HERE XHNARSREBENBEIEEZTT, kubelet HRR4E T/E
T RS EREIRE, kubelet gﬁlﬁl%um%%ﬂﬁ#’ﬁﬂﬁﬁo kubelet BI2{VH Kubernetes HlIEEMA
%%Q

Kube-proxy

kube-proxy TEEBMENTT R LiZ1T, FHYEF Kubernetes BB [HIHIMLSHE, Kube-proxy AT MR
ML EME PR F R 15 A,

DNS

£ 2 DNS 2— 1 DNS RS 28, ©1 Kubernetes fRS51R#t DNS i 5%, H Kubernetes BB S
1EH DNS #ZHEHE18 S 1t DNS iRS 25,

| - dl
O Cloud connector ' Q -

Cloud

Kubernetes Kubernetes
control plane node worker nodes

Kube-controller-
managers O

i e Kubelet1 Kubelet 2 Kubelet N
4> Kube-apiserver :
— +—
eted i —Pp Kube-proxy 1 Kube-proxy 3 Kube-proxy N

Kube-schedulers

TEHURVE
W EME, B A A LA FF & A FIKREX OpenShift Container Platform &A1 s BI(E 2o



o JSIHERHHHIARE T o
o KEITRMMEXER, WIANEFMCPUMEAE. R, RKTMER,
e FIHT R EZITH pod,

EERME
ERNEEA, EALLBN L MESHEAHTE OpenShift Container Platform SEEF &R

o NINSKEFH T i, % =N AT Node W RBVH(EN, & LA AR RIEH pod AR,

o FRHBEE XHIRE X (CRD) kubeletConfig X RE X 17 mALE.

o FET mUATFHEZILFE pod. EH Ready REHIEEEE worker 7 mEBVIASIF pod B,
control plane T %A ; AT LURITIF worker 1T RECE N AT IE, FIF control plane 17 AL
BT LU,

e f#if system-reserved K& /) TV OB IR, WAILLARVF OpenShift Container Platform BzR
E T B fE system-reserved CPU fINEF IR, WAIUFIREH N T R BRERIR,

o RI\ETREMCEZAKE. BEREIFHE, REAE TR LEIZITH pod BE.
o fFM pod RKEMREZEMERFI TR

o B FERAITEINGEMEEHER, MEFHFMERT R, EMRNERPMERT R, BolEEHE
TR EBIFTE pod, REFIIMERZT <.

BoniRiE
OpenShift Container Platform R Z#F A FAEET & ; EAVEEA, ERET R EHITUTES,
FEEESN. NARERE, HFAIFLZARRBEFIINE,

e fEF Node Tuning Operator, NR/E—EFNARABNS RN BRRFEE T RIGIBIMERENL
1t

o HTHELEATLSRLMELE, LURIY kubelet 1 Kubernetes API fRS5 28 2 [F]BY&E 1S,

o FATIIIIBERETRELBIZITEAES. BAUNRHERATFIIEERIERZEFME, &
BN R EIZ4TEHEICH pod, ‘E%EFEE? REERE I,

o (RN BISER T R FR. e LB R LM B 88 LURAE R EETE121THI pod 8| FRYEL K
KR T REBIT

o E—éﬂjﬁ"ﬁqﬂmﬂﬂp\]*ﬁ%ﬁ
® fF OpenShift Container Platform &EE B NEMLE1% (Li2 worker W) B worker 17
=, WFEARXRTE OpenShift Container Platform 5£8¥ B A L2 worker 17 mBOBkiL, UKk —LL7E
TLFE worker T R LB pod B EE, 1HSRIEML L5 ERITE worker 17 5,
1.2. XF POD
pod BT EHEBEHN—NHNLIERER. FHNEHEEA, EAILUE Y pod, NEDEBREESFHEN
EEMBET R LEiE1T,. RERBRIEMIZIT, pod MRIZ1T. 7 Pod #ENHEITE, BLEERES.
f#M pod I, WAILHATH—LRFEIE -

CEEURAF
ENEIEN, A LU UM ESSSRIRERE 8 pod ER -

[



OpenShift Container Platform 4.16 i s

o JIHSUIEXE pod, BIEREIFH. ER. HIRTHEREFRER,
e % pod HEZIT, #1 CPU, REMEFHEHEE,

EERME
LU ESHIERB R T B2 5 i{A7£ OpenShift Container Platform &2 &1 pod,

e {#f OpenShift Container Platform i a] 8= 2 i EE ThAEIEH pod T :
o TImREl pod BIFEEMMI, 40 pod KREME, 7 RRREME F1 KK,
o RIRERIERESR,
o JFmHAMR,
o Pod fR 2R,
o ZNHE,
o [ZiE descheduler LURIEHRFESRBEILIR pod, LMERERRFE pod EFAEEIESEN T R,
e FEE pod MNAfEM pod #HIRER BT H, REEFHEIKE,
o [R#lpod EWHOFMALRE.

o MEF pod BEIRFVEMN RAPRMAZIEE. B pod FAAIERREANBEHXHRS. B
FHR B ; A LUERSREARERREIE,

R iR
& B LU#E A OpenShift Container Platform FRIRHHIEF T EFThEE, B|RMMMER pod, LI TFERIES KR
FAXET EMINEEREFHEE pod,

B BZER

BIRFHERA pod EAB T &, FhE B LAER pod A B ST BREEEE
IZ1THY pod /MR AEE, LUK pod
BB CPU ERAXFRNFHERE, Bl
A pod ERAB T &, ERILEZNT &

pods

LRMFEFEE pod BEN4EKES. EEOAMALANG  FEHEELR, B REHRMEREX,
EAEE pod B3 REEFHMF AERF
BFHlRo

ERNFFLAANG, EAEE pod BEY BEK
1R pod E& AEN AT ARSI TR, Ak
2% pod HEZIEBE pod TR KIEM
TR

i A HR AR AT A BR BEIR B D M), Administrator iRt RET R (kubelet ®94ER) Eiz
1789 gRPC BR%5, A TEEFFEMEMTT
o R ERZE dEM, DURHM—HAT
BAERARR AR, BRSSP ERENS

B



B i D BZER

{5/ Secret XI5 [ pod 1R HBUREIE. Administrator BYENARFEEHRER, MEGFA
P, & LUEA Secret X RN AR
FF pod 1Rt RE R,

1.3. xF&%H

A 23 OpenShift Container Platform N ARRFHEARH T, CHNARRFRESEEWI, FEH it
X_Cﬁ:—ﬂﬂ@o ARRUTEIMNERN—HENLS N EBEE - MRS 2R BN (VM) HIRABERAE

Lo

Linux S RAZ—HRERNG, BTREZITHIIRE, (PREXHEENFRIREUIN, FAEER,
A LR Linux Bas EHUTEMES, B0 -

o NXHEHE—NBRHEPIMBEHREH,
o RVFAIEF API R,

o TEARBAHHITIEERS,

o (EMIR O ARV A2 HHN BER,

OpenShift Container Platform 12415 Init B2ME AR, init RRETNFARFEARZANSTT, AU
ENRAREFRERPREENIESIZERAR, Al LEEE pod WEKE S 2/, ER Init BSFHUTE
%Q

BRTET R, Pod MBS LHITREMESHN, ELAIEAEA OpenShift Container Platform &EafREE
EENALN ARRE pod BT A,

14. X F TR MBI B POD

OpenShift Container Platform 12t T =#T 2, aTEFEIT BT = LW pod BE LUK D ERL pod BIFT
R,

Pod ERIBEZT B
Horizontal Pod Autoscaler (HPA) AT LURIEME T4 E FIiRHI 23 SR B BB R pod WERIEIR B Bh1E
hnskiE A & R 2R S AR B B B R HIE,
MEFEZELR, HSHER pod BB BB & pod,

B3 Y. Metrics Autoscaler
B E X Metrics Autoscaler AILMRIEARE T CPU SiREN B E IEMBE I8 Msm A EE,. BRE
£, BENUFEESELM pod #12.
MEBRLZER, BESHBEE L Metrics Autoscaler Operator #it ,

Vertical Pod Autoscaler
Vertical Pod Autoscaler (VPA) RILLE B EE pod FAASRILZITIORFI L AN CPU MIRERIR, FHiR
EBEm T RMEEEBEHTRRENE X,
MEFLER, HSHMFEREE pod B BBEIIAZE pod THREF,
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1.5. OPENSHIFT CONTAINER PLATFORM 7' & AR IER
UARERE N TE FARahERnEaARE,

Container

e~ MRENEATHITHRG, ©a8F TG REMEKTIT, BREPULRERS, RLLELL

EREEMEZTTAS, SEHEFRLIL2HIMER, BEEEFLXAREILRBRFIZIT,
SR E

#{R pod BIATE OpenShift Container Platform & & T m LIz 1T,

egress

@It kB pod BIRLE H UGRE T A B EEHZ TR,

Al
SFEERTRITRE, MK MBS ARREMELZITH Pod 51 BBIHR,

Bl Pod B3I & (HPA)
YE/ Kubernetes API BHRFN1ZRHIZ5 I, &R LAER HPA I8 EEEIZ1TH pod MR/ IR A E.
LRI LATERE pod ROZETHTHY CPU SkINEEAER, LB 4AE CPU SKREFERER, HPA &7 R4
] pods

AQ
E|—/ pod BIfE AR &,

Rk
BRMAHRE, FIOIB—DHEZ pod MR, FHBERIEEM pod BIITEH,

PR
ERLMERMRE (BDRER) RARFEENSRFE, W pod.

OpenShift Container Platform &£ H worker Hl283. 7R AT LR EFAL (VM) SR 2R,

Node Tuning Operator

& LU#E A Node Tuning Operator, {#f TuneD SPF 2B T R A MIMERE b, BRIET B
E S HERE AL IX B AR 41 P A IR T MR N B R R P THAMBE A28 E B TuneD sFIFHTE
., HENEFIHEREEBNME T RLIZT, BN TRESIT—1

BEIRSSES Operator

Pod
—NHENHFEHREFRR (WNBH P Htt) BEER, 1 OpenShift Container Platform &8 HiZ 1T,
pod @ Y. SENEEMZ/IMTEHRTT,

7B (toleration)

K pod AF (BFFE) AEIEARESRNTRH, BIUERARREEAAERFRAER
B R pod.

5= (taint)



153 1 ik

—PRONR, B—PHE, EMRREN, ([TRANBRALU—EIF, LUARFE pod FRFERFEX
BT R
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B 2E {EHPOD

2.1. fF POD

pod RHEFAIMBAR —EN LN —IMHE IR, HEARE L. HENEENSNMTEHTT,

2.1.1. T f& pod

NREBME, Pod ABMEHTF—PIEEN (MEHEM) . 81 pod 2EEBSHINER IP ik, Fit
WETEMIROZER, FHH pod RHESE A UHZH AR HEMMLE,

Pod BEmAEH, B IELE, BABINE-—TRLEZT, REFSHZT, EXFSRESENREN
HAbRRWMIER Iy 1L, RIFERBSFLEHACH, Pod AIFERHEMIFR, SARE TRLS AR BE8IV
I‘ﬂo

OpenShift Container Platform $§ pod EA& LA ARE AL ; FE21THIAI TTIEE N pod E L. OpenShift
Container Platform @3 4 L TIEM pod, BB EHNEME BN/ KEMBIREFCIE pod, ML
B, Pod B NEAIMFHN, FRESMHMUENRFERRS, Eib, pod @& RN BT EEIHIH
PHZRKREE, MABEBRAIEIE,

0% T A2E 1 OpenShift Container Platform T sENMIR K pod £, 5S4 "EEIR
]

Digk

H
[=]

52 HIHEH 2R B IR pod REETE T R AR B AR,

2.1.2. pod B &R

OpenShift Container Platform 6 Kubernetes B pod #:&, ©RHEEHMEBLAR —ENLH—PHZH
Ag, HETHE N, HENEENZNTE ST,

BUF 2 pod BITRBITE L, ©RIT pod BIIFL4EE, ERXLSHESEREMIEBP R, KX 8 Er
R :

Pod R E X (YAML)

kind: Pod
apiVersion: vi
metadata:
name: example
labels:
environment: production
app: abc ﬂ
spec:
restartPolicy: Always g
securityContext:

10
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8 2= §H POD

runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: abc
args:
- sleep
- "1000000"
volumeMounts: 6
- name: cache-volume
mountPath: /cache G
image: registry.access.redhat.com/ubi7/ubi-init:latest ﬂ
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
capabilities:
drop: ["ALL"]
resources:
limits:
memory: "100Mi"
cpu: "1"
requests:
memory: "100Mi"
cpu: "1"
volumes:
- name: cache-volume
emptyDir:
sizeLimit: 500Mi

pod AT I1 £ —DNHEMRE, REFEAXEREE —MREEFEFMEESH pod. 1RELL
¥/ (EA N RTZ1E metadata 851,

pod ER KRS, AAEMI(EA Always. OnFailure #1 Never, ZRiA{E Y Always.

OpenShift Container Platform ABRBEXL T —1MRELTX, EERERITEENFINARFKZ
17, FELUMMERF 8153217, F%, BRI\ LETXHRHIMELEE, BEE G URERZIHTE
%o

containers EE ZIE—PHL MR E LA,

AREEEREPEINBEEBHNAAE,

BEEN pod IRHEEB, BESERERE L, TEEHIIES root. / HENMBLEFERBEM
BR, MRBFFRBIR, TREKMATHENRS (WXL /dev/pts ) . M /host &
HENZREH,

pod FMEN R 23 {E A B S MASREIGRIETLAE,

pod B T J BB ERAMNEES,

INRFGEBSXH MR AMEBHINE pod, NEXL pod ATRERKIN, HEARERFERKIFFEE

B3, MEEREZEL, HESHE OpenShift FERER S XTI AESN, N4 pod Tk
A Bk &5 A REMN A RS Ready " KA ?

1


https://access.redhat.com/solutions/6221251

OpenShift Container Platform 4.16 i s

Itk pod & X A& $E OpenShift Container Platform £ pod Sl H FAHEEMAREEIIE
FTHIEM, Kubernetes pod XA N T pod HITHEEF IR,

2.1.3. Hfh ¥R
o WMEHFX pod MIEHMEZIER, HS W T M AMEIERN T BG4,

2.2. & POD
ENEER, EREBEREN pod, FEEXLE pod BN ERMEERE,

2.2.1. XxF pod

OpenShift Container Platform 8 Kubernetes B pod #1:&, ©RHEEMEBARE —ENLH—PHZH
A, HEITHE L., NEMETENZ/NTES T, NARB/ME, Pod KEMEH THEREHE (WIEE
) .

BRI UERSRHENE XK pod 5IK, HEEE pod WERABRSIT,

2.2.2. #FTBHH pod
BRI UERS LRI E RKE pod 5UKR, SERIFK. HELAS. ERREM pod BIER,

i

DLES
HHIEHB pod :

N

1. BB R E -

I $ oc project <project-name>
2. iIBfTLAT a4 -

I $ oc get pods

4N -

I $ oc get pods

=1

NAME READY STATUS RESTARTS AGE
console-698d866b78-bnshf 1/1  Running 2 165m
console-698d866b78-m87pm 1/1  Running 2 165m

7NiN -o wide FRiZREE pod IP #HEFN pod FRERIT s,
I $ oc get pods -0 wide

i th o Bl

12
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8 2= §H POD

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE

console-698d866b78-bnshf 1/1  Running 2 166m 10.128.0.24 ip-10-0-152-
71.ec2.internal <none>

console-698d866b78-m87pm 1/1  Running 2 166m 10.129.0.23 ip-10-0-173-
237.ec2.internal <none>

2.2.3. &5%& pod HESIT

BRI ER pod WAEST, XEFIMERNBSHRME T 2T MG, XLEREBLITEE CPU. RFM
RN E=N

FoRFM

o XA cluster-reader P [RF e EERES 1T,

W% Metrics FREBEBRES011,

I $ oc adm top pods
flan :

I $ oc adm top pods -n openshift-console

=1
NAME CPU(cores) MEMORY (bytes)
console-7f58¢c69899-q8c8k  Om 22Mi
console-7f58c69899-xhbgg  Om 25Mi
downloads-594fcccf94-bexk8 3m 18Mi
downloads-594fcccf94-kv4pb 2m 15Mi

2. BITUTHS, UEFEHEIRERN pod B840 :

$ oc adm top pod --selector="

WA FET IR R T RER S (REEH) . XfFF=. ===
fBlgn -

I $ oc adm top pod --selector="name=my-pod'

224 EEHWRAE
_.”«J\E OpenShlft CLI (OC) 1 Web *W%JA':'JKE%** /ﬁE’J E Tho IL;\}‘AE ,L.\E’J]:ﬁB_EHEJ:kaL

TR

13
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e jj[a] OpenShift CLI (oc) o

miE (VD)

1. 7£ OpenShift Container Platform #HI&H, Sfi%) Workloads - Pods, Zi@iTEEHER G
RSE pod.

p= Y=
Detalls ﬁﬁqﬂ?ﬁﬁ] Logs %ﬁ%

2. MTRIFHREE—DNIE,

. RIBEFHER pod ETR,
4. = Logs,
mizE (CLI)

o HENRTE pod WHE :
I $ oc logs -f <pod_name> -c <container_name>

He:

-f
Al IRERE RS EREEE R HEPHANE,
<pod_name>
187 pod IR,
<container_name>
Ak IEERBMAT. L pod EES/NBEN, BOIIEERRAM.

flan -
I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

HHMEEXERS,
L ﬁ%ﬁi%l@ﬁ’] E o -

I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAEH.

o -

I $ oc logs deployment/ruby

14
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HHMBEXHERE,

2.3. 7 POD E¢i& OPENSHIFT CONTAINER PLATFORM £#t

ENEEA, AN pod BB SMEIER,

BT BREESNET, BAUER—LEIENFLARREEFNIME, Fl0, pod BHENBITH,
RIGAEFIEHEN pod £121T, M ERBOTNRIZIT—RE pod, BREl pod AT LUMFERKF H, Uk
S0 FE FR TR LE pod R EHZET,

2.3.1. Bt & pod EE BERIITH

pod EJFZKIERE T OpenShift Container Platform 1£1% pod IR 2538 HETVE BAFIL . 1% 5RISER
F pod HHIFTE B 2R

ARERER :

e Always - 1 pod #E /52 71, RMEMIERE (10s, 20s, 40s) TEIZHES pod IR
HHAZR (K528 . BIAED Always,

e OnFailure - M ERERE (10s, 20s, 40s) FEFIZEIHXERE pod FEMBIREE, LERB S 2
B,

e Never - REIRE/H pod FEREFRWHI R, Pod ILEIKWFR L,

E pod HEBENTEGE, % pod KIEARBEEFH—INT R, XEKE, TE—MEHZFFEEME pod
ETRKWEEE :
FERIZR R R

MNiZZZ IR Pod (fBlgN, #tEiT . OnFailure = Never

=)

RNZEIER Pod (150, Web BR S HI3EHI25 Always,

%528)

BENBRVIHEIT—1H Pod PR EE T=

1R pod EMAZRKINEBSZKEEIX ) OnFailure, Nl pod RREEIZT R LHBEHEohER, WRE
FREBRLF/EHED), 1EEMA Never EfSREE,

INREA pod KM, OpenShift Container Platform /55— 1N pod, FF A& AR FITERF BT 88
KRIEHT pod FEFNIER. FilE, NAREOWIMEBUE ST EMNIEN XHE. PiE. FRBREE
R,

Kubernetes RIFERB TIRHMEM AT FinR. BRHEENN, kubelet RFFLE
OpenShift Container Platform &5,

MREZTREERRTASE, FAIEERASRUEENRRZERRN., NREFTIMNEH
—HREER. TRIUEERENEHTIT AR TRHEENR,
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N T 2 OpenShift Container Platform #{AI {5 KN A SR HERHIE 5 2KBE, 1E S Kubernetes
A EY TR BIRS,

2.3.2. [R#I A4t pod {F AR 5

BRI LA pod NAMRSS EREES, ARRFIEATAN T, HORE (Mpod (FH) HIREKEBERAL
H, NEBERERNERNEZFHES, AQRE (EA pod F) B EGHI BN BESITLE, LUE
BROMA IR, B pod N ABIREIRSFMEAM pod YT 5,

i =
PRI pod BYHF T :

1. FAERTRE N JSON X, F{FEMH kubernetes.io/ingress-bandwidth #
kubernetes.io/egress-bandwidth JXf#IE EBIBRERE, F, I pod HAFA O HRH
5 10M/s :

32PR Pod XRE X

{
"kind": "Pod",
"spec": {
"containers": [
{
"image": "openshift/hello-openshift"”,
"name": "hello-openshift"
}
]
b
"apiVersion": "v1",
"metadata”: {
"name": "iperf-slow",
"annotations": {
"kubernetes.io/ingress-bandwidth": "10M",
"kubernetes.io/egress-bandwidth™: "10M"

}
}
}

2. BERAXRE LA pod :

I $ oc create -f <file_or_dir_path>

2.3.3. TRW{rI{E FH pod HEFTIE RIS E L /IIE LM pod HE

pod FBTHESRIFERVEITIZEFPIEE pod WL LRI, MR mLLEFTH

PodDisruptionBudget 2 — 1 API X%, ATHEEEE—NELTRHFELNEIFANTR/NEENE S
tbe FEVIE ARFATIXEIEN T RYET (CRIZERERE R ANER) Bk, MAEBRIR (M3ETR
KM B EMIX LT E,

PodDisruptionBudget *f RHIEZE LA T K HEEB DA :

o FRZ LS, BI—4H pod BINRE A,
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o TAML, FREELIEN AR pod WEE :
o minAvailable 2R A AR pod BIEKE, BNMEIEFRBTHAAtL 208t

o maxUnavailable & AR ¥rHAE] AT AT A B pod FIEE,

==

Available 592 E4 Ready=True #J pod #{&. ready=True F5HI2HEIZARSSHE KM
pod, FRIRINEIRRA TEAR S5 7 2 ATt

#t¥F maxUnavailable 77 0% = 0, minAvailable 7 100% SHZFRIA%, (EXFELER

BERPE LT B2 R 1F,

Digk

H
[=]

XfF OpenShift Container Platform FREYFT AN 2E2 &, maxUnavailable FIERIA
WERE 1, BWEAREFTUXME, B—RAFHF— control plane s, XfF
control plane i, EREFHXMELH 3,

BRI LMERL T e SRR ERB B pod REFTIE :

I $ oc get poddisruptionbudget --all-namespaces

p= Y=
, LUTFRAISERETF AWS EH OpenShift Container Platform Fg—2E(E,

it Bl

NAMESPACE NAME MIN AVAILABLE MAX UNAVAILABLE

ALLOWED DISRUPTIONS AGE

openshift-apiserver openshift-apiserver-pdb N/A 1 1
121m

openshift-cloud-controller-manager  aws-cloud-controller-manager 1 N/A 1
125m

openshift-cloud-credential-operator  pod-identity-webhook 1 N/A 1
117m

openshift-cluster-csi-drivers aws-ebs-csi-driver-controller-pdb N/A 1 1
121m

openshift-cluster-storage-operator  csi-snapshot-controller-pdb N/A 1 1
122m

openshift-cluster-storage-operator  csi-snapshot-webhook-pdb N/A 1 1
122m

openshift-console console N/A 1 1

116m

#..
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MRXRG AR ZEDE minAvailable 4> pod EE7EiZ217, Il PodDisruptionBudget #1152 R, #EidiX
—RFIFIEA pod EB AT #HEAKER,

ﬁ e
. RIFIEW pod LN SEERE, TREREKEN pod FETFIEERMBIREAEL % pod,

2.3.3.1. [ pod HEATIHETE E S HIELE pod BE
& eI LUfFEF PodDisruptionBudget *f § 315 & & — B [ R FEL MBI AN R/ N ES B D L.

e
BLiE pod FBTTIE :

=

1. ERAREUATRAIBIN RE RO YAML 32 -

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2 @)
selector: 6

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HH—&F 493

20%) .

X —2H BHRIFATROPRZ A1, matchLabels 1 matchExpressions F45 R1EZ 5 E RS

Q WRFT A M/ pod 8, XATUREH, WIUREEREQLNERSE (0
9 B, EREFETEHRMATE pod, [MILSELE NZE, #0selector {}.

HE

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: 6

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HB—&f 493

®9

RN TREFEAMNRSH pod HE., XAUREY, LALREERDILNFRE (40
20%)

X —2H BHRIFATROPRZ A1, matchLabels 1 matchExpressions F45 R1EZ 5 E RS
B, BEEFETBPATAE pod, MESHILENZE, 0selector {}.

o
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2. BITUTHS, HARBMETES :

™

I $ oc create -f </path/to/file> -n <project_name>

2.3.3.2. AR ERMN pod 15 KRR

LHIREA pod HETTIE (PDB) SRIBEM BN E LD pod ATARS, EILATLIE KPR ER pod B
{¢O

ERLUARELA TR Z — -

IfHealthyBudget
REERPONBREESERPEN, ST00%ECTFRERINERN pod FBEHRIKRR.
AlwaysAllow
FTILREINE pod FETTEHRRIRMY, BTENLRELFRERTH pod ZBRTLIKIKRR, LEHRIEAIAS

BhIXRR H IR BB RO FIF2 R, 0 pod 40 F CrashLoopBackOff iR 55 T % & Ready A SHIS. FHFE
J%O

? E IR 1E PodDisruptionBudget X5 H4¥ unhealthyPodEvictionPolicy F & iXE&E /)
AlwaysAllow, LMEET mBFRHRXRHIREE RN BRR. BRAMTHESRHNARE
FF pod At FRERIRE, AREF B2k,

it 3
1. 4% X PodDisruptionBudget %7 §# YAML X, FIE8EREREM pod IKFRHEHE :

pod-disruption-budget.yaml 3X#l

apiVersion: policy/v1
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2
selector:
matchLabels:
name: my-pod
unhealthyPodEvictionPolicy: AlwaysAllow ﬂ

4% IfHealthyBudget = AlwaysAllow /E 5 & pod BIIRPAERS, 4
unhealthyPodEvictionPolicy & /22, EX1L77 IfHealthyBudget,

2. 21T $ %02 PodDisruptionBudget % & :
I $ oc create -f pod-disruption-budget.yaml

HITE, Wi 7T AlwaysAllow FEER pod IXFREEEEHY PDB, &R LIBEZE Y s FIKERSZ L PDB R8I
FE2FH pod.
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HibFR
o fERTHhEE 1S FRTheEE
e Kubernetes XHABIA(ERE Pod JXFREEHS

2.3.4. fER X pod B 1EMIFR pod

BRIV RODABN TEBTZESLFMSEXER, BelAEENEE T /AMIFETTRLZIT. MR-
MNREMINAE G RINPR, ERTREKFLEESTIE,

FRC R KB (critical) B9 Pod AR VFHRIKER.

P
{8 pod B <5 pod :
1. 6/ Pod spec i HIIER pod, FHEE system-cluster-critical {5 :

apiVersion: vi
kind: Pod
metadata:
name: my-pdb
spec:
template:
metadata:
name: critical-pod
priorityClassName: system-cluster-critical ﬂ
#...

Q YA E] T REEBREY pod BIBRIAIE SE2K.

tes, W FXEEMESREZ(EITELENBIRM pod, ATLAEE system-node-critical.,

2. A pod :

I $ oc create -f <file-name>.yaml

2.3.5. HEATAEREXHFNFTAMESBE, ALY pod BIHIIENR
MBEFESEEZ MM (~1,000,000 HE%) , EEHRESEE pod B HH] I,
X 2R N YEFHEET, OpenShift Container Platform &% TR REN BN BMAAE IR, LATE
pod #J securityContext F3§EM fsGroup, *FAREE, KMEMBRAAENAPPRATEESRIEEFEN, M
M5 pod [HEhIEFIE,
8] LU B A LA I iR 5 Rz — R XN EIR -

o FRHRLM ETXAR (SCC) Bkid & SELinux EHFFRIC.

e {#F SCC AH fsGroupChangePolicy FE& k1%l OpenShift Container Platform 1 EFE RS
BIRT A AN BRAY /5 X,

e {#FH Cluster Resource Override Operator B#18 f SCC 3BT SELinux EHHRic,

20
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o [FRZITH KRBT B SELinux EFPRIC.
MEFELER, ESHTE OpenShift AERAEE & XX IT AR AESBE, Nt pod BEFEDIS G A
REM A Z LI Ready" KA ?
2.4. €/ POD @By BB B POD
ERFRENG, EaILMER pod A BT B (HPA) R5%E OpenShift Container Platform NI #R#E M
BTESHIHZSRNE BB pod WERIETRK B 518 INs4E % S FIIEH R BB R BENE, &H
LUNERE. BEMRE. BlAK. SHEHSRIEREELUE HPA,
BXRBIEEE IBIMER pod WER, ESHETEE VBB & pod,

v pa -3

PRIEFERFE R A EMY RIZARITH, BRI Deployment X K
ReplicaSet /&, MIF/ERXLENRNESZER, HS0H TRIE,
2.4.1. T pod M BT &

IR LA —A pod M BT BEIEEEEZTH pod WR/NIRZRAE, UKk pod BB R CPU &
AESHNEFERE,

EQ T pod BB BRE, OpenShift Container Platform &FFIAE 1 pod LB CPU I/ RE K
TRIEIT. ZXLEIEIRAI AN, pod MAIBIT BRITELRIIEIMERRSAMHETERARNILE, FHEN
i B, TIHMAEREERHTH, ErTEEEE W2 R F B BBk,

TS EEES, XMEREES S FERISMBRIAN N, NTFHRERE, MNEESSERBNRIAIT
BN, SER, BiEBIUN AT Complete I ERHIRFTERE,

OpenShift Container Platform 2 B3I R FIRISR, F1EEFKRBISHEHIT RSV ENBShEMR, Lt
NEEBhid s, F unready RS pod E9 BN EE 0CPU AE, B BEHREN SR XLE
pod. &EEHMIEIRH Pod EY BT EH 0% CPU BE, T4 ES 100% CPU AE, X7 HPA &
FURPREESWREENE. EFEAXMNEE, EULINEBMEERERBER pod EEEHFLE.

EfEM pod EEBY &, BNEHEEALNEZERRE T REREI.

2.4.1.1. X FMiE
pod MBI BXFLLTER :

%* 2.1. {6%5
i1 ik API [RZ&
CPU xR B CPU AR, "TLLAXITE pod  autoscaling/v1, autoscaling/v2
MEiER CPU B .,
REERE ERAREE, FLIARITHE pod WEIF autoscaling/v2
KWEFEE DT,

21
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BE

NFEFAENBIAER, RAFRELISEIAKZELIERFE N, FHEMS -
o MMBEIAHE—ERFHEN pod WREF (TIFE) AEEHKRE.
o HVBAH—ERFEED pod WRFRELKIES,

{8 A OpenShift Container Platform Web #£&I& &N ARRFHNRNEFTH, FHBRNAR
FiEERETAREN B Sh4E Mani R iX L& K,

LUFRBIERT image-registry Deployment % REIE T B, #IEHMERE 3 1 pod. HPA MR &
IMEIRINEI 5, 1R pod B CPU BE1A%EI 75%, pod &I&INE 7:

I $ oc autoscale deployment/image-registry --min=5 --max=7 --cpu-percent=75
=1

I horizontalpodautoscaler.autoscaling/image-registry autoscaled
image-registry Deployment X &8 HPA ;=f5l, Hrh minReplicas #i%iE N 3

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
name: image-registry
namespace: default
spec:
maxReplicas: 7
minReplicas: 3
scaleTargetRef:
apiVersion: apps/v1
kind: Deployment
name: image-registry
targetCPUUtilizationPercentage: 75
status:
currentReplicas: 5
desiredReplicas: 0

1. EEMERFRS

I $ oc get deployment image-registry

BBEHRINEER 51 pod:

i Bl
NAME REVISION DESIRED CURRENT TRIGGERED BY
image-registry 1 5 5 config

2.4.2. HPA I TEIRIE 7
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pod EE BT B(HPAY BT pod BE EN#E., HPA RIFELIENESHE —HAFIENT R, 4
ATEM CPU N HEARBITR, HPA £Bh2MsE L pod HE,

K 2.1. HPA S E A T¥EF

Horizontal Pod Autoscaler

Replication Controller/
Deployment Configuration

v
Scale
|
v v v
Pod1 Pod 2 Pod N

HPA Z Kubernetes B & API ZHA Y AP| 51iR, B BI[AHEHEL, ERTBEHEREKIAN 15
., TELLHAE], 24183 IRRAIRIE HPA B9 YAML XH4FRE YA CPU. REERESHE T CPU,
NEFERASE, EH2REESR N HPA NEFRIE pod RKEEEEA pod HiRIEN: (40 CPU A
7) BEIRIERF FRIER,

MBWETFEREBW, ERSRSSFBEREMNNED pod RSB EFTRIERNEOLLE. RE, 2H2S
EEFfABTR pod EHFIBER, HFER—NETFHEBAAEEIRAILLE, HPA BB NM
metrics.k8s.io FREX¥EFR (HH metrics RS 831) - BRTFIBIMFABEISWER, BIAMNBEEY B—4H
Bl A8 (8] = B,

%? -
: B HPA, i B pod BAFEEAR HEEBT — N EREK,

2.4.3. = FiE KR E!

FERFEREN pod HBBIBEMNFIRIERK, RHEERN pod MEEIHDT R, kubelet suFIHFTEN
AEREENFIRRE, J«/LE%{%@“%ETJLILLF@%E HHEERIRS, kubelet IMREFHFHZARERBIRS T
TREVIE KEE,

g0 s A B IR B A 2

£ pod MlA&H, EREEFIRIER, M0 CPUMRTE. HPA ERALLISERBERRMAEX, RET RE
PRE4E .

flgn, HPA X RERITHINR :

type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 60
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FEARFIH, HPA R pod BITF ARFRFFTE scale BIr N 60%, ERAXZLRIFIRERES pod iHKAY
R AL,

2.4.4. R1ESLE

T pod #B A TR E BER1H K

HPA #R#& OpenShift Container Platform &M 2R pod SKNFEAREMBAEBORE. FIARET
BHENBRENTRIGEKNE 2L, BROTRIEKETERFIM HPA BIREMERE

ACiE RN

£8[M pod BEhY RiTTEH, FRERRET BREMH, MAREMKNAIZE, BE cool down FHE, LARALESI
FLWEIAKD), EALURTEE stabilizationWindowSeconds FE&$57E cool down period. AT &
BIFETMREFR BN, stabilization 8O A FREIEIABAIKRD), B BREEERXAE O SRHERT AT

THARS, FHE RN TEAET BAEENER.

530, 7 scaleDown FEXIETE T stabilization B :

behavior:
scaleDown:
stabilizationWindowSeconds: 300

FELEBIF, FE5 DEHFREMBERSEIBRMN S, WELRSHNERXE, BRILT REEMERER pod,
NEMEMAZRFH pod EXEIE,

2.4.4.1. ¥ BRI

autoscaling/v2 API| 81184 pod #&M BEhY BRI 7 E&HS, 1 RIEI& A F12H] OpenShift Container
Platform MBI & (HPA) ¥ & pod. ¥ BEM AV ERATIZBEIEEN FIERT BN ENE
SRFE B 2 LRSI HPA T RS HAERR, LU X — N EEE O (stabilization window) , 1E
B E BRI, ﬁﬁiZﬁUiT%HjE’JHEt’Wj‘H%?’“%U?fEQ WA LR BARCES AR, ¥
RIBE B R IVREFEAVFLERRE, L m LUB T I B9E R RRFIZE K. HPA BRI & pod, A
EEUEHERFHITY B (ﬁﬂ%m%)

WAY EREIRN HPA X RRHI

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory
namespace: default
spec:
behavior:
scaleDown: ﬂ

policies: 9
- type: Podsg
value: 4

periodSeconds: 60 9
- type: Percent

value: 10 @

periodSeconds: 60
selectPolicy: Min ﬂ
stabilizationWindowSeconds: 300 6
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scaleUp: Q

policies:
- type: Pods

value: 5

periodSeconds: 70
- type: Percent

value: 12

periodSeconds: 80
selectPolicy: Max
stabilizationWindowSeconds: 0

EET BRI AE, TR scaleDown = scaleUp, A<l 4 il B3 — N SR BR
E T BREE,
REFEBEBEESRERTRRPBERFEN pod BESH pod BOLIHETT B, BIAE N pod.

FEERERIRPHBREE (pod BE pod WEALL) BIRE, IR pod MEVHITHEHEINZ AR
UN:SIER

AET BERHWKE, BIAEN 158,
BB D LB EIAE N 100%,

INRE LT ZANEKE, NTLREELERABNREE, IB8E Max FHEALTFRS BXMEKE, Min FEHER
YFER/NEWMERS, =¥ Disabled fALE HPA TERIE A AT B, ERIAME Max,

RTE HPA NiZEH EEFTHRR SN AR, FINED 0,
ABINT RO T SRS,

T REERRE (2 pod WEE) . § & pod BERIFINEN 4%,

" RBENRE (R pod WESLL) . RESHT BRIEINMED 100%.

AR g R B

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:

name: hpa-resource-metrics-memory
namespace: default

spec:
minReplicas: 20

behavior:

scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Pods
value: 4
periodSeconds: 30
- type: Percent
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value: 10
periodSeconds: 60
selectPolicy: Max
scaleUp:
selectPolicy: Disabled

EARBIF, % pod WBEKXT 40 1, MIERAEFED LSRR ATHER. XMRETERKRDE, X
7 selectPolicy EE/,

INRA 80 4 pod B, EHE—RERN HPA &% pod 4 8 1, B 80 1 pod B910% (1R#E type:
Percent #1 value: 10 %) , ¥4i—2#0 (periodSeconds: 60) . X F TF—/N%E4, pod BEEN
72, HPAITEFIR pod B910% H 7.2, EXMEIEHE A8, XY 8 1~ pod. EEB—FEENRA,
BIERRH pod MEEFITEEL MM pod 2, L pod WEEET 40, ETF pod HRIEHL

A, BRNETF pod WBUERATETE D LLHIEIE, HPA BRIED 4 4~ pod (type: Pod #1 value:

4) , #%:30% (periodSeconds: 30) , EZIFI&K 20 M EIA (minReplicas) .

selectPolicy: Disabled Z#( At HPA§ & pod. MIRFE, AILLEI HERIAEHBESEFHEIE
HRFIIT R,

MRKE, EAILUEA oc edit n HEFY RIKHS :
I $ oc edit hpa hpa-resource-metrics-memory
i Bl

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:

annotations:

autoscaling.alpha.kubernetes.io/behavior:\

'{"ScaleUp":{"StabilizationWindowSeconds":0,"SelectPolicy":"Max","Policies":
[{"Type":"Pods","Value":4,"PeriodSeconds":15},{"Type":"Percent","Value":100,"PeriodSeconds":15}]},\
"ScaleDown":{"StabilizationWindowSeconds":300,"SelectPolicy":"Min","Policies":
[{"Type":"Pods","Value":4,"PeriodSeconds":60},{"Type":"Percent","Value":10,"PeriodSeconds":60}]}}'

2.4.5. {53 Web #2#| 502 pod HMRAB T &

£ web #HIEH, ERILOE— pod #EAB 3T B(HPA), FATIEEZE Deployment =
DeploymentConfig *f & _LiZ1TH# pod /NI AKE. TLAILIE XL pod BB IT CPU SXAEH

==Y

% o

HPA REEFRINEIVE N Operator #FAR%S5. Knative BRZ5 8k Helm chart —E8 3 BIERE 1,
P
£ web #25H& A HPA :

1. 1£ Topology M1 &, =i T mAFMER.

2. 7£ Actions FHi%3kA, 1%#¥ Add HorizontalPodAutoscaler 3£3TF Add
HorizontalPodAutoscaler & .,
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2.2. %/ HorizontalPodAutoscaler

©® ruby-ex-git | Actions v |

Edit Application grouping

‘ Health checks

Container ruby-ex-git does not have heal Edit Pod count
Application is running correctly. Add healt
Pause rollouts

Details  Resources  Monitoring Add Health Checks

Add HorizontalPodAutoscaler

Pods
Add storage
@ ruby-ex-git-56bb55d775- © it update strategy
\Z j4cwe
a Edit ruby-ex-git
Builds Edit labels
0 0
——a . Edit annotations
© ruby-ex-qit @ ruby-ex-git
Edit Deployment
@9 ruby-exait-app @ Build #1 failed (2 minutes ago)

Delete Deployment
| Generic Build failure - check logs for de

3. 7 Add HorizontalPodAutoscaler &R# /), E XA, &/NFHKRAX pod [R{E. CPU HINFHA
=, 3= Save,

A MRERD CPUMINEFRENE, NIKERES.

£ web ¥HI& P4 HPA :
1. 1£ Topology M1 #, =i T mAFNEMR.

2. 7E Actions FHI%I3kA, %% Edit HorizontalPodAutoscaler 23T F Edit Horizontal Pod
Autoscaler R,

3. 7f Edit Horizontal Pod Autoscaler R/, Jitmz/NI&xRAK pod BRIELUK CPU HINEFHE,
K5 = Save,

£ web AP OISR pod A B T E&E, EAILIM Form #LEEIHLE] YAML 11

S

1E web #2241 & FhfIBR HPA :
1. 1£ Topology 1K #, =i TV mAFMEMR.
2. 1f Actions THI5IZ&K S, %% Remove HorizontalPodAutoscaler,

3. EIAHEHE O R =T Remove fiFR HPA,

2.4.6. {5/ CLI1R#E CPU [ AZR0IZ pod M BT B
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£/ OpenShift Container Platform CLI, &ARILAGIEZ— pod R Bz E(HPA)XRB 1 BRIMEH
Deployment. DeploymentConfig. ReplicaSet. ReplicationController = StatefulSet 5., HPA ¥~
RS2 RKEH pod, LUEIFEIEER CPU AE.

=1
BRIER B4 E IRk R E AT RIZEBIITH, BNIEIUEF Deployment X R
ReplicaSet % &,

HPA RTER/NRAHEZ FIEMANH D BIAL, LURFFATAE pod MIIEE CPU AR,

iy CPU FRERBY BE, ETLUERA oc autoscale 4, FHiIEEEBEEELAENAIZITH pod R

NRAREE, LK% pod WETREY CPU AX, MRKIEBEZ/IME, N OpenShift Container
Platform fR5588 &4 pod IF — 1 EIME,

ERMEREEE CPU E, GIB—1NFEBFr CPU # pod Rl HorizontalPodAutoscaler ¥ .

FoRFMH

EFH pod BEBEDT B, BHERSEANINCEIEBERE T EEER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R E EEE T 1815. WMREE 716, WEELFLUTRA, HEa
Usage T5IH T Cpu #1 Memory,

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

it Bl
Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/vibeta1l
Containers:

Name: wait-for-host-port
Usage:

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2019-05-23T18:47:56Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mOs
Events: <none>
AR

i CPU RO pod A BT B :
1. HATUL T2 —:
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o EIRYE CPU EHAXRBDLLELEN, 1EHIIAENROE— HorizontalPodAutoscaler *f
%

$ oc autoscale <object_type>/<name> \0
--min <number> \9
--max <number> \6
--cpu-percent=<percent> ﬂ

EBEZB VT BRI REBMEN, NRUWIFE, HEZEE Deployment,
DeploymentConfig/dc, ReplicaSet/rs, ReplicationController/rc, = StatefulSet,

A4, ER LR ELGEEN R/ BIARE.
EET RNMRKBEIZHE,

6@@ o

YEERTA pod WETRFI CPU A% (LUEKR CPUNBZZLRT) . MRKREESH
R, M&ERRIAR B 76 R,

g0, LAF &4 57w image-registry Deployment 5 RIIB T B, #MHRHBEEI N
pod, HPA X RNF&/IMERINEI 5, MR pod B CPU HEIAEI 75%, pod [F&INE| 7:

I $ oc autoscale deployment/image-registry --min=5 --max=7 --cpu-percent=75

o EYREFTE CPUH, ENIANROEIZLIINTH YAML X4 :
a. BIE—NRLULLITRAIB YAML X -

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: cpu-autoscale 9
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/v1 6
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10 a
metrics:
- type: Resource
resource:

name: cpu Q

target:
type: AverageValue @
averageValue: 500m

ﬂ {# F autoscaling/v2 AP,
Q 1EELL pod M BT BT REAFT,
© EEEHEBIRI APIIRA :
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o %IF Deployment, ReplicaSet. Statefulset xf%, {#F apps/vi.
o XIF ReplicationController, & vi,
o XIF DeploymentConfig, f&F apps.openshift.io/v1,

EENMREE, WREEZ Deployment, DeploymentConfig/dc, ReplicaSet/rs,
ReplicationController/rc, 5 StatefulSet.

EEBRGREINRER. SRUIFE,
EEHEN R BIFKE,

EE) BN NRREIFKE,

N FRFERZK, E/A metrics 2%,
4 CPU {#FZETE cpu,

WiE} AverageValue.

9O000900® o

fEABR CPU {HiX& ) averageValue,

b. /& Pod ABN B :

I $ oc create -f <file-name>.yaml
2. Tk pod A BT REESL/E -

I $ oc get hpa cpu-autoscale

i Bl
NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS
AGE
cpu-autoscale Deployment/example 173m/500m 1 10 1 20m

2.4.7. A CLI RIEAFFERZFELE pod BRB ST BX R
& OpenShift Container Platform CLI, f&a]LLEIE—1 pod #ME BT BHPA)RBET BIIA/
Deployment. DeploymentConfig. ReplicaSet. ReplicationController = StatefulSet 5., HPA#~

BEZNRKRIE pod, UEFEIEENFTHREFEEAR (FUREEE, BALURETRNREFED
) .

PRIEFERE RSB E M RIZEMITH, TNEIWEFE Deployment X R
ReplicaSet % &,

HPA B INFIE A &/ IR A EZ FNRIAKE, LA pod HIEERFERAE,

WNFAFEFEAER, EOILIEE pod WR/IFIHRAREE, UK pod WEREFHAEFERAR, NRKEER
/IME, ] OpenShift Container Platform fRZ528 &M pod K F — P ERINE,
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FeRFMH

EFH pod BEBDT B, BHERSEANICEIEBRERE T EEER. ETLUEA oc describe
PodMetrics <pod-name> & &R ¥R B EEE T 1815. WREE 716N, WEECFLUTRA, Ea
Usage T5IH T Cpu #1 Memory,

$ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-129-223.compute.internal -n openshift-
kube-scheduler

=1
Name: openshift-kube-scheduler-ip-10-0-129-223.compute.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/v1betai

Containers:

Name: wait-for-host-port
Usage:

Cpu: 0

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2020-02-14T22:21:14Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-129-223.compute.internal
Timestamp: 2020-02-14T22:21:14Z
Window: 5mO0s
Events: <none>

iz
RIFARFEAELE pod WAB T & :

1. AUTz—AlE—" YAML 30 -
o EYREEWNEE, ENUAEXRUELRLII TH HorizontalPodAutoscaler X £ :

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
name: hpa-resource-metrics-memory g
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vi e
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10 a
metrics:

31



OpenShift Container Platform 4.16 i s

-

D00 00900® O

- type: Resource

resource:
name: memory Q
target:
type: AverageValue @
averageValue: 500Mi m

behavior: @

scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Pods
value: 4
periodSeconds: 60
- type: Percent
value: 10
periodSeconds: 60
selectPolicy: Max

{# F8 autoscaling/v2 AP,

EE L pod #EME BT B REE.

e E BN REY AP AR A

o XIF Deployment. ReplicaSet 5x Statefulset X/ %, 15{#MH apps/vi,

o XIF ReplicationController, & vi,

o XIF DeploymentConfig, f&F apps.openshift.io/v1,

IBEXNRRE, HRYIZ

Deployment. DeploymentConfig. ReplicaSet. ReplicationController =X
StatefulSet,

EEEMMBIN R, W RUMFE,

EEARN R NEIRBE,

BEY BINNSRREIRYE.

MNFREFEAZE, E/A metrics S,

HNFFEREIEE memory ,

FFRELE 7 AverageValue,

{57 averageValue f1— M EMHNZ(E,

E
75 HEE R SRBE SRR HI T R AR,

o

o EEWM—1BELL, ENINENRUE—ELIINTH HorizontalPodAutoscaler ¥ & :

32

apiVersion: autoscaling/v2 ﬂ
kind: HorizontalPodAutoscaler
metadata:
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name: memory-autoscale 9
namespace: default
spec:
scaleTargetRef:
apiVersion: apps/vi
kind: Deployment )
name: example
minReplicas: 1 G
maxReplicas: 10
metrics:
- type: Resource
resource:
name: memory Q
target:
type: Utilization @
averageUltilization: 50 m

behavior: @

scaleUp:

stabilizationWindowSeconds: 180
policies:
- type: Pods

value: 6

periodSeconds: 120
- type: Percent

value: 10

periodSeconds: 120
selectPolicy: Max

{# F8 autoscaling/v2 AP,

EE L pod #EME BT B REE.

1B E BN REY AP AR

o XfF ReplicationController, f#F v1,

o %IF DeploymentConfig, {#F apps.openshift.io/v1,

o XIF Deployment, ReplicaSet #1 Statefulset ¥4, {#F apps/vi.
IBEMNRRE, HRYIZ

Deployment. DeploymentConfig. ReplicaSet. ReplicationController =X
StatefulSet,

EEEMMBIN R, W RUMFE,

EBEAEN R NEIRBE,

BEY BINNSRREIRYE.

MNFREFEAZE, E/A metrics S,

NAREFEAEIEE memory ,

% & Utilization,
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34

@ 7% pod 5% averageUtilization M1— MBI THNERAE, UERAENEA L
7. BIT pod BEEAEIHK,

@ Tt RE—AY RSRERIRG R S,

2. fE Pod MBI R :

I $ oc create -f <file-name>.yaml

4N -

I $ oc create -f hpa.yaml

=1

I horizontalpodautoscaler.autoscaling/hpa-resource-metrics-memory created
3. Bk pod A BT REESU/E -

I $ oc get hpa hpa-resource-metrics-memory

it Bl

NAME REFERENCE TARGETS MINPODS MAXPODS
REPLICAS AGE

hpa-resource-metrics-memory Deployment/example 2441216/500Mi 1 10 1
20m

I $ oc describe hpa hpa-resource-metrics-memory

=1

Name: hpa-resource-metrics-memory
Namespace: default
Labels: <none>
Annotations: <none>
CreationTimestamp: Wed, 04 Mar 2020 16:31:37 +0530
Reference: Deployment/example
Metrics: (current / target )

resource memory on pods: 2441216 / 500Mi
Min replicas: 1
Max replicas: 10
ReplicationController pods: 1 current/ 1 desired
Conditions:

Type Status Reason Message

AbleToScale True ReadyForNewScale recommended size matches current size

ScalingActive True ValidMetricFound the HPA was able to successfully calculate a
replica count from memory resource

ScalingLimited False DesiredWithinRange the desired count is within the acceptable
range
Events:
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Type Reason Age From Message

Normal SuccessfulRescale 6m34s horizontal-pod-autoscaler New size: 1;
reason: All metrics below target

2.4.8. {#F CLI T f# pod %[ B &Y RIRS KM

BRI LU RIXEBPR S RMEHIMT pod B BT & (HPA) BEREWHN, URBIRERIEMAR
BIBR I,

HPA RS SMERIET v2 R B shY B API .
HPA BT LUB I FHR SR F L

e AbleToScale 418~ HPA BREREWHKENFIEHIEIR, UREREE M5 REEXNIZEES
T 451,

o True FERTAFLER,
o False &£HRTANEBERRRSFLER,

e ScalingActive 415~ HPA BT E/ERA (BN, BIrMEIREARNE) , FEATLUTERER
BT

o True FMHRFIEVIFESR,
o False S48 F RRKEIE VRIS H A [A] &,
e ScalingLimited AR RATEHMAZR pod 1M B 5hY RRE R A&/ R,
o True FMRFEFTERSIFER/NINERENERT EIHITH,
o False SRUGFRTAVFIERBILEK,

I $ oc describe hpa cm-test

=1

Name: cm-test

Namespace: prom

Labels: <none>

Annotations: <none>

CreationTimestamp: Fri, 16 Jun 2017 18:09:22 +0000

Reference: ReplicationController/cm-test

Metrics: (current/ target)
"http_requests" on pods:  66m /500m

Min replicas: 1

Max replicas: 4

ReplicationController pods: 1 current/ 1 desired

Conditions: @)
Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old
as to warrant a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully
calculate a replica count from pods metric http_request
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ScalingLimited False DesiredWithinRange the desired replica count is within the
acceptable range
Events:

ﬂ pod #MA B BIKEHER,

THIRR—NTELERB pod :
ot =l

Conditions:

Type Status Reason Message

AbleToScale False FailedGetScale the HPA controller was unable to get the target's current
scale: no matches for kind "ReplicationController" in group "apps"
Events:

Type Reason Age From Message

Warning FailedGetScale 6s (x3 over 36s) horizontal-pod-autoscaler no matches for kind
"ReplicationController" in group "apps"

TR R —NTEIRGHERATFEIRE pod :

i Bl
Conditions:
Type Status Reason Message
AbleToScale True SucceededGetScale the HPA controller was able to get the target's
current scale
ScalingActive False FailedGetResourceMetric the HPA was unable to compute the replica

count: failed to get cpu utilization: unable to get metrics for resource cpu: no metrics returned from
resource metrics API

TBIH 2 —NE KR B oh4E K F R TBRBY pod :
it

Conditions:

Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old as to warrant
a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully calculate a replica
count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the acceptable
range

2.4.8.1. 8/ CLI && pod M AT BIRAEY
BRI LAEE pod A BT & (HPA) Xf pod W ERIR S KM,
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@ E,E
 pod BEIE T B AR TET v2 AN SR API R,

FeRFMH

ZfH pod EBRET R, ,.,\E’JﬁﬁmeJ\M\ IMBZIEREE T &E8 5. A LUEMA oc describe
PodMetrics <pod-name> & &R ¥R E EEE T 1815. MREE 716, WMEELFLUTRA, HEa
Usage T5IH T Cpu #1 Memory,

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

it Bl
Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>

Annotations: <none>
API Version: metrics.k8s.io/vibeta1l
Containers:

Name: wait-for-host-port
Usage:

Memory: 0

Name:  scheduler
Usage:

Cpu: 8m

Memory: 45440Ki
Kind: PodMetrics

Metadata:
Creation Timestamp: 2019-05-23T18:47:56Z
Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-scheduler/pods/openshift-
kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mOs
Events: <none>
g

FHE pod LHPRESM, FHEAUTHDHIRM pod AT
I $ oc describe hpa <pod-name>

Buan -

I $ oc describe hpa cm-test

IXLE R HINTERi H PR Conditions FEX &,

Ll N |
Name: cm-test
Namespace: prom
Labels: <none>
Annotations: <none>
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CreationTimestamp: Fri, 16 Jun 2017 18:09:22 +0000
Reference: ReplicationController/cm-test
Metrics: (current/ target)

"http_requests" on pods:  66m /500m
Min replicas: 1
Max replicas: 4
ReplicationController pods: 1 current/ 1 desired
Conditions:

Type Status Reason Message

AbleToScale True  ReadyForNewScale the last scale time was sufficiently old as to warrant
a new scale

ScalingActive  True  ValidMetricFound the HPA was able to successfully calculate a replica
count from pods metric http_request

ScalingLimited False DesiredWithinRange the desired replica count is within the acceptable
range

2.4.9. Hth¥5R
o NMEAXEFILHBNNBIRFIBNESEL, 550 THRIESHNNEEE,

o HXEF HPABIRAI, HESH EF Memory Utilization B Horizontal Pod B#)# B Quarkus [V
ﬁo

2.5. [ ZEE POD B3 BBIHE POD HIREJF

OpenShift Container Platform Vertical Pod Autoscaler Operator (VPA) & BN E pod RFARKNZETT
KRR CPU MINERIR, HIRBEA T RNAEEERFTRREMIE K, VPA ERAMREE L
iR (CR) RE#HESIIENEHNRKXEKNFNE Pod, 40 Deployment. Deployment
Config. StatefulSet. Job. DaemonSet. ReplicaSet = ReplicationController,

VPA TTEBNIR T #2 Pod BIER{E CPU MINEFERER, FILURT pod 44 EHI B sh4EH pod ¥R,

2.5.1. X F Vertical Pod Autoscaler Operator

Vertical Pod Autoscaler Operator (VPA) -/ API %HRFBE X ¥R (CR) *f)uo CR J&/E VPA
Operator X S4HFE TE AN R (N HRE. SHIEFHIERE) KB pod HUfT

VPA Operator H=MAMBAERK, BNAHTE VPA taZ2[HhEHE B 21 pod :

Recommender

VPA recommender W12 Y g1 ERFTRIEFE, FHRIEXLHUERE R TEAEN RFB pod B
=&1E CPU MIRERIE,

Updater

VPA updater I X TYEAHITRAM pod BEEBEMRMTTR, MNRTGREIER, N updater Ak
TR EIRE, WMRCREAEM, N updater K1 pod, LUEETHOREISS 7T LUE A B AEREH
ﬁ'JL = e

AL

VPA M AIEHIZRTE X B T X RPMENH pod LIFBEMMTTHRIER, Tt pod 2K, i£
RN VPA updater B FHHEHIIEHI SR EFH 0188,

=~

BRI UERRAKERS, SERTECHNSERERFRECECNEEZBIT &,
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RN ER BT EIXLE pod FRBIURELU KR HRIF CPU MIRFERER, HERXLEEIERRE
ALY BRBRBIFITE K, LARARIXLE pod A SRR, AN, BIMESRIEI, HAERTRE S E
ABIRE pod BUBTIR, FHOURBIEKTERFIRM pod EINTTR,

VPA R BIIHFREM S BIUAFREN pod, UMEERKNARFAUERTEEVBER THEHRIE
Ko RhE, TEMENRERRATRREIFIEREHERE pod, VPAFER—MEREA webhook KE
1 pod, 7E pod WAVFEIT =Al, BAEMICHTRERRHEMIER, MREFFE VPARMER pod, AILLEE
VPA BHRIRBIFIIE K, FHIRFEFEFIIEH pod.
BAERT, TEAENRLAZEDIEERDRIE, LUME VPA BENHBRE pod. #EET
XN RMER DB AR TEAEN RS BMER. MREFIIMFRIXL pod, HIIF

AESTREFEE pod I, VPA RFEAEBZINEHFHH pod, EILLETER
VerticalPodAutoscalerController 3 R B AUX N /IME, 0 FH VPA &/ EHFAR,

fign, B — pod AT CPU B 50%, {ERIFERK 10%, VPA RINEZ pod JEFEH CPU % FiE KM
CPU, FMEk pod, TEMEXNR (MNBIALK) RE/S pod, VPA FREHEFHTREHH pod.

NFFREANG, EAILMER VPA EHBIAR pod & MBI AT RS T, BHAERAER pod HERE
M pod EEEHHIRMT = L,

BEARLUERA VPA KRBT FIAER TR, BB LE pod (RELLATFER CPU FHIRE LM TR, VPA
WERSIPRE AN TERAE, FAFRATHE, DIBRTLUGEREMITERENEE, VPA LEFIGRE
#RBCE P18 ERIFREFIE K 2 A B9 L1,
INRIEZILIEEREFIZIT VPA, SMHEREFER VPA CR, TIEH VPA 82XH pod BIFTIRIE
RAKWE, EAFH pod MRFEL/EAEN RPIE KB HIER, MAEBZAEIH VPA IR
HERIBIER L,
2.5.2. Z% Vertical Pod Autoscaler Operator

IR B LU#E R OpenShift Container Platform web #£#& % %% Vertical Pod Autoscaler Operator (VPA) &

iz
1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. MTI A Operator 5IF& A% VerticalPodAutoscaler, = Install,
3. 7£ Install Operator TUE A, H{RIEFT Operator HEEFM R LM £, XR7E openshift-
vertical-pod-autoscaler %% Z2 i F l|# Operator, MRXNBREEILREEE, SEHILIE

Bo

4. = Install,

1. B VPA Operator HEEI IR E -
a. 5%l Workloads — Pods,

b. MTFHIZ A% openshift-vertical-pod-autoscaler T H, HEIEREIZ1TT A pod.
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c. # A Workloads —» Deployments LUISIEZ 1T T UNERE,

2. ®1i% : AU TS TE OpenShift Container Platform CLI G IEZREE -
I $ oc get all -n openshift-vertical-pod-autoscaler

i BRI pod FAIMANERE -

it Bl
NAME READY STATUS RESTARTS AGE
pod/vertical-pod-autoscaler-operator-85b4569c47-2gmhc  1/1 Running 0 3m13s
pod/vpa-admission-plugin-default-67644fc87f-xq7k9 1/1 Running 0 2m56s
pod/vpa-recommender-default-7¢c54764b59-8gckt 1/1 Running 0 2m56s
pod/vpa-updater-default-7f6cc87858-47vw9 1/1 Running 0 2m56s
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
service/vpa-webhook ClusterlP 172.30.53.206 <none> 443/TCP 2m56s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/vertical-pod-autoscaler-operator 1/1 1 1 3m13s
deployment.apps/vpa-admission-plugin-default 11 1 1 2mb56s
deployment.apps/vpa-recommender-default 11 1 1 2m56s
deployment.apps/vpa-updater-default 11 1 1 2m56s
NAME DESIRED CURRENT READY AGE
replicaset.apps/vertical-pod-autoscaler-operator-85b4569c47 1 1 1 3m13s
replicaset.apps/vpa-admission-plugin-default-67644fc87f 1 1 1 2m56s
replicaset.apps/vpa-recommender-default-7¢54764b59 1 1 1 2m56s
replicaset.apps/vpa-updater-default-7f6cc87858 1 1 1 2m56s

2.5.3. #%75)] Vertical Pod Autoscaler Operator ZH1f

Vertical Pod Autoscaler Operator (VPA), B MNEMHTE control plane T LB VPA (B ZE[AFEE B2
8 pod. &AILLEITTE VPA 1T #] VerticalPodAutoscalerController CR Friin 77 mik 25, ¥ VPA
Operator 2B pod # EIEAMZRFT T =

ER L0 F G AR ZRA TT mOR O PUE B AR M RINLE, WFRIARREEE. ERINEHRHER
registry SURERBFHE AN RO A M, IXLEEMEN T ST ABTIMNRAERIT S8 P, MFEZE
B, HEN 0/BRMZRIH &7,

B DARTEEBINNG, FAHGBZ IR — T S AR T =,

LUFRBIERT VPA pod El control plane 7 s BIBRIAERE

it Bl
NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
vertical-pod-autoscaler-operator-6¢75fcc9cd-5pb6z 1/1 Running 0 7m59s 10.128.2.24
c416-tfsbj-master-1 <none> <none>

40

vpa-admission-plugin-default-6¢cb78d6f8b-rpcrj 1/1 Running 0 5m37s 10.129.2.22
c416-tfsbj-master-1 <none> <none>
vpa-recommender-default-66846bd94c-dsmpp 1/1 Running 0 5m37s 10.129.2.20
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c416-tfsbj-master-0 <none> <none>
vpa-updater-default-do8b58df-2nkvf 1/1 Running 0 5m37s 10.129.2.21 c416-
tfsbj-master-1 <none> <none>
i =
1. @B T LSRN INEI VPA Operator B9 Subscription B & Y %R (CR)H 3£ VPA
Operator pod :
a. JH CR:

I $ oc edit Subscription vertical-pod-autoscaler -n openshift-vertical-pod-autoscaler
b. AN Bk SR UPCEL R E %% VPA Operator pod 9T R EM T A BINE -

apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
labels:
operators.coreos.com/vertical-pod-autoscaler.openshift-vertical-pod-autoscaler: "
name: vertical-pod-autoscaler
#...
spec:
config:
nodeSelector:
node-role.kubernetes.io/<node_role>: ™ ﬂ

WE‘E,&E%%% VPA Operator pod T BT mA,

A=
fNR infra TP REAITR, NFE Subscription CRIRINER.

o -

apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
labels:
operators.coreos.com/vertical-pod-autoscaler.openshift-vertical-pod-
autoscaler: ™"
name: vertical-pod-autoscaler
#...
spec:
config:
nodeSelector:
node-role.kubernetes.io/infra: ™
tolerations: ﬂ
- key: "node-role.kubernetes.io/infra"
operator: "Exists"
effect: "NoSchedule"
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ﬂ EE® 3 VPA Operator pod I s L1775 s E AR

2. BT RS ARINE VerticalPodAutoscaler B E X FR (CR) #5181 VPA 4Hi :

a. Jif# CR:

I $ oc edit VerticalPodAutoscalerController default -n openshift-vertical-pod-autoscaler
b. AN RUEFSRUCREERE VPA AHENT R ENT KRB

apiVersion: autoscaling.openshift.io/v1
kind: VerticalPodAutoscalerController
metadata:
name: default
namespace: openshift-vertical-pod-autoscaler
#..
spec:
deploymentOverrides:
admission:
container:
resources: {}
nodeSelector:
node-role.kubernetes.io/<node_role>: " ﬂ
recommender:
container:
resources: {}
nodeSelector:
node-role.kubernetes.io/<node_role>: " g
updater:
container:
resources: {}
nodeSelector:
node-role.kubernetes.io/<node_role>: " 6

a|

18 VPA KA pod T A,

ik -
% : 87 VPA recommender pod M A,
ik :

o I
a|

a|

87 VPA updater pod i e &,
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MRBFRTERFERISE, NMEE N VerticalPodAutoscalerController CR 7
AR,

o -

apiVersion: autoscaling.openshift.io/v1
kind: VerticalPodAutoscalerController
metadata:
name: default
namespace: openshift-vertical-pod-autoscaler
#..
spec:
deploymentOverrides:
admission:
container:
resources: {}
nodeSelector:
node-role.kubernetes.io/worker: "
tolerations: ﬂ
- key: "my-example-node-taint-key"
operator: "Exists"
effect: "NoSchedule"
recommender:
container:
resources: {}
nodeSelector:
node-role.kubernetes.io/worker: "
tolerations: g
- key: "my-example-node-taint-key"
operator: "Exists"
effect: "NoSchedule"
updater:
container:
resources: {}
nodeSelector:
node-role.kubernetes.io/worker: "
tolerations: 6
- key: "my-example-node-taint-key"
operator: "Exists"
effect: "NoSchedule"

ﬂ HEBERE pod BT R _ENTT RIEEMEAEHES pod AR,
9 HBERE pod BT R LT RIEEHT pod AR,

HBERE pod BT R ENTTRIEEEH pod WAR.

o TAEILMERALU TR pod @B EB -

I $ oc get pods -n openshift-vertical-pod-autoscaler -o wide
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pod AEBEEBEE| control plane 77 &,

=1

NAME READY STATUS RESTARTS AGE |IP
NODE NOMINATED NODE READINESS GATES
vertical-pod-autoscaler-operator-6¢75fcc9cd-5pb6z 1/1 Running 0 7m59s
10.128.2.24 c416-tfsbj-infra-eastus3-2bndt <none> <nhone>
vpa-admission-plugin-default-6¢cb78d6f8b-rpctj 1/1 Running 0 5m37s
10.129.2.22 c416-tfsbj-infra-eastus1-Irgj8 <none> <none>
vpa-recommender-default-66846bd94c-dsmpp 1/1 Running 0 5m37s
10.129.2.20 c416-tfsbj-infra-eastus1-Irgj8 <none> <none>
vpa-updater-default-do8b58df-2nkvf 1/1 Running 0 5m37s 10.129.2.21
c416-tfsbj-infra-eastus1-Irgj8 <none> <none>

Hth B

o (EEANZRIINARE

2.5.4. X F{#H Vertical Pod Autoscaler Operator

Z{F M Vertical Pod Autoscaler Operator (vpa) , BEENEEHMWITIERENROE VPA BE KR

(CR) o VPA Z>]FHNAEZ T FAENRRKIKM pod MiRE CPU MIRNERIR, MRILUER VPA S5
E. AREE. El. SFPARE. AIRAEREHIRHISTEASNR—EFEM. VPACRUISEEY
28 pod AL FR—DIIE A,

BRI LMER VPA CR XKEX— D T AENR, FHIEE VPA ERAMHLERRIZTT

e Auto #ll Recreate =X X7 pod £ EAHN BN A VPA X CPU MINFRIL, VPA &HFRIT
BHRERSEIUAFAREN pod. BETERENREFEEN, VPA RTEEEIWHEHH pod,

e Initial B {NIEOIEE pod I BEIN A VPA i,

o Off EXRIRMHEFNFHIRREFIGKRER, BAITUFINBEANREIL, off ERAREN
pod,

LA LMER CR R ERHRT R VPA WHE A BERTEIRIA.

BN, pod EFLLTIRHEIFNIFEXK :

resources:
limits:
cpu: 1
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi

HOET—MEXEN auto B9 VPA 7, VPA & T BFRERBERIFMER pod. EXEBEN, pod XERAH
BIBHRREFDIEK -

resources:

limits:
cpu: 50m
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memory: 1250Mi
requests:

cpu: 25m

memory: 262144k

ERLERUTHRRES VPAEIL :

I $ oc get vpa <vpa-name> --output yaml|

JLoEfE, iR CPU MINFIERMEI, T :

i th o B

status:

recommendation:
containerRecommendations:
- containerName: frontend
lowerBound:
cpu: 25m
memory: 262144k
target:
cpu: 25m
memory: 262144k
uncappedTarget:
cpu: 25m
memory: 262144k
upperBound:
cpu: 262m
memory: "274357142"
- containerName: backend
lowerBound:
cpu: 12m
memory: 131072k
target:
cpu: 12m
memory: 131072k
uncappedTarget:
cpu: 12m
memory: 131072k
upperBound:
cpu: 476m
memory: "498558823"

8 2= §H POD

R RHEENTR. Bir. REHEERR. lowerBound. SE#ERIR. upperBound., UREHHE

JRE 1A uncappedTarget,

VPA {#F lessBound #1 upperBound {ERFAE— pod EEHER#H. MR pod WHFIRIEKRETF

lowerBound f&, =X&7T upperBound &, I VPA

2.5.4.1. Bl VPA &x/IME

ik pod, FHEM target EEH IR pod,

BIANBERT, TEMENRBAEDEENTEIE, UEVPA BIIMRMERH pod, FHLL, VPATR
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BHPUTIRED FHANBIAM TEMENR, NR pod B VPA AEH—LEHIZEE, VPASMIXLETE
MEXT REHFHIE pod, EETLUEITEX VerticalPodAutoscalerController BE X HJR (CR) #H#y
minReplicas Z¥ R B L BT HE M &/IME.

Bla0, INRESF minReplicas KB 3, M| VPA A2 NIEED T =DRIARM T A EHNT RMRFEH
pods

fNSRF minReplicas IXE N 1, N VPA AT RIEE — N BIASHY TE 77 300 S bR e — Y
pod. RABETE VPA MiIkR pod LAHEER BHRAS, B T/EAERILUIAENN, FRERL
HERERA—DBIANR, HT7EEER —DBIANS RENTLENEYE, e
podUpdatePolicy X EH VPA CREZE Y Initial, XRATE VPA A —LHRE S

B, SPREN Off X EJR, XAEETEE SN A FEH pod,

VerticalPodAutoscalerController % =4l

apiVersion: autoscaling.openshift.io/v1
kind: VerticalPodAutoscalerController
metadata:
creationTimestamp: "2021-04-21T719:29:49Z2"
generation: 2
name: default
namespace: openshift-vertical-pod-autoscaler
resourceVersion: "142172"
uid: 180e17e9-03cc-427f-9955-3b4d7aeb2d59
spec:
minReplicas: 3 ﬂ
podMinCPUMillicores: 25
podMinMemoryMb: 250
recommendationOnly: false
safetyMarginFraction: 0.15

@ 5 VPARERFNIHEAENRANRNEIFH. VPA TRENHBREMNTFROBIRNIE,

2.5.4.2. AN A VPA &1l

Z(HF VPA R BEIEH pod, NEETERENROE—1 VPACR, ¥ updateMode %i&EH Auto
=% Recreate,

YN TEE AT REIE pod B, VPA SRR EZUSHTE CPU MIREER, VPA SHHREMIATH
B VPA X CPU MR pod, EFERESSE, pod BHE VPA BIUFE AN KRREMIGR, FH&
BIEMN RRFEM pod FRBFTIE, BIHARINEl VPA CR # status FE&H LU 1T F.

KINBERT, TEAENSROIEMEENDEIER, LUE VPA BEIMRE pod., IEETLE
XN /IMEBR VBB AR TEA B RAXEMER, NREFIIMFRIXL pod, BT/
AEFTREFEE pod I, VPA RFEAEBZINEHHH pod, EAILLETER
VerticalPodAutoscalerController 3T R E B XX N x/ME, 0 FH VPA R/ EFI .

Auto B9 VPA CR =i
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apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"

ML VPA CR BIEM TR T REE,

ML VPA CR BIEM T T R EHR,

SER % & Auto = Recreate:

09

e Auto.VPA SERAIEE pod HTRIER, FHEIEKRMWERSHENERARRENLL 1LIXLE Pod
REFIFH pod.

e Recreate, VPA 2ELAIEE pod IFIRIFR, FHEIEKRMWFTRSHENBRARREMSLE EX
L Pod KEHIEFM pod. iZ’M‘%‘U”W{E’J)ﬁFH, REEZERRE Y TRE KL
pod MEEE SN FHER,

TE VPA AT LR TE BRI G HEF B BHR N A EIHT pod 2 8ll, #4F pod W EFFEFH 1
BHiz17,

MR TEHMEMFTRERER (40 CPUMARE) —3, VPA BJLUELOHPRRE FTIR
Bil, MEIAHEMNTRERIBERT—, VPA XWFLIEMETREREHRBKEIE,
LAME VPA M HERBRIE L,

2.5.4.3. 102 pod BT EHEIN A VPA EiX

UL pod BEUREREBIN A VPA KN B#EFENTTR, NREEMIEIEXROE—1 VPACR,
updateMode % & Initial,

RE, FoOIMMRSEZEER VPA BB TR EX RKXEKM pod, 7E Initial X, VPA R bR
pod, tBREEH pod, ERFEIHBIFIREIL

Initial B89 VPA CR =fi

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment
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name:  frontend 9
updatePolicy:
updateMode: "Initial" 6

ML VPA CR BIEM TR M ETRER,

ML VPA CR BIEM T T R EHR,

909

FHEXRE N Initial, VPA 7E pod G2 2 BECHIR, £ pod £ AP R RERITIR,

TE VPA RTLUR TE#EFF B BEIRF X T pod M AINZ AT, 12R1F pod /I EHETIEFIZ
?i-o

EM VPA RIS AR, HFEDVERF 8 X, 1k pod BiTUK VPATEE,

2.5.4.4. FINF VPA BiX

ZFMA VPA R{UREHZER CPU MINFEMAHFITEFRRIN A, SR EMITEMBAIE—1 VPACR,
& updateMode % i& /) off,

LNZ T AT ROIEE pod B, VPA 20T RIRM CPU MIREFERK, F7E VPA CR H status FEEHiC
T, VPA RIBEITHFREIN, (BFRREFH pod.

{5/ off X H VPA CR =l

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Off" 6

Q IRFLE L VPA CR SR T 0§ KA,

© EEsE Off.

ML VPA CR BIEM T T R EHR,

BRI LMERLUL TS EFEI
I $ oc get vpa <vpa-name> --output yaml|

RIEEW, WA LA TR 3T REURIN CPU MRTFIER, ABMER pod HEREFENTIREMNBE
pod.
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TE VPA RILUR E#EFF RO BERF N T pod M ARINZ AT, 12R1F pod /i EHETIEFIZ
?i-o

EM VPARRER AR, HFEDVERF 8 X, 1k pod BiTUK VPATEE,

2.5.4.5 BHIE RSB ERINA VPA BiX

MRENIERETRES IR, BERHFE VPA WA ARSI TIEGEFIETERE, ENEEIENR
HAITROE— VPACR, HI1— resourcePolicy BFFER A= VPA BIEI,

Y VPA R ER BGRE S pod I, {EE4H A resourcePolicy AR AWEL, H VPA FEIHX
L5 pod FHBZRIRHEEIL

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/v1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
updateMode: "Auto"
resourcePolicy: ﬂ
containerPolicies:
- containerName: my-opt-sidecar
mode: "Off"

ML VPA CR BIEM TR T REBE,

7]
755

L VPA CR B TR 71 8 4 REFR,

P2

-

SR 1%E N Auto. Recreate s Off, Recreate 2R ZBRVFER, REEEEMRREYTIRIG
KRS pod B EEFIFFEH,

Q IEEARS VPA BIMALE, 1 mode % & Off,

flgn, — pod AFANEER, EIHEHERBEIRIEKXMRE

#...
spec:
containers:
- name: frontend
resources:
limits:
cpu: 1
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi
- name: backend
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resources:

limits:
cpu: "1"
memory: 500Mi

requests:
cpu: 500m
memory: 100Mi

#...

EREB—17 A backend HIR AR XEBEM VPACR G, VPA X IEFHEREFNERER VIR pod B91TH
HERTF frontend &85 :

spec:
containers:
name: frontend
resources:
limits:
cpu: 50m
memory: 1250Mi
requests:
cpu: 25m
memory: 262144k

name: backend
resources:
limits:
cpu: "1"
memory: 500Mi
requests:
cpu: 500m
memory: 100Mi

2.5.4.6. tEgEALL VPA Operator

ENEBEED, ReILLEH%E Vertical Pod Autoscaler Operator (VPA) BMERE, LRSI VPA Xt
Kubernetes API RSS2 & H1HKBER, F 5 VPA recommender, updater ## A2 #2544 pod 8
CPU fINEFH IR,

B4, EETLUS VPA Operator EZE W 1R VPA BE ¥R (CR) BEMITEME., BINER

T, VPA Operator RIGIEEREHIFRE TIENEH, XIT VPA Operator NATE LA EIEMFNE 8
KRBT REIE, RN ITIENELIEHTI VPACR, Operator AILMERIZEEE, HRE, XS VPA
Operator i K& CPU fIN7E, XARER T Operator KM, H 7|2 KBER G, BT VPA
Operator EBEB NI VPA CR I TEME, EAILIE CPUMAERRLESE. — MUEARE, MR
mAE— NI IENE, FHEOUB— VPACREEEIRNDIIEME, I VPA Operator S&EZIEM
DR EIE, Rk, ETEAREZITT —BNAEGE, MBBEIGEREXEER,

XL R IFIRAR VPA B B FIRLIEEMEIZTT, FRLE pod EARBTRFATRERIER,
&7 LLE T ke VerticalPodAutoscalerController B & Y TR (CR) 1£ VPA A EHUTLATHZE :

o EFHIETRA pod AR, A kube-api-gps #1 kube-api-burst Z#{°/ Kubernetes API iR
52389 VPA 153K % & queries-per-second (QPS) #1224 &,

50



8 2= §H POD

o NIHRREIZH CPU MRWTE, HEAE cpu #1 memory FRIER A VPA 4 pod K& CPU

HMRFIE R,

e ¥ VPA Operator BB N {5 #EH VPA CR BEM TEM%, 15 recommender 2H 4]

memory-saver SHXE N true,

LUTR 7RI VPA #5125 CR1ZE VPA API QPS #1224 (burts) =, BCEZHM pod FHRIEXR, FHH

recommender ¥ memory-saver X&) true :

%1 VerticalPodAutoscalerController CR

apiVersion: autoscaling.openshift.io/v1
kind: VerticalPodAutoscalerController
metadata:

name: default

namespace: openshift-vertical-pod-autoscaler

spec:
deploymentOverrides:
admission:
container:
args: 9
- '--kube-api-qps=30.0'
- '--kube-api-burst=40.0'
resources:
requests: 6
cpu: 40m
memory: 40Mi
recommender: ﬂ
container:
args:
- '--kube-api-qps=20.0'
- '--kube-api-burst=60.0'
- --memory-saver=true' 6
resources:
requests:
cpu: 60m
memory: 60Mi
updater: G
container:
args:
- '--kube-api-qps=20.0'
- '--kube-api-burst=80.0'
resources:
requests:
cpu: 80m
memory: 80Mi
minReplicas: 2
podMinCPUMillicores: 25
podMinMemoryMb: 250
recommendationOnly: false
safetyMarginFraction: 0.15

ﬂ 7 VPA A28 E LS

Q 5 VPA A48 TE APl QPS FZ2 4 &,
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e kube-api-gps: 1§ A Kubernetes API fR 5528 & HiE KT B & 1) (QPS) BREI, BAINE
7 5.0,
e kube-api-burst : #§EM Kubernetes API iR 5528 & H 15K IR A BRE, BAINEH 10.0,
18T VPA # AIZHI2S pod B CPU FIRFIE K,
1B VPA BIZRMAL S
8% VPA Operator RIi1% VPA CR I T{E i #, ERIAE D false,

8% VPA updater B S,

o - -

BRI UEIEXERBENAEED VPA L pod.

updater pod R4l

apiVersion: vi
kind: Pod
metadata:
name: vpa-updater-default-d65ffb9dc-hgw44
namespace: openshift-vertical-pod-autoscaler
#...
spec:
containers:
- args:
- --logtostderr
- --v=1
- --min-replicas=2
- --kube-api-qps=20.0
- --kube-api-burst=80.0
#...
resources:
requests:
cpu: 80m
memory: 80Mi
#...

AEAZEFIZS pod A

apiVersion: vi
kind: Pod
metadata:
name: vpa-admission-plugin-default-756999448c-17tsd
namespace: openshift-vertical-pod-autoscaler
#...
spec:
containers:
- args:
- --logtostderr
- --v=1
- --tls-cert-file=/data/tls-certs/tls.crt
- --tls-private-key=/data/tls-certs/tls.key
- --client-ca-file=/data/tls-ca-certs/service-ca.crt
- --webhook-timeout-seconds=10
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- --kube-api-qps=30.0
- --kube-api-burst=40.0
#...
resources:
requests:
cpu: 40m
memory: 40Mi
#...

recommender pod =4

apiVersion: vi
kind: Pod
metadata:
name: vpa-recommender-default-74c979dbbc-znrd2
namespace: openshift-vertical-pod-autoscaler
#...
spec:
containers:
- args:
- --logtostderr
- --v=1
- --recommendation-margin-fraction=0.15
- --pod-recommendation-min-cpu-millicores=25
- --pod-recommendation-min-memory-mb=250
- --kube-api-qps=20.0
- --kube-api-burst=60.0
- --memory-saver=true
#...
resources:
requests:
cpu: 60m
memory: 60Mi
#...

2.5.4.7. FH— 1B HES

A LRI CME AR B CNHEESRXETT B, NREEEIEEERWHESS, OpenShift
Container Platform X ERBRINNHZESS, SRRIBD RERIBE RS CPUMREIEKR, ENEEER
FrrAE TEMERRAHERE, TR ENEE TN EUEBNBEARNHESS.

plan, HAESBHIAFELFIRIT IR, RANKEFERTRITEERTIEROFIRERE, fia, FiEy

AREFEANERESENNERRZBENER, NEEESREZ I NARFERANERR, HRIAKEES
ATFXLEFERTHTRERSRNARFNTEESENREFERR(OOM)ZIE,

g%é% o
a B A O R M UBRAB T A ST IS,
b =
1 pod FERAERHEEDS
1 HEBRHERORBSI S, LRSI S E R ENERAR
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apiVersion: v1 ﬂ

kind: ServiceAccount

metadata:
name: alt-vpa-recommender-sa
namespace: <namespace_name>

apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRoleBinding
metadata:
name: system:example-metrics-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:metrics-reader
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>

apiVersion: rbac.authorization.k8s.io/v1 e

kind: ClusterRoleBinding

metadata:
name: system:example-vpa-actor

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpa-actor

subjects:

- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: system:example-vpa-target-reader-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:vpa-target-reader
subjects:
- kind: ServiceAccount
name: alt-vpa-recommender-sa
namespace: <namespace_name>

N

6@@0

2. BEEEBRPRNEEKERR, H0E

54

#

i
i

P 2R AR 5K 48 E E metrics-reader & &, 15

BRI 1 4FE F vpa-target-reader A, 15

TEERRE T HFRI R A o HER OB — MRS,

EREREHI SRR,

EBRERE eI

— R0 TH Deployment X :

S 2RARSSIK 4P E Bl vpa-actor B, 15E E2RE HEIH A6 & 22 1H],
AR R 2R ],



apiVersion: apps/v1
kind: Deployment
metadata:
name: alt-vpa-recommender
namespace: <namespace_name>
spec:
replicas: 1
selector:
matchLabels:
app: alt-vpa-recommender
template:
metadata:
labels:
app: alt-vpa-recommender
spec:
containers: ﬂ
- name: recommender
image: quay.io/example/alt-recommender:latest 9
imagePullPolicy: Always
resources:
limits:
cpu: 200m
memory: 1000Mi
requests:
cpu: 50m
memory: 500Mi
ports:
- name: prometheus
containerPort: 8942
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault
serviceAccountName: alt-vpa-recommender-sa 6
securityContext:
runAsNonRoot: true

‘D NENEEHEFERFLRESR.
‘9 EEEHHFH R,

KEKIE RO BRBIBR SR,

=

R —er &2 A B 25 Q12 % pod.

I $ oc get pods

i Bl
NAME READY STATUS RESTARTS AGE
frontend-845d5478d-558zf 1/1 Running 0 4m25s

8 2= §H POD

55



OpenShift Container Platform 4.16 i s

frontend-845d5478d-7z9gx 1/1 Running 0 4m25s
frontend-845d5478d-b714j 1/1 Running 0 4m25s
vpa-alt-recommender-55878867f9-6tp5v 1/1 Running 0 9s

3. IEBEESE N #E2 Deployment f R & VPA CR,
VPA CRZHI, EHBSBEKMNIEEFERF

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
namespace: <namespace_name>
spec:
recommenders:
- name: aIt-vpa-recommenderﬂ
targetRef:
apiVersion: "apps/v1"
kind: Deployment 9
name: frontend

ﬂ EEBREFHRMENRN,
Q EEEFLEL VPA EERIA TIE R BN KRB,

2.5.5. {8 Vertical Pod Autoscaler Operator

IR LB A2 VPA BE X FHR (CR) 3fFEH Vertical Pod Autoscaler Operator (VPA) , CR1gBAN
DHBLE pod, FRTE VPA RIZATIXEE pod HATRIERYE,

FRFM
o EHMY BRIITIENEXN RVIIFE,
o MREMEMBRHRES, NWINFESHERMHESHREE,

AR
FEE TVE R EXT RO VPACR:

1. UDHRE R E 4 AR TR 0 B RATER IR,

a. fJE— VPA CRYAML 344 :

apiVersion: autoscaling.k8s.io/v1
kind: VerticalPodAutoscaler
metadata:
name: vpa-recommender
spec:
targetRef:
apiVersion: "apps/vi1"
kind: Deployment ﬂ
name: frontend
updatePolicy:
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updateMode: "Auto”
resourcePolicy: ﬂ
containerPolicies:
- containerName: my-opt-sidecar
mode: "Off"
recommenders: 6
- hame: my-recommender

@ HEEEBEX VPA EEMIFHEARAR
Deployment, StatefulSet. Job. DaemonSet. ReplicaSet =%
ReplicationController,

Q S EIRAS L VPA SIRMINAE TE 7 50 R AT,

g 157 VPA 183

o auto RTESEHIZFXEH pod LEEIN BHENTIE, VPA RLIEIIAEM pod,
FH {5 A HEFF RO BT TR BR I A0 3K B B2 %7 pod.

e recreate 2TES TEMEITRIIM pod EESINA#MENTR, VPA L IEIE
B pod, F{EAHEFHFTRRHIFE K OIESH pod. recreate &= N Z R DMER,
REEZEEBRREYFRE RKNEN pod MEEERNFHEA,

. Inltlal EQIRE TEAEXTREIM pod B BN A#EFR R, VPA RE M
HREIN, BARKEH pod.

o off (NS ITEMEHIREIEM pod £ERFHREIN, VPA REEH pod, BERE%
SIHBBREN, BARARFMENS A EIH pod.

Q W, IEEREES VPA HINMALR, [SEXILE N Off,
%

g k. IEEBRIHES.

a|

b. fll# VPA CR:
I $ oc create -f <file-name>.yaml

—BIEEBNFE, VPART RS T NERTRKEE pod RASRHFRERE

B UFERUTHSEE VPA B :
I $ oc get vpa <vpa-name> --output yaml

i ER CPU MIAREE KM, TR :
LN

status:

recommendation:
containerRecommendations:
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- containerName: frontend

lowerBound: ﬂ

cpu: 25m

memory: 262144k
target: @

cpu: 25m

memory: 262144k
uncappedTarget: 6

cpu: 25m

memory: 262144k
upperBound: ﬂ

cpu: 262m

memory: "274357142"

- containerName: backend

lowerBound:

cpu: 12m

memory: 131072k
target:

cpu: 12m

memory: 131072k
uncappedTarget:

cpu: 12m

memory: 131072k
upperBound:

cpu: 476m

memory: "498558823"

lowerBound 2 &IEHHE IR,
target 2 HEFERI TR

upperBound 2 & = F#EE TR,

0009

uncappedTarget 2 & #T FIRE L.

2.5.6. 1% Vertical Pod Autoscaler Operator

&7 LLM OpenShift Container Platform &E£ /il bR Vertical Pod Autoscaler Operator (VPA) . E1%;
&, BEMAE VPA CRIEMH pod B¥RIERKRENE, EM% pod BEIRIET/E 7 EN RAME Lk
BHIR, MARZATHE VPA IREHIIEIL,

p= Y=
&I LAfEF oc delete vpa <vpa-name> @S iERFFER VPA CR, 1EEIZEE pod B
7BE, RAEREERTFERER,

fiIB& VPA Operator j&, BIUEMERS Operator fHXAIEMLHM, LUE FEIEA R,

FRFH

o B &% Vertical Pod Autoscaler Operator,
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i

1. £ OpenShift Container Platform web #£# &/, mifi Operators - Installed Operators,

2. tN#E| openshift-vertical-pod-autoscaler T B,

3. XIF VerticalPodAutoscaler Operator, # Options 3H Fi%FE Uninstall Operator,

4. 1k : BMIFRS Operator XREXHIFRBIRIEX R, BEIEXNTEHER LS Delete all operand
mstance for this operator E1%%1E,

5. £ Uninstall,

6. A%k : A OpenShift CLI k& VPA 444 :
a. MHB& VPA €p &2 H] :

I $ oc delete namespace openshift-vertical-pod-autoscaler
b. MR VPA BE L HIRE X (CRD) A :
I $ oc delete crd verticalpodautoscalercheckpoints.autoscaling.k8s.io

I $ oc delete crd verticalpodautoscalercontrollers.autoscaling.openshift.io

I $ oc delete crd verticalpodautoscalers.autoscaling.k8s.io

fiibRk CRD &R REXNA R, KEHAGNAGIHE.

LR VESMEREDBIR, SEPMAE R8N VPACR, MMREHLE
VPA, B R OB IX LR,

c. IBITLATR a4 kR MutatingWebhookConfiguration 54 :
I $ oc delete MutatingWebhookConfiguration vpa-webhook-config

d. k& VPA Operator :

I $ oc delete operator/vertical-pod-autoscaler.openshift-vertical-pod-autoscaler

2.6. {#FH SECRET /y POD 1_{EL B EIE
BLNARFSERENAIAL2EBRMER, BERFEFLANFTAEXILER
ERNEEG, EALUER Secret M RIEFNUBANX AR LA FFHIEIR FIRELLEER.

2.6.1. 7 f# secret
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Secret AT RFBRME 7 —MHFIRERFERER, WEL. OpenShift Container Platform &7 il i&E X
HMAREREEEEIFSE, secret HBRNEBS Pod 98, EH LU FEEBIEE secret E B EHIIB S
h, REBALUER secret 3K Pod #iTi#24E,

FERBMOHE
o Secret BIEALURIIFHE Xk H,
e Secret HIESHIMNXHTIE (tmpfs) X, KZFAREFEETRL,
e secret FIERILIE MR B ZERIRHEE,

YAML Secret 3R E X

apiVersion: vi
kind: Secret
metadata:
name: test-secret
namespace: my-namespace
type: Opaque ﬂ
data:
username: <username> 6
password: <password>
stringData:
hostname: myapp.mydomain.com 6

$87R secret BYBEFIEBLER,
data FEXHP R IFHIEE WIS Kubernetes TR /K153 i DNS_SUBDOMAIN {EEIFISE,

5 data BRES HRHE R HXEO(E L IR A base64 Fifid,

0009

stringData BRET SR B fF 500 base64, AF1ZFRENBDIHBENE data BRETH, LFBRERE
B ; HEMET data FEROREL

5 stringData BREY AR # K FXEO(E A 2E ST AR F RF ER A A

®

B BIEE secret, REOIREKIITILL secret B9 Pod,
TE6IEE secret i :
o A secret BHEAIEE secret XK,
o FHT pod BIARSSIK 7 LASS 1B 1% secret,
o BIBLUMEDTEHXM (EF secretB) I IHAE secret B pod.

2.6.1.1. secret B9 A

type FEXPEVEIEER secret BV R FRFI(ERVLETY, MR ATt secret RPHFER LT
o MBRERBIHITRIUE, HEA opaque KB, XthERIAKE,

BELU T —MRE i 4 &/NRSS BRIRAIE, AR secret BIBRFERFERI AT

e kubernetes.io/basic-auth : {FREXRZHIIE

60


https://github.com/kubernetes/kubernetes/blob/v1.0.0/docs/design/identifiers.md

8 2= §H POD

e kubernetes.io/dockercfg : FI{EE:{R pull secret

e kubernetes.io/dockerconfigjson: FA{EE{& pull secret

e kubernetes.io/service-account-token : F3KERIBAOARSSK T API 55 h&
e kubernetes.io/ssh-auth : 5 SSH #5355 1F — & FE A

e kubernetes.io/tls : 5 TLS UEH 4 i — & fE A

NRERBERIE, 15187 type: Opaque, Bl secret X B FRE LMK EZTEFTSTMAE. opaque
secret AAVFFERTLEH key:value ¥, AT EEERIE,

RET s E HMEERE, 40 example.com/my-secret-type, XLER TR ZIEARSS 250
SREIIT, TMRXRA secret WHIBERERNSIZRBIMRE/(HEXK,

BXROUIBARR KRB secret BITRB, 1ESIH T AFLITL)EE secret,

2.6.1.2. Secret BB ®45H
Secret BEHWVIIIE DNS FigH,

2.6.1.3. BB pull secret

BINER T, OpenShift Container Platform &R S5 7 G — MNRER pull secret,

£ OpenShift Container Platform 4.16 Z i, A&7 0BRSS 4 K HIRR 55k
F1 APl 518 secret, M OpenShift Container Platform 4.16 738, GRS MK
API 43h# secret,

FEE 406 5, EAIAMEKERRSIK S APl S5 secret ZBRAMEMIRG, HISGHESESET

e, BXRENEREPFERANKE API T8, UREFAEFENMREIINER, 1HSHLE
FMIAFESLE OpenShift Container Platform Y Long-lived BRZ5TK - APl 558

554 pull secret EERF OpenShift #21& reqistry SRR EISEEEM A B R RRIEMRARS H,

B2, WMRETE A ImageRegistry Th8E, (& 7E Cluster Image Registry Operator B2 & A 22 FASE R HY
OpenShift & registry, MFASAEBNIRS M £ BRI pull secret,

WIEZ RIS FARE R P 2 AR OpenShift Bifk registry B, ZBTERBIEK pull secret 4% B 5hifl
B&o

2.6.2. TEIN{AIBJE secret
ERNEIEGR, BUIEAIE secret, AREFF A AR FBEAIRMKIITFZ secret B pod,
TEQIEE secret i) :

1. BIREBEERELRE secret IEUEH secret SR, TELUTERDHEBUEE secret REFFENISE
HIE
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BIEAF B secret B YAML X 4RRHl

apiVersion: vi
kind: Secret
metadata:
name: test-secret
type: Opaque ﬂ
data:
username: <username>
password: <password>
stringData:
hosthname: myapp.mydomain.com
secret.properties: |
property1=valueA
property2=valueB

8 7E secret BZRAY,

18 7E S % B0 R BB AN EURE,

909

1B E MR RF R AR,

&/ data = stringdata FE&, FeERENERXMNNFER,
2. B# pod BIRRSSMK P LAB| FH secret :
5 secret BIARS5IK B9 YAML

apiVersion: vi
kind: ServiceAccount

secrets:
- name: test-secret

3. QIBLIMELESH X (FH secret &) R IHEE secret B pod :
pod B9 YAML {#f secret BIBREFTEF Y

apiVersion: vi
kind: Pod
metadata:
name: secret-example-pod
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "cat /etc/secret-volume/™ |
volumeMounts:
- name: secret-volume
mountPath: /etc/secret-volume 9
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readOnly: true 6
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
volumes:
- name: secret-volume
secret:
secretName: test-secret ﬂ
restartPolicy: Never

NEBNEE secret WAL RN volumeMounts F£%,

IEEERF LR secret WRFAB R, secret BRI S REYEFNBRHE IR
mountPath THIX 44,

WEN true, MR true, XIERPHEFRAR LS,

6@ @G

8 7E secret BIE TR,

pod B YAML {# [ secret IRER IR S

apiVersion: vi
kind: Pod
metadata:
name: secret-example-pod
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: secret-test-container
image: busybox
command: [ "/bin/sh", "-c", "export" ]
env:
-name: TEST_SECRET_USERNAME_ENV_VAR
valueFrom:
secretKeyRef: ﬂ
name: test-secret
key: username
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
restartPolicy: Never

ﬂ S TESHAE secret BEARIMEDL &,

HEREMN YAML {§ [ secret BIEERNIET S

apiVersion: build.openshift.io/v1
kind: BuildConfig
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metadata:
name: secret-example-bc
spec:
strategy:
sourceStrategy:

env.
- name: TEST_SECRET_USERNAME_ENV_VAR

valueFrom:
secretKeyRef: ﬂ
name: test-secret
key: username
from:

kind: ImageStreamTag

namespace: openshift

name: ‘cli:latest'

ﬂ FETESEFE secret BHINIMEL &,

2.6.2.1. Secret PR

=B secret, pod BES|AZ secret, ATLLENT =FA T secret BF Pod :
o NBRJ/TEIMELE,
o FHEHE—IHZNBHLNBHHHE,
o TEHIER Pod BRI @IS kubelet A,

BRE secret EABHNHIEEFENIXHBEARIRSE R, HRHE secret EARSIKS, 1 secret Af
EAE R 22 [H R BIFRE pod,

LIEIRE S secret B XN, EMR{FARMEH secret IME— A2 BIRIIE secret BiR@ T IUE, FHIE
EBINRBIALPREA Secret RAVMNTR, FEIL, secret BEIEKI©HIEM Pod 2RI, HERIX—
SHRENAERESFERRSK S BE5EA.

Secret API W RIFBEMBALEE A, SIRERR—HRAZERHH pod 51,
B secret WK/INRFIT IMB, X2 T BALEAIEAIBERFER apiserver # kubelet WFHI KB secret,
i, BIBFZH/IN secret BATBERFER NI,

2.6.2.2. AR ZEHH secret
ENEELR, EIUAB—INTER secret, ERTEEHESEREMELE key:value X,

pEE
1. EIEIEE T S LB YAML U462 Secret &R,
fBlgn -
apiVersion: v1
kind: Secret
metadata:

name: mysecret
type: Opaque ﬂ
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data:
username: <username>
password: <password>

ﬂ I8 EFEBA secret,

2. FALT S EAEE Secret KT :

I $ oc create -f <filename>.yaml

3. 7£ pod H{EMZ secret:
a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” 4>

b. BIBLUIMELEK M (M secret B) FBFE secret B pod, #1"6IE secret"SR D Flr

TNo

HhT5iR
o T HRINMIOIEE secret

2.6.2.3. I IBMAR 551K 5 k8 secret

ENBIBR, EAUAE—DNIBEMIRSIKF S secret, 1% secret RVFIERIFARSS K P k89 & B @t
AP| #1T B R IERI N AR .

i

=

BIREF TokenRequest API ZRERSF ERIAR S5 - 45 h8, TAE A IBRIIR 5K - 4
% secret, RBEETLRFEH TokenRequest APl BIE AT/ AP W RAFEIET IS
KRR, F N AIERRSS K S hE secret,
HERSSIK - SR LLARSSIK P S hE secret B €, RRAMT :

o MEMRSIK - FEEEHRENEMBH,

o MEMRSIK BRI EZAR,

o HAEMRFIKF THERTLAHAEE pod =K secret, FPE T REFEMIPRISERT RIS T
SV

THNEBNEARFBSLURIAERS K, T, MREN TIE R ESFEN IR
SRR, HETFNEE R RIS,

MTBELER, B ERAESRNEEHNERSIK SR,

P =
1. TEIE4FEmET S LB YAML 202 Secret X5 :

A ena & R
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Qecret A 2xX7\mi

apiVersion: vi
kind: Secret
metadata:
name: secret-sa-sample
annotations:
kubernetes.io/service-account.name: "sa-name"

type: kubernetes.io/service-account-token 9

Q BE—NINARSIK 2. MNREER A ServiceAccount #1 Secret TR, HE L
A]E ServiceAccount ¥ %,

Q HEERS KT S secret,

2. ERAUTHSRAE Secret KR :
I $ oc create -f <filename>.yaml
3. 7& pod HF{EMZ secret:

a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” #8437

b. BIBLIMEZEK X (M secret B) HNBFE secret B pod, #1"GIE secret"SR 0 Flr
7_|__\o

Hth

=

P

o THRIAILIE secret

o FERABKRFMEHERSIK, FhE
o TRIFOIRRFSIKS,

2.6.2.4. QBB E AR BB KL secret

EREIEBR, EaUABR—DMERBHDIIE secret, 1% secret RIFEEFHERNGHREIFRTENEIF, T
FA Lt secret RBUES, Secret ¥R data SHN TS ELLTHEH, A base64 &4t :

e AF%& : ATFHMRILMAI 4
o EW : BT EMTIEMNBLNTHE

" &R LUEF stringData S8{E X AR,

Pt =
1. TEIE4FET S BB YAML X 02 Secret X5 :

secret X R~

I apiVersion: v1
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kind: Secret
metadata:
name: secret-basic-auth
type: kubernetes.io/basic-auth ﬂ
data:

stringData: g
username: admin
password: <password>

ﬂ IBEEKXBREIE secret,
9 EEEFAMNELREHIIEE,

2. FERAUTHER0E Secret KR :
I $ oc create -f <filename>.yaml
3. 7£ pod HF{EMZ secret:
a. B# pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” 4>

b. BIBLIMELE XM (M secret B) FBFE secret B pod, #1"GIE secret"SR 0 Flr

o

Hth

=

iR
o T HRUNMOIE secret

2.6.2.5. i SSH B2 %51iF secret

ERNEEG, EAILLOIE— SSH %iE secret, 1% secret RFEFMER T SSH WIFAIEIE, EEBILL
secret 2L8Uft, Secret ¥R B data SHN TS EZEFAM SSH EilF,

pri% =
1. TEIRGISEE T S £ YAML X402 Secret X5 :

secret X R H :

apiVersion: v1i
kind: Secret
metadata:
name: secret-ssh-auth
type: kubernetes.io/ssh-auth ﬂ
data:
ssh-privatekey: | g
MIIEpQIBAAKCAQEAuUlgb/Y ...

ﬂ ¥8§TE SSH B2 51k secret,
@ 57 SSHEmYY/EN, FHEMMAM SSH IR,
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2. ERAUTHSROE Secret KR :
I $ oc create -f <filename>.yaml
3. 7£ pod HF{EMZ secret:

a. BH pod BIARSSMK T LAB| A secret, #l "Understanding how to create secrets” #8437

b. QIELIMEL EXH (A secret &) N HE secret B pod, #1"0IE secret"S8 2 Flr

o

Hth

=

iR
o T HRUNMOIEE secret

2.6.2.6. | Docker Edi& secret

ENEIELA, EILLEE— Docker BLi& secret, 1% secret RVFEEMERA TN A IR registry BIE
ik,
e kubernetes.io/dockerctg. FFALLHEREFMEARL Docker BEE 4., secret ¥ RH data &
BB E L base64 R4S .dockercfg XHFHIA A,

e kubernetes.io/dockerconfigjson, %K BZFEAM Docker BRi& JSON X1, secret
X RH data SIS 2L base64 1§ IMIGHY .docker/config.json XA A,

P =
1. EIEIEE T S BB YAML U462 Secret &R,

Docker EZi& secret X &R Hl

apiVersion: vi
kind: Secret
metadata:
name: secret-docker-cfg
namespace: my-project
type: kubernetes.io/dockerconfig ﬂ
data:

.dockerconfig:om5ubm5ubm5ubm5ubmSubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cgY XV
0aCBrzXizCg== @)

ﬂ 8 E % secret {F A Docker Egi& 314,
9 base64 ZRiLHy Docker BB & 34t

Docker & JSON secret ¥} &=l

apiVersion: vi
kind: Secret
metadata:
name: secret-docker-json
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namespace: my-project
type: kubernetes.io/dockerconfig ﬂ
data:

.dockerconfigjson:bom5ubm5ubm5ubm5ubm5ubm5ubm5ubmdnZ2dnZ2dnZ2dnZ2dnZ2dnZ2cg
YXV0aCBrZXlzCg== @)

ﬂ 8 E1Z secret {# A Docker B2 JSONfile,

g base64 4ifiGi) Docker Bti& JSON 314

2. AL T4 R0/ Secret XI5
I $ oc create -f <filename>.yaml
3. 7£ pod H{EMZ secret:

a. BH pod BIARSSMK T LAB| A secret, #0 "Understanding how to create secrets” #8437

b. AIEBLIMEL EXH (EF secret &) N HAE secret B pod, #1"0IE secret"S8 2 Flr

TNo

Hth

=

iR
o T HRUNMOIEE secret

2.6.2.7. {E Web 12245 I secret
AT LA F Web 12241 & 02 secret,

it =

1. 5% Workloads — Secrets,
2. = Create » From YAML,

a. FOHEERMEE YAML, HEFRXHEHRE YAML JitEds. B4

apiVersion: vi
kind: Secret
metadata:
name: example
namespace: <namespace>
type: Opaque ﬂ
data:
username: <base64 encoded username>
password: <base64 encoded password>
stringData:
hostname: myapp.mydomain.com

ABIFEE T —1 opaque secret, BIETTLIFEIEM secret KB, MRS Sh&
secret, EARFPIIE secret, SSH B2%1IE secret 3({8F Docker EZiBHI secret,

Q stringData BRES 8ISk B % base64, AFIZFXEBF/BHHE data BRETH, b
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3. = Create,
4. = Add Secret to workload,
a. }‘A-F? $‘¢ T:Fgllj\\jjuE’JI{/EJ\j&

b. =il Save.

2.6.3. T fRUN{r] BB HT secret

Bk secret B, {H (HBEZITM pod ) FRIIBENR. EEEF N secret, EATIMIFRE pod
FHAIE— N pod (FTEEEBFHERB PodSpec) .

BE# secret BESHEFH AR HEBERNIIERRE. ELIER kubectl rolling-update 3%,

secret Y resourceVersion [ERTES|AREE. AL, MR pod B3R B secret, NIFAREE
E X AT pod B secret fR A,

pa )1
Hal, TERT Pod QIERHFEREM secret M RIFIRIRA, IREBITX Pod SHRE S
B, @IS T ERMFHIB resourceVersion B Pod, 1ELLERA], EH2EHIUAE
secret FIEIE, MM CIEERARZIRBHEIE,
2.6.4. B2 F{FF secret
ENERLR, BRI — DRSS ShE secret, XAl LLERARSS MK P ShE D & B THEBIT APl #H1T&
RISUERI N B IR,
pi% =

1 T TS, FEEZEEPORRSIKS, |
I $ oc create sa <service_account_names> -n <your_namespace>

2. FELF YAML =R 1EEI4 N service-account-token-secret.yaml B9, XA REIEIER]
FAF AR %5k P S hE ) Secret A RECE :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name> ﬂ
annotations:
kubernetes.io/service-account.name: "sa-name"

type: kubernetes.io/service-account-token 6

Q 1% <secret_name> B ARSI S secret BIATR,

Q BE—NINAERSIK - 2. MREERF A2 ServiceAccount #1 Secret TR, HE L
fll& ServiceAccount ¥R,

g EERS KT SR secret KA,
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I R R S SR AE BBR S5 Ik 4 R

I $ oc apply -f service-account-token-secret.yaml

4. BITLUT 4%, M secret FRENBRSSIK 7 5 h& -

I $ oc get secret <sa_token_secret> -0 jsonpath="{.data.token}' | base64 --decode ﬂ

it Bl

ayJhbGciOidSUzI1NilsImtpZCl6lkiOb2dtck1gZ3hCSWpoNnh5YnZhSE9QMkk3YnRZMVZoclFf
QTZfRFp1YIUifQ.eyJpc3MiOidrdWJlecm5IdGVzL3NIcnZpY2VhY2NvdW50liwia3ViZXJuZXRlcy5
pby9zZXJ2aWNIYWNjb3VudC9uYW1Ic3BhY2UiOiJkZWZhdWxO0liwia3ViZXJuZXRIcy5pby9zZX
J2aWNIYWNjb3VudC9zZWNyZXQubmFtZSI6ImJ1aWxkZXItdG9rZW4tdHZrbnliLCJrdWJlcm5l
dGVzLmIvL3NIcnZpY2VhY2NvdW50L3NIcnZpY2UtYWNjb3VudC5uYW lljoiYnVpbGRIcilsimt1
YmVybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljiZS1hY2NvdW50LnVpZCIl6ljNmZGU
2MGZmLTATNGYINDkyZi04YzhjLTNIZJEONDk3MmFmNyIsInN1Yil6InN5c3RIbTpzZXJ2aWNI
YWNjb3VudDpkZWZhdWx00mJ1aWxkZXIifQ.OmgFTDuMHC_IYvvEUrjr1x453hIEEHYcxS9VK
SzmRkP1SiVZWPNPKTWIfNRp6blUZD3U6aN3N7dMSNO0el5hu36xPgpKTdvuckKLTCnelMx6¢
xOdAbrew1mCmOCINscwjS1KO1kzMtYnng8rXHIMJELsNIhnRyyIXRTtNBsy4t64T3283s3SLsa
ncyx0gy0Oujx-Ch3uKAKdZi5iT-18jnnQ-ds5THDs2h65RJhgglQEmSxpHrLGZFmyHAQI-
_SjvmHZPXEc482x3SkaQHNLgpmrpJorNgh1M8ZHKzlujhZgVooMvdmWPXTb2vnvi3DGn2XI-
hZxI1yD2yGH1RBpYUHA

ﬂ FF <sa_token_secret> B W AR SSMK 7 ShE secret BI& TR,

5. ERAEMARSIK - BhES KRN AP FH1T B RIIIE -
I $ curl -X GET <openshift_cluster_api> --header "Authorization: Bearer <token>" ﬂ g

ﬂ 1% <openshift_cluster_api> &t /) OpenShift &£&f AP,

Q I¥ <tokens> Bt _E— S H ARSI 5,

2.65. X FHEZLIUEP S secret 2B

EESRSHATREEE, EALUECE OpenShift Container Platform, A4 — N A MRS BIET/ %
B%F, BRINEITIE R secret B,

IR UEF secret EREXFREFRENAIEPHE RGN ARE, ENEESEEATE N Al
master £ IR SS 2R UE T AEE,

RS FIEP secret BREMIBRSS Pod HIA&.

apiVersion: vi
kind: Service
metadata:
name: registry
annotations:
service.beta.openshift.io/serving-cert-secret-name: registry-certﬂ
#...
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ﬂ FEEIEPHETR

Hh pod ATLMEEEEQIBRIIET (OSSR DNS £FMETER) , AERER pod R EINEEM
/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt X{F/H#) CA R4,

LEIhEE % B E AR x509.SHA256WithRSA, EFohicie, 1EMBRERMB secret, X BIBHTHIIET,

2.6.5.1. ERZERIEBLUES secret EEcEH

ERERBIRS AL/ BHAN AT pod, HOIBSIHARS LURINE
service.beta.openshift.io/serving-cert-secret-name ;¥ f#, RS secret FHRINEZ pod.

b =
BB AR S5 HiIEF secret :

1. 4RSS H Pod spec.,

2. FEAMBERT secret IATR, 7NN service.beta.openshift.io/serving-cert-secret-name 3+
&,

kind: Service
apiVersion: v1i
metadata:
name: my-service
annotations:
service.beta.openshift.io/serving-cert-secret-name: my-cert ﬂ
spec:
selector:
app: MyApp
ports:
- protocol: TCP
port: 80
targetPort: 9376

UEPHBFHEE PEM &R, 27FHE7E ts.crt 7 tis.key H,
3. RS :

I $ oc create -f <file-name>.yaml

4. BE secret UBERENRINOIE :
a. B&EMA secret FIK :

I $ oc get secrets

it Bl
NAME TYPE DATA AGE
my-cert kubernetes.io/tls 2 9m

b. EEIEM secret 1#15 :
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I $ oc describe secret my-cert

=1
Name: my-cert
Namespace: openshift-console
Labels: <none>

Annotations: service.beta.openshift.io/expiry: 2023-03-08T23:22:40Z
service.beta.openshift.io/originating-service-name: my-service
service.beta.openshift.io/originating-service-uid: 640f0ec3-afc2-4380-bf31-

a8c784846a11
service.beta.openshift.io/expiry: 2023-03-08T23:22:40Z

Type: kubernetes.io/tls

Data

tls.key: 1679 bytes
tls.crt: 2595 bytes

5. Ymi5% secret $AECH Pod spec,

apiVersion: v1i
kind: Pod
metadata:
name: my-service-pod
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: mypod
image: redis
volumeMounts:
- name: my-container
mountPath: "/etc/my-path”
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
volumes:
- name: my-volume
secret:
secretName: my-cert
items:
- key: username
path: my-group/my-username
mode: 511

Lea AN, &8 Pod MENHE1T. ZIUEBXT AERARSS DNS &R <service.names.
<service.namespace>.svc 53X,

IR/ AN R ERE R HA B 5h & #t, 7E secret B service.beta.openshift.io/expiry T EE
THAEHE, HA8=h RFC3339,
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EXRZEIEFH, RS DNS &FF <service.names>.<service.namespace>.svc
AT MAEBER ., <service.names>.<service.namespace>.svc FX EFR 2%
NSRS HNBEE, BATERMBRH,

2.6.6. secret tAFEHERR

MBRSITEPERKUF D TUTER (REH service.beta.openshift.io/serving-cert-generation-
error X3 E)

secret/ssl-key references serviceUID 62ad25ca-d703-11e6-9d6f-0e9c0057b608, which does not
match 77b6dd80-d716-11e6-9d6f-0e9c0057b60

ERIETHIRSABEE, HBEEETEH serviceUID . ELTMIERIA secret FiEFRARSS LHILLT 2
service.beta.openshift.io/serving-cert-generation-error, service.beta.openshift.io/serving-cert-
generation-error-num LU Hl EHT A R IUET -

1. MIB&R secret :

I $ oc delete secret <secret_name>

$ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-

I error-

$ oc annotate service <service_name> service.beta.openshift.io/serving-cert-generation-
error-num-

Y ERTRRERNGSH, ERRIIREEE—

2.7. A4 58 SECRET 72fif POD 1B BV EIE
BLNARFSERENRAOLEBRMER, BEEFRFEFLXANFTAEXILER

{8 Kubernetes Secret *f RIZHBURE BN — N EBREER, FERANE secret FHEREFMBRER, &
A LA#E A Secrets Store CSI Driver Operator 5488 secret fZ#5EMK, FI¥ secret WEHEE N pod B,

BT

Secret Store CSI Driver Operator /\IE MRATEINEE. BT INEE xflmaf*nnﬂﬁ
FERIL (SLA) ZH, BINRETREH A TR, IBAHEREE T IMERFERE], X
LR RTINS Th b_Jl«M%FHF?zeiﬁﬁﬁﬁﬁ’JﬂJﬁb, HENSEFLANBRBERGEL

BRIABRAT G FEEMESER, WSARATIT i F e,

2.7.1. X 7F Secret Store CSI Driver Operator

Kubernetes secret LA Base64 Jitd I R 17 fiE, etcd 11X LE secret IRMMNEE, (BIEKR secret B, E1]
SWMBBRFARBLRS., MRSEAEHPEBEEETAGNIINIES, NEH API =X etcd 1 AIFLR
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2% S POD
BIEAR] N ER AT LUK SRBUE TR secret, 734, BT & 22 (A R AIEE pod HIE{AI AEB AT LA FH 1% 65 44 22 [F]
BIEAR] secret SRILENIZ 6 44 22 [A] R BI4EA] secret,
EL L MEEMEREM secret, EALURF OpenShift Container Platform Secrets Store Container
Storage Interface (CSI) Driver Operator Ei& {8 FI N il MALEB secret BEEERYT (80 Azure Key
Vault) ## secret, N ARRFEALUER secret, {H secret EN AR pod Wil EARTERGHIRE,
Secret Store CSI Driver Operator (secrets-store.csi.k8s.io) JtiF OpenShift Container Platform 7%
FETE R A ER secret HHIZ A secret, BEAFNIEP/E B HE pod H, Secrets Store CSI Driver

Operator 8 gRPC S EEE, LAMIBERINER secret FHIKEIEEAR. WNEE, EPEE
FEHEIBRSRNXE RS, Secret ZHEBLL in-line XX HEH,

2.7.1.1. Secret 5N
LAF secret Zfi#H#ERN B A A F Secret Store CSI Driver Operator :

® AWS Secrets Manager
® AWS Systems Manager Parameter Store
® Azure Key Vault

® HashiCorp Vault

2.7.1.2. BoiE%

Secrets Store CSI REFEF R EHAEANER secret FERMRN B R L EEESHHNAE, MRHAEB secret
FAEREST secret, secret [FIEEEMBFESH. Secrets Store CSI Driver Operator & 2 S #h2 1 —
REH,

MRERTREEHRBIE N Kubernetes secret @4, NIl Kubernetes secret th &4,

fEF secret BUBRHIN. R /M MR BB X secret BIEHT,
2.7.2. 223t Secret Store CSI IXhi2FE

FRFM

e jj[A] OpenShift Container Platform Web 1Z%I&,
o SRMEIE VIR,

b =
Z2%E Secret Store CSI IHHFRFE -

1. &% Secret Store CSI Driver Operator :
a. BRE web #2HIH,
b. = Operators - OperatorHub,
c. BT ELIEZRHMEHHIA "Secrets Store CSI" 3 # 3 Secrets Store CSI Driver Operator,

d. = Secrets Store CSI Driver Operator iz,
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e. 7E Secrets Store CSl Driver Operator TLEH, = Install,

f. 7E Install Operator T1EH, AR :

e %#E All namespaces on the cluster (default)
o REMGH[LMN #XEN openshift-cluster-csi-drivers,

g. = Install,
RIETTAIG, Secret Store CSI Driver Operator &1 web & B Installed Operators 8
oA,

2. WIRENIZF Q& ClusterCSIDriver L{5l (secrets-store.csi.k8s.io) :
a. = Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 7E Instances £ Lk, #.i Create ClusterCSlIDriver,
EALLT YAML X :

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
metadata:
name: secrets-store.csi.k8s.io
spec:
managementState: Managed

c. = Create,

2.7.3. % secret MA-EB secret Ffi#EHE CSI £

24 Secret Store CSI Driver Operator 5, ERILUT secret MELTFAMER secret ZAEHEEEI CSI 4 -
® AWS Secrets Manager
® AWS Systems Manager Parameter Store
® Azure Key Vault

® HashiCorp Vault

2.7.3.1. Ml AWS Secrets Manager % secret

& Bl LUE A Secrets Store CSI Driver Operator ¥ secret M AWS Secrets Manager $#£#:E OpenShift
Container Platform B8 CSI %, EM AWS Secrets Manager #¥#; secret, BRI N NLLEETE AWS
E, FHERAWS ZEHHERS (STS).

SoRFEH
o EHIKEFRITE AWS £, FHEM AWS ZETREIRSS (STS).
e 2%k Secrets Store CSI Driver Operator, 24T RIES [ % Secret Store CSI I 5)FE/% o
o EBEJF AWS Secrets Manager EC& N 1F AT M secret,

o MBEIRENFHESTF ccoctl Z i HlI3T5,
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e BE&K|jqCLIITE,

o RETLUFEAEZS cluster-admin A& i A & EE,

T
1. %% AWS Secrets Manager #t5V i :

a. FRHENETRIUTERENE—D YAML X4 :

B

[

OpenShift Container Platform IE& T{E, XJItECERIE A

aws-provider.yaml 3446l

apiVersion: vi
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: csi-secrets-store-provider-aws-cluster-role
rules:
- apiGroups: ["]
resources: ["serviceaccounts/token"]
verbs: ["create"]
- apiGroups: ["]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: ["]
resources: ["pods"]
verbs: ["get"]
- apiGroups: ["]
resources: ["'nodes"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-aws-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-aws-cluster-role
subjects:
- kind: ServiceAccount
name: csi-secrets-store-provider-aws

8 2= §H POD

Secret Store CSI IXZNF2FH AWS Secrets Manager N 2 — 1 LN

R ERRYE L AWS XA FIRHMECEITENR, UWEEATUS

RES R/ TNEE,
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namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-aws

labels:
app: csi-secrets-store-provider-aws
spec:
updateStrategy:
type: RollingUpdate
selector:

matchLabels:
app: csi-secrets-store-provider-aws
template:
metadata:
labels:
app: csi-secrets-store-provider-aws
spec:
serviceAccountName: csi-secrets-store-provider-aws
hostNetwork: false
containers:
- name: provider-aws-installer
image: public.ecr.aws/aws-secrets-manager/secrets-store-csi-driver-provider-
aws:1.0.r2-50-g5b4aca1-2023.06.09.21.19
imagePullPolicy: Always
args:
- --provider-volume=/etc/kubernetes/secrets-store-csi-providers
resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
memory: 100Mi
securityContext:
privileged: true
volumeMounts:
- mountPath: "/etc/kubernetes/secrets-store-csi-providers”
name: providervol
- name: mountpoint-dir
mountPath: /var/lib/kubelet/pods
mountPropagation: HostToContainer
tolerations:
- operator: Exists
volumes:
- name: providervol
hostPath:
path: "/etc/kubernetes/secrets-store-csi-providers"
- name: mountpoint-dir
hostPath:
path: /var/lib/kubelet/pods
type: DirectoryOrCreate
nodeSelector:
kubernetes.io/os: linux
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b. IZ{TLL T84, 1%F csi-secrets-store-provider-aws AR 551K B4 A [AIFLER -

$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-aws -n openshift-
cluster-csi-drivers

T e SR Q2 AP B -

o
™

I $ oc apply -f aws-provider.yaml

2. BFIRSK FER AWS secret ST RBIFYIR -
a. BITUToE, fIB— P BEXFEEGEEILIEX !

I $ mkdir credentialsrequest-dir-aws

b. FRAUTEE HEIFERLE YAML X4 :

credentialsrequest.yaml 3 #4l

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: aws-provider-test
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- "secretsmanager:GetSecretValue"
- "secretsmanager:DescribeSecret"

effect: Allow
resource: "arn:*:secretsmanager:*:*:secret:testSecret-?77777?"
secretRef:

name: aws-creds
namespace: my-namespace
serviceAccountNames:
- aws-provider

IZFTLA T 8 B3R H03R OIDC BEN/F -

I $ oc get --raw=/.well-known/openid-configuration | jq -r ".issuer'
=1

I https://<oidc_provider_name>

METH S % OIDC #tNFE &5 <oidc_provider_name>, £ TF—4HfEMA,

d. iZITUAT %, #A ccoctl TEAMEBIEIEENK :

i
I $ ccoctl aws create-iam-roles \
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--name my-role --region=<aws_region>\

--credentials-requests-dir=credentialsrequest-dir-aws \

--identity-provider-arn arn:aws:iam::<aws_account>:oidc-
provider/<oidc_provider_name> --output-dir=credrequests-ccoctl-output

i th o Bl

2023/05/15 18:10:34 Role arn:aws:iam::<aws_account_id>:role/my-role-my-namespace-
aws-creds created

2023/05/15 18:10:34 Saved credentials configuration to: credrequests-ccoctl-
output/manifests/my-namespace-aws-creds-credentials.yaml

2023/05/15 18:10:35 Updated Role policy for Role my-role-my-namespace-aws-creds

MEIHE RS H <aws_role_arn> LET—# #H{#EH, 5120, arn:aws:iam::
<aws_account_id>:role/my-role-my-namespace-aws-creds.,

e. BITLAT M4, ERAAE ARN HBERSH S -

$ oc annotate -n my-namespace sa/aws-provider eks.amazonaws.com/role-arn="
<aws_role_arn>"

3. A secret N R LATE LK secret FEMEHN

a. flEE X SecretProviderClass %7 £ H YAML {4 :

secret-provider-class-aws.yamlz< 5l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:
name: my-aws-provider ﬂ
namespace: my-namespace g
spec:

provider: aws
parameters:
objects: |

- objectName: "testSecret"
objectType: "secretsmanager”

WEE secret St ERBIE TR,
Q 1B secret BN EARRIAR B ZE (],
g T PEEE ) aws,

Q EERETHVBNEESH.

b. BT Fa4$ K0/ SecretProviderClass X & :

I $ oc create -f secret-provider-class-aws.yaml

4. QIEERELUMER L secret LN EZE -
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a. B2 E X Deployment %SRBI YAML 344 :

deployment.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: my-aws-deployment ﬂ
namespace: my-namespace 9
spec:
replicas: 1
selector:
matchLabels:
app: my-storage
template:
metadata:
labels:
app: my-storage
spec:
containers:
- name: busybox
image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
- "10000"
volumeMounts:
- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true
volumes:
- name: secrets-store-inline
csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-aws-provider" 6

ﬂ e EERE B TR,
9 IEEEREM G R LR, XNI5 secret SN FERIER,
9 87 secret N FHREA,

IZ{TLL T 6453k 0/ Deployment %4 :

ey
I $ oc create -f deployment.yaml

o IGUFIERALAM pod HBHEE A AWS Secrets Manager 1517 secret :

a. B pod EHEEHH secret :

I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/

8 2= §H POD
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LN
I testSecret

b. BEE pod EHHH secret :

I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/testSecret
i Bl

I <secret_value>

HAth B

e figi& Cloud Credential Operator T&

2.7.3.2. M AWS Systems Manager Parameter Store % secret

& eI LUEF Secrets Store CSI Driver Operator ¥ secret M AWS Systems Manager Parameter Store ¥
#E| OpenShift Container Platform i CSI £, ZEM AWS Systems Manager Parameter Store $##;
secret, MBVEBNTRET AWS £, FHEA AWS R25hEARSS(STS).

SoREH
o MHVEEBFRIRIE AWS £, HER AWS Z2ESREARSS (STS).
e &4 Secrets Store CSI Driver Operator, EFS RIS Z% Secret Store CSI IN5/EE/F o
o (REHEIE T AWS Systems Manager Parameter Store LAfZ BT secret,
o MERIFPEETF ccoctl ZHHIX 4,
e EXK|jqCLIITE,

o TATLUFEAEA cluster-admin BA&IAE iR EE,

it 3
1. %% AWS Systems Manager Parameter Store #t7 :

a. FRHENEFRIUTERENE—D YAML X4 :

BF

Secret Store CSI JXENF2FH) AWS Systems Manager Parameter Store #t5
R — N LR,

EERIRIE L AWS S IR EEBH TR, MEEAUS
OpenShift Container Platform IE& T{E, *fItECEBIE XA BERFMMTNRE,

aws-provider.yaml 344l

82


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#cco-ccoctl-configuring_installing-aws-customizations
https://github.com/aws/secrets-store-csi-driver-provider-aws#installing-the-aws-provider

apiVersion: vi
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: csi-secrets-store-provider-aws-cluster-role
rules:
- apiGroups: [""]
resources: ["serviceaccounts/token"
verbs: ["create"]
- apiGroups: [""]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["get"]
- apiGroups: [""]
resources: ['nodes"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-aws-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-aws-cluster-role
subjects:
- kind: ServiceAccount
name: csi-secrets-store-provider-aws
namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-aws

labels:
app: csi-secrets-store-provider-aws
spec:
updateStrategy:
type: RollingUpdate
selector:

matchLabels:
app: csi-secrets-store-provider-aws
template:
metadata:
labels:
app: csi-secrets-store-provider-aws
spec:
serviceAccountName: csi-secrets-store-provider-aws

8 2= §H POD
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hostNetwork: false
containers:
- name: provider-aws-installer
image: public.ecr.aws/aws-secrets-manager/secrets-store-csi-driver-provider-
aws:1.0.r2-50-g5b4aca1-2023.06.09.21.19
imagePullPolicy: Always
args:
- --provider-volume=/etc/kubernetes/secrets-store-csi-providers
resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
memory: 100Mi
securityContext:
privileged: true
volumeMounts:
- mountPath: "/etc/kubernetes/secrets-store-csi-providers”
name: providervol
- name: mountpoint-dir
mountPath: /var/lib/kubelet/pods
mountPropagation: HostToContainer
tolerations:
- operator: Exists
volumes:
- name: providervol
hostPath:
path: "/etc/kubernetes/secrets-store-csi-providers"
- name: mountpoint-dir
hostPath:
path: /var/lib/kubelet/pods
type: DirectoryOrCreate
nodeSelector:
kubernetes.io/os: linux

b. IZ1TLL T84, 1%F csi-secrets-store-provider-aws AR 551K - B4 AL [AIFLER

$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-aws -n openshift-
cluster-csi-drivers

T e SR Q2 AP B

o
™

I $ oc apply -f aws-provider.yaml

2. BFIRS K FER AWS secret ST RBIFYIR :
a. BITLUToE, IB— P BEXFEEGEEILIEX !

I $ mkdir credentialsrequest-dir-aws

b. FAUTEE HEIFERUE YAML X4 :

credentialsrequest.yaml X4 l
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apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: aws-provider-test
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- "ssm:GetParameter”
- "ssm:GetParameters"

effect: Allow
resource: "arn:*:ssm:*:*:parameter/testParameter™"
secretRef:

name: aws-creds
namespace: my-namespace
serviceAccountNames:
- aws-provider

c. IBfTLA T o3RI OIDC L7 -

I $ oc get --raw=/.well-known/openid-configuration | jq -r ".issuer'
=1
I https://<oidc_provider_name>

METH S % OIDC #tNFE &5 <oidc_provider_name>, £ TF—4HERA,
d. BT T4, #FH ccoctl TENEBEIFIFNK :

$ ccoctl aws create-iam-roles \
--name my-role --region=<aws_region> \
--credentials-requests-dir=credentialsrequest-dir-aws \
--identity-provider-arn arn:aws:iam::<aws_account>:oidc-
provider/<oidc_provider_name> --output-dir=credrequests-ccoctl-output

i tH o B

2023/05/15 18:10:34 Role arn:aws:iam::<aws_account_id>:role/my-role-my-namespace-
aws-creds created

2023/05/15 18:10:34 Saved credentials configuration to: credrequests-ccoctl-
output/manifests/my-namespace-aws-creds-credentials.yaml

2023/05/15 18:10:35 Updated Role policy for Role my-role-my-namespace-aws-creds

MEIHE AR EH <aws_role_arn> LIET—# H{#H, 5120, arn:aws:iam::
<aws_account_id>:role/my-role-my-namespace-aws-creds.,

TUTES, HAAE ARN HERSKF

e. 151
$ oc annotate -n my-namespace sa/aws-provider eks.amazonaws.com/role-arn="
<aws_role_arn>"
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3. B3 secret BN B LUE LIERH secret BRI

a. flE&xE X SecretProviderClass %7 $H YAML {4 :

secret-provider-class-aws.yamlz {5l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:

name: my-aws-provider ﬂ
namespace: my-namespace g
spec:

provider: aws
parameters:
objects: |

- objectName: "testParameter”
objectType: "ssmparameter”

87 secret N EHREA,
87 secret N FEHRBIM KL,
SHER IR E Y aws,

EERETHVBNEESH.

0009

b. IZ1TLL T a5 K 0|E SecretProviderClass *f £ :

I $ oc create -f secret-provider-class-aws.yaml

4. QIEEERELUFER L secret N -
a. 12 E X Deployment *&RE YAML 34 :

deployment.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: my-aws-deployment ﬂ
namespace: my-namespace 9
spec:
replicas: 1
selector:
matchLabels:
app: my-storage
template:
metadata:
labels:
app: my-storage
spec:
containers:
- name: busybox
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image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
-"10000"
volumeMounts:
- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true
volumes:
- name: secrets-store-inline
CSsi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-aws-provider" 6

EERRER R,

9 IEEEREM SR LEE, XNI5 secret SN FERIER,
9 87 secret N EHREA,

JZ{TLL T e 453k 6/ Deployment %4 :

ey
I $ oc create -f deployment.yaml

o ISIEMETLIM pod BHE#H HE AWS Systems Manager Parameter Store 1j[7] secret :

a. B pod EHEEHH secret :

I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/

LN
I testParameter

b. & pod HEEHH secret :

I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/testSecret

it Bl

I <secret_value>

HAth B

e f& Cloud Credential Operator T&

2.7.3.3. M Azure Key Vault ##; secret
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IR AT LAE A Secrets Store CSI Driver Operator § secret M Azure Key Vault ##; %l OpenShift Container
Platform ##) CSI £, ZEM Azure Key Vault £ secret, RHIEEENIIZREETE Microsoft Azure L,

FREZFH
o ERLET Azure L,

e %4 Secrets Store CSI Driver Operator, 24T RIES [ % Secret Store CSI I 5)FE/% o
o RBEYNF Azure Key Vault Bt & N 1FHEFTEERY secret,
o B%E Azure CLI (az),

o TATLUFAEA cluster-admin B&MAE iR EE,

ik =
1. &% Azure Key Vault #ER7F :

a. FERHENEFRMIUTERENE—D YAML X4 :

BF

Secrets Store CSI| IXENF2FE M Azure Key Vault RN E 2 — N BN EE,

LB RRIE L Azure XTI HIRBHBEEHTESR, UMEETUS
OpenShift Container Platform IE& T/, XfLhECERIE X Al BE R RN RE,

azure-provider.yaml 344761

apiVersion: vi
kind: ServiceAccount
metadata:
name: csi-secrets-store-provider-azure
namespace: openshift-cluster-csi-drivers
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: csi-secrets-store-provider-azure-cluster-role
rules:
- apiGroups: ["]
resources: ["serviceaccounts/token"]
verbs: ["create"]
- apiGroups: ["]
resources: ["serviceaccounts"]
verbs: ["get"]
- apiGroups: ["]
resources: ["pods"]
verbs: ["get"]
- apiGroups: ["]
resources: ["'nodes"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1
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kind: ClusterRoleBinding
metadata:
name: csi-secrets-store-provider-azure-cluster-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: csi-secrets-store-provider-azure-cluster-role
subjects:
- kind: ServiceAccount
name: csi-secrets-store-provider-azure
namespace: openshift-cluster-csi-drivers
apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: openshift-cluster-csi-drivers
name: csi-secrets-store-provider-azure

labels:
app: csi-secrets-store-provider-azure
spec:
updateStrategy:
type: RollingUpdate
selector:

matchLabels:

app: csi-secrets-store-provider-azure
template:

metadata:

labels:
app: csi-secrets-store-provider-azure

spec:
serviceAccountName: csi-secrets-store-provider-azure
hostNetwork: true
containers:

- name: provider-azure-installer
image: mcr.microsoft.com/oss/azure/secrets-store/provider-azure:v1.4.1
imagePullPolicy: IfNotPresent
args:

- --endpoint=unix:///provider/azure.sock
- --construct-pem-chain=true
- --healthz-port=8989
- --healthz-path=/healthz
- --healthz-timeout=5s
livenessProbe:
httpGet:
path: /healthz
port: 8989
failureThreshold: 3
initialDelaySeconds: 5
timeoutSeconds: 10
periodSeconds: 30
resources:
requests:
cpu: 50m
memory: 100Mi
limits:
cpu: 50m
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memory: 100Mi
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
runAsUser: 0
capabilities:
drop:
- ALL
volumeMounts:
- mountPath: "/provider"
name: providervol
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: type
operator: Notln
values:
- virtual-kubelet
volumes:
- name: providervol
hostPath:
path: "/var/run/secrets-store-csi-providers"
tolerations:
- operator: Exists
nodeSelector:
kubernetes.io/os: linux

T T4, #BF csi-secrets-store-provider-azure BR 551 B4 H RIFUER

$ oc adm policy add-scc-to-user privileged -z csi-secrets-store-provider-azure -n
openshift-cluster-csi-drivers

c. BT SRABENFEFIR
I $ oc apply -f azure-provider.yaml

2. BIBARSS EARE R BEHE
LUF&%, MRS EAREFIE secret XE NIMED

Hﬂlﬂl

=
a. T

ey
$ SERVICE_PRINCIPAL_CLIENT_SECRET="$(az ad sp create-for-rbac --name
https://$KEYVAULT_NAME --query 'password' -otsv)"

b. BITUTES, MRFSEAREIHID RENIMNREE :

1T
$ SERVICE_PRINCIPAL_CLIENT ID="$(az ad sp list --display-name
https://$KEYVAULT _NAME --query '[0].appld’ -otsv)"

c. BITLUT &%, ERIRSEAREFiH secret 1 ID OIJER @ secret :

N

90



8 2= §H POD

$ oc create secret generic secrets-store-creds -n my-namespace --from-literal
clientid=${SERVICE_PRINCIPAL_CLIENT_ID} --from-literal
clientsecret=${SERVICE_PRINCIPAL_CLIENT_SECRET}

d. R/FH secrets-store.csi.k8s.io/used=true #11%, LAt mEEELL
nodePublishSecretRef secret :

$ oc -n my-namespace label secret secrets-store-creds secrets-
store.csi.k8s.io/used=true

3. BIEE secret HNFERLUE IR secret T EHNF -

a. flE&E X SecretProviderClass %7 $H YAML {4 :

secret-provider-class-azure.yaml 7~

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:
name: my-azure-provider ﬂ
namespace: my-namespace g
spec:
provider: azure e
parameters: ﬂ
usePodldentity: "false"
useVMManagedldentity: "false"
userAssignedldentitylD: ™"
keyvaultName: "kvname"
objects: |
array:
- |
objectName: secret1
objectType: secret
tenantld: "tid"

8 secret N EHREA,
87 secret N FEHRBI MK ZEHE,
FHEN I E N azure,

EERETHVBNEEESH.

0009

b. 21T T4 K0/ SecretProviderClass X & :

I $ oc create -f secret-provider-class-azure.yaml

4. QIEEERELUER L secret N -
a. I E X Deployment % &RE YAML 344 :

deployment.yaml 7=l

o1
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apiVersion: apps/v1
kind: Deployment
metadata:
name: my-azure-deployment ﬂ
namespace: my-namespace g
spec:
replicas: 1
selector:
matchLabels:
app: my-storage
template:
metadata:
labels:
app: my-storage
spec:
containers:
- name: busybox
image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
- "10000"
volumeMounts:
- name: secrets-store-inline
mountPath: "/mnt/secrets-store”
readOnly: true
volumes:
- name: secrets-store-inline
Csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-azure-provider" 6
nodePublishSecretRef:

name: secrets-store-creds (4]
EEERERER.
EEMBNGRLEF, X5 secret BN AERMER,

BE secret N BRI E TR,

IBES AT Azure Key Vault BIARZS EARZEIER Kubernetes secret 5,

- -

b. iZITUA T ep 53K Deployment XI5 :
I $ oc create -f deployment.yaml

o IIEEEILAIM pod BHEHHH Azure Key Vault 1j[7] secret :

a. FlH pod HE A secret :

I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/
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it Bl
I secret1
b. & pod HEHHH secret :
I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/secreti
i Bl
I my-secret-value

2.7.3.4. M HashiCorp Vault ##; secret

A LUFE A Secrets Store CSI Driver Operator 5 secret M HashiCorp Vault ##iE OpenShift Container
Platform AHJ CSI %,

BE
{8/ Secrets Store CSI Driver Operator M HashiCorp Vault ## secret SR T =HN
i -

® Amazon Web Services (AWS)

® Microsoft Azure

Htb VAR U ESTE, EL&ENEH, UEAERNHEAT AN,

SoREH
o %4k Secrets Store CSI Driver Operator, 24T RIES [ % Secret Store CSI I 5)FE/% o
o REREK Helm,

o TATLUFAEA cluster-admin B&IAE iR EE,

1. IBFTLAT S 3R I0 HashiCorp Helm B :

I $ helm repo add hashicorp https://helm.releases.hashicorp.com
2. BT S, BHAMAECELUBR Helm TREHTRAE

I $ helm repo update

3. %% HashiCorp Vault #t5E :

a. BITLLT44, N Vault BB —/NEIHE :

by
I $ oc new-project vault
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b. iIZfTLUU TS, 1 pod REHEAINL vault 522 (A :

$ oc label ns vault security.openshift.io/scc.podSecurityLabelSync=false pod-
security.kubernetes.io/enforce=privileged pod-security.kubernetes.io/audit=privileged
pod-security.kubernetes.io/warn=privileged --overwrite

BTUT S, £F vault BRSSP B4R RITIRR

I $ oc adm policy add-scc-to-user privileged -z vault -n vault

BT T4, %F vault-csi-provider IR S51K 7 #915 [AI AR -

I $ oc adm policy add-scc-to-user privileged -z vault-csi-provider -n vault

TLL TR 5 &R ZE HashiCorp Vault :

--set "server.dev.enabled=true" \

--set "injector.enabled=false" \

--set "csi.enabled=true" \

--set "global.openshift=true™ \

--set "injector.agentlmage.repository=docker.io/hashicorp/vault" \
--set "server.image.repository=docker.io/hashicorp/vault" \

--set "csi.image.repository=docker.io/hashicorp/vault-csi-provider" \
--set "csi.agent.image.repository=docker.io/hashicorp/vault" \

151
$ helm install vault hashicorp/vault --namespace=vault \
--set "csi.daemonSet.providersDir=/var/run/secrets-store-csi-providers"

f. iIBITLLTF a4, &% vault-csi-driver s7471#%2, ¥$ securityContext &} privileged :

$ oc patch daemonset -n vault vault-csi-provider --type="json' -p="[{"op": "add", "path":
"/spec/template/spec/containers/0/securityContext", "value": {"privileged": true} }J'

TULTF 4, IE vault-csi-provider pod 2 & B IEFAAL) ¢

Q
(]

I $ oc get pods -n vault

i th o Bl
NAME READY STATUS RESTARTS AGE
vault-0 1/1 Running 0 24m
vault-csi-provider-87rgw 1/2  Running 0 5s
vault-csi-provider-bdéhp 1/2  Running 0 4s
vault-csi-provider-smiv7 1/2  Running 0 5s

4. EZ& HashiCorp Vault L ERTFE I secret :

a. BT TS0 secret :

$ oc exec vault-0 --namespace=vault -- vault kv put secret/example1 testSecret1=my-
secret-value

b. 2T T %4, JIL secret/examplel HERZE 2 E AL :
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I $ oc exec vault-0 --namespace=vault -- vault kv get secret/example1
it Bl

= Secret Path =
secret/data/examplel

Key Value
created_time 2024-04-05T07:05:16.713911211Z

custom_metadata <nil>
deletion_time n/a

destroyed false
version 1

=== Data ===

Key Value

testSecret! my-secret-value
5. ¥ Vault BB & N{EF Kubernetes &2 551E :
a. IB1TLLT a5 K5 B Kubernetes auth 53% :

I $ oc exec vault-0 --namespace=vault -- vault auth enable kubernetes
i Bl
I Success! Enabled kubernetes auth method at: kubernetes/

b. EZ& Kubernetes auth A% :

L BT RS, BREEERNENIMEEE

LY
$ TOKEN_REVIEWER_JWT="$(oc exec vault-0 --namespace=vault -- cat
/var/run/secrets/kubernetes.io/serviceaccount/token)"

ey
$ KUBERNETES_SERVICE_IP="$(oc get svc kubernetes -0 go-template="{{
.spec.clusterlP }}")"

iii. JZITLA TSR EH Kubernetes auth 3% -
$ oc exec -i vault-0 --namespace=vault -- vault write auth/kubernetes/config \
issuer="https://kubernetes.default.svc.cluster.local" \
token_reviewer_jwt="${TOKEN_REVIEWER_JWT}" \
kubernetes_host="https://${KUBERNETES_SERVICE_IP}:443" \
kubernetes ca_cert=@/var/run/secrets/kubernetes.io/serviceaccount/ca.crt

i th o Bl
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I Success! Data written to: auth/kubernetes/config

c. BITUTRE, NWNARFOE—IRE

™

$ oc exec -i vault-0 --namespace=vault -- vault policy write csi -<<EOF
path "secret/data/*" {
capabilities = ["read"]

}
EOF

i th o Bl
I Success! Uploaded policy: csi

d. ZITUTHS, SIB—1NE0RIEAGETRNAER

™

$ oc exec -i vault-0 --namespace=vault -- vault write auth/kubernetes/role/csi \
bound_service_account_names=default \
bound_service_account_namespaces=default,test-ns,negative-test-ns,my-namespace \
policies=csi \
ttl=20m

i~
I Success! Data written to: auth/kubernetes/role/csi
e. IZITLL T4, WIEFRA vault pod REHRIEERE 21T :

I $ oc get pods -n vault

it Bl
NAME READY STATUS RESTARTS AGE
vault-0 1/1 Running 0 43m
vault-csi-provider-87rgw 2/2  Running 0 19m
vault-csi-provider-bdéhp 2/2  Running 0 19m
vault-csi-provider-smiv7 2/2  Running 0 19m

==

f. BT TH%, RULFFA secrets-store-csi-driver pod @ B EFIia1T :

I $ oc get pods -n openshift-cluster-csi-drivers | grep -E "secrets"

it Bl
secrets-store-csi-driver-node-46d2g 3/3 Running 0 45m
secrets-store-csi-driver-node-dzjjn 3/3 Running 0 45m
secrets-store-csi-driver-node-drmt4 3/3 Running 0 45m
secrets-store-csi-driver-node-j2wit 3/3  Running 0 45m
secrets-store-csi-driver-node-voxv4 3/3  Running 0 45m
secrets-store-csi-driver-node-viz28 3/3 Running 0 45m
secrets-store-csi-driver-operator-84bd699478-fpxrw 1/1 Running 0 47m
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6. B secret N EERLUE IR secret FHEHLNEE :

a. fEE X SecretProviderClass %7 $H YAML {4 :

secret-provider-class-vault.yaml 7=l

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:
name: my-vault-provider 0
namespace: my-namespace 9
spec:
provider: vault
parameters:
roleName: "csi"
vaultAddress: "http://vault.vault:8200"
objects: |
- secretPath: "secret/data/example1”

objectName: "testSecret1"”
secretKey: "testSecret1

87 secret N EHREA,
87 secret N FERBIM KL,
FHRARRFHEE N vault,

EERETHVBNEEESH.

0009

b. 21T T a5 K 0|E SecretProviderClass *f £ :

I $ oc create -f secret-provider-class-vault.yaml

7. QIEERELUERLL secret RN -
a. fI2E X Deployment *&RE YAML 344 :

deployment.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: busybox-deployment ﬂ
namespace: my-namespace 9
labels:
app: busybox
spec:
replicas: 1
selector:
matchLabels:
app: busybox
template:
metadata:
labels:
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app: busybox
spec:
terminationGracePeriodSeconds: 0
containers:
- image: registry.k8s.io/e2e-test-images/busybox:1.29-4
name: busybox

imagePullPolicy: IfNotPresent

command:

- "/bin/sleep”

- "10000"

volumeMounts:

- name: secrets-store-inline
mountPath: "/mnt/secrets-store”
readOnly: true

volumes:
- name: secrets-store-inline
Csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-vault-provider" 6

ﬂ e EERE B TR,
9 IEEEREM G R LR, XNI5 secret SN FERAER,
9 87 secret N EHREA,

b. 2T T 43K Deployment X% :
I $ oc create -f deployment.yaml

o WFEREE A LM pod BiEEHH HashiCorp Vault 1[7] secret :

a. IBITLAT S, FUH pod HEH A secret :
I $ oc exec busybox-<hash> -n my-namespace -- Is /mnt/secrets-store/
=1
I testSecret1

b. IZTLA TS, &HE pod HEH A secret :

I $ oc exec busybox-<hash> -n my-namespace -- cat /mnt/secrets-store/testSecreti

i th o Bl

I my-secret-value
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2.7.4. R BXHE N Kubernetes secret H MRS HITRS

WAEAILIEARYE, MEENSTHRALE Kubernetes secret, A E = ARLHWRAIZEALES
BEFEZ BB | B Kubernetes secret,

gk

==
[=]

INRIEAREF secret FAEIE OpenShift Container Platform 2% etcd A1, HAE
FERRY, NESECHEALLIIE, i EBEERIMEL =R A secret i,

MRBERATRAY, TR secret B pod [/F, KBEEHSEM secret REY 7 Kubernetes secret,
LB EEHRNER pod #MIFRES, BEH B Kubernetes secret R#H R,

FRFH

o B &% Secrets Store CSI Driver Operator,
o BRI secret FHEREN A,
o MBEAIRT secret N AEF,

o RETLUFEAEZS cluster-admin A& i A& EE,

1. BT &5k SecretProviderClass TR :
I $ oc edit secretproviderclass my-azure-provider ﬂ

ﬂ ¥ my-azure-provider &#i7 secret #tLN ERBIE R,

2. EARYP B Kubernetes secret EZE 7R secretsObjects Ef 4 :

apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:

name: my-azure-provider

namespace: my-namespace
spec:

provider: azure

secretObjects: ﬂ

- secretName: tissecret 9

type: kubernetes.io/tls 6
labels:

environment: "test"
data:

- objectName: tiskey ﬂ

key: tls.key 6
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- objectName: tlscrt
key: tls.crt
parameters:
usePodldentity: "false"
keyvaultName: "kvname
objects: |
array:
-
objectName: tiskey
objectType: secret
-
objectName: tlscrt
objectType: secret
tenantld: "tid"

18 E R M Kubernetes secret HIELIE,

1B EE0EM Kubernetes Secret X R E R,

1B EZ O Kubernetes Secret X RAYEKEYL, {5140 : Opaque 3% kubernetes.ioftls.
EEER S ABHX REIRHHIE,

EEIEE objectName R data FEXRIEFE Kubernetes secret,

0009

3 RIS LAES L E

2.7.5. &5 %E pod BHEHHFH secret ;KT
BRI LAEE pod BHEHH secret BIFEMIER, SIRIRA,
Secrets Store CSI Driver Operator f£5 pod HHRE B % Z2 6] Q| —

SecretProviderClassPodStatus %R, EalIEBIFREEEFFMER, SIERE, UK pod BEEH;
R H secret,

FoRFMH

o %%k Secrets Store CSI Driver Operator,

o B secret FEHEN A,

o MEOIET secret HRFEHR,

o REERE T M Secrets Store CSI Driver Operator #¥# %8 pod.

o MATLUFEAEA cluster-admin BE&HAE iR EE,

o ZITLLTFM%E, &HE pod BEH A secret WIFAFER -

$ oc get secretproviderclasspodstatus <secret_provider_class_pod_status_name> -o yaml

100



8 2= §H POD

ﬂ secret N pod KEX R A FRE A <pod_name>-<namespace>-
<secret_provider_class_name> &=,

i th o Bl

status:
mounted: true
objects:
- id: secret/tlscrt
version: f352293b97da4fa18d96a9528534cb33
- id: secret/tlskey
version: 02534bc3d5df481cb138f8b2a13951 ef
podName: busybox-<hash>
secretProviderClassName: my-azure-provider
targetPath: /var/lib/kubelet/pods/f0d49c1e-c87a-4beb-888f-
37798456a3e7/volumes/kubernetes.io~csi/secrets-store-inline/mount

2.7.6. E#; Secret Store CSI Driver Operator

FERFH
e jj[A] OpenShift Container Platform Web 12%1&,
o SRMEIE A VIAIIRR,

i =
EN#k Secret Store CSI Driver Operator :

1. {ZIEFRE £ secrets-store.csi.k8s.io N ERIN 2R pod.
2. NP secret M BREMRISE = 5 N BaE 4,

3. MIB& Container Storage Interface (CSI) IXEHF2FEFIAERE L ¢

a. = Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 1f Instances 1%+ £, XF secrets-store.csi.k8s.io, SRZAMB THIFH, AFH Delete
ClusterCSIDriver,

c. HIRZRE, Hi Delete,

i

. BIE CSI HEBhiRFF pod BETNHBIBIT.

ul

. E0# Secret Store CSI Driver Operator :

% .
" TEENEL Operator &, wT5EMIBR CSI Ehi2fF,

a. = Operators — Installed Operators,
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b. 7E Installed Operators T{EHH, 1E Search by name fEA i A "Secrets Store CSI" &
Operator, AERTE,

c. 7£ Installed Operators > Operator i¥{& il H B9A LA, = Actions - Uninstall
Operator,

d. #7E Uninstall Operator & ORI, s Uninstall #2511 Map4 Z2 (B A iHIBR Operator.
Operator EEHFHENEMN AEFHEEFINEE,
EEkfE, Secret Store CSI Driver Operator AE3I7E web %I 5# Installed Operators H
ﬁj\o

2.8. WM AECER S
BUT #8472 YRR B I R AN O R AE A 1,

2.8.1. T FREC EBRSY

FZNEARFEEFARENYE. B TSHNNESEMELHEEHTEE, £ OpenShift
Container Platform /1, XERE T HSHERNELE, UEFRBREN BRRFLUBE,

ConfigMap I Ri{Z2#t T AT AR EFHENAVGE, BENRFARERS OpenShift Container Platform
T*k, EEMHNATATFEFEHANERFE (WANHIEM) HENEER (MTEERES K JSON blob) .

ConfigMap * R B SEEHERH(EXS, XLEBWERIE Pod FHAIA T HHEEFSERAHGNEE
#iE. B :

ConfigMap % &R X

kind: ConfigMap
apiVersion: vi
metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: example-config
namespace: my-namespace
data:
example.property.1: hello
example.property.2: world
example.property.file: |-
property.1=value-1
property.2=value-2
property.3=value-3
binaryData:
bar: L3Jvb3QvMTAw @)

Q aaRBEHIE,
Qg EMEAIE UTFS BURMSTHE, N4 Java BBEHEME ST, Ll Base64 W= A STHFEURE,

% -
MR (NEig) CIRECERSIES, ERILUER binaryData F.

FAJLUTE Pod RUAEMARUERERERE, MEMNTAT :
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o ERBFERIMELEH
o WERBHHNBRITSH
o EREHHLEX MY
AP RS M AT AR BC B PR ST R 7 L B 3.
FLEMRST S secret KU, BT HEEEMEREBZHSTSBWRERNFERBES,

BC i BR 5 PR
£ pod HRILUHFEEHARA, S0 EMSN,

AL B S SR BT RO WEERE. RIBREKERERREERNESE S NEHM.

ConfigMap *f &HFEE—1WHH,

BITReERE—TH F i pod 51 A,

Kubelet R 9E M API fRS523IKENEY pod EFARCERRSY.

X SIEFER CLI OISk A M E Hl 1R HI 2R 018 pod, EAREIEET OpenShift Container Platform T s

B9 --manifest-url #7ic. --config #7ic, @i REST API GI28 pod, FEiXLERELIE pod BIER A
5£0

2.8.2. 7£ OpenShift Container Platform Web 2% & A | 22 g & Af 5+

1R B LATE OpenShift Container Platform Web 2244 do 4| B2 BC & R &Y,

%3

o LIEHEENFDOREEMRS
1. 7€ Administrator i/, % Workloads — Config Maps.
2. FE%lmEA LA Create Config Map.
3. MAREMRFHIANE,
4. J&FE Create,

o LIFREZMNOEREMS
1. £ Developer i/, %#% Config Maps.
2. L% imEA L% Create Config Map.
3. MAREMRSFHANE,

4. %% Create,

2.8.3. f M CLI 822 ECEPRSY
EAUERAUTSSMER, FEXHHIFHOIREREBIRY,

AR
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o AIEEEMS :

I $ oc create configmap <configmap_name> [options]

2.8.3.1. MB X022 A & M 5

BRI LAE R --from-file tTEM B K OIRECEMRS, XNHEAFEFERBRFNS N XER L RERER
%Tjo

BXHhENHATFEREMSN PIET R, HPENATEXHE, BNERXHENRE,

B, UTHSEEB—1HHE example-files B X ASMEBIRET :
I $ oc create configmap game-config --from-file=example-files/
BEREERNPHNEHY :

I $ oc describe configmaps game-config

=1
Name: game-config
Namespace: default
Labels: <none>

Annotations: <none>
Data

game.properties: 158 bytes
ui.properties: 83 bytes

B UER, MEHHHNESREZMGSPIBENE RPN XHE0IEYN, XERANRNBTREIEE X,
Atk oc describe By H R B RERNZTRKEE KN,

=S5

o BB —/1Bx HbaaEEFEREREEIRNNIEIENXHE,
LUR SRR X L~ B2 - game.properties #1 ui.properties :

I $ cat example-files/game.properties
i Bl

enemies=aliens

lives=3

enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30

I $ cat example-files/ui.properties
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it Bl

color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice

iz
o MALUTEHS, MIR2E@aBRPENXHRENE B
$ oc create configmap game-config \
--from-file=example-files/

o (FRAWHE -0ETIH oc get S LUEBREMNME :

I $ oc get configmaps game-config -o yaml
i Bl

apiVersion: vi
data:
game.properties: |-
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:34:05Z
name: game-config
namespace: default
resourceVersion: "407"
selflink: /api/v1/namespaces/default/configmaps/game-config
uid: 30944725-d66e-11e5-8cd0-68f728db1985

2.8.3.2. M\ 2R g i B
B LUFER --from-file iREM X G AIRELBIES, Bel A% R --from-file 1£T1{% %45 CLI,

LA LU key=value Rk 151845 --from-file 17, EEEMRANPIMXHERSANAETIEEER
WERH, B0
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I $ oc create configmap game-config-3 --from-file=game-special-key=example-files/game.properties

pa -

MRMEOE— N EEEMS, EaIUEARAREIFIE UTFS BB S & IE UTFS 93K
#&. OpenShift Container Platform il E| #6344, FIHZXHEHRIGH MIME, RS
22 L, MIME & E R AR I 17 1 T A 2 IR,

AR

o BIMABE—/1Bx HbaaEEFEREREEMRNNOEIENXHE,
LUR SRR X L~ B2 - game.properties 1 ui.properties :

I $ cat example-files/game.properties
i Bl

enemies=aliens

lives=3

enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30

I $ cat example-files/ui.properties
it =Bl

color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice

o AT IEEREX RO EMRS

$ oc create configmap game-config-2 \
--from-file=example-files/game.properties \
--from-file=example-files/ui.properties

o EITIEERENROZECEMRS

$ oc create configmap game-config-3 \
--from-file=game-special-key=example-files/game.properties

o {H -0 BIIAXIRAEIA oc get i, UEEXHHBIHE :
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I $ oc get configmaps game-config-2 -o yaml
i Bl

apiVersion: vi
data:
game.properties: |-
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:52:05Z
name: game-config-2
namespace: default
resourceVersion: "516"
selflink: /api/v1/namespaces/default/configmaps/game-config-2
uid: b4952dc3-d670-11e5-8cd0-68f728db1985

o {HF -0 TR REIA oc get vy, UEBHEXN RBIHE

I $ oc get configmaps game-config-3 -o yaml
it =Bl

apiVersion: vi
data:
game-special-key: |- ﬂ
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T18:54:227
name: game-config-3
namespace: default
resourceVersion: "530"
selflink: /api/v1/namespaces/default/configmaps/game-config-3
uid: 05f8da22-d671-11e5-8cd0-68f728db1985
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@ ERoEsENSERLBOEY,

2.8.3.3. NFHE1{H O 2 A E R 5
R R LA AL B RS 1R P T

--from-literal ;£ 71X F key=value ifi%, ERVTEEEGTITHIRHFEE.

it
o EIIEEFHEERL/RAEMRS :

$ oc create configmap special-config \
--from-literal=special.how=very \
--from-literal=special.type=charm

o (FRWHE -0LTIH oc get S LUEBREMNE :
I $ oc get configmaps special-config -o yaml

it Bl

apiVersion: vi
data:
special.how: very
special.type: charm
kind: ConfigMap
metadata:
creationTimestamp: 2016-02-18T19:14:38Z
name: special-config
namespace: default
resourceVersion: "651"
selflink: /api/v1/namespaces/default/configmaps/special-config
uid: dadce046-d673-11e5-8cd0-68f728db1985

2.8.4. Al : £ pod H{F FAEC &R &Y
LUR /N #8558 7 7E pod ARSE#FE ConfigMap *f I 89— L& I,

284\ FHARKEMRNAERFPERIMNETE
BRI UEREERAERSFERENMNEELE, KMURERIMEL ELTHAE BT A SRPRINR

=
TE,

fign, EEELTECERSY

BWANIMEZLEM ConfigMap

apiVersion: vi
kind: ConfigMap
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metadata:
name: special-config ﬂ
namespace: default 9
data:

special.how: very 6
special.type: charm

@ mEsHAT.
@ DEMRSFENTIE, BEMRSRAERE—E R pod 3IF.

OQ= 1\ E,

WA— T IEZEM ConfigMap

apiVersion: vi
kind: ConfigMap
metadata:
name: env-config 0
namespace: default
data:
log_level: INFO @)

@ mEBHAT.
@ TIAMNELE.

o RELAEF configMapKeyRef &84 7E pod #{# Lt ConfigMap Y,

BEEAREMEEN Pod A&

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env" ]
env: ﬂ
- name: SPECIAL_LEVEL_KEY g
valueFrom:
configMapKeyRef:
name: special-config 6
key: special.how
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- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config 6
key: special.type G
optional: true
envFrom:
- configMapRef:
name: env-config
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
restartPolicy: Never

Q M ConfigMap F RIS ERIEAE S BRI/NTT,

@ EER{CEARN pod FMELEBHEH,
%%MEP?EEH#EEN%QEE’\J ConfigMap &7,

w%}% ConfigMap FHIERIOEFE &,

Q FIMETEM NAL, ENEET, BIfE1EER ConfigMap I REFE,
@ M ConfigMap FRHIEXFR B TR AT E /YN,

© SHHEEFAHEZER ConfigMap A7,

Lt pod 4T, pod HESIELUTHIL -

SPECIAL_LEVEL_KEY=very
log_level=INFO

&5 pod.

o =
' A %A SPECIAL_TYPE_KEY=charm, & #i%&7T optional: true,

2.8.4.2. (FARERN NBRN T XERTITSH

IRE] LUOEIT Kubernetes #i#iiE % $(VAR_NAME), SRR B RAXBABHMGSH

fign, EEELTECERSY

apiVersion: vi
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm
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o EREFAINBFFN—IHaP, FREBERENETENH, AE, EAILUER
$(VAR_NAME) i E &M aHhsI BHell,

BE N EARENEZEN pod HAETHE

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "echo $(SPECIAL_LEVEL_KEY) $(SPECIAL_TYPE_KEY)" ]

env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
restartPolicy: Never

@ CREERFENEZENESEIAISRRHADR,

Ltk pod 1Z1THY, test-container B23HIZ1THY echo SEHIHIHAINT -

I very charm

2.8.4.3. [FHEREMNTHNTIEIASL
B LUME AR EMRITNEEAL,

ConfigMap B E X 5i&(CR)RHI

apiVersion: v1i
kind: ConfigMap
metadata:

name: special-config

m
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namespace: default
data:

special.how: very

special.type: charm

iz
A LME AR ERGTAR EASHEN DR EBEL,

o FRAREMNFATIABNEREARATEZESHERBE NIXHETHXMY, XHNREZHR

g :
apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
securityContext:

runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat", "/etc/config/special.how" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
volumes:
- name: config-volume
configMap:
name: special-config ﬂ
restartPolicy: Never

ﬂ LB

LiXA pod IZ1THY, cat M HHIEIHIR :

I very

o LTI LUEHIR S B AR BB P BIRR AR -

apiVersion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
securityContext:
runAsNonRoot: true
seccompProfile:

12
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type: RuntimeDefault
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "cat", "/etc/config/path/to/special-key" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
volumes:
- name: config-volume
configMap:
name: special-config
items:
- key: special.how
path: path/to/special-key ﬂ
restartPolicy: Never

Q@ EEmSHHORE,

LXA pod JIZ1THT, cat SBIEIHINR ¢

I very

2.9. ER A EEEFE POD VR A B R

BB &EY, BEERERE XN, FEETE OpenShift Container Platform pod B {d F4E EHY % & 2K
Bl 40 GPU. InfiniBand Sk EMEEHNET BBLANBERNRLUTE TR,

2.9.1. TR TEE

WERERE—BHIBENRRAR, UEERFEREEE, Waidthdd—m RILHI X LR
FRMESE, MMEXEZETHASER, REILETSEHNRERE, FestH=e(l

BT
OpenShift Container Platform XX &M API, {BixFiEHRSHES MM EIRHEX
o

HEEGRE TR (kubelet 94ME8) LiZ1TH gRPC BRSS, MTiEIBFEMBH TR, EmLEELGE
W BT iizid B IHA (RPC) :

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

13
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}

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device
// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during

// registration phase, before each container start. Device plug-in

// can run device specific operations such as resetting the device

// before making devices available to the container

rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

W iat Bl
o EMT COS BURMERLIM Nvidia GPU i &t
® Nvidia B/ GPU & &HE#H
® Solarflare &M
® KubeVirt Ba it : vfio #l kvm
e T IBM® Crypto Express (CEX) £ Kubernetes i% &
WAL ARSI, KAERRRBRE— stub REEE
- vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

2.9.1.1. HHREHERERE

2.9.2.

FHtRER A RERENHETE.

HEEHE, S&EEGSZAET RLE /var/lib/kubelet/device-plugin/ Al — UNIX EiE#
F, LUBEIRSGSEE TFEAEERMN RPC,

BT X & Bt U NIEEEG R, ENXEHERANVIFNAREEFOE, B IBE— RN
L2 EFXHIETT,

BRI EBRACIIRIRM T B XRBESRNESANT,

TR EEES

WEBESRET —ME, TEBMN RSB IEGAET AT REEER,

BRI UAER ARG, MAMESUER _EFFAH,

14
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https://github.com/GoogleCloudPlatform/Container-engine-accelerators/tree/master/cmd/nvidia_gpu
https://github.com/NVIDIA/k8s-device-plugin
https://github.com/vikaschoudhary16/sfc-device-plugin
https://github.com/kubevirt/kubernetes-device-plugins
https://github.com/ibm-s390-cloud/k8s-cex-dev-plugin
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REBERFXERLAGTHVABEIR. B pod ATLUF BRI BRE/E K HIKE R & EERN EHIX
&, X—HEERTFEREMTEMBT RER.

ERhE, &&EHERTE /var/lib/kubelet/device-plugins/kubelet.sock £ Register i B &1 A E
KEBIE, FHEMLT / var/lib/kubelet/device-plugins/<plugin>.sock ] gRPC RS, LIRSS H&EE
3K,

EAEFRGEMIERE, XS BERREXSEGRSHIVIA ListAndWatch izi2id 221 A (RPC). 1
NIMR, EEEEEET gRPC MGG RREUZA T RITIR, KEBTESRIEFTRSGEE, UL
BHEREFNEH, TG, BEEERERREFFIN ; RECMEAHRESEAREE, Ma@idE
BT (& f R N I R A IR AR BN S E AR

TEALIRFTEY pod HENIEKRS, Kubelet f1F KM BRBLR G B A S G EBSRLUA TS HE. KEEESR
FEBEESRRE, URIEREEENNNE S, NREGEEFEE TS EMNXE RAMEE, NEX
RE &Rt VAR Allocate RPC,

thAt, EERERATUHITRMLMEE TR E0RE, MICiERRE. KEMBLENEEER, X
ThEE ML B4 LM =

2.9.3. [F R EES

AR EEERELINEETEYE, EARRLBERENIHRTAS S AEG.
FREEBIRE T —MIE, TEBFN LSRG RGNS TR RE AR,

1L WAL TSRS NEERBNT mREKERSE S MachineConfigPool CRD XEXHIFRE, HHATLL
TRz —

a. BENGRE :
I # oc describe machineconfig <name>
4N -

I # oc describe machineconfig 00-worker

it Bl

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ

Q@ EEBERFERE

it =
1. NEEE®ROEAE LHIR (CR),
W EHRSE CREETRH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
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name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr g
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ CrRAB—AE
@ HiAkENBREREBNIRE,

9 J% DevicePlugins % true”,

2. OB R EES
I $ oc create -f devicemgr.yaml
=1
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BN R EBBIET fvar/lib/kubelet/device-plugins/kubelet.sock, HRBERTIXEE
IR, XX FTEEER gRPC IRFSJ[EH LIUIIRFTIEEEMB UNIX IS EETF, REBRT RS
BRI, FTRTE Kubelet FIE IR sock U5

2.10. £ POD FE REKH YA POD L5

Rl LIRS REF S A pod LN S8 GTHEE, pod LAEMREKSHM pod HLLLL pod WEZE M, FHIRIE
HIH TP, 6 d (preemption) MIAFEREIKMREL N pod 52 %L, MMIEEENT
BB A T R H B RENS AR (1 5e M B M pod, pod 5 th &M pod BIVARE IR A R T i £ ¥ERA
RIXFRIRE

EFERMARIIC HThEE, EBREBECBMIAIERE L pod WHEXINE, RE, 1 pod Fi&H5IBILE
HK, DN XM ERHITHE,

2.10.1. T & pod 154

LIRER pod LK SIE H5ThEER, HERFRRIBBILLI KA FUE pod, MFWLIE pod KRIEV
AT AR LR BRI E At 5 408 pod BIRTE,. HLE, WRZAFFAEER, BaMlEHNE pod ATEELLIE
oM pod ERFE, MR pod TEHE, HAERFINWELEHEEMBEIL LN pod,

2.10.1.1. Pod £ &%

BRI LN pod DEC—MEKNE, ER—FIEMBEENR, BAFELMEBHREIERERR,
BEMEX, KPR,

ARBFN KA LEUVNFHEFETF 1000000000 (+12) B9 32 AIBEUE, W FREHIE G HARIKPREI K i

pod, IHFRBATHET 10 (ZHEE, BIAERT, OpenShift Container Platform B W MR B 54K
%, ATFEERILAENXERY pod.
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I $ oc get priorityclasses

=1
NAME VALUE GLOBAL-DEFAULT AGE
system-node-critical 2000001000 false 72m
system-cluster-critical 2000000000 false 72m
openshift-user-critical 1000000000 false 3d13h
cluster-logging 1000000 false 29s

e system-node-critical - L1 5 EMI(E T 2000001000, FFRAAEREMT M EIKFRE pod,
BHEMHH KM pod =HIE sdn-ovs 1 sdn &, 1% XHHAEBRINEIE system-node-
critical {0522k, B0 :

o master-api

o master-controller
o master-etcd

o sdn

o sdn-ovs

o sync

e system-cluster-critical - I RIER 2000000000 (Z+12) , AFHNEHMEREE
B pod, ERLEERT, BEHLMELEN Pod ATLMT Ik, Fli0, BET system-
node-critical {L5E2 KM pod RTLAMABE LS. i, MWILERRBLREBRIEHE, EH M
S 2K pod RBIA fluentd LUK descheduler ;XFERIMEINZA A2, % XA MBI\ EHE
system-cluster-critical {5228, 40 :

o fluentd
O metrics-server
o descheduler

e openshift-user-critical - 8 LMERAHFHEE pod B9 priorityClassName FE%, XL pod TTi&
REHFEHEFE, BEEBAITINNFEIREREFEIT . openshift-monitoring #1 openshift-user-
workload-monitoring fn 44 22 [A] FBY Prometheus Pod {8 openshift-user-critical
priorityClassName, iR T {£{i# (& system-critical {fF HHEE— priorityClass, B7E!
BERTERFMERRE, BLTERREN]. Ak, BIEREFUEN, HHAERFEHERRE
M, HFESBNBEENTENSRREFRET REBRE,

e cluster-logging - LIS E M Fluentd FAFHAR Fluentd pod (Lo FH MR BB R s L.,

2.10.1.2. Pod {L 5 & FR

WE—IHSMEKIERE, EALEIE pod, FH1E Pod MA& RIS E M KL, LI AZEHIZRE
RIMERR B FERBETRMANNEBRE, WREEHRIAELHBMERSE, pod FHEIEL,

2.10.2. T pod &5
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YUF K AGIBIE pod B, pod &HEAE—FAFI, INRFX AGN pod BBE T pod (L=t G, HETR
2 MEAFIRRIEER pod, FH 2 pod AEEIEANTT AL, MRAERFTTEEHRE pod WATEIREE
KEPBEY T m BB ZEE], NS NELE pod i 416 &P,

LAERFETRLEEHE—DHED pod I, K&EILES Pod spec B nominatedNodeName =FE 1%
FIZTT =BA TR, nodename FERth 2401, FEFEFEA nominatedNodeName FEX EIRER ) pod
FENTR, BERtEArRESEEDIEHBEXNER,

EHAERRILLE TE—REMLES pod fa, WERFREEZ pod WREX IR, MRETHAERRFSE
BRI SEN pod Kb IR F—TRENATH, HERFRNEEMEN pod HERIZT =L,
Lt, Pod spec ¥ nominatedNodeName &% nodeName F &I sER BT EL

F4, MRFAERFEE—TRLIES pod HFEAESFHFLLL, XN XEMEHLLFFLIE pod &H pod &
ZFE, BLAEREAUB AR XM ERERN pod, EXMWIERT, HERFRBFREFLE pod
# nominatedNodeName, f§i% pod A& AR Hab T 5 £,

AR —EMT RPBRAAE PR LES pod, TERFEELLET BIR—E BRI %N pod HERFLIE
pod,

RARLE pod BEBHERT RIS, WERFEFRMNINTREE pod i,

2.10.2.1. JE5 ML S 2k

6 HERBEXE N Never By Pod RINBEEFAR L LN pod HIAELAFIR, BIEEEHEM pod, FFHE
BIFEIR 5 pod RRBEFENSIG, BERWRAAETLFAE, JEGH pod SHM pod — 1, ZFAER
FFERERNEN, XEKE, MRAERFZHNAEXLE pod, SISUREMERER, RTFEFHERIHM
FE H AL &R pod,

FEit & pod A HEM B LS pod b,

2.10.2.2. Pod i G M1 E L FEERFIXIE
SNRE M pod E5E%S10 HIhEE, EEERMAFAERELE

pod 5% # pod HETIE

pod ¥ TIEIEE X —F M LR BELANRIRANR/NHES B O, NREILET pod FETTI

&, OpenShift Container Platform &7E#6 (5 pod Ff R QB EXLEFE, HERFEZHERHR
pod T TIEMATIR T4 pod. MIRFLAEXIEM pod, NMIAEERTAN pod HEFTIE ZE KWL S5
& (55 2% pod,

pod {5 H pod KBkt

pod KEAMEEKNH pod HER S EBRFIREREM pod HEMT =L,
NRFZHALIE pod 51T EM—PNHZEMEM KN pod B pod A FEM, HERFEMFREENER X
ERMATR FIE G BARILEN pod, XA, AERFRSIHEMT R AEFLIE pod. BE, THERIE
HERFEFHRIESEN T R, HILAEREREFLE pod.

ERFIEXMIER, HFARENEHBREB pod BY pod KELHE,

2.10.2.3. A I 5B pod

ELd pod B, HERFAEEE pod ZEXILHIREIHR, {F pod BEWSER TIEFEH., MR pod EEIHA
B&AEERY, HERRFRXIEZ pod, WRZLXIEHIRRFEEERZRFIE 1% pod BN A/ F1#FL IR pod
FE BT s ST 8] oz 18] 3& B — NS A] 2=

EREURIXNISAZE, ATLONBUEMLSEN pod BEERIEM R 2K 1EHAIR,
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2.10.3. BLE LR it G
f&A LLR I BB A KT R FER pod MAE B priorityClassName ¥ pod 51152 K BX 3 N pod

LER S b,

&

iz

ERREE R LSRRI A FHES pod H.

FERFLUEREENSIE HTIEE :

L Q=BG -

a. flE

O 000

©

—NELULLTRAIE YAML XX -

apiVersion: scheduling.k8s.io/v1
kind: PriorityClass
metadata:

name: high-priority 0

value: 1000000 @)

preemptionPolicy: PreemptLowerPriority e

globalDefault: false

description: "This priority class should be used for XYZ service pods only." 6

U ESE 3 EE 11
K REOLFEHRE,

Ak, EEMMAERLREHIE IR L, BLRBEIA
PreemptLowerPriority, ©R1FZILELE R pod 16 GBEAKRILSEH pod. INRIE S
SRBRIZE N Never, NIZILAERFEFH pod AL &,

A, EBERETMNIZFX MR LB T EEEEMENLLTN pod, LLFERBRINN
false, $£2ith RAEFE— globalDefault %y true B9 5B, INREHE
globalDefault:true BI{L5EE, NIFEMEREBTRN pod WKL NE, HINER
globalDefault:true BI{L KRR K FMIERIML LI RBEOIEN pod, F2BEXRINE
pod BIMLSEH.

Ak, AR NN IZATF LI LR pod. MIAMERXAFRES,

b. BIRILIEHE

I $ oc create -f <file-name>.yaml

2. 8% pod spec FEIEMILHNFEHIELTS :

a. flE

—NRLLLTRAIE YAML XX -

apiVersion: vi
kind: Pod
metadata:

name: nginx
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labels:
env: test
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: nginx
image: nginx
imagePullPolicy: IfNotPresent
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
priorityClassName: high-priority ﬂ

ﬂ IEEER T pod B,

b. Il pod :

I $ oc create -f <file-name>.yaml

TR LU e N A FRE RIS pod BRE DK pod R,

2. AT RIEFERF POD MEBEIRE T R
TR AR — NN BAST, (T AR B0 E AT pod ARG B8R E AL,
B pod BVRIEL—T R LB, pod BWHIREIEENLT R EIENEE,

INRIEIEE— pod BEeBEHR BN R mREMERN T RS, HEETANERTEE,

2.1 AT AR pod KB

B LUFER T m LB pod FIPRE: ERYTT sk g S ¥EH pod AR E, T mikFESsE, OpenShift
Container Platform &% pod HEEI & & LRI ZR T =,

EAAT R ITENSREINSEERINIRE. FIRERNETTEVSETHRT RIS, #FT
REBZIRE. MRTRIHRE, //J\\7J[]§|JT~' RN EBRE BN ETRRE.

E REFEESRININEIINA pod H, [ LR ARINEZ pod BOFEHIXT R A, 40 ReplicaSet X

%&. DaemonSet X5, StatefulSet /5. Deployment %=k DeploymentConfig X/ &, EAET %
EHIXT RIE pod BREEB AT EJ:E%?@JEO INREQEH pod, AU RikFIRERE
HINE pod HAEH, WIR pod SZEEHIN R, ELTHER pod, i pod MA&FHFEHCIE pod,

_ EARREEN T RIEFSRRINEIME FER pod H,

FeRFMH

B mIEFESRRINEIINA pod 1, 1EMEZ pod BIIRHEIXT R, H40, router-default-66d5¢f9464-
m2g75 pod H router-default-66d5cf9464 &l A% :

120



I $ oc describe pod router-default-66d5cf9464-7pwkc
it Bl

kind: Pod

apiVersion: v1

metadata:

#...

Name: router-default-66d5cf9464-7pwkc
Namespace: openshift-ingress

#...

Controlled By:  ReplicaSet/router-default-66d5cf9464
#...

Web ##E&7E pod YAML B ownerReferences T 7! i HIXT & :

apiVersion: v1
kind: Pod
metadata:
name: router-default-66d5cf9464-7pwkc
#...
ownerReferences:
- apiVersion: apps/v1
kind: ReplicaSet
name: router-default-66d5cf9464
uid: d81dd094-da26-11e9-a48a-128e7edf0312
controller: true
blockOwnerDeletion: true

1 ﬁﬁﬁlﬂ‘%:*ﬂa%ﬁ%_ﬁ *%%E " \7 7'7T~', \//J\\j.‘”ﬂ:T/c
o TEBIET =M, {FF MachineSet ¥ REHITEHABRESTENT RN INIRE

a. BITULTFGS, FHRZERINE MachineSet X &/ :

8 2= §H POD

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

151
| $ oc patch MachineSet <name> --type='json' -

<value>","<key>"="<value>"}}]' -n openshift-machine-api

fian -

$ oc patch MachineSet abc612-msrtw-worker-us-east-1¢ --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"

node","region":"east"}}]' -n openshift-machine-api

type":"user-
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R
IR AT AN A LU YAML SE@ETTEAZSEE PRI |

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: xf2bd-infra-us-east-2a
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £/ oc edit S B KILI % S EHRNINE] MachineSet X R :
fBlgn -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} &l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

#...

spec:
#...
template:
metadata:
#...
spec:
metadata:
labels:
region: east
type: user-node
#...

o EEMAT RN

a. AT m%itE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, FEZEHLUTT SRR -

I $ oc label nodes ip-10-0-142-25.ec2.internal type=user-node region=east
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B
AR AN LA T YAML k@ T S iRining -

kind: Node
apiVersion: v1i
metadata:
name: hello-node-6fbccf8d9
labels:
type: "user-node"
region: "east"
#...

b. BIEMER B SARMET R

I $ oc get nodes -l type=user-node,region=east

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-142-25.ec2.internal Ready worker 17m v1.29.4

2. PR T RUEFERARINE] pod
o BT RIEFEISRANMEIMNBEMARER pod, 5 pod BIFEHXS RIFNIN T LSS

W APRZ M ReplicaSet X &a<fl

kind: ReplicaSet
apiVersion: apps/vi
metadata:
name: hello-node-6fbccf8d9
#...
spec:
#...
template:
metadata:
creationTimestamp: null
labels:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
pod-template-hash: 66d5cf9464
spec:
nodeSelector:
kubernetes.io/os: linux
node-role.kubernetes.io/worker: "
type: user-node ﬂ
#...

© FmiimniE,

o BV RUAFESRNINE —NEENH pod, EIEEFRANINE Pod X &KA :

{5 T U FEER B9 Pod X Rl
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apiVersion: vi
kind: Pod
metadata:
name: hello-node-6fbccf8d9
#...
spec:
nodeSelector:
region: east
type: user-node
#...

N

”~ ‘\ %
§% I BEE R T UL AR NI IR AR pod AR,

E\

2.12. RUN ONCE DURATION OVERRIDE OPERATOR

2.12.1. Run Once Duration Override Operator #t

& AT LAE A Run Once Duration Override Operator 3812 1T—R pod B K] [RIPRH,

BF

B, OpenShift Container Platform 4.16 &4 Run Once Duration Override
Operator, THRITER ARG A F Operator,

2.12.1.1. %F Run Once Duration Override Operator

OpenShift Container Platform & Fi24T—R pod RiHITIEMNERE pod SHRIITHEFES. Run-once
pod 27 & RestartPolicy /7 Never =k OnFailure #J pod.

ST M A LUE R Run Once Duration Override Operator 356 $lBR#lX L5217 — R pod 4 F5EEIRS
BIESIE], ESFAIBRGBITHRE, SERE S FE BN &IEIXLE pod, EBLLERHINEERRZMHILIERETSZ
173 K BT[]

Z % Run Once Duration Override Operator FRBYIZ {T— RIFEN AIB E N A EZ1T—RE pod, R0
EENEANMEZRGERAE,

INRIZ1T— R pod # Run Once Duration Override Operator #8i% & T £ activeDeadlineSeconds
&, M AEXHAMERREE,

2.12.2. Run Once Duration Override Operator X 1T3¥iC

S£RHEE 5 AT LUE A Run Once Duration Override Operator s &IXHZ1T— R pod &b F5EERIR S BURT [A]
s BRI, BEPRGISEIE, EERZRKIEZT— R pod. EFLERFHNVEERREZFHIEWEST
Epr=X npulyaN: 1| iNYISTN

Z ¥ Run Once Duration Override Operator FRBYIZ{T— RIEFEN AIB E N A EZ1T—RE pod, B0
EENEANMEZRGERAE,

KEITEILNE T N OpenShift Container Platform B Run Once Duration Override Operator B9FF %,
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A % Run Once Duration Override Operator I8k, %55 % F Run Once Duration Override
Operator,

2.12.2.1. Run Once Duration Override Operator 1.1.1

KB :24E781H

LR AEA BT Run Once Duration Override Operator 1.1.1: RHSA-2024:1616

2.12.2.1.1. FiTheE R TheEI8 om

o RATLIFELL FIPS #2178 OpenShift Container Platform &R EEF{#F H Run Once
Duration Override Operator,

BF

EHEESA FIPS X, B IMEE N L FIPS R FH Red Hat Enterprise
Linux (RHEL) TTB#HZITR&EREF. AR RHEL FRECE FIPS RXMEZE R,
BB FIPS X hREZRY,

L LU FIPS #22j217 Red Hat Enterprise Linux (RHEL) 2% Red Hat Enterprise
Linux CoreOS (RHCOS)H}, OpenShift Container Platform #%:/OZH44-# A RHEL
IN#EE, 7£ x86_64. ppc64le #l s390x 22 LIRZZE NIST FIPS 140-2/140-3
Validation,

2.12.2.12. BF#ERES

® It Run Once Duration Override Operator Z{ThRAfR T LN E LR EFREE (CVE),

2.12.3. BFHo1T— R pod BESIHEARR

& B LUEF Run Once Duration Override Operator 381217 —R pod B AT [BI BRI, &@id 1E 6 % Z2[A]
L EBEIT RN R ERE, EEXmAZEERUENEHAMEIZT—R pod FH
activeDeadlineSeconds FE%i% & /) Run Once Duration Override Operator & E HIE,

\J

BF

B, OpenShift Container Platform 4.16 &4 Run Once Duration Override
Operator, THRITETR ARG A F Operator,

2.12.3.1. %% Run Once Duration Override Operator

IRET LA A Web #2241 %% Run Once Duration Override Operator,

FeREH
o RATLUFA cluster-admin R R &R,

e jj[a] OpenShift Container Platform web 1Z%I&,

1. &[HE| OpenShift Container Platform Web 2% &,
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2. 7 Run Once Duration Override Operator Ol 3R & % Z21H],

a. 1#17 Administration > Namespaces, = Create Namespace,

b. 7£ Name FE&#%i A openshift-run-once-duration-override-operator, #Af5 = Create,
3. &% Run Once Duration Override Operator,

a. $finZE Operators » OperatorHub,

b. 1E;LJE23EF %I A Run Once Duration Override Operator,

c. %% Run Once Duration Override Operator 3 = Install,

d. 7£ Install Operator TUEH :

i. Update channeli%i&7 stable, ©&%%& Run Once Duration Override Operator By
TS ERRA

ii. 1% A specific namespace on the clustet

i. M Installed namespace TB THI3H A1t openshift-run-once-duration-override-
operator,

iv. PEFE— EHTHEHESRES.

e Automatic SRB& /o 1F Operator Lifecycle Manager (OLM) 7E&HhRA A B B
B #1 Operator,

e Manual EKEEEEHEE L EIEM A F L Operator B#.
v. =R Install,
4. fiJ# RunOnceDurationOverride 5215l
a. {f Operators — Installed Operators JTEH, s Run Once Duration Override Operator,
b. 1%+ Run Once Duration Override 77, #Af5 =R Create RunOnceDurationOverride,
c. RIEFERBERE.
£ runOnceDurationOverride #84 ~, &7 LLE %7 spec.activeDeadlineSeconds A (40
REE) . THELHIEDS 36007, =X 1/M\Wf,
d. = Create,
1. BEEF OpenShift CLI,

2. BERRA pod B GIBH EMIZIT,

I $ oc get pods -n openshift-run-once-duration-override-operator

it =Bl
NAME READY STATUS RESTARTS AGE
run-once-duration-override-operator-7b88c676f6-lcxgc 1/1  Running 0 7m46s
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runoncedurationoverride-62blp 1/1 Running 0 41s
runoncedurationoverride-h8h8b 1/1 Running 0 41s
runoncedurationoverride-tdsqgk 1/1 Running 0 41s

212.3.2. FEtp R ZE A G AT — RIS A @ =

249 Run Once Duration Override Operator FIBYAFT— RIFFLLNS [ B &= N A EHZ 4T — R pod, R
EENERAMNGEERFEAE.

FoRFH

e %% Run Once Duration Override Operator,

Pt =

1. BEEF OpenShift CLI,

2. TRAOFRS, AR LRI ST — RS [ -

$ oc label namespace <namespace> \ ﬂ
runoncedurationoverrides.admission.runoncedurationoverride.openshift.io/enabled=true

ﬂ EBEERRGT—REEN BN RRZEN,

Et e R E RE AT RSN A EER, TELmAZEAFRRUBIZIT RN pod 2HE
activeDeadlineSeconds FE&i% & /) Run Once Duration Override Operator (B & 1H, Lty Ze (R ey
A pod WRE T —REFHIF1XEH activeDeadlineSeconds {H,

1 EERA TBT—REFEEN B 896 & 22 A 1 A2 — DI IT—R pod :

apiVersion: v1i

kind: Pod
metadata:
name: example
namespace: <namespace> ﬂ
spec:
restartPolicy: Never 9
securityContext:

runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- hame: busybox
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
image: busybox:1.25
command:
- /bin/sh
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- -ec
- |

while sleep 5; do date; done

ﬂ F# <namespace> E#i R E) 6y 4 22 7] B9 E 7R,

9 restartPolicy %2 Never 5 OnFailure, FBEE—NE1T— R pods

2. $IE pod @A B X EH activeDeadlineSeconds FE :

I $ oc get pods -n <namespace> -0 yaml | grep activeDeadlineSeconds
i Bl

I activeDeadlineSeconds: 3600

2.12.3.3. BiE T — RIEREIL R F B S

f&B LLE % Y. Run Once Duration Override Operator & Fi21T—RE pod WEE(E, TIE XHIMEH
3600 #, =K1/,

FeREH
o RATLUFEA cluster-admin R R &R,

e %% Run Once Duration Override Operator,

1. &XE| OpenShift CLI,

2. %w% RunOnceDurationOverride %8 :

I $ oc edit runoncedurationoverride cluster

3. E#7 activeDeadlineSeconds F£% :

apiVersion: operator.openshift.io/v1
kind: RunOnceDurationOverride
metadata:
#...
spec:
runOnceDurationOverride:
spec:
activeDeadlineSeconds: 1800 ﬂ
#...

ﬂ 1¥ activeDeadlineSeconds F %X B NFFEMIME, LR AL,

4. REFEXMH LA Z £,
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EER 77— RFEF REENGRZER P EENEMELIZE1TE pod #i=F+H activeDeadlineSeconds
FEXBENIXNHE, X R ZERRHNINEZIT K pod REREFNIELXNEHE,

2.12.4. 1%, Run Once Duration Override Operator

IRET L@ E1 %L Operator FMIBRE AR X BTIR, M OpenShift Container Platform Hif|f& Run Once
Duration Override Operator,

B

B, OpenShift Container Platform 4.16 &4 Run Once Duration Override
Operator, HRIERABERELF Operator,

2.12.4.1. #H1# Run Once Duration Override Operator

&R LAE A Web #2254 1%k Run Once Duration Override Operator, #1%; Run Once Duration Override
Operator FR2EUHIZBIZ1T— XM pod B activeDeadlineSeconds F %, B AENESENBRF
RHYE1T— R Pod,

FERFH
o EALUFEH cluster-admin 1R 17 &8,
e jj[a] OpenShift Container Platform web 1Z%I&,

e B.&% Run Once Duration Override Operator,

it =

1. E[EF OpenShift Container Platform Web &,
2. 5%l Operators — Installed Operators,
3. M Project THi%IZ&K A% openshift-run-once-duration-override-operator,

4. fifif% RunOnceDurationOverride 245,

a. = Run Once Duration Override Operator31£#¥ Run Once Duration Override 1%L7i &,

b. = &&f F£EBE%EH Options KH F1%+% Delete RunOnceDurationOverride,
c. EHAUXTIEIER, = Delete,

5. E1%; Run Once Duration Override Operator Operator,

a. 5fin%l Operators - Installed Operators,

b. s Run Once Duration Override Operator £k B3i/18 Options 35 , F 4 Uninstall
Operator,

c. EHIANIEHERH, = Uninstall,
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2.12.4.2. 1% Run Once Duration Override Operator ¥

F4, TEENE Run Once Duration Override Operator f&, &® LAMEERE B EAE X TR,

FeREH
o RETLUFEA cluster-admin F{ R/ 7] & &%,

e jj[a] OpenShift Container Platform web 1Z#I&,

o REENE T Run Once Duration Override Operator,

1. &[HE| OpenShift Container Platform Web 2% &,

2. MHBRZ % Run Once Duration Override Operator B |8 CRD :

a. 1 AZ| Administration » CustomResourceDefinitions,

b. 7£ Name FE % A RunOnceDurationOverride 37 & CRD,

c. & RunOnceDurationOverride CRD 3171 B9 £ T 32 5 , %% Delete
CustomResourceDefinition,

d. EBIINTEER, = Delete,
3. Mik& openshift-run-once-duration-override-operator 5% %2 i,
a. SfinZE Administration » Namespaces,

b. 7EiTIESRIEHFIA openshift-run-once-duration-override-operator,

c. m openshift-run-once-duration-override-operator 5 B35 Options 3 FHodktE
Delete Namespace,

d. FEMIXTIERER, #iA openshift-run-once-duration-override-operator 3 == Delete,

4. MJE RB9Er & 22 A R BRIZ 1T — R R LR I B R IR,

a. SfinZE Administration » Namespaces,
b. MG EZE (A,

c. | Labels F&3EH Edit,
d. &

runoncedurationoverrides.admission.runoncedurationoverride.openshift.io/enabled=true
W, AER Save,
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®= 3= [FHEBET Y METRICS AUTOSCALER OPERATOR BEh¥™
E POD

3.1 ZiTEID

3.1.1. HE X Metrics Autoscaler Operator £ 1T3EiC

Red Hat OpenShift BJE & Y. Metrics Autoscaler Operator & {7310 4A T #BITHRERIB R IhRE. B FH
BIZhRELL K BR8] &,

Custom Metrics Autoscaler Operator & F Kubernetes #J Event Driven Autoscaler (KEDA), HE&ETF
OpenShift Container Platform #& @ B 2h{ B (HPA)/IE,

Custom Metrics Autoscaler Operator for Red Hat OpenShift #E A 2228 FYH 1R 1, ©
5 OpenShift Container Platform #% /DA E, Red Hat OpenShift Container Platform 4 én
EHAE SRR T R ITHRA TR A M

CRARAIS-Z=7:5)F N

THRHNEA OpenShift Container Platform hRAE Y. B 7E Y. Metrics Autoscaler Operator iR A,

OpenShift Container Platform ikZ<

21211 4.15 RFF%L4T (GA)
21211 414 RFF44T (GA)
21211 4.13 NI4T (GA)
21211 412 NI4T (GA)

3.1.1.2. B X Metrics Autoscaler Operator 2.12.1-394 & fT3¥iC

Itt B % X Metrics Autoscaler Operator 2.12.1-394 & {ThR A&} 7E OpenShift Container Platform & H2
1789 Operator 1Rt T RFHIAMEE. LUTAER AT RHSA-2024:2901,

BF

EREBE X Metrics Autoscaler Operator BIXMNhRAET, 15 BRAER AT R Z= AR T
YRR AN B4t X 3 3589 KEDA R AR,

31121 BFERES

o FELIHIMIRRAA, LN TR JSON BI4EE R #5347 unmarshaling 2028
if, protojson.Unmarshal B3 A—FEMEIN. % unmarshaling E|2&
google.protobuf.Any {&5L%{& 7 UnmarshalOptions.DiscardUnknown iETiff, mIEE&HIN
MM, MR THRARDR T XA A%, (OCPBUGS-30305)
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o TELIRIHIRRA R, UMBITLEBDRFAN, "ILIEAHAMER Request.ParseMultipartForm 755%H,
{8/ Request.FormValue. Request.PostFormValue = Request.FormFile 75505,
TR AERNRERERFELE —RATISERNALE, XARESATFELEXITHEA
PEEIEKNT, MMSEBIBRENE, XARKSFBAEER, EXMNMRASF, @Rifdie
AT LAIE ffs it PRI 2R BT RR A K7\, (OCPBUGS-30360)

o TELIRIMIARAA, LUEEHTTP EEMEIFELE FiEsRENTE LRSS, HTTP &/
IR R BURGRL, #0 Authorization 2 Cookie, 40 : M example.com I
www.example.com IEEBSK %4 Authorization 172k, {BEEME] www.example.org A&
ik MERBODKITH HTTP EEM AR FRBUBITLBEENME L, WAITHRABRR T XD
A&, (OCPBUGS-30365)

o TELIRIMRRARR, BIFEEHARMNAAEENIEPHIEPESSBUEPRIETTE panic, WA
2% Config.ClientAuth Z#i% &y VerifyClientCertlfGiven =%
RequireAndVerifyClientCert {EHIFF A INZEF TLS B imFIARS 28, BIAITHRE TLS RS 2RTE
SEREE P imiEP, LA ITHRARRR TiX4 A, (OCPBUGS-30370)

o TELIRIMURRAH, #NRM MarshaldSON 73K:REIME IR S E A A EHIEEE, BUBTRERWA
SEREIF HTML AR S EFXE IR T, ERERTESRENBEARNTIEABER. L
RAThRAERIR 7 XA A)#, (OCPBUGS-30397)

o TELLHIMIARAH, net/http #1 golang.org/x/net/http2 Go B &R BREIN HTTP/2 15K ELEH
CONTINUATION mip# &, LWREARTFRELENEMERBEERN—HRENL, XERL
JSHOIRER. RIS, REEF. XARESH CPUHRETE, WAITARAER T XA,
(OCPBUGS-30894)

3.1.2. Custom Metrics Autoscaler Operator 89513 £ & {ThRA L 173110
PR AATEICER FLAFIB B E X Metrics Autoscaler Operator iR &,

BRYBIRA, 1ESH B E X Metrics Autoscaler Operator £ 1T3F10 o

3.1.2.1. HE X Metrics Autoscaler Operator 2.12.1-384 & {T3FiC

Ltk B % Y. Metrics Autoscaler Operator 2.12.1-384 % {ThR A #17E OpenShift Container Platform &2
TE9 Operator 1Rt T HMEMRFHIRERE. UTAETAT RHBA-2024:2043,

HE

ELREBE X Metrics Autoscaler Operator BIIXMNhRAE]T, 15 BRIERI AT R ZE= AR T
YRR AN B4t X 3 3589 KEDA R AR,

3121 BFERESR
o ELIHIMIARAA, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter %3 {& it
DXER, Eik, A cron il L 3T BYN KRIEEERE T, RANEGIRTERIINXE
Bo TXTHAR, BEEEHEHNESENXER, Eit, 875 cron itk 239N RILEATLL
E# T/, (OCPBUGS-32395)
3.1.2.2. B%E X Metrics Autoscaler Operator 2.12.1-376 X {T3E1iC.

Ltk B % Y. Metrics Autoscaler Operator 2.12.1-376 & 1ThRANTE OpenShift Container Platform &&f iz
1789 Operator 124t T REB|HMMREFIERES, UTAERTHTF RHSA-202411812,
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BF

ELEBTE Y Metrics Autoscaler Operator BIXANKRAET, 15 M BRAER LART 2 22 BT
WM A B4 X 32 R KEDA R AN,

31221 BFHERES
o TELIRIHIARAAR, MRET BN RTHIEPIEELRE, MAEFEENSRZZEE, NEZ scaler B
FPInTEB RSk ER iR sy, MmSEBRRERR. EXMNRAD, L H IR R LUE
Witk EZR FinfEa s, MMSBAERR. (OCPBUGS-30145)

o TELIRIMARAH, keda-metrics-apiserver pod #J ServiceMonitor B E Y ¥R (CR) TiEIEE L
fE, EN CRBIAT http MRG0 &M, 7EXTMhRAAH, ServiceMonitor CR{E1E T 5|
metrics BIIEFAIHOZTR, Kk, Service Monitor I LLIEE T, (OCPBUGS-25806)

3.1.2.3. HE X Metrics Autoscaler Operator 2.11.2-322 & {730

Ltk B % X Metrics Autoscaler Operator 2.11.2-322 &Z{ThRA}7E OpenShift Container Platform iz
1THY Operator IRt T ZREFEHMNBFIHREE, UTLEAATF RHSA-2023:6144,

BF

ELEBTE Y Metrics Autoscaler Operator FIXANKRAET, 15 M BRAER LRI 2 22 BT
WM A B4 X 32 R KEDA R AN,

3.1.2.3.1. BFERMES

o [H B E X Metrics Autoscaler Operator iR 3.11.2-311 B4 4 %5, FTLATE Operator SBEHARE
EAHEY, FTLLBE X Metrics Autoscaler Operator pod &% 15 D8 ER, EXMNRAS, 7
Operator SPE RN T FAENEEH,. AL, Operator FEE 15 9HE/H, (OCPBUGS-
22361)

3.1.2.4. A% X Metrics Autoscaler Operator 2.11.2-311 £ {73E1C

Itb B % Y. Metrics Autoscaler Operator 2.11.2-311 A4 {ThR &N 1E OpenShift Container Platform &2 1T
B Operator 124t T FTTHEEMTZFEHEIRIEE . BE X Metrics Autoscaler Operator 2.11.2-311 BI2E41E
RHBA-2023:5981 4 7,

BF

ELREBE X Metrics Autoscaler Operator BIXNhRAET, 15 BRAERI LA BT R ZE= AR Tl
YRR AN B4t X 3 3589 KEDA R AR,

3.1.2.4.1. FiThae K Thaeidsn

3.1.2.4.1.1. Bl 3% ¥F Red Hat OpenShift Service on AWS (ROSA) #l OpenShift Dedicated

B X Metrics Autoscaler Operator 2.11.2-311 B] LAZ %&£ OpenShift ROSA #1 OpenShift Dedicated 5%
BEER L, BE X Metrics Autoscaler Operator R HA kR A R 8EZ & 7E openshift-keda fp 4 Z2[A]H, X
5B Operator ToiEZR % E| OpenShift ROSA #1 OpenShift Dedicated 58/, LthB7E Y. Metrics
Autoscaler fR A FLERI Hh 2228, 40 openshift-operators = keda, MR AR EE| ROSA #1
Dedicated S£&$/,

3.1.2.4.2. BFEAMES
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o ELIRHIMIRRAF, HNRZELFEIE Custom Metrics Autoscaler Operator, {B3&E{F
F, OpenShift CLI R7E{Ef oc fa 5 fii Afa#iiE could not get resource list for
external.metrics.k8s.io/vibetal: Got empty response for: external.metrics.k8s.io/vibeta1l
iR, BAXMNEEHEEMHLREE, HARERERREE, T X RAH, Gotempty response
for: external.metrics... TE2 1, (OCPBUGS-15779)

o ELIEIMIARAR, (EMBERSITERINHEBE X Metrics Autoscaler BN RIEIEN Keda
Controller B (FIIN7EEEFRNGE) 2% HE X Metrics Autoscaler k8., X 5B RAPMIRE
B, BE X Metrics Autoscaler IIfE{F F B CRF R EEIFS AR, ERHITELRE
WA HIRE, (OCPBUGS-15590)

3.1.2.5. HE X Metrics Autoscaler Operator 2.10.1-267 X {73Ei

Itt B E X Metrics Autoscaler Operator 2.10.1-267 & {ThiR A&/ 7E OpenShift Container Platform & /2
1THY Operator 12t T HTIREFTEF IS IRIES ., BE Y Metrics Autoscaler Operator 2.10.1-267 HA#41E
RHBA-2023:4089 H 4 #,

BF

ELEBTE Y Metrics Autoscaler Operator BIXANKRAET, 15 M BRAER LRI 22 22 BT
WA A B4 X 32 R KEDA R AN,

3.1.2.5.1. BFERMES

o FELIHIMIARAH, custom-metrics-autoscaler #1 custom-metrics-autoscaler-adapter 55 {&71
BENKER, AL, 8 cron 4SRN BNRTEEETIE, RNIEHBRTELZENXE
B, EXMRASF, GHRWESESNXER, AL, @& cron L SR RINERTLUEE TE,
(OCPBUGS-15264)

o TELLHIMIRRAH, HE X Metrics Autoscaler Operator @ RIAFRAESEN R, SEHMO R
72 A BN RIANEBESERIINT R, Eb, BE X Metrics Autoscaler Operator ToiE I A B E
SEEEER API BRSSEBRAFEMEIL, XA 5 kube-system &3 & Z2 A dh HINEE R, FEIX D hRAH,

B X Metrics Autoscaler Operator 2Bkid ¥ ownerReference FEXRINEI 7 — N op R 2RI HHY
AN RBEMERECTHEN R, UE, ABFERKELE, BEBEIMAER, (OCPBUGS-
15038)

o TELIRIMARAA, HBE X Metrics Autoscaler Operator ¥ ownerReferences &R INE!
openshift-keda e & ZZ[Al R, BARXFRIEMINEEFE, BFEELLFEFTRERAEIFERIEM
BB, EXMNRAR, BE X Metrics Autoscaler Operator A% ownerReference ZEX A INE!
openshift-keda 8 & 22 (8] F, KL, openshift-keda @& % A AE A —1 superfluous
ownerReference FE&, (OCPBUGS-15293)

o TELIFIMARAR, MEEFERFER pod BRLUAKERIIEREEER Prometheus fill % 25, FF
B podidentity Z#i% &} none, N4 [T ET B, ETXMNRAA, OpenShift BB E L
Metrics Autoscaler B LAIEffth 40 EE none pod B IRETEFRE, Kb, A pod HHLUAH
BRIIE A AL BRI Prometheus i 4 2%, H podidentity % E 5 none HI7E AT LUIEFAT
B. (OCPBUGS-15274)

3.1.2.6. B%E X Metrics Autoscaler Operator 2.10.1 £ {73FiC

Itt B % X Metrics Autoscaler Operator 2.10.1 & {Thiv A< N 7E OpenShift Container Platform & /2 1TH
Operator 121t T #FTHEEFNIEF I REE ., BE X Metrics Autoscaler Operator 2.10.1 BI2H 4 7E RHEA-
2023:3199 %,
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H5E
ELREBE X Metrics Autoscaler Operator BIXMNhRAE], 15 BRIER AT R Z= AR T
YRR A S At X T3 H) KEDA R A,

3.1.2.6.1. HiTheE K Thaeig s

3.1.2.6.1.1. HE X Metrics Autoscaler Operator IERX A 77

HITE, B7E X Metrics Autoscaler Operator MEE Y. Metrics Autoscaler Operator iR 2.10.1 FFRIE R &
s

BE

ﬁﬁﬁ?ﬁﬁ«ﬁﬂLﬁ?ﬁE/\/—E MR INEE, HRTIIHEE AR Z L8/ MR S5 F R X
(SLA) %%5, BIIeerlgeH AR, AEAHEEETERFERE], XLERATIRE
Iﬂﬁﬁﬂb&ﬁﬁﬁ?%iiﬁﬁﬁ %ﬁEI’\JIjJﬁE HENKEF LM ERIRER IR,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,

3.1.2.6.1.2. tEEETE IR

WTE, e LUEF Prometheus Query Language (PromQL) #E 18 B % X Metrics Autoscaler Operator HJ
=

3.1.2.6.13. HEEY BN EMAE UEIREIT R’

WE, BALURBEEEEET BYKNEST R, HERENRESIT R,

3.1.2.6.1.4. BIAREREY BHIXTR
WIE, MRV BXRIEMBRIKEIER, EaLIEEZERLNREIMEIAS,

3.1.2.6.1.5. W BN ERBE X HPABH
HAE, B LET BRI RE N pod B BT BIEEBE L&,

3.1.2.6.1.6. BiaMY BHHE
EH pod BB BT B (HPA) L&Y BE| 0 NEIARZM 0 NEIRFHITT B, FrATE HPA HUTHRIE,

B X Metrics Autoscaler Operator & {T%Y B, L, @EILN‘ETEEUZF@?EE HPA #E BT B/
WfE], XA URE T BERIRRI RSB,

3.1.2.7. BE X Metrics Autoscaler Operator 2.8.2-174 X 173Eir

Itb B 7 Y. Metrics Autoscaler Operator 2.8.2-174 & #ThR A~ 7E OpenShift Container Platform & /2
1789 Operator =4t T FIhREFAFREFE 58S, Custom Metrics Autoscaler Operator 2.8.2-174 H{47E
RHEA-2023:1683 % %,

BT
B X Metrics Autoscaler Operator hiRA 2.8.2-174 @ — AT i ThBE.
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3.1.2.7.1. §ithee RN REI] 5%

3.1.2.7.1.1. Operator A4z #F

HITE, f&RILAM Custom Metrics Autoscaler Operator IR ERARAF %, B XFZ Operator WER, 14
SR "R INEER" B0 "R Operator BHTHIE",

3.1.2.7.1.2. must-gather £ ¥

HITE, &R LUER OpenShift Container Platform must-gather TEU%E A % B E X Metrics Autoscaler
Operator REAHHEIE. BrI, FEATHEBE L Metrics Autoscaler B must-gather TE/;TI25H
ftt Operator R, MEELZFE R, 1HSH"HRINFTIR" I IHEIE,

3.1.2.8. A% X Metrics Autoscaler Operator 2.8.2 X {T3¥iC

Ltk B % X Metrics Autoscaler Operator 2.8.2 A 1ThRA#17E OpenShift Container Platform SR Ef /2 1THY
Operator & T #IBEFFREFHIRMEE ., BT X Metrics Autoscaler Operator 2.8.2 A4 #E RHSA-
2023:1042 F% R,

HE
B X Metrics Autoscaler Operator hiR4 2.8.2 @ — /M T i ThBE.
3.1.2.8.1. FiThee B Thaeig

3.1.2.8.1.1. Hit B&icx

A, BT LU F A B B E U Metrics Autoscaler Operator REMEXHAHNHITEE, FHiITEHERELE
M XBIRE A HEERIE R, IERE MRS, EREAHEMRGAGERZMREHN—RIED,

3.1.2.8.1.2. £F Apache Kafka 5ty BN BEFE

AE, &ATLAfE A KEDA Apache kafka fit % 28/scaler 124 Apache Kafka £ BEE.

3.1.2.8.1.3. 1218 CPU 5ini BN ARF
ITE, eI LUFE R KEDA CPU fii % 28 /scaler #R#E CPU 1815 BERE.

3.1.2.8.14. RIEREEIN BN AERF
WAE, EETLUER KEDA NEfK 83 /scaler IRIBAFIEIN BEE,

3.2. BE . METRICS AUTOSCALER OPERATOR #}if

ERF R ZE, ERILUMER Custom Metrics Autoscaler Operator for Red Hat OpenShift 3§ OpenShift
Container Platform #I{AI#RIEFRETF CPU SiNFHI B E IETR B8 M=V HE. BREL. BEXL
RSB E,

Custom Metrics Autoscaler Operator & — & F Kubernetes Event Driven Autoscaler (KEDA) B9 1%
Operator, FVFER pod IEIRAABIEMIETHEY B TIEHAEH,

B € s B shY B B el # Prometheus. CPU. PI7##] Apache Kafka 1§47,
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Custom Metrics Autoscaler Operator RIEHFE N FARRFHE E XA SBIEINT B pod, EHEMN BRERF
MEFEREMT BAE, EOUEEB #4445 (BN scaler) , X2BEE BB BB AEN
Ay RSB HFETNRIR. BE UERB Y BER metrics AP fF4EBIBITEL#: 5 OpenShift
Container Platform RAILAMERAMF N, BE IERET BRAUB— M HUTEREHRB pod BRI B B
(HPA),

EFEAEEUERETT R, BFUNITFENELE—1 ScaledObject  ScaledJob *f &, XZE X
I BITEIEN B E LHIR(CR), BRI LISERMMBIERBSF L., EHMEVEINR (trigger) Uk H S
#, MArNRNNRERBIEH,

BRENBNMEET BN THENEHLZ—N BN KR BIFL. B4, EFEER—T
RN E R ERYT BENKRIT BRIFALIAK pod #ME BT & (HPA).

BE BT BRS HPARRE, ALZERENT. MRFEEIERBE T & CR B8
minReplicaCount (£i% &7 0, BE LIEIRENT B/ T MEM 1 4EEE 0 MNEIAZKM O NEIAT
BE. XFN BZ R TREIDEIXRRE, HPAXEHIT R, XMN 7RI &,

FLeph SRR EERBERIEIRB DT BRY BNAIABE, EFFABALT, BEBENERINSEIALE
RHERMNSEIE, s1Zh 2Z, B0, R threshold SEEZEZER, N activationThreshold S &
B, BITEEBCEMY BIME, BOURST BREORES. fli0, EaTREESBUEMER, LUE
TEIRPREAMERT B LY B SR 4E VR,

LEMNRERAREN, BEEMNMLELSTY BE. B0, WR threshold #i%EHN 10, FH
activationThreshold 7y 50, WIREIRRE 40, NIGERERARECE, FH pod HEH NS, BMEHPARE
4 A2,

K 3.1 B EirEsT BITER

OpenShift cluster

_____________________________________________________________________________________________________

i Custom Metrics Autoscaler °7
; v v

Controller

1
]
i
1
1 s Custom H
?)?5:': H ag'g‘lzzséf(g Metrics adapter Metrics Autoscaler H
d \ Scaler Operator 1
1
A i
AP (PR --------------%---------_-----_--------------------J
API HPA Workload

server e e e

External metrics /
» external trigger

source
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1L BTN EBTHN TENELESERT BN REBE TR, MREEZITIENEHNYT BEE.
EEZHRAT, OpenShift API RS EIFEH L XB B E I BE T B A webhook 152, LU
BRI REN, IMRPIUEMIN, APIRFSZBZREFEBN R,

2. BENIEHREDT BIEHR NI EHINSENNT BXR, & OpenShift API fRES 2B FE
SRR R, RIS R EMAEARAL R (B NBUER) EXRPIEE LRSI EIE.
—PNEHEL A scalers 1ERMA IR A 23TRT BEWE, Fl0, XTF Kafka ik 2358y, 5256
Kafka scaler 5 Kafka SZf5i8 15 iR AN % 2515 K BO B3R

3. RIS AT BHINROUB— pod A BT BX R, EI, Horizontal Pod Autoscaler (HPA)
Operator FFHA 1R S04 23X BXROT BEUE. HPA 5K MEEE OpenShift API RS 23k =1 B
.

4. OpenShift API BRZ525tm = H B E LIEr B BIgEECaRiR A, 3 metrics SSECARINEI B E XL
EIREIE RIS, B GRPC FEEEH 25 1F KB LURERM scaler EEINEYRHTAR &% 25 80

5. HPA #R#EM metrics adapter BB B HERCORE, FE TNV BIARRT BIIEM
Heo

6. BB, TENERERNNT BIER. BN, MRT BIFNELULE Kafka BAFIFET
&, MEAFIRNESFETE A ELERA TR B, TEIESHEH.

7. SARIEVAMIT minReplicaCount ([EIEERSERA, BE LIENET BRIEGIRSZAMEYT
B, FNEIABRENEENT, MREAETIZCERE, B UErB0 T BIERSRERT B
FRVFHPAT RI/EME., JERTRE, HPA RSKTITEMEBERF.
3.3. REEE BB T &
& eI LUEF OpenShift Container Platform Web 12l & %4& B € Y. Metrics Autoscaler Operator,

TERIUBELUTAAN CRD :

ClusterTriggerAuthentication

KedaController

ScaledJob

ScaledObject

TriggerAuthentication
331 ZEBENIEIrET &
IR LER T HEREBE X Metrics Autoscaler Operator,

FRFH

o JHRZBIZRER Cluster Metrics Autoscaler Operator B3 R Tl b B A

o fHpRE T+ X #) KEDA HI{EMRAR A,
A4, BT TS EMR KEDA 1.x BEXFRE X :

I $ oc delete crd scaledobjects.keda.k8s.io
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I $ oc delete crd triggerauthentications.keda.k8s.io

. 7E OpenShift Container Platform Web ##|&H, i Operators —» OperatorHub,
. MAT AR Operator FIIFR 1% Custom Metrics Autoscaler, #AE = Install,

. 7 Install Operator TIEH, /%7 Installation Mode i%#% All namespaces on the
cluster(default) %77, IXRTERTA 68 & 2 [A]h %% Operator,

. 1R Installed Namespace i%f% 7 openshift-keda @& 22 (7], INREMEPLEFERLE
[8], OpenShift Container Platform &4y % 22|,

= Install,

. B B E X Metrics Autoscaler Operator ZH44F I IE 22k -

a. 5%l Workloads = Pods,

b. MTHIZH AL openshift-keda TE, #4351k custom-metrics-autoscaler-operator-*
pod IETEIZ1T,

c. # A%l Workloads » Deployments LU%iE custom-metrics-autoscaler-operator &2
BIEEIETT,

. A% FERALLTF S TE OpenShift CLI RESIEZEE -

I $ oc get all -n openshift-keda

FHAERBFLMT -

i Bl
NAME READY STATUS RESTARTS AGE
pod/custom-metrics-autoscaler-operator-5fd8d9ffd8-xt4xp 1/1  Running 0 18m
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/custom-metrics-autoscaler-operator 1/1 1 1 18m
NAME DESIRED CURRENT READY AGE
replicaset.apps/custom-metrics-autoscaler-operator-5fd8d9ffd8 1 1 1 18m

. &% KedaController B E X %R, 1% FIRAZEFER CRD :
a. 1 OpenShift Container Platform web &5/, i Operators - Installed Operators,
b. = Custom Metrics Autoscaler,
c. 7E Operator Details T A, s KedaController £+,

d. 7 KedaController i£I£H, s Create KedaController F4mkE T4,

kind: KedaController
apiVersion: keda.sh/vialpha1
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O o ¢ o

©

metadata:

name: keda
namespace: openshift-keda

spec:

watchNamespace: " ﬂ
operator:
logLevel: info g
logEncoder: console 6
metricsServer:

logLevel: '0’ ﬂ
auditConfig: 6
logFormat: "json"
logOutputVolumeClaim: "persistentVolumeClaimName"
policy:
rules:
- level: Metadata
omitStages: ["RequestReceived"]
omitManagedFields: false
lifetime:
maxAge: "2"
maxBackup: "1"
maxSize: "50"
serviceAccount: {}

8 E B E X Metrics Autoscaler Operator MiZEH G BN ARFEHENBZEE, &
CEBZ, NEBE, UMEEMEGRAEAFT BNARR, KFENERMAZEA K
Mz, BIMENZE,

15 B E X Metrics Autoscaler Operator BiE B HIFEMIZE, RIUFMESR
debug. info #error, il info.

8% Custom Metrics Autoscaler Operator H&EEMBEICFKIE R, RIFHER
console =% json., #Ai\} console,

¥87E B & X Metrics Autoscaler Metrics fR&523IBEIC KA, SFHIER 0 (BF
info) #14 (AT debug) . BIAEH O,

BUE B E X Metrics Autoscaler Operator B it Bi&ILx, FIEEEFE A I1TREE,
N"BEE H 1T BRI "4 H AT,

e. m Create fl|# KEDA %25,

3.4. TRBE BB Bt L 2%
% 28 (RN scalers) RAELEE X Metrics Autoscaler Operator FIEY B pod BYFEHT.

BE X IEmB Y BEBIR X# Prometheus, CPU, W7 Apache Kafka fili % 25,

&I LAf# FH ScaledObject = ScaledJob B E X FR N EN RECEAR L 28, MEEHNET AR,

3.4.1. T f# Prometheus fifl 5 23

140



£ 3= FHBAE Y METRICS AUTOSCALER OPERATOR B3Iy & POD

IRATLAE T Prometheus 8759 & pod, ZIETRAI LA B &%:H9 OpenShift Container Platform 523X
A-EB Prometheus AR5 23 E NI ITR. B X{FF OpenShift Container Platform Y= {E A I8FRIRFT HHIED
BHER, BESH"MMER"

40 Prometheus MBE IEIRBZHT BRI RN ARFKEER, STEEBE KR
R R/NBIRZEN 0, MREENARF pod, BE LIEIRBEY REA TR EHKE
=L

i Prometheus B89 BXTRRHl

O @ 90O 0 000

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
name: prom-scaledobject
namespace: my-namespace
spec:

triggers:
- type: prometheus ﬂ

metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092 g
namespace: kedatest 6
metricName: http_requests_total ﬂ
threshold: '5' 6
query: sum(rate(http_requests_total{job="test-app"}[1m])) G
authModes: basic
cortexOrgID: my-org 6
ignoreNullValues: "false"
unsafeSsl: "false"

87 Prometheus {E i & 28258y,
8 Prometheus fRZ5 28891, ABIEEF OpenShift Container Platform %,

Ak IEBEREBN RIM A LA, 0R S OpenShift Container Platform W12 B {EHEIFHIIR,
NFEELSE,

¥ E 7E external.metrics.k8s.io AP| FHRRIETREAT, MREFERANE LS ML EE, NFFEET
ZIER LT R ME— B,

IBEMAT BME, YIIEENTEISHFRSRME,

IEEEFRH Prometheus 2 ifl,

EEBEFRMBEPRILAE, Prometheus scalers 2 bearer B2331E (bearer). EAFRIIE
(basic) X TLS &85 (ts), WA LATEfR A B FHTIEPEREEBRENZFHDIIESE, WMLITEHS
i, RIBFE, HILATLUER secret,

A% : ¥ X-Scope-OrgID i1k & #24 %7 Cortex 2k Prometheus B9 Mimir #fif, XNMSHAE
EW B L Prometheus 21, U8R Prometheus R1% iR B LR,

A% 1 $§ELE Prometheus BiRZE KBl % 28 N ANMAIFH TR VE,
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o HIRN true, & Prometheus BHrZEKRITALL 2RFARELIRIE, XEEINBIIT I,
o INR} false, L Prometheus BIrE KB A 28R EIE 1R,
% IBERBNBTIERRE, Fli0, fNRTE Prometheus i FERBEZUEP, EaTLABKE S

o

®

mit &

o R true, NHUTIEFKE
o N8R false, NAEHITIEPRE, XE2EIAITH,

3.4.1.1. BEB&ERE X strB sy BLMER OpenShift Container Platform 1512

IRET LUE R B & %EB OpenShift Container Platform Prometheus Wi/ h B E X ighr B shi BERNE
FRHIRIR, B2, BEHIT—LEHAMERE.

¢ A=
- 4488 Prometheus IR R EIXLE L IK,

R AHATUUTES, AT -
o OIERARSSIK T LURER S hE,
o SIBRAR,
o JHIZABRMBIBRSI,,
e 7 Prometheus ff FI B9 % 2R 4G IEXT R AP 5| S HE,

FoRFMH

o %% OpenShift Container Platform %,

® OpenShift Container Platform Y2 fh w5 X A & LRI TR fEm iz iiie, malgmm
B SCBR T4 67 30 R Bl i B 5 2R 0 P ok,

o %% Custom Metrics Autoscaler Operator,

i =
1. EREEERAN RIS -
I $ oc project my-project
2. NREHEREESBIRS S, EFERAUTHDRUERSK,
I $ oc create serviceaccount <service_account>

Hep:

<service_account>

EERSS I BB,
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3. FHAUTHRSERIEARSIK SR
I $ oc describe serviceaccount <service_account>

Hep:

<service_account>

1B EARSSK B9 B R,
Ll N

Name: thanos

Namespace: my-project

Labels: <none>

Annotations: <none>

Image pull secrets: thanos-dockercfg-nnwgj
Mountable secrets: thanos-dockercfg-nnwgj
Tokens: thanos-token-9g4n5
Events: <none>

Q TEfR R 28 SR RIEPER LT,

4. [FRRSK - SREAIEMA 2BREDIIE
a. BIB—NELLLTRAIB YAML 324 -

apiVersion: keda.sh/vialpha1
kind: TriggerAuthentication
metadata:
name: keda-trigger-auth-prometheus
spec:
secretTargetRef: ﬂ
- parameter: bearerToken 9
name: thanos-token-9g4n5 6
key: token ﬂ
- parameter: ca
name: thanos-token-9g4n5
key: ca.crt

IEE LS REA secret FHITIZIL,
FRASEEEERUENEDIILSEH,
EEBFRIS AT,

0009

EESHEPRATEESHHNEY,

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

5. BB FiLE Thanos IBIrHIAE :
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a. RAUTSHAE YAML X :

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: thanos-metrics-reader
rules:
- apiGroups:

resources:

- pods

verbs:

- get
- apiGroups:

- metrics.k8s.io

resources:

- pods

- nodes

verbs:

- get

- list

- watch

b. 8I& CR¥RK :

I $ oc create -f <file-name>.yaml

6. DEHAFILE Thanos IEFMABYE :
a. BIB—NELLLTRAEIE YAML ST -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: thanos-metrics-reader ﬂ
namespace: my-project 9
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: thanos-metrics-reader
subjects:
- kind: ServiceAccount
name: thanos 6
namespace: my-project ﬂ

EELOZNABRNET,

e
2
=

B R B AE A R e B ZE (A,
EEZRHEEAGRRSIK L.

=z

- -

EEGERERBI RO B,

b. 8I& CR¥RK :
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I $ oc create -f <file-name>.yaml

WAE, AL ET BRI BELRANARFSRAET R, "7 @BOARNEE Lisir85)
P R’R"HFATd, ZJF OpenShift Container Platform ISR AEIR, 7EARAL 255K scaler A, RIS ELT
S -

e triggers.type w/iZ prometheus

e triggers.metadata.serverAddress /2 https://thanos-querier.openshift-
monitoring.svc.cluster.local:9092

e triggers.metadata.authModes /2 bearer
e triggers.metadata.namespace /1% & B 45 BBINT R B 65 4 22 A

e triggers.authenticationRef /g E £ — 3 higERIARKL 88 F D HIE TR

3.4.2. T CPU fifi’% 23
RATLUARYE CPU $8H59 B pod. ILA%% 335 B EBHE T /E NS TR,

BE BB BRI BEXRXXM pod, DLEFEIEERN CPU ME, BIh4ERERE M » &N
RABEZ FRNEIARE, L4EATE pod BIEE CPU A%, REMAREEED pod WAEER
K, IR pod BEEN A, NIRFMLBEREE pod HATARSRNERFEAE,

o b4 2T EES ScaledJob B E L HTR—#EEMA,
o LFEAAEMART BANRE, NIV &R 0, BIEEERS ML,

£/ CPU Biry EXT&RRHI

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: cpu-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: cpu ﬂ
metricType: Utilization 9
metadata:

value: '60' 6

minReplicaCount: 1 ﬂ
@ =T CPUEmRL BBAEL,
Q IEEEMFAIEIREE, FTLLZ Utilization 5t AverageValue.

9 EEMAZT RIE, BAEENT B SHFRFHHE,
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e TEf{EH Utilization I, target [EEFTAMEX pod A HIRIETFRYFIIE, LA pod HUIRIEKEY
ENBEZERT.

e f{fif8 AverageValue I, target [ERFTAEHEX Pod BIIEIRTE,

IEEMmEBITMR/NEIARE, X F CPUMASR, MAE1IEENE, FNNRERFEH CPUIE
¥R, HPA FoiE4EH N E,

3.4.3. THRAEFEMA 25
(R AR RIS IR B pod. BLAR A 2246 Al &2 BEIEFRAE N IEFE0IR,

BE BB BRI BEXRXIM pod, MLEFEEENTHARNEFRE. BIMBARIBMAHMD &
INIERABEZ FNBIARE, UAETE pod WIEEREFHEAR, REMAREREED pod WREFME
AX, R pod BEZN A, NRFERAXRZMERRNLEH,

o b4 2T EES ScaledJob B E L HTR—EMEMA,
A o LHFEAAFEMART BANRE, NERARY &R 0, BIEEERS ML,

ERAEF BT BX RRE

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: memory-scaledobject
namespace: my-namespace
spec:
#...
triggers:
- type: memory
metricType: Utilization 9
metadata:
value: '60' 6

containerName: api ﬂ
¥ memory ¥5E ML 2R RE,

REEFEAMIBINAE, =TLLR Utilization 3% AverageValue,

-

EEMAZT RIE, BAHEENT B SHFRFHHE,

e 7Ef#F] Utilization I, target (EZFTBHHEX pod R FRIEIRHITEE, LA pod HRIEKE
[ELNER S .

e f{fif3 AverageValue I, target [ERFTAEHEX Pod BIIEIRTE,

Q ik R\ZBBHAEFERE, MAREN pod, EEBRMRBMIASE. EEROIH, REELH
api WERFT T &,
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3.4.4. Tf# Kafka it 5 23

& BT LUARYE Apache Kafka RIS # Kafka MBI EMARSS T B pod. BE XIEREET BARESMEH
Kafka X =, FMRIEEYT BT RET BESS I allowldleConsumers S04 E N true.

MFCHTEHREB LI TH AL XHE, NHARPERELLTHERT, R R
BR, BMAER FRIABASEL

o MRBET M, NEI LHWIXHE
o MREFER/ETY, NHHRBFHPMWAAE TN S XEE
o TEY BMRZIY BIFL CR FI5EM maxReplicaCount

A LAF A allowldleConsumers S3(22 FIiX LB 1T H,

/A Kafka By B R=H

QD000

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:

name: kafka-scaledobject
namespace: my-namespace

spec:
#...

triggers:
- type: kafka
metadata:

topic: my-topic 9
bootstrapServers: my-cluster-kafka-bootstrap.openshift-operators.svc:9092 6
consumerGroup: my-groupﬂ
lagThreshold: '10'
activationLagThreshold: '5' G
offsetResetPolicy: latest ﬂ
allowldleConsumers: true
scaleToZeroOnlInvalidOffset: false Q
excludePersistentLag: false @
version: '1.0.0'
partitionLimitation: '1,2,10-20,31' @

8 TE Kafka fE N A 2258,
8T Kafka EA BB R#FimEHI Kafka ERIBATR,

EEEEEN Kafka REES D RIIR.

e

(=1
=]

AT RETH ERRB UKL EEXFER Kafka B EHBIRM.
EEMAT ROTEENE. BAEENT I SHFFFHE, BRINMEN 5,

a|

iE
1
19

Ak EEBUEM BRI BIME. REE N B SHFREBE.
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Q A% 1 N Kaftka EEEIEE Kafka [RIBEERIE, TAEEIE : latest 7 earliest, EX1AH latest,
9

o

B Kafka BIFABES AT LB FHHHND K E,

a

o MNRJ true, NI Kafka BIAH AR FH EWDXEE, XRIFIHE Kafka A,
o MR false, N Kafka BIAEAFEEET T LMD XEE, XEFIE,
© 5t Kafka HREHERRBI AL BHTH AR,
o RN true, NiZoXBIAFFHAEH NS,
e IR false, N scaler HiZoKEEHANMETEE, XEHIME,
@ HIk  EEMA BRE N LIRSS Z A RN SRS EEE S HR Y KiFE.
o RN true, T BEFSHIRIXLN XBANDKIFE.
o MR false, Nt L BEMEIXFLEMEHREEFE. X2RIME

m Ak @ $87E Kafka RIBRVIRAE, R E N 5| SHFR&E. BIAEN 1.0.0,
@ ik EE—PMUES ORI K ID FIRKRHE 4N, RIKE, NNEEITEFEIHNID, &

THEENT B SHFRSBE, MIAANEEMAD K,

3.5. THBEE IEIRET B R RS M0RIE

4 R EIE RV IERET BRI AIHXBAREANT BRELSPSEFHEILER, SR LUERfA
22 P IIE R (L% OpenShift Container Platform secret. FEAR4E Pod KiFALE], BT EZ,

BRI LAE SR B4 AT RABEIRY 6 & Z2 [ AR E L — TriggerAuthentication % 5. 1%k 28 519 501E
REEMZ e & ZE AR RER,

F4, BESIHAZR RN RAFRZEIE, EUCE-—NIEmMERAEAPERN
ClusterTriggerAuthentication X7 £,

PR SIERI SRR A SR B P RILERAERNEE. B2, SEMAKFVRILTERET BYRIGIESIA
hAE—NEISE kind S,

{5/ secret Bufiti % 3355 k<51

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:
name: secret-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef: 9
- parameter: user-name 6
name: my-secretﬂ
key: USER_NAME @
- parameter: password
name: my-secret
key: USER_PASSWORD
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B EEER RIS RE & 2 [H,

18 Lt % 35 BT IEE A secret #HTIRAL
5 secret #ER I F B LIS
EEEMA secret WA,

1B secret HEEESH—EHEANEH.

0009

{8 secret Bl % 28 B2 UE R Bl

kind: ClusterTriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:
name: secret-cluster-triggerauthentication
spec:
secretTargetRef: 9
- parameter: user-name 6
name: secret-name ﬂ
key: USER_NAME @
- parameter: user-password
name: secret-name
key: USER_PASSWORD

HER, REMAENRATERMASFFHIIL,
18 Lhff % 35 BT IEE A secret #HTIRAL
5 secret #§ER I F B LIS,
EEEMA secret WA,

1B secret HEEESH—EHEANEH.

0009

EJEERa SRy e gy EsAT Ry V]

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:
name: token-triggerauthentication
namespace: my-namespace ﬂ
spec:
secretTargetRef: 9
- parameter: bearerToken 6
name: my-token-2vzfq ﬂ
key: token 6
- parameter: ca
name: my-token-2vzfq
key: ca.crt

ﬂ B EBERERBI KRB ZE (A,
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@ SERMARSHRIEER secret FHTERIL
© ERSMIEEERHNINRIESH,

@ EEEERANSRAT.

© EESHTATEESHNEY,

e AR 2R E R % 23 B AT UE R B

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:

name: env-var-triggerauthentication

namespace: my-namespace
spec:
env:
- parameter: access_key G
name: ACCESS_KEY @
containerName: my-container 6

EEEERERBI RO B ZE (A,

TE LAl 4 25 B FIE R MR R B TR,
EEEERILTE8XENSH.

@6@@6

Ak IEERE MR IUENRER. BRUIET B RHH scaleTargetRef 5| BRI HRAER

{85 pod %k R paRYfih 4 2% B 4958 i~ Bl

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1
metadata:

name: pod-id-triggerauthentication

namespace: my-namespace
spec:

podIdentity: 9
provider: aws-eks 6

EEGBERERBI RO B,

EELL AR A 28 B D RIEERFESRE Pod JEIE/TRIFITIRI

5% pod 12, ZFHIE N noneazure gcp,aws-eks, X aws-kiam, ZXil\ 5y none.,

-

HbBR
e INZEH % OpenShift Container Platform secret BIER, HE A pod RELEHUREIE,
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3.5.1. [F AL 25 B 5 E

ER LME AR SR RNE MK L SR FMIIE, AEREREE LHRRLUBEMIIE, ARERIINT &
MRIY BESHEIA.

FRFH

o W&%E Custom Metrics Autoscaler Operator,
o HNR{EM secret, Secret W RLIEFIE, H40 :

secret <l

apiVersion: vi

kind: Secret

metadata:
name: my-secret

data:
user-name: <base64 USER NAME>
password: <base64_USER_PASSWORD>

iz
1. @] TriggerAuthentication = ClusterTriggerAuthentication X%,
a. OETE S REI YAML X4 :

{5/ secret Bufiti % 2355 k<1

kind: TriggerAuthentication
apiVersion: keda.sh/vialpha1l
metadata:
name: prom-triggerauthentication
namespace: my-namespace
spec:
secretTargetRef:
- parameter: user-name
name: my-secret
key: USER_NAME
- parameter: password
name: my-secret
key: USER_PASSWORD

b. f|& TriggerAuthentication X% :

I $ oc create -f <filename>.yaml

2. QIEsidmiEE A4 23 8 %KIER ScaledObject YAML 3244 :
a. IBfTUTHS, QIEE AR YAML ST :
A% 28 S P TRUERY BXT R R B

I apiVersion: keda.sh/vialpha1l
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kind: ScaledObject
metadata:
name: scaledobject
namespace: my-namespace
spec:
scaleTargetRef:
name: example-deployment
maxReplicaCount: 100
minReplicaCount: 0
pollinglnterval: 30
triggers:
- type: prometheus
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest # replace <NAMESPACE>
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "basic"
authenticationRef:
name: prom-triggerauthentication ﬂ

kind: TriggerAuthentication

ﬂ 1B E AR 28 B 0 IS UENT REE TR,

Q {57 TriggerAuthentication, TriggerAuthentication 2ZiA(H,

e SRR AR A 38 SR UL Y X R B

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
name: scaledobject
namespace: my-namespace
spec:
scaleTargetRef:
name: example-deployment
maxReplicaCount: 100
minReplicaCount: 0
pollinglnterval: 30
triggers:
- type: prometheus
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest # replace <NAMESPACE>
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "basic"
authenticationRef:
name: prom-cluster-triggerauthentication ﬂ

kind: ClusterTriggerAuthentication

ﬂ 1B E AR 28 B0 IS UENT REYE TR,
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Q 187 ClusterTriggerAuthentication.

b. IBITUTRGREIBT BREINR :

I $ oc apply -f <filename>

3.6. BiE BRYMKRNBE IERBET &
AR ER BT EH S TEA M E DT B,
B, SRR EENTRRE A R AT B, B MIIAIEEH T SRR DR 2.

361 HiEEEIENRBETT B

& 7] LLEiS % autoscaling.keda.sh/paused-replicas SEERINEIT B KRB E IS B T By
ErBRNRNEST B, BEUSRETT BRZIENENRIAT BREENE, HEEa00 R, B
ESE AR AMBR A Lk,

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4"
#...

P
1. AL T e HYwiE TIE 11 ## ScaledObject CR :

I $ oc edit ScaledObject scaledobject

2. fERAEMAERI autoscaling.keda.sh/paused-replicas S f# :

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4" ﬂ
creationTimestamp: "2023-02-08T14:41:01Z2"
generation: 1
name: scaledobject
namespace: my-project
resourceVersion: '65729'
uid: f5aec682-acdf-4232-a783-58b5b82f5dd0

ﬂ {8 E B E X Metrics Autoscaler Operator fH&8IA&Y BEIIEEME, HEIEEIT B,

3.6.2. W RMNRERBE IEREIT B

& L@ i BRZ ScaledObject B autoscaling.keda.sh/paused-replicas ;T 23 &5 2= E & i
=R
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apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4"

1. ERAUT eSS I/E1%# ScaledObject CR :

I $ oc edit ScaledObject scaledobject

2. k& autoscaling.keda.sh/paused-replicas jEf#,

apiVersion: keda.sh/vialpha1
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "4" ﬂ
creationTimestamp: "2023-02-08T14:41:01Z2"
generation: 1
name: scaledobject
namespace: my-project
resourceVersion: '65729'
uid: f5aec682-acdf-4232-a783-58b5b82f5dd0

ﬂ BRI BR A E R BRI B E BB 3T R,

3. 7. WEHITARE

WA LUREFITTEE, BiIR5REEXRNEIEFICE, IEREMNAF. BEANEMRGHGSE
M SR G B — R FUE D,

i, EﬁiTEl,.,\_JﬁHMEZTﬁ*EKJHTE%TH%EHEBE 4 RIRE Y R N AR R A HB9IE K& R Hi,
XNMERFEEE, BFBHREMNZE NENNAER.

37V EBEEHITEHEICE

& 7] L@ 4w KedaController B 7 X HRE N B %E X Metrics Autoscaler Operator BB # 1T, HE&EBE
1t KedaController CR FEIFF A 1B A B & X BB H 1T B & X

FoRFM

o W&%E Custom Metrics Autoscaler Operator,

it =

1. 4%% KedaController B Y FHRLLZAIN auditConfig /N7 :

kind: KedaController
apiVersion: keda.sh/vialpha1
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metadata:
name: keda
namespace: openshift-keda
spec:
#...
metricsServer:
#...
auditConfig:
logFormat: "json"
logOutputVolumeClaim: "pvc-audit-log" 9
policy:
rules:
- level: Metadata
omitStages: "RequestReceived" ﬂ
omitManagedFields: false @)
lifetime: @)
maxAge: "2"
maxBackup: "1"
maxSize: "50"

IBEFITHENMEEN, "TLLZ legacy 3% json,

®9

=] EFH?T?%‘EI,b\@i‘EE’ijﬂﬁ_ﬁﬂ'ﬁﬁfnﬁﬂo FIAERE API IR ZRMIE KB ICF IR A
MBS, IMRFLFEREZE, BEEIERLED stdout,

EBENICKIIL MR E N S S HE

o

e None : FLFEH,

e Metadata : [UCFKIERBTEIE, MRS BEEE, FERICTIE RTINS
F, XERIME.

e Request : [UCKITHIBINERIA, MAILRMR XA, XETARERTFIEFRIG

e RequestResponse : HEEMHTHIB, ERIAFML XA, XN ETARERFIER

EERALVEZEM4IMNER.

®0

IBER B EMRIE KM managed FE&, FHMEA API #HITHEMNNIES, BILAE true k&
B&FEX, =X false @& F %,

*Eﬁi_'gﬁﬂ‘ E ,L.\E’th/l\*ﬂi F'%,Hﬂo

o

e MaxAge : RIEXHZHRHIGEINS FEE, REHFHITEHEXHHNRRARE.

e maxBackup : EREBHHITEHEXHHNRREE, KEH 0 REBAAEHITEE
%,

® maxsize : TEREHITEEXEEIL MB N AR A KN,

EEEEHITEEXH :
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156

a. 1KEX keda-metrics-apiserver the pod #J%&Ff5 :

I oc get pod -n openshift-keda
it Bl

NAME READY STATUS RESTARTS AGE
custom-metrics-autoscaler-operator-5¢cb44cd75d-9v4lv 1/1 Running 0 8m20s
keda-metrics-apiserver-65c7cc44fd-rrl4r 1/1 Running 0 2m55s
keda-operator-776cbb6768-zpj5b 1/1 Running 0 2m55s

b. ERAERLINITHGRTEEHEEIE :
I $ oc logs keda-metrics-apiserver-<hash>|grep -i metadata ﬂ

Ak A LAMEF grep (e RIEEE R RBIBEL
Metadata. Request. RequestResponse,

flan :
I $ oc logs keda-metrics-apiserver-65c7cc44fd-rrl4r|grep -i metadata

it Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"4c81d41b-
3dab-4675-90ce-
20b87ce24013","stage":"ResponseComplete”,"requestURI":"/healthz","verb":"get","user":
{"username":"system:anonymous","groups":["system:unauthenticated"]},"sourcelPs":
['10.131.0.1"],"userAgent":"kube-probe/1.28","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2023-02-

16T13:00:03.554567Z","stage Timestamp":"2023-02-
16T13:00:03.5550327","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":""}}

2. B4, EBAUEERENAE

a. EARLIN TGS E % El keda-metrics-apiserver the pod:

I $ oc rsh pod/keda-metrics-apiserver-<hash> -n openshift-keda

4N -

I $ oc rsh pod/keda-metrics-apiserver-65c7cc44fd-rri4r -n openshift-keda
b. # A /var/audit-policy/ B % :

I sh-4.4$ cd /var/audit-policy/

c. FIHATANAE :
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I sh-4.4$ Is
=1
I l0g-2023.02.17-14:50 policy.yaml
d REFEEERE :
I sh-4.4$ cat <log_name>/<pvc_name>|grep -i <log_level> ﬂ

Ak A LAMEF grep (e RIEEE R RBIBEL
Metadata. Request. RequestResponse,

flan :
I sh-4.4$ cat log-2023.02.17-14:50/pvc-audit-log|grep -i Request

i th o Bl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Request","audit|D":"63e7f68c-04ec-
4f4d-8749-
bf1656572a41","stage":"ResponseComplete”,"requestURI":"/openapi/v2","verb":"get","user
"{"username":"system:aggregator","groups":["system:authenticated"]},"sourcelPs":
['10.128.0.1"],"responseStatus":{"metadata":
{},"code":304},"requestReceivedTimestamp":"2023-02-

17T13:12:55.035478Z","stage Timestamp":"2023-02-
17T13:12:55.038346Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:discovery\" of ClusterRole \"system:discovery\" to Group
\"system:authenticated\""}}

3.8. WA EHiE
TEIRR ) AT BRI REHE R, AT BN I S N IS AT HERR AR,
TREBNHERIEH AR, EREUTER

o {#fH must-gather T EWEHIEIE,

o ME—HIKEID,

&0l LUE A must-gather TE IS F X B E X Metrics Autoscaler Operator R EZHHHIEIE, SIELL
TR :

e openshift-keda #5322 ] R H FXF R,
® Custom Metric Autoscaler Operator &% R,

e Custom Metric Autoscaler Operator CRD X%,
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3.8.1 WEHHEIE

LUF a5 B7E M Metrics Autoscaler Operator 1247 must-gather TE :

$ oc adm must-gather --image="$(oc get packagemanifests openshift-custom-metrics-autoscaler-
operator \

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

FrfE OpenShift Container Platform must-gather %54 oc adm must-gather SR~ & 5%
B E X Metrics Autoscaler Operator #3&,

FoRFEMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

e B.%& % OpenShift Container Platform CLI (o¢).

T
1. #AEEZ % must-gather HIEH B %,

INRERFEAZIRMLS, NFEHTHANT K, MREHEENEHFHEROCERT—
MEER CA, BRE X MNMEER CARMBIERF R, N FZRMLLHEAR
BER, B TU TSRS ARIAR must-gather SHR1F N IR,

I $ oc import-image is/must-gather -n openshift

2. HATUTRZ—:
o EURENEE X Metrics Autoscaler Operator must-gather #1&, 1HFERUT®S -

$ oc adm must-gather --image="$(oc get packagemanifests openshift-custom-metrics-
autoscaler-operator \

-n openshift-marketplace \

-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

must-gather 85 B E R EZEM Operator P EiF R APAIE, UECTHTFIRME
Custom Metric Autoscaler Operator BJ{E{AI 5 8%,

® [R7T Custom Metric Autoscaler Operator f§ 24, ZWE I\ must-gather 211 :

a. FRALTHSIKEEE X Metrics Autoscaler Operator f{& I EH LB NIMELE :

$ IMAGE="$(oc get packagemanifests openshift-custom-metrics-autoscaler-operator
\
-n openshift-marketplace \
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-0 jsonpath="{.status.channels[?
(@.name=="stable")].currentCSVDesc.annotations.containerimage}')"

b. A BE X Metrics Autoscaler Operator & oc adm must-gather :

—— builds.yaml
— core

replicationcontrollers.yaml

—— secrets.yaml|

—— configmaps.yaml
—— services.yaml|

I $ oc adm must-gather --image-stream=openshift/must-gather --image=${IMAGE}
—— endpoints.yam|
—— events.yaml
— discovery.k8s.io
| L— endpointslices.yaml

Il 3.1. Custom Metric Autoscaler B9 must-gather fiti =l :
L— openshift-keda
— apps
| — daemonsets.yaml
| — deployments.yaml
| | replicasets.yaml
| L — statefulsets.yaml
— apps.openshift.io
| L— deploymentconfigs.yaml
— autoscaling
| L— horizontalpodautoscalers.yaml
— batch
—— cronjobs.yaml
—— jobs.yaml
— build.openshift.io
—— persistentvolumeclaims.yaml
— image.openshift.io

— buildconfigs.yaml
—— pods.yaml
imagestreams.yaml
— k8s.ovn.org
—— egressfirewalls.yaml
—— egressqoses.yaml
— keda.sh
— kedacontrollers
| L—keda.yaml
— scaledobjects
| L— example-scaledobject.yaml
L triggerauthentications
L example-triggerauthentication.yaml
— monitoring.coreos.com
| L— servicemonitors.yaml
— networking.k8s.io
| L— networkpolicies.yaml
—— openshift-keda.yaml

—— pods
| — custom-metrics-autoscaler-operator-58bd9f458-ptgwx
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— custom-metrics-autoscaler-operator
| L— custom-metrics-autoscaler-operator
| L— logs
| — current.log
| — previous.insecure.log
| L previous.log
L— custom-metrics-autoscaler-operator-58bd9f458-ptgwx.yaml
— custom-metrics-autoscaler-operator-58bd9f458-thbsh
L custom-metrics-autoscaler-operator
L— custom-metrics-autoscaler-operator
L— logs
|—— keda-metrics-apiserver-65c7cc44fd-6wgég
— keda-metrics-apiserver
| L— keda-metrics-apiserver
| L— logs
| — current.log
|
|

—— previous.insecure.log
—— previous.log
L keda-metrics-apiserver-65c7cc44fd-6wadg.yaml

L keda-operator-776cbb6768-fb6m5

— keda-operator

| L— keda-operator

| L— logs
| — current.log
|
|

—— previous.insecure.log
—— previous.log
L keda-operator-776cbb6768-fbém5.yaml
— policy
| L— poddisruptionbudgets.yaml
L— route.openshift.io
L— routes.yaml

3. MI{EBE &+ OIZER must-gather B AIE—DME4EX 4, BN, 7EER Linux BIERSGMITE
M EZITUTSS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q ¥ must-gather-local.5421342344627712289/ &/ 5LFr B % & 5.
4. TELINEE 711 ey SR A 1n] L A B b 0 ST 4

3.9. #%& OPERATOR f5#%

Custom Metrics Autoscaler Operator =73 FF MER B 1 12240 {4 A 1R BX B o FE S {3 FR B9 7.  fERT LA(E R
Prometheus Query Language (PromQL) R #1121 AR EifHEIR. %28 pod ERNREBMA
=

3.9.1. Vil e IR

& A LAE A OpenShift Container Platform Web 2§ & 1538 IR F 1217 &1,

ff

L=

S
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1. 7£ OpenShift Container Platform Web & A% Administrator 1A,
2. %$¥ Observe - Metrics,
3. EQIBBAENEM, i PromQL EiH7INE Expression FE&H,

4. BERMZANEIM, 75 Add Query,

3.9.1.1. 1248 Operator 5ix

Custom Metrics Autoscaler Operator /A FF LT E1T, ERILAER OpenShift Container Platform Web
B EEIX LR,

5 3.1. B X Metric Autoscaler Operator $5#r

B aHR ek
keda_scaler_activity HEM scaler /ML RAFERHN, 1B 1 5R: scaler I FIEHRRE ; 0K
7~ scaler R5EEK,

keda_scaler_metrics_valu &4 scaler WiEIrBIZHRIE, HITHEBRTEHEERM Horizontal Pod
e Autoscaler (HPA) {# /.

keda_scaler_metrics_late = M&E scaler IR Y AIIEIRMIEER,

ncy
keda_scaler_errors B scaler L £ IRBE,
keda_scaler_errors_total FiE scaler BEIREE 1R 55,

keda_scaled_object_error BN BMINRELZ EMEREE,

s

keda_resource_totals BB 2R P EE X Metrics Autoscaler BE XL FGRES, BMEE LK
TREE,

keda_trigger_totals IRYE AR & 2R R BURYAR 2 28 B

H7E X Metrics Autoscaler Admission Webhook ¥§fR
B E X Metrics Autoscaler Admission Webhook R & A FFLL T Prometheus 5.

{2y ) sk

keda_scaled_object_valid # BiREIEHEHE,
ation_total

keda_scaled_object_valid RiFf5HR%E,
ation_errors
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3.10. TR INE & X3 ETT B

ERMBEIERBEDT B, EHNEE. BRESEHEE LFRGIE ScaledObject B E LR, HEL
A3 ScaledJob B E YV FIE,

BRENENEET BN IEAHUE—N BYR. 54, EBFREER—ITEAEHPERYT RIS R
pod #MA B3 B&(HPA),

3101 ELENEAHRINE E IERE T &’

%A Lh Deployment. StatefulSet 3 custom resource X R OB T # 0B EE IERE T
EC

FoRFH

o %% Custom Metrics Autoscaler Operator,

o MREMEABAE BT RERE CPU IRFIHTT & :

o MMERBEENWINBERE 7RG, B LUEA oc describe PodMetrics <pod-name>
PERYIREEERE 75, MREE T, WHMELLLITRAE, CPU F Memory 1£
Usage T &

I $ oc describe PodMetrics openshift-kube-scheduler-ip-10-0-135-131.ec2.internal

it Bl

Name: openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Namespace: openshift-kube-scheduler
Labels: <none>
Annotations: <none>
API Version: metrics.k8s.io/vibetat
Containers:
Name: wait-for-host-port
Usage:
Memory: 0
Name:  scheduler
Usage:
Cpu: 8m
Memory: 45440Ki
Kind: PodMetrics

Metadata:

Creation Timestamp: 2019-05-23T18:47:56Z

Self Link: /apis/metrics.k8s.io/v1betal/namespaces/openshift-kube-
scheduler/pods/openshift-kube-scheduler-ip-10-0-135-131.ec2.internal
Timestamp: 2019-05-23T18:47:56Z
Window: 1mO0s
Events: <none>

o SMEBUEMBIN RKIKM pod IS EIRENAEHN CPU BR{E, Hi40 :
pod Blig

I apiVersion: v1
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kind: Pod
#...
spec:
containers:
- name: app
image: images.my-company.example/app:v4
resources:
limits:
memory: "128Mi"
cpu: "500m"
#...

ff

L=

S

1 QIEB—DELIITH YAML X4 : RELHR <25, S RETR <4>, FIFTRER <55 BHEM,
) 89 TNt

apiVersion: keda.sh/vialpha1l
kind: ScaledObject
metadata:
annotations:
autoscaling.keda.sh/paused-replicas: "0" ﬂ
name: scaledobject 9
namespace: my-namespace
spec:
scaleTargetRef:
apiVersion: apps/v1
name: example-deployment ﬂ
kind: Deployment €
envSourceContainerName: .spec.template.spec.containers[0] G
cooldownPeriod: 200@
maxReplicaCount: 100 6
minReplicaCount: 0
metricsServer:
auditConfig:
logFormat: "json"
logOutputVolumeClaim: "persistentVolumeClaimName"
policy:
rules:
- level: Metadata
omitStages: "RequestReceived"
omitManagedFields: false
lifetime:
maxAge: "2"
maxBackup: "1"
maxSize: "50"
fallback: {§)
failureThreshold: 3
replicas: 6
pollinglnterval: 30 @
advanced:
restoreToOriginalReplicaCount: false @
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164

®9 6@ 09000 9 @@6@@ o

horizontalPodAutoscalerConfig:
name: keda-hpa-scale-down

behavior: @

scaleDown:
stabilizationWindowSeconds: 300
policies:
- type: Percent
value: 100
periodSeconds: 15
triggers:
- type: prometheus @
metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: basic
authenticationRef: m
name: prom-triggerauthentication
kind: TriggerAuthentication

A% : #8E B E X Metrics Autoscaler Operator {4 8|AY BEIIEEMEME LB B,
"Pausing the custom metrics autoscaler for a workload" E8 43 Ff it

BB E IEIRE T BRAT,
A% - FEE BIREOREY AP ARA, BRIL T apps/vi.

1B EBH MBI KRB,

il

157 kind iy Deployment, StatefulSet 5 CustomResource.

Ak EEBIHIRERNARNET, HPNBE BT BRBIKIIE secret KIMELE
%, BN .spec.template.spec.containers[0].

ik, IEE—MERENME BIREEE/HMNNE (UM NEL) , EETXMEEFS
JHERE4EE Y 0 (W1 minReplicaCount iZE&E ™ 0) . BRIA{E 300,

i IRET RN RREIAEE, BIAED 100,

a

IR N RNBIA B E,

S

o

b
o IEEHITAEHSHE, N'EEHITBKICK B2 R,
b

Ak IREEYT BEFEIEMIEFIKENE failureThreshold SEUE R EHR EI B EIA
¥, BXOBRITHNESER, HSM KEDA X4,

Ak SRR E SRR BRBIE A FRE (AR EAD) o RBOINED 30,

ik IHERSEMRT BN REFBIRHRT B NRBEIAE. BRIy false, XRTEM
PRI BY REHRBRIEAH,

A% : #87E pod B BT BHEIR. il H keda-hpa-{scaled-object-name}.

AL - IR — N RIS SRIREI R B pod MUREE, #0"Y RIREE"ER S HH AR,


https://keda.sh/docs/2.7/concepts/scaling-deployments/#fallback
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IBEAEY BEMBA L2, N AR BE IErET BAAL SR S FATIR. ABIER
OpenShift Container Platform 1%,

@

@ EEMAL SR B MINIERERMAL R I MINIE. NFELER, ESH M ITIRER D H
89 7 ﬁq’t’é',@)( B B3I AR AR B S ik

e i\ TriggerAuthentication & 4 85 1255 1E, XERIME,

e i A ClusterTriggerAuthentication 3&{# PR 4 25 S DL,

2. BITU T RREUBRBE BB R ¢

$ oc create -f <filename>.yaml

o EEMMHH, URIEREEOREE IEHEIT B :

I $ oc get scaledobject <scaled_object_name>

it N
NAME SCALETARGETKIND  SCALETARGETNAME MIN MAX TRIGGERS
AUTHENTICATION READY ACTIVE FALLBACK AGE

scaledobject apps/vi.Deployment example-deployment 0 50 prometheus prom-
triggerauthentication True True True 17s

EEREH PR TFE -
TRIGGERS : 157~ IETE{H FIRYAR 4 28 S 4H 28,

o

AUTHENTICATION : {5 RAf{ FRROE A% 4 28 S D IS IERY B FR,

o

READY : {5~ BN REBDHES TSN -
m R True, NI BHINRERELE,

o

» 4R False, HFEORBNKRPHN—IHSINRER, T RBRENKRHFTH,

o

ACTIVE : {8~V BRE A% :
m R H True, NEHITUHEM.
m 1R False, NFARLZEHR, RNEQBRH—DHZ NN RAPZEEIBIRH S AR,

o

FALLBACK : ${5'RBE BB BR2E8E0 MIEKEUEIT
m IR False, BE IEIrBYT BERSIKEUERR.
m RN True, BE IEIBEIT BRKIIENR, ENELUBH—NIHZNTRAPZRER

PR % AN A,

3.10.2. =R RRINB E Y IEWRBETT R’
R AT LU AR RO B E IR B BT R,
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BF

AT RAFALIE 1T?TE,\E MRARTABIZhEE. BATNEIRER R L8 MRS T X
(SLA) X%, BIhgEHmEH AT, éIlllaT?E?tEEr*ﬂiﬁﬁhﬁﬁi bﬂl IXEER AT
ThA TM@%F%EW%%&E’JIM&, HENSEFLMBRREERHEEL

BRIABRAT G FEEMESER, WSARATIT i F e,

FRFMH

o W&%E Custom Metrics Autoscaler Operator,

pi% =
1. BIB— D ELULLTRREIE YAML 32 -

kind: ScaledJob
apiVersion: keda.sh/vialpha1
metadata:
name: scaledjob
namespace: my-namespace
spec:
failedJobsHistoryLimit: 5
jobTargetRef:
activeDeadlineSeconds: 600 ﬂ

backoffLimit: 6 @)

parallelism: 1 e
completions: 1 ﬂ
template:
metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
maxReplicaCount: 100

pollingInterval: 30 ﬂ
successfuldobsHistoryLimit: 5 6
failedJobsHistoryLimit: 5 €)
envSourceContainerName:
rolloutStrategy: gradual m
scalingStrategy:
strategy: "custom"
customScalingQueuelengthDeduction: 1
customScalingRunningJobPercentage: "0.5"
pendingPodConditions:
- "Ready"
- "PodScheduled"
- "AnyOtherCustomPodCondition"
multipleScalersCalculation : "max"
triggers:

- type: prometheus @
metadata:
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serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092
namespace: kedatest
metricName: http_requests_total
threshold: '5'
query: sum(rate(http_requests_total{job="test-app"}[1m]))
authModes: "bearer"
authenticationRef: @
name: prom-cluster-triggerauthentication

EE AL AT LB 1T BB KRS (A,
EEELHEHRE. FKINMET 6,

ik - IEEFLNMFTIZITE DA pod BIA 5 BIA 1,

o NFIEFHITHIL, FRBERKE, MBRKLE, MEIAEN 1,
A%k« IEEVRCF L TEREE RN TS D pod,

o XWFIEHITHEIL, FRBERKE, MBRKLE, MEAEN 1,
o NFEBEERMITHNFATEL, EHEETHE.

o XfFHBIEIFINFITEL, ERE unsete HBUHIXEIRIMER, BIMER
parallelism SEHI(E,

5

PEH 25 08 pod AR,

al

D EET BIRKREIFHE, RINEH 100,

o

D lEERESNARA AR FFIR (UMY EA) o FOAED 30,

al

al

E

1%

1%

0 EERIh TR EE, FINMED 100,
7% IHENRE L DRI, BRINET 100,
1%

 BEBMHRRPHNARRNEH, HhMBEE L BT RBKINEE secret WIMNELE
. BXIL .spec.template.spec.containers[0].

4 o

Ak EEEEST BIELA BERA LA

o default : INRXFHY BIEWEESH, NBIT BRaKE—1HNEEL. BoTBS
EFA R specs EFOIEEL,

e gradual : MRXFNY BIELHEESH, NET BRARXLEIEMEL, Bh%EKes
FER R specs BIBHIE L,

A%k IEE—N BE : default. custom = accurate, 2Ly default, MNEEZ(E
B, ESH TEN"RINTR"E 9 a5,

EERET REMBIMRA S, N RHBEEEB T R LS 82 A,

Ak EEMA SR EMIIENERMA ST ORI, MERSER, ESHMIZIFRD
B THEEZE XIEFRE )] RMA 85 B 194l

e i\ TriggerAuthentication & 4 85 255 1E, XERIME,
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e A ClusterTriggerAuthentication 3&{# PRl 4 25 5D UIE,

2. BITU T RRUBRBE BB R ¢

$ oc create -f <filename>.yaml

o EHEMMHH, URIEREEUREE EHBEIT B :

I $ oc get scaledjob <scaled_job_name>

it =Bl
NAME MAX TRIGGERS AUTHENTICATION READY ACTIVE AGE
scaledjob 100 prometheus prom-triggerauthentication True True  8s

HERREPRLUTFE

TRIGGERS : $57RIETE{H FIRYAR A 88 S 4H 2R,

o

o

AUTHENTICATION : #5/~Ff{E BTt % 25 B 19 5 IE R & R,
READY : {8~ BN REBDHES TSN -
m INRN True, T BEFREFLE,

o

» 4R False, HFEORMNKRPHN—IHSINRERE, T RBRENKRHTTH,

ACTIVE : ER BRREBXKE :

o

m IR H True, NEHITUHEM.

m IR False, NIARLZELM, FEANELBO—DPHLS I RPZERIRHIES R,

X

3.10.3. HMHIR
o THRAT BB BiELREHIIT

)=

3. HERE E . METRICS AUTOSCALER OPERATOR

&7 LAM OpenShift Container Platform B/ bR B E LIETR BT B, MIFREE X Metrics
Autoscaler Operator &, MBS Operator #8589 E fth 2H 4 LUEE 6 H B 72 B9 7] /L,

==
B 7%k KedaController BE X ¥R (CR), #NR% &Mk KedaController

CR, OpenShift Container Platform &1E/HFR openshift-keda 71 B i #E#2, NRFEMIFR
CR BiftIB& 7 B E X Metrics Autoscaler Operator, &I EMIBR CR.

3.11.1. #1E; B & X Metrics Autoscaler Operator
FERLLTE M OpenShift Container Platform & ik B & Ligir BT R,
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FRFM

o W&%E Custom Metrics Autoscaler Operator,

it

1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,
2. tN#3| openshift-keda T H,

3. il KedaController B & Y ¥ i&,

a. ¥ ZF| CustomMetricsAutoscaler Operator /R KedaController ;25 &,
b. FHEIBE KR, A5 = Delete KedaController,
c. & Uninstall,

4. R B E X Metrics Autoscaler Operator:

a. = Operators - Installed Operators,

b. # %l CustomMetricsAutoscaler Operator ¥ 7 Options 3 F1%F% Uninstall
Operator,

c. m Uninstall,
5. @ik : fFEF OpenShift CLI PR B & LIstrB oY B4AEH :
a. MERBEE IEVREEY & CRD :

e clustertriggerauthentications.keda.sh

kedacontrollers.keda.sh

scaledjobs.keda.sh

scaledobjects.keda.sh

e triggerauthentications.keda.sh

$ oc delete crd clustertriggerauthentications.keda.sh kedacontrollers.keda.sh
scaledjobs.keda.sh scaledobjects.keda.sh triggerauthentications.keda.sh

fiibRk CRD £filr kXA R, EHAGNAGRHE, BE, AREE—LLMFlRIE
BHAA,

b. FIHEMBE IERBTT RERAR :

I $ oc get clusterrole | grep keda.sh

c. HERFIHBBE BB REFAR, 0 :

I $ oc delete clusterrole.keda.sh-vialphai-admin
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d. FIHERBEIEIET BEEFARHE
I $ oc get clusterrolebinding | grep keda.sh

e. MERFIEHBE BT RERFAGHE, Hi :
I $ oc delete clusterrolebinding.keda.sh-vialphai-admin
6. MREEIEIRBIT BIA :
I $ oc delete project openshift-keda

7. & Cluster Metric Autoscaler Operator :

I $ oc delete operator/openshift-custom-metrics-autoscaler-operator.openshift-keda
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58 4 3T R LM POD & (HEE)
HRA4EZHT R EMPOD RE (FE)

4.1. ERFAERZFE% POD &
Pod EER—NIERITRZ, JREH pod MMAKEBIEEEMT & L,

4 pod BI& pod E T RIS E,

A pod HEE

OpenShift Container Platform M — Ml @ KREH A HRKWBRINAERE, RAAERFFERARNE
MEENTERRERES pod WHERRF,

=% pod HE

MREIEE R L MIZHIFT pod WIEALLE, BILLFIF OpenShift Container Platform &2 EE Th gk
B pod, MM{#E pod BEBRIBE RS RFERFEN T m LIZ1T, HESRHFEM pod —&in1T,
IRAT LA A LA R VA E Thee skl pod & :

® Scheduler EBE&

e Pod KEXMER K KEMERI
o TIRKEXM

o T RIERERR

o [TRMARR

o TRIEMEA

411 X FRINFERRF

EK1ABY OpenShift Container Platform pod AERRRF i THAER pod MEEIELEHH T R L., ©M pod
EHIE, HAERREEEENREENT R. EREMIUEE, FAMIRRAR, BFRREH pod ;
BN pod BERNRE T RH pod QIEHE,

4110, TREGAHE
HEERAERFRESRIIRENFERRFF/Z @y =SRFEFEFTEE pod T A :

BB ENARSKE RS IETENT =, Xl LUBIIER % predicates, 3% filters B9 25 ENEFIZR
EENT R BT,
BEFI 3B IS 1T s HIRBO L S

XA LGB — %5 priority, 8% scoring S5, XLEEECAE QB BN TF 0 B 10 2[E, 0 RERFE
&, 0 NRFREEEEZ pod. FERFEEALTLUAEMESIEEFERFEN AE (EHE)
BN INEEIRMM T ROBERUINE (RKREBODFMWBRINERN ) , AEREENTREBLNFARES
AR 2 BAEM, BEAFUERAIMERENRELEI YK FESNEEN,

EREREENT R

TREROEHF, RAEESEESHT RELEEZ pod. MRSNT SEIDEHER, NIFEHEF
Hep—1

i}
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4.1.2. FERFRH
£ OpenShift Container Platform FEMN— N EE A AR X R IEHIKIMEF R KBS

4.1.2.1. Bt ZE gm0 5

EEAFLLEBITE T REBEME, NEMBNE (TR) EXZNHEING, I
0, region=r1, zone=z1, rack=si,

XERELIFRBARINE L, BEATUBEVEEMRIG e, Lings/&F/ER. 75,
A LOY ARG INE LERRENIG], BE=THHILESES (40 : regions - zone -
racks) . BIE G AT LATER DN £ LUERIAE S HEE RECMER R KECMER,

m

4.1.2.2. FEH
EEANEEPEREAERR, EEA—NEEZSNRING| EIEEXM, SFESH XM ISRFIA
BTFE—IRSH pod AEEIBTFR—LFNHT R, XRIEEABGERNE pod EHE _ ERETFHE,

LU Ab IR N TR A IE IR E K, SIRE—RKMEHFERE T KRABTIEE pod, MAFHEZ pod,

INREFERFIRE pod WREME, HS AT KBRS T R EBY pod TRE, LAKMER
RIECMERN R R MIIAE X F B Ath pod ME pod,

B UM B ESIAEINEE, KIBEE pod AT LAVHEEIWLET =, FEMEX FHM pod FinHl=kiE
HfE,

4.1.2.3. RFEEHHE

EEANEEPREAERR, EET—NEEZSNRINEG EIEER KM, SHES MR R (3K
28 EBREBTE—RSHFAE pod DB EIBFZEAMAR T R L, XHEARENBEEFEES R, U
SHETAMERN., AERREZREMAERNT M2 B RS9 EERS pod.

INREFERFIIRE pod WREME, HS AT KBRS R EBY pod TRIE, BAKMEMR
RECMERN R R MLIAR X F EAh pod ME pod,

BIEAA UM A XEESHRFEINEE, KIEE pod ATLAERIMILET =, FEMBENFEM pod i klskiE
YR,
4.2. FERFERFEEESEHE POD

&7 LAF OpenShift Container Platform ERi& A A HE BB &R IT pod AEBIRBERM T R L,

421 X TFHAERFERES
AT LU — N 2 AR B AR S pod AR RS B & ks
RMAEREEBENT

LowNodeUtilization
BB 2T T RIAITEHSE pod, UREENT KRMNTRAZEEIE. XM RESRERIANEE
RFEIT N

HighNodeUtilization

HREERLABRESHN pod WEHREVITR, KHTRMETRH, FEEMNTRNVRE
BERE.
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NoScoring
XE—MEIERARES, BIEAMAESE (score) HEMRILINZIRAE B, XATRERNERHN

TR RRREEIFHER,
422 EEAERFEESR
AL AERFRE A ERAERFRESE.

FeREH
o FHEZXR cluster-admin B &I 1 £,

1. W% Scheduler %% :

I $ oc edit scheduler cluster

2. I8ETE spec.profile ZEEH{FHMEESE :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
mastersSchedulable: false
profile: HighNodeUtilization @)
#...

Q % &5 LowNodeUtilization. HighNodeUtilization = NoScoring.

3. RIS LAMES L E

4.3. B KRB MR < BC MR AB X F E At POD JXE&E POD

KEMER pod W— 1P EME, ATFEHCIHFEAEINT R, REXKER pod W—1NEM, AFHEL
pod FEEIENT =L,

1E OpenShift Container Platform /1, AILUMEBN pod KZEM4H pod K X MFERIBEM pod EHIEE /(BT

4.3.1. 7 & pod KELME

TR LUMEBD pod KEMR pod KX BMFAREEM pod LBYHE/([EFRZEBREI pod B B R EIRFL T
=

™o

o HNSRE pod ERIFRZEIEFER S AT pod ERIPRZEIRES, pod KEXMERI LIy T 25194 pod
KBRS HAt pod HEMT R L,

o WNRF pod LHINRELFEERE Al pod LEIFREILED, pod & KEME BT LARE 1 B2 RF#T pod
HWER S EEHERREM pod HEKNT =L,
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flgn, EE AR RECERIN, TERRSS RSAEX FEAMARSS 8 pod KBRS pod. MNRKFERSH
pod BIMREE R E 7 —BRS5HY pod Foi, AR IR AR AR KEXMEAN, BhiERT—BRS589 pod
5 E—BRSH pod AT R E, &, ERLUNRSSH pod DBEIT <A, AR A4

£, LU XBIERIE,

EIRFEESR AT RES A S pod BREM pod ILFd. 7ERCE R KECMEMNIES, 1HEAIRER
- ME—2H & LUt 5 P ECEY pod,

pod KEXMEMNIA I, B1ZRNIH LA,

AR ENN], pod FREVIRERT = b, MRFHUINIFEE T MBI B R e & 2t s ST ML,
B RIUE—E RE SR FITIT AN,

RYE pod (NG G IXE, HERFARITEENERXKEZRWEHR TN pod $HE
BEMT R, BN, pod AT,

EFAIEXFIER, HFANECE L EHNERB pod B9 pod KHEKIE,

EHLhET Pod AR SXHERE pod KEKME/ RKEKM, EAILUSELEMNISREAN, KR HEEXMH
ML, WMREREHEE, TROMELHRLGEAN, REZIRHR RN,

UTRAIERTEET pod RECMEM R KXEMER Pod M&.

EARPIFR, pod XELEHNIEEE, REYTREVE—NBEZTEHEAR security F11E S1 BIIREH
pod I, pod FAILAERLXN T ML, pod R KEFMENIFRR, AR REMEZITH A H security F{E
S2.MIIRZ%M pod, M| pod FHEATFAEERILT mL.

B pod XEMEH Pod Bdi& X H1

apiVersion: vi
kind: Pod
metadata:
name: with-pod-affinity
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
affinity:
podAffinity: €))
requiredDuringSchedulinglgnoredDuringExecution: g
- labelSelector:
matchExpressions:
- key: security 6
operator: In

topologyKey: topology.kubernetes.io/zone
containers:
- name: with-pod-affinity
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image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

@ FTEE pod RKEHEHINT,

OO T EHAE (175) F A%,

E BRI,

ZEBRTIA pod EBIFRZEFE pod #14%H matchExpression S MEHE S Z RIHXTFR, AL

= In. Notin. Exists s DoesNotExist.

BE pod XM Pod BCi& X461

apiVersion: v1i
kind: Pod
metadata:
name: with-pod-antiaffinity
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
affinity:
podAntiAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:

- key: security ﬂ

operator: In
values:
-S2
topologyKey: kubernetes.io/hostname
containers:

- name: with-pod-affinity
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

FAFEE pod R FEXMERI/INTT,

E AR 5F AL,

NREFANFEENE, HEEFNERSNT R

o R SROR TE AT B R i SREXME RN BN pod FRi. fEREIRZERIBERNE.

0009
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© ZEARFIA pod LEIFRERF pod HA& s matchExpression S8 HIEEA Z XK, AL
7= In. NotIn. Exists st DoesNotExist,

NRT RIPEIEIZITINGE, FEETBINE pod LRYKEKMERNN, pod &MEFELT RE
1517,

4.3.2. Bt & pod KELMHEHLI]

DRSS EERRT —MNMAHEBMN pod BBE, SOURBR—MHEEREN pod, UR—MERXKMER TS
% pod —2JAEH pod.

Eégg o
(T BB S R RN B AR M pod R,

L=

=

1. A% pod I EG R EIREM pod :
a. FAUTAREOE YAML XX :

apiVersion: vi
kind: Pod
metadata:

name: security-s1

labels:
security: S1

spec:

securityContext:
runAsNonRoot: true
seccompProfile:

type: RuntimeDefault
containers:

- name: security-s1
image: docker.io/ocpge/hello-pod
securityContext:

runAsNonRoot: true
seccompProfile:
type: RuntimeDefault

b. & pod.

I $ oc create -f <pod-spec>.yaml
2. TEQIBHAM pod I, BEELLTSELARIRIKME
a. FEAUTARALE YAML X4 :
apiVersion: vi

kind: Pod
metadata:
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name: security-s1-east
#...
spec:
affinity: @)
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution: g
- labelSelector:
matchExpressions:
- key: security
values:
- S1
operator: In ﬂ
topologyKey: topology.kubernetes.io/zone 6
#...

00 pod REXME,

BCi&E requiredDuringSchedulinglgnoredDuringExecution S413%
preferredDuringSchedulinglgnoredDuringExecution %4,

18 E L BHI key 1 values, INREFER pod SHM pod —BAE, EHEASEHE
— pod EFRZHERIRY key #1 values S,

o ® 990

EE— operator, ZEAFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
EERF In RERT R EFEEELIRE,

a 157 topologyKey, X2—PMIEFE Kubernetes 11%, #RFATFRRXEMIRH

o
“ANO

b. & pod,

I $ oc create -f <pod-spec>.yaml

4.3.3. & pod = FEXMEFN]

UTFHEERT — NI ENN pod BBE, BOE—MNEFEEGREN pod, MUR—MEAR KRNI
e BR IEFEE % pod — 2 VHER pod,

IEREE EERF KRR IR A EERY pod AR,

Pt =
1. A% pod IR EG R EIREM pod :
a. FAUTARELE YAML X :

apiVersion: vi
kind: Pod
metadata:
name: security-s1
labels:
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security: S1
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: security-s1
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

b. A& pods,

I $ oc create -f <pod-spec>.yaml

2. TEQIEHEM pod i, BEELUL TS :
a. FERUTARECE YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: security-s2-east
#...
spec:

#...
affinity: @)
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 100 @)
podAffinityTerm:
labelSelector:
matchExpressions:

- key: security ﬂ
values:
- S1

operator: In 6
topologyKey: kubernetes.io/hostname G

N pod R K EAME,

BCi&E requiredDuringSchedulinglgnoredDuringExecution S413%
preferredDuringSchedulinglgnoredDuringExecution %4,

SF—NEERFN, AT EEE—N1-100 WINE, (LEEFENERSNT S,

18 E W B HI key #1 values, WREFERH pod A5 HM pod —BHE, HERS
B— pod LIRZMERR key #1 values S,

IEE— operator, ZEAFALLZ In. Notin, Exists 5 DoesNotExist, #s0, £
EERF In RERT R EFEEELIRE,

® 00 00
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b. % pod.

I $ oc create -f <pod-spec>.yaml

4.3.4. pod FE MR ER ML R B
PURRBERT pod KEMEF pod R KELIE,

4.3.4.1. Pod XEtE
LATRRAET 7T BA LRSI 52 M pod B pod B,

® podteam4 EBFHE team:4,

apiVersion: vi
kind: Pod
metadata:
name: team4
labels:
team: "4"
#...
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

pod team4a 1 podAffinity FEBIRZ%F 2 team:4,

apiVersion: vi
kind: Pod
metadata:
name: team4a
#...
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
affinity:
podAffinity:

requiredDuringSchedulinglgnoredDuringExecution:

- labelSelector:
matchExpressions:

B 4EPPHTREN PODHE (GAE)

B Kubernetes #1%°, BT RIIXEERIRIMN,
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- key: team
operator: In
values:
-4
topologyKey: kubernetes.io/hostname
containers:
- name: pod-affinity
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

e team4a pod HEE|S team4 pod FHEIM T = L.

4.3.4.2. Pod R <HktE
LUFRBIER T BB RIS ZE%5888 pod B9 pod R REXME,
® pod pod-s1 EFIT% security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
labels:
security: s1
#...
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

® pod pod-s2 1£ podAntiAffinity T EGIR% %25 security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s2
#...
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
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affinity:
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: security

operator: In
values:
-s1
topologyKey: kubernetes.io/hostname
containers:

- name: pod-antiaffinity
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

® pod pod-s2 TEE RIS pod-s1 HHREIK T =L,

4.3.4.3. TLEHREM Pod KB
LU RBIER T 1% 8 B EFIR 25015285 B pod Y pod KEL M,
® pod pod-s1 EF 1% security:s1,

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
labels:
security: s1
#...
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: ocp
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

e pod pod-s2 EFTREFER security:s2,

apiVersion: vi
kind: Pod
metadata:

name: pod-s2
#...

B 4EPPHTREN PODHE (GAE)
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spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: security
operator: In
values:
-82
topologyKey: kubernetes.io/hostname
containers:
- name: pod-affinity
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

o [RIET R EBFW security:s2 1758 pod, BNARVIE pod-s2, MR EFEFIZINEZRIHAM
pod, #T pod RIRIFERFLIBIRE :

i th o Bl

NAME READY STATUS RESTARTS AGE IP NODE
pod-s2 0/1 Pending 0 32s <none>

4.3.5. ¥£H %%k Operator AL E

4.3.6. £ pod KEEMER K KB M 12T Z24E Operator I E

RINERT, % Operator B, OpenShift Container Platform &E#4F Operator pod ZEF| Hh—
A worker TR, AW, EXRLFERT, BITEFEZ pod AERRETRI—AH T RL,

AT RflHER 7 R e ee B LT Operator pod WE B E T Rsi—HT RMIER :

e IR Operator EZRFEMNFA, #1amd64 =X arm64

fNR Operator FERFERERYSE, # Linux 2% Windows

IMRIEHE Operator ERA—NEN LA FR—VREN LT/

o MNRIMMHLE Operator FTEENEMZRII R DEL, LUE 7 E H 4SS RE 4 R S 4
& el LU £ Operator B9 Subscription X R AZRIIT KA. pod KEXMESK pod K K EX M BRI k4%
#ll Operator pod IZREZEAE, TV RXEKMERBAERFARMAE pod WAIREMM BN —HMN, pod K
B ARV IEFARNE XS pod AEEIE—1 . Bid Pod RXHEME, EATLABALE pod AEEIT M £,

& 7] L@ M Operator B Subscription X SR pod KISk R K EX M4 K32 HI Operator pod BIZREEAL
%o
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PUFRBIER 7 a0faI 5 A 17 sR R BXME SR pod K EXMENS B ZE X Metrics Autoscaler Operator SEf 224 E|

SHPFETR :

PURRBIERT a8 pod RXEXMEERGIEME B ERE M pod RZREBE Y Metrics Autoscaler

Operator :

$¥ Operator pod IMEEI— NS AMFE T RE Pod KEXHERH

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:
- test
topologyKey: kubernetes.io/hostname
#...

ﬂ ¥ Operator B pod MBI EH app=test 11559 pod BI7T s EHY pod KEL I,

BhiE Operator pod KB — 1 HZMFE T R Pod R KEXHERAI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAntiAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: cpu
operator: In
values:
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- high
topologyKey: kubernetes.io/hostname
#...
ﬂ — pod RXEEME, ©AFHIE Operator B pod AEEIE A cpu=high /7% pod BT m L,
i

EH Operator pod BB, 1HERIUA TSR :
1. BEZR% Operator,
2. MRFTE, FHHRREHT RERC N ERIN KM,

3. % Operator Subscription X § LURANKEX M

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
podAntiAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
podAffinityTerm:
labelSelector:
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-185-229.ec2.internal
topologyKey: topology.kubernetes.io/zone
#...

@ 710 podAffinity 5 podAntiAffinity.

o EffR pod MBIFEMNTRLE, HETUTHRS :

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
custom-metrics-autoscaler-operator-5dcc45d656-bhshg 1/1 Running 0 50s
10.131.0.20 ip-10-0-185-229.ec2.internal <none> <none>
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4.4. T SRECEANES T R LB POD NE&E

KEMER pod W—1NEM, ATFEAIE(]FEAERNIT R,

£ OpenShift Container Platform &, "7 mXE MR FAERRRF FARAE pod A B BB —HHIN,
HNZ2ERT A E XFRZEF pod 15 EMIEFERETE LK,

4.4, 7 &7 RREME

R BEME AR pod I E S AT LUKEBIL pod B9—H T By R M, T s BB &AL
f5ltn, EEILUE pod BB AIVEEEHE CPU ML FHE A AR M T & EiZfT,

R RBEM A TR, BN ZHURD A

AR ENN], pod FREVAREET = b, fRFHUINIFE T M HH B R e & 2l s ST MU,
B RIUE—E RE SR FITIT AN,

INRT RIREIEIZITIN R, FEEFBHE pod LT RRECEMN], 1% pod FAREETEX
N R EIE1T,

EA L@ Pod MIAR XM ECE T kB M. R UEE S EMNISREF N, SERHEEXHFN,
MRERBERE, T RBIELHBLEMN, REZXHR RGN,

Tl Pod spec @E&—&HN], E3K pod REFIEHF# Y e2e-az-NorthSouth B {5/ e2e-az-North
= e2e-az-South WFRER TR L -

BAT KBS ZEMNE pod Boi&E XX 45

apiVersion: vi
kind: Pod
metadata:
name: with-node-affinity
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
affinity:
nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution: g
nodeSelectorTerms:
- matchExpressions:
- key: e2e-az-NorthSouth 6
operator: In
values:
- e2e-az-North 9
- e2e-az-South G
containers:
- name: with-node-affinity
image: docker.io/ocpge/hello-pod
securityContext:
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allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

@ FTRETRRBMBNT,
© B,
OO0 it/ Ex (F7%) FRBIFAZMI,

ZEBARTT R EMIRZEH Pod #4#&H matchExpression SHMEE S Z AIMXR, XMEALL
& In. NotIn, Exists s DoesNotExist. Ltz Gt.

THIFRBT SRS —REEAN, EMEMLEN pod EFEFH#H N e2e-az-EastWest HE ) e2e-az-
East =X e2e-az-West 977 = :

BAT KRB REFANE pod BoiE XX 4B

apiVersion: vi
kind: Pod
metadata:
name: with-node-affinity
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
affinity:
nodeAffinity: @)
preferredDuringSchedulinglgnoredDuringExecution: 9
- weight: 1 9
preference:
matchExpressions:
- key: e2e-az-EastWest ﬂ
operator: In
values:
- e2e-az-East G
- e2e-az-West ﬂ
containers:
- name: with-node-affinity
image: docker.io/ocpge/hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
#...

@ FTRERRBMNT,
© = UREFHIL
© HEEFIIEENE. LEeLENERENT R
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OOQ: Fimest/ 5 (17%) FRRAIZMN.

BEBARTT R EMIRZEF Pod M4 H matchExpression SHMEE S Z AR R, XMEALL
& In. NotIn, Exists s DoesNotExist. Ltz Gt.

SEBRAN TR R XS, {BEM Notin =X DoesNotExist i2 B R RESLILX FT .

YNRIEIER — pod ECEFP R AT R REAER T mukiFes, HEBUTILR

o MNRRNIEE T nodeSelector 1 nodeAffinity, I 71H RIX PN &4 pod
FREVA B BRI s

o HNIREIEE T £ 15 nodeAffinity 2B XELH nodeSelectorTerms, #LHEA—
1 nodeSelectorTerms i B pod FLEEVAE BT s £,

o MRMEILET %15 nodeSelectorTerms Xk 5iH matchExpressions, LR E
i matchExpressions &3] &1 pod FREE I = L,

4.4.2. BB KRBT Z AN
BFHRVEAN, pod FBEIREEITI R £

iz
UTHRRRT —NHENRE, HRERUB—ITR, URAERFERERIZTRER pod,

1. {8 oc label node #3545 17 SR MNIRE -

I $ oc label node node1 e2e-az-name=e2e-az1

B
AR LA AL T YAML SERINFRE :

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
e2e-az-name: e2e-az1
#...

2. BIE pod M H EBREIREM pod :
a. FERUTARBCE YAML X4 :

& o
' I REE EER KRR INE A EERY pod AR,

Fai th o Bl
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apiVersion: vi
kind: Pod
metadata:
name: st
spec:
affinity: ﬂ
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution: 9
nodeSelectorTerms:
- matchExpressions:
- key: e2e-az-name
values:
- e2e-azi
- e2e-az2

operator: In ﬂ

AN pod FELME,

Bt i& requiredDuringSchedulinglgnoredDuringExecution 2%,

09

18EWIH BB key # values, HIRFHER pod WERBIENT RE, HEAST
=R Z MR key # values 23K :

Q EE— operator, ZEAFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £
EEAF In RERT R EFEEELIRE,

b. A pod :

I $ oc create -f <file-name>.yaml

4.4.3. FEREE LR T R BRI
mEF LIS E T R AU A B AR P 2 2R B PAT AL, (B ARIUE— RE B 5 B PHAT B E,

iz
UTHERRT —NHENRE, HRERUB—ITR, URAERFZHRERZT R LR pod.

1. ¥/ oc label node #4545 17 BURINIRE -

I $ oc label node node1 e2e-az-name=e2e-az3

2. BIBEAREREM pod :
a. FRUTARECIE YAML X4 :

B REE EERF RN INE A EERY pod AR,

apiVersion: vi
kind: Pod
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metadata:
name: si

spec:
affinity: @)

nodeAffinity:

preferredDuringSchedulinglgnoredDuringExecution: g

- weight: e
preference:
matchExpressions:
- key: e2e-az-name
values:
- e2e-az3
operator: In 6

AN pod FEEME,
[

VR

0009

=R Z MR key # values 23 :

®

IZEAF In RERT R EFELIE,

b. 6% pod.

I $ oc create -f <file-name>.yaml

4.4.4. 77 RREME AL R A5
MUTRBIER T 7 MR B,

4.4.4.1. BERPCRRER T R R

LAIRRBETR T BBELERIRERNT RS pod BT mKHHE

e Nodel T"REBIRZ zone:us :

I $ oc label node nodel zone=us

preferredDuringSchedulinglgnoredDuringExecution %4,
RIEE—F 7 1-100 BWIE, RN ERENT R

EBERINED key #1 values, IIRFEH pod WERERGHENT RE, HEAST

IEE— operator, ZEFFALLZ In. Notin, Exists 5 DoesNotExist, %40, £

545 ZHT R LN POD E GHE)
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TN
AR LA AL T YAML SERIFRE :

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
zone: us
#..

® pod-slpod T mKREMEMHEHMINITEA zone F us H/(EX :

I $ cat pod-s1.yaml
=1

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
spec:
securityContext:

runAsNonRoot: true

seccompProfile:
type: RuntimeDefault

containers:

- image: "docker.io/ocpge/hello-pod"
name: hello-pod
securityContext:

allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:

- key: "zone"
operator: In
values:
-us

#...

® pod-sl pod ATLAHE R Nodel L :
I $ oc get pod -0 wide
it =Bl

NAME READY STATUS RESTARTS AGE IP
pod-s1 1/1 Running 0 4m IP1 nodet
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4.4.4.2. HA LR RREME
LUFRANER T TEERZER T RS pod BT RKRELE -

e Nodel T"REBFIZ zone:emea:

I $ oc label node node1 zone=emea

B
AR AN AL T YAML SERINFRE :

kind: Node
apiVersion: v1i
metadata:
name: <node name>
labels:
zone: emea
#..

B 4EPPHTREN PODHE (GAE)

® pod-slpod £ /XKML EZHINTEFR zone 1 us /(BN :

I $ cat pod-s1.yaml
=1

apiVersion: vi
kind: Pod
metadata:
name: pod-s1
spec:
securityContext:

runAsNonRoot: true

seccompProfile:
type: RuntimeDefault

containers:

- image: "docker.io/ocpge/hello-pod"
name: hello-pod
securityContext:

allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "zone"
operator: In
values:
-us
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® pod-slpod TEFEE] Nodel L :

I $ oc describe pod pod-s1

it Bl

Events:

FirstSeen LastSeen Count From SubObjectPath Type Reason

im 33s 8 default-scheduler Warning FailedScheduling No nodes are
available that match all of the following predicates:: MatchNodeSelector (1).

4.4.5. #5|%2% Operator HALE

4.4.6. AT s KT R IEH R Operator FIfLE

RINBERT, HZRE Operator if, OpenShift Container Platform &BEHLIF Operator pod ZEEF|H A —
A worker TR, M, EXRLEERT, BAEHEX pod HEERE T m—HT mL,

LA Rl T & AT RE A5 24 Operator pod VB RIRE T msl— 4T mAIIER ¢
e IR Operator ERRFENFS, 41amd64 = arm64
o R Operator TEEFFEMZEIERSE, 40 Linux 2k Windows
o MNRIKAHE Operator ER—NEN LA FR—HREN LTE
o INREFLE Operator EENERMIRIIR DB,  LUEEGR K 0 LS SR (4 [H] RIS HL

& B LB £ Operator B Subscription X R AR KB, pod KEXMESK pod [ FHx 4 R il Sk 12
#ll Operator pod RN E, TV mkHMERHEAERFARME pod WAIREM B —HMN, pod %
MR RISHEXE pod HERIR—T M, 81 Pod RXELME, ERILARSLE pod AEEIT M L.

& e] LU £ Operator B9 Subscription X S A7 1T ;R K EX ML SR EIEHI Operator pod B E,

PUFRBIER 7 a0faI 8 A 17 sR R BXME SR pod K EXMENS B % X Metrics Autoscaler Operator SEf 224 £
SEPIRET & LFRBERINAEER T KRB B E L Metrics Autoscaler Operator SE{5 2225 E
ERPRET R

¥ Operator pod HBBI T ST S XL RBI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
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nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname

operator: In

values:

- ip-10-0-163-94.us-west-2.compute.internal

#...

Q Z 3K Operator B pod 4% ip-10-0-163-94.us-west-2.compute.internal 8977 s KB,

¥ Operator pod BRI F AR EL AT R XEMERHI

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity:
nodeAffinity: @)
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/arch
operator: In
values:
- arm64
- key: kubernetes.io/os
operator: In
values:
- linux
#...

Q E 3R Operator ¥ pod JAE F B & kubernetes.io/arch=arm64 #[1 kubernetes.io/os=linux 132
TRk,

i =
E %l Operator pod BB, BRI TEE :

1. BEZR% Operator,
2. NRFE, HFHREBT REVMICH EREI N KE M,

3. Y% Operator Subscription X § LURANKEXHE

apiVersion: operators.coreos.com/vialphai
kind: Subscription
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metadata:
name: openshift-custom-metrics-autoscaler-operator
namespace: openshift-keda
spec:
name: my-package
source: my-operators
sourceNamespace: operator-registries
config:
affinity: @)
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-185-229.ec2.internal
#...

'D 7500 nodeAffinity. podAffinity 3 podAntiAffinity, A x0I2XEMEERE, E8ETE
BB AN BEIRER 9

7510 nodeAffinity,

o EMffR pod MBIFEMNTRLE, HZTUTHS :

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
custom-metrics-autoscaler-operator-5dcc45d656-bhshg 1/1 Running 0 50s
10.131.0.20 ip-10-0-185-229.ec2.internal <none> <none>

4.4.7. Hfth iR
o THRNMMELT S MRS

45. 5 POD BEZE T EFEAMNT =

WF S E@AE (overcommited) KSR, BEsTEFRGKMBEHMEMEBLRAEFATANTR, T2
FERERTHLINNE, ENEXFEAE A LSS DU (R E M4 e S BN h BERY 1B 5.

HRARFTILEEARFNEET R EFRASEEA, AERFERFRRAERS, FRESER
FRiE. BREIZRT R LR LU T EINREE,

451 TEd=EH
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HRFARFTILEEARFNEET R EFRSEEA, AERFERIFRRAERS, FRESER
%1%11? PREIZRT R E AT LRI R R E.

OpenShift Container Platform EIE A AT LUBT B E 1M (master) REBEF X AL RESRLXERIEXK

PRS2 FIBILL R, eI E8FANEEHEETRELNAHBE. 5B —N LA THEERSIMIK
INMERY LimitRange X R—i2E M, ATLUABRSFRHEMIGERLAZIFARENTEFERERE,

pa -

MFZRBERSPEERS, NXEBELEN, QB—IHFERARE (EFEMRIIN
HEsET B&ERS) B LimitRange X R, LAFAREET N AE S,

R TXERER, BHEBREMIERBIDFERHZIE S LimitRange Xf RER, XAIREKFE
pod WEIERIIER, BN, FLZARBET —MEER/DRHEBRE, RAEEEREBESZHETRNR
fill, XADFFAELUGRMLAERR, BERIMS, H/VDhEE L IIEER LimitRange X K.

452 T RTEFR
i EEENKIER, SVEFRRET R, LURRSENRETN.

LT REVN, ERBERIAFEEERIERKTRANA, RIEVEARETRE, SNARMIZKTR
EP\]T?&:‘EEET%MZ

HBIRIX—1TH, OpenShift Container Platform i@ f$ vm.overcommit_memory SHU%E N 1 REHS
RNRERGIXE, MMSRKEE Nt 2FANE,

OpenShift Container Platform i4:@id % vm.panic_on_oom S#U%E 7 0, HAKEE N FEERER
RE AR, KB N O AISHMAKENEARRE (OOM) &R A oom_killer, LRI ML 1T

IRAT LB 1T RIZIT A T e R EF HRIMNIKE -
I $ sysctl -a |grep commit
it Bl

#..
vm.overcommit_memory = 0
#...

I $ sysctl -a |grep panic
i Bl

#...
vm.panic_on_oom =0
#...

%%?i TR ERIAE BT LbiRe, FREH—SIRIE

LA NEN T RBUTUUTEE ¢

N
cak
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o (i CPU CFS EC&IZE sk i il S e CPU PRI
o NRGHRREBR

o NWARAMRSHEFNREREF

4.6. FAT mi5=%EH POD ME

BT TTRABR, T RALHREIILE pod BZ (HARIZ) HEET R L.

4.6.1. T ]5 RIAR
B FER/TH (taint) , TRALIBELEIEHE pod, FMRIE pod EFEEH &R (toleration) .

e L@ T R #AE (NodeSpec) fHi5 N AEIT =, Fi&id Pod #Hitg (PodSpec) f¥&[RRNFAE
pod. BN RIS =, FHERFEIES pod WEBRIZTT ML, BRIEpod TURRILE R,

T RS EY5 RfBl

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod A& B BRI HY

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1"
effect: "NoExecute"
tolerationSeconds: 3600

#..

RS AR key, value # effect ZHAK,

xR 415 RNERAH
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value

effect

operator

sk

key BRERFHFH, &% 253 MNFR. key RILUFEFIHFHL, TUEBEF

B, 87, EFF. ARATRZL

B 4EPPHTREN PODHE (GAE)

value EEEF#HE, &% 63 M FH, value WHLIFEFIHFL, ATUES

FR. BF EFFH. ORI,

effect WEELE :

NoSchedule 1

PreferNoSchedule

NoExecute

55 A EERIHT pod AR EZ
%‘ﬁi\\io

%R EMAEH pod RRE.

55 R EECRIHT pod BT LUREE 1%
TRE, BAERFERENIHN
EO

%R EMEH pod RRE.

515 S A EERIH pod TiEHEEIZ
%‘I;;\\LD

TR ERBEERRIIAE pod K
%B%D

Equal key/value/effect ST, X22KIA

{H,

Exists key/effect S8 L, EQIRE—NE
# value 38, iXFLEEME,

1. 30R M control plane T =N T —/ NoSchedule 55, T m%71EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZRIAETM,

o -

apiVersion: vi
kind: Node

annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
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taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BR577 RIEE :
e 1R operator %1% Equal :
o key SR ;
o value Z¥ A ;
o effect ZEHERL
o INR operator 2% Exists :
o key A ;
o effect ZHHER.,
OpenShift Container Platform FRE T UL Fi5m :
e node.kubernetes.io/not-ready : I RAKRFLE. X5 T IR Ready=False %f},

e node.kubernetes.io/unreachable : 77 mTo;EMTT mIRHIZZIH ], X5 mIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : T mFERELE DA, X577 KR
MemoryPressure=True %I/,

e node.kubernetes.io/disk-pressure : 7 mFIERIELE AL, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 SRS AATFH,

e node.kubernetes.io/unschedulable : 7 SR~ E,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 sRiEH 2@ AW =IREFEE I, £
TR EFEXNGmREREFC AR TR, EiEfasEEashrE N 20BN s
&, kubelet 2RI B,

e node.kubernetes.io/pid-pressure : T REHF pid £/, X557 RIKL PIDPressure=True *f
o

B
OpenShift Container Platform X &R IAR pid.available evictionHard,

4.6.1.1. 7 fR4n{a1 {85 FA R BEREER pod W
IRETLL@IT1E Pod #14% 3, MachineSet X R H 35 tolerationSeconds S, #§7E pod TE#IKFRRTAT LA

REET S EMK, MRS EH NoExecute effect 75 SURINEIT &, NBRIGS (88
tolerationSeconds £#{) B pod, TELLHARA pod N&=#EIKFR.

it Bl
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apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"
tolerationSeconds: 3600

#..

X8, MR pod EEZTEZBELRNER, pod RESTRHE 3600 %, REHPR. WMRIETR
X E 2 BIFERR, pod AR RHINER,

4.6.1.2. T RMeIfEAZ NG =

A LER— T RPBRAZSNER, FER— pod FBRAZNAR. OpenShift Container Platform %
BINTATR IS NT RAAR :

1. 203 pod EFLEEARRG R,
2. HAWARICES =1E pod LEHERH effect :

o MREEVEH—NAIEESREHE NoSchedule effect, Nl OpenShift Container Platform J&
BN pod FEENZ T RLE,

o B EBARTHES=EH NoSchedule effect, BEVEH—PMFAERERIGHE
PreferNoSchedule effect, /] OpenShift Container Platform Z A pod AEEIZ T =
.

o MREVH—NKRIEET=EE NoExecute effect, OpenShift Container Platform &1
pod MIZTT IR (MMREEBEZL TR LEIZTT) , HERE pod FAEEIZTTRLE (MIRILH
BEZTRLEZT)

o RAVFIGEM Pod &ITENHRIKER,
o HNR Pod BFI5MEBETE Pod HIH&H 15 tolerationSeconds, N&KAREBHE.
o HNR Pod BFi5E, BIEET tolerationSeconds, NI&7TEsEMN R BIREFHE,
f5gn -
o M RANMLTER :

I $ oc adm taint nodes node1 key1=value1:NoSchedule
I $ oc adm taint nodes node1 key1=value1:NoExecute

I $ oc adm taint nodes node1 key2=value2:NoSchedule

e pod EBLTAR :
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apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoSchedule"

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"

#..

HEABIH, pod BEHEETRE, RNEESE=NTREENER, WRERNG R pod BET R
£iZ17, pod &HEHZ1T, RNB=ZNTREZNITRH pod —FFITFHITR.

4.6.1.3. T & pod HEMT R (REWREHTR)

Taint Nodes By Condition (BXIAER) ATBZNE RIRERRNT R, MMREFEEAMESL LD, ORED
TRIRE— MR, MERIm—N58, BERREER D L, X5 285 NoSchedule effect ;
BN, pod TEFEENZ TR L, BRIEpod BEENAR,
EHE pod I, WERFREETRLEERBEAXLETR. RGREFE, NYE pod FAEEH—1T =
BT HERFRENRTS RmIEEFRB T K08, HERLLEERINESM pod BIR, MAERFEE
7RG H H— LT SRR
HBERAERD, FHHEREKBN TIARRNNEIFTEF Hi2H

® node.kubernetes.io/memory-pressure

® node.kubernetes.io/disk-pressure

® node.kubernetes.io/unschedulable (1.10 =& ShkA)

® node.kubernetes.io/network-unavailable ({XFREHML%)

'Q _.I-LJ\E_J'*F &%':F'm“ﬂﬂﬁrc = %Q“BEQ

control plane A& 1EEH QoS M pod F751N1 node.kubernetes.io/memory-pressure
AR, XRE N Kubernetes £ Guaranteed = Burstable QoS & pod, #HY
BestEffort pod A& AEEIZ MBI = £,

4.6.1.4. T RARIELRCRINER pod (ETFHIKAITKER)

Taint-Based Evictions TIREBRIA /B AR, ATLAMBEIRFEIR (40 not-ready #1 unreachable) H977
=R pod, YT RBEIEA—MNRRES, OpenShift Container Platform & BEI4A T mimiliz m, FHIF
SAIKBR pod LAKS pod EFT I BIE AR 22,
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Taint Based Evictions £& NoExecute 3R, A&7 KRB pod B#ILENIKER, BT R pod A=K
IXB&, FRIE pod {# A tolerationSeconds S#4,

tolerationSeconds S A FERIETE pod RFESEE T R RBT S EMAT K, MIRTE
tolerationSections EIHi R RINAEE, NFR2FZFET AL, HEEBTERRHN pod FHF#HIXER,
INRIRRTE tolerationSeconds EIHERITERR, NIAMRER LB SR pod.

SN A% A EM tolerationSeconds 3, | pod NEFE N ARFLLEFNA AT 1 (7] B 7 s RO M4 IX R

pa Y=
OpenShift Container Platform RLARRE A IKFR pod, MM LEEEZNMNT ROBEE
Fo R KE pod XER,

BOABRT, WRGEEREHRIT BT 55% BT R AR, T REMBRERSERTZ
Xigp Ry PartialDisruption, 3B pod FRERED, S FIARERNELERE (A
INHEONTRFED) , INMREFHTRIKRITR, BREWELE

MEELZELR, 1551 Kubernetes XA MY B X IKE LIRS,

OpenShift Container Platform < B3/ node.kubernetes.io/not-ready #11
node.kubernetes.io/unreachable HFINARFH 1% E tolerationSeconds=300, [RIE Pod BBEEHIEE T
HepE—FHER,

apiVersion: vi
kind: Pod
metadata:
name: my-pod
#...
spec:
tolerations:
- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ
- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300
#...

ﬂ J_théBEE%{%TEQMMEIR'F pod FERG I B X LT ARG FI P REMR — N, KRFHAERD

BHUREFREREXLERR. fl, MREE-PEFFSEMKTSHNARE, BARFEELEN
Zf’%éj\IZEM: pod ST RRFHEREA—L, UUFHFDKIREFHEE pod WNERT HEIK &,

ST ARREE M pod TE QIR &7 B LU TS =M NoExecute BFR, H3%7% tolerationSeconds:
e node.kubernetes.io/unreachable

o node.kubernetes.io/not-ready

R, SFIERRSE pod FEBIKFR,
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4.6.15. ABRFIAG =

& A LRI 70 operator: "Exists" BRMEFE key # values 28, ¥ pod BE NB BT =. B
LEBRE) Pod REMEETT BT s A HER.

AT RBAATEREIPod MK

apiVersion: vi
kind: Pod
metadata:
name: my-pod
#...
spec:
tolerations:
- operator: "Exists"
#...

4.6.2. BIN75 RHER

IRAET LA pod #1753 URINEBR, LUMETT REEWREHINILE pod MIZHAMNIZHAERI T RLE, A FUEH
pod MR, BNEEHERRBINE pod, AERTRRMEIT R, LLBRIERMBRATMT RLBR
pod.

Pt

1. @i 4R Pod spec FE &5 tolerations /73 [ pod HINER :

{8/ Equal ;2B # pod Bei& X4~ fI

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ HRSH, 0 Taint # toleration 2R A,

Q tolerationSeconds ¥ IEE pod EHIKPRETAI MR FF ST R ERIN £,
flan -
{8/ Exists ;2B pod Bei& X4 Hl

apiVersion: vi
kind: Pod
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metadata:
name: my-pod
#...
spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600
#...

ﬂ Exists ZERFTREEZ— value,

ABITE node1 ERE— NN keyl BIEH valuel B9i5 2, 1525 RZE NoExecute,

2. BIFLAT 64, £ Taint #l toleration ZHHR RIS BN T R INI5 M=
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 key1=value1:NoExecute

tbE 5 1E nodel EIE—MEH keyl, 1B valuel B975 R, HBRZ NoExecute,

IR A control plane =i T —4 NoSchedule 551, T m%71EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZIAETM,

o -

apiVersion: v1i
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

pod EMARES T R EHTREEE. BEHEE—RRE pod JELEEE nodel L,

4.6.2.1. ERATTEYNIBRERMTT AR
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ERLMERITENSEE T RARMITR. 5 MachineSet X RXEKBIFTE T R B ERTT R EH. BRI
N ENSXERNNG R, EARSERRNET R85 <8R,

ff

L=

S

1. @Bi1%%E Pod spec i &% tolerations /N 173 pod HRINAR :

{5/ Equal ;2E AT pod EC & ST~

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ KRIRSE, 0 Taint # toleration AR A,

9 tolerationSeconds S 15 E pod TEHRIKFRETS T B E BRI,

o -
{5 Exists 2B pod Bd&E X461

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

2. 975 55 NZEl MachineSet *f % :
a. NIEBES M7 A% MachineSet YAML, tHaLLAIEH MachineSet 1% :
I $ oc edit machineset <machineset>
b. 5 miANINEl spec.template.spec Ef 4 :

TH RSB TE R
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apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: my-machineset
#...
spec:
#...
template:
#...
spec:
taints:
- effect: NoExecute
key: key1
value: value1
#...

ABIET R ERE—NE T keyl, {4 valuel B975 5, 152 33E 2 NoExecute,

- RT RS RE D O

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api

R
AR AR LU YAML SRY RBiITENZRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 0

FE R AR RR.

. RIBEFET RITENES -

I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -
I $ oc edit machineset <machineset> -n openshift-machine-api

ZENMBED. TRARMNEIS MachineSet R XEHITT i L,

4.6.2.2 FAFRNARSAFBER T =

INRES

BIRE pod WMAFERITR TR, HERFPHEMEMT R,

INREFR LR pod ARERBLES KT R, BE/IFERMEIE—HT R, FH9 pod WINTRKEL

M, LUME pod REEREEI BB IZIFERT R

E—éﬂ%,#\ﬁ#ﬁiﬁﬁ)ﬁéﬂﬁﬁﬁi N pod RINBR. ARE, EXETRPRMATNHER, B
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iz
RETRUERF REFERIZT R

[RPBES =R NV 1D S PA: OPEg =t
fBlan -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule

TN
RIART AN FALLT YAML E5RIN75 & -

kind: Node
apiVersion: vi
metadata:

name: my-node
#...
spec:

taints:

- key: dedicated
value: groupName
effect: NoSchedule

#...

2. B ME B E CEAZSIZR, 9 pod RINERR,

4.6.2.3. [E AT sk ZR AR A1

BRI —MERT RIEFSRNAR (SOERR) MU, LS pod REEIRENT RE. RiE, T
BRI EmE ﬁé*ﬁlﬁ%ﬁ%i}ﬁféﬂ'—_:rﬁI?EIT_EﬁEE’\J?’?,.ﬁ“%ﬁiJ:Q

SeRFMH
o BIFERAITENSEIERFETR, B PR RINE — P HE DT R L.
o AIFEAITBINGEIEREFETR, EFTRRMEI—IHZN TR L,

AR

1. DI Project %5IRE X, £ metadata.annotations #3335 7E 17 miLFEERFIAR -

project.yaml X #E= 51

kind: Project
apiVersion: project.openshift.io/v1
metadata:
name: <project_name> ﬂ
annotations:
openshift.io/node-selector: '<label>' 9
scheduler.alpha.kubernetes.io/defaultTolerations: >-
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[{"operator": "Exists", "effect": "NoSchedule", "key":
<key name>"}

ERINTT 2R RS,

@ viEeawn.
2

9 RRSH, W0 Taint M toleration HEER P Fk, A4{FE A NoSchedule effect (FR1F TR
LEIEM pod {£%E) # Exists 28/ (RMEAME) .

2. {# oc apply S S EAIETA :
I $ oc apply -f project.yaml

ITE, <project_name> p 44 22 [H] fH Q| B BE Al fE 2L FEIREB N A B BIFE E Y 7 =L

Heth BTR
L ?iﬁﬁ"ﬂ,.“_\ZITEHL%E%MJJU/’E‘J—"_*ﬂéﬁﬁ
o AR EHE T LR

e Operator T{Ef#EM Pod &

4.6.2.4. A5 RMERIZH EARFRELHRTT =

MREHDEVET REBRHREMS, ERILUERS 5%ﬂ§ﬁﬁlﬁﬂ'm%ﬁ’iﬂ§#ﬁ’] pod SiX LT RR%F
EAEE, MMRHXET RRBAIRLEHELFERFIRESD pod, BN URRFERIREHE pod ERAKE
897 o

B R RRANINEIFERFIRE ST R EARFIREMITT =89 pod H,

i
AR NFEE pod REBARIREHIIT R

1. %%gﬁﬂiﬁﬁzﬁ'ﬂ pOd /IJ\\}JI]‘Q‘BE(:
fign -

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:
tolerations:

- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

#...
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2 ﬁﬁ 'L/L-F Dp T-l 1 /D%ﬁﬁﬁ§$ﬁ{¢ﬁg—pl \IIJ\\jJ[]‘{g
I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule

=R
/Eﬁﬂngﬁ L:L-F YAML *//J\\j][]{?u N -

kind: Node
apiVersion: vi
metadata:

name: my_node
#...
spec:

taints:

- key: disktype
value: ssd
effect: PreferNoSchedule

#...

4.6.3. MHFRT5 =AAR

A LURIERE, MTTRBIRITRHFM pod BIRAR., BN ELNARKFINE pod, ABMTERKAMENT
ﬁﬁns J«lﬁ%?’fm“ﬂﬂﬁﬁﬁﬁu}\*ﬁ J:%B% pOdo

i
BERI5 RAAR

1L N RBRITR :
I $ oc adm taint nodes <node-name> <key>-
4N -
I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-
=1
I node/ip-10-0-132-248.ec2.internal untainted
2. EMpod BIRE—RIR, 1% Pod MAEERBIFZAR :
apiVersion: v1
kind: Pod
metadata:
name: my-pod

#...
spec:
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tolerations:
- key: "key2"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600
#...

4.7. AT RIEFERS POD RERIFET R
TR AR AR — N/ (EXTBASY, BRETRER pod FRIEERYE T WA A8 X

Ef# pod BHBET R EIZTT, pod BHREST R EIREAERBIRET mILRFESR,

470 FF Rk

&R LUEF T s £ 8 pod AIFREE LAY s 585 3425 pod MAEAIE., {877 miLF850T, OpenShift
Container Platform &% pod VA B @ & ILEHR M T iR,

IEA LM A RUEF SRR ER pod MEBEREN T =L, RESCHE T RUEFSREH pod MER KR
BEMBFET RLE, URIB T RIEFESS, 5 pod REEIREN T =L,

BN, YERHEBEER, BALAR—EMZERN, NAREFLZAGRLLLESEUENE pod FEIE
T REEEER, ¥ pod BB SEAHMIBMBENT =, EAGS, SEHHAANMBHOEK, 2FBERD
Xig, EEE, §778FRiCH us-east. us-central 5 us-west, 7EL XK (APAC) , 717 &bricH
apac-east 5 apac-west, & A G RIEEGIER pod FFRINT smLfFE2R, LUBIR pod EEIX LT &=
.

4R Pod XMREET muikiFas, ERATREALERNIGE, NAFARFE pod.

BF

INRIETER— pod ECE A T7 st FE2F01 s kB, T LATRALNEH] pod B ETT =
£t

o MNRRANIEE T nodeSelector #1 nodeAffinity, I 71H EIiX PN 4ES pod
FREVA B BRIL T o

o HIREIEE T %15 nodeAffinity 2B XELH nodeSelectorTerms, #LHA—
1 nodeSelectorTerms i B pod FLAEEVAE E T s £,

o MRMEIBET %15 nodeSelectorTerms Xk FiH matchExpressions, 4L RE
i matchExpressions #8]# &1 pod FREHE I = L,

7€ pod T = BB LRSS

R LA AT UL RER IR IR B E pod HREEEIMIL T R £,
BEAT RSN, EEMCT RGBSR pod WEUHHAE, AR RIERESRRINE pod,

EARREERN T RIEFESRRMEIEHER pod B, BAFRCES] pod BIXR, 0
HEMLE.

B, LATF Node XI5 EH region: east /15 :
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W AIRAB Node Xf Rl

kind: Node
apiVersion: v1i
metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

ﬂ 5 pod 1 sk AR LECHITRZS,

pod 4 type: user-node,region: east 77 sLF 2R :

{7 U FEER B9 Pod X R Bl

apiVersion: vi
kind: Pod
metadata:
name: si
#..
spec:
nodeSelector: ﬂ
region: east
type: user-node
#..

Q@ 5RIRETRT RIS TRUARESDT RILFRRE,

EARB pod MAEEIEE pod I, BELUAERIRAT R L.

LR EE T iR
ﬁﬁﬁ EOAEESE T st RN, MRMBIEEE O pod,OpenShift Container Platform &Y 2IA
RIEFEERARINE pod, FHIFHZ pod AEEIEA A IRERT M.
W'JZID LT Scheduler % R E 8 BRI\ IS EESE Fl B9 region=east #[ type=user-node 7 st 25 :

Scheduler Operator B X FiRRHI
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apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

£2PI T R EH type=user-node,region=east /1% :

Node Xf Rl

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

AT k2R H9 Pod X KRBl

apiVersion: vi

kind: Pod

metadata:
name: s

#...

spec:
nodeSelector:

region: east
#...

LIRFERRBIERHB pod spec B8 pod I, 1% pod RERAELESERIT st 08, FHAERR
RPN

EFMCT | B A pod B9 pod FIFRTH

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

<none> <none>
=
> MR E PO pod WINBE BHETIE T mukiFEeR, NNZEFERLETRESEE T R

2%, 1R pod ZBWE T REFER, Nl pod FEWOIBHIAE.

T B 77 sk 2R

i
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FERIR T kSR, MRETELTIE S E/E pod,OpenShift Container Platform & 4577 sk 25
NINE pod, 9 pod HWEEIEBLERITEHIT R, MREERESCHEBINT mukiEes, NLAmB™T
RULTEEER A,

Bign, LATFWiE EA region=east T/ sk %25 ¢

Namespace X} Rl

apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LT B A type=user-node,region=east /7% :

Node Xf Rl

apiVersion: v1i
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

4 548 R A BT B 89745 pod HIAE AR pod B, pod &EAWE T mkFR 0, HHEEIRCH
T

Pod X &R~

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
spec:
nodeSelector:
region: east
type: user-node
#...

EMCETT = L7 H pod B9 pod FIZFR A

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

1R pod BERRBT REFER, NUIEHBH pod FRWOESHFHE, B0, MREFLUT Pod &
EZITETEF, NFK0EE :
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WAL A28 Pod X &RHl

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

4.7.2. (BT RIEFZRIRH pod KB

&R LUEF T s £ 8 pod AIFREE LAY sk 5 85 3425 pod A AIE. {877 miLF 850, OpenShift
Container Platform &% pod VA 2| @ & ILEHR M T i,

EAAT R ITENSREINSFEERINIRE. FIRERNETTENSFETHR T RIS, #T
REBZINE, MR [FAREN, RINET RFREEN T ETSRE.

E/ T RIEFESRRNINEINA pod 1, 77 RUEFRRRINENZ pod BIFEHIXF R, 40 ReplicaSet i

%&. DaemonSet XT5. StatefulSet /5. Deployment ¥ 5=k DeploymentConfig X &, EAET %
EINTRIINE pod HREEBERIIENT R LEHOUE, MNRECEH pod, ATLUFT RiLFiRERE
NINE pod HlA&H, IR pod SEBIEHINR, ELIHR pod, i pod MlA&FHEHFAIE pod.

% -
IERREE R T ARSI B HER pod A,

FeRFMH

B kR RINEIINA pod B, TEMAEIZ pod BIIEFINT R, $40, router-default-66d5cf9464-
m2g75 pod H router-default-66d5cf9464 &l AL :

I $ oc describe pod router-default-66d5cf9464-7pwkc
it Bl

kind: Pod

apiVersion: v1

metadata:

#...

Name: router-default-66d5cf9464-7pwkc
Namespace: openshift-ingress

#...

Controlled By:  ReplicaSet/router-default-66d5cf9464
#...

Web ##&7E pod YAML B ownerReferences T 7! i HIXT & :

apiVersion: v1
kind: Pod
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metadata:
name: router-default-66d5cf9464-7pwkc
#...
ownerReferences:
- apiVersion: apps/v1
kind: ReplicaSet
name: router-default-66d5cf9464
uid: d81dd094-da26-11e9-a48a-128e7edf0312
controller: true
blockOwnerDeletion: true

1 ﬁﬁﬁl—]‘%:*ﬂa%ﬁ%_ﬁ; %%E ,\, 7'TI'~', \/d\\j.][HCT/c
o TEBIET =M, HF MachineSet ¥ REHITEHARESTIEMN T RN INIRE

a. TR S, FRZRINE] MachineSet X/ R :

$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="
<value>","<key>"="<value>"}}]' -n openshift-machine-api

o -

$ oc patch MachineSet abc612-msrtw-worker-us-east-1c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

R
TOAR AR LU YAML R EAZSRE PRI |

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: xf2bd-infra-us-east-2a
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £/ oc edit S S KIEI % S ERNINE] MachineSet X R :
a0 :

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
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MachineSet X &= fi

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

#...

spec:
#...
template:
metadata:
#...
spec:
metadata:
labels:
region: east
type: user-node
#...

o EEMAT RN

a. AT m%itE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EZEHLAUTT SRR -

I $ oc label nodes ip-10-0-142-25.ec2.internal type=user-node region=east

B
AR AN FBLL T YAML k@ S iRining -

kind: Node
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9
labels:
type: "user-node"
region: "east"
#...

b. IEMERESRMET R

I $ oc get nodes -I type=user-node,region=east

i th 7 Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-142-25.ec2.internal Ready worker 17m v1.29.4

2. JFICEH T RUEFERRNINED pod :
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o BT RIEFEISRANIMEIMNBEMARER pod, 5 pod BIFEHXT RN T ISR

W APRZ M ReplicaSet X & a<fl

kind: ReplicaSet
apiVersion: apps/v1
metadata:
name: hello-node-6fbccf8d9
#...
spec:
#...
template:
metadata:
creationTimestamp: null
labels:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
pod-template-hash: 66d5cf9464
spec:
nodeSelector:
kubernetes.io/os: linux
node-role.kubernetes.io/worker: "
type: user-node 0
#...

© i,

o BV RUAFESRNINE —NEERNRH pod, EREEFRANINE Pod X &R :

AT k2R H9 Pod X KRBl

apiVersion: v1i
kind: Pod
metadata:
name: hello-node-6fbccf8d9
#...
spec:
nodeSelector:
region: east
type: user-node
#...

N
ol

7

%% EA RIS 1Y SR AR R N EIEN G IR pod o,

¢

4.7.3. QIR SRR E T Rt £

BRI LUH SR pod ERIBIARESE R T ARSI T R EBIIRE, FHEREPOIRIATE pod REIZIHF
E T /o

Bl

FRERSEE T LSRN, MMREEERDOE pod OpenShift Container Platform & IFERINTT k¥
SRINE pod, IH4% pod R BIRAILEITEH TR,
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IRA LB Jr B A EE T2 Operator BE X HIR (CR) B BEESER T mikfFss. BB T R, iTEH
BREINBEERNITE., HRZRMBNTENSRETBRT RSB EHE, FHREGZTE, IR
T AR EN, RINET RS SREENIRERRFRE,

% E,E
_ BRI LA pod AINFS B/ (EXS, BR, BEEN—TRINNERINATRBIE,

it =
/IJ\\DD%U\E’J%E’;/B.—D 'J—_'_ ? %ﬁ

1. JREBAEFRRRE Operator CR LURINBRIABYSEBESE 17 st i 8s ¢

I $ oc edit scheduler cluster

HEAT REFESRBEERZRF Operator CR 7Rfl

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
mastersSchedulable: false

ﬂ ERE LB <key>:<values X FNANTT smikfE2s.
SERLLESRE, EFSFEHIE openshift-kube-apiserver 1B 1 pod, XATREEE/LOH,
REEHEBE pod 5, RIHNEESEHE T RUEFESRTREN.
o EAIET RN, FEAITENSFERARITENRXEETENT RIRNIIRE :

a. BITULTFGRS, HHRZERINE MachineSet X &/ :

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

ey
$ oc patch MachineSet <name> --type='json' -
<value>","<key>"="<value>"}}]' -n openshift-machine-api 0

ﬂ jjﬁﬁ\*]—l/\/d\\m] <key>/<value> ;(T

o -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='"json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api
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)
EOL AT AN A ELT YAML kAT B SRS FIRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S B HIEI % & EHRNINEl MachineSet X/ R :
a0 -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} &l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

spec:

template:
metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. BUEHEOHY BT RXENBESZITENREXRPNT A ¢
o -

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api
$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

d BTRMEFHTAN, £A ocget M RRILZITEREDRMEIT R -

I $ oc get nodes -l <key>=<value>
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o -

I $ oc get nodes -I type=user-node

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.29.4

o EEMAT RN

a. N1 =% Node X4 :

I $ oc label nodes <name> <key>=<value>

WJ&D EgjjJ’/L-F—D/ \/IJ\\j.][]*T/c

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east

TN
RAEI AN FBLLTF YAML E@ETT S iRining

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
type: "user-node"
region: "east"

b. £ oc get BRI E R T SHRIMEIT & -
I $ oc get nodes - <key>=<value>,<key>=<value>
flan :

I $ oc get nodes -| type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.29.4

4.7.4. QIR BB E T Rk

IR LA &Y B BT sULESs M T R ERIRE, 125508 R OIEMIFTE pod BREIZIFMCEI T M.
YIRTEXAN B A2 pod B, OpenShift Container Platform & REFEIRANIENTE & pod, FIF
pod A EIT B R E BRI T R Hﬂ%ﬁﬁ:%ﬁ?ﬁ%ﬁ)\ﬁ,m 5'63‘4:55, M LATH B 7 s an
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87T LUE S JwiE Namespace % SRR BRI T RiEFE2R, LUK openshift.io/node-selector 544,
TAAT R, T ENESRESVSREERINTE, HRERMENT EV SRS THREART KSR EIN,
REBIZINE., MR RHNEEN, RNET SV SREENITE R RFRSE.

1R Pod X REET Rk, NARWEE pod, EERBEIEHERLENT RIEFER. ML spec il
pod B, RSB T H B BIEIR

HixfE 2 pl

Error from server (Forbidden): error when creating "pod.yaml": pods "pod-4" is forbidden: pod node
label selector conflicts with its project node label selector

al

%% MERILLA pod FRANAISMBORE/(E X, 1B, 1Tk H— N5 B RN E AR (.

i
ANINRRAII B Y rUEFEES

1. SIS REEHFENEH AL, LURIN openshift.io/node-selector 53X :

I $ oc edit namespace <name>
it Bl

apiVersion: vi
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "type=user-node,region=east" ﬂ
openshift.io/description: ™"
openshift.io/display-name: "
openshift.io/requester: kube:admin
openshift.io/sa.scc.mcs: s0:¢30,c5
openshift.io/sa.scc.supplemental-groups: 1000880000/10000
openshift.io/sa.scc.uid-range: 1000880000/10000
creationTimestamp: "2021-05-10T12:35:04Z2"
labels:
kubernetes.io/metadata.name: demo
name: demo
resourceVersion: "145537"
uid: 3f8786e3-1fcb-42e3-a0e3-e2ac54d15001
spec:
finalizers:
- kubernetes

ﬂ & Y1 <key>:<value> X711 openshift.io/node-selector,
2. EAVTENSENERFETR, N RBIIRE :

o TEBIET =M, M MachineSet ¥ REHITENBRESTENT RN INIRE :

a. TR S, FRZRINE] MachineSet X/ R :
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$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

<value>","<key>"="<value>"}}]' -n openshift-machine-api
fign -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

7
LT AN A ELT YAML kAT B SRS FRINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S B HILI % & 2R INE] MachineSet X/ R :
fBlgn -

I $ oc edit MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-machine-api
i th 7 Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

spec:
template:

metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. BEFES ZITENSREXRIKAT & ¢
o -
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222

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

d HTRMHEHTAN, & oc get v HIIEZINERBERMEIT R :

I $ oc get nodes -l <key>=<value>
4N -

I $ oc get nodes -I type=user-node,region=east

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.29.4

B AT RNIPREE

a. 4w%H Node M R LURINIRZE

I $ oc label <resource> <name> <key>=<value>
gn, BHEHLUFTRIRMIRZE |

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-c-tgq49 type=user-node
region=east

B
ISR LN AL YAML SE@E T SRR -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
type: "user-node"
region: "east"

b. £/ oc get G HEIEIRE RS BARMEI Node X R :

I $ oc get nodes -l <key>=<value>
4N -

I $ oc get nodes -I type=user-node,region=east
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it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.29.4
H At B
o FAT RIEFHRMBROIRIA

4.8. A POD it D mIRHIIES POD &
B LUFER pod HIN D TAJREIES) pod T M. K. XiGskEME € LHHRINEERE.

4.8.1. %F pod D HIRH

B ER pod S LYK, BRI LSRR pod 2 AIRHEFEAIRIES], UEBIS T AMNE
BHBIFIRER.

OpenShift Container Platform B G A bRt 77 mLURBHAIME R, R, X, TmsiEMmEE X
B, ETRENETIXENRERE, BFPFEEE Y pod RN TAIR, LIRS pod 11X LR FME AR
%o

IRA] LU EWLE pod ZEHHE—#E, TNIOMEIMLIRIMILUIRATUESHWE SR, RERA—GRARZEFH
pod TE R AR 2 BT F 4R ITE A 2 4H.

4.8.2. ECi& pod ¥Rt BRI
UTFHHER T UIEE pod #RIMN BAR, LIREXDESIEETZELER pod.

BRI LHEE S pod RN ERLIR, BELIBRENTRBENZE, DAHEMA pod A2 HLR
FRENIE pod.

SeRFMH

e B7A cluster-admin A E - B EMIRE RINE T M=o

1. B3 Pod spec F157E pod M D ERLIR :

pod-spec.yaml 344761

apiVersion: v1i
kind: Pod
metadata:
name: my-pod
labels:
region: us-east
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
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topologySpreadConstraints:
- maxSkew: 1
topologyKey: topology.kubernetes.io/zone g
whenUnsatisfiable: DoNotSchedule €)
labelSelector: ﬂ
matchLabels:
region: us-east 9
matchLabelKeys:
- my-pod-label G
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

A FRIME B pod EMHAZET. BRI 1, EREEIEE 0 E.

TRINVENEH, ERLEMERERNT KRN NER—HRIb,

MRAHRDHRNNR, AL E pod, EKiLH DoNotSchedule, E&EIFAERFAE
W pod, K& ScheduleAnyway, EARAE pod, BHERFERILEAZEE skew Y
RIEERUAEEERE R EEHNIE R,

PURg It PR e 2R 80 Pod R A MMRITEFHIRAINAH, LUBRARER, BREERSERE
Zr, BMFIIELES pod.

INREHRLLUFIERITEUL Pod MIt, TEHARLL Pod spec R B HhR3E 15585 R L ELiX
PRI 2R

® o @@G

O FATEEEIESHM pod 8 pod FRERIIE.

2. 6 pod :

I $ oc create -f pod-spec.yaml

4.8.3. pod ¥ $h2  FR i 7 51
LUFRBIETRT pod HHIND B REE.

4.8.3.1. .4 pod R D B RTH

Itk Pod spec RABIE XL T — pod IHFINDEAER, ©5FRICH region: us-east # pod PCEg : £ X 15 8] 4
1, 187E skew 1, HERHBXLERNAHE pod,

kind: Pod
apiVersion: v1i
metadata:
name: my-pod
labels:
region: us-east
spec:
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securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
topologySpreadConstraints:
- maxSkew: 1
topologyKey: topology.kubernetes.io/zone
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

4.8.3.2. %4 pod It HBARRHI

Ltk Pod spec RBIZE XL T B4~ pod ¥R ffRHI, 1EH5E region: us-east B pod LILHE : $57E skew
1, FERHRBIXLERETEE pod,

BE—NREIET A E LHRZE node £ pod, FIZANARBIERFE LHFRE rack 94 pod, HE
pod W/ B X PR N PRI

kind: Pod
apiVersion: vi
metadata:
name: my-pod-2
labels:
region: us-east
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
topologySpreadConstraints:
- maxSkew: 1
topologyKey: node
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
- maxSkew: 1
topologyKey: rack
whenUnsatisfiable: DoNotSchedule
labelSelector:
matchLabels:
region: us-east
containers:
- image: "docker.io/ocpge/hello-pod"
name: hello-pod
securityContext:
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allowPrivilegeEscalation: false
capabilities:
drop: [ALL]

4.8.4. HLH R

T RO ST T R BRI

4.9. DESCHEDULER

4.9.1.

Descheduler # it

WERRF (scheduler) #HAFXARERESILEH pod IT7 =, T descheduler A WL KPR IETEZITHI
pod, MMfE pod BB EFHHAEEESEN T =L,

4.9.1.1. XF descheduler

fERILAME R descheduler RS ERIRIKFR pod, LMERE pod EFHAETESEHN T R L,

descheduler & FELTIER T 42178 pod :

TRERTRITERERA.

Pod M mREAMER (M5 RFhr) B8R, FARKHAETBESTFELET R,
TREWFEE®D pod,

SRFPRIN T T R

Pod EFBIREIA%,

5E
descheduler NFAE#RIKFRA pod, T #IXFR pod BIESSHIAEFRRE (scheduler) #H

% descheduler JRTEMTT KPR pod F5f, ©RFEFRLLTHLE

226

openshift-* #] kube-system #p# 22 (6] FHH) Pod A #IKFR,

priorityClassName #i% &/ system-cluster-critical 5 system-node-critical FJx pod &~
IR,

AETEHIRHLE. BlIAE. MEHMFL—HOMNES. BIRSIRIL pod TEWIKR, FHhixLe
pod FR#EH AL,

B i R R pod SRR,
BEFRMENEDR Pod TR#EIKER,

BestEffort pod &= 1E Burstable #1 Guaranteed pod Z BI#EXFR,
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e EB71 descheduler.alpha.kubernetes.io/evict JX fRHIFTA pod R EVER T LIAEIKER, tEERRR T
EEF RIS, A LUEREIXBRIFLE pod, A MIZENE MR O pod LR 2B EH 1
# pod.,

e %F % Pod Disruption Budget (PDB) FRHIH pod, #15R#1T deschedule &% & Pod disruption
budget (PDB), M pod A#IKFR, @it 6 FIKPRF HIRKALIE PDB RIKFR pod o
4.9.1.2. Descheduler BEdiB %
LAF descheduler BECiESE AT A :

AffinityAndTaints
BB RIPRIER T pod FAIFYRKEEME, 17 RKRECMHEFN T =I5 =B pod,
©iaB T UL TRE
¢ RemovePodsViolatingInterPodAntiAffinity : ffif&i¥ /& T pod [A/#9 & <EMEH pod,
e RemovePodsViolatingNodeAffinity : #F&i% /R 7 17 s KB pod,

e RemovePodsViolatingNodeTaints : #}i# & T 77 s LB NoSchedule 5 =B pod,
BB AKX MR requiredDuringSchedulinglgnoredDuringExecutionf pod,

TopologyAndDuplicates

EEE SRR pod LA NTET R IA T2 B R LR pod AEREIMER pod.
EEAT TR :

e RemovePodsViolatingTopologySpreadConstraint : ¥ E|IREEHRIMNE, FHIE
DoNotSchedule 23R #iE &K HAT 2 MEL KB pod IXER pod.

e RemoveDuplicates : fAfRRE—1 pod 5E—T1 R EZITHEIARSE. EHIEHIZ. SBESNE
W ABREL, REEZINEEM pod, NIXLEESM pod RRIXKLLE IF LR pod
akie

LifecycleAndUtilization
It RS E KPR A2 T8I pod, FF-E T R 1B BRE 1B 5.
CE AT LR :

e RemovePodsHavingTooManyRestarts : &R 2FEE T % XM pod,
EERS: (SEEEER) PHESHLDEET 100 RE Pod ,

e LowNodeUtilization : ZHAKRFRMT R, FETRENER TMEMTEFRT R
IXER pod, LAREIXLEMRINFRAY pod AT LATEE FASREAY T R LR EHT O/,
MRV RUAERT 20% (CPU. REFH pod WEE) NHZT RN N ERETRE,
NRT REIAEEIT 50% (CPU. RTFH pod FEE) NNHZT RIS &R,

e PodLifeTime : IR AXEM pod,
KINERT, 2MERET 24 NI pod, ERILLEE Y pod £ e RIHAE.,

SoftTopologyAndDuplicates

XNBELEBS% S TopologyAndDuplicates tHE, TR ETFEGYIRIMIRE pod (40
whenUnsatisfiable: ScheduleAnyway ) H#1 J KXk,
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3 p= )1
S RERN 5 A SoftTopologyAndDuplicates #1 TopologyAndDuplicates, /&R &
o O REHURIE,

EvictPodsWithLocalStorage
I BERITERRMFMM pod B FEHIKER,
EvictPodsWithPVC
LEEEAR T ERAMSHEHAN pod B HEIR. NREM Kubernetes NFS Subdir External

Provisioner, {EAIh R B T2 R & 22 AR N HERR B 6 4 22 A,
4.9.2. Kube Descheduler Operator & 1T3Eir
Kube Descheduler Operator 8 ¥FEIRIR pod, UMEAUERESEN T m EEHHE pod,
AEITEILNE T Kube Descheduler Operator BIFF 4 o

MEBEELER, EBHXT descheduler,

4.9.2.1. Kube Descheduler Operator 5.0.1 £ {T3Eic
KA : 247818
LR S FETF Kube Descheduler Operator 5.0.1 :

® RHSA-2024:3617

4.9.2.1.1. #iTheE R TheEI8 o

o IHTE, BEILUIFELL FIPS ##i21TH) OpenShift Container Platform S£E£ L {E A Kube
Descheduler Operator,

BF

ZEREBEEAFIPSER, B AIMEE N FIPS 12 {EH Red Hat Enterprise
Linux (RHEL) It B#HZITRERERF. AR RHEL FRECE FIPS RXMEZER,
WBHTE FIPS AP LEIZRT,

L LU FIPS #22j217 Red Hat Enterprise Linux (RHEL) 2% Red Hat Enterprise
Linux CoreOS (RHCOS)H}, OpenShift Container Platform #%:/OZH44# A RHEL
I, 7£ x86_64. ppc64le #l s390x 22 LIRZZE NIST FIPS 140-2/140-3
Validation,

49.2.12. BF#ERES

e it Kube Descheduler Operator Z{ThRAfER T LS LIREFFEE(CVE),

4.9.2.2. Kube Descheduler Operator 5.0.0 Z{T3F1C.
LZWHE : 20243 A6 H

A& F Kube Descheduler Operator 5.0.0 :
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® RHSA-2024:0302

49.2.21. FEZL

o TEX/NHRAH, Kube Descheduler Operator 24 T 37 F OpenShift Container Platform R iR
RRHEH

49.222 BFHERESR
o TELIRIMIARAA, descheduler pod HE&ERELTA K Operator IRABZE S : failed to convert
Descheduler minor version to float, EXXMRAR, THERES, (OCPBUGS 14042)
4.9.3. f#f descheduler 3k pod

IR AT LLEIT %3 Kube Descheduler Operator X BN EESRFEME E LT OpenShift Container
Platform Aiz4T descheduler,

4.9.3.1. &% descheduler

ERINERT, TR #H descheduler, Z/FH descheduler, EwAZiIM OperatorHub %% Kube
Descheduler Operator, #/5FH—12% 1 descheduler BZE%.

FINBR T, descheduler UTIMIERIZ1T, XEHE T REM pod WR, AT descheduler BIfET
BN B T pod HXER,

BF

INRIBEERP A THEER control plane, %BBEE XMERHEE, UBEIEE control
plane 3 & Z2 (AR B pod #AKER, FFILAED EIE R B FFXE S hypershift-control-
plane, ENEHBEEM control plane LN LM REMEHE (100000000)

FoRFMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

e jj[A] OpenShift Container Platform Web Z#I&

1. &[HE| OpenShift Container Platform Web 2% &

2. 3y Kube Descheduler Operator B3 B4y & 22 |H],

a. 1#17 Administration > Namespaces, = Create Namespace,

b. £ Name FE&#%i A openshift-kube-descheduler-operator, 7£ Labels &4 A
openshift.io/cluster-monitoring=true 3&/= i descheduler 1§15, fAE=ifi Create,

3. &% Kube Descheduler Operator,

a. 1# A Operators - OperatorHub,
b. 7EiTIEHESHI A Kube Descheduler Operator.

c. % Kube Descheduler Operator F s Install,
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d. 1E Install Operator TIHEH, 1%f¥ A specific namespace on the cluster A FHIZF H A%
£ openshift-kube-descheduler-operator .

e. ¥¥ Update Channel #1 Approval Strategy BB A2 AT EHI(E,
f. | Install,

4. fI|# descheduler £,

a. {f Operators — Installed Operators TTEH, = Kube Descheduler Operator,
b. 1%#% Kube Descheduler 175713 ;2 Create KubeDescheduler,

c. RIEZEREXE.
i. BIXFR pod MAREIIKER, 5 Mode FEEHE N Automatic,

4.9.3.2. B¢i& descheduler Bt B
IR AT LAERE descheduler 2 FAMFLEED & &= SR AKFR pod,

FRFM

e LIEF cluster-admin A& A 515 &K El OpenShift Container Platform,

i

1. %w%E KubeDescheduler %4 :

I $ oc edit kubedeschedulers.operator.openshift.io cluster -n openshift-kube-descheduler-
operator

2. 1t spec.profiles R IEE—THNLE N ERES.

apiVersion: operator.openshift.io/v1
kind: KubeDescheduler
metadata:
name: cluster
namespace: openshift-kube-descheduler-operator
spec:
deschedulinglIntervalSeconds: 3600
logLevel: Normal
managementState: Managed
operatorLoglLevel: Normal
mode: Predictive ﬂ
profileCustomizations:
namespaces: 9
excluded:
- my-namespace
podLifetime: 48h e
thresholdPriorityClassName: my-priority-class-name ﬂ
profiles:
- AffinityAndTaints
- TopologyAndDuplicates G
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- LifecycleAndUltilization
- EvictPodsWithLocalStorage
- EvictPodsWithPVC

Ak - BOAER T, descheduler RFRIKFR pod. BIKFR pod, 1HIF mode ZEH
Automatic,

HEBEHRIMEZEEFIR, HEFEM included RIXBETSHMMLZRRFR, HEE,
R\ HERR 2R IP B4 & 22 7] (openshift-*, kube-system. hypershift),

Ali% : 7y LifecycleAndUtilization B2 B /S BE X pod £ EHE. ARHAAMZE s. m

9 Ak XERF OB ZZEAFIR, LUMEM descheduler 2ER B &5 HER. M exclude
9 =% h, BRIA pod £aEHH 24 N,

% BEMEREE, NEREIEFIBERNN FREE pod #HITIER, £A
thresholdPriority FEXIXBHF L HE (40 10000) =HEFHEMA
thresholdPriorityClassName F XI5 ERFENLEL L AT (40 my-priority-class-
name) . MRIBEMEL LB, N2 FEE, BN descheduler RIEEEIR, TE
[Eif1% & thresholdPriority #1 thresholdPriorityClassName.

© S-S IREXHLUEA. THEE
& : AffinityAndTaints. TopologyAndDuplicates. LifecycleAndUtilization. SoftTopo
logyAndDuplicates. EvictPodsWithLocalStorage # EvictPodsWithPVC,
6 T ERENE A TopologyAndDuplicates #1 SoftTopologyAndDuplicates, FAH&ERS
B,
TRALERZIMRESR  BEREENIIFHIEE,
3. REXMHLUERZE R,

4.9.3.3. BEdi& descheduler [A]fE
B A LLEC B descheduler i21T 2 [BIFIRT A, BRI N 3600 # (—/hE)

SeRFMH

o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

Y

1. %w%E KubeDescheduler % :

I $ oc edit kubedeschedulers.operator.openshift.io cluster -n openshift-kube-descheduler-
operator

2. ¥ deschedulingintervalSeconds FE% E#7 AT BHI(E :

apiVersion: operator.openshift.io/v1
kind: KubeDescheduler
metadata:
name: cluster
namespace: openshift-kube-descheduler-operator
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spec:
deschedulinglIntervalSeconds: 3600 0

ﬂ %i& descheduler ;21T R fRRIF R, #OR1% N 0, NI descheduler &iZ217—RFFBH.

3. RIS LAMES L E

4.9.4. H#; Kube Descheduler Operator

&) LUOE S 1% Operator FMIBREF X FTIR, M OpenShift Container Platform Faffflf& Kube
Descheduler Operator,

4.9.4.1. #1#; descheduler

1R A LB R descheduler 525 F 1% Kube Descheduler Operator MEEEEFRFEIR descheduler, IEi7
21445512 KubeDescheduler CRD #1 openshift-kube-descheduler-operator 5 £ 22 ],

FERFH
e LIEF cluster-admin A& A 515 &% El OpenShift Container Platform,

e jj[A] OpenShift Container Platform Web 1Z#1&,

1. &[HE| OpenShift Container Platform Web 2% &,

2. & descheduler SE4,

a. 1t Operators — Installed Operators TTEH, = Kube Descheduler Operator,

b. 1%#% Kube Descheduler 1% F,

c. =EB FBEM Options FH# F1%+% Delete KubeDescheduler,
d. FEHUXTIEER, = Delete,

3. E1#; Kube Descheduler Operator,

a. 5fin%l Operators - Installed Operators,

b. = Kube Descheduler Operator & H 351189 Options ¥ 5., A1 Uninstall
Operator,

c. TEHUXTIEESR, = Uninstall,
4. Ik openshift-kube-descheduler-operator 4 22 4],
a. SfinZE Administration » Namespaces,

b. 1EiLJESREF %I A openshift-kube-descheduler-operator,
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c. = openshift-kube-descheduler-operator £ B3#) Options 3K H#. , REEFE
Delete Namespace,

d. TEFIAGHERES, %iA openshift-kube-descheduler-operator 3 =3 Delete,

5. fi#f& KubeDescheduler CRD,

a. # A Administration = Custom Resource Definitions,

b. 7EiTIEEMEH % A KubeDescheduler.

c. = KubeDescheduler £ B35/ Options 3 H# , RFIEFE Delete
CustomResourceDefinition,

d. FTEBIAFIEIER, = Delete,
410. ZRFAERR

4.10.1. A ER BT

& B] LA 4 Secondary Scheduler Operator RiZ{TEE L ZRAERRF, UKRIFE pod BEINETR
.

4.10.1.1. XF Secondary Scheduler Operator

Red Hat OpenShift BJ Secondary Scheduler Operator 2 T 7£ OpenShift Container Platform HEZE R
EXZRFHERENAE. ZHHAERFSHIANAERRE—i21T, LUK pod, Pod BBERIIEEEFEM
HHERRF,.

BE HAERRFENIESR /bin/kube-scheduler Zi#t#I3x, FETF Kubernetes JHEIEZR,

BF

& AT LAE A Secondary Scheduler Operator 7 OpenShift Container Platform FE8Z B E
N ZRHERRF, BLABEFEEIFEE L NAERZFBITHEE,

Secondary Scheduler Operator QI R ERFAMENRINABMAB R E, EaIl@B I IMEHER
FFE2E KubeSchedulerConfiguration ¥TiE, 35 &ML HE MR E AZR.

4.10.2. Secondary Scheduler Operator for Red Hat OpenShift 4 1T3EiC

Red Hat OpenShift B Secondary Scheduler Operator B F&E OpenShift Container Platform &E&$ IR
ZEELZRAERR,

AEITEILNE T #5 Red Hat OpenShift B Secondary Scheduler Operator B9 4 o

MEFELER, HSHXT Secondary Scheduler Operator,

4.10.2.1. Red Hat OpenShift 1.3.0 B Secondary Scheduler Operator X {T3FiC
KB :24E781H
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AR S F Red Hat OpenShift 1.3.0 BY Secondary Scheduler Operator :

® RHSA-2024:3637

4.10.2.1.1. HiTheE KR IhaEI® 7m

o II7E, BETLUITELL FIPS #i21TH) OpenShift Container Platform S£&£ L2 #{E Secondary
Scheduler Operator,

BF

EHERSA FIPS X, B IMEE AL FIPS X FH Red Hat Enterprise
Linux (RHEL) TTB#HZITRERERF. AR RHEL FRECE FIPS RXMEZER,
BB FIPS B P REZRY,

L LU FIPS #22j217 Red Hat Enterprise Linux (RHEL) 2% Red Hat Enterprise
Linux CoreOS (RHCOS)Hf, OpenShift Container Platform #& /O 4H 48 B RHEL
INERE, 7E x86_64. ppcb4ale F1 s390x 484 _EIRZZE NIST FIPS 140-2/140-3
Validation,

410.2.1.2. BFHERES

e [t Secondary Scheduler Operator Z1THRAFR T LN E WIREFRE (CVE),

4.10.2.1.3. E/n)E

e HAl, &EiEEiT Secondary Scheduler Operator ERE HMFTIR, NBECEMST. CRD =k RBAC
w8, BENZIAERFABNAEBNAGHEUNNEM FTIREBLIAN N H, (WRKLDS-
645)

4.10.3. R HERFHE pod

IR FI LLEIT % 3% Secondary Scheduler Operator., ERE ZNHAERER, FH7E pod B L HIXE ZJAETRE
%, 7E OpenShift Container Platform Fiz{TBE R BHERFE,

4.10.3.1. 2% Secondary Scheduler Operator

IRATLAME A Web #28%& 7 Red Hat OpenShift 2% Secondary Scheduler Operator,

SeRFMH

o LIEZH cluster-admin & BB 515 & %% OpenShift Container Platform,

e ijj[a] OpenShift Container Platform web %15,

1. &[HE| OpenShift Container Platform Web 2% &,

2. 77 Red Hat OpenShift @il Secondary Scheduler Operator P& #I i % Z2 1A,

a. 1#17 Administration > Namespaces, = Create Namespace,

b. 7£ Name FE&#%i A openshift-secondary-scheduler-operator, = Create,
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3. 7 Red Hat OpenShift %%& Secondary Scheduler Operator,
a. SfinZE Operators » OperatorHub,
b. 7EiTJEBRIEAHFIA Secondary Scheduler Operator for Red Hat OpenShift,
c. 1%#¥ Secondary Scheduler Operator for Red Hat OpenShiftt == Install,
d. £ Install Operator TIHE A :

i. Update channeli%i&7 stable, &/ Red Hat OpenShift Z%& Secondary Scheduler
Operator FIER#TE E R A

ii. 1%54% A specific namespace on the cluster, 3 M THI3E ¥ F % openshift-
secondary-scheduler-operator,

iii. P BT AESRER,

e Automatic SB&fo1F Operator Lifecycle Manager (OLM) 7TE&HhRA A B B
B #T Operator,

e Manual FRKIEEEHAE YL EILRAE LA Operator B#,
iv. = Install,
1. 5fnZE Operators - Installed Operators,

2. %iF Secondary Scheduler Operator for Red Hat OpenShiftE %4, Status 7y Succeeded.

410.3.2. ME R FERRF

%% Secondary Scheduler Operator f&, &0 LIEE Z S AERE,

SeRFZH
o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,
e jj[a] OpenShift Container Platform web 1Z#I&

o RXET Secondary Scheduler Operator for Red Hat OpenShift,

1. E[E% OpenShift Container Platform Web %] &

2. QIRECEMRSRERF -NAERFHNRE,

# A Workloads —» ConfigMaps.
b. = Create ConfigMap,

c. 7£ YAML ZrfE2sd, HiA S5 %E KubeSchedulerConfiguration A2 & HIEZ B ETE X, 4l
m :

I apiVersion: v1
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kind: ConfigMap

metadata:
name: "secondary-scheduler-config" ﬂ
namespace: "openshift-secondary-scheduler-operator” 9
data:
"config.yaml": |
apiVersion: kubescheduler.config.k8s.io/vibeta3
kind: KubeSchedulerConfiguration 6

leaderElection:
leaderElect: false
profiles:
- schedulerName: secondary-scheduler ﬂ
plugins:
score:
disabled:
- name: NodeResourcesBalancedAllocation
- name: NodeResourceslLeastAllocated

LB AT TR, X F7E G2 SecondaryScheduler CR I}, 7 Scheduler Config &
B,

B BR824/ 7E openshift-secondary-scheduler-operator 34 22 (7] R (1] 3,

— N EFRFH KubeSchedulerConfiguration ¥R, MMEERZER, 1HS
Kubernetes API 3X#&##J KubeSchedulerConfiguration,

“MAERFEHELT, FH spec.schedulerName FEX % E N ILEM Pod &FERIXA
ZHERRE R,

NZRFERFERAIERRES. MRIEERINHAERMS, E55 Kubernetes X4
By

® 6 0 o

d. &= Create,

3. /i SecondaryScheduler CR:

a. 5fin%l Operators - Installed Operators,
b. %% Secondary Scheduler Operator for Red Hat OpenShift,
c. %i#¥ Secondary Scheduler 17+, #Af5 R Create SecondaryScheduler,

d. Name FEEZiL\H cluster; ~E B it & FR.

e. Scheduler Config ZE& 21\~ secondary-scheduler-config. R X ME S IR 0]
HOFD & PR 4 9 2 TR T L,

f. #£ Scheduler Image FE&H, HiABE LHERFHEHEEELR,

' o
AT EEIFEE L= NHAERFIIThEE.

g. = Create,
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4.10.3.3. AR FAERFFHE pod

ZEAZNAERFAE pod, 1H7E pod E L HIXE schedulerName FE%,

FTRFH

e LIEF cluster-admin A& A 5155k El OpenShift Container Platform,
e jj[n] OpenShift Container Platform web &,
o ZE T Secondary Scheduler Operator for Red Hat OpenShift,

o BET ZRHERR,

1. &[HE| OpenShift Container Platform Web 2% &,
2. 5%l Workloads — Pods,
3. = Create Pod,

4. 7E YAML %r%E259, HiIAPREM pod BCEF 10 schedulerName F % :

apiVersion: vi
kind: Pod
metadata:
name: nginx
namespace: default
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- hame: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
schedulerName: secondary-scheduler ﬂ

Q TERE N HERFER, schedulerName FE& T S EREMGT A E XL FFTHD,

5. = Create,

1. BEEF| OpenShift CLI,

2. AT SR pod :
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I $ oc describe pod nginx -n default

it Bl
Name: nginx
Namespace: default
Priority: 0
Node: ci-In-t0w4r1k-72292-xkqs4-worker-b-xgkxp/10.0.128.3
Events:
Type Reason Age From Message

Normal Scheduled 12s secondary-scheduler Successfully assigned default/nginx to
ci-In-t0w4r1k-72292-xkqs4-worker-b-xgkxp

3. EEM4FKH, HEHES Successfully assigned <namespace>/<pod_names to
<node_name> EK{LUEEHEH,

4. 1 "From" 5, BIEEHEMZRHAERFENRD, MARMINFAERRF,

&4 LUK & openshift-secondary-scheduler-namespace 1 #J secondary-
scheduler-* pod B, LIIE pod REEH - NAERFEHE.

4.10.4. E1%; Secondary Scheduler Operator

180T LUOETS 1% Operator FMIBREF X TTIR, M OpenShift Container Platform Fifffif&k Red Hat
OpenShift B Secondary Scheduler Operator,

4.10.4.1. H1# Secondary Scheduler Operator

& A LUEF Web #4155 Red Hat OpenShift E1%; Secondary Scheduler Operator,

FRFM

e LIEF cluster-admin A& A 5155k El OpenShift Container Platform,
e ijj[a] OpenShift Container Platform web 1Z%I&,

e LI T Secondary Scheduler Operator for Red Hat OpenShift,

1. E[EF OpenShift Container Platform Web &,

2. 7 Red Hat OpenShift Operator 1%k Secondary Scheduler Operator,

a. 5fin%l Operators - Installed Operators,
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b. s Secondary Scheduler Operator 5 B35i/1#] Options 3 , F 4 Uninstall
Operator,

c. EMBIANIEHERH, = Uninstall,

4.10.4.2. fHiBR Secondary Scheduler Operator ¥
A9, £ Red Hat OpenShift 1%, Secondary Scheduler Operator [&, BRI LAMEREHBIREME X T

N
WiTlvo

SERFEH
o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

e ijj[a] OpenShift Container Platform web 1Z%I&,

ik
1. E[EF OpenShift Container Platform Web &,

2. MIBRE Secondary Scheduler Operator Z22&8J CRD :

a. 1 AZ| Administration » CustomResourceDefinitions,

b. £ Name FE& i A SecondaryScheduler L& CRD,

c. M= SecondaryScheduler CRD 351118 Options 35 Fi%#E Delete Custom Resource
Definition:
3. f#IB& openshift-secondary-scheduler-operator 4 22 H],

a. SfinZE Administration » Namespaces,

b. = openshift-secondary-scheduler-operator 3i1fJ Options 3 Fi%FFE Delete
Namespace,

c. TEMIAGHERES, TEFEXFHiA openshift-secondary-scheduler-operator, B =
Delete,
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55 5 Z {FRE/F\L¥1 DAEMONSET

5.1. % DAEMONSET £ " 2 LBz {TREaES

EREIER, EE LA F RS HIREE OpenShift Container Platform EEBEE T SHAE T &
FIiZ17 pod BIA,

A RREMRRMAE (FE9) T REIZIT pod BEIAR, BT SURMEIEEDE, pod hRRMEIEEE
o HTRMEERRBIRE, XL pod HRB U“Hﬁlilﬂﬂlﬁﬁ?ﬁx’%%l?% MHER=F A RRERFECUEN
pod,

BRI LAER daemonset BIZHZEFME, EEBNE—TREZITHES pod, HEEFDT R LEBEB LT
K,

hEERN, FEEEIMUIBEEN A UMIETIHESE,
MBEA XTI HEENELER 2% Kubernetes 3X#4,

BF

THHREAESTENRAT RIEFSTRS. MREEEERE, FTHERER5R
N %Tqa%aAafF Mﬁ'ﬁ BUBRS. XRERASFIE T RILEFEIRE BRI = L5
BT LR pod, YRR RB AN,

511 8 IRINVAERFHE

S RREBRAE A TR mE821T pod BEIAR, BE, Kubernetes iﬂf;*xrﬁiiﬁ%’ffﬁiﬁﬁ
pod T iR, 1BR, SFFHFTR5E pod S RRERGEISROIEFHE, XEBIZ LTI :

® pod ITHA— : FRHFENER pod MEIRIFHLFRLIRIRE, BFIHIEE pod RBLFF
AIBERSOE, XRERAFERERE.

e Pod it HHAIMINAERFLE, FRESRE, FHIRERFISRHERERE pod (LEMMIE LB
AR T AR IR R,

OpenShift Container Platform 2k = FH ScheduleDaemonSetPods IhAE St & A BRI IRF M
T%%F?F‘iﬂ&%a@r&ﬁﬂ%‘%ﬂéiﬂf‘?—ﬁ)jiﬂ‘fxi B XA AR AN NodeAffinity RiEEISFHH 725 pod, A
£ .spec. nodeName Kif, RE, BRANHERFEATE pod HEEBEIREN. MR HEENT RX
KMERFE, EamEiiE, TR KBRS EESENTIHRE pod MHUTIXLRE, B
REXTFI &%E’J spec.template TR EH,

kind: Pod
apiVersion: vi
metadata:
name: hello-node-6fbccf8d9-9tmzr
#...
spec:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchFields:
- key: metadata.name
operator: In
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values:
- target-host-name
#...

H44, node.kubernetes.io/unschedulable:NoSchedule Z[E4 B 5 MNEISFH#F21%E Pod H, £
EFIF 21X E pod i, BRINAERFERZIEAAEERT m.

5.1.2. B|# daemonset

EOIEESPEFZERT, {# nodeSelector F kISR HRENTEH FEHRERIANT =,

FRFH

o TEFtAMERATIHIZE R, BN A LA openshift.io/node-selector % B 2 F AT &
2 PR 44 22 [H] AR O BR VA 01 B ST T s AR

$ oc patch namespace myproject -p \
'{"metadata": {"annotations": {"openshift.io/node-selector": ""}}}'
R
AR LAN B LLTR YAML 3 6p 44 22 (A1 22 F BRIV B9 01 B 36 [ 7 sRZe 62 -

apiVersion: vi
kind: Namespace
metadata:
name: <namespace>
annotations:
openshift.io/node-selector: "
#...

o MREEOCIBIIE, HEBEIMINT RLESS

I $ oc adm new-project <name> --node-selector=""

it 2
s ties

1. BN HEFREE yaml ST -
apiVersion: apps/v1
kind: DaemonSet
metadata:
name: hello-daemonset
spec:
selector:
matchlLabels:
name: hello-daemonset 0
template:
metadata:
labels:

name: hello-daemonset 9
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spec:
nodeSelector: G
role: worker
containers:
- image: openshift/hello-openshift
imagePullPolicy: Always
name: registry
ports:
- containerPort: 80
protocol: TCP
resources: {}
terminationMessagePath: /dev/termination-log
serviceAccount: default
terminationGracePeriodSeconds: 10
#...

© FETE pod BT HRENIT LS.
© rod BIRMITELES. BI5 BRIFESEBILE,
© RERIKE L TR EEE pod BN RIS, TR LUIFELENITE.

2. QIBTFIIARENR

I $ oc create -f daemonset.yaml

3. Wik pod 2B E AR, HEENT REE pod IR :

a. &# daemonset pod :

I $ oc get pods

it Bl
hello-daemonset-cxémd 1/1 Running 0 2m
hello-daemonset-e3md9  1/1 Running 0 2m

b. && pod LAKHIE pod BER T s L :

I $ oc describe pod/hello-daemonset-cxémd|grep Node

i th o Bl

I Node: openshift-node01.hostname.com/10.14.20.134

I $ oc describe pod/hello-daemonset-e3md9|grep Node

i th o Bl

I Node: openshift-node02.hostname.com/10.14.20.137
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5.2. (FR{ESTE POD Hia{TES

fEA) (job) 7E OpenShift Container Platform $&f 4T R IES,

1Rl RERERAESSHVBMAIE, FEMAER. MIhFIKIN pod BIHEXIER

BIEMIFRAE pod ElZA, FILR Kubernetes API B4
EEQ

YRl A Bl

apiVersion: batch/v1

kind: Job

metadata:
name: pi

spec:
parallelism: 1 ﬂ
completions: 1 9
activeDeadlineSeconds: 1800 6
backoffLimit: 6 ()

template: 9

metadata:
name: pi
spec:
containers:
- name: pi
image: perl

command: ["perl", "-Mbignum=bpi", "-wle",

restartPolicy: OnFailure
#...

AV FHATIZ4THY pod BIA .

pod FINTER G HBEMMC NF LB TEM,
AL AT LLZ T B9 B ARH A,
PR B HUREL

PEH 25 028 pod AR,

QD009

pod HIE 5 ZRB&,

"print bpi(2000)"]

%5 5= {FHAF A1 DAEMONSET

o MREHTIHIZIZEM pod &R, MWAEH pod BIARRZ RN,

o INRIEMIBRT FHHEE, ﬁFE@'JL%ﬁ?TPL&%Eﬂ%%THE’J*%#‘&%D*HHE’JF
ZitEER, ERMIA pod BIRNIASINEBREMIGE, RmMAEHEN],
20|BFMEIAR, RE pod IR hIFIERITE,

o MRMEBRT TRINZE, FHHRERIE pod RINBISHFHINELENT R, FHM
A ICECHT IR 89T R AP M ER pod,

BRFTHRE, HEIMPRIBRIAS T kG O HTE pod BIE,

R EART ﬂﬂ'JB%’Flkn,aiEb
—882, TMEEMNRREE—FE8T oc i HIHTE

243



OpenShift Container Platform 4.16 i s

Hith BHR

e Kubernetes SCHYFHI/E )

5.2.1. T #&{ENLA0 cron /E L

1Rl RERERAESHVBMAIE, FEMAER. MIhFIKI pod BFIHEXERKEHRERT. MERELZEEE
BIEIATE pod. FALRE Kubernetes API BY—HB4Y, RILUMGEAMN RFKE—H@ET oc S RIHTEE.

OpenShift Container Platform A7 i # 51 R R B ] LLAIEE RIZ T — RBIN R -

ek

BAELR—FRZBTRENR, ERUB-—MESHBRIELTH,
B=MESENFILBTRES KR

o IEFHTIRL :

o

o

EB—1 pod BIFELL, BRIE pod KK,
—B pod B4 UL, ElEER S LMK,

o WHEETHITHHFTEIL

o

o

551%™ pod BIMEIL,

Job RIRENMES, FH7E 1 E| completions SEERNBIEMEEHE — N ERIN pod K52 o

o HHATIFIAFIBIFITIFIL :

o

o

Cron job

E—T4AETE pod FEE LN H1T worker HRZHIEL,

OpenShift Container Platform 131 pod, MEE pod #MIZERML/EL, sER
— A EREAFIRR 55

B/ pod ATLURILRER BRI BN F pod #E TR (BMMFILTEM) -
LUATERBIELLH pod #AINA LR, FROIERHH pod,

LEDPE— pod BINXIEFBRE pod #A LIRS, #FlLARZhTTR.

LR pod FEDRHRT, EAth pod EARRIZ X MESBIER TEHEEMEIH, Pod

ELLZL TR 2,
MBERMEERTERBENELNESER, HSH Kubernetes XHHBFILR .

BT Cron Job, —MEL AT LAHIAE NIZ1T% R,
Cron Job EFHHEWME, RTEIBEFIBZITHR, Cronjob & Kubernetes API BJ—E843,
ATLMRE M SRR B — 18T oc S HITEE,

Cron Job °] A FOIRBEAMMES HUTHIMES, MiZ1TEH3AER T, Cron Job BATLUFA
AESHAEREEN FIHAT, fa, F—MEAERHEESN EBHIT. — cron fElL&OIE—
Job MR, ©ETFIEIZIT cronjob B control plane 77 s _EEZ EHINT X,
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%5 5= {FHAF A1 DAEMONSET

DIk

=
Cron Job ABMESEHAENENHATH EIAE—D Job MR, HEBFLBERT, ©

ARETEQIERMFL, HEMRERKOUEZMN ML, Rit, FILBMERREYE, m
BEwEcE D R,

5.2.1.1. T fRan{a gl 4L
PR RARBEE—NHUTRERIEHRAEIERE :
e pod&E#x, ATt OpenShift Container Platform BJE# pod,
e parallelism ¥, ATFEETEENERLNFHITIZITZ LD pod KHUTENME,
o XNFIFTMHI, HREKRKE, HECHKER, BIAH 1,
o completions 2, FATFIEERTEXKINTHREZ D pod FeESTHREMNEIL,
o WFIFITIEL, HREBKRLE, UBECHLER, KN 1,
o WFHBEETMRITHNFATEL, 1HRE—ME.
o XFHAITIENTIBIFITIELL, TERE unset, HEUHILEBIAN parallelism {H,

5.2.1.2. 7 e 9 VL 5B A I SR A2 1]

EE XA, fmelLli@iti% & activeDeadlineSeconds FEE K E Y H KRR A, LAY 8 fIig
E, BABRTAKE, BERIEE, AT R KIS HE,

B EKRFER H MR R FHE S — 1 pod BINT R FFIRITE, FEEEIVES AR ERLTFERRE. EF
EREREEANHUTHSE], ABIIEERIEEITE, OpenShift Container Platform 2% 1E{E)L,

5.2.1.3. T RN pod KWKE VF LR SREE

ERANREFRZEEAFEMRURRMELT —EREE, FLSBANELERW, #EIZERLIND
N ERR, $RIEHUBERIERS (10s, 20s, 40s..) EFOIBRSIEALREKBIKRI pod, MRIEHIRLE 2 FZ
BHMFHBIKM pod, MEEIXRE,

& spec.backoffLimit S#UH 1L X B E R,

5.2.1.4. 7 f#4N{al A& Cron Job IR I #

Cron Job ATRE IR BB TH R, tE=K pod &, ENAS, SLEREBE—NILEH, UWEERZES
B R HE pod, Cron Job #MIHEAEHNFE& M TTIX—FS :

e _spec.successfulJobsHistoryLimit, Z{REBIKINTERIEIE (BKILH 3) o

e .spec.failedJobsHistoryLimit, ZREBHKBSEMIELE (BRIAHTD) .
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TN
o MRIETEBEERM Cron Job :

I $ oc delete cronjob/<cron_job_name>

XA R E A BB T

o RAILLEL Y spec.suspend KiE N true REFRELEH T, FMIBREHITHARER, BIEEN
false,

5.2.1.5. B HIBR

EAL AR EE RIS RER T pod, NERTF FEUAZH . i, ELEGIZSREERG T —EEXEER
R SER AL,

Ftt, restartPolicy: Never =X --restart=Never 274 5 restartPolicy: OnFailure =5 --
restart=OnFailure #HREMNTH, B2, FLEWEEEIER, BRIKD (HEFHF) M.
RO EB—FREGHITER,

5 F3 Never SRE&HS, /EW/2FZENTTHITER. EERZIHE, (FAEHE RS LARTHISB KVCR
B O pod, XBHKE, BRZHKNEXREGI pod WEE.

&/ OnFailure SRB&H, kubelet ATTHITER. BREZARBARTEMELRES BB RBORE. 5
4, kubelet @i EMER T R _EE5) pod EE X KMAIME,

5.2.2. Sl
A LLR I B B AR L4 R IE OpenShift Container Platform FR IR L,

iz
B2

1. BIB— P ELULLTRREIE YAML 32 -

apiVersion: batch/v1

kind: Job

metadata:
name: pi

spec:
parallelism: 1 ﬂ
completions: 1 9
activeDeadlineSeconds: 1800 6
backoffLimit: 6 )

template: 9

metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=bpi", "-w
restartPolicy: OnFailure
#...

e", "print bpi(2000)"]
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%5 5= {FHAF A1 DAEMONSET

@ Tt EE-MEULREHTETS S pod Bl BILS 1,

o NIFIEFITIEL, HREBRILEB, UBCHKER, BKIAH 1,
Q Ak - EBEVMCF L TEREERII TR S D1 pod,

o NIFIEFITIEL, HREBRIXE, UECHLER, BKIAH 1,

o WFEBEBEEZRITEMFATEL, HEETRE.

o X FHATIEATIBIFITIELL, TERE unset, HEUHILEBIAN parallelism {H,
FIIE - ABE AR AL AT LB T B KRS (AL,
Ak : IRV ETURE. FERIAEN 6,
8 7E 2 25 OB Pod #&1R,

8T pod HIEJH SREE -

o - -

e Never, AEEFFIL,
e OnFailure, XEXWE&EF1ZES.
e Always, &RERZES.

N T & OpenShift Container Platform MNfalf8 Fl 5 KA B[/ E R EH KBS, 15S
Kubernetes XA HRBYR IR o

2. QR

I $ oc create -f <file-name>.yaml

&R AT LAE A oc create job, E— @B HUIEHFSEL. UTSRUBEHFI—1
5 _EA R IEE IR SEIEL -

I $ oc create job pi --image=perl -- perl -Mbignum=bpi -wle 'print bpi(2000)'

5.2.3. i cron job
1A LRI AR L 4R FE OpenShift Container Platform H A& Cron Job,

b =
A]E Cron Job :

1 AIE—NELLLTFRAIF YAML X5 -

apiVersion: batch/v1
kind: CronJob
metadata:

name: pi
spec:
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schedule: "*/1 * * **" ﬂ
timeZone: Etc/UTC (2]
concurrencyPolicy: "Replace” 6
startingDeadlineSeconds: 200 ﬂ
suspend: true 6
successfulJobsHistoryLimit: 3 G
failedJobsHistoryLimit: 1 ()
jobTemplate:
spec:
template:
metadata:
labels: G)
parent: "cronjobpi"
spec:
containers:
- hame: pi
image: perl
command: ["perl”, "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: OnFailure

Ll cron X EERFLRE TR, EAREH, FlREsHEIT—R,

®9

FERRER K, BXARET, ESH tz BIEAENXIIR, WREEEE, Kubernetes
2SR E R AR FH AN XB9FHE,

FIIERF ARG, fEREMMEINAF Cron Job B ARk, REEEEUTHAKMEEZ — &
RIEE, BANRIFFH LT,

o

e Allow, fiF Cron Job #4127,
e Forbid, ZitFH K217, MR E—ZTERER, NPT T—i217,
e Replace, BUHHALZITHELFHEHAFIE,

FEHARR (MovEfr) , MRV RERFERME S TERE, MWELBRRENEL,
R HITIH ORI L., EARIEE, NIRBHR,

ANEPRR, RVFER Cron Job, HiXH true, NISERMA BT,
ERBOIRINTRAELE (BIAH3) .
ERBORNGTRAELE (BIAHT)

TR RMR, RIUT AR RBI,

JItt Cron Job & BRBIVE L IE — MR

pod BE 5 EREE, XA &R TR LGS,

O00900® o

2. A% cronjob :

I $ oc create -f <file-name>.yaml
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%5 5= {FHAF A1 DAEMONSET

2 3

&R "I LAfE A oc create cronjob, E— e B O FH/EE) Cron Job, U T HROIE
FiEsh 5 £—REIH1EEBIHEEE Cron Job :

Gk

$ oc create cronjob pi --image=perl --schedule="*/1 * * * *' -- perl -Mbignum=bpi -wle
'print bpi(2000)'

f& 3 oc create cronjob Ff, --schedule %53 %A cron &= HITHE T X,
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BEERFTR

6.1. EE % H OPENSHIFT CONTAINER PLATFORM &8/l 7T =
(AT LUBI R R ORI T R, LUKELT SBIAERE R, RE. . REREMEMmiES,

FEPITT REERFN, CLISRREFTRENVTRURZE, 2 (master) HRARE T RAR

BE BHUTREKRZ, LALEIIET =
6.1.1. X FHIHERFFBIFE T =
IR LURENER B AR 17 mAIEAHE B
o LITHRIHAMET R :
I $ oc get nodes
UTFRBIRERRET KK
I $ oc get nodes
it Bl

NAME STATUS ROLES AGE VERSION
master.example.com Ready master 7h v1.29.4
nodel.example.com Ready worker 7h v1.29.4
node2.example.com  Ready worker 7h v1.29.4

UTFRAIRER—INTRET <K

I $ oc get nodes

it =Bl
NAME STATUS ROLES AGE VERSION
master.example.com Ready master 7h v1.29.4

nodei.example.com  NotReady,SchedulingDisabled worker 7h
node2.example.com  Ready worker 7h v1.29.4

fi %2 NotReady RSHIRMETEART B,
e -0 wide EITHRAH X T MBI INIE B

I $ oc get nodes -o wide

CONTAINER-

ol
NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP
OS-IMAGE KERNEL-VERSION
RUNTIME

master.example.com Ready master 171m v1.29.4 10.0.129.108 <none>
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Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64
cri-0://1.29.4-30.rhaos4.10.gitf2f339d.el8-dev

nodel.example.com Ready worker 72m v1.29.4 10.0.129.222 <none> Red Hat
Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64
cri-0://1.29.4-30.rhaos4.10.gitf2f339d.el8-dev

node2.example.com Ready worker 164m v1.29.4 10.0.142.150 <none> Red Hat
Enterprise Linux CoreOS 48.83.202103210901-0 (Ootpa) 4.18.0-240.15.1.el8_3.x86_64
cri-0://1.29.4-30.rhaos4.10.gitf2f339d.el8-dev

o LUTHRiH— NI RIEXER :
I $ oc get node <node>
flan -

I $ oc get node node1.example.com

i th o Bl
NAME STATUS ROLES AGE VERSION
nodel.example.com Ready worker 7h v1.29.4

o LUTHOREEXRFETmNELFHER, ER/RAELYTRINERER :
I $ oc describe node <node>
fBlgn -

I $ oc describe node node1.example.com

DT RASEREET AWS E# OpenShift Container Platform BJ—LE{E,

i th o Bl

Name: node1.example.com ﬂ

Roles: worker

Labels: kubernetes.io/os=linux
kubernetes.io/hostname=ip-10-0-131-14
kubernetes.io/arch=amd64 6
node-role.kubernetes.io/worker=
node.kubernetes.io/instance-type=m4.large
node.openshift.io/os_id=rhcos
node.openshift.io/os_version=4.5
region=east
topology.kubernetes.io/region=us-east-1
topology.kubernetes.io/zone=us-east-1a

Annotations: cluster.k8s.io/machine: openshift-machine-api/ahardin-worker-us-east-2a-g5dzc

machineconfiguration.openshift.io/currentConfig: worker-
309c228e8b3a92e2235edd544c62fea8
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machineconfiguration.openshift.io/desiredConfig: worker-
309c228e8b3a92e2235edd544c62fea8

machineconfiguration.openshift.io/state: Done

volumes.kubernetes.io/controller-managed-attach-detach: true
CreationTimestamp: Wed, 13 Feb 2019 11:05:57 -0500

Taints: <none>
Unschedulable:  false
Conditions: G
Type Status LastHeartbeatTime LastTransitionTime Reason
Message

OutOfDisk False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -0500
KubeletHasSufficientDisk  kubelet has sufficient disk space available

MemoryPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -0500
KubeletHasSufficientMemory kubelet has sufficient memory available

DiskPressure False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -0500
KubeletHasNoDiskPressure  kubelet has no disk pressure

PIDPressure  False Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:05:57 -0500
KubeletHasSufficientPID  kubelet has sufficient PID available

Ready True Wed, 13 Feb 2019 15:09:42 -0500 Wed, 13 Feb 2019 11:07:09 -0500
KubeletReady kubelet is posting ready status
Addresses: ﬂ

InternallP: 10.0.140.16

InternalDNS: ip-10-0-140-16.us-east-2.compute.internal

Hostname: ip-10-0-140-16.us-east-2.compute.internal

Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8172516Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7558116Ki
pods: 250
System Info: Q
Machine ID: 63787c9534c24fde9a0cde35c13f1f66
System UUID: EC22BF97-A006-4A58-6AF8-0A38DEEA122A
Boot ID: f24ad37d-2594-46b4-8830-7f7555918325
Kernel Version: 3.10.0-957.5.1.el7.x86_64
OS Image: Red Hat Enterprise Linux CoreOS 410.8.20190520.0 (Ootpa)
Operating System: linux
Architecture: amd64
Container Runtime Version: cri-0://1.29.4-0.6.dev.rhaos4.3.git9ad059b.el8-rc2
Kubelet Version: v1.29.4
Kube-Proxy Version: v1.29.4
PodCIDR: 10.128.4.0/24
ProviderID: aws:///us-east-2a/i-04e87b31dc6b3e171
Non-terminated Pods: (12 in total) @
Namespace Name CPU Requests CPU Limits Memory

Requests Memory Limits
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openshift-cluster-node-tuning-operator tuned-hdl5q 0 (0%) 0(0%) 0 (0%)
0 (0%)

openshift-dns dns-default-169zr 0 (0%) 0(0%) 0 (0%) 0
(0%)

openshift-image-registry node-ca-9hmcg 0 (0%) 0 (0%) 0(0%)
0 (0%)

openshift-ingress router-default-76455c45¢-c5ptv 0 (0%) 0(0%) 0 (0%)
0 (0%)

openshift-machine-config-operator machine-config-daemon-cvqw9 20m (1%) 0 (0%)
50Mi (0%) 0 (0%)

openshift-marketplace community-operators-f67fh 0 (0%) 0(0%) 0(0%)
0 (0%)

openshift-monitoring alertmanager-main-0 50m (3%) 50m (3%) 210Mi
(2%) 10Mi (0%)

openshift-monitoring node-exporter-17q8d 10m (0%) 20m (1%) 20Mi
(0%) 40Mi (0%)

openshift-monitoring prometheus-adapter-75d769¢874-hvb85 0 (0%) 0(0%) O
(0%) 0 (0%)

openshift-multus multus-kw8w5 0 (0%) 0(0%) 0 (0%) 0
(0%)

openshift-sdn ovs-t4dsn 100m (6%) 0 (0%) 300Mi (4%) 0
(0%)

openshift-sdn sdn-g79hg 100m (6%) 0 (0%) 200Mi (2%)
0 (0%)

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)

Resource Requests  Limits

cpu 380m (25%) 270m (18%)

memory 880Mi (11%) 250Mi (3%)
attachable-volumes-aws-ebs 0 0

Events: m

Type Reason Age From Message

Normal NodeHasSufficientPID  6d (x5 over 6d) kubelet, m01.example.com Node
mO01.example.com status is now: NodeHasSufficientPID

Normal NodeAllocatableEnforced 6d kubelet, m01.example.com Updated Node
Allocatable limit across pods

Normal NodeHasSufficientMemory 6d (x6 over 6d) kubelet, m01.example.com Node
