& RedHat

OpenShift Container Platform 4.16

ZRIGECE

OpenShift Container Platform FI88 Z X 1g4F

Last Updated: 2024-07-03






OpenShift Container Platform 4.16 ZZ& /G E

OpenShift Container Platform B58 = X 4E



RSN

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE
AR E % OpenShift Container Platform &2 /G TRV /E 1B,



B3%

Bx%
B R R B ... 6
1. REEREES 6
B 2 B B B AT B, .. 8
2L X FREERH 8
2.2.f$ DNS KB NFE 8
2.3. 5 INGRESS CONTROLLER % & NFhE 10
2.4. 1% API R55 2R FINFAE 10
2.5. £ AZURE tEEEFE Fifihm 13
B BB I B ... 18
3.1. %F BARE METAL OPERATOR 18
3.2. %F BAREMETALHOST %R 20
3.3. 3KHY BAREMETALHOST %R 29
3.4. 4w BAREMETALHOST %R 32
3.5 FARAFEIR 1ISO MBI BT = 32
3.6. *F HOSTFIRMWARESETTINGS %R 34
3.7. 3KEX HOSTFIRMWARESETTINGS %R 35
3.8. % HOSTFIRMWARESETTINGS %R 36
3.9. KiF HOSTFIRMWARE SETTINGS HRER A M 37
3.10. %F FIRMWARESCHEMA ¥R 38
3.11. 3R EX FIRMWARESCHEMA %R 39
3.12. %F HOSTFIRMWARECOMPONENTS %R 39
3.13. KEX HOSTFIRMWARECOMPONENTS %R 41
3.14. % HOSTFIRMWARECOMPONENTS ¥R 42
B A4EE OPENSHIFT BB B S R B 3 ..o e 45
41 XFHBESEREIT BN SRERE 45
4.2 1 AZURE LFERZ R EN ISR OEER 46
43,7 AWS EEAZRMITENRUIRER 54
4.4. 72 GCP LERAZ R ENSROIEER 58
45 75484, IBM POWER =% IBM Z L{# 3% 20111 X2 0 B 62
4.6.1E7 A Z/VM 9 IBM Z #1 IBM LINUXONE _E{E A% 21T SN 20/ ER 69
47.7E LPAR 1R IBM Z #1 IBM LINUXONE &% 30T EX 20 LR 76
4.8. {8 RHEL KVM 7£ IBM Z #1 IBM LINUXONE &A% 28T S 250 LR 82
4.9. 1£ IBM POWER L{ER %3+ B2 08B ER 88
410. EASRLITTEN R EEER 926
4. {8/ MULTIARCH TUNING OPERATOR &2 % 28y £ B i TR 71 %k 101
B OB EVSPHERE B L I .o ittt e e e et 12
5.1 N E M 12
5.2. At BHR 12
6 R ERIE VOPHERE FE B I .. ittt e 113
6.1. Bt & VSPHERE X E n3
6.2. WFER & n4
B 7 B R R B T DS o i it 116
7). A ANEREEE L 16
7.2. B 2BH%EE PULL SECRET 18
7.3. %00 WORKER 7 55 19
7.4. V% WORKER 7 52 120

7.5. £/ WORKER IE;RECE iR & = IR MR R VSRR IG RE 1 125



OpenShift Container Platform 4.16 X G E

&I2 CONTROL PLANE #1858 130

7.7. NEFIME AR BB AR 130
7.8. HERIZRI T R BRI E FIR 137
7.9 [ RIRB R AR NIEER 140
700. X TEEBT B’ 146
7N X FHRETT B 149
7.12. B2 & LINUX CGROUP 151
7.13. 5 FEATUREGATE & B AT Ezhee 154
7.14.ETCD f£%5 160
7.15. POD Hrf & 182
7.16. MR FEEMNE R ERER 186
7.17. BEEEEI S A CLUSTER SAMPLE OPERATOR &% 188
B BB R I T B DS oottt 190
8.1. 7£ OPENSHIFT CONTAINER PLATFORM &£ &7 10 RHEL 1184128 190
8.2. 1% RHCOS i E#287 1% OPENSHIFT CONTAINER PLATFORM &% 196
8.3. BN BRI E 207
8.4. WM R ENLLER 212
8.5. BTl 225
8.6. T Rk M 228
8.7. 15 RHMAMR 231
8.8. {HINEIRSR 239
9. FRIEKRMT E[HEA 242
8.10. f#/ CLUSTER RESOURCE OVERRIDE OPERATOR BYS R 7| #Yd E1E A 242
8.11. T R AT EE A 249
8.12. T B 7| FRAE 253
8.13. fE AL BB T s BEIR 254
8.14. {818 NODE TUNING OPERATOR 258
8.15. BE&ENN T MBI K POD & 266
8.16. AHS IP it TN BT B’ 268
Rl T e 273
9.1. CLUSTER NETWORK OPERATOR B2 & 273
9.2 FHRSEEHENE 273
9.3. i DNS KB NFAE 275
04 MEEBAORE 276
9.5. B¢iB 17 mum O AR S5 SE [l 277
9.6. ECi& IPSEC hn# 278
9.7. LB %5 5REK 279
9.8. I{LE& 290
9.9. RIJG RHOSP M4 E & 293
B 10 B R T R O B ... o ittt 300
101 BB 300
10.2. 7R 301
10.3. BRERINTFRESR 307
10.4. AL F 1 308
10.5. ] FRHF A MEAF 825100 308
10.6. HEN AR EFERRAR 309
10.7. %82 RED HAT OPENSHIFT DATA FOUNDATION 312
10.8. Efth BFIR 314
BN B AR T R i 315
N1 TRSNREEFEE 315



11.2. {8 RBAC & X F15 AR

11.3. KUBEADMIN R/~

4. HiRECE

1.5. T fR54& REGISTRY /5%

1.6. ME{&H9 OPERATOR BiE% OPERATORHUB
11.7. % F{#H OPERATORHUB %% OPERATOR

RV T ey I b= AT v
12,1 BRI MR = A A IR
22 BRETSENEHEIE
12.3. HtHTR

B I B BB IR BI . oottt
130 SRR A E RN ER RS
13.2. E IR

14 R R R R I T R B
14.1. = FiEE REGISTRY
14.2. e R &M
14.3. NG AR ER
14.4. X BRI FGEATHRELE(MIRROR)
14.5. N5tk REGISTRY ECiBERE
14.6. RN ARRF AT
14.7. Wr FF &8 5 R 4% B9 52
14.8. IRE EJ B INSIGHTS OPERATOR
14.9. R 2 FA%%

R ol = et =3 1 <
15.1. A EERINEE
15.2. Wit B EATNRESE S AR ThES
15.3. @it g B H A5 ARIhEE RS AR ThRE
15.4. EbBHR

816 T £ IBMZ =k IBM LINUXONE FEHREREMIIIE ... oo
16.1. 818 MACHINE CONFIG OPERATOR (MCO) E2 &M ini% &
16.2. FoEEMINZ &
16.3. ROCE M&
16.4. 73 FCP LUN B A% K%

2517 F VMWARE VSPHERE E&EBM S NI ERE ... ..o i iaenaas
17.1. £ VSPHERE E W& IEE L MRIGAX
72 hWEBERZ%E 2 ZM%
17.3. £ESEFEMEMZRY CRD S

18 E AN NUTANID B I s ... o i e et
18.1. BRPEIH FE K
18.2. £ INFRASTRUCTURE CR FRshn#ipeEs;
18.3. TEBRBE L H] 9% CONTROL PLANE
18.4. LRSI (] 2 R 1T E A2

#5193 AWS LOCAL ZONE 55 WAVELENGTH ZONE 55 it iiiiiii ettt
191 I EERY B ER AWS LOCAL ZONES 5 WAVELENGTH X 15
19.2. BIRERFRIZE MTU IR FFA# X i85k WAVELENGTH X i3
19.3. £ AWS A HbX s WAVELENGTH Kigi 0 A~ TVE &
19.4. FEEH TR

B3%

317
335
336

341
348

351

358
358

361
368

369
369
369

370
370
370

371
372
374
377
378
378
379

381
381
381
383
384

385
385
390
390
390

393
393
395
396

397
397
397
398
399

406
408
426
428



OpenShift Container Platform 4.16 RZGHECE

20 5 AWS VPC BT BRI AWS OUTPOST oottt ettt e
20.1. OPENSHIFT CONTAINER PLATFORM ZKFR4I#I AWS OUTPOSTS
20.2. FKEVE R IBHIENER
20.3. HIEBY OUTPOST R i& M 4%
20.4. B3 7E OUTPOST LEEE LS ITENSRITTENRE
20.5. 1 OUTPOST a8 A - T #
20.6. TENGMET =M AWS ITE TR EHE T
20.7. HAh TR

429
430

431
438
442
444
447



B%




OpenShift Container Platform 4.16 ZZ5AE

%% OpenShift Container Platform &, SEHEEAALUEBMBE XA THE :

o 2

o R

o K&

o

® Network

o TEfif

e AF

o ERAMBA

1. ZREREES
ERILHIT R ERRBASRBEIE, UWHRENEE.
UTFRIRIFANGA T X LRE :

o FLEIRIERLITNEE : Machine Config Operator (MCO) &2 MachineConfig %%, &l {# M
MCO, ERILIRE T RMBE L KR,

o FELEEHNL T m : B LUE Bare Metal Operator (BMO) EEBENEH.,. BMO A LUSER LT

#B1F
o feEENAEHIFE, FREREEERINEMN,

HE
o MEREMFHEE BIOS KE.,

o HAMEHRIHEEN.

o HEE&ENZAISZEEFEENNEENE,
o FLELEITHEE, A LUETX OpenShift Container Platform S£EEHILL R INEE :

o Hif& registry

o MEELE

o HEIEITH

o AFBMRHER

o etcd BCiB

o RFMEI(E{ AN ERE

o mtNEEILERE


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_configuration/#machine-config-overview

B15E REERRERD

FEERESRE  HABRT, REREFMEAATFHI DNS MikRiE S OpenShift Container
Platform, EfE&EAFREEMMNERMLEHEITUIR], HEEUTHGEETLE !

o DNS
o Ingress Controller
o APl Server

PUTT RI2E - BUAERT, OpenShift Container Platform {8 Red Hat Enterprise Linux
CoreOS(RHCOS) I EHLE, A LUHATLL TR |

o RNMAMIERITEHER,

o RINFIMIERTT mANEER,

o EEEENTHMRAK pod HE,

o FERREEESR.

BB %% : 22 OpenShift Container Platform &, &R LAECE LA TFAY -
o AOEHRE

o i i ARRSSE H

o [MLERME

o JERKREHNRE

ERFE  BOANBERT, BRERMNFENIGH FHETERE, W FEEEE £ R ARG,
EREHERE, SYUIEEFAMEWE. SALUERUTAEZ —EBERHE

o HARESF : EALLEILE G UBEFRRIGNFER (BREMIITN) REFHIEES
FEho

o BEE® : UL Kubernetes HAMBFEINEFHE U MHERER. BIESHEM
W BE B R EE LI,

ECER - @ OAuth ViRl R YFR F BITH0E APl EE LAECE OAuth BUIHATEATES -
EESMNIRHERERF

ERETA BB RS AP E LR F IR

M OperatorHub &% Operator

EEEZREM  BOABERT, ML ERERE web #2HIAB Alerting Ul /1, A LIECE
OpenShift Container Platform, 2@ 4 EEINEB RS,
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H2EMRENBER

& %& OpenShift Container Platform kit 4.16 &8 /5, BRI LUSHE LR OABKENFAE.

21 X TFREEE

EIMNER T, OpenShift Container Platform # & & A AR 2 FFi5[A#9 DNS Mlifim. EERELEEER
&, A LU DNS, Ingress Controller #1 API lRS5 85 X B NFLE,

B

MRKBHHEMAH TR, EEACRNIZEERIRSTERSATF IR, NARKEHRR
£, HRILXERS ZEEHBINENRE,

DNS

NRELERFESWEMZEF E&RE OpenShift Container Platform, RERFARETLFEENAHK
ROIEICR, FETENBERTHEREECH DNS #BftIE— AR, EARRMAERXH, L&
FFsigeEEh *.apps # Ingress X R OIE DNS &8, F 7 API R 2:01E api,

REMFAEXF *apps iLKEHERDN, HHEMFRABXE, AR NWERTEMZMHATE DNS #
#o

Ingress Controller
BT EIA Ingress X REZE N AT ROUER, FRUAAEMNERE@EAERKMLY, EEEAHFMA,

Ingress Operator 4 Ingress Controller £ ERIIET, UEY GG, BEEEE T BELBRINERN
Ik, AEEEIMEERFF A Operator £ERBIEKIMIES, Ingress Operator Rt E B BMEZIEF
HTEMMIBRIIED, Operator £RXBIEINEFHIBHZ/ENEEERN B E L BRINEFI S,

API Server
KINBERT, RERFN AP RS 0IEE LIRS 1 E943s, HABHNATREFER,

1E Amazon Web Services (AWS) £, 270/ AXMAE ML ER, MFEESEREXRER
B, —FRRAZFE— AN, BTEEEASTERNGRO, RAREREFIRE AP RS HREXRB D0
B MEIass, BEMAFEESETC]l,. REARBERN AP RS 2MUTR], ERILFiEH
S oSSR, MTARKMELESSR, TEITHIHO 6443, FiRIE readyz IREEE HTTPS BT
BRI,

£ Google Cloud Platform £, &8E— M AE%ESRKEENIBINL APIRE, RLELTFEEHRMAE
YR,

£ Microsoft Azure £, SOIBAHIMAE N EHER, B, BT HRIEENRE, ENINERLEER
hRE P E T B AR,

2.2. 55 DNS ZH B NFAE
HEBEEERE, B LUENE DNS FERFRLERX,

it =
1. AEEERH DNS BE LHIR

I $ oc get dnses.config.openshift.io/cluster -o yaml
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i tH o B

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec HABE— M RERXN—IPMAHK,
2. {&*h DNS BE XL FIRLAMIPRAHKX -

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

5 Ingress Controller £l Ingress X R &5% DNS & X, EtLEOEFIEN Ingress
RIS, RE0IBIAEILF,

BE
TEMIBRAFEXES, IH Ingress X7 &R B DNS 1L R AR IER,

3. Hik - EEKRH DNS BE IR, FHHILEMBRAHKK :

I $ oc get dnses.config.openshift.io/cluster -o yaml
i Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
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tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

2.3. 55 INGRESS CONTROLLER % & HFAH
EEEEHE, TAILUEBRHE Ingress Controller BHRFERAFMEX,

Pk
1. f&82REKIA Ingress Controller, fEE(ERMERIRHS :

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

it Bl

ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

iR/ DNS &8, HEHFABEXEKEB.

2.4. % API fRS5 2RI NFLAE

IFEREEREE] Amazon Web Services (AWS) 3§ Microsoft Azure J§, FILIEHEE API RSS2, FHR
FERELERX,

FRFM

e L% OpenShift CLI (oc) o

o FREHR admin H R EFEE web 125815,

iy =
1 AN web [T ZEFGH, HUTUTERFE
a. FEIFMBRAEXE 1 Ea @ H M4

o XF AWS, MHBRAERT Hit5%ER. FABXBI APIDNS KB EiERRE T 5, BfF
AERNEE, RILETHERREENEIGES.

o XIF Azure, PRI EIE2RHY api-internal-v4 #IT,

10
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b. ¥fF Azure, ¥ Ingress Controller i R & f3EFEE S Internal, MERLER, HSH"T
Ingress Controller ﬁﬁ”ﬁﬁﬁ*ﬁ?ﬁﬁﬂﬁﬁ Internal”s

c. XF Azure DM EHEER, NRIERF Ingress Controller ifi s & fRSEFEEE W Internal, B
AHMFIERAPEENERANGEIN], T2 /5BRHH 02— /\L‘I:'.JE%M”HUJ}: mith ik St iR
HibRE, NFERZEE, 1HZSH Microsoft Azure XAIFRAE X RINH LN AR,

d. Mk public XiZ## api.$clustername.$yourdomain =X api.$clustername DNS 5 H.

2. AWS 2% : fHIRRANER T Ei 0 s -

BF

RN RERFE ARNEMIEN (IP) £RHUTUUTH R, MFR B &rER
ZRHG (UP) &R8%, B FEhHRR=R AR 1 Hita 25,

o MNRMHIEEHE control plane M85, MIBRECE 22Tk A5B 71 239 2RHY control plane #l
BREBE NFIRAIT :

#...
providerSpec:
value:
#...
loadBalancers:
- name: |k4pj-ext 0
type: network
- name: |k4pj-int
type: network
#...

@ MRS EISE R name (E, B -ext L.
@ MERSLER G ESERE type (A,

o MREHERELAEFEA control plane Hl23&, EATIME control plane #1285l R4 S8 1
HIHER.

L ERURH, BITU TR SRIHERE

I $ oc get machine -n openshift-machine-api

=1
NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running mé4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

control plane #l251E & A & & master.

1
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ii. MEA control plane 23 fHIBRAEB 1 H 25 -

A. IZTLUTFE4, I control plane HLEsx RN
I $ oc edit machines -n openshift-machine-api <control_plane_name> ﬂ

ﬂ EEEBWH control plane HL23 4 R &R,

B. MikRiEmt 4GS 01 Hid5EERE1T, BN T RAIFEIRID :

#...
providerSpec:
value:
#...
loadBalancers:
- name: |k4pj-ext 0
type: network
- name: |k4pj-int
type: network
#...

@ MRS EISE R name (E, B -ext LR,
@ MERSLER S ESERE type (A,

C. REFSFBEX R,
D. NEA control plane HLESE S LT,

Hth BHR

® ¥ Ingress Controller ifi s & 5 SE H BLE 7 Internal

2.4.1. % Ingress Controller i s & 5 SE FHECE 7 Internal

LEMEENESFEEEF NARENER TREFRERN, B Ingress Controller &, FH4F
scope % &/ External, S£EEIE G o LU External SEE M Ingress Controller Be{ 4 Internal,

FRFH

o B2.%%k oc CLI,

i =
e ZJY External SB[EH Ingress Controller B2 Internal, EH AL TS :
$ oc -n openshift-ingress-operator patch ingresscontrollers/default --type=merge --

patch="{"spec":{"endpointPublishingStrategy":{"type":"LoadBalancerService","loadBalancer":
{"scope":"Internal"}}}}'

o EOF Ingress Controller BRF, EMIAL TR

12


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#nw-ingresscontroller-change-internal_nw-ingress-controller-endpoint-publishing-strategies
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I $ oc -n openshift-ingress-operator get ingresscontrollers/default -o yaml

o Progressing RS FHEREUMPITHE—SB9RE, B0, REFEGATLURT FA LT 6
DRETBEMBRIZRS

I $ oc -n openshift-ingress delete services/router-default

INRMIBR T %R, Ingress Operator REHTOIEH Internal,

2.5. 7£ AZURE EREFB FERR
IR AT LAE A Image Registry Operator 7 Azure EERAREmS, B R OpenShift Container Platform
EEZFRAE Azure £E LIS ARAE FMEIK BT B, ﬁﬁﬁt RERAFER A HBTF iR R B R
TEREIRR registry,
IR LR F A A R 2 — & Image Registry Operator BRi& N Azure ERIFAE FiER A ¢
e E;FERE Image Registry Operator 34 I VNet #1F M &5

o (FFMFIRMHM Azure Virtual Network (VNet) F1F M & #5

2.5.1. 7£ Azure EECEFAE Fifim = BIRR
£ Azure LECEBIAEF G SET A LRS-
o 7E¥F Image Registry Operator ECi& N {ERA A G s i, AN EEK SRR TR,
Itt, 7£ registry Operator ECi& X & disableRedirect: true =¥ 82 M OpenShift Container
Platform 2 A HI B R, SBREEARG, registry REEME M inHEEMEMIK - HI BV,
FAERARNRHEMEVIFHEERMIE. MEELSELR, ESMH"TE Azure J:{Eﬁﬁﬂxﬁﬁﬁ%iﬁ‘ﬁfﬁﬁ
HEEEA".
® |mage Registry Operator To & L 12 1F
2.5.2. #51 f5 A Image Registry Operator &Z 3l VNet 1 F &R, 7 Azure EECEFAE
ﬁﬁ%lﬁl\\\

PUFRARESR 7 W@ 3 BSi& Image Registry Operator 384 I VNet 1 F MG FRTE Azure LIXBIEE
fiff i 2o

FeREH
o MBEIFEIR reqgistry BEZEB NTE Azure £iZ21T,
e {#H Installer Provisioned Infrastructure A L% E T HAIML,

NFEEBE WS RENRF, ESHERA R VNet MIFMETE Azure EEREFE
Fhfma"s

it =

1. 4#% Image Registry Operator config X%, 3% networkAccess.type % & Internal :

I $ oc edit configs.imageregistry/cluster

13
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#..
spec:
#..
storage:
azure:
#..
networkAccess:
type: Internal
#..

2. A% BIALL TS H8iIA Operator BB &, X AIREEE JL O HPEA],

$ oc get configs.imageregistry/cluster -o=jsonpath="
{.spec.storage.azure.privateEndpointName}" -w

3. AL : 0R registry HEREBAF, HEEMNFHIKFBENRE, NTZREER (NREE
AEBRIENEIEEE) , NI ZRAEERAFREMSETE, BIALTHSEMAE Image Operator EZE
HEEM :

I $ oc patch configs.imageregistry cluster --type=merge -p '{"spec":{"disableRedirect": true}}'

v =

& FREERRE, MERAERH A TIEER T/,
1. IBITLL T e RIKER registry AR5 &7

I $ oc registry info --internal=true

=1

I image-registry.openshift-image-registry.svc:5000
2. BT ek A debug R :

I $ oc debug node/<node_name>

3. JE{TH#FER chroot &85, 40 :

I $ chroot /host

4. MIALLT oD EKEIASR registry :

$ podman login --tls-verify=false -u unused -p $(oc whoami -t) image-registry.openshift-
image-registry.svc:5000

it Bl

I Login Succeeded!

14
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5. B AL S RIEER LAM registry FRATERER -

$ podman pull --tls-verify=false image-registry.openshift-image-
registry.svc:5000/openshift/tools

it Bl

Trying to pull image-registry.openshift-image-
registry.svc:5000/openshift/tools/openshift/tools...

Getting image source signatures

Copying blob 6b245f040973 done

Copying config 226675368 done

Writing manifest to image destination

Storing signatures
22667f5368222920948d19¢c7133ab1c9c3f745805¢14125859d20cede07f11f9

2.5.3. [FRBA T RHEM VNet M1 FMEAFRTE Azure EECEFAE FHEIH =
FERAU TS BB AR I RETEREIK T, FHIE Azure LHORAE FiEIR SIS A FF.

FeRFH
o RENFER registry BEBE NTE Azure £iB17,
o WIEERTF Azure IMER VNet F1F M & FR,
o IIREAIMLEZTE Azure B RBTRAPEERN, Lo IAEE L,

it =3
1. 4a% Image Registry Operator config X RFHEA VNet I FMZFELEFAG IS ¢

I $ oc edit configs.imageregistry/cluster

#...
spec:
#...
storage:
azure:
#...
networkAccess:
type: Internal
internal:
subnetName: <subnet_name>
vnetName: <vnet_name>
networkResourceGroupName: <network_resource_group_name>

2. A% BIALL TS HBiA Operator BB &, X AIREEE JL o #PET A,

$ oc get configs.imageregistry/cluster -o=jsonpath="
{.spec.storage.azure.privateEndpointName}" -w
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% FREERRE, MERAEBHEHESETEER T/,
1. BITLAT 65 RIRER registry ARS5 AR

I $ oc registry info --internal=true

=1

I image-registry.openshift-image-registry.svc:5000
2. BT ek A debug R :

I $ oc debug node/<node_name>
3. IZ{TH#EZEM chroot 4%, 40 :

I $ chroot /host

4. MIALLT oD ERKEIASS registry :

$ podman login --tls-verify=false -u unused -p $(oc whoami -t) image-registry.openshift-
image-registry.svc:5000

=1
I Login Succeeded!
5. By ALLT e SIS UER AT LAM registry ARG -

$ podman pull --tls-verify=false image-registry.openshift-image-
registry.svc:5000/openshift/tools

it Bl

Trying to pull image-registry.openshift-image-
registry.svc:5000/openshift/tools/openshift/tools...

Getting image source signatures

Copying blob 6b245f040973 done

Copying config 226675368 done

Writing manifest to image destination

Storing signatures
22667f5368222920948d19¢c7133ab1c9c3f745805¢14125859d20cede07f11f9

2.5.4. 7%k : £ Azure EERAEEMITRINZEEER
KINBERT, EERFE registry NRBRAEEM. EEMRITFE registry pod B = ENEEINT RIEZME

B, MMINRAIEGERE., HERAEERBFFEIKATER, RBRRMNEIATIIEM registry F7E
Bifko
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ARLEERT, RAURAEXAEER, UESHANBIASTALUM registry RAELEI.

FERUTESREEREEM,
SeRFMH
o REIFH& registry BECE NTE Azure £iz1T,
o MEEE T A,
i
o HMALTOMHSERARE registry EEFHEEM :
I $ oc patch configs.imageregistry cluster --type=merge -p '{"spec":{"disableRedirect": true}}'
1 GBITLA T f3RIRER registry BRS5 &R -
I $ oc registry info
=1
I default-route-openshift-image-registry.<cluster_dns>

2. BiIANLLT e B REIRER registry :

$ podman login --tls-verify=false -u unused -p $(oc whoami -t) default-route-openshift-image-
registry.<cluster_dns>

=1
I Login Succeeded!
3. B ALLT e RIS UER AT LAM registry ARG -

$ podman pull --tls-verify=false default-route-openshift-image-registry.<cluster_dns>
/openshift/tools

it Bl

Trying to pull default-route-openshift-image-registry.<cluster_dns>/openshift/tools...
Getting image source signatures

Copying blob 6b245f040973 done

Copying config 226675368 done

Writing manifest to image destination

Storing signatures
22667f5368222920948d19¢c7133ab1c9c3f745805¢14125859d20cede07f11f9
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5 3 E RAEKE

E?%HLEHLJ:‘*B%OpenShn‘tContamerPlatform i, EEGAINERE, BNEEENENHFTEN,
XBIERETENNESE. BEHENEGFE. elralaawibEiskElaBRnEExE.

3.1. <F BARE METAL OPERATOR
{#F3 Bare Metal Operator (BMO) RiE&. EEMOELEF PRI EN.
BMO {8 F AT BHR R TEAOX E4E S5 -

e BareMetalHost

o HostFirmwareSettings

® FirmwareSchema

o HostFirmwareComponents
BMO B E N R EALBRST £ BareMetalHost B E X BRE LAY SLHISRA4E SR BF RO EHLF 5,
& BareMetalHost 5{RE AR, PHMEHIFE. BMO HERERBHHPHNENEN, UBEED
BareMetalHost 5 iR A1+ 41 Ui BRAE N EHLEVZEH 4,

BMO 4 f# i HostFirmwareSettings 7R, FirmwareSchema %{j&#1 HostFirmwareComponents 7%
IR UL BAE A, DA R EN A LSRR E

£ Ironic AP| RS TEER BN ENE BMO 0O, Ironic BREE A EH LM Baseboard
Management Controller (BMC) &5 #88f 1780,

2 BMO AT ATEmM B — &£ 8 WA BHE -
o FRFERGESHIENIIER
o HEAAKBUEERBBINCENNWMEAS
o ITFHRMEMN
o HHMEMHXE
o EETHNHEHITE
o FFENBIE IR FER B —MFERRA

3.1.1. &4/l Operator Z2f4

Bare Metal Operator (BMO) FRUTHIERE S, BEMOEREHPIENEN. TEERTXLERR
BIZRHE

18
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Configuration
file1

Configuration
file 1

Configuration
file 1

Configuration
file 1

BareMetalHost

Bare-metal hosts

f

Ironic

?

Configuration
file 2

?

Configuration
file 2

f

Configuration
file 2

Configuration
file 2

Configuration
fileN

Configuration
fileN

Configuration
fileN

Configuration
fileN

B3 E AHAE

/ BareMetalHost
Defines a physical host and its properties.

/ HostFirmwareSettings
Manages firmware settings for a host.

/ FirmwareSchema

Contains the limits for each firmware setting.
Can apply to multiple hosts if the schema is identical.

/ HostFirmwareComponents
Manages the firmware version for a host.

BareMetalHost TTRE X MEBEEHNREBM., HEVENE SRR, BOTNZENTE L
BareMetalHost %R, X FEHMIRFLEERE, BelLlkE BareMetalHost FHIE BN EHULER.

BareMetalHost %R EEBE&ER, M- :

EREMAE, WMRFRABISFEMRFEE L RAM F %

o EFRE
o FREIEFLHIZR (BMC) Huit
o FIRBAEIRIRE
BareMetalHost FIREBEHER, TS :
o CPUHE
e NIC B9 MAC ik

o AR ARIRND

19
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o HETHEIRRE

HostFirmwareSettings
& LU{# F HostFirmwareSettings m,ﬁ%V%$D%iEE$REﬁ|EI{¢I§E%O HEHHEA Available 7NN
i, Ironic AR5 &HS(E*ILE’JIEH#W\%#@JE HostFirmwareSettings 7. BareMetalHost 75 iR#(
HostFirmwareSettings %R 2 (6] 721E — X —BR &,
& 7] LAf# A HostFirmwareSettings FREMK & ENMBABE G, SEHMENNBEHRE.

p= Y=

1£% %5 HostFirmwareSettings %iRH spec FERET, 1R IHEMREYS E TN E 4/
schema, X MERE R FirmwareSchema FREHE Y,

FirmwareSchema

BEi&E RE AN EAENER MRS, FirmwareSchema HRE2—1MRIERR, HPEG28 N ENE
B ENEERBRIEEFRS], &S EA Ironic RS EREM BMC T? i, FirmwareSchema %R F
V&R %] HostFirmwareSettings FTRHY spec A A LAE ERI B W E.

IR schema #8@E, N FirmwareSchema %R A N A EI1F% BareMetalHost %R,

HostFirmwareComponents

Metal® 24 7 HostFirmwareComponents ¥ ﬁ eiEid T BIOS MEREEZH23 (BMC) IEI#FH&ZF
& 7] L@ 4w HostFirmwareComponents FREY spec FE%, (FENBIBEHFH K E—NMFERA,
TEFERE T E B AR AN RS IEE NI ERNRE R,

Hh iR
o FAFBEEENINM Metald API BRS
o FHTEEENEMEMM ironic API iRSS

3.2. XF BAREMETALHOST %R

#2¥13 8| A T BareMetalHost %R S, B©ELTYWEENREEM., BareMetalHost FREZH D
B -

1. BareMetalHost #14%

2. BareMetalHost K75

3.2.1. BareMetalHost &
BareMetalHost 7R spec 90 & XL T EVATER S,

5 3.1. BareMetalHost spec

¥ sk

20
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https://ironicbaremetal.org/

¥

automatedCleaningMode

bmc:
address:
credentialsName:

disableCertificateVerification:

bootMACAddress

bootMode

consumerRef

description

externallyProvisioned

B3 E AHAE

sk

EEGMECEE SRS AEAaEENE
O, HXEN disabled if, ©iFBkTB5IEE, X4
#WiE N metadata iy, SBEIEESKEH. BiA%
&% metadata,

bmc EEXE S 2 N L EREEZFIZR(BMC)RIE
EER, XEFRAHE:

e address : 5FH8Y BMC #5258 EH
URL,

e credentialsName : 3|FF& & BMC WA~
ZHETIEH secret,

e disableCertificateVerification : 4i%X&
h true B Bl iE 4 IE R AR /R AE,

AT E& TN NIC B9 MAC i,

FMBIEIFER, BRI UEFI, BHaIXEN
legacy AT BIOS 515, =¢UEFISecureBoot,

MEAENB S —ANFIRMEIE. NRA—AHIRE
AR BEEREN, NewsehZE, flm, %
machine-api 2 E#F, Machine HRAIRER
FAEMN.

RYEHFRSH, ATHEBRBIEN.

ERENBERMEUHE SR ENBEENA /RN EH, H
WER :
o (NEIfEAELFEEEAERET,

o [FRIEEMFR, ERREINELIMTES
FAUEE R RF.
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2 Hah
firmware BEAXEVENMBIOSEEEMNIER, HAl, RAE

iRMC. SiDRAC. iiLO4 #1iLO5 BMC X #¥
firmware, FF&%E :

e simultaneousMultithreadingEnabled
C R BRANYIE B RN RN S NP
AbiBgR, BRXE N true = false,

e sriovEnabled: SR-IOV X#al it EIHL
RIZF 02 PCl-express 1% & B HISA1,
XA RERiEEERe. BRUKEN true =%
false,

e virtualizationEnabled : XFEESEHH
BEib, BHOLE S true =X false,

image ECEIXE S & BEER T LMHIRIFAE

image: R, lronic FREHBKRFEER, BE, H

url: externallyProvisioned B2 i& X E# X & W true,
checksum: BASMEBEATERIRIESIN, FERAILANZE, ik
checksumType: BEXRUTFE

format:

o url: FERENAERE URL,

e checksum : fiIF image.url B%5ERAIE
PridsflfE, seiEmEGRIRIEMmeoscH
URL,

e checksumType : {87 checksum &Ei%,
B#i, Image.checksumType R%z#F
md5. sha256 #1sha512, #ik
checksum REH md5,

o format : BRMREAEN, BRLZ raw,
gcow?2, vdi, vmdk, live-iso s~ i%iE, T
TIXE N raw B NIZERIRTE Ironic IR A
TRIBSBRTANE, FexEN live-iso &
JA A iso FRRTE R B ERB B A BB R FiHT
SRS, ©aZBE checksum ZE,

networkData B S M ER B BIE R Han 4 22 5] A9 secret WIS,
LUBIEENB| 5 LI E RIS FS EMHNEI E .

online EBRENBENFENGI/RME, true REXF
&, false XFEXMH, BoULESAL S IEEHAH
TRIR AL,

(AIk) BEBXRBEVENH RAID BEMER, R
raid: RBIEE, ERERBURIMNERE.
hardwareRAIDVolumes:
softwareRAIDVolumes:

22
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% #5 BMC BOREH RAID, 81 :

4 e Fujitsu iRMC X #f RAID O.
. 5. 6110
¢ e DelliDRAC R B E iR

% 6.10.30.20 HEZMRAF
RAID 5] 0. 1715 B9
Redfish API

OpenShift Container Platform 4.16
FZFHYMH RAID,

HEILUTRERE :

o hardwareRAIDVolumes : 5@
RAID BIZ K2Rk, FTEREM RAID A
ENFFENEERE. MEREETE
rootDeviceHints, M&E—1%2 root &,
FFERE:

o level : ZHIKEI3H9 RAID R, Xi#F
AR5 : 0,1,25,6,1+0,5+0,6+0.

o name : BEF (FRHE) . BHERS
SRPNIZEM—R, MRREE, NE
BN BB R,

o numberOfPhysicalDisks : #1323
IERMIEE, 1FNATFIEHE drove HEE
., BRIANEE RAID 5 AR BRI & /NI
FIREH 3R

o physicalDisks : ¥ #L A5 2RH %A
MIRIENFRFR, XEAEFE, M0
RIEE, LWIIERE controller FE&,

o controller : (A%) RAID $2HI25H9
ZIME N EEREM RAID B FEANES
%O

o rotational : Z0R % N true, NeERE
R IR DN ER. IIREE N
false, ©FREFESH NVMe 9K3
o MREBIXE, NRIEFEEMKD)
FARB, XZBINTH.

o sizeGibibytes : ZHEIX5h2HIKRINE
NTE GIB ROIEMEE, MRKRIEEN
WEHNO0, B NEHIKE 2R ERYE
PEh B ERARBE,

o softwareRAIDVolumes: OpenShift
Container Platform 4.16 S #4#4 RAID,
UTFEENESE, INMRESEEH RAID
FIP MR, NREEEE
rootDeviceHints, NI%E—1"%2 root &,
meF% & T HardwareRAIDVolumes,
ML T, 4 RAID B 28 MR, €2
B RAID R EXNTE 152, AR
RE—1MKHE RAID 114, ©@iilz RAID-
1. WRBEHD RAID i &, MIE—NEAFD
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¥

RAID-1 [ T 368|577 s
%, softwareRAIDVolume FE&E V{4t
RAID R EFTEMEE., TFEE

o level : ZHIKz23HI RAID S, 32
LIRS : 01,140,

o physicalDisks : &R RIKR B
BENKFRET2,

o sizeGibibytes : ;ZiEmEIXNFTHIA
IMERNER, LGB WHEAOIR, R
KIBEHKKENO0, ©FFHZHIIKDZE
FERAYMEINSRNRABE,

A LS hardwareRAIDVolume i%i& 528 F E%,
LUEREM RAID A&, fA190 :

spec:
raid:
hardwareRAIDVolume: []

MREREI B EEE RRRIEFAZF RAID, NI
raid, hardwareRAIDVolumes =
softwareRAIDVolumes i% &7 nil, EAREEE
RENES RAID #5125,

24



rootDeviceHints:
deviceName:
hctl:
model:
vendor:
serialNumber:
minSizeGigabytes:
wwn:
wwnWithExtension:

wwnVendorExtension:

rotational:

3.2.2. BareMetalHost }X &

BareMetalHost A SRR ENLYFNRE,

X 3.2. BareMetalHost 3k &

¥

goodCredentials

errorMessage

sk

B3 E AHAE

rootDeviceHints £#{5 A RHCOS SR B = EHF

E B,

ERRBAMREHNINFRE RS, FRR

WHES hint ETHR, EEAB—N5 hint {HIT
B A%, ZBECERHES A hints, BRFBM
SARTELE Y RERLRE, XEFRAKE

sk

deviceName : @57/ /dev/vda B9
Linux %% B FRIFE TR, hint /15 EPRE
sE2THEe,

hetl : @&£410:0:0:0 89 SCSI &tk
MIFRFEB. hint 5 KPR AR,

model : BERE AR EINARFRFR
#o hint ATLLREPMER FF R,

vendor : @EIZLEE AHFEREEIN
FREB, hint TR EPMERFFRS.

serialNumber : @ &% & F5SHERF
8, hint 5 LfRESE LT,

minSizeGigabytes : — &%, RKXLE
B/ KAN (BLGB HEAL) o

wwn : SEME—FEINARFFR S, hint
WIS EPHME ST £ AL,

wwnWithExtension : @& mEmy B
MM —E RN EFSE, hint A5
N ER U

wwnVendorExtension : M — &F
EPRARFRFERE, hint RS ERMETS
PTfe,

rotational : 15/ RIZI% &M% B HEL R AL
(true)if 2 IEHe e (false) B 7R /K (H,

BREZINHNFEIE. SRR GEEFEMBER.

Xf secret REGMAZEAMEIAE, Hbaambo—HE
IREIRIEHI2(BMC)EIF, LUERGBEHIIF,

EfEmNRE—HERBEE BA) .
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¥

errorType

hardware:
cpu
arch:
model:
clockMegahertz:
flags:
count:

hardware:
firmware:

26

E23

ekcE

30

RTFBENAEABRIRER RG], ke

1% -

provisioned registration error : %%
BB EIMEBE THENN L E,

registration error : iEHI2R A EEER
FHREAREIREH BN, HER,

inspection error : Zi{ M ENRERFEH1F
M B A B IR

preparation error : 1£;538 KN 4 R,

provisioning error : X4EHIBRTIEEBE S K
BUHB & ENN KR E,

power management error : H4iEHIZRT
EERENBIRIRREN 2L &,

detach error: HiEHII T EMBEFIZFEH
HWENN SR %,

R # CPU B hardware.cpu FE& 15, XL

BRaE

arch : CPU B9ZEH,
model: CPU %% (F7F&)
clockMegahertz : CPU #95EE (MHz) .

flags: CPU #ric5I%k, I
m, 'mmx’,'sse’,'sse2','vmx’ &,

count: R4 A AR CPU #E.

22 BIOS BIHER. Hlan, BEAHLFEMRE,



hardware:

nics:

-ip:
name:
mac:
speedGbps:
vlans:
vlanld:
pxe:

hardware:
ramMebibytes:

hardware:
storage:
- name:
rotational:
sizeBytes:

serialNumber:

hardware:

systemVendor:
manufacturer:
productName:
serialNumber:

lastUpdated

B3 E AHAE

Hah
hardware.nics FEX TS FHMIMAAEZEOTIR, XL
FERETE

e ip : NICHIPitit, MRAEXINAEZITH
REWDE,

e name: FRRMZIZFHIFERFE, Fla0, nic-
1.

e mac: NIC B MAC ik,
o speedGbps: KEHEE (Gbps)

e vlans: {#7F 1tk NIC BT BHIFTA VLAN H951
ES

e vlanld : FKFIriCH VLAN ID,

e pxe:NIC 2EBEF#EM PXE 815,

EFNHAREE EFT(MIB)) .

hardware.storage F& 2 &7 AT ENHFHILE
FlR, IXLEFEREIE :

e name: FRREFEMHIXFHFERH, Fla0, disk
1 (boot).

e rotational : {5 RIS NCEKMN, RE
true =k false,

o sizeBytes : FfiBik&EHIK N,

e serialNumber : X &MFETIS,

85 4.4 manufacturer, productName, #
serialNumber #915 &,

FHIRERE—REHBIN F B,
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28

BH ek
operationalStatus RS ERBVRE. KENUATZ—:
o OK : #HERIHMAEFAE R HEA.
EBERE. ERTEMATLLERE,
o discovered: {5 EX L EHMIEMERTE
EETFsiRR, BN, BMC st %n, B
FREIERA,
o error: {ERROUA MEMA AT IRE BIHE 1R,
MBEELZIFAMER, 1S M status B9 HBY
errorMessage F %,
o delayed : 5 REFERKREIENESS
NE.
e detached: {5 R ENMWITICH
unmanaged.
poweredOn B EN RS FHBIFHE /R E,



B3 E AHAE

¥ sk

provisioning FE& a2 5 X EMEHEERAE,

provisioning: FFrEaHE:

state: " - e .
id: o state: EMRFLEFRENLFIRE. K&
.' aFE

image:

raid: o <empty string>: BRI&BEHITE S,
firmware: . B .
rootDeviceHints: o unmanaged: %8 RWHIE BREME

*J-IJ o

o registering: A& EHH BMC 1
BRI IE

o match profile : RIBFEN LXK
BB S S MM B R HTH R,

o available: M ATHEFES. XMRE
Z BTN ready,

o preparing : MABERF#HMR, #B
RENEENLRE,

o provisioning : E&RFETNGEE
B AENBFE,

o provisioned: E&REFENHEEAE
HBF i,

o externally provisioned: Metal® &
B EH LR,

o deprovisioning: & & f2FEEMEAN
B8 RIERRE R,

o inspecting: N2 EFEE ENAEH
HiH.

o deleting: X3 IE1E MEEEHHIER,

o id: K2 T B BRSSHIME— IR AR,

o Image : &AEE B EHMIHR,

o raid: SR EMEH I RAID BIIRK,

o firmware: ##1AR558589 BIOS B2 &,

e rootDeviceHints : AT &M B &FIZIEHNR
8- prn el

triedCredentials X secret REMBELEMEMEIAH, HhBELAEINES
BiENRE—1 BMC EiFEA,

3.3. 7B BAREMETALHOST % &

BareMetalHost 5{R 2 2R HNEM. EoIUREE XA BareMetalHost FHR T BEEEHE
.
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pi% &2
1. XEX BareMetalHost ¥R :

I $ oc get bmh -n openshift-machine-api -o yaml

~
~

ol

7

& e LA A baremetalhost /E oc get A5 #) bmh K=,

2. FREVEMNIIZK :
I $ oc get bmh -n openshift-machine-api
3. FKE4EE XA BareMetalHost ¥R :
I $ oc get bmh <host_name> -n openshift-machine-api -o yaml

Hrh <host_name> 2 X HLB &R,

i th o Bl

apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
creationTimestamp: "2022-06-16T10:48:33Z2"
finalizers:
- baremetalhost.metal3.io
generation: 2
name: openshift-worker-0
namespace: openshift-machine-api
resourceVersion: "30099"
uid: 1513ae9b-e092-409d-be1b-ad08edeb1271
spec:
automatedCleaningMode: metadata
bmc:
address: redfish://10.46.61.19:443/redfish/v1/Systems/1
credentialsName: openshift-worker-0-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:¢7:f7:b0
bootMode: UEFI
consumerRef:
apiVersion: machine.openshift.io/vibetai
kind: Machine
name: ocp-edge-958fk-worker-0-nrfcg
namespace: openshift-machine-api
customDeploy:
method: install_coreos
online: true
rootDeviceHints:
deviceName: /dev/disk/by-id/scsi-<serial_number>
userData:
name: worker-user-data-managed
namespace: openshift-machine-api
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status:
errorCount: 0
errorMessage: ""
goodCredentials:
credentials:
name: openshift-worker-0-bmc-secret
namespace: openshift-machine-api
credentialsVersion: "16120"
hardware:
cpu:
arch: x86_64
clockMegahertz: 2300
count: 64
flags:
- 3dnowprefetch
- abm
- acpi
- adx
- aes
model: Intel(R) Xeon(R) Gold 5218 CPU @ 2.30GHz
firmware:
bios:
date: 10/26/2020
vendor: HPE
version: U30
hostname: openshift-worker-0
nics:
- mac: 48:df:37:c7:f7:b3
model: 0x8086 0x1572
name: ens1f3
ramMebibytes: 262144
storage:
- hetl: "0:0:0:0"
model: VKO00960GWTTB
name: /dev/disk/by-id/scsi-<serial_number>
sizeBytes: 960197124096
type: SSD
vendor: ATA
systemVendor:
manufacturer: HPE
productName: ProLiant DL380 Gen10 (868703-B21)
serialNumber: CZ200606M3
lastUpdated: "2022-06-16T11:41:42Z"
operationalStatus: OK
poweredOn: true
provisioning:
ID: 217baal4-cfcf-4196-b764-744e184a3413
bootMode: UEFI
customDeploy:
method: install_coreos
image:
url: ™
raid:
hardwareRAIDVolumes: null
softwareRAIDVolumes: []
rootDeviceHints:
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deviceName: /dev/disk/by-id/scsi-<serial_number>
state: provisioned
triedCredentials:
credentials:
name: openshift-worker-0-bmc-secret
namespace: openshift-machine-api
credentialsVersion: "16120"

3.4. %% BAREMETALHOST %R

ERHLEEBZE OpenShift Container Platform 58 /5, RFIBEZEESWIHE TV =AY BareMetalHost TR, 1%
ERELUT R

o (R LUEA Assisted Installer BBBERE, FHHEERNMIGHEREERFIZ (BMC) ENEH IP
ik,

o EMFEEFBHEANBERTET/RM—IEEBE N —1 &R,

FRFM

o M{RT m4bTF Provisioned, ExternallyProvisioned, 5 Available X7,

Pk =
1 RERTT RAIEK :

I $ oc get bmh -n openshift-machine-api

2. 7EGi%E T =B BareMetalHost 51RAT, 1Z1TLATFaR B M Ironic 2B TR -

$ oc annotate baremetalhost <node_name> -n openshift-machine-api
'baremetalhost.metal3.io/detached=true’ ﬂ

ﬂ ¥ <node_name> &t 17 m BB R,

3. BT T 5 £ 4m5E BareMetalHost %R :

N

I $ oc edit bmh <node_name> -n openshift-machine-api

4. TR aS, BT SEHMINE Ironic :

ié/
$ oc annotate baremetalhost <node_name> -n openshift-machine-api
'baremetalhost.metal3.io/detached'-

3.5. FAHEEIRY ISO MEANEIRHL T =

1R LUf# A Datalmage YORSER. AHEIH ISOEU MR N BB AT R L, TENAT R
B, BERGEITRE, 1SOBENAIUMIRERS VI, XARAFEESRERGEEREET =, HETS
FE—RE| FHIEE T &

FRFH
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o IR IfEF Redfish SUMARRAEHIIK BHFZ e R R LT AL
o T mMIATF Provisioned s ExternallyProvisioned 7%,
o ZFRLI5 HTE BareMetalHost F5RE A E LT & FRAERL,
* HISO HEMEM url,

1. fil#— Datalmage %R :
apiVersion: metal3.io/vialphat
kind: Datalmage
metadata:
name: <node name> 0
spec:
url: "http://dataimage.example.com/non-bootable.iso" g

{5 & H 7T BareMetalHost %R E BT 52 E R,
87 ISO HRIRAI URL FIER R,

BT T %4, 5 Datalmage FFIRIREEISC 4 -

I $ vim <node_namex>-dataimage.yaml

IBATLL T ep 3R A Datalmage %R :

I $ oc apply -f <node_name>-dataimage.yaml -n <node_namespace> ﬂ

##t <node_namespace>, LUE#n+ 22 (A5 BareMetalHost FiiRAI6n 4 22 (] LAD, {3l
0, openshift-machine-api,

4. BEFBIFT R

-
EEHEIFTH, &M reboot.metal3.io ¥, =HEE BareMetalHost %R

8 online IR, FRN T s bl E G RET RBRSE—EBEHRTH
NotReady, 0, 5 4 ¥hsk5E KA,

5. JZfTLA T4k & & Datalmage HR :
I $ oc get dataimage <node_name> -n openshift-machine-api -o yaml
i Bl

apiVersion: vi
items:
- apiVersion: metal3.io/vialphai
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kind: Datalmage
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |
{"apiVersion":"metal3.io/vialphail”,"kind":"Datalmage","metadata":{"annotations":
{},"name":"bmh-node-1","namespace":"openshift-machine-api"},"spec":
{"url":"http://dataimage.example.com/non-bootable.iso"}}
creationTimestamp: "2024-06-10T12:00:00Z"
finalizers:
- dataimage.metal3.io
generation: 1
name: bmh-node-1
namespace: openshift-machine-api
ownerReferences:
- apiVersion: metal3.io/vialphal
blockOwnerDeletion: true
controller: true
kind: BareMetalHost
name: bmh-node-1
uid: 046cdf8e-0e97-485a-8866-62d20e0f0b3
resourceVersion: "21695581"
uid: ¢5718f50-44b6-4a22-a6b7-71197e4b7b69
spec:
url: http://dataimage.example.com/non-bootable.iso
status:
attachedimage:
url: http://dataimage.example.com/non-bootable.iso
error:
count: 0
message: "
lastReconciled: "2024-06-10T12:05:00Z"

3.6. xF HOSTFIRMWARESETTINGS %R

R LAMER HostFlrmwareSettlngs FIRERNEEENM BIOS &%o L EHLFHA Available K7
if, Ironic RIZEXENB BIOS KEF O HostFlrmwareSettmgs HiR, mﬁ@a}\kgﬂi IBYRHIER
(BMC):REIH5EEE BIOS EciE. BareMetalHost ¥ KR E firmware FERE AN PRI B
E%, HostFirmwareSettings HREHE I SED E*ﬂqﬂﬁm{,\ﬁﬁﬂﬁ%ﬁxﬂﬁﬁ% BIOS WiE,
HostFirmwareSettings ¥RE S 1

1. HostFirmwareSettings spec,

2. HostFirmwareSettings X,

3.6.1. HostFirmwareSettings spec

HostFirmwareSettings 5RER spec E30 E L 7 EHLHI BIOS FTFRAVIRE, BRIAHZE, Ironic
spec.settings "‘BﬁEFE’Jﬁ%, FEEHLLTF Preparing JRSH B AR B IR {4H25(BMC), #HH
FirmwareSchema ¥%iR, EﬁﬁTF]E?I‘fL?';ZL_ﬂEx‘iE’J%ﬂ/TEXT NETMRBEZIFMER, 1ESH "About

the FirmwareSchema resource",

Example
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spec:
settings:
ProcTurboMode: Disabled(@))

fEforegoing~™fild, spec.settings &9 & & —1 name/value ¥f, B8 ProcTurboMode BIOS
& Disabled.

status ST HHEHSHE R NFRFSH, A0, "1", LH7E spec.settings FHHIZE
BT, XEENTENRT S| SRR, B, 1.

3.6.2. HostFirmwareSettings A7
status X R ENLH BIOS I HFTIRE.

% 3.3. HostFirmwareSettings

¥ sk

conditions FER @SR ESERIIR, FFEIHE :

status:
conditions: e lastTransitionTime : REERRE—R
- lastTransitionTime: BRI
message: e message: kS E AR,
observedGeneration:
reason: e observedGeneration : i status pyti
status: X, %R metadata.generation #ith=FEX
type: M@, N status.conditions FTAES LT,
e reason: REEXRMRE,
o status: IKEFERAPRE, KARLLZ True,
False = Unknown,
o type IRTEMAIEE, KE Ty Valid
ChangeDetected.
E4i%ER FirmwareSchema, XEFERE1E -
status: o ) N
schema: e name: 3| BIZEXHWZTIRME—IRIRRT,
name: e namespace : 7Ffi#f schema B9 &Z2[Al,
namespace:
lastUpdated: e lastUpdated: 55iR & /g — R EFHTHINS A,
settings FEE & EHZF]1 BIOS KEM & T/ (EX 5
status: e
settings:

3.7. 7KEX HOSTFIRMWARESETTINGS %R
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HostFirmwareSettings %R & 2432 EHBY4EE T AN BIOS B, R FREMIE E L
HostFirmwareSettings FRF B EFH BIOS B,

it =

. KEX HostFirmwareSettings 7REVIFEAIFIR :

I $ oc get hfs -n openshift-machine-api -o yam|

; p= Y=
%A LUE A hostfirmwaresettings /5 oc get i 55 # hfs KX,

. KEX HostFirmwareSettings 7IR%I :

I $ oc get hfs -n openshift-machine-api

. IREVEFE EHM HostFirmwareSettings ¥R

I $ oc get hfs <host_name> -n openshift-machine-api -o yaml

Hrh <host_name> 2 X HLB &R,

3.8. JmiE HOSTFIRMWARESETTINGS %R

& a] LUmEE B B F B E ML HostFirmwareSettings.

it =

36

BF

IR BEEENAT provisioned IR EN FifEEN, FSERILE, BRBEREREN
externally provisioned FJE#1.

. KEX HostFirmwareSettings 77IR%IZ :

I $ oc get hfs -n openshift-machine-api

. iR EMNB HostFirmwareSettings %R :

I $ oc edit hfs <host_name> -n openshift-machine-api

Hrh <host_name> 2B &M EHNAET. HostFirmwareSettings ¥R £ A iR BR I\ S E 25
FRITH,

. f¥ name/value X7~ INZEI spec.settings EB45 :

Example

spec:
settings:
name: value



B3 E AHAE

ﬂ {5 FirmwareSchema %R HA| EVMI AT A ILE, EBRBEXERIEE,

4. REBNRFREHFHEE,
5. IRERENEINEF B -

I $ oc get bmh <host_name> -n openshift-machine name

Hrh <host_name> B EHBEAM. Y& HIE CONSUMER FE T,

6. SEENZIFE M machineset il :

$ oc annotate machine <machine_name> machine.openshift.io/delete-machine=true -n
openshift-machine-api

Hrh <machine_name> 2 Z I BREIH25 89 & 7R,
7. FREXT RAUKRFITTE worker T mBE :

I $ oc get nodes
8. FKEY machineset :
I $ oc get machinesets -n openshift-machine-api
9. Y& machineset :
I $ oc scale machineset <machineset_names> -n openshift-machine-api --replicas=<n-1>

H e <machineset_name> 2 machineset B9&FF, <n-1> 2 worker 77 mEE M,

10. HEMNIA Available JR7SEF, §7 B machineset, {8 HostFirmwareSettings %R B AR -
I $ oc scale machineset <machineset_name> -n openshift-machine-api --replicas=<n>

Heh <machineset_name> = machineset B9EZ#5, <n> & worker TI REIHE,

3.9. 15 1iF HOSTFIRMWARE SETTINGS HEEHR A

4 A P YW spec. settings 4 LIE N HostFirmwareSetting(HFS) ¥R, BMO ¥1%f
FimwareSchema R IFE L, EEA@L%/EO MR IZEFLR, BMO ¢ status.Condition B Type
{HIXE N False, FEMEBEMHFHIFEEME HFS FKiRP, FRAUTSERIFHREEEN.

it 3
. KEX HostFirmwareSetting 77IR %I :

I $ oc get hfs -n openshift-machine-api

2. JUEREE EH18Y HostFirmwareSettings FHRE S A ¢
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I $ oc describe hfs <host_name> -n openshift-machine-api

Hrh <host_name> 2 X HLB &R,

i tH 7 Bl

Events:
Type Reason Age From Message

Normal ValidationFailed 2m49s metal3-hostfirmwaresettings-controller Invalid BIOS
setting: Setting ProcTurboMode is invalid, unknown enumeration value - Foo
5F

gNR NN E ValidationFailed, #WRECE RS HI— PR, SN EHIXLEE
LI A FirmwareSchema % &,

3.10. %F FIRMWARESCHEMA % &

BIOS & B REH AN A ENEE S, FirmwareSchema FRE—PMNRIEFER, HPRESENENE
By BIOS WEMRBIFIRE, BIEEREY Ironic ¥EH BMC, FirmwareSchema &7 7
HostFirmwareSettings %REH spec FEH AT LUEEMBEN(E. FirmwareSchema FREEBMEIZE
FRAE R 4 BOME— PR IR RF, MR EVEEERERR FirmwareSchema H7iH

fF. HostFirmwareSettings #% L /I sEfE FAME[RIAY FirmwareSchema,

& 3.4. FirmwareSchema #l#&

¥ sk
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¥ sk

spec 2 H BIOS &% & & M1 1% & #BR il 4 B A a7 5 Bl

<BIOS_setting_name> B, XLEFRELE :
attribute_type: . o i
allowable values: e attribute_type : ZEBRE, HIFHYRE
lower_bound: )
upper_bound: o Enumeration
min_length:
max_length: o EX
regd_only: o TRH
unique:
o fa/RME

o allowable_values : % attribute_type
2 Enumeration i, RiFEMFIR,

e lower_bound : attribute_type
Integer i 1R /IME,

e upper_bound : attribute_type #
Integer i 1T IR KIE,

e min_length : ¥ attribute_type
String I, [BEMFRFEREKE,

e max_length : ¥ attribute_type 7
String I, EEFRBEHEKKE,

e read_only : KEHNREL, FTHENR,

e unique : ZIXBERE T EMN,

3.1. KEX FIRMWARESCHEMA %R

BN ENEN ENRILEBAE TR BIOS K&, 1E%E HostFirmwareSettings %RAY spec #34%>
B, MIXEMET/EN SIS ZENNEGHER. BERERBEMNET/ER, HRINENN

FirmwareSchema F&&E.

it

1. &7K1& FirmwareSchema FREMIZIR, HHATLATRE
I $ oc get firmwareschema -n openshift-machine-api
2. ERBHE FirmwareSchema L), EHUT :
I $ oc get firmwareschema <instance_name> -n openshift-machine-api -o yaml

Hrh <instance_name> 2 HostFirmwareSettings ¥TRF AR schema SLAIBIETFR ((ES A
=3) .

3.12. X F HOSTFIRMWARECOMPONENTS %R
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Metald 24t 7 HostFirmwareComponents TR, ek T BIOS MIEREEILHIZS (BMC) BEHHk
A, HostFirmwareComponents F5RE SN E S -

1. HostFirmwareComponents spec

2. HostFirmwareComponents JX 7

3.12.1. HostFirmwareComponents spec

HostFirmwareComponents R8I spec &4 & X EHLHI BIOS 1 BMC MRABIFT R K.

5% 3.5. HostFirmwareComponents spec

¥ sk

updates FdE X B2 EEHMNAHM, XLEFERD
updates: & -
component:

url: e component : HFH&TF, BREXES

bios = bmc,
o url: HEBEEMABFARAR URL,

3.12.2. HostFirmwareComponents JX

HostFirmwareComponents %7RH status #f 43R B EHLE BIOS #1 BMC R ABI H FHRE,

3 3.6. HostFirmwareComponents k7
S Uiy

components 52 S 2HHERPRE, XLEFEREOLE :

components:

ol o component : EfF/A#ET, TRE
ponent: - .

o . bios = bmc,

initialVersion:

currentVersion: e initialVersion : A WIBEHRA, £

lastVersionFlashed: 1% BareMetalHost %&Ef, Ironic £

updatedAt: RILER. BTBEENRE,

e currentVersion : A{4HI Y FIE 4R A,
&%), ZE5& initialVersion (BT, EZ|
Ironic BHT T &N EV EBEH,

e lastVersionFlashed: T &#1E 4 LINER
HEMRFRA, LFERE null, EF|
Ironic BHT T &,

e updatedAt : Ironic EH RN ENBIE AT
B (718
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¥ sk

updates ECE X BT S EHMAHM, XLEFRIEE :

updates:
component: e component : ZHHEIEZFR,
url: o url: /¢ E IR AIIRAH URL,

3.13. JkEX HOSTFIRMWARECOMPONENTS % &

HostFirmwareComponents %R S & BIOS R EBHFhRA, LUKRMIIE EHHIEAREIRIEFIZZ (BMC),
IR TRENYDIE E 4189 HostFirmwareComponents 758, FREE & B HAR A TR,

it

1. JREX HostFirmwareComponents ¥{iREVIEAI I

I $ oc get hostfirmwarecomponents -n openshift-machine-api -o yaml

2. KEX HostFirmwareComponents #iR%1 :

I $ oc get hostfirmwarecomponents -n openshift-machine-api

3. FREVEE EHLH HostFirmwareComponents %R :
I $ oc get hostfirmwarecomponents <host_name> -n openshift-machine-api -o yaml

Hrh <host_name> 2 X HLB BT,

it Bl

apiVersion: metal3.io/vialphat
kind: HostFirmwareComponents
metadata:
creationTimestamp: 2024-04-25T720:32:06Z"
generation: 1
name: ostest-master-2
namespace: openshift-machine-api
ownerReferences:
- apiVersion: metal3.io/vialphat
blockOwnerDeletion: true
controller: true
kind: BareMetalHost
name: ostest-master-2
uid: 16022566-7850-4dc8-9e7d-f216211d4195
resourceVersion: "2437"
uid: 2038d63f-afc0-4413-8ffe-2f8e098d1f6¢
spec:
updates: []
status:
components:

41



OpenShift Container Platform 4.16 X G E

- component: bios
currentVersion: 1.0.0
initialVersion: 1.0.0
- component: bmc
currentVersion: "1.00"
initialVersion: "1.00"
conditions:
- lastTransitionTime: "2024-04-25T720:32:06Z"
message: ""
observedGeneration: 1
reason: OK
status: "True"
type: Valid
- lastTransitionTime: "2024-04-25T20:32:06Z"
message: ""
observedGeneration: 1
reason: OK
status: "False"
type: ChangeDetected
lastUpdated: "2024-04-25T720:32:06Z"
updates: []

3.14. 7% HOSTFIRMWARECOMPONENTS %R

& LYW R 17 s= B9 HostFirmwareComponents %R,

it =

1. JREX HostFirmwareComponents ¥{iREVIEAN I :
I $ oc get hostfirmwarecomponents -n openshift-machine-api -o yaml
2. Yk EHA HostFirmwareComponents ¥R :
I $ oc edit <host_name> hostfirmwarecomponents -n openshift-machine-api ﬂ

ﬂ Hrh <host_name> 2 EHBIEZF5, HostFirmwareComponents %5 IRIS 1K im0 ER A G b
JAPITH.

it Bl

apiVersion: metal3.io/vialphat
kind: HostFirmwareComponents
metadata:
creationTimestamp: 2024-04-25T720:32:06Z"
generation: 1
name: ostest-master-2
namespace: openshift-machine-api
ownerReferences:
- apiVersion: metal3.io/vialphat
blockOwnerDeletion: true
controller: true
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kind: BareMetalHost
name: ostest-master-2
uid: 16022566-7850-4dc8-9e7d-f216211d4195
resourceVersion: "2437"
uid: 2038d63f-afc0-4413-8ffe-2{8e098d1f6¢
spec:
updates:
- name: bios
url: https://myurl.with.firmware.for.bios e
- name: bmc
url: https://myurl.with.firmware.for.omc °
status:
components:
- component: bios
currentVersion: 1.0.0
initialVersion: 1.0.0
- component: bmc
currentVersion: "1.00"
initialVersion: "1.00"
conditions:
- lastTransitionTime: "2024-04-25T720:32:06Z"
message: ""
observedGeneration: 1
reason: OK
status: "True"
type: Valid
- lastTransitionTime: "2024-04-25T720:32:06Z"
message: ""
observedGeneration: 1
reason: OK
status: "False"
type: ChangeDetected
lastUpdated: "2024-04-25T20:32:06Z"

EXE BIOS ikA, i51F name B4 iXE N bios,

FIXE BIOS fRA, 151 url BEIXE D BIOS E#IRAEI URL,

0009

B
EXE BMC ikA, 155 name BIEi%E ) bme,
B

FIXE BMC hiRA, 151 url BH#IE ) BMC B4 URL,

3. REENMFFREFES.
4. FREREHEINL2Z BT

I $ oc get bmh <host_name> -n openshift-machine name ﬂ

@ &+ <host_name> 2ENM LT, HBAIKEIIE CONSUMER £ T,

5. N ZFEMILSEE MR :

B3 E AHAE
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$ oc annotate machine <machine_name> machine.openshift.io/delete-machine=true -n
openshift-machine-api ﬂ

Q Hrh <machine_name> 2 Z I BREIH25 89 & 7R,

6. IREXT RIUKRFITE worker TV REE :
I $ oc get nodes
7. FRERHERE -
I $ oc get machinesets -n openshift-machine-api
8. V' ENRE :
I $ oc scale machineset <machineset_name> -n openshift-machine-api --replicas=<n-1> ﬂ

Q H i <machineset_name> 2B EMEF, <n-1> 2D worker T R =,

9. HEMNIFA Available IR75H, ¥ B machineset, {# HostFirmwareComponents ¥%IRE 4
2

I $ oc scale machineset <machineset_name> -n openshift-machine-api --replicas=<n> ﬂ

Q H e <machineset_name> EHl2R5EMEHM, <n> 2 worker T R E,
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28 4 Z 7£ OPENSHIFT 85l & % 2R/ E X85

4. X FH B SR ITENSER
A %R B2 H OpenShift Container Platform R — N X FEA TR BN 2 EEE,

v P2 -3

HERPESPRYBT R, BRERWRLMET REWR—, EFZHRN pod 2

EARAEESURMNT R, FHESHEERIVEE, MFEA X pod DEATRIESE
R, ESHE pod 2EELE T &

B

BEL T ENBRNEE PR ZH Cluster Samples Operator, SEEF AT LITE R A LhIhEE
HERTOE. MEELELR, HSHEASEEE

AR HERMERIBITHSRMITENSNERNIFS, ESEERASRNTENZ IR ISR,

411 FAZ LT EN BB BEERE
EFARRREETHEANS R T EN S0 RER, MalER TRPHH
&K 4.1 HHES PN BN BRI TR R

Control Compute

-

Plane TR

1 Azure L{ERASEMTTEN R OIE Microsoft v aarch64 aarch64,
i Azure = x86_64
x86_64
£ AWS EEAZEMITENGOESE Amazon v aarch64 aarch64,
B Web =% x86_64
Services x86_64
(AWS)
£ GCP L{EAZEMITENZRUEE  Google v aarch64 aarch64,
B Cloud =% x86_64
Platform x86_64
(GCP)
EEN. IBM Power 2 IBM Z L&/ R v aarch64 aarch64,
SR EN S0 R ER =4 x86_64
x86_64
IBM v x86_64 x86_64p
Power B3 pc64le
ppc64le
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Control Compute

-

Plane TR

IBM Z v x86_64 x86_64,s
= $390x 390x

£ 1BM Z #fEHA z/VM B IBM® IBM Z° #1 v x86_64 x86_64s
LinuxONE LfERZ M T ENRUE  1BM® 390x
=¥ LinuxONE

EH8 RHEL KVM B IBM Z #1 IBM® IBM Z© #] v x86_64 x86_64,s
LinuxONE LfERAZ M T ENGRUE  1BM® 390x
=¥ LinuxONE

1E IBM Power® LfEAZRIITENZE  IBM v x86_64 x86_64,p
o= Power® pc64le

- .
Google Cloud Platform (GCP) BREIAXFMNEE T B,

4.2. £ AZURE AL R+ EN 20 EER

BERASRITENSREE Azure B, BRIEEB—NMERSRIWREREFE Z SIS HR AR
Azure RERFEBEERR. WFBEX Azure RENELSER, HSHEMAEBE LT Azure ERESE,

EART LU A BRI BN SNSRI ER SR ENSNEE. NFEELER, FEHE
RZ R BN RIBERE.

RS RMEKEREE, EALUREETRARMENT [RRIMEIKEF.

4.2 FUESEEFA M
HEFBERBFFRRMARRENITET <1, BRIRIERFEERES RN,

FRFH

e B%%E OpensShift CLI (oc) .

i =
1. &3k OpenShift CLI (oc).
2. WA LLEIT A T o DR LR T EAMRAMMNE
I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"
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o MRMEEILUTHIL, KREBHEASEWERMNE

{

"release.openshift.io/architecture": "multi",
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EIUFHRAESREPRNSRTET R,
o MRMEEILUTHIL, KREEHLXEEASEWERMNE

{

"url": "https://access.redhat.com/errata/<errata_version>"

}

BF

EIBRERUERERHSRIITENS, FREERZRTEISIBISE
RIS TR ATIRAF,

4.2.2. [ Azure 5if% gallery 8% 64 i ARM B| 555 &
LU A2t 7 A F 54 64 L ARM B| S5k,

FEREZFH
o B2%&%& Azure CLI (az),

o EFASRIMRERE IHHISUHAET BRI Azure REEF B SR,
iz
1. BREEM Azure TR P -
I $ az login

2. QIEEGEIK S FHIF aarch64 EIFELS (VHD) EERIEBIZREMK S, OpenShift Container
Platform Z&RBFROE—NEIRAE, B35 SR EGEETUEZEZ N FTRANBE LA :

$ az storage account create -n ${STORAGE_ACCOUNT_NAME} -g
${RESOURCE_GROUP} -l westus --sku Standard_LRS @)

Q westus & & 2 — R X i,

3. FERBERBFMEIKS Q2RSS

$ az storage container create -n ${CONTAINER_NAME} --account-name
${STORAGE_ACCOUNT_NAME}

4. &8 A OpenShift Container Platform & 2% JSON 3 {412EX URL #l aarch64 VHD %
o
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a. TUA T4, REXURL FEFHIFHIZEH RHCOS_VHD_ORIGIN_URL :

conflgmap/coreos bootimages -o jsonpath='{.data.stream}’ | jq -r

1E1T
$ RHCOS_VHD_ORIGIN_URL=$(oc -n openshift-machine-config-operator get
".architectures.aarch64."rhel-coreos-extensions"."azure-disk".url')

b. BT T4, fREX aarch64 VHD & FFHHIZE ) BLOB_NAME £ XX 4 :

$ BLOB_NAME=rhcos-$(oc -n openshift-machine-config-operator get configmap/coreos-
bootimages -0 jsonpath='{.data.stream}' | jq -r ".architectures.aarch64."rhel-coreos-
extensions"."azure-disk".release')-azure.aarch64.vhd

5. EMHAZVIF G (SAS) HhE, BELUTRS, RS RHCOS VHD EXEITF#EER :

I $ end="date -u -d "30 minutes" '+%Y-%m-%dT%H:%MZ"

$ sas="az storage container generate-sas -n ${CONTAINER_NAME} --account-name
${STORAGE_ACCOUNT_NAME} --https-only --permissions dirw --expiry $end -o tsv’

6. 19 RHCOS VHD E#IZIZ# BT :

$ az storage blob copy start --account-name ${STORAGE_ACCOUNT_NAME} --sas-token
"$sas" \

--source-uri "${RHCOS_VHD_ORIGIN_URL}"\

--destination-blob "${BLOB_NAME}" --destination-container ${CONTAINER_NAME}

EALERU TS RaEg i 2aRes

$ az storage blob show -¢c ${CONTAINER_NAME} -n ${BLOB_NAME} --account-name
${STORAGE_ACCOUNT_NAME} | jq .properties.copy

i tH o Bl

"completionTime": null,
"destinationSnapshot": null,
"id": "1fd97630-03ca-489a-8c4e-cfe839c9627d",
"incrementalCopy": null,
"progress": "17179869696/17179869696",
"source": "https://rhcos.blob.core.windows.net/imagebucket/rhcos-411.86.202207130959-0-
azure.aarch64.vhd",
"status": "success",
"statusDescription™: null

}

ﬂ IR status ST R success W, NEHITIRE K,

7. AU TS AR5 gallery :

$ az sig create --resource-group ${RESOURCE_GROUP} --gallery-name
${GALLERY_NAME}
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ERRER gallery SIBRERE L, ELLTFRBIF, rhcos-arm64 ZiRI&RE LHIAFR,

$ az sig image-definition create --resource-group ${RESOURCE_GROUP} --gallery-name
${GALLERY_NAME} --gallery-image-definition rhcos-arm64 --publisher RedHat --offer arm -
-sku arm64 --os-type linux --architecture Arm64 --hyper-v-generation V2

8. EIREXVHD By URL, H{FHiXEH RHCOS_VHD_URL ENXH&FR, 1HEITU RS

$ RHCOS_VHD_URL=$(az storage blob url --account-name
${STORAGE_ACCOUNT_NAME} -c ${CONTAINER_NAME} -n "${BLOB_NAME}" -0 tsv)

9. £ RHCOS_VHD URL . EHIEMEIKF. FWIRAMBIR gallery QIBHRGRA, EUTR
B, 1.0.0 REKIRA,

$ az sig image-version create --resource-group ${RESOURCE_GROUP} --gallery-name
${GALLERY_NAME} --gallery-image-definition rhcos-arm64 --gallery-image-version 1.0.0 --
os-vhd-storage-account ${STORAGE_ACCOUNT_NAME} --os-vhd-uri
${RHCOS_VHD_URL}

10. IMEEMRER arm64 5| S5k, ERILUERLL T H iR 5E&RE ID -

I $ az sig image-version show -r $SGALLERY_NAME -g SRESOURCE_GROUP -i rhcos-arm64
- 1.0.0

AT REIER ID 11T EH X ER recourselD S {F A :

resourcelD 7=

/resourceGroups/${RESOURCE_GROUP}/providers/Microsoft. Compute/galleries/${GALLERY
_NAME}/images/rhcos-arm64/versions/1.0.0

4.2.3. A Azure 514& gallery {2 64 {iI x86 5| 55 4%
LUR SRR T A Fh &R 64 fiI x86 5| 5%,

FeRFH
o B%EE Azure CLI (az),
o CERASRIWELERERF ZIHFISHECIRT BN Azure RERFE TR,
A
1. BT TS ERIEE Azure TR -
I $ az login
2. 1T Ty, QIB—NEMEIK S FHRF x86_64 EfURER: (VHD) LA EIEMEMEIK

OpenShift Container Platform ZERZFRUE—NHIRA, BR, 5IFHEBAULERES
FRAMBE L -
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$ az storage account create -n ${STORAGE_ACCOUNT_NAME} -g
${RESOURCE_GROUP} -l westus --sku Standard_LRS @)

Q westus & & 2 — R X g,

3 BITUTHS, EREBERNEHKSREERS

$ az storage container create -n ${CONTAINER_NAME} --account-name
${STORAGE_ACCOUNT_NAME}
f

4. {3 OpenShift Container Platform &2~ JSON XX {412EX URL #1 x86_64 VHD & #f :

a. Ti4e, $REXURL FERFHFHKXEH RHCOS_VHD_ORIGIN_URL :

conflgmap/coreos bootimages -o jsonpath='{.data.stream}' | jq -r

1E1T
$ RHCOS_VHD_ORIGIN_URL=$(oc -n openshift-machine-config-operator get
".architectures.x86_64."rhel-coreos-extensions"."azure-disk".url’)

b. iZ{TLA T4, 1REX x86_64 VHD Z#FH G HXEH BLOB_NAME {FH 344 :
$ BLOB_NAME-=rhcos-$(oc -n openshift-machine-config-operator get configmap/coreos-

bootimages -0 jsonpath='{.data.stream}' | jq -r ".architectures.x86_64."rhel-coreos-
extensions"."azure-disk".release')-azure.x86_64.vhd

5. EMHAZVIF G (SAS) T, ZITU TS, RS RHCOS VHD EEITF#EER :

I $ end="date -u -d "30 minutes" '+%Y-%m-%dT%H:%MZ"

$ sas="az storage container generate-sas -n ${CONTAINER_NAME} --account-name
${STORAGE_ACCOUNT_NAME} --https-only --permissions dirw --expiry $end -o tsv’

T4, f$ RHCOS VHD EHIRIF#ERSE+ -

$ az storage blob copy start --account-name ${STORAGE_ACCOUNT_NAME} --sas-token
"$sas" \

--source-uri "${RHCOS_VHD_ORIGIN_URL}"\

--destination-blob "${BLOB_NAME}" --destination-container ${CONTAINER_NAME}

BRI LT U T SR ESHTRIORE

$ az storage blob show -¢c ${CONTAINER_NAME} -n ${BLOB_NAME} --account-name
${STORAGE_ACCOUNT_NAME} | jq .properties.copy

i th o Bl

"completionTime": null,

"destinationSnapshot": null,

"id": "1fd97630-03ca-489a-8c4e-cfe839c9627d",
"incrementalCopy": null,

"progress": "17179869696/17179869696",
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"source": "https://rhcos.blob.core.windows.net/imagebucket/rhcos-411.86.202207130959-0-
azure.aarch64.vhd",

"status": "success",

"statusDescription™: null

}

ﬂ IR status S E R success W, NRKREFTEETK,

7. BT TR ARE& gallery :

$ az sig create --resource-group ${RESOURCE_GROUP} --gallery-name
${GALLERY_NAME}

TULT S, AR gallery QIR E XL

©
™

$ az sig image-definition create --resource-group ${RESOURCE_GROUP} --gallery-name
${GALLERY_NAME} --gallery-image-definition rhcos-x86_64 --publisher RedHat --offer
x86_64 --sku x86_64 --os-type linux --architecture x64 --hyper-v-generation V2

EARBIF, rhcos-x86_64 2R E LB TR,
9. EHELVHD By URL, FRHE%EN RHCOS VHD URL fENX&EE&HR, 1T TS

$ RHCOS_VHD_URL=$(az storage blob url --account-name
${STORAGE_ACCOUNT_NAME} -c ${CONTAINER_NAME} -n "${BLOB_NAME}" -0 tsv)

10. iZ1TLA T e 4%, A RHCOS_VHD_URL X, FFffik, BRAFZLR gallery SRR

${GALLERY_NAME} --gallery-image-definition rhcos-arm64 --gallery-image-version 1.0.0 --
os-vhd-storage-account ${STORAGE_ACCOUNT_NAME} --os-vhd-uri

151

x

$ az sig image-version create --resource-group ${RESOURCE_GROUP} --gallery-name
${RHCOS_VHD_URL}

EARBIF, 1.0.0 BERRA,

. \%E BT TS EIGI £ x86_64 5| FHRAY ID :

$ az sig image-version show -r SGALLERY_NAME -g $SRESOURCE_GROUP -i rhcos-
x86 64 -e 1.0.0

PRI ID £ BN X E R recourselD S :

resourcelD 7=

/resourceGroups/${RESOURCE_GROUP}/providers/Microsoft. Compute/galleries/${GALLERY
_NAME}/images/rhcos-x86_64/versions/1.0.0

4.2.4. 1 Azure EEEFRINZL KT EH 25
RS EMERE, EATLUARMEERRZRMET &,
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ERLMERUTAERTRREB T B RINE LRI &R+

o [ 64 {iI x86 1T EHLERARMEIER 64 I ARM control plane Hl2380&EEEh, HBESZESE 64 i
ARM THENER, EXMERT, 64 4L x86 #AM BRI,

o I 64 {iI ARM i+ EHBRARINEIEF 64 {iI x86 control plane H23895%EE, HEX S 64 {iL x86
THENER, EXFERT, 64 6L ARM #HAILH Z %R0,

B1E Azure LOIBRBE GTENSE, S 0 Azure EBIITENISEE"

EEBPRRIM RN T RAl, BiZEE Multiarch Tuning Operator, F&8E
ClusterPodPlacementConfig BE %R, MIJ/ELELR, 1HSH A Multiarch Tuning
Operator T 2RI L BB TERE,

FRFH

e B%% OpenShift CLI (oc) .
o RAIET 64 I ARM =X 64 {iI x86 3| F-5i k.

o MALIMFRARERFOEFRZSEMRERRF ZHEIXER 64 i ARM X 64 fif x86 #3244
Azure 8,

ik
1. &3k OpenShift CLI (oc).

2. O YAML XX, FHIRMECEROIRITEN SR REHIREFF 64 L ARM X 64 {iI x86 1T HETT

ino

Azure 64 fif ARM = 64 fif x86 1T E 17 ;M MachineSet %} F =i

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
name: <infrastructure_id>-machine-set-0
namespace: openshift-machine-api
spec:
replicas: 2
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-machine-set-0
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
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machine.openshift.io/cluster-api-machineset: <infrastructure_id>-machine-set-0
spec:
lifecycleHooks: {}
metadata: {}
providerSpec:
value:
acceleratedNetworking: true
apiVersion: machine.openshift.io/vibetal
credentialsSecret:
name: azure-cloud-credentials
namespace: openshift-machine-api
image:
offer: ™
publisher: "
resourcelD:
/resourceGroups/${RESOURCE_GROUP}/providers/Microsoft. Compute/galleries/${GALLERY
_NAME}/images/rhcos-arm64/versions/1.0.0
sku: "™
version:
kind: AzureMachineProviderSpec
location: <region>
managedldentity: <infrastructure_id>-identity
networkResourceGroup: <infrastructure_id>-rg
osDisk:
diskSettings: {}
diskSizeGB: 128
managedDisk:
storageAccountType: Premium_LRS
osType: Linux
publiclP: false
publicLoadBalancer: <infrastructure_id>
resourceGroup: <infrastructure_id>-rg
subnet: <infrastructure_id>-worker-subnet
userDataSecret:
name: worker-user-data
vmSize: Standard_D4ps_v5 9
vnet: <infrastructure_id>-vnet
zone: "<zone>"

Q ¥ resourcelD 4 E ) arm64 5% amd64 3| 55 (%

¥ vmSize SHULE HZLHFEASLHFIRE, —LESFIKEZ Standard_D4ps_v5 5X
D8ps.

BT o RO ENRE -
I $ oc create -f <file_name> ﬂ

1% <file_name> & Hit BN SN BEE YAML XHHEZFE, F140 : arm64-machine-set-
0.yaml, 2 amd64-machine-set-0.yaml,
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1 BT U TR EIEH SRS EET -
I $ oc get machineset -n openshift-machine-api

B a2 E o 2nas.

it
NAME DESIRED CURRENT READY AVAILABLE AGE
<infrastructure_id>-machine-set-0 2 2 2 2 10m

2. BRI U TSRO ET RESTEMEFHF LA

I $ oc get nodes

Hb iR
o 7 Azure LOIBITENIZBINE

e {#fH Multiarch Tuning Operator B % 3R ER BRI T/ i %k

4.3.7F AWS LERSEMITEN 08K

EERASRIITENSRLE AWS K8, B HEMRAS R REFRF Z RIS O — N AR AWS
LRERFESEN, IFEXAWS ZRENESER, HSHERABE LT AWS J:Z'*r*z%%ﬁ

BRI A BRI BN SNSRI ER SR ENSNEE. NFEELER, HEHE
RZ R BN SR TIBEEE.

BIRSRIERE, EUUREETREMIT SRS F.

4.3.1. JIERRRA M
EFBERFEFRRMARREITET <1, SRR IEREEERES RN,

FRFH

e B%% OpenShift CLI (oc) .

i =
1. &3k OpenShift CLI (oc).
2. A LLEITUA T o DR LR T EAMRAMMNE
I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"

o MRMEEILUTHIL, KREBHEASEWERMNE

{
I "release.openshift.io/architecture": "multi”,
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I "url": "https://access.redhat.com/errata/<errata_version>"
}

RE, EIUFHRAESREPRNSRTET R,
o MRMEEILUTHL, KREHLXEEASEWERMNE

{

"url": "https://access.redhat.com/errata/<errata_version>"

}

BF

EXIBRERUERERHSRIITENS, FRERERZRTEISIBISE
RIS TR ATIRAF,

4.3.2. 7 AWS SEF IR S R BN S E
DRSS RIVERE, EALRMEETRREIIT R,
A LME R TR S AR B SRR INE S SRR -

o I 64 fiI x86 iITEHZRARIMEFEA 64 L ARM control plane #2305 E AR, HEAESE 64 1L
ARM ITEH25, EXFIERT, 64 I x86 M M HHiBIZR,

o [ 64 {iI ARM i+ EHBRARINEIEF 64 {iI x86 control plane H23895%EE, HEX S 64 {iL x86
THENER, EXFERT, 64 I ARM #ILH Z 511,
p= Y=
EEBPRRIM RN T REl, BiZEE Multiarch Tuning Operator, F&8E

ClusterPodPlacementConfig BE X iR, MFEELFER, ES " HA Multiarch Tuning
Operator % 2RI L BB TERE,

SR

e B%% OpenShift CLI (oc) .
o RAILMFRARERFOERERSEMRERFE ZHEIXHH 64 iL ARM =X 64 {if x86 HZEH
AWS &%,
bk =
1. &3k OpenShift CLI (o¢).

2. O YAML XX, FHRIECEROIRIT BN SRR REFIREFFE 64 L ARM =X 64 {iI x86 1T ETT
=

™o

AWS 64 {if ARM 2% x86 i1 & 17 s#9 MachineSet X} &Rl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

labels:
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machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-aws-machine-set-0 g
namespace: openshift-machine-api

spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>-<zone> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role> G
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>-<zone> a
spec:
metadata:
labels:
node-role.kubernetes.io/<role>: "
providerSpec:
value:
ami:
id: ami-02a574449d4f4d280 €)
apiVersion: awsproviderconfig.openshift.io/vibetai
blockDevices:
- ebs:
iops: 0
volumeSize: 120
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: <infrastructure_id>-worker-profile g
instanceType: m6g.xlarge
kind: AWSMachineProviderConfig
placement:
availabilityZone: us-east-1a m
region: <region>
securityGroups:
- filters:
- name: tag:Name
values:
- <infrastructure_id>-worker-sg @
subnet:
filters:
- name: tag:Name
values:
- <infrastructure_id>-private-<zone>
tags:
- name: kubernetes.io/cluster/<infrastructure_id> @
value: owned
- name: <custom_tag_name>
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value: <custom_tag_value>
userDataSecret:
name: worker-user-data

QOOODD ==& TE & LB AL EIER 1D HEMZH ID, MWRBLE OpenShift
CLI (oc) ¥ifa, MEALLESEITIT @ f RKEEMZRI 1D :

I $ oc get -0 jsonpath="{.status.infrastructureName}{“\n"}" infrastructure cluster

WEEEM%@W ID. AETRIREMRE,
wﬁigmﬂﬂ E’J% @‘I’J E*T_Lo

T =Y AWS Kig#EE Red Hat Enterprise Linux CoreOS (RHCOS) Amazon Machine
Image (AMI), RHCOS AMI &/l S #2822 A,

$ oc get configmap/coreos-bootimages \
-n openshift-machine-config-operator \
-0 jsonpath="{.data.stream}' | jq \
-r ".architectures.<arch>.images.aws.regions."<region>".image'

RIS AL AMI B9 CPU R —BBONB XL, NBESER, HSH"H AWS 64 i ARM
Wt E KR

EEX, #la, us-east-1a, FBRICEFENXE T HRIRRLBINE,

@9 o

EERSE, i, us-east-1, MREEFHIX AN A BRIV,

3. IBITUTaRREITENEE
I $ oc create -f <file_name> ﬂ
1 <file_name> & it BN XBEEE YAML XHHELHR, B0 : aws-arm64-
machine-set-0.yaml, 3¢ aws-amd64-machine-set-0.yaml,
L 27T eS, BEFITENSEERIR
I $ oc get machineset -n openshift-machine-api

i 8 B RO ERE.

i
NAME DESIRED CURRENT READY AVAILABLE AGE
<infrastructure_id>-aws-machine-set-0 2 2 2 2 10m

2. WAL T U TS SREET RESTEMEFHF LU

I $ oc get nodes
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Hth B
®  AWS 64 fif ARM i B SE I K BY

e {#fH Multiarch Tuning Operator IR % JR IR R A T/ i %k

4.4. 17 GCP LFERZELITTEN R0/ BER

B AL EMITENER I Google Cloud Platform (GCP)S&EEY, 1R A/ e So i F % 32 M 28 f2 F — il
XHQIBE— NG GCP RERFBRER., NIEAXAWS REMELER, HSHEREE LT
GCP &5 R,

BRI A BRI BN SNSRI ER SR ENSNEE. NFEELER, HEHE
RZ R BN RTIBERE.

BIRSRIERE, EULREETREMNT SRS F.

% .
BAl, GCP B 64 il ARMHLBZAXZHFRES|F

441 BiFEBEERN
TEFFIATEE B R R IR R BT B & J, B Ir e T HE LN,

FRFH

e B%% OpensShift CLI (oc) .

i =
1. &3k OpenShift CLI (oc).
2. A LLEITUA T o DR LR T EAMRAMMNE
I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"

o MRMEEILUTHIL, KREBHEASEWERMNE

{

"release.openshift.io/architecture": "multi”,
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EIUFHRAESREPRNZRTET R,
o MRMEEILUTHIL, KREHLXEEASEWERMNE
{

"url": "https://access.redhat.com/errata/<errata_version>"

}
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BF

EIBERUERERHSRIITENS, FRERERZRTEI SIS
RIS IR AT IRAF,

4.4.2. 1 GCP £ RINZ IR ENZGE
S IRERE, EALURINES RRZEEMT &,
RETLUE B L T 35S N B R B T B SR N B 2 28 B b

o I 64 I x86 iITEHZRARIMENEA 64 L ARM control plane #2305 E AR, HEAESE 64 1L
ARM IT &85, TEXFIERT, 64 I x86 M M HHiBIZRI,

o I 64 i ARM i+ EHBRARINEFEF 64 {iI x86 control plane H23895%EE, HEX S 64 (i x86
TTENER, EXFERT, 64 I ARM #HILH Z 511,

EEBPRRM RN T RA0, BiZEE Multiarch Tuning Operator, F&8E
ClusterPodPlacementConfig BE X iR, MFEELFER, ES " HA Multiarch Tuning
Operator T 2RI KRR L BB TERE,

FRFM

e B%% OpenShift CLI (oc) .

o MALUMFRARERFOEFRZSIEMRERR ISR 64 i x86 =X 64 i ARM H.3244
GCP &%,

ik
1. &3k OpenShift CLI (oc).

2. O YAML XX, FHRMECEROIRITEN SR REFIREFF 64 L ARM =X 64 {iI x86 1T ETT
=

™o

GCP 64 {if ARM = 64 {if x86 i1 & 17 s MachineSet X R =Hil

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-w-a
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-w-a
template:
metadata:
creationTimestamp: null
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1]
2]
o

60

labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-w-a

spec:
metadata:

labels:
node-role.kubernetes.io/<role>: ™"

providerSpec:

value:
apiVersion: gcpprovider.openshift.io/vibetat
canlPForward: false
credentialsSecret:
name: gcp-cloud-credentials
deletionProtection: false
disks:
- autoDelete: true
boot: true
image: <path_to_image> 6
labels: null
sizeGb: 128
type: pd-ssd
gcpMetadata:
- key: <custom_metadata_key>
value: <custom_metadata_value>
kind: GCPMachineProviderSpec
machineType: n1-standard-4 6
metadata:
creationTimestamp: null
networklInterfaces:
- network: <infrastructure_id>-network
subnetwork: <infrastructure_id>-worker-subnet
projectID: <project_name> G
region: us-centrald
serviceAccounts:
- email: <infrastructure_id>-w@-<project_names.iam.gserviceaccount.com
scopes:
- https://www.googleapis.com/auth/cloud-platform
tags:
- <infrastructure_id>-worker
userDataSecret:
name: worker-user-data
zone: us-centrall-a

EEETEAKMNFIXERSEEE ID BEMEN ID, B LLZITLL T 65 RIRERER S

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster
EEZERMBIAEET [RE,
EELANTENSREPEAMNGRERNEBRE, TREINHEBREMIE MR AT,

ZV7 B MEGRET, HETUTeS



3.

1.

2.

%5 4 %= £ OPENSHIFT &8 rhEd B Z 3T NS

$ oc get configmap/coreos-bootimages \
-n openshift-machine-config-operator \
-0 jsonpath="{.data.stream}' | jg \
-r ".architectures.aarch64.images.gcp'

i th Bl

"gep”: {
"release": "415.92.202309142014-0",
"project": "rhcos-cloud",
"name": "rhcos-415-92-202309142014-0-gcp-aarch64”

}

fFEAKHHH project #1 name S8, EVEREF LR image FEMRRZR, HERENIZ
KRAUTHER :

I $ projects/<project>/global/images/<image_name>

A%k : Ll key:value X BIFE RAEE B E L u#ifE, BXRAH, HSM GCP X1, UEF X
BB E LTHE.

IEESFTIERE RN CPU 2K — BN 2Rk, NERZER, ESH'E64 1
ARM ELRHZEH: E o GCP B sE 2R 8y,

e E A T 5ERF89 GCP 1 H B &R,

o9 ® O

BEXE, #10, us-centrall, FAREEFEMNXET BMEEEBINE.

BT m RO ITENZRE -
I $ oc create -f <file_name> ﬂ

15 <file_name> B it EHBRLBEE YAML XHHLFR, B0 : gcp-arm64-machine-
set-0.yaml, =% gcp-amd64-machine-set-0.yaml,

BT TS, BEFITENSESRR
I $ oc get machineset -n openshift-machine-api

i a2 E a2 as.

i th o Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
<infrastructure_id>-gcp-machine-set-0 2 2 2 2 10m

EALUZITU TR SRRET RESEMEHTLUAE !

I $ oc get nodes
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Hb iR
® 71f 64 it ARM EfiiZHy £~ GCP M By L5255

e {#FH Multiarch Tuning Operator EIE % Z2f LB R A T/F /1%

4.5. 744, IBM POWER = IBM Z E{F A% 2T &N 20 B ERE

EIE1EH) (x86_64 =X aarch64), IBM Power® ( ppc64le), or IBM Z° (s390x) L AL i BN AR 0IEE
B, BIEER NS EE— P UIAENSAREER, REBENTEEREIEIRE

o THN LZERFEGHER, ARG, EALUS 64 A1 ARM T EH 2R ARINEIEN LA OpenShift
Container Platform S,

e 7E IBM Power® ERZ&EER, AR, EAILUT x86_64 i+ EHHLZRARIE IBM Power® EHY
OpenShift Container Platform £&£/,

e 7fIBMZ®#IBM®LinuxONE b8, RE, EeILUY x86_64 i+ EH2RAINE IBM Z° F
IBM® LinuxONE _E#J OpenShift Container Platform &&£ .

BF

B RERRFE RS HEMZEFIF Bare Metal Operator N FFEAIIAEEE N BT 2R
TR R, EREEEBRERSE R F ORISR =,

NPT ETY <81, BRIRERARIERASREERNENT R, BXIBISRUE
BIHNESER, FHEHIRIEESRIITENNRER,

LUTRAEAERE T AN A 1SO BRI M4 PXE 51 50132 RHCOS i &M, XA ILEERRFHRINAIS
BT R, FEAZRITENRBERE,

P2y~
EEBPRRM RN T RA0, BiZEE Multiarch Tuning Operator, F&8E

ClusterPodPlacementConfig %R, MIEELER, 1HSHEA Multiarch Tuning
Operator £ % 218 L BB TIE M E,

451 BIFERRAM
TEFFIATEEBERR IR R BT B & J, B BT RA LN,

FRFH

e B%%k OpenShift CLI (oc) .

ik
1. &3k OpenShift CLI (oc).

2. WAL T U TSRO ERHESERMRERME

I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"
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%5 4 %= £ OPENSHIFT &8 rhEd B Z 3T NS

o MRMEEILUTHIL, KREBHEASEWERNE

{

"release.openshift.io/architecture": "multi”,
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EAIUFHRAESREPRNSRTET R,
o MRMEEILTHIL, KREFLXEEASEWERMNE

{

"url": "https://access.redhat.com/errata/<errata_version>"

}

BF

EIBRERUERERHSRIITENS, FRERERZRTEISIBISE
RIS TR ATIRAF,

4.5.2. {FH 1SO i 02 RHCOS #l.25

IR LUE A 1SO B & N BN E RO B % Red Hat Enterprise Linux CoreOS (RHCOS) it &85, LLG)
EH2R,

FeRFMH
o REVGEEHITEAMZRD Ignition BEEE X HAY URL, EREITEAFIZXH LEE HTTP RS 85,

e B% %k OpenShift CLI (oc).
TR
1 BITLAT S, MEREAHMHER Ignition BL&E XX :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

2. [HIEMEEE T HH worker.ign Ignition BSE X X E HTTP RSS2, SERIXLESTHR URL,

3. BRI LUSHE ignition MR ETE URL AT, LR REIFKEGTE T S B Ignition BLE ST -
I $ curl -k http://<HTTP_server>/worker.ign

4. I LLEITLA TR e &3k 17 0] 1SO BHR LA | S #7125

RHCOS_VHD_ORIGIN_URL=$(oc -n openshift-machine-config-operator get
configmap/coreos-bootimages -o jsonpath='{.data.stream}’ | jq -r ".architectures.
<architecture>.artifacts.metal.formats.iso.disk.location’)
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5. 3/ I1SO XHIEELITEN S L% RHCOS, ELREERR, FAMEN SN ERMERA
%

* fFISO BRI B A F ERH .
e 7 LOMEOHERA ISO EEM.

6. ERIE (R LIk Ll 5| S FFMIE R T8 5 RHCOS ISO ik, FRERERERTE RHCOS
live IMERB| 53 A shell 127-%F,

IRET LRl RHCOS REB| S iRERMAZRSE, BE, XD IS0 Tizd,
RN ZE B LTS B R FTiRE coreos-installer 674, MAZRININAEZSE

7. iZ4T coreos-installer i 55318 E M BB REE RIET, BEDUIIEERA T AL RH
Ignition BB XM URL, LARIEELEZERIMILE

$ sudo coreos-installer install --ignition-url=http://<HTTP_server>/<node_type>.ign <device>
--ignition-hash=sha512-<digest>

ﬂ B 7ifF A sudo 1217 coreos-installer €545, E4 core AP & B HITREFER root 11
R,

Q % Ignition B2 & XX {F:&@5 HTTP URL FREREY, FE --ignition-hash RIS IFERE T R E
Ignition BEE SXFBIE LM, <digests & L —# FIRERH Ignition B2 X4 SHAS12 HE,

INRE @S TLS B HTTPS ARZS851R 4t Ignition BBEB XX, EHLAEIETT
coreos-installer B RIERIUE A HLIE(CA)RMEIRGEEFMEF.

LUFRBIGEI 5T mi &A1t /dev/sda %%, bootstrap 17 B Ignition EZE XM IP Hitik
192.168.1.2 B9 HTTP Web ARZ5 233K EX :

$ sudo coreos-installer install --ignition-
url=http://192.168.1.2:80/installation_directory/bootstrap.ign /dev/sda --ignition-hash=sha512-
a5a2d43879223273c9b60af66b44202a1d1248fc01cf156c46d4a79f552b6bad4 7bc8cc78ddf011
6e80c59d2ea9e32ba53bc807afbca581aa059311def2c3e3b

8. TENERAVIEH & £ RHCOS REMIIE,

B

TEFF AR %L OpenShift Container Platform Z &, MRENT R RERID, W
RET I LAEE BN A E AT RE & B RHCOS &4 A R F.,

9. RENEHOUBESITENSS.

4.5.3. 857 PXE = iPXE B33 08 RHCOS #.23
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%5 4 %= £ OPENSHIFT &8 rhEd B Z 3T NS

& A LUE A PXE X iPXE 815 NN LR 03 F % Red Hat Enterprise Linux CoreOS (RHCOS) &4l

%%Q
FERFH
o JREVEEEITEANERM Ignition ECE LRI URL, FEREZ SRR LEE HTTP BR% 25
o REVERTEEBFRE IR EEEI HTTP ARS583# RHCOS ISO Hifk. L4589 41 BIOS. kernel
#0 initramfs STAFHY URL,
o (RAI LUV RIIE L& S F2H N OpenShift Container Platform SEE QI ML 25 A PXE 5| 5 £
2ok, HERTIELRLE RHCOS [a MA IR 2L 5 51,
o INREMA UEFI, f&AILLVIAIFE OpenShift Container Platform Z&4%J 2 HEXH grub.conf XX
{¢Q
ik S

. #AIA RHCOS 58 PXE 3 iPXE &3 1EH,

o XfF PXE :

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

8E EEE HTTP RS 2389 live kernel UL E

®9

BE LZEI HTTP AR%5 2889 RHCOS XHHINLE, initrd SEER live initramfs X4
fiIi&, coreos.inst.ignition_url Z#{E 2 worker Ignition Edi& SXFHIfL

&, coreos.live.rootfs_url SHE R live rootfs SXAEMILIE. coreos.inst.ignition_url
#0 coreos.live.rootfs_url SE{{Z# HTTP #1 HTTPS,

R ER TR TG S HE L5 A RTERAa TN, ZRER R
ﬁ, ‘LFJE APPEND 7 EF/IJ\\}JI]_A_E%/|\ console= %éﬁ[ WJ&D; /IJ\\I”]
console=tty0 console=ttyS0 LUFE—/ PC OB HE#ZEHA, FEHE
FARGIB & E N Z =6 & ﬁDﬁ%E%EM, BB G{AI{E Red Hat
Enterprise Linux ':':'W\%%ﬂ' IHA/ SAEH S ?

e XfF iPXE (x86_64 + aarch64) :

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign ﬂ g
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initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img 6
boot

@ SELEBHTTP RS HBM RHCOS XHHINTE. kernel SHIAR kernel AHHIAT
&, 7£ UEFI R4 B8|SHESE initrd=main 334, coreos.live.rootfs_url ZHEE
rootfs SLFHIIE, coreos.inst.ignition_url SEENZ worker Ignition BE & SCARIAL
%o

Q IMREFEALADNIC, KT ip EUIREE—NMED, i, EEHEH enol BINIC LfE
Fd DHCP, 15 (& ip=eno1:dhcp.

© EELEEIHTTP BRZ52H initramfs XHHE9HTE,

HiEHaREN ZHiEHE. NRELELR, HSHU{IE Red Hat
Enterprise Linux X & BT ImH]/S3EH & 2 #1"/5 A PXE 1 1ISO REZH &
TIERHIE "S5

E 1T aarch64 24585 CoreOS Ak, BEEFHEAT

p= Y=
' LB R RTEME AR RIS E B TRMNIE &2 LS BRI E
], 157E kernel ITHRIM—1Z 4 console= ., Hlt, 70
. console=tty0 console=ttyS0 LUf$E—/> PC B OB HE#HE, FEHE
g IMAGE_GZIP %7511 iPXE fRkRA. 1550 iPXE i IMAGE_GZIP 2771,

e XfF aarch64 FE) PXE ({8 UEFI #1 GRUB fE N & =M E%)

menuentry 'Install CoreOS' {

linux rhcos-<version>-live-kernel-<architecture>
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign ﬂ g

initrd rhcos-<version>-live-initramfs.<architecture>.img

!
@ EELIERIHTTP/TFTP IR 258 RHCOS SAHHNIE, kernel SBHUILR TFTP RS54
B kernel SLHEMIGIE, coreos.live.rootfs_url Z#{E 2 rootfs SX{H4BIAL
&, coreos.inst.ignition_url SEUENIZ HTTP ARS52% LB worker Ignition BZ & SR
g,

@ WREEMSNIC, B ip LTREE—MED, flg, EEHE) enol HINIC L
Fd DHCP, 15X & ip=eno1:dhcp.
© BELMEEITFTP IR &M initramfs SR E,

2. R PXE =% iPXE &R N ERF QB ZITEN 2R,

4.5.4. L ENESRHNE B ZER1EK
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LN RRNBERRN, SNHERMNBENFERDRFLBIEFERIER(CSR), BoIEIXL
CSR BikfBHttE, FRBEFEZBTHA. DIIELMEREIRIEK, REHAERSRER.

FRFH
o HEFHARRIMEIREFF,

it
1 FAINERF A LURA X LA

I $ oc get nodes
i Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.29.4
master-1 Ready master 63m v1.29.4
master-2 Ready master 64m v1.29.4

Fi s TR AR A LA,

% i
EHL CSR w4, RIEMNEHATERASEITETR (B worker TR)

2. IeERFUIEM CSR, HHAFRRNINEIEEHFNEAYIZRERE Pending 5k Approved RESHIE F i

13K :
I $ oc get csr
tonf sl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIH, HEVSMAKR. BARIEINRFEIEZSIHER CSR,

3. MNR CSRI&BIREHAE, EERMBNIRNFIEFLIE CSR #4TF Pending KRE 5, EilbE
SKENZRHI CSR -

BT CSR « B3, RILEESNERMEIERE— /N ARREERR CSR, 4N
FREBE—INRIEET], ERRERE, BNTRRFEESMER. Baiit
HERTAXLEIE, #EE I CSRE, Kubelet MRS UEFOIB— 22 CSR,
XBEFHHE, RE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
FL1T3% K 8 machine-approver Bzt .,
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p= =1

S FIERS AR AP A LiZT008EE, RN EM R B F R ERZR,
1R TSI HE— 75 3R 3 B shilb 4 kubelet IRAEIEFE R (CSR), MR ERLHEF
X, I oc exec. ocrsh # oc logs 5 FIEEMKIN, EN APl RS 2R EHEE
kubelet R ERRSSIUEH. & Kubelet i sk REVMEMIREE R ZLLIE LA, 1%

TR TSR CSR, HIA CSR H system: node = system:admin 22 F#
node-bootstrapper fR 5K 1R, FHIILT REIF5,

o EHMHLE, EXNEBNEMB CSRIZITUTHSD :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR B4R,

o THLHERTERALIEM CSR, HZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

ﬁ o
TEHELE CSR #i#lb #£ 7, —L& Operator AIRETEF .

4. HE, EHEFmERERIE, BRIEERNIKFEINEENSENRSFIEK

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. INRFRH CSRZEBHIE, BT Pending K7, TEHUESEFHERH CSR :
o FEHIMHLAE, IEXNEBDEMM CSRIZITLUTHS ¢

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

o THLHEFTERALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #LEMBARFImHMARS S CSRE, Hl#aH 4F Ready KRE. Z1TLAFanHITiL
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I $ oc get nodes

i tH 7 Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.29.4
master-1 Ready master 73m v1.29.4
master-2 Ready master 74m v1.29.4
worker-0 Ready worker 11m v1.29.4
worker-1 Ready worker 11m v1.29.4

' L AR 2592 CSR B AT AR B /14 B (A1 1L M52 2] Ready RS,

HE 2
o MFEARCSRMESER, HSH ILBHERIFRK,

4.6. £ Z/VM B IBM Z #1 IBM LINUXONE L{F B %58/ SN 250/
it

Z{#F IBM® Z #1 IBM® LinuxONE (s390x)_EHI% 28111 BN ZR0IEEEREE, Bl AIAR S5
x86_64 £&t, A, EALITE OpenShift Container Platform &R0 s390x 1T E 125,

FEVSREEANIN s390x TR, B RREANIERZSREERNENT R, BRIBISRIIEN
MHHNESER, FEHIBRIBRASRIITENNRNER,

LUzt 7 s A z/VM £ 818 RHCOS T B8R, X RIFIEERRHRI s390x T =, FE
RZRIT BRI BRE,

(M x86_64 FMIZZ T EHL2R0IE IBM Z° =X IBM® LinuxONE ( $390x) 8%, i5#RIBE IBM Z° #
IBM® LinuxONE _EZ& 558 BIUiBR A 1TIRIE. 2AfE, ERILURIN x86_64 TTENIE: , w1 EEWN. 1BM
Power 5k IBM Z LRI B % 221411 BN 2 MR B Fh AT Ik,

p= =1
EEBPRRM RN T RAl, BiZEE Multiarch Tuning Operator, F&8E

ClusterPodPlacementConfig ¥R, MEELER, 1HSHEA Multiarch Tuning
Operator £ % 321 &8 L BB TIE M E,

4.6.1 WILERFFREM
HEFBERBEFRRMARRENITET <1, BRIRIERFEERES RN,

SeRFH
e B%%k OpenShift CLI (oc) .

it =

1. &3k OpenShift CLI (oc).
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2. WAL T U TSRO ERHESERMRERME

I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"

o MRMEEILUTHL, KREBHEASEWERMNE

{

"release.openshift.io/architecture": "multi”,
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EIUFHRAESREPRNZRTET R,

o MRMEEILUTHIL, KREFHLXEEASEWERNE

{

"url": "https://access.redhat.com/errata/<errata_version>"

}

B

EIBRERURERHERIITENS, FRERERZRTEISIBISE
RIS IR AT IRAF,

4.6.2. M z/VM £ IBM Z L1/3# RHCOS #1285

IREI LUER z/VM B3 7E IBM Z° £iZ{TMIE % Red Hat Enterprise Linux CoreOS (RHCOS)it & #l25,
HE el IMmEINA L.

FeREH
o ME—MEHAIRSIZ(DNS), SHLN T mHITENLN R EE K.
o MARBENBLZTMHTTP =X HTTPS RSS2, BIHLROIEANLER1SA,

it

1. ZH UDP RA,
Hal, IBMZ° 7%# UDP R4, BFRRTEHH x86_64 control plane F1Efth s390x i+ EH25H9
LRI EN R EBSBUHEE UDP RE, NAGREBETEBEPRMOANITET R, BYHF

LA UDP RE,
a. FAUTRALE YAML X4 udp-aggregation-config.yaml :

apiVersion: vi
kind: ConfigMap
data:
disable-udp-aggregation: "true"
metadata:
name: udp-aggregation-config
namespace: openshift-network-operator
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b. E?TLX-F AP EE@'JL ConﬁgMap poat /ﬁ

I $ oc create -f udp-aggregation-config.yaml

2. AL TR, MEREHHR Ignition BEEBXH :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

3. FHEMEEE S HH worker.ign Ignition BEEE X LRI HTTP fRS5235. SERLSUAFEY URL,
4. IR LASSIIE Ignition X2 ETE URL LRI, LATRBIFRENTE T =89 Ignition Bo& X :

I $ curl -k http://<http_server>/worker.ign

1TLA T 64 T # RHEL live kernel. initramfs # rootfs 314 :

jsonpath='{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.kernel.location’)

$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o

jsonpath='{.data.stream}'\

Py
| $ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o
| | jq -r ".architectures.s390x.artifacts.metal.formats.pxe.initramfs.location’)

$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o

jsonpath='{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.rootfs.location’)

6. ¥ T %8 RHEL live kernel, initramfs 1 rootfs LA BT MIEZE RN z/VM B HL R B
HTTP =X HTTPS BRS5 83,

7. Nz/NMBFPHOE— NS, UTSEEETEM
o Wk : BIRE—THSIP ML, ERMTEUTREN ip=2#, BMRERAESKEH :

i ITEHEY IP ik,
i. TZEFRFR,
i, PR
iv. FRHEH.
v. hostname.domainname &N FINZBFEH ML, BB NMEAT 1L RHCOS A TE,
vi. MEEORM, AIXMER L RHCOS R7E,
vii. {& none,

e ¥ITF coreos.inst.ignition_url=, i55%E worker.ign X8 URL, XX # HTTP #1 HTTPS
il

e ¥fF coreos.live.rootfs_url=, 15 N1&5]5# kernel # initramfs 5 E FCECHY rootfs #444,
NEZFFHTTP # HTTPS 113,
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o N F1E DASD KB AL sk, HEALLTES !
i. XfF coreos.inst.install_dev=, &g /dev/dasda,
ii. Userd .dasd=#§%E %% RHCOS By DASD,

ii. MRFBE, EILUSBOATH SRR,
T R— 1 REIS# 4 additional-worker-dasd.parm :

rd.neednet=1\

console=ttysclp0 \

coreos.inst.install_dev=/dev/dasda \
coreos.live.rootfs_url=http://<http_server>/rhcos-<version>-live-rootfs.
<architecture>.img \
coreos.inst.ignition_url=http://<http_server>/worker.ign \
ip=<ip>::<gateway>:<netmask>:<hostname>::none nameserver=<dns> \
rd.znet=geth,0.0.bdf0,0.0.bdf1,0.0.bdf2,layer2=1,portno=0 \
zfep.allow_lun_scan=0\

rd.dasd=0.0.3490

B XM HIFREIRIIE N —1T, HRRERBRTFN.
o X F7E FCP KRB PRE, HRMUTES :

i. Userd.zfcp=<adapters>,<wwpn>,<lun> LIS EE L% RHCOS ) FCP H#i#l, X F %%
Z, BTN BRESRTIE

pa -

LEASIRELRN, BYERRFEERCASHE MAZEUE
[FRZEE, EXA RS ERn-,

ii. [FLEILEIXEN : coreos.inst.install_dev=/dev/sda.
==
INRFEE NPIV EZEZIAHI LUN, FCP EE zfcp.allow_lun_scan=0, #0

RwJA A zfcp.allow_lun_scan=1, EN&FER CSIWKEiER, N
& NPIV, UEENT KREEVFH—DT RNE 59K,

i. WRFE, EATUNSEOHITIH—FSHOFE,

BF

REIVNNREGTRTRETEEASHE. MFEZER, HE5H &£
IEHZEACEFS FIYER RHCOS LSRRI,

LUF 2R % BEM worker 7 s B9 additional-worker-fep.parm RIS HS 4 :

rd.neednet=1\

console=ttysclp0 \

coreos.inst.install_dev=/dev/sda \
coreos.live.rootfs_url=http://<http_server>/rhcos-<version>-live-rootfs.
<architecture>.img \
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coreos.inst.ignition_url=http://<http_server>/worker.ign \
ip=<ip>::<gateway>:<netmask>:<hostname>::none nameserver=<dns> \
rd.znet=geth,0.0.bdf0,0.0.bdf1,0.0.bdf2,layer2=1,portno=0 \
zfep.allow_lun_scan=0\
rd.zfcp=0.0.1987,0x50050763070bc5e3,0x4008400B00000000 \
rd.zfcp=0.0.19C7,0x50050763070bc5e3,0x4008400B00000000 \
rd.zfcp=0.0.1987,0x5005076307 1bc5e3,0x4008400B00000000 \
rd.zfcp=0.0.19C7,0x50050763071bc5e3,0x4008400B00000000

FEB XM RIFREIRIE N —1T, FBRERBRTFRN.

8. {#M FTP ¥ initramfs, kernel, Z#0{4#1 RHCOS SR &2 E z/VM ., BXRINMEER FTP
REISTEFMERLILERZR S| SRS, 15 £ Z/VM R,

9. 324 punch El z/VM EIINBIRE L ELEN 25,
HZH 1IBM® TR HHg PUNCH,

R
RET LA CP PUNCH 843, =&, MRER Linux, NER vmur 8 B7EM A z/VM EHNLZ
A& B ST

10. fE bootstrap #l#3 L& KEI CMS,

1. JZ1TLL R84, M reader IPL bootstrap #1258 :

i
I $iplc
HS IBM® SR FRY IPL,

4.6.3. HUENLBREVIEPFERITFE K

LN RRNBERN, SNHERMBNBENFERDRFLIBIESERIER(CSR), BREIXL
CSR BikfBHttE, FRBEFZBTHA, IIELMERIHIEK, REHAERSRER.

FoRFM
o HEFHARRIMEIREEF,

ik =
1 FAER T LUR AL LR
I $ oc get nodes
i

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.29.4
master-1 Ready master 63m v1.29.4
master-2 Ready master 64m v1.29.4

Hi sy TR G2 IRT A LA,
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74

% .
' EHL CSR witt AT, RIEMNEHATRERASETETR (B worker TR) o

2. IERFLIEM CSR, HRRMNEIEFHHHESVIZEE Pending 2 Approved KSR i

13K :
I $ oc get csr
i Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARGIR, HEVSMAKR. BARKEINRFEIEZSIHER CSR,

3. MR CSRI&BIREHLE, EERMBNRNFIEFLIE CSR #4F Pending KRE 5, EiltE
KBV CSR :

BT CSR « B, RILEESNRRMEIERE— /N ARREERR CSR, 40
FREBE—INRIEET], ERRERE, BNTRRSFEESMER, Baii
HERTAXLIES, #EEZ I CSRE, Kubelet MRS UEFOIB— T2 CSR,
XBEFHHE, RE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
FL1T3% K B8 machine-approver B it .

SRR AR AP A LiZT08EE, RN EM R - & &R ERZR,
1R TISEHE— M7 5k 3 B shilb 4 kubelet IRAEIEFE K (CSR), MR AR
3K, ] oc exec. ocrsh #1 oc logs s AN, KN API RSS2 EEE
kubelet NEBZERSSIEH. 5 Kubelet iif sk REVEMHRIER R B UL IEP b, 1%
FE ISR CSR, #IA CSR H system: node = system:admin 22 F#
node-bootstrapper iR %51 1238, FHHEILNT RIS,

o THHE, WENEBNERM CSRBITLUTHMS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

o THLHEFTERALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve
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% o
EHLE CSR #i#lb #£RI, —L& Operator AIRETEF .

4. HE, EHEFmERERIE, SRIEERNIKETNEENSENRSFIEK

I $ oc get csr
i Bl

NAME AGE

REQUESTOR

CONDITION

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. WRFIRM CSRIEFWAME, BATF Pending IR, HHESERENZRAI CSR -

o FEHIMHLAE, IEXNEBDEMM CSRIZITUTHS ¢

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& 7R,

o ZHLHEFTBRILIER CSR, 1HIZITU T

AN .
™

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #LEMABARFIHMARS S CSRE, Hl#aH 4F Ready KRE. Z1TLLFarHITiL

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION

master-0 Ready
master-1 Ready
master-2 Ready
worker-0 Ready
worker-1 Ready

master 73m v1.29.4
master 73m v1.29.4
master 74m v1.29.4
worker 11m v1.29.4
worker 11m v1.29.4

BUERRSS 28 CSR B ReR B L 2 #inf (Al LE AL 2514 2 Ready KA.

Hif5 2

o MFEAXRCSRMESER, HSH ILBERZIFRK,
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4.7. 7 LPAR #8Y IBM Z #1 IBM LINUXONE _E{# A% 2T SN 20 B ER

ZE1E LPAR FROIEETE IBM Z° #1 IBM® LinuxONE (s390x) FR{E A% 31T B2 ERE, Bma—1 Il
BBRHEZEN] x86_64 £, AME, EEILUTE OpenShift Container Platform &N s390x T &EHl25.

FESREEANIN s390x T AT, B RREANIERZSREERNENT R, BRXIBISRIEN

LUTRAEAERE T a2 A LPAR SEHI60]E RHCOS it EALER. XA FEESRRHRIM s390x TR,
HRAZRIITENRMBERE,

Z(HF x86_64 LALLM BN 0IE IBM Z° = IBM® LinuxONE ( s390x) 53¢, i5i%

BB7E IBM Z°® #1 IBM® LinuxONE &35 8 BuiBRH1TIRE, S, ERILURIN x86_64

ITENE, EEVL. IBMPower  IBM Z LA A LRI T EH 2BRMERE PR,
470 IR A M

HEFBERBEFRRMARRENITET <1, SRIRIEREEERES RN,

FTRFH

e B%% OpenShift CLI (oc) .

i =
1. &3k OpenShift CLI (oc).
2. WA LLEITUA T o DR AR T EAMRAMMNE
I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"

o MRMEEILUTHIL, KREFEASEWERMNE

{

"release.openshift.io/architecture": "multi",
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EIUFHRAESEPRNZRTET R,
o MRMEEILUTHIL, KREEHLREEASEWERMNE
{

"url": "https://access.redhat.com/errata/<errata_version>"

}
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BF

EIBERUEERFHSRIITENS, FRERERZRTEI SIS
RS IR AT IRAF,

4.7.2. M z/VM 7£ IBM Z LG RHCOS #1235

IR LUER z/VM B3 7E IBM Z° £iZ{TMIE % Red Hat Enterprise Linux CoreOS (RHCOS)it & #1285,
HE el M mEINA LR,

R M
o BME—/ LIRS ER(DNS), TR TTRHITENZMRAEH,
o MARBENELIZTMHTTP S HTTPS RS %S, aIHHEAIE8MHES1 A,

Pt

1. ZAH UDP R &,
B#l, IBMZ° A7%# UDP RE, BAKRTEH A x86_64 control plane F1E fth s390x it & 2389
LRI BN L BIEUEEUE UDP RE, NMAREMBEEEPRMABANITET R, BL0F
B2 A UDP RE,
a. FAUTRALE YAML X4 udp-aggregation-config.yaml :

apiVersion: vi
kind: ConfigMap
data:
disable-udp-aggregation: "true"
metadata:
name: udp-aggregation-config
namespace: openshift-network-operator

b. iZfTLA TR AIE ConfigMap IR :
I $ oc create -f udp-aggregation-config.yaml
2. BT T ae, MEBEAHMR Ignition BE&E ST :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

3. JHEMER S HE worker.ign Ignition BCEX # EEEI HTTP ARS8, ERLEXH4HI URL,

4. IR LASSIE Ignition X2 ETE URL LRI, LATRBIFRENTE T =89 Ignition Bo& S :
I $ curl -k http://<http_server>/worker.ign
5. 217U R4 T RHEL live kernel, initramfs 1 rootfs ({4 :

$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o
Jsonpath '{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.kernel.location’)
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$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o

jsonpath='{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.initramfs.location’)

$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o

jsonpath='{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.rootfs.location’)

6. 9 T # M RHEL live kernel, initramfs # rootfs LA EI AT MIEERMBY z/VM B ALV R BY
HTTP 2% HTTPS RSS2 9,

7. Nz/NMEBFPHOIB—DMSHX . UTSEEETEIM
o Wk : BRE—ESIP ML, ERMTEUTREN ip=2#, BMRERAESKH :

i ITEALEY 1P ik,
i. NEFRFER,
iii. PR
iv. FRIEE.
v. hostname.domainname #& X BIHL 2 EHFIHHZ, BIEGXNMERLE RHCOS RE.
vi. MAEOEM, ABXNMER 1L RHCOS A 7E,
vii. {€ none,

e ¥ITF coreos.inst.ignition_url=, i55%E worker.ign X8 URL, XX #F HTTP #1 HTTPS
il

e %fTF coreos.live.rootfs_url=, 15 H1%5| 58 kernel #] initramfs 15 E ILEH rootfs 1444,
X328 HTTP # HTTPS thil,

o N F1E DASD KB AL sk, FRALLTES !
i. XfF coreos.inst.install_dev=, &g /dev/dasda,
ii. Userd .dasd=#§%E %% RHCOS By DASD,

ii. MMRFBE, EILUSBOATH— SRR,
T R—REISE 4 additional-worker-dasd.parm :

rd.neednet=1\

console=ttysclp0 \

coreos.inst.install_dev=/dev/dasda \
coreos.live.rootfs_url=http://<http_server>/rhcos-<version>-live-rootfs.
<architecture>.img \
coreos.inst.ignition_url=http://<http_server>/worker.ign \
ip=<ip>::<gateway>:<netmask>:<hostname>::none nameserver=<dns> \
rd.znet=geth,0.0.bdf0,0.0.bdf1,0.0.bdf2,layer2=1,portno=0 \
zfep.allow_lun_scan=0\

rd.dasd=0.0.3490

FEBX M HIFREIRIE N —1T, FHBRERBRTFN.
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o X F7E FCP KRB PRE, HRMUTES :

i. Userd.zfcp=<adapters>,<wwpn>,<lun> LIS EE L% RHCOS ) FCP %, X F%i&
Z, hBNHABRESRTIE

LYEASIRELRN, BUERRFEERCASHRE MAZEUE
[ERZEE, EvXA SRR,

ii. PR ILEIXEN : coreos.inst.install_dev=/dev/sda.
==
INRMFEE NPIV EZEZIAHI LUN, FCP EE zfcp.allow_lun_scan=0, #0

RwiJA A zfcp.allow_lun_scan=1, EN&FER CSIWKEhiER, N/
& NPIV, UEENT KREEVIFH—DT RNE 59K,

i. WRFE, EATUNSEHOHITIH—FSHOFE,

BF

BEONOREES AT RELARSBE. NBESER, W81 2%
FEHIERIEAES SR R RHCOS ERSREMSHE',

LUF 2 A% BEM worker 7 B9 additional-worker-fcp.parm RIS HS 4 :

rd.neednet=1\

console=ttysclp0 \

coreos.inst.install_dev=/dev/sda \
coreos.live.rootfs_url=http://<http_server>/rhcos-<version>-live-rootfs.
<architecture>.img \
coreos.inst.ignition_url=http://<http_server>/worker.ign \
ip=<ip>::<gateway>:<netmask>:<hostname>::none nameserver=<dns> \
rd.znet=geth,0.0.bdf0,0.0.bdf1,0.0.bdf2,layer2=1,portno=0 \
zfep.allow_lun_scan=0\
rd.zfcp=0.0.1987,0x50050763070bc5e3,0x4008400B00000000 \
rd.zfcp=0.0.19C7,0x50050763070bc5e3,0x4008400B00000000 \
rd.zfcp=0.0.1987,0x50050763071bc5e3,0x4008400B00000000 \
rd.zfcp=0.0.19C7,0x50050763071bc5e3,0x4008400B00000000

B HIFREIRIIE N —1T, HRRERBRTFN.

8. {#M FTP ¥ initramfs, kernel, Z#0{4#1 RHCOS SR L2 E z/VM ., BXINMEER FTP
REISTEFMERLILERZR S| FHHE, 15 £ Z/VM R,

9. #3244 punch El z/VM EIINBIRE L LA 25,
HZ A IBM® X #g PUNCH,

Rx

RETLAEF CP PUNCH 4y, =&, MRER Linux, NER vmur 8 B7EM A z/VM EHNLZ
Al & ST
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10. 7E bootstrap Hl28 L& KEI CMS,

1. IZ1TLUF 84, M reader IPL bootstrap #1283 :
I $iplc
HSH IBM® XIS IPL,

4.7.3. #UENZRBIIE B RITE K

LN RRNBIERN, SNHERMBNBENFERNDRFLBIESERIER(CSR), BofI XL
CSR Bkl i, FRBEFZBTHA, DIIELMERIRIEKR, REHAERSRER.

FRFH
o HEFHARRIMEIREEF,

ik =
1 FAERE R LURRLX LR
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.29.4
master-1 Ready master 63m v1.29.4
master-2 Ready master 64m v1.29.4

Fii s TR G2 RT AL,

%% .
' EHL CSR Hitt AT, RIEMNEHATRERASETET R (B worker TR) o

2. IeERFUIEM CSR, HHAFRRNINEIEEHFNEEVIZRERE Pending 5 Approved RESHIE F i

13K :
I $ oc get csr
i Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIAR, HAVSMAKR. BARKEINRFEIEZSIHER CSR,
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3. MNR CSRI&BIREHE, EERMBNRNFIEFLIE CSR #4F Pending KRE 5, EiltE
BN CSR :

p= Y=

BT CSR « B3I, RILEESNSRMEIERE— /N AREERR CSR, 40
FREBE—INRIEET], ERRERE, BNTRRFEESMER, Baiit
HERTAXLEIES, #EE I CSRE, Kubelet MRS UEFOIB— 2 CSR,
XBEFMHE, RE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
FL1T3% K B8 machine-approver B it .,

p= Y=

SRR AR AP FA LiZT08EE, ENAE R B &R EZRG,
1R TISEHE— 75 3R 3 B shilb 4 kubelet IRAEIEFE R (CSR), MR AR
3K, ] oc exec. ocrsh #1 oc logs S AN, KN API RSS2 EEE
kubelet NEBZERSSIET. 5 Kubelet iif sk REVEMIIRIER R UL IEP b, 1%
FE ISR CSR, 1A CSR H system: node = system:admin 2 F#
node-bootstrapper AR 551K 138, FHHEILNT RIS,

o THRHLE, WENEBNERM CSRIBITLUTHMS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

o THLHERTERALIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

% o
TEHLE CSR #i#lb #£RI, —L& Operator AIRET EF .

4. HE, EHEFmERERIE, BRIEERNEKFETNEANSENRSFIEK

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

5. INRFRH CSRZEBHIE, BT Pending IR, TEHUESEFHERH CSR :
o FHIMHLAE, IEXNEDEMM CSRIZITUTHS !
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I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR B4R,
o EHLEFTBRFIEM CSR, HZITUTHS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #EMBEimFARS 2 CSRE, M2 &F Ready RE., ZTUATHRSLILE
I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.29.4
master-1 Ready master 73m v1.29.4
master-2 Ready master 74m v1.29.4
worker-0 Ready worker 11m v1.29.4
worker-1 Ready worker 11m v1.29.4

% "
BUERRSS 28 CSR R ReR B /L 2 #inf (AL AL 2514 2 Ready KA.

HE R
o MFEAXRCSRMESER, HSH ILBERIFRK,

4.8. A RHEL KVM 7 IBM Z #1 IBM LINUXONE _{# % 22911 & #2850
R EE

ZE(F A RHEL KVM 7£ IBM Z° # IBM® LinuxONE (s390x) L@ A% R BN R 0IRER, Euia—
NREHFZEK) x86_64 £, AR, EHLLTE OpenShift Container Platform SE2EHR 7RI s390x it & H

%EO

FESREEANIN s390x T AT, B RREANIERZSREERNENT R, BRIBISRITEN
MHHNESER, FEHAIRIBRAESRIITENNRNER,

LUFSiAeHd 7 a0l 5 A RHEL KVM SEfIA18 RHCOS it &8, X ARVFIRIEERE IR s390x T/
=, FHERSRITENSFBEERR,

(M x86_64 EMIZZ T EHL2R 0 IBM Z° =X IBM® LinuxONE ( $390x) 2%, i5#RIBE IBM Z° #
IBM® LinuxONE &5 8% BB ITIRME. ARG, ERILURIN x86_64 iT&EHL2:, WE&EN. IBM
Power 2k IBM Z L8878 % 11T B2 ER hAml,
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TEEEPRIM TR ZRT s, EBiZRE Multiarch Tuning Operator, FE8E
ClusterPodPlacementConfig ¥R, MEELER, 1HSHEA Multiarch Tuning
Operator £ % 321 &8 L BB TIE M E,

4.8.1 BILREFFREME
HEFBERFFRRMARRENITET <1, SRIRIEREEERES RN,

FRFH

it =

o B%%k OpenShift CLI (oc) .

. &3k OpenShift CLI (oc).

BRI U TR SRCERHESERMRERME

I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"

MREEIUTHY, ARKHERSEUERNE

{

"release.openshift.io/architecture": "multi”,
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EIUFHRAESEPRNSRTET R,
MREEIU T, AREHRAGASREBRINE

{

"url": "https://access.redhat.com/errata/<errata_version>"

}

BF

EIBRERHUERERHSRIITENS, FRERERZRTEISIBISE
RIS TR AT IR,

4.8.2. {§ F virt-install B/ RHCOS #1235

KB LUE R virt-install H&EE 02 T % Red Hat Enterprise Linux CoreOS (RHCOS) it #1285,

FRFH

MEDPEH— LPAR 7E KVM B RHEL 8.7 Sk Eahk A 217, 1ELIFEHFRN RHEL KVM E
o
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o KVM/QEMU EEZFLEE RHEL KVM EHL L,
o BE—NMIKAIRSZF(ONS), AL mHITENZNRBEEK.

o KIET HTTP =X HTTPS k% 2%

1. ZH UDP RA.,
B#l, IBMZ° A7%# UDP RE, BARTEH A x86_64 control plane F1E fth s390x it B 2389

LRI EN 2SR LB EEUHEUE UDP RE., NBREMEERTRMAGNNITET &, BUiiF
LhEFE UDP 4.

a. FAUTRALE YAML X4 udp-aggregation-config.yaml :

apiVersion: vi
kind: ConfigMap
data:
disable-udp-aggregation: "true"
metadata:
name: udp-aggregation-config
namespace: openshift-network-operator

b. iZfTLA T e 3R0IE ConfigMap HIR :
I $ oc create -f udp-aggregation-config.yaml
2. IBFTLATR S, MEREHRMIER Ignition BEE ST :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

’

3. [HEMEEE S HH worker.ign Ignition BEEE X EZEI HTTP fRS5235. SER L SUAFEY URL,

4. A1 LASSIE Ignition SXREBTE URL EAT A, LUTFRBIFZREGTE T =B Ignition BLE ST -

I $ curl -k http://<HTTP_server>/worker.ign

5. i2{TLL T 684 T3 RHEL live kernel. initramfs # rootfs 3244 :

$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o
jsonpath='{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.kernel.location’)

jsonpath='{.data.stream}'\
| jq -r ".architectures.s390x.artifacts.metal.formats.pxe.initramfs.location’)

$ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o
jsonpath='{.data.stream}'\

ey
| $ curl -LO $(oc -n openshift-machine-config-operator get configmap/coreos-bootimages -o
| | jq -r ".architectures.s390x.artifacts.metal.formats.pxe.rootfs.location’)
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6. TE/5 5 virt-install 51, 3 T %M RHEL live kernel, initramfs 1 rootfs X4 HTTP =
HTTPS BRS5 2.

7. f£F RHEL kernel. initramfs # Ignition X AIEEFE KVM B ML R 5 Sl ek, FHE
T parm 175%,

$ virt-install \
--connect gemu:///system \
--name <vm_name> \
--autostart \
--os-variant rhel9.4 \ﬂ
--cpu host\
--VCpUS <vCpus> \
--memory <memory_mb> \
--disk <vm_name>.qcow2,size=<image_size> \
--network network=<virt_network_parm> \
--location <media_location>,kernel=<rhcos_kernel>,initrd=<rhcos_initrd> \9
--extra-args "rd.neednet=1"\
--extra-args "coreos.inst.install_dev=/dev/vda" \
--extra-args "coreos.inst.ignition_url=http://<http_server>/worker.ign " \6
--extra-args "coreos.live.rootfs_url=http://<http_server>/rhcos-<version>-live-rootfs.
<architecture>.img" \ ﬂ
--extra-args "ip=<ip>::<gateway>:<netmask>:<hostname>::none" \6
--extra-args "nameserver=<dns>"\
--extra-args "console=ttysclp0" \
--noautoconsole \
--wait

Q %7 F os-variant, 5 RHCOS it & #5318 %E RHEL fRA, rhel9.4 2#EMERA, ETHT
IR ERSIM RHEL kA, 527U Ta% :

I $ osinfo-query os -f short-id

os-variant E X2 K/NEH,

%I F --location, 187 kernel/initrd £ HTTP 2k HTTPS iR %5288 ERIMLE.
157 worker.ign EeEXHHINIE, ({ZHF HTTP 1 HTTPS i,

IREB| 5M kernel 1 initramfs A9 rootfs THEAIE, (X # HTTP #1 HTTPS thiX

000

E
"% : X F hostname, IEEZR T InHl e EREENL,

p= )1
INRIEHE HAProxy Eh fiE¥9%8%, 1T /etc/haproxy/haproxy.cfg Bti& L4 H
51 ingress-router-443 # ingress-router-80 B #T HAProxy #,

8. ML NKEFOUBELIT BN,
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4.8.3. #LAENBRBIEHERIEK

HIFHRRNBIRRN, SNHERMNEBEINEERNDRLBIESERIER(CSR), BoAEIXL
CSR BikfBHtfE, FRBEFZBTHA, DIIELEMERIRIEK, REHAERSFER.

FRFH
o HEFHARRIMEIREFH,

ik =
1 FAERE R LURRLX LR ¢
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.29.4
master-1 Ready master 63m v1.29.4
master-2 Ready master 64m v1.29.4

Fi s TR G2 IRT AL,

% s
l EHL CSR Hitt AT, RIEMNEHATERASETETR (B worker TR)

2. IERFLIEM CSR, HRERMNEIEFHHHNEENZEE Pending 2 Approved KSR F i

13K :

I $ oc get csr

i Bl
NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIR, HEVSMAKR. BARKEINRFEIEZSIHER CSR,

3. MNR CSR&BIRFEHLAE, EEARMBNRNFIEFLIE CSR #4F Pending K& 5, EiltE
KB CSR -
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p= =1

BT CSR « B3, RILEESNERMEIERE— /N ARREERR CSR, 40
FREBE—INRIEET], ERRERE, BNTRRSFEESMER. Baii
HERTA XL, #EE I CSRE, Kubelet NARSSUEFOIB— T2 CSR,
XBEFMHE, RE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
F41T3% K 8 machine-approver B it .

p= Y=

S FIERS AR AP A Ei2To0EE, RN EM R - B F e ERZR,
1R TISEHE— M7 5k 3 B shilb 4 kubelet IRAEIEFIE R (CSR), MR AR
3K, ] oc exec. ocrsh #1 oc logs S AN, EH API RSS2 EEE
kubelet NEBZERSSIEH. 5 Kubelet iif sk REVEMHRIEA R UL IEP b, 1%
FE SR CSR, HIA CSR H system: node = system:admin 22 F#
node-bootstrapper iR 551K 138, FHHAILNT RIS,

o THHLE, EXNEBNERM CSRBITLUTHMS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

o THLHERTBRALIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

% o
1EHLE CSR #i#lb #£ R, —LE Operator AIRETE(F .

4. HE, EHEFmERERIE, SRIEERNIKSFINEANSENRSFIEK

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. INRFRH CSRIZEBHAE, BT Pending IR, TEHUESEFHERH CSR -
o FEHIMHLAE, IEXNEDEMM CSRIZITUTHS ¢

I $ oc adm certificate approve <csr_name> ﬂ
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ﬂ <csr_name> & %71 CSR 7&K/ CSR HE TR,

o THLHERTERALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #EMBEimFARS 2R CSR G, M2T 4&F Ready RE., ZTUATRSRILE
I $ oc get nodes

i th 7 Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.29.4
master-1 Ready master 73m v1.29.4
master-2 Ready master 74m v1.29.4
worker-0 Ready worker 11m v1.29.4
worker-1 Ready worker 11m v1.29.4

% "
. BUERRSS 28 CSR R ReR B /L 2 #inf (AL AL 2514 2 Ready KK

HE R
o MFEARCSRMESER, ESH ILBERIFRK,

4.9. 7 IBM POWER t{ERLZ LT BN 0E2EEH
F7E IBM Power® (ppcb4dle) LFERAZRITHENIFOIRER, BB —NIARNFLN (x86_64) &
B, e, ERILUS ppc64le T EHLZRRINEI OpenShift Container Platform &8,

BF

NSRBI ppc6dle T A, EMRIURERANBIERASRUBARNENT R, BRI
BREZRMARNENELSER, HEHIBEERSRWITEIRIER,

LURSRAZ AR 7 oAl A 1SO FRA& k%% PXE 5150/ RHCOS T E 2R, O RIVFEIEREEHRM
ppcédle TR, FHEALZRUTTENRBELRR

E(§ x86_64 EHIZ IR ENZROIEE IBM Power® (ppc6dle) £&%, HIZIBTE IBM Power® EZ2%EE
BEOUBREITIRME, RS, EAILARIN x86_64 1T EHL2R, fAEEN. IBM Power = IBM Z A& A
L3R B SRR SR B HR AT IR

TEEEPRIM TR ZRT sl BiZRE Multiarch Tuning Operator, FE8E
ClusterPodPlacementConfig ¥R, MEELER, 1S M EA Multiarch Tuning
Operator £ % 321 &8 L BB TIE M E,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/updating_clusters/#migrating-to-multi-payload
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491 BILREFFREM
EFBERFFRRMARRENITET <1, BRIRIERFEERES RN,

FoRFM

o B%% OpenShift CLI (oc) .

EFEAZNERMET, OpenShift Container Platform i B EN WX ZHBENZEEZ, 0
ReTREHEENEEZ, E#EA nfs-provisioner Z1ZEIRHERF.

AE
. 1R RZ R ATBERR I compute 1 control plane Z ] BIRIZS IR 3 &,

1. &3k OpenShift CLI (oc).

2. WAL T U T BRI ERBH RS ERMRERME :

I $ oc adm release info -0 jsonpath="{ .metadata.metadata}"

o MRMEEILUTHIL, KREBHEASEWERMNE

{

"release.openshift.io/architecture™: "multi”,
"url": "https://access.redhat.com/errata/<errata_version>"

}
RE, EIUFHRAESREPRNZRTET R,
o MRMEEILTHIL, KREHLXEEASEWERMNE

{

"url": "https://access.redhat.com/errata/<errata_version>"

}

BF

EIBRERUERERHERIITENS, FRERERZRTEISIBISE
RIS TR ATIRAF,

4.9.2. {§F ISO & 0% RHCOS #l23

BT LUE R 1SO iR WERENIEE % Red Hat Enterprise Linux CoreOS (RHCOS) it & #1285, LAGIEEH
%%Q

FoRFM
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it

90

IREREEBE T AL ZRHY Ignition BLE XA URL, TERZIFRAPRIZHF LEEI HTTP fR%5 25,

B&% OpenShift CLI (oc).

BITUT S, MERHMER Ignition BSESH :

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

FHEMERE S H B worker.ign Ignition BEE XX EZEI HTTP ARS8, SERGXLESTHARI URL,
& 7] LUSSIE ignition X RETE URL ERTA, LUFREIFKENTE T =B Ignition BSE ST -

I $ curl -k http://<HTTP_server>/worker.ign

BRI LU AT AT e B3R5 1R] 1ISO R EAB I SHHL25 -

RHCOS_VHD_ORIGIN_URL=$(oc -n openshift-machine-config-operator get
configmap/coreos-bootimages -o jsonpath='{.data.stream}' | jq -r ".architectures.
<architecture>.artifacts.metal.formats.iso.disk.location’)

M 1ISO XHERELZITENE LLE RHCOS, ERELHA, FRIENSFNEBERS
&

o F1SO BRI G FHEREE .
e TELOMEOMREHAISO EEM,

ERTE AR sk PR Lh 5| S R FIBIE R T 5 RHCOS ISO Hifk, FRERERERE RHCOS
live IMERF| 53 A shell 127-%F,

IR BT LLFR i RHCOS ﬁ%%l@ﬁ“fi%mbﬂmﬁﬁﬁ BR, XA IS0 Tz,
RN ZE R LTS BT @A coreos-installer 8%, MAZRINAESE,

24T coreos-installer &% F 18 i B MM REE RIILTL, BEDVIIEERRT REEH
Ignition & STHFHY URL, LARIEELZERIHNILE

$ sudo coreos-installer install --ignition-url=http://<HTTP_server>/<node_type>.ign <device>
--ignition-hash=sha512-<digest>

ﬂ B JifF A sudo 1217 coreos-installer €545, E°h core A & B HITREFER root 1L

Ro

Q 4 Ignition BE & XX #Fi@id HTTP URL ZREXN, F/E --ignition-hash ;EIRIGIEERF TR L

Ignition BRE SXHFBIE LM, <digest> & L —# FIRERE Ignition EZE X4 SHAS12 HZE,
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=1
INRE @SR TLS B HTTPS ARZS851R 4t Ignition BEBE XX, EELUEIETT
coreos-installer BI{S RERIUEFBIA WL (CA)RMEIRGEEFMEF.

LUF RGBS 5T mi &A1t E /dev/sda 1% %, bootstrap 71 mBY Ignition EZE XXM IP Hitik
192.168.1.2 B9 HTTP Web AR %5 233K EX :

$ sudo coreos-installer install --ignition-
url=http://192.168.1.2:80/installation_directory/bootstrap.ign /dev/sda --ignition-hash=sha512-
a5a2d43879223273c9b60af66b44202a1d1248fc01cf156c46d4a79f552b6bad4 7bc8cc78ddf011
6e80c59d2ea9e32ba53bc807afbca581aa059311def2c3e3b

8. TENZRAVIEH & £ RHCOS REMIIE,

BF

TEFFIAZEE OpenShift Container Platform 2 i, HWERENT mARERID, W
R TE R AE B E AT RE & I RHCOS R &5 R R A,

9. RENEHOUBESITENS.

4.9.3. @1 PXE =X iPXE /5 313k /3 RHCOS #12%
& A LUE A PXE =X iPXE 815 NN &R0/ F % Red Hat Enterprise Linux CoreOS (RHCOS) it&#l
2o
FEREMH
o RENEEHITEAERH Ignition BEB LM URL, TEREITEFZLH LEE HTTP RS 25,

o REVRIEER L IEP LAE HTTP BRSS5238 RHCOS ISO (&, [E45H94E41 BIOS. kernel
0 initramfs 3X{4#9 URL,

o RAILLVARITEZR T F2H - OpenShift Container Platform S22 A 230 FE Y PXE 8| 5 &
2ok, HERTIERLE RHCOS [ MA B 2 /5 51,

o MNRMFEM UEFI, f&aLLJRI#E OpenShift Container Platform &4 2 IETAR grub.conf XX
.,

1. #8iA RHCOS &89 PXE 3 iPXE &3 1EH,

o XfF PXE :

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda

o1
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coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

ﬂ 8E EIEE HTTP BRS5 2389 live kernel XL E

@ SELEBHTTP RS EM RHCOS HHHIMTE. initrd SEIAR live initramfs SRRy
fiIi&, coreos.inst.ignition_url Z#{EE worker Ignition B2 & SXFHIfL
&, coreos.live.rootfs_url SHE R live rootfs SXHMILE., coreos.inst.ignition_url
#0 coreos.live.rootfs_url SE{{Z# HTTP #1 HTTPS,

LB B AR RE R TSI SN ES ARTERE VIR, BERET R
ﬁ, ‘LFJE APPEND 7 EF/IJ\\}JI]_A_E%/|\ console= %éﬁ[ WJ&D; /IJ\\I”]
console=tty0 console=ttyS0 LIS — > PC BOXBE N EZHIE, FHEH
s EE N —RiEHE, ﬁﬂﬁa%%ﬁau, HBH NEIAE Red Hat
Enterprise Linux X & SR {7/ SIZHI & ?

e XfF iPXE (x86_64 + ppc6dle) :

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign ﬂ g

initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img e

boot

Q EEEEIHTTP RS 23M0 RHCOS XHBIGIE, kernel ZHH 2 kernel XL
%, 1£ UEF|I RGiAhB| ST EZ initrd=main 2%, coreos.live.rootfs_url S#E =2
rootfs XXH-BIIE, coreos.inst.ignition_url ZEENRZ worker Ignition BE & STH4HIAL
%o

IMREFEAL A NIC, T ip EUREE—NMED, fil, EEHEH enol BINIC LfE
Fd DHCP, 15 (& ip=eno1:dhcp.

o

18 LB E HTTP BRZ5 258 initramfs XTI E

o

Enterpnse Linux A% BB {TZmHM/SIEHIE 7 F1"E A PXE #11SO Z4&H) &
TSRS,
AE

E 1T ppc6dle R ML% 5] S CoreOS kernel, BEEFREAT

pa Y=
thEE BN T A B R G & B B A R REH & B2 LS A BT
' ], E1E kernel ﬁqﬂ/u“ﬂﬂ—/\‘ﬁz%ﬁ\ console= ¥, 40, 7
console=tty0 console=ttyS0 LUFE—/ PC OB HE#ZEHA, FEHAE
. FARGIB S E N ZHI=H A, ﬁﬂﬁa%%{nu, ES [ HN{AITE Red Hat
ﬁ IMAGE_GZIP 1£7i# iPXE fRERAS, S0 iPXE FE9IMAGE_GZIP 1771

92


https://access.redhat.com/articles/7212
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https://ipxe.org/buildcfg/image_gzip
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e XfF ppc6dle £B PXE (ffF UEFI #1 GRUB {58 Z[TER)

menuentry 'Install CoreOS' {

linux rhcos-<version>-live-kernel-<architecture>
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign ﬂ 9

initrd rhcos-<version>-live-initramfs.<architecture>.img

1
@ EELIERIHTTR/TFTP IR 258 RHCOS SHHINIE, kernel SBHUILR TFTP R%5 %
h B kernel SXHEMIGIE, coreos.live.rootfs_url Z#{E 2 rootfs SX{4-BIAL
&, coreos.inst.ignition_url SEUENIZ HTTP ARS52% LB worker Ignition BZ & SR
g,

Q IMREFEAL A NIC, HTE ip EUAEE—NMED, i, EEHEH enol BINIC LfE
Fd DHCP, 15 (& ip=eno1:dhcp.

© RELMEEITFTP IR &M initramfs SR E,

2. R PXE =% iPXE &R N ERF QBT ZITEN 2R,

4.9.4. #t AN BFRIIEPERIERK

LN ERRINBIRRN, SNHERMNBENFERPTDRFLIBIESERIER(CSR), B fI XL
CSR BikfBHtt, FRBEFZBTHA. DIIELMERIRIEK, REHAERSRER.

FRFM
o HEFHARIMEIREEF,

ik =
1 FAERE R LUR AL LR
I $ oc get nodes
it I

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.29.4
master-1 Ready master 63m v1.29.4
master-2 Ready master 64m v1.29.4

Fi A TR G2 RT A LA,

% i
EHL CSR #itt AT, RIEMNEHATREASETETR (B worker TR) o

2. MERLER CSR, HBERNMEIKFFNELIAEEE Pending 3 Approved R EHIE i

153K -
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94

I $ oc get csr
i Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARGIR, FHAVSMAKR. BARREINRFEIEZSILHER CSR,

3. MR CSR&BIREHE, EERMBNIERNFIEFLIE CSR #4F Pending KRE 5, EilbE
SKENZIMI CSR

BT CSR B, RILEESNRRMEIERE— /N ARREERR CSR, 4N
REBE—INRIEET], IERRERE, BNTRRSFEESMER, BaFit
HERTAXLEIE, #EE I CSRE, Kubelet NARSSUEFOIB— 2 CSR,
XBEFMHE, ARG, R Kubelet 1EREFHERASHMFIED, NIESHREIE
F421T3% K B8 machine-approver B it .

STFERS AR AP FIEA LiZ1THER, ENFEMR B S EiZR,
IR SE i — 5 3% 3 B s kubelet IREHIEBIER(CSR), MIRZHHEE
3K, ] oc exec. ocrsh #1 oc logs M FFEEMI, KN API RSS2 EEE
kubelet IR ZERSSIET . 5 Kubelet ifi sk RAVEMIRFEAN R B UL IE P HEAE, 1%
FEITE TR CSR, 1A CSR H system: node = system:admin 22 F#
node-bootstrapper iR 5K 1R, FHIAILT REIF5,

o ZHUMBLE, HNEBNEMM CSRIZITUTHS -
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& 7,

o THLHERTERAIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

% o
TEHLE CSR ##L#£R], —LE Operator AIRETG L,

4. HE, EHEFPImERERIE, BRIEERNIKFEINEANSENRSFIEK

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

I $ oc get csr
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NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

5. MRFRK CSRBEHE, BT Pending RS, E#EERIESH CSR -
o EHUMHLHE, EHXNENAERM CSRIIBITUTHS :

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR B4R,

o THLHERTERAIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #LEMBARFIRMARS S CSRE, Hl#aH 4F Ready RE. ZiTLAFarHITiL :

I $ oc get nodes -o wide

i th o Bl
NAME STATUS ROLES AGE VERSION INTERNAL-IP
EXTERNAL-IP OS-IMAGE KERNEL-VERSION
CONTAINER-RUNTIME
worker-0-ppc64le Ready worker 42d v1.29.5 192.168.200.21 <none>

Red Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.ppc64le cri-0://1.29.5-3.rhaos4.15.gitb36169e.el9

worker-1-ppc64le Ready worker 42d v1.29.5 192.168.200.20 <none>

Red Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.ppc64le cri-0://1.29.5-3.rhaos4.15.gitb36169e.el9

master-0-x86 Ready control-plane,master 75d v1.29.5 10.248.0.38 10.248.0.38
Red Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.x86_64 cri-0:/1.29.5-3.rhaos4.15.gitb36169e.el9

master-1-x86 Ready control-plane,master 75d v1.29.5 10.248.0.39  10.248.0.39
Red Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.x86_64 cri-0:/1.29.5-3.rhaos4.15.gitb36169¢e.el9

master-2-x86 Ready control-plane,master 75d v1.29.5 10.248.0.40 10.248.0.40
Red Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.x86_64 cri-0:/1.29.5-3.rhaos4.15.gitb36169e.el9

worker-0-x86 Ready worker 75d v1.29.5 10.248.0.43 10.248.0.43 Red
Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.x86_64 cri-0:/1.29.5-3.rhaos4.15.gitb36169e.el9

worker-1-x86 Ready worker 75d v1.29.5 10.248.0.44 10.248.0.44 Red
Hat Enterprise Linux CoreOS 415.92.202309261919-0 (Plow) 5.14.0-
284.34.1.el9_2.x86_64 cri-0:/1.29.5-3.rhaos4.15.gitb36169e.el9
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% "
BUERRSS 28 CSR B Rem B /L 2 #inf (AL AL 2514 % 2 Ready KA.

HE R

o MF/EARCSRMESER, HSH ILBHERIFRK,

j.

4.10. ERZ R/ Bl EEEER

4.10.1. ERZ R ENFEREP AR TIERE

FERARARMIITE T RERHTHMELFNAFTEITNLEER. BURFEHMTIIE—FERF,
BERRTNIE pod B RIREHY T A,

&\ LA#E A Multiarch Tuning Operator £ 8 % 2191 BN 2R B AN TIE SR EE,
Multiarch Tuning Operator #R#& pod £ 81N T IFHIZRIITE pod HIAE L HEFIAN R HERRRF
predicates, MNTJEELZER, 1HSIUH A Multiarch Tuning Operator £ % 2R ERE EEE TE#H,

MB/ERTRREME, AE., ITRMBARNESER, HSHUT :
o AT RITRIEH pod ME,
o FRATRRIMEES T REM pod HiE
o HRAHERFZEH pod ME

4.10.1.1. ZZHT m TYEf BERE A
EERARARENTTET RS ITEMEFER EERARAREITET R L2, 1HEEREULTAA :

AT R T R LA TR T E

A R AP TN AE R HGGRI/RN—H T R L, ERILUE pod iR HIXE
spec.affinity.nodeAffinity FE%,

¥ nodeAffinity X & N R EFRIBERE =B

apiVersion: apps/v1
kind: Deployment
metadata: # ...
spec:
#...
template:
#...
spec:
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/arch
operator: In
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https://kubernetes.io/docs/reference/access-authn-authz/certificate-signing-requests/
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values: ﬂ

- amdo64
- armoe4

ﬂ EEXFIE, BRESE amd64,arm64, X P MME,

HEERBERENTR

BAILIG R R, LERSHERUARBNITEMNSAERIZ T RLE, MNRERFELFEMA MachineSet
&R, RAILATE .spec.template.spec.taints FEXFRIMNSHE, UBRET AR IR T KL
VA THE

o TEITHTRAI, BT4ER MachineSet X R KA BHIHES. ETLUERU TGS 2 —4E
AN 2R5E -

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api
FE -

I $ oc edit machineset <machineset> -n openshift-machine-api
BXTRIEBENESER, HSH"BIUTENSRE

W ATS &M MachineSet 7<%

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata: # ...
spec:
#...
template:
#...
spec:
#...
taints:
- effect: NoSchedule
key: multi-arch.openshift.io/arch
value: arm64

I $ oc adm taint nodes <node-name> multi-arch.openshift.io/arch=arm64:NoSchedule

BIEEARIR
BRI LLUZT AT SR EMmar AR, LUEARE LIFENEERGHERNFAER

$ oc annotate namespace my-namespace \
'scheduler.alpha.kubernetes.io/defaultTolerations'="[{"operator": "Exists", "effect": "NoSchedule",
"key": "multi-arch.openshift.io/arch"}]'

ETENEPARBEEETR
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AEAEENGRNTRE, THENEAKAERZTRLE, B2, ETLELHE pod WHKHRES
FREAVFHREEN],

BARRIEERA

apiVersion: apps/v1
kind: Deployment
metadata: # ...
spec:
#...
template:
#...
spec:

tolerations:

- key: "multi-arch.openshift.io/arch”
value: "arme4"
operator: "Equal”
effect: "NoSchedule"

ABIERE LA LIFEIEE T multi-arch.openshift.io/arch=arm64 i5 s 8977 55 _E fo1F,

HERHAE RMERIT KK

LHERFITE—HEHE pod TR, BRRAERT KES, M RXKERREIES. R
T RIXENFERMNT R, NEEUTREIBRYBEHE pod.

AT RS RENESRE RO

apiVersion: apps/v1
kind: Deployment
metadata: # ...
spec:
#...
template:
#...
spec:
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/arch
operator: In
values:
- amd64
-armé4
tolerations:
- key: "multi-arch.openshift.io/arch”
value: "arme4"
operator: "Equal”
effect: "NoSchedule"

=
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4.10.2. 7£ Red Hat Enterprise Linux CoreOS (RHCOS) W#% = F 64k 11

RO ATES ¥R 64 i ARM 1T E #1283 £/5 B Red Hat Enterprise Linux CoreOS (RHCOS) %A #
64k RTETL, 64k TTA/NAZMETHTFAE GPU SmWEFILEM#E,. X8 A Machine Config Operator
(MCO) 5ef%, BERNBEELREHRNZ. BEHA 64k AKX, ERIH ARM64 18E — M H25E
&ith, LMEERZFEA.

BF

fEF 64k TIE AT 64 if ARM ZRF11ETT ETE 64 L ARM Hl25 L R&ERERE, INRE
{FF 64 if x86 Nl EN SR ECE B P ELE 64k TR, VlEsECE B MCO &,

FRFM

o B%% OpenShift CLI (oc) .

o BHEAEF—IZHNEEHEATRARENITET SLIRER.

pi% &2
1. FRCIREIZIT 64k TTRINABKBIT & -

I $ oc label node <node_name> <label>
Pl
I $ oc label node worker-arm64-01 node-role.kubernetes.io/worker-64k-pages=

2. DIBEE# M ARM64 221F] worker-64k-pages £ 1 worker A BMHIFEE M :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-64k-pages
spec:
machineConfigSelector:
matchExpressions:
- key: machineconfiguration.openshift.io/role
operator: In
values:
- worker
- worker-64k-pages
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-64k-pages: "
kubernetes.io/arch: arm64

3. EIETRLEOENSREE, LUFER 64k-pages = 64k-pages.

I $ oc create -f <filename>.yaml
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MachineConfig =l

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "worker-64k-pages” 0
name: 99-worker-64kpages
spec:
kernelType: 64k-pages 9

ﬂ £ B E YA ESEE 35 E machineconfiguration.openshift.io/role T % H{E,
MachineConfig ;~f5l{# Fi worker-64k-pages #55:1E worker-64k-pages it /= F 64k 11
M,

Q IBEMBENNZLE, BWE 64k-pages 1 default

64k-pages KRBT EET 64 il ARM 5244, realtime RE(ZHET 64 U
X86 glgj:@o

o EHFEIRHIH worker-64k-pages Hl2SECE M, HZTUTHS :
I $ oc get mep
i Bl

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-9d55ac9a91127¢36314e1efe7d77fbf8 True  False
False 3 3 3 0 361d

worker rendered-worker-e7b61751c4a5b7{f995d64b967c421ff True False
False 7 7 7 0 361d

worker-64k-pages rendered-worker-64k-pages-e7b61751c4a5b7ff995d64b967c421ff True
False False 2 2 2 0 35m

4.10.3. EERIITENE LRHERR A S AERIIR

1B 8 % 52K E 2389 OpenShift Container Platform 4.16 £8tdh, S£EAMBEEATISBNFARFE
FFR, BIFEFEIAE importMode 2K PreserveOriginal 1251, F 885 ABH IR,

FoRFM

e B.% % OpenShift Container Platform CLI (o¢).

Y=
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o LT RAla4TESR T IN{AX ImageStream cli-artifacts #4701, LUE cli-artifacts:latest %1%
TIREAENBRIRT A

$ oc patch is/cli-artifacts -n openshift -p '{"spec":{"tags":[{"name":"latest","importPolicy":
{"importMode":"PreserveOriginal"}}1}}'

o EAILLEIREGGRINERRERSEMSANBRIIR, UTHSRIHRFERENENR
B,

I $ oc get istag cli-artifacts:latest -n openshift -oyaml

INR1F7E dockerimageManifests X R, NIiEHFIRS AR,

dockerlmageManifests X 4 B4 H <1

dockerlmageManifests:
- architecture: amd64
digest:
sha256:16d4¢c96c52923a9968fbfa69425ec703aff711f1db822e4e9788bf5d2bee5d77
manifestSize: 1252
mediaType: application/vnd.docker.distribution.manifest.v2+json
os: linux
- architecture: arm64
digest:
sha256:6ec8ad0d897bcdf727531f7d0b716931728999492709d19d8b09f0d90d571626
manifestSize: 1252
mediaType: application/vnd.docker.distribution.manifest.v2+json
os: linux
- architecture: ppc64le
digest:
sha256:65949e3a80349cdc42acd8c5b34cdebebc3241eae8daaecead58498fedb359a6a
manifestSize: 1252
mediaType: application/vnd.docker.distribution.manifest.v2+json
os: linux
- architecture: s390x
digest:
sha256:75f4fa21224b5d5d511bea8f92dfa8e1c00231e5¢81ab95e83¢3013d245d1719
manifestSize: 1252
mediaType: application/vnd.docker.distribution.manifest.v2+json
os: linux

4.11. £/ MULTIARCH TUNING OPERATOR BB % 2R ERF P T E 1 %k

BF

Multiarch Tuning Operator RE— NIRRT EIhEE, RATIEIHEER LG~ AR S T
i (SLA) X#%, BIBETREHATRE, AEFHEEEHERFERE], XEEA
TR ThRE AT LA R iR R i A FTHOThEE, HANKEF A BRBRIENL, BXRAER
AFETHEES FSEEMNESER, BB AT ThEE 5 EH,

Multiarch Tuning Operator 385t T % 2RI R B RBIIREAT, UKRER RN LRI BB BRI AR EEE,
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Ltk Operator 523 clusterpodplacementconfigs B iE Y 5R(CR) A FFR M RRAM TVE A E,

EEREMBAIENSEE, Bt ClusterPodPlacementConfig &R, 1E0I&
ClusterPodPlacementConfig X[ R, It Operator RERE— MREIENT R,

B pod i, BRAEXTRIATLLTRF
1. #h0 multiarch.openshift.io/scheduling-gate FZ ], LBAIEE pod,
2. TTE—NHE predicate, S E kubernetes.io/arch 1% 3z RIS (E,
3. FARE predicate M N pod #i& H#) nodeAffinity E3K,
4. M pod H I BRI EE#RA
LBIREN RIMBRARE RN, pod R AMER, AR, THEMNBSBRESZFHRLFEST R L,

HE
Multiarch Tuning Operator BRI AR AR 2 R B Z RIS = U BF .

4.11.1. £ CLI &% Multiarch Tuning Operator

& B LUER OpenShift CLI (oc)Z& % Multiarch Tuning Operator,

SeRFH

e Z%% oc,

e ZLIEA cluster-admin FUREIF " B 15 &% oc.
it 3

1. BT TH4%, DIE—1 %5 openshift-multiarch-tuning-operator 89377 8 :

I $ oc create ns openshift-multiarch-tuning-operator
2. B/E—/ OperatorGroup X & :
a. AT OIZ OperatorGroup X RMEE Ol YAML X4,

fllE OperatorGroup X&) YAML BEdi&ERH :

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-multiarch-tuning-operator
namespace: openshift-multiarch-tuning-operator

spec: {}
b. iZfTLL a5k AIE OperatorGroup X/ :

I $ oc create -f <file_name> ﬂ
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ﬂ 1% <file_name> E#fit )&% OperatorGroup * REEH YAML XL TR,

3. fi/# Subscription X :
a. AT 6IE Subscription T RIEE O YAML X4,

Bl Subscription X KM YAML ECERA :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-multiarch-tuning-operator
namespace: openshift-multiarch-tuning-operator
spec:
channel: tech-preview
name: multiarch-tuning-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
installPlanApproval: Automatic
startingCSV: multiarch-tuning-operator.v0.9.0

b. iIZfTLA T epH 3R 0IE Subscription £ :
$ oc create -f <file_name> ﬂ

ﬂ ¥ <file_name> & )&% Subscription M REER YAML XHBIEZ R,

B <ECE Subscription X151 OperatorGroup * REJIFEIE, ESH"EA CLI &%
OperatorHub",

1. BERIERERE T Multiarch Tuning Operator, 1HZ{TATF@4 :

I $ oc get csv -n openshift-multiarch-tuning-operator

i th o Bl
NAME DISPLAY VERSION REPLACES PHASE
multiarch-tuning-operator.v0.9.0 Multiarch Tuning Operator 0.9.0 Succeeded

N Operator 46 F Succeeded [ E%, %22 AT LA,
2. A% : ERIFREOET OperatorGroup MR, iH2TUTHS :

I $ oc get operatorgroup -n openshift-multiarch-tuning-operator

it Bl
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NAME AGE
openshift-multiarch-tuning-operator-q8zbb 133m

3. Tk : BERIERE S0/ Subscription B R, 1HZ1TUTRS
I $ oc get subscription -n openshift-multiarch-tuning-operator
it B

NAME PACKAGE SOURCE CHANNEL
multiarch-tuning-operator multiarch-tuning-operator multiarch-tuning-operator-catalog
tech-preview

HiBR

e {#f CLI M OperatorHub %%

4.1.2. {5 Web #2245 %% Multiarch Tuning Operator

& B LA#E A OpenShift Container Platform Web il & Z24& Multiarch Tuning Operator,

FeREH
o RATLUFA cluster-admin TR R &R,

e ijj[A] OpenShift Container Platform web 1Z%I&

1. &[HE| OpenShift Container Platform Web 2% &
2. 1# A% Operators —» OperatorHub,
3. FE#ERFEHH A Multiarch Tuning Operator,
4. = Multiarch Tuning Operator,
5. M Version FIZ&RFi%# Multiarch Tuning Operator iR A&,
6. = Install

7. 7E Operator R TTE X E LTk

a. ¥ Update Channel i%{& 7 tech-preview,
b. ¥ Installation Mode % & All namespaces on the cluster,

c. ¥ Installed Namespace % &/ Operator recommended Namespace 5 Select a

Namespace,
#FF8 Operator fp & ZE (A 2 openshift-multiarch tuning-operator, #1% openshift-
multiarch-tuning-operator i 422 (5] R F1E, BRTE Operator T2 AIE,

INR%EFE Select a namespace, MM Select Project FI3RH1%$ Operator & 22
[B]
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d. ¥ Update approval % &y Automatic 5% Manual,
INSRIEFEE Automatic E#H, Operator Lifecycle Manager (OLM) 5B #1 & # Multiarch
Tuning Operator BZ1T5E61, TR T,

R Foh BHF, OLM ROUB—DNEHIER, EHEREER, BYNFht EEHE
3K, FHRESF Multiarch Tuning Operator B E B H IR A,

8. W% : %FE Enable Operator recommended cluster monitoring on this Namespace&E 1% 4E,

9. mif Install,

1. 5finZE Operators - Installed Operators,

2. %31E Multiarch Tuning Operator 2 & 2.5, Status FEX1E openshift-multiarch-tuning-
operator #2257} Succeeded,

4.1.3. il ClusterPodPlacementConfig X &

% Multiarch Tuning Operator &, & 77111# ClusterPodPlacementConfig X1 5., FEQIZLLX &
if, Multiarch Tuning Operator RERE — MEENR, LSRRI TIEREIHE,

X 2 BEQIE ClusterPodPlacementConfig X &R — NS4,

ClusterPodPlacementConfig X R & =l

apiVersion: multiarch.openshift.io/vibetai
kind: ClusterPodPlacementConfig
metadata:

name: clusterﬂ
spec:

logVerbosityLevel: Normal 9

namespaceSelector: 6

matchExpressions:
- key: multiarch.openshift.io/exclude-pod-placement
operator: DoesNotEXxist

ﬂ RS It R (E % & cluster,

2]

g A% fEA LAEC B namespaceSelector 3% Multiarch Tuning Operator B pod B I VE X R s
koS pod B nodeAffinity FIan & 22 [E, EINERT, EEMABMAZEHE,

a

1% A USSR ER{E 1% & 7 Normal Debug, Trace, X TraceAll, i%{EZkIAi% & v Normal,

EAHIS, operator FER(EIXE N DoesNotExist, EIt, MNRF key FER{E

(multlarch openshift.io/exclude-pod-placement) &%jjﬁ%%r“lﬂﬂhﬁﬁﬁ4, NHRVER R AR IR 1% 6p
ZE[A]fF pod #J nodeAffinity, MR, RIENRAMIEEBDE LN SRR ZEEF pod B

nodeAffinity,
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NREHFLIFENRROIBREM A A FB pod B nodeAffinity, &0 LIEE namespaceSelector,
IR -

namespaceSelector:
matchExpressions:
- key: multiarch.openshift.io/include-pod-placement
operator: Exists

EAPIH, operator SFEX{HIXIE ) Exists, Fltt, RENRIIEZEE multiarch.openshift.io/include-
pod-placement 1755 6n 8 22 ] A MR pod B9 nodeAffinity.

HE
LA openshift-, kube- #1 hypershift- FF 3k #4422 (8] 4 HERR

4.11.3.1. &/ CLI B& ClusterPodPlacementConfig X{ &
ZEHERARYBRANIENZFAERN pod MEBRIEXN R, EALUER OpenShift CLI (oc) Al
ClusterPodPlacementConfig X%,
SeRFMH

e E%E oc,

o BLIEA cluster-admin FRHIFE - &5 &K oc,

o B &% Multiarch Tuning Operator,

iz
1. il ClusterPodPlacementConfig %/ YAML 34 :

ClusterPodPlacementConfig X R & =l

apiVersion: multiarch.openshift.io/vibetai
kind: ClusterPodPlacementConfig
metadata:
name: cluster
spec:
logVerbosityLevel: Normal
namespaceSelector:
matchExpressions:
- key: multiarch.openshift.io/exclude-pod-placement
operator: DoesNotExist

2. IZfT LT a4 EAIE ClusterPodPlacementConfig 1R :

by
I $ oc create -f <file_name> ﬂ

Q 1% <file_name> &)y ClusterPodPlacementConfig #f 5 YAML X {4H4 #5,
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I $ oc get clusterpodplacementconfig

it Bl

NAME AGE
cluster 29s

4.1.3.2. 5 Web ##I& il ClusterPodPlacementConfig X%

BEESRARERBRMTEAZAERN pod MEBRIENR, EEILUER OpenShift Container Platform Web
#41& fl# ClusterPodPlacementConfig X%,

SeRFZH
o EALUFEH cluster-admin 1R 1 [n] &8,
e jj[a] OpenShift Container Platform web 1Z%I&,

e B &% Multiarch Tuning Operator,

Pt

1. B[EE OpenShift Container Platform Web #§&,

2. 5fin%l Operators - Installed Operators.

3. 1f Installed Operators TIEA, = Multiarch Tuning Operator.
4. = Cluster Pod Placement Config £,

5. %% Form view % YAML view,

6. d& ClusterPodPlacementConfig X RE#,

7. mi Create,

8. Ak : MNREYwiE ClusterPodPlacementConfig X5, HEHUTLL TR ¢
a. = Cluster Pod Placement Config %1,
b. MIETIF H Ahi%FE Edit ClusterPodPlacementConfig.
c. = YAML #%#%E ClusterPodPlacementConfig i R S%4,
d. =il Save,

® 7 Cluster Pod Placement Config TiE A, % ClusterPodPlacementConfig X RE2&E T
Ready X7

4.1.4. [ CLI flfR ClusterPodPlacementConfig X &
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1% R EE0IE ClusterPodPlacementConfig X REI— L, MRBEHOAIBLNT R, B E FMipRIl
BRI,

AT LUEF OpenShift CLI (oc)HIBR LY &R,
SEREH
e Z&% oc,

o ZLIEZH cluster-admin F{ R 515 &5 oc.

1. &3k OpenShift CLI (o€).
2. IZfTLAT 6% K fBR ClusterPodPlacementConfig X4 :

I $ oc delete clusterpodplacementconfig cluster

e ET ClusterPodPlacementConfig I REBCMIFR, iEHZITUTHS :

I $ oc get clusterpodplacementconfig
tonfs Nl

I No resources found

BESR

o kR ClusterPodPlacementConfig X[ &[5, 1HH{RE" SchedulingGated B/ & 5 EE A
pod #F Pending [T E%, f&RILUZFTLA T 6o SR MATE #RIRHIH pod FMIFR A RIEEK :

$ oc get pods -A - multiarch.openshift.io/scheduling-gate=gated -o json | jq
'del(.items[].spec.schedulingGates|[] | select(.name=="multiarch.openshift.io/scheduling-
gate"))' | oc apply -f -

4.1.5. £ Web 5] & B ClusterPodPlacementConfig X &

& A BEDI32 ClusterPodPlacementConfig % REI—NS2f6l, INRESFHORBRLX R, EdiE LRI
B9,

IR BT LUEF OpenShift Container Platform Web 2284 il kR L7 R

SeRFZ M
o EALUFEH cluster-admin 1R 1 n] &8,
e jj[a] OpenShift Container Platform web 1Z#I&,

o RBEAIET ClusterPodPlacementConfig % &,
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1. E[F OpenShift Container Platform Web &,

2. 5%l Operators — Installed Operators,

3. 7f Installed Operators TIEA, = Multiarch Tuning Operator,
4. = Cluster Pod Placement Config £,

5. MiLTiZ # #%#E Delete ClusterPodPlacementConfig,

6. mifi Delete,

® 7 Cluster Pod Placement Config TiE A, % ClusterPodPlacementConfig X §27 M
BRo
BESR

o ik ClusterPodPlacementConfig %R fE, 1EARE" SchedulingGated HI/R K 5 BT
pod 4-F Pending 18, &R UAE OpenShift CLI (oc) FIZ{TEL T ®, MATHE ZEZHIH) pod
AR IR AR K

$ oc get pods -A - multiarch.openshift.io/scheduling-gate=gated -o json | jq
'del(.items[].spec.schedulingGates|[] | select(.name=="multiarch.openshift.io/scheduling-

gate"))' | oc apply -f -

4.11.6. £ CLI E1#; Multiarch Tuning Operator

& B LUER OpenShift CLI (oc)EN % Multiarch Tuning Operator,

FREH
o BZ%% oc,
o ZLLEZH cluster-admin R 515 & 5 oc.

o & ClusterPodPlacementConfig *f &,

BF

TEED%EL Multiarch Tuning Operator B, &/ ClusterPodPlacementConfig
MR, EAMER ClusterPodPlacementConfig X §RBVIE R T E1#E; Operator AT &E
KEREATH,

1. IZ1TLL 44, ZKEX Multiarch Tuning Operator 4 currentCSV {H :

$ oc get subscription.operators.coreos.com multiarch-tuning-operator -n <namespace> -0
yaml | grep currentCSV ﬂ
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ﬂ ¥ <namespace> & i B EEIE; Multiarch Tuning Operator BY#p % Z2 [A] & 7R,

i th o Bl

currentCSV: multiarch-tuning-operator.v0.9.0

2. BITLA T a4 kiR Subscription X4 :

<namespace>

iz
I $ oc delete subscription.operators.coreos.com openshift-multiarch-tuning-operator -n
ﬂ ¥ <namespace> &t 1 IEEENZE; Multiarch Tuning Operator By % 22 [A] 9 & R,

it =Bl
I subscription.operators.coreos.com "openshift-multiarch-tuning-operator" deleted
3. IBfTLAT a4, fEF currentCSV {EMIFR B FRép 422 A Multiarch Tuning Operator By CSV :

i
I $ oc delete clusterserviceversion <currentCSV_value> -n <namespace> ﬂ

¥ <currentCSV> &/ Multiarch Tuning Operator #J currentCSV {E, 40 :
multiarch-tuning-operator.v0.9.0, ¥ <namespace> & it B E 1% Multiarch Tuning
Operator Byan 44 Z2 [A| B9 & 7R,

i th 7 Bl

I clusterserviceversion.operators.coreos.com "multiarch-tuning-operator.v0.9.0" deleted

e EIHF Multiarch Tuning Operator BB %, HZTUTHS :
I $ oc get csv -n <namespace> ﬂ

ﬂ ¥ <namespace> & iy B E1%; Multiarch Tuning Operator BY#y £ Z2 [A] 9 & 7R,

i th o Bl

I No resources found in openshift-multiarch-tuning-operator namespace.

4.1.7. £ Web =% & E1#; Multiarch Tuning Operator

& B LA#E A OpenShift Container Platform Web ##i & E1%k Multiarch Tuning Operator,

FeREH
o RATLUFA cluster-admin TR R &R,
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o EFk ClusterPodPlacementConfig ¥ &,

BF

MR, EAMER ClusterPodPlacementConfig X REVIE R T E1#E; Operator AT&EE
KRBT N,

1. &[HE| OpenShift Container Platform Web 215,
2. 1# A% Operators —» OperatorHub,

3. E#RFEHHIA Multiarch Tuning Operator,

4. = Multiarch Tuning Operator,

5. m Details 773571,

6. 1f Actions 32H. /1, 1%L# Uninstall Operator,

7. HIIRRAES, & Uninstall,

1. 5fnZE Operators - Installed Operators,

2. 7f Installed Operators T1E A, %iE Multiarch Tuning Operator % B #51H.

TEED%EL Multiarch Tuning Operator B, &Ik ClusterPodPlacementConfig

m



OpenShift Container Platform 4.16 ZZ5AE

55 5% £ VSPHERE &£ = BN

IR LR — RPELRFM KT R, E vSphere %% OpenShift Container Platform 4.16 &% EfIAL#4T
mn#E, EENEMUNKAIN, E8LIE vCenter web RE /S RN,

5.1. %A 21U

EA LAE R LT B AL AT N, BRI ABFEEA, KHIFER vCenter EOMEEN]. &/E,
&AL — N R LUE RN B 77

SEREH
o {RBE vSphere HERE TIERFAMLNE, MNEFELER, ESHIE vCenter fRF 25T
KMS,
BE
REZFF vCenter FMIRAEBFAMLN ., WMHEELEL, ESH vSphere RERH
REREFBLR,

o MEAREERMMAMA ESXi TN LERTENMERN., MFRLZER, HSHEAINMER
o

o MAE—NSRTAAMENIRE vSphere 1k, MNFEZER, 1S Cryptographic

Operations Privileges,

L HZEMHEYEP IR, AXTREENFAGER, HEH"ERTR"

2. 1 vCenter REF XM SIZT mKRELAIE M,

3. T£ vCenter REHR AL EHAN, REILEF: VM Policies —» Edit VM Storage Policies,
4. MBI IERIEIHEE OK,

5. 1E vCenter RE S EhINZERIE I,

6. NIEEMBIRE T REES T 1-5,

7. EEEFEAMBEFERBNEFESER, ARXEENEFHENESER, 55 VMware vSphere
CSI Driver Operator”,

5.2. HAth BTR
o BETR
® VSphere %

o NEEMHBIER

12


https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vsan.doc/GUID-AC06B3C3-901F-402E-B25F-1EE7809D1264.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-54B9FBA2-FDB1-400B-A6AE-81BF3AC9DF97.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-A9E1F016-51B3-472F-B8DE-803F6BDB70BC.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-660CCB35-847F-46B3-81CA-10DDDB9D7AA9.html
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#nodes-nodes-working-evacuating_nodes-nodes-working
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/storage/#vsphere-pv-encryption
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F 6 = LEGEE VSPHERE HFEi%XE

# 6 & L GHtiE VSPHERE X E

EER T EAERINEER vSphere E& % OpenShift Container Platform (85, EAREEERBELREH
SEF LN EH vSphere EEINE,

X F{EF Assisted Installer &%, EATIBEIFIEHZEINE, XA N Assisted Installer FER %11 72 F 2K
IEEIZBIE N SAIRARINE vSphere EHIERCER 5 H,

NTFRERREFEFNEMBHNEE, BNIZAERRIEPMABTRINEELE. ETLURENERA vSphere
HERER S REIESIEUUERNE, BXTETRMRENEFILE,

6.1. it & VSPHERE 1£#£1X &
RIEFEIEWLLT vSphere BLEIXE :

e vCenter il

e vCenter &5

e vCenter HF %

e vCenter Bfi3

e vCenter il

® vSphere HEH /D

® \Sphere #iEEE

o EMMHK

FeREZH
® Assisted Installer I B &£ R,

o £ F1F https:/console.redhat.com,

1. 1£ Administrator flf& A, 7 AZl Home - Overview,
2. 7E Status F, m vSphere connection T 7 vSphere ZEERER 5.

3. 7E vCenter FE&H, HiA vSphere vCenter fRF528RBIRIZE ML, JXATLAZIEE, tHAILLZE IP i
it, ©SHINTE vSphere Web & /i URL #1, {540 hitps:/[your_vCenter_address]/ui.

4. 7£ vCenter cluster FE&H, #i A% OpenShift Container Platform B vSphere vCenter 5%
E

BT
INRLE T OpenShift Container Platform 4.13 S{E Sk A, NI LEENEM,

5. £ Username FE&A, HiA vSphere vCenter FiF 4,

13
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6. 1 Password FEXf%i Af&HY vSphere vCenter B3,

Digk

==
[=]

RGP RN BR B SR kube-system @34 22 (5] 1KY vsphere-
creds secret i, FNIEHAH) vCenter A E B IDFEERE T AT E,

7. 7E Datacenter FE&, HiA vSphere BUEFROBEF, HAI SR TRESEEMEN ; 4
N, SDDC-Datacenter,

8. 7f Default data store FEXA, HIAFMEIFAIESEH vSphere HUBRFMERIR AT ; A1
10 : /SDDC-Datacenter/datastore/datastorename,

Digk

H
[=]

ERFERER, B|H vSphere BIEH OHMNBIEF DB EIEHKR
vSphere PersistentVolume,

9. {E Virtual Machine Folder Rk, M AT SEEFENMNBEIRHOXHER ; Flan, /SDDC-

Datacenter/vm/ci-In-hjg4vg2-c61657-t2gzr. E{F OpenShift Container Platform Z&&m I, 2H
FXERBERIFRTA RE UM ER AL F B AN BB A D ST R R,

m Save Configuration, X2 F#T openshift-config %34 22 8| H#9 cloud-provider-config
ConfigMap %R, FHENEEILTE,

1. EFITIF vSphere FEREMR S, HBET Monitored operators E#HR, 2 Operator IR R
&N Progressing 5% Healthy.

6.2. [ikECE

RS E SRR B HT Operator YR75#0 control plane T s, SERAKATRE— /B FBESEK, EEELEH,
TEFEHBIS, LEISER PersistentVolumeClaims *f § 5] BE & W FF i1,

FEREMH
e KB vSphere HHEREBER S HREFTREXE,
iz
1L RERESREEEEHINTH :
a. 7 OpenShift Container Platform Administrator fi &, i

# A2l Home = Overview,

b. 1 Status T Operators, FFAMARIEIFIKXEM Progressing 24 All
succeeded, Failed IR AERREE KN,

14



c. 1E Status T, s Control Plane, & 15fTA Control Pane ZH{4B9M0 & &%
B control plane R RECE KN,

F 6 = LEGEE VSPHERE HFEi%XE

KMRTED—MEEXERNIEM, EiX vSphere HERER S HHNKE, AEHBRRFEE.

Z

2. B HITU TS ERSERES A LAE PersistentVolumeClaims %4 :

a. {HFLLT YAML £/ StorageClass X% :

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:

name: vsphere-sc

provisioner: kubernetes.io/vsphere-volume
parameters:

datastore: YOURVCENTERDATASTORE
diskformat: thin

reclaimPolicy: Delete
volumeBindingMode: Immediate

b. FALLT YAML f|# PersistentVolumeClaims X% :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: test-pvc
namespace: openshift-config
annotations:
volume.beta.kubernetes.io/storage-provisioner: kubernetes.io/vsphere-volume
finalizers:
- kubernetes.io/pvc-protection
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: vsphere-sc
volumeMode: Filesystem

INRIETEDIEE PersistentVolumeClaims X5, &R LLFE OpenShift Container Platform
Web #%]& B Administrator Ml & A Storage - PersistentVolumeClaims 3517 #fE
BEBR,

BROUBEFHNIRIER, HSHTER,

G1E) 100%, %k
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R7 B RERERES
% OpenShift Container Platform &, ERILUIRBECHERF—FST BB E LEERE,

7. TRAMEEHFBEE XL
KLZHERE B M B E XTE OpenShift Container Platform EEERE F5EK. A& T A& 7 F0 H.

' J0RTE IBM Z° ERRERE:, NI ANZFATIEER T A,

B LB B R REE B RN EEINEE, N registry. MAEEE. HEWERRIEURB BHH
N P o

MBREXLTRNLFIESR, 15EM oc explain %54, 0 oc explain builds --api-
version=config.openshift.io/v1

701 EEBE TR
FEERREWELSERFLEEE (MkMmEZNH) , BH4H cluster,
R sk

apiserver.config 124t API RS ERECE, ANUEHHRIUEH AL,
.openshift.io

authentication.c  ZHIEEMNEDIREREFNEMIILEE,
onfig.openshift.i
o

build.config.ope ZHIEEHAAEHENEKINRGIRE,
nshift.io

console.config. BCiE Web #HIBREAMITH, SIEEHT .
openshift.io

featuregate.conf 5 FeatureGates, LMEEEE(HE AT EINEE,
ig.openshift.io

image.config.op  ECEMN AN FRFEBI G registry (SoVF. A, ARL. CAFER) .
enshift.io

ingress.config.o SEXHAEXHNECE TS MEKE BEIAE,
penshift.io

oauth.config.op EEMAHHBHINAE, UKRSHE OAuth iR eamiZEXHEMIT A,
enshift.io
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/authentication_and_authorization/#understanding-identity-provider
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/builds_using_buildconfig/#build-configuration
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/web_console/#configuring-web-console
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#nodes-cluster-enabling
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/images/#image-configuration
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#nw-installation-ingress-config-asset_configuring-ingress
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/authentication_and_authorization/#configuring-internal-oauth

BRAH sk

project.config.o EETEMAIEA, SIEFEWEER,

penshift.io

proxy.config.op EXFEARMLFNHAHEZERNNE, I35 : BAITEMABHGHEHSEFREID
enshift.io (EEB

scheduler.confi
g.openshift.io

BB FERFITY, WMEESMIINT Rk,

7.1.2. Operator E2 & ¥R

XLERE R EERCE LA, B cluster, | J3HFE Operator FiB B EHHBIT .,

BRAH 50

consoles.operat  #ZHEIEZEHEIGHAN, 05mAEE S

or.openshift.io

config.imagereg
istry.operator.o
penshift.io

fid & OpenShift 54k registry %8, WM.
BAMEFMHERDL,

BEZ0. REILE. FRAR, BlX

config.samples.
operator.opens
hift.io

B2 Samples Operator, LARHIEREF R EIPLF G RARR TS,

7.1.3. HECE BOR

XEREFRAR—MEEHEN R L6, FRELEERT, BRI ORESATIREASRIERS DL
Bl. EEMBERT, Operator RIHFIEE & A PRV E FNREA B, WNFEXMEAFENOZE
i SHRLBIRFNE, HS5ERAHEGRXXHE.

BHRAFR ERER A ZEE Uiy

alertmana  main openshift- 2l Alertmanager 3E S,

ger.monit monitorin

oring.core g

os.com

ingressco  default openshift-  EZi& Ingress Operator {724, #0iE. BIARLL. EHFIIEHIZFHK
ntroller.op ingress- B

erator.ope operator

nshift.io

7.1.4. SRR

17
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AT LU R

BRA

clusterversio
n.config.ope
nshift.io

dns.config.o
penshift.io

infrastructur
e.config.ope
nshift.io

network.conf
ig.openshift.i
o]

ILEFROREFED. FLERETRFTERERMHIXL TR,

LB ek

version 1£ OpenShift Container Platform 4.16 /1, RSB E LA EEH

ClusterVersion %R, #&k, HRBREREHN SR,

cluster TiEIBREREH) DNS ZE, &AL E DNS Operator R4
cluster RFEHSETHNBREMNREIFE,
cluster TEEREREBREREML, EATE UMM, 1EEEEXIREE

xR B E LM%,

7.2. BEFTEHE&EF PULL SECRET
IRA] LB B R pull secret SUMIMNETHY pull secret SREFHERBIL pull secret,

LA EREMB registry FHEFRGEMAFE A RESEPM registryff, FEXMITTE,

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,

=

18

L=

1 Bk« EYEERY pull secret BEINEIEEA pull secret A, 1HFTERLL TR ¢
a. BIALLUR 84S TE pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

R4t pull secret XHHIEREZE,

b. B ALL T4 EARMEF pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

2]

RIEHFH registry, EAILUIER— registry R EE S NGOG ZE, 0
<registry/my-namespace/my-repository>",

RIEH registry BIER.

: --registry="


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/updating_clusters/#updating-cluster-web-console
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#dns-operator
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#installing-aws-network-customizations

9 R4t pull secret XHHIEREZR,

B, BRI pull secret XHEHITFESNEH,
2. WIALLT @S NENEREEHRLE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ RELE pull secret XHMIERR,
VRN ZEMAE T R, TREEE—LEE, BEABURTERKN,

P2y~
M OpenShift Container Platform 4.7.4 FF#&, XI£E pull secret R BARA
TREEHES,

I/J\\bl:l WORKER —D N

EBZE OpenShift Container Platform &&#/3, ERILURIN worker 1 sk B TR, BRI LIRBERE
FEMERMINE, 0 worker 11 mEIRE A%,

7.3 ERERFESNEMIBEER PRI worker 7 52

N FRERFBEANEMBHLER, EALFskB5hT B MachineSet % & LT o] AR EHLEK

=
==K

BERMENEN, BoNEERREMLSERFZM, BEXKE baremetalhost 7R, AENEHES
worker T o AT LAFEIRIMENEN, FEM Web 2HIG

o (FFH Web #EHIE I worker 17 51
o 7f web #ZHIAHER YAML #I0 worker T7 5

o FIIRF worker T RURINEI REFEF B & BIEL IR KR

7.3.2. ERAFESHEMZEMER TR worker T7 R

TR B AREMER )RR, A LUFER RHEL 8 RHCOS ISO &0 worker i s, FH{EASEEE
Ignition BB X IF HEIEEISEEE, X F RHEL worker T7s, LUTFRAIER Ansible playbook TE5EEE R
B0 worker T s, % F RHCOS worker 78, LAFRABIER 1ISO HRRFMLL 5| 5 R ELRF A0 worker
T,

e 5§ RHCOS worker 1 miNINEI B - B & B ERZR LR
o I RHEL worker 77 s INEI A F B & B EMZR I £ BF

7.3.3. 15 worker T S5 INEI B Assisted Installer EIERYEEE

XTFH Assisted Installer HEIERIERE, KA LUFE A Red Hat OpenShift Cluster Manager $E41& (MiBIR
A2 REST API) 7300 worker T 52, WHAEILUMER ISO HIRFNIEEE Ignition BL& SXEF 5NN worker 7
=1

™o
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e {#F OpenShift Cluster Manager sl worker 77 5%
e {3 Assisted Installer REST API sl worker 17 5%

o FIfF worker T AR SNO £2%

7.3.4. 1% worker T S IIEIH Kubernetes B % £ 28 | SRS IEAY LB
X FH Kubernetes 2853 |EEIRMERE, BRI LUEHA T AL SRS HHIE R0 worker 17 52,

o HRAEFIAUESRE

7.4. /i WORKER T &

INRICIEERZ T R REERME LT worker TTREIAN, HEBRIUE-—IHE T ENSERAEE
1, TREN], ARV BREMITENSRSE, REEMRE].

7.4.1. TEITEN SRRV SRECE M 2 (7 B X 5]
MachineSet X[ Rk 7 5 =kl 25 N X I OpenShift Container Platform 7 5%,
MachineConfigPool % &t MachineConfigController 414 1E F+ 21 12 E X FF IR EIHIIR S,

MachineConfigPool *f & fu 1 Fa /- B & d0 el 45 2 v FA B 23 B & Stk R B9 OpenShift Container
Platform 7 s,

NodeSelector ¥ &7 LL# — 12| MachineSet X RB98| BE#,

7.4.2. Fohif BRITENSSR
BT BN BRERRMSIMRLIZ LG, EAUFHT BRI EAZBRE.

XMEES£ATM. RERFETHEMRMARRMER, BEXN. AFESFNEMRNLREEITE
&,

FoRFMH

o 7% OpenShift Container Platform %£2£#] oc #3517,

e LIEA cluster-admin I [RHIFE - &5 &% oc.

L BITU TS, EEREPIITENS !
I $ oc get machinesets.machine.openshift.io -n openshift-machine-api

1T ENZRELL <clusterid>-worker-<aws-region-az> 9251

2. IZfTEA T, EEREFPHIITENES
I $ oc get machines.machine.openshift.io -n openshift-machine-api

3. BT TS, EEMREITENS DXEER
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/nodes/#sno-adding-worker-nodes-to-single-node-clusters-manually_add-workers
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4.

B7E RERRHES

$ oc annotate machines.machine.openshift.io/<machine_name> -n openshift-machine-api
machine.openshift.io/delete-machine="true"

ZITUU T e B3Ry BITENERE

15
$ oc scale --replicas=2 machinesets.machine.openshift.io <machineset> -n openshift-
machine-api

=

HE :

I $ oc edit machinesets.machine.openshift.io <machineset> -n openshift-machine-api

R
AR AR FLLT YAML SR RBiITENZRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI BRI BN, FRLILoHLUEHISGT AT A,

BE

RMINERT, VSRR Z R SEAENS 2T R, BRRINE, ERELE
ERT, WERECE T pod FETFIE, BFZERIFAIRETTIEMTN, MRPFZEHREFKR
WL, M BRI BR TR ARSI PR AL 25

f&A LLR T E4 E ML 2R £ 3E A% machine.openshift.io/exclude-node-draining 3
Bl HEZ2 1T R

ETUT S, BIEHRAT NS

I $ oc get machines.machine.openshift.io

7.4.3. IT B2 EMPRERRS

Random. Newest # Oldest & =X #FHIMIFRIED, BKIANEN Random, FR7ET BitENLZREBENL
EEFMIERYLZS. BB ERITENSRE, TLURIEAAIZEM RS

spec:

deletePolicy: <delete_policy>
replicas: <desired_replica_count>
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T BRIRIE 24t 4, BRAET 7EHE X H125 L7 I0 machine.openshift.io/delete-machine=true ;¥ 23k
18 E MR MPRAI L2

BF

FINER T, OpenShift Container Platform 28 Pod ERZBIE worker £, HTFERHZRE
ZnHEEBETRE (S1F Web 2H18) , FRIELEFNE T EBHEE Pod, BINEFREN
worker ITEH2RET B’ 70,

NFRBEREE T RIZITHAL, ALERBESGTIENSE, 7 worker iTEALZR L6
i, PRI BRI LRSS, IXAIB AR S5 4R T,

7.4.4. QI BINIEBSE HE T kS

R LUH SR pod ERBIARESE R T RS R LIRS, MR OIRIATE pod REIZI%F
T /o

FRERSEE T SRR, MREEERDOE pod OpenShift Container Platform &4 BRIATT si5k1%
2NINE pod, FHFZ pod HERIEBLEIF ST Ko

&w L i 25 Operator BE X KR (CR) REESESEH T REFES. BURAT R, 1TEH

BRFNNBEERNIRE. FIRERMETTENRRTHRRT SIFENE, FTKREFZNE, MR
TRIHEEN, HMET /RN SBRENITETRRE,

% -

& LUAE pod FRINEIAN RO/ (EXT, BR, BITEN—DNBAMERINARENE,
i =
A INBR RS BESE R i8S -

1. YRR Operator CR MAZINBRIABISEBEE B 17 s 28

I $ oc edit scheduler cluster

HEAT [REFESRMERZRF Operator CR =fl

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
mastersSchedulable: false

‘) S L <key>:<values W 0T Sk,

SR ERE, HEFEHTE openshift-kube-apiserver 1B A pod, X ATREEE /L],
RESEHEE pod &, RINMEESEHE T REFSRFTEN.
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2. ﬁﬁﬁl—]‘%*ﬂa%ﬁ%_ﬁ *%%E ,\7 7'7T~', \//J\\j.‘”ﬂ:T/c
o HAEQIBTRE, ERAITENSBERRAITENFIEEENT RIRNINIRE

a. BITULTFGS, HRZERINE MachineSet X &/ :

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

ey
$ oc patch MachineSet <name> --type='json' -
<value>","<key>"="<value>"}}]' -n openshift-machine-api 0

ﬂ BRI <keys/<values X,

a0 -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

B
ISR AR LA YAML @B 2R E T RINRE

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S B RIEI % S ERINE] MachineSet X/ R :
flan :

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet %} &l

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

spec:

template:
metadata:

spec:
metadata:
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labels:
region: east
type: user-node

c. BUMERHZEOHY BT RXEMBES ZITENREXRPNT A ¢
o -

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

d. T REEFH A AN, #H oc get R RIEIZIFERE EARMEIT R
I $ oc get nodes -l <key>=<value>
4N -

I $ oc get nodes -I type=user-node

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.29.4

o EEMAT RN

a. AT m%iE Node X5 :
I $ oc label nodes <name> <key>=<value>

flan, EEHNLT T RIRIIIRE

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east

TN
AR AN LA YAML k@ T S iRinirng -

kind: Node
apiVersion: v1i
metadata:
name: <node_name>
labels:
type: "user-node"
region: "east"

b. {#/ oc get BRI EREERMEIT = :
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I $ oc get nodes - <key>=<value>,<key>=<value>
flan -

I $ oc get nodes -I type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.29.4

7.5. {#F WORKER £ RECBEEIRE = E RIMERHER A E M

MRKHEEANFERRIENIT TEAN, MITTURHEERERINEE, UBRSELHNERLHN
fREM. FRHEEARFERTN—ISH, ZSBICRE—DIXHEH, ©EFT Supervisory HF2EEUA
SHAEBRERNZITRRNENSE, NER—ISEITULUAE, IHENARRBERFE,

Kubelet 2124t 5 £ B2 TIRRBIEE S, Kubelet 5 OpenShift Container Platform &8 BIRRA T/
mXBIRS(E, Kubernetes Controller Manager (kube controller) 2ii\ & 10 #HZEURASE, 1R kube
PRI TT AT MR SE, eRERBNNFFEERSLZT R R. RAITHE

1. control plane _EBYTT s34 17 BRI E#TH Unhealthy, F#3X77 :X Ready RIS IRIC
4 'Unknown's

2. Ak, FERFRIEIERN pod FEENIZT R,

3. Node Lifecycle Controller 71 T —4 node.kubernetes.io/unreachable i5 =, T mEH
NoExecute 3£, HRINERPHEHET = EREA pod HITIRER,

MREHMB RS EINIER A, LEHEEMGNGHET RN, ITHAREREMRRE, EELER
T, Kubernetes Controller Manager R BE = H ML HEIR T MAZER B T R E#7. Kubelet &M =
IXBR pod, BT RALFREBRIR.

FR XA, A LAER worker ZREIES A kubelet #1 Kubernetes Controller Manager ZEH4T
BFAISHRESEHIR, NRELRFEEA worker 17 SRIAIEIEMLEIEIR, worker T & B A F&IE
KT, XNHAREBFEEATLIERE T,

orker SERFLERAETIE LHN=HEE, ©lFALLFMALKIE, DIRHISEEFXIEIMAIER

XL w
PATE MY, B AEEFITERUERREE,

BRI AR EEHNEE worker TIRELESR, HELINERFMLHBIERIG N,

7.5.1. T fi# worker #EIREZE S
worker IREEBE T HEN TR, SIEL T FAFLHSEBEH, LILHXLEREDSEZE node-
status-update-frequency. node-monitor-grace-period. default-not-ready-toleration-seconds #I

default-unreachable-toleration-seconds, ;X LE5 AT L1 & {8 FA X L (H Skt i i) 52 BT 1 3R (7] S B i o7
MESFBEREME,

- .
PXFFHREXLESY, SRRETERSTIRFNEE L.
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G worker IEIRECBEBEBLLTSE :

node-status-update-frequency
1B kubelet 11 IR L E API IRS5ZRHIITEK,
node-monitor-grace-period

187 Kubernetes Controller Manager fE 11 S NMER RIS FBEFAUNTE (AR NEBAD) , FHIF
node.kubernetes.io/not-ready =X node.kubernetes.io/unreachable 5 s RN E 7 s,

default-not-ready-toleration-seconds

EEEMCT SAEEES, Kube API Server Operator £ Mi%T7 UK B& pod BIZEEFAOAT A (LAY R B
i)

default-unreachable-toleration-seconds

EEET RTEVIAE, Kube APl Server Operator FEMIZ T 52 9KB& pod BISEERURT IR (LAFD H
i)

LR Operator Wi worker 3E1RBC & 5 #Y 5 e FHAE L e &

® Machine Config Operator (MCO) B #T worker i =2 _£#J node-status-update-frequency &

® Kubernetes Controller Manager BT control plane 77 s £ #J node-monitor-grace-period =

o

® Kubernetes API Server Operator B#T control plane 7 52 £ #J default-not-ready-toleration-
seconds # default-unreachable-toleration-seconds %%,

BARNBEBERSHIBE R TFTHLUES I/, {H OpenShift Container Platform 2 N BEILLBE S
R R IR R D EM worker IEIREEEBSR., LATERD A T =1 worker ZEIRFERES -

2R\ worker ZERECESE

& Default BB, & Kubelet & 10 ¥ E#H H KT (node-status-update-frequency), Kube
Controller Manager & 5 #12% Kubelet B91X 7 (node-monitor-grace-period),

1EI0N Kubelet ~EREHI, Kubernetes Controller Manager %% 40 #LUKERRH Kubelet IR
BH, MREAET BT Kubernetes Controller Manager BIFE IR, ©RFEH
node.kubernetes.io/not-ready =k node.kubernetes.io/unreachable /5 =FriC T s, FIKFRIZT =
L8 pod,

INRIZT m LM pod E45 NoExecute /55, il pod 2181 tolerationSeconds jz217, #1R pod i&%H
15 M, ©E 300 M #IKER(default-not-ready-toleration-seconds #1 Kube API ServerfJ
default-unreachable-toleration-seconds % &),

profile HEr BH A
Default (BRiL) kubelet node-status-update- 10s
frequency
kubelet node-monitor-grace-period 40s
Controller
Manager
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Qﬁ-#

Kubernetes
API Server
Operator

Kubernetes
API Server
Operator

h Y worker ZERECBE

S (i1
default-not-ready- 300s

toleration-seconds

default-unreachable- 300s
toleration-seconds

INERMLSIE R EEME, I{EA MediumUpdateAverageReaction EZE 4.
MediumUpdateAverageReaction B2 B 4> T kubelet BHHIE A 20 #, FHIF Kubernetes
Controller Manager S #F X LB ETRINF AN 2 D80, %77 B LB pod IXIRRAEIA DB 60 7,
fNR pod £ tolerationSeconds &%, NIKRraFRFZSHiEENRE,

Kubernetes Controller Manager 5% #F 2 ¥ A, FRINAHT KRAER. H—2ME, Wil

E=y =L

profile HHF

MediumUpdateAverageReaction  kubelet

kubelet
Controller
Manager

Kubernetes
API Server
Operator

Kubernetes
API Server
Operator

{& worker EEREEE

S i1
node-status-update- 20s
frequency

node-monitor-grace-period 2m

default-not-ready- 60s
toleration-seconds

default-unreachable- 60s
toleration-seconds

INRMLLIEIRIEE S, 1H#H LowUpdateSlowReaction Bl B4,

LowUpdateSlowReaction B2 & & kubelet BRI N 108, FIF Kubernetes Controller
Manager FFX LB HTHIN R BN 5 98, 1% T m LM pod KRBHARHE A E 60 7, WIR pod B
& tolerationSeconds S, NINREFRIZSEIEERREEE,

Kubernetes Controller Manager TEIN N T R MRRRISFRF S5 98, H—2ME, WRiIERE.

profile A

¥ fH
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profile Hr BH A
LowUpdateSlowReaction kubelet node-status-update- m
frequency
kubelet node-monitor-grace-period 5m
Controller
Manager
Kubernetes default-not-ready- 60s
API Server toleration-seconds
Operator
Kubernetes default-unreachable- 60s
API Server toleration-seconds
Operator

7.5.2. {FFFIE K worker IEIRFCBEE

EBEN worker TRELBRE U EMLLIER, 1545 node.config & RUUKINEC B SR LT, LR
D, S AR B AL E &,

IR — RIS EN—1 worker JEIREEEE., 540, ,.Jﬂ:/il_?%M Default Bd E & E|
LowUpdateSlowReaction worker ZERECES., AT E 5EM Default worker IEIRECE R E
MediumUpdateAverageReaction B2 &%, SAEFHE#Z] LowUpdateSlowReaction, [Eff, iR[OIZE|
Default BB B &N, MUMEEMERBEREREIPEES, AEHE Default,

;h

=
% B AT LATE R % OpenShift Container Platform SEE¥H B E worker IEREC B &,
iz
TS EIARY worker FEIRERE SN :
1. worke worker IEIRERES :

a. 4w’ node.config &4 :

I $ oc edit nodes.config/cluster

b. %10 spec.workerLatencyProfile: MediumUpdateAverageReaction :

node.config X R~Hl

apiVersion: config.openshift.io/v1
kind: Node
metadata:
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annotations:
include.release.openshift.io/iom-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"

creationTimestamp: "2022-07-08T16:02:51Z2"

generation: 1

name: cluster

ownerReferences:

- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb

resourceVersion: "1865"

uid: 0c0f7a4c-4307-4187-b591-6155695ac85b

spec:
workerLatencyProfile: MediumUpdateAverageReaction ﬂ

#...

ﬂ e EH worker IERFHE,

PEEREEN A, 81 worker T S EMEHEHAEZA,
2. A% SO worker EEIRERBE -

a. 4w’ node.config X4 :
I $ oc edit nodes.config/cluster

b. ¥# spec.workerLatencyProfile {E5 X7 LowUpdateSlowReaction :

node.config X} <4l

apiVersion: config.openshift.io/v1
kind: Node
metadata:
annotations:
include.release.openshift.io/ibm-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v1
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
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workerLatencyProfile: LowUpdateSlowReaction ﬂ

#...

ﬂ 8 EF FAE worker IR FKEE,

BEE RN, B worker TR LRI RIRER,

o LA T REROE Ready SN, MAILMEALI T4 EE Kubernetes Controller Manager
LIERMNAE -

I $ oc get KubeControllerManager -o yaml | grep -i workerlatency -A 5 -B 5

it Bl

#...
- lastTransitionTime: "2022-07-11T19:47:10Z"
reason: ProfileUpdated
status: "False"
type: WorkerLatencyProfileProgressing
- lastTransitionTime: "2022-07-11T19:47:10Z" ﬂ
message: all static pod revision(s) have updated latency profile
reason: ProfileUpdated
status: "True"
type: WorkerLatencyProfileComplete
- lastTransitionTime: "2022-07-11T19:20:11Z"
reason: AsExpected
status: "False"
type: WorkerLatencyProfileDegraded
- lastTransitionTime: "2022-07-11T19:20:36Z"
status: "False"
#...

ﬂ EERERRKNAHEE.

ENFPEEES NI, HERINLNF, %HE node.config XK, 3HIF spec.workerLatencyProfile
SHUKE NS HME,

7.6. 512 CONTROL PLANE #1323

control plane #2355 5 control plane N33R ERIIEE, S5 HITENSRIRERITENGRERE, £iFL
B control plane #2335 R0 A MR #IE R SEBUR F IR = H S A F1 & L 4EH) OpenShift Container
Platform frRA&, MNFJTELELR, 1ESHFIAEA control plane Hl23% .

7.7. NEFIME QB EMIEEIN 2R

R LA — M EN SRR AR CUTE MR H AN ES, MFIAEEE. ERBIBTRER registry
MAHRTFREENMLEE, XEEMBRANEFTRBITE NS ITIMER R S,
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B7E RERRHES

EEFHES, BUEREED=MTENRERBYEMIBEMEHE, OpenShift Logging 1 Red Hat
OpenShift Service Mesh £83& Elasticsearch, XHFE=NMLHIREEFRENT =L, JXEB%'J—'T%B_IM‘*BE

AR AR E A AY. RUNREFZ="TRNTENRE, BNTHARBE 1. TEF
ZANHARNERE Azure Xig, o] LA A AMEERBRS T H M,

B R EERT m U R AR MR T R LIS TRA GRS, WS OBEMREE,
ZOREMBT R, EALERISE, N EOBRNE, REASEE.
BXAATXERRONSETS, H5H N RRNEUESE,

SRS R T AR SR R A BURRS ELHR4H ¢4 2 5 31 OpenShift Container Platform {8 F8 12572 1555 46 T
HEHE R BB IZINER T R

7.7 QI ITENZRE

PRT RERFUZITENSREN, OO A CRRISEREEFERNRE TN ERISTER
o

FeRE M
o ERZE— OpenShift Container Platform 52%,
o % OpenShift CLI (oc) .

e LIEA cluster-admin I [RHIFE - &5 &% oc.

Pt
1 Q-1 a2ITENFEEE TR (CR) RAIBIH YAML XX, FHRHGEN

<file_name>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

2. Wik MMREFHEENBFEFRXEWNNME, EITUMEEPRENAITENSRE
a. BIIHERTNITENSEE, HsTUTHS

I $ oc get machinesets -n openshift-machine-api
i Bl

NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. ZEEBREIENHZEBE LKR (CR) BEH, HZTUTHS :

$ oc get machineset <machineset_name> \
-n openshift-machine-api -o yaml
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it Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role> 9
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6

SERFE SR ID,

®9

N =R

-

SNFEARFESNEMIEEWIER, 1TEY2E R 8202 worker
A infra 284125,

{9 T EHELE CR B9 <providerSpec> MO HHEREHETFELSM, BX CR
<providerSpec> SHMELER, HSH ML EITENZRXE CR EERHA.

3. BT T4k 0IZ MachineSet CR :
I $ oc create -f <file_name>.yaml
o ZITLATE T, BEFITENSEEIIK

I $ oc get machineset -n openshift-machine-api

i Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-infra-us-east-1a 1 1 1 1 11m
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agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LEHIITENBRE R AR, DESIRED 1 CURRENT MI{ERILES, 1R compute HERERA
A, HERL2, REBRIZITHT,

7.7.2. QIR EAHERM T =

BF

HEH N RERER B &HEMBRIIME O EMRITNE%E, FOHE control plane 77 = H
W25 AP EIEMME AR OIZEMRITN K.

SENEMBEHRG (BFH infra Tm) WERSHER. REFEFRP control plane #1 worker 7 52
REER. Worker 17 = A LB FRIC IR E N EMEEN T msk N ARERF (HF5h app )

AR

1. EIREFTHNARRTT KRB worker T RN -

$ oc label node <node-name> node-role.kubernetes.io/app=""

2. MIEETTHERMET B9 worker T RIRINFRZS :

I $ oc label node <node-name> node-role.kubernetes.io/infra=""

3 REEXTRIEEEESE infra A&k app AR :
I $ oc get nodes

4. QIBFCABVSRESE T mukfEdR. BOAT mukiEas N A ETER A 6 & 22 (A P 8IRHY pod, X&E
B—"15 pod EAEMINE T mLFRXENRE, XRHHMNRE pod BIEF2R.

BE
INRBIAT RUAFERH S pod IRZERVEEAZE, NIARSNARIAT RIEFESR.

BE, TEXEBEAERXSH pod DR/ FEBRINT SERFESR, B0, 2 pod
MRS IXB N AR T mAE (40 node-role.kubernetes.io/infra="") Ff, %
BN AR BN EN T RAE (40 node-
role.kubernetes.io/master="") AIBER 5 pod TEVHE., HIL, FRRIAT =k
FREBANFET RABNE/ND,

AR LA T B T s i 28 St R SR RSO Y s R AR B2,
a. YwE Scheduler ¥ :

I $ oc edit scheduler cluster
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b. {#FE YT SIEFEER RN defaultNodeSelector FE% :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
spec:
defaultNodeSelector: node-role.kubernetes.io/infra="" ﬂ
#...

@ TR RIERMARIT R EEBE pod,

c. RITFEXMHLUGERZ LR,

HUAE, SR LU RS BRB BT RCH infra T,

HinBR
o AXUMMAEE R 1T R LUB R EESCH T RULFISRHRIIEE, HSEUIE T RIS,

7.7.3. W E MR 25 0 B 25 Bl Bt
MRFELMRUNBEECRRE, LGB —A infra i,

BF

FOZ-IRANBE LEHRERN, MRe(]I5IRR—x4zHT, NERMAE X
BN R BEHERIAR worker SBEZE,

. AEESER N EREEM infra 17 S BT SRR :

I $ oc label node <node _name> <label>

I $ oc label node ci-In-n8magwr2-f76d1-xscn2-worker-c-6fmtx node-role.kubernetes.io/infra=

2. Q28 E worker ABFMBE LA BF I SFEELFERNYAFRER

I $ cat infra.mcp.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:

name: infra
spec:

machineConfigSelector:

matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]} ﬂ
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nodeSelector:
matchLabels:
node-role kubernetes.iofinfra: " @)

ﬂ whn worker AEMBEE X AR,

Q SRR IR ZE 7 nodeSelector FRANEI T &,

B E Y HEEE M worker R4k AN BRECE. B E BEREME ST worker it
FINBRECE, (B8N T EB UGN B E M ESR e, BT EE GEM
worker StEARAEE R, *f worker A {F A Bt R E E i,

. BREYAML X5, EELIOEYSBEE
I $ oc create -f infra.mcp.yaml

. RENGREE, MAREMIEIIEERDD :

I $ oc get machineconfig

i th o Bl

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION CREATED

00-master 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

00-worker 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

01-master-container-runtime

365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

01-master-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

01-worker-container-runtime

365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

01-worker-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

99-master-1ae2aie0-al115-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

99-master-ssh 3.2.0 31d
99-worker-1ae64748-a115-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

99-worker-ssh 3.2.0 31d
rendered-infra-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 23m
rendered-master-072d4b2da7f88162636902b074e9e28e
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-master-3e88ec72aed3886dec061df60d16d1af
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-master-419bee7de96134963a15fdf9dd473b25
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-master-53f5¢91¢7661708adce18739cc0f40fb
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365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d
rendered-master-a6a357ec18e5bce7f5ac426fc7c5ffed
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-master-dc7f874ec77fc4b969674204332da037
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-1a75960c52ad18ff5dfa6674eb7e533d
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-2640531be11bad43c61d72e82dc634ce6
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-4e48906dca84ee702959¢71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-worker-4f110718fe88e5f349987854a1147755
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-worker-afc758e194d6188677eb837842d3b379
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-worker-daa08cc1e8f5fcdeba24de60cd955¢cc3
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d

M IZRBE—NHRNEESE, A rendered-infra-* 5145,

5. \i% : EREXNBE GEMNER, HURBR—MIREE, ZEEEFEHEBE CEEFRMENITE, 1m0
AP FRH infra, HEE, XT2RIM, EREFENEFIRIEW, X, ETURNEBEET
infra T MBVEI B E LERE,

pa =

BIREHHREME NS, MCO 2MLBER—NHNSINEE, LRI hERE %
A B 2R DR RS B

a. QIENREE :

I $ cat infra.mc.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: 51-infra
labels:
machineconfiguration.openshift.io/role: infra ﬂ
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/infratest
mode: 0644
contents:
source: data:,infra

ﬂ SRR IR ZE ) nodeSelector FRANEIT &,
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b. fFHRECE N FAE infra-labeled 77 :
I $ oc create -f infra.mc.yaml
6. NG SRRERTA :
I $ oc get mep
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

infra rendered-infra-60e35c2e99f42d976e084fa94dad4d0fc  True  False False 1

1 1 0 4m20s

master rendered-master-9360fdb895d4c131¢c7c4bebbaec099¢c90 True False False
3 3 3 0 91m

worker rendered-worker-60e35c2e99f42d976e084fa94da4d0fc True False False
2 2 2 0 91m

EARBIF, worker T m#R N — infra T m=o

H At B
o MFAREBELHADH infra NBNELSER, BSHGEANGEERITT REEEHE,

7.8. JEHERIY T R ECHl 85 1 E BTIR

EOIE T EMZRNERER, worker #l infra B NN BEFH infra T, BF infra BB8NTRAS
1 AIZITEMERR R A S8, BENEHR A T worker A,

B, %79infra TTROE worker B&HT, A TENEATRERESENMOES infra TR, BB XFE
S, BRI R AR infra TR, FOUEEEHE pod N ARRR,

7.8.1. {75 AN A RIPE ERZRI T R T 1%,

MBREBAE—NDET infra #1 worker B &R infra TR, EBUWIEEZ TR, UWERNNESERF TER
i‘—FﬂZo

BF

BIURIRE B infra T BB infra,worker /7%, FEREAMARESER T/
MR R, MRMT SRR worker 175, BFAlE—PEE R EE

B, XA BEHE MCO REEiHT BB master 5 worker LUABIFR T i, SNRATF
EEFBRE UM ENBE U, 48 worker P& BT 81 ERIA worker A 25ECE S &R 7
=, infra ITE5EEEE, STETHEZE

FoRFMH

® 7£ OpenShift Container Platform 5 E¥ B B X4+ B0 MachineSet X &,

AR
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1 @ infra T RRINTGRUBEER ERER A TEME

a. METREEREIR

I $ oc describe nodes <node_name>

Ll N
oc describe node ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Name: ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Roles: worker
Taints: node-role.kubernetes.io/infra:NoSchedule

A ERTREBG R, B UET—FHhREME pod HIMER,

a5
b. MRMEILEBERETT R IEEE EFER -~ TEME :
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
Buan -

I $ oc adm taint nodes node1 node-role.kubernetes.io/infra=reserved:NoSchedule

B
AR LA AL T YAML SEFRINTS &=

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: node-role.kubernetes.io/infra
effect: NoSchedule
value: reserved

ABI7E nodel EE— 1 node-role.kubernetes.io/infra B/5 =, i5m2
NoSchedule. £7%5 NoSchedule effect 8977 R {AE A VF1%I5 =M pod, BRFIAE pod
MR RNZ T R L.

AE
NREF descheduler, NiER T 11 =I5 =M pod AT EER MEEFIXER,

c. IIN# A NoExecute Effect B9i5m, AR Lk A NoSchedule Effect B975 s
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I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 node-role.kubernetes.io/infra=reserved:NoExecute

B
AR LA AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: node-role.kubernetes.io/infra
effect: NoExecute
value: reserved

ABTE node1 ERE— N node-role.kubernetes.io/infra B9/5 5, 552
NoExecute, & NoExecute R R{LAERITFZI5 =M pod, ZMRFMEBILE
BRET R MERIERIIA pod,

2. NEEinfra TR LFAERN pod EBBRMAEMR, MEKMES. registry MIRIET %, 7£ Pod X
KB RRMUATREG :

tolerations:
- effect: NoSchedule ﬂ
key: node-role.kubernetes.io/infra 9
value: reserved 6
- effect: NoExecute ﬂ
key: node-role.kubernetes.io/infra 9

operator: Exists
value: reserved

EERINET RERE XI5 BV {E,
ANINE T REIRR,
EERIE T A,

187 Exists Operator, BAZ X1 R ELFE— M E# 7 node-role.kubernetes.io/infra #J
15 R

SO 99006009
?g[;

EERINET RBREE XI5 =B {E,
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AR ES oc adm taint 5 0JEM)5 R ILE, EALEREMN pod JLLJHEE infra TR L,
AE
FAREZREWF BT OLM R Operator B Pod # % infra T m. 5
Operator Pod BIRE NEURF & Operator AL E.
3. FEAFERRFE pod FEE infra T, FIBIESH 25 TR LH pod KEHISTHY,
HibFiR
o METHMEXRN pod HEEIT RNER, ESHMFERHERFIZS pod ME

7.9. FFHRB B A SR 255
RIERT, CHENTENET HLEREMPHHE Tl IBECURNEMBINSE,

7.9.1. %o A8
EAT LR R SR Pod BBE TR ENESES, BIMERT, pod BEE worker T8,

SEREH
e 7f OpenShift Container Platform &8 hE BB 1T BN 2S£,

ff

L=

S

1. BEKHES Operator #J IngressController B E X %R :
I $ oc get ingresscontroller default -n openshift-ingress-operator -o yaml

mEBHRUFLURA :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: 2019-04-18T12:35:39Z
finalizers:
- ingresscontroller.operator.openshift.io/finalizer-ingresscontroller
generation: 1
name: default
namespace: openshift-ingress-operator
resourceVersion: "11341"
selfLink: /apis/operator.openshift.io/v1/namespaces/openshift-ingress-
operator/ingresscontrollers/default
uid: 79509e05-61d6-11e9-bc55-02ce4781844a
spec: {}
status:
availableReplicas: 2
conditions:
- lastTransitionTime: 2019-04-18T12:36:15Z
status: "True"
type: Available
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domain: apps.<cluster>.example.com
endpointPublishingStrategy:
type: LoadBalancerService

selector: ingresscontroller.operator.openshift.io/deployment-ingresscontroller=default

2. Yw%HE ingresscontroller %R, FH X nodeSelector LAfE A infra #7355 :

$ oc edit ingresscontroller default -n openshift-ingress-operator

spec:
nodePlacement:
nodeSelector: ﬂ
matchlLabels:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 750 nodeSelector %1, FH X NERFERERINAGNE, EaILUREN T RIBEEHN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 77

KRPFMTITR, EERMCENER,

3. HHIAKH2: Pod 7E infra 17 &2 L1217,

a.

HEEBE Pod FIK, FHILTIETEIZITH Pod B9 AR

I $ oc get pod -n openshift-ingress -o wide

it Bl

NAME READY STATUS RESTARTS AGE

NOMINATED NODE READINESS GATES
router-default-86798b4b5d-bdlivd 1/1  Running 0 28s

0-217-226.ec2.internal <none> <none>
router-default-955d875f4-255g8 0/1  Terminating 0 19h
0-148-172.ec2.internal <none> <none>

EARFIG, EFEZITH Pod fiIF ip-10-0-217-226.ec2.internal 17 5= L,

BEIETZITH Pod BT s -
I $ oc get node <node_name> ﬂ

ﬂ 18 E M Pod FIFRFKSHI <node_name>,

i th o Bl

IP NODE
10.130.2.4 ip-10-

10.129.2.4 ip-10-
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NAME STATUS ROLES AGE VERSION
ip-10-0-217-226.ec2.internal Ready infra,worker 17h v1.29.4

MTFARIIKREE infra, FEIk Pod FEEMBT R LiZ1T,

7.9.2. BB registry

REERCE registry Operator, MMERHE Pod EEZIHMTT R,

SeRFH
® 7f OpenShift Container Platform 5£EfFhEC BRIA BT BN 2R 5.

ff

L=

S

1. &% config/instance %R :

I $ oc get configs.imageregistry.operator.openshift.io/cluster -o yaml
i Bl

apiVersion: imageregistry.operator.openshift.io/v1
kind: Config
metadata:
creationTimestamp: 2019-02-05T13:52:05Z
finalizers:
- imagereqistry.operator.openshift.io/finalizer
generation: 1
name: cluster
resourceVersion: "56174"
selfLink: /apis/imageregistry.operator.openshift.io/vi/configs/cluster
uid: 36fd3724-294d-11e9-a524-12ffeee2931b
spec:
httpSecret: d9a012ccd117b1e6616ceccb2c3bb66a5fed1b5e481623
logging: 2
managementState: Managed
proxy: {}
replicas: 1
requests:
read: {}
write: {}
storage:
s3:
bucket: image-registry-us-east-1-c92e88cad85b48ec8b312344dff03c82-392¢c
region: us-east-1
status:

2. 4w’ config/instance X & :
I $ oc edit configs.imageregistry.operator.openshift.io/cluster

I spec:
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affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- podAffinityTerm:
namespaces:
- openshift-image-registry
topologyKey: kubernetes.io/hostname
weight: 100
logLevel: Normal
managementState: Managed
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 70 nodeSelector %1, FH X NERFERERINAGNE, EaILUREN T RIEEHN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 77
=mBRINTIEE, TERNTCENER.

3. JIE registry pod B EEMIZEM T M.
a. I1TATF a4, LURA registry pod FRFEBI T &
I $ oc get pods -0 wide -n openshift-image-registry
b. HINT REREIEEMIRE
I $ oc describe node <node_name>

EEGSHEH, F#IA node-role.kubernetes.io/infra 57 LABELS %3k A,

7.9.3. Bo MR R

ViR a S % MY, 8 Prometheus. Thanos Querier ] Alertmanager, Cluster Monitoring
Operator B LMK, B RIERMELEFEEINEMEET R, EAILOIEFHN A B E LA B,
i =

1. %i%E cluster-monitoring-config EdEML4T, FEE X nodeSelector LAfE A infra 1% :

I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:

143



OpenShift Container Platform 4.16 ZZ5AE

config.yaml: |+
alertmanagerMain:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusK8s:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusOperator:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
metricsServer:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
kubeStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
telemeterClient:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
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value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
openshiftStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
thanosQuerier:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
monitoringPlugin:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute

ﬂ 750 nodeSelector %1, FH X NERFERERINAGNIE, EaILURE N T RIBEEHN
&, A& ERA nodeSelector S <key>: <value> X}, NIRRT infrasructure 7
=mBRNTIEA, TERNTCENER.

2. MBI pod BEFNLER :
I $ watch 'oc get pod -n openshift-monitoring -o wide'

3. MRAMEERE infra TR, HMERTHXNHEHHER pod:
I $ oc delete pod -n openshift-monitoring <pod>

B pod BIZAHE infra 7 /=t B 0%,

7.9.4. #%hBEICTE KR
BB BEILEEENES, HE -
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o R RIEFHBIIATILTHIR

o (AT RMAMREZLF BEILK pod KB

7.10. X FEEBITE

SEB Y B VI% OpenShift Container Platform 29K/, LUHRHYFIMNEEE R, ©FEH
Kubernetes IE NI BAME S BUERIREMBMER, MAXMERRNMRU T EIRHEBNNTR, £i¥
BIEHSERESCRRNEN, T5RENM AL EHERXE,

L HTFHRD BT EEEM AT worker TR LR pod B, EERZEFH—DTREHRIBEFK
B, SEETT BRRIBMEFHNKN, KEEVT BRFRMER RGBT EHEEBRS,

SEETY BRITESEEPE T R EMAE. CPU M GPU, BIEFEREIE control plane 17 f, iXLE(H
FARHAITENSHE, SIRENMNEHPMERERENRSE. M, MRELXESRANEFERRERE, £HE
P BRETEYIINGEREN SEERFNMETR. AR, ZITERTHREERRBEYT BEEEERRM

BE% worker BIEHNAE,
BE
MIRIEFTEIER ClusterAutoscaler TR E X A#) maxNodesTotal (ERH K, RLUHRE

HTEEHRTRINELE. WEBMESE control plane HlLEEHEHE KX AT R ERH 2
e,

BRI10®, EHEVT REINEEHDIFTENET R, HBREl]. MRHRBUTRY, £EEHT
BREZEEMFRET =

o THRFEARBKTEENT R FAERLFBE, T RERRIHZIERWFTREHM, HOERLT
SRR S, MNRMEETE ClusterAutoscaler B E XK RPISEE, EHET BEFHAR
IME 0.5, X TF 50% BF AR,

o KBV BALUNT = LiZ1THAE pod BEIEMTT =, Kubernetes AERFMNHET RL
VI pod,

o KAV BEBHHEREM,

MR R EFEUTEEY pod, £EBIT BARMBRILT R -
o EH[RFIM pod FEFHIE (PDB) B Pod,
o IR R LiZ1T8 Kube 5T Pod,
e %% PDB =X PDB Rt X558 Kube 4% pod,
o TERITHIBITRIIFMN Pod INEE. BIAEHEREE,
o BHFARMFMHER Pod,

o ANBMZHIR., TREFESRIKEELARANELENRXFKEEFERRAMIEEREHEMMEDN
Pod,

e BXH "cluster-autoscaler.kubernetes.io/safe-to-evict": "false" ¥ fiZ#J Pod, [RIEEMftHLEHR
"cluster-autoscaler.kubernetes.io/safe-to-evict': "true” ;* %,

flgn, EE L&A CPU BRIEIXE S 64 1A%, HEERHENT REENENUERESR 8 MR
2o SIRIEHVEREEM 30 NI A, KRBT BAKRZHFMESR 32 PAKN 4 M=, 621,
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MREERFEDT &, NHEEHHERARE :

o RNEEEEBUMUTEN BETRAFNT R, B—TREVWAET REGHERNEENIRE,
FEIZTHERBIRSE Pod.

o IEEEAMH Pod BIIEK,

o MRFEFILE Pod BT IRMIFR, HECEE XY PDB,

o MNEHWIRMAERAMEW K, Y IHFERENREAT M.

o RNEZTEMYKRABDT BER, FiRTRUMERERHNET B,

pod BB & (HPA) MKHBIT BRURNENARNBRERHIR. HPA RIEHATE CPU MEER
HMENBEENE A, MRNEIQM, HPA KOIBFTHEIEX, TRERFTHANKREMM. MRZER
BHER, SEBIT BRRNMEIR, LUE HPA G2 pod ATLLZIT, MR EED, HPA RfFIE—L&
BlE, MRIEBRESBELTRABRETIRENZE, FEHEVT BEMBRTLERNT =,

SHBVT REEE pod AR, MREFFXBRBHHIR, N"Pod (LFEHFNIE & ThEERIARIFIL LA
FE Pod, BB REWEREFEAIZITE Pod FEMR, NHRXNNINEE, SEHETT B
E—MUANB LR, ETUERLESIERECRARE"RATM N Pod, ENFRERFET EE
MER, mEMNERR&ARRNIZT,

MEIEFEILER Pod T2 SRERHT RIPAILER M. RETRRINF T RKIZ1T Pod, FHEA
BERMBRIZITIXEE Pod BT s SRR IR BEIR,

SHAT BRXFEH LENES APITA,

7101 KB BT BHRIRE L
Itt ClusterAutoscaler FHREE X TR T E£2 B BRMSEIRGIE,

apiVersion: "autoscaling.openshift.io/v1"
kind: "ClusterAutoscaler"
metadata:
name: "default"
spec:
podPriorityThreshold: -10 ﬂ
resourceLimits:
maxNodesTotal: 24 g

memory:
min: 4
max: 256
gpus:
- type: nvidia.com/gpu ﬂ
min: 0
max: 16 g
- type: amd.com/gpu
min: 0
max: 4
logVerbosity: 4 @
scaleDown:
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90090909060 O 9

OO0 9
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enabled: true @
delayAfterAdd: 10m (B)
delayAfterDelete: 5m @
delayAfterFailure: 30s @
unneededTime: 5m @
utilizationThreshold: "0.4" ()
expanders: ['Random"] @

187E Pod /B Wi — (LR F BELL N AR BT BEBEL T a, BIA— 32 (12
i, podPriorityThreshold (%5 &S %S Pod B PriorityClass {Hi# 17 HL#,

EEEMENRAT R, XMEREHPHBNNBZLE, MAUNZBIHT BREHMNE.
RXMERIBEKR, BLUHRERA control plane FliT & 25 LA X & 1E MachineAutoscaler FRA1EE
BIEI AR S,
EEESRHPBENRNRNZE.
EEEHPEMENRANZE,
EEEHPRIAEE (LLGB HHEA)
EBEEHPNREANEFE (LGB HEAL)
Ak IREEEEM GPU TTmAEE, R A nvidia.com/gpu 1 amd.com/gpu A MBI E,
EEESRETEENR) GPU L,
BEEBHPERENZKA GPU HE.
B3 0 El 10 Z AWM AKICKIFMRE, NIRRT UTAEERHHE
e 1: (RN BAXEAMEXESR.
o 4 : TN AY N AT R PR BERR B IR AR B
e 9 :[TIZHY, THNHIERIERERRE S,
IMREBEEME, WEARIME 1,
FEHESH, EEHLHEESMREREFMNK, TLMEREMABEMB ParseDuration [AIfR, 21

ns. us. ms. s. m#l h,
5

SHBEVT RESHUMBRTBHENT =R,

RIS REEESFEAT MR T <. WRAFEEHE, NERKIAE 10m,

al
HoO&

EEAREMFT REEESFEATEMRT <. WREAEEHE, NEARILNE Os,

a

a

P EERNBENT RB FEMBRRTRIE A, MRAEEE, NIEARINE 10m,

a|

E
1%
1%
7 EEAEA SRR EEEFE AT MR <. WRAEEHE, NEARKIAE 3m,
1%
1%

Rk BE TAREAELS, MRS TR =R LR R,

TREAXZFRVFERNLSM (BT ROENFTRWS) , BELHAT "0", BNMF ™", MR
REBEREE, SHEYT BRAERRIAE "0.5", BXNTF 50% WEAE, BuiUFRFEFRAR
TIXNME,


https://golang.org/pkg/time/#ParseDuration

@ Ak BEERERH AT BRERNEMT &S, UTEAEM :

o LeastWaste: i H255%E, TLUET BEHEM CPU &Y., MRS M SRELHRETEHEE
MZEH CPU, NIEFESERVRERAEFENNSRE

e Priority : HFEEAERS A 2RNMLENBNGEE, BEERALT RS, GFEER0E—
FEUMNBENLERNRERS . MFEZESR, i%%*l‘ﬁ]"i‘ﬂ%ﬁﬁKb%ﬁﬁ@ﬂgﬁﬁﬁ'ﬁfﬁﬁﬁ

e Random: (BR1A) BENLIEFEAZRE.
MRRELEME, NERRIAE Random,

&AW LAE A [LeastWaste, Priority] I8 RIEE SN RF. £RE VT BRRREBEREENIFNMAED
I B8,

1f [LeastWaste, Priority] ‘~f5l/, &£E¥E31T BELIRIE LeastWaste T 1T1Hd, MRS
PR B LeastWaste BRI, KB BN BRAIBIE Priority T, MRS MRE
A LARMEH BT B IR ENY B2, SHBIT BRRENEFE—ER,

HATY BIRER, S£EBT BRIREFHE ClusterAutoscaler HRE L RiXERISER, 0
EMENR/NRARZE, HEHRTHNAEE, BHE, SEENT BT EEEEIHY
BIEIBIE NTEXLESEHE A,

R/ANHIRA CPU, WEM GPU HERET T EEMPMAE T R LML FIREHRE, BIfE
. ERADT BILEBEIZT M. B0, control plane T mEEBMEREHREE, BfFE
. BB BAEE control plane i,

7.10.2. BREEFH BT E
ERELBHBT B, 50/ —1 ClusterAutoscaler ¥REH1,

it

1. NEaEBENFEREE XA ClusterAutoscaler FIRAIE—1 YAML 344,

2. BT U TR EEEPUREE LFIR
I $ oc create -f <filename>.yaml ﬂ

Q <filename> 2 B & X ¥R X EHIZ R,

7. X FHERBET R

.25 Bohy B HEIEIE OpenShift Container Platform £8P EREM T EN BREPHNBHE, BT
T RBEVA worker 1T BN ZE, UREUENIMEMITENSGSE, YEHLXERWHEERIHELRE
Ff, #2888 5hY B4 Machine, *f MachineAutoscaler ¥REAMIE (MR/NHEAEFHE) HWE
B ER BN N BRI Biri BN E,
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BF

B ENR BT R EERKFE DT RMERT BilSGR. SEAT BERNS
B BRE LFEMRRBETT RIFHIR, MREEXEE WEBT RIERTE XL
SHEYT R, £EEUNT RKEFRT RERH.

7NN EST BIRE L
Itt MachineAutoscaler %R E X TR 7 ¥l2s B0 BN SEFRAIE,

apiVersion: "autoscaling.openshift.io/vibetal”
kind: "MachineAutoscaler"
metadata:
name: "worker-us-east-1a" 0
namespace: "openshift-machine-api”
spec:
minReplicas: 1 9
maxReplicas: 12 e
scaleTargetRef:
apiVersion: machine.openshift.io/vibetai
kind: MachineSet €
name: worker-us-east-1a G

IBENRBT BEM. N TERZIRHLNBZENT BT BITLITENEZE, FEEXSEET R
HITENBZKENGTR. TEVNEERMEAUTER : <clusterid>-<machineset>-<region>,

BEENGZBEIT BE SR RRVITRBEEERETNEERENR/IINEHNE, NRE
AWS, GCP. Azure. RHOSP =% vSphere H1i217, NMIMLERN%N 0, X FEMELNTE, HAEFI
HI%EN 0,

o

MNTFRTRELFOENSNHEREREY, HET REFUAARBENSNITEINSGSE, ETLUE
BEED 0 RTTAIRA, MRHZEZEFER, KHAT BRRITENZZESRH AT,

BF

X F LR B AREMZEEN, 1EARER OpenShift Container Platform &Z%&i1 f2 /0
PN =& EHN2%EM spec.minReplicas 1Hi% & 0,

BEEHB YT BB LERY REUEREELEXIGHPRENIEELEMNEATSZHE, MBiFR
ClusterAutoscaler TTiEE Y B maxNodesTotal (£ K, LUENERET B ATUSEBXNMHE
B 2R,

EXRNT B, REREAET BRIAITEN SR NENE.

kind S5 MachineSet,

Qv O

name EX S IE T ENERENLIRICH, 20 metadata.name SEE AR,

7N2. BENRZET E
EREYSRB T B, 50— MachineAutoscaler %R,
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AR

1. - MachineAutoscaler THRGIE—/ YAML X4, Eha@E8E LHKRE L,
2. BITUTHSESBETUEBE LR :
I $ oc create -f <filename>.yaml ﬂ

Q <filename> 2 B & X ¥R XEHIZ R,

7.12. B2i& LINUX CGROUP

B OpenShift Container Platform 4.14 #2, OpenShift Container Platform 7ESEEEFR R Linux 3£ 2H ki
7 2 (cgroup v2), FARIETE OpenShift Container Platform 4.13 kBB RBARAHER cgroup v, E#E!
OpenShift Container Platform 4.14 S{E S AT B0 cgroup BB ERA 2, £F&sk
OpenShift Container Platform 4.14 St B &R AEIAERA cgroup v2, B2, ERIUZERENEA Linux
PRHIZHEERR A 1 (cgroup v1)e

cgroup v2 & Linux cgroup APl B9 BITAR A, cgroup v2 Lt cgroup vI IR ZFhelil, SRS — 2R,
BREMFIER. FINAE, #0 Pressure Stall Information, MRIBRMEHREEMES. B2, cgroup
v2 5 cgroup v EEAREH CPU, AEM I/O EEYFE, EIt, 7£i21T cgroup v2 MUEERE £, —LET{Ef
HARERBEANES CPUHEER.

IR B LIARHE S ZE1E cgroup v1 # cgroup v2 Z [A] B, 1E OpenShift Container Platform A=l cgroup vl
AR TPMITA cgroup v2 EHIZRHNE REEH,

BE

cgroup vl @— 1 EFHAMTIEE, FANNEENAE E7E OpenShift Container Platform
, FREREEERE. B2, XTMESEUEHNATRAPRHEMER, BREIIEIHER
EHHEHA,

& % OpenShift Container Platform 2 F AR EEIhRERNRFIIKR, S
OpenShift Container Platform & {T3E1CH 2 Z A HMIREIZIEEER 7 o

B#l, cgroupv2 AXZFER CPU MEIM, WL, MRESAT cgroup v2, NIATEETR
SEMMREER B E P IRENFREIIT N, SNREBFER executeace BLEE, NAEWNEH

cgroup v2,

FoRFH

o KB —NIETEZ1TH OpenShift Container Platform 2%, ©FEAMRAE 4.12 HESRA,

o LEAEERFNNASFMNEREH,

¥ =
1 FE s EEA cgroup vl :

a. 4w’ node.config X4 :

I $ oc edit nodes.config/cluster
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b. 71N spec.cgroupMode: "v1™:

node.config X R~Hl

apiVersion: config.openshift.io/v2
kind: Node
metadata:
annotations:
include.release.openshift.io/ibm-cloud-managed: "true"
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
release.openshift.io/create-only: "true"
creationTimestamp: "2022-07-08T16:02:51Z2"
generation: 1
name: cluster
ownerReferences:
- apiVersion: config.openshift.io/v2
kind: ClusterVersion
name: version
uid: 36282574-bf9f-409e-a6cd-3032939293eb
resourceVersion: "1865"
uid: 0c0f7a4c-4307-4187-b591-6155695ac85b
spec:
cgroupMode: "v1" ﬂ

ﬂ 2 cgroup vl,

1 ENSEREUEERE NN T HHYSEE

I $ oc get mc

LN
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m
01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8¢c9
3.2.0 33m
01-master-kubelet 52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
01-worker-kubelet 52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9
3.2.0 33m
97-master-generated-kubelet 52dd3ba6a9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
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B7E RERRHES

ci-In-fm1gnwt-72292-99ki6-worker-a-h5gt4 Ready,SchedulingDisabled worker 48m

99-worker-generated-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23d4317815a5f854bd3553d689cfe2e9
52dd3ba6a9a527fc3ab42afac8d12b693534¢8¢9 3.2.0 10s ﬂ
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534c8c9 3.2.0 33m
rendered-worker-dcc7f1b92892d34db74d6832bcc9ccd4
52dd3baba9a527fc3ab42afac8d12b693534c8c9 3.2.0 10s
© EFMRERE I,
2. BEHH kernelArguments 28 SR INEIFHLREE S :
I $ oc describe mc <name>
cgroup v1 895 H =5
apiVersion: machineconfiguration.openshift.io/v2
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 05-worker-kernelarg-selinuxpermissive
spec:
kernelArguments:
systemd.unified_cgroup_hierarchy=0 ﬂ
systemd.legacy_systemd_cgroup_controller=1 9
ﬂ 2 cgroup v2,
e 1E systemd HJ5 F cgroup vi,
3 RETRUEEBRSEATATRLAE. XXRTENHEN :
I $ oc get nodes
it A
NAME STATUS ROLES AGE VERSION
ci-In-fm1gnwt-72292-99kt6-master-0 Ready,SchedulingDisabled master 58m
v1.29.4
ci-In-fm1gnwt-72292-99ki6-master-1 Ready master 58m v1.29.4
ci-In-fm1gnwt-72292-99ki6-master-2 Ready master 58m v1.29.4
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v1.29.4
ci-In-fm1gnwt-72292-99kt6-worker-b-7vimd Ready worker 48m v1.29.4
ci-In-fm1gnwt-72292-99ki6-worker-c-rhzkv  Ready worker 48m v1.29.4

4. RO Ready REE, Wi mEE) debug &iF -
I $ oc debug node/<node_name>
5. ¥¥ /host % &}y debug shell BB B 3 :
I sh-4.4# chroot /host
6. BT R LR EBTEIE sys/fs/cgroup/cgroup2fs X4, ST cgroup vi BIIEE :

I $ stat -c %T -f /sys/fs/cgroup
it Bl

I cgroup2fs

Hih 5w

o TET M _EECE Linux cgroup kR A

7.13. [ FEATUREGATE JE B AR TN IhEE
{5 RT L\ R FeatureGate B2 L VER (CR) HEEBEMIATAE T S FF R L S TR AT ThALH F £&.,

7.13.1. T f2ThEEl ]

A LAE A FeatureGate HE X 5IR (CR) EEREH SRR ENIIEESR. ThEEE R OpenShift Container
Platform ZhEEHE S, BINBR TAER.

& 8] LA{# FH FeatureGate CR &UELL T IhEE

e TechPreviewNoUpgrade X MIRESRE SRR AT IRERI F4R. LLINRER RV BN ER
[ERIXERAT IR, EAUENKKFFREIHAEl], ANREE-REFEANIIEE,

Dig¥
Of

T5E¥+ /5 TechPreviewNoUpgrade Zhae £ FEiAHUE, FHRMEIERRA
o BARROZEET IMNEREF /S A ILIhEE,

el

teTheesEim B T LR R T ThAE -
o HNEREHERFE, HvSphere, AWS. Azure #1 GCP EMIERE AA S HN ISR, &f

OpenStack % & GA. XB— 1 WNEINEE, KREBAFAFFTRESZXRE,
(ExternalCloudProvider)
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B7ERERERES
OpenShift fARHZ TR CSI K hF2F. f5F Container Storage Interface (CSl).

(CSIDriverSharedResource)

TR ENZHRAE, BIEEDT S OpenShift Container Platform T %5 B R N TE
f#/M. (NodeSwap)

OpenStack Machine API f2##2 5, LERAEZERTW, T RITELEHILITIRA A MIELTHEE
Fiffifk. (MachineAPIProviderOpenStack)

Insights Operator, & InsightsDataGather CRD, J2iFF B E —LE Insights B IEE%E
T, Thee&kiLj5 T DataGather CRD, R1FFFIREIZIT Insights BIEKRE,
(InsightsConfigAPI)

TN E R INR PVC OIEER % B B iA 7% 25 (RetroactiveDefaultStorageClass) /&
OpenShift Container Platform & E &G ERIAF R D EELE PVC,

SR DE APl J5A—NETHI API 7E pod AIARFATERMAZ TR, X2 — MR
B, REZMAFFAEESZXE, (DynamicResourceAllocation)

Pod &M Nsifll, 7 pod Z2AEANEAZREFIER, 10R podiEX T pod BRI,
el1#Ed, MARIMULRESER. (OpenShiftPodSecurityAdmission)

StatefulSet pod AT BMEH LRSI, FIFHFE X ERHTEPARHEB statefulset pod &%
REE, XAILURAD N ARZFEENAE,. (MaxUnavailableStatefulSet)

Admin Network ZRE&# Baseline Admin Network 5B&, 1EiZ21T OVN-Kubernetes CNI f{FH]
%2, 5 AdminNetworkPolicy 1 BaselineAdminNetworkPolicy %R, ©f12
Network Policy V2 API B9—#B43. SREFETE 51 7] LATE 02 6 2 Z2 (R B W BN SR RE N SRR ESE
FERSRBR AR, WLSEIR A W LLEI s Bl TR B R MM R HIRIRITER. MRFT
2, WABEA UL EMEEMAREEH, XLERETUREHPHWAES, B
A, X APl (X ZHEREHNRENREE, (AdminNetworkPolicy)

MatchConditions & — M/ B IR MR, REEHBIXLRMEN F A webhook &
EIER, EERGTIEIER, ©f185 rules. namespaceSelector # objectSelector PLHL,
—1~22#) matchConditions 5K, CERAIEK.,
(admissionWebhookMatchConditions)

gcplLabelsTags

vSphereStaticlPs

routeExternalCertificate

automatedEtcdBackup

gcpClusterHostedDNS

vSphereControlPlaneMachineset

dnsNameResolver

machineConfigNodes

metricsServer

installAlternatelnfrastructureAWS

sdnLiveMigration
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o mixedCPUsAllocation

o managedBootimages

o onClusterBuild

o signatureStores

o DisableKubeletCloudCredentialProviders
o BareMetalLoadBalancer

o ClusterAPlInstallAWS

o ClusterAPlInstallNutanix

o ClusterAPlInstallOpenStack
o ClusterAPlInstallVSphere

o HardwareSpeed

o KMSv1i

o NetworkDiagnosticsConfig
o VSphereDriverConfiguration
o ExternalOIDC

o ChunkSizeMiB

o ClusterAPlinstallGCP

o ClusterAPlinstallPowerVS

o EtcdBackendQuota

o Example

o ExternalRouteCertificate

o ImagePolicy

o InsightsConfig

o InsightsOnDemandDataGather
o MetricsCollectionProfiles

o NewOLM

o NodeDisruptionPolicy

o Pinnedimages

o PlatformOperators
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o ServiceAccountTokenNodeBinding

o ServiceAccountTokenNodeBindingValidation
o ServiceAccountiTokenPodNodelnfo

o TranslateStreamCloseWebsocketRequests
o UpgradeStatus

o VSphereMultiVCenters

o

VolumeGroupSnapshot

7.13.2. {#F Web 12414 2 FAThAE

& A LRI JniE FeatureGate B E X BTIR (CR) A OpenShift Container Platform Web 1£#& h&
B RRAE T RS FAThAE

e
J& FThRESE :

1. 1£ OpenShift Container Platform web 1#£#|& /1, #1#:E] Administration » Custom Resource
Definitions T,

2. 7 Custom Resource Definitions TIEH, rili FeatureGate,
3. 7£ Custom Resource Definition Details IE A, = Instances £,
4, = LB ThRE], ABE = YAML EUiE,

5. JnEERBFLAILURINES ERITDRE

DIk

H
[=]

1E5 2%+ /5 TechPreviewNoUpgrade ZheE5E oA HUE, FHRMEIERRA
B, EARRIZEET IMNERE /S At IhEE,

Theel 18 & L BRz A

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:
name: clusterﬂ
#...
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR Y& #5472 cluster,
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© FmEEmsTE

e TechPreviewNoUpgrade 5 F 7 45 E B AT T ThBE,

REENGE, UEFNVSFEE, AREFNSFEESL, HENAERESNTRLFAE,
Sk
ERILAE T R A g2 RSB EE T | £ kubelet.conf SUFREIFERE /B A T 38 1o
1. M Web #=%I& A #9 Administrator ¥, 7 AZl Compute —» Nodes,
2. HEFE—NT R,
3. 7£ Node FEfETTEA, =R Terminal,
4. EARBEOH, FRERBY /host :

I sh-4.2# chroot /host

5. & & kubelet.conf 314 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf
LN

#...

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

#...

EEREDFASN true BITHEE,

=1
- 5| HE9ThBER OpenShift Container Platform MRAM AR MAR AR,

7.13.3. [ CLI )Z AThAE&E

IRE LLB i YmlE FeatureGate BHE X HTJR (CR) A OpenShift CLI (oc) NEEEHMIFRA T m/a B
IhEE

SERFEH
o B &% OpenShift CLI (oc)

e
J& FThRESE :

1. %WiE4 5 cluster Y FeatureGate CR :

I $ oc edit featuregate cluster
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DIk

==
[=]

#E4E2h F TechPreviewNoUpgrade T 54 Tk K,

H M ERMRA
B, EARNIZEE T INERE S AL ThEE,

FeatureGate BE X KR HI

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:

name: clusterﬂ
#...
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR & L2 cluster,
© FmEEmIE

e TechPreviewNoUpgrade 5 F 7 45 E IR AT T ThBE,

REERE, ROEMOVEBEE, AEEFNSFEEDR, HENAERNEENTREFE,
ok
R LAE T sUR B IR SR EE T = LB kubelet.conf 4 RIGIER S E A T IhEE 1o
1. M Web #%I& A #9 Administrator ¥, # AZ| Compute —» Nodes.
2. EFE—NT R,
3. £ Node HHETIES, = Terminal,
4. EXIRBEOR, FRBEZXBH /host :
I sh-4.2# chroot /host
5. #%& kubelet.conf X {4 :
I sh-4.2# cat /etc/kubernetes/kubelet.conf

i th o Bl

#...
featureGates:
InsightsOperatorPullingSCA: true,

LegacyNodeRoleBehavior: false
#...
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EEREDFAN true BITHEE,

p= Y=
- FI HHBIIHRER OpenShift Container Platform iR AM AR MAFF AR,

7.14.ETCD 1%
#19 eted. EFASER eted MNBRSER eted EUE,

7.14.1. X F etcd IN%
FINER T, OpenShift Container Platform FIN% etcd ¥R, 7EEREEH/E XS etcd FHITINEBITHRER
HNHFEAREMERBEANRTZ, B0, NR eted FMBEBLERPIZREXNEIBHWAL, EFEH
R BURREE,
JA R etcd MRS, LLUF OpenShift API BR5525F0 Kubernetes API iR 55 25 BT RS #1055 -

® Secrets

o FRERRGT

® Routes

e OAuth iJila| 4%

e OAuth ZH$ g

LG eted MNBE,, RORMEBEBY., BLMEEILEBATEM eted R HIRE,

—

pa -3
etcd NBERMBE, MAMEHE, FREL, SRZERMNREMIRINEH,
MREHFDTRHPEAT eted INE, static_kuberesources_<datetimestamps.tar.gz
XHEE etcd REBHWMBBH, HREENL, HREXHS etcd REBIFEMH, BE,
FBEXNHFREMAERH eted IRIBRE LIATH eted R,

7.14.2. XFFHUINE R EY

1£ OpenShift Container Platform A, X#FLATINE KRB RINER eted BUE -

AES-CBC
fHEFAH A PKCS#7 padding #1 32 B 5AH AES-CBC RHUTINE., MBBHBRRI,
AES-GCM
AT ARENL nonce # 32 F TN AES-GCM EHATINE., MBEZATERE.

7.14.3. |25 FH etcd N
RET LU F eted MBI E BRI B KORE,
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4]

RN RRTRA, FEED eted HIR, MRMBTBLZETK, NEHH
RERRER D INE .

JEF etcd MRS, ARESHII—LEEHK :

o ctcd MNEATRERFIMN LB

IR AN EE.

=N

IR
N

s

ARRSEREN M MERERER M RM, EAMSe IR E0RS.
o ek I/O RIBE RN HEN IR B TY /o

R B] LATE AES-GCM 3% AES-CBC 1Nz s in%% eted 3R %,

Z49 eted BIRBEM—DINBZERETRBE FH—DMBERE, KA LUEH API AR S5 25H9
spec.encryption.type FE%, ¥ etcd BIERTREIFHIINE KB & B 51T,
FeREZ M
o {HAEA cluster-admin A& A&,
Pt =

1. {8tk APIServer ¥ 5 :

I $ oc edit apiserver

spec:
encryption:
type: aesgcm

2. f9 spec.encryption.type FE& % &/ aesgcm =X aescbc

Q #E& aesgem FAF AES-GCM N, iXE N aescbc FAF AES-CBC %,

3. REXHLUER A EN,
N EFFIR, RIE eted BIREBN KR/, XN TIRATRES
4. BE eted MBS K.

B 20 PSR K A BETE M.

a. & OpenShift API BR$52380 Encrypted RS M, URIEHFREESHRINMNE
I $ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?

(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}
ERIHINE Bt 7~ EncryptionCompleted :
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EncryptionCompleted
All resources encrypted: routes.route.openshift.io

IR T R EncryptioninProgress, MZENEHTH, SFENLOHEER,

b. &%& Kubernetes API [R5523#0 Encrypted SR 554, URIFHFRESERINMNE

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERNRIHINE 5t 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

IR T R EncryptioninProgress, MZENIEHTH, SFENIHEER,

c. && OpenShift OAuth API BR5583# Encrypted A 5%, URITEHTRETERININE -

$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'
TERNRIHINE B K 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

IR HiH T R EncryptioninProgress, MZENIEHTH, SFENLIHEER,

7.14.4. 2 etcd NI
1RE ATEEEBE R 22 eted BUEBIMNE,

FeREH
o FHEZXR cluster-admin B &I 1 £E,

ik =
1. 182X APIServer &£ :
I $ oc edit apiserver
2. f9 encryption FEXREIXE identity :
spec:
encryption:

type: identity

Q identity KR 2RINE, BREREHUTEMAMNE.
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3 RIS LAES L E
fREILRRFIR, RIBEENOXD, IMNMIETRFE 20 DEh5E KB A FEE5E

4. BF etcd BB ETEI,
a. #r& OpenShift API BR$58580 Encrypted RS SM, URIEHFREESHRINER

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR T fe ki 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR T R DecryptioninProgress, fEZ{NIEHTH, SENLOHEER,

b. && Kubernetes API fR55%3# Encrypted RS54, URIEH YRR B S RINER

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR R fe ki 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fZ{NIEH1TH, SENLIHBER,

c. && OpenShift OAuth API fR5583# Encrypted A 5%, URITETRETERINAER

$ oc get authentication.operator.openshift.io -o=jsonpath="{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR T fe i i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEHTH, SENLIHEER,

7.14.5. 17 etcd UE

REBLUTSE, B0 etcd RIBHE05S pod BIFHRERD eted BB, XNEDITUBIRE, F
ELUERENFEREERE etcd iR,

H .
RIRTE . — control plane EWHIED. FEMEEHHE control plane EMAITEMD.

FeREH
o TATLUFAEA cluster-admin BAE&IAE iR EE,
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it

164

7]

P2

EREEEERTRACHENE,

7

C

R

&AL T & & oc get proxy cluster -o yaml B i EREREEEA, MR
httpProxy. httpsProxy# noProxy FRI%E T1H, N&ERARIE,

B root AT B 15 control plane 17 mE 51— debug &1 :

I $ oc debug --as-root node/<node_name>

. 1E debug shell AR B %L H /host :

I sh-4.44# chroot /host

MNEREE T EESEHENRIE, EREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INEZE,

. 1£ debug shell #1217 cluster-backup.sh fiiA, FHZBREFDHIMLE.

R

cluster-backup.sh BIZ&F# etcd Cluster Operator BJ—MNHB#4E, ©=E etcdctl snapshot
save in DHIERETERF (wrapper) o

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

B iy

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6
found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6
found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

API version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}

{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching

snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}



B7E RERRHES

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}
snapshot db and kube resources are successfully saved to /home/core/assets/backup

EXANRBIF, FE control plane E#1_EH /home/core/assets/backup/ B kI T H AN -

e snapshot_<datetimestamps>.db : ;XN XHZ etcd 1RIR, cluster-backup.sh FIARFEIAE
B

e static_kuberesources_<datetimestamps.tar.gz : L XHE &5 pod WKIR, MNMEEHA
T etcd 1%, EHEE etcd REBHMBETH,

MREAT eted INE, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, FBEINXHTFBEM eted REBHIFITRE,

THICHE, eted (ONMEZEITINE, MAXRIAITING, XEHRE KRR, B4
Z2[A| RN RGN B,

-

7.14.6. 3& etcd #iE
MFKRE, SRENER, REEEIEK KRHFBTZEEL, etcd WHEBEHSZRIRN, THALEFH
WIBRE FAEHY eted, LUBMEIBEMEHRMZEE, Y% Prometheus LA T f# etcd 8H7803R, FHIEZERXS
HiATHRGIE ; BN, etcd AIRERBIA —NEESCHNER, FEEIALEIER, (AR
FOAHBRIZAE
IR L KSR

e etcd_server_quota_backend_bytes, X2 #ifc AR &l

e etcd_mvcc_db_total size in_use_in_bytes, R/ L4 ELIrEIBEEFARE

e etcd_mvcc_db_total_size_in_bytes T REIRZE KX/, SIEEFEFEEN A AZEH
ESBHERRNESRE (00 eted IRILKRE) K eted BEH1TEIR LD WA Z2 A,

s BB B2 HHUT—R, HERRBIEEFERER. iR ZA A eted A, EEHX
HRETT A, ERHRER eted HITHRIER, FREEINZATHENXHERIEM,

BArBESEE, BEETUFIMLE,

BEFERAEEEEREHIER, AN etcd operator FERAKEERRBERF RH MM
15,

ol

7.14.6.. BEhiEE
etcd Operator BEliEEEF#A. TREALTFIL
BEUTHEZ —RBIUEE R RIETIEE2EMRI :

o ctcd HE
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® cluster-etcd-operator pod

e Operator RAEFIREE

Digk

==
"
BB RER A OpenShift B DOHEMARBINFE2E KK, 0 Kubernetes 22

HEREES, XSMABERRUNEHS, ERRERSE, HEMANT—INEREZT
BYSEHIBERmELI L, HEHHEERBBRIKE T/,

IR A ER A B 350
I etcd member has been defragmented: <member_name>, memberID: <member_id>
HEATHE F ACER R A B 75

I failed defrag on member: <member_name>, memberID: <member_id>: <error_message>

7.14.6.2. FEiiEE
Prometheus ERIEREREF TR LE, ZEREVNNMERTLER
o Y etcd ERABIT 50% KR FAZE AL T 10 94
o X etcd EAERA/NTFHEIEZE L KNE 50% HBid T 10 24f
IR LLBIT A eted BIBZEKR/N (MB) RREREHRBHTHFEIE, #@id PromQL &Ik

(etcd_mvcc_db_total_size_in_bytes - etcd_mvcc_db_total_size in_use_in_bytes)/1024/1024 35
2o H],

DIk

==
[=]

HDE eted E— MR MRE, EHTHERAGETERAL, etcd AR IEE BN,
t, EENT— pod Bt THEHBER], EVEF—208, UEEEULUREES
T1E,

BREBUT ST eted B _ERY eted BIRIITHE AL,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

Y
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1 HEW eted A RS KGA, RNMFRIFTRENER IR,
a. KEX etcd pod 73K :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

=1
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

175 pod FHZITU TSRS EKBEMA eted B O 24T

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

i th o Bl

Defaulting container name to etcdctl.
Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+- + -t +---- + i
+- -+ + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+- + -t +---- + i

+- -+ + +

| https://10.0.191.37:2379 | 251cd44483d811c3| 3.5.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.5.9| 104 MB| false| false|
7] 91624 | 91624 | |

| https://10.0.199.170:2379 | 9ac311f93915¢cc79 | 3.5.9| 104 MB| true| false |
7] 91624 | 91624 | |

+- + -t +---- + i

+- -+ + +

EFL#fitie9 IS LEADER 51, https://10.0.199.170:2379 i R 2% F. 5 E—$HHITEY
i, S pod &N eted-ip-10-0-199-170.example.redhat.com,

2. B eted M5,
B ETEIZITH eted BER, 618 & Y158 pod BYRTE

I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com

b. BXHi%i& ETCDCTL_ENDPOINTS IMEZ £ :

I sh-4.4# unset ETCDCTL_ENDPOINTS

c. &5 etcd KL :
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I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag
i Bl
I Finished defragmenting etcd member[https://localhost:2379]

ISR % £ HBIFEE R, 180 --command-timeout BI(E, BEIESEKII L,
d. BIFBUEER NS B4E/) :

I sh-4.4# etcdctl endpoint status -w table --cluster

i Bl
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +
| https://10.0.191.37:2379 | 251cd44483d811c3| 3.5.9| 104 MB| false| false|
7] 91624 | 91624 | |
| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.5.9| 41 MB| false| false|
7| 91624 | 91624| | @)
| https://10.0.199.170:2379 | 9ac311f93915cc79 | 3.5.9| 104 MB| true| false |
7] 91624 | 91624 | |
+ + + + + + +
+ + + +

A FERIXAS eted B G BOBUWEZE RK/NIFE N 41 MB, T#IAK/N N 104 MB,
e. EEXESRLUEETIEM eted RO FFIFITHER B, &EF XS HITE R ER,
EVBEEBKMEBREZRISEF—2%, LUME eted pod ATLUIKE., 7E etcd pod Tk E
B, etcd AR EIRN,
3. MRE ABIT 2 A AR 4 1 NOSPACE £, &&EREl].
. "B 25 HE NOSPACE &

I sh-4.44# etcdctl alarm list
=Bl

I memberlD:12345678912345678912 alarm:NOSPACE

|||@

b. EIRE

H .
= -

I sh-4.44# etcdctl alarm disarm

7.14.7. R E B — LRI ERERIR S
BRI LUMERRER eted #5103k E LIRTHIERHIRE, =HIkE E KT KZH control plane EHIFIEERE,

168



=1

INRIBHIEEEE R control plane 235, 15514 "Troubleshooting control plane Hl2%
£"E T RE X eted REHITTE,

BE

RE LB, WIERE— z-stream ZIThRAHIKEXE eted %17, 5140, OpenShift
Container Platform 4.7.2 S£8 4 ERM 4.7.2 FFIAH eted %17

SERFEH
o B —1ETFIEHM kubeconfig FHAEA cluster-admin A BB 15 R SR, NREHAEIK

B
o RMFEENBIMBER control plane E#,
® SSH Xt control plane EHLADT[A],
o TEME—EMDHIKIE eted RIBAFT pod FRHEH B3, 1ZBE RPBIXHZBIEALL

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,

B

T FIEMRE control plane T, NEBEEIL SSHIFEEHIZILEES pod. AT LLE MR F
B QB EAIERE control plane Hl25,

1 EFE—NERERE EHM control plane E#l, XZEEEEFZTRERFENEN,

2. BIIEIEA control plane Tim (BIEME EWN) BY SSH i%E#,
WSt 25 5NfE, kube-apiserver f$FE5EV R, EILETEIF] control plane W, Ak, EiX
E— DML IR I EE M eontrol plane EHHY SSH %1%,

5
NS BRI NS, FFEEA control plane EH MR IKE 12, HIGT
SEMXANIR SRS B,

3. ¥ eted #12 BREHEIRE control plane E#l L,
LSRR BRI IESE backup B (HHEE eted 1RIBFIEES pod HHIR) EFIEIRE control plane
FEHH /home/core/ B R,

4. JEfEMEM control plane 17 & E{Z1E# S pod,

" g IEREE (S I R A EBIE S pod.

a. VA2 E £ control plane E#l.

b. IZITLAT S, fFIA eted pod XXM kubelet JEH B RABH :

™
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I $ sudo mv -v /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. HRALTMSEIE eted pod BEEZLE :
I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

MR XD THEEARNZE, HEFLOMW, RAEERKE,

d. IZfTLL T4, 1A kube-apiserver XM kubelet ;&% Bk H# H
I $ sudo mv -v /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. BT T4 EIE kube-apiserver B2 2B EZ1E :
I $ sudo crictl ps | grep kube-apiserver | egrep -v "operator|guard"
MRINMSHHMERNZE, BEF/LLM, REEREE,
f. AT AFRSIA kube-controller-manager XX {4 M kubelet 5 ¥ Bk H
I $ sudo mv -v /etc/kubernetes/manifests/kube-controller-manager-pod.yaml /tmp
g BT RS YIE kube-controller-manager Z3s 2 5 B2 1k -
I $ sudo crictl ps | grep kube-controller-manager | egrep -v "operator|guard"”
MRXNMSHHMEHRNZE, BFEF/LLM, REEREE,
h. AT AERSIAE kube-scheduler X4 M kubelet 555 B k% H
I $ sudo mv -v /etc/kubernetes/manifests/kube-scheduler-pod.yaml /tmp
i. FERALTHSEIE kube-scheduler 22 B LE -
I $ sudo crictl ps | grep kube-scheduler | egrep -v "operator|guard"”
MRINMSHHEHRNZE, BFEF/LOM, REEREE,
. EALTRANE eted BB BB TRMAE
I $ sudo mv -v /var/lib/etcd/ /tmp

k. #0%R /etc/kubernetes/manifests/keepalived.yaml X457, B =R, 1HRBUTS
PENAT -

i. ¥ /etc/kubernetes/manifests/keepalived.yaml X4 M kubelet jE ¥ Bk HiEH

I $ sudo mv -v /etc/kubernetes/manifests/keepalived.yaml /tmp

ii. HEREIEH keepalived FARRBEENEMARESEIFL ¢

I $ sudo crictl ps --name keepalived
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RRENIZNZE, MREFAEEN, HFERFILOHEBENNE
iii. 27 control plane &% B2 BofE{ Virtual IP (VIP) :

I $ ip -0 address | egrep '<api_vip>|<ingress_vip>'
iv. S FEMRER VIP, Z1TUTaDEEMER

I $ sudo ip address del <reported_vip> dev <reported_vip_device>

| EHAMRZRE ENM control plane EH EESE ST,
. VjIAR & control plane E#l.

. WNREF keepalived sH73#2, 1ERIEMRE control plane T REEHAE VIP :
I $ ip -0 address | grep <api_vip>

MR VIP it (MREE) . MR VIP ZHLERREFER, X MHSREE— 2T
i

CMREATEESEENARE, HBESSH T NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
MR E,

R

& LT & & oc get proxy cluster -o yaml B i ERERLEHA, MR
httpProxy. httpsProxy# noProxy FI%E T1H, N&ERARIE,

. 7EWE control plane Nl LiZ{TIRERIA, FHiZiHE eted 510 B RBIEEE -

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/assets/backup

A Fai e R 1

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
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static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

cluster-restore.sh A/l i 7~ etcd. kube-apiserver. kube-controller-manager #1 kube-
scheduler pod B{F1t, AEERE LR RNFD0,

IR LR eted EMEEH T TR, NIKETERT

R

9. RETRUBRENLT Ready IR,

a. IBITUU T %:
I $ oc get nodes -w
it =Bl

NAME
host-172-25-75-28
host-172-25-75-38
host-172-25-75-40
host-172-25-75-65
host-172-25-75-74
host-172-25-75-79
host-172-25-75-86
host-172-25-75-98

STATUS ROLES

Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

AGE VERSION
master 3d20h v1.29.4
infra,worker 3d20h v1.29.4
master 3d20h v1.29.4
master 3d20h v1.29.4
infra,worker 3d20h v1.29.4

worker 3d20h v1.29.4
worker 3d20h v1.29.4
infra,worker 3d20h v1.29.4

FE T R ER T RE R B 1L 20 BN A & HR S,

BER T T =iEA NotReady

b. MMRAFEMT =4 TF NotReady IR, EFEIT &, FHFMEANT LB /varlib/kubelet/pki
Bk MHBRFRA PEM 30, EATLL SSH BT &, SK{EM web 12§ & hHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>

pki B xX~Hl

sh-4.4# pwd
/var/lib/kubelet/pki
sh-4.4# s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem

kubelet-client-current.pem

kubelet-server-current.pem

10. 7ERA control plane EHL_EEJE kubelet BRSS.

a. EMREEHHIZAT :

I $ sudo systemctl restart kubelet.service



b. A EM control plane EH EES L F T,
. BERFLERIERZERIEK (CSR) -
==

3% worker TTRHIERE (MR SEESHEBH=NTHER control plane 77 s ZH K
MEEE) AREEMAFLERN CSR, BB LS RPN ENFAE SRS,

a. BT S REN AT CSR 513k -

I $ oc get csr

=1
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bd6ét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

(3]

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

M—ﬁ\%&ﬁiﬁ'y kubelet IB4% CSR, H kubelet BR %% &=iE K,

w—’\ﬁiiﬁﬁ’] kubelet & /3% CSR, £/ node-bootstrapper i s bootstrap EiliE
Ko

N

b. iZTUTEG, EF CSRIFEBLURNIEEZREEN

$ oc describe csr <csr_name> ﬂ

<csr_name> & %71 CSR FF& A CSR HE TR,

c. IBITLA T en &R EF DB NH node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>

d NFRABEENRE, STUTHSHAEENERM kubelet RS CSR :

I $ oc adm certificate approve <csr_name>

12. BILEADE G control plane B#AENE 5,
a. EMEENL, FERAUTHSEIE etcd BEREEETESTT
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I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

Ll N
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. EREEMN L, ERALUTHSRIE eted pod B IEEIZTT :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it Bl
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

INRIKAERZ Pending, siEHIEHIE T SNIEEZITH eted pod, 1EERF/LOH, REHE
/k*AEo

13. #NRMEFAH OVNKubernetes 4% i@{t, B4/ E/E ovnkube-controlplane pod.
a. IZ1TU TS HIBRFTE ovnkube-controlplane pod :
I $ oc -n openshift-ovn-kubernetes delete pod - app=ovnkube-control-plane

b. FREUTHSIIEFAE ovnkube-controlplane pod B S EEFHEE :

I $ oc -n openshift-ovn-kubernetes get pod -I app=ovnkube-control-plane

14. NRMFEMA OVN-Kubernetes M5, HENESA TV RLM Open Virtual Network (OVN)
Kubernetes pod, FRUTHBEEEENT 2 LM OVN-Kubernetes pod :

EE

I TR &R OVN-Kubernetes pod :
1 PRSI EEN

2. BAEHTEEIN (NRAMA)

3. Hftt R

FIEFIA R AE A Webhook ATEERIEHE pod, SAREAI T U4 H) Webhook, H
failurePolicy #1% &7 Fail B9, NIE{1TERIBLE pod, RE T FEATEESR K,
IR DGR 1E T S EBEIR SEHRIZFOMBR Webhook 3 faiX fiE R, MIhIkESE
RS, ERILER SR Webhook,

A, BT LIRS EEHRSHT IR failurePolicy 1% & Ignore, FIHIRE %
BERESE, &EILUE failurePolicy 1% & Fail,
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857 E REREHES
a. MBRALEEHEE (nbdb) FmAEIEE (sbdb), #H Secure Shell (SSH) ViiA]ik & E MR
&M control plane TR, Fiz1T :

I $ sudo rm -f /var/lib/ovn-ic/etc/*.db

b. E#/E5) OpenVSwitch fR%5. £ Secure Shell (SSH) VjlAI s, FHiZfTUTHS
I $ sudo systemctl restart ovs-vswitchd ovsdb-server

N

C. 1817

TR

d. FARAUTHSEIE ovnkube-node pod BEFRIZ1T :

LTS BRI 5= £# ovnkube-node pod, ¥ <nodes Bt HIEEE ST mME

$ oc -n openshift-ovn-kubernetes delete pod -1 app=ovnkube-node --field-
selector=spec.nodeName==<node>

selector=spec.nodeName==<node>

ol

pod AIEEEE

Bemm

I $ oc -n openshift-ovn-kubernetes get pod -I app=ovnkube-node --field-

ZLo I RIRER.

15. EMHRIFEFOZEMIERE control plane H125. EFHAIBNBRGE, Sumbl— DB
A, eted RET B,

o MRFEAAMEFNRENEZE, EALUERASKICIREHNERMERAEEROEZ control
plane #lg5. MFRLER, HEH' ERILREATESHERR',

gk

H
[=]

AE IR E ENMIRRFF ER Q2N 25,

o MRMEMZTREREFEFHEMIEN, FHEEMEM Machine API BIZHEE, HRBRUT
FEIIT -

g
OF

AE IR E ENMIRRFF ER Q2N 2R,

S FRERFE FEMZRNY LRI EZE, T2EHCE control
plane &5, MJ/ELZEL, HSI" BRIV EHTE TR

175



OpenShift Container Platform 4.16 ZZ5AE

176

a. NEKH control plane E#lz —KEXHL25.

E—PNXIERE R cluster-admin AP ERERIERE, Z1TUTHS -

I $ oc get machines -n openshift-machine-api -o wide

ol
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ X2 TFEKB control plane E# ip-10-0-131-183.ec2.internal B control plane
.25,

TUTaS, BSREREFRXHRIEPH—DXXM4H

-n openshift-machine-api \
-0 yaml\

iz
$ oc get machine clustername-8qw5I-master-0 \ﬂ
> new-master-machine.yaml

ﬂ HEKB control plane EHIERE control plane Hl.25H9 & 5.

. YwiE_E—4 B O]E M new-master-machine.yaml X4, LD EHAHFMBRTLESN

FER,
i. BT TS HIBREA status Z4 :

status:
addresses:
- address: 10.0.131.183
type: InternallP
- address: ip-10-0-131-183.ec2.internal
type: InternalDNS
- address: ip-10-0-131-183.ec2.internal
type: Hosthame



lastUpdated: "2020-04-20T17:44:29Z2"
nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

ii. IZ1TLF®4, ¥ metadata.name FEXTUNFT BN ¢
BUWGRE S BNFERNEMATT, HFEERSEBHT—INTREF. EXH6
&, clustername-8qw5l-master-0 2%/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. 2T T a3k MPR spec.providerlD FE :
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. BT %, Bk metadata.annotations #1 metadata.generation FE% :

annotations:
machine.openshift.io/instance-state: running

generat|on 2

v. I51TLAT 44, MIFR metadata.resourceVersion 1 metadata.uid % :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. BT E, MIFRESKM control plane EHLAIHLES
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIEE control plane H.23H9 & FF.

e. IBITUT o REIENZERRE S MER
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I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. BT T %4, {#A new-master-machine.yaml 344624125 :

I $ oc apply -f new-master-machine.yaml

g. BITUTHRRIEFNEZSE0R

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ %ﬁm%ﬁ clustername-8qw5I-master-3 2 0JE, FH M EXM Provisioning %2

— i /-y



Kunning /=5 fL %5,

DI AR AT RER R L 2 I [A], HALARS T RURE B ERIRZSRS, eted 5£8F Operator
REIRL,

h. X A2k E ENHENE E KB control plane ENEZ LT,
16. BIALLFHREXHAMEERY

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It 6 B R AR R AT AR Zh 3T B AL B HHEH FS pod.
7. AREENHH—DEROZIEECF, ZITUTHEFHKE kubeconfig XX :

$ export KUBECONFIG=/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs/localhost-recovery.kubeconfig

18. 5l etcd EFTERE.
£S5 H%E kubeconfig XHFHIE—%imEE O, 217 :

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge 0

Q forceRedeploymentReason {H %/ 2 ME—8, X2 2 Mt AIBrRE.

% etcd 53 Operator JUTEFEBENT, WA T RFFBHERASHIA bootstrap B RUABIFT
pods

19. WAL TRBEEFRITFHAERT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
20. BRI LLZT UL T 4 3R I0IE unsupportedConfigOverrides 2343 2 3 2 MK R AR -

I $ oc get etcd/cluster -oyaml

2. WA T Mt BB EHNE I RAE,
E— MRS cluster-admin B EERER, 5217 :

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

# & etcd B9 NodelnstallerProgressing K554, LUISIERTA T ReE B FRIFHIETT A,
EEHRINGE, HiHSa 5 AllNodesAtLatestRevision :

AllINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHPEIIREFSE 7.
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MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TROVEBITRE 7, IRKEEHNE
TR, FRENDHEEL

22. EERE eted [F, 4 control plane 3l HITHBIHE HERE., kube-apiserver SEHEM TR LE
FREBD, AN kubelet AR M EIDERIERET API RS 25,
E—NLimRER cluster-admin B EERIEE, 15217 :
a. 7 kube-apiserver 5 il AT HTHIHE HERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LKA T RS FRIFIRA. EEHK
hiE, Hiti4 E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, SRHNEITIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, FFNIHEEIL,

LY
$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

TUT&S, REMETREEEERERMBEITIRE

ié/
$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEFE T RS FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEITIRETSE 7.
MRFHEELMES, 02N TRNEITRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, FFNIHEEIL,

c. IBfTLATR 4, i kube-scheduler 5i §l 53 T3 BI#E HERE -
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B7E RERRHES

I $ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-

"$( date --rfc-3339=ns )""}}' --type=merge

FERAUTHSLILAAE T RES EERERMBEITIRE

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

7 & NodelnstallerProgressing K554, DRIEAE T Rt FHITREA, EEHFK

IhfE, Hit4 5 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TRNEBITRE 7, XRKREEH

MIEdtTH, EFNIHEEL,

23. WUEFRA control plane EHLE B /B ShFMALEEE,

E— P XimHR{EH cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

i th o Bl

etcd-ip-10-0-143-125.ec2.internal
etcd-ip-10-0-154-194.ec2.internal
etcd-ip-10-0-173-171.ec2.internal

Running 0 9h
Running 0 9h
Running 0 9h

HWIBRATAE TEASERE T RREROE ESEEE, §ESEM kube-apiserver 5 EME pod, X8
& OpenShift Container Platform 2B, #NE&E2%. Operator MEHE=HHH,

I $ oc whoami

o ERN LREMFESHERN

STHEIEBRRES G, ETES

R LT a5 LU RSB SEIER R P 4 -

BE/FLH, ULAMERSEREEIRE RS, B,
EE/S OAuth BRS525 pod B, 18 oc login 1T B IIE AT RET ARSI BN IE 3 T 1E,

Z 2 system:admin kubeconfig X3 ENHFTHQ L, XNAEETF SSL/TLS &
FIRIEFES OAuth SR FDIIE, ERILUL H LT 645 6 A b ST 1T BRI -

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig
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o EHLIEN] control plane T s

7.14.8. Ik E F A MRS H R AN ARIR 570K

INRIEH OpenShift Container Platform £ ER T M AN FAMENE, EEHNRSEEEEE etcd
NEB, ERIRERTE pod HIZ1TH] Elasticsearch 588%, =& 7E StatefulSet X/ RAZITHIEIEZE, M etcd
HIPHIRERS, A&ME OpenShift Container Platform fF TAE A E MRS, B2, R etcd IRIBZIH
By, HRESRgeLskt #.

BF

BAME (PV) WRBHATREET eted REBH—ERD. M etcd HREBIRE OpenShift
Container Platform 5826}, FEXRHETVE M AT RES A N R IR, R2IFA.

LT RERT RS — LR AIER

o MySQL HUBZFETERH PV X RZHFH pod Hiz1T. M eted RERKE OpenShift Container
Platform A FEESMERNEFHMENE L, BERARERIEEIZITH MySQL pod, RE pod REE
ZE. AR EEEENERRES, ARERE PV LIEMEFERFINRE XA pod.

e PodPIfERAEBA, BMIMEITR X, MIRF—Npod TR Y LEABERNS, NHIT eted Pk
S}, pod P1AIRETT/AIEMG D), R ABMAREMINEIT = Y, OpenShift Container Platform
HAMEN N, BRRBIOBEC, ZEXMERE, BORTMTRY FIHDE, UESATUE
TR X EMEN, SR/E pod P1FAILLUS B,

o TEHUT etcd BB, mHNEHEMENAEIERBEER. X2FBUR AT TiX LR CSI
IXENFEFEK Operator BIEIEE TIE, B REREF B INIX LI ENFRF K Operator FRFRHE
i,

o TE4RK etcd IREBfE, £ M OpenShift Container Platform 7 iR Edp &% &, Local
Storage Operator & M /dev/disk/by-id 5 /dev B X EEMEN PV QBT SHEE, XWE

REBERSEAM PV 5| BRBEERILA,
BRI, BRI

1. FEIERT AT EH PV,
2. MR A HIBRAF S BEEE,
3. MR LocalVolume =% LocalVolumeSet %% (i5£ % Storage - Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

7.15. POD HRfi il E
TEFBEE pod FETTIE,

7.5.1. T RNl A pod FRBTTIE SRIEE M IITELH pod B=

pod AEFFTESFERIEITTZHIETE pod R L2RE, MHEZTT mLLHFFTHE,

PodDisruptionBudget @ — 1 API ¥R, ATFEERE—NHAQMRFELNEIAN R/ NBER T2
tbe EWIB R ATIX R E N T R4 (LLINZE SRR A SRR B, MENEERNR (MFETR
KW BT BMIX LB,

PodDisruptionBudget *f HIEZE LA T K HEEB DA :
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o FrEEFERR, Bl—2H pod BINRE I,
o TAMY, FARBEXIENFIAN&ESD pod WHE :
o minAvailable 2% /A4 o M pod B98(E, BNFEIEAMETHEAAIth 2001,

o maxUnavailable 2 ¥rHA R o] AT A FARY pod FIEIZ,

Pz Y=

Available 152 8% Ready=True # pod {12, ready=True {5EHIREEWIRSIERH
pod, FFRRINEIRRA PTECAR S5 B9 7 B At AR,

#¥F maxUnavailable 5 0% = 0, minAvailable 77 100% =& T RIA%Y, BXEELEH

RERPELE T 2R 1F,

DIk

H
=

XfF OpenShift Container Platform FREYFTEH2ECE ), maxUnavailable FIFAIA
WERE 1, BWEARERTUIXME, B—RAFHF— control plane Tim, XfF
control plane i, EREFHXMELH 3.

B LMERL T e SRR ERB BRI pod REFTIE :

I $ oc get poddisruptionbudget --all-namespaces

=1
- LT ROIEEHET AWS £ OpenShift Container Platform B9—2E1(E,

i th o Bl

NAMESPACE NAME MIN AVAILABLE MAX UNAVAILABLE
ALLOWED DISRUPTIONS AGE

openshift-apiserver openshift-apiserver-pdb N/A 1 1

121m

openshift-cloud-controller-manager  aws-cloud-controller-manager 1 N/A 1
125m

openshift-cloud-credential-operator  pod-identity-webhook 1 N/A 1
117m

openshift-cluster-csi-drivers aws-ebs-csi-driver-controller-pdb N/A 1 1
121m

openshift-cluster-storage-operator  csi-snapshot-controller-pdb N/A 1 1
122m

openshift-cluster-storage-operator  csi-snapshot-webhook-pdb N/A 1 1
122m

openshift-console console N/A 1 1

116m

#...
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MR XRGHZEDHE minAvailable 4> pod EE7EiZ217, Il PodDisruptionBudget #1152 R, #EidiX
—RHIFIEA pod EB AT #HEAKER,

% RIFIEM pod LN SEEHE, TRERKFEN pod FETFIEERMBIREAEL % pod,

7.15.2. {# [ pod I TIEE EXITELH pod =
& A LUE A PodDisruptionBudget X § 318 & X — I M M AR FELNEI AN R/NHESH B O L.

b =
BRi& pod HETIE :

1. EAREUATRAIBIN RE RO YAML 32 -

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2 9
selector: e

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HB—&f 493

9 WRIN AT &R/ pod E., XATLIREH, HAUREEELNFRE (4
20%) .

g W —H BRI ITHORR S # i), matchLabels #1 matchExpressions B4 RE12 5 F 2EA
B, BEEFETBPNARAE pod, MESHILENZE, 0selector {}.

HE

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: e

matchLabels:
name: my-pod

PodDisruptionBudget & policy/v1 API HH—&F 493,

®9

RN TREFEAMNREH pod HE., XAUZEY, LALREERSILNFRE (40
20%)

X —2H BERIFATROPRZ A1), matchLabels 1 matchExpressions 45 REZ 5 E RS
B, BiEFEDBFRBATE pod, HSHIXENZE, 40selector {}.

o
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2. BITUTHS, HARBMETES

I $ oc create -f </path/to/file> -n <project_name>

7.15.3. HANGEERRY pod 15 E X FREREE

HIREA pod HETIE (PDB) SRIBE M EN B LD pod ATARS, EILATLIE KRR R pod B
{¢O

ERLUARELA TR Z — -

IfHealthyBudget
REERPONBREEZERPEN, ST00%E L TFRERINERN pod FBEHRIKRR.
AlwaysAllow

TWREHR pod RETTIEHRRISM, ZTHNLEE L TRERRER pod #RTLAMIKER, HREKATES
BhIKBR N PE R N FAFERE, 40 pod 4bF CrashLoopBackOff A=K ikl & Ready IR ASBIN R
J%O

o p= Y=

E1UE7E PodDisruptionBudget *f & #{¥ unhealthyPodEvictionPolicy FE X E
AlwaysAllow, LAEETT B H IR ST R IER RN TR, BONMT HREFFN AR
. F pod b FRERE, REFREHEZIRE,

1. 4% X PodDisruptionBudget %/ §#) YAML X, FI8EARAEREM pod IKFRZEEE :

pod-disruption-budget.yaml X #Rl

apiVersion: policy/v1
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2
selector:
matchLabels:
name: my-pod
unhealthyPodEvictionPolicy: AlwaysAllow ﬂ

1+4% IfHealthyBudget = AlwaysAllow /E 3 & pod BIIRPAERS, 4
unhealthyPodEvictionPolicy & /22, EKIL7 IfHealthyBudget,

2. 21T i $ %A% PodDisruptionBudget % & :
I $ oc create -f pod-disruption-budget.yaml

H1E, WET AlwaysAllow RMERE pod JXFREKESET PDB, el LIHEZE Y s FF KRR 3Z It PDB R 789N A
28 pod.
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Hb TR
o (HFETNEEI 1/ FThRE
o Kubernetes MBI ERE Pod JXFREREE

7.6, BT E B R B R E HAROR

TERT I E R IAE R %2 2% OpenShift Container Platform |&, 4 Cluster Samples Operator #1 must-
gather 5 REC B H IR,

7.16.1. thBh 5 &MY Cluster Samples Operator

ERE T2, OpenShift Container Platform 7 openshift-cluster-samples-operator 5 % 22 [ Fa i &
—1 %} imagestreamtag-to-image MIEZERST, imagestreamtag-to-image o BT B S F NIRRT
TREMIEE (BRER) .

BLEM ST data FERFENFBE BRI N <image_stream_name>_<image_stream_tag_name>,

TERFFF 2RI OpenShift Container Platform Z&&&i4#2 7, Cluster Samples Operator BIRS#RIZE S
Removed, MREFH T Managed, ©2ZRERA,

TE M 45 BRI S TR B MR R E AR A T e R B @ W4T RS, FLRBIRS &

& : Github. Maven Central. npm. RubyGems. PyPi %, XAREEBEHITHINNS
2R, L5 8% samples operator X REEWH T H 1 1R BHIARSS .

& LU A I B B AR F 00 & A B fOR P R B B B3

® 7 Cluster Samples Operator %1% &7 Removed i, ETTLLAIREKM registry, SRERE
RPN A SRR registry,

o (HFAMTHVECEBRIHE NIE M R IRIEE R R registry BIRHA,

o [LREBRMEMBEGTAINE Cluster Samples Operator EZE X &R # skippedlmagestreams
FlZRA,

® ¥ Cluster Samples Operator EZ& I R #J samplesRegistry 1% & N B 5 4R registry.

e SR, ¥ Cluster Samples Operator % & Managed & E BRI T,

7.16.2. {F W A & & registry B Cluster Samples Operator &7

openshift iy & 22 8| H K% HH Cluster Samples Operator EEMHRIERIEM AL T registry.redhat.io ££T
IERSRRIR CERNRR, HERMERER T XLEHRER,

cli. installer. must-gather fll test il R AR FTLEBNAEM—E82, BFH
Cluster Samples Operator B2, WREFRT RIXLHRTR,

-
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BE

Cluster Samples Operator I ERT FFiEEERIMEHIXE S Managed, BEREH KR, &
FEE BRI registry,

SeRFM
o {HFHEA cluster-admin & &I 10 EE,
o NIREERR registry B2 pull secret,
i =
1 UiRI#EAR (mirror) BORFERMGRAIEE, Bl :
$ oc get is <imagestream> -n openshift -o json | jq .spec.tags[].from.name | grep
registry.redhat.io
2. Y4 registry.redhat.io A S ETEZ RMLSIME PR EREMBGRKIRFRELR, FHE (mirror) l—
ANTE M BIEEAR (mirror) -
$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest $§{MIRROR_ADDR]}/rhscl/ruby-
25-rhel7:latest
3. NIBREBENTIREENR :
$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config
4. EEHMBREENRP, HERRNINAAEREE CA
$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge
5. B# Cluster Samples Operator BB X & A samplesRegistry FE%, FHBSHREESE L
BRI B A hostname #14) :
I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator
% .
XELERN, ENEERSFATEELZITERESR (miro) SIERMLE,
6. FIATA REBERIBERIRINE Cluster Samples Operator BLE X R # skippedimagestreams =

%, =&, MBEAREBIFEMRAEIEETR, 7€ Cluster Samples Operator BREX &R A4 Cluster
Samples Operator 1%i& 7 Removed,

INREERF AR, Cluster Samples Operator &4 HE 4, {H Cluster
Samples Operator R EHE, HEEEFEEFEAXCH.
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openshift 65 % 22 [A| R SRR ER S| A E &R, Hit, =M Removed ERFHGRAER,
ERER VR DEGRT S BHEGRMRRTEER THENERE],

7.16.3. A E SRR LUNE IR

15 A RIS ISR B 1 5 ABRIARY must-gather 5if&, LMEAZIIE RIS A HEEE. ERAER
T, must-gather HER ST A, ZIRMLSAREVEEETTIE T 7 B SR M2 77 i 22 h ER SR AT B i AR

AR

1. MNRIEDL BB IFHRR registry A {F CA RINBIEENRRECEXN KA, EH Cluster Samples
Operator BEEEM—E 45, BHATUTSE :

a. DIBEHMBHIREENR :

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

b. ERENEHKECEN R, NHEBRRNMATERAE CA :

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

2. MERZREBFRNEH AT AN must-gather 54 :
I $ oc import-image is/must-gather -n openshift
7£iZ17 oc adm must-gather s3-%if, EEF -image FEFIEEAR A #HEE, WTFEIATR :

I $ oc adm must-gather --image=%$(oc adm release info --image-for must-gather)

7.17. F2BEH 5 A CLUSTER SAMPLE OPERATOR (& 5an%s

IRE AEFTMRA A AN EH S ARRRINE, LUBRIAZ A LLTIA] Cluster Sample Operator fR{R OB 3T
M Ao

piz

IBATLL TS, FKEX openshift 6p 44 22 A R IR B BiI& 7R

I oc get imagestreams -nopenshift

TUUT 4, FKEX openshift &34 22 (A Y E N BHEORBOPRZE -

$ oc get is <image-stream-name> -o jsonpath="{range .spec.tags[*]}{.name}{"\t'}{.from.name}
{\n'H{end}" -nopenshift

o -

$ oc get is ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}{.name}{"\t'{.from.name}{"\n'}
{end}" -nopenshift
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it Bl

1.11 registry.access.redhat.com/ubi8/openjdk-17:1.11
1.12 registry.access.redhat.com/ubi8/openjdk-17:1.12

3. BITUTRS, HERERRPFENEMIENTERERSA -
I $ oc tag <repository/image> <image-stream-name:tag> --scheduled -nopenshift

o -

$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.11 ubi8-openjdk-17:1.11 --scheduled -
nopenshift
$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.12 ubi8-openjdk-17:1.12 --scheduled -
nopenshift

e B Al {F OpenShift Container Platform EH B FIZF E RGNS, WAL ERNZ
&, BiAi%xH 15 98,

4. BT TS, WIEER S ARFERS

oc get imagestream <image-stream-name> -0 jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

a0 -

oc get imagestream ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

it Bl

Tag: 1.11 Scheduled: true
Tag: 1.12 Scheduled: true
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8.1.1. X FEEEPRIM RHEL ITE T =

£ OpenShift Container Platform 4.16 &, #15% x86_64 2yt {E A M B & L EREF B &I EMZE
RE, BRI LUEFER Red Hat Enterprise Linux (RHEL) #1283 A EEE P HITTENLER, EWTE A Red Hat
Enterprise Linux CoreOS (RHCOS) #.28/F N & BF Fh Y HI SF Em AL 25

NREEREFPER RHEL ITEHE, NIFEECNGERFERSIEMBANEENLETES, Bl
PATROUEH. NAHT FH ATt ERES,

T RERFEFNEMIEIER, EXJFRMRHEL iTENES, RARERFESNEMIIIER
R BT BEEIARIN Red Hat Enterprise Linux CoreOS (RHCOS) i+ &#1.23.
BE

o HTMEREHRINES EMIFR OpenShift Container Platform EE W IFIRIERS,
LEAR AU RN BN SR BE R RIFR A RHEL Hl28E A& ARIEH,

e AINZE| OpenShift Container Platform &£8#HIFTA RHEL Hl28 L&A ANEFERHTH
BE, MITEEIXLENE LERARBNT,

IR IMIE AR control plane Z E¥$FFA RHEL i+ &2 RINEI LR,

8.1.2. RHEL it & m MRS E K

OpenShift Container Platform IfE A H) Red Hat Enterprise Linux(RHEL) 7T & #1285 E AL/ B UL T &
EREG IR RE IR EK

o IREYZLIEIK BB B WA OpenShift Container Platform 111, MI8R&H, H5ENHENR
RERUTHRELSER,

o AFIMEUIIRMAEES FEMTE TN R ENS. FARBREERA, Bl BT
R, BINEXZ10% BIFFH. MFETINE, EOEBEHITHR, ABIIET R ENSEERA
BHRREE,

o FIBERGERLMHRUTEEER :

o YEHEMRE, HEAFHFE laaS LB1THILHA,

o HEMMRERS : EA "Minimal" REZ7ETIH RHEL 8.6 R Z FEIRA
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BF

L[ RHEL 7 1T B2 INE) OpenShift Container Platform &&%,

INRIBHELLETH OpenShift Container Platform KR A X9 RHEL 7 118
M2g, WETEEEAZE RHEL 8, B /IERERH RHEL 8 A4, FERZ
MHBRIBEY RHEL 7 EHl. MMFEEZEL, HSH "R K89,

&% OpenShift Container Platform A& F AR E EINREM RFHTIIR,
155 OpenShift Container Platform & 1T3E1C /0 2 ZF A HNIFHIZHEER 5 o

o HRLLFIPS HEXERE OpenShift Container Platform, NIEE7E RHEL #1285 L/E A FIPS, A
BEFeEs1 5 e, E5H RHEL 8 XA MS A FIPS %% RHEL 8 &4:

23

ZHEBEEA FIPSER, EUJIMEE F L FIPS X EH Red Hat
Enterprise Linux (RHEL) ITEHLI2 TR EERF, BXE RHEL REE FIPS &
ANEZER, HSHRE FIPS BXARREIZRG,

L LU FIPS #23j217 Red Hat Enterprise Linux (RHEL) 2% Red Hat Enterprise
Linux CoreOS (RHCOS)Hf, OpenShift Container Platform #&%/O4H {45 B
RHEL N, 1 x86_64. ppc64le # s390x 2214 E1R3ZEI NIST FIPS 140-
2/140-3 Validation,

o NetworkManager 1.0 S E &R A

o 11 vCPU,

o &/N8GBRAM,

o H/M5GBWERZF, BFAE /var/ BIXHRS,

o &/NGBELZE, AFEE /usrilocal/bin/ B4 R50,

o H/NGBRERZEMN, ATEEHILNBERIXHRT, IHh RSB FREE Python FrifeF
tempfile #EHR A TE LEIHLNIFBE,

o FNREHWIHRENRAREEIMEMEMER, FI0, MRE VMware vSphere E&RET
S8, WIREAFHENRERME, mEXIXE disk.enableUUID=true B4,

o FNREE WAL M DNS AIRITI TN B UK AP iR, ERHARNMS R 2T
PRI ATV RV REF R AP IRSS IR =
Hih 5w

o R R

812 LI BERIEKREE

EEREESNEMMBRME, SBEREERMYIFBNEZEE, RREQITIRE—MEREGIESR
IEBZELZIEKR (CSR) BHLE. kube-controller-manager R AE#E 4 kubelet 2 /8% CSR. machine-
approver TARIEE A kubelet FIFIHRMIREIEHIBNRYE, RNECTEBHILSEBWIINZEL L TZ
HR, BLTUREFLERE—F A%, UL kubelet 3R4HIEF 17 KRB MM F I ITHE A,
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8.1.3. & H23LLi21T Playbook

TE¥$% F Red Hat Enterprise Linux(RHEL)E HIRVE RSB IT BN 2R INE] OpenShift Container
Platform 4.16 S£B¥ 2 /i, WAUERE— RHEL 8 #1288, LUZ{TASKEERINFT T )= Ansible playbook, iX
BRI EERN 2, BAIeeisihnEEt,

FRFH

o 7EiZ1T playbook BI#25 £ %%k OpenShift CLI (oc) o

o LIBEZH cluster-admin f{ R B9 &5,

AR

1. fARATREEED kubeconfig XHMATFRESHNELERFAT RHEL 8 Hlash, HEXL
WiX—Bir, —MAEZERRESEN AR -G5S,

2. BeENZE, LRSI RIBFEITENZSENRE RHEL £l BRUGRAARRTHNERTGE, &
Y& SSH IR VPN E 22 E 1,

3. L1247 playbook M#Hl28 LEEE—NFA 7, ZA P XAE RHEL EHEH SSH 1A R,

5E
n INRFEAET SSH BEANFPILIE, BiE R SSH REREEEH,
4. MBLZRAXEM, HER RHSM EMALEE, FHEMIN—11H A OpenShift 119t
a. {®M RHSM FM#2s :
I # subscription-manager register --username=<user_name> --password=<password>
b. M RHSM FREXEATEY ] [ E45 :
I # subscription-manager refresh
c. FUHHAITH :
I # subscription-manager list --available --matches *OpenShift*'
d. EE—HSMkE D, $HE OpenShift Container Platform 1T [ B3t 1D FEMEANIZ D -
I # subscription-manager attach --pool=<pool_id>
5. J5F OpenShift Container Platform 4.16 FREH 6% :

# subscription-manager repos \
--enable="rhel-8-for-x86_64-baseos-rpms" \
--enable="rhel-8-for-x86_64-appstream-rpms" \
--enable="rhocp-4.16-for-rhel-8-x86_64-rpms"

6. REFMENNMHE, 21E openshift-ansible:
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I # yum install openshift-ansible openshift-clients jq

openshift-ansible {4 @1t T RELARER, FERAEUY RHEL ITET RURMEIKHMEE
BEMEMHE, 20 Ansible. playbook #I#EXBIEEE X, openshift-clients 121t oc CLI, jq %X
Halla i EmeITH JSON i TR,

8.1.4. % RHEL it&ET &

1£4% Red Hat Enterprise Linux (RHEL) #2857~ I0El OpenShift Container Platform &8z 7, BN IfHE
B ENEME Red Hat Subscription Manager (RHSM), HEMINIARHI OpenShift Container Platform
115, FEERMENEFEEE,

1. EE—EHLEJE4T RHSM EAf -
I # subscription-manager register --username=<user_name> --password=<password>
2. M RHSM FRERS#TEOT] PIEURE
I # subscription-manager refresh
3. S AT -
I # subscription-manager list --available --matches *OpenShift*'
4. EFE—HEMEHES, HE OpenShift Container Platform 1T [##495th ID FFHEANIZH -

I # subscription-manager attach --pool=<pool_id>

5. ZERA yum FiE)%E :
a. ZRAMACSEBAK RHSM 726#)% :

I # subscription-manager repos --disable="*"
b. FIHFIRH yum EMEZE, FiLKENTE repo id TR (EA)
I # yum repolist
c. f#/ yum-config-manager Z BRI KK yum FHEE -
I # yum-config-manager --disable <repo_id>
HE, FRAMBEMEE
I # yum-config-manager --disable \*

HER, AAETREHENTRFEEERLOH

6. 1= OpenShift Container Platform 4.16 ZEZH G % :

# subscription-manager repos \
--enable="rhel-8-for-x86_64-baseos-rpms" \
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--enable="rhel-8-for-x86_64-appstream-rpms" \
--enable="rhocp-4.16-for-rhel-8-x86_64-rpms" \
--enable="fast-datapath-for-rhel-8-x86_64-rpms"

7. ZIEFHZERAEN L89B G

I # systemctl disable --now firewalld.service

EAEELRE R ARE, R, T ETA worker EBY OpenShift
Container Platform BHi&,

8.1.5. E& A NI0 RHEL 1+ & A423

IR BT LU A Red Hat Enterprise Linux fENIR/E RSB IT B2 A INEI OpenShift Container Platform
416 &£8H,

FeRE M
® Z1T playbook HHl g LERELFENHHSHEIIT T LENRE,
e RHEL FHEMFRELER,

AR
1E1IZ4T playbook M BINLE: EHUTATE 3% -

1. GI8—14%h /<path>/inventory/hosts B Ansible ;&5 34, LUE LIRBITENRENMSHEHR

e

[all:vars]
ansible_user=root ﬂ
#ansible_become=True 9

openshift_kubeconfig_path="~/.kube/config" G

[new_workers] ﬂ
mycluster-rhel8-0.example.com
mycluster-rhel8-1.example.com

EEEELEITENE LIZ1T Ansible £3589 - %

IR root I5EH ansible_user, &4/ ansible_become i%& 7 True, F#Hi%ZH
FOES sudo FUBR,

15 E LB kubeconfig LRI R .

o0 09

SUHBERIMBIEEFFEE S RHEL 185, BIVBDNENRBTEREL R, LETEEREH
AR ERIEN R, EEXER TSN ERALNIE R,

2. # AZE Ansible playbook B3 :
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I $ cd /usr/share/ansible/openshift-ansible
3. 1547 playbook :
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/scaleup.yml ﬂ

Q %t F<path>, 18EELIENAnsibleEfFSHFRIEEE,

8.1.6. Ansible hosts XN ESE

1E4¥ Red Hat Enterprise Linux (RHEL) TTBH2ARINBNEEE 271, SITE Ansible hosts X#HE L LT
S

¥ 23U =1

ansible_user BEfE LA B 1S 5 4T SSH B1p 5 IER R4 LRI 4. EIME root,
SSH A/, MRERET SSH BN FH
BSUE, M7fE R SSH RIBRE B,

ansible_becom R ansible_user B{EFRZ root, s  True, JAREARZ True, HEAEREM
e /i ansible_become %i& 7 True, # EXISH,

Bi&#5%E  ansible_user B9/ iR
BB R sudo ViH AR,

openshift_kube i5EaE&%E1 kubeconfig XA BB SUEFMIREERFL R,
config_path EPR:Ni I

8.1.7. [k : MEEEH IR RHCOS i+ &EH25

¥ Red Hat Enterprise Linux (RHEL) iTEHRARMEIEREE, EoILLEEMMER Red Hat Enterprise
Linux CoreOS (RHCOS) i+ &H|283BEM TR,

SeRFMH
o EEFF RHEL ITEAZRARIEIEEEH,

AR
1. EENZRIIRFF LK RHCOS ITENBEH T REH -

I $ oc get nodes -o wide

2. W FE—1 RHCOS i+ EHES, MBRET & :

a. ®i1iZ21T oc adm cordon 34y, FTT mbrid WA HE :
I $ oc adm cordon <node_name> ﬂ

Q EEHh—& RHCOS i EH 28T &,
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b. JEZE T RAABIFTEA Pod :
I $ oc adm drain <node_name> --force --delete-emptydir-data --ignore-daemonsets ﬂ

@ EEEmEH RHCOS HEH 2R RA R,

c. MHBRT = :
I $ oc delete nodes <node_name> ﬂ

Q 1B E S22 RHCOS 1T &AL 321 T i & H,

3. AFEITENSZNIIR, UBRIURE RHEL TR :

I $ oc get nodes -o wide

4. MNEBMITTEN M A EI9E P MR RHCOS #l25. Ea LUMMREIINHEFHFI/E RHCOS it
BN BRYIEFE G,

8.2. 1% RHCOS it &N 2374 N%] OPENSHIFT CONTAINER PLATFORM £
picd

&0 LR ML LR OpenShift Container Platform &2¥HRINI5E % Red Hat Enterprise Linux
CoreOS (RHCOS) itE#l2s.

EREZITENZRMEERNEMEN ERENERF A, w50 RHCOS HlastHE/ER, ErLL
3 I1SO HH&R I MLE PXE 5153k 012225

8.2.1. FoiR M
o RITIEN ERETHEE,
o MARRNEBERMLEN FH Red Hat Enterprise Linux CoreOS (RHCOS) %if&k, MIRIE%E
BiXExxE, ATRRBZRE RIS XL 4,

8.2.2. {1/ ISO &0/ RHCOS #27

IRE LUME R 1SO Bt W IEHE R 0|8 T % Red Hat Enterprise Linux CoreOS (RHCOS) iT&#gs, LA
235,

FoRFEMH
o JRENERFITENLZRMY Ignition BRE X 4B URL, EREIEARIZXMH LER HTTP IRS5 25

e B%%& OpenShift CLI (oc).

1 BTG, MERHMER Ignition BEE X4 :
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B8 E REKENTRES

$ oc extract -n openshift-machine-api secret/worker-user-data-managed --keys=userData --
to=- > worker.ign

. FIEMERES B worker.ign Ignition EEE S EZE) HTTP fRS588. ERIXLEXHH URL,

XA AL ignition MR ETE URL LRI, LATRBIFREITE T =89 Ignition BS&E ST :

I $ curl -k http://<HTTP_server>/worker.ign

BRI LU AT AT ar B3R5 1H] 1ISO BifREAB I SHHL2S -

RHCOS_VHD_ORIGIN_URL=$(oc -n openshift-machine-config-operator get
configmap/coreos-bootimages -o jsonpath='{.data.stream}' | jq -r ".architectures.
<architecture>.artifacts.metal.formats.iso.disk.location’)

. B 1ISO XHEELZITEN S ERE RHCOS, ERELHH, FROENSENEBERS
&

o ¥ 1SO BB L FHEREE .
e TELOMEOMEHAISO EEM,

. ERIEE ML PR Lh 5| FRAMER TE1 5 RHCOS ISO ik, FR/RERERTE RHCOS
live IMERB| 53 A shell 127-%F,

. & AT AR RHCOS ﬁ%%l@ﬁ“fi%mbﬂmﬁﬁﬁ BZ 7~E7 FEXA I1SO T2,
. IERZAE LT S AR A coreos-installer 4, MARRMAKSE,

. iZ1T coreos-installer 5318 EH B EMREE RIET, BEDUTIEERAT RERH
Ignition EBE TR URL, LARIEELZETIHNILE

$ sudo coreos-installer install --ignition-url=http://<HTTP_server>/<node_type>.ign <device>
--ignition-hash=sha512-<digest>

Q B 7if#F A sudo 1217 coreos-installer €545, EN core AP & B HITREFER root 11
R,

Q % Ignition BE & XX {F:&@5 HTTP URL FRERET, FE --ignition-hash :ETRIGIFERE T R E
Ignition BRE SUFBIE LM, <digests & £ —# FIRERH Ignition B2 X4 SHAS12 HE,

INRE@ESFEH TLS B9 HTTPS ARSS 25124 Ignition BRE X4, A LEZIT
coreos-installer BI{S RERIE A WL (CA)RMEIRGEEFMEF.

LUF RGNS 5T m& &Rt E /dev/sda %%, bootstrap 71 mBY Ignition EZE XXM IP Hitik
192.168.1.2 B HTTP Web AR %583 K EX :

$ sudo coreos-installer install --ignition-
url=http://192.168.1.2:80/installation_directory/bootstrap.ign /dev/sda --ignition-hash=sha512-
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aba2d43879223273c9b60af66b44202a1d1248fc01cf156c46d4a79f552b6bad47bc8cc78ddf011
6e80c59d2ea9e32ba53bc807afbcab581aa059311def2c3e3b

8. TENZRAVIEH & £ RHCOS REMIIE,

BF

TEFFIA%REE OpenShift Container Platform 281, HWERENT mARERIN, W
REETTE R AE B E AT RE & I RHCOS R &5 R R A,

9. RENEHOUBESITENSS.

8.2.3. 1Y PXE =X iPXE 5 5/13£ /& RHCOS #1235

IRE LUER PXE 2% iPXE 815 WENEEE G E % Red Hat Enterprise Linux CoreOS (RHCOS) iT&#
%%Q

FoRFMH
o JRENERFITENLZRHY Ignition BRE X 4B URL, EREIEAFIZXMH LEE HTTP IRS5 25

o REVRIEER LR TEP LLE HTTP fRSS5 238 RHCOS ISO (&, [E4EH94E4] BIOS. kernel
#0 initramfs 3X{4#9 URL,

o RAILLVARITER T F2H - OpenShift Container Platform S0 A 230 FE Y PXE 8| 5 £
2ok, HERTIELRLE RHCOS [ MA B 2 /5 51,

o MNRMFEM UEFI, &AL RI7E OpenShift Container Platform &4 12 IETAR grub.conf XX
.,

1. #8ik RHCOS &8 PXE 3 iPXE &3 1EH,

o XfF PXE:

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

BE EEE HTTP RS 258 live kernel ST E,

®9

1BE LZEI HTTP fR%5 28889 RHCOS XFHINLE., initrd SEUER live initramfs X4
fiIi&, coreos.inst.ignition_url Z#{E 2 worker Ignition Edi& SX4FHIfL

&, coreos.live.rootfs_url SHE R live rootfs SXHMILIE., coreos.inst.ignition_url
#0 coreos.live.rootfs_url SE{{Z# HTTP #1 HTTPS,
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BB AR RERRAESI SN LS ARTERE VIR, BB RAZEHE
ﬁ, ‘LFJE APPEND 7 EF/IJ\\}JI]_A_E%/|\ console= %éﬁ[ WJ&D; /IJ\\I”]
console=tty0 console=ttyS0 LIS — PC 2O X B N EZHIE, FHEH
MEEERIRE N ZRIEEE &D%‘E—E%E%, HB A NfAI1E Red Hat
Enterprise Linux ¢1x%$17,;ﬁﬁ”ﬁ$ﬂ/§£}$%|]é ?

e XIF iPXE (x86_64 + aarch64) :

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign ﬂ 9

initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img G

boot

@ SELEBHTTP RS HBM RHCOS XHHINIE. kernel BHIAR kernel AHHIAL
&, 7 UEFI R4 B| SHEE initrd=main %1, coreos.live.rootfs_url Z#{HE
rootfs SXHFHIAIE, coreos.inst.ignition_url SE{EIZ worker Ignition BE & X HHIAL
%o

IMREFEAS D NIC, HTE ip EUIREE—NMEQ, fil, EEHEH enol BINIC LfE
Fd DHCP, 15 (& ip=eno1:dhcp.

o

8E LB R HTTP BRZ5 238 initramfs LRI B

o

LhBE N =1 A K 6 S B E R R eSS B 88 LS BB TiEs &1
[\, 1E7E kernel T RIN— A:}Z%ﬁ\ console= ¥, a0, 7
console=tty0 console=ttyS0 LUf$E—/> PC B OB HE#HE, FEHHE
PR EIBIXE N ZRIEFIE, ﬁﬂﬁa%%{iu, SR UN{AI £ Red Hat
Enterprise Linux % &R {TXImH/SHILH & ? #"2 B PXE 1 1ISO REM &
TIERHIE "S5

E7f aarch64 ZEHhMZ4 B 5 CoreOS Nk, BEEMAEAT
IMAGE_GZIP 4384 iPXE IJEERA, %5 iPXE HBIIMAGE_GZIP %77

e XfF aarch64 iy PXE (f&/A UEFI #1 GRUB fE NEE = E%)

menuentry 'Install CoreOS' {

linux rhcos-<version>-live-kernel-<architecture>
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign ﬂ 9

initrd rhcos-<version>-live-initramfs.<architecture>.img

}
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@ EELERIHTTP/TFTP BR%5 238 RHCOS XA #IMIE, Kernel SRIER TFTP fB%5 %
B kernel SLHEMIGIE, coreos.live.rootfs_url Z#E 2 rootfs SX{4BYAL

Q IMREFBEAL A NIC, HTE ip EUIREE—NMED, fi, EEHEH enol BINIC LfE
Fd DHCP, 15 (& ip=eno1:dhcp.

g g LEE TFTP ARSS 221 initramfs STHFHMIE,

2. R PXE =% iPXE &R N LR QIR ZITEN 2R,

8.2.4. #t AN BRHIUE B RITE K

LI RRINBERRN, SNHERMBNBENFERT D RFLBIESERIER(CSR), B fIXL
CSR Bik#BHttE, FRBEFZBTHA. DIIELMEREIRIEK, REHAERSHER.

FeRFMH
o HEFHSRMEIREF,

ik =
1 FAIERE R LUR AR
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.29.4
master-1 Ready master 63m v1.29.4
master-2 Ready master 64m v1.29.4

Hi A TR G2 RT AL,

ﬁ s
' EHL CSR Hitt AT, RIEMNEHATRERNSETETR (B worker TR) o

2. MERLIERN CSR, HBERNMEIKEFFNELAEEE Pending 3 Approved R EHIE i

153K -
I $ oc get csr
it Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending
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TEARGIH, FHEVSMAKR. BARSIEINRFEIEZSIHER CSR,

3. MNR CSRI&BIRFEHAE, EERMBNRNFIEFLIE CSR #4TF Pending KRE 5, FiltE
KB CSR :

p= Y=

BT CSR « B, RILEESNERMEIERE— /N AREERR CSR, 4N
FEBE—INRIEET], ERRERE, BNTRSFEESMER. Baiit
HERTAXEIES, #EE I CSRE, Kubelet NARSSUEFOIB— 2 CSR,
XBEFHHE, ARE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
F41T3% K B8 machine-approver B it .

p= =1

S FIERS AR AP A EiZT08EE, RN EM R B e ERZRG,
1R TISEHE— 75 5k 3 B shilb 4 kubelet IRAEIEFE R (CSR), MR ERL M
3K, ] oc exec. ocrsh #1 oc logs AN, KN API RSS2 EEE
kubelet B ZERSSIET . 5 Kubelet iif sk REVEMHRIEA T B UL IEP b, 1%
TR ISR CSR, #IA CSR H system: node = system:admin 22 F#
node-bootstrapper AR 551K 1238, FHIHILNT RIS,

o THBLE, IENEBNERM CSRIBITLUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

o THHERTERALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

" TEA L CSR L HRT, —L Operator AJAET A,

4. HE, EHEFImERERIE, BRIEERNIKETNEANSENRSFIEK

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending
5. WRFIRM CSRIEFWAME, BATF Pending IR, HHESERENZRAI CSR -
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o ZHURMBLE, HNEBNEMM CSRIZITUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 2 /1 CSR &K H CSR B4R,

o THLHERTERALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #EMBEimFARS 2 CSRE, M2T &F Ready RE., 2T TaHSRILE
I $ oc get nodes

i th 7 Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.29.4
master-1 Ready master 73m v1.29.4
master-2 Ready master 74m v1.29.4
worker-0 Ready worker 11m v1.29.4
worker-1 Ready worker 11m v1.29.4

% ”
BUERRSS 28 CSR R Rem B /L 2 #inf (AL AL 2514 2 Ready KA.

HihfZ 2

o MF/FAXRCSRMESER, HESH ILBERIFRK,

8.2.5. 7£ AWS A {E B & X ivar 2 XN IN#FH RHCOS worker 77 52

OpenShift Container Platform {8 bootstrap it f2 R SE A FIN AR EC B R E LRI BF O K% F. 8
2, MREEA var X, ZSXFEZIDTNELRENBE, BERTENR, NRTHREGTRAMILEHE
B, NEEETEEFRERMAT R, B0, WREFN /var 2 XEEH md.large SEEIFIEIA
AWS &4, dev/xvdb, NIFEEEERIN AWS m5.large 2241, K~ m5.large SCHIER LA
/dev/nvmelnl %%, HTFARMGEER, XEABELED X,

AT RS EER T i 5 L2EN BB R E BRI CHIRINFHT#I Red Hat Enterprise Linux
CoreOS(RHCOS)IHE TR, MAILLAREBE LA~ #IE secret HELEHMITENBE, XELREET
AWS &8, HRNtERTHMSEE, EHR, N EMBENLEEHREISEMAR, MNIZIREE
RIERIFEITIRE,
it =3

1. ESITHEINN openshift-machine-api 3% Z2[H] :

I $ oc project openshift-machine-api

2. M worker-user-data secret 0| &% secret :
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. ¥ secret BJ userData Zf 9 S H BISTASH -

I $ oc get secret worker-user-data --template='{{index .data.userData | base64decode}}' |

jq > userData.ixt

. REXXAS S, NERTH T a2 KRN storage, filesystems, #1 systemd /N7, f&H]

PAREFZEBIEEREM Ignition BEEESE,

. RETEY ignition B[,

{
"ignition": {
"config": {
"merge": [

{

}
]
2
"security": {
"tls": {
"certificateAuthorities": [
{
"source": "data:text/plain;charset=utf-8;baseb4,.....==
}
]
}
2
"version": "3.2.0"
b
"storage": {
"disks": [
{
"device": "/dev/nvmeini", ﬂ
"partitions": [
{
"label": "var",
"sizeMiB": 50000, @)
"startMiB": 0 €)

}
]
}
1,
"filesystems™: [
{
"device": "/dev/disk/by-partlabel/var", ﬂ
"format": "xfs",
"path": "/var" G

}
]
}

"systemd": {
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"units": [a
{

"contents": "[Unit]\nBefore=local-
fs.target\n[Mount]\nWhere=/var\nWhat=/dev/disk/by-
partlabel/var\nOptions=defaults,pquota\n[Install\nWantedBy=Ilocal-fs.target\n",

"enabled": true,

"name": "var.mount"

}
]
}
}

1BTE AWS BRIZ 2 B 4E % BR AR

1B E LUK F 1T BAT I EIE 2 X KD

BELUIEF TN BN X FF L, HIE5| SRAFRMBUES XN, HESDER
25000 MB(Mebibytes), root X#RIEKBENHBRAKNIETRFAETAZER (%2

EWRBE) . MREEHREE, HERENENTHENS/IME, NERB root XH
RARK/N, MAELGIHITH RHCOS EfRE AT RESBERIED KB FHED.

909

EEE var 2 KBV BBE.
BEXHRIHER,

BEXHRIEERR, M lgnition BTN FRXG4RGEHNUE, IT—ES
NFEBESE root FEHBAMIEMER, ERMEEERNUE.

o -

a E ¥ /dev/disk/by-partlabel/var % & %2 /var 23X systemd HEEH T,

c. ¥ disableTemplating 84> M work-user-data secret {2 EXE| XA -

$ oc get secret worker-user-data --template="{{index .data.disableTemplating |
base64decode}}' | jg > disableTemplating.txt

d. MPRANSTASCH-CIEST A - BRI EE XX, LA P #03E secret fF userData.txt X4 AR EVEIS
TR XEBGBAFURIT R,

$ oc create secret generic worker-user-data-x5 --from-file=userData=userData.txt --
from-file=disableTemplating=disable Templating.txt

3. NETT RO BN E

a. UIEBFHHTTENERE YAML X8, EKETFH AWS BBBIISXE. HRINFFES X F#H A28 A
FUEHE secret :

R

ERIATENSEF IR, HREFEEIH T ROSH,
apiVersion: machine.openshift.io/vibetai
kind: MachineSet

metadata:
labels:
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machine.openshift.io/cluster-api-cluster: auto-52-92tf4
name: worker-us-east-2-nvme1in1
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: auto-52-92tf4
machine.openshift.io/cluster-api-machineset: auto-52-92tf4-worker-us-east-2b
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: auto-52-92tf4
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: auto-52-92tf4-worker-us-east-2b
spec:
metadata: {}
providerSpec:
value:
ami:
id: ami-0c2dbd95931a
apiVersion: awsproviderconfig.openshift.io/vibetal
blockDevices:
- DeviceName: /dev/nvme1n1 9
ebs:
encrypted: true
iops: 0
volumeSize: 120
volumeType: gp2
- DeviceName: /dev/nvme1n2
ebs:
encrypted: true
iops: 0
volumeSize: 50
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: auto-52-92tf4-worker-profile
instanceType: m6i.large
kind: AWSMachineProviderConfig
metadata:
creationTimestamp: null
placement:
availabilityZone: us-east-2b
region: us-east-2
securityGroups:
- filters:
- name: tag:Name
values:
- auto-52-92tf4-worker-sg
subnet:
id: subnet-07a90e5db1
tags:
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- name: kubernetes.io/cluster/auto-52-921tf4
value: owned

userDataSecret:
name: worker-user-data-x5 ﬂ

@ HiREES.

@ BEIAWS R EHLTIEER, XER— B EBS B,
© i EEHMERS 5.

@ ERFHE secret XHE

b. AT ENERE :
I $ oc create -f <file-name>.yaml
M Bs AT RER & — LT [ F =T A,

4. WIEHDEMT /2SO -
a. WIER B LRITENRKE :

I $ oc get machineset

=1
NAME DESIRED CURRENT READY AVAILABLE AGE
ci-In-2675bt2-76ef8-bdgsc-worker-us-east-1a 1 1 1 1 124m
ci-In-2675bt2-76ef8-bdgsc-worker-us-east-1b 2 2 2 2 124m
worker-us-east-2-nvme1n1 11 1A 2m35s @)

@ EmnirENSE

b. JIEH T mEE SO :

I $ oc get nodes
i =Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-128-78.ec2.internal Ready worker 117m v1.29.4
ip-10-0-146-113.ec2.internal Ready master 127m v1.29.4
ip-10-0-153-35.ec2.internal Ready worker 118m v1.29.4
ip-10-0-176-58.ec2.internal Ready master 126m v1.29.4
ip-10-0-217-135.ec2.internal Ready worker 2m57s v1.29.40
ip-10-0-225-248.ec2.internal Ready master 127m v1.29.4
ip-10-0-245-59.ec2.internal Ready worker 116m v1.29.4

Q@ iEFTR
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c. MIEHTRERTOUETBE L /var DK :
I $ oc debug node/<node-name> -- chroot /host Isblk
4N -
I $ oc debug node/ip-10-0-217-135.ec2.internal -- chroot /host Isblk
=1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
nvmeOn1 202:0 0 120G 0 disk

[-nvmeOnip1202:1 0 1M O part

[-nvmeOnip2 202:2 0 127M O part

[-nvmeOn1p3 202:3 0 384M O part /boot

“-nvmeOnip4 202:4 0 119.5G 0 part /sysroot

nvmeini 202:16 0 50G 0 disk

“-nvme1n1p1 202:17 0 48.8G 0 part var @)

ﬂ nvmelni K& #EEHE /var DX,

Heth BTiR
e INEEAH % OpenShift Container Platform iM{AF MM A D XMEBELE R, ESH MoK,

8.3. MR EN RN E
BB R RELE,

BF

& R BETE Machine API 2 FRER R RSN REEMT BRI, BE R ERRIEI
IR R E RN M EIEFIBL & F 888 A Machine AP,

BB EMZBRIFERE none BRI TTIAE M Machine API, BIfEMIINZIEEFA T BN SRR
HAEZFZINENTE L, MENAXNRE, ARERTEERULSH,

EEERHNTESRE, HETUTHS

I $ oc get infrastructure cluster -o jsonpath="{.status.platform}'

8.3.1. X FHlaEENE

IR RBEXT I EAEF5ESK control plane Wl2s5E EIERINL A N AV ZS BB T,

L
-

N BRNERRR, QBFTERE ULRHISFNEE, *¥BEEMENRERMG (Fa0, 2F NotReady K&
KBRS #EE node-problem-detector FIERTRHRAMRR) , UKAFEREMNBRESHIIFE,
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¥ MachineHealthCheck HREVIZFIZRICEE L HIZKM, MRISTRLTRRRE, NXBIIMH
PRALE FH OB — IR E e, WG E, EEENSBMERSEY.

I BR UM BRATL 2E A BB R ME RS, $ih 2R — R OB R FHMBR— N T m. MR BIrEsth R AR AR
AR EEMNS B E KT maxUnhealthy 89(E, NI ELE, EEEBFHF,

THIRYE TR U ERFAIE BB,
o EBRH BT RE R T MR BRBIHL A5 £ B TR S B (R4,

o BREY XGRS TN IEI. B, & NotReady IRASHIEERS Y [A] 41
BB, LMEVSREDTRENTIRE,

BFIERE, HHERTR,

8.3.1.1. FREN HFE R A BRI

BENBRROEAFEEE BT RS :
o NENMBEHBEMNBY TLHNBREROCEEES,
o MRHIBRMT SMEEPRIR, NERERERINNNNETRE, FILEEENE.
o MR BT S1E nodeStartupTimeout 2 F3 EMALR, NSEENS,
e 1N Machine FRI % Failed, N&I7EMES M2,

L th BT iR
® XTF control plane Hl25%

\

8.3.2. MachineHealthCheck %R <15
MAEETFT =R ELREM MachineHealthCheck R, LAKRENLAABITHR, KLU YAML X4 :

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example 0
namespace: openshift-machine-api
spec:
selector:
matchLabels:
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role> G
machine.openshift.io/cluster-api-machineset: <cluster_name>-<label>-<zone> ﬂ
unhealthyConditions:
- type: "Ready"
timeout: "300s" 6
status: "False"
- type: "Ready"
timeout: "300s"
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status: "Unknown"
maxUnhealthy: "40%" a
nodeStartupTimeout: "10m" G

ﬂ IEEZEEMNRERLEN R,
QO = EmnSbisE— MR,
Q I <cluster_names>-<label>-<zone> 1§\ #§ € ZIRERAIAE L. 10, prod-node-us-east-1a,

WEE%,#\%#E’\JEE?%@NWQ IRFEBHEIFRFR T &4, NRESENEE, BB
RSB RREIINE £ TIE ARSI F{E,

Q BEBEPRTRAMNMEEMISEHRE. XAIXA—TEDEH—PEY, NRTEENVSRHBEE
1t maxUnhealthy % EBIRE, NIRRT

@ EEVSREREERENSZTRRITDIFRT RIIA SR BB FFE A,

matchLabels R Z2R~Gl; IEUIRIEEAE IS RRIYLESH,

8.3.2.1. FERA LR B MY

MR ARRMEEFERNSEEROEEENZR. BT MachineHealthCheck iR #Y
maxUnhealthy FEXfid B 58 B8,

R A A EEE AR maxUnhealthy FE&E L. T —ME, MachineHealthCheck &%
maxUnhealthy B{E 5 © R EMMERKN BTt PN 2R E T, MRAERAVSZHEET
maxUnhealthy [B#l, NIARSHITHNL,

5E
INR% A1 E maxUnhealthy, NIZEIAES 100%, TIeEEHRSMME, HBRAMSHE
EO

& 48 maxUnhealthy [EEUR TR ERE IR EEMAZLL & MachineHealthCheck ZZ=MIH 238 E. HI40,
& AT LAE A maxUnhealthy (EEE=Z N AXEMZNMTENZSRE, UBEEEREBENX

if, maxUnhealthy & FJ LATESRBEHBA LA —F 1, ERBELNTRHARNER/ Azure XI5, BRI LUE
AR AR RMmRE AT A,

HE
INRIEKHN control plane BZi& MachineHealthCheck ¥, &% maxUnhealthy F{E1% &
M1,

LhECE AT HAIR H 2 control plane A28 R AR, HEREREERSXEUEME
. ZANTEEM control plane 2R AT BER R R etcd EEEEBFEN ST BIRIEEEHKRIN
BIHLER

IR eted £RFEY, WREFEFITI. WRJ BEFEREMLT, NSRBROGENIZRT

=]
B 7T o
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maxUnhealthy FEE A LU B WS B2, #R1E maxUnhealthy (£, BFEBFNREZIH,

8.3.2.1.1. 4N HE 1% & maxUnhealthy
N5 % maxUnhealthy % 2:
o MR2AHEDT RARE, NETHITHK
o MRINHEL T RAEE, NARKHITHI
XEESNEEROEER TN BRET X,

8.3.2.1.2. A lLIX& maxUnhealthy
N maxUnhealthy 51X & 40%, B 25 ML HGHE :

o MREBI0ANHEDTRAFAERRE, WRHITHNL
o MENAHSNTRFAER, NAFAKTUTH
N5k maxUnhealthy #i%X & 40%, & 6 THLSRHEKE :
o MR 2ANHEDT KRR, NAHITIHE
o MRINHELZTRTREE, NAKHITIH
A=

L0 ER maxUnhealthy HlZMB 2 LR 22— NEHET, RITFHNSBESEEAE—
NINHIEERL,

e

8.3.3. BN FERIE TR
e LU E BRI 235 0] 2 MachineHealthCheck 1R,

' 15 LB R T BN S84 5 control plane M2 1B 225 FANL SR ER IO 75,
SeREM
o i oc ML ITHRME.

Y
1. A — healthcheck.yml X, HAAEZEBIH SRR ERTE L

2. J¥ healthcheck.yml X4 B IRBOEEE -

I $ oc apply -f healthcheck.yml

8.3.4. Fohf RITHEHl&#&E
BT AR ERRMSIMAEZ LG, EAUFHT RITEABRE.
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B8 E REKENTRES

MERSE2EIN. REBFEFNEMRMIRZEAR, BELN., AFESFNEMBRMNLREEITE
HL%E%,

SeRFMH

o 2% OpenShift Container Platform 2% oc 3517,

e LIEA cluster-admin I [RHFE - &5 &% oc.

i =
L ZBTU TS, EEREPIITENS !
I $ oc get machinesets.machine.openshift.io -n openshift-machine-api
ITEN2RELL <clusterid>-worker-<aws-region-az> B R 51 H,
2. BITUT T, BEEREFFHITENE

I $ oc get machines.machine.openshift.io -n openshift-machine-api

3. BITUTS, EEMRIITENESDIZEEE

$ oc annotate machines.machine.openshift.io/<machine_name> -n openshift-machine-api
machine.openshift.io/delete-machine="true"

4. BTSRRI BiTENZRE

$ oc scale --replicas=2 machinesets.machine.openshift.io <machineset> -n openshift-
machine-api

HE -

I $ oc edit machinesets.machine.openshift.io <machineset> -n openshift-machine-api
R

LRI LA FLATT YAML R B it ENlaaE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI L RS BN SR, BRSO MLUEHIE T T A,
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BE

MINERT, VSRR ZAFEAENS LZTHTR, BRRI L, EFELE
ERT, WEIRECE T pod FETFIE, BFZRIFATIRETDIEMTN, MRPFZEFEFKR
W, M BRI 2R TR ARSI BRI 25,

f&A LLR T E4 E ML 2R £ 3F A% machine.openshift.io/exclude-node-draining 3
Bl HEZZ 1T R

o ZITLATeS, JUIEMIBRATERINLES -

I $ oc get machines.machine.openshift.io

8.3.5. T IT BN R M SRS E M =2 [ B9 X 5]
MachineSet X[ Rk 7 5 =kl 25 EN M X I OpenShift Container Platform 7 R,
MachineConfigPool % &/t MachineConfigController 414 1E 7+ 21 12 F & X FF RN ES IR

MachineConfigPool % & fu 1 FA /- B & d0 el f5 2 o FA B 23 B & Stk R B9 OpenShift Container
Platform 7 s,

NodeSelector ¥ &7 LL# — 12| MachineSet X RB95| BE#,

8.4. HFRT mEN KRR

OpenShift Container Platform T RECE XS EEEMLT, FlN, #HIRLUAT RIAER&K pod
EMH NS4 podsPerCore #1 maxPods.

LN SHEREER, HPPUNERS T TR EM pod HE., BITXLEERSH
e CPU fERZRIEN,
® I8 pod AR,
o REFETRANAEFHRE, TeeHNRFERN M,
o R IP Hiitits,

o HWRIEFRER, SHRAFNARFMHETE,

BF

1 Kubernetes /1, S&HENAEM pod EFMERM N AR, EZNREARETEAEASR
EEhRTR BN, EiLb, 121710 1 pod BIRETELfr ERIZ1T 20 MNAES.

THRN RS IOPS TR A RESNT CRI-O # kubelet F24E &0, BT R EZETAE /O
= M EM pod B, ATRESHINBEAIRIE, BRI R LA 1/0, FERAERY
EHENE,
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B8 E REKENTRES

podsPerCore SR IE T = LR BRI EIZE T R Ali21TH pod 8 =E, M0 : E—1NE 4 PME
BT = _EJF podsPerCore % 10, M%7 R EfSVFEIRK pod 2LEH 40,

kubeletConfig:
podsPerCore: 10

¥ podsPerCore % & 0 AT AXRE, EKIAMEN 0, podsPerCore S#HIHAFEEE T maxPods &
FHME,

maxPods SHS 1 m A LUZ1TH pod BE X E NEEE, MAEET mHNE%,

kubeletConfig:
maxPods: 250

8.4.1. fl# KubeletConfig CRD £%i}H kubelet 44

kubelet B2 i& B RI#EF 5L Ignition EBi&, HILAILERESRHE, (B2, £ Machine Config Controller
(MCC) FREFZRIN T #8 kubelet-config-controller . XA 1L#&{#f KubeletConfig B E X ¥R (CR)
SRR kubelet 44,

pa Y=
&4 kubeletConfig X/ § REYF X B M LiF Kubernetes {21545 kubelet, kubelet RIE

EIUEXEE{E, kubeletConfig X RAMTEME MR SHER T AATH, BEXEN
1H, 1ESH Kubernetes 314,

HEBUTES

o itEINAR KubeletConfig CR LME M B X EHRIMNFTIXE, MARNEBDPELL/E—CR,
BRI — CREEVRTENSFEEN, AT ENR, UERETLURE RN,

o NENMIREEDLE— KubeletConfig CR, WA Z M EERNNFEERE.
o RIEFE, IEZ KubeletConfig CR, ENEEREIHN 10, ¥ FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) OB — 2B E, FHI™H kubelet, X FENELE

CR, HIBRENES— N T EHEGEEM kubelet H2EE, FltN, MREFE—NE -2 5%
B kubelet H.23E2 &, NI F— kubelet H.23EE MM -3,
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INRERF kubelet BTN EEN AEIBE Y REEMD, T
machineConfigSelector FHIB E L A B I5 B E L 25 Ed & th A& FFPTED,

B, BHFLUTEEUHEBEERE ) infra, ALLEE L AEHBLIRE infra :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:

name: infra
spec:

machineConfigSelector:

matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]}

#...

IMREMPRAREE, UHBKRNITFERHREN], LUBRETRE, F0, EMER kubelet-2 238 & 7/
&% kubelet-3 Hl33EC &

==
INRIEHE—H A Kubelet-9 ERMINSREE, FHEOUETH—1 KubeletConfig CR,
TRAEFHINIREE, BMEDTF 10 1 kubelet Hl2RECE,

KubeletConfig CR 3l

I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f 7R KubeletConfig ¥l258c & R HI
I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LUFRARER 7 WA ESE worker 17 m LB T RBIR K pod # 2,

SR
1 NIRERBMT AR RIS S MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :
a. AENSREE!

I $ oc describe machineconfigpool <name>

a0 -
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I $ oc describe machineconfigpool worker
it Bl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

@ REMTIRE, BRUIE labels T

b. MRINERFE, NARIM— D/ EX

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

AR
1. BEFEEA AR RASEENR

I $ oc get machineconfig

BIUERT, 5 kubelet #HXBIEZE 7 01-master-kubelet #1 01-worker-kubelet,

2. REBNT RMRAX pod BHFEIE :
I $ oc describe node <node_name>

a0 -

I $ oc describe node ci-In-5grgprb-f76d1-ncnqqg-worker-a-mdv94

1Z Allocatable /)17 3% £l value: pods: <value> :

i Bl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3 @ OIBR—1NEE kubelet BER B E L HIRX M, KE worker TR EBEN T REI&KAK pod :
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BF

LIS EN 2R BCiE it 9 B FRBY kubelet BECE R SR RMKITEGE, a0, a2
worker 77 REIBAIE kubelet BEHEA T EMFEM, SIETEEMZBRIYT <Y
Mo BREXTIER, BHIERNESE worker T REEFERIAN OB B2
FCEM, Fik kubelet BEELLX TN B R,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRIIRE,

Q W0 kubelet BB, 1EAMBIF, {FA maxPods HEEFN T mBIE&xK pod,

kubelet 5 API IR$ 83 1T R EMSIREUA T EMW M EIHEE (QPS) # burst {H,
MRENTT R LEZ1TH pod HEHR, FHEKIE (kubeAPIQPS

50, kubeAPIBurst 7 100) eIl MR TT = EHRW CPUMAERR, NI
W BT kubelet QPS #1 burst 32,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. W EPRZER worker EHHLARECE D ¢

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods
b. fll# KubeletConfig X :

I $ oc create -f change-maxPods-cr.yaml

c. %F KubeletConfig X R 2 & B 0I& :
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8.4.2. {8t 1] A worker 7 S BI%K

I $ oc get kubeletconfig

it Bl
NAME AGE
set-max-pods 15m

RIBERE R worker T SEE, HFED worker TEBENER, MFAH 3 worker T

BIERE, X NI RAREFEKRLN0 B15 28,
4. WIEERAREEMART R

a. 7t worker T ;2 L7 maxPods (EE B X :

I $ oc describe node <node_name>

b. #ZI Allocatable /)77 :

Allocatable:

attachable-volumes-gce-pd: 127

cpu: 3500m
ephemeral-storage: 123201474766
hugepages-1Gi: 0
hugepages-2Mi: 0

memory: 14225400Ki

pods: 500 ﬂ

ﬂ EARBIH, pods ZEN Ik EETE KubeletConfig xf R i ERIE,

5. %k KubeletConfig ¥/ R AABIFE X :
I $ oc get kubeletconfigs set-max-pods -o yaml
XM R True SR 5730 type:Success, W TFAIFFR :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

Gl
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FKIANERT, TEN A BB worker 7 2N kubelet BB XBECERS, RARF—BNESATAH, MFAREE
Bk, EHREERKMNAFIURMEGBRENENR, EEMIHE, LA EHRNNSHE MR
bk =

1. Zw%E worker H 2B &M :

I $ oc edit machineconfigpool worker

2. ¥5h0 maxUnavailable FEEH X EHE :

spec:
maxUnavailable: <node count>

BE
BRBEIZEN, HBETEERB worker T REE, MARIIEERHIZITHN
Az,

8.4.3. Control plane "7 s K/

EHTE T RERERIUATFREFFNT S ROBEMRE, UTEFIFE T RAONSETEGFEE
BEMIKHLER, = Clusterdensity, HIHKELERS DRZERAPEELUTNE :

o 1 NEGR
o 1N

o SANERE, Hr 2 pod BIARNFHEEERRE, BMRSEIEE 4 1 secret. 4 NECELSTFI
Downward AP| &

o 5MRS, BNIRSEEMEEI—ERER TCP/8080 #1 TCP/8443 i[O
o 1NEAEHELE—1MIRSHE— MK
o TE 2048 M HENFRFEFRFHI 10 1 secret

° 10 NECEMRNEE 2048 PMREHLFRIEFR

worker T ¥ E £BBE (hEZN) CPU A# AfE (GB)

24 500 4 16

120 1000 8 32

252 4000 16, {BINRFER OVN- 64, {BTEEMA OVN-
Kubernetes M%&3E4, Kubernetes %% &I
N> 24 128
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worker T m# & SEHEE (hAZ2H) CPU ¥ % (GB)
501, 1BfEF OVN- 4000 16 96
Kubernetes M4 3H 14T

R,

ERPEBIBEBETIE AWS E£iZ1T7H) OpenShift Container Platform, & r5.4xlarge SXfI/Ey control-
plane i, mb5.2xlarge SEBIEH worker 1 5=,

EEAE=A control plane TR AR HEERRF, YHPA—PMTREL. EFHEMET, CPUFRE
AENKBE, BEMERR VLR, M%. EEZEMPHNEMERERBNNE, RNEBREXHE
B, UTARAE, EKRH control plane 11 b B F e E AT A, MMEMERERZ, 5

M, EAIGTIRPIFELE XN, BN control plane 77 s #E 8. BEZEHIRIFEEHSIS, LN ARE
RUIEH LUK control plane Operator B#f, 7 T #RBELKIL, 15 control plane 7 R _EBYE & CPU

MAERREAERE RS 60% WG AAE, UGB RREAEHIE, N HEIN control plane

TR ER CPUFIME, LUBRE R FRMISKEEREN,

BF

TRARNRFEEHPNT RN REE, BABURTER LRSI ESh O BiX LN}
R, TOIEXRES, control plane EHRMEAEA @S RATFE1T (running) FrEERY
B[R] 48 b B SR R

Operator Lifecycle Manager (OLM) £ control plane 7 m £i21T, HEAFESAEEURT OLM E&EtH
B MR RIFI A LM operator BUEIE, Control plane T B BN M HZE K/, LU OOM
Kk, UTBIEETERESANIHMER,

FZEHIRER OLM RfE (GB) RET 541 HF operator K OLM
W% (GB)

1000 12 25
1500 17 32
2000 2 4.4
3000 27 5.6
4000 3.8 7.6
5000 42 9.02
6000 5.8 .3
7000 6.6 12.9
8000 6.9 14.8
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R EHE

9000

10,000

AFZEHIRER OLM R1E (GB) RET 541 HF operator B OLM
A% (GB)

8 17.7

9.9 21.6

8%

18 RRE N LU FEC B B UIEFE 21T B OpenShift Container Platform 4.16 S£8£##4 control
plane T g K/ :

o HRARAFBEMRESERENSER,
o FRALERFEFNEMBIRESEZLEN AWS £E,
e (& control plane HlEREEIE control plane Hl2RHIEEE,
NFMARMEBE, SehitT REBFHAEREIERERHETER control plane TTRA

N,
BE

BIEFEHAE OpenShiftSDN {E N MZE 1 HH OpenShift Container Platform &8 E 1§
TRBEIRE =

1£ OpenShift Container Platform 4.16 A, & OpenShift Container Platform 3.11 & Z &IHY
AR, REIMEBRINMREEAD CPU AR%(500 millicore), HRE R/ R ZE [EiX—

ino

8.4.4. W& CPU Manager

Efig& CPU Manager, EHIE—1 KubeletConfig BE X ¥R (CR) FH R EN AEIFAEN—HT =,

i

1 EFUTHSEFHIT A :

I # oc label node perf-node.example.com cpumanager=true

2. ENFRATTET RS CPU Manager, EizfT A T4 E5mHE CR :

I # oc edit machineconfigpool worker

3. ¥# custom-kubelet: cpumanager-enabled /=% 7 INE] metadata.labels £33

metadata:
creationTimestamp: 2020-xx-Xxx
generation: 3
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labels
custom-kubelet: cpumanager-enabled

4. fl# KubeletConfig, cpumanager-kubeletconfig.yaml, BE X ¥R (CR) . iE&H L—% &
BIREMIFRE, LUEFERHT kubelet BEBEHEMBTI R, %S I MachineConfigPoolSelector
B -

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

Q@ = 1Em

e none X MREZBATAE A T INHEBIBIA CPU XEXEA R, MMARHINBHBIAERFB
ENIATHOREN M. (X RIASRES,

o static, ILERIEAIFHRIE pod FMASREEEI CPU IER, BIAREIX T m L% A
CPU MyiJiln], NR 7 static, NMEEFE—P/NLE s,

Q A%, /7E CPU Manager WhiE#IER, BRIAME N 5s.

5. IBTUA T &3ROS kubelet BLiE :
I # oc create -f cpumanager-kubeletconfig.yaml

A1 kubelet EBEH RN CPU Manager HgE, #WIRFEZE, Machine Config Operator (MCO)
HEF‘F, 5. E5 A CPU Manager, NIAEEES,

6. BT T4, IRESFFH kubelet BLE :

# oc get machineconfig 99-worker-XXXXXX-XXXXX-XXXX-XXXXX-kubelet -0 json | grep
ownerReference -A7

it Bl

"ownerReferences": |

{

"apiVersion": "machineconfiguration.openshift.io/v1",
"kind": "KubeletConfig",

"name": "cpumanager-enabled”,

"uid": "7ed5616d-6b72-11e9-aae1-021e1ce18878"

7. 2T TGS, KREEHM kubelet.conf TR ITE T /=
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# oc debug node/perf-node.example.com
sh-4.2# cat /host/etc/kubernetes/kubelet.conf | grep cpuManager

it Bl

cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

Q 7612 KubeletConfig CR I, cpuManagerPolicy,

KRE X
Q £ 6] KubeletConfig CR I, &% Y. cpuManagerReconcilePeriod.

8. IBITLATepHRAIRWIA :
I $ oc new-project <project_name>

9. BIBIER—INHZEPMAKE pod, BRHIFIEKREBLIVEE CPUEREBE N —1MEH, XBRTHTI
pod FIPNRZEN :

I # cat cpumanager-pod.yaml
i th o Bl

apiVersion: vi
kind: Pod
metadata:
generateName: cpumanager-
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: cpumanager
image: gcr.io/google_containers/pause:3.2
resources:
requests:
cpu: 1
memory: "1G"
limits:
cpu: 1
memory: "1G"
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
nodeSelector:
cpumanager: "true"

10. Al pod :

I # oc create -f cpumanager-pod.yaml|
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1 BT RS, Bk pod REEAEREIMCHT =

I # oc describe pod cpumanager

it Bl
Name: cpumanager-6¢cqz7
Namespace: default
Priority: 0

PriorityClassName: <none>
Node: perf-node.example.com/xxX.XX.XX.XXX

Limits:

cpu: 1
memory: 1G
Requests:
cpu: 1
memory: 1G

QoS Class: Guaranteed
Node-Selectors: cpumanager=true

2. 1T a4, Wik CPU BB ERE 2 HEL4S pod :
I # oc describe node --selector='cpumanager=true' | grep -i cpoumanager- -B2
=1
NAMESPACE NAME CPU Requests CPU Limits Memory Requests Memory
Limits Age
cpuman cpumanager-mirrz - 1 (28%) 1(28%) 1G (13%) 1G (13%) 27m
3. INEMECE T cgroups. i21TLAT a4, FKEX cluster #HF2H):#42 ID (PID) :

I # oc debug node/perf-node.example.com

I sh-4.2# systemctl status | grep -B5 pause

% -
. INREHHRE S NEEHRRE, BRIUR ERBE =R,

it Bl

# |—init.scope
| L1 /usr/lib/systemd/systemd --switched-root --system --deserialize 17
L—kubepods.slice
|——ku bepods-pod69c01f8e_6b74 11e9_acOf 0a2b62178a22.slice
| F—crio-b5437308f1a574c542bdf08563b865c0345c8{8c0b0a655612¢.scope
| L—32706 /pause
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224

4. ]

iz

TLLTF 4, JIE pod BRSS M & (QoS) 4 Guaranteed 5 7E kubepods.slice 7Bk :

# cd /sys/fs/cgroup/kubepods.slice/kubepods-
pod69c01f8e_6b74_11e9_ac0f_0a2b62178a22.slice/crio-

b5437308f1ad1a7db0574c542bdf08563b865c0345¢c86e9585{8c0b0a655612c.scope

# foriin Is cpuset.cpus cgroup.procs’ ; do echo -n "$i "; cat $i ; done

Hh QoS F4:M Pod &A1 F R kubepods #JF cgroups H,

il

5. 1z

I # grep "Cpus_allowed_list /proc/32706/status

cpuset.cpus 1
tasks 32706

ST, REMEFAIFR CPU SR :

ol

6. WIERGIHFB S — pod TLATEN Guaranteed pod 2 BLHIAI#% A
besteffort QoS JZ## pod, FiZ{TUTF&HS :

I # oc describe node perf-node.example.com

Cpus_allowed_list: 1

iZfT. Hlan, |ILIE

# cat /sys/fs/cgroup/kubepods.slice/kubepods-besteffort.slice/kubepods-besteffort-

podc494a073_6b77_11e9_98c0_06bba5c387ea.slice/crio-

c56982f57b75a2420947f0afc6cafe7534c5734efc34157525fa9abbf99e3849.scope/cpuset.cpus

it Bl
Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8162900Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0



memory: 7548500Ki
pods: 250
default cpumanager-6¢cqz7 1 (66%) 1(66%) 1G (12%)

1G (12%)  29m

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
Resource Requests Limits

cpu 1440m (96%) 1 (66%)

XA VM BB CPU A%, system-reserved % iE{REE 500 millicores, iXXER—MAR%HH—
=I=’F&’}~M? =B EEEHEN, LUAE Node Allocatable FU#i£, &R LAEF Allocatable CPU
21500 28, XEBEKREFEFTLLZIT—1 CPU Manager pod, ENE pod BE—/NTEMHA
. — 1 EEHAKETF 1000 EF. &D%f&i%ﬁiﬂﬁ%_ N pod, REFEFIZ pod, BEFRR
HEE :

NAME READY STATUS RESTARTS AGE
cpumanager-6¢qz?7 1/1 Running 0 33m
cpumanager-7qc2t 0/1  Pending 0 11s

8.5. BT
THRFEEERE T,

8.5.1. ETIHI{ERA

RAEES (A ) FHTEE, ERZEREH, TTHKANN 4K, IMi REFEHEZETF 256 11, 1Gi RF
Y TF 256,000 1M1, CPUBREMAGFEEHIT, AIEEHFFREEXLE TSR, Translation
Lookaside Buffer (TLB) 2 E.T1ZEIHIE 1B ST B/ NBURE 2517, INRIEE 4I5S h I E R bk a7 Lo
TE TLB AR El, NIEMRSHE R AT LIRIRERKG, MMREEIEE TLN F, NFH TLB miss, REVERME
AETFHEGN, REREHHMIFEHAE, MBI ENFE, RN TLB MAKNEEERN, HEit
&K TLB miss IME— 5 A2 I8 IN TTRI K /N,

ETE—MNKRTF 4Ki IRTFT, 7E x86_64 1%, BAMNEINMETIKR/: 2Mi #11Gi, FHEMR LR
KNEKBEFRAR. BEFEAET, ®SHENBIKRELUERNBRERFT#EE(], Transparent Huge

Pages (THP) HEZENARFAZETHNBERTENBTEEDN, BXIMRATE—ENRE. Fil=,

CHTTRNEHERN 2Mi, HERBNAEFERRE, THP SR =M TE, SKHEAXSNER
F (R» THP s R A EB) SBRNETIHYIE, Hit, LNV ARFAEFEERT (SHE) FERME
AEMET, mMA=E THP,

8.5.2. AR MM ERE T
TR ATMENEETME T RIRERETEE. — N RREMESE— T EERNIETL

E 7 Al LAE 45 hugepages-<size> IR 2 — N TTRE RBOEFE. Hi size BFE T R L FFHIEE
HENRBRP SRS, B0 NREDT RZHF 2048KiB ik, ©REE—NAAERNTR
hugepages-2Mi, 5 CPU HERFAR, ENAXZFIEDE,

apiVersion: vi
kind: Pod
metadata:

225



OpenShift Container Platform 4.16 ZZ5AE

generateName: hugepages-volume-
spec:
containers:
- securityContext:
privileged: true
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
hugepages-2Mi: 100Mi ﬂ
memory: "1Gi"
cpu:"1"
volumes:
- name: hugepage
emptyDir:
medium: HugePages

ﬂ HNETIREENMIERRENE. TENXINMEBENETAFEARNRUTIHIKRN, B0, ETTH
K/ 2MB, RN ARFREEMFEABE KM 100MB WREF, NIEESE 50 MBI
OpenShift Container Platform S#THEMNAITE, 0 LEHIFFR, ETLUEREEE 100MB
PERFEXRNMIETT
BUEEEXR/EIEIKRDN. BERREEXNNIET, EEISISH9SBEIERAE I X/INLIES
#hugepagesz=<size>, <size> BEWIIUAF T HEAL, HATLUMER—DMEHEMES [kKKmMgGl. FKil
MBI K/NAIfE A default_hugepagesz=<size> 3| 5SS HE .,
EPIE-3

o EImEIHERYIMFTIRG. MNRIEETRE, Ne2BAH, BERKFZ,

o BT pod SEHEAKIEE. BRBEBEINEEITXIELLEHRASHE,

o JSiH A E TH EmptyDir BREEHFEKRT pod iIEKHETTHNF.,

o EiIiAH SHM_HUGETLB BJ shmget() £ERE TN BER, SEz7— TR
proc/sys/vm/hugetlb_shm_group HJ supplemental £,

8.5.3. E5I FHEEE T

T AT SE 2 BER1E OpenShift Container Platform S8 ERME T, REBTM ARG : 7£3|5F
IFIEZ TR, EBISRNFTHRERIIBMMINN TN, RANRELEERANER. Node Tuning
Operator BRIXFRERE T R LEDEE T,

e
BT REBNER, HREBUTSRIFETERE

1 BEREINMCAIAE R ERR B TUXEN T .
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B8 E REKENTRES

I $ oc label node <node_using_hugepages> node-role.kubernetes.io/worker-hp=
2. QIB—1EEUTHENH, HIEEH AN hugepages_tuning.yaml :

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages ﬂ
namespace: openshift-cluster-node-tuning-operator
spec:
profile: 9
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50 G
name: openshift-node-hugepages

recommend:
- machineConfigLabels: ﬂ
machineconfiguration.openshift.io/role: "worker-hp"
priority: 30
profile: openshift-node-hugepages

¥ Tuned %EH name 1% &7 hugepages.

¥ profile E31XE N D BE T,

HIR, SHIIFRIEEEN, AHNBEETEFEMRNNNET
B RE T SRRE BT,

- -

3. f/E Tuned hugepages X &

I $ oc create -f hugepages-tuned-boottime.yaml|
4. QIE—NEFEUTARMNNH, FHIEee$& N hugepages-mecp.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-hp
labels:
worker-hp: "
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-hp]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-hp: "
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5. QIENSREER :
I $ oc create -f hugepages-mcp.yaml
RhERHHIIEER RNTE, worker-hp Hl23E2E M HBIRRAE T mIIEER N 2 8E 50 4~ 2Mi B T,

I $ oc get node <node_using_hugepages> -0 jsonpath="{.status.allocatable.hugepages-2Mi}"
100Mi

pa =

TuneD bootloader i R ##F Red Hat Enterprise Linux CoreOS (RHCOS) worker 7

ino

8.6. TR &I

WERERE—BHIBENRERAR, UEBEREEREENE, Waidtdd—m RILEI X LR
FRMESE, MMEXERETHASER, REILETENRERE, FestH=e(l

BE
OpenShift Container Platform XHXZ &M API, BixFiEGRSES MM EIRHEX
o

HEEGRE TR (kubelet 944 E8) LiZ1TH gRPC BRSS, MTiEIBFEMBH TR, EmEEELGE
W FE AT iizid IR A (RPC) :

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device
// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during

// registration phase, before each container start. Device plug-in

// can run device specific operations such as resetting the device

// before making devices available to the container

rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

}

waE AR
o SEFTF COS BUR{ERSH Nvidia GPU &1l

228


https://github.com/GoogleCloudPlatform/Container-engine-accelerators/tree/master/cmd/nvidia_gpu

e Nvidia B/ GPU & &

® Solarflare & & HH 4

e KubeVirt &M : viio 1 kvm

e T IBM® Crypto Express (CEX) £ Kubernetes 1% &
P2y~

MFEERERESELN, KEEESEREPRE - stub L& HEH -
vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

8.6.1. KR ER B LA
o FHIREERIEHUTBENEESLE,

o HEFHIN, H&EHEGSZIAIET RLE /var/lib/kubelet/device-plugin/ A —1 UNIX B E#E
F, LUBEIRSGSEE TFEAEERMNRPC,

o MTFIXERHGVNEEBATR, ENXHREANVIFNUAREZEFOE, I IBFE—DRN
ZE ETFXHIET.

o EBRLEIEMSIIRIRM T A X HES BHES AT
8.6.2. TN &KEIES

WEBESRMET -G, TEBF R ERG R A ST AT REG R
BRI UAER ARG, mAMESUER _ERFAH.

HE
OpenShift Container Platform X#FiZ &1 API, (B &EHARBEE MM ERHR
o

REBEBNEEAENNEBEIER, B pod RILAF AHER 8BRS/ FHRILEIEER XA EER QSN
&, X—HEtERTFEREMTEMBT RER.

ERTIE, W&EEESXTE /var/lib/kubelet/device-plugins/kubelet.sock LI Register {8 &F M E!
KEBIEE, FHEMIT / var/lib/kubelet/device-plugins/<plugin>.sock B gRPC RS, LIRSS H&E
3K,

TEAMBETREME R, XA EEBAT X &EHIRS h A ListAndWatch izi21 #21HH (RPC), fE
SRR, S EIRERBIT gRPC FEMIE R IR & AT RINFITR, K& SRS TR AL, LURIA
HBHELENNEN, TEE—, BHECREREEFR ; REMAEENRESEMND, mamtiE
RIS R PIR A S FE &SI,

TEAMBETEY pod A AIE RIS, Kubelet S R B 554X & B BB LUHTEANE, K& TIER
HEEBURESRRSE, URIFREEENNESE, NREEEEHF AN LS RASERE, WEX
BEIXEHE LA Allocate RPC,

LA, EEBEGRAUSUTEANLNMEE T X E0EE, NERFRE, KEREMIEEE, X&
HHEEM BRI R
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8.6.3. E XK EIES
R A SE RS A Y, EREREBAEWITHE FAS S BEG,
WA IR M T — R, ETEBIRR L AR IR A S B SRR M R,

1L BIAL TSRS NEERBNT mREKERSE S MachineConfigPool CRD XEXHIFRE, HHATLL
THERe—

a. BENGERE :
I # oc describe machineconfig <name>
4N -
I # oc describe machineconfig 00-worker
=1

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ

@ FEESMBELL.

e
1. HEEBEOEEE LR (CR).
REEERE CREETH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr g
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ CrRAB—AE
@ HiIAkENREREBNIRE,

9 J% DevicePlugins % true”,

2. QR EEES

I $ oc create -f devicemgr.yaml
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it Bl
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BEAMINT R EBBIET /var/lib/kubelet/device-plugins/kubelet.sock, HRBERATIXEE
IR, XX FEEER gRPC IRFSJ[AEH LNIIRFTIEMEEMB UNIX IS EETF, REERT RS
BRI, FTRTE Kubelet HIE B sock U5

8.7. 15 RHMER
KBRS AT RIS R,

8.7.1. T &5 RFAR
B FER/TR (taint) , TRALLIBELIEHE pod, FMRIE pod EFEEH &R (toleration)

e L@ 1 R #AE (NodeSpec) fHi5 N AEIT =, Fi&id Pod #itg (PodSpec) f¥&[RMN AR
pod. BN RIS M, FHERFEIES pod MEBRIZTT ML, BRIEpod TURRILE R,

T RS ET5 RfBl

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod A& B BRHY

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoExecute"
tolerationSeconds: 3600

#...

RSB key, value # effect ZHAK,

& 8.1 iI5RMARAH
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S8 fed
key key BRERFHH, &% 253 MNFR. key RILUFEIHFHL, TUEBEF

B, 87, EFF. ARATRZL

value value 2EEFHFH, &% 63 1MNEM. value WIHILUFERHHEI L, AIUEE
FR, BFE. EFF. GRMTHE,

effect effect WEELE :

NoSchedule 1

PreferNoSchedule

NoExecute

operator
P Equal

Exists

55 A EERIHT pod AR EZ
%‘ﬁi\\io

T M EIAER pod 1R,

55 A EECRIHT pod BT LUREE 1%
TRE, BAERFERENIHN
EO

T M EIAER pod 1R,

55 A EERIHT pod TTiHFREEZ
%ﬁio

TR ERBEERRIIAE pod K
%R,

key/value/effect #up /e, X2\

key/effect S, EQIRE—NE
B value %1, XIFICEEAIE,

1. #05R[M control plane 7 m#AIN T —4 NoSchedule /55, T m/iE%H node-
role.kubernetes.io/master=:NoSchedule /55, XZIAETM,

o -

apiVersion: vi

kind: Node

metadata:
annotations:

machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0

machineconfiguration.openshift.io/currentConfig: rendered-master-

cdci1ab7da414629332cc4c3926e6e59¢
name: my-node

#...

spec:
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taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BR577 RIEE :
e 1R operator %1% Equal :
o key SR ;
o value Z¥ A ;
o effect ZEHERL
o INR operator 2% Exists :
o key A ;
o effect ZHHER.,
OpenShift Container Platform FRE T UL Fi5m :
e node.kubernetes.io/not-ready : TV AR, X5 T RIKE Ready=False *f L/,

e node.kubernetes.io/unreachable : 77 mTo;EMTT mIRHIZZIH ], X5 mIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : T mFERELE DA, X577 KR
MemoryPressure=True %I/,

e node.kubernetes.io/disk-pressure : T mFIEREELE AL, X5 RKOR
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 s[4S,

e node.kubernetes.io/unschedulable : 7 SR~ E,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 sRiEH 2@ AW =IREFEE I, £
TR EFEXNGmREREFC AR TR, EiEfasEEashrE N 20BN s
&, kubelet 2RI =,

e node.kubernetes.io/pid-pressure : T REHF pid £/, X5T RIKL PIDPressure=True *f
o

BE
OpenShift Container Platform A% &EBA AR pid.available evictionHard,

8.7.2. N5 mMAR

IRREI LA pod #1753 URINABR, LAMETT RAEWREHINILE pod MIZHAMNIZHERI T RLE, N FHEH
pod MR, BN EFENERAME pod, ABERERBMEIT R, LUBRERNBRATMT R LBR
pod,

ff

L=

S
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13 %% Pod spec {FE & & tolerations /)N 173K [E pod HRINAR :

{5 Equal ;ZE R pod A& STl

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ KNIRSE, 0 Taint # toleration HEFR H AT,

Q tolerationSeconds ¥ IEE pod EHIKPRAIAI MR FF ST R ERIN £,

o -
ff Exists ;ZEATM pod Bo&E X4 R~HI

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:
tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

— value,

Q Exists 2B ES

ABITE node1 LE

—NEH key1 BE 7 valuel B9Y5 55,

15 5 MR E NoExecute,

2. Wit LLTé4, {#A Taint #l toleration HERH RIS E T SNINT5 =

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

o -

I $ oc adm taint nodes node1 key1=value1:NoExecute

b #r41E nodel LE
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IR A control plane =i T —4 NoSchedule 551, T m%71EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZIAETM,

o -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

pod EHMARES T R EHT i, BEHEE—RRE pod I ELEHEE nodel L,

8.7.3. EAITENSBERINTT RFMER

TRLMERITENSEE T RAMITR. 5 MachineSet X RXEKBIFIE T R B ERTT R EH. BRI
AT ENSRRERINNTG R, EARNSEZERINET RE95 <8R,

ff

L=

S

1. @Bi1%%%E Pod spec i &% tolerations /N 773 pod HRINAR :

£/ Equal ;i2EH AR pod Eei&E 4251

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

#...

ﬂ ANIRSE, 0 Taint # toleration HEFR H A,

9 tolerationSeconds S#{38 &E pod FE#IKFRAT S T7 MR ERINT Ko
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o -
{5 /A Exists IZEFTH pod Bd&E 44361

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

2. 975 S NZEl MachineSet %% :

a. NIEBES M7 A% MachineSet YAML, tHaLLAIEH MachineSet 1% :

I $ oc edit machineset <machineset>

b. 5 RiANINEl spec.template.spec Ef 4 :

TH RSB TE R

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: my-machineset
#...
spec:
#...
template:
#...
spec:
taints:
- effect: NoExecute
key: key1
value: value1
#...

ABET R ERE— NN keyl, {H7 valuel BUi5 R, 153 E 2 NoExecute,
c. FItENEKEN O

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api
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R
AR AR LU YAML SR RBITENIZRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
replicas: 0
LR PR,

d REFEV BITENSE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -
I $ oc edit machineset <machineset> -n openshift-machine-api

ZENMBED. TRARMNEIS MachineSet R XEHITT i L,

8.7.4. FAIT RMARFMA " HERT =

HD%ET‘ET‘E—E%,#JM#EFHF&HEFH N pod RINBR. AE, XL RPRMANNER, B
BIRE pod WAFERITR TR, HERFPHEMEMT R,

MREHLHR pOd RAERRLETRT R, gHﬁ\um“ﬂﬂﬁun_éﬂ‘D, S #ﬁg pOd /IJ\\jJDTJ *E%
M, LUME pod RﬁEﬂF?UEﬁWﬁ\KWJ‘D, o

ke
BRETmUER - REEFERZT R
1. X EETT s AN N Y5
40 -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule
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TN
IRIAE LA LU YAML ERINT5 = -

kind: Node
apiVersion: vi
metadata:

name: my-node
#...
spec:

taints:

- key: dedicated
value: groupName
effect: NoSchedule

#...

2. B RE B E EAZSIZR, 79 pod RINERR,

8.7.5. A5 mAN A RIZH BERIREMH T =

MRKBHPEVET REBRANEY, ELERS 5%ﬂ§ﬁﬁlﬁﬂ'm%ﬁ’iﬂ§1¢ﬂ’] pod SiX LT RREF
PR, MMRHXET RRBAILEHLFERFIRESD pod, BN URRFERIREHH pod ERAKE
897 o

B R RRANINEIFERFIRE ST R BB RIREMITT =89 pod H,

it

DLES
BRNVFEE pod REEARIREHIIT R

Q'

1. jﬂ?ﬁ‘gﬁﬂiﬁﬁzﬁ'ﬂ pOd //J\JJI]GBEO
fign -

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#...

spec:
tolerations:

- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

#...

2. ERUTHRSZ—, SHERRESHRT RRINTER
I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule
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B
IRIAEI AN AT YAML SE5N75 = -

kind: Node
apiVersion: v1i
metadata:

name: my_node
#...
spec:

taints:

- key: disktype
value: ssd
effect: PreferNoSchedule

#...

8.7.6. kRIS mFIEMR

BRURERE, MTRBIRITRHM pod BIRRR, BN ELFERABNE pod, AEFIT=AMET

=, LUBRIERINERATM T R ERBER pod,

e
MBBRI5 RAAIR

1L MTRBIRIER -
I $ oc adm taint nodes <node-name> <key>-
4N -

I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-

i th o Bl
I node/ip-10-0-132-248.ec2.internal untainted

2. EM pod BIFE—RR, 5% Pod MERBIFZAIR :

apiVersion: v1i

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key2"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

#..

8.8. thit &2
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B AR EES,

8.8.1. thh EHE AR IR MR

HIMEEEBRBELM Hint :ZHE (A0 CPU Manager ik s S 4R) WERIRIMRNRIFERA IR 2
(QoS) B9 Pod %R, FHEAKERIRTEEE Pod HiR.

RINEEBRTIFON O AR, XLIRIE/E4 N cpumanager-enabled Y KubeletConfig B E X TR
(CR) RS :

none &g
X EBRIAKES, APUTEMIAINGTFEZE,
best-effort g

XFFiiH best-effort fHINEIRRIEH pod FHIEN AR, kubelet RUTAED Hint IREE R A IH T
R A, EAXEER, RINEERRFFERNARMEL NUMA T RXBEIRE, NRKEME
EEWELEZE, NRINEEREFEEXMNMEE, FIE pod 2B T Ko

restricted 5§

XFFHi A restricted IHINEIERIEM pod FHIENEER, kubelet RTAREAN Hint IREH KA MEE
BRI AN, EAXEER, RINEERSERERNISFMNELE NUMA T RXBEIZE, MRKXBME
EAEWEE, NRINEEREMT RIBELXA pod, MTEE pod ZF Terminated X7, H pod #
AL,

single-numa-node B&

*fF & single-numa-node AN EIRRIZHI pod FHIE A 2R, kubelet niﬂﬁﬁﬁ}/\ Hint {2 #t3& 3k
ﬁf)uﬁi\ FIRMA AN, ERAXMER, RIMEERIAELDN NUMA TTREXEKMERS 6. R

2, pod FRAPEAZLT R. MRFIEFERFE— NUMA 7 R REE, U“JTE?I*”*EE%EA?E?@%E TR
pod, IXE5H pod 4bF Terminated IR, B pod AR,

8.8.2. INERINEE

S ARINEIESR, B JIIESN cpumanager-enabled #J KubeletConfig B E X ¥R (CR) FEE S
BoRBg. ARMELE T CPU Manager, NIZXHRIBERFE. MRINXHARFE, EALIGIEIZX
1,

FeRFEMH

e ¥ CPU Manager $RESECE /Y static,

it
BUGRINEESS
1. EBE LHIRPEEHRINEE RO AR,

I $ oc edit KubeletConfig cpumanager-enabled

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

name: cpumanager-enabled
spec:

machineConfigPoolSelector:

matchLabels:
custom-kubelet: cpumanager-enabled
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kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s
topologyManagerPolicy: single-numa-node 9

IEEFMLIRINE R D BERIE, TEiXE, KBERZ single-numa-node, BW{E
7 : default, best-effort. restricted. single-numa-node,

Q XNSHNIE static, s H/INE,

8.8.3. Pod 5P EE RN E

LUFBY Pod specs RBI5ER T Pod 5 Topology Manager B3 H,

R FEBIEEFIRIERKSHRH, AT pod KL BestEffort QoS Kiz 1T,

spec:
containers:

- name: nginx

image: nginx

RN iERANFRE], T—1 pod LA Burstable QoS %217,

spec:
containers:

- name: nginx
image: nginx
resources:

limits:

memory: "200Mi"
requests:

memory: "100Mi"

JIRAMARIETZ none, NIHINEESRFAEEEPEMET— Pod HiE,

R HiE R E TR, — pod LA Guaranteed QoS 217,

spec:
containers:
- name: nginx
image: nginx
resources:
limits:
memory: "200Mi"
cpu: "2"
example.com/device: "1"
requests:
memory: "200Mi"
cpu: "2"
example.com/device: "1"

RN EEBRTZEXAN pod, FRINEIEIERSSE CPU Manager FIIX& BRI hint L7, LUREX pod

BIFRIMR R,
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INEERNERALERFHIZESHNRER. E4 pod H, CPU Manager Ml & EERFAETRD
FoR/ B AR L RO 1E R

8.9. iRIF KT EFH

NFEMTERR, BHITLIEE-—DEIRIEKIRE, REHBFRTSRARYTRAIEUHEIERENE
FRRMBIFRIRK, MRBH/IEETRE, BRI TIHEK, NERSKARAXLRS], FHETEBTT
m IR ERIRE,

PREUAY i H L R EUR FiT ENRE R, MRBFEFEKRIRE, BEKFEIRAETRRENT R, £
K, BRAUUAREARMMEEICERIGEHEPEFEEN TR, EHRREDHERT, TMEERRE
RO BB FHREREHRS T E,

FEEFIERNER, MEHMERGIIENZHRRE, IR E NS TIERBEIR, 5 RMBRH
EEAETIEMERARE ; M, MRANEHET 1G REFIERM 2G REFRE, MRS 1G 1 KGEE
WEITRLE, BRZAEA 2GH; FAitbIE6EA%H 200%,

8.10. {1 CLUSTER RESOURCE OVERRIDE OPERATOR By E# 4| 91
S fHEH

Cluster Resource Override Operator @—N 4 A Webhook, ®IiLEIRGT EFEMNREE, HESEHH
BT R EERABREE, Operator #HIFFEIIE A 17 R A LA RS B LB EH CPU FRIE,

R fEF OpenShift Container Platform #£l &3k CLI 2% Cluster Resource override Operator, #1F
im. IEREIREH, EAEIE—1 ClusterResourceOverride B E X ¥R (CR), HEAiXE L EMHAN
A, BIFBIRTR :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)
#...

ZFRE cluster,

ik, MREEIMAEET BENERE, NZAFERKBZIREMNINMESLE, M1E100
Z[Al, BRIAMED 50.

Ak, MRIEEHEINIEET BEs CPURRME, NI CPU EKRBERIRMEMX MBS, M1TEI 100
28, BRIAMEN 25,

o ® 990

ik, MNRIBESRBRINEE T FANERE, I CPURENEENHNERENT DL (INRTE
E) » LL100% ¥ B 1GiRAM, ZEF 119 CPU AR, XaEEE CPUIEKENHIT (MREE
7) . BiAE N 200,
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pa -3
INRASR ERAIXLERE, I Cluster Resourceoverride Operator BEL N, BIE— M

X LRI E #97 A BRIABRFUAY LimitRange X5, =X7E Pod specs FECEE N AMEEH
RR i,

RERE, R FUATRENAEENBENGEEENKREEAEBNNENES

apiVersion: v1i
kind: Namespace
metadata:

#...

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

#...

Operator 7 ClusterResourceOverride CR, F}#if® ClusterResourceOverride J# A Webhook #%&
£ F|5 Operator HHEM R ZE[H],

8.10.1. fiFH Web %%l & %% Cluster Resource Override Operator

&P LAEF OpenShift Container Platform Web 25 5k %% Cluster Resource Override Operator, LA
B SRR EER,

FRFM

o MRAIBJERKBEMRME, Cluster Resourceoverride Operator f% G A, EiER—
LimitRange X N Ui B8 EEKIABR(E, =7E Pod spec FEZEZE L FARE IR,

i

£ OpenShift Container Platform web 2 ll& %% Cluster Resource Override Operator :

1. £ OpenShift Container Platform web 12l & #3# A Home — Projects

a. mili Create Project,
b. 387 clusterresourceoverride-operator {£ /17 B F & FF,
c. Rifi Create,
2. # A Operators - OperatorHub,
a. MTIF Operator 5|5k /1%FF ClusterResourceOverride Operator, H i Install,

b. 7E Install Operator TIE ™, R Installation Mode £ T A specific Namespace on
the cluster,

c. #fR7 Installed Namespace £ T clusterresourceoverride-operator,

d. 5 EH0E AL AESREE .

e. mif Install,
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3. 7 Installed Operators TIE A, s ClusterResourceOverride,

a. 1E ClusterResourceOverride Operator I¥1ETIE+, = Create
ClusterResourceOverride,

b. 7E Create ClusterResourceOverride TIE ™+, = YAML #f1EFH%iE YAML iRk, LURIEE
ERBIEFERME

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)
#...

Z IR cluster,
"%, I/EME1-100 2 A BEBRHFAEFERENBSLE (NRERAIE) . BRIAEN 50.

1L, I/EE1-100 2 RBEER 2 CPURRENB DL (MRFEANE) . BIAEN
5,

% @

1]
2]
©
4]

Ak, MRFEA, ElEEEERRNEREMNB D, LL100% T B 1GIiRAM, T 1
N CPU W%, XREBE CPUIEREIFTHE (MMREBESE) . BIAEH 200,

c. Rifi Create,
4. B EEREEE LFHRIPRE R EEA Webhook FIHRTIRTS :
a. 7f ClusterResourceOverride Operator TUEH, mifi cluster,

b. 7 ClusterResourceOverride Details T1#, 5 YAML., % webhook #&1# A
i, mutatingWebhookConfigurationRef i H ¥,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","met
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi
mitPercent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

#...

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

#...

ﬂ 5| A ClusterResourceOverride 4 A Webhook,

8.10.2. @A CLI &% Cluster Resource Override Operator

EA LUFE A OpenShift Container Platform CLI 3%%& Cluster Resource Override Operator, LAES Bl
SRPITERER,

FoRFM

o MRALZERIZERIE, Cluster Resourceoverride Operator £5& B /EH, W AERA—D
LimitRange %R 11 B 18 EEIARIE, 7E Pod spec FECEE N FAMEZRIRRE,

P
A CLI %% Cluster Resource Override Operator :

1. 4 Cluster Resource Override Operator fl|#2fy % 22 [H] :

a. H Cluster Resource Override Operator flJ—> Namespace 22 [f]%f & YAML X4 (40
cro-namespace.yaml) :

apiVersion: vi
kind: Namespace

metadata:
name: clusterresourceoverride-operator

b. A& ZEE :
I $ oc create -f <file-name>.yaml
fign -
I $ oc create -f cro-namespace.yaml

2. fIlEE— Operator 4 :
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a. #y Cluster Resource Override Operator fl|#—> OperatorGroup X% YAML XX (40 cro-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. fll# Operator 41 :

I $ oc create -f <file-name>.yaml

4N -
I $ oc create -f cro-og.yaml

3. AIE—MTH -

a. 7 Cluster Resourceoverride Operator | #— Subscription /5§ YAML X (40 cro-
sub.yaml):

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.16"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. GIEITH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-sub.yaml

4. 1f clusterresourceoverride-operator &5 % %2 [F]| 1 fl|& ClusterResourceOverride B 7 X FR
(CR) X% :

a. #t A clusterresourceoverride-operator 54 22|,

I $ oc project clusterresourceoverride-operator

b. 24 Cluster Resourceoverride Operator 3]# ClusterResourceOverride X% YAML 344
(48 cro-cr.yaml):
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apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

L JE cluster,

ik, EEEI-100 X ABEASRNFRENESLE (NMREABE) o BIMETS 50.

09

a

1%, IBETE1-100 2 [HEBEERE CPUREMNE 2L (WMRERAME) . BRIAEN
50

N

Q ik, MEFEA, HEEBEARNERENE D . LL100% T B 1Gi RAM, ZF 1
DN CPU A, XeEEE CPUIEKRIHTHIE (MNRBEE) ., BIAMEHN 200,

c. i/ ClusterResourceOverride X% :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-cr.yaml
5. BT EER A E LHRIPIRREIE#E A Webhook BIHFIAZ.
I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yami

4 webhook # AR, mutatingWebhookConfigurationRef 7% H ¥,

i th o Bl

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

#...

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

#...

ﬂ 5| A ClusterResourceOverride 4 A Webhook,

8.10.3. EEER A IHIMIT EE A

Cluster Resource Override Operator & ZE— ClusterResourceOverride B & X %R (CR), URIEH
2 Operator izl £ ARSI E MR,

FoRFEH

o MRALERIKERE, Cluster Resourceoverride Operator $H:& B /EH, W AERA—D
LimitRange X &R W1 B 15 EEIARIE, (7E Pod spec FECEE N AMEZRIMRE,

it
BRI T EMERA -

1. Ym%E ClusterResourceOverride CR:

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 9
limitCPUToMemoryPercent: 200 €)

#...
Ak, IBEME 1100 2 AIBERBARNEFERENELL (MEFEBHE) . BRIAMEN 50.
A%k, FEE 1100 2 AIBERES CPU RREMB DL (MREANIE) . BOMEHN 25,

Ak, MRFEA, EFEEEERSNEREMNT DL, LL100% T B 1GiRAM, FF 14
CPL) TRKE. SXAFEZE CP ERENHTLNE (NBPEBE) . BRiE R 200.

09
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2. BRIESNEFE Cluster Resourceoverride Operator 33l £ A B FhERRIN T LU T b5
R
apiVersion: v1i

kind: Namespace
metadata:

#...

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

#...

© T EAEMRE A,

8. TR A =EH

R AT LU A & Feh S SRS T R b B, MARSS R (QOS) RFE, CPU RESIREYHE, &
VR LU R T e A T T B 22 5 B FR Th 8L,

8.1.1. THITE R RINAZS

TR RS T R E T RERE,

8.11.1.1. Tf#AZ: CPUIFEkK

B LURIEIRBHIE RN CPU 8, AHEFIMERET S LR CPU, BEXSBITASIEEMNR
#l, MRZIBRAEERBE CPU, NISRIBENTRIERE CPU ERSE CPU A,

BN, IMR—PEFEFERT 500m CPU KA, A—1NB2:1EK T 250m CPU Af[a], BB21% T m LR
A4k CPU B EILL 2:1 LEBITEX AN Bea 2 B DB, MNRABSIEE T — 1M IRE, ©RNERE, TEFERBET
e ERRFIF CPU, {1 Linux A& CFS HEXHrom L CPU ER, EIAMNERT, A Linux B
B CFS BR& S 35 LA 100ms = (8] fRss 6l SE /e CPU BRI, (B XA LAZEH,

8.11.1.2. TRABER/AFIHK

e LMRIEPREBRIEKRVAREE, AU UFRASTERENRNTE, BE—BBTIEKE, AT
R EBEARERNRBEEAHA L, MRFLSEANREDTIERE, BFSBEXLE, BRIEFERGFESSHTIT
HEREFENHNEEBRLT T TRETREREEZEEERNNAREE, NRBSHIEETHNERS, MRS
SRR,

8.1.2. T SFRAMRS HEE

YT REFE TRBAHIERN pod, HETRLFE pod WREIEEL THRTREEN, ZTRLE
T L EFEARS.

i EEAMER, TREMN pod HREKAEARSGENARZXEFEITRAENITETR, KEXHE
S, RN pod IRFARBIMLER. BEIFHMELREHN T EM VRS IE (QoS) .

pod HIEE N = QoS KK —1, HHERFHI :
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* 8.2. RS FiER

74 KA ik
1 (&®) Guarantee MRFNFREFRTE TRHEMATEIER (RFF0) HHEEIHEE, N pod #
d 4257} Guaranteed,
2 Burstable MR NFAEFREE T IERFMETERE (FETF 0) FEEBIIFHEZE, Nl pod
#1325y Burstable,
3 (&IK) BestEffort MREBNEMERERLEIERMRE, 1 pod #92%°H BestEffort,

REZ—FMAITEENTR, RLEAFEBRENELT, TAENKENSSRELERAL

® Guaranteed B &N EE, FERIEREECIBIRANERABEANEEHEREMLE
LARBIB R AT BIRRRET, FRMKIE,

o TEFRFANEFILENN, Burstable BZFNRBE HIFREHFHFBAEFEHM BestEffort B35, I
BRRKBOEEESIRAILL,

e BestEffort BB WM N MERRE. RAREFEFRL, XERBFBFHNIBRILERA L,

8.1.2.1. 7 RN A A RBIARSS i 8 R KR E RFF

IR AT LAfE A qos-reserved SHUEEERE QoS 47l £ pod EREMRNFE DL, IIBEEIHREIEK
BTHE, BRIEHME QoS KHH pod FERKE QoS K H pod FiE KB HR,

OpenShift Container Platform 28R40 T/~ f# F qos-reserved S :

e {H# qos-reserved=memory=100% <, [Hi- Burstable 1 BestEffort QoS ZH#EiE QoS
RFiERMATE, XS0 BestEffort 1 Burstable T{Ef1%; L TS Guaranteed #1
Burstable T {F i # /AT FRIRETEIE OOM YK,

e [f} qos-reserved=memory=50% i, ftif Burstable ] BestEffort QoS JHEEHE QoS 3
FTE R —¥,

e {f qos-reserved=memory=0% ff, ftiF Burstable #1 BestEffort QoS &% HFE T FMIAR

EaoR#HE (ETH) , B4I1800 Guaranteed TE 1 ABE VI MIAR1E KRG, M
ZRETZAXTINEE,

8.1.3. TR #:N7EF QoS

A ET R ERNEARE, LUERFRSTE (QoS) (RIE, B, TR EMYEBTRSBET]H,
M Kubernetes JAEF2F1E pod HUE 1 72 A AR REY BR AR FE,

plgn, IMRMWANBERE pod BEIEAERS, SPEETUFRERARIARNEF. &L, WREERBHR
HeZ2[A], pod REVIIZATBE SR N RSB P MR LE,

MREAZAXM, 2EBTRTERNIE]EES MemoryPressure, MIMERK pod TTiEKBEA]

HEHEERPRIBIATF, IHETRERIREES pod, H—FRKRAEFES], KERMEERTAE
TR (OOM) EHBIXf,
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BE

MRER T, X FaARFRERT R ERRE(ERTEES A EFER, AR
RABAE, RFEERIREENDN M RHBLERR pod, HFEBHFAREIZALERE DM
FIET R E.

8.N4. TRV Rt=FH
i EEENTIER, SVEFRRET R, LURRSENRETN.,

LN REVN, ERBERIVAFEEERIERRTRANA, RIEVEARETRE, SNRARMIZKTR
EP\]T?&:‘EBET%MZ

HBIRIX—1TH, OpenShift Container Platform i@ f§ vm.overcommit_memory SHU%E N 1 REES
RRERSILE, MMFRKEE N R 2ERARNE,

OpenShift Container Platform 1373 % vm.panic_on_oom X E 1 0, MAKEB N TAEERER
BE AR, KB O ATSMAKERERRE (OOM) &R T oom_killer, LURIEM ML L HHFE

IRAT LB 1T RIZIT A T e R EF HRIMNIKE -
I $ sysctl -a |grep commit
i =Bl

#..
vm.overcommit_memory = 0
#...

I $ sysctl -a |grep panic
i Bl

#..
vm.panic_on_oom =0
#..

% TREMZERET LMD, THEEHL—FERF,

AR LU BT RPUTUTEE -

N
cak

f# A CPU CFS BC&i %R F =k i il SE e CPU BRI

NRG R RE FIR

NAEHRS FEEFRRERE

8.11.5. {@F CPU CFS E2%iZ2 A =) i il 5L e CPU PR
BER T, 7 &R{EA Linux WKAHANE L AT EERRE (CFS) BAli 3 5 SIHEIs £ CPU BR4,
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WIRFA T CPU RREmFIEHE, 7THRENTRBNPMESEE -
o IIRAZHRAE CPUIER, NHEKRMMA Linux RZHE CFS =Rk,

o IRAIF/EE CPUIEK, {BIXHE CPUIRMI, N CPUIFEREIANIEER CPURIE, FH Linux
RZAHAB CFS =,

o MRABENTEAR CPUIERMERE], N CPUIHFRE Linux RIZHH CFS =45k, B
CPU BRHIAR &N 1 s = £ 0,

FRFH

o BIALUTHANEZREMNT RKEKENSF S MachineConfigPool CRD XKEXFIFRA :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THARINEE/(EXF, B0

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. HEEBEROEEE LR (CR).
%M CPU R#IBRAHIECE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
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pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
cpuCfsQuota: false G

@ CRAB—AE
@ BRENSBRELRLIRE,

9 ¥ cpuCfsQuota S#i% &} false.

2. BITUUT S k0E CR :

I $ oc create -f <file_name>.yaml

8.11.6. W RFHRRB R

NREFITENAEFESAREHD T RTRIEER, 807 REBTURE -2 HRERST T
BERA (TREDIZTXEFPHRTEERBHESLE . B2, BUEIAEERT R HIR
RE IR,

iz

ZEAAIIE pod HRRBHIR, HEIEETATHRENTEROET RHR, MFTHESIEAESE,
HEH" T RAEHIR"

SN7.Z2H T M EEH

BERZE, TUEESAAT R EZETEER,

Pk

EETAPEATEFER, HELTREEZTUTSS

I $ sysctl -w vm.overcommit_memory=0

8.12. Wi B4 FIFRI1E

hEB BRI EFE, EULLABENTEMTCRIRESERE, Nl EFREERTMIIEIEERNEM
CPU FR{E, LARERIAE,

B ERTMBPHHRRENER, ESHAWMEIR,
A4, EALUVEETBEERTEREA,

811 EZRAUBENE[FH
ER2E, TLURTIERETEEA, B0, SR Tt 8 i A AR B B AR 4,

iz
AEENTIBHPEATEMER :

1. BIRR YR on & Z2 (AR RS,
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/IJ\\ 7.‘”] J’J\ -F /EE ﬁ*

apiVersion: vi
kind: Namespace
metadata:
annotations:
quota.openshift.io/cluster-resource-override-enabled: "false”
#...

© FUEHRRE) false TRAXN S RLAT BER,

8.13. R BT m R
IR AR F A B K B,

8.13.1. T RNl @ it 1 K CIN B IR B LR 2R
Assbi s R IXER B RE A LA
FBIR B E T IKBREER, TRl EMTT M AP A8 pod (REBESR. AR pod B#EMIER,
MEFB MR RE pod /xﬁ?&ﬂﬂﬂﬁ%ﬁaﬁjiﬁuf[ﬁ%lﬂﬁ A RE, MR REBMAIES,
CaBRAZSs, FELTEBEY oclogs ilnHHE.

® eviction-soft - KR BEMEFIXFRHEH S — 1 HEIE 18 E NN E T REFEC N

e removal-hard - IR R ER B TR, MEWERE], OpenShift Container Platform & ILEl
FKET,

TR T IKEREE -

* 8.3. BT RCERBIIKEKNHELE

MemoryPressure memory.available TR MR ARE,

DiskPressure def ilabl T ERXHRY. nodefs SR &
¢ hodels.avallable X425t imagefs LA A
e nodefs.inodesFree ARSI T R,

e imagefs.available

e imagefs.inodesFree

%t F evictionHard, ZIEEEXLESE, MREKEREMESH, NRNAEEN
S, NRENWRTEES TF,

IR REPEARRREE £ TF8), ERAEBTHRKMERE, N7 REFFEE true 7 false 2 [H]
Rz, AL, HERFTREIMETABNHRERE.
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B8 E REKENTRES

BRI XFE RN, 15#F remove-pressure-transition-period Fxic %%l OpenShift Container
Platform 7EfERR & JRR BT /N FRETE], OpenShift Container Platform A X BEIR R UIHL[E] false
A, TEIEEHARRPIET X8 H 0RO B B IX PR (B

8.13.2. T fRuN{n] iy 1y I B IR R PR TR 15
BRI K O YR MIFR R AR AT ETEZ1TH pod B FARIER,
OpenShift Container Platform 1R#E cAdvisor i & B A2 R E B MY a2 A BRIF L 5 R
BRI SRR E T W 545 -

o RATHRI MO REE 2 (UBHKRT) . BIMED 85,

o RN IREIMIHZABERMHERES 2t (UBHKRT) . BIMES 80,
SFFEEBIRE, SRUEREE LTRERUTERLE,
3 8.4. A TECEH G K EIKMZE

Wil sk

imageMinimumGCA B RS IREERE, RARGRNSNFER, FIAED 2m,
ge

imageGCHighThresh itk iii&i KOS REE 2L, UEBHFRR, BRIMED 85,
oldPercent

imageGCLowThresh B EB R AEE ok, UEBHKRR, HKIMEN 80,
oldPercent
FRIZTH IR E SRR MEIRIIE
1. BEIEZED— pod HiZTHERBIFIZR,
2. EN LA ABGHTIR,
MEEHAIET, FRGENSEIN, PREHREEREN A, MRFERETZT (EAFE—NFIKR) HEF
Miggtemel (EAEZNAIKR) , ©Rr L HaiRntFE, EREEWMCRB FLURINZT. ARG, FiE
RIRERARYERT R BT HER .
—B RO, EEMRKIENGG, BEEHREIESRME,

8.13.3. AR FHRECE LK O IR

ENEENR, EaLLEN NENHEEE A2 kubeletConfig X R EEE OpenShift Container
Platform HT i EIKEI A R,

TE
- OpenShift Container Platform REZFE 125 E LA — kubeletConfig X &,

Re BB LA FILIBERAH
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o RIBYIERR
o aEIKPR
o HERIXER
B OIREBIRELIENRER. GRIF B BRARBAEM EEZITH pod 51 AEYHK,

FoRFH

1 WAL TS AHEERENT REEKERS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: ™" ﬂ
name: worker
#...

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THARINEE/(EXF, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. NEEEE®R OB E LHIR (CR),

BF

MBRRAE—NXHRYE, i3 /var/lib/kubelet #1 /var/lib/containers/ iI F[E—3X
HR4im, NEEEaENTERMLIREE, BhellEEakiii. XHERS
KA KPR

AHRLOIKOIN CR MECERA :

I apiVersion: machineconfiguration.openshift.io/v1
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N
™

9009 9906006009

N

u

k

ind: KubeletConfig

metadata:

S

name: worker-kubeconfig ﬂ

pec:

machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/worker: " 9

kubeletConfig:
evictionSoft:

memory.available: "500Mi" 6

nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"

evictionSoftGracePeriod: 6

memory.available: "1m30s"
nodefs.available: "1m30s"

nodefs.inodesFree: "1m30s"

imagefs.available: "1m30s"

imagefs.inodesFree: "1m30s"

evictionHard:
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "49%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"

evictionPressureTransitionPeriod: Os ﬂ
imageMinimumGCAge: 5m 6
imageGCHighThresholdPercent: 80 )
imageGCLowThresholdPercent: 75 @

KT REVE R,

1B ENZREC B PRI,

N F ALK B : eviction Soft =X evictionHard BYIK RIS EY,
XN FRIFBIHE : RIERE IR IRELL 235 S WKBRFEE,
XNFRIFHIKEY : PONRER, SR ERT eviction-hard,

AT ASRNIREN - RERENRRA L RESIFREIE. X T evictionHard, K /itEERT
BXESH, MRRBEEMAESY, WRNBHEENSH, SROKRITEERETF.

A FASRDIREINR - BRI JI RO BT F A RS (A,

R FEARNIR BN - RN OIRFERRET, RERBHGRISNR.

S FEREIG BN - M BRI EIR B AEE S (UERERT)

RFEALIR BN - BRI Z RO RER 2 (UERERT) .

N\
7.'
=
b

KO CR:
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I $ oc create -f <file_name>.yaml

4N -

I $ oc create -f gc-container.yaml

=1

I kubeletconfig.machineconfiguration.openshift.io/gc-container created

1 BALTREIEREREEERK, B8 E LFIRPIEEN Machine Config Pool &%
UPDATING TR "true”, BEIEHRELEB L

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

8.14. {8F NODE TUNING OPERATOR

B2 FFEF Node Tuning Operator,

&
Node Tuning Operator B A& B 5&53 4wk TuneD #TPL*EEE‘“"E‘N RPAIEREAL, FEA
Performance Profile $#2HI83 IKRHMEE R EBE, KE AN AREFATE —ERENNRIMEREE,

Node Tuning Operator N FRE T — N —#, %,.5“—2)325’] sysctl BN, HALREEXRAIH
%gﬁiﬁi@mﬂﬂ E EX'I& ﬁ[—:'ftiﬁﬁo

Operator 45 OpenShift Container Platform &281t TuneD SFF#HF2/F 7 — 1 Kubernetes SPF i T2%5
HTEE, BRIET BE LHEREMIEXE AT X R BB E R P TN AR RN
TuneD SHFH#EH, HBNMTFIFARKEEBNAE T RLE1T, 8N TRLEZT—1

HEREMAZEEREANEMGR, SHBTERMLELIEESREX LRI TuneD SFIFIRH, B
& TuneD P HERE AT N FAEY 1T RAGX B EIR,

Node Tuning Operator {#f Performance Profile 2425 3 5L 81 B 54 REML AL, MTMSEEE OpenShift
Container Platform [ A2 R IE R M RE,

SEHTENRE T HREBELUE LT RE5A0%E, 40 :
o [HAKEIE kernel-rt,
o NARSKIEEE CPU,

o Iz fT TR EUERE CPU,
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p= )1
B#l, cgroupv2 AXZFER CPU MEI%, Eit, MRESAT cgroup v2, NIATEETR
SEMMREER B E P IRENFREMIT N, SNREBFER executeace BLESE, NAEWNEH

cgroup v2,
TERRA 41 RESHRAA, OpenShift Container Platform R LR EE T Node Tuning Operator,

p= Y=
ERHEARRAH) OpenShift Container Platform A1, Performance Addon Operator F3SSCEH
BEMEREILIE, LUEDH OpenShift B FATZFLIMEIERHRE. 1E OpenShift Container
Platform 4.1 RBE#HHIMRAR, X/ ZhEER Node Tuning Operator B9—&R 43,

8.14.1. 1//17] Node Tuning Operator 5l #1&

{5 A L RAR 15 17] Node Tuning Operator BORBIFIAE,

AR

o Z{TLL T4 LLA] Node Tuning Operator <l #14% :

ey
I oc get tuned.tuned.openshift.io/default -o yaml -n openshift-cluster-node-tuning-operator

21\ CR §7E 7 OpenShift Container Platform SE AR HEFER T R s (i, ©RERESRLE
Operator Management k&, Operator §E =X #IA CR WM EMBE X E®R, B TEELHEREDL
b, HOEBECH Tuned CR, #HOIER CREGSEIAM CRAFH, FHETFTT A pod FrilFIEE ST
ST RN A B SO,

gk

&
ARAFRLERT, X pod FRRBIXF AT LME N BEh XA IR REN —DNMERA R,
BEENTZEBERXMEE, FHREARBEERED., BA Tuned CR HAHHE pod ik

HIEES, RO THE pod iMALEMNEE LEES, NiZIeeSERN SR &
LLUE#9 Node Tuning Operator iR AR5 F A pod FriAIhEE,

8.14.2. B & JUHEHAE

Operator B E LR (CR) @EWANEEID. FE—E2 = profile:, X2 TuneD EEEE R H AT
K, HED 2 recommend:, FARE EREELEFLDHE,

ZANBE AT AHTE, £ Operator &R ZE[HHEIZ D CR, Operator RRMIEIZ2EFH CR
MR T IH CR, FRAENARMBE LEMIEXEREEH, RN EHRBFL TuneD FHIHIZAE LT
%Q

BEERE
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B AEEBRIAB Tuned CR 3% & Operator Management X, BRINIEMR T, Operator £6F Managed
IRZ, BHABY Tuned CR #3% A& spec.managementState %, Operator Management JAZSE0A S {E 10
T

® Managed: Operator RTEESE IR B # BT EIREN R

® Unmanaged: Operator {4 ZBREZ & HRHIE X

® Removed: Operator f#[} Operator & & HIR/EXT R TR
A& RUE
profile: B35 T TuneD EEESE R H A,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...

- name: tuned_profile_n
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings

BUNRESR

profile: /432 @) CR #) recommend: #8933k E L. recommend: S4B IRB LI EHREFRES
B95 B 712K,

recommend:
<recommend-item-1>
#..
<recommend-item-n>

HUSR AR BIIRILIN -

- machineConfigLabels: ﬂ
<mclLabels> 9

match: 6
<match> ﬂ

priority: <priority> 6
profile: <tuned_profile_name> G
operand:
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debug: <bool> G
tunedConfig:

reapply_sysctl: <bool> Q
A,
MachineConfig 752898/ (8, BIZKE—,

INRAER, NSBXEBELE, MRIFXRETLENESNEESE, HNXET
machineConfigLabels,

kIR,

REEHF LR, BERFRTNESES (0 B&ELEN .

ECE AN AR TuneD EBES. #5120 tuned_profile_1.

AEREN RECE,

7 TuneD SR R2T FF XA, true HITH, false HX[l. BRIAE false,

 TuneD SHF#ER2$T FF =< 1] reapply_sysctl ThAE, % true KERFF/E, false (KFKXM,

999909699 6090 —

<match> 22— MBVIAE LB eEEH, MTFAR :

- label: <label name>
value: <label_value>
type: <label_type> 6

<match>

TR pod PR B,

a

BT msk pod I3 H, INRERE, <label_name> &LACED,

a

S
BT REE (node 5 pod) . WMRERE, =FMH node.
S

A 1%H <matchs 513K,

0009

INRAABE <match>, NIFFEREMN <match> MU E N true, TNRBRE false, FEFKR
AsEIWEF NN <match> B3DMEESE, EIt, #®RE (FH <match> 42) SLLEHE AND 2EEiz
. Rz, HIRITE <matchs FIRAE[—I7, A <matchs FIRFE N true, Ftk, ZIRLZEH
OR iIZE Rz fE,

#N5RE X 7 machineConfigLabels, £ TF#25E & mAIEE X% ER recommend: FIRITT

Ff. <mcLabels> 18 EHBRECEIR S, VL ERBN0E, UERES <tuned_profile_name> # F
FHXE, WAKEISSH, XBEFEHAS <mcLabels> FCE RN 2SE B L FE2S T AT AN SEE T,
FEDE T HBINYBREE MR E T m X BEE S <tuned_profile_names>, E41 % EBA master
# worker AT &, EJER master A,

51|% 5 match #1 machineConfigLabels HiZ# OR R {ERFE#, match e FLUE LR 5 1P
e, MReHIFES true, A% E MachineConfigLabels i,
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BE

LEAETHRRERNTEN, BIUNEEERBEAREN T ROHIIR—HRRER
F, FEEINRNTESSBEAZR—VNSREBRNHDHES T RH TuneD #1F
NRGFBARSEARE,

B - BEF T == pod hRZHIIEAS

- match:
- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBECBESRLEN, LLLE CREFTASRE TuneD ST #H 2L #: /) recommend.conf XX, LN HmE
(10) WEZE %L = openshift-control-plane-es, ESEHLEEEE. A E T RLZTHASRE TuneD
SFF RS EERER—T R EREE21Ti%E tuned.openshift.io/elasticsearch 1758 pod, INER&A,
NIZEEA> <matchs> B8 1T4E N false, HIRFEEFZINEM pod, /T ik <match> E4 T4 true, 17
=R EtEZEZ node-role.kubernetes.io/master 5 node-role.kubernetes.io/infra,

NS LEFRZEX LA N 10 WECBESE M S S, NN A openshift-control-plane-es E2E%E, FHETE
EHEMEES., R R/pod IREHERTE, NEEILENE_SHNEES (openshift-control-
plane), fN1RA2RL TuneD Pod EEHF 1% node-role.kubernetes.io/master = node-
role.kubernetes.io/infra 8977 = 217, NN FAEES.,

&G, ECES openshift-node HLENZIE (30)., ©i%F <match> 4, FILAK TR, NRAET

REFCEREMLEAESHEES, ERFEN—NERTME T RMEEESERIXE openshift-node o
E%O
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BEEREKENTR

S

PRIORITY 10 PRIORITY 20 PRIORITY 30
T
1 1
POD 1 I
s FALSE ! NODE ! FALSE
tuned.openshift.io/ : . :
e e e ! node-role.kubernetes.io/ k
1 master I
] ]
1 1
1 1
RUNNING ON ! OR !
. A : :
; : oo |
: NODE | ! ?ode-role.kubernetes.io/ !
1 . 1 1 infra I
: node-role.kubernetes.io/ ! 1 [
master | | |
: : __________________________
1 1
1 OR i
1 1
1 1
1 1
1 1
: NODE !
} node-role.kubernetes.io/ !
1 infra 1
l i
1 1
TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

=P - ETFHAECERRIITAD

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

HWREWMADT AMEFHESISER, NEWRT RNV ESEEhGICERN T mEFESINE, R0 LR
Tuned CR, &G0IEBE W HZREEM,

BETF =N TuneD BBESE
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R LLINEE, FRAEZETATF OpenShift Container Platform S£&% =N B ER AT LA A @ b EE TuneD B
B, XL, MEZRINFNBIT RS T o HE N ERERE DA,

X INEERFI A spec.providerlD 7T RXTRIE (X1 <cloud-providers://<cloud-provider-specific-
id>) , F7E NTO operand B2 EiH <cloud-providers {EHI3X {4 /var/lib/ocp-tuned/provider, %A
&, TuneD &FBEiIXNXHHAREINE provider-<cloud-providers EtiESE (MR X NEBEEFE) .

openshift EZE% (openshift-control-plane # openshift-node B2 B LA ME P EKIZE) NIEHEH
EEAXANIAE B HRARHERBEME) . NTO = TuneD BRIFAS 2 MAEHE FHNEHNEE
%, B2, EAUSE—NBE LEESE provider-<cloud-providers, ©iHERTARREF X FRRAE =4
N RIS BT R

GCE =t maBdESE Al

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: provider-gce
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=GCE Cloud provider-specific profile
# Your tuning for GCE Cloud provider goes here.
name: provider-gce

HFEESEMIEK, provider-<cloud-providers Bti&E & H 15 E T 1% B
openshift EEE R H FREELEES.

8.14.3. AR P EMIEES
LT REEHPLBHRIREE.

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=0Optimize systems running OpenShift (provider specific parent profile)
include=-provider-${f:exec:cat:/var/lib/ocp-tuned/provider},openshift
name: openshift
recommend:
- profile: openshift-control-plane
priority: 30
match:
- label: node-role.kubernetes.io/master
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- label: node-role.kubernetes.io/infra
- profile: openshift-node
priority: 40

M OpenShift Container Platform 4.9 748, A OpenShift TuneD EZE & AR TuneD Y4B —iLiR
fit, EATLUEF oc exec (P R AEXLEEENNE :

$ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/openshift{,-
control-plane,-node} -name tuned.conf -exec grep -H * {} \;

8.14.4. 1R TuneD S T2 HE M

1E{# A Tuned CR #] profile: B30 E LB E X EEER, AT TuneD #HG#Z R, (B [main] B
DR -

® audio

® cpu

® disk

® ceepc_she

® modules

® mounts

® net

® scheduler

® scsi_host

® selinux

® sysctl

® sysfs

® usb

® video

® vm

® bootloader
H— SRR M T AR RIS ETheE, BRIARSEFLT TuneD & :

® script

® systemd
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TuneD bootloader i R #F Red Hat Enterprise Linux CoreOS (RHCOS) worker 7
=1

HhbrR
o TAAHM TuneD {1

e TuneD Al]

8.15. BMEF N TV mMER K POD #&

AW SHIEHI R R T =B pod 8E LR, 477 podsPerCore 1 maxPods., #1R& RN {# X
PRANIEI, DU ER P 2 AR /N B BR il S PR A1 17 s £ Y pod #8

M

Blan, MR/ —NE 4 MEEBRAK T = E# podsPerCore % & 10, M%7 s _EfVFH pod &
LERRH 40,

FRFH

1L BMAUTHSNEERBMNT mARIKENS 8-S MachineConfigPool CRD XEXHIFRE :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: ™" ﬂ
name: worker
#...

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THARINEE/([EXF, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

AR
1. NEEEE®R OB E LR (CR),
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max-pods CR Bgi& R~

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " g
kubeletConfig:
podsPerCore: 10 6
maxPods: 250 )
#...

N CR BE—1 B,
1B ENZREC B RIS,
RIETT B ESRRRERFI T R _ERNZITH pod &,

T R ERNZ4TE pod BEEEN—TEEHE, MAZET RBEME.

. {5 podsPerCore & 0 A% FX R,

£ LfId, podsPerCore FIERIA{E N 10, maxPods BIERIAENIH 250, XEKE, RIETRE
25 N EMIARL, T podsPerCore 7t 2 ER A BIBR HI K 3=,

- -

2. BT S CR :

iz
I $ oc create -f <file_name>.yaml

1. Fl& MachineConfigPool CRD LUEBRENA T B, R Machine Config Controller #IEXE!
BEX, ] UPDATING 541k True :

I $ oc get machineconfigpools
=1

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8a5e False True False

BE5eRK/E, UPDATED 3£ True,

I $ oc get machineconfigpools
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it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False

8.16. [HFEA IP it HTHLST B
TG ERMBRERSGS 1P WIHEFT S, A BB 524 LU Al X L8 75 P it 2

o

Hith TR

® VSphere T R HIERLS IP Mtk

8.16.1. J B2 LAFE AFEA IP il

BRI L A BONLER SR, LAMEASKEFPRTIE LERS IP thit, W FHERE, BRECRNSHIR
YAML X4, SRIRTELLSCH AR E SCERAS IP Sk,

FRFH
o HMEMETEV—TEAREFRS IP UM RIZITHER

pri¥ =
1. BIENESFOER YAML 32, H7E network B3 E L5 IP itk RI4&{E B,

{3 network ZEthE X EA IP Hhik{S BB EIER YAML X561,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:
creationTimestamp: null
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
name: <infrastructure_id>-<role>
namespace: openshift-machine-api
spec:
lifecycleHooks: {}
metadata: {}
providerSpec:
value:
apiVersion: machine.openshift.io/vibetai
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 120
kind: VSphereMachineProviderSpec
memoryMiB: 8192
metadata:
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creationTimestamp: null
network:
devices:
- gateway: 192.168.204.1 @)
ipAddrs:
-192.168.204.8/24 @)
nameservers: G
-192.168.204.1
networkName: ge-segment-204
numCPUs: 4
numCoresPerSocket: 2
snapshot: ™"
template: <vm_template_name>
userDataSecret:
name: worker-user-data
workspace:
datacenter: <vcenter_datacenter_name>
datastore: <vcenter_datastore_name>
folder: <vcenter_vm_folder_path>
resourcepool: <vsphere_resource_pool>
server: <vcenter_server_ip>
status: {}

Q P45 O BA R X B89 |P ik,

@ HRERFLBAMAEON IPv4, 1Pv6 HF IP ik, FA IP RIS BRI
L4 FARBI AL O,

© FUt DNS &R 3. WAILLE L&D 3 1 DNS ARS8, MR—1 DNS AR5 %
BTV, HEEE LS DNS ARS8 AR A DNS f#1,

o FEXumrhEIALLT 6545 3R A1 machine BE XL HTIR(CR) :

I $ oc create -f <file_name>.yaml

8.16.2. FABEMEA IP it WX EY B
AT LAE AL SR kY B A M B HER S 1P Hhht BI85,

TR ERRECE R TE RS P it fF, H23#2HIZ527E openshift-machine-api &4 22 (7] 1 1]
IPAddressClaim %R, ARG, AERiEHIZZR0/E—/ IPAddress TR, FRHEMERS IP #hit4FE E
IPAddressClaim %R,

BF

IRHEA AT RERFE AIFZ LB IP it BB (IPAM)ARSS . HIRZEFE OpenShift Container
Platform £/5 R EH IPAM fRSS, EulgEZBEE YAML E XA FE0]EE
IPAddressClaim 5iR, AR7E oc CLI FE AL NS GE# S IP ik 8 BiX AN 5

R

I $ oc create -f <ipaddressclaim_filename>

LU FRfIER T IPAddressClaim FRA R :
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kind: IPAddressClaim
metadata:
finalizers:
- machine.openshift.io/ip-claim-protection
name: cluster-dev-9n5wg-worker-0-m7529-claim-0-0
namespace: openshift-machine-api
spec:
poolRef:
apiGroup: ipamcontroller.example.io
kind: IPPool
name: static-ci-pool
status: {}

W22 HI 2R BHIR A IPAddressClaimed BIH128, LAIERERA IP it # 48 EE] IPAddressClaim
HiR, N 2Rr4HSERMKESNARIERZ A IPAddressClaim E RS, BN EE— NI ERS
IP Hhilk, FLERIEFISRSOIE—NENN, FRFES IP it AZINRE B providerSpec F51 H HIE
ﬁﬂﬁﬁﬁ\\o

8.16.3. AV SRET BEFALRENFLS IP #ik Byl 2s
AT LAE AL SR kY B A MR B HER S 1P Hhht ML,

ZRZHRONRT T E RGN SRERT B,

SeRFMH
o HMEMETEV—TEAREFRS IP UM RIZITHER.

1. BITENERER YAML X44#) network.devices.addressesFromPools schema 5 %E IP it
Bk BN ZE :

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
annotations:
machine.openshift.io/memoryMb: "8192"
machine.openshift.io/vCPU: "4"
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
name: <infrastructure_id>-<role>
namespace: openshift-machine-api
spec:
replicas: 0
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
ipam: "true"
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: worker
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machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
lifecycleHooks: {}
metadata: {}
providerSpec:
value:
apiVersion: machine.openshift.io/vibetal
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 120
kind: VSphereMachineProviderSpec
memoryMiB: 8192
metadata: {}
network:
devices:
- addressesFromPools: ﬂ
- group: ipamcontroller.example.io
name: static-ci-pool
resource: IPPool
nameservers:
-"192.168.204.1" 9
networkName: ge-segment-204
numCPUs: 4
numCoresPerSocket: 2
snapshot: "
template: rvanderp4-dev-9n5wg-rhcos-generated-region-generated-zone
userDataSecret:
name: worker-user-data
workspace:
datacenter: IBMCdatacenter
datastore: /IBMCdatacenter/datastore/vsanDatastore
folder: /IBMCdatacenter/vm/rvanderp4-dev-9n5wg
resourcePool: /IBMCdatacenter/host/IBMCcluster//Resources
server: vcenter.ibmc.devcluster.openshift.com

@ IR, THIMTHS P M SES P HHEOEREL 1P BAT LR B E LHRE
Y (CRD) =% IPAddressClaims 7R IE 2R 2 B GRAIBI . Hl2RIEHIZR T RN SR RE B
R HEIERS IP HhtE, R NENMESRSEEA HE,

Q 5l H & FRAR 55 25 B AU R IRER S 1P bR T SR8 E B FRAR S5 3%, BRNBISENECE MY
(DHCP) RS ERBE A 545 IP ol

2. T£ oc CLI ¥ ALA T an 43k Y BAL2REE -
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -
I $ oc edit machineset <machineset> -n openshift-machine-api

IBEesRE, VRZHSIa02— IPAddresssClaim TR,

3. "% AL TS E openshift-machine-api 3% 22 (5] h 2 572 1E IPAddressClaim R :
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I $ oc get ipaddressclaims.ipam.cluster.x-k8s.io -n openshift-machine-api
54 openshift-machine-api fp 22 BRI AN IP BHY oc CLI Hi =Bl

NAME POOL NAME POOL KIND
cluster-dev-9n5wg-worker-0-m7529-claim-0-0  static-ci-pool [PPool
cluster-dev-9n5wg-worker-0-wdgkt-claim-0-0 static-ci-pool [PPool

4. FIALL T en 3R 0/# IPAddress TR :
I $ oc create -f ipaddress.yaml
UFRBERTHEELMEEBRES 28 IPAddress 1R, UR—NE XLHES P it :

apiVersion: ipam.cluster.x-k8s.io/vialpha
kind: IPAddress
metadata:
name: cluster-dev-9n5wg-worker-0-m7529-ipaddress-0-0
namespace: openshift-machine-api
spec:
address: 192.168.204.129
claimRef: @)
name: cluster-dev-9n5wg-worker-0-m7529-claim-0-0
gateway: 192.168.204.1
poolRef: 9
apiGroup: ipamcontroller.example.io
kind: IPPool
name: static-ci-pool
prefix: 23

Q B#% IPAddressClaim % B4 5.
g AT EB0ERA P Ml s HE B,

BIAERT, AR S2BEHBINSEPRNEMTIR, U7 &R

. REY, BHAERIREISRERE] IPAddress FHRAE LAY kind: IPPool Fif, 120
A EES P it 4F E F IPAddressClaim 5.,

5. Y IPAddress FRAIE| FAE T IPAddressClaim R 745 :

$ oc --type=merge patch IPAddressClaim cluster-dev-9n5wg-worker-0-m7529-claim-0-0 -
p="{"status":{"addressRef": {"name": "cluster-dev-9n5wg-worker-0-m7529-ipaddress-0-0"}}}" -
n openshift-machine-api --subresource=status
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39 E LERFENMSBEE

Z%& OpenShift Container Platform f&, A LURBENE KA —FLT BB E LML,

9.1. CLUSTER NETWORK OPERATOR Egi&

SEREMLSBIBELEE N Cluster Network Operator(CNO)ECEHI—ER D6 E, FIFMETER N cluster WEE
Y HIR(CR)N e, CR 57 operator.openshift.io API Z1F#) Network AP| B E%,

CNO EeBTER R R %127 M Network.config.openshift.io API Z15 ) Network AP| 8 & LT :

clusterNetwork
MASER Pod IP H#ulik#Y IP Hhlik i,
serviceNetwork
ARG589 |P Hhiikth,
defaultNetwork.type
EREMLEHE. OVNKubernetes 2 %2258 (7] ME— S FF RO 14,

T

EEBRRER, BREEEN clusterNetwork IP #itiESER, BRIAMIZS B REEETERM
OpenShift SDN &/ OVN-Kubernetes,
9.2. ER&KESEHENE

Proxy X R A FEBEECHE ONRIE, MREREXANEEHIEEEENIE, Nl Proxy X RIMS%E
M, BEEeaB—1Z%0 spec, il :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

SRS LLUBIIESGX A cluster Proxy X &R EECE OpenShift Container Platform BI{CEE,

% .
R LN cluster B Proxy ©R, BEECIEFTNHRIE,

FoRFMH
o SEEMEANR

o B &% OpenShift Container Platformoc CLI TE

AR

273



OpenShift Container Platform 4.16 RZGHECE
1. OIS ENRIE HTTPS EEMHRAIEIA CA IEFH ConfigMap.

MRKENFMIUEPHRKE RHCOS FEMAIHIMANITESR, ERTLBkTX—
&,

a. FIALUTARSA, QIE—14%H user-ca-bundle.yaml B934, FiR# PEM SRiIGIEHAIE

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> 9
kind: ConfigMap
metadata:
name: user-ca-bundle G
namespace: openshift-config ﬂ

ﬂ XN EAE W i 68 %8 ca-bundle.crt.
@ S PEMGHK X509 IEH, ARNRIEBHHHIERESL,
9 M Proxy % 5| BB BT R R,

Q BB gt AL F openshift-config iy 4 Z2[H] Fh,

b. ML IR E RS

I $ oc create -f user-ca-bundle.yaml
2. {4 oc edit a3 1ETH Proxy X £ :
I $ oc edit proxy/cluster
3. WREEEBARRENFE :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
- https://www.google.com
trustedCA:
name: user-ca-bundle 6

@ FTOEERN HTTPIEEMIRIE URL, URL ARVJIZ http,
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@ FTOERERN HTTPS H#MIE URL, URL RA/IR hitp 5L hitps. #5735 URL
ARIRER URL, fl40, tu%k%ﬂtii?&ﬁa%j‘jﬁﬁﬁ https, NIAZHAREBHRMREH

%, BEf]IRXH http, LLRVCHSTRIECEIER, HARE R AMSEZERI, 40
REF NIk B KA https ZEJ%E’J{JCEE EHRFERESHUEZTNEFERN CAFIL
+

© EHRAREMBIREA. B, 1P i HMmRL% CIOR KESHRIIE,

TESERIME AN . SRAEES Fi%, {5040 : .y.com TR x.y.com, {E7R[ILES y.com, fHEFE * A%
e Bt sLT T AERE, IMRET BT RCEEREREH
networking.machineNetwork[].cidr FE& & X B9 worker, &GS TARMEILLTIFR S,
LARA 1E 7% 42 R ]

INRKKXE httpProxy 5 httpsProxy FE%, |t FR R4 28K,

Q ¥ httpProxy #1 httpsProxy EEHIKEZF], HITHEEKRENZFERAN—MNL N EE
4488 URL,

© 5! openshift-config ® & 22 A RE ConfigMap, HBERIE HTTPS EEFAHHIIS CA
IEf, FE ConfigMap WIMEBAHFE, REFTEXES A, LFEREVEN, RIEL
EBHEDIETHHER RHCOS EEMMBEMmMANILZE A,

4. REFEXMHLAERZ £,

9.3. 15 DNS HE NFE
HEEEHERE, B LUENE DNS FERFRLERX,

Y
1. AEERH DNS BE LHIR

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}
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HER, spec HABE— M RERXN—IPMAHK,
2. {&*h DNS BE XL FIRUMIPR A HKX -

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

5 Ingress Controller ZE A% Ingress X RIf&5%E DNS E X, EtLEOEFIEN Ingress
RIS, RE0IBRAEILF,

- o
TEMIBRAFEXES, IH Ingress X &R B DNS 1L R AR IER.

3. ®ifk : HEKEH DNS BE LHIR, HMILSHRAHK

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

0.4 BLESRHALORE
OpenShift Container Platform 124 T LA T MEREEAEB 5 5R BERIZ ITHUAR S5 AT BIS A% -
o INRIEA HTTP/HTTPS, 15 M Ingress Controller,
o INRMEAE HTTPS ZHH TLS MNZEWY, R SNIARLE TLS, &M Ingress Controller,

o T[N, IEFEAMEIIER. A8 IPHT RimE,

Ak A&

{8/ Ingress Controller SRR HTTP/HTTPS SREF HTTPS LAAHI TLS 1N
B (Flan, R SNIFRLEY TLS) &
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ap> 1573

R 1 Ei9 % 38R 55 B BN D ERAMER 1P RVFREBE T Mt BRI 1P i (£ R FEFR RO,
FEHFHER 1P DECLAIRSS RIFRERT BT IP ik ERIFEhERO,

i & NodePort HEERPHMAT R ERAFE—IRS.

9.5. Bb & TV M D IR S5 SE [F

ENEHERA, EAUY RUTANT RinOSEHE, IRENEFEAAET RIEH, TREFZEMNTA
Im O E,

BAImESEHE Y 30000-32767, A4/ NmESEHE, EMEERELAGET BRETHKIERE.,

9.5.1. Jo R KM
o SEEREMZN AR FISNEET BRSEHEWNIEEMN®mO, H0, MRESE T RimOSEET BRE
30000-32900, R ALYk EIE G IEED B A f 1T 32768-32900 i 135 [,
9511 BT mimOsEHE
B BREMNT RimOSEE,

FRFH

e Z% OpenShift CLI (oc) .

o FHEZXR cluster-admin f{PRAIF /&[T B £ B,

Pk 3
L BV BT RImASERE, ERALTHS. & <ports B AFERERNMNHERIHO S,

$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "30000-<port>" }
}l

R
BRI AN FB LA YAML SREE T i OB -

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
serviceNodePortRange: "30000-<port>"
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it Bl
I network.config.openshift.io/cluster patched

2. EMNRERERN, HRMAUTHRS, NAERATEER/LOH.

$ oc get configmaps -n openshift-kube-apiserver config \
-0 jsonpath="{.data['config\.yamI]}" | \
grep -Eo "service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]'

i th o Bl

I "service-node-port-range":["30000-33000"]

9.6. FRi& IPSEC %
JEF IPsec |&, OVN-Kubernetes M%Z%38{4 BT s 2 [B] BORR A W44 7k 2408 1 10 25 HIBE & 1% i

BIAFEA IPsec,

9.6.1. R
o EREWIIFEA OVN-Kubernetes RIZ& &1,

9.6.1.1. J5 H IPsec %
ENEBEER, MoLELEMANER IPsec imsmZ A, JFA pod El pod IPsec INZEF IPsec 1N,

B MERUTER 2 —BLE IPsec :
e Full : pod El pod F1A-ERFRERIINE
e External : XA ERREH T INE

MRIEFEEIR pod Bl pod REMEHN, ARENABRERENE, NHEETHK" NAIBREEE IPsec
e Rz,

FeREH
e % OpenShift CLI (oc) .
o LIEA cluster-admin ffRE A " B0 B R EERE,

o RESER MTUBIKR/NED N 46 FT7, LUFHF IPsec ESP Frak B FFEY,

pri¥ =
1. BEHA IPsec INB, EWIALTRS :

$ oc patch networks.operator.openshift.io cluster --type=merge \
P
"spec":{
"defaultNetwork":{
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"ovnKubernetesConfig":{

"ipsecConfig":{

mode :<mode>

‘IDT-

B

157 External LUINZEIAERENBRE, HEIEE Full KI0% pod &l pod FHE, LAKAE
MEIASENRE. BRIAERTER IPsec,

2. \3% : NREBEEMRIABENBRE, 1ETR NABREEE IPsec INE"RIZ.

1. E&EH OVN-Kubernetes data plane pod BI&#, 1R AL T4 :

I $ oc get pods -n openshift-ovn-kubernetes -I=app=ovnkube-node

it Bl

ovnkube-node-5xgbf
ovnkube-node-6mwcx
ovnkube-node-ck5fr
ovnkube-node-fr4ld
ovnkube-node-wgs4l
ovnkube-node-zfvcl

8/8 Running 0 28m
8/8 Running 0 29m
8/8 Running 0 31m
8/8 Running 0 26m
8/8 Running 0 33m
8/8 Running 0 34m

2. BITUT GRS, RIFEBRPRESAT IPsec:

%%

nb_global . ipsec

)hlt |

==

<XXXXX>

ENERFEIEN, MAILUTE IPsec BBE N Full NS IEEREFF pod  HIRE A
FA7T IPsec, WWHTRARKIE IPsec @B EEBEFAER ENLIA T,

$ oc -n openshift-ovn-kubernetes rsh ovnkube-node-<XXXXX> ovn-nbctl --no-leader-only get

EE LE—% 9 pod BIFENLFRFF S,

it Bl

I true

9.7. Bt & M4 kg
ENEREENSUIBEEENR,

R LU0 E B iE R 44 2R,
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9.7.1. X F ML REE

EFEAXH Kubernetes M4 TRERMIRI 4R IR BISEBE R, MI%%FEE T2 H NetworkPolicy *f R1%E%l, 1
OpenShift Container Platform 4.16 1, OpenShift SDN 3z 7 R\ B9 4% B B AR =, A 4 i P 245 3R B

DI

==
(=

PILESRBE RS F =N R ZEH, B A ENMLE Pod 75 M8 SRES LB R
M, B2, ZE#EE host-networked pod HJ pod & 3% Bl o 2% SRB& FHILI B9 =200,

W25 SR T kPR LE 2 B localhost S B HITEM T SR E,

BRI PEIR'F T B IR A pod AR AT EHAMR pod ML R fIH, BE—NUETEE—1HEHN
Pod, f&AILATEIZMIE #0]# NetworkPolicy *f I RAIFHIALERE, TEEEARUEESHWIR
fh B2 F % NetworkPolicy % 4.

MR — pod H—15% 1 NetworkPolicy % RHEBEFEZSICHES, AR 1% pod MREBESEDHEAP—
NetworkPolicy X RFF o FHIERE, R¥ET NetworkPolicy X Ri%FEH pod AT LA 2157,

ML RBEOGER T TCP. UDP, ICMP #1 SCTP i, EHAhihilFA&= B0,
LR~ NetworkPolicy ¥ RER T ZHARANESR :

o EYUFIBARE :
ZFEIERNNELRE, ERIN—DEEAAE pod BFEZERIRER NetworkPolicy
x:

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e HF¥F OpenShift Container Platform Ingress Controller B :

Z I H R A 1F OpenShift Container Platform Ingress Controller B9, 15 RINLT
NetworkPolicy X%,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
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podSelector: {}
policyTypes:
- Ingress

o RIEZIEF pod HFEHE
Z{f pod #ZE—UI B HEAM pod %R, BIE4EMIIE PAAE pod MERE, HRMLT
NetworkPolicy % :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o NAWFET pod IFEB HTTP #1 HTTPS R & :
EXHEBENRE (LLTFRAI$H role=frontend) B pod fUS A HTTP # HTTPS lH], &
AN {ELEn R # NetworkPolicy X & :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

o (FAMRAZEEM pod EFEEIETHRE !
ER S ASFERBRZEAEF pod 1S K ITE M L4 TR E, & 7] LUE F 2K L140 T8 NetworkPolicy
FTER -

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
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podSelector:
matchLabels:
name: test-pods

NetworkPolicy I R 2 A RN ; hFt Ui, EALUHEZ D NetworkPolicy i R B 8 I ML E

Blan, *FFLLERAFIFE XL H NetworkPolicy X5, EALIER—/N0BFE X allow-same-
namespace # allow-http-and-https %#&, FLt, RIFHERS role=frontend B pod %35 —RE&FT
RVFHEMER, B, EfmOLRBRE—;RAZEFEPH pod B9, UKkinO 80 #1 443 LHIREER
A 22 A pod BIEE,

9.7.1.1. {8/ allow-from-router PI%% SEBE
fEFALLT NetworkPolicy R IFAERE, MAEERBEIREE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-router
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: ﬂ
podSelector: {}
policyTypes:
- Ingress

Q policy-group.network.openshift.io/ingress:"" 175 X #f OpenShift-SDN #1 OVN-Kubernetes,

9.7.1.2. {81 allow-from-hostnetwork %% SEBE

ZINLLT allow-from-hostnetwork NetworkPolicy ¥ R 15 R~ FE B EHMLE pod BIRE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-hostnetwork
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/host-network: "

podSelector: {}

policyTypes:

- Ingress

9.7.2. =¥ NetworkPolicy *f &

TR 7 =) NetworkPolicy X4 :
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy X §REJ& R,

FR RSN AR pod BUEFERS, RIS RRBEILETE L NetworkPolicy X REIIE HEY pod,

09

B RN RAVFMAR ADRER pod ILEHILEFESR, %E285 NetworkPolicy 1B —#p 44 Z2 (Al R EY
pod Ptfc,

@ ESIREN-—IHSPEIRHBONIIE,

9.7.3. {8 CLI 0| 2R 4% 5=8.
B AN R E R R S R R R R A O O MRS, B LA — R R,

—

p= )1
IMRFEAESA cluster-admin BB E5%, N0 LAIEERE YT 6 22 (8] R O 2K
LRERBE,

FRFH

o SEEHFHFAXZFF NetworkPolicy X REIMZLIEM, 0 OVN-Kubernetes P44 1@ #4Eki1%E T mode:
NetworkPolicy 8 OpenShift SDN R4, LtRIZE OpenShift SDN RIFKIAE R,

o B &% OpenShift CLI (oc)
o EETLUEAEA admin FURBI A - B EIER,
o MIEMLEIRIRE N AR 6% Z2 A R,

1. OIESRBEHLN] -
a. fI/E—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml
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He:

<policy_name>

EE PSR .
b. TEEFZF SIEEY S E LSRN, WA :

B4k A A R AZERREEA pod NAQGRE
XR—DEXRBRE, HIEECEE MM RGPS pod RELUNBIFTEE pod M4,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
policyTypes:
- Ingress
ingress: []

RIFRBMARAZEPEMEA pod MAOGRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

RTFMNFERRZRGRE—I pod WAOGRE
LR BE fo 17 7 2 MTE namespace-y Hiz{THIA RS EITRC pod-a B pod.

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-traffic-pod
spec:
podSelector:
matchLabels:
pod: pod-a
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: namespace-y
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2. IBFTLAT e TR AR LA SREE N &R -
I $ oc apply -f <policy_name>.yaml -n <namespace>

Hep:

<policy_name>
18 E M4 SRR S
<hamespace>
Ak RN RES LRI BERTENGRZERPEL, BREREERGZEN,

\J

i

I networkpolicy.networking.k8s.io/deny-by-default created

INREEF cluster-admin fR & KE| web 1Z4&, ERLUEFEESEREPMEAME LA
L YAML % web 128 & BT = 01 22 0 25 SR B8R

9.7.4. RN RIS I E S fRE
EANURBNE, HES5HMTEHRZENFRE pod MRFSHE.

FRFM

o SEE{FFAXFF NetworkPolicy X REIMZLIEM, 0 OVN-Kubernetes P44 1@ 4 Eki1%E 7 mode:
NetworkPolicy # OpenShift SDN R4, LRI ZE OpenShift SDN RIFKIAE R,

e B%% OpensShift CLI (oc) .

o EAILIMFEAEAR admin IR - E[ERIEEE,

AR
1. BIELLF NetworkPolicy %1% :

a. %77y allow-from-openshift-ingress FJ5RHE,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress:
podSelector: {}
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policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: " & OpenShift SDN &Ly
2o R EEES NS, T LU A network.openshift.io/policy-group:
ingress fp 44 22 (AL FE R IR, BiXE— M HERIBMAE,

b. %4 allow-from-openshift-monitoring FIZREE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

d. &/ allow-from-kube-apiserver-operator FJ5RHE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-kube-apiserver-operator
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
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kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress
EOF

METREZIEMER, 5SS HHkube-apiserver-operator Webhook 122l 2545 1F
Webhook FIZERIR .

2. "k BWINHRINE PFEMSRE, WAL TSS
I $ oc describe networkpolicy
i Bl

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

9.7.5. Ju# Uil B Ol EE RV 45 SR g
TERERERA, EALELRFTBEM SR TRER, HHE3EE NetworkPolicy 1.

9.7.6. N¥F Ui B &g
VEREREIER, MALUERERINT BER, LUEFERBEE L ERVBHTA,
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OpenShift Container Platform 4.16 X G E
LB DMEE LI EER

FoRFEMH

o TLUFEMAESA cluster-admin BB F i/ [7] OpenShift Container Platform &2%,

P =
1. LLEHA cluster-admin 5B A B9 &%,

2. ERAAITNEER :

I $ oc adm create-bootstrap-project-template -o yaml > template.yami

3. EAXAYHESR, BRI RSUELINE N RRFER LMD template.yaml 314,

4. TWEERZA0IETE openshift-config #p & Z2 (AR, INEIENEHIER
I $ oc create -f template.yaml -n openshift-config

5. {8 Web #H& 5k CLI 4751 B B & FTR.
o fHFH Web #ZHl5& :
i. 5= Administration - Cluster Settings T,
i. Hi Configuration AEEFTERE KiK.
iii. %% Project 5k H, #H =i Edit YAML,
e HFCLI:

i. Ym%E project.config.openshift.io/cluster ¥R :

I $ oc edit project.config.openshift.io/cluster

6. B spec 4y, FHEE projectRequestTemplate 7l name S8, BXBE LM EER
&R, BRIA&HH project-request,

A B E X B RR K E & R

apiVersion: config.openshift.io/v1
kind: Project
metadata:
#...
spec:
projectRequestTemplate:
name: <template_name>
#...

7. REEWRE, Q- DHTERLILREKRIINA T EMNER,

9.7.6.1. TE3 1 B £tk vh 75 hn A% SR g

288



R

B9 F RERHNMLECE

AY

ERNEREEN, B LUEHIIBNBRIERAPRINMLE SRS, OpenShift Container Platform ¥ Bz
B Ui iRk P15 EBFTE NetworkPolicy %%,

SeRFMH

o KEHFAF NetworkPolicy T REIBRIN CNI MLEHEM, % E T mode: NetworkPolicy Y
OpenShift SDN R84, LtRIZE OpenShift SDN BIERIAR X,

o B &% OpenShift CLI (oc)

o MEEFAEBA cluster-admin U ERI - & RIE R,

NS

o BB MBS’ T BE LHEIATE &R,

1 BT T a5 SRR B RO
I $ oc edit template <project_template> -n openshift-config

¥ <project_template> E i N IE R BENHRAERNET, BRIABERZT N project-
request.

2. TEENRAF, 84 NetworkPolicy X RIEH—TTRAINE objects S8+, objects SHAILL
B—1MHENROES,
FELUTFRBIF, objects BHEE DAL NetworkPolicy X5,

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
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ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress

3. 1% BIETUTRSUE—NFIE, ERINEHMLE RIS REWEKRINEIE
a. QIE—NFUIE :

I $ oc new-project <project> ﬂ

ﬂ 1% <project> Bt AR E QI B BB,

b. HBINHI B RIRPIMARIE REETHIBE S -

$ oc get networkpolicy

NAME POD-SELECTOR AGE

allow-from-openshift-ingress <none> 7s

allow-from-same-namespace  <none> 7s
9.8. L& H

OpenShift Container Platform HAProxy B& R 23 AT LU B s BC & LALLM RE.

9.8.1. Ingress Controller (router) MARERIELL

OpenShift Container Platform Ingress Controller 3¢ & 232 F AR HM A QBB N ARRFFRSHIA
ORER AR,

LARBEALIRM HTTP 5 RE G HD HAProxy BEEHERMERER, HMAEIURTEMNRR. AR
e HTTP keep-alive/close =
o IREIRE
o Xf TLS RIFIRE & F ik HF
o BN BIERBEMFTIEER
o HiRERHE
o [FimARSSER TTE AN
o KZEIMLEN (M4%/SDN fRA R, CPU %)
BEFRNERWMEERBEMATR, ISR EE—1E 441 vCPU/16GB RAM MR A =S HI fp it 17,

— > HAProxy B8 H 25 4032 HA /E IR 44 LE B 100 MRS AR S51R A4 kB S TTHE, BRLELIT A,
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TEHTTP B keep-alive R TF :

Encryption LoadBalancerService HostNetwork
none 21515 29622
edge 16743 22913
passthrough 36786 53295
re-encrypt 21583 25198

TEHTTP %] (F keep-alive) 1&EiEH :

Encryption LoadBalancerService HostNetwork
none 5719 8273

edge 2729 4069
passthrough 4121 5344
re-encrypt 2320 2941

ZXiA Ingress Controller E2& Fi T f¥ spec.tuningOptions.threadCount FEX X E H 4, M T HANTRRE
BUlH R A 5RB& : Load Balancer Service #1 Host Network, TLS &iGMkE BT INBKE, FAHTTP
keep-alive K&, A HAProxy B&HI25 /] 7E T1E A /NINE] 8 kB B 78ii#i 1 Gbit NIC,

BRI IERBEN AT, MR UEARILL ERE ELFIMNH SRR KA, XD FFHH
EHRETHEIMEZERY, ETAATEMERIMEERBRENTTH, TRERXEBHSFEEN
NARFHENESER

NARFERE MR RR
5-10 S/ web BRSS 2R E R F IR
100-1000 ERSRENN AR

BURFRHERBEEAR, HAProxy BEAXFHRE% 1000 MEFMEEH., Ingress Controller HAEATRER = H
EEHN REFEEDFMRERIRE], WMERMIES, BSABRHIERE,

MRBELNRS TN ATRRFD Ingress SkEEHZE, NN ZERKRBEZRDF (router sharding) LAESEhERA
BB E,
9.8.2. BZi& Ingress Controller 7255, FA4EE S ShiRM

BI85 7 N H OpenShift Container Platform Ingress Controller (B&HI2S) EIEMIKHSRENERE
kubelet F/EE. MAEEMBEDRNBENE, REARNFEEMAEERNEARNE R, XEML
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HIZfTHFERE T ERAN KR, RGBT SR P I N ARRFE ENBRSER, RERARNBE
AURRER R ENNTFEZNERBINL,

R LI IR 2R S 2851 livenessProbe. readinessProbe # startProbe %4 _t# timeoutSeconds
H,

2 Hah
livenessProbe livenessProbe & A kubelet & Pod REERHZTEEE,
readinessProbe readinessProbe IR &R R ERBELRIEE, U EIRNIRE REEN

pod i, kubelet &4 pod FRIC AR ESZRE, ARG, % pod Mk miRiC A ARER
2, XMRERNAE kube-proxy, 1EEE T MEHIERMNTTER, kube-
proxy 5= E#IEREE, FTRERELEENZ pod B9 =,

startupProbe startupProbe /& H 25 pod Rt % 2 2FIBINTE], LUE kubelet FFIA A % RE
RS EEMAMAE IR, XFRRDaEHT E] a] LABA LE T A % B R ki s B BE
BRTEER.,

BF

timeout BB LTI — N ALEEAR, ATREFERRAG, B2, RENIZIZHIX LR
i #Ef’ﬁ“‘éﬁ?r’éﬂl%(ﬂ'#ﬁﬁTE’JFﬁﬁlﬂmﬂﬂFiﬁlﬁJmﬂ$jﬁ JIRA [] i,

BUFRAER T e E SIS RO ER B 25 SR Z SN R B EE A 25 EE RN E 5 #OE8HY -

$ oc -n openshift-ingress patch deploy/router-default --type=strategic --patch="{"spec":{"template":
{"spec":{"containers":[{"name":"router","livenessProbe":{"timeoutSeconds":5},"readinessProbe":
{"timeoutSeconds":5}}1}}1}}'

ESATIS

$ oc -n openshift-ingress describe deploy/router-default | grep -e Liveness: -e Readiness:
Liveness: http-get http://:1936/healthz delay=0s timeout=5s period=10s #success=1 #failure=3
Readiness: http-get http://:1936/healthz/ready delay=0s timeout=5s period=10s #success=1
#failure=3

9.8.3. FCi& HAProxy E 3 in%k Ak

YIRFEFRBNSHREXPNIGSE, OpenShift Container Platform BRHER S EFHT HAProxy WEZE, A
&, HAProxy EFNEEHEMNEBLUEXLEEREN. X HAProxy EFMELT, ERER—NMERE
FTRVED & S A IR T B T AR

HAProxy (R¥FIRVEFRZIEFEIZTT, DUCIBEIAERE, BERXLEEERXM. HIEARE KAEER, XEit
R R R HFE TR,

FINS/N HAProxy EFrINEFIFE S 5 7, &R LAEF spec.tuningOptions.reloadinterval F R &
Ingress Controller, LU BRIBIEHEH A AR,
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gk

“ik &

NEx1& HAProxy EFTIN#E: 8] FR 1% B KRIE A
by

; RS SRR H R Hin_REH~E
HEIR, BRHEXS, EERILEEB BT AR EBRER,
it

o ZITLUTFaE

, FFEIA Ingress Controller B9& /)N HAProxy E#7h0%: 8] fEei h 15 #
I patch="

$ oc -n openshift-ingress-operator patch ingresscontrollers/default --type=merge -
{"spec":{"tuningOptions":{"reloadInterval:"15s"}}}

9. B4 5 RHOSP W44 E
A EREZE1E Red Hat OpenStack Platform(RHOSP)& ¥ HEZ & OpenShift Container Platform BJ—
%7‘5@0

9.9.1. EAF5) IP it e &L A2 U7 W]
P&,

%% OpenShift Container Platform &, IEECE Red Hat OpenStack Platform (RHOSP) LAfe N B2
==

platform.openstack.ingressFloatinglIP 12/ 7 {&,
oS- apL-

INRIZIE install-config.yaml 24 # platform.openstack.apiFloatinglP #l
os_api_fip 1 os_ingress_fip =24t T 1H

=Xy inventory.yaml playbook Ry
ARZIBRPIFEHTHL R, EXEZFD
SeRFH

o B %E OpenShift Container Platform 2%

o JSFIZDIP ik, 40 RHOSP R4 H) OpenShift Container Platform ff i,
P

TEZ 4 OpenShift Container Platform 58/, %5 IP #HhutMinEIA OixmA
1 ERimO

I $ openstack port show <cluster_name>-<cluster_ID>-ingress-port
2. fim O HNE 1P ik

I $ openstack floating ip set --port <ingress_port_ID> <apps_FIP>

3. TEIERHY DNS XX, 7 *apps. Sil—Z@BE A A i,
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I *.apps.<cluster_name>.<base_domain> IN A <apps_FIP>

INRIEARILE] DNS fRS5 88, BEHFLENIEETBESBNBEERFE R, EaLUXEENA
INE /etc/hosts :

<apps_FIP> console-openshift-console.apps.<cluster name>.<base domain>
<apps_FIP> integrated-oauth-server-openshift-authentication.apps.<cluster names.
<base domain>

<apps_FIP> oauth-openshift.apps.<cluster name>.<base domain>

<apps_FIP> prometheus-k8s-openshift-monitoring.apps.<cluster name>.<base
domain>

<apps_FIP> <app name>.apps.<cluster name>.<base domain>

9.9.2. 2 FH OVS WEH4-E%;

%I FIE Red Hat OpenStack Platform(RHOSP) Liz1THI%EEE, &BI LIS Open vSwitch(OVS) FE4ED
o

OVS B—MZZEM MM, BEWERXMRSIRS 2 MLt ELME.

SERFEH
o RIENEHAREA/ i EIME(SR-IOV)ER BB RHOSP %t at,
o EHEBFLET SR-IOV Network Operator,

o MIEEEEHOIZET M hw-offload KA EIIIRE(VF) DO,

N TR ZM X FE OpenShift Container Platform ARZ 410, 4N #1412 fFLEEET
£, HH, 1BIEEE OpenShift Container Platform 7 4.13 BIN TR 2 M55,

1. WEBHHIF A hw-offload K8 VF #O 6 —1 SriovNetworkNodePolicy 5B :

BT EMThEEEO

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy 0
metadata:
name: "hwoffload9"
namespace: openshift-sriov-network-operator
spec:
deviceType: netdevice
isRdma: true
nicSelector:
pfNames: 9
- ens6
nodeSelector:
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feature.node.kubernetes.io/network-sriov.capable: 'true’

numVfs: 1
priority: 99
resourceName: "hwoffload9"

Q TEIL4b4E A SriovNetworkNodePolicy fH.

@ T EOHLISEMENEE(PF)ET.

B EMThEEEEO

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy 0
metadata:
name: "hwoffload10"
namespace: openshift-sriov-network-operator
spec:
deviceType: netdevice
isRdma: true
nicSelector:
pfNames: 9
- ens5
nodeSelector:

feature.node.kubernetes.io/network-sriov.capable: 'true’

numVfs: 1
priority: 99
resourceName: "hwoffload10"

ﬂ TE L4345 A SriovNetworkNodePolicy fH.
@ T EOHLTSEMENEE(PF)ET.

2. FHANEO N NetworkAttachmentDefinition %JE :

F—EOM NetworkAttachmentDefinition %535

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:

annotations:

k8s.v1.cni.cncf.io/resourceName: openshift.io/hwoffload9

name: hwoffload9
namespace: default
spec:

%
o
ot
o
i
i)
2
.
o<

config: { "cniVersion™:"0.3.1", "name":"hwoffload9","type":"host-device","device":"ens6"

}l
£~ MO8 NetworkAttachmentDefinition ¥R

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:

i
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annotations:
k8s.v1.cni.cncf.io/resourceName: openshift.io/hwoffload10
name: hwoffload10
namespace: default
spec:
config: { "cniVersion™:"0.3.1", "name":"hwoffload10","type":"host-device","device":"ens5"

X
3. AT pod fEREO, M0 :
A4 OVS HE#EOM Pod

apiVersion: v1i
kind: Pod
metadata:
name: dpdk-testpmd
namespace: default
annotations:
irg-load-balancing.crio.io: disable
cpu-quota.crio.io: disable
k8s.v1.cni.cncf.io/resourceName: openshift.io/hwoffload9
k8s.v1.cni.cncf.io/resourceName: openshift.io/hwoffload10
spec:
restartPolicy: Never
containers:
- name: dpdk-testpmd
image: quay.io/krister/centos8_nfv-container-dpdk-testpmd:latest

9.9.3. i OVS WP 4 EN % 2%
AT LU Open vSwitch (OVS) B4 ENE: 4% RN RIS &,

FRFH
o EEREREHIZT.

e {RE1E Red Hat OpenStack Platform (RHOSP) LB T OVS - E# M L%, BTIENEER,

T
1. MELTF#ENR 13— %7 network.yaml BYSZH -

spec:
additionalNetworks:
- name: hwoffload1
namespace: cnf
rawCNIConfig: '{ "cniVersion": "0.3.1", "name": "hwoffload1", "type": "host-
device","pciBusld": "0000:00:05.0", "ipam": {}}' ﬂ
type: Raw

Hep:

pciBusid
BEEEINEMENILE, MREEE, BALLETU TS RERINME :
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B 9 B RERMNM%ERE
I $ oc describe SriovNetworkNodeState -n openshift-sriov-network-operator

2. EMHITHEALT R RERIZARENREE

I $ oc apply -f network.yaml

9.9.4. 25 RHOSP E£#) pod B IPV6 1%

BEEEERET R EHEIARLZE pod Z B IPv6 15, E2AEMRS M IPV6 mOMNKOL S M,
ZRIgO%2M%E, MTEENENDEL pod B IPV6 it G B, HERZREH ERRE,
BE

NZEHLLTF IPv6 B4 MLSELE -

SLAAC # host-device

SLAAC #1 MACVLAN

DHCP stateless #1 host-device

DHCP stateless #1 MACVLAN

o EMBITHMALTGRS

I $ openstack port set --no-security-group --disable-port-security <compute_ipv6_port>

BE
XS MIEOFRHRZEE, HERKORSM, REMRHITEMiEDO FHER,

Her:

<compute_ipv6_port>

BEITEIRS M IPv6 1m0,

9.9.5. 7y RHOSP £ pod 71N IPV6 %1%

£ pod 5 A IPv6 %3S, f#H Container Network Interface (CNI) BEE RIS ©1 1BEEE,

AR

1. E%i#E Cluster Network Operator (CNO), iEHMIAMU TS :

I $ oc edit networks.operator.openshift.io cluster

2. 7t spec FEXHIEEMHI CNIEEE. 510, LATEEMAT A MACVLAN #192.168.1.0/24 ik
B
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spec:
additionalNetworks:
- name: ipvé
namespace: ipv6
rawCNIConfig: '{ "cniVersion™: "0.3.1", "name": "ipv6", "type": "macvlan”, "master": "ens4"}'

(2]

type: Raw

W%REIE — 22 [E] A AlE pod,
YUEE T B M FERAATRANAZRIX IR, MM "master” FEXHREO A
"ens4" ~N[@,

v pa -

MREFERAERS IR, FHECNIEERSE IP HiItEE (IPAM),

Multus A% % DHCPV6,
3. REEMNER, BREXAREZILUIRZENL,

o EMFITHMALTGRS

I $ oc get network-attachment-definitions -A

it Bl
NAMESPACE NAME AGE
ipv6 ipv6 21h

IE, ERLOZREARB) IPv6 EEE pod,

HiBR
o FECEHIARILEHE AN

9.9.6. £ RHOSP L2 8 H IPv6 £#™ pod
7y pod [ IPve FE RS, SMERMEIES, AZEAHE IPV6 EEM pod,

AR

1. EXfEA IPv6 in 4 22 8] #13E f# k8s.v1.cni.cncf.io/networks: <additional_network_name> i
pod, HM <additional_network_name 2% 4 M45HIE %5, 5140, {£75 Deployment %f §REI—
B -

apiVersion: apps/v1
kind: Deployment
metadata:
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name: hello-openshift
namespace: ipvé
spec:
affinity:
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:
- hello-openshift
replicas: 2
selector:
matchLabels:
app: hello-openshift
template:
metadata:
labels:
app: hello-openshift
annotations:
k8s.v1.cni.cncf.io/networks: ipve
spec:
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
containers:
- name: hello-openshift
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
image: quay.io/openshift/origin-hello-openshift
ports:
- containerPort: 8080

2. B pod, Hlg0, ERBITHEALUTGRS
I $ oc create -f <ipv6_enabled_resource>

He:

<ipv6_enabled_resource>

EES S TRE LB,
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£10 E REXEHFEERE
Z%& OpenShift Container Platform f&, A LUIRBEECHEKRA—LT BRMBE LK, SEFMHEE
&,

10.1. S ABEE

10.1.1. X FohS@ER

StorageClass FHRA RIBBFH 2K T AERNEW, HRETRESZSENISESEHELSENA
i%. StorageClass th o] LUE NIEHI R RN A EMEFI A R A EETLH, S£EFEE 5 (cluster-admin)
H 77 (%S TE 7 (storage-admin) TLE L E T REZEHAHRMER T, EHFOIEAMTLIERY
StorageClass X &,

OpenShift Container Platform B AMBIERE A TiXIhEE, HFARITFEE A NERHRBIF AR,
ZAESIL AL AP ER T RIEZFEERIER TFE KX L TR,

BLZEHFEBER A AT OpenShift Container Platform YA LS, RATITIEHTLUREEABRS
7%, BHELRBNEREZFERARNEHNENESE AP DS LIEH,
10.1.2. T IS B i iadF

OpenShift Container Platform 124t T A FE&IEFEHE, BT ERSERE BN AP QBT
RIS ERE

iR provisioner i&H# &R

Red Hat OpenStack kubernetes.io/cinder
Platform (RHOSP) Cinder

RHOSP Manila Container Storage ~ manila.csi.openstack.org Z% 5, OpenStack Manila CSI
Interface (CSI) Driver Operator #1 ManilaDriver

2B NFAEAE Manila £Z%
BRI BB &SN EEE,

Amazon Elastic Block Store kubernetes.io/aws-ebs LEARNRAFERSNEEEHT

(Amazon EBS) SE&EN, ER
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> (E1MN%E
H<cluster_name> 1
<cluster_id> 2Ht—#) FEhrid

(tag) BT R

Azure Disk kubernetes.io/azure-disk

Azure File kubernetes.io/azure-file persistent-volume-binder ik
itk R EAEN AR, LAOIEFH
FREX Secret R1FhE Azure ZHEIK
FREH,
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FiERR provisioner IH#F &R HiE

GCE #FAMH#: (gcePD) kubernetes.io/gce-pd EZKX (multi-zone) EEEH, &
WIEED GCE HHEHIZT—1
OpenShift Container Platform %
B, UERAESREESET RN
X iz AR A8 PV,

IBM Power® Virtual Server Block powervs.csi.ibm.com Z4fE, IBM Power® Virtual
Server Block CSI Driver Operator
# IBM Power® Virtual Server
Block CSI Driver 2 BB NS E
w ORI RIERE,

VMware vSphere kubernetes.io/vsphere-
volume

“ .
EEFNESERFHRAGLCFERBRR X NIEXRNE, ENHER=THEEE.

10.2. B X 1FhE R

StorageClass ¥/ BRI — 2RISR, »71H cluster-admin ¢ storage-admin F /- &,

8%

RIFFEHAMES, Cluster Storage Operator AIRERRE—NEIANEMELR, EHEREH
Operator fIEFIES], FEEEE EMAINE 2 ARG EMRIESR, MRFELINAED
170, ME B EIEEE,

LUF/NTi #4588 T StorageClass M REVEARTE XL, UARENZRHNEGREMEFRRE),

10.2.1. 7K StorageClass * R E X

UTHRERT AREEFHRENSHEMEINE, XDTBIER AWS ElasticBlockStore (EBS) AR E
>\LO

StorageClass & X Rl

kind: StorageClass ﬂ
apiVersion: storage.k8s.io/v1 g
metadata:
name: <storage-class-name> 6
annotations:
storageclass.kubernetes.io/is-default-class: 'true'

provisioner: kubernetes.io/aws-ebs 9
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parameters: G
type: gp3

(E) APIXTREE,

(AEE) HAEIM apiVersion,

(BR) FFHEERBIBTR,

(AII%k) FFiBRAYERR,

(BR) ST FHERRENETRFRE,

QD000

(k) FEEFRFAMENSHE, XHREHENTRAMERTR,

10.2.2. IFHE TR
EREHREE N ERSEENBRIME, FEFEETEERRMU TR

I storageclass.kubernetes.io/is-default-class: "true"
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
storageclass.kubernetes.io/is-default-class: "true"

XARVHEEEREEREFHENFTAESEER (PVC) BERINE#EBTIER, B2, BHERFTLL
BENEHE, BREEHG-IPERIAEEXR,

beta ;X f# storageclass.beta.kubernetes.io/is-default-class Hr{BAR A, BFHEUE
B AR A 4R T R

BXEFHERER, BEEFEETEERRMUTERE
I kubernetes.io/description: My Storage Class Description
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
kubernetes.io/description: My Storage Class Description
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10.2.3. RHOSP Cinder X &R E X

cinder-storageclass.yaml

o 0090

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> @)

provisioner: kubernetes.io/cinder
parameters:

type: fast 9
availability: nova e
fsType: ext4 ﬂ

FRERNET, FAMESHERERLFELRES RKNFALES,
£ Cinder ROIRBIIBRE, BIANZE,

THEKX, NREXERETARX, NBERIEFA OpenShift Container Platform £8A T mBAEE
BR R 35 B R HR

EHTHEBEFURIXMHRG. IMEREFBDSEENFAMER fstype FHRF, HEFH—
MEHBN R A RS, BIMEN extd,

10.2.4. AWS Elastic Block Store (EBS) X R 7E X

aws-ebs-storageclass.yaml

0 O o

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> @)

provisioner: kubernetes.io/aws-ebs
parameters:

type: io1 g
iopsPerGB: "10" e

encrypted: "true" ﬂ
kmsKeyld: keyvalue 9

fsType: ext4 G

(FR) TFhERBIERTT, FAMSHERERLFHIRRES RIKBNFALS,

(&) Mio1, gp3, sci, st1 %5, BRINEHN gp3. AT Amazon HiE%& (ARN) EIFEER AWS X
=

it : RIEEEATF o018, 1 GBEBMW—R1/0 ##1F., AWS BiFHFRLUXME, BRLUGKEHK
INSLTTE SR IOPS, #UE LR} 20,000 IOPS, X2 AWS ZHMSANE, HIHEIEFEE AWS X1

o

it - RRINE EBS B, AMUEN true =& false,
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Ak - INERAERE R EE ARN, MNREEREBEMESR, 18 encypted #XE N true, NI
AWS AR — 1 EH. B ARN EIFEER AWS X4

6 ik EHSEESPURIXM4RSL. INMEREHIITRENFAMEN fstype FRH, FF
EHE—DEEBHQUEXHRE. RIMEN extd,

10.2.5. Azure Disk ¥R &

azure-advanced-disk-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/azure-disk
volumeBindingMode: WaitForFirstConsumer g
allowVolumeExpansion: true
parameters:

kind: Managed 6

storageaccounttype: Premium_LRS ﬂ
reclaimPolicy: Delete

ﬂ FhERBIRTT, FAMSHERERLFHIRES KIKNFALS,

Q sRZUE I fEF WaitForFirstConsumer, XSE&E, RN RITFERBHFMEZREMATHEXE pod
VB EIZ2 K worker T E E,

9 AlgERYEHR Shared (¥Ai\) . Managed #1 Dedicated.

HE
CINE AR R R A kind: Managed.

{# /A Shared #1 Dedicated ff, Azure RAEIEZERAL, M OpenShift Container
Platform J#l28s OS (root) M GIB—NZEME. BRZ, EH Azure Disk RFRIF
ET SRR EAZSEMESERMSE, PFLUFEH Shared =X Dedicated | 2HESE

Azure TEHEIK T SKU 2, BRIANZE, EER, SHXEMHL T LLE M Standard_LRS #
Premium_LRS 4%, brEREIAN RAEMIIN Standard_LRS &4, SEEINRAEM NS B,
JEZEEHIN REEM INFEZ BER/IAL,

a. #1R kind 1577 Shared, Azure RTESKHBERENFIRAFNNLNHZFMIKS TORRE
RNZELL,

b. #12R kind ¥ Managed, Azure &0IEHHZTEMEL,

c. SN kind % Dedicated, 7 HI5%E T StorageAccount, Azure &¥HEEMFEIK A
FEERERMNTRADFHIEZERE, Nk, 1HHR

o IEEMTFMEIKS AL TR — K,

® Azure Cloud Provider BB Z ik 7 BB AR,

304


http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

B10E REFHFHRCE

d. #0% kind %5 Dedicated, FHK15%E StorageAccount, Azure RTEGSEEERM TR
A W ERI AR — NN T AEEIK S,

10.2.6. Azure File SR E X

Azure File 7752 @ A secret E1FEBIE Azure File XEFRFER Azure EEIK P 2D E K B, X
LEAY BR R TE LU R O 22,

AR

1. EXRFAEIES secret B ClusterRole & :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
# name: system:azure-cloud-provider
name: <persistent-volume-binder-role>
rules:
- apiGroups: ["]
resources: ['secrets']
verbs: [get,'create’]

ﬂ EBREFHOE secret WERABET,

2. MEEABRINEIRSIKS :

$ oc adm policy add-cluster-role-to-user <persistent-volume-binder-role>
system:serviceaccount:kube-system:persistent-volume-binder

3. fE Azure File StorageClass % & :

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <azure-file> ﬂ
provisioner: kubernetes.io/azure-file
parameters:

location: eastus 9

skuName: Standard LRS 6

storageAccount: <storage-account> ﬂ
reclaimPolicy: Delete
volumeBindingMode: Immediate

FhERBI R, FAMSHERERLFHIRES KIKNFALS,

Azure FEEIK P BINIE, 40 eastus, FKIAHZE, FRRIFE OpenShift Container Platform &
BRI B QIR FTHY Azure TERETRK 77

Azure 72K B9 SKU 2, 40 Standard_LRS., i\ hZe, RRI${&A Standard LRS
SKU B HH Azure TF#IK

Azure FHETK RO TR, WORIZME T F6EH~, | 7ZB% skuName #1 location, NIR&EIR
HZAEK P NZME RS T RIS T Y 847 skiilName 1 location PTERBANK P 822 5 ¥FEZH %

o ® 0
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BRI,

P e

el W e e N g e emems memaan

10.2.6.1. [ Azure File B9 EEETH
2N Azure File RN LT X RETTNEE

o TEREM
o TR

o MBEE

—_————— s

F4, Azure File HEH B RXMAAE B IRHAR (UID) 5B 280F2 UID AR, A1E StorageClass %
RIEE uid HEHETRE LA TFEENE RS ER PR,

LT StorageClass * &R TIEA P AR, URANEHNE TR BFSHHEE,

1]
2]
©

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: azure-file
mountOptions:

- uid=1500

- gid=1500

- mfsymlinks 9
provisioner: kubernetes.io/azure-file
parameters:

location: eastus

skuName: Standard_LRS

reclaimPolicy: Delete
volumeBindingMode: Immediate

18 E A T B SRB A P RAR.

EE R FHEHNE RAVHRR,
5 RS HEE,

10.2.7. GCE PersistentDisk (gcePD) X R &

gce-pd-storageclass.yaml
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apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/gce-pd
parameters:



type: pd-standard g

replication-type: none
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
reclaimPolicy: Delete

ﬂ FhERBIRTT, FAMSHERERLFHRRES KIRNFALS,

Q 1% pd-standard = pd-ssd. ZkiLN pd-standard.

10.2.8. VMware vSphere X R 7E X

vsphere-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ

provisioner: csi.vsphere.vmware.com 9

ﬂ TFhERBI BT, FAMSHERERLFHIRRES KKBFALS,

B X1E OpenShift Container Platform {8 VMware vSphere CSI B ZER, 1ESH
Kubernetes 3244,

10.3. BERENINFEIER
AU TSR ER BRI L,

B, \AEWHANE XE S gp3 # standard, EEEFERIAF(EEM gp3 & standard,

SeREH
e {#H cluster-admin PRI} F]EE 8%,

it =2
EFRIARIEE

1. FUHTFRE -

I $ oc get storageclass

LN
NAME TYPE
gp3 (default) kubernetes.io/aws-ebs ﬂ
standard kubernetes.io/aws-ebs

Q (default) KRERINFFEE,

307


https://kubernetes.io/docs/concepts/storage/volumes/#vsphere-csi-migration

OpenShift Container Platform 4.16 RZGHECE

2. FATENFER OISR,

S TFArEMEEDR, 21T T4 1S storageclass.kubernetes.io/is-default-class ST f2i% &
true :

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

k

EAILUER AIRA S I RIAEIER. B, BNZBRELRE—PRIAEEXL,

¢l

LEESPBNEMEEN, EMERBRIAFEEE
(pvc.spec.storageClassName=nil) B A BB (PVC) #RK G mIE O ER
BNTFER, TZEFEMEMNRINEELERMT 4, BEEABREERNERRPIE
ZiR, ZEEZMBIAEZE, MultipleDefaultStorageClasses.

3. MIBBSECATR# K R BREOA R (I E,

ST IBBIATERED, 21T T4 storageclass.kubernetes.io/is-default-class ST f2891H
@ false :

$ oc patch storageclass gp3 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-
default-class": "false"}}}’

4. WA :

I $ oc get storageclass

it Bl
NAME TYPE
gp3 kubernetes.io/aws-ebs

standard (default) kubernetes.io/aws-ebs

10.4. b 70k

AT RAMEAAE KIRPEEER. B, BEATREBERIEFMETRUSHE
AR,

10.5. o] B9 A M F 5

TR AEEME LT, LUERLUL{E OpenShift Container Platform If1E,

5 10.1. o A {E T

FiERR fed Bl
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FiERR fed B+

Block AWS EBS #] VMware vSphere X #F7E
2 15 NI
o ERIFRY (OS) MiEARILE OpenShift Container Platform HEIR

o BATESRLBHEN Fodxkry - EISHARECPVES.
TR 2 BRI N RS

o hFR NEFHERIEMLE (SAN)

o THHZE, XBWKE, BRRAE-—NE ik
A AR BB R

Fil ;
le o 1EOS hiENBEEMTH RS miLWS’“MwN%mmﬁgﬁ

o HFAMLEMIINERE (Network Attached
Storage, NAS)

o HURTFARBIMIL, LM, [MAEREH, H

FITH. TR, XHBENFIEEIEER
BERBRATRA,

% AWS S3
R e @if REST API i mifi[F]
o TEIELIIE OpenShift Bif& registry FR{#

o VARFWIIENARFEM (/) BHH
TR EIKNIEF,

1. NetApp NFS fEf£ Trident 4 X508 PV BR

10.6. #HEN AR EFERA
TRELE T WA EM OpenShift Container Platform £85N AR FHEN AR B FHER AR,
= 10.2. #EMN, TTRENFEHERAR
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KRR Block File xR

ROX! Yes® Yes? =

RWX2 & = =

Registry AIBCE AIBCE W

I B registry TiEBE A& HER

Metrics® HEER Conﬂgurable5 TREE
Elasticsearch Logging HER Configurable® R0

Apps HER HEN Not configurable’
ReadOnlyMany

2 ReadWriteMany

3 Prometheus REATFIEHEIENEERREA,
A XFERAFYERLE. ERHYERE. VMDK. NFSE¥. AWS EBS #l Azure i,

> 3 Fiebi#dE, A ReadWriteMany (RWX) JinEXMX#EFERF TSN, MBERHEH, BHFE
HEREATERBENRARERE (PVC) EARE RWX JiHER,

SATFAXRILE, ESHNASEHEBRAMEMPNHEEHRRAR. /A NFS EHEENFAEESSRE
it NAS (30 Gluster) wIEERBEHBUIE, HIL, OpenShift Container Platform Logging 18 Elasticsearch
%M LokiStack HEFMAIRF NFS, BSIUIBNHEERERA— M AHERE,

7 W REFEF BT OpenShift Container Platform B PV =% PVC {#fl, NARFEHIASH R REST API
E: 35

A=
7

iz

BRBEHROE (registry) —1 OpenShift 5k registry, BAMMNHEZ ) pod

=35
/i-EIJ$Q

10.6.1. 5 E N R R G R 1L
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BF

i £ 7R7E Red Hat Enterprise Linux(RHEL) {8 A NFS AR5 235 N %0 AR S5 915 1 [E U
BYAJ, X8 ¥E OpenShift Container Registry #1 Quay, Prometheus T ii%%E 4, LU
% Elasticsearch B FB&EME. Hit, FEWUER RHEL NFS /Eh PV i AT &0 R
%Q

M LR HEA NFS SCHIATRER A X LM, MFETHRESSLWHHBERNER, 1HKEE
KHI NFS I,

10.6.1.1. Registry
TEFEY RM/ B A M (HA) OpenShift ik registry SEB¥ERE H :
o FHRATHEE R RWX UiHER,
o FMRAMIRILES —BUE,
o EIREFMEARMNREMN, REE2REFMHE.
o WFMAFEIME TR EHE OpenShift Hitk Registry REFERE, il FHEFERXHFE,

10.6.1.2. " BM registry

TEY BHI/HA OpenShift Hiffk registry SERFEREH -
o TFRERARMISZE RWX 1iH#&R =,
o FRERABARIEILE —H4E,
o HIEFMRAZRN KREFM,

® #F Red Hat OpenShift Data Foundation (ODF), Amazon Simple Storage Service (Amazon
S3), Google Cloud Storage (GCS), Microsoft Azure Blob Storage, 1 OpenStack Swift,

o NREMNIZTESR S3 =K Swift,
o XfFIERFEA, 0 vSphere MENRE, M—AERENE AR XHEE,
o HFHMRTTEEMN,

10.6.1.3. #&5h5

1£ OpenShift Container Platform &8 metrics SEEEEH -
o EHIRFMHBARREM,
o NREMETITEEN.,

BE
B E MR T HMIEE metrics SERFERE R R HEZFE A XXHFE,

10.6.1.4. B&ic%

1E OpenShift Container Platform £ & A LRI E S -
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® | oki Operator :
o HEIETFf4HEAR S3 BN REM.
o REFMHEAFHEEN.
e OpenShift Elasticsearch Operator:
o HiEFMHRARRIEFI.
o AXFNRIFFME,
A=
B BEICEMA 5.4.3 2, OpenShift Elasticsearch Operator B4 FH, iTXEUEA
FTRRAARINER, LI ESAIA T E R RARRRE XN IEENREFRMEEMNXRE, B

XN IR ABREUOE, FRHMER, EaTLUER Loki Operator #E77 OpenShift
Elasticsearch Operator &R A RKEBEINBHEFME,

10.6.1.5. M. R
N RENAGSBERRN BAREMAR, MRAFME :
o K PV ERBMF MR NN HERTE, BERSY R E RS — MERIER,

o VARFAXARAFTETRNMARFNFHENER, URNASHENEE—ETFIUBRNA
BFI RIESFHEZZEN AR IR,

10.6.2. H R ERIN AREF R EE N

B

AEIIE Write BB TEHM#E, (10 eted ) A{EHE RAID BB, MNREFEH RAID BL &z
17 eted, RETRESB R T VE 5 M RE [ A XS

® Red Hat OpenStack Platform (RHOSP) Cinder: RHOSP Cinder i F7E£ ROX i [r/#& =\ F {5l Fh
&R,

o HIEZE : BIEZE (RDBMS. nosql DBs &%) HiETEA T A EFHEERESRIFHIEEE.

o cted MFEELNEARWHNEFMMELUNERBTETEEAAREER. AXEENELENKLIR
BER, UBIERFHENSMEINE, ESH #EF etcd LH,

Hth BHR

o HFR eted LR

10.7. 82 RED HAT OPENSHIFT DATA FOUNDATION
Red Hat OpenShift Data Foundation f& OpenShift Container Platform XIS, AN RIEFMEAIE

AMEFEEENE, ATUERBIRETIMERER. FHAEFEMARFSR, Red Hat OpenShift Data
Foundation & OpenShift Container Platform T2% K, ATIHE. SEMILE,
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MEEETH Red Hat OpenShift Data Foundation
HHEXER

e, ERRE, ZENRFEIRER UREAT

s
Id,

SRENITENE. AR BEMEGER AT
RN

#RE OpenShift Data Foundation LUf#FE4E8 Red
Hat Ceph Storage 5£E$#15i B8

B X ERENEMZR ERAIEEEE OpenShift
Data Foundation H45iBA

& < 7E Red Hat OpenShift Container Platform
VMware vSphere 5£8f E#8& OpenShift Data
Foundation #1588

B XfEH Amazon Web Services 1T A H K = F EER
& OpenShift Data Foundation BJ1iER

£ A Red Hat OpenShift Container Platform
Google Cloud & ## LEBZEFNE IR OpenShift Data
Foundation #9188

£ A Red Hat OpenShift Container Platform Azure
£B FEEMNEIE OpenShift Data Foundation B9
BA

B XERE OpenShift Data Foundation £ IBM Power®
BT Ze £ 5 A A b 7F i A 1) BA

B XERE OpenShift Data Foundation £ IBM Z© it
2oty A A E (5 R BE

17 H% 9 B %A Red Hat OpenShift Data Foundation
PO IRSTIRE N AR, SEIREBME

FRZENERMA (NooBaa) IEREETHS =IMNEF
BEEHTR

4 Red Hat OpenShift Data Foundation &2 & iz
fi

L2 &M Red Hat OpenShift Data Foundation 5£&%
FREYTT

£ Red Hat OpenShift Data Foundation F{ B /F

ZFELLT Red Hat OpenShift Data Foundation XX

|
=]

OpenShift Data Foundation 4.12 & 1T3FiC

#%l OpenShift Data Foundation 4.12 28 &

LI ER#E R ERE OpenShift Data Foundation 4.12
15 AN A ZR I ERE OpenShift Data Foundation
412

1£ VMware vSphere £E2& OpenShift Data
Foundation 4.12

{8/ Amazon Web Services #8%& OpenShift Data
Foundation 4.12

{8/ Google Cloud BBZEFEHE OpenShift Data

Foundation 4.12

f& A Microsoft Azure EBEFIEIE OpenShift Data
Foundation 4.12

1£ IBM Power® tE[2E OpenShift Data Foundation,

£ 1BM Z© EfiiZ2f4 EEBZE OpenShift Data

Foundation

EEFDECHIR

B

BT R

TR
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MREE T, Red Hat OpenShift Data Foundation  1HSHLLTF Red Hat OpenShift Data Foundation 32
HHEXER 1

15 Red Hat OpenShift Data Foundation 4.12 52 15 Red Hat OpenShift Data Foundation 4.12

AR R IZAE T F2 APB B R m] 3 OpenShift Data Foundation 4.12 tfE kiR

¥ OpenShift Container Platform &£ MARA 3 iT# Migration (GE#)
EIpRA 4

10.8. EMFR

e FCi& Elasticsearch B&F (i
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BNE A EA

BNEHESHAIEHA

&% OpenShift Container Platform &, SaLURRENERA—FST BB E LK, B VA ES

T

N1 TR P RHEREFE

OpenShift Container Platform control plane @& A&/ OAuth R%5 28, FFA A GBI K
VilF 43 k&, LATERK B &1 APl S{p%IE,

RHX OAuth

ERNEEG, BUUAEREEHERIEE OAuth RIEE SR RHER.

11.1.1. %F OpenShift Container Platform R PR ILIEF

RINERT, £EHFRE kubeadmin A7, EHREFMIRMRER, BoitZ—TEENHR (CR)
Skt iz F P RMUEFFIEERMEIEREF,

==
OpenShift Container Platform F /7 & REE2FE /.

N1.2. T HFMNERIREER
A DABE B L TR B S D 1R 2R -

1 M %o

RArapiRftEr B

htpasswd fci& htpasswd &01RERRR, #H{EA htpasswd &£ B9 4LIER - G BT,

Keystone i & keystone B {31252, J$ OpenShift Container Platform 5% 5 Keystone &M
DERHRZESHEIE, BEER OpenStack Keystone v3 fRSS 234 A M F B TR ER #E
AR,

LDAP fCiE ldap SR IIZRE, AR BT FREIEREN LDAPV3 RSS2 %5 1E A - &%
i,

EARFHBIGIE fd & basic-authentication H{31R 12, LMER P ERER S B IRHEFRIE

(Basic B IUE S Z S OpenShift Container Platform, EABHLIER —i8 A G inEmilsl,

authentication)

H SRRk ECE request-header 1312, THRIERILEHBE, 40 X-Remote-
(Request User. ©&% 5 X EIHKIMLEMNSHIIERE—EER,
header)

Github 3% GitHub
Enterprise

GitLab

Bo& github B3 RHIERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B2 5 IFAR %5
SRIUEF P 2 I,

BCE gitlab SH121R 2R, HM GitLab.com SEMEM GitLab SLBIVEH F 1R A2
J?O
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RArapiRftEr  fBdd

Google BCi& google Hp1RMHEERE, M Google # OpenlD Connect 5£5%

OpenlID Connect B oidc HipiRtftfERF, EARIULILRS OpenlD Connect B3R ILTZF £ MK,

EXLT BRRHEFRE, BRLUEA RBAC E LH N AR,

N1.3. BIPIREEFSH
LT 2AE SRR EE NS

2 Hah
name IR IR A ME RIS RIT IR B &a1, LUIAHRE D BT,

mappingMethod & X AEF F BRI S BIAE -, WAL TEZ— :

claim

BMNE, HRSHNEERFREFRS. MREFZAFEHNAIERFES—F
2, TR,

lookup

EHRINENED, BPSOBRANAS, BEFEESFRIAHG0. XARFEHERE
AFFERABRBXESDHAF. FRLASEFEFHESH,.

add

ﬁﬁi%ﬁﬂ’]é‘ﬁﬁi)ﬁ'%ﬁ%ﬁi)ﬁo MREFERFZAFENAS, LEMRFREE
WAERF, WMENZAFNINE SRS, MREETSMEHREEFHAEN]
PRRR— ?Hﬁi)i'#ﬁﬂi%ﬁﬁﬂffﬁﬁﬂ'ﬂﬁiﬁ%, NI EIITILERAF,

2 3

ERIKBEREDIREREFN, ETLLETIE mappingMethod 23014 E 7 add, F#iR
HIEF PSR IS EITIAR A,

cak

N.1.4. B1912EFER CR =~
LTBEE KR (CR) ZRAXRE S DIRMEFHSEMBIAE, AFIERA htpasswd SPRH2RE,

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
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htpasswd:
fileData:
name: htpass-secret 6

‘D LR MR 2 IME N RISRERMREF A &E1, UAER S BB FR.
Q PREI{T R IR AZ R S0 0 User X R 2 AR IIBR AT,
9 S E#FE M htpasswd £ KHISTHERIILE secret,

11.2. £/ RBAC & X F1 FAFY R
BERF N BET A BRI,

11.2.1. RBAC #5il
EF A @51 0348 (RBAC) M HRERE VA ET B RHITA EHIRIE,

SREIE N A LM RERA B Y E R IZHEXT OpenShift Container Platform LA XS HMETEER
B FhiA R BRE L

TR AR RERAAGHMAEREFIEATIRMINTE, FiR, RUESEHRIE2FH—1
T, FMNRIEEETRENTRENANSH,

BAGET ERUTILICREE !

BT &R fed

A —HI R ERVTHIRER S, B, BrSRSkFESHIE (create) Pod,
Al MNES, TLUSAAMAXKIAER S M AE,

HE A/ S A ZEBKE,

R RABY RBAC A BFIAER M NI -

RBAC 451 ek

&£ 2 RBAC SETETEYERNAENSE, EHACEETERTER, £HACHERES BE
HAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/ERB| AR A A B,

SHABAEREAETERIGINAE. AGHEFETIEIG ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBERIEH, RARHAGTRIUEEBHAREIIIRESH F N OEAX
hAaa,
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XFHMREDRERARTFBLIERABRESNIENESEEA, BN RAFEIRRAGRENITEHEE
o

EHhdES, BEREAEFAGHEMARAGHE, i :
1. AR EESEHE B allow SN,
2. EARARMAER allow" FLN,
3. BUA9EE,

N2 AEHAR

OpenShift Container Platform @& 7 —HERIWER AR, EaLELRETESANCIIHER R
04,

- .
FRWFNMERRINERA G, MXLERGAENEWRATRRMEIEERFERTF,

RARRAR fed

o

admin HEEEE, MRAERMIEHRER, Il admin ENEFUB PHEMAFER, FEEHR
T B A BREC A A B AR B R

basic-user LA LRI XTIB B NERER,

cluster-admin BN AP A ARSI E P HITEMRE, SEARMAERAE— TR, Xk
A R LASE £ 1 B i — IR BECAI A AT A R 1F.

cluster-status AP A LRI EANERRSER

cluster-reader BAraUERESEERS R, BREEBREN

edit WAPAMERT B P ASENR, BEXNEEHERABHHE,

self-provisioner LR A LOEESHITE,

view AP EEHTEMEDR, BAUEEUEPHRSENR, TEEEHERAEIH
EO

HERAMAMERAE AKX A, Fn, MRERAAMMABHER cluster-admin ABHEE—TA

L, XARREMIZASRA TREEEANRN. FXFHFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNEEABIERTX—A-. ZAFEESRHAE admin IR, HMKiIZIE

B9 — LSRR, BIANAE TS w0l B B RS, @i web #HIE Ul RIER WA ET RS T NEBE,
NERRIHAEINEERHEEANERARHAE, AM, ERIIBAARAMIE cluster-admin 59
At EHE,

THERTTRHAG, FbAG. KFHAGKE. FtAGHE. A/ AMRSKS ZFHEXR,
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A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project
pToTTTTTTT A 20 A 2 0 A 2
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

gk

H
[ |
LN A — AR, get pods/exec, get pods/*, #l get * #NI &% FHATIL
R, N AS/IMENBEN], NoERFFREMENZR/ RBAC IR, MEEZE
2, B2 RBAC #MAFHITIR

1.2.1.2. P A
OpenShift Container Platform 3 LA JLISR IEAE AL :
0]
AP &R B REHmSIR,
B

BHITRERE, ERZSEBIBERT, XBEUT/LIEMN

o JiH : EUIMIMIE. THRZ—Mi T A ERER Kubernetes 8 B Z2[H], B—NEXBIAS
ALUESEHMEXREENIR THANEERERR.

o R{Eghid : #RIEARG : get. list. create. update. delete. deletecollection =% watch,

o BRABH : EUIAY APl iR R,

HE
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HFEMTEIR, ArHSABZAXE,
OpenShift Container Platform s@id L R JLANE R RAL

. ERESOMUESEERERERN AR SR HNARERE,

N

ERMERERNANMA A,

w

A A Bk EHN AR A M,

»

NIRRT ERE, AR,

ul

- SOSRRECEIECESRIAN, TIRIARLIZERAF.

R

HiE, BAMATURNXEIAEISIAE,

HEEEATUER CLI EEA A BNAEREE, SREEMAGXKNBFEIAMTRN—NE.

BF

BT AU ERAER T HERANEFABRBHE—NTERN. TRIEFENE
cluster-admin 2% system:admin A BIBIFEERESTREIAE,

SHAGRESHIVIE L NAE, BRERESHIHTBIHHITHE,

N21.21L. £HABRRE

FIAHY admin, edit. view # cluster-reader EBABYRFEHABRE, HbhE3 M AENERENNATE
B T HANNSEEH, REBEICEEE LFERY B Kubernetes API B, LEINBEF BE L,

1.2.2. B 44 22 5]
Kubernetes 7% ZE /AR {4145 B £ BE R VORSEEIIMLEI, Kubernetes A4 iZMA XL AN E LS

2o
A 22 A LU RIR B —SEE -

o IEERMMFIR, LUBRERGZHZE,

o FHIR‘GEMER BRI

o [REI X BRHFERIRES,
RS HT REB R RASEESEHE, E—ENRAENTIBREGRZEE, W =MAF,
T MRS R Kubernetes e B 22 [H], REEBHAF HIRVIFPRMEHREAK, BOWE, —
A*iEE’JFHF’Tkl?f'—iﬁf@*i[ﬂrﬁ%ﬁ’]HU?IE-FQHQ/D\*D BHEAS, A/ IREE AT 89
IR =&, WRAAENAETER, NE3EFACZTB M RITGR.
T B o LA kA name. displayName #1 description,

o HAwEH name 2UIEMME—IHRF, EMFEACLI TREHAPINRE L. EMKERS 63
NFEF.
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e T[£H displayName 2Ui B £ web 15| & M ER~FER (X1 name) .
e T description B LAY B IR EINEABFER, WA ERTE web ZHIEH,

BUIERE T BSH—4H :

IO 3 sk

X% (object) Pod. RRFHEHIEFIZRF,
%B% (policy) FA P BB A RENAT R AR BRI

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR5 ARZ5MK - B BhfsE AT B o REVIE E ViR R EAT 1 4E

SHEENALULRIIE, HRUENERIRERS A KAERKA, SHEENBATLURTFT
RN QEZBCHTIE,

FRANAFMER A LMER CLI =X Web #HIG 5B R A,

1.2.3. i T8

OpenShift Container Platform K& FEIATE, &L openshift-- FFLHTEXN B MERNE

E, XEHEREEN Pod BT EBA MG b B A G, 15X Lo 22 A dh DI B8 A K
(critical) Pod jEf#H) Pod RREEM, TATLUMRIEH kubelet A, TEXLMmZZEA PN EBHGOE
B9 Pod BARiE N critical”s

B

AEERNIB 2T TENESIHZNBRNT BB FRR. haTRoK M RE
NNT=

LUTFEIAT B #0h BB ERIY : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth &40/ E IR openshift.io/run-level #%
HEHN O 1, KT AEAEG (M0 pod REHA., LM LETXHR, SRR
BiRBI RN MThRET E TS IIE Ik,

n2.4. EEELBEAGBNIE
157 oc describe #n 4, WLUER oc CLI EEEEEHABMIE,

FeRE M
o %k oc CLI,
o KENEEEREA BN ENIR,

HEERECEHERHZET cluster-admin BUAKE A BHA A I LUHEM ERIUTEMRE, SEEERHA
BIHE,
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| BEERHAGRIERKHMNILE

I $ oc describe clusterrole.rbac

it Bl

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 1 [* create update
patch delete get list watch]

imagestreams 1 1 [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs 1 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1] 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags 1 [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 1 [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 1 [create delete

deletecollection get list patch update watch get list watch]
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buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1 I [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io 1 1 [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io 1 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 1 [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 1 [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims 1 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
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patch update get list watch]

daemonsets.apps 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps/scale [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 1 [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 1 [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 [ [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 [ [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone 1 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

324



BNE A EA

deploymentconfigs/rollback 1 [ [create]
imagestreamimports 1 [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 1 [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host 1 1 [create]
subjectaccessreviews 1 1 [create]
subjectrulesreviews 1 1 [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 1 [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io 1 1 [create]
resourceaccessreviews.authorization.openshift.io 1 1 [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate 1 1] [create]
buildconfigs.build.openshift.io/instantiatebinary 1 1 [create]
builds.build.openshift.io/clone 1 1 [create]
imagestreamimports.image.openshift.io [ 1 [create]
routes.route.openshift.io/custom-host [ 1 [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds 1 1 [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 1 [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io 1 [ [get delete get delete
get patch update]
namespaces [ 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec 1 1 [get list watch create delete
deletecollection patch update]
pods/portforward [ 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 1 [get list watch create delete
deletecollection patch update]
services/proxy 1 1 [get list watch create delete
deletecollection patch update]
routes/status 1 [ [get list watch update]
routes.route.openshift.io/status [ i [get list watch update]
appliedclusterresourcequotas 1 1 [get list watch]
bindings 1 [ [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log 1 [ [get list watch]
deploymentconfigs/status I 1] [get list watch]
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events 1
imagestreams/status 1]
limitranges (]
namespaces/status I
pods/log 1
pods/status [
replicationcontrollers/status 1
resourcequotas/status I
resourcequotas I
resourcequotausages 1
rolebindingrestrictions 1
deploymentconfigs.apps.openshift.io/log
deploymentconfigs.apps.openshift.io/status

controllerrevisions.apps 1
rolebindingrestrictions.authorization.openshift.io
builds.build.openshift.io/log 1

imagestreams.image.openshift.io/status
appliedclusterresourcequotas.quota.openshift.io
imagestreams/layers 1
imagestreams.image.openshift.io/layers
builds/details 1
builds.build.openshift.io/details 1

basic-user
<nhone>

Name:
Labels:

1 [get list watch]
1 [get list watch]
1 [get list watch]
1 [get list watch]
[ [get list watch]
i [get list watch]
1 [get list watch]
1 [get list watch]
[ [get list watch]
1 [get list watch]
[ [get list watch]
1 1 [get list watch]
1 [ [get list watch]

1] [get list watch]
I I [get list watch]
1] [get list watch]

1 1 [get list watch]
1 1 [get list watch]
1 [get update get]
(l I [get update get]
1] [update]
I [update]

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:
Resources

Non-Resource URLs Resource Names Verbs

selfsubjectrulesreviews I
selfsubjectaccessreviews.authorization.k8s.io

selfsubjectrulesreviews.authorization.openshift.io [] I

clusterroles.rbac.authorization.k8s.io 1
clusterroles [
clusterroles.authorization.openshift.io 1
storageclasses.storage.k8s.io 1

users I (~]

users.user.openshift.io 1
projects I
projects.project.openshift.io [l
projectrequests I
projectrequests.project.openshift.io 1
Name: cluster-admin
Labels:

[ [create]
1 [create]
[create]
1 [get list watch]
[get list]
I [get list]
0 [get list]
[get]
[~] [get]
[list watch]
1 [list watch]

I [list]

1] [list]

kubernetes.io/bootstrapping=rbac-defaults

Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']
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I $ oc describe clusterrolebinding.rbac
it Bl

Name: alertmanager-main

Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

BNE A EA
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Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

125 BEARMA BT
{£F oc describe #8455 @7T oc CLI Sk EFEA A BNEE,

SR M
o 2%k oc CLI,

o KIMEFAMABIMAERINR :

o MEEESCHEMIET cluster-admin BRIANERE A EA 7 ol LTEM FRHUTEMERE, S
EEERBABEINHE,

o FMHET admin MINKHACHAFTUEEHERTBE A BHHNE,

| BELYRAMAGHAEES, XETRHEEYFUENTEAGBKREFTA
I $ oc describe rolebinding.rbac
2. BEEHMIBEMAMAGHE, ERGSHRM -nii& :

I $ oc describe rolebinding.rbac -n joe-project

LN
Name: admin
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

n2.6. mMEFRINAE
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ALER oc adm B CLI BEEABHMAE,

HABHAESIRMEIAAFAEM LA FEEEZABRFHUIHIR, ER L&A oc adm policy 654
@ A P AR ISR A .

BRI URHERRAREABHERTIE R P 4.

ff

L=
. BEETEFHNAFARNAR :

S

I $ oc adm policy add-role-to-user <role> <user> -n <project>
B, ERILLZITUAT 4, ¥ admin AERINE joe WiE M alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

TN
AR AN LT YAML mA A RnAa

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEEAMABHAE, FHEHHPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
fian, EE joe MEMNAMBBIHE :

I $ oc describe rolebinding.rbac -n joe

i~
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:
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Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
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Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice /" 2% admins RoleBinding.

Nn.2.7. glgERithAeE
A LA B O A AR, RESESERAS,

i =
1. BATBENRAMARE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
LS, BE -
e <name>, A EHELHR
o <verb>, LUES AR, NAZRABRIRFIFENIR
e <resource>, RGN AR
® <project>, 1B &ZF

Bin, ZOE—AMAERAITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. EFAGHERIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

1.2.8. QLA E
RE LA R B A

i =
1. EORERAR, HoTUTHS :
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
LS, EBE -
e <name>, AitFEBEHZFR
o <verb>, LUES RN, N AZRABRIRFIFENIR

e <resource>, AN BHIIMEIR
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pign, EQR—IPERBEAGRAFASTES Pod, HIZTUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

1N.2.9. KA BHEHRS

EERUTRFE A AGHEEER P SAHANXEA G, TLUERA -nIFEREETE, MRKE
E, NfEREmIAa.

R LUER U et T4 RBAC B,

& 1.1 At ISR e
&% Hh

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] DA B — BRI T e,

$ oc adm policy add-role-to-user <role> HEEABHAERHFIE RIEER,
<username>
$ oc adm policy remove-role-from-user MERI B R ER P BIRIEEA R,

<role> <username>

$ oc adm policy remove-user <username> BRYURIUIEPIEER - REMEA G,
$ oc adm policy add-role-to-group <role> e EABHED LEIIE PREEL.
<groupname>

$ oc adm policy remove-role-from-group MEEIT B PEEHB MR EA B,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #HREFIUIEAHNIEEAREFEAE,

1.210. £ A B ERD

A UMERAUTRESEBEENARHE, RNEHARHEGERARERZZRMEE, MLLUXLRAER
£ -n Fr&,

KN2. EHABHEERE
s s

$ oc adm policy add-cluster-role-to-user REEABAEIEHPARETENEER .
<role> <usernames

$ oc adm policy remove-cluster-role-from- MEHTMAETENIEERFBIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group A EABHERREHRAATBIIEEH,
<role> <groupname>
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&% Hh

$ oc adm policy remove-cluster-role-from- MEHTDAETBEMIEEHBMRE EA R,
group <role> <groupnames

2.0 S/BEHEER

FE B4 cluster-admin & FBE7E OpenShift Container Platform 5£8% EHUTE IR 51 5| B94ESS, 60
BN TR,

SeRFMH
o BB LIBRTEE CANEHEEANAL,

AR
o FMAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

1.2.12. REFHBIFNENERARYE

==
£ OpenShift Container Platform 4.16 Z 8, RZESF DI UERIE R LG A — L LA R,

1£ OpenShift Container Platform 4.16 Z &1, MIRABFHERE SR BXNREFBEIE
B9ZHB91); (A PR,

NTREEN, OpenShift Container Platform 4.16 A RIFREZE AR IEHIEH BB R A BRI R
R

EELAMIG, TEEFEERN system:unauthenticated HINEIEE AT,
SHEEATLIEREGMEIEMAFRMEIUTREARS

® system:scope-impersonation

o system:webhook

e system:oauth-token-deleter

o self-access-reviewer

n e
FEERREF MRV, AR RENNT 20K,

M.213. fFREZ S HRIERNARMEIEF A EH
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ENREEEN, TR LREHAGHERREFMEULFIA T ARINE] Openshift Container

Platform FEIUTREAGH, REGHEIEMASTETNFEARERAR, IRNERTENERER

B 5SE R,

A LU R SRR AR P RIMEIA T REAERT -
e system:scope-impersonation
o system:webhook
e system:oauth-token-deleter

o self-access-reviewer

n e
FEERREFMIILEITIFE, A RIERFRENNT 20K,

FeREH
o RETLUFEAEZS cluster-admin A& i n & EE,

e B%% OpensShift CLI (oc) .

it =3
1. G247 add-<cluster_role>-unauth.yaml 89 YAML X4, FHHIMUTRZA :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BITUTRSRNAERE :

I $ oc apply -f add-<cluster_role>.yaml

11.3. KUBEADMIN F /-
OpenShift Container Platform ER&Z IR ERUE— N EEFEIE A kubeadmin,

LA B3R A cluster-admin &, FHHNEREN root B, HBEHERISEMM, X OpenShift
Container Platform IMERHREM—H), RESTHE, TEEFNHHPSE/XNEHEGE, B0 -
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INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demoi.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

11.3.1. # P& kubeadmin A~
EE N T BRI ERFHOIEHM cluster-admin B/ /5, BRI LI kubeadmin RiIREERH LTSN,

DIk

==
=

MREH—RBF K cluster-admin BIREBIX NS B2E, NN EHFRE

OpenShift Container Platform, Ltban4s ToiEHIEH,

o WIEMVRET —NEMDIRERERE,
o WIEMAFARIT cluster-admin B,
o WIBZUEERFINESR,

ff

L=

S

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

4. FRELE
T RAHBE TR registry W&,

N.4.1 RRITFHREES

Image config.openshift.io/cluster %R & HE XA IBHTGHNEESCHEE R, T —BMHIEH
2 cluster, ©H spec Rt TEES .

L

pa -3
S, 10 DisableScheduledimport, MaximagesBulklmportedPerRepository,

MaxScheduledimportsPerMinute, ScheduledimagelmportMinimumintervalSeconds,
InternalRegistryHostname R A EZ &,
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¥ sk

allowedRegistriesForl FREIE & A - Al MR S A RRIB R R registry. FHINRIZENEEEZSSE

mport BMEGBEHENARFEREY MBS AN registry, BIUM API QI BHRK
ImageStreamMappings 89/ F R Z L ERBEBIR I, BERERBHEEAESR
B YRR,

XNFRBPFENNEEH registry B Z I8 EM registry BIAIE,

domainname : 157E registry Bigi#, MR registry {8 AIEIRAERI 80 =X 443 i
A, NhizsOeN aEEEgaH,

insecure : "L LR registry BERE, RINBERT, MIRKFITIE
E, registry BRENRE,

additionalTrustedCA %I & & image stream import. pod image pull. openshift-image-
registry pullthrough FI4#2 53[5 N Z{EEREIS CA BIBECERRSBISI A,

b AT B ik 51 04 £ 22 5] 5 openshift-config. ConfigMap B#9#& =\ 21
registry ENEIENEE, R PEM RIGIER/ENE, BTFENEEENEHN
registry CA,

externalRegistryHostn REBINA IR registry IEN B, RBEEHR reqgistry XA RFFRF X E
ames HEENZ. F—MEATFEER+HH publicDockerimageRepository &
E%, Z{ETIRA hostname[:port] &=,

registrySources BERTRERRZITH TR pod MR N ANA LB AN A registry B9
A&, AN, BRERTALREMN, BADENIBER registry HELE,

insecureRegistries : TAM TLS iE P {2 HF HTTP £ registry, Ei5
EBEFIE, BEBRPRMES () BRFFRHENIL. 0 :
*.example.com, &7 LUE registry A5 E SLIRBOEME G2, H140 :
regl.io/myrepo/myapp:latest,

blockedRegistries : E45R&HIAN (pull) FAHEE (push) ERAEH registry,
BIEEEMEFE, FEREPRMES (%) BEFFRMENFIZ. Fim :
*.example.com, &7 LUE registry R E SLIRBOEME G2, H140 :
reg1l.io/myrepo/myapp:latest, FiFfTE HAth registry,

allowedRegistries : RFHRIKHIEX (pull) FOHEE (push) RIEEY registry,
BRREMAFE, HEREPRNES ) BEFFRENRIZ. Fim :
*.example.com, &7 LUE registry FR¥EE SLIRBOEME G2, 5140 :
reg1l.io/myrepo/myapp:latest, [HiLFTH HAh registry,

containerRuntimeSearchRegistries : 72i# & E L MBI KRR
(pull) #0#E3E (push) RVEM registry, PBRLEFRA EHA registrys

A LL% & blockedRegistries =k allowedRegistries , {BAEERFT &R 41X
&,
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DIk

==
[=]

4% X allowedRegistries Z8f, FRIFEAIAIIL, BIIFTH registry (21

registry.redhat.io #1 quay.io registry F1EXIAH OpenShift Fifk registry) #B=#EE
B, HERASEET, 797 8% pod KW, FATAE registry (E#E registry.redhat.io
# quay.io registry) #0 internalRegistryHostname %5/N%! allowedRegistries 7!/
xh, ANMERERNBHEERECI]. X TR ERNER, IENIRINEERRN
registry,

image.config.openshift.io/cluster 5JRH status T & E 7 MEEE M EIR(E,

¥ sk

internalRegistryHostna A%l internalRegistryHostname #J Image Registry Operator X &, Bi%
me BB OpenShift 1% registry BIENL B, ZEXFIFA hostname[:port] #%
XN, NEUMABEERS, &{haEHR OPENSHIFT_DEFAULT_REGISTRY i

BLE, BZRERBERIMELE.

externalRegistryHostn H Image Registry Operator % &, EH{& registry BT AR AT H EIREHEB
ames FWE. F—NMEATFE SR+ publicDockerimageRepository F&, 1%
{H 7% hostname[:port] &=,

11.4.2. BEB R registry % &

& 0] LU 4w image.config.openshift.io/cluster B E X ¥R (CR) RECEHE registry B, X
registry BB XN FA El image.config.openshift.io/cluster CR 5}, Machine Config Operator (MCO) #
FTLAT IR 4F

1. X9 RFHAT cordon R4

2. BT EJT CRI-O MEEX

3 BUHICRET R
% -
. MCO TERMEI B A REF T R

1. Y%%H image.config.openshift.io/cluster B E X iR :

s}
e

I $ oc edit image.config.openshift.io/cluster

LLUF 2 image.config.openshift.io/cluster CR 7=/l :

apiVersion: config.openshift.io/v1
kind: Image
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metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-05-17T13:44:26Z2"
generation: 1
name: cluster
resourceVersion: "8302"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: e34555da-78a9-11e9-b92b-06d6¢c7da38dc
spec:
allowedRegistriesForimport: 9
- domainName: quay.io
insecure: false
additionalTrustedCA: @)
name: myconfigmap
registrySources:
allowedRegistries:
- example.com
- quay.io
- registry.redhat.io
- image-registry.openshift-image-registry.svc:5000
- reg1.io/myrepo/myapp:latest
insecureRegistries:
- insecure.com
status:
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

ﬂ Image : @B XMAEFENEIEEEER. B —BWRHNRTZ cluster,

9 allowedRegistriesForimport : [R#HIE & 7 o] MAR 5 NSRRI B 285515 registry, $F1Lh51
REXBNEGEIOEENHEERENBREFREEMAP S AR registry, BIUM API 0I5
143X ImageStreamMappings FIF - R L ERERBIRNT, BERERHEEAEFE YN
Ro

9 additionalTrustedCA : 5| FHE &R &R T A, Pod HIRHIEL. openshift-image-registry
pullthrough FI#ERHA A ZEERBIERI LM (CA) HECEMSN, HERERNGE
Z2[A] ) openshift-config, ConfigMap FIt& N 2E A registry ENAE N, EH PEM ik
FENE, BFBNEEENEN registry CA,

Q registrySources : @& T RERISITNIEVIFIMER pod BIERIRIT BB RV LA
A registry BEZE. AILLI%E allowedRegistries %45, blockedRegistries 3%, {EAE
ERZEX NN, TLALUE LB RIFHRARTFEREEELTHN TR EMN
registry, Af{I{E M allowedRegistries %, ZSEE XAV ERM registry, &%
registry insecure.com th# St 1, registrySources SR E N EREEES registry WEZE,
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L€ Y allowedRegistries S, FRIEFAIHTIL, BNIFAE registry (8FE
registry.redhat.io 1 quay.io registry 12K 1IABY OpenShift ik registry) #B#HFE
B, WIRERSE, 7 78R pod KW, /T registry.redhat.io #1 quay.io
registry LA & internalRegistryHostname 5 /0%E] allowedRegistries 513,
HIMERERAHFESREEEC], AN registry.redhat.io #1 quay.io registry
7 n%l blockedRegistries 5I& 4,

{53 allowedRegistries. blockedRegistries =X insecureRegistries S, &
A] LATE registry iEE S£IMBIEMEZE, BI40 : regl.io/myrepo/myapp:latest.

R AR £ B4 EB registry,  LUBAD ATREBI & £ M XS

2. EERSBNAT 'Y, HIHENT R

I $ oc get nodes

=1
NAME STATUS ROLES AGE VERSION
ip-10-0-137-182.us-east-2.compute.internal Ready,SchedulingDisabled worker
65m v1.29.4
ip-10-0-139-120.us-east-2.compute.internal Ready,SchedulingDisabled control-plane
74m v1.29.4
ip-10-0-176-102.us-east-2.compute.internal Ready control-plane 75m
v1.29.4
ip-10-0-188-96.us-east-2.compute.internal Ready worker 65m
v1.29.4
ip-10-0-200-59.us-east-2.compute.internal  Ready worker 63m
v1.29.4
ip-10-0-223-123.us-east-2.compute.internal Ready control-plane 73m
v1.29.4

MBAE XA, PRIEMARLZEM registry SEMELZER, ESWERERS registry HiE,

11.4.3. W& registry ViR EEE AN RIS EEE

Image.config.openshift.io/cluster BE FRAI @ 24 ECEME RIS A, ZEEMS S EEEHE
registry 17171 HA (8] 4215 AE BRI AN IE A A WL

FoRFEH
o IEFMAMAM (CA) wizd PEM Ffid,
iz

& 7] LAZ openshift-configdn & 22 [A] R 02 EL B BR S, FH7E image.config.openshift.io FE X FRH
AdditionalTrustedCA F{ERE LT, LUREESHNER registry B RE B LIRS ERIEIANCA,

S FENEEEHIZIN registry CA, ELEMSTEZET A EEEL CABIGOM registry BWENE, ™
PEM iE BT ABRREFENENT4N registry CA,

B4 registry CA Bl BB R4
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apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
registry.example.com: |

---END CERTIFICATE-----

registry-with-port.example.com..5000: | 0

ﬂ INR registry #AWO, #0 registry-with-port.example.com:5000, : EE4# .. &,

BRI LURIRU T RREC B HACA,

o FLEHMCA :

$ oc create configmap registry-config --from-file=<external_registry address>=ca.crt -n
openshift-config

I $ oc edit image.config.openshift.io cluster

spec:
additionalTrustedCA:
name: registry-config

11.5. T 245 {& REGISTRY O EE &
BT R B R registry FEERR, A ITLUTES -

BEi& OpenShift Container Platform &2%, LMEZEEMMIRFR registry ERIFEMEZERIEL (pull)
BRHIER, FBT BB (mirror) BIER registry EBITE i E E R IZIE K,

NEDBINEEERAZ D EE&K (miron) ITE6EZE, LUARMR—NE&ELZF, DEER
HM R,

OpenShift Container Platform R EFKSIELUTEMY -

FRPIEN (pull) AR registry {EHLE AR,

ERTFFEEIIAE R T DM EBEAE (W0 quay.io) HIERER, FHiLARBAIEEEH
registry fRHE KBIHE K.

KHEBRAIE (pull) 15K 2B E registry liF, BEREFTEZXFAM registry,

1% AT AN B ERR 1S B AR INE OpenShift Container Platform &£ E N TR EH
/etc/containers/registries.conf X4,

LT RMBREMZERIFRGERN, ERERZXABIEHKNEEE, BERHRIFMFTFRHAR.
MRFIBHEERN, KHNEZRREFEEE, MR, MEEKIRET <RH,
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BT U T AR KEFMZERR

® 1 OpenShift Container Platform &% :
WBITHIEY (pull) OpenShift Container Platform FREE IR 2R, AEMXLEFRBELAT A
B%fE, BNAIEF OpenShift Container Platform 222 F 52 fR 4% R B9 EE A D,

o % OpenShift Container Platform fg :
INRIE%BTE OpenShift Container Platform ZE&EIFEHFREREK, EIUEREEFEALUTEH
E N FR (CR) W&z —iH1THE :

o ImageDigestMirrorSet (IDMS).tbX R fo VF & (58 R E ANAR MERAR registry FRALEVER R,
IDMS CR AL % B EIR SRS, TEFRRI BRI AR 4L 22 MIR registry FRHIER,

o ImageTagMirrorSet (ITMS), LbXT R ATVFERMEATHRITSE M B HARE registry RRIEVER,
ITMS CR AL &% B EIR SRS, TEFRRI BRI 4R 4L 225 MR registry RHIER,

o ImageContentSourcePolicy (ICSP), Lxf R AVH &R FAREEMAE MELE registry FHIER
&, MRBERFTEESI/E, ICSP CRIBXEHRER registry,

BF

{# F ImageContentSourcePolicy (ICSP)Xf RELBF i EHIRE— TN EHFAN
B, FHBIHREAA B ETE OpenShift Container Platform /1, FFEEAET 1,
B2, XN THEERTELUEMAITHRAPREMER, BRBINEFNBEFER. MR
1575 AT 0% ImageContentSourcePolicy % &R YAML X4, EaTLUEA oc
adm migrate icsp 3 & iX L3541 ImageDigestMirrorSet YAML 34,
MEFELZELR, HSHLUTES " ImageContentSourcePolicy (ICSP)3T 4 LA
TR registry TAEEER".

BMEE RN RBITAUATER :

o (RFHLEEHR (mirror) MR SREHRIFEERIR,

o MAHLNHRHMMBEMEELERNWANBNEMNEREMENLMEE,
NFHTEEE, A LURIEFZZEMEM IDMS, ITMS #1ICSP CR R, B2, BIUfEMA IDMS #ITMS,
INRIEFN T EEE, NHEMIIA ICSP W RERFEEIE, FHEZFF IDMSHICSP MR, fEFA ICSP AR
BT Ve LURTIEA T/, B2, MREFMA IDMS CR 5| AWELRSKE, EAILUEM oc adm

migrate icsp BN LRI TR ETRE IDMS MR, WNEEM B registry FHEEGESR O IR. T%
Il IDMS MR FEEC LR,

INRIEHEELE A ImageDigestMirrorSet. ImageTagMirrorSet =k
ImageContentSourcePolicy X §REBF i FE K, NREEFEAEIRM registry WEFH
pull secret, EABETEYNE RN pull secret,

11.5.1. BLB R 1% registry 176 E &

AL RERHKEEBE LR (CR), HIREHR registry RBYERRAIENE K B E M E &
registry,

FRFM
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o {HFHEZH cluster-admin A& n & EE,

it
1 B LT AR E B BIRIEEE

o IRHB Red Hat Quay Fh#E & ARk, M Red Hat Quay Ri%E B FRIGHEEE, FH
Red Hat Quay BB FIEMFHRBM— N FHES TR 7 —FHE, FHaEEh RMERESR
RS X E,

o {fif skopeo E T EFIIFHEMIRFHEZER FIE B RENFMHEZE,
540 : £ Red Hat Enterprise Linux (RHEL 7 8 RHEL 8) %%4i_E%&%& skopeo RPM {48
&, £ skopeo 4y, HITFHIFTR :

$ skopeo copy \
docker://registry.access.redhat.com/ubi9/ubi-minimal:latest@sha256:5¢f... \
docker://example.io/example/ubi-minimal

EAHFR, EE—1% 7 example.io AR registry, HASE—1% N example 19
WRRTFME, TS ubi9/ubi-minimal & M registry.access.redhat.com SfE H A,
PR E BRI registry &, AT LU OpenShift Container Platform £ & N F R E
B K EE MR B IR RNEEE,

2. BSRIEH) OpenShift Container Platform &2%,

3. HRAUTRAIZ —OIRRERFHKEE CR :

o RIFFE, /E— ImageDigestMirrorSet = ImageTagMirrorSet CR, RN
(mirror) & N IR E O/ registry. FHEENEIE

apiVersion: config.openshift.io/v1 ﬂ
kind: ImageDigestMirrorSet
metadata:
name: ubi9repo
spec:
imageDigestMirrors: e
- mirrors:
- example.io/example/ubi-minimal ﬂ
- example.com/example/ubi-minimal 6
source: registry.access.redhat.com/ubi9/ubi-minimal G
mirrorSourcePolicy: AllowContactingSource ﬂ
- mirrors:
- mirror.example.com/redhat
source: registry.example.com/redhat 6
mirrorSourcePolicy: AllowContactingSource
- mirrors:
- mirror.example.com
source: registry.example.com Q
mirrorSourcePolicy: AllowContactingSource
- mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage @
mirrorSourcePolicy: AllowContactingSource
- mirrors:
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®9

o

O ®O

O 9 O 9

12)

- mirror.example.net
source: registry.example.com/example m
mirrorSourcePolicy: AllowContactingSource

- mirrors:

- mirror.example.net/registry-example-com
source: registry.example.com
mirrorSourcePolicy: AllowContactingSource

EHALL CR ZERK API, X2 config.openshift.io/vi,
RAE pull REETRAFRER ¢

o ImageDigestMirrorSet : {REVEES| AR,

o ImageTagMirrorSet : REXIT% 5| AR,
RNBRAE A AR RE, BHITUTE—FE -

o imageDigestMirrors : FiT ImageDigestMirrorSet CR,
o imageTagMirrors : Fi3 ImageTagMirrorSet CR,
SRR registry FNTE % EHI L TR,

ik IBEET BN EENZREGREFEE. MR—DEGEN, WBRCETLUER
A—ME R

18EA registry MFHEER, X 2RIV 5| AREFEE,

A% - ANREARRIAVKRI, R RELRARES

o AllowContactingSource : fSSITFAKE I MR R AR, X2 BIME.
o NeverContactSource: i L4 %3 MIR1Z fiff 2 P EUER 1Rk

FII% @ $67R registry RIS R ZE(E], BRFEMER ZoEEARNEMER, NREE
A registry 35/E IR, KRR R registry BV 770 2,

A%k BTR— registry, ©RIFEMERIZ registry FEEMER, MRIEE T registry
2, RGN BENR registry REIFTE FEERIER registry,

M mirror mirror.example.net/image@sha256:.. 1 B 5%
registry.example.com/example/myimage@sha256....,

M mirror mirror.example.net/image@sha256:... B registry # % Z2 [A] R h1 EX5E {5
registry.example.com/example/image@sha256....,

M mirror registry example.net/registry-example-com/myimage@sha256:... H$1EX
1R registry.example.com/myimage@sha256.

e fi| ImageContentSourcePolicy BE Y %R, HRMEERENNEE M registry. Fi#
ESapIkE

344

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:



BNE A EA

name: mirror-ocp
spec:
repositoryDigestMirrors:
- mirrors:
- mirror.registry.com:443/ocp/release ﬂ
source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:
- mirror.registry.com:443/ocp/release
source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

ﬂ B EER reqistry FEHEERI R TR,
e 1B E L EMEBRHNBRIIEL registry MEFEEE,

4. QIR :
I $ oc create -f registryrepomirror.yami

BIEXIRE, Machine Config Operator (MCO) R&HEZ2 ImageTagMirrorSet X A7 s,
MCO F%HE2Z2Z ImageDigestMirrorSet #1 ImageContentSourcePolicy % R 5,

5. ENERSBNATHENREXE, HEREP—DT R EHITUTEE,
a. FIHEEIT R :

I $ oc get node

=1
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.29.4
ip-10-0-138-148.ec2.internal Ready master 11m v1.29.4
ip-10-0-139-122.ec2.internal Ready master 11m v1.29.4
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.29.4
ip-10-0-153-12.ec2.internal  Ready worker 7m v1.29.4
ip-10-0-154-10.ec2.internal Ready master 11m v1.29.4

b. ABhEIT FRLAVT AT

I $ oc debug node/ip-10-0-147-35.ec2.internal

it Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host

c. FHEMIIRE RN /host :
I sh-4.2# chroot /host

d. 2% /etc/containers/registries.conf X1+, RREMREN :
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I sh-4.2# cat /etc/containers/registries.conf

U TFHBARERT NAREEHKE B CR M registry.conf X, REHNFHANZBE 2 HIRIHN
digest-only #1 tag-only,

it Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[reqistry]]
prefix ="

location = "registry.access.redhat.com/ubi9/ubi-minimal” ﬂ

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal” g
pull-from-mirror = "digest-only"

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal”
pull-from-mirror = "digest-only"

[[reqistry]]
prefix ="
location = "registry.example.com”

[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com"
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com/example”

[[reqistry.mirror]]
location = "mirror.example.net”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com/example/myimage”

[[reqistry.mirror]]
location = "mirror.example.net/image"
pull-from-mirror = "digest-only"

[[reqistry]]
prefix ="
location = "registry.example.com”
[[registry.mirror]]
location = "mirror.example.com”

pull-from-mirror = "digest-only"

[[registry]]
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prefix ="
location = "registry.example.com/redhat"

[[reqistry.mirror]]
location = "mirror.example.com/redhat"
pull-from-mirror = "digest-only"
[[registry]]
prefix ="
location = "registry.access.redhat.com/ubi9/ubi-minimal”
blocked = true ﬂ

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal-tag"
pull-from-mirror = "tag-only"

$8BRTE pull spec 3| AREREE.
BERZ I R B AR
FRRM mirror IR R ENE — MEE 5| B,

R NTFEMEZEISTE T NeverContactSource 33,

0009

FIM mirror BUEHRAIERE — MR 5| BEHR.

e. MWRAIEVRREIT R, HOEZEET mirror 24T,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi9/ubi-
minimal@sha256:5cf...

B RSB PR
INRFHEFEGRGRIERIZME TR, HERUTAXFEEGRINM TFENE R TBIHEE R,

o EANILFHRERTIRMEHAIE (pull) B,
o RNBFETLHMBERIIER, FRMEMRZE registry,
e MR LT, Insecure i AELLR,

o ZIAEINT /etc/containers/registries.conf SFMIER, IIEECRE 2 ik, XA TOML &3,

11.5.2. 55& registry 7 R IR L ImageContentSourcePolicy (ICSP) X4

f& F ImageContentSourcePolicy (ICSP)X RECEFHZEHRIER— 1 BFANINEE. LINEMNARIERE
OpenShift Container Platform A, FIFARLLMEHE, BR, XN TIRERTELAEMIATHRASHEMR, B
REWIEHBIERE P ERA.

ICSP % & #% ImageDigestMirrorSet 1 ImageTagMirrorSet X RE, LUEBEFHERE R, MREER
F /% ImageContentSourcePolicy X &M YAML 34, &ALUERA oc adm migrate icsp & 5HFixX L
XFE4 4 ImageDigestMirrorSet YAML X4, oYY API BT E LETMRA, ¥ kind [EEXMH
ImageDigestMirrorSet, 3% spec.repositoryDigestMirrors i}y spec.imageDigestMirrors, X4
HERE D TR,

R NIRRT AEEX registry.conf X4, FIUERREEES,
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A% ImageDigestMirrorSet 5 ImageTagMirrorSet X KRB ZER, HESH L—THN " BEHRE
registry FiEEHIR" .

FeREH
o FHEZXR cluster-admin B &M £,

o TfIREEEF EH ImageContentSourcePolicy &,

AR

1. EAUTE®S, F—135%1 ImageContentSourcePolicy YAML {454k
ImageDigestMirrorSet YAML XX {4 :

$ oc adm migrate icsp <file_name>.yaml <file_names>.yaml <file_name>.yaml --dest-dir
<path_to_the_directory>

Hep:

<file_name>
15 /R ImageContentSourcePolicy YAML B9&#, BRI LAFIHZ N stE £,

--dest-dir
Ak : $EEHIH ImageDigestMirrorSet YAML BIE &, MIRKIZE, NKFZES A LH]
B3R,

Blan, LTS At icsp.yaml # icsp-2.yaml X%, FF#HH YAML X412 FZ idms-
files B0,

I $ oc adm migrate icsp icsp.yaml icsp-2.yaml --dest-dir idms-files
i Bl

wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi8repo.5911620242173376087.yaml|
wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi9repo.6456931852378115011.yaml

2. IBTLAT o3RO CRYR -
I $ oc create -f <path_to_the_directory>/<file-name>.yaml

Hep:

<path_to_the_directory>

SNREMA --dest-dir T1&, HEEE B FHBE.
<file_name>

157 ImageDigestMirrorSet YAML & R,

3. FEHEH IDMS XFRJE, MHIBR ICSP X &R,

11.6. Mi5{%&B89 OPERATOR B ®*1EZ% OPERATORHUB
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SNSR A T o T LR EREM Operator BRBUERR (mirror), AT LAERR B Xl OperatorHub &7
Operator, &7 LAME A E & 72 i & A BYE 525k 02 PR 89 ImageContentSourcePolicy #ll
CatalogSource X .

11.6.1. o R &M

o R{RF TR EEREREH Operator B3

11.6.2. A& ImageContentSourcePolicy ¥f &

¥ Operator B SR NBHIKE 5K registry |5, AIEFTFER ImageContentSourcePolicy (ICSP)*f &,
ICSP X RECE T M, LATE Operator ;8 A EMEHRR S| AFHRIRM registry [AlFETH .,

Pt

o TETLUFRIMTFEEMERNENL, ZITUTHSIETE manifests BRHH
imageContentSourcePolicy.yaml ST 3 01/E ICSP :

I $ oc create -f <path/to/manifests/dir>/imageContentSourcePolicy.yaml

H b <path/to/manifests/dir> 25 KA EM manifests B RIERE,

HITE, 1&=ILLAIEE— CatalogSource k5| BIEMHEERBI KT Operator IA,

1.6.3. AREHRIMNE KR
5 B &R I0E OpenShift Container Platform &B¥ 0] N 7 & TIF1 %% Operator, &EEFEIE 517 LA
£ —1 CatalogSource %I §K5|FA%R5|%&. OperatorHub B XIRFRIEFT AR,
R
HE, EALUER Web #HIAEE BRI, £ Administration — Cluster Settings —» Configuration —»
OperatorHub TTEA, = Sources LHi&, EWAILMEREAOIEE. FiHh. MR, ZEMNEBERBRNIR,
FEREMH

o (UEBRFHEETRBIEIRE registry,

o EALUFERER cluster-admin & &K HI&EE,

1. fJ—1 CatalogSource *f&K5| 5|5k, MNRFEA oc adm catalog mirror 343 4F B &
B&EI BT registry, ERILAMER manifests B 5 4£E B catalogSource.yaml SXH4EHE =,

a. RBPBENHBEHRUTHRS, FHNERED catalogSource.yaml 34 :

apiVersion: operators.coreos.com/vialphat
kind: CatalogSource
metadata:
name: my-operator-catalog ﬂ
namespace: openshift-marketplace 9
spec:
sourceType: grpc
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5]
6]

grpcPodConfig:

securityContextConfig: <security_mode> e
image: <registry>/<namespace>/redhat-operator-index:v4.16 ﬂ
displayName: My Operator Catalog
publisher: <publisher_name>
updateStrategy:

registryPoll: G

interval: 30m

INRIEIE LML R reqgistry BIFARTHEEIA R, 75 M metadata.name F & il iR
FARBIL()ERF, LUBRIEOIET R "invalid resource name" #51%,

MREHFLEERRENFIERAZARNEAFLBAH, F1EE openshift-marketplace
Rz E, BN, EEILUEE— DN RREH G R R kN B RHFTERESH R % a8 %
B =T A

157 legacy =X restricted FI({E, WMREBHXEIZFER, NEIMEN legacy, FELLEH
OpenShift Container Platform & {ThRAm, it XIZKIAE N restricted, MNREHIBRT
L restricted HURZ1T, BIUEFIFLFEXEN legacy.

IBERBIHilR, NMREERBREIEIEE THRZ, 0 :v4.16, IIEXIR Pod 2 RHK
pull ZRB& Always, XEKE pod IBAE GBI NI AR R, MREBETHE, W0
@sha256:<id>, NEGRHIEVER Y fNotPresent, XEKE(NIE T S E R FIERER
B5f F R ERER AR

8 E X B KBRS B FR,

B SR AT LL B S B #T AR A LUR R B3

b. {HFIZ {4 {E CatalogSource %K :

I $ oc apply -f catalogSource.yaml

2. FAERDEIELTHIR.

a. & pod:

I $ oc get pods -n openshift-marketplace

=1
NAME READY STATUS RESTARTS AGE
my-operator-catalog-6njx6 1/1 Running 0 28s

marketplace-operator-d9f549946-96sgr 1/1  Running 0 26h

b. MEBXIR :

I $ oc get catalogsource -n openshift-marketplace

i Bl
NAME DISPLAY TYPE PUBLISHER AGE
my-operator-catalog My Operator Catalog grpc 5s
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c. lRERHEFH

I $ oc get packagemanifest -n openshift-marketplace

it Bl
NAME CATALOG AGE
jaeger-product My Operator Catalog 93s

HITE, &EILLTE OpenShift Container Platform Web 3£l & # @11 OperatorHub %% Operator,

Heth BT
o MFAE registry Vi[A] Operator B {5
o BHE X BREMFRSRER

o RRHIEAN (pull) ZRE&

1.7. *F{EH OPERATORHUB Z# OPERATOR

OperatorHub & —M4& I Operator WA 5@, E©5 Operator Lifecycle Manager (OLM) —#&2T4F,
BEEEEBFHPLRENELE Operator,

ENEREIE N, B LU#E M OpenShift Container Platform Web $#I1& 8% CLI 223 8 OperatorHub
B Operator, ¥ Operator 1T [HZE|— PN N R 22 [H], HER LWL ARFER,

RENTRA, BTN Operator HE L TR XE :

REEN
1%+ All namespaces on the cluster (default)f§ Operator ZEZEFA MR L ; EF LN HRHZE
] (PNRAA) , NEEEMBLEAHRRE Operator, A% Allnamespaces... f§ Operator A
FrER A FTE#ER,

EHTE

JNRFEA Operator A& S MIEIRTE, NAEEEEEITEBNGE, F0, EiBid stable JiEHR
Z (MRTH) , WMFIFRFPEFIDEIL,

BLAESRRE

IR LLEFE B EhSE F o BT,
RSB EHREN B RER Operator, N HFTIEHEFHIZ Operator BIFTARANS, Operator
Lifecycle Manager (OLM) 4 BzhH#HY Operator Biz1T06I, MILHEANTF,

IMREFEFEH, NLHEHFIR Operator TR, OLM KAIBEHIER, FHNEBHEERA, Bl
FR#EIZBINER, FEF Operator EFEFhRA,

1.7.1. 5 Web 3245 M OperatorHub 2224

& B LUEF OpenShift Container Platform Web 2l& M OperatorHub 2% 17 [ Operator,

FRFH

o FEMHEZA cluster-admin FUBRANK /17 [7] OpenShift Container Platform 2%,
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1. 7 Web #4I& A 3 ZE Operators » OperatorHub T,

2. HEIREEM Operator (JRENTIEKTE Filter by keyword fERij A EH XHF) . Flan, #EA
jaeger K& Jaeger Operator,
1834 B AR IR B AR A TheE o LT, BN, MNRIEFHE Operator TR FF EEFIMER TR, 15
1%%¥ Disconnected,

3. EFEEETRESERM Operator,

3 =t
A LR FE
o

1% Community Operator R & 4118%FIANIEXE X Operator ; N ABINLE
) . =V

v

4. [ Operator {5 2F H i Install,
5. 1f Install Operator TTHE M :
a. BT —0
e All namespaces on the cluster (default) ZEFIZIIRNS Operator REEBIA
gz;%ﬁqmmmmﬁﬁﬁﬁ,u@ﬁ%ﬁ¢%ﬁﬁﬁ%%@%ﬂﬂﬁﬁoﬁﬁﬁ##

® A specific namespace on the cluster, ZIMXZFFELEFER—FEMGLEHRRE
Operator, 1% Operator {{FRE1% H — o 4 22 (7] Ap I ML AN A,

b. MFERT SEEFMHEIE N ERER

o INRLEEFH AWS STS (Web 5|5 FMSTS 3K ), 7£ role ARN FEX A AARSSIK -
B AWS IAM A H# Amazon Resource Name (ARN),

‘ OADP Operator
rovided by Red Hat

pppppppppp

(& BackupRepository © Backup

ZAZABR ARN, 1ERIB £& AWS 1K RRTIRES B ITIRE,

o INREEEER Microsoft Entra Workload ID (Web 12 & FIWorkload Identity /
Federated Identity Mode ), 157E3& HBIUIARINE S im ID. F7 ID #1715 1D,

c. MRBSANEHIETH, HEFE—D EFHE,

d. MNAETEAMR, EFEBhFI RS,
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B

N8R web 244 B REREF A AWS STS 5 Microsoft Entra Workload ID, &
WP Update approval % i& 5 Manual,

FARWEREREEHIENIT I, RNVEHRIATRERANRER. FAF
S ERT] ] TR R EE A BN KRR FRANNR, HEEFIIRIBE
B9 E,

6. mifi Install 8 Operator At OpenShift Container Platform &£ _E BRI ay & 22 B/,
a. fﬂ%ﬁ%T%ﬁJﬁt}E%%, T B A TR SIHREIFE Upgrading RS, BEEHKFFM AR
ii:ﬂ;ll Plan TITE#LERE, 1THBAIIRESIZES Up to date,
b. #IREFFET Automatic #LAEREE, AJMRSKEFTHAAISEMIER TEHN Up to date,
7. T RBAIIREES Up to date f5, 1%t#F Operators - Installed Operators R4 1iE B &4

Operator B ClusterServiceVersion (CSV) BERAHINT . RERAKERXBAZERIFLH
InstallSucceeded,

A=
R %I F All namespaces... &4, K7L openshift-operators fp+ 22 [A] A AZ#T
o ¥ 7 InstallSucceeded, {BIIRMEHMapEZZEH, NHKEH Copied,

IMREE :
a. 17 openshift-operators E (#NR%EF T A specific namespace... ZERER) FH

openshift-operators W B ) pod WH, X7 Workloads - Pods Il i F i & [F] & LAE
#H— S HE R R,

11.7.2. {8/ CLI M OperatorHub &%

IRAJLAM#ER CLI M OperatorHub &% Operator, A wMER OpenShift Container Platform Web 221
B. EM oc B ROBHEHRT— MK,

SeREH
o FHEA cluster-admin F RN 147 OpenShift Container Platform 52%,
e BZ2% OpenShift CLI(oc).

T

1. &%& OperatorHub &£ A FIBY Operator 73k :

I $ oc get packagemanifests -n openshift-marketplace

=1
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
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amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m

mongodb-enterprise Certified Operators 91m

etcd Community Operators 91m

jaeger Community Operators 91m

kubefed Community Operators 91m
L3R FATEE Operator B HE &,

2. TeEFrEE Operator, LASUFE Z RSB 0] FAIE

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. —/ Operator 21 (H OperatorGroup HRE ) , EHAPEREB RGN,

Operator HABRIMIAp & 22 [H] R BYFR A Operator £ AT I RBAC Ui IAIFX R,

EEFP RS

1T Operator By % Z2 (A /TR B 5 Operator LB M8 LAY Operator 4H, "X
AllNamespaces &3, tha[5%FH SingleNamespace &=, MNREZREM Operator #
AlINamespaces #23, openshift-operators #in % 22 (7] 275 5& H#J global-operators Operator

H,

INRBLREEM Operator % SingleNamespace =, ME&EE LM Operator 4, M7ifl

22—

e 7Eiif¥ SingleNamespace =N, ZRIEM Web BHIEMASIERTEED)

Hi&AL 2 OperatorGroup #1 Subscription X YOI,

o ENMBRLEARAER— Operator H, MMEFEEZER, 1F
@i,

a. /3 OperatorGroup X% YAML {4, #0 operatorgroup.yaml :

OperatorGroup X &Rl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. /3 OperatorGroup X% :

I $ oc apply -f operatorgroup.yaml

4. BJE—1 Subscription Xf & YAML XX, LAEH Operator 1T [ —Nap 4 Z2 ],
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Subscription X &5l

OS9®200600 O

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> g
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: ﬂ
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector: @
foo: bar

XTFERIAH AlINamespaces ZEER %L, 1E18E openshift-operators Z % [H, 73
4, MRURTBEELEREHALEN, EALEE—TMEELLR®RAEN, T, H
SingleNamespace ZE&1E 3 T EME K L —dp & 22 [,

1T (#8958 B £ 7o

ET[# B Operator B9& TR,

R4t Operator BB FIRHIE TR,

BRMS R ZEE, ¥ openshift-marketplace B T2\ B OperatorHub B3R,

env SEUE L IFETH OLM AIEH pod FATE BssFHIMET 25K,

envFrom 28 E L EER ST ERIMNELERIRIIK.
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@ volumes Z#E . OLM {327 pod LR BIIR,

@ volumeMounts S#{E Y. OLM fIEH pod RAIFERNBEHIIR, MR
volumeMount 5| HARZER &, OLM FiEEBZE Operator,

@ tolerations Z:#1y OLM B|E2#) pod T X Tolerations 3%,
m resources S OLM I pod AT AR E LEIRES,

@ nodeSelector Z#{77 OLM I/ pod E . NodeSelector.

5 XWFERATSEEREIEN N ERIERE
a. fAfR Subscription % RIFIXE N FohBEFHEAE -

kind: Subscription
#...
spec:
installPlanApproval: Manual ﬂ

FARUEREAEEHRIENITE, RVEFRITARSIBENRENR. ERFIIAERN
AT RREEABNSTIEEFRARNIIR, HEBEAIREUMEZERF,

b. 7E Subscription % §# config 5 BIFHEXMN RN EEXFE ¢
o MREFNT AWSSTSER, HEEESUTFE :

kind: Subscription
#...
spec:
config:
env:
- name: ROLEARN
value: "<role_arn>" ﬂ

Q 56 ARN ¥,

o INREELTF Microsoft Entra Workload ID =, iH8ELUTFE :

kind: Subscription
#...
spec:
config:
env:
- name: CLIENTID
value: "<client_id>" ﬂ
- name: TENANTID
value: "<tenant_id>" g
- name: SUBSCRIPTIONID
value: "<subscription_id>" e

Q AEF i D,
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® =aiEro.
©® ciEiTHID,
6. | Subscription X% :

I $ oc apply -f sub.yaml

LR, OLM B 7 f#FTi%ERY Operator, Operator BIEEEFARSSARA (CSV) N HINTE B hrde £ 22 [A]
H, E Operator 289 API N 7] A F 0,

Hith BHR

® X F OperatorGroup
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B1R2E BAHNEmEIEEE
SFXENERE, EALIEH OpenShift Container Platform S =N 1T H P RIER AR,

ZWERHEANAN = EILEKRE, 50 #7E Cloud Credential Operator &3,

12.1. s R = &k
Z%& OpenShift Container Platform f&, —£HEHEERL MR LI IEPFERANHNEEIE,

BERFERFERAFEIL, EWHEH Cloud Credential Operator (CCO) AXREBEEEHNEEILHN
secret,

12.1.1. {5/ Cloud Credential Operator SE IR FH L T HN EEIE

Cloud Credential Operator (CCO) SLFf2F ccoctl 237 IBM Cloud® £ &2E&&HIE B B 3T secret,

12.1.1.1. %% API 5
IRAT LU INA RS 1D #45 API B850, FFEFTN N HI secret,

FeREH
o MBEEET ccoctl —iffHlsTi4,

o B % live OpenShift Container Platform &I A MRS D,

Pk =
o {§fH ccoctl SEARRFIEARSS ID B API BEAF B #T secret :

$ ccoctl <provider_name> refresh-keys \ ﬂ
—-kubeconfig <openshift_kubeconfig_file> \ €3
--credentials-requests-dir <path_to_credential_requests_directory> \ G
--name <name>

B FEREF, F120 : ibmcloud 5 powervs,
5 &8 XM kubeconfig {4, 140, <installation_directory>/auth/kubeconfig.

i T EHRIERIE X,

- -

OpenShift Container Platform & &£/ F5,

INRIZMEEEE A TechPreviewNoUpgrade Ihag 5 /5 AAIBOR TN ThAE, @A/
8 & --enable-tech-preview %4,

12.1.2. I = N Ik
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B R2E SRS EEIEAE

MRENEMRERRESR T HNEEILE, ES01F51EH Cloud Credential Operator (CCO) FRER
TSN IR secret,

RESFIEMIRRIURT CCO BEMAEN., A NEA mint RANKEFRLEILE, BUFohHkR
A BR A IE O 2 R H 4.

FRFH

THEBKEXZFFEREEMBAN CCO BRAF IR R REIEMNTAS LR !
o XIF mint#E=X, ¥ Amazon Web Services (AWS)#] Google Cloud Platform (GCP),

o ¥IF passthrough =, # Amazon Web Services (AWS). Microsoft Azure, Google
Cloud Platform (GCP). Red Hat OpenStack Platform (RHOSP)#0 VMware vSphere,

BEERT ATFSHmEOnEit,
IR RN RS R PHEM CCO EX,

. 7E web #£HI&H) Administrator A, SfiEl Workloads - Secrets,

. 1E Secrets TLEIFIZERA, HEIEM=HNFER root secret,

L Secret ¥
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
VMware vSphere vsphere-creds
:
. mii5 secret HHEIMIT i Options 35, fA/FIEEE Edit Secret,

. 103K Value ZERMIAA, R MERXEE R ITEEFEILEZERE AR,
. RS ENERHF BREIEE REH Value FERBIX A, AFE R Save,

. NRIBE 3% BE A vSphere CSI Driver Operator  vSphere SEBEBEFTEIE, 1007758 I H#EH

Kubernetes #2123 & IR 25 AN A B HTAYEIL,

' =1
_ INRE M T vSphere CSI Driver Operator, NAEEX—%,

Z N B vSphere EiF, ELLEH cluster-admin A &R A 515 & %% OpenShift
Container Platform CLI, FZ{7 a5 :
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$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

W HEH T, Kubernetes Controller Manager Operator BIR A& & Progressing=true,
EEERS, HETUTHS :

I $ oc get co kube-controller-manager

a. LLEA cluster-admin B &HA - 5155 3& OpenShift Container Platform CLI,

b. FKEXFRAE 5| FBYZE M secret IR FRFI 64 22 [H]

$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef'

H <provider_spec> BRI EBIN NAE
o AWS: AWSProviderSpec
® GCP: GCPProviderSpec

AWS Hi i B9ER 23 7~ 51

{

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace”: "openshift-cloud-credential-operator”

}
c. MREABIAMLEG secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace> 9

ﬂ 8 7E secret BIE& TR,
Q IBEEE secret ey &RZE[H],

HBE AWS secret =

I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBLEESES FMBREIL. MPREIBEAEME secret T3 CCO MFA HiflbR
WA FIEF ORI FIL.

ESATIS
FUEEIREEER
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1. 7 web #Z=H]&#) Administrator i H, SfnZEl Workloads — Secrets.

2. ik Value ZEXHIRN B EXZE,

Hith 5w

® vSphere CSI Driver Operator

12.1.3. fHBR =N B IR
TELL mint B {fEF Cloud Credential Operator (CCO) %% OpenShift Container Platform £&/5, &

A UMEREHH kube-system i 4 22 [A] R BRE TR AL secret, RBAIMTEAN (FERS
BORRR, WAL , THREEEALHIBEIL

1E3E z-stream F2RT, BAITEREEALANEIEEFRE FIL secret, MREREE
Uk, AT RESPE IE F+2K,

SeRFMH
o EHREAZRMCCOHMBRTFEIENTES L, ZFHWFEERE AWS 1 GCP,

iz

1. 7 web #=5]&#) Administrator i ®, SfnEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

Fa Secret Z#
AWS aws-creds
GCP gcp-credentials
]
H
3. mifi5 secret HREKIT i Options 325, #A/F144F Delete Secret,
Hith BTIR

o EIREIF root secret IR,

12.2. EBETFTSEN SRR

=& Microsoft Azure OpenShift Container Platform &8#/5, &8 LU A Microsoft Entra Workload ID
EfERRIREEILL.

12.2.1. E2i& Cloud Credential Operator TE

% Cloud Credential Operator(CCO)AFHERIZITHT, BEMEHABAURMERREIL, RIFES
CCO L2 (ccoctl) Zi# il T4,
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ccoctl TEZTE Linux IMERIZITHY Linux Zi# &S24,

SeRFMH

niE

4.

362

IRET LU I B ERE TR S RAY OpenShift Container Platform MK f,

BZ& % OpenShift CLI (oc)

N— y—

TLLTF 4, N OpenShift Container Platform X {THAKIXBELZE :

M

$ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

] f—‘

. BTLLTF®4, M OpenShift Container Platform & 1T & IKEX CCO BRI ik :

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE -a ~/.pull-secret)

#{% SRELEASE_IMAGE B92R15 5138 ccoctl TEMIMREER LB T,

T TGRS, & CCO BEHEMLKTH ccoctl — i HIST 4 REXE] OpenShift Container Platform
RITHBH :

$ oc image extract $CCO_IMAGE \
--file="/usr/bin/ccoctl.<rhel_version>" \0
-a ~/.pull-secret

ﬂ XIF <rhel_version>, 15¥8E S EHEFB Red Hat Enterprise Linux (RHEL) AR AX R #Y

., MRERAEREME, NEIAFEH ccoctl.rhel8, LLTFEAN :
e rhel8: Fy{#E A RHEL 8 BEMNIEEIXMHE.
e rhel9 : Jf#FFH RHEL 9 MEHIEE XM,

BT TS ERRLUE ccoctl ATHIIT :

I $ chmod 775 ccoctl.<rhel_version>

ZI5FE ccoctl 2B AR, HiaTU TSR EREEB XY :
I $ ccoctl --help

ccoctl --help B



B R2E SRS EEIEAE

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:

aws Manage credentials objects for AWS cloud
azure Manage credentials objects for Azure

gcp Manage credentials objects for Google cloud
help Help about any command

ibmcloud Manage credentials objects for IBM Cloud
nutanix ~ Manage credentials objects for Nutanix

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

12.2.2. T B £ EE+ = A Microsoft Entra Workload ID

INRIE % B R Microsoft Azure OpenShift Container Platform $EEHC B N1E LR LI T2 # B Microsoft
Entra Workload ID, {&el LATEIIAEEE L5 AT E,

B

EHAESEPERIFENE D T REAWIFY, FERLRKENF, FURREFE, &
ML EREI

o [IELITHI, HBRETHEFEINFAER, BENNAEZERFSNRENR
BRRFEEED =D,

o FELtidIEH, EMIIRIFARA HE%TPKF' HEEERFFIIRTE pod, XLERIEN TIF
MBI, BEBXFRN, ] UGS I LRSS, RETEERRFMEN
EFEEE(l

o FHTTER, EEKIIABRZIABHER, MRMAEH, ENEELHSYEA
Workload ID B9iZ i & KM,

TR

e [RE7E Microsoft Azure £EZ&% T OpenShift Container Platform &#%,

o EELUMEMAES cluster-admin FRRANK - 1 A & B,

e B %% OpenShift CLI (oc) .

o RBEIRENF A Cloud Credential Operator SEFTERF (ccoctl) =il 34,

o RAJLUEA Azure CLI (az) ViR Azure ik,

pi% =
1. N ccoctl TEANRBBEHRGIE—NMHEE R, REGER Joutput_dir ¥F B,

2. BT TGS, BERENRS KT AHB R B 5 H
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$ oc get configmap \
--namespace openshift-kube-apiserver bound-sa-token-signing-certs \
--output 'go-template={{index .data "service-account-001.pub"}}' >
Joutput_dir/serviceaccount-signer.public ﬂ

ﬂ e FEER &N serviceaccount-signer.public B934 E 7Rl

3. IZfTUUT S, ERIRIBIARSSTKF AFAHIE OpenlD Connect (OIDC) %4 #&# Azure blob 1%
ERER

$ ./ccoctl azure create-oidc-issuer \
--name <azure_infra_name> \ﬂ
--output-dir ./output_dir \
--region <azure_region> \
--subscription-id <azure_subscription_id> \G
--tenant-id <azure_tenant_id> \
--public-key-file ./output_dir/serviceaccount-signer.public ﬂ

name SEHEA T O Azure FIRH, EFEAINEM Azure FRAMA R OIERT Azure B
R, i ERIAHEIEE --oidc-resource-group-name SEE N EE,

EENBREFIXE,
EEIMBERIA ID,
EESSRHMSIT DRI

oO0o0® 9O

4. BTLLTF S, %k Azure pod &12 Webhook HIECE S B E B OIIEE :

I $ Il .Joutput_dir/manifests

=1
total 8
-PW------- . 1 cloud-user cloud-user 193 May 22 02:29 azure-ad-pod-identity-webhook-
config.yaml ﬂ
-W------- . 1 cloud-user cloud-user 165 May 22 02:29 cluster-authentication-02-config.yaml

Q X {4 azure-ad-pod-identity-webhook-config.yaml & & Azure pod 514 Webhook EZi&E,

5 T TS, FRNEBRPERNE SR OIDC_ISSUER_URL 2% E
OIDC_ISSUER URL Zr & :

$ OIDC_ISSUER_URL="awk "/serviceAccountlssuer/ { print $2 }'
Joutput_dir/manifests/cluster-authentication-02-config.yaml®

6. BT T e, BEHEE FP%IUE BLER spec.serviceAccountlssuer S :

--type=merge \

iz
$ oc patch authentication cluster \
-p "{\"spec\":{\"serviceAccountlssuer\":\"${OIDC_ISSUER_URL}\"}}"
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7. BT T R BB A
I $ oc adm wait-for-stable-cluster
XN FRAIBERE 15 PP E KA A, LR RTTIREETHK ¢
I All clusteroperators are stable
8. BITU TR EREHPHIFTA pod :
I $ oc adm reboot-machine-config-pool mcp/worker mcp/master

&5 pod 2FE#T serviceAccountlssuer F£E&, FRIFTARSS 1K 7 N,
9. BT TS NIRE S EHIHE :

I $ oc adm wait-for-node-reboot nodes --all
HEARERE 15 P E KA A, UTFHERTIREETHK :

All nodes rebooted

_f%

S

N
u
=

T34, J¥ Cloud Credential Operator spec.credentialsMode Z#{%E #7/ Manual :

$ oc patch cloudcredential cluster \
--type=merge \
--patch '{"spec":{"credentialsMode":"Manual"}}'

I
N

T43, M OpenShift Container Platform % 17455 ##2EX CredentialsRequest %f 551

$ oc adm release extract \

--credentials-requests \

--included \

--to <path_to_directory_for_credentials_requests> \
--registry-config ~/.pull-secret

e BRI RERE L A X 881217,

B

12. IBfTLAT a4, M Azure FHRHAFRXE AZURE_INSTALL_RG & :

$ AZURE_INSTALL_RG="0c get infrastructure cluster -o jsonpath --template '{
.status.platformStatus.azure.resourceGroupName }"

13. 217U T4, £ ccoctl TENFFA CredentialsRequest X REIEZE S :

$ ccoctl azure create-managed-identities \
--name <azure_infra_name> \
--output-dir ./output_dir \
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--region <azure_region> \

--subscription-id <azure_subscription_id> \

--credentials-requests-dir <path_to_directory_for_credentials_requests> \
--issuer-url "${OIDC_ISSUER_URL}"\

--dnszone-resource-group-name <azure_dns_zone_resourcegroup_name> \ﬂ
--installation-resource-group-name "${AZURE_INSTALL_RG}"

‘) EE S S DNS X i BELH & R,

14. 27U T4, 77 Workload ID N.FH Azure pod &% Webhook B & :
I $ oc apply -f ./output_dir/manifests/azure-ad-pod-identity-webhook-config.yaml
15. BT TSN ccoctl TEAERMKR secret :
I $ find ./output_dir/manifests -iname "openshift‘yaml" -print0 | xargs -I {} -0 -t oc replace -f {}
XA RERZEILDH.
16. iIZITU T S EEERHPBAE pod :
I $ oc adm reboot-machine-config-pool mcp/worker mep/master

EJ3 pod & E#7 serviceAccountlssuer FE%, FRIFTARSSIK 7 A%,
7. BITUT RS ERERMEHILRE
I $ oc adm wait-for-node-reboot nodes --all
XNIIRATRERE 15 DHHE LA, UTFHMERTHTRETM
I All nodes rebooted
18. BT T R RECE R -
I $ oc adm wait-for-stable-cluster
XTI ATRERE 15 DHHE LA, UTFHHBERTHTREEM
I All clusteroperators are stable

19. \li% : 21T AR5 MR Azure root EIE secret :

I $ oc delete secret -n kube-system azure-credentials

=

jip ]
® Microsoft Entra Workload ID

o ME Azure EEFLUEREHIRIE
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B R2E SRS EEIEAE

1223 BWIERH RS EREHEIL

IR LLE T I A S £ Cloud Credential Operator (CCO) ERB M E M E R R R BN SN HM(E
AERZEEIL,

FRFH

B Cloud Credential Operator “X 2% (ccocth)EBE T OpenShift Container Platform & &%
SRELINAE BRI,

BZ % OpenShift CLI (oc) »

R LB A cluster-admin f{ R A F &9 &%,

TR &S, 9k CCO BRBRBE NUFHERIZIT :

e
$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

LU T HBiIA CCO LFihiR 1T -
it Bl
I Manual

TULT S, RIEEEHEE root ik :

ey
$ oc get secrets \
-n kube-system <secret_name>
H

# <secret_name> = =HE N root secret BT,

o Secret ¥
Amazon Web Services (AWS) aws-creds
Microsoft Azure azure-credentials
Google Cloud Platform (GCP) gcp-credentials

—NMEIRBINERE R ARTETE root secrets,
AWS B9 % H =61

I Error from server (NotFound): secrets "aws-creds" not found

BTG, WIEHAARSEA N HGPERERZERIE
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$ oc get authentication cluster \
-0 jsonpath \
--template='{ .spec.serviceAccountlssuer }'

Itk #p 45 T 7R EEE% Authentication X/ .spec.serviceAccountlssuer ZHMH, S=HNEX
BCHY URL B RSB EAMEH A SO BEMEENE R EIENFIER,

o Azure &8 BB TUTES, FIEHEMRTE secret SFHRAPIEER Azure IR ID -
$ oc get secrets \
-n openshift-image-registry installer-cloud-credentials \

-0 jsonpath="{.data}'

HIHPEE T azure_client_id #1 azure_federated _token_file FEX X RAMRE Azure /71
IDo

o Azure £&  BITUTMESERIE pod B9 Webhook @B IEFEIZT :

$ oc get pods \
-n openshift-cloud-credential-operator

=1
NAME READY STATUS RESTARTS AGE
cloud-credential-operator-59cf744f78-r8pbq 2/2 Running 2 71m
pod-identity-webhook-548f977b4c-859Iz 1/1 Running 1 70m

12.3. HL ¥R

® X 7F Cloud Credential Operator
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813 E BEERAEN

513 E ieE @R
£ OpenShift Container Platform Hr, HEIRANIAE LI RMATH R 2L Bk, BiRIZH—FBA,

RAEBEREFEE—HBER. BNBERT, #ARNENRAE OpenShift Container Platform Web 12l & 1 H)
Alerting Ul R EE, REE, EALIBLE OpenShift Container Platform, @A EEINEB RS,

13.1. @A ERNE RS

£ OpenShift Container Platform 4.16 /1, &£ Alerting Ul R EEMA ZiR, RIATRNEREE N LS
FMEMBARS, A LUF OpenShift Container Platform Bo@ MIFEHHR & X B AT R BIAEINES -

® PagerDuty
® Webhook
o FLFHi

® Slack

® Microsoft Teams

Wi RIS R BB RS, BT AR R & MR PIAAGE @R, BN, REBEIRFEILEX
F, BERERADAIKEMMAL, BR, REFEREESBENOERTEIWIEHE —DRE A RS
FEATIEBNIS B 5,

{#H watchdog ERKEERES TIFES

OpenShift Container Platform I ¥EThEE & & 4L L B9 watchdog Bk, Alertmanager EEMEEREN
BRI F 40X watchdog Bl A, MiREEFEE REE N EE LK E watchdog B BME
B, XFLEI T E B R IRE IR H] Alertmanager 138 KR AL 22 (8] BOET @15 7] L,

13.2. HhB5R
o Usimigih

o FEZEREWKS
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514 B R EMNERL O RN e
ERLERT, EAREEER OpenShift Container Platform 5 2E MiE BRI E R i T T E 1B EES,

MTFF R ERRE (RN RIRERY) RESEHMBERERE. RHLL, B0 R& registry FIRENTH
NA. SRR LATS (A EER PR B9 ] P £ B E AL £ OB ELEAR registry, SEFEREFIEI AT BN
L5 RBRBVILE

AE A T RIA RN R RO RN — R,

14.1. X F#{& REGISTRY

& A LB OpenShift Container Platform REIHRMGIR, LUKRBRGIUE registry BIGLL @EHT, M0
Red Hat Quay. JFrog Artifactory. Sonatype Nexus Repository 8 Harbor, SARETTE VM AR AR
registry, A LUMEF mirror registry for Red Hat OpenShift, & &3&1E OpenShift Container Platform 1T
] g — N NBUABF registry,

IR LUER S Docker v2-2 BI{E{AI A28 registry, 1 Red Hat Quay, mirror registry for Red Hat
OpenShift, Artifactory, Sonatype Nexus Repository, 8% Harbor, FoIBI&FRIE registry B4, #HKFMEH
B AL IE B I m A B R BB MNER registry 1R, BENER, BENESNSEEECE HMER
registry IO ERILN A,

BE
OpensShift & registry NEEME B IR registry, RNEARAFREIRENHEE, EHRGL
RHREEXNMEE,

INRIEFERIB SR registry N2 mirror registry for Red Hat OpenShift, NIEBEELEHESNEAISRET
LAViRE. 1R registry FTBiEViIH], RFE., BHRENRE WMITEABEHRELM) TERKN. Hit,

BB E A B A B THAR registry, iR registry E 715 OpenShift Container Platform 5%
BERYAE 2N E BT AR MEAE T AL,

f# A OpenShift Container Platform fRIBFTH R registry B, ALUBBLULTHAHER. MRENEN T
AR 15 [r] B EX R AR B EER registry, MARERIEHNEREHT R, EILEZEMZIEPHEERIZAR.
XA RIS FEREATEE B (mirror). TIREEXFHEMEMN, NI ZEEHFFERBIXGRSH, R
ERZENHEBTZNNTRAZRIMER, XALRWIS BT ERERT 15

X F BRI registry, HEEABRIHEERIIERIR, TUIEE Trying LR CRI-O BEHRBBEKRSR

B, BEGGIURNEMAE (ET R LMEMA crictl images 4) TRIFEGRGIEAT, BIEHE
= MEHRAL BN,

A=
s LIER B HXT OpenShift Container Platform i 88 =4 registry,

14.2. TR F
o BRI oc BR,
o —ANEFEEITHUER,

o LREMEER registry, XRBXIFFEE OpenShift Container Platform EEEHIAIER Docker v2-2 BY
BERER registry, HILLF registry 2 — :

o Red Hat Quav
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https://docs.docker.com/registry/spec/manifest-v2-2
https://docs.docker.com/registry/spec/manifest-v2-2/
https://www.redhat.com/en/technologies/cloud-computing/quay

14 F SR BO IR R R EY

B L

o JFrog Artifactory
o Sonatype Nexus 3%
o Harbor

INRIEA Red Hat Quay M, ESHHE XEBE Red Hat Quay A TS0 1E BISCHY, SK{EMR
Quay Operator,

o WIHERIRFHERE NHZER, B0, RedHat Quay BERE iy FREHZEIR,

o Ui EEMRIREXFr BRI A 2 Bilko

14.3. NERRESEERT

TEMR TR BE RO EIERT, B IUBR (mirror) S & Hl (mirror) S & il (mirror) 3 & HlI 5§ (mirror) registry, &
BRI, B8 AT AEERER

o JFERR registry UETRINEI EN LR A CA TR,

o GIEBEIEMEIR pull secret B .dockerconfigjson X, 1%X43H cloud.openshift.com 4
=

AR
1. BEERVFER BRI

a. JHER registry B9 CAIEF (RAF ¥ PEM 3 DER XA R) HINFIEE CAFIRF, Fl
-

I $ cp </path/to/cert.crt> /usr/share/pki/ca-trust-source/anchors/

Hrh, </path/to/cert.crt>
EEAMHRSERIEBRERZR,

b. BE#r CAS4E. B, 7E Linux # :

I $ update-ca-trust
c. MZF pull secret H12EYX .dockerconfigjson X {4 :
I $ oc extract secret/pull-secret -n openshift-config --confirm --to=.
=1
I .dockerconfigjson

d. %%% .dockerconfigjson X4 LURINIERIGER registry FIFRIIERILE, FREREFENFX
% :

{"auths":{"<local_registry>": {"auth": "<credentials>","email": "you@example.com"}}},"
<registry>:<port>/<namespace>/":{"auth":"<token>"}}}
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<local_registry>
18 registry %, MUREEEEK registry FARIRHRBNA EIRO,

HIRHIER R registry 18X base64 YT I A - & M BT,
<registry>:<port>/<namespace>

18 E iR registry 115,
<token>

HIRHIER R registry 8 XE base64 Rl H) username:password,
a0 -

$ {"auths":{"cloud.openshift.com":

{"auth":"b3BlbnNoaWZ0Y3UjhGOVZPTOIOMEFaUjdPUzRGTA==","email":"user@exa

mple.com"},

"quay.io™:

{"auth":"b3BlonNoaWZ0OLXJIbGVhc2UtZGOVZPTOIOMEFaUGSTd4VGVGVUjdPUzR

GTA==","email":"user@example.com"},

"registry.connect.redhat.com”

{"auth":"NTE3MTMwNDB8dWhjLTFEZIN3VHkxOSTd4VGVGVU1MdTpleUpoYkdjaUalil
==","email":"user@example.com"},

"registry.redhat.io™:

{"auth":"NTE3MTMwNDB8dWh|LTFEZIN3VH3BGSTd4VGVGVU1MdTpleUpoYkdjaU9

fZw==","email":"user@example.com"},

"registry.svc.ci.openshift.org™:

{"auth":"dXNIcjpyWjAWWVF|SEJiT2RKVW1pSmg4dW92dGp1SXRxQ3RGN1pwajJhN1

ZXeTRV"},"my-registry:5000/my-namespace/":

{"auth":"dXNlcm5hbWU6cGFzc3dvemQ="}}}

14.4. X BB HRFRHTHRIELIE(MIRROR)
IFHEESREE, TR LUSASREHEEPIRR R R G TEMEE.,

ff

L=

S

372

1. 5% Operator Lifecycle Manager(OLM)%544 :

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v{product-version}
<mirror_registry>:<port>/olm -a <reg_creds>

product-version
IEEE S OpenShift Container Platform kA N EFR%:, 40 4.8,
mirror_registry

B E AT 5% Operator REBIB T registry Mep & 2 H LR E A (FQDN), Heh
<namespace> 5& registry EH{E MG B L L (E,

reg_creds
B EEIENH .dockerconfigjson SXEFHINLE,
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a0 -

"ok

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os=".

. R EABLIIEIR AEHY Operator HIRAR :

$ oc adm catalog mirror <index_image> <mirror_registry>:<port>/<namespace> -a
<reg_creds>

Hep:

index_image
BEMEHRR B FRFREI 5k,

mirror_registry

IEEENT Operator REREIREIFIBEIE registry M epR (M FQDN, Hr <namespaces 2

registry L BEIINA 6p 22 [H],
reg_creds
Ak MIRFE, 187 registry EIEXXHHIAIE,

o -

()

$ oc adm catalog mirror registry.redhat.io/redhat/community-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os=".

. Bif%& OpenShift Container Platform BifgfFfiE %

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:v<product-version>-<architecture> --to=<local_registry>/<local_repository> --to-
release-image=<local_registry>/<local_repository>:v<product-version>-<architecture>

Hep:

product-version
TS ELEH OpenShift Container Platform hRA X N HIFRZ, 20 4.8.15-x86_64.
2R
NIEBIAR S5 ERIEEMIZREEY, 1N x86_64.,
local_registry
B EFIRENEEM registry 58,
local_repository
IEEE1E registry PAIRMZFMEZERTR, 40 ocpd/openshifid.,

a0 -

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:4.8.15-x86_64 --to=mirror.registry.com:443/ocp/release --to-release-
image=mirror.registry.com:443/ocp/release:4.8.15-x86_64

it Bl
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info: Mirroring 109 images to mirror.registry.com/ocp/release ...
mirror.registry.com:443/
ocp/release
manifests:
sha256:086224cadce475029065a0efc5244923f43fb9bb3bb47637e0aaf1f32b9cad47 ->
4.8.15-x86_64-thanos
sha256:0a214f12737cb1cfbec473cc301aa2c289d4837224c9603e99d1e90fc00328db ->
4.8.15-x86_64-kuryr-controller
sha256:0cf5fd36ac4b95f9de506623b902118a90ff17a07b663aad5d57c425ca44038¢ ->
4.8.15-x86_64-pod
sha256:0d1c356c26d6e5945a488ab2b050b75a8b838fc948a75c0fa13a9084974680cb ->
4.8.15-x86_64-kube-client-agent

sha256:66e37d2532607e6c91eedf23b9600b4db904ce68e92b43c43d5b417cabe8e63c
mirror.registry.com:443/ocp/release:4.5.41-multus-admission-controller
sha256:d36efdbf8d5b2cbc4dcdbd64297107d88a31ef6b0ec4a39695915¢c10db4973f1
mirror.registry.com:443/ocp/release:4.5.41-cluster-kube-scheduler-operator
sha256:bd1baa5c8239b23ecdf76819ddb63cd1cd6091119fecdbf1a0db1fb3760321a2
mirror.registry.com:443/ocp/release:4.5.41-aws-machine-controllers

info: Mirroring completed in 2.02s (0B/s)

Success

Update image: mirror.registry.com:443/ocp/release:4.5.41-x86_64
Mirror prefix: mirror.registry.com:443/ocp/release

4. BEZERGTMEM registry :

I $ oc image mirror <online_registry>/my/image:latest <mirror_registry>

B in{E 2
o MNFTEA KR Operator B XMELER, 1ES I /& Operator B,

e fNFAX oc adm catalog mirror (e THEZE R, 1HSH OpenShift CLI BEAGHSSE,

14.5. %% REGISTRY BB £ E¥

TERFRR OB FH R (mirron) BIEER registry |7, BAITHIERERE, LUE pod AT LLMER registry FHHIEX
iR

AV
o JHEER registry FIERINEI LB pull secret A,
o TEEBFHRIRMEER registry BRSS2RIET,
e | ImageContentSourcePolicy B E X FIR(ICSP), TR registry 5IR registry XX,

1. AR registry FUERMMEIERFLF pull-secret A :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ RELET pull secret XHRIERR,
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a0 -

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=.mirrorsecretconfigjson

2. 9 CAZZBIER registry BRSSERIUE B RIMNEIERF R T R -
a. NIBEEE& registry BIBRSS 231IE P BV AL B Bk 5

$ oc create configmap <config_map_name> --from-file=<mirror_address_host>..
<port>=$path/ca.crt -n openshift-config

o -

S oc create configmap registry-config --from-
file=mirror.registry.com..443=/root/certs/ca-chain.cert.pem -n openshift-config
b. {#FAECEM ST E H image.config.openshift.io/cluster B E X %R (CR). OpenShift
Container Platform $$xf 1t CR FIBE N FA ISR BFPEIFRE T/ R -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"<config_map_name>"}}}' --type=merge

a0 -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

3. BB—1NICSP, JHE% registry REIRIRAIANE R E E B EIER registry :

a. 1/ ImageContentSourcePolicy B E X ¥R :

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: mirror-ocp
spec:
repositoryDigestMirrors:
- mirrors:
- mirror.registry.com:443/ocp/release 0
source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:
- mirror.registry.com:443/ocp/release
source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

ﬂ B EER reqgistry FEHEER R TR,
9 IEE D EFHEBRABTIIEL registry MEEZE,

b. A ICSP X% :

I $ oc create -f registryrepomirror.yami
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ol

I imagecontentsourcepolicy.operator.openshift.io/mirror-ocp created

OpenShift Container Platform &¥§XT It CR BB N FA BN LB P RIFTE 17 R,
4. BIEE RN T BR registry BIEIE. CA I ICSP :

a. BREITR :
I $ oc debug node/<node_name>

b. ¥% /host X &} debug shell FRIIRB X :
I sh-4.44# chroot /host

c. MAERZIEH config.json XX{4 :
I sh-4.4# cat /var/lib/kubelet/config.json
=1

{"auths":{"brew.registry.redhat.io":{"xx=="},"brewregistry.stage.redhat.io":
{"auth™:"xxx=="},"mirror.registry.com:443":{"auth":"xx="}}} ﬂ

ﬂ WBIRTFIE TR registry MEIL,

d. #A certs.d BX
I sh-4.4# cd /etc/docker/certs.d/
e. FlH certs.d BRABIIES :
I sh-4.4# |s
=1
image-registry.openshift-image-registry.svc.cluster.local:5000

image-registry.openshift-image-registry.svc:5000
mirror.registry.com:443

ﬂ HIRER registry AL TFFIFRA,

f. Ko ICSP BB & registry FRI1E! registry.conf ST -

I sh-4.4# cat /etc/containers/registries.conf

it Bl

I unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
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location = "quay.io/openshift-release-dev/ocp-release”

mirror-by-digest-only = true

[[reqistry.mirror]]

location = "mirror.registry.com:443/ocp/release”

[[registry]]
prefix ="

location = "quay.io/openshift-release-dev/ocp-v4.0-art-dev"

mirror-by-digest-only = true

[[reqistry.mirror]]

location = "mirror.registry.com:443/ocp/release”

registry.mirror SEFRRIERIA registry BITE SRR registry,

g BHTTE,

I sh-4.44# exit

14.6. TR RIS T 4F

TERTFFERBF 5 LA B AT, IRIARERHRTIA

i
FERUTHSREREIRT

o MEMM pod IETEIZTT :

I $ oc get pods --all-namespaces

i
NAMESPACE
STATUS RESTARTS AGE

kube-system

1/1 Running 0 39m
kube-system

1/1 Running 0 39m
kube-system

1/1 Running 0 39m
openshift-apiserver-operator
1/1 Running 3 45m
openshift-apiserver
Running 0 29m
openshift-apiserver
Running 0 31m
openshift-apiserver
Running 0 33m

1217, 3R N AR ERIRTIAA TF,

NAME READY
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-0
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-1
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-2

openshift-apiserver-operator-79c7c646fd-5rvr5

apiserver-b944c4645-q6949 2/2
apiserver-b944c4645-shdxb 2/2
apiserver-b944c4645-x7rf2 2/2
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o IMEMBYT RILTF READY R :

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
ci-In-47Itxtb-f76d1-mrffg-master-0 Ready master 42m v1.29.4
ci-In-47Itxtb-f76d1-mrffg-master-1 Ready master 42m v1.29.4
ci-In-47Itxtb-f76d1-mrffg-master-2 Ready master 42m v1.29.4
ci-In-47Itxtb-f76d1-mrffg-worker-a-gsxoz Ready worker 35m v1.29.4
ci-In-47Itxtb-f76d1-mrffg-worker-b-50qdx Ready worker 35m v1.29.4
ci-In-47Itxtb-f76d1-mrffg-worker-c-rjikpqg Ready worker 34m v1.29.4

14.7. BT LB 5 ML 5
AR AT TR Bt O P BT B B LU B FE SRR RIS, (0 v LA TR B 5 LR B e,
EE

WERTF R T HERIEIER, Insights Operator &, A LLETIGZEA Insights
Operator B FRXANFE, EREATUREE.

14.8. Ik E &2 H INSIGHTS OPERATOR

MRS BT FF R BN E RS S BER L KRB MIERE, Insights Operator RF, ENEEEA Red Hat
Insights,

AT T 204 MEEZ B Insights Operator TR E .,
i =
1. 4#% .dockerconfigjson 324 LAfiHIER cloud.openshift.com 5:8, #I40 :

I "cloud.openshift.com":{"auth":"<hash>","email":"user@example.com"}

2. REEXXH,
3. {FAY%IER .dockerconfigjson S4BT 5 secret :

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=./.dockerconfigjson

4. BF Insights Operator N :
I $ oc get co insights
it =Bl

NAME  VERSION AVAILABLE PROGRESSING DEGRADED SINCE
insights 4.5.41 True False False 3d
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14.9. 1k & M 2%
MR ES TR S EER FH MTES registry RATENRE, EMIBREREH

ImageContentSourcePolicy(ICSP)X &R, MWIREA ICSP, X4ER registry WAIEBUE R A B EEMEIHE
registry,

pi% =
. BEEEDPHICSP MR :

I $ oc get imagecontentsourcepolicy

i th o Bl
NAME AGE
mirror-ocp 6d20h

ocp4-index-0 6d18h
qe45-index-0 6d15h

2. fHRRET FFERBFHT QIRBIFRA ICSP X &R :
I $ oc delete imagecontentsourcepolicy <icsp_name> <icsp_name> <icsp_name>
4N -
I $ oc delete imagecontentsourcepolicy mirror-ocp ocp4-index-0 ge45-index-0
i Bl

imagecontentsourcepolicy.operator.openshift.io "mirror-ocp" deleted
imagecontentsourcepolicy.operator.openshift.io "ocp4-index-0" deleted
imagecontentsourcepolicy.operator.openshift.io "qe45-index-0" deleted

3. EEME T RERIHROE READY RE, FIRIE registry.conf X2 E1EAIRLA registry,
TR registry :

a. BREITR :
I $ oc debug node/<node_name>

b. ¥% /host X &} debug shell FRIRB X :
I sh-4.4# chroot /host

c. t7 registry.conf ({4 :

I sh-4.4# cat /etc/containers/registries.conf
i Bl

I unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"] ﬂ
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Q IEHBREY. B ICSP G328 registry # registry.mirror 5B B #MHIkR.
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%515 & JJ A%AThEE

315 F FREREE

SHEENALUEREREMEANSEREDR,

A SHEENTEECRERRERASHIEE.

15.1. EEEEFTIRE
EREREIER, EALUFEA clusterversion FRIR SR EFINEE,

FRFM

e B%% OpenShift CLI (oc) .
AR
o EHFHEEIENRE, HZTUTHS :
I $ oc get clusterversion version -0 jsonpath='{.spec.capabilities}{"\n"}{.status.capabilities}{"\n"}'
=1

{"additionalEnabledCapabilities":["openshift-samples"],"baselineCapabilitySet":"None"}
{"enabledCapabilities":["openshift-samples"],"knownCapabilities":
['CSISnapshot”,"Console","Insights","Storage","baremetal”,"marketplace","openshift-
samples"]}

15.2. @i R EEEEESR S AR IhEE

ENEBREER, B LLET%E baselineCapabilitySet /5 FAIhEE,

FRFMH

e B%% OpensShift CLI (oc) .

b8 =
e & baselineCapabilitySet, iEiZ2{TUTH4S

$ oc patch clusterversion version --type merge -p '{"spec":{"capabilities":
{"baselineCapabilitySet":"vCurrent"}}}'

Q %I F baselineCapabilitySet, &= LLI#§7E vCurrent. v4.16 =% None,

T&d T baselineCapabilitySet fE.,

5 15.1. £ B¥3hE baselineCapabilitySet &k
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] b
vCurrent LIRE BRI ARA B ARFIIBERS, IEEX I,
v4.11 L FE )y OpenShift Container Platform 4.11 j& FHBRIATHBERT $8 E X

NI, BITIEE v4.11, AEE BRFRAR OpenShift
Container Platform F5| ABIZHEE, OpenShift Container
Platform 4.1 REEKIATHEER

baremetal. MachineAPl. marketplace #1 openshift-
samples.

v4.12 LIRE }y OpenShift Container Platform 4.12 J5 FAERIAThAEER #5
EIX ML, @ITIEE v4.12, T/5RABETARAM OpenShift
Container Platform 5| ABITHEE, OpenShift Container
Platform 4.12 HHIERIAThEE 2
baremetal Machine APl marketplace openshift-
samples,Console Insights Storage, #1 CSISnapshot.

v4.13 L FEH OpenShift Container Platform 4.13 jZ FABRIATHEER, 18
EIXMNEI, BITIETE v4.13, ARERBETRAR OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.13 FEYENIAINEER
baremetal Machine APl marketplace openshift-
samples,Console Insights Storage CSISnapshot, #l
NodeTuning.

v4.14 L FJy OpenShift Container Platform 4.14 5 FABRIAZhEERT 1B E
XANET, BAEE va.14, AEEREHFTHRARM OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.14 I ERIATHEER
baremetal Machine APl marketplace openshift-
samples,Console Insights Storage, CSISnapshot NodeT
uning ImageRegistry Build, 1 DeploymentConfig.

v4.15 L F )y OpenShift Container Platform 4.15 J5 FEIATHEERT 8 E
XANETL, BITIEE v4.15, A8 RRHTIRAR OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.15 FRHIEIATHRE R
baremetal Machine APl marketplace OperatorLifecycleM
anager,openshift-
samples,Console Insights Storage CSISnapshot NodeT
uning ImageRegistry Build CloudCredential, I
DeploymentConfig,

v4.16 L F )y OpenShift Container Platform 4.16 & FABRIAZhBERT 48 E
XML, @ITIEE v4.16, TR/5RABSETARAR OpenShift
Container Platform 5| ABITHEE, OpenShift Container
Platform 4.16 FREYBAIAZNEE R baremetal, MachineAP],
marketplace, OperatorLifecycleManager, openshift-
samples, Console, Insights, Storage, CSISnapshot,
NodeTuning, ImageRegistry, Build, CloudCredential,
DeploymentConfig, #1 CloudControllerManager.
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{H sk

None EEEMEAAK, EREEAMAPEE, HNERE BT FNH
EnabledCapabilities i 1711,

15.3. @id X E Efth /5 REVZhEE R /5 R ERAFThaE

EnEREIE R, B LLRTIZE additionalEnabledCapabilities /= FISEEEIhAE,

FRFH

e B%Z OpenShift CLI (oc) .

Y
1 BT TS EEMINE BT

$ oc get clusterversion version -o jsonpath="{.spec.capabilities.additionalEnabledCapabilities}
ll\n" )

=1
I ["openshift-samples”]
2. Ei% & additionalEnabledCapabilities, Ei21T A TH%
I $ oc patch clusterversion/version --type merge -p '{"spec":{"capabilities":
{"additionalEnabledCapabilities":["openshift-samples”, "marketplace"]}}}'
85F

TEZAEEPOLE/E AL, EEEMRA Operator (CVO) &AL HES/H AN
IhEE,

MREBEAAZERAEAIIEE, I CVO & E/REXM spec:

$ oc get clusterversion version -o jsonpath="{.status.conditions[?
(@.type=="ImplicitlyEnabledCapabilities")]}{"\n"}'

ol

{"lastTransitionTime":"2022-07-22T03:14:35Z2","message":"The following capabilities could not be
disabled: openshift-
samples"”,"reason":"CapabilitiesimplicitlyEnabled","status":"True","type":"ImplicitlyEnabledCapabilities"}
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HESRBAYIED, FLUEXERAEIE. MREANMNSHESE LZTHR, B
FERETFWRNEMIIEE, fli, EREASIRED, SEEHPZTHHREREHR IR

ZiE4E 7 marketplace ThEERI—ER 9. BIEREBFEIR X BAM/S A T marketplace I
B8, BHERWRIEREA.

15.4. bR
o ESEETHEE
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%5 16 = £ IBM Z =% IBM LINUXONE =i @ M ik &

2516 = 12 IBM Z % IBM LINUXONE B A fid B MT i &

L% OpenShift Container Platform f&, &R LAEER z/VM REER IBM Z° = IBM® LinuxONE EMEAHR
SREBEHANBIL G, FLEBU TR

o JITBEML (FCP) EM
e FCPLUN
e DASD
® geth
& a] LUE A Machine Config Operator (MCO) 10 udev #iNI KB B % &, Al FoRE X T,
AR S IR RER T z/VM RE, MRIMETE IBM Z° 5% IBM® LinuxONE Efitti 221 s &
FA RHEL KVM REEE, X ERME KVM BFIRE, £ KYM B PGPSR ELANE

&, B2, 1£z/VM# RHEL KVM &R, BENALUTHEREE Local Storage
Operator #1 Kubernetes NMState Operator,

i

Lt B iR
o HERECER®

16.1. f5F§ MACHINE CONFIG OPERATOR (MCO) Bt &M ini% &

AT FRBESS R T 2048 % B Machine Config Operator (MCO) £ IBM Z° 2 IBM® LinuxONE A48 Fr g
BN EBIThEE. A MCO BEXFR2FAMN, BERARTFITET RN ERE. MCO RAtF
control plane 7 R B RN AW E.

FeREH
o LIEAEEHNMAN B ERER,
o L HEMAAHE z/VM B HLER.
o IZXFEBLEMIM,
o ILEFAEEE cio_ignore 7R, AEAKRSHHKE,

o BEfERALLT YAML fl# MachineConfig X § 324 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerQ
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker0]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker0: "
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16.1.1. BEE Ye 4T @E N (FCP) EM
BUF 290 @5 300 udev FLNE(E B N_Port FRRFFETME (NPIV) BCE FCP ENLEER2RHIRA,

ff

L=

S

1. BRUAF udev #1| 441-zfcp-host-0.0.8000.rules =4 :

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.8000", DRIVER=="zfcp",
GOTO="cfg_zfcp_host_0.0.8000"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="zfcp", TEST=="[ccw/0.0.8000]"
GOTO="cfg_zfcp_host_0.0.8000"

GOTO="end_zfcp_host_0.0.8000"

L]

LABEL="cfg_zfcp_host_0.0.8000"
ATTR{[ccw/0.0.8000]online}="1"

LABEL="end_zfcp_host_0.0.8000"
2. BT T e, PN Base64 Fifid :
I $ base64 /path/to/file/

3. FLUF MCO RAIECEEEHIE YAML X :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-host-0.0.8000.rules 6

ﬂ EAENSEEXHHE LHNALE,

© CEL—H PR Base6d HBERE,
© udev HNIFENEE.

16.1.2. Egi& FCP LUN

AT 2 0al @5 00 udev #UNSREZE FCP LUN BRI, eI LURMNETEY FCP LUN, shBEfEAZEBRE
EEIEE"J LUN /IJ\\DDijJDE%’f:I:o
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£
e

1. LAF udev #I7Rf1I 41-zfcp-lun-0.0.8000:0x500507680d760026:0x00bc000000000000.rules:

ACTION=="add", SUBSYSTEMS=="ccw", KERNELS=="0.0.8000",
GOTO="start_zfcp_lun_0.0.8207"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="start_zfcp_lun_0.0.8000"

SUBSYSTEM=="fc_remote_ports", ATTR{port_name}=="0x500507680d760026",
GOTO="cfg_fc_0.0.8000_0x500507680d760026"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="cfg_fc_0.0.8000_0x500507680d760026"
ATTR{[ccw/0.0.8000]0x500507680d760026/unit_add}="0x00bc000000000000"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="end_zfcp_lun_0.0.8000"
2. BT T g, SFHNERH N Base64 Fifid :
I $ base64 /path/to/file/

3. LR MCO BB EEEHIE YAML X -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-lun-
0.0.8000:0x500507680d760026:0x00bc000000000000.rules 6

ﬂ EAENSEEXHHE LNALE,
Q 1RTE £ —F R E R Base64 FldFRF .
g udev AN FRFERTEEE.

16.1.3. Bic & DASD

LA 2 40fan@id 7800 udev ALNISRESE DASD 4 BB,
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it

1. LAF udev #101] 41-dasd-eckd-0.0.4444.rules =l :

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.4444", DRIVER=="dasd-eckd",

GOTO="cfg_dasd_eckd_0.0.4444"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="dasd-eckd", TEST=="
[ccw/0.0.4444]", GOTO="cfg_dasd_eckd_0.0.4444"

GOTO="end_dasd_eckd 0.0.4444"

LABEL="cfg_dasd_eckd 0.0.4444"
ATTR{[ccw/0.0.4444]online}="1"

LABEL="end_dasd eckd 0.0.4444"
2. IBfTUAT e, PN Base64 Fifid :
I $ base64 /path/to/file/

3. LR MCO BB EEE HIE YAML XX :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> g
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules 6

Q@ CENBREXHREIHRE,
© CEL—HREMM Base6d HBERE,
© udev HIIFFEMERE,

16.1.4. Bici& geth
PAF 2 el @5 300 udev FUNISRECE geth 1 & B9 B,

ff

L=

S

1. BXLLF udev #1111 41-qeth-0.0.1000.rules =4 :

388



%5 16 = £ IBM Z =% IBM LINUXONE =i @ M ik &

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="qeth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1001", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1002", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccwgroup", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="cfg_geth_0.0.1000"

GOTO="end_geth_0.0.1000"

LABEL="group_qgeth_0.0.1000"

TEST=="[ccwgroup/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1001]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1002]", GOTO="end_qgeth_0.0.1000"
ATTR({[drivers/ccwgroup:geth]group}="0.0.1000,0.0.1001,0.0.1002"
GOTO="end_qgeth_0.0.1000"

LABEL="cfg_qgeth_0.0.1000"
ATTR({[ccwgroup/0.0.1000]online}="1"

LABEL="end_qgeth_0.0.1000"

2. IR, SHER N Base64 Jwtd -

$ base64 /path/to/file/

3. LR MCO BB EEE HIE YAML XX -

-

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules 6

EAENSEEXHHE LHNAE,
1RTE £ —F R E R Base64 FldFRF .

udev AN FRFERTEEE.
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BESR
o REMEIE Local Storage Operator

o HIT RMLKECE

16.2. FhECEM I &

AT AR EYESS fE IR 7 A0 7E IBM Z© 2% IBM® LinuxONE IMERF IR EMINZ &, LEBEAEETRES
BEIREE, {EFRZ OpenShift Container Platform R4/, MREBE R IZT R, NHEEEFHHITXLES I,

SeRFMH
o LEFEEFNNASFMNEREH,
o IZEWMAHT R,

o TEz/VMIMER, &&FAMIINE z/VM B Hl.

1 BT, lid SSH R A ¢

I $ ssh <user>@<node_ip_address>

\

LR LLZIT AT 8B 81 A58 debug &1 -
I $ oc debug node/<node_name>

2. E{FHA chzdev S o Bix#E, ERANLTMS

$ sudo chzdev -e 0.0.8000
sudo chzdev -e 1000-1002
sude chzdev -e 4444
sudo chzdev -e 0.0.8000:0x500507680d760026:0x00bc000000000000

L fth BEIR
HE IBM® MBI AR FECE,

=X

\

16.3. ROCE W&

AEEFH RoCE (BEBMELIAR) WF, FHAET R LATARFERA Kubernetes NMState Operator g
BHEEO, g, R RoCE MKTE z/VM IAERMEIN, XEE RHEL KVM IfEF@IT,

16.4. 77 FCP LUN E B % %%

AT R AYE S R T AN{AI7E IBM Z© = IBM® LinuxONE IME R FESHERR B INE &, hEBAEETRER
B1REE, {EAR=Z OpenShift Container Platform R4/, MREEMILT R, NEEEFHPITIXLES T,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/storage/#persistent-storage-using-local-volume
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#k8s-nmstate-updating-node-network-config
https://www.ibm.com/docs/en/linux-on-systems?topic=linuxonibm/com.ibm.linux.z.ludd/ludd_c_perscfg.html

%5 16 = £ IBM Z =% IBM LINUXONE =i @ M ik &

BE

£ IBM Z® #1 IBM® LinuxONE f, EREEEREIRP HERBEERIEALHKE. W
EELEH, EBHTE IBM Z° & IBM® LinuxONE £ Z2(&/F 2/ VM BYLEEE 2245 RHCOS
F /A 5) OpenShift Container Platform bootstrap 13 #2",

FoRFMH

o LIEBAEERHNMAN BN ERER,

o MEEET SN LUNBE, BFFLRE—FE.
Pt =
ZITLAT e, lid SSHIERERIT R ¢

iz
I $ ssh <user>@<node_ip_address>

z

AR LU T LT8R N T RIE5) debug &1 -
I $ oc debug node/<node_name>
2. ZEEAZRRE, HETUTHRS:
I $ sudo /sbin/mpathconf --enable
3. E/E5) multipathd sF#HE8, HZTA RS ¢
I $ sudo multipath
4. mf . BEA fdisk LS BERIXE, HSTUTHS :

I $ sudo fdisk /dev/mapper/mpatha

o ERINXEREENH, HLITUTHS :
I $ sudo multipath -1
i Bl

mpatha (20017380030290197) dm-1 1BM,2810XIV

size=512G features='1 queue_if no_path' hwhandler='1 alua' wp=rw
-+- policy="service-time 0' prio=50 status=enabled

|- 1:0:0:6 sde 68:16 active ready running

|- 1:0:1:6 sdf 69:24 active ready running

|- 0:0:0:6 sdg 8:80 active ready running

- 0:0:1:6 sdh 66:48 active ready running

BESR
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o LZLHMBLE Local Storage Operator

o FHTTRMLECE
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/storage/#persistent-storage-using-local-volume
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#k8s-nmstate-updating-node-network-config

%5 17 = VMWARE VSPHERE F£#NZ M X ENXHEE

217 & VMWARE VSPHERE EEEMZ /N X B XIS B

EREIEG, BAILLIATE VMware vSphere 525 EiZ4THY OpenShift Container Platform &8 EE % N X
XIS, ECE AR T BB PR S M LS AR TR XS, AT S BUER B R

IR B T AZAHNSH, UTIIRBEHEP LS
e computeCluster
e datacenter
e datastore
® networks

o resourcePool

7 OpenShift Container Platform 58 E L 7 M RIFFX G, Ea L0 T TR 75— bE
1,

BF

INR B TNSFIER OpenShift Container Platform &1 E T muiT B RIS ES, B/
FITET RE LN ENZGRE, WIS LIRIESESNHAIN BITET &,
FHAE RIS FEERITTET &,

=N R topology.kubernetes.io/zone #1 topology.kubernetes.io/region #7270
BINMBEFRE FERTTE T =

MTBELHER, BEHHORITENSSE,

17.1. 7£ VSPHERE L h&EE#IEEZ M XX 15

& LABCE infrastructure.config.openshift.io BZiE B5IR, 1E VMware vSphere L4l EiZ1TH
OpenShift Container Platform $£&£15E % X 5 #1 X 5,

=IEHI 2R E R 25 vSphere Container Storage Interface (CSI) Operator JRENi2 FHITRINEANINEEEES
XHEE OpenShift Container Platform &8 # vSphere tH#MIE R, WHIMERERET
infrastructure.config.openshift.io EZi& 7R H,

ENEEEERSFIX ISR, BRIBRAEHEROIMITERFHRIENT, UMESHNFER AT R
HI0FRZ, a0, R datacenter-1 {43 region-a, compute-cluster-1 {3 zone-1, NN ERT
{5 region-a B9 openshift-region B %1557 N% datacenter-1, 74, =N EFET zone-1 B9
openshift-zone B X% 11Z] compute-cluster-1,

-
X8 =B
% B LS E A vMotion THBER control plane 7 sUiE R BIBAFSES, foH X L7 s A I B b e 15

o 4 B, THRESNIXLET =700 topology.kubernetes.io/zone #l
&5 N topology.kubernetes.io/region 7%,

SeRFMH

e {&1E vCenter fR55%: L0327 openshift-region #1 openshift-zone 7% 2 5,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#creating-a-compute-machine-set-on-vsphere
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o EHLBREMNEEFROLMITERFNTEARBREERKIFHZMRITRE, HPEH,

o Tk : MRBARERFENT APl Ingress #45 IP #thtt, EATBRAAERBAREZ—
WA 2 ZM%, WEB TR APIF Ingress UL IP (VIP) it AT S8 H,

B

IMREEART RICIB T RADEERMAZER OMITENSRUIRE, WaHNET
%54 topology.kubernetes.io/zone #[ topology.kubernetes.io/region F5% 7N INET7
=, XERERS T ENRERBEET =,

it

1L BT TH4%, JiEEEEM infrastructure.config.openshift.io B E X FIRE X (CRD), LIEE
YRR failureDomains 849 A% N R IFI X -

I $ oc edit infrastructures.config.openshift.io cluster

$%H cluster BYSEMIRY infrastructure.config.openshift.io CRD =, HE&HEX T4
X I FN X g

spec:
cloudConfig:
key: config
name: cloud-provider-config
platformSpec:
type: vSphere
vsphere:
vcenters:
- datacenters:
- <region_a_datacenter>
- <region_b_datacenter>
port: 443
server: <your_vcenter_server>
failureDomains:
- name: <failure_domain_1>
region: <region_a>
zone: <zone_a>
server: <your_vcenter_server>
topology:
datacenter: <region_a_dc>
computeCluster: "</region_a_dc/host/zone_a_cluster>"
resourcePool: "</region_a_dc/host/zone_a_cluster/Resources/resource_pool>"
datastore: "</region_a_dc/datastore/datastore_a>"
networks:
- port-group
- name: <failure_domain_ 2>
region: <region_a>
zone: <zone_b>
server: <your_vcenter_server>
topology:
computeCluster: </region_a_dc/host/zone_b_cluster>
datacenter: <region_a_dc>
datastore: </region_a_dc/datastore/datastore_a>
networks:
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- port-group
- name: <failure_domain_3>
region: <region_b>
zone: <zone_a>
server: <your_vcenter_server>
topology:
computeCluster: </region_b_dc/host/zone_a_cluster>
datacenter: <region_b_dc>
datastore: </region_b_dc/datastore/datastore_b>
networks:
- port-group
nodeNetworking:
external: {}
internal: {}

BF

BB FE FF7E VMware vSphere 528889 CRD R E X ig, R EEMIFRbE
B, B EHITEMRERTBER RN control plane Hl25H9 7] MR,

2. REFHIRXMHLUY AEN,

HiBR
o SESEHRENZR CRD WSH

17.2. WEHEERZ N 2 ZM%
RS EHRE HERS NS 2 ZRARE, LUET AR R T LSS R,

FoRFEH
o MENIBFIERE T WA ERE, UEREHAHTLHEESE,

ik =
o NMAFALREREFEFRWEMIPILEER, EUIHRRFTA control plane 77 mEAZE—MERAM
B2 ZM%, H4, MIERN Ingress pod HEREBENITE T At Z—MERAMNE 2 ZMLEK,
o MRFBEETRABHLSANE 2 ZMLE, EalLIOIEREE Ingress pod BIEAZRI 7T &=,

o MREHEBEHNG 2 ZMAAE S TIEME, EAILIE vSphere LOIRITENSRE, RiE
FHXETERERBEIBIRG 2 ZM%,

o MNREMIZTEMEMEI L REER (EUNEFEFHEMIEN) , EZHRU TS ELUGHRE
HNEE:

o FCiE API MEIIEBRFMLE, LUE M EI9EERATLLUI ] control plane 7 s £ API Al
Machine Config Server,

o [E& Ingress MEIIEARFIMLE, LUE M E39% 28 o] LADT AT Bk BSR4 s £/ Ingress
pod,

HAth B
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17.3. £E3E HPEZRM CRD B95#

o MZEEER

o A MR OBREMIRMHERE

o QEITENGRE

IR TIEERESE BRI EMZEEM, infrastructure. config.openshiftio. BE X HIRE X (CRD) R hiEES
BOXEE, LLE X FE VMware vSphere 2245 321789 OpenShift Container Platform &£ 89% /X i #1 X

TRFIE T - OpenShift Container Platform &8 E X Z MK S KIS HESE :

b

=

£ 4

vcenters

datacenters

port

server

failureDomains

name

region

zone

topology

datacenter

computeCluster

resourcePool

datastore

networks

Hith

396

wiR
® 1 vSphere L N&EEH

sk

OpenShift Container Platform S£8##) vCenter fR5528. MR BENEEFE

E— vCenter,

5 OpenShift Container Platform 522 % EXH) vCenter #IEH D,

vCenter fRZ5 2589 TCP 1% M.,

vCenter fRF52HIT LR EE & (FQDN),

RIS R,

ER PR IR R,

S ELLA RS RN openshift-region FRZHI(E,

A B4R SIS B3R M8 openshift-zone TR HI(E,

S P& <FLH vCenter reources,

SR KB EIRE D

B KRR T EA 2R T

S hbE i R E TR B ST

SHEE R KB B IEF ER TR

Eﬁ *o

Eﬁ *o

Eﬁ *o

SRR OAHS IR, REEE L —1 portgroup.

EEZ T

X1 A X 35


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#installation-network-connectivity-user-infra_installing-vsphere-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#creating-infrastructure-machinesets-production
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#machineset-creating_creating-machineset-vsphere

%18 = eI AR NUTANIX & ch 7 nispsi=

2518 = [EIA B NUTANIX EEf RN b 15
HINERT, RERF2 control plane FlTTENZRREE H 4 Nutanix Prism Element (58%) 1, E3E
OpenShift Container Platform 58¥f5, &7 LA FAEPEISAE B E IR INEIA B Prism Element SEf5I 3k 1R
= HREEThEE,
HE AR A Prism Element 5261, & :
o TILEREHA control plane FiT EHL2%.

o TN AZINAEM control plane AT &85,

18.1. tAfEIH E K
Eit R EE SRS, EEEUTER

® P& Nutanix Prism Element SZ5 &R /i R — Prism Central SEHI BB, AXFHZ A Prism
Central SL5IZH R BUER S,

e ZHpX Prism Element SEEFRINLER M AL F R —LAKMIRIZE AR, LUESFESEEWEEBIE.
e &/ Prism Element F&EEE—FM, FHE{E OpenShift Container Platform SE&f R BIERfE
9, EEGXEFRN, eilpZHEZHERM IP kg2 (CIDR), FENEE OpenShift
Container Platform SE2$ AR E I IP Hbtit,
18.2. 7£ INFRASTRUCTURE CR F R IN#FE
BT LLRIHESE Infrastructure BE X TR (CR) (infrastructures.config.openshift.io), XN
FIA Nutanix &%,
N

BB B =R UBRE TR,

AR

1. IBfTLU T 804 3K %65 Infrastructure CR :

I $ oc edit infrastructures.config.openshift.io cluster

2. BEEMPEL,
i Nutanix B REEH CR <

spec:
cloudConfig:
key: config
name: cloud-provider-config
#...
platformSpec:
nutanix:
failureDomains:
- cluster:
type: UUID
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uuid: <uuid>
name: <failure_domain_name>
subnets:
- type: UUID
uuid: <network_uuid>
- cluster:
type: UUID
uuid: <uuid>
name: <failure_domain_name>
subnets:
- type: UUID
uuid: <network_uuid>
- cluster:
type: UUID
uuid: <uuid>
name: <failure_domain_name>
subnets:
- type: UUID
uuid: <network_uuid>
#..

Hep:

<uuid>
187 Prism Element 8938 FAME—FRIRRF (UUID),
<failure_domain_name>

EEMIERM— T, BTN KETRERL 64 MF/R, TUESENEFE, BFEMNEL%
(-)o FMATEREHHE-—IPHIRE—T.

<network_uuid>

187 Prism Element FRIX&RH UUID, FRIA IP it FIZE (CIDR) M & & OpenShift
Container Platform SE&HE FARIE I IP Hitlt, 7£ OpenShift Container Platform &8/, R
SRS EES, (Prism Element) — N F M.

3. RECRLUNAEN,

18.3. £ #XfE15[A] 28 CONTROL PLANE
& e LLR I TR control plane #2885 B E X HR (CR) £ Nutanix #f&15 2 (8] 4 4 control plane,

SERFEH
o MBETEEREM Infrastructure BE LR (CR) FBCE T BREE,

e control plane HlZ&5E B E L IR (CR) 4F active R,
BXRKHE control plane HlEBREBE L HRRENELER, 1HSH"RINFTR",

it =3
1. 1517 S E YRR control plane #1234 CR :

T
I $ oc edit controlplanemachineset.machine.openshift.io cluster -n openshift-machine-api
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2. @it 70 spec.template.machines_vibetal_machine_openshift_io.failureDomains /77,
¥ control plane Hl23 5B & ) {F A HBE 1,

{5/ Nutanix #EE5M control plane HLESE R

apiVersion: machine.openshift.io/v1
kind: ControlPlaneMachineSet
metadata:
creationTimestamp: null
labels:
machine.openshift.io/cluster-api-cluster: <cluster_name>
name: cluster
namespace: openshift-machine-api
spec:
#...
template:
machineType: machines_vibetal_machine_openshift_io
machines_vibetal_machine_openshift_io:
failureDomains:
platform: Nutanix
nutanix:
- name: <failure_domain_name_1>
- name: <failure_domain_name_2>
- name: <failure_domain_name_3>
#...

3. RIFEMED,

ZINBER T, control plane Hl2sE 2 BN B REHEE] control plane B2iE., MNREEWEE HFER
OnDelete TS, MNIFSHEH: control plane, MIEFZER, ESH"MMEKR",

HbFiR
e O control plane Hl28 X E B E L FRERKS

o EHi control plane #1.25

18.4. L HRPEE Al 2R it BAlL2R

A LUFE B LR AR 2 —7E Nutanix #FEIEE 9 4 T &S -
o B GHIARITENZRE, EHLUE Nutanix tXFESE] 9 % 11 EWER, FhR/DECEREH.
o HBMIATTEN RS ATRERMBATZ, BrRiEYEREMER.,

18.4.1. T BEAL 2 SR LUK e SRS 15

ZFEAIBITENREE Nutanix SIS Z A9 & iTEHE, EUUERENEEEHITENSGE, A5
FERY RERBHRINFHITENSE.

SeREH
o MBETEEEM Infrastructure BE L HIR (CR) FRECE T #FEE,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#cpmso-feat-replace_cpmso-managing-machines

OpenShift Container Platform 4.16 X G E
TR
L 2T aS, UEFEEM Infrastructure CR,

I $ oc describe infrastructures.config.openshift.io cluster

2. XFEANHNEEE (platformSpec.nutanix.failureDomains), 15 =EEEHI UUID, &FRF0F RN
R UUID, X EE(EFE B PESRME T ENERE R,

3. BT T B R RITEHERE

I $ oc get machinesets -n openshift-machine-api

i~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
<machine_set name_1> 1 1 1 1 55m
<machine_set name 2> 1 1 1 1 55m

4. BITUTRGRFEHE-—NTENSE -
I $ oc edit machineset <machine_set_name_1> -n openshift-machine-api

5. BT TRARINE spec.template.spec.providerSpec.value /N7, FitEH RN ERE
FfE B — N EpEL

fa{® 7 cluster he subnets FE& I8 EMIEH S EEEM Infrastructure CR AHY
failureDomains /)\ 77 P EZ & Y {E PTEL,

{5 Nutanix #EEER T B 2R E =B

apiVersion: machine.openshift.io/v1
kind: MachineSet
metadata:
creationTimestamp: null
labels:
machine.openshift.io/cluster-api-cluster: <cluster_name>
name: <machine_set name_ 1>
namespace: openshift-machine-api
spec:
replicas: 2
#...
template:
spec:
#...
providerSpec:
value:
apiVersion: machine.openshift.io/v1
failureDomain:
name: <failure_domain_name_1>
cluster:
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type: uuid
uuid: <prism_element_uuid_1>
subnets:
- type: uuid
uuid: <prism_element_network_uuid_1>
#...

6. = spec.replicas B, EAEY BT BNBNTEEECRNAER,
7. REFHEMEN.
8. IZfTUUT&T, JHHBAEFHNITENRESTIENNES

$ oc get -n openshift-machine-api machines \
-I machine.openshift.io/cluster-api-machineset=<machine_set_name_1>

i th o Bl

NAME PHASE TYPE REGION ZONE AGE
<machine_name_original_1> Running AHV Unnamed Development-STS 4h
<machine_name_original_2> Running AHV Unnamed Development-STS 4h

9. X THEHNITENREETENEENER, FoTUTHRKE delete JF#7 :
$ oc annotate machine/<machine_name_original_1>\

-n openshift-machine-api \
machine.openshift.io/delete-machine="true"

10. EHAHEECRERNG, HoiTU TR BENZLE PR

$ oc scale --replicas=<twice_the_number_of_replicas> \ﬂ
machineset <machine_set_name_1>\
-n openshift-machine-api

ﬂ fgn, MBRITENRXEPHRBEIAE 2, HREIET RE 4,

N BT TS, JIHBEEHRNITESEEENES

$ oc get -n openshift-machine-api machines -| machine.openshift.io/cluster-api-machineset=
<machine_set_name_1>

LA T Running R, &R LUIT B E N IRIARIA L,
12. ZMPRERIBERELZINES, HZTUTRSRITENSLENRBEIA :

$ oc scale --replicas=<original_number_of_replicas> \ﬂ
machineset <machine_set_name_1>\
-n openshift-machine-api

ﬂ plgn, MRITENRXERNRBRIAED 2, HREIAT RE 2
13. IRIBHREE, UEUERWLIRELS| AR A TFEBERNLN I,
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HiBR
o BUITENGRE

18.4.2. BT BA S R UL SRR 15

ZR BT BHERERKEE Nutanix SRBID 41T EES, BALUERENRECRFNITEINGSE, F
FetZasEs), AEMRIBITENSRE,

SeREH
o MBETELEEM Infrastructure BE LR (CR) FRECE T BFEE,

e
1. 2T TS, UEBEBEED Infrastructure CR,

I $ oc describe infrastructures.config.openshift.io cluster

2. XFEANREEE (platformSpec.nutanix.failureDomains), 15 =EE£89 UUID, & FRF0F RN
R UUID, X EEEF B ESRMEIT ENERE .

3. BT T R HRITENEREE

I $ oc get machinesets -n openshift-machine-api

i~ Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
<original_machine_set_name_1> 1 1 1 1 55m
<original_machine_set_name_2> 1 1 1 1 55m

4. HEBNAITTENBRENLTT,
5. FRUTAEZ—QE—TEESHITEIRILE B E LHIR (CR) B YAML XX/
ZATUU TS, RIATTEISREER GBI X4

ey
$ oc get machineset <original_machine_set_name_1>\
-n openshift-machine-api -0 yaml > <new_machine_set_name_1>.yaml|

& LU A B SO G B R R L YAML X

o [FRMMNELEXAREIRIIESL N <new_machine_set_name_1>.yaml 922 YAML X
%, HaEmENREmENE.
MRERBENFEFTEXBINME, EoILLBTIET
B :

UTFaakEaFIEITENSGECR

u

$ oc get machineset <original_machine_set_name_1>\
-n openshift-machine-api -o yaml

ol
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#modifying-machineset

%18 = eI AR NUTANIX & ch 7 nispsi=

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 0
name: <infrastructure_id>-<role>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6

SERF AL SR 1D,

®9

BRI RS

SFEERFBANEMIEMLNERE, 1TEVSREREER worker =X
infra & & 0I2Y25.

g THE22% & CR B <providerSpec> B HHEREHEEFELSM, HX CR A
<providerSpec> SHMELER, 1ESHEMENEITTENZNE CR EBERA,

6. BT EHRFFLUTHARIME <new_machine_set_name_1>.yaml X
spec.template.spec.providerSpec.value /N7, GBI ENSREEE N FERE— N EE
iﬁo

1R~ cluster he subnets FE& I8 EMIE S EEEM Infrastructure CR AHY
failureDomains /)\ 7 P EZ & Y {E PTEL,

{5 Nutanix #EE T BN ERHI

apiVersion: machine.openshift.io/v1
kind: MachineSet
metadata:

creationTimestamp: null

labels:
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machine.openshift.io/cluster-api-cluster: <cluster_name>
name: <new_machine_set name_ 1>
namespace: openshift-machine-api
spec:
replicas: 2
#...
template:
spec:
#...
providerSpec:
value:
apiVersion: machine.openshift.io/v1
failureDomain:
name: <failure_domain_name_1>
cluster:
type: uuid
uuid: <prism_element_uuid_1>
subnets:
- type: uuid
uuid: <prism_element_network_uuid_1>
#...

7. REENEN,
8. IBITUA T e HRARITEMN R XE CR :
I $ oc create -f <new_machine_set_name_1>.yaml

9. RIBFE, HELOIBITENBELUSIATRATRENTN RIS,
10. B HENITENSEDTUT SRS H BT ENSEEENNES

$ oc get -n openshift-machine-api machines -| machine.openshift.io/cluster-api-machineset=
<new_machine_set_name 1>

it
NAME PHASE TYPE REGION ZONE AGE
<machine from_new 1> Provisioned AHV Unnamed Development-STS 25s
<machine from_new 2> Provisioning AHV Unnamed Development-STS 25s

L4 T Running [ R, &R LUHBRT @ 2RISR ERN BT ESEE.

N. HIEHFEIAFILERLTF Running FHERES, @it WEDHERZITU T a5 RMERIBTTEN SRS
I $ oc delete machineset <original_machine_set_name_1> -n openshift-machine-api

o ERILRARMMEENITENZESHRMER, HZTUTHRRNHERFPHITENSGSE

I $ oc get machinesets -n openshift-machine-api
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ol

NAME

<new_machine_set name 1> 1
<new_machine_set name 2> 1

o ERILRXATMEENITENRZ

%18 = eI AR NUTANIX & ch 7 nispsi=

DESIRED CURRENT READY AVAILABLE AGE

1 1 1
1 1 1

4m12s
4m12s

BEMR, HZTU TS EERFHNES -

I $ oc get -n openshift-machine-api machines

JHI B 42 rh B o

NAME
<machine_from_new_ 1>
<machine_from_new 2>
<machine_from_original_1>
<machine_from_original_2>

T B 52 B I B i o

NAME
<machine_from_new_ 1>
<machine_from_new 2>

o EWILHHIITENSREL/EMYEZ

EEEHE

PHASE

PHASE

TYPE REGION ZONE AGE
Running AHV ~ Unnamed Development-STS 5m41s
Running AHV ~ Unnamed Development-STS 5m41s
Deleting AHV  Unnamed Development-STS 4h
Deleting AHV  Unnamed Development-STS 4h
TYPE REGION ZONE AGE
Running AHV ~ Unnamed Development-STS 6m30s
Running AHV  Unnamed Development-STS 6m30s
BEAEBNEE, HSTUTHNNE CRPHBEXFE

I $ oc describe machine <machine_from_new_1> -n openshift-machine-api

iR
e 7 Nutanix LOIEiTEN2F5E
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55 19 = AWS LOCAL ZONE 5 WAVELENGTH ZONE {£55

1£ Amazon Web Services (AWS) £ %% OpenShift Container Platform &, &L —S$ECE AWS
Local Zones 8k Wavelength Zones i1 1T &ith,

19.1. S ELEY B H{#FEH AWS LOCAL ZONES = WAVELENGTH X 13

ENRERESS, ERILIE Amazon Web Services (AWS) LI BIIAE OpenShift Container Platform £
Bf, LUEFA AWS Local Zones =k Wavelength X 13,

1577 =Y B2 Local Zones 3% Wavelength Kisiii B &IEU TS -

o A% cluster-network S AfEHiI B TT (MTU),

1E Local Zones 2% Wavelength Zones “HA14% AWS Local Zones =% Wavelength X3,

EIAE VPC AR Xk Wavelength RigifiL & il & — P F M,

BF

£ AWS EB9EIAE OpenShift Container Platform 5£2#H & 7118 F Local Zones
=k Wavelength Xigtgl, 1§ EMARN VPC 2E S o] RIS K 715 8] B B
(CIDR) Bk, fAIEEFMFTEZIXLELR,

BIBNBREFH, ABTEED Local Zone X Wavelength Zone S i& Il — N1 =,

R A M X I : FHUER ec2:ModifyAvailabilityZoneGroup 5 101%| Identity and Access
Management (IAM) AP si4H, LUER LB IMLE R, Fla0 :

AWS Local Zones ZEHIZIS IAM SREE <51

{
"Version": "2012-10-17",

"Statement": |

{

"Action": [
"ec2:ModifyAvailabilityZoneGroup"

1,
"Effect": "Allow",
"Resource": "*"

!

]
1

o (PR Wavelength Xi5 : 1R
ec2:ModifyAvailabilityZoneGroup ec2:CreateCarrierGateway, 11 ec2:DeleteCarrierGateway
NINZE! Identity and Access Management (IAM) AP skA R, LUEDTLIGIBFATRRML TR,
m -

AWS Wavelength Zones EEZHE4 IAM $RB&RHI

{
"Version": "2012-10-17",

"Statement”: |
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{
"Effect": "Allow",

"Action": [
"ec2:DeleteCarrierGateway",
"ec2:CreateCarrierGateway"

], ", nwxn

"Resource":

}
{
"Action": [
"ec2:ModifyAvailabilityZoneGroup"

I
"Effect": "Allow",

"Resource": "*"

}

Hith 5w

o INFTEH X AWS Local Zones, THRFHEFIRBTMRSHWEZER, 1HSH AWS SXTRHFH] AWS
Local Zones &g,

o BXAWS AXig, ZHRFHELHIREMRSHELZER, FSH AWS TR AWS
Wavelength ZhgE,

19.1.1. X F A% E s
HNEEITE T 2T AWS Local Zones 5 Wavelength R Igif7 & 2178075 SITE T &,
TEERE# M Local Zones X Wavelength RISiHISEEERS, HZELUT S :

o AHMXiFEk Wavelength K1 H) Amazon EC2 SE45 Lk o] Fi X A EY Amazon EC2 SEFIB R A 5B

Hlo
® 7E AWS Local Zones 5% Wavelength Rig#Ix4 - iz iTHIN AR EIIEREUE, B0, 7E

Local Zones =k Wavelength RIgfIFT AR Z FERE T AOME, NN —LITEREBEFEEERS
M,

5
B, Local Zones 5 Wavelength Zones FI#J Amazon EC2 S£f5#1 Region 1Y Amazon
EC2 Ll MR KM It (MTU) 51300, W FFFEH, SEML MTU BFUERNT
EC2MTU, EARFEEMLIEERE. Hl80 : OVN-Kubernetes BIFFE4 N 100 277,
P25 454 T LUR LA BOTHAE, 0 IPsec, EATHEARM MTU K/,
B USRI TR TRELEXEN X EENER -

o HS[H AWS XHSH R Local Zones U TVERIE,

o HESH AWS XHEHEY AWS Wavelength B9 TR,
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OpenShift Container Platform 4.12 B| A 7 — NI & edge, BFEZRERBFER, N&iITEDEE
£ AWS Local Zones 5 Wavelength RKigifiii& 2 AR % .. HF Local Zones 5% Wavelength Zones HFiR
BJ EC2 #1 EBS FHTRAIE BRI AN RS, FRINBILFIR BI85 R ST Bt AR R,

Local Zones 8k Wavelength KiiiI BRI Elastic Block Store (EBS) 2 gp2, ©5IENZitERT

B, RIFXIH LML G, DEITERPEBNARMXIESK Wavelength Kigif# FRYSLEIRBIRTRES HAth
HEBRE,

NG ERAIEIRIING, #IFA A A RSN AZEFEBZE Rl AWS Local Zones 5k Wavelength X187 1
E. FIREEE -

o node-role.kubernetes.io/edge="

e {YBR Local Zones : machine.openshift.io/zone-type=local-zone

e {YBR Wavelength Zones: machine.openshift.io/zone-type=wavelength-zone
e machine.openshift.io/zone-group=$ZONE_GROUP_NAME

RINERT, 5T BN EE L NoSchedule 155, LARG L E A TE 1% 8(E Local Zones =X
Wavelength Zones 5265, RBERFTE pod MA&HRE LERN, BAFeEziTRF TEME,

19.2. BN M LS MTU LI A X5k WAVELENGTH X 13

EOREEERRNERMEMR AL AT (MTUYE, LUEEEEMZFI T Local Zones 5%
Wavelength XigF M,

19.2.1. X F&E&E MTU

HEREEFHMLNREAEHAT(MTUHFE, SRBERFHT SREIEMAEEDON MTU BERNE, 58
ETBEREZRNEE MTU,

EHRAFERNLUTREBEREFMLE MTU :

o SRLEIBPRNEI MTU FIEH,

o SREMBRMIERERREN MTU, IRMBEERE MTU BT mRIRGREMRE
RA OVN-Kubernetes SEEF L%l ST FF A MTU fH,

19.2.1.1. RSB EEE I
WIR K EBEE T MTU B, LU TFMRATBE S NARSS AT At -
o ENETWARYERFTEERBTIBIFMN MTU, EHiTfREm, —%Y SESEENFRAH,

o HMERKMHFENAREHERIRIEI AR, @iddox TCP @ R RERE MTU Bt
72 FR IS B T,

19.2.1.2. MTU {H %R
EAR MTU SRR, FEEZENNMEXEARRB MTU EH,
e Hardware MTU : Iit MTU ERBEMLEEMBELHNEKNE,
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e Cluster network MTU : Itk MTU {EIAZ/NTFIEBREMH MTU, UZBEEBRMSEESTHE, B4
FBHERmMIMSIEERTE, ¥ F OVN-Kubernetes, FF&45 100 277,

MRENKFNTENT RFJFETRAXMTUAE, NBFAMERFFRERT RERRE MTU EHHERN
BIEGRFEE, B, NREFEPMELT R MTU 9001, ML KA MTU 1500, TI@A%0
FFIE(EIE DY 1400,

BE
NT BRI REEEZM MTU E, 1EER ip -d link (e S EIEMAEOESHRK
MTU {& (maxmtu),

19.2.1.3. IS E MM T

TRMERLRRIAT TR, B NRIFFHRA LENS R, URENNTEPERIRENITIE
1%,

= 19.1. 58 MTU MSERSER

AP XiENTE OpenShift Container Platform ;&5
1E Cluster Network Operator ERE % BLATE : Cluster Network Operator(CNO) : I\ BN FERER
WENEMHIIE,

e spec.migration.mtu.machine.to
o MREHH MTU BAHRE, N

e spec.migration.mtu.network.from mtu.machine.to LR E HHFTEH MTU
o YRR MTU, XMERIEREY, %A
e spec.migration.mtu.network.to VEER T2 —E% . MBEIEET 5UA

B MTU ERERES MTU, ERIIFL
& MTU BBENEFA, WNEEE. DHCP %X
B Linux I S1T.

e mtu.network.from FEBWIEF
network.status.clusterNetworkMTU =
%, XEEREMAEAINYEI MTU,

e mtu.network.to FEEWININE N BirseE
M4 MTU, BATUNFRESE MTU, DRH
MR NEETFE. X7 F OVN-
Kubernetes, 457 100 =77,

MERRHMEEM, CNO SE/R—DEMIEATELE,
CHEREMLLEN MTU ZE N mtu.network.to =
EXRY(H,

Machine Config Operator(MCO) : HfT&EEHEAN
T RHRENE S

ENRBEMP T RNEMSLEOMTU, ETUER  N/A

B ETARICIRE, B3

o fHM MTU BINEBE#HH NetworkManager
EREEES

e &Y DHCP RS FFEFRN MTU

o BB FBHEHR MTU

409



OpenShift Container Platform 4.16 RZGHECE

Al g Sl p OpenShift Container Platform &%)
TEMLEIEHR CNO EREHixE mtu {H, 5 Machine Config Operator(MCO) : {fA## MTU
spec.migration & null, REBEHITERPEBN T RIRDERS.

19.2.1.4. BAUEFHMZ MTU
ENEBEER, aLUgmskiimdERBNRXEH T (MTU),.

- N

U MTU BN, SEFIRERRITIERT R o sERINN R A A,
FeRE M

e B%% OpenShift CLI (oc) .

o REILIMEAER cluster-admin Y RAINK 7 177 A EE 8%,

o T HNEEIAFIBIEMTU, OVN-Kubernetes MZ&FEHER MTU IR E N L ERBPHREFEH
MTU {E/) 100,

. BREEEMEHIYEI MTU, HWMAUTHS :

I $ oc describe network.config cluster

LN
Status:
Cluster Network:
Cidr: 10.217.0.0/22

Host Prefix: 23
Cluster Network MTU: 1400
Network Type: OVNKubernetes
Service Network:

10.217.4.0/23

2. EFAMTU IR, ERMALTHSIEETIREE. Machine Config Operator EEREFRIHITT =
BRENESS, LR MTU B,

$ oc patch Network.operator.openshift.io cluster --type=merge --patch \

{"spec": { "migration”: { "mtu": { "network": { "from": <overlay_from>, "to": <overlay_to>},
"machine": { "to" : <machine_to>}}}}}

Hep:

<overlay_from>

1B HRTAERR ML MTU (E.
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<overlay_to>

EEEBEMLHB IR MTU, XAMEMEYF <machine_to> BIfEHI%E, *F OVN-
Kubernetes, iXME® 1L <machine_to> BY{E /)N 100,

<machine_to>

EBEEZENML EMERMBEORN MTU,
BINEEEE MTU B9 A1

$ oc patch Network.operator.openshift.io cluster --type=merge --patch \
{"spec": { "migration”: { "mtu": { "network": { "from": 1400, "to": 9000 } , "machine": { "to" :
9100} } } } ¥

3. ¥ Machine Config Operator BB Wl E R A HNEN, BERF—EEENT R, B
FIFET RBEEH. WAUTHORENREE RS :

I $ oc get machineconfigpools

BN EF T REBLLTIRE : UPDATED=true. UPDATING=false. DEGRADED=false.

ZiIAEMR T, Machine Config Operator —REFHE MNP —HL2R, MmFHE
F 5% ST [E] pE A R B R/ I8N,

4. BBINEN LSRR ERRS
a. BN SERERSHNANNSFRESRT, HMALLTHS

I $ oc describe node | egrep "hostname|machineconfig"
it Bl

kubernetes.io/hostname=master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/desiredConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/reason:
machineconfiguration.openshift.io/state: Done

b. FIFUTIEAREIER :
e machineconfiguration.openshift.io/state &I~ Done.,

¢ machineconfiguration.openshift.io/currentConfig FEXHIEET
machineconfiguration.openshift.io/desiredConfig FEX 1,

c. ZMWIUNISREBELER, HMALTHS :
I $ oc get machineconfig <config_name> -o yaml | grep ExecStart

iX B <config_name> & machineconfiguration.openshift.io/currentConfig FEX H#l25
BCERY TR,
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W 2B B BFELL TN systemd ECBBIEHT :
I ExecStart=/ustr/local/bin/mtu-migration.sh

5. BSEAK MTU 5%, 55 OVN-Kubernetes R4& i ALL 44 -

$ oc patch Network.operator.openshift.io cluster --type=merge --patch \
{"spec": { "migration”: null, "defaultNetwork":{ "ovnKubernetesConfig": { "mtu": <mtu> }}}}'

He:

<mtu>
EEMREA <overlay_to> 15 ERIFTEREERI LS MTU,

6. RXHABMTIU IRE, SMSEELT RBEKEIEE—1. BUNFEMAT REEE
. WALTaRRRENSRERRS :

I $ oc get machineconfigpools

BIhEF T REBLLTIRE : UPDATED=true. UPDATING=false. DEGRADED=false.

o HIAUTHGRIEERHINT RESEREIEEN MTU :

I $ oc describe network.config cluster

19.2.2. 154 AWS A X i%sk Wavelength X i3

NSRBI RITE AWS Local Zones 2% Wavelength RO FR, 71 SIR%EFEE zone group.

SeREH
o B &EAWSCLI,
o MBEREEERE OpenShift Container Platform SE&£#) AWS X 15,

o RENY permissive IAM SREEHIANE1EHE zone HBIF F S AHIK

1. BT, FH AWS Xigi el RO X g -
£ AWS Kigidh 5 el | AWS Kigifaas w261

$ aws --region "<value_of AWS_Region>" ec2 describe-availability-zones \

--query 'AvailabilityZones][].[{ZoneName: ZoneName, GroupName: GroupName, Status:
OptInStatus}]' \

--filters Name=zone-type,Values=Ilocal-zone \

--all-availability-zones

1£ AWS K sh I A AWS Wavelength KB & 4R 51
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$ aws --region "<value_of AWS_Region>" ec2 describe-availability-zones \

--query 'AvailabilityZones[].[{ZoneName: ZoneName, GroupName: GroupName, Status:
OptInStatus}]'\

--filters Name=zone-type,Values=wavelength-zone \

--all-availability-zones

RIE AWS X1, ATARFIRATRELLEK, LM HREILLTFE :

ZoneName

AR X 155 Wavelength Kii#9 & R,
GroupName

ARG, ELEE Region, REFRM.
Status

Local Zones 5k Wavelength Zones AR, NRIKZEH not-opted-in, NIFEELEF
GroupName, #1F~—4pfit,

2. IB1TLAT a4, 5 AWS Bk B zone A :

$ aws ec2 modify-availability-zone-group \
--group-name "<value_of_GroupName>" \ﬂ
--opt-in-status opted-in

ﬂ H <value_of_GroupName> & h R 032 FMHI Local Zones 3 Wavelength Kig# £

19.2.3. 7£{#/ AWS Local Zones = Wavelength X &8I A VPC RO MEER

INRIEZFE Machine API T_L&I:{_L%@JE Amazon EC2 451, f&WJITE Local Zones 5% Wavelength
Zones B AIE—NFM, EAILUEAEMESTIE (40 Ansible 5% Terraform) FEIMAR Virtual Private
Cloud (VPC) HflEEF M,

A LLECE CloudFormation AR B IEHER, LT/ EIEFEA CloudFormation iR 1ML E
REGFTE, AR VPC § B IEM AWS Local Zones 3 Wavelength X i,

IS5 =Y B E Local Zones EXRIEOIELLTRIE -

e 2ANVPC FM : AHMIE, HFMS Region FRIE @A IS A HBEERXIK. TRAFHS
RUEAVERERER ID KHK,

577 =Y BE Wavelength RIEIEEEOIEMU T IR
o 1NEIRMH VPC ID XEXH VPC Carrier Gateways
e 11 VPC BRHEFRMAT Wavelength K15, #HEI VPC Carrier Gateway BBV EH KB,

e 2AVPC FM : AHMAIA, AHFME AWS Wavelength Zone BIAHIEHKRKEL, THFM
SR B EBER ID KK,

B

Z & Wavelength XA NAT FIX[REI, 1RHtH CloudFormation BARZFF(UELT A F
WSIRHREREMR ID *E, BBEXK ID MR AWS REFBER NAT W%,
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19.2.4. {XBR Wavelength X1z : | VPC Z &R %

EIE Wavelength K1 _EiZ1T#) OpenShift Container Platform SEEEFR{ERA A FR, IO B &M
X, FNEEMXKXIKE VPC, FMAATEHERFHESEINEZITET R,

Z1E OpenShift Container Platform ££&## Wavelength X153 & 015210 25 17 s 5 T 2] B 5K P Y 17 32 4
2, MAIRLAT A E IR LS -

o S5IIA VPC REXBIEAM X,
o JFIHERHSBMECRIRER.
o SEUARRERKIHIFM,
X F LB & Wavelength KHBIF MBI VPC FHEEARM K,
LATRFISRARE T AWS Wavelength I E £ XX R BYEUAR K BITIEE
o {Z{t Wavelength Zone 1 carrier P44 2 [AIB9ERE, HAPaHE kB EEMARER T RiE,

o HUATRL LA (NAT)ZOEE, IFRHEIMLIMEABI A IP ik (M Wavelength iy
K P i) BYIP shabdiHL, XLEALHLThARE Al T A AR UG R E,

o BRECEBAFREMENEEMEHAILRE,
o BRIBNHIRMLAFE MBI L IGRE,

% -
BB AEEEE, @i #5EM X El Wavelength i,

& AT LAE AR89 CloudFormation AR R OIELAT AWS BHRHER -
o —NEAMX, SERPE VPCID KK,
e —/HT Wavelength Zone A EKEHZEK, #H <ClusterName>-public-carrier,
o LIE/ARX N BIrHET B ERPHIECA IPv4 BREARE,

® AWS Simple Storage Service (S3) #J VPC Xm0

INRAEARMEA CloudFormation #RE B AWS EfiliZRty, EoilihERHENERH
Foh QI BRERRN, MRERZEEBDBL, ETRFERRILIESIFHIRMENRE

A&,

-

SeRF M
o BEET M AWSHKF,

o RAJLLETi21T aws configure, I AWS BEAFM X ERINEIAR AWS ELESE .

iz
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1. #E A& H"CloudFormation template for the VPC Carrier Gateway"BIX T —&%2, AREEH
VPC Carrier Gateway &#x# CloudFormation#&EHRBYE %, HE HINERIE R E AR
Y YAML XX, iR T SEBFFTR R VPC,

2. 1T T a5k ERE CloudFormation ik, B2 — MUK VPC B AWS FIRHEEL

$ aws cloudformation create-stack --stack-name <stack_name> \ﬂ
--region ${CLUSTER_REGION} \
--template-body file://<template>.yaml \9
--parameters \V/
ParameterKey=Vpcld,ParameterValue="${Vpcld}" \6
ParameterKey=ClusterName,ParameterValue="${ClusterName}" ﬂ

<stack_name> 2 CloudFormation H:H &R, 40 clusterName-vpc-carrier-gw, 1%
IR EE, NIHZE LHERETR.

<template> 20 E&E, URREEFH CloudFormation iR YAML SX4E &R,

<Vpcld> @M% J"Creating a VPC in AWS"#8 4301/ E2#) CloudFormation % it R EREY
VPC ID,

<clusterName> 2—MNEE X1E, BIZEN CloudFormation HEELOIERRI BHRAIBTZE, EATLL
& A install-config.yaml it & X {48 metadata.name Z35 # E Y HIAE R & F5.

o 00 o

=l

arn:aws:cloudformation:us-east-1:123456789012:stack/<stack_name>/dbedae40-2fd3-11eb-
820e-12248460849f

o ZTLUT 5L CloudFormation EiR4HE B FTE :

I $ aws cloudformation describe-stacks --stack-name <stack_name>

1f StackStatus 7~ CREATE_COMPLETE 5, it ERUTSHHME : BERNEEZTHH
ftt CloudFormation #EiRIZ S EE,

PublicRou Carrier &M AR ID,
teTableld

19.2.5. {{ R Wavelength X1g : VPC Carrier Gateway #J CloudFormation #&#x

I&AI LUEALLTF CloudFormation 4R, 7E AWS Wavelength EhiiZ2f4 L2 Carrier Gateway,

Description: Template for Creating Wavelength Zone Gateway (Carrier Gateway).

Parameters:

51 19.1. VPC Carrier Gateway M CloudFormation £
Vpcld:

| AWSTemplateFormatVersion: 2010-09-09
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Description: VPC ID to associate the Carrier Gateway.

Type: String

AllowedPattern: A(?:(?:vpc)(?:-[a-zA-Z0-9]+) ?\b|(?:[0-9]{1,3}\.){3}[0-9]{1,3})$

ConstraintDescription: VPC ID must be with valid name, starting with vpc-.*.
ClusterName:

Description: Cluster Name or Prefix name to prepend the tag Name for each subnet.

Type: String
AllowedPattern: ".+"
ConstraintDescription: ClusterName parameter must be specified.

Resources:
CarrierGateway:
Type: "AWS::EC2::CarrierGateway"
Properties:
Vpcld: |Ref Vpcld
Tags:
- Key: Name
Value: lJoin [-', [IRef ClusterName, "cagw"]]

PublicRouteTable:
Type: "AWS::EC2::RouteTable"
Properties:
Vpcld: |Ref Vpcld
Tags:
- Key: Name
Value: Join [-', [IRef ClusterName, "public-carrier"]]

PublicRoute:
Type: "AWS::EC2::Route"
DependsOn: CarrierGateway
Properties:
RouteTableld: IRef PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
CarrierGatewayld: |Ref CarrierGateway

S3Endpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: ™'
Action:

%1

Resource:

RouteTablelds:
- IRef PublicRouteTable
ServiceName: !Join
- - com.amazonaws.

- IRef '"AWS::Region'’

-.83
Vpcld: |Ref Vpcld
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Description: Public Route table ID

Outputs:
PublicRouteTableld:
Value: |Ref PublicRouteTable

19.2.6. N AWS ih T EIRSSAIE F M

£ OpenShift Container Platform &EH hih Gt BT REBECENL 2R, T JITE Local Zones 3
Wavelength Zones RO FM, MEEMITET REBEZBIE Wavelength RFERLLTH I,

R LUFE AR A CloudFormation R 308 CloudFormation ¥, A5, BeEILAFEALLHER B E X
BEFM,

INRAFE IR CloudFormation *ﬁ*ﬁﬂE@JLAWS EZRN, it EREMERFHF
FHhOIREMZENE, MRERSEERNKL, ETRSENRABIFFIRHENTE
=

-

SR H
o BEET —NAWSIHK/,

o RALLE T2 1T aws configure, I AWS BEAFM X EARINEIA R AWS ELESE .

o RAJ LI Local Zones 5% Wavelength Zones #H,

1. # A% H"CloudFormation template for the VPC FM"HISIi4ER 4, FHMERPEHIEE, HE
FIMEIRIE R RENA RS RH YAML XX, bR T £ FTEH VPC,

2. IBTLU TS EERE CloudFormation iR, BROIE—1MER VPC B9 AWS THRHERE -

$ aws cloudformation create-stack --stack-name <stack_name> \ﬂ

--region ${CLUSTER_REGION} \

--template-body file://<template>.yaml \9

--parameters \
ParameterKey=Vpcld,ParameterValue="${VPC_ID}" \G
ParameterKey=ClusterName,ParameterValue="${CLUSTER_NAME}" \ﬂ
ParameterKey=ZoneName,ParameterValue="${ZONE_NAME}" \6
ParameterKey=PublicRoute Tableld,ParameterValue="${ROUTE_TABLE_PUB}" \G
ParameterKey=PublicSubnetCidr,ParameterValue="${SUBNET_CIDR_PUB}" \ﬂ
ParameterKey=PrivateRoute Tableld,ParameterValue="${ROUTE_TABLE_PVT}" \G
ParameterKey=PrivateSubnetCidr,ParameterValue="${SUBNET_CIDR_PVT}" Q

Q <stack_name> & CloudFormation #EHEZFK, 0MATF Local Zones B cluster-wl-
<local_zone_shortname>, FiF Wavelength Zones B cluster-wl-
<wavelength_zone_shortname>, INREMIERERE, NIFZLHLH AT,

Q <template> 2HEFRE, LUIRIRTFM CloudFormation 4R YAML X489 & FR,
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${VPC_ID} 2 VPCID, ©R& VPC #EixfiHAH# VpclD (H.

${CLUSTER_NAME} 2 ClusterName HJ{&, F/EH AWS HREFRBIRIZE,
${ZONE_NAME} 232 FM B Local Zones 5 Wavelength Kigi & FRHI(E,
${ROUTE_TABLE_PUB} 2 M CloudFormation &k FZEXM N HEEH K |d. X F Local
Zones, M VPC CloudFormation % FR1ZER /N HEREZR, *fF Wavelength Zones, {H#/i
M VPC B9 &R % CloudFormation R A% H A3 ER,

${SUBNET_CIDR_PUB} 2—MEMB CIDR, BAFOBAHFM, XMUME VPC
CIDR ¥t VpcCidr B9—E8 4,

${ROUTE_TABLE_PVT} M VPC B CloudFormation 1% 849%i i FR 3R EX A
PrivateRouteTableld,

O 0 9 9000

${SUBNET_CIDR_PVT} 2—NE%M CIDR#, BTFHIEETAHFM, XNHiiZ VPC
CIDR ¥t VpcCidr B9—E8 4,

Fai th o Bl

arn:aws:cloudformation:us-east-1:123456789012:stack/<stack_name>/dbedae40-820e-
11eb-2fd3-12a48460849f

o ZITUUTaHAINERAGEFRE :
I $ aws cloudformation describe-stacks --stack-name <stack_name>

1f StackStatus Z.-x CREATE_COMPLETE 5, #iH& B RUTSEHME :

PublicSub B CloudFormation ¥ A/ FME 1D,
netld

PrivateSu H CloudFormation #i6IE%E B FME 1D,
bnetid

AR ESEEREBA T NER O EM CloudFormation ##4),

19.2.7. VPC FMH CloudFormation &1

IR LUERR LT CloudFormation 4R, 7E Local Zones 5% Wavelength K igi Z il 224y L EREFG M A
%lx_x_lo

Description: Template for Best Practice Subnets (Public and Private)

Parameters:

$511 19.2. VPC FMM CloudF ormation &g
Vpcld:

| AWSTemplateFormatVersion: 2010-09-09
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Description: VPC ID that comprises all the target subnets.

Type: String

AllowedPattern: A(?:(?:vpc)(?:-[a-zA-Z0-9]+) ?\b|(?:[0-9]{1,3}\.){3}[0-9]{1,3})$

ConstraintDescription: VPC ID must be with valid name, starting with vpc-.*.
ClusterName:

Description: Cluster name or prefix name to prepend the Name tag for each subnet.

Type: String

AllowedPattern: ".+"

ConstraintDescription: ClusterName parameter must be specified.
ZoneName:

Description: Zone Name to create the subnets, such as us-west-2-lax-1a.

Type: String

AllowedPattern: ".+"

ConstraintDescription: ZoneName parameter must be specified.
PublicRouteTableld:

Description: Public Route Table ID to associate the public subnet.

Type: String

AllowedPattern: ".+"

ConstraintDescription: PublicRouteTableld parameter must be specified.
PublicSubnetCidr:

AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-

4][0-9]|25[0-5])(V(1[6-9]|2[0-41))$

ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.

Default: 10.0.128.0/20

Description: CIDR block for public subnet.

Type: String
PrivateRouteTableld:

Description: Private Route Table ID to associate the private subnet.

Type: String

AllowedPattern: ".+"

ConstraintDescription: PrivateRouteTableld parameter must be specified.
PrivateSubnetCidr:

AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-

4][0-9]|25[0-5])(V(1[6-9]]2[0-41))$

ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.

Default: 10.0.128.0/20

Description: CIDR block for private subnet.

Type: String

Resources:
PublicSubnet:

Type: "AWS::EC2::Subnet"

Properties:
Vpcld: |Ref Vpcld
CidrBlock: |Ref PublicSubnetCidr
AvailabilityZone: IRef ZoneName
Tags:
- Key: Name

Value: Join [-, [IRef ClusterName, "public", |Ref ZoneName]]

PublicSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation"
Properties:
Subnetld: IRef PublicSubnet
RouteTableld: |Ref PublicRouteTableld

419



OpenShift Container Platform 4.16 X G E
PrivateSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: |Ref Vpcld
CidrBlock: |Ref PrivateSubnetCidr
AvailabilityZone: IRef ZoneName
Tags:
- Key: Name
Value: Join [-, [IRef ClusterName, "private", |IRef ZoneName]]
PrivateSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation"
Properties:
Subnetld: |Ref PrivateSubnet
RouteTableld: IRef PrivateRouteTableld

Outputs:
PublicSubnetld:
Description: Subnet ID of the public subnets.
Value:
IJoin ["", [!Ref PublicSubnet]]

PrivateSubnetld:
Description: Subnet ID of the private subnets.

Value:
IJoin [, [!Ref PrivateSubnet]]

19.2.8. 5 AWS Local Zones 5% Wavelength X157 s (I B #28 &55
£ AWS Local Zones 2% Wavelength ROl FRfE, ERILLOIENBREF R,
LEBEFERRREIREZFT ) edge HEFMIRELL TR -
¢ machine.openshift.io/parent-zone-name: <value_of ParentZoneName>
o machine.openshift.io/zone-group: <value_of_ZoneGroup>
e machine.openshift.io/zone-type: <value_of ZoneType>

DU T i 03 5 edge 11 &h BSiBILECHINLEREE configuraton,

SoRFM
o {RBETE AWS Local Zones 5k Wavelength X iz A Il 8 F M,

it

o EITINE AWS API QBN ZREE AT, FINREB edge HEIr% ., ESERILIRE, BEEDSIT
RECLHFH AL TSRS :

$ aws ec2 describe-availability-zones --region <value_of_Region> \ﬂ
--query 'AvailabilityZones|].{
ZoneName: ZoneName,
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ParentZoneName: ParentZoneName,

GroupName: GroupName,

ZoneType: ZoneType}'\
--filters Name=zone-name,Values=<value_of ZoneName> \g
--all-availability-zones

Q %t F <value_of_Region>, i&#s7E X X1z HR,

9 %I F <value_of_ZoneName>, 1E#57E Local Zones 5% Wavelength Zones FI& #F,

Local Zone us-east-1-nyc-1a By <l

"ZoneName": "us-east-1-nyc-1a",
"ParentZoneName": "us-east-1f",
"GroupName": "us-east-1-nyc-1",
"ZoneType": "local-zone"

Wavelength Zone us-east-1-wl1 B H = fl

"ZoneName": "us-east-1-wl1-bos-wlz-1",
"ParentZoneName": "us-east-1a",
"GroupName": "us-east-1-wl1",
"ZoneType": "wavelength-zone"

19.2.8.1. AWS it EHZ%IE B E X FEK YAML =4l

Itt YAML RIZE XL T — N E us-east-1-nyc-1a Amazon Web Services (AWS) K15 iz {TRIIT B 2R 5E,
F0/E7 A node-role.kubernetes.io/edge: "" H7iCBYTT M.

v pa =
INRETE Wavelength Xig £ 25| FARAFI YAML X4, 15H{RE AWS Region # zone
15 BB X Wavelength Zone 1H,

EARBIF, <infrastructure_id> BEAMZRI ID 175, EhGEFEEESEHINXENSER D, ™
<edge> N2 E RN T R

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-edge-<zone>
namespace: openshift-machine-api

421



OpenShift Container Platform 4.16 RZGHECE

spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-edge-<zone>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
machine.openshift.io/cluster-api-machine-role: edge 9
machine.openshift.io/cluster-api-machine-type: edge
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-edge-<zone> ﬂ
spec:
metadata:
labels:
machine.openshift.io/parent-zone-name: <value_of_ParentZoneName>
machine.openshift.io/zone-group: <value_of_GroupName>
machine.openshift.io/zone-type: <value_of_ZoneType>
node-role.kubernetes.io/edge: ™" 6
providerSpec:
value:
ami:
id: ami-046fe691f52a953f9 Q
apiVersion: machine.openshift.io/vibetal
blockDevices:
- ebs:
iops: 0
volumeSize: 120
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: <infrastructure_id>-worker-profile @
instanceType: méi.large
kind: AWSMachineProviderConfig
placement:
availabilityZone: <zone> m
region: <region>
securityGroups:
- filters:
- name: tag:Name
values:
- <infrastructure_id>-worker-sg @
subnet:
id: <value_of_PublicSubnetids> ()
publiclp: true
tags:
- name: kubernetes.io/cluster/<infrastructure_id> @
value: owned
- name: <custom_tag_name> @
value: <custom_tag_value>
userDataSecret:
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name: worker-user-data

taints: @

- key: node-role.kubernetes.io/edge
effect: NoSchedule

QOOQOOM LT EAERNATLBEIER D MEMRG D, MWRBZRE OpenShift CLI, &
AT LGBIE 24T BT 6 5 SRAREREZRAY 1D

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

w‘é‘i%ﬁtﬂgﬁﬁj ID. edge &7 RIREM K E TR,

OO0 5 edge AT RITE,

7 OpenShift Container Platform 7 By AWS X iZigE B Red Hat Enterprise Linux CoreOS
(RHCOS) Amazon Machine Image (AMI), f1RZ{EA AWS Marketplace Hitfk, MMM AWS
Marketplace 52 OpenShift Container Platform 17 [ &K ER & AR 7E 8 X B9 AMI 1D,

$ oc -n openshift-machine-api \
-0 jsonpath="{.spec.template.spec.providerSpec.value.ami.id}{"\n"}' \
get machineset/<infrastructure_id>-<role>-<zone>

Rl HERBHEE R E SRR, B, ERLETIEE Email:admin-email@example.com
name:value X 7R INE IR 51 9 FL FRE4F ik,

=1
A LAFE install-config.yml LR RS 2R E B E UIR% . R install-

config.yml X4 BES S EEHERE name HIBMITE, NIHBEMNIREELET
install-config.yml 324 AR BOFRZ(E,

IEEX B, W us-east-1-nyc-1a,
{BEEX, 0 us-east-1,

&1 AWS Local Zones = Wavelength i Q2B A3 F MBI ID. FER'TE AWS R I F
FSSTER, OE T HAFR D,

O 909

BEGR, LABIENAF TEAEJIEER edge 7L,

TEEMZRAT R LN NoSchedule {5 R/, Ti% T = LZ1THIINA DNS pod #in
1N misscheduled, &4 7iMIFRs%1E misscheduled DNS pod FFINARR .

19.2.8.2. QBT EH.3RE

PRT RERFUZIITENSREN, U A CRRISEREEFERNREE TN EVSTER
‘;}/?\O

FRFH
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o ERZE— OpenShift Container Platform &2%,
o L% OpenShift CLI (oc) .

o LIEA cluster-admin I [RHIFE - &5 &% oc.

1L - ERITENNBREEELHR (CR) RAIKF YAML X4, FHHHGEN
<file_names>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

2. i MREFRBEZNREFERXEWNNE, BHUMEREPRENFITENSRSE

a. BIIHEHTNITENSGE, HTUTHS

I $ oc get machinesets -n openshift-machine-api

it Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. EEEREITENBEEE LHIR (CR) BH, HZITUTHS

$ oc get machineset <machineset_name> \
-n openshift-machine-api -o yaml

ol

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
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machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
spec:
providerSpec: 6

SERF AL SR 1D,

RRINTT RPRZE,

®9

SFEERFESMEMIEEWIER, TEVRERBE0/E worker #1
infra K BUHL2%,

-

Qg T EHELE CR B9 <providerSpec> O HHEREETFFELSM, BX CR
<providerSpec> SHMELE L, HSHEHNHENFEITEVZNE CR BEE R,

3. IBfTLA T er 3k 43 MachineSet CR :
I $ oc create -f <file_name>.yaml

o ZfTLAT T, EEIENSEIK:

I $ oc get machineset -n openshift-machine-api

it Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
aglo30519-vplxk-edge-us-east-1-nyc-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
aglo30519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl0o30519-vplxk-worker-us-east-1e 0 0 55m
aglo30519-vplxk-worker-us-east-1f 0 0 55m

LFHIITENBRE R AR, DESIRED #1 CURRENT HI{ERITES, 1R compute HZRERFA
A, HERNL2M, REBRZITHT,

o Mk : EBRENGHGFUBNT R, HIZTUATHS :

I $ oc get nodes - node-role.kubernetes.io/edge

=1
NAME STATUS ROLES AGE VERSION
ip-10-0-207-188.ec2.internal Ready edge,worker 172m v1.25.2+d2e245f

HAth B
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e {#f AWS Local Zones EHITHET RTE AWS L R&EER

e 7 AWS L{ERITE T =1E AWS Wavelength K18 2ot 8%

19.3. £ AWS AKX st WAVELENGTH Kigi 6|28 T

B/ Amazon Web Service (AWS) Local Zones 3 Wavelength XIgi &t 2R/ FEREELR T, ERLUER
1T 8E 1 s=R7E Local Zones % Wavelength X5 F M FR I8 - TE 3,

LEALERFURENN, RREFRENNBNLLKITET RIEE NoSchedule B)/5 R3R, XX
K&, MR pod 55 RAEERRALE, HERFARE T RN pod HEBE, EAILUERTT,
LUEE G st 28517 s el R B D A X 155 Wavelength RKIgiF F #0112 TF 71 %,

RREFOUEITENSREF A XM, %3471 A node-role.kubernetes.io/edge #1 node-
role.kubernetes.io/worker 7%, NI TF Local Zones 5 Wavelength Zones FMFRBE NI iTE

TR
ZRIZ R BIRGI R T A K ELAHIZR Y, ANRIEEA Wavelength BIEIZRN, 154K
FERBIEN BRI FHIRE.

FRFH

o 1RAT LA OpenShift CLI(oC).
o RITH B E K Local Zones 3 Wavelength Kigi FRFRHEMNFAE = (VPC) HERE T £E.

e IR Local Zones 5k Wavelength Zones T L% it &1 BT EHEREIEE T node-
role.kubernetes.io/edge 8975 s,

1. NETE Local Zones FRARIZTHNN ST E T R EREMIRGIN AEF 0 —1 deployment %
B YAML X, BBRIEESNZITET Ri5 LR ERER,

1 Local Zone FRFETHN ST E T ECER deployment FiIRRHAI

kind: Namespace
apiVersion: vi
metadata:
name: <local_zone_application_namespace>
kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: <pvc_name>
namespace: <local_zone_application_namespace>
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: gp2-csi ﬂ
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volumeMode: Filesystem
apiVersion: apps/vi
kind: Deployment @)
metadata:
name: <local_zone_application> 6
namespace: <local_zone_application_namespace> ﬂ
spec:
selector:
matchLabels:
app: <local_zone_application>
replicas: 1
template:
metadata:
labels:
app: <local_zone_application>
zone-group: ${ZONE_GROUP_NAME} 6
spec:
securityContext:
seccompProfile:
type: RuntimeDefault
nodeSelector:
machine.openshift.io/zone-group: ${ZONE_GROUP_NAME}
tolerations: ﬂ
- key: "node-role.kubernetes.io/edge”
operator: "Equal”
value: "™
effect: "NoSchedule"
containers:
- image: openshift/origin-node
command:
- "/bin/socat"
args:
- TCP4-LISTEN:8080,reuseaddr,fork
- EXEC:"/bin/bash -c \"printf \W'HTTP/1.0 200 OK\r\n\r\n\\\"; sed -e \\\"/Mr/g\"\"
imagePullPolicy: Always
name: echoserver
ports:
- containerPort: 8080
volumeMounts:
- mountPath: "/mnt/storage”
name: data
volumes:
- name: data
persistentVolumeClaim:
claimName: <pvc_name>

storageClassName : %/ F Local Zone BCi&, ENIETE gp2-csi.
kind : & X deployment iR,

name : 157 Local Zone N FARFHIAFR, B0, local-zone-demo-app-nyc-1,

namespace : & BEIiZ{TH S TYEMRERI AWS Local Zone HIsn & 22 [E], 40 : local-

zone-app-nyc-1a,
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a zone-group : E X XIGFTERIH, 0, us-east-1-iah-1,
6 nodeSelector : BIr53#5ER % LERMIINLITE T &,

Q tolerations : &5 Local Zone i &8 MachineSet & _t & Y 875 S ICER B 1E,

2. AT ROIE service FHR YAML X4, LEHRIE B BnASITET =M pod R FFLETE Local
Zone M HIZITHIARSS

1£ Local Zone FRAZfTHIN TR T mBECEM service FRaHI

apiVersion: v1i
kind: Service 0
metadata:
name: <local_zone_application>
namespace: <local_zone_application_namespace>
spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
type: NodePort
selector:
app: <local_zone_application>

Q kind : & X service %iE,

9 selector : EENAEIZE pod BIRERE,

HAth R
e {#f AWS Local Zones ERITHET RTE AWS ER&EER
o 7E AWS LERITET RIE AWS Wavelength K i b 25 e 3¥

o THRITRMAR

19.4. 5524 1%

e Wik : fF AWS Load Balancer (ALB) Operator B iri1 & i1 E 77 m B pod R FAERMKX
1A HRLE I THIARSS . 155 %% AWS Load Balancer Operator,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#nw-installing-aws-load-balancer-operator_aws-load-balancer-operator

%5 20 = ¥ AWS VPC 8 7 EEI AWS OUTPOST

5 20 & % AWS VPC 27 EZEI| AWS OUTPOST

1£ Amazon Web Services (AWS)_E 24 E R EII BB Amazon Virtual Private Cloud (VPC) J&, E® LA
#—NE AWS Outposts FEREITEN2RAITENB 5. AWS Outposts @— AWS I ITEIRSS, £
TFEAETEH AWS BBEMITSIhEE, FHHDRNEIMENIER, NFEELELR, 1§56 AWS Outposts
X4,

20.1. OPENSHIFT CONTAINER PLATFORM ZE kIR #I8Y AWS
OUTPOSTS

INREE OpenShift Container Platform & LUEN A T ERFRS], EALIEE AWS Outpost EBYTT
B, SEFEH AWS £ EMTRZELL :

e Eff AWS EH OpenShift Container Platform 58 B Z| Outpost A, RN IG SRR R &N
B89 Amazon Virtual Private Cloud (VPC) i,

e Outpost FIEIZRIE S AWS RigHmeTARX XEL, HEATHFM, SBZEZI Outpost RIS
T BN IER Outpost FMLLK& Outpost 5z xE AT AKX,

o 4 AWS Kubernetes =423 B S 4 Il Outpost FMAT, BRZIHNIE Outpost FR A EIRSS
EIEEs. AWS Outposts A X FFZITARS M EaEisR. EBH L =IEHIZRE ISR Outpost F
MR AEARZREARSS, B AITE Outpost FRIBCE & & kubernetes.io/cluster/'unmanaged
FR%, IXPNERE OpenShift Container Platform 7 4.16 B9—NIGEHRR AR, MEELIE
B, 1EZH OCPBUGS-30041,

o AWS _EMJ OpenShift Container Platform 5£2¥ @ 1E gp3-csi # gp2-csi FiEE, XLERE
Amazon Elastic Block Store (EBS) gp3 #1 gp2 HXf, OpenShift Container Platform &E&$E1A
& gp3-csi 7435, {B AWS Outposts A #F EBS gp3 &

o 52T A node-role.kubernetes.io/outposts /5 s, LABH IS & ISR T AE D EE
Outpost T /. E1E Outpost FYHE R TEME, ESIEN FA2F8 Deployment FiREA1E

EXNIAR, NS TEMEHRE AWS Outpost EZRMG AT LLB AN MNEBER, FER
I\ CSI| B#E gp2-csi, FHER,

e FE7E Outpost A|ESH, CSIIKIIFEFFEE Outpost Amazon Resource Name (ARN), EZNFER
{5 CSINode *f R 7FfEBIH M FARIE Outpost ARN, MR ZIFE R A EMRABIETH
g, ERISSHEBRER LB WaitForConsumer, FE G EECIBZIEMFEME LEBR
AR OEITE

o LTI AWS VPC K& B EI Outpost I, AWM MNTEKIR, Outpost EENEITE TR, M
VPC EEETEMITET R, &£FT =M AWS Elastic Block BT5EMINE] Outpost it &
=, T Outpost BILEMMEIEF=HITET =,

H ik, EEEFER CSIHRBERAFAMEENNBARFMNETEMITET IR ENZITET
=, NEEFARBREAMS, EHNAREIBFAMEEEE, B4PTFh&mMRE
#B1E,

e AWS Outposts 32 # AWS Network Load Balancers 5; AWS Classic Load Balancers, &7
{8 AWS Application Load Balancers £ AWS Outposts EftE -l 41T & ¥R = F 1 it .,
F{E 7 Application Load Balancer, & Jif# A Ingress HiRFF %2 AWS Load Balancer
Operator, MIREHEHIEHZETENEMIEHNETFTERITESS, NFEEZFHNEE.

MEFELELR, 1HS"7E AWS VPC &£E#h{EH AWS Load Balancer Operator j# A Outpost”,

=
=

P
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e 7£ AWS VPC &2#rh{#F AWS Load Balancer Operator # BZE Outpost

20.2. FKENA X ERIAMERER
EF AWS VPC £ R EI Outpost, /IR HEE X OpenShift Container Platform $E&EF Outpost II

EHNER. BRLERLERTHRMSBEERES, FEETE Outpost HEIRITENBIITENSE, &
LIER e 51T TRIRERFEIEE,

20.2.1. M OpenShift Container Platform 2K EE R

IR BT LUEF OpenShift CLI (oc)M OpenShift Container Platform SEE#KEVE B

R
EHLAE R export &%, OB EFHENIMREE,

SERFEH
o RESF OpenShift Container Platform 5£8¥ %24 % AWS LRIBE X VPC |,
o EATLUEAER cluster-admin FRAINK 5 7] SE 8%,

o B &% OpenShift CLI (oc)

1L BT TS, FIHERRIEMZEN D, REIXME.

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructures.config.openshift.io
cluster

2. BITUTHS, RNEEERFLEIITEVSRENES
a. JIHEREHHITENGSE -

I $ oc get machinesets.machine.openshift.io -n openshift-machine-api

i~ Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
<compute_machine_set_name_1> 1 1 1 1 55m
<compute_machine_set_name_2> 1 1 1 1 55m

b. B RFIHHITHEHZREM Amazon Machine Image (AMI) ID, {REBiXME,
$ oc get machinesets.machine.openshift.io <compute_machine_set _name_1>\
-n openshift-machine-api \

-0 jsonpath="{.spec.template.spec.providerSpec.value.ami.id}'

c. R AWS VPC 88 FW ID, REXME.
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$ oc get machinesets.machine.openshift.io <compute_machine_set_name_1>\
-n openshift-machine-api \
-0 jsonpath="{.spec.template.spec.providerSpec.value.subnet.id}'
20.2.2. M AWS ik FEREXE B
IEE LUE R AWS CLI (aws) M AWS K 3REUE B,
R’
fREI LAE export o8, SO HAMBHEFENIMNELE,
SeRFM

o MAE—INHAMBEMAIZEN AWS Outposts Uifi &,

o R Outpost iEHEE R AWS K,

=

o HETLUER AWS CLI (aws) fE N EBHUTRTRAESHRIIA 7 110 AWS K,

1 BT S, FUHEREE] AWS K B9 Outposts :

I $ aws outposts list-outposts
2. &% aws outposts list-outposts #5895 HHHILLTE :
® OQOutpost ID,
e Outpost B9 Amazon FIRE&H (ARN),
e Outpost ATAKX,
pa -3
aws outposts list-outposts @p 5 B9 H SIEMN N5 7 AR EXHE :

AvailabilityZone #1 AvailabilityZoneld, &a L&A AvailablilityZone fE
BT Outpost F I ITTENZRHITTEN RS,

3. f&F Outpost ID BY{E, BT TN EETR Outpost AR FRYSLAEIZREY, (REEH] FSLHIREYRY
{E.

$ aws outposts get-outpost-instance-types \
--outpost-id <outpost_id_value>

4. {1 Outpost ARN FI{H, iZ{TLA T84 R LR Outpost B9FM ID, fREIXME,

$ aws ec2 describe-subnets \
--filters Name=outpost-arn,Values=<outpost_arn_value>

20.3. NIREY OUTPOST B2 & 4%
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EIY VPC £ BE Outpost A1, B ISERA T RSECEES :
o EHMERFML MTU,
e 7£ Outpost AGIEFM,

20.3.1. EENEEREM LS MTU LLSZ# AWS Outposts

HEREIRRD, SHMBNRXEHTT (MTU) RIRESFF T REOIMLEON MTU BIRINEL, &
AIBER B EREMZAH) MTU {E3R3Z#F AWS Outposts F R,

- o
L MTU BT, SEBEPRISEAERIFERT RIS T A,

BRIHIENIEE, SREENRSHENETIT, ESH LR EM THRF " I EEM L2 B
MTU",

FRFM

o B &% OpenShift CLI (oc) .
o ATLUFEAEBA cluster-admin F RN - i R &£ 8%,

o T AEEIAFIBIRMTU, OVN-Kubernetes MZ&EHER MTU ITIXE N L EREPHNREFEY
MTU {E/) 100,

pri¥ =
. BIREEEMSEHYEI MTU, HWMAUTHS :

I $ oc describe network.config cluster

LN
Status:
Cluster Network:
Cidr: 10.217.0.0/22

Host Prefix: 23
Cluster Network MTU: 1400
Network Type: OVNKubernetes
Service Network:

10.217.4.0/23

2. EFHEMTU IR, EWALTHSIEETIRERE. Machine Config Operator EERE AT =
BIRENES, LIS MTU B,

$ oc patch Network.operator.openshift.io cluster --type=merge --patch \
{"spec": { "migration”: { "mtu": { "network": { "from": <overlay_from>, "to": <overlay_to>},
"machine": { "to" : <machine_to>}}}}}
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He:

<overlay_from>
18 HAIMERBEM %S MTU {Ho.
<overlay_to>

EESEBEMSEHBR MTU, X MEMEYF <machine_to> BIEIXE. *fF OVN-
Kubernetes, X/AMEMFILE <machine_to> BY{E /N 100,

<machine_to>

EEEZENMLS LM ERMEEORN MTU,
AR MTU B9 B

$ oc patch Network.operator.openshift.io cluster --type=merge --patch \
{"spec": { "migration”: { "mtu": { "network": { "from": 1400, "to": 1000 } , "machine": { "to" :

1100} } }} Y

3. ¥ Machine Config Operator BB "Wl E R A HNEEN, BRFE—EEEN T R, B
FIFAET RWMBEEH. WAUTHDRENREE RS :

I $ oc get machineconfigpools

EIhEF T REABLLTIRE : UPDATED=true. UPDATING=false. DEGRADED=false.

==
ZiIAEMR T, Machine Config Operator —REFHE MNP —HI2R, MmFE
ERS S [H] pE A R B RN I8N,
4. FINEN LFVSREERRE
a. BIHNBEERSHNANSREERT, HWALUTHS

I $ oc describe node | egrep "hostname|machineconfig"
it Bl

kubernetes.io/hostname=master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/desiredConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/reason:
machineconfiguration.openshift.io/state: Done

b. FIEUTIERAEEIER :

e machineconfiguration.openshift.io/state ZE&#J{E "/ Done.

¢ machineconfiguration.openshift.io/currentConfig FEXHIEET
machineconfiguration.openshift.io/desiredConfig FEXHI1E,

c. EMUNSBERBIER, HHALUTHS
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I $ oc get machineconfig <config_name> -o yaml | grep ExecStart

iX B H <config_name> ;2 machineconfiguration.openshift.io/currentConfig FE& #1325
e & B4 .

HZRECE M I BIELLTX systemd ECERIEFH -

I ExecStart=/usr/local/bin/mtu-migration.sh

5. B MTU iE%, i OVN-Kubernetes MR ALL T 64 -

$ oc patch Network.operator.openshift.io cluster --type=merge --patch \
{"spec": { "migration”: null, "defaultNetwork":{ "ovnKubernetesConfig": { "mtu": <mtu> }}}}'
Hre:

<mtu>
IEEER(FEA <overlay_to> 18 EHIFTEREM LS MTU,

. RAHABMTUERE, 8MGEELT RBKENIER—1. BUNFHRET REEE

o WALUT DR ENSBEERRKS
I $ oc get machineconfigpools

BN EF T REBLU TR : UPDATED=true. UPDATING=false. DEGRADED=false.

o HIAUTHNEIEERINT RESEREIEEN MTU :

I $ oc describe network.config cluster

Hih 5w

o FIEBMLH MTU

20.3.2. iy AWS 11T BIRSS BIEE FM

£ OpenShift Container Platform &Ef RN 5t BT mBECENLZRERT, MU JI1E AWS Outposts ARl EE

?lx_x.lo
R LUFE AR A CloudFormation R 308 CloudFormation ¥, A5, BeEILAMFEALLHER B E X
BEEFM,
= -
INRAFEFHIRMEM CloudFormation Bk EOJE AWS 4R, EiiieERENERFHF
FHHOIBEMZEN, MMRESBERNBL, BUREERRABIFFHRBENTE
HE.,
FeREZH
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/networking/#changing-cluster-network-mtu

%5 20 = ¥ AWS VPC 8 7 EEI AWS OUTPOST

o RALLEiLiZ1T aws configure, I AWS BEAFM X EARINEIA R AWS ELESEH,

e {&E M OpenShift Container Platform &£8%. Outpost #1 AWS Ik FIREMERTRIE R

it A% N"CloudFormation template for the VPC FR"BISCA4ER Y, FMEBERBEFIEE, HE

FIRRMREER T N ARG R YAML XX, bR T BRI VPC,

2. iZ{T AT a3 53k ERE CloudFormation 1R, ©RAIE—/HER VPC B9 AWS FRMHER

@ 9 9 9 @@6@@6

$ aws cloudformation create-stack --stack-name <stack _name> \0
--region ${CLUSTER_REGION} \
--template-body file://<template>.yaml \9
--parameters \

ParameterKey=Vpcld,ParameterValue="${VPC_ID}" \e
ParameterKey=ClusterName,ParameterValue="${CLUSTER_NAME}" \ﬂ
ParameterKey=ZoneName,ParameterValue="${ZONE_NAME}" \9
ParameterKey=PublicRoute Tableld,ParameterValue="${ROUTE_TABLE_PUB}" \@
ParameterKey=PublicSubnetCidr,ParameterValue="${SUBNET_CIDR_PUB}" \ﬂ
ParameterKey=PrivateRoute Tableld,ParameterValue="${ROUTE_TABLE_PVT}" \G
ParameterKey=PrivateSubnetCidr,ParameterValue="${SUBNET_CIDR_PVT}" \9
ParameterKey=PrivateSubnetLabel,ParameterValue="private-outpost" \

ParameterKey=PublicSubnetLabel,ParameterValue="public-outpost" \
ParameterKey=OutpostArn,ParameterValue="${OUTPOST_ARN}" @

<stack_name> & CloudFormation &R, 40 cluster-<outpost_names>,
<template> 24 E&E, URREEFH CloudFormation iR YAML SXH4E &R,
${VPC_ID} 2 VPC ID, E& VPC &R+ VpelD fH,
${CLUSTER_NAME} 2 ClusterName B9{f, F{E#T AWS FOB R FRAIRTZ,
${ZONE_NAME} 2 /3 F i AWS Outposts ZFFHI{E,

${ROUTE_TABLE_PUB} 2 ${VPC_ID} fhfl|E&H/A#EKMK ID, FATF %HEE Outposts £
NEFH, 18ERTFREELHER RN Outpost FRIKIAHERHER,

${SUBNET_CIDR_PUB} 2— MEMM CIDR ¥, BFOEBAHFM, XMNRUIHME VPC
CIDR ¥t VpcCidr B9—E8 4,

${ROUTE_TABLE_PVT} 2 ${VPC_ID} fh Ol MG M ID, FFXE: Outposts Ly
THFM, 1BERTRELHELOEM Outpost FRMM T ARAZ.

${SUBNET_CIDR_PVT} 2—1NE#MM CIDR#, BFUEEZEFM, XMRBIIZE VPC
CIDR ¥t VpcCidr B9—E8 4,

${OUTPOST_ARN} 2 Outpost B9 Amazon ¥HRE&FF (ARN),

it Bl

arn:aws:cloudformation:us-east-1:123456789012:stack/<stack_name>/dbedae40-820e-
11eb-2fd3-12a48460849f
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o ZITUUT O BBIIEIRANGEFE :
I $ aws cloudformation describe-stacks --stack-name <stack_name>

1f StackStatus Z.;x CREATE_COMPLETE 5, & B RUTSEHME :

PublicSub  H CloudFormation ¥ 0 2H /A F M 1D,
netld

PrivateSu H CloudFormation #£i6/2% B FME 1D,
bnetid

AR ESEERBA T N ER I EAM CloudFormation 4K,

ConstraintDescription: VPC ID must be with valid name, starting with vpc-.*.
ZoneName:

ClusterName:
Description: Zone Name to create the subnets, such as us-west-2-lax-1a.

20.3.3. VPC FMH CloudFormation &1
IRATLAMERA LLT CloudFormation &k & ZE Outpost F M,
Description: Cluster name or prefix name to prepend the Name tag for each subnet.
Type: String
Type: String
AllowedPattern: ".+"

1 20.1. VPC FM# CloudF ormation £t
AWSTemplateFormatVersion: 2010-09-09
Description: Template for Best Practice Subnets (Public and Private)
Parameters:
Vpcld:
Description: VPC ID that comprises all the target subnets.
Type: String
AllowedPattern: ".+"
ConstraintDescription: ZoneName parameter must be specified.

AllowedPattern: A(?:(?:vpc)(?:-[a-zA-Z0-9]+) ?\b|(?:[0-9]{1,3}\.){3}[0-9]{1,3})$

ConstraintDescription: ClusterName parameter must be specified.
PublicRouteTableld:

Description: Public Route Table ID to associate the public subnet.

Type: String

AllowedPattern: ".+"

ConstraintDescription: PublicRouteTableld parameter must be specified.
PublicSubnetCidr:

AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-

4][0-9]|25[0-5])(V(1[6-9]|2[0-4]))$
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.

Default: 10.0.128.0/20
Description: CIDR block for public subnet.
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Type: String
PrivateRouteTableld:
Description: Private Route Table ID to associate the private subnet.
Type: String
AllowedPattern: ".+"
ConstraintDescription: PrivateRouteTableld parameter must be specified.
PrivateSubnetCidr:
AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
4][0-9]25[0-5])(V(1[6-9]|2[0-4]))$
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.
Default: 10.0.128.0/20
Description: CIDR block for private subnet.
Type: String
PrivateSubnetLabel:
Default: "private"
Description: Subnet label to be added when building the subnet name.
Type: String
PublicSubnetLabel:
Default: "public”
Description: Subnet label to be added when building the subnet name.
Type: String
OutpostArn:
Default: ™"
Description: OutpostArn when creating subnets on AWS Outpost.
Type: String

Conditions:
OutpostEnabled: INot [!Equals [!Ref "OutpostArn”, "]

Resources:
PublicSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: |Ref Vpcld
CidrBlock: Ref PublicSubnetCidr
AvailabilityZone: IRef ZoneName
OutpostArn: lIf [ OutpostEnabled, |Ref OutpostArn, |Ref "AWS::NoValue"]
Tags:
- Key: Name
Value: Join [-', [ IRef ClusterName, |Ref PublicSubnetLabel, |Ref ZoneName]]
- Key: kubernetes.io/cluster/'unmanaged ﬂ
Value: true

PublicSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation"
Properties:
Subnetld: |Ref PublicSubnet
RouteTableld: |Ref PublicRouteTableld

PrivateSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: |Ref Vpcld
CidrBlock: !Ref PrivateSubnetCidr
AvailabilityZone: |Ref ZoneName
OutpostArn: lIf [ OutpostEnabled, |Ref OutpostArn, IRef "AWS::NoValue"]

437



OpenShift Container Platform 4.16 ZZ5AE

Tags:
- Key: Name

Value: Join [-', [IRef ClusterName, |Ref PrivateSubnetLabel, |Ref ZoneName]]
- Key: kubernetes.io/cluster/'unmanaged 9

Value: true

PrivateSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation"
Properties:
Subnetld: |Ref PrivateSubnet
RouteTableld: |Ref PrivateRouteTableld

Outputs:
PublicSubnetld:
Description: Subnet ID of the public subnets.
Value:
lJoin ["", [Ref PublicSubnet]]

PrivateSubnetld:
Description: Subnet ID of the private subnets.

Value:
IJoin [, [!Ref PrivateSubnet]]

Q R TE AWS Outposts B92 3 FMECE & & kubernetes.io/cluster/unmanaged #7175,
9 1R /AE AWS Outposts % Fi FREZE & & kubernetes.io/cluster/unmanaged 7155,

20.4. A/ 1E OUTPOST LEE NSt ENSBIITENZE
E7E AWS Outposts LOIEBNGITENZ, BUIFERARAREQEBITITENZSGE,

FRFH

o EHF— AWS Outposts Ik,
o fREYF OpenShift Container Platform SEE¥ %45 %] AWS EMIB E L VPC H,
o EALUFERER cluster-admin RN 5 RIS 8%,

o B &% OpenShift CLI (oc)

i
L 2T U T NI HERPIITENSE -

I $ oc get machinesets.machine.openshift.io -n openshift-machine-api

it
NAME DESIRED CURRENT READY AVAILABLE AGE
<original_machine_set_name_1> 1 1 1 1 55m
<original_machine_set_name_2> 1 1 1 1 55m
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2. LRI B RRH AT,
3. ERUTAEZ—QE-IMESHMITEIRILEBE LHIR (CR) B YAML XX/
o ZiTUTFaTG, MUAITBISEEERFIZIH X4

$ oc get machinesets.machine.openshift.io <original_machine_set_name_1>\
-n openshift-machine-api -0 yaml > <new_machine_set_name_1>.yaml

& LA A B SO G B R R L YAML 324

o [FRMMNELEXAREIRIIEL N <new_machine_set_name_1>.yaml 922 YAML X
%, HaEHmENREmENE.
MRERHENFEFTERABERNME, BB LZTUTHRSEEENEITENSE CR
B :

$ oc get machinesets.machine.openshift.io <original_machine_set_name_1>\
-n openshift-machine-api -o yaml

Fai tH 7 Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 0
name: <infrastructure_id>-<role>-<availability_zone>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>-
<availability_zone>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>-
<availability_zone>
spec:
providerSpec: 6
#...

@ =Ry,
@ FLTRIRE, WF AWS Outposts, AL outposts f .

g AP providerSpec #8432 3E W Outpost EREHIE,
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4. 1BiT %% <new_machine_set_name_1s>.yaml X, {FirE¥lZs5SEAECE 7 Outpost AR
N5 ENER

AWS Outposts BT B2 E =5

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-outposts-<availability_zone>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-outposts-
<availability_zone>
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machine-role: outposts
machine.openshift.io/cluster-api-machine-type: outposts
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-outposts-
<availability_zone>
spec:
metadata:
labels:
node-role.kubernetes.io/outposts: "
location: outposts
providerSpec:
value:

ami:
id: <ami_id> €)
apiVersion: machine.openshift.io/vibetal
blockDevices:
- ebs:
volumeSize: 120
volumeType: gp2 ﬂ
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: <infrastructure_id>-worker-profile
instanceType: mb5.xlarge
kind: AWSMachineProviderConfig
placement:
availabilityZone: <availability_zone>
region: <region>
securityGroups:
- filters:
- name: tag:Name
values:
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- <infrastructure_id>-worker-sg
subnet:
id: <subnet_id> ﬂ
tags:
- name: kubernetes.io/cluster/<infrastructure_id>
value: owned
userDataSecret:
name: worker-user-data
taints: 6
- key: node-role.kubernetes.io/outposts
effect: NoSchedule

EEEREMZEN 1D,

EEITENSNENRM. BIFHKEFEMEN ID. outposts A BHFFH Outpost ATAK
H Ko

8% Amazon Machine Image (AMI) ID,

S EBS K8, AWS Outposts BE gp2 B,

YEE AWS SLBIRE, R/ifER Outpost RECERYSLAEIREY,

$EE Outpost TR ZFER AWS X,

187 Outpost B%& FFM,

BETR, UL T REHAEEIESR node-role.kubernetes.io/outposts T1% 897 s

. 27 Outpost FIFRE A TR, EefEN 2R Deployment 5R 15 E X
B9 RR,

Q99900 ®©9O

5. RIFEME,

6. IZTATR L RAZBITENARNE CR

I $ oc create -f <new_machine_set_name_1>.yaml

o ERNIEERH[ELBITENRZNE, HTUTHRRIHKFPIITENSE

I $ oc get machinesets.machine.openshift.io -n openshift-machine-api

it
NAME DESIRED CURRENT READY AVAILABLE AGE
<new_machine_set name 1> 1 1 1 1 4m12s
<original_machine_set_name_1> 1 1 1 1 55m
<original_machine_set_name_2> 1 1 1 1 55m

o FEIIHHIITENFEEENNE, HoTUTHRS
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$ oc get -n openshift-machine-api machines.machine.openshift.io \
-I machine.openshift.io/cluster-api-machineset=<new_machine_set_name_1>

i
NAME PHASE TYPE REGION  ZONE AGE
<machine_from_new_ 1> Provisioned mb5.xlarge us-east-1 us-east-1a 25s
<machine_from_new 2> Provisioning mb5.xlarge us-east-1 us-east-1a 25s

o EWILHINTENGFEOURMINNGZESRAERMNEE, HoTUTHSRE CR FIBEXFER
EEAFNES

I $ oc describe machine <machine_from_new_1> -n openshift-machine-api

20.5. 7£ OUTPOST # |# B - T %

¥ AWS VPC £2#Fh ) OpenShift Container Platform # B} Outpost f&, &R LAEE A% node-
role.kubernetes.io/outposts #9;11 %11 817 R7E Outpost A - TE M %k,

FRFH

o MBJF AWS VPC & E R Outpost,
o RETLUFEAEZSR cluster-admin I EBYK 7 i (A EE %,
o B &% OpenShift CLI (oc)

o ZELIRBTEES Outpost INEFREBHINZIT B SRBITEHSRE.

1. NEESEBRNGFMhihGH & AR ARFEE Deployment HHR 4,

Deployment ;& HL7~ 1

kind: Namespace
apiVersion: vi
metadata:
name: <application_name> 0
kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: <application_name>
namespace: <application_namespace> 9
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: gp2-csi 6
volumeMode: Filesystem
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apiVersion: apps/vi
kind: Deployment
metadata:
name: <application_name>
namespace: <application_namespace>
spec:
selector:
matchLabels:
app: <application_name>
replicas: 1
template:
metadata:
labels:
app: <application_name>
location: outposts
spec:
securityContext:
seccompProfile:
type: RuntimeDefault
nodeSelector: 6
node-role.kubernetes.io/outpost: "
tolerations: @
- key: "node-role.kubernetes.io/outposts”
operator: "Equal”
value: "™
effect: "NoSchedule"
containers:
- image: openshift/origin-node
command:
- "/bin/socat"
args:
- TCP4-LISTEN:8080,reuseaddr,fork
- EXEC:"/bin/bash -c \"printf \W'HTTP/1.0 200 OK\r\n\r\n\\\"; sed -e \\\"/Mr/g\"\"
imagePullPolicy: Always
name: <application_name>
ports:
- containerPort: 8080
volumeMounts:
- mountPath: "/mnt/storage”
name: data
volumes:
- name: data
persistentVolumeClaim:
claimName: <application_name>

NN RRFIEE—1 &,

NN FRRFIRE— N RZEE, NARFRAZERALSNARFETER.
EEFMEREH. NTFLEITERE, YIER gp2-csi FiEX,

1B EFRZE KT Outpost R EREBI TE i,

EELUAGIT R =00 BB RUEFESR IR,
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BESH5ITEN SR ITTEN SRS key # effects 5 mILEHIARR, XiE value I
operator, W TR,

. IBITLA T en 3R 02 Deployment %R :

I $ oc create -f <application_deployment>.yaml

3. EZi& Service KT R, & pod MBEIRIGITE R AT BTN EML iz THARS

Service ;& .l

apiVersion: v1i
kind: Service
metadata:
name: <application_name>
namespace: <application_namespace>
spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
type: NodePort
selector:
app: <application_name>

ﬂ E Y service FiR,
Q EEENAEZE pod BIIRZERE,

4. 1T e ¥ 0% Service CR :

I $ oc create -f <application_service>.yaml

20.6. IS MEF =M AWS 1T EFE EEE TEME

J='|,.,\H AWS VPC 57 B El Outpost I, Outpost AMNZITE TR, #H VPCERAEF=HITET
Mo UTAEMERERFIEATY EE Outpost AEY AWS VPC 5Ef :

e Outposts Ti%iz1T AWS Network Load Balancers 2 AWS Classic Load Balancers, {84 &%
Outpost By VPC &1 Classic Load Balancer AT LAMiINZEI Outpost & it E T M, MEEZE
B, BB AWS VPC £&£F{# AWS Classic Load Balancers §" %! Outpost

o ZTF Outpost LI LizfT i #9%ss, iR AWS Application Load Balancer, & LAf&
FA AWS Load Balancer Operator %2 AWS Load Balancer Controller B35, #2225 5
Kubernetes Ingress %iRE&E % AWS Application Load Balancers, S1EERZER, 1ESHE AWS
VPC &5 {8 AWS Load Balancer Operator # B Z| Outpost,

20.6.1. 7t AWS VPC & &£ #{#F§ AWS Classic Load Balancers § B E Outpost

AWS Outposts £t 2254 %7247 AWS Classic Load Balancers, 1B AWS VPC $&f/1# Classic Load
Balancers AT ATE Outpost R BRI ITE T m (MRIGMETFSHNFRAUTFRA—THERH) . E
Itt, VPC 2% 8 Classic Load Balancers AIRBEREH P — N mER EHE pod,
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%5 20 = ¥ AWS VPC 8 7 EEI AWS OUTPOST

ENGTET RMETF T EY R LAE TR RIER, NRERLE VPC &£E#FH Classic
Load Balancer #1%f Outpost M IHTE TR, ERLUEHENAIEFEHITET R, ¥ Classic Load
Balancer ERi& N {XFEH B N AR T R EHE,

INRIEREERHIE VPC £EEF Classic Load Balancer LA Outpost i1 T &1 m N B
PR, MABBEFZRIXLES TR,

FRFH

o RBEJF AWS VPC & ER Outpost,
o RETLUFEAESR cluster-admin I EBYK 7 i (A SE %,
o B &% OpenShift CLI (oc)

o (ZETE Outpost FEIRA /M TEME, HBERSDEITENSRNTTRILE,

1 B B TR npwéELuT:LQ%frﬁ mELEH location=outposts 1%, FHEIFHHESTR
B& Outpost FRINZITET & ¢

I $ oc get nodes -I location=outposts

2. BITU TS, FERBENRC VPC EBEFHNETEMITE T R

$ for NODE in $(oc get node -l node-role.kubernetes.io/worker --no-headers | grep -v
outposts | awk '{print$1}'); do oc label node $NODE <key_name>=<value>; done

Hrh <key_names>=<value> B ZEMARK S E TR ET KBITRE.

it Bl

node1.example.com labeled
node2.example.com labeled
node3.example.com labeled

3. 7%k BT U TaSEREITEETENITE T RRTEEERENTE, HBIIHEHRETESE VPCE
BPMmEETSIITE T A

I $ oc get nodes -| <key_name>=<value>
i Bl

NAME STATUS ROLES AGE VERSION
nodel.example.com Ready worker 7h v1.29.4
node2.example.com  Ready worker 7h v1.29.4
node3.example.com  Ready worker 7h v1.29.4

4. @it 7E Service ;& ¥ H annotations ZEEFRINEF =M FME 2 EECE Classic Load Balancer
ARZS :
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IR 55 Ec & T fl

apiVersion: vi
kind: Service
metadata:
labels:
app: <application_name>
name: <application_name>
namespace: <application_namespace>
annotations:
service.beta.kubernetes.io/aws-load-balancer-subnets: <aws_subnet> ﬂ
9service.beta.kubernetes.io/aws-Ioad-balancer-target-node-Iabels: <key_name>=<value>
spec:
ports:
- name: http
port: 80
protocol: TCP
targetPort: 8080
selector:
app: <application_name>
type: LoadBalancer

Q 18 AWS VPC B F M ID,
@ il RIRERIEES B TR ER,

5. 1T T3k Service CR :

I $ oc create -f <file_name>.yaml

1 BT S, $0iE service FHRAVIRE, LUERE &M AWS Load Balancer(ALB)BERML :

$ HOST=%(oc get service <application_name> -n <application_namespace> --
template="{{(index .status.loadBalancer.ingress 0).hostname}}')

2. BITLLT a4, WIEB B Classic Load Balancer EHLEA S

I $ curl $HOST
3. T AWS #ZH &/, FBiERE RERCHSLE) TR fE % e2sr B R4,

20.6.2. 7£ AWS VPC £ 2/ {# FH AWS Load Balancer Operator § B E Outpost

& el LAES & AWS Load Balancer Operator, EAETE AWS VPC &£ HE & AWS Application Load
Balancer, AWS Outposts 3% AWS Network Load Balancers, EIt, AWS Load Balancer Operator
JoiETE Outpost HiE 7T Network Load Balancers,

&I AE = F Mk Outpost FMA Al AWS Application Load Balancer, =R Application Load

Balancer RATLAMIINBI B F=HITTET 52, M Outpost AARY Application Load Balancer a] LAME In B h it
B R, n/ifEA Outpost FRIEK VPC FMEERE Ingress IR, BERBERFERENE.
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%5 20 = ¥ AWS VPC 8 7 EEI AWS OUTPOST

FEREMH
o KBS AWS VPC £E) B E Outpost,

o B &% OpenShift CLI (oc)

o BE&R% AWS Load Balancer Operator #6887 AWS Load Balancer Controller,

e f¥ Ingress FIRECE NERIEENFM :

Ingress HiIRECERHI

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: <application_name>
annotations:
alb.ingress.kubernetes.io/subnets: <subnet_id> ﬂ
spec:
ingressClassName: alb
rules:
- http:
paths:
- path: /
pathType: Exact
backend:
service:
name: <application_name>

port:
number: 80

Q@ EEERHTM.
o Z7f Outpost F{# f Application Load Balancer, 1518 Outpost M ID,

o EE={#EM Application Load Balancer, fEHEARNATRARFEEEVHINF
I

Hith TR
e {#F AWS Load Balancer Operator 3|3 AWS Load Balancer Controller Sl

20.7. E R
o £ AWS LIS LERINARN VPC A
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#installing-aws-vpc
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