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1.1. RED HAT BUILD OF OPENTELEMETRY 3.2.1 £f73¥1iC

1.1.1. Red Hat build of OpenTelemetry it

LTI EER OpenTelemetry ZEFFHR OpenTelemetry TH, SENTBREPGRMES—. tELFIHEN
AR IIAENEIERE. Red Hat build of OpenTelemetry /X IFEEMEIE OpenTelemetry
Collector F &1t TYE (i AaM,

OpenTelemetry Collector A LLIEIX, &E%D%ﬁ%ﬂ:*ﬁfﬂ’h.{ﬂ?ﬁ% AR BN RS 2 (8] B 4k
B EREERIEBAEMS, Collector IR T — M —fRAAR, ATFWREMCIBIER. BEMNBEE,

OpenTelemetry Collector 5%/ 2hig, 15 :

BURBERMAE Hub

ERE—NHPRAY, BTFREREEMRNETIEREZNEIE, MG A2 fEG
IR 03X LB,

B BN SR EE
OpenTelemetry Collector WiT HAHTEE L. EXFEFAIERER. FHBMEIES,
B ok NThEe
Bl T My ARERNAIRENTE, FRARTREENERENSEFIRNERH,

LA 2 OpenTelemetry Collector BJ—LEF 1 :

SrhEEEE

TEWMARSS IR, FTLLERE Collector SRR & X B % MRSFSHIEIE,
BiRigm M

ERPIER A B DM TEZAL, Collector AL, 1 IEMAMIEXLHIE,
% JaimiE B S H

Collector AT AR BB IR FHFH X E S D REM DT A,

Red Hat build of OpenTelemetry 3@i¥ Red Hat build of OpenTelemetry Operator $#2,

11.2. CVE
A ATRRAARR T LUR CVE -
e CVE-2024-25062

® Upstream CVE-2024-36129

11.3. #TEhEE K Th REIR oi
SXAARABIHE T LUk -

o THEFJERH OpenTelemetry 3.2.1 EF R OpenTelemetry kR4 0.102.1,

1.1.4. FKEN S #F


https://opentelemetry.io/
https://opentelemetry.io/docs/collector/
https://access.redhat.com/security/cve/CVE-2024-25062/
https://opentelemetry.io/blog/2024/cve-2024-36129/
https://opentelemetry.io/

OpenShift Container Platform 4.16 Red Hat build of OpenTelemetry

INRIBIEHIT A SRR B E AN FZ S, OpenShift Container Platform BRBE A, &5 ZI0EE 71
P it

B LLNER ] P
o HSRFENWLNERIAE, THEIET RBEXHNXXEMRRS R,
o R HLLLINESHF,
o Jjln| E M A,

FN G| LRI AR, KA LAE OpenShift Cluster Manager A& [ Insights. Insights 3244t 7 [ AY 140
ER, HFEETANBERT, RETNAARRFHHER,

INREXT A B EMSUHEN, AT EMER, EIERSEAERR JIRA 1, 1HREEERFE
&, NZEZFF OpenShift Container Platform AR,

115 FHEREEES

RN FEHRBN A, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLNLZITHRAPERS LiE,
{FIEEE CTO Chris Wright FIE &,

1.2. LARTBY4TIEHE Y OPENTELEMETRY A 1TARA & 1T3E10

1.2.1. Red Hat build of OpenTelemetry it

LTI EEH OpenTelemetry EFFFR OpenTelemetry TH, SENTBREPMGRES—. tELFIHEN
AR IIAENEIERE. Red Hat build of OpenTelemetry /@ IFEEMEIE OpenTelemetry
Collector F &b TYE (i aM,

OpenTelemetry Collector ATLAREIR, ALIRANEL & 2 g NB B EAE, FEEHEN RS0 (7] B =2 b
BN EREERIREEBAEME, Collector IR T — M —fRAAR, ATFKREMLIBIER. BEMNBEE,

OpenTelemetry Collector 5%/ 2hig, 15 :

BURBERMAE Hub

ERY—DHRAHE, BTFIERESHIREIEIFERSENEIE, = LM B S A2 FEH
IR 03X LB,

B BN SR EE

OpenTelemetry Collector WiT N A HHTHE L, EXFEFAIERER. FHEMEIES.
BaiRNThEe

BRNEE T My ARERNATIRENTE, FRXARTRFEENERENSREFIRNERH,

LA 2 OpenTelemetry Collector By—LEF 1 :

SohBUEBE

FEMARSS R, TTLIERE Collector ERE X H LS MRS IR,
i b

ESEIRHE R BD T E 2, Collector ATLAE ., T IEFNLM B X LEHIE,
% Rt BE A 5

Collector Al RN RSB FH I H L E B S N RIEFR 2T T A,


http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
https://opentelemetry.io/
https://opentelemetry.io/docs/collector/

B/1E RITEIL

1.2.2. Red Hat build of OpenTelemetry 3.2 X 17310

Red Hat build of OpenTelemetry 3@i¥ Red Hat build of OpenTelemetry Operator $#2,

1.2.2.1. BT ZhEE

XA RABELTRAT G IIRE |
o IHlIETrEWRER
® OIDC Auth Extension
® Kubernetes Cluster Receiver
® Kubernetes Events Receiver
® Kubernetes Objects Receiver
® | oad-Balancing Exporter
® kubelet Stats Receiver
® Cumulative to Delta Processor
® Forward Connector
® Journald Receiver
® Filelog Receiver

® File Storage Extension

BF

XETHEER R B — MRORTINITRE, AT ZhRER R LG MRS TN (SLA) X
F, BYREARHARE, MERHERE T IMREHhERE]. XERATI TR LUE
AARBA AR, HENSEFLNBRREMARTE L,

BRIABRAT G FEEMESER, WSARATIT i F e,

1.2.2.2. §iThee B Thieignm
XANMRABHE T LA et

® Red Hat build of OpenTelemetry 3.2 ZEFFIR OpenTelemetry kit 0.100.0,

1.2.2.3. TR BIThAEE

7 Red Hat build of OpenTelemetry 3.2 #1, 7E OpenTelemetry Collector B % X ¥R & FH Z2{E#] null
(RFEFMH, FITNEUEMEATHRAPRIESZR, OIBNEYIILITESBEPRES EENER
EIRMEE MR, BHHEESAER. EAZEMN null XEFHERLE, BILEH
OpenTelemetry Collector BRE LR, FHA—{} £E2E —1Z JSON IR,

1224 EFHIXER

XN RAERFET UTREFHIRMES :


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
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o EWEHZHI, TEZLZ Red Hat build of OpenTelemetry Operator K, Web 12HI& /%A B
Operator GRS 1%ME, Kb, £ openshift-opentelemetry-operator #5422 7] 3% 5 0132
ServiceMonitor F{iR, FEXMRAR, 7E web ZHIE PR B RLIIBER OpenTelemetry
Operator, FAFAILAERE S F2H/E A Operator 1518, (TRACING-3761)

1.2.3. Red Hat build of OpenTelemetry 3.1.1 £ 17310

Red Hat build of OpenTelemetry 3@i¥ Red Hat build of OpenTelemetry Operator $#2,

1.2.3.1. CVE

A fThRAER R T CVE-2023-39326 B[],

1.2.4. Red Hat build of OpenTelemetry 3.1 £ 17310

Red Hat build of OpenTelemetry 3@i¥ Red Hat build of OpenTelemetry Operator $#2,

1.2.4.1. BAR TN ThEE
XMRASIELL T AT IhEE -

e HIrEEEsE OpenTelemetry Operator — N aEIEAH M, B4 F Prometheus #IZR1REXB i1
£ OpenTelemetry Collector SLBIEREBR N E R, Bira iR HtS5 Prometheus PodMonitor
# ServiceMonitor B & Y F RIS K.

BF

BIr DB R B — NRORTIIIRE. KA IEER RS MRS TN (SLA) X
F, BYREARHARE, MERHERE T IMREhERE]. XERATI TR LUE
AARBA AR, HENSEFLNBRREMARTE L,

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

1.2.4.2. F#iTheE B IheEI8om
XA RRARSFE T LA el -

o THEFJEEEY OpenTelemetry 3.1 & FFFR OpenTelemetry iiiA 0.93.0,
1.2.5. Red Hat build of OpenTelemetry 3.0 %1730

1.2.5.1. #izhae K Thaeidan
XANRASB 53 T LA el
o THEFJEREY OpenTelemetry 3.0 EFFFIR OpenTelemetry fRA 0.89.0,

e OpenShift distributed tracing data collection Operator # &% LLIBFIEN
OpenTelemetry Operator,

o ¥ ARM ZEH4,
o T HEIEIREAM Prometheus EUES,


https://issues.redhat.com/browse/TRACING-3761
https://access.redhat.com/security/cve/cve-2023-39326
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://opentelemetry.io/
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o ¥ Kafka EINEIFN S HH2S, I trace # metrics X 1£E Kafkas
o THEESLHEMRIBINE,

o MNR/FMAT Prometheus exporter, Red Hat build of OpenTelemetry Operator & | &
Prometheus ServiceMonitor B & X ¥R,

e Operator [5 A Instrumentation BE X FR, RVFEA LI OpenTelemetry B i,

1.2.5.2. fHB&@E A

TELIIEFIEEH OpenTelemetry 3.0 A1, Jaeger exporter B4 HIBR, FRFIIRMESMLIFINIE 2.0 £ A
HAZERATR M, ENRBUBR A ZE R Jaeger YNERRH Jaeger exporter FIEERE, A LUER OTLP

exporter,

1.253. BEFHIXER
TEXANRAFREE T A TRFERES :
o {8 T7EEH oc adm catalog mirror CLI <5 Xf by FFE MR 35,

1.2.5.4. 205
LI E— BN

o Ak, EHN—PREFEHIR(TRACING-3761), ZIIEHIERH OpenTelemetry Operator FYSEEF ! 12
WEM, XNEREIERATRA SR N N R B IR R AR 55 I 5 RR DRSS
openshift.io/cluster-monitoring=true, FTLLMZLIEIEEH) OpenTelemetry Operator H$ZEX3E
*ﬁio

Il R 5 3
BRI SRR, WA :

1. 7£ Operator fp R 22 (A HARILLTHRZ: : oc label namespace openshift-opentelemetry-
operator openshift.io/cluster-monitoring=true

2. QIR kS, ARMABHE

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: opentelemetry-operator-controller-manager-metrics-service
namespace: openshift-opentelemetry-operator
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
path: /metrics
port: https
scheme: https
tisConfig:
insecureSkipVerify: true
selector:
matchLabels:
app.kubernetes.io/name: opentelemetry-operator
control-plane: controller-manager


https://issues.redhat.com/browse/TRACING-3761
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
rules:
- apiGroups:
resources:
- services
- endpoints
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: otel-operator-prometheus
subjects:
- kind: ServiceAccount
name: prometheus-k8s
namespace: openshift-monitoring

1.2.6. Red Hat build of OpenTelemetry 2.9.2 4 17310

BF

TR EEEY OpenTelemetry RR— MR ThEE, FARTEINBERZLLE™ MRS F N
il (SLA) ¥, HINREETREHFE, A HEEEIMERFEATN], XERA
TiEThEE AT LAE R P IR B XA IEE, HFENSEF LM EBRRERIE L,

BRABRATGEZFFEENESER, HSHE AT LR,
YIHEFIER OpenTelemetry 2.9.2 EF FFR OpenTelemetry hitZA 0.81.0,

1.2.6.1. CVE

o RITHRAERRT CVE-2023-46234 By[n) &,


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://bugzilla.redhat.com/show_bug.cgi?id=2246470

%1% HED
1.2.6.2. EHA] 5

LEIFE— e

o B, ENHFhE Operator maturity % &4 Level IV, Deep Insights, ( TRACING-3431)
1.2.7. Red Hat build of OpenTelemetry 2.9.1 X 173%10

BF

TR OpenTelemetry RR— MR ThEE, FARTEINBERZ L™ MRS F N
il (SLA) ¥, HINRETTREH TR, AIEFHEEESIMERFEAEN], XERA
TiEThee AT LAE R P IR B A IEE, HFENSEF LM ERRERIE L,

BAXRABEATNAERIFEEMESER, BESHEATIIEE TR,
YIIEHIEERY OpenTelemetry 2.9.1 &2 F R OpenTelemetry hitA 0.81.0,

1.2.7.1.CVE

o WELITHRAIEE T CVE-2023-44487,

1.2.7.2. B HnE
LEIFEE— B0 -

o B, ENHFEhE Operator maturity % &4 Level IV, Deep Insights, ( TRACING-3431)
1.2.8. Red Hat build of OpenTelemetry 2.9 4 17310

BF

YTHEIIEEEY OpenTelemetry RR—NEARTN Y ThEE, FARTEINBERZLLE ™ MRS F N
il (SLA) X, HINREETREH TR, AIEFAHEEEIMERFEATN], XERA
TiEThEe AT LAE R P IR B A BIEE, HENSEF LM R RERIE L,

BRABRATGEZFEENESER, HSHEATTIEEZ R LR,
Red Hat build of OpenTelemetry 2.9 EFFJ& OpenTelemetry R4 0.81.0,

1.2.8.1. HiThee B IhAER
b % 4ThRA ) OpenTelemetry BIZLIEFYERFI A T LA B -

e ¥ OTLP ¥R ingestion, 1EHFETLLE]T Prometheus 5 8845 % 3 %2 % 1E user-workload-
monitoring A,

e ¥F Operator BFE ] IV, Deep Insights, &/5F 7% OpenTelemetry Collector s£{5IH#
MAIEIE, LARLIEIEER OpenTelemetry Operator,

o {HF OTLP =k HTTP #1 HTTPS R & iR B R Ay B IR FNIEFT.

e @it resourcedetection LM IR UNEE OpenShift Container Platform FHRE M.


https://operatorframework.io/operator-capabilities/
https://issues.redhat.com/browse/TRACING-3431
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/security/cve/cve-2023-44487
https://operatorframework.io/operator-capabilities/
https://issues.redhat.com/browse/TRACING-3431
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://operatorframework.io/operator-capabilities/
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e I ¥F OpenTelemetryCollector B E X resouce F#J managed #1 unmanaged K75,

1.2.8.2. B[]
LEIFEE— B0 -

o B, ENFEhE Operator maturity % &4 Level IV, Deep Insights, ( TRACING-3431)
1.2.9. Red Hat build of OpenTelemetry 2.8 4 17310

B

AN =piafEAsy OpenTeIemetry,\E DRI INEE, BT IIEEAR ZLIME ™ MARSFR
il (SLA) X, HINRETTREHFE, AIEFAHEEEIMERFEAEN], XERA
il ThA _Jl«iﬁﬁﬁ)jﬁeiﬁﬁﬁﬁﬁ’ﬂﬂﬁb, FENSEFLMERIRERITEN

BRABRATGEZFEENESER, HSHE AT LR,
Red Hat build of OpenTelemetry 2.8 EFF& OpenTelemetry liRZ 0.74.0,

1.29.1. BFHERES
& ThRAFRR T CVE IREMRESRA I U RIEFHEIR,

1.2.10. Red Hat build of OpenTelemetry 2.7 X 173%iC

HE

AN =yafE:y| OpenTeIemetry,\zE MRARTNGINEE, AT IIRER ZLIE ™ MR S5 F X
il (SLA) Z#, BINEEAREHARE, AEAHEEETIMERFERE], XLFAR
e ZhA _ILAEFHF?EEWFH%E’JWJH&, HENSEF LM BRERGEL

BRIABRAT G FEEMNESER, WSARATIT i F e,

YTHEHIEERY OpenTelemetry 2.7 EF FFIR OpenTelemetry hiiA 0.63.1,

1.2.10.1. BFHERES
L& THRAERR T CVE IRENZERE B REFE R,

1.2.11. Red Hat build of OpenTelemetry 2.6 X 1T3%iC

g5

AN =pafEAsy OpenTeIemetry,\E NERTIINEE, BT IIEEAR ZLIE™ MRS FR
il (SLA) X, HINRETTREH TR, AIEFHEEESIMERFEAEN], XERA
T IhE TLA{%FHFTEEWFH%EE’JIJJHb, FENSEFLMERIRERITEN

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

Red Hat build of OpenTelemetry 2.6 EFF& OpenTelemetry kiR & 0.60,

10


https://operatorframework.io/operator-capabilities/
https://issues.redhat.com/browse/TRACING-3431
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
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121 B ES
L& THRAERR T CVE IRENZERERHUREFE R,

1.2.12. Red Hat build of OpenTelemetry 2.5 X 173%i0

HE

AN =yafEEY| OpenTeIemetry,\zE MRARTNGINRE. FRARTI G IIRER ZLINE ™ MR S5 F R
il (SLA) ¥, BINEEAREHARE, ABEAMEEETIMERFERE], XLFAR
?ﬁﬁlﬂﬁ‘éﬁﬂ«iﬁﬁﬁ)j??eiiﬁﬁﬁ %ﬁEI’\JIjJﬁE HENSTEF LA BRERIBE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

Red Hat build of OpenTelemetry 2.5 EFFF& OpenTelemetry kR4 0.56,

1.2.12.1. FiTheE K Thaeigin
EANMRAB T LA e

® T OpenTelemetry Operator FZLIEIEE A ULEE Kubernetes HRE M.

1.2.12.2. BFHERES
L& THRAERR T CVE IRENZERE B REFE R,

1.2.13. Red Hat build of OpenTelemetry 2.4 X 17310

5

AN =pafEsy OpenTeIemetry /\IE MR INEE, BT IIEEAR ZLIME ™ MRS FR
il (SLA) ¥, HINRETTREH TR, AIEFAHEEEIMERFEAEN], XERA
ﬁﬁ%%ﬂﬂﬁﬁ?%iﬁﬁ%%%% FHENSEFLMERIRERITE N,

BRIABRAT G FEEMESER, WSARATIT i F e,

LIEHIEH OpenTelemetry 2.4 EF FFR OpenTelemetry iR A 0.49,

1.2.13.1. BFERES
& ThRAFRR T CVE IREMERESRA I U RIEFHEIR,

1.2.14. Red Hat build of OpenTelemetry 2.3 X 173%i0

BF

AN =yafE:Y| OpenTeIemetry,\zE MRARTIGINEE. AT IIRER ZLINE ™ MR S5 F R
i (SLA) Z#, BINEEAREHARE, AEAHMEEETIMERFERE], XLFAR
T e ThEE =T LA FA F’?%Eﬁtﬁﬁ %ﬁEI’\JIjJﬁE HENSTEF LM BRERIBE L,

BRIBEATUTNESZFBEEMESER, BESHBRTT IR EH,

1


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
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LIIEHIEH OpenTelemetry 2.3.1 EF FFIE OpenTelemetry fRA 0.44.1,

YTIEHIEERY OpenTelemetry 2.3.0 &2 F R OpenTelemetry kR4 0.44.0,

1.2.14.1. BEFHERES
LA ITHRAFR R T CVE IREMZRETRAE M H LRI FEE 1%,

1.2.15. Red Hat build of OpenTelemetry 2.2 X 17310

BF

YTHEIIEEEY OpenTelemetry RR— MR ThEE, FARTEINBERZ L™ MRS F N
il (SLA) ¥, HINREETREH TR, AIEFAHEEEIMERFEATEN], XERA
T ThEe AT LAE R P IR B A NIEE, HENSEF LM EBRRERIE L,

BXRAEEATNAERIFEEMESER, BESRHEATIIEE TR,
YTIEHIEERY OpenTelemetry 2.2 EF FFIR OpenTelemetry hitA 0.42.0,

1.2.15.1. BoR T i Th g

21 RiTHRAFEEM OpenTelemetry Collector 2044 B #MHIER,

1.2.15.2. BFEHIRES
LA IThRAFRR T CVE IREMZ LRI M H LRI FEE 1%,

1.2.16. Red Hat build of OpenTelemetry 2.1 X 1T3%iC

BF

TR EEEY OpenTelemetry RR— MR ThEE, FARTEINBERZLLE ™ MRS F N
il (SLA) X, HINREETREH TR, A HEEEIMERFEATN], XERA
TiEThee A LAE R P IR B A BIEE, HENSEF LM ERRERIE L,

BRABRATGEZFEENESER, HSHE AT TR,
Red Hat build of OpenTelemetry 2.1 & F FFi& OpenTelemetry kR4 0.41.1,

1.2.16.1. F AR T Thag

EITHRABIAT — PN EERAFEMNESR, XS5 MMTE OpenTelemetry B E X HR 4 HECEIE
FHEX, TEXNRAEH, ca_file EBHE LK RABE tIs T, WA=,

OpenTelemetry iR 0.33 B CA XH#ECiE

spec:
mode: deployment
config: |
exporters:

12


https://opentelemetry.io/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
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B/1E RITEIL

jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

OpenTelemetry fRZ 0.41.189 CA X #Edi&

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

1.2.16.2. BFHERES
LA ITHRAFRR T CVE IREMZR LR M H LA R IZFEE 1%,

1.2.17. Red Hat build of OpenTelemetry 2.0 X 173%iC

BF

TR EEEY OpenTelemetry RR— MR ThEE, FARTEINBERZLLE ™ MRS F N
il (SLA) ¥, HINRETTREH TR, AIEFHEEEIMERFEAEN], XERA
T Thee AT LAE R P IR B XA IEE, HFENSEF LM EBRRERIE L,

BRIABRAT G FEEMNESER, WSARATIT i FEH,

YTIEHIEERY OpenTelemetry 2.0 EFFFR OpenTelemetry iRZA 0.33.0,

b2 ATHRAINANT OpenTelemetry BIZLIEFIERVE MR T, BERALIIEIIEE OpenTelemetry
Operator %%, Red Hat build of OpenTelemetry #F OpenTelemetry API F1TE, ZLIEHERH]
OpenTelemetry 83& OpenTelemetry Operator #1 Collector, f&BILAEF Collector 7£ OpenTelemetry
= Jaeger VX AR trace, FHIF trace B A %£E OpenTelemetry BIZIIEIIEE, BRIAFAXZHF

Collector BIEhINEE, OpenTelemetry WERZR SITFFF A AR FE A SHNEILKH AP REAT, #%
TN EHE S BT KT R TEE SRS

1.2.18. IRENZ #F

INRIBIEHAT A SR AR B EARFESK OpenShift Container Platform BH&EI[A]f, H5R] L& 1/
P ik

BT LLNER ] PR
o HSRIFENWLNERIAE, THREIET RBEXNXXEMRRS R,
o R HLLLINESH,
o Jjln| E M A,

FN G| ERERM R, KA LAE OpenShift Cluster Manager F{# [ Insights. Insights 3244t 7 [ A 140
B, HEETHNERT, RHET WRERFENER,
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INRIEN AR B AR, AT EMER, EAERCEAGRE JIRA [1J#l, HiREEEF
&, NZEZFFN OpenShift Container Platform AR,

1.219. FHREEES

RN FEHRBRNIAIE, ST Web BHFRFERFMNIES., BITMXENRIEFFLE : master,

slave, BEHEMELYE, BFHIAI/E+2RE, JEFRFEEFHEHNANLZITHRAPERS LhE, #
fEi5&E & CTO Chris Wright IS &,

14
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CPEE
LELTIEFIEEM OpenTelemetry 5 RUTHIE :
1. RELTIEFIEB OpenTelemetry Operator,
2. 25 OpenTelemetry Collector SEI I3 A& 22 A,

3. fll# OpenTelemetryCollector B & X FRE¥KERZE OpenTelemetry Collector SEf,

2.1. M\ WEB 2§l & ZR41§M B OPENTELEMETRY
& A LAM web #22] & B Administrator 11K RERLTIEHIEH OpenTelemetry,
FRFH

o LIEEEIEN HPFEMA cluster-admin A& ERKE web 615,

e %f7F Red Hat OpenShift Dedicated, & /7if# I E %A dedicated-admin & &89k &%,

ik
1. RELTIEFIEB OpenTelemetry Operator :

a. 1A Operators - OperatorHub, £3& ZLIEHJEH OpenTelemetry Operator.

b. %% Red Hat build of OpenTelemetry Operator provided by Red Hat - Install »
Install -» View Operator.

85
X EARIATIZE R LS Operator :
® Update channel - stable
® |Installation mode — All namespaces on the cluster

® Installed Namespace — openshift-operators

® Update approval = Automatic

c. TER%EH Operator T EM Details 1%£1I£ 7, {E ClusterServiceVersion details TEiE &%
Status 2% N Succeeded,

2. BT #Z Home — Projects — Create Project, N{&IE T—#4 F{llEH OpenTelemetry
Collector EfIBIB—NIE,

3. fZ OpenTelemetry Collector L4,
a. 1# A Operators - Installed Operators,
b. %% OpenTelemetry Collector - Create OpenTelemetry Collector—» YAML view,

c. £ YAML #Eleh, {#M OTLP. Jaeger. Zipkin receivers #I debug exporter B & X
OpenTelemetryCollector B T Y F5IE(CR),

15
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apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
zipkin: {}
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug: {}
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

1%+% Create,

1. {3 Project: THiI5I3K %% OpenTelemetry Collector SXHIHILIE,

2. #t N Operators - Installed Operators, LUJiE OpenTelemetry Collector SEf5If) Status @5

“& Condition: Ready:

i# A\ Workloads » Pods, LU4GiE OpenTelemetry Collector SEBIBIFRE4H M pod &RIEIZIT.

2.2. [ CLI 2% 1g1J% ¥ OPENTELEMETRY

IRAT LAM Ep DT RERLLIE MBI OpenTelemetry,

SoREH
o ST EA cluster-admin AEREEL OpenShift CLI (oc) K1,

16



R
o FALRIEHI OpenShift CLI (oc) IRANE&EFTIRA, FHE5EB OpenShift Container Platform hix
AT,
o T oc login:

ié/
I $ oc login --username=<your_username>

ik 3
1. RELTIEFEB OpenTelemetry Operator :

TUT®4, NEHER OpenTelemetry Operator fIEIIE :

a. a9
$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1

kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-opentelemetry-operator
openshift.io/cluster-monitoring: "true"
name: openshift-opentelemetry-operator
EOF

b. IZfTLA T en & 3R AIE Operator 4 :

ey
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v1
metadata:

kind: OperatorGroup
name: openshift-opentelemetry-operator
namespace: openshift-opentelemetry-operator
spec:
upgradeStrategy: Default
EOF

T T ap R AIIT Y -

ey
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/vialphat

kind: Subscription
metadata:
name: opentelemetry-product
namespace: openshift-opentelemetry-operator
spec:
channel: stable
installPlanApproval: Automatic
name: opentelemetry-product
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

T T @S IEE Operator IR -

it
P

17
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I $ oc get csv -n openshift-opentelemetry-operator

2. NEBEEFESEH K OpenTelemetry Collector SEfI G —MEEFHITE -

o ZOESATHIENIIR, HSTUTHS :
I $ oc new-project <project_of_opentelemetry_collector_instance>
o EFEATIEAEIA, HoTUTHRS :

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: <project_of_opentelemetry_collector_instance>
EOF

3. ENELIEMIIE OB —1 OpenTelemetry Collector 524,

p= Y=
IR LAE R — SR B RS0 B R AIE % 4 OpenTelemetry Collector £,

a. 8 OTLP. Jaeger # Zipkin receivers #l debug exporter B 7E . OpenTelemetry
Collector B7E XL HIR (CR) :

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpe: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
zipkin:
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug: {}

18



service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

b. BITUTRLRMABELCR:

by
$ oc apply -f - << EOF
<OpenTelemetryCollector_custom_resource>

EOF
1. 217U %4, %iE OpenTelemetry Collector pod #J status.phase % 7 Running, &5
type: Ready :
$ oc get pod - app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_name> -o yaml
2. BT T E 4 3IREL OpenTelemetry Collector fRSS :

ey
$ oc get service -l app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_name>

2.3. Hfth BFiR
o UIEEIEER
® OperatorHub.io
o jlnlWebiZFl&
e f#ifH Web #2HI& M OperatorHub &%
o MBEREH Operator BIENAERF

® OpenShift CLI Al

it
P
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2 3 Z fiti® COLLECTOR

3.1. RECEIVERS

BWES BRI Collector H1, #ZYRES AT AR TFHEOESHUAN (pull), BH, RS ERIEERABEIE,
RHEEROIRESERN, FRELBAEREETRE LHNLEENSHE. MABRT, TREEEKSES.
WE B — 1 E M ERES. BRFTUZF I HEMEEIR.

3.1.1. OTLP Receiver

A OpenTelemetry Protocol (OTLP) BJ OTLP Receiver ingests traces, metrics, f1H &, {#H
OpenTelemetry protocol (OTLP) #J OTLP Receiver ingests traces #1 metrics,

JEF T OTLP Receiver B OpenTelemetry Collector B E X BT

#...
config: |
receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
client_ca_file: client.pem
reload_interval: 1h ﬂ
http:
endpoint: 0.0.0.0:4318 @
tls:

service:
pipelines:
traces:
receivers: [otlp]
metrics:
receivers: [otlp]

OTLP gRPC tnR. #NREHE, NifEAZKILG 0.0.0.0:4317,
AR%5 250 TLS BB, & X TLS IFHAIRRE, INREH, NZEATLS,

9 AR5 ERIUEE FimiE P TLS IEBRIERZR, X=fF TLSConfig H# ClientCAs #] ClientAuth BJ{E
XiE N RequireAndVerifyClientCert, MIEEZER, 155 Golang TLS U BHELE,

IBEEFEAUETRIN A FIfE. RSB EEHE, WEHKERREFHNME, reload_interval FE&
ESOEEMN B BAIMFFTE, W ns, us (3% us), ms, s, m, h,

OTLP HTTP s, ERiAfE 0.0.0.0:4318,

AR5 %sm TLS BB, MR/ELIER, ESH grpe LEERRS .
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3.1.2. Jaeger Receiver

Jaeger Receiver ingests trace {#f Jaeger #&=X,

JEA T Jaeger Receiver B OpenTelemetry Collector B E X ¥R

#...
config: |
receivers:
jaeger:
protocols:
grpc:
endpoint: 0.0.0.0:14250 )
thrift_http:
endpoint: 0.0.0.0:14268 @)
thrift_compact:
endpoint: 0.0.0.0:6831 €)
thrift_binary:
endpoint: 0.0.0.0:6832 )
tls:

service:
pipelines:
traces:
receivers: [jaeger]

Jaeger gRPC tin R, fNRAERE, NIEAZILR 0.0.0.0:14250,

Jaeger Thrift HTTP tin . #1RAERg, N{EMAFKILR 0.0.0.0:14268,
Jaeger Thrift Compact iR, #NR&ER, NEARIAR 0.0.0.0:6831,
Jaeger Thrift Binary imm,. WIR&RE, NI{EARIAR 0.0.0.0:6832,

RS 250% TLS BCiB, 1¥151E & & OTLP Receiver ECEE 9

0009

3.1.3. ENEtrE s

OTLP #&3LH Host Metrics Receiver ingests metrics,

8%

RER LME A F IR BARHBIThEE, HENKEF LN BRRERGE L,

J&A T Host Metrics Receiver B OpenTelemetry Collector B X ¥R

apiVersion: vi
kind: ServiceAccount

Host Metrics Receiver R@—MNEARTI IS, FRTINGIHEER Z L8 SR S5 F R X
(SLA) ¥, HINBErReH AR, AT HEELENERFERE], XA

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,
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22

metadata:
name: otel-hostfs-daemonset
namespace: <namespace>
#...
apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
allowHostDirVolumePlugin: true
allowHostIPC: false
allowHostNetwork: false
allowHostPID: true
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities: null
defaultAddCapabilities:
- SYS_ADMIN
fsGroup:
type: RunAsAny
groups: []
metadata:
name: otel-hostmetrics
readOnlyRootFilesystem: true
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
supplementalGroups:
type: RunAsAny
users:
- system:serviceaccount:<namespace>:otel-hostfs-daemonset
volumes:
- configMap
- emptyDir
- hostPath
- projected
#...
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <namespace>
spec:
serviceAccount: otel-hostfs-daemonset
mode: daemonset
volumeMounts:
- mountPath: /hostfs
name: host
readOnly: true
volumes:
- hostPath:
path: /
name: host
config: |
receivers:



% 3= K& COLLECTOR

hostmetrics:
collection_interval: 10s ﬂ
initial_delay: 1s @)
root_path: / 6
scrapers:
cpu:
memory:
disk:
service:
pipelines:
metrics:
receivers: [hostmetrics]

WEENIEIRESHN FFRR. MRZREEE, NEINMES 1m,
NENIEIESIXEDBIN IR, MFEREHEE, MIRINMEN 1s.

9 Metrics Receiver 25, TEHBNLFIEEMERM root_path (B,

network, paging, processes, #ll process.

3.1.4. Kubernetes Objects Receiver

Kubernetes Objects Receiver HIEX =X I E M Kubernetes API RSS2 MUERINT R, LLiEREF EE A

BCi&E root_path, LUE Host Metrics Receive #13& root X REIMIGIE, MNRIZITE A Host

5l H J5 FI# host metrics scraper, A FAMY scraper 7 cpu, disk, load, filesystem, memory,

Kubernetes 4, (BRI LUKNEEMRIZEEIA Kubernetes TR, bR S INEREMNERMZINEEE, Hitb

RE|E—NEWE LR AT LURSEFr B =

8%

BRABRATGEZFFEENESER, HSHE AT EEZ LR,
JAA T Kubernetes Objects Receiver B OpenTelemetry Collector B3 X ¥R

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-k8sobj
namespace: <namespace>
#...
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-k8sobj
namespace: <namespace>
rules:

Kubernetes Objects Receiver R@—MIATN S INEE, AT HIhEERZ L8 MRS H
Tl (SLA) ¥, BIMRETREHTRE., AETHELEMERFERAT ], XLER
AT ThEERI LA A P IR Bl FFTAIThEE, HANSEF LM BRIRHERIFE L.
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- apiGroups:
resources:
- events
- pods
verbs:

- get
- list
- watch

- apiGroups:
- "events.k8s.io
resources:
- events
verbs:

- watch
- list

#...

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-k8sobj

subjects:

- kind: ServiceAccount
name: otel-k8sobj
namespace: <namespace>

roleRef:
kind: ClusterRole
name: otel-k8sobj
apiGroup: rbac.authorization.k8s.io

#...

apiVersion: opentelemetry.io/vialphai

kind: OpenTelemetryCollector

metadata:
name: otel-k8s-obj
namespace: <namespace>

spec:
serviceAccount: otel-k8sobj
image: ghcr.io/os-observability/redhat-opentelemetry-collector/redhat-opentelemetry-collector:main
mode: deployment

config: |
receivers:
k8sobjects:
auth_type: serviceAccount
objects:
- name: pods ﬂ

mode: pull g
interval: 30s

label_selector: ﬂ
field_selector: 6
namespaces: [<namespace>,...] G
- name: events
mode: watch
exporters:

24
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debug:
service:
pipelines:
logs:
receivers: [k8sobjects]
exporters: [debug]

LR TTIR A : 140 pods, deployments, =X events.
LW FE AR ERE : pull 5 watch,

POERATF pull =X, HET REGEKR AR, IIREEBEE, MWEIMED 1h,
E X BTREIbR A AR

e SRR = RN DE 2SR ES

EMNPIRESHNREZERTIR, NREEEE, NEIMED all,

QD000

3.1.5. kubelet Stats Receiver

Kubelet Stats Receiver M kubelet B API [R%5233F1REXN S TT ;. Pod. BMBHEXMIEIR. RlE, XL
e hR@IT metrics-processing BT BI D1,

5

Kubelet Stats Receiver R@— M RATNNTINEE, AT INBEAR ZLLIE ™ SaAR 55 F R ML

(SLA) X%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
RER R R BB, HANSEF LM BRRMARGEL,

BRABRATGEZFFEENESER, HSHE AT TR,
JEA T Kubelet Stats Receiver fy] OpenTelemetry Collector B E X ¥R

#...
config: |
receivers:
kubeletstats:
collection_interval: 20s
auth_type: "serviceAccount"
endpoint: "https://${env:K8S_NODE_NAME}:10250"
insecure_skip_verify: true
service:
pipelines:
metrics:
receivers: [kubeletstats]
env:
- name: K8S_NODE_NAME @)
valueFrom:
fieldRef:
fieldPath: spec.nodeName
#...
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Q %78 K8S_NODE_NAME Ll API 3#4T B454F,

% F FFiz1T OpenTelemetry Collector BIBRZ5 K, Kubelet Stats Receiver T B2 ZIAMUFR,

AR 55 7~ A R B9 PR

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: [']
resources: ['nodes/stats']
verbs: ['get’, 'watch’, 'list']
- apiGroups: ["]
resources: ['nodes/proxy"] ﬂ
verbs: ["get"]
#...

ﬂ {8/ extra_metadata_labels =% request_utilization =% limit_utilization 5175 Fr B BIFLER,

3.1.6. Prometheus Receiver

Prometheus Receiver $2EUEIRH Ao

BF

Prometheus Recelver,\E—A&ﬂ??ﬁ”klﬂﬁm FORTI I BE R 22108 7 BRSS F Pl
(SLA) ¥, HIMBETREH AR, AEAHEEETUERFERE], XERARTIR
Ihé TLA{EFHFTEEIJEFH%TE’WJH& FENSEFLMERIRERITEN

BRIABRAT G FEEMNESER, WSARATIT I F e,

JEH T Prometheus Receiver By OpenTelemetry Collector B X ¥R

#...
config: |
receivers:
prometheus:
config:
scrape_configs: ﬂ
- job_name: 'my-app' 9
scrape_interval: 5s
static_configs:
- targets: ['my-app.example.svc.cluster.local:8888] ﬂ
service:
pipelines:
metrics:
receivers: [prometheus]
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f#F Prometheus #& RIRENEL B,

Prometheus 1E/. & #F,

IREVE TR Interval, BESENTH AL, BROIMEH 1m,

AFIEIRHIB . ABIM example T B ) my-app K FAFERF HIREUET.

- - S

3.1.7. Zipkin Receiver

Zipkin Receiver ingests traces {# 8 Zipkin v1 # v2 #& 3,

JERA T Zipkin Receiver B OpenTelemetry Collector B X ¥R

#...
config: |
receivers:
zipkin:
endpoint: 0.0.0.0:9411 @)
tls:
service:
pipelines:
traces:
receivers: [zipkin]
#...

Q Zipkin HTTP i s, #NREHE, NIEAZINL 0.0.0.0:9411,
g AR5 230% TLS FRiB., ¥iHiEEE OTLP Receiver ELEBEER 2.

3.1.8. Kafka Receiver
Kafka #I25 LA OTLP #& X #EUX Kafka B9 trace. metrics F1H &,

BF

Kafka Recelvel’/\IE_AB'Uk? YEINRE, FORTEIhBER ZLINE ™ SRS F RN
(SLA) %%F, BIIeeErlgeH AR, AEAHEEETERFERE], XL
IhA _Il«/lﬁﬁﬁ)j?zeil_tﬁﬁ%ﬁﬁ’ﬂﬂﬁb, HENKEF LM ERIRER TR,

BXRIBRATUIERFEEEMESER, HESHBEATIT L,
J8F T Kafka Receiver B OpenTelemetry Collector HE X ¥R

#...
config: |
receivers:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0

topic: otlp_spans 6
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auth:
plain_text: ﬂ
username: example
password: example
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
server_name_override: kafka.example.corp ﬂ
service:
pipelines:
traces:
receivers: [kafka]

Kafka fCHE5I5R, BRIA{EY localhost:9092,

Kafka Pl hRA, 80, 2.0.0, XN HSIETFER,

EMHLEM Kafka ERIEF. EKINE N otlp_spans,
MNAMANEHIIERE, MRAER, NEBAXXAHANSBRIE,
EFim TLS BB, E X TLSIEPHIERE, NRE, NEMA TLS FH5IE,
RRIEARSSEBRAIEDBHERMENZ, FIEN false,

1]
2]
o
o
5]
6]

ServerName KRB M ImiE RWIRSS 2R, UEFELEN.

o

3.1.9. Kubernetes Cluster Receiver

Kubernetes Cluster Receiver M Kubernetes AP| B %5 23 INE LB IEIT A1 LA =4, ©F B Kubernetes
AP WA XEHNER, BRSNS HEIER ZFHFFERRSIKS,

BE

Kubernetes Cluster Receiver R@—MNEARTI N IIEE, FARTIGIHEER ZLINE™ AR5 EH
L (SLA) X¥, BIheemleH A=, AT HEREETHERERE], Xtk
ARIEThEE AT LUME A P IR B I AEHHIAE, HAENSEFAMBIRHERGE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

JG'T Kubernetes Cluster Receiver B OpenTelemetry Collector 7 X ¥R

#...
receivers:
k8s_cluster:
distribution: openshift
collection_interval: 10s
exporters:
debug:
service:
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pipelines:
metrics:
receivers: [k8s_cluster]
exporters: [debug]
logs/entity_events:
receivers: [k8s_cluster]
exporters: [debug]
#...

IR SFFERERSIKS. KEABIRBAC M|, LUK RBAC SRFIKAAENRRABHE.

ServiceAccount X5

apiVersion: vi
kind: ServiceAccount
metadata:
labels:
app: otelcontribcol
name: otelcontribcol
#...

ClusterRole X & RBAC |

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otelcontribcol
labels:
app: otelcontribcol
rules:
- apiGroups:
- quota.openshift.io
resources:
- clusterresourcequotas
verbs:
- get
- list
- watch
- apiGroups:
resources:
- events
- namespaces
- namespaces/status
- nodes
- nodes/spec
- pods
- pods/status
- replicationcontrollers
- replicationcontrollers/status
- resourcequotas
- services
verbs:
- get
- list
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- watch
- apiGroups:
- apps
resources:
- daemonsets
- deployments
- replicasets
- statefulsets
verbs:
- get
- list
- watch
- apiGroups:
- extensions
resources:
- daemonsets
- deployments
- replicasets
verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- watch
#...

ClusterRoleBinding % &

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otelcontribcol
labels:
app: otelcontribcol
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: otelcontribcol
subjects:
- kind: ServiceAccount
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name: otelcontribcol
namespace: default
#...

3.1.10. OpenCensus Receiver

OpenCensus Receiver & OpenCensus T EBE#RA M, UERREQRMIBONLHEZE, ©&id gRPC
= HTTP #1 Json 2L OpenCensus /& R IZWIE TR A1 IR ER,

JEA T OpenCensus Receiver i OpenTelemetry Collector B X ¥R

#...
config: |
receivers:
opencensus:
endpoint: 0.0.0.0:9411 @)
tls:
cors_allowed_origins: 6
- https://*.<example>.com
service:
pipelines:
traces:
receivers: [opencensus]
#...

ﬂ OpenCensus Ifim. ARAERE, NEIATY 0.0.0.0:55678,
9 RS 230m TLS BERiE, #1515 & & OTLP Receiver ECEE

© HETILUER HTTP JSON i it F I B CORS, IUBidfEILF B EE R IFH) CORS KRS
*R*kJ/5F. cors_allowed_origins FEZHAE *@ERM. ERETME, ERHEA %

3.1.11. Filelog Receiver
Filelog Receiver tail 7473k B X HH B &,

BF

Filelog Receiver RE— /\}ﬂﬁﬁﬂr@ Theg, BORTIYZhA K"T“?Ifilaf*unﬁﬁﬂ%fﬁmiﬁ(
(SLA) %Fr, BMsemaEH TR, ABETHERE T INEhERE], XERARTIE
ThA _Jl«/lﬁﬁi)*'?miﬂﬁi%ﬁﬁ’ﬂﬂﬁb, HENSEF LM BRRERFEN

BRIBRATAREXFFEENESZER, ESHAT NI 7,
#7485 M Filelog Receiver B OpenTelemetry Collector HTE X ¥R, © tails —MNXAXH

#...
receivers:
filelog:
include: [ /simple.log ] @)
operators:
- type: regex_parser
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regex: "N(?P<time>\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2}) (?P<sev>[A-Z]*) (?P<msg>.*)$'
timestamp:
parse_from: attributes.time
layout: '%Y-%m-%d Y%H:%M:%S'
severity:
parse_from: attributes.sev
#...

ﬂ S E R S ER R IEEC RIS glob AT,

e — Operator #%H, &/ Operator AT —/MEHBIMESS, MMEFT— DBk JSSON, EFHEE

BHELENFIEEN, 15 Operator BBEAIE—#2,

3.1.12. Journald Receiver

Journald Receiver f##fi 3£ B systemd journal B9 journald &4, FHFPE1ENBELE,

BF

RER A R BB, HANSEF LM BRRMARGEL,
BRIBEATUTNESZFBEHEMESER, BESHBRTTIE L,

JERA T Journald Receiver B OpenTelemetry Collector B X ¥fiR

32

apiVersion: vi
kind: Namespace
metadata:
name: otel-journald
labels:
security.openshift.io/scc.podSecurityLabelSync: "false"
pod-security.kubernetes.io/enforce: "privileged”
pod-security.kubernetes.io/audit: "privileged"
pod-security.kubernetes.io/warn: "privileged"
#...
apiVersion: vi
kind: ServiceAccount
metadata:
name: privileged-sa
namespace: otel-journald
#...
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-journald-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:openshift:scc:privileged
subjects:

Journald Receiver R —PMRATNEINEE, HATATIIRET RN M AR S5 FH L
(SLA) %Fr, BMemaEH TR, ABTHERE T IMNEhERE], XERARTIE
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- kind: ServiceAccount
name: privileged-sa
namespace: otel-journald
#...
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel-journald-logs
namespace: otel-journald
spec:
mode: daemonset
serviceAccount: privileged-sa
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- CHOWN
- DAC_OVERRIDE
- FOWNER
- FSETID
- KILL
- NET_BIND_SERVICE
- SETGID
- SETPCAP
- SETUID
readOnlyRootFilesystem: true
seLinuxOptions:
type: spc_t
seccompProfile:
type: RuntimeDefault
config: |
receivers:
journald:
files: /var/log/journal/*/*
priority: info
units:
- kubelet
- crio
- init.scope
- dnsmasq
all: true 6
retry_on_failure:
enabled: true
initial_interval: 1s 6
max_interval: 30s G
max_elapsed_time: 5m ﬂ
processors:
exporters:
debug:
verbosity: detailed
service:
pipelines:
logs:
receivers: [journald]
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exporters: [debug]
volumeMounts:

- name: journal-logs
mountPath: /var/log/journal/
readOnly: true

volumes:

- name: journal-logs
hostPath:

path: /var/log/journal
tolerations:

- key: node-role.kubernetes.io/master
operator: Exists
effect: NoSchedule

#...

BOH B IL RS KICEEIL IR . BIAMED info,
FIHEMAIZERERN T, MRNZE, NMAHHRTEEREE.
SEFERMAR, URFERTITHNFERNARE, RINMEN false.

INRILE N true, NHIERSBSTEERETY, FEBR TIHAMR R 2R B & % YRR HE o I8
HE. BINED false,

HEHE—RKWEHITERNZABEEFFN F AR, BIAMEN 1s, BAIZ ms. s m, h,

iz backoff [AIFRRY ERR, HiABLXAMERS, EEEE IR Z 2 B BEE RS EE F X ME. Bl
{85 30s, ZHFHHEAFIZ ms, s, m. h,

Z E BB L B T E BN RN A ER, SFERNE, AR AMER, BIBREE
F, MREZEMNER 0, BEKkEAEEFLE, BIAEH 5m, ZEMEAZE ms. s. m, h,

SO 90 006009

3.1.13. Kubernetes Events Receiver

Kubernetes Events Receiver M Kubernetes AP| RSS2 INE E 4, INEMEHMIET B K.

BF

Kubernetes Events Receiver R@2 — MEARTN MG ThEE, FARTEINBERZ L™ MRS H
I (SLA) X¥F, BIheerleH A=, AT HEREETHERERE], XLk
ARINEThEE AT LUME A P IR E X AHIIEE, HENSEFAMBIRHERHGE L,

BRBRATGEXFFEENESER, ESHAT NI FFEH,
Kubernetes Events Receiver Fife B9 OpenShift Container Platform 1X(BR

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: otel-collector

labels:

app: otel-collector

rules:
- apiGroups:
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resources:
- events
- namespaces
- namespaces/status
- nodes
- nodes/spec
- pods
- pods/status
- replicationcontrollers
- replicationcontrollers/status
- resourcequotas
- services
verbs:
- get
- list
- watch
- apiGroups:
- apps
resources:
- daemonsets
- deployments
- replicasets
- statefulsets
verbs:
- get
- list
- watch
- apiGroups:
- extensions
resources:
- daemonsets
- deployments
- replicasets
verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- watch
#...
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JAAT Kubernetes Event Receiver i OpenTelemetry Collector B X iR

#...
serviceAccount: otel-collector ﬂ
config: |
receivers:
k8s_events:
namespaces: [projecti, project2] 9
service:
pipelines:
logs:
receivers: [k8s_events]
#...

ﬂ BAFRE ClusterRole otel-collector RBAC B Collector YRR 51K

Q EMNRBESEHIHEER IR, RNMENE, IBRBEVEREHRRZER.,

3.2. PROCESSORS

AP ERER AR RN T AR, ERERIERN, BIAERT, TERLESR, BMRERE LIS BL
EER, TRMALESGFBIHFMERER, REZER, TRSEASMER, HIER, CESRNIF
REZE,

3.2.1. Batch Processor

Batch Processor #t AN EBERERFNIE S, LARAMEHIENE RFTHR L HIZERE,

8/ Batch Processor i} OpenTelemetry Collector B & X ¥R Al

#...
config: |
processor:
batch:
timeout: 5s
send _batch_max_size: 10000
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]
#...

£ 3.1. Batch Processor {§ FIIS

S8 gk default
timeout P AL IR A X B4 RE OIS LERT 1], 200ms
FoVR HE AR K /NN AT,
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SR b default

send_batch_size EIEEHEM span 5 metrics B4 8192
PEE BEAIHE 0,

send_batch_max_size BABHERATKRD. BHFEF 0

=KX F send_batch_size.

metadata_keys #UEE, &7 client.Metadata []
PRI I —EROE—
AR AR,
metadata_cardinality_limit 1£3E7% metadata_keys i, It 1000
BCE R T 2R B A AL IR AN B
THIEREHEHNEE.

3.2.2. Memory Limiter Processor

Memory Limiter Processor B0 & Collector WAFRAE, HETARIPAFREIN HEHIEBAE, XD
AL EBER T FF trace. metrics # logs. RIEIMIAH (BEREKES) NIZERXLER—EIE, FAIENEA
BBEEN AE, LAREAEBTEESIET, Memory Limiter Processor £ i3z 1737 5% 3] 2 45,

{85/ Memory Limiter Processor I OpenTelemetry Collector B X ¥R RAI

#...
config: |
processor:
memory_limiter:
check interval: 1s
limit_mib: 4000
spike_limit_mib: 800
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]
#...

£ 3.2. Memory Limiter Processor {§ Il #

S ik default
check_interval NERENEZFMETE, EE  0s

H1s, XF spiky REER, &7
L4 check_interval S8 10
spike_limit_mib,
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S ok default
limit_mib ERRE, Bl EoBEENRANES 0

(LAMiB HEAL) . i@
&, OpenTelemetry Collector B
NEFEAEXRALXANMER 50
MiB,

spike_limit_mib spike fR#l, X2 MiB RNEER limit_mib 9 20%
ERXH8, ZEED limit_mib
B9 20%, EITEHPRE, 7EM
limit_mib i E
spike_limit_mib,

limit_percentage 5 limit_mib 18R, BLUETAR 0
EHEDHERSR, limit_mib i%E&
MEFIIEE,

spike_limit_percentage 5 spike_limit_mib 8@, {BLL 0

EAARAENESLERR. EES
limit_percentage % &—i2f#
M.

3.2.3. Resource Detection Processor

Resource Detection Processor iR 5| EH IR IFIE S OpenTelemetry BITTIRIE WM ERT—, FHRKR
MEIBE R, bR 2R e LAE ZN R AR R i s &t iR (E. JX’IWJE%Eiﬁ trace M metrics, EATLL
XN IBER 5 Z N OM2s— 8, %0 Docket JTTEIRKNIZ53X OTEL_RESOURCE_ATTRIBUTES £
R ERER,

BE
Resource Detection Processor,\E NEORTIIIEE, FERTIEIhEE R ZLINE™ AR S5

FERMIL (SLA) X¥r, BWREAREHATE, MEFHERLE M RHhERE ], XL
AT ZhE TM@%F&EﬁJﬂ%ﬁE’JIﬂEb, HAENSEF XM BIRHARBEIL

BROABRATIIEERIFEHEMNESER, HES RTINS L,
Resource Detection Processor fiiss i OpenShift Container Platform 1X{FR

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status"]
verbs: ['get", "watch", "list"]

#...

{85 Resource Detection Processor B OpenTelemetry Collector
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#...
config: |
processor:
resourcedetection:
detectors: [openshift]
override: true
service:
pipelines:
traces:
processors: [resourcedetection]
metrics:
processors: [resourcedetection]
#...

OpenTelemetry Collector {7 AR 24 25 B9 BT IR I 25

#...
config: |
processors:
resourcedetection/env:

detectors: [env] ﬂ
timeout: 2s
override: false

#...

ﬂ EEZFERRNZER. AP, IBET RN,

3.2.4. Attributes Processor

Attributes Processor AT BUEEX span, log, 3% metric BIE M, & A LAES B b 2032 25 38578 18 #0 IT iy A 3
1, FHETIRES SRR,

g5

Attributes PFOCGSSOF/\IE NEORTIINEE, HRTITHEEAR Z LM MAR S F R X
(SLA) ¥, HIIREAREHATE, ABAHEEEIMERFERE], XA
IheE R LAFE F’?%Eifﬁﬁﬁ %ﬁEI’\JIjJﬁE FENSEFLMERIRERITE N,

BRIABRATGEEEXFEEMESER, WSARATIT i F e,

AL IBRFHHRVESISRIEATIRNE, BECEHIRENINFHIITEN ], IRUTEF

insert
BIEEHERFEN, FNHBMEREAREMARES,
Update (E%T)
MRBHEHEE, BIHMAREFEME,
Upsert
B insert #l update #4F : IMRBEHARFE, NEBANBE, MRBASHFE, NEH Bl
T B
ME A EHE A I BRI 1

39


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.16 Red Hat build of OpenTelemetry

Hash
BB MEERS N SHAL
extract

T {5 A AN B E N SRA KA EREREIFNI R E L B iR, tRBIMESERL, SRHRGE
FIA BME/E NIRR Span 403235 to_attributes X E— &&=,

Convert

A B e ERE,
OpenTelemetry Collector f#f ttributes Processor

#...
config: |
processors:
attributes/example:
actions:

- key: db.table
action: delete

- key: redacted_span
value: true
action: upsert

- key: copy_key
from_attribute: key_original
action: update

- key: account_id
value: 2245
action: insert

- key: account_password
action: delete

- key: account_email
action: hash

- key: http.status_code
action: convert
converted_type: int

3.2.5. Resource Processor

Resource Processor M FAX FHREMHEMER, XMEIEERZHF trace. metrics # logs.

BF

Resource Processor R@ —MEART MG IhEE, FARTNEIHEER ZLLME ™ SRS F AN
(SLA) ¥, BHIMBErTReH AR, ABAHEELEERFERE], XERARTIN
ThRER LUME R FIRB B IIThEE, HENSEF LM ERRERIHEE .

BRABRATI N FSEEMESER, HSHRATI NI HE
{85 Resource Detection Processor B OpenTelemetry Collector
#

config: |
processor:
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attributes:

- key: cloud.availability_zone
value: "zone-1"
action: upsert

- key: k8s.cluster.name
from_attribute: k8s-cluster
action: insert

- key: redundant-attribute
action: delete

#...

BHEAKRNAIFTEBMENRE, WMMREE. wARBMS upsert B,

3.2.6. Span Processor

Span Processor RIEE B MHIEER span &R, &M span BIRHIZE span B, I EEIth T LIE DR
span K, HEBEHHER span, XMPIESRZFF trace,

span rename FE(# [ from_attributes LB HET LT fE B M.

B

Span Processor RE— /\}Hﬁﬁ'w Thee, HATGINEET ZLLNE ™ MRS FH N
(SLA) %, BMsemEH TR, ABETHERE T INEhERE] XERARTIE
ThA _JJ«/lﬁﬁﬁFhiﬂﬁi%ﬁE’JIﬂﬁb, HENSEF LN BRIRHRBENL

BXRABRATEEZFFEENESER, HSHE AT LR,
OpenTelemetry Collector ff Span Processor Efg# span

#...
config: |
processor:
span:
name:
from_attributes: [<key1>, <key2>, ..] ﬂ
separator: <value> 9

ﬂ N EH BT span BIRBIEREH,
9 prirpal Y

ISR LAME AL ER 2R M span ZFRFRIRENVE M.,

OpenTelemetry Collector ffif] Span Processor MG & #rchiZENE Y

#...
config: |
processor:
span/to_attributes:
name:
to_attributes:
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rules:
- AVapivw1VdocumentV(?P<documentids.*)Vupdate$ €))

ﬂ LR RE AN AT 4R ER . AT LAE LS H - g0, MNRENRARSELIRER, 0E—D
documentID Bk, EABIF, NRHA span &H2E /api/vi/document/12345678/update, &
7“4 /api/vi/document/{documentid}/update #it span &#F, FEHFH
"documentld"="12345678" B # R INE! span H,

I&A LUEEK span K.

OpenTelemetry Collector ff Span Processor #{TIK S HK

#...
config: |
processor:
span/set_status:
status:
code: Error
description: "<error_description>"

3.2.7. Kubernetes Attributes Processor

Kubernetes Attributes Processor {8 Kubernetes Jt##&/5 F span. metrics # log FRE R B 3IED
B, XMEEERZHF trace. metrics #l logs, LLAMEE2REBNIRS] Kubernetes B1R, ME{]HIREITH
7, FEI R THIBE N HRBME A FHEME X span. metrics #l logs 1, B Kubernetes API
Sk & IMEERNZITHIATA pod, 4EIFH IP ik, pod UID FE fh#8 % TEIEHIIC T,

BF

Kubernetes B4 I3 R B — NIRRT IHAEE, FORTIEIhBER ZLLIE ™ SRS SN
(SLA) X#, BHIMBErTReH AR, ABAHEELEERFERE], XERARTIRN
ThRER LUME R FIRB B IThEE, HENSEF LM ERRERIHEE .,

BRABRATIEERIFEFEMNESER, HES AT L,
Kubernetes Attributes Processor fTfaf&x/IN OpenShift Container Platform £{BR

kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: [']
resources: ['pods', 'namespaces’]
verbs: ['get’, 'watch', 'list']
#...

OpenTelemetry Collector f#f Kubernetes Attributes Processor
#

config: |
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processors:
k8sattributes:
filter:
node_from_env_var: KUBE_NODE_NAME

3.2.8. Filter Processor

Filter Processor | OpenTelemetry Transformation Language R8I EF @M EIEAEME. NRHER
IXLERME, FNBIEEEER, EILUERZHE ORZERNZENFEHITHE, XPMTERTHE
trace. metrics # logs.

BT

Filter Processor R@—MRATEIIEE, AT IIBER ZLLME ™ MR 55 F M il
(SLA) %%, HINEERIBEHA TR, ABAHETETIMERERE], XERATIT
hee el LU A F IR B A IIEE, HENSEF LA EREREE L,

BRIBEATUTNESZFBEHEMESER, BESHBRTTIE L,

JER T OTLP Exporter B OpenTelemetry Collector B 7€ X ¥R

#...
config: |
processors:
filter/ottl:
error_mode: ignore 0
traces:
span:
- 'attributes["container.name"] == "app_container_1" 9
- 'resource.attributes["host.name"] == "localhost™
#...

ﬂ EEIRER, HILEH ignore I, EREEMGREIMNGE IR, HIXEN propagate I, SREIEE
iRk, IR FEEMMEM Collector F.

Q 1128274 container.name == app_container_1 B4 span,
9 1128274 host.name == localhost ¥;RE 48 span.
3.2.9. Routing Processor
Routing Processor f¥H7&. 18IrsBIRHENFEN T HER, XML IERRTLAME AR gRPC @
HTTP iERKIEZEIRL, SEILIRFIREYN, AERELIRAEST trace § R EMEIME XM S H 2R,
BE
Routing Processor R — MR HINEE, FARTIINEER ZLI0E 7 ShBR 55 FJ il
(SLA) %%, BINRERTEEH A TR, MEFAHETE T MERFERE . LA
ThEERI LME A FiRB I A#FMINEE, HENKXEFAMBREREE L,

BRIBEATUTNESZFBEHEMESER, BSHBRTT IR EH,
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JERT OTLP Exporter B OpenTelemetry Collector B 7€ X ¥R

#...
config: |
processors:
routing:
from_attribute: X-Tenant ﬂ
default_exporters: 9
- jaeger
table: @)
- value: acme
exporters: [jaeger/acme]
exporters:
jaeger:
endpoint: localhost:14250
jaeger/acme:
endpoint: localhost:24250
#...

@ HTRREN ZH{ER HTTP brk &5,
@ T UMERRTEERIEEN, RASHE,
© UL R BN S 2R,

IR e LLEFE A —1 attribute_source E2i&, FFE XAT from_attribute FERBEHEMAE, SLITFHE
2 context (% ETx) , HPSFEHTTP ik, = resource (ERFREREM) .

3.2.10. Cumulative to Delta Processor
XML EBEZYF monotonic, cumulative-sum 1 histogram $§FR55#:°% monotonic delta #§#7.
&I LAE A include: 2% exclude: FE& T iE SR, FIETE strict 3¢ regexp TR,

XM ESFFRERIE R AU RIERES A,

BE

Cumulative to Delta Processor,\m MR INEE, HARTIGIHEEAR Z L8 AR %S
L4 (SLA) X3, BIRETREHATE, ABAHETEETIMNERFERE], XL
ORI IhA _Jl«/lﬁﬁﬁ)t’?zeiﬁﬁﬁﬁﬁ’ﬂﬂﬁb, HENSKEF AN ERRERGEL

BRABRATGEZFEENESER, S AT EH,
#WAJBAT Cumulative to Delta Processor B OpenTelemetry Collector B & X ¥R Al

#...
config: |
processors:
cumulativetodelta:

include: 0

match_type: strict 9
metrics:
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- <metric_1_name>
- <metric_2 name>
exclude: ﬂ
match_type: regexp
metrics:
- "<regular_expression_for_metric_names>"

Ak BB EASILEIEI, REAIETE, R exclude FEEH TSI, FAEIEIRERAT: i
7 delta 7.

1% metrics FEXFRIRERIETE LN strict (HREEL) =X regexp (ENIFRIEXETE)

o0 o

FIH B delta 38T IRETR (S ENFRAKXCESTL2EE) . MNRERS include #
exclude i JE#RPCHER, ] exclude iTJEE BT S,

Q Ak BEERHRRAIIE IR, WRRBEE, FRMLHE delta $EIRFBERRMEMIET.

3.3. EXPORTERS

SHBERBELAELE IS ERIE M, SHETUEFHEKAE (pul), RINERT, TRE
BSHER. YIRE—IMHENFHE, FHBTUIF—ITHEMER. FHETERSHERIAKE
—iEER, BFFSHRREREXEVEERIRNEZERE.

3.3.1. OTLP Exporter

OTLP gRPC Exporter {8 OpenTelemetry 11i{ (OTLP) 5t BERFIHEIT.

JEFA T OTLP Exporter B OpenTelemetry Collector B 5 X ¥R

#...
config: |
exporters:
otlp:

endpoint: tempo-ingester:43170

tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
insecure_skip_verify: false #@
reload_interval: 1h 6
server_name_override: <name> G

headers: ﬂ

X-Scope-OrgID: "dev"
service:
pipelines:

traces:
exporters: [otlp]

metrics:
exporters: [otlp]
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O 906006009

OTLP gRPC tiim, fNREMA https:/ AR, NEABZEFiRZHREMEHES ts PH FRL HE.
EFim TLSEE, & TLS IEBREE,

LiZEH true NEREFiHEHTE2ME. BIMED false,

WiLE N true BEBETIEIE S, BRIAE D false,

IBEEFHEH AU PR E AR, MNREZREXREE, NEIEPBKEAXEFME, reload_interval %3
BEAWIT A BRANFERE, ns. us (K unmarshals) . ms. s. m. h,

BIF KPR NARENENS, MREGRLFER, SRR TN,
RS RYE B R AT B B E R A&k

3.3.2. OTLP HTTP Exporter

OTLP HTTP Exporter {8 OpenTelemetry 1% (OTLP) 5 HEBERFIE T,

JERT OTLP Exporter B OpenTelemetry Collector B 7 X iR

- -

config: |

exporters:
otlphttp:
endpoint: http://tempo-ingester:4318 ﬂ

tls: g
headers: 6

X-Scope-OrgID: "dev"
disable_keep_alives: false ﬂ

service:
pipelines:
traces:
exporters: [otlphttp]
metrics:
exporters: [otlphttp]

OTLP HTTP ifis, WIR{ER https:/ AR, NBERBEFHEHREMEHESES tls FH AL WiE,

BEFIG TLSEBE., ®X TLS IEHRERE,

A REEN HTTP &R A X,

RN true, 2 HTTP keep-alives, BRI R AN HTTP &K F B EIR S 20951,

3.3.3. Debug Exporter

Debug Exporter f§ trace # metrics $TENEITR AR H.

JEH T Debug Exporter B OpenTelemetry Collector B X ¥R
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#...
config: |
exporters:
debug:
verbosity: detailed ﬂ
service:
pipelines:
traces:
exporters: [logging]
metrics:
exporters: [logging]
#...

Q debug 5 HBIENFZEE S : detailed = normal = basic, X4i%& ) detailed i, EEHIESFEN
LK. I normal,

3.3.4. Load Balancing Exporter

Load Balancing Exporter 12#% routing_key B2i&, —I M S H span. metrics # logs.,

BF

Load Balancing Exporter R@—MXATN M IHEE, AT HIhEER Z 4008~ @RS ZF R h
W (SLA) Z¥F, HINEERAEEHARE, (IEAHEEETMRHRERT]. XERATI
YEIhEERI LA A PR B T IThEE, HANSEF LM BRIRHERIFE L.

BRBRATGEXFFEENESER, HESHAT NI FFEH,
JAAT Load Balancing Exporter B OpenTelemetry Collector B X iR

#...
config: |
exporters:
loadbalancing:
routing_key: "service"
protocol:

otlp: 9

timeout: 1s

resolver: 6
static: ﬂ

hostnames:
- backend-1:4317
- backend-2:4317

dns:e

hostname: otelcol-headless.observability.svc.cluster.local
k8s: G
service: Ib-svc.kube-public
ports:
- 15317
-16317
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@ routing_key: service SRR B HH span FHEIR—A Collector Ehl, LURBLERBMIREH
#&. routing_key: tracelD R4z tracelD 5t span, [EXEINHET tracelD BIERH.

OTLP @ME—X#HFI M EHE%E NN, ¥ OTLP FHEFMFrE LI,
IR RBEEC & — MR 2R,
B SRR IS T B B 2 R R R 13

1R BESTY DNS #7255 Kubernetes To3k (headless) BRSS—#2{F A,

QD000

B EH Kubernetes 21785,

3.3.5. Prometheus Exporter

Prometheus Exporter 2L Prometheus 8t OpenMetrics #& =, 5 tHI8Fx.

BE

Prometheus Exporter R@— MR INEE, HARTI G INBEAR ZLL0E 7 SAR 55 F R ML
(SLA) %%, HINEERIBEH AT, ABAHETETIMERERE], XERATIT
Thee el LME A F IR B A MINEE, HENSEF XM EREREE L,

BRIABRAT G FEEMESER, WSARATITiEF e,

JEA T Prometheus Exporter ) OpenTelemetry Collector B X ¥TiR

#...
ports:
- name: promexporterﬂ
port: 8889
protocol: TCP
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
namespace: prefix
const_labels:
labell: valuei
enable_open_metrics: true G
resource_to_telemetry_conversion: ﬂ
enabled: true
metric_expiration: 180m 9
add_metric_suffixes: false Q
service:
pipelines:
metrics:
exporters: [prometheus]
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M Collector pod #1BRS5AFF Prometheus ik O, & B LA{# A ServiceMonitor =k PodMonitor B &
N BRI O &S A Prometheus 12 EUE T,

NFFHEPREI PR 45 0 2R

ARZ585tm TLS BRE, 7 TLS IEPHIEEE,
MRIXE, ERHHIETSHIER. TRIME,
BTG HAIETR AR EN RS, TERIAME.

RN true, NIER OpenMetrics 8 5 H#EFR. Exemplars (XL OpenMetrics X 5, (GER
FE N monotonic FEEIEIR, 40 counter, BAINZEF L%,

40R enabled Z true, MIFINERT, A KRBERSEHVEIIE, FIAFR LT
E X IE %A BHTEVER T AT IR A, BIAETY 5m,

@@9 QD000 9

ININIEPRREFN TR, MRBE T Jaeger ZHIE FH B monitor 1ETT£, NIFIZE, BIMER
true,

3.3.6. Kafka Exporter

Kafka Exporter f§B&. 1EMRHIEBERS HE Katka, WS HEREARPHIES, BTFELEBRHAIEHE
2 EM\&W%&E&EE%D%FMELJQQEEEE BFEA, LUEEENEHERHE.

BE

Kafka Exporter R2— /\ﬁﬂ@ﬁﬁ%ﬁbo AR IhRER ZLLNE ™ MR BR 55 F il
(SLA) %%, BINBEAEEH AR, EFAHEEETIMERFEREIT. XERATIN
ThA TLA{%FHFTEEITFH%?E’WJH& HENREF LM ERRERIEIL

BRIABRATGEEEXFEEMESER, WSARATIT i FEH,

JEH T Kafka Exporter 9 OpenTelemetry Collector B X ¥TiR

#...
config: |
exporters:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0
topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
server_name_override: kafka.example.corp a
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service:
pipelines:
traces:
exporters: [kafka]

Kafka fRE2FIFE., EKIAEH localhost:9092,
Kafka il kR, 140, 2.0.0, XN HIEFER,

ZMAIEZEH Kafka EHETR, LLTFR2BINKE : otlp_spans (T traces) , otlp_metrics (F

1

(2

9 F metrics) , otlp_logs (FAF logs) -

Q HNXARANEHEILEEE. NRE, WERUANXARLNFHEIL,
© F/mTLSEE. & TLSIERMEE. MREMW, UM TLS HHKIE
6 B RBIEARSS 2RAVIEHHEMENE. BONEN false,

ServerName RRE FimiE RKAARS 2R, LASZRFEUEMN.

o

3.4. 7 #EE3

FEREENNEE, EE—1EENRENEBBENNTHES, HES —NEEFBRFNEEE N EKRES
ik, SRALUEHEMA ZHBRSARBBEEIMNEIE, S UEMRFLEZHIBELLLEEEENEE, &
A LA se e 8 Hls i B EiE.

3.4.1. Forward Connector

Forward Connector &&HE—RBHHINE &,

BE

Forward Connector R — N ARTI N IhEE, AT INEER Z LG SRS F RN
(SLA) ¥, HINBErTReH AR, ABAHEELEERFERE], XERARTIRN
ThREA LUME R FIREB B IThEE, HENSEF LM ERRERIHEE .

BRIABRATGEREXFEEMNESER, WSARATIT i F e,

J&F T Forward Connector B OpenTelemetry Collector BE X ¥R

#...
receivers:
otlp:
protocols:
grpc:
jaeger:
protocols:
grpc:
processors:
batch:
exporters:
otlp:
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endpoint: tempo-simplest-distributor:4317
tls:
insecure: true
connectors:
forward:
service:
pipelines:
traces/regiona:
receivers: [otlp]
processors: []
exporters: [forward]
traces/regionb:
receivers: [jaeger]
processors: []
exporters: [forward]
traces:
receivers: [forward]
processors: [batch]
exporters: [otlp]
#...

3.4.2. Spanmetrics Connector

Spanmetrics Connector BE& 7 3 H span ##E8I Request, Error, #1 Duration (R.E.D) OpenTelemetry 3§
Fho

BF

J& ' T Spanmetrics Connector Y OpenTelemetry Collector H7E X ¥R

#...
config: |
connectors:
spanmetrics:
metrics_flush_interval: 15s 0
service:
pipelines:
traces:
exporters: [spanmetrics]
metrics:
receivers: [spanmetrics]
#...

@ = UEmEIRIRRIEIRIR. BRILEY 15s.

35. 7B

Spanmetrics Connector R@—MRARTI I IhEE, AT IIRER L8 f AR 55 F
W (SLA) Z¥F, HINEERAEHARR, IEAHEEETMRHRERT]. XERATI
YIhEERI LA A PR B T IThEE, HANSEF LM BRIRHERIFE L.

BRIABERATGEEEXFEEMNESER, WSARATIT i F e,
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"B’ Collector INTNEE, HIa0, HAEIERT B ERINEI RN S HEEF.

3.5.1. BearerTokenAuth Extension

BearerTokenAuth Extension & F HTTP #1 gRPC i B IS 5 HH 2RMT0IESR, BT LUE
OpenTelemetry Collector B X FTIR N 3E Y2550 exporter ik BearerTokenAuth Extension B % /i
FPIIEFNARSS 2R B I0IE, LY B trace. metrics # logs.

BF

BearerTokenAuth Extension R /\ZE MNEORTI T INEE, AT IEEARZ L8 MRS E
Feiil (SLA) X, HINEERREH A TEE, ZIEAHEETE - INMERFEAE], XL
AR E _JJ«M%FHFTzeEfEF%ﬁE’JIjJHb, HENSEF AN ERRERTTE L,

BRIABRAT G FEEMNESER, HWSARATIT i F e,

OpenTelemetry Collector B X ¥fi&, J BearerTokenAuth Extension Bi& T &/ imfIARSS
2= F1R5E

#...
config: |
extensions:
bearertokenauth:
scheme: "Bearer" ﬂ
token: "<token>"
filename: "<token_file>"
receivers:
otlp:
protocols:
http:
auth:
authenticator: bearertokenauth ﬂ
exporters:
otlp:
auth:
authenticator: bearertokenauth 9
service:
extensions: [bearertokenauth]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
#..

& 0] LAEZ & BearerTokenAuth Extension A= B E X scheme, EiIL{E} Bearer,
1R 7] LASF BearerTokenAuth Extension SRR oEdE, LURIE R,
BEMENEBRE RPN S RIS BER,

IR LU IE 2R BC B 2 B 28 OTLP Receiver,

6@@0
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© EILUERIEREBHEL OTLP Exporter.

3.5.2. OAuth2Client Extension

OAuth2Client Extension &5t 28H0551E2s, ©ETF HTTP #1 gRPC i, OAuth2Client Extension #J
& P ik & P 5ETE OpenTelemetry Collector BE L HRHBHMER O HEE, T B trace,

metrics # logs.

BE

OAuth2Client "B RE—PMEATIIINEE. HATIITIHRER RIS M AR 55 FH ML
(SLA) %, BUIREAREHTTE, BT HEEEIMERERE ], XERARTIR
R A R BB, HANSEF LM BRRMARGEL,

BRIABRAT TR FEEMESER, WSARATIT i F e,

OpenTelemetry Collector B X BT, 5 OAuth2Client Extension E2i& T & i & 2% E

#...
config: |
extensions:
oauth2client:
client_id: <client_id> @)
client_secret: <client_secret> 9
endpoint_params:
audience: <audience>
token_url: https://example.com/oauth2/default/v1/token ﬂ
scopes: ["api.metrics"] 9
# tls settings for the token client
tls: G
insecure: true ﬂ
ca_file: /var/lib/mycert.pem G
cert_file: <cert_file> Q
key_file: <key_file> ()
timeout: 2s

receivers:
otlp:
protocols:
http: {}

exporters:
otlp:
auth:
authenticator: oauth2client @

service:
extensions: [oauth2client]
pipelines:
traces:
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receivers: [otlp]
exporters: [otlp]

EPImNAR, BASNRHEFRE.
ATREHIRHEFRIEE P iR BB,

Hpo#dE, RARENERX, EHMRIET R, f90, audience 5% Vi FhERITIHR
R, ETREEERE.

OAuth2 $hiH =B URL, Collector iR i) m] 45 k&,

B E LB i R B9 R E AN BR K i[RI

TREFIRNEHZREME (TLS) K&, BFEERDEINEIRSIEE,
FAF7E TLS BF i R IIEAR 588 1E B RUEH UL A (CA) XHFRIBRR,
MRFE, B w7 ARR OAuth2 AR5 2:%51E B 2R F imiEH SXHRIEE R,
SIS IERT IR S AL EH ST RO B AR,

NBBE P imBE KX BB,

B LRSI SR ECE D L4 OTLP SR,
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3.5.3. File Storage Extension

File Storage Extension 2 #F trace. metrics # logs, It BAMRB A ERFGHRE, T BEFS
F HTTP # gRPC 11X By OTLP S HZBRBIA XTI, i RFEEN B XML E VAR, 1t R L
FERARINESR, ERINBRLINEFE.

8%

File Storage Extension R@— M RATNEINEE, AT INBER L8 SaAR S5 F R ML
(SLA) ¥, BINEEATREH AR, IEFRHEEE T IMERFERE ], XEFATIN
ThEERI LME A P iIRB I BHMINEE, HAENSIEFAMEBRRERGE L,

BRABRATGEZFEENESER, HSHE AT LR,
OpenTelemetry Collector HE X IR T ARBENXHEHT R, BRRE OTLP L 3XBA%I

#...
config: |
extensions:
file_storage/all_settings:

directory: /var/lib/otelcol/mydir ﬂ
timeout: 1s

compaction:

on_start: true

directory: /tmp/ ﬂ
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max_transaction_size: 65_536 9
fsync: false G

exporters:
otlp:
sending_queue:
storage: file_storage/all_settings

service:
extensions: [file_storage/all_settings]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

EEFEENBENE .
Y8 TE FT T4 08 SO BRI B 18] (] B

1E Collector JRBhETBBIE4E, INREERE, NBKIAN false,

EERXZEHREFHEENBIENE X,

% 3= K& COLLECTOR

E X EGHEFSHRAKRN, KENBTFBIRES KN, MRER, NEFIL 65536 F 1.

WERE, MEIEEEESREARERAR fsync, XEBIT, ERIEEIERPUHIAREEZR

STEM, EXSUEERE M.

3.5.4. OIDC Auth Extension

OIDC Auth Extension f# 8 OpenID Connect (OIDC) WX MR85 IEE ABE R, BEX 5L EIIUE

RARL B ID FhE, FHEHIEAFRBOFMHEIE LT,

OpenTelemetry Collector B E X iR AHACIER OIDC Auth Extension

8%

#

config: |
extensions:
oidc:
attribute: authorization ﬂ

issuer_url: https://example.com/auth/realms/opentelemetry 9
issuer_ca_path: /var/run/tls/issuer.pem

audience: otel-collector
username_claim: email

OIDC Auth Extension R2—NMEATN NG IhEE, FARTNEIhEER ZLLME ™ SRS F 4 1ML
(SLA) ¥, BHINBErTReH AR, AEAHEELEERFERE], XERARTIR
ThEERT LUME A R B A IThee, HAENSEF XM ERIRMR

USRS U

BRIABRAT G FEEMNESER, WSARATIT i FEH,
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receivers:

otlp:

protocols:

grpc:
auth:

authenticator: oidc

exporters:

otlp:

endpoint: <endpoint>

service:

extensions: [oidc]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

&>
&

K

f

)

0009

89

B8E D ShEMIRLER, BAL#RZ authorization,
OIDC #N M E A URL,

A%k 1 B&kE CAIERIRER,

Ao

SRFRNERAM. BIAET sub,

3.5.5. Jaeger Remote Sampling Extension

Jaeger Remote Sampling Extension 7 Jaeger B2 3T API /5 /2 FABR S5 HIERER, RRTLAECEB LY
B, MERAREREALRMERSES, M Jaeger WX EEHMA IS HRETEIFS JSON XX
{¢°

HE

Jaeger Remote Sampling Extension R — MR IhEE, HATIEIIRER ZLL0E
RFBFEHNHIL (SLA) X¥F, HINRERREH AT, AEFRHEERETRERERAE].
XA ThRERT LA A P IR B I AT ITNRE, HAENSTEF AN BRIRER RN,

BRIABRAT G FEEMESER, WSARATIT i F e,

OpenTelemetry Collector B E X IR ARCER Jaeger Remote Sampling Extension

#

config: |

extensions:
jaegerremotesampling:
source:
reload_interval: 30s ﬂ
remote:
endpoint: jaeger-collector:14250 9
file: /etc/otelcol/sampling_strategies.json 6
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receivers:
otlp:
protocols:
http: {}

exporters:
otlp:

service:
extensions: [jaegerremotesampling]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
#...

@ HEREEHRHIN R,
9 FAF 517 Jaeger jAR 3 SRR L N P B I 2
g JSON 1= & & i RIS EC B FI At S BIER R,

Jaeger Remote Sampling $R#& X442~

{

"service_strategies™: [
{
"service": "foo",
"type": "probabilistic”,
"param": 0.8,
"operation_strategies": [
{
"operation”: "op1",
"type": "probabilistic”,
"param": 0.2
b
{
"operation”: "op2",
"type": "probabilistic”,
"param": 0.4
}
]
2
{

"service": "bar",
"type": "ratelimiting",
"param": 5

}

1,

"default_strategy": {
"type": "probabilistic”,
"param": 0.5,
"operation_strategies": [

{

"operation": "/health",
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"type": "probabilistic”,

"param”: 0.0

b

{
"operation": "/metrics",
"type": "probabilistic”,
"param”: 0.0

}

]
}
}
3.5.6. Performance Profiler Extension

Performance Profiler Extension & Go net/http/pprof ifisi, FA A RERALLYT BRKREMEREESEFH
W ERRSSHY R,

OpenTeleme

#...
config: |

BE

Performance Profiler "B R 22— NERTI S IEE, FRTEINRER Z L™ MRS F R
W (SLA) X, BIIRERREHATEE, AEAHEEETIMERFEREN ], XERARTI
SEIhRE R LUFE A IR E X B EHRITIRE, HENSEF LM ERRERTE L.

BRIABRAT G FEEMNESER, WSARATIT i FEH,

try Collector BE X IR AHBCER Performance Profiler Extension

extensions:

pprof:

endpoint: Iocalhost:1777ﬂ

block |

profile_fraction: 0 g

mutex_profile_fraction: 0 6

save_t

receivers
otlp:

o_file: test.pprof ﬂ

protocols:
http: {}

exporters:

otlp:

service:

extensions: [pprof]
pipelines:

traces:

receivers: [otlp]
exporters: [otlp]

#...

ﬂ i B Iireisns, £ localhost: FE(NEAMAA ; """ FHEMAMKSZEOLTHR, BRiAE
4 localhost:1777,
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REBRESHN—/NBOMEEEHE, ERAMESN, HRELEN 0 HMNEE. ESH runtime
e 8932, BIAED 0,

REBRESRH/LED mutex FREMH. BERAMELN, HERHEKED 0 NNERK, F5H
runtime ¥4 2RI, FINMET 0,

N

E{R1F CPU BRBEMXTHMELZTR, DITATE Collector BB 25N, 1E Collector & 1ERT, ERBE#K
REE XA,

3.5.7. Health Check Extension

Health Check Extension &t T —1 HTTP URL, FFH&E OpenTelemetry Collector BUIRE, ERILUF
L3 BB B 4E OpenShift L HTF B RE A ELE B3R,

BE

RERET BRRE—IRATIEINEE, SARTIGIIRET RN MRS FRMIL (SLA)
XF, BMEETRHTTE, AETHEEEIMEREREN], XERATEIEER L
HmAFRBIAARFNIIEE, HAENSEF L BRMARBEL,

BRIABRAT TR FEEMNESER, WSARATIT i FEH,

OpenTelemetry Collector B E X H iR ¥ AECER Health Check Extension

#

config: |
extensions:
health_check:
endpoint: "0.0.0.0:13133" ﬂ
tls:
ca_file: "/path/to/ca.crt"
cert_file: "/path/to/cert.crt"
key_file: "/path/to/key.key"
path: "/health/status"
check_collector_pipeline: ﬂ
enabled: true
interval: "5m"
exporter_failure_threshold: 5 ﬂ
receivers:
otlp:
protocols:
http: {}
exporters:
otlp:
service:
extensions: [health_check]
pipelines:
traces:
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receivers: [otlp]
exporters: [otlp]

9990009

KAEERERESHET P thit, BRIAME 0.0.0.0:13133,

TLS BRFS#RIRECE. &L TLS IEPRIIRE, NRER, MR TLS,
(R TR S5 2RAERR. BIMED L,

Collector BB EMIXE,

A Collector EERZEME, BRIMED false,

T R MORER BT F] (FIBR. BAIAME T 5m.

EASMIMCNERRL, KBCRBMEE, FKIMEN 5.

3.5.8. Memory Ballast Extension

Memory Ballast Extension {# 1/ A2 FE % 1 i F2BC B A 1F ballast,

BT

Memory Ballast Extension RE— NI IHEE. AT EIHEERSZLE™ MRS FX
i (SLA) 4%, BETREHTRE, ABAFHEEEHERERE], XEEA
T ThEERT LAE A IR B I A ThEE, HANKEFAN BRIRERHEL.

BRIABRATGEEEXFEEMNESER, WSARATIT i FEH,

OpenTelemetry Collector BE X B AHACEM Memory Ballast Extension

#...
config: |

extensions:
memory_ballast:
size_mib: 64 ﬂ
size_in_percentage: 20 9

receivers:

otlp:

protocols:
http: {}

exporters:

otlp:

service:

extensions: [memory_ballast]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
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Q LA MiB B ATIZ B ATF ballast K/, ARIEE TiXH/ME, ML T size_in_percentage.,
@ A% ballast BN EAFHNES L 1-100, XRABICAMBENLL,

3.5.9. zPages Extension

zPages Extension N TFARS zPages B BIZHM T — M HTTP inR. Eimms, W BAFEEARNAHETR
HEERTRIE, ATERKD S E SRFEIRER IR — L zPages 1,

zPages AT F#HEN LT, MER KN EiHEKRE trace BT,

BF

zPages ?ﬁE,\E MRORTIIENRE. AT ThRE xélmaf‘nnﬁﬁ%%?&ww{ (SLA) %
, BYREARHARE, MERHERLE T IMRHhERE]. XERATI TR LUE
FHF’&Eﬂﬁi%ﬁEI’JIjJﬁb, HENSEF LM BRREERFEN

BRBRATAEXFFEENESER, ESHATI I FFEH,
OpenTelemetry Collector B E X R AACEM zPages Extension

#...
config: |
extensions:
zpages:
endpoint: "localhost:55679" 0

receivers:
otlp:
protocols:
http: {}
exporters:
otlp:

service:
extensions: [zpages]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
#...

ﬂ B IR zPages B HTTP ifis. {6 localhost: FHEEARMBIA, = """ FEEMEMSEEODL
o, BXIAEH localhost:55679,

3.6. BiroEC2s

Bir Ee2s = OpenTelemetry Operator J— N a[EA M, BREFEM OpenTelemetry Collector Sl
49 FiRERB 5. BinaEEEsS Prometheus PodMonitor %l] ServiceMonitor BE X R (CR) &£/, 5
B9 E2sH, OpenTelemetry Operator &% http_sd_config FE& R INEEZRI BHir D B 23RS HY
2 FA#) prometheus #Z14 25,
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BF

BIr DB R B — M RORTIIIEE. HRARTETHEER RS RmARSS FHMIL (SLA) X
, BYREARHARE, MERHERE T INMNEhERE]. XERATITThEE AT LUE
RAARBA AR, HENSEFLNBREMR TR L,

BRIABFEATGHEXFEEMNEZER, 1ESHEAR T,
A5 AM Target Allocator B9 OpenTelemetryCollector CR 7<fjl

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: statefulset ﬂ
targetAllocator:
enabled: true 9
serviceAccount: 6
prometheusCR:
enabled: true ﬂ
scrapelnterval: 10s
serviceMonitorSelector: 9
name: app1
podMonitorSelector: G
name: app2
config: |
receivers:
prometheus: ﬂ
config:
scrape_configs: []
processors:
exporters:
debug: {}
service:
pipelines:
metrics:
receivers: [prometheus]
processors: []
exporters: [debug]

JE A Target Allocator i, #EERN/IILE N statefulset,

JA B a iR, BRIMED false,

Target Allocator BBBRIARSS MK &5, BRS5K - REEEHR RBAC FEEMEREFHIKER
ServiceMonitor. PodMonitor B & Y FHRFAE MR, LUBERIMIER EERLBIRE, BIR
%% %N <collector_name>-targetallocator,

JE S Prometheus PodMonitor #1 ServiceMonitor B & X % IRE K,

Prometheus ServiceMonitor B & X 5 RHIPR %158, BN, 155 BRrERS WIES.

290 009
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% 3= K& COLLECTOR

@ Prometheus PodMonitor B X ¥HREIF 2. B2A, EMATE pod Wikl

Q Prometheus #4423 & minimal, empty scrape_config: [] EZ& %1,

Target Allocator EBZE A Kubernetes APl MEBEFIREMER N &, EEEHEBEE L RBAC BLE.

B#x Allocator iR551M 8 RBAC B2 &

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-targetallocator
rules:
- apiGroups: ["]
resources:
- services
- pods
verbs: ["get", "list", "watch"]
- apiGroups: ['monitoring.coreos.com”]
resources:
- servicemonitors
- podmonitors
verbs: ["get", "list", "watch"]
- apiGroups: ["discovery.k8s.i0"]
resources:
- endpointslices
verbs: ["get", "list", "watch"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-targetallocator
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: otel-targetallocator
subjects:
- kind: ServiceAccount

name: otel-targetallocator
namespace: observability

#...

ﬂ B#7 Allocator AR5k F B £ #5.
9 Target Allocator AR 551 - By 6 44 Z2 (A,
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3 4 F REMN

BF

OpenTelemetry & ,E)\,\E MRORTIEINRE. AT T IhBER ZLLNE ™ MAR S5 TR
W (SLA) X, BMErEH T =E, AT HERE MR ERE]. XERARTI
BEThA _Jl«/{ﬁﬁ)jhifﬁﬁi%ﬁﬁ’ﬂbﬁb, HENSEF LN BRIRHRBE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

Red Hat build of OpenTelemetry Operator {£ & el &I B & X FRE L (CRD) X4,

4.1. OPENTELEMETRY # | fig i& 155 17

ZIIEFIERM OpenTelemetry AT LT AFHECE OpenTelemetry BEiMEREM T %, B, TBEX
FEEAEHE Go. Java. Nodejs. Python. .NET #1 Apache HTTP iR 2% (httpd) BIRIIZ,

OpenTelemetry B9 B B ZEHEZRIER B F IR EERBIER T BN N BREFHIIRE, XHiL
FRANAMER A URDIBHIERNE KRG ERNREE RN AR,

BF

ZIIEF9EER) OpenTelemetry Operator (U X FF T EEREANSI, (BRZHFMIZESK LifF
Bk, B ATLGEB DHRINIGHE, SEAMLRER,

4.1.1. ¥ )35 I

M%7 7 OpenTelemetryCollector B E X ¥IRAIEE,

OpenTelemetryCollector B & X ¥R 344 <61

apiVersion: opentelemetry.io/vialphai
kind: Instrumentation
metadata:
name: java-instrumentation
spec:
env:
- name: OTEL_EXPORTER_OTLP_TIMEOUT
value: "20"
exporter:
endpoint: http://production-collector.observability.svc.cluster.local:4317
propagators:
- w3c
sampler:
type: parentbased_traceidratio
argument: "0.25"
java:
env:
- name: OTEL_JAVAAGENT_DEBUG
value: "true"

5 4.1. Operator Fi3kE U ANSE
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SH 3T

env EFEE*&MUEP%?EXE’\JEFH IR
==0Y

exporter SHBEE,

propagators Propagators 7 X ##2 £ R &%
L&,

resource HREMRE,

sampler MR E.,

apacheHttpd Apache HTTP ARS528 0 BV ED
B,

dotnet BSiE NET K,

go BLi&E Go i,

java Java 1 BCE,

nodejs BLi& Node.js failll,

python Python fIEE &,

4.1.2. AT A Service Mesh B9l CR

71 Red Hat OpenShift Service Mesh A {§E RGN B E X HTRE (CR) K,
propagator,

4.1.2.1. B2& Apache HTTP BR5 23 & Bhi& ]

5 4.2. .spec.apacheHttpd S

Name ik

attrs ¥ ETF Apache HTTP [R5 SBHIE
M,

configPath Apache HTTP AR %588 BL B RYAL
&,

env ¥ ETF Apache HTTP fRS5 238931
B8,

B 4= RERN

tracecontext, baggage, b3,
b3multi, jaeger, ottrace, none

IR w7 {E F b3multi

default

/usr/local/apache2/conf
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Name b default
image {# A Apache SDK #1 B shiG B2
] R,
resourceRequirements THTREFRER,
version Apache HTTP RZ5 28R A 2.4
J& F3E AR PodSpec

instrumentation.opentelemetry.io/inject-apache-httpd: "true"

4.1.2.2. Bdi& .NET Bzhteml

Name ik

env HET NET HEIMREE &,

image A NET SDK #1 B 5l H B 285 1%
resourceRequirements THTHEFRER,

XTF NET Bzhthil, tNREEH OTEL_EXPORTER _OTLP_ENDPOINT B &, MRS HBSMiKS
WIRE N 4317, NS THEBERTERN OTEL_EXPORTER_OTLP_ENDPOINT If B2 &, BRAERT, NET
autoinstrumentation {#f http/proto, ZEEIEXIILE H 4318 IwO,

J& F3E AR PodSpec

41.2.3. Bdi& Go Bk

instrumentation.opentelemetry.io/inject-dotnet: "true"

Name ik
env HET Go WINREE,
image A Go SDK HM B Eha M B 2R iR,
resourceRequirements THTHEFRER,
JaFE AR PodSpec SR

instrumentation.opentelemetry.io/inject-go: "true"
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OpenShift ££8¥rh Go BHNIFT B RIZIS L BR

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: otel-go-instrumentation-scc
allowHostDirVolumePlugin: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities:
- "SYS_PTRACE"
fsGroup:

type: RunAsAny
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
supplementalGroups:

type: RunAsAny

R
“}j OpenShift £ HH Go auto-instrumentation & FAAYBRAY CLI 8580 :

I $ oc adm policy add-scc-to-user otel-go-instrumentation-scc -z <service_account>

4.1.2.4. Bci@& Java B

Name ik
env HET Java MIMET &,
image M3 Java SDK #1 B sh e B 2R i
resourceRequirements TTHEFRER,
JE F3E AR PodSpec

I instrumentation.opentelemetry.io/inject-java: "true"

4.1.2.5. Bdi& Node.js BN

Name ik

env B ET Nodejs BIMEL &,
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Name ik
image M Node.js SDK #1B sl B9 B 88 5.
resourceRequirements THTHEFRER,

RT3 AFE AR PodSpec i f#

instrumentation.opentelemetry.io/inject-nodejs: "true"
instrumentation.opentelemetry.io/otel-go-auto-target-exe: "/path/to/container/executable”

instrumentation.opentelemetry.io/otel-go-auto-target-exe ;¥ fi# 1% EFf =/
OTEL_GO_AUTO TARGET EXE ¥f575 BRI,

4.1.2.6. Bci& Python B3N

Name ik

env ¥ ETF Python MIEMET £,

image &M Python SDK # B Bl 19 & 288 5 1%k
resourceRequirements HTHEFRER,

XFF Python BN, RS HIRMIHREIEEN 4317, NRIHEE
OTEL_EXPORTER OTLP ENDPOINT 5f45758, Python & 2111k Fa http/proto, 3t E5El%K
BATRE S 4318 1K,

JaFE AR PodSpec SR

I instrumentation.opentelemetry.io/inject-python: "true"
4.1.2.7. B & OpenTelemetry SDK ZF &

pod B OpenTelemetry SDK ZZ & ® @it LA T iF BT ECE -

I instrumentation.opentelemetry.io/inject-sdk: "true"

AR, MATREEZIUTE -

true
\fn & 225 F3E A Instrumentation FR.
false
5FEAEAAREM,

instrumentation-name
M B % 22 [8]3F A B9 55 R & R,

other-namespace/instrumentation-name
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£ 4EEERN
MF— 6 4 Z2 [A]E A BRI 5 R B9 & 5.

4.1.2.8. %A% pod
e 2RIE pod MR EBRINTANE—INARLIZT. ERLEERT, TEAUNEAREBRESR.

Pod X f#

I instrumentation.opentelemetry.io/container-names: "<container_1>,<container_2>"

Go BENGM A X #FZ BB IRIEA,
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g 5 Z 5 TRACE #1 METRICS % %%l OPENTELEMETRY
COLLECTOR

IR LUK B FFERLLIBER OpenTelemetry $F trace X% E| OpenTelemetry Collector 2 TempoStack
S,

RS AFH1T sidecar JEAINRE, BTLUEF trace #1 metrics 4 3% % OpenTelemetry Collector,

5.1. {5 SIDECAR ;¥ A [/l OPENTELEMETRY COLLECTOR % 3% TRACE
#1 METRICS

0] LURE 2 B8 4 £ B A sidecar £ AR OpenTelemetry Collector £,

Red Hat build of OpenTelemetry Operator f1F sidecar SEAERE T/E %, 3B shEcEERIRINIE
OpenTelemetry Collector % 3%5&iIEKIE

SeRFH

e LI T Red Hat OpenShift distributed tracing Platform (Tempo), FE8ZE T TempoStack =&
Bl

o IAETLLEIT Web #HI& L OpenShift CLI (oc) i [RI&E :
o LIEHMEIEG BHER cluster-admin A& EKE web 2H| A&,
o £HEMEAESA cluster-admin AEREEL OpenShift CLI (oc) &1,

o XF Red Hat OpenShift Dedicated, &#%%18—1MEH dedicated-admin & &8k,

it =

1. &y OpenTelemetry Collector SEIBIEIE,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. QIB—ERSIR,

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-sidecar
namespace: observability

3. / k8sattributes ¥ resourcedetection 4 IE22HIAR S5 7 1% F AR,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
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%5 53 ¥ TRACE fl METRICS %%l OPENTELEMETRY COLLECTOR

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector-sidecar
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. ¥ OpenTelemetry Collector ZBZ "} sidecar,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
serviceAccount: otel-collector-sidecar
mode: sidecar
config: |
serviceAccount: otel-collector-sidecar
receivers:
otlp:
protocols:
grpe: {}
http: {}
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]
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ﬂ iX#gm{E A Tempo Operator EE#) <example> TempoStack SEFIHIRM %,

5. {#F8 otel-collector-sidecar AR5 7 AR ERE,

6. 7EEH Deployment X A7 10 sidecar.opentelemetry.io/inject: "true" ;¥ 2. XfHE AFTAE
FEMIMEDE, MIEHEPHNEIELXEl OpenTelemetry Collector 2L,

5.2. 7% % SIDECAR F A& )R T M OPENTELEMETRY COLLECTOR %
1X TRACE #1 METRICS

IR0 LE AR AT sidecar SEABYER TEHENEE %X E) OpenTelemetry Collector SEfll, X34 R F 5%
BILNIMELE,

FRFM

o LI T Red Hat OpenShift distributed tracing Platform (Tempo), FE%8ZE T TempoStack =
Bl

o IETLLEIT Web #HI &L OpenShift CLI (oc) Vi [RI&E :
o LUEHMEIEN BHEM cluster-admin A& EKE web 2H| A&,
o £HEMEAEA cluster-admin AEREEL OpenShift CLI (oc) Rif,.

o XfF Red Hat OpenShift Dedicated, &E/iE—1E%H dedicated-admin & &HIK -,

it

1. &y OpenTelemetry Collector SEIGIEIH,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. QIB—ERSMR,

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

3. °/ k8sattributes ¥ resourcedetection 4 IE22HIAR S5 7 1% F AR,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]

verbs: ["get", "watch", "list"]
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% 5%  TRACE #l METRICS %3%£%| OPENTELEMETRY COLLECTOR

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. {#F OpenTelemetryCollector B E X REZE OpenTelemetry Collector X4,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
opencensus:
otlp:
protocols:
grpc: {}
http: {}
zipkin: {}
processors:
batch: {}
k8sattributes: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-<example>-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
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74

receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]

exporters: [otlp]

ﬂ iX#gm{E A Tempo Operator E8E#) <example> TempoStack SEFIHIRM %,

5. ERENRINBARFRERSBPHINETE,

NENE

OTEL_SERVICE_NAME

OTEL_EXPORTER_OTLP_
ENDPOINT

OTEL_EXPORTER_OTLP_
CERTIFICATE

OTEL_TRACES_SAMPLE
R

OTEL_EXPORTER_OTLP_
PROTOCOL

OTEL_EXPORTER_OTLP_
TIMEOUT

OTEL_EXPORTER_OTLP_
INSECURE

23U

% & service.name FRE 4
HI1E,

A Al E i O S B ER (S
SREPERTR URL,

gRPC & FimBy TLS FIERYIE
PXH4HEE.

T trace B sampler,

OTLP 5 H23mEHihiL,

OTLP SHBFFFEMLES
H B B KT (8] 1A PR

H gRPC 1B REZEHE Fim &
2, HTTPS EREaBE

Bo

LS WINE]

https://localhost:4317

https://localhost:4317

parentbased_always_on

grpc

10s

False



B 6 & i RcE IR IR

5 6 B NI R E TSR
ENEREIER, EAILEE OpenTelemetry Collector B E X #iR (CR) HUTLUUTES :

o i Prometheus ServiceMonitor CR, LUIREX Collector BB &8 FrF /= B Prometheus
exporter,

o Fig& Prometheus EIN25, LAMEREN W L iR EXTE 7,

6.1. FHEVR A X B I R A BC B
LAIRMAN B E LHTR (CR) & —ECEHE IR A X B I R R
e OpenTelemetry Collector CR
® Prometheus PodMonitor CR

BLBHY OpenTelemetry Collector CR AT LLEII# Prometheus ServiceMonitor CR, LUREX Collector &
PRI S Prometheus exporter,

A Prometheus exporter B OpenTelemetry Collector CR 7~fl

apiVersion: opentelemetry.io/vialphat
kind: OpenTelemetryCollector
spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
telemetry:
metrics:
address: ":8888"
pipelines:
metrics:
receivers: [otlp]
exporters: [prometheus]

BCiE Operator, LLAIE Prometheus ServiceMonitor CR, LUREVIKEZRHIERIE bRim s
Prometheus exporter EiTrimaR. EVMFFHETIE OpenShift INRHEIE A,

A4, FiI6)E Prometheus PodMonitor CR ] LUR B RIEHI, FIa0MIFR Prometheus 1REUT F2H
RNINNEERE,

B HEER LI EY Collector $551789 PodMonitor CR <4

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
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metadata:
name: otel-collector
spec:
selector:
matchLabels:
app.kubernetes.io/name: <cr_name>-collector ﬂ
podMetricsEndpoints:
- port: metrics 9
- port: promexporterg
relabelings:
- action: labeldrop
regex: pod
- action: labeldrop
regex: container
- action: labeldrop
regex: endpoint
metricRelabelings:
- action: labeldrop
regex: instance
- action: labeldrop
regex: job

ﬂ OpenTelemetry Collector CR B R,
9 OpenTelemetry Collector BN EBIE IR OB &R, Lhim & MIALE metrics,

9 OpenTelemetry Collector BJ Prometheus exporter it A#I & TR,

6.2. FCiE A T M i R iR e i i

BB OpenTelemetry Collector B E X ¥GR(CR) AT LA B Prometheus U2 MEEBE 5 10 HE M ch IR EX3E
1:/]_:;0

AT MEEBF I HER hiR ENIE IR OpenTelemetry Collector CR 7R~fl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-monitoring-view ﬂ
subjects:
- kind: ServiceAccount
name: otel-collector
namespace: observability
kind: ConfigMap
apiVersion: vi
metadata:
name: cabundle
namespce: observability
annotations:
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B 6 & i RcE IR IR

service.beta.openshift.io/inject-cabundle: "true"
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
volumeMounts:
- name: cabundle-volume
mountPath: /etc/pki/ca-trust/source/service-ca
readOnly: true
volumes:
- name: cabundle-volume
configMap:
name: cabundle
mode: deployment
config: |
receivers:
prometheus: 6
config:
scrape_configs:
- job_name: 'federate’
scrape_interval: 15s
scheme: https
tls_config:
ca_file: /etc/pki/ca-trust/source/service-ca/service-ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
honor_labels: false
params:
'matchl]":
-'{__name__="<metric_name>"}' ﬂ
metrics_path: '/federate’
static_configs:
- targets:
- "prometheus-k8s.openshift-monitoring.svc.cluster.local:9091"
exporters:
debug: 6
verbosity: detailed
service:
pipelines:
metrics:
receivers: [prometheus]
processors: []
exporters: [debug]

1% cluster-monitoring-view £ & 5 E 44 OpenTelemetry Collector BIBRSS K, LMEE AT LU
[P HEFREHE

SEA OpenShift lRSS CA, BT TE Prometheus #EIXSHEIE TLS.
BR& Prometheus 28, LUMERERN L IEHR IR federate il m,
{5 Prometheus Zif)iE SAFEIRINMIETR. AXIASIHSIFBEMRE, ESHERGIEH,
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© B debug exporter, IR BIITERL,

6.3. HM TR

e {# M Prometheus FIBLFR IR s & IR
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%5 7 = ¥ TRACE ¥ 4 %I TEMPOSTACK 324

% 7 = 5% TRACE 5 X B TEMPOSTACK L3

BB A BEREl TempoStack £, RA]LAEREFEIE OpenTelemetry Collector, KB LS F1EER

GhIESS. WSS HISEEEEL P ERE OpenTelemetry Collector, BXxHEMER, &S WM 07

JEFRBY OpenTelemetry Collector SCASHEHEE,

FRFH

it =

o DREIEIIEM OpenTelemetry Operator,
o B &% Tempo Operator,

o TEEEEHIERE T TempoStack S,

1. &y OpenTelemetry Collector BIEARSS MK

ServiceAccount =l

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment

2. ARSI RIRERA R,

ClusterRole 7=l

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]

resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]

verbs: ["get", "watch", "list"]

Q k8sattributesprocessor &£ pod #4422 [A] BT R AIAUBR,

9 resourcedetectionprocessor 5 & E i 329 F14R S IR,

3. FEEABHERRSIK S,

ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
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- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. AIE YAML X#LLE X OpenTelemetryCollector B E X HIR(CR).

OpenTelemetryCollector <l

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpe: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
opencensus: {}
otlp:
protocols:
grpc: {}
http: {}
zipkin: {}
processors:
batch: {}
k8sattributes: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-simplest-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin] g
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]
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% 73 & TRACE A% TEMPOSTACK 4

Collector exporter BRiE N 5 OTLP 15[ Tempo LR = "tempo-simplest-
distributor:4317" (FEXNRBIFEOIE)

9 Collector BRiE T Jaeger trace BJ#UL25, OpenCensus trace over the OpenCensus ¥,
Zipkin trace over the Zipkin protocol, #1 OTLP trace over the GRPC ¥,

R
&7 LT telemetrygen ERE Ml :

apiVersion: batch/v1
kind: Job
metadata:
name: telemetrygen
spec:
template:
spec:
containers:
- name: telemetrygen
image: ghcr.io/open-telemetry/opentelemetry-collector-contrib/telemetrygen:latest
args:
- traces
- --otlp-endpoint=otel-collector:4317
- --otlp-insecure
- --duration=30s
- --workers=1
restartPolicy: Never
backoffLimit: 4

Lth B

\

® OpenTelemetry Collector 344

e GitHub LHIERE RHAI
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% 8 = i OPENTELEMETRY COLLECTOR 51

AT LS A OpenTelemetry Collector SEBIAHEFRFIZE R,

FRFH
o TESREFHE RN A E BT B Bk 2,

it =

e 5 OpenTelemetry Collector LR, 15{¥ spec.observability.metrics.enableMetrics
FEXIZE N true :

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: <name>
spec:

observability:

metrics:
enableMetrics: true

ik
R LUE B Web 122418 B9 Administrator {1 & REIFEEB 2 E KD :

e j# A Observe - Targets, & Source: User i1, F1:% opentelemetry-collector-
<instance_name> &= #J ServiceMonitors &84 Up K5

HithBR
o NRAFENRIEERLEE
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B9 FE MBNERBE IR

59 & MBI REBFRE TSR EEE

WFSEHEE, EAUESNTEERPOE— OpenTelemetry Collector S5, FIFATA 2R
# % B —4 OpenTelemetry Collector SEl,

FRFH

o DREIEIIEM OpenTelemetry Operator,
e B %% Tempo Operator,
o TEEEEHERE T TempoStack S,

o LUTHHMILY : EXE, BELRIES. CAZLE. BFWMRSHFILER, ZUBILIES, F
ZHB1F,

i =
1. £ OpenTelemetry Collector SEFIFRHEEE LA TIES, Bhik BHERIES,

a. f#F cert-manager Operator for Red Hat OpenShift 4 BIXLEUE % 4 &,

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:

name: selfsigned-issuer
spec:

selfSigned: {}

b. _/l\ E%%iﬁ:ﬁo

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: ca
spec:
isCA: true
commonName: ca
subject:
organizations:
- Organization # <your_organization_name>
organizationalUnits:
- Widgets
secretName: ca-secret
privateKey:
algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: Issuer
group: cert-manager.io

c. —PNCAZELRHE,

I apiVersion: cert-manager.io/v1
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kind: Issuer
metadata:
name: test-ca-issuer
spec:
ca:
secretName: ca-secret

d. BEFIRMARSS 2R UEP.

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: server
spec:
secretName: server-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" ﬂ
issuerRef:
name: ca-issuer
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: client
spec:
secretName: client-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" g
issuerRef:
name: ca-issuer

ﬂ 1E server OpenTelemetry Collector LIl FBRETE] solver BIHE] DNS £ 51K,

9 & il OpenTelemetry Collector LIl FBRETE] solver BIHE] DNS & #r51KR,

2. 25 OpenTelemetry Collector SEIBI3RAR S5 K,

ServiceAccount =l

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment

3. ARSIk RIRER AR,

Alii~rtAavDAl~A ==IRI
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“IUD LTI NNVITC /N7y

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]

Q k8sattributesprocessor &£ pod #4422 [A] TR AIUBR,

9 resourcedetectionprocessor 5 & ELfil 32+ FIR S B AR,

4. BEEABHERIRSIKS.

ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-<example>
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

5. B8 YAML ¥, 1EiL%&E +E X OpenTelemetryCollector B YL ¥R (CR).

N ERM OpenTelemetryCollector B E X HRRHI

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: otel-collector-<example>
spec:
mode: daemonset
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
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opencensus:
otlp:
protocols:
grpe: {}
http: {}
zipkin: {}
processors:
batch: {}
k8sattributes: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlphttp:
endpoint: https://observability-cluster.com:443 ﬂ
tls:
insecure: false
cert_file: /certs/server.crt
key_file: /certs/server.key
ca_file: /certs/ca.crt
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

Collector exporter B2~ 5 tH OTLP HTTP, FigM €K H P REEEM OpenTelemetry
Collector,

6. G YAML X4, 1EHRREREFE X OpenTelemetryCollector B E Y R (CR).

Central (&£ OpenTelemetryCollector B & X H iR Al

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otlp-receiver
namespace: observability
spec:
mode: "deployment”
ingress:
type: route
route:
termination: "passthrough"
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config: |
receivers:
otlp:
protocols:
http:
tls: ﬂ
cert_file: /certs/server.crt
key_file: /certs/server.key
client_ca_file: /certs/ca.crt
exporters:
logging: {}
otlp:
endpoint: "tempo-<simplest>-distributor:4317" 9
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

Collector MR TBEEHE— 2 A FI HATIET,

Collector exporter E2& 7 5B OTLP ##18[MA Tempo ZfHEiRm, AFIF 7 "tempo-
simplest-distributor:4317" F} 21/,
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OpenTelemetry

5 10 & HIEHFFR

Collector {2t T L5 E RN B R RNR, FHiHEHIE =R,

10.1. 7XEX OPENTELEMETRY COLLECTOR Hi&

IR LR IBIN T AR, FKEX OpenTelemetry Collector BIH &,

AR

1. 1£ OpenTelemetryCollector B E Y %R (CR) X EHE XK B KL :

config: |

se

rvice:

telemetry:

logs:
level: debug ﬂ

ﬂ WERHWEHEI |, ZFHESIE info. warn, error 5 debug, iAW info,

2. ¥ oc

IOgS sk Web ?’J"ﬂrﬁUJ"HETA% BiE.

10.2. NFFEFR

OpenTelemetry

Collector AT A X E BN EHEBIEESHIEIR, LUTHEINATAT span, ENIEFRIBER

S5 AFFRBBIEDR -

otelcol_receiver_accepted_spans
RINHEERIE B AR span M E,

otelcol_receiver_refused_spans
ToEHEE R EEARB span # =,

otelcol_exporter_sent_spans

BEh & & E B

BIHbEY span B &,

otelcol_exporter_enqueue_failed_spans
EARINE A XFA T span 2.

Operator &I/ —

AR

A <cr_names>-collector-monitoring 5Zil iR, 7T IREVEIFIR S,

. 1BiL7E OpenTelemetryCollector B iE X FREARMEL F1TRE A telemetry ARSS :

config: |
service:
telemetry:

metrics:
address: ":8888" ﬂ

ﬂ NFFRERIRELSRIE IR, FINET 8888,
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1 BT TR REHRENR, ZeREAmROFR %L Collector pod :
I $ oc port-forward <collector_pod>

2. i[RI F http://localhost:8888/metrics BIFE TRl s

10.3. DEBUG EXPORTER
IS LABCE debug exporter, fFIEERIEIE S HEIhERIH,

it =3
1. EZi& OpenTelemetryCollector BE X iR, TR :

config: |
exporters:
debug:
verbosity: detailed
service:
pipelines:
traces:
exporters: [debug]
metrics:
exporters: [debug]
logs:
exporters: [debug]

2. fEH oc logs fr sk Web £ & BE S HEITOER H.

5510 = SRR
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ENZE TR

BF

Red Hat OpenShift distributed tracing Platform (Jaeger) @ — N EFAMTHEE. FHENID
BE{DSR B E1E OpenShift Container Platform A, FIFMRL 3R, BE, XNHERTE
R A TR AR, BRBUIEFSREHER,

& X OpenShift Container Platform A E 3 SR E B THREM RFTIIR, 15S 1
OpenShift Container Platform & {T3E1CH 2 ZF A HMIREIZIEEER 7 o

INRIEE ST Red Hat OpenShift distributed tracing & (Jaeger) BTN AR, ERILLTHRE
OpenTelemetry BIZLIEFE, ©ETF OpenTelemetry FFRIIE,

Red Hat build of OpenTelemetry 128t T —2H API. %, REHNITE, UEELSHRRGPIRIATINER
M., Red Hat build of OpenTelemetry 189 OpenTelemetry Collector A LA Jaeger Wi, HILETR
FEAENARFHER SDK,

Mo HERBIRES (Jaeger) IR EIZIIEFIER OpenTelemetry B EEZE OpenTelemetry Collector 1R
AR E LIS trace, EATLUTERS sidecar #l sidecar 2R,

11.1. {8 SIDECAR iT#%

Red Hat build of OpenTelemetry Operator x#¥ sidecar SE AEBE TIE %, UEET UMD AR EBERE
B (Jaeger) sidecar ST EIZLIEF9 R OpenTelemetry sidecar,

FoRFMH

o TELEEEH{E Red Hat OpenShift distributed tracing Platform (Jaeger),

o BRIELIEIIEN OpenTelemetry,

ff

L=

S

1. ¥ OpenTelemetry Collector EZi&E 7 sidecar.

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <otel-collector-namespace>
spec:
mode: sidecar
config: |
receivers:
jaeger:
protocols:
grpe: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
processors:
batch: {}
memory_limiter:
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check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

ﬂ ttif s 5 ME A Tempo Operator ZREH] <example> TempoStack LB X,

2. QIBATZITNAEFIRSIK .

apiVersion: v1i
kind: ServiceAccount
metadata:

name: otel-collector-sidecar

3. NEELNEEMENIIROIRERAR,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector-sidecar
rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status"]

verbs: ["get", "watch", "list"]

Q resourcedetectionprocessor & BB fili 32 F4 FN B i Z2 54 /R SRR,

4. % ClusterRoleBinding 3 4R 551k % BLER.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector-sidecar
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
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kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

5. 5 OpenTelemetry Collector ERZE #y sidecar,

6. &I M Deployment % & Fflfiik "sidecar.jaegertracing.io/inject”: "true" JXfi2, ML FAEFEH
ifBR3E A BT Jaeger Agent,

7. @it ¥ sidecar.opentelemetry.io/inject: "true" ;¥ 2R INE] Deployment X R
.spec.template.metadata.annotations FE& 3k /5 OpenTelemetry sidecar BEiE A,

8. HANNARFIEQRZMIRSIKT, UAFCESRRIVERNERFFERINEERBERF.

11.2. 1£3%F SIDECAR HYIE R T 5T5

IR UMD B ERTE A (Jaeger) IR ER B sidecar SRERIZLIEMIER OpenTelemetry,

FoRFMH

o TELEE#A{E Red Hat OpenShift distributed tracing Platform (Jaeger),

o BRIELIEIIEN OpenTelemetry,

ff

L=

S

1. BZi& OpenTelemetry Collector ZRE,

2. BIEERE OpenTelemetry Collector BT H,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

3. BB ATFIZ1T OpenTelemetry Collector SEBIAIARS5IK 7.

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

4. QIBERAR, WXELERARITR.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8
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- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status"]

verbs: ["get", "watch", "list"]

Q k8sattributesprocessor &£ pods #1 namespaces TR R

Q resourcedetectionprocessor &£ infrastructures # infrastructures/status FII R,

5. fl|& ClusterRoleBinding 3N AR S5K % BINER.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

6. ]E OpenTelemetry Collector 34,

LI EE 2R AT trace S HE TempoStack 5L, &4 77{# F Red Hat Tempo
Operator fllJ TempoStack £, FHTEEMBEH =,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
processors:
batch: {}
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
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detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-example-gateway:8090"
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

7. $SiEBRRIH RIS OpenTelemetry Operator,

8. MNREEN trace BIEMN ARFEFHE Jaeger, HTF APl s M Jaeger Uil H
OpenTelemetry Collector I s,

{5 Golang M jaegerexporter 51 trace HITRHI
I exp, err := jaeger.New(jaeger.WithCollectorEndpoint(jaeger.WithEndpoint(url))) ﬂ

ﬂ URL #g[E OpenTelemetry Collector API i s,
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£12 E F

S FRRAFZ, Red Hat build of OpenTelemetry Operator 8§ Operator Lifecycle Manager (OLM), &
BRI Operator BI%24%, FHFNIE T A BRIV RIIEH](RBAC),.

OLM ERIATE OpenShift Container Platform Fi21T, OLM A LAZH) Al FIBY Operator MA K B 2458
Operator BIF%,

LLIEHEH OpenTelemetry Operator AR EIFTARAES, ©RII#IZ1T OpenTelemetry Collector £
B, FFEFANEIES Operator FrhRANS N EIAR A,

12.1. Efth BHR
e Operator Lifecycle Manager #:2#1 55R

o FHTZEEH Operator
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5513 = kR
M OpenShift Container Platform & FlHIFRZLIEHIEHT OpenTelemetry 30T -
1. XMIZLIEFIEEH) OpenTelemetry pod,
2. MIBREM OpenTelemetryCollector SE4l,

3. B& OpenTelemetry Operator BIZL B2,

13.1. {1 F§ WEB 2415 i) OPENTELEMETRY COLLECTOR 243

TR A LATE web $#26I& R Administrator 11 F iR OpenTelemetry Collector £,

FEREZFH
o LIEEEIE N 9 cluster-admin A& & &3 web ZHI5,

e %fF Red Hat OpenShift Dedicated, &/l E%E dedicated-admin & &K - &%,

it

1. #£ A Operators — Installed Operators - Red Hat build of OpenTelemetry Operator—
OpenTelemetrylnstrumentation 5 OpenTelemetryCollector,

2. EfHIBRIE R, 1EERE - Delete ... » Delete,

3. A% : MHERLLIEHIEER OpenTelemetry Operator,

13.2. {8 CLI /B2 OPENTELEMETRY COLLECTOR =Z43

& A] LATE & 51T Bk OpenTelemetry Collector SE45l,

SoREH
o ST EA cluster-admin AEREEL OpenShift CLI (oc) &1,

R
o FALRIEHI OpenShift CLI (oc) IRAN&EFTRA, FHEIEB OpenShift Container Platform hix
AT,

o T oc login:

E,
I $ oc login --username=<your_username>

Y=

IZ{TLA T4, FKEX OpenTelemetry Collector LR ZFE

. iz
I $ oc get deployments -n <project_of_opentelemetry_instance>
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2. IZfT LTS EMIER OpenTelemetry Collector L4 :

51T
$ oc delete opentelemetrycollectors <opentelemetry_instance_name> -n
<project_of_opentelemetry_instance>

3. °w% : MIBRLLIEFIEEM OpenTelemetry Operator,
o EIGUEMINMIFR OpenTelemetry Collector X3, 1EERIZ1T oc get deployments :

I $ oc get deployments -n <project_of_opentelemetry_instance>

13.3. H BTIR
o MEEEHER Operator

® OpenShift CLI Al
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