& RedHat

OpenShift Container Platform 4.16

TREEMIChER R

T f# OpenShift Container Platform FREYRE {4 /=

Last Updated: 2024-07-03






OpenShift Container Platform 4.16 & AfE& MK hI2F /S B

T f# OpenShift Container Platform FHYRE4 =



RSN

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE
AR ® OpenShift Container Platform AR EORE {4/ A,



BIEXRTTRABAMEREREGA
B 2 A L R .o

%5 3 %= NODE FEATURE DISCOVERY OPERATOR

% 4 E IEEHEHE OPERATOR

2L X FRHEFIES

2.2. fIHY DRIVER TOOLKIT &2 5k
2.3. @M DRIVER TOOLKIT

2.4. B TR

3.1. %F NODE FEATURE DISCOVERY OPERATOR
3.2. &% NODE FEATURE DISCOVERY OPERATOR
3.3. 18 NODE FEATURE DISCOVERY OPERATOR
3.4. B2 NODE FEATURE DISCOVERY OPERATOR
3.5. %F NODEFEATURERULE BE X ¥R

3.6. 13 NODEFEATURERULE B & X &R

3.7. 18 NFD TOPOLOGY UPDATER

41 RTFHRZIEREIE OPERATOR
4.2 REAKEREE OPERATOR
4.3. BeBARIEREIE OPERATOR
4.4, IENZIEREE OPERATOR
45 ARESRERE

4.6. REFR

4.7. {E AW AR i PR

4.8. W AR B 7 5 B 4

4.9. fi]3 KMOD %tk

4.10. EAAKERERE (KMM) % %
4.11. 5 SECUREBOOT Nz
4.12. TETBRRR IR %4 KMODS
4.13. IEF % Z KMOD 5ifg

4.14. KMM HUB #1 SPOKE

4.15. ARESHE E LFHH

4.6, B 1 REARKER

4.7, VR AR EHERR

418. KMM B3 #F

4.19. 5 0 XE%E 2 X KMOD %%
4.20. KMM R HER

O O U1 N

25
25
25
29
32
33
34
35
38
39
42
42
44
45
46

51
52
54
54
56
57



OpenShift Container Platform 4.16 & @4 shiZFEE B




B1EXTLTREANESEFERA

BI1E XTLTRBEAHNINIREFEA

Driver Toolkit (DTK) & OpenShift Container Platform B i — N Ea5ER, SERECERL
R ARNEMEMR, Driver Toolkit F5 & &8 & 1F v H B sk T2 4% AR BR B9 (R 701 A 76 B PR A B4

8, URIBDEFRSAEN—LTE, XLEHEHITRAN S OpenShift Container Platform 41T
kA RHCOS 7 s £z TR bk A T L,

RiRFRIRERRE g, BATESHIIZEERS (M Red Hat Enterprise Linux CoreOS (RHCOS)) LE#4
EMBEM A ARERMNINNEF, ARSI R ZRERERANKPETS LT RZE T
#E, i1y BT AINEE, SHERMBEEIFLSMENEGEENE, fltn, BHLs, MM AmEE
Bl (FPGA) Sk EI LR 5T (GPU), MARIEE LHMEMEBRAAR (B mii L BERNKER) . KD
A% 2 BT OpenShift Container Platform 28 /3 X L R O RSB — 2,
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B2EIUDEFIEE

TR ERERF TE A RIS E BEN IR B2 EMEER, LUETE OpenShift Container Platform
£ R R FRE R

21. XxFIEsiEFITES

BERERE

Driver Toolkit & OpenShift Container Platform B i — B eREE, BERWRIKIRRFASS
BIERER. Driver Toolkit Bl @ & B E E NI LER AR BRI FT BN AT, LARIK
PREFARMMEN—ETE, XYERESTHMRART S5 OpenShift Container Platform &ZThRAHHY
Red Hat Enterprise Linux CoreOS (RHCOS) T/ & Eiz{THIR AR A< PCAL,

KohiEFRIERERaHE, ATHERSRRFERS (W RHCOS) LMEMEREM A NRERFRNTZRF,
ARERIB N IEF 2 EREREARDPEES NP RZTHHEE, eil ' TN&IhEE, SNERMHE
PHIFE S ITEE A ERTE, =HIEFE Field Programmable Gate Arrays (FPGA) 5 GPU FRE4 1%
%, LUREEE L EIERE (SDS) fRASRE (U0 Lustre parallel X#HRET, ©HEZR RIS LEERNKIE
) . WiEFE AR A TE Kubernetes 8 FX LR R EUEGHER B E— 2,

Driver Toolkit FEIRZI G TR EIELLTAE R E K

o kernel-core

kernel-devel

kernel-headers
o kernel-modules
o kernel-modules-extra

A4, Driver Toolkit 1A & &8N HISLE RAZEES -

kernel-rt-core

kernel-rt-devel

kernel-rt-modules

kernel-rt-modules-extra
Driver Toolkit B /L MERFEM TERMEMRZEARELR, HPaE :
e clfutils-libelf-devel
e kmod
e binutilskabi-dw
e kernel-abi-whitelists
o LU RIS
A&

TEH W Driver Toolkit 281, FF A LUFE OpenShift Container Platform FIEJ—AN pod FR &2 &4
8, SHEMBRBHEMA entitled builds, 3LMZEHL machine-os-content #19#% RPM i#1T% %%, Driver


https://www.openshift.com/blog/how-to-use-entitled-image-builds-to-build-drivercontainers-with-ubi-on-openshift

B2ERPEFTIREA

Toolkit BT MR L IR E L 752, F#ER T Uil pod FBY machine-os-content %4, Driver
Toolkit th A LLEA A T4 # B9 OpenShift Container Platform MRABISEKEERE, BT REMN
OpenShift Container Platform IRABIRE X 75 BT 8 driver-containers,

Kernel Module Management (KMM) tB{# f Driver Toolkit, ©B#I{E OperatorHub LByt X
Operator #2fft, KMM ZHFMAFE=A NI ZFUREZIRERSNIZFT S, BRI KMM
DR ER UM BEMBEN N IEFDER, FXRXEBEEETNSETYS, ERTLaEWERE, ATE
Driver Toolkit LI EFIRDIZFRSMINIERF, HE KMM AT LIERE T RIN 2 AR,

2.2. #i1EX DRIVER TOOLKIT &4k 1%

driver-toolkit 53R S ¥E7E Red Hat Ecosystem Catalog BI& 2552 1% %84 #1 OpenShift Container Platform

RITHRABM M E H, 5 OpenShift Container Platform &R B AN N B RS FRi0 o B F PR A
5. EERRARSFSR URL AI{EF oc adm CLI i 51 El,

2.2.1. M registry.redhat.io F I HX Driver Toolkit &2 Hi %

Red Hat Ecosystem Catalog &% 7 A podman =k OpenShift Container Platform M
registry.redhat.io 4 EX driver-toolkit 5 {&AI1HER, RFTRARAH driver-toolkit Hii&k & A
registry.redhat.io EFURARARE, B340 : registry.redhat.io/openshiftd/driver-toolkit-rhel8:v4.16.

222 ABEMNEHPERINEF TESE & URL

FRFM

® M Red Hat OpenShift Cluster Manager $XEX 7 %1% pull secret

o B%% OpenShift CLI (oc) .

pi% &2
1. {6 oc adm S IRINS4E & {ThHRAN N A driver-toolkit BY#7 & URL :

o XfF x86 #ifk, R :

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.16.z-x86_64 --image-
for=driver-toolkit

o XfF ARM Hiffk, @m0 :

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.16.z-aarch64 --
image-for=driver-toolkit

A

quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:b53883ca2bac5925857148c4alabc300ced96c222498e3bc134fe7ce3aldd404
2. FERAMH pull secret FRENLEIR, 0ZREE OpenShift Container Platform FFEEHY pull secret :

$ podman pull --authfile=path/to/pullsecret.json quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:<SHA>


https://registry.redhat.io/
https://catalog.redhat.com/software/containers/openshift4/driver-toolkit-rhel8/604009d6122bd89307e00865?container-tabs=gti
https://console.redhat.com/openshift/install/pull-secret
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2.3. {3 DRIVER TOOLKIT
BN, Driver Toolkit 7 FAVEE TR SRIVEIERE B HHAKER, %5 simple-kmod,

Driver Toolkit @1& N AIERE L FTBRBKTIIN. openssl. mokutil #1 keyutils, {8
&2, XA TBIF, simple-kmod ARELE B4, RUTEERERTRL5%
(Secure Boot) BIRETHEA,

2.3.1. EEE R EFHIZ1T simple-kmod X2 F B 25

FRFH

o F—AIETEIZ{THI OpenShift Container Platform 5£2%,

o (RATLUIEEEEM Image Registry Operator R 751% & 7y Managed.
e B%% OpenShift CLI (oc) .

e LIEZH cluster-admin f{REI A 7 &15 & 5k OpenShift CLI,

iz
fler & ZEA, i -

I $ oc new-project simple-kmod-demo

1. YAML %E X 7 ImageStream, FT7Zf#% simple-kmod X2 FARFSKR, URATHERSRM
BuildConfig, it YAML &% 0000-buildconfig.yaml.template.

apiVersion: image.openshift.io/v1
kind: ImageStream
metadata:
labels:
app: simple-kmod-driver-container
name: simple-kmod-driver-container
namespace: simple-kmod-demo
spec: {}
apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
labels:
app: simple-kmod-driver-build
name: simple-kmod-driver-build
namespace: simple-kmod-demo
spec:
nodeSelector:
node-role.kubernetes.io/worker: "
runPolicy: "Serial"
triggers:
- type: "ConfigChange"
- type: "ImageChange”
source:



B2ERPEFTIREA

dockerfile: |
ARG DTK
FROM ${DTK} as builder

ARG KVER

WORKDIR /build/

RUN git clone https://github.com/openshift-psap/simple-kmod.git
WORKDIR /build/simple-kmod

RUN make all install KVER=${KVER}

FROM registry.redhat.io/ubi8/ubi-minimal

ARG KVER

# Required for installing "'modprobe’
RUN microdnf install kmod

COPY --from=builder /lib/modules/${KVER}/simple-kmod.ko /lib/modules/${KVER}/
COPY --from=builder /lib/modules/${KVER}/simple-procfs-kmod.ko
/lib/modules/${KVERY}/
RUN depmod ${KVER}
strategy:
dockerStrategy:
buildArgs:
- name: KMODVER
value: DEMO
# $ oc adm release info quay.io/openshift-release-dev/ocp-release:<cluster version>-
x86_64 --image-for=driver-toolkit
- name: DTK
value: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:34864ccd2f4b6e385705a730864c04a40908e57acede44457a783d739e377cae
- name: KVER
value: 4.18.0-372.26.1.el8_6.x86_64
output:
to:
kind: ImageStreamTag
name: simple-kmod-driver-container:demo

2. T T a4d, FEREIZITH OpenShift Container Platform MRABIFE<BIIEHS driver toolki £
& EH: "DRIVER_TOOLKIT_IMAGE" &84,

I $ OCP_VERSION=$(oc get clusterversion/version -ojsonpath={.status.desired.version})

I $ DRIVER_TOOLKIT_IMAGE=$(oc adm release info $OCP_VERSION --image-for=driver-
toolkit)

$ sed "s#DRIVER_TOOLKIT_IMAGE#${DRIVER_TOOLKIT_IMAGE}#" 0000-
buildconfig.yaml.template > 0000-buildconfig.yaml

3. FEARLBEERRIEREE
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I $ oc create -f 0000-buildconfig.yaml

4. 1EE5 Pod IhERE, HEChEFR R4 EE " DaemonSet,

a. WHRFARLIERFNEE ETXET, FREINEMBRAZER, T YAML X4
SERFZTIEIRF B2/ RBAC #F] DaemonSet, fFitt YAML {775 1000-
drivercontainer.yaml,

apiVersion: vi
kind: ServiceAccount
metadata:
name: simple-kmod-driver-container
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: simple-kmod-driver-container
rules:
- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use
resourceNames:
- privileged
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: simple-kmod-driver-container
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: simple-kmod-driver-container
subjects:
- kind: ServiceAccount
name: simple-kmod-driver-container
userNames:
- system:serviceaccount:simple-kmod-demo:simple-kmod-driver-container
apiVersion: apps/v1
kind: DaemonSet
metadata:
name: simple-kmod-driver-container
spec:
selector:
matchLabels:
app: simple-kmod-driver-container
template:
metadata:
labels:
app: simple-kmod-driver-container
spec:
serviceAccount: simple-kmod-driver-container
serviceAccountName: simple-kmod-driver-container



containers:

B2ERPEFTIREA

- image: image-registry.openshift-image-registry.svc:5000/simple-kmod-

demo/simple-kmod-driver-container:demo
name: simple-kmod-driver-container
imagePullPolicy: Always
command: [sleep, infinity]
lifecycle:
postStart:
exec:
command: ["'modprobe”,
preStop:
exec:
command: ["'modprobe”,
securityContext:
privileged: true
nodeSelector:
node-role.kubernetes.io/worker: "

-a

b. B/% RBAC #FISFI# 25

I $ oc create -f 1000-drivercontainer.yaml

-a" , "simple-kmod", "simple-procfs-kmod"]

", "simple-kmod", "simple-procfs-kmod"]

5. ¥ pod 7£ worker 7 s _EiZ21T/E, {EM Ismod KEIE AR LR EMIIEA T simple_kmod

PRI,

a. Wik pod @B IEIZIT ¢

I $ oc get pod -n simple-kmod-demo

it N
NAME READY STATUS RESTARTS AGE
simple-kmod-driver-build-1-build  0/1  Completed 0 6m
simple-kmod-driver-container-b22fd 1/1  Running 0 40s
simple-kmod-driver-container-jzZ9vn 1/1  Running 0 40s
simple-kmod-driver-container-p45cc 1/1  Running 0 40s

b. TR NFZF AT pod YT Ismod &5

I $ oc exec -it pod/simple-kmod-driver-container-p45cc -- Ismod | grep simple

A

simple_procfs_kmod 16384 0
simple_kmod 16384 0

Hh TR

o BXRNEBEE reqgistry FHEHNEZER, S OpenShift Container Platform A Image

Registry Operator.,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/registry/#registry-removed_configuring-registry-operator
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% 3 Z NODE FEATURE DISCOVERY OPERATOR
T fi# Node Feature Discovery (NFD) Operator L&Al {F B el BT mIhae & 0 (BFReELSE
IHEEFI R AEL B Kubernetes MFINAE) EAFF T =RKE B,
3.1. xF NODE FEATURE DISCOVERY OPERATOR

Node Feature Discovery Operator (NFD) @i 4§57 e WIS HRFEE RRKEHE OpenShift Container
Platform SEFRREHFINEEFNE BRI, NFD EAKET T RMEMEIRCEMN, W PCI£. Wik, BF
RO AE,

NFD Operator A LL@ 1T 5% "Node Feature Discovery" 7£ Operator Hub L3 Z,

3.2. 2% NODE FEATURE DISCOVERY OPERATOR

Node Feature Discovery (NFD) Operator 4@HEiZ1T NFD SFI A REFTENAE TR, (FAIRHEE
51, A LUE A OpenShift Container Platform CLI 8k Web 12 & %% NFD Operator,

3.2.1. {3 CLI %%k NFD Operator

E &R ERE R, A LMER CLI %% NFD Operator,

SeRFH
® OpenShift Container Platform &&#
e % OpenShift CLI (oc) .

o LIEA cluster-admin B AE 7 B9 & %K,

it =3
1. 2% NFD Operator @&y & 22,

a. I8 X openshift-nfd #3422 [5]F9LL T Namespace BE %R (CR) , fAETE nfd-
namespace.yaml LR {RTF YAML :

apiVersion: vi
kind: Namespace
metadata:

name: openshift-nfd

b. BITUA T e mAlER&RZEM :
I $ oc create -f nfd-namespace.yaml
2. BT ARLITN R, EEE—PPOEMNmRZERFPRE NFD Operator :

a. flJZLLF OperatorGroup CR, F+7E nfd -operatorgroup.yaml X F{R7E YAML :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

10



generateName: openshift-nfd-

name: openshift-nfd

namespace: openshift-nfd
spec:

targetNamespaces:

- openshift-nfd

b. iZ1TLA T ep 43K A& OperatorGroup CR:

I $ oc create -f nfd-operatorgroup.yami

% 33 NODE FEATURE DISCOVERY OPERATOF

c. fLLF Subscription CR, 3% YAML £ Z] nfd-sub.yaml X {4 :

T A

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: nfd
namespace: openshift-nfd
spec:
channel: "stable"
installPlanApproval: Automatic
name: nfd
source: redhat-operators
sourceNamespace: openshift-marketplace

d. BITUTREREIBITHNR

I $ oc create -f nfd-sub.yaml

# A openshift-nfd 77 8 :

I $ oc project openshift-nfd
o ZEI5iF Operator BRERE MK, 1HIBTT :

I $ oc get pods

A

— /I ERE R L~ Running R,

NAME
nfd-controller-manager-7f86ccfb58-vgrdx 2/2

3.2.2. {13 Web 2Hl&
YEHEREEE, EALUEMA Web HHI&

2% NFD Operator

READY STATUS RESTARTS AGE

Running 0 10m

L% NFD Operator,

1
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iy =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. METF# Operator 53R H1%#¥ Node Feature Discovery, A5 Install,

3. 7£ Install Operator T{EH, %E#F A specific namespace on the cluster, A/ Install, &R
FENREMEZER, BAheenEolE,

3k
JiE NFD Operator @ BB KIIRE :
17 A% Operators — Installed Operators 1,

2. TR openshift-nfd Tl E #1547 Node Feature Discovery, Status y InstallSucceeded,

-
ERLIFEH, Operator B _JﬁE%JEJ'_T Failed X7, MIRLE IR RER
InstallSucceeded &, ErRILLZEE XA Failed 1§ 2.

SRR
402R Operator R AWK E, HRBUTHHRIAITHEEHR

1. FMZl Operators - Installed Operators I1H, % Operator Subscriptions # Install Plans
LI A Y Status Ui 2 BB EEE 1R,

2. S5inEl Workloads —» Pods 71, 7E openshift-nfd 71 B A1 & pod B H &,

3.3. fF NODE FEATURE DISCOVERY OPERATOR

Node Feature Discovery (NFD) Operator i&;J % 1l NodeFeatureDiscovery CR 3&%#HEZ1T Node-

Feature Discovery SHF 2R EMIFR A 1R, 1RIE NodeFeatureDiscovery CR, Operator SF{EFFFE €
R R R ENR (NFD) Hi, EaLUmiE CR Fi%FE S —1> mB%HE. Bifk. imagePullPolicy

# nfd-worker-conf, LUK EHMhi%EI,

ENEBEER, B LUFER OpenShift Container Platform CLI 8k Web 2 & &
NodeFeatureDiscovery 52/,

3.3.1. {# A CLI 8l/# NodeFeatureDiscovery 52§

ERNERBFER R, A LUER CLI f|# NodeFeatureDiscovery CR 25,

FRFM

® OpenShift Container Platform &&#
e % OpenShift CLI (oc) .
o LIEA cluster-admin £ A~ HHE%,

e % NFD Operator,

12



25 3% NODE FEATURE DISCOVERY OPERATOR

e

1. 8/ LT NodeFeatureDiscovery BE X %R (CR) , #A/S57E NodeFeatureDiscovery.yaml
XHFRTFE YAML :

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-instance
namespace: openshift-nfd
spec:
instance: "" # instance is empty by default
topologyupdater: false # False by default
operand:
image: registry.redhat.io/openshift4/ose-node-feature-discovery:v4.16
imagePullPolicy: Always
workerConfig:
configData: |
core:
# labelWhiteList:
# noPublish: false
sleeplnterval: 60s
# sources: [all]
# klog:
addDirHeader: false
alsologtostderr: false
logBackiraceAt:
logtostderr: true
skipHeaders: false
stderrthreshold: 2
v:0
vmodule:
NOTE: the following options are not dynamically run-time configurable
and require a nfd-worker restart to take effect after being changed
logDir:
# logFile:
# logFileMaxSize: 1800
# skipLogHeaders: false
sources:
cpu:
cpuid:
# NOTE: whitelist has priority over blacklist
attributeBlacklist:
-"BMIT"
- "BMI2"
- "CLMuUL"
-"CMOV"
-"CX16"
- "ERMS"
-"F16C"
-"HTT"
- "LZCNT"
- "MMX"
- "MMXEXT"
- "NX"
- "POPCNT"

Hh

%#%%%%%%%%%

13
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- "RDRAND"
- "RDSEED"
-"RDTSCP"
-"SGX"
- "SSE"
- "SSE2"
- "SSE3"
- "SSE4.1"
- "SSE4.2"
- "SSSE3"
attributeWhitelist:
kernel:
kconfigFile: "/path/to/kconfig"
configOpts:
-"NO_HzZ"
- "X86"
- "DMI"
pci:
deviceClassWhitelist:
-"0200"
-"03"
-"2"
devicelabelFields:
- "class"
customConfig:
configData: |
- name: "more.kernel.features"
matchOn:
- loadedKMod: ["example_kmod3"]

AXRINEIEE X NFD worker Bi#1{E, 1558%# nfd-worker WECE X 5%,

1. 27U T 845 ¥ 6/%2 NodeFeatureDiscovery CR 525 :
I $ oc create -f NodeFeatureDiscovery.yaml
o ERIERBEOIREAI, 15517 :

I $ oc get pods

i Bl
NAME READY STATUS RESTARTS AGE
nfd-controller-manager-7f86¢ccfb58-vgrdx 2/2  Running 0 11m
nfd-master-hcn64 1/1 Running 0 60s
nfd-master-Innxx 1/1 Running 0 60s
nfd-master-mp6hr 1/1 Running 0 60s
nfd-worker-vgcz9 1/1 Running 0 60s
nfd-worker-xgbws 1/1 Running 0 60s

— MBI ERE 2 T~ Running K.

14


https://kubernetes-sigs.github.io/node-feature-discovery/v0.10/advanced/worker-configuration-reference.html

% 33 NODE FEATURE DISCOVERY OPERATOF

3.3.2. {EFH Web #1462 NodeFeatureDiscovery CR

it =

1. 1# A% Operators — Installed Operators 1M,

2. &3 Node Feature Discovery, F7£ Provided APIs T&E|I— M H1E,
3. Bk Createinstance,

4. Y%%E NodeFeatureDiscovery CR BIfH,

5. = Create,
3.4. Bidi& NODE FEATURE DISCOVERY OPERATOR

3.4.1. core

core B3P A ENFETEMFEDEERENE N EEXE,

core.sleeplinterval

core.sleeplnterval 18 € E 5@ DRGNS EHF LI 2 [RIBY A1 f, L AT4EE T | EFT R Z AR A B,
FEEREBRERER A FRITIR ; NHTEROMHERIMC,

MBRE, XMESWFHAL --sleep-interval B S THIrEE S,

ARG

core:
sleepinterval: 60s ﬂ

RRINTE T 60s,

core.sources

core.sources {5 E/5 ABIIREIRSIR. FEA(E all °I/= ARTAThEEIR.
INRIETE, XMERWFT M --sources B BTN EE &o

XA - [all]

AT

core:
sources:

- system

- custom

core.labelWhiteList
core.labelWhiteList RIEIRZ 28 E B T IETheERZ M ENREAR, AR L,

EMNFRAXNESIRER basename #8 ("/"BHIRMERS) TR, WREAIZSMEERIKEE.

MRIEE, X MESEFAM --label-whitelist S ST G B =

15
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20 : null
AEaHI

core
labelWhiteList: "*cpu-cpuid'

core.noPublish

¥ core.noPublish 1&%% true ITZ A 5 nfd-master WATERBE. ©Lfr ER—1N2EZ21THR0; nfd-
worker £IEEiZTHRERN, {BEFR LM nfd-master & 3EEFRBIMRICIE K.

INRIEE, --no-publish BHITIFERERIXME.

fBlgn -

ARG

core:
noPublish: true 0

FINE N false,

core.klog
AT EUEE BKIC K BEE, EhASHALIE ST EISHE,

ALK AT AT LUE A G SITINERIEE, HILERE TR N REE S HET,

core.klog.addDirHeader
NRIZE N true, core.klog.addDirHeader 53214 B &R INEI B &E B #9RL A,

i) : false
ZATH AT EC i

core.klog.alsologtostderr

HHEHEE u_.ﬁEU HE *T/&%EI liL/L&j({q:o
2Ry : false
BTN AR E

core klog.logBacktraceAt
BEILFIABRNT fileN B, b4 MR ERERTD AR,

RN %o
ZATH AT ECE

core.klog.logDir
NRIEZE, AHBERFPEABEXH.

core.klog.logFile

16
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MR NZE, NERLEEHE,
RN %o
ZITRNEE : &

core.klog.logFileMaxSize
core.klog.logFileMaxSize & Y B E X4 I8 KR AKRN, HLAIZE MB, SIREH 0, NZmASTHEKRN
& B BRI,

2R\ : 1800
ZITRNERE : &

core.klog.logtostderr

:l‘\f.f' H IL;\{I:I u_.\%u II:I:II E'J *T/&%EI BQﬁﬁZ:IEEK#F
2Rl : true
BTN AR E

core.klog.skipHeaders
N core.klog.skipHeaders 1%/ true, ZRB&H &M 2P BIIRLETZ,

i) : false
LT AT EC i

core.klog.skipLogHeaders
#05R core.klog.skipLogHeaders i</ true, 1E3TFF B &4 RBER K,

i) : false
ZITRNERE : &

core.klog.stderrthreshold

AT SIS L B E R B &k B stderr,
N 2
ZATH AT ECE

core.klog.v
core.klog.v 2 B &R AFAHFEEHI(E,

core.klog.vmodule
core.klog.vmodule 23 I EHEMN. LUES 2 IEH pattern=N % E7IK.

RN %o

ZITR AT E

3.4.2. sources

17



OpenShift Container Platform 4.16 ¥ @ #-HBshii2F/E A

sources A LS E T HERMNEESE,

sources.cpu.cpuid.attributeBlacklist

[ LE & #5 LT AR B B BY cpuid ZHEE,
INR#EE, ] source.cpu.cpuid.attributeWhitelist 137 21X MH.

#A 1 [BMI1, BMI2, CLMUL, CMOV, CX16, ERMS, F16C, HTT, LZCNT, MMX, MMXEXT, NX,
POPCNT, RDRAND, RDSEED, RDTSCP, SGX, SGXLC, SSE, SSE2, SSE3, SSE4.1, SSE4.2, SSSE3]

ARG

sources:
cpu:
cpuid:
attributeBlacklist: [MMX, MMXEXT]

sources.cpu.cpuid.attributeWhitelist

AR IR IETTH S B cpuid IhEE,

source.cpu.cpuid.attributeWhitelist {7t F source.cpu.cpuid.attributeBlacklist.
NN

=R

sources:
cpu:
cpuid:
attributeWhitelist: [AVX512BW, AVX512CD, AVX512DQ, AVX512F, AVX512VL]

sources.kernel.kconfigFile
source.kernel.kconfigFile 2 A ELE XHHIEE R, IR HNZE, NFD RESHMMINEMEZITIER,

NN
;R

sources:
kernel:
kconfigFile: "/path/to/kconfig”

sources.kernel.configOpts
sources.kernel.configOpts (X RAKECE LI, 1EHINREITE L M.

#XIA 1 [NO_HZ, NO_HZ_IDLE, NO_HZ_FULL, PREEMPT]

ARG

sources:
kernel:
configOpts: [NO_HZ, X86, DMI]

sources.pci.deviceClassWhitelist

18
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sources.pci.deviceClassWhitelist 2 R & IR PCl %K ID Jidk,. BREW|ENER (HIM
03) =HERKFRASG (0 0300) . FIERTIEZFAE FE, AILMERA deviceLabelFields i —F &
PR,
%ﬁ.‘u\ : ["03", l|0b40l|’ |v1 2"]
AEaHI

sources:

pci:
deviceClassWhitelist: ['0200", "03"]

sources.pci.deviceLabelFields
sources.pci.deviceLabelFields 2142 INBEIR RN ZEAM PCIID FERES, ANFEROE
class. vendor. device. subsystem_vendor #1 subsystem_device,

2Rl : [class, vendor]

ARG

sources:
pci:
devicelLabelFields: [class, vendor, device]

ELBIEES, NFD 2KX#HIR%, 0 feature.node.kubernetes.io/pci-<class-id>_<vendor-
id>_<device-id>.present=true

sources.usb.deviceClassWhitelist

sources.usb.deviceClassWhitelist 2— > USB %25 ID 5K, AFAHINEERE., aILMEA
deviceLabelFields if — 4 BB &R,

%ki)\ : [lvoe", "ef", "fe", "ff"]

;R

sources:
usb:
deviceClassWhitelist: ["ef", "ff"]

sources.usb.devicelLabelFields
sources.usb.deviceLabelFields @ —%1 USB ID &, BHTHENEEISHET. BNFRIIE
class. vendor # device,

2Rk : [class. vendor. device]

=R
sources:

pci:
devicelLabelFields: [class, vendor]

EHE AN RAIECE, NFD X GRLITIRE : feature.node.kubernetes.io/usb-<class-
id>_<vendor-id>.present=true,

19
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sources.custom

sources.custom 27 B & L IREREA B FNIFIR, BFURSETEBIrE,
2Ri\ ;2o
AiErp

source:
custom:
- name: "my.custom.feature"
matchOn:
- loadedKMod: ["e1000e"]
- pcild:
class: ['0200"]
vendor: ['8086"]

3.5. %F NODEFEATURERULE BE V% E

NodeFeatureRule X% 2 — NodeFeatureDiscovery B E X ¥R, & AEFHMNBIEE LR =i
wit. BLAGISERETNARFENCSKT @, UWENE LSRR ENRS,

NodeFeatureRule X RiZ2Ht 7 —F 024 E B E TN BAREFNINETRINAL, SERXEN
ET BN EIEOBRIRE, FRIET Mgt FE s =,

3.6. A NODEFEATURERULE B E V&

MB—HIN 5 LG, 0]E—/ NodeFeatureRule % &R0 T &,

iz
1. B/ % 5 nodefeaturerule.yaml B E & TR, HBEELUTXAE :

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureRule
metadata:
name: example-rule
spec:
rules:
- name: "example rule"
labels:
"example-custom-feature": "true"
# Label is created if all of the rules below match
matchFeatures:
# Match if "veth" kernel module is loaded
- feature: kernel.loadedmodule
matchExpressions:
veth: {op: Exists}
# Match if any PCI device with vendor 8086 exists in the system
- feature: pci.device
matchExpressions:
vendor: {op: In, value: ["8086"]}

B E R EEINE veth R B LR EFE B 8086 BIE( PCI k&R &K &£ PR,

20
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T %4, f¥ nodefeaturerule.yaml X {41 FEISEEE -

$ oc apply -f https://raw.githubusercontent.com/kubernetes-sigs/node-feature-
discovery/v0.13.6/examples/nodefeaturerule.yaml

XANRBITEEAT veth R R LN feature 1155, LAREFIET mfXi5 8086 HIfE{T PCIiX
&

o

2
L

ESHIIRS 1 S ERIRICER,

3.7.{8F NFD TOPOLOGY UPDATER

Node Feature Discovery(NFD)Topology Updater & — 5P FE, M TiHEE worker 7 s E 2 ERHI B
R BEERATLUNBNXDBELSHT pod WHEIR, EAXIEHFLLZ Non-Uniform Memory Access(NUMA)
T &, NFD Topology Updater {5 8 % % Fl nfd-master, BROIB— N5 ERPIIFRE worker 17 50t
B9 NodeResourceTopology B E X HHR(CR). NFD Topology Updater EEff—NSEFITEE B EAN T
=R LEIZ1T,

E1£ NFD A5 A Topology Updater worker, ¥ NodeFeatureDiscovery CR 1 topologyupdater %%
E1%E N true, 0{EA Node Feature Discovery Operator — 7 Fffk,

3.7.1. NodeResourceTopology CR
{8 NFD Topology Updater i, NFD 03577 = GIRE AN N BB E CHFIRSES, Fia0 -

apiVersion: topology.node.k8s.io/vialphat
kind: NodeResourceTopology
metadata:
name: node1
topologyPolicies: ["'SingleNUMANodeContainerLevel"]
zones:
- name: node-0
type: Node
resources:
- name: cpu
capacity: 20
allocatable: 16
available: 10
- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3
- name: node-1
type: Node
resources:
- name: cpu
capacity: 30
allocatable: 30
available: 15
- name: vendor/nic2
capacity: 6
allocatable: 6
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available: 6

- name: node-2
type: Node
resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3

3.7.2. NFD Topology Updater €35 1THr&

EEERAMMSITIAS, 1Ei21T nfd-topology-updater -help #5457, 530, 7£ podman F2:H, &1T
UTFes :

I $ podman run gcr.io/k8s-staging-nfd/node-feature-discovery:master nfd-topology-updater -help
-ca-file

-ca-file 1752 F F3£H) NFD Topology Updater £# mutual TLS B IEM=Mridze—, HtFANR
-cert-file #1 '-key-file', HFREIEE A FLIUE nfd-master ESZ4%ER) TLS root iE+5,

i\ =

HE

-ca-file IRE L5 -cert-file 7 -key-file Fr&E—i#2iEE,
Example

$ nfd-topology-updater -ca-file=/opt/nfd/ca.crt -cert-file=/opt/nfd/updater.crt -key-
file=/opt/nfd/updater.key

-cert-file
-cert-file TR =1 NFD Topology Updater £328 mutual TLS R EIEHN=Mride —, HHANS -
ca-file 1 -key-file flags. LLiR&IEE J FDIIE L HIEKM TLS UEH,

i\ =

HE

-cert-file TR 5 -ca-file 7 -key-file FR&—i#2iEE,
Example

$ nfd-topology-updater -cert-file=/opt/nfd/updater.crt -key-file=/opt/nfd/updater.key -ca-
file=/opt/nfd/ca.crt

-h, -help
TENER TR R
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-key-file
key-file 75 212H NFD Topology Updater £B mutual TLS B4R KIEH=Mride—, EEHIZE -
ca-file 71 -cert-file, LLHREIEE 545 EIUE X4 -cert-file XM BIFATH, FFILUESR HIE K,

B\ 2

BE

key-file t7&E 0715 -ca-file F -cert-file i1 —#2I5E.
Example

$ nfd-topology-updater -key-file=/opt/nfd/updater.key -cert-file=/opt/nfd/updater.crt -ca-
file=/opt/nfd/ca.crt

-kubelet-config-file
-kubelet-config-file 15 & £l Kubelet Bt & X FHIER R,

2K\ : /host-var/lib/kubelet/config.yaml

Example
I $ nfd-topology-updater -kubelet-config-file=/var/lib/kubelet/config.yaml

-no-publish

-no-publish TR &2 5 nfd-master WFFEBE, EHEMKH nfd-topology-updater BIZZiZ{THRIC. NFD
Topology Updater R IE B2 1T FIREMHIRIMEN], (ERRF CRIFKRAZEE nfd-master,

2ty : false

Example

I $ nfd-topology-updater -no-publish

3.7.2.1. -oneshot

-oneshot IR 4 53 NFD Topology Updater 7E 1% BB B FR MO TR H
2R\ : false

Example

I $ nfd-topology-updater -oneshot -no-publish

-podresources-socket
-podresources-socket /1518 E Unix EEFHIERE, Hr kubelet 25 H gRPC RS RIERFEAFH
CPU M &BILIN, FHNelRETHE,

XA : /host-var/liblib/kubelet/pod-resources/kubelet.sock

Example

I $ nfd-topology-updater -podresources-socket=/var/lib/kubelet/pod-resources/kubelet.sock
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-server
-server P& e E B FB nfd-master T m B9t

2K\ : localhost:8080

Example
I $ nfd-topology-updater -server=nfd-master.nfd.svc.cluster.local:443

-server-name-override

-server-name-override F1i535EM nfd-master TLS IE B EILEHSERLFF(CN)e XMIETERTHXL
A B,

B\ 2

Example

I $ nfd-topology-updater -server-name-override=localhost

-sleep-interval

-sleep-interval T1& 15 E FHRE AR EFREN B E LHIREH < BIBIEFR, FFEHEBHRERERFR R
FTBR, RRHATEHFLM,

ZXi\ : 60s

Example
I $ nfd-topology-updater -sleep-interval=1h

-version

FTENRR A FF& H

-watch-namespace

watch-namespace T &EE R A ZEN, UBERNIEREMDBZERFZTHNREELETREEHRINE
e EHBRREIRPRZEEEEDREAFIZITH Pod, X6 FIHMAXBENREIER. *HRT
FiB A2 B RIFTE pod it ¥t 2R RE .,

BRI o *

Example

I $ nfd-topology-updater -watch-namespace=rte
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5 4 E AKESLEE OPERATOR
T RAKIEREIE(KMM) Operator, LA 0{a{E A E7E OpenShift Container Platform £&f_EERE R4+
NIRRT I S TG
4.1. X FAXEIRETE OPERATOR

Kernel Module Management (KMM) Operator £ OpenShift Container Platform S£E8$h &I, B, %
BINEEN N NIRRT S

KMM 78 I0—“N %789 Module CRD, Bl T S SR R B REXB9 % & . &R LUER Module 5
IRECE AN INEAEIR, HNBMRATE L ModuleLoader #if%k, & & NHFERMIRAI BT BIER
:L}‘EJEHO

KMM B AHERMARER—REBRNE DRRIRE, RVFTET RARFE D N BRRF S AL,

4.2. ZIRANXEREE OPERATOR
ENEREE A, A LUER OpenShift CLI 3% Web 1284 ZENZIEIEIE(KMM) Operator,
OpenShift Container Platform 4.12 X BE#BIAR A X KMM Operator, fERRA 411 ER%&E KMM FAHRE

BAEMMTE, BXRERE 410 REERALRE KMM BiFlE, 155 H"TREHMAR OpenShift
Container Platform _£%%& Kernel Module Management Operator 284",

4.2.1. 5 Web 124l & %% Kernel Module Management Operator

ENEBEER, B LUFER OpenShift Container Platform Web 2%l & %% Kernel Module
Management (KMM) Operator,

Pt =

1. &% OpenShift Container Platform Web 6 &,
2. RENKEREIE Operator :
a. £ OpenShift Container Platform Web &/, mii Operators - OperatorHub,
b. MTA BRI Operator FIF&R A% Kernel Module Management Operator, #A/G = Install,
c. 1f Installed Namespace %lZk/, %% openshift-kmm @54 22 [A],
d. = Install,
ETAlls
J&1E KMM Operator @ B BRINERE :
1. 1# A% Operators — Installed Operators 1M,

2. TR openshift-kmm Tji B #15 H#) Kernel Module Management Operator 4 Status 7y
InstallSucceeded,
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==
ERETFEH, Operator HRER 7R Failed )RS, MRLZEIRLEREHE
InstallSucceeded 2, EALIRBKXA Failed §R.
R HERR
1. BEBRZZE Operator BY[A] :

a. SfinZl Operators — Installed Operators Tl{l, &% Operator Subscriptions # Install
Plans iE1£ 1 # Status Ui 2 5B TR,

b. i# A%l Workloads » Pods Tiii, 7£ openshift-kmm TjiE a7 pod BH &,

4.2.2. A CLI ZEAKIEIEIE Operator

YENEREIE R, A LUER OpenShift CLI RERKIELEIE (KMM) Operator,

FRFM

o F—AIETEIZ{THI OpenShift Container Platform 5£2%,
o B%%k OpenShift CLI (oc) .

e LIEZH cluster-admin f{REI A 7 & 15 & 5k OpenShift CLI,

iz
1. 1 openshift-kmm &8 Z2 (A A &2 3% KMM:

a. flJZLLF Namespace CR F{£7F YAML X4, %0 kmm-namespace.yaml :

apiVersion: vi
kind: Namespace
metadata:

name: openshift-kmm

b. f/LLF OperatorGroup CR #{#7F YAML X4, #1 kmm-op-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management
namespace: openshift-kmm

c. fLLF Subscription CR #{&7%F YAML X4, # kmm-sub.yaml :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
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name: kernel-module-management

source: redhat-operators

sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

T T e R AT XS & -

$ oc create -f kmm-sub.yaml

o ZEI0E Operator BRER AN, 1HZTUT@MS ¢

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller

it N
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller 11 1 1 97s

Operator 8] A,

4.2.3. ERHIIR A H) OpenShift Container Platform L %% Kernel Module
Management Operator

OpenShift Container Platform 4.12 & BE#BIR A% KMM Operator, X FhRA 4.10 REREMA, Ein
MBI — N HTH SecurityContextConstraint X5, FHIFHEFEEI Operator B ServiceAccount, £
EHEEN, EALMER OpenShift CLI ZENKEREE (KMM) Operator,

FRFH

Pt =

1. 1 openshift-kmm &% Z2 (A A & 3% KMM:

o H—AIETEIZ{THI OpenShift Container Platform 5£2%,
e B%% OpenShift CLI (oc) .

e LIEZH cluster-admin f{REI A 7 & 15 &k OpenShift CLI,

a. B/ LT Namespace CR #{R7F YAML 34, #1 kmm-namespace.yaml {4 :

apiVersion: vi
kind: Namespace
metadata:

name: openshift-kmm

b. B/ LLF SecurityContextConstraint X/ £ 3{R7F YAML 4§, #1 kmm-security-
constraint.yaml :

allowHostDirVolumePlugin: false
allowHostIPC: false
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allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: false
allowPrivilegedContainer: false
allowedCapabilities:

- NET_BIND_SERVICE
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
groups: []
kind: SecurityContextConstraints
metadata:

name: restricted-v2
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:

- ALL
runAsUser:

type: MustRunAsRange
seLinuxContext:

type: MustRunAs
seccompProfiles:

- runtime/default
supplementalGroups:

type: RunAsAny
users: []
volumes:

- configMap

- downwardAPI

- emptyDir

- persistentVolumeClaim

- projected

- secret

fTLL 44, f¥ SecurityContextConstraint X R 4f E £l Operator #J ServiceAccount

o
-

I $ oc apply -f kmm-security-constraint.yaml

$ oc adm policy add-scc-to-user kmm-security-constraint -z kmm-operator-controller -n
openshift-kmm

d. fJZLLF OperatorGroup CR #{R7F YAML X4, #0 kmm-op-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management
namespace: openshift-kmm

e. fIJLLF Subscription CR #{&7%F YAML X4, # kmm-sub.yaml :

28



% 4 = AKEHEE OPERATOR

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

T T ap R AIRIT XS & -

$ oc create -f kmm-sub.yaml

o ZEI0IE Operator BRER AN, 1HZTUT@MS :

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller

it N
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller 11 1 1 97s

Operator 8] A,

4.3. FEEAIEREIE OPERATOR

EXZHIBERT, AREHSEE(KMM) Operator WRAINELEAR R EEN, BRE, ERLURBLITREE
X Operator B LGN IR,

Operator EZEFE Operator #3422 (i) F1# kmm-operator-manager-config ConfigMap Hi% &,

¥ =
1. BEUOXE, HMALT 4% ConfigMap #4E :

I $ oc edit configmap -n "$namespace" kmm-operator-manager-config
it N |

healthProbeBindAddress: :8081
job:

gcDelay: 1h
leaderElection:

enabled: true

resourcelD: kmm.sigs.x-k8s.io
webhook:
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disableHTTP2: true # CVE-2023-44487

port: 9443
metrics:

enableAuthnAuthz: true

disableHTTP2: true # CVE-2023-44487
bindAddress: 0.0.0.0:8443
secureServing: true

worker:
runAsUser: 0

seLinuxType: spc_t
setFirmwareClassPath: /var/lib/firmware

5 4.1. Operator B ESH

¥

healthProbeBi
ndAddress

job.gcDelay

leaderElection
.enabled

leaderElection
.resourcelD

webhook.disa
bleHTTP2

webhook.port

metrics.enable
AuthnAuthz

metrics.disabl
eHTTP2

30

sk

7E M Operator W51 kubelet fRERIFNAIH L, HEFRIEH :8081,

E N IEMBR BT, NARERINIE pod BUFLERTE], X EREHENE, BX
% BRI A BRI, 1552 ParseDuration,

A TE AT SR 250l 2 &5 4 R SRR R TR ER R B — 1 KMM Operator ;21789 &
X, NFEFLER, 1HSH Leases, HWEZERIEN true,

MM T EZENE B F RSO TRE . HENES kmm.sigs.x-
k8s.io,

R true, NEEA webhook BRS538HI HTTP/2, {EHcve-2023-44487 B9%
AR, WEHIER true,

7E X Operator %1% Webhook 153K MR O, #EFZFHI(EH 9443,

WERT 25 A TokenReviews KiilF, F1E kube-apiserver F{#
SubjectAccessReviews 1,

S FEMIIERNR, EHEFE-PEBLUTHN ClusterRole :

e apiGroups: authentication.k8s.io, resources: tokenreviews,
verbs: create

e apiGroups: authorization.k8s.io, resources:
subjectaccessreviews, verbs: create

BN, EIREFEPR (BIANMER Prometheus) , B REEEF LTI
ClusterRole :

e nonResourceURLs: "/metrics", verbs: get

HWZRIE N true,

MERF true, NEEA metrics RSS2 HTTP/2 #E N CVE-2023-44487 By fR
FR, WEFRIER true,


https://pkg.go.dev/time#ParseDuration
https://kubernetes.io/docs/concepts/architecture/leases/
https://access.redhat.com/security/cve/cve-2023-44487
https://access.redhat.com/security/cve/cve-2023-44487
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¥ sk

metrics.bindA REIRINRSGS 24T E /L, SNRKIEE, MBI N :8080, EERIEIRIRS
ddress 2%, WiENO0, HFERIE 0.0.0.0:8443,

metrics.secure REZHE@EIT HTTPS MAZE HTTP 12357, HEFMIE S true,
Serving

worker.runAs RE worker BEE& L E T runAsUser ZEEME, NEERLZER, E5W
User SecurityContext, ##EFMI(E 9443,

worker.seLinu  RTE worker A283% £ £ T XH seLinuxOptions.type FEHE, MNEFEZE
xType B, 1H8H SecurityContext, #EHIE N spc_t.

worker.setFir MREHWEHEREREEN T RLEN

mwareClassPa /sys/module/firmware_class/parameters/path X {4/, MRETE @

th worker AT R EZIE, NHZFHE S /var/llib/firmware, BN, BUHX
=

2. BRER, ERAUTHSESEHLES -

I $ oc delete pod -n "<namespace>" -| app.kubernetes.io/component=kmm

ﬁ -
., <namespace> FI{EBURA FIEMRIARE T %,

Hth BHR

o MERLER, HHMH LEAKBEIRER Operator,

4.3.1. EIE AR
EBBUHMIRAN, ERFEHARES, SENRENET R L3I A—ETLEHRIERA.

Pt

o TN RAENFEER KMM MEFHIESR, 1EHERY N #) Module ¥R, R, KMM RIRIEFEZ0
# worker pod, LLZ1T modprobe -r F M7 s ENE AR,
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https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
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Digk

H=

[ |

EN% worker pod B, KMM B E# A NZAELEE AMRRAE HR, XE3E &R
B A 5| FBH ServiceAccount, LA E X BIE( RBAC, LASRFRFA KMM

worker Pod 1217, E©i14 21 .spec.imageRepoSecret 75| FHI{E{A pull
secret,

N T EF KMM ToEMT REIERAERIE R, 157 Module FR{D
BFHEFEMRER MR LR, 21E Terminating, KMM 8&—1 5
HE#E A Webhook, BIE4MIRE DS E—4 Module FRHI G A ZE[A,

4.3.2. RENKEHEREBE
Linux A% firmware_class.path SH{ENEHRERREZE, 0 EHEHREEZE P,

EZE 0% kmods 81, KMM worker pod ATLUEIT B A sysfs 12T m L% BIXME,

e

o ETF VEMHHEFRIEE, 1HTE Operator EEiEH ¥ worker.setFirmwareClassPath % &/
/var/lib/firmware,

Hith TR

e 7% worker.setFirmwareClassPath IR REHNELE R, 1HSHEENZEREE Operator,

4.4. HIE AR EE OPERATOR
1RIE KMM Operator W& AR, FERAUTREZ —HERNZKEREE(KMM) Operator,

4.41. HBAEE TR
MBMIIEEFTHRLET KMM, EERXNSE,

iz
EALLIT A AEE KMM Operator :

e 7E OpenShift #2#&H Operators -— Installed Operators T 2| FE#; Operator,

p= Y=
. T4k, BRI LAHBR KMM 6344 22 [B] R B9 Subscription %R,

4.4.2. B, CLI &%

IR E A OpenShift CLI &% KMM Operator, & {# AL,

e
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% 4 = AKEHEE OPERATOR

o ZfTLATan % REIE KMM Operator :

$ oc delete -k https://github.com/rh-ecosystem-edge/kernel-module-
management/config/default

% o
AR L St pREE B A9 Module CRD #FFE Module S,

4.5. ARIERERE
NIZERE TR (KMM) 182 E) Node #1 Module F5R, LABERERNIZM T R EH ARKER,
BERAFRREER, TROMNEBEUTHRE :

o SiEHH spec.selector FEXILERITRE,

o 5iEHH .spec.moduleLoader.container.kernelMappings & & ¥ — I ER RN AZ IR A,

o MRMEHHAEE T HEFF (ordered_upgrade.md), Nir%E5S
.spec.moduleLoader.container.version FEX [LEZ,

% KMM %77 =R 57 Module FHRAEEMAMMRRSIHIEAR, ©REBIRT R LA worker pod LUZTT
WHEHIIEIE, KMM Operator 1532 pod AR FICKIER. Operator (A IILE RFERSI R IIINEF PRIC
Node X%, HEERERZITIXFELE.
worker pod i&1T KMM worker Zi#I3X 4, BHITLATES :

e 37HY Module %BEHEIER kmod 5%, kmod (&2 S ko XHEMIRAE OCI Bk,

o 7f pod XRS5 HIRENE R,

o [FAIEENSEZIT modprobe, LUNITRHERERE,

4.5.1. R B E LHIRE X

Module B X 5HRE X (CRD) A& A& kmod BHRFEFTA A FRRF P H AR AKER, Module B
EXHIR (CR) BE— N HENREBCHABMAE, MUKR—DT REFES.

Module %RBI3E R R AFITE .spec.moduleLoader.container.kernelMappings ., H%RE TS
literal ik APCEZ, thelLUER regexp EHICEHE ARFZIRA,

Module 55BN FEINETL TS
1. 55 .spec.selector FLEZHIFRA 17 mo
2. MBI LT R LIZTHIATE N AR A,
3. AN FEBPRKRE :

a. # A .spec.moduleLoader.container.kernelMappings, FHEEYUMERFIHRELT, NR
RZBREIE XL T build 3 sign, BERF[HIREAEE, BRBEZZITWE. %4 pod HH
%O

b. fllE worker pod LI EX E—# I E AR 251K F21T modprobe,
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c. NRE LT .spec.devicePlugin, i%{# .spec.devicePlugin.container 15 E B & 012
— MR EEETITEEE.

4. LA Fiz1T garbage-collect :
a. JTHTB9% & 454 DaemonSet FLUER T = B Fr.
b. BINIEE pod,

c. BIN%4 pod,

4.5.2. FEARAEBR 2 R E PRI

BURBERUBENMFMESNARESLTRIEE TE, BEERARBERKT T @/ SEE K,
EA MNP, depmod BE RHEXLEKNI, EIIFRHEIMECERMIHF, Him, mR
mod_a & — MUK mod_b, modprobe mod_a A& 11%; mod_b,

&7 LUE F modulesLoadingOrder FE&1E Module B & X FHRE L (CRD) HR 7= BE AR 10 S iR A 1 L
o

#...
spec:
modulelLoader:
container:
modprobe:
moduleName: mod_a
dirName: /opt
firmwarePath: /firmware
parameters:
- param=1
modulesLoadingOrder:
-mod_a
-mod_b

£ EEMEES, worker pod BHEERZFIHIEM kmod & MN%E mod_a BIENE; in-tree mod_b, % worker
pod 4 1IE FEE; mod_a i, mod_b FEFERINE,

% i
FIRHAWE—NME (FREME) ¥/5 moduleName FE34,

4.6. ZE= R

BE
MEBAZERZ— T BEBRIRE, MEE, AREREEET R EIMITEMRENE
1REIRR A A RERR

4.6.1. ServiceAccounts # SecurityContextConstraints

WIZIEIREE (KMM) A —MEN TR E, UET R EMEBRZER, ZTENBEE
ServiceAccounts # 7t 173k {EF privileged SecurityContextConstraint (SCC) #5i&,

Z TR ERIRPUE R EUR F Module BHRBY AR & 22 A R H spec,
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o WMRILET .spec.moduleLoader.serviceAccountName =%
.spec.devicePlugin.serviceAccountName FE%, NIIELFEREA],

o MRFBREXLEFE, N :

o HNRTE Operator fafZ2 AR AIE T Module 55IR (#XiL N openshift-kmm ) , [l KMM {#
FAHEBIAB, 55 KA ServiceAccount iz 1T worker FI&1HHE Pod,

o MMRIE(EMEMEZZEFAFAET Module %R, N KMM A& ZERR default

ServiceAccount iz1T pod, Module F5IRIEEZITRIIN TR E, BRIEEBFIEAELAUER
privileged SCC,

BE
openshift-kmm & — N E[{E6p % 22 (A,

1EiX & RBAC HUBRAT, i5iC0{E7E openshift-kmm #5422 5] F1 6] Module ¥REEMR A
12X ServiceAccount & 5 KMM LB BT T m L2 THEN T E,

R VFET ServiceAccount A F SCC FHiz1T worker KX &1 pod, EATLUER oc adm
policy én43, N TFHIFTR :

I $ oc adm policy add-scc-to-user privileged -z "${serviceAccountName}" [ -n "${namespace}" ]

4.6.2. Pod Z2nE
OpenShift iZT— A EEH 4, CRIBERNRS FTXEMEBH G Pod BT, FEERE,

HiBR
o THHEE podZEHEA

4.7. {5 R AR Hpy PR R

EH LU A AREREIR (KMM B TR B HA B AR ARER, XERRATUETEEEER
SRR T RAKITHEE, ERAUEE RESESINE,

S INEAIRR SIER IR AR A (OOT) IR, in-tree FRIRZ Linux RZKEIRER, ENE(IEAERAM
B—&BD. WHRERZE Linux REWBISNER. EIT8E 2N FAMNHERmE, BNkt E
THRBH AR IRBIHITRE

H KMM hnEiy — LR AT R 2B T R E B A AR NIESR, BRESARRFIEEN &R, 155
.spec.moduleLoader.container.inTreeModulesToRemove FEX X B N IEZHHNES, UTREET
T AT NZBR ST RORE R B4

#...
spec:
moduleLoader:
container:
modprobe:
moduleName: mod_a

inTreeModulesToRemove: [mod_a, mod_b]
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EAIF, moduleLoader pod {#f inTreeModulesToRemove 7£ moduleLoader %3 /%1% mod_a &l
E# in-tree mod_a #1 mod_b. % moduleLoader pod #Z1t, ‘'mod_a #EZ;, Ml mod_b A1 HE
RN,

LUTR B 550 R 7E X BR G BORE R B e o B

#...
spec:
moduleLoader:
container:
kernelMappings:
- literal: 6.0.15-300.fc37.x86_64

containerlmage: "some.registry/org/my-kmod:${KERNEL_FULL_VERSION}"
inTreeModulesToRemove: [xmodule_name>, <module_name>]

Lth BT iR
o R linux AR R

\

4.7.1. & CR =4l

U2 —1NEAEB Module =4 :

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: <my_kmod>
spec:
moduleLoader:
container:
modprobe:
moduleName: <my_kmod> ﬂ
dirName: /opt g
firmwarePath: /firmware 6
parameters: ﬂ
- param=1
kernelMappings: 6
- literal: 6.0.15-300.fc37.x86_64
containerlmage: some.registry/org/my-kmod:6.0.15-300.fc37.x86_64
- regexp: "".+\fc37\.x86_64%' G
containerlmage: "some.other.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
- regexp: "".+$' a
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: 6
- name: ARG_NAME
value: <some_value>
secrets:
- name: <some_kubernetes_secret> Q
baselmageRegistryTLS: @
insecure: false
insecureSkipTLSVerify: false {§)
dockerfileConfigMap: @
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name: <my_kmod_dockerfile>
sign:
certSecret:
name: <cert_secret> @
keySecret:
name: <key_secret> @
filesToSign:
- /opt/lib/modules/${KERNEL_FULL_VERSION}/<my_kmod>.ko
registryTLS: @
insecure: false @
insecureSkipTLSVerify: false
serviceAccountName: <sa_module_loader> m
devicePlugin: @
container:
image: some.registry/org/device-plugin:latest @
env:
- name: MY_DEVICE_PLUGIN_ENV_VAR
value: SOME_VALUE
volumeMounts: @
- mountPath: /some/mountPath
name: <device_plugin_volume>
volumes:
- name: <device_plugin_volume>
configMap:
name: <some_configmap>
serviceAccountName: <sa_device_plugin> @
imageRepoSecret: @
name: <secret_name>
selector:
node-role.kubernetes.io/worker:

E1pri

Ak 7T s _EfF Airmware/* E4F] /var/lib/firmware/,
E1pvi

EVFE-DARIL,

NFZTEENREAXCEMAZHNEN T R, KMM fjE—1 DaemonSet IR, iZ1T
containerlmage F1EEMHilR, £ ${KERNEL_FULL_VERSION} E#: /N IRA.

ST EAEMAR, A my-kmod ConfigMap #1# Dockerfile F4E 5k,
E.I-iio

A% : some-kubernetes-secret #{E AT LLMALTF /run/secrets/some-kubernetes-secret B LR
EAHERER,

LT, 7 kmod Bl AR kmod BHEEH kmod B, EHREFEMREHEFAFIERIA
Wi (CA) ZZBBIIEF B registry RRIEREAIH KR, Fik KMM EEZ CA, Lpildid B e
CA RGBS ERTEY CA,

O 909 9906000
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THSL WA ER"LL T AR B R RF 8 CA IS,

ok ERERLSE. MR IREN true, HWEMIEFEAZE HTTP 1£ Dockerfile FROM #545 A HI
EGE RIS Bkt 4A] TLS BRSS221E BIE I,

WWE  BE AR IER"BAYR secret,
= @E T ABH"BRH"MFAE secureboot BB secret,

o

®

®

@ %

@O Tt BRERALSE. MREEN true, NARTFKMM RERBHZRTEHERLEHTTP,

@ it BRERLSH, MRLEN true, KMM RERERBIGZTEFENBHLER TLS IR
S5 AR IEHRIE,

@ i

O T

® oF: MREELEEEED,

» Tk

@ i

@ Tk

@ T ATHEESMERFNL &R

=
o
B

e E#i CABundle IEP

4.8. I RRIGITT R RE 5 HE 1

BERNKRERE T T RIBERSMTTHEMPZER, 77T 8RS X EERIIE SIE kmod Bk, W
RIEHETE (KMM) % /ust/lib/modules H#H B EH worker pod X RETH,

i B3 M /opt/usr/lib/modules/<kernel_version>/<symlink_name> %l
/usr/lib/modules/<kernel_version> HIF S5, depmod B LUFE AT mX R LMY in-tree
kmods & FRATRFTI,

152170, worker pod IRERENEER, S5 <symlink_names> TS558, 1Z /A5 HEEIEME worker pod
B9 /usr/lib/modules/<kernel_versions, 1Z5EE M IS RGTEE., modprobe SAS AT LAERKEZ
HERE, FARIBEREZINEHT AR,

ELLT B4, host 2 /opt/ust/lib/modules/<kernel_version> FHIFFSHEELA

ARG DTK_AUTO
FROM ${DTK_AUTO} as builder

#
# Build steps
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#

FROM ubi9/ubi

ARG KERNEL_ FULL VERSION

RUN dnf update && dnf install -y kmod

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

# Create the symbolic link

RUN In -s /lib/modules/${KERNEL_FULL_VERSION}
/opt/lib/modules/${KERNEL_FULL_VERSION}/host

RUN depmod -b /opt ${KERNEL FULL VERSION}

depmod 1R#E121T kmod HERIYERI T = LT E BRI RRARER A BRI S 4

£ KMM I R BT s £, modprobe ERXHEFET
/ust/lib/modules/<kernel_version> T, LURMBRMXHRGME, mIABUEHWENNR
PR A ZHERMIRERSM A THRA.

4.9. 1| KMOD 5§

HIZERETE (KMM) 5% B/ kmod Hilg—EETIE, ©I1REE ko XHHIITAE OCI Hifk. .ko SXHH
MBS L TEICE : <prefixs/lib/modules/[kernel-version]/.

EERA ko SUHIIHEFERUTILR ¢
o TEARZHIBERT, <prefix> NiZ%ETF /opt. iX=Z Module CRD FIEKIAE,

e Kkernel-version NEENZE, BlS5 NiEAZEREAZRAER,

4.9.1. 1217 depmod

BRI T FRE R ETZ1T depmod E4 A modules.dep #1 .map 3, INRMEH kmod BigEE%
NRIES, FEER—MEIURGTF 5 — &R, XRE R

B8 — NIV [H 2 88 Tk kernel-devel X4,

it =

T TS, NIFERZKAIRAEK modules.dep #1 .map X4 :

by
I $ depmod -b /opt ${KERNEL_FULL_VERSION}+".
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4.9.1.1. Dockerfile 7=l

INRZFEFE OpenShift Container Platform LR, 1HEEMEM Driver Tool Kit (DTK),

MBELER, BESHERZRIYE,

apiVersion: vi
kind: ConfigMap
metadata:
name: kmme-ci-dockerfile
data:
dockerfile: |
ARG DTK_AUTO
FROM ${DTK_AUTO} as builder
ARG KERNEL_FULL_VERSION
WORKDIR /usr/src
RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-management.qgit"]
WORKDIR /usr/src/kernel-module-management/ci’/lkmm-kmod
RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_FULL_VERSION}/build make all
FROM registry.redhat.io/ubi9/ubi-minimal
ARG KERNEL_FULL_VERSION
RUN microdnf install kmod
COPY --from=builder /usr/src/kernel-module-management/ci’/lkmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
COPY --from=builder /usr/src/kernel-module-management/ci/lkmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
RUN depmod -b /opt ${KERNEL_FULL_VERSION}

Lth BT iR
o EiEFITRE

\

492 EERHEPIHE
KMM B BATESRB¥ AR IR kmod Fiffk. 1REBLAUTRAEN -
o (ERNZIEH build SR EITEULRA,
o [FRIRIFIRM Dockerfile 2% dockerfile # T ConfigMap FHEH.
o ff{R ConfigMap {ii 5 Module BRI & Z2 (7],
KMM 3% containerimage FEXHIEEMH B LML ELE. MREFHE, NKBGTIHE.,

A, KMM g2 — Build 5RRMZERN G KR, WREERE, KMM 45547 Module 111, 155 WL
B,

#...
- regexp: "N.+$'
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: ﬂ
- name: ARG_NAME
value: <some_value>

secrets: e
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- name: <some_kubernetes_secret> 6
baselmageRegistryTLS:

insecure: false

insecureSkipTLSVerify: false @)
dockerfileConfigMap: G

name: <my_kmod_dockerfile>

registryTLS:

insecure: false ﬂ
insecureSkipTLS Verify: false @)

] 1%,
] %,
I LA /run/secrets/some-kubernetes-secret R E FIFE Pod 1,

1% ERERLLLSE, NRIFEN true, IR FEFERLE HTTP 7£ Dockerfile FROM 354
R EREEAR,

aik  EEERLSE., MR IZEN true, HWEMIEFAZE HTTP 1£ Dockerfile FROM #545 A HI
BGEGRI Bk 2 4A] TLS BRSS221E BEE I,

tv

o
Ak RRERLSE. IMRILED true, IR KMM RERFHEZEESEEAEZEHTTPR,

DB RGEALSH, NRILEN true, KMM AERERBEHRES SEEN BT EM TLS IR
%%EILT::FJELLIIE

@Q@ ® 0009

FXINHEE pod RILENREESLIKEN, BRIE Operator EBEHIXE T job.gcDelay 4, KB pod
IARKRE, BoiBEEAFIIMIR, FRESWE,

HiBR
o FRACE IR

e preflight SIERRRRE TR (KMM) F&HR

4.9.3. {#F Driver Toolkit

Driver Toolkit (DTK) @ —/MERMEMFEER, B FHEME kmod loader Hitk,. EREEHEPRYURNEIT
B OpenShift lR A T 2%,

b =
8 DTK /5% EX Dockerfile B95 — M ER,

1. MBRARELR,
2. & ko XHEHBB/NMRLR I ES&S, 40 ubi-minimal,

3. BEREERHAMEPFER DTK, HEHA DTK_AUTO S, E0I8 Build %R, %EH
KMM BEi%iE, 155 L/L‘FTWIJ

I ARG DTK_AUTO
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FROM ${DTK_AUTO} as builder

ARG KERNEL_FULL_VERSION

WORKDIR /usr/src

RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-management.git"]
WORKDIR /usr/src/kernel-module-management/ci/kmm-kmod

RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_FULL_VERSION}/build make all
FROM ubi9/ubi-minimal

ARG KERNEL_FULL_VERSION

RUN microdnf install kmod

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

RUN depmod -b /opt ${KERNEL_FULL_VERSION}

HithBR
o EiEFIRE

4.10. [FRAKEREE (KMM) 9% 4

FERATZE3I5MRE L, FAERESR (kmod) W /7E A EME Machine Owner FIEEEH (MOK) #3E
FERINEH/ RN 1T % R, E N AT —E D 0 AR N IZB A B A ThHRIIAAAZE &, BN FH
AR ER A, KMM ZHF B IR ETHI sign ER 0% ARIESRHTE A,

BXRERARESITHFE, HSM ERQFFRIN

FRFEM
o IEFf (DER) HBRXBIRHIRT,
o EV—NERTREFNTHNTR, £ MOKBHEZEREMT RH.
o THENEHRZFRSHER, IR TREMTHIRNISF Dockerfile.

4.11. 5 SECUREBOOT Zinzs%H

ZHEA KMM ARRRER (KMM) HRZIERZESR, FE—NIEBMNRT, BRNEEIRIX LR
IR, ESAERAHMATN,

B RMERIA AT LS, ESHERLAE2RZER, ERA%S1E 4 S RERFHREIXH#
H,

i =
. QIEEESIERUEREETAN sb_cert.priv X4 sb_cert.cer X4 :
$ openssl req -x509 -new -nodes -utf8 -sha256 -days 36500 -batch -config
configuration_file.config -outform DER -out my_signing_key_pub.der -keyout

my_signing_key.priv

2. FRUTAZEZ RIS :
o [IXHEERIN secret :
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I $ oc create secret generic my-signing-key --from-file=key=<my_signing_key.priv>

$ oc create secret generic my-signing-key-pub --from-file=cert=
<my_signing_key_pub.der>

o 1R4E base64 YL aRiNSCiE :

I $ cat sb_cert.priv | base64 -w 0 > my_signing_key2.base64

I $ cat sb_cert.cer | base64 -w 0 > my_signing_key_pub.base64

3. £ YAML XA RINGRISBISA

apiVersion: vi
kind: Secret
metadata:
name: my-signing-key-pub
namespace: default
type: Opaque
data:
cert: <base64_encoded_secureboot_public_key>

apiVersion: vi
kind: Secret
metadata:
name: my-signing-key
namespace: default
type: Opaque
data:
key: <base64_encoded_secureboot_private_key>

wnamespace - ERAMMER R L2 (A i default.

4. N YAML 32 -

I $ oc apply -f <yaml_filename>

4.11.1. B BEA
RINBHE, EUTREelUBRERLESE,

pi% &2
1. BELUBREBXE N secret :

$ oc get secret -0 yaml <certificate secret name> | awk '/cert/{print $2; exit}' | base64 -d |
openssl x509 -inform der -text

XNZ% & R A Serial Number, Issuer, Subject ZFBYIEH,
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2. RELAREMRSZETHA secret :
I $ oc get secret -0 yaml <private key secret name> | awk /key/{print $2; exit}' | base64 -d

AN IZ TN EIETE - BEGIN PRIVATE KEY----- ] ----- END PRIVATE KEY----- 1THHHY % H,

4.12. TETIM B R %% KMODS
MRIBETEIEEGR, NBEGRNED AR, SBEEMUSHEE,

BUF YAML XX R 81/ AX ARIN B PR R B 91 R 580 secret - key NALH, cert HAH, RE, &
B¥2HEY unsignedimage #if%, ITHE, %FE filesToSign FFIHAIMMER, HElRmMEE, FHiEF
4 YRR HE X containerlmage.

ARE, KMM % Z8 kmods INEEI 5E 2R LERMAFAE T m L, kmods TEHE MOK B ZE B NHIE
A7 E ERIhE AN, LURFFERER secure-boot 1T &, X(FRKRE LA,

SeRFH
o keySecret 1 certSecret secret B.7E 5 Hth BT IRE R R an 8 22 (7] FH A1),

pri% =
e VF YAML X :

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: example-module
spec:
moduleLoader:
serviceAccountName: default
container:
modprobe: ﬂ
moduleName: '<module_name>'
kernelMappings:
# the kmods will be deployed on all nodes in the cluster with a kernel that matches the
regexp
- regexp: '"*.*\.x86_64%'
# the container to produce containing the signed kmods
containerlmage: <image_name>
sign:
# the image containing the unsigned kmods (we need this because we are not
building the kmods within the cluster)
unsignedimage: <image_name>
keySecret: # a secret holding the private secureboot key with the key ‘key’
name: <private_key_secret_name>
certSecret: # a secret holding the public secureboot key with the key ‘cert’
name: <certificate_secret_name>
filesToSign: # full path within the unsignedimage container to the kmod(s) to sign
- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret:
# the name of a secret containing credentials to pull unsignedimage and push
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containerlmage to the registry
name: repo-pull-secret
selector:
kubernetes.io/arch: amd64

ﬂ Z# AB kmod HIZ FR,
Q BREERIA, 0 : quay.io/myuser/my-driver:<kernelversion,

9 REZHGHIZF, F140 : quay.io/myuser/my-driver:<kernelversion,

4.13. fEF % Z KMOD %%
NREERRE BRI E S EER, HERXNHRRE,

LUF YAML X4 R E P RSRA IS B B R 5K, £ERBRRRER T BIRN BB registry
B, RIEMEA sign B0 HHSERE R LI B,

IR SRR ME T RAEG&ET, LB N <containerimage>:<tag>-<namespace>_<module
name>_kmm_unsigned,

Blan, FRALT YAML X4, AKEREEKMM) iE 45 example.org/repository/minimal-
driver:final-default_example-module_kmm_unsigned &, HEha@ & AERZEAM kmods BIIEE
FIFEHEEER registry, ARG, EHIE—1 %N example.org/repository/minimal-driver:final #95 — 4
g, HPaEX4AM kmod, B worker pod FIENIEE Z N, EHPSEEEER TR LEHAN
kmods,

FHRE, BALM registry PREMMBIIRERHR. IRFE, SHRER.

SeRFH
e keySecret 1 certSecret secret BE5 Hith BRI R B & 22 (5] A &,

Pt =
e VF YAML 3 :

apiVersion: vi
kind: ConfigMap
metadata:
name: example-module-dockerfile
namespace: <namespace> ﬂ
data:
Dockerfile: |
ARG DTK_AUTO
ARG KERNEL_VERSION
FROM ${DTK_AUTO} as builder
WORKDIR /build/
RUN git clone -b main --single-branch https://github.com/rh-ecosystem-edge/kernel-
module-management.git
WORKDIR kernel-module-management/ci/lkmm-kmod/
RUN make
FROM registry.access.redhat.com/ubi9/ubi:latest
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ARG KERNEL_VERSION

RUN yum -y install kmod && yum clean all

RUN mkdir -p /opt/lib/modules/${KERNEL_VERSION}

COPY --from=builder /build/kernel-module-management/ci/lkmm-kmod/*.ko
/opt/lib/modules/${KERNEL_VERSION}/

RUN /usr/sbin/depmod -b /opt

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: example-module
namespace: <namespace> g
spec:
moduleLoader:
serviceAccountName: default 6
container:
modprobe:

moduleName: simple_kmod

kernelMappings:

- regexp: '"*.*\.x86_64%'
containerlmage: <final_driver_container_name>
build:

dockerfileConfigMap:
name: example-module-dockerfile
sign:
keySecret:

name: <private_key_secret_name>
certSecret:

name: <certificate_secret_name>
filesToSign:
- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret: ﬂ
name: repo-pull-secret
selector: # top-level selector
kubernetes.io/arch: amd64

QO EHUH BRI default,

g 2K\ serviceAccountName 3% Bz TR AT E AR, B XAEBRSIKFHIFEE, HS5ELRT

B9 AN TR 9" SRR S5,

Q FA{F DaemonSet f &1 imagePullSecrets, T HIEXFIHE X R Z L IHRE,

Hi 5w
o BIRARSSIK.

4.14. KMM HUB #1 SPOKE

1E hub #0 spoke &=, 1% spoke FEEHEREE|— PN KA hub 8, ARKIERE R (KMM)KTF

Red Hat Advanced Cluster Management (RHACM){E hub #1 spoke IfEFHIZ 1T,
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% 4 = AKEHEE OPERATOR

KMM @539 B KMM ZHEES hub #1 spoke IMEFRE. 1Rt T ManagedClusterModule B E X FIRE XL
(CRD) k$TE AR Module CRD, FHHEY B Ni%EFE Spoke &%, A4, T KMM-Hub, E2—
ANETRIRITIRGHISR, FFTE hub E8E HEBEIGRH S ZE T,

1E hub #0 spoke & B, spokes TFTFH hub EEEBHTIRZIRERE, spoke i21T KMM BYHEEEERR
X, HEAILEREBERINEE. B KMM ERNIIME, BRZ5 spoke £i2 TR TAE (i #BRAE N &/
B, ™ hub RLEBRTMES.

AR GRHE S ko X, KFE hub £iZ4T, Module Loader #1 Device Plugin DaemonSet i
W RBETE spoke Li#1T,

Hith B

® Red Hat Advanced Cluster Management (RHACM)

4.14.1. KMM-Hub

KMM Tl B 12t KMM-Hub, BR—1% BT hub H£&H KMM HRA, KMM-Hub 5 spoke LiZ{THIFR
BARIRA, FHRESREFNIZIERRZERT R,

KMM-Hub ;21T BT EBRERES, WHEEWE kmod B4, FHHESEBILET RHACM £ E] spoke
HJ Module,

KMM-Hub FE3E R F7E hub SEEFHRMERZER, REFEMRAER KMM LNERZE
R,

Hth

=

P
o ZEKMM
4.14.2. Z3 KMM-Hub
BRI UMERUTAEE —RE KMM-Hub :
e {#M Operator Lifecycle Manager (OLM)

o A KMM KR

Hith TR

e KMM Operator 45 &

4.14.2.1. i Operator Lifecycle Manager &% KMM-Hub

&/ OpenShift & B Operators Z80 & %& KMM-Hub,
4.14.2.2. @1 0 KMM FHRsk %% KMM-Hub

it =

o MREFELIREARXNRE KMM-Hub, &7 LAE AL T 5IR0IZ Namespace. OperatorGroup #l
Subscription %R :
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apiVersion: vi
kind: Namespace
metadata:
name: openshift-kmm-hub
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
spec:
channel: stable
installPlanApproval: Automatic
name: kernel-module-management-hub
source: redhat-operators
sourceNamespace: openshift-marketplace

4.14.3. {# A ManagedClusterModule CRD

{3 F ManagedClusterModule B E X %R E X (CRD)E spoke %% FER B AKELAERE, It CRD 2
SESEREM, #]RET — Module spec, FHRMLATHIINFER :

apiVersion: hub.kmm.sigs.x-k8s.io/vibetat
kind: ManagedClusterModule
metadata:

name: <my-mcm>

# No namespace, because this resource is cluster-scoped.
spec:

moduleSpec: ﬂ

selector:
node-wants-my-mcm: 'true’

spokeNamespace: <some-namespace> 6

selector: ﬂ

wants-my-mcm: 'true’

moduleSpec: 25 moduleLoader #1 devicePlugin £84», Z:{F Module %R,
1% ManagedCluster F #4977 5,

EERNIEE 0] Module Har & 22 ],

0009

1% ManagedCluster % &,

48



% 4 = AKEHEE OPERATOR

#N5R .spec.moduleSpec REFEEMEHZZIER, NXL pod £ Operator fp 22 [ HY hub £Bf Liz
1TQ

= .spec.selector LE—THE 4 ManagedCluster %R, KMM-Hub TEXT R B 6 45 22 [A] /A 2
ManifestWork %R, manifestwork &% trimmed-down Module 7R, R8T ARBET, {BFFA build
0 sign FEROE MR, S ELUFELBIFRLE containerimage FEXGE#H A EWIHEE.

4.14.4. 7£ spoke £iz1T KMM

£ spoke L REFEAKERER (KMM) 7, FREEH—FEE, Mhub fjE—
ManagedClusterModule %%, LAMETE spoke B EEREBARER,

i

& B LLE T RHACM Policy X RTE spokes &8 E &% KMM, BRT M Operator hub &% KMM #H Lz &
7% spoke BERIZITES, Policy A AEE RHACM RIBFFEMZIS RBAC K EHE Module ¥

o HFALLT RHACM RB8TE spoke &£ LRI KMM :

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: install-kmm
spec:
remediationAction: enforce
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-kmm
spec:
severity: high
object-templates:
- complianceType: mustonlyhave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-kmm
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kmm
namespace: openshift-kmm
spec:
upgradeStrategy: Default
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
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name: kernel-module-management
namespace: openshift-kmm
spec:
channel: stable
config:
env:
- name: KMM_MANAGED @)
value: "1"
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: kmm-module-manager
rules:
- apiGroups: [kmm.sigs.x-k8s.io]
resources: [modules]
verbs: [create, delete, get, list, patch, update, watch]
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: klusterlet-kmm
subjects:
- kind: ServiceAccount
name: klusterlet-work-sa
namespace: open-cluster-management-agent
roleRef:
kind: ClusterRole
name: kmm-module-manager
apiGroup: rbac.authorization.k8s.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: all-managed-clusters
spec:
clusterSelector: g
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: install-kmm
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: all-managed-clusters
subjects:
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- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-kmm

ﬂ U TE spoke B LiZ1T KMM I, EEXMNIMELE,

9 spec.clusterSelector FE& R LB & LA B E,

4.15. NIESRH B E X FH%

MRTE, ﬁﬁﬁlﬂ:/m*ﬁfﬁ REBTHEFRENARARRR, SEEFRIISTR. BRIMENEREHIZ
TR TR RIS, FRINFZTRARASLRE, —R—1T TR,

 RAREETRERASERO TR, BNhEREE e,

FRFM

o TEHEI, ERBERERMNAET S £i%i& kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>=$moduleVersion 5%,

o KIFTREMNMBERFANAREIENE, I/HEBET—TR.
o ENEHATE AR,

o TERKEIREER], WRASTHENE (U WRARRREEFFIZITHNARRF) EEAHA
BERRAGERRET R L2177, BTHEMEESANTHHNARERRAFELZT R LiZ1T,

i =
1. BART = BB KMM BRI & 1 B R ENE.
2. B3 Module BE L HIR(CRFHILLTFE :
e containerimage (ZE5& HBINZIRA)

® version
BN Y EHETFM, Bl containerimage # version FE& A/ BE BT,

3. FERAFHET R LB PRIRARERZ LR A TR T,

4. MIERTT = _£# kmm.node.kubernetes.io/version-module.<module_namespace>.
<module_name> 7%, iIZfTLL RS M RENERZER

$ oc label node/<node_name> kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>-
5 MRFTE, FHEBHEEN, ERKERANNT R EHITEMBIAN LT,
INRF AL, EELLE T kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name> 7% {EE##1H#I $moduleVersion (%1 Module
HXE) , FBEE 365,
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IZ1TLA R4, £ kmm.node.kubernetes.io/version-module.<module_namespaces.
<module_name>=$moduleVersion %R 11EIT s, $moduleVersion 1715 Module CR #
B version FEHIFEES,

$ oc label node/<node_name> kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>=<desired_version>

-
HFRE LM Kubernetes BRI, Module ZFiFl4r & 22 [AIH & K E T AE
i 39 NERF,

PRE 1% s I FE AR AE B {E (0] T1E 73,
BEFNET S LA KMM BIB9S G,

4.16. 3B 1 XREARNKZELR

AREREE(KMM)BER— % 2 X Operator, RAETE Linux (RHCOS) AR 2= EMBILEFT 00
HARER, B2, EELERT, BIEREMERHARKER, 51 XIMEARFEE Linux systemd
WIR1ER E%f85F Machine Config Operator (MCO)IN#E: ik HE,

Hith BHR

Machine Config Operator

416.1. H1 XZHFHAH

B RYBEXFHFARBENAH, EERBIRTE NetworkManager IRFSHIAILRIARVFINER 4 (OOT) W%
B, BARXHKE initramfs BB A AR R,

LR Z % 1 R RHES -

4.16.2.

RRZIEERBERZFEA.

in-tree NAZEIRINEEIRNZ A, ETLREE, FH OOT WKERER, XEKE in-tree IR
RAEREMEMARZERS .,

NTEBIRPEEETLE, TROMERINEMSED, BhZEON—MHRRKERER,
OOT ARIER A LIZMA R ENTERE, BREHINEEMSIKIER.

OOT RIERINE R

BN out-of-tree (OOT) WAZAEH&FIF Machine Config Operator (MCO), FRIEFHMT :

it

1.

2.

52

¥ MachineConfig FTRN AEIIIENIEEZITHER., BT ERTHNSLET R, EUio]
2 —/NELHH MachineConfigPool %R,

MCO Bl T mNAER TR, EEAERMNTSRLE, BT HNHN systemd RS : pull RS
0 load AR%5.
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% 4 = AKEHEE OPERATOR

3. load AR55#% B & 7 7E NetworkConfiguration iR 55 Z A2 1T, ZARFS S Z AP ERTIE LI AE
PRER, AEEAIZEREENRERFNE OOT AKER,

4. pull IRZ5ESE N TE NetworkManager BRS5 /51217, ZIRGS K ETIRBHARERFERE2EMA T T
REXHRGIH, NRE, ZRFEEEE, RS[EULEISIRE, NREE, eREHEE&E
RETRE, HEZEERZT R

4.16.3. ARG
F1RMEMFASE 2 XK KMM HEHERB DTK B4R, out-of-tree BN AL F
/opt/lib/modules/${kernelVersion} T,
Hith BT
o IiEFITES

4.16.4. in-tree &R

51 RINBEIRA T A RAEIRE R OOT iRA. MRZAME in-tree AR, NIRFRZEIF
M 5 ARSSAREEIEAT HINE OOT MZAEIR,

A\

4.16.5. MCO yaml |

KMM 124t 7 —1 API, BT HE 1 XITheEQIE MCO YAML &

ProduceMachineConfig(machineConfigName, machineConfigPoolRef, kernelModulelmage,
kernelModuleName string) (string, error)

REMHEEEN B MCO YAML FENFERERT. B HZANAL YAML,

SHE -

\

machineConfigName
MCO YAML JE B & TR, LESEUXEH MCO YAML B HT#IEHN name S,
machineConfigPoolRef
AT iR B iR s A MachineConfigPool %75,
kernelModulelmage
& OOT NERH BB ER B,
kernelModuleName

OOT WRERHE TR, XNSHATFEHE in-tree WL (MIRMEFIAK) , FHiINE OOT A
R,

API i F KMM JRERCHE# pkg/meproducer 48T, KMM operator NEEZ{TLMERASE 1 XI1EE, &

REZE L pkg/meproducer 485 ABIH operator/utility i3/, HH API, FR4EMKE MCO YAML
N FAEISRE,

4.16.6. MachineConfigPool

MachineConfigPool #1175 5 B MCO &I mE&E S,

kind: MachineConfigPool
metadata:
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name: sfc
spec:
machineConfigSelector: ﬂ
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker, sfc]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/sfc: "
paused: false
maxUnavailable: 1

ﬂ 5 MachineConfig FIBIFRZ ITEL,
@ TR REHRE,

OCP &E£/hTiiE Y B MachineConfigPools :
o Worker : [EEABIFTE worker TT R BT
e Master : [FEEEHMFTA master T BR

ZE X LA MachineConfig LA master MachineConfigPool 27 B #7 :

metadata:
labels:
machineconfiguration.opensfhit.io/role: master

7E X LU MachineConfig LA worker MachineConfigPool 7 B #7 :

metadata:
labels:
machineconfiguration.opensfhit.io/role: worker

o

Lth BEIR

® X TF MachineConfigPool

417, P FIEFEBE R

MREHI N IRFBERPH kmods & B LA EAEIRNBAL R, NBRAERHAA
PostStartHookError = CrashLoopBackOff k5, ErLAITEE 2 LiZ1T oc describe e B4iE, %dp
SEEGRPETRUTER :

I modprobe: ERROR: could not insert '<your_kmod_name>": Required key not available

4.18. KMM B4 #

MNRARR B FEMERG A MEBE S . KMM SERHFE A SCHM kmod BHRE HE T B %

éJL:Q

1£;217 modprobe %71, 7 s_LH .spec.moduleLoader.container.modprobe.firmwarePath FINA
KFEFE TR EH /var/I|b/f|rmware ERE,
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% 4 = AKEHEE OPERATOR

7217 modprobe -r f8 %2 B, FTAXHMZE B FEHMIZAEFMER, LUETE pod 4 1L ENE IAR
i‘;%o

4181 E T R LB EERER

1£ OpenShift Container Platform 77 m_t, BEHMEINERBRRES T SHE /var/lib/firmware IR,

it

1. 8/ Machine Config Operator S/ & & /var/lib/firmware &% #] MachineConfig B & X %R
(CR) :
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker ﬂ
name: 99-worker-kernel-args-firmware-path
spec:
kernelArguments:
- 'firmware_class.path=/var/lib/firmware'

Q EA LR IBENEEER BN, T 5T = OpenShift, 15{#H control-pane =X master %
E 8

2. @3N F MachineConfig CR, T"H&BEHIER,

Hth BHR

® Machine Config Operator,

4.18.2. 158 kmod 1%

it =
o RTYMBAMERAS SN, EHEFHEGPITE ZAFIEH

FROM registry.redhat.io/ubi9/ubi-minimal as builder
# Build the kmod

RUN ["mkdir", "/firmware"]
RUN ["curl", "-0", "/firmware/firmware.bin", "https://artifacts.example.com/firmware.bin"]

FROM registry.redhat.io/ubi9/ubi-minimal
# Copy the kmod, install modprobe, run depmod

COPY --from=builder /firmware /firmware

4.18.3. B FIR
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&
it

e 7 Module B & Y %R (CR) FiXi& .spec.moduleLoader.container.modprobe.firmwarePath

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:

name: my-kmod
spec:

moduleLoader:

container:
modprobe:
moduleName: my-kmod # Required

firmwarePath: /firmware 0

ﬂ a4k - BT S Airmware/* E#IZ /var/lib/firmware/,

4.19. %8 0 XFIZE 2 XK KMOD %

IR LATESE O REISE 2 RIIRIEF, TEREARKBEIERE (KMM) BIER FRE—EAKED (kmods).
XA BTG kmods ##Hih KMM,

ERLLT SR RBE S ER kmod R

BOX
LR T RZ ) Ready FTEMRE A kmod, iXEEERIA kmod RHIEIE :

o {ENBISIEHI—ER DS rootFS ATHRMEIEITHIZF

o #1231/iI7] bootstrap 17 &1 LB machine-config-server Ffr 3B 4% UK 5h A2 F L LAY ignition
AR

BIX

SRR RN Ready AEEM kmods, BT = Ready I Foi&ENEH,

2 kmod BI—ANRBIZ, 4 (OOT) MARENTER, BEAR T — NI sk IkshigF ko FI A
NIC, NetworkManager KT &, 2T = Ready i, EHE NetworkManager BI&KIGIT TS %
ENEIR TR,

B2X

kmods AT LABIASINEEI Ak ME RftIkR, MEFTFICERFEMIRN, FlNiEE N,
IXLER A kmod RAIELIE -

® GPU operator
o IMLLEERER

o WG GRE [FETI (FPGA)

4191 DEE=
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WEBERREESE 0 X kmod B, 83F Machine Config Operator (MCO) #1 OpenShift Container Platform
FRNAZEARREAE T RA K.

REEACRINFRISIEN FFEEHMIFNNRERF, BNT RERERSRRERZ.

4.19.2. £ ipEEAEE
WIRSFRE RV, EATUELEEERMNERT, EHKMM B kmod B 0 XEIE 2 XM EMEE,

BINRARFEEFSIFT R (Pla0, HFEER initramfs SXHR) XFITELIN,
AL R — T E B EIE,

4.19.2.1. ¥ kmod 1 AWK SHIRRF

TEEEAG kmods FHEALL AL, EXMIERT, & kmod N NIKENIERE, FHIELRHROIE—W
A inTreeRemoval F&#H Module F 3 E#H K 5hi2 M IBRA,

THEREL TR kmod LU RHRIXEH TR R BOSRFE -
o L KMM ZfFERTA AR T R LRI ENE A INE kmod I AT BE & HIMEHL BB R

o MREMFRINNEFHERET ROGERE, NXNTETUEETF. EJKMM EREA pod £
ENE AN E I TR .

4.19.2.2. FABERENFHFH L

IR0 LU AR E INFE B F 2 (ordered_upgrade.md) £ &8+ 0132 — N hRA{E B Module SRR K& B
RH) kmods, BN kmods BE#EHN%,

HEIRERAREIFFAIEY

o SHEKRENMIE, ROVERLEREIFANELRE, URREANARNT REE, AR LEEIAER
BENEFBER TR AN

o MRHFWIBFRSBERET RERE, WXNAENTEEETIE, EHKMM QRN
T EH worker pod —/\Fﬁ?ﬁlﬁi A—NETFINE, XL pod TRBIAE,

4.20. KMM tEEHERR

L KMM RERIFUETHREHRRI, SR LU RSB EEII IR, RfE, KRGS ZE
BRI HTEE.

4.20.1. 3£EY Operator Hi&

& LA#E A oc logs a5 3K BLEX Operator H&, 0 FBIFTT.

KMM #2589 68 5 =l

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller
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KMM Webhook IR 552389 5 7Bl

I $ oc logs -fn openshift-kmm deployments/kmm-operator-webhook-server
KMM-Hub 2258968 5 =l

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller
KMM-Hub webhook A& 55258965 5 7~ il

I $ oc logs -fn openshift-kmm deployments/kmm-operator-hub-webhook-server

4.20.2. MREH
FERAUTAHEEE KMM B4,

build 1 sign
KMM TE/A 5 kmod RGBS MR E LRIV ER R X AEH, XLEHHINE Module 5TR, FH71E oc
describe module S HHHIARETH, W TFEIFTR :

$ oc describe modules.kmm.sigs.x-k8s.io kmm-ci-a

[..]

Events:

Type Reason Age From Message

Normal BuildCreated 2m29s kmm Build created for kernel 6.6.2-201.fc39.x86_64

Normal BuildSucceeded 63s kmm Build job succeeded for kernel 6.6.2-201.fc39.x86_64

Normal SignCreated 64s (x2 over 64s) kmm Sign created for kernel 6.6.2-201.fc39.x86_64

Normal SignSucceeded 57s kmm Sign job succeeded for kernel 6.6.2-201.fc39.x86_64
BB A S HE

KMM 7E 77 s £ IO ANE SR BN AR IR & e S8, XL E4-MEANE) Node X7, F1E oc describe
node fe YK HEBOKRER B, M TFAIFS :

$ oc describe node my-node

[..]

Events:
Type Reason Age From Message

[...]
Normal ModuleLoaded 4m17s kmm Module default/kmme-ci-a loaded into the kernel
Normal ModuleUnloaded 2s kmm Module default/kmm-ci-a unloaded from the kernel

4.20.3. {# must-gather TR

oc adm must-gather S BB ELZFHIRF I H VBT HREAXERNELESAE, JUFERAEYMNS
BZTSRKBEERER, WUTELRD

Hth BHR

® X F must-gather TR
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4.20.3.1. 5y KMM W=

Pt

1. 1 KMM Operator ##lI28 E IR 2R INEEIE -

a. %i& MUST_GATHER_IMAGE % £ :

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm kmm-
operator-controller -ojsonpath='{.spec.template.spec.containers[?
(@.name=="manager")].env[?
(@.name=="RELATED_IMAGE_MUST_GATHER")].value})

$ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather

pa -
INREBTE LR ZEFRRE KMM, HEH -n <namespace> FF XiEE R &
Z2 ],

b. i21T must-gather TE :

I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather

2. &%& Operator Hi& :

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller

Bl 4.1 Hi A

10228 09:36:37.352405 1 request.g0:682] Waited for 1.001998746s due to client-side
throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/machine.openshift.io/vibetal ?timeout=32s

10228 09:36:40.767060 1 listener.go:44] kmm/controller-runtime/metrics
"msg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10228 09:36:40.769483 1 main.go:234] kmm/setup "msg"="starting manager"
10228 09:36:40.769907 1 internal.go:366] kmm "msg"="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10228 09:36:40.770025 1 internal.go:366] kmm "msg"="Starting server" "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10228 09:36:40.770128 1 leaderelection.go:248] attempting to acquire leader lease
openshift-kmm/kmm.sigs.x-k8s.io...

10228 09:36:40.784396 1 leaderelection.go:258] successfully acquired lease
openshift-kmm/kmm.sigs.x-k8s.io

10228 09:36:40.784876 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *vibetal.Module"

10228 09:36:40.784925 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.DaemonSet"

10228 09:36:40.784968 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Build"

10228 09:36:40.785001 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
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"source"="kind source: *v1.Job"

10228 09:36:40.785025 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Node"

10228 09:36:40.785039 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
10228 09:36:40.785458 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod" "source"="kind
source: *v1.Pod"

10228 09:36:40.786947 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *vibetal.PreflightValidation"
10228 09:36:40.787406 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1.Build"

10228 09:36:40.787474 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1.Job"

10228 09:36:40.787488 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1betal.Module"

10228 09:36:40.787603 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node" "source"="kind
source: *v1.Node"

10228 09:36:40.787634 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node"

10228 09:36:40.787680 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation"

10228 09:36:40.785607 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10228 09:36:40.787822 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.i0"
"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibetal.PreflightValidationOCP"

10228 09:36:40.787853 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream"

10228 09:36:40.787879 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp” "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibetai.PreflightValidation"

10228 09:36:40.787905 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.i0"
"controllerKind"="PreflightValidationOCP"

10228 09:36:40.786489 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod"

4.20.3.2. 77 KMM-Hub 4312

it
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% 4 = AKEHEE OPERATOR

a. %i& MUST_GATHER_IMAGE % £ :

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm-hub kmm-
operator-hub-controller -ojsonpath='{.spec.template.spec.containers[?
(@.name=="manager")].env[?
(@.name=="RELATED_IMAGE_MUST_GATHER")].value})

$ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

p= Y=
NREBTE L MRLERPLRLE KMV, E#R -n <namespace> FFxi5ERH
ZE[A],

b. i21T must-gather TE :
I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

2. &%& Operator Hi& :

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller

Bl 4.2. Hi =B
10417 11:34:08.807472 1 request.g0:682] Waited for 1.023403273s due to client-side
throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/tuned.openshift.io/v1 ?timeout=32s

10417 11:34:12.373413 1 listener.go:44] kmm-hub/controller-runtime/metrics
"msg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10417 11:34:12.376253 1 main.go:150] kmm-hub/setup "msg"="Adding controller"
"name"="ManagedClusterModule"

10417 11:34:12.376621 1 main.go:186] kmm-hub/setup "msg"="starting manager"
10417 11:34:12.377690 1 leaderelection.go:248] attempting to acquire leader lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io...

10417 11:34:12.378078 1 internal.go:366] kmm-hub "msg"="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10417 11:34:12.378222 1 internal.go:366] kmm-hub "msg"="Starting server" "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10417 11:34:12.395703 1 leaderelection.go:258] successfully acquired lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io

10417 11:34:12.396334 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source:
*vibetal.ManagedClusterModule"

10417 11:34:12.396403 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.ManifestWork"
10417 11:34:12.396430 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Build"

10417 11:34:12.396469 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup”"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Job"

10417 11:34:12.396522 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
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"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.ManagedCluster"
10417 11:34:12.396543 1 controller.go:193] kmm-hub "msg"="Starting Controller"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule"

10417 11:34:12.397175 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10417 11:34:12.397221 1 controller.go:193] kmm-hub "msg"="Starting Controller"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream"

10417 11:34:12.498335 1 filter.go:196] kmm-hub "msg"="Listing all
ManagedClusterModules" "managedcluster"="local-cluster"

10417 11:34:12.498570 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules" "count"=0 "managedcluster"="local-cluster"

10417 11:34:12.498629 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="local-cluster"

10417 11:34:12.498687 1 filter.go:196] kmm-hub "msg"="Listing all
ManagedClusterModules" "managedcluster"="sno1-0"

10417 11:34:12.498750 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules" "count"=0 "managedcluster'="sno1-0"

10417 11:34:12.498801 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="sno1-0"

10417 11:34:12.501947 1 controller.go:227] kmm-hub "msg"="Starting workers"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "worker count"=1

10417 11:34:12.501948 1 controller.go:227] kmm-hub "msg"="Starting workers"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "worker count"=1

10417 11:34:12.502285 1 imagestream_reconciler.go:50] kmm-hub "msg"="registered
imagestream info mapping" "ImageStream”"={"name":"driver-
toolkit","namespace":"openshift"} "controller"="imagestream"
"controllerGroup"="image.openshift.io" "controllerKind"="ImageStream"
"dtklmage"="quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:df42b4785a7a662b30da53bdb0d206120cf4d24b45674227b16051badb7¢393
4" "name"="driver-toolkit" "namespace"="openshift"
"oslmageVersion"="412.86.202302211547-0" "reconcilelD"="e709ff0a-5664-4007-8270-
49b5dff8bae9"
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