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25 1Z OPENSHIFT CONTAINER PLATFORM 72fi# itk

OpenShift Container Platform X#F & #E(#KE, SIEAREMEMMENE, ERILIE OpenShift
Container Platform &P EERFAMMIEFAMRIEN AR FHE,

1.1. OPENSHIFT CONTAINER PLATFORM FiEME LR IER
UARERE LT R R D E AN S A AE,
st

BUIFERER T BEE, B UERYFRXCEEAMEER (PVC) MFAMSE (PV), LUTEV
(AR BRB -

® ReadWriteOnce (RWO)
® ReadOnlyMany (ROX)
® ReadWriteMany (RWX)

® ReadWriteOncePod (RWOP)

Cinder
Red Hat OpenStack Platform (RHOSP) Bk #Z(#fR S5, ATFEEMABSMER. L2MMFAE,
(RN

FCERRSTR UG ECEHIEE A pod 957K, EHELIERE ConfigMap BYEH 5| FFHETE RS B PR &Y
REEIE, 1E pod HIBITHIN AR AT LA A XN 8EE,

Container Storage Interface (CSI)
EARRESRME (CO) RAZ FIEERBFIERI AP HIAE,

HSEE
ZIERAVFERFLUREMS, ERHEEAXTHINESFALEE.
e B 77 f

Pod 1R A RERE B IL L EM AT REVEITIRIF, Lini i e ARA 2B LE pod
B4 EE, BIbimiFiE AT pod AIHE,

Fiber #ii&
RAFEBEHO. TTEVRS . EMYLFFE Z B Z EBURRE R,
FlexVolume

FlexVolume @—/Mi4MEHED, S©EMAET exec WERSEFHEIBRFEHTED, BLMEED
TR EETE LB IR E P RE FlexVolume INENER —AHISX#H, FHEFELIFERTZ control

fsGroup
fsGroup & X pod HISTHHR%i4H ID,
iSCSI

BERNELT BN RSO (ISCS) @ETFHEEMMUBIEMEMEIE, BT EEEUEFEHELE.
iISCSI BAVFFINA iISCSI GBI IP B9 SCSI) BHEHTIEH Pod H,

hostPath

OpenShift Container Platform S£2£FH hostPath BYF EA T MR GRS sk B K EHE
pod A,

KMS 41
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Key Management Service (KMS) RI & BN IE AR B AR 55 A1 LI AR SR RO BB N 25, IR AT LA A KMS
BHME, fREMERINEHE,

A B
A BRREBAREFE LS, O#EE, 2RHE =,
NFS
P4 ST R GT(NFS) RV ENLET MRS, FHRENHESEARMIBE S X LR 0H
IRE, XERABEE RPN HREAIIMLS ENEPRRS S L.
OpenShift Data Foundation
OpenShift Container Platform XRFBIXMF. RFHEFN REFMER. NESCERE TR AMEFEENE
RAMETFE

Pod IR IREZEXRAEMFBEIEE TIE. OpenShift Container Platform {8 Kubernetes A 1%
B (PV) BERRAVTERHEEANKIRHFAREWE. FRAGAUERT REZFMHEEMBHBIE
TR PVC EiEK PV TR,

FAMS (PV)

OpenShift Container Platform {8 Kubernetes FFAMS (PV) HEREAITEREFE R I NS IRHEF
A, FFEAANRATUER T REZEHEEMELNER FER PVC &k PV KR,

FAMSBFH (PVC)

BA LUEA PVC ¥ PersistentVolume ## 2l Pod 1, EAILUER T B SIMERIFIEMIER Fi5A1E
fito

Pod

—MHENHFEHREFRR (WNBH P Htk) MEER, 1 OpenShift Container Platform &8 HiZ2 1T,
pod B Y. SENEEMZ/IMTERTT,

BT BATRES
SHEHEBWEREERAM LI8E, BEFHFIMELSHE Retain, Recycle =X Delete,
ETFAGaRnESl (RBAC)
ETFAGMNINES (RBAC) @ —MIRIBENHR MR A B EETTEN ML TR R A
o
TSN RRRF

TRENAR—MNARRE, ERRANSEFHAT T —IRIEMRFESIRIERERBE P iR
?EO

BREN AR

BREVBAR—MNAREF, ceNBBREINFAMEEMD. RS5%S. B WMNBREFERLUE
BEAMEEE, S LUER OpenShift Container Platform Aify Statefulset X/ R EE—2H Pod
HEREFYT B, FRIEXLE Pod FHEEFEFIME—14,

BISER
SHEEANEZ PV, PVEEFEHIFIE, PV EET Kubernetes API /R, AIit{ERA,

11
OpenShift Container Platform X#/F % KB FHE, SEASBEMHHNE, K7 LT OpenShift
Container Platform S EERFAMMIEFAMRIEN AR FHE,

Storage class

R NEEARMRT MR EARHMNEFMERNTGE. TRNETEIBRAZRSHERH. &7
REE, DIRBERHEEURENETRES.

VMware vSphere BIEFINLE#E (VMDK) &
EUNBEE (VWMDK) @ —f3 g, AFRREUNNHEANEIELNESR.
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1.2. FhERE
OpenShift Container Platform fF# 23 M2, BlImMT 7F & F1 R A ME1F .

1.2.1. IIm B 7

Pod 1R EBIGNSIGE Y, mMRATRESNA. RN FEETILEE AT LA AR IFhERE F LR E
HAMERE, NHREXIENFEEER, RENBTEMNELELR, ESH T RINNFE,

1.2.2. FALEH
BRPHRENERSNARERFAEM,. OpenShift Container Platform A& HF AME(PV)HITIE &
FHEEREATEHEEABESFAMEME, XEEHREIRTEEENT £ pod WEMERE, FLAGRT

LERFAMESERPPVCRIEREHEK, MFEXRFANEFERDR, EENEMBHNESER, F
S T R AT,

1.3. CONTAINER STORAGE INTERFACE (CSI)

CS| RERRARHER(CO)RTHEBAREIM API S, BAMEAREEIEREEEES, M
FEEMT REZ RN, S CSIN, FRAEFANESRRERATER, TbEERIEE
BRFERM 2. MEEX CSIMESIEL, HEMEHSRFHEDCS),

14. hABEE

BESER, BURFUREHS, GEREEAXTHENESEE. AXISEENESER, HS
NS E &,
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2.1. #ah

PRT HAMEMEN, Pod MIBB[LFEIMN NG LA MFE T REITERE, Wik FHENEGBRTS
Hid B4 pod WAEMER, BILInkFE DA pod [FHIH =,

Pod AL AMEHEIHITIRIHE R, ZEFEMAE. SROKRMEEERNFESIE
Pod TiERINEIE % D v BE9EKIF 6,

e Pod TiHIERFRILHAMAEFRE,
o KiEFiER—PREKIR,

e pod ARERENHEHM pod EERAMEFHEMKI IR, RBEERBHFHEREFFRF, FTREIX
L5347 pod,

EEAUEBTE, LN EEEERELSEN, E2lT R LZTHAE pod £F, HENSERT. Bz
#7HF#0 OpenShift Container Platform £/, M ZMEHEZR T Pod I8 E HIGH A EEER R, ©iLR
7F OpenShift Container Platform f£3& HHIRHE IR pod, FHRIT KA 2L EFEAARMFHEBIRN,

ARG FHEERAVTEENMA LA AR FHEERMEWE, B1/0 EHEMERTSEEEN.

2.2. |G FEiE Ry SS BY
45 X IR B A TERE, AR RMERSEGFF : root F runtime,

root

KINBERT, Z9XEE kubelet tRE K. /var/lib/kubelet/ 1 /var/log/ B %, Itto X LIER - Pod.

OS # Kubernetes RUTFIFHIZAIHZ, Pod AILLET EmptyDir 5. R2RE&. HRGENBHRAIEZ

FOHFEXDN DX, kubelet EEXMN D RAUHAZVIFHREE, XNoX LA, NAREITEEXD
X ARBEAMRE SLA (3NFEEL IOPS)

Runtime

XR—NaES X, TRT overlay X#E%%i. OpenShift Container Platform &% iR A F IR HZT
FIARIXN D KRS, BSRGEERZEMNTEAZEBELL, R runtime 2 X7F7E, N root XA E
BEMAHEEZEHEHEAEANFE,

2.3. i FhEEHE

SHEE N A LB ERAEI LIRS A Pod 7 LInk FHERRRFESEH, Rink F 5K
£, REETB PN FE. FRXANREATLUE Pod IR SIGNILEX M EFIREYE RMRE.

BRI LGB R EVE KA RE R BB AMIEN FiE, pod BRI LUHEEUTAEA :
e spec.containers[].resources.limits.ephemeral-storage

® spec.containers[].resources.requests.ephemeral-storage

2.3.1. InFT A BR HI A5 K B 7T

mff FAERIRRBFNE R UF TR ERGE, BALUERAUTESRZ —BEMRT I BEHIEERS
E. Po T. Go M ko BIAATLAMERMBVIEE : Ei. Pii Ti. Gi. MiKi,
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B, UTHELWMRARAAEREMIE : 128974848, 129e6. 129M 1 123Mi,

B

BNETHENREHBEX D XNEN, SNFEREBNEEE, FRRORKNERN
"M", #07E "400M" FR{ERERM, FIERIKE N 400MB, FHRKXDK/NEH "400Mi" EiFK
400 mebibytes, IARE NI FHEIEE "400m", NIFFFHEIFE KRN 0.4 F77,

2.3.2. Im 6515 KA PR E 2~ 1
UTFRAEEXHER T —TMEERINEEHEM pod :
o FNEIMIERK 2GIB ARG 17,
o FNABIREIN 4GiB AHIEH Z6E,
e 7E pod %7, kubelet BidARINIZ pod FATE B 2R HIKIA R E4E pod FERRH,

o FEAXPBIF, pod JHIHEFMERERMERSRNHMAEAELM, UK pod B emptyDir
%O

o [, pod BIIHER 4GB AN fFfE, BRIEN 8GIB A Ml 71,
{5 FREC A1 BR {EL A e o 7 e B o

apiVersion: vi
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: images.my-company.example/app:v4
resources:
requests:
ephemeral-storage: "2Gi" ﬂ
limits:
ephemeral-storage: "4Gi" g
volumeMounts:
- name: ephemeral
mountPath: "/timp"
- name: log-aggregator
image: images.my-company.example/log-aggregator:vé
resources:
requests:
ephemeral-storage: "2Gi"
limits:
ephemeral-storage: "4Gi"
volumeMounts:
- name: ephemeral
mountPath: "/timp"
volumes:
- name: ephemeral
emptyDir: {}
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Q@ =sinkatbiEn i,
@ Fibili EiEEIR R,

2.3.3. InFf FEEBL B S 520 pod Vi E FIIXER
pod HI& FR i B & BN EEAZ B A AR E VRS pod LUK kubelet 3XB& pod.

o Bk, AERFHRRAERSNITRERINNTTRNEE, EXMERT, REETRHIGE
FhE (IHEEIR) Bt 4GB B, pod FRELERL T A,

o HR, HARHFIJIL, EAE—NBRRKET HERE, kubelet KRB SRR E L B IRAMA
g, FHELERNFMEERZETHRFINIR pod (4GiB), R EAZET EK pod F#ER
#1(8GiB), kubelet WIREIRZRERIFLIKFR pod,

BXRATBE LEHRIEE, ESEENUENRIYE.,

2.4. G PEIEET FZ 44

B LUER /bin/df 158 R RInE R FIBFAIESNILF FEHEERBE RN IE, B /var/lib/kubelet #1
/var/lib/containers, WREEEIE S /var/lib/containers IE 1 MAELEL £, MIBTLAMER df 6p 53k
7R Ivar/lib/kubelet B9 =] FH Z2[H],

E1E ivar/lib R R RERAMATARAINER, HRAUTHRS
I $ df -h /var/lib

i R ivar/lib FREYIE B R RER -

I

Filesystem Size Used Avail Use% Mounted on
/dev/disk/by-partuuid/4cd1448a-01 69G 32G 34G 49%/


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/building_applications/#resource-quotas-per-project
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BIE THREAMEHE

3.1 F AU REBR

EEEMHESEEITERRAR., OpenShift Container Platform {#f Kubernetes A S (PV) HEZRE
TEBEEANEHRUIFAMEE, ALAETUERFAMSER (PVC) RiEKk PV RRMEEERT
R IR Z F B EZR,

PVC 2R EFT—1UEH, FAARTCIEHFHERCENERPYHAE, PVEERLAEHIRAFETE—
ANGB; e T LIIEZE4 OpenShift Container Platform SHEHE, HULBETATBEER, EPVARE
B PVC R, BMARE PV AERHAN PVC, XEKREXNIE PV HWIREIE— N & 2[R (HFEHITI
B) &,

PV H PersistentVolume API S RE X, SRRTEEHTNEEHNFER, XEEHETLUBEREENR
#NER, b Llf#EMA StorageClass MR BER. E5—1MTR—F, B—1TEBERE

PV 28, 5 Volumes THEELL, {BPV WEGBIMIIFEMEREH pod, PV MRIKENEAKF
fir (NFS, iSCSI & 4FE cloud-provider BIEERSE) BISLILIEIE,

H o
iR AT MR ZNEFHE R R,

PVC H PersistentVolumeClaim AP| TiE X, ©RERT LA EFHEH—MER, B5—1 pod &
£, pod &HFET RHER, PVCIHEFE PV 5IR, B0 : pod ATLUEREFEHFIMFR, i CPU 1A
7, M PVC AILUE KRB ENFHEBEMIAFER. F : BiIaTRmEN " RArmEg—Rr, aixs”,
AT LAINE %R, Rk

3.2. BMF LM EH
PV BEE PR, PVC @XHXLEFHRIER, b2 IZFHRNAERNE, PV # PVC 2B EHLL
A,

321 ERTEE

RYE PVC HE XL AARIER, SHEEIRE—NHES NI TEARFARESFHR—
8 PV,

Ao, ERHEESBALUTELRZ D PY, eflga T IRFMEIFER. PVEET APIH, BRILHKE
o

3.2.2. HERR

LIRGIE PVCH, BEBRIFENEME, BERMEMNIHNER, FUB—IEEER#INSsEE
fif, master RMIEEITEIL RN R E 2T B M PVC, FHIBHMN PVC 5—NEYM PV HTHE, R
REBHUMPY, NIEFEEENESEFSUB—NMEHM PV,

i PV U R/NATRERIRIT PVC IR/, XTEFShBR PV B & i0t, BE&/IME#BEL, OpenShift
Container Platform ¥ &8 PVC 4 & ZI LBl pr A E R g &/ PV,

MREENEFEE, HEEXNESRFTELBAFNERE, TERESLTRAERES. SHH

TIREEMER, HNMNEEMSEESE, i E—NEETEZSINFIESTH 506G B, ©i1FTLEM
—MNEK 100Gi B9 PVC fBICER, UTEXNEEEFRINT —1 100Gi PV B, PVC #tal LAFLX A PV 4]

10
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=

Ko

3.2.3. f£F pod #FEBAH) PV

pod SRR (claim) fF N8, SEHRITICERARBLEHENS, FH9 pod HEHMENNE, X FIRL
XFEZMIHERNE, BoIEEFN pod FHIESHFEERATEMEN,

—BIEMEREAER, REAENPYVRRLTETE, BEIETFEREEE. BALLEITE pod B volumes
E X aiE persistentVolumeClaim iHE pod Fi/17FE AR PV,

p= Y=

MRFEEEHEHHFAMESHINE pod, NEXLE pod ATEERKIN, HEATREREREK

IfEFaeEs. MFELZER, BESHIE OpenShift FERAERASXHITHBFAMLS
i, 94t 2 pod TiEE BN G AAER H] LI " Ready K7 ?

-

3.2.4. [FRAPBEES REF

{5 AR R BT A0 RARITZHBERAIR T 4K pod MEAIBYERREY PVC LIRS EHAERN PV REMRGTHRBER, 10
KRN TEESBBEE K,

{5 A R O TR 0 RARIT ZhBE BRI

WFEF PVC B Pod A REFER, XA PVC #IANEH Pod FRMEKH PVC,

SRR MHBR— MK pod SEFIBIEIREI PVC, XA PVC REMWITHINIRR, X MHRRERAIELRE PVC
FEH pod AN F #1T, 7o, MREHEEAMIKT HER PVCHI PV, X PV FRAIZEMHIR.
XM R RIERE] PV REHEE PVC I F T,

3.25. BRFAMS

LABREEA—NEE, WALUM AP R PVC X%, SRR BRI R E R A, L 78R
WIRE, MBI RERER, BEETTURS — EBER. XEENZHERE SRR
RILRBIEBH, XLEIRUIIRIBAAR BRI T,

3.2.6. FAMBHER = AR

FAMSEHRFA (reclaim) RBIEE 7T ABHEREEBFTLUNMAFERE, BEMFAREKIE
Retain. Recycle =k Delete,

¢ Retain RIEA W PBLEZFEHBBHF I ERHFRTIR,
¢ Recycle REEEMEERPERE, FEEFRBRAIRAENFAESHH,

B

1£ OpenShift Container Platform 4 1, Recycle E# AR O HFIFR, i1 #HEER
IS EE IR,

o Delete SBEfIBR OpenShift Container Platform LA K& 4+ &8 EL7iiZ24 (40 Amazon EBS =&
VMware vSphere) 18 X 977 %R #Y PersistentVolume,

1


https://access.redhat.com/solutions/6221251
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% o
- IS E & BB E MR,

327. FEFHFHAFAMS

MpRFEAESES (PVC) &, HAMSE (PV) MAEE, HEU N released (BR) ". EBE, HFX
AR BARNBIERE TSP, AUTERER PV,

iz
BUSHEEANENFIIEFFHPV:

1. MHER PV,

I $ oc delete pv <pv-name>

ANERELRIZRFE (40 AWS EBS. GCE PD. Azure Disk 2% Cinder ) HBXEXHIFZET = 1E PV #%
PR IR PR TETE

2. JFEAEXTFME T P RVBUE,
3. MERREXNFH T, A%, EEEEFERRA—FHEE, HEBFMEE LOEH PV,

EHAEAN PV HIEAHA— PVC R,

3.2.8. BlFHF A BRI EH = EARES

B FF A BRI ERT AR
1 FIHERHPRRFANS :
I $ oc get pv
Bl
NAME CAPACITY ACCESSMODES RECLAIMPOLICY STATUS
CLAIM STORAGECLASS REASON AGE
pvc-b6efd8da-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim1  manual 10s
pvc-b95650f8-b7b5-11e6-9d58-0ed433a7dd94 4G RWO Delete Bound
default/claim2 manual 6s
pvc-bb3ca71d-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim3 manual 3s

2. IEF—NFHAMBHENEEN AR

I $ oc patch pv <your-pv-name> -p '{"spec":{"persistentVolumeReclaimPolicy":"Retain"}}'
3 BIERAENFANSZEEEA ERNRE
I $ oc get pv

A

12
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NAME CAPACITY ACCESSMODES RECLAIMPOLICY STATUS
CLAIM STORAGECLASS REASON AGE
pvc-b6efd8da-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Delete Bound
default/claim1  manual 10s

pvc-b95650f8-b7b5-11e6-9d58-0ed433a7dd94 4G RWO Delete Bound
default/claim2 manual 6s

pvc-bb3ca71d-b7b5-11e6-9d58-0ed433a7dd94 4Gi RWO Retain Bound
default/claim3 manual 3s

ERiEHE T, 4ERIFE default/claim3 #&II7E E A Retain EHEBAKREE, YHE R
7= BH default/claim3 B, XNEBAREHE B SR,

33.FAME (PV)
B PV #28E— spec #l status, B 19 HARRESHIMEFIRE, H40 :

PersistentVolume %1% & X =%l

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001 0
spec:
capacity:
storage: 5Gi 9
accessModes:
- ReadWriteOnce 6

persistentVolumeReclaimPolicy: Retain ﬂ

status:

FAMBHET.
BRI UGANEFHEE.
R, RREELENRREHIR,

0009

EHAEARE, BEERREERENALEE,

3.3.1.PV KE
OpenShift Container Platform XL T RFA SN :
® AWS Elastic Block Store (EBS)

® AWS Elastic File Store (EFS)

Azure Disk

Azure File

Cinder

13
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® Fibre Channel

e GCP FFAMRAL

® GCP Filestore

® |BM Power Virtual Server Block
e |BM® VPC Block

® HostPath

e iSCSI

o Kiths

e NFS

® OpenStack Manila

® Red Hat OpenShift Data Foundation

e CIFS/SMB

VMware vSphere

33278
—BERT, —TREAES (PV) BRENEHERE. XALLBIERA PV B capacity BRI E.

BAl, #HERERW —TLUXERIERMETR, LG8 I0PS, throughput FREM,

3.3.3. iHER

— M REAMSTULUNREN A FNEAARESE 1NN L. TRNHNBEETRNIE, 51
PV B9 IR AT IR IX BV R E S RV ERE, B0 : NFS AIUXFSEMNEER iR, BE—NHEE
BINFS PV g2 MR AXGH. 81 PV EHEBECS—AHUNERARMERIEERN PV ZhEE,

FHRSSERLUNBRANEICE, BXHTREMNIMVERSTEHRBEISINKD, FROGERIRER—
MER, LLEBABEKRNEZEUHEZSHNTRAESICE, MILERWEZEE VTR ASHITE, )40 : 0
R—ANERERK RWO, BEE—TTESBE— T NFSPV (RWO+ROX+RWX) , NiZAEBESX4 NFS 2T
fid, AANBEXHEFRWO,

ROEnTINEELE, SHNEAYTNSENIEREE, HBEESRA. KNBHAKRTFHETHEH
Ho MRMNBRE (A0 NFS M iSCS) HHRNVIFER, M- PERIMEXNFRTEISEPE
AI—NHTREE, FRNSRMZ FIRBEEF, RN LR IR EFFEN—DBRE,

AEAMBERXNEEHROH, REZEXDN (HMBIKX) #HTHF, AERFRINERFREERNA
B, ARAENFATESR, BRI DRNEERIT, .

14
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BF

BU AR ER T B0, el FapsafliRE, FRHNASRANTLERTHIRE
REMSBENITH R, HAERERREZTI I EEEHR B,

540, NFS 124 ReadWriteOnce i [n]#&E R, MR EFEHEH ROX IhEE, 1B FBIMD
5y ReadOnlyMany,

iSCSI # Fibre Channel (Jt41&@3E) BERLEERENG. ZRIRIEER—FERER
E— T RERXES, ARLEBRT, X RHT drain B4R, SELEHRANT R
RN, B2 Al WERMERSH pod.

TRIM TR :
& 3.1 RN

ik CLIHE 3T

ReadWriteOnce RWO BRALUKE DT RUNEERAEH,
ReadWriteOncePo  RWOP BRI — DA R EREA pod LUSEBEER HEH,
gl

ReadOnlyMany ROX BRI RS D /LR EE,

ReadWriteMany RWX BE LWL N RUEEREREE,

1. RWOP {# M SELinux ¥£#3heE, LLIhEEMINFINEFERF, 1€ ODF. AWSEBS. Azure Disk.
GCP PD. IBM VPC Block, Cinder #1 vSphere FREVA/EH, MELE=AWNERF, BEHREHN
FhE /.

R 3.2. IFHR ARSI HER

ReadWriteOnce [1] ReadWriteOnceP ReadOnlyMany ReadWriteMany
od
AWS EBS 12 i i
AWS EFS | | | |
Azure File | | | |
Azure Disk | |
CIFS/SMB | | | |

15
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ReadWriteOnce [1]

ReadWriteOnceP
od

ReadOnlyMany

ReadWriteMany

16

Cinder

Fibre Channel

GCP #HA MR

GCP Filestore

HostPath

IBM Power Virtual
Server 7

IBM® VPC Disk

iSCSI

A

LVM 72i%

NFS

OpenStack Manila

Red Hat
OpenShift Data
Foundation

VMware vSphere

OpenStack Manila

Red Hat
OpenShift Data
Foundation

(=)
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ReadWriteOnce (RWO) BARBEHHFNZ AN T m L, MRT =KW, RESFHEHM NG RWO
BEBIFTTRLE, RHNEBEEDES THET =, NRELBEZHEFEIZER, 1HERBITEX
8% BRI RY T s EMHIER pod, LUEESR R T/E RSB E R, BAIINFEMINZISEFAESR],

JRE AWS EBS B9 pod i F B3 1] 2 B9 BB B 3R BK,

RAEBRBIEZFF ReadWriteMany (RWX) 15 IFIRRX A F AT BEF iISCSI, MEELELR, E5
[ "Block volume support",

INRIEZ vSphere MR HF vVSAN XRS5, I OpenShift Container Platform Z%# vSphere
Container Storage Interface (CSI) Driver Operator 3 f provisioning of ReadWriteMany (RWX)
B, MRERBEBE vSAN XXHFARSS, BIEIER RWX, NIBRTEMAUE, HILxRER NEE
%28, 1ES 4"/ Container Storage Interface” - "VMware vSphere CSI| Driver Operator”,

3.3.4. [T E%
BATLUSF LR ILAMES

xR 3.3. BMER

51§24 ok

Available AR, AR EEMEMAER,

Bound BEHEE—EH,

Released LURIMEAIX AN BHEBA B MM, BiZCRITEAHREHEHENR,
Failed B E S EH AR

BRLLZITUT RN REFHEER PV B PVC &7 :

I $ oc get pv <pv-claim>

3.3.4.1.

EHEI

1= A] LUE A B M mountOptions 7E3E%: PV 5 EHHE,

o -

HEHETRG

apiVersion: vi

kind:

PersistentVolume

metadata:
name: pv0001
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
mountOptions: ﬂ

17
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- nfsvers=4.1
nfs:

path: /tmp

server: 172.17.0.2
persistentVolumeReclaimPolicy: Retain
claimRef:

name: claim1

namespace: default

ﬂ TEF PV HEE IR R A48 E R E0E T,

LU PV KRBT R HHEIN
® AWS Elastic Block Store (EBS)
® Azure Disk
® Azure File
e Cinder
® GCE Persistent Disk
e iSCSI
o Kt
e NFS
® Red Hat OpenShift Data Foundation ({XF§ Ceph RBD)
e CIFS/SMB

® \/Mware vSphere

Fibre Channel 1 HostPath PV 7~z #riE#k 7,

® ReadWriteMany vSphere &3 #F

3.4. FFAMERF (PVC)

& PersistentVolumeClaim X REBIE—1 spec # status, B 12HMEK T FEEHHAE TR,
a0 -

PersistentVolumeClaim %R E Y =%l

kind: PersistentVolumeClaim
apiVersion: vi
metadata:

name: myclaim ﬂ

18
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spec:
accessModes:
- ReadWriteOnce 9
resources:
requests:

storage: 8Gi 6
storageClassName: gold ﬂ
status:

PVC BY& TR,
VAR, FBRBEILSNRREHNER,
PVC Al HEEE,

0009

A EARTEER StorageClass BI& R,

3.4.1. FhEE

7%, #jI7E storageClassName B MEFIEEFMERATR, FEARLUER—MFENEMER, REE
B KHIEH PV ( storageClassNamefI(E5 PVC HBYEER) TS5 PVC 4 E, SHEEAAERE
PIRBERFEN IS NEHRIRERS. SHEEATREZSENES PVC K EERDN PV,

BF

RIFEHAMES, Cluster Storage Operator AIRERRE—NBIANNEMELR, EFEHEREH
Operator B FIES], FEEEE EMAINE 2 ARG EMRIESR, MRFELINAED
170, MIE B E LIEEE,

EREEOMALUNARA PVC EBERINEHE, LRE T RINEMHERN, PVC MIBRBMERMEFIMEE
StorageClass =X storageClassNamei% s "', LUEHERZEEMEIEM PV,

-

==
INR—NLLEWIERE R RC BRI, IR BETE storageClassName # 2. =18 EHT F BE 41
B PVC, AL, MRE—NEMHREILE N RIME

3.4.2. iliER

BERREIE R AR RNREMER, FRSEHERMER,

3.4.3. Resources

R pod — 1, FEARLUEKREABENTERE, EXMBERT, BXKETEME. BENTEREERTEM
=HA,

3.4.4. FRRENE

pod BT I EBRIE VBRI NEME, EFERAFAN, FHFEEMN pod ITR—1m&AZEHE, EE7E pod

Hen 2B E IR EIER, FERERFERX/EIREENPersistentVolume, B#RIEEEIFENLF pod
R, B0

19
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HEEBEEHH pod =Hl

kind: Pod
apiVersion: vi
metadata:
name: mypod
spec:
containers:
- name: myfrontend
image: dockerfile/nginx
volumeMounts:
- mountPath: "/var/www/html" ﬂ
name: mypd g
volumes:
- hame: mypd
persistentVolumeClaim:
claimName: myclaim e

Q £ pod EEHBHIERRE,

Q EEHNBNET, TEREHEIEE root, / NENMBSHPHERBEMBEERE. MRBHFHEBN
IR, AJRERMAERMIENRS (WNENB /dev/pts XH) . EM /host EEHENERREH,

© EERMPVCER (FETRA—HEEAF) .

3.5. I ETH

OpenShift Container Platform AILAER S B & RIB RS, XLEBEEXHRSL, N FRIUNBEES A#E K
FHLUHE B CHEMEIRSHIN BRRFERY, FERATHTLUREMHEREIE.

[RIGERE T LLUBT7E PV #1 PVC #4818 € volumeMode: BlockK & .

' o
HARIARER pod BEEE N RIFRFIA SR,

TRERTHLESBUSFRE,
R34 REXH

Bt

Amazon Elastic Block | | |
Store (Amazon EBS)

Amazon Elastic File
Storage (Amazon EFS)

Azure Disk | | |

Azure File

20
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BE4 FoiER IR ER S FF
Cinder | | |
Fibre Channel | |
GCP | | |
HostPath

IBM VPC B 0 0 I
iSCSI 0 !
A B | |
LVM 7#fi# | | |
NFS

Red Hat OpenShift Data I | |
Foundation

CIFS/SMB i i I
VMware vSphere | | |

BF

AFHEFERRETEIHFOREBENRAT TR, BATITIIRET RIE ™ M
IRFSFRNIL (SLA) XFr, BINRERTREH TR, AR HEEEHNEHREREN,
XEERRTR BT Thee AT LM A iR X T BT, HAENSEFLAMBRRH KRR L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

3.5.1. IR B RAI

PV =l

apiVersion: vi
kind: PersistentVolume
metadata:
name: block-pv
spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
volumeMode: Block ﬂ

21


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.16 7=

persistentVolumeReclaimPolicy: Retain
fc:
targetWWNs: ["'50060e801049cfd1"]
lun: 0
readOnly: false

ﬂ ZE volumeMode % & Block ERXFR XN PV 22— NRIALAE,

PVC =il

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: block-pvc
spec:
accessModes:

- ReadWriteOnce
volumeMode: Block ﬂ
resources:

requests:

storage: 10Gi

Q FEE volumeMode % & Block ERFKIEKR—NRIA PVC,

Pod HiA& 2l

apiVersion: vi
kind: Pod
metadata:
name: pod-with-block-volume
spec:
containers:
- name: fc-container
image: fedora:26
command: ["/bin/sh", "-c"]
args: [ "tail -f /dev/null" ]
volumeDevices:
- name: data
devicePath: /dev/xvda @)
volumes:
- name: data
persistentVolumeClaim:
claimName: block-pvc 6

Q SFFHLE, A VolumeDevices A& volumeMounts, R%& persistentVolumeClaim j&E ] LA
MBS —RER,

@ 7 devicePath i 2 mountPath A REIR A IR TIR MBI A BB R,
9 BIRWIZ persistentVolumeClaim 52, HWWil5HIER PVC B EFRILAL,

%% 3.5. volumeMode #Z8E

22
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Filesystem =
Block 5

K 3.6. REMHAEAR

PV PVC volumeMode

volumeMode

Filesystem Filesystem GiE
Unspecified Unspecified GiE
Filesystem Unspecified GiE
Unspecified Filesystem GiE
Block Block GiE
Unspecified Block THE
Block Unspecified T4 E
Filesystem Block THE
Block Filesystem T4 E

- o
KigEERHFEREIAE Filesystem,

3.6. {#FH FSGROUP 74 POD #BHf
MREHEETEREL XY (1,000,000 KEL) , EAEERBE pod B[R],

XEEY, EBRIAERT, OpenShift Container Platform &% IR ENEBRBMFARAFIIE, LUE
EHEH BN S pod B9 securityContext 5 EH fsGroup T, X FAREE, EMERFRANFIIR
FIRERIEBFENT, MK pod HEhBERE, &7 LEA securityContext FHH
fsGroupChangePolicy FE& 124 OpenShift Container Platform 1% 1 & I &M AT AT RHI 5
o

fsGroupChangePolicy E Y f pod A FF & ZBIE B ENFARIIT N, WFREICERTFZH
fsGroup- #2HIMIFT B INFINER. LhFEEH M TRERE

e OnRootMismatch : (Y% root BRI RFFF AN S BB TTHAABR A LB F < 8 A PR FOAR
BN, XEBTFYEE B RENFRE NIRRT SZRNE, LA pod &R,

23
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e Always : HBWEHN, HARRBHINRMAE
fsGroupChangePolicy 7~

securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
fsGroupChangePolicy: "OnRootMismatch” @)

Q OnRootMismatch #5E Bk %I BRE N, XA BITFE & pod BRI,

v p= Y=
fsGroupChangePolicyfield *fllmif SR ELE BN, W secret. configMap 1 emptydir,

24
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B4 E REFAME

4.1. {8 AWS ELASTIC BLOCK STORE Hy# X 1721

OpenShift Container Platform 33 Amazon Elastic Block Store (EBS) £, & LMEA Amazon EC2 5
OpenShift Container Platform SE 24 E & 7 A M 1Z 1,

Kubernetes IHAMBIERATEE ARBTERARGEHENER, HEAFAUERTREZFEHEED
BB R FIERIXLER, EATUSABE Amazon EBS &, BHAMERSENEETBMHRZERMEX
Bk, ©f 1A LATE OpenShift Container Platform A HZ, HAMSFHIH N ENTIESKE MR L
By, HENBRAFRERE, B LUE Y KMS BB AWS LB container-persistent &, BIANIER
T, #FAIERMEEA OpenShift Container Platform ik 4.10 1B S AR EHE A gp3 FHEF AWS EBS
CSI I 5hi2FF,

H o
e R AT aE R Z TR hE N R LT,

BF

OpenShift Container Platform 4.12 R E#HHIMRA Ty AWS Block in-tree BRI BT
R EIXT B CSI IXBhFERE,

CSI BhEBROZAI AT LEH 1T, IRARWNLEBEAREINE APIXTRMAR, MRFA
ME FRAMBHFRNEFMER. EXIBNESZER, ESMH CSI BT,

4.1.1. 0]E EBS 72k
EHEEAFRAMISEERAMER, BT LFEE, BATUREHHABRNZEAMS,

4.1.2. QIR A B
SeRFH
LU E A LA SN OpenShift Container Platform RMIE 2 A, BB EETEZNEHRS
g3
1. #E OpenShift Container Platform 2|4, il Storage — Persistent Volume Claims,
2. ERFAMBFEPARTIF, = Create Persistent Volume Claim,
3. FEHEIMBTTE A E LR L,
a. MTFRIFH AR R i BIEFMHE R,
b. i AFF 7S BARIME— & 7R,
c. IEFEVIERR, HRFERTE T FEFBILE T IR,
d. & XFHEFEBRBARN,
4. Rili Create IBFAMBE, HER—TRALS,

25
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4.1.3. BIEX

£ OpenShift Container Platform EEHBHFEZBLARZE, CRRESELCSHBAMSE LF
B fsType SHUEENXH RS, MREBEAXHRGRAIZINE, LS PRIRMERIBE SN
B, HERBENXHRTB IR EIZIZE,

EEISUE AL RS R AL BT AWS BREFAMES, EH OpenShift Container Platform EEREARIR
HITHRRE,

41.4. — TR LB EBS BHRAHE

EINER T, OpenShift Container Platform 5% X #F18 39 1 EBS B MNE— T s XMRHIS
AWS BRE —3, BREIBURFLHIKE,

HE

ENEREIE R, B #FERAR A Container Storage Interface (CSI) &R EMERNMTE

fit2s, BAREBREMNERXHNSEE, F in-tree #l CSI B, =AM EBS SHES
BITE, FIEEMRREEHESTUE 39 N EBS &,

BXRUFAEANFELTT (MNBIRIR) BIIFERE, 1§53% AWS Elastic Block Store CSI Driver Operator o

4.15. {#F KMS Z5H7E AWS LINB AR HALS
FEERE T AWS B, T IE AWS EINEBE SRS KMS BEHRE A,

SoREZM
o EEEMZEHNITEEEFEMH,
o IRIIE AWS EOIEREF KMS B4,

ik

1. BIREREE -

$ cat << EOF | oc create -f -
apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
parameters:

fsType: ext4 9

encrypted: "true"

kmsKeyld: keyvalue 6
provisioner: ebs.csi.aws.com
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
EOF

5

EFHRIE TR,
FEFIEH LRI AR,

1]
2]

26
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B A4E BERFAEH

9 1EEME container-persistent B {§ B HRITE Amazon FIREHM (ARN), AR%
BiIRHEEMAEY, {H encrypted FEEIFILE N true, MIFERAKIAKI KMS BiH, 15514

2. [ERIEE KMS BENEFEELIE PVC :

$ cat << EOF | oc create -f -
apiVersion: vi
kind: PersistentVolumeClaim
metadata:

name: mypvc
spec:

accessModes:

- ReadWriteOnce
volumeMode: Filesystem
storageClassName: <storage-class-name>
resources:

requests:

storage: 1Gi
EOF

3. BB EREARSRLUER PVC :

$ cat << EOF | oc create -f -
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: httpd
image: quay.io/centos?/httpd-24-centos?
ports:
- containerPort: 80
volumeMounts:
- mountPath: /mnt/storage
name: data
volumes:
- name: data
persistentVolumeClaim:
claimName: mypvc
EOF

4.1.6. HHIR

o BXUNAANEFMETMER, MNEBRIE, HSMH AWS Elastic Block Store CSI Driver
Operator, XERARTEEMIRBHE G HER,

4.2. {F A AZURE A 417

OpenShift Container Platform 3% Microsoft Azure Disk &, f&A LUFEF Azure & OpenShift Container
Platform 8B &Kk AMETE i, Tl TRIZENT Kubernetes #1 Azure H—EM T 2, Kubernetes 3 A4
BERATEEARBTERALEWNER, FERSIUERT BREZFHEMBER T 15 KX L TE
Ho Azure BEEE B LIENISEE, HAMBSTESENMFEU BN mAEEEXRE, ©i"LE OpenShift
Container Platform 8 A HE, FAMBFHRINENTIEHNEMREZEMN, HYNAFAIEKRE,
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BF

OpenShift Container Platform 4.11 & Z lGHIKRA S Azure Disk in-tree BiEHF IR B T
BN B CSI IXBhFERE,

CSI BhEBROZAI AT LEH 1T, IRARWLEBERREINE APIXTRIAR, MRHFA
ME. FRAMSFRMEFMELR. BXIBNESZER, ESMH CSI BT,

BE
R AT HIEZNEF BRI RM.

® Microsoft Azure Disk

4.2.1. 813 Azure 7FfiE 2
FEERATROMUN D FENAIMER, B LFHEE, BPALRGEHSEENRALS,
i
1. £ OpenShift Container Platform #2#l & A s ifi Storage— Storage Classes,
2. EFEREBRA, =ifi Create Storage Class,
3. MBI TTE A E LR L,
a. MA—NBIRRIBRFME,
b. WIAHRER (L) .
c. HEFF reclaim SRB&,
d. MTHIFIZFR AR kubernetes.io/azure-disk .
i FIATEREIR P KB, XEIRE Azure TFETK Y SKU JZXT R, BRUETSIE

Premium_LRS. PremiumV2_LRS. Standard_LRS. StandardSSD_LRS #
UltraSSD_LRS,

B

A X &R A #F skuname PremiumV2_LRS, 1E—iEZ X iEAth
AXFHAETHAR, MERLER, 1HSH Azure X1,

i. FIAMTRE, HYETN shared. dedicated 1 managed.
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HE
IR AR R A2 FEE A kind: Managed.

£/ Shared #1 Dedicated i, Azure RAIEIEZERAL, M OpenShift
Container Platform #18§ OS (root) W& GIBE— N2 EMWE, ER,
7 Azure Disk ARVTFET R LR ERASEMIEZEHME, FILAER
Shared 5 Dedicated A2 IEZEMELTTEM INE] OpenShift
Container Platform 77 g2,

e. RIEFENFMHERHAMIMNSE,
4. = Create f|BFfE2,

® Azure Disk Storage Class

4.2.2. QIEFA SRR
SeRFZH
LB LA IE S OpenShift Container Platform & 2 BI, EUMEEETEZNEME RS
g3
1. #E OpenShift Container Platform 2|4, il Storage - Persistent Volume Claims,
2. ERFAMBFEPPARTIF, = Create Persistent Volume Claim,
3. MBI TTE A E LR L,
a. MTFRIFH AR RIfBIEFMHE R,
b. i AFF 7S BARIME— & 7R,
c. IEFEVIMERR, RFERTE T FERBRRILE T TR,
d. & XFHEFEBRBRN,
4. Rili Create IBFAMBE, HER—TRALS,

4.2.3. BIER

£ OpenShift Container Platform ¥#E B HFHEBABRRZA, ©RRECES IS H fstype SHUE
EXHRG. MR EEFERAXGRGEERIZIEE, ZXETPHNRERIBEHSBEMER, HERBEN
HRoEERIbILEE.

XS AT LAFE AR AEBY Azure BIEAFFA S, BN OpenShift Container Platform £ —REARIR
T EH#ETREE,

4.2.4. BFEHEHEMER PVC B BRI RNVLERE

BRI LAEIRRTE Azure EIZ1THONLERSR, ZALSRSKARBETH BRMARIES, ultra I EH RS
ff, RAFEXREIZIBEIFENE,

29
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in-tree &4 CSI W RFEZFER PVC EAER s, ML LERCE PVC WIBR TR E R
T ERE N BERS L

® Microsoft Azure ultra B SC#Y
o f{HF CSIPVC 1EsmHlf e L EN 2RI 25
o TEiTERE EEREN IV ERE/E N EUBRAL

4.2.4.1. FANSBE VR A BREME NS
BRI LU Jn 255 YAML SXHETE Azure EEREB W B B EURE A BOMLES.

FoRFZM

e B H Microsoft Azure £2%,

ik
1. BT TH4%, EHIIAM Azure MachineSet B E X ¥R(CR)HIwIEE :

I $ oc edit machineset <machine-set-name>

Hrh <machine-set-name> 2 A EF A BB E B A28 5%E,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
spec:
template:
spec:
metadata:
labels:
disk: ultrassd ﬂ
providerSpec:
value:
ultraSSDCapability: Enabled g

@ RS BTLEUNSKURMI TR, LRERER diskulssd BFXME,
9 X AT RFER ultra FE A

3. BT T &S, ERAEMNEELEZISE

I $ oc create -f <machine-set-name>.yaml
4. BIB—NEELUT YAML E LHTFEE

apiVersion: storage.k8s.io/v1
kind: StorageClass
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https://docs.microsoft.com/en-us/azure/virtual-machines/disks-types#ultra-disks
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B A4E BERFAEH

metadata:

name: ultra-disk-sc ﬂ
parameters:

cachingMode: None

disklopsReadWrite: "2000"

diskMbpsReadWrite: "320"

kind: managed

skuname: UltraSSD_LRS
provisioner: disk.csi.azure.com ﬂ
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer 6

IBEFMEMZIR, WHREFER ultra-disk-sc /E X ME,
IEEFHEIH IOPS B2,
EEEMENELE, ¥4I MBps.

0009

% F Azure Kubernetes Service(AKS)IRA 1.21 sk EE bR A, 15{#EA disk.csi.azure.com,
X F AKS R HEARR A, 15 1% kubernetes.io/azure-disk.

A% ¢ IR LS E A OB 5 R AL AY pod,

®

5 OB MFAMSFEPVC)ESIBAEELLT YAML & YK ultra-disk-sc Zfi#2K :

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: ultra-disk ﬂ
spec:
accessModes:
- ReadWriteOnce
storageClassName: ultra-disk-sc 9
resources:
requests:

storage: 4Gi 6
@ 5 PVCHER. LR ultra-disk fF X ME,
Q Itk PVC BIFA T ultra-disk-sc 2%,
9 BEFHERKRN. &IMEH 4G,

6. UEEELLT YAML E XLH pod :

apiVersion: vi
kind: Pod
metadata:
name: nginx-ultra
spec:
nodeSelector:
disk: ultrassd ﬂ
containers:
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- name: nginx-ultra
image: alpine:latest
command:
- "sleep”
- "infinity"
volumeMounts:
- mountPath: "/mnt/azure"
name: volume
volumes:
- name: volume
persistentVolumeClaim:
claimName: ultra-disk g

ﬂ EEEABEREMENI SRS, WREER disk.ulssd BFXME,

XA pod 31 T ultra-disk PVC,

Kk
1L BTUTHNRIENSRES AR -
I $ oc get machines
HL23N 420 F Running A7,
2. MFIEEZITHMINT REONEE, HSTUTRRRIESK -
I $ oc debug node/<node-name> -- chroot /host Isblk

EX 4 H, oc debug node/<node-name> & 1E 77 s <node-name> _E/F 51— debugging
shell, F{EiE—NiHE - WS, FHHSS chroot /host IR EZ EHIRERG ZHHHIX 4
BI517], Isblk T REEE ENIRERTOITENRIZ &,

RS

o Effpod FEAXEME, FUBRERESRMNIERE, QB DRULLTRAIB YAML XX
% :

apiVersion: vi
kind: Pod
metadata:
name: ssd-benchmark1
spec:
containers:
- name: ssd-benchmark
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- name: lunOp1
mountPath: "/tmp"
volumes:
- name: lunOp1
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hostPath:
path: /var/lib/lunOp1
type: DirectoryOrCreate
nodeSelector:
disktype: ultrassd

4.2.4.2. J5 A ultra B £ A4 33 £ BB HERR BLR
FERARTHIERMETRES BRI N E T EMRE,

42421 TEESHBE M N AMEESEFH

MREH T HRERMATFHNFALSHFRNNZ, pod &—EBELTF ContainerCreating K7, FfitkZE
o

B0, MRHEEZFIEE pod BT mAIH 23 L% E additionalCapabilities.ultraSSDEnabled £,
M HILLTHEEER «

I StorageAccountType UltraSSD_LRS can be used only when additionalCapabilities.ultraSSDEnabled
is set.

o ERRXAME, IHIZIT AT kit pod :

I $ oc -n <stuck_pod_namespace> describe pod <stuck_pod_name>

4.3. {HH AZURE FILE M9 A 1 726E

OpenShift Container Platform 323 Microsoft Azure File &, Ea LUEA Azure - OpenShift Container
Platform BB &K AMEM. BiBRXEX Kubernetes #l Azure HE—EM T &,

Kubernetes IHAMBIERATEE AIRBETERAMEMNER, HERFIUERT BREZEFHEN
FIER TIERIXLETR, SR LI SE % Azure File B,

BAMSTHEE ANTIESK SR LN, EALIE OpenShift Container Platform £ HZE (1, FA
MBFRARIHNEANTE NP ZZEEDN, MARFEPAILUERENAF,

BE
R AT MR ZNEHE R R,

BE
Azure File BF AR 2HEH,

BF

OpenShift Container Platform 4.13 R BE#BIARAN Azure File in-tree Bif{HR BT
RN VB CSI IRENTRRE o

CSI BhEBROZAI AT LE#H 1T, IRARWNLBERREINAE APIXTRMAR, MRFA
ME. BRAMSHFRMEFMELR. EXIBNESZER, ESMH CSI B,
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® Azure File

4.3.1. 6l|# Azure File £Z#F A &7 0A

EQEBEAMEBER, BUITELEEL—NESE Azure TR IR Secret 7R, It secret 7
PersistentVolume & X &, NARFHERANZAEESEFRNS|IBEIZ secret,

S
e B 1F7E Azure File E,

o BRIt HZMFMNEIE, Hh2FMHIKAMEH,

ik

1. SIS S Azure File ‘EiFH Secret *f 4 :

$ oc create secret generic <secret-name> --from-literal=azurestorageaccountname=
<storage-account>\ ﬂ
--from-literal=azurestorageaccountkey=<storage-account-key> 9

Q Azure File Tk /4 & 75,
Q Azure File 2K - 254,

2. BES|BIRAIER Secret 5T RHE PersistentVolume XK :

apiVersion: "v1"
kind: "PersistentVolume"
metadata:

name: "pv0001" 0
spec:

capacity:

storage: "5Gi"
accessModes:

- "ReadWriteOnce"
storageClassName: azure-file-sc
azureFile:

secretName: <secret-name> 6

shareName: share-1 ﬂ

readOnly: false

FAMBHET.
LR AMEBBIARN,

B & Azure File £#Z&EIEH secret &1,

0009

Azure File =ML TR,

3. QIS SR OB A A PersistentVolumeClaim #T 4 :
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B A4E BERFAEH

apiVersion: "v1"
kind: "PersistentVolumeClaim"
metadata:
name: "claim1" ﬂ
spec:
accessModes:
- "ReadWriteOnce"
resources:
requests:
storage: "5Gi" g
storageClassName: azure-file-sc 6
volumeName: "pv0001" ﬂ

R A S FRINZTR,
FAMSFREIKRN,
ATE&ERAUESNEMEENET. 15E PersistentVolume & X {ERAMEESE,

0009

3| F Azure File =M ¥ A PersistentVolume % RBYE& TR,

4.3.2. £ pod H#%k Azure File =
UBFAMESERE, NARFMAILUERE, UTFREIERT 7 pod FiEELLHE,

FRFZM
o EHFEE—ITHMHNIIEZ Azure File HEMFFAMBHER,

ik

o GIEAHEHFHINARFAMERN pod:

apiVersion: vi
kind: Pod
metadata:
name: pod-name ﬂ
spec:
containers:

volumeMounts:
- mountPath: "/data"
name: azure-file-share
volumes:
- name: azure-file-share
persistentVolumeClaim:
claimName: claim1 e

pod B &R,

£ pod S Azure File HEMRR, TEHEEEIREE root. / NENMBLRFERBIES
B, MERB[ERVIR, TREKMFEMENRS (ENH /devipts X¥F) . EH
/host HEH EN 2L LM,

®9
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9 2 B PersistentVolumeClaim %t &8 & 1.

4.4. {£F3 CINDER BYF A M1z

OpenShift Container Platform Z#F OpenStack Cinder, MBI EX Kubernetes #1 OpenStack B —
ERT o

Cinder B LIS E R, FAMBLASENFEUB S &ZEEMEXEE, ©1]8aLIE OpenShift
Container Platform &M H =, HFAMSFHARIH N ENTBHERRZZEHMN, HNMAFEEKRS,

BF

OpenShift Container Platform 4.11 & Z [E#IMR A Cinder in-tree Bl BT H% E
KRB CSI IR,

CSI BhEBROZAI AT LEH 1T, IRARWLEBERREINE APIXTRIMAR, MRFA
ME. BRAMSFRMEFMER. EXIBNESZER, ESMH CSI BT,

e & T iR % OpenStack Block Storage #01a h EHFEHIRBRHAREHEENER, HSH
OpenStack Cinder,
4.4.. /8 Cinder FE&
W LA S OpenShift Container Platform B2 BT, ©UFMEEETEZNEHERS

FoRF M
® /j Red Hat OpenStack Platform (RHOSP) EZi& OpenShift Container Platform

e Cinder%& D

4.41.1. 0B AHLSE

IRLITERN RE LR ELFAMES (PV), AREFEEIE OpenShift Container Platform FREIETE :

Az
1 SN RE LREFEXMH A,

cinder-persistentvolume.yaml

apiVersion: "v1"
kind: "PersistentVolume"
metadata:
name: "pv0001" 0
spec:
capacity:
storage: "5Gi" 9
accessModes:
- "ReadWriteOnce"
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B 45 BERFAMEH

cinder: 6
fsType: "ext3" ﬂ
volumelD: "f37a03aa-6212-4c62-a805-9ce139fab180" 9

FAMBFERAY Pod EAMNBEMN.
NIENERERNEFHEE.

LIXNBWE—RETL, XHRARROE,

9 4 Red Hat OpenStack Platform (RHOSP) Cinder &3 cinder,
a Z{FAB Cinder B,

B

EBEERALHEBERE, TEERN fstype SHME, BETRESSBEES
K0 pod KM,

2. QIR E—FHPRFIINRE LXK,

I $ oc create -f cinder-persistentvolume.yaml

4.412. FAHERAL

&7 OpenShift Container Platform ZE B REABRISATHERIL, FTLARTLMER KRB RIELR Cinder B
EH PV,

£ OpenShift Container Platform HEZEBHFMHLBL AR ZA, ERRNERE PV EXHERESEH
fsType SEIEENI X HR . MREBERAXERGERLIZIEE, ZXEPNAEEIBESEMER,
FE AR ENH R B IIE B IZIL 7.

4.41.3.Cinder %%
INRIEN BRRERERE Cinder PV, EEHENERBHEBLSM,

FoRF M
o WBIB—MEREY fsGroup FKEEH SCC,
TR
1 OIE— RSP FRERIMEI SCC -
I $ oc create serviceaccount <service_account>

I $ oc adm policy add-scc-to-user <new_scc> -z <service_account> -n <project>

2. ENAREFENBEBELRES, 1REMRSIKS &M securityContext :

apiVersion: vi
kind: ReplicationController
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metadata:
name: frontend-1
spec:
replicas: 1 ﬂ
selector:
name: frontend

template: 6

metadata:
labels: @)
name: frontend 9
spec:
containers:
- image: openshift/hello-openshift
name: helloworld
ports:
- containerPort: 8080
protocol: TCP
restartPolicy: Always
serviceAccountName: <service_account> G
securityContext:
fsGroup: 7777 ﬂ

BI51TH pod BIEIAEL,

FI21T8 pod BIPRE ISR,

PEH 25 08 pod AR,

pod EEUIRZE, BT B EIREEFSR R,
I BENSHRENRARGHTKEN 63 MFH.
BEE O EZBIBRSIK

1 pod 18 %E fsGroup.

99900609

4.5. {5 FIBRE CHANNEL A 12 %

OpenShift Container Platform 3z#¥ Fibre Channel, B & A Fibre Channel £5 OpenShift
Container Platform SEEHRMEIFAMEE, Bl BRIZEXT Kubernetes # Fibre Channel E—EM T #,

H .
ETF ARM SRIGHER IR A X8 Fibre Channel BIFF A,

Kubernetes IHAMBIERATEEARBTERAMEMNER, HERFSIUERT BREZEFMHEN
FIER TERXILET R, FAEERSENMFEUIBRMRAEEEXE, ©19LE OpenShift
Container Platform 8 A|H =, FAMESFHARINENTEHNE MBI, BYMBFAERE.

H o
BT AT MR ZNEHER R,

38



B 45 BERFAMEH

o HMANTBEIRE

451 B

Z{HF PersistentVolume API &% Fibre Channel &, %AIRELUATHRE :
e targetWWNs (Fibre Channel [£51 BFREI World Wide Names) .
o — AW LUN S,
o HRLIKE,

FFAMESH LUN Z[F8 — D —5—rBR g,

S
® Fibre Channel LUN W IETFEZERSiH,

PersistentVolume 3R 5E X

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
fc:
wwids: [scsi-3600508b400105e210000900000490000] ﬂ
targetWWNs: ['500a0981891b8dc5', '500a0981991b8dc5 9
lun: 2
fsType: ext4

@ =FEHEAR(WWID), FCwwids 3 FC BFR WWN # lun BH & RS E, BTFEERN
B, B WWN BInFER FC WWID FRARF, EAERUMRIEEBNFi#XE&RmE, FERITHA
Fif AL AR R, Bid &t SCSI Indentification Vital Product Data (page 0x83 ) =X #.5T
Serial Number (page 0x80) 3&jik#g WWID #RiARF, FC WWID #1112 /dev/disk/by-id/ &5 | FAfk
HEREIE, BEEENRERLET L, BMEMRRRG X &2,

ibre Channel WWN H /dev/disk/by-path/pci-<IDENTIFIER>-fc-0x<WWN>-lun-<LUN#> &,
BEFFERM WWNZHET (2FF0x) FLE (21 -) B2,

H "
EBHBEHETE, BN Istype SHHES FHEIEE KM pod K,

4.5.1.1. 55 R A B AT
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fEF LUN 2 X o Bl A BC AN RN R, B LUN ERB B — N AMS, FAMBYIERE—H
2,

FAXMA SRS RAR AU ERE (1010G) EREFEAMEE, HITS5HEEHETEATENS
Sri L
4.5.1.2. Fibre Channel %%

AAGERFAMSFIERIEREME. INFRARERFNGEERPER, BRERE—HEZERFH
pod M. EAZEIRXTT AR ZEFAHNFAMESEHE T pod KL,

& Fibre Channel LUN 75 o] AR E B R RIRR A 19 i [al,
4.6. {ffH FLEXVOLUME B9 A MEF1E

BF

FlexVolume @ — 1M E2FAMThEE. FRAMEEMAE E7E OpenShift Container Platform
B, FRRETR. B, XN ERKEUEMWATIRAREMER, BARRIUEHHIE
EZHEHA,

REFIHL 122 Container Storage Interface(CS)IRENFEF 2 7E OpenShift Container
Platform R B ABIRNIEFIIE I AL, FlexVolume IXEHFEFFBI4ETTE N1ZSCHE CSIIK
2R, FI9 FlexVolume B #8% CSl, FlexVolume BIF 7 RIZ4SH TVE i ##52 CSI
WKehigr,

& X OpenShift Container Platform A E 3 SR E B THREM RFTIIR, 15BN
OpenShift Container Platform & 1T3E 1A 2 F A FMNIRBIZIEER 5

OpenShift Container Platform % FlexVolume, iX2—MH4MEH, FERFTHITERE SRR H1THE
I:Io

BMEERBBEGNEIREREME, ETLLURT FlexVolume WENFRF Y B OpenShift Container
Platform, FH NN ARFIRHEFAEFE,

Pod &7 flexvolume H N4 5 FlexVolume N2 3T H,

A3

HhBR
o TEFAMS

\5

4.6.1. %F FlexVolume X Ehi2FE

FlexVolume ENFEF R — N HUTX M, A FTEEFMET mi— N EAlE LKW E XA, OpenShift
Container Platform & EEH# K EE BT A flexVolume # PersistentVolume X & RS 1E
FlexVolume JXZhF2 %,

BF

OpenShift Container Platform 73 #F FlexVolume B9 attach #1 detach #1F,

4.6.2. FlexVolume X ZhF2 R~
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FlexVolume 2 E— N BITSHBA R —NMEELT. EMSBEIINTFEMRE. REHE
{E&EMER JSON FRBENBH,. XN SHE— P TEMN JSON FRE, MAEDIE JSON BRI H4
B #Ro
FlexVolume IXZHiEFEE :

e Ffi& flexVolume.options,

e flexVolume M—LE%E 1774 kubernetes.io/Bi%% , #l fsType #[I readwrite.

o HNREF secret, secret AR A kubernetes.io/secret/ Bii%x,

FlexVolume I E#2F JSON #i A=l

{
"fooServer': "192.168.0.1:1234", )

"fooVolumeName": "bar",
"kubernetes.io/fsType": "ext4",
"kubernetes.io/readwrite": "ro",
"kubernetes.io/secret/<key name>": "<key value>", ﬂ
"kubernetes.io/secret/<another key hame>": "<another key value>",

}

Q flexVolume.options H9RF A& 1T,

9 flexVolume.fsType HI1E,

9 ETF flexVolume.readOnly #J ro/rw,

Q i flexVolume.secretRef5| F#Y secret AT A # R HAE,
OpenShift Container Platform BEA XK NRF IR H A JSON #iE, MNR&ERE, HHSmniig
ERILE R,
FlexVolume JX /2R BRI\ Fi = Bl

{

"status": "<Success/Failure/Not supported>",
"message": "<Reason for success/failure>"

}

Wrhi2 e HAIHNZ N 0 () , 1 (R .
BENMIZERRFEHN, IEREEH - SREENBNLERE — T HRIIBEE,

4.6.3. &% FlexVolume XN

FAF# B OpenShift Container Platform B FlexVolume IRZIF2F(NFE 17 s EHUIT, ESLE
FlexVolume, HwZEFRMZEFEIRMZERZBZ VRN,

FoRFM

e FlexVolume X572 R /i SE I LA 24 -
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init
MR EhIEF. EREMBRICIE T KRBT A,
o ZH L

o TFiHRkIH : BRil JSON
mount
EH— TSI ER., XUSEEHZEMENEMNRNE, SREHIZNE, REEFHLLE,
o ¥ <mount-dir> <json>
o HUTF : Tl
o TFiHRkIH : BRil JSON
unmount
MBFEFHEEHS, XTUSEEHEEEREMLENTIMNRNS.
o H#: <mount-dir>
o HUTF : el
o TFiHRkIH : BRil JSON
mountdevice
BN EEER—1NEXE, ARG pod ILUMXAN BRI EEE,

XA call-out &% FlexVolume spec RIETEM] "secrets”, IIREHIRENEE secret, FELILHXAD
call-out,

o SH: <mount-dir> <json>
o HUTF: 1=
o TiHAHIH : BAIA JSON

unmountdevice

MB R EEEBRR .
o B <mount-dir>
o HITF: T
o TiHAHIH : BIA JSON
o FRAEEMIRIFERN ZIREH A {"status” : "Not supported”} X&iEH S 1 B JSON,

AR
L% FlexVolume IXEHFEF :

L WRANITXHFETREPRE TR L,

42



i,

B A4E BERFAEH

2. FAHUT X RTE S M- B8 1% /etc/kubernetes/kubelet-plugins/volume/exec/<vendor>~
<drivers/<drivers,

ENTENE foo 2% FlexVolume IXENTERE, 1B AT HUATSUAHRTE: /etc/kubernetes/kubelet-

plugins/volume/exec/openshift.com~foo/foo.

4.6.

Ope

4. {F [ FlexVolume IR ShiEF E 1R 0E

nShift Container Platform Y& PersistentVolume #BRREZH EiHPH—NEMH T, Fln—

N,

A2

e (#fH PersistentVolume *f & 3|HE LEMZE,

{8 FlexVolume IR RAIE L IFAEE TR

apiVersion: vi

i

ind: PersistentVolume

metadata:

S

O 600600 9

name: pv0001 0
pec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
flexVolume:
driver: openshift.com/foo 6
fsType: "ext4" ﬂ
secretRef: foo-secret 9
readOnly: true G
options:
fooServer: 192.168.0.1:1234
fooVolumeName: bar

BHEM, XZUE T FAMEBEIRFIM pod iRFIE. XN UE EiRfFiERHSHEHRT
|E_|o

NIENERERNFHEE.
PEh2FEIBR, XNFER2VIN,
BHRIXMHRYG. XDFREER,

Xt secret 95| A, It secret REVEAETE B SIRME4A FlexVolume IR F. XNFERE2A 1%
B,

read-only #ric. X PNFEREAIIER,

FlexVolume XEhF2FFBIZISN LT, FR T F 7 7E options FEXFRIEERIFRCA, LUTFIRCESIEHLA
AT

"fsType":"<FS type>",
"readwrite":"<rw>",
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"secret/key1":"<secret1>"

"secret/keyN":"<secretN>"

secret R&{%3# % mount X unmount call-outs,

4.7.{#F GCE PERSISTENT DISK BU3F A 12 1%

OpenShift Container Platform 3% GCE Persistent Disk % (gcePD). A LUEA GCE & OpenShift
Container Platform £ E & F A MFE, FITRIZES Kubernetes #1 GCE H—ER T #Z,

Kubernetes FFAMBIERAVFEERBT AR AMFMNER, HERFITUERTREZFHRN
BB TE KX EBHR,

GCE Persistent Disk B8 LIS S EE,

FAMBTESENMTET B HpREMEXEK, E]17MUE OpenShift Container Platform & A3 =,
FAMSHERZHNENTBEREGRZEFE, HNHAFAATERE.

BF

OpenShift Container Platform 4.12 RE#HBIIRA ) GCE Persist Disk in-tree B2
B ERBEINT R CSI IR

CSI BhEBROZAI AT LEH 1T, IRARNLEBERREINAE APIXTRIMAR, MRFA
ME. FALBHFRAMEER,

BXREIBMEZFER, HFBN CSI BT,

BE
R AT MR ZNEHE R,

® GCE Persistent Disk

4.7.1. 0% GCE Ffif2k
EHERTFROMUDFERIAER, BT FES, BATUREHEBENREALS,

4.7.2. QIBFAEEFH

SeRFH
W LA S OpenShift Container Platform &2 BT, ©UFMEEETEZNEERS

ik

1. £ OpenShift Container Platform &5/, i Storage - Persistent Volume Claims,

44
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2. ERFAMEBRBRABITIF, = Create Persistent Volume Claim
3. FEHIAY T E AP E SRR IE,

a. MTHIREFEFZ AT BIEER,

b. i AFF 7S BARIME— & 7R,

c. EFEVIR, EFERE T FEFBRIIEE D TR,

d. EXFHEERBRN,
4. Rili Create Q|ZFAMBE, FER—TRHAMSE,

4.7.3. BN

1£ OpenShift Container Platform EHBH M EE DL RRZE, CRLEESERASHIFAMSE L H
B fsType SHUIBEM X H R, MR EBEFERAXHREKRLZIZE, ZXGEPHMERIESRSEM
B, HEREENXHRTBIIEIIZIEF,

L3S E AT L S R A& LB GCE BRERFAMS, BN OpenShift Container Platform & R EHRIS
TR R,

4.8. {F A ISCSI BI3F A M2

IRE LUE R iISCSI OpenShift Container Platform SRR EIF A MEE, Bl 1BILEN Kubernetes #1
iISCSI BE—EH T &,

Kubernetes FAMBIERAVFEERBT AR AMFMNER, HERFITUERT REZFHRN
BB TE KX L BTR,

BE

e R AT RE R Z R MR N R LT,

BF

WARTE Amazon Web Services Ef#H iSCSI i, wiiBEHBRINNEZLER, FHES
iISCSI O &1 = H8 TCPRE. BAERT, ©i1=2i%0 860 1 3260,

BF

FA P i@t 4% iscsi-initiator-utils ¥4 @ F1E /etc/iscsi/initiatorname.iscsi AL E
JE5N2R & Fs, HIRFTA OpenShift Container Platform T LB EE T iSCSI [55)

#3. iscsi-initiator-utils {4 & 2 1E{#F Red Hat Enterprise Linux CoreOS (RHCOS) By
B,

MEESER, HHHEREHKL A,

481 B
TEMEHEE B EEE OpenShift Container Platform 2 8, BRINE BEFEETEZMEMZ I H,

iISCSI FEMZ iSCSI BHrl1F, —1MBMHISCSI BRERF (IAN), —NEMBI LUN 53, XHRTE
B, LIX persistenceVolume API,
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PersistentVolume 3R 5E X

apiVersion: vi
kind: PersistentVolume
metadata:
name: iscsi-pv
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
iscsi:
targetPortal: 10.16.154.81:3260
ign: ign.2014-12.example.server:storage.target00
lun: 0
fsType: 'ext4’

4.8.2. 5 R AL ECAN

1 LUN 2 K om I & B A RN BRIl B LUN BR2— PN EEAMS, kubernetes N A M& i il
FAME— B & 7R,

LLxFAn B RA R A URERE (A0 10Gi) ERFAMEHE, HEREXEARBTENXTN
Bt

4.8.3.iSCSI BLE

A/~ {£ /A PersistentVolumeClaim X RiFRKF . XNMHFRARER MR EREFHEN, BERERER
— BRI pod A, ZERAEMSEZERFNFAEEFAR T pod KN

B iSCSI LUN ZREEa LI ERBE R FRE T mifiil,

4.8.3.1. Challenge Handshake Authentication Protocol (CHAP) fidi&

A4, OpenShift Container Platform A LAE A CHAP 7£ iSCSI Bz iEE T -

apiVersion: vi
kind: PersistentVolume
metadata:
name: iscsi-pv
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
iscsi:
targetPortal: 10.0.0.1:3260
ign: ign.2016-04.test.com:storage.target00
lun: 0
fsType: ext4
chapAuthDiscovery: true ﬂ
chapAuthSession: true
secretRef:
name: chap-secret 6
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J5 B iSCSI & FiE CHAP 35k,
J5 B iSCSI &1/ CHAP %k,

HERA & + BIIEE Secrets X RAAF, 1% Secret X RNIIEFTA A EM 5| BBRI6 B ZEH F
ﬂﬁo

09

4.8.4.iSCSI Z &%

XFET ISCSI W RE, EALERERN IGN AEDERAD IP it iE S BE. BT S\RE, HiK
FEHPH—PHE S DMAM RIS, DERIES ARSI,

B7E pod MAKHPIEES IR, EEFA portals FE&, fI0 :

apiVersion: vi
kind: PersistentVolume
metadata:
name: iscsi-pv
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
iscsi:
targetPortal: 10.0.0.1:3260
portals: ['10.0.2.16:3260', '10.0.2.17:3260", '10.0.2.18:3260] ﬂ
ign: ign.2016-04.test.com:storage.target00
lun: 0
fsType: ext4
readOnly: false

@ 7 portals FERFMAHHBIR 1/

4.8.5.iSCSI HE Y initiator IQN

N8R iSCSI BAMYBRFHER IQN, NEE B E X initiator iSCSI FREZ R (IQN) , {BREKRIE iSCSI PV
MEANEIBY Y mE A XL IQN,

{8 initiatorName FEXIEE — B E X initiator IQN,

apiVersion: vi
kind: PersistentVolume
metadata:
name: iscsi-pv
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
iscsi:
targetPortal: 10.0.0.1:3260
portals: ['10.0.2.16:3260', '10.0.2.17:3260", '10.0.2.18:3260]
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ign: ign.2016-04.test.com:storage.target00

lun: 0

initiatorName: iqn.2016-04.test.com:custom.ign ﬂ
fsType: ext4

readOnly: false

@ = initiator BB,

4.9. A NFS B9 A M7 1E

OpenShift Container Platform S8R LA#F FH NFS LB &R AMEE, HAMS (PV) MFAMEEH
(PVC) RETHUIHEHXESMNAE, BAPVENHITEMNS NFS HAME BT LUERETE Pod FE
X, BRXEMARFEVEMSEN—NMIENEBETR, MMARERSHEHRE,

q

HhBR

=)

o HHNFSH=E

491 B

YIEAEE LA E N OpenShift Container Platform & 2 BI, EXIBEEETEZNEHERSH. B
B NFS &, NBEE— NFS RS B[MSFHBRIIEK,

ik

1. NPV OIENRE L :

apiVersion: vi
kind: PersistentVolume
metadata:

name: pv0001 0
spec:

capacity:

storage: 5Gi 9
accessModes:
- ReadWriteOnce 6

nfs: ﬂ
path: tmp 6
server: 172.17.0.2 @)

persistentVolumeReclaimPolicy: Retain ﬂ

BHEF, X2 oc <commands pod fEHH] PV FRiH,
FXNEDEBHFEE.

BARXE LERZIXEN BN, EeLir E8BERSFRAER PVC 5 PV T,
LHl, A BEETF accessModes & i1 (A HLI,

ERNERE, EXNTROER nfs i,

®0 009

NFS AR5 25 5 HRIER 1R
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B A4E BERFAEH

© NFSRFEBOEHEH Pt
@ PV reclaim KB, ERET EBWHMERL £ 4o

Gk

% B NFS BE /i H R R FBIRTE W R T RS,
2. WELIET PV :

I $ oc get pv

A

NAME LABELS CAPACITY ACCESSMODES STATUS CLAIM REASON AGE
pv0001 <none> 5Gi RWO Available 31s

3. CIBAEERN PV R AMSFEER !

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: nfs-claim1
spec:
accessModes:
- ReadWriteOnce ﬂ
resources:
requests:
storage: 5Gi g
volumeName: pv0001
storageClassName: "

ﬂ PiAER ARSI L R e, MEIENREREE PV 5 PVC R,
Q LS iR 5GI HEETEM PV,
4. WBIANQIRTRABER :
I $ oc get pvc
I

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
nfs-claim1 Bound pv0001 5Gi RWO 2m

4.9.2. i AL B AT

{5 AR A% o0 X s IR AL BR BRI K/N R, BN REAAUEECH S, BN FHBE - PV,
OpenShift Container Platform &{RIEEA PV #FEA RN EH, B NFS BIRFSHFMBFHNH—4HZH
B G S,
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RAXHAEEFRATLEFLZAAUEERE (010G FRFAMEFNE, HITSHESHAEARTE
BT ICE.

49.3.NFS B%&%

XERDILR T NFS Bett, HPaELENRI SELinux EE, AHAHERT M POSIX TR, 72
UID. supplemental B0 SELinux FIEA A,

BEFAZNAALER PVC &%5, sHEETE Pod & X F volumes E39F F NFS 4K IEK NFS 77
fifio

NFS ARS5 25 1 #Y /etc/exports XS & /15 RIBY NFS B%., Bix NFS BkAE POSIX HiBEEMHEE D,
OpenShift Container Platform NFS 14 {# FEREB POSIX FTE &R RIE S HEI NFS B KRB
PREFARBINFS Bx, A, BBLEFRBTHAERB UID 5 NFS EHMAEER UID TR, X2
EHIT N,

fBlan, BFr NFS B3RIE NFS BRSS257, SRR
I $ Is -1Z /opt/nfs -d
I

I drwxrws---. nfsnobody 5555 unconfined_u:object_r:usr_t:s0 /opt/nfs

I $ id nfsnobody
A a1
I uid=65534(nfsnobody) gid=65534(nfsnobody) groups=65534(nfsnobody)

HTHELGRIBR, BEWAMPLE SELinux 775, F#EH UID65534, nfsnobodyMpfEZE, sHEH
supplemental 4189 5555 i217

A% ID 65534 RE—1NRfBl, ER NFS B root_squash 3T root, uid 0 BRESE
nfsnobody, uid 65534, {H NFS SHEMIFIEZE ID AlRe_RERIE. NFS SHMAEETE
£ 2 65534,

.

49.3.1.751D

FASRIZEHI NFS iR (BIZAEETE NFS S H AR EIR) BB AEZERMMA (supplemental
group) . OpenShift Container Platform B AHZHBITHEER A FHEZEFME (NFS 22— 1M HEZEEFEMW) .
MXTERFME (#0iSCSI) , f#F fsGroup SCC %BEFI7E Pod B9 securityContext 1 HIfsGroup 1E.

% o
EVIRFFAMEEMER, —iRI1ER T &IFER supplemental 4 ID TIAZERAF ID,

R B PR NFS Bk L84 ID 2 5555, Pod A LAEF Pod B9 securityContextE X HH)
supplementalGroups R X &4 ID, 40 :
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spec:
containers:
- name:

securityContext: ﬂ
supplementalGroups: [5555] 9

Q securityContext /i1E pod —HE X, MAREEMFERHFPE Lo
@ ypod BN GID Hf, EXFERT, RIEFHRH—ITR. HRAEZSHFRR GID S5,

B R A ATRENH B pod BRMEE X SCC, pod AIEE5 %R SCC Lfg, X4 SCCIE
supplementalGroups &% E S RunAsAny, XKRIBEETMAR D #BHES, BRHITEEK

o

Ait, LB pod AJLLEN, FHEED), BE, WRBEHITHIDSERHKRE, FHABE L SCCHREEE
MR AR, B IENLT&RNMRAAEE IDWEE N SCC, XiEpambliTH IDSERRE, H
ID 5555 fF#E 1T .

EFEABE N SCC, FRERMERMEEHMARSSIKS (service account) H, Fl40,
FE—NHET B ERA default IRSSIKT (BRIEFE Pod MG HIEE T AH—NIK) o

4932.FHFID
A/ ID AT LAER 23 54& = E Pod & XA E X,

% i
BEERT, RIFERMAER ID MAZA T D RGN AR,

FELEIRUEN NFS BRI, BHEFENHE UID XKEH 65534, ZBRAH D, FLATLUELLTHE
WINE Pod & XA :

spec:
containers:
- name:

securityContext:
runAsUser: 65534 @)

Pods SEF—MFETE— 1AM securityContext & X, UE—1ERT Pod & LA AZRMN
pod #J securityContext,

9 65534 2 nfsnobody Fi /-,

1% 51 7 default B SCC 7 restricted, NIRRT pod iERKBIFAF ID 65534, AL, pod *ELTER
FSENE

o TEXK 65534 fFHEMF ID,
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e Pod ATAMFRA SCC HIRELUREML SCC fo1F ID 7 65534 I, EmAKRE T SCC MIFRA
EEE, EBXEMNESERMID,

o K NFFAET M SCC #RE A MustRunAsRange & runAsUser $kB&, FRAEE#H1T UIDE

e 65534 ~EA 1L SCCHUBEMMA/ IDSEEMA,

—fMRIERT, FA—TRELEAR, KEFPEEWIE L SCC, BRINHHNNERGER, Q2
—PMBEENSCC, HFHEPEUZR/NMNEAAF ID, UIDSEEBASMEFITRE, UID 65534 21T,

EFEABE N SCC, FRERMERMEEHMARSSIKS (service account) 1, Fl40,
FE—MHET B EA default IRSSIKT (BRIEFE Pod MASHIEE T AH—NIK) o

4.9.3.3. SELinux

Red Hat Enterprise Linux (RHEL) #1 Red Hat Enterprise Linux CoreOS (RHCOS) RIIEEE FEIA
FEIL#2 NFS BRS5 28 8 A SELinux.

% FIE RHEL #13E RHCOS %4:, SELinux AfIFM pod BEAILTE NFS R%58%. NFS BIEMER, BR
B, MSEERRBUTSERREBEMRB SELinux TR,

FRFMH
o W% container-selinux H4 &, XM RME virt_use_nfs SELinux i /R {H.
i

o ERLTHAE virt_use_nfs /R {H, A -P AUAIUEI M/ RMEERAERRDAR
o

I # setsebool -P virt_use_nfs 1

4.9.3.4. SHXE
NTEEBRBEAFMILULRMNEAS, NFSRFFFHENFHIBEPOZHEUATRE
o FBNFHMFEAUTHATE :
I /<example_fs> *(rw,root_squash)
o WIER KGR E N R EIEHRBRE.
o XfF NFSv4, EEERIAIRD 2049 (nfs) .

NFSv4
I # iptables -1 INPUT 1 -p tcp --dport 2049 -j ACCEPT

o XF NFSv3, EEFREBE=iHO : 2049 (nfs) . 20048 (mountd) #1111
(portmapper) .
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NFSv3

I # iptables -1 INPUT 1 -p tcp --dport 2049 -j ACCEPT

I # iptables -1 INPUT 1 -p tcp --dport 20048 -j ACCEPT

I # iptables -1 INPUT 1 -p tcp --dport 111 -j ACCEPT

o WILLE NFS SHAB N, LUMEBR pod Al LU EFTIA, FFHIZENHBSRME UID #
A, =ifEF supplementalGroups X 1T pod Hi#4TV5A (A1 LEBISLH ID HHRHIZTFR
7.|__\) o

49.4. EFFBAKIR

NFS SZH1 T OpenShift Container Platform Recyclable &40, B RRREEENFALE LXE
HIZRBR A0 IR E T A BABIE S5

BINERT, PV#RIXEH Retain,

L— PVC #MIBRE, PV KR, XNPVNRAFEREEFH, Rz, NZUEBE— B PY, HE
AHBHIEERBEER,

flan - EERACE—INE N nfs1BI PV :

apiVersion: vi
kind: PersistentVolume
metadata:
name: nfs1
spec:
capacity:
storage: 1Mi
accessModes:
- ReadWriteMany
nfs:
server: 192.168.1.1
path: "/"

A PVC1, B EE nfs1, AERAFMERT PVC1, nfs1MIBRBEEER, XIS4E nfs1 BOR
5455 Released, MIREEAAAEFXNNFS HEZHHH, NNZOE—NEBGHERE NFS RS 2:1F
E8% PV, (BERA—NTREHN PV &F5 :

apiVersion: vi
kind: PersistentVolume
metadata:
name: nfs2
spec:
capacity:
storage: 1Mi
accessModes:
- ReadWriteMany
nfs:
server: 192.168.1.1
path: "/"
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THFREREER PV, AEWEBERGHEFUE, Zi{FITE— PV BIRSM Released 2 Available
SEBERFIREERBUIEE K,
4.9.5. HthBELE W IEHERR

RIEFTEAB NFS RALIRECE, AIAE
LRREANER -

/

HBEVHNNERES FERIHTERN S HMR 2R, UTE2—

NFSv4 iRttt B RA
E,\J;jﬁ ;ifiifo%_z ’:fi# e TUIET NFS d /etc/idmapd.conf sty ID BASHLE,

o ESEIEARAR,

NFSv4 EZF ID BRE:
7 v F3 1D B o 7ENFS B/ imflARS BRIz IT

#echo'Y'>
/sys/module/nfsd/parameters/nfs4_disable_idmapping

4.10. RED HAT OPENSHIFT DATA FOUNDATION

Red Hat OpenShift Data Foundation f& OpenShift Container Platform XIS, AN RIEFMEAIE
AN, FTUERBSREIMEREA, FHEEERRAZR, RedHat OpenShift Data
Foundation & OpenShift Container Platform 5e 2%, HATIE. EEM AL,

Red Hat OpenShift Data Foundation 12t B SIS #4%E, TERH Red Hat OpenShift Data Foundation
M BEFETE https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation,

BF

LRI Red Hat Hyperconverged Infrastructure(RHHI)_E#J OpenShift Data
Foundation A%+, BFEHBRLE T =KIEE OpenShift Container Platform Z4&H &
. BXIZHWEEMELELR, 1S Red Hat OpenShift Data Foundation Sz #E
MEZRFEHEIER,

4.11. {FH VMWARE VSPHERE &M A M7 4E

OpenShift Container Platform fS & A VMware vSphere BIEFIHLEEE (VMDK) B, EaTLUFER
VMware vSphere “& OpenShift Container Platform S8 B &R AME . FlTBREEX Kubernetes
VMware vSphere BEE—E T fi#,

VMware vSphere B A LIS B &, OpenShift Container Platform 7 vSphere &8R4, FIFIbREA:
B AN EY EFBRER R

OpenShift Container Platform H%ﬁ%%%ﬁﬁ_ﬁ#ﬂ'ﬁ% EA T LE SR PR T =
FEBMMNSES., Hlt, BREEMERRRBNES, HEMRBHIRKES, IFES
B8, ESHIRBRE,
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B 45 BERFAMEH

Kubernetes HAMBERAFEEARMTAERAMFHNER, HERFATUERTREZEFMHED
BB TE KX L BHR,

FAMBTESENMTET B HpREMEXEK, E]17UE OpenShift Container Platform & A H =,
FAMSHERZHNENTBEREGRZEFEY, HNHAFAATIERE.
BE

XTFHRE, OpenShift Container Platform 4.13 R E#HBIARA N vSphere in-tree &4
REBIEBEX MBI CSI W BF2F. BEHZE OpenShift Container Platform 4.15 R E#
FIRAIL IR B EIER. BXEFNIBNESELR, HSH CSI BT,

CS| BEnER ML A LTS8 1T. IBRARWLEERMAEINE AP NRMAR, MEFA
ME. FALBHFRAMEEL,

® VMware vSphere

4.11.1. BB % VMware vSphere &

B VMware vSphere B2 HEMN %,

4N.2. TR F S

o E—/NHREFEAMEHERM VMware vSphere it A %% T OpenShift Container Platform
£8., BX vSphere lRAZHFHER, ESIHTE vSphere L4 5EE,

ERLGEL U T E—REEARANE#ERISESX LS.

4.1.2.1. £ Ul 35 & & VMware vSphere £
OpenShift Container Platform &Z4& 7 — 1N EIAKEER, HL 4 thin, FH thin EARLEES,

SeRF M
o UEMET LIS OpenShift Container Platform Y& 2 7I, BHBELETEZENEFHER
Ziep,
g
1. £ OpenShift Container Platform &5/, i Storage - Persistent Volume Claims,

2. ERFAMBFEPARTIF, = Create Persistent Volume Claim,
3. TERE T RMYTUE A E SRR &I,

a. ¥ thin 6525,

b. i AFF 7S BARIME— & 7R,

c. VTR SRR E A A1) R 17 1 7 BR RO L B U7 (I AUBR

d. & XLFHEFEBRIRN,
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4. Rili Create Q|ZFAMBREE, FER—TRHAMSE,

4.11.2.2. [/ CLI 3/ 8 & % VMware vSphere B

OpenShift Container Platform &Z%& 7 — N EKIAB StorageClass, H%& 7 thin, {Ef thin RN ES
o

FoRZ
o UEMET LIS OpenShift Container Platform RI& 2 7I, BHIBEETEZENEFHER
i,

TRAZ (CLD)

1 IS LGB AE— N EE UL THRER pvc.yaml SXEEEE X VMware vSphere
PersistentVolumeClaim :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: pvc ﬂ
spec:
accessModes:
- ReadWriteOnce 9
resources:
requests:

storage: 1Gi 6
Q KERFAMESFRME—RTR.

@ HAtBERNUIEER, A ReadWriteOnce I, HM11 RATBIT SR X
%O

© BAMBFHEHKN,

2. BiALL T 65 M ED]E PersistentVolumeClaim £ :

I $ oc create -f pvc.yaml

4.11.3. FSEE VMware vSphere £
ZESE R VMware vSphere 8, R A B BN A s AEBIEZRSI A,

FoRZ
o UEMET LIS OpenShift Container Platform FI& 2 7I, BHIBEETEZENEFHER
i,
ik

1. QIBENHEEE, 5 SES VMware vSphere B, T FHEIEELHEEE (VWMDK), B{#
RUTE—FE:

- =~ = = NG DY S PRV = - A O e Y o T I BV V'S L A RS S B ol o A Mt m T AA MBI
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® M VIMIKISIOOIS UiE, 18I decure onel (ooMH) ViH] ESA, 7RI HILA DIF T RIE VIVIDK

%
I $ vmkfstools -¢c <size> /vmfs/volumes/<datastore-name>/volumes/<disk-name>.vmdk
e {#f3 vmware-diskmanager f|% :
I $ shell vmware-vdiskmanager -c -t 0 -s <size> -a Isilogic <disk-name>.vmdk
2. BIEESIH VMDK HIEFA S, G S S PersistentVolume X R E Y 8 pvi.yaml X4 :

apiVersion: vi
kind: PersistentVolume

metadata:
name: pvi ﬂ
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce

persistentVolumeReclaimPolicy: Retain
vsphereVolume: e
volumePath: "[datastore1] volumes/myDisk" ﬂ
fsType: ext4 9

BHEM. FAMEBFAN pod R EHIATT,
NIENERERNFHEE.

FANAE2E, vsphereVolume X7= vSphere &, ItbHRZ T vSphere VMDK & #HZ
Pod ., HESBNKXEEBNE., BREZH VMFS # VSAN HIEFHE,

ZHEAINAE VMDK B, MREM vmkistools, EBE LHEBEFELHMLINBESTES
1A, MNETEATR,

SHBNXHRGERR, B0 extd, xfs HFHMXHERS,

® 06 900

H o
ARV HBEEEEENR fsType SHHEFT RS FEEIEE KM pod &,

3. MXX{E6E PersistentVolume %5 :

I $ oc create -f pvi.yaml

4, QIBE— ARG EL—SHOENFALSEEFE, QS S PersistentVolumeClaim X/ R E
Y # pvel.yaml 24 :

apiVersion: vi
kind: PersistentVolumeClaim
metadata:

name: pvci ﬂ
spec:
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accessModes:

- ReadWriteOnce 9
resources:

requests:

storage: "1Gi" 6
volumeName: pv1 ﬂ

RERFALEB RN —Z,

BAMSEIENINER, FH ReadWriteOnce B, BN SR LUEIT B PREHX
%Q

FRAMSFRBIRN,

o0 09

NEFALEBHETT.

5. M {02 PersistentVolumeClaim X5 :

I $ oc create -f pvci.yaml

4.11.3.1. %R 1t VMware vSphere &

£ OpenShift Container Platform HEZEHBFHFHHLBLBRR/ZA, E2RNEBSEEEEH
PersistentVolume (PV) 7 X fsType SHEIRENHRY, MREBFEAMGREENLIEE,
R EPHAAEBIEHRARMER, REtRaEIRRE NIEERISH RS,

&7 OpenShift Container Platform ZE & RERABRISFITHERIE, FRLAE AT LUERARIEI{EB vSphere
BAEH PV,

4.12. [FRARMEFEEBEF A EEZE

4.12.1. AR

1R LA F L AR 5 R B A I
® HostPath Provisioner (HPP)
e |ocal Storage Operator (LSO)

® | ogical Volume Manager (LVM) Storage

Digk

==
[=]

XEBABRIAZFER T RAMEE, TEAEAEIRBEENT R, IRTR

AHH, TENBHREETFTH, ERFEIEIEHTAE (RETRERLD) , &b
A RE I E SRS B BN EE T R,

4.12.1.1. HostPath Provisioner Thag#
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& T LU#E A HostPath Provisioner (HPP) HUT LA T #24F :
o FENXMHRIIRZIMRIG B FELLUATARAFE,
o BUOIEFMER, T RELEEXHRABELUHFITHFEEFE,
o REFEFMHEHBTSEFREAMS (PV),

o ETHREZFMIAING, AIIIEMEM PersistentVolumeClaims (PVC),

y = -
HPP f£_Lf Kubernetes fRigft, {HZ, FAEIERARER L Kubernetes B HPP,

4.12.1.2. Local Storage Operator ThaEH#uh

& LU#E A Local Storage Operator (LSO) H4T L IR/ -
o HERBRXEMENERT, MEMXE (WAHSK) DEREFHEE,
e BiJALE LocalVolume BE X FTIR (CR) LARRSE R PV IFHE L,

o TETREZEFHAITOIRI/EHEMPVC,

LSO HZLIEFF A F3fT,

4.12.1.3. LVM Efi#Thaehd
IR LAMFE 2 B IR (LVMEEHATL TR -
o [EFtENE (MAHDK) BEN Ivm2 B4H, HFEBHAF hEFMHESE,
o EREETRIBIERT, A PVC OIRIIENEFRIEKREFE,
LVM 77 TopoLVM CSI I shi2fE, [MFMHEZE RIS DEERINVPIMT R, FHES PV,

) LVM EEBLIIEF A f4E, LVM ZHER AR CSI iz 2 £ E "topolvm”,

412.1.4. LVM 726%. LSO Hl HPP ByH

LUR /N EE#ES LVM Storage.  Local Storage Operator (LSO)#1 HostPath Provisioner (HPP) 12 #£#9h
fE, LIBE&AMEFE,

4.12.1.4.1. TEHEHERBIN G RSB

TR T X LVM Storage. Local Storage Operator (LSO)#1 HostPath Provisioner (HPP)3iR#t 77 fi#
REMXHRG R, UBEARMFWE

R A1 TFRFMHRBM X RIBI L
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e LVM %24 LSO HPP

S = = N

F e ST = - .

ST it () = - <

ARG ext4 xfs ext4 xfs THET R B AN

1. ERBARABRLVM FE LSO # HPP)BAE N R, Hit, MRBHEANREME, NIFE
B S M RFHERRFZE, W Red Hat OpenShift Data Foundation FEY
MultiClusterGateway., Fi iR A RERA LUFEY S3 X RIEFMHE AR A RNEZFHEHN .,

412.1.4.2. SR IHREMI ST I LB AR

TR T LVM Storage. Local Storage Operator (LSO)#1 HostPath Provisioner (HPP) X #F & & A ith
AR D INEE :

R 4.2, WD IR TR ELEL

Thie LVM f=fik LSO HPP
FTREIXERTESN 2 2 N/A
YHNBER = = &
3 (E A R ST R A B b b =
(RAID)FEFI

T 415 REHHIAR

$O
TR E AR AL N 2 2 2

1 416 REHFHMAH

RN
TR TASMIMANE & 5 5
TS RN R b b b
TR PVCT R 2 & S
TIEBRBINSTRE b & &
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Thie LVM f=fik LSO HPP
TR E 2 2 =

WAERT, RARE CUULARENE  CTURBEAETNR

A B 8, B HEENE ENBHIEE.
X R B EL A AR E = AT &

ERE I RRPIEITH ERETRETIRHED)
REB LI, & T2 A H

AR LATE LVMCluster

B E L EHR(CR)F BN

AR, LUgmIla

FEENEREE.

4.12.1.4.3. 4 REFIPR B IHREBY LU

TR T BEAMEFHETE LVM 7264, Local Storage Operator (LSO)#1 HostPath Provisioner (HPP)
B9 BN PR T AL,

& 4.3. R FIPRE ThRERILLEL

LVM =& LSO HPP

MHERE X AR REERMFRE l/O Kiifi F LSO &, XHFE FEAEREERMFRE
TEf#E, 1/O EEHR TEf#E:, 1/O EEHR
H=p, REHERTFERE /O # H=H,

&,

REMERFERE /O [EJZ X8 R 55 55 e B RR il
&, ATHER TN 1/0O BE,
F5 I BC B Al B RN
BE.

fREgih R ] LVM iZEHE(LV) LVM iZEHE(LV) XHRNIEER
S HPPHELE, BIRHTE S HPP#ELL, BRMHETE 5 LSO LVM =5
BRI RE. =25 HbEE tb, ERM T RERSH

MR,

1. FRE B E R AR F i R R B TIE M B3N BT 2 H M fRE R,

4.12.1.4.4. ZEHEANTHRERI LL I

TREEET LVM Storage. Local Storage Operator (LSO)#1 HostPath Provisioner (HPP)#R#tB0%i 4+ Th
BE, UEBEAMFME -

K 4.4. TR THREROLLEL
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Thie LVM =1 LSO HPP
S ER AN S 2 & &
X £ CSI RELIRN 4 & & &
T HEFEFEMEIR = = S
Z ¥ CSI T =iAh LSO @it 17 A IRIR it

N ERINIER D

.,
¥ ReadWriteMany S S B
(RWX) Py e [

1. FRAARRAR (LVM 65, LSO #1 HPP) #84 ReadWriteOnce (RWO) Vi[al#&=, RWO i/
RAFME—TT = EBIZ A pod 117,

4.12.2. FRAKXRMEN T AMIZE

OpenShift Container Platform FT AR AMERE S RAMEFME. AMFAMESRIFEERIVERAM
BEREOV R AMEEIE, WS K,

ERFIE pod HEET RETAIEAERMSE, EARSTHRET /NN, B2, AMBMHERIEERT
<A AR, MAEHTERTFRENAER.

. FihERERFHISLBNBFAMLS,

4.12.2.1. 2%k Local Storage Operator

EINER T, OpenShift Container Platform IR &% % Local Storage Operator, B TRIERZE
FECE X Operator, MMEEEFERAEAMSE,

FoRFM
e ijj[i] OpenShift Container Platform web &&= 44T (CLI),
i
1. 4| openshift-local-storage 1§ :

I $ oc adm new-project openshift-local-storage

2. B ARVFIEERERM T R L OB AR,
IR A REF LE A Local Storage Operator FEEfZR T s OISR F—LHH, MEEKICFE

A,

IR EE BRI T %2R, LUE Local Storage Operator @& EMiZeM T =, MARE worker
TR
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ZBELE Local Storage Operator K ASEREEH LSS, HWMALLTHS
I $ oc annotate namespace openshift-local-storage openshift.io/node-selector="

3. Hif - RVFIERT REEH CPU B rhin T A,
R REBZE A HE M Local Storage Operator, F 7 17F#AETF management jthfy CPU, 1Ef&
AER TN EHS XA RRE EHITXN T,

Z fVF Local Storage Operator fEE I CPU it Liz1T, HZTUATaS :

$ oc annotate namespace openshift-local-storage
workload.openshift.io/allowed="management'

{5/ Ul
RIBLUTH I, @id web #£§]H %% Local Storage Operator :

1. &% OpenShift Container Platform Web 6 &,

2. SfinZE Operators » OperatorHub,

3. TEILJESRMER A Local Storage LLE % Local Storage Operator,
4. Rifi Install,

5. 1£ Install Operator TIE A, %% A specific namespace on the cluster, M THIZZH Fi%kfF
openshift-local-storage,

6. ¥ Update Channel #1 Approval Strategy BI{E H%E h A EHO(E,
7. mii Install,

SERE, Web $£HI5 B Installed Operators 9 %It Local Storage Operator,

M CLI
1. 83 CLI 2% Local Storage Operator,

a. DB YAML X4, LUTE X Local Storage Operator B Operator ZHF11] 15, 40
openshift-local-storage.yaml:

openshift-local-storage.yaml z=fjl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: local-operator-group
namespace: openshift-local-storage
spec:
targetNamespaces:

- openshift-local-storage
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: local-storage-operator
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namespace: openshift-local-storage
spec:
channel: stable
installPlanApproval: Automatic 0
name: local-storage-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

ﬂ ZE TR0 A P A SRR,

2. HIALL T €4 302 Local Storage Operator %R :
I $ oc apply -f openshift-local-storage.yaml

TELEFTE&, Operator Lifecycle Manager (OLM) BRI LA T f# Local Storage Operator, Operator
B ClusterServiceVersion (CSV) M IIEBiren & ZE[AH, H Operator 1289 API N =] FF 0
2,

3. BT ERECE TATE pod # Local Storage Operator SEXIE A7 i &2 -
a. KERBSUEMABENEN pod:

e

I $ oc -n openshift-local-storage get pods

]
NAME READY STATUS RESTARTS AGE
local-storage-operator-746bf599c¢9-vit5t 1/1 Running 0 19m

b. % ClusterServiceVersion (CSV) YAML ;&#, # % openshift-local-storage i E 2%
A Local Storage Operator:

I $ oc get csvs -n openshift-local-storage

it N
NAME DISPLAY VERSION REPLACES PHASE
local-storage-operator.4.2.26-202003230335 Local Storage 4.2.26-202003230335
Succeeded

NRET TARAERRE, MR Local Storage Operator EEMINRE,

4.12.2.2. fffH Local Storage Operator & &A1&

TEBISBEERUER S, HR, FAMETH Local Storage Operator i, AMBBEFREFS
HEEYHFHRPIEENRE EEREEXHRA T E,

FRFZM

o X7 Local Storage Operator,

=z

o BE—NHRBRLUTREBARMEE -
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o BB - R,
o BEAREE,

o BEREENK,

Az

1 GIBAMETR, WHRDIE LA T RAERE,

FE
% FEER—XEPEARRNEBERET, XHEMAT RS NMFANS (PV).
fI30 : Filesystem

apiVersion: "local.storage.openshift.io/v1"
kind: "LocalVolume"
metadata:

name: "local-disks"

namespace: "openshift-local-storage” ﬂ
spec:

nodeSelector: g

nodeSelectorTerms:

- matchExpressions:

- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-140-183
-ip-10-0-158-139
- ip-10-0-164-33
storageClassDevices:

- storageClassName: "local-sc"
forceWipeDevicesAndDestroyAllData: false ﬂ
volumeMode: Filesystem 6
fsType: xfs G
devicePaths: ﬂ

- /path/to/device 6

LT Local Storage Operator BIfpZ 22 A,

Ak - BEMIINT AMFEET RAIKRN T RiLESR. AFIERM oc get node FREXHITY
mENG, MEEZEAE E, N Local Storage Operator R FIHIEFAA A T m L& ITH
E’\Jﬁﬁo

DR AMSN R ERANFERNET. MRAFFE, Local Storage Operator 2 B3/
BiFiE, RRERK AR hENEIES,

O o o9

X EE X 2B VIR wipefs, ©RMBRD XK (magic strings), HREEESTFRT
Local Storage Operator (LSO) BE&. BRTE&HN, SRBECHBESIFER. HiLH "false”
(7 wipefs ) . HEFEEEHMEANITH, &
forceWipeDevicesAndDestroyAllData % & "true" IREMH., TXLBERT, HFEEX
BN true FDEMRBIE A FIRMRMANEER, RERATLUSIELRT R OpenShift (SNO)
SEHIME, HAPTRAUZREHEE, {EM OpenShift Data Foundation (ODF), Hr
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ZRIRIEHE ] UR BRI RIVE WA RIF(E X & (OSD) JHFERIMA £,
6 E N AHERIHEERN, FILLZ Filesystem 5 Block,
p= Y=

RiaE4 (volumeMode: Block) A& AL N X RS, [NIE pod Liz
FTRIMEAT S AR - B BT LAfE A R p i A I (s FR AR =K

(o

5B — REEA MBS AT OB B ST R 5T
B EE MR AR (#IX # TIRBIERZ,

Q99

fE A% LocalVolume TR by-id BYSEFRAMBGEL SCAERE (40 /dev/disk/by-id/wwn) &
XME, YEBEERFOHERIDEBER, ShiXeRhi#L0IE PV,

INRFEFH RHEL KVM jZ21T OpenShift Container Platform, @A E AL
WENRFENS, &N, EFEXRENAEMNEE, ERILUER virsh edit
<VM> 4570 <serial>mydisk</serial> & %,

#1450 : Block

apiVersion: "local.storage.openshift.io/v1"
kind: "LocalVolume"
metadata:

name: "local-disks"

namespace: "openshift-local-storage” ﬂ
spec:

nodeSelector: g

nodeSelectorTerms:

- matchExpressions:

- key: kubernetes.io/hostname
operator: In
values:
- ip-10-0-136-143
- ip-10-0-140-255
- ip-10-0-144-180
storageClassDevices:

- storageClassName: "local-sc"
forceWipeDevicesAndDestroyAllData: false ﬂ
volumeMode: Block 6
devicePaths: G

- Jpath/to/device @)

R# T Local Storage Operator BIfpZ 22 A,

®9

Ak - BEMINT AMFEET mAIKRN T RiLERR. AFIERM oc get node FREXHITY
mENZ, MEEZEAE E, N Local Storage Operator R ZIHIEFTA A 17 m B ITH
E’\Jﬁﬁo
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D2 R AMB T RITHE R RH B TR,

o0

X EE X 2B VIR wipefs, ©RMBRD XK (magic strings), HREEESTFRT
Local Storage Operator (LSO) BE&. BRTE&HN, RBECHBESFER. HiLH "false”

(R wipefs ) . HEFEEZEEHMEANITH, &
forceWipeDevicesAndDestroyAllData % & "true" IREMH. TXLBERT, HHFEEX
BN true FDEMRBIE A FIRMRMANEER, RERATLUSIERT R OpenShift (SNO)
SEHIME, HAPTRAIUZREHEE, {EM OpenShift Data Foundation (ODF), Hr
Z BIBVEE AT LUR BT RIVE WX RFME X & (OSD) SHFEMBE L,

E N AMERINEERN, FILLZ Filesystem 5 Block,

D EE MR AR (#X # FIRBIERE,

o

5% LocalVolume F5iR by-id FYSEFRARAGE STE R (40 dev/disk/by-id/wwn)
XME. YBEHEFCSHERINEEN, XL ARMBEE PV,

p= Y=

INRFEFH RHEL KVM j21T OpenShift Container Platform, @ % E IR

DEFRIS, BN, ERRITERFEUNET. ERILUER virsh edit <VM> 45
470 <serial>mydisk</serial> & ¥,

2. 1£ OpenShift Container Platform EB¥ RO AMAB TR, 18EEN|F ORI STH -

I $ oc create -f <local-volumes>.yaml
3 RIrBEEREFEEE0EHAIRE THENMTIARE -

I $ oc get all -n openshift-local-storage

it B
NAME READY STATUS RESTARTS AGE
pod/diskmaker-manager-9wzms 1/1 Running 0 5m43s
pod/diskmaker-manager-jgvjp 1/1 Running 0 5m43s
pod/diskmaker-manager-tbds;j 1/1 Running 0 5m43s
pod/local-storage-operator-7db4bd9f79-t6k87 1/1  Running 0 14m
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S)
AGE

service/local-storage-operator-metrics  ClusterlP  172.30.135.36 <none>
8383/TCP,8686/TCP 14m

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE
NODE SELECTOR AGE

daemonset.apps/diskmaker-manager 3 3 3 3 3 <none>
5m43s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/local-storage-operator 1/1 1 1 14m
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NAME DESIRED CURRENT READY AGE
replicaset.apps/local-storage-operator-7db4bd9of79 1 1 1 14m

ERFTREM SRR TR ES R, MENRED 0 RRMEEFEHRTN.
4. WIEHAMESRE O -

I $ oc get pv
K Bl
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE
local-pv-1cec77cf 100Gi RWO Delete Available local-sc 88m
local-pv-2ef7cd2a 100Gi  RWO Delete Available local-sc
82m
local-pv-3faic73 100Gi RWO Delete Available local-sc 48m
85E
% LocalVolume X R AR BRI E R AL fsType 5% volumeMode, & 77X
FTRER T BURIF 42 1E.

4.12.2.3. 7% 4 Local Storage Operator &R T B & AhE

TEBINTEERUEAME, R, TLUBIENRE LPELFAES (PV) RUBRHEAMS, K
iﬂa%‘?%%&FAEEXEI’J FRPIEENBRE L ERERXHRATIRILE,

BF

FoiE& PV XS EIEEMFR PVC I, 7E PV A e sE B IR R A, BiEE
FARM PV I BEh314T Local Storage Operator,

FoRFZM

o A AL B MIANE] OpenShift Container Platform 7 s,

ik

1. B PV, & PersistentVolume X E LAl —1 X, 0 example-pv-filesystem.yaml
example-pv-block.yaml, It 5RSE LA RMSH T RFEEE,

% E,a
¢ P FEER—EEPERTENEELELER. XHRAES PV,
example-pv-filesystem.yaml

apiVersion: vi
kind: PersistentVolume
metadata:
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name: example-pv-filesystem
spec:
capacity:
storage: 100Gi
volumeMode: Filesystem ﬂ
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-sc 9
local:
path: /dev/xvdf e
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- example-node

E N PV REIMEEN, BILLZE Filesystem 5 Block,

O3 PV HIRFHMEREMHR M. ERAM—IRAL PV BIE#E,

-

BEEMPEENAMMEELEIRORE, H—1PER, BREEETE Filesystem
volumeMode #9 B 3%,

R4 (volumeMode: block) REELIXHRTERIL, (XIE pod LiZITHIE
A1 I FA 2 - 2B B LA AR TR R B ik & I (S AR b AR =

example-pv-block.yaml

apiVersion: vi
kind: PersistentVolume
metadata:
name: example-pv-block
spec:
capacity:
storage: 100Gi
volumeMode: Block ﬂ
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-sc 9
local:
path: /dev/xvdf e
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
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operator: In
values:
- example-node

ﬂ E X PV RBIMBEX, TLLZ Filesystem = Block,
Q B PV IR EAMEERNEM, BERERM—ITAL PV BEHE,
9 BEEMPEFNAELE XS FIRNEER,

2. 1£ OpenShift Container Platform &EE£FR AR PV HiR. $8EENIZF OIS

I $ oc create -f <example-pv>.yaml

3. WIFEE S 0EAM PV :

I $ oc get pv

it N
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE
example-pv-filesystem 100Gi RWO Delete Available local-sc
3m47s
example-pv1 1Gi RWO Delete Bound local-storage/pvci local-
SC 12h
example-pv2 1Gi RWO Delete Bound local-storage/pvc2 local-
SC 12h
example-pv3 1Gi RWO Delete Bound local-storage/pvc3 local-
SC 12h

412.2.4. f|@ K EFALEFH
WE SR MEBENFAMESFR (PVC) , F8E# pod ijlHl,

FRFZM
o RAMBREAKXMEBESREFIEN,

ik

1. ERAX T iE R LR PVC:

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: local-pvc-name ﬂ
spec:
accessModes:
- ReadWriteOnce
volumeMode: Filesystem 9
resources:
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requests:
storage: 100Gi 6
storageClassName: local-sc ﬂ

PVC B9& .

PVC #9K B!, EXIA N Filesystem,
PVC AT ARFHEE,

= BART R TR B 2R B B FR,

o5 9® 9 —

2. BT EENF QRIS , £ OpenShift Container Platform $£&tfh {132 PVC :

I $ oc create -f <local-pvc>.yaml

4.12.2.5. M hina<ih 7= B
A BRANTFAMESERE, AERRRIEE,

FRFZM
o FE—mAEFPEEFALEFH.

ik

1 ERRMSPEEE LHER, LUTRAEIE pod HEBARFAMSFREER :

apiVersion: vi
kind: Pod
spec:
#...
containers:
volumeMounts:
- name: local-disks
mountPath: /data
volumes:
- name: local-disks
persistentVolumeClaim:
claimName: local-pvc-name 6
#...

EHEHBHERT,

BIE pod FHIHEHKER, FEEHIISES root. /HENMNBRHERNEMBR, MRS
RERWIIR, ARESKTTENENRS (MENH /dev/pts SX4) . A /host HEEH M
BREM,

O o9

ZERANIERFAMESERNAN,

2. BITIEEENF OB, £ OpenShift Container Platform S£E£FR B ¥R :
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I $ oc create -f <local-pod>.yaml

4.12.2.6. hAMEE X & B R IHE &

Local Storage Operator Bol T AMMEM A MME T, FEALIIEE, ERUEREIRPRRESSE
# (W0ERBENL. VMware ki B M INIZ & B AWS 72685561) B fE b &R4&,

BE

BIIRIMMEETRE—NRARTIIhEE. RATEIhEER LG AR F X (SLA)
X+, BRlgeETE A EmARIE, ABEARETETMREFRERE], XLERARTIEIhEE
ALERAFIRBIHAHNIIEE, HENRKEFLAMERERGE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

BF

TEfEFAARERERE Red Hat OpenShift Data Foundation {5 & T XA ER, TE2XHF
B A IME &,

FERANUTSRADIRIAMILE, FURmLsBER R,

Digk

H

A

B/MDVER LocalVolumeSet TR, HIEMAMAA BB S&FAMSPVE, K
#h PV RIBE R RART A LE M1 75, #NR{FF LocalVolumeSet X%, &R Local

Storage Operator @ B T R EARMIX FHIME— LK, AR —P T RAUIES
4 LocalVolumeSet £,

FoRFM
o BEBEETEANR,
o B&% Local Storage Operator,
o BEIIARMEAIMIINE] OpenShift Container Platform 7 s,

o A LLiJ ] OpenShift Container Platform web #2#& % oc a4 175RmE (CLD .

1. @it web HIBEAERMTEBENLIN :
a. = Operators — Installed Operators,
b. 7£ openshift-local-storage i & Z2[A]H, = Local Storage,

c. /= Local Volume Discovery £ &,
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d. = Create Local Volume Discovery, $A/E1%%: Form view 5 YAML view,
e. fidi& LocalVolumeDiscovery i RS,

f. = Create,
Local Storage Operator il auto-discover-devices A 15 % I,

2. BRTRERSA AL ETIR

a. Ef[itiEl OpenShift Container Platform Web #2#I&
b. # A Compute —» Nodes,
c. REITHNT &M, W< ER "Node Details" T,

d. %% Disks #3% L RFTIEIZ & HIFIR,
TERINSMIBRA AL, X EIIREFLERH, ETLURELR. RS, KB, BS &
BT E,

3. M web #HIG N A MBI EBHIEEAHE

a. 5%l Operators — Installed Operators, FM Operators FlIZk A% Local Storage,
b. 1%+¥ Local Volume Set —» Create Local Volume Set,

c. MABEELBMIFHELLT,

d. 7% All nodes =k Select nodes LAFE R 57 F i B2,

T
T 2F FH All nodes = Select nodes #1718, KA worker 71 =8 A,

e. EEEENARAMSENMA AT, EX. K/NHERE, AER Create,
NLoMERER—FIER, TR "Operator reconciled successfullyd successfully.”

4. H4, WELET CLI WA S EE & AS
a. AIB—FR YAML XHRE X AMABE, 40local-volume-set.yaml, N TFHIFIR :

apiVersion: local.storage.openshift.io/vialphai
kind: LocalVolumeSet
metadata:
name: example-autodetect
spec:
nodeSelector:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- worker-0
- worker-1
storageClassName: local-sc ﬂ
volumeMode: Filesystem
fsType: ext4
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maxDeviceCount: 10
devicelnclusionSpec:
deviceTypes: g
- disk
- part
deviceMechanicalProperties:
- NonRotational
minSize: 10G
maxSize: 100G
models:
- SAMSUNG
- Crucial_CT525MX3
vendors:
- ATA
- ST2000LM

Q RENMEINBNZ Z B SR AMSOBNEMS, MNRFFE, Local Storage
Operator R BEI0IEEMRE., RERERAK IR SHEMEE,

9 LERAARB N EINEER, Local Storage Operator A #FFEAZHEEBEE (LVM) &
o

b. QIZAMBENR :

I $ oc apply -f local-volume-set.yaml

c. REBFMHRBIEAMBFAMBRERNSES :

I $ oc get pv

it N
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS
CLAIM STORAGECLASS REASON AGE
local-pv-1cec77cf 100Gi RWO Delete Available local-sc
88m
local-pv-2ef7cd2a 100Gi  RWO Delete Available local-sc
82m
local-pv-3faic73 100Gi RWO Delete Available local-sc
48m

k

ﬁ E,E
A ERBEMNT RAPMEREMER, SFEhHIRRASHEE.

4.12.2.7. {8H Local Storage Operator pod AR

mAAFT R, UBBLEellZTEIIEAE. ZRT LocaI Storage Operator /5 m T m, Rl
7(£ Pod 5% DaemonSet & X FRIMAER, X AVFIEX LTS =77 m iz TR I TR,

B LLETT LocalVolume FHRIEARMR N 2 Local Storage Operator pod, @it 7 sl A& 875 v A E!
—/\77, 5o TR EMERERT RERFAEARR LT RE pod, FR—NMEEEETHAM pod LAYEE
/5 SR AT 1% Local Storage Operator pod th &l LAFE1Z T 52 E12 1T,
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BF

1T REARE key. value H effect HX. ENEH, B©FRTN key=value:effect, iz&
BFRATEREF—ISHEZE,

FoRFM
o X7 Local Storage Operator,
o ARHFEE BMIANEIH B —N5 =B OpenShift Container Platform 7 m £,
o TR RAILAE & AT,

iz
FERMBLUEETR T R EFE

1. {BE L Pod B9 YAML X710 LocalVolume #iA& a0 T IR :

apiVersion: "local.storage.openshift.io/v1"
kind: "LocalVolume"
metadata:

name: "local-disks"

namespace: "openshift-local-storage”
spec:

tolerations:

- key: localstorage ﬂ

operator: Equal g

value: "localstorage”

storageClassDevices:

- storageClassName: "local-sc"
volumeMode: Block ﬂ
devicePaths: 9

- /dev/xvdg

EERIET A,

187 Equal i2 B R, LLEXK key/value SHILHL, MNRZEFFE Exists, RO EHE
BEEHZBBRENE, MRZERFZ Equal, NIENE®ITE,

185 M MM local {H.
E N AHERIEERN, AILLZ Filesystem 5 Block,

BB E MR AR #X # TIRBIERE,

00 09O

2. Wit BERESRTALOBAMBFAMS, B YAML X4FH 50 LocalVolume spec, #1TF
IR -

spec:
tolerations:
- key: node-role.kubernetes.io/master
operator: Exists
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E YN BREFLIBEERNTFIARE, RTFNEERET KRBT REE diskmaker ] provisioner
pod,

4.12.2.8. Local Storage Operator ¥§17
OpenShift Container Platform 24 Local Storage Operator 12t LT85 :
e Iso_discovery disk_count : T st & B & B K
e |so_lvset_provisioned_PV_count: LocalVolumeSet %I R PV E5K

e |so_lvset_unmatched_disk_count: Local Storage Operator & &1L H1TE &R B2,
NI RES LS

e Iso_lvset orphaned_symlink_count: {#f8 PV B0 %&#, ©fREBES LocalVolumeSet % &5
TR

e Iso_lIv_orphaned_symlink_count : &5 PV 8% &%, ©IIFAEMS LocalVolume X Rimf
e Iso_Iv_provisioned _PV_count: LocalVolume& & PV 581

BHRIXLEIEIR, EHDY
e % | ocal Storage Operator B 2 AR I R 1,

o L FIE| OpenShift Container Platform 4.9 SiE&MRANS, &1l operator-metering=true #x
ZANINE 6p % 22 (A SR F 5 5 BRI,

BEXENNEZER, HBHEEEN,
4.12.2.9. fiflB& Local Storage Operator T

4.12.2.9.1. HIBRA B A B E

AE—EBRT, BIlBREBSNABER, RARRERPHOZEHFAMRRAMSBERRD, BUOR
TREESEFEAR—XEFBREHECETRNEHERITEE, NFEMHLTIE,

L

LU Rt 7 R A it Brm6l, RERS R LR FHIRA S E B E LHIRH
RrehihE,

FoRFZM

o BFHAMABNIIT Released = Available K75,

Digk

==
[=]

HIRRALTE R A F AR ST e R T BEIREE RSAR

Mo
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1. ZREE 2 AT A BB A S LUHBRAT A T R BRI
a. JREEREHIR
I $ oc edit localvolume <name> -n openshift-local-storage

b. # %l devicePaths THI1T, MIIRFIERRAEEMRE T,
2. MRFAECIENIFALS,

I $ oc delete pv <pv-name>

3. MERERHABET R LR SHEE,

=5 H-
= (A
AA AT S KL root P B350 T . MIREARRIZF T ESE HLAMEDR
=

RRE, NAEESHERTIEE.

I $ oc debug node/<node-name> -- chroot /host rm -rf /mnt/local-storage/<sc-name> ﬂ

ﬂ AT URA SR FIE LB BT,

4.12.2.9.2. 1%k Local Storage Operator

FEENH; Local Storage Operator, &k Operator LA % openshift-local-storage i B 4| &8 A
R e
HilRo

Digk

==
=

YARMERE PV BIEE A, TEIEIE Local Storage Operator, ¥ Operator ##%

BRIE PV (DARWRE, BRIMREEEMER PV A FHTRNIER FERRER
Operator, MIAEE= HINAIHERITT N,

FoRF M
e ijj[A] OpenShift Container Platform Web 2% &,

ik
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1. BRI B PRENEMAARME TR, 20 localvolume, localvolumeset #1
localvolumediscovery:

$ oc delete localvolume --all --all-namespaces
$ oc delete localvolumeset --all --all-namespaces
$ oc delete localvolumediscovery --all --all-namespaces

2. M Web 2 & E1%k Local Storage Operator,
a. Ef[itiEl OpenShift Container Platform Web #2#l5&.
b. §#iZE| Operators — Installed Operators,

c. TEiLIESFERHEA Local Storage LLE$X Local Storage Operator,

d. mifi Local Storage Operator KEH Options FH o
e. mii Uninstall Operator,
f. EHIHE O+ Kii Remove,

3. H Local Storage Operator G328 PV {HRBEERH, BRHRMRAL, XLEEFTBHERARG,
BT TSR E] -

I $ oc delete pv <pv-name>
4. ik openshift-local-storage 7 8 :

I $ oc delete project openshift-local-storage

4.12.3. {§FH hostPath B A ME126E

OpenShift Container Platform 5£2#f ) hostPath B F E A T7 MBI RS RIS sk B K3 E pod
., REH¥ pod M AFEE hostPath B, ERMRNARFEEE, BREH—DIRBHNET,

- o
SERETE G WIS pod BLB WIS A RE1T, XEEE AR —T S L8 pod,
4.12.3.1. #h

OpenShift Container Platform L8 77 mEEF P E A hostPath & A F F A F1I B89,

ERTEFMENERE D, FEMEA hostPath, EEEENSBERME TR, 0 GCE Persistent Disk
#B. NFS #£Z5k Amazon EBS £, MK RZFHEAEMREBNSER.

hostPath BAIE#SER -

78



B 45 BERFAMEH

BF

AEHHTESS root. /RENABSZTHEANEMERE, NREBHFERBUWAIR, TEESH
IR EN RS, F hostEHENR L LM, UTRAIERENGE / BREIEH TG
F /host IA 234,

apiVersion: v1i
kind: Pod
metadata:
name: test-host-mount
spec:
containers:
- image: registry.access.redhat.com/ubi9/ubi
name: test-container
command: ['sh’, '-c', 'sleep 3600']
volumeMounts:
- mountPath: /host
name: host-slash
volumes:
- name: host-slash
hostPath:
path: /
type: "

4.12.3.2. B hostPath &

{8 hostPath B8 pod wili@iIT F5) () E&EBIA.

ik
1L EXEAMSE (PV) AT, CIESS PersistentVolume X &R E LA pv.yaml 3T :

apiVersion: vi
kind: PersistentVolume
metadata:
name: task-pv-volume ﬂ
labels:
type: local
spec:
storageClassName: manual 9
capacity:

storage: 5Gi
accessModes:

- ReadWriteOnce 6
persistentVolumeReclaimPolicy: Retain
hostPath:

path: "/mnt/data"

WL, FAMEBFAN pod HiBHIATT,
AT RFAMESFREFERAEZINMFALS,

IXANBE LU — N —B T =LA read-write B9 R 3EE,

-
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Q REXHEESERR T R /mnt/data 1, FEHHFEIEE root. /HENMASHZHEE
BEMERE, XA SBRENENRSNIF, £H host EEHENEZREH,

2. MIZXTEBIE PV -

I $ oc create -f pv.yaml

3. EXHEHAMEBFR (PVC) . AIEESE PersistentVolumeClaim &R & X # pvc.yaml ST :

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: task-pvc-volume
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: manual

4. Mg PVC :

I $ oc create -f pvc.yaml

4.12.3.3. TR pod H#E%E hostPath #=
UBFAMESEFRE, NARFMALUERE, UTFREERTE pod FiEELLHE,

FRFZM
o EFAE—MHNIEIEZ hostPath HEMRA B,

ik

o GIRAIHEEHINAFAMERPERR pod:

apiVersion: vi
kind: Pod
metadata:
name: pod-name ﬂ
spec:
containers:

securityContext:
privileged: true g
volumeMounts:
- mountPath: /data 6
name: hostpath-privileged

securityContext: {}
volumes:
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- name: hostpath-privileged
persistentVolumeClaim:

claimName: task-pvc-volume ﬂ

ﬂ pod B &R,

Q pod WLARFGZETT, FREVIIN T mBYfFE .

9 TERFI pod FHEHENBRHZMEER, FEHHIIELR root, [ HENIARPERIE
AR, MRABRERBIR, TﬁE%TmiT*‘TE’JEHL?Fuu (ANEHNH /dev/pts X&) . FH
/host EH EHEBLEM,

Q 2 BIEM PersistentVolumeClaim % &8 #5.

412.4. ERZESEESRFHENFALENE

PHABEESS (LVM) Fi581T TopoLVM CSI IiZhFE/MA LVM2, DEEEFERFTRNERHISE
FRMIEE,

BRI LMER LVM FiEOIR B, HAMBFBAPVC). BREME=E,

412.4.1. ZHEEHREHERE

&7 LATE OpenShift Container Platform &8 ERZEZEBS TSR (LVM) i, FEHEEE N HENT
MBS B &7,

& el LUEF OpenShift Container Platform CLI (oc). OpenShift Container Platform Web 12l &8k Red
Hat Advanced Cluster Management (RHACM) %&4& LVM 72fi#.

Digk

H
LESTREFPEA LVM FER, LVM FERXFEERMEE, LVM FHETR

XFBET R EEIEERIE, Seiliid SR ERNERBREERES
i, LUBE S I AR rR R R

412.4.1.1. R LVM e R & H
ZEE LVM FHER AR SZEMT -
o MERZESH 10 milliCPU #1100 MiB RAM,

o BERBIMREEHMDARTESEMNTRME. LVM FHERERABRLENZEREEXHRIE
BEVREEL. NIBREENZE, BREEXHREES, HEE R AR,

o EFA CIIMEHRRE LVM 7R, EAUEEFEREBEZHN LVM FREPEENFHIX

&, ERRESERRERANELE, IREBERE LVM FHEEDRBERRHEE, T EES ERH
#, MEBAIF,
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ol

% E,
BB PRIETE BRI,

o HNRE(FHMA Red Hat Advanced Cluster Management (RHACM) &% LVM 721, EHRIREE
OpenShift Container Platform 5£2f E %% RHACM, 1EZ " @ RHACM %% LVM 7Z "R

® Red Hat Advanced Cluster Management for Kubernetes : 4% %

412.4.1.2. {88 CLI &% LVM =i

ENEBEER, EALUFER OpenShift CLI 2% LVM £ 1%,

FoRFZM

ik

82

o B%% OpenShift CLI (oc) .

e BLIEH cluster-admin 1 Operator ZEEAUPRI A - & 19 & 5k OpenShift Container Platform,

| ERAATLRSEREFMEELRZE YAML X4

B fp 22 5 YAML Ee &Pl

apiVersion: v1i
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/audit: privileged
pod-security.kubernetes.io/warn: privileged
name: openshift-storage

2. BITUTHSOEMAEZZEN :

I $ oc create -f <file_name>

3. fil# OperatorGroup CR YAML {4 :

OperatorGroup CR <l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-storage-operatorgroup
namespace: openshift-storage
spec:
targetNamespaces:
- openshift-storage
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4. iZ1TUA T ep 3K A2 OperatorGroup CR:
I $ oc create -f <file_name>

5. i Subscription CR YAML 34 :

Subscription CR 7R~

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: lvms
namespace: openshift-storage
spec:
installPlanApproval: Automatic
name: lvms-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

6. IZTLA T ep &A% Subscription CR :
I $ oc create -f <file_name>
Ealls
1 BH0E LVM FERE 2R, HoTUTHS :

$ oc get csv -n openshift-storage -o custom-
columns=Name:.metadata.name,Phase:.status.phase

A a5
Name Phase
4.13.0-202301261535 Succeeded

4.12.4.1.3. £ Web 25| 8% % LVM 121k

&\ LUE A OpenShift Container Platform Web %l & %245 LVM Storage.

FRFZM
o IRELAVIIRISERY.

o EALUEMA cluster-admin #1 Operator ZZEALR 1] OpenShift Container Platforms

1. E[EHE OpenShift Container Platform Web &,
2. = Operators - OperatorHub,

3. /= OperatorHub ITEHH LVM Storage,
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4. 1 Operator R&EITTE A XE L FEI -
a. BEFHHIED stable-4.16,
b. Installation Mode 7 A specific namespace on the cluster

c. Installed Namespace /7 Operator recommended namespace openshift-storage, #I%R
openshift-storage & 22 A RN1F7E, ©ARTE Operator R&I 2 A&,

d. ¥ Update approval % &y Automatic 5% Manual,

SNSRIEFEE Automatic E#H, Operator Lifecycle Manager (OLM) B3I & #r
LVM Storage Bz 17546, ML FEMF .

NFEF Fo) B/HE, N OLM KOB—PEIIHER, FHIKFEEA, B
MFDHBAERRIEK, LUMER LVM R E BHBIAMRA,

5. A%k : %% Enable Operator recommended cluster monitoring on this NamespaceE i%£1E,

6. = Install,

RS R

o JiELVM ZHERE DR BAS, KRTEKM.

412.41.4. ERFFFEERNIMERRE LVM =%

0] LATE B TR B9 EAE A B OpenShift Container Platform £%&2%& LVM =i, WREH 3| BIFREEE
SERHEREE] "Additional resources" B84

FoRFMH
o REILAME" R F R E B R HR BB
o fRALLiJ ] OpenShift Container Platform (AR 1EHEE,

o ROIEE T & registry,

. REBCRBRGNERE PHSFIRIE., BN LVM Storage 1| ImageSetConfiguration B &
Y BHR (CR), A LUE A LU T4l ImageSetConfiguration CR ECiE :

LVM 7Z{##) ImageSetConfiguration CR 7~{jl

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
archiveSize: 4 @)
storageConfig: g
registry:
imageURL: example.com/mirror/oc-mirror-metadata 6
skipTLS: false
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mirror:
platform:
channels:
- name: stable-4.16 ﬂ
type: ocp
graph: true
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.16 G
packages:
- name: lvms-operator ﬂ
channels:
- name: stable 6
additionallmages:
- name: registry.redhat.io/ubi9/ubi:latest Q
helm: {}

RERGRESFEIXXHHRARKRN (ML GIB HHAL)

EEEREHBRENME, WABTLUR registry SiAM B3R, BRIEFERFATIN OCI Ih
ge, BN IELE storageConfig F %,

TE{E A registry B ERIGTRMEN URL. NBBZER, WS V4 @EHAER
IEEMMEMFBILFER OpenShift Container Platform £2{&B95IE,

R FER LB N true AR OpenShift Update Service (OSUS) K5k, MEEZE
8, BB IH X F OpenShift Update Service

EEMEMBFFR OpenShift Container Platform 458 Operator B 3%,

EERQSEHBREPH Operator BHE, MRIFENZE, NieskEFHIIFRETH
28

@ 990 96006 09O

EEEASEHREEPM Operator YHSHINHE, BMERFERIZIEHRRIRAE, B0
B8 Operator M BHIEIINE, EEILLZTLA TR0 RIKEIBIAIGE : $ oc mirror list
operators --catalog=<catalog_name> --package=<package name>.

@ EEEAERGKEPLENTMEMBTR,

2. REB"BR registry "B R RS IRIRE,

3. BBR"EEHM reqgistry T8 EFR SO PBIT RRE,

o XTFHIFF EENRELIR

® 5 Red Hat OpenShift I8 mirror registry BJ mirror registry
o %% OpenShift Container Platform Btz E

o AIEBKRAERE

o JFERER IR (mirror) BIEE R registry
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o FELEHR reqistry i FE R

o It nEAEKRR

4.12.4.1.5. {5 RHACM &% LVM 171

Z(# [ Red Hat Advanced Cluster Management (RHACM) TR EE R &2 LVM F6%, Bt —4a
Policy B X HR (CR). LAl LARSBREFAFEBEER LRE LVM FHEHNER,

R LUM ZHETIEEY Policy CR 18 FAFAEOIR Policy CR /5 S A 5 IR £ERE,

FoRE M
o EELIERHEA cluster-admin F1 Operator ZZENFRBIK 5 7] RHACM 2%,
o METMHE, LVM EEIES N ERLFER,

o R W/IH RHACM B,

1. {1 OpenShift Container Platform ik & %] RHACM CLI,

2. Qe RZEN,
I $ oc create ns <namespace>

3. /% Policy CR YAML X4 :

BAFLEZMEE LVM &% Policy CR R fl

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-lvms
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: mykey
operator: In
values:
- myvalue
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-lvms
placementRef:
apiGroup: apps.open-cluster-management.io
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kind: PlacementRule
name: placement-install-lvms
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-lvms
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:

B A4E BERFAEH

policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration

policy.open-cluster-management.io/standards: NIST SP 800-53

name: install-lvms
spec:
disabled: false
remediationAction: enforce
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-lvms
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/audit: privileged
pod-security.kubernetes.io/warn: privileged
name: openshift-storage
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-storage-operatorgroup
namespace: openshift-storage
spec:
targetNamespaces:
- openshift-storage
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: lvms
namespace: openshift-storage
spec:
installPlanApproval: Automatic
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name: lvms-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
remediationAction: enforce
severity: low

%iE PlacementRule.spec.clusterSelector A1 key FEx#l] values FE%, LALEEEE
HERE LVM FHENEEPERENIR .

R 2 AECE,

OperatorGroup CR B &,

O00® 9O

Subscription CR E2&.

4. IZ{TLA T4 3k 0/ Policy CR :
I $ oc create -f <file_name> -n <namespace>

BJZ Policy CR [&, ®7£5 PlacementRule CR Ffit B F 4 REEMERFUBUTEE X

BT :
o Namespace
® OperatorGroup
o i
® Red Hat Advanced Cluster Management for Kubernetes : 4% %

® X% F LVMCluster BE YR

4.12.4.2. BB BTE LVM Ffifrh 8 Y1 5 K/ B BRI
A LVM FiERE W BT B & F i a K/ RREIT -
o MHLIBENEFEMKANNZREZZESEESR(LVMMBR LI RN KT E & & E R R,
o BEBNANIURTYIES B(PE)MZEYT R(LE)KIK/N,
o MREILMECIZYIEMENLLFRILIEAE L PE M LE YR/,
o FIABY PE 1 LE X/NH 4 MB,
o HIRIBM PE BIKR/N, LVM BIgR AR /INEHRLBR{E R R 895 AL 22 (AR TE

* 4.5. [FAEIA PE #1 LE K/NBA B2 B9 K NBR

32 fif 16 TB - - -
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64 fiL sEB M sEB M 8EB 8EB

100 TB [2 500 TB [2]

1 EIBKN,

2. MR,

4.12.4.3. %F LVMCluster BE Y FHR
&) LAERE LVMCluster CR LUHUTLATIZ/E -
o NIEMATFESIFAMSEENR (PVC)HLVM BAH,
o FEBEMEERME LVM BHMILZETIR,
o MEBEBERLEFREAHELOE LVM BHMNT R, URBHNIEH BEE.,
o S FIPRATILIX A,
RE LM FiEE, E80EE8—1 LVMCluster B E %R (CR).

LVMCluster CR YAML 3244361

apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster
metadata:
name: my-lvmcluster
spec:
tolerations:
- effect: NoSchedule
key: xyz
operator: Equal
value: "true"
storage:
deviceClasses:
- name: vg1
fstype: ext4 ﬂ
default: true
nodeSelector: 9
nodeSelectorTerms:
- matchExpressions:
- key: mykey
operator: In
values:
- ssd
deviceSelector: 6
paths:
- /dev/disk/by-path/pci-0000:87:00.0-nvme-1
- /dev/disk/by-path/pci-0000:88:00.0-nvme-1
optionalPaths:
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- /dev/disk/by-path/pci-0000:89:00.0-nvme-1

- /dev/disk/by-path/pci-0000:90:00.0-nvme-1

forceWipeDevicesAndDestroyAllData: true
thinPoolConfig:

name: thin-pool-1

sizePercent: 90 ﬂ

overprovisionRatio: 10

LVMCluster CR Y ER fRTE
LVMCluster CR FER1E TR :

3R 4.6. LVMCluster CR =%

FE KRB ik
spec.storage.de  #‘H SEFAMF LA OIS LVM BHNERE,
viceClasses
LVM Storage NEAIEMEB N & RAUIE—MEHLTSIRE
%,
deviceClasses.n  string LVM B4 (VG) IEE— 1PN A& TR,
ame
AR LR FREENEEFRTECAIREPIUENEH,
MBELER, HSH"ERZE LVM FiERERNSEAE",
deviceClasses.f  string Mt FEIXE S extd S xfs, BIANERT, LFEXEN xfs,
stype
deviceClasses.d 7 /R{H FIFEEE N true URFEFLRZHNE. BN, EATLUFHE
efault wiE ) false, mREEERE L NRINEREE,
deviceClasses.n  object SEERHELUE LVM BHENT RMEE. mMREFEHZE, N
odeSelector REEMBEBHES KRBT R,
1E control-plane TR £, HHET REEERL NIEEKN, LVM
Storage FIIEIFTTY s FEAEIABI worker 7 5,
nodeSelector.n  #‘H Fo B TR T RMER,
odeSelectorTer
ms
deviceClasses.d object SEHITUTRENERE :

eviceSelector i
o IEEMBARMEI LVM BHMILF IR,

o HAIRIRRINE LVM B &,

MFESER, FSHEERMEEBA"
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FE e iR
deviceSelector. el BEXFBRE,
paths

IR FERPIEEMIZ ST ERBARFE, A& LVM Storage A
%4, NI LVMCluster CR £ A Failed A7,

deviceSelector.  #‘H 1B AR A R,

optionalPaths
MRLFEPIEENLZFBEREE, & LVM Storage T #F
%1% %, LVM Storage &ZBBEIZ X &M &R 1%

deviceSelector.  #/R{H LVM FiE RERIRLE N ZBEFRE S XURAZ LI, NRR
forceWipeDevic WihZE, BREEXHREER, EE SRR,
esAndDestroyAl

IData E R B BRRATE I E, HFLFERIZE ) true, BINVBERT, L

FENE N false,

gk

H$
[=]

INRIEF R true, N LVM FHERER

PRI LATA 2 BIRYEURE, IHEEERLL
Thee.

MRHBUTRE, MEETRESSFBBETEER—
o LR AR,
o 1ZIX# 2 RAID FREFIMI—ER 4,
o ZXEBHIEE.

IRIXLERM T true, HAREBBIRMRHE. BR, BoIIFDh
BBRR

o1
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FE Sl ik

deviceClasses.t  object SEE LVM BHR AR AR E.
hinPoolConfig
INREHPRLFER, BHEBHRES.

{8/ thick-provisioned f2fi# &E LL BRI -
o NBRMEEBEENEHZH,
o IXHFFMRIRRK,
o AXFIERE., AL, E&FH
PersistentVolumeClaims (PVC) WBEXIEIME

HiE D
o AXFHEHEIN. EBE&NIEAZFBAHEN.

thinPoolConfig.  string NAEE IS E — &R,
name
thinPoolConfig.  ##{ BE LVM BHERZERNES L, BT OISR b,

sizePercent
BINBERT, WFEEBIZEN 90, EALUXBENR/IMEN 10, =KX

fE 90,
thinPoolConfig.  E#{ BEETLARIERS i hrh Al A B S HIA F iR R,
overprovisionR
atio Blan, MRLFERIZEN 10, ERILERFBPESTAEFEHEE
&% 10 5,
BRTEER, HRLEFRIZEN 1,
Hth BTIR

o HAXZAILVM FiEREHRHNSH
o XFHEBHEFPRIMNLE

e 1 worker T sURINEIF 77 2 OpenShift 8£5%

4.12.4.3.1. X FEBHBPRME &

LVMCluster CR ##J deviceSelector FEX B 215 ELERME LVM BAHEMIZ FHIRZR,

& LIE deviceSelector.paths F£E%, =X deviceSelector.optionalPaths FE&, HiXH N FERFIEEL
HIRER, MRIEEBTE deviceSelector.paths FEXF1 deviceSelector.optionalPaths FE& HH 15 E X 758
£, LVM Storage R ZHMKRFEAMIZERINESBH (VGC).

RAT LU IR R N2 deviceSelector FEEAEY RAID [E51, LUE RAID [EFIE LVM TZHE&ER., EaLUFE
FA mdadm T 242 RAID [F5l, LVM &R0 RAID,
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i
G

& HHETE OpenShift Container Platform R&Ei1 f2 A 01 RAID [£51, A& X8 RAID [£71
VIFEE, HEEUTES :

o "RNMBHR'FEESMT RAID HEIES.
o EREBRIIPUIEM RAID

o Eifi RAID AR ByR L

e (EE RAID R4

B LU B SR INEISHA, BaLLTE OpenShift Container Platform R F P EEE TR LB
R m®E, mBLERE, EAILUE deviceSelector FERHIEE LUKS MBI FHKBER, BXBEEME
BN, 1HSE R TFRENE ""BEEMENBEFER"

LVM F A FHIEERINE VG B E, AXTAXFIILERIERE, 1H5%E"LVM Storage T HFFRIIX
%"0

REEHRUTRAER, LVM FHEF &R ME VG :
o WEHBEFE.
* LVM EFHEZFILHF,

. o
FHLERINEI VG &, BXEMBRIZILE,

LVM s SiE & A, MRE%EE LVMCluster CR H7x10 deviceSelector %, LVM
Storage KT # 7] AN BEhS#T X &R INE VG,

H
[=]

>

RAUATRRE, FEVGELEHTBE X IR ERINE VG H

o WMRINT —MEFRFEERME VG ML A, LVM 2B
i LI BEA X ME AR IE VG,

o MR LVM EFEET s B%&E LA VG RN T XS, LVM FERESREIE

M7 AR IZ %S . MERHEHERME VG B & AT RESKIF VG, X
AR S BBIEERFEEF T =M,

o FEERT RAID MEUIES
o XTFHEAIME

o FLERMALINEFER
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o VM FHARLZHIL &

412.4.3.2. LVM R HIZ &

214 7E LVMCluster B E Y %R(CR)H deviceSelector FEX RN A B RS, 1EAR LVM Storage
FidE, MEEESTHNLARRMEE, 1 LVM ZEEERL & LU R E T HEME Zuit,

INRIEEEIE deviceSelector FEXHIEEEMXFE&ZE, N LVM Storage RININE X FFHIRFERIZF,

BERMBERKXENER, HTUTHS

$ Isblk --paths --json -0 \
NAME,ROTA,TYPE,SIZE,MODEL,VENDOR,RO,STATE,KNAME,SERIAL,PARTLABEL
,FSTYPE

LVM FER TR TR A ¢

RiEks
¥ ro BEKE N true BIIX .
ks
15 state SHULE N suspended B,
ROM %5
I type SHUXE N rom BIE
LVM & K% &
¥ type SHULE S Ivm BIE %,
BEXHS RIrERix &
1§ partlabel 231X & bios. boot =X reserved B %,
RO RGBT &
1% fstype ZEGLE N null X LVM2_member LU BUEAIE DI &

BF

RAELKETREEFINER, LVM Storage F 215 fstype SEKE N
LVM2_member BJi% %,

BT H—1MBHRRE
BERMZENBHER, HRTUTHS

I $ pvs <device-name> ﬂ

ﬂ % <device-names &1 1% & & M.

A EEERNE
FREUEHHEER, HEITUTHS
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I $ cat /proc/1/mountinfo | grep <device-name> ﬂ

ﬂ I <device-names &1 7% & & M.

BEFIREHIE

% -
BURTE LVM T2t 8 A% 3 & BRPRIZ S AR IE B AT 0,

4.12.4.4. 0/E LVMCluster BE X KR A%

& A LUE A OpenShift CLI (o¢)3k OpenShift Container Platform Web 1£#& il LVMCluster B & 5
& (CR), MRIE{EA Red Hat Advanced Cluster Management (RHACM) &% LVM 72, &40 LUE A
RHACM 1l LVMCluster CR,

013 LVMCluster CR [, LVM R AIBUTREGEEH CR :

o FNX# LM storageClass #1 volumeSnapshotClass,

LVM Storage BLBEFE XA BRIBEN LR, HXH Ivms-
<device_class_name>, Hr <device class_name> 2 LVMCluster CR ]

deviceClasses.name FE&HIE, 50, R deviceClasses.name FEXIXE N
vgl, NIEMEENEFISRIRES lvms-vgi,

Lo~

e LVMVolumeGroup : It CR 2H LVM BHZFHHFERENFAMES (PV), EEZSZINTRH
RERENBH,

e LVMVolumeGroupNodeStatus : It CR IRERT s EBHAIRE.

412.4.4.1. (FAZAT LVM IFERERSaA
EOUESMFRAZEI LVM FEREFNIIAESHNVG), MARLEHRN VG,
MREEEFA VG, BFRREESEFAS VG REZHE,

BR
& REEFE 0] LVMCluster B & X HHR (CR) TIN5,

FRFZM
o EEEMFAMVC NEHEMIT,

o EEZMFAMVG UWIEA Ivms 1%, XM LVM X RFIMITENEZER, ESHERIRE
X LVM X RiF1T94H,

ik

1. $TFF LVMCluster CR YAML 34,
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2. BZi& LVMCluster CR 3%, f0TFHIFF= :

LVMCluster CR YAML 3 #3<61

apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster
metadata:

name: my-lvmcluster
spec:
#...

storage:

deviceClasses:

- name: vg1 ﬂ
fstype: ext4 g
default: true

deviceSelector: 6

forceWipeDevicesAndDestroyAllData: false ﬂ
thinPoolConfig: @)

nodeSelector: G

Q SR RSB N Z BT LVM 12HE 2550 VG B E F.

Q P FERRXE N extd =X xfs, BINERT, LLFERZEHN xfs,

9 BB LAEIT 1 deviceSelector RIS EIIF SRR, SN EBEESFERAMN VG,
MRIBAIETE VG PR S, ERERYEI LVM FiELE D deviceSelector FRE 5 2
BIBY LVM fRHE R EMRE,

Q MR FERE N true, NI LVM FHESEERRINE VG B & R BIRRE iR,

BRBIEEEEFHAM VG B thinPoolConfig BB, 1HARNET LVM 12 if i iy
thinPoolConfig it B 5 2 AIf LVM FEiEREMEE, BN, EALREEERE
thinPoolConfig F£%.

6 MEEREFERH LU LVM BHNT R, IRLEFENZE, NSEERERARE
5 RB9T o

3. {£7F LVMCluster CR YAML 34,

EHBRRTHUENK S, WZIUTHS

I $ pvs -S vgname=<vg_name> ﬂ

ﬂ ¥ <vg_name> & W BHB AR,

412.4.4.2. {§F CLI f1]# LVMCluster CR

{RET LA OpenShift CLI (0¢)TE worker 7 &2 L0115 LVMCluster B & S %5 (CR).
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B A4E BERFAEH

HE
& HBETE OpenShift Container Platform &E£/ |2 LVMCluster B & X ¥R (CR) By —
S5,

FoRFM
e B%&% OpenShift CLI (oc) .
o B LIEH cluster-admin f{RBIFE /- B 19 &% OpenShift Container Platform,
o B&RELVMFiE,
o EEEHABNRET worker TR,

o RAETLAMIIE "About the LVMCluster B E X FHR" E4

1. Bl LVMCluster B E X %IR(CR) YAML 34 :

LVMCluster CR YAML 3 #3<61

apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster

metadata:
name: my-lvmcluster
spec:
#...
storage:
deviceClasses: ﬂ
#...
nodeSelector: 9
#...
deviceSelector: e
#...
thinPoolConfig: @)
#...

ENFMEELEDES LVM BAHNEE.

GEEAH LA LVM BHNT RVEE. MREFEBRANE, NKEEMEREAEITR
E’\J_'—I_%‘I;E\\O

SERELERME LVM BHMRENEBE, FHmbRRAME LVM SHHBILE,
SEE LVM BB OIRERDENERE. NMREHRILTFER, ZHESRKRES.

o0 09

2. iB{TLU T 4% LVMCluster CR :

I $ oc create -f <file_name>

oA
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I Ivmcluster/lvmcluster created
HuE
1. 12& LVMCluster CR 2% 4 F Ready K7 :
I $ oc get Ivmclusters.lvm.topolvm.io -0 jsonpath='{.items[*].status}' -n <namespace>
ot Bl

{"deviceClassStatuses":

[

{
llnamell: "Vg 1 ll’
"nodeStatus": [
{

"devices": [ 6
"/dev/nvmeOni",
"/dev/nvme1ni",
"/dev/nvme2n1"”

I,

"node": "kube-node",

"status": "Ready" 9

}
]
}

]
"state":"Ready"} G

= ES: 0k e

BN RLER LVM BHRE,
AT LVM BHKE TR,
OB A EBI T R,

T B9 LVM BHIRE,

LVMCluster CR B S,

QD000
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MR LVMCluster CR 4 F Failed X2, &R LITE status R EFRINHIR
ES

HA failue FRER status FEERHAI :

status:
deviceClassStatuses:
- name: vg1
nodeStatus:
- node: my-node-1.example.com

reason: no available devices found for volume group
status: Failed

state: Failed

2. A% : EEF LVM Storage WEMNEFROBMEHSE, HZTUTHS :
I $ oc get storageclass
s

NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE

lvms-vg1  topolvm.io Delete WaitForFirstConsumer true 31m
3. \i%L : EEE LVM Storage WEMNEFRAUBEMBIRIRE, HZTUTHS :

I $ oc get volumesnapshotclass

it N
NAME DRIVER DELETIONPOLICY AGE
lvms-vg1  topolvm.io Delete 24h
HAth 51R

e XTF LVMCluster BE X KR

4.12.4.4.3. {3 Web 24|52 LVMCluster CR

B7 LUFE A OpenShift Container Platform Web £l & £ worker 7 ;2 £ /2 LVMCluster CR,

5E
&R ABETE OpenShift Container Platform &t # /2 LVMCluster B & X %R (CR) B9 &#.—

FRFZM

o EETLUMEA cluster-admin FXRij[7] OpenShift Container Platform &8%,
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o BRI LVM FE,
o DEEEARET worker TR,

o RATLAMIIE "About the LVMCluster B E X FHR" E84

1. &[HE| OpenShift Container Platform Web 2% &,
2. = Operators - Installed Operators,
3. 1t openshift-storage i # ZZ[A]F, = LVM Storage,
4. R Create LVMCluster 31%4% Form view =t YAML view,
5. EBERT&H LVMCluster CR 5%,
6. = Create,
7. B - MNREYRE LVMCLuster CR, 1EHUTLLTRE -
a. = LVMCluster £,
b. E Actions 8., 1E#E Edit LVMCluster,
c. = YAML #4iEFT#&B9 LVMCLuster CR 3%,

d. =i Save,
I E
1. 7€ LVMCLuster TIEH, &% LVMCluster CR 2%/ F Ready K7

2. \i% : BEEE LVM Storage WEMNMEFRAIEMTAEEE, 8= Storage —»
StorageClasses,

w

Ak BEE LVM Storage NEMZFROIEM A AEIRIRSE, &= Storage -
VolumeSnapshotClasses,

e XF LVMCluster BE X KR

4.12.4.4.4. A RHACM /& LVMCluster CR
i RHACM £ LVM Ffiffg, Bt — LVMCluster B E X FTIR(CR).
F R

o BffH RHACM &% LVM 72,

o EREILUEAER cluster-admin HRAIM - 7i[7] RHACM 8%,

o IRATLAHIE "About the LVMCluster B E X HIR" #8843,

e dm]
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AE
1. {1 OpenShift Container Platform $EiE& %% RHACM CLI,
2. FEABEDNIEE ConfigurationPolicy CR YAML X4 LLEIE LVMCluster CR :

I LVMCluster CR H ConfigurationPolicy CR YAML 34476

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: lvms
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: lvm.topolvm.io/vialphai
kind: LVMCluster
metadata:
name: my-lvmcluster
namespace: openshift-storage

spec:
storage:
deviceClasses: ﬂ
#...
deviceSelector: 9
#...
thinPoolConfig: €)
#...
nodeSelector: ﬂ
#...
remediationAction: enforce
severity: low

SENFMEFLE DAL LVM BEHNEE.
SERELERME LVM BHMRENEBE, FHmbHRRAME LVM SHHBILE,
GEE LVM BB OIRERDENERE. NREHRILTFER, ZHESRKES.

GEEAH LA LVM BHNT RVEE. MRLEFERAZE, NEBREERESSNRE
T R#ER.

0009

® Red Hat Advanced Cluster Management for Kubernetes : 4% %

e XTF LVMCluster BE X KR
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4.12.4.5. 1ER LVMCluster BE X KB A%

& B LUEF OpenShift CLI (oc)8% OpenShift Container Platform Web 12 & Bk LVMCIuster BEXHE
B (CR), NREF M Red Hat Advanced Cluster Management (RHACM) %2 %% LVM 72fi#, BiAeTLUER
RHACM f#f& LVMCluster CR.
fIB& LVMCluster CR &, LVM Storage &fiHlBRLLTF CR :

e storageClass

e volumeSnapshotClass

e LVMVolumeGroup

o LVMVolumeGroupNodeStatus

4.12.4.5.1. £ CLI #f|p& LVMCluster CR

&7 LAfE A OpenShift CLI (oc)fffR LVMCluster B E X FTIR(CR).
FRFM
o BELMERAEA cluster-admin BRI 17 7] OpenShift Container Platforms

o MEMIR LVM EEEBERHFAMEER (PVC)., BRBMERME, LM BRT FREXLERFR
BN R,

1. &3k OpenShift CLI (oc).

2. ITLL TS kMR LVMCluster CR :

$ oc delete lvmcluster <lvmclustername> -n openshift-storage
$riik
o EIGUF LVMCluster CR B#MiFiR, 1HZTUATHS :

I $ oc get Ivmcluster -n <namespace>

it Bl

I No resources found in openshift-storage namespace.
4.12.4.5.2. fF Web #2265 HkR LVMCluster CR

& Bl LUEF OpenShift Container Platform Web 2 & itk LVMCluster B E X 5T (CR).

FoRFM

o EAEILMEFAES cluster-admin BRI A 71/ [n] OpenShift Container Platforms

S AR . . ee o L RdeErm £ L0 1L = Ll s e e o — AN L AT e N L e Sl N e T A A s I e Y LLEe Ve e
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o TRCEMIFR LVM IFIHEFHNFAMEETEH (PVC), BIRIEAF wIE, RO SR 1158 X L TR
BN AR,

1. &[HE| OpenShift Container Platform Web #2%I&

2. m Operators — Installed Operators & B & %&H Operator,
3. = openshift-storage #n 44 Z2[H] ) LVM Storage,

4. 5= LVMCluster %5,

5. 7E Actions /1, 1%#% Delete LVMCluster,

6. mifi Delete,

Rk

e 1f LVMCLuster T{E™+, % LVMCluster CR 2 # R,

4.12.4.5.3. {# A RHACM fiflf& LVMCluster CR

INRIEE A Red Hat Advanced Cluster Management (RHACM) &% LVM 72fi#, EaTLUEA RHACM il
BX LVMCluster CR,

FoRZ
o RETLUFEAEZS cluster-admin f{EBY A F i 7] RHACM &£ E%,

o MEMIR LVM EEBERHIFAMERER (PVC)., BRBMNERME, LM R T FEREXLERR
BN R,

1. {#f OpenShift Container Platform £ uE& & F) RHACM CLI,

2. MR} LVMCluster CR |28 ConfigurationPolicy CR YAML {4 :
I $ oc delete -f <file_name> -n <cluster_namespace> ﬂ

ﬂ L& LVM F4£H) OpenShift Container Platform SE &£ 6y % 22 8],

3. fl# Policy CR YAML 324 LAfiHIBR LVMCluster CR :

fiflB& LVMCluster CR B Policy CR 7=l

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-lvmcluster-delete
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: CM Configuration Management
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policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
spec:
remediationAction: enforce
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-lvmcluster-removal
spec:
remediationAction: enforce ﬂ
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
kind: LVMCluster
apiVersion: lvm.topolvm.io/vialpha1i
metadata:
name: my-lvmcluster
namespace: openshift-storage 9
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-lvmcluster-delete
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-policy-lvmcluster-delete
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: policy-lvmcluster-delete
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-lvmcluster-delete
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector: 6
matchExpressions:
- key: mykey
operator: In
values:
- myvalue

policy-template F# spec.remediationAction #LLR[# spec.remediationAction £

Mo

o

Ltk namespace F 12 openshift-storage 1E.
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© EEERERNER. E5EF M TRNER HE LVM FHE,

4. iB{TLA T en o3k 0/ Policy CR :
I $ oc create -f <file_name> -n <namespace>

5. fll# Policy CR YAML {43k % LVMCluster CR 2#/IFR :

$ & LVMCluster CR E#/HFREY Policy CR R~

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-lvmcluster-inform
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-lvmcluster-removal-inform
spec:
remediationAction: inform ﬂ
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
kind: LVMCluster
apiVersion: lvm.topolvm.io/vialpha1
metadata:
name: my-lvmcluster
namespace: openshift-storage 9
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-lvmcluster-check
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-policy-lvmcluster-check
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: policy-lvmcluster-inform
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
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metadata:
name: placement-policy-lvmcluster-check
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: mykey
operator: In
values:
- myvalue

policy-template spec.remediationAction =] LLi& i 5 spec.remediationAction MNAI%S
BT B S,

namespace FE& /112 H openshift-storage (E.

® o

6. BT T 53R 0IE Policy CR :
I $ oc create -f <file_name> -n <namespace>

Rk

o ZfTLLTF®%, K Policy CRBPIRAE :

I $ oc get policy -n <namespace>

it N
NAME REMEDIATION ACTION COMPLIANCE STATE AGE
policy-lvmcluster-delete enforce Compliant 15m
policy-lvmcluster-inform inform Compliant 15m

HE
Policy CR %/t F Compliant K,

412.4.6. BE&TENE

A LVMCluster BE X FRE(CR) 8 LVM B4 fE, EaLLUELEFAMERR (PVC) RE&F
,ﬁ’ o

DT R2ER UAEAN X REEBE RNR/NEHERD
o HRiX&:8MiB
e XFS:300 MiB
o ext4: 32 MiB

EQE PVC, EnifE— PersistentVolumeClaim ¥ &,
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FoRZ
e REAIE T LVMCluster CR,
Pyt

1. &3k OpenShift CLI (o€).

2. & PersistentVolumeClaim X & :

PersistentVolumeClaim %Rl

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: lvm-block-1 0
namespace: default
spec:
accessModes:

- ReadWriteOnce
volumeMode: Block 9
resources:

requests:

storage: 10Gi 6
limits:
storage: 20Gi ﬂ

storageClassName: lvms-vg1 6

N PVC $8E &R,

Filesystem,

WL TR e IR,

® 6 o 90

B A4E BERFAEH

ZAER PVC, HFILLFERFED Block, ZE/EXH PVC, HERILFBRXEN
BEFEHERN MRENTFRNFERDN, MEROFFERINGSABISRNFERD, &7
DB & EFHERNZZEESEESR (LVM) BRI K/ EE & RRARS,
Ak EREFERE, FIEFBREXENATFRETRNFERNE BN, PVCAUERK

storageClassName FEXHI(EHRIHE N Ivms-<device_class_name>, Hm

<device_class_name> 2 LVMCluster CR 1/ deviceClasses.name FEXHI(E, #40,
R deviceClasses.name FEXI%E N vgl, E/fF storageClassName FERIZE N

lvms-vg1,

p= Y=
' Z %K1 volumeBindingMode FE& % &/ WaitForFirstConsumer,

3. BT eSO PVC :

I # oc create -f <file_name> -n <application_namespace>
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Vs EESEFEAENN pod 28I, AR PVC 2—EALTF Pending K75,
I
o EIEPVC BHEBOIE, HZTUTHS :
I $ oc get pvc -n <namespace>
Pl

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

Ivm-block-1 Bound pvc-e90169a8-fd71-4eea-93b8-817155f60e47 1Gi RWO
lvms-vg1 5s

4.12.4.7. I BRERFENTIE

OpenShift Container Platform R /7 & & B Rt 204 L ISR BE T I A worker 17 s IR AT LUET
NN A Bl A EMERIET worker T sREKE LA worker 7 sURINFTIA & K BRERBNFE.

LT R FEIRER, ZHBEEEE (LVM) FE RN FHEREIA B worker T 5,

BZREERHPHINAE worker T RARINFTILE, E77E LVMCluster B E X R (CR)H deviceSelector
FEE AL RMEB R,

BF

R A RE7E 012 LVMCluster CR Ff{E LVMCluster CR #%10 deviceSelector =%, R
#RIE 08 LVMCluster CR F13% & %N deviceSelector FE&, Ei/iMif& LVMCluster
CR #0|E—1 82 deviceSelector FE&R%# LVMCluster CR,

INRIFZ B LVMCluster CR 70 deviceSelector FE%, LVM Storage &1Ei%4 A AN B 5NN
R,

LVM i RIS M i . ARTREIE0I IS, 5% LVM Storage T
B,

o I worker i SRIRINE #7 5R OpenShift £5¥

o VM FHEARLZHIL &

4.12.4.7.1. £ CLI I BE&FE
& LU#E A OpenShift CLI (oc)i BEEEHH worker 1T mIEERE,

FRFZM
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B 45 BERFAMEH

o BNEMPMAMANKRERANIZE, HE2HEEEERFLVMEEER,
o B &% OpenShift CLI (oc)

o KBEAIET LVMCluster B E X HR (CR).

1. BTN % %% LVMCluster CR :
I $ oc edit <lvmcluster_file_name> -n <namespace>

2. 7f deviceSelector F & RN IX A HIER R,

LVMCluster CR =il

apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster
metadata:

name: my-lvmcluster
spec:

storage:

deviceClasses:
#...
deviceSelector: ﬂ

paths: 9

- /dev/disk/by-path/pci-0000:87:00.0-nvme-1

- /dev/disk/by-path/pci-0000:88:00.0-nvme-1

optionalPaths:

- /dev/disk/by-path/pci-0000:89:00.0-nvme-1

- /dev/disk/by-path/pci-0000:90:00.0-nvme-1
#...

ﬂ SEBEMERME LVM BER LSRR, EALITE paths FE%, optionalPaths F %
KXW NFERPIEE X FHRZE, WMREEEIL paths # optionalPaths F15E % &&=, NI
PHEAEESR (LVM) ZHSNIRHNAERIEERME LVM B4, REEHBUTERG
B, LVM i I & RMNE LVM B4 -

o WRBEFE.

* LVMEFHEZFIZNF. ARPFILENIFEE, 1§55 "LVM Storage FZHHIIX
&

BERFBZE, NMREFERPIEENESTHREBEAEE, & LVM Storage AXIF LN,
M| LVMCluster CR £3# A Failed A7,

o

EBEMLIZEIKRE. MREFEPIBEENSEGFHREREFE, HE LVM Storage FXFIZLIX
%, LVM Storage RABBIZIX & MG 1R,

n o
FHELERME LVM B4 E, TEMRE,

o
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3. {#%F LVMCluster CR,

® X% F LVMCluster BE X ¥R
o |VM EHMAZFINLE
o XTHEBMAPRMELE

412.4.7.2. {5 Web 25|87 BERFE

& BT LUEF OpenShift Container Platform Web 12HI &1 BEEEHH worker T mBEHEE,

FRFZM
o BMEBPHMANANRERNILE, HZESEERLVMFMEER,

o EBEAIET LVMCluster B E X HR (CR).

1. &[HE| OpenShift Container Platform Web 2% &,

2. = Operators - Installed Operators,

3. = openshift-storage #n 44 Z2[H] ) LVM Storage,

4. = LVMCluster 7+ EE LR F 8K LVMCluster CR,

5. 7f Actions 3 H i, %$E Edit LVMCluster,

6. 2 YAML FR35,

7. %i%E LVMCluster CR, 7£ deviceSelector FE&FR iR INFTIL &R -

LVMCluster CR =l

apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster
metadata:
name: my-lvmcluster
spec:
storage:
deviceClasses:
#...
deviceSelector: ﬂ
paths: 9
- /dev/disk/by-path/pci-0000:87:00.0-nvme-1
- /dev/disk/by-path/pci-0000:88:00.0-nvme-1
optionalPaths:
- /dev/disk/by-path/pci-0000:89:00.0-nvme-1
- /dev/disk/by-path/pci-0000:90:00.0-nvme-1
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ﬂ SEBEMERME LVM BER K EHIRZR. EALTE paths FE%, optionalPaths F %
KXW NFERPIEE X FHRE, MREEHBIE paths F optionalPaths F15E % & #EE, NI
o WEBEFL,

* LVMFHEXZFIZNF, ARPFILENHEE, 1H55%E"LVM Storage A2 HHIIX
&

BERFBRZE, MREFERPEENESTHREBEAEE, & LVM Storage AXFILH A,
M| LVMCluster CR £3# A Failed A7,

o

IBEFAXEHBRE, MRLEFEPIEBENXSBERFE, & LVM Storage FRFFIZLIX
%, LVM Storage RABBIZIX & MG 1R,

H o
FHELERME LVM BHE, TEMRE,

® XF LVMCluster BE X IR
o LVM EFHAZRIXE
o XTHEBHAPRIMEE

412.4.7.3.{#HA RHACM I BER 1%
IRETLUER RHACM T BEE R worker TT R EBE.

o R A
o RETLIEAER cluster-admin AN F 177 7] RHACM &%,
e Z# M RHACM | LVMCluster B E X %R (CR).

o BNMEBRPHMAVNANRERNE, HEZESEERLVMEFMEER,

1. {#f OpenShift Container Platform £ uEE & F) RHACM CLI,

2. IBfTU TGS, JRHEMER RHACM fIE# LVMCluster CR :
I $ oc edit -f <file_name> -ns <namespace> ﬂ

ﬂ 1% <file_name> &ty LVMCluster CR B &R,

3. £ LVMCluster CR &1, 7f deviceSelector = & H A% & R INEEZE,

LVMCluster CR 7<%l :

m



OpenShift Container Platform 4.16 7=

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: lvms
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: lvm.topolvm.io/vialpha1
kind: LVMCluster
metadata:
name: my-lvmcluster
namespace: openshift-storage
spec:
storage:
deviceClasses:

deviceSelector: ﬂ
paths: 9
- /dev/disk/by-path/pci-0000:87:00.0-nvme-1
optionalPaths:
- /dev/disk/by-path/pci-0000:89:00.0-nvme-1

Q SEEEMERME LVM BER L EHIERZR. EALITE paths FE%, optionalPaths F %
KXW NFERPIEE X FHRZE, MREEEIE paths # optionalPaths F15E % & &, NI
PHEAEESR (LVM) BN RNAERAIESERNE LVM B4, REEHBUTERG
B, LVM ZiEF I ERME LVM B4 -

o WERBEFE.

* LVMEFHEZFIZNF, ARPFHLENHEE, 1H55%E"LVM Storage FZHHIIX
&

BERFBRE, MREFERPIEENESTHREBEARAEE, & LVM Storage AXF LN,
M| LVMCluster CR £3# A Failed A7,

o

EBEMLIZERE. MREFEPIEENSEFTHREFREFE, HE LVM Storage FXFIZLIX
%, LVM Storage RABBIZIX & MG 1R,

E e
FHELERME LVM B4 G, TEMRE,

4. {7 LVMCluster CR,

® Red Hat Advanced Cluster Management for Kubernetes : 4% %
® XTF LVMCluster B7E LHIR

o VM FHARLZHILE

12
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B 4E BERALEM
o XTHEBHEPRMELE
412.4.8. T BFAKERH
TREBRNEMERE, TSAUT BINERAMSER (PVC).
ZY R’ PVC, B /iEH PVC B storage F %,
FoR M
o FANEER.
e 5 pVC kBB StorageClass i & $ allowVolumeExpansion FE& 1% E 7/ true.
AT
1. &3k OpenShift CLI (oc).
2. IZ1TLLF M4, J¥ spec.resources.requests.storage FEXBUE B #H KT YalEME :

$ oc patch <pvc_names> -n <application_namespace> -p \ﬂ
'{ "spec": { "resources": { "requests": { "storage": "<desired_size>" }}}} --type=merge' 9

ﬂ ¥ <pvc_name> B HIEEYT BH PVC &,
Q 1% <desired_size> & T K/INKY &’ PVC,

Rk

o EWILKNEEBETM, HZITUU TGN :

$ oc get pvc <pvc_name> -n <application_namespace> -o=jsonpath=
{.status.capacity.storage}

LVM FiEEY Bid #2425 PVC 50 Resizing &, ©1E PVC I B/EHB& Resizing 514,

o JREMEMHINGE
o HRBT RXHF

4.12.4.9. MERFF A B A
&\ LUE A OpenShift CLI (oc)MHIBRIF A MESERRE (PVC),

FRFZM

o EAEILUEFAES cluster-admin BRI A 7 /i [n] OpenShift Container Platforms

Az

1. &3k OpenShift CLI (oc).

13
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2. I1T LU a5 £ MIkR PVC :

I $ oc delete

Rk

pVC <pvC_names> -n <namespace>

o TIIUEPVC EHMIER, HIZTUTRS :

I $ oc get pvc -n <namespace>

It 6 5 B9 R A BE TR TE EMBREY PVC,

4.12.4.10. X F&r 8
&R LAGIEEH LVM Storage BERBIFAMEBFER(PVC) HIREE,

BRI LEABRBHIITUUTRE

o HinNARFEE.

BF

BRBATESRBHIBEBHERNSE L, BNSREBRAESD, BXITRREBREIZR
2418, EALUEH OpenShift APl #TEIRERT (OADP)F R FIRE R AR,
BHX OADP Wyi¥lE, 155% "OADP features',

o IRE R ITHRRIEVR.

% E,
BRI BRI BRI,

4.12.410.1. T RiBH P LR B IR IRBIIRF]
LVM ZEES T R h OB RRA LU TRS

ol

o AIEBMREBET LVM BRI,

o (IEBRRE,

TR BERN I FELRE A F 8B —F BRI EBIER,

o MRBAMERBBERNT R ELUBRBIRE,
o KHITFEARIBEIER PVC B Pod REeHE BIEERAEIERN T o
HAth 51 R

e OADP IhfE

4.12.4.10.2. Q@25 1R

ISR LRI E BN AT AR EMT EB S REICESIRE, ZOEBRE, BoyoE—1
VolumeSnapshotClass &,

14
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B A4E BERFAEH

FRFM
o BELMERAESA cluster-admin BRI 17 7] OpenShift Container Platform,
o MFEFAMBRFEPVC)LT Bound KA, X FIHREBH—BME, X2HEN.

o B ZILFFBEIPVCHII/O,

1. &3 OpenShift CLI (o€).
2. I/ VolumeSnapshot %% :

VolumeSnapshot ¥ &<l

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: lvm-block-1-snap 0
spec:
source:
persistentVolumeClaimName: lvm-block-1 g
volumeSnapshotClassName: lvms-vg1 6

© HBhBIEE— B
Q 578 PVC B9&H5, LVM Storage 2AIEIXA PVC MR,

© FHULFBLENBRBRNAT,
ZIRIAT ABIRBERIIR, HSITUTHRS :
I $ oc get volumesnapshotclass
3. BT T4, EAIRIRPVC MaEZE A OEASIRE :
I $ oc create -f <file_name> -n <namespace>
LVM R0 — PVC B RILBIARE B IRE,

Rk
o ZPILBRRBESEOR, EHZITUTHS :

I $ oc get volumesnapshot -n <namespace>
Bl

I NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT
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RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT
CREATIONTIME AGE

Ivm-block-1-snap true Ivms-test-1 1Gi Ilvms-vg1
snapcontent-af409f97-55fc-40cf-975f-71e44fa2ca91 19s 19s

R 0)2r5 R R READYTOUSE FEXRIEMAITZ true,

4.12.4.10.3. IR EBIRIR
BEIRESRE, BUIGIE—D PVC, #F¥ dataSource.name FEXXE N &R IBAEZR,
RE M PVC ML FAIHRBFE PVC,

FRFM
o EELMERAEA cluster-admin BRI 17 7] OpenShift Container Platforms

o MELIBRTHRR.

1. &3k OpenShift CLI (oc).
2. [FAEENE PersistentVolumeClaim *f & E kS SRR :
ik 5 BHREBM PersistentVolumeClaim %7 R <5l

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: lvm-block-1-restore
spec:
accessModes:
- ReadWriteOnce
volumeMode: Block
Resources:
Requests:
storage: 2Gi ﬂ
storageClassName: lvms-vg1 g
dataSource:
name: lvm-block-1-snap 6
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io

R, INRFEELAM PVC, HALIEREBRBEEHRE L PVC BIX/N,
bR XE NEERENEIRBAE PVC B storageClassName FERHI(H,
FtFERXENEERENBIRBHATR,

o0 o

3. EANTHS, EERSRBNALEF RO PVC

I $ oc create -f <file_name> -n <namespace>

16
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ETAl
o ERIIBRBRESEME, HLITUTHS :
I $ oc get pvc -n <namespace>
R

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

Ivm-block-1-restore Bound pvc-e90169a8-fd71-4eea-93b8-817155f60e47 1Gi RWO
lvms-vg1i 5s

4.12.4.10.4. fHpR#AS 1R EE
&R LA BRI A B FEER (PVC) IBIRER,

' e
LIRMBRIF AMEFBR (PVC) B, LVM Storage Rtk PVC, A2k PVC BIRER,

FoRFZM

o EAEILMEFAES cluster-admin BRI A 7 /i) OpenShift Container Platforms

=

o REMFEXEMPRISE snpashot,

i
1. &3 OpenShift CLI (oc).
2. IBTLAT e SR MBRBIRER
I $ oc delete volumesnapshot <volume_snapshot_names -n <namespace>
$r ik

o ZWILBRBESZEMER, 1HZITUTHS :
I $ oc get volumesnapshot -n <namespace>

It B 5 B R A RE A M RREV B IR IR,

424N XTFTERE
BREENEFAMEFI (PVC) MEIAR, ErRI LG — N8 = XS FIEIERIN B S8,

412411 FEZ T =i QS e ERI R
LVM ZHE1E S 1T mtRih RO SRR A LU TRE] :

17
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DIBRBREET LVM FBEREBIhEE,

HLRERER, TReMEHMNNEETEE—F BHRRBEER.

MRBEEMEREBERNT R LLURERE,

K0 T 15 A S FE SRR PVC B9 Pod R iFE RIS E R EIRIRN T o

412.41.2. QS E
EOIBFAMESF (PVC) MRk, ElECEIR PVC B4 225 Ffll#E PersistentVolumeClaim

ISE R

FRFZM

ik

18

5
5efEM PVC EBE A AR,

o B{RIR PVC 4F Bound RS, XZ—HBIRIERTLFHE,

. &3k OpenShift CLI (oc).

. f]# PersistentVolumeClaim X/ & :

AT 0/E4&52& M PersistentVolumeClaim %R =l

0009

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: lvm-pvc-clone
spec:
accessModes:
- ReadWriteOnce
storageClassName: lvms-vg1 ﬂ
volumeMode: Filesystem
dataSource:
kind: PersistentVolumeClaim
name: lvm-pvc 6
resources:
requests:

storage: 1Gi ﬂ

P bt X i NIR PVC H Y storageClassName FEXHI{E,

FiFEI%ENIR PVC ) volumeMode F .

IR PVC IZ R,

1EE T &R PVC IR/, TEBER) PVC MFHE RSB KFHEFIR PVC BERE KR

N
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3. BTUTeS, EOEIR PVC MR ZE RO PVC :
I $ oc create -f <file_name> -n <namespace>
HuE
o ENIIBRERBEOIRE, HoTUTHS :

I $ oc get pvc -n <namespace>
i R

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

Ivm-block-1-clone Bound pvc-€90169a8-fd71-4eea-93b8-817155f60e47 1Gi RWO
lvms-vg1 5s

4.12.4.1.3. HpRE 2 &
& A LA PR B T b,

BF

LSRR A MBS EER (PVC) I, LVM Storage RMIRIRFFA SRR (PVC), mA=ZM
bR PVC B9 [Z,

FRFM

o EHAEILUMEFAES cluster-admin BRI A 7 1/ [n] OpenShift Container Platforms

1. &3k OpenShift CLI (oc).

2. BT i kPR TepER PVC :

# oc delete pvc <clone_pvc_name> -n <namespace>

gk
o ENIIBHREERTEMIR, HaTUTHs

I $ oc get pvc -n <namespace>

L s B9HI H P A BE TR EMPREV B e [&,

4.12.4.12. B3 LVM £
TRAI LA #T LVM Storage LIRS OpenShift Container Platform MR A F|E.

FRFZM

19
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Eall

4.12.

120

o RBEEH T OpenShift Container Platform &2&%,
o ERELFEIM LVM FiERR A,
o B &% OpenShift CLI (oc)

o TATLUFEAEA cluster-admin F RN - i R &£ 8%,

1. &3k OpenShift CLI (oc).
2. IZTUT @S, BIHRE LVM 680 G2/ Subscription B E S %R (CR) :

$ oc patch subscription lvms-operator -n openshift-storage --type merge --patch '{"spec":
{"channel":"<update_channel>"}}'

ﬂ ¥ <update_channel> E#ft IR EREHN LVM FiEhRA, 5120, stable-4.16,

3 BTUTHS, EERHFHUNERERSERM
I $ oc get events -n openshift-storage

it la Nl

8m13s Normal RequirementsUnknown clusterserviceversion/lvms-operator.v4.16
requirements not yet checked

8miis Normal RequirementsNotMet clusterserviceversion/lvms-operator.v4.16 one
or more requirements couldn't be found

7mS30s Normal AllRequirementsMet clusterserviceversion/lvms-operator.v4.16 all
requirements found, attempting install

7m50s Normal InstallSucceeded  clusterserviceversion/lvms-operator.v4.16 waiting
for install components to report healthy

7m49s Normal InstallWaiting clusterserviceversion/lvms-operator.v4.16 installing:
waiting for deployment lvms-operator to become ready: deployment "lvms-operator" waiting
for 1 outdated replica(s) to be terminated

7m39s Normal InstallSucceeded  clusterserviceversion/lvms-operator.v4.16 install
strategy completed with no errors

o ZTLUTaSEIE LVM IZHERRA -

I $ oc get subscription lvms-operator -n openshift-storage -o jsonpath="{.status.installedCSV}'
I

I Ivms-operator.v4.16

4.13. 5 LVM =%
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B AEEREE, BMUTERE LVM FE06 B 22 5 RN TR

I openshift.io/cluster-monitoring=true

' "
BRTE RHACM HjE AR L ERIEE, H5E RN E E LS.

412.4.13.1. 1547
B LB EERIAERLIE LVM Z6E,
TR#ER T topolvm 54T :

% 4.7. topolvm 15¥5

Bk 3T

topolvm_thinpool_data_percent 7~ LVM thinpool {EFMEIEZE A E 2 L.
topolvm_thinpool_metadata_percent 7~ LVM thinpool {E AT R H B 2t
topolvm_thinpool_size _bytes =N LVM BRI RAN (LRI R EAL) S
topolvm_volumegroup_available_bytes RN LVM BHEFABTAZEE (FT R RAD)
topolvm_volumegroup_size bytes RN LVMBHBKRN (UFTTHEA) .

topolvm_thinpool_overprovisioned_available %'~ LVM #EFES WA ATEBRE KN (LR HH
i) .

Y EVAE 10 DU EH—R, FEEBEREHELE (WLIRIMEZES) HEH.

4.12.4.13.2. ikt

LRFSBMBHABRAFEBEN, A —FPHREREN. X2SFBBEEXK.
LERBRBMBSHEHBIREEN, LVM FRSAEUTER :

& 4.8. LVM TFHHER

% Wi

VolumeGroupUsageAtThresholdNearFull LBHEMBE LA R EM 75% K, AL
ZEih, FEMMRBEIEHT B,
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https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.10/html-single/observability/index#adding-custom-metrics

OpenShift Container Platform 4.16 #£fi#

g

i

fd
VolumeGroupUsageAtThresholdCritical

LBEE RN ERRT T R LR 85% I, SARALILL

Bk, EXMIBERT, BHNTEW. FSEMREIE
HBHT R,
ThinPoolDataUsageAtThresholdNearFull

L ABH P AIFEE th BUIE uusage BT T s _ERY 75%
I, L LER. FEMRBEBIEE BT R,
ThinPoolDataUsageAtThresholdCritical

LBHPREE R ERE RSB T R LR 85% I,

KA LB, FEMMRBIESEERT &,
ThinPoolMetaDataUsageAtThresholdNearFul
|

LABH AP RS E TR B 2 T R ERY 75%
I, SRR ER, BEMRBIBEIER BT B,
ThinPoolMetaDataUsageAtThresholdCritical

2 4800 oh S 15T b SRR 6 FR 2 485 5 S E Y 85%
I, SfhAIER, BEMMREBIESE LT R,
4.12.4.14. {8 CLI H% LVM 71

IR ET LUEF OpenShift CLI (oc)E#E; LVM Storage,
FoRFM

e B LIEH cluster-admin R - 19 & 5 oc.

o EHERE LVM Storage BEMIIFAMSER (PVC). BIRBIMETE, MACHBRT AL
TREN R
o B flERk LVMCluster B E X ¥TE (CR),
TRAE
1. 2T T4, FKEXLVM Storage Operator B currentCSV {& :

$ oc get subscription.operators.coreos.com lvms-operator -n <namespace> -0 yaml | grep
currentCSV

A

currentCSV: lvms-operator.v4.15.3

2. IBITEAT e B R MIBRIT I -

A

I $ oc delete subscription.operators.coreos.com lvms-operator -n <namespace>

I subscription.operators.coreos.com "lvms-operator” deleted
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3. BT TS, MERBEirer&ZEE f LVM Storage Operator B CSV :
I $ oc delete clusterserviceversion <currentCSV> -n <namespace> ﬂ

ﬂ ¥ <currentCSV> i/ LVM Storage Operator B9 currentCSV {H,

it el

I clusterserviceversion.operators.coreos.com "lvms-operator.v4.15.3" deleted

AN
o FTIGYF LVM Storage Operator 2B S EIEH, H2TUTHS :

I $oc get csv -n <namespace>

#NR LVM Storage Operator B#AINENE:, MASHIEX N 5r%H H P,

4.12.4.15. £ Web #£HI& H# LVM 1765

& eI LUEF OpenShift Container Platform Web 2l & E1%k LVM Storage.
FoRF M
o HAEILMEFAES cluster-admin BRI A 7 /i [n] OpenShift Container Platforms

o MEMIR LVM EEEBERHIFAMEER (PVC)., BRBMERME, LM R T FEREXLERFR
BN R,

o KB MR LVMCluster B E X HR (CR).

1. &[HE| OpenShift Container Platform Web #2#I&
2. = Operators - Installed Operators,

3. = openshift-storage #n 44 Z2[H] ) LVM Storage,
4. = Details FR% 11,

5. 7E Actions ¥ &/, j%E#E Uninstall Operator,

6. A%k : FEIRRHT, % Delete all operand instances for this operatorE i%4E /i LVM
Storage BIHRAE X RS2,

7. = Uninstall,

4.12.4.16. HE{#FH RHACM REM LVM 7%

EHEHFEHR RHACM 2458 LVM Z4E, B iiiks h Z22& EE LVM ZFhEm /&~ RHACM Policy B
E X BHR (CR),
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ToRFTIF
o RETLUFEAEZS cluster-admin f{EBY A F i 7] RHACM &£ E%,

o MEMER LVM EHEBESFHNRAMSER (PVC)., BRBMASTM, TECHR T ERXLRR
BIN AR,

o REMNER{ER RHACM 18 LVMCluster CR,

1. &3k OpenShift CLI (oc).

2. EAUTHSHERANLEMEE LVM 245028 RHACM Policy CR :
I $ oc delete -f <policy> -n <namespace> ﬂ

Q % <policy> & Policy CR YAML X#FBI& R,

3. {EAEEGIZ Policy CR YAML X4ERENEH, LVM 21 :

HE LVM F1#B Policy CR Rfl

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-uninstall-lvms
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: mykey
operator: In
values:
- myvalue
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-uninstall-lvms
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-uninstall-lvms
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: uninstall-lvms
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
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policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: uninstall-lvms
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: uninstall-lvms
spec:
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-storage
- complianceType: mustnothave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-storage-operatorgroup
namespace: openshift-storage
spec:
targetNamespaces:
- openshift-storage
- complianceType: mustnothave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: lvms-operator
namespace: openshift-storage
remediationAction: enforce
severity: low
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-remove-lvms-crds
spec:
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
name: logicalvolumes.topolvm.io
- complianceType: mustnothave
objectDefinition:
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
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metadata:
name: lvmclusters.lvm.topolvm.io
- complianceType: mustnothave
objectDefinition:
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
name: lvmvolumegroupnodestatuses.lvm.topolvm.io
- complianceType: mustnothave
objectDefinition:
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
name: lvmvolumegroups.lvm.topolvm.io
remediationAction: enforce
severity: high

4. BfTLA T o3k 0/ Policy CR :

I $ oc create -f <policy> -ns <namespace>

4.12.4.17. {8 must-gather FHABZEXHM2HER

fNR LVM TR TTE B ShER R, 1H @M must-gather TEWEHEXHMZEER, LUEESHILIER
FAUUEERREFAERRTR,

ik

o MEEET LVM FHERNE FimZ21T must-gather ip % :

$ oc adm must-gather --image=registry.redhat.io/lvms4/lvms-must-gather-rhel9:v4.16 --dest-
dir=<directory_name>

® X F must-gather TR

4.12.4.18. A E A FEDERR
EFEAZHEEEES (LVM) EHEEFAMEMEN, BB E—LE BN EgRRm A,

4.12.4.18.1. k2 & PVC 4 F Pending R
RAMSBEHR (PVC) RESRA WU TREREALF Pending RRE :
o ITERRETRRE.
o AR,
o RILEMFHEERST mikFEeR,
o ZBTURANFAME (PV).

e BEF PVHT RLT Not Ready K.

126
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B A4E BERFAEH

FRFM
o B%% OpenShift CLI (oc) .

o ELIEA cluster-admin I RHIF 7 &9 E 5% E OpenShift CLI (0c).

1. BT TS REE PVC 75k -
I $ oc get pvc

it la Nl

I NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

Ivms-test Pending lvms-vg1 11s

2. BT TS, RES PVC XEXMEMHLT Pending R :

I $ oc describe pvc <pvc_name> ﬂ

ﬂ ¥ <pvc_names> Bl PVC BEHR, BI40 : lvms-vgi.

it

Type Reason Age From Message

Warning ProvisioningFailed 4s (x2 over 17s) persistentvolume-controller
storageclass.storage.k8s.io "lvms-vg1" not found

4.12.418.2. \ERDHITELER PIRE

INRHI1 storage class not found 5%, & LVMCluster B E X5

#3 (LVM)TFEf# pod #B4LF Running R,

FRFZM

ik

e B%% OpenShift CLI (oc) .

o MELIEHA cluster-admin I REIF /7 & 19 E 5% E OpenShift CLI (0c).

. BT TS 3IE LVMCluster CR 25 F7E -
I $ oc get Ivmcluster -n openshift-storage
I

NAME AGE
my-lvmcluster 65m

R (CR), FIARATAZHEER
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2. N2 LVMCluster CR ~7Z7E, iH0JE2— LVMCluster CR, MIEHZELR, iES "0
LVMCluster BE X HIR"

3. 7 openshift-storage ta & 22 (A, ZITU TN RREMAB LVM FiE pod ST
Running K7 :

I $ oc get pods -n openshift-storage

it N
NAME READY STATUS RESTARTS AGE
Ivms-operator-7b9fb858ch-6nsml 3/3 Running 0 70m
topolvm-controller-5dd9cf78b5-7wwr2 5/5 Running 0 66m
topolvm-node-dr26h 4/4  Running 0 66m
vg-manager-r6zdv 1/1 Running 0 66m

LEp BRI M AT ELLT pod RIIZ1TSEHI -
® |vms-operator
e vg-manager
SNSRI NNELES &SI vg-manager pod 2t FRERTE, XRENETEKE AT FAREE LU

LVM &R A, BERRUVEMNEDRERLLRE, F2T7ATawREE vg-manager pod
E’JEIL;\ .

I $ oc logs -l app.kubernetes.io/component=vg-manager -n openshift-storage

® X% F LVMCluster BE X ¥R

o Il LVMCluster BE X KIREN AL

4.12.418.3. N\ mitfEHIRE
HTFEREHIT SfE, FAMEESFR (PVC) AdgEx4TF Pending K7,

Fil JH:'EJLESIIZEEI’JF 'J—"', KA LU 7 topolvm-node pod FIEH 1T, BINT EGITHERTEZ T =00E
Ellﬂ l, XA RER B — A E R BERER,

FoRFE M
o B &% OpenShift CLI (oc)

o MELIEHA cluster-admin I RHIF 7 &9 & 5% E OpenShift CLI (0c).

o Z{TLIT#4, K topolvm-node pod SLBIMIE 14K -

I $ oc get pods -n openshift-storage

it
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NAME READY STATUS RESTARTS AGE
Ivms-operator-7b9fb858cb-6nsml Running 0 70m
topolvm-controller-5dd9cf78b5-7wwr2 5/5 Running 0 66m
topolvm-node-dr26h 4/4  Running 0 66m
topolvm-node-54as8 4/4  Running 0 66m
topolvm-node-78fft 4/4  Running 17 (8s ago) 66m
vg-manager-r6zdv 1/1 Running 0 66m
vg-manager-990ut 1/1 Running 0 66m
vg-manager-an118 1/1 Running 0 66m

[EEEE PR

e IR PVC 4F Pending I)R7, BMEEARART ST SHEXNFAE, BoiiiTmElEE, Mm%
BZER, HEMH BMmELEE",

o T HEE

4.12.4.18.4. MR KN Ak &E
MREERESHAMEFE (PVC) XEMEBEHNEBRRUER, NATERREZEHMELFERRL,

MEMBBE S NS FBUEAEIZEE, W Failed to provision volume with storage class
<storage_class_name>, E#MiHIRHEEETEIFEMNSRUGERER,

TRER T SHEERER
& 4.9. BIWEHHE

HOHR fed

RESREFERW ERMIEERREFENNE, SRIUERWATER

DA 48532 2 ] R = E At BB A Y

HIEB R MRATAFEAMS (PV) 5 PVC ERRIEE, NFE

EHES.

BRI E R SRR T R AR, NS
FRMW, pod ZHtfER PVC I Al gE & HIX AN IR,

FailedMount = FailedAttachVolume

I ERRERR M T RENE ST IR, 90 SRk
K, pod ZitfE A PVC I AT RE & H X AN IR,

FailedUnMount

BER MBI —N T =, TREMIMEI SR —T XANERATRES H IR X ¥ ReadWriteMany 1774
= N FMERRR A,

FoRFM
o B%% OpenShift CLI (oc) .

o RBELIEH cluster-admin HRA A - H17& < El OpenShift CLI (0C).
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TAE
L BTUTeS, BES PVC REXMEH
I $ oc describe pvc <pvc_name> ﬂ

ﬂ ¥ <pvc_names> &y PVC HIA TR,

2. B EIRERER EN B E R,
3. FRRBEEL R R,

IRBRNVCE BEMEARR T XN FARMARRESET, BRIHUTREEE. MFEESE
B, HEM" B EEE",

[ ]
=l

o HTiRHEE

4.12.4.18.5. H {70 ;512

NRAEFTREH IR IREMEERE T RAERBA, ERAHITaGIEE, SHEERTRRKA
FIF AR ESEES(LVM)FHEER I/,

R
e B%% OpensShift CLI (oc) .
o MELIEA cluster-admin I REIF 7 &9 & 5% E OpenShift CLI (0c).
o EEMIFRFIAMA LVM i QBB AMEEFPVC),

o MBEFILFER LVM EEQIEM PVC B pod,

1. BT TS5 tI#E] openshift-storage v & 22 [H] :
I $ oc project openshift-storage
2. IZ1TLL R4, 7 LogicalVolume B E X ¥R (CR) REBEE :
I $ oc get logicalvolume
a. 1R 7F7E LogicalVolume CR, iHZITUTHSHERE] :
I $ oc delete logicalvolume <name> ﬂ

ﬁ ¥ <name> &4 LogicalVolume CR B & #F.
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b. k& LogicalVolume CR /5, izfTLL T n4 JeffiprEALESS
I $ oc patch logicalvolume <name> -p '{"metadata":{"finalizers":[]}}' --type=merge ﬂ

ﬁ ¥ <name> &4 LogicalVolume CR B & #F.

3. IBfTLL T4, E LVMVolumeGroup CR 2&F1E :
I $ oc get lvmvolumegroup
a. 1R 77 LVMVolumeGroup CR, 52T TaSHBRE] :
I $ oc delete lvmvolumegroup <name> ﬂ

ﬁ ¥ <name> &5 LVMVolumeGroup CR BJ£& #F,

b. Mk LVMVolumeGroup CR [5, iZfTLA T epmRMIBRE L4588 -
I $ oc patch lvmvolumegroup <name> -p '{"metadata":{"finalizers":[]}}' --type=merge ﬂ

ﬁ ¥ <name> &5 LVMVolumeGroup CR B #F,

4. Z1TLL T 605 M BRE{T LVMVolumeGroupNodeStatus CR :

I $ oc delete lvmvolumegroupnodestatus --all

5. iIfTLA T en 4 &R LVMCluster CR :
I $ oc delete Ivmcluster --all
a. MHBR LVMCluster CR [5, iZfTLA T epRMIBRE A 4588 -
I $ oc patch lvmcluster <name> -p '{"metadata":{"finalizers":[]}}' --type=merge ﬂ

ﬂ ¥ <name> &1y LVMCluster CR HI& 5,
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5 5 = {#iF CONTAINER STORAGE INTERFACE (CSI)

5.1. BEdi& CSI &

BIREMEREEO (CSI) fo1F OpenShift Container Platform {# B3 # CSI # O MEMERIRIREAIZF A LR
fifo

:

5.1.1. CSI 2814

CSI Wiz R E HARFRIRMH, XLERSRT 7 HEZ1TH OpenShift Container Platform, E7E
OpenShift Container Platform {5 CS| ZAMEM IR, SEHSEANIEENLNEYE, FhH
OpenShift Container Platform F T2 (&IXhA2 FE 5] B9 12,

OpenShift Container Platform 4.16 32 CS| #15E R4 1.6.0,

T B3R T 7£ OpenShift Container Platform &AL pod 12T HIZH B9 R

=]

OpenShift APl server

T T i

Snapshotter Resizer Attacher Provisioner Kubelet
container container container container
A A A 4 A
' ' 1 1 1
v v v v v v
. . Driver Driver
Driver container registrar <> container

External CSl controller
(Pod)

Infrastructure node

CSl driver daemon set
(Pod)

Node

I
=

Storage backend

f Unix domain socket l Any proprietary protocol

NFARNEEER, BTSN CSINHRER, SN EEFREEEFHAREHIRNE, Uk
Wrhi2FF CSI EMERRITFI RS,

5.1.1.1. 44EB CSI #5183
HER CSIZHIZZE— I ERE, BRBHTEUTENESRN—INHEL pod :

® snapshotter 23 VolumeSnapshot #1 VolumeSnapshotContent %1%, F i 75 Al &
f& VolumeSnapshotContent X .
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® resizer Besm— 1 sidecar B2, BETE PersistentVolumeClaim X &R G
PersistentVolumeClaim E#7, F7EX PersistentVolumeClaim %% ‘k%%ﬁﬁ%ﬁ%ﬂﬁ CSl
im i ControllerExpandVolume 2/E,

o —/NHER CSlattacher 28, ©RFF OpenShift Container Platform B attach #1 detach %%
¥ X CSI IXEHF2FE R ControllerPublish #1 ControllerUnpublish i F.,

o — AR CSIB&TEFALE, ©r¥ OpenShift Container Platform B provision #1 delete 1
RN B CSIIKEHF2FE R CreateVolume #11 DeleteVolume 1 F.

o —CSIIshizFB .
CSl attacher #1 CSl provisioner Fr{#H UNIX BEEFS CSI KhiiFAITRE, HBHREE CSIRE
HARBEFF pod. M pod BAATEVIF] CSI K BhFER
p= Y=

attach. detach. provision#ll delete 2 /FBERE CSI WhiEFEFHEEIREREIE
1E infrastructure 7 s_E3Z1T CSl controller pod, HEIEMEE—MTET R ELE™EH
BEWIE, ERBARERESLHAFHE

HAXHFHR =778 attach =X detach ##FHS, AFEN CSI W2z T A EREIMIINER.

HERME INBR A =M CSI IREhFR R & H4E{T ControllerPublish 5 ControllerUnpublish #
£, AT, ©MRILa1T A LIFTER OpenShift Container Platform attachment
APl

5.1.1.2. CSI IR~ IHRER

CSI BT HAREEFTN T RLIZT— pod, BRI OpenShift Container Platform $£#; CSI 3K
PREFIRENEWE, FERSENRFAES (PV) AP ME (pod) . RET CSIWEHFEFH pod @&
TES

o —/CSIIshiERFEME:, BT = LiZ1TH openshift-node AR 55 iEA CSI BNiEF. 1
BE] ‘J—"_J:LH'E’J openshift-node H#T2REHERA T m EATAR UNIX BEZEFEEEET CSI Kz
F.

o —/ CSIizhiER.

ET R EEEN CSI KEhBFNIZEEEEIRPHAERELHEIL, OpenShift Container Platform Rf§
AT iR CSI %A, fNNodePublish/NodeUnpublish 1 NodeStage/NodeUnstage (#15iX
YRR B W)

5.1.2. OpenShift Container Platform %8 CSI IX5hi2 %

OpenShift Container Platform BRIAR &L CSI shizR, h AP R RBIEGTEHITHF-E
IJFI\‘Q

ZOBEFIIXLEZR/FNEM TP CSI EEHRAMS, OpenShift Container Platform &E AR &

WER) CSI IKBhFERF Operator, CSI IENFRFHFMRIIEM R, NF A X Operator FIIXEHFZFBIE I 6
EHWEZER, HSHRFE CSI Driver Operator B3,
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BF

BRNER T, AWS EFS #1 GCP Filestore CSI 2R A &L, LFIHIRE, X
R AWS EFS CSI IKBhiZFRIF IR, 1ES 1% E AWS Elastic File Service CS| Driver
Operator, BXx%&%k GCP Filestore CSI I shTEFMIF I, 1ESH Google Compute
Platform Filestore CSI Driver Operator,

TFREW® T OpenShift Container Platform S # 8 OpenShift Container Platform Z$F#) CSI B2 &
H¥ 50 CSIThee, MBIRBIIFAREKRN,

BF

MRTRAZBIIHER CSIKhigrr, MFERR CSI FhE MRt RE AT E
AHEXZ R CSI Th8E.

£ 5.1. OpenShift Container Platform Fz £ CSI IX5hi2FFIThAE

CSI R CSI| JEE RN PREKXIIG I 48
AWS EBS | |

AWS EFS

Google Compute | | |

Platform (GCP) ¥

AR (PD)

GCP Filestore | |

IBM Power® Virtual |

Server Block

IBM Cloud® Block 13! 13!

LVM =% | | |

Microsoft Azure | | |

Disk

Microsoft Azure | | |

Stack Hub

Microsoft Azure X 4 ] ]
%

OpenStack Cinder | | |
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CSI DT CS| Bt CSI HEE KN PRI 8

OpenShift Data | | |
Foundation

OpenStack Manila |

H

- L

L:I>:

£=¥

CIFS/SMB |

VMware vSphere [0 [

® XfF vCenter Server #1 ESXi, BE vSphere k7 7.0 B3 3 HE S hRA,

o RZ#F fileshare %,

2.

o BBV B : XIEFTFEM vSphere liiA N 6.7 BHT 3 P06

o TEXLEBY B’ : &I{EB vSphere fRAN 7.0 BHT 2,
3

o TXIFHELRBKIFAERN, BYHMINEELZITH pods
4,

® Azure File TgfERZ# NFS i, ©X#F azurefile-csi Ffi%J%, ©EH SMB 11,

e Azure File &R —PERTINITIAE :

BE

Azure File CSI ﬁﬁé,\m /\H?ﬁ‘ﬁﬁﬁlﬂﬁﬁo AT ZLLNE 7 MR 55 TN
(SLA) ZFr, BYsemaEH TR, AETHERE T IMNEhERE], XERARTIE
IjJﬁEEJLiﬁJﬂFTz%EifCJﬂ %ﬁEI’\JIjJﬁE FENSEF XM BREERGE L.

BRIABRAT G FEEMNESER, WSROI F e,

513. 5B &

PIRBEEFAMEEBURT CSI KR HEZEFEHEREIRIIIEE, CSI KSR ENEN ZIRE T E
OpenShift Container Platform A AR F i 2K R A TECE SIS,

DIRM R LR E NSRS ER.

135


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.16 7=

ik

o QIB—RINEMEE, DRILATATBEERIAFIM LN PVC HERER CSI KR FRE S

# oc create -f - << EOF
apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage-class> ﬂ
annotations:
storageclass.kubernetes.io/is-default-class: "true"
provisioner: <provisioner-name> g

parameters:
EOF

@ ZoEMEHERNATR,
@ EREm CSIHHRFEA,

5.1.4. {#F CSI I shiz2 /=l
LU TR BIE & A LN T RIS SIS R TRE T — N BRI MySQL 4R,

FoRFZM
o CSINEEFERERE,
o NEISEROUET FMER,

TAE
o fIE MySQL &R :
I # oc new-app mysql-persistent
I

I --> Deploying template "openshift/mysql-persistent" to project default

I # oc get pvc

I
NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
mysq|l Bound kubernetes-dynamic-pv-3271ffcb4e1811e8 1Gi
RWO cinder 3s

5.15. 8ER %
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BIERBEAFAMSFI (PVC) spec HH datasource FEX K OIETIFIEFTHIE,

BRIFATEER, HIENRERARTNEIhEESZ ., (ERZ, OpenShift Container Platform R H {E{AEIET
%%Q

BF

%‘?LEJ:E&F,\E MRATABIZhEE. RATNEIRER Z LB~ MRS TN (SLA) X
, BYREARHARE, MERHERE T INMNEhERE]. XERATITThEE AT LUE
ﬁﬂ)*’??eiiftﬁﬂ %ﬁEI’JIjJ , HFAENSEF LM BRARGEL,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,

MNEBAXRBIERGZMNEZER, 1HSH Kubernetes BIEF 25,

5.2. CSI INLINE I 48

EEIARREFMED (CSI) AEKIENS, EAILUE X Pod #l4&, 1E pod EENOIEBNELIGN &, FI1E
pod B RS,

L IhBE & B F 32 15 # Container Storage Interface (CSHIXEhFER :
o HEZUR CSIWENTERF
® Azure File CSI i Zhi2FE

e Secret Store CSI B2

5.2.1. CSI BRI &8h

B, H Container Storage Interface (CSI) IKo2FXFHNEREEA T PersistentVolume #l
PersistentVolumeClaim X REH A,

Wi TheEE, PILAE Pod #MAE R EIEIEE CSI %, MAETE PersistentVolume FIEE, AEXBZIMNS
B, 7 pod EFEARHFRE

5.2.1.1. ZHFBR I
EBIAERT, OpenShift Container Platform 324 CSI RELIGET %, BHELITRE :
o (U CSIREhfERF, A in-tree A FlexVolumes,

o HEFIR CSIInhiEF R X R E A REImI &1 7] % 6 & Z2 A P #Y Secret = ConfigMap, 1F
NEART B,

o MXSNFHEMNEIRHEMTRIXLESH CSIWENTERF., 1RIR CSI WohE /A iR a1t Rt
17381k,

CSI BN F Al RESR A LN EXSThEE, S¥E Ephemeral £/, 1¥1B1EEE CSI N2 XY,
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BF

HETR CSINENRRFR B2 — M ERTINIIRE, BATEIEER L8 MRS TN
(SLA) X%, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIT
RER R R BRI, HANSEF LM BRMRGEL,

BRIABRAT G FEEMESER, WSARATITiEF e,

5.2.2. CSl Volume Admission &4

Container Storage Interface (CSI) Volume Admission 14 = FEBRHIFE pod A LB CSI I SHIIHR
3 CSI RKEhEFHER, &2 5 o LRI csi-ephemeral-volume-profile #7%, #AJG Admission &
REIZIN, FEmdl, EEMERRESFER,

5.2.2.1. 1k

Z{#HF CSI Volume Admission fff, 127 fF security.openshift.io/csi-ephemeral-volume-profile 15
ZAINEI CSIDriver X R, ©R7EFARIRM CSI WENEFEN R CSI WRFEHNEN pod ZLEEES,
NIRRT -

kind: CSIDriver

metadata:
name: csi.mydriver.company.org
labels:

security.openshift.io/csi-ephemeral-volume-profile: restricted ﬂ

Q CSI KENFEFEXT R YAML X4, ¥ csi-ephemeral-volume-profile i7%5 % &/ "restricted"

" BEMECESE " BIE pod AILMER CSI BNEFTE pod TL2IMEEER EE CSI Ini %,

CSI Volume Admission 3547 81/ pod B i 2 pod 4 ; & CSI BHYIIA pod A28, INR pod fEH
ARTFHEOCSHS, HH=ER CSIDriver X 7+ 1:# csi-ephemeral-volume-profile 155, RETE
s, BEEMEITRERERREE.,

5.2.2.2. Pod &£ Bd & 5 5 il

4 CSI| X 5hi2FE A csi-ephemeral-volume-profile t75 0}, {#M CSI KIS, CSI IEET &8 pod
WA 5it ) K FE AR F S R AN BRAY pod RN MR G 22 [H FRIZ 1T, HN5R 60 4 22 8] 5 il L R B A& B b
A, CSlVolume Admission RS IEHEAN, FREDR T4 EMRSEBNAE pod ZLE B LM HI1T
%Q

7 5.2. Pod Z £ ES 0 Hl

Pod Z& R ESE KRR : RIEFFR% : baseline KRR :
restricted privileged

Restricted Allowed Denied Denied

Baseline Allowed Allowed Denied
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Pod Z£ACESE PEhRFIRE - IEhEERFIR: - baseline PhRF RS

restricted privileged

Privileged Allowed Allowed Allowed

5.2.2.3. Pod Z2 R BEES

INR CSI IRENIEFFBEMELESELL pod MAZE(EH pod BEEERBEE M, N CSIVolume
Admission {EHRIEER A HE S, TRER TN NAERZENARE pod ZLEBEELEEE,

% 5.3.Pod ZEREFKES

Pod Z£ACES PEhRFIRE - IEhEERFIRE: : baseline BEhFIRE

restricted privileged

Restricted No warning Warning Warning
Baseline No warning No warning Warning
Privileged No warning No warning No warning

5.2.2.4.Pod Z&BCEE H

IR CSIBEFNBREBELL pod MAZE[AIM pod ZE2HITEEEE T, N CSIVolume
Admission 34 AT LURF audit SFAERN ARl pode FRER T HI A EMRSEMNARE pod ZLEEENFHH
audit JEfi#,

% 5.4. Pod R BELEEH X

Pod Z£ACESE PEhRFIRE - IKEhEERFIRE: : baseline BhF RS

restricted privileged

Restricted No audit Audit Audit
Baseline No audit No audit Audit
Privileged No audit No audit No audit

5.2.2.5. CSI Volume Admission JHE4BIER 1) 175

INR CSImET48| K CSI IXshi2F %A csi-ephemeral-volume-profile 17%, CSIVolume Admission
HEHaZEINEFERRE. BEMEH TN privileged EIBBE. R, 1R pod AR ERAIX
& pod ZEMEAIRE, Admission FEHESRESIF restricted BELESE i Hl, BEMHBORE, AL, R
RAERERE, NERZ CSI KRR CSI IR SEIERFIN M2 A R e A,
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OpenShift Container Platform FZ #Iui i # 89 CSI WK EhF2F csi-ephemeral-volume-profile 17
ZHEBTAEBHUBRILE

o HEHR CSIIKEHFER : restricted
® Azure File CSI IEZN#2F : privileged

MRFE, EEOAATLURSIRENRINE.

5.2.3. 7f pod # &R A CSI REXIGE &

& B LATE OpenShift Container Platform B Pod Mgk A CSI WEXINN B, TEiZ1THT, EREREL
BEES H KB Pod MG A BHA, LUE CSI WBIFRFTE Pod QBTN %I IR BIRERIFRE T
%,

ik
1. 8/ Pod MREX, FRERFEXHH,
2. IR HHERA CSI RERIN %,

my-csi-app.yaml

kind: Pod
apiVersion: vi
metadata:
name: my-csi-app
spec:
containers:
- name: my-frontend
image: busybox
volumeMounts:
- mountPath: "/data"
name: my-csi-inline-vol
command: [ "sleep”, "1000000" ]
volumes:
- name: my-csi-inline-vol
csi:
driver: inline.storage.kubernetes.io
volumeAttributes:
foo: bar

© Fod ERHBHLTH.

3. QIRE E—FHPREFINRE XK,

I $ oc create -f my-csi-app.yami

5.2.4. TR

® Pod LIk
5.3. =& CSI DRIVER OPERATOR
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ENEBEED, &R LUTE OpenShift Container Platform F{# f Shared Resource CSI Driver SR E& &

& Secret 3¢ ConfigMap *f REINELIEIT 5, X, pod MIHEHM Kubernetes KRB FRAFBE

%, OpenShift Container Platform M A LIRS EREF T MR E A P ER XL RMAT, &

KEIER, BRIAMNMEINHEZRIR : Secret ¥ RHY SharedSecret B E L FR, LK% ConfigMap
%I ERE SharedConfigMap B & X5 R,

BF

Shared Resource CSI ?EEJJ&T—AE MNEORTI T INEE, AT IIEER Z L8 MRS E
Kl (SLA) X, HINBERREH A TEE, ZIEAHEEE - INMERFRAE], XL
ARINEIHE TLAﬁFHFTEEfEﬁ%ﬁE’JIjJHb, HENSKEF AN ERRERGEL

BRIABRATGEEEXFEEMNESER, WSARATITiEF e,

_ BERRHAZEHRIR CSI Wehizrr, Sy AEmIhee /= AThEe.

5.3.1. XF Csl

EidE, FHEBE—RIJIEFEIXDES Kubernetes — N ER 1R fit, FEEBSRFERED (CSI) AYSE
i, SB=75 BN R LA b O SRR M b iR 1, ﬁ'ﬁﬂim%ﬂ&ﬁlu Kubernetes 5,

CSIl Operators &y OpenShift Container Platform F /124 T F £, BRI, ©IEENT in-tree B
ey L SOM /N
5.3.2. 7Eep R 22 [A][A] £ = secret

EREERHPMARZHE A HE secret, AL NEEHLZH Secret X KA — SharedSecret B E .
¥R (CR) LA,

FoRFM
B BB HATL T ERERIAR

o TEEEESERE ML LA sharedsecrets.sharedresource.openshift.io B E ¥R E X (CRD)
B9SEHI,

o TEEMABENTNAGNAEHE, LUEHIBLR - LURER, 58 A0 R X L5261,

o EEMABMAGBHE, LUEH PodBEEMNRSIKF BE W LIEES|I A EFE AR SharedSecret
CR =89 Container Storage Interface(CSH#.

o JiNBEMEHE Secret IBZRZE[A,

o NIMEBIRERMMH R LAz A= Secret ¥ %0 —4 SharedSecret CR L4l :

$ oc apply -f - <<EOF
apiVersion: sharedresource.openshift.io/vialphai
kind: SharedSecret
metadata:
name: my-share
spec:
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secretRef:
name: <name of secret>
namespace: <namespace of secret>
EOF

5.3.3. 1 pod #{#F SharedSecret =l

Z M Pod 1Jj7] SharedSecret B & X 5TIR(CR)SEfl, BFEEMLA EMRS MK RBAC FUBRIZRF 1%
SharedSecret CR £,

FoRZ
o ME NEHREERAPIMAZE AIHZM secret £|# SharedSecret CR L4,

o WNEBHIT TR
o i\ oc get sharedsecrets fp % iR [EIFFZE 515k & HIHELE SharedSecret CR LR A,

o MEMEH Pod IBEMRSS K- RS A LA ER SharedSecret CR SEffl, thEi2Ui, &
A1 LLiZ4T oc adm policy who-can use <identifier of specific SharedSecret> EEERZ T
Bl 44 22 R R B9 AR S5k o

o MHEMM Pod IEEMARSIK - BERIF csi BFEM csi B, HEFNEREAIRE pod BIIH KA
F{ER csi . HEBESH"AHMERE pod REHEN",

. -3
MRREFHRIIIRAVZENNIREZSE, NEILSKIAREABIFENETABIND
(]3I (RBAC), LUMEMRAT LA B SharedSecret CR SEfl, 32 FARSSIK &
SharedSecret CR £4l,

it

1. B ERT A YAML AEM oc apply, M4 ERS M RBAC HUBRIZF H pod Y
SharedSecret CR L4 :

Bai1, kubectl ¥ oc EGERILIEEKRKRNNEZE, LUER use shidHE AR
HNARRF pod Z2MHEXNAR, Hib, EITEEA oc create role ... B|EEA
SharedSecret CR SLIFrEHA R,

$ oc apply -f - <<EOF
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: shared-resource-my-share
namespace: my-namespace
rules:
- apiGroups:
- sharedresource.openshift.io
resources:
- sharedsecrets
resourceNames:
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- my-share
verbs:
- use
EOF

2. {1 oc ta w05 A & XIH RoleBinding :

$ oc create rolebinding shared-resource-my-share --role=shared-resource-my-share --
serviceaccount=my-namespace:builder

3. M Pod i/j[7] SharedSecret CR £/ :

$ oc apply -f - <<EOF
kind: Pod
apiVersion: v1
metadata:
name: my-app
namespace: my-namespace
spec:
serviceAccountName: default

# containers omitted .... Follow standard use of ‘volumeMounts’ for referencing your shared
resource volume

volumes:
- name: my-csi-volume
csi:
readOnly: true
driver: csi.sharedresource.openshift.io
volumeAttributes:
sharedSecret: my-share

EOF

5.3.4. T 6p 44 22 [A] [F] H = AL B AR &Y

EREEHPMMATHE A HZEEME, LU IZECEMET 2] SharedConfigMap B & Y R (CR)5E
i,

FeRFMH
B BB HATL T ERIERIAR

o EEESTEHEMY LOIEE sharedconfigmaps.sharedresource.openshift.io B & X HFRE X
(CRD)RI=E41,

o TEEHMABENTNAGHAEHE, LUEHIBLR -~ LURER, 5 A0 R X L5261,

o TIREMAMALERFNWABHABIE, LUERHIIEZ Container Storage Interface(CSI)BH
pod FRAIRLE AR 55 7 AT LA i L2 50431,

o iNBEMEHE Secret AR ZE [,
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1. NEEFEEBHPHNMA T B HEZHEE MRS A% SharedConfigMap CR 24 :

$ oc apply -f - <<EOF
apiVersion: sharedresource.openshift.io/vialphai
kind: SharedConfigMap
metadata:
name: my-share
spec:
configMapRef:
name: <name of configmap>
namespace: <namespace of configmap>
EOF

5.3.5. 7£ pod #{# FH SharedConfigMap L4

2

Z M pod ¥jj7] SharedConfigMap B & S %R (CR)ELHI, EEBEERFHEIRS M RBAC HFRLMEA X
SharedConfigMap CR =2,

FoRE M
o NIBEEEHPMMA L MHZNEEMST ] SharedConfigMap CR L4,
o MNBEAHITUTIRENIUR

o A oc get sharedconfigmaps 14 3R Bl FEZE 5= & IMHELE SharedConfigMap CR =<
EIRER

o MEMEH Pod IBEMRSS K- B E A LA ER SharedSecret CR 52, thEi2Ui, &
A1 LLiZ4T oc adm policy who-can use <identifier of specific SharedSecret> EEERZ T
I 45 22 (R R B9 AR 551K o
o MAEMM Pod I8 EMIIRSIK 2B SIF csi BEMA csi B, HEFNEREZLIE pod MIEKA
FER csi B, HBIHESH"AHIFMER pod REHEAN,
p= Y=
MREEHRUIIRPHURENNEREM, NEIISHFEARIMENETABHI

[FI#2%I(RBAC), LAMEERILLA P SharedConfigMap CR 25, F /5 FARSSIK - 8 B
SharedConfigMap CR =2,

AR

1. B ERT A YAML AEK oc apply, M4 ERS M RBAC HUBRIZF H pod Y
SharedConfigMap CR =2,

-3
BEl, kubectl #1 oc EGERIGHEFHKHAN/NEZH, LUER use shiAlpE AR

HARRF pod Z2MHEXNAR, FHib, EITEEA oc create role ... B|EEA
SharedConfigMap CR LAIFFEEMA R,
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$ oc apply -f - <<EOF
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: shared-resource-my-share
namespace: my-namespace
rules:
- apiGroups:
- sharedresource.openshift.io
resources:
- sharedconfigmaps
resourceNames:
- my-share
verbs:
- use
EOF

2. {5/ oc e 0S5 A EXIH RoleBinding :

oc create rolebinding shared-resource-my-share --role=shared-resource-my-share --
serviceaccount=my-namespace:builder

3. M pod 1ji7] SharedConfigMap CR <5431 :

$ oc apply -f - <<EOF
kind: Pod
apiVersion: v1
metadata:
name: my-app
namespace: my-namespace
spec:
serviceAccountName: default

# containers omitted .... Follow standard use of ‘volumeMounts’ for referencing your shared
resource volume

volumes:
- hame: my-csi-volume
csi:
readOnly: true
driver: csi.sharedresource.openshift.io
volumeAttributes:
sharedConfigMap: my-share

EOF

5.3.6. £ = BTIR CSI INEhZFRIBIA 2 15 R
HZVR CS| BHRFA U T ESERHRE :

o IKHNFEF A% Container Storage Interface(CSI)PRIEXIIfGHT 4 HIBR I,

e readOnly FERMIENLTIZ true, TE0/3 Pod i, 4N readOnly 7y false, 35iE# A Webhook
KIELHOIEE pod, MBHTEMERE, FIEH#EA Webhook FETE pod fHshid 2 hESE & LB
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%, MIKHNFEFSME kubelet R[EIE4 1%, E3K readOnly y true, BTLURHEF_Liff Kubernetes CSI
W2 BRI AR EESLER, LU SELinux FRZER F B KEXBIAS,
o IRENIEFRHE FSType FE&, HENEEZHF tmpfs &,
o IX5hi272B% NodePublishSecretRef £, #HKR, ©#F SubjectAccessReviews 1 use 7]
1l pod B E A LAKENE & SharedSecret 5k SharedConfigMap B & X 5TIR(CR)SEFIH9
Bo
o RIERNIELFLL openshift 7F2L#) SharedSecret 5 SharedConfigMap B & S ¥R (CR) 5&
i,
5.3.7. 8 H£Z %R pod £ _E# VolumeAttributes FIE % 1+1F
UTREME T ZMAXZIMHEZRIR pod 5 :
¢ volumeAttributes E 4+ +# refreshResource E %,

® Shared Resource CSI Driver EZi& A4 refreshResources B4,

e volumeAttributes E 1t 8 sharedSecret #1 sharedConfigMap &%,

5.3.7.1. refreshResource B

Shared Resource CSI Driver E1{&%# volumeAttributes B £ 1 refreshResource Blf., LLEMHEATF
E, FEBEN pod B —EOBMIBBERE, BiEREH, XE/Z Secret 5 ConfigMap M RERE
HWEHEE AW E 4TS H, refreshResource BIEIAE T true, XEKEBENBSWET,

BF

N5 Shared Resource CSI Driver B2iB %2 7 X sharedSecret #1 SharedConfigMap B
E X HR(CR)SEFIBIRIET, ] volumeAttribute B4t H# refreshResource B %A 1F
. XAEMERNBRTRE R VTRIF N R ES AR,

5.3.7.2. refreshResources Bt

EELMFER2BFXERANEARZFIRRF. :XFFX2 Shared Resource CSI Driver # csi-driver-
shared-resource-config Bt BB ST refreshResources B1E, &R LLTE openshift-cluster-csi-
drivers fp 2 22 B E], INREHXA refreshResources BiE KB N false, N EBNHMBEBESEAASEH
#1748 Secret 3 ConfigMap % RIEX AR,

BF

ERALH=E

7

B CSI KRB B R Z A RIFT R INFTA E R HEZ TR CSI Driver B
£&H volumeAttributes B H 89 refreshResource B2t 2.,

[l==

5.3.7.3. 7t pod E & HZ FIREBAILUE volumeAttribute
EHANEH volumeAttributes #7, &2/t sharedSecret 5 sharedConfigMap B I4HRIEIXE N
SharedSecret =% SharedConfigMap CS SEfIMI(E, &N, H1E pod HihIEHESEN, FHiEBHE
%% # volumeAttributes, FEHIMLLT SRR M kubelet IREIFE IR

e sharedSecret 71 sharedConfigMap E1££R835E 7 1H.

e sharedSecret 1 sharedConfigMap EM#8% G 18 E(H,
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e sharedSecret =% sharedConfigMap /& 48 {E 552 ) SharedSecret 5 SharedConfigMap
CR LI B FRAXS B,

5.3.8. HE IR, Insights Operator #1 OpenShift Container Platform 4% 2 8] FU5E A%

HEBR. Insights Operator #1 OpenShift Container Platform %z [8] 5 B AT LATE OpenShift
Container Platform fgE AR BEEMAMEEALIIEIT I (RHEL AFD) .

TELIRIBIRR A, 71 OpenShift Container Platform 4.9.x RERIRAF, EAUFHSEAZILHNES
FIRLZ TR RIEA T E S & 22 H .,

HFE, 1 OpenShift Container Platform 4.10 R BE##IkRAH, OpenShift Container Platform fJE R LA
B 8| AHZEBR Insights Operator 12 R B AR V5 RIThEERFE R LI I (RHEL #X(F)

o HHEMAAE TN TIEEF R FEIE T AR FRE B Secret TR, 1ESH LT "Additional
resources" SR HIHETE,

o ERIETE R NI 514 Secret Xf RIEXH SharedSecret B E X ¥IR(CR)ERI, HIZFHETB
HepZZERMAPR, A2, EHEIEALIKXT builder IRSSIK TR, LUFE 1% SharedSecret
CR 5E4l,

TEX LT B i in B 22 B iz TR BRI AR — 4> CSI 4, %4 5| F SharedSecret CR L5 &
HIZM M RHEL RA.

e {#fH Insights Operator 5 A& BAIR R [AIEF

o IHITIRAFIRIN NI secret

5.4. CS| 5408

A IS T a04AH@ i 3 H Container Storage Interface (CSI) IXZh2 - {E TS IRER, LUFEBIRSIE
OpenShift Container Platform FREIEIEE K, BIERTHFAMES,

5.4.1. CSI SR Rt
BAR (snapshot) fO3R T SEBERISTERT 11 REOEIBHIRE . SRIBTUBREAHS,

OpenShift Container Platform Ei\ ¥ Container Storage Interface(CSHEBIRIR, BR, FE—1MRE
B CSI I BhiER,

it CSI BIRIR, SAFEIEGREN
o MEZFRIBIIEEMIFE =75 CSI Kz,
o M—TIANBRROUEZE—THNPVC,
o XTHIAR PVC HITHRER,
o FIRBIEN—NFRM PVC,
o JHERINARIBIRIR,
it CSI BIRIR, NARFFRXAGRALL
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o ([FRABIRIBIENIEI AN RREFRERITNEFHEFDBRRAR,
o PREEVATILIRTBIFF X HRA
o FEEH/REHITTREED, MM LLEAMMERFE.
EERSEREEETFRUTILE ¢
o (UX#F CSIIEhTEF., AXHF in-tree # FlexVolumes,
® OpenShift Container Platform {5 fri CSI IRENFEFE. X FA=H OpenShift Container
Platform Driver Operator 128y CSI shF2F, BIUER B XF 084N iR CSI IREhiz
F. 1RER CSI I shizFm N R & IR TR 7E,
o CSIEHEFTRERMAERARTEBIRBINEE, RUEBSREBIFN CSI WEFATRERMER
csi-external-snapshotter sidecar, FI151H&EE CS| IKSIiEFIRELHI ST,
5.4.2. CSI R BR$2HI23F0 sidecar

OpenShift Container Platform 124t 7 — N EBZE E| control plane FRBYRERIZEHIZS. H4, EHY CSIIKENFE
B AR CSI I8 sidecar, ©RERLE CS| WiNEFHL IR M A — DB (helper) &23.

CSI| 1R BB 23 F sidecar 3@id OpenShift Container Platform API IRt & IRIR, X LN R HTEEREH
Y

A ER2HI 2R CSI Snapshot Controller Operator ZRE,

5.4.2.1. A EREEHIZ

CS| RIR#HI2: 40 E VolumeSnapshot #1 VolumeSnapshotContent X5k, 1% 25:@ 1 G2 FM B
VolumeSnapshotContent 5f R KBRS B R

5.4.2.2. 4B sidecar

&I CSI IR ENAR I iRt csi-external-snapshotter sidecar, X2 CSI N2 F—iE 2R E 8 HIHH
helper 23, sidecar @itfi’% CreateSnapshot #l1 DeleteSnapshot £ {FEEIRIRIB, HERIBIIEF
[ Ea R A BRI TR E,

5.4.3. <F CSI Snapshot Controller Operator

CSl Snapshot Controller Operator £ openshift-cluster-storage-operator #3422 8] 217, BRIAIER
T, '©H Cluster Version Operator (CVO) #EFiE EE P L2,

CSl Snapshot Controller Operator 2% CS| [RER#HI2R, 1Z12HI231E openshift-cluster-storage-
operator #4422 [H] iz 1T,
5.4.3.1. BtRER CRD

1£ OpenShift Container Platform &Z&i1#2H, CSI Snapshot Controller Operator £
snapshot.storage.k8s.io/v1 AP| “HA i 2LL R IRER B E L FIRE X (CRD) :

VolumeSnapshotContent

—MNMREBILK T AEHEEOAREHFE TSRS,
5 PersistentVolume X1 §251{Ll, VolumeSnapshotContent CRD 2 —MNEE TR, fEMEEFMHEIHRN
SEFRIRER,
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SFFTE SRR, SEEEN S0 KXE VolumeSnapshotContent CRD, B [TEEE RS
10K 7 SEPrB R BRERE,
VolumeSnapshotContent CRD & B & %2 (5], HEEHEEAMEA,

VolumeSnapshot

5 PersistentVolumeClaim %%, VolumeSnapshot CRD & . T FF A& A REBAIER, CSI
Snapshot Controller Operator 21T CSI #RERIZHIZR, XL HI2HFEAE LM
VolumeSnapshotContent CRD % 22 VolumeSnapshot CRD FI4F7E, I & — N — X —BIBkET,
VolumeSnapshot CRD Bp & 22 [FfR#l, FF A ANGfEA CRD {EHREBHIME—iEK,

VolumeSnapshotClass

SEBEE AT LUEER T VolumeSnapshot X RFREME, XLEBMEATREREFEMERIRERER
BHRBZFBMAR, EXFHERT, FRABAMBSFRENEREFELEREZREN
VolumeSnapshotClass CRD 7 X T £ | IR R ZF B csi-external-snapshotter sidecar 15
o XAEFEEIREAEE RS NRUI 5 S 0 IR IR R,

A B ARG A VolumeSnapshotClass CRD $5 % 7£ 01/ 1R BB E E{# FH B9 storage-provider £
SH.

VolumeSnapshotContentClass CRD (&G &%, £HEEAFAC NI EHEREAEREREE
T,

5.4.4. E&BIRER
BRIRBHAEEWF : SIEMED,

5.4.4.1. oh5@B&

ISR LUE R M A S FIAR S SIRER R, MAEAEFEENRRE, SHALLE T
VolumeSnapshotClass CRD 15 €.

5.4.4.2. Fzhiifd

ENEREIEN, BILUFHE S KXE VolumeSnapshotContent %R, ©f 181 7 EER TG
BISK PRSI IR BRIEIE,

5.4.5. Q[ BRR
LR BIE VolumeSnapshot X &, OpenShift Container Platform &8I — &R,
R

o E[LEEI—/NIEFEIZ1THY OpenShift Container Platform %%,

o (A% #F VolumeSnapshot % &E CSI IKEhI2FE QM PVC,

o ATESFMHEmNEFHEER.

o IRENHITIRBH PVC HBAHEM pod £,
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DIk

==
[=]

7 pod A PVC G2 B IRIBA R SRTEET ABIEMZ 7789 8HE MR
RAskbR, ERRMARIEEHE AWML, HEOERBRIMERER PVCH
pod,

it
SO BIRR

1. ERALLT YAML #3k# VolumeSnapshotClass % R {13 — 3t -

volumesnapshotclass.yaml

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:

name: csi-hostpath-snap
driver: hostpath.csi.k8s.io ﬂ
deletionPolicy: Delete

ﬂ FAF 0Z Lt VolumeSnapshotClass X RIRERH CSI ENTEF BT ZBHBTSEMER
#) Provisioner ZEX#8[E, © i 51 IEIEHITIRERH PVC,

i3

RIEAREERFAEFEHENINDIRER, AREFEEINNSE, TETLUERIIAEN
VolumeSnapshotClass *f &,

ol

2. BITUTHS, (B E—SHREFINR
I $ oc create -f volumesnapshotclass.yaml

3. /% VolumeSnapshot %% :

volumesnapshot-dynamic.yaml

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: mysnap
spec:
volumeSnapshotClassName: csi-hostpath-snap ﬂ
source:
persistentVolumeClaimName: myclaim 9
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Q BREREERNER, 0K volumeSnapshotClassName % B~ 777, HAEBRIAHER
Bk, MR- MTERABRRBRALHARE, BNRZFEAFEEEREFERINSGR
BB, MARMIRIRE,

YL E B A M4SH) PersistentVolumeClaim W RIE T, XIEE T EEX 4 0] 1R,
NSERERBEEINMER.

1. BRTULEE UEBHREBEN, AEERH volumeSnapshotContentName S EB9{E E iR IRAY

WiTvo

volumesnapshot-manual.yaml

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: snapshot-demo
spec:
source:
volumeSnapshotContentName: mycontent ﬂ

ﬂ TilE & R IR EZE volumeSnapshotContentName %1,

2. BITUTRS, OB E—FSHREFNE :
I $ oc create -f volumesnapshot-manual.yami
ETAlls
EEBERIEREE, RIRHAEXREBHFE,
1 BITUT oS BRI BSRRIES
I $ oc describe volumesnapshot mysnap
LT RHIERE X mysnap BIRBHIEMER :

volumesnapshot.yaml

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshot
metadata:
name: mysnap
spec:
source:
persistentVolumeClaimName: myclaim
volumeSnapshotClassName: csi-hostpath-snap
status:
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boundVolumeSnapshotContentName: snapcontent-1af4989e-a365-4286-96f8-
d5dcd65d78d6 )

creationTime: "2020-01-29T12:24:30Z2" 9

readyToUse: true 6

restoreSize: 500Mi

R HIZR QIR KPR i R BRI
OBZRERBIES ], REBESEINMEEN AR LTRNERE,

SNRZE XN true, TIIRERATASEIRE H— T PVC,

INRIZIEBON false, NIGIRIRIR. BRE, FHEEHREZHIITHNNMESRERRTA, B
ERERE NFS, B190: Amazon Elastic Block Store #IBRTREMB R AR, BEER AR
g, XPNIRARERELD R E,

-

2. ERIEBRBESEAURE, HETU TR
I $ oc get volumesnapshotcontent

ERIEAEFRNAMNIEE . MR boundVolumeSnapshotContentName FERE#HIETE, NIAKAR
—/ VolumeSnapshotContent *f REZ1E, IREB#HOIE,

3. BERIFRIBRESERELE, 5L VolumeSnapshot 78 readyToUse: true,

5.4.6. fHlBRERIR
IR LUBCE OpenShift Container Platform Z0/EIfHIBR & IR IR,

AT
1. ¥§% VolumeSnapshotClass *f R & HMIBRERES, O TFEIFTR :

volumesnapshotclass.yaml

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:

name: csi-hostpath-snap
driver: hostpath.csi.k8s.io
deletionPolicy: Delete

ﬂ LIRS IR, MNRXET Delete fH, NIEKZIRIESS VolumeSnapshotContent %f 5
—iEMER, WMMREET Retain {H, NIEARRIEF VolumeSnapshotContent Xf RIBHREE,
NRIZE T Retain {H, BERMERYNE VolumeSnapshotContent X REVIE R TR T
VolumeSnapshot X%, NINARRE., REAFHEREEFEFHD.

2. BIALLT e HHHPREBIRR

I $ oc delete volumesnapshot <volumesnapshot_name>

it
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I volumesnapshot.snapshot.storage.k8s.io "mysnapshot" deleted
3. MRMIFRIRIEHRIXE S Retain, iHFMALL T SHREBREBRSA :
I $ oc delete volumesnapshotcontent <volumesnapshotcontent_name>

4. Bk : 405 VolumeSnapshot X &% B M IHMIER, 155 ALLT 65 MHERA M BRI B 4 4572
F, LAUEMBRIEVERT LAARSEH1T ¢

BF

MREHEFAFEEEXEFAMESFHHNEIRIBAZEE VolumeSnapshot X/ RH5|
R, FpRALESs, BEFERT --force 1, TEMIPRATAELLERREI, MIFRIRIE
AR ERIRBBXT &R,

$ oc patch -n $PROJECT volumesnapshot/$NAME --type=merge -p {"metadata":
{"finalizers":null}}’

Bl
I volumesnapshotclass.snapshot.storage.k8s.io "csi-ocs-rbd-snapclass" deleted
T pRES 45 25 FHIMBRAB HR AR,

5.4.7. kS SRR
VolumeSnapshot CRD AA & A FHINA SRS B IHIR S,

H7E VolumeSnapshot CRD # ¥ readyToUse {HIXE N true &, EAILMERIZFIRE&—NMIKLET
IREBBURHIFT S,

FoRGF M
o E[LEEI—/NIEFEIZ1THY OpenShift Container Platform %%,
o FRAXFBMBHUARFMIED (CS) BWhigF IENIFA LSRR (PVC) .,
o BT E&FMHEHRMFEL,
o BRRESUIBRHTEMR.

1. 7£ PVC 387 VolumeSnapshot &R, N FFI- :

pvc-restore.yaml

apiVersion: vi
kind: PersistentVolumeClaim
metadata:

name: myclaim-restore
spec:
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storageClassName: csi-hostpath-sc
dataSource:

name: mysnap ﬂ

kind: VolumeSnapshot 9

apiGroup: snapshot.storage.k8s.io 6
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

VolumeSnapshot *f RE& TR, KRIENIRIRE,

W BN VolumeSnapshot FI{HE,

@@G

W BN snapshot.storage.k8s.io BFI1H .

2. BITUTHERLE—PVC:
I $ oc create -f pvc-restore.yaml

3. BITUTHRRIERERN PVC B2EE0IE -
I $ oc get pvc

e B R — N PVC, 40 myclaim-restore,

5.4.8. BX vSphere M5 KR IBEL

vSphere Container Storage Interface (CSI) FENMEHNERIARKREBES 3, BAILLUESNMEHNRANE

@ 321

EIFER, BNRBHEABESTINEIERE, FLEFENMEIUER 2 E 3 MRE,

BXRES VMware REBRSRERIL, HS MM,
FoRFZM
o EREHEMNRYT KR,

ik

CIBITU TSI E Y MEC BT

I $ oc -n openshift-cluster-csi-drivers get cm/vsphere-csi-config -o yaml

it

apiVersion: v1
data:
cloud.conf: |+

# Labels with topology values are added dynamically via operator

[Global]
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cluster-id = vsphere-01-cwv8p

[VirtualCenter "vcenter.openshift.com”]

insecure-flag = true

datacenters = DEVQEdatacenter

migration-datastore-url = ds:///vmfs/volumes/vsan:527320283a8c3163-2faabdc5949a3a28/

kind: ConfigMap

metadata:
creationTimestamp: "2024-03-06T09:46:40Z"
name: vsphere-csi-config
namespace: openshift-cluster-csi-drivers
resourceVersion: "126687"

HEAHIH, REEERREAREH, RIELNARKILE 3,

T oS RENIRBRRES :

o WEERFRIRRF

$ oc patch clustercsidriver/csi.vsphere.vmware.com --type=merge -p '{"spec":
{"driverConfig":{"vSphere":{"globalMaxSnapshotsPerBlockVolume": 10}}}}'
clustercsidriver.operator.openshift.io/csi.vsphere.vmware.com patched

EARFIG, £BRE#HSEH 10 (globalMaxSnapshotsPerBlockVolume #i% & 77 10),

HEREEIRBRS :
XNSERNT Virtual Volumes #IBEE X ERS], WRIZE, Virtual Volume maximum
snapshot [REIXBELRBAR, BUMRKEE, NEINHEBRH,

$ oc patch clustercsidriver/csi.vsphere.vmware.com --type=merge -p '{"spec":
{"driverConfig":{"vSphere":{"granularMaxSnapshotsPerBlockVolumelnVVOL": 5}}}}'
clustercsidriver.operator.openshift.io/csi.vsphere.vmware.com patched

TEARBIF, Virtual Volume BREI#EEN N 5
(granularMaxSnapshotsPerBlockVolumelnVVOL 1% & 5),

% & vSAN IREBFRH :
XNSHEXT vVSAN BB XERSl, MNRIZE, vVSAN RXIRBREISEBEEZESRAI®R, B
MRKRIZE, MBI HLERE, EALITE vSAN ESA X B FXERAE 32,

$ oc patch clustercsidriver/csi.vsphere.vmware.com --type=merge -p '{"spec":
{"driverConfig":{"vSphere":{"granularMaxSnapshotsPerBlockVolumelnVSAN": 7}}}}'
clustercsidriver.operator.openshift.io/csi.vsphere.vmware.com patched

TEARBIF, vSAN BRHI#EEAH 7 (granularMaxSnapshotsPerBlockVolumelnVSAN #1% &
7)o

o ZITUTHS, WILEMMHNENRRE S RRELEEMRSTH

I $ oc -n openshift-cluster-csi-drivers get cm/vsphere-csi-config -o yaml
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oA

apiVersion: v1
data:
cloud.conf: |+
# Labels with topology values are added dynamically via operator
[Global]
cluster-id = vsphere-01-cwv8p

[VirtualCenter "vcenter.openshift.com”]

insecure-flag = true

datacenters = DEVQEdatacenter

migration-datastore-url = ds:///vmfs/volumes/vsan:527320283a8c3163-2faabdc5949a3a28/

[Snapshot]
global-max-snapshots-per-block-volume = 10 ﬂ

kind: ConfigMap

metadata:
creationTimestamp: "2024-03-06T09:46:40Z"
name: vsphere-csi-config
namespace: openshift-cluster-csi-drivers
resourceVersion: "127118"
uid: f6968303-81d8-4048-99c1-d8211363d0fa

Q global-max-snapshots-per-block-volume £ 1% E H 10,

5.4.9. Hfh ¥R

e 7 vSphere FMEH{E VMware RIBHRE T

5.5. CSI B &
BRESEFINENFAMLS, LIEBIBLIE OpenShift Container Platform FREIEUIEE K, LIhEE( A A

F =X FFH Container Storage Interface (CSI) BN F, EE® CSI Breb&r], EMROZERTRFAM
%Q

5.5.1. CSI &5 f&uh
BEEMHED (CS) BERARSEREN AL, — P BEENZEIMHBHEIAE,

BRESEBREBRL, BREES. fW, FEEEATLLET CIRIERBHENS — D EPREHRIEKERH
o

mRSERmLE LUREESHNEIER, MARURBR—IHNES, BATHEERR, ETUKERE
A ES—HEERERE,

HRAEEHM API XTHR, PersistentVolumeClaim X &Il E# dataSource Wi % A] LUIES E—4p
ZB[a R — P EFER PersistentVolumeClaim,

5.5.1.1. S HFBR
EBIAERT, OpenShift Container Platform 2 CSI &%, {EELUTRE :
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BirFAMSEREER (PVC) SR PVC L FR—P & ZEF .,

TRANEHELEF R,
o XWFESRAFRMEFMHE, BIrBTEER,

o EALMFERABIAEAEE, 7E spec &M storageClassName,

N H CSI WEhi8F, AL in-tree # FlexVolumes,

RER CSI PrhigF AR RIL R B LB =EIRE, FHBIFEE CSI INTRRF X,

5.5.2. B CSI Bmf&

BB — N RENFAMEERFR (PVC) API X REf, L —1 CSIBREMER, ="ERKTLRES—1
PVC AR, ERESEMEMFEAMEEERNAN, EdR—NAE, BYHIRMN— M EREIE—h&EZE
[l dElA PVC B dataSource.,

FoRGF M
o E[LEEI—/IEFEIZ1THY OpenShift Container Platform %%,
o HARRBTMN CSIIEhFEF0IEMN PVC,
o NS EBHRET FHER. HIBEREFIIRTE,

ke
MILE PVC 5f& PVC :

1. AL YAML #5%# PersistentVolumeClaim X OB HIREFE—D X :

pvc-clone.yaml

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: pvc-1-clone
namespace: mynamespace
spec:
storageClassName: csi-cloning ﬂ
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 5Gi
dataSource:
kind: PersistentVolumeClaim
name: pvc-1

ﬂ B 7 EmEE R AT, ATLMEABIAEFEIESE, storageClassName 7E spec ARATLL
BE

2. BITUT RS, SIBRE—FHEREFHNE
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I $ oc create -f pvc-clone.yaml

— N8 PVC pve-1-clone #81E .
3 BTUTH SRS REREEBHME

I $ oc get pvc pve-1-clone

pvc-1-clone Z7RBVIRS N Bound,

DUTE, BB ERIFE AT PVC KECE pod,
4. M YAML #5889 Pod X R OB FHREFH, H

kind: Pod
apiVersion: vi
metadata:
name: mypod
spec:
containers:
- name: myfrontend
image: dockerfile/nginx
volumeMounts:
- mountPath: "/var/www/html"
name: mypd
volumes:
- hame: mypd
persistentVolumeClaim:
claimName: pvc-1-clone 0

Q 7E CSI BH MR ER A EE PVC,

AR Pod X RIMAETLUER, =&, REBSMIERIMIIF R dataSource B5EfE PVC,

6. EEBINTFHER

5.6.1. {8k
B\ FELR T BRI RENET :

o ZRAPTEERLHFHSES,

o YIXAHMERFMERR, BLFMERFSRERCIRMMIAEMEL,

o EMEHBAMINEFMR

ELX LB, &R LAE K ClusterCSIDriver Xf kY spec.storageClassState F XX E, LthF

B BERIIREBR -

e Managed: (Bti\) Container Storage Interface (CSI) Operator 2 XS EIRHEINTFED, B
BE AN BRNFEMHEIITHRSHFHERREMER, NREAEFHIBINEEE, Vel

OB,
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e Unmanaged : ST LUEHREINEEZ, CSI Operator FRECHEEEME, RteRathiAe
B h AR BRIAEE S,

® Removed: CSl operator fHREINFRED,
LLF Container Storage Interface (CSI) IE 2 FRER T IHE BRI ¢
e Amazon Web Services (AWS) Elastic Block Storage (EBS)
® Azure Disk
® Azure File
® Google Cloud Platform (GCP) Persistent Disk (PD)
® |[BM® VPC Block
® OpenStack Cinder

® \/Mware vSphere

5.6.2. 8 Web #ZHIGEERINFHER

FoRF M
e ijj[A] OpenShift Container Platform Web 1Z#1&,

e {FH cluster-admin YR R EEE%,

it
A Web 2H 8 EERINTFIEE

1. BRE web 255,
2. = Administration > CustomResourceDefinitions,

3. 7£ CustomResourceDefinitions TIEH, ## A clustercsidriver &% ClusterCSIDriver |
Ko

4. 5= ClusterCSlIDriver, fAJg = Instances iLIiF,
5. RFTHEEAIKATR, AFS YAML EFR,
6. 7N spec.storageClassState F£%, {E7 Managed. Unmanaged = Removed.,

Nl

spec:
driverConfig:
driverType: "
logLevel: Normal
managementState: Managed
observedConfig: null
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operatorLoglLevel: Normal
storageClassState: Unmanaged ﬂ

Q spec.storageClassState FEX1% & "Unmanaged"

7. mi Save,

5.6.3. [ CLI BB EI\TFfiER
FoREAE

e (FH cluster-admin fY PR R &%,
A
ZFEM CLIEEREME, HaTUTas :

oc patch clustercsidriver SDRIVERNAME --type=merge -p "{\"spec\":
{\"storageClassState\":\"${STATE}\"}}"

ﬂ Hrh ${STATE} & "Removed" 5 "Managed" 5 "Unmanaged",

Hh $DRIVERNAME 2B #2F&M, EAILLEITIZ1TMHS oc get sc FEHEHFZF AN,

5.6.4. (RO H L NBRINFER

5.6.4.1. ZANBINEMHER

INREFIERINEERITICHNBRINFMER, BERBICHXEINAMEINEIES, EERINGFEHEEEE
IAEERINFMEE, WHRERENSNRINEEER, BFEESDRNFHEN, EERBIAFHSE
(pvc.spec.storageClassName=nil) IFFAMEBFER (PVC) MRIRBROEAIENBINEML, TLLF
ERNBRINFHERR M 4, BEEAMRITEERMNRRPIREER, ZRESPRINGFHE

%, MultipleDefaultStorageClasses,

5.6.4.2. iRV ENFHE R
PVC AR % E AR M
o EEGMRBINFHERSUFEIMCAIERIN, RER - ROUBE—MERBIAFEEMN PVC,
o HERENREG, RERFAUE—IERENEHEMNPVC, ZKHKRIE,
ERENG RS, PVC AERILT pending IR, BRIMIER, H0EB—NBIAEIEE, A

Hp— M IAEFMERENRONE, QRKNFRERAFERE, PVC RSRIEHRIAEMER, MR
B, PVC RARAEIHSINTEFN PV, HBHFLERRS,

5.6.5. B BINTFRER
FERAU TS ERERBINGFIEL,

Blan, AWM E XNEEZE gp3 7 standard, EEEREINEMEZEM gp3 Sl standard.,
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SRS
e {#H cluster-admin PR} F]EE 8%,

iz
EWRINFRER -

1. FUHTFRES -

I $ oc get storageclass

FiH Pl
NAME TYPE
gp3 (default) kubernetes.io/aws-ebs ﬂ
standard kubernetes.io/aws-ebs

Q (default) KRERINFFEE,

2. RIS BRI,
N FATERENEE, 21T T 4YF storageclass.kubernetes.io/is-default-class SEf# X E
true :

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

ﬁ

=
WA LR FREZ I BRIAENER, B, BNIZBREXIE-TBRIAEIEE,
LEESPBNEMEEN, EMERRIAFEEE
(pvc.spec.storageClassName=nil) IR AMEBFR (PVC) HRRBREAIERN

BNTFER, TRIZEEENRINEELERMH 4, EEABREERNERHPIE
ZiR, ZERBEZNBIAEEZE, MultipleDefaultStorageClasses.

3. MIBRIBRIATZ 2K P IHBR BV TR R X B,
T FIHBERIATEREZ, 21T T 5T storageclass.kubernetes.io/is-default-class 5 f2#(H
i false :

$ oc patch storageclass gp3 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-
default-class": "false"}}}’

4. WL :

I $ oc get storageclass

Bl
NAME TYPE
gp3 kubernetes.io/aws-ebs

standard (default) kubernetes.io/aws-ebs
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5.7.CSI B3)iT#%

#BE OpenShift Container Platform My IR NEFEMEIXNRFEEFH, FHHAN A Container Storage
Interface(CSNIKEHIEFE &K, OpenShift Container Platform it & H IR 4t B 5T BN N BY CSI K
iR,

5.7.1. #ah

LthTheE & B s F i Rl & & 896 T B EIXT N Container Storage Interface (CSI) WEhi2RF
A,

S R AHITEMEIE T, OpenShift Container Platform RIEREFEREHRIFAMET K, AL, BiF
HRAMESS RIREREME L, BARXFHREHAR. CSI BEBN LA ATLE AT, XDIIEER
S MAERAFRAEIIA API XS : 10 PersistentVolume, PersistentVolume,
PersistentVolumeVolumeClaims # StorageClasses.

LIRE CSI a2 NE B hiE% :

Azure Disk
® OpenStack Cinder
® Amazon Web Services (AWS) Elastic Block Storage (EBS)
® Google Compute Engine Persistent Disk (GCP PD)
® Azure File
® VMware vSphere
XLEBRBM CSIEBRANER LT (GA), BEFAIF,
%%Jﬁ&ﬁ in-tree FHEEHARIHEE, Nl CSI BEEBAF RS BEMFE CSI Woh2FI0EE, MHRERST
5.7.2. Fi#RFN

%I F#r B9 OpenShift Container Platform 4.13 R 2 [FHIRRA, REBINEFEER CSIEMER, FREFERIX
NEERBEFIEBE R CSI FAMLEPV),

FFFM A2 RAFHRE 413 REBRAHER, KO0 CSIFHER, MREANENLE T RIAFHE
K, MZENMIME. EARTRENERT, FEBRBTOEMELRN, HENFHITRNE, EAN
B in-tree FHRRE, ARFEFRLINGE, WUBT RIEATHANNA PV, RABIA in-tree
BRURFEIORALE TR, BRINTBICSROAFERTINE CSI ik,

ERURIANEMEER, FSHERINFHEEL,

5.8. T EETRXHEDE CSI &
tEThEE A F R FMEEDO (CO) IIiRFE T RIEEB XA BEI9ES.

5.8.1.

% kubelet BT R E RSB RNBIFLEN T [RAREN, SHI—PREMTRKMA, & kubelet &
NGB RRMRER, RELEFIEBRURE, XTRKENRAIEHRER L EXMHER. 7
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4, ¥ shutdown fr 4% E A kubelet on Linux f# FH Inhibitor Locks #HEIRT, kubelet BIRE TG & K4
BT s kMR E, B0, AR ML =R B EBEE shutdownGracePeriod #
shutdownGracePeriodCriticalPods #1&.

BT IEIheE, HAEIERT RKUN, EAUFHET R LRI out-of-service /5=, LUAFERIIM
TR2B,

5.8.2. F5 N BB D E RN out-of-service {51
SoREM
e (F M cluster-admin PR R &EE%,

e
RFBEFREETRIAMABEIMNTRIE :
1 T RRMBIREERE, XM worker 17,
2. BTUTHSRERS, BRTREXM :

I oc get node <node name> ﬂ

ﬂ <node name> = FJEIE & X 1] 17 mBYZ R

BF

MRV REBERTEXM, BERBREITRIZT R MR RIBLTF up REFHER
ATHR, NIRRT RRIT.

3. IBITEAT 6 R 3RS R0 R BT AT &R

oc adm taint node <node name> node.kubernetes.io/out-of-
service=nodeshutdown:NoExecute ﬂ

ﬂ <node name> = FJEIE & X 1] 17 mBYZ R

NG RE, BEMRAT RSB, RVPNEREMINEHEMT K.
Example

R YAML XEERBINTF -

spec:
taints:
- effect: NoExecute
key: node.kubernetes.io/out-of-service
value: nodeshutdown

4. BEREIZTT &,

5. MRS o
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5.9. AWS ELASTIC BLOCK STORE CSI DRIVER OPERATOR

5.9.1.

OpenShift Container Platform BTLU#E R AWS EBS CSI N2 FE & AMSE (PV),

TEf# A Container Storage Interface (CSI) Operator #2KZNF, FATRIA A EERABFALFEIEE
CSl &,

Z0BEHHET AWS EBS ZE 5 F#y CSI B PV, OpenShift Container Platform 7 openshift-
cluster-csi-drivers fp % Z2 [a] R BRI L% AWS EBS CSI Driver Operator (Red Hat operator)# AWS EBS
CSI I shEF,

® AWS EBS CSI Driver Operator BRINR# T — 4 StorageClass, ErIfERTEROIE PVC, INRE
Z, B UEARKINEREE (FRHEERIAFEER), AT LLEFEAIE AWS EBS
StorageClass, #{#F Amazon Elastic Block Store B3 A M2 6% A,

e AWS EBS CSI W zhf2/E R iFE G| HHE, AWS EBS PV,

==
INRIBTE OpenShift Container Platform 4.5 85 E &% T AWS EBS CSI Operator 3K 5/
&R, WITEHLEI OpenShift Container Platform 4.16 giEl%; 4.5 Operator #IKENFE
=28

5.9.2. xF CSI

EidE, FHEBE—RIJIEFEIXEDES Kubernetes — N ER 1R )L, FEEBSRFERED (CSI) BYSE
W, SB=7AHNE R LM AR OSRIRHEME Y, MEXFEBRZD Kubernetes K1,

CSIl Operators &y OpenShift Container Platform F /124 T F £, BRI, ©IEENT in-tree B
ey SOM /N

8%

OpenShift Container Platform EXiAfE A CSI &4 & & Amazon Elastic Block Store
(Amazon EBS) 7 fifi,

& % 7E OpenShift Container Platform Rz E & AWS EBS HAMARIERE, 1HSMEH Amazon
Elastic Block Store B9 A £ 17 fif.

5.9.3. BB mE

AP EENINE IR ITFEAEREZ TP IREINE OpenShift Container Platform 7 RIREHIEEH, FH
TESEFHERFERXLEANBE SNEWS. BT install-config YAML X {4 H) platform.
<cloud_types.defaultMachinePlatform FE; 5% B & LB,
LEINBEZ FELA T AR 8 -

® Amazon Web Services (AWS) Elastic Block storage (EBS)

® Microsoft Azure Disk #Zfi#

e Google Cloud Platform (GCP) ¥ AL (PD) 171
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e |BM Virtual Private Cloud (VPC) Block 77

MREBEEEMRPELMBRH, NREFHELFHIXE encrypted: "true”, AWS EBS
CSI Khi2FE A AWS 2 &4 /aws/ebs, iXH Amazon EBS BMAFEE MK i 01 &,
Dn#ZE RN EHES. 74, ZEFEMEIHESR encrypted: "true" % iE.

-

BRERAAFAEER Amazon EBS B REMIFIE, HSERERESH.

A3

HhBR

=

e {3 Amazon Elastic Block Store B9 A E176%

o & CSIH
5.10. AWS ELASTIC FILE SERVICE CSI DRIVER OPERATOR

5.10.1.

OpenShift Container Platform B LU{# F AWS Elastic File Service (EFS) BJ Container Storage Interface
(CS) WehEFBERAMS (PV),

TEfE A CSI Operator F1MXNFZFERS, BT HAMFHMEE CSIB,
Z2%& AWS EFS CSI Driver Operator f&, OpenShift Container Platform 7 openshift-cluster-csi-
drivers #4228 h BRI\ 22 AWS EFS CSI Operator #1 AWS EFS CSI 2032/, XAk AWS EFS CSI
Driver Operator S8 % Z AWS EFS ¥ CSI B4 PV,
o BRI T, AWS EFS CSI Driver Operator A =ERINCIBREME R K OB AMESFR (PVC), B
2, EELFLI0IE AWS EFS StorageClass, AWS EFS CSI Driver Operator XSS E
%, AERRIFREVEEWS. XHRTRESEATE & FHENEX.

o AWS EFS CSI s/ S iF iR aEFHEHE AWS EFS PV,

AN AWS EFS R HF XIS, F#F zonal &

5.10.2. X F CslI

EiE, FHEIB—RIIEFEERES Kubernetes W— M ER DR M. MEBSFMEED (CSI) B9E
W, B=HHEALERIERE O SRIRHF MR, MEFERKD Kubernetes K1,

CSl Operators & OpenShift Container Platform P14 T Z65:1ET, BIRIB, ©XEEL in-tree B
S,

5.10.3. 1% & AWS EFS CSI Driver Operator

1. &%& AWS EFS CSI Driver Operator  (—/N4L1E operator) &

2. INRIET AWS EFS 5 AWS Secure Token Service (STS)#EEFEM, 1HIKEX STS BIA & Amazon
Resource Name (ARN), %Z%& AWS EFS CSI Driver Operator &2 It T,
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3. %%k AWS EFS CSI Driver Operator,

4. &% AWS EFS CSI 52,

5.10.3.1. KL £ 5 hER 5589 5 Amazon FHIRAMR

LESRAR AR T AN ERER A & Amazon BHREFR(ARN), LUER AWS R2 SRS (STS) LR OpenShift
Container Platform B2i& AWS EFS CSI Driver Operator,

HE

1E %% AWS EFS CSI Driver Operator BIHATIX NS (15514 22 AWS EFS CSI Driver
Operator ii#2)

FoREE
o FHEHR cluster-admin BB iR EE,
o AWS K EIE

e

BRI UL AKX ARN B, UTREBERTEASERZEERBRF CCO LARERF (ccoctl)
“HHITRMAEE.

FRENEFE STS BZ& AWS EFS CSI Driver Operator BIf5 & ARN :

1. M OpenShift Container Platform & 1T 12EX ccoctl, AT STS & &K8. MEESZE
B, 1B W"EBE Cloud Credential Operator TEREFE",

2. DB FH{R7F EFS CredentialsRequest YAML X4, AL T RAIFRR, AEEBIE
credrequests Bk :

Pl

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: openshift-aws-efs-csi-driver
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- elasticfilesystem:*
effect: Allow
resource: ™'
secretRef:
name: aws-efs-cloud-credentials
namespace: openshift-cluster-csi-drivers
serviceAccountNames:
- aws-efs-csi-driver-operator
- aws-efs-csi-driver-controller-sa
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3. 1517 ccoctl TETE AWS RARHTH IAM B, HERMXHERSHOIE—A YAML X
(<path_to_ccoctl_output_dir>/manifests/openshift-cluster-csi-drivers-aws-efs-cloud-
credentials-credentials.yaml),

$ ccoctl aws create-iam-roles --name=<name> --region=<aws_region> --credentials-
requests-dir=<path_to_directory_with_list_of credentials_requests>/credrequests --identity-
provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com

® name=<name> &M FHric HERERT QM = FRA & R,
® region=<aws_region > 2| E = FRHN AWS Xig,

e dir=<path_to_directory_with_list_of credentials_requests>/credrequests 23 = Et—%
i EFS CredentialsRequest X {48 B 5%,

e <aws_account_id> 2 AWS ik /7 1D,

Nl

$ ccoctl aws create-iam-roles --name my-aws-efs --credentials-requests-dir credrequests
--identity-provider-arn arn:aws:iam::123456789012:oidc-provider/my-aws-efs-oidc.s3.us-
east-2.amazonaws.com

it la Nl

2022/03/21 06:24:44 Role arn:aws:iam::123456789012:role/my-aws-efs -openshift-
cluster-csi-drivers-aws-efs-cloud- created

2022/03/21 06:24:44 Saved credentials configuration to: /manifests/openshift-cluster-csi-
drivers-aws-efs-cloud-credentials-credentials.yaml

2022/03/21 06:24:45 Updated Role policy for Role my-aws-efs-openshift-cluster-csi-
drivers-aws-efs-cloud-

4. \E—S5 W FAIHHNE—1THRERIAE ARN, A ARN £ "Role" # "created" Z[], TEAHI
1, A ARN £ "arn:aws:iam::123456789012:role/my-aws-efs -openshift-cluster-csi-drivers-
aws-efs-cloud",

%% AWS EFS CSI Driver Operator i, S EEAE ARN,

e 2% AWS EFS CSI Driver Operator

[ ]
=

Bi& Cloud Credential Operator T&

&3 AWS EFS CSI IR shiz e

5.10.3.2. &% AWS EFS CSI Driver Operator

FINER T, AWS EFS CSI Driver Operator (Red Hat Operator) A& 7E OpenShift Container Platform
R, FRAUTSRESRPREMEE AWS EFS CSI Driver Operator,
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FoRF M
e ijj[A] OpenShift Container Platform Web 1Z%I&,

P
M web #2HI& %% AWS EFS CSI Driver Operator :

1 BXE web #HI&,
2. %%k AWS EFS CSI Operator :
a. | Operators - OperatorHub,
b. BT IEEMEFEA AWS EFS CSI 33 EI| AWS EFS CSI Operator,

c. = AWS EFS CSI Driver Operator %££1l,

BF

#{R:%45F AWS EFS CSI Driver Operator, /A& AWS EFS Operator, AWS
EFS Operator @ —"#t X Operator, A2 8% HF,

a. £ AWS EFS CSI Driver Operator TITEH, = Install,

b. 7E Install Operator TUEH, R :

o INRIKMEA AWS Secure Token Service (STS) B AWS EFS, £ ARN FEXHHHIAM
Obtaining a role Amazon Resource Name for Security Token Service it fEM&E—%
SHIH ARN A,

e %#E All namespaces on the cluster (default)

o LRIMMB L #XE N openshift-cluster-csi-drivers,

c. | Install,
RESTME, AWS EFS CSI Operator R7E web 12l & Installed Operators 284371 H,

&3 AWS EFS CSI IR o
5.10.3.3. 223 AWS EFS CSI K2R

HERE
e iJi[i] OpenShift Container Platform Web 2%l &,

Pt
1. 5 Administration = CustomResourceDefinitions = ClusterCSIDriver,
2. 7E Instances 1%Ei£ £, i Create ClusterCSIDriver,

3. AL YAML X4 :

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
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metadata:
name: efs.csi.aws.com
spec:
managementState: Managed

4. = Create,
5. Z#LLF Conditions BTN "True" IR :
o AWSEFSDriverNodeServiceControllerAvailable

o AWSEFSDriverControllerServiceControllerAvailable

5.10.4. A3 AWS EFS 2fiE 2%
EHEEAFRAMINSEEBAMER, B ELEEE, BATURESHHABRNZEAMLS,

RIS, AWSEFS CS| Driver Operator (—4*Red Hat operator) AREINGIEEFE, BR, EFTLL
FohBIE AWS EFS FfiE K,

5.10.4.1. fE & 0B AWS EFS iR

i
1. £ OpenShift Container Platform & i ;X Storage - StorageClasses,
2. 7t StorageClasses TIHA, s Create StorageClass.,

3. 7£ StorageClass T{HEH, HUTUATHE :
a. FIA—NAFRRIERFME R,

o

. R E AR,

. 1EFE reclaim B,

(@]

d. M Provisioner THI5IZKr, %£FF efs.csi.aws.com,

. FNE AR EERFRERESH.

0]

4. = Create,

5.10.4.2. fif CLI fl/& AWS EFS 73k

g
o {i|# StorageClass X% :

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: efs-sc
provisioner: efs.csi.aws.com
parameters:
provisioningMode: efs-ap ﬂ
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fileSystemld: fs-a5324911 @)
directoryPerms: "700" 6
gidRangeStart: "1000" @)
gidRangeEnd: "2000" @

basePath: "/dynamic_provisioning" G

ﬂ provisioningMode /2 efs-ap F8E/5 AZISE %o
g fileSystemld /2 F5h 01K EFS £/ D,
g directoryPerms @& IR B RHIBIANIR, FEARBIFR, ZBREEWMEEIL,
idRangeStart #1 gidRangeEnd % & f Fi%i& AWS 1Jj7] = GID B9 POSIX 2H ID(GID)3E
Fl, tNRAKIgE, MEISEEH 50000-7000000, BENEEHE (BDAWS Am) #a
WA B —XAEEABIME— GID,

BasePath 2 EFS & L B FOIBREISESBHE R, EXMBERT, PVHRKESE N EFSHL
B "/dynamic_provisioning/<random uuid>", RE FBREFHEIERZ PV 8 pod,

% o
A SHEEATHR/LA StorageClass X5, &BEFERATREMEFS %,

5.10.5. AWS EFS CSI &k F 3

Bk S BRI ERIE—D AWS 1K B —4 OpenShift Container Platform 5£&%, F{# AWS Elastic
File System (EFS) Container Storage Interface (CSI) RZNF2FTE 75— AWS Tk R8T R 5

o AE
' OpenShift Container Platform 5£8##] EFS XX 4R G AL F A — X 15,
FoRFE
o {HREEAINFRISIA] OpenShift Container Platform &2
o FHAERH AWS K

it e
LUR AR T I E -

o AWSIK T A i) OpenShift Container Platform &2
o TEMK/T B R AWS EFS XXHRET
FEMK = A8 A AWS EFS :
1. {8 AWS KT A &2 OpenShift Container Platform 588, %% EFS CSI Driver Operator.

2. EAWSTK BRI EFS 4 -

a. BIEE—/NE CIDR EHMFE = (VPC) (BIIAFFA "my-efs-vpc”) , f140"172.20.0.0/16" LA
% AWS EFS B8 F M,
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b. £ AWS 244, % E https;//console.aws.amazon.com/efs,
c. = Create new filesystem :

i QIB—XHERYE, W0 "my-filesystem”,

ii. &2 BIOIER VPC ("my-efs-vpc").

iil. TEZHERKNTENFRINE,
d. HRENET BMEEBT :

i. https://console.aws.amazon.com/efs#/file-systems.
ii. RIWAYS, 7E Network iLTFA, FFATA Mount Targets AT (K% 1-2 28) &
e. 1£ Network ;8T +H, EHIRLHID,. T—FHFEE.
3. B2 AWS Ik F B £ AWS EFS BHIF L5117
a. ¥ A https:;//console.aws.amazon.com/ec2/v2/home#SecurityGroups.
b. @if B BTEHIMA ID REH AWS EFS BERMNEZEA,

c. 1E Inbound rules i£TE£ /1, = Editinbound rules, fAERINFTHLIIZE fB1F OpenShift
Container Platform 7 £2i/i[0] AWS EFS % (B, {ER&EEHH NFS iE0)

o KA :NFS

o P : TCP

o ImOSEH : 2049

e & : OpenShift Container Platform &7 MBI B & X /IP #ufikSEE (40 "10.0.0.0/16")

d. REMMI,

MBEERNER Y, FEFRTIROS, IP HUSERE, FHIIUE AWS EFS &
EEHERTIHNE 24,

4. £ AWS K F A B9 OpenShift Container Platform 5£&f VPC # AWS ik F' B i AWS EFS VPC
Z A B VPC X4 :
HRM A VPC ERTRBIMLS CIDR, FHEAIE VPC XEE, £ VPC HiRINES H R EEw
N VPC M4,

a. TEMKF B REIE—1 %N "my-efs-crossaccount-peering-connection” BI% &%, X F&
#h VPCID, E{EF EFS-located VPC, E5 VPC AFIKF A BIXSE, XfF VPCID, HEMA
OpenShift Container Platform ££&% VPC ID,

b. #32 AWS K A BN &%,

c. B AWS Ik B BN FRBIEEZEK (EFS-volume EABIFM) :

i. EEAMBEHP, 7£ Virtual private cloud &, @ &L LB T %L,

ii. 1£ Virtual private cloud T, s Route tables",
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iii. s/ Routes EI§,
iv. 1f Destination T, #iA 10.0.0.0/16,
v. 7E Target F, {HFRE OB EFEEINEFEZERISA,

d. 1B AWS Bk A RENFMBEEZR (OpenShift Container Platform 587 s fE Y F
)

i. EAEMER, 7E Virtual private cloud &, HE &L LUR T oI A £
ii. 7 Virtual private cloud F, # Route tables",
iii. s Routes i+,
iv. £ Destination &, M/ B #fi A VPC B9 CIDR, AfId-4172.20.0.0/16,
v. 7£ Target &, MR E ORI EERMNEERELIA,

5. £ AWS K/ B 2 — IAM A, #0 "my-efs-acrossaccount-role”, B85 AWS K/ A BH
EEX%R, HERFA"mMy-efs-acrossaccount-driver-policy"FIFUBRARANPIEL AWS EFS KB,
XA BT AWS K A B9 OpenShift Container Platform 5 8% Ei21TH CSI IXEhA2 Rl 25
fRZSRE AWS 1K B fE 3RS BIHEEE B o

# Trust relationships trusted entity trusted account A configuration on my-efs-acrossaccount-
role in account B

{
"Version": "2012-10-17",

"Statement": |
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::301721915996:root"
|3
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

# my-cross-account-assume-policy policy attached to my-efs-acrossaccount-role in account B

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::589722580343:role/my-efs-acrossaccount-role"

}
}

# my-efs-acrossaccount-driver-policy attached to my-efs-acrossaccount-role in account B

{
"Version": "2012-10-17",

"Statement™: |
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"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworklInterfaces"”,
"ec2:DescribeSubnets”

1,

"Resource":; "*"

"Sid": "VisualEditor1",

"Effect": "Allow",

"Action": [
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DeleteAccessPoint”,
"elasticfilesystem:ClientMount",
"elasticfilesystem:DescribeAccessPoints",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:DescribeFileSystems”,
"elasticfilesystem:CreateAccessPoint"

1,

"Resource": [
"arn:aws:elasticfilesystem:*:589722580343:access-point/*",
"arn:aws:elasticfilesystem:*:589722580343 file-system/*"

]
}
]
}

6. TE AWS K A R, SSTRBESEBSKIINEI AWS EFS CSI IR Ehi2 FE 14 23R 551K B 1AM A&,
FEEEZHUEN IAM A€ EHITRESHIRS (STS) AT EMTR,

# my-cross-account-assume-policy policy attached to Openshift cluster efs csi driver user in
account A

{
"Version": "2012-10-17",

"Statement™: {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::589722580343:role/my-efs-acrossaccount-role"
}
}

7. £ AWS K A e, 1§ AWS BIERISEES "AmazonElasticFileSystemClientFullAccess" KM inEl
OpenShift Container Platform ££8f master A, AB AKX E <clusterlD>-master-role
(140, my-0120ef-czjrl-master-role),

8. fIJE— Kubernetes secret, {#f8 awsRoleArn {5, LIRZBI0IEMABENE :

$ oc -n openshift-cluster-csi-drivers create secret generic my-efs-cross-account --from-
literal=awsRoleArn="arn:aws:iam::589722580343:role/my-efs-acrossaccount-role’
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HF I EFIEHIZREEM secret IKENEBIK " ABER, BEHEEN secret BBIIERIMEI AWS
EFS CSI I shF2 1228 ServiceAccount (SA) :

$ oc -n openshift-cluster-csi-drivers create role access-secrets --verb=get,list,watch --
resource=secrets

$ oc -n openshift-cluster-csi-drivers create rolebinding --role=access-secrets default-to-
secrets --serviceaccount=openshift-cluster-csi-drivers:aws-efs-csi-driver-controller-sa

9. 1EMKF B R AXHREE (AWS EFS 8B) fhilli2—1 filesystem K&, ©RITFAWSIHKST AZH E
HATHEE,

I This step is not mandatory, but can be safer for AWS EFS volume usage.

# EFS volume filesystem policy in account B
{
"Version": "2012-10-17",
"ld": "efs-policy-wizard-8089bf4a-9787-40f0-958e-bc2363012ace",
"Statement”: [
{
"Sid": "efs-statement-bd285549-cfa2-4f8b-861e-c372399fd238",
"Effect": "Allow",
"Principal": {
"AWS": ™"
b
"Action": [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-2:589722580343:file-system/fs-
091066a9bf9becbd5",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

"Sid": "efs-statement-03646e39-d80f-4daf-b396-281be1e43bab",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::589722580343:role/my-efs-acrossaccount-role"
b
"Action™: [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-2:589722580343:file-system/fs-
091066a9bfbecbd5”

}
]
}
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AR THEEQE AWS EFS BEMEE

# The cross account efs volume storageClass
kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: efs-cross-account-mount-sc
provisioner: efs.csi.aws.com
mountOptions:
- tls
parameters:
provisioningMode: efs-ap
fileSystemld: fs-00f6c3ae6f06388bb
directoryPerms: "700"
gidRangeStart: "1000"
gidRangeEnd: "2000"
basePath: "/account-a-data"
csi.storage.k8s.io/provisioner-secret-name: my-efs-cross-account
csi.storage.k8s.io/provisioner-secret-namespace: openshift-cluster-csi-drivers
volumeBindingMode: Immediate

5.10.6. £ AWS H {2 FECEXS EFS BRI
LSRR ARTE T a0{a7E AWS AR AIEEFNESE EFS &, LUETE OpenShift Container Platform F{ERE ],

FRFZM

e

AWS ik FHEE

£ AWS HRAZFIEEX EFS BRIV

1.

2.

1E AWS #Z5I& 5, T https:;//console.aws.amazon.com/efs,
=it Create XHRZ: -
o i AXHZRLEIHI AR,

e XfF Virtual Private Cloud (VPC) 1% OpenShift Container Platform BIEIFAE =
(VPC).

o EZFAHMIEENERINLE.

ERBMEHBITERT20E

a. 517 https://console.aws.amazon.com/efs#/file-systems,

b. BHEHIS, 1E Network &I/, FRMAHEFBINEATARS (N 1-298)
£ Network I £ £, EHIL2H ID (F—$HEFZEE D) .

# A https://console.aws.amazon.com/ec2/v2/home#SecurityGroups, F & EFS BFERANER
24,

£ Inbound rules %€, £ Editinbound rules, AEFERALUTRERMIFTIN, LLARLEF
OpenShift Container Platform "7 si/i[n] EFS 4 :
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e ZBEl : NFS
e {hil : TCP
o EMOSERE : 2049

o SE :IREYT RBEE X/IP HuSEE (140 : "10.0.0.0/16")
It B S ¥F OpenShift Container Platform %A NFS iH 0,

7. R,

5.10.7. Amazon Elastic File Storage BIZ 5B &

AWS EFS CS| IRNRRFZHABTEHM CSI BIRRFHNIESBERRA. S PV HER N FEEFEERN
EFS BMFE%., PVIEEMII, B2, CiIXZHEENEFS B, MREH, B&NARE PV huMl
&, EFS CSIWHH2FENEMNLEFEFEOE— AWS Access Point, BAF AWS AccessPoint fR&, &
HEEM— StorageClass/EFS BEE % 1000 D PV,

HE
HER, EFS Fss#l#4T PVC.spec.resources,
LT RBIA, HiEK5GBMZEFE, B2, AEMN PV 2R, TUEFHEEMHEN

BiE (W PB) . HAEBHEMASEKEN, —MREFHNNAEELENARFHARES
SHREFXZ,

s ZUEILAE AWS &M EFS SR/ R,

FoRFM
o BT Amazon Elastic File Storage (Amazon EFS)#,

o MENIET AWSEFS Zi2E,

it 2
FERSSER :

o MBEGE PVC (X StatefulSet 5 Template) , BIFZAIf/EH StorageClass.

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: test
spec:
storageClassName: efs-sc
accessModes:
- ReadWriteMany
resources:
requests:
storage: 5Gi

MREEXETEREBRN, H5H AWS EFS FEHR.

A3

HhBR

5
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o fOIEHEIEN AWS EFS BBYiIIA|

o I AWSEFS f7fiZ2k

5.10.8. ffiFl Amazon Elastic File Storage /&% PV

AT LU#EF Amazon Elastic File Storage (Amazon EFS) BENHEA PV, MEEHISBEE. BNESHEEHD
pod.

SeRF M
o RBENIET Amazon EFS %,

o FALLT YAML XHOIE PV :

apiVersion: v1i
kind: PersistentVolume
metadata:
name: efs-pv
spec:
capacity: ﬂ
storage: 5Gi
volumeMode: Filesystem
accessModes:
- ReadWriteMany
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
csi:
driver: efs.csi.aws.com
volumeHandle: fs-ae66151a 9
volumeAttributes:
encryptinTransit: "false”

Q spec.capacity % BEME X, CSIWIRFRABKE. RETEHAER PVCHFRERE,
N AR LR ENBIRFHERIS S,

Q volumeHandle /T 5187 AWS F O3 EFS BEE., MMREREB 2891517
=, volumeHandle /%) <EFS volume ID>::<access point ID>, 40 : fs-
6e633ada::fsap-081a1d293f0004630,

g MRFE, EIUELRHBPERNE, MENEIWIINEA.

IR REFHS PV BRI, 1ESH AWS EFS SFEHR,

5.10.9. Amazon Elastic File Storage Z2 %

LUFE BXFF Amazon Elastic File Storage (Amazon EFS) Z2IFEEE,

BN, FEFEAEAR (flW, FRAFmFELHNSISER) I, Amazon R BINEXHR GID B HEAR
B GID, 4, EFS I EXERGANRES, SZE iR =BAF ID. 4 ID #REH ID, EFS ZB& NFS
EFIHM ID, BXEBEARNERESZE https;//docs.aws.amazon.com/efs/latest/ug/efs-access-
points.html,
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Hitb, EFS &% ZEE FSGroup ; OpenShift Container Platform Toi& %4 B4 GID &l
FSGroup, {EAIRILATIAI3EEA EFS A s2BY pod #R AT LAV (A E AR {EI ST,

SER, FHMPHOMBERAZERN. NEELER, 55

https://docs.aws.amazon.com/efs/latest/ug/encryption-in-transit.html,

5.10.10. Amazon Elastic File Storage #fEHFi
LURE B T B XA % Amazon Elastic File Storage (Amazon EFS) [0 @i {7 BEHERRBVIE 5
® AWS EFS Operator #1 CSI X 5hF2 1 6p % 22 [H] openshift-cluster-csi-drivers #1217,

o ESENINEE AWS EFS Operator # CSI BRI AR, 1HZTUTHS :

$ oc adm must-gather

[must-gather ] OUT Using must-gather plugin-in image: quay.io/openshift-release-
dev/ocp-v4.0-art-
dev@sha256:125f183d13601537ff15b3239df95d47f0a604da2847b561151fedd699f5e3a5
[must-gather ] OUT namespace/openshift-must-gather-xm4wq created

[must-gather ] OUT clusterrolebinding.rbac.authorization.k8s.io/must-gather-2bd8x
created

[must-gather ] OUT pod for plug-in image quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:125f183d13601537ff15b3239df95d47f0a604da2847b561151fedd699f5e3a5
created

o FE /R AWS EFS Operator #5i%, 152 & ClusterCSIDriver X7

I $ oc get clustercsidriver efs.csi.aws.com -0 yaml

o MRBLEHVIIBHE (MTHHHHHFRT)

$ oc describe pod

Type Reason Age From Message

Normal Scheduled 2m13s default-scheduler Successfully assigned default/efs-app to
ip-10-0-135-94.ec2.internal

Warning FailedMount 13s kubelet MountVolume.SetUp failed for volume "pvc-
d7c097e6-67ec-4fae-b968-7€7056796449" : rpc error: code = DeadlineExceeded desc =
context deadline exceeded ﬂ

Warning FailedMount 10s kubelet Unable to attach or mount volumes: unmounted
volumes=[persistent-storage], unattached volumes=[persistent-storage kube-api-access-
9j477]: timed out waiting for the condition

ﬂ ETREREINESHEER.

LEEE R B E R B AWS £ OpenShift Container Platform 7 s #1 Amazon EFS 2 Al EHF RS E
[p4:0

KREUTHERRGIER :
o AWS BFAIEFIREA

o W% : imOSH0 IP Hhik
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5.10.11. E0%; AWS EFS CSI Driver Operator

TEENE; AWS EFS CSl Driver Operator (£L1E#/E23R) k&, FTEijRIFRE EFSPV,

FoRF M
e jj[A] OpenShift Container Platform Web 1Z%1&,

ik =
M web ¥ & EN%E; AWS EFS CSI Driver Operator :

1 BRE web HEIA,
2. {ZIEFREER AWS EFS PV BN FRZ .
3. MBRFTE AWS EFS PV :
a. | Storage — PersistentVolumeClaims,

b. 17£# AWS EFS CSI Driver Operator fEFIFIE PVC, mifi PVC RGN THIZEHE, RER
Delete PersistentVolumeClaims,

4. % AWS EFS CSI IshigFE

% o
TEEN%; Operator B, W5%EMIER CSI WEhiER.

a. = Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 7E Instances i£Mi&_ £, HdZAMIB efs.csi.aws.com, B FHIFEH, SREH T Delete
ClusterCSIDriver,

c. HEURRES, Hif; Delete,
5. E#E; AWS EFS CSI Operator :
a. = Operators — Installed Operators,

b. 7E Installed Operators T{E A, £ Search by name fE/#ii A AWS EFS CSI &k
Operator, AERTE,

c. I Installed Operators > Operator i¥I8 IIEMIAG LA, = Actions - Uninstall Operator.

d. H7E Uninstall Operator & O F1ZRA, = Uninstall 3251 Mp % 22 [H] f il bR Operator,
Operator EEHFHENEMN AEFHEEFINEE,
E#fE, AWS EFS CSI Driver Operator A R7E web $#E#I5H Installed Operators 84351
H:IIO

1E5H % 5 (openshift-install destroy cluster) &1, &R AWS B EFS &, R
BEAERMN VPC B EFS %, OpenShift Container Platform SEE£49 oA ¥ EH % o
Amazon R AFMIFRIX R VPC,
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5.10.12. H ¥R

o FECSI &

5.11. AZURE DISK CSI DRIVER OPERATOR

5.11.1. R

OpenShift Container Platform B LA# f Microsoft Azure Disk Storage B9 Container Storage
Interface (CSI) TIRFEHERAMLS (PV) .

TEfEF CSI Operator #IRENFEFERS, BIVLRE FAMFMHMEE CSI &,

Z 0B E Azure Disk FiE % By CSI &7 PV, OpenShift Container Platform £ openshift-
cluster-csi-drivers 5% 22 |7 A ER I\ %2 % Azure Disk CSI Driver Operator #1 Azure Disk CSI JX 572,

® Azure Disk CSI Driver Operator 1##t 7 —/4% 5 managed-csi F7Zf%3E, EraLUFERAECRUIER
AMBEBA(PVC), Azure Disk CSI Driver Operator XIS BE R, HERATFRSUEE
%, BEHEEALENESEM. MRFE, EALZEARRIAEEE (FSHEERIGFHE
;‘@)o

® Azure Disk CSI i z/72/%F VIR FHHE#E Azure Disk PV,

5.1.2. xF CslI

‘EiIE, FEIB—RIIEFEENES Kubernetes W— M ER DR, AR SFFMEED (CSI) B9E
W, SB=7AHNE R LR ORI, MEXFEDRZD Kubernetes i,

CSl Operators &y OpenShift Container Platform F /124 T F 5T, BRI, ©IEENT in-tree B
ey SOM /N

OpenShift Container Platform 7 Azure Disk in-tree &5 4124t B 5 E# BUXT MBS CSI K
YRR, MEEZER, HSMH CSl BT,
51.3. QB H B FMEIK - RBEANEFMEER
FERAFR M2 FEEAER, B ELFEE, BPRIUREISEENRANLS,
EORFMRN, TR EFMIK KA, XE5EM Azure FETKF SKU BN, BROETEIE
Standard_LRS Premium_LRS StandardSSD_LRS UItraSSD_LRS Premium_ZRS StandardSSD_ZRS,
#1 PremiumV2_LRS., BXx&$ Azure SKU ZRIiIFTE, 1ES%E SKU KE,

ZRS #1 PremiumV2_LRS #8 — L XigRHl, B XXLERFIIFERE, 1550 ZRS BRHI# Premium_LRS
FR i,

FoIRFE
o (HREEINFRINIA OpenShift Container Platform &2
i =

R TH RO AFMEIK T REUNE#E,
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1. FARLI0TH YAML XHGI8 1T ik - R B EfE R -

$ oc create -f - << EOF
apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage-class> ﬂ
provisioner: disk.csi.azure.com
parameters:
skuName: <storage-class-account-type> 9
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
EOF

FEhER B,

gk P 2R B, X SRR Azure TRBENK P SKU XY @ " Standard_LRS ™, Premium_LRS,
StandardSSD_LRS, UltraSSD_LRS, Premium_ZRS, StandardSSD_ZRS,
PremiumV2_LRS,

®9

%fF PremiumV2_LRS, 7f storageclass.parameters F35%E cachingMode:
None,

2. BILSIHFMERRBEROE T FEE

I $ oc get storageclass

it N
$ oc get storageclass
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
azurefile-csi file.csi.azure.com Delete Immediate true 68m
managed-csi (default) disk.csi.azure.com Delete WaitForFirstConsumer true
68m
Sc-prem-zrs disk.csi.azure.com Delete WaitForFirstConsumer true

4m25s @)

ﬂ A TR R BRI TR i R

5.1.4. B EEINE

FA P BRI B SOV B IE R TEFIREINE OpenShift Container Platform "7 sARBHIEEH, FH A
MBS EFHAERXERAMBE ENEMES, BWYUJITE install-config YAML X HH] platform.
<cloud_types.defaultMachinePlatform FE; 5% B & LB,

LEThEE S LA TR F R -

® Amazon Web Services (AWS) Elastic Block storage (EBS)
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® Microsoft Azure Disk 17
e Google Cloud Platform (GCP) # AL (PD) 171
® |BM Virtual Private Cloud (VPC) Block 7 fi#

g02R OS (root) i B4R MNE, BFMRFREE LINEEY, Azure Disk CSI JEohi2FRR
INER OS Wi B BmRINE B & NEHES,

BRI Azure RER A EREMBIERE, BSED Azure AR EEME,

5.1.5. BFEHEWHFEA PVC WE RN 2 &

BRI LABIRRTE Azure EIZ1THONLERER, ZALSRKARBETH BRMARIE, ultra HEEHERER
ff, RAFEXREIZIMBEIFENE,

in-tree A CSI WhBFE S FHER PVC ERER i, Bl UERLE PVC BIER T B B
G ERE N BERSL

T

HhBR

A

® Microsoft Azure ultra %% 344
o (FHFAMMKW PVC ZREN SN IE
o TEITERE EEREN RN E/E N BURRAL

5.11.5.1. FANSEC BT A BERBANNES
BRI LU J 255 YAML SXHETE Azure EEREB W B B BVREE BN 35,
SeRF M

e B H Microsoft Azure £&%,

ik

1. 21T T R4S, EFIIIAR Azure MachineSet B & Y %R (CR)F4miEE :
I $ oc edit machineset <machine-set-name>

Hrh <machine-set-name> 2 A EF A BB E B A28 5%E.

2. TEAETHORLE IR TAT

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
spec:
template:
spec:
metadata:
labels:
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value:
ultraSSDCapability: Enabled @)

BEME, BT EFEVSECENT =, WREFER disk.ulssd B FiXME,

disk: ultrassd ﬂ
providerSpec:

9 IXEEIT R ultra AL

3 BITUTHS, ERAEFNEERIEGSE

I $ oc create -f <machine-set-name>.yaml
4. BIB—NEELT YAML E LHITFEE

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: ultra-disk-sc ﬂ
parameters:
cachingMode: None
disklopsReadWrite: "2000"
diskMbpsReadWrite: "320"
kind: managed
skuname: UltraSSD LRS
provisioner: disk.csi.azure.com ﬂ
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer 6

IEEEMERIELTR, REFER ultra-disk-sc 1E X ME,
IBEFHEIH IOPS B2,
IEEFEEMERE, H4I) MBps.

- -

%TF Azure Kubernetes Service(AKS)MrA 121 SkE & k4, 15 disk.csi.azure.com,
X F AKS R HEARR A, 15 1% kubernetes.io/azure-disk.

Ak R RELLS B F A QIR B A AL AY pod,

®

5 OB MFAMESFEPVC)ESIBAEELLT YAML & YK ultra-disk-sc Zfi#2E :

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: ultra-disk ﬂ
spec:
accessModes:
- ReadWriteOnce
storageClassName: ultra-disk-sc 9
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resources:
requests:
storage: 4Gi 6

Q 18 PVC &R, L2 ultra-disk ¥E 95X AME,
9 It PVC B|F T ultra-disk-sc 7fi£ 25,
© EEFhEEIAN, BAMED 4G,

6. UEEELLT YAML E XLH pod :

apiVersion: vi
kind: Pod
metadata:
name: nginx-ultra
spec:
nodeSelector:
disk: ultrassd ﬂ
containers:
- name: nginx-ultra
image: alpine:latest
command:
- "sleep”
- "infinity"
volumeMounts:
- mountPath: "/mnt/azure"
name: volume
volumes:
- name: volume
persistentVolumeClaim:
claimName: ultra-disk 9

@ HBTEERERMANNSEIT. WRERER diskulssd ATFXMI.

Q X pod 5| T ultra-disk PVC,

3k
1L BTSSRIV EE B0

I $ oc get machines

HL23R 40 F Running R,

2. MFIEEZITHMINT RBONEE, HSTUTeREIESK
I $ oc debug node/<node-name> -- chroot /host Isblk

EX N4 H, oc debug node/<node-name> R7E 77 = <node-name> L /57— debugging
shell, FfZE—1HHE --HS, (£EBM4S chroot /host ?ze{,\ﬂff):Em}*{’F?F:?}f: F ST 44
BiA], Isblk T RiZEEE EVIRERGITENBILE,
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RS

o Effpod FEAXEME, FUBERAESRNIERE, QB DRULLTRAIB YAML XX
% :

apiVersion: vi
kind: Pod
metadata:
name: ssd-benchmarki
spec:
containers:
- name: ssd-benchmarki
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- name: lunOp1
mountPath: "/timp"
volumes:
- name: lunOp1
hostPath:
path: /var/lib/lunOp1
type: DirectoryOrCreate
nodeSelector:
disktype: ultrassd

5.11.5.2. J5 F ultra B Z N33 = B0 BB HERR 75 R
FRATHIERMNETRESBEIR N E T EMRE,

5.11.5.2.1. TiEEHH B B T A S S B

MREH T HERMATFNFALSFENNE, pod &—EBELTF ContainerCreating X7, FitkE
Ko

BN, MEHREEZFIEE pod BT mHIH 23 L% E additionalCapabilities.ultraSSDEnabled 54,
MEHILLTHEEER «

I StorageAccountType UltraSSD_LRS can be used only when additionalCapabilities.ultraSSDEnabled
is set.

o ERIXAME, IHIZIT T e kit pod :

I $ oc -n <stuck_pod_namespace> describe pod <stuck_pod_name>

5.11.6. Eth BTIR
e {FF Azure Disk B9 A ME17HE

o FECSI &

5.12. AZURE FILE CSI DRIVER OPERATOR
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5.12.1. #

OpenShift Container Platform B LU{# A Microsoft Azure File Storage BY Container Storage
Interface(CS)IKENFIZFB HRAMES(PV),

TEf#EF CSI Operator #IIRFNFEFERS, BT FAMFMHMEE CSI £,

TOIREH T Azure File FE BB CSI B PV, OpenShift Container Platform 7£ openshift-
cluster-csi-drivers #p % 22 |7 R ER i\ %2 % Azure File CSI Driver Operator #1 Azure File CSI X572,

® Azure File CSI Driver Operator 12T —/~4%# azurefile-csi FUFfEE, EoLUEREROIER
AMBERPVC), NIRFRE, EAILZRALKINEFMEE (FSHEERIIEFEE),

® Azure File CSI z178/F SR QI I, Azure File PV, Azure File CSI iR X F 5B E
%, BERARUTRFBVEENS, FEHEEILTHEIESEM.

Azure File CSI Driver Operator A% :
o [EHFELI(VHD)

o EHATHEMERLEIEFIPSERNT R 21T, BFIRSZFHEERGMB)XHHRE, B
2, MEXHREINFS)IH FIPS =,

BXRXIFINENESER, ESHFER CSINEFMIIEE,

5.12.2. NFS %

OpenShift Container Platform 4.14 & B3Ik Az #5778 Network File System (NFS) B Azure File
Container Storage Interface (CSI) Driver Operator, 15ZEUTEI :

o FHRAAEZ control plane 7 5B Azure File NFS B 03 pod &5 H IR,
B[R ARRIX AN AR - ANRIEM control plane T AT LLAE, pod AT LATE worker 11 s Ei2 1T,
£ A nodeSelector =% Affinity 5 pod JEE I worker 77 sk,

o FSHZKBRITH :

BF

# 8 NFS B Azure File CSI 73&1& pod 15 kB fsGroupChangePolicy, & NFS
B Azure File CSI &1 FAEBRIABY OnRootMismatch FS Group $&l&, Fit pod iE K
HITREE B A 2o

® Azure File CSl Operator A& B#1H NFS BI8EFME, EBAIFtES, FRIRLITHX
%

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage-class-name> ﬂ
provisioner: file.csi.azure.com 9
parameters:
protocol: nfs 6
skuName: Premium_LRS # available values: Premium LRS, Premium_ZRS
mountOptions:
- nconnect=4
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Q@ ks,
@ 157 Azure File CSI #1I,

g 1B NFS fENTFME BRI,

5.12.3. X F Csl

EiIE, FEIB—RIIEFEEIRES Kubernetes W— M ER DR, MEBRSFMEED (CSI) 9K
W, B=HHNEALAERIEREOSRIRHF MRS, MEFERKD Kubernetes K14,

CSl Operators 25 OpenShift Container Platform 1R T &5, B IRIB, ©XEEL in-tree B
S,

A3

HhBR
e {HF Azure File BIRF A ETFNE

=

o FiE CSIE

5.13. AZURE STACK HUB CSI DRIVER OPERATOR

5.13.1. 8k

OpenShift Container Platform A LU# A Azure Stack Hub #2849 Container Storage Interface (CSI) 335
REFEERFAMS (PV), Azure Stack Hub 2 Azure Stack /= SZHEM—E5, RIFEERIIMEHIZIT
N RARRR, FEFEGSORRME Azure BRS

TEfEF CSI Operator FIMXNFZFERS, BT HAMFHMEE CSIB,

Z 0B E Azure Stack Hub A& 57 AR CSI B & PV, OpenShift Container Platform 1£
openshift-cluster-csi-drivers 545 22 (6] F BAIA R %% Azure Stack Hub CSI Driver Operator #1 Azure
Stack Hub CSI 3R 5h#2 .

® Azure Stack Hub CSI Driver Operator 1##ft 7 — N Ff#J (managed-csi), F1¥ "Standard_LRS"
FRERINTFMEI KA, B LUE A eRUBERFAMLSHER (PVC), Azure Stack Hub CSI Driver
Operator BT RVTRFBURFHESKIFNELER, THEEZEHEEATESEMW.

® Azure Stack Hub CSI I z/78/% FoF IR AR F#£E Azure Stack Hub PV,

5.13.2. X F Csl

EidE, FHEE—RRIJIEFEIXDES Kubernetes — N ER 1R fit, FEEBSRFERED (CSI) BYSE
W, B=HHNEAILUERIEREOSRIRHFEME RS, MEFERZLD Kubernetes K1,

CSl Operators &y OpenShift Container Platform F /124 T F £, MBRER, ©IEENT in-tree B
ey SOM N

5.13.3. Hfth ¥R

o FECS &

5.14. GCP PD CSI DRIVER OPERATOR
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5.14.1. ¥k

OpenShift Container Platform A L& Google Cloud Platform (GCP) #AM7ZEfi##I Container
Storage Interface (CSI) WEfEFEREFFHAMS (PV) .

7E{8 A Container Storage Interface (CSI) Operator F13XZIEf, FATERIWA M EEABRF AT HENELE
CSI &,

Z0EEHE GCP PD FEHE B CSI BERAMS (PV) , OpenShift Container Platform 7£
openshift-cluster-csi-drivers fin % 22 (5] R EX i\ &2 $& GCP PD CSI Driver Operator #1 GCP PD CSI JXz)
B,

e GCP PD CSlI Driver Operator : BXIANER T, Operator 12t 7T — Al kO PVC BEMESR,
MREFE, BILUZRARBINEER (FSHBERIFME), TDLa LLERAE GCP PD &%
%, NfEA GCE Persistent Disk B Persistent Storage Ffidt,

e GCP PD 52 : iZIREhiEFFal ik IR QI FH 4 GCP PD PV,

OpenShift Container Platform Jy GCE Persistent Disk in-tree B3 F 12t B 23T R BN R
B CSIREhReR. MBESER, HBM CSI BiiER,
5.14.2. XxF CSlI

‘EidE, FEB—RIJIEFEERES Kubernetes W— M ER DR, MEBSFMEED (CSI) B9E
W, B=AHNEALEREREORREEEERS, MEFERZKD Kubernetes K5,

CSl Operators & OpenShift Container Platform i T &5, BIRIB, ©XEEL in-tree B
S,

5.14.3. GCP PD CSI IRhi2FZE RS

Google Cloud Platform (GCP) #¥ A% (PD) Container Storage Interface (CSI) JXzhi2R{FEH CSI
external-provisioner sidecar fE 1225, XZ2F] CSI WKohiZF—EEBB A HLIRM helper B2, sidecar
IR %4 CreateVolume BRIEREBERFAMS (PV) .

GCP PD CSI JXzh#2FF {8/ csi.storage.k8s.io/fstype S K I HI BB R, THRIMM T OpenShift
Container Platform Z#FMIFTHE GCP PD CSI FiE RS,

2R 5.5. CreateVolume &

BH fE ik ek

type pd-ssd =& pd- pd-standard FVFIEEFEVR AR PV S B SR
standard # PV,

replication- none =% regional-pd none RVFIEIE zonal X PV 2 [T

type o

disk- AFmMBEHELNEANT Z2FFSR FEREAEENMEE (CMEK)

encryption- 2RE FIRITIAR, INEBFRELL,

kms-key
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5.14.4. QI B E X MEMFA LS

B2 PersistentVolumeClaim *f &K, OpenShift Container Platform SE&— N HFAMS (PV)
FAIZE— PersistentVolume X R, o LUBT INZEFAIER PV, 7E Google Cloud
Platform (GCP) ARRIIEE X INBBIARREEEFB PV,

ENE, SEHOIEM PV FERHFIIAER Google Cloud Key Management Service (KMS) BREATESEEE
FERRFEENNZERH (CMEK) .

SR
o E[LEEI—/NIEFEIZ1THY OpenShift Container Platform %%,
o EEAIET Cloud KMS BHIAU R B A,
BX CMEK #1 Cloud KMS FHRHEZE R, HSHERAZ " EENMBEEH (CMEK)

e
ZAEEEINE PV, HTRUTESE

1. A Cloud KMS BRI FMER, LUTRAIERNBSHISER

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: csi-gce-pd-cmek
provisioner: pd.csi.storage.gke.io
volumeBindingMode: "WaitForFirstConsumer"
allowVolumeExpansion: true
parameters:

type: pd-standard

disk-encryption-kms-key: projects/<key-project-id>/locations/<location>/keyRings/<key-
ring>/cryptoKeys/<key> 0

Q HFER NI AT INBFHENBANTRINA®T, HREOKNER, AXRRMHXE D
BENEZER, HSHKREZER ID # KL Cloud KMS %R 1D,

p= Y=
R BT disk-encryption-kms-key SERINEIIN BN EFHE L F, BHZ, EAILU
R FEERFERAERNZMAFTRNSHESERVRIZFMHES. MREXF

i, WBERNEFEFYIZ pd.csi.storage.gke.io,

2. {£FH oc #3455 7E OpenShift Container Platform 585 EZRE 7 (K -

I $ oc describe storageclass csi-gce-pd-cmek

iyt 7~ B
Name: csi-gce-pd-cmek
IsDefaultClass: No
Annotations: None
Provisioner: pd.csi.storage.gke.io
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Parameters: disk-encryption-kms-key=projects/key-project-
id/locations/location/keyRings/ring-name/cryptoKeys/key-name,type=pd-standard
AllowVolumeExpansion: true

MountOptions: none

ReclaimPolicy: Delete
VolumeBindingMode:  WaitForFirstConsumer
Events: none

3. A% pve.yaml B934, ZXHSEE L —F h ORI REVE IR :

kind: PersistentVolumeClaim
apiVersion: v1i
metadata:
name: podpvc
spec:
accessModes:

- ReadWriteOnce
storageClassName: csi-gce-pd-cmek
resources:

requests:

storage: 6Gi

% IMRFFFHFERIRIC NEINME, ATLIABE storageClassName F £,
4. FEERHLA PVC

I $ oc apply -f pvc.yaml
5. JKEX PVC BT, HRILERECLIBAAEEFEFH PV:

I $ oc get pvc

A

NAME STATUS VOLUME CAPACITY ACCESS MODES

STORAGECLASS AGE
podpvc Bound pvc-e36abf50-84f3-11e8-8538-42010a800002 10Gi RWO
gce-pd-cmek 9s

INRIEHTZHEESF volumeBindingMode FE& % &~ WaitForFirstConsumer,

RO — pod RfEFA PVC, ABTFRERIEE.
1R CMEK 1R PV IIFE AT LAS OpenShift Container Platform 25— E A,

5.14.5. B EEBMINE
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H P EHBINEERITFERERRZIREFIRMEINE OpenShift Container Platform T RIREEH, FIT
TAESEFHERERXLEEANBEE SNEES. BT install-config YAML X {4 H] platform.
<cloud_types.defaultMachinePlatform FE; 5% B & LB,
LEINBEZ FELA T AR 8 -

® Amazon Web Services (AWS) Elastic Block storage (EBS)

® Microsoft Azure Disk #Zfi#

e Google Cloud Platform (GCP) ¥ AL (PD) 121

® |BM Virtual Private Cloud (VPC) Block 77

BXREAAAEERN GCP PD MBREMNFEE, HEERELESH,

5.14.6. HAth HTiR
e {3 GCE Persistent Disk B3 R 17 fiE

o FECSI &

5.15. GOOGLE COMPUTE PLATFORM FILESTORE CSI DRIVER
OPERATOR

5.15.1.

OpenShift Container Platform A LU#F Google Compute Platform (GCP) X4 #Z %7 Container
Storage Interface (CSI) WEIEFE & AES (PV).

TEfEF CSI Operator 1M NFRFERS, BT HAMFHEMEE CSIB,

0|3 F GCP Filestore Storage ¥/ By CSI B & PV, f&7 LU{E openshift-cluster-csi-drivers
226 %% GCP Filestore CSI Driver Operator #1 GCP Filestore CSI JRZh#2 %,

® GCP Filestore CSI Driver Operator BRI REFMHE, BURFZTLLOIE—D, GCP
Filestore CSI Driver Operator X¥ohSBE®E, A ERATREBVEFHES, BEHEEATSE
& & 77 i

® GCP Filestore CSI Xz S iF & 02 F % GCP Filestore PV,

5.15.2. xF CSlI

EidE, FHEE—RRJIEFEIXDES Kubernetes — N ER 1R it, FEEBSRFERED (CSI) AYSE
W, B=AHNEALERIEREORREEERE, MEFTERZKD Kubernetes K5,

CSl Operators *& OpenShift Container Platform P14t T 26515, B IRIB, ©XEEL in-tree B
S,
5.15.3. 2% GCP Filestore CSI Driver Operator

FNER T, Google Compute Platform (GCP) Filestore Container Storage Interface (CSI) Driver
Operator A&7E OpenShift Container Platform &%, FERALTHEEEEHRE GCP Filestore CSI
Driver Operator,
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FoRF M
e ijj[A] OpenShift Container Platform Web 1Z#1&,

P
M web 2 & %% GCP Filestore CSI Driver Operator :

1 BXE web #HI&,

2. BT T4, 7E GCE WiB A5 F Filestore API :
$ gcloud services enable file.googleapis.com --project <my_gce_project> ﬂ

ﬂ % <my_gce_project> #7118 Google Cloud i H,

IR IA B LUEF Google Cloud web 3£l & 1T LR 1E,
3. &% GCP Filestore CSI| Operator :
a. | Operators - OperatorHub,
b. @it 7EiT JESRHEF I A GCP Filestore 7 GCP Filestore CS| Operator,
c. m GCP Filestore CSI Driver Operatori%#il,
d. 7£ GCP Filestore CSI Driver Operator T1EA, = Install,

e. 7£ Install Operator TUE T, iR :

e J%#E All namespaces on the cluster (default)
o LRIMMB L #XEN openshift-cluster-csi-drivers,

f. = Install,
REE5EE, GCP Filestore CSI Operator R7E web 1£%I&# Installed Operators 435!
Ho

4, &% GCP Filestore CSI IXEhi2fF :

a. /= Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 7E Instances £ Lk, #.i Create ClusterCSlIDriver,
EHALLUT YAML X {§ :

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
metadata:
name: filestore.csi.storage.gke.io
spec:
managementState: Managed

c. = Create,
d. ZFLLUF Conditions 284 "true" JAZ -

® GCPFilestoreDriverCredentialsRequestControllerAvailable
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® GCPFilestoreDriverNodeServiceControllerAvailable

® GCPFilestoreDriverControllerServiceControllerAvailable

® £ Google Cloud #/5H API,

e {# [ Google Cloud Web #ZHI& /5 API,

5.15.4. /) GCP Filestore 7Zfi# (|17 fi% K
L& Operator &, ERNZBIB— N FHEEESER Google Compute Platform (GCP) X4 FEH.

SoRFE M
o B E[LEIIEMEIZ1THI OpenShift Container Platform & &%,

it =2
DIEFER

1. FEAMUT YAML XXHRBIOIEREES -
YAML X461

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: filestore-csi
provisioner: filestore.csi.storage.gke.io
parameters:
connect-mode: DIRECT_PEERING ﬂ
network: network-name g
allowVolumeExpansion: true
volumeBindingMode: WaitForFirstConsumer

Q XFHZE VPC, £ connect-mode 2#i% &/ PRIVATE_SERVICE_ACCESS., *IF3E
H=Z VPC, HE DIRECT_PEERING, XEIiAXE.

g 18 E N IZIEE AR A Filestore SLfI# GCP ERIFABE =(VPC) MBI TR,
2. IBEEEHBCIEE Filestore SLAIRY VPC RSB A TR,
BIRIEE N EH A O Filestore ;WJEI’J VPC M%%, WNR&EABIEE VPC ML, Container
Storage Interface (CSI) JXZNF2F & 2N E T H BIERIA VPC MI%% e Il 504,

£ IPl Ze&Erh, VPC MBRIMBEETEES "-network" BERLM, BE, X UPI &%
1, VPC MZLTRA LR A ik R E (A,

X F—1H=Z VPC (connect-mode = PRIVATE_SERVICE_ACCESS), M&EHEEZE— 1 T
3 VPC%‘:’. 5140 : projects/shared-vpc-name/global/networks/gcp-filestore-network,

RAILMFE AL TS 1% MachineSets X &g VPC M4EEHE :
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$ oc -n openshift-machine-api get machinesets -o yaml | grep "network:"
- network: gcp-filestore-network

(..)

EARBIF, XNEEEFH VPC RZEEFF N "gep-filestore-network”s

5.15.5. M % £ B¥ ] GCP X {4+ Fh#

WE, WRIEE%ER, OpenShift Container Platform ZERFEAMRE T ZEBNMEZ KR, 8
B, YHWERN, Google Compute Platform (GCP) Filestore SEBIR&# B oNHIBR, RILIE M IIERH
B BRI FSIMNPRER Filestore FMEEMABRAMSER (PVC),

b =
HIB&ARAE GCP Filestore PVC :

1. BIHEAEFEE filestore-csi BIEMFTE PVC :

I $ oc get pvc -o json -A | jq -r ".items][] | select(.spec.storageClassName == "filestore-csi")
2. kR E—ar S5 HBIRTHE PVC :

I $ oc delete <pvc-name> ﬂ

ﬂ I <pvc-name> B IR E M BRAIET PVC BIZ TR,

5.15.6. Hfth ¥R

o FCECSI®E
5.16.1BM VPC BLOCK CSI DRIVER OPERATOR

5.16.1. #h

OpenShift Container Platform B LA# F IBM® Virtual Private Cloud(VPC) Block Storage Y Container
Storage Interface(CSI) K ZNEF B A MBS (PV),

TEf#EF CSI Operator #IRENFEFERS, BT FFAMFHMEE CSIE,
Z 0B HEEE IBM® VPC Block FZi# 5T ° ##Y CSI B & PV, OpenShift Container Platform 7E openshift-
cluster-csi-drivers 5% 22 5] BRI\ 2 %% IBM® VPC Block CSI Driver Operator #1 IBM® VPC Block CSI
Wohigrk,
® /BM® VPC Block CSI Driver Operator X AR AR T =N FMHEE, &#H ibme-vpe-
block-10iops-tier (2X1A) . ibmc-vpc-block-5iops-tier 1 ibmc-vpc-block-custom, ®HF
P AMARFB(PVC), IBM® VPC Block CSI Driver Operator X S& B &, HERAIFIR
FUREMS, FEHEEATENESEW. IRFE, TUZRARBRINEEE (FSHEE
INEMER),

® [BM® V/PC Block CSI i z)f2/F FoiFEBIEFEE IBM® VPC Block PV,

5.16.2. X F CslI

194



88 5 Z5 {1/ CONTAINER STORAGE INTERFACE (CSI)

EidE, FEIB—RSIEFEERES Kubernetes W— M ER DR, MEBSFMEED (CSI) B9E
W, SB=TAHNER LR AR ORI EME Y, MEFEBRZD Kubernetes K14,

CSIl Operators &y OpenShift Container Platform FA /124t T F LT, BRI, ©IEENT in-tree B
ey SO AN

5.16.3. B EEMINE
A EENINEIhEE R ITFERAEREZ TP IREINE OpenShift Container Platform 7 RIREHIEEA, FHi
TAESEFHERFERXLEANBE SNEWS. BYE install-config YAML X {4 H] platform.
<cloud_types.defaultMachinePlatform FE; 5% B & LB,
LEINBEZ FELA T AR 8 -

® Amazon Web Services (AWS) Elastic Block storage (EBS)

® Microsoft Azure Disk #Zfi#

e Google Cloud Platform (GCP) ¥ AL (PD) 171

e |BM Virtual Private Cloud (VPC) Block 77

BXERAAAEEWN IBM VPC INBEEFE, 1§53 IBM Cloud BIA FEHE N A & 7E IBM Cloud
J:i%o

A3

HhBR

\g

o FlE CSIE

5.17.1BM POWER VIRTUAL SERVER BLOCK CSI DRIVER OPERATOR

5.17.1. &1

IBM Power® Virtual Server Block CSI Driver i@it IBM Power® Virtual Server Block CSI Driver Operator
L%, Operator &F library-go. OpenShift Container Platform library-go {2222 — N IHREE S, T
FA L FAKI E; OpenShift Operator, CSI Driver Operator B9 AER D THEEE S A, IBM Power® Virtual
Server Block CSI Driver Operator B Cluster Storage Operator &2, IRFEEHEKEZ Power Virtual
Servers, Cluster Storage Operator 2% %% IBM Power® Virtual Server Block CSI Driver Operator,

5.17.2. #ah

OpenShift Container Platform B LAU# F IBM® Power Virtual Server Block Storage BJ Container Storage
Interface (CSI) ENTEF B EFAMES (PV).

TEfEF CSI Operator #IRENFEFERS, BIVLRE FAMFMHMEE CSI &,

EQ|EHEEHEF IBM® Power Virtual Server Block #2557~ fr# CSI B & PV, OpenShift Container
Platform 1 openshift-cluster-csi-drivers % 22 [A| R BAIL &% IBM® Power Virtual Server Block CSI
Driver Operator #1 IBM® Power Virtual Server Block CSI| 55152,

® |BM® Power Virtual Server Block CSI Driver Operator &4t 7T W MNFEEE, %5 ibm-powervs-
tiert (BR1A) #0 ibm-powervs-tier3, N AREMNZRETHFOIEZAMESER (PVC), IBM
Power® Virtual Server Block CSI Driver Operator XA BER, HERATRE0IEEME
B, FEBETENITEINESEFM,
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® |BM Power® Virtual Server Block CSI 4 z/#8/% o1& 0|82 F 3 IBM Power® Virtual Server
Block PV,
5.17.3. xF CSI

EidE, FHEE—RRIEFEIXDES Kubernetes — N ER 1R it, FEEBSRFERED (CSI) AYSE
W, SB=TAHNE R LM AR OSRIRHE MY, MEXFEBRZD Kubernetes K1,

CSl Operators &y OpenShift Container Platform FA 124t T F £, BRI, ©LEENT in-tree B
ey SO AN

T

HhBR

=)

o FCECSIBE
5.18. OPENSTACK CINDER CSI DRIVER OPERATOR

5.18.1. #&5h

OpenShift Container Platform B LA{# F§ OpenStack Cinder BJ Container Storage Interface (CSI) Kzf
EFESRANES (PV) .

TEf# A Container Storage Interface (CSI) Operator #12KZIF, FATRIA A EERABFALFEHEE
CSl &,

E Q| HE#H F OpenStack Cinder Zf# 5/ R CSI B# PV, OpenShift Container Platform #£
openshift-cluster-csi-drivers an 4 22 (6] F &% OpenStack Cinder CSI Driver Operator 1 OpenStack
Cinder CSI X572,

® OpenStack Cinder CSI Driver Operator 12t 7 — CSI %, ATRAFOE PVC, MRFE,
AT R A BRINEEE (S HEERINFER).

® OpenStack Cinder CSI 4z oI RO FHEE OpenStack Cinder PV,
p= Y=

OpenShift Container Platform 24 Cinder in-tree Bl B 5B EIXT NI CSI IKBhiz
F. MEEZELR, BHSM CSI BT,

5.18.2. X F CSI

‘EiE, FEIB—RIIEFEEINES Kubernetes W— M ER DR, MEEBSFFMEED (CSI) B9E
W, B=AHNEALERIEREORREEERSE, MEFTERZKD Kubernetes K5,

CSIl Operators &y OpenShift Container Platform F /124 T F £, BRI, ©LEENT in-tree B
ey SOA /N

HE
OpenShift Container Platform BRIAEF CSI #4RE % Cinder 71,

5.18.3. {# OpenStack Cinder CSI B N ERIA T fif 2%
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OpenStack Cinder CSI IXZh#2FF{# M cinder.csi.openstack.org S KX F KB &

E7E OpenShift Container Platform &3 f OpenStack Cinder CSI &, EIUE{#F M standard-csi B&=
NI AREER, HH, EBILOEREAMEER (PVC) , FREHRIBES "standard-csi',

1 OpenShift Container Platform /1, EKIAFHEEBIAM A Cinder IR, B2, SRAT CSI B3
#¥iE, ERRINEHEECENESLIR EER CSIRER.

AR
FERUTS RS BRI PRNEWE RN A standard-csi Fi#2K,

1. FUHFREE -

I $ oc get storageclass

iyl
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
standard(default)  cinder.csi.openstack.org Delete WaitForFirstConsumer true
46h
standard-csi kubernetes.io/cinder Delete WaitForFirstConsumer true
46h

2. WFERINEMEZ, J$E#R storageclass.kubernetes.io/is-default-class BFI{EIN Y false, 1Tl
i

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "false"}}}'

3. B ARMsESCERR storageclass.kubernetes.io/is-default-class=true JF 75— N EHEREH
HINZ B,

$ oc patch storageclass standard-csi -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

4. 493E PVC HITERNIABI A CSI = HER -

I $ oc get storageclass

I
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
standard kubernetes.io/cinder Delete WaitForFirstConsumer true
46h
standard-csi(default) cinder.csi.openstack.org Delete WaitForFirstConsumer true
46h

5.\ IEELAE L —NETEY PVC MEHIBEFIEE

apiVersion: vi
kind: PersistentVolumeClaim
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metadata:
name: cinder-claim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

REREREFEEN PVC 2EAMINEFHEEEES.
6. ANk : BETHXMHE, EREFPOEIZXH :

I $ oc create -f cinder-claim.yaml

o FCECSI®E
5.19. OPENSTACK MANILA CSI DRIVER OPERATOR

5.19.1. #5h

OpenShift Container Platform B LU{#EF OpenStack Manila £Z 304 RS ARS5# Container Storage
Interface (CSI) RFEGERFAMES (PV) .

TEf# A Container Storage Interface (CSI) Operator #2KZNF, FATRIA A EERABFALFHEIEE
CSl &,

E IR EH R Manila 771 517~ R CSI B4 PV, OpenShift Container Platform &EFfA/5 A T Manila
fR%5#9 OpenStack £&f LB\ %% Manila CS| Driver Operator #1 Manila CSI JX5hF2 .

® Manila CSI Driver Operator & 0FIEIIFMHE, LUHNFAE A Manila REZREAIE PVC,
Operator Z2#:7E openshift-cluster-csi-drivers &4 Z2 [ F,

® Manila CSI I zf2/F IR FEE Manila PV, ZIKEhEFE %27 openshift-manila-csi-
driver #8422 [H] A,
5.19.2. XF CSlI

‘EiIE, FEB—RIIEFEEIREDS Kubernetes W— M ER DR, MEBRSFMEED (CSI) B9E
W, B=HHEALUERIEREOSRIRHFMERYS, MEFERZD Kubernetes K14,

CSl Operators & OpenShift Container Platform P14 T Z651ET, BIRIB, ©XEEL in-tree B
L,
5.19.3. Manila CSI Driver Operator Rl

LAURRR#I3&E FF Manila Container Storage Interface (CSI) Driver Operator :

N3 # NFS

OpenStack Manila S 1F% MM INERE ML, 20 NFS, CIFS #1 CEPHFS, /1R LAFE OpenStack
THAEFEMER, OpenShift Container Platform HB Manila CSI Driver Operator R ##H NFS
i, INRIEEZH OpenStack =H%E NFS FHE AT NFS, NIF %M Manila CSI Driver
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Operator & OpenShift Container Platform & & 1Ffif.
IR EiHZE CephFS-NFS, NIARZHFRIR

FZRIMFAMNS (PV) REBHESMERNRER, TSI ERFERM Manila £ZR BT HFHXLEINEE,
Red Hat OpenStack &2 51 w715 X158 (share type extra-spec snapshot_support) Bz,
FMEEZFEANEERBXEERIE (share type extra-spec
create_share_from_snapshot_support) f|EH#=,

% FF FSGroups
®5 Manila CSI 2t T BE MNMEABMEZNEAB I NNHZXH RS, FILATR IR FSGroups, B

{E{E A ReadWriteOnce 1 MR QUM IFA LS BN, B, FSLABEBFIHURIEREZNME
RKHIETE fsType EiE, LUES Manila CSI Driver & Ee{E M.

BF

£ Red Hat OpenStack Platform 16.x #1 17.x #1, A CephFS B ZEXHRZRS
(Manila) Se2 X% @1t Manila CSI @ OpenShift Container Platform {2t H£=, {BZ, It
RARTERATFAHEY B, 5WEE Red Hat OpenStack Platform BJ CephFS NFS
Manila-CSI Workload Recommendations FEIEEE 1,

5.19.4. i E# Manila CSI &

OpenShift Container Platform A& a f Manila HZRBRE—NEFEE,

A28 YAML X445 Manila & E Container Storage Interface (CSI) =208, FNNBREFEF
BANA, BRI E R ReadWriteMany (RWX) 7Zfif, FHERZELN ATER pod {E/H YAML FHREHE
FA7F{

EEMREINMER, AILUEHRS AWS, GCP. Azure F1EM A FH) OpenShift Container Platform &
FARMERL pod FIRFAMSER (PVC) EX (PVC EXHMEFMESIARA)

Manila BR$ 2 %8, 0% Red Hat OpenStack Platform (RHOSP) ®% & & FZR
%5, MAERE Manila CSI K2R, BMAROE Manila FhEE.,

FRFM

® RHOSP #ERE N A& HM Manila HZEMZRN, LUEFEREEAE OpenShift Container
Platform IS E & FEES,

TR (UI)
{FH web #Z=HI & 51502 Manila CSI % :

1. 1£ OpenShift Container Platform &5, i Storage - Persistent Volume Claims,
2. ERAMBHERPIRTIH, R Create Persistent Volume Claim,
3. TEREET R TTE AP E LA R,

a. RS YR,

b. i ATFfi¥f 5 BRROME— & FR,

c. WEEFEVIFRIEEETZAZER PVC BB [FITRR,
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BF

MREFHFLL PVC FIEANIZFANSE (PV) ATUBESIIEEFNZ MR
EMIZ A pod B, fEFE RWX,

4. EXFHEFERBRAN,
5. mili Create QIR AMBRE, HER—TPRHARS.

JAZ (CLI)
ERMSTRE (CL) 568 Manila CSI 4 :

1. EALLT YAML #4# PersistentVolumeClaim ¥ RO HEEFE—NXHE :

pvc-manila.yaml

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: pvc-manila
spec:
accessModes: ﬂ
- ReadWriteMany
resources:
requests:
storage: 10Gi
storageClassName: csi-manila-gold 9

ﬂ INRIMFZLL PVC FRERNFAES (PV) ALMEEHIIERPHNZ N TR ENS D pod
iF, A RWX,

9 B 17 BRI TEE X B L. Manila StorageClasses H Operator B, F &3 csi-

manila- 1%,

2. IBITUTRS, U E—FSHRFINE :
I $ oc create -f pvc-manila.yaml
2T —NEE PVC,
3. BITUTaSRIESEAEHME .
I $ oc get pvc pve-manila
pvc-manila IR EHREN Bound,

WFE, ERILMER#HTE PVC KEE pod,

X

HhBR

\5

o FliE CSIE

200



88 5 Z5 {1/ CONTAINER STORAGE INTERFACE (CSI)

5.20. SECRET STORE CSI WX 5172 %

5.20.1. #h

Kubernetes secret LA Base64 JatdBI R 17 fiE, etcd 11X LE secret IRMMNEE, {BIESR secret B, 1]
SWRBEFRELES, ﬁﬂ%aﬁﬁ%ﬁqﬂlﬁﬁﬁﬂﬁg?% BEYUT R3S, TEH API 5 eted Vi RIFLER
BT ABR AT LU TRERAE T secret, A, BINIEM B L2 (6] A& pod HIIE A EB R LUE 1% 6y 4 22 5] b
BOfEA secret SRILENZ i 44 Z2 6] AR A9 {E{A] secret,

EL L MEMEIEREM secret, A LU OpenShift Container Platform Secrets Store Container
Storage Interface (CSI) Driver Operator Ei& {8 F N it MALEB secret BEEERST (80 Azure Key
Vault) ## secret, NAEFEALUEA secret, 1B secret 7EN T2 pod % EAARIE RS HIRE,

Secret Store CSI Driver Operator (secrets-store.csi.k8s.io0) 21 OpenShift Container Platform 7%
ETER A AER secret REIZ A secret, BREAFNIEFBIE NBHEHE pod 1, Secrets Store CSI Driver
Operator 88 gRPC SN EEE, LAMIBERINER secret FHKEEEAR. WNEE, HEPsEE
MEHEIBRSRNXE RS, Secret ZHEBLL in-line XX HEH,

BAX CSINBBMESZIER, 155 CSI WERA %,

BF

Secret Store CSI Driver Operator /\ZE MR INEE. FRATI T INEE xflmaﬁnnﬂﬁ
FERIL (SLA) ZH, BINREAREH AR, EAHERET U ERERE,
%ﬁﬁﬁﬁlﬂﬁ‘éﬁﬂlﬁﬁ)ﬁﬁ%iiﬁﬁﬁ %ﬁEI’\JIjJﬁE HENSTEF LM BIRERIGE L,

BRIBEATUTNESZFBEEMESER, BSHBRTTIES L,
FEfERA CSI Wahit, BILERE FAMLFHMEE CSI 5,

5.20.1.1. Secret fFfEHL N
LATF secret Zi#H#EN B A A F Secret Store CSI Driver Operator :

® AWS Secrets Manager
® AWS Systems Manager Parameter Store

® Azure Key Vault

HashiCorp Vault

5.20.2. X F Csl

EitE, FHE—RASEEEIESIEN Kubernetes B— P ERD IR ML, MEEBSFMEED (CSI) BYSE
W, SB=HHEAN A LAE B ERE O R IREEEEG, ﬁ'ﬁﬂiﬁﬁ%ﬂﬂilb Kubernetes 3,

CSIl Operators &y OpenShift Container Platform F 124t T F £, BRI, ©IEENT in-tree B
ey SOM N

5.20.3. &% Secret Store CSI T2 F

FRFZM

201


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.16 7=

e jj[A] OpenShift Container Platform Web 1Z%1&,
o SRMEIE VIR,

b =
¥ Secret Store CSI KHNEE -

1. &% Secret Store CSI| Driver Operator :
a. BRE web #2HIH,
b. = Operators - OperatorHub,
c. BT ELIEZRAME P HIA "Secrets Store CSI" 3E# 3 Secrets Store CSI Driver Operator,
d. = Secrets Store CSI Driver Operator iz,
e. 1E Secrets Store CSI Driver Operator T{E A, = Install,
f. 7£ Install Operator T1EH, R :
e %#: All namespaces on the cluster (default)
o LRIEMMB L #WiXiEN openshift-cluster-csi-drivers,

g. = Install,

RIETTAIG, Secret Store CSI Driver Operator &1E web & B Installed Operators 1
2,

2. WIRENIZFGIE ClusterCSIDriver L{5 (secrets-store.csi.k8s.io) :
a. = Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 7E Instances £ Lk, #.i Create ClusterCSlIDriver,
FEHALLT YAML X :

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
metadata:
name: secrets-store.csi.k8s.io
spec:
managementState: Managed

c. = Create,

[EEEE PR

o I secret MAER secret FhEHEEEI CSI B
5.20.4. 1% Secret Store CSI Driver Operator

FRFZM

e jj[A] OpenShift Container Platform Web 1Z#1&,
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o SEMEEAVINIR,

iz
EN#; Secret Store CSI Driver Operator :

1. {Z1LFRE{# A secrets-store.csi.k8s.io #L 1 IS FFE R pod,
2. Nk secret FA#E M BRI 88 = 5 BE N A tE 4

3. MIE& Container Storage Interface (CSI) IXEhF2FEFIAERE L :

a. /= Administration » CustomResourceDefinitions = ClusterCSIDriver.

b. 1E Instances 1%+ £, XF secrets-store.csi.k8s.io, SZAMB THIFH, AFH Delete
ClusterCSIDriver,

c. HIRZRE, Hi Delete,
4. BE CSI IKENFEFF pod BB AEIZIT.

5. E1#; Secret Store CSI Driver Operator :

A FEEDZ; Operator B, WASEMIE CSI EZhiRRE.,

a. m Operators - Installed Operators,

b. 7E Installed Operators T{EH A, 1E Search by name fEA i A "Secrets Store CSI" &
Operator, AERTE,

c. 7£ Installed Operators > Operator i¥I5 7l @ KA LA, = Actions - Uninstall
Operator,

d. #7E Uninstall Operator B O AR, s Uninstall #2251 Map 4 Z2 [ A IHIBR Operator.
Operator EEHFHENEMN BEFHEEFINEE,
EEfE, Secret Store CSI Driver Operator A 3I7E web %5 Installed Operators &}
ﬁj\c

5.20.5. Hth R

o FECSI &

5.21. CIFS/SMB CSI DRIVER OPERATOR

OpenShift Container Platform B B &R A S (PV), ©FAE—MHATBEAEKMERTI(CIFS)
dialect/Server Message Block (SMB) X #) Container Storage Interface (CSI) ZhF2F.
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BF

CIFS/SMB CSlI Driver Operator,\zE MRATNTINEE, FRATNEIIRER Z L8 fbR 55
FML (SLA) ¥, BIgEaEHTRE, A HEEEIfERFERE], XL
H?K?Diﬂrilﬂﬁ‘éﬁjuﬁﬁﬁ)j%iifﬁ %ﬁﬁ’glﬂﬁﬁ HENKEF AN EIRERITE L,

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

TEf#EF CSI Operator #IRENFEFERS, BT FFAMFMHMEE CSI &,

2% CIFS/SMB CSI Driver Operator [§, OpenShift Container Platform BXIA&7E openshift-cluster-
csi-drivers p$ 22 A/ Operator M1 SIFRFREXN N B pod, X FePTF CIFS/SMB CSI IR SN2 Al
#ZEl CIFS/SMB £ Z# CSI BEHIIFALES (PV).

o I G, CIFS/SMB CSI Driver Operator AREINCIBREME R K OB A S FER (PVC), B
B, BaLFih e SE &2 CIFS/SMB StorageClass, CIFS/SMB CSI Driver Operator 32
FISBER, AERRATREVEEES. SUERTEREEATNBESFHENTEX,

e CIFS/SMB CSI #z)f8/F SV Al FH1E% CIFS/SMB PV,

5.21.1. xF CslI

mEitE, FHE—RASEEEIRESIEN Kubernetes B— PN ER D IR ML, MEEBSFMEED (CSI) BYSE
i, BE=75 MNP e] LA AR PR R O SRR IR F 1, ﬁ'ﬁﬂiﬁﬁ%ﬂﬂilb Kubernetes 3,

CSl Operators &y OpenShift Container Platform F 124 T F LT, BRI, ©IEENT in-tree B
ey SOM /N

5.21.2. [RHl

LU BR13E A T8 A B B SU R 55 (CIFS)/BR 5588 JH B HL(SMB) Container Storage Interface (CSI)

Driver Operator :

o IEFHFIPSER :
& FAEERME BB FRAE(FIPS)E RS, 2 md4 # mdS BER, X&FEIERFER ntim,
ntimv2 % ntimssp 83%5E, A, TEERAER, RNEFERT mds, E£EAT FIPSER
B, {ERIXLES SRR CIFS HEH AR KM,

o CSINHNBFAZFER HTTP AIRECEEEEIKEF SMB IRF5E4.

HF CIFS/SMB 2 LAN 0¥, BaIUBEBEEFM, et @ WANT B, BEFRZEHTTP
RIBIFE,

5.21.3. &% CIFS/SMB CSI Driver Operator

ZKINER T, 7E OpenShift Container Platform AR %4 CIFS/SMB CSI Driver Operator (Red Hat
Operator), fEALTHREERPRENEE CIFS/SMB CSI Driver Operator,

FoRF M
e ijj[A] OpenShift Container Platform Web 1Z#1&,

iz
M web & %% CIFS/SMB CSI Driver Operator :
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1. BXKE web ZHIE&,
2. %% CIFS/SMB CSI Operator :
a. = Operators - OperatorHub,
b. BT et IEERMEFHIA CIFS/SMB CSI sk#% CIFS/SMB CSI,
c. = CIFS/SMB CSlI Driver Operator #Z#l,
d. 7£ CIFS/SMB CSI Driver Operator T{/H, = Install,

e. 7£ Install Operator TUEH, iR :

e %#E All namespaces on the cluster (default)
o LRIMMB LN #iXEN openshift-cluster-csi-drivers,

f. = Install,
RESTHRE, Web #2H|&H Installed Operators 28435 T CIFS/SMB CSI Operator,

5.21.4. 2% CIFS/SMB CS| IXEhi2F

Z2% CIFS/SMB Container Storage Interface (CSI) Driver Operator &, %% CIFS/SMB CS| X2,
FoRF M
e ijj[A] OpenShift Container Platform Web 1Z#1&,

o B &% CIFS/SMB CSI Driver Operator,

1. 5 Administration = CustomResourceDefinitions = ClusterCSIDriver,
2. 7E Instances 1€ £, i Create ClusterCSIDriver,

3. EALT YAML X4 :

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
metadata:
name: smb.csi.k8s.io
spec:
managementState: Managed

4. = Create,

5. Z&FLLTF Conditions BEUH "True" K75 :
e SambaDriverControllerServiceControllerAvailable

o SambabDriverNodeServiceControllerAvailable

5.21.5. i S E &
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IR LA — MR RSB & B A B R S 4 R 5U(CIFS)mT%/ AR 5528 B 2R (SMB) B,
KREFEMEDTE LB source THIREEHFAMS (PV) B FBEX,

FoREM
o %% CIFS/SMB CSI Driver Operator MIXshF2R,
o B E[ERIEIEIZITHI OpenShift Container Platform $£2&%,
e ERESMBIRFHRIHTHREXRRSHFNLUTER :
o EHl&
o HELZM
o FAFAMEN

iy
REHNSER :

1. EARUTHS, FEHRALUTRA YAML SXHAIE Secret LA Samba ARS5%s :

I $ oc create -f <file_name>.yaml
Secret YAML X444

apiVersion: vi
kind: Secret
metadata:
name: smbcreds ﬂ
namespace: samba-server 9
stringData:
username: <username> 6
password: <password> ﬂ

Samba fR%5 258 Secret &R,
Samba AR5 25H Secret Bp & 28],

Samba AR5 25 Secret A&,

0009

Samba fR%5 258 Secret BIE L,

N

TUTERS, EAUTRE YAML XHAEEREE

2. 18
I $ oc create -f <sc_file_name>.yaml ﬂ

Q 52 YAML TR TR,

FhiE IRl YAML XX

I apiVersion: storage.k8s.io/v1
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kind: StorageClass
metadata:
name: <sc_name> ﬂ
provisioner: smb.csi.k8s.io
parameters:
source: //<hostname>/<shares> g
csi.storage.k8s.io/provisioner-secret-name: smbcreds 6
csi.storage.k8s.io/provisioner-secret-namespace: samba-server ﬂ
csi.storage.k8s.io/node-stage-secret-name: smbcreds 6
csi.storage.k8s.io/node-stage-secret-namespace: samba-server G
reclaimPolicy: Delete
volumeBindingMode: Immediate
mountOptions:
- dir_mode=0777
- file_mode=0777
- uid=1001
- gid=1001

Q@ FitxEmEm.

9 Samba RS ZF M B EEE N T MERE ISR E, HA <hostname>' & Samba IR 2%
HEHN %, <shares> BiRSSEELE NEFHHIHZ AR,

— % B Samba IRZ585 M Secret &, MMREHT
csi.storage.k8s.io/provisioner-secret, NN|=f#FH PV ZFF4E source TOIE—MFB X,

%_t—ffqﬂiﬁlﬁﬁ’ﬂ Samba AR %5258 Secret By dp % 22 A,

3. Gl PVC:
a. IBTLUTF %, ERUTRA YAML SUEGIE PVC :

I $ oc create -f <pv_file_name>.yaml ﬂ

Q PVC YAML X{4BI&FF,

PVC YAML X#361

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: <pvc_name> ﬂ
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: <storage_amount> g

storageClassName: <sc_name> 6

Q PVC B9&#5.
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@ #itERE,
g R1E £ — 5 FR O CIFS/SMB 7&K & R,

b. 2T T %, AR PVC BAIEFHLTF "Bound" KA :
I $ oc describe pvc <pvc_name> ﬂ

Q E—%hfEm PVC &,

it

Name: pvc-test

Namespace: default
StorageClass: samba
Status: Bound ﬂ

ﬂ PVC 4:F Bound K7,

5.21.6. % 5B&
EAILME RSB &R OIBBE RS (PV) M AMAER (PVC) iEAIIA MRS 34 B 1Y (SMB)

H=

FoREM
e iJj[n] OpenShift Container Platform Web {£&I5&,
o B %% CIFS/SMB CSI Driver Operator MIXshF2R,
e BERESMBIRFHRITHREXRRSHFNLUTESR :
o EHl&
o HELM
o M &MEDG

it
HERSER

. FAUTH®S, FHEUTRAYAML SXHEBIE Secret LLJjIH] Samba ARS52S :
I $ oc create -f <file_name>.yaml
Secret YAML 4341

apiVersion: vi
kind: Secret
metadata:
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name: smbcreds ﬂ

namespace: samba-server 9
stringData:

username: <username> G

password: <password> ﬂ

ﬂ Samba AR %52889 Secret &7,

9 Samba R 558889 Secret B9 & 2],
9 Samba fR%5 25 Secret B £,

Q Samba iR %5 888 Secret FIE T,

2. IBfTLAT e, EALUTERA YAML SXHAIE PV :
I $ oc create -f <pv_file_name>.yaml ﬂ

Q PV YAML X494 #R,

PV YAML 3 #=61

apiVersion: vi

kind: PersistentVolume

metadata:
annotations:

pv.kubernetes.io/provisioned-by: smb.csi.k8s.io
name: <pv_name>

spec:
capacity:

storage: 100Gi
accessModes:

- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
storageClassName: "
mountOptions:

- dir_mode=0777

- file_mode=0777
csi:

driver: smb.csi.k8s.io

volumeHandle: smb-server.default.svc.cluster.local/share/ 9

volumeAttributes:

source: //<hostname>/<shares> 6
nodeStageSecretRef:
name: <secret_name_shares> ﬂ

namespace: <namespace> 6

Q PV B4 FR,

Q volumeHandle & =: {smb-server-address}.{sub-dir-name}.{share-name}. MR iX ME X F
SHPNENHZEHEHE—,
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9 Samba RS 2R NN REEEN T MERER T RIMAIE, HA& <hostname> & Samba RSS2
BEMN, <shares> BIRFGSZHRECE NE S HIHEZHHIRE,

Q HZM Secret &FR,
6 ERNMm&AZENE,

3. Al PVC:
T TS, FEARUTRA YAML XE6E PVC :

™

a.
I $ oc create -f <pv_file_name>.yaml ﬂ

Q PVC YAML X{4BI&FR,

PVC YAML X0l

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: <pvc_name> ﬂ
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: <storage_amount> g
storageClassName: "
volumeName: <pv_name> 9

Q PVC B9& 5.
@ =FinEkE.
© = sHmPY AT

b. 2T T %, AR PVC BAIEFHLTF "Bound" KA :
I $ oc describe pvc <pvc_name> ﬂ

Q E—%hfEm PVC &,

i oA

Name: pvc-test
Namespace: default
StorageClass:

Status: Bound 0
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Q PVC 4bF Bound K75,

4. BITLATRS, ERAUTRA YAML XHTE Linux LEJEERE :

2 3

i

UTHEFZERAENENS KA O PV # PVC i, LT 2aAER
e 8RB,

I $ oc create -f <deployment_file_name>.yaml ﬂ

Q EHE YAML B9 & TR,

EBE YAML XHRBI

apiVersion: apps/v1
kind: Deployment
metadata:

labels:
app: nginx

name: <deployment_name> 0

spec:

replicas: 1

selector:
matchLabels:

app: nginx
template:
metadata:
labels:
app: nginx
name: <deployment_name> g
spec:
nodeSelector:

"kubernetes.io/os": linux

containers:

- name: <deployment_name> 6
image: quay.io/centos/centos:stream8
command:

- "/bin/bash"
- "_C"
- set -euo pipefail; while true; do echo $(date) >> <mount_path>/oultfile; sleep 1; done

(4
volumeMounts:

- name: <vol_mount_name>
mountPath: <mount_path>
readOnly: false

volumes:
- name: <vol_mount_name> a
persistentVolumeClaim:

claimName: <pvc_name> 6

strategy:
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rollingUpdate:
maxSurge: 0
maxUnavailable: 1

type: RollingUpdate

(17 2} 3 GE=Ea
OOz,
(5| 7 (g GaEL

@ E—%hEm PVC &,

5. EAR/HIZIT df -h HRREXRE :

I $ oc exec -it <pod_name> -- df -h ﬂ

ﬂ pod B TR,

it Bl
Filesystem Size Used Avail Use% Mounted on
/dev/sdaf 97G 21G 77G 22% /etc/hosts

//20.43.191.64/share 97G 21G 77G 22% /mnt/smb

EABIR, A /mnt/smb BR#EE B Internet XHXRYE (CIFS) XHR5:,

5.21.7. Efth BR

o FlE CSIE

5.22. VMWARE VSPHERE CSI DRIVER OPERATOR

5.22.1. {3t

OpenShift Container Platform BJLA{#F Container Storage Interface (CSI) VMDK (VMDK) ##]
VMware vSphere K2 REGRHAMS (PV) .

TEfE A CSI Operator F1MXNFZFERS, BT FAMFHMEE CSIB,
O EHE vSphere 7 %™ M CSI BEFFAMES(PV), OpenShift Container Platform 7£
openshift-cluster-csi-drivers fp % 22 [ B 1A R 4% vSphere CSI Driver Operator 1 vSphere CSI X 5/j2
J_.%_Q
® vSphere CSI Driver Operator : Operator 12t 7 — M4 thin-csi BIEfEZ, EALUERTE
P AMAFBA(PVC), vSphere CSI Driver Operator X SBBE, R REQEREMHE
%, MEHEEALENESEWE. MRFTE, EALZEARIAEEE (ESHEERIGFHE
;‘@)o

® vSphere CSl driver : X MRENFERF B L& QI FHEE vSphere PV, 7E OpenShift Container
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Platform 4.15 &, IXENFEFERRAH 3.1.2, vSphere CSI IS F X FHKRZLLIER D RIERGIL T
IRAEZRFIE X MRS, S XFS M Ext4, BRIFHIXMGRENESZER, HSHATRAX
RS,

XFHRE, OpenShift Container Platform 4.13 R E#HBIARA N vSphere in-tree &4
REBIEBEX MBI CSI W BF2F. BEHZE OpenShift Container Platform 4.15 R E#T
FIRRAIL IR B EIER. BXEFNIBNESELR, HSH CSI BT,

CS| BEnER ML R LTS8 1T. IBRARWLEERMAINAE AP NRMAR, MEFA
ME. FALBHFRAMEEL,

e

5.22.2. xF Csl

‘EiE, FHEIB—RIIEFEERDES Kubernetes W— M ER DR, MEBSFMEED (CSI) 9K
W, B=HHNEALAERIEREOSRIRHEME RS, MEFERZLD Kubernetes K14,

CSl Operators & OpenShift Container Platform 1R T 26515, BIRIB, ©XEEL in-tree B
S,

5.22.3. vSphere CSI [R#

LURRR#I3&FF vSphere Container Storage Interface (CSI) Driver Operator :

® \Sphere CSI WX FHoISHBSER, BRE, HEPVIKFEAHSESH, BAER
csi.volumeAttributes 1 {#if## storage.kubernetes.io/csiProvisionerldentity, X JyiX MEEA;
KB EEHI PV,

e OpenShift Container Platform R X #{# f vSphere & imE OE BIEF 2 FIEBRFAMS,

5.22.4. vSphere Z 550

vSphere CSI Driver Operator #Zfi#i 35 {# F vSphere HIfZ{# 58, OpenShift Container Platform & B2/
B—/MEERES, LRI SEBHRENEIBEN N BT

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: thin-csi
provisioner: csi.vsphere.vmware.com
parameters:

StoragePolicyName: "$openshift-storage-policy-xxxx"
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: false
reclaimPolicy: Delete

5.22.5. ReadWriteMany vSphere &3 #

INRIKZE vSphere MR HF vSAN XRS5, I OpenShift Container Platform &% # vSphere
Container Storage Interface (CSI) Driver Operator Z#F provisioning of ReadWriteMany (RWX) %, #0
RRABE vSAN XRS5, Il ReadWriteOnce (RWO) 2ME—aTAMIAIER, MNREEBHEE vSAN
XHRRS, BEIER RWX, NIBRITEMUE, FIoRER,
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BXREEIMEHEE vSAN XHRFSHEZER, S vSAN File Service,

IRAT LB E LA T REAMEB IR (PVC) KiEK RWX 4

kind: PersistentVolumeClaim
apiVersion: v1i
metadata:
name: myclaim
spec:
resources:
requests:
storage: 1Gi
accessModes:
- ReadWriteMany
storageClassName: thin-csi

THRK RWX BREB PVC 2 FHE S vSAN XHIRS ZHHFAMLS (PV),

5.22.6. VMware vSphere CSI Driver Operator &3k
E R % vSphere Container Storage Interface (CSI) Driver Operator, B TEK :
® VMware vSphere liiA : 7.0 B 2 SKE=ARA ; 8.0 B 1 HERARA
o vCenter R& : 7.0 BH 2 HNEBhRA ; 8.0 EH 1 HEBhRA
o FEMHhRA 15 SE =R A B E I
o EHINEAELRELE=7 vSphere CSI IXEHZRF
INREEFFEE =7 vSphere CSI IK5NFERE, OpenShift Container Platform ARBEE. FHEE=AH

vSphere CSI IXZNFE R A B LE OpenShift Container Platform B #7 %I OpenShift Container Platform 4.13
N E = hR AN,

2 3

REAREBHEBHER platform: vsphere EREHE B F X #F VMware vSphere CSI
Driver Operator,

cak

& B LA Container Storage Interface (CSI) JX5h#2F. vSphere CSI Driver Operator #1 vSphere
Problem Detector Operator QI 2B E XA, BELABTUEE NEA vSphere M R A E&x/IMURE
BT PBREE, XEBkE CSI JXEN#2F. vSphere CSI Driver Operator #1 vSphere Problem Detector
Operator A LA I 5 XN RE AR E,

BF

1E vCenter &% OpenShift Container Platform B S RIEFT AR TR F4TME, 20
"Required vCenter account privileges" ER 3 FriR, @i EETTEMFFINFIKR, &0 LD
REE—HZRINENEE L ABN TR EINENAM T ZFIT NI REM,

EMRE =7 CSIKEhiER, BESHMIFRE =7 vSphere CSI HKBNFEF o

5.22.7. IBR5E =75 vSphere CSI Driver Operator
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OpenShift Container Platform 4.10 R BEHHIAR A S IELLIEZ R vSphere Container Storage Interface
(CSI) Operator Driver WNEBRR A, NRMEZE T Bt R MR EiRER vSphere CSI B2, M
AIRER X ERBFZ N T —/ OpenShift Container Platform EhxA (40 413 HEBEEARA) HIEFH,

OpenShift Container Platform 4.12 R EfBIR A DT 2R, BXF 412 89 z-stream hRABIEFT (W0
4122) FHEXZF, BIESTEFANEIT— OpenShift Container Platform FEhRARIMIFREE =75 vSphere
CSI Driver SRIBIEX MRS, MERE=7 vSphere CSI WENZFEA R EMBR KRBT AES(PV)N KR,
FEREEHTEERX,

XLEEVIBARRERN T, FILESH Bt KA E e, SARMERI SRS
{¢O

-

% 8 =7 vSphere CSI KEhi2F :

1. MIEREE=7 vSphere CSI IXE1#2F (VMware vSphere Container Storage #iff) EEM
Daemonset X &,

2. MRZBIERSE =7 vSphere CSI K Bhi2F R &M configmap # secret ¥ &,

3. MBREE=7 vSphere CSI X512 CSIDriver X & :

I ~ $ oc delete CSIDriver csi.vsphere.vmware.com

I csidriver.storage.k8s.io "csi.vsphere.vmware.com" deleted

M OpenShift Container Platform &£ iR T 88 =75 vSphere CSI WX 5#2F /&, Red Hat BJ vSphere
CSI Driver Operator RSBk E, LAKRBELEFALE] OpenShift Container Platform 4.11 S5 & AR A B
& H, WREESHE vSphere CSIPV KR, ©AM4EmRERIERLIIERN vSphere CSI Driver
Operator B&,

5.22.8. vSphere A MERAL N

& LATE vSphere L£iZ21TH9 OpenShift Container Platform X EHIHL (VM) MIZI S B &HFA NS
(PV) #H4TINEA,

OpenShift Container Platform A3z RWX 1% PV, &IEMERINEFHERIENER
Feh1ER RWX PV,

BT BTG, REFTEENE PV, EAUERE IRPHLEFIHITIXLE PV,
BXRMBEUNBEE, HSE -

o MEEMMBIERK

o TERE IR : L& RHCOS M 7 £ F/H 5 OpenShift Container Platform bootstrap i1 #2

o I FTE vSphere &L B HINE
MBEEMNG, E7LUER vSphere Container Storage Interface (CSI) R FEB X FISINESE
FHFMEE, TR HFHARNZ—TM

215


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#installation-vsphere-encrypted-vms_upi-vsphere-installation-reqs
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#installation-vsphere-machines_installing-vsphere
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/postinstallation_configuration/#enabling-encryption-on-a-vsphere-cluster

OpenShift Container Platform 4.16 7=

o HiEFME URL @ kAEARE, EREFIEERBANBEFE SETIFRINENER,
o EFIEHMME : MBEEENS, HEAETFINERRER R ENEEREE BT

5.22.8.1. fF AEIEEE URL

it e
S REHEERE URL I -

1 EXFEFINEBBEF PR EIROAFE R R,
X5 AT INE RV ERES R R,

2. QR E ARG TEAER

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:

name: encryption

provisioner: csi.vsphere.vmware.com

parameters:

storagePolicyName: <storage-policy-name> ﬂ

datastoreurl: "ds:///vmfs/volumes/vsan:522e875627d-b090c96b526bb79c/"

Q X FEFMBENBEEFEPRIRAFERIE RN

5.22.8.2. fF AR F i ZHIBE

i
ERAEFIRERRELTINGS

1. 7 vCenter 1, QIB—MRATIMCEBEMHEIIER], ZRIGHILEERER, hH, BRE
StoragePod(Datastore clusters). Datastore, and Folder #5612 25 Bl B9 o] K BXSEAA,

2. 7£ vCenter H1, QIR ZATOBZBIERIBOPRZE,

3. M AItBMIRE 2L A BT EHEENENBIEEN. MRERIIEEHESS S OpenShift
Container Platform &M ENHEZ,

4. 1f vCenter 1, MEXHH X Policies and Profiles,

5. 1t Policies and Profiles TTEH, E5MEHEH R VM Storage Policies,
6. = CREATE,

7. i AN FHERIS B & TR,

8. 1% Enable host based rules 1 Enable tag based placement rules

9. 7E Next jETiFH :

a. 1%## Encryption #1 Default Encryption Properties,

b. 1 AIGIBMIRE RG], SAEIEFE tag selected, LRI BB LEFLRNBITEEE,
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10. BIREFHERES.
1. QIR REFERIEET K

kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:

name: csi-encrypted

provisioner: csi.vsphere.vmware.com
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer
parameters:

storagePolicyName: <storage-policy-name> ﬂ

Q@ nEmoIERmEIERBERIR TS

5.22.9. vSphere CSI Mgt

OpenShift Container Platform 124t 7 % OpenShift Container Platform for vSphere Z8& E| R R # X 151
XSEMIThEE, RVFEESMNITERBEMBIES O LEE, XEBT R R A SE,

XA LGEISTE vCenter FRE KA ISR AR, AFRHIXLERA 2 EL TRESES, MirEE
B, AERXEREMRERAQEINE, SIREIMRAFLS vCenter N RDBE T IrEfE, BRI
AN BRI AR R IR 7 ﬁ&ﬁ%ﬁﬂﬁﬁﬁqﬁﬁ&; pod BIEUHL(VM).
BURRBUTE SCT B A B3 A X B RFE 15

+ 5.6. HTE— PR DX vSphere it th

Compute £# [ (o b

Compute &2¥%: ocpl, Datacenter: openshift-region: us-east-1(tag),  IXRERIE us-east-1HEL—1
Atlanta openshift-zone: us-east-1a (tag) H A X1 us-east-la FUBIEEL,
T8 cluster: ocp2, Datacenter: openshift-region: us-east-1(tag),  IXRHEH /I us-east-1b BIFE— X1z
Atlanta openshift-zone: us-east-1b (tag) R AR EIBYERFE I,

5.22.9.1. vSphere CSI #hfhEK
WEFETE vSphere CSI #R#b R FERALLTIERE :

o GZUEIEAERIB R OMITERERRMAIMNGE, MAREENH,
#NR openshift-region =X openshift-zone 1% % B EHIE /ORI EER —JHTE
X, vsphere-problem-detector &% HE &, B RIMFZ (openshift-region =t openshift-
zone) BN Z R PN R —R,

RBBGX MBI BIHE—LERZHINKR CSI ohRFHNBEEES, LURERREH

RHIESEIRE (MEXHH) NESSBABI, VMware WX — D THRHIES
B,
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o IAINBRFRIMEHRMBESIFREZATELAERINFETAAENMNEREEEFLUES, X3
&R BIZIT Kubernetes T7 U EFUNAIENL, B8N, #1R vSphere Container Storage &I ENFE
BB —MEKTE zone-a B, NITE Datacenter dc-1 TR, N de-1 FBYFRE EHLARA
BRI SRELEFNEEEE. ENSEEEMT dc-1 THEN, URETF dc-1 RIEE—
EROBIEM

o MNEHMNBIEI, BEIZIEEE VMware (F A RINEEMNIEE M SELEED,
5.22.9.2. T =2 I 1B OB vSphere FEfifthit

5.22.9.2.1. %2

o TEREFTEARIETEIRI., 1ESH # VMware vCenter BB X 1 FATX 1HER S

REZHSNBIEE, B OpenShift Container Platform S/EMERINFE R Z2IHINEAN, HARTETRAK
PRI E &S,
HhBTR

® 7 VMware vCenter E2i& X151 X 13

5.22.9.3. Z% G & vSphere Ffitthth

5.22.9.3.1. j7fg

1. 7 VMware vCenter vSphere &/t GUI FR, TE Y& 2 M X 15 F X 3 A FI PR
F8X vSphere RVFEERAERRFOERLT], {B OpenShift Container Platform 5 ZE I & {E A
openshift-region #1 openshift-zone & E L3R EH,

A% vSphere EJIFIFEMELER, 1HSH VMware vSphere 314,

2. 7E OpenShift Container Platform &, QIiE#FEIS, 155 7 vSphere £ WEFIEE S 1N X 157
E%Bﬁo

3. BERFRZE AR R RE IS (8] 23 BB 26 BUR1F 1%
% OpenShift Container Platform ESili% NERREISS, WIBETTIATE X L iR fE I8 A R Z BURF1E,
BN AMES (PV) HIRHNBAE S 2RER.

a. f£ vCenter A, GIEE—DRFIRIMCEIEEE. F120, openshift-zonal-datastore-cat, &
AIAMERE M EMER BT, RERJME—RTFIRCLES OpenShift Container Platform &
BB EE. A, AR StoragePod\ Datastore, and Folder #3754 613 2 51| B9 BT S Hx
SEAR,

b. 7£ vCenter A1, SIEFERZAIQIENERANINE, XBIERIFZERTR openshift-zonal-
datastore,

c. MZEItIBRIRE (AFIF openshift-zonal-datastore) 4 El4AHfEEHHENHIERS
fiff, FEINNSE R,

el LUE RSB A FERIBEM R AR ENEM BT, AEIRERNAHIES
BUGRM, BIRE U ME—FRiH S OpenShift Container Platform 5£2¥HF A
FNHAZEBIRFERITREF A,
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4. RI\BFE, QB IFHEERE, ZRBUS MBS P ETFIRENEIEREE BT

a.

b.

1 vCenter 1, MEZFH A Policies and Profiles,
1£ Policies and Profiles T{EH, ESMEHEH = VM Storage Policies,

= CREATE,

. FIATERESRBERI R,

SFFH, e Tag BRI FHEFE LR REIEF N BIRRIFREMZEA] (KRB H
openshift-zonal-datastore 15%) .

BRI EFEREMERF.

5. QIR R X SRR AE R

a.

b.

C.

= Storage > StorageClasses,

1f StorageClasses IlHA, = Create StorageClass,
7£ Name i AFTFE R,

£ Provisioner &, %% csi.vsphere.vmware.com,

7 Additional parameter T, XF StoragePolicyName 4, ¥ Value %i& N2 BIIERN
X F SRR BB R,

= Create,
haaN |

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: zoned-sc ﬂ
provisioner: csi.vsphere.vmware.com
parameters:

StoragePolicyName: zoned-storage-policy 9
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: WaitForFirstConsumer

ﬂ ORI T R R R,
Q 1B E K ERES.

RIA A LOE S iR RITE R YAML SXEF21T oc create -f $FILE a5 K 0IEF

&,

® 1t vSphere L NEHIBEE L MK IFHFX T
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® \VMware vSphere I SRS

5.22.9.4. f£% A infra {hitIER T 08 vSphere FhiEHRTH

y =1
OpenShift Container Platform &1\ {6 A B MZRINT REFRIN T BREEPIEEHRE, &

infrastructure Xf RAAIEENELS, F7E ClusterCSIDriver X & H157E topology-
categories @ — M Z X FHIIRIF,

5.22.9.4.1. %2

1. £ VMware vCenter vSphere & it GUI F, & Y5& 2B X 8 #0 X S BUEFIFRES,
H 9 vSphere AP IEEREERBMOIEIF], 1B OpenShift Container Platform 3 Z{ER I &5
openshift-region #1 openshift-zone &L E LR,

A% vSphere KA FITENEZER, ESH VMware vSphere 314,

2. BERFARBEMEOCSHEEIFEFRMELX MRS, 5% H clusterCSIDriver X & YAML {4
driverConfig Z84) :

o 5T ZHINIER openshift-zone #1 openshift-region 2: 7,

e I3 driverType i%&# vSphere,

~ $ oc edit clustercsidriver csi.vsphere.vmware.com -o yaml|
y
i-FﬁHszhﬁ“

apiVersion: operator.openshift.io/v1
kind: ClusterCSIDriver
metadata:
name: csi.vsphere.vmware.com
spec:
logLevel: Normal
managementState: Managed
observedConfig: null
operatorLoglLevel: Normal
unsupportedConfigOverrides: null
driverConfig:
driverType: vSphere ﬂ
vSphere:
topologyCategories: 9
- openshift-zone
- openshift-region

ﬂ xR driverType % &} vSphere,

Q 7E vCenter BiE 0228 openshift-zone #1 openshift-region 257/,

3. BT T4, %k CSINode W REZEHRIRIE

ey
I ~ $ oc get csinode
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it Nl

NAME DRIVERS AGE
c08-4s88d-infra-2m5vd 1 27m
c08-4s88d-master-0 1 70m
c08-4s88d-master-1 1 70m
c08-4s88d-master-2 1 70m
c08-4s88d-worker-j2hmg 1 47m
c08-4s88d-worker-mbb46 1 47m
co8-4s88d-worker-zlk7d 1 47m

I ~ $ oc get csinode co8-4s88d-worker-j2hmg -o yaml

it Nl

spec:
drivers:
- allocatable:
count: 59
name: csi-vsphere.vmware.com
nodelD: co8-4s88d-worker-j2hmg
topologyKeys: ﬂ
- topology.csi.vmware.com/openshift-zone
- topology.csi.vmware.com/openshift-region

Q vSphere openshift-zone #1 openshift-region B 5 FR RN,

CSINode *f R REfR & — LI A F RE R R IME R, BEFPsIEFERE, CSI
Node xRN EH R,

4. DIV LATESRBEIS (F] 9 Bo 44 BB E 04
% OpenShift Container Platform B5#% MR, AIRETDIAITIX LS B R ZHIRFE,
BN AMES (PV) HIRINBAE S 2RER.

a. 7t vCenter A1, AIE—NRHIKIMCEIEFE, HI40, openshift-zonal-datastore-cat, &
AIAERE M EMER BT, RERJME—RTFIRCLES OpenShift Container Platform &
BMBIEELE, b4, (R StoragePod. Datastore, and Folder #%i% 4 0|82 2% BBy AT R B

SEAR,
b. 7£ vCenter A1, SIEFERZAIQIENERNINE, XFIERIFZRTR openshift-zonal-
datastore,

c. MZEItIRBRIRE (AFIFF openshift-zonal-datastore) 4 El4HfEEHHENHIERS
fifl, FHEANNEES,
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v 22

& e] LUE RIS ENE M ATRIET RIS, AEIRERRTIRMENEIGR
., HBIRE X ME—HRIRS OpenShift Container Platform &R rrA £ 43t
BB EERIR LT,

i

5. AIBR—EFHEREE, ZRBUE NP E T ENEIEEE BT
a. 1E vCenter 1, MEZH i E Policies and Profiles,
b. 7E Policies and Profiles TIE, 1EFiE#&4 = VM Storage Policies,
c. s CREATE,
d. HIAFHERIBEIRTT,

e. XFFHN, e Tag MEHNFH LR R EIEFE N BIRIFREMZER] (KRHIHRH
openshift-zonal-datastore 17%) .

BIEFWINEFEEREMERSP,
6. QA X FHERIRAEFEE
a. = Storage > StorageClasses,
b. 7£ StorageClasses IIEH, = Create StorageClass,
c. 7£ Name H¥i A EFHERBI &R,
d. 7£ Provisioner T, ¥ csi.vsphere.vmware.com,

e. 1 Additional parameter T, %F StoragePolicyName #, ¥ Value %i& N2 BIIEKN
X F R BY B R,

f. /= Create,
ThaaN |

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: zoned-sc ﬂ
provisioner: csi.vsphere.vmware.com
parameters:

StoragePolicyName: zoned-storage-policy 9
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: WaitForFirstConsumer

ﬂ ORI T R R,
Q HEE X ERES.
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= -3
IR A LOR TS R ETE R YAML X 4435217 oc create -f $FILE @5 K02 7F
ik,

® V/Mware vSphere H3% 3C#4

5.22.9.5. 458

MR EIRFFAMEFE R (PVC)F PV BAIF MR LI ER RSN, RiZARHE pod B E A AR K
i REURE

I ~ $ oc get pv <pv-name> -0 yaml|

B

nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: topology.csi.vmware.com/openshift-zone ﬂ
operator: In
values:
- <openshift-zone>
-key: topology.csi.vmware.com/openshift-region g
operator: In
values:
- <openshift-region>

peristentVolumeclaimPolicy: Delete
storageClassName: <zoned-storage-class-name> 6
volumeMode: Filesystem

Q0 25xsEmEH,
© PVERREFiEE.

5.22.10. Bl vSphere IR KR IR%

vSphere Container Storage Interface (CSIl) FEN SRR KIREBEH 3, EAILUBENESHRAHE
2 321

EFER, BNRBHEABESTINEIERE, FLKRFENEIUER 2 E 3 MR,
BXRES VMware REBURERIL, HSHMHMTR,
FRFZM

o EREEANRYT KR,
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ik
1 BITUT S E SRR ERS

I $ oc -n openshift-cluster-csi-drivers get cm/vsphere-csi-config -o yami
I

apiVersion: v1
data:
cloud.conf: |+
# Labels with topology values are added dynamically via operator
[Global]
cluster-id = vsphere-01-cwv8p

[VirtualCenter "vcenter.openshift.com”]

insecure-flag = true

datacenters = DEVQEdatacenter

migration-datastore-url = ds:///vmfs/volumes/vsan:527320283a8c3163-2faabdc5949a3a28/

kind: ConfigMap

metadata:
creationTimestamp: "2024-03-06T09:46:40Z"
name: vsphere-csi-config
namespace: openshift-cluster-csi-drivers
resourceVersion: "126687"

HEARHIH, REEEZREAREH, RIELNAIRKILE 3,
2. IZATEU T e R URIRFR )
o WEERFRIRRE

‘)

$ oc patch clustercsidriver/csi.vsphere.vmware.com --type=merge -p '{"spec":
{"driverConfig":{"vSphere":{"globalMaxSnapshotsPerBlockVolume": 10}}}}'
clustercsidriver.operator.openshift.io/csi.vsphere.vmware.com patched

EARFIG, £BREI#HSEH 10 (globalMaxSnapshotsPerBlockVolume #i% & 7y 10),

o HWEESIREBRE :
XNSERXT Virtual Volumes BB EE X ERS], WIRIZE, Virtual Volume maximum
snapshot [REIRKBELRBAR, BHMRKEE, NEINHLEBREE

$ oc patch clustercsidriver/csi.vsphere.vmware.com --type=merge -p '{"spec":
{"driverConfig":{"vSphere":{"granularMaxSnapshotsPerBlockVolumelnVVOL": 5}}}}'
clustercsidriver.operator.openshift.io/csi.vsphere.vmware.com patched

TEARBIF, Virtual Volume BREI#EENH 5
(granularMaxSnapshotsPerBlockVolumelnVVOL 1% &/ 5),

e XiE vSAN [REZPRI

XNSHEAXT vVSAN BUIRE X ERSl, MNRIZE, vVSAN RXIRBREISEEZESREAI®R, B
MRKEE, MBIAHEBRE], EaILITE vSAN ESA % B FXB R AHE 32,
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$ oc patch clustercsidriver/csi.vsphere.vmware.com --type=merge -p '{"spec":
{"driverConfig":{"vSphere":{"granularMaxSnapshotsPerBlockVolumelnVSAN": 7}}}}'
clustercsidriver.operator.openshift.io/csi.vsphere.vmware.com patched

TEARBIF, vSAN BRHI#EEAH 7 (granularMaxSnapshotsPerBlockVolumelnVSAN #i% &
$7)e

HuE
o ZITLLTaS, RIEEMBMNEREEERREEERSHF
I $ oc -n openshift-cluster-csi-drivers get cm/vsphere-csi-config -o yaml
it N

apiVersion: v1
data:
cloud.conf: |+
# Labels with topology values are added dynamically via operator
[Global]
cluster-id = vsphere-01-cwv8p

[VirtualCenter "vcenter.openshift.com”]

insecure-flag = true

datacenters = DEVQEdatacenter

migration-datastore-url = ds:///vmfs/volumes/vsan:527320283a8c3163-2faabdc5949a3a28/

[Snapshot]
global-max-snapshots-per-block-volume = 10 ﬂ

kind: ConfigMap

metadata:
creationTimestamp: "2024-03-06T09:46:40Z"
name: vsphere-csi-config
namespace: openshift-cluster-csi-drivers
resourceVersion: "127118"
uid: f6968303-81d8-4048-99c1-d8211363d0fa

Q global-max-snapshots-per-block-volume I {E1%E H 10,

5.22.11. Eth R

o FECSI &

e 7f vSphere ¥MEH{EH VMware tRIBIISECE
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# 6 E RAILIE

6.1. B

BRI SR2MN SRR, TUBRIRFFAESNSESNMEFEIESEFRA BRNNES
emptyDir BEE, BITIMLFFRBTERAED pod B, XBEREESEFNE,

B AR B7E pod MARFRREXIERE, FEME pod WEMEH. B115 pod —AIZMMER,
BRI BRBE TR -

o TFiEE LR AN MBS E PILEHY INFF 1

o BTELIE pod TEBITHIEE KN,

o RIBICIEFMSH, BHREE —LMHBEIE.

o HRBELMARKERE, RXPIBFXFEN], SRRR. =R ABRXNNIEHESERE.

B AR BTN SIEFB R BFRIFE KRN,

HFiXBR%I, LLF Container Storage Interface(CSI)IKEHIZFE A #8 AR BRI LLT
THEE :

® Azure Disk CSI BN A ZFHE KRN,
e Cinder CSI 2R AT HFIRER,

6.2. £ AHAF /T A B A

BEANSHAVE pod WEBRA. IFFRAPVORIINE. THRMEDFR, HOBRXHR pod i,
mff SI2H SRMEERES pod HHREA A& Z2 (A R EIRRSLITM PVC MR (RE 2/E&AFInfTH RizH &
NHIENR) , FEBLRTE pod HIMIFRET MR PVC, XRUMMARZ —fASHEMES

o F4, WMRFFMHRERENBHE,

AFRRHME, EEBAIRNZEEDN pod BREZIGIZHH PVC WATEE. 2 pod MR

if, Kubernetes B [EUNERMIER PVC, ARG, EEBEMAMERSE, RAFEHERNBRINEFFRAR
B& = MRS, ERILMERA— M A RSB RBHNEE RO quasi-ephemeral ARENE : FHERIEEK pod,
EXTERT, ERTHRERSFEEARALE, BAXLEPVC EE, SR EMEM PVC —HEHH,
AR, ILAESRESKIRBAHSIANEIER. PVC X RELREFESHHIRS.

q

HhBR
o GIRBAIMI S

=)

6.3. Z£&MH
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% 6 = AAInN B

ST LS @RI &ThEeE, LUERLIOIE pod B e UH OB AMEF (PVC)., BNM#EXLE
AP EEEELE PVC BIER, HIhisth el IIERE T, SHSEAWIN THX—R, MREIFEATF
R L 2R, EEAMEA Webhook SRIBEANT R, fNEHEAIGEEH pod,

PVC B—fixdp R Z2 A ECADER, RILEMERVFRSERLHNG, elthTEEReRsid LR,

6.4. FFAMEFRME

B AR AMESFR(PVC)H pod EMMBLMNEERE, PHFEEFR(-). XMaAHHILE]
ATAE pod ZIAILLK pod F1F 5B PVC 2 [EEFERIHZE,

40, pod-aiHiE% scratch, pod#iHE% a-scratch, ©f 14} EFAMERA PVC £#5 pod-a-scratch,

RO BX R HRZE, 1R pod I, PVC (NATFIkFE. REEFHRENRKR, WA PVC TRKE
BHEWR, EXFTRBARNR, MREEEMHKPVC, pod BEH,

- e
EERA—RARARDE pod MBNBND, UETFRLEREMZE,
6.5. /@A i &

e
1. 81 pod MIRE N, FHEFRFEXMHH,
2. EXHhaEERSER.

my-example-pod-with-generic-vols.yaml

kind: Pod
apiVersion: vi
metadata:
name: my-app
spec:
containers:
- name: my-frontend
image: busybox:1.28
volumeMounts:
- mountPath: "/mnt/storage”
name: data
command: [ "sleep”, "1000000" ]
volumes:
- name: data ﬂ
ephemeral:
volumeClaimTemplate:
metadata:
labels:
type: my-app-ephvol
spec:
accessModes: [ "ReadWriteOnce" ]
storageClassName: "gp2-csi"
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resources:
requests:
storage: 1Gi

Q B S A EA,
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7% FREANS
BIETERBEAMLS
7). BRBT B

EV BREFAMSHI, StorageClass ¥R, /77fF allowVolumeExpansion FEXIZE N true,

it

o % StorageClass %1370 allowVolumeExpansion B4 :

I $ oc edit storageclass <storage_class_name> ﬂ

ﬂ EEFHERBETT,

LUFRBER T R E B ERR AR INIX —1T,

apiVersion: storage.k8s.io/v1
kind: StorageClass

parameters:

type: gp2
reclaimPolicy: Delete
allowVolumeExpansion: true 0

Q@ TN EHIEEN true RVFENRE]E PVC,

72. T B CSI%&
IRA] LIE RSO, 8 Container Storage Interface (CSI) &I B &1,
CSI BT BAXFLUTHE :

o T BBRMIHATRE

=3

o /N

FoRFZM
o KJZ CSI MR FHFHERN,
o FRITES.

e %%l StorageClass ¥ & #] allowVolumeExpansion #Zi% & J true, MEELZER, HSH"E
ABT BRXHF,

1. W FHAMEESERPVC), 1§ .spec.resources.requests.storage % & NATEHIHT K/,

2. M2 PVC B status.conditions FE R EFHERNESTMK. OpenShift Container Platform
Y Bt #2 sl PVC JRIN Resizing &4, ZRHRET BEREMR.
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7.3. ERAXFNIRERFT B FLEXVOLUME

L{E A FlexVolume i B FIREHRAN, EBALELRET BREAMEMES, XALLBLTE
OpenShift Container Platform FF 5 E#FHIFAMSHE (PVC) LI,

LIBIKEHH) RequiresFSResize % & true i, FlexVolume 1T B, 7E£ pod E/F
Bf, FlexVolume RTLA#EY &,

EHMABIRBIZEL, FlexVolume AT LUTEH pod AN B,

FREM
o EEBWNEFIFFHEKRN,
o IKZNF2F B RequiresFSResize WAEMKIXE N true.
o FRAEES.

o % StorageClass % & allowVolumeExpansion # % &/ true,

e E7f FlexVolume $EH S resizing THAE , MM LA T A5%5EH
ExpandableVolumePlugin # :
RequiresFSResize

MRN true, BEXRFHA=E. WR false, A ExpandFS 75 7E 3 LI ST RGT KN
WEE,

ExpandFS

S0R 7 true, EMIESLY REHHAEXpandFS RIABXHREH KRN, BRSRFHAUS
HATYIESHE—EHEXHRIEKRN,

B

&~} OpenShift Container Platform ARZ#F4E control plane 7 )R L %4 FlexVolume 1
%, FRLAARHF FlexVolume B control-plane &,

7.4 BRAME

R LME AR FEREER(LSO)F ol BREAMS(PV)MEFAMEREBPVC).

iR
L T BREERES. MEXLERAHRRETELNEE.
2. B4R PV B .spec.capacity FEXEEHTNT N B PV 4 R AICELHT % & KN,
3. XFHRAFF PVC HEERI PVet BI7ZA#E, K& allowVolumeExpansion:true,
4. ¥FF PVC, ¥ .spec.resources.requests.storage % & N5 H K/INEEL,

BRIEFE, kubelet NiIZBZHT BB LNEZEXMHRS, FHERH PVC B status PR RBRETEIR /)N,
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BIETREAMSE

7.5 FERAXGRG BRF/FAMESFH (PVC)

BIEESEEHTEUXHRER/NNEIRE (40 GCE. EBS M Cinder) "B PVC 2 AHANEE, Bk, T
BN ERNEN R, R, TBT A ENXHERS.

RAEGRAXNEEHFN pod i, FREIZT KRBT BXHRS

FRFZM

e %l StorageClass ¥ R w77 ¥ allowVolumeExpansion 1% & true,

ik

1. @Bi1Y%R%E spec.resources.requestsEIEH PVC FHiFK— MK/, B0, UTH5IF ebs
PVCH RE8Gi:

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: ebs
spec:
storageClass: "storageClassWithFlagSet"
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 8Gi ﬂ

ﬂ ¥ spec.resources.requests E#7TE B KH PVC k¥ & PVC,

2. BENENSHMEFENRKAMNG, PVC#i%EH FileSystemResizePending. Hi AL TSk #E
ESL
I $ oc describe pvc <pvc_name>

3. UEHNENREREHE LK, PersistentVolume X KR AHy

PersistentVolume.Spec.Capacity & LR #T1E KBIK/N, LI, EEIM PVC A8k E#T oI
Pod MR KN, Y PodizfTha, FERMKNETAE, RS
FileSystemResizePending 54 M PVC it Bk,

7.6. BT BBKRMHHHAITRE

MR BERZEEHKI, OpenShift Container Platform BIEH A LAFHHIkE PVC BORE, FECHMZ K

NBYIER, BN, RHISRRFLEERKNRIER,

AT

1. B85 PVC #1T4FEM PV B reclaim 58§14 N Retain, Zw%E PV, I8
persistentVolumeReclaimPolicy #J{&t{" Retain.

2. k& PVC,
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3. FEhYRkE PV FM PV specs Hffikk claimRef 8, LUAREFTOIEMN PVC AT ERINRMD N
Retain 89 PV, X&% PV iric o Available,

4, PIBINEKRDN, EZEEEETUSERN KD, EEFCE PVC,
5. ¥ PVC B volumeName 1Ei%5 PV BIE& 5, 1XfE PVC REHERNBEH PV,

6. E PV M reclaim %8S,

e %%l StorageClass ¥ & allowVolumeExpansion #iX B true (EZHDAST BX
) o
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B8ENTER

8.1LXFINEESR

StorageClass FTRA RIBBFH 2K T AERNEW, HRETRESZSENISESEHEDLSENA
i%. StorageClass th &l LUE NIEHI R RN A EMEF I R MEEETLH, E£EFEE 5 (cluster-admin)
N FEEE 71 (storage-admin) A LAE L E T HRIEZFEMESHRNER T, & LFHUIERAF A LUE RS

StorageClass X &,

OpenShift Container Platform B AMBIERE A TiXIhEE, HFARITFEE A NWERHRBIF AR,

ZIESA LA P ER T BEZFHEREIER TIE KX ETIR.

BLZEHIBER A AT OpenShift Container Platform YA S, RATITIEHTLUREEABRS

&, (BRLRBNEFHEEAREHRNEMEY AP SIS0,

8.2. TS EREY

OpenShift Container Platform 12t T A FE&IEFEHE, BT ERSEBE BN AP QI T

IREVENASERE

iR provisioner IH#F &R

Red Hat OpenStack kubernetes.io/cinder

Platform (RHOSP) Cinder

RHOSP Manila Container Storage
Interface (CSI)

manila.csi.openstack.org

Amazon Elastic Block Store kubernetes.io/aws-ebs

(Amazon EBS)

Azure Disk kubernetes.io/azure-disk
Azure File kubernetes.io/azure-file
GCE #FAMHE#: (gcePD) kubernetes.io/gce-pd

L% 5, OpenStack Manila CSI
Driver Operator #1 ManilaDriver
2B HFE A Manila £Z2£
BB SE R RNEEE,

LEFRNXAERSDNEEHT
ISBEN, EH
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> (1%
H<cluster_name> #1
<cluster_id> 2Ht—#) FEhrid
(tag) BT =

persistent-volume-binder i
itk R EAEN AR, LA
FREX Secret RF 6 Azure ZHEIK
FREH,

%KX (multi-zone) EEEH, &
WIEE GCE W AT —1
OpenShift Container Platform %
B, URGRESRIEESET RN
XA A8 PV,
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FiERR provisioner IH#F &R HiE
IBM Power® Virtual Server Block powervs.csi.ibm.com REE, IBM Power® Virtual

Server Block CSI Driver Operator
#0 IBM Power® Virtual Server
Block CSI Driver & BEI NS E
ORI E,

VMware vSphere kubernetes.io/vsphere-
volume

n .
EEFNESERFHRAGLCFTERBERR X NIEXRNE, ENHER=THEEE.

8.3. E X ik

StorageClass ¥/ BRI — 2RI, »71H cluster-admin ¢ storage-admin F /- llE,

BF

RIFFEHAMES, Cluster Storage Operator AIRERRE—NBIANEMESR, EFEHEREH
Operator HEMIEH], FEEEE CERMITE 2 G EMBRSESR, MREFEELINARB
78, MpiE X BE X EESR,

LUF/NTi #4538 7 StorageClass M RIVEARTE X, UARENZRHNEGREEFRRE).,

8.3.1. & StorageClass X R E X

UTHRERT AREEFHRENSHMEINE, XDBIER AWS ElasticBlockStore (EBS) AR E
>\LO

StorageClass & X =<l

kind: StorageClass ﬂ
apiVersion: storage.k8s.io/v1 9
metadata:
name: <storage-class-name> 6
annotations:
storageclass.kubernetes.io/is-default-class: 'true'

provisioner: kubernetes.io/aws-ebs 6
parameters:
type: gp3

@ % APIRER,
Q (AEE) BRI apiVersion,
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(FR) FhEREIRTR,

(D) TRl REDERR,

(FR) SXNEHRRBNEERRFRE,

(k) HEEFRFAMENSHE, XHREFENTRAMERTR,

QDO

8.3.2. FfE R TMR
EEHEREE N ERSEEMBRIME, FEFEEETEERRMUT R

I storageclass.kubernetes.io/is-default-class: "true"
flan -

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
storageclass.kubernetes.io/is-default-class: "true"

XAFEMEEREREFHERNFEAMSEFR (PVC) B\ EHERENESR, BE, THEHTL
BENEHE, BREEG—IPERINEER,

beta ;¥ f# storageclass.beta.kubernetes.io/is-default-class HrI{BAR A, BFHEUE
B AR A 45 TR

BIXEFERER, BEEFEETEEPRMUTERE
I kubernetes.io/description: My Storage Class Description
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
kubernetes.io/description: My Storage Class Description

8.3.3. RHOSP Cinder ¥ & & .

cinder-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
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o 009

name: <storage-class-name> @)

provisioner: kubernetes.io/cinder
parameters:

type: fast 9
availability: nova 9
fsType: ext4 ﬂ

R RM, FAMESFRERLEERRESXKNFEALS.
£ Cinder ROIRBIIBRE, BIANZE,

THEKX, NREXERETARX, NBERIEFA OpenShift Container Platform £8A T mBIFAEE
BA X 35 (] Fo Hade A

EHTHEBEFURIXMHRT. IMEREFT D SEENFAMERN fstype FHRH, HEH—
MEHBN R MRS, BIMEN extd,

8.3.4. RHOSP Manila Container Storage Interface (CSI) #&RE XL

Z%EfE, OpenStack Manila CSI Driver Operator #1 ManilaDriver & B %/ A& & A Manila =580/

HSE&AENFMEE,

8.3.5. AWS Elastic Block Store (EBS) X R E X

aws-ebs-storageclass.yaml

1]
2]
©
4]
5]
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kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> @)

provisioner: kubernetes.io/aws-ebs
parameters:

type: io1 9
iopsPerGB: "10" G

encrypted: "true" ﬂ
kmsKeyld: keyvalue 6

fsType: ext4 G

(FR) TFhERBIERTT, FAMSHERERLFHIRRESKIKBNFALS,

(3 Mio1, gp3, sc1, st1 %5, EKINEH gp3. AT Amazon BHiE%E (ARN) HIEEE AWS X
=

it : REEETF o1&, 1 GBEBMW—R1/0 ##1F., AWS BiFHFRLUXME, BRLUGKEHK
INSLTTE SR IOPS, #E LR} 20,000 IOPS, X2 AWS ZHMSAE, HIHEIEEE AWS X1

o

ik - RBINE EBS B, AMEN true =& false,

Ak - AR E R HEE ARN, MNREEREBEMESR, 1B encypted #XE N true, NI
AWS AR — 1 E5H. B ARN EIEEER AWS X4,


http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

6 ik ESSEESPURIXM4RS. INMEREHFZITRENFAMEN fstype FRH, FF
EHE—DEEBHUEXHRE. RIMEN extd,

8.3.6. Azure Disk ¥R E XL

azure-advanced-disk-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/azure-disk
volumeBindingMode: WaitForFirstConsumer 9
allowVolumeExpansion: true
parameters:

kind: Managed G

storageaccounttype: Premium_LRS ﬂ
reclaimPolicy: Delete

ﬂ FhERBI BT, FAMSHERERLFHIRRES KIKBNFALS,

Q sRZUEIEF WaitForFirstConsumer, XSE&E, RN RITFERBHFMZRMTHXE pod
VHEBIZ2 K worker T ik,

9 FJAER(EA Shared (2ki\) . Managed #1 Dedicated.

BE
IR AR R 2 FEEE A kind: Managed.

&/ Shared #1 Dedicated If, Azure RAEIEZERAL, M OpenShift Container
Platform #1288 OS (root) WELAIE—NZEWME. B2, BN Azure Disk RAIF
E R EENFERZENIEZERHSE, FTLUER Shared 5 Dedicated G EHIFEZE
W7 TR MHANE] OpenShift Container Platform 7 s,

Azure TEHEIK T SKU B, BRIANZE, HER, SHKEMNL T LUE M Standard_LRS #
Premium_LRS #4%%, brEREIAN RAEMI N Standard_LRS 4, 2EEMNRAEM N2 B,
JEZEENIN REEM INFEZ BER/IAL,

a. #1R kind 1577 Shared, Azure RTESKHBERNFIRAFNNLNHZFMIKS TORRE
RNZEL,

b. #058 kind %% Managed, Azure &EIBHFHMZTEMEL,

c. fNR kind % Dedicated, FHI5%E T StorageAccount, Azure &¥HEEMFEIK A
FEERERMNTRADFHIEZERE, Nk, 1EHR

o IEEMEFMIKF BT E—XE,
® Azure Cloud Provider BB Z ik 7 BIB AR,

d. #0% kind % Dedicated, FHK15%E StorageAccount, Azure RTEGSEEERMI TR
A NS ERI AR — NN T AEEIKS,
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8.3.7. Azure File W& E X

Azure File 77152 @ A secret EIFHEGIE Azure File HEFTE Azure TFEIK S 2 FITEGEIK B HH, X
LEAY BR BT LT R A G 22,

ik

1. EXRFAIEFESE secret By ClusterRole £ :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
# name: system:azure-cloud-provider
name: <persistent-volume-binder-role> ﬂ
rules:
- apiGroups: ["]
resources: ['secrets']
verbs: [get,'create’]

ﬂ EBREFHOE secret WERABET,

2. MEEABRINEIRSIK - :

$ oc adm policy add-cluster-role-to-user <persistent-volume-binder-role>
system:serviceaccount:kube-system:persistent-volume-binder

3. f/E Azure File StorageClass %% :

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <azure-file> ﬂ
provisioner: kubernetes.io/azure-file
parameters:

location: eastus g

skuName: Standard_LRS 6

storageAccount: <storage-account> G
reclaimPolicy: Delete
volumeBindingMode: Immediate

FRERHI BT, FAMSHERERLFHIRES KIRNFALS,

Azure TFHEMK P BIGIE, 40 eastus, FRIAHZE, FRINIFE OpenShift Container Platform £
BN B QBT Azure TFHETK o

Azure T2fiEMK 9 SKU /2, 40 Standard_LRS. B\ %2, FRR4H#F Standard LRS
SKU B $H Azure TE#IK

Azure FHEIK RO TR, MORIZME T F6EMK 7, | 7ZB% skuName # location, NIR&XEIR
gk, NEEREENERESE LB skuName 1 location FEERRIIK F #E53R 5 KR X
BRI TF IR o

o ® 0

238



8.3.7.1. {8 Azure File B EEE T
BN Azure File FHER R STEF AT X RGTTHEE
o RrSiifE
o TEHERE
o TEREM
o R

o MBEE

F4, Azure File HEH B RXMAAE B IRHAR (UID) 5828042 UID AR, A1E StorageClass %

FRIETE uid FEHETRE LA FEEN B RN ER P IAR.
LAF StorageClass * &I&ER TEA P FEMAR, URANESNERERARFSHE,

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: azure-file
mountOptions:

- uid=1500

- gid=1500

- mfsymlinks 9
provisioner: kubernetes.io/azure-file
parameters:

location: eastus

skuName: Standard_LRS
reclaimPolicy: Delete
volumeBindingMode: Immediate

Q@ EERTHANBRNAFITAR,
@ EERTHANBERNATAF,
© RS

8.3.8. GCE PersistentDisk (gcePD) X R & X

gce-pd-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/gce-pd
parameters:

type: pd-standard 9
replication-type: none
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volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
reclaimPolicy: Delete

Q FhERBI BT, FAMSHERERLFHIRRES KIKNFALS,

Q 1% pd-standard = pd-ssd. ZkiL*N pd-standard.

8.3.9. VMware vSphere ¥R E X

vsphere-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ

provisioner: csi.vsphere.vmware.com 9

ﬂ FRERBI BT, FAMSHERERLFHIRRES KIKNFALS,

B X1E OpenShift Container Platform {8 VMware vSphere CSI B ZER, 1ESH
Kubernetes 3244,

8.4. BEMINFMER
FERAUTSERESRBRIAFEE,
B, \AEWHANE XE S gp3 # standard, EEEFERIAFEZEM gp3 & standard,
FoRE M
o {#F cluster-admin F{PR 1 N S E%,

i
EWRINFRER -

1. FUHTFREE -

I $ oc get storageclass

HiH Pl
NAME TYPE
gp3 (default) kubernetes.io/aws-ebs ﬂ
standard kubernetes.io/aws-ebs

Q (default) XREINFEE,

2. FATENFEROVERAEER,
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B EHNEER

S TFArEMEESR, 21T T 51 storageclass.kubernetes.io/is-default-class ST f2i% &

true :

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

ﬁ

=
EAILUER RIRE S M RINEME R, B, BNZARELARE—PRIAEEXL,

LEESPBNEMEEN, EMERRIAFEE
(pvc.spec.storageClassName=nil) FIFFAMEBFER (PVC) HRRBRIEAIERN
BNTFER, TZEMEMNRIAEELERMT 4, BEEABREERIERRPIE
ZiR, ZEBEZNBIAEEZE, MultipleDefaultStorageClasses.

3. MIBRIBRIATZ 2K P MR BV KX E,
T FIBERIATEREZ, 21T T a5 storageclass.kubernetes.io/is-default-class ;T f2#(E

il false :

default-class": "false"}}}'

I $ oc patch storageclass gp3 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-

4. WL :

I $ oc get storageclass

i A

NAME
gp3

TYPE
kubernetes.io/aws-ebs

standard (default) kubernetes.io/aws-ebs
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