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i =
1 BFBZEE, ] Wi - 32RF TH.
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c. M Version ThIZHE A% 4.16,

5. AEMENABRMNERRAARIK, Bl TRESEERENFEMER, MREUNXER

fRRIXAN A, iE A Continue,
6. BEBRFMMELEFNERRAARIRKR, SIS EERENAEER, XNFIRSEE
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8. KB BNIETH OpenShift Container Platform %8 ID 2T Ef. NRAFIEMH, EFohiRHER
D,

e {#f OpenShift Container Platform Web £ & F5hik185%EE D :
a. #AZ| Home - Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

o F4, AT LLEIT OpenShift Container Platform Web 168 B 0@ FREE, FF
BIEREE D,

a. MIEESHMZE (?) help » Open Support Case,
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o MBI LER?MEAELERHLIER?
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Telemetry 2118 F s OpenShift Container Platform Telemeter 2 /7 iR A£L1E A4 3% HU(E BHIARIE,
REREMMERNERAERIZE, UEERITHEERMb, REEFMERRKT, RHZFLURN
HE R
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BXEHURBEEENNENAHIRE, XL insights @id OpenShift Cluster Manager S5 E1E 7
HITRRo

AXEFRHTARIFITILENESER.

Telemetry 1 Insights Operator {5
Telemetry #1 Insights Operator WA AR TR :

o I8 TIABIMMREBHEEN, NF-LE4, REBIAARKUNZEREN, BMETZRA
BARRYL, BN XEEHNRINETRNIT, Rib, —L&R LR EIRIA A
R, MARBERF Q- DFRBHEK Jira issue,

o EXMIRAEIE, OpenShift Container Platform 124 T candidate. fast # stable % 1T473&,
RIEFE — N RENFHRRS. hRAM fast E stable #id T2BUR F BHBEE LR F R T2
BEM, BIERNERMMNER, LIETLISRITHRAIERSE stable /8, FXI7E fast
S8 R & TR [ B R R A

o AR AR ThEE T & FET IR IERE . @it WEAIEIE, RTLLT f#IFLE OpenShift
Container Platform BIThEE#E T3, B iXEER, BT FTFRANESBE
BB TN RE,

o HHFHZRAL., TELLIER | MWih ORI RN, ATLUERRERFIRHERE 1D, X
AEAIEES R AEENER, FEAFNXRGAE., AERBEEXRIINHRENESE
R

o Filo#r, BT MEEMERFREMNER, 1£ OpenShift Cluster Manager £ ERERFM insights
2WE A, IBEEFRNARAZS], NF>IREERBDE, LIEBIAA] OpenShift
Container Platform S&& R AL,

4.1.1. X F Telemetry

Telemetry REZLIE A X —HB LSRR IEEILFR. Telemeter B RE NS =+#IKEN—RIETF
{H, FFREURLERRIZINE, AP T IX LR,

CIMEER X — RS SEI E R R, MEMNN MBS NREME RN, ERN LB TFAERR
# 1 OpenShift Container Platform #2, LAMERKIZEREIRSFM, REOUHEHARAEE,

XK IFIAE RIHR M A IE IR TR, HiiRREIZFR T U5 A& & Ak S IE. L8+ AT
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Hth BHR
o BXEHMHHANEHNELZER, 1HSH OpenShift Container Platform B304,

4.1.1.1. Telemetry WEEMER

Telemetry WELITER :

41111 REER

o IRAEE, B¥E OpenShift Container Platform EEEMRAFLLE T BT R EFFhRA T BMENE
HFEE

o FHER, BREBMEHITANEFRY. ATEHRIENGGREFIMHE BMtEEEURERR
& BIE R SR

o LR HAA 4 A BIME—BEALIRIART

o FEENIEI/HNESNREEAIHNEELE, SEREMENRHNT REEB. EHA. IPib
k. Kubernetes pod #&#F. #n#Z2 (A FNARSS

o TEEEEFRZREM OpenShift Container Platform #EZ24H 4 & AR RS
o HB&Z% Operator 5 H N "related objects" BIFFA fn 4 22 [R] ME(4F

o BAXBIHHHER

o AXIEPHEMMENESR

o EBE OpenShift Container Platform BN A AT REIES OALE

41112, KIMER
o BXRE&ER. NMBRUMNBHKRNMER, S CPUARKMEBMIEMERN RAM £
o ctcd B I ANFHETE eted RRFPAIN REE
o RIFMERIBRE TN AIERE

41013. FAER
o BXUEMH. NEEMY BRMFERBERER
o HRBATHMAZIZFERENFER LS

Telemetry A REEMBMIAFNER, WAFAELHEN, LEFIBENIAER. MRLBLIADA
ERMWMBA KR, LIERMERXLEER, BXRABREILENESER, HSELLIEEFFR,

Hith BR
o WMETMINMEFIE Telemetry M Prometheus WEMBMERIEMER, 1HSH LR Telemetry
W EEHIELIE

o % Telemetry M Prometheus ERRIEMETIZR, 1ESH L7 cluster-monitoring-operator R
(TR
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o FEFINBERT, Telemetry RWREHEA. MREFEBAFTERLRRRIRG, HSHATE
RIS,

4.1.2. X F Insights Operator

Insights Operator & BN EE BFAGHERSE R, BREM /NI ELEREXLEHIE, XEELALE
IIETHEECE, BIRME T Telemetry IREERANEIE.,

OpenShift Container Platform Fi /" & LA#E Red Hat Hybrid Cloud Console _E#] Insights Advisor ARZ5H
SRENERME. MRLITEMA, Insights RIBEEIFMNELR, FHETREMNER TRENM
AR K R E B

Insights Operator A& WEEMEF R AFNER, WAFHA, BEKIUET, 0FH X Red Hat Insights #1E
WEMEEIER, ES5 Red Hat Insights BB N 2R REM,

LB R A AR EHE B LIS -

o NAETEMEEENU, F7E Red Hat Hybrid Cloud Console £BY Insights Advisor ARS5 iR 47
R ARG L EhiE

o BN MAMZFHIPARHER S MEE(E BRI OpenShift Container Platform

e {# OpenShift Container Platform &

HithBR
® Insights Operator A REHFEA, MREFELEFNERLRRERE, HSATERILE
BRI,

4.1.2.1. Insights Operator EM{E 2
Insights Operator MELLTER :

o BXREMKHAMMEBIGEE, RS EAERBIEMA OpenShift Container Platform kR A< F
PMERIAE K [A]#E

o SHMEBXH (MBRTROCENERE) BT HNEBESEHNE
o SEHHMARLERER

o FEZITHEIMBNAERFR, URABHEHLHRE

® 73X OpenShift Container Platform EBEF & LU R B FIE XK I8y 1F1E

o ERTREMEIS BN diset Secure Hash Algorithm (SHA) 1B, BRVFLLIEITHE T/Ef#E S
HEL2MEHRARE, MASHRHRRFEE

o IR Operator &5 T —NAE, NI&UEE openshift-* #1 kube-* 771 B 1 OpenShift Container
Platform &0 pod IR, XBERE. KR, R2LETX. BEE%.

Hith TR
o NFETERMMEE Insights Operator WERZHE, 1EZS1H Insights Operator INEERIEIE.
o FAFALIEE Insights Operator BRI, FXIEHITTE. 205 Insights Operator BRI
B3UXK, 155 Insights Operator LiFIH,
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Telemeter Client M Prometheus API Y &R IZEBIRS (Bl FR5UER, I RIFSIERE 4 2 30 # L1ZE|
api.openshift.com #F{T4bE,

Insights Operator M Kubernetes API #1 Prometheus API RIS EERMIE I BB F 1T RS, XIS HI /)
f_Ef#Z] OpenShift Cluster Manager #1740, Insights Operator ifM OpenShift Cluster Manager T
R Insights 24, X FIEF OpenShift Container Platform Web 4 &#) Overview lHEHE S
B Insights status,

ESEMEBEEER LK/ ZEE (TLS) M mutual IEBIIE@E T MBEEFT, FrESIEELRH X
IEFRBIE R TE IR,

FALIEE A BRI RAEET L RREIEF S RIRH SRZHR. HRTRMIXERETHEN, X
PRFE 0 R BRE,

telemetry #1 Insights Operator &

OpenShift Red Hat
Container Platform Web
console } Insights
analysis engine
Kubernetes Insights ¢ HTTPS (443) > cloud.redhat.com Red Hat
API Operator Support
Prometheus Telemeter abi.openshift.com Subscription
API Client HTTPS (443) pl.op management
) OpenShift
Cluster Manager
PR3
HAth B

e INEEA % OpenShift Container Platform W IRHRMNEZER, S AL EEH®,

o MFEAREEM A, LUKN Telemetry # Insights j3 FifmBIFEE, 1HSHECE B A

4.1.4. BXRNMERZERER T IEHIENE ZIFE
Telemetry W& HI{E E#Insights Operator JERIE R FIRE T 55 BRRKEREEXNEBIBRKREMNSE

/BN o

IIASCHHATEERR D A, ZLIE SRR GRS maolE, MRMFMAY, MR EE. FH/
AR5 RoM, AR RN SRR, SRR RS, R AL, RIEER R AR B8,

E 3=y ST
ZINER A — LR R SR R I B R AR B EUE,
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LIRS ET ATELINE R ER @ 1T Telemetry # Insights Operator £ ZEINEREE, LIRFAENA LR, 4118
AR EMN ARG LS EFEKERZENMEBLRE, ZRBAIEHSFEKEREFHTHEREVSRE
BFAXLIE” MBIER, NEBRRINEESXLES KRN .

B=A
AMEFTRER SR LR =78, MEIKE. 2WHFEENMEERE.

R/ 5 AAE AN i E SR RE

&) LUR R (5 A f2 (@ BR 1 5 R B9 Ui BAZE A OpenShift Container Platform Telemetry #0 Insights
Operator,

—_——

4.2. Bt @R IR EE

ENEIEG, EALLEE Telemetry # Insights Operator WEEMIFEIT,

4.2.1. 7R Telemetry W EEHIEIE
IR LLEE Telemetry YRS BRIERBEFNZH (A RO [A] B U B4,

AR

e B %% OpenShift Container Platform CLI (o¢).

B LUERESA cluster-admin & &3 cluster-monitoring-view A& & 14 R EEE,

iR
1. BREIER,

ZITU TS, B2EHERM Prometheus BRSSFHREIE Telemetry ISR ST (8] F FIEUE
£6:

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \

openshift-monitoring -o jsonpath="{.spec.host}")/federate \
--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\

T RIS ERET AWS £ OpenShift Container Platform By—LE(F,

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]

--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_

name__="count:up0"}'\
name__="count:up1"}'\
name__="cluster_version"}' \

name__ ="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \
name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \
name__ ="cluster_version_payload"}' \

name__ ="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\
name__="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
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--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__name__="subscription_sync_total"}' \

--data-urlencode 'match[]={__name__="olm_resolution_duration_seconds"}' \

--data-urlencode 'match[]={__name__="csv_succeeded"}'\

--data-urlencode 'match[]={__name__="csv_abnormal"}'\

--data-urlencode 'matchl[]=

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'
\

--data-urlencode 'match[]={__name__="cluster:kubelet_volume_stats _used_bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__name__="ceph_cluster_total_bytes"}'\

--data-urlencode 'match[]={__name__="ceph_cluster_total_used_raw_bytes"}'\

--data-urlencode 'match[]={__name__="ceph_health_status"}'\

--data-urlencode 'match[]={__name__="odf_system_raw_capacity_total_bytes"}'\

--data-urlencode 'match[]={__name__="odf_system_raw_capacity_used_bytes"}'\

--data-urlencode 'match[]={__name__="odf_system_health_status"}'\

--data-urlencode 'match[]={__name__="job:ceph_osd_metadata:count"}' \

--data-urlencode 'match[]={__name__="job:kube_pv:count"}'\

--data-urlencode 'match[]={__name__="job:odf_system_pvs:count"}'\

--data-urlencode 'match[]={__name__="job:ceph_pools_iops:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_pools_iops_bytes:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_versions_running:count"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_unhealthy_buckets:sum"}'\

--data-urlencode 'match[]={__name__="job:noobaa_bucket_count:sum"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_object_count:sum"}'\

--data-urlencode 'match[]={__name__="odf_system_bucket_count", system_type="OCS",
system_vendor="Red Hat"}' \
--data-urlencode 'match[]={__|
system_vendor="Red Hat"}'\
--data-urlencode 'match[]={__name__="noobaa_accounts_num"}'\
--data-urlencode 'match[]={__name__="noobaa_total_usage"}'\
--data-urlencode 'match[]={__name__="console_url"}'\
{
{

name__="code:apiserver_request_total:rate:sum"}' \
name__ ="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\
name__ ="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_bytes:sum"}'\
name__="openshift:cpu_usage_cores:sum"}'\
name__="openshift:memory_usage_bytes:sum"}'\
name__="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \
name__="cluster:virt_platform_nodes:sum"}' \
name__ ="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\
name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{
{
{
{
{
{
{
{
{
{
{
{
{
{

name__="odf_system_objects_total", system_type="OCS",

--data-urlencode 'match[]={__name__="cluster:ovnkube_master_egress_routing_via_host:max"}' \
--data-urlencode 'match[]={__name__="cluster:network_attachment_definition_instances:max"}' \
--data-urlencode 'match(]=

{_ name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:min"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:max"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:median"}'

{
{
{
{
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\

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

B 4 E A E R TR R TR

name__ ="cluster:openshift_route_info:tls_termination:sum"}' \
name__="insightsclient_request_send_total"}' \
name__="cam_app_workload_migrations"}' \

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="cluster:alertmanager_integrations:max"}' \
name__="cluster:telemetry_selected_series:count"}'\
name__="openshift:prometheus_tsdb_head series:sum"}'\

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="monitoring:container_memory_working_set_bytes:sum"}'\
name__="namespace_job:scrape_series_added:topk3_sum1h"}'\

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="monitoring:haproxy_server_http_responses_total:sum"}' \
name__="rhmi_status"}'\

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__ ="cluster_legacy_scheduler_policy"}' \
name__="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
"

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9
9"\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \

--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
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name__ ="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}'\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \
name__="log_forwarder_output_info"}' \

name__="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \

name__="namespace:noobaa_unhealthy bucket_claims:max"}'\

name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}' \

name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \

name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}' \
name__="namespace:noobaa_system_health_status:max"}'\
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\

{
{
{
{
{
{
{
{

--data-urlencode 'match[]={__name__="openshift:openshift_network_operator_ipsec_state:info"}'

4.2.2. i 7R Insights Operator IS EHE
KRB LLEE Insights Operator AR HIEHIE.

A&
o FHEZR cluster-admin B &I £,

it =

1. 77 Insights Operator E# HHIEIEIZ1TH pod BIAFN :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator ENRITHIEER :
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I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EF#4 A 7E insights-data B 3,

4.3. NME iz @Rk ST
IR A IR o SR BN 5 FB 1 R B,
B AR RS, QA
1. 1532 RER pull secret, LUBARLTIRERERE,

2. BEITERE, DMERAXMEREM pull secret,

430 ZERATERRIRENER
£ OpenShift Container Platform &, AP RILLEFERIREFERE R, B2, L8810 EENEER IR
SR ERE, WEFIREEGXZRE, RANEFT#E RAR SN, EENERELEE
BT P FIAF) T F2, Fik OpenShift Cluster Manager BRSSIR UL SR BE R HAT A SR
g, BMERERETINEREPREAXANIIE, A IMNEERRBERNER /S A REME
AERREIEE, . XFFEEAEREINEHRS S5 OpenShift Container Platform i2RH #%, FXT
7% R ] R B R R R
EERNMEREENERN—EEREE -

o NMFELBRINEE, IEFHITENE"RARBEKRI, UREHERFEEIKR,

o /[IENTEFEREBEREREF Y RE/FER, BEAFEFIANHHKEENEE.

® OpenShift Cluster Manager S 75i& B R EMEHKE, SERBENERBERLER,

MEEERBRIREIRE, BN IOET console.redhat.com FEEhHI A BT FIIEHE &,

ENETEZBRMLEH, Telemetry # Insights BB @i EMREE B IERRE.

4.3.2. 1L BER pull secret, UZRLERERIRS

eI BRI B 2 BEEE pull secret, UERLEREERE, ZIRIEFRANZA Telemetry # Insights
Operator,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

T
1. IELBEE pull secret FEEIAMSTH RS,

I $ oc extract secret/pull-secret -n openshift-config --to=.

2. TEXAYwEESR SRR T 28 .dockerconfigjson XX {4,
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3. Mk cloud.openshift.com JSON &8, 0 :

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. REFVZM,
ITE, ERILAERERE, FEREREM pull secret,

4.3.3. F Mir RN ERT

1 Red Hat Hybrid Cloud Console LT FFi%#EH OpenShift Container Platform &8%, LUMEERHER
2% F|4H "Consequences of disable remote health reporting"” £ 43 1 71 H B f7 SR 2201,

HE

BT E AT TR R R EE, R LIRS MR IR ST E AR R, Rk, LR LLRE]

SEITHMBAXMERERENSEEY, UERETUERREMNE SEIFhAEHRARE K
IR AL D EC.

FRFH

e L) cluster-admin F ' &1 &% E| OpenShift Container Platform Web &,

o (RALIEFEF Red Hat Hybrid Cloud 4 &,

iz
1. 3 A Red Hat Hybrid Cloud Console H# Register disconnected cluster W11,
2. A% : EM Red Hat Hybrid Cloud Console E 11 [7] Register disconnected cluster F 7T,
A Clusters i3, SAEHE Register cluster &5,
3. 7 Register disconnected cluster 71 PR LM F ERHI A SR EHIE1S,
4. 1ET1EH Subscription settings B34, E13%3E A FRBIZLIETT [~ B Fi7 (% &,
5. BEFMETFEEMERE, 155 Register cluster 125,
H At BT iR

o ZRnPEEFRMENER
o TR I B RIEIT HEEE ? GTHRS AT

4.3.4. BHEBHEEF pull secret
e LUR T B BT8Y pull secret ST INETHY pull secret REFHEEHL B pull secret,

LR ER R registry FHEFREMAFE A RESEPM registryff, FEXMITTE,

FeREH
o MATLUFAEA cluster-admin A& iR EE,

20


https://console.redhat.com/openshift/register
https://access.redhat.com/documentation/zh-cn/subscription_central/2023/html/getting_started_with_the_subscriptions_service/con-how-does-subscriptionwatch-show-data_assembly-viewing-understanding-subscriptionwatch-data-ctxt

B 4 E A E R TR R TR

¥ =
1 AE - BT pull secret MEINZEIELA pull secret A1, HFERIATHEE ¢

a. BIALL TR T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. AL T an 4 RANMF pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

Q REEHTH registry, EAILIER—1 registry FEE SN CE, F40 @ —-registry="
<registry/my-namespace/my-repository>",

@ RU registry MR,
9 R4 pull secret XHRIERE,
A, B L pull secret SXEHITFENER,

2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VBRI ZERET R, JEFEE—LNHE, EFBURTEREKX/N,
AE

M OpenShift Container Platform 4.7.4 FF1&, *f 2/ pull secret BN ABALAL
TREPFZEHES,

4.4. G ARG

IMREHNIEER TinfERRIRE, BOLUERERXNIEE. EALIE OpenShift Container Platform
Web Console Overview T1E A #J Status TRl AR Status Tral R 2 AR EER S

BigFZREERE, BNIERFHZRISIE B EREEE pull secret,
% o
A BT AR E R R & AT R /5 A Insights Operator #1 Telemetry,
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4.4.1. BN LBEE pull secret, U RL2@BERIRE

ISR LUESBUN B £ R5%EE pull secret, LIS FAEERRIREG. MIREZARA T R/ERE, BoiE
%t M Red Hat OpenShift Cluster Manager T#k77 console.openshift.com 177 HIET pull secret,

SeREH
o FHEZR cluster-admin B &M £,

e jj[a] OpenShift Cluster Manager.

it

1. # A https://console.redhat.com/openshift/downloads,

2. M Tokens - Pull Secret, = Download,
85 cloud.openshift.com 1[5 i JSON #& = FE IS4 pull-secret.txt :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "<email _address>"

}
}
}

3. IBLFEEE pull secret FHEIARMTH RS,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data ".dockerconfigjson" |
base64decode}}' > pull-secret

4. 5% pull secret &P EIA,
I $ cp pull-secret pull-secret-backup
5. TEXAYREERFITF pull-secret 34,
6. f¥ pull-secret.txt F# cloud.openshift.com JSON 5 B iNZ! auths A,

7. R,
8. BHTEREEFH secret,

I oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=pull-secret

AREEET LD, secret TEBH, EBFESFHRIRE.

1. 5 ZE) OpenShift Container Platform Web Console Overview T,

2. Status irEIFRE Insights &R & & IBAIEE,
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https://console.redhat.com/openshift/downloads

B 4 E A E R TR R TR

4.5. {F A INSIGHTS % &R rhpy o) 5l

Insights &R & 24T Insights Operator ZEXMI#EIE, OpenShift Container Platform F B LATE Red Hat
Hybrid Cloud Console L&Y Insights Advisor ARZS 1 & RIR &

4.5.1. xF OpenShift Container Platform J Red Hat Insights Advisor
& T LUE A Insights Advisor 3£ 1112 OpenShift Container Platform 2B RS, TLER
FERNEHALRENEMEN, #HMOH T HRAFEHEMBIXIRSATRAME. B, MHRENR2 MM
ulﬁjo
& Insights Operator INEERIEEFEUIE, Insights REEFIZEIES recommendations FEFITHEL, &
NEIWE R —HERIMERR, TRERE OpenShift Container Platform &N FRKEGIRS. Insights 4
MrE925 R B FETE Red Hat Hybrid Cloud Console _£BY Insights Advisor BR%5 /. 1EIEHIE R, BRI LAHIT
LUTH84E -

o HESHZRERIMIIEE.,

o (FRATIERITIETIRE, FERMA X LRI,

o THMELAXHFREIL, THRE(FENNKIFEMAER, HINEHNANRERESERMRRS
%,

o SHMABMBERESFLR,

4.5.2. 7 f# Insights Advisor 1

SEAT B RASER, BT RENRS TR, B, HeERESMER AT, XEER
£ 7E Insights Advisor IR, HIEUTER :

e Name : BXEIHFEZHR
o Added: 7B A F Insights Advisor 44}

e Category: MHIZ2EA AN RS ATAM. B, MiENEEMER N EFZMN

® Total risk: MM ELRUZRILIE A T ESINTEY 7B RERIE, URAZEUTERB X RIFN 22
)

e Clusters : IO EIBRIHIERTIR
e Description : XN EEME, SIEEN BRI

® Link to associated topics:ZLIEHIHEXE 2

4.5.3. BREHPIBTER
AL T 217 OpenShift Cluster Manager £B Insights Advisor # {2 7% Insights &,

HER, Insights REE DITEMERF D RRHMAR, XEERARRNE, WERRT DR, =
KT — DRI

FRFM

o EB¥TE OpenShift Cluster Manager A3EMf,

23
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o HRTIREEERRGE (XEZMINXE) .

o EXREF| OpenShift Cluster Manager,

Pt =

1. ¥ A OpenShift Cluster Manager _£#J Advisor - Recommendations,
RIBELER, Insights Advisor R LR TZ—

o MR Insights AL IEM A, NFARKINTERIELL,
e Insights BB AIREGISR, BNEHH (K. . EZN™E) .

e Noclustersyet, IR Insights & BRER. XTONMKREERLRE. FMHEEIE
Eﬂén}:_LEﬂFﬁno

2. MR ETFEMAE, EREFREEIEE > KT BESIFE,
RIFEBEAFE, FAERLT LB ERBAEEXLNUNES(E RBIEE,

4.5.4. T 7RFRA Insights Advisor i
FINER T, Recommendations M UERERFFRNEINEI, BZ, EAILIEE advisor IR
A&
SeREH
o FRTIEEERKE (XRMIANXE) .
o EETE Red Hat Hybrid Cloud Console ;£

o EREF| OpenShift Cluster Manager,

Pt =

1. ¥ A OpenShift Cluster Manager _£#J Advisor - Recommendations,

2. $ Clusters Impacted # Status i1 JE23351089 X BT,
WAE, ERILAN S ERBE IR BRI

4.5.5. Advisor 1T ERS

Insights AERFSATRERREIAEE I, BEXFTREEMEI, ERILUSTIESRN A Advisor #1131
=, LUBEBRMEMERBEI

BAERT, JIBSRRLKENRETERANEN, XERWI— PSR, EEE Insights FEFRT
BHRIHERANRI, EAILEE LTSS,

ENVASESS, EEFIESRRE, RRRETRNRPTAETINERE, SN ERRN E
Ef= R TIES

R LOR B T B8R R E -
e Name : BREMEREIL
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B 4 E A E R TR R TR

® Totalrisk: M Critical, Important, Moderate, #1 Low HiEFE—NHZME, KR EENAE
SRR REMERN " B,

® Impact: M Critical, High, Medium, #1 Low FiEFE—NZME, KRN EEHEERIESMES
M,

e Likelihood: MCrltlcaI ngh Medium, #1 Low HiEFE—NHEME, RKRIBIHIEERE
B (U E SR E B8

e Category: RIEEFTXEM AT, M Service Availability, Performance, Fault Tolerance,
Security, I Best Practice FiEF—N % MK,

e Status : mHEIRH EREERNEN (BN . ZEBUSMERE.

® Clusters impacted: ¥ &I JESR LR R HRIRMNT— DL NEBFNE. SBERMBEIHFE
2,

° RISk of change: M High. Moderate. low #1 Very low FiEZFE—NHZNME, KRBT
BEXT SR BFIR T SRR XS,

4.5.5.1. 333 Insights B[R] BRI

£ OpenShift Container Platform SRE#EIE A, EAILLUTIEERIFIRA D RIEI, BN TR
25, WAILURAIRENRIEE, HLETHMERNEIL

PUFRIEESR 7T i EFMIFR Category it 82, (BiZREtERTFTHMI SRR,
FEREH

B & OpenShift Cluster Manager Hybrid Cloud Console o

it =

1. 3t A Red Hat Hybrid Cloud Console—» OpenShift - Advisor recommendations,
2. 1 main, filter-type FHI5IZRAH, £+ Category i JE2FKEY,

3. B’FF filter-value THIFIR, BAHEEEENENEFERIIZINELE, BRTBLEHRAB
SIRAE,

4, _.I- . //J\\DD%J\%E’J {ﬁ%ﬁﬂ% — E%ﬁi}(ﬁll%o
FISR AU RPTIA R,
o NAMIERRE, BHUEERHRNMEIR, NAKTIESFSERIATIESRZ DR,

4.5.5.2. M Insights Advisor B i Fhfl Bt 2
BRI LG 2 TSR N A EIRBISIR A, EamdE, BalyERiRellsizeEgEe .

YR HBRI 38 2R
o REMTIEERFZ AN X K, SEBRINTIER, UaBIHEREN],
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MR AEIER AT B2
® 3 Reset filters RfIFRIEN AR EER, FREBRITIESS.

4.5.6. 2H Insights Advisor Ei¥
A IR ARMEENEFREIN, UEeTBHNERS ., TURARNEESMAERNEI

. BRNPIAESEBENEINEER THRESEH.

SeRFH
o HATIZEEERRE (XEBRILNXE) .
o EB¥TE OpenShift Cluster Manager A3EMf,

o EREF| OpenShift Cluster Manager,

it =

1. #£ A OpenShift Cluster Manager £L#J Advisor » Recommendations,
2. mi% : RIBEEMFMA Clusters Impacted 1 Status i E%3.
3. FHAUTAEZ —ERER

o ZAFHEY .

a. NHEXMER R Options 3 H , #A/5 = Disable recommendation,
b. M AR B REF.
o ERZAEMMEEZIERIINMER
a. REZAMBIET., TRWEMEIH—HEIE,
b. &E Affected clusters 2 HHIEREETIR,
c. m Actions - Disable recommendations 2T B HIE .,

d. EIAULBAFF # i &REF.

4.5.7. B2 B2 M Insights Advisor i
LR BEERNEA TR, BABEE Insights Advisor IR, A LIERELTH.

FRFH
o HRTIZREEERRE (XRMINXE) .

o EB¥TE OpenShift Cluster Manager A3EMf,
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o FXREF| OpenShift Cluster Manager,

ik
1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,
2. IEEREANEIN EERIEIL

a. 1 Status FHIZH AL Status,
b. 7E Filter by status THI 3 H /%% Disabled,
c. Ak : 5B Clusters impacted i1 E 23,

3. HEE AR

4. == Options 3H , $AJ5 = Enable recommendations,

4.5.8. £ web |5 LR Insights K&

Insights REE DT IEAIEEEE, A LIFE OpenShift Container Platform web $#4I& & B R EIHFINEREE
ERFRRE, WREERARELF hBREEE, L& OpenShift Cluster Manager R & HI5E#,

SeRFH
o BT OpenShift Cluster Manager A3EM,
o HATIZEERRE (XERBRINXE) .

o B E[fiE| OpenShift Container Platform Web #Z#I&

it

1. £ OpenShift Container Platform Web & A7 A Home - Overview,

2. R Status *_LEH Insights,
BHEE OIS TR A D BB, ST L S AE Insights Advisor FBIFTAEEIL,
LUR R E % 1S,
4.6. {EH INSIGHTS OPERATOR

Insights Operator R EHIN KR EFAGHHEREER, BREM/NNMEILIERESILEHE, XLEEFERIE
IV ECE, TR T Telemetry IREFFEAMEIE, OpenShift Container Platform F /7 & LATE
Red Hat Hybrid Cloud Console LB Insights Advisor BRESH BRIk &,

Hith BHR

® Insights Operator B\ REHEH., MIREFZLAFEAFEAERERS, HFENAERLRE
R .

e BXHEH Insights Advisor ZIIEE MMM EZE R, 1HSHHEMA Insights 5| SR H]
By
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4.6.1. i2 & Insights Operator

Insights Operator EZ& 2 %K1\ Operator BEEEMIH G, HECEF#TE openshift-insights v 22 [7] 1 #Y
insights-config ConfigMap X5/, =i&7E openshift-config @4 22 [H] B support secret A1,

% ConfigMap X R X ¥ secret FEN, SENBRERXBEZIID Operator EBEH, 1R
ConfigMap %% #7support secret #3%F7E, Operator &1EX ConfigMap %I,

ConfigMap * REIAARETE, KLk OpenShift Container Platform A& IR A MBI E,

ConfigMap X RECES5 14
XA insights-config ConfigMap % =%l (config.yaml B2 &) T RE AR YAML &2 BIED B £

insights-config ConfigMap X7 REEE YAML #R, HPFEMTREMT, FHiit
N2, X F Obfuscation B, WIAENRBEUENFEML.

% 4.1. Insights Operator BIECERIE

EHEATH ik fHRR LN
Obfuscation: - A P Hhit FNEE RS2 mI/RE false
networking £ BRI,
obfuscation: - MR%LET Deployment  f/R{H false
workload_names Validation Operator, |
TR IR R,
sca: interval BEERRFHRFIT W EERE 8h
RPN,
sca: disabled PHERRTHANFT  wmRE false
o
alerting: disabled 2 %2 Prometheus 5 fR/R1E false
B Insights Operator
B0,
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4.6.1.1. BI|& insights-config ConfigMap X%

tERAR R T 204 Insights Operator £/ insights-config ConfigMap X &3k % BB E X ERE,

HE
LIIBRIURTE BRI Insights Operator Ee BRI R LI ¥,

FoRFM
o HRTIRERERRGE (XZMINXE) .

e LIEF cluster-admin A& A 5155 E| OpenShift Container Platform Web #5185,

it =

1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = Create ConfigMap,

3. #F¥ Configure via: YAML view F i A EHIECE &0, 5140

apiVersion: vi
kind: ConfigMap
metadata:
name: insights-config
namespace: openshift-insights
data:
config.yaml: |
dataReporting:
obfuscation:
- networking
- workload_names
sca:
disable: false
interval: 2h
alerting:
disabled: false
binaryData: {}
immutable: false

4. A% : %FE Form view HHIAFREE B,

5. 1E ConfigMap Name FE&H%i A insights-config,

6. £ Key FE&/, HiA config.yaml,

7. XF Value P&, RILANIGSXHLUEREIFE, HEFIHATHEESH,

8. M Create, &R LLEE| ConfigMap X RAEEE R

4.6.2. T f# Insights Operator Z1i

Insights Operator @11 Prometheus W12 %%t M Alertmanager FERE, EAILMERUTAEZ—1E
OpenShift Container Platform Web 1£#I& FH Alerting Ul R & B XL :
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e 1 Administrator flfi/, = Observe - Alerting,
e 7£ Developer flfif1, s Observe — <project_name> — Alerts T2 I,
B#l, Insights Operator fEi#i & SR 2 X LA T ER -

3 4.2. Insights Operator 1

ik i::3T1Y

InsightsDisabled Insights Operator #8223

SimpleContentAccessNotAvailable Red Hat Subscription Management A A= A fa] FLH
SESER

InsightsRecommendationActive Insights BB EEFHUEILEIL

4.6.2.1. 2 M Insights Operator &}

ERAIE Insights Operator $FER 4 X FIEEE Prometheus 541, fEA LLGIER YR insights-config
ConfigMap % &,

p= =1
EURTBIRA A, SEBETEF 216 A openshift-config 454 22 A 1 #Y support secret

4 Insights Operator B2, Red Hat Insights II7E 2 #l]%& ConfigMap X § EE &
Operator, HNRFHEETIFEIE, Operator R FLEF L secret WELBMFERE,

N insights-config ConfigMap * RAEF1E, B IEERNEE LEEN RS, HiE
B, ConfigMap * RHPMEE (15T configipod.yaml X4 E L HEIAKE.

SeRFH
o HATIZEERRE (XEBRILNXE) .
e L/ cluster-admin i /7 514 &k E] OpenShift Container Platform Web £ &

e insights-config ConfigMap *| & 777 F openshift-insights #p+ 22 [A] &,

it

1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights.
2. = insights-config ConfigMap *f RiTH &,

3. = Actions F1%4F Edit ConfigMap.

4. =R YAML P g,

5. 7 X4, ¥F alerting B4 %iE Y disabled: true,

apiVersion: vi
kind: ConfigMap
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#...
data:
config.yaml: |
alerting:
disabled: true
#...

6. mil Save, insights-config config-map 1#1& T E T FF.
7. %k config.yaml alerting BHH{ER S EIXE S disabled: true,

REENGE, Insights Operator NI ER A EFIEEE Prometheus 24,

4.6.2.2. J3H Insights Operator i
BREIRN, Insights Operator NS EIR A X EIEEF Prometheus S2fl, ERILLEFERAEN .

p= =
FEURTBIRA A, SEBETE 216 A openshift-config 454 22 A 1 # support secret {1

=4 Insights Operator B2, Red Hat Insights II7E X #l]% ConfigMap X § EE &
Operator, JNIRFHEEIFEIE, Operator R FLEF L secret WELBMFERE,

FERFH
o FHATIZEERRE (XERBRINXE) .
e L/ cluster-admin i /7 514 &k E] OpenShift Container Platform Web £ &

e insights-config ConfigMap *| 777 F openshift-insights #p+ 22 [A] #,

AR
1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = insights-config ConfigMap *f RiTH &,
3. = Actions F1%#¥ Edit ConfigMap.
4. =R YAML P iR,

5. TEXHH, 1F alerting BM1XEH disabled: false,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

alerting:
disabled: false

#...

6. mil Save, insights-config config-map 1#1& T E 1T FF.

7. %k config.yaml alerting BHERI(EE S E1XE 7 disabled: false,
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REENE, Insights Operator B RAISEEE Prometheus LI A E R,

4.6.3. T# Insights Operator 744

Insights Operator fHE IR F (E1EEEEM openshift-insights i & 2 A h M ERH, BRI TEHHAE
& Insights Operator YWEHIEIE.

FeREH
o MATLUFAEA cluster-admin B&IAE iR EEE,

it =

1. 77 Insights Operator B IEFEIZ1THI pod BIEFF :

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data

Q 1% <insights_operator_pod_name> &}y E— s pod &I,

Insights Operator &3EF#4 A 7E insights-data B %,

4.6.4. 3217 Insights Operator W52 1F

IRAI LIRIEFZE Z 21T Insights Operator BB RE, LU RTERE T a0fI{E A OpenShift Web &
;K CLI 2 TBHANEIRESIR, BT LLEE X on demand gather ZhEE, LUBERIEIEFAEMIRERE,
2 FAMBIATIR A ILEE IR VEREYL Insights Advisor FITHRE, NEEBHREARMRIN, MREZIZEAT
LB Insights Operator EER/E, XN T EHEBEZXLSE,

BF

DataGather B E X 5HRRZ—MIATATIIRE, BORTIIIRER L8 MR 55 F X
(SLA) %, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
DRER R R B IXAFEIZIEE, HANSEF LM BRRMARGEIL,

BRIBEATUTNESZFBEEMESER, BESHBRTT IR EH,

INREEHPEATEATE, Insights Operator RTEHEA pod HIZTINERIE, X2
Insights Operator BJF AT IIEESRIN— R 9y, FHZFERTEVEIE IR DAL,

4.6.4.1. B Insights Operator W& R LEHT[A]

&R LAEE Insights Operator WEFEMH S 2 HE BATERMNTE, XBBTFET # Insights Operator
VR AIE R A Insights Advisor B[R],

H-vh Az 1IN

32


https://access.redhat.com/support/offerings/techpreview/

B 4= A EREERRT

JC/RKRT+

® Insights Operator 58I &I A,

Py =

1. 7£)3#47h, $T7F /insights-operator/gathers.json,
X85 Insights Operator ERIEFIRK :

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors": null,

"panic": null

}
Q duration_in_ms 28 MXEREMNNE (ZR)
2. REBMERERSEREBR,

4.6.4.2. {81 Web $#HI5521T Insights Operator W IR {E

& el LUEF OpenShift Container Platform Web 243247 Insights Operator INEE R 1,

FoRFM

e LIEF cluster-admin A& A 515 &% El OpenShift Container Platform Web ##l&

it

1. # A %] Administration » CustomResourceDefinitions,

LR (R R A

2. 7 CustomResourceDefinitions T{H £, {#F Search by name FE&K#E 1% DataGather FiR

EXFRE
3. 1 CustomResourceDefinition #1& T1HE, m Instances £,
4. /= Create DataGather,

5. E02#H DataGather 1&4F, 5B B :

apiVersion: insights.openshift.io/vialphat
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers:

- name: workloads

state: Disabled

Q ¥ <your_data_gather> & h IR /EHIME— & FR,

Q Fi N BIRBUR SRRV, LUTE gatherers S THEM, XM A workloads HiEE R
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6. mili Save,
1. 5fn%l Workloads - Pods,
2. 1£ Pods TiHE £, #%£# Project THIZFH, SRAEFTF Show default projects,
3. M Project THIZZH A% openshift-insights T E .,
4. BEEBFKEREZE S A openshift-insights 1 B 189 pod 5113 T &M & FRE T
%, SEMJE, Insights Operator & B 3F R L E BIZIIEH 1T AL IR,
4.6.4.3. fiA OpenShift CLIZ1T Insights Operator W52 /F

& Bl LUEF OpenShift Container Platform #3457 EIZ 1T Insights Operator YWEIRE,

FRFM

e LIEF cluster-admin A& A 5155 E| OpenShift Container Platform,

it =

o HIALLTEnHIZIT gather #21E :
I $ oc apply -f <your_datagather_definition>.yaml
FERLLTSEUT <your_datagather_definition>.yaml &t Ed & ST -

apiVersion: insights.openshift.io/vialphat
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers:

- name: workloads

state: Disabled

¥ <your_data_gather> & XK R ERIME— R TR,

Ey NEIRRINERRE, LUE gatherers S T2, X ~EIZH workloads BN &%
5, FHZETRIBRENERIY, ETRIANERENTETIR, 5T spec S
72, fRA LATE Insights Operator A4 FR B E IR EREFIRK,

1]
2]

o MEMIFINERIERT BT BRI openshift-insights 77 B 1 pod 53R Fi% & FRE R
%, SeAfE, Insights Operator & B B F 8B L (L EIZLIE 1T IR,

4.6.4.4. %M Insights Operator IWEEZ/E

& LAZE M Insights Operator W& IR/E, Z2RAKNERFRILERBSVMBEFL, KN Insights Operator
THEIEHMLIE L% Insights SRS, XIFEAEREN Insights 2RI, MAEMNEBEESLIIE
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(anE&RBELH)) AT BENHEMOINEE. ERLIM Insights Operator 7445 #] /insights-
operator/gathers.json X4 EEFEFHRERENZRIIR. HER, REVRFERGBEEHIE
IRBOERY TR R, FRiAFT—EIRERE,

FRFM

HE

InsightsDataGather B E X FIRR 2 — MATI N ThEE, AT HIhEER Z L0081 @RS
FML (SLA) XH, BINEEATREH A TR, AEFHEEE T IMERFERE], XL
BT ThEE R LA A IR B I H e, HENSER AN BRRERTEN,

BRIABRATGEEEXFEEMESER, WSARATIT i FEH,

INREEHPEATEATE, Insights Operator RTEHEA pod HIZTINEERIE, X2
Insights Operator BJ AT IIEESRIN— Ry, FHZFERTEOEIE IR TDRE,

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5185,

it =

1. # AZ] Administration » CustomResourceDefinitions,

2. 1 CustomResourceDefinitions TTE £, fMA Search by name FERE
InsightsDataGather H{RE L H =T,

3. £ CustomResourceDefinition i#{& /1, m Instances %&£,

4. =\ cluster, AFE= YAML %I+,

5. @i %} InsightsDataGather L& XA HT UL T 9nliE e — T2 R UNERIR/E -

a. EXMAFREWER/E, 51T disabledGatherers ¥ THiA all :

apiVersion: config.openshift.io/vialphai
kind: InsightsDataGather
metadata:

spec: ﬂ
gatherConfig:
disabledGatherers:

-2l @

Q spec BHE EIRERE.
e all [ EZRAmMBRERE,

b. EEHBENKERRE, 51T disabledGatherers # T A S THIE :

spec:
gatherConfig:
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disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

Q@ o uERETA

6. mifi Save,
REFNE, Insights Operator WEEREREHT, BIENABAE,

“ pa =
_ R INEIR IR Insights Advisor BZhEE, I NIRBIEEFR B MAVEILL

4.6.4.5. 3 M Insights Operator W
IR T WERVE, ETLUSH Insights Operator IR E,

BF

InsightsDataGather B & Y% ﬁ/\m MR EINEE, AT INBEAR LR MRS
FML (SLA) XH, BINEEATREH A TR, AEFHEEE T IMERFERE], XL
BT BT E Tklﬁﬁi)*’?mifﬂﬂi%ﬁﬁ’]%ﬁb, HENREF LM ERRERIEIL

BRIABRAT G FEEMNESER, WSARATIT i F e,

FRFM

e LIEF cluster-admin A& A 5155 E| OpenShift Container Platform Web #4145,

it =

1. # A %] Administration » CustomResourceDefinitions,

2. & CustomResourceDefinitions TiELt, £ Search by name FE&FE
InsightsDataGather H{RE L H =T,

3. 7£ CustomResourceDefinition FE{E 1@, = Instances %+,
4. R cluster, AR YAML JETI+F,

BT AT LA T g 2 — k2 FRURER IR 1F

o ESAFMBERANKEREE, 15 gatherConfig /N7 :

apiVersion: config.openshift.io/vialphai
kind: InsightsDataGather
metadata:

spec:

gatherConfig: ﬂ
disabledGatherers: all
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B 4 F A ERERH TR RN
ﬂ fitiBR gatherConfig /N7 LUS FARR B ISR 1,

o EEAENKERIE, EMER disabledGatherers # FHI(HE :

spec:
gatherConfig:
disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

ﬂ PR — DL NRERIRAE,

6. mifi Save,
REFNE, Insights Operator WEER B EH, SRMBNERESD,

% E,E
A INEIR IR Insights Advisor BZhEE, A NIRBIEEFR B MEVEILL

4.6.5. 1= #4012 Deployment Validation Operator #&

IR B %L Operator, H£EEIE G AT LUF Insight Operator BB HAE#AE B Deployment Validation
Operator (DVO) B9%i#E, 4 workload_names {E7510Z! insights- config ConfigMap %I &R e}, T/E
Jﬁjﬂé%ﬂ\tb Openshift B Insights # iZ 7REY workload name-rather & &R, MEE(EEAEREE

El

FeRFH
o FRTIEEERKNE (XERMIAXE) .
o {#f "cluster-admin" A& X F| OpenShift Container Platform Web 24l &
e insights-config ConfigMap *| 77 F openshift-insights #p+ 22 [A] #,

o EHWEREE, HRET Deployment Validation Operator,

AR
1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights.
2. = insights-config ConfigMap *f RiTH &,
3. | Actions F#i#¥ Edit ConfigMap.
4. R YAML HLE #%RER

5. £, {5 workload_names {Hi% & obfuscation B4,

apiVersion: vi
kind: ConfigMap
#...

data:
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config.yaml: |
dataReporting:
obfuscation:
- workload_names
#...

mifi Save, insights-config config-map 1#1& T E T FF.

7. %k config.yaml obfuscation BHHEEE 21X & - workload_names.

4.7 EZPRME P EREERRRRS
& A LAF shIREER L 1% Insights Operator 4%, LA M 32 R [ 4% FRi2 W 1n] .,
BIEZRMLEHF A Insights Operator, AT :

e {3 Insights Operator JR4BIBRIA,

® ¥ Insights Operator ##4 £ £ E| console.redhat.coms

FH, IRE LOEFRTE _EERTERI LI Insights Operator $43E,

4.7.1. 3217 Insights Operator IR 1
IRATHB T IR E B Insights Operator 744,

FRFH

e Ll cluster-admin /" 519 & 5 OpenShift Container Platform,

¥ =
1. ERLER RSN gather-job.yaml B934 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
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key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
--v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m
volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

2. B4l insights-operator fZ &R A :

I $ oc get -n openshift-insights deployment insights-operator -o yami
i Bl

apiVersion: apps/v1

kind: Deployment

metadata:
name: insights-operator
namespace: openshift-insights
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#...
spec:
template:
#...
spec:

containers:

- args:
#...

image: registry.ci.openshift.org/ocp/4.15-2023-10-12-

212500@sha256:a0aa581400805ad0... 0
#...

ﬂ 157 insights-operator 53 &R A,

3. FIERNHRRARNEE gather-job.yaml 1 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
#...
spec:
#...
template:
spec:
initContainers:
- name: insights-operator
image: image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0... ﬂ
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

Q FHEAELA [EE NI H insights-operator B &R A,

4. BIBIEMEL
I $ oc apply -n openshift-insights -f gather-job.yaml
5. AHAF pod BB :

I $ oc describe -n openshift-insights job/insights-operator-job

=1
Name: insights-operator-job
Namespace: openshift-insights
#...
Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-job-
<your_job>
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Hrp
insights-operator-job-<your_job> & pod H9%&#F,

6. WILBRFREETMK :
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
=1
I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. REQIEIA

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

8. B :

I $ oc delete -n openshift-insights job insights-operator-job

4.7.2. £f% Insights Operator 744

& BT LU Insights Operator i F 5 £ E| console.redhat.com, LUZETEBTERI AR,

FRFH

it =

e Ll cluster-admin /" 519 & 5% OpenShift Container Platform,
o A —/NEEEIM; R PREIAI T IFiL,

o MBBIET Insights Operator JIH4MIEIA,

1. F#: dockerconfig.json {4+ :

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. E#I& 8 dockerconfig.json XX {4 "cloud.openshift.com” "auth" 5 :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "asd@redhat.com"”

}
}

3. [ 1FERS _E1EE console.redhat.com :

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F
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"upload=@-<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload

Heh <cluster_id> 2% ID, <your_tokens E¥H pull secret B, <path_to_archives 2
Insights Operator JHR4HIER R,

INRIEIERTD, ZpHRRE "request_id" #1 "account_number" :
i~ Bl

* Connection #0 to host console.redhat.com left intact

{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,
2. mEMmEIRAFE Cluster 35,

3. BERREREE, SEBHAm.
4. ITFEEEH Insights Advisor £,
MR LM, HERERUTZ— :
e INR Insights Advisor &8 & IR [, KRREMERHSET TMERIL
® Insights Advisor Rl BB RIEIZISR, BXEEHHS (K, -, EEM™E) .

4.7.3. [ F Insights Operator $iEE /12
IR LU FRERAANIE, DURRRR U

ARG IPv4 ik LA Insights Operator & 3% 2
console.redhat.com BYEE ¥ Efiti3s,

Digk

==
[=]

AR A, BIERINERRELRESEARIZFH KL,

BERINIE RSV E D BL A SR E8E IPv4 Hthllt, HERARBEAFEPRILRMSE, TRBIBLER
console.redhat.com Z &I, TEEA Insights Operator IF#4 S IP ik B el AR AR A

S FEBEEGE, BMCIERGEIRERNERG FFERFH, B, cluster-
api.openshift.example.com %/ cluster-api.<CLUSTER_BASE_DOMAIN>,

LUF R %2/ F openshift-config an & 22 B Y support secret /5 FIRE.
FERFH

e L) cluster-admin F 7' &5 &% E| OpenShift Container Platform Web &,


https://console.redhat.com/openshift
https://console.redhat.com
https://console.redhat.com
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iy =

1. 5fnZ% Workloads — Secrets,
2. % openshift-config T H,

3. {8/ Search by name F %138 support secret, MIRFFE, 1Hmifi Create » Key/value
secret &,

4. sl Options X H , ARG & Edit Secret,
5. ¥ Add Key/Value,
6. fll#% ) enableGlobalObfuscation #9%#, {E N true, A= Save,
# A Workloads » Pods
8. 1%#¥ openshift-insights 111 B,
&

¥ insights-operator pod,

10. EEJZ insights-operator pod, = Options 3 , A5 = Delete Pod.

1. FMZEl Workloads - Secrets.,

2. 1% openshift-insights T H,

3. {8 Search by name FE&# 58 obfuscat ion-translation-table secret,
02 obfuscat ion-translation-table secret %77€, N5 MAREHFEE I,

&, &AL Insights Operator 7441 % /insights-operator/gathers.json BJ{E
"is_global_obfuscation_enabled": true,

Heth BT
o HNFEH XM TE Insights Operator FHEMNEZER, 1ESMH L Insights Operator W& HIZL
}EQ

4.8. A INSIGHTS OPERATOR 5 A& IR &1 [A] A Fl

Insights Operator EHIM OpenShift Cluster Manager S AR EREIRIANF, HIFEEZEE openshift-
config-managed % % 22|71 #Y etc-pki-entitlement secret F1, & LB RV FINBR 2 LLIET 1 T2
BIThEE, b THFITEMT ., BiTIINEE, aTLERMMERLIETT HREMNAS, METEREITH
TEMEIRME,
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p= =1
LRI MR AS, £EEIE A 2F M openshift-config fv 4 22 1] K support secret ]

=% Insights Operator B2, Red Hat Insights II7E X #l]% ConfigMap % § EE &
Operator, HIRFHEEIEIE, Operator R FLEF L secret WELBM G E,

Insights Operator & 8 /N S AR IR B VT RIAF, (=LA openshift-insights 54 22 (] R A9
insights-config ConfigMap * Ri#{TE BN ZH

) LNV P E IR RS AR BRI, FRESATIRE,

=
3
B

o Ax FIHRNAEVINIIEMNESER, 1ESH Red Hat Subscription Central A4 ARy X F 14 H2 4
BT RIARR,

e HNFEAXTE OpenShift Container Platform FRERA R L ARV FNFINEZER, HSHEME
FR s FZIAETT 17,

4.8.1. Bo & A I =17 (7] 5 A TR B

& A LUE A openshift-insights %54 Z2 (8] A /Y insights-config ConfigMap % REZ & Insights Operator
SANE BRIV F](sca)FIPIER, NFFANBERE 8 /N#HT, BINREEH insights-config
ConfigMap *f KB E R ARV FIRE, ERILIEREIXA sca [E]fE.

XA TR T A0S S A RIBRERTH 2 /N (2h), ARRILUETENS (h), SNEAISE, B
2h30m,

FERFH
o HATIZEEERRE (XERILNXE) .
e LIEF cluster-admin A& A 5155 E| OpenShift Container Platform Web #5145,

e insights-config ConfigMap *| & 777 F openshift-insights #p+ 22 [A] #,

it =

1. #f A\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = insights-config ConfigMap *f RiTH &,
3. = Actions F1%F Edit ConfigMap.
4. = YAML BB kiR,
5. [ sca B XE N interval: 2h LIEFH /NS ARE.
apiVersion: v1
kind: ConfigMap
#...

data:
config.yaml: |
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sca:
interval: 2h
#...

6. mil Save, insights-config config-map 1#1& T E 1T FF.

7. %k config.yaml sca BMHHIER T EXE Y interval: 2h,

4.82. ZABERNAUHE A

& LU# F openshift-insights #3422 (AR # insights-config ConfigMap T 522 F fi B A& 17 [ AR &
Ao

SERFEH
o HHTIERERE (XRBMINKE) .
o Ll cluster-admin [/ 514 & % E| OpenShift Container Platform Web 1Z#I&

e insights-config ConfigMap *| & 777 F openshift-insights #p+ 22 [A] #,

1. 7 X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights.
2. = insights-config ConfigMap *f RiTH &,

3. | Actions F#if¥ Edit ConfigMap,

4. =R YAML P iR,

5. EXHH, ¥ sca @BMHiXE S disabled: true,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
disabled: true

#...

6. mil Save, insights-config config-map 1#1& T E T FF.

7. %k config.yaml sca BMREEE 2 XES disabled: true,

4.8.3. 0 EIZAME ERBTI NS A

NREAT AERBVIAFIFA, Insights Operator A2 5 A EHARE T AIIF], Ea L B ILT
ﬁo

FoRFEM
o HRTIRERERRGE (XRMINXE) .
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e LIEF cluster-admin A& A 51553k E| OpenShift Container Platform Web #5145,

e insights-config ConfigMap *| & 777 F openshift-insights #p+ 22 [A] &,

1. #f X\ Workloads » ConfigMaps #i%f¥ Project: openshift-insights,
2. = insights-config ConfigMap *f RiTH &,

3. = Actions F1%4F Edit ConfigMap.

4. =R YAML A H#ikigt,

5. EXEH, ¥ sca BMiXEH disabled: false,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
disabled: false

#...

6. mili Save, insights-config config-map I8 T E ¥ 7.

7. %5k config.yaml sca BHRIER S EIXE S disabled: false,
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5 5 F WEKEFHE
TEIR R AL B R R R EHE R, AT LAESBhZLIE I fr N IR AT HERR IR R,
BIEIR M
e {#FH oc adm must-gather 55 YK HIEIE
o [IE—HEYSREE ID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, % :
o FHRE L
e RFAE
FINERT, oc adm must-gather 63 {5 FARINRIEH R, HEA ./must-gather.local,
A4, EALERSENSRZTHTRBREEKER, WELITER2 AT :

o EBREE—PHRLNFEINBENEXIEIE, 15EMA -image SEFESR, NLLTERD AR,
a0 -

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0

o EWLEHITHRE, 1E#F M -- /lusr/bin/gather_audit_logs 2%, LTI R,
BN

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

ﬁ E,E
' FEARINERESHN—E D, TRWEHITBERENIHIIKRN,

L1Ri21T oc adm must-gather I, EEHFUIEH P OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHE, FREETHFIIIFEBFEF L must-gather.local FFLHFT B3RS,

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

74, EEILAMEA --run-namespace iU E 6 4 22 (8] FFiZ 1T oc adm must-gather 745,

a0 -
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$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0

5.1.1. HAMEZFFIRE BN ERFIE
& A £ oc adm must-gather CLI f5 5 £ X EHNERENFHE R,

FREH
o TATLUFAEA cluster-admin BE&MA iR EEE,

e B %% OpenShift Container Platform CLI (o€).

T
1. #AEEZ % must-gather BB B %,

INREEREM I EEAIMES, NFEITHNNS R, MREGERNBRHEERE

EB—NMEER CA, BoilEffiX MEER CARMEISKRF . X FEMFE
BRIMRRRAE SR, TS ARIAR must-gather SR 1F IR TR,

I $ oc import-image is/must-gather -n openshift

21T oc adm must-gather # 5 :

ey
I $ oc adm must-gather

BF

INRIKAL T o FHEZERENE 15 A --image FR&/E 7 must-gather B9—&R 4,
ERBEMN B,

F X DB ERBINEIEZFE—DHEHL control plane T 58, AL pod FTBESWR I
E|4:F NotReady #1 SchedulingDisabled X2 control plane 77 s,

a. ORELEHRI, B0, BLEEREFFIFE pod, NIfEM oc adm inspect &% R UNESF
E HRE R,

THIRES LB ST R LURBUEF IR B BTRE B

3. MIINIFEEEY T 4E B P A28 must-gather B RO — DN ESESC 4, 510, £ Linux &4F
REBITEN LZTUTRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))
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Q %50 5% must-gather-local.5421342344627712289/ £ i 1y 5LFr B £ & 5.

4. [EZLIEZ ] UEBIE PSR TE A, R SN RN RS i ] R e,

5.1.2. WEE X ENREREIRE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 & AR KER XFE
TheeryiiifE 2. must-gather TEX RN, SXFEEERTRBITZITENPRRES N IRERNEIE.

3 5.1. T must-gather Hifk
Image A&

registry.redhat.io/container-native- OpenShift Virtualization BIEEINER.
virtualization/cnv-must-gather-rhel9:v4.16.0

registry.redhat.io/openshift-serverless- OpenShift Serverless BB
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh BIZIEINE,
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration- ~ MTC FZIEIEE,
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/odf4/ocs-must-gather- Red Hat OpenShift Data Foundation FIZIEIEE,
rhel8:v<installed_version_ODF>

registry.redhat.io/openshift-logging/cluster- ATFBESICFBTERE.
logging-rhel9-
operator:v<installed_version_logging>

registry.redhat.io/openshift4/ose-csi-driver- OpenShift #Z IR CSI W2 FaIEEIR S,
shared-resource-mustgather-rhel8

registry.redhat.io/openshift4/ose-local- Local Storage Operator BI$#E ISR,
storage-mustgather-
rhel8:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed- OpenShift 2 &ARHEBIEIE.
containers/osc-must-gather-
rhel8:v<installed_version_sandboxed_contai

ners>
registry.redhat.io/workload-availability/self- BT BT =1EE (SNR) Operator #] Node Health
node-remediation-must-gather- Check (NHC) Operator B9 #E IS,

rhel8:v<installed-version-SNR>

49


https://access.redhat.com/support/cases/#/case/list

OpenShift Container Platform 4.16 2 §f

Image 3:D=3

registry.redhat.io/numaresources/numaresou  NUMA Resources Operator (NRO) BIEIE I,
rces-must-gather-rhel9:v<installed-version-
nro>

registry.redhat.io/openshift4/ptp-must- PTP Operator FIEIBINE,
gather-rhel8:v<installed-version-ptp>

registry.redhat.io/workload-availability/node-  Node Maintenance Operator (NMO) BIIEINEE.
maintenance-must-gather-rhel8:v<installed-
version-NMO>

registry.redhat.io/openshift-gitops-1/must- Red Hat OpenShift GitOps FI##EIR .
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets- Secret Store CS| Driver Operator FIEUIEINE.
store-csi-mustgather-
rhel8:v<installed_version_secret_store>

registry.redhat.io/lvms4/lvms-must-gather- LVM Operator BB,
rhel9:v<installed_version_LVMS>

pa -

ZHE OpenShift Container Platform A HKMIRIIRA, HFSHLLIER 1 MisH
B OpenShift Operator A& EHE R T,

FTRFH

o ATLUFEAEA cluster-admin A&IAE iR EEE,

e B %% OpenShift Container Platform CLI (o€).

i =5
1. # A72f% must-gather 21iEHIE %,

2. EH—1=H% ) -image =X --image-stream £#{;21T oc adm must-gather %,

o EINEMRFEINGEHIEA BN must-gather 3B, HHI0 --image-
stream=openshift/must-gather 23,

o HXINEHXBE Y Metrics Autoscaler WEIRMIIENE, H5E TEMMMNE
RERY .

fBlgn, FERLT SRR ERFEIEF OpensShift Virtualization FHFERF S :
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$ oc adm must-gather \

--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0 g

ﬂ 2R\ OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization B9 must-gather 53§
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&7 LU must-gather TESHIASEIREER, LURESE S OpenShift Logging #1 Red
Hat OpenShift Logging Operator #XBIEHE, *fF OpenShift Logging, iZ{TLAT &4 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

operator")].image}")

il 5.1. OpenShift Logging B must-gather i =l

— cluster-logging

F—clo

—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr

—— Cr

—— CSV

—— deployment

—— logforwarding_cr

— collector

| — fluentd-2tr64

F—eo

—— Ccsv
—— deployment
—— elasticsearch-operator-7dc7d97b9d-jb4r4

F—es

— cluster-elasticsearch
—— aliases
—— health
—— indices
latest_documents.json
—— nodes
—— nodes_stats.json
—— thread_pool
—— Cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs
|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms

— install

—— co_logs
—— install_plan
—— olmo_logs
—— subscription

L kibana

—— Cr

—— kibana-9d69668d4-2rkvz

— cluster-scoped-resources

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
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52

L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log

—— namespaces
— openshift-logging

— apps
—— daemonsets.yaml
—— deployments.yaml
— replicasets.yaml|
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
—— elasticsearch-im-app-1596020400-gm6nl.1626341a296¢c16al.yaml
—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yaml
—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
—— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
pods
|— cluster-logging-operator-74dd5994f-6ttgt

|— cluster-logging-operator

L— cluster-logging-operator
L— logs

|
|
| L current.log
|
|

—— previous.insecure.log
—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry
L cluster-logging-operator-registry
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db
L— mutate-csv-and-generate-sqlite-db
L— logs
—— current.log
—— previous.insecure.log
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| L previous.log

—— elasticsearch-cdm-1p8I38m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx

—— elasticsearch-im-app-1596030300-bpgcx.yaml|
—— indexmanagement

L— indexmanagement
L— logs

—— current.log

—— previous.insecure.log
previous.log
— fluentd-2tr64

F— fluentd

L— fluentd
L— logs

—— current.log

—— previous.insecure.log
—— previous.log

—— fluentd-2tr64.yaml

—— fluentd-init

L— fluentd-init
L— logs

—— current.log

—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz

— kibana

L— kibana
L— logs

—— current.log

—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy

L kibana-proxy
L— logs

—— current.log

—— previous.insecure.log

—— previous.log
L— route.openshift.io

L— routes.yaml
L— openshift-operators-redhat

3. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, &M
AT ep BRI IR BOA SR B EUEH KubeVirt FEE R -

$ oc adm must-gather \

--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ 2R\ OpenShift Container Platform must-gather £ {5

9 KubeVirt B must-gather &
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4. MIAEB NN IR must-gather B RO — L4630, B0, EEA Linux BIERSH
HENLZITU TGRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ @)

Q %50 5% must-gather-local.5421342344627712289/ £ i 1 5LPr B £ & 5.
5. ELMEE 7 MSHIZE P SZRF UTE A, 5 46 ST R I B S B S 5 () LB AR,

5.2. Hth TR
e HE X Metrics Autoscaler W& i #01E,

® Red Hat OpenShift Container Platform 4 3 EHIEER

5.2.1. WERMLE A E
R AT LAIE B R AR T S LI 2% B

Pk
1. {£F -- gather_network_logs i21T oc adm must-gather 343 :
I $ oc adm must-gather -- gather_network_logs

EINER T, must-gather TEMEEHHIFTAE T U OVN nbdb #1 sbdb %
&, ANh0 -- gather_network_logs &7, FHE S ESE OVN nbdb #iEEH
OVN-Kubernetes E55H%I4 B 5.

2. MI{EBRHNINIGIER must-gather Br OB — N E4E30 4, B0, EEA Linux BIERSH
HENLZITU TGRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

Q ¥ must-gather-local.472290403699006248 & 2y 5[5 B 5% & 5.

3. FELMEE S I MISEE SR TIE A, S48 IR IR0 SR AR,

5.2.2. Bt must-gather %R

% {#F oc adm must-gather e TEHKIEN, ERNRINRAEEERRNEMHEIEN 30%, AE
30% PRIEfE, BEsmAl, WETREEL, KEINERSTHREHWAREE S, BERIZIT must-
gather 8%, BMEE—NEEFEZEMBTENDSR, FFHNESRKEB DL,

KRB AZEFEMERSE, MAERELULTREIBERER.

it Bl

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...
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FeREH
o ATLUFEAEA cluster-admin B&MAE iR EEE,

e B%%E OpenShift CLI (oc).

it =

e {#FH volume-percentage 171217 oc adm must-gather 845, #{ERAEHBIT 100,

I $ oc adm must-gather --volume-percentage <storage_percentage>

5.3. JKEX&EEE ID
ERIEZFREERN, REEBNHMITATRBRERER., ELUFER OpenShift Container

Platform Web 12HI& BEFRER ID, AR LUER web #2H]HA 2 OpenShift CLI (oc) FIIKEXNEEF
ID,

FeREH
o ATLUFAEA cluster-admin BA&I A iR EEE,

o RETLLIA ] Web 2Rl & %% T OpenShift CLI (oc).

AR
o {HM Web #HIAFF X FF L 3 BEhETE SRR ID
a. MIEESME (?) help Fi%F Share Feedback,
b. M Tell us about your experience 0 52 Open a support case,

o {HM web #HIAFINIRENERF ID :

a. 1 AZl Home - Overview,

b. Z{HEIETE Details 789 Cluster ID T,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZ{TLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.4. xF SOSREPORT

sosreport —“™"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
SWEREIFE. REGEMZIBIENIER, sosreport 21 T —FITER A ERINER KT B2k
SR ARG LUR A LINE T LLF1TIZ .

E—EERT, LIEXFATRESERENREE OpenShift Container Platform 7 s I 5 sosreport 744,

flan, BN UREFSEEERS HEHEMEE IIETE oc adm must-gather Hij BB FHF 17 s BIRFE K
?EO
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5.5. 7 OPENSHIFT CONTAINER PLATFORM ££5£ 77 sR £ Bt SOSREPORT
U35

; OpenShift Container Platform 4.16 £ 8577 s 4 X sosreport B9 5 &2 @iT debug pod.

SeRF M
o RAELUEMESA cluster-admin & &I 10 R,
o MEFEBEBRIIEHA SSH 1 [FITLRR,
e B%% OpensShift CLI (oc) .
o (EBELINEIET KB I .,
o MBLIIEEF MK,

o BMEA—MIEXEHA D,
it =
1 RERVERE T R -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HHFTERELHFIEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

TIEE PR s i AT E NoExecute 3R debug &1, 15 dummy &= ERIN—INE
FR, FF7E dummy a4 22 (8] F/E5h debug pod :

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

3. ¥ /host i% &7 debug shell AR B, debug pod 1E pod H#J /host F#EE EHLHI root ST
RE%, [FREFH /host, ERILLZTENTHITIREPSEH ZHHISTH -

I # chroot /host

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 S8 1T m A A4, ©KiF Operator KN AL TN, FEIER
SSH i RERTT =, B2, R OpenShift Container Platform APl RAETf, =X
kubelet ZEB IR T mLTTEIE R THE, oc BIERSZRIRN, TXMERT, LA
{58 ssh core@<node>.<cluster_names.<base_domain> 31777 s,
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4. J55) toolbox B2y, HATIEIZIT sosreport FTEEHI — 3§l ST FNIEHF -

I # toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'

already exists.Trying to start....{#F§ podman rm toolbox- fiIfR EE7EiZ1THY
toolbox® 28, FHEMITHI toolbox B25 LU 72 sosreport 1& {4 H T A]

5. I5% sosreport 914,

a. 1517 sos report 884y, 1E crio l podman EIRE N ERIFEHEPREE :

i
I # sos report -k crio.all=on -k crio.logs=on -k podman.all=on -k podman.logs=on ﬂ

Q Kk ALETERRINEZ S E XL sosreport EESEL,

b. @ik : BEEAXMEFT SA OVN-Kubernetes MZEEMIER, HZTUTHS :
I # sos report --all-logs
c. IR7NEHR Enter BE4RLL,
d. RIS FFRHE ID, sosreport I ID RINEIFERHISTE L,
e. sosreport HiHIRME T VIRBIALER checksum, AT RAIHH 51 A #FREE ID 01234567:

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4de

Q sosreport JFHHBISHFERETE chroot IMEZ 4, EH toolbox BEFRTE /host HEFEA
BIAR B %,

6. FERAUTAEZ —NIIEZHFIRME sosreport TR LUE DT,
o JSTHEEREM OpenShift Container Platform $E8F_E (&R INA LI #F 0] i,

a. 1f toolbox F2:M, =17 redhat-support-tool 5714 B M AN BN A L1108 2 15 n 0l 5
A, XANRBIE R REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz

Q toolbox BT EHNBIRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BEFHIRE & (21F /host/ ) BI4EXTERTR,

o fixf ERBIHALIE R,

a. 1217 oc debug node/<node_name> 1% sosreport V1, FiHHIHEEREISHE
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B, S ELEDEELEIM oc debug &iF :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-
01234567-2020-05-28-eyjknxt.tar.xz

debug BEF ENBIR B FHEEEF /host, EIEERFIEREMBIIHERN, 518
debug BERMIR B RILXTRE, S1E /host.

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 R AR AI %, KT Operator RN FAERBEN. T
BIER scp MERET =% fi sosreport 914, B2, IR OpenShift
Container Platform API RATF, =k kubelet £ B 5 17 m LT3R IE & T1F,
oc BIEMSZEIFM, EXMIBERT, TLLETIZIT scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> M7 s 2l sosreport V3143244,

b. 1EZIIEZE 1 LB Customer Support T1E it ABIA B3 AIRI

c. 1%&# Attach files FHIRIR = EE 14X F,

5.6. %16 BOOTSTRAP "B &

INREES bootstrap #HXBIF#, BILAM bootstrap 17 mUi& bootkube.service journald 5 5t H & #]
';?é\%% E le:‘:\O

FRFM

o EBEHZ bootstrap 1 s SSH 1 AT R,

e EH bootstrap T RHITEREE .

it =

1. 1£ OpenShift Container Platform Z&&i1 271, #1f bootstrap 17 s bootkube.service
journald 5t A, & <bootstrap_fadns> &y bootstrap T/ mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap 7 s L H) bootkube.service HE&HiH etcd connection refused %%
R, IXFIR bootstrap BRZ5 23 TTiATE control plane 17 s %8 %l etcd, EEN
control plane TR E/F5) etcd BT REMAREG, HENIZREL,

2. f#H bootstrap 17 =L podman M bootstrap ' RARINERER, ¥ <bootstrap_fqdn> &t
H bootstrap 1 REISTERIREFH S :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'
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5.7. &R T s JOURNAL BH&
&R ATE R IT SR BE T 289 /var/log &R journald ot HEFE AR B,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B%% OpensShift CLI (oc) .
e APIBRSMAR LUER T,
o MEBEBIIEMNM SSH Vi[RI RR,

i

1. & OpenShlft Container Platform &2%77 s # kubelet journald £t HE&, LU FREIES
control plane 775 :

I $ oc adm node-logs --role=master -u kubelet 0

ﬂ RIBIS R E#: kubelet L &R EM A ITHE,

2. MEBT =L /varllog/ THREFBERIERRE.

a. iKEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHFE control plane 17 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR., UWTFRAIHEFEBRE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. MR API TEEBTIIE, 5HEA SSH REFBANTRLEMAER, UTRAIZ
/var/log/openshift-apiserver/audit.log FIEZFHIA A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

i

= -

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8V | AR 48, KT Operator KN FAERBEN, FEIX
{8 SSH 1/ &8 17 Ko Eﬁﬁﬁﬁ SSH W12 #dERI, 151217 oc adm
must gather F1Eh oc n‘ﬁ B IRE LR EWHHE. B2, MR
OpenShift Container Platform API R f, =k kubelet £ B IR T R EFTIEIE
HEITF, oc BIENSZRIRN, 1EXFIER T, ATLAMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 &2,
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5.8. M4&BER A A

WEMLLBE (UHESHRICKNFER) B LAEEBLIIE ST REXT R4S [nl A 1T i FE HERR

OpenShift Container Platform ZHFLAM A X HITILEBER. BEE FTRIALFEFEEBNEEMNH L,
7% 5.2. TR EER L

Ak L= HThAEE

WEEINMLEER — EAUE—IRENT R ERREENR FEHUTEIE SR, El R E RSN E,
BRI STE R MTY R EEIE F imilas.

ISR ABERR S IR F AR A MAEE M M RE. iTRIESHIR, HUTHRA L HErR
&, F{ERBEKIZHRE,

M OpenShift BRAILE— DT RH— N BRPHTRESHRK, BTUUREARZ1T tcpdump &
Container 4, DUBEE A LURHIE0E S ik p s LEaT ],
Platform 7" =&
92 Ik £ 4% B B ISR F ) E s S, MARMGBENE, AEFiEEFEaER,
(trace)
b 5% A cat 5 shell EEMANBIEEMNT R BB HAHRIESEFREE KT EN
+,

5.9. W& ENIMNLEEER
B, BIERZEEFRFHEKZ AN T m EMEEEE L T 5 M4 <M n] B EHERR,

& LU#E A oc adm must-gather #3570 registry.redhat.io/openshift4/network-tools-rhel8 & 2557 %
HAERBERE T REIES. DR TE B RN M5B LE n AT EEHERR,

oc adm must-gather &% B FERE 17 =2 L pod #3217 tcpdump %4, tcpdump 5105 pod A

HIRMEIEE, % tcpdump 5 EHA, oc adm must-gather &3S &M pod HIKHIEIE S L HBIE
HIE iRl ER.

R

LU R B Rflan 585 7 A tepdump s SHITRIEEMHIR, B2, ETLUFE -image ZHHIEE
MAREGEPZITERNGS, UERNMSDT RUEHIEHIRES.

SEREH
o LIEZH cluster-admin A& 515 & %% OpenShift Container Platform,

e B%% OpenShift CLI (oc) .

it =

1.

I

TUTGS, ARLETRLZTRETHRSREESHIX

--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>

ié,
$ oc adm must-gather \
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
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--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>

--timeout 30s \ <.>

--\

tcpdump -i any \ <.>

-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 25 E oc adm must-gather IR S H K EIEN FE w2 L
/tmp/captures B k/, ERILEEEMATEBR, <> % tcpdump £ oc adm must-gather
JATHETEY debug pod HIZ1THS, --source-dir S35 E IR S KMIHET Z6E7E pod LY
/tmp/tcpdump BXH, <> The --image S IEE DS tcpdump i SRR K. <> --node-
selector S RAIEIEETE pod LB /tmp/tecpdump B X HUTEIEEHIK, ENEBERAR,
IRAI LB E --node-name S M AR E LN T R EZITHIES I, MNRA --node-selector
# --node-name ¥, NIEUEDHIRTERE TV R LEHIT. <> --host-network=true S 2 )
F=H, MEET RPMSEO LHTBIRSHK. <> --timeout SEFNEIEEIZ1T debug pod 15
3 30 #, INEREIETE --timeout SEFNFEATE, M| debug pod £121T 10 2%8h, <> -iany
SHAT tepdump 4, IBEMAFMAMSEZED LMNEIES, FHIERAR, ETUIEEMSE
BEOA,

2. PUTUIIR Web N AFRIE, 1ERMLBEREIREIE A& W25 & (5 )&,
3. #%& oc adm must-gather M pod ZXEI%& F imA 25 B BURE SR U -

tmp/captures

— event-filter.html

— ip-10-0-192-217-ec2-internal @)

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:31.pcap

— ip-10-0-201-178-ec2-internal @

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:30.pcap

—ip-...

—— timestamp

MRS RREET IR ENG. BRNXERMEFH, NRELEIRE --node-
selector 2%, NEHRAH B EXHHFEFE,

5.10. M. OPENSHIFT CONTAINER PLATFORM 1 s B2 N E M 4% B i
(TRACE)
EAES ML E X OpenShift Container Platform [RIZHRS, £108 A RS MIFER OpenShift Container

Platform &8 1T RN MEFE B2 H RKMEEIEEEER. 7E OpenShift Container Platform ARIEIEM%%
trace BB 75 E 281 debug pods

SeRF M
o AEILUEMESA cluster-admin & & 10 R,
e B%% OpensShift CLI (oc) .
o HEA—NIIEXFFFE ID,

o MBLLIEVETT HEMIT I,
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it

62

ERIEE S Rk,
ERER B EHE SSH Ui FITLRR,

CIREERF T RIS -

I $ oc get nodes

. BT REHA— debug Rifi. FEREEHIE N —1 %N <node_name>-debug HJ

debug pod:

I $ oc debug node/my-cluster-node

. ¥ /host i% 7y debug shell FEIRR B, debug pod 7 pod 4 /host F#EH EHEY root SXHFR

Gio MRB TN /host, ERILLZITEN AT HATIRE P S E 89 IS4 -

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 87T mAA 2, ©EKIIF Operator XN LR RN, FEWFER
SSH i R&ERETT =R, B2, R OpenShift Container Platform APl RAETf, =
kubelet E BT T mEFEIERE T, oc BIENESZEIF M, EXMIFERT, "L
{58 ssh core@<node>.<cluster_names.<base_domain> 31777 s,

4. 1E chroot IMEIEH| & FREXN T =iEOLKM -

I #ip ad

5. J55) toolbox F25, HAGIEIZ1T sosreport FrEs B Z &l ST FIIE M -

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'
already exists.Trying to start.... Z# & tcpdump HIL A, EEA podman
rm toolbox- fIFRIEFEIZ1THI toolbox 25, FHEMFT toolbox B2,

6. EERT RPN tepdump &iF, FHREHEERBFRXEH, XNREIER enss FhED

2FE

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

@ tcrdump BISTHBARIE chroot FEZ 5, B toolbox FERTE /host At E EHHIIR
E%Q
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7. MR R EMBESRRE tepdump WK, THERIUTSIRIRE,

a. AEBTrA25 ID, chroot host i 5T iX—4 A B crictl 85, E N toolbox B231E /host
REEHENAREF :

I # chroot /host crictl ps

b. FAERZRMIIIZ ID, EAHIF, &L ID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. EARZH LS tepdump &1, FIFHIHEERERIK I, AFIFEH 49628 1AM
##2 1D, ens5 2O ZFR, nsenter R EABIHEN M AR EHERRE A FIZ{THR
m_lﬂjzﬁﬁuﬁhﬂﬁﬁﬁiﬂ — NBHRHIHIR ID, tepdump 5 MENIER LA ZZEE F

T

151
# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

@ tcpdump BISTHBRRIE chroot 25k, H toolbox FEBRIE /host Ak EH
HIAR B 5K,

8. HRLTAZEZ —MALIEZHFIRE tepdump ST H T DM,

o I3 EHREM OpenShift Container Platform $£&% £ % BIHI A LGS # A,

a. 7E toolbox 25, 1217 redhat-support-tool 112 X {4 B Mt AN EI I A L1058 S 3 n] i 2
R, XARBIER REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

Q toolbox BT EHBIRE FHH T /host, LIEFEEE T redhat-support-tool &
o EERSUER, A toolbox BERMMRE R (23E /host/) BILEXT R,
o Yt LERIIIBLIE R E A,

a. 1B17 oc debug node/<node_name> f45H%E sosreport 71y, FIEHIHEER IS4
B, LSS EREEERH LA oc debug &1 -

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BFEF ENBIR B FHEEEF /host, EIEER FIERMBIIXHER, 518
debug BFERMIR B RILXTRE, S1E /host.
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2 3

cak

1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.16 &8 TT A A2, ©KIiF Operator XN AEEEN, K
BIUER scp MEEET =L Hi tecpdump X, BE, R
OpenShift Container Platform API RBJF, =k kubelet ZEBHrT m LT
EETIE oc BIEREZRIRN, EXFERT, ATLUZTT scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> M— 77 =&l tepdump K

b. 1EZIIEZE 1/ MiLEY Customer Support T1E it AIIA B3 Al R,

c. 1EH Attach files FHIRIR = L4 F,

5.11. WL R IR HI2 B BN iR

TEfZ R OpenShift Container Platform [AIIR, 4108 RE R RIEIFIZMAEUE LE B FFnHL AR, X
AILLEI AR 1] Mihsk A redhat-support-tool #3435 E#& M OpenShift Container Platform 5%
ERB TR,

FoRFEM

it

64

e LIMEREA cluster-admin & &I i 0] £,

B &% OpenShift CLI (oc) .

=

ERER B EHE SSH Ui FITLRR,

=

EBLNEVRAET A E T 1,

=

EBLZIIEE ] Bk,

HEA—DE R D,

BT LR R ] b2 kR £ L B AALLIE s R R AR AR,

1. {£F oc debug node/<node_name> i 5 E— OpenShift Container Platform 77 s &
BWIZEXXE, FNREEERRIXHES, LUTREE debug B2 /host/var/tmp/my-
diagnostic-data.tar.gz £ %%l /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

ﬂ debug BAFENMIRE FHEHEHET /host, FEIRER T EEMBIIXMHE, 51 debug
BERHRE R4 ERE, B1F /host,


https://access.redhat.com/support/cases/#/case/list

B 5 B WERERHER

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 | A A 2F, BKIITF Operator KN FAERBEN, FEIX
5 scp MEBET RIZHISUE. B2, 10R OpenShift Container Platform
API RETH, =X kubelet EE IR T m ETRIEE TE, oc BRIERESZTRIFM,
EXMERT, TLUER scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M\—7 R E 2B T4

2. TELLIEZE 1 MIGH) Customer Support U1 Fiff A TG B9 F A i,

3. ¥ Attach files FiRIRR L% 30t

o JHZUFEIEIERE M OpenShift Container Platform 58 b X BT A LLIE S 0 A,
1. IREVERF T =FIK .

I $ oc get nodes

2. EEWHTREH A= debug Rif. HHFTRELHFIMEH—1 % <node_name>-debug HJ

debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1 debug shell IR B K, debug pod 7 pod B /host FR#EE EHLH root X
HXR5, MIRBRU /host, EHEILLZITENAIHUTEREH ST EM ZFHHISXF :

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8V M AR 2E, BKITF Operator KN FAERBEN, FEIX
6 SSH Vi 5EE T ==, B2, 03R OpenShift Container Platform API AR 8]
F, = kubelet BT RETEER I, oc BIENEZRIRN, EXFHE
RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
IREP=W

4. 3%/ toolbox B35, HASEIZ21T redhat-support-tool Fff & HI Z i §l ST -

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fi s fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fi|fR EE7EiZ1THY
toolbox &%%, FHEMHTH toolbox B as LUk F I A &,

a. 1217 redhat-support-tool ¥ debug pod FISZ 4 B M AN EI A BILLIE X R0 & H AR,
XA BIE AR EE 1D '01234567" Fl7R IS4 &R /host/var/tmp/my-diagnostic-
data.tar.gz:
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# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEFEEE T redhat-support-tool &
o EERSUER, A toolbox BERMIMRE R (23E /host/) BILEXT TR,

5.12. = F ToOLBOX

toolbox = —“NE Red Hat Enterprise Linux CoreOS (RHCOS) R4 LEHIBRHBMNIE, LITEFEH
FE5I 8 &1217 sosreport 1 redhat-support-tool &y ST Z 5 ST AR I A 25

toolbox AHFHNETEBHNZRELIE R NERMRLIETR. B2, URFEHANSHIE, &
LA 0 RPM B @S2 TR ST 1 TR BRI B R,

Y43 REE toolbox S
BINER T, 1217 toolbox 555N A registry.redhat.io/rhel8/support-tools:latest 55 &R 25,

ZHEREEREANIEIR, NMRFE-ITTEHRN—RONFIERBERETEAT REE
&7, ATURERIANTHE,

FRFM

e Z{#f oc debug node/<node_name> 351/ [A] T m.

it =

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#EE EHH root XHEF
Yio [HRERECN /host, EAILLZITENAIHUTIRZE RO E/ ZHHISTE -

I # chroot /host
2. JA5)) toolbox 2 :
I # toolbox
3. REHANNTMHS, 20 wget:

I # dnf install -y <package_name>

{5/ toolbox JA B B &
BINER T, 1217 toolbox 555N A registry.redhat.io/rhel8/support-tools:latest 55 &R 25,
f&A LLR T A8 toolboxre X4 F18 & Bz TR IR B sh Hth iR,

FRFM

e Z#f oc debug node/<node_name> #3451/ [A] T m.

it =

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#E#H EHH root XHEF
Yio FHREREBUN /host, EAILLZITENAIHUTIRZE RO EM ZHHIS0H -
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I # chroot /host

2. #Eroot BFPMEBRS, GIE—/ .toolboxrc 3T :

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

ﬁ ik - IEEB AR registry,
9 15
3

EE RN BRE K.
A% : 5E toolbox BEMIER L TR,

3. ER&BAHRAED) toolbox Bas :

I # toolbox

INR—NBEFEH toolbox pod E1E

B 5 B WERERHER

M toolbox fr5 &%t "toolbox-'

already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ1THY
" toolbox&as, FFHEMHTH toolbox BFEFLLELSR sosreport 4 I H] 1,
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6 B KR MMEL
6.1. A SREFRANS R ELEREFAS

& A LRI & 16 clusterversion BHREFREL— 4 OpenShift Container Platform SEE#AIA& B S A5 B4R,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

it =
1. EREERA. TR, SITREUREIRE

I $ oc get clusterversion

i th o Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. IREVERREAIAG, 3T AR SRIC KA I -

I $ oc describe clusterversion

i tH 7 Bl

Name: version
Namespace:
Labels: <none>
Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457

State: Completed
Verified: false
Version: 4.13.8
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5B 7 E IEHkR

7.1, REEEHERR

7L BERRAEERELE

L%} OpenShift Container Platform &% (| #li TS BEHERRIT, BT LAR R R & B & RAEEW N ER BN
i, RE, KRESZYEABEXFZERETE,

OpenShift Container Platform RS2 GIELU TN ER :
1. BI& Ignition BE & ST,
2. bootstrap H.28E 53 FFIAIEE control plane H235| S AT B HILTE FR,
3. control plane HL23M bootstrap #2831k EULAR ¥R FH 52 E 51,
4. control plane #2318 F bootstrap Hl2s2HK etcd &%,
5. bootstrap H28FE A etcd B FBNImAT Kubernetes control plane,
6. IImH} control plane 4 ££15% control plane JHE %! control plane #1825,
7. Ikt control plane k#l, FIFEHITNER 45 £ 7% control plane,
8. bootstrap #123F OpenShift Container Platform H4&FRINEI4E 148 control plane,

9. LR KM bootstrap Hl2%.

1. control plane LA—%H Operator I RN REHMARS .

2. ERTHHEEARZFENERAY, SRAEZIFHIIEH IR worker 125,

7.1.2. B EENEAMBH LR TEET

MNERAEEARREFEFNEMENL, N FRERFESHEMBRIIIER, OpenShift Container
Platform AT EREHNAEAE, SERFERAELT, HE TR, TLUERALLThRERERE &M%
BRELAIZR,

IR BT LATE B IR AR E A2 M) _E R % OpenShift Container Platform 4.16, MIRIEFE A XN RE S X,
HREBEAMBENEMBNEREXEINRE. HH, EREMEEEUTE

e #FE Red Hat Enterprise Linux (RHEL) 48R40 RBIRE R E SR E AR SS SFE S E U
EREE AT LUK 1889 Red Hat Enterprise Linux CoreOS (RHCOS) i E B 7,

o REEMELHNENRRTEAET " RRFFRAPLENE, BRGIEREFE BT FIHRER
ENTRCIHENEHRE,

o MRZ|EANEEM. BRFRFHEHA. T RENBE Kubernetes ENAMTUKRER BT BEF
TRE, HRERDHNEEREN.
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p= =1
A REERRHENRE, SEBESMIENKENTFSB OpenShift Container

Platform EMEH S AT HN RN, T RESEREFISTRVFERBIME G
FAAERBY T RININEISR R, BEXEBES DN EEN,

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE N B Machine API SZE],

o KMEEMETHNAERESIRME TS Ignition EBEXMEAEHMAEENEMAETREMN—ERD,
INRAIXEM, NMFBEFEAH HTTP RSSRIEE Ignition BLESXHE, 2R Ignition BL & ST A K
SRAKRIE 7 XH M A ENATRMAEMTR,

o MREF AT EMMELSRHEM, MERARX SR registry. Elasticsearch 5 Prometheus, NEEF5)
BRfEiE. MRIEBRIITTEE, ArBaNEREREPRE LEKIAFEEE,

o EET A OpenShift Container Platform IfEH, TE—NMAEHIE2IRIEFTA control plane

TR % APLIER, &0 LUEBE#E OpenShift Container Platform DNS & E #1025k
HETF TCP M EFEARR AR,

7.1.3. 7€ OpenShift Container Platform a0 7 i #1€ 25 ECE

TEFF4A OpenShift Container Platform &R, 15 E B HI9ERECE.

FRFM

o CIRBAFEE T AL MM, S OpenShift Container Platform &%, T REIETFE
FA HAProxy WEEBHIR (4 71 9 #1AR 5589 Red Hat Enterprise Linux (RHEL) F#l.

e JifE% OpenShift Container Platform ZEBHECE T DNS 45,
o BRI SSH 15[ RR,

iz
1. #2% haproxy systemd RS2 ETEEX :

I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. Wik E RS ELRRAMERO, UTRAISIAEO 80. 443, 6443 #1 22623,

® XIF1E Red Hat Enterprise Linux (RHEL) 6 LjZ4TH HAProxy SEfl, &£ netstat &5
EIm RS -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 2% 8 L2179 HAProxy 5L, E{#F ss s
T RS -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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==
ZIHEEEINAE Red Hat Enterprise Linux(RHEL)7 = ‘EEEH&Z!KEP{%FH ss S MA

/& netstat, SS H iproute X IRMH, BX ss MHHIFEIFESE Red Hat
Enterprise Linux (RHEL) 7 MAEVE T8,

3. KEBECHT DNS 0% 2B WA 1 H 35 -

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 52 F H &S

MBS T, OpenShift Container Platform &2/ BEN 1% E S info, MNRIEIZRI K
OpenShift Container Platform Z&ENBEZRIFMHBEEKILEK, EaIUEEFHFIRLEN T openshift-
install H&43/1R& 5 debug,

FRFM
o HUMREFHEFTR,
it =
o HEEMRENFRERTIHXES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

ﬂ Al BERI B &4 24E info, warn . error 1 debug.

7.1.5. openshift-install #3457 R B FE HERR

INRIKIEIZ1T openshift-install S HFNEEI A, EREUTRE :

o REITRTE Ignition BEEEXHAIRESE 24 NNRE5N, BITLAT e mif Al Ignition XX :

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X5 RERFMUTFR—1ExP. NREMA Jopenshift-install --dir 177
BT Hth A EMNRERE, HRIE install-config.yaml X4 R EEETIZE R,

7.0.6. WEREIE

& 8] LAFE OpenShift Container Platform &t 2/ IR im0 | 245, bootstrap #1 control plane B &,
XiEE T RESE IS, HEBTFIRMIRERMMN .

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,
e B% %k OpenShift CLI(0C).

o EMEEAEFIEHAE SSH I FHR.
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it

e &4 bootstrap # control plane T/ TR E 4.

#tA kubeadmin 1 ] 7 &2 4% F 1BV <install_directory>/auth/kubeadmin-
password F 5,

. Eﬁﬁ *E':P”PEKEE/L.\:

I $ tail -f ~/<installation_directory>/.openshift_install.log

. 1E bootstrap TIm3|5/&, ¥ bootkube.service journald #THE, XA LK T fRE—

control plane #J bootstrap. ¥ <bootstrap_fqdn> &4 bootstrap 11 LR EH A :
I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
¥, IXFIR bootstrap BRZ5 23 TTiATE control plane 17 s %8l eted, EEN
control plane 7 s EJH5) etcd B RBMAKEE, XMERENZREL,

. BIFE, W#E control plane 17 m_E# kubelet.service journald Lt HE. XA L& T ## control

plane 17 RACEEEL,
a. ﬁﬁﬁ ocC ll/‘j:'mEu_.\ .

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 3155, "2 control plane 77 s _EH crio.service journald ¥t A, XALLE T #2 control

plane 77 R CRI-O B2HZ 1T BIED,

a. ﬁﬁq ocC W‘j:wE/L.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

7.1.7. Y85 bootstrap T RiZ Wi EiE
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%38 %5 bootstrap #8XHIAE, BTLAM bootstrap 77 mUi%E bootkube.service journald £ TBEHNE
%% E ljlll:\O

FoRFM

it =

o BHZ bootstrap 1 s SSH 1 AT R,
o EH bootstrap T RHTLREE A,

o MR{EMA HTTP IRSS5ERIEE Ignition BECESLH, NIAIEAR HTTP RSS2 REE A MmO
Bo IEWAEI HTTP EHEY SSH U5 IAIF R

1. SR AT LU A bootstrap 17 mBUIRHIA, EAIREHIE, BRI A LUREERRT,
2. J8IE Ignition XFECE.
o MREER HTTP RS EFEE Ignition EZiE X4

a. IIF bootstrap 17 s Ignition X4 URL, ¥ <http_server_fqdn> iy HTTP AR5 2384
TEREES

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

Q R RRE R, RIS EM URL A Ignition X, %4 4aIRE 200 OK ik
B WIREA, ZenH RO 404 file not found,

b. BXIE bootstrap 11 s A UE! Ignition X, EEIHRS EN LM HTTP RSB E.
fBign, WNRIEFER Apache web AR5 ER1Z 4 Ignition X, 1HFMIALL TGRS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ik
B, IXRTNIERKI,

c. TNRKRIE Ignition X4, HEIEE Ignition XHEREEFE, REERSENLESEYN
CHEFN Web AR5 251X R

o MNRE[FERTHENFEHNHET Ignition BEE XA EAEHAE W EANREREN—ERS
a. &%& bootstrap TV RHIIEHIA, LUAENGIREEREA bootstrap 7 s Ignition 34
3. BE bootstrap T MO EMEE X EEE T A,
4. B bootstrap 11 B B M DHCP BRSSO B T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald HtHE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTLREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
#, 1XFR bootstrap BRS5 88 ToiRTE control plane 17 R L% # % eted, EEN
control plane TR E/F5) etcd BT REMAKEG, HENIZREL,

6. M bootstrap T mARKEBE,

a. fff bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> &ty bootstrap 7
mMERREEA :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. W03 bootstrap it F2KN, BHRIELLTHA,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEIMEIRNIBIHO 6443 i£#E] bootstrap # control plane TR, BFRREEREHE
OpenShift Container Platform REEK,

7.1.8. & control plane 77 s 22 2% ]l
INRIEBE control plane 11 &R E (R, 1EHATE control plane 1752 OpenShift Container Platform {4
TE L HIRLE (SDN) FIRILS Operator A7, U5 kubelet.service. crio.service journald ¥t H&F
control plane T mAZHERE, LUK control plane TR IE, CRI-O B23217HIH1 pod MIIE .
SeRFH

o EHALUFERER cluster-admin & &K HI&EE,

o B &% OpenShift CLI (oc)

o MEBEBIIENM SSH Vi[RI RR,

e &4 bootstrap #l control plane T/ TR E A,

° ﬁﬂ%ﬁﬁﬁ HTTP fRS52:¥EE Ignition BECESXX M, NIIEE HTTP RS 2T 2R EE & MmO
AHTEE HTTP EHE SSH 15 AT AR,

p= =1
#1A kubeadmin L 0] 7£ &2 4% E B9 <install_directory>/auth/kubeadmin-
password F#EE,

Pk

. BIRIEFLLYT ] control plane 17 RBYIEHIS, FIREEHEE, BETRATUREERRTR. %
ﬁ T*HEI:F' |gn|t|0n EIL;\/%/L.\EHUH:IIEIJ*E%IJ

2. BF Ignition XTEBCE,
o MNREER HTTP IR EEE Ignition EZiE T4

a. BE control plane 7 & Ignition 32 URL. ¥ <http_server_fqdn> &#: 8 HTTP RS
FHTLRRERS :
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I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ

@ - EUIREERL. MRIEER URL A Ignition X, ZMHRIRE 200 OK
B WMEREA, Zir5S4&[[E 404 file not found,

b. %Eﬁ_ﬁifl: control plane 7 REEYE! Ignition 3T, HEMARS ENLLEBIHTTP BRS52H
H. BN, wRIEEA Apache web BRS5 23R Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INR U E] master Ignition X4, EXE HTTP GET HEEEMEE 200 OK A INRE,
FRRIE KB,

c. FIRAKRULE Ignition X, FRRERSEEFETRSIN L. HEREHBISTHIRRF]
P T AR 55 28 PR

o MIREER B EHEI Ignition BLE ST A ENAF W EAREBEN—EBD

a. A& control plane T mMIEHIE, LUAENHIEE EREA control plane 775 Ignition
X4,

3. RRELEL control plane 1T RMIEME XS RE A A,
4. E control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutit,

5. A7 control plane 17 mURS.

a. Zif] control plane 77 SURT :
I $ oc get nodes

b. WIER— control plane 7 mi% B4 F Ready IR, KFRIFMBYT ik
I $ oc describe node <master_node>

INREAN L L [FHFE OpenShift Container Platform API TBi%i51T, =&
kubelet & BEBN T RLIZTT, NIFEEZIT oc tady -

6. FATE OpenShift Container Platform SDN k75,

a. 7t openshift-sdn f & 22[A|N & & sdn-controller. sdn #1 ovs PP F2E MR ¢
I $ oc get daemonsets -n openshift-sdn

b. WRXLFTIRF Not found, 7 F openshift-sdn 3% Z2[A] Y pod :
I $ oc get pods -n openshift-sdn

c. 7 openshift-sdn %4 22 A b 5 KA OpenShift Container Platform SDN pod #85%HH

==
10N -
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I $ oc logs <sdn_pod> -n openshift-sdn
7. AEREMSBEERS,
a. BEEBENMBEERGHFR :

I $ oc get network.config.openshift.io cluster -o yaml

b. MNRLERFEITEVEMLSEE, H§HREMR Kubernetes ;ERFH AT EHEM L :

I $ ./openshift-install create manifests

c. #%& openshift-network-operator @54 22 [A| ) pod K, LU Cluster Network
Operator (CNO) R&EEZ{T :

I $ oc get pods -n openshift-network-operator

d. M openshift-network-operator #n £ 22 [7] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BIS g, Wik control plane 7 s L] kubelet.service journald 5t AR, XA LR T ## control
plane 17 RKERELD,

a. [ oc KR AE :

I $ oc adm node-logs --role=master -u kubelet

b. MR API EIEEE I, #H SSHREFHE. ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 MR A 2E, BKIITF Operator KN FAERBEN, FEIX
A SSH iR REE T s, EZ OB SSH INE 2 RTEERT, 151217 oc adm
must gather f1E At oc S HEEIREATURHMEBHEIE, B2, MR
OpenShift Container Platform API R f, 5K kubelet £ Bin T R EFTIEIE
B, oc BIERAEZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

9. BIS g, 7E control plane 17 EH:3& crio.service journald ¥t AR, XA LR T ## control
plane 77 R CRI-O B2HZ 1T BIED,

a. [ oc KR AE :

I $ oc adm node-logs --role=master -u crio

b. MR API BEEBITF, FEHE SSHEXKEFRE :
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$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i | L8 /var/llog/ T EF B RIKERE.

a. FKEX /var/log/ FBXHMMEMBE &SR, LLTFREFIHERTAE control plane 17 s ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, UWTFRAIHEFEBRAE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

/var/log/openshift-apiserver/audit.log E’\JJ%‘&BE’JP\JQ :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A&,

a. FIHASS :
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. & crictl R AEREE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. H0REIBE control plane 77 mECE A&, EJIUE MCO, MCO ifi=# DNS It K2 EER ITE.
Machine Config Operator (MCO) fEZEi T2 EIRRIERY LEE% GIERpER:: Y SHoe A nRE: Y : 3
T DU ROE B B 3R

a. M MCO IR E T M. J¥ <cluster_name> E i )5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. SNRImRAMIN, FIRIE A EEREE, HBRIHREEHERO 22623 £iz17,

c. ik MCO Ui s #J DNS Ik 25 B E B F AT EI #3393,
i, NFE X MCO T m & fa T DNS & :

I $ dig api-int.<cluster_name> @<dns_server>
i. TR B9 SR EXT O ECH MCO IP b 1T A & i

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>
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d. $uk MCO @& EfM bootstrap TV Riz1T. f <bootstrap_fqdn> B4 bootstrap 79 mHY
TEREA :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. RUTEENET Rl AMITE bootstrap. master # worker T mIEREFRES ., BEFEN T mBRGH
PRSENTRIFN R RS SIHER

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBERE

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z3& 0|

INRERETIRZAIBE eted I, BALUKEE eted pod IRAEFKEE eted pod BiE, EARLUIIE eted
DNS it X FH K E control plane 77 s £ DNS & 4,

SeRF M
o RAEILUEMESA cluster-admin & &1 R,
o B &% OpenShift CLI (oc)
o MEBEEAIIEHA SSH 1 [FITLRR,

e {&RA control plane T T LR EE L,

T
1. 187 eted pod BOIRS.

a. & openshift-etcd & 22 A A pod K :
I $ oc get pods -n openshift-etcd

b. #%& openshift-etcd-operator 34 22 (5] A #Y pod IR :
I $ oc get pods -n openshift-etcd-operator

2. MR LSBT HEMER pod %A iR Running 5 Completed X7, 154 pod WEZHTE

/GNO

a. T pod =M :
I $ oc describe pod/<pod_name> -n <namespace>
b. % pod B :

I $ oc logs pod/<pod_name> -n <namespace>
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c. MR pod EZN AL, ULGaHRUEB-—MERFREEERPRERSEZT. REETSA
#=HAE :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEEETE, EEA SSHREFEA control plane 17 s £ eted pod #1A 28 H&.
¥ <master-node>.<cluster_names.<base_domain> &t /& H4891H,

a. BIHHEA control plane 7 s £ eted pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. XfF% %A &= Ready JREH pod, HAIKE pod IRE. 1§ <pod_id> Bl E—a Skt
FHE pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>

c. JHE pod HHRHIESES :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. ¥ F%&%E L~ Ready R EMA R, HIFARERIKS, ¥ <container_id> &l E—
SHiH S5 HES ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. MEEMEK T Ready KEMARMBER, & <container_id> & h E—amSHiHH5IH
H&a2s ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

k

= -

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 TT m AR 2, ©KHIF Operator KN AL TN, FEIL
{8 SSH 1 &E8 17 Ko E‘E,‘ftﬁji SSH W12 #dERI, 151217 oc adm
must gather M1 Efth oc FREEI 2SI URMEVWHNEE, BE, MR
OpenShift Container Platform API "I f, =K kubelet EB IR T R EFTIEIE
BILF, oc BIERAEZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3ijj[7] 77 s,

4. FE control plane 7 sRBYEFIMIE DNS AR5 2515 #

7.1.10. 7 control plane 7 52 kubelet #1 API iz 55 25 7] &

%Etz%foqﬂﬂﬁ control plane 7 &% kubelet #1 API fR5525 R, 15f:E DNS, DHCP #lfi#ii9tss
Theg. HH, IERER &AL E,
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SeRF M
o RAEILUEMESA cluster-admin & EE 10 EE,
o B &% OpenShift CLI (oc)
o MEBEEARIIEHA SSH 17 [FIHLRR,

e XA control plane T M LR EE A,

1. 98E API BRZ5 2389 DNS 18R 2 AR control plane 7 s _E#J kubelet EAE! https:/api-int.
<cluster_names>.<base_domain>:6443, @{Ric &38| L%,

2. TR EHEEERNIEO 6443 & X BIBEEA control plane 7 52,
3. 27 DHCP @& 1RMH T HE—8 control plane T REH B,
4. FEEA control plane 77 s £ kubelet.service journald #.THE.

a. [ oc KRFRAE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

= -

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 TT AR 4, TR F Operator KN AL E®R, FEIL
M SSH 17 I S8BT . ‘E—Eftﬁji SSH W12k #dERI, 151217 oc adm
must gather &AMk oc S HEENREATURMEBHEIE, B2, MR
OpenShift Container Platform APl RAIF, =X kubelet EBHR T R EFTIEIE
B Lk oc BIEREZRIRN, EXFERT, ILIER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

5. K27 control plane 7 = kubelet BEF UL T HIE R,
a. £ oc FeRHEE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. #NR API BEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7.1.11. A& worker 7 sZ2 3 0]

80



B 7 = HEEHRR

INRIBE] worker T mRE (MM, BLAEE worker TI mAUIRE. U5 kubelet.service. crio.service
journald #TBEH worker T AR BE®R, LURE worker T 5%@ CRI-O A2z 1T #0 pod H1E
Mo A, BELUEE Ignition XHF] Machine API Operator @& IE%IVF INR worker T MREZFHD
BRI, & Machine Config Operator (MCO) #1DNS @B EEITE, EiAaLASIE bootstrap.
master 1 worker " RZ ARG B R B RS, FILUEIET,

SeRF M
o EELMEMAES cluster-admin & &I 1A & EE,
e B%% OpenShift CLI (oc) .
o MEBEEARIIEHA SSH 1 [FITLRR,
e {&R7A bootstrap #1 worker 17 ST 2R EE &,

o MR{EMA HTTP IRSSZRIEE Ignition ECESLH, NIAIEAR HTTP RSS2 RE A MmO
Bo IEWAEI HTTP EHLEY SSH U5 IAIF R

#tA kubeadmin 1 ] £ &2 4% F 1B <install_directory>/auth/kubeadmin-
password F#5E,

it =

1. WNRATLAG R worker 17 RBYIEHIS, FREEHE, BETRALURHERRTR. TR&IE
I:F, Ign|t|on EIL;\/%/L.\EHUH:IIEIJ*E%UE

2. $8IE Ignition XFECE.
o MNREER HTTP RS EEE Ignition ESiE X4

a. JiE worker 7 52 Ignition X4 URL, ¥ <http_server_fqdn> & HTTP AR%5 23895
EIREEA :

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

Q | HIRRE L, INRIEEM URL B Ignition X, ZH4SAREE 200 OK
T WMERZRA, ZmS=RME 404 file not found,

b. EIUE worker 1 2B YK E Ignition X4, TEEIE HTTP EHL LM HTTP BRSS 2B E.
Blan, INRIEFER Apache web ARS5 25124t Ignition 3T :

I $ grep -is 'worker.ign' /var/log/httpd/access_log

IR ILE worker Ignition X4, HXHIHTTP GET HEE RS S 200 OK FINIRE,
FRNIE R,

c. MRKIE Ignition X, BFRERDEZEFETRSEN L, BEREHUMISTHERF
P T AR 55 2R A B

o NREFEAMIENENT Ignition BEE X EAENAE N EREZEN—E 2.
a. & worker T RBYIEHIE, LHENSIZE EHEA worker 77 Ignition X4,
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3. K® worker TROBEMEHIZERE YA,
4. I50F worker TTERE2E EM DHCP [RGB OE T —1 IP i,

5. HAE worker 17 =R S,

a. AW R
I $ oc get nodes

b. IKEX% A Z7~ Ready R worker 7 s TR 17 s f
I $ oc describe node <worker_node>

INREAN L L[ HFE OpenShift Container Platform API TTi%i51T, =&
kubelet & BEBN T RLIZTT, NFELEZIT oc 43,

-

6. 5 control plane 7 s R, worker i s2{#H Machine AP| Operator ERZEF1Y B, 7 Machine
API Operator BR

a. & Machine API Operator pod A7 :

I $ oc get pods -n openshift-machine-api
b. #15R Machine API Operator pod %8 4F Ready K, 1HIFHFIH pod FIEH :

I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api
c. % machine-api-operator A2 H&. & 287t machine-api-operator pod Hi217 :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator

d. ERHE kube-rbac-proxy F2EHE. A2sthR1E machine-api-operator pod HiZ17 :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BIS g, Wi worker 7 s _E kubelet.service journald Bt A&, XA L& T ## worker 17 A%
AR,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u kubelet

b. #NR API BEEETIE, £ SSHREFHE., ¥ <worker-node>.<cluster_name>.
<base_domain> & E L M(E :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service
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k

= -

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 TT AR 2, T©KIIF Operator KN AL EN®R, FEIL
M SSH 17 | SE8% 17 . E‘S.‘l_tﬁji SSH W12k #dERI, 151217 oc adm
must gather M1 Efth oc FREEIEE T URMEVWHNEE, BE, MR
OpenShift Container Platform API R f, 5k kubelet £ BIn T R EFTIEIE
BILF, oc BIERAEZEIRMN, EXMIERT, JLUER ssh core@<nodes.
<cluster_names>.<base_domain> 3 ijj[7]77 52,

8. BIS &, 7E worker 77 s_EFKEY crio.service journald Bt HE, XA LR T #2 worker 7 s CRI-
O BB ITHBYEDN,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u crio

b. MR API BEEBIT{F, FEHE SSHEXEFRE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M WOI’keI’ TR J:E’J /Var/log/ TE’]*#IE.? B %”&% E iTho

a. IKEX /var/log/ F B xHMEBEIIR. UTREIZIHAE worker 9 R L /var/log/sssd/ #
BT

I $ oc adm node-logs --role=worker --path=sssd

b. 17 /var/log/ FBERXHMEBFERRE. LT REHREBRA worker 7 s
/var/log/sssd/audit.log R :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR APITEEETE, 5HASSH REFEBNTRLEMWBAE. UTRAIER
Ivar/log/sssd/sssd.log FIEZRE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. £/ SSH & worker TTERASAE,
a. AL :

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl R AEREE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

83



OpenShift Container Platform 4.16 32§

1. WNRITEBE worker TV RECEFH, E MCO. MCO im=# DNS itskE B EHiE1T. Machine
Config Operator (MCO) EREIEHEFERRFERGRE, RNEERERGNHERELUKR
EF YA R,

a. MK MCO I mBE T M. J¥ <cluster_name> & /)5& U H(H :

I $ curl https://api-int.<cluster_name>:22623/config/worker
b. NRimRRMIN, IHIIUENEIDEREE, BRIEREENERD 22623 LiZ1T,
c. HE MCO I mB9 DNS 1Lk 25 B ECE FH AT 2 7 Ha .

i. X E X MCO tin & #za1T DNS &k :
I $ dig api-int.<cluster_name> @<dns_server>
i. TEMEIIE R EXT O ER MCO IP Hilib#F47 m &) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %iE MCO @& E M bootstrap 7 miz1T. ¥ <bootstrap_fqdn> &t/ bootstrap 7 Y
E'—Eélﬁiﬁﬁ%

I $ ssh core@<bootstrap_fgdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RN ERIT [A]AZITE bootstrap. master # worker 7 mA[RFRY, AN T mBRGS
%EP;Q%ET]EH*DET]EHH-}? LJ'—]_"{I:III_.\ .

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking

f. REIEPHBERME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. RE 571 Operator K745

IR LATERZ LRI A Operator IR, KEBRA A AR Operator W2 MR, KEFASIN Pending
HEGHIRIR M Operator pod BIE &, J0UEH A pod Fi#E E’JEII‘EH%E%

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(oc).

ik
| RERELEREN, BEFASE Operator A A,
I $ oc get clusteroperators
2. Llfl:Fﬁ‘ﬁ_FﬁﬁaE’JfI::l%K%%T (CSR) BRaEE#t#E, ALY Ci5% 7 Ready )RS, BAEL

L& B¥ Operator JRETLIAEA (MRFLIER CSR)
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a. TE CSRARE, FHBERRMIMEIEREHHEANE4EE Pending st Approved IREHE
im AR 55 2R1FK -

I $ oc get csr
it =Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending g

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

@ =/ iR CSR,
@ HmHEBIKCSR,

TEARBIR, FHEVSMATERR, EURREINRPEIELS S AER CSR,

b. #IR CSREBERGHAE, TERMBINBRIFTERLIE CSR #4F Pending KA &, FHiHt
HEEERENLZRHY CSR

BT CSR &BeH, RILEERVESRINEIERE—/NTREEN
CSR, MERABE—/NR#EEH], IEBFERE, SN TASEESMNE
Fo WATHERT A XIS, #EERLE CSRE, %28 kube-controller-
manager & B Bl # B S8 Mm% ihm CSR,

S FERSANER AP IFEA/FZTHER, MENAEME - B HrEMZR
o, WIS RE—M7EEB A kubelet 3RHHEFHER (CSR) . MREAH
HEER, ] oc exec. ocrsh #l oc logs SIS EmRIN, EN API RS 23E
3 kubelet FFEEIRSIER. 5 Kubelet i sEE REE(MIRER B Z L IE S
#AE, ZAELIEETR CSR, HIA CSR H system: node 5
system:admin -8 node-bootstrapper iR 551K F11R3S, FHHAILNT R
s

o THHLE, WENEBNERM CSRIBITLUTMS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 2 /1 CSR &K H CSR BI& 7.

o THLHEFTERALIER CSR, EHZITUTHRS :
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$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. &%& Operator E£14 :
I $ oc describe clusteroperator <operator_name>
4. &% Operator fp#4 22 (] FRH) Operator pod KA :
I $ oc get pods -n <operator_namespace>
5. FREUEE LT Running A58 pod BYIE4H R -
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
6. & pod B :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>
7. BE5 pod ERFEEERBEERN, EEEEMBGRE
a. REVE IR pod 5 BRI ELAH FRARAYIEIS -

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHEREHRALITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZREFHRERE
MRIENRERRFIRM T SSH BH, NATLUREE R KIMREHEIE,

SEMERZTHEFHIREREEL, EaLiERH e wH&%ﬁELﬂZ&&E’JEMQ R
MIEFEZITHERHFIKNEBRR, E#H oc adm must-gather #5,

FRFM

® 7 bootstrap i1 #25EKHEI, OpenShift Container Platform ZE &K, bootstrap 17 sIE{EIZ
17, FEE SSH 1R

e ssh-agent HREBHITTEN L FETRE, # B ssh-agent FEMNLEREFRE THESN
SSH B 5,

o MREATEMESHEMEEN LEER, NINIESA bootstrap # control plane 7 YT R
Ei .

Y=
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1. E M bootstrap #1 control plane Hl23FKEN L& HEM RS ¢

o MREFEALERFEFIEAMEN, FUNINTEREEFNER, HTUTHS :
I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

Q installation_directory 2 {Ei21T 1§ EBE % . /openshift-install create cluster,
B EERERRFE DR OpenShift Container Platform & X 301,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETBIEEINEH
P it
o MRMEHEAEEFMEMRN, FIMITEREREFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

— =

%fF installation_directory, iHiEEEEZTHIEEMNR—HBX . /openshift-install
create cluster, Itt B3 ERERRFUER OpenShift Container Platform T S XX 4,

9 <bootstrap_address> 2% bootstrap Hl 352 E LS P Hoil,
mqq:%ﬁqﬂﬂ’ﬂﬁ/l\ control plane % master #1288, ¥ <master_* address> &}

Hx2MREE®K P #ilt,

HINEE T A =5 control plane Hl38. HIFT, FUHFRAE control plane #l
2, TEHNEREERTZL1,

i o Bl

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

NRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

7.1.14. H KR

o INFETMESL S OpenShift Container Platform Z22 L AFRIZM X MIFAE R, 1EHS R E T

=,
7.2. 5 UETT mERRIROR

721 BB TRRAE, HREREMRE
BEREFTRRERR. WRERSITHTREE. B4, EEDTRLEH kubelet iR,
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FeREH
o A LIFEAEA cluster-admin A& iR EEE,

o B% %k OpenShift CLI(0C).
ik
o JIHEBAMAT RMNEM, KEMAE :

I $ oc get nodes

o HIEERHRBNT R CPUMREEARER

I $ oc adm top nodes

o LARET R CPUMREERAE

I $ oc adm top node my-node

7.2.2. 1577 5 £ & kubelet 84

TR UEERE T RERKR. HREZESITNTRAE. H4, SO UEEAT R EEH kubelet 1R
*

/ho

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,
o APIRZSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. kubelet BT BN T R LM systemd RS EE, @id7E debug pod A ZE i kubelet systemd AR
S HEE kubelet BPIRAS

a. N1 /a3 debug pod:
I $ oc debug node/my-node
INRIEIE control plane T s _£iZ1T oc debug, AILATE

/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs B kA EIEE kubeconfig ST,

b. ¥ /host IXEH debug shell FHIRB K, debug pod 7E pod H#J /host qﬂiijﬂiimﬂ’ﬂ root
XHRGL, HREREN /host, EAILLZTENAHUTRERH S S8 Z3HHIXHF -

I # chroot /host
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1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.16 L& 11 m A 4E, T F Operator N FHEEER, FEIL
5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]
A, =& kubelet EBEIRTT M EFREAEHETIE, ocRIEPRESZEIRM, X

iER T, TLUER ssh core@<nodes.<cluster_names>.<base_domain>
SRVTIAIT R

c. &7 kubeletsystemd RSB ETEL T m LB :
I # systemctl is-active kubelet
d. HiHEIFEAR kubelet.service IR S48

I # systemctl status kubelet

7.2.3. BT R journal BE
&R ATE R IT SR BE T 289 /var/log 4R journald H ot HEFE AR B,

FoRFEM

e LIMEREA cluster-admin & &R i 0] £,
BZ % OpenShift CLI (oc)
AP| IR AR LLIE & T 18,

EHBRER B EHE SSH i FITLRR,

. # 1) OpenShift Container Platform &8 77 sx#J kubelet journald B2t H&, L TFRBIE M

control plane 7 & :

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RARIE R kubelet LT H b 2T B 5.

2. MEETT =L /var/log/ THEEFBRKERRE.

a. FKEX /var/log/ FBRHMEMBEEIIER, LLTFREFIHETAE control plane 17 s ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBERXAMFERE. L TREHKERBRTA control plane 7 A
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log
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c. MR API TEEE I, 15EMSSH REFSNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.16 &8V | A A E, BKIITF Operator KN FAERBEN, FEIX
8/ SSH i &RE T =, EEEG@T SSH K IZBEERT, 15217 oc adm
must gather f1E At oc S HEEREATURHMEBHEIE, B2, MR
OpenShift Container Platform API R f, =k kubelet £ B IR T R EFTIEIE
BILF, oc BIERAEZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

7.3. CRI-O B25ia1TH] [ S FEHEFR

7.3.1. %F CRI-O B25i21THB| &

CRI-O 2 Kubernetes BIRE A 25| Z I, A SRIERFEBEMEIRESRIMIEE Kubernetes 1k
¥, CRI-O B25IZ4EH systemd BRFSTEE D OpenShift Container Platform &8 | _EiZ 1T,

U IR SIZ T AR, BIEEA T R LR crio systemd FRSSBIIRE. MEA RSB IZITH AR T =
Y& CRI-O journald # 5t A&,

7.3.2. 561F CRI-O ;21T BB RE

IRAILIE B DNERT 2 EIIF CRI-O B2 21T BIERE,

FeREH
o MATLUFAEA cluster-admin B&MA iR EE,

o B% %k OpenShift CLI(0C).

it 3
1. @BiF7ETY s £ debug pod HHY crio systemd AR5 3EEE CRI-0 K.

a. N7 A3 debug pod:

I $ oc debug node/my-node

b. ¥¥ /host % debug shell FEIR B %, debug pod 7E pod B9 /host F3E#E EHLE root X
B3R5, MREFRZN /host, BRI LLZTENATHUTRERH S ER ZHHHITHF -

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 TT AR 2, T©KIIF Operator KN AL EN®R, FEIL
5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]
F, = kubelet FEH T RETEER I, oc BIENEZRIRN, EXFHE
RTF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
IRER-=W
c. f# crio systemd FRGSEILTT M L2EEK ¢
I # systemctl is-active crio

d. Wi B4R crio.service RS

I # systemctl status crio.service

7.3.3. I1%E CRI-O journald ¥t HE

NRIEEI CRI-O [[#, BRI LAMTY RIKEX CRI-O journald # It H .

FoRFM
o RAEILUEMESA cluster-admin & &R 10 R,
o APIIRFS DA LUEE THF,
o B OpenShift CLI(0C).

e KA control plane 2 control plane #2355 LR EE .

1. 155 CRI-O journald 5tH&. LATRBIMATE control plane T (TEEREH) WEHE :

I $ oc adm node-logs --role=master -u crio

2. MEFET =K% CRI-O journald Bt A :

I $ oc adm node-logs <node_name> -u crio

3. MR API TAEE TR, A SSHREEFHE, ¥ <node>.<cluster_names.<base_domain>
B EEMIE -

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service
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1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.16 £ T S AR 2, ©HKHIF Operator XN AEHENR, FEVUFER
SSH 1R EEEF 1T |, LB SSH I 2B EERT, 151217 oc adm must
gather F1E M oc MHSEENI RS I LURERWHIEIE, EZ, 20R OpenShift
Container Platform API "A F, =X kubelet ZEB R TV m ETEIEE TE, oc #4E
HSZEIRm, EXMER T, ALUER ssh core@<nodes>.<cluster_names.
<base_domain> 37T s,

7.3.4. 5518 CRI-O 72
MEBEILUTRI, KA LAFLNERR CRI-O IR 126% -

T RIDETEAE pod £i517, FHILITFHR
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading name of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

BITEETET R LOIBHFEER, FHI “can't stat lower layer” £515% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

EEBRANBIEZAERT RIS, EBT RA4TF NotReady K.
BEBITHIEHE (crio) TIEIEE TIE,

& FTiE# A oc debug node/<node_names> 7£ 17 s £ /5 3/ debug shell, E A BRZRZ1THI L]
(crio) TTEER ITE,

RIBLT S HRTELER CRI-O T FH AR IR,

FoRFEH

92

e LAMEREA cluster-admin & &R i 0] £,

B&% OpenShift CLI(oc).

. AT RLEMEA cordon, X2 T#RE T RITF Ready RSN FEEM TR E., HEH

Status %84 F1#27E SchedulingDisabled 5 i FE #22 F

I $ oc adm cordon <node_name>

LA cluster-admin B B9 HEZE T m

I $ oc adm drain <node_name> --ignore-daemonsets --delete-emptydir-data
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pa -3
pod 2k pod &1k # terminationGracePeriodSeconds /& 1%l &2 £ 24 1E BHST

B, LEEMAEINES 30 %, BRURBSEHNEMN AREFITEE L, 0
REXBWEKRTF 90 #, | pod mTEESPRICH SIGKILL, BITERINAILE,

3. BT RREN, @it SSH SIEFIEEET R, REIEEE root A/ :

$ ssh core@node1.example.com
$ sudo -i

4. Fihf=1E kubelet :

I # systemctl stop kubelet

5. {21E&EEM pod :

a. FALUT@S{E1E HostNetwork 3% B pod, lEEMEREN], ERNEIHKITT
HostNetwork B4 1E 4 pod.

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" = "NODE" ]]; then crictl rmp -f $pod; fi; done

b. {FIEFAEHM pod :
I # crictl rmp -fa
6. FZIE crio BR%S :
I # systemctl stop crio
7.

TIXEaSE, BRLUSTEERRIEN FE

# crio wipe -f

# systemctl start crio

i
8. JaB) crio # kubelet AR5 :
I # systemctl start kubelet

9. AR crio # kubelet BR55/E3), BT =4TF Ready JREN, KKBFEBREFSESIE :

I $ oc get nodes

=1
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.29.4

10. [ EPRMC AT EE, HIREFTEA SchedulingDisabled FAR/EH T HE :

I $ oc adm uncordon <node_name>
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it Bl

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.29.4

7.4, BAE RGN IS BERR

OpenShift Container Platform £ RHCOS £i21T, &R LURERLLT & BHER 5 1R/ R GIAE X M ] #,

7.4.1. KB N ER R

kdump AR55 E21E7E kexec-tools ¥tk B, TRM T —NEREERENE. EILUERXMRSRERS
REARR, UERBETIN.

x86_64 ZRHHF kdump L FER LT (GA) IR, HMIWZRF kdump L FHEATI (TP) KiK.

TRERM T HNTRREM kdump ZRIGIHIHEAE R

3 7.1. RHCOS Hg kdump 2

e S 2

x86_64

aarch64

s390x

ppc64le

R

GA

TP

TP

TP

BE

kdump XRAERFEI=PRIE, RE2—PERTIGEIIRE. RATEIEERZLNE ™ MRS
FRMI (SLA) X¥r, BWREAREHATE, MEFHERE - IMRHhERE ], XL
RAT R LAMER P RRB IR, HENSEF LN BRRERGE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

7.4.1.1. J3 A kdump

RHCOS 77 kexec-tools #{4+ 8, BEEFLhECEF 8E/5 F kdump R,

e

BT TS B4E RHCOS £J5 A kdump.

1. BEER—RAKSI ST RPNBETARREBAE, BFHRAUTHRRARKSE

I # rpm-ostree kargs --append='crashkernel=256M'
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%fF ppc6dle F£5, crashkernel By {EH crashkernel=2G-4G:384M,4G-
16G:512M,16G-64G:1G,64G-128G:2G,128G-:4G,

2. WG BB MAE ARG, SUNEBAHMMEMFARRINBAL var/crash i1 E, 54
i /etc/kdump.conf B & 14,

INRIBETT s LUKS MR E, a7ifE B ML EEAEVE N kdump A2 988
TR RAE R LUKS B &,

BXEE kdump RSSBVIERE, 1HEEE /etc/sysconfig/kdump. /etc/kdump.conf 1
kdump.conf FM T HBER, BXEERMEBEIITNIFEE, 155% RHEL kdump X4,

3. 5 A kdump systemd BR%5.

I # systemctl enable kdump.service

4. BREHRYL
I # systemctl reboot

5. #A{R kdump 2I0%E: T BRI, %7 kdump.service systemd RS BERINESIFEHE, cat
/sys/kernel/kexec_crash_loaded &5 H1E 1.

7.4.1.2. 5% 1 X3 kdump
kdump iRZ5 EE HEAT /B BIIAAZKFE, BHER kdump K77 E—SMEX, BiXERARESD
AT kdump BIZIA 1T REVEINMIE I, HLENREZFTENESNT RHPEA kdump RS, B8N
= EJE A kdump BRFSHSEBIERRA DS ¢

o AN NERHAKIRE T HNFE, FTLLAIA RAM K4,

o RKILfE AR 1T R AR AT A,

o MTFHFERRTIL EBIANFIEZE,
IR T 25 A kdump BRSS AR KRB, NIA LUWRIBEABERESRESEHEAN/S A kdump, BRTARXZ
BT FISMYSEE, BT LUTE MachineConfig 1§ (& systemd £ TENE I RBAEN, 3
EEBPWRAE T R BB kdump, A LLEIEE MachineConfig ©&R, FHZXATREA Ignition TE5EEE
HEIREAERANEFREXHEST.

p= Y=

INFEA XM Ignition BEEME L5 BFRBI, 1ESH Installing — Installation
configuration BB AH"BE XL TR,

-

i =
NEERESE[H ER & i3 MachineConfig X4 :

1. BB — Butane EZ& 4 99-worker-kdump.bu, FFEEFH/5H kdump :
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variant: openshift
version: 4.16.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker 9
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31

- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |

KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"

KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable"

KEXEC_ARGS="-s"

KDUMP_IMG="vmlinuz"

systemd:
units:

- name: kdump.service
enabled: true

£/ control plane 7 s 8/ MachineConfig X &REf, I worker E#: hHNIERY
master,

9 REAKSBERNBERAKREARNE. NREE, BILURNMEMAKRSE, X F ppcédle
&, crashkernel B9EiY{E crashkernel=2G-4G:384M,4G-16G:512M,16G-
64G:1G,64G-128G:2G,128G-:4G,

Q INREMBILNEN /etc/kdump.conf WA, 5SS LLERD FH RN HEK inline FE845 .

INREMBILNEK /etc/sysconfig’kdump HIHNZ, 15 S LERD FAEL H{EEK inline F5B
ﬁj\o

6 %t F ppc6dle &, fF nr_cpus=1&ifiy maxcpus=1, XIELTE EFEIH,

2. {3 Butane £ ESECE YAML X4 99-worker-kdump.yaml, S&ERMEA T SMEE :

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami
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3. EEEN B RRHT YAML X4 IE <installation_directory>/manifests/ Bk, &L o] LUE
A YAML 1R B4 B I5 0/ Ltk MachineConfig X/ £ :

I $ oc create -f 99-worker-kdump.yami

7.4.1.3. K kdump ECiE

BAX kdump BER, 1ES 1 RHEL X AR kdump BCiE BB 43

7.4.1.4. D HrBER
BX kdump IS B, 1S M RHEL XA EY 9 R B84,

xTE
BRI MR RHEL REiHHAT vmcore 2#,

HinBR

1£ RHEL X & kdump

Linux PA#Z3ZH kdump

kdump.conf(5)- /etc/kdump.conf BB SCHBIVBA T T, S&0 LTSRS

kexec(8)- kexec # 4 EHI man page

B X kexec #l kdump BIZLIBENIHJE S E
7.4.2. i Ignition %KY
MRFTEBENLER, Ignition KK, RHCOS 5|5 ZE KA shell, FERALUTHHIRENHEE R,
it 3
1 BT TS BRI IR BT RIL -
$ systemctl --failed
2. /i HEANRSET LEZITUTHSERESER -

I $ journalctl -u <unit>.service

7.5. P%% n] I EA R HERR

7.5.1. S0fAlE R 4% 4 O

MFERNLRE, HEEFLIMLEOLGIZE (NIC) MENARERN, OpenShift Container
Platform FF5 Kubernetes AP| fR %5 25:@ 15 #9 NIC H717 s 8| 5K} systemd 12178 nodeip-
configuration.service iR 55 ¥ 7T RE. nodeip-configuration.service M5 ZR 1A B B X B RO $E O ik
P,
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£ nodeip-configuration.service [R5 E IEMH NIC [5, ZRFS=0IE
/etc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3T
KUBELET_NODE_IP (M5 1% 8 WARSS AR IP Hhtik,

Y kubelet fRSSEENET, B4 M 20-nodenet.conf XEFIEEIMEZ 2/MIE, FIF IP #iHi% &N --node-
ip kubelet fp51T5 8. FEIt, kubelet BRSSEFARRE IP Hhlilk #5417 = IP Hbtl,

MEAREREFRRE TEESIMLE, HEFETRIP ANEERABRZEOMNMLHERE, 1 nodeip-
configuration.service fRS5 A RERTEE R B EFERRBI NIC, EELERT, oc get nodes -o wide @
SHYHIH AP E INTERNAL-IP IR AT gE R B B T — N FRREM NIC,

INRANEFE T AR NIC TS EMBREPISSRERE, TR ERBBILLITHE R
EtcdCertSignerControllerDegraded. &R LAAIE—MRIRXH, HFSEE NODEIP_HINT ZERES
AR 1P 2, MBRESER, 50 ok - BRIAT R IPEFEZHE,

7.51.1. 13k : BHREEAT R IP EFHZH

BEZRIA IP P, EELIGIER—1 2 S NODEIP_HINT Z 23R R X4 R BEEIAM IP 1%£%2
i, BITAIE hint X, ST LIM NODEIP_HINT 2215 E M IP ik 75 Ah B9 $E QR4S E R 17 82 1P
ik,

Flan, MBENTEAWNDED, etho ity 10.0.0.10/24, M eth1 ik )y 192.0.2.5/24, FHEIAE
F3#5M eth0 (10.0.0.10), 7 = IP Hhb @& A 10.0.0.10 IP b,

A AT LASY NODEIP_HINT £ & HigmFMABE 4 1P, #I30 192.0.2.1 MFMMX, LUEEZEHMTF
M 192.0.2.0/24, Ftk, eth1 £#y 192.0.2.5 IP it F§F 7 &,

UTRBER T MEBEEZIIAT R IP IEFZH,

it =

1. E1&H /etc/default/nodeip-configuration XX {4 FRINIRZ 4, 540 -

I NODEIP_HINT=192.0.2.1

BF

o FEMAT SMMAL] IP it fEH hint, HI40 192.0.2.5, T SAIHAEL] IP i
WSS FT SR hint IP bt TR EREE,

e hint XHAREY IP it (XA FHREERNFMN, ERRERNIRTXHHHIE
LERMIEWBCRE.

2. IBfTA TS 4R base-64 JRiGAE :
I $ echo -n 'NODEIP_HINT=192.0.2.1' | base64 -w0
=1
I TkQERUIQXOhJTIQIMTkyLjAUMCxXXXX==

3. TEEREBLEERT, v master #l worker BB AIEN SR E B EEBEERET :

99-nodeip-hint-master.yaml

98



B 7 = HEEHRR

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-nodeip-hint-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

ﬂ ¥ <encoded_contents> E1fi 1 /etc/default/nodeip-configuration SX{4H) base64 4whs
AR, {0 TKOERUIQXOhJTIQOMTKYLjAUMCxxxx==, &I =, TESEMREHUNE
ZRITRER 18,

99-nodeip-hint-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-nodeip-hint-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:

source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

ﬂ ¥ <encoded_contents> E1fi ) /etc/default/nodeip-configuration X1 base64 4whs
AR, {0 TKOERUIQXOhJTIQOMTKYLjAUMCxxxx==, &I =, TESEMNREHUNE
ZRITBER 18,

4. WERREFIREELBHEENB RS, W ~/clusterconfigs,
5. EREBEEE,

7.5.2. Open vSwitch [A] R fEHERR

HEN—L Open vSwitch (OVS) [ TERERR, EARRFREBERASTIAIUTEESER.
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INRIEAHER T R EWBERS, EEREFTLURUATRE—FHMT K LR SREE T HRER A EH

JCN =

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

TERESRACREAXNATEL, HETKSERRERE BER5 El.

7.5.2.1. A2 Open vSwitch BEZ5

T F iR ER SRR HERR, A LUGHTESE Open vSwitch (OVS) BES . U TREAEEZEEF LT R 7
4, BREEHSIST RN, BEERHFIREFE.

HATH P ERRBELIE, EaEKckaiHREETTHEMBEHER, 271 #12EE ovs-
vswitchd.service WRAARLE, ERAZEAEER, HESERTE, FREELIIEENRBE,

FeREH
o TATLUFAEA cluster-admin B&MAE iR EEE,

e B% %k OpenShift CLI(0c).

1. 77 sJE5) debug pod:

I $ oc debug node/<node_name>

2. ¥ /host 1% & debug shell FEIIRE %, debug pod M pod EF'Ei’\J /host FREYEMNFEEEL root X4
%, HRERSH /host, BRI LIMENERG A niT Z i HISTE -

I # chroot /host
3. &BE OVS BHHI LY F] syslog 45 :
I # ovs-appctl viog/list
IR RBIEE ZRT syslog WEH info BIE EL A,

i th o Bl

console syslog file

backtrace OFF INFO INFO

bfd OFF INFO INFO
bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO
cfm OFF INFO INFO

collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
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conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
dns_resolve OFF INFO INFO
dpdk OFF INFO INFO

4. 187 letc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf 3 {4 #9H
oy &73”

Restart=always

ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl viog/set syslog:dbg

ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

EriEMREIFR, BELINIZEN dbg. 1P‘E&TI='P\3~T1‘L 1% syslog: <Iog_|eve|>1§k%jj
off. emer. err. warn. info =k dbg., off H&EJ T EiefTE BEHER.

5 EFRS :

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. K ABCE Open vSwitch B&EZ 5
XTJ_:.FXTJ_ Open vSwitch (OVS) H ,h\?ﬁﬁjﬂﬁﬁﬂﬂﬁaﬁ, ,._,\_.U//UKQ\EEQEI /L.\g})—iﬁj

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EE,

e B% %k OpenShift CLI(oc).

ff

iz
1. AR LLLTRAIM MachineConfig X RO — 3, 40 99-change-ovs-loglevel.yaml :

S

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
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- dropins:
- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

ﬂ HITHH B LAESE control plane TTmfE, EEXMNMITE, FHIFARBILES worker LUIECE
worker 7 &,

@ L& syslog:<log_level> 5. B4 off. emer. err. warn. info s dbg, ¥ {HiXE
7 off &t iEiEmE BEHE R,

2. NANEREE :

I $ oc apply -f 99-change-ovs-loglevel.yaml|

HAth 5T
e T f# Machine Config Operator
o KENIBFEELRE

7.5.2.3. 27 Open vSwitch H&

FERALUTH LR Open vSwitch (OVS) B,

SeRF M
o EALUFERER cluster-admin & &K HI&EEE,
o B% %k OpenShift CLI(0C).
iz
o ZITLATME—®T :
o FARXBEHAN ocHFERARE
I $ oc adm node-logs <node_name> -u ovs-vswitchd
o BRIEBHIMNTREEZRBARE
I # journalctl -b -f -u ovs-vswitchd.service

BT MM —# % 23 M oc debug node/<node_names &4,

7.6. TROUBLESHOOTING OPERATOR Hy|n]
Operator 2—f3$T8. EEFEIE OpenShift Container Platform NARFEMAE. ©AHUBEIERK

I B TRRFIAMY B, A LUIE OpenShift Container Platform Wi i 482 1T1E R, FARBHER Y
AR S SEHH RS, Operator #i% T R TTAE A B AT, FEt MBS R B shiF TR, T
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BASFEHER" (NP B &Lk AnE) .

OpenShift Container Platform 4.16 8% T —HEI\M Operator, BB IEE TIEFAHN, XLRIA
Operator B Cluster Version Operator (CVO) &,

ENEREIER, EA{EA OpenShift Container Platform Web 12484 CLI 2223k B OperatorHub By
M FATERF Operator, AR, &R Operator IHE—NHE AN BB, HEHEWFLARER, N
FA#2 R Operator B Operator Lifecycle Manager (OLM) #{TEE,

INREE Operator A, 1ERIE Operator TR, TEEEEE AR Operator pod ERIRR, FUKEE
Operator BELLHFITIZ B,

7.6.1. operator 1] [ 4R 2K BY

T AR &S AR R R

R 7.2 THRRRR

KR fed

CatalogSourcesUnhealthy RAF@ETH— DS DB TR R,

InstallPlanMissing ERADIT IR R E TR,
InstallPlanPending RN RE T IEEREH,
InstallPlanFailed TR & 1T X R
ResolutionFailed T 5] ARG L AR AT SR T

ZXIN OpenShift Container Platform & 2&% Operator H Cluster Version Operator (CVO)
&, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

Hi 5w
o BEREREX

7.6.2. {§ A CLI & & Operator 1] [FR S

IREI LUER CLI &% Operator A

FeREH
o ATLUFEAEA cluster-admin BE&IAE iR EEE,

o B% %k OpenShift CLI(0c).

AR
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1. FIH Operator 1T :

I $ oc get subs -n <operator_namespace>

2. {¥F oc describe fp 5% Subscription HR :

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $LE Operator 1T AR 2 EYH Conditions #f 4. 7ELL T /RAHI
#, CatalogSourcesUnhealthy {4 XEVEH false K&, R NFTAE R FHBRIEEER :

i th o Bl

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

p= =
EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)

B, ©Biili%F Subscription X/, R FT2F Operator B Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.3. i CLI &%& Operator BRIRIRE
IRETLUER CLI &%& Operator BSRIRADPIRA.

FeREH
o METLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

ff

L=

1. FIHGREEPEFIE, B, KLk openshift-marketplace #3422 (6], 1% an 422 (A
FERESCRMBXIR :

S

I $ oc get catalogsources -n openshift-marketplace

it Bl
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NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {#H oc describe M5 RENA * B RIBEHFEBIIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace

it Bl
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace
#...

ELEAIREEH, REMRIMIASE TRANSIENT FAILURE, IhiRASRT B BREILERER
H R A] R,

3. PO B SRRy & 22 R BN pod -

I $ oc get pods -n openshift-marketplace

=1

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m
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Hith 5w

TR ZEPYEEKIRE, REZeAZER PN BRIRUE— pod, ERIEBIRHBI
&, example-catalog-bwt8z pod FIRZ 2 ImagePullBackOff, LHIRASRRIIEE RIRIZES|
B FE R,

4. f£F oc describe S pod LUKERE L FHER -

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

=1
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn
Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"
Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"
Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

HERTEBRAFE G, R R RT B RIRIRS SR E R M AR AL A, Hla0, 3R
BIBHR T REF M ER EE K E UL registry H,

e Operator Lifecycle Manager #:2#1 558 — Catalog iR
® gRPC 30#Y : RS

o M#FLF registry 1/jI7] Operator BFR &

7.6.4. #1f) Operator pod K75

B LLFI HHEERE B Operator pod RERE., B85 LUKE AR Operator pod ik,

FREH
e LAMEREA cluster-admin & &R i 0] £,
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B 7 & WREHERR
iz

1. B ERDIZITH Operator, Hiit&1E Operator frA. A AMFLZITHEMER -

I $ oc get clusteroperators
2. HIHTE Operator #p & 22 7] FRZ1THY Operator pod, LK% pod K75, ERFER :

I $ oc get pod -n <operator_namespace>
3. K i¥4E Operator pod At :

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. H0R Operator [AIFFEFENT &=, NIEZT 2 LEIH Operator BaIK S

a. 7T RJA3) debug pod :

I $ oc debug node/my-node

b. ¥F /host ¥ debug shell IR B K, debug pod 7E pod H1# /host FEEEHNA root 3T
B3R, FHRBEFUH /host, ERILLZTEN T HITIRRPSEH ZFHHISTH -

I # chroot /host
=1
1217 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.16 &8 TT m AR 2, ©KHiF Operator KN AL RN, FEIL
5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]
F, =k kubelet EBIR T R LETTAILEE T, oc BIENASZRIRM, EXFHE

RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
FIRER=W

c. T RBRNFEMAER, SIBRTFMRKEXM pod ID:
I # crictl ps

d. FUHET R ERFTE Operator B88MIER. LATRBIZIE T network-operator A2:HIE 2 :
I # crictl ps --name network-operator

e. 1B debug shell,

7.6.5. L% Operator HE

INRBE Operator [Af, EETLLM Operator pod BH&FRINE N2 HE B,

FeREH
o TATLUFAEBA cluster-admin A& 5N EEE,
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108

API BRZ5IBSR AT LAIE & Tk,
B&% OpenShift CLI(oc).

&4 control plane 2 control plane #1235 LR EE 4.

. B TE Operator #3 & 226z 1TH) Operator pod, LK% pod K7, EEFER :

I $ oc get pods -n <operator_namespace>

. ¥ Operator pod BIE :

I $ oc logs pod/<pod_name> -n <operator_namespace>

fNR Operator pod EEZ N AER, Nl LM —NMER, HPaE8/ IHFNEH. M
5E—L‘§‘%§ 1/jEn_.\:

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

. MR API BEIEEHB I, 1EER SSH kEEFE control plane 7 s _EHJ Operator pod 1A 23 H

&, I <master-node>.<cluster_names>.<base domain> & )75& &89 1E,

a. BIHEA control plane 7 s £ pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{E{AI% E 7~ Ready KSR Operator pod, AT Pod BIIRE. IF
<operator_pod_id> &ty £ —apuid A5 # Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

FH 5 Operator pod #HXHA 2R :

o

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

o

. X FEMK LR Ready IKSH Operator B2s, 1HFEMRERZIIRS, & <container_id>
B E—HmahE Py HIESS ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

. IEEMEK LT Ready SR 5H Operator B2 HE. ¥ <container_id> &l £ —&H4H
H e FI BI85 ID:

0]

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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2 3

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.16 &8 TT AR 2, T©KIIF Operator KN AL EN®R, FEIL
8/ SSH i &RE T =, EE @AY SSH K IZBEERT, 15217 oc adm
must gather f1E At oc S HEENREATURHMEBHEIE, B2, MR
OpenShift Container Platform API R f, 5k kubelet £ BIn T R EFTIEIE
B I, oc BIERAEZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 52,

cak

7.6.6. 2/ Machine Config Operator BhE#HE| 5

% Machine Config Operator (MCO) #{TECERE AN, Red Hat Enterprise Linux CoreOS (RHCOS)
WNBRFEEEEREN. TRRERREEIILEF N, RHCOS TREBKENER, MIFCEWHY

=,

LUTERTEMA T mEHEIF
e 4 MCO RMEBIUTEMERN, ERERHFERERT RBVER TN AEL

o 7EHZRELEM spec.config.passwd.users.sshAuthorizedKeys 2+ &k
SSH B,

o 7t openshift-config fn % Z2[A| R B L /F pull secret 3 pull secret,

o Kubernetes API Server Operator B 5152 %% /etc/kubernetes/kubelet-ca.crt
WEBIMANKE (CA) .

e % MCO il ZI% /etc/containers/registries.conf SR ERET, NN SnkE
ImageDigestMirrorSet. ImageTagMirrorSet =% ImageContentSourcePolicy
MR, BREZENNMTR, NMARRHFIUHILRT R, SN FUTER, TREEZE
REREE :

o IBINT — registry, TWEHANEBNEBE (mirror) KET pull-from-mirror =
"digest-only" 54,

o IINT—/E& (mirror) , HWHATE—1 registry FiZER pull-from-mirror =
"digest-only" 54,

o 7 unqualified-search-registries FIZ&RFRINTIH,
T B ABHER R, B LUENEREEM (MCP) LIS IETE Operator EidH2RECEE BEIE/D,

7.6.6.1. i AIZHIA 2 M Machine Config Operator HEhE#H 8|5

77 EEFBXT Machine Config Operator (MCO) FRMHIEBUEMR N A BRI FRMT, EEILUERA OpenShift
Container Platform Web $E#I BB 2B &t (MCP) , LABALE MCO TEBB Nt A 17 s (TR
W, XEFFIEEMEERET MCO BEfdia—HoMER,

pa -3
- BB EZ/NEX 2 Machine Config Operator BZ1E$#51 5 M98 3E,
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SeRFMH
o EELUMEMAES cluster-admin & &K 1A & EE,
AR
Y EHECHEEEE) MCO BHEHBIS -
o HiEEEIFIRE
1. LB A cluster-admin A& A - 51985 E| OpenShift Container Platform web $%I&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, =i master 5 worker, EFERTFEEL{EZEHEISH
TR

4. 7 master = worker TUE®, = YAML,
5. 7 YAML /1, ¥ spec.paused FEXFEH 7/ true,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: true ﬂ
#...

ﬂ ¥ spec.paused FEXEH N true LLEEEFHE| T,

6. BXIE MCP 2B E2H1E, 15REIEI MachineConfigPools 11,
7£ MachineConfigPools TIE ™, &S MCP k% T Paused 5If 7y True,

R MCP EE = A FL B {b, Updated 5174 False, Updating J False, 2
Updated &y True B Updating & False fif, RF&XERFLEHMENL,

HE
MRBERHATHEN (Updated 1 Updating FEXERE False) EIUER

RAE— M EORTER. FRUTSRICEEFAEISEE, HUNA
E—REFEHAIEL,

o EUHE{EEZIEISTEE :
1. AR A cluster-admin A &M A 7 51985 E| OpenShift Container Platform web $#I&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools TIE®, =i master 5 worker, EFERTFEEL{EEHEISH
TR

4. 7£ master 5 worker TUE T, = YAML,
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5. 7£ YAML /1, ¥ spec.paused FEXFE#/ false,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: false ﬂ
#...

ﬂ ¥ spec.paused FEXEHH false LLRITESS,

BT BUHEE MCP, MCO NAMBEEMEN, RIFEFEES Red Hat
Enterprise Linux CoreOS (RHCOS) .

6. BXIE MCP 2B E2H1E, 15REIE MachineConfigPools 11,
£ MachineConfigPools TIEA, RIEXH MCP k& Paused 7 False,

SN MCP IETEN F{EMFL B EDN, Updated 5 False, Updating 55 True,
Updated 7y True B Updating & False i, RaBE#HITEMEN.

7.6.6.2. {81 CLI 2 F Machine Config Operator BEIEH 515

77 EEFEXT Machine Config Operator (MCO) FRfMBIEBUE MR N A BRI FRMT, EEILUERA OpenShift
CLI (oc) EiEeHIBE B! (MCP) , LABAIE MCO EIRN AT mif T EM RS, X IEEE
EET MCO BEfidfE—ManEH.

==
A BB EZNE X 2 A Machine Config Operator BEhEH B 5 BT,
SERFEH
o EATLUEAEA cluster-admin & &5 EEE,
o B% %k OpenShift CLI(0c).

iz
ZYEHECHEEB5) MCO BHEHBIS -

o HERDEIFILIE :
1. %7 MachineConfigPool B L 7R, f§ spec.paused FEIXEN true,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

m
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12

Worker 1758

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker

2. Wik MCP 2EBEH= :

Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker 7 s

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
=1

I true

spec.paused F& 5 true, MCP 1%,

. HAE MCP BB IR

I # oc get machineconfigpool
it Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295acea08bccal33fab0 False False

N3 UPDATED 7%!2 False, UPDATING J False, NE#FLEMEN, % UPDATED J
True H UPDATING /y False i, AR IEBHEN, £ B4, worker T mA RIS
{t. control plane 77 sUR B EAFLERNEN,

8%

IMRBHAHTHER (Updated 1 Updating FEXEBE False) BIER
RAE—NMEFBEORTER, FRUTSRICEE a5 5318, UNA
E—REFEBHINRER,

o EUHE{EETNEITITRE :

1. %7 MachineConfigPool B L 7R, f§ spec.paused FiXE) false,

Control plane (master) Tim
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
Worker 7 s

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker
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@it BUEEE MCP, MCO N AMAEFIEN, RIEFZE/T Red Hat
Enterprise Linux CoreOS (RHCOS)

2. Bk MCP BREEEUHE = -
Control plane (master) Tim
I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker 7 s
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
=1
I false

spec.paused FF& 7/ false, MCP #EUHE =,

3. BE MCP 2B

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

SR MCP IEfE N AR IERE, UPDATED %1% False, UPDATING 57 True, ¥4
UPDATED § True B UPDATING 5y False [}, &BH—4$mMEN, £ LHIA, MCO IEHE
B3 worker 77 £,

7.6.7. R KILHIL] 7

£ Operator Lifecycle Manager (OLM) R, #NRMEITHBES| ML ITEV M BI5E &I Operator,
& ] LATE openshift-marketplace #p % 22 [A] R B B LU R SR BVE L -

it Bl

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

i th o Bl

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

13
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AL, ITHSAEFIINKRBORT, Operator TTiERESH TN,

IR LOBA MHBRIT 4, SEBFARSHRA (CSV) KREMME XX RERIFTRMBITH, EFHOEITHE, OLM
SEHFRE Operator BIEFRRA,

FoRFMH
o BHE—DRMEITH, FTEHERTRED]MBHA R ER.
o AT LAY F IERRR S 2 Bk,

iz
1. MZZk Operator B9y % 22 (5] X EX Subscription #1 ClusterServiceVersion X REI & :
I $ oc get sub,csv -n <namespace>
it Bl
NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0
NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded
2. THIBRITI -

I $ oc delete subscription <subscription_name> -n <namespace>

3. MHFREREFAR S5 hRA

I $ oc delete csv <csv_name> -n <namespace>

4. 7% openshift-marketplace &5+ 22 [F] IR ER A A SR IAS V1 B9 & FRFNAE K EC B PR &Y

I $ oc get job,configmap -n openshift-marketplace

Fai th o Bl

NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s

5. THBRVEL -

I $ oc delete job <job_name> -n openshift-marketplace

14
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BT R S S BTSSR B R 9 Pod TR EHT 01,
6. MIREREMST -

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. 1E Web 2%l & & B OperatorHub E#& % Operator,
o KMEREBEKINEHRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.6.8. HlE KN EEH L LE Operator

EZREF LR — Operator &, ENIMBMINFTLENZE T Operator, FTiEIEFAEIE; Operator AJ LA
EMtRE R, MBS RZEE, hF Terminating" IR, HEWHEIZETTRER, B0 :

Project B iRk 2~

message: 'Failed to delete all resource types, 1 remaining: Internal error occurred:
error resolving resource'

IX L2 BRI 0] # AT BE X BE IE Operator AN E L%,

Digk

H
/N
A 5it 5l M PR 6 4 Z2 [F) /] RE TT VA ARR "Terminating” SRAE R, HARESBARERTE

FTBVREH T, Rb&REFZ X ER RS 6r & 2 ERMREEX TR, MEE
ZER, WSNABMIAERRAL R #4165791, BT ETEBNESH S,

LU RIEETR T MRIETIEEH R Operator B FHTERMEBERR, R 2 RIZRE Operator HEIBTE XL HTR
7E X (CRD) = FH 1E4E X B 6n 4 22 [A] B A A R

AR

1. MEREES Operator KB EZE AR BT "Terminating" KA :

I $ oc get namespaces
i

I operator-ns-1 Terminating

115
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2. MEHEHKWEREFES Operator #XH CRD :
I $ oc get crds

CRDEé)%%ﬁ;EX 5 CRD #XBEFRE E L HIR (CR) SEHIRT e AL T E Aty
ZEfEd, thATLIR 2 RERFLHA,

3. WNRAE{EM CRD H Operator 12k &8, HIEENESMER CRD :
I $ oc delete crd <crd_name>

4. KEHEERENAEIES Operator HEXBFISK CR LA, WNREFE, EMERCR:

a. BH#RM CR RE T REMEEE G, FTE T f# Operator EIEHLE CRD, flt0, #NRIME
Z X121t EtcdCluster CRD M etcd Operator EE 1T HFEHERR, BRI LIEM R 20 A g
|4~ EtcdCluster CR :

I $ oc get EtcdCluster -n <namespace_name>
Fh, BIEALER A R ZE A 2R -
I $ oc get EtcdCluster --all-namespaces

b. MNRBEMFIRE CR MIZWMIBR, IEMIBREH -

I $ oc delete <cr_name> <cr_instance_name> -n <namespace_name>

5. feEar &2 A MHFRES S ARINARR

I $oc get namespace <namespace_name>

- INRepHZE A HEH AL Operator FIR{MAERBTZEEE, 1HFHKRIAEZHF.
6. 7E Web ¥l & F{#FH OperatorHub E#T% % Operator,
o REZHRIDHMINEFHRE Operator:
I $ oc get sub,csv,installplan -n <namespace>
HbBER
o MEEEHER Operator
L E%ﬁqﬂmﬂﬂ Operator

16
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7.7. 17 POD [}

OpenShift Container Platform I f Kubernetes B pod #:&, ©E2HXREHMEER —FHNLBH—I=ZHD
B25. pod BHATE OpenShift Container Platform 4.16 £xE Y. ZHEMEEMR/NITE ¥ T,

HEEXT pod 7, ERSRETRLEIZIT, BERRFRY, HNEICSHMERVLE, REREIREA
4, Pod AITE:RHHREEMER, EVIFHEBER,

BAEEKRRE pod HILAIGE pod BIIRES. MRA 4 pod t4kE, 1EMER pod BIEHRIR S LR A4S E FR K.

B pod ML, RFHEIRASEPIOMBIRERE. EF pod FHHBUR pod MIAHBERER.

BV RS THIEITH pod, SRIE Pod WERBECE/SSIER root VilRIFRAIVE I pod KENA1Z#RIA]
a5

7.7.1. T & pod 1R RS

pod KIGRE ZXEIRIKS, A7E oc get pods 4 H status FEXHFMERE], Pod R EREHER
%, BRI LEXHEE,

TRIEMT pod FHIRIRERERRTIRK,

& 7.3. Pod BRI
Pod F5iRIRE ek
ErrimagePull B AR RE R,

ErrimagePullBa  fH{&3RKN,
ckOff

Errinvalidimage  f8EHKATTH.
Name

Errlimagelnspec & RE R BRI,
t

ErrimageNeverP  PullPolicy % &% NeverPulllmage, BirE&&BEREE,
ull

ErrRegistryUna  HZM registry foFREHERT, B HTTP 55X,
vailable

ErrContainerNot {8EARERAM pod FARFIESHKMH kubelet B,
Found

ErrRuninitConta &2 #1181L XKML,
iner

ErrRunContaine  pod MIASRER%EMRINE DN,
r

ErrKillContainer %% pod AR HAINA L,

17
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Pod iR 3T
ErrCrashLoopB  &HREX L, kubelet BFARIKEEHE,

ackOff

ErrVerifyNonRo  &&B s HiGZ1E A root IUBRIZ1T,
ot

ErrCreatePodSa Pod i &0IE&EMIY,
ndbox

ErrConfigPodSa Pod A &ERESXE KRS,
ndbox

ErrKillPodSand pod MFEEBRHINZLE,
box

ErrSetupNetwor  RIZ#15A LRI,
k

ErrTeardownNet  M%&#& 1k K04,
work

7.7.2. 18 pod K&
IEAI LA pod RS FIRE, LA LI pod MEXEREBE B,

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,
o B &% OpenShift CLI (oc)

o B&ET skopeo,

1. tDHLEITR -

I $ oc project <project_name>

HEFEMEKH A A,

2. P TEAR R ZEE HIZITHY pod, LK pod K&, AR, BEFER

I $ oc get pods
3 AERBEFRZEEHNEREER :

I $ oc status

MREGpBEFABELEEE, it aERBERERTMEMEIEREIRA.

18
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4. B B SHIH P AR

I $ skopeo inspect docker://<image_reference>

5. INREMBHRSIBAFER, FEFHBREPHNSIA

I $ oc edit deployment/my-deployment

6. UMBREBERHF, BENBIEHINE, EWBESTEFM Watch pod BIIRTE,  LUAE X AN ] @
=LEHER

I $ oc get pods -w
7. IEMAEFPNELS, UTHS pod KBAEXHZERER :

I $ oc get events

7.7.3. %L\ pOd iﬂ]‘@“%ﬁ HE

1EEIJ«)UFA pod %Dé%ﬁEI,.,\, J«X”‘E’J}Eiﬁ pod KM X ELS I EE, RIFBRIEFHRER, pod

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o APIRSSBARRILUIEE TIE,

o B &% OpenShift CLI (oc)
iz
1. HIHRE pod WA :
I $ oc logs <pod_name>
2. Hif) pod FEFERSRMAS :
I $ oc logs <pod_name> -c <container_name>

R oc logs fa S FTKSHI B SR A% E pod kAR stdout BIfE BHM.
3. &% pod A /var/log/ FEESHHEE,
a. FUH pod A /var/log FRTESHIEESXHFF B ¢

I $ oc exec <pod_name> -- Is -alh /var/log
it Bl

total 124K
drwxr-xr-x. 1 root root 33 Aug 11 11:23 .
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drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ . 2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. &ifl pod # /var/log FFTEFFE BEXHF :

I $ oc exec <pod_name> cat /var/log/<path_to_log>
it Bl

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FIHKEFERSN /varlog P EEMNHEXHMFEX :

I $ oc exec <pod_name> -c <container_name> Is /var/log

d. HiHEERBTH /varllog PRAISHEEREXXH :

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.7.4. 5 [nli217H pod
IR LGEITFE pod AT FF shell, S@idim O LRI, KNEEFEEZITH pod.

FoRFH

120

e LIMEREA cluster-admin & &I i 0] £,
API BRSS AR LAIE & T/,

B %% OpenShift CLI (oc)

. PG S B ETFM pod WIE. XE2HEN, F ocrsh 8 SAXZFERA -nLTHEE R4

Z80H] :
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I $ oc project <namespace>
2. BB pod BIILFE shell:
I $ oc rsh <pod_name> ﬂ

ﬂ IR pod EZ1NE2, BRIEFEHA -c <container_names> I5E T — 1A%, &l oc rsh &%
IMERE—TAS

3. JABEIZE pod FHFFER M —NZFE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. AE— MmO L RIGEE pod ERIRO :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYEH O & &1F,

7.7.5. EEhE A root i [AIFU R debug pod

BRI UEF—NENEM pod BEHMEBLE, HNEBERYFTIRE debug pod, pod A @A
3E root RIZ1T, EZITEBIMES root Kl pod HHATERFEHERRIS FE A & (MR RA A

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. RIE—NEEFENEA root 1i[R]ABREY debug pod.
a. RENUIBEZE R

I $ oc get deployment -n <project_name>
b. RIELREH 7 E root IRMI debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFETEERESNES root 1A R debug pod.
a. RN BMERBEER :

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FMA root FR/EEN debug pod:
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I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

IR EI LU -- <commands i INEIRIER oc debug fSH, LUETE debug pod FIZ{TH
N, MARIZITRER shell

7.7.6. X E5E pod #1AE, M pod MAESFHEH
AT LU SR HIE pod UM pod B, DU E B s RE KR B,

FeRFH
o EATLUEAER cluster-admin & &5 EEE,
o API RS BIRRTLUER T1F,
o B%%k OpenShift CLI (oc) .
i =
1. FXHEEFHE pod:
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ AR T, MK pod REIE—PER,

2. M pod EHI3 44 :
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

@ nREEEE T, MK pod REIE—PEER,

Eff occp ERELIF, BHARIA tar,

7.8. %f SOURCE-TO-IMAGE # 1T = HER

7.8.1. Source-to-Image #FEHERRSREE

Source-to-Image (S2I) 2 —MAFHETEE £KH Docker RABRRENIE, ©EIFNAERR
RIGEABRRGR, FILMFHEERERTRENZITNGGR. FHRGME 7T MG (WER) MUEN
o
TIATE S21 R IIEE L £ AIE, EAUMERSLUT S21 B ERHEXM pod R -

. EMEREME, MWE pod AT MEMBGIIN ARRFERARE RN AREFRRH K.

2. EMERENER, #BF pod ATMUREEN RITBIIN REF B RTEELN AR pod.
E8E pod AREEHM TR, MARSHMEEE, MEEEEWREERE TR,
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3. 7E58E pod BN HARR pod g, NARFEHERREEAREIZTHN AR pod R4 L, Flg0, B
{85 FF2FF pod 46 F Running ka‘ N ARENIT AR BRI, EXMERLT, &a
LU IR IETE2 T IR FAF2F pod, LLAE pod FHIN AR FHIFE,
WX S21 (AT I PR BEBRAS, 1HIRIRIX N RBGIRE ¢
1 WEiEtgEE, EREBAIN AR pod K&
2. HAER & S21 HRRM

3. WE'—TF%}\&B}I EXXT}_‘#E’J BE&

7.8.2. IN%E Source-to-Image KR
S2| TE®RINFZ T3 pod #1E8E pod. ZE pod i SIRIEMEMN R OIEMN ARRFA e REEEN A

2R pod. MEITE, EREBEFN AR pod KA, LRBE S2I iPMMELEME, RE, EREED
T 254
FRFM

o ATLUFAEA cluster-admin B&IAE iR EEE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

AR
1 B S21 R pod KA, LABBEEWRN R A £k

I $ oc get pods -w ﬂ

@ ©F-wkLEpod AL, BIEMER CirleCBEASD

2. 1 pod KNI HE LU H IR,
o MEME pod kM, HKEEME pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-build

P2y~
F4, EELMEA oc logs -f be/<application_names k& EEE BN H
Ho *@Eﬁﬂﬁﬁ’\] HESHER E*ij pOd A,

o IMRIE pod KM, HEEEEE pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-deploy
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k

= -3

779*, IRE LUEF oc logs -f be/<application_names> & B EER B H
& HWIREAEMERE pod WiEHE, BEEIEE pod HINSEM NIE, MNREDR
ZE pod B EIZ1T, MmEMHEEBNHRERF pod WHE, #E pod 5T
&, {hEL&1T 21T oc logs -f pod/<application_name>-<build_numbers-
deploy &i/in H B &,

o MRNAER pod X, HENARFEAMAMBEELZTHNARERF pod bR 1FE
Erﬁﬁ*ﬁr pOd E’]EIL.\ .

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.8.3. W& N TR 12 B LUJR & N FRR2 5 R T

R A2 R SR RIS AT RS FRFERF pod % 4, TEIXEERT, EALUERAUTERLRISIIER :
o [ESRARE pod HEMEH,
o HENFMRF pod AR, SIEREM OpenShift Logging AERILEE MR E R TR B B 4.
o LEIARNIANARENLE, FENARFARPETLNIA,

FeREH
o ATLUFEAEA cluster-admin A& iR EE,
o B% %k OpenShift CLI(0C).

AR

1. S SHREN AR pod HXHEH, LUTFREIKFES my-app-1-akdlg B FRT2F pod IS
15

I $ oc describe pod/my-app-1-akdig
2. TeERN TR pod WEE :
I $ oc logs -f pod/my-app-1-akdig

3. HEZITHN AR pod FEARFEHE. X&EE stdout BIHEH OpenShift Logging 122
”&% #@EEJ: DF'-I—JE’J$HUII:EI|:F‘ LIFE 1/71\13}% ?/Xﬁﬁﬁégu stdout E’JEIL;\O

a. MNRNBAEFEHEATLUE pod BRARFE root I RAIIER FRb el LLH TR, RN T A4
iEE/L;\I{¢

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. MNRFBZE root MINRFREEENARFERE, EAILUSIESA root IRM debug &B2s,
REMNBRANEEBEXH. MIIEH DeploymentConfig XT%QF’EJJ debug &F#3. pod A
BEERIE root FBRETT, BIZ1TEBIRES root $ N8 pod #1475 REHERR AT 7E V8 2 [n] REHT
BREH:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log
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INRIEZTAER -- <commands FJoc debug
dc/<deployment_configuration> --as-root, A LL7k1§ debug pod WA
root I FREI—PNEZIR shell ,

m

4. PEHARNELN BEFINEE, FETEED) shell WM BREFASTIZTIZHTE
a. ENAREFEASR LR —1MREX shell:

/

o

I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R E S AR AEFINEE. Hli, BALLZTRFHNAOSRSTHIMELR,
RiE, EEFIRNEIEL S21 ARRERN ARFASRA, EEMGSITIIKEN.

c. IBITRZRBVZR ZHHIS

pa -3
BT — LB ZHEI SR E root IR, EXEERT, MAEILLBITZET oc
debug dc/<deployment_configuration> --as-root, #R#EH K pod A

DeploymentConfig *f R E5)— 7 A root Vi[AIIXPRAY debug pod. A,
I&B LM debug pod AL root B FY B 4252 1712 i Z 3l ST

5. MRABBHEE M ZHEIXMH, ELUER nsenter EA A6 & 22 (A 21T ENBIIZ R Z i
H3 . UUTFEBE—DBHRNDEZEFRFIZIT ip ad, FERAEHH ip =R,

a. BT RLEFEA—1D debug RiF. P EHEHEH—D%EH <node_name>-debug HY
debug pod:

I $ oc debug node/my-cluster-node

b. ¥F /host % debug shell FEIR B %, debug pod 7E pod 89 /host F3E#E EHLE root X
B3R5, MIRBFEEH /host, EALLEZTENAHITHREDSEM ZHHIEF :

I # chroot /host

1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container

Platform 4.16 S£8¥ T = AR 2, ©HKHIF Operator N AEBHER, TEN

5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]

F, =k kubelet EBIT T R LETTAILEE T, oc BIENASZRIRN, EXFHE

MF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
- IREP-=W

c. FAEBIREER ID:
I # crictl ps

d. BESRSRIMRE D, EAEIH, BIrEEs D Z7fe32346b120:
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I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. ERMRMAZEFFIZITipad, FEAENN ip ZHFINIHE, AFIFER 31150 FhBRrE
ID, nsenter e8 SHIA BRI B E R HERLERFIZITHRS, EARGHB Rt
T~ TEHRNIE ID, Frllip ad s BEENELRGRZEAFZ1T ¢

I # nsenter -n -t 31150 -- ip ad

i
cak

REAEFERFNES (W debug TTR) B, FREERFRMMBAZEFFZITE
MBS 2 — I,
7.8.4. HAth HiR
o MFEAX S2MBRERMMWEZIEMER, 1HS M Source-to-Image (S21) HE,

7.9. IFHE RS FEHERR

7.9.1. FRRZ M HEER

LT s BRSNS BN K AT, TR ER & AT s EDE B INAY ReadWriteOnce(RWO)E LAE B A — 17 m £/
pod fF A,

B2, AETEETEFT T mAp 3, B R A T s T A BN M IR 45
& T — multi-attach 1% :

i th 7 Bl

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTEREAARC—

o (HF RWX &BFE AL MMHE,
W FRZSEAFMERR R AR BT LUER ReadWriteMany(RWX) & LABS 1E % Mt I 15%,

o {EM RWO &I Mk & sl BREREET <o
K F A FF RWX BIFEGE, 50 VMware vSphere e A RWO 8, {BiE, RWO BILEHEEE!
ZPTRE.

INREBEH A RWO BRZMAHEIRER, 15 BITE R A ARIREY T R EMIBR pod, LLEEFX
RITENEPNBIEERR, PIEMRMEISEAESH,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZEB BRI 6 D HEMIFRIL T R R EBE,
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7.10. & 5 42 0] i

OpenShift Container Platform S — M FlECE. TiZ&ENE R B ILIEHER, AT OFEHGRE
Wi, £ OpenShift Container Platform 4.16 A1, SEEFEIE 7 A LULFR MNP /E X895 B J5 IR,

NS H N AR, IEE RS TR
o MECHIEIAHHA,
® Prometheus HEXERELZE A,

e KubePersistentVolumeFillingUp ZR1IE7Ef % Prometheus.

7.10.1. HER P E LB BT T AN RE

@it ServiceMonitor BTiR, KA LARETE sN{RI 8 AR 7 RE LR B AR B9AR S5 R FFBYEE TR, IIREAET
ServiceMonitor %R, {EJEIETE Metrics Ul B EMEIXNS N BIREDE, TERIZRIEH AR IRERIF,

SoRFM
o AELUEMESA cluster-admin & EEI 1 EE,
o B &% OpenShift CLI (oc)
o MENAFENWINBERHFEET K.

o RENIET ServiceMonitor ¥,

1. 7EAR5%0 ServiceMonitor 55iRED & PR B X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl

labels:
app: prometheus-example-app

b. % ServiceMonitor % REZE F 89 matchLabels & X 2 &5 _£—% bR 5 H i,
T RABITE ns1 TiE &1 prometheus-example-monitor AR5 1225 :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
i th o Bl

apiVersion: vi

kind: ServiceMonitor

metadata:
name: prometheus-example-monitor
namespace: nsi

spec:
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endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

Gk

14

Z

A LENEFUIE EEN R A B EIRSSF ServiceMonitor %R

o

B &

2. 1f openshift-user-workload-monitoring i1 B ##:# Prometheus Operator IH .

a. 3 openshift-user-workload-monitoring 1 B 7 #J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod ) prometheus-operator Z23iKEXHE. £ TRAI
1, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SIRARSS SR HINF R, BEAREE & RMUARFIBIEEIR

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. 7£ OpenShift Container Platform Web & Ul B Metrics B¥r Tl A A HENGEG =B B iR

K&,
a. FXE| OpenShift Container Platform web #2#l%&, # A Administrator 1 ## Observe
- Targets,

b. EFIFRHPEIEITIRR, FFE Status FIHEF BITBIRE.

c. BN Status &y Down, mifismf URL & IZIEI:BE 78 Target Details TTEHNEZE R,
4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251

&L,
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a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml & prometheusOperator 5/l logLevel: debug, ¥ BEHKFILE N
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. BRTFXHLAGRRZ £,

N A EES B, openshift-user-workload-monitoring i B Y
prometheus-operator 2 HIE /S,

d. 1A debug B & A BN FE openshift-user-workload-monitoring 7 B 1 #
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

=1

I - --log-level=debug

Debug 2% 5 B &1t 4% R Prometheus Operator & HBORFA i A,
e. ’@# prometheus-operator Pod @B IEEIZTT :

I $ oc -n openshift-user-workload-monitoring get pods

INRECEMEHEET —PNKRIFAIH Prometheus Operator loglevel f&, ]
prometheus-operator Pod RIRET AR TN E

-

f. &%& debug B, LLT#E Prometheus Operator @& £{# F ServiceMonitor 7R, &Z&H
SRR EMAE X R,
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o O E VBT M35 BT
o HFEAXMMAHIEE ServiceMonitor 2 PodMonitor BIEAIE R, iES 35 E 0 5 AR 55

o EZPIREEIRBIRBIIFEAER

7.10.2. FA7E )94+ 2. Prometheus SE¥E K2R 52 A]

FFANA R LME R EX R VeI E LB M. BENRENHESBUHNAREREN N, BEIIR
HETTRENBMERINIREERM. B, customer_id BHEAHE, HANECELRL N ATRERIE.

BN D EEENEE M —RIF B FEA, ERZSRERITS R E R MR S BTGB B R 8= H T
]BHIEIN., XA BERRN Prometheus 8E, FHEFERERLETZ2A],

Y Prometheus JHFEXERAR, EATLUFERUTAEE

o {#fd Prometheus HTTP API {e &N B FFFIEBHRFE (TSDBYRE, LT A XL Z 8RS
EFIHBENESER. XIFEHEEEHEE QRN

o RAIFABENENTHME,
o EEDOIEMME—IFFIIBE, EW LU 2 ECL P E BRI R E B MR E

% FERHER —HEREEMNEME R A B IENE-EXHEHE,
o XIRIFEF R XY H hiRI RIS E SRR, XREEEHFEE ARG
SeRFZH

o METLUFEAES cluster-admin £ ABNAF B 150 £E,

e B% %k OpenShift CLI(0C).

it =

1. £ Administrator &, # AZF| Observe - Metrics,

2. 7£ Expression FE&H%i A Prometheus Query Language (PromQL) i), M TFREIEHEBNT
A TR S RS ML 2 R R B R 1R Tr

o FTZETUTEN, EALAMEARSRIIAIEI+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o EITIZITUTEN, EALLETIRMTEL—/NYRAET RS HFENEHER+NMEL, M
¥k H AR KBS E FE 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MNRIEIHREVRAIB AT, HREDEAEIMHARAERE EHE
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o MRIEHSHFPEXHNMBHEX, FEEIECS IR TI/ENEIEIHE-1EXN, eff @i A
BFR M Prometheus & im/ELE, S REITRE RSN ERI EBIERE,

o MRIEIRS OpenShift Container Platform BuD I EHEX, BELLIER 1) WMih OB —
AN =52 SR

4, PEMHETEN BHEZRN, RBUTHEMER Prometheus HTTP API & TSDB A -

a. IZfTUF @4 FIKEN Prometheus API & ER URL :

I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})
b. BT TN RIRINE R IIESHE

I $ TOKEN=$(oc whoami -t)
c. IZ1TUA T4, i Prometheus B TSDB IR :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"
it Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

HinBR
o MFAXMMAIXERBRFIRFIF CIRBRERMNEIFAER, ESH A E LHWIERE
1RER B BR !

7.10.3. fi# R Prometheus B KubePersistentVolumeFillingUp 4 fi 4 B4 [n] &
ERNERBEER, ALUENT Prometheus fif X B KubePersistentVolumeFillingUp 24k,

= openshift-monitoring IﬁE EPEI’J prometheus-k8s-* pod BRI A S (PV) I, KEERKERR
By EZe 8] T 3% BHR A, 8253 Prometheus IE ¥ IE & T1E,

a4
AW KubePersistentVolumeFillingUp Z1 :

o Critical 81k : LHEHM PV /T 3% MEZFN, fMELER
severity="critical" /1% HIEIR,

e Warning &z : HiEHM PV L REMETF 15% I, AHE
severity="warning" TR E R, BFHATEPUX IR,

ERRIXANAE,  SEE LUHIER Prometheus B[R] FEHIEEE (TSDB) 33k PV BIEE £ 224,
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SR M
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

o B% %k OpenShift CLI(oC).

ff

L=

S

1 BT, FUHATAE TSDB MK /D, MEIBRIEISHEEE -

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod _name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \
-- sh -¢ 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

w—} <prometheus_k8s_pod_name> &1ty KubePersistentVolumeFillingUp &t
R EH pod,

it Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M 01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HAERTLAMBRIBL I AR S Dk, REMBRE, LATFRBIE %M prometheus-k8s-0 pod At Bk
=1 &IBH Prometheus TSDB #t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3BTRS, RUEEEN PV NERHBAE WA RZEMFE -
$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9

-0 jsonpath='{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

‘—} <prometheus_k8s_pod_name> &t/ KubePersistentVolumeFillingUp &t
?%E'J B pod,

LUFRIZ R T B prometheus-k8s-0 pod FBARIHEH M PV, 1% pod R4 63% :
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it Bl

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

7.11. iZ¥r OPENSHIFT CLI (oc) [a]ii

7.11.1. T i OpenShift CLI (oc) BHE&EZH!
f&Bf OpenShift CLI (oc) , fEaJLAMAimAIEEN FAFRFFHEIE OpenShift Container Platform TiH,

INRHIEFET oc S, ¥ oc HELAIRE NHIE APIEXR, APl AN L RS ERMB curl iF
KiFEFE, XIRETHEN oc BSNEZREER, URBBET EHMIENAT,

ocC EIIL.\?KJJJ/B.M 1 EIJ 10, -F%*TE{ T oc E/b\g&ﬁjgji&iiﬁjho

% 7.4. OpenShift CLI (oc) BZEZH

BE&EZ5 ek

185 RBHNNEFILKE stderr,

6 H stderr i5% APl 153K,

7 15 AP ERFIRL LK B stderr,

8 IL3K APLIER, FRELFIESS, LA API MR FRLFIE X stderr,

9 ILRER APHER, FRLMIES, AP FRLFIES, LA curl iEKE stderr,

10 ILRER APHER, $RLMIES, APHIEMNFRLFIES, L% curl i5KE] stderr, 103K

E’J{I:l SN %iiéﬁio

7.11.2. $8 % OpenShift CLI (oc) BHE&EZEH|
R LR iRE e B B &K E OpenShift CLI (oc) A,

OpenShift Container Platform FFJF‘EI’JJ:'l BIRIESHEEE S S0 RM curl iFKd, EA T UFIRENY
AR RIESHE, UEENN oc HHMEZHARMENAEER,

FRFH

e % OpenShift CLI (oc) .

it =

o 1IZ1T oc HAIHEE oc HERY :
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I $ oc <command> --loglevel <log_level>

He

<command>
BEMXELIZITHGS,

<log_level>

BEENBEGSHEELI,
ERNYFIEINRESHE, HaTU TS
I $ oc whoami -t
=l

I sha256~RCV3Qcn7H-OEfqCGVIOCvNnZ6...
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