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BE1E T OPENSHIFT %7

1.1. OPENSHIFT B A /7

1£ OpenShift Container Platform 4 /1, &8 LU{FE A Web #2HI& 3k OpenShift CLI (oc) fEFH —1g{Ek
B %7 OpenShift Container Platform 58, FEEIE A AT LLURITFZE web #2H]E& 89 Administration —»
Cluster Settings 7 & oc adm upgrade %45 B%i H S 75 & Hr 0 B #TiE T,

LIHEHEE T — 22 OpenShift Update Service (OSUS), ERIEE A registry A#J OpenShift Container
Platform Z{TiRGIRMHEEF IEMRE ., I SEMLHE OCP RAMEHEE. OpenShift Container
Platform £ BAIAE B 1S OSUS, OSUS &AM EH Birr(E BN R,

LTI M Sk B o BRI 2R E A HT AR A S0 Cluster Version Operator (CVO) BB & YR (CR)

I, BEFFE, BENEESHIEERADE, CVO MEHE registry KRB A THR, FHBNERN
FRIREE,

Z BI@IT Operator Lifecycle Manager (OLM) &%8 Operator 2 BB R EH T2,
. MEFEZER, HSHEHMRLEM Operator,

BRAZITHRESEEHKIEE OCP M AWM AR AMIE R, YREHEHREMRAN, CVORTE
#74 Runlevels BOSRIIINER N B, KSH (BRARLIEH) IFHP—/NEEE Operator, & CVO
FF55 5N FA B 52 B¥ Operator B, Operator AIBERHUT R HE SN H S HHIEERATI L,

CVO s N AN RIS, URFIESEEE Operator iSRS, RATEEK Runlevel REIRRE S

FAFNERE¥ Operator #IIARITZE SRR, CVO FRIKLEF, £ CVO Bt T FEEFHEA control plane
&, Machine Config Operator (MCO) S BE#HEE R EN T mIIRERAMEE.

1.1.0. B X EFH 0] B MERYE I ]l

OpenShift Container Platform S£EFERA BT, B/LMEFREFMNE] OpenShift Container Platform &
B, UTIIKRIRBEBEXREFH AN IR

BAEHVE A AKX ?
o —NHMKXITIRARAAIE candidate HiEH,

o FEMININIAE, candidate SEHILITHRAIHRFE fast i, NISLHENR, HTREIZFZL
TThR AR,

o JEiRG, fast BN —NEITIRARLASIRFE stable Vi, XMNERKEKT fast 71 stable
Wi 2 B B ME— X 71,

X FER#THY z-stream WA, XNERBEZ—ANNFE. BE, FIREFHIIRHN
RIRARE R AT RE R R B KNS RE], @HEH 45-90 XK,

o ZFE stable JERIMR AR RAE] eus 8. eus EMNEEBEMZ, 7T AEMITEUS E
EUS BEHTEVERES,

stable B L £ KT fast FERK— PN L ThRANS ?


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/operators/#olm-upgrading-operators

OpenShift Container Platform 4.16 BH&E#t
o HNR7E fast FUEH NATHRAZILT BVAFE, ©E#ENT N5 stable /& F % 76 #Y D] ) n]
MR &,

e fast fl stable JEH X THRAMM—XHIET, —DRITRANKELINE fast HiE —E&ES A
[EF 2 HIITE stable SE, XA LIA BACHIE (AR & TR BT A REF AR NS,

o TEXMNERME, fast /i8I AKAITHRAIAAIE stable B ATA,
MREHEHECHNE, XEREHL?
o ‘IIERFFEIERB SN RIRNEE, UHEMN—TRAERE S —MREAZESHIA-, %
R B D KR AR A TEICH ., BMEERBERFEC NN, & TEHRDE
o

o /IIERKMIEAAARERERE. AIETRSFRARGERNL, XEXNSATENERATRE
SN

o FEAMNMIRMAXZIHEFNES LT, SEEEANAERIZREE BITARABIXS
FIEHT.

MR ERANEHRABEHEEEREH L ?

o MNRENVEVAFIE, ZI08 MERSRFBIAZITIRA P HIBRERTEZIL, NS NEIEBHABRERE
REMAEIRZEINL, SRBREE. WEHHFRADCEENIGER, FTRRIKABELR.

HLEHET—A z-stream HRASRTE fast ] stable FiEHH I ?

o EARENETREALSINERMRE, EXNEITRIRANF z-stream REBERZRARM. BE
B FHERS, IBBORIRAZSERTE, ATAERE BB KA A T IRAHY z-stream AR A,

B

ENURSE z-stream IRABERBIRLITEHE, LIEFRBREFERRLITIHE
BORR, ERBERNEE TR SR AT T RENFBEMIER,

o Kinz-stream ARG, BHESHINEIZRRAR fast JilEAR, LRE, z-stream IRATEESH
IMFEIZ R RABY stable 5iEH,

T RREATIIER A AThR A

1.1.2. = F OpenShift Update 55

OpenShift Update Service (OSUS) 1 OpenShift Container Platform 12 E0EH, &% Red Hat
Enterprise Linux CoreOS (RHCOS), BiR#t T —1 K%k, EHPTEHH Operator Iim (vertices) #I
EEENM 7 (edges) . BIFBIARKRT BRI LULLEHEIMMRA, MRSRHNERME, AFEE
SERBEHHRITITHERR S,

& BEH Y Cluster Version Operator (CVO) 2123 OpenShift Container Platform BE#TARSS, FHRIE AT
AHMAFEPRERREEMEFHMERRR, ZBEEREHN, CVO FEANNHLITHRERER
£, LITIH (artifact) FE VBRI FESRITEE Quay F,

1 7 ik OpenShift Update Service (IREFRANEHT, ATLUMER—RAKIEE BRI BE5EIE, &
METIHBRERIERE S XN FEMRAREUREMAGSHRE. TEBRINEEAMNRAE
&, OpenShift Update Service 2B 1K E R A,
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OpenShift Update Service IR H RIS EHEEEH. 1R OpenShift Update
Service FREIEHBERE, XARERRN—ITESERMBRFEXNEMAE, NFARESHATH
'I‘io

AN EHISR R EMER Ti21T. S— RGNS ERENNEEL, MELNARER, Had
Operator IS E#EHRE, LIERENE2ELTFAIHA, ARHKRICRE. B2 EHI 2521 OpenShift
Update Service, LMRAEE#H =S A,

BE
MR R BB A, T FRREFLRERHOIRE URTRARA, MNREBIEHRIL,
THECRLLIE X HF,

EE#HTFEH, Machine Config Operator(MCO)SH#ECE M A EIE R 28, MCO A
maxUnavailable FEXIEEMN. MANSREERFNT RBE, FEeIMCATTRH, ERINERT,
XAMEHIZEN 1, MCO 1R#E topology.kubernetes.io/zone 17%, X FREBEHFZRIMMT =, MR
—IMREEEZINTR, NEEEfMRIBNT R, YFRAEARNT R, MENREFNTR, TRIIFE
FARRTE S, BAEHfMzIBMT R, MCO —REHHIZFECE M+ H maxUnavailable &8 E /T R
e, RE, MCORNAFEEHERNER.

Digk

==
[=]

XfF OpenShift Container Platform FREYFTEH2ECE i, maxUnavailable FIFAIA
WER 1, BWEARERTUXME, B—RRAFHF— control plane Tim, XfF
control plane i, HEREHXMELH 3,

INSRIEHT Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&TEXLEH| 25 £ BT kubelet,
NIBATE X 2R E B HT OpenShift API,

LETARA SN AR kubelet Bf, RHEL Hl287T%:R([E Ready R, ENZRATART, EBLETHE
. BR, ANEBRETRATTRT R, AUTUE-—ENSTEERANBERT, BRESHEHFE
{’EO

OpenShift Update Service BB Operator #1— N84 % /N5 AT SE B ZH A%

1.1.3. T fi#52¥ Operator SR EY

555 Operator FPRESIEEA 1B condition KB, BERE Operator WK I HFIRS. LTFE XL
HE T —E I ClusterOperator AR EIMFIFR, EIET EBEINFR MG LBFFE Operator iIEEH
Operator,

Cluster Version Operator (CVO) 7 5t ME&EEf Operator IR S KM, LUEREEE A IR T T 2
OpenShift Container Platform SEE£HIR 7,

® available: &4 8! Available &7~ Operator SIREEERE A A, MNRIRER False, NIEIE
SRAFWED—ANEATEEELE, HAFHEEREER T,
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® progressing: 542544 Progressing &7~ Operator IEE EHEHFTHIAAY, FIEECIEHCY, =

EM—PMEERESBE A — MRS,

% Operator il Z BIEFIRER, Operator Tk & & 48! Progressing 5 True, MR
REMERRSEER, B Operator RIANE, MRS RE N True, EHEM— steady 1K
BREIH— MR,

Degraded : %442£% Degraded 3R’ Operator EH57E —E& 8] AR I EE H 7 4R A9 L Ak
. FEHTRESFEAHTSE, B Degraded KSR Operator £EHIIF AMTER,

Lk, Operator A& 514 F Degraded IKEFE B4 F Degraded R

INRM—MREEHE 7 — NIRRT BE KA A R B RE, U!'J_Iﬁ‘é% NG E =i
sk &5 Degraded, Operator 7EIE#EE#iT 2R F 2k &5 Degraded, Operator AIRER TRk &5
Degraded, LANiR & ERAEE A TR A MEEMMEE KN,

¢ pa -3

bR RBNRA AR ZHEMAREET, RE Operator AT, Degraded 5
HRARERN A P TEMERNEN BREEE

Upgradeable: #4287 Upgradeable X% Operator 2B RIBUFINERRELZ2FH.
message FE B2 EE AN RN EMFZEHNITHRIEM AR T LT, SR GH

True. Unknown SRR, CVO feir&E#,

% Upgradeable X759 False I, RERRABEFHFEKZEIZEN, CVO REIEREFHITZHMBN
BT, BRIEsEEI (GmiEl) HE.

11.4. T RSB RAROR KR

Cluster Version Operator (CVO) IS IREE B Operator MIEAMRAH, HATFIMESEHRARE Operator £

R

LEIR S EIERMRE, ©EHE OpenShift Container Platform SEEFHME RIS YRS

BR T AvailableProgressing, 1 Upgradeable %, I8 N5 E R AF] Operator BISRMAERE,

Failing : B IRAROR KB Failing RREHTEVIRIEAMBRE, TR, FEEEA T,

Invalid: SREFARA M KE Invalid REHIRARA RS FUITRENFER. RERET I
&, CVO U H AR,

RetrievedUpdates : S£BEhR A4 258 RetrievedUpdates R REM EiEEHRS R ATHE
1. EKRZRAISEMAH Unknown, HIREH LKW TIEKSR, N False ; AR
availableUpdates FE& = &4 B 589, 17 True,

ReleaseAccepted : EERAIR T A ReleaseAccepted, F77A True KSR TRIERI KL 1THR
AERABEFRIIEANTIR AR ETZREE KL

ImpIicitIyEnabIedCapabiIities D REFIR AR ImpIicitIyEnabIedCapablIltles BE True K
, RFEF ERB&AE®T spec.capabilities 15 KHITHEE, MR X FRZEIHE CVO &
EE CVO A FEMATHhEE,

1.1.5. & WARE

Control plane (3%=#I3Fm)

control plane B control plane Hl282HAK, i 5 & OpenShift Container Platform &2, control
plane M2 BB ITENE: (BN worker) ERIT VR EL

Cluster Version Operator
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Cluster Version Operator (CVO)/G oA EFTITIE, ERFEIFHREFRAERE OSUS, HRRE
ERL BT EE et d: 0N

Machine Config Operator

Machine Config Operator (MCO)@— N REF L IM Operator, AFERIRERAMNBERE, BT
MCO, FAEEATLBEEFEH worker 17 )R LB systemd. CRI-O #1 Kubelet, PI#.
NetworkManager F1Eth R4 I0EE,

OpenShift BHIRSS

OpenShift Update Service (OSUS)>} OpenShift Container Platform Rt T4 E#r, S¥E Red Hat
Enterprise Linux CoreOS(RHCOS), Bt 7T —1MEF K E, HAPaBEHMH Operator I RFNE
e,

Channels

Channels BBA 7T —/5 OpenShift Container Platform JRiRAHE X EH KM, OSUS FAXNEE
BISRRE SR HETE 5% R IE — B 115%.

R ERTIN%

HEZZHIEFT2 & OpenShift Container Platform & {ThRA 2 (BB ILE T, BIFERYA ERES,
BEAREUATERRENIE. YRIRA. SN IRNEMER, OSUS HEIMNLS CVO &1,
EEEBNERPIZIT.

HEREHZF

Fi post-4.7 BEEHSBURRAEIMCH ERKEFHZHF (EUS)RA, XLERATIET 7E EUS Az
(ARt B 3T ER AR, WILAEME worker 1T REEHT, FHALLEI MK EUS-to-EUS OpenShift
Container Platform HR7< #9537 5RB& K8V E J= worker 7 sR BB #T,

MEFLELR, 155 Red Hat OpenShift Extended Update Support(EUS)#Ed .

Hith BHR
o HERELEM IR
o TTETFHERERIAMERE A OpenShift Update Service

o EHIIE

1.1.6. EMLFR
o EBBIITIE,

1.2. £EEHMMA I

LU NTTEHNEE T OpenShift Container Platform (OCP) BHdRRMENEEAE. XBHNMAITIE
H—MER, 1HSH OpenShift EFHE T,

1.2.1. Cluster Version Operator

Cluster Version Operator (CVO) 24wEdF /18I OpenShift Container Platform Bt 2 EEH M4, £
REFESBIRET 2, CVO RS ZE SRR Operator BF R S LB TTRHPIE RIFITHIL, #
2= R LA GRX L BRI LR S S AR R S,

1.2.1.1. ClusterVersion %8

Cluster Version Operator (CVO) #2952z — =& ClusterVersion FiR,


https://access.redhat.com/support/policy/updates/openshift-eus
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_configuration/#machine-config-overview
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EE 51 F0 OpenShift L4 AT L@ ClusterVersion Y55 CVO BEHRE, FIEH CVO RAET
ClusterVersion X REBH, a1 CVO KSR BRIES REGIR S,

pa -

AEBEEIEN ClusterVersion XTR, &kz, A oc CLI =k Web 124 &% EOREREN
BET B .

CVO 529585 ClusterVersion %REH spec BHERFEAMBIMASHTHE. HAAENLITHRAS
SEFRZATRRARER, hiASEHEE.

B BHEEIE
ClusterVersion 55HREM 25BN EHRER., XSETRAEH, BREER N BRSNS
A, XLEEFMIZMEEN, BT CVO Wf7E ClusterVersion KRH4ELER, FH5
%" B 37 AT [ MR " ER

o EAILMFERAUTHSKErFRAEAEL :

I $ oc adm upgrade --include-not-recommended

-
A4 # --include-not-recommended 2R XSEAT B, BEESH A HHNE
%ﬁo

A a5
Cluster version is 4.13.40

Upstream is unset, so the cluster will use an appropriate default.
Channel: stable-4.14 (available channels: candidate-4.13, candidate-4.14, eus-4.14, fast-4.13,
fast-4.14, stable-4.13, stable-4.14)

Recommended updates:

VERSION IMAGE
4.14.27 quay.io/openshift-release-dev/ocp-
release@sha256:4d30b359aa6600a89ed49ceb6a9a5fdab54092bcb821a25480fdfbc47e66af9ec

4.14.26 quay.io/openshift-release-dev/ocp-
release@sha256:4fe7d4ccf4d967a309f83118f1a380a656a733d7fcee1dbaf4d51752a6372890

4.14.25 quay.io/openshift-release-dev/ocp-
release@sha256:a0ef946ef8ae75aef726af1d9bbaad278559ad8cab2c1ed1088928a0087990b
6

4.14.24 quay.io/openshift-release-dev/ocp-
release@sha256:0a34eac4b834e67f1bca94493¢c237e307be2c0eae7b8956d4d8ef1c0c462¢c7b
0

4.14.23 quay.io/openshift-release-dev/ocp-
release@sha256:f8465817382128ec7c0bc676174bad0fb43204c353e49¢c146ddd83a5b3d58d9
2

4.13.42 quay.io/openshift-release-dev/ocp-
release@sha256:dcf5c3ad7384f8bee3c275da8f886b0bc9aea7611d166d695d0cfOfff40a0b55
4.13.41 quay.io/openshift-release-dev/ocp-
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release@sha256:dbb8aalcf53dc5ac663514e259ad2768d8c82fd1fe7181adcfb484e3ffdbd3ba

Updates with known issues:

Version: 4.14.22

Image: quay.io/openshift-release-dev/ocp-
release@sha256:7093fa606debe63820671cc92a1384e14d0b70058d4b4719d666571e1fc6219
0

Reason: MultipleReasons

Message: Exposure to AzureRegistrylmageMigrationUserProvisioned is unknown due to an
evaluation failure: client-side throttling: only 18.061us has elapsed since the last match call
completed for this cluster condition backend; this cached cluster condition request has been
queued for later execution

In Azure clusters with the user-provisioned registry storage, the in-cluster image registry
component may struggle to complete the cluster update.
https://issues.redhat.com/browse/IR-468

Incoming HTTP requests to services exposed by Routes may fail while routers reload their
configuration, especially when made with Apache HTTPClient versions before 5.0. The
problem is more likely to occur in clusters with higher number of Routes and corresponding
endpoints. https://issues.redhat.com/browse/NE-1689

Version: 4.14.21
Image: quay.io/openshift-release-dev/ocp-
release@sha256:6e3fba19a1453e61f8846c6b0ad3abf41436a3550092cbfd364ad4ce194582b7

Reason: MultipleReasons

Message: Exposure to AzureRegistrylmageMigrationUserProvisioned is unknown due to an
evaluation failure: client-side throttling: only 33.991us has elapsed since the last match call
completed for this cluster condition backend; this cached cluster condition request has been
queued for later execution

In Azure clusters with the user-provisioned registry storage, the in-cluster image registry
component may struggle to complete the cluster update.
https://issues.redhat.com/browse/IR-468

Incoming HTTP requests to services exposed by Routes may fail while routers reload their
configuration, especially when made with Apache HTTPClient versions before 5.0. The
problem is more likely to occur in clusters with higher number of Routes and corresponding
endpoints. https://issues.redhat.com/browse/NE-1689

oc adm upgrade 5 & if] ClusterVersion FELURERA A EFHMER, FHFUALRT IS TR

'-IE;O
o EEKNE CVO UIEMEZ e BMEHIEN—FAER, FRUTHSEI ClusterVersion TR :

I $ oc get clusterversion version -o json | jq '.status.availableUpdates'
I

[
{

"channels": [
"candidate-4.11",
"candidate-4.12",
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"fast-4.11",
"fast-4.12"

],

"image": "quay.io/openshift-release-dev/ocp-
release@sha256:400267c7f4e61c6bfa0a59571467e8bd85¢c9188e442cbd820cc8263809be377
5"’

"url": "https://access.redhat.com/errata/RHBA-2023:3213",

"version": "4.11.41"

b

o RUMBDIAFRERMERR :
I $ oc get clusterversion version -o json | jq '.status.conditionalUpdates'
Bl

[
{
"conditions": |
{

"lastTransitionTime": "2023-05-30T16:28:59Z",

"message": "The 4.11.36 release only resolves an installation issue
https://issues.redhat.com//browse/OCPBUGS-11663 , which does not affect already running
clusters. 4.11.36 does not include fixes delivered in recent 4.11.z releases and therefore
upgrading from these versions would cause fixed bugs to reappear. Red Hat does not
recommend upgrading clusters to 4.11.36 version for this reason.
https://access.redhat.com/solutions/7007136",

"reason": "PatchesOlderRelease",

"status": "False",

"type": "Recommended"

}
1,
"release": {
"channels": [...],
"image": "quay.io/openshift-release-dev/ocp-
release@sha256:8c04176b771a62abd801fcda3e952633566c8b5ff177b93592e8e8d2d1f8471d

"url": "https://access.redhat.com/errata/RHBA-2023:1733",
"version": "4.11.36"

2

"risks": [...]

b

1.2.1.2. B o] R T4h

Cluster Version Operator (CVO) & E#i 7 1) OpenShift Update Service (OSUS), LUKER S B ol #EHE
KRR, XTHREETERENIIE, AfE, CVOREXEHMENNEERRFIEN
ClusterVersion %R # availableUpdates=ir conditionalUpdates &/,

N e L LI N BT Py ST 4L 0 L A e A =
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CVO & HITR ST AR AN, XL X\l T OSUS FRRBIEFE S %, HPEE Al BE 2R
ANKEEFHESHAHNEMRANGE L. KZHEENRTREEFERTNERE, NERETTEH
EREHVREE R/ EREFHIR A

CVO RIFBEBENFHEEFNRENGE RO ERERSE. MR CVO LMK SEMHEER, CVO&
11t {E RIFE7E ClusterVersion %JREY conditionalUpdates FEXH, MR CVO A IIEEE S BHAIXSE
RfE, FEEBESEHERMNLE, 28 BEIMRATFETE ClusterVersion HRE#H availableUpdates
FEEH,

A SRE, Web #2HIA3K OpenShift CLI (oc), EEEAKES R ERILER. SEHRBEXKNE
MNEMFEHEE - BEERNEHE B BIREERE, UEEE A W UREE B HE SR E,
Hi 5w

o EITEIUMBRFIFLL

1.2.2. RITE5A&

RITERZHE OpenShift Container Platform (OCP) RAMIZZ AW El, ©EBEXITRATHE. 5417
MR APEEEHY Cluster Version Operator (CVO) Zi#tHI . ERE A OpenShift &8 Operator FTHRMNE
NEH, UKL OpenShift IRABIFTE A2 BRI SHA FIZE M AS| AR,

BRI LT U TSRO ERELITHENAR ¢
I $ oc adm release extract <release image>
it N

$ oc adm release extract quay.io/openshift-release-dev/ocp-release:4.12.6-x86_64

Extracted release payload from digest
sha256:800d1e39d145664975a3bb7cbc6e674fbf78e3c45b5ddedff2c5a11a8690c87b created at
2023-03-01T12:46:29Z

$ls
0000_03_authorization-openshift_01_rolebindingrestriction.crd.yaml
0000_03_config-operator_01_proxy.crd.yaml
0000_03_marketplace-operator_01_operatorhub.crd.yam|
0000_03_marketplace-operator_02_operatorhub.cr.yaml
0000_03_quota-openshift_01_clusterresourcequota.crd.yamil ﬂ

0000_90_service-ca-operator_02_prometheusrolebinding.yaml g
0000_90_service-ca-operator_03_servicemonitor.yam|

0000_99 machine-api-operator_00_tombstones.yaml|
image-references

release-metadata

Q ClusterResourceQuota CRD HJE#., FTF Runlevel 03
9 service-ca-operator #J PrometheusRoleBinding 7585 %, KT Runlevel 90

9 X AR AT AR AR B9 SHA T Z RRAN S| A5 R

1.23. B IREIER

1
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TS EAERT OpenShift Container Platform (OCP) B#id f2 8941 T/EH -

1.

1.

BFrMRATZMETE ClusterVersion HRE spec.desiredUpdate.version FE;, ZFERa@T
Web #Hl&5K CLI #TER,

Cluster Version Operator (CVO) ¥iillZ] ClusterVersion %REFH) desiredUpdate 5 4 a5 EE
MRAARRE, EF OpenShift Update Service RBIEIFEIE, CVO AT HE IR IRARIT N A 1T
BB pull spec,

CVO JIEAZfTHRI TR MM E LM, L& A& SHA BEF M- L L ITHE
PRRFF, AMAXREIE UM EL BRI ITHRIENMEZLNER, CVO ERARERHATIFRELR
IES R ENLITHETEENFRARESFENES,

CVO 7 openshift-cluster-version 4 22 (] Al — %/ version-$version-$hash HI{E
e AR ERHITATHRIENES, EEEFEEIARR TN TEH K. AE, FILFEE
FITBUBEM A (THRIREEI CVO ViR EZES,

CVO FFR EXHSE H A0 T HE.

CVO K& —L preconditions, LAFARERFHEBRINEIA RMEYG, FLRETESRMELER
ka7, XLERHEFETLLE CVO R RE, SHHENEEE Operator ik, AT Operator ik
BT A] R — L AR B

CVO LA status.desired it KEZ ML ITRA, FHUB—NEXFEHH status.history £ H.

CVO FIATMAE B K 1THIRAE R, 52F Operator ZE# 4 Runlevels ORI ERE#T, CVO 1
1% Runlevel AT A Operator 7E#E A T —2 7 BT 5E AR B #T.

CVO ABRBHRAENRRHN A, NA CVO HER, HEIN CVO pod &1E1E, FHEAHAR
AIFEH CVO pod. #THI CVO LREE T RETE H,

. BERIHETT, BEEA control plane B EFTIRA. H5EEf Operator AIBERTERE I HIT

BH{ES5, BE(]@iT Progressing=True 4R & HRE,

Machine Config Operator (MCO) JEH N AEIHARERE, AE, BHHMCO FREHFEN TR
WRSGEBEIMIRIERY, BNTRUEKEFREFES TEMARIHE. BHNER.

£ control plane B /G, KRR ME (EEHMA T RZED) . BHE, CVO A AR TIRLU
PUfi & 1T Ei & A AT EOIR S,

1.2.4. TR HAE a0 N BB

E A ENTZ AR, ZITHRRPIREN—EF RN IIRREEINFR A, 50, »fErERmEE L
JRRI 0% CustomResourceDefinition iR, H4, ©THTEREHENEEE Operator BIZHEIF, LMER
RIZEHEEREFAFRET, Cluster Version Operator (CVO) @i 2175 (runlevel) BIME S L HEX N
PRI,

X EARBGITE & 1T B IF B9 -B Fp fd

I 0000_<runlevel>_<component>_<manifest-name>.yam|

o -

I 0000_03_config-operator_01_proxy.crd.yaml

CVO TERER 5E A BRI, Hrh CVO BRELLTHN :

12
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o EEINIRH, EHEIZTHABE RN REEIZITIHRIEH,
o E—NZITYUH, ALAFHTN AT EHAREER,
o FE—NZITYUIH, HBAEHMRE LI RINE N A,
SRIE, CVO $ZRBR 4 B BYERIIIE N F 7 54,
AFRLEFRRE, CVOENABHRERERR, HREMWHIUEFTRARRERSENR

INE#H. LIRS AR E— LN A, %fF ClusterOperator FTiE, XA HML,
CVO 2ERFEEE Operator EMTH B &, AEE#HH ClusterOperator X5,

CVO EH AT — M2 T A e EFE Runlevel FBIFRAEEE Operator B AT &4 -

e %5%¥ Operator §—* Available=True %14,

e %:%f Operator §—* Degraded=False 5%,

o £E Operator BBAE(1E21E ClusterOperator FR AL AT BBIRR A,
BLRERIRERERENFRTER. CVO FRHRETM, MUBRELZTI AR SMEL, FAETHA

FATHRABEHAUTEE 60 B 120 28, 1HSH T & OpenShift Container Platform BHTRFLEN
] LA T iR 5 % 45 5 RN BB ST R LA A1 A4S R

13
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@ Completed Cs In progress ® Waiting

C,': Runlevel 20

@ etcd-operator > KAO Deployment
pods performing
@ 0000_20@_etcd-operator_0@_namespace.yaml additional processes

@ 0000 _20_etcd-operator_06_deployment.yaml |

Progressing=True
C' kube-apiserver-operator

@ 0000_20_kube-apiserver-operator_0@_namespace.yaml C' KAO Cluster Operator

@ 0000_20_kube-apiserver-operator_06_deployment.yaml — Progressing=True

C" 0000_20_kube-apiserver-operator_@7_clusteroperator.yaml _—P version=4.Y.0LD

(© Runlevel 25

(© kube-controller-manager-operator
(© 0000_25_kube-controller-manager-operator_@@_namespace.yaml

(© 0000_25_kube-controller-manager-operator_07_clusteroperator.yaml

(© kube-scheduler-operator
@ 0000 _25_kube-scheduler-operator_0@_namespace.yaml

(© ©000_25_kube-scheduler-operator_@7_clusteroperator.yaml

(© RunlevelN

ELBIF, CVO RERFFTAE LETE Runlevel 20 F5EM, CVO A EH N AZEI Runlevel AR
Operator, {B kube-apiserver-operator ClusterOperator 1EE8E T #ThRA BT — LR 4E, kube-
apiserver-operator ClusterOperator ;&;J Progressing=True x4 F=BALLHE, BHEEE
status.versions FEBAFTARA/E NTIE, CVO ZF#F ClusterOperator IR E AR HPRE, ARBTE
Runlevel 25 FFEATHIAE .,

Hth TR

e T OpenShift Container Platform BT #F4LI [H]

1.2.5. T fi# Machine Config Operator 1A E#7 17 =
Machine Config Operator (MCO) $$# 23 E &R A EIE A control plane T AT E T =, EVZREEE

BFTF2A, control plane T AT E T mHHS B B OMNSBEE LT, HPNStEaHTE
#1. .spec.maxUnavailable S (BAUIAEH 1) RENIREE M AR LUEN DB EF T FZABT =

14
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Digk

==
[=]

XfF OpenShift Container Platform FREYFT AN 2E2 &, maxUnavailable FIEKIA

KERE 1. BWWEREFTIIME, B—RIREH — control plane T, X F
control plane i, EREHXMELH 3,

LNREEEIHFIREIN, MCO RREMPUFATANT RBE, MRAARENTRNTF
.spec.maxUnavailable FJ{f, MCO 7Eth A% o ™ m/S LA T RIEFF -

1. cordon #1 drain ¥ /=

' L RWEBIE, THEMETEAEREA,

2. BT RBRAEEFBEIERS (OS)
3 EFEITTR
4. BUBHAT R

— AT RITECEXNETTRE, BECHBCEEY, BTEMAETUERAERIES, MCO FBEHT
=, BEEAFRATAT A EZET .spec.maxUnavailable FJ{E,

L RSEREEHFH L AT AN, NBEERPATHANT RBEKEH /T .spec.maxUnavailable.
MRFEZEFHRNT R, MCORETRLEEINEFIIRE, BEEFRXZEE .spec.maxUnavailable R
HiE, EAREESE, BEIEA control plane T I E T RS E#.

PUR R TERHR T XA T 27E 5 N mBl & hanfm & 4, H .spec.maxUnavailable
3, METREMTHA :

1. MCO 4B 1. 213, FHFMEFZEEN].

2. TR2 Mz, ERFHEXATA, MCO X8 4 #1T cordons, FFIAHEET =

3. TR SERREEZE,. EFEIFHBRITAH, MCO X1 = 5 34T cordons, FFIAHEZE T =,
4. TR 3TEMHZE. BEEFERTH,

5. TR 5Bz, ERHFERTMA,

6. TRA4THEEE. EEHFBRTMA,

RN T RHEFR BRI FEMAT R, AULAPH—ETSeaTE2TRENNERF, B MCO
HHL

ISR LU T A T e B R BN 2R E B BT AR -
I $ oc get mep
iyl

15
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NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-acd1358917e9f98cbdb599aea622d78b True False False 3

3 3 0 22h
worker rendered-worker-1d871ac76e1951d32b2fe92369879826 False True False 2
1 1 0 22h

HibFR

o HEsECERR

1.3. TAEAEFME A ITHRA

BIAEE— DRG], e LR 1 B HTEEFH OpenShift Container Platform JRAiRA., &1
WAV PR R EHMAT [R5, Fi@iT fast. stable. candidate 1 eus 573&%7, Cluster
Version Operator AR FHLER AN EFHFEI LR EMFHER, DURHEER T AHENZEEH
%Q

FHR B S OpenShift Container Platform BURAR A XEL, #HEARMMASKREFSAEZARINEIR
RIEA, BMfEEESTFEBENYSIURRA,

5140, OpenShift Container Platform 4.10 BHVEIRHLATEIL ¢
o 7£ 410 NEH.
e 49 FFHEH,

o MA9FAKE 410, RIFFAHE 4.9 ERRAEIHE 410, BMEEEBILENHE K/ z-stream hix

o {IE eus-4.10 : 1T 4.8 HEHT,
o (VPR eus-4.10: M 4.8 #HFI 4.9 BEI 410,, RIFFIE 48 EHBEXEHE 410,

410 BEFVEARHES 41N HESIRANWEH, XAIAHEREE G RERAEFHNE T — OpenShift
Container Platform JRiR A,

BETIE RIREI R TARAERE, TREMERENEERA. FERAH OpenShift Container Platform
#) openshift-install Z# &l X184 RLEFIZ R,

OpenShift Container Platform 4.16 324 7 L R EHiE :
e stable-4.16
o eus-dy (RIZHEUSIRAE, BRI EUS RAZFIFIEHT)
o fast-4.16
e candidate-4.16
INRIEARFE Cluster Version Operator MAHZICRIARSSIKEX AT FARYE ST, EATLAER OpenShift CLI F

# oc adm upgrade channel S SECEZHE, a0, HEEEZIRMLEL N B %A A AT 15 R B FH 2
BEUWARSH, XA EERE M.
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Digk

==
[=]

TIE I F 4 EI OpenShift Update Service BIXBIRRA, X FRARANEHT, hRAI
BIELIM, IR ABNRIEIEEL AR A RIMAL, TERIESZAIRANERRME,

1.3.1. EFyiE

1.3.1.1. fast-4.16 5@

LIIIE R BARR AR N IE A 1T (GA) hRAR], fast-4.16 SE#KE 4 OpenShift Container Platform 4.16
BIFTIRA, Et, XERAETE R, ATETINE,

1.3.1.2. stable-4.16 #ii&
BEARYT( NN LA eSS LA HINTE fast-4.16 FlEH, {BiXERABAREEE —BIE RN E SR

%l stable-4.16 #ii&H, X MERITEH, SMSNREEREHITATRETROH, BKEXE
FlERE, XERAFRIME stable FHEH,

HFREREBHEIE RN AERSRRME, FILAEREIEIGEEEZ T

IRHAE| R &3R4 Service Level Objective (SLO), MIEEZER, ES R EEEHMNIER
g

HERENSERFRIA I EA stable JiE,

1.3.1.3. eus-4.y 58
BRT stable MiEH, FIELUEFEIEEH OpenShift Container Platform YRR AARIRHLIE K B 7

(EUS), 1=FE stable STEBHINRA BRI 1RFA 2 EUS 58, EUSHLHEMEZBMNZ, 77T AFEHIT EUS
Bl EUS BHTEVEREY,

PRAEFIFE EUS 1T REE AT LTI IR A EUS E4 G AT R RPM(rhel-*-eus-rpms), ©
I1ERRES 2R KR M, AR SR,

1.3.1.4. candidate-4.16 &

candidate-4.16 JETEIE F S LR X DA RV M, REREIHEHHINNRETETSERE
GA ZRIMIFRERZ GA RAHINEERI T EIIRESR. Ho, XEMAZREZ IS FTERIENAR, TRET

SNURH GA IRAREEHRKRZE, BT XLEIFFET, RS EGERTHEMERREFTESHN
B8,

1.3.1.5. EFSE IR
OpenShift Container Platform 47— B #HE RS, ©HEEREM OpenShift Container Platform

FRA LA R S8 BRI ER 2, AEIRT T —iRA, FEHIBELNRT 5 HRIAmENE R R AR
KEIhRA,
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BRI ESER BRI T ZAThRA
® 416.0
® 416
® 4163
e 4164

ZRRSS REW I BB S M/~ ER VI8, Fla, NMRENEES 416.1, OpenShift Container
Platform #3#F 4.16.4, 81UM 4.16.1 #ZiE 4.16.4,

BF

EAFTE-—EDEENNT SHITHN, BEXDTOH, ZIEHEE (BEFREH)
aiE 416.2, FLREINHIFZEIT 4.16.2 BIEH,

1.3.1.6. BEHE AN
THER NI A FRBIRA, LURIE X AR AR INE 8BRS AR LE AR A R B B 5T R R,

YNSRZINE MR SR A AT AR A P IBREERTRIN, NS NEIEEARRRR ARG ERZIL, B
=, HREHRIEE. NEFFHREABEEFRINER, TRReE LR,

M OpenShift Container Platform 4.10 Fr#&, 7EFINEFNICH, SI1SEERNEXEHRNFEETK
. BNBHNGEATRERTAAESE, JERNAINSHERHTLENER., FERFlaEE
Platform % & None, % CNI#t) 5% & OpenShiftSDN, Cluster Version Operator (CVO) 4k
T L EIERER S E NG, MREE NGRS, NI EH, RXGITE, NXLEEHRBERINC
} updates with known issues (& BAF[ERIERT) , FiRET EMFENERiEE, SEHETRER
SHEEAREREEZNG, HIUKLEHRER.

LBILIE IR BASR M R NXIGET, RIEFRTAMEXIE RN RENZERIE. Conditional Update risk BB
ATRERTEEHTWIR A BT RSB 2 RIS B 4 .

1.3.1.7. HEREEFIEIABIIE

WEFEE HRIIESE R SRR,

B, EREEHTREERIRRA, LFE5 LRRARRNIE R BRIERN A z-stream B#, B

FREWTIREER, EF— D KRTFELRRENTRIGE, UBRE—IHSIEFE, SHREHREZ
IRA, EREFRREHSLSRIRA, T—TMhRAS T — EUS hR A LECHISINE,

HF I WERSRRAFEHFIE 4, BRI EBIITRITE EUS B EUS B#HT AAHTE
#o

[N

HOR, ENOZEFEEFRER rollout 2RE&, HZMEREAT — GARKE, ERILUEFEM fast Sl fpifsF
BHT, HEETREFFLIEFIREIRFAE stable S8, fast-4.16 1 stable-4.16 AR IR AtEEHTE 4R 5T
£XF, FMEFEEESTHRERE, FAITRAR S stable SBRIAVRAE R R BHLE M MH0E
R [AIBME— X I, K &3 z-streams BB E RE— RN RIRFAE stable JiE, {ERHEKH
RIRA AT RIS R BT AVIEIR GBE 45-90 X) , TEEFEREIEIIEE BRALEIR, UERF
2l stable SGERVR T AT RES SEMM A 1141,

18
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A, BILNERTEKIBH KA FREFBE fast JiE, 17
o MENARENEES, UEENERNER TGRS,

o ESHERMIERTEE CVE N ARRRE, CVEBEREAL3|I AL, EIZAHER{BA
EAFHAE CVE BE /Y z-streams,

o REMIEURE, MREHAHAATEZHENFSKIER, NEFSHIRARZRNE, MAEF

o XBRIE, LIERHEMEMEBNESHERNTNHEPRER, FLATUERBES SEHR
AR K B[R]

1.3.1.8. ZRMZ LR

IR B 27 OpenShift Container Platform B EERRHE, BUINEES T RREEHIZIIEENIZ R
HRER. ERAYIREHR, AP REVURERIRECEXERAR T, RELIERT XEEER]
HE LR T AR A,

1.3.1.9. TE4i8 5] B

AT LAM Web #2415 2%5&;T adm upgrade channel €45 SE #5758 -
I $ oc adm upgrade channel <channel>

INRIENHENR B QIE LRI ABIIE, web EHIBFERER. ERALRAITREARIHES, web 2
FETHEEEEEF. BE, EAUEEARRREORETE,

B RSB I RE R RS R I TRl RTRESE LA T &4 -
o INRIEM stable-4.16 SiENZ fast-4.16 Hil, EHIEEHDAK I,
o (RETLIFENtI#:E] candidate-4.16 S, 1B LLIHER —LE L ITRR AT BER 4R S,
o MREHUFHRITARERKLMIRA, NIALAM candidate-4.16 5B t# X fast-4.16 JilE,

o (IR FILIM fast-4.16 JE LI HLE] stable-4.16 V&, MRUFIRAREWIZH, NFERE®
% —RIERIZLZITHRA T S HINTE stable-4.16 #,

HithBR
o REFE—TERGNANBREISTAHR

o NEREHERE IEFARYIIE

1.4. T2 OPENSHIFT CONTAINER PLATFORM B $f 8 2205 4]

OpenShift Container Platform B#THr4EH [HRERB IR, XD TR HBNE T ARSI B AT RS (7] 89
B3R, FABEREFEHEINRHATREON A,

1.4.1. RN AT RFELN A MR 3R
LA AR HE R R R SR B B FT s ST ] -
e 3&jT Machine Config Operator (MCO) it & R EE N BE B
o H23ECE thFh B9 MaxUnavailable FI1H
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Digk

H
[=]

% F OpenShift Container Platform YRR A H 23EC B

2, maxUnavailable WEAIANIZERE 1. BIWEARERSUXME, B—RK
HE#H— control plane i m, XIF control plane itt, HAERXME
h 3,

o pod HMTIE (PDB) X ENH/NBIAEH B DL
o KRHPHTRE
o SR RMRERIR

1.4.2. FEFEHITER
£ OpenShift Container Platform /1, SEBEEH O NHDMER

e Cluster Version Operator (CVO) BArE#H AN /1 #HEE

® Machine Config Operator (MCO) 7 sR BB ¥t

1.4.2.1. Cluster Version Operator Bir B H AN HERE

Cluster Version Operator (CVO) 13 BB # A 1THREFH N AEIEE. /F ) pod i2{THIRTE A G RTE
XA EREHT, EHLAEMNE Machine Config Operator (MCO) B#7, XMNMIR2AREEE 60 F 120 9
B,

ﬁ o
' EHH CVO MTBARER T Ko

1.4.2.2. Machine Config Operator T/ sR B #T

Machine Config Operator (MCO) 3 23Ec & N FAEIE A control plane Ml E TR, fEitidi2
i, MCO 7EEBMBN T R HUTLTRE -

1. cordon # drain FiE TV =

2. BHRIERS (0S)

3 EBHMEISTR

4. BUBMVHARIE T RAET R LR TERE

A STRBEEBE, TeRESAZRES,

TR AR FIBUR T Z M RAR, ST RMEMBMEE. i RTEEE 5 2= E KT FRTTHK
BT R
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PR T MCO 4, 1BNIZEBIUTSRBIRN

e control plane T/ sREEFTRFLLNS B 2 A TR, BEITE T RER, EH control plane T E;
HF R BHARERHEZZHIT T .

o R LLE; ¥ maxUnavailable FE& 1% & 7 7E Machine Config Pool (MCP) AR KTF 1 KFHFTHEHT
ITET =, MCO 24 1 maxUnavailable 15 EM T =g, FHinc el TiEHFITER.

o YRIE MCP L1870 maxUnavailable v, ©aLIEBIhERILERH, HEZE, MNR
maxUnavailable X/&, BRFEBILANTI R, pod REFTIE (PDB) fRiF TIE G # R 8E A HE
e, EATEFRBFENT mkizTalA, NREH MCP #2101 maxUnavailable, EffRIDAE
BWHIE R T SRk fo1F PDB R B9 TVE ff HiHEZe,

o FEFFIRENAI, MIARAE T RETA, ERARTRANT RE RS BTSN A,

F RN 28201 maxUnavailable #1 pod F#ri&E.,
ZMAKImRPREET RS, FiBfTUTeS :

I $ oc get node
N

NAME STATUS ROLES AGE VERSION
ip-10-0-137-31.us-east-2.compute.internal Ready,SchedulingDisabled worker 12d
v1.23.5+3afdacb

ip-10-0-151-208.us-east-2.compute.internal Ready master 12d
v1.23.5+3afdacb
ip-10-0-176-138.us-east-2.compute.internal Ready master 12d
v1.23.5+3afdacb
ip-10-0-183-194.us-east-2.compute.internal Ready worker 12d
v1.23.5+3afdacb
ip-10-0-204-102.us-east-2.compute.internal Ready master 12d
v1.23.5+3afdacb
ip-10-0-207-224.us-east-2.compute.internal Ready worker 12d

v1.23.5+3afdacb

NS mAIR SN NotReady =X SchedulingDisabled, Mi%T AR, HiX&gnmE ks
ingIETN

& LR B FF Compute » Nodes M web #2l& A Administrator MlERE T mEPRE,

HibFR
o 2B EMit
o Pod HETIE

1.4.2.3. (£ 8f Operator BB HFF LA (] =1
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etcd

]
Kube API Server -
Kube Controller Manager -
Kube Scheduler -
Cloud Controller Manager .
Machine API .
Other Operators in parallel -
Network -
DNS .

Machine Config

0 10 20 30 40 50 60 70 80
|

Time in minutes J

. Control plane updates Node updates

FEERT &B¥ Operator AR E AN EIHFTARAHINT BIRAF), XDNRAIEF—PN=74 AWS OVN &£
B, ©E—1MMERMITHE MachineConfigPool, & BFERKI A FEEBFZRMTEMZE, M 413 AHE
414,

o KR XH Operator WEFEEMFLN M ARKENLNREFEMERFR, ME
PRARAR, T R ERE MR AR BT B9 TR AR,

e AL Operator (#0 Cluster Version Operator) S7EENFAEHRES, XL
Operator AILATE K &R, SESETEIMICH"HM Operator FT"HIETZH
Operator 44/,

B/ &EE Operator WFHERFIMEIEH B BRI A, Fla0, 7EXRFIF, Kube API Server
Operator BE# T +—2 8 FEEFE#H, F 7y kube-apiserver IRt 7 £ 2K 1L H, XBEKREVAEN in-
flight ERATURELTMR, XATEES S B X kube-apiserver BIFf[A]E K, X FiX4 Operator, &4t
BEHTRE, LAASBNRA L I PRI B HTHA (A S BF ThBE RO ARt

22017 Operator BT HFLET ] 895 — MEFER Operator & {# A DaemonSet, Network 1 DNS
Operator {4 full-cluster DaemonSet, X7 RERE B — LT 7] F BEHE E MR AN, X 21X Operator B
FERREFKNERZ—.

B L Operator BB FTIFLLAT A EBRURA T EEAR SRS, 80, Machine Config Operator BHTAT &

BhMEN T RN AVSREERN. SEGRD T RIEEMELL, Machine Config Operator ISR E¥HER
AT R 2B,

AE
BFNEEE Operator IR DB — NN ER, AL HH#TEH. E—MEEHHI Operator AT LA

RN SE#T, AEMRFE Operator JILEFFIREH, BEEIFTA ZHIHN BT IIE, 1
REZER, WEH"RNIMEIR" SO P T BREHRERR NN AE R,
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Hith BT
® OpenShift B#FE /T

o TRETHARAAIN R

1.4.3. B SR E A7

RUKRFR) LB FE FOVERM T RRERERNREGE, B2, WRHBRBEFTH, ETU
AT A E R B R B A

Cluster update time = CVO target update payload deployment time + (# node update iterations x
MCO node update time)

TAEFERBHTEFHN—DPHE DT EEM, control plane THEESSITET RFHTEH. F4, 18
#& maxUnavailable (B LAFITEH —PNHZ MTET =

Digk

e
== |
XfF OpenShift Container Platform FREYFTEH2ECE i, maxUnavailable FIFAIA

KERE 1. BWWEREFTIIME, B—RIEH — control plane T, X F
control plane i, EREHXMELH 3,

Blan, BHEBEHFEE, FEBE—PBEBE = control plane 7 s OpenShift Container Platform 5 2%,
UREBNENZEEKRN S BT EEES,
p= Y=
BRFET RAMBENNFEIERATE, AR, EHENAEEZRN 15 2 28,
MEMEENAF, EEF5IFAIEFTERL 15 98,

75—

LI control plane F1TTE T A 23EC & th (MCP) B9 maxUnavailable 1% &7 1 5, Fif 6 MTET R
KEBMERPER—HITER.

I Cluster update time = 60 + (6 x 5) = 90 minutes

g2

wARS T E T A MCP % maxUnavailable % &1 25, HPMTET SAEENERTHTER. R,
CEE=NEREEHFME T R

I Cluster update time = 60 + (3 x 5) = 75 minutes

B

% F OpenShift Container Platform FBIFTH MCP, maxUnavailable B9ZIAIXE N 1,
BIEAERN control plane MCP A1 maxUnavailable,
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1.4.4. Red Hat Enterprise Linux (RHEL) it &7 &

Red Hat Enterprise Linux (RHEL) i1 &1 & 241418 FH openshift-ansible SR E#17 R ZiHI4H A, B
#r RHEL iT& Y B9 FRET A A0 5 Red Hat Enterprise Linux CoreOS (RHCOS) it &1 AR ATRE,

HibFR
e I RHEL i1 &E#H2%

1.4.5. Hth B5R

® OpenShift Container Platform %24

® OpenShift Container Platform B #T

24
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B2E MR ETE

B2E EEEMER

2.1. 5 F2:E OPENSHIFT CONTAINER PLATFORM 4.16
TRELSEREHEE QDIHITIES T RERTIRILER, URMARMRIHEHHREAAN,

2.1.1. RHEL 9.2 &R E R {E

OpenShift Container Platform FI7EEF RHEL 9.2 EHIRIER Y. IITE, WEMHEKRIEINE x86_64-

v2. Power9 #7214, & RHEL ZRI R, WA LURIRBIX A KCS E Ry & BRIE BRI
IEFRAM,

HE

RSB EMNMRHER, BHTRGEL, EHENE MR L ERIITH, 0%
BZ{ER, 1554 Red Hat Enterprise Linux Al ] - EfhZ32

2.1.2. Kubernetes API iR

OpenShift Container Platform 4.16 {8/ Kubernetes 1.29, ©fif& T JLABEFAM AP,

SRS SLITE M OpenShift Container Platform 4.15 F20 El 4.16 BiiREEFohifiA. XBBIFBHLEFHH
£l OpenShift Container Platform 4.16 G IF&, HABMFRE AP DERZITHNSEBERENIIEN
., TEHMAMFER, BEARTIFSEMRIER AP TEAEERE, FIRZIHMAIAEMG, LUE
FASE L3 AP ARAN, SERXIITAEFIER S, B AT LLEITHIA.

TE4$ OpenShift Container Platform 4.15 SR B E#E 4.16 2/, BHIRMHEER AL

2.1.2.1. fHBREY Kubernetes API

OpenShift Container Platform 4.16 {8 Kubernetes 129, EMkT UL TEFAM AP, EAIEREH
APl B Fim A& S8 AP ARA, BRIBMER APIESER, 1HS M Kubernetes 314,

2 2.1. M Kubernetes 1.29 Hillili&8 API

THBREG API
FlowSchema flowcontrol.apiserver.k8  flowcontrol.apiserver.k8 &
s.io/vibeta2 s.io/v1 3}

flowcontrol.apiserver.k8
s.io/vibeta3

i

PriorityLevelConfigurati flowcontrol.apiserver.k8  flowcontrol.apiserver.k8

on s.io/vibeta2 s.io/v1 =%
flowcontrol.apiserver.k8
s.io/vibeta3

2.1.2.2. BRI AP AL EREE
BEMAEIHEBEE BTN ERARRN APIBAIE, B2, OpenShift Container Platform J5iE1R %

ABESEG, CHEERNESARTENITFENE., EEH AT SMER AP EHIEHIFARTE TIER
HFIE AR,
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https://access.redhat.com/products/red-hat-enterprise-linux#addl-arch
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2.1.2.2.1. EEERLUATI SR AP B
L{EF API I 2R AZ T ANER, 1% AP IFTE LU BIRRAS # I ER -

e APIRemovedinNextReleaselnUse - $1%{$7E T — OpenShift Container Platform & 1ThR A
HfHiERES AP,

¢ APIRemovedinNextEUSReleaselnUse - £ %41 F —> OpenShift Container Platform # &
B (EUS) hRAHHFRED API,

MREFEFM—NEREREPML, HEEBRIRFREEREILEISEFM AP 2 i LUEFA#TE AP
FRASERRE IR

{#F APIRequestCount AP| FREXE X AL APIEZE R, LURMBLE T /F 61 3 E 7 5 AR

APl, R NERFIRBELIER, A, —L API JREA AL XL, B APIRequestCount 1
Ko FFERANNRRBRE, UGS ED B INER,

2.1.2.2.2. {8 APIRequestCount 5| 2R API B9{E

& LA#E F APIRequestCount APl SRERER AP 1EK, FHRECIHRNEMEREEEREFA—IEMER
8 AP,

FeREH
o MAILAMFEHAESR cluster-admin B &I £,

Pk
o EZTLTH4S T H A REMOVEDINRELEASE 51 LUK & 24 &1 IE 126 FH 64 API:
I $ oc get apirequestcounts
I

NAME REMOVEDINRELEASE
REQUESTSINCURRENTHOUR REQUESTSINLAST24H

flowschemas.vibeta2.flowcontrol.apiserver.k8s.io 1.29 0 3

prioritylevelconfigurations.vibeta2.flowcontrol.apiserver.k8s.io  1.29 0
]

B5E
BRI LR 2SR P HIBLITRE -

o system:serviceaccount:kube-system:generic-garbage-collector #1
system:serviceaccount:kube-system:namespace-controller i /7 AJ g =
HIELS RS, B iX LRSS RE M PRAY BRI R AT E M AP,

o system:kube-controller-manager #1 system:cluster-policy-controller F3
FEBESHIELS RSB, EhefEmsiiT& MR & AE R,
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IZL A LUFE R -o jsonpath it 845 R -

$ oc get apirequestcounts -0 jsonpath='{range .items[?(@.status.removedinRelease!="")]}
{.status.removedinRelease}{"\t"}{.metadata.name}{"\n"}end}'

oA

1.29 flowschemas.v1beta2.flowcontrol.apiserver.k8s.io
1.29 prioritylevelconfigurations.vibeta2.flowcontrol.apiserver.k8s.io

2.1.2.2.3. {§1f APIRequestCount 3 5IWFLE T ¢F fi #1245 B API
S LU B LA TE API R AH) APIRequestCount F5R, LAESBNIRAIIEFE[E A API B9 TIE 5,

FRFM

it =

M LUEAEA cluster-admin A& iR EE,

o Z{TLUTFM4FHIEE username 1 userAgent FE&, LIESBNINAERA API BTG E -

I $ oc get apirequestcounts <resource>.<version>.<group> -0 yaml

4N -

I $ oc get apirequestcounts flowschemas.vibeta2.flowcontrol.apiserver.k8s.io -o yaml
XA A LU#E A -o jsonpath M APIRequestCount 7R F1{2EY username #1 userAgent {H :

$ oc get apirequestcounts flowschemas.vibeta2.flowcontrol.apiserver.k8s.io \

-0 jsonpath="{range .status.currentHour..byUser[*]}{..byVerb[*].verb}{","}{.username}{","}
{.userAgent}{"\n"H{end}"\

| sort -k 2 -t, -u | column -t -s, -NVERBS,USERNAME,USERAGENT

Bl
VERBS USERNAME USERAGENT
create system:admin 0c/4.13.0 (linux/amd64)

list get system:serviceaccount:myns:default oc/4.16.0 (linux/amd64)
watch  system:serviceaccount:myns:webhook webhook/v1.0.0 (linux/amd64)

2.1.2.3. IR S MR API S261
BRINMAERMIFR Kubernetes API B911E, 155 Kubernetes XHFRMIE FEFH API 3715/,

212.4. EE I

ENEASHERET AP LR FH TR T MM APl /&, SR LIIAER B AR FM OpenShift
Container Platform 4.15 #2KEl 4.16,
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Digk

==
[=]

HER, BEEAMNTARERIR AP WAMEERBERETESIBANIR, R

EBRANEE AL, OpenShift Container Platform a LA BIFAY, BIEIR
HIFTE AT BEFBBREY API O, HFAIRZEWMITIE M EHABILE,

FeREH
o MAILAMFEFHESR cluster-admin B &I i £,

Y=

o ZITLATa®, WIAEEEMITM, RECHESIFE OpenShift Container Platform 4.16 Hflfil&
Kubernetes AP :

$ oc -n openshift-config patch cm admin-acks --patch '{"data":{"ack-4.15-kube-1.29-api-
removals-in-4.16":"true"}}' --type=merge

2.1.3. P R ERTRINS

RHEF 2— BB, ©OR, BFREEERNNBREFHNE NG A#EE, Cluster Version
Operator (CVO)& E #i#1f) OpenShift Update Service (OSUS)LURERE X BHE MR FTEIE, —LEE
ENEHF BN ATREREES HEXEBR,

CVO Il RMANEE, MRAEENER TR, WEIMRAEHERNETERBEREMS. MRNEHR
EEM, HEERN CVO TR, NEHEMFNIRGEHRFIHEFER,

BINH B R B B IR AR SR RA BN, BUIHESERFEREZRANNG, BF, MREEE
FEFEFMIZBIRE, NHRFSEFLEHFNERRE,

BE, MRENARIZRFRRANIER, H, MREFEEE—INEER CVE, IHEE CVE 8957
AFTRE BT SRR BN, BRI LITRU TES KA R SRR B XSRITAY :

o TEIREFIMERHRTERITIZHMK, LULEREMIEE MR R TR B,

o RBRUEIHHEBRPREMNGERE, HERFHR HBECERSTRISREFHIFG, NR
REHB T AN, IEBCRIIIESFFHIIA.

Hith BHR

o EEHTAI MMAIITY

2.1.4. EEEHEIN eted 515

eted FILFERBRSREMA KRN R, EALUEREMDRZAAEIESER TMRERFRS, BNEE
ERE B YRITTEE S TR SRR,

HEHETXH, MREHFFIABNIEEREER A RE S URTRRERAER T TREE R ISR
#, 1ERLLZAHIHT eted TR E. eted IRE ATRERR IR FF RN B IEFEIZ1THORE, NMREREEI&RE
BFER,
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Digk

==
[=]

Hitt, etcd IRERNBIEENRARRA R, HEEAEHERILREAIBMRA, M
RICWEIHTIETR, HRRALES .

BNANEBRETN eted MEWHTTHE, MFEELER, ESH"RE etcd HHE"M"RE BILIRTREEHR

0N o

Hib ¥R
o &7 etcd
o REF—LIBTHIERER A

2.1.5. LRI RAE L ER

OpenShift Container Platform 124 T AT SEME AL, IR ATEEREEHHA RN ITIE A PR, BRIE
SBHAEINERNCFITARRE, BNEFTHRRE,

XA SRR IS e — L KRR G, EHhAURREMS MERRRESRINEREHRNNS.

2.1.5.1. i%#¥ OpenShift Update Service ##FMIhRZA

OpenShift Update Service (OSUS) 1RIBEREHIFIE (KR MIE) REEHEIL, Cluster Version
Operator RfFXEHEFRF N HEFNNE RENEH. BARATLZHERE OSUS RHEEFMMA, BIR
BUEENEHERATH EESFHPHIN 2NN R EEN TR,

USSR OSUS BILBI ST B IR LAAR BN B #T,

2.1.5.2. R EB IR A X HER

REERDIIRRER, BEGHEREN, FSOERRILEBERABRAEFH, EFHEEHRIITE
AKX BER TR FREHHINE MR,

1 web #2515 B9 Administrator Ml A, # AZ| Observe — Alerting £ & H X HZEH,

2.1.5.3. WREE L TF Upgradable 37

L—A K% Operator T— NI AR B S H Upgradeable 54474 True I, 7EREFFSALAL
ClusterNotUpgradeable £&5Z1k, ERAZHIBERT, WERAFRKMALEWNTEH, BIETEHITRIR
AEH, BRERRTIXNENR, FiA Operator #if & Upgradeable 4 True,

INFEAH X Upgradeable XHMELER, ESHAIN TIRIBD P " T EEEE Operator A RE,

215.4. HRERHHNEA T ma A

SHTNERBEERT/RBENBER TIZT, FIRERIERRERN, RBEZTETANT SATREEIR
HISSRF TN SR8 TR MBS R/ NI R T HUT BRTEVEE I,

L iy T S VA


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/backup_and_restore/#backup-etcd
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/backup_and_restore/#dr-restoring-cluster-state
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IRFESREFEY maxUnavailable spec BCiERYIE, URE—TPHAHT R, REFAIBEIENZT KRNV HYLES

REER, 74, WRITETREARYNEARE, SB DT RIHTERN, THEMEREITEmN
BREA—PTRL,

No

Digk

e
== |
XfF OpenShift Container Platform FREYFTE 2B E ), maxUnavailable FIFAIA

HERE 1. BWWEREFTIIME, B—RREH — control plane T, X F
control plane i, EREFHXMELH 3,

2.1.5.5. R IEMARCE T 5 8$M PodDisruptionBudget

&7 LAf# A PodDisruptionBudget & & X AE =45 E NS (A AR FAM pod BIAMR/NEEHNE 2L, It
BCE AT BA ok TR TR SR B AT AT IRE (BIANHITERBETEHT) I H I AR B,

B2, TLUNAENIRINEE PodDisruptionBudget, LAFHIE T miE SRR BT A2 hHEZR A E#T,
EMXNEREFH, 7 PodDisruptionBudget f RIIECELL T RUTER :

o NWFEHRAMI/FNE, HREETLUINNBEENEIAR, MAS4% PodDisruptionBudget £
.IJ:O

o WTFAZREHMIENE, ERREIIT 2 PodDisruptionBudget 121, H&EH—LELHLE
SeHEe X TG, MERERNERIENRZRALL,

Hth

=

i

o T HREEL Operator SRR

2.2 EERERAFIMETNEILEHER
BINERT, HHEFHEFEILERH Cloud Credential Operator(CCO)U gradable K75 False.

o SFFRAATIRA (FIEOM 412 ALE 413) , XPMREKMELEAL, BERERRT AR
FR¥F Z&INT CloudCredential %R, UER T —hRARIBREZEMINR, LthFAHET Upgradable
KEEHH True,

® XF z-stream kA (BIFAM 4.13.0 Bl 413.1) , &BERMBESERIER, HEARME LA,

EFERAFIEFNEIEBEFERF], BOIEEALEIB OpenShift Container Platform iR AR & 1T 5 &
P EESEAFHRERNEIL,
2.2 ERAFET N EIEEHERFNEK

1£3857 Cloud Credential Operator (CCO) B #{# A Foh4EI EIEMERERT, B NFTIRA B =N
ﬁ%;}/@\o
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INRFEA CCO LR (ccoctl) EEBEEHMTEILETE, 15EMA ccoctl LARFEHKIR, BENE
%A ccoctl TEMER FTERAFIIBEANERTEFIEH TR,

BHSENETRE, ELJEHFERMN upgradeable-to ST, LUERECERITER,

==
_ B =N TR upgradeable-to SEfRR T IR REEE T ST IE SN,

221 zRIFEREETHBRB IS LB HRE K

BEESRTF/HAE—TRABEM CCO, WFAEILETE LRENER, FaRBERETRILEHE
*O

NFXRFSMRASER CCOMTER, BRIMERHEE HERMMER, HXZEENTHRER
1.
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21 SR TRIERHEK

Determine

platform type

v v v v

Red Hat Amazon
OpenStack Web Services
Platform global IBM Cloud Microsoft
— . Azure
Red Hat Microsoft Azure .
Virtualization Nutanix Stack Hub
Google
VMware vSphere Cloud Platform
Get value of

“spec.credentialsMode”

|
v v v v

“Passthrough” s “Mint® “Manual®

| |

Determine if root secret is present

| |
v v

Yes No

|

Get value of
*.spec.serviceAccountIssuer”
in cluster “Authentication’ object

|
v v

Cloud provider

[blank] URL
. Update Configure
Crif,g‘fﬁgﬁ;ﬂ‘fet credentials “ccoctl” utility
l manually for new release
Continue R l L .
with upgrade Set “upgradeable-to
annotation

$1 |

Red Hat OpenStack Platform (RHOSP) #1 VMware vSphere

XELERZR/HAEFHEXPFER CCO, XS LMEFHKBIVERHNETRNENR, TF
%I upgradeable-to B9F i/ 1T 3,
XL S ERSEERFEIE A NI Bk BT R RN IR 4

IBM Cloud #1 Nutanix

EXLEE ER2EMERFER cecoctl TEHITRE.
XL & FAERBEE IR AT AT LT IRE -

1. NIk AIRINF #E % CredentialsRequest B E X %R (CR).
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2. NHRAECE ccoctl TR, HEAEREHTHLEHIR,

3. $EERSEE A LUF A upgradeable-to 3 fi#ii 1T B HT.

Microsoft Azure Stack Hub

XLEERFERTAEKEEIENFER, BERFEA ccoctl TE,
XL A FAEREEIR S ITPUT LT RE -

1. WEFhRAIRENFHE % CredentialsRequest B E X HR (CR).
2. NIFRAFE B N E TR,

3. $EERSEE A LUF F upgradeable-to S fi# i 1T HE HT.

Amazon Web Services (AWS). 25 Microsoft Azure il Google Cloud Platform (GCP)

EXEES ERENREFFE D CCO R,
BRI BRI BIUA TRFRE NEANER, RETHE CCO BEERPRHEANER, EAILUE
A Web #1835 CLI SRARELLE R,

Hith BTIR
o f#fH Web %5 E Cloud Credential Operator #3
e f#f CLIME Cloud Credential Operator £
o IREVHIA A FEIEIE K BTR

® X 7F Cloud Credential Operator

2.2.1.2. {5 Web £l 5% Cloud Credential Operator #23%

IR LUE A Web #5IBH#E Cloud Credential Operator (CCO) E2 & {8 A FiE =X,

HA& Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1> CCO &,

FERFH
o RO LUMERAKEEIR RGN OpenShift Container Platform M/,

ik
1. LLEHA cluster-admin & &8 AP 519K E OpenShift Container Platform web ##l&,

2. SfinZE Administration —» Cluster Settings.
3. 1E Cluster Settings T{EA, %t Configuration £+,
4. 7£ Configuration resource F, i%# CloudCredential,

5. £ CloudCredential F¥1E T #, 1% YAML iE£T0§,
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6. £ YAML ¥, Ko7 spec.credentialsMode FI{H, LA T E2RIEEMI(E, BENIRIREHFAEME
TE &R -

e " :CCOMEMINERTIZIT. EXMEER, CCO LLmint 5 passthrough &ERi217, Bk
BURF &R A RR LAY EIE,

e Mint : CCO 7& mint X Hi51T,
e Passthrough : CCO £ passthrough & =iZ 1T,

e Manual : CCO UFiiER21T,

BF

EMRE AWS, GCP 52 E Microsoft Azure £E¥MF EBLE, H
spec.credentialsMode 7 "'. Mint 2 Manual, &%t —% 1,

AWS F1 GCP &8 1= AMIFR T root secret B mint &, MREEFHSFHIEE
FEE mint ERAHEIAER mint B, NS IEBRFRIREERHEREEEE

root secret,

FRAFERH AWS, GCP ZH2HE Microsoft Azure EEEF AT RES AR E N MEH
AWS STS. GCP Workload Identity 2% Microsoft Entra Workload ID FI5EBEAER G
BNEESEIL, EFLLETKEEE Authentication M R KB EERHESER
7T tESREE,

7. RfEA mint BB AWS 5 GCP £2f : EMEERR R TTERA root secret WIBER Tia1T, Hif
AZl Workloads - Secrets F# NS =H N EE L root secret,

@ o
- WRE WB ThiZHIZEN All Projects,

& Secret &5
AWS aws-creds
GCP gcp-credentials

o MBMBIXLE(Ez—, HHEEFF A mint =X passthrough =, FHH root secret,
o MELRABFIIXL(, MAIEETL mint EXEH CCO, FHM root secret,

8. EAFINERM AWS, GCP KLE Microsoft Azure £8¥ : BIATEERE S WHECE HMERE
AEOIEMNEEBEILL, B ESEEE Authentication X5 YAML {E,

a. SfinZE Administration —» Cluster Settings.
b. £ Cluster Settings TLHE A, %% Configuration 1T+,
c. 7E Configuration resource T, i£#¥ Authentication,

d. 7f Authentication details TTE ™, % YAML &I+,

34



B2E MR ETE

e. 7£ YAML b, 7 .spec.serviceAccountlssuer S HIE,

o GAESTMINEXEIM URL MERTR CCO FRFHERMAHMEMNSEEREIF, SR
B H{FEH ccoctl SLHARRFMEREACEMEEREIL,

o ZUH (") REEHAFIIEXFMEA CCO, BEREMEM ccoctl TRIHITERE.

o MNRIMEEHLL mint = passthrough BRZ1TH) CCO KIEERE, HFTE rootsecret, NIAFER
FEAHNERIR, FAURSHE ARITT RN T —E849,

o MNRMAEEE mint EXAERAMIPR T root secret B9 CCO, NI EFFASIE AL IME
EFIRE EIL secret, ARFTREMRLLEFIIEM T —2B9.

o MNREMEEEM CCO LR (ccoctl) BLE, WAMPITLLTERIE ¢
a. NIFHRAIRENFFH#% CredentialsRequest B E X ¥R (CR).
b. J#THRAECE ccoctl TE, HEAERBEIM ML ATIR
c. B upgradeable-to ¥ fi#, LUETRERC ESITFER.
o MREMERLIFIIRAMEA CCO, BXREBEMEM ccoctl TEREE, NMMHITLLTERME
a. NIHRAIRENFFH#% CredentialsRequest B E X ¥R (CR).
b. NHEThRAF LRI N E R,
c. B upgradeable-to ¥ fi#, LUETRERC ESITFER,

HiBR
o RENAEFEILHERHIR

2.2.1.3. f#f CLI#4%E Cloud Credential Operator &=
&I LUE A CLI#AE Cloud Credential Operator (CCO) E2& & A fiE =X,

—

HA Amazon Web Services (AWS). £ /& Microsoft Azure #1 Google Cloud Platform
(GCP) &8 HF% 1> CCO &=,

FERFH
o RO LUMERAKEFEIR IR N OpenShift Container Platform M/,

e B% %k OpenShift CLI(0c).

pi% =
1. LLEH cluster-admin AGHEF BHEREEEHTH oc,

2. EAE CCO KRB NERAMRRN, HMAUTRS

35



OpenShift Container Platform 4.16 E#H4Ef

$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

IRkt {ERTRE, B3 3FFrE A LBAFMAE

e " :CCOEMINERTZIT. EXMEER, CCO LLmint = passthrough &ERXiz217, Bk
BURF &R A RHR LAY Ik,

e Mint : CCO 7& mint R Hi51T,
e Passthrough : CCO £ passthrough #&=iZ 17,

e Manual : CCO UUFiER 21T,

BF

EME AWS, GCP 5£F Microsoft Azure £E¥MF EELE, H
spec.credentialsMode 5 "'. Mint 2 Manual, &% —% 7,

AWS F1 GCP &8 1= AMIBR T root secret B mint &, MREEHISFHIEE
FEE mint ERAHERIAER mint B, NSIEBRFRIREERHEEEE

root secret,

FHEFHERN AWS, GCP HLE Microsoft Azure EEEF AT BESEZE N MEH
AWS STS. GCP Workload Identity % Microsoft Entra Workload ID FI5EBEAER G
BNEESEIL, EFLLETKEEE Authentication N R KB EERHESER
T ESREE,

3. UFER mint BB AWS 3% GCP 52 : EEER RS TERA root secret WIBER 21T, Hia

TUT e -

$ oc get secret <secret_name> \
-n=kube-system

H i <secret_name> 2 AWS B aws-creds =X GCP B gcp-credentials,

WNRTFTE root secret, XNEHHIHSREIE X secret WER, FHIRRTIERP AT root
secret,

 AUFERFESERXH AWS, GCP 52 & Microsoft Azure £8% : EREEMHESEWECE HMERH

MOEMEBRREIE, 1HZTUTHS :
$ oc get authentication cluster \

-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

i % & EE Authentication Xf &/ .spec.serviceAccountissuer SEHI1E,

o S RMHNEKXEH URL MkIHER R CCO FRFINEXMAMHMNBIEIE. EEHRE NE
FA ccoctl SLAEFMEHACERMEEREIL,

o ZTHIHRTERLUFIREAMER CCO, EZREMEM ccoctl TRIHITERE.
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o MNRIMEEIHLL mint = passthrough B2 1THI CCO BIEERE, HFTE rootsecret, NIARFEER
FEMHENERIR, FAURSHE AR REN T —E849,

o MRMAEEE mint EXPEREMR T root secret B9 CCO, NI EF{FEAEIE G %R EIE
EHFIRE EIL secret, ARFREMRLLEFIIRM T —2B9.

o MNREMEEEM CCO LR (ccoctl) BLE, WAMPITLLTERIE ¢
a. NIHRAIRENFFH#E% CredentialsRequest B E X ¥R (CR).
b. J#TRAECE ccoctl TR, HEAEREIM TN FETIR.
c. B upgradeable-to ¥, LUETRERC ESTFER.
o MREMERLIFIIRAMEA CCO, BXREBEMEM ccoctl TEREE, NMMHITLLTERME
a. NIHRAIRENFFH#% CredentialsRequest B E X ¥R (CR).
b. NEThRAF LRI N E R,
c. B upgradeable-to ¥ fi#, LUETRER D ESITFER,

HiBR
o RENAEFEILHERHIR

2.2.2. IREFER EIE K TR

EBEFHFUFEEXEA Cloud Credential Operator (CCO) MUSEEERT, MNIIRIRF A S HT IR AR
CredentialsRequest B & & (CR).

FERFH
o RRELEHEIMRABFRAILER OpenShift CLI(oc),

o {HAEXR cluster-admin I RHIFE - E[ERIERE,

ik
1 BT TS, REEE RN FAMERTE pull spec :

I $ oc adm upgrade
XA I H B FE pull specs AT RITAMES, WTFATE
i HER o I

Recommended updates:

VERSION IMAGE

4.16.0 quay.io/openshift-release-dev/ocp-
release@sha256:6a899c54ddabb844bb12a247e324a0f6cde367e880b73ba110c056df6d01803
2
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2. BITUT oS, HREBERBAMNAZITHSIXE $RELEASE_IMAGE £ :
I $ RELEASE_IMAGE=<update_pull_spec>
Hrh <update_pull_spec> 2EEHE AL ITHER pull spec, 40 :

quay.io/openshift-release-dev/ocp-
release@sha256:6a899c54ddabb844bb12a247e324a0f6cde367e880b73ba110c056df6d01803
2

3. IZ1TLLTFE4, M OpenShift Container Platform % 1T#5{& 2 EX CredentialsRequest B &
YR (CR) 3

$ oc adm release extract \
--from=$RELEASE_IMAGE \
--credentials-requests \
--included \ﬂ

--to=<path_to_directory_for_credentials_requests> 9

ﬂ -—included ZH R B & BIR K TIRAMBENF ERBLENE R,

Q 15 E EF0# CredentialsRequest X R B KB RE, MRBENERAEE, XITHRR
k==

b€y 4598 CredentialsRequest X R 08— YAML X4,

4. WFETHEETHE CredentialsRequest CR, 15HRERTEFES
spec.secretRef.namespace FEHHI X ALEEHNREZZEH, BLFEERRFEITRENERD
secret L&,

AWS CredentialsRequest %7 R Rl

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: cloud-credential-operator-iam-ro
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- iam:GetUser
- iam:GetUserPolicy
- iam:ListAccessKeys
resource: "*"
secretRef:
name: cloud-credential-operator-iam-ro-creds
namespace: openshift-cloud-credential-operator ﬂ

ﬂ b= B R AR R B 6 4 22 (A SRR T AE BB secret,
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HthE A1 CredentialsRequest CR EBE S5 REFE A E R LMK,

5. X FEIS%EEH CredentialsRequest CR i1 % H 7t spec.secretRef.namespace 15 ERItr £
Z2[H], BT TR OlEa &

I $ oc create namespace <component_namespace>

BESR

o MIR{ER CCO LA (ccoctl) BBE T RN EILETE, HNEMEHEE ccoctl TR, FH#
FREREHTHNE TR,

o MRMMEEELXAEFEA ccoctl TERE, EFNEHEHNETR,
Heth BT
o NEEEFECE Cloud Credential Operator TE

o FHEHMNEHIR

2.2.3. WEEE#H A E Cloud Credential Operator TE

BAHFUFsHERFE A Cloud Credential Operator (CCO) MERA OB BE R EILERE, RIGHE
% CCO L2 (ccoctl) =il 4.

AN ccoctl TR Z7E Linux JMEHHIZTTH Linux Z IS0

FoREH
o ERILIVG N B LR EE SR OpenShift Container Platform ik /7,
e %% OpenShift CLI(oc).
o EEWECE NEA ccoctl LABRFEMEENMIBMEBEEREIL

e fRE M OpenShift Container Platform & Tk # 2 HX CredentialsRequest B E X FR (CR),
FHRER D EFES spec.secretRef.namespace F & LA A A dy & 22 (4],

it

TLUF 4, 5 OpenShift Container Platform Z TGN BLE :

$ RELEASE_IMAGE=$(oc get clusterversion -o jsonpath={..desired.image})

FTLL TR 445, M OpenShift Container Platform & {7 & KEX CCO B A EH% :

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE -a ~/.pull-secret)

39



OpenShift Container Platform 4.16 E#H4Ef

% e
. Tk SRELEASE_IMAGE RY2R14 5153 {E M ccoctl TRBIENMRIRIAE ITAL,

3. TS, § CCO BIBRHHERBH ccoctl =i 4HIREXE] OpenShift Container Platform
RITHRS -

$ oc image extract $CCO_IMAGE \
--file="/usr/bin/ccoctl.<rhel_version>" \ﬂ
-a ~/.pull-secret

ﬂ %I F <rhel_version>, E15E 5 ENEFHI Red Hat Enterprise Linux (RHEL) hRA X} K7 #4
B, tIREHIEEMHE, NEIAEMA ccoctl.rhel8, LITEBR :

e rhel8: J3fEf RHEL 8 M EMNIEEXME.,

e rhel9 : JfEM RHEL 9 MENIBEIXME,

4, T T oS BERLUE ccoctl ATHUAT -

$ chmod 775 ccoctl.<rhel_version>
o FEIGIE ccoctl ERAIEM, HZTU TSR EREEISUE :
I $ ccoctl --help

ccoctl --help %

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:

aws Manage credentials objects for AWS cloud
azure Manage credentials objects for Azure

gep Manage credentials objects for Google cloud
help Help about any command

ibmcloud Manage credentials objects for IBM Cloud
nutanix ~ Manage credentials objects for Nutanix

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

2.2.4. {1/ Cloud Credential Operator TEBH =M E KR

FFEH CCO LR (ccoctl) EZEMI OpenShift Container Platform #1125 1E & F 2 b Al
=R R R AL
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FRFH

B2E MR ETE

£ AWS &8Erh, —I ccoctl M H AR K H AWS API R RGBT AWS ¥R, Akl
A --dry-run Fr&EeE R API AR, R LIRE R EARSIE R 013 JSON X4,
& LUE A --cli-input-json S EE SN JSON X4, AEHERA AWSCLI TENRAE
filo

e fRE M OpenShift Container Platform & 1Tk 112 EX CredentialsRequest B & X #R (CR),
FHHRFREE D EES spec.secretRef.namespace FE& 7 A LD #9654 22 ],

o MEMAITHKPIRIMHEE T ccoctl =i HIT .

it =

1. B NEN N EZIT 4%, 8 ccoctl TEMERTA CredentialsRequest X &, UTH4
4132 CredentialsRequest X% :

5l 2.1. Amazon Web Services (AWS)

o @6@@ G

$ ccoctl aws create-all \ﬂ
--name=<name> \g
--region=<aws_region> \6
--credentials-requests-dir=<path_to_credentials_requests_directory> \ﬂ
--output-dir=<path_to_ccoctl_output_dir> \6
--create-private-s3-bucket G

%iéﬂ@'ﬁ_ AWS %R, lﬁﬁﬁﬁ FABEV"NAE AWS EREEERHPM 0|2 AWS &
B, QD%,u\%%T_{I“E& AWS FRAIEE ccoctl TEAIER JSON X4, =& ccoctl
T ERATOIE AWS FIRANHIE B o0 B MM ERES, XAMET AT seR A R,

EAFirC Al B TR MA = HIRI A,
BEEEPURTRIEREN AWS K,
5 E 2 &4 CredentialsRequest f R H4HI B %,

ik IEEERE cecoctl LABRFARFUBNRNER, RMANERT, LARFEZ
T E’JE%EP@'JLXT%

Ak BRAER T, ccoctl SEFFRFHF OpenlD Connect (OIDC) BR & XXM FETE A £
S3 &EFfiffErR, FEMH S3 URL fE A OIDC ifim. EfF OIDC BREBEEHETE IAM B iR
2R @IT At CloudFront &Z4TAR URL 1ilHB0% B S3 #hiEtEh, i5# A --create-
private-s3-bucket 5%,

$l 2.2. Google Cloud Platform (GCP)

$ ccoctl gcp create-all \
--name=<name> \

--region=<gcp_region> \9
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42

@6@@6

--project=<gcp_project_id> \6
--credentials-requests-dir=<path_to_credentials_requests_directory> \ﬂ
--output-dir=<path_to_ccoctl_output_dir> 6

T RRERBVANA A GCP ¥HRIEE A P & LB &,
EEEHPLER RN GCP XiF,

EEAHBUER RN GCP IiE ID.

15 & & CredentialsRequest jE £ XX BB K, LG GCP RSMK .

ik : IEEERE cococtl LABRFARFUBNRNER, RMANERT, LARFEZ
T E’JE%EF@'JLXT%Q

51 2.3. 1BM Cloud

o @@G

$ ccoctl ibmcloud create-service-id \

--credentials-requests-dir=<path_to_credential_requests_directory> \0
--name=<cluster_name> \g

--output-dir=<installation_directory> \6
--resource-group-name=<resource_group_name> ﬂ

5 E @ &4 CredentialsRequest f R H4HHIE %,
187 OpenShift Container Platform SEE# & R,

ik : IEEERE cecoctl LABFARFUBNRNER, RMANERT, LARFEZ
(R E’JE%EP@'JLXT%

A% ¢ 5 RE AT BRI U5 7] SRAGEY BERAE B B 7R,

f5ll 2.4. Microsoft Azure

$ ccoctl azure create-managed-identities \
--name <azure_infra_name> \
--output-dir ./output_dir \
--region <azure_region> \
--subscription-id <azure_subscription_id> \6
--credentials-requests-dir <path_to_directory_for_credentials_requests> \
—issuer-url "${0IDC_ISSUER_URL}" \@)
--dnszone-resource-group-name <azure_dns_zone_resourcegroup_name> \6
--installation-resource-group-name "${AZURE_INSTALL_RG}" G

name f@ﬁlﬂ’]ﬁﬁﬁ F AR Azure HIRAH, BEFERIIAEM Azure FTRAMA OIS Azure
VORA, i ERIAEHEMIEE --oidc-resource-group-name SEE N EAE,

EEINARRFNXE,



B2E MR ETE

EEIA RN D,

o0

EEMAKEH OIDC A E URL, EAILLZITUT e RREUXAME :
$ oc get authentication cluster \

-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

EESE DNS KB BIRABI AR,

(o

1EE Azure BHRA LT, MRAILLSITUTaSRRELUIME :

$ oc get infrastructure cluster \
-0 jsonpath \
--template '{ .status.platformStatus.azure.resourceGroupName }'

5 2.5. Nutanix

$ ccoctl nutanix create-shared-secrets \
--credentials-requests-dir=<path_to_credentials_requests_directory> \ﬂ
--output-dir=<ccoctl_output_dir> \g
--credentials-source-filepath=<path_to_credentials_file> 6

18 € 8 5414 CredentialsRequests X § 3L #4HH B KK,

@ it EEERE ccoctl KARFERPURNKNET, RIMERT, SARFEL
THSNE RN,

ik EESEFEIEEEE YAML XHHB ., BILVERT, ccoctl FHALL XA F
<home_directory>/.nutanix/credentials .

T F & CredentialsRequest X5, ccoctl &0IE AT T HIAELN 1 BHEF OpenShift Container
Platform & {7 & #9E1 CredentialsRequest X & F & X HIFL R 5L,

2. BITLAT S, f9 secret MAEIKE :
I $ Is <path_to_ccoctl_output_dir>/manifests/*-credentials.yaml | xargs -I{} oc apply -f {}
EoAlS

B LB BN EREIE RS B ORI AN E TRARREE. IRESER, HSHEXR
A BHARSSIK AN B,

LR
e T upgradeable-to ¥ f#, LUETRERBDESTFHAN,

i |

L th BT iR
o RTEMEHEFHAN

\
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2.2.5. FEFHNE TR

HEERF T NEIEA LR, BRI EARBNRATRENVFEILLR secret, BLRINER
MAEZUERTRBINBR, FHil R iX L4 48R hi A AR TR E 5K,

FRFH

e fRE M OpenShift Container Platform & T2 HX CredentialsRequest B E X FR (CR),
HHRFREE D EES spec.secretRef.namespace FE& Fh ST A LD #6422 [H],

it

. NERATHEERINMEM CredentialsRequest B E X FRGIE YAML X4, secret A RTE
spec.secretRef 71771 CredentialsRequest & Y #Ifn 4 22 8] # secret ZFFEAE,

$l 2.6. AWS YAML 34361

f /A secret ) AWS CredentialsRequest X &<l

apiVersion: cloudcredential.openshift.io/v1

kind: CredentialsRequest

metadata:
name: <component_credentials_request>
namespace: openshift-cloud-credential-operator

spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- s3:CreateBucket
- s3:DeleteBucket
resource: "*"

secretRef:
name: <component_secret>
namespace: <component_namespace>

AWS Secret ¥Rl

apiVersion: vi
kind: Secret
metadata:
name: <component_secret>
namespace: <component_namespace>
data:
aws_access_key_id: <base64_encoded_aws_access_key_id>
aws_secret_access_key: <base64_encoded_aws_secret_access_key>

I $l 2.7. Azure YAML X461
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3 25 Azure #l Azure Stack Hub & Fi#8E8Y CredentialsRequest % & Al

P secret 18z,

#4 secret B Azure CredentialsRequest X &RRHl

apiVersion: cloudcredential.openshift.io/v1

kind: CredentialsRequest

metadata:
name: <component_credentials_request>
namespace: openshift-cloud-credential-operator

spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AzureProviderSpec
roleBindings:
- role: Contributor

secretRef:
name: <component_secret>
namespace: <component_namespace>

Azure Secret ¥Rl

apiVersion: vi

kind: Secret

metadata:
name: <component_secret>
namespace: <component_namespace>

data:
azure_subscription_id: <base64 encoded_azure_subscription_id>
azure_client_id: <base64_encoded_azure_client_id>
azure_client_secret: <base64 _encoded_azure_client_secret>
azure_tenant_id: <base64_encoded_azure_tenant_id>
azure_resource_prefix: <base64_encoded_azure_resource_prefix>
azure_resourcegroup: <base64_encoded_azure_resourcegroup>
azure_region: <base64_encoded_azure_region>

5l 2.8. GCP YAML 47

#4 secret B GCP CredentialsRequest % &<l

apiVersion: cloudcredential.openshift.io/v1

kind: CredentialsRequest

metadata:
name: <component_credentials_request>
namespace: openshift-cloud-credential-operator

spec:
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providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: GCPProviderSpec
predefinedRoles:
- roles/iam.securityReviewer
- roles/iam.roleViewer
skipServiceCheck: true

secretRef:
name: <component_secret>
namespace: <component_namespace>

GCP Secret X R 3Hl

apiVersion: vi
kind: Secret
metadata:
name: <component_secret>
namespace: <component_namespace>
data:
service_account.json: <base64_encoded_gcp_service_account_file>

2. WRFHETE secret FREMINAEILH CredentialsRequest B E X RE N T ENRER, &

RIEZEEEHI R,
BRESR
e T upgradeable-to ¥ f#, LUETREREDESTFHAN,
H{th BT

® Jy AWS FriflZ KHAFIE

oy Azure FHAIBKHEREIE

® 7y Azure Stack Hub F5h A2 KHAEIE
® 7y GCP Frif| B KHEFEIE

o RINEHEBESIFAHL

2.2.6. REHEESHFAR
BINERT, HHEFHEFEILMERH Cloud Credential Operator(CCO)U gradable K75 False.

FRFH

o NWFEEANEMALTHRE, EAIUFIHEBEMIFEIE, SfEMA Cloud Credential Operator 5&
FAf2% (ccoctl) 22,

o B% %k OpenShift CLI(0C).
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B2E MR ETE

IFE

1. AR A cluster-admin ABHWA - SRS REEEHFH oc.

2. iZ1TLAT 4, YW CloudCredential F5iR, LATE metadata =%/ 7 1N upgradeable-to ¥
fig :
I $ oc edit cloudcredential cluster
FARMBSI K

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

H <version_number> 2B EA L EIMARA, BN x.y.z, Fla1, OpenShift Container
Platform 4.12.2 {# / 4.12.2,
I ARARESHITERBERE, TRERE LD P HE,

1. 1£ Web #5158 Administrator flfas, S:#iZEl Administration - Cluster Settings,

2. BEF CCORKBIHNE, Emili Cluster Operators 515X HH cloud-credential,

e #NR Conditions &4 ) Upgradeable JR7E 7 False, E55 ik upgradeable-to F %% & #f
BiER,

3. ¥ Conditions ZB4#HHJ Upgradeable X4 True I, FFiA OpenShift Container Platform
2&0

2.3. PREFLIGHT JiiEREREE (KMM) &1k
N KMM 2R ERB P HUTALE], BEETEBEFALNNAEMANZA L ERIEER KMM ZEMKN
BIEREETUET R ERE, preflight RZFAFTEIERFFEANESNER, T/550— MERLSIE
A, preflight FRRE/F—MERBIE LT IESE
2.3.1. B3Ik
preflight 3 iE@ T 1ESEEEH |2 PreflightValidationOCP BHREfR % . Lt spec @& NFER -

releaselmage

WEWFER, NEEFHEIM OpenShift Container Platform MRAIRHE K 1TH KB,
pushBuiltimage

NRH true, NIFYERERF AIRATUR IS RIS RHEE B EEFMWE, WFEBRERILN false,

2.3.2. JlkE I HA

preflight B R F AR EBF PR ABIG MRS, FERIERIMIE, prefiight RIEFILIE Module ¥R LiZ(T
$oilf, AMBBHIIERN, EAEGERE Y, FE T —MEXFE R,
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INRZ N INMZIZIT Preflight 351, )”'Jf“i?ﬁjﬁlj\]*?ﬁlﬁé%—ﬁ\ PreflightValidationOCP %R, il
FrEERE, B ER PreflightvalidationOCP %R,

2.3.3. E.[’_L‘[/IE‘U(/L;\

PreflightValidationOCP 5fiR 1k &5 8 A 22 =il & 7 .status.modules 7R AR EIERI B MEIRARE
MR, ZIRNTRIEUTFE

lastTransitionTime

Module F5RR SM—NREEHE S —NMRERE— RN E, XNIZR2EZRASZ M E, nR
ﬁ%ﬂ,WﬁmAM%&E&mﬁ@ETu%xm

name
Module FFRBI &R,
namespace
Module 7R % 22 [H],
statusReason
BRAREBIEhH A,
verificationStage
R IE E A TR IR ER
e image: FRIRFELRIE
e build: fE#2LIE

o sign: %A HRRISUE

verificationStatus
RIS IR -

e true : EFIF

false : JSUESRIK

error: BiET F2EE 1R

unknown: 353 i K2 5

2.3.4. P EHH] preflight S Uk E%
preflight FEEE R ED KMM B B2 1T U TFRIE -
1. BHRESIER T B
2. RIS IERTER
3. BRI

2.3.4.1. BRI IER T EX

BRI AR R EHITH preflight SIFRIEE — N ER, BIRFGEIERD, NAKEZFEER LiZ1T
H w95k,
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BEARISUE AN ERZELAX -
| BREEEMTUIRME, KBS RR P AR RZRE L5, FRIREF S,
2. FAEEEMNEBEPEESERPE LHAZESR, LIEE modprobe #1417, NSRXMGIER
Th, XERERIRE WSR2 A EMR Linux 72kdmissl, EMRAIEREN
<dirname>/lib/modules/<upgraded_kernel>/,
2.3.4.2. TRISUEMT B

REAGGIIERW, BESANHNRAZERBER pE— build BOH, FRPITHEILIE, WEK
IEEETIREL, HEIEERE B RMITTHK.

p= Y=
1£i217 depmod Hf I8 ENARA, TR :

I $ RUN depmod -b /opt ${KERNEL_VERSION}

#NSR1E PreflightValidationOCP B E Y R (CR) A 7E X PushBuiltimage 177, B9 ZiF £ MBI5E&
HXBIEEFMEED, ERMBERLTRENE Module CR B containerimage FEXBIE 3,

p= Y=

MR AARHINZE LT sign Fi5, NIERKRIFRRTZ Module CR B9 containerimage

FE, MRIEEHREET, EAERMERNIZZ Sign B~ .
2.3.4.3. ZR UM B
REEEREIERWE, FEPITELRRIE, Module %REHAE—NSAHKAKIERM sign T2, FHE
EHRHINZAEXH Module R7Z7E build EB 43I BTSSRI B ER D, FRTIENZzTEREL, #
Bire_RhERITEMK.
SNSR1E PreflightValidationOCP CR #1%E Y. PushBuiltimage Tri&, %450 E i 2 4 i B0 B iR 3
EEHE registry, £HRBIESRIAZK E Module B9 Containerlmage £ E L&, # A& = Build
FrExmak e, thaTLLR Unsignedimage X E X BIH (&,

P2 Y=

YNSRFFTE build 54>, I sign oM ATHRZ build SR BIRIH k. Eib, H7TEHA
SR AT AT sign 84>, WTE PreflightValidationOCP CR #% Y. PushBuiltimage 17
==

18No

2.3.5. PreflightValidationOCP %R/l
ATER T YAML 3K PreflightValidationOCP iR R A,

XN RBIRIE OpenShift Container Platform kR 4.11.18 A& & #9 BN H#E H BO PR AR A 5611 2 BT F TE OB
B, UTFRTH&ER :

quay.io/openshift-release-dev/ocp-
release@sha256:22e149142517dfccb47be828f012659b1ccf71d26620e6f62468c264a7ce7863
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BT .spec.pushBuiltimage & true, KMM fF4 K Build/Sign SRR #EXEE L BITEHEE A,

apiVersion: kmm.sigs.x-k8s.io/v1ibeta2
kind: PreflightValidationOCP
metadata:
name: preflight
spec:
releaselmage: quay.io/openshift-release-dev/ocp-
release@sha256:22e149142517dfccb47be828f012659b1ccf71d26620e6f62468c264a7ce7863
pushBuiltimage: true
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3 % BUTERER
BI3IEPUTERER

3.1.{HF CLI B3Rt

& T LU#E A OpenShift CLI (o¢)TE OpenShift Container Platform 58 EHUT R BRAF N T EH#,

30 FREMH
o HEMEA admin fREIFAFIEREE, S5 RBAC & LA AR,

o BEARHM etcd 17, MUBERNFAHKRINEEFERRE B LFTHIRS.

o HREN pod KMEZEMERFA NS, HFHEDHE — &M Container Storage Interface
(CSI) 127,

o 1Ay RHEL7 worker &#t )y RHELS8 3 RHCOS worker, #1854 RHEL worker B9 M RHEL7
B RHELS BYRALFAL ; XL F N A TE R FIEHIRIER G RSB,

o RBEYFZAAIT Operator Lifecycle Manager (OLM) REEMFRAE Operator B ES BIRA 1ThR
KERBRRA, FH Operator AR L ERIA OperatorHub B SRIEEREFA LT IR MY BIRERR
AEVEI T —ARIRAE, SIIAEERHALRKRE, NF 7 ROMALERIELURERH BLE0
Operator WEZER, 1HSHEHEREN Operator,

IR EHIT canary rollout BHTRES, ®TLLE{ZE MCP,

o MRMEHEKRBFERFNYET MR, FEFFITRANSHLEETRIR. UFEZRELE, SEN
AREXZRRBHNER, HEHESERF I NEILERER,

o MA{REARFTA Upgradeable=False 54, LMERBFAILIEFHFET—MNREER, HEE—1H%
NI EBEHIIERE Operator I}, Cluster Settings A TIER S B R—NER, HMAT LIRS
B L AT R0 A BUR A ThRAR T — AN Al B T B #,

e [O# Kubernetes 1.28 AIHIBREY API FIR, (HEMZRNIRE A IR ENFERHH AP IRA, FiR
HERGMIA, NFEELZELR, BHSRESFHLE OpenShift Container Platform 4.16,

o UNRIKZ1T Operator HMEBEE T pod FETHIE, EHRERRKEAHI T RFIBEIFRT, NRE
PodDisruptionBudget #4% minAvailable & 77 1, N7 a2 LN A AT sE S BE LEAKPRIT 72
BIRFALIBNLBRECE., MREF TR, NAAE pod REEE—1M T RLEEZ
17, PodDisruptionBudget FEX AT AEAPH IE 17 smBEZE,

BF

o UEITRTHAS, Cluster Version Operator(CVO)&TE 2 A B EiHR &1
PR SEA GRS, HRIEAZFNEH T REILFIMARA, NREWERTIES
X, TEBCRAERF,

e {#f unsupportedConfigOverrides # 3EX Operator EEERZ 2 FF, FHAIER
FHIESRBEREHT. B B REERIMPRIL % &,

Hith BHR

o JEFE Operator BT IFERME
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/authentication_and_authorization/#using-rbac
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3.1.2. #{Z MachineHealthCheck %R

EEFIRES, EEPNT RUERIENATRH, SF worker TR, VARERRETERINIXERT
KRIERE, HEHSF 1[1 FRREFSIFXENT R, HEBHEEHIYEME
MachlneHeaIthCheck B

FRFM

e % OpenShift CLI (oc) .

pri¥ =
1. B HIEEL{=MATE B MachineHealthCheck %R, iHTUT&HS :

I $ oc get machinehealthcheck -n openshift-machine-api

2. BEENER Uﬁ‘/\ , 5% cluster.x-k8s.io/paused="";F 7 N%] MachineHealthCheck %
I/ No L{TLJ\-F Ap -I'J .

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=""

SEfZHY MachineHealthCheck %IRZEBILLT YAML XX :

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example
namespace: openshift-machine-api
annotations:
cluster.x-k8s.io/paused: "
spec:
selector:
matchLabels:
role: worker
unhealthyConditions:
- type: "Ready"
status: "Unknown"
timeout: "300s"
- type: "Ready"
status: "False"
timeout: "300s"
maxUnhealthy: "40%"
status:
currentHealthy: 5
expectedMachines: 5

BF

BIEERIREN S Uﬁ‘/\ EWRERT, HTUTHSM
MachineHealthCheck % & Eiﬂﬂﬂﬂﬁé*%ﬂ%iﬁ:r :

k8s.io/paused-

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-
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8B 3 E HUTHRAEH

3.1.3. R T EH AT &2 OpenShift Container Platform
IRE] LAFE ARSI Ak CLI EETE A2 #77 ) OpenShift Container Platform &2%,
BIFERLLT RS :

o FHEY(E MachineHealthCheck iR, E7&HEMT RATUHITRERE,

o FRIFEFMA etcd &0 FE MR E 17 R OpenShift Container Platform 8%, B2, RIFEFHEIN
B HAT eted 12, #0R control plane (R, &0 LAE B &0 £ B IR E B LLRTHDIR S,

o FITHTI & OpenShift Container Platform £ FE=EHN, HASEBIES, VI EEURTF
BHAEMGAE, MTFAIFR :

o MRBFHAVMMNBAIBRFERLEH (FEERD) , NENHRAKFEELEE, HRNERE
BIAF TENE.

o MREHMAETFTHTEELMNBEERN, NSV EISED, FENEHEEMBI TE
AEMHIMRED, EXMERT, TREEZESE@T T R OpenShift Container
Platform Bk, R MR EBEMT KA LIEFHE TIENH,

o MRBHAMMNBALESRIFRAEHINSFELERN, NSHINEIER API R FH R EAE

//\o

B

REXM (MEFNTGSFHER) TRESBENTREERELEER. HXWE
AT, BFMAREEEK.

HibFiR
o HXHHBEBEBREXNEEENMIFNE, 1§5% XT Machine Config Operator RBY& T,

3.1.4. 8 CLI B#i5at
1R A] LUE A OpenShift CLI (o) BB MG RERT .
IS LAIER ] P R BRI ER > 3 B X A F§ OpenShift Container Platform A& BEHHIE 2.

FERFH
o RREHEIRABFRAILER OpenShift CLI(oc),

o FHEZAR cluster-admin f{PRAIF /&[T B £ B,

o {ZFrA MachineHealthCheck ¥%iR.

it =
. BEEWREH, ICXTENANEHRNRES

I $ oc adm upgrade

A
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Cluster version is 4.13.10
Upstream is unset, so the cluster will use an appropriate default.
Channel: stable-4.13 (available channels: candidate-4.13, candidate-4.14, fast-4.13, stable-
4.13)
Recommended updates:

VERSION IMAGE

4.13.14 quay.io/openshift-release-dev/ocp-
release@sha256:406fcc160c097f61080412afcfa7fd65284ac8741ac7ad50480e304aba73674b

4.13.13 quay.io/openshift-release-dev/ocp-
release@sha256:d62495768e335¢79a215ba56771ff5ae97e3cbb2bf49ed8fb3f6cefabecdcOf17
4.13.12 quay.io/openshift-release-dev/ocp-
release@sha256:73946971c03b43a0dc6f7b0946b26a177¢c2f3¢9d37105441315b4e3359373a5
5

4.13.11 quay.io/openshift-release-dev/ocp-
release@sha256:e1¢2377fdae1d063aaddc753b99acf25972b6997ab9alb7e80cfef627b9ef3dd

a3~
o MFRRAWENER, NENFUNERATERMLATHE, MFESER, S
5] ERTA A BEATEEE

o BXRHMEHIT EUS B EUS SLEFRHTENE, 1ESHM T IRER 2 5 H A
ST EUS H2K T,

2. RTBEINMER, WESHHALIE, fl, ERLUSIGERED stable-4.13 =X fast-
4.13. AXRIENEZER, HESHAENN KIRIPE 7HEFTVE L ITIRE

I $ oc adm upgrade channel <channel>
plan, ZRHEILE N stable-4.16 :

I $ oc adm upgrade channel stable-4.16

BF
MFEFINEHIERE, B0 —1 stable-*. eus-* 3 fast-* JilE,

pa -

HIEAESEFARE T —NORRAR, 5SS ZORRAN M BISGE, FEREHIIE
&, SEAUUESERVENEIMRAERRE. KEATREEE LR FERR
BURANESR, FRUESKEFERRIL, ERENIRKMENFAZL, BVellEF
£ B T T

MRETEBIEBIRRRARNEREE, HRFNSHERE SRR SR
ThRAE, EXT—MNRIRAEBEFRTA,

3. NEEH:
o EHEMBFZHIRA :

I $ oc adm upgrade --to-latest=true ﬂ
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o EHEHN—MFERK :
I $ oc adm upgrade --to=<version> ﬂ

m<version> ZM oc adm upgrade 5B H FIRERI B FTAR A,

BF

{# M oc adm upgrade --help I}, <FIH --force FII%ET, 5@ ZUARTRIIXIF
i, RHNER --force ETRLLTEBRRY, SIERALRIEMIZMERE,
f# [ -force TMRIERRINEHT, Lol RIFPELRE@EIN AL,

4. TE Cluster Version Operator FJIRZ :

I $ oc adm upgrade

5. BHiEmE, FLLETUTAEMNERSEFRNHRE

I $ oc adm upgrade
FiH Pl
Cluster version is <version>

Upstream is unset, so the cluster will use an appropriate default.
Channel: stable-<version> (available channels: candidate-<version>, eus-<version>, fast-
<version>, stable-<version>)

No updates available. You may force an update to a specific release image, but doing so
might not be supported and might result in downtime or data loss.

6. MREBE/EHANEIT—NRRA, M0 Xy FHREIX (y+1), BIIEERZERIBHTHRER T 714
BIFAINER T REAR

I $ oc get nodes
I

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.29.4
ip-10-0-170-223.ec2.internal Ready master 82m v1.29.4
ip-10-0-179-95.ec2.internal Ready worker 70m v1.29.4
ip-10-0-182-134.ec2.internal Ready worker 70m v1.29.4
ip-10-0-211-16.ec2.internal Ready master 82m v1.29.4
ip-10-0-250-100.ec2.internal Ready worker 69m v1.29.4

T

3.1.5. £/ oc adm upgrade status (o RERHFHHIER (FATIN)

&
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TEFFERN, TRIEFEHFNTIESERER. oc adm upgrade m5iREAE XBFREMWAERER, X
MHRABIA T oc adm upgrade status s G{E N —PNEARTIIHEE. XN SR EERS oc adm
upgrade 50 E, HIRUEBFHMNERXRER, SFE control plane #l worker 7 R EH IR,

oc adm upgrade status B ERER, BATARBEREEHHEMMRE,

BF

oc adm upgrade status G 5T RE— M RARTIEINEE, FRATEINBEARZLLIE™ MRS H
Tl (SLA) ¥, BIMRETREHTTE, AETHELE T IMERFERAT], XLER
AT ThEERI LA A P IR B T IThEE, HANSEF LM BRIRHERIFE L.

BRIBRATGREXFFEENELZER, ESHAT I 7,
oc adm upgrade status S5 AT M 4.12 AR EI R TR L IThRARIEEE,

BF

RATHNEHIRTERE—NEATRATNNER, BEFESH
OC_ENABLE_CMD_UPGRADE_STATUS A TilliifiE25 &, &l OpenShift CLI (oc)
NEEANZGS, SRETEERIZINEE,

iZfTLL T4, 43 OC_ENABLE_CMD_UPGRADE_STATUS B2 84BN true :
I $ export OC_ENABLE_CMD_UPGRADE_STATUS=true

2. 1217 oc adm upgrade status % :

$ oc adm upgrade status

B 3.1. Buzh S Tt EE B i H o
= Control Plane =
Assessment:  Progressing
Target Version: 4.14.1 (from 4.14.0)

Completion:  97%
Duration: 54m
Operator Status: 32 Healthy, 1 Unavailable

Control Plane Nodes

NAME ASSESSMENT PHASE VERSION EST
MESSAGE

ip-10-0-53-40.us-east-2.compute.internal  Progressing Draining 4.14.0 +10m
ip-10-0-30-217.us-east-2.compute.internal Outdated  Pending 4.14.0 ?
ip-10-0-92-180.us-east-2.compute.internal Outdated  Pending 4.14.0 ?

= Worker Upgrade =
= Worker Pool =
Worker Pool:  worker

Assessment:  Progressing
Completion: 0%
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Worker Status: 3 Total, 2 Available, 1 Progressing, 3 Outdated, 1 Draining, 0 Excluded, 0
Degraded

Worker Pool Nodes

NAME ASSESSMENT PHASE VERSION EST
MESSAGE

ip-10-0-4-159.us-east-2.compute.internal  Progressing Draining 4.14.0 +10m
ip-10-0-20-162.us-east-2.compute.internal Outdated  Pending 4.14.0 ?
ip-10-0-99-40.us-east-2.compute.internal Outdated  Pending 4.14.0 ?

= Worker Pool =

Worker Pool: infra

Assessment:  Progressing

Completion: 0%

Worker Status: 1 Total, 0 Available, 1 Progressing, 1 Outdated, 1 Draining, 0 Excluded, 0
Degraded

Worker Pool Node

NAME ASSESSMENT PHASE VERSION EST
MESSAGE

ip-10-0-4-159-infra.us-east-2.compute.internal Progressing Draining 4.14.0 +10m

= Update Health =

SINCE LEVEL IMPACT MESSAGE
14m4s Info None Update is proceeding well

B IXEER, A A A0{Ar T AT BRE BOR R,

e H{TEUS T EUS B3
o AT —PRUEBHBEMHITEL

o TREIHIEMAITRE

3.1.6. B — PN REGBEHBREFHITEH

BRI LUER Web #2535k OpenShift CLI (oc) BRTHFHNREEHBE. URBIAMFEIIITREER
if, AT LA OpenShift CLI (oc) 4.10 B SR AVE N KM B BEIHITER.

AR
B .
[

1. RNBFEENEMAKENES, STUERUTRSEFEHERIE]

i

I $ oc adm upgrade --include-not-recommended

2. IREHEEACHE TBENCRNE, FREXEXEN THRRF2TERZN, EEAT
BUIHAT AT 6 45 S BB X Lo e 2RI FHARLE AT

I $ oc adm upgrade --allow-not-recommended --to <version> <.>

<> <version> M _E—P e HHIH PRI EHRA, ERIFEREESRESXE,
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Hith

=5

P
o TREHIEMAITRE

3.1.7. {8 CLI BN EH RS 28

BREHFRS LN, MNREBEARMEEIERE T OpenShift Update Service (OSUS), & AJFAR
%2889 URL 1X B/ upstream, LUEEEFTHAA A AMARSS 2. upstream HEIAER
https://api.openshift.com/api/upgrades_info/vi/graph,

i =
o FHMERIRA A upstream SEE :

$ oc patch clusterversion/version --patch '{"spec":{"upstream":"<update-server-url>"}}' --
type=merge

<update-server-url> 25 215 E FH AR 55 2589 URL,

oA

I clusterversion.config.openshift.io/version patched

3.2. 5 F WEB | & B3 5RaF
IRET LUEF Web 12#&1E OpenShift Container Platform $8f_EHUATRARAFI N T B H.
p= =1

{8/ Web #4435 oc adm upgrade channel <channel> Bt E g, EE—1
416 FiBfE, $REMA CLI BiEi SRR ER,

3.2.1. 7EE#T OpenShift Container Platform 5 2£H]
TEEHAL, HEEUTILA
o RIEFRT etcds
e 7£ PodDisruptionBudget 7, #13R minAvailable %iE&E N 1, 17 maHEZe LN AT sE & FH IEIXER
RENFLENFRE. IRES TNV R, WATE pod REE—M T RLIE
17, PodDisruptionBudget FEX AT AEAFH IE 17 smBEZE,
o MREHEAFIHINEIL, EAREEENFIRAEFT ENE TR,
o MK EEIEAMINER, REULMHEENIRE, FHIEESFNRERIL

o (EELLBIT EHT worker 3 E E SO T mSRIUTERD BHT, LUENEHATFRIN A, EAUESD
AR S H IR E,
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BF

o UEITETHAS, Cluster Version Operator(CVO)&TE 2 H B EiHR &1
PR SEA PR, HRIEA NS T REILEIRARA, NREWERTIES
X, TEBCRAERF,

e {#f unsupportedConfigOverrides # 3EX Operator EEEFAZ <, FHAIER
FHIESRBE R, B B REERIMPRIL % &,

3.2.2. {# /8 Web 248 B EH RS 25

B EHMRS BB AEN, MNREEARMEZEMEE T OpenShift Update Service (OSUS), &R
%258 URL 1% 8 upstream, LUETE BT HE A& A AR HAR S 25,

FRFM

o RATLUFA cluster-admin 1R R &EE%,

e jj[a] OpenShift Container Platform web 1Z%I&,

it

1. 5#iZEl Administration - Cluster Settings, £ version,
2. mii YAML £ &, fRE%HE upstream SHUE :

it Nl

spec:
clusterID: db93436d-7b05-42cc-b856-43e11ad2d31a
upstream: '<update-server-url>' ﬂ

Q <update-server-url> 25 35 E EHH RS 2:M URL,

ZAA upstream 2 https://api.openshift.com/api/upgrades_info/v1/graph,

3. =i Save,

Hth

=

P
o TREHIEMAITRE

3.2.3. [ Web 1Z4I& % {2 MachineHealthCheck %R

ERFEED, EEPNTRTESIENATE, &F worker T, H2MERLETRESIANIXHERT
mAERE, FEFSISel]l. WEREFSISXHENT R, BEERMEHIIYEME
MachineHealthCheck %R,

FeREH
o IRETLUFEA cluster-admin F{ R/ 7] & 2%,
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e ijj[A] OpenShift Container Platform web 1Z%I&

it

1. E[EE OpenShift Container Platform Web 6 & .,
2. i# A%l Compute » MachineHealthChecks,

3. BYENHFEERE, 1HEE MachineHealthCheck FiR RN cluster.x-k8s. |o/paused—‘"‘
SEME, B, BEREMRSNIE machine-api-termination-handler ¥R, &5 T

a. = machine-api-termination-handler 35;5#J Options 3 & F = Edit annotations,
b. 7£ Edit annotations XfiG#EAH, s Add more,

c. 7E Key # Value &, 271700 cluster.x-k8s.io/paused #1 "" {E, #AJF = Save,

3.2.4. FFHWebiZH| & BHER
MEATHEEL, EAMWebiEtla BEER,

BRI LAER 1] RISG RO R 158 40 32 B X 7T F§ OpenShift Container Platform A &S B HHE B,

SERFEH

o FEMAEZA cluster-admin FERAIF 1] Web #2H&

e jj[n] OpenShift Container Platform web &,

o ¥{=frA MachineHealthCheck %,

o RBEfFZAAIT Operator Lifecycle Manager (OLM) REEMFFAE Operator B ES BIRA 1ThR
KERBRRA, FH Operator AR L ERIA OperatorHub B SRIEEREFA LT IR MY BIRERR
AURBEI T —IRRAR, SIEEMMALKRER, NETRINARERFIENESER, S
5" AN B R "‘Bﬁ':F'EI’J B O RER Operator'#yy, MMAMNE, BHLLH Operator,

o RN ERECE M (MCP) EE2TERE S, HEFHIEDPBLIT 5EE MCP kBT s, INRE
4T canary rollout B# kL, A LLE{E MCP,

e WAy RHEL7Z worker &#2°5 RHELS 5 RHCOS worker, ZIIEA L% RHEL worker B9 M RHEL7
E| RHELS MYRALF ; ixX L M TUE R TSR IERF RER W,

it

1. 7E web ¥l & s Administration - Cluster Settings % & Details £ EHHRE,

2. MFEFIMERBER, HRARE Channel KB W EEALBINRABEMRIGE, 0 stable-
4.16,

BE
SFEFIMERBERE, W] —1 stable-*, eus-* 5% fast-* Jili&,
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HIEAESEFARE T —DRRAR, 5SS ZORRAN M BISGE, FEREHIIE
&, SEAUUESEBVENEIMRAERRE. KEATRETEE LR HERR
B RANESR, FRUESKEFRRIL, ERENIRKMENFAZL, BVellEF
£ B T T

MRETEBIEBIRRRARNEREE, HRNSHERE SRR SR
ThRAE, EXT—MRIRAEBEFRTA,

o IR Update IR T2 Updates available, N|FiEF25EEE,
® Select channel RNEEF IETZTEXIEE B HTAERERA,
3. IEFEEHEIMMAE, AFH T Save,
i A58 Update Status 255 Update to <product-version> in progress &= L@ W1
Operator #1771 REHE R R EBRBHEHNAE,

v pa -

IMREEFERFNET—DRRE, HIANM 410 AL 40, EEEBRSKGET

BERY TE U ERIFAIANER T R E B, EMEKREIH worker T it E = E/RTE
Cluster Settings T,

4. BHF5EMSE, Cluster Version Operator RRIFTAIAES, KEYFMEFEEERLTRE.
o MRETRHESH, FHHEEYIIMEFRHITES, BEIETEBEH L,

o MREBEUANEH, 5 Channel BN F— 1 RhRAH stable-*, eus-* 5% fast-* /i@,
B EEREZIEREEMRA,

EARRFENIT - ENES, BERERAEEENRAE.

Hith BHR

o FHTZEEH Operator

3.2.5. £ web 2HI G h EF R4 EH
BRI UERRGEFREENITH LSS ERRTE XN,

SeRF M
o (RELUMEM cluster-admin F R [FI & 2%,
e jj[n] OpenShift Container Platform web &,
e ¥{ZFTA MachineHealthCheck %R,
o RBYFZAI@IT Operator Lifecycle Manager (OLM) REMFRAE Operator B ES B A TR
KERBRRA, FH Operator AR Y ERIA OperatorHub B SRIEEREFA LT IR MY BLRERR

AP BI T —IRIRAR, S8 ERWARKE., METHRNARERIENESZER, ES
" AR SR R B B R EE M Operator"284y, MANE, BHELRIEEM Operator,
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o MANIZRECEM (MCP) EEZTEREE, EEFHIEFENTISEE MCP BN =, IIRE
HUTEHNEH DG, 0 Canary rollout, EUS EHTsX control-plane BT, BLUE{E MCP,
AR
1. 7£ Web ##%l& M, == Administration » Cluster settings TIEF & & Details £ AR,
2. IBELATE B ERERE #5M Select new version THIFIZERH /= A Include versions with known
issues EELUME T HIFIR P BB KGN EH.
% o
' NREFET EFEHMAHMMRE, NSIRESHRAEXIBENSHEZER,
3. BAEBMFEMER T BHHSBEXNE,
Hb iR

o FHTZEEH Operator

o FIFEINFNFH

3.2.6. #{T canary rollout E#7

ARLEBERT, BURFE-IIENEHTRE, NEFFERE T RSEHNERED RN ER, X&
ABISFERRT :

o MHEMESXEENARRE, BHFEEEMIBPOAYUERXLENAER. AEFE, BRI
1212 3t LUINIE BOT TS L AR 2EAT ik

o BE-TEMNEIED, AHANTARTFEHFMETR ; IBLESMETED.
RENEFNI BARARBNER TER. X FERANER, IARR—TENITRE, SREIITS e
T XMERMTRISFBHINATRSHMENERNR, BIUEFNEEENNMEEFEERIRD)
BT, FHAEFRBIFAIR 2R .
AP ERBR RIS K

o GIB—AHZNEEUMNKEEM (MCP),

o FRCEABIAMEHMENTR, UHILETRBEBE L MCP,

o TEXLHTE N MCP, XRPEIEXHXLET B EHT,

o HUTERARFEH.

o EUHE E—1TBENMCP, BRIEXLET R LK ER.

o XL R EMNARR, URRNBRRFEXEHREHRNT S EATLIER T,

(AnE) M/MLIERBIERT RBIREE URE, FEXET R EMEMA,

% .
. e MCP MiZEIEE[E, BRAERENFIRIET.
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B I3IEHITEREH
INREFEF Canary rollout B8, 1ESHHUT Canary #HEEE#H,

3.2.7. R FEH BT = OpenShift Container Platform
e LA RS Ak CLI BT A2 5 77 ) OpenShift Container Platform &2%,
BIFERLLT RS :

o FFEY(F MachineHealthCheck iR, E7&HEMT RATUSITRERE,

o R FEFMA etcd £10FE MR E H 17 = OpenShift Container Platform 8%, B2, RIFEFLEIN
BIHUT eted &12. IR control plane R, &0 LUE A &Rk E B LLRTHIIR A,

e FITHTI &2 OpenShift Container Platform £ FEEW, HASEBES, VI EEURTF
BHAEMGAE, MR :

o MRBFHAVMMNBAERAFERSEH (FEERD) , NN RAXFEELEE, HRNERE
BIAF TENE.

o MREHASTREFHMVREERN, NENHFEIRELD, FENEEHESEMNA-ATE
AEMRMKFE D, EXMERT, TTaEES @ #77 5m OpenShift Container
Platform Bk, ENEREHREBEMT Rl AEFHEHE TIF 7.

o MRBHAMMNBALESRIFRAEHINBFELERN, NSHINEIER API T FHREAE

//\o

BF

REZM (MEFNPGSFHER) TRESBENTREERELEER. BXWE
AT, BMAREEEK.

Hith BHR

® XTF Machine Config Operator.

3.3. #4T EUS EI EUS &%
BT Kubernetes BY¥it, JRERZAZIEBIFRAE OpenShift Container Platform FHE &R IRINFE 1T, &
WM OpenShift Container Platform <4.y> B E <4.y+1>, REEHE <4y+2>, BIEEBEEZEM

OpenShift Container Platform <4.y> B E <4.y+2>, BZ, FE2EMNEKEHF R (EUS) RAFIE#T
BRI A LLUX M, MRFEEHE—1IE control plane E#1.

HE
EUS El EUS B9FE # R BE7E {B8M OpenShift Container Platform JXhRZ 2 [BIE 34,

L2984 T EUS B EUS BT EEEBE L IEET,
e EUS | EUS B#HI{NTEFTE P RBIkRATE stable 58 iz,

o MREEANE—NEFERBAREEADE T —MEBORRATDEER T [, NFRERSH
TR0, IEIEEHTEEEN TR LR FEURMRA,

o EAILLET EHT worker S E FE U RN ER O AT AT ER D BEHT, LUENYES R IS (A,
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o HEHBEEMWECHEEAEEHTMAT, OpenShift Container Platform B <4.y+1> #l <4.y+2> &

M —LEThRE R R IR B E R T A,

FIEEEATRRETTEYEUMERT, XENEHER EUS IEHITEN, BEREERIE
#SE @ MachineConfigPools X[ REVEEF AT LT EUS B EUS E#T, BEEE S,

3.3.1.EUS &I EUS E#T

LUFRABEER A IE master HlasE2E M, FFAM OpenShift Container Platform <4.y> # 4 El <4. y+1> |

<4,y+2>

REL

REIBCEEE i ErsEcE ., TR T HEFEN R, URES worker T7 mBy

FoRFM

% & OpenShift Container Platform <4.y+1> 1 <4.y+2> Z{T3EiC

BEEEAZ R 5 Operator Lifecycle Manager (OLM) Operator BIZ T3 @AM E
i, BLBRFRIAEEELE EUS Bl EUS B#T 2 RISk 1T 1T,

WBRERETRHETRANHIRSEMY, WOMFREFHM API, TEM OpenShift Container Platform
<4y+1> FHRE <4.y+2> ZRIRBHEN,

3.3.1.1. i Web ##l& 747 EUS Bl EUS &%

FRFM

it

64

FEER admin FURAIE P EFGHE web #HIE

8/ Web $2%& B Administrator #lA, J{E{A Operator Lifecycle Manager (OLM) Operator
BHESENTIEABEFRATFRENRA, ErI LU BHFLEMN Operator" R EIH XM HIT
?%{?E’JE%{EI%\ ) i«%;ﬂsl‘%‘l /IJ\\jJDJ\/E

. BIEFR AN SRR ERIRERE S Up to date, FH B EBEHSBEE TR UPDATING RS

EHEMANSEETLIRE, 5= Compute » MachineConfigPools ## & Update status
FIHA R,

MREINREELESR Updating KT, 1HEFRIIREESH Up to date, iXH
IR ETRER B L FhAT A,

RHIEIXE S eus-<4.y+2>,
B LBEIRMIE, 7E = Administration » Cluster Settings —» Channel, &7 LR 24 BiABEE %
B SR SR R,

H{ZBR master SABIFTE worker Hl28t, & EILUE Compute TR MachineConfigPools 17
FTRPATIIRE, EREEYT EMNREBE BB INEER N, AR HEER.

BHE <4y+1> lRAFTEHRE Save £ IR, EETLIEHER Web #H& BHTER" P EIH XM
PUTIXERFENESER ; ESH " RMEIR"
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6. BT EEEMN REIHRBRA, HIR <4y+> BFOTH. EALUIE Details ET£ TH
Cluster Settings T ELE B

7. NAERKE, FH web 2HI&H B Administrator ¥ A B H OLM Operator, & UIE" BHREN
Operator" F BB R MNMAHITHIRIENESER ; ESH"RMER"

8. B E <4y+2> lRAFHTTAHE Save £T, EAILITE A Web 5| & BHT &R P HEIH XM
PATIXERIENESER ; BSH " RIMER"

9. B EEEMN BHERNMRAE, IR <4y+2> BHFETM. EATLIE Details £+ T8
Cluster Settings TTEIHF R ELE R,

10. BUHE B 2l = REEE R, L7 Compute TIER MachineConfigPools 174 1T
RHUTIRE, AEEET ENNBEBREZNINEERS, AFR Unpause updates,

BE
MFRMEE, KBEFAFAREERBURRA, FRIE—LEEFES, XFEERH
T I R ke P 2 B XU

N BIEZ AT hEERE RS, HEEHEETH T BHMEMRA <4.y+2>,
& AT LB Compute T1AH) MachineConfigPools 1% T R AR EE#H . H Update
status A —1 Up to date 1H.

BF

WIREHE EH Red Hat Enterprise Linux (RHEL) i1 B AL 2309 EEERT, X LEH25
KEBFIRPYN AT A, UEEHEA NotReady RSN, EHEEHIIED
RHEL M.28i24TH 2 playbook LUSERE#. MMFEEZER, HSHMINERERIRS
R B A S RHEL T EH BSHIERE",

me LLR Y BEEREN RTRRA R I EF RS ETHER. S LU Details 12L& TR
Cluster Settings TiHE K ELE B

Hith 5w
o FEIZREM Operator
o {HERAWebEHIGEHERF
o HIAEMEMA RHEL BIITE (compute) REHIERE

3.3.1.2. [ CLI 47 EUS | EUS &%

FeRFEMH
o NN SREERZETSICEE =,

o TREHAI, JF OpenShift CLI (oc) BE#TZE B IThRAN,

BF

s ZUEIUR BRI LS R S, INRIEEHTADZ B OpenShift CLI (oc) BHEBRARE,
I eT e & IR A B A] L,
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iy =

1. M Web #2HI5 # Administrator #lf, f${E{a Operator Lifecycle Manager (OLM) Operator
B ESENTTHEEFMRAREIRAR, Ee LT "B RERN Operator" AR EIH K UMAI AT IE
BIENESER ; HSH"RIMER",

2. Wik AN SRERKIREZE SN UPDATED, HEEENEFEREM TR UPDATING AR,
EEEMANSEERERE, HoTUTHS

I $ oc get mep
I

NAME CONFIG UPDATED UPDATING
master rendered-master-ecbb9582781¢1091e1¢9f19d50¢f836¢ True False
worker rendered-worker-00a3f0c68ae94e747193156b491553d5 True False

MYFIRRA T <4y>, WREBEHFTERRA N <4y+2>, 2T TRS, #HA eus-<4.y+2> 4l
E :

I $ oc adm upgrade channel eus-<4.y+2>

INREWE —RERER, KT eus-<d.y+2> TR ANERZ —, XRRLLIENS
EUS IRABEHBIHE L DEITH. AR TRBERE GA BEIFF4A 45-90 X,

4. BT TGS, B3R master B2 A BIFRE worker HlL25th :

I $ oc patch mcp/worker --type merge --patch '{"spec":{"paused":true}}'

. IRTEEE master M,

5. BT T e W R BB RHTIRA :

al

I $ oc adm upgrade --to-latest
I
I Updating to latest version <4.y+1.z>

6. ZTUTaT, EERFHRAUAREFETMK :

I $ oc adm upgrade
I

I Cluster version is <4.y+1.z>
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BI3IE PITERER
ILITLAT S, BHE <4y+2> fRA :
I $ oc adm upgrade --to-latest
8. IBITUT G, OFRERMALAR <4y+2> BHE5TH :
I $ oc adm upgrade
it N

I Cluster version is <4.y+2.z>

9. 4% worker T REHE <4y+2>, HIZITU TR SECEE EAE AT R SREE

I $ oc patch mcp/worker --type merge --patch '{"spec":{"paused":false}}'

BF

MFRBICHE M, KETRVFANERIRIORRE, MALETESIRE
Ik, X RERBFE I R FRIE X

10. BITUTHS, RIECAT NI EEEN, FAYNR <4y+2> fRE :

iz
I $ oc get mep

BF

WIREHE EH Red Hat Enterprise Linux (RHEL) i1 B AL 23309 EEERT, X LEA125
KEBFIRPYN AT A, UEEIHA NotReady RSN, EEEHIED
RHEL M.28i24TH 2 playbook LUSERE#T. MMFEEZER, ESHIINERERIRS
R B A S RHEL 1T EH BSHIERE",

Bl
NAME  CONFIG UPDATED UPDATING

master rendered-master-52da4d2760807cb2b96a3402179a%9a4c True False
worker rendered-worker-4756f60eccae96fb9dcb4c392c69d497 True False

Heth BT
o FEI LM Operator

o HIAEMMA RHEL BIITE (compute) REHVERE

3.3.1.3. 57 Operator Lifecycle Manager #9492/~ @ #] Operator B EUS T EUS &3

BRT web #Z=HIAF CLIREIM EUS B EUS B P IRN, LFEZRFERAUTRAENERHIITEUS EI
EUS BHS TR -

o JERI
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e @iT Operator Lifecycle Manager (OLM) Z%&# Operator
HLRZERT@?

ERTRIENEHZEANRZET RERNT R, BIEE—RERBETRES HRMITH, BXZER
OpenShift Container Platform /= g9, 1550 OpenShift B94 24145

YR NS ET RIVREEE LK@ OLM &M Operator $#4T EUS Il EUS BT, EATISEmR UL T
E -

1. IEBF~Za&id Operator Lifecycle Manager (OLM) ZEMFRA Operator B ES BIR A 1THR
KIERBRRA, FH Operator AR Y ERIA OperatorHub B SRIEEREFA LT IR MY BIRERR
AENEI T —IRIRAE, SIIAEERHALNKRE, NFET7THROMALERIENESER, HS
"IN TR ER Y R B B R &M Operator'&84y, MAME, BH O LEM Operator,

2. WBIAHRIFNTIHAR Operator lRAZ AR BFIRAFK A M, ERILUFEMA Red Hat OpenShift
Container Platform Operator Update Information Checker 531 OLM Operator & WLE AR A,

a0, LLTF RN OpenShift Data Foundation (ODF YJIATM <4.y> Bl <4.y+2> B EUS B EUS E#M%

Po IXFILURIL CLI X Web #HIARTER. A XIS FFREOEREENFESE, 55E /F Web
EHYE AT EUS FEUS BIHZEHN "Additional HHR"HBY"EUS Bl EUS FIEFT",

TEFR=B
1. E1{= worker Hl23th,
2. BHT OpenShift <4.y> » OpenShift <4.y+1>.
3. E# ODF <4.y> —» ODF <4.y+1>,
4. B# OpenShift <4.y+1> -» OpenShift <4.y+2>.
5. E#ZE ODF <4.y+2>,

6. BUBE= worker #1255t

% o
. F2F| ODF <4.y+2> BT LLTE worker Hl28tb #BUH E 2RI = 5 1T
HbBR

o FHTZEEH Operator

o {HfH Web #Z%I&##1T EUS B EUS %

e M CLI 1T EUS Bl EUS %1

3.4. #4T CANARY ROLLOUT E=#t

B2 EF e —TEHTRM, H worker T R BB, MERTERIGT, MARRNEFRAE
worker T, XNRBELUTERTRER :

o MBRFE—NZEH worker T REHHEL, DARESKBENARFEBNEFRIRHDLAT
A, BEEHRTRESSBNAREXI
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B IENITERRER
o MHBEEEH— /RS worker TR, E—NHAIRAFAKBEMTHFENERRIOR, AEEHRR
E’\J_'—I_%‘IFE\\O

o EAIRRFREIEERTEINENRITH worker T REHTBABVNE XA ED (R
ERARBELETEORERBENER) .

EXEERT, ETUNBRSNEE N ERED (MCP), LABSIERLE worker T SR1E BT BEN 1T
., EEFREIROERET, E0]LTEE Y B0 3 8 FEHHX L worker T 5,
3.4.1. & 22 BT RIS R A

LAIRRBIFER T — & 2 2 BHREE, HhE—1HE 10% 8100 M RIER, TEREET 4 /NHE
AEO, EHEBEEFHET worker 1T RATERMINS A Bt 8 28,

%§§ X
(R URTRG), B2 1T A AR O 17 A A THF S R R e

E X HE X AECE
4% worker T REFHAR BT RBIMIIFNER, ERTLIMIE LT MCP FrA -

e workerpool-canary, 10 N7 =
e workerpool-A, & 30 M7=
e workerpool-B, & 30 M7=
e workerpool-C, & 30 77

B Canary worker it

EE—NMEFEOR, EREE workerpool-A, workerpool-B #1 workerpool-C 8 MCP, AE/a5h5%
BYEHT, XIIEHE OpenShift Container Platform _EiZ1THIEE, LURAE HEUEE{E8 workerpool-
canary MCP —Z 9 # 10 N, Hth=1 MCP Fa&E#H, EAhEe(1Eg .

e REIRER RN worker HEHT

MRHFEMRR, EHBEREN TN RS E workerpool-canary BHHI A ESN, ARLTEDHT
SEAE, ERERFEVEEMEN, WHBtAIFTE T sH1T cordon # drain ##1F, H—tNIRT
HATVERT, ERILAEREBCHE RIS TE A EERIRR, MMmEH workerpool-

A. workerpool-B 1 workerpool-C FEE N A BI4EH 88 O AL T,

ERABEE L MCP B worker TV REHIRH T RIFMH, BEHREE—TMENIER, FELNGTS 6

T XMERMTRISFBHEIRTRSTMENERN, BIUEFMEEENANATR, HEFHBZEHFH
MRRAZHY S e,
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BF

SN 2RECE AT BA IE Machine Config Operator ZEXEXHI T m LN FRE AR B R R, &
& MCP 1A 7] BABA LEEfr] B Bh5R R BIE B R HEX B R XM T =, B1E B 5055 kube-
apiserver-to-kubelet-signer CA iiE i,

% kube-apiserver-to-kubelet-signer CA iE Hi#1 B MCO i B EHIETE, MCO
ToE TR P HEERIX LT R, XRFHE oc Rk, E¥E oc debug. oc
logs. oc exec #ll oc attach, WREHIFIULFE, MR MCP #HEE, ] OpenShift
Container Platform Web %] & B Alerting Ul FR U4,

EEE MCP N RIZIER /D, FEFYEE kube-apiserver-to-kubelet-signer CA ik
EARY R, BAFERN NS,

TEIUUE MCP EH EARRM OpenShift Container Platform 7, 130, iH78—4
MCP M 4y.10 BHE 4y, B—NEHFH 4y.12, IMNFELEERENN, TEESSEER
E M HIEEHRE,

3.4.2. %F Canary rollout E#iF 725 MCP

£ OpenShift Container Platform /1, TTRASEHEMEE, HR, SIEIHEINEREERF (MCP),
BINERT, OpenShift Container Platform &2 HH T ROHEBIH D MCP A : —4FAF control plane
s, —PMHET worker 775, OpenShift Container Platform B #r& R &1pTA MCP,

EEFTRRP, MRIBEETHRAEHE, Machine Config Operator (MCO) &HEZZ FH £ H{ MCP R Z N
maxUnavailable F#5 EMHEN T =, BIAER T, maxUnavailable X&N 1, HEZ= T mBCHEE T
= EBFRE pod, FEHZT bR AAIEE,

T mBEZEE, Machine Config Daemon N A—MHIHRERE, HPSEEHIEIFERS (0S), BHIEF
RABEENEHIF,

fEH B E X HlaakcE
ERIEREY SEKER, EFLLRBAE L MCP, BN MCO AREEEH MCP BT R, ATLUER
DHEESEBREFIE Fa 28N EEHNT =89 MCP,

FERA—IHZ B E L MCP AT LUL R R i B R BT worker 19 mBOIR. Hla0, FEEHHE— MCP
RN RE, EHURIENARFREYE, RAEERLSRERT SRERFEFRRE.

Digk

==
[=]

XfF OpenShift Container Platform FREYFT A2 ECE i, maxUnavailable FIFAIA

HERE 1. BWWEREFTIIME, B—RIREH — control plane T, X F
control plane i, EREHXMELH 3.

1R control plane BITAEM, AZ#FM control plane TT 28/ HE X MCP, Machine
Config Operator (MCO) &7B&} control plane 17 RBIEMEM B E L. MCP,
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A AR N REE RN FEEE

RIEBTEMEERER, FHRAZREUEN MCP BLLREN MCP T R, Fl, tRNIGE
FEARFENEIEO, Ml T BELEEORTLUEHZ DT = OpenShift Container Platforms
XN FEUR TR EARBIEBERN TF 0 1

WAL VAEEEEPESVANRE, UBEBE N MCP HWHELUREN MCP T R, HUNATR
I EE AT s LIRTIEA TAERT, K] LUK sth AR ARLE 15 57 1T cordon # drain $24E, XSFN A
pod BEHM T R L, BE, EXTHRERRN MCP AN ITAT SR2E T UGN RREFRHEYHN
AR5 E (QoS).
pa -3
IR LU DN EHI R 5 A 10 €89 OpenShift Container Platform B#id 2 —#2 A,
BR, ZIEFERFERA Ansible playbook #1TE#THI Red Hat Enterprise Linux
(RHEL) #1285,
3.4.3. =TT canary rollout E#7
TS TR T £ 2% rollout BFITRZMESH TR

1. R#E worker {013 B E UAHRECE M (MCP),

RET LA X MCP 189 maxUnavailable % &, LUEEEEERLL ENE BT LRI
MBI BE, BIMEN 1,

Digk

==
[=]

XfF OpenShift Container Platform FRBYFFEHl2sBCEt, maxUnavailable

HBINKER 1. BIUEBAERSIME, B—RRAEH— control plane
T Ro XF control plane ith, HAEFFXMER N 3.

2. | REFERRNMEIBE X MCP, MFEFABERANEHRNEHRNENT R, EET KA
PCECEPRZE, ZARZERE T RS MCP #8KEX,

BE
AEMT RFBMHBREIA worker T1R%5, W RINER role IREFREESRMFER T
{’EO

3. BRI R EETRERE MCP,

5. AEHT R ENMANARR, UBEREIHIRTIETIE.

6. BUBEERIKM MCP, FE0HhT RSl EH, FHEXLET NN BAERF, E8IHITTE,
BERFFE worker T S E 2B,
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7. B« MEFTRT R IRR B E SRS FHINER B E XL MCP,

3.4.4. Q&N 2B &M KT canary rollout BT
E 4T Canary rollout B#7, EBXITE LB — ML DB E L EREEMN (MCP),

it =
T T ap P &R B P EY worker TV R

$ oc get -l 'node-role.kubernetes.io/master!=" -0 'jsonpath={range .items[*]}{.metadata.name}
{"\n"{end}' nodes

it la Nl

ci-In-pwnll6b-f76d1-s8t9n-worker-a-s75z4
ci-In-pwnll6b-f76d1-s8t9n-worker-b-dglj2
ci-In-pwnll6b-f76d1-s8t9n-worker-c-lldbm

2. WFEBERWENTE, SAUTHSHT RRMEE UFE :
I $ oc label node <node_name> node-role.kubernetes.io/<custom_label>=
o -

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary=

it N
I node/ci-In-gtrwm8t-f76d1-spbl7-worker-a-xk76k labeled

3. GIEHFHI MCP :
a. /& MCP YAML {4 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerpool-canary ﬂ
spec:
machineConfigSelector:
matchExpressions:
-{
key: machineconfiguration.openshift.io/role,
operator: In,
values: [worker,workerpool-canary] g
}
nodeSelector:
matchLabels:
node-role.kubernetes.io/workerpool-canary: " 6
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© verisesis.
Q 157 worker F18 & . MCP &7,
9 EERMEBILL AP E E L FRE,

b. 21T T M5 0 MachineConfigPool % :
I $ oc create -f <file_name>
it Bl
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary created
4. BT TS, BESRHPH MCP IIREHE LIRS -
I $ oc get machineconfigpool
i B

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-b0bb90c4921860f2a5d8a2f8137¢c1867 True False
False 3 3 3 0 97m

workerpool-canary rendered-workerpool-canary-87ba3dec1ad78cb6aecebf7fbb476a36

True False False 1 1 1 0 2m42s
worker rendered-worker-87ba3dec1ad78cb6aecebf7fbb476a36 True  False
False 2 2 2 0 97m

DI ZRECE Tt workerpool-canary, #l21T#H R ERERINE E XIREHT RE¥E,
worker MCP {2 BBV HRINETF. EHMNBHRAREE/LOMHEE, EXRFS, —P TR
2 M worker MCP #Z| worker pool-canary MCP,

3.4.5. FiEHl R E D

B EE YHBREED (MCP) B, ERNE XL MCP, 1% MCP ALt Machine Config Operator
(MCO) B#51% MCP XM s,

pri¥ =
1L ZBITUTHSENEEL{E1 MCP :

I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":true}}' --type=merge
flan :

I $ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":true}}' --type=merge

it la Nl
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I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

3.4.6. HUTEEEH
ENBEE R (MCP) HAMERSE, HOULHITEREY, RIBTNER, HEBEUTEFEL

o fHM Web 25 E#HEREF
o fBF CLIEMHER
SREFE, BYU—RIFRIUHEEE MCP,

3.4.7. BB =R EE D

OpenShift Container Platform B¥iefikE, —REUHE{EEMEE UHZRE BN (MCP), BUEE =
MCP #t#F Machine Config Operator (MCO) B#51% MCP XEXBy 7T s,

iz
1. MIREECHEE8 MCP #4740 T -
I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":false}}' --type=merge
40 -
I $ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":false}}' --type=merge
K Bl
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched
2. FE : ERANTRTZ — AR
a. m Administration - Cluster settings M web ZH| &K EHE,
b. BITLUTRNREHE -
I $ oc get machineconfigpools
3. EEHWTY R EMKEHN A, DBRe i R,
4. —RAHEREME{EN MCP EE T &,
RN AR EINEE, MY RRFEAREERT R ETE, Sa OB AReyT T

cordon #0 drain #/F, XA pod BRI HM T &R, LB N ARFHIRS RS,
BE—NMCP AN AFHIERE.

3.4.8. 1 KRB EIRENSEER
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EBEE UHSREEBMCP)N T R EBFHHAKIEN BRRFRE, MERAMET /B E RE, ST aBm
B EHRA MCP,

' i
TREMEBEABTREERRPEETITF

it =
1L X FEELMCP FHENTR, BT TERRMT RAMERE E RE

I $ oc label node <node_name> node-role.kubernetes.io/<custom_label>-
a0 -

$ oc label node ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary-

it Bl
I node/ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz labeled
Machine Config Operator § 77 R B EIEIFEH MCP, {7 =5 MCP BL&E i,
2. ERRTREMBE L MCP HffifR, HZTU TR SREFERRFFFH MCP JIREELFRE :
I $ oc get mep
ot Bl

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-1203f157d053fd987¢7cbd91e3fbcOed True False
False 3 3 3 0 61m

workerpool-canary rendered-mcp-noupdate-5ad4791166c468f3a35cd16e734c9028 True
False False 0 0 0 0 21m

worker rendered-worker-5ad4791166c468f3a35cd16e734¢c9028 True False
False 3 3 3 0 61m

LT RMEE X MCP iR F ORI MCP B, TR BB A EBEHFHS T, X
TBId, F—T R MERE workerpool-canary MCP # 2| worker MCP,

3.\ B T AT e SRAMIBR B E L MCP :

I $ oc delete mcp <mcp_name>

3.5 . BHAES# A RHEL Bit&HE (COMPUTE) RETHIEERE

& 8] LATE OpenShift Container Platform &% EHUTRIRAFIHN T BH. MREHNEEF TS Red Hat
Enterprise Linux (RHEL) #85, NIAZIEITAIS BO3 0 R B #TiX LE 125
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BF

£ OpenShift Container Platform S£&f /A {# A RHEL I BB EHWFTH, FHHEURWEL
FTRRA AR RR,

3.5.1. R EE

EAEA admin BREIA FUiHSEEE, 1ESE A RBAC E LN AR,
BEARHH eted #10, UBEAFARKNEERERFRE F RTHPRT,

&89 RHEL7 worker &#t )y RHELS8 5 RHCOS worker, #2854 RHEL worker B9 M RHEL7
B RHELS BYRALFALR ; XL FE N A TE R FIEIIRIER G RS,

MRENKRBFERFHETNEIL, FERFLTREANSHLUETR NFEELER, /A
AREXZRRBHNER, HSHESERFIIETNEILERER,

o JIRIKZ1T Operator HIEBEE T pod IS, EHREEAIGIRFBEIFRT, W0RE

Hith 5%

PodDisruptionBudget # 4% minAvailable ix &7 1, 177 maBEZE LR FA 7T 8E = BE LK PRI 72
MR IENREE, MREF TNV R, WA pod REEE—NTTRLIZ
7, PodDisruptionBudget FFXATREAFH IE T mHEZE,

i

JEZE Operator BYZ KL

3.5.2. fEFAWeb# & BATER
MRBTRER, ETLMWebiRb & EHER,

R AER 1 P GBI EDRE 9 #2178 X 8] F OpenShift Container Platform 2 &5 EHHE R.

FeRE M

o fFEREA cluster-admin F{FRBIFE 1717 Web 5§ &,

e jj[n] OpenShift Container Platform web &,

e 7{ZpFA MachineHealthCheck )&,

o B ENET Operator Lifecycle Manager (OLM) REMIFRA Operator B ES BIR A TR
KERBRRA, FH Operator AR Y ERIA OperatorHub B SRIEEREFA LT IR MY BIRERR
AP B T —IRIRAR, E1E8ERWARBKE., METHRNARERIENESZER, ES
5" AN B R "‘Bﬁ':F'EI’J BH O RER Operator'#iyy, MMAMNE, BH O LLH Operator,

o MMM ERECEM (MCP) EEZTEARE S, EEFHIEPBT 5EE MCP KBTI =, MNRE
4T canary rollout B#F kL, A LLE{E MCP,

o {RfY RHELZ worker ##i-f) RHELS 5% RHCOS worker, ZLIER 3% RHEL worker B M RHEL7
E| RHELS MIRALFHZY ; X L E WL A F I8 IR IE R R B,

ik =
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8B 3 E HUTHRAEH

2. MFEIMERIER, ERRRE Channel KE WZEHYEIFIMRABIESINIE, %0 stable-
4.16,

BE
SFEFIMERBERE, W] —1 stable-*, eus-* 5% fast-* Jili&,

HIEESEFARE T —RRAR, 5SS ZORRAN M BISGE, FEREHIIE
=g %ﬁ‘ll«lﬁ?‘iﬁi@ﬁ”ﬁ’]E*fHﬁZKE%ﬁE%&o LRI e TR B — Lo (A SRVE A4 AR
B RANES, FRUESKEFRRIL, ERENIRKMENAZL, BVellEF
£ B T

MRETEBIZBIRRRARNEREE, HRFFNSHERE SRR SR
ThRAE, EXT—MNRIRAEBEFTA,

o IR Update IR T2 Updates available, NFiEF25EEE,
® Select channel RNEEF IETZ TN IEE B HBEEERA,

3. EEFERHEIRIRA, AFHETL Save,
&1 A48 Update Status 25 iyUpdate to <product-version>in progress &= LR W11
Operator #1771 R HERREBEBHEHNHAE,

MREEFERFAPET—DRRE, BIANM 410 AL 40, EEBRSKGET

BERY TE M ERIFAIANER T R BB, EREREFH worker T it E = E/RTE
Cluster Settings T,

4. BHF5EMIE, Cluster Version Operator RRIFTAIAES, KEYFMEFEEERLTREN.
o MRETRHESH, HHEEYIMEFRHITES, BEIETEBEEH L,

o MREBEUANEH, 5 Channel BN F— 1N RhRAH stable-*, eus-* 5% fast-* /i@,
B E BT ZIEREEMRA,

EARRFENIT - ENER, BEREIAEEENRE.

B

LIREFH B EH Red Hat Enterprise Linux (RHEL) worker #l283895 BET,
worker RTE B FRPEIRATH, HEEH A NotReady RS, ‘T*%’ﬁﬂ
B RHEL Hl28121T7H 2 playbook LASERK B #7,

Hth BHR

o FEI LM Operator

3.5.3. A% : F™i0 hook LATERHEL %% _EHi4TAnsiblefE%5

TEOpenShift Container PlatformBE#1H#A[A], &7 LS FAhookERHELITE R%: iz {TAnsiblefES5,
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3.5.3.1. hook%F Ansible hook H{TH#

B #OpenShift Container Platformif, B LS FhookTEHUTHF E R /ENTERed Hat Enterprise

Linux (RHEL) TR LEiZ1TEE XHES, ERILMER hook IRHFEE L T EHUTHERES I EEZ
THIESS RIS, 7EOpenShift Container Platform& 2R B HRHELITE T b, RILUER hook 45 IE
e B E LRIEA R,

R 795 hook RIS, XMNREFRAEKI, ATLUELIHE hook it NRAILIZ RZ1T, FHEIKSHERLS
Ro

hook BLATRRH : - hook & B BE X ShRALHI R E, ©117 LUE ARSI openshift-ansible £, (B
X LE 1 8 R BE R E KM OpenShift Container PlatformhR AR IEESMIFR. - hook A & & BRI IEH
#l, E hook A RREIEEIIIE, MRBIER, NEZHAEXMNE, REERATHI

3.5.3.2. Bd&Ansible inventory X LAl hook

&7 LATE hosts inventory X B all:vars #9 H E X Red Hat Enterprise Linux (RHEL) compute #1285
(F55 worker #1288) BEHFAIEAR hook

SERFEH
o A LAV R A FARIMRHEL compute RTERBMIITEN., BN IIA VI E X RHELR S Hhosts
Ansible ;& 8 X HFBIFL AR,
T

1. X T hook fa, GIB—NYAMLI, NEE Y AnsiblefEss, tbXX#rwniig—HES, T8
=— playbook, LT RBIFFR :

# Trivial example forcing an operator to acknowledge the start of an upgrade
# file=/home/user/openshift-ansible/hooks/pre_compute.yml

- name: note the start of a compute machine update
debug:
msg: "Compute machine upgrade of {{ inventory_hostname }} is about to start"
- name: require the user agree to start an upgrade

pause:
prompt: "Press Enter to start the compute machine update"

2. 1824 hosts Ansible inventory X438 TE hook X4, hook XHEVE NS EETE [all:vars] 2845
Eo WITFAIT :

B hook & MRl

[all:vars]
openshift_node_pre_upgrade_hook=/home/user/openshift-ansible/hooks/pre_node.yml
openshift_node_post_upgrade_hook=/home/user/openshift-ansible/hooks/post_node.yml

NTRGRIER Y, EEEE LA hook TR BR R A B 6 AN B R,

3.5.3.3. RHELITE R4 ol M hook
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TEEFH OpenShift Container Platform#E & #JRed Hat Enterprise Linux (RHEL) compute 4iHf, =T
LAERLLT hooko

Hook sk

openshift nhode pre cordon hook
P —hode_pre_ - o EEATABE (cordon) ZEBZA.

o it hook BT A BT RIZIT,

o MREMESBIE HbENZIT, MHZ%
F&wifEAdelegate_tosklocal_action

o

openshift node pre upgrade hook
P —hode_pre_upgrade_ o EEAY MG, BRENEET.

o it hook BB T A R BT RIZIT.

o MREMELSUAE T HMENZIT, NIZ
E&wifEAdelegate_tosklocal_action

o

openshift nhode pre uncordon hook
P —hode_pre_ - o EEATRHERIE, BHEULE

(uncordon) BIHZ1T.
o It hook LB T ARE X BT RiB1T.

o MREMESBIET EbENZIT, MNHZK
E&wifEAdelegate_tosklocal_action

o

openshift node post upgrade hook

P —hode_post_tpgrade_ o BT ERRBIUEHIIEIET. XERE—
N R BEHTIRE,

o Itk hook LLERIT A EHHH AT SIE 1T,

o MREMESBIET HbENZIT, MNHZ
E&wifEAdelegate_tosklocal_action

o

3.5.4. BHEEHMRHEL compute R4
EXERTENE, YIEFERFMRed Hat Enterprise Linux (RHEL) compute %t

IIII i
RHEL it # #1253 Red Hat Enterprise Linux (RHEL) ik Z 8.6 & BHHIARA,

INREER RHEL fERRERSE, LA LU T EHZREHHE OpenShift Container Platform B 5 — MK
ZRA, BHUTRIRAEFHE, EBARFEHERR RHEL RBYES RPM ¥,
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BF

B TTES RHEL 7 1T ENZS A EI RHEL 8, B /iERBHHI RHEL 8 £H1, FERIZMIFR
|[BBY RHEL 7 E#.

FRFM
o BEH T KA

BF

AN RHEL M3 BERF AR T RESS EFHT TR, FrAE i EHFEAH
RHEL worker #2381 B #T 52,

o RETLLVTA] A FIF RHEL I BN SR INEIREF AR, EWAIIBENIRE LT RHEL X450
upgrade playbook BJhosts Ansible ;&5 30 {4,

o XITFIRIAMIES, RPM EEFEERNEER LiZ1THERIRABR OpenShift Container

Platform,

it =
L FIEFRRAEN LRI ASE

I # systemctl disable --now firewalld.service

BONBERT, A "Minimal" REETHIEMIE VRS RHEL 5 A firewalld R,
EENLBEAT firewalld BRSSP LEE 7] worker £ OpenShift Container
Platform BHi&. fNRIEHLEYRELTA] worker £BJ OpenShift Container Platform
B, UEAEFSH firewallds

2. JAF OpenShift Container Platform 4.16 FREHI G :

a. TEi21T Ansible playbook B9#188 £, FHAAEMNEFMEE :

# subscription-manager repos --disable=rhocp-4.15-for-rhel-8-x86_64-rpms \
--enable=rhocp-4.16-for-rhel-8-x86_64-rpms

8%

B OpenShift Container Platform 4.11#2, R4 RHEL 8 124 Ansible
playbook, #1%R RHEL 7 %4t A{F OpenShift Container Platform 4.10 Ansible
playbook FIEM, ELAfF Ansible ENLAZEI RHEL 8, =(#E7E RHEL 8 %
SR AIEEFTEY Ansible 41, FMIBB Ansible EHEFIFH,

b. TEi21T Ansible playbook FI#l25 L, B#T Ansible FX4 S :

I # yum swap ansible ansible-core

c. 1Ei217 Ansible playbook BI#lZ8 £, BRI HS, S1E openshift-ansible :
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I # yum update openshift-ansible openshift-clients

d EEDMRHELITETRLE, BEHARHEIHGCE

# subscription-manager repos --disable=rhocp-4.15-for-rhel-8-x86_64-rpms \
--enable=rhocp-4.16-for-rhel-8-x86_64-rpms

3. E#H RHEL worker #1285 :

a. 2% /<paths/inventory/hosts 1 Ansible JEE XA HEHFHMNE, LUE RHEL 8 #2357
[workers] BB, A TFHIFRT :

[all:vars]

ansible _user=root

#ansible_become=True
openshift_kubeconfig_path="~/.kube/config"
[workers]

mycluster-rhel8-0.example.com
mycluster-rhel8-1.example.com

mycluster-rhel8-2.example.com
mycluster-rhel8-3.example.com

b. # A openshift-ansible Bk :
I $ cd /usr/share/ansible/openshift-ansible
c. i&17 upgrade playbook:

$ ansible-playbook -i /<path>/inventory/hosts playbooks/upgrade.yml ﬂ

‘D %t F<path>, #5EEOIEHIAnsible/F T XHHIEEE,

upgrade playbook {X#% OpenShift Container Platform ¥4 &, EAKE
FRERGHMGE,

4. BH A worker |7, HIAFTESEE T REBHEFIRA :

I # oc get node

it B
NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.29.4
mycluster-control-plane-1 Ready master 145m v1.29.4
mycluster-control-plane-2 Ready master 145m v1.29.4
mycluster-rhel8-0 Ready worker 98m v1.29.4
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mycluster-rhel8-1 Ready worker 98m v1.29.4
mycluster-rhel8-2 Ready worker 98m v1.29.4
mycluster-rhel8-3 Ready worker 98m v1.29.4

5. __f : BT upgrade playbook (% B BFHHRIERSPH T, EFFRXEIIEE 416 v G
THERUTHS :

I # yum update

H=
% BN SR (E FIZREE 4,16 B EMIERE RPM 72645, I REZEHER RPM B4,
3.6. ERT i E BRI R R BT R

3.6.1. X TR T E RN PRI B

BT EERIME R R T R A M B MBINE, AL, SJIE registry RIEFRREF R, NREH
registry EN T AR Ui M B EXRIAISEEE, ST LU EGE SiX DN MBI RN XGRS, RE
FERENKTBINFUEMLZEE, NRAIEIS registry MIEEHE R registry WEN, EATUE
B A THRGEERIAR registry,

— NI B ZRTER registry BULNBTFFEZHI RS RS NEREE mirror B9 IR,

3.6.1.1. 5if& OpenShift Container Platform 5§k

EEMTEENIMERERER, ENKEIMERIANINRE B IirE R &N HRE SR
registry, LA TUHRAE T MR R BIM I BV SR B P BRI B9 UL BR

o 5E{& OpenShift Container Platform {5

3.6.1.2. EMTFFE IR R TR RN
80T LU R AT 5 95 2 — STl FFE 389 OpenShift Container Platform §2% :

e {#FH OpenShift Update Service FEMT T iEIEREME R B LR

e 1E3%7% OpenShift Update Service HIlT T S B HT 5 BE

3.6.1.3. ME#i|BR OpenShift Update Service
IR LUE R LU T 5 B MEEE R EIE OpenShift Update Service (OSUS) BIARMEIA :

o MEEE IR OpenShift Update Service

3.6.2. Hif& OpenShift Container Platform /&

BTGB R R RBGER registry B, AREFTRHEZIRMAIMERBEHRERE, EL UEEZENIMNE
AR {5 AR R AR SR AR R &R B 2 1779 B IS A X A4 BB A R4 HI Ot HE R R 2R TR 1R

ﬁ o
AN IRBVERAR registry IR IEEREHZ 1T &2 1T,
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LUF 5 BB 7 a0l S HiR SR B AR registry BIm A THER
1. ERATRRFHEELITHEMAE X & EREE OpenShift CLI (oc).
2. F#iregistry pull secret, FRHERIMBIEREH,
3. BIF{EA oc-mirror OpenShift CLI (oc)iEH :
a. EATFTRBEMMEERITHRMBILEHRE oc-mirror flHF.

b. iR UGG EREXY, UREREEHRGNATEHENEA, SRR ERE LR
B, DESEHHERRE R,

c. MEMAITHEEREEERIER registry HABING, REERIEHR registry,
d. BEEBEEELUER oc-mirror &4 MM FTIR,
e. REFEEST XESBELUBHEHFRMR registry.
4. WNREA oc adm release mirror 4 :
a. WEBIMEZE, MNFEMIMEUREEHRHLITHRE.
b. FERA ITHEREEEREER registry AN, REERIEHR registry,
c. RIEFEEE XS HELUBEHRTHIFEMR registry,
5 oc adm release mirror &3 48, oc-mirror #lEHFEB LU TR :
o CALURGBRTRUANNE,
o TEENRGEHIRE, TWURRMMER registry REIH &,
e oc-mirror IR T —FBEIIM Quay B K TIRAE AT A%, FHAEMEENIEH
iZ1TH) OpenShift Update Service 143 & #T 0 E R 8B 5 1R,
3.6.2.1. {8/ oc-mirror {4 Hif& TR

IR BT LAFE A oc-mirror OpenShift CLI (oc)if 4 ESE 2 SN ER 2 BT FFE MR R R IR R IR B R R
registry, R IMER BB MIEZENRLTIZIT oc-mirror, LUMEME HLLIE registry  FE AR B R

MFBETRELIFMER, HSHER oc-mirror 4 BT FFERBR LR F R FH R

3.6.2.2. f§if oc adm release mirror g4y mirror #{§

& LUE A oc adm release mirror 6 5 S5 R R EIEHIE R registry.

3.6.2.2.1. R M

o [RWIIEIEE OpenShift Container Platform S£EHAIE (41 Red Hat Quay) B —1X#F
Docker v2-2 BB 2R IR registry,
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pa -3

INRFEA Red Hat Quay, NIATIFE oc-mirror 4 {FFH 3.6 HE S ARABAR
A, MNRIEE Red Hat Quay IFl, 1HSHHE XEBE Red Hat Quay LL T R LE
UERI A, s4{EF Quay Operator, INREBELNIEEBIE EFFHLE
registry, TBBAEIEMHERRILBLR,

INRIERBEBRRTER reqgistry WIIERFZE, Il OpenShift Container Platform 1] [{ A EIE T
mirror registry for Red Hat OpenShift . mirror registry for Red Hat OpenShift @ — N NEIR 25
registry, B FIERTFFEZEBIME IR OpenShift Container Platform R %K.

3.6.2.2.2. AEFIERHIHRG TN
HATHR& S TR, DIESENUERARH IS E XTI AIE,

3.6.2.2.2.1. 23 OpenShift CLI

IR B LA 4 OpenShift CLI(oc)kER S 1THRME S OpenShift Container Platform i#1T3X B, &R LATE
Linux, Windows 5% macOS _£%% oc,

HE

INRLZET IBRAR oc, NIATEETEEFE A OpenShift Container Platform 4.16 REIFTA #p

o FTHHREIIRAY oc, MREFMIFEZEMIMEREHRER, HRECEANIN
oc hR &,

1E Linux £%2%& OpenShift CLI
&0 LURBRLUTRTZLE Linux £%&%% OpenShift CLI(oc) =il 32 4,

it =

1. BMBIZEE 1 MG LB OpenShift Container Platform &,
2. MR THIZIR LRI,

3. M ERA THIFIZRAPIEREE YRR AN,

4. = OpenShift v4.16 Linux Client 5 B 35 #) Download Now R {73 {4,

5. R :

I $ tar xvf <file>

6. 1 oc —iHHIS4 R PATH thigH ¥,
EHEMRH PATH, EFHITUTHS :

I $ echo $PATH

o L% OpenShift CLI &, ®TLUEF oc 4 :

I $ oc <command>
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1£ Windows £ &% OpenShift CLI
IRAT LUR BB LU T RAZAE Windows £& % OpenShift CLI(oc) i il 3 4,

Pt =

. SMBIZIER ] MG _EBY OpenShift Container Platform T & T1HE o

. M RRZE THIFIRAPIEESE H AR AN,

. 81 OpenShift v4.16 Windows Client 2 B35/ Download Now R 1F 3 14,
. B 2P RFEREREFE,

. ¥ oc Z I E PATH FRE9E K,

EEFEWN PATH, HHAGSRTHHTUT SRS :

I C:\> path

R% OpenShift CLI /5, BILA#EM oc % -

I C:\> oc <command>

1£ macOS L Z& % OpenShift CLI
IRAT LURBBLLTRAZLE macOS £ &% OpenShift CLI(oc) i il 34,

it =

. SRBZEE ST MG R OpenShift Container Platform T 71,
. MORRA FhIFISRAEFE SRR A,

. & OpenShift v4.16 macOS Client 5: B35#J Download Now R{RF X4,

p= Y=
X F macOS arm64, 1Ei%EF OpenShift v4.16 macOS arm64 Client 5 H.

. FREMEEEE,
. B oc ZitHISXHBE PATH B9E R,

EEFEWN PATH, B ALmHAMITUT RS

I $ echo $PATH

L% OpenShift CLI /5, BILA#EM oc % :

I $ oc <command>

Hab¥5E
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o~ i s

°
it

LEAEA CLIEHE

3.6.2.2.2.2. EBER TN AR BEEIFTHREENEIE

BB R BREUR registry FUEXXMH, LR MILIE mirror BIERAIEIR,

Digk

==
=

REEHN A EFER MR registry BIESXEVED pull secret, WMRERKERFNZ
b set, EREPMAENGRESHNERRR registry WEATR,

Digk

==
=

bt F2 R BRI LA AR registry ERIRRIGIR registry #H1TEIRVE, FEEUERM
| registry pull secret,

FRFH

IEERBR registry BLE N FERT FFE BT R,

o BEHIR registry FIRR T BHR CERAIE, LUNBRHREERBER(miron) X MIE,
o MERHT —NEMR registry 1K/, RVPRBHERLEEARIZHEEEE,
e

EREENLEERUTHIE
1. M Red Hat OpenShift Cluster Manager % registry.redhat.io pull secret,
2. LLJSON &R A& pull secret BIA :
I $ cat ./pull-secret | jq . > <path>/<pull_secret_file_in_json> ﬂ
ﬂ 1B EEIFEN pull secret BISTHRBVERR, LAREAIER JSON STHBIEFR,
R LT LT RA -
{

"auths": {

"cloud.openshift.com”: {
"auth": "b3BlbnNo...",

"email": "you@example.com"

b
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"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

b

"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

I3

"reqgistry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}
}
}

1. Al : ANREA oc-mirror i, 1B XEFREH ~/.docker/config.json 5K
$XDG_RUNTIME_DIR/containers/auth.json,

2. NIRHIEER registry 4R base64 ST QAR IEHSHE

$ echo -n '<user_name>:<password>' | base64 -w0 ﬂ
BGVibYk3ZHAtqXs=

ﬂ ®id <user_names> #1 <passwords> 157 registry B 7 L FEL,

3. YwlE JSON SXHFFAINEI registry BIERS -

"auths": {
"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

}
b

157 registry 8%, MUREBEE registry ARIRHRAENAEIRO, 4l
0 : registry.example.com =X registry.example.com:8443

9 18 E R registry B base64 YriG 1 2B,

XA RUATF LR R

{

"auths": {

"registry.example.com™: {
"auth": "BGVtbYkK3ZHAtgXs=",
"email": "you@example.com"

}

"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

b

"quay.io": {

"auth": "b3BlbnNo...",
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"email": "you@example.com"
2
"registry.connect.redhat.com": {

"auth": "NTE3Njg5N;...",

"email": "you@example.com"

}

registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

3.6.2.2.3. {5if% (images) mirror Bl—4 mirror registry

8%

h 7% OpenShift Update Service N RFIERERE, EBUITRLITHREHEKREH
WEEREE, UL SER,

SeRFMH
o MEHIR registry BEE NERRMZHER, FHAUFEEENIEBHZIL

e {REM Red Hat OpenShift Cluster Manager F#; T pull secret , HEBB N EBEREEHENS
E AN

o MRMHABZRZIUET, BIEIUETHFIEE Subject Alternative Name,

1. {8 Red Hat OpenShift Container Platform Upgrade Graph visualizer #1 update planner 11%IAM
—MNRAFHREN B —NhRA, OpenShift Upgrade Graph 1I25E R, FHiER T MEBILEN
LRIFNTIE SEBEhR A 2 [F] B TR R,

2. KEMBRIMELE :

a. FHAITIRAER :
I $ export OCP_RELEASE=<release_version>

%I F <release_version>, 1H1EE S5 H Y EIH) OpenShift Container Platform KRAXS B BT
%, 104.5.4,

b. S HAM registry BMFIENIHO :
I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

%I F <local_registry_host_name>, Ei5EHIGFMHEEM registry 54 ; X F
<local_registry_host_port>, Ei5ERTRERTNIKHO,

c. SHAMEMEERM :

I $ LOCAL_REPOSITORY='<local_repository_name>"'
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%I F <local_repository_name>, 151EEE T registry FOIEMCZERTR, 0
ocp4/openshift4,

d. #NR{EM OpenShift Update Service, S H— NN AIFHERT, FHASLITHR
% :

$
I LOCAL_RELEASE_IMAGES_REPOSITORY='<local_release_images_repository_name>'

%I F <local_release_images_repository_names, i&5EZEE registry RN GES
8, %0 ocp4/openshift4-release-images,

e. SHEEHITHRENEMZERT
I $ PRODUCT_REPO-="openshift-release-dev'
STFEFINBRRA, WIHEE openshift-release-dev,
f. 5 H registry pull secret B :
I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

%I F <path_to_pull_secret>, 1515 EE QBRI registry BY pull secret BO4ER BRZRFISL
%4,

’ pa -3

INRIBHEELE A ImageContentSourcePolicy X R EE B F % EH &K, N
HEER2F pull secret T4 registry, EABEELIE N pull secret,

9. SFHEITRAG :
I $ RELEASE_NAME="ocp-release"
SFEFIMERRA, EUITEE ocp-release.,

h. NIRRT B ZRER
I $ ARCHITECTURE=<cluster_architecture> ﬂ

@ EE%£RMR, 1 x86_64, aarch64, s390x, 7k ppc6dle.

i FHIEE GG B RABE
I $ REMOVABLE_MEDIA_PATH=<path> 0

ﬂ EETERE, SEFHEIRIRAILY)FR.

3 AEEHEGNEGRMEEER

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
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I quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-${ARCHITECTURE}
--dry-run

4. FHRABHRER (mirror) BIEHR registry.
o MRMEBIBHRENTEVIFIEEM, HHATATEHRREF
i RSO BUE R R B MRS
ii. JHERRFIE B R EERE A RB NI B X -

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

% s
' eIt RER R A THREE R ERN FRERFETBIINTTH,

iii. YFN I EERIZRMBIMNER, FEFRELEEIARTELS registry.
$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} 0

@ /T REMOVABLE_MEDIA_PATH, a4/l 5 S BRI TR R MR — B fE,

iv. M oc B HITRE(CLYERIEEANIEE,
v. PG RTEREE R EMRS N AEEERNEE -
$ oc apply -f ${REMOVABLE_MEDIA_PATH}/mirror/config/<image_signature_file>

XfF <image_signature_file>, 15EXHHIEZERIAH, {0 signature-sha256-
8115415¢03294534.yaml,

vi. N8 {EA OpenShift Update Service, HIF & ITEIREIRE HIRBEFGEE -

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

o MMRAMEL reqgistry MNEELEEERIREN, EPUTUUTIRE -
i MAITHRGEEERARM registry, FERUTHSRNEBIRETN BEIEE

I $ oc adm release mirror -a ${LOCAL_SECRET_JSON} --
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from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--to=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} --apply-release-image-
signature

v pa -

RS E --apply-release-image-signature %7, B NHFHKEZLIIE
O AL B R AT,

ii. NERMEA OpenShift Update Service, B &L ITHEREIRT FIRMFEE

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

3.6.3. f [ OpenShift Update Service 7E¥T FFiEEIMNE P B FTEEE

ZRB 5 EENER L UMERAEE, ERLUERAU TSR EENIMNER LR E OpenShift
Update Service (OSUS)

LUR S BR8E 7 anfel 6E A OSUS TR IR R BT R B¥ IR L TAE R
1. BB &£ registry BII5A,
2. BFER%EE pull secret LU AIIEBIEEK registry.
3. %% OSUS Operator,
4. “}y OpenShift Update Service |2 BB R 25 K.
5. &% OSUS N AR, FEEHEE HEAEIEFR OpenShift Update Service,

6. IMERBRR—IF, HUITXHPHIFNERT K.

3.6.3.1. FEMT FF i E A th {8 OpenShift Update Service

OpenShift Update Service (OSUS) & OpenShift Container Platform SEEHRILEHEINL, LLIBAFIEE
OpenShift Update Service, EEHIMERIERATLUET N3 APHEZRNZIRS, MORBHEI

B2, EFEZENIMERIERT A AIXLERNH API RICREFER, EEMFEENIMERIRHEE
P E AL, B LLLEMEE OpenShift Update Service, fHEIEMFFIEEMIAEFR T A,

BN OSUS SEIRENS M T A EEHRME N, BT E X replica {H, OSUS AJLUKEY RBE] cater 2/EFES
£, Hib, SFFARZSHTFEREMAG, —D OSUS EHIstEHE T, BN, 2018 WEBMMEENERRZ
17— OSUS L4,

MREFEARIMERARRBFHREN, EILUNENIMEIZIT— OSUS 2261, Blan, aNRIEAE HIRm
M T FINE, BUREAFEELTEIMNERE —NERRBZEWTIRA A WEFHFEN (WRL&BIEN
PR AL AR A)

UM AT e =& — OSUS £, FHRHEEE N NERREEHRZIL
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Hith BEiR
® XTF OpenShift Update iR%S

o TREHIEMAITRAE

3.6.3.2. e RFH
o MU ZRET octnHiT5HE (CLI) I&,

o BEBAEAVPMEREL—NBRGUR registry, FEATEHRNARGK. 1ESMH Mirroring
OpenShift Container Platform images.

3.6.3.3. &y OpenShift Update Service BRB %&£ registry BI1J5]7]

MRZITHRGEESERBE UERMANMZE LR HTTPS X.509 it H/ registry A1, 155K H &
registry Vi1 ECERIAMEEEME IS TR, RN BHFHRS HITUTER,

OpenShift Update Service Operator &E registry CA iE 15 R EZ B R 535 & #5 N updateservice-
registry,

BEHR S MR registry CA BeE M RAI

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
updateservice-registry: | ﬂ

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 9

OpenShift Update Service Operator EE registry CA ik I ER B MR 544 & FF updateservice-
registry,

Q INR registry AW O, #0 registry-with-port.example.com:5000, : EE4# .. &,

3.6.3.4. BHZE5E pull secret
IRET LOB T B AT pull secret UM INETRY pull secret REFHEEEH LSS pull secret,

LR R registry FHEFRIEMAFE R RESEPM registryff, FEXMITTE,

FeREH
o TATLUFAEBA cluster-admin A& 5N EEE,

Y
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1 EE - BYEETE pull secret MEINZEIELA pull secret A1, HSERIATHEE ¢

a. FIALLTF e R T & pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. I ALLTFan 4 RANMF pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

ﬂ RIEFTH registry, A LAER— reqgistry FEE SN CZE, Fl40 : —-registry="
<registry/my-namespace/my-repository>".

@ RU registry WL,
9 R4 pull secret XHRIERE,
A, B L pull secret SXEHITFENER,

2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VR ZERAET R, JEFEE—LNE, EFRBURTEREKX/N,
AE

M OpenShift Container Platform 4.7.4 FF1&, *f 2/ pull secret BN ABALAL
TRPFZEHES,

3.6.3.5. 2% OpenShift Update Service Operator

FE R4 OpenShift Update Service, B /TE FfEH OpenShift Container Platform Web 2l &3k CLI
Z2%& OpenShift Update Service Operator,

S FEMT TR BRI R RENER (B ARTFFEZEMSEEE) , Operator Lifecycle
Manager BRI\ TSE 1 R FE B TEILAR registry LRIZIIEIRHEEY OperatorHub iR, Ehixteix
REFEEEKMEE, MFELEE, HSHEZRMLZ A Operator Lifecycle
Manager,

3.6.3.5.1. {# [ Web #§& &% OpenShift Update Service Operator
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IRET LA A Web #2255 %% OpenShift Update Service Operator,

it

1. 7£ Web #%I& M, == Operators —» OperatorHub,

1E Filter by keyword... FE&H#i A Update Service, U ERIhZEH Operator,
2. MTAETFH Operator 53R A% OpenShift Update Service, #A/E = Install,
a. EFE— BHHE.
b. 1 R
c. 7£ Installation Mode Ti%#¥ A specific namespace on the cluster

d. 7 Installed Namespace i — M 22 [A], SIS HZFM £ 22 A openshift-update-
service,

e. EF— EHHLARES

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7EH#hRA T BT B 5B #H
Operator,

e Manual SRESE KERFE IR A L4 Operator B,

f. =& Install,

3. # A Operators — Installed Operators, %iIEREREE T OpenShift Update Service
Operator,

4. R OpenShift Update Service ZITEIEfRIar & Z2[A]F, Status 7y Succeeded,

3.6.3.5.2. [ CLI &% OpenShift Update Service Operator

I&ATLAE A OpenShift CLI (oc) 2%k OpenShift Update Service Operator,

ff

L=

S

1. 7 OpenShift Update Service Operator i ay % 22 :

a. 7 OpenShift Update Service Operator 3] —> Namespace %/ & YAML X4, 10
update-service-namespace.yaml :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-update-service
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"
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@ = openshift.io/cluster-monitoring 17415 B I 7E 1% 4 22 A sh 5 A Operator-

recommended SERF 12,

b. A& ZEE :
I $ oc create -f <filename>.yaml
4N -
I $ oc create -f update-service-namespace.yaml

2. BT OB T X &R F %2 OpenShift Update Service Operator :

a. fllg&— OperatorGroup %/ & YAML 34, %0 update-service-operator-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: update-service-operator-group
spec:

targetNamespaces:

- openshift-update-service

b. ] —1 OperatorGroup % :

I $ oc -n openshift-update-service create -f <filename>.yam|

0 -

I $ oc -n openshift-update-service create -f update-service-operator-group.yami

c. fJ8— Subscription & YAML 34, %0 update-service-subscription.yaml :

N

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: update-service-subscription
spec:
channel: v1
installPlanApproval: "Automatic”
source: "redhat-operators” 0
sourceNamespace: "openshift-marketplace”
name: "cincinnati-operator"

ﬂ 1S ERM Operator WBFRIRMAZTR, X FAEEFHBE X Operator Lifecycle
Manager (OLM) HY%EE¥, 157 redhat-operators. #13R OpenShift Container
Platform B R EEMFEENIMED, EHEEEE Operator Lifecycle Manager

(OLM) F5f 8/ CatalogSource ¥ B9 7.

d. fllE Subscription X% :
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I $ oc create -f <filename>.yaml
flan :
I $ oc -n openshift-update-service create -f update-service-subscription.yaml

OpenShift Update Service Operator # %45 %] openshift-update-service sp % 22\, FLL
openshift-update-service 4 22 8] 4 B R,

3. JiF Operator &2 :

I $ oc -n openshift-update-service get clusterserviceversions

Bl
NAME DISPLAY VERSION REPLACES PHASE
update-service-operator.v4.6.0 OpenShift Update Service 4.6.0 Succeeded

INRFIH T OpenShift Update Service Operator, NI&mMINEEE, RASAEESFIRAR,

Hith BHR

o TEdpfZE (A LEE Operator,

3.6.3.6. /B OpenShift Update Service K #IBRA R itk
OpenShift Update Service EEREIEA 2R 5%, OpenShift Update Service MARFRAE X ITE K 7 %
B LEEFLISHER. BRSEREEREMANEREIECEPIRI. EEKMEER A AINE
th, Minit BESMNEILE B 2ERFEIEA# OpenShift Update Service A A—FAR, init 288
AERIREEFHIENAIEIAR, 7 pod FIALHERHE, init RERFEIRS HIEIZARSS AT U5 R &,
P2 Y=
oc-mirror OpenShift CLI (oc) fHMREHR L ITHEM L RO BE LK BIER SRR, R
&8 oc-mirror SRR L 1THAR, BRI LABRT XN TEE,
it 3
1. GI#8— Dockerfile, #ll ./Dockerfile, BEZLUTRHEA :

FROM registry.access.redhat.com/ubi9/ubi:latest

RUN curl -L -o cincinnati-graph-data.tar.gz
https://api.openshift.com/api/upgrades_info/graph-data

RUN mkdir -p /var/lib/cincinnati-graph-data && tar xvzf cincinnati-graph-data.tar.gz -C
/var/lib/cincinnati-graph-data/ --no-overwrite-dir --no-same-owner

CMD ["/bin/bash", "-c" ,"exec cp -rp /var/lib/cincinnati-graph-data/* /var/lib/cincinnati/graph-
data"]
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. AL RN docker XA RFIZRKIHMIER e iR,

registry.example.com/openshift/graph-data:latest :

I $ podman build -f ./Dockerfile -t registry.example.com/openshift/graph-data:latest

1§ E—4% {8 H graph-data B2 & HEEE] OpenShift Update Service A LA [H] B TE %2,
N registry.example.com/openshift/graph-data:latest :

I $ podman push registry.example.com/openshift/graph-data:latest

B E IR R HE L B Z IR LS R registry, 1B E—% HOIEH graph-data
B HRE H B OpenShift Update Service VilFMIZ %%, 21T oc image
mirror --help & & & AL,

3.6.3.7. fl|l& OpenShift Update Service N RRFE

& BT LUEF OpenShift Container Platform Web #2#l& 8% CLI 6|8 OpenShift Update Service N2

o

3.6.3.7.1. {81 F Web 55 6] OpenShift Update Service M ARRK

& B] LA#E A OpenShift Container Platform Web #2#l& 8 F OpenShift Update Service Operator fll|
OpenShift Update Service b AT,

FeRFH

o B &% OpenShift Update Service Operator,

e OpenShift Update Service graph-data 255k 2 02 H #XE] OpenShift Update Service P17
BT

o EIFYRIKITHRAFEH BIRARA mirror BT FHEZHIEAE R registry H1,

iz

1. 7 Web #=%|&H, = Operators — Installed Operators,

2. MZREH Operator 53k H1%L#E OpenShift Update Service,

3. m Update Service i1,

4. = Create UpdateService,

5. 1€ Name FEHHi A& #5, 40 service,

6. 1 Graph Data Image FE& i A& pullspec, FEETE"DIEE OpenShift Update Service EIFEL
ERHRHG HOENEFBIERSRFE, 0 registry.example.com/openshift/graph-
data:latest.

7. 7£ Releases FE&A, Hi A QIR registry FTFMEZE, LUE 5% OpenShift Container Platform
BREME" R EIELITER, B0 registry.example.com/ocp4/openshiftd-release-images.

8. 1f Replicas FEEHHIA 2,
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9. ™M Create LLAIE OpenShift Update Service i,
10. % UE OpenShift Update Service N 2R :

e M Update Service %1f£H18) UpdateServices &k H, S| 6289 Update Service &
AR,

e i Resources i,
o FFEMNNAKRRMIRERZE N Created,

3.6.3.7.2. {81/ CLI /& OpenShift Update Service b 2R

f&eI LUER OpenShift CLI (oc) R fIJE OpenShift Update Service .

FoRFMH

o B %% OpenShift Update Service Operator,

® OpenShift Update Service graph-data B2 & 2 02 FH X E] OpenShift Update Service 117
Eppcir el

o BT LFTLITARATIE S B FRARA mirror BIRFFF 5 BRI E R registry 51,
ik
1. BEi& OpenShift Update Service Biren & Z2[H], # openshift-update-service :
I $ NAMESPACE=openshift-update-service

844 22 (Al A5 operator ZH AR targetNamespaces (B ILEC.

2. E2& OpenShift Update Service M FATRFHILFE, 20 service :

I $ NAME=service

3. BB OpenShift Container Platform SRR FMEE"RECE, NATHRIRECE registry MFHE
J%, 10 registry.example.com/ocp4/openshift4-release-images :

I $ RELEASE_IMAGES-=registry.example.com/ocp4/openshift4-release-images

4. ¥% graph-data fRI&BIAME pullspec & W 1E "B OpenShift Update Service I EIER 2%
&' ROENEFBIERSRER, W registry.example.com/openshift/graph-data:latest:

I $ GRAPH_DATA_IMAGE-=registry.example.com/openshift/graph-data:latest

5. ] OpenShift Update Service N FATZFEXTR :

$ oc -n "${NAMESPACE}" create -f - <<EOF
apiVersion: updateservice.operator.openshift.io/v1
kind: UpdateService
metadata:

name: ${NAME}
spec:

98



8B 3 E HUTHRAEH

replicas: 2

releases: ${RELEASE_IMAGES}

graphDatalmage: ${GRAPH_DATA_IMAGE}
EOF

6. ik OpenShift Update Service N T2 :

a. AT SIKINKEEEI KA -

$ while sleep 1; do POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAME}")"; SCHEME="${POLICY_ENGINE_GRAPH_URI%%:*}"; if test "${SCHEME}"
= http -0 "${SCHEME}" = https; then break; fi; done

EAIRERERN, BEEIGIMINVIL,

b. MEBEBIEKREF., IR channel 8 E—NEMARAE, HlE0, F0RTE OpenShift
Container Platform 4.16 #2217, &{# A stable-4.16 :

$ while sleep 10; do HTTP_CODE="$(curl --header Accept:application/json --output
/dev/stderr --write-out "%{http_code}" "${POLICY_ENGINE_GRAPH_URI}?
channel=stable-4.6")"; if test "${HTTP_CODE}" -eq 200; then break; fi; echo
"${HTTP_CODE}"; done

XERINEIERIERMI VL, BERNERATENZE, BEARRTESHREKHRTER.

P2 Y=
EF RFC-1123 HISERE 5| 2R AR RERIT 63 N F /. MREFE
ReconcileCompleted X777 false, R CreateRouteFailed caused by host must

conform to DNS 1123 naming convention and must be no more than 63
characters, 155 AR EZFFEIE Update Service,

3.6.3.8. Bidi& Cluster Version Operator (CVO)

=% OpenShift Update Service Operator 3| OpenShift Update Service N FATEFF/E, RILAERT
Cluster Version Operator (CVO) MEEBIMEFRZREZEH OpenShift Update Service I EX K2R,

FoRFEMH

o %% OpenShift Update Service Operator,

® OpenShift Update Service graph-data B8 & 2 02 FH X E OpenShift Update Service 117
Fppcir e

o EIFYRIKITHRAFEH BIRARA mirror BT FHEZRIEAE R registry H1,

e OpenShift Update Service F &8I &,

1. Xi& OpenShift Update Service Biren & Z2[A], # openshift-update-service :

I $ NAMESPACE=openshift-update-service
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2. WiB OpenShift Update Service i FATZFHIELFR, 40 service :
I $ NAME=service
3. IREXZRBRSI R -

$ POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAM E}ll)ll

4. NHEEREEEEHT -
I $ PATCH="{\"spec\":{\"upstream\":\"${POLICY_ENGINE_GRAPH_URI}\"}}"
5. % CVO #47#h T, LTEEBIMEAFFE A OpenShift Update Service :

I $ oc patch clusterversion version -p $PATCH --type merge

Gk

%ﬁ ;
ESHEERASEECIER CARENEEEMRS .

3.6.3.9. [g4Ed %
EEFERAL, HHIAFRUTRME -

e Cluster Version Operator (CVO) #Ez & 7118 FA &8 OpenShift Update Service N T2

HAATRAB R T ERE R ECE RS N A EIKET,

Cluster Version Operator (CVO) A TR AR T B KAR AL THRIESBHRIE
R, PIELTHEEESHHEIMNS RITE,

o URIAITARAFEH B IR A TIRIRIERT FF £ EHIEME R registry RIEERIRE registry.
I E R IR R 2R R B RIRE registrys.

°
il

o I T OpenShift Update Service Operator B ETAR AR,

=1
INRIT M KRR EHFEH OpenShift Update Service Operator, NIATRESHE BHH

MRATIH, NHEAXMAEMFEZENIMERER OLM BXRNESER, 155
[ 7£ 2 R 2% FR {f B Operator Lifecycle Manager,

IEEREACIE N 22258 OpenShift Update Service AIARMEE R registry /&, EAILMERUTEAEHRA
%

o fHM Web 25 E#HEREF
o {HM CLI E#%E
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4T EUS Bl EUS BT
HIT canary rollout B#T

EHESMHEMA RHEL B9ITHE (compute) RIIBIKEE

3.6.4. 7£:% & OpenShift Update Service B FFIEENIME R B ER
FAUTS RN EENIMERERER, MEF ViR OpenShift Update Service,

3.6.4.1. FeRF M

Ea

B RET oc tnHiT5HE (CL) IR,

BIERRBRHRE S A BRI registry, W& OpenShift Container Platform i /% HFR
SL-RQ

el A B A admin FRBIF F A RIEEE, 1553 # H RBAC E AN AR,
MEBEERRIN eted 19, UBRNARKINE B ERFE BILIATHRS,

1R EfF 2 BI@1 Operator Lifecycle Manager (OLM) REMIFTA Operator B ES B4 1ThR
AFEBMIRA, FEH Operator ATHIR HERIA OperatorHub B RIEEB AT IRA M Y FIRERR
AYREI T —IRIRAR, SlEEMMANKRR, NETRNARERIEUREH BL5EHN
Operator WEZER, HSHEBEHFEREM Operator,

INREHIT canary rollout BHTRES, ®TLLE{E MCP,

MRENKRBFERFHETNEIL, FEHRFLTREANSHLUETR NFEELELR, /L
AREXREBHNER, HSHESERF I NEILERER,

INRIKZ1T Operator UIEBEE T pod FREFTIE, ERIREREA TR BEIFET, NRE
PodDisruptionBudget # 4% minAvailable ix &7 1, 177 maBEZE LR FA 7T BE = BE L AKX PRI 72
LB BRECE. MRES TR, WA pod REEE—1N T RLEZ

17, PodDisruptionBudget FEX AT REAPH IE T smBEZE,

INRIFIZ1T Operator UIEBEE T pod FRETHIE, ERIREREFA M RPIBEIHET, 0
57f PodDisruptionBudget 4% minAvailable % & 1, N7 R&BEZR LN FHATREARR
LFIRBRT R AL EBNLBRECE ., MRES TN TR, NIATE pod REEE—1 T RLEiz
17, PodDisruptionBudget FEX AT AEAPH IE 17 smBEZE,

3.6.4.2. %{& MachineHealthCheck %i&

ERFEED, EEPMNTRTESIENATE, &F worker T, H2MERLETREKIANIXHERT
mAERE, FEFSISel]l. WMEREFSISXHENT R, BEEMEHIIYTEME
MachineHealthCheck %R,

FRFH

Y=

e % OpenShift CLI (oc) .
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1. BFHEEY(EMATE A A MachineHealthCheck FE, 52T T&HS :

I $ oc get machinehealthcheck -n openshift-machine-api

2. BEENHBEEMRT, 15 cluster.x-k8s.io/paused="";F A NZ| MachineHealthCheck %
Re BITUTS:

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=""

SEFREY MachineHealthCheck FRZEBILLT YAML 3044 -

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck

metadata:

name: example

namespace: openshift-machine-api

annotations:
cluster.x-k8s.io/paused: "

spec:
selector:

matchLabels:
role: worker
unhealthyConditions:

- type:

"Readyll

status: "Unknown"
timeout: "300s"

- type:

"Readyll

status: "False"
timeout: "300s"
maxUnhealthy: "409%"

status:

currentHealthy: 5
expectedMachines: 5

8%

BIEERMENSRRERET, EMERSE, HEZITUTHSM
MachineHealthCheck &R R E 155147 :

$ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-
k8s.io/paused-

3.6.4.3. R|ATHEHE

Z{# M oc adm upgrade 3 #] --to-image LI E KT FHEERNIMER EHER, TUIBIASBIRATT
BN R sha256 FE,

ff

L=

S

1 FEEEIERMA R ERSITUTRS

release:${OCP_RELEASE_VERSION}-${ARCHITECTURE}

I $ oc adm release info -0 'jsonpath={.digest}{"\n"}' quay.io/openshift-release-dev/ocp-
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%fF {OCP_RELEASE_VERSION}, i51EEME R OpenShift Container Platform kA, 40
4.10.16,

%I F {ARCHITECTURE}, 1515 E£EFH94, 10 x86_64, aarch64, s390x, = ppcédle.
s

I sha256:a8bfba3b6ddddia2fbbead7dac65fe4fb8335089e4e7cae327f3bad334add31d

2. EHITEEITERN ZEMAM sha256 HE.

3.6.4.4. BT EEENEE
¥ ZBRMLSERF B EE T EH B A 1THEB OpenShift Container Platform kg4,

INRIEH—NAH OpenShift Update Service, ET LUE iR Web 515K CLI i8S
KER, MAREALRRE,

FoRFM

it =

IREEF A TRARIFR TSR (mirror) E registry,
RBER L ITHEE % ConfigMap TEHT A [ThR A A EIEEE,
P2y~

RITERZ AEBMET L1 Cluster Version Operator (CVO) i@t Sk SEPREF R %
BB ST & IR BR LT RGN,

REX B PR A 1THREY sha256 BE,
BZ % OpenShift CLI (oc) »

{827 {27 MachineHealthCheck %J&,

EHTRE -

$ oc adm upgrade --allow-explicit-upgrade --to-image
<defined_registry>/<defined_repository>@<digest>

He:
<defined_registry>

18 7E mirror BIRERIR registry B9 R,
<defined_repository>

B EBELUR registry PERANHRERFMEERN ST,
<digest>
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IBEBIRAITIRMRE sha2b6 Im%, gl
sha256:81154f5¢c03294534e1eaf0319bef7a601134f891689ccede5d705ef659aa8¢c92,

=1
o IHBH " & OpenShift Container Platform & " LA E B IMA & IR B
registry M F i 7 £ o

o INRIEfEA ImageContentSourcePolicy =k ImageDigestMirrorSet, &I LL
ERHSE registry MIFEMEERTR, MAREE LHEF, #SE registry BN
quay.io, #SEEEZERTRN openshift-release-dev/ocp-release.

o f&RHEEHNEH ImageContentSourcePolicy X RHEEEEL D pull
secret, fRAEETELNE FRAHN pull secret,

Hth BHR

o 5E{& OpenShift Container Platform {5

3.6.4.5. T fR5it& reqgistry 0 /E 5 {&
BT R BRER registry TFEERR, B LUITUUTES -

e F2i& OpenShift Container Platform &8%, LUEEEMMIRHR registry ERFFEFERIEL (pull)
BRHIER, FBT BB (mirror) BIER registry LT E E AR IZIE K,

o NEANBIEHERZNBEEMR (miron)FMEE, UBHRIMR—HEEGELZE, DAER
HM R,

OpenShift Container Platform & ERGSIBEUATEMS -
o HHRAIEY (pull) ATRIXS registry {EHLEY[A],

o TEURTFEERIMEFRIER T LUMXBAE (10 quay.io) HIEUEMR, FiLARAAEEEERN
registry IRH1E KHIER R,

o KHEMEFHEL (pull) BRI ZIRIEE registry lifE, BERKEFT 2EIHIFAM registry,

o IRARH ABELRIE R A RME OpenShift Container Platform &£ HEN T R L/
/etc/containers/registries.conf X4,

o YN RMEBRFHEREREGRN, EREREHBIEGRERINFME, EXHRIAERNRAE,
MRFIBHEERN, KHNEZRREFEE, MR, MHEEKIRET <KH,

AIE AT AR BEFEERS
® 7f OpenShift Container Platform &% :
BT HIEY (pull) OpenShift Container Platform FRERN A2 R%, AR XILHREREATHAX
%fE, BNAIYY OpenShift Container Platform %2 %% E 5% BR M 4% Fh B9 EEE 0

e Z2%E OpenShift Container Platform Jg :
INRIE%BTE OpenShift Container Platform ZE&IFEHFEREREK, EOIUEREEFEALUTEH
E N FIR (CR) W&z —iH1THEE :

o ImageDigestMirrorSet (IDMS). b X &R fo VF & {58 FA I B ANAR MERAR registry FRALEER R,
IDMS CR AL &% B EIR SRS, TEFRRI BRI 4R EE 225 MIR registry FRHIER,
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o ImageTagMirrorSet (ITMS), LbXf R AVFERMEFATHRITSE M B HRE registry RRIENER,
ITMS CR AL &% B EIR IS, TEFRIRRI BRI 4R EE 225 MR registry RHIER.

o ImageContentSourcePolicy (ICSP), Lt} RAVEMEFAMENEMER registry FHIENE
&, MMRBERFTEESI/E, ICSP CRIBXEHRERE registry,

BF

{& F ImageContentSourcePolicy (ICSP)Xf RECBF % EHER— 1N EFERMNIY
B, FFRMITHRE(NSAE & 7E OpenShift Container Platform &, FIFREEMH,
B2, XN TEERTELUEMATHRAPREMIR, BRBINEFNBEFER. MR
1575 AT 0% ImageContentSourcePolicy % R YAML X4, EaTLUMEA oc
adm migrate icsp 3 B iX £ 355 ImageDigestMirrorSet YAML 34,
MEFELZELR, HSHLUTES " ImageContentSourcePolicy (ICSP)3T 4 LA
TR registry TRAEEEER".

BMEE RN RBITAUATER :

o (RFELEEHR (mirror) MBI EHRIFIEERIR,

o MEHLNHEHRHMMBEHZELTRNANBNENEREMENLMEE,
S FHTEEE, A LURIEFZEMEM IDMS, ITMS #1ICSP CR R, B2, BiIUfEMA IDMS #ITMS,
INRIEF T EEE, NHEMILA ICSP W RERFEIE, FHEZFF IDMSHICSP MR, fEFA ICSP WK
B TVE A LURTIEA T/, B2, MREFMA IDMS CR 5| AWELRSKE, EAILUEM oc adm

migrate icsp B LRI TR ETRE IDMS MR, WNEEM B registry FHEEGEER O IR. T%
Il IDMS MR FEED LR

INRIEHEELE A ImageDigestMirrorSet. ImageTagMirrorSet =k
ImageContentSourcePolicy X §REBFEFE K, NREEFEAEIRM registry WEFH
pull secret, EABEIETIE RN pull secret,

3.6.4.5.1. BB EH& registry EHEFEG &
BRI LA B LR HSREE B E LR (CR), FEHIR registry RRIFRRAIENE K E E MBI FR&
registry,
FEREZFH
o {HFHEZH cluster-admin A& i A& EE,

AR
1 BT AR E B BRIREEEE

o 2R Red Hat Quay f#i#f[EHi{&k FRTR, M Red Hat Quay RiXE B EKHITFMEE, &R
Red Hat Quay BB FIEFHREM — DN EERIZ S — 0%, FARENANERESR
RS X EFEE,

o {#f skopeo F I B FoiFHi & MIRTFMEZE S HIEI B BREVEFEE,

540 : £ Red Hat Enterprise Linux (RHEL 7 8¢ RHEL 8) %%i_E%&%& skopeo RPM {48
&, £ skopeo 4, HITFHIFTR :
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$ skopeo copy \
docker://registry.access.redhat.com/ubi9/ubi-minimal:latest@sha256:5c¢f... \
docker://example.io/example/ubi-minimal

EAFAR, EE—1% 7 example.io AR registry, HASE—1% N example 19
WRRTFME, EESF ubi9/ubi-minimal &M registry.access.redhat.com EfE H A,
DI B BRI registry &, AT LU OpenShift Container Platform £ & N R E
HEREE MR BHRRNTEEE,

2. BRIWMY OpenShift Container Platform $£2&%,
3. FRUTRAZ—OELEEHRREE CR :

o RIFFEE, JE— ImageDigestMirrorSet = ImageTagMirrorSet CR, FFRFNE{&
(mirror) & N IR E O/ registry. FHEEN S

apiVersion: config.openshift.io/v1 ﬂ
kind: ImageDigestMirrorSet 9
metadata:

name: ubi9repo
spec:

imageDigestMirrors: 9

- mirrors:
- example.io/example/ubi-minimal ﬂ
- example.com/example/ubi-minimal 6
source: registry.access.redhat.com/ubi9/ubi-minimal G
mirrorSourcePolicy: AllowContactingSource ﬂ
mirrors:
- mirror.example.com/redhat
source: registry.example.com/redhat G
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.com
source: registry.example.com Q
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage @
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.net
source: registry.example.com/example m
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.net/registry-example-com
source: registry.example.com
mirrorSourcePolicy: AllowContactingSource

ﬂ fEEALL CR Z2EMAM API, X#4JiZ config.openshift.io/vi,
@ RIE pul REUETRIRER

o ImageDigestMirrorSet : {REUEES| AHE R,

106



o

O ®O

O O 0 9

2]

8B 3 E HUTHRAEH

o ImageTagMirrorSet : IREXIR% 5| AR R,

KRB BRERAERNRE, BHUTUTE—AE -

o imageDigestMirrors : Fi-T ImageDigestMirrorSet CR,
o imageTagMirrors : F3 ImageTagMirrorSet CR,
FEERER R reqistry FITEHEERI B TR,

ik IBEET BN CEN IR GRFEE. WR—DEGEN, WBIRGETLER
A= R

BB registry MF AR, XREGHRRIEAE B3| ARNEFIEE,

AR ANREAKHIERRN, N5 R OHRERRE |

o AllowContactingSource : fSITFAKE A MIRIEME R AR, X2 BIME.
o NeverContactSource: B L4273 MIRTZ fiff [ P EUER R

R @ $87R registry RIS R ZEE], BRFEMERZeEERRNEMTER, NREE
A registry ISAE IR, KRR AR registry RBVARE 770 %,

A%k : BTR— registry, ©RIFEMERIZ registry REMEMER, MRIEE T registry
2R, XRFNARR registry RRIFTE FHEERIER registry.

M mirror mirror.example.net/image@sha256:.. i BX 5%
registry.example.com/example/myimage@sha256....,

M mirror mirror.example.net/image@sha256:... B registry #5422 [A] R h1 X 5E 15
registry.example.com/example/image@sha256....,

M mirror registry example.net/registry-example-com/myimage@sha256:... H$1EX
1R registry.example.com/myimage@sha256.

e {2 ImageContentSourcePolicy BE Y %R, FRMEERENNEE M registry. Fhi#
ESOp ke

®9

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:

name: mirror-ocp

spec:

repositoryDigestMirrors:
- mirrors:

- mirror.registry.com:443/ocp/release ﬂ

source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:

- mirror.registry.com:443/ocp/release

source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

B EER reqgistry FEHEERI R TR,
1B EMEBRHNBIIIEL registry MEFEEE,
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4. DIEEFIAR -
I $ oc create -f registryrepomirror.yami

BIEXIRE, Machine Config Operator (MCO) R&HEZ2 ImageTagMirrorSet % A7 s,
MCO A~ =#E2Z ImageDigestMirrorSet #1 ImageContentSourcePolicy *f &7 R,

5. BRERTNMATHENRRIZE, FERS—T R EHTUTRIE

a. FIHEEIT R -

I $ oc get node

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.29.4
ip-10-0-138-148.ec2.internal Ready master 11m v1.29.4
ip-10-0-139-122.ec2.internal Ready master 11m v1.29.4
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.29.4
ip-10-0-153-12.ec2.internal  Ready worker 7m v1.29.4
ip-10-0-154-10.ec2.internal  Ready master 11m v1.29.4

b. EBNFE R R
I $ oc debug node/ip-10-0-147-35.ec2.internal
Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host’

c. FHERRE RN /host :
I sh-4.2# chroot /host

d. 1% /etc/containers/registries.conf X1, fRFREMREN :
I sh-4.2# cat /etc/containers/registries.conf

U THBARERT NAREEHKEE CR M registry.conf X, REHHANEE D HIFRCH
digest-only #1 tag-only,

B

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[registry]]
prefix ="

location = "registry.access.redhat.com/ubi9/ubi-minimal” ﬂ

[[reqistry.mirror]]
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location = "example.io/example/ubi-minimal” 9
pull-from-mirror = "digest-only" 6

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com”

[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com"
pull-from-mirror = "digest-only"

[[reqistry]]
prefix ="
location = "registry.example.com/example”

[[reqistry.mirror]]
location = "mirror.example.net”
pull-from-mirror = "digest-only"

[[reqistry]]
prefix ="
location = "registry.example.com/example/myimage"

[[reqistry.mirror]]
location = "mirror.example.net/image"
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com”

[[reqistry.mirror]]
location = "mirror.example.com”
pull-from-mirror = "digest-only"

[[reqistry]]
prefix ="
location = "registry.example.com/redhat"

[[reqistry.mirror]]
location = "mirror.example.com/redhat"
pull-from-mirror = "digest-only"
[[registry]]
prefix ="
location = "registry.access.redhat.com/ubi9/ubi-minimal”
blocked = true ﬂ

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal-tag"
pull-from-mirror = "tag-only"
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@ =857 pull spec ShBI AT,

@ RERTEEERNIR.

© =TM mirror WEHEHERR —MEES| B

Q R HILTF#ZEILE T NeverContactSource 2,

© =TM miror WEHKHIERR — %581 B

e. MWRAIEVRREIT R, HOEZEET mirror 24T,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi9/ubi-
minimal@sha256:5cf...

kAR R HERR
INRFHEFEGRGRIERIZME TR, HERUTAXEFEEGRINM TENE R TBIHEE R,

o EANILFHRERTIRMEHAIE (pull) B,
o RNBFETLHMBERIIER, FRMEMRZE registry,
e MR LT, Insecure ti&AELLR,

o ZIAEINT /etc/containers/registries.conf SFMIER, IEECREE 2 i, XA TOML &3,

3.6.4.5.2. W& registry FiEFEHRRFLH ImageContentSourcePolicy (ICSP) X

f# F ImageContentSourcePolicy (ICSP)X RECEFHZEHRIER— 1 BFANINEE. LINEMNARIERE
OpensShift Container Platform A, FRSALLESR., B2, XMMERITEUENLTHRAREMER, B
FRUIEHFHIEBE P FEH,

ICSP % & #% ImageDigestMirrorSet 1 ImageTagMirrorSet X RE, LEBEFHER R, MREER
F | ImageContentSourcePolicy X &R YAML X, ERILAERA oc adm migrate icsp 5§ iX LE
XFE:4 4 ImageDigestMirrorSet YAML X4, oYY APl EHTE LETMRA, ¥ kind [EEXH
ImageDigestMirrorSet, 3% spec.repositoryDigestMirrors i}y spec.imageDigestMirrors, X4
HERE D TR,

R NIRRT AEEX registry.conf X4, FIUERREEES,

&% ImageDigestMirrorSet 5 ImageTagMirrorSet X KRB ZER, HESH EL—ThH " BEHRE
registry FiEEHIR" .

FeREZ M
e FHEZXR cluster-admin B &I 1 EE,

o TfIREEEF EH ImageContentSourcePolicy &,

AR

1. EAUTE®S, F—15%1 ImageContentSourcePolicy YAML 3 {i&#h
ImageDigestMirrorSet YAML XX {4 :
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$ oc adm migrate icsp <file_name>.yaml <file_name>.yaml <file_name>.yaml --dest-dir
<path_to_the_directory>

‘IDT-

<file_name>
15 /R ImageContentSourcePolicy YAML B9&#, BRI LAFIHZ NSt 4,

--dest-dir
Al : #5EHIE ImageDigestMirrorSet YAML BBk, WMIRKEE, NKHZXHEE AL
B &,

Blan, LAUFESTA icsp.yaml 71 icsp-2.yaml SC4HEH, FRFHTHI YAML XHR7FE] idms-
files B X,

I $ oc adm migrate icsp icsp.yaml icsp-2.yaml --dest-dir idms-files
I

wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi8repo.5911620242173376087.yaml|
wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi9repo.6456931852378115011.yaml

2. IBTLAT e o3RO CRIR :
I $ oc create -f <path_to_the_directory>/<file-name>.yaml

Hep:

<path_to_the_directory>

SNRMEMA --dest-dir T1&, HEEE B FHBE.
<file_name>

157 ImageDigestMirrorSet YAML & R,

3. FEHEH IDMS MR, MHIBR ICSP X &R,

3.6.4.6. G GK B SREBEE, UMD T RESKIIE

IR IEE B E R R KET 528 registry AR EFHKRB T, —NEHETZH
ImageContentSourcePolicy 7R ] 54 17 s 7 K. 51 R B oAU FR B & /R R ¥R

Zi5 1k ImageContentSourcePolicy FHRAHEKE RBSEHE, HHITULTEE,

FoRFMH

o L% OpenShift Container Platform CLI oc,
o LIEA cluster-admin £ B A~ FHEE,
o FEHMERHIRE R, UEEMFEENEEPHER,

it
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T %4, N <local_registry>. <pull_spec> #1 <pull_secret_file> ¥5EH :

$ oc adm catalog mirror <local_registry>/<pull_spec> <local_registry> -a <pull_secret_file> --
icsp-scope=registry

==

<local_registry>

10 T B SR B EC B U A I registry, 40 local.registry:5000,
<pull_spec>

R IE M registry REZER pull #14%, %0 redhat/redhat-operator-index:v4.16
<pull_secret_file>

2 .json XA registry.redhat.io pull secret, &R LLM Red Hat OpenShift Cluster
Manager F#k pull secret,

oc adm catalog mirror 353 3|3 /redhat-operator-index-manifests B%, F4EMK
imageContentSourcePolicy.yaml. catalogSource.yaml #1 mapping.txt 3 {4,

2. F#HY ImageContentSourcePolicy RN FAEI5EEE :

I $ oc apply -f imageContentSourcePolicy.yaml

o IGiE oc apply 24 I B X A £l ImageContentSourcePolicy:

I $ oc get ImageContentSourcePolicy -o yaml
it N

apiVersion: v1i
items:
- apiVersion: operator.openshift.io/vialphat
kind: ImageContentSourcePolicy
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion": metadata”:
{"annotations":{},"name

[{"mirrors":["local.registry:5000"],"source

operator.openshift.io/vialphail”,"kind":"ImageContentSourcePolicy",
""redhat-operator-index"},"spec":{"repositoryDigestMirrors":
""registry.redhat.io"}]}}

B # ImageContentSourcePolicy FiE/E, OpenShn‘tContamerPlatform KEFREBBINENT R,
LR TR A 2R FEE ERIREEE L HF

3.6.4.7. Hitb ¥5iE

o TEZPRMLEH{EFA Operator Lifecycle Manager

o HlEsECERR
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3.6.5. MEE A i|FR OpenShift Update Service

Z MEEEHBR OpenShift Update Service (OSUS) MIAMMEIZA, EaA/ieE ffifs OSUS N AR, A
R ENE; OSUS Operator,

3.6.5.1. fli& OpenShift Update Service 1 T2

& eI LUER OpenShift Container Platform Web #2#& 8% CLI flBR OpenShift Update Service N2
.

3.6.5.1.1. i Web 1#=#I& B2 OpenShift Update Service N R

& Bl LUEF OpenShift Container Platform Web 2l & 8 OpenShift Update Service Operator filf&
OpenShift Update Service i A2,

FoRFEM

o B %% OpenShift Update Service Operator,

AR

1. 7£ Web #%l& M, s Operators — Installed Operators,
2. MZREH Operator 53k AH1%L#E OpenShift Update Service,
3. m Update Service iETiF,

4. MZEH OpenShift Update Service N SIZRA, EFZMBRANE, SAEHT Delete
UpdateService,

5. M Delete UpdateService? AT 1EHES, Hi: Delete LAHBIAMIFR,

3.6.5.1.2. i CLI flB& OpenShift Update Service N AR

f&eI LUER OpenShift CLI (oc) MR OpenShift Update Service B,

AR

1. {5 OpenShift Update Service I 2R 1EH A 0|96 4 22 [A] 1k EX OpenShift Update Service
N FARRFHELFE, 10 openshift-update-service :

I $ oc get updateservice -n openshift-update-service
I

NAME AGE
service 6s

2. A E—4%H 8 NAME LA K OpenShift Update Service I FAFE R 012 4 2 22 [ it B& OpenShift
Update Service N 2%, 0 openshift-update-service :

I $ oc delete updateservice service -n openshift-update-service
I

13
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I updateservice.updateservice.operator.openshift.io "service" deleted

3.6.5.2. Hl#; OpenShift Update Service Operator

& B] LA#E A OpenShift Container Platform Web ##ll& 8% CLI #1%k OpenShift Update Service
Operator,

3.6.5.2.1. i Web 5§l 1% OpenShift Update Service Operator

& B LA#E A OpenShift Container Platform Web #l & #1%k OpenShift Update Service Operator.

SeRFH
e A OpenShift Update Service 1 FA#R S Mt Bk,

Pt

1. 7£ Web #%l& 1, s Operators — Installed Operators,
2. MZEH Operator FlIZR#1%#E OpenShift Update Service 3 52 Uninstall Operator,

3. 7£ Uninstall Operator? #IA X 1EHE R s Uninstall #iAE1E

3.6.5.2.2. [ CLI I3 OpenShift Update Service Operator

& e LUER OpenShift CLI (oc) 1% OpenShift Update Service Operator,

SeRFH
e A OpenShift Update Service [ FA#R S fH Bk,

it

1. BelEI@E OpenShift Update Service Operator BJ5iIH, #0 openshift-update-service :
I $ oc project openshift-update-service
Kyt Bl
I Now using project "openshift-update-service" on server "https://example.com:6443".

2. FXKEX OpenShift Update Service Operator operator ZHF&FF :

I $ oc get operatorgroup

I
NAME AGE
openshift-update-service-fprx2 4m4is

3. MIkR operator 2, # openshift-update-service-fprx2 :

14
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I $ oc delete operatorgroup openshift-update-service-fprx2
Bl
I operatorgroup.operators.coreos.com "openshift-update-service-fprx2" deleted

4. FKEYX OpenShift Update Service Operator 1] [# B FF :

I $ oc get subscription

it
NAME PACKAGE SOURCE CHANNEL
update-service-operator update-service-operator updateservice-index-catalog v1

5. fEA_E—% ) Name (B, 7£ currentCSV FEAEITHE OpenShift Update Service
Operator Y HTARA :

I $ oc get subscription update-service-operator -o yaml | grep " currentCSV"
it N |
I currentCSV: update-service-operator.v0.0.1

6. MIBRITE, %0 update-service-operator :

I $ oc delete subscription update-service-operator
I
I subscription.operators.coreos.com "update-service-operator" deleted
7. A E—%H 1 currentCSV {EfIFR OpenShift Update Service Operator #J CSV :
I $ oc delete clusterserviceversion update-service-operator.v0.0.1
I

I clusterserviceversion.operators.coreos.com "update-service-operator.v0.0.1" deleted

3.7. B#11£ VSPHERE L2179 S bz iTHfRE G

IR IRRIRIETE vSphere FIZ{THYT |1E OpenShift Container Platform X iFMmE4MRA 217, B,
PEHERRA 15 B M hR A EB S 5 B¥ R B9 vSphere ML,

IR AT LAST BN B # R FUAE -, SKAE vCenter ARitTRIEHT,
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BF

® OpenShift Container Platform iRA& 4.16 B E VMware EFEHRRA 15 S E SR
$Q

o T1E¥ OpenShift 4.12 #4F) OpenShift 413 Z &, ELTF vSphere B E
v7.0.2 EEMRA; T, OpenShift 412 £EHHEITIC A FAaIFHK,

3.7.1. B vSphere M EFEH
E7E VMware vSphere EBHFEA (VM) BIFEH, 15 MBFHEEN, LURDERHEIXES,

8%

BH OpenShift Container Platform 4.13 #&2, VMware EfEHRA 13 THEHEXHE, BEE
FHEI VMware kit A 15 5B S i AR Z 7 I0EE.

3.7.1.1. 5y vSphere EB control plane 17 s B B U84

EAMENBIRES, BUGRIIFFEH control plane TR, IXFEAHE{R Kubernetes AP R F, etcd #
BB,

SEREH
o TEHEE OpenShift Container Platform 588 vCenter L BB HATAT R RAIFRR,

o f&BEY vSphere ESXi EHl=2 7.0U2 S ESRA,

1. FIHEREHB control plane 7 &,

I $ oc get nodes - node-role.kubernetes.io/master

Kt Bl
NAME STATUS ROLES AGE VERSION
control-plane-node-0 Ready master 75m v1.29.4

control-plane-node-1 Ready master 75m v1.29.4
control-plane-node-2 Ready master 75m v1.29.4

iHEE control plane 17 B & R,
2. ¥ control plane 17 mtRC N AT,
I $ oc adm cordon <control_plane_node>

3. XM15 control plane 7 mKELBIEIHL (VM), TE vSphere &/ i Al it # 5 2o o BN FFILE
Power - Shut Down Guest OSi# 1Tt /E, TAEER Power Off X EN, E NETREE
Tirxg ek,

4. BEHf vSphere BFRHPENUN. MFEZER, HSHM VMware XHEAHPBF I FAYNENIFRS
.
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5. ¥TFF5 control plane 7 s X EXBIETIH, 7E vSphere 2/ iim A8 T A B 5 o R UM FFE
Power On 1Tt E,

6. FRFTRIRE Ready :

I $ oc wait --for=condition=Ready node/<control_plane_node>
7. BRI control plane 1 SbRiC N BT LA -

I $ oc adm uncordon <control_plane_node>

8. MEEEHMEA control plane TTREE LT,

3.7.1.2. B#7 vSphere it 8T7 sa B9 EE 184
ERMEENBNE, BUURIIFEEFITET &=,
==

AUAEFTEETFNEHRERZMTET R, TUERZES NotReady REMWZ DT
. BEANTHRMBIITET RTM,

SEREH
o TEHEE OpenShift Container Platform 588 vCenter L BB HUTAT R RAIFRR,

o f&BEY vSphere ESXi EHl=2 7.0U2 SN EShRA,

1 FUHERHBITE T R,

I $ oc get nodes -l node-role.kubernetes.io/worker
I

NAME STATUS ROLES AGE VERSION
compute-node-0 Ready worker 30m v1.29.4
compute-node-1 Ready worker 30m v1.29.4
compute-node-2 Ready worker 30m v1.29.4

ERITE T RBRT,

2. MITET RIMC AR IR
I $ oc adm cordon <compute_node>

3 MITETREERSRE, HUTHEREESMAE, fim, SEURET R ERMAESIELE pod :
I $ oc adm drain <compute_node> [--pod-selector=<pod_selector>]

NFTMT R EBE pod BIEABLEIT, ESH " INAEE T R _EB pod &R
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KA GITE SEBBIELHL (VM) TE vSphere & Mm@ A B 8 5 AL 3% Power —
Shut Down Guest OSH1TIthIRE, NEEF Power Off XX FENN, R NECARELE LD
X Ho

B4 vSphere B IRmHPIENN. MFEZER, ESH VMware XHEAPBF I AYNENIFRS
.

THEITET RRKBIEMN. 7E vSphere 2 P i @1 4 # F ol UL FF1% 5 Power On kit
TR E,

FEF T RIRED Ready :

I $ oc wait --for=condition=Ready node/<compute_node>
T ET RERINMC N ATHRE

I $ oc adm uncordon <compute_node>

MEBEPHNEMTETREELSIK,

3.7.1.3. 7y vSphere _A9E#R B $TEE IS4

SERFEH
o 7EHEE OpenShift Container Platform 588 vCenter L E B HATAT R RAIFIR,
o f&EY vSphere ESXi EHl=2 7.0U2 S ESRA,
T
1. 305 RHCOS #&AR#EECE 7 vSphere 1k , 1HIEH T T —H RIS R IHERE N — D E L.
% o
_ MENR T, 1B FF BRI IR,
2. B# vSphere B IHnHMENN. MNEFLER, ESH VMware KEABF AL EHFTES
M,
3. 4 vSphere B FimAA BN MEN L AER, IFRELER, 1HSH VMware SXH AT
Rl vSphere B F ik AR HIREHR,
HAth TR
o THEUMAIEET = LM pod

3.7.2. 7£ vSphere L iFE EHEHHIE T

RN ESEF S E, TR TEIBEER. ELUIRER VMware XEFRME L FRE EF
VHE & 11E vCenter FHE EIEHEH,

£ OpenShift Container Platform A RIARE AN, £ OpenShift Container Platform H it f2hE S
T R 2T IR BT,
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3.8. EAZRMIT BT B EIEER

BRI LGB ARB S RN ERNE, ERARMITEINSFINEHIRIEESRIVITENSNE
B, XALAASEPRINESRMITET =,

BREEZ RN ENSRIFEE, 1§5E"7E OpenShift Container Platform 58 FEC & % 201411 B A
%%"0

ENREENERE IR EER LRI ENSNERR], B1ERE Multiarch Tuning Operator, FERE
ClusterPodPlacementConfig BE %R, MIFELELR, 1HSHEA Multiarch Tuning Operator 7%
R F B TR

HE

FAXFEMSRBARNEIBR RREBR N EH, RHERIERSRMERNEE, E
TEBEZ BRI ARER N H.

3.8.1. [ CLI IH A SR B 2RHREF

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EE,

e 1R OpenShift Container Platform H&ZIKjJK’J‘HEZIK 413.0,
BXRINAIEIEBHRANELER, HS0 @H Web 12545 BERTEFES @E /T CLI BFTEH,
o ERESYUFIEIIRALER OpenShift CLI (0c€).
e oc BEFNmMEDEIFERA 413.0,
e &Y OpenShift Container Platform A &% AWS, Azure. GCP. #4132k IBM P/Z & L,
BRNEBRLRARESIRNTEENESER, HSNAFEEHLRLR,
ik

1. SBfTLATR @4, Y8IE Cluster Version Operator (CVO) FH RetrievedUpdates 52142 %5 True

$ oc get clusterversion/version -o=jsonpath="{.status.conditions[?
(.type=='RetrievedUpdates')].status}"

N RetrievedUpates &4 False, ERILUMERAU TS ERBXRMENHTER -

I $ oc adm upgrade

MEBXEHMARREENERZER, 1§ FHEEERAK L EE,
2. SRS RetrievedUpdates 2 False, LA T HGHEN 7 stable-<4.y> = fast-<4.y> :

I $ oc adm upgrade channel <channel>

WEMERE, i RetrievedUpdates 2% True,

BRIENEZER, BB THEFIERLITIRA,
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3 ERAUTHEIRISRER L

I $ oc adm upgrade --to-multi-arch

BE
MEBEIARERRN, EAKRRIEAFRT, EENSEINESRMNRE, (]

BBV SRERE, AXIES L%W*M&&Dﬂﬁfﬂ% EfNESZER, S
5] X FHl a5 0212 2

, TARHRFRBLIGE, RAEFREEETRARMIITENSERNEIER

® 1 OpenShift Container Platform &£BERECE Z 31011 BN 2R
e {#FH Multiarch Tuning Operator B2 % Z2fEBERI TE /13,
o fHfH Web 2HI & B EE

o fHif CLI B

o TRERFIRANITEE

o THREMTIERIAZIThRA

o RIFEBRELR

o XTHHERGE

3.9. B ER CONTROL PLANE
1£ OpenShift Container Platform % control plane £, BE#T1E control plane T M2 A9 E, ERAR

FERBMENE (XRIEESEEE control plane WA M) AILURIEZEEERH, EEMEELE control
plane BT, 7MY AL,

3.9.1 FEERBHNERH

spec.release fE RE T control plane BJiR7A&, HostedCluster X &3 789 spec.release {H %% F|
HostedControlPlane.spec.release 1B, FiZ173&%# Control Plane Operator M4,

FEER control plane KB IE control plane HARIFTMRARHEL, LIKR{ESM OpenShift Container Platform
YH43857 Cluster Version Operator (CVO) BIFThR AR,

3.9.2. T RUBBIEHT

120


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/postinstallation_configuration/#multi-architecture-configuration
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/postinstallation_configuration/#multiarch-tuning-operator
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#installing-preparing-selecting-cluster-type
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/machine_management/#machine-health-checks-about_deploying-machine-health-checks

8B 3 E HUTHRAEH

FERAT =M, EATLLEN AT spec.release #1 spec.config (HREBTE TV m LiZ1THIEE, BT LUER
LUFAEB RSN st B

e H X spec.release =X spec.config 1E.
o HHEMBETFEMFE, 0AWSEHIRE, FRE—HWTEH KL LA,
o MRBPYHENRZBIT R, BUEHEE.

TR HERBEHRMERMAAH. nodepool.spec.release ¥ EEM4EE T stk 4. NodePool xf
RIRYE .spec.management.upgradeType (B 5e R & 13X R AR L) B Ho

DT R, BEEFRERRE, MREFFNEHRREY, EUHER—NT B FHRERA—D T =
o

3.9.2.1. BT sUth B E T

— N EH (replace) BIRTERMMAF QLS FHMUBIBIARARMBRIBAYSEG, X F XN BT
THEBERARENEINES, IPEHRREIFEEEN

BEREFTI2RBEMAFIEYR, BNTREBTEEFER,

3.9.2.2. TGt RALEHT

1z (in-place) REEEEHLHINRFERS, XNREER T FEMEBMBRBILLIZMIINE (M4
) .

RAFHAREFNER, BENKHEREXRENEMNXXHRATIRERSEE (A0 kubelet IEH) #H1T
FIERH RREH IR

3.9.3. H¥EEM control plane BZ & 7 st
e

FEFEER control plane £, AT LLE T 7EE KR BIECE RS B 032 MachineConfig Xf REECE 17 =
o

ik
. BEETHEERPNEEBEME 0 MachineConfig R, HEHWALUTER :

apiVersion: vi
kind: ConfigMap
metadata:
name: <configmap-name>
namespace: clusters
data:
config: |
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: <machineconfig-name>
spec:
config:
ignition:
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version: 3.2.0
storage:
files:
- contents:
source: data:...

mode: 420
overwrite: true
path: ${PATH} €)

@ =7t MachineConfig Xf & 77 R L iX BRAE,

2. N RAMEBEEPRSE, ERTLUSESERRS N AR ote, SRR -
spec:

config:
- name: ${CONFIGMAP_NAME}

3.10. {#FH BOOTUPD E#7 RHCOS i &= LB | S EEHIEF

Z{F M bootupd E#1 RHCOS 17 m LB FEEFERF, EAJIE RHCOS #H8: EF 51217 bootupctl
update fi45, SK{EF systemd HITIRENREE.

5 grubby st Hth5| SEERFTERR, boot upd FEENZKEEEE, WMEEAKSEH, ERENR
BB, BESHENT RIRINNZSE,

@ E,E
| & BT LA#E A bootupd E#15| 5 & EF2FF LA LE BootHole iR,

3.10.1. FoEMEI S EERERF
& LA#E A bootupctl e ST TEF G ERNREHEHS| FEREFTRF.
1 KRERGRE :

I # bootupctl status
x86_64 8% = fl

Component EFI
Installed: grub2-efi-x64-1:2.04-31.el8_4.1.x86_64,shim-x64-15-8.el8_1.x86_64
Update: At latest version

aarch64 By%i i~

Component EFI
Installed: grub2-efi-aa64-1:2.02-99.el8_4.1.aarch64,shim-aa64-15.4-2.el8_1.aarch64
Update: At latest version

2. OpenShift Container Platform BRI REEMA 4.4 RERMMAS, HEAABEAN
EQC
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8B 3 E HUTHRAEH

INRRGIRA S Adoptable, HHITRMA :

I # bootupctl adopt-and-update

ot Bl

I Updated: grub2-efi-x64-1:2.04-31.el8_4.1.x86_64,shim-x64-15-8.el8_1.x86_64
3. MREAAEH, HNRAEHRUEETRESNEREHREN :

I # bootupctl update

it B

I Updated: grub2-efi-x64-1:2.04-31.el8_4.1.x86_64,shim-x64-15-8.el8_1.x86_64

3.10.2. @i HARECE B BB | R AR

& bootupd BB 5| FRFRFEMN I —MAEROE— systemd IRF5HTT, LA THERRES
FE#HE| SEHRER., HTHESI 51 2FZ1T bootupctl update %5, FHEBINBEBETRLER
go

2 3

XANEEFRWRINER, EAEMBRENENAPIATRESBTESI ST R, MRS
Fﬁﬁtﬁﬂlﬁ, HRGRES SERERFEFTIRPRR P T R, 5| SEERFERIRE
BHERIRTTE, RIEXGEIE,

cak

1. B8 — Butane ECi&E X4 99-worker-bootupctl-update.bu, =% bootupctl-update.service
systemd B ITTHIH A,

-
A% Butane EE, S [H"EMA Butane IENZEE",

it

variant: openshift
version: 4.16.0
metadata:
name: 99-worker-chrony ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
systemd:
units:
- name: bootupctl-update.service
enabled: true
contents: |
[Unit]
Description=Bootupd automatic update
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[Service]
ExecStart=/usr/bin/bootupctl update
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

w?f control plane W £, TEXHMMIE Y master E#:H worker,

2. {8 Butane &£ MachineConfig % &3+ 99-worker-bootupctl-update.yaml, EaE5E %
EET RWERE :

I $ butane 99-worker-bootupctl-update.bu -0 99-worker-bootupctl-update.yaml

3 ERAUTHMARE—MNAERE :

o NMRKELEEZIT, TERFEEXHRE, & MachineConfig % R34 ARMNE
<installation_directory>/openshift B, RS0 ER,

o MREHFCHIZIT, FHMRALXH :

I $ oc apply -f ./99-worker-bootupctl-update.yami
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B 4 = SRrEHTEYR

56 4 F SR BEHTER

4.1 WER KRB E
UBRLMESTFLURIREST, 5 BT B IDIRGEIE, LR KRR R TR,

411 RIS B EERE
EMEBRINERIE, SEAEHIE, EEA oc adm must-gather 665, 1551 IWEE K EEHIIHE,

4.1.2. W% ClusterVersion 77 Bif 5%

Cluster Version Operator (CVO) i3k A SR BEFRMMAYE HT, #H ClusterVersion i 88id5K, S&FERMUER
5B AL RNERITHREHRZFEMNXE, REXBFAREKERIEMAH,

-
WA, RRAFD z-stream IRAE#HH ClusterVersion [7 BiLEE i, {BE ClusterVersion

Fi ST A ANRE), MBATTIRE), NISEE2BRIRAS IR z-stream BEHTLLH
A 2 BRA,

IR B LUFE R OpenShift Container Platform Web #5352 OpenShift CLI (oc) & %& ClusterVersion
i S8t

4.1.2.1. 7£ OpenShift Container Platform Web & fh 4R ClusterVersion [7j 515k

& A LATE OpenShift Container Platform Web =% & & & ClusterVersion [ 88103,

FeREH
o AILUFAEA cluster-admin BAE&IAE iR EE,

e jj[a] OpenShift Container Platform web 1Z%I&,

it

o 7f web #H & =i Administration —» Cluster Settings 7 & %& Details £ EHHMA R,

4.1.2.2. i OpenShift CLI Y% ClusterVersion 18815k (oc)

& eI LUER OpenShift CLI (oc) & & ClusterVersion 71 103K,

FeREH
o ATLUFEAEA cluster-admin B&K AR EEE,

o B% %k OpenShift CLI(0c).

Pt
1L WALUTHSEERMEHIRICT
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I $ oc describe clusterversions/version

oA

Hi 5w

Desired:

Channels:

candidate-4.13

candidate-4.14

fast-4.13

fast-4.14

stable-4.13

Image: quay.io/openshift-release-dev/ocp-
release@sha256:a148b19231e4634196717¢3597001b7d0af91bf3a887c03c444i59d958286414

URL: https://access.redhat.com/errata/RHSA-2023:6130
Version: 4.13.19

History:
Completion Time: 2023-11-07T20:26:04Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a148b19231e4634196717c3597001b7d0af91bf3a887c03c444159d958286414

Started Time: 2023-11-07T19:11:36Z

State: Completed

Verified: true

Version: 4.13.19

Completion Time: 2023-10-04T18:53:29Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:eac141144d2ecd6cf27d24efe9209358bas16da22becc5f0abc199d25a9cfcec

Started Time: 2023-10-04T17:26:31Z

State: Completed

Verified: true

Version: 4.13.13

Completion Time: 2023-09-26T14:21:43Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:371328736411972e9640a9b24a07be0af16880863e1c1ab8b013f9984b4ef72
7
Started Time: 2023-09-26T14:02:33Z

State: Completed
Verified: false
Version: 413.12

Observed Generation: 4
Version Hash: CMLI3sLg-EA=
Events: <none>

o WEKRE
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