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BI1E T MR AP

Kubernetes $&4#t 7 Wi F & F F il S fE 28 T £ BThEE, VTR A om B EIT LS SRERE — N IIBE R
NetworkPolicy API, XERFMNARFFLAGFBZZERBES, @i 08682 [ 3E H RIS R
HeapR 2,

B/ IheE= AdminNetworkPolicy, ©HM ™ API A5 : AdminNetworkPolicy (ANP) API I
BaselineAdminNetworkPolicy (BANP) APl, ANP #1 BANP @ AE&EEBF M SEIE kiR, LUl flg
ERCTHBRISRIRTT BN, SHEETLUER ANPs i HISLHE(L % F NetworkPolicy X5
A BERIRES, B G A LMER BANP 1E& 355 6l SE i AR R R BT H B A SRBE AN, BFREN,
A AT LAE A NetworkPolicy M REZE. H—RERAM, ANP. BANP FIRZARES AT LASL I B %
HrmE, EEATEAXNRRTER,

OpenShift Container Platform #1#] OVN-Kubernetes CNI {8 15 [A]#2 4 51 (ACL) Tiers SEHEIX L2 RI4%
SRER, LUPHEFRN AT, ACLIRERM Tier 1 El Tier 3 IR #1744,

28120174 AdminNetworkPolicy (ANP)X 5, % 2 %417 {4 NetworkPolicy XI5, % 3 JiT{h
BaselineAdminNetworkPolicy (BANP)X £,

Evaluated

AdminNetworkPolicy first

(Tier 1ACLs)

v

No matching ANP ANP pass rule
v
NetworkPolicy
(Tier 2 ACLs)
Cluster admin Application developer
No matching NP
v
BaselineAdminNetworkPolicy

(Tier 3 ACLs) Evaluated
last

v

BEiTh ANP, HITEZE ANP allow sk deny #NIES, &EFFRRY(EMIIE NetworkPolicy #1
BaselineAdminNetworkPolicy (BANP) *f REFA#IT, HITEZ ANP pass, TEARM ACL BI5E
1Z2%EI%E 2 2, EHAH 1L NetworkPolicy ZkB&, N3R%HE NetworkPolicy 5 RELED, NIVEAHMER
2 |2 ACL #EI7¥fh BANP 9% 3 JZ ACL,

1.1. ADMINNETWORKPOLICY #1 NETWORKPOLICY BE X ¥R~z B8 E
EX 5

TRAER T S£ESEHB AdminNetworkPolicy API #14p % 22 [F]3E [F NetworkPolicy APl Z A9 EE X
bill

RIEITTR AdminNetworkPolicy NetworkPolicy

ERMAF SREER mREFFEE
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ERHOT

SBRAORE

ST2MREEZ (FQDN) MEX

R e A FER

AdminNetworkPolicy

Cluster

4 2= Deny #24FiE N — DN
I 3285,

Pass ##1/E1ZE N — N HNIR %2
*:{Fo

E3 Allow ZAERE— NN
W

BURT B THIE ANP FREJJI
F. MEESHUNEESNMLE
8

£ ANP /1, priority A T4
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ft, &EBTHE 3/ ACL V4,
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BT RANPALE W E R
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namespaces.matchLabels
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B1E T RRMZEREE AP

NetworkPolicy

Namespaced

TERBE AR @ E S Deny fRE
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Not applicable

AT ML B2V ER 2 allow,
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3 2 B EEMLRES
2.1. OVN-KUBERNETES ADMINNETWORKPOLICY

2.1.1. AdminNetworkPolicy

AdminNetworkPolicy (ANP)E—MEEESERE BB E LHFIRE XL (CRD). £ OpenShift Container
Platform BIER, BRI LEAIE MR AZEAIFIHRT OSSR RER ANP SRIRITFML%, 74, EAILE
SERSERE M O MRS, %200 A B NetworkPolicy X &%=,

AdminNetworkPolicy #1 NetworkPolicy ¥/ § 2 R8I XEXFIETF, HEEAFEH, SKFEHE, mE
ENRAFHEIMESE, FERHBENAEHE,

ANP RITEEAEEUTAR :
o FAEHITLINFH priority (H, BEBE, LEXES.
o FAN SRR —Han & 22 (R S an & 2 A 2 A B — 4 pod,
o Z[VAZ subject BFTE A RER ATEMNIZIZR,

e FT3KE subject BFTHA H ORERH OMNIZIZR,

2.1.1.1. AdminNetworkPolicy 7=/l
5 2.1. ANP 89 YAML X #R61

apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:

name: sample-anp-deny-pass-rules ﬂ
spec:

priority: 50 g

subject:

namespaces:
matchLabels:

kubernetes.io/metadata.name: example.name 6

ingress: ﬂ

- name: "deny-all-ingress-tenant-1" 6
action: "Deny"
from:
- pods:
namespaceSelector:
matchLabels:
custom-anp: tenant-1
podSelector:
matchLabels:
custom-anp: tenant-1 G
egress:
- name: "pass-all-egress-to-tenant-1"
action: "Pass"
to:
- pods:
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namespaceSelector:
matchLabels:
custom-anp: tenant-1
podSelector:
matchLabels:
custom-anp: tenant-1

NIEH) ANP $5E — &7,

spec.priority FEEZFHHE—NEHP R K 100 ANP GEEH 0-99) . #HUE, Lk,
FEHZMRRESRSENINFIRIRN. RYHUR—LEKOIE ANP B, FoERIEMILIRE
KWLM, FrLLEERRRBI LN KILE ANPs,

EEEN A ANP BRBIER B 22 (A,

ANP EFAOFMEOFN], spec.ingress FE&XHI ANP #l/l#% Pass Deny, action FE& 3= H
&5 Allow,

7 ingress.name 1§ & — &5,

{57 podSelector.matchLabels, LLi%#¥ namespaceSelector.matchLabels /£ A 0% &%
FEREp B Z2 (A R pod,

SO 90 006 09

ANP RIFfFEFAOFME O], spec.egress FExH ANP #il|#3 Pass Deny, action FE&#%
SHIE Allow,

Lth B

e Network Policy APl T/E4H

\

2.1.1.2. #1189 AdminNetworkPolicy #1F

ENEIRR, ELUFER AdminNetworkPolicy #LI# action £E& % &~ Allow,Deny, =k Pass, H
F OVN-Kubernetes 492 ACL iFEMLFREINN], Kb 3NP R F RIS EIEE 5 KRR, ©
MRBEHEE BN, MR, BT XBERREIINIEEEZE

2.1.1.2.1. AdminNetworkPolicy Allow 7~

TS O RE LHILLT ANP BTFA{R 2 1F M monitoring &3 & 22 A BISEBE R RUEMFR S (FREEfhem &
Z2[H) MIATA AORE.

kind: AdminNetworkPolicy
metadata:

name: allow-monitoring
spec:

priority: 9

subject:

namespaces: {} # Use the empty selector with caution because it also selects OpenShift

namespaces as well.

ingress:

‘ 5l 2.2. 31 Allow ANP 8§ YAML X561

| apiVersion: policy.networking.k8s.io/vialpha1l
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- name: "allow-ingress-from-monitoring"
action: "Allow"
from:

- namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

X2 Allow ANP BIRfl, ENERAILES RWFME F B, MO SBAMELEECSHER
NetworkPolicy X &R 5#E, NEHEAtLRAEES _JLX‘Eﬂﬁlﬁ"kEE’JP\Jﬁo

2.1.1.2.2. AdminNetworkPolicy 547/

TER S 5 FE X HILLT ANP ETH4{% monitoring 3% 22 R R IR A A O£ EIERIZ R (B
BIR% security: restrictedfyin & 22[1])

1 2.3. 3% Deny ANP B9 YAML 324461
apiVersion: policy.networking.k8s.io/vialphat
kind: AdminNetworkPolicy

metadata:
name: block-monitoring
spec:
priority: 5
subject:
namespaces:
matchLabels:
security: restricted
ingress:
- name: "deny-ingress-from-monitoring”
action: "Deny"
from:
- namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

XZ— KR Deny ANP, XZAAESRNAMITEBEN. ZREIAEETERNE CRITFRER
£, BN AR SS Tk MiX LeURkan & 22 (1| R IR EVE R R A,

5imph Allow RHIL5 A AT, block-monitoring ANP EBEVEMLEMME, KT HM LB E
%, XHERAIRRAEIESERES,

2.1.1.2.3. AdminNetworkPolicy Pass =4

TEMR S 7 & X BILLT ANP I #8{R A M monitoring &y & 22 A BIREREM A (BERE
security: internal) FIACREEGF1EE ACL B2 2, FHHMEZZEAH NetworkPolicy f KT,

5l 2.4. 3% Pass ANP i YAML X461

I apiVersion: policy.networking.k8s.io/vialpha1l
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security: internal
ingress:
- name: "pass-ingress-from-monitoring"
action: "Pass"
from:
- namespaces:
matchLabels:

kind: AdminNetworkPolicy
metadata:

name: pass-monitoring
spec:

priority: 7

subject:

namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

XANRBIR— iR KH) Pass #1E ANP, EANBIREZRATEAFIAESEE LK NetworkPolicy X%,
AN SR BRI ZR A S $R AR 55 N FA €y & 22 [A]SE Bl NetworkPolicy X RIZEXE 51, NItk pass-monitoring
ANP R EZR 207 internal D EMFRETHEFFREE.

2.2. OVN-KUBERNETES BASELINEADMINNETWORKPOLICY

2.2.1. BaselineAdminNetworkPolicy

BaselineAdminNetworkPolicy (BANP) 2 —MEESEHE B & L HIRE X (CRD), EH OpenShlft
Container Platform B 7, &7 LUERE BANP 315 & F i il ST HE AT 128 HO B R 45 SRR I, 3 LE #0045
FA 7 {8 3 NetworkPolicy X5 (MIRFEMIE) BEH. BANP BIHILNIERIERZ allow =X deny,

BaselineAdminNetworkPolicy FTRE— MR HHIX R, HEBHRERR S KBFEPHEM
NetworkPolicy X/ R RILE, B F{E guardrail 5E&, BANP ’dz_JL,LFH{’EEkU\té*ii l%ii@ki)\ﬁﬂ
IFEBERNRE, A EEMA NetworkPolicy X REARTERBIRE. 703 BANP FRN, 7R
default /£ % #5,

EIE O @Y BANP $57E
o HM—Hep&Z2[H=en & ZE (R AY subject,
o ZVAE subject BIFTA A CRER ATEINIFIR,

e MT KB subject WFTA H ORERE O FIZR,

2.2.1.1. BaselineAdminNetworkPolicy 7~/

kind: BaselineAdminNetworkPolicy
metadata:

name: default ﬂ
spec:

‘ 5l 2.5. BANP 1§ YAML X476

| apiVersion: policy.networking.k8s.io/vialpha1l
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subject:
namespaces:
matchLabels:

kubernetes.io/metadata.name: example.name g
ingress: 6
- name: "deny-all-ingress-from-tenant-1" °
action: "Deny"
from:
- pods:
namespaceSelector:
matchLabels:

custom-banp: tenant-1 6
podSelector:
matchLabels:

custom-banp: tenant-1 G
egress:
- name: "allow-all-egress-to-tenant-1"
action: "Allow"
to:
- pods:
namespaceSelector:
matchLabels:
custom-banp: tenant-1
podSelector:
matchLabels:
custom-banp: tenant-1

FEE L2 default, [E5 BANP 2 — 1 EFINTR,
FEEER ANP N ABIM 4 & Z2(d],

BANP EFAOMHAO#IN, spec.ingress #1 spec.egress FExH) BANP #/l|# % Deny,
action FEXIEZHI(E Allow,

5 ingress.name 5 E &

Y8 E B M AR pod LAN A BANP BHRBY 6 & Z2 (A,

QDO 009

{57 podSelector.matchLabels &5, LA A BANP HiR,

2.2.1.2. BaselineAdminNetworkPolicy 35 7R

LUF BANP SR EER G H internal 22207 AFE P IFTAE A ORIEREXE T BRIABIIELSREL,
5 "AdminNetworkPolicy Pass example" A&, X4~ deny RE&FEH ANP pass-monitoring ZRB& %15 #Y
e AR ERT R,

kind: BaselineAdminNetworkPolicy
metadata:
name: default

‘ 5l 2.6. guardrail Deny HMK YAML 344761

| apiVersion: policy.networking.k8s.io/vialpha1l

10
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action: "Deny"

from:

- namespaces:
matchlLabels:

spec
subject:
namespaces:
matchLabels:
security: internal

ingress:
- name: "deny-ingress-from-monitoring”

kubernetes.io/metadata.name: monitoring

& LU A action FERRI{E 7 Pass B9 AdminNetworkPolicy %5 BaselineAdminNetworkPolicy
HIRESEAROUESHE KRB, LEHEARBEARITF— DA ENALRERERE, BNAMNEZIE
FUREEEE,

ENEER, WMRERNRAT "AdminNetworkPolicy Pass action example" 1 "BaselineAdminNetwork
Policy Deny example", NIFE RS AT BANP Z 811¥{4& B9 NetworkPolicy %R,

flan, F/ 18 LURE LT NetworkPolicy FHEEGIEAORE -
spec:
- Ingress

51l 2.7. NetworkPolicy <l
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-monitoring
podSelector:
ingress:

namespace: tenant 1
policyTypes:
- from:

- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: monitoring

XMIERT, Tenant1£7E "AdminNetworkPolicy Pass action example" &
E, "BaselineAdminNetwork Policy Deny example" Z it ¥4, ©FELFRAEH A 224 internal
MAORERE. BEETE T 18 NetworkPolicy Xf fRaifI, SIS ERENAREHRRERE. B,
F 7 2 % B 1E NetworkPolicy X%, FREWREHE. FHEER, WEBERNRTERTHES, M2
B# T BANP, ©#RiFFH 7 #H NetworkPolicy Xf R ZE = BANP BIBIAFT N,

2.3. 1538 ANP #1 BANP

AdmlnNetworkPollcy #1 BaselineAdminNetworkPolicy 7R 245 7] i F i L B B IR SRR T,
BXRIBIMMEE, FEETx.

1
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2.3.1. AdminNetworkPolicy &#x

Name

ovnkube_controller_admin_n
etwork_policies

ovnkube_controller_baseline
_admin_network_policies

ovnkube_controller_admin_n
etwork_policies_rules

ovnkube_controller_baseline
_admin_network_policies_ru
les

ovnkube_controller_admin_n
etwork_policies_db_objects

ovnkube_controller_baseline
_admin_network_policies_db
_objects

230

Not applicable

Not applicable

e direction: #57%E Ingress
= Egress.

e action: 157 Pass,
Allow, ¢ Deny.

e direction: #57%E Ingress
= Egress.

e action : #5%E Allow =
Deny.,

table_name : #5%E ACL =X
Address_Set

table_name : #5%& ACL =X
Address_Set

R

%2 AdminNetworkPolicy
BRI,

=Sy 3eelih
BaselineAdminNetworkPolic

y BIREH, ZEMZZO0H T,

ERRATA ANP SEBREHIN
¥, i%EB direction #1action %
2H,

EREFATA BANP SEBREIHLIN 2
¥, i%EB direction #1action %
2H,

EBEPATA ANP R OVN b/
HIRZE(nbdb) N REVEEL, RER
table_name 24,

£2¢hATA BANP 3/ OVN b
FIEAEE(nbdb) N R EEL, 1RER
table_name 24,

2.4. ADMINNETWORKPOLICY BYH O 77 SFI W48 5 Z =

ATNE TR MRS S ER, B G A UERAT AB9REIEiZIT AdminNetworkPolicy #1
BaselineAdminNetworkPolicy, LUZEHIHEREHAMILERE,

2.4.1. AdminNetworkPolicy #1 BaselineAdminNetworkPolicy 893t A 57 = 22l

PR T X#f east-west REEHS, ANP M BANP AR FEEARFIHILARE, EREFIRERTRE
FREINEHPHEMT R, KEBAAUPITUUTERE

12

o A T HOANERELIERT REH OREEH

o FAETAIML HOFEN Kubernetes API BRSS 2250 HE H O R S 4204

o (ERAMLXE R SRR A RIS ER B B SC e HH R 2 42
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2.4.11. BT = peer #ZHIBIEE T RMEORE
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==}

ino

A TR EEE AT IEHEIM pod BIKEF T REHORE, XHEMBIFLRE, BFBEBKRRN
SIHIBR T s B R SR B,

EUTRAIG, @i FERT S, VT Brestricted, confidential, = internal 25| &£ M4p &
o) % 3%EH), im0 6443 EMIE] Kubernetes APl fRSGSEBROHEOFRE., ©AELEBWH restricted,
confidential, or internal Z2 2 F|HEM R ZE(HH, FIIEMEREDIIFRA worker 17 mEHRE,

#il 2.8. {1/ nodes X E#9 ANP Allow egress 7Rl

apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:
name: egress-security-allow
spec:
egress:
- action: Deny
to
- nodes:
matchExpressions:
- key: node-role.kubernetes.io/worker
operator: Exists
- action: Allow
name: allow-to-kubernetes-api-server-and-engr-dept-pods
ports:
- portNumber:
port: 6443
protocol: TCP
to:
- nodes: ﬂ
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: Exists
- pods: g
namespaceSelector:
matchLabels:
dept: engr
podSelector: {}
priority: 55
subject:
namespaces:
matchExpressions:
- key: security ﬂ
operator: In
values:
- restricted
- confidential
- internal

13
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{#F matchExpressions FEIEEERBEFH T RN —4HT =,
15 E#E M dept: engr ITILHIFTA pod.

1B ANP EH, EPaEEMES M RIEERNIIZLENRRZEE, ROICEEMATE
security F925: 75 restricted, confidential, 3 internal 2 7| B8 & 22 6],

5y matchExpressions FE&g E i/ (A X,

o 9090

2.4.1.2. AR FEH E A Bt E ORE

SHTE N LUERMESEHRH CIDRSEE, FNE—NREERIEFEFF pod WHORE, FHFEAEST
network FE&IEEH CIDRSEENEER IP thit BB bR,

LU RBIEAMSENE, HHET ANP F1 BANP REESRREIH ORE.,

BE
HIEE# A namespace FEXHRIZEIRFERR({D), FRAZREREESRN, BiLERE OpenShift &
2o,

SNRIETE ANP =% BANP Deny #L AR {8 F3 0.0.0.0/0 B9{H, A /I1ER Deny %iEH
namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
to:
- etworks:ﬂ

0.0.0.0/0 IS E S5 ANP Allow #LN%& NATER 89 ith,
egress:
- 8.8.8.8/32

B 2.9. {55 A AL S B9 ANP #] BANP =51
apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:

name: network-as-egress-peer
spec:
priority: 70
- name: "deny-egress-to-external-dns-servers"
-8.8.4.4/32

subject:
action: "Deny"

- 208.67.222.222/32

ports:

- portNumber:
protocol: UDP
port: 53

- name: "allow-all-egress-to-intranet”
action: "Allow"
to:
- networks: g
- 89.246.180.0/22

14
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- 60.45.72.0/22
- name: "allow-all-intra-cluster-traffic"
action: "Allow"
to:
- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
- name: "pass-all-egress-to-internet"
action: "Pass"
to:
- networks:

-0.0.0.00 €

apiVersion: policy.networking.k8s.io/vialpha1l
kind: BaselineAdminNetworkPolicy
metadata:
name: default
spec:
subject:
namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "deny-all-egress-to-internet”
action: "Deny"
to:
- networks:

-0.0.0.00 @)

@ =RML%IEEEESM CIDR FLEH,
@ EERAVRNERIREN CIDREH,

14 networks (&% & 0.0.0.0/0 k5 EEI{E(IHA Deny egress, 7E4F Deny % BN
0.0.0.0/0 Z &, HWFEEXLEMMES Allow HLFIFFEMNBE MM, FEHiXHEASIED
Kubernetes API #1 DNS IRS5 28 IFR B R E.

{5 AR X S K 24 network-as-egress-peer ANP #1 BRiA# BANP 35 LU T egress SRBE :
o A pod HITiEETFIHA IP ik 54458 DNS RSS2 1T 815
e A pod R LG A BRI EAAERFEE.
e A pod R LLG HAh pod. 7 RHARSSEIES.

. Fﬁﬁ pod BFEESHEMBERE., H&E—1 ANP Pass #5755 K# BANP Deny #ill & FH =10
—MRIPRIESRRT R FHRE.

2.4.1.3. —RHERT [N FHMLN F
SEEE O LU MRS FAHE E ANP F BANP SREEH,

$ll 2.10. 7 s FN LR EF Bl

15
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apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:
name: egress-peer-1 ﬂ
spec:
egress: g
- action: "Allow"
name: "allow-egress"
to:
- nodes:
matchExpressions:
- key: worker-group
operator: In
values:
- workloads # Egress traffic from nodes with label worker-group: workloads is allowed.
- networks:
-104.154.164.170/32
- pods:
namespaceSelector:
matchLabels:
apps: external-apps
podSelector:
matchLabels:
app: web # This rule in the policy allows the traffic directed to pods labeled apps: web in
projects with apps: external-apps to leave the cluster.
- action: "Deny"
name: "deny-egress"
to:
- nodes:
matchExpressions:
- key: worker-group

operator: In
values:
- infra # Egress traffic from nodes with label worker-group: infra is denied.
- networks:
- 104.154.164.160/32 # Egress traffic to this IP address from cluster is denied.
- pods:

namespaceSelector:
matchLabels:
apps: internal-apps
podSelector: {}
- action: "Pass"
name: "pass-egress”
to:
- nodes:
matchExpressions:
- key: node-role.kubernetes.io/worker
operator: Exists # All other egress traffic is passed to NetworkPolicy or BANP for evaluation.
priority: 30 6
subject:
namespaces:
matchLabels:
apps: all-apps

Q 18 EREGEI B FR,
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X SRR S, 1R ANP S IR R EEHIAE Y egress.

o

1EE ANP BE5EZR, MBERNIHEENINE, EREEFANBEEETSHLEN. ANP % O-
99 WfH, O NESMMEN, 99 NEEMEN,

EERHTENAKEN pod &G, ETHIH, FABRERZEF BT A apps: all-apps FrEH{EA
pod #B 2 SRBGHY L,

o

2.5. ADMINNETWORKPOLICY #fEHEfR

2.5.1. }& & ANP B0 5

TR EEA AdminNetworkPolicy (ANP) #1 BaselineAdminNetworkPolicy (BANP) 2% 2 IE#f {1/,
HRELU TSR EHE - oc describe ap = oc describe banp.

EEH KRR OVN DB plumbing was successful 1 SetupSucceeded.
Status: True
Reason: SetupSucceeded

Bl 2.11. BE RHFREH ANP =5l
Conditions:
Last Transition Time: 2024-06-08T20:29:00Z
Message: Setting up OVN DB plumbing was successful

Reason: SetupSucceeded

Type: Ready-In-Zone-ovn-control-plane Last Transition Time: 2024-06-08T20:29:00Z

Message: Setting up OVN DB plumbing was successful

Status: True

Type: Ready-In-Zone-ovn-worker

Last Transition Time: 2024-06-08T20:29:00Z

Message: Setting up OVN DB plumbing was successful

Reason: SetupSucceeded

Status: True
Type: Ready-In-Zone-ovn-worker2

g02R Plumbing 2RI, TS MR B9 K 42805 83 T S B ik

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-worker-1.example.example-org.net

‘ Bl 2.12. A EESUR AR L B 69 ANP 61

Status:
Conditions:
Last Transition Time: 2024-06-25T12:47:44Z

17
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Last Transition Time: 2024-06-25T12:47:457

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-worker-0.example.example-org.net

Last Transition Time: 2024-06-25T12:47:44Z

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-ctlplane-1.example.example-org.net

Last Transition Time: 2024-06-25T12:47:44Z

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-ctlplane-2.example.example-org.net

Last Transition Time: 2024-06-25T12:47:44Z

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-ctiplane-0.example.example-org.net

AKX nbetl 885, 155 M LT ERD KA BIBERR T A ZhBI RS,

2.5.1.1. 77 ANP #1 BANP {#F nbctl &%

TR RRIIBNE B THEERERR, HE%EE OVN SLEEIEE (nbdb) W&, 3 ACL. AdressSet #ll
Port_Group, E#&%& nbdb, BMEETZT RLM pod AEREFZ T mEUREFIN R,

FRFH

o {HFHEZH cluster-admin A& A& EE,

e B%% OpenShift CLI (oc) .

BEERHIZIT ovn nbetl 855, WX T REY "nbdb" T FFiLAZ shell,

LU SRB& B T i .

18

$il 2.13. AF 4R HIHE B9 AdminNetworkPolicy

apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:

name: cluster-control

spec:

priority: 34
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subject:
namespaces:
matchLabels:
anp: cluster-control-anp # Only namespaces with this label have this ANP
ingress:
- name: "allow-from-ingress-router" # rule0
action: "Allow"
from:
- namespaces:
matchLabels:
policy-group.network.openshift.io/ingress: "
- name: "allow-from-monitoring" # rule1
action: "Allow"
from:
- namespaces:
matchLabels:
kubernetes.io/metadata.name: openshift-monitoring
ports:
- portNumber:
protocol: TCP
port: 7564
- namedPort: "scrape”
- name: "allow-from-open-tenants" # rule2
action: "Allow"
from:
- namespaces: # open tenants
matchLabels:
tenant: open
- name: "pass-from-restricted-tenants" # rule3
action: "Pass"
from:
- namespaces: # restricted tenants
matchLabels:
tenant: restricted
- name: "default-deny" # rule4
action: "Deny"
from:
- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "allow-to-dns" # rule0
action: "Allow"
to:
- pods:
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-dns
podSelector:
matchLabels:
app: dns
ports:
- portNumber:
protocol: UDP
port: 5353
- name: "allow-to-kapi-server" # rule1
action: "Allow"

19



- portNumber:
protocol: TCP
port: 8991
- portNumber:
protocol: TCP

port: 8992

matchExpressions:

- key: node-role.kubernetes.io/worker
operator: Exists
- networks: # intranet
-172.29.0.0/30
-10.0.54.0/119

OpenShift Container Platform 4.18 4R 214
name: "allow-to-open-tenants-and-intranet-and-worker-nodes" # rule3
action: "Allow"
-10.0.56.38/32
-10.0.69.0/24

to:
- nodes:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: Exists
ports:
- portNumber:
protocol: TCP
port: 6443
- name: "allow-to-splunk" # rule2
action: "Allow"
to:
- namespaces:
matchLabels:
tenant: splunk
to:
- namespaces: # open tenants

ports:
- nodes: # worker-nodes
matchLabels:
tenant: open
name: "pass-to-restricted-tenants" # rule4
action: "Pass"
to:
- namespaces: # restricted tenants
matchLabels:
tenant: restricted
name: "default-deny”
action: "Deny"
to:

- networks:
-0.0.0.0/0

it =

1 BT TS, AT RERSIL pod:

i
I $ oc get pods -n openshift-ovn-kubernetes -owide

20
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i th o Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
ovnkube-control-plane-5¢95487779-8k9fd 2/2  Running 0 34m 10.0.0.5 ci-In-

0tvbgg2-72292-6sjw5-master-0 <none> <none>
ovnkube-control-plane-5¢95487779-v2xn8 2/2  Running 0 34m 10.0.0.3 ci-In-
0tvbgg2-72292-6sjw5-master-1 <none> <none>
ovnkube-node-524dt 8/8 Running 0 33m 10.0.0.4 ci-In-0tv5gg2-
72292-6sjw5-master-2 <none> <none>
ovnkube-node-gbwr9 8/8 Running 0 24m 10.0.128.4 ci-In-0tv5gg2-
72292-6sjw5-worker-c-s9gqt  <none> <none>
ovnkube-node-h4fpx 8/8 Running 0 33m 10.0.0.5 ci-In-0tvbgg2-
72292-6sjw5-master-0 <none> <none>
ovnkube-node-j4hzw 8/8 Running 0 24m 10.0.128.2 ci-In-0tv5gg2-
72292-6sjw5-worker-a-hzbh5 <none> <none>
ovnkube-node-wdhgv 8/8 Running 0 33m 10.0.0.3 ci-In-0tv5gg2-
72292-6sjw5-master-1 <none> <none>
ovnkube-node-wfncn 8/8 Running 0 24m 10.0.128.3 ci-In-0tv5gg2-
72292-6sjw5-worker-b-5bb7f <none> <none>

2. BT E, #HA pod MEFILEEEE :

I $ oc rsh -¢ nbdb -n openshift-ovn-kubernetes ovnkube-node-524dt
3. BT AEE ACL nbdb -

2
$ ovn-nbctl find ACL 'external_ids{>=}{"k8s.ovn.org/owner-
type"=AdminNetworkPolicy,"k8s.ovn.org/name"=cluster-control}'

Heh, cluster-control

& R EHFE R AdminNetworkPolicy F9& 7R,
AdminNetworkPolicy

15 £ 8 AdminNetworkPolicy =t BaselineAdminNetworkPolicy.

5 2.14. ACL By%iH =B
_uuid 1 0d5e4722-b608-4bb1-b625-23¢c323cc9926
action : allow-related

direction : to-lport

external_ids : {direction=Ingress, gress-index="2", "k8s.ovn.org/id"="default-network-
controller:AdminNetworkPolicy:cluster-control:Ingress:2:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a13730899355151937870))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:2"

options {}

priority : 26598

severity ]
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tier 1

_uuid : b7be6472-df67-439¢c-8¢c9c-f55929f0abel

action : drop

direction : from-Iport

external_ids : {direction=Egress, gress-index="5", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:5:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a11452480169090787059))"

meter : acl-logging

name : "ANP:cluster-control:Egress:5"

options : {apply-after-Ib="true"}

priority : 26595

severity ]

tier 1

_uuid : 5a6e5bb4-36eb-4209-b8bc-c611983d4624

action : pass

direction : to-Iport

external_ids : {direction=Ingress, gress-index="3", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Ingress:3:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a764182844364804195))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:3"

options {}

priority : 26597

severity ]

tier 1

_uuid : 04f20275-c410-405¢-2923-0e677f767889

action : pass

direction : from-Iport

external_ids : {direction=Egress, gress-index="4", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:4:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match 2 "inport == @a14645450421485494999 && ((ip4.dst ==
$a5972452606168369118))"

meter : acl-logging

name : "ANP:cluster-control:Egress:4"

options : {apply-after-lb="true"}

priority : 26596

severity ]

tier 1
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_uuid : 4b5d836a-e0a3-4088-825e-f9f0ca58e538

action : drop

direction : to-lport

external_ids : {direction=Ingress, gress-index="4", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Ingress:4:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a13814616246365836720))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:4"

options {}

priority : 26596

severity ]

tier 1

_uuid : 5d09957d-d2cc-4f5a-9ddd-b97d9d772023

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="2", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:2:tcp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=tcp}

label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a18396736153283155648)) && tcp && tcp.dst=={8991,8992}"

meter : acl-logging

name : "ANP:cluster-control:Egress:2"

options : {apply-after-Ib="true"}

priority : 26598

severity ]

tier 1

_uuid : 1a68a5ed-e7f9-47d0-b55¢-89184d97e81a

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="1", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:1:tcp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=tcp}

label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a10706246167277696183)) && tcp && tcp.dst==6443"
meter : acl-logging

name : "ANP:cluster-control:Egress:1"

options : {apply-after-Ib="true"}

priority : 26599

severity ]

tier 1

_uuid : aala224d-7960-4952-bdfb-35246bafbac8
action : allow-related
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direction : to-lport

external_ids : {direction=Ingress, gress-index="1", "k8s.ovn.org/id"="default-network-
controller:AdminNetworkPolicy:cluster-control:Ingress:1:tcp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=tcp}

label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a6786643370959569281)) && tcp && tep.dst==7564"

meter : acl-logging

name : "ANP:cluster-control:Ingress:1"

options {}

priority 1 26599

severity ]

tier 1

_uuid : 1a27d30e-3f96-4915-8ddd-ade7f22¢117b

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="3", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:3:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a10622494091691694581))"

meter : acl-logging

name : "ANP:cluster-control:Egress:3"

options : {apply-after-Ib="true"}

priority : 26597

severity ]

tier 1

_uuid : b23a087f-08f8-4225-8c27-4a9a9ee0c407

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="0", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:0:udp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=udp}

label :0

log : false

match 2 "inport == @a14645450421485494999 && ((ip4.dst ==
$a13517855690389298082)) && udp && udp.dst==5353"

meter : acl-logging

name : "ANP:cluster-control:Egress:0"

options : {apply-after-Ib="true"}

priority : 26600

severity ]

tier 1

__uuid : d14ed5cf-2e06-496e-8cae-6b76d5dd5ccd

action : allow-related

direction : to-Iport

external_ids : {direction=Ingress, gress-index="0", "k8s.ovn.org/id"="default-network-



B 2 & EEMPLRES

controller:AdminNetworkPolicy:cluster-control:Ingress:0:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}

label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a14545668191619617708))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:0"

options {}

priority : 26600

severity ]

tier 1

ingress M egress % H f R SRBEIE ACL FREZEE, B0, EREIEESIRMHM
match [EEEHT 2H4THY action,

a. TUUT @S, MHANKGERE ACL :

type"=AdminNetworkPolicy,direction=Ingress,"k8s.ovn.org/name"=cluster-control,gress-

1217
$ ovn-nbctl find ACL 'external_ids{>=}{"k8s.ovn.org/owner-
index="1"}'

Hrh, cluster-control
15E ANP B9&FR,
A0
1EERER direction 71352 Ingress =X Egress.

EEEEERAN,

%I F~%H cluster-control #J ANP '~f3l, H priority 2 34, LLF2 Ingress rule 1 #9745
Hid

B 2.15. Hith =Bl
_uuid : aala224d-7960-4952-bdfb-35246bafbac8
action : allow-related
direction : to-Iport
network-controller:AdminNetworkPolicy:cluster-control:Ingress:1:tcp",

external_ids : {direction=Ingress, gress-index="1", "k8s.ovn.org/id"="default-
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=tcp}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a6786643370959569281)) && tcp && tep.dst==7564"

meter : acl-logging

name : "ANP:cluster-control:Ingress:1"

options )
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priority 1 26599
severity ]

tier 1

4. IZITLA e B EE nbdb RByHIEEE -
$ ovn-nbctl find Address_Set 'external_ids{>=}{"k8s.ovn.org/owner-
type"=AdminNetworkPolicy,"k8s.ovn.org/name"=cluster-control}'

=
5 2.16. Address_Set B9%i tH =<5l
__uuid : 56e89601-5552-4238-9fc3-8833f5494869
addresses :["192.168.194.135", "192.168.194.152", "192.168.194.193",

"192.168.194.254"

external_ids : {direction=Egress, gress-index="1", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:1:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a10706246167277696183

_uuid : 7df9330d-380b-4bdb-8acd-4eddeda2419c

addresses :["10.132.0.10", "10.132.0.11", "10.132.0.12", "10.132.0.13",
"10.132.0.14","10.132.0.15", "10.132.0.16", "10.132.0.17", "10.132.0.5", "10.132.0.7",
"10.132.0.71","10.132.0.75", "10.132.0.8", "10.132.0.81", "10.132.0.9", "10.132.2.10",
"10.132.2.11","10.132.2.12", "10.132.2.14", "10.132.2.15", "10.132.2.3", "10.132.2.4",
"10.132.2.5","10.132.2.6", "10.132.2.7", "10.132.2.8", "10.132.2.9", "10.132.3.64",
"10.132.3.65", "10.132.3.72", "10.132.3.73", "10.132.3.76", "10.133.0.10", "10.133.0.11",
"10.138.0.12","10.133.0.13", "10.133.0.14", "10.133.0.15", "10.133.0.16", "10.133.0.17",
"10.133.0.18","10.133.0.19", "10.133.0.20", "10.133.0.21", "10.133.0.22", "10.133.0.23",
"10.133.0.24","10.133.0.25", "10.133.0.26", "10.133.0.27", "10.133.0.28", "10.133.0.29",
"10.133.0.30", "10.133.0.31", "10.133.0.32", "10.133.0.33", "10.133.0.34", "10.133.0.35",
"10.133.0.36", "10.133.0.37", "10.133.0.38", "10.133.0.39", "10.133.0.40", "10.133.0.41",
"10.133.0.42", "10.133.0.44", "10.133.0.45", "10.133.0.46", "10.133.0.47", "10.133.0.48",
"10.138.0.5", "10.133.0.6", "10.133.0.7", "10.133.0.8", "10.133.0.9", "10.134.0.10",
"10.134.0.11","10.134.0.12", "10.134.0.13", "10.134.0.14", "10.134.0.15", "10.134.0.16",
"10.134.0.17","10.134.0.18", "10.134.0.19", "10.134.0.20", "10.134.0.21", "10.134.0.22",
"10.134.0.23", "10.134.0.24", "10.134.0.25", "10.134.0.26", "10.134.0.27", "10.134.0.28",
"10.134.0.30","10.134.0.31", "10.134.0.32", "10.134.0.33", "10.134.0.34", "10.134.0.35",
"10.134.0.36", "10.134.0.37", "10.134.0.38", "10.134.0.4", "10.134.0.42", "10.134.0.9",
"10.135.0.10","10.135.0.11", "10.135.0.12", "10.135.0.13", "10.135.0.14", "10.135.0.15",
"10.135.0.16","10.135.0.17", "10.135.0.18", "10.135.0.19", "10.135.0.23", "10.135.0.24",
"10.135.0.26", "10.135.0.27", "10.135.0.29", "10.135.0.3", "10.135.0.4", "10.135.0.40",
"10.135.0.41","10.135.0.42", "10.135.0.43", "10.135.0.44", "10.135.0.5", "10.135.0.6",
"10.135.0.7", "10.135.0.8", "10.135.0.9"

external_ids : {direction=Ingress, gress-index="4", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:4:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a13814616246365836720

_uuid : 84d76f13-ad95-4c00-8329-a0b1d023¢c289

addresses :["10.132.3.76", "10.135.0.44"]

external_ids : {direction=Egress, gress-index="4", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
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control:Egress:4:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name : a5972452606168369118

_uuid : 0c53e917-f7ee-4256-8f3a-9522c0481e52

addresses :["10.132.0.10", "10.132.0.11", "10.132.0.12", "10.132.0.13",
"10.132.0.14","10.132.0.15", "10.132.0.16", "10.132.0.17", "10.132.0.5", "10.132.0.7",
"10.132.0.71","10.132.0.75", "10.132.0.8", "10.132.0.81", "10.132.0.9", "10.132.2.10",
"10.132.2.11","10.132.2.12", "10.132.2.14", "10.132.2.15", "10.132.2.3", "10.132.2.4",
"10.132.2.5","10.132.2.6", "10.132.2.7", "10.132.2.8", "10.132.2.9", "10.132.3.64",
"10.132.3.65", "10.132.3.72", "10.132.3.73", "10.132.3.76", "10.133.0.10", "10.133.0.11",
"10.133.0.12","10.133.0.13", "10.133.0.14", "10.133.0.15", "10.133.0.16", "10.133.0.17",
"10.133.0.18","10.133.0.19", "10.133.0.20", "10.133.0.21", "10.133.0.22", "10.133.0.23",
"10.133.0.24","10.133.0.25", "10.133.0.26", "10.133.0.27", "10.133.0.28", "10.133.0.29",
"10.133.0.30", "10.133.0.31", "10.133.0.32", "10.133.0.33", "10.133.0.34", "10.133.0.35",
"10.133.0.36", "10.133.0.37", "10.133.0.38", "10.133.0.39", "10.133.0.40", "10.133.0.41",
"10.133.0.42", "10.133.0.44", "10.133.0.45", "10.133.0.46", "10.133.0.47", "10.133.0.48",
"10.138.0.5", "10.133.0.6", "10.133.0.7", "10.133.0.8", "10.133.0.9", "10.134.0.10",
"10.134.0.11", "10.134.0.12", "10.134.0.13", "10.134.0.14", "10.134.0.15", "10.134.0.16",
"10.134.0.17","10.134.0.18", "10.134.0.19", "10.134.0.20", "10.134.0.21", "10.134.0.22",
"10.134.0.23", "10.134.0.24", "10.134.0.25", "10.134.0.26", "10.134.0.27", "10.134.0.28",
"10.134.0.30", "10.134.0.31", "10.134.0.32", "10.134.0.33", "10.134.0.34", "10.134.0.35",
"10.134.0.36", "10.134.0.37", "10.134.0.38", "10.134.0.4", "10.134.0.42", "10.134.0.9",
"10.135.0.10","10.135.0.11", "10.135.0.12", "10.135.0.13", "10.135.0.14", "10.135.0.15",
"10.135.0.16","10.135.0.17", "10.135.0.18", "10.135.0.19", "10.135.0.23", "10.135.0.24",
"10.135.0.26", "10.135.0.27", "10.135.0.29", "10.135.0.3", "10.135.0.4", "10.135.0.40",
"10.135.0.41","10.135.0.42", "10.135.0.43", "10.135.0.44", "10.135.0.5", "10.135.0.6",
"10.135.0.7", "10.135.0.8", "10.135.0.9"

external_ids : {direction=Egress, gress-index="2", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:2:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a18396736153283155648

_uuid : 5228bf1b-dfd8-40ec-bfa8-95c5bf9aded9
addresses |

external_ids : {direction=Ingress, gress-index="0", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:0:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a14545668191619617708
_uuid : 46530d69-70da-4558-8c63-884ec9dc4f25
addresses :["10.132.2.10", "10.132.2.5", "10.132.2.6", "10.132.2.7", "10.132.2.8",

"10.132.2.9", "10.133.0.47", "10.134.0.33", "10.135.0.10", "10.135.0.11", "10.135.0.12",
"10.135.0.19", "10.135.0.24", "10.135.0.7", "10.135.0.8", "10.135.0.9"]

external_ids : {direction=Ingress, gress-index="1", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:1:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name : a6786643370959569281

_uuid : 65fdcdea-0b9f-4318-9884-1b51d231ad1d
addresses :["10.132.3.72", "10.135.0.42"]
external_ids : {direction=Ingress, gress-index="2", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-

27



OpenShift Container Platform 4.18 R4 %&£t

control:Ingress:2:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a13730899355151937870

_uuid : 73eabdb0-36bf-4ca3-b66d-156ac710df4c

addresses :["10.0.32.0/19", "10.0.56.38/32", "10.0.69.0/24", "10.132.3.72",
"10.135.0.42", "172.29.0.0/30", "192.168.194.103", "192.168.194.2"]

external_ids : {direction=Egress, gress-index="3", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:3:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a10622494091691694581

_uuid : 50cdbef2-71b5-474b-914c-6fcd1d7712d3

addresses :["10.132.0.10","10.132.0.11", "10.132.0.12", "10.132.0.13",
"10.132.0.14","10.132.0.15", "10.132.0.16", "10.132.0.17", "10.132.0.5", "10.132.0.7",
"10.132.0.71","10.132.0.75", "10.132.0.8", "10.132.0.81", "10.132.0.9", "10.132.2.10",
"10.132.2.11","10.132.2.12", "10.132.2.14", "10.132.2.15", "10.132.2.3", "10.132.2.4",
"10.132.2.5","10.132.2.6", "10.132.2.7", "10.132.2.8", "10.132.2.9", "10.132.3.64",
"10.132.3.65", "10.132.3.72", "10.132.3.73", "10.132.3.76", "10.133.0.10", "10.133.0.11",
"10.133.0.12","10.133.0.13", "10.133.0.14", "10.133.0.15", "10.133.0.16", "10.133.0.17",
"10.133.0.18","10.133.0.19", "10.133.0.20", "10.133.0.21", "10.133.0.22", "10.133.0.23",
"10.133.0.24","10.133.0.25", "10.133.0.26", "10.133.0.27", "10.133.0.28", "10.133.0.29",
"10.133.0.30", "10.133.0.31", "10.133.0.32", "10.133.0.33", "10.133.0.34", "10.133.0.35",
"10.133.0.36", "10.133.0.37", "10.133.0.38", "10.133.0.39", "10.133.0.40", "10.133.0.41",
"10.133.0.42","10.133.0.44", "10.133.0.45", "10.133.0.46", "10.133.0.47", "10.133.0.48",
"10.133.0.5", "10.133.0.6", "10.133.0.7", "10.133.0.8", "10.133.0.9", "10.134.0.10",
"10.134.0.11","10.134.0.12", "10.134.0.13", "10.134.0.14", "10.134.0.15", "10.134.0.16",
"10.134.0.17","10.134.0.18", "10.134.0.19", "10.134.0.20", "10.134.0.21", "10.134.0.22",
"10.134.0.23", "10.134.0.24", "10.134.0.25", "10.134.0.26", "10.134.0.27", "10.134.0.28",
"10.134.0.30", "10.134.0.31", "10.134.0.32", "10.134.0.33", "10.134.0.34", "10.134.0.35",
"10.134.0.36", "10.134.0.37", "10.134.0.38", "10.134.0.4", "10.134.0.42", "10.134.0.9",
"10.135.0.10","10.135.0.11", "10.135.0.12", "10.135.0.13", "10.135.0.14", "10.135.0.15",
"10.135.0.16","10.135.0.17", "10.135.0.18", "10.135.0.19", "10.135.0.23", "10.135.0.24",
"10.135.0.26", "10.135.0.27", "10.135.0.29", "10.135.0.3", "10.135.0.4", "10.135.0.40",
"10.135.0.41","10.135.0.42", "10.135.0.43", "10.135.0.44", "10.135.0.5", "10.135.0.6",
"10.135.0.7", "10.135.0.8", "10.135.0.9"

external_ids : {direction=Egress, gress-index="0", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:0:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a13517855690389298082

_uuid : 32a42f32-2d11-43dd-979d-a56d7eebaab7

addresses :["10.132.3.76", "10.135.0.44"]

external_ids : {direction=Ingress, gress-index="3", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:3:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a764182844364804195

_uuid : 8fd3b977-6e1c-47aa-82b7-e3e3136¢c4a72

addresses :["0.0.0.0/0"]

external_ids : {direction=Egress, gress-index="5", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
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control:Egress:5:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a11452480169090787059

a. BITUTHS, REMNKEAbIEE

type"=AdminNetworkPolicy,direction=Egress,"k8s.ovn.org/name"=cluster-control,gress-

i
$ ovn-nbctl find Address_Set 'external_ids{>=}{"k8s.ovn.org/owner-
index="5"}'

5 2.17. Address_Set 8% =<5l

_uuid : 8fd3b977-6e1c-47aa-82b7-e3e3136¢c4a72
addresses :["0.0.0.0/0"
external_ids : {direction=Egress, gress-index="5", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:5:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a11452480169090787059

5. BT T B EE nbdb FHIROA :

2
$ ovn-nbctl find Port_Group 'external_ids{>=}{"k8s.ovn.org/owner-
type"=AdminNetworkPolicy,"k8s.ovn.org/name"=cluster-control}'

1 2.18. Port_Group B H =l

_uuid : f50acf71-7488-4b9a-b7b8-c8a024e99d21

acls : [04f20275-c410-405¢c-a923-0e677f767889, 0d5e4722-b608-4bb1-b625-
23c323¢c9926, 1a27d30e-3f96-4915-8ddd-ade7f22¢117b, 1a68a5ed-e7f9-47d0-b55¢-
89184d97e81a, 4b5d836a-e0a3-4088-825e-f9f0ca58e538, 5a6e5bb4-36eb-4209-b8bc-
€611983d4624, 5d09957d-d2cc-4f5a-9ddd-b97d9d772023, aala224d-7960-4952-bdfb-
35246bafbac8, b23a087f-08f8-4225-8¢c27-4a9a9ee0c407, b7be6472-df67-439¢-8¢c9c-
f55929f0a6e0, d14ed5cf-2e06-496e-8cae-6b76d5dd5ccd]

external_ids : {"k8s.ovn.org/id"="default-network-
controller:AdminNetworkPolicy:cluster-control", "k8s.ovn.org/name"=cluster-control,
"k8s.ovn.org/owner-controller'=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy}

name :a14645450421485494999
ports : [5e75f289-8273-4f8a-8798-8¢10f7318833, de7e1b71-6184-445d-93e7-
b20acadf41ea]

2.5.2. H¥KF R

e {#fH ovnkube-trace BER Openflow

o OVN-Kubernetes tRFEHER

2.6. ADMINNETWORKPOLICY BB {E5CEE
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A&7/ AdminNetworkPolicy #1 BaselineAdminNetworkPolicy %Rzt &£,

2.6.1. 1% 1T AdminNetworkPolicy

1£/9% AdminNetworkPolicy (ANP) B5RHES, EAIRERIE QBRI ERUTREA

B LG EEERE AN ANP, MIREFERR—LERLEMND ANP, FHRRENFRFE
SHANMARRE—RE, FMENA—MUNEKYAE, SPRNLENERTS AN, F=
RIESRAEANENL, EAHLAETESH ANP K, JTDERIEBLRIESBICSLER, LUERE
AT EBLSEIRILE ANPs,

EEAMIOIBRNATRFGRAZERDN ANP, MAZRIMAZEMH,

BF

X% ANP 7 BaselineAdminNetworkPolicy (BANP) B E| R4 fr & 22/ (default,
kube-system, {E{/LL openshift- FF B9 R ZE(A]) , XM MEERTIN FOTFITE
EE TR,

R FRLEICEREZ 0-100, FREUER LR ANP & N A — P HESER, 40 30-70,
ARV AT LU E MR E — LB S ERNMUER SR, BMEEINPESEERA, SR
MEFERE LR, URBEEMEMENZE, EALURESEUERBILEMBAFN
ANP, SIRIEITET ANP, NITREFEEHOUREN], LUEN FRMEMENR,

L 0.0.0.0/0 =% ::/0 OIEE— iR AY Deny SRESHT, ERERELAREER KB ML Allow X
Pass #i/1,

LEFRHR —MNEETREMFLBERTEHEALFE, & Allow /F91ER action FE&., ANP
FE Allow HINACSRIEBIRAMAVF, NetworkPolicy J5#% 288,

{5/ Pass {FH1EH action FE%, FAVFHIELEEERIEZE L4 NetworkPolicy /2.

WRENMNFEERTIRES, AEE— IP AREBIES /RS, XARESRMEENT &
PR,

52 5F namedPorts 5 PortNumber #[1 PortRange 5 &, E XS OIE 6 NACL, 5
BB R B K,

2.6.1.1. [/ BaselineAdminNetworkPolicy BJ3¥ = ZE 10

30

IR ABEIEE B E LA BaselineAdminNetworkPolicy (BANP) #iR, LI T2 T BANP,
B G AT AR TR X H BANP R & -

o EATLMER & ZEA sl cluster-local ingress WiBBRIABIIELASRRE, b BANP S5l FF &
A G170 NetworkPolicy X RSP A TARITFHNALRE, MRMITEE N ingress FRINM
RREE, NIRHIEL,

o EAETLIER & ZEAId A cluster-local egress WiBERIAIEAISREE, It BANP JFis & FF & A
51750 NetworkPolicy X R R IFATARTFHIALDRE, WRMIT%RE N ingress FHRINMLS
RBE, NI,

o RAEILUNH O ERISEEEN DNS BRFSHIBIA ST EREg, thK BANP AR en & 22 A R
WIF S O NetworkPolicy 5iE N5EE£N DNS AR,

o MAILLXE—MHOKE, AFRNIMHOREIRERSGSE, BHRLVFRENBES (B
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0 0.0.0.0/0 70 ::/0) . Lt BANP VA TEfMEAEMEH mRLERE, BRIARLE
FAEIE R, AE, FFRAGTLUER NetworkPolicy e EN ARRFRE L ER—H
BRFARI A ERAR 55,

o MARX BANP IXE T3H, UFECRELIAFAGEEANTE, MARRAMEZENE, X2
HRGien 272 8]% A NetworkPolicy % R E &3 BANP,

\J

=)

2.6.1.2. AdminNetworkPolicy #1 NetworkPolicy Z [R]FA[A
e 5 NetworkPolicy *f &AM, EifEAERIREE ANP # BANP 5| HIEME, MAZRE
FZE ({}) WK A SR R BN LEFERE,
5

Rz FA B B AR 6 2 22 (A 9 22 p B 22 AL B AT RE R S R B RN BAL T RIRIERE THF
R

e 7 ANP BY API 3E X AR, R0 AE QB ERBE I B 3 LA SIEEHN], XE5EBER deny B
NetworkPolicy X RA~E,

e 5 NetworkPolicy & [, AdminNetworkPolicy %5 A NI R FEEEA Pod v &%
H], RHLETETTE, MENMLH ingress K BHII,

31



OpenShift Container Platform 4.18 %% £

3 3 F LSRG

3.1 X F ML REE
ENFFAZE, EALLTE LM% EREE KR FIERE+ pod R E.

3.1 K F LS RS

BINBERT, TBHRKFRE pod A #EH M pod MM iH =R, BEE—NTEHRE—NHZD
Pod, &7 LATEZI B A0/ NetworkPolicy X RRIERATHAILERE., UEHEEA R LUEESHYIIE
rh O F0MI% NetworkPolicy % 4.

NR— pod H—1= % NetworkPolicy X RHEBIELFESRCR, A2i% pod HRESEVHEF—F
NetworkPolicy % R o F 0%, KR4Z{E(T NetworkPolicy X7 RiEFEH pod AT AT 217,

W45 SR B 8 A T L Rl il(TCP). R BRI M1 (UDP).  ELERMIRHHE B (ICMP) R R %
HIHL(SCTPYL, TR ZEIRMm,

Digk

==
[=]

o MR AEATFTENMLEBAZEAE, FAENMEE Pod 754 HREEHL
NEggs, 182, ##EE host-networked pod B pod £ 5% Il [0 2% SRB& AR 1|
AR

o (FA%AIE podSelector FEXIXE Y {} B namespaceSelector FEX[F A=
23& hostNetwork pod, &7 namespaceSelector
E%, podSelector ix&E 7 {}, LMETEOIEM LSRN BR hostNetwork
pod,

o MEEMETTEELEEH localhost B HITEN T SR E,

LAUF 7~ NetworkPolicy *f RER T XHARMNIER :

o RMFERE :
ZHEUBERIANELTRE, HRM—NEEAA pod EFEZEIRER NetworkPolicy Xf
X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e ¥ OpenShift Container Platform Ingress Controller %3 :

EF11H R f81F OpenShift Container Platform Ingress Controller B9, ERIMT
NetworkPolicy ¥T£.
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress:

podSelector: {}

policyTypes:

- Ingress

o REZINEH pod HIEH :

BF

ERFE—H R L E HH hostNetwork pod BIA L%, EEER allow-from-
hostnetwork K& 5 allow-same-namespace SRB&—i& L .,

E{# pod #ZE—TIH P HAL pod BYERE, BIR4EMIIE PATE pod BERE, HRMLLT
NetworkPolicy % £ :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o NAWET pod IMZEM HTTP M1 HTTPS JRE :
X ARERE (LT RAIBH role=frontend) B pod {UZ A HTTP # HTTPS Vi, &%k
AN {ELEN R # NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443



OpenShift Container Platform 4.18 R4 %&£t

o [HEAMBZAIM pod EFIRITZIERE -
EE I HAFEAMA LA pod 1EF25 FITE M 4557 2, & A LUE A 2542040 F#9 NetworkPolicy
TR :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy X R 2 Al RN ; it 2, EALUHEZ D NetworkPolicy i R B 8 J: MM L5 &

Blan, *FFLLERBIFE X H NetworkPolicy X5, EaLFER—/NBFE X allow-same-
namespace # allow-http-and-https %R#&, HLt, RITFHERS role=frontend B pod # 3% & —RE&FT
RVFHEMLER, B, EfmOLRBRE—RAZEFAPH pod B9, UKkinO 80 #1 443 LHIREER
A 22 A pod BIEEE,

3.1.1.1. £ A allow-from-router %% 5 0&
fEFALLT NetworkPolicy RS IFAERE, MAZEEIRBEIREE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-router
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:

policy-group.network.openshift.io/ingress: ﬂ
podSelector: {}
policyTypes:
- Ingress

Q policy-group.network.openshift.io/ingress:"™ 1% # OVN-Kubernetes,

3.1.1.2. {58 allow-from-hostnetwork 4% Z0&

ZINLLTF allow-from-hostnetwork NetworkPolicy X R 15 EH EHML pod IR E,
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-hostnetwork
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:

policy-group.network.openshift.io/host-network: ™"

podSelector: {}
policyTypes:
- Ingress

3.1.2. {# A OVN-Kubernetes RIZ&3E 1L 4% SRR

FEVTHEFIL HBET, H5E LTI

o N FEHFER spec.podSelector spec HIFIZ4 KRR, AT AL ingress 5 egress I —
N RILS SRR LE T A ingress 3 egress FEMZ N ML RS B =,

o FNET podSelector 5 namespaceSelector spec # ingress = egress #& 4 K — 1Y

™

L% SR

OVS i#E, ©5HMLRIEEREN pod BE + H ingress 3 egress M pod & X L5l
Fit, SEFERE—NHNARELLEREFTERM pod B podSelector 5% namespaceSelector

1%, MAZR B pod BIJE FIREIHINI,

fign, LURSRESE SR -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
- from:
- podSelector:
matchLabels:
role: backend

LU SRBG SR TOX PN 5 LA A R B AL -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: test-network-policy
spec:

podSelector: {}

ingress:

- from:
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- podSelector:
matchExpressions:
- {key: role, operator: In, values: [frontend, backend]}

HEEMIERE 2ER T spec.podSelector spec, MR RMMLEKIEEHERM ingress =X
egress #|, NIGE—NHAERAM spec.podSelector spec ATREREAME, Flg0, LULTFHAD
RIEEARREBHN -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy1
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy2
spec:
podSelector:
matchLabels:
role: client
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

LU P45 SRBE X B BB AL F g — 4>

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy3
spec:
podSelector:
matchExpressions:
- {key: role, operator: In, values: [db, client]}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

HRESMEFRHRRT N — DRSS, EFUNALLR . MREFFETARNRE, W&
BETTEN AL, EXLERRT, HEEENMBRIBIACR B — LR,
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T

5 3 & MLk

3.1.2.1. OVN-Kubernetes 1] NetworkPolicy CR #14+%f IP

£ OVN-Kubernetes A, NetworkPolicy B & X R (CR) & Bl AT & BIFRE A, 405RAR 25 5 A A4 5B
IP AT, FIZ4SRBERILARE L Sk B Hfthan & 22 (AIMTHIF], BRIEBAAECE N ARITFRE,

ERVFESR A ZEEET5 R AER 1P, 1HOIZE— NetworkPolicy CR, 1% CR BAFf V3K B i 6 44 Z2 (A BY
AORE, FBEAFREERENRSHOFP. EFAFREZMFRONERLT, ViNARMDASK
PR,

it Bl

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
annotations:
name: <policy_name>
namespace: openshift-ingress
spec:
ingress:
- ports:
- port: 80
protocol: TCP
- ports:
- port: 443
protocol: TCP
- from:

- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <my_namespace>

podSelector: {}
policyTypes:
- Ingress

Hep:

<policy_name>
1 ESRIERI B,
<my_namespace>

1B E R E RER Y 4 22 (A B9 R 7R,
MB/TRESIFAEE, FSH" X TRLRE",

3.1.3. BEF R
o (E ML R
o A% : IE E LERIARILS 5RBR

3.1.4. Htb TR
o TFEHMAZLEH
o ERMAKIEESH RS
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o [MLEEREE AP

3.2. O R B
VENEREEIE G, EAlLL vy 22 (6] 01 2 M4 5K,

3.2.1. 7~ {5 NetworkPolicy X%

LUFECE F A2 — 1 NetworkPolicy X4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107
spec:
podSelector:
matchLabels:
app: mongodb
ingress:
- from:
- podSelector:
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

He:

name

NetworkPolicy X B &R,
spec.podSelector

R SRBE N BRI pod BOEFESR, SREENT R RAEIEEEE L NetworkPolicy X REIIHE 8 pod,
ingress.from.podSelector

SR RAVFMARACREM pod IEERHEFESS, 1285 NetworkPolicy 7ERl—fp & 22 [H R By
pod [EEg,

ingress.ports
BEZREN—IHZEIRRORNIIR,

3.2.2. {8 CLI B2 4%FERg
B LA R E R R R R R R A OSH O MRS, B AR — R R,

INREAES cluster-admin ABHAFES, IR LTEREFEEM 6% 22 F 02
LRERER,

FRFH
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5 3 & MLk

o S {H A NetworkPolicy *f REIMLEIEM, WNHTHXET mode: NetworkPolicy HY
OpenShift SDN FI%& 3,

e B%% OpenShift CLI (oc) .
o A LIERAER admin IR BTG EIEEE,

o (RIEMLLRISEL FAEIM R 2 H .

it 23
1. OIEESRBEHN,
a. f/E—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml

Hep:

<policy_name>

HEE MRS .

b. ECIREY XM E LA ERRES, LITREIIEL R B ATE & & Z R FHBIFTAE pod WA DRE,
XR—DEXRBRYE, HIEACEE MM RIGRT R VFIIEE pod RELUNBIFTEE pod M4,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
spec:

podSelector: {}

policyTypes:

- Ingress

ingress: []

BURRAIECE 1Tk B R —an & 22 [ R EYRTE pod BIALRE :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

#...

LURRBIS T M ERRZER A E— pod WADRE, LSRR EMIE namespace-
y FiZ1TH pod HIKEX pod-a #7355,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-traffic-pod
spec:
podSelector:
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matchLabels:

pod: pod-a
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:

matchLabels:
kubernetes.io/metadata.name: namespace-y
#...

DR RABIEERS TIRSHFE, NALKKATBEREN T A% app=bookstore #]
role=api B Pod REEH T A% app=bookstore B Pod 1/i[n], EAFIFR, NATLUZ
REST API lR%528, TRic 5% app=bookstore I role=api.

XN RBIECERBIEER T LU RB
o [E—MIRSHURERSB N ERFEECHEMMARS.
o FHEERGINR AR EREHNARERF,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: api-allow
spec:
podSelector:
matchLabels:
app: bookstore
role: api
ingress:
- from:
- podSelector:
matchLabels:
app: bookstore

# ...
2. IBFTLA T e TR ABE ML ZREENT R, BIIHEIHIIH T R RB9ETF, LUK created KT
I $ oc apply -f <policy_name>.yaml -n <namespace>
Hep:

<policy_name>

EE ML RIS A,

<namespace>
AIESH. MREESUAGREFRNFTRNSZERFELTHR, NSHESBETHEE
]‘qu

BIDHIH S T SR REZTE, LUKk created IRA,
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INREF A cluster-admin FAREFE| web 414, Bal LUEFEIEERPHER
fBRZEA R LL YAML 3% web #2814 BOTE 20 2 45 558K

3.2.3. QIEBINIB LR 4% SRR

EINIBLEFT A MLE SRR E L EENRILE pod Z [FEEE R MERE M LSRR ESLVTHFAEE pod M
4%, IERF2Eid1E my-project fn& 22 N deny-by-default SRB& 3 i i S5 HE i K BUIRLE SR,

Digk

==
[=]

SRR RE A7 BB 80 NetworkPolicy B Y HE(CR), W& TaEA S

SR P EBIS R,

FRFH

it =

=

o S£EEAXFF NetworkPolicy XM REIMLIEM, WHH1XE T mode: NetworkPolicy HJ

OpenShift SDN FI%& 34,
B&% OpenShift CLI (oc) .
fRal LAEAEAR admin FURM A P B EIEEE,

IRFE LA RIS E N A IR & 22 (A,

JELLTF YAML, LAZE X deny-by-default 5el&, LUE4EFRAE a4 22 [AIRBIRRAE pod BIA QR
- ¥ YAML £7#2%! deny-by-default.yaml X4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
namespace: my-project
spec:
podSelector: {}
ingress: []

)hIt | HE"]]

==

namespace
IEEZERERIEHG R ZEE, 190, my-project ap44Z2[H],
podSelector

MRLFEEHNZE, WEESFA pod Lit. Fik, 1%5KI&ER T my-project an & 22 B RBYFT
A pod,

ingress
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Ho [ R&FRE AOQ AN, X2EBREAWREEFEME pod.
2. WAL TR ARG, AIh I T RN REHFR, LUK created K.

I $ oc apply -f deny-by-default.yami

3.2.4. QMRS LU AR B N BE P IRHRE
£ deny-by-default k&, EAJURLECEREE, RITFMABEIHEIHEINE app=web B pod IR

==Y

WNREAES cluster-admin ABHAFES, IR LTEREFEEM 6% 22 F 02
LRERER,

BRRU TP REER, UBEBEMAHBEERKMAITAERRS, SEA Load Balancer #i7] pode REEH
1525 app=web B pod F fRIFRE.
SeRFH

o £ EAXEF NetworkPolicy X REIMLIEME, WHH1XE T mode: NetworkPolicy HJ
OpenShift SDN FI4& 34,

o B%% OpenShift CLI (oc) .
o A LIERAER admin IR - BTG EIEEE,

o (RIEMLLRISEL FAEIMe R 2 H

it =

1. OIEZRES, LIBEEMAHBEERMATESER 1 #9828 R pod. 1 YAML {*#F 2] web-allow-
external.yaml 324 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
spec:

policyTypes:

- Ingress

podSelector:

matchLabels:
app: web
ingress:

-{}
2. WAL TR ARG, AIhiH I TR REFR, LUK created K.
I $ oc apply -f web-allow-external.yaml

LR AV REBME TRIRE, SETERATHARRE
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OpenShift cluster

3.2.5. QIEMLREE, RFMAAMAZAPEINARFIRE
B A ABR B A VF M 4 Z2 (A FRBORTA pod i B2 2 B 2 FF BISRES,

WNREAES cluster-admin ABHAFES, IR LTERE FBEM % 22 F 0]
LREREK,

FRFH

o S EAXEF NetworkPolicy XM REIMLIEME, WHH1%E T mode: NetworkPolicy HJ
OpenShift SDN FIZ& 34,

e B%% OpenShift CLI (oc) .
o A LIERAER admin IR BTG EIEEE,

o (HMIEMLLRISEL FAEIBer R 2 H

it

1 OIE—REE, RITMATASRRZEFRIAE pod REFFENH. & YAML R#EFE] web-
allow-all-namespaces.yaml 3 {4/ :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
spec:
podSelector:
matchLabels:
app: web
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector: {}

Her:
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app

I ERBB N A B default dp % Z2 (AR HY app:web pod,
namespaceSelector

AR A R ZE [ FRBIFRA pod,

3 AE
KINBERT, MREEEERENRAPIETE namespaceSelector 238, R
3 KRIEFMALEE, XEERERERATFMMLE RSB S L EHIRE.

2. MIALAT e BN ARG, BRIDHTHIGUH T RIEN REVEFR, LK created K75

I $ oc apply -f web-allow-all-namespaces.yaml

1. B ALLF &4 1E default $34 22 [ FR 53 web BRSS :

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --port=80

2. IZ{TLA TS 1E secondary #3422 (6] A ERE alpine 1R FH/5 5] shell

I $ oc run test-$RANDOM --namespace=secondary --rm -i -t --image=alpine -- sh
3. Eshell RIZITUTHE, HFUBRZRFZ2ERIFIEK :

I # wget -qO- --timeout=2 http://web.default

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>
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T

3.2.6. QIEMLRE, ATFM—TarBERPINARFIRE

BRI URE T MNEFERBZERBETHE app=web /75 pod BIZRES, XPMEREEUTERTRER !
o JEREMRFINERE T & TIEMEBI R RZEN,
o SAMEIREMREMMNIEIETE, LIMZHI6H A ZE A FIRIVET,

T

p= )1
INRFEAESA cluster-admin ABHE &%, N0 LATEERE YT 6 22 (5] O 2R
LREREE,

FoRFEMH

o SEEAXHF NetworkPolicy X REIMLIEM, WHH1%E T mode: NetworkPolicy HJ
OpenShift SDN FZ& 354

o B &% OpenShift CLI (oc)
o EAEILIFEAEAR admin IR - E[LERIERE,

o (RIEMLLRISEL FREIBe R 2 H

it

1 QIEE—ERS, RVPRBRFEMZZEREFA pod BRE, HIFEH purpose=production, ¥
YAML {#77% web-allow-prod.yaml 3C{4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-prod
namespace: default
spec:
podSelector:
matchLabels:
app: web
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
purpose: production

Hep:
app

(S ERBE N F Bl default 694 Z2[A R E app:web pod.
=]

R ENRE N EBIE purpose=production 454 Z2 /6] 189 pod,
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2. MIALAT e BN FASREG, BRIDHTHIGUL T SRIEN REVEFR, LK created K75,

I $ oc apply -f web-allow-prod.yaml

1. B ALLF &S 1E default $34 22 [ FR 53 web BRSS -

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --port=80

T T ap 53R A1 prod gy & ZE[A]

$ oc create namespace prod
IBATLL T e B3R ARIC prod ep 4 22 (A -
I $ oc label namespace/prod purpose=production
TUAT e KA dev ap B ZE[H :

$ oc create namespace dev

5. iZFTLA T T EANIC dev ap R ZE[H] -
I $ oc label namespace/dev purpose=testing
6. IZITLAT B TE dev fp R ZE AR ERE alpine HiiRk IS5 shell

I $ oc run test-$RANDOM --namespace=dev --rm -i -t --image=alpine -- sh

7. £ shell RiZfT AR ap e, FUEBIERKWERER, B0, TR RS wget: download timed
out,

I # wget -qO- --timeout=2 http://web.default

8. IZfTLLT a4, 7 prod a3 &2 (AP ERE alpine Hi{&kFH /550 shell :

I $ oc run test-$RANDOM --namespace=prod --rm -i -t --image=alpine -- sh
9. 1E shell HiZ1T AT ép 4w, HMBREAITIEK :

I # wget -qO- --timeout=2 http://web.default

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
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</style>
</head>
<body>
<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>

3.2.7. HB ¥R

o JjR|WebiZHIE

o I OIRGABSFN M4 SRBE LB B &ic %

3.3. EE ML RIS
VENEREIE R IR R LA B & 22 (7] B R 4% SR B

3.3.1. ="l NetworkPolicy *f &

LAFESE S E R — NetworkPolicy X £ :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107
spec:
podSelector:
matchLabels:
app: mongodb
ingress:
- from:
- podSelector:
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

Hep:

name

NetworkPolicy X I &R,

spec.podSelector

BIEMH

R SRBE N FEIM pod BOEFESR, SREENT R RAEEEEE L NetworkPolicy X REIIHE B pod,

™

L oRmE
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ingress.from.podSelector

SR RAVFMARACRER pod IEEEHEFESS, 1285 NetworkPolicy 7ERl—fp & 22 [H R HY
pod PEfg,

ingress.ports
BEZREN—IHZEIRRORNIIR,

3.3.2. {5 CLI E&E ML E&
1R AT LUK 75 6 48 22 7] Fp B I 45 SR B

% INRFEHEH cluster-admin AEMAF &%, EBolEEEEHITAIMLEEKREE,
IS 3as

e B%% OpenShift CLI (oc) .

o A LUFEAEAR admin f( PRI F &[T KR,

o RIEMLRISFRTERIan 4 22 [H] Hh,
b =

1. 5l A 4 22 [A] FR B9 2% SR
a. BEEFMAEEBELHMKARENR, EHALL TS

I $ oc get networkpolicy

b. A% : BEREREMNMLEKREE, EMANLTSRS :

I $ oc describe networkpolicy <policy _name> -n <namespace>

Hep:

<policy_name>
EEER AP RIS,
<namespace>

D IIRNRAES LRI REF AN GREAFRE L, FREREEMRZER,

I $ oc describe networkpolicy allow-same-namespace

Name: allow-same-namespace
Namespace: nsf
Created on: 2021-05-24 22:28:56 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
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-

From:
PodSelector: <none>
Not affecting egress traffic
Policy Types: Ingress

INREEF cluster-admin fUFR & XE| web 1Z4&, ERLUEFEESEREPMEAMmE L
L YAML 5 web $ZH| BB R T 5 M LSRR,

3.4. G 45 SR e
Y SEREEIRR, (ERIIAGRAE 6 4 22 ] OB PO SRR

3.4.1. JrtE LA SR B
1R AT LAZR R 60 4 22 5] Fh B PR 2% S B

F

WNREAES cluster-admin BB ES, IR LITERE FBOER 6% 22 7] Fh 4 5
LRERER,

FRFH

it =

L EHFE A 15 NetworkPolicy *f REIRI 4% 1@, 01 B IXE T mode: NetworkPolicy Y
OpenShift SDN FI%& 3,

B &% OpenShift CLI (oc) .
R LERER admin FRAIA - B FERIREE,
IRIE LA SRR R TE R 6 R 22 [H] R,

Al B — e ZE A PR RSN R, IHRMIALL TGS ¢
I $ oc get network policy -n <namespace>

Hep:

<namespace>
ik RN RESHAINEERTRANGRZERPEL, FREREERREN.,

\J

. YR SRIEN R,

a. MREEXHHRETHSREE L, HREZXMF I TRENER, REMAUTS
AN

Mo

I $ oc apply -n <namespace> -f <policy_file>.yaml
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Her:

<hamespace>
A RN RES LRI RERTRMNGRZERAENL, FREREERRZEN,
<policy_file>
18 S & ML RIS ST B TR,

\J

b. MIREFREEEMMARIETR, HHALT RS :

I $ oc edit network policy <policy_name> -n <namespace>

Hep:

<policy_name>
18 E M4 SRR BY & R,
<hamespace>
Ak RN RES LRI BERTENGRZERPEL, BREREERGZEN,

3. FAIARILE RN R EEHT,

I $ oc describe networkpolicy <policy _name> -n <namespace>

Her:

<policy_name>
18 E M4 SRR BY & R,
<hamespace>
Ak RN RES YRGB ERTENGRZERPEL, BREREERGZEN,

\J

INRIEE cluster-admin fFEEXE| web 1Z41&, ERLUEFEESEREPMEAME LA
Ll YAML Z05&75T Actions 328 M web 12241 & b B SR BE 4 HEL P 28 SR 1R

3.4.2. =5 NetworkPolicy X%

LUFECE F A2 — ™ NetworkPolicy ¥4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107
spec:
podSelector:
matchLabels:
app: mongodb
ingress:
- from:
- podSelector:
matchLabels:

app: app

50



ports:
- protocol: TCP
port: 27017

He:

name
NetworkPolicy X} &R % F5,
spec.podSelector
R SRBE N BRI pod BOEFESR, SREENT R REEIEEEE L NetworkPolicy X REIITHE 8 pod,
ingress.from.podSelector

SR RAVFMARACRERM pod IEERHEFESS, 125 NetworkPolicy 7ERl—fp & 22 [H R By
pod PEfg,

ingress.ports
BEZREN—IHZEIRRORNIIR,

3.4.3. Hih ¥R
o BRI EERE

3.5. fHIBRMILE SR BE
VENEREIE R, EuILLMED % 22 [a] A il B A 2% SR B

3.5.1. {1 [ CLI fiH|pR 4% RS
1R AT LA B 6 4 22 5] B B 2% S

v pa -
_ MNREAES cluster-admin ABAFER, ELUIHFREREHBIERRIL RS,

FRFM

o £ EAXHF NetworkPolicy XM REIMLIEM, WHH1%E T mode: NetworkPolicy HJ
OpenShift SDN FI%& 3,

e B%%k OpenShift CLI (oc) .
o EHEILMEAESR admin FURBIFA - B EIKEE,
o RIEMLARISATTERI A & ZE (Al
i =
o ZHPRIZAZREENT R, HRALL TS, MIHHSIE T RIS REER, L&k deleted K75,
I $ oc delete networkpolicy <policy _name> -n <namespace>

Hep:
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<policy_name>
18 E L% R B9 B R,
<namespace>

AIESH. MREESUAGREFRNTRNSZERFELTHR, NSHESBETHEE
]‘EGO

INRFEA cluster-admin F R E X E web #2%HIA, EAILUEFRESERE L YAML s@
Actions M web 122 & b B SRBE PR P 2% SR HE

3.6. WINE TE LR M 4% R

ENEHEREA, EAUELRFIEMERFITEER, FHEAISEMAREE. WRELZAHRIE
BB E SR, NFEEEELE—,

3.6.1. ¥ U1 B E iRk
ENEHEERA, EAEREINTEER, UEERBE LERQEHRTE.
fIEBECHEE LNBEER :

FRFM

o TLUEAESR cluster-admin FFREIIK F /7] OpenShift Container Platform &8%,

pi% &2
1. LLE A cluster-admin 5B A B &%,

2. EWREIAITEER :

I $ oc adm create-bootstrap-project-template -o yaml > template.yami

3. HAXAGESR, BRI RIUEDINE X REERLERB template.yaml 314,
4. TERERZAOIETE openshift-config #p & Z2[A A, INEIEEHIER

I $ oc create -f template.yaml -n openshift-config

5. {8 Web #HIA K CLI HiT B ECE FR.
o fHFH Web 25 :
i. S#ZE Administration - Cluster Settings T,
ii. #i: Configuration AEEFTEHRCE KiK.
iii. %% Project W5 H, #H =i Edit YAML,

o {FRCLI:

i. Ym%E project.config.openshift.io/cluster ¥R :
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I $ oc edit project.config.openshift.io/cluster

6. E# spec &4y, FHEE projectRequestTemplate 7l name S8, BXBE LM EER
&R, BRIAZTH project-request,

A B E X B RR K E & R

apiVersion: config.openshift.io/v1
kind: Project
metadata:
#...
spec:
projectRequestTemplate:
name: <template_name>
#...

7. REEWRE, Q- DHTERLILEEKRIINA T EMNER,

3.6.2. TR U1 B =R A N 45 SR B
ERERBERR, ALAEHHTENEIER P IRINMLE SR, OpenShift Container Platform % Bz
B Ui iRk P15 EBFTAE NetworkPolicy %%,
SERFEH
o EEH{F AIHF NetworkPolicy *f RHIBRIN R 2RMLE#E O (CN)RIZEIEMS, 20 OVN-Kubernetes,

e B%% OpenShift CLI (oc) .
o MEB(FAEBA cluster-admin U FERI - E[HRIE R,

o BB NHIMB LR T BE LHEIAT B &R,

Pt =
1 IZfT AR Sk Ym T 0 B B RUARRAR

I $ oc edit template <project_template> -n openshift-config

¥ <project_template> & hIE NEEBEBHWREBRIETT. KIAEREZF) project-
request.

2. TEENRAF, 84 NetworkPolicy X R{EH—TTRANNE objects S8+, objects SH(AILL
BTSN ROES,
FELLTFRBIF, objects BHEEDIE/L NetworkPolicy XK.

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
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ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress:
podSelector: {}
policyTypes:
- Ingress
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress

3. °HE : IB—NEHTA, HHEIGARL R RSO,
a. QIE—1EIIE

I $ oc new-project <project> ﬂ

ﬂ ¥ <project> & M IR E QI BRI B BB,

b. HINHI B EIRPIMARIEREETHIBE S -

I $ oc get networkpolicy

FERGTH -
NAME POD-SELECTOR AGE
allow-from-openshift-ingress <none> 7s
allow-from-same-namespace  <none> 7s

3.7. ERAMSRIREE SRS
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ERNERREENR, EHUREMSRIBLNSHEF MK RHEEIIEE.

AT AR ED B 44 SRR R T TE LARTAR A B OpenShift Container Platform A5
OpenShift SDN FZFH PR S BRI 45 R s

3.7 ERMSRBEESHE S RE
EALEREIE, #HESEMBIEHAEAR pod HIRSHE,

FoRFM

o £ EAXZHF NetworkPolicy M REIMLIEM, WHH1%E T mode: NetworkPolicy HJ
OpenShift SDN FZ& 354

e B%% OpenShift CLI (oc) .

o EAILIFEAER admin IR - E[LERIERE,

AR
1. BIELLF NetworkPolicy %1% :

a. %77y allow-from-openshift-ingress FJ5RH,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress:
podSelector: {}

policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: """ & OVN-Kubernetes B & 1%t
o 22 (AR AR R

b. % allow-from-openshift-monitoring FIZRES :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring
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spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring
podSelector: {}
policyTypes:
- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

d. %&°# allow-from-kube-apiserver-operator FJSRHEE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress
EOF

METREZIEMER, 5SS FHkube-apiserver-operator Webhook 122l 2545 11F
Webhook FIfZERIA .

2. Wk EMINHEITE P EEMNSKE, FMALTRS

I $ oc describe networkpolicy

it Bl
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5 3 & MLk

T

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: policy-group.network.openshift.io/ingress:
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

3.7.2. BES R
o HIIEE LB ERE
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B 48 MNHALRENHFITEEILR

OVN-Kubernetes P%4354-# F Open Virtual Network (OVN) 5 [F/# 55 (ACL) K&
AdminNetworkPolicy. BaselineAdminNetworkPolicy. NetworkPolicy #1 EgressFirewall %5, &
T BFIL K22 FF NetworkPolicy, EgressFirewall #1 BaselineAdminNetworkPolicy B E X FIR (CR)
B allow #1 deny ACL ., BHEILFKIALLAF AdminNetworkPolicy (ANP) CR #] allow, deny, #1 pass
ACL IS,

% HiTBERICRIGERF OVN-Kubernetes M%% {4

4. Hithl &

HiTHEIDKBEEB/E N OVN-Kubernetes SER¥ MK EC B —E D8 E. LT YAMLERT HitHEHN
ZIME -

i
cak

HiTBFILKECE

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
policyAuditConfig:
destination: "null"
maxFileSize: 50
rateLimit: 20
syslogFacility: local0

TRE®RT EF'T—}‘E/L.\E’JEB FEX,

3 4.1. policyAuditConfig object

FB &S] 3T

rateLimit B BT REBUERRIEERRE LR, BIMEHER 20 &4

maxFileSize B HitBSEHEAKRD, UFTHHAA, FKIMEY 50000000 =
50 MB,

maxLogFiles B FREBNBAEXHHRANE,

58


https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/ovn-kubernetes_network_plugin/#about-ovn-kubernetes

B 4 E MEREMETTHFICK

=427 KRB b
libc

FH LB journald #72#Y libc syslog () E#K.
UDP:<host>:<port>
—4 syslog BR%588, 1% <host>:<port> &ty syslog IR
FaaEM KO,
Unix:<file>
A <file> #8EH Unix BiEZEF X,
null
AEFNHITHEAL LR EME M BT,

syslogFacility FRE syslog TR, #laskern, i RFC5424 & X, BRIMEN
local0,

4.2. H ﬂ“ H /L,\laﬁ<L

Al LUh T BEECE BRI, 40 syslog BRS5 2R3k UNIX BiE T, T MEMEENM, it HE&HE
ZAREFRIEEEHHED OVN-Kubernetes pod L#J /var/log/ovn/acl-audit-log.

&I LAf# A k8s.ovn.org/acl-logging B4 h & e 22 Al 5 A # iT H&RILK. £ k8s.ovn.org/acl-
logging SO, EAIETE allow. deny S0X - MEFR N an 2 (6] jF A HITHEIC K,

| P48 SRR SRR Pass 1R XE AL,

ACL-logging SEINICFMZE B [F#EFIFISR (ACL) F, BRIUERE XL RN EMBENR LM
ElD‘l‘Q

o 22 [ EfRR A

kind: Namespace
apiVersion: vi
metadata:
name: example1
annotations:
k8s.ovn.org/acl-logging: |-
{
"deny": "info",
"allow": "info"

}

EHEERB ACL BHEILKEEE, ES5 0 cluster-network-03-config.yml SX{4H#Y
policyAuditConfig ¥/, MRFE, EoIURERXHEFHBEEXHSHI ACL BEICKEEE.
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HEEBKR S RFC5424 A E XM syslog A, syslog TEAECE, Bkl HMlocald, LT RAEIERTH
SHBPRHEENRESEREE

ﬁmﬁﬁ&ﬁﬁm H I&\ﬂilh T@J

Hep:

<timestamp>|<message_serial>|acl_log(ovn_pinctrl0)|<severity>|name="<acl_name>", verdict="
<verdict>", severity="<severity>", direction="<direction>": <flow>

<timestamp> 7= BRI/ B &5 SRS (R #0 B #A,
<message_serial> 7l H&H EHNFETIS,

acl_log (ovn_pinctrl0) 2— N FEFRE, BT OVN-Kubernetes fhf Akt B & HE S RIAL
&,

<severity> NWHEHB B EMEN T, WRES A% allow # deny {E5HH T AFEILE,
U_”J H Ib\/é u..ﬁEUHj ':F' TW‘TAFE'Eﬁﬁ”o

<name> i BA B 4% SR A& 01 2289 OVN Network Bridging Database (nbdb) #189 ACL-logging 3£
SR i

<verdict> AT LLZ allow =X drop.
<direction> AT L2 to-lport =k from-lport, R K& A E pod IR E.

<flow> E7~5 OpenFlow il FHEMEKWBIESES. LSEHEE Open vSwitch (OVS) F
EQO

DFRBIETRT flow SEARXRMRGAFRIEIEIE SN OVS FEk -

flow ZHARIZIBUIERE B8 OVS FE R

Hep:

60

<proto>,vlan_tci=0x0000,dl_src=<src_mac>,dl_dst=<source_mac>,nw_src=<source_ip>,nw_dst=
<target_ip>,nw_tos=<tos_dscp>,nw_ecn=<tos_ecn>,nw_ttl=<ip_ttl>,nw_frag=<fragment>,tp_src=
<tcp_src_port>,tp_dst=<tcp_dst_port>,tcp_flags=<tcp_flags>

<proto> BRI, BEN tep 1 udp.

vlan_tci=0x0000 A B3 VLAN #1575 0, EI955% B NRER pod MLERERE VLAN ID,
<src_mac> 5§ Media Access Control (MAC) it IR,

<source_mac> 15 MAC it B g,

<source_ip> 7R IP itk

<target_ip> 7t B 5 IP ik,

<tos_dscp> & B Differentiated Services Code Point (DSCP) 18, XfRI%%m &7 K FH 1T
SN HEF.
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e <tos_ecn> A EA Explicit Congestion Notification (ECN) &, ©RREBIMLEFREIEZEMLE R

=,
o <ip_ttl> FEAKIEEH Time To Live (TTP) 5 2.
e <fragment> {5 EZMCER IP FEXSX IP 3EfEF,
e <tcp_src_port> TR TCP #1 UDP Bl A% iR,
e <tcp_dst_ports FlIH TCP 1 UDP il By B #ithiz O,

o <tcp_flags> LR, 0 SYN, ACK, PSH &, MREFEREZME, NAENERRLE
() 2R, UDP MMl A ZHF LS EL,

EXEMFERERMNESZER, 5% E ovs-fields B9 OVS FM 1,

P45 SRB&E ACL 48 H &S H = fl

2023-11-02T16:28:54.139Z|00004|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-

logging:Ingress”, verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,nw_dst=1
0.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp_flags=syn
2023-11-02T16:28:55.187Z|00005|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-

logging:Ingress”, verdict=drop, severity=alert, direction=to-lport:
tcp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,nw_dst=1
0.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp_flags=syn
2023-11-02T16:28:57.235Z|00006|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-

logging:Ingress”, verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,nw_dst=1
0.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp_flags=syn

TRER T AR RIEARE

5 4.2. k8s.ovn.org/acl-logging B8 it B&ic k& 28 A 3T R

P i

deny FEiEEA5S deny ##/ETERH ACL MBS EN AR, RS
alert, warning, notice, info, =k debug {&.

allow e & 221517 5 allow #AVEILERY ACL MUMEMIRE. F
E%Z ¥ alert, warning, notice, info, =k debug f&.

pass pass 2 {/FE R TEE G SRR ACL #Ill, pass #&IERTF
n 45 22 7] Fh B R 4% SRBS S B M admin R4S SRBS HLUI SRV AR (%
AMEHRE, MAERIET X pass &17F.

=
3
B

o T HRMLLERER API
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4.3. ADMINNETWORKPOLICY #itBE&if

#4 AdminNetworkPolicy CR 2 7 # it B&iLxK, £ k8s.ovn.org/acl-logging ¥ 3 ## ANP R
B&, STFBIRTE

62

5l 4.1. AdminNetworkPolicy CR HI3F =6
- namespaces:

apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:
annotations:
k8s.ovn.org/acl-logging: '{ "deny": "alert", "allow": "alert", "pass" : "warning" }'
name: anp-tenant-log
spec:
priority: 5
subject:
namespaces:
matchLabels:
tenant: backend-storage # Selects all pods owned by storage tenant.
ingress:
- name: "allow-all-ingress-product-development-and-customer" # Product development and
customer tenant ingress to backend storage.
action: "Allow"
from:
- pods:
namespaceSelector:
matchExpressions:
- key: tenant
operator: In
values:
- product-development
- customer
podSelector: {}
- name: "pass-all-ingress-product-security”
action: "Pass"
from:
- namespaces:
matchLabels:
tenant: product-security
- name: "deny-all-ingress" # Ingress to backend from all other pods in the cluster.
action: "Deny"
from:
- namespaces: {}
egress:
- name: "allow-all-egress-product-development”
action: "Allow"
to
- pods:
namespaceSelector:
matchLabels:
tenant: product-development
podSelector: {}
- hame: "pass-egress-product-security”
action: "Pass"
to
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actlon "Deny"

matchLabels

tenant: product- security

- name: "deny-all-egress" # Egress from backend denied to all other pods.
- namespaces {}

BURERN OVN ACL ARIFHHE BB IC T ML BRIRIERGN, MEMKBR. B, — B4,
Hep{Fm# A 11% tenant: product-development By £ 22 (5] &R 17 7] A 755 tenant: backend-
storage Byen & Z2[A], N4 BAE,

ACL BRILKFREIT 60 NFERF. MREH ANP name FEH K, BENHRIT O GHEE
7

UTFRUTRAEEFRENSRARAE

p1c) Ul

AA
RuleO

S F M product-development #1 customer ZF8 /-
backend-storage; IngressO: Allow

Rulel

M product-security” EIfi /" "backend-storage;
Ingressl: Pass %%

Rule2
B4 BFTA pod AR E; Ingress2: Deny

Egress
RuleO

#17%) product-development; EgressO: Allow
Rulel

f&#645 product-security; Egressi Pass
Rule2

B4 EIFE E it pod B O E; Egress2: Deny

AdminNetworkPolicy i Allow $##{F

log:Ingress:0", verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:1a,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.26,nw_ds
t=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=57814,tp_dst=8080,tcp_flags=syn

2024-06-10T16:28:23.130Z|00059|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-

log:Ingress:0", verdict=allow, severity=alert, direction=to-Iport:

il 4.2. ACL B&ETRMFI, AT A Ingress:0 #l Egress:0 94y anp-tenant-log
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:18,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.24,nw_ds

‘ 2024-06-10T16:27:45.1942|00052|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-
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2024-06-10T16:28:38.293Z|00069|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-
log:Egress:0", verdict=allow, severity=alert, direction=from-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:19,dl_dst=0a:58:0a:80:02:1a,nw_src=10.128.2.25,nw_ds
t=10.128.2.26,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=47566,tp_dst=8080,tcp_flags=fin|e

t=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=38620,tp_dst=8080,tcp_flags=ack
ck=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=55704,tp_dst=8080,tcp_flags=ack

AdminNetworkPolicy i Pass ¥

log:Ingress:1", verdict=pass, severity=warning, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:1b,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.27,nw_ds
t=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=37394,tp_dst=8080,tcp_flags=ack

2024-06-10T16:35:04.209Z|00081 |acl_log(ovn_pinctrl0)[INFO|name="ANP:anp-tenant-
log:Egress:1", verdict=pass, severity=warning, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:19,dl_dst=0a:58:0a:80:02:1b,nw_src=10.128.2.25,nw_ds

2024-06-10T16:33:12.019Z|00075|acl_log(ovn_pinctrl0)[INFO|name="ANP:anp-tenant-
t=10.128.2.27,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=34018,tp_dst=8080,tcp_flags=ack

| fl 4.3. ACL BT R, AT A Ingress:1 Hl Egress:1 8%/ anp-tenant-log i

AdminNetworkPolicy i Deny ##4F

log:Egress:2", verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:19,dl_dst=0a:58:0a:80:02:18,nw_src=10.128.2.25,nw_ds
t=10.128.2.24,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=51598,tp_dst=8080,tcp_flags=syn

2024-06-10T16:44:43.5912|00090|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-
log:Ingress:2", verdict=drop, severity=alert, direction=to-Iport:

tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:1c,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.28,nw_ds

2024-06-10T16:43:05.2872|00087|acl_log(ovn_pinctrl0)[INFO|name="ANP:anp-tenant-
=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=33774,tp_dst=8080,tcp_flags=syn

| fll 4.4. ACL BEYIRAI, BT A Ingress:2 ] Egress:2 94/ anp-tenant-log i

TR T ANP ST

% 4.3. it B&id & AdminNetworkPolicy 3 f#

SR value
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AR value
k8s.ovn.org/acl-logging i ZE>48%E Allow, Deny 3% Pass ¥ —F g hen & 2265
I B&ILR,
Deny
Al @ $87%E alert. warning. notice. info 3¢ debug.
Allow
Al @ $87%E alert. warning. notice. info ¢ debug.
Pass

Al : $87%E alert. warning. notice. info 3¢ debug.
4.4. BASELINEADMINNETWORKPOLICY it H&iDx
{5 k8s.ovn.org/acl-logging %3 2 BANP %#&, 1f BaselineAdminNetworkPolicy CR #/5 A it H
matchLabels:
tenant: workloads # Selects all workload pods in the cluster.
ingress:
- namespaces:
matchLabels:
tenant: dns

HILK, IR
5l 4.5. BaselineAdminNetworkPolicy CR B3 f#@ il
apiVersion: policy.networking.k8s.io/vialpha1l
kind: BaselineAdminNetworkPolicy
metadata:
annotations:
k8s.ovn.org/acl-logging: '{ "deny": "alert", "allow": "alert"}'
name: default
spec:
subject:
- name: "default-allow-dns" # This rule allows ingress from dns tenant to all workloads.
action: "Allow"
- name: "default-deny-dns" # This rule denies all ingress from all pods to workloads.
action: "Deny"

namespaces:
from:
from:

- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "default-deny-dns" # This rule denies all egress from workloads. It will be applied when
no ANP or network policy matches.
action: "Deny"
to:
- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.

65



OpenShift Container Platform 4.18 R4 %&£t

ERBI, —ANF#H, HPEAHEE tenant: dns B4 22 B 7% tenant: workload 19
Lz, NKERAE.

UTFRUTRAEBEFRBENSRAZRAE

AE Fmj
A0
RuleO
FeFMFE T dns ZI7H 7 workloads; IngressO: Allow
Rulel
B2 MFA pod EIFE 7 workloads; Ingressi: Deny
Egress

RuleO
1B45FF A pod; EgressO: Deny

#l 4.6. ACL allow HETRAI, FATFH A Ingress:0 B default BANP B9 Allow 24

2024-06-10T18:11:58.263Z7|00022|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=syn

2024-06-10T18:11:58.2642|00023|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=psh
ack

2024-06-10T18:11:58.2642|00024|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=ack

2024-06-10T18:11:58.2642|00025|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=ack

2024-06-10T18:11:58.264Z|00026|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=fin|e
ck

2024-06-10T18:11:58.2642|00027|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttlI=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=ack

I fl 4.7. ACL allow B&EYRGI, AT Egress:0 #l Ingress:1 9 default BANP £ Allow ¥24F
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2024-06-10T18:09:57.7742|00016|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Egress:0",
verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:56,dl_dst=0a:58:0a:82:02:57,nw_src=10.130.2.86,nw_ds
t=10.130.2.87,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=45614,tp_dst=8080,tcp_flags=syn

2024-06-10T18:09:58.8092|00017|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Egress:0",
verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:56,dl_dst=0a:58:0a:82:02:57,nw_src=10.130.2.86,nw_ds
t=10.130.2.87,nw_tos=0,nw_ecn=0,nw_ttlI=64,nw_frag=no,tp_src=45614,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:00.857Z|00018|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Egress:0",
verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:56,dl_dst=0a:58:0a:82:02:57,nw_src=10.130.2.86,nw_ds
t=10.130.2.87,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=45614,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:25.414Z|00019|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:1",
verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:58,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.88,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=40630,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:26.457Z|00020|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:1",
verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:58,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.88,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=40630,tp_dst=8080,tcp_flags=syn
2024-06-10T18:10:28.505Z|00021|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:1",
verdict=drop, severity=alert, direction=to-lport:

tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:58,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.88,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=40630,tp_dst=8080,tcp_flags=syn

T&R#E®R T BANP SEfZ :
% 4.4. %1t &% BaselineAdminNetworkPolicy ¥ f#

SEfR value

k8s.ovn.org/acl-logging R ZE D i87E Allow 5t Deny z —F g hén &2 [H o AH T H
BT,

Deny

Al @ $87%E alert. warning. notice. info 3¢ debug.
Allow

Al @ $87%E alert. warning. notice. info 3¢ debug.

4.5. SR BFECIE H OB MO A0 L% SR T
ek, EAMAE CERNFEITAE,

FRFH

e L% OpenShift CLI (oc) o
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Pt

68

o {HHEXA cluster-admin I RHIFE - E[ERIERE,

o ZEAENFHITAEEE, HHWAUTHRS :

I $ oc edit network.operator.openshift.io/cluster

I
EAA LA B E LFFR AT YAML kBB it BEILE -

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
policyAuditConfig:
destination: "null"
maxFileSize: 50
rateLimit: 20
syslogFacility: local0

1. BB ARSI RIREa R, ERAATEIR
a. QIR EETRIL :

$ cat <<EOF| oc create -f -
kind: Namespace
apiVersion: v1
metadata:

name: verify-audit-logging

annotations:

k8s.ovn.org/acl-logging: '{ "deny": "alert", "allow": "alert" }'

EOF

B Ih B T A LS SRR B R 22 8], RSN created,
b. ey Ze 8] O3 L% 5REE -

$ cat <<EOF| oc create -n verify-audit-logging -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: deny-all
spec:

podSelector:

matchLabels:
policyTypes:
- Ingress
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- Egress
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-same-namespace

namespace: verify-audit-logging
spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

ingress:

- from:

- podSelector: {}
egress:
- to:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: verify-audit-logging

EOF

Fai th 7 B

networkpolicy.networking.k8s.io/deny-all created
networkpolicy.networking.k8s.io/allow-from-same-namespace created

2. default #p % 22 [A] R BYTEUR 2 012 pod :

$ cat <<EOF| oc create -n default -f -
apiVersion: v1
kind: Pod
metadata:
name: client
spec:
containers:
- name: client
image: registry.access.redhat.com/rhel7/rhel-tools
command: ["/bin/sh", "-c"]
args:
["sleep inf"]
EOF

3. 7£ verify-audit-logging 4 Z2 /8] B F 1 pod :

$ for name in client server; do
cat <<EOF| oc create -n verify-audit-logging -f -
apiVersion: v1
kind: Pod
metadata:

name: ${name}
spec:

containers:

- name: ${name}
image: registry.access.redhat.com/rhel7/rhel-tools
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command: ["/bin/sh", "-c"]
args:
["sleep inf"]
EOF
done

BRINEIH ST H A pod, # pod/client 1 pod/server, IR created.,
4. BERREFERMAERETITEESRE, ERRATEE :
a. 7t verify-audit-logging fp# 22 (A FIKEX % server B pod B IP itk :

I $ POD_IP=$(oc get pods server -n verify-audit-logging -o jsonpath="{.status.podIP}')

b. M default fp& 22 E 7 client B pod A1 ping E—N 5589 IP Hhtt, FHHEIAFFEEIES
HEEF:

I $ oc exec -it client -n default -- /bin/ping -c 2 $POD_IP

iRl
PING 10.128.2.55 (10.128.2.55) 56(84) bytes of data.

--- 10.128.2.55 ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 2041ms

c. M verify-audit-logging % % 22 (6] FF Y% S i pod H, ping POD_IP shell If 525 2 AR 1F i
P Holtt, HHBIARKARTERIES.

I $ oc exec -it client -n verify-audit-logging -- /bin/ping -c 2 $POD_IP

i tH o B

PING 10.128.0.86 (10.128.0.86) 56(84) bytes of data.
64 bytes from 10.128.0.86: icmp_seq=1 ttI=64 time=2.21 ms
64 bytes from 10.128.0.86: icmp_seq=2 ttl=64 time=0.440 ms

--- 10.128.0.86 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.440/1.329/2.219/0.890 ms

5. BRMKAREHITAEPHNRFHRE :

$ for pod in $(oc get pods -n openshift-ovn-kubernetes -l app=ovnkube-node --no-
headers=true | awk '{ print $1 }') ; do
oc exec -it $pod -n openshift-ovn-kubernetes -- tail -4 /var/log/ovn/acl-audit-log.log
done

i th o Bl

2023-11-02T16:28:54.139Z|00004|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:Ingress", verdict=drop, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,n
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w_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp
_flags=syn
2023-11-02T16:28:55.187Z|00005|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:Ingress", verdict=drop, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,n
w_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp
_flags=syn
2023-11-02T16:28:57.235Z|00006|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:Ingress", verdict=drop, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,n
w_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp
_flags=syn
2023-11-02T16:49:57.909Z|00028|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0
2023-11-02T16:49:57.909Z|00029|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:58.932Z|00030|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:58.932Z7|00031|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,d|_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0

4.6. Jyfp# 22 [R5 A H OB ASEFN P43 SREG 1T B &
N EBER S, EAhRRRAEAFITAS,

FeREH

o 2% OpenShift CLI (oc) .

o (HFHEZH cluster-admin IR P EFEEI &£ EE,
pi% =

o EHMATAEEAFITARE, EWAUTHS

$ oc annotate namespace <namespace> \
k8s.ovn.org/acl-logging="{ "deny": "alert", "allow": "notice" }'

Hep:

<hamespace>

1B E o5 4 22 (A B9 & FF,
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R

AR AR LU YAML SRF A F 1T E&ILK ¢

kind: Namespace
apiVersion: vi
metadata:
name: <namespace>
annotations:
k8s.ovn.org/acl-logging: |-
{
"deny": "alert",
"allow": "notice"

}

BRIDHIHSIE T #Hit BRI R LR, KA annotated.,

N

BRFITBEPRRHRRAE

$ for pod in $(oc get pods -n openshift-ovn-kubernetes -l app=ovnkube-node --no-
headers=true | awk '{ print $1 }') ; do
oc exec -it $pod -n openshift-ovn-kubernetes -- tail -4 /var/log/ovn/acl-audit-log.log
done

it Bl

2023-11-02T16:49:57.909Z|00028|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:57.909Z|00029|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,icmp_type=8.,icmp_code=0
2023-11-02T16:49:58.932Z|00030|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:58.932Z|00031|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0

4.7. Jutn B 22 AR A O B K R 45 SRS BT B 7S
N ERER S, EAURAREEINFITAS,
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FERFNF
o % OpenShift CLI (oc) .

o {HAEA cluster-admin I RHIFE - E[ERIERE,

AR
o EHHABARMEIAE, FHANTHS :
I $ oc annotate --overwrite namespace <namespace> k8s.ovn.org/acl-logging-

Hep:
<namespace>
e E R ZEH TR,
B
B A AN LT YAML SEZ2B 5 i BERicT :

kind: Namespace
apiVersion: vi
metadata:
name: <namespace>
annotations:
k8s.ovn.org/acl-logging: null

BRIDHIHESIE T #Hit BRI R LR, KA annotated.,

4.8, EAh TR
o XTI

o B ECE H Of5 K

73



OpenShift Container Platform 4.18 R4 %&£t

2 5 Z EGRESS [h A

5.1. & EI B K O R N
ENERBEE R, Be A HEAIIA SO AERNRFR, HEEREH O AEBFREMN,

5.1.1. &% EgressFirewall BE X %R (CR)

R LB LR B EgressFirewall CR,

FeREH
e {#F OVN-Kubernetes MZ4iHHHHISERE,

e &I OpenShift s H1TRE (CLI), BEHEF/ oc,
o RIIERERE,
¥ =
1. A% BEEEEREDE LM EgressFirewall CR BIEFR, EHALUTHS :

I $ oc get egressfirewall --all-namespaces

2. BREER, HEHMALUT®S, IF <policy_names & h B EHEK AT,

I $ oc describe egressfirewall <policy_name>

i th o Bl

Name: default

Namespace: projecti

Created: 20 minutes ago

Labels: <none>

Annotations: <none>

Rule: Allow to 1.2.3.0/24

Rule: Allow to www.example.com
Rule: Deny to 0.0.0.0/0

5.2. 1B gk O K8
{E BB, N PTLUETRENA th O B MBI R R BRI,

5.2.1. %#%8 EgressFirewall BE X #R (CR)
ENEHEEA, EAIUEH—NUBH O X E,

FeREH
e {HF OVN-Kubernetes MZ4iH RIS EE,
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e % OpenShift CLI (oc) .
o MEEMALHTENFDEMMEIEE.,
it 3
1. ZTIER EgressFirewall CR FI&Z R, ¥ <project> #4111 B A F5.

I $ oc get -n <project> egressfirewall

2. AN ANSRISTE AR O R RE KRR B 4R 77 EgressFirewall M REVEIZA, 1EHI AL T 64K
IR,

I $ oc get -n <project> egressfirewall <name> -0 yaml > <filename>.yam|

¥ <project> B NI B EIR, ¥ <name> Bt )y Pod MEHR, ¥ <filename> Bt HEfF
YAML fR77EIBSCHBI B 7R,

3. BRERANE, BIALLTEa4SEH EgressFirewall CR, ¥ <filenames> & h B & EHH
EgressFirewall CR B934 £ 5,

I $ oc replace -f <filename>.yaml

5.3. MII B H kR H O Bl A

ENERFEIEN, MATLAMIE FHBRE OB S, MM BRI B BB FF OpenShift Container
Platform SEA¥ 8 2% 57k & HIBR I,

5.3.1. fflB& EgressFirewall CR
ERNERFEIER, A LAMIE AR O RS A3,

SeRF M
e {#f OVN-Kubernetes M%&3E {4 ISR,
o % OpenShift CLI (oc) .
o NREFEMEHTEASGHEMBIERH,
AR
1. ETIE# EgressFirewall CR IR, ¥ <project> & #4111 B A TR,

I $ oc get egressfirewall -n <project>

2. BiALLF a5 1Bk EgressFirewall CR, ¥ <projects> it HIIH &7, <names Bt hiT R4
*ﬂ‘o

I $ oc delete -n <project> egressfirewall <name>
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5.4. 93 B ECE H OB A

ENEHEEA, EALATBAB— RO X, BFREIEF OpenShift Container Platform 52
M ORE.,

5.4.1. HOBs KEEE— DB P TRRIE

ENERREER, ERUMER - O ERREIERR—L pod A pod ATLLIRIBISAERE
Mo HOABXEERTUTIRR

e pod REGHEEBIREEN, BXERNEIAHEERMESE,

o pod REEEFEBNHEBEM, BIiEF5hEI OpenShift Container Platform & LA BIRER EH]
BE R,

e pod Foi%1Ji ] OpenShift Container Platform SE &£ 44 B E N ERF M=K E Mo
e pod REGEEEIRFENAIBEN.

plgn, EEUARFE—DTBVIFEER IPSEH, BEAHEMTBXRE— IPSEEIDH, SEERLIR
HI N R FF & A 5L M Python pip BOEH& muHT R, FHombl 2 REH Rk B THUERIR,

IRE LB A — EgressFirewall B E Y HR (CR) BB H OB AIEREE, HOBAESHRUTE
—*1¢E’JH?%/;.LEIT_EEE .

o CIDR #&={H] IP #hiikSE
o 2}y IP Hutk By DNS & #R
o IHOS

o THNELLTFTWiNZ— : TCP. UDP #1SCTP

5.4.1.1. H ORH K EEBIBR Hl
H OB AEEBLLTRS :

o IETREE % EgressFirewall CR,

o HORGAEEHNIAE R Tt SR RMATRE. EMAMNEE Route CRITRIAA, EAILL
i SRR HE R 2R AR B B Yt B9 B8 HH SR S8 H 1 B K SR SRR ML

o HORIMEARERTENMLanRZER, 5RAENMEER Pod 32 H A AKIE LIS,

o HIREHH O AXEEEE 0.0.0.0/0 BIFELEHIN, IBE 1% OpenShift Container Platform API
AR%5 8, WA hEA 1P LR MA VRN, A EORBHARE nodeSelector KR f3 1T
I S22 E API BRSS233-

LU RGBSR T #R API BRSS 2815 [ AT iR B9 & O BA KA B

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:

name: default

namespace: <namespace>
spec:

egress:
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mdrSeIector <api_server_address_range> ﬂ
type Allow

mdrSeIector 0.0.0.00 @
type: Deny

‘IDT-

<namespace>
157 O BA K IEBY 6 & 22 [
<api_server_address_range>
fEE &5 OpenShift Container Platform API iR 5523849 IP HbitSE .,
<cidrSelector>
157 0.0.0.0/0 fHRHELBIELHNI, BELLEFR OpenShift Container Platform API AR 55
a0
ZE API RS 219 IP Hutlk, 15217 oc get ep kubernetes -n default,

MEELER, HB BZ#1988324,

BB RZAE L —TNEAZRS 8,000 NMNE EgressFirewall % 5,

INRIETE Red Hat OpenShift Networking FR{E T B HZ M KER B OVN-Kubernetes %415
f#, NLEREIAOLBS 222 E O KSR, RS OFAENNEFAODS Brtth
P, REFMHEFR,

WE, TEH O AKEERE PRI E RS 2 (DNS) &I 2RM& T CoreDNS #1741t DNS 2
. B2, MREHH OB MERIBERESA, FHENER DNS BRFS5IFLEZ R0 pod B9 DNS 2
M1, N/ EFERIFIR] DNS BRS58589 1P ik B9 H O RG KBS HEIL,

HROX LRGSR E B O ASEHIA L, R, FEASRAREREIWRER, XAREKAEN
PHHAEREE N,

kube-node-lease. kube-public. kube-system. openshift #1 openshift- 1ji B f il & —
EgressFirewall %R,

5.4.1.2. H O RA A5 SRBE FL I B9 T B2 i =

OVN-Kubernetes R#EE X BN/ 17F44 H O MRS, MB—MEIRE—IHIF, E—15 pod
B RS WA B, 1EES R ESAFrE N,

5.4.1.3. H & AR 5528 (DNS) 740/ T4F
INRIBIE egress B NIEREEHIN| R EE A DNS &#5, N EMREITIHESZRILLTRS :

o HEHFHAMBERMFE (TTL) FHEMREIETRIAN, FINERT, FEREDY 30 28, HHO

Pt e ﬂzl:ﬂt%mﬁ%%auﬂm%ﬁ BN EE TTL B TTL /NF 30 9%, 24|
FPF1% DNS ZFRBFF ST (BB MIREIM(E, 1 DNS &#E8a7E DNS 10k TTL T HiE
=if,
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o EFEM, pod wIBIIHERKAMZIIRS SR Z, S, egress B AIEEH2FH pod E
B9 1P it FTRE R B AR E, INREH AR IP UARRE, T OB K858 HI L e sE R
_ﬁo

o [FyH OB AIEEHIZRH pod RE MR A ETIRS S, P pod ATRESTEH O#EHI &R 1

FTRIGREREFTRY 1P i, MM SEES&ME. BFXANRE], 21T EgressFirewall X5
{6 FAig 4 S BBl IP HbhikAisg,

5.4.1.3.1. BU# 7 DNS fEHfr RN BB RHg &

ARLERT, 5 DNSICRREKE IP Mt RS EDN, HEETREFEEHD (egress) B MIERIEH
MR E BECAF .

TEXMIERT, OVN-Kubernetes S£E¥E 235 & H O SRS A E RSN ME— DNS & F50)
#— DNSNameResolver BE X RN R, LEELFKEFEHEUTESR :

BE

St T OB A SN DNS T R 2 — PN RORTINIZhRE. AT IhRE R RZAL0E ™ M AR
FERML (SLA) X¥, BYMREAEHTITE, BT HEEEFIMEREREl]. X
LERORTI B ZheE R LU A iR BRI B #TeIThEE, HANSEF LM BRIRH KRR L.
BRIABRATGEEEXFEEMESER, HSIIL TR

o RURTIYIZhRESZ RSt

DNSNameResolver CR & X =<l

apiVersion: networking.openshift.io/vialphai
kind: DNSNameResolver
spec:
name: www.example.com.
status:
resolvedNames:
- dnsName: www.example.com.
resolvedAddress:
-ip:"1.2.3.4"
ttISeconds: 60
lastLookupTime: "2023-08-08T15:07:04Z"

Hep:

<name>

1857 DNS &, XA LLZIAE DNS B BECRT DNS &5, X F@BECRF DNS %475, DNS &R
WE RS E 5 BECRF DNS & FRLERIFTA DNS & FR,

<dnsName>

18 5 spec.name FEXILECHIAENT DNS &fF. 1R spec.name FEXTEBERF DNS &#5, N0
#E% dnsName B, HPSESEMEITITSEER DNS AFREEBIIRE DNS &fF, (1R BERF
DNS &t =] LARThARAT, NIt BB F i @BECRT DNS &R, <ip> I8E S5 DNS ZFFREXFI AT IP
ik,

<ttlSeconds>
B ERE— REFFN H (TTL) R A,
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<lastLookupTime>
BERE—REHMHE,

INRTE DNS f#47 DNS 2t i2d, Eifhe DNS & 755 DNSNameResolver CR #17E Y H{E{A] & /i
ILfEg, #B/4TE CRstatus FERHRENMEBEHZAIHESR. R DNS BEFEMREHRN, SERKIUBN
TTL 5 30 D¥EEFIERK,

OVN-Kubernetes £ 2# & 1285 s 11X} EgressFirewall B E KRN REST, FHERHAL LN, B
S M PR 5K L H O B A SR BE < BX Y DNSNameResolver CR,

a5 H-
= [

REEEEY DNSNameResolver B Y VB, BCRTAES B OB AJEB R B8
5.

5.4.2. EgressFirewall B Y 558 (CR)

EE LU AR AKEEE L= Z A, A2 — Allow M, A LLZ2—1 Deny AU, ©a&EM
& AR E S

LUF YAML 83k 7 EgressFirewall CR :

EgressFirewall X &

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:

name: <ovn>
spec:

egress: <egress_rules>

Her:

<ovn>

SR BFF I Z default,
<egress_rules>

INTFNTRTR, IBE—PHZNHOREKREIANINES
5.4.2.1. EgressFirewall il

LAF YAML ##3 7 EgressFirewall STREFN, FA eI LLERE: CIDR #8089 1P b SE ., i34, SERA
nodeSelector FE&E R FHIELHORE. egress /NTTEE—NEIE—NHZ N ROVEE,

i O SRBE L] /N T
egress:
- type: <type>
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to:

cidrSelector: <cidr_range>

dnsName: <dns_name>

nodeSelector: <label name>: <label value>
ports: <optional_port>

Hep:

<type>
BEAMNMRE, Z{EXJ=Z Allow = Deny,
<to>
18 QR E CEHIA/NTT, ZHNIEE cidrSelector FE%, dnsName F%, EARBETER—
FLII AR {58 B N B
<cidr_range>
167 CIDR =09 IP Huht S,
<dns_name>
{87 DNS 54,
<nodeSelector>

BERE, @R ERME, REMMNEINSR, 20 pod. nodeSelector SLVFEFE—PHS
MR, FMINE pod.

<ports>
Y8 7E Hh st MU B9 A 45 8% O R P LR B BY R B

O/hT
ports:

- port:
protocol:

==

<port>

EEMLIRO, 4080 =X 443, MR N LFERIEE —ME, 1£8710 protocol FE&IEE—ME,
<protocol>

EEMSININ, ZEXTZ TCP. UDP =X SCTP,

5.4.2.2. EgressFirewall CR 7=l
LUR R BIRE LT LA OB K S SRBE HAL) -

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
spec:
egress: ﬂ
- type: Allow
to:
cidrSelector: 1.2.3.0/24
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type Deny

mdrSeIector 0.0.0.0/0

‘IDT-

<egress>

HERE H OB KRB AL RVER S

LUTFRBIE X T —NERHN, BN AEFA TCP il B riEO 80, sHEAFIEIrEO 443,
Mi3E4a@ T 172.16.1.1/32 IP ik B FEHHR =,

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
spec:
egress:
- type: Deny
to:
cidrSelector: 172.16.1.1/32
ports:
- port: 80
protocol: TCP
- port: 443

5.4.2.3. £ nodeSelector #J EgressFirewall CR R~

ER—NEHEEN, EALUEA nodeSelector FEEIEE MK AFHIBLAER DT RMWEORE. in
ZAILAN AR —PNHEN T R, A BRER, BANARZNEANT & IP bR Foh#iN], FrLlfEarLiE
R sk AR QI — MR, l«/lefF.':l:'.IZIB)FJKi [ETEM pod iR EHLMLS pod, LT EH A region=east
PR IR

apiVersion: k8s.ovn.org/vi
kind: EgressFirewall
metadata:
name: default
spec:
egress:
- to:
nodeSelector:
matchLabels:
region: east
type: Allow

5.4.3. f|# EgressFirewall B E X %R (CR)
ENEHEIEA, WAILUNTE Q8 —H O KGRI &,

BE
INRI1E 2758 EgressFirewall TR, /a0 78 SRBE Sk B ol O RBA A IEHLI,
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FeREH
e {FFH OVN-Kubernetes RIZ& G HIE RS,
e % OpenShift CLI (oc) .

o EHFEFEAEHEENFMNBEMEIER.

iy =
1. SIRRSRBSHLN :

a. fll8#— <policy_names.yaml XX, H# <policy_name> #& it & O SRBE AL,

b. EXHHE X EgressFirewall X%,

2. IBITA T iR ARSI R, I <policy_name> & HREEHI A,
NREIMTIR,

I $ oc create -f <policy_name>.yaml -n <project>

BIEH S T egressfirewall.k8s.ovn.org/vl £ LK% created R,

3. @i% : {R7F <policy_names.yaml XX, LUEELEHITIER,

82
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% 6 = Bl IPSEC %

2 6 = & IPSEC IN&

BT E R IPsec, AL T m 2 [HHIAER pod El pod £EEFE, MUREEAIRM pod M IPsec ifim
Z RIS ER R E. OVN-Kubernetes &EB¥M4% LRI TT s Z [BIBIFRA pod El pod M4EREEREA IPsec /7
HiE =t N,

FINEH IPsec, BAILAEREEHLZIERIRERTEA IPseco BREHREMNIFIE, HSH
OpenShift Container Platform 2222485k
p= Y=

% libreswan # NetworkManager-libreswan ¥4 &8 R [E# OpenShift Container
Platform RAR, $FEEEEFZ] OpenShift Container Platform 4.18 & 5 Bf NELLH I
BT REHEI 5, NFE—RE, Cluster Network Operator (CNO)¥¥ IPsec Egi&
MABRTET R, S FHEZPER, Machine Config Operator (MCO)&F R HIH 25 E
BN FAEIERE

ERN CNOMMCO BFHEaHAE—TREFRR, HMUTES :

o TEFUEREERI, 1EXIITET RiHFITH4M MachineConfigPools B E X FTIR(CR)
FiF paused SEIXE N true.

o HEFRPEKHE, BSHILED false,

MBEELER, BB H4T Control Plane Only B,

OpenShift Container Platform 58/ IPsec F7E LA T 32 RFBR 1 -

e 7E£IBMCloud® L, IPsec {{Z#F NAT-T, FELLFE LARZH Encapsulating Security Payload
(ESP).

o MNRITMIEEETE Red Hat OpenShift Container Platform F{# A FE& /) control plane, ] IPsec
%% pod Bl pod, LAREIAEBENH IPsec %,

o MEH—ANHLZNEOMME Open vSwitch (OVS), NMIARZHIEFEMMLLiEO R ESP B4
HE, NEBEA IPsec 2L IPsec SHIINEI OVS M OEEER. KIMER
T, OpenShift Container Platform 7EMfINEI OVS BIfE{a#: O L2 ESP &4 EEL,

o MR IARMIINEI OVS WIMLZIEOZA T IPsec, LB AWM RMIINE OVS MENED
EFEhEEF ESP FEHENEL

® Red Hat Enterprise Linux (RHEL)IT&E 17 m LR #F IPsec, R AENMEMTET R LEEH
ovn-ipsec & 2&/HH] libreswan T3 A, 155 (OCPBUGS-53316),

LATFHIRBER T IPsec XA RES -
o HEEBRERICAMEHM IPsec,
o NEBMAMENZFFRERE IPsec N,

o IiE IPsec @B MBARRET RLM pod ZIAIBIRE.

6.1 BRI

£ OpenShift Container Platform SE&¥/{#FH IPsec I, AT LAMEL TR ERE R AL
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/installation_overview/#ocp-installation-overview
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/updating_clusters/#control-plane-only-update
https://www.redhat.com/en/topics/containers/what-are-hosted-control-planes
https://issues.redhat.com/browse/OCPBUGS-53316

OpenShift Container Platform 4.18 %% £

K 6.1. YNy IPsec =R

B ik default
Disabled REREWMNE, XEEBFNMINLE, =
Full pod & pod BIREMWINE, #0"H pod F pod IPsec MBEMMLR &
ERBHRTR, 5B IPsec FTRMECES KT, ATLANBEIANER
TRERE,
458 SERX IPsec FTRMERE S IRE, "TLAMNBEIAET RERE, &
6.2. o RF M

S FREREMBR A B END IPsec hr, HBRIBBIUTRRES :

e 7£ OVN-Kubernetes P41 {4 H ovnKubernetesConfig.gatewayConfig 4% 1% &
routingViaHost=true,

e L% NMState Operator, 187 IPsec EEEFRZX M Operator, MEEZER, HFSH
Kubernetes NMState Operator,

o’ A=
' Google Cloud {3 #F NMState Operator RE2 & IPsec,

e P& 4%& Butane T8 (butane), E&R4 Butane, 155 (% &% Butane,

XESERFMFERIETRIME TN NSS BIEZEH, HECE IPsec SABMENIMITEE.

6.3. 2 A IPSEC I B4R B E 5K

IR B2 2 (RBP4, LSS OpenShift Container Platform EHH 4 TRBIE. BEVIZRED
WIBETS R R B AT AL ER EN B,

* 6.2. A& aEmalliaErimn

17135 port ik
UDP 500 IPsec IKE ##E2E
4500 IPsec NAT-T #iE S
ESP N/A IPsec Encapsulating Security Payload(ESP)

6.4. POD % POD ji&H IPSEC IN%
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% 6 = Bl IPSEC %

X5 F pod Bl pod REH IPsec 1I%, LAT/NTifEmR 7 iIZHILYE EB pod Bl pod BIRE, FRMALINE
Wi, LARBNMAZNER X509 UEf, iXLEEERD A ER FEBFMNIBENZEIR IPsec N, BTN REER
A ER 4% B B FENER B

6.4.1. H pod F pod IPsec MBI M L% &I FY
JA A IPsec fa, RA pod AL TR RERWINE

o EBMMBHATETRLM pod FIBFRE

o MEMNML LR pod MERNEEEMLE LM pod
UTFREREBMNE :

o EBMM ER—TRLEH pod FIFRE

o ML ER pod [AIBRE

o MEEMLE L pod MERIENMLS LR pod
TEAFPERT MBENRINBERIE

—» Notencrypted ---p Encrypted

Host network Cluster network
Node 1
Pod O
Pod 2 Pod 1
| A
v
Node 2 ‘
Pod 3
n
v
Node 3
Pod 4 o
vt v
Pod 5 Pod 6

6.4.2. INFEVMLF IPsec 2

FERNMZENHE AES-GCM-16-256, TEMMEME (ICV) 716 FT, BWAKE N 256 fiL,
AN IPsec BRZ /FHE=, X2RdARBHIESH IP iRLRINEE%R £ Payload (ESP) PR3k 0

Fin iR EMER., OpenShift Container Platform BEIA X # pod Zl pod #1589 IPsec Tunnel &
=,
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6.4.3. REUFPEKRMCE

Cluster Network Operator (CNO) 4B %% X.509 IEBMA NI (CA) , ZMANF (CA) BT
B, REENTRMIEPBEAIER (CSR) B CNO BEhEH,

CAMBENHAN 10 &, MV RIEPHBEMI N5 F, H1E4FFRFEIRK,

6.5. A ER R ER IPSEC 028

OpenShift Container Platform XM IPsec XMEZERFASBENIRE, BREHTEPBIBHRE
MEFNSEEEM, BEINBEARIR TR IR X.509 UEH,

6.5.1. THFHEE
LU TFEA L IINEE -
o BH

Google Cloud

Red Hat OpenStack Platform(RHOSP)

VMware vSphere

BF

INRIEH Red Hat Enterprise Linux (RHEL) I8 (compute) T, BIIFAXFAESBRE
B IPsec IN%#.

INRIZHEEEETE Red Hat OpenShift Container Platform A{ERIEEM control plane, MR RENM
BEIANERENB IPsec,

6.5.2. [RHl :
FRIR R B R RR S -
o ENALRREBE IPsec Iif, NMState Operator BRIA X #F IPv6 BLE,
o RULHYIE I R aIE T B A R HR(CN) T AELL ovs_ BTZEFF Sk, BN HETUSENT &
BRI 2% 22 2 AR 25 (NSS) SR FR Y pod B pod B IPsec CN & #ize,
6.6. /3 F IPSEC 1n#
YENEREIER, EA MIEERANES IPsec a2, A pod 2l pod IPsec MI#H] IPsec I,
ERILUEF L TR 2 — B8 IPsec :
e Full : pod & pod F1A-EBRENINE

e External : X AERFREHITINE

= -
o IR LL Full =2XECE IPsec, M I5EM" NAENRERE IPsec &2,
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FRFH

e % OpenShift CLI (oc) .
o LIEA cluster-admin R - 510 & k&R,

o IRESER MTUBIKR/INED N 46 FT7, LUFHF IPsec ESP Frak B FF&Y,

pri% =
1. BEHA IPsec INZ, EWIALUTRS :

$ oc patch networks.operator.openshift.io cluster --type=merge -p \
{
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"ipsecConfig":{
"mode":"<mode">

HY

7E External LUINFEIAEENRURE, HEIETE Full KINE pod &l pod iE, LKA
%E’JEU%ﬁBEE*fLE’J/JILEQ ZKINE R TZH IPsec,

2. ““ﬁlZ"?‘j%an %@ % IPsec ﬂﬂ@? /)IL*EE; {iﬁﬁ IPsec ﬂﬂgﬂtﬁl %

1. & OVN-Kubernetes data plane pod BY&#, iHHMI AL TS :

I $ oc get pods -n openshift-ovn-kubernetes -I=app=ovnkube-node

i th = Bl
ovnkube-node-5xqgbf 8/8 Running 0 28m
ovnkube-node-6mwcx 8/8 Running 0 29m
ovnkube-node-ck5fr 8/8 Running 0 31m
ovnkube-node-fr4ld 8/8 Running 0 26m
ovnkube-node-wgs4l 8/8 Running 0 33m
ovnkube-node-zfvcl 8/8 Running 0 34m

2. BITUT oS, WIFEEPRESHET IPsec:
-

ENERFEIEN, MAILME IPsec BBE N Full R ISIEERF A pod Z A2
7T IPsec, WWHIRARKIE IPsec @EEEBEAER ENIA T,

$ oc -n openshift-ovn-kubernetes rsh ovnkube-node-<XXXXX> ovn-nbctl --no-leader-only get
nb_global . ipsecﬂ
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He : <XXXXX> 8 L —FH pod BIBEHLFRFFT1,

BRI T RIRE N true,

6.7. N ERRERE IPSEC IR

ENEBREER, EFEMH IPsec MBAIRE, BT HMEEMIIIEE IPsec, SIEIRHE PKCSH#12 1E
P RNXNFIEME Butane G2V ZRERE, FFUENIIRE butane TE,

==
N FAHZREES, Machine Config Operator (MCO)AE R &R FRBIZ R0 17 s LUHEH 37
M2 E,
SREMG
e % OpenShift CLI (oc) .

88

REAERITEN ERET butane TE,
EEBPLET NMState Operator,
LB A cluster-admin t{ R B3 & R EEE,

2N IPsec i R A —PNNAE R PKCSxdg i+, FLL Privacy Enhanced Mail (PEM)#& &R CA
EF,

RIEEEEHH Full 3 External X2 A T IPsec,

1R TFE OVN-Kubernetes M4 §E4HY ovnKubernetesConfig.gatewayConfig #14& f %
routingViaHost SH% &} true.

. {#F NMState Operator 1 mMEEL B RIEOEE IPsec BLB, MIEBZER, 1ESHEH

nmstatect! BB & T IPsec B VPN %,

a. EiRF| IPsec i mBUERET mBY P Hhlt, FHWALUTHS :

I $ oc get nodes

b. A% ipsec-config.yaml B934, %34 EH NMState Operator BT R4S ECE R
B%, 0 TFHIFF=. A% NodeNetworkConfigurationPolicy X/ REI#d, 1557
Kubernetes NMState T B ,

NMState IPsec {ZHific & =l

apiVersion: nmstate.io/v1
kind: NodeNetworkConfigurationPolicy
metadata:
name: ipsec-config
spec:
nodeSelector:
kubernetes.io/hostname: "<hostname>"


https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/setting-up-an-ipsec-vpn_configuring-and-managing-networking#configuring-an-ipsec-based-vpn-connection-by-using-nmstatectl_setting-up-an-ipsec-vpn
https://nmstate.io/kubernetes-nmstate/

% 6 = Bl IPSEC %

desiredState:
interfaces:
- name: <interface_name>
type: ipsec
libreswan:
left: <cluster_node>
leftid: 'Y%fromcert’
leftrsasigkey: '%cert'
leftcert: left_server
leftmodecfgclient: false
right: <external_host>
rightid: 'Y%efromcert'
rightrsasigkey: '%cert'
rightsubnet: <external_address>/32
ikev2: insist
type: transport

He:

kubernetes.io/hosthame

IEEENREN AR ENS, WENFTY IPsec BLEHBIZN EMN.
name

BEZEEEN LOBENEDRT.
left

IBEEEEIRALL IPsec BBBEMERT mMENEL, BFUITSIRIZHR PKCS resources
UEF # B9 SAN [Subject Alternate Name] ITHt,

right

IEEANERENLS, 0 host.example.com, BN G EIRHEAI PKCS#12 ik FHY SAN
[Subject Alternate Name] Tfg,

rightsubnet
EEANEBENLEY IP bk, 40 10.1.2.3/32,

NMState IPsec & & R~

apiVersion: nmstate.io/v1
kind: NodeNetworkConfigurationPolicy
metadata:
name: ipsec-config
spec:
nodeSelector:
kubernetes.io/hostname: "<hostname>"
desiredState:
interfaces:
- name: <interface_name>
type: ipsec
libreswan:
left: <cluster_node>
leftid: '%fromcert’
leftmodecfgclient: false
leftrsasigkey: '%cert'
leftcert: left_server
right: <external_host>
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90

rightid: 'Y%efromcert'

rightrsasigkey: '%cert'

rightsubnet: <external_address>/32
ikev2: insist

type: tunnel

c. BEERE IPsec #0O, HMALLTHS :

I $ oc create -f ipsec-config.yaml

- BFUTIERXHERMEIED EN EBRKR 2RSS (NSS) R,

Butane ECEHI—ER 2 5 A,

o left_server.p12 : IPsec i ML RIS

e ca.pem : f&{EFAZZIUEBIIE I LI

. MEEHB secret SUEAHIEENERT ¢

I $ password=$(cat run/secrets/<left_server_password>)

XEXHET—FSHER

o left_server_password: S 2B RN, LXXHFETFEED secret H,

. {FF pki12util T8, ©7i%iT& 7T Red Hat Enterprise Linux (RHEL), AL THRSIEEHRT

PKCS edServiceSet XM, AR < password&gt; HEH N IEH BT,

I $ pki2util -W "<password>" -i /etc/pki/certs/left_server.p12 -d /var/lib/ipsec/nss/

. E°H control plane FIIT & S & Butane BeBEXH, HHAUTHS

SRR E X8 ER Butane kA< N5 OpenShift Container Platform kg A< It
B, FEBRALLOER, 140 : 4.18.0, BX Butane WIER, 1ESIH"ER

Butane B/ZH23EE ",

-

$ for role in master worker; do
cat >> "99-ipsec-${role}-endpoint-config.bu" <<-EOF
variant: openshift
version: 4.18.0
metadata:
name: 99-${role}-import-certs
labels:
machineconfiguration.openshift.io/role: $role
systemd:
units:
- name: ipsec-import.service
enabled: true
contents: |
[Unit]
Description=Import external certs into ipsec NSS


https://coreos.github.io/butane/specs/

Before=ipsec.service

[Service]

Type=oneshot
ExecStart=/usr/local/bin/ipsec-addcert.sh
RemainAfterExit=false
StandardOutput=journal

[Install]
WantedBy=multi-user.target
storage:
files:
- path: /etc/pki/certs/ca.pem
mode: 0400
overwrite: true
contents:
local: ca.pem
- path: /etc/pki/certs/left_server.p12
mode: 0400
overwrite: true
contents:
local: left_server.p12
- path: /usr/local/bin/ipsec-addcert.sh
mode: 0740
overwrite: true
contents:
inline: |
#!/bin/bash -e
echo "importing cert to NSS"

% 6 = Bl IPSEC %

certutil -A -n "CA" -t "CT,C,C" -d /var/lib/ipsec/nss/ -i /etc/pki/certs/ca.pem

pk12util -W "" -i /etc/pki/certs/left_server.p12 -d /var/lib/ipsec/nss/
certutil -M -n "left_server" -t "u,u,u" -d /var/lib/ipsec/nss/

EOF
done

7. EF E—F Ol Butane XHRHVHERECE, HRALU TGS :

$ for role in master worker; do

butane -d . 99-ipsec-${role}-endpoint-config.bu -o ./99-ipsec-$role-endpoint-config.yaml

done

8. BN SRENARIER, HRMAUTHS :

$ for role in master worker; do
oc apply -f 99-ipsec-${role}-endpoint-config.yaml
done

BF

% Machine Config Operator (MCO) BB MR E L AHNEEN, Ea&E—
BR8N R, AR IPsec EEF AR, BUNERFMET REH.
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1 BAL T a0 EN SRR E RS :
I $ oc get mep
RINEFH T mEBLUTIRA : UPDATED=true. UPDATING=false. DEGRADED-=false,

BAERT, MCO &—RE—MHHEF—MEE, MMSBEIBLN FEES
BF A/ NS AN,

2. Byl IPsec HBREEBOHEINHELE, HMAUTHS :
a. FAINAIE IPsec HLEBSECE :

I $ oc get mc | grep ipsec
i Bl

80-ipsec-master-extensions 3.2.0 6d15h
80-ipsec-worker-extensions 3.2.0 6d15h

b. #IAER IPsec " BN FE control plane 7 & :
I $ oc get mcp master -o yaml | grep 80-ipsec-master-extensions -c
c. BIMTET =B IPsec I BN BERF. ~fHHEHER 2,

I $ oc get mcp worker -0 yaml | grep 80-ipsec-worker-extensions -c

6.8. EMh TR

e |Psec INZR
6.9. AL IPSEC i 222 H IPSEC 1%
ENEREEEN, BRI LMIBRAEENBIINE IPsec BE3E,

FoRFM

e % OpenShift CLI (oc) .
o LIEA cluster-admin R - 510 & k&R,

o IMITEEEHM Full = External EXAEE T IPsec,

1. LT YAML 645 remove-ipsec-tunnel.yaml 3244 :

I kind: NodeNetworkConfigurationPolicy

92


https://nmstate.io/devel/yaml_api.html#ipsec-encryption

apiVersion: nmstate.io/v1
metadata:
name: <name>
spec:
nodeSelector:
kubernetes.io/hostname: <node _name>
desiredState:
interfaces:
- name: <tunnel_name>
type: ipsec
state: absent
Heh

name

BE T RMAEE R &R,
node_name

1B EREMBR IPsec BEERTT AT,
tunnel_name

IEEIAE IPsec BRI O & TR,
2. EffifR IPsec B8, 1EM AL TGS

I $ oc apply -f remove-ipsec-tunnel.yami

6.10. 2 MH IPSEC /%
ENEREEEN, BALIZA IPsec N,

FRFH

e % OpenShift CLI (oc) .

o FHEZXR cluster-admin f{PRAIF /&[T B £ B,

ff

nie
. B2 IPsec T, BHHWALTHS

S

$ oc patch networks.operator.openshift.io cluster --type=merge \
P
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"ipsecConfig":{
"mode":"Disabled"

HY

% 6 = Bl IPSEC %

2. R IEETLUREEREF MTU BIK/NE 1N 46 DT, BN IP BIEEHAREE IPsec ESP FRkB9FF

o
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6.11. Efh TTR

94

£ Red Hat Enterprise Linux (RHEL) 10 HEZE & FH IPsec B9 VPN
=4 Butane

*F OVN-Kubernetes Container Network Interface (CNI) P44
BHUEREER 4G MTU

Network [operator.openshift.io/v1] API


https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/10/html/configuring_and_managing_networking/setting-up-an-ipsec-vpn
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/installation_configuration/#installation-special-config-butane-install_installing-customizing
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/ovn-kubernetes_network_plugin/#about-ovn-kubernetes
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/advanced_networking/#changing-cluster-network-mtu
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/operator_apis/#network-operator-openshift-io-v1

B 7 E BEEML

B7ESEEME

FEME (Zerotrust) —MTREEMBIN TR, SETRERINE, HPHNESNTRITHBM—D
FAREEREFE. ISEANRETR. FARWAESREXRZEZEM MERZEIRBER
EfEtE. BEEEMN, FSEEERZRENLZLEMRYFIRE (REXEEERM—RESHE
i’IE) o

OpenShift Container Platform A LU A& LIz TR SRRIN—LEBEFEEMAETHEE, MIARERXDSRNTE
ITHRIZ TR, IR AR TLF " it — 58I 7T RN B E XML IIEE. MRTEER ENRSRFIZIT
B, MABLIEZFNEMITIE, ALURINGH—$ I8,

RRBEEMLEBILLT BIrEE.

7.0 EERIR

ANHAEBMAAN FREEMBEXEE, IARAG S — D HE, RIENERTRENZ2HME, IEH
MEMIERES, FEIMRIEBILINE (CA) HERHE. SE5EMBNMERTTERKESR root CARY
R, UEEHURILEEE. N TERAHNT, BEE2RENNR CA, HEBHISEFERS. Web
NiigeFE—ED %, B2, MRHE CARNIEBRDLZEREA, WALEN —PREH—MIZ1TH
A CA,

A -
® OpenShift Container Platform : OpenShift fTE 2 & 20— 58 CA, BFRIPEETIR,
{B2, OpenShift Container Platform ta] LATESE B iR 1R 25U T OB ZBUET, FHIEIFKES
AT LU ERE CA 4P EE A pod, H OpenShift Container Platform Sl H 4 &MIRS L P ER
26 NABERFERE (TTL), HE1BNMRARBETRE. MELE, MAUFHRLEl],
® OpenShift cert-manager Operator : cert-manager RFEIERKANEEFRELHZRH, BiF
ZAEBENEL BTSN ELEENR, UREERRNEZIET—RZ1THAZE, cert-
manager AP| At B EEM SRR EMPEER, LUERMHEBUET (40 Red Hat OpenShift
Service Mesh) , SERTHEFHHEEEER.
7.2. REFPEAEFRINER

R ERMAERERNMNE, FHERK[RERMAHE, FI0, Mutual TLS X mTLS, XZ mutual H35%
UERYT5 %,

MA -
® OpenShift Container Platform : EFEBA pod £ pod IPsec, FREBRERF BB LUET IP i
HESRIRH, X BT BASEENT R EFE A IPsec 1%, @i A egress IP ThEE, RERR IP ik
AATFIRAERFPIRER,

® Red Hat OpenShift Service Mesh : 245 KA mTLS ThEE, XLEThAET LUERIHIR AN FF pod
R ELRH S M IEFIINE,

® OpenShift cert-manager Operator : #H B E X FIRE X (CRD) iF KA #HE# AT SSL/TLS il
HIIET

7.3. BRI SIE

HEER CARMEIESE, BRI LB RIE SRR 7 — R E S O RIE— A P & P imil s kL
FEXR. IEFREBIEPEMEL, DUEERRIFL BREEA,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#cert-types-bootstrap-certificates
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#add-service-serving
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#cert-types-service-ca-certificates
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#cert-manager-operator-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/ovn-kubernetes_network_plugin/#configuring-egress-ips-ovn
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-security-mtls_ossm-security
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#cert-manager-operator-about
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FA :

® OpenShift Container Platform : &85 ZMARSSUET, LUBREFinG A EimsuBE. XEXRR
S8R SSL/TLS, HEEMIRERER CA, BFNHSHRLIEREFMEM G RIRM,

® RedHatSingle Sign-On : #FES B A BRHE=H FPIRUEFIERFHEILEN.

® Red Hat OpenShift Service Mesh : i ERANE mTLS, Bohftik. BE UEFHTHURIE
K{EMA JSON Web 5k (JWT) BIBRI1IE,

® OpenShift cert-manager Operator : AIEMERIET, HNBARFEER. EHALLE CRD £
FEHN secret, tLAIUESRN ARFLIERES cert-manager API R H,

7.4, BRS5 [H B9

FHERFIFRENFMRFIN RSB, XHTETR, TRESMNMARFERELINE, IHEAUE
F It A AR AR SR

FA :

® OpenShift Container Platform : AJLA# A Kubernetes NetworkPolicy #1 AdminNetworkPolicy
X RIEF B BIRLE JZ dhiin 1 52 bR s

e Red Hat OpenShift Service Mesh : {8 FIFRAE Istio KR WHHERIE 4 L4 #1 L7 24, HEH

mTLS HBIRBRAE T, REIRIEZIE B L AR,
7.5. ES5PAIE

PR T AR FRIEOEE A TIRES, ERIRNEFHNUIABRAR. AR, AR EE IR ESR
PR,

FA :

® Red Hat OpenShift Service Mesh: BUTXERE L7 107, B4 HTTP IEK. TSP "R MR
ie5. Service Mesh A AT {E A JWT 124t T 15K HIIL,

7.6. XSS

RESKETHNRZERBHELRN, REATFNELANITCE/EREER, XETRAILEERRMm
2., M tMERERR 2R,

FA :

® Red Hat OpenShift Service Mesh : {8 OpenShift Web #2244 G2 F011 5 1t Kubernetes
NetworkPolicy #1 AdminNetworkPolicy, Ll OpenShift Networking EgressFirewall X &,

® Red Hat Advanced Cluster Security for Kubernetes : X RHIE LA 51,

7.7. uh SO N SRR SE A o &
EERORENARERE, SRARESANINFES SRR SERM, 55 YERBiLAEFEI,
MBI RSB HAER, XNLR SRR E R A ek ERSER, HNRYT
B 50,

FA :
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#add-service-serving
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#add-service-certificate-configmap_service-serving-certificate
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#security-platform-red-hat-sso_security-platform
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-architecture
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#cert-manager-operator-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-security
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#understanding-kiali
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#restrict-access-with-json-web-token
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/web_console/#web-console-overview
https://www.redhat.com/en/technologies/cloud-computing/openshift/advanced-cluster-security-kubernetes
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.3/html/operating/index

B 7 E BEEML

e Red Hat OpenShift Service Mesh : RBAC 12 SBE N & FH FiRZH,
® Red Hat Advanced Cluster Security for Kubernetes : SRB&SLHE BIZE,

® Red Hat Advanced Cluster Management (RHACM) for Kubernetes : &£ = SRB& 15,

7.8. FFEEM AT RS, DREHGEIT

ZITHNEEE, CHRERVIRRE, HEREAANEIERERSHIEO. X AERN, HAKEE
EE, ABTRENEERE,

A
e Network Observability Operator : 8¥Fie R, WHIEMEZRBIEEFH pod F1 717 BRI LERE,
® Red Hat Advanced Cluster Management (RHACM) for Kubernetes : 153, WA ERAERE
%, MHERRHIT. MZEEIRURENA L. BaLLRESREHNEL, RERNFEEDFFIR
EEII.;\Q
® Red Hat OpenShift Service Mesh : AT LA AFIE FF pod BIRE.,

® Red Hat OpenShift distributed tracing FF& : X FEHBRNN AR, BRI LB EIRE
KEMFRERE, RNEHEDHEIMIRSHFIERK, Xaib&iRH025 %60 AR BRI,

7.9. ImRE LM

FRBEEEERPZTRSNIEZERRAS, fN, EAEFEEREREYERG LETINERER,
FH R RAVFE T im R E SR B i R B ERE .

A -
® OpenShift Container Platform : Secureboot AILAM{REEEF I T RIETLZ1T A B, HILLFE
BARE (BREBHFTH) BEEHER, EAILLF OpenShift Container Platform EZi& N G2 1T
R ER B E BN R,

® Red Hat Trusted Artifact Signer : iX 8] B Fa{EBHEHERBE LB RTH R,

7.00. ERENT RIEE

BRI R FERI AR FEH mint CA RSN REF. HE, ETREFE attest FIKEHHH
TENEFHDETERR

FA :

® OpenShift cert-manager Operator : AT LAEA cert-manager EEZEIRBY CA, LUERTLUEARFE
SR R SOB T BRI 2 A B 1E.

® Red Hat OpenShift Service Mesh : BT LA SPIFFE W1ELi2 sk A & B iz (TR IR miR i 72
it A 3
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#security-platform-multi-tenancy_security-platform
https://www.redhat.com/en/technologies/cloud-computing/openshift/advanced-cluster-security-kubernetes
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.1/html/operating/manage-security-policies#doc-wrapper
https://www.redhat.com/en/technologies/management/advanced-cluster-management
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/network_observability/#installing-network-observability-operators
https://www.redhat.com/en/technologies/cloud-computing/openshift/advanced-cluster-security-kubernetes
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-kiali-overview_ossm-architecture
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#understanding-distributed-tracing
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#security-container-signature
https://catalog.redhat.com/software/container-stacks/detail/6525b71aa53de2eb01ac9628
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/security_and_compliance/#cert-manager-operator-about
https://docs.redhat.com/en/documentation/openshift_container_platform/4.18/html-single/service_mesh/#ossm-about
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