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25 13 RED HAT OPENSHIFT DISTRIBUTED TRACING
PLATFORM 3.8 £173¥iC

1.1 X F bR A

Distributed Tracing Platform 3.8 3&id Tempo Operator 0.19.0 1£#, ©EF R Grafana Tempo
2.9.0,

2 3

RXFEXEPEENIIE. RESEEXE PRI T, MREFENEDIIE
BOESE, IHHCRAIESH.

cak

-

1.2. 18 E89n] @

i8R T EMi Tempo pod B TLS UE5 8 ]

ELREFH ZHI, Tempo pod KENAER TLS iEP#HLL] MEIEHITEE, EXMRAR, Tempo
pod REIEFHEITEBIIER.
TRACING-5622

Tempo BEWMABREIKE trace JSON I KK

FEXADER 281, KR Jaeger Ul i Trace FHRIF 71, ZHEM Tempo EifjFiRmjA] Trace - Trace
Timeline » Trace JSON, AEER 5 E Tempo &Eifl pod KIWFH LR EOF fEi%, X NhRARH, X
7] B R

TRACING-5483

A F LM Jira REEBTZIEREIEDT ).

1.3. KRB #F

INRIBIEHAT AR FR B E AN FE S, OpenShift Container Platform BRBE A, &5 ZI0EE 71
P it

BT ELLNER ] P
o HSRIFENWLNERIAE, THREIET RBEXHNXXEMRRS R,
o R HLLLINESH,
o iJjln| E M A,

FN G| LRI AR, KA LAE OpenShift Cluster Manager A& [ Insights. Insights 3244t 7 [A]AY 140
ER, HFEEUANBERT, RETNAARHHER,

INREXT A B EMSUHEN, AT EMER, HIEREAERR JIRA 1, 1HREEERFE
&, NZEZFF OpenShift Container Platform AR,


https://catalog.redhat.com/software/containers/rhosdt/tempo-operator-bundle/642c3e0eacf1b5bdbba7654a/history
https://grafana.com/oss/tempo/
https://issues.redhat.com/browse/TRACING-5622
https://issues.redhat.com/browse/TRACING-5483
http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
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F# B Red Hat OpenShift distributed Tracing Platform (Jaeger) 3.5 24LIEX#FH
Red Hat OpenShift distributed Tracing Platform (Jaeger) BI& G — N & 1ThR A&,

FrE X BF B Red Hat OpenShift distributed Tracing Platform (Jaeger) 3.5 B9S2 #F
FYEIF7E 2025 &£ 11 B 3 B LE,

INRIE{DBIAEH Red Hat OpenShift distributed Tracing Platform (Jaeger), &/
FR B8R OpenTelemetry Operator #] Tempo Operator AT 2 BERE
AMEM. WHEELELR, E5H AEHMER OpenTelemetry XHFRRER. 2105
FJEER) OpenTelemetry XY FRMIZREE, LAK Red Hat OpenShift Distributed Tracing
Platform X #4 R Z L,

MEEZFELR, 155 OpenShift RRYZLIEFIH ZERR RS R Jaeger Deprecation #
Removal,



https://access.redhat.com/solutions/7083722
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2 2 = %~7F DISTRIBUTED TRACING PLATFORM

2.1. 2B BRI KR

BRAAEENNBREPHIT-TREN, —MERBREMENRE LT, MXNRETERE/L
TN FRRSHWHE S S F A MR HEEN B, Red Hat OpenShift distributed Tracing Platform & ik
EHATOHABER, EAKR— DN ARFIS MRS AL RIE R ERER,

P HREEERAREARIFATHNERRKGERNRA, BEEERRHBEIENFINITH, LUEEME
DIHANESHHNENEMEE, FLAATUMEEREMARS R T ARRRE, e EEFIIE. 3
FTMEFNIERSRIRE N E.

Red Hat OpenShift distributed tracing FE& 10K T FEMAR S BN L EIHITHAMEKR, FEEITH
trace, trace®RITMIBUIE/HUTHRRE. IHEIFHM trace H— PN E A span 4.

span {3k Red Hat OpenShift distributed tracing SEAFRZHETEH T, ©RERIERTR. BRIENTA
IR FORFEENT B], LAR ATBEROFR S B &, span AIRERWIEFHHIF LUENRR X %R,

ENRSEE, EBOERLARBERRONENRS, UKRESRSEEEXNER. EaTLIER
Red Hat OpenShift distributed tracing SE& R IEIE. M MEREDHT, FOIAR, BREREMBRS N AR
P HR 2R 4 B 8932 B3 AT B HERR
{8 A Distributed Tracing Platform , fEaLAHITLL T IHAE -

o NIEAHNES

o (LALMEREFNEEIR I [H]

o HYTIRER DT
&8 LU Distributed Tracing Platform 5 OpenShift Container Platform BIE EHEXHEHELES -

o ZIHEHIEEH OpenTelemetry A FIF trace % 4 %l TempoStack £l

® Cluster Observability Operator (COO) B9 Distributed tracing Ul ¥4

Heth BT
® Red Hat build of OpenTelemetry

o NHIERR Ul HME

2.2. RED HAT OPENSHIFT DISTRIBUTED TRACING PLATFORM IhgE
Red Hat OpenShift distributed Tracing Platform 32t LU FIhEE -
o 5 iali K - HIEMHESERS, &aLIM Kiali #2§I& & & Distributed Tracing Platform ##&.

o S [{4EME - Distributed Tracing Platform Fimix it BB B —tfE s, mEREBIRER L S5 H K
T B

o AN ETXEM - RVFEELT T EA M EERIEU L2 T ERNIREIR trace.

e 5 Zipkin iaM3E A M - Red Hat OpenShift distributed tracing platform & API, ©HeSHEBF
Zipkin T 28 &, BLIEELZTIRAPFZHF Zipkin BIFRA M.


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/red_hat_build_of_opentelemetry/#install-otel
https://docs.redhat.com/en/documentation/red_hat_openshift_cluster_observability_operator/1-latest/html/ui_plugins_for_red_hat_openshift_cluster_observability_operator/distributed-tracing-ui-plugin
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2.3. RED HAT OPENSHIFT DISTRIBUTED TRACING PLATFORM Z244
Red Hat OpenShift distributed tracing SFABEZMNMAGARK, ©f]—RKE. FHEMNERBEREIE,
® Red Hat OpenShift distributed Tracing Platform- L4 E4EF R Grafana Tempo TiH,

o F% - MXMBYBIIE, BRI HREE S BN HRK L IHIRS.

o Distributor - Distributor #Z £ M8 (21& Jaeger. OpenTelemetry # Zipkin) #J
span, BiEITAH tracelD FF oM RN —HHRFHILEEEB R Ingester,

o Ingester - Ingester f¥ trace #t M IRE A, AIE bloom 1T IEZRFREI, REFHELIRIFT
)=y

o #if] Frontend - Query Frontend X4 7 £ ABE HRIIEERZE(H], FHFEINLEER Querier,
Query Frontend E8Z&1d Tempo Query sidecar 2 FF Jaeger Ul,

o Querier - Querier 1T 1E Ingester HGIHFHE R EIKIE KM trace ID, RIFSH, ©AIUE
) Ingesters, FMEIHHRIA Bloom &38|, LUMEENRIFMEHIEERE,

o Compactor - Compactors JREIFimFME R, LAED R EH,
o ZTIgfJEEM OpenTelemetry - ILHEEF R OpenTelemetry T H,

o OpenTelemetry Collector - OpenTelemetry Collector @— N5 LR AR FZW, &
S HENEIE. OpenTelemetry Collector TR AT IR HIER X, 20 Jaeger I
Prometheus, ZZEE|—PHZSANFRSE I GIH, Collector 2EIAMIEIZE S S H HZ2N
=,


https://grafana.com/oss/tempo/
https://opentelemetry.io/
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25 3 Z Z% DISTRIBUTED TRACING PLATFORM
% Distributed Tracing Platform 5 R THHE :
1. &% Tempo Operator,
2. REZZRINREMEH N REEEILQE secret,
3. BEEAUBRFNFE /.
4. WRIBEHIAG], LEMELFENERE
® Microservices-mode TempoStack 5243

® Monolithic-mode TempoMonolithic =45

3.1. 2% TEMPO OPERATOR

IRE] LAFE A Web #2555t ©51T%%& Tempo Operator,

3.1.1. {8 Web &5 %% Tempo Operator

& A M OpenShift Container Platform Web 12l & % %& Tempo Operator.

SoREH
e LIEF cluster-admin A& A 51553k E| OpenShift Container Platform Web #5185,
e XF Red Hat OpenShift Dedicated, &% /i{#FHE%E dedicated-admin & &/ - & 3K,
o MBESEMALEMNHNBXEMBIINREM : Red Hat OpenShift Data Foundation, MinlO,

Amazon S3, Azure Blob Storage, Google Cloud Storage, SIEBZER, HSH" W REMX
&'

Digk

“®
|
S REFEEEVEN, B%EBEETE Distributed Tracing Platform &, E&%

Distributed Tracing Platform (Tempo) &lI, &0 3 S r 4R rE ks
X BA RIFE,

it =

1. £ Web %5, #£3 Tempo Operator.

7R
£ OpenShift Container Platform 4.19 St E B hx A+, i# A Operators —» OperatorHub,

1£ OpenShift Container Platform 4.20 st mhR A, # A Ecosystem — Software Catalog,


https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://min.io/
https://aws.amazon.com/s3/
https://azure.microsoft.com/en-us/products/storage/blobs/
https://cloud.google.com/storage/
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2. 1%EH MZIIEIR#EM Tempo Operator.

B
AT R I Operator BIBRIATIIXE :
® Update channel - stable
® |[nstallation mode = All namespaces on the cluster

® |nstalled Namespace = openshift-tempo-operator

® Update approval = Automatic

¥ Enable Operator recommended cluster monitoring on this Namespace& i 1E,

1%
1%

£ Install - Install » View Operator,

o 7EE %% Operator TIEHM Details Wik, 7E ClusterServiceVersion details T4 %R %%
Status @&/ Succeeded,

3.1.2. {5 CLI &%k Tempo Operator

IRFTLAME 5397 %% Tempo Operator,

FeRFH
o ST EA cluster-admin AEREEL OpenShift CLI (oc) K1,

R
o FALRIEHI OpenShift CLI (oc) IRANE&EFThRA, FHEEB OpenShift Container Platform hix
AT,

o JZ17 oc login:
I $ oc login --username=<your_username>
o MBESEMALEMNHNBXEMBIIN REM : Red Hat OpenShift Data Foundation, MinlO,

Amazon S3, Azure Blob Storage, Google Cloud Storage, MIEBZER, HS "W REMIX
E"

Digk

H
[=]

S REFEZVEN, ©%EBEETE Distributed Tracing Platform &, E&%
Distributed Tracing Platform (Tempo) &il, &1 3 S r 4R mE ks
X BX RFMHE,


https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://min.io/
https://aws.amazon.com/s3/
https://azure.microsoft.com/en-us/products/storage/blobs/
https://cloud.google.com/storage/
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it

1. BT T4, 7 Tempo Operator GIE R :

151
$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-tempo-operator
openshift.io/cluster-monitoring: "true"
name: openshift-tempo-operator
EOF

2. IBITLA TSR AIE Operator 4 :

1E1T
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v
kind: OperatorGroup
metadata:
name: openshift-tempo-operator
namespace: openshift-tempo-operator
spec:
upgradeStrategy: Default
EOF

3. BT SR O ITIH -

1217
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/vialphat

kind: Subscription
metadata:

name: tempo-product

namespace: openshift-tempo-operator
spec:

channel: stable

installPlanApproval: Automatic

name: tempo-product

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

o ZITLATaHHHE Operator IR :

I $ oc get csv -n openshift-tempo-operator

3.2. N REFMXE
EREZ TR RIFMER, EALUERUTEREESH,
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BF

FERANREFHEEEEEE TempoStack 5 TempoMonolithic SLBIFTILE % X FHA KT
EF I RIFMEEIBAIER— secret,

K 3.1. TEM secret 2

FiEftrE

Secret B
Red Hat OpenShift Data Foundation

name: tempostack-dev-odf # example

bucket: <bucket_names> # requires an ObjectBucketClaim
endpoint: https://s3.openshift-storage.svc
access_key id: <data_foundation_access_key_id>

access_key_secret: <data_foundation_access_key_secret>
MinlO

EZ 5 MinlO Operator,

name: tempostack-dev-minio # example

bucket: <minio_bucket_name> # MinlO documentation
endpoint: <minio_bucket_endpoint>

access_key id: <minio_access_key_id>

access_key secret: <minio_access_key_secret>
Amazon S3

name: tempostack-dev-s3 # example

bucket: <s3_bucket_name> # Amazon S3 documentation
endpoint: <s3_bucket_endpoint>

access_key id: <s3_access_key_id>

access_key secret: <s3_access_key_secret>

WARESIEIRS (STS)M Amazon S3

10


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/
https://operator.min.io/
https://min.io/docs/minio/linux/reference/minio-mc/mc-mb.html#command-mc.mb
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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FiEGtRRE

name: tempostack-dev-s3 # example
bucket: <s3_bucket_name> # Amazon S3 documentation
region: <s3_region>

role_arn: <s3_role_arn>

Microsoft Azure Blob Storage

name: tempostack-dev-azure # example
container: <azure_blob_storage_container_name> # Microsoft Azure documentation
account_name: <azure_blob_storage_account_name>

account_key: <azure_blob_storage_account_key>
Google Cloud Storage _LHJ Google Cloud Storage

name: tempostack-dev-gcs # example

bucketname: <google_cloud_storage_bucket_name> # requires a bucket created in a Google
Cloud project

key.json: <path/to/key.json> # requires a service account in the bucket’s GCP project for GCP
authentication

3.21. FARE SRS IXE Amazon S3 77i#

BRI MR AR LB EIRS (STS) #1 AWS @517 R E(AWS CLI) K& Amazon S3 7. 74k, AR
{8 Cloud Credential Operator (CCO),

5

¥ Distributed Tracing Platform 5 Amazon S3 #2fi##] STS —i2FER R 2 —MA TN
BB, RRRTHINREARZLLIE T MRS F RN (SLA) 2k, BB T, 2118
FHEFEREFIMEREREN], XERAT NI LMER P IREIAFIIEE, HEM
REF R ERMER R

BRIABRATGTEEFEEMNESER, HSIIL TR

o RURTIMIZhAESZ RSt

FRFZFH
o 2% AWS CLI IFEHThR A,

o MMREM[EM CCO, BERBHPFLREHFEET CCO,

1


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://learn.microsoft.com/en-us/rest/api/storageservices/create-container?tabs=azure-ad
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
https://access.redhat.com/support/offerings/techpreview/
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pi% =
1. DIE AWS S3 ZiEH.

2. 5 AWS Identity and Access Management (AWS IAM) SREEGIZ2LLF trust.json X4, BT XE
AWS IAM A2 RINEEX R, BEAET—HHUEMN, LK% TempoStack =
TempoMonolithic ZIRIRR 550K -

trust.json

{
"Version": "2012-10-17",

"Statement”: |

{
"Effect": "Allow",

"Principal": {
"Federated": "arn:aws:iam::<aws_account_id>:oidc-provider/<oidc_provider>" ﬂ

1,
"Action": "sts:AssumeRoleWithWebldentity",

"Condition": {
"StringEquals": {
"<oidc_provider>:sub™: [
"system:serviceaccount:<openshift_project_for_tempo>:tempo-
<tempo_custom_resource_name>" g
"system:serviceaccount:<openshift_project_for_tempo>:tempo-
<tempo_custom_resource_name>-query-frontend"

£ OpenShift Container Platform £EE &R OpenlD Connect (OIDC) #t1 .,

IREEH P OIE TempoStack 2t TempoMonolithic SLHIBYEr R 22 ], ¥
<tempo_custom_resource_name> &/ f&1E TempoStack = TempoMonolithic B E
M BHRAE L) metadata & FF.

7
LA LUZ 1T BUT 65 3R IKER OIDC S rRa(E

$ oc get authentication cluster -o json | jq -r ".spec.serviceAccountlssuer' | sed
's~http[s]*://~~¢g'

3. EITHIANGIERM trust.json KEE XA EOIEE AWS IAM A, EALLUZITU T a5 KR ILE
E -

$ aws iam create-role \
--role-name "tempo-s3-access" \
--assume-role-policy-document "file:///tmp/trust.json” \
--query Role.Arn\

12
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I --output text

4. 5% AWS IAM SEBRSKEINEIAIERBY AWS IAM s, ERLLZITU TS REMLLIZE -

$ aws iam attach-role-policy \
--role-name "tempo-s3-access” \
--policy-arn "arn:aws:iam::aws:policy/AmazonS3FullAccess"

5 MRAER CCO, HBTIX—4%, MRFER CCO, &} Tempo Operator EZ & = AL IR,
IRAI LU T A T e S ST al b F -

$ oc patch subscription <tempo_operator_sub> \ ﬂ

-n <tempo_operator_namespace> \

--type="merge' -p '{"spec": {"config": {"env": [{"name": "ROLEARN", "value": "™
<role_arn>""1}}}'

Tempo Operator 1] [# B8 FF,
Tempo Operator B 22 [H],

AWS STS EZE 4 ROLEARN IfEZ £ R INE] Tempo Operator FREiH,
<role_arn> g, HRINTESE 3 HHOIEN AWS IAM BB Amazon Resource Name
(ARN),

-

6. 1 OpenShift Container Platform #, {8 FABAIE — X RIFME secret, WITFAIR :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
stringData:
bucket: <s3_bucket _name>
region: <s3_region>
role_arn: <s3 role_arn>
type: Opaque

7. QIEEXTRIFME secret B, #RUNFFR7R Distributed Tracing Platform SEEIRIAE X B & LR -
TempoStack B i X F iR 5l

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: <name>
namespace: <namespace>
spec:
#...
storage:
secret: ﬂ
name: <secret_name>
type: s3
credentialMode: token-cco 9
#...

13
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ﬂ E—% M secret,

Q MNRAER CCO, HEX—1T, INRFEA CCO, 15EH token-cco EHRMLL S,

TempoMonolithic B & X FR=HI

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
metadata:
name: <name>
namespace: <namespace>
spec:
#...
storage:

traces:

backend: s3
s3:

secret: <secret_name> ﬂ
credentialMode: token-cco 9

#...

ﬂ E—F 6 secret,

Q MNRAER CCO, HEX—1T, MNRFEA CCO, 15EH token-cco EHRMLEL S,

® AWS Identity and Access Management 344 (AWS 31%)

o AWS#

SITHRE X (AWS XHY)

e [Z&E OpenlD Connect B1p1Z IR %

o {#M Amazon ¥HREFR(ARN) IHA] AWS FEIR (AWS XHY)

3.2.2. FEREREIRSIFE Azure FFiE
IReI LUER Azure S8 51T M (Azure CLI) ERZ L SRS (STS) 1XE Azure Fif,

FRFH

14

BF

¥ Distributed Tracing Platform & Azure #Zfi##l STS —E2fEA R 2 —MRATIHIhEE, %
RIVETHRER LB MRS HF ML (SLA) #r, BIRETREHTTE, LIETHE
FEFINEREREN ], XERATIGNIhEER UERFiRB X BAHNIIEE, FENKEF
R ER R R SR

BRIABRATGEIEEXFEEMNESER, HSIILU TR
o RURTIMIZhAESZ RSt


https://docs.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://access.redhat.com/support/offerings/techpreview/

i
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2% Azure CLI IR FTRAR A,
BB T Azure FHEK .,

IRE Q& T Azure blob A 25,

1. BT TSRS EAE Azure BEEM S -

0009

2. 7 OpenShift Container Platform AR5k - QB —NEEFR BB L,

® 000 O

$ az identity create \
--name <identity_name> \ﬂ
--resource-group <resource_group> \ 9
--location <region> \
--subscription <subscription_id> ﬂ

W ZE B EFERRTR,
IREAEH DY Azure BHR2A,
Azure XI5, ©/5FRHMER.

Azure T [# ID,

— =

$ az identity federated-credential create \ ﬂ

--name <credential_name> \
--identity-name <identity_name> \
--resource-group <resource_group> \

--issuer <oidc_provider> \ 6
--subject <tempo_service_account_subject> \ﬂ
--audiences <audience>

EXHR B EIE o 1F OpenShift Container Platform BRSSIK 4B Azure BRI F 51717 515

¥k, MEFEME secret SERA Azure RS EAEED,
RERFR UL LB B R,
£ 2£M9 OpenlID Connect (OIDC) #t5/#8 URL,

SEMNIRSIK T £, #3X : system:serviceaccount:<namespace>:tempo-
<tempostack_instance_name>,

FHEARIRAX, AFRIEARMEMEILEL NS, XEEREN
api://AzureADTokenExchange.

{4t Distributed Tracing
Platform BIFREHHEFE A, B Query Frontend B4, BRI LLUZITLA TS SRR IR ¢

15
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R
IR LLUZ 1T AT 645 TR ENEE BEHY OpenlD Connect (OIDC) %% & URL :

I $ oc get authentication cluster -o json | jq -r .spec.serviceAccountlssuer

3. 5y OpenShift Container Platform AR5 - QI — DNEEFR FAR4EIE, it Distributed Tracing
Platform B9 Query Frontend B #E A, ERLLZITLA T a5 RTAULLIRE -

$ az identity federated-credential create \ ﬂ
--name <credential_name>-frontend \9
--identity-name <identity_name> \
--resource-group <resource_group> \
--issuer <cluster_issuer>\
--subject <tempo_service_account_query_frontend_subject> \ 6
--audiences <audience> | jq

ﬂ EXFR B EIE o 1F OpenShift Container Platform BRSSIK 4B/ Azure BRI F 51717 515

WUk, MITHIFENE secret SfFEA Azure RS EF B2,
FHETIRECFR B B AR IR A B B R,

9 SEMNIRSIK T £, #X : system:serviceaccount:<namespace>:tempo-
<tempostack_instance_name>,

4. Y% Storage Blob Data Contributor B &9 o245 03 Azure BEIEEFDHY Azure RS EEXF D, &

ALUZIT AT 645 SR STR LR 4F -

$ az role assignment create \

--assignee <assignee_name> \ ﬂ
--role "Storage Blob Data Contributor" \
--scope "/subscriptions/<subscription_id>

ﬂ BEF 1 SO Azure BIEF DB Azure IRFSERFA,

R

IR LLUZ 1T LA T 6a 45 3R IKEX <assignee_names fH :

$ az ad sp list --all --filter "servicePrincipalType eq 'Managedldentity™ | jq -r --arg idName
<identity_name> ".[] | select(.displayName == $idName) | .appld"

5. FREVEIERE 1 TP AIER Azure EEFHBIE FI D :

CLIENT_ID=$(az identity show \
--name <identity_name> \

--resource-group <resource_group> \ 9
--query clientld \
-0 tsv)
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@ =5EH055 1 55 <identity_names (A,
Q S HIFHNG5E 14 Fh# <resource_groups fE,

6. N Azure TYEEH BB EFB(WIF)BIE OpenShift Container Platform secret, #ERAILLUZTLA T
TR STRULIRME -

$ oc create -n <tempo_namespace> secret generic azure-secret \
--from-literal=container=<azure_storage_azure_container> \ ﬂ
--from-literal=account_name=<azure_storage_azure_accountname> \ 9
--from-literal=client_id=<client_id> \ 6
--from-literal=audience=<audience> \ ﬂ
--from-literal=tenant_id=<tenant_id> 6

ﬂ Azure Blob Storage R2sHI & R,

9 Azure Storage ik /B9 & TR

9 EE—S RN ZE FHME ik 1D,

Q Ak - BIAH api://AzureADTokenExchange,

6 Azure 77 ID,

7. BN RIFME secret B, AT AR Distributed Tracing Platform SEIBIE X B E X EFR -

TempoStack B & X IRl

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: <name>
namespace: <namespace>
spec:
#...
storage:
secret: 0
name: <secret_name>
type: azure
#...

ﬁ E—F M secret,

TempoMonolithic B & X FFR=HI

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
metadata:
name: <name>
namespace: <namespace>
spec:

17
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#...
storage:
traces:
backend: azure

azure:
secret: <secret_name> ﬂ
#...

ﬂ E—F 6 secret,

Heth TR
® 7 Linux £%% Azure CLI (Azure 3X#%)

3.2.3. FAR L SRS XE Google Cloud 7#fi#

& B LA#E A Google Cloud CLI &R 2 5hARSS (STS) XE Google Cloud Storage (GCS).

BE
MRORTIINRE. HARTAG

fEA# A GCS #1 STS B Distributed Tracing Platform /\IE
BEH AR, A HELEE

INBERZLINE ™~ MRS FR N (SLA) X, HIhgE
WERERTE], XERARTIEIhE TM@FHF?;EEWFH%EE’JUJH& HENSKEFLHER

RHBRBE L,

BRIABRATGEIEEXFEEMESER, HSILUTHE

o RURTIMIZhAESZ RSt

FERFH
o B%% Google Cloud CLI BIEHTAR A

it =3
1. 1€ Google Cloud EfI|E GCS =i,
2. {# M Google Identity and Access Management (IAM) B2 E S F ARSI :

SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts create

<iam_service_account_name> \ ﬂ
--display-name="Tempo Account" \

--project <project_id> \9
--format="value(email)' \
--quiet)

ﬂ Google Cloud _EfR 551 - B £ #Ro

9 Google Cloud iR 1K~ BITE 1D,

3. &M Google Cloud B4 EEIT B 95 0BRSS K. EALLUEITA T 65 E e thig
E -

18
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$ gcloud projects add-iam-policy-binding <project_id> \
--member "serviceAccount:$SERVICE_ACCOUNT_EMAIL"\
--role "roles/storage.objectAdmin”

4. 3RS ER XM Google Cloud Workload Identity Pool # POOL_ID &, #N{afb3aiX MERUR
FEMENE, FitSaSRERM

$ OIDC_ISSUER=$(oc get authentication.config cluster -o
jsonpath='{.spec.serviceAccountlssuer}') \
&&

POOL_ID=$(echo "$OIDC_ISSUER" | awk -F'/' '{print $NF}' | sed 's/-o0idc$//")

//J\\j]l] IAM %lﬂﬁéﬂgﬂio n_,\_.”//Ll_ L/L—FT:'AF‘\ *TEE!ZM:* {’F

$ gcloud iam service-accounts add-iam-policy-binding "$SERVICE_ACCOUNT_EMAIL" \ ﬂ

--role="roles/iam.workloadldentityUser" \
member="principal://iam.googleapis.com/projects/<project_number>/locations/global/workloadlc
entityPools/<pool_id>/subject/system:serviceaccount:<tempo_namespace>:tempo-
<tempo_name>"\

--project=<project_id> \

--quiet \
&&

gcloud iam service-accounts add-iam-policy-binding "$SERVICE_ACCOUNT_EMAIL" \

--role="roles/iam.workloadldentityUser" \
member="principal://iam.googleapis.com/projects/<project_number>/locations/global/workloadlc
entityPools/<pool_id>/subject/system:serviceaccount:<tempo_namespace>:tempo-
<tempo_name>-query-frontend" \

--project=<project_id> \

--quiet
&&

gcloud storage buckets add-iam-policy-binding "gs://$BUCKET_NAME" \

--role="roles/storage.admin" \

--member="serviceAccount:$SERVICE_ACCOUNT_EMAIL"\

--condition=None

€ $SERVICE_ACCOUNT_EMAIL 25 2 % hiid S i,

6. J1Efi# secret B key.json ZiAQIBR—NERE X, # TempoStack BE L HRER, &ALz
TTLU T en R SER ML IR 1F -

$ gcloud iam workload-identity-pools create-cred-config \

"projects/<project_number>/locations/global/workloadldentityPools/<pool_id>/providers/<providt
r_id>"\
--service-account="$SERVICE_ACCOUNT_EMAIL"\

--credential-source-file=/var/run/secrets/storage/serviceaccount/token \ﬂ
--credential-source-type=text \

--output-file=<output_file_path> g
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o credential-source-file SN FIA4 35

/var/run/secrets/storage/serviceaccount/token #&%, [y Operator MiXNEERIE

h&o

Q ER77 i HH ST RO BR AR

7. BT T e S RIRERERBRIZAX

ii,
$ gcloud iam workload-identity-pools providers describe "$PROVIDER_NAME" --
format="'value(oidc.allowedAudiences[0])'

8. IZfTLAF®4, N Distributed Tracing Platform Qll#7Zfi# secret,

$ oc -n <tempo_namespace> create secret generic gcs-secret \
--from-literal=bucketname="<bucket_name>"\ ﬂ
--from-literal=audience="<audience>" \ 9
--from-file=key.json=<output_file_path> 6

Google Cloud Storage FITF %8 &R,

Q BELE—SREHFRAR,
g RIS 6 TP UIBRMERE S,

9. BN RIENE secret B, IR TFARR Distributed Tracing Platform SLFI893E % B & YR

TempoStack B & X F IRl

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: <name>
namespace: <namespace>
spec:
#...
storage:

secret: @)

name: <secret_name>

type: gcs
#...

ﬁ E—F 6 secret,

TempoMonolithic B & X FFR=HI

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
metadata:
name: <name>
namespace: <namespace>
spec:

20
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#...
storage:
traces:
backend: gcs
gcs:
secret: <secret_name> ﬂ
#...

ﬁ E—F 6 secret,

Heth TR
e %% gcloud CLI (Google Cloud 3X1%)

o [R5k (Google Cloud 3X#Y)

3.2.4. X & IBM Cloud Object Storage

IR B LAM#E R OpenShift CLI (oc) iXi& IBM Cloud Object Storage,

FTRFH

o BERERMIRAH OpenShift CLI (oc), MFEEZER, ESNEE : CLI TEHH"FEA
OpenShift CLI A%

o ELRERIIRAM IBM Cloud Command Line Interface (ibmcloud), SIEEZER, HEM
IBM Cloud Docs H#J"F#a{#EF IBM Cloud CLI",

e REHEE T IBM Cloud Object Storage. MIF/EZER, 1HS 1 IBM Cloud Docs H " fiHI BRIt X!
Fongspl,

o f&A— IBM Cloud Platform i/,
o {&EITM T — IBM Cloud Object Storage il

o RBEBIET IBM Cloud Object Storage 4,

pi% =
1. £ IBM Cloud £, BI8— NN REMEER.

2. £ 1BM Cloud A, iz T anaR AR ATEEEN KREEFHERIRS B

$ ibmcloud resource service-key-create <tempo_bucket> Writer \
--instance-name <tempo_bucket> --parameters '{"HMAC":true}'

3. 7£IBM Cloud A1, 21T T4 k(FE B EEE EIEIEE secret -

$ oc -n <namespace> create secret generic <ibm_cos_secret> \
--from-literal=bucket="<tempo_bucket>"\
--from-literal=endpoint="<ibm_bucket_endpoint>"\
--from-literal=access_key_id="<ibm_bucket_access_key>"\
--from-literal=access_key_secret="<ibm_bucket_secret_key>"

21
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4. 1 OpenShift Container Platform &, {EFREOIE— DM RFMHE secret, SITAIR :

apiVersion: vi
kind: Secret
metadata:
name: <ibm_cos_secret>
stringData:
bucket: <tempo_bucket>
endpoint: <ibm_bucket_endpoint>
access_key_id: <ibm_bucket_access_key>
access_key_secret: <ibm_bucket_secret_key>
type: Opaque

5. £ OpenShift Container Platform /&, %i& TempoStack B & X FIRHH storage &84, W TFFR

3

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
#...
spec:
#...
storage:
secret:

name: <ibm_cos_secret> ﬂ
type: s3
#...

ﬂ 2 & IBM Cloud Storage 17 7]l secret B H] secret &#R.

Hith BHiR
e OpenShift CLI A
e |BM Cloud CLI A"l (IBM Cloud 3#4)
o EFETTRIFFOIESLH] (IBM Cloud Docs)

® |BM Cloud Object Storage A|'] : 72 Al (IBM Cloud Docs)

3.3. B EMNPRAFAS.
1R % TempoStack =t TempoMonolithic 552 /1, ENAE L —N%NEF HEBEHILS R
R, fEATLUEF Kubernetes BT A BRI FIRGI(RBAC) AR A GBI LA Y E RE B X FEARIGL

B, MABERT, RERARTFERIBEAIR. MEESEL, FSMH REM IR " EEHE
FEE ARRR",

pa )1
YTHEHIEEEY OpenTelemetry YREE2R AT LUFE AW A RBAC BIARSSIK 7 KM B EIE, I trace

#4E % % E| TempoStack 5 TempoMonolithic L4,

& 3.2. AIERIZRAL

22
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Tempo Gateway OpenShift OAuth ~ TokenReview SubjectAccess
API Review API
SR HIE X X X
B X X

3.3.1. A BB AR
IRETLAM web 3245 A4S 1TH Administrator 11L& 578 F B & AUV R,

FRFH

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5145,

e XfF Red Hat OpenShift Dedicated, &7 EH dedicated-admin & &K - &K,

Pt

1. FERAEAENERINEI TempoStack BE L HIR (CR), #@id7IN tenantName #1 tenantld S
' N

TempoStack CR HfFR F 7=l

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: redmetrics
spec:
#...
tenants:
mode: openshift
authentication:

- tenantName: dev ﬂ
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"

FA %1 # tenantName 1E,

FSPrFSPr

1]
2]

15 tenantld 1,

2. FHEFARMEERZI(ge) NRIERF AR, LULE trace,

ClusterRole F i RBAC BZ&E <A

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: tempostack-traces-reader
rules:

- apiGroups:

23
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- 'tempo.grafana.com'’

resources:
- dev
- prod
resourceNames:
- traces
verbs:

- ‘get'g
Q EARTRBIFHFIHFE S dev 1 prod, iXi@id E—% H B tenantName SR E L,
© TIHEARUE FRIERE,

3 BINE—THNKEABE VEHABHAE, BRFTLLEFMIIEMAF R trace BIEEH LR
PR,

ClusterRoleBinding H¥ iR+ #) RBAC Edi&E R {I

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: tempostack-traces-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: tempostack-traces-reader
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: system:authenticated ﬂ

@ BEIFEEN BRI race BIRHLEVUR,

3.3.2. NHFEBEEEANR
IRETLAM web 3245 A4S 1TH Administrator 11L& 578 B &S AR,

SeRFH
e LIEF cluster-admin A& A 5155 E| OpenShift Container Platform Web #4115,
e XF Red Hat OpenShift Dedicated, &&7i{#FHE%E dedicated-admin & &/ - & 3K,

o B &% OpenTelemetry Collector, FHSEEE NEREBNRHIFINRSIKS, MEELEE,
iH &4 Red Hat build of OpenTelemetry X#4F 8" B sh OB RBAC IR,

it =

1. BIERBT OpenTelemetry Collector BIARZS MK

apiVersion: vi
kind: ServiceAccount

24
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metadata:
name: otel-collector
namespace: <project_of_opentelemetry_collector_instance>

2. FHESHRMEIER write (create) I RIEEA BT EIEE trace,

ClusterRole ¥ iEH ) RBAC BCE R HI

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: tempostack-traces-write
rules:
- apiGroups:
- 'tempo.grafana.com'’
resources:
- dev
resourceNames:
- traces
verbs:

- 'create’ g

@ uwEs,
@ REAERME

3. BT E N EEA AL EEMIIN OpenTelemetry Collector BRS5KF*, 5 OpenTelemetry Collector
BB AR,

ClusterRoleBinding H iR+ #) RBAC Eci&E R {I

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: tempostack-traces
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: tempostack-traces-write
subjects:
- kind: ServiceAccount
name: otel-collector ﬂ
namespace: otel

ﬂ =S aIBIIRSIK T, BIWIESH trace BRI ERE,

4. EZi& OpenTelemetryCollector B E X ¥R, M1 FAI. :
e ¥ bearertokenauth §" BB M SERINEBERE ERS.
e 7% otlp/otiphttp exporters FZINFE~ &#5, FH X-Scope-OrgID #rk,

o FERAMBVERMANIIXHER TLS,

25
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OpenTelemetry CR Egi&E 2l

apiVersion: opentelemetry.io/vibetal
kind: OpenTelemetryCollector
metadata:

name: cluster-collector

namespace: <project_of_tempostack_instance>
spec:

mode: deployment

serviceAccount: otel-collector ﬂ

config: |

extensions:
bearertokenauth: g

filename: "/var/run/secrets/kubernetes.io/serviceaccount/token”
exporters:
otip/dev: @)
endpoint: sample-gateway.tempo.svc.cluster.local:8090
tls:
insecure: false
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"
auth:
authenticator: bearertokenauth
headers:
X-Scope-OrglID: "dev"
otlphttp/dev: ﬂ
endpoint: https://sample-gateway.
<project_of_tempostack_instance>.svc.cluster.local:8080/api/traces/v1/dev
tls:
insecure: false
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt
auth:
authenticator: bearertokenauth
headers:
X-Scope-OrglID: "dev"
service:
extensions: [bearertokenauth]
pipelines:
traces:
exporters: [otlp/dev] 6

iEERBE ANRAIARS K.

Bearer Token § &, LUMEARS KT S,

RRESIK - Sh8. BN SMARIBIREERS, 1) bearer SRRk,
187 OTLP gRPC Exporter (otlp/dev)sk OTLP HTTP Exporter (otlphttp/dev),
EAAMBARSS CA SUEFEA TLS,

=L ey =0 )TN

OS99 0009

187 OTLP gRPC Exporter (otlp/dev)sk OTLP HTTP Exporter (otlphttp/dev),
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@ f&7E CR HJ exporters S0 15 EH 5 H 25,

HhBrR
o HIIUIERER RBAC KR

3.4. 2% TEMPOSTACK ZZ45

IR BT LAFE A Web #2515 s in ©5 17 %4 TempoStack =2,

3.4.1. {3 Web 5l & %4 TempoStack £

AT LAM Web #2815 89 Administrator 11 & %% TempoStack 224,

SoREH
e LIEF cluster-admin A& AF 5155k E| OpenShift Container Platform Web #5145,
e XF Red Hat OpenShift Dedicated, &&7i{#FHE%E dedicated-admin & &/ - & 3K,
o MESEMHZFMHENENBEFEIN RIEFEM : Red Hat OpenShift Data Foundation, MinlO,

Amazon S3, Azure Blob Storage, Google Cloud Storage, SIEBZER, HSH" W REFEMX
&'

Digk

H
[=]

S REFEEVEN, ©%EEETE Distributed Tracing Platform &1, E&%
Distributed Tracing Platform (Tempo) &il, &0 3 S F R rE ks
FIZBX RIFH.

o BMEEN—NHZANES, HERETEENR. MEELER, HSH EEMBIBLEN
R'F"ECER 5 AR,

ik =
1. Hiff Home — Projects —» Create Project, NE£L%5 TR AEH TempoStack S22 — &
EFEMAITFTIR, AU openshift- BIZEFF L BT B & 5,
2. i# A Workloads - Secrets —» Create -» From YAML, 7£/&°5 TempoStack =5l AllE2 891 B

HIERN REEEERCUE— secret, MBRLER, BESH"NREMLE",

Amazon S3 1 MinlO 58 secret =61

apiVersion: vi
kind: Secret
metadata:

name: minio-test
stringData:

27


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/red_hat_build_of_opentelemetry/#install-otel
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endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. 1/ TempoStack 52/,

N
pa
:

ol

e AE R — B3 EMA R E A% 49 TempoStack 526,

a. £\ Operators — Installed Operators,

brid
b. % TempoStack —» Create TempoStack » YAML view,
c. 7 YAML #iEsh, B7E X TempoStack HE X FIR(CR) :

AWS S3 #1 MinlO EEFIAN 89 TempoStack CR =4l

apiVersion: tempo.grafana.com/vialphat

kind: TempoStack ﬂ
metadata:
name: simplest

namespace: <permitted_project_of_tempostack_instance> 9
spec: 6
storage:
secret:
name: <secret_name> G
type: <secret_provider> ﬂ
storageSize: <value>Gi
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
tenants:
mode: openshift @
authentication:
- tenantName: dev @
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"
- tenantName: prod
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfb"
template:
gateway:
enabled: true @
queryFrontend:
jaegerQuery:
enabled: true @

Ltk CR il —> TempoStack £3E, TH#EE 7&Eid HTTP #1 OpenTelemetry X
(OTLP)#UK Jaeger Thrift,
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7 TempoStack ERELFEHNTE, FITFLL openshift- BIZEFF k89571 B £ #,

2118 R 2 # Red Hat OpenShift distributed Tracing Platform X #4 A B3R R B & LT
TR,

8 E AT EhE trace IR,
IRTESE 2 S HOIEM secret, BTFENEP—DEAZE LB REFLE,
secret ) metadata 284 F1#) name FEXBIE, 40 : minio,

AIEZHER azure (Azure Blob Storage) , ges (Google Cloud Storage) #1
s3 (Amazon S3, MinlO, 8% Red Hat OpenShift Data Foundation) , 30 : s3,

Tempo Write-Ahead Logging (WAL) BIF A B FBAM KN, BIMEH 10Gi, I
0 : 1Gi,

A%k,

ZIE W2 openshift,

HFFIR,

&%, FYE X-Scope-Orgld HTTP #7kHI{H,

AP ME—IRAR, 7 TempoStack SBE 4 BRI EME—H, Distributed
Tracing Platform fEFLE ID A RIFMEFRBIXTRIRNETL, ERILLES FER UUID %
tempoName FE&HIH,

[5 BT SR RERIBRA B K.

NFF Jaeger Ul, ©ilBidHKH
http:/<gateway_ingress>/api/traces/v1/<tenant_names/search X #E #1711
1to

9 000090 O 900609 @@

d. 1% Create,

1. {8/ Project: THi%l& %Lt TempoStack SLBIRIIE

2. #t N Operators - Installed Operators, LU%iE TempoStack =258 Status @7~ Condition:
Ready,

3. # A Workloads —» Pods, EU%iE TempoStack SCAIBIFRE ZHE pod #RTEIZ 1T,
4. jja] Tempo £HI& :
i# A\ Networking - Routes #1 Ctrl+F, Ll#€3& tempo.

b. 1E Location 5, FTF URL LLVi[A] Tempo 3515,

% E,E
Tempo ZH B KA RTE Tempo A REG LR trace iR,
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3.4.2. fff CLI %% TempoStack SE4

BT LM S ITRE TempoStack 524,

FTRFH

o ST AEA cluster-admin AEREEL OpenShift CLI (oc) K1,

b7
o FALRIEHI OpenShift CLI (oc) IRAN&EFTIRA, FHE5EH OpenShift Container Platform hix
AT,

o jz1T oc login &4 :
I $ oc login --username=<your_username>
o RESEMEHFNHNEXEBEFEINREFLM : Red Hat OpenShift Data Foundation, MinlO,

Amazon S3, Azure Blob Storage, Google Cloud Storage, SIEBZER, HSH" W REMX
&'

Digk

“®
[ |
WREMHBVER, ©%E8ESE Distributed Tracing Platform #1, {E%&2%&

Distributed Tracing Platform (Tempo) &iI, &0 3 S r N mE ks
FMZ BN REFME,

o BMEEN—NHZANES, HERETEENR, MEELER, HSH EEMBIBLEN
R'A"EER 5 AR,

i =
1. IZTUT RS, NEEERESS HEHLIEN TempoStack SLAIGIREEFMFIE -
$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1

kind: Project
metadata:

name: <permitted_project_of tempostack_instance> ﬂ
EOF

Q L openshift- BIZEFF L B9 B & K.

2. 7E155 TempoStack LI AIBBITIE A, 2T TRSENERX REEROUIE— secret :
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$ oc apply -f - << EOF
<object_storage_secret>
EOF

NBESER, HEETREIHLE'.
Amazon S3 1 MinlO 50 secret =41

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. N eI E )8 TempoStack Ll :

ol

=
ma] LUIEE— &8 LA EY B 8% 4 TempoStack =41,

a. B X TempoStack BE X HIE(CR) :

AWS S3 #1 MinlO EEFMIN 189 TempoStack CR =4l

apiVersion: tempo.grafana.com/vialphat

kind: TempoStack ﬂ
metadata:
name: simplest

namespace: <permitted_project_of_tempostack_instance> 9
spec: 6
storage:
secret:
name: <secret_name> G
type: <secret_provider> ﬂ
storageSize: <value>Gi 6
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
tenants:
mode: openshift @
authentication: m
- tenantName: dev @
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"
- tenantName: prod
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfb"
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template:
gateway:
enabled: true @
queryFrontend:
jaegerQuery:
enabled: true

Itk CR I8 —4* TempoStack Z3&, T#HEE /@i HTTP #1 OpenTelemetry %
(OTLP)#IX Jaeger Thrift,

7 TempoStack ERE LFEHNIHE, F1TFLL openshift- BIZEFF k8951 B £ R,

#1118 R 2 Red Hat OpenShift distributed Tracing Platform X #4 A B3R BB & LT
TR,

8 E AT EhE trace ITELE,
IRTESE 2 S OIERM secret, BTFENEP—DERAFZE LB REFLE,
secret ) metadata 284 F1#) name FEXBIE, 190 : minio,

AIESZHER azure (Azure Blob Storage) , ges (Google Cloud Storage) #1
s3 (Amazon S3, MinlO, 8% Red Hat OpenShift Data Foundation) , %0 : s3,

Tempo Write-Ahead Logging (WAL) BIF A MBS FBAM KN, BIMEH 10Gi, I
0 : 1Gi,

CIpri

ZIE W2 openshift,

HFFIR,

&%, FYE X-Scope-Orgld HTTP #7kHI{H,

AP ME—IRAR, 7 TempoStack BB 4 B IR EME—H, Distributed
Tracing Platform S L ID AT RIEFEME BT RRMNFIZE, ERILESFEA UUID =X

tempoName FE&HIH,

[5 BT SR RAERI BRI BIM K,

9 00000 O 99090606 606 9O

NFF Jaeger Ul, ©ilBidHKH
http://<gateway_ingress>/api/traces/v1/<tenant_names>/search X ##Ei# {715
1t.

b. ZITULTaHRMABEE L CR:

<tempostack_cr>

ey
$ oc apply -f - << EOF
EOF
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1. 217U S, %IEFTAE TempoStack components YRS ZE 7 Running, 3 H conditions
4 type: Ready :

I $ oc get tempostacks.tempo.grafana.com simplest -o yam|
2. BT T4, $IEFFA TempoStack H4 pod B EEBIEIZIT ¢
I $ oc get pods

3. 1A Tempo ZHI& :
a. BT TS REIRNEHEIFRE :

I $ oc get route

b. TEM TN 25T FF https://<route_from_previous_step>.

Tempo ZHI BRI ARTE Tempo EFHI A LEF TR trace #iE.
3.5. Z2% TEMPOMONOLITHIC 22451

H5E

TempoMonolithic LI R 2 — N RARTIINEE, FRARTIINBER Z L1087 ShBR S5 F 0l
(SLA) %, BIEETREHARE, IEAHEEET SRR FERATN], XER AT
e LUER IR B AL, HENKSEFAMERRERIEE L,

BRIABRAT G FEEMNESER, ST ¢

o RURTIMIZhRESZ RSt

IR LA A Web 26 & 2 fn 517 R % TempoMonolithic Z2431,

TempoMonolithic BE X FR(CR) LLRAKIER A2 Tempo #E. Tempo SBREMFAEAM (IR EER.
2%HM. ingester, querier M1EMFTIR) MBI EE— AT,

TempoMonolithic SZI 3 17 fi#% trace in-memory storage. FAMBHIT RIEE.
ERFREXFFHTIRAERE RN EERE, BRI E LA,
p= Y=

Tempo WRGFEBELEKTET B, NRERFZKEY R, HEMRSER P
TempoStack CR Fi-F Tempo B8E.

3.5.1. ff [ Web 2% & %% TempoMonolithic L4
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H5E

TempoMonolithic LI R 2 —NEARTIINEE, FRARTIEINEER Z L1087 ShBR S5 F
(SLA) %, BIEETREHARE, A EEETMERFERAT], XER AT
Thee T LUEA IR B AL, HENSEFLAMERREREE L,
BXRABEATGIESZFEEMNESER, ESIL TR .

o RATEINEESFFEH

AT LAM Web #2281 & 89 Administrator 115 %%t TempoMonolithic 521,

FRFM

o LIEHA cluster-admin & &K MAF 558K E OpenShift Container Platform Web 2l &,

°
°

it =
2.

% F Red Hat OpenShift Dedicated, & 7i{#FHE7%H dedicated-admin & &K &%,

BEEL—THENHEF, HEETIRENR, NFRSER, ESH EEHRF R
FR'A"ECEMR 5 AR,

Home — Projects —» Create Project, NE£L45 A AE2H TempoMonolithic SL{5I 012 &
MAFTIE, TR openshift- BIZE T L8970 B & #5,

RERTFENE trace IFHERE . REHEM. FARESIIREM,

8%

X RFEAREIETE Distributed Tracing Platform B, ZERZZHHMNEILE
YRR : Red Hat OpenShift Data Foundation, MinlO. Amazon S3. Azure
Blob Storage =t Google Cloud Storage,

BH, EFETRFHEEELE ) TempoMonolithic SE GBI R F - IREIT &
FHEREAE— secret, BAILITE Workloads — Secrets —» Create - From
YAML FAT LR AE,

WMBEZER, HSH" N REEXE",
Amazon S3 1 MinlO 58 secret =61

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. fi]# TempoMonolithic =2/ :
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k

IRRI LUE A — 8 MR R E #6E% 4 TempoMonolithic =54,

¢l

=

a. £\ Operators — Installed Operators,

Srid
b. 1%#¥ TempoMonolithic - Create TempoMonolithic > YAML view,
c. 7 YAML#iEsh, B7E X TempoMonolithic B E X #E (CR).

TempoMonolithic CR 7~

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic 0
metadata:

name: <metadata_name>

namespace: <permitted_project_of tempomonolithic_instance> 9
spec: 6
storage:
traces:
backend: <supported_storage_type> 6
size: <value>Gi
s3: a
secret: <secret_name> 6

tls: g

enabled: true
caName: <ca_certificate_configmap_name> @
jaegerui:
enabled: true m
route:
enabled: true @
resources: @
total:
limits:
memory: <value>Gi
cpu: <value>m
multitenancy:
enabled: true
mode: openshift
authentication: @
- tenantName: dev @
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"
- tenantName: prod
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfb"

Itk CR {8 OTLP #i F#Y trace ingestion B/ —1 TempoMonolithic ZE.
3 TempoMonolithic EFEXFEMITE, FfRVFLL openshift- BIZEFF L9501 B & 5.

2118 R 2 # Red Hat OpenShift distributed Tracing Platform X #4 A B3R R B & LT
TR,

o 090

18 E T 1568 trace I HE,
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36

©

OO0 O©0060 O O o

FAFEME trace EFEMERE - REEMH. FAMESHNREWE. HAKEESHER pv. X
REFMEHEZH(ER 3. ges =k azure, EXRIURFHERANK REMEDR, tmpfs NiFEH

REXN S TFREFHE, XEKS tmpfs BHX/D, RIMEN 2Gi, HFHFAMLS,
XEEREFAMSERNKRD, BRMMEN 10Gi, XMFRREFMHE, XEEKE Tempo
Write-Ahead Logging (WAL)BI&F A BRI KRN, EIMEH 10Gi,

AL ¢ NFFXREFM, NREFMEIIRE, EIZHETIE 3. ges #l azure, EFREURTF
FERIX REMEIREL,

Ak WFNRERE, F6E secret B metadata ) name {E, 7Ff% secret ilE
TempoMonolithic B FRE— R ZEEF, HDE "Table 1 FIEENF X,
"Object storage setup” BB AT secret S8,

ﬂ-j‘io

"k - @& CAIEFH ConfigMap X REYE N,

NFF Jaeger Ul, ©ilBidHKH

http:/<gateway_ingress>/api/traces/v1/<tenant_names/search % #{#E# 17+
1t.

iy

&k

=i

2R Jaeger Ul B E&H,

Ak,

5 AR,

&%, FYE X-Scope-Orgld HTTP #7rkHI{H,

P B9ME— 7R, 1£ TempoMonolithic SR BN £ EIR K IIZM —#, 1k ID

FHE NI INEINT RIFMEPRIN R, ERTLIES A UUID X tempoName FEXHY
{Ho

d. 1% Create,

1. {5/ Project: THI%IFR 1% TempoMonolithic SEAIRILTE

2. i A\ Operators — Installed Operators, LU%iiE TempoMonolithic S2f5Ii Status @&
Condition: Readys

3. # A Workloads - Pods, 5iiE TempoMonolithic SZf5If pod & IEEIZ T,

4. Piln] Jaeger Ul :

a. 77 A Networking —» Routes #1 Ctrl+F, Ll1#3% jaegeruis,

Jaeger Ul {£f tempo-<metadata_name_of_TempoMonolithic_CR>-
jaegerui & H,
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b. 7E Location ZlId, #TF URL LAi[A] Jaeger Ul,

5. ¥ TempoMonolithic SEfBIHY pod FAZERS, &R LU trace &£ E] tempo-
<metadata_name_of_TempoMonolithic_CR>:4317 (OTLP/gRPC) #1 tempo-
<metadata_name_of TempoMonolithic_CR>:4318 (OTLP/HTTP) fmm.

Tempo API fI F& 2+ H) tempo-<metadata_name_of TempoMonolithic_CR>:3200 i 5=,

3.5.2. {# A CLI &Z% TempoMonolithic =

BF

TempoMonolithic 7&{’§JAE MR INEE, AT IIBEAR ZLLNE T AR 55 F A hil
(SLA) %%, BINBEAEEH AR, EFHEEETMERFEREIT. XERATIR
ThA Tklﬁ!ﬂ)*’?miﬁﬁ%ﬁﬁ’]%ﬁb, HENSEF LM ERERIE L,

BRIABRATGTEEXFEEMESER, ST ¢

o RORTI i ThRE X FF3EH]
IR B LM 5517 % 2 TempoMonolithic 52451,

FeRFH
o ST EA cluster-admin AEREEL OpenShift CLI (oc) R,

R

o FALRIEHI OpenShift CLI (oc) IRANE&EFTIRA, FHE5EB OpenShift Container Platform hix
NI

o jZ4T oc login 45 :
I $ oc login --username=<your_username>

o BMEEN—NHZNES, HERETEENR. MEELER, HSH EEMBIBEN
PR'A"EER 5 AR,

Y=

1. BITUTSS, WEEERSSESLERN TempoMonolithic SLBI 8B EEFM TR -
$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: <permitted_project_of_tempomonolithic_instance> ﬂ
EOF

ﬂ A VFLL openshift- BIZE L8951 B &R,
2. RERTFENE trace WFHERE : REPREHE. FAMBSHTREMW,
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BF

X RFEAREIETE Distributed Tracing Platform B, ZERZZHHMNEILE
X RTERE : Red Hat OpenShift Data Foundation, MinlO. Amazon S3. Azure
Blob Storage =t Google Cloud Storage,

IR, N REEREEEH TempoMonolithic SLBIAIERIN B AR A REIRT &
BRI — secret, BALLZITUU T e H R ULIRIE

$ oc apply -f - << EOF
<object_storage_secret>
EOF

WMBEZER, HSH" N REEXE",
Amazon S3 1 MinlO Zi50 secret =4

apiVersion: vi

kind: Secret

metadata:
name: minio-test

stringData:
endpoint: http://minio.minio.svc:9000
bucket: tempo
access_key_id: tempo
access_key_secret: <secret>

type: Opaque

3. e tIEM T E # 4] TempoMonolithic S26i,

R

R LATE R — &8 LR R E A 42 % 4 TempoMonolithic <41,

a. B X TempoMonolithic B E X %R (CR).

TempoMonolithic CR 7~

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic €))
metadata:

name: <metadata_name>

namespace: <permitted_project_of tempomonolithic_instance> 9

spec: 6

storage:
traces:

backend: <supported_storage_type> 6
size: <value>Gi

s3: ﬂ

secret: <secret_name> G

tls: g

enabled: true
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caName: <ca_certificate_configmap_name> @
jaegerui:
enabled: true m
route:
enabled: true @

resources: (B)

total:
limits:
memory: <value>Gi
cpu: <value>m
multitenancy:
enabled: true
mode: openshift
authentication: @
- tenantName: dev @

tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"
- tenantName: prod
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfb"

Itk CR M OTLP P F#Y trace ingestion B/ —1 TempoMonolithic ZE.
53 TempoMonolithic EE X FEMITE, FfRVFLL openshift- BIZEFF L B9 B & 5.

2118 R 2 # Red Hat OpenShift distributed Tracing Platform X#4 A BOIR R B & LT
TR,

15 E T 5168 trace I HE,

FAFEhE trace IFERE - REEWE. FAMSBHTREW,. FAMEESHER pv. X
REWHEZHIER s3. gcs 5 azure, EFRFURTFHEANX REFMEE, tmpfs RFH
FHEMEIME SN memory, B©IGERTFFA. Ml ERMBLIIEINE, ENIE pod
X BB SRS,

REXN S TFREFHE, XEKS tmpfs 8K/, RIMEN 2Gi, HFHFAMLS,
XEREFAMSERNKD, BRMEHN 10Gi, XMFRREFMHE, XEEKE Tempo
Write-Ahead Logging (WAL)BI&F A B FEBIRI RN, EIMEH 10Gi,

AL ¢ N FXREFEM, NREFEMEIIRE, EIZHETIE 3. ges #l azure, EFREURTF
FERIX REMHEIREL,

Ak . W FNREE, 7E6E secret ) metadata FFE) name (B, Efi# secret 5
TempoMonolithic SEFII FRE— &R ZEE R, HIE "Table 1 FIEENF R,
"Object storage setup” BB AT secret S,

Al

A% : @& CAIETH ConfigMap X &% R,

AT Jaeger Ul, ©ilBidHKH
http://<gateway_ingress>/api/traces/v1/<tenant_names>/search X ##Ei# T
1t.

RN Jaeger Ul B E&H,

E.I-iio
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@ s,
@ &%, FYE X-Scope-Orgld HTTP #7rkHI{H,

@ M BIME—RIRRF, 7 TempoMonolithic SREM BN £ EHRLITIZEM—/, LD
FHE N BIRRIEIN RIFERRIN R, ERTLLES A UUID X tempoName FEXHY
{Ho

b. ZITUUTaHRMABEE L CR:

<tempomonolithic_cr>

P2y
$ oc apply -f - << EOF
EOF

1. BT T4, UEFRFAE TempoMonolithic components FIIAS 2% 77 Running, 78
conditions /J type: Ready :

I $ oc get tempomonolithic.tempo.grafana.com <metadata_name_of_tempomonolithic_cr> -0
yaml

2. BT T4, LUSIE TempoMonolithic 2R pod & IETEIZIT ¢
I $ oc get pods

3. Viln] Jaeger Ul :

a. BT T4, &1 tempo-<metadata_name_of_tempomonolithic_cr>-jaegerui F&HERY
BREITEIS -

I $ oc get route

b. TEM TN 1525 T FF https://<route_from_previous_step>.
4. ¥ TempoMonolithic £ pod TR, EAILUE trace &£ 3XE| tempo-
<metadata_name_of_tempomonolithic_cr>:4317 (OTLP/gRPC) #1 tempo-

<metadata_name_of_tempomonolithic_cr>:4318 (OTLP/HTTP) s,
Tempo API fI F& &+ H) tempo-<metadata_name_of_tempomonolithic_cr>:3200 i 5,

3.6. Afth 5{R
o UIEEEIEER
® OperatorHub.io
o ifj[A|Web¥EHl&
o fEF3 Web #1& M OperatorHub &%
o MBEZRZEH Operator AN AR

® OpenShift CLI Al
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Tempo Operator f§ i B E X HIRE L (CRD) 3 43R E L OEFERE Distributed Tracing Platform iR
RME B R E, A URERINEESIEBL .

4. Bo & G im1Ehk
BXERERIREEIIER, §5F 7HEALGENE UREBEFENEMF LTS YEE 8,

4.2. TEMPOSTACK 2B S H N

TempoStack B & X ¥R (CR)E LA FIJ# Distributed Tracing Platform B5IRIZRIIFIILE, ST LUIR
BRI SSERR, BUX LSRR E ERSET,

TempoStack CR 7~

apiVersion: tempo.grafana.com/vialphat ﬂ
kind: TempoStack 9
metadata:
name: <name> ﬂ
spec: 6
storage: {} G

resources: {}
replicationFactor: 1

retention:
global:
traces: 48h
perTenant: {}
template:
distributor: {} f)
ingester: {} m
compactor: {}
querier: {}
queryFrontend: {} @
gateway: {}
limits:
global:
ingestion: {} m
query: {} @
observability:
grafana: {}
metrics: {}
tracing: {}

search: {} @

managementState: managed @

Q@ EMKNEMHEME AP KR,
e E Y EAEM Kubernetes X RAGFHZE,

9 ME—FRIRGT REOEIE, E3% name £/ H, UID, F17%£H namespace, OpenShift Container
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TempoStack SLBIHI TR,

2 & TempoStack LFIMFMBERESH. AFE—MERATAE Tempo HEBBEAE L, 1E
spec AHELE, HEXREGANHGEXE, [NEMIE spec.template.<components> #f 4
H,

FHETESCBIEREBPRIEE. AXEPINEMHITNER, HEHRET.

h Tempo B E UITHE TR,

SO 2, AN RRIER SN ERE.

fRE trace MECEILT, BRINME 48h,

Tempo distributor 2 {4 B B 1510,

Tempo ingester H{FRIEZ & 1%E T,

Tempo compactor 41 {4HIE BT,

Tempo querier 2 {4 BIEE & 1% T,

Tempo query-frontend 2H {4 B2 B 15171,

Tempo gateway ZH {4 HIEZ & 1%E 10,

A (ingestion) FEIH (query) =PRI,

TE P AN ZE R,

E X R PR,

FCE R AE X R AL ER 8 4E.

B RINEE,

7E X Itk CR % H Operator B2, EiA{E N managed,

# 99009090 IDO0O00OO09O OO

4.1. TempoStack CR S

S 3T {1 AME

apiVersion : BIENT RIS EERAM APl tempo.grafana.com/  tempo.grafana.com/
hR AR, vialphai vialphai

kind : E L E 0 tempo
Kubernetes X &R AF
%,

42



¥

metadata :

name :

spec :

resources:

storageSize :

replicationFactor:

retention:

storage :

template.distributor:

template.ingester:

template.compactor:

template.querier:

template.queryFront
end:

sk

MeE—FRIHN REVEIR, &
& name F#7&, UID,
FATERY

namespace.

X REVF TR,

Z QIR RETIAE

2 BL%E TempoStack 58
BB BEIR,

ingester PVC B9z fif K

No

EHIRRNEE,

{RE8 trace MIBD &1L,

E L F BB BT,

Tempo distributor BB
B,

Tempo ingester BEZE
I,

Tempo compactor BT
B LI,

Tempo querier BEZ B %
T,

Tempo B RTHAIER E
iz

% 4 % K& DISTRIBUTED TRACING PLATFORM

TempoStack LK%
o

B84 TempoStack 5Ll
HFMBEESH. HFE
Fi8 Tempo Hi4B9E A
E X, R1Espec TR
TEXLE, HELSFHEA
HERXE, BNRERE
spec.template.
<component> i &
To

LS WINE]

OpensShift Container
Platform & BE&ERK
UID FH{ER O R
TE B TENK
namespace.

tempo-all-in-one-
inmemory

N/A
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S ek ff - WINE]
template.gateway: Tempo M XHIESE 1%t
T,
Hith TR

o L% TempoStack SE/)

o 7% TempoMonolithic E4l

4.3. EiHEE L

Distributed Tracing Platform B /NH, BN querier #1 query frontend, FTFEEE ), ERIEEX
PN EAF,

querier 4H447E ingesters IR R EHIE KB trace ID, RIFPXERSE, querier HETTLLE I
ingesters, FMEIRAIEY bloom B3R5I, LUMBEEXN REFMHPERE, querier HHTE GET
/querier/api/traces/<trace_id> 2 FF HTTP i, {[BEFRFHAEREFER, &EHIL X R &0 ETH,

% 4.2. querier HFMNECE S

B8 ik i

nodeSelector node-selection £ FREITH F =, KB KR

replicas NEH QAR AT, KR B B8R int32
AR (tolerations) B E FHHER pod BiR, KA B

IR RTIRA A 71 T 0 8 AR E XS RE R IHTO . ENRTIREL &AM HTTP iR A FF trace : GET
lapi/traces/<trace_id>, ENER, Eif] frontend 4H{44F blockID ZE[H 2K AIEL BN D F#E, ABEX X
LeiESRFHEITEAG, querier L@ IT 5 gRPC EBHERERI A frontend 2H4F, LUCERIXLESY K & if),

* 4.3. HiARHANERESH

SH

component B2 & B ik alimZE ¢4, KA R
component.nodeSelector T R BT R KB IR
component.replicas N E R RTRAE A O R BIAEL, KR B BA 0 int32
component.tolerations REFEHRIRAER Pod AR, KR A
jaegerQuery FE T Jaeger Query ZH{B95%E RE R

i,
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jaegerQuery.enabled

jaegerQuery.ingress

jaegerQuery.ingress.annotati
ons

jaegerQuery.ingress.host

jaegerQuery.ingress.ingress
ClassName

jaegerQuery.ingress.route

jaegerQuery.ingress.route.te
rmination

jaegerQuery.ingress.type

jaegerQuery.monitorTab

jaegerQuery.monitorTab.ena
bled

jaegerQuery.monitorTab.pro
metheusEndpoint

% 4 % K& DISTRIBUTED TRACING PLATFORM

sk

JaE, BIE Jaeger Query H
#+jaegerQuery,

Jaeger Query ingress BIi%E,

ingress A RBE R,

ingress AR EN. A,

IngressClass REFFHIRIIELT. &
SRS AN ORI 2R IR R A O B
Ro

OpenShift & B B9,

ZERE, Bilh edge,

Jaeger Query Ul B ingress K8,
S A E ingress. route ]
none.

monitor &£ ERE,

1E Jaeger #HI & A E A monitor
W, WINEE
PrometheusEndpoint.

B & span rate. error # duration
(RED) $E#18 Prometheus SEfI#Y
ihm. 540, https:/thanos-
querier.openshift-
monitoring.svc.cluster.local:
9092,

TempoStack CR & i AilimZH 4RI B & 2~ 51l

apiVersion: tempo.grafana.com/vialphat

kind: TempoStack
metadata:
name: simplest
spec:
storage:
secret:
name: minio

ey

RHE

ey

ey

#/R{E

ISE S

IOE S

FHFEE (enum: insecure,

edge, passthrough, reencrypt)

RE

: FRFE (enum: ingress,

route)

RE .

ey

RE

IO S

#/R{E

P R
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type: s3
storageSize: 200M
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
template:
queryFrontend:
jaegerQuery:
enabled: true
ingress:
route:
termination: edge
type: route

Hth

=

i

o TRSRMAR

4.4. fci& Ul

IR B LUE R Cluster Observability Operator (COO) By Distributed tracing Ul $#{44F 77 Red Hat
OpenShift distributed Tracing Platform BIFE - 5@ (Ul), BXZREZHM{FEA Distributed tracing Ul fi4EH
B%{ER, B Cluster Observability Operator FBY"Distributed tracing Ul #f4",

Hib iR
o NHIERR Ul HME

4.5. £ JAEGER Ul A E2i& MONITOR &£

& 8] LAFE OpenShift Container Platform Web 2l & # Monitor 12E5iF #3857 Jaeger Console 12EUEK
R, HHREMIFENEI(RED)¥EIE, Fi@id Jaeger Console #4T# 44k, ¥EFR®E OpenTelemetry
Collector H1#J span, E Prometheus M Collector HIREY, ERILFER - T M E iR hERE,
Jaeger Ul M Prometheus i m & X LR, FHFwLEl].

SERFEH
e &2 Distributed Tracing Platform E2i& 7T A RFFE . MFEEZER, ESH BEEN RN
)j'lo
T

YR

1. 7£ OpenTelemetry Collector #J OpenTelemetryCollector B E X ¥R, & Spanmetrics
Connector (spanmetrics), BI¥M trace SREETR, FLL Prometheus #& X5 HIETT.

span RED B OpenTelemetryCollector B & X ¥Rl

apiVersion: opentelemetry.io/vibetal
kind: OpenTelemetryCollector
metadata:

name: otel
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spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
connectors:

spanmetrics: g
metrics_flush_interval: 15s

receivers:

otlp: 6
protocols:
grpc:
http:

exporters:
prometheus: ﬂ
endpoint: 0.0.0.0:8889
add_metric_suffixes: false
resource_to_telemetry_conversion:

enabled: true 6

otlp:
auth:
authenticator: bearertokenauth
endpoint: tempo-redmetrics-gateway.mynamespace.svc.cluster.local:8090
headers:
X-Scope-OrgID: dev
tls:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt
insecure: false

extensions:
bearertokenauth:
filename: /var/run/secrets/kubernetes.io/serviceaccount/token

service:
extensions:
- bearertokenauth
pipelines:
traces:
receivers: [otlp]
exporters: [otlp, spanmetrics] G
metrics:

receivers: [spanmetrics] ﬂ
exporters: [prometheus]

#...

ﬂ @l ServiceMonitor B & %R, LS Prometheus exporter FI3REX,
9 Spanmetrics £ #&#31&UX trace 1 exports 1§17

9 OTLP #EIN2ITE OpenTelemetry X I span,
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Q Prometheus exporter FF 5t Prometheus &8 1T,
© R EFVHREM.

6 Spanmetrics &2 1E trace BB FHACE N exporter,
Q Spanmetrics £ 2ZRTE metrics EE A E N EIKES

2. 7£ TempoStack B E L FIRA, /HA Monitor iETIF, FI¥ Prometheus ifim 1% & 7 Thanos
querier AR5, LAMAR P 7E LB IR PR3 1% 25 1 B3R,

WA Monitor £ 8 TempoStack B & X HiRRHI

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:
name: redmetrics
spec:
storage:
secret:
name: minio-test
type: s3
storageSize: 1Gi
tenants:
mode: openshift
authentication:
- tenantName: dev
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfa"
template:
gateway:
enabled: true
queryFrontend:
jaegerQuery:
monitorTab:
enabled: true ﬂ
prometheusEndpoint: https://thanos-querier.openshift-monitoring.svc.cluster.local:9092

(2]

redMetricsNamespace: " e

£ Jaeger ##E& # /5 B Monitoring 11,
3B user-workload ¥ #E#) Thanos Querier BIARSS & Fh.
Al © Jaeger EHifjf: 3R Prometheus ?E7I‘T\EI’J?E7]‘T\ Bz E, REEMEMEAL 0109.0F R

B OpenTelemetry Collector R AR, FEEX—1T, WIREFEA OpenTelemetry
Collector kA 0.109.0 SNE SR A, 1HEKIX—1T,

@@G

3. AL R AEERINE spanmetrics iE 2R span RED $5%r. #Blt0, X FHXKIEH
RS E LRSS FI BFR(SLO)ER, EHERRS0E— duration_bucket &5 K#1 AR i1
BIEPR, XEIITEARNIRS. AP 25, BIERBMHEMBMIIRE,

% 4.4. 7t spanmetrics i #2 P OISR
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R Uiy 2

service_name i otel_service_name 1% frontend
L EIXBERIIRSS &R,

span_name BRIEM BT, o /

e /customer

k' /—‘\‘H % u\ ‘J-u-l\ 5\1’%\
span_kind g;ﬁﬁgfﬁij{fﬁ . BBIE, SPAN_KIND_SERVER
= ARIR o

e SPAN_KIND_CLIENT

e SPAN_KIND_PRODUC
ER

e SPAN_KIND_CONSUM
ER

e SPAN_KIND_INTERNA
L

PrometheusRule B E X iR HI, HaimiksSF 2000ms PR HIRHE 95% B SLO E X
ER A

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: span-red
spec:
groups:
- name: server-side-latency
rules:
- alert: SpanREDFrontendAPIRequestLatency
expr: histogram_quantile(0.95, sum(rate(duration_bucket{service_name="frontend",
span_kind="SPAN_KIND_SERVER"[5m])) by (le, service_name, span_name)) > 2000 ﬂ
labels:
severity: Warning
annotations:
summary: "High request latency on {{$labels.service_name}} and
{{$labels.span_name}}"
description: "{{$labels.instance}} has 95th request latency above 2s (current value:

{{$value}}s)"

ﬂ XNRIANGE, BB 95% BIRTIHAR S5 AR A {EEF 2000 ms, B FSEH] ([5m]) & 71
EVRIRMEIRAMEE, FHERBLGENIEIRNZE,

Hi 5w
o FEEMNPRFNFAS.
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4.6. I BN TLS

TempoStack 3% TempoMonolithic SEIR B 7 Y 5R X 758 A A PR BIE T X OpenShift BIAR S5 IEF
NIEWIRECE TLS.

4.6.1. TempoStack £y 2R TLS BLiE
IR A LATE secret AR TLS UET, S{FF OpenShift Container Platform 4R BIAR S5 IE T,

o Eff secret IR TLS iEF, E7E TempoStack BE L FHEHEET.

% .
J5 FA# Tempo Gateway A #FItLINEE,

TLS AT MR FF1E secret hiE A A REEIES

apiVersion: tempo.grafana.com/vialphat

kind: TempoStack

#...

spec:

#...

template:
distributor:
tls:

enabled: true ﬂ
certName: <tls_secret> g
caName: <ca_name> 6

#...

ﬂ 1£ Tempo Distributor £/F 8 TLS,
Q N FAH tis.key ZEAFN tis.crt IEH Y secret,

BT CA /2 mutual TLS BA%IE (mTLS),

o F4, IEETLUERA OpenShift Container Platform 4 BRBIARSSIE+.

LEIHBEARSZ#F mutual TLS B4R 3RIE (mTLS),

AT KSR TLS 3 A OpenShift Container Platform 4IRS IEH

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
#...
spec:
#...
template:
distributor:
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tls:

enabled: true ﬂ
#...

ﬂ £ Tempo Distributor y TLS 17 RHECE,

Hth

=

i
o TR AIEP
o [R5 CAIETS

4.6.2. TempoMonolithic 2589 #EEIL 23S TLS ECiE
IR A LATE secret AR TLS UET, S{FF OpenShift Container Platform 4R BIAR S5 1IE T,

o Eff secret FIRM TLSIEF, 1E71E TempoMonolithic BE X FHRFEET.

& o
' JE FA# Tempo Gateway A #FItLINARE,

TLS AT MR FF1E secret hiE A REEIES

apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
#...
spec:
#...
ingestion:
otlp:
grpc:
tls:
enabled: true ﬂ
certName: <tls_secret> 9

caName: <ca_name> 6
#...

ﬂ £ Tempo Distributor £/EF TLS.
N FARY tis.key ZEAF tls.crt IE B secret,

g BT Y CA SRS mutual TLS BEIE (mTLS).

o F4, IEETLUMEA OpenShift Container Platform 4 BREIAR S5 IE+.

LEIHBEARSZ#F mutual TLS B9 3RIE (mTLS),

AT KSR TLS 3 A OpenShift Container Platform 4B IR SS IEH
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apiVersion: tempo.grafana.com/vialphat
kind: TempoMonolithic
#...
spec:
#...
ingestion:
otlp:
grpc:
tls:
enabled: true
http:
tls:

enabled: true ﬂ
#...

ﬂ 1£ Tempo Distributor i TLS BI&/NECE.

Hth BHR
o THRRSSAIET
o [R5 CAILSP

4.7. BB & 16 RBAC

ERNEEA, BN BERNETAGNYNEEI(RBAC), LUMEREERT HARAS & 26T EE -
B span B,
p= Y=
LIRS A& RBAC I, BFABARILAMAT A a4 22 (A1 [0] trace, service.name #l
k8s.namespace.name [E XA A A W,

SoREH
o ST AEA cluster-admin AEREEL OpenShift CLI (oc) Rif,.

N
o A{RIZA OpenShift CLI (oc) RANE&FThRA, FH5EH OpenShift Container Platform hR
AICEL,
o T oc login:

Ny,
pEey
I $ oc login --username=<your_username>

it =3
1. 1€ TempoStack B E X ¥R(CR) /AL f1& i RBAC, 40 :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
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metadata:
name: simplest
namespace: chainsaw-multitenancy

spec:
storage:
secret:
name: minio
type: s3
storageSize: 1Gi
resources:
total:
limits:
memory: 2Gi
cpu: 2000m
tenants:
mode: openshift
authentication:

- tenantName: dev
tenantld: "1610b0c3-c509-4592-a256-a1871353dbfb"

template:
gateway:
enabled: true ﬂ
rbac:
enabled: true 9
queryFrontend:
jaegerQuery:

enabled: false @)
Q PRZERIE N true,
Q YRZRIE N true,
9 bR E N false,

2. QIBEEACMERAGYE, NEIEPRFIREIE TempoStack CR F15E RIFE - BIFL
FR, {50 :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: tempo-dev-read
rules:
- apiGroups: [tempo.grafana.com]
resources: [dev] ﬂ
resourceNames: [traces]
verbs: [get]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: tempo-dev-read
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: tempo-dev-read
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subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: system:authenticated 9

Q TempoStack CR 8978 /7 & 75,
@ =TEHAEELSHBRIER Openshift A,

3. NEWAPRTIEEIREENTIR, B LUETU T 65 RTRILERE

I $ oc adm policy add-role-to-user view <usernames> -n <project>

4.8. AT RHER

Z49 TempoStack pod HERITAT KL, HESMH {I7E OpenShift 4 A nodeSelector #1
tolerations 7£ infra TV ;= L ERZEAREH TempoStack 4,

4.9. BciE R A E R

Tempo Operator XHFF&E TempoStack ARG IZFNEN, MZLHHA. ingester F, HOFAEX
Operator A& & BHHFNIRETET.

4.9.1. B2 TempoStack fEFRFIZER

IR BT LUE B TempoStack SEBIB9IEFRFIZ i,

FRFH
o TESREFE RN A E BT B Bk i,

it =

1. B2 TempoStack SLAIENTETR, 151 spec.observability.metrics.createServiceMonitors =
EQIXE N true :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:

name: <name>
spec:

observability:

metrics:
createServiceMonitors: true

2. &} TempoStack LHIfFAEHR, 1EfF spec.observability.metrics.createPrometheusRules
FEXIZE N true :

apiVersion: tempo.grafana.com/vialphat
kind: TempoStack
metadata:

name: <name>
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spec:
observability:
metrics:
createPrometheusRules: true

Kk
R LUEFE Web 122414 89 Administrator {1 &K IFEEB 2 S KD :

1. # A Observe — Targets, T Source: User, {27 ServiceMonitors (&3} tempo-
<instance_name>-<component>) HFJIRZEH Up,

2. BERIFERBESTEEMLE, EHZE Observe - Alerting - Alerting rules, i3 Source:
User, FI2# TempoStack SEBIZHERY Alert HLNI 27 A,

HiBR
o NRAFENRIEERLEE

4.9.2. it Tempo Operator FEIRFIZER

M web $ZH & L% Tempo Operator I, &8 L% Enable Operator recommended cluster
monitoring on this Namespace £1%4E, BRI Tempo Operator BIIEIRFIZE R,

MRBAEREIBHEERFESEE, ETUERLE Tempo Operator FF5N/E A IEIFFIER,

Pt =

o TERET Tempo Operator BT B 7510 openshift.io/cluster-monitoring: "true” /1%, Zik
/7 openshift-tempo-operator.

Kk
R8T LUE R Web 12241 A B9 Administrator M1 &G IFREB 2 E KD :

1. # A Observe — Targets, i1 Source: Platform, F1£3% tempo-operator, ©/EH Up
L7

2. ERIFEMESRSEWLE, HHE Observe —» Alerting — Alerting rules, 37 Source:
Platform, B %] Tempo Operator # Alert HLI,
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2 5 2 DISTRIBUTED TRACING PLATFORM i fEHEFR

1T LUE & MRS HER AR 12 B FIIE & TempoStack 3 TempoMonolithic SZ {5l R B[R] &,

5.1. MEs TR 2 i IR
ERZTAGLN, ALIEREESHXERNLIIEBRBHEMEE, HATLLEM oc adm must-gather T

B &R RN RINE 2T EEE, 10 TempoStack 3t TempoMonolithic, LR GIEMEIR, 40
Deployment. Pod 5 ConfigMap., oc adm must-gather T &0 — MK L EIRIF pod.

i =
o MEEREFEWEMEBIEWE XS, 21T oc adm must-gather 55 FINELIE -

$ oc adm must-gather --image=ghcr.io/grafana/tempo-operator/must-gather -- \
/usr/bin/must-gather --operator-namespace <operator_namespace> ﬂ

ﬂ R 3% Operator BB\ 68 % 22 5] 2 openshift-tempo-operator.

o NIEMBEREEENEFH IS WRENTIE.
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56 & I

X FIRAF, Tempo Operator ] Operator Lifecycle Manager (OLM), FAF L& EEs Operator
=&, ARMETAERHZH (RBAC),

OLM EKIATE OpenShift Container Platform AiZ1T, OLM BJLAE ] a] FEY Operator LIk B &R45EH
Operator BIF%,

% Tempo Operator AR EIFThR AR, ©RFIMEEEN TempoStack L4, HFEANEIE Operator
FThR AR B BI R AN

6.1. ELAh TTR
e Operator Lifecycle Manager B:&#1 55R

o FHTZLLEH Operator
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28 7 = 14 DISTRIBUTED TRACING PLATFORM

M OpenShift Container Platform 5 &£ /| Red Hat OpenShift distributed Tracing Platform B9 240
T

1. XMIFFA Distributed Tracing Platform pod,
2. MBREM TempoStack SE4l,

3. Mk Tempo Operator,

7.1. {5 WEB 31241 & &

AT LUTE web 224 & B9 Administrator 11 & FaffiBR TempoStack £,

SR

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5185,

e XF Red Hat OpenShift Dedicated, &&/i{#FHE%E dedicated-admin & &/ - & 3K,

it =

1. #£ A Operators - Installed Operators - Tempo Operator » TempoStack,

2. EffIFR TempoStack LI, 1HEREF - Delete TempoStack - Delete,

3. &% : MR Tempo Operator,

7.2. {EF CLI #Ip&

IR LATE S 4T PR TempoStack 5245,

FRFM

o ST EA cluster-admin AEREEL OpenShift CLI (oc) K1,

R
o FALRIEHI OpenShift CLI (oc) IRAN&EFTRA, FHE5EB OpenShift Container Platform hix
AT,
o jz17 oc login:

i
I $ oc login --username=<your_username>

pi% =
1. BT T4, KEX TempoStack SEBIHIEZFE :

$ oc get deployments -n <project_of_tempostack_instance>

58



%5 7 % JjlFR DISTRIBUTED TRACING PLATFORM
2. BITLAT a5 MR TempoStack SEf :
I $ oc delete tempo <tempostack_instance_name> -n <project_of_tempostack_instance>
3. ®i% : MR Tempo Operator,
1 BT RS, DUSIER B R B HE TempoStack 524, iXFRamEMPRAKTH

I $ oc get deployments -n <project_of tempostack_instance>

3. Hth BTN
o MEEEHER Operator

® OpenShift CLI Al
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