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B1E THREMIUE
FA P& ZE 5 OpenShift Container Platform R B, Wl #H TRBENF DI, BRRIEE RS
OpenShift Container Platform AP ERXEXBA -, RE, BNZEREXERKAFNERKBERS

RVFIZIFER,

ENEIRG, KAILLH OpenShift Container Platform E2& &2 451k,

11. B

OpenShift Container Platform F# /A /2 ® LAA OpenShift Container Platform API & 15 3K BISEAR,
OpenShift Container Platform A REAKRESE, BTRAE)ISAAENERMNARHNERFTREFH
PR, B, XHFES OpenShift Container Platform ZEMFF & A A S EE 5 BOIK 7,

AREFENRAIRBEA N

EHAF XRKRKZHIZHER OpenShift Container Platform B E, BB, FTHE—RER
RERSHEIOE, SERTET AP0, SHHEF 8T User iREKR.
1, joealice

RL5iA USRI AP EEMEBEEE N BEH0E, FTEATEEMPENLS APIRLMZE, X

AEEHEES (AR —ER) . BREFT DT RAS, HEBBERH registry &
BAMAF, UR—EHMAF, &F, ©B—Fanonymous R45iHA, RIAMERES
PIIERERER, #l0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR S5 P R 501 B REKMRIA RS P s BLRERIET BN B 08, mUBE
B AN RiF BN B R E S BIRRS K. RS5IK BT ServiceAccount X 5
F~. 0 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

F—RP YIRS EFE R &2 %50E F 8215 7] OpenShift Container Platform, Fo & 255 IESK B 2381k
TBY APHER R#EE 7 anonymous kI A HMIEK, 2 A %IERE, REERERF#HFN
PUTRIRIE,

12. 4

AAAUSRE—1HEN 2, SMERREENAIES. AEERIGREN, IEALHRN HZ D
AARFHER, HIRFHH—DHEFNSDNR, MABERETRAPTR.

PR T BRIATE LA N, EBERGAESEA A, el mERFaNESR,
IR T REEMFRIAEMA

A 50

system:authenticated B 5AAL T G IER A PRI,

system:authenticated:oa  BzI5FAER OAuth UilH ST B3 ISIERY A - KHK,
uth
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A 50

system:unauthenticated B 5AARZFHIIER AP XK,

1.3. API &35 1E
% OpenShift Container Platform API BiE K@it AT A RiHF 1T B2 580E -
OAuth Vila| 45

e f{#IF <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token i, M
OpenShift Container Platform OAuth JR 4523 5K EX.

e {Fy Authorization: Bearer... 13k & 3%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> =, 1E
websocket 153K HI websocket F iRk & 1%,

X.509 & FiwiEP
o FEE API RS IBHI HTTPS i##,
e M API RSS2 FHXT I UEH A MY S 4T 45k
o API RSS2 OIBIERBH O L BIEHEIZE, LU B &#1THB%5E,

EREETLRG RS RS T ROE T RE RE W SR IIEZ L 401 $hR R IE 4,
MREBHETRRISHESNKIET, BB%IEZSF system:anonymous E A~ #
system:unauthenticated E{IH A EE4A1E K, XEERNVZREPREELAAATUL EIFLE (10F7) &
*Q

1.3.1. OpenShift Container Platform OAuth AR5 25

OpenShift Container Platform master @ & NWEM OAuth fRS585, F/IREX OAuth 1R 45 skt B &t
1T APl BREIIE,

BNERHFH OAuth FhERS, OAuth RS S AR BRI B DR MHIEF RIAERHIH R AN S M,
RiE, ERBEZEMARNENAS, NIZAFUBR—NGF S, BROZERNSHE,

1.3.1.1. OAuth $k#iEK

BN OAuth S hERIVE R ER /IR & B B INFNE R S8 OAuth B i, /55 OpenShift Container
Platform API Ff& BB LLT OAuth B i :

OAuth &' ERAAE

openshift-browser-client FERATAERERERNASRIE, £
<namespace_routes/oauth/token/request i&3K
The.
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OAuth &/ '¥m ERAAE

openshift-challenging-client fEFA A 2 WWW-Authenticate J5iif)# L E sk
HRDE,

<namespace_route> HepA 22 AIMERH, XA LLBITZITA T a4 kL E,

I oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

Y OAuth S hERYIE K &R B IENT <namespace_routes/oauth/authorize BJiE R, K0 FDIIESE
BERIEXMNMRRATRE— N FPEIERE, & OpenShift Container Platform BZiE WET N F & & 15
RERFRIULEIE, & <namespace_routes/oauth/authorize B9iE K AT RE K EH A RE R R B R E K IE
MEAFRE, w0CLl, Hib, BRTREXERREN, OpenShift Container Platform 23z 15 F WWW-
Authenticate it i) 1T45 0k,

INRIE <namespace_route>/oauth/authorize it S FIHERE B D KIERIE, ©RAKRE FDIIERIFEN]
i 2R PRI % X WWW-Authenticate i), MAERRERERIEREERAERERETRE,

B L 2R B P i B B2 B ki K fliE (CSRF) Xifi, HiE KA 1F1E X-CSRF-Token 173k
i, UREERFHIEIESUE, FEEWER WWW-Authenticate Jit i) B % 7 i 6 10
bRk B N FE R E.,

MR F PRI IEAREZHF WWW-Authenticate fiif], =& 1R OpenShift Container
Platform B & WA A ZF WWW-Authenticate FiAIM BDIRIIRRE, T4 {F BN Y 28
M <namespace_route>/oauth/token/request F&FKEX S .

1.3.1.2. API £i{h

&R LABLE X OpenShift Container Platform API BiEk, EEXRIINEEZEBTH—RAF., NFESE
B, 1S Kubernetes X#4 A9 FE 1 iE1(H,

1.3.1.3. Prometheus &35k Hshr
OpenShift Container Platform £ &34k Z i B2 IR LT Prometheus RETIEHT ¢
e openshift_auth_basic_password_count 4:if oc login B /' & 5 # 2 70R E

e openshift_auth_basic_password_count_result #Z82%5%R (success =% error) %iif oc login
FA P & BB B 2R B

e openshift_auth_form_password_count 5 it web $#I& &R R R E,

e openshift_auth_form_password_count_result Z8845%R (success =X error) 4iit web 4
BERERRE.


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation

B1E TREHBEIE

e openshift_auth_password_total i1t oc login #1 web #2il & & x2S R ¥,
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52 Z BEERNEF OAUTH iRS5 25

BE
IR ES AR, EAEIMERE master BB XA IXER,

2.1. OPENSHIFT CONTAINER PLATFORM OAUTH AR 5525

OpenShlft Container Platform master @ &WER OAuth iR%5 8%, FAFIKEX OAuth 1R SRERX B &t
T APl &3 55E,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHIEF RIAERHIH RO AR S M,
RiE, ERBEZEMARNENAS, HIZAFUB—NMGF S, BROZERNSHE,

2.2. OAUTH % & 1E KR = F0m B
OAuth RS 28 X FvR BRI RIS 22 OAuth AR,

EFEAERIRIGH (response_type=token) LR EZE Jyif ‘k WWW Authenticate Jiiif] (% openshift-

challenging-client) # client_id LU&ER OAuth S hEET, B /oauth/authorize AR S5 23N & ©
TR A X T AR -

RE HE & PRI R

302 Location i1k &% URL K & /3 access_token fE{F /) OAuth ©5h&

access_token S#{ (RFC 4.2.2)

302 Location i1k &% error ZijS# (RFC KN, @A ERerror (FERAAER
4120 error_description) ZifjfH

302 Hfth Location 5k B EEMRE, FERXEHNGOELR

401 WWW-Authenticate 17k E1E IR 7 KB (40 Basic #lNegotiate %)
MRLTiE), EFTIRIIER, FBEAXEN LT
BLER

401 &5 WWW-Authenticate Fr:k TEH T AR IIE, KI, FERIR IE
X (FTEEE S AT IREN OAuth S hERI RS &
BAEERS)

Hith Hith SR, SR A A R AR R 1E 3

2.3. NE8 OAUTH AR %525 1560
RER OAuth BRSS 23T {F A JLNBC B 15T,

2.3.1. OAuth S k& EA AL
IR OAuth AR5 38 £ R F SIS


https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1

% 2 = BENEE OAUTH BRS5 3

ViR TR RECKEO DR, FRFROOT AP B,
BRACHS TR RERM SR, (R TR F S,

BRI UK B SRR ECEROARIERR, EBFRE, HEA OAuthClient X RE LB E Vi F 5 RIH]
I‘EGO

2.3.2. OAuth AL

% OAuth IRFF 2B A F Z AN B IR F BRI F i B RIERAS, OAuth IRS5 25 R ERBYIRFEUR T
OAuth & F B IR RES

THRFREH OAuth & P im /IR B 2 B9 AUERES,

TERI AN LA BOA I -

auto B it AR F ERIE R,

prompt R P A SR 4R

2.4. 2B RER OAUTH IR 230945 ke HA 5]
0] LAER B N ER OAuth ARSS 2345 hEHA [A] B BRI 170,

H o
BIANERT, SEE 24 MNTRER. HEXIERTELEEE EEIE,
INRBCAR AR, WAERUTSRIETENR.

it
1 -1 aaSEERETREREX 4. T XHRILLEARRI 48 I, MEFRIME

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

% & accessTokenMaxAgeSeconds DA Vi R BhERE e EHA, BAIAEREE 24 /)
=k 86400 #, thEMEAE H 1 2,

2. NR#FEREXH :
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% -
HFEEHIAL OAuth IRS58, HIbw7ifER oc apply 653k A RN,

I $ oc apply -f </path/to/file.yaml>

3 HIANEREEM :
$ oc describe oauth.config.openshift.io/cluster

Spec:
Token Config:
Access Token Max Age Seconds: 172800

2.5. X E M OAUTH & i

INREFEHM OAuth B IR EIE OpenShift Container Platform &I &2 500E, NI LEEM—1.

i

o SEAREM OAuth & im :

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo 0

secret: "..." g

redirectURIs:

- "http://www.example.com/" 9
grantMethod: prompt ﬂ

)

OAuth & Fimf) name F{FIRRZ N <namespace_route>/oauth/authorize #[1
<namespace_route>/oauth/token 1% K89 client_id S,

secret FH{EIRZZ N <namespace_routes/oauth/token BJ1E KB # client_secret 234,

%I <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token #J1% >k 1
EER redirect_uri S TZE T redirectURIs SHUE R ATFIMIE — URI SUAE N RIS,

o 00 o

grantMethod FI FHAE & L& P imiE K T ShE BIA KRR A PR TF U5 I AR R SREREVIRF
157 auto T HENHLAERNFFEINIER, FIEE prompt LURT A A #EASHELIRL

2.6. OAUTH AR %585 o it
£ OpenShift Container Platform FZ1THIN A2 A BERE B A A XA E OAuth RS 2BRHIER. fI

w, eflTEFEELI <namespace_route> FIH Mt H FohECE. Hkt, OpenShift Container
Platform ZCHE T IETF OAuth 2.0 ##1AR 55 28 TTHUIE ERMSE,

10


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10

% 2 = BENEE OAUTH BRS5 3

te, EEFFIZTHEMN BAIEFER T LUE https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &3 KEHRIUTER :

oSO O ® 660 9O

}

"issuer": "https://<namespace_route>", ﬂ

"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

]

"user:full",

"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”

"response_types_supported”: [ 9

]

]

“COde",
"token"

"grant_types_supported": [G

"authorization_code",
"implicit"

"code_challenge_methods_supported": | ﬂ

]

||p|ainll’
"S256"

BIARSS BN ZE L ZIMRTE, ©RHER https ARBERE TN REHH URL, X2 SIRINER
%8585 %5 BM .well-known RFC 5785 BRI A il &,

AV AR S5 23 O3 A IR s 9 URL, B, RFC 6749,
BIVARSS 25045 R s 9 URL, B, RFC 6749,

S ELLIRIARSS 28 X HFHY OAuth 2.0 RFC 6749 SERIEFIFREY JSON 4, HEE, HIEMAEXE
BEHEEBE RS,

B & IRIIRS 2532 #89 OAuth 2.0 response_type 1B 5I5RE) JSON $4H, FERAMNEAEES
response_types S (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
FERAMEHERER,

SRR 25 37789 OAuth 2.0 BECERUHFIZRE) JSON $4H, HRANKAESET
grant_types 2% (#R#& RFC 7591 £"0Auth 2.0 Dynamic Client Registration Protocol" & )
FERAMEHERER,

BELHRIARS 233 FH PKCE RFC 7636 i3 fi i 535515 A JSON #5

‘H, code_challenge_method SRR R AAETE RFC 7636 5 4.3 T AE L. B
A5 TR 75 3% E 21 IANA PKCE Code Challenge Methods 5Tt R A EMAIE, HES 1 IANA
OAuth 3%,

2.7. OAUTH API =4 [EHE%

1


https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
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ERLEFERT, APIRSS#EIERE— unexpected condition 513 H 8 ; EABEEVIN API EBE, R
MRS RS R TR, IZERME R RREA BB, LUBRAEREFHIIEMA P RBEXRSFRE

E’\J {E /%\ o

IXEEFHR FES RS MK OAuth BBEB A X, XL HEIERG A EENEGFHHK,
OAuth Hi[E[;8F] unexpected condition iR558355 12, AiZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

T REIZES 5D EH OAuth EEM URI BIBR S K 7

$ oc get events | grep ServiceAccount

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T oc describe sa/<service-account-name> B LAk & 545 € AR 55k 7 & FRAE < BO{EM OAuth 14,

Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message

3m 3m 1 service-account-oauth-client-getter Warning
NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI

ié/
$ oc describe sa/proxy | grep -A5 Events
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI M E IR -
T EEM URI FRRIEE T AT URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

BT XIS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

BE T THHEI AR

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

12
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R SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens

13
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BIEFE TRENIREEFERE

OpenShift Container Platform master @ & WEM OAuth fRS585. FF A& A SFEIE A IREL OAuth Vil 4y
2, LSS B 58 APl BRI,

BN, BAUAERESHEETERE OAuth RIEEF D RERERF.

3.1. F OPENSHIFT CONTAINER PLATFORM Ry B D12 {EF2 %

BIANERT, £BHHRA kubeadmin BF. BIEESNRMIRERF, BUHMOUE—DBEE KR (CR) ¥
iz F P REREFFFHEERINEIEEF.

¢

OpenShift Container Platform AP &AREESIE /. : §1 %,

3.2. XFHEIRHRERF
fEAT AR I T K A SR R AR -

RArapiRftEr fid

HTPasswd

Keystone

LDAP

EARBQRIE
(Basic
authentication)

KPRk
(Request
header)

Github 3% GitHub
Enterprise

GitLab

Google

OpenlD Connect

fci& htpasswd &01RERRRE, #H{EA htpasswd 4 B9 4LHIER - G BT,

fci& keystone B {31REF2R, J$ OpenShift Container Platform 5% 5 Keystone &
UERHRZESHEIE, BAEER OpenStack Keystone v3 fRS5 2343 A M F B TR ER #E
R,

BiE ldap SPRIIRER, FERAH RHESDRIERFN LDAPV3 BRS5 240IER F &%
ﬁ;‘.”o

fd& basic-authentication H131RE1EF, LUER FEREHERE S KB RHEFTIE
BYEIE S Z S OpenShift Container Platform, EABH4IER —#i@ B iEins ML,

fCi& request-header B3 1RETER, RERIRLESRMA, 120 X-Remote-
User., B@%5IXERFKIFLENFHIIERE—RER,

BC& github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 FAR %5
SIUEF 2,

feE gitlab S21RHE72R, #M GitLab.com SUEMEAM GitLab SEBIVEH Hp1RHE2
J?O

fti& google H 1712, {EMH Google #) OpenlD Connect &%

BoiE oidc B2 TR, [FERIZIULIEHRS OpenlD Connect B3R ETEFERK.

EXT BMRMEERFE, ALUER RBAC kE LHMANR,

14


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-github-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#authorization-overview_using-rbac

3T TRSDIRUERFREE
3.3. #%F% KUBEADMIN F

EE LT B IREERFHOIEHH cluster-admin /5, B LR kubeadmin RiIREEEH L 24,

Digk

==
[=]

MREFH—RBF KN cluster-admin BIRIBIX NS IRIRVE, N EFLRE
OpenShift Container Platform, L4 Toi&BEY,

o WA HRIT cluster-admin &,
o WIBLZUEERFNESR,
pi% &2

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

3.4. B REREFSH
T RFH SR REEFERNSS

55 Wi

name MRS F I IR R R F A - &80, LULER S DR,
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¥ sk

mappingMethod & X AE A F BRI ANSHT HPA BB -, WAL TEZ— :

claim

BNME, ERSMHELRAFARESAS. IREGZAFNENAFERFTS—5F
2, MR,

lookup

HEHRNENED, BPSOBRANAR, BEFEBEFRIAHGN. XAFEHERE
AFFERABRBXESDHAS. ERLASEFEFHESH,.

generate

FRBMMEERNRESRN, IRHEEER &AM A M ERSRMEN SR,
MAER—TME—FAF %, F5120 : myuser2, LtAERNSFEEE OpenShift
Container Platform A &M B IREREFEA € (W LDAP HREYS) T2 ItE
BN RE—RER,

add

EREMNELRR-ZESHAN. NMREFEEFZAFAENAN, HEDHEREE
WAERF, NMENZAFANNESBRE S, MREETSNEHREEFHAEN]
AR —HA P HRNEIERMA &, NFEEIETIERE,

pa =

ERMHER B R IRHREFN, BT LUET 8 mappingMethod S#1%X &) add, 3R
HIRFHN SRR ENR

ol

3.5. B R MHEF CR R

LTFBEEXHKIR (CR) BnAXREESHIRHEFHSHMBIAE, =OIPFERT HTPasswd HpiR A2
o

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR 2 IME NRIARERMREF A &E1, UAR S HEFR.
9 PREI AR 72 L3R AZ P B S0 F0 FE PN R 2 1] SR ST B &
9 S E#H M htpasswd £ KHISTHERIILE secret,
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B 4E RREFRHIRMER
£ 4ERREFMDIRHERER
4.1. it & HTPASSWD B3R Hti12%

4.1.1. %F OpenShift Container Platform F B 1R HLIZF

BIANERT, £HHRA kubeadmin BF. BIEESNRMIRERF, BUHOUE—DPBEE KR (CR) X
iz F P RERFFFHEERNINEIEEF.

A=
a OpenShift Container Platform A~ &R BERIE /. 1 F %o

ZEE N HTPasswd SR IRIETZRE, B MHUTU T -
1. A8 — htpasswd X4 Z6E AP MEIBER. Linux 1 Windows B {EULRR,
2. B —" OpenShift Container Platform secret 32X 3% htpasswd 14,
3. X HTPasswd 3 RRIHFRF 5K,
4. RN FAEIEIAR OAuth EEiE.
4.1.2. {# M Linux |2 HTPasswd X {4
Z{§H HTPasswd SR RIETERE, E/FIE A htpasswd £ — NS EEEFA T EMBTEHH.

FRFH

o HEfFIA] htpasswd SCFFER. 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el &
Az RER,

i =
1. QKB EE A~ SRR BEHTEE S
I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
LA TR E RS AR AR E 5
Buan -

$ htpasswd -c -B -b users.htpasswd user1 MyPassword!

Adding password for user useri

2. PREEASCH IR ISR FEIL -

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

4.1.3. {5 Windows fil|Z& HTPasswd X4

17
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ZHMA HTPasswd 1R IER, B JfEA htpasswd £EN— NS EEHMA - AMBHBX 4,

SeRFH
e AEWSIJIn] htpasswd.exe, ¥F% Apache httpd & 1THRAM \bin B X188 &1t 24,

iz
1 OB EHREE A 2B B EE S
I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <user_name> <password>
BRI E ARSI AR A RO B
4N -
> htpasswd.exe -c -B -b users.htpasswd user1 MyPassword!
Adding password for user useri
2. AREEE RIS BT -

I > htpasswd.exe -b <\path\to\users.htpasswd> <user_name> <password>

4.1.4. 9 HTPasswd secret

ZEEMA HTPasswd SR RMIFRER, BYAE L —1E%8 HTPasswd A7 X8 secret,

FRFZFH
o fI|E HTPasswd X4,

it

o AIE—NEHF HTPasswd F P SXUHH OpenShift Container Platform secret,

$ oc create secret generic htpass-secret --from-file=htpasswd=</path/to/users.htpasswd> -n
openshift-config

Pz )1
85 --from-file S B9 P ST secret BT 654 htpasswd, #0 ERéa4
iR

4.1.5. HTPasswd CR 7=/

LUFBE IR (CR) B~ T HTPasswd B 1RSI T #EZE,

HTPasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth

18
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metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR 2 IME NRIARERMREF A &E1, AR S H & FR.
9 PREI AR 72 L3R AZ P B S0 F0 FE PG R 2 1] SR ST PR &
9 S E#FE M htpasswd £ RHISTHERIILE secret,

4.1.6. R EMHRHERFRMEKED
REERZE, HEEPRN—DERRERERE, LUEBKRA ST T EBRIE,

FRFH

o #]i# OpenShift Container Platform &&%,
o NEMRHERLEBE LKEIR (CR),
o WINBZLIER A B ER,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CRFF1E, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. LRBEBMREBRFNRA-SHETER, HAERTHEARR,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

41.7. 7y HTPasswd BRI EFRH -
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R LAMILA R HTPasswd S a1 AtR2 - il sk bR A .

FRFM

o BT — @& HTPasswd A/ X secret, iXEBRETE &7 htpass-secret,
o MBEET —/ HTPasswd 3 1RMHERERF. XEBEE N my_htpasswd_provider,

o ERILUEFA htpasswd TEF2F., £ Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
FRIZEAER,

o MEBEBFEHEERI
it =3
1. M htpass-secret secret i3k HTPasswd X1, FHHFZXHFRERENERT

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 -d >
users.htpasswd

2. M users.htpasswd SC4E AR INSkMIBRFE
o RNIN—ANETAS

$ htpasswd -bB users.htpasswd <username> <password>
Adding password for user <username>

o JHER—AUBERF :

$ htpasswd -D users.htpasswd <username>
Deleting password for user <username>

3. £ users.htpasswd X EFHHIAE - i htpass-secret secret :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-run -o
yaml -n openshift-config | oc replace -f -

4. MBEMRT —DHZANEF, BAEFENENE-HEBRESE KR,
a. MIBREF :

$ oc delete user <username>
user.user.openshift.io "<username>" deleted

HRABHERT R, BNMRAFNSELRELHE, WAL ERE SR,
b. WERAFBSD

$ oc delete identity my_htpasswd_provider:<username>
identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

4.1.8. {1 web ZH SR EZ D IRHEERF
BT web HEIATII CLI ERESHRHRERF (DP),
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SR
o MWL EENFMNETE web 1A,

it

1. 5= Administration — Cluster Settings,
2. 1f Global Configuration i£Ti£ T, s OAuth,

3. 7£ Identity Providers Z84/, M Add FHIZEHHERENEDRERR,

- B LLET web 2HI & RIEEZ D IDP, MASRERIEH IDP,

4.2. it & KEYSTONE B3 1RETEF

BCiE keystone BP1RHEFER, I OpenShift Container Platform 2825 Keystone £ LS A HZ &)
$iik, FAERER OpenStack Keystone v3 RS 284S A P FHEBIAN S SR ES, LRERTHAFEAR
Keystone #ZiE &% OpenShift Container Platform,

Keystone @— MR HH. S, BRMKEARSHI OpenStack T H,

BT LECE S Keystone ISR, LUE OpenShift Container Platform 9% 7 & F Keystone F /7 &5
EME— Keystone ID, FEREXFFAER, B AUH AR Keystone FAF MBI FHITER, £

OpenShift Container Platform B /7 & F Keystone ID E &R 2, MNRMIFR T E— Keystone B/ FHEFA
HEAFP A0 T #HH Keystone A, A S8 0 IBE B TR,

4.2.1. %F OpenShift Container Platform R PR ILIEF

BIANERT, £HHRA kubeadmin BF. RIEESHRMIRERF, BUHOUE—DPBEE KR (CR) X
iz F P RERFFFEERNINEIEEF.

v p= Y=
' OpenShift Container Platform AP &AREESRIE /. : F] %o

4.2.2. 1|32 secret

BRI = 1EF openshift-config #n 44 22 ] B OpenShift Container Platform secret X8 & & F i
secret, & imiEHFEH.

o MAILMERAMUTHRE, EL—1TEEFREH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERAMUTGS, EX—1MXH (WHUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config
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4.2.3. | ConfigMap

B2 1R 172 F £ openshift-config a3 % Z2 [A] 1 #J OpenShift Container Platform ConfigMap R & &1E
FIANMEIRA S, FERTEEFMIRHERAEMNIE IR D,

o FRHLUTMS, EXSEIUEFHMANIIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

4.2.4. Keystone CR 7=

LAITFBE LR (CR) 7R Keystone HpRUREFHNSHM AT #Z(E,

Keystone CR

SO O 90009

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca: 9
name: ca-config-map
tisClientCert: @
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IIRMFRR A FMME BT MIEIRIZF A P &, LULHR B &,
PRI ML IR B SR FI R P Rz AR SRS

Keystone 3%, 7E Keystone #1, AF&ARBEFEHN. AZFHF—N,
FAFi%E#E Keystone RS2 URL (&) . XWFE https.

AL N EE PEM ZRASIE B A NS HRZE 289 OpenShift Container Platform ConfigMap FI5| A,
LU FRIEFFERE URL BIARSS 2R1ET,

Al X EEE S IRIET A OpenShift Container Platform Secret BB, 1ZiE-BIERFRED B/
URL % Hi15 3K 7R

X8 EE IR BEAH OpenShift Container Platform Secret 88| H, #87%E T tisClientCert i 4
=27 TN

4.2.5. MR IRHEFRINEIEEFF
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TERERE, FEEPRIN—1SORMEER, UERENAFP AL TEHRIE.

FoREH
e {3 OpenShift Container Platform £2%,
o HEMRHEFIEBE LFIR (CR),
o WINBZLIER A B E %,
iz
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMNERER, HERINEAEG,
I $ oc login -u <username>
3. BNAFEREL, FERAF&,

I $ oc whoami

4.3. 2 & LDAP B{p1R IR
BoiE Idap B1PIRIETER, FERHE LIEFPIIEEE ST LDAPY3 fRS52:55E A - R M EE,

4.3.1. %F OpenShift Container Platform FH &3 1Rt 12

BIANERT, £HHRA kubeadmin BF. RIEESNRMIRERF, BUHOUE—IPBEE KR (CR) ¥
iz F P RERFFHFEERNINEIEEF.

p= Y=
OpenShift Container Platform P &AREESRIE /. : F1 %o

4.3.2. %F LDAP S35

FEHMIIET RS, 5k LDAP BXHSRMMA T RLEHNEE, MRHEE ——iRm, N2
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 17 16 S48 7

AT T EX LR

1 B SEERN url FREMMITIESRS B REN A R HERERERITIESR.
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2. HRERTIESRERE R, MREFRROMFE—NRE, NHHELTH,
3. FiAEARATRSE B DN F A AR EEHEE LDAP fRSF5 25,
4. MBRFERM, NIFELETTAL

5. WIRHEMT, NHERENBEERESH. BFiahit, EREMMELR-ERWE—1F
7,

BRERY url @ RFC 2255 URL, IEEEFAM LDAP EMMERSH, URL MiEER :

I Idap://host:port/basedn?attribute ?scope ?filter

FEXAN URL R
URL 44 feid
Idap X FEHLDAP, i Idap F#F&H, A F&R4E LDAP (LDAPS), th’ifEf Idaps.
host:port LDAP r558m& MmO, LDAP #AiLH localhost:389, LDAPS NIEKIA N

localhost:636.

basedn FREHEREN MR TR E X2 B DN, E4, XWFZ B KWMeits, BthrEEl
KHBFH,
attribute ERZRMEM. R RFC 2255 RITERESHREMIIR, BXRREZIVIENE, #

NERB—TEME. MRXERMEFAEYE, NERAER uid, ZUOEF—NEEERN
FH AR 5B A 2 —E M.

scope HEIEE, TTLLZ one s sub, MRKRHESEHE, MEKINERA sub G,
filter BB LDAP 5t JE2R, WRAKIRM, NEILH (objectClass=*)

EHTHEHRE, B, TERNRENA-ARRAEE—E, XL THERTIESS :
I (&(<filter>)(<attribute>=<username>))
BN, wIEET URL :

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

L FimEE A A A bob EER, 4MRIIEERN EERN T (&(enabled=true)(cn=bob)).

MR LDAP BREZEEFMRILFEEER, HiEEB THITHRB#E3H bindDN #1 bindPassword,

4.3.3. ] LDAP Secret
EEHSPRMERER, EYIE L —1NEE bindPassword B OpenShift Container Platform Secret,

e 7 8% bindPassword B9 OpenShift Container Platform Secret,
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$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-

config
-
a4 --from-literal Z## bindPassword H secret # i 74& bindPassword,
N R ey SRR
4.3.4. | ConfigMap

SR+ E A openshift-config % Z2 (5] 1 # OpenShift Container Platform ConfigMap R & &k
FANLRAS. TERTEESMREEFMBENIEBIIAS,

o FAHUTMS, EXNSEIEFHMANIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 5 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

4.3.5. LDAP CR =5
LU FEE YL HEE (CR) R LDAP SR IEIEFHS M T B2 (H,

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: Idapidp
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G
- uid
bindDN: "
bindPassword: 6
name: ldap-secret
ca:
name: ca-config-map
insecure: false
url: "ldap://Idap.example.com/ou=users,dc=acme,dc=com?uid" m

ﬂ iR Bt B AME N ATZTE IR BB - 1D A, LA S5 &R,
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RN LR R R B S0 A AR P 0 Rz AR SRR G,

RIESMNEMIIR. ERB-—THEEME. EVFE-—TEN. NRIIHNEEEREEH FHE
MERKW, EXBHZRRERERR, RVHERZIHHIE,

e FHREM LB ERITIR, FERAB—IEZEME.
AELREMNBELTIR, GRS EEEMLE.
HEEHREERANBEELEASEANEMRIIR, ERE-NEERMKE,
SR R AR ERI A% DN, HIR7E XL T bindPassword, I ili%iE LI,

T EEYEBILE OpenShift Container Platform Secret BIA %3 ., SARE X T bindDN, A7
KB I,

AL N EE PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 5| A,
LA FEIEFTESE URL BIARZS5 88 1UEF, (X7 insecure 7 false I f# .

N true B, TENTIRSS 24T TLS 7%#$#E, 5 false If, Idaps:/URL fEF TLS #1751, #*B
Idap:// URL A2 EI TLS, £ Idaps:/URL i, LbIN %% false, E XL URL A4 (E
A TLS #1754,

RFC 2255 URL, 1EEZFERB LDAP ENMERSH,

O O O 9990006 60O

EFAFYI7E LDAP SERBIA & F P, 15E A lookup BRES 75X, FESUFM LDAP &K
A, £EHEEALITNED LDAP A I SMHMA K,

4.3.6. FEMIRUEFRINEIKEH
REERZE, HELPRN—DERRERERE, LUEEKR ST TR RRIE,

FERFH
o #]3# OpenShift Container Platform & &%,

o NEMRHERLEBE LKEIR (CR),
o WINBZLIER A SR E R,
ik
1. MAEXHCR:
I $ oc apply -f </path/to/CR>
INR—A CRFFTE, oc apply RAIE—#H CR, HARERMALUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,
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2. LRBEBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

4.4 EEASHRILENIRHERER

BCi& basic-authentication & {71RH1EF, LUMER A ERHN RS DREREFIIEFNEIERE R
OpenShift Container Platform, B &S {2551k 2 — & A G ims B ALHl,

4.4.1. =F OpenShift Container Platform ) DR ILI2F

BINERT, SEHFRE kubeadmin A/, EIHREFMIRMRES, B2 —DEE IR (CR) K
iz F P REREFFHFEERNINEIEEF.

' p= Y=
, OpenShift Container Platform AP &AREESIE /. : F1 %o

4.4.2. XTFEXFHIIE

EAXRGMHEIER—MEAEmEMIE, R UERHHERE S P IRHEF I EIERE 5
OpenShift Container Platform,

HTFEFRSHEITEZBAN, RLETUESHENEITRERERLSHRHERR.

IJ\IE,\

EXF ML IER HTTPS (2RI ER 5%, UBEER A ID MBBIRRL K HE AR,

BB T EAF RIS, BANER-&/MEEALEE OpenShift Container Platform, fAJEi@1d 12 H AR
55 20 AR 55 2R E K I IHE fl:ﬂEij?F%{ﬁLfI:ﬁ%ﬂEf? %5, PN ITIRARSS BRI UEX AR, XEKAFE
E X HA A M OpenShift Container Platform A% &

e

XREA ?FHF'%/EE%E%IL%U F B OpenShift Container Platform @Al EE S AILFE &
PHIERR 5588 & Hi 2415

X R ERFHEIERTTFHRE JSON R URL Kk F & E .,
401 M R 2R R S AR S IE R

3E 200 R HINIEZ "error" B R R HIMEE IR

I {"error":"Error message"}

200 R EFHTH sub (subject) BENIRIAIS :
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I {"sub":"userid"}ﬂ

ﬂ FhuRZ S S MRIENA AN, MEBIFENR.

BRI R BT LA LR bR SR hn $dfE, e -
o (i name M EREF. Flu0 :

I {"sub":"userid", "name": "User Name", ...}

o {E/ email B FHPHME, L0 :

I {"sub":"userid", "email":"user@example.com", ...}

e f{#ifH preferred_username S EEA &, XATAEM — TR ERESEIBEEAS UID BE
EEZEAHNELF, WETFHEIEN S5 E S OpenShift Container Platform F Y, iX
AITAERR. 40 -

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

4.4.3. 11|32 secret

B 1R T2 £ openshift-config an 44 22 ] B OpenShift Container Platform secret 3R 8 & & F i
secret, & imiEHFEH.

o MAEILMERAMUTHRE, EL—1MEEFREH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTGS, EX—1XH (WHUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

4.4.4. A3 ConfigMap

SR E A openshift-config % Z2 (5] 1 # OpenShift Container Platform ConfigMap R & &k
BANLRAS. TERTEEFMREEFMBNIEBIIAS,

o FAHUTMS, EXSEIEFHMANIIH OpenShift Container Platform ConfigMap, UEF M4
HLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

4.45, EXFH5IE CR =5l
LT BEE YR (CR) BREARSHRIF SRR ENS A TES(E,
BHAXFHEIE CR
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:

url: https://www.example.com/remote-idp 6
ca: ﬂ

name: ca-config-map
tisClientCert: 6

name: client-cert-secret

tisClientkey: @
name: client-key-secret

IR B2 B AME N ATZTE IR BB - 1D B, LAULLAHR &7 &5,
RN R LR R R B S0 A AR P 0 Rz AR SRR G,
BEREXRFHEIEIRLPEIES URL,

AL N EE PEM ZRASIE B A MR8 289 OpenShift Container Platform ConfigMap BB A,
LU FRIEFFERE URL BIARSS 2R1E T,

A X EEE S IRIET A OpenShift Container Platform Secret BB, 1ZiE-BIERFRED B/
URL % H15 3K 7R

@ ® 0009

B EE 7 ImIE T BEAH OpenShift Container Platform Secret 88| H, #67%E T tisClientCert i 4
=27 BTN

4.4.6. FH M REEFRMBIERF+
REEHZE, HEREBRRN—NENIRERER, UEEAFRILUHT SB35,
SeRFH
o #]i# OpenShift Container Platform & &%,
o NEMRHERLEBE LKEIR (CR),
o WINBZLIER A SHER,
ik
1. MAEXBCR:

I $ oc apply -f </path/to/CR>
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fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WINAFEEAE, FETAFA.

I $ oc whoami

4.4.7. EAXEHEN 7 Apache HTTPD Bt & R

OpenShift Container Platform 4 FREYE AR F3 457 (IDP) BLEZE K IDP AR 5523H9 JSON M LUK 1S
THFNKRML, EAILAER Apache HTTPD AH) CGl BIARIA R B, ATTIRERA,

/etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

/var/wwwy/cgi-bin/login.cgi

#!/bin/bash
echo "Content-Type: application/json"
eChO nn
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I echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

/var/wwwy/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

4.4.7.1. XHEXK
LT 21 Apache HTTPD Web IRSS 285 O EBMISTHEK -

e login.cgi 1 fail.cgi /A #4T (chmod +x) .

e MRFEAT SELinux, login.cgi # fail.cgi FEAEZHH SELinux L7 : restorecon -RFv
/var/'www/cgi-bin, R L TX2 httpd_sys_script_exec_t (iz1T Is -laZ) .

e login.cgi RETE A/ HRIE Require and Auth I & LR FHi4T,

o MBRAFFTEER, NHiTfail.cgi, FHH HTTP 401 iR,

4.4.8. EXFNIIEHIEHERR

& NS iRk S 8BRMAEEE X, BT LR, 157 master £i21T curl 8%, EMKETH
BB, HERUTRAIGS T <users H] <password> B AR EIL, ENHXTHHES, HEE
& e h FEnR B &k,

curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BT R

200 REFHTH sub (subject) BENIFRZAIS :

I {"sub":"userid"}

subject WL B FIERNAFATEER, MBELMFATIEK,
BTN R BT AR e R RS I 284, B -

o f{HFH name B T REH :

I {"sub":"userid", "name": "User Name", ...}

o {HF email # B9 FHEA I -

I {"sub":"userid", "email":"user@example.com", ...}

o {FFH preferred_username $#HIE LA E :
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I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — Rl EF S EIBEE A UID BEFEEE S HIER
., NETBREIEM B E & OpenShift Container Platform PR, XA A{FRR.

S B R
o 401 MR KRR B2 5 IE R,

o JE 200 R HIEE "error" iR R IR : {"error":"Error message"}

4.5. BBEIFKInL F R iREREF

BCi& request-header SRR, IHFEXRILESBIAS, B0 X-Remote-User, BB E 5K EIF
KIRLENS R IERIE—RER,

4.5.1. %F OpenShift Container Platform R F P IRHLIEFE

BIANERT, £HHRA kubeadmin BF. BIEESNRMIRERF, BUHOUE—DBEE KR (CR) ¥
iz F P REREFFHFEERNINEIEEF.

p= Y=
. OpenShift Container Platform P &AREESIE /. : F1 %o

4.5.2. X FiE KRk BH%AE

15 RIRL B IR FER MG KIRLEFRR B, 0 X-Remote-User, &% 5% EIE KI:LEM TS
FIrRE—EFEA,

AL R L SRR A TS ARE, MR SAML SRKIL,
A #, IERZEXAMERSE,

FA P {3 A I B 3 IR RZ AT B RIERT, & B35 AR V(A
https://<namespace_route>/oauth/authorize (R F&Z) . BLILET, 15 OAuth IRSSEEEE N
£ OAuth BRI RZ BRI IERTE K EE R EE https:/<namespace_route>/oauth/authorize B9
KREBIF R,

BEEMRBAFLEE TR ERRNE A IRHREZFREIEIEK

e % provider.loginURL S#0i% 0 A5 IEREE URL, ZREREIERAERE FinF R EH KK E
Zl https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHMZE FiRIKRE FHEIEIEK -

e ¥ provider.challengeURL SHi% B N FA % IERIE URL, ZRIBREIEHFE WWW-
Authenticate FUiHMIE FinFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #[1 provider.loginURL S#(7] LA7E URL MEIHER DB ELUTHHE -
o S${url} BN HEIN URL, #H1TH L IEENSHPREMEA,

540 : https://www.example.com/sso-login?then=${url}
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o ${query} B N LFIMNEINFRTER, FHITHE L
540 - hitps://www.example.com/auth-proxy/oauth/authorize?${query}

HE
B OpenShift Container Platform 4.1#2, RENWH#F mutual TLS,

4.5.2.1. Microsoft Windows _EB SSPI ZE#: 1F

B

{# A Microsoft Windows LB SSPI SR RORTIIINAE. HARTHEThRERN SIETELLIE
RS BAIHN (SLA) &, BHINERREHATE. FAlL, ERBRIEEIMEH
ERE], XERARTEINEER UEA A REXARNIEE, HAENKEFLMERIRAR

P
e

MBLIBRAT L HEENESER, HB1
https://access.redhat.com/support/offerings/techpreview/,

oc TRHRETIFIRMIZEFED (SSPI), LUAF Microsft Windows £# SSO . MIRIEMEAEKIRLS
1P 1RIHFRF 5 FF GSSAPI BIRCERSTF Active Directory AR 558512 % % OpenShift Container Platform,
FRILAE A0 T 3589 Microsoft Windows 1841 M oc 8417 R R B #h1#4T OpenShift Container
Platform B34k,

4.5.3. fll# ConfigMap

SR F2FE A openshift-config % Z2 5] 1 # OpenShift Container Platform ConfigMap 3R & &k
FBANLRAS. TERTEEFMREEFMBENIEBIIAS,

o FALUTMS, EXSEIEPHMANIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

4.5.4. 1K1k CR =
LT BEE Y HHE (CR) BRiERIT L SRR RSB T2 (E,

HRPE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: requestheaderidp ﬂ
mappingMethod: claim 9
type: RequestHeader
requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" e
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}" ﬂ
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-

90 99 9

c: @

name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: G
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders:
- X-Remote-User-Login

LR R ARE N RIS R IR RIRL AR 7 &, DU HR S D B,
R AN LR R R B B D A AR P 0 Rz AR ST BR G,

Ak [ RE FPEIER /oauth/authorize E R EEMEIH URL, BN SBEIEEFHHaRHNE -
im IS EIE RS https://<namespace_routes/oauth/authorize, {KIEZZ|
https://<namespace_route>/oauth/authorize & URL W /i1LA /authorize 552 (A& REIFAAT)
WACIEFIRE, LME OAuth HUMESRIERRIZVE, ${url} BHLHEIRI URL, #HTH X UEERNSH
PLRLHA, ${query} BN HRINENFRSE, NRKRELLLESE, N7iERA loginURL,

Al [ RE B HEIER /oauth/authorize EREEMEIH URL, BN SHBHIEHE WWW-
Authenticate FiIHRE Fim, FIFHEHAIEE https://<namespace_routes/oauth/authorize, ${url}
B KA URL, #HTHR X UEERNSHFPRL2FEM. ${query} B N HRINERFRFH, R
REILEME, NJifERA challengeURL,
XEE PEM FISIEF 4 &8 OpenShift Container Platform ConfigMap B98I, FR{EEEEAL
FF, LASUEFRAR S5 88 HHRBY TLS iEH,

HE

B OpenShift Container Platform 4.1#2, HDMRHEFFE ca F&, XBHFRER
BICEE 1 X F mutual TLS,

Ak BAE (on) BIFIR. MREE, NBAHERTAREIIRFERET (cn) AR ik
B, RAEFRREFERICLFNAI G, MRNZE, NRIFEMEAEH. RES caZiaEA,

BiF %A -~ 5k &R, BS—1PaaENIRARBERD. ©FE, FTRIOKRNE,

R E R FRME A BIPRk BFE, B— P EEEMNICARAFEFEME b, Ak, RRAKRN
E,

IifF B3 BB HIRL &, B—1NaSENRCAERELRTRER. 7k, FRAOKRNE,

RIiFEEREER P 2Rk (NR5®iT headers FIEEMITLBEMN TR AL HHRE) .
HE&R, B—TEaENRKREEERSG, ik, FROKRNE,

45.5. [ H P REZFRINZEEFH
RRERLE, FERRRIN— N SMRHERE, UEENR P AT S BRI,
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FRFM

e #]i# OpenShift Container Platform & &%,
o NEMRHERLEBE LKEIR (CR),

o WIBLZUERRFMNER.

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

MR— CRREFE, ocapply KOUEB— I CR, HAlgEMMALUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>
3. BAFERKL, FERAF&,

I $ oc whoami

4.5.6. ER1E RIRL#1T Apache $iEHIED B R~
A i KTk B2 1RF2F N OpenShift Container Platform BZi& Apache 3 IER AR S5 250
BE X HEERE
&/ mod_auth_gssapi &5 2 F A& Kitk F R RBEFEE Apache WIEREBRRTHE, BXIHAR
EONFEN, MRFHEUTEX, BT EREMARIE :
o [HEFR B X iHiE KA X-Remote-User H1:2k LABA 1k ER 3.,
e 7£ RequestHeaderldentityProvider & F i il T8 S imIE B IIE .
o [HAJIFEER X-CSRF-Token ik N B KIEIE R E,

o 5ME R A /oauth/authorize i MM HE FRF B IRIBNIE, EEAWIIEEE, LUERIHKIRS
2 LU E P im A X B ERMIALE,

o IEE| hitps://<namespace_route>/oauth/authorize By URL @ /iLA /authorize 45, B&E
RAERIAIAT. $40 https:/proxy.example.com/login-proxy/authorize?... A /# IR E]
https://<namespace_route>/oauth/authorize?...,

o {XIEZ| https://<namespace_route>/oauth/authorize #J URL B FERER VIR IEE
https://<namespace_route>/oauth/authorize B F &%, I
0, https://proxy.example.com/login-proxy/authorize/approve?... K IEE]
https://<namespace_route>/oauth/authorize/approve?....

35



OpenShift Container Platform 4.2 &{3351E

¢ pa -3

https://<namespace_route> ik 2 F| OAuth fRZ523REEH, FIE;JiZ1T oc get route -
n openshift-authentication %EX,

fEAERIRLECE Apache BA%UE
X wfIE A mod_auth_gssapi #HHE A& K5k B2 1R MR FEE Apache FIEEE,

SeREH
e &iT Optional channel 31§ mod_auth_gssapi &5, ENTEAMIBRPLEUL TGS -
o httpd
o mod_ssl

o mod_session

o

apr-util-openssl

o

mod_auth_gssapi

o EMATFEIHRRAIEINLBIIERE CA, EXE& CA M OpenShift Container Platform
ConfigMap, IXATLALBITIZITLA R e B 5E

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

E B A H A IZRETE ConfigMap B9 ca.crt #EFR,

o R - WAEBEMRE FUmIE B A LAMEREMR x509 IEB TRERMXMER. & iRIEH$ S
REMR CAZE R, LUEIERRZAIEIRLEIER,

o NEMRHEFLIBEBE LR (CR).

iz
LEARIR AR P imiE B El OAuth RS5 28, 1ZARS5 834X EC & {5 1E X-Remote-User 1%,
1. N Apache BCBBIEIEF, 1&:i@iT SSLProxyMachineCertificateFile {5 E/IEH 2RSS
SRR FEAMAEE P mIIES, BYAEA TLS Web B mS A5 IEE T BEHAR

2,

2. G132 Apache BECEEXH#, ERAUTERERHMEFREME

“ e
FAREERNIAS, FREFEERIMEEE LHBNHIRE,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
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# HTTPS.

<VirtualHost *:80>

DocumentRoot /var/www/html

RewriteEngine On

RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>

# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
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AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>

</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2 F| OAuth ARS523MVEREH, A& TZ1T oc get
route -n openshift-authentication X EX,

3. BHTEE IR (CR) ## identityProviders /77 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. FitkCE
a. BWHLRMERNF P RIEBRIRL, BINERT LR IE RS AR

# curl -L -k -H "X-Remote-User: joe" \
--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. BEIERAILHHER TERSHE, WMIRERMHEMIRIEPEIFRIKIN :

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. #i\ challengeURL EEEE/EMA :
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# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

E 1%l challengeURL EEM, UAFT—H¥,

d. BT ENRESEETR—NHA WWW-AuthenticateE A1), WG i m D iaER A H
401 MR,

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

e. MIRXTEME A Kerberos ticket 18 A Kerberos ticket 915 T &% 2 OpenShift
CLI (oc)

i ARG KinitEM T Kerberos ticket, 1 EAH %
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIA TR,

ii. {FAMK Kerberos EUFE 3 oc :
I # oc login

TR THFEH ANEH Kerberos F AR,

ii. ¥ ocIE:

I # oc logout
iv. AR Kerberos FEIEIRTE— 1 ticket :
I # Kinit
ERTFEHANER Kerberos F 1 & H T,

- WINERTERE oc :

<

I # oc login

MREEILER, BRIETHTERRBAZTIENER FTRIER.

4.6. i GITHUB =X GITHUB ENTERPRISE B3R {4712 %

BCiE github FDRMFERE, #1%F GitHub 3 GitHub Enterprise B9 OAuth B 2% IERR S5 2835 UE AR 7 & F
g, OAuth AT LB OpenShift Container Platform #1 GitHub 5% GitHub Enterprise 2 8] 8945 & 32 #it

s
NlLo

IRE LUE R GitHub SRR % GitHub =X GitHub Enterprise, XIF GitHub Enterprise S5, &b/t
5189 hostname, FHEAFRMEERS S IERKAPERHN ca iEHHH S,
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8

PRIEFFTERR, BNLATHERNERTF GitHub # GitHub Enterprise,

BCiE GitHub 395k fE, A AIfEA GitHub k& 5k OpenShift Container Platform, BA 1L E&FE{A
GitHub F /" ID BIfEM A &K OpenShift Container Platform 5%, &a LU RIFFIRFIZA(NBTHE
GitHub HZ MR /.

4.6.1. = F OpenShift Container Platform B & iR 2R

BIANERT, £HHRA kubeadmin BF. RIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEF.

<8

OpenShift Container Platform AP &AREESIE /. : F1 %o

4.6.2. 31 GitHub I B 2%
EJ9 GitHub % GitHub Enterprise FIE SR IEIZ R, U FEMEE BN BRRRE,

pi% &2
1. £ GitHub E3EMN AR :

o XfF, s Settings - Developer settings = OAuth Apps = Register a new OAuth
application,

® XfF GitHub Enterprise, #iIfE GitHub Enterprise £71, A mi Settings = Developer
settings = Register a new application,

. BIANNFATEFE LT, 40 My OpenShift Install,
. WIAETI URL, 10 https://oauth-openshift.apps.<cluster-name>.<cluster-domain>,
. RDE RPN AR R,

 EARIEE URL, HA URL REEE FHIRHMAERF name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

o -

I https://oauth-openshift.apps.example-openshift-cluster.com/oauth2callback/github/

. Rifi Register application, Github RIZ#H% 7 im ID M%E il Secret, ME B AIXLE(ERT

BREMNRHEFRE.

4.6.3. 1|32 secret

BRI £ openshift-config #n 4 22 ] B OpenShift Container Platform secret X 8 & & F i
secret, & imiE BB,
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o MAEILMERAMUTHRE, EL—1MEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTGS, EX—1XH (WHUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

4.6.4. fl|# ConfigMap

B2 1R 172+ £ openshift-config a3 % Z2 [A]#J OpenShift Container Platform ConfigMap R & &1E
FIANMEIRA S, FERATEEFMIRHERAENIE IR D,

o FRHUTMHS, EXNSEIEFHMANIIH OpenShift Container Platform ConfigMap, UEF 4
WLF A T2 5 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

4.6.5. GitHub CR 7§l
IR BE LHIR (CR) 7R GitHub S RUREFHNSHM AT #Z(E.

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca:

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

ﬂ R MR L N RIZRAE GitHub B P ID A, DUCAHAR S D &R, ©i0 = AR D
URL,
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O 0O 0 00

o

RN LR R R B S0 A AR P 0 Rz AR SRR G,

Al ¢ XN EE PEM JRALIE 0L MU HREE B B9 OpenShift Container Platform ConfigMap BI5| F,
IRFIIEFERE URL BIARSS 2R IEH. (VAT HEIEAFEEBIRIEFH GitHub Enterprise,

SEMEY GitHub OAuth N FATER BI% Fim 1D, N ARF S /EEAEJE URL hitps:/oauth-
openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-names,

X 8E GitHub & fIE F'if Secret B9 OpenShift Container Platform Secret #9351,

X F GitHub Enterprise, AR HESBIREN S, 20 example.com, XMEXIS
/setup/settings X4F ) GitHub Enterprise hostname {EItEe, BEAXATS#FEIROS, WRKIEE
XAME, MJE X teams =X organizations, *fF GitHub, H&EILSEL,

AlERHATIR, NRIEE, REEVE—TMAIAELARK G GitHub AP FEEE R, MNRE
clientlD FEEH GitHub OAuth N ARFEARITZHLRE, NARREE VIR HE=HViRTR
FREFE R LT, XA AFEHAEE B —REE GitHub 58K, BRI LUE GitHub 4N B H 5T
M. AA5 teams FEREESFER,

ALEBIFIINTIZR. MNRIEE, RERES—NFIEAIAMAR AR GitHub AP FEEE R, MR
clientlD FEER GitHub OAuth B BRFERITZHANAELAFE, NHAMmEELIBRFE=AI
(A A R F BE A b2 Wi, X AT ATEZHAA B A B — )R B 5Kk GitHub I 5ERK, BAILATE GitHub H4H 1%
B, ~H5 organizations R4S F .

4.6.6. T BN IRHEFRINEIKE +
REERZE, HELPRN—DERRERERE, LUEGKR ST T EBRIE,

FRFM

it =

42

o #]i OpenShift Container Platform &&%,
o NEMRHERLEBE LKEIR (CR),

o WIBLZUEENFRER.

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUEZ—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
A --save-config or oc apply, £ X#IERT, BAILIARBINES,
2. M OAuth IRS5 233 IKREX T hE.
HE kubeadmin f - E#fER, oc login a5l RIREEANME15 7] B LIRSS R8I R TTRY 1 BA,

R R LB R web #HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login
Command.
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3. BREIERR, RETEEITEMRIL

I $ oc login --token=<token>

Y XN EMRUEFIAFHERR S RNEEER,
4. WA ERRY, FERASR,

I $ oc whoami

4.7. Bt & GITLAB B 1R T2
BoE gitlab B3R EFER, £ GitLab.com SR EAMR GitLab SEAIE N B IR EERF. MNREH

GitLab fR#A& 7.7.0 EI11.0, EEILMER OAuth SERGHITERE. NRMEA GitLab fRA 111 HEFMRAE, &
Al LA#EF OpenlD Connect (OIDC) #1Ti%#, mMAEA OAuth,

4.7.1. %F OpenShift Container Platform ) PR ILIEF

BIANERT, £BHHRA kubeadmin BF. BIEESNRHRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P REREFFHFEERNINEIEEF.

v, p= Y=
OpenShift Container Platform AP &AREESRIE /. : §1 %,

4.7.2. 132 secret

BRI = £ openshift-config #n 44 22 5] B OpenShift Container Platform secret X @& & F i
secret, & imiEHFEH.

o MAILMERAMUTHRE, EL—1TEEFREH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTGS, EX—1XH (WHUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

4.7.3. fll# ConfigMap

SR F2FE A openshift-config % 22 [A] 1 # OpenShift Container Platform ConfigMap R & &k
BANLRAS. TERTEESMREEFMBENIEBIIAS,

o FALUTMS, EXSEIEPHMANIH OpenShift Container Platform ConfigMap, UEF M4
HLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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4.7.4. GitLab CR 7=/
LT B E L ¥HE (CR) fR GitLab SRR FEHS B A2 (H,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 9
ca:

name: ca-config-map

LR BN RIZEAE Gitlab 80F A/ ID &, LULAR S B &I, B4 AREER
URL,

RN LR R B S0 A A P 0 Rz [ R SRR G,

SEMEY GitLab OAuth N ARZF R iR ID ., NARFRABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

XTEE Gitlab & IR i secret B OpenShift Container Platform Secret B8 F,

GitLab IRHtFZFHIEN, URL, XA LLZ hitps:/gitlab.com/ S Eth B IEE GitLab £,

QD0 60 9O

AL N EE PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 95| A,
LU FRIEFFERE URL BIARSS 2R1ET,

4.7.5. B RERFRMEIKE S
REERZE, HELPRM—DERREERE, LUEBHR ST T EBRIE,

FRFH

o #]i# OpenShift Container Platform & &%,
o NEMRHERLEBE LKEIR (CR).

o WIBLZUEERFNER.

pi% &2
1. MAEXHCR:
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I $ oc apply -f </path/to/CR>

—

fNR— CRATFTE, oc apply REE—THBICR, HARSMAUTES

BE=
Warning: oc apply should be used on resources created by either oc create

--save-config or oc apply, EX#IERT, EAILIABINES,
2. LRE M RUEFNAF SMERER, HERINEAEG,
I $ oc login -u <username>

3. WA EEE, FETAFA.

I $ oc whoami

4.8. it i GOOGLE B {12
B iE google B2 2R, £ Google BJ OpenlD Connect £ .
=1

& Google 1F h B {7 1R 12 FE K A /- (£ <master>/oauth/token/request X5
i, UMERTFHRHSITIE,

fF /A Google EH B RIEIRFER], 1E{A Google M #RRE S 1EBIARSS 22 1T B D%
ik, f&EILAEF hostedDomain BREEE, B PEIERGI NIFEFEE AN O,

Digk

==
[=]

4.8.1. %F OpenShift Container Platform ) &P 1IRHRF

BIANERT, £HHRA kubeadmin BF. BIEESNRMIRERF, BUHOUE—IPBEE KR (CR) ¥
iz F P REREFFHFEERNINEIEEF.

P2y~
OpenShift Container Platform AP &AREESRIE /. : F] %,

4.8.2. Al secret

BRI £ openshift-config #n 4 22 5] B OpenShift Container Platform secret X @& & F i
secret, & imiEHFEH.

o MOLMERALTHS, EXL—NEEFREM OpenShift Container Platform Secret,
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I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTEGS, EX—1MXH (WUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

4.8.3. Google CR =3l
LTFBENTIR (CR) 7R Google H3RILZEFHIS A oI 214,

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

IR AR 2 FME W RTZEMAIE Google 3=/ ID 8, LULHAM S M &, B eAREENEE
[ URL,

RN LR R R B SR A AR P 0 Rz AR SRR G,

SEMEY Google WH MIZE Fim ID . WB R IBCEABEEM URI https:/oauth-openshift.apps.
<cluster-names>.<cluster-domain>/oauth2callback/<idp-provider-name>,

X 8E Google £ #MIE ik secret B9 OpenShift Container Platform Secret #93| .

®0 00 O

AT IREIE Rk B E T, MRER T lookup mappingMethod, MIA%, MR HNZE, {FH
Google Mk &8RRI #H4T H 9551,

4.8.4. fF B REEFRINEIKE +
REERZE, HELPRN—DERRERERE, LUEGHR ST T HRRIE,

FoRFMH

o {i|# OpenShift Container Platform %£2%,

o NEMRHEFLIBEE LR (CR).
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it
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WB LU EE N F N E R,

. MAEYHICR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
A --save-config or oc apply, £ X#IERT, BAILIARBINES,

M OAuth AR %528 FKEX T hE,
HE kubeadmin f - E#fER, oc login a5l RIREANMEI15 7] B LIRSS R8I TTRY 1 BA,

AR LB A web #HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login
Command.

3. BREIERR, RETEEITEMRIL

I $ oc login --token=<token>

@ o
' XN EMRUEFIAZFHERR S RNEEER,

4. WIRFERRY, FERASR,

I $ oc whoami

4.9. it & OPENID CONNECT SR 12/
BoiE oidc BpIRIHRER, FRZIULIERS OpenlD Connect B3 1R T2 E K.

IR B LUF Red Hat Single Sign-On B2 & 1 OpenShift Container Platform BJ OpenlD Connect &3 124
B,

BF

OpenShift Container Platform A1 Authentication Operator Z3XBZ &R OpenlD
Connect B RMIZFE LI OpenlD Connect Discovery &,

A% ID Token #1 Userinfo f2%,

HINERT, HE openidSE[fl, MNRNE, FIE extraScopes FE 15 EXANHISEH,

47


http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/en-us/red_hat_single_sign-on/
https://openid.net/specs/openid-connect-discovery-1_0.html

OpenShift Container Platform 4.2 &{3351E

FEART A B M OpenlD BRI FREH JWT id_token ; ZAIEE, thA1EELE M Userinfo URL
IR [ER JSON,

WEDEE—NEHR, URERFNER. ERSHERR sub,

A L ERERERERANE R4, DREHMAFHMEIt, MREET SR, NIE
RE— DT EHREENFR, TERNFERR -

sub “subject identifier" 45, FAFESZELTEZD,.

preferred_ BEBAFANMELERANS, ArSEFERANFEERT, 0janedoe. BEE, SHMHEIERY
username B E RS A 2N N IE, 08 &k EFIRE,

email FE R4 sk,

name BREFR,

MEESIER, 555 OpenlD I,

pa -

&/ OpenlID Connect &3 1R FE KA F (£ <master>/oauth/token/request 35k
Do, UMERFaSITIE,

4.9.1. % 7F OpenShift Container Platform F 8 &0 iR 2R

BIANERT, £BHHRA kubeadmin BF. BIEESNRMIRERF, BUHOUE—DBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEP.

P2y~
- OpenShift Container Platform AP &AREESIE /. : F] %,

4.9.2. B/ secret

B 1R 12 £ openshift-config #n 4 22 5] B OpenShift Container Platform secret X @& & F i
secret, & imiEHFEH.

o MAEILMERAMUTHRS, EL—1TEEFREH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o EMAEILIMEALTHS, EX—1MXHEF (MNiEHxX#H) WA/ OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

4.9.3. 6] ConfigMap
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B2 1R 172+ £ openshift-config a3 4 Z2 [A] 1 #J OpenShift Container Platform ConfigMap R & &1E
FIANMEIRA S, TERATEEFMRHERAENIE IR D,

o FALUTMHS, EXNSEIEFHMANIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

4.9.4. OpenlD Connect CR =l
HUTBEXER (CR) 7~ OpenlD Connect B3R HIEFHS MM T2 (E,

INRIWAIEE BE SGEBHH D, MASEHE, MARPGE RS userinfo URL, 1518 A TEH
OpenlD Connect CR,

¥5~AE OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... €
clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email
issuer: https://www.idp-issuer.com G

WIRHBFZMENRIARES P ERER, UAHARS D L. SATARNENEER URL,
RN R LR 2 R B S D A AR P 0 Rz AR SRR G,

£ OpenID RHREFHFEMAE A IHIE Fif ID. 4% indsJige 1S & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,

X8 EE i secret B OpenShift Container Platform Secret 895| F,

RIESMHRRENIIR, GRF-—IEEFR, ELFE-—IFR. NRIIENFRELZEE, 5H
FUERKM, B0, XEAREM id_token R sub FEEARIEE A P HIH12,

@ 0 609

OpenID MSEHHREY 2 VAR, BER https, BT ENZHDERAH,

52% OpenlD Connect CR
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca: @)
name: ca-config-map
extraScopes:
- email
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username

- nickname
- given_name
- name

email: G
- custom_email_claim
- emalil
issuer: https://www.idp-issuer.com

AL N EE PEM ZASIE B A MR8 289 OpenShift Container Platform ConfigMap 5| F,
LU FRIEFFERE URL BIARSS 2RIET,

PR openid SEE A BI AL KB SR, RN FREIEKEFAIERA,

AN E IR G hEIE K BRI BB =T 2R S
NEHHBEERFNBFEER - ENFBENIIR, ERB—1IEERER,
AR REMIERSIR, ERB—NIFLEH.

QD000 9O

FVEFFH I RIFSBRSISR, RS —DIEZERE,

4.9.5. FE M RHUEFRNEIKE+
REERZE, HELPRN—DERRERERE, LUEBKRA ST T EBRIE,

FRFH

o #]3# OpenShift Container Platform & &%,
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o NWEMRERERFOLIEBE KR (CR).
o WIBZUEERFNESR,

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

—

fNR—" CRR7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. M OAuth BRZ522IREX T hE,
HZE kubeadmin f - E#fBR, oc login a5l RIREANMEI15 7] B LIRSS R8I TTRY 1 BA,

R R LB web #2HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

' XN EMRUEFIAFHERR S RNEEER,
4. WA ERRY, FHERASR,

I $ oc whoami

4.9.6. M web ZFIGECE SRR
BT web HEIATII CLI ERESHRHRER (DP),

FRFM
o BwILIEREREENFMNETE web 1A,

it =

1. 5= Administration — Cluster Settings.
2. 1E Global Configuration i£Ti£ T, s OAuth,

3. 7E Identity Providers 38, M Add T HEREFRENSRRERERF.
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- AT LRI web HEHIGRIEES N IDP, MASESMER IDP,
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% 5% BEIEH
HE5EREIED
5.1. B HERIAA OHES

5.1.1. TEEAAOUEP

ZIAER T, OpenShift Container Platform f#F Ingress Operator SlIERER CA FH 4 Xl .apps F1H T
N RREFEAEREBERAIEP. web #HIEH CLI thERILLIEH,

MERELAILZRI CA IE B R BE R, RRXMRBRELR S PKI FAIHB R EME, EXERXG
FED. BREEIEIERNE A IRNERFFNEMAL, FHABREFIEHELEA CAbundle FE

SENRAHE CALZHWIES, ZIEPHRSAFEEIRY, AFABRE iR EMEES apps FHE T2
TR AR,

5.1.2. B EIAAOIES

MR LA .apps FETAMAENBRFMEIAAOIER, B TIEEE, % web ZHIEM CLIERM
B NARFHREEEEIEHRENNE,

FRFM

o WABERFILYTREMHATMER, HEER PEMER,

e iLi# subjectAltName " B,/ 2 *.apps.<clustername>.<domain>,

iz
1. QS EATFELIFUERRIUES UL MAIH ConfigMap :

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ
-n openshift-config

Q </path/to/cert.crt> & CA TEARM RS HHIRRER,

2. [FERHOIEM ConfigMap BHEESEHENIEEE :

$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. e RErE BB secret :

$ oc create secret tls <certificate> \0
--cert=</path/to/cert.crt> \9
--key=</path/to/cert.key> \6
-n openshift-ingress

ﬂ <certificate> 2FE UL B FAR secret BIEHR,
9 </path/to/cert.crt> RIF PFEARM S ERFHNIEE,
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g </path/to/cert.key> &5 Ik 3 R EXHIFAEABIBR R

4. ERAFAIER secret BH Ingress Controller BLi& :

$ oc patch ingresscontroller.operator default \
--type=merge -p \
'{"spec"{"defaultCertificate": {"name": "<certificate>"}}}' \ﬂ
-n openshift-ingress-operator

Q ¥+ <certificate> &t ) L — 5 AT secret &R,

//J\\j.]u API HE&%EIIE:F&

XA APl RSS 23 1E T A ER OpenShift Container Platform 5£8f CA A%, BVANERT, MTFEEANE
FUmRTTERE APl BRSS2:BIE T, MIE P IEH N BB RS E CA X HmHTIES,

5.2.1. [@ APl iR 5523018 E R FRBYIE

XL APl RSS 23 1E T AR ER OpenShift Container Platform 5£8f CA A %1, &A1 LAMA API BRSS 2375 DA 4+
IEBLIRIEE FiE KB9 URL A%, thanfEm & mAER S 7 a8 2R,

SeRF M
o WIIRHA PEMBABNEHFES, LUAFE ik URL.
o WEHX B kSRR API BRS588HY URL A ARIEH,
o EFAIA URL B subjectAltName 1 .

o NREKIFPHEIANIERRSS ZRUED, NASUFIE B BEM AN EIAR S5 35 I iR, IEF XA/ Base64
PEM 4RI, BEEHR .crt = .pem T EBE, Hi0 :

I $ cat server_cert.pem int2ca_cert.pem int1ca_cert.pem rootca_cert.pem>combined_cert.pem
EEFHIUEBE, IEPMIIFHEER, S8MEHESMERVERIEIETS, f0 :

1. OpenShift Container Platform master EHLARSS 28 1EF,

2. INERRSS SRIEH BRI A CAIES,

3. WNIERRE] CA IEFHHIR CA IEH,

Dig¥
Of

AENRER M EEE S (EHLH api-int.<cluster_names.<base_domain>) i2tfs
T ZBIBNIES, XEERLEERL TR,

it
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5% BB

1. QI8 —18E openshift-config &% 22 (5] L H F B EAM secret,

$ oc create secret tls <certificate> \0
--cert=</path/to/cert.crt> \9
--key=</path/to/cert.key> \6
-n openshift-config

ﬂ <certificate> 2 E S FZIUEFH secret BIATT,
9 </path/to/cert.crt> RIF FEARMSTHRFHWIEE,
9 </path/to/cert.key> 25 IthilF B * Bt BIFAFIRIER R,

2. B AP IRSS 2 LLBI AT QM secret,

$ oc patch apiserver cluster \
--type=merge -p \
'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<hostname>"],

"servingCertificate": {"name": "<certificate>"}}1}}}' 9

Q F <hostname> E#iy API fRS5ERN N EIRAUEHBIEN B,
9 1% <certificate> &7 t— % AT secret W&,

3. f&# apiserver/cluster X RHHHINIZ secret TIE# 5| A,
$ oc get apiserver cluster -o yaml

spec:
servingCerts:
namedCertificates:
- names:
- <hostname>
servingCertificate:
name: <certificate>

5.3. AR5 IRMHBVIET SECRET RIFIRSRE

5.3.1. TRRRSS AL

RS AIEF EENTEMBHNERPAGNARFRESF, IEIEBRFEN TLS web RS IWRIUER L
8

service-ca 124125/ A x509.SHA256WithRSA % & &% sk 4 s AR S5 1E
ERBIIEBBEARE PEM &, 2D AEMEIERTCIE secret B9 tls.crt #1 tis.key A, iE BB EATEE IR

BRI B o B, NIRSSIUETERBIIRSS CA IEH RERZE OpenShift Container Platform F—F WA
o
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5.3.2 //J\\jJDH& UT‘I::FF'
ZRIEERFBENZT L, HESRSHERBGR A 2R FRERBIRSUEB MBI EK secret,

BF

& ABYIE RO REBARSS DNS %75 <service.names.<service.namespace>.svc G3§,
FEREATREBEE.

FRFM
o WE LT RS,

it

1. f£/ service.beta.openshift.io/serving-cert-secret-name ;¥ 1% iR 55

$ oc annotate service <service-name> \0
service.beta.openshift.io/serving-cert-secret-name=<secret-name> 9

ﬂ ¥ <service-names> Bt H ERITHIRSHI R TR,

9 <secret-name> =LK secret BEFR, 1% secret @EUEPMBEANT, NAERN, Bl
R{EA S <service-name> HEEKEZ R,

fBian, {FEALLT 64 RFEAERSS foo :
I $ oc annotate service foo service.beta.openshift.io/serving-cert-secret-name=foo
2. RERSUBINEEFEETEMRE,
$ oc describe service <service-name>
A-nnotations: service.beta.openshift.io/serving-cert-secret-name: <service-name>

service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-
signer@1556850837

3. EEBENRSEM secret [, PodSpec ILE#HE, Pod BEEABAFIZT.

5.3.3. [A ConfigMap S INARSSIEH

Pod A& #H#i £ A service.beta.openshift.io/inject-cabundle=true ;¥ f## ConfigMap 31 AIARSS
CAIEH., FHE, £HBEMRS CAIEHEAERI ConfigMap £ service-ca.crt # 7, 147tk CA
UEB AT RVF TLS B imfE AR S BRI B IEIR S5 1E .

BF

[ ConfigMap HiRMFRE, SMREFPNRMENEHE. EIEERFR
ConfigMap K& & service-ca.crt, MAZFAFEMIER Pod EBEBIMERE ConfigMap.

it =
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1. {¥ service.beta.openshift.io/inject-cabundle=true ;¥ f# ConfigMap,

$ oc annotate configmap <configmap-name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ 1% <configmap-name> & i /) E3F #2H ConfigMap FILFF,

1 volumeMount FBREE| B service-ca.crt ¥ &{F Pod T2, BEE
ConfigMap &5 CA fi4Fa&F Afa M1k,

Blan, EE5E#E ConfigMap foo, NERAUTHS :
I $ oc annotate configmap foo service.beta.openshift.io/inject-cabundle=true
2. &% ConfigMap LMARIEF B2 %M. X7 YAML &t & T/~ service-ca.crt.
$ oc get configmap <configmap-name> -o yam|
apiVersion: v1

data:
service-ca.crt: |

5.3.4. FENR A REIARSS LT

18R] LB BR KB secret RFCHARSSIE T, MIFR secret RS HE B0 HT secret, FHMAERFTHIIE
H,

FeREZ4H
o WITHIRFERT BEUEPHHBHXITH secret,

1. REZRSUBAESSIEPH secret, XA LLTE service-cert-secret-name I #El, W T

o
$ oc describe service <service-name>

service.beta.openshift.io/serving-cert-secret-name: <secret>

2. MIB& MRS LB secret, LT TRF B EIEFHOIE secret,
I $ oc delete secret <secret> ﬂ

ﬂ 1% <secret> B N AT—5 8 secret L,
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Wit FEENET secret FH10 5 AGE RHIABZEHOIE TIEH,
$ oc get secret <service-name>

NAME TYPE DATA AGE
<service.name> kubernetes.io/tls 2 1s

5.3.5. Fi R ARSS CAED

RS CA 1R % OpenShift Container Platform e—FRAEN, ERRUTSEETHaIFohRIFRS
CA,

FRFH
o WILKHEENFNER.

AR
1 ERAUTHS, EFYFIRS CAIEPRMEIEB,

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template="{{index .data "tls.crt"}}'\
| base64 -d \

| openssl x509 -noout -enddate

2. FoRILIRSS CA. WWITRRREM—NHHIRS CA, ARNHFRFIEHES.

I $ oc delete secret/signing-key -n openshift-service-ca

3. ERFTIEPNAEAERS, WEREHTHMA Pod, Lt SHARRTE RS EEREHEILE
+

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {.metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \

sleep 1;\
done

Digk

==
[=]

i B

RS ASBIRSHE, RAESET MRS
# Pod

e 22 A 2 1TRY Pod,
iX AE%UB%FEEJJEF



5 6 = {1 RBAC & AN AR

% 6 Z= [ RBAC & X F1N FR

6.1. RBAC it
ETAGHRIES] (RBAC) M HRAE RS 1A A EHWHITH EHIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S ETEHESR
B IR R BREF L

T AN LAME A A A BRI ERZEGEAN A MTE, 1§18, BUESSMRIES FH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE

Ul —HN R ERIVTHIRER S, B, ArsSRSkFESAIE (create) Pod,
At MNMES, TLUGAFMAXRBKIHAER ST HE,
HE A/ A5 A B BRE,

R RAE) RBAC A B FIAER M NI -

£H RBAC NATETBEERNABNAE, EHACFTITERIEH, EHAEHERESIRE
EAG.
Zith RBAC ERTHEVENAGNAE, ARAXBAHERFETHEANTES, EXBABHER

LIRS 5| AR FIA A B,

SHABAEREAETERIGINAE. AGHEFEETIEIN ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEEIEH, RASHABTRHSEBHAREIIIRESH F N OEAX
hAa e,

XFMRDRERATFBLIERABRESNIENESEREA, BN RAFEIRRAGENITEHEE
o

FirhidiRRS, ENERERARAEMAMAGKE, fl
1. RS allow M,
2. JEFRAEIER allow LI,

3. BUA9IE4,

6.1.1. MIARHAR

OpenShift Container Platform @1& 7T —HBRINEFHA G, EoIUESESTR ARSI ER A~
M, BEELE, TUFIERKINEFHAE, BERES master 7RI ERAITHATHAN I T,

59



OpenShift Container Platform 4.2 B35k

RAKR AR fed

admin HEEEE, MRAEARMHAEHRER, Il admin ENEFUB PHEMAFER, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER,

cluster-admin BN AP A UEESIE P HITEMRE, SEARMAERAE— TR, Xk
A AR LASE £ 1 B 5 — BRI ECAI A AT A R .

cluster-status b A BURER B A EBEIREE R
edit bR AR LUMESIT B A RS BN R, EXNEEHIERBBRIE.,
self-provisioner LR A LOEEEHITE,

view WA EETEMEDR, BAUEETEPHRSENR, TEEEHENAEIH
o

THERAMMERAEZ AKX, Fla0, MNRFERAAMA GBI ER cluster-admin B BHEE—/H

P, XAEEMZRAFEE TEMSE AN, BLHIEMLL, ¥ cluster-admin 4 EEITIE ERIE—
B, &M% ENBRERARIRFX—BF, ZRAFEEE£EAR® admin IR, UUKIZUIR

B —LERIAAUBR, FIANEENS SRR B BERIR S, 8B web ZHE& Ul RIEFTLEA ETRES T NIRIE,
HNERRNEAERNEEEHREEMNERACHTE, AMm, ©2IHETHEERIE cluster-admin By
AithEEIE,

THBRTRTRHAG, FAG. KFHAGKE. FtAGHE. A/, AMRSIKS ZFEXR,
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— O O O O @) @)

] TEe O 1 1)

Service Account (Bot) Group 1 User1 User 2 User 3

LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE

BINDING BINDING BINDING BINDING BINDING

Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster

specific resources in project in project in project admin in all projects

LOCAL ROLE

(Bot)

Rule Rule
PROJECT
e I I
i i
i CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE '
P (View (Edit) (Admin) (Cluster Admin) i
1 1
i Rule Rule Rule Rule Rule Rule Rule Rule i
: i
e
6.1.2. PFAAFRAY
OpenShift Container Platform & LA R JLI S IF5 54U
AP &K AP EAMIIR,

BHITRRE, ERSEIBERT, XBEUT/LIEMN

e JiH : EUIRIMNIIE., THZ - T A TR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXREENIR THANEEERR.

o B{EDhid : B1EAXE : get. list. create. update. delete. deletecollection =k watch,
o BERAM : UM AP R
e
HENTEIIR, BRIESABZAXIK,
OpenShift Container Platform 3@t AR JL AN AR IRAL
. ERESOMUESEERERERN AR SEHNARERE,
2. ERAAEREHNANMERE,
3. ERAERERNARENN,
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4. FxE— NG ERE, LIERTEI,

5. MNRARIHEICEEIAN, MIRIAELZERAF.
R
HicE, BAMARURNXEIAEISIAE,

TEEEAATUER CLI E5AAGNAERSR, SESEMABXRNBRFIFAMRIRN—HE,

B

B A ERAEETEERANERABRRIE—NITERN. FREFE
cluster-admin = system:admin B5E2¢ A B AMEEREESERE S E,

SHAGRAESHIVIE L NAS, BRESESHIHIBIHIHTHE,

6121 EHABRE

ZRIABY admin, edit. view #[ cluster-reader £EABYTREHACRE, HhE AGHMERNNITE
B T FHANE IS EH. REERSCIEBE LHKHREY B Kubernetes API I, LLIIEEFBE L,

6.2. B fdp 44 28 4]
Kubernetes &% ZZ/ARMLIX EERE P FURSEFMINSE], Kubernetes i HIRIHE X MR ERINEZ(F

4 22 A LU RIR M —SEH -

o IEERMMIR, LUBRERDZHZE,

o FHIR‘GEMERFEERRN

o [REI X BRHFEHIBES,
RO RS HOT REB R R ASEESEHE, EB—ENRAEWTIBREGAZEE, W =MAF,
T M A E AR Kubernetes sp & 22|, 2EEEMAF BURY; RINRME R A, BIWHE, —
MEXBA AT UES Eiit KIREMEIIR TASNERENS, AP Y REE R E BT R
IR =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B e LA IR name. displayName #1 description.

o HAWEH name 2UIHMM—IRMAR, EFER CLI TESK APIFNREN., EMKERS N 63
NERH,

e T£H displayName Ui B £ web 15| &M ER~FER (X1 name) .
o %M description AT LUA T B IR EINEAIBHR, A BRTE web 251G,
BUIBRESHTESHN—4A :

X% (object) Pod. BRFHEHIEFIZRF,
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%RBg& (policy) F3 BB BN REATERAE AL,

R Xof & Rt SR 1T PR I SO EC AT
(constraint)

AR5 ARS5K B B A B Aot SR 948 TE Uy (I A BREAT 1R 4F
SHEENALULRIIE, FNUENERIRERS A A KAERKA, SHEENBATLURITFT
RN QEBCSHIIE,

FARANAFEE AT LB CLI = Web #HIG 5B R A,

6.3. BRIATI B
OpenShift Container Platform M7 & FEIATE, &FFL openshift-- FFLHIEXN B A MERNE
B, XEMEREEN Pod BTHEEHGMEMEMIG A, 1EiX L& 22 P oA X

(critical) Pod X fZ#) Pod REEER, TIITALURIER kubelet A, TEIXLEALZZH dHETEHAENE
B Pod BHRic N critical”s

6.4. EEEHABIIHE

BT oc describe 45, AWLUFER oc CLI kK EEFEHA BN E,

FeREZ M
o 2%k oc CLI,
o RENEEEREA BN ENIR,

HESRREHRNHAET cluster-admin BUAKEA BHA A I LUHEAERIUTEMIRE, SEEERHA
BIHE,

it =
| BEERHAGRERKHMNILE
2. AELINERAGHERS, XETHAEITRAAGKASMA

$ oc describe clusterrolebinding.rbac

Name: alertmanager-main
Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users
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Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace
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ServiceAccount default openshift-machine-api

6.5. EEAMA BT

{3 oc describe 5 @iT oc CLI EEEA A BIML E,
FeREH
o 4 oc CLI,

o RIMEFAMABIMAERINR :

o MEERSCHEMIET cluster-admin BRIAERE A EA 7 o LT EM FRHUTEMRE, S
EEEAhAGNYE,

o FMHET admin RINKHACHAFTUEEHERTBEhHABHHNE,

it =
| AELAAMACHERS, XETHAEINHRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac
2. EEHMIBENAAGHE, HEGTHRM -nItE :

$ oc describe rolebinding.rbac -n joe-project

Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project
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Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

6.6. AFARINAE
TLUFEH oc adm BIED CLI EEEABBMIE,

HAGHESIRNNEIAPFATILAFSHEEZABRFHUIHIIR, ERLEA oc adm policy 654
@ A P RIS RR A .

BRI RHERRAREA B EERTIE R P .,

iz
1. AEETBFHIASRNAR :
I $ oc adm policy add-role-to-user <role> <user> -n <project>
fBlgn, WALLZITLA TS, ¥ admin AERINE joe 7B A HY alice A/ :
I $ oc adm policy add-role-to-user admin alice -n joe
2. BEAMAGHE, FHEHEPRIERMNER
I $ oc describe rolebinding.rbac -n <project>

plgn, EE joe MBEMAMMABHE !
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$ oc describe rolebinding.rbac -n joe

Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
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Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice A 7~ E7 0%/ admins RoleBinding.

6.7. 0|EXRAE
el LU B EARthA e, AENEGERIAS,

AR
1L BATBENEERMAR, FZITUTRS
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>

D, BE

e <name>, A EHELHR

e <verb>, LUESHMRH. NARMEEMIREDIFETIR
e <resource>, AGLNAEIKTR

® <project>, 1B &ZF

pin, ZOBE—NAMAERLITHASEE blue TEHH Pod, HZITUTHS
I $ oc create role podview --verb=get --resource=pod -n blue

2. EFFFAGRHERRF, BTUTHS :

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue
6.8. VIBRHAR
ANEIIDRBIE=2 i RN

it
1. BARERAR, HLTUTHS

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
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Eltassd, BE
® <name>, AMABBHET
o <verb>, LUESHMRM. NATRIAGBHREDIFFIR

e <resource>, AN BEIIMEIR
BN, BOBR—NEBRAGERITHSNES Pod, HIZITUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

6.9. KA BHERS

EERUTRFE A NAGHEEER P SAHANXEA G, TLUEA -nIFEREETE, MRKE
E, NfEREmIAa.

R LUER U T e it T4 RBAC B,

x 6.1 KA B ERF
LR sk

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] DU B — BRI T iR e,

$ oc adm policy add-role-to-user <role> [HEEABHAERHFINE RIEERF,
<username>
$ oc adm policy remove-role-from-user MERITBRMIEER - BIRIEEAE,

<role> <username>

$ oc adm policy remove-user <username> BRYURIUIBEPIEER - REMEA G,
$ oc adm policy add-role-to-group <role> EEABHEERZFI B RHEEL,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA B,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #IREFIUIEAHNIEEAREFEAE,

6.10. R ABHREMRD

MHEUMERAUTRESEEHARHTE, RNEHARHEGERASERZZRMEER, MLLUXLRAER
£ -n 1,

xR 6.2. EHABIERE
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% i
$ oc adm policy add-cluster-role-to-user NEEABHERRERAMANIBNIEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEER P BIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NAEABHERRERAAT BIIEES,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MERFRIAETERNEEHBREEA S,
group <role> <groupname>

6.1. Q/EEREEA

FEEB % cluster-admin A& FHE1E OpenShift Container Platform 58 EHTE IR R MI4ESS, F0
BB TR,

FRFH
o EwBLIBRTEE ANEHEEANAL,

iy =
o FMAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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2 7 = ¥ KUBEADMIN A/~

7.1. KUBEADMIN F -
OpenShift Container Platform £ & &I 2 5EK B 0B — N EEEE 7 kubeadmin,

Lk P B312E cluster-admin A&, FHHAEEMN root BF, EEEEINSERM, X OpenShift
Container Platform IfERHEM—H), RESTMRE, TEEFNHHPSEIEXNEGE, B0 -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

7.2. %k KUBEADMIN A~
EE LT B IREREFEFHOEHD cluster-admin B G, SR LR kubeadmin RiIRESSREL S M,

Digk

==
[=]

INREFH—AF B cluster-admin BIHRIBIX NS IRV, NS EHRRE
OpenShift Container Platform, Ittan 45 FoiEBEH,

FeREH
o WIIEDVEET —NEBNIRERER,
o WA FHRIT cluster-admin &,

o WIBLZUERFMNER.

it =

e 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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B8EREMANE

8.1 kxFRHFKIE

OpenShift Container Platform 5258 7 — NP RIE, wTARBLENBREF A EB CLI iH] OpenShift
Container Platform API, 15R% - imfE A EBIZES Z 3 HI 4, NIFEEDiR OpenShift Container
Platform API,

&7 LURHE OpenShift Container Platform FIBY—24H1E ) OpenShift Container Platform CLI #45&F 7 X
I .

I <command>/<version> (<platform>/<architecture>) <client>/<git_commit>

Blgn, TR LT SRR
® <command>=0c

® <version> = B UmhRA, 140 : v4.2.0, XI{IF /api B9 Kubernetes API & HB91E Sk & UK
Kubernetes k7, *fAIF /oapi B OpenShift Container Platform API & HB9TE KNI & EEUK
OpenShift Container Platform kx4~ (%0 oc version Fi5E)

e <platform> = linux
® <architecture> = amd64

e <client> = openshift = kubernetes, EAEBURATFE KM BEIRZALLT /api B9 Kubernetes API i1 2
AIF /oapi B OpenShift Container Platform API

e <git_commit> = B ImARAH Git }232 (40 f034127)

HEAFPRER :

I oc/v3.3.0 (linux/amd64) openshift/f034127

8.2. ieEA R

ENEE A, EALUER master B3EF B8 userAgentMatching E2 & i% & SR \E & - iw1 7] AP,

it

o (B master BBBEX4, FESESHARIEBEREE, A0, UTHEFRIEBIEY Kubernetes 1.2 B i
3l OKD 113 Zi#4l, L% POST #1 PUT httpVerb :

policyConfig:
userAgentMatchingConfig:
defaultRejectionMessage: "Your client is too old. Go to hitps://example.org to update it."
deniedClients:
- regex: "W/ v(?:(?7:1\1\1)|(?7:1\.0\.1)) \(.+/.+\) openshiftAw{7}'
- regex: "\W+/v(?:1\.1\.3) \(.+/.+\) openshiftAw{7}'
httpVerbs:
- POST
- PUT
- regex: "W+/v1\.2\.0 \(.+/.+\) kubernetes/\w{7}'
httpVerbs:
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- POST
- PUT
requiredClients: null

IR RBIEH S 1A% P im A Se 2 R AC R & 7 i

policyConfig:
userAgentMatchingConfig:
defaultRejectionMessage: "Your client is too old. Go to hitps://example.org to update it."
deniedClients: ]
requiredClients:
- regex: "W+/V1\.1\.3 \(.+/.+\) openshiftAw{7}'
- regex: "W+/v1\.2\.0 \(.+/.+\) kubernetes/\w{7}'
httpVerbs:
- POST
- PUT
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BIE THRHUIERSKFH

9.1. AR5 MK~ B

ARZ5 MK ' 2 —# OpenShift Container Platform ik /™, & FHM BRI AP, EKWKF‘ 28I IEH
FTER API X R, BRSSIKF WIREI API UiFRHM T RIEN AR, TREHZENAIANE

& OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SNBSS API #1THB35IE,
IR LU A M S ARSI R BE, LMEHGEENS 15 AP BEXEFEAE A ABEIE, flt0, EEIfRSSIK
o

o SHIIEFIBRAILIL H API SR OIZ MR Pod.

o R[ABIN AR R LUA E APV RS 1T &2,

o HERNFATERAILAA H AP E e 1T IR s 5 Ao

BORSKANAFEEIRE THIE MR
I system:serviceaccount:<project>:<name>

—IRSS KA R T NEBIRR R

system:serviceaccounts
ERGHHIAERSKF.
system:serviceaccounts:<project>

B EIBEB R MIFRA IR ST
BIRSK B8 &M A secret :
o API £k

® OpenShift Container Registry B iiE

‘r?t
plg

AR APl SHEFD registry FUERRTHE, Ba@id HER secret RBEEEN . HMIBR secret B,
Boh&E R — N secret RERKE,

J

9.2. Bl ER AR S5 1K
e AET B PO IRSIK 7, F@E RS ERIA G NILK R PR,

iz
1 A EEERIEPRARSIKS
$ oc get sa
NAME SECRETS AGE
builder 2 2d

default 2 2d
deployer 2 2d

2. FEHETIE R OEHARSS K
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$ oc create sa <service_account_name> ﬂ

serviceaccount "robot" created

ﬂ EEH—UB PRSI, 1518E -n <project_name>,

3.\t EERSKE secret :

$ oc describe sa robot
Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

9.3. WARFS MK/ &% T A BHIRA
EELME BRIk R T A a1, WRSIKPBETRE,

o HATLUEHR U BITIEMARSSIK T, B0, FF view A ERINE top-secret 17l B F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

o R LIAYIE FERFERSIKIRT IR, Fm, ERFSKAMERNTES, FA -ziE

FIEE <serviceaccount_name>

I $ oc policy add-role-to-user <role_name> -z <serviceaccount_name>

BF

WNREA B PR ERSIKT R T UFNR, EEA -z irE. SRR SE
FTHRHB SR, FHRRVBEERRSIKRT IR,

o TEWARMMAZNE, BJLUER -nEUEECENARINITBmAZEE, WNTERMR.
o N, RFFRIBEYIEHPHIFTERS KT EE top-secret W B AR IR :

I $ oc policy add-role-to-group view system:serviceaccounts -n top-secret
o Ft¥F managers i B R EIRT B AR 5 7 JRiE top-secret Ui B AR BTIR -

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n top-secret
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$10 & AN ARFPERRSIKS

10.1. BR S5 MK - Ak

ARZ5 MK ' 2 —# OpenShift Container Platform ik /™, & FHM BRI AP, HE%W&F‘ E&MNUIEH
FIER API AR, BRSNS AP FFIRE T REBEHNAR, TREXAZEMNAIWE

& OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SNBSS API #1THB35IE,
Eﬁ;wqéﬂ#—ﬁﬂﬁ%mﬁjﬁ KEK, LAEHMREW IR API BEXHEREMNAFHEIE, Fii, EBhARSK
o SHIIREIZFALIL H API E A S GBS Pod.
o HEIANBINFAFRRE LUK B AP A A sRi#4T & T,
o SRR FRTRREEILAL W AP R ST IS S R
BNRSIK AR EEBRE FEIBMAT :

I system:serviceaccount:<project>:<name>

—IRSS KA R T NEBIRR R

system:serviceaccounts

AERGHPHMARSIK S,

system:serviceaccounts:<project>

SEIRETE RMFERS K,
BNRS K B8 &M secret :
o API £k
® OpenShift Container Registry BI%ZiE

R APl SShEFD registry FUERRTHE, Ba@id HER secret REEHEN . HMIBR secret B, REE
Boh&E R — N secret RERKE,

10.2. BRIABR S5

OpenShift Container Platform 5238 & A TEBEHEEMNBIARSIK S, FHFEANENIB EKELRSIK
Fo

10.2.1. BRAEBFAR SR

JUAEL AR 3 H 23 E B AR S5k P R Ei2 1T, ARSS 233 BN 7E OpenShift Container Platform EitiZR 14 1
B (openshift-infra) RO TARS KT, HIEFRUOTERECHAR

BRZ5 K/ 30

replication-controller 4 fg system:replication-controller &
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BR S5k P Uiy

deployment- 2 system:deployment-controller &,

controller

build-controller 4 Bc system:build-controller &, 74, build-controller fR&51Kk~tHaE

RN RS ETFXARF, UERRFIIR Pod,

10.2.2. AT BRSSP AR
BANTEFRLREHBENREES

AR S5/ ERAE

builder B Pod M. #i%F system:image-builder &, fiFERAMNER Docker
registry SRR HEE U B AP RERIRR TR,

deployer HERE Pod A FH#I%F system:deployer &, RFEFNEHRTEHHEH
L5280 Pod.

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B R I A R SSIK F #R #% F system:image-puller 2, AIFERRNEE SRR registry MITTB &
BT AR TR R ERER 1R

10.3. G| B AR 55K
e AET B ORI 7, F@E RS ERIA G NILK R PR,

ik S
1 Ak EEEEIUIEBRRSIKS
$ oc get sa

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHETIE hOEHARSS K

$ oc create sa <service_account_name> 0

serviceaccount "robot" created

ﬂ EESH—UBPOIERSIKS, 1518E -n <project_name>,

3. Jk - EERSKE secret :
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$ oc describe sa robot

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

10.4. 7EA R {5 FH AR S5k - 41T
1 ET LUB ARSI B9 R4 & 4 TS API BRI B S ER ] FRAS

EEhERG, S 50RIERNE - RITEAFTE KB imagestreams/layers # get IR, & BEH#E X
&, 2B HRIERAE P %R B RTIE KB imagestreams/layers B update 1R,

MINERT, —DUEFNRARS KA TGIERE -8 PEEMASE, T builder IRS5MK - MIH
TR —I B R A iR,

Pk =
1. BAERSKFH APl GHE -

I $ oc describe secret <secret-name>
fBlgn -

$ oc describe secret robot-token-uzkbh -n top-secret

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3¢c970e4b7ffe

Type: kubernetes.io/service-account-token

Data

token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. R BEHITESR
$ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.
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You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>

3. BIAEE LIRS IK &% -
$ oc whoami

system:serviceaccount:top-secret:robot
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BN E FRRSKFESN OAUTH & i

1.1, BRSSK P YE- OAUTH & i

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHRS
KEASHaEERPN-—LEEXAFERNETAGHIIEE

® user:info

e user:check-access

® role:<any_role>:<serviceaccount_namespace>

® role:<any_role>:<serviceaccount_namespaces:!
TEI9BR 551 F FAE OAuth & imH

e client_id 2 system:serviceaccount:<serviceaccount_namespace>:
<serviceaccount_name>,

e client_secret I LLZ1ZAR 51K 7 BUFEM APl 5%, 140 :

I $ oc sa get-token <serviceaccount_name>

e EJREX WWW-Authenticate fiif], i5i$ARS5M " _£B serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L REARICEL,

1N.1.1. EERE N OAuth B IHAIAR ST~ B9 URI

SERREE VT B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

RXAKEARALN, IRTATEREEENNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F @57 serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E [ URI,

a0 -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

fRIIE R LLEE], OAuthRedirectReference f21T5IF &7 jenkins BIB8H., ALk, ZEREBIFMAEAON
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference"a

"kind": ...,

"name": ..., g
"group”: ... 6
}

1

Q kind 5 2#WBIBX RHKE, BRI, RX# route,
9 name ERNRTHIE, NRUITNEIRSIK AL TFRE—6r& 22 E A,
9 group IEMEXN RATERE, IEZE, RNKRENEREFRER,

AUEFXMNERAL, REZSI AN RIBHOOEE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first B4 A TRBERHAE—E, Bi% jenkins RS EH A O https;//example.com, II1E
https.//example.com/custompath 1 NE, (B https;//example.com M /T3, D IRHEEZEIE
BRI -

KR ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”
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cak

2
% EEEINEBZNERMBIANRNENZEE, IF—E2FENTN.

P BB R AEE T LMER L TRAEITEF -
<scheme:>//<hosthame><:port>/<path>

B —NRALIKEZIREIH, KGR ANRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\" \"name\":\"jenkins\"}}"

Bix &7 jenkins IR EHF A O https;//example.com, | https.//example.com:8000 F
https;//example.com/custompath #R# A A,

AR ARSI SE R, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

82



12 % RS
F12E REShHE/ERE

121 X FRESHEIERE

BRI EFERESHE, HEENRERSG EMA KRS, Flm, TEEREAATRFERROE
Pod BOTIIR.

BERHNTEARMABERF, BURTEEEEENRERF. RBERSE cluster-admin BBHAEF
FrEQIRBSEH T,

B B EESEEE SN PolicyRule £ & RIFMAESER, AE, EXRISXEMNFTEER, FR
B EDEEEEP—FSEEMN], FaEEEL "normal" BIER #ﬁ — SRR E,

12.1.1. A3
ArEEEERTARAEASWES, EISETFEAN, RS8N EEAN

user:full - R FFEA B BRFENRYT AP #1752 813/ BijH,
e user:info - AFRIELGFAFBNER, WRAMRIE,

e user:check-access - 7217147 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIF RN RPEHER A NHNTE,

e user:list-projects - 81T RiLijj[A], RAILAFIE ARV RB5E,

12.1.2. AESEE
AEEERTEERSATEAGHERSHMANIR, %A EEIT6 &% AE,

e role:<cluster-role name>:<namespace or * for all> - $EF RE NEEA B EMMIN, B

EEENR BRI,

AR XA REFALIFIER, BIfEA BRI secret. ABHAEMABER
R, BLSEH B FIXLETR, XEBTFHESAAR. FZ AN edit F
ABHTERANAE, BX TV secretMs, XHBEFNAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 L3, ER NS ERNSME
1FULSEHE R VF AN IR,
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FERBEEEREM ETXAR

13.1. X FLeM ETXAR

5 RBAC ¥Rz F i IR A 2K, R G T LA 2R M £ FXE25 (SCC) k241 Pod MIFURR.
XAV RETE Pod (BEEd) ATUHUTHIRIELLRENIR LRI ER, ErILUERE SCC E X Pod &
TR — AR, BRI,

BB 5 A LS B SCC ki) -

Pod BEEIZITHRINA .

o AZHRALUERMITHEE,

o [EHERAEFES.

o AEH SELinux £ T3,

o RIFZASID,

o (A A ZE A AP,

e 1fH Pod HE# FSGroup B4 Ee.

o R FRAMERE.

¢ Rt mEERARIEBRXHRS

o BRBMMEHA,

o fIFH) seccomp ELEEMELE.
Docker EERIFATF Pod WENEHRNFININEEFIR, BaEALIRINIIRPIINE, (B Pod FHFE
A LLBIT 1 RN A DI RE SN B PR LLBOINAT J RIE TSR, A
allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities Z3#{Z%I3%k B Pod BILtLE
ER, FEBETLUEKIFLIIRE. BNRRUARNINBLTIEE, UKk MEEIELLTEE,
LI E/N\1MRILSCC:

® anyuid

e hostaccess

® hostmount-anyuid

o hostnetwork
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B13E ERREM FTXAR

Digk

H=
A
INRTE master TN _EIZTHANTERZE, 1ERE hostnetwork B[R]

FRAT R 1182 4E, 1E master £HE1Z1T hostnetwork B TE 5 &8 £
B root &N, ARG HENBEE.

® node-exporter
® nonroot
e privileged

o restricted

BF

RNEEHMBEIA SCC, BMBRIN SCC AT FHFAH OpenShift Container Platform i 3]
A, WSREINSCC FREHRBEXK, 1H QI SCC,

R SCC fiF -
o FAFIZITHEMI Pod
e Pod [MEHBEREHNE
e Pod LMEER A E17i51T
e Pod AR MCS IR%ia1T
e Pod EAEHE IPC #3422 A
e Pod R EHA PID tr& 2 [H]
e Pod {#iFA{EfT FSGroup
e Pod AR TEH
® Pod f#ERE seccomp EEESE
e Pod iER{ERIZHEE
ZBREY SCC :
o 1R Pod TIELUFINARIZIT,
o AR Pod TIEHEEEN BB,
e 3K Pod LATISE 4 ERHY UID SEIERIBI A 21T,
o 3K Pod ERATIEDER MCS TRZEIZ1T,

e 1T Pod ER{ES FSGroup,
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e ¥ Pod fERAEMHFEH,

p= Y=
MEAXEN SCCHESER, 1ES I SCC B kubernetes.io/description S,
SCC HIXEMERARK, Bi1%E Pod BEIS I MR EINEE, XEIXBED N=1KA

7 /R fE S LE R BIMFERFIA N R B MR B9{E, #I30, AllowPrivilegedContainer &R1E7E,
Nigazsis ) false.

HAFHESER  HONRSRELRBENTFE, UBRAERRT.

HSRRBg 22 BERERENERRBHIF BRI ¢
o AMEMINEG, MKk
o MREEEBTRITEESHING,

13.1.1. SCC FEI%

RunAsUser

1. MustRunAs - ZEZECE& runAsUser, FHEEE runAsUser FFHEIME, FIXTECER
runAsUser #1{7551E,

2. MustRunAsRange - IR F~MERTIEE, NHFEE LS/MEMRKE, FERAKIMEFEHRIL
Ho FIHENARVFEHE TR,

3. MustRunAsNonRoot - £Z Pod 123X NEHB I ZE runAsUser SLEFH & H E X8 USER 15
%, TIREERIME,

4. RunAsAny - FRHEINE, SRITFEEEM runAsUser,

SELinuxContext

1. MustRunAs - IR RFERATISEHE, NIFEEEE seLinuxOptions, {#F seLinuxOptions £
NERINE. FHX seLinuxOptions #4755 1E,

2. RunAsAny - FRHEINE, SRITFIEEE seLinuxOptions,

SupplementalGroups

1. MustRunAs - IR ERTISEE, NFEEVEE—EH. EFRE—EHABNRIMEFEN
RONE. ¥ A SE BT R,

2. RunAsAny - FRHEEINME, RITFIEEEM supplementalGroups,

FSGroup
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1. MustRunAs - IR~ & A5 B, U“ﬁ%“”‘?b* NeH. ERB—EERN&IMEEN

2. RunAsAny - TRHEBINE, RITFIEEMRE(T fsGroup ID,

RINE, FHXEB—EERBIE—1ID it

13.1.2. #2515
it % SCC B volumes FE, ZEHIFESRENER. LLFBRNAVFESIBREN E LHSRIEN

VAR

azureFile

azureDisk

flocker

flexVolume

hostPath

emptyDir
gcePersistentDisk
awsElasticBlockStore
gitRepo

secret

nfs

iscsi

glusterfs
persistentVolumeClaim
rbd

cinder

cephFS
downwardAPI

fc

configMap
vsphereVolume
quobyte
photonPersistentDisk

projected

ql_l. -L_[Eo
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portworxVolume

scalelO

® storageos

o * (RIFEAMABLEN—MRFIKE)
e none (RILFEAMESREN—NMEHKE. (CAEREMEFT)

NE SCC HEMRITBR/NEAR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

RIFBRBFIRFHFATE, ENERELZHFH OpenShift Container Platform B & & 710
BN

P2 Y=
hEEERS, £ allowHostDirVolumePlugin &3 volumes FE&HH%E, #l40,

fNE allowHostDirVolumePlugin i false, {B7E volumes FEEFREYF, NI
volumes H# hostPath {E,

13.1.3. A
FIF SCC By EA 7 #)R] LARTER T M 7 B9RE J1 SR 26 BRI 6122,

FSCCME, XEWRBEAAZFIRZTURE LT XHRMNAFERURR—HEER SCC, XA
TR Pod EEHENERN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BN,

HEARTRI Pod B SCCREMMAN FMMAFIEBINARARE., Ao, MR Pod #HE 7RSI, N
RVFHI SCC KA BRI AV RIBRT A LI,

EANFERLUTAERE Pod WEAREMETX :
1. MRERAM SCC,
2. WEKERBENZ2M ETOXEENFRE.
3. XA AARCREIERA R E,
INRLEN T REMLRES, NEER Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod /it SCC JEB— 1M FER, UTROIFRBEAHDFERLIINIE |

% "
. XEERGIREE RIS B ERRBN LT,

FSGroup SCC %HB&4 MustRunAs

fNR Pod & X T fsGroup ID, % ID EFEIAK fsGroup ID, &N, Pod AH1% SCC %Kik, MR
T —4 SCC,
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#NR SecurityContextConstraints.fsGroup FE&#I{EN RunAsAny, 3H Pod #Ii&&BE T
Pod.spec.securityContext.fsGroup, NILLFEBIANER, FRALIETES, Hi SCCREFRER
B4 EAME Pod FE&, M5 Pod KM,

SupplementalGroups SCC kB&> MustRunAs

INR Pod HIAEE LT —1 5% 1 supplementalGroups ID, ] Pod B ID @A77 F v % Z2[A] 19
openshift.io/sa.scc.supplemental-groups ¥ fHHIE— ID, BN, Pod A&HI% SCC JiE, MR
WE T —1 SCC,

#NR SecurityContextConstraints.supplementalGroups FXHI{E 7 RunAsAny, FH Pod & &S
T Pod.spec.securityContext.supplementalGroups, NILLFEBEIANER, FEER LIRS, Hith
SCC i BTRERIEMEM Pod FE&, MMSE Pod KL,

13.1.4. SCC .52k

SCCEHE—NMLERFER, ©RFMMENEHRSZINIIEE RN F. EHEFR, SE% SCCHIE
BHETE. BETTASCCHTERSR, RERUTARYF :

1. RN &EEBIER, nil T O LK
2. MMRMEHBZE, I SCCERBRH MK ZIRTFFHF
3. WRMERMBEIEEEE, N SCCREBAMHEF
BIANBRT, BINAERFEEIM anyuid SCC £ SCCEEHRERMEN, XEEEHEEARYLME

BB 21T Pod, MAIE Pod B SecurityContext A135E RunAsUser, ZEFE, EEG{BATLL
57 RunAsUser,

13.2. X T EELEe ML TXARE

AR RE B R S M F R (SCC) RIS, X RS L MR LR hE TSR
H#7EAME Pod BB SCC., &/ SCC BRI F E A ST T, SNERNTISRE (BHA
) 5 Pod MR (EERE, HIZTH Pod i LHRE 1D &M EA(E,

BUF SCC S:Bute A S27F Pod HIM fi&A 7 MBI 24k 4> Faf -

1. RunAsUser 8% % MustRunAsRange BRI XBR/NHZKAEH, HEATH
openshift.io/sa.scc.uid-range ;I 2 EIETTSEE TR,

2. SELinuxContext 5&&°5 MustRunAs B RiXEJ. ## ALK openshift.io/sa.scc.mcs 7 f#
SRIEER I,

3. FSGroup %&B& % MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &5 MustRunAs. A% openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSN Pod FREFLXENSHEFRARIME, RINEETFRMERSEK
Bg :

1. RunAsAny #1 MustRunAsNonRoot RIS T iRIEBINE, MR Pod EESHIE, WA D, B
NTE Pod HlA& A E SGXAMES

2. MustRunAs (Fi{H) REIRHHZERIINME, Hla0, *FHID, BIfE Pod MAEEXLTHE
B IDE, ERZERNMINSKERIHINE Pod BHH,
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3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEHENR/IVME. 5H(H MustRunAs

SREG—
H, &

B, SRZERNBIASEERIEZITH Pod B, INMRETFCHHRITURES B
FRMEEN B —ERNR/IMVE

INRn 4 22 8] ER1F7E openshift.io/sa.scc.supplemental-groups X2, Il FSGroup #1
SupplementalGroups k8% [CliE F| openshift.io/sa.scc.uid-range ;¥ fi#, IR EETE
£, MAFAIE SCC,

BIANERT, ET IR FSGroup RIEERAET EMINS/IMERN E N CHREERH
5. g0, wNRERERE TN 1/3, N FSGroup RRFERS/NMEMSXNE 1EEHB
5. WNRESRIT FSGroup FERER SN, WLRENEREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;3 f2##Z LUE S 2RISR, BN
<start>/<length =% <start>-<end>. openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

13.3. &M £ T AR
DFRBERT 22 M L TR (SCC) HAFMIERE -

WX priviledged SCC

90

allowHostD

irVolumePlugin: true

allowHostIPC: true

allowHostN
allowHostP

etwork: true
ID: true

allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

(£

apiVersion:

vi

defaultAddCapabilities: [] €

fsGroup:

type: RunAsAny

groups:

- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints

metadata:

annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used

only for

cluster administration. Grant with caution.’

creationTimestamp: null
name: privileged

priority: null

readOnlyRootFilesystem: false



990990299000

B13E ERREM FTXAR

requiredDropCapabilities: [] 9
runAsUser:

type: RunAsAny
seLinuxContext: ﬂ

type: RunAsAny
seccompProfiles:

(£

supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

%1

Pod ATLUERMITNEETIR, ZIIRRFARIFIEREMAINEE, MEKRES * NI ARVHEMINEE,
ANINZ AT Pod BB INTHEETIZR.

FSGroup k8%, 1ERAREM ETXHRTFE,

B[R]t SCC 4,

EM Pod HJE FMTHRETIZR,

runAsUser SRE§ KR, 1EIARES ETFXHIRIFE.

seLinuxContext kB8 X R, $EBAR L ETFXHARIFE.

supplementalGroups %#&, IEHARE L TXHRITFINTEH,

ARtk SCC WA,

SCC HB users #1 groups FEXIEFIRENS 5 171% SCC B, RINERT, SEEEA,. T afy@iE
FIBF IR F R SCC IV FIINBR, FRE SN BARIERI A #i%F 2R SCC M RIF R,

T E X runAsUser iXE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LARBH Pod REEENZITENAS DR, NAERS UID B4 L Pod B9 SCCIRE, HFER

INERT, 2R SCCRBMNAFMBLTGMRIEMAF, FrLA e #rrE R MRSk~ ER, 7
EXRZEIERFEA, ZR SCC @/ MustRunAsRange SRBEEA R A BRINILE
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ¥ RIEFTSEHEFE, BANERREX—EH, &E, BFHEH
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runAsUser [EEF T X—SEHE RSB —ME, TXEUTN, EAsDTMEEHETRISERH,

HHER runAsUser iZiE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ RERSMK B P #RF X RFEE—B - ID B SCC I FIABRES, OpenShift Container Platform
FRESZIHEKIZAS ID MWBBH Pod, SCC AIFER ID. BTFESEEMID, SEFETIH KAV
A~ 1D,

ERE X SELinux, fsGroup Fl#MFEHBER,

13.4. 0B LM ETFXAR
ERTLMER CLI QM £ T X495 (SCC).

FRFH

N
/N

=
=z
NS

o N5 oc 51T,

5

o REYIK B A cluster-admin £ F REf|E SCC,

1. £ JSON = YAML XA E Y. SCC :

LM E TR RE L

kind: SecurityContextConstraints
apiVersion: v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
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- my-admin-user
groups:
- my-admin-group

te4, &7 LLES Y requiredDropCapabilities FEX % NWATERIE, M SCCIRINEFINEE, AR
BRENTEHHIMNBEFER. filn, EZ0/EES KILL. MKNOD #1 SYS_CHROOT Ffiifk
EFIHEER SCC, HRUTRARMEI SCC HRA :

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

&R LATE Docker X4 E B AIREHRIFIR,

R

T IhEER G I%E Docker, &R LAERARIA(E ALL SR EFFA A RERIZNRE.

2. 8RI, 1247 oc create F 1% {3k 0I3E -

$ oc create -f scc_admin.yaml
securitycontextconstraints "scc-admin” created

3. %k SCC BT :

$ oc get scc scc-admin

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

13.5. EF A BMREME LT XARIHTR

&R LU SCC #8E A RBAC AL BRI BTIR, 1XHE, EAILUFER SCC U HBSERIRE W E—TEHEBEINE
B, BEERAS. ARSI 94 SCC AIREBNEEHITSEH,

RTERN SCC DERATELUTE—FINp R ZE AR OIEH Pod: default. kube-
system. kube-public. openshift-node. openshift-infra. openshift, iXLEan 44 %2 [EF
N Fi21T pod RS,

EFEHABIESH SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

XRERUATAEBE L :
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:

- apiGroups:
- security.openshift.io 6
resourceNames:

- scc-name @

resources:
- securitycontextconstraints 9
verbs:

- use

RN SR N
FIE X ABKmEBZEE, BRIEE, MBI default,
B¥E SecurityContextConstraint TR API 4, 7£ scc 157E TR BEhE X

Z1[FH SCC MRPIETR,

0009

foUFF F 1 resourceNames FE& 35 E SCC &AM FTIRZE LR,

O RIAGHRENATIE,

YRS ERE A G EEXFEMHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H 4 & 89 3 (A 7T LUF
FA 7€ B9 SCC sce-name.

BT RBAC E7EM LAY, HILEMEDBEE A thITERT SCC ViniR, RIVERT,
AREGMATR SCC EIRE AR IEST use, E3F restricted SCC,

13.6. &2 L TFTXARSERS
RATLUMFE R CLI, fSSCHIRpg SCC ENEIL API XN REEIE,

A=
A & EA cluster-admin FF BEE IR SCC,

BF

TEEHNBIASCC, BE BRI SCC EFEANETHINAH, tNREINSCC FEEHRE
K, EQIEHHI SCC,

13.6.1. 5 SCC
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B13E ERREM FTXAR

IREXH AR SCC Al :
$ oc get scc
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <none>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
secret]
hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

13.6.2. 1o & SCC
BRI UESERE SCCHER, B1FEXN SCCNAEIMLERF. RS AFH,

a0, # 7 restricted SCC :

$ oc describe scc restricted
Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
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Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

@ 5V scc RimBIR A AR Sk
@ )i scc AL

AN BEAIGIRFREBE L SCC,

13.6.3. fifif® SCC
fiflk& sCC :

I $ oc delete scc <scc_name>

BHAEHREERIN SCC MILE,

& on
' SORMIER T E—FIN SCC, BEEEHNREMERIZ SCC,

13.6.4. E#T SCC
AN SCC :

I $ oc edit scc <scc_name>

' BEAYGIRFPREBE L SCC,
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55 14 = £l SYSTEM:ADMIN I/~

214 Z #4) systEm:apmin FH

14.1. API 1&1{h

&R LABLE X OpenShift Container Platform API BiE kK, EEXRIINEEZEBTH—RAF., NFESE
B, 1S Kubernetes X#4A I FE 1 iE1(H,

14.2. #%4| sysTEM:ADMIN F§
IRE LR T B PR k&1 system:admin, XIHFEE(TRESEEEE AR,

i =3
o ERTH IR RELN system:admin, EZTUTHE :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>
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5 15 & [ LDAP H
ERNEER, WaUERAREERS. BEMR, FmaihE, ENAARTREUET AR, #F
HZ#%7E LDAP fRZ5 237, OpenShift Container Platform B LUiX L LDAP i€ 3X5 OpenShift
Container Platform RERICKEY, iLEREHERE—MIEEEEMA, OpenShift Container
Platform BRIZ#FSHERALU T =MiBAENE LM M F8H LDAP iR$528:#1T4HRS - RFC 2307,
Active Directory #1383 Active Directory,

MEAXEE LDAP WESIS S, HSRE LDAP SR,

, BB A cluster-admin £ F BEEH4H,

15.1. X FEZE&E LDAP @4

1£i217 LDAP A% 2R, BEBZE—TRLSEENXH., WXHBELLT LDAP B iRECEIFE :
o FTF % LDAP RS B E,
o {RINTFIRH LDAP BRSS 55 h AT R MR 4 BB,

o TIEFIE NMEAMMEIFTIR, T OpenShift Container Platform 2H & #FBRETEI LDAP AR5 25
By,

BCE SRR BUR T RFEAMESR, Bl RFC 2307, Active Directory 3(1874# Active Directory.

LDAP & iRlci&E
BB LDAP B iR B 2D E X5 LDAP RS 2RH01E 1%,

BB LDAP B iR B2 E X5 LDAP AR5 2RH01E 1%,

LDAP &/ imbciE

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password 6

insecure: false

ca: my-ldap-ca-bundle.crt 9

EREPL. FEEHIEEN LDAP RS 2369 IP it U R EEEMIRO, &3 scheme://host:port,

AL AT D #E R TR (DN), FBYE4YPE DN, MIRF|EAIISFNFT BERRRAFSREIEMIZE, OpenShift
Container Platform &1# 8 I,

RAFHERERE, MRBFBEAIFNFT EERRALSEIENIZZE, OpenShift Container Platform
KERALTL, WERAEIMELE, ARSI ST i .

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T:%#, FEHAF%%L LDAP Idap:// URL 2% H %
BITLS, HFtrue If, FNARSSERAIT TLS 18, MRIEMIEE T Idaps:// URL, iXHf URL 7
8 TLS %%,

® o0 0 09

FAFISIERTBCE URL MIBRSS 2R IE BRIE BRI S, 1R H7ZE, OpenShift Container Platform f§1§
ARGEENIRIES., RE insecure X false I F &R AL,
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$15= @Y% LDAPAH

LDAP &EifE X
ASEERATRLSMERZBM LDAP TifjE X 4HM., LDAP BIHHEAE L BURTF FH¥EIE LDAP ik
P ERERK 01 TR S BB,

LDAP EifE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=inetOrgPerson) 6
pageSize: 0 G

FTERREMN ME R FFHIRR B XD XA DA (DN), EFRIEE B W, BhaLsE
B XA EF I,

EREERE, BXED) base. one F sub, MRKEX, NRED sub SEH, TRAPAHKIEEH
eI R

5 LDAP W £ <02 RT N, BRER never. search, base =X always, MEXE X, N
i\ always fE5| A&, FTRETHEIG XES| BTN,

P IRAI TR RBINS A PR(E (MR N AL o 0 R LR FimR.
B LDAP #R1$ER, WRREX, NEIL (objectClass=*).

AR S5 2R S TTE R/NB R ER K (E, LA LDAP SREHEE. MRy 0, AT AR 5T E L e K /)N PR
#l. HENRENRERESZ TEFHHMSHMANRTFIRER, FEXKED TR,

Q9O O ® °

5% 15.1. LDAP € Z&5E Hlxm

LDAP #5358 H fed

base (B BN A A ERE A DN IEEMN R,

one E R REHREZA DN MW R E— K EBIRREN K.
sub EEARER R N E WA ERIEA DN BT,

# 15.2. LDAP 8|17 H

fRsImTh

never MA#ES| A LDAP I sh BB 7] &
search (X fRB| A SR EIH 7 &

base NFEEHER RIS RS AR5,
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&5 miTh feid
always YRZAFRS| FA LDAP SRR EIMIRR B Al .
F P 78 SR FRBR G

FA P E B9 FRBRETBRHAYS OpenShift Container Platform HA9Z FRERETEIRI £ LDAP BRSS 88 L3EI
HHIME—PRIRRF, MR ERAEE YAML iEE. A E LM LDAP RS SRFAENMIE -1
B, &ENIEXLEHN—NFE, MR LDAP IRSSE LA SRB R E LHATRRE, BELSdfas
BIBIAIT AR ERIEE - OpenShift Container Platform ZH&FHIE 14,

FA P %8 B9 4 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

15.1.1. *F RFC 2307 B2 & 304

RFC 2307 R ERIEIRMRA F MHL BB LDAP HifE X, LURIE OpenShift Container Platform PIER
ILERHPRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR IR RAIBE Al D& AN B A T EmM
AFsEE AT, f0, & B FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEBERAET. UTREXHUET XLEXR

' MEMEARSE TR, CHRBXHAEFRARE.
5/ RFC 2307 &8 LDAP R4 B2& : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn )
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZ4H10 5580 LDAP AR5 25/ 1P Hhiik A1 E M.,

 false B, %4 LDAP Idaps://URL [ TLS i#1T:i%##%, F#HAA %2 LDAP Idap:// URL A%&’ﬂf&
BITLS, HMtrue I, FNARSSERIAIT TLS 18, MRIEMIEE T Idaps:// URL, iXHf URL 7
8 TLS %%,

ME—HRiH LDAP BRSS 25 E4HRIE M. $F DN BT groupUIDAttribute i, #ET53%38E groupsQuery
EeR. BEHTRANLE, HERBRE/ BEEAE,

ZEREHEMEM.
B EL A RS BB 1,

D’E Frif LDAP fRS523 L REM. 5 DN BT userUIDAttribute B, #&T5i%&18 EusersQuery
g, BEMITHRMLIE, HERRLY/BEEAE,

@@6 o 00—

Q OpenShift Container Platform 2Hi0 3k R B /E B - LI E M.

15.1.2. % F Active Directory B & 34

Active Directory BN ERIFIRMHA LB M LDAP EifE X, MURIERER OpenShift Container
Platform HidkRRKRBIIHEME

HEAFEER DL, f&7E OpenShift Container Platform HRAIERHN R A gefS Al 22 M UA N ESER T @M
ArEEAMNFER, 0, @it HEFEERR OpenShift Container Platform HBR /7, {B5&;F LDAP
AR %5 85 EROH B IR E LAHATR, UTEREXHLRE T IXEXR

{81/ Active Directory B\ LDAP RI#BEi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=inetOrgPerson)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

ﬂ OpenShift Container Platform ¢Hic 3k F/E B LR E M.
9 FhEm A R ERMAF B,

15.1.3. = F 1€ 7% Active Directory EZi& S04

101



OpenShift Container Platform 4.2 &{3351E

@55 Active Directory (augmented Active Directory) B EREIREE M ZEMEHLZ BB LDAP &if
E X, BRIENES OpenShift Container Platform it kAR IHIE M,

FERHEEE I, f&FE OpenShift Container Platform AR AIERIE RN RAIBEf Al D& AN B AT EmM
AFsEE AT, fa0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

{81/1838 Active Directory i LDAP % #ic
& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=inetOrgPerson)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—#HriH LDAP fRZ52s LAERIEM. & DN BTF groupUIDAttribute i, 1&TC/A$8%E groupsQuery
ERR. BRMTIRALIE, AR/ BRERAE,

EREHATRE M.
OpenShift Container Platform Hic 5k F{E A R E M.
EhERR 51 TS R B M.

oO00® 9

15.2. 5247 LDAP A%

BB TRESEBENXHEE, BWALUFBRES, OpenShift Container Platform SRFEE A SR —IRSS 255 1T
ZHARKREMEY,

15.2.1. I LDAP fk %5235 OpenShift Container Platform A%

IR LS LDAP RS 25 LR A ZH S OpenShift Container Platform @4,

FoRFM
o LSIRRASEEX M.

Y=
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1. 9 LDAP k%523 LBIFRE2HS OpenShift Container Platform @#% :

I $ oc adm groups sync --sync-config=config.yaml --confirm

MINERT, FMAHRLEEERZZZ1T (dry-run) , FILERBIIE oc adm

groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

15.2.2. 5 OpenShift Container Platform 215 LDAP fR553:E4

IR B LB A B7E OpenShift Container Platform A SECE 15 E R LDAP ARSS 25 R B9ZHFE N R
B94H,

SeRFH
o OIRESEEXH.
iz
1. ¥¥ OpenShift Container Platform 415 LDAP fRZ525R % :
I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
o’ A=
MINBERT, MMEHRSRFERZEZZTT (dry-run) , ELEZJIE oc adm

groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

15.2.3. 19 LDAP fR5535 L #9TF2H5 OpenShift Container Platform [FE

IR LMER A& SR/ B R XX, £ LDAP HBF 55 OpenShift Container Platform E#%,
=1

O LMFERARLEXH,. BREXHBERATEAEMNERAE. BREMBR LD
MBTAE—TMHE—HINAR, BAUEZaSAGHERTERLRTHE, XLEEN
EATE LDAP iS5 25 L FIRIZH, LLK OpenShift Container Platform B EERIH,

SeRFH
o OIRESEEXH.
iz
1. EJ¥ LDAP B F 55 OpenShift Container Platform @4, iHFERAUTE—SS :
$ oc adm groups sync --whitelist=<whitelist_file> \

--sync-config=config.yaml \
--confirm
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$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \

--confirm

. pa -3
INERT, Fﬁﬁfﬂﬂiﬁﬁé{?%ﬁ Z2iE1T (dry run) , FLEAIITE oc adm
groups sync fp% LR E --confirm i1, FEEE K OpenShift Container
Platform ZH10 3%,

15.3. BITHIBEE(ES

INROERAER LDAP RS EBRLMICKEARFE, BEAHMALULEFEM OpenShift Container Platform 5%
RREPRIXLEN, BEASHESATRSAESHWERRSREXHURBZHAHELL,

a0 -

$ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

$ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

$ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

15.4. LDAP “HR % R fl
AT EE RFC 2307, Active Directory #13&3# Active Directory = BR 1,
=1

XEROBREMER-BEESBHANERENKT., BAMS, BRAETMHRNK G 2 H A
H, MBEEXRMARALSRELHNER, ESNHREM I TERLS RO,

15.4.1. {8 RFC 2307 &R [EH2H

XFF RFC 2307 =X, LT RANEEY &N admins B94H, ZAHBH NG Jane F Jim, X L 7= ] it
T

o [E¥ 2 G OpenShift Container Platform & &Rt 4 H10 5%,
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XERBBREMARIPBEESBAENERKS, BEME, RATMAEANK N ZHM
Ho MFERNARSHREANER, HSLHRERA KRS =,

ERFC 2307 &R, B (Jane #lJim) FIHEBMENE—KRZBEET LDAP IRSS3 £, ZHAK 01 HH&
MEEEEMBEED, LT Idif FBEX T XMERXWE A :

{1 RFC 2307 #xX.19 LDAP %&H : rfc2307.Idif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

Q ‘AR LDAP R SBHPHE—KLKEH,
g 0 A% 5L FR VR R ZE B MO FRR B R SR 51 |

FoRFM
o (EREXH.

Y=

1. {8 rfc2307_config.yaml X{#iz1TREY :

I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm
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OpenShift Container Platform G/ UL FHICRIE N LB H R IERER -

{81 rfc2307_config.yaml X#4 |/ H OpenShift Container Platform #H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform 245 LDAP R8s &/ — RAEF BT E], X I1SO 6801
=

LDAP AR %525 L 4HRIME—FRiIART,
TFHEZHIL KB LDAP ARS5 2819 IP thit F1E .
RIBR 5 18 E HIZHI A TR,
BTFHMRAKAF, AMERES 4T,

000 O

15.4.2. {5 RFC2307 iR\ & B 7 & XA TR G KB HH
FEEA P E LA RS AN, BEXHASTER NS SIXLEMmE, TR,

{5 RFC 2307 &\ & F %E LM A FRBRSTHY LDAP [F 4 B

i& : rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"cn=admins,ou=groups,dc=example,dc=com": Administrators ﬂ
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
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userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A3 T LHY & FRBR AT

W—FRRREYE, BTFAPE XA A8, & DN AT groupUIDAttribute i, 1&FEEIEE
groupsQuery 1823, EEIHITRATIE, EFEREEY/BEEAE,

NREME—IMARAERF E LA, FAFIEE OpenShift Container Platform HAHIE M,

ME—H7iN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WiEeR. BEHTRANE, HERBRE/ BEEAE,

oo 90 —

SeRFMH
o (EREXH.

Y

1. {3 rfc2307_config_user_defined.yaml 3X{421TE% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{85 rfc2307_config_user_defined.yaml X4l H OpenShift Container Platform £H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ B AR 7E LR B FRBR A 8 TE B9 2H A R,

15.4.3. {#F RFC 2307 XA E XN BRERKRLH
RERT, NREERSMWAHSSELBEERATHRE CEEZANKRE, HARSSKNFHERUTE

1

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".
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B E R usersQuery FEE Y baseDN BLiEf5 iR, FiF, #13R baseDN BEAR S A HHHIERD K
51, #B4KIE tolerateMemberOutOfScopeErrors: true BT LLiEZH EI S A EE31T, SEHE 2 4 B9RR 514
D

B&.

<
5

B, HHERSIRRERIEDIHNE KL, BRUEXBGEERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

XEE R usersQuery FEXECE 1%, i, MMREHTESCHMBRMINKLZE, BLXE
tolerateMemberNotFoundErrors: true v LLiLH RS AR S T, AIIBIRIEK 51 545 BB,

gk

==
[=]

1 LDAP HRF G ABRHRSRAP IRRRIRA NFNK A& E, R LDAP AR
TEEARIEM, XAgExSMEL B OpenShift Container Platform HFRER DB .

{5/ RFC 2307 &R F B4 51 A& A |8 LDAP %8 : rfc2307_problematic_users.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators
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member: cn=Jane,ou=users,dc=example,dc=com

member: cn=Jim,ou=users,dc=example,dc=com

member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP RS 88 L RIFTERIRR .
g ABEIETE, ERERSESHIEF~EHH baseDN FHIRK 5.

ERTFLULRAHRER, BUIERSEEXHRRINATAE

{5/ RFC 2307 &\ HF1F 51X LDAP E4 BCE : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true 6

ME—H7iH LDAP RSS2 LR B M. £ DN BT userUIDAttribute 5, #&JE%18 EusersQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

Q 7 true B, EHESBTFHAREO KA, FEBEAE LDAP SREBIR AFHR AR, NRET
BAEMG, RAFESHIRIATRERIG

© truei, ASESTIFHEHMAE usersQuery B DN RAEREEZANA, FATE
AR ST EHIRR R RS, MRERENRIBLEE, RS E5ERT I RIL

FoRFH
o (EMEXH.

ff

L=

S

1. {8 rfc2307_config_tolerating.yaml SX{4i21T@E% :

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm
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OpenShift Container Platform G/ UL FHICRIE N LB H R IERER -

{8 rfc2307_config.yaml! AR OpenShift Container Platform 41

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

ﬂ BTAHMKANAS, RERSXHEE, ROENSEIFTFHERIIM A,

15.4.4. {# 8 Active Directory IR R $H

£ Active Directory =23/, WA (Jane # Jim) EIEAE—RKFBEHFET LDAP RS &, HM
BIUFEZER B MEF. LT Idif FEBRE LT X MEXWA A -

=97
Dibt

{81[ Active Directory X\ LDAP £&H8 : active_directory.ldif

110

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins



$15= @Y% LDAPAH

@ FAWERRTEINE MY, EREFHRBEHETRS RS, memberof Bt T —E2M
FIFEREYE ; £ LDAP RS8R, SHEERIRTURMEEAR M, ATRILKIE

FEo

FoRFM

o (EREXH.

AR

1. {8 active_directory_config.yaml SX{4i21TRE% :

$ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{85/ active_directory_config.yaml X8I OpenShift Container Platform 4

000 9O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Ilt OpenShift Container Platform H5 LDAP BRS5 2 & m— RES BETE], K 1ISO 6801
o

LDAP AR %525 L 4HRIME—FRiIART,
TFHEZHIL KB LDAP ARS5 2819 1Ptk F1E .
LDAP AR 5525 H 51 i B9 2H & 75,
BTFHMRAKAF, &MERES 4T,

15.4.5. {1877 Active Directory R [E% 2

1E38 Active Directory #=R A, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS &,
R G AR NI ERETE R BB MR, LUF Idif FERE X T X MEXBE P4 -

{1855 Active Directory BB LDAP % H : increaseded_active_directory.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

m
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dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FrERATEIIN A .
@ 27 LDAP RS S EMBE—XKAE,

SeRFMH
o (EREXH.

ff

L=

S

1. {5 augmented_active_directory_config.yaml SX{4i21TRE% :
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform Q8L FAHILFAE N LB S1REMLER -

apiVersion: user.openshift.io/v1
kind: Group
metadata:

12
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annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e

creationTimestamp:

name: admins ﬂ

users: e

- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BR&5 2 & m— RES BETE], X ISO 6801
2o

LDAP AR %525 L 4HRIME—FRiIART,
TFHEZHIL KB LDAP ARS5 2819 IP thit F1E .
RIBR 5 18 EHIZHI A TR,
BTFHMRAKAF, &MERES SXHEE.

000 O

15.4.5.1. LDAP #RERK i ik F & =51

OpenShift Container Platform FRBYARERE, TEHEFEBIEZAI, LDAP IRSSERA T RBAR & Hig,
Microsoft By Active Directory Server 5&i3 LDAP_MATCHING_RULE_IN_CHAIN #1352 #5X—IhRE, H
OID 7 1.2.840.113556.1.4.1941, 74}, {EFLLICEHNIN REER S ERMATIER L HHIAE,

AT RBREER T 185 Active Directory iR, BRES$—1% N admins 4, Z4HE—1HAF Jane
#1—/ “H otheradmins, otheradmins ZHEA—1HE KA : Jim, X ANRAIER T :

o HN{AIIFHFN A ARNINE LDAP BRSS 23,
e | DAP A% Bei&E XA,
o [E¥ 2 G OpenShift Container Platform & &Rt 4 H10 %,

1E383% Active Directory #= A, A/ (Jane #1 Jim) FIH#RENE—RLXBFET LDAP RSS2 4,
HEK G BN EEER P HENBMS, UT Idif FBE T XMEXMA A :

{§ 1858 Active Directory B\ FlE#RERK 519 LDAP 5%
H : augmented_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

13
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mail: jane.smith@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 6 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO RTINS REIB
OO =7 LDAP [R5 % LHIE—HKE,
@ otheradmins 12 admins H#IRL .
5 Active Directory A% 8RERANT, EAIIREA - ZEMARZER LDAP HIE X, UKRIENER
OpenShift Container Platform HiLkARKRENNEYE. 74, EEBRZEFITELENR
e oc adm groups sync BB ATIER R,

o FF#) groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN i,

e groupUIDAttribute /% dn,
e groupsQuery :
o RFXIE filter,

o WINXERH derefAliases,

14
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$15= @Y% LDAPAH

o ARNIXE basedn, &I {EIGHEZARR,
o FNiIXE scope, FJIL{EIF#HEZARS,

FERHEEE I, f&FE OpenShift Container Platform AR I ERIERN RAIgEf Al D& AN B A T EmM
AASEEAMNTER, F0, & FIRERE OpenShift Container Platform ZHEIR /7, FHIFIZAEMN A
MAERAAM, UTREXHOETIXLEXR:

#1858 Active Directory B\ fI#RERK 5189 LDAP @4 #d

& : increaseded_active_directory_config_nested.yaml/

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=inetOrgPerson)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

ToiR1EE groupsQuery 1123, groupsQuery £ DN FISEEE G428, groupsQuery 7%
BB derefAliases,

Me—FRiR LDAP fRS58s EAHMIBME, &% dn,
ERFEHETNEM,

FA{E OpenShift Container Platform 4Hit3x AR F AIFHIEM., KEHREFAEH L mail 5
sAMAccountName.

FHERR B AR EE BB M EM., = LDAP_MATCHING_RULE_IN_CHAIN 89{£H,

® 000 O

FREZFH
o OIEEE S,
A
1. {£F augmented_active_directory_config_nested.yaml SX{£iz1TREY :
$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \

--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

115
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TR
W BAFAYS cn=admins,ou=groups,dc=example,dc=com HFI1E { & ¥ A,

OpenShift Container Platform B LA FHI0 R /5 LR R H R VERLE R -

{81 augmented_active_directory_config_nested.yaml {4 IE ) OpenShift ZH

0009

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: 6
- jane.smith@example.com
- jim.adams@example.com

Ltk OpenShift Container Platform 215 LDAP R 2rixE— R A L HINT[E], FFA 1SO 68014&=,
LDAP AR %525 L 4HRIME—FRiIART,

TFHEZHIL KB LDAP ARS5 2819 1Ptk F1E M.

RIERE A S48 E R HR B R,

BFAHMKOANAF, 2FHBS XHIEE. 1HIR, REERASSEN, EHN Microsoft Active
Directory Server B4R T 4HK 51X %o

15.5. LDAP [E% o & #ilA&

e B AR RGN T, HER, FTRUEXNN REFTENFE, B0, viActiveDirectoryConfig %
& groupsQuery FE&, T vI.RFC2307Config #1 v.AugmentedActiveDirectoryConfig #3H8i1X MNF &,

BF

PFZHFIEYN, FTAREB LDAP RS 2HIBMEEIEE U IR A UTF-8 i 7T SR AV
Ho BN, tD70%F objectGUID F = i/iFIEMEMF ID Blt. BoicERFHERE.,
20 sAMAccountName =X userPrincipalName,

15.5.1. v.LDAPSyncConfig

LDAPSyncConfig 85 & 3. LDAP HR % Fr EHER B 1511

B fed L E-Y

16
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B fed koY

kind KRN RATHCRM REST BHRHY  FRFHR
FREBE, RFSJBATLUMNE P imE
HIRRIH R T, FTEE
. RARIEHBE
(CamelCase), %15
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

apiVersion BN R RTENRAZGE  FRS
Ko ARFBRIIZIF IR R AL #
NEFHIRERE, FAIELER IR
MiE. E%E
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url FHREEETN LDAP RSB FRES
HE. EHME
O : scheme://host:port

bindDN E4ER LDAP RSS2 AT % FrFE

DN,
bindPassword EERN BEREMNRLLERL, v1.StringSource
insecure & htrue, NIRREEARNER H/RME

TLS, & false, ] ldaps://
URL fEF TLS #17i%%, #F A&
A
https://tools.ietf.org/html/rfc283
0 I EM StartTLS ¥ Idap://
URL #Z 0 TLS %, MR
insecure % true ¥ BH{#H
Idaps://URL A%, I URL {554
KZNERIBEN ca 1T TLS iE
%,

ca MRS SR A HIERNERIAEL  FRFH
BYRMEIE B M A M S, EH
Z2, U A BB RGEARIE S,

groupUIDNameMapping LDAP 41 UID 5 OpenShift xR
Container Platform &R AT 1%
BB,

17
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OpenShift Container Platform 4.2 B35k

B fed koY

rfc2307 SEATFTMXER LDAP IR55818  vI.RFC2307Config
BEENEE, EBXRLTF
RFC2307 : £—RAEAMAF &
B, UKRBSIEERGRHAZBH
ZEB MR ERIH R A &,

activeDirectory SEATFMXER LDAP iR55818  v1ActiveDirectoryConfig
BHEIEWEE, HEXS Active
Directory FR{EFRRIEMLL : 5E—%
BF&E, URBSIERELRIK
TN % EBMERERIHMK R 518,

augmentedActiveDirectory SERATMILER LDAP fR558818  vI.AugmentedActiveDirectoryCon
D#ENEE, ERXS5ELEER fig
B9 Active Directory H{# FEH9ZE

K, BAM—I: BE—KAER
B, efllfARFRFTHREMIEHRK

1 BE#g,

pi

15.5.2. v1.StringSource

StringSource L IFEERKFRH, BT INRTLEBIXHMAIRIEE. HEREE—PFRBEN,
BRHI N — DR H JSON FRFE,

B fed koo

value IBEMAXE, NEEMEE (MR FRE
f5E T keyFile) .

env EEQSHXERIMEHE (NRE FRS
E T keyFile) HIfELE,

file BIREBMAXERMEE (MNRE  F/HH
7 T keyFile) #xxf4,

keyFile SIReERATHREENBEYINX FRES
14:0

15.5.3. vI.LLDAPQuery

LDAPQuery S 5195 LDAP 2 iH)i fr EHIE I,

B fed koY

18
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£ ek B
baseDN FERRGNMFFBENE RS FRA
B9 DN,
scope BHRALEEE, ATUZE FRE

base ({(XEZAXXIR) . one (&
AR EFREXTR) SHsub (F
DNER) o BRIEE, MEIAH
sub,

derefAliases B & BRXMaEERT N, ATl FREB
£ never (MR
%) . search ({(U{EiEFEFAES|
) . base ((VEEHEARNIR
FHA25I ) =k always (A2 E23|
A) . BERKE, WEKIAN
always,

timeout SLEMANRSB[IIEFRERFE EH
AR [ T AR A5 XE BO T [ BR A6,
LI #AL, MRZO0, MAEE
& F i — M B R,

filter fHAEA DN M LDAP IREHB(IEE  FHFSH
FIEMRXZBEMNER LDAP 3Rt
pageSize SAEETEAN, LLLDAP £E  BH
=, TEA/NNORRFHT
Pl

15.5.4. v1.RFC2307Config

RFC2307Config 2 & EMEE LT, BT E Y LDAP ARSI R RFC2307 X 5 LDAP R4S
X EH,

£ ek B

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E S LDAP HKH LM EMRN  FRES

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP A& HE EHIFLEMS  FREHA
21 N FF OpenShift Container
Platform ZHA9 & R,

19
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B sk

groupMembershipAttributes 7E X LDAP A5 B EUFLEE M2
BAHERGA, XEBEEPTEME
2757 B UserUIDAttribute &=

i,

usersQuery SEATREMA%EM LDAP &
R,

userUIDAttribute E X LDAP & B LW B

RFEEHNHE—TROAR, soils
GroupMembershipAttributes
k5 221 DIERS P

userNameAttributes E X EFH LDAP B &8 L
LEM, LURAEH OpenShift
Container Platform B 4. #H
B NEEIERENEMS, XNZ
LSRN:D|
LDAPPasswordldentityProvi
der 89 PreferredUsername %
BItES, FAE OpenShift
Container Platform ZHit sk F R -
BB, KREHREFEIL
mail =t sAMAccountName,

tolerateMemberNotFoundErr  REMEBIERKBE LB

ors LDAP R#EHMIIT N, BN
true, NIETFIHRAEME I ITE LR
LDAP P #i), FHERICFE
. &/ false, N LDAP E#{E
FIERF BT EERIIF K
e, BRIME N false, NRLELIRE
wh true, NIECEREIRA LDAP
EHE5S A SRR O AR
bR, HLLEIGEEGSBLIRE,

tolerateMemberOutOfScopeE REEBEBHIEEMAMA - KB

rrors LDAP RI#{ESHITT H, RN
true, NAEFBHE IFIBERF &N
YA TEMIEAR DN SEEIM LDAP B/
=if, FEOGERER, &N
false, MYMBAEWERERS
EIHIEEMEA DN SEHEHMER
I, LDAP RIFESSERM, R
kRN true, MIECEERA
LDAP BIH XS5 A S BAHRD A
£, BB VGEE S A RS,

15.5.5. v1.ActiveDirectoryConfig

120
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VILDAPQuery

FRES

FRBHA

#/R{E
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ActiveDirectoryConfig @ 2B E LT, FTFE L LDAP HARF t{r{E A Active Directory X5
LDAP fR%5883X E,

B fed kY

SERTREAMZEM LDAP &
IR,

usersQuery v1.LDAPQuery

E X LDAP A& B LWLEE  FRBHA
FHRE N E OpenShift Container

Platform A%, F{E OpenShift

Container Platform 4Hif sk A

BB, KEHREPEIL

mail =kt sAMAccountName,

userNameAttributes

E X LDAP % B LRyILEY  FREKREA

R ErmENA.

groupMembershipAttributes

15.5.6. vi.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HRFS iN{al 5 F 85 Active
Directory B 5 LDAP R$58 X E,

£ ek B
usersQuery SEATROMASMEZEN LDAPE  vILDAPQuery
TR,

userNameAtiributes

groupMembershipAttributes

groupsQuery

groupUIDAttribute

groupNameAttributes

7E X LDAP F 5B ERIFLE Bt
FHERE N E OpenShift Container
Platform A%, F{E OpenShift
Container Platform 4Hif sk A
BB, KEHREPEIL
mail =k sAMAccountName,

7E X LDAP /5B EHirLe Bt
BN ERERE,

SBERATREHEZBH LDAP Eif]
iR,

7E X LDAP A% B LA B
R B M — PRI,
(IdapGroupUID)

7E X LDAP A% B ERFLEE M
21N FF OpenShift Container
Platform 21/ 4 #5,

FRBHA

FRBHA

VILDAPQuery

FRE#

FRBHA
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16 & FIFMEMMENFT APl lRS523H1TE T JAVASCRIPT BJ1Jj
3]

16.1. SLVFMEAMR EHLXT API BRS5 288 /1T EF JAVASCRIPT HJi77[H]
FRILHY OpenShift Container Platform BEE (S 1F OpenShift Web &I & M API AR 5538 4 % 1F Ko
MRFZFEAEMENEM JavaScript K RTEF VIR API fRZ5 2538 OAuth BR5538, RILABCE AT B9 EH,
BRAVFIX Mo
SeRF M

o (FAEH cluster-admin & &M iR EEE,

it

1. G API BRS5 28 BT
I $ oc edit apiserver.config.openshift.io cluster

2. 7£ spec %4 T 70 additional CORSAllowedOrigins %, FHIEE—MHENHHN XS :

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:37Z2"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z) €}

Q FHEH Golang ENFRARIEE, SXEN API RSS2 F] OAuth RS 2RH HTTP & K89
CORS #Fr3k T,

A=

L RBIR AL TEE -

o (2 FEFRRIKNE,

o //BEERIFHFFL, FEIE http: sk https: FERINRIAT,
o \ WA BB RIEITEL

o (:\2) EESIEHELKRE (\2) Him 2R (2)o
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16 = RUFMEMEHLNT API BRSSH[HFITET JAVASCRIPT B91jj 1]

3. REXHLNAER,

123



	目录
	第 1 章 了解身份验证
	1.1. 用户
	1.2. 组
	1.3. API 身份验证
	1.3.1. OpenShift Container Platform OAuth 服务器
	1.3.1.1. OAuth 令牌请求
	1.3.1.2. API 模仿
	1.3.1.3. Prometheus 身份验证指标



	第 2 章 配置内部 OAUTH 服务器
	2.1. OPENSHIFT CONTAINER PLATFORM OAUTH 服务器
	2.2. OAUTH 令牌请求流量和响应
	2.3. 内部 OAUTH 服务器选项
	2.3.1. OAuth 令牌期间选项
	2.3.2. OAuth 授权选项

	2.4. 配置内部 OAUTH 服务器的令牌期间
	2.5. 注册其他 OAUTH 客户端
	2.6. OAUTH 服务器元数据
	2.7. OAUTH API 事件故障排除

	第 3 章 了解身份提供程序配置
	3.1. 关于 OPENSHIFT CONTAINER PLATFORM 中的身份提供程序
	3.2. 支持的身份提供程序
	3.3. 移除 KUBEADMIN 用户
	3.4. 身份提供程序参数
	3.5. 身份提供程序 CR 示例

	第 4 章 配置身份提供程序
	4.1. 配置 HTPASSWD 身份提供程序
	4.1.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.1.2. 使用 Linux 创建 HTPasswd 文件
	4.1.3. 使用 Windows 创建 HTPasswd 文件
	4.1.4. 创建 HTPasswd secret
	4.1.5. HTPasswd CR 示例
	4.1.6. 将身份提供程序添加到集群中
	4.1.7. 为 HTPasswd 身份提供程序更新用户
	4.1.8. 使用 web 控制台配置身份提供程序

	4.2. 配置 KEYSTONE 身份提供程序
	4.2.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.2.2. 创建 secret
	4.2.3. 创建 ConfigMap
	4.2.4. Keystone CR 示例
	4.2.5. 将身份提供程序添加到集群中

	4.3. 配置 LDAP 身份提供程序
	4.3.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.3.2. 关于 LDAP 身份验证
	4.3.3. 创建 LDAP Secret
	4.3.4. 创建 ConfigMap
	4.3.5. LDAP CR 示例
	4.3.6. 将身份提供程序添加到集群中

	4.4. 配置基本身份验证身份提供程序
	4.4.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.4.2. 关于基本身份验证
	4.4.3. 创建 secret
	4.4.4. 创建 ConfigMap
	4.4.5. 基本身份验证 CR 示例
	4.4.6. 将身份提供程序添加到集群中
	4.4.7. 基本身份供应商的 Apache HTTPD 配置示例
	4.4.7.1. 文件要求

	4.4.8. 基本身份验证故障排除

	4.5. 配置请求标头身份提供程序
	4.5.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.5.2. 关于请求标头身份验证
	4.5.2.1. Microsoft Windows 上的 SSPI 连接支持

	4.5.3. 创建 ConfigMap
	4.5.4. 请求标头 CR 示例
	4.5.5. 将身份提供程序添加到集群中
	4.5.6. 使用请求标头进行 Apache 验证的配置示例
	自定义代理配置
	使用请求标头配置 Apache 身份验证


	4.6. 配置 GITHUB 或 GITHUB ENTERPRISE 身份提供程序
	4.6.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.6.2. 注册 GitHub 应用程序
	4.6.3. 创建 secret
	4.6.4. 创建 ConfigMap
	4.6.5. GitHub CR 示例
	4.6.6. 将身份提供程序添加到集群中

	4.7. 配置 GITLAB 身份提供程序
	4.7.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.7.2. 创建 secret
	4.7.3. 创建 ConfigMap
	4.7.4. GitLab CR 示例
	4.7.5. 将身份提供程序添加到集群中

	4.8. 配置 GOOGLE 身份提供程序
	4.8.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.8.2. 创建 secret
	4.8.3. Google CR 示例
	4.8.4. 将身份提供程序添加到集群中

	4.9. 配置 OPENID CONNECT 身份提供程序
	4.9.1. 关于 OpenShift Container Platform 中的身份提供程序
	4.9.2. 创建 secret
	4.9.3. 创建 ConfigMap
	4.9.4. OpenID Connect CR 示例
	4.9.5. 将身份提供程序添加到集群中
	4.9.6. 使用 web 控制台配置身份提供程序


	第 5 章 配置证书
	5.1. 替换默认入口证书
	5.1.1. 了解默认入口证书
	5.1.2. 替换默认入口证书

	5.2. 添加 API 服务器证书
	5.2.1. 向 API 服务器添加指定名称的证书

	5.3. 使用服务提供的证书 SECRET 保护服务流量
	5.3.1. 了解服务用证书
	5.3.2. 添加服务证书
	5.3.3. 向 ConfigMap 添加服务证书
	5.3.4. 手动轮转生成的服务证书
	5.3.5. 手动轮转服务 CA 证书


	第 6 章 使用 RBAC 定义和应用权限
	6.1. RBAC 概述
	6.1.1. 默认集群角色
	6.1.2. 评估授权
	6.1.2.1. 集群角色聚合


	6.2. 项目和命名空间
	6.3. 默认项目
	6.4. 查看集群角色和绑定
	6.5. 查看本地角色和绑定
	6.6. 向用户添加角色
	6.7. 创建本地角色
	6.8. 创建集群角色
	6.9. 本地角色绑定命令
	6.10. 集群角色绑定命令
	6.11. 创建集群管理员

	第 7 章 移除 KUBEADMIN 用户
	7.1. KUBEADMIN 用户
	7.2. 移除 KUBEADMIN 用户

	第 8 章 配置用户代理
	8.1. 关于用户代理
	8.2. 配置用户代理

	第 9 章 了解并创建服务帐户
	9.1. 服务帐户概述
	9.2. 创建服务帐户
	9.3. 为服务帐户授予角色的示例

	第 10 章 在应用程序中使用服务帐户
	10.1. 服务帐户概述
	10.2. 默认服务帐户
	10.2.1. 默认集群服务帐户
	10.2.2. 默认项目服务帐户和角色

	10.3. 创建服务帐户
	10.4. 在外部使用服务帐户凭证

	第 11 章 使用服务帐户作为 OAUTH 客户端
	11.1. 服务帐户作为 OAUTH 客户端
	11.1.1. 重定向作为 OAuth 客户端的服务帐户的 URI


	第 12 章 界定令牌作用域
	12.1. 关于界定令牌作用域
	12.1.1. 用户范围
	12.1.2. 角色范围


	第 13 章 管理安全性上下文约束
	13.1. 关于安全性上下文约束
	13.1.1. SCC 策略
	13.1.2. 控制卷
	13.1.3. 准入
	13.1.4. SCC 优先级

	13.2. 关于预分配安全性上下文约束值
	13.3. 安全性上下文约束示例
	13.4. 创建安全性上下文约束
	13.5. 基于角色的安全性上下文约束访问权限
	13.6. 安全性上下文约束参考命令
	13.6.1. 列出 SCC
	13.6.2. 检查 SCC
	13.6.3. 删除 SCC
	13.6.4. 更新 SCC


	第 14 章 模拟 SYSTEM:ADMIN 用户
	14.1. API 模仿
	14.2. 模拟 SYSTEM:ADMIN 用户

	第 15 章 同步 LDAP 组
	15.1. 关于配置 LDAP 同步
	15.1.1. 关于 RFC 2307 配置文件
	15.1.2. 关于 Active Directory 配置文件
	15.1.3. 关于增强 Active Directory 配置文件

	15.2. 运行 LDAP 同步
	15.2.1. 将 LDAP 服务器与 OpenShift Container Platform 同步
	15.2.2. 将 OpenShift Container Platform 组与 LDAP 服务器同步
	15.2.3. 将 LDAP 服务器上的子组与 OpenShift Container Platform 同步

	15.3. 运行组修剪任务
	15.4. LDAP 组同步示例
	15.4.1. 使用 RFC 2307 模式同步组
	15.4.2. 使用 RFC2307 模式及用户定义的名称映射来同步组
	15.4.3. 使用 RFC 2307 及用户定义的容错来同步组
	15.4.4. 使用 Active Directory 模式同步组
	15.4.5. 使用增强 Active Directory 模式同步组
	15.4.5.1. LDAP 嵌套成员资格同步示例


	15.5. LDAP 同步配置规格
	15.5.1. v1.LDAPSyncConfig
	15.5.2. v1.StringSource
	15.5.3. v1.LDAPQuery
	15.5.4. v1.RFC2307Config
	15.5.5. v1.ActiveDirectoryConfig
	15.5.6. v1.AugmentedActiveDirectoryConfig


	第 16 章 允许从其他主机对 API 服务器进行基于 JAVASCRIPT 的访问
	16.1. 允许从其他主机对 API 服务器进行基于 JAVASCRIPT 的访问


