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F1EZ X TFEEHEICKH OPENSHIFT CONTAINER
PLATFORM

1??7%3#%2)\ IR LU ER B LR H B ID K KR E OpenShift Container Platform &£EFRMFFE RS, #0
T 'J—-'_zzédh /L.\ rﬁﬁ*ﬁr@%ﬁalu

1.1. 9&?%2¥ H ,L,\Lﬂi

OpenShift Container Platform B E I 51 ] LAE A —£& CLI 3% # OpenShift Container Platform Web
2B L4 Elasticsearch Operator # Cluster Logging Operator, BULEREEEEH KD K,

Operator [&, AIRIEREEHBRICKEE LER (CR) LAELRHEKICLE pod X HFEEH m\ﬂ%)ﬁﬁ%t‘i’ﬂ
HM B, Operator ATTERE. AR EEBEILE,

b R AR KB E LR (CR) (&7 instance) REESEATICR. CRENLSEHR
/L.\lﬂiiﬁﬁzﬁﬁ}’ﬁﬁ?ﬂ#&ljﬂﬁ’] ¥$E¥E/mla%ﬁ|3% 1’/“'&% ﬁﬁ%*ﬂ%mi'ftalmo Cluster Logglng
Operator 111 ClusterLogging B & X FRFHE LN i H &KL K EE,

BAMNARFEFLZAAATUEEMIEEEEFFTRNITBENAE.

1L kTFEEERICFAS

SREEEKICRKEHSET Elasticsearch, Fluentd 5% Rsyslog L & Kibana (EFK) ., U528 Fluentd ZREF|
OpenShift Container Platform £EHHNEN TR, EREMETRNAHEAE, HFEEIEA
Elasticsearch (ES), Kibana @— &EHFR Web Ul, AFMEER A UEEPFERICSHEBIELREEM
AL RO ZRR

= HUE 5 WKH%@:E’J%ﬁEmﬂ%ZB# :
® logStore (##fiff) - FHEBEMAE, HRIFEILZ Elasticsearch,

o collection (&) - HAEABFEMNT RKRERE, HHEERRIEHEMEE logStore 1, HFTHILIY

= Fluentd,
e visualization (AIff{b) - UIHERATERESE. HFEMERSE., HRIMLIE Kibana,
e curation (5REE) - WAHHEIRBENAHTIHG, HRIMSEILZE Curator,

® event routing - FASE$E OpenShift Container Platform BIZE 445 % BIERE A B0 KA M, Ll
BYSLEZ Event Router,

PRIESEHIULBE, EAXRIEIITESE #E AR EZME K Elasticsearch, L {E s Kibana, KR
Curator, Y&=K Fluentd,

11.2. X FHEEM

OpenShift Container Platform {#F Elasticsearch (ES) ¥ H&EIEM Fluentd BB EIFIEEEK &
5/,

Elasticsearch 4@%4\$§|ﬁ—@:&Uﬁﬁﬁ%4\ﬁ$H (FRh 2 H) , DERE Elasticsearch SRR —2
Elasticsearch sk, f&BILAEZE Elasticsearch Ao R HI/E#E Il (F5°5 B/&) . Elasticsearch X
LRIRDEE LN Elastlcsearch T mE. f&BN ClusterLogging BE X HIR, EAILAERE LHFIRE L
(CRD) HiEEE FIRHE, LUREEIBTRIBIERERE,


http://www.fluentd.org/architecture
https://www.elastic.co/products/elasticsearch
https://www.elastic.co/guide/en/kibana/current/introduction.html
https://www.elastic.co/products/elasticsearch
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e T
! RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

Cluster Logging Operator #1488 Elasticsearch Operator #8{R&E > Elasticsearch T/ m&MfERTEEH
FEBBIME— Deployment KiH1TEE, ELMERERHEKICKBE LR (CR) E#1N Elasticsearch
TRIHE, NFEXEFEFEENMACAERERED, 155% Elastic X4, TR,

T
A =0l Elasticsearch IMEEZEFE D= Elasticsearch T, SBEFARBEN L.

Elasticsearch 35| FARIE T A BBy #EH] (RBAC) EJU:FE)\DE"\T@%UNEME’JWIEJ & A project.
{project_name}.{project_uuid}.* & =%} FB 1T 15 M XRIERFE W B R8I AR 1T BRI,

MBEELER, 5B Elasticsearch (ES),

1.1.3. 9&? H Ib\lﬂ%”&%%&
OpenShift Container Platform {8 Fluentd SRR EEEEF B T EUIE,

BEICRINEZREBEN OpenShlft Container Platform H1# DaemonSet & Pod BRERIEAN
OpenShift Container Platform i R/, journald @ RZiBEIR, REKBBRIERS. BIZITH
OpenShift Container Platform BIH&E &

BERIZTNREDFERRINARTERIER, MUE. FSEAMMELR D, T BUM—HINABRE
EiR, REASKESRFRCEREZRINRT BEEELHMIIERN Pod, NIEE APIRFSHHIER
(MPRZEFERR) ARERTH A, WaRANEX D KB LB Pod MIUENAKHER, BEEXE
FEBRRE, XHRRERRE A SREMECNETRAMN.

B

_JﬁiE’Jé%&iﬁﬁﬁzﬁi'ﬁﬁ{nMﬂ%fm ARERERIR, TEMRE—MBAEER,
1%]’IET'LJ\L/ﬁHJX%/éIU\E’J*/ﬁO

MRESER, WS Fluentd,

1.1.4. 9&? H /b\lﬂi?ﬂﬁ'ft
OpenShift Container Platform {8 Kibana .7~ Fluentd 185 H Elasticsearch 3R3 |89 H &EIE,

Kibana @& TN HasmviEslaRm, MadBEAK. FEE. GHE. K, IEMIEZE T FME AW
AR, EEiH, ERMWKILER Elasticsearch #3E.

MBESER, H5H Kibana,

1.1.5. 9&? H Ib\lﬂi%%

Elasticsearch Curator TEE 2 FSEH#/3k LA B HEMBPUT HE 48 E, Curator IRIBEEEINT
#1E, BIE Elasticsearch &£&#{{#H— Curator Pod,

spec:
curation:


https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html
https://www.elastic.co/products/elasticsearch
http://www.fluentd.org/architecture
https://www.elastic.co/guide/en/kibana/current/introduction.html
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type: "curator"
resources:
curator:
schedule: "30 3 * * ™" ﬂ

ﬂ LA cron #2083 Curator i3,

MEEZFELR, 5B Curator,

11.6. X TEM4HEH

Event Router 2—" pod, B¥F OpenShift Container Platform 44 BIEE A EIL R RS, BLHF
LERE Event Router,

Event Router WEESHFHIFEFHL ) JSON B, FHFEKMHEE STDOUT, Fluentd 4535 44 Jw il B
.operations 35|,

11.7. £ K ICRBE LKFIR (CR)

ERENEFHTICEEE, HUEHEBREBHETILEEE TR (CR), AXRIEEERETHXOIE
FH IS CR MYTLER,

UTREHARICRNAR B E LTRIRE,
FLRFAXILX CR R

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: openshift-logging
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 2
resources:
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:


//en.wikipedia.org/wiki/Cron
https://www.elastic.co/guide/en/elasticsearch/client/curator/current/about.html

513 XFEHBAERICTEH OPENSHIFT CONTAINER PLATFORM

cpu: 500m
memory: 1Gi
proxy:
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: "*/10 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi
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28 XRTHEBESEHAEKILEK

TENERHERIC KL EE OpenShift Container Platform 581, BE&E LT,

2.1. 9&?*‘5%%[@3 %E¥E/p\lﬂ%

OpenShift Container Platform £ KL KB IT A B ERNEE LA, ZEBEE X h/NE
OpenShift Container Platform &&817 T V1L,

UTRZFHASE-NROEHBTICKEE KR (CR), AR ERIEEEHAKICKLHHEE
$E¥ H Ib\lﬂ%%ﬁ%o

MRBEAMNERERILRRE, ATEEFERARAICR,

MREBENEE, HREFEFEN RO CRATENR, TN ZETT&%%%EETE%;&W‘Etﬁ)‘ﬂ%ﬂ&
AU THERE, S0 RE YR TRERERSNMENESER, SETUESEFAERILRE
E M BHIRZ ST HIE R,

2.1.1. EE: *Uﬂff%ﬁﬁ /L,\'LEE:RL
& 7] L@ T 82X openshift-logging 1B AEEMN R HE&IL KB E X HRREEELFF AL KIMR,
IR AR R EN R EFIE R TEmAH -

PR{EH CPU
RE] LUME R AR CPU {HIEK resources 3, LULAZEK AN HMER CPU MIRNERE :

spec:
logStore:
elasticsearch:
resources:
limits:
cpu:
memory:
requests:
cpu: 1
memory: 16Gi
type: "elasticsearch”
collection:
logs:
fluentd:
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
type: "fluentd”
visualization:
kibana:
resources:
limits:
cpu:
memory:



2% XTWERHATICK

requests:
cpu:
memory:
type: kibana
curation:
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
type: "curator"

Elasticsearch ##fi&

& ] LA{# A storageClass name 71 size %, 7 Elasticsearch SR EBERFAMFMHEFI KRN,
Cluster Logging Operator & FiX £S5 Elasticsearch &R FRHENEIE T m &
PersistentVolumeClaim,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AfFlhIEE, SEPNEMNURT REHEENER 200G B gp2 %8 PersistentVolumeClaim, &4
Fo R EHREDNBIRZ R,

==
A% storage L2 FEEE R NS BIHN FiE,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

Elasticsearch £ $I58%
IRET LB % B RS S E Y ANRIE SR B R M BUE T iR 2 (6] &l Elasticsearch 0K :

e FullRedundancy, &/1N3FR3IMDFTEBEHIEE MR =L,
e MultipleRedundancy, &1%&5IM 2 F2mEI—FHIET =L,

e SingleRedundancy, &2 FEBFHNEIR, REGFAEZVNMEET R, BEMERLT
FAEARE,

e ZeroRedundancy. FiE9R¥ETLEIAR, MRV RKHH L EHRE, NATRELERSEEN
*EQ
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Curator E
LA cron #& R #8%E Curator FIAE,

spec:
curation:
type: "curator"
resources:
curator:
schedule: "30 3 * * *"

2.1.2. BN EEEHAKILTEE KRG
LT 2EAantiE st ER A Ei0 T B E LRI,

EREERHBFILKAEFRRA

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"”
elasticsearch:
nodeCount: 2
resources:
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage: {}
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi

10


https://en.wikipedia.org/wiki/Cron

2% XTWERHATICK

schedule: /5 * * * *"
collection:
logs:
type: "fluentd”
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi

2.2. EBEHEICTH OPENSHIFT CONTAINER PLATFORM HIfEEEEE
T

B Elasticsearch BBBHEE—MHFAMSE, UEENMBET RHUE—1MEUES. 7 OpenShift
Container Platform A1, X el LUFEH PVC 3L,

Elasticsearch Operator {# [ Elasticsearch HiR&M K& PVC, MIFELZIFMER, S
%"Elasticsearch B AMETZE",

Fluentd ¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 4 E] Elasticsearch,

At, HFRAZESENHIEEZ, HEIERERSNARRFMEERIE, —LE Elasticsearch FAF A I,
BREFENFMEFRRZUREFESO% EAFLTF 70% LLF ., XEBITFESR Elasticsearch £ 1T K EY
BUES FHIRERAE] BTN

FINERT, 1A% 85%Mf Elasticsearch RIF LA RO BELHTEIE, 15 90% I Elasticsearch &7 4%
WED KM .EE%TELLEUE{@? = (BEE9EE) . BE, ﬁD%ﬁﬁ%‘/éﬁﬁ? 85% W& mA A HEME
Z28], Elasticsearch RIBEGIEHFREIHBLH REDo

p= )1
XS, (KK E R Y RTARA M Elasticsearch BRIAE, BRI LUETUXL(E, BEER
e A RIE N, EmREFXLEEKIME.

3. Hth B

INFEH KL Operator WEZE R, 155 M OperatorHub %% Operator,

1


https://signalfx.com/blog/how-we-monitor-and-run-elasticsearch-at-scale/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
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33 E MEEHATILK

IR ET L@ 2848 Elasticsearch #1 Cluster Logging Operator R 558 H &0 %, Elasticsearch
Operator T BB F EEMREEE A EIC R EAM Elasticsearch 2%, Cluster Logging Operator 1 57
BEHEEHKIDKERNAS,

FEEEHFICKEBEEI OpenShift Container Platform BT 255 R UL TFES -
o EN X FEEERHHILKAMNRELI,
o BHEHATILREMERSEIL

e %24 Elasticsearch Operator # Cluster Logging Operator,

3.1. {H CLI 2% ELASTICSEARCH OPERATOR
IEWAIIR B LU T Ui BASE# A CLI %2 Elasticsearch Operator,

FeRFH
H{REH Elasticsearch FTEMFAMEENE, EREA Elasticsearch 11 mEFEEH CMEHES,

Elasticsearch R REBERN AR, B Elasticsearch 11 S#EE 16G WERIH BN EFIEKARE.
& #H OpenShift Container Platform 77 sR4H AT BEFR R LA ¥ Elasticsearch 58, R /1E OpenShift
Container Platform & RRRINAIAN T =, FeEFEABNUSKESHNNERZIT, B Elasticsearch 17 s
A LERBENRNERE Ti21T, BEETEBERFEUGIEM,

i
{8 CLI %% Elasticsearch Operator :

1. N Elasticsearch Operator S/ — NG %A,

a. # Elasticsearch Operator 32— Z2 A% R YAML X4 (140 eo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q IRWIEEE openshift-operators-redhat e8 226, 5 T BALERIBES8HR (metrics)
22, IERIZHF Prometheus Cluster Monitoring HEFZEC & 4 M openshift-operators-
redhat % 22 (5] RIZEVIEIR 2R, TAZM openshift-operators fp 4 22 5] H12
HY. openshift-operators #p 22 [A] Al gE R & 2 1 KR 1Y operator, X% operator A~
WIEE, EAZ M metric ATAES OpenShift Container Platform metric & #HEE, M
S BoHZE,

Q B TRIRATRIE B 1Z5%, LAA{RERT N 1212 EX openshift-operators-redhat 6p 4 22
[,

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/logging/#cluster-logging-deploying-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/logging/#cluster-logging-deploy-storage-considerations_cluster-logging-deploying-about

# 3 E BERRETICK

b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-namespace.yaml

2. BT B LT R L& Elasticsearch Operator :

a. N Elasticsearch Operator /i Operator Group & YAML X ({40 eo-og.yaml)

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q IRT3E 7E openshift-operators-redhat &34 22 (4],

b. fll# Operator Group X :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-og.yaml

c. fllE Subscription XI5 YAML X4 ({5140 eo-sub.yaml) 3iT[5i Operator B#s % Z2[A],
1T =B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "4.2" g
installPlanApproval: "Automatic”
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

1R7T38 7E openshift-operators-redhat &34 22 (4],

BE 4.2 FIIE,

909

15 %€ redhat-operators, #15 OpenShift Container Platform SEE¥ %4511 3 R 4%
(LR NErFFEIERERE) , 15I8EEE Operator Lifecycle Manager (OLM) i 813289
CatalogSource X RHIZ TR,

13
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d. BIBITHINR :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-sub.yaml

e. BXZl openshift-operators-redhat i g :
$ oc project openshift-operators-redhat

Now using project "openshift-operators-redhat"

f. QERETF AN ARSI (RBAC) X&3H ({5110 eo-rbac.yaml) , [ Prometheus %%
openshift-operators-redhat 5 % 22 [5] 1917 (7] LR -

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: prometheus-k8s

namespace: openshift-operators-redhat
rules:
- apiGroups:

resources:

- services

- endpoints

- pods

verbs:

- get

- list

- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: prometheus-k8s

namespace: openshift-operators-redhat
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: prometheus-k8s
subjects:
- kind: ServiceAccount

name: prometheus-k8s

namespace: openshift-operators-redhat

g. BIE RBAC X/ :
I $ oc create -f <file-name>.yaml

o -

14
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I $ oc create -f eo-rbac.yaml

Elasticsearch Operator B % %%/ openshift-operators-redhat s & 22 (7], 7 HEFEI5EE
FRENIIE,

3. JiF Operator &2 :

oc get csv --all-namespaces

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

default elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded

kube-node-lease elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded

kube-public elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded

kube-system elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded
openshift-apiserver-operator elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded

openshift-apiserver elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded
openshift-authentication-operator elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded
openshift-authentication elasticsearch-operator.4.2.1-202002032140
Elasticsearch Operator 4.2.1-202002032140 Succeeded

A2 R R#RN 1% — Elasticsearch Operator, iRAS A RESFAIRARE.

BEES B
fEAEHI A CLI &% Cluster Logging Operator,

3.2. [/ WEB #2418 %% CLUSTER LOGGING OPERATOR,

& OpenShift Container Platform web 12l & %% Cluster Logging Operator,

p= Y=
IEARRERTT web 55 3@ A oc new-project i S G2 &L openshift- FFIABITIE

W AER— YAML X RO — 22 (A (Namespace) , FiZ21T oc create -f
<file-names>.yaml @345, 0 FFT7Ro

P
& OpenShift Container Platform web 12l & %4 Cluster Logging Operator :
1. 7y Cluster Logging Operator fll@— en & 22 [H], W 7ifEm CLI flgen&ZE(H,

a. # Cluster Logging Operator 2 — M ép & Z2 [N R YAML XX (6140, clo-
namespace.yaml)

I apiVersion: v1

15
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kind: Namespace
metadata:
name: openshift-logging ﬂ
annotations:
openshift.io/node-selector: " 9
labels:
openshift.io/cluster-logging: "true"
openshift.io/cluster-monitoring: "true"

QO TR,

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-namespace.yaml

2. &% Cluster Logging Operator :

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MTEIF Operator F&H1%E# Cluster Logging, B s Install,

c. 7E Create Operator Subscription TTE A, 7£ A specific namespace on the cluster T
openshift-logging. #Afg, ifi Subscribe,

3. $IE Cluster Logging Operator B#i% %%,

a. tN#F| Operators — Installed Operators 7.
b. #f% openshift-logging i E #H %I Cluster Logging #J Status 7y InstallSucceeded,
p= Y=

ERETIER, Operator ATEER E7R Failed RS, #1R Operator FEE#HZR
#EH F 7R InstallSucceeded 8, NIATLLZEE Failed § 2.

402R Operator R AWMINRE:, HIRBUTH R ITHIERR -

e {J#:%| Operators - Installed Operators T1HE, Ff:# Status FIF R BB EME RS
R,

o t]#iE| Workloads » Pods T, % openshift-logging #1 openshift-operators-
redhat 71 B # k& A8 Pod 9B &,

4, PIBEEEFICTKEAH -
a. tI#ZE| Administration = Custom Resource Definitions Tl H,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. 1E Custom Resource Definition Overview T L, M Actions FHH%EEE View
Instances,
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&

B3 E BEERBAEILK

luster Loggings T1E £, sifi Create Cluster Logging,
BE 7 Z RIS T R INEEE.

. 4% YAML Firh R R ol IR -

HRINER BRI REEN I Z A U HFREBINE, H5EEXFMNNEES
BHESICFAGNEY, UTHREXTHERBRICRERIMTERNER.

apiVersion: "logging.openshift.io/v1"

i

ind: "ClusterLogging"

metadata:

S

Q9O O @G

name: "instance"
namespace: "openshift-logging"
pec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
elasticsearch:
nodeCount: 3 ﬂ
storage:
storageClassName: gp2 6
size: 200G
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd" 6
fluentd: {}

BIRJZ instance,
Hﬁlﬁﬁﬁ Unmanagedo BHE, 3F§%‘&B%TT§HS(E¥E EE‘J%ﬁEMﬂ%E%ﬁﬁ%
ZERSHLE, MFELZER, FEHEIEHAZTICRERRE

FIF B & Elasticsearch X &, @i {FEA CR, B IEEES HEHIRKBMNFAME
i, MNTJELER, 1ESIBCE Elasticsearch,

¥§7E Elasticsearch T mMIE, HS LR EERMIEE,
IEEERRME Elasticsearch T 4 E R A MBEA,

AT B & Kibana B9iX &, @I f#HMA CR, 1ETL1?TE Kibana £LITTRME, FH
Kibana 17 mEZE& CPU M1RFE, MEFLER, HSHEE Kibana,

17
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@ FTEE Curator Wik, BT CR, EFLULE Curator ., MBEFELES,

155 AACE Curator,

© FRTEE Fluentd MIXE. WITHEM CR, EFTUERE Fluentd CPU FIRFEIR{E, %

BZER, ESWECE Fluentd,

Elasticsearch master W mBIRABE N =1, WREN nodeCount I5EE N KTF

3, OpenShift Container Platform REL|fB=NFFE Master T RS FH Elasticsearch 7 s
(BE master. client #1 data ff8) . H& Elasticsearch T = A N (T T =, £EH

client 1 data 8., Master TP RPUTERESCHE VIR, MOESIMIRZRE]. 2D F R

TRE, FETREED R, FHITEBUBHEXBIEIE, 0 CRUD, BRMREE, 5HIE

BXREEEAKRE /O, REMCPU, FBRIEXLETIR, FELRTY R ERRM

BZHET R,

fitn, 403 nodeCount =4, NIGEERLTT R

$ oc get deployment

cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

f. A \ﬁ Createo H@'JL%ﬁEIMLE%EEX TIR#0 Elasticsearch BE X TR, A LLEIT 9

5. ISiFZREE .
a. tI¥3| Workloads —» Pods T,

%% openshift-logging T H.

,b\fLZ%EEUTLAFﬁ?$E¥E,h\ﬂi\ Elasticsearch, Fluentd #1 Kibana B9 Pod, ZE{LIFLL

YIEE

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

e fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

18
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e fluentd-pb2f8
e fluentd-zqgqgx

® kibana-7fb4fd4cc9-bvtdp

3.3. {#F CLI &% CLUSTER LOGGING OPERATOR

&A1 LA A OpenShift Container Platform CLI &% Cluster Logging Operator, Cluster Logging
Operator i 5 O FH B 1 H & IC KR A G

TR
A CLI %% Cluster Logging Operator :

1. N Cluster Logging Operator |2y Z2[H] :

a. # Cluster Logging Operator 2 — N ép & Z2 (A4 R YAML 32 (65140, clo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-logging: "true"
openshift.io/cluster-monitoring: "true"

b. A& ZEH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-namespace.yaml

2. BT BIELLTA R &% Cluster Logging Operator :

a. N Cluster Logging Operator f|— OperatorGroup X% YAML 4 (530, clo-
og.yaml)

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w@%\@i?‘é‘i openshift-logging %% 22 ],
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b. fll# OperatorGroup X & :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-og.yaml

c. f— Subscription ¥f & YAML X (0, clo-sub.yaml) [ Operator 17 [#—4
Namespace,

T BB

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "4.2" g
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

1RT38 7E openshift-logging f & 22 (6],

BE 4.2 FIIE,

-

15 %€ redhat-operators, #15% OpenShift Container Platform SEE¥ %4511 32 R 4% b
(BN BT FFEIEREERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 813289
CatalogSource X RHIZ TR,

d. BIBITHIN& :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-sub.yaml
Cluster Logging Operator %45 %] openshift-logging #p £ 22|,
3. JiF Operator &2 :
Z’HE openshift-logging & %22 (5] /1% B —1 Cluster Logging Operator, hRAS A RESFIRA
oc get csv --all-namespaces

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

20
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openshift-logging clusterlogging.4.2.1-202002032140 Cluster
Logging 4.2.1-202002032140 Succeeded

4. BIEBREEBAEICE (Cluster Logging) =245 :

a.  Cluster Logging Operator |82 fI% %R YAML X4 (40 clo-instance.yaml)

®0 o o090

pa -3

HRINER BRI RE BN Z A U HREBINGE, HSEEXFNMEES
BARICFAGNEY, UTHEXTHERBKICRERIHTERNER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
elasticsearch:
nodeCount: 3 ﬂ
storage:
storageClassName: gp2 6
size: 200G
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd" 6
fluentd: {}

ZFRJIZ instance,

SHEATUREERS, EXAZHERT, MREXRTEHEAFICKMERIME, N
HHE%E 7 Unmanaged, 182, 7£ Cluster Logging iX[E%] Managed R5HI, FEZE
HETEWEN. NEELER, HEHEIEHARIIXERRET.

FAFEZ& Elasticsearch BB, B FEEFENLTR (CR) , BalELEN HEHIK
BRI A, NEEZER, 1ESHEE Elasticsearch,

187 Elasticsearch 1 REVEE, HSHHILIIREEHEE,

EEEFHRHE Elasticsearch T REAEEIRF A B FA,
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@ FTEE Kibana WEE, B CR, EALY R Kibana EEIATRYE,
Kibana 77 RECE CPU MIRTF, MFEZIES, HSHECE Kibana,

@ FTEE Curator Wik E. BT CR, EFUILE Curator K. MEESEL,
HZ A& Curator,

© FRTEE Fluentd MIXE. WITHEM CR, EFTUERE Fluentd CPU FIRFEIR{E, %
E%ER, HSHECE Fluentd,

Elasticsearch master " mEIRAHE N =1, MR nodeCount I8 E N KT

3, OpenShift Container Platform REL|fBE=NFFE Master T RS 4FH Elasticsearch 7 s
(BA master. client #l data &) . HR Elasticsearch T RO N" (VIR T =, FH
cIient #0 data A8, Master W mHTERESCHIMERE, MOIBSMRZES]. DED HMIERER

REF, JETRERES R, HHUTSRIEREXNIR/E, W CRUD, BRMREE., 5HIE
*E*EI’J} ERSAXE /O, WFEM CPU, FRERPLXLERIR, FHEZHRIT UL ENRM
BESEIET =

fitn, 403 nodeCount =4, NIGEELTT R

$ oc get deployment

cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

FEIBIRNED FEF T Elasticsearch #IE T =B EB,
b. AIZSEH

I $ oc create -f <file-name>.yaml

Buan -

I $ oc create -f clo-instance.yaml

5. @I openshift-logging T H ) Pod X IE&R 2L,
ENIZRBELN BT Cluster Logging. Elasticsearch, Fluentd # Kibana By Pod, E{EIFLLT
A :

oc get pods -n openshift-logging

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s
fluentd-flmej 1/1 Running 0 2m33s
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fluentd-gn4rn 1/1 Running 0 2m26s
fluentd-nlgb6 1/1 Running 0 2m30s
fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3.4 Hh R

INFEBXRLE Operator WESE R, 155 M OperatorHub &% Operator,

23
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B 48 APERFATILK

TE4% OpenShift Container Platform SR28fM 4.1 A2l 4.2 f7, SIUSEEBEEKICEM 41 7% E 4.2,

EE:.F R\ LFB R ZEF Catalog Source £4E2t, MNRIEARIE Elasticsearch &
EERmd, M YAML XHEFshilE CatalogSourceConﬁg #0 Subscription ¥R, EEEEH
XX R, LAMEAEANFITEAFHERMAZAMER, TR

41 BFEEAEKICE

F+2% OpenShift Container Platform 5£28%/5, &7 LLE L & # Elasticsearch Operator #1 Cluster Logging
Operator fFEEE A FEILTEM 4.1 FHHE 4.2,

FREMH
o FEBEM 4T HYE 4.2,
o THREBHKILTER
o P Pod #87 Ready K2
o Elasticsearch & FRERKS.,

ik =
1. %W CatalogSourceConfig (CSC) #1 Subscription X4, LA$§MHFTEY Namespace #1 Cource:

a. @it CLI, FKEX Elasticsearch CSC B9 HR :

$ oc get csc --all-namespaces

NAMESPACE NAME STATUS MESSAGE

AGE

openshift-marketplace certified-operators Succeeded The object has been
successfully reconciled 42m

openshift-marketplace community-operators Succeeded The object has
been successfully reconciled 42m

openshift-marketplace elasticsearch Succeeded The object has been
successfully reconciled 27m

openshift-marketplace installed-redhat-default Succeeded The object has been

successfully reconciled 26m

openshift-marketplace installed-redhat-openshift-logging Succeeded The object has
been successfully reconciled 18m

openshift-marketplace redhat-operators Succeeded The object has been
successfully reconciled 42m

b. 40T A RNIwHRIZ X -
$ oc edit csc elasticsearch -n openshift-marketplace
apiVersion: operators.coreos.com/v1

kind: CatalogSourceConfig
metadata:
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creationTimestamp: "2020-02-18T15:09:00Z"
finalizers:
- finalizer.catalogsourceconfigs.operators.coreos.com
generation: 3
name: elasticsearch
namespace: openshift-marketplace
resourceVersion: "17694"
selfLink: /apis/operators.coreos.com/v1/namespaces/openshift-
marketplace/catalogsourceconfigs/elasticsearch
uid: 97c0cd55-5260-11ea-873c-02939b2f528f
spec:
csDisplayName: Custom
csPublisher: Custom
packages: elasticsearch-operator
targetNamespace: openshift-operators-redhat
source: redhat-operators

Q 14 /11EEK N redhat-operators,

c. FKEX Elasticsearch Subscription ¥ REJZFF
$ oc get sub

NAME PACKAGE SOURCE CHANNEL
elasticsearch-pj7pf elasticsearch-operator elasticsearch preview

d. I ARG

$ oc edit sub elasticsearch-pj7pf

apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:

creationTimestamp: "2020-02-17T17:51:18Z"

generateName: elasticsearch-

generation: 2

name: elasticsearch-p5k7n

namespace: openshift-operators-redhat

resourceVersion: "38098"

selfLink: /apis/operators.coreos.com/vialphal/namespaces/openshift-operators-
redhat/subscriptions/elasticsearch-p5k7n

uid: 19f6df33-51ae-11ea-82b9-027dfdb65ec2
spec:

channel: "4.2"

installPlanApproval: Automatic

name: elasticsearch-operator

source: redhat-operators

sourceNamespace: openshift-marketplace 9

Q 14 711EEK N redhat-operators,

Q Y4 7I{EEN N openshift-marketplace.,
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26

2. F% Elasticsearch Operator :

a.

b.

1£ Web #24l& f s ifi Operator Management,

IR B all projects.,

=5 Elasticsearch 1] & # 48R B Elasticsearch Operator,

= Subscription - Channel,

. 1£ Change Subscription Update Channel B O, %#% 4.2 # &= Save,

E&ILMWEN, SAE =R Operators - Installed Operators,
Elasticsearch Operator 27~ 4.2 it A, 40 :

Elasticsearch Operator
4.2.0-201909201915 provided
by Red Hat, Inc

3. F% Cluster Logging Operator :

a.

b.

1£ Web #24l& s i Operator Management,

IR B all projects.

= Cluster Logging Operator,

= Subscription - Channel,

. 1£ Change Subscription Update Channel B O, %#% 4.2 # & Save,

E&LWEN, SAE = Operators - Installed Operators,
Cluster Logging Operator .~ 4.2 frRA, #40 :

Cluster Logging
4.2.0-201909201915 provided
by Red Hat, Inc

4. BREHKICTAH

a. 1R Elasticsearch Pod FHKE 4.2 5% :

$ oc get pod -0 yaml -n openshift-logging --selector component=elasticsearch |grep

'image:

image:
image:
image:
image:
image:
image:
image:
image:
image:

registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2.0-201909201915
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image: registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915

b. #{RFFA Elasticsearch Pod #B4F Ready K7 :
$ oc get pod -n openshift-logging --selector component=elasticsearch

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

c. H4{R Elasticsearch SRR :

oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44l-1-55b7546f4c-
mshhk -- es_cluster_health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

d. MREAFRILFKES Pod FEHAME 4.2 Hifk :
$ oc get pod -n openshift-logging --selector logging-infra=fluentd -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.2.0-201909201915

e. H{R Kibana Pod {#FBIE 4.2 H#H& :
$ oc get pod -n openshift-logging --selector logging-infra=kibana -o yaml |grep 'image:’
image: registry.redhat.io/openshift4/ose-logging-kibana5:v4.2.0-201909210748
image: registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915

image: registry.redhat.io/openshift4/ose-logging-kibana5:v4.2.0-201909210748
image: registry.redhat.io/openshift4/ose-oauth-proxy:v4.2.0-201909201915

f. Ha{% Curator CronJob HHKE 4.2 5% :
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$ $ oc get CrondJob curator -n openshift-logging -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-curator5:v4.2.0-201909201915
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555 FERSEHIRAES

H{HEE B2 (Event Router) 5 OpenShift Container Platform 818, F 4% OpenShift Container
Platform S EIAZ £ EHH Pod B K,

NREETEBEEEZILE, EALUE Kibana FEZE OpenShift Container Platform 4,

5.1. BBE M E S 425
FERUTS BN HRASRBERRR A,
LAF Template X &R OIS 4R EH2RFTHRAIARS MK, ClusterRole # ClusterRoleBinding.

FRFH

o BEEUWIUR, LIEAOIRIES IS FIEFMERAGHE, AIl, EALMEMRAE cluster-
admin B @ P RIE 1T T IR,

e i%i& TRANSFORM_EVENTS=true, LA{@7E Elasticsearch AN B FIFEE 4R B E= 4.
o FMEHHBTILRKBENEZERS,
o 5 TRANSFORM_EVENTS Zh&E,

I $ oc set env ds/fluentd TRANSFORM_EVENTS=true

it
1 NEMREFCIRENR

kind: Template
apiVersion: vi
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to cluster logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: v1
metadata:
name: event-reader
rules: 6
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding @)
apiVersion: v1
metadata:

29



OpenShift Container Platform 4.2 H&ir &

name: event-reader-binding
subjects:

- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}

roleRef:
kind: ClusterRole
name: event-reader

- kind: ConfigMap
apiVersion: v1
metadata:

name: eventrouter
namespace: $§{NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment
apiVersion: apps/v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: eventrouter
logging-infra: eventrouter
provider: openshift

spec:

selector:
matchLabels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
replicas: 1
template:
metadata:
labels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

limits:
memory: $§{MEMORY}
requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
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volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift4/ose-logging-eventrouter:latest"

- name: MEMORY @
displayName: Memory
value: "128Mi"

- name: CPU a
displayName: CPU
value: "100m"

- name: NAMESPACE @)
displayName: Namespace
value: "openshift-logging"

HEHERERSROIRRSIRS,

DR T RIEEEPEHNERAE,

#F events %R get. watch #1 list Fi{f&.

B/ — ClusterRoleBinding ¥ ClusterRole 45 E %l ServiceAccount,
NEH R HESRIEERERRAE,

NEHEALR Pod IEERFRE. BINEH"128MI"
BEDEASHREINE/D CPUKE, BIIMEH00mM",

Q99909000

EEZMESHIRBSRNGRZENA, BINMEH openshift-logging. ZEXFISH
ServiceAccount # ClusterRoleBinding {8 EHIEERE, %71 B i RE R LUIE Kibana &K
EHRAIE :

o MMREHEEHZR Pod BBERBINTIE A, #0 kube-* #1 openshift-*, &7 LITE
.operation 5| T EHXEH,

o MNREFMIEHESS Pod EZNHEMITE R, ETLUEERITEMBZEFMNRSI TEHE
%,

2. AL SR BN AER
I $ oc process -f <templatefile> | oc apply -f -
4N -

$ oc process -f eventrouter.yaml | oc apply -f -

serviceaccount/logging-eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/logging-eventrouter created
deployment.apps/logging-eventrouter created
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3. WIFRERET EHRELR
$ oc get pods --selector component=eventrouter -0 name

pod/logging-eventrouter-d649f97c8-qvvar

$ oc logs logging-eventrouter-d649f97c8-qvv8r

{"verb":"ADDED","event":{"metadata":{"name":"elasticsearch-
operator.v0.0.1.158f402e25397146","namespace":"openshift-
operators"”,"selfLink":"/api/v1/namespaces/openshift-operators/events/elasticsearch-
operator.v0.0.1.158f402e25397146","uid":"37b7ff11-4f1a-11e9-a7ad-
0271b2ca69f0","resourceVersion":"523264","creationTimestamp":"2019-03-
25T16:22:437"},"involvedObject":{"kind":"ClusterServiceVersion","namespace":"openshift-
operators”,"name":"elasticsearch-operator.v0.0.1","uid":"27b2ca6d-4f1a-11e9-8fba-
0ea949ad61f6","apiVersion":"operators.coreos.com/vialphal”,"resourceVersion":"523096"},"re
ason":"InstallSucceeded","message":"waiting for install components to report
healthy","source":{"component":"operator-lifecycle-manager"},"firstTimestamp™":"2019-03-
25T16:22:43Z","lastTimestamp":"2019-03-25T16:22:43Z","count":1,"type":"Normal"}}
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% 6 =1 ﬁgiﬁﬂlm

BeETREHAS

& A LUE R CLI st OpenShift Container Platform web $E#I& % & OpenShift Container Platform &
BHMBER,

BESMARE
B LTE CLI P EEEEAE.

FRFM

o W& % Cluster Logging # Elasticsearch,

i
KE$E¥ E o

1. HAE A BB 212 CONSOLE (stdout),

I $ oc -n openshift-logging set env daemonset/fluentd --list | grep LOGGING_FILE_PATH

e IN3R LOGGING_FILE_PATH #5m¥—x4 (FAINXE) , 1HM Pod FRTEMIIE {EMR logs
EJ—%'_;ETTEU Fluentd E/L.\i'{q:ﬂljp\]‘@‘

I $ oc exec <any-fluentd-pod> -- logs ﬂ

ﬂ e E BEINESS Pod W&, R |OgS BIEIBYZE 4%,

flan :
I $ oc exec fluentd-ht42r -n openshift-logging -- logs

e MRFEANZE LOGGING_FILE_PATH=console, HERERKFEEICRKEAR
stdout/stderr*, ETTLUEF oc logs [-f] <pod_names> &S EhFHER, Heb -f @ik,

I $ oc logs -f <any-fluentd-pod> -n openshift-logging ﬂ
ﬂ *E' Ib\”&%%ﬁ Pod E’J%ﬂ—\ {EFH -f3 Iﬁ_JL/LEEEJTIEE IL.\EF'E’JP\]‘@%;
4N -

I $ oc logs -f fluentd-ht42r -n openshift-logging

HHMEEIERR,
%ki)\'l%)ﬂ-lz, Fluentd }‘AEIL;\E’JEEF @HXE/L.\Q

6.2. £ OPENSHIFT CONTAINER PLATFORM WEB 4|8 EEHEEEHE
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&\ LLTE OpenShift Container Platform Web 6| & & EEEHE.

FTRFH

o W& % Cluster Logging # Elasticsearch,

iz
HEERFER

1. 1£ OpenShift Container Platform &, # A Workloads - Pods,
2. MTHIZ H AL openshift-logging Wi E.

3. R A fluentd FIZEHIE— P HEILFINESR Pod,

4. =it Logss.

BINERT, Fluentd MBEMREFIALEE K,
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& 75 {1 KIBANA EE&EHAE

557 = {#f KIBANA B &&EHE
EREEBHATRICKEN RERE Kibana web 1§45,

7.1. 53] KIBANA

Kibana BE T ITERAEGIG T E, "@LERRE. LR GHE. AEL REIERZE R SR M
A, KEH, RRMUHCEEEEE,

=
=k

AR
JB 3 Kibana :

1. 1£ OpenShift Container Platform ##l#& # /X Monitoring - Logging,

2. EABEEXE OpenShift Container Platform 4 & B R EIEH T E %,
Kibana FREF I, EIMAERTLL

o (F 8 Discover Tl EEZRF N IEBEIE,
o (FfH Visualize TTEX#IEH 1T IR TR,

e f{#FH Dashboard TEBIEH EE B E LAUERR,
FRFEE Kibana REMNARTBE T AXHEMSEE, HXEER, 1HSM Kibana X4,

35


https://www.elastic.co/guide/en/kibana/5.6/connect-to-elasticsearch.html

OpenShift Container Platform 4.2 B&it %

B8 ERESFHFATILKEE

8.1. 9&?@6 $E¥E ,L,\lﬂi
R A B0 R R 2 F| OpenShift Container Platform &/, A LUFTUATERE,

B%#‘%ﬁi}éﬁﬂ BNENITXLERE A, LIREHARICRXENERERS, WF
BSER, HEHAERERARILKEERS

WFIEZEIRESH Operator AMEERTH, EHEENEERLEESNMHENEENFH
%, NMJFTMELER, ESHIEZE Operator BT HFHEE

811l XFEHEBEMBEEREHHETILK

OpenShift Container Platform S8 BKIC KB IT A B ERINEE LR, ZEBEE X h/NE
OpenShift Container Platform &&817 T V1L,

UTRZFHASE-NROEFBSICKEE KR (CR), BAUAERIEEHAKICKLAHEE
$E¥ H Ib\lﬂ%%ﬁ%o

MRBEAMNERERICRRE, ATEEFERASRACR,

MREBENLEE, HREFEFEN R CRIFTENS. 'FXC)puTTité%ﬁEfEﬂ%;&W HEEFEN
AU THERE, HSH RE IR TRERERSNMENESER, SETUEREFAERILRE
E M BHIRZ A HTHIME R,

8.1.1.1. BB B ERF A FIC %
&\l LURIL 821 openshift-logging Wi B AEENER AKIC KB E L HRREBEE A TILRINEG

BRI DR ENHREFERATEMAMS

P{E# CPU
RE] LUME R AR CPU {HIEK resources 3, LU AZEK AN HMER CPU MIRNEIRE :

spec:
logStore:
elasticsearch:
resources:
limits:
cpu:
memory:
requests:
cpu: 1
memory: 16Gi
type: "elasticsearch”
collection:
logs:
fluentd:
resources:
limits:
cpu:
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memory:

requests:
cpu:
memory:

type: "fluentd”

visualization:
kibana:
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
type: kibana
curation:
curator:
resources:
limits:

memory: 200Mi

requests:
cpu: 200m

memory: 200Mi

type: "curator"

Elasticsearch ##fi&

B 8 E RERRHSICKEE

& ] LA{# A storageClass name 71 size %, 7 Elasticsearch SR EBERFAMFHEEFI KRN,
Cluster Logging Operator & FiX &S H Elasticsearch &R AFRHENEIE T m A&

PersistentVolumeClaim,

spec:
logStore:

type: "elasticsearch”

elasticsearch:

nodeCount: 3

storage:

storageClassName: "gp2"
size: "200G"

AfFlhIEE, EEPNEMNURT R EENER 200G B gp2 Z %8 PersistentVolumeClaim, &4

IR FHREDRIRZ R,

Elasticsearch & HI5Hg

A% storage L2 FEEE R NS BIHN FiE,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
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fRe] LLR T 1% BRI SR E AN AR R B R REUIE T mz (B & %l Elasticsearch 3 :
e FullRedundancy, &1FE5|M9 HFTBEHEEMHIBET =L,
e MultipleRedundancy, &5 F2mEI—FHIET =L,

¢ SingleRedundancy. &M FEAHRNEIAR, AREFEEVHIMRIET R, BEMEKRET

REARE,
e ZeroRedundancy, FRIEDHHETEIAR, MRV REXHHALAEWE, NAgELERERER
*EQ
Curator E

LA cron #0387 Curator BIFE,

spec:
curation:
type: "curator"
resources:
curator:
schedule: "30 3 * * *"

8.1.1.2. BMEEH AR IL XA E IR
PR 2FERant TSR EREH EiC K B E LRI R,

ERERFARILRAE L HERRA

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 2
resources:
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage: {}
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:
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B 8 E RERRHSICKEE

cpu: 500m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: /5 * * * *"
collection:
logs:
type: "fluentd”
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi

8.2. EE&%E¥ H /p\lﬂiﬁfi'v@u

& Z{EH Cluster Logging Operator 5% Elasticsearch Operator EIRHIFFEL Y, EJF Operator
WE N FEZFERE

HHRERSET, Operator RN CR AEYE(L, ATFIFFERTH, ERATEERS N HANEE
Ftoe

BF

WFIEZEIREH Operator AMEERTH, EHEENEFERLELESNMHENEENFH
%, NMBFTMELER, ESHIEZE Operator BT HFHEE

EZEWRLET, Cluster Logging Operator (CLO) &XEHHEKILKBE LHIR (CR) B UHITIE
N, FXHEERE TR EE

OpenShift Container Platform AS7E T 75 & B Hp 8 BRI R A IF OpenShift Container Platform &8
WEN"IEZE (Unmanaged) "R,

pa -3

HIESRS Elasticsearch Operator (EO) KB NIHEZEIRE, 31 Cluster Logging Operator
(CLO) RENZERS, M CLO £KILFEX EO #ﬁE’JEE& F-h EO B CLO #1T&
2,

8.2.1. EE&$E¥E /p\lﬂifﬂ:ii'lj(/ux
R Cluster Logging Operator IX B N ZEZERE, FREEXALL Operator EXEBYAH :

® Curator CronJob ;
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® f[lasticsearch CR ;
® Kibana Deployment ;

o HEWE LS DaemonSet,

NREEZERTSTAHXLEA H31T8E SR, ] Cluster Logging Operator {14 BiX LK,
==
fE Cluster Logging Operator ;R OIS ERE 2/, FZERHARILKIMNEFRERE
%ﬁ-c

SeRFH

o W& % Cluster Logging Operator,

iz
1. £ openshift-logging i B %A &K E A KILKEE X FIR (CR) :

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance
apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

metadata:
name: "instance"

spec:
managementState: "Managed" ﬂ

Q HERIRSIEE N Managed 5 Unmanaged.

8.2.2. X Elasticsearch IR A

875 Elasticsearch Operator IXE H #EZ EIRAE, FrEERALL Operator B2 Elasticsearch #E
X

NREEZERT TN LA 3178, NI Elasticsearch Operator 4 FRiX L E K,
p= Y=

1E Elasticsearch Operator ;R EIEIZEIR S ZHI, IEFZE Elasticsearch EH AR BEWE
e %ﬁ-c

FRFH

o W& Elasticsearch Operator,
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e EB75 openshift-logging 7B # Elasticsearch CR B9 :

$ oc get -n openshift-logging Elasticsearch
NAME AGE
elasticsearch 28h

P
%% openshift-logging T H F# Elasticsearch B E ¥R (CR) :

$ oc edit Elasticsearch elasticsearch

apiVersion: logging.openshift.io/v1
kind: Elasticsearch
metadata:

name: elasticsearch

spec:
managementState: "Managed" ﬂ

Q HEERIRSIEE N Managed 5 Unmanaged.

pa -3

HIESRS Elasticsearch Operator (EO) KB NIEZEIRE, F4F Cluster Logging Operator
(CLO) RBANZEBEWRE, M CLO &L REX EO #ﬁE’JEE& RN EO B CLO #H#1TE
B,

8.3. EH %E¥ E /L,\T«Ei
Al LUFE A ER B 7E openshift-logging T H PSR HEKICKEE KR (CR) REBSEEHEKIC R,

Cluster Logging Operator &5 £ HFIC K CRMER, QIBEMERVNBRICRAEMYE, FENHHE
§5IE /b\lﬂ%ﬁﬁgo

%ﬁlﬂuﬂiCRE?F%%EMIE%EEX /J?/EX(CRD) EEE N EENEFATICREE, ¥R

EHAFRICKAE IR (CR) =Hl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
creationTimestamp: '2019-03-20T18:07:02Z'
generation: 1
name: instance
namespace: openshift-logging
spec:
collection:
logs:
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fluentd:
resources: null
type: fluentd
curation:
curator:
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
proxy:
resources: null
replicas: 1
resources: null
type: kibana

o TLUEHARILRETHZERS, FEEARVYESE2ERINMHGNREMHL.

e T LLETTE cluster-logging-operator B3EFESUELUMIMNEL E, BEEBIEREARICKAH
BIERR

o E.I-l’j\ﬁﬁqjﬁ? T#%Eﬁlﬂuﬂ%?ﬂﬁ:? fEﬁEE’JT"/ o

SEHARICEKFAFELSNEAYE, FERIT—NHZNGEBREE, BNFEBEEE openshift-logging T H #Y
cluster-logging-operator S EHE LHIMNEL 2R EN, FEFNER,

BT IZf T T e R ER R

I $ oc -n openshift-logging set env deployment/cluster-logging-operator --list | grep _IMAGE

ELASTICSEARCH_IMAGE=registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2 ﬂ
FLUENTD_IMAGE-=registry.redhat.io/openshift4/ose-logging-fluentd:v4.2
KIBANA_IMAGE-=reqistry.redhat.io/openshift4/ose-logging-kibana5:v4.2 e
CURATOR_IMAGE-=registry.redhat.io/openshift4/ose-logging-curator5:v4.2 ﬂ
OAUTH_PROXY_IMAGE-=registry.redhat.io/openshift4/ose-oauth-proxy:v4.2 6
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ELASTICSEARCH_IMAGE #BZ& Elasticsearch,
FLUENTD_IMAGE Z8% Fluentd,
KIBANA_IMAGE £ Kibana,

CURATOR_IMAGE %82 Curator,

00009

OAUTH_PROXY_IMAGE “/j OpenShift Container Platform & . OAUTH,

X LG AT RE LR BN T =

BT
HEICREE B Cluster Logging Operator B, A THBHE.

8.4. Bt i& ELASTICSEARCH LATFfEFI 2L IR H &3
OpenShift Container Platform & Elasticsearch (ES) /252 IE B S8R,
BRI LART Elasticsearch BREHTHI— SR EIE

® Elasticsearch &7 ;

o MAEERINIEET RZASHLK, GEMNTEEHIRES ;

o RUFHERRT Elasticsearch $XIBHET 7],

A EYEUH Elasticsearch 778, JaiiiIAERS, Elasticsearch Pod BIRESEEAIER, XA
BESBARPES R, FEEXEIEXDH,

Elasticsearch R REHBERN AEFE, B Elasticsearch T HEE 16G RFEEHRERFIE K

(requests) FIRRIE (limits) MIEE, RIFEBHHBFTILTBEELTEFAERE. &AM OpenShift
Container Platform "7 sm4H AT BE R /& LASZ #F Elasticsearch 8, & J17E OpenShift Container Platform
SREPRNAANT R, FTeEMEABRUSKESNANERIZIT.

B Elasticsearch TV REF A UERBEMAREFIRE Fi21T, BEETBEHREIGIHEM,

p= Y=
INSRIF Elasticsearch Operator (EO) KB NIEZERS, FIF Cluster Logging Operator
(CLO) REEHSEIRA, Il CLO £5FEIEN EO #4THED, M EO M CLO HHTE
I,

8.4.1. Bt & Elasticsearch CPU MR ZR(E

BMAHHASE R VFHEE CPU MINFRIE, BN IZTHEFohHEXE(E, EH Elasticsearch Operator
KRB EHWELIHRIMENE K,

B Elasticsearch TV REF AT UERBEHAREIXE Ti21T, BEEFBEHDREVCIEM, SFEIR
B, NEA Pod MiIZOBHBEN TV TFERIAN 16G, RIFNEDN Pod DEEFEIT 64Gi MR EZ K

==Y
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FRFH

o W& % Cluster Logging # Elasticsearch,

i =
1. £ openshift-logging i B 4 {E&EE A KILKEE XFIR (CR) :

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
resources: ﬂ
limits:
memory: "16Gi"
requests:
cpu: "1"
memory: "16Gi"

ﬂ RIBEEIEE CPU MIRERE, MRXLEZEH, N Elasticsearch Operator KX EEIA
H, SlNBUHRRKSHBENTE,

IR T Elasticsearch CPU MINEFEREE, B IR BRUE REFRHIE,
fBlgn -

resources:
limits:
cpu: "8"
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

Kubernetes —fi% 8 1& 17 &= CPU it &, DOES A1 Elasticsearch {FARIEERIRH], 7

requests # limits 1% &8 891E AT LUAR Elasticseach ATLMEREZEEZE S EHAH CPU M1IRE
#HE (BETRERWAA CPUARE) .

8.4.2. Bidi& Elasticsearch & HllRB&
&R LARE YN R B R BB 17 s 2 (B & %1l Elasticsearch 2 F :

FRFH

o W& % Cluster Logging # Elasticsearch,
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it
1. 1E openshift-logging % B 4R HHIC KB E L FIR (CR) :

I oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ N FREETRER, ERREREENA.

® FullRedundancy : Elasticsearch &8RSN ED A RESHEENBIET =, XA
REEENEELME, ERNEFESARENHIFAMERE.

e MultipleRedundancy : Elasticsearch 8RB E D F T2 E HIE— F R EUET
Mo IXAITEREMMMREZ FRHRIFHITER,

e SingleRedundancy : Elasticsearch HBNHREINED FEIEF—1EIXR, REFEED
AR =, BEMERATRETRE, F/H 5 MNREZL &N, el
MultipleRedundancy, EARBERF LLERAE S A F #4 Elasticsearch 1 smHIERE,

® ZeroRedundancy : Elasticsearch AHIEED FREIAR, WIRT KA EEFE, N
ERBHERE, MREEXEMEMIERSYE, HNELRT B 2HMA/PVC
1D/ IR SRBE, BILAE EEEA RN,

% E,E
| FRBIEMRAIED FBEBEZET Elasticsearch BB 7 B,

8.4.3. it & Elasticsearch 1%
Elasticsearch BEF AT E, FHREBIR, Elasticsearch MRS,

DIk

a®
1E Elasticsearch FHEHR A NFS EERESHFTAMLS (E @S NAS bl

Gluster) , BN Lucene #KiiiF NFS TREMIXERGIT . IR ARGHN E Ath /o]
AEER 7’i$
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FRFH

o W& % Cluster Logging # Elasticsearch,

it

1. HESEHAKICE CR, BEMBDNENEET <5

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ENHEEI PVC,

AHIFIEE, KEFHESNEET REBAERTHR200G"H AWS B SSD (gp2) #HEH PVC,

8.4.4. /i Elasticsearch g & emptyDir 77 i

R A LU emptyDir 5 Elasticsearch AR B —NEERE, N EE—BESEFMAE Pod 1

HIEHMEE R,

ﬁ E,E
l A emptyDir i, #NRF/GKEFHEBE Elasticsearch, HIENEX,

FRFH

o W& % Cluster Logging # Elasticsearch,

ik S

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

8.4.5. 1% Elasticsearch 22 FF &

BNERT, TEMBRICTKEEASYRIERE T EBEHKILFKM Elasticsearch, RIS A —1 re-
encryption termination BN AIBEEH, LASCEIANERYT Elasticsearch B (] EFRERENIE,
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FH, AR UENBOE—NEFINFBIRE, £A OpenShift Container Platform 5 H1 2 &4/
Elasticsearch CA IEF LLMAERT 7] Elasticsearch, AR, EHEELUTIE BB cURL iFRFE A
Elasticsearch 783 :

e Authorization: Bearer ${token}

® CElasticsearch EFIMNH IR B FI Elasticsearch APl 1E XK,

TERER, EALAMEF Elasticsearch £2¥ IP 1/5[7] Elastiscearch :

BRI LAMER LA a4 2 — K EX Elasticsearch ££8% IP :

$ oc get service elasticsearch -0 jsonpath={.spec.clusterlP} -n openshift-logging

172.30.183.229

oc get service elasticsearch

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

$ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -- curl -tlsv1.2 --insecure -H
"Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

o W& Cluster Logging # Elasticsearch,

o EwIBATBEBVIRNR, EREVIFHEBSE,

b =
X 44 ERB /N FF Elasticsearch :

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. M Elasticsearch $2EX CAIEBFHE A admin-ca X :
$ oc extract secret/elasticsearch --to=. --keys=admin-ca
admin-ca

3. LLYAML X R O] Elasticsearch IRSBIEH :
a. FRAUTARLUE—D YAMLX 4 :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
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name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

ﬂ 75hN Elasticsearch CAEHSHFEAT—H PR S, BRI E—LEFRMBRHNAE
B spec.tls.key. spec.tls.certificate 7 spec.tls.caCertificate %1,

b. IZ2{TLL T e 5 Elasticsearch CA UEPRMEEUIEMEE YAML & :

I cat ./admin-ca | sed -e "s// /" >> <file-name>.yaml|

c. DIEERRH :
$ oc create -f <file-name>.yaml

route.route.openshift.io/elasticsearch created

4. ThERBAFT Elasticsearch AR :

a. IKEXUE ServiceAccount B HE, LUEIEIEKPEHR :

I $ token=$(oc whoami -t)

b. JHEAIEM Elasticsearch BHXE HINELE,

I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. EXERARTOIERIN, 1HZITU TS IEE AT H ;A Elasticsearch :

curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}"
"https://${routeES}/.operations.*/_search?size=1" | jq

HAa R ELFa0F -

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 944 100 944 0 O 62 0 0:00:15 0:00:15 --:--:-- 204
{
"took": 441,
"timed_out": false,
"_shards": {
"total": 3,
"successful": 3,
"skipped": 0
"failed": 0
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"hits": {
"total": 89157,
"max_score": 1,
"hits": [
{

"_index": ".operations.2019.03.15",

"_type": "com.example.viag.common",

"_id": "ODdiNWIyYzAtMjg5NiOTAINWE3MDY 1MjMzNTc3",

" score": 1,

"_source": {
"_SOURCE_MONOTONIC_TIMESTAMP": "673396",
"systemd": {

"t {
"BOOT_ID": "246c34ee9cdeechb41a608e94",
"MACHINE_ID": "e904a0bb5efd3e36badee0c",
"TRANSPORT": "kernel"

b

"u™
"SYSLOG_FACILITY": "0",
"SYSLOG_IDENTIFIER": "kernel"

}
}

evel": "info",
"message": "acpiphp: Slot [30] registered",
"hostname": "localhost.localdomain”,
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.128.2.12",
"ipaddr6": "fe80::xx:xxxx:fe4c:5b09",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2019-03-15T20:25:06.273017+00:00",
"version": "1.3.2 1.6.0"
}
3
"@timestamp": "2019-03-15T20:00:13.808226+00:00",
"viag_msg_id": "ODdiNWIyYzAtMYTAINWE3MDY 1MjMzNTc3"
}
}
]
}
}

8.4.6. =T Elasticsearch ZIRFN|

&\ LATE Prometheus FR & & X LR AN,

g

Eid ik L

ElasticsearchClusterNotHealt EREBIRSHN RED EVAE 2 08, EETESERE, 2K critical
hy BEFR KRB master 17 B RILE,

ElasticsearchClusterNotHealt EREBIRSHN YELLOW ZEANE 20 2%, ELESHBIRE RS warnin
hy @EO g
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ik b s5EH
ElasticsearchBulkRequestsRej  SRBEPTmM#MtEEMERS, T RAIELEAR LREIEHE, warnin
ectiondumps g

ElasticsearchNodeDiskWater SRR R BRI EKML, DRTEBOERALLT R, N alert
markReached ZEERRT RN INE 2 A2,

ElasticsearchNodeDiskWater %aﬁqﬁ%aa‘ B A A%, BEETRE, FESRNEFS high
markReached CEIHM T =, BERATRAINESHMEZE, XBEEFSES
Jl:tﬂﬁﬂ']lﬂ?é%h

ElasticsearchdVMHeapUseHig  SREF T R LW JVM HEREH <value> alert
h

AggregatedlLoggingSystemC EBFT R EBRY CPU FEREE <value> alert
PUHigh

ElasticsearchProcessCPUHigh  5REf# 17  EHY ES 752 CPU AR Z <value> alert

8.5. fici& KIBANA
OpenShift Container Platform {8 Kibana .7~ Fluentd I3 H Elasticsearch 33|89 H &EIE,
&R LAY R Kibana SREEILTTR Y, F79 Kibana 77 RECE CPU F1R7E,

p= =1

B%#‘%Eiﬁéﬁﬂ BNENITXLRE A, LIREHAKICRXENERERS, WF
BSER, HEHNERERERICKEERT,

WFIEZEIRTEH Operator AMEERTH, EHEENETERLEESNMHENEEMFH
%, NMBFTMELER, ESHIEZE Operator BT HFHEE

8.5.1. fidi& Kibana CPU #1 R7Z[R{E
BAHAEIRE AR UFHEE CPU MIR1ERRIE,

b =
1. £ openshift-logging i B 4 {E &K E A KILKEE X FIR (CR) :

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
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name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy: 9
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi

@ HEEEHETRHEH CPUMNERIE,
@ 5T Kibana RIBHEM CPU MINTEIRE.

8.5.2. § & Kibana LUSLHI T &R
&R LAY & Kibana ERBLLSLII TR,
ik =
1. £ openshift-logging i B 4 {E &£ E HKILK B E LFIR (CR) :

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 7 ERIEE.,

B 8 E RERRHSICKEE
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8.5.3. A EE (toleration) 3iZ4l Kibana Pod &

EA LRI TE Pod EERAAR (toleration) 3i%Hl Kibana Pod TEWFLE Y s Ei21T, FFRHLEE M TEM
T AE XL =,

e LhEd SR ERIC KB E LR (CR) HARMAEZ Kibana Pod, FH&@d T mMA&RITR (taint) M

AR &R, TR LS RE— key:value X, BIETT RPERAEARBIFILIG MM Pod, Bl ER&A
EHM Pod LEANKEE key:value X, ATLUAIRIN Kibana Pod BEWSEIL T s LI 1T,

FRFH

o W& % Cluster Logging # Elasticsearch,

it =
1 EAUTHS, B5RIEINEIZEEE EFE Kibana Pod B9 = :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— i)y kibana BfE 7 node B75 5, 753 ER 2 NoExecute, &i/iifE
F3 NoExecute /5 =X i&. NoExecute (X JiE 5i5 =LA Pod, FHHRAFITEMIIA Pod,

2. JRHER AR A E LR (CR) B visualization 284, LUEZE Kibana Pod BIABE :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 EARINETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
157 NoExecute X,

N
ali%) 187 tolerationSeconds S#1, LUXE Pod fE#Z& H AT LURFFSL E BT s RS

AN~
o

IBEZRES oc adm taint S I|ENIG RICE., EFHLERH Pod BETFAEE nodel L,

8.5.4. 2% Kibana Visualize TE

f&Bf Kibana BY Visualize 1£71£, EAUGIEB T HERSEENMHLFERNR, LEEBOARAF
(cluster-admin = cluster-reader) FENSIRIRERE, MBZLEH., Pod MBBREEEFHZE.
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P
INERRFIEH M Kibana Ul X4 :
. BAENE, WKENZE Cluster Logging Operator Ff ZiA GBI Kibana B :

$ oc get routes -n openshift-logging

NAMESPACE NAME HOST/PORT

PATH SERVICES PORT TERMINATION WILDCARD
openshift-logging kibana kibana-openshift-logging.apps.openshift.com
kibana <all> reencrypt/Redirect None

2. ¥KHY Elasticsearch Pod B9 FF,

$ oc get pods -I component=elasticsearch

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6écdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

3. I RFEENA I RRE
a. LUERRZERIMIERRIA -~ F 10 EFE Kibana {{ZR1R.

I https://kibana-openshift-Iogging.apps.openshift.comﬂ

Q Kibana E&ERTTERY URL.

b. MR TR Authorize Access TUH, HILFEFMANIR, B = Allow selected permissions,
c. BH Kibana 1R,

4. {FB{EM Elastiscearch Pod B9&#5, M Pod FRIEEHITIBZTUA T 645 -
I $ oc exec <es-pod> -- es_load_kibana_ui_objects <user-name>

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwbk -- es_load_kibana_ui_objects
<user-name>

Kibana ¥f & (#0fl b, {UFRRE) BITEIELL kibana.{user_hash} 3| REFE
Elasticsearch &1, &8 LUf#EF userhash=$(echo -n $username | shalsum | awk '{print
$1}) €3S IKEX user_hash, ERIAE R T, Kibanashared_ops ZBIER L IFEFEEHEE
FABNFRERMH£ERS], FHEXA Kibana M RTHIBEEREER kibana &5/,

EAEE KRR LA ER S A/ S HIhEE, SUETEA curl eSS TEIEREA
Elasticsearch 3RBIE NEER M SF A,
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8.6. ELASTICSEARCH #iEEE

Elasticsearch Curator TEE 2 FSEH /3% LA B HEMBPUT HE 4 8E, Curator IRIBEEEINIT
B,

Cluster Logging Operator f§%%% Curator REEE, EaIEAEHEKICKBE LHIREE Curator
cron it¥l, HALEE LN ETIE openshift-logging i B A # Curator ConfigMap curator (& T
Curator BCE X4 curator5.yaml LA & OpenShift Container Platform BE X EBEB X config.yaml) H$k
EIJQ

OpenShift Container Platform fERER{E A config.yaml 34 X Curator action {4,

(FI3de) BRI AE AL action XX, Bt gttt e, MAILAMER Curator IREEHI A EHRZITHIME
fAlRE, B2, NEWSHAFEALIIEE, EAMERXHRIRERN REEMMIT, FHrAIREFEM
Elasticsearch FIfR L EMFRE|/ X B, KZHAFINFBN Curator EBEME, FTF4wiE action X,
8.6.1. Bt & Curator it Xl

BRI UEABRERBTICRREVBINER B RICK A E LHIREREE Curator R,

FRFH

o W& % Cluster Logging # Elasticsearch,

AR
& Curator AR :

1. 4% openshift-logging Ui B FHIEEHKIC KB E LHTIR :

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

curation:
curator:
schedule: 303 * * * ﬂ
type: curator

ﬂ LA cron #& =0 $8 %€ Curator BIFE,

% -
- I X 24RHE Curator Pod 21T ARFEMI EAL T RRIXE,

8.6.2. it & Curator &3 |4

RAILARC & Curator, LUBIBIREE X EMIPS Elasticsearch B, AU BRI ET EEREANILE, 1
AURELBEEHNAE, £REENBAEEAREENTE, BETBEEHANLESEBSERXE,
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B 8 E RERRHSICKEE

FRFH

o WIMRERERBTILE.
i
frBRRBI -

1. %%E OpenShift Container Platform B X Curator ER& 4 :

I $ oc edit configmap/curator

2. REFEXEUTSH :

config.yaml: |
project_name:
action
unit:value
ATANSHWT :
3 8.1. Wi A&
BEAM ek
project_name T B #SEPR&#R, 140 myapp-devel, *fF OpenShift Container
Platform operations B, 15{#H .operations £ 171 B £,
action LRIRZ % delete,
unit FAFMERAEAR, =TLLZ days. weeks 5k months,
value R vE &

5% 8.2. i ik

LEAHR ek

.defaults &/ .defaults {5 project_name, =/ iEkIgETIE ZEBERRIA
(ER

.regex 51 8 &R CEC R E N RiA KR,

pattern BHRBEERE YMIENFRAR, BHEBISER,

BN, ¥ Curator BEEE N :
o iRk myapp-dev i B A {FFENS AT 1 KEFRS]
o Bk myapp-qe Wi B FRFFERTEIFET 1 M EHINFRE]
o [HERAFFERS (AT 8 M EHIMoperationsH &
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o fHBRATA E A FFEN FHET 31 XAIZRA|

o fiHiR5 Aproject\..+\-dev.*$ IE A= PCEC B ZEHT 6]

1 RBIZRE|

S0l
o filiBR5S Aproject\..+\-test.*$ IE | ZRiA P EL B 7N (8 2 RHIFRS|

/-

config.yaml: |
.defaults:

delete:

days:

31

.operations:

delete:

weeks: 8

myapp-dev:

delete:
days:

1

myapp-qge:

delete:

weeks: 1

.regex:

- pattern: "\project\..+\-dev\..*$'
delete:
days: 1
- pattern: "\project\..+\-test\..*$'
delete:
days: 2

BF

4 1%4% months FAFIZVERT SUNIT B, Curator MY AME—RFHITE, MARLA
MYX, Fla0, MRSKE 4 A 15 H, FEEBEMRERIFEAENFEZL 2 AR
(delete: months: 2), Curator A=MHFRBHITE 2 B 15 BREIMZRS|, MEMREEE 2 B
1 BRIMERE], L2V, ERBEFIHABMHNE—X, RAEMNZBHERENNEA,
INRIEAESE Curator EH—L, NZFHEA days (6140 delete: days: 30) .

8.6.3. Curator =5k

IRAI LIS BBA T h (S Bk iR Curator, B8N, #NE Curator AbFRVUAE, BEABHEEKRIBMHER,
B LIRS BELFALFES, MABLFESFS —RBAEIZIT cron £%,

FoRFM

W& % Cluster Logging # Elasticsearch,

it

J5 B Curator Vi HEFHF Nk F—R Curator ##1F

1. J2 A Curator B9 A& :
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$ oc set env cronjob/curator CURATOR_LOG_LEVEL=DEBUG
CURATOR_SCRIPT_LOG_LEVEL=DEBUG

BEBERIT

® CRITICAL : Curator (X ZR™EH R,

® ERROR : Curator [UZRERFTEHE R,

e WARNING : Curator X EREE1R, BEMTEHR.
e INFO : Curator (LEREE, ik BEEMTEHEHE.

e DEBUG : R EdFrAEEESN, Curator (R RIETEE,
EIME N INFO,

£ 2 HEILKTE OpenShift Container Platform ?T@%%F%Efﬂii (run.sh #1 convert.py)
8 OpenShift Container Platform B E X IfEZ0

CURATOR_SCRIPT_LOG_LEVEL, RiEEE, X TEXRBES
CURATOR_LOG_LEVEL 8 RIBY{E #HATRIA it

1. f% F—R Curator 4% :

I $ oc create job --from=cronjob/curator <job_name>

2. R TS REIESH Crondob :

e #{Z CronJob :
I $ oc patch cronjob curator -p {"spec":{"suspend":true}}’
e k& CronJob :
I $ oc patch cronjob curator -p {"spec":{"suspend":false}}'
e HX CronJob A :
I $ oc patch cronjob curator -p {"spec":{"schedule":"0 0 * * *"}}' ﬂ

Q schedule £ #5 cron XA HE,

8.6.4. IEHIA{LERE FEZE Curator
MR ITIERACERE REE Curator, 1IEFEHATHHEER,

FoRFH

o W& % Cluster Logging # Elasticsearch,

° 'l_.f'%g¥ H Ib\lﬂ%lﬁ jji'i
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AR
ERARRFERLU TR EXECE Curator :
o MREMANIE
1. BIEHEBHREE :

a. M Curator E2EBRET & #l Curator EEi&E X4 F1 OpenShift Container Platform B E X Ed
B, FHhellonaEamasc s

I $ oc extract configmap/curator --keys=curator5.yaml,config.yaml --to=/my/config

b. Yw%& /my/config/curator5.yaml #1 /my/config/config.yaml {4,
2. MMBRIIAER Curator ELBMRST, FHIF4HEER YAML STEZRINEIFT Curator ESERRST R,

$ oc delete configmap curator ; sleep 1

$ oc create configmap curator \
--from-file=curator5.yaml=/my/config/curator5.yaml \
--from-file=config.yaml=/my/config/config.yaml \
; sleep 1

T—RIZERFERILEE,
o HNRE action X :

1. BB EREE -

a. M Curator BB ST RS §l Curator ECE LA action X4, FAHE10 502 2 ImA
XA

I $ oc extract configmap/curator --keys=curator5.yaml,actions.yaml --to=/my/config

b. 4#%& /my/config/curator5.yaml #1 /my/config/actions.yaml L1,
2. MBRIIAER Curator ELBMRST, FHIFHHEER YAML STEZRINEIFT Curator ESERRST .

$ oc delete configmap curator ; sleep 1

$ oc create configmap curator \
--from-file=curator5.yaml=/my/config/curator5.yaml \
--from-file=actions.yaml=/my/config/actions.yaml \
; sleep 1

T REFFERERLLRE.

8.6.5. {#H Curator Action 314

openshift-logging 7 B ##) Curator ConfigMap @& —* Curator action 32, EaIUEEFEET
fAIE EHIZ T8 Curator #1F,

Ait, M action X, OpenShift Container Platform & curator ConfigMap 89 config.yaml

B, eRENATHETRMEZNAERE, HEEMEA action XX, ENFERSE P ARINHRRNIkE
REBIXLERB|, BLRITBRRBREATUHRNSE, FoRMAmEHBRR,
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B 8 E RERRHSICKEE

BF

action I config.yaml @ 5 kRWIECE S . —B7F1E action XX {4, OpenShift Container
Platform FL272B& config.yaml 32, (NVEIEKAFEA action X, EHFEAIZXXH
ARES AT EBHE R IRIT, FARES BIM Elasticsearch FfilifRHEMZRE| /1L E,

FRFH

o W& % Cluster Logging # Elasticsearch,

o BEHAZICHRENFBERS, LFHBEREN Operator FRERXS, KHERARE
R FEE MAHRENAL,

e
Bdi& Curator LAIFRZRB] -

1. Y@%H Curator ConfigMap :

I oc edit cm/curator -n openshift-logging

2. % action XXHHITLLTEN :

actions:
1:
action: delete_indices ﬂ
description: >-
Delete .operations indices older than 30 days.
Ignore the error if the filter does not
result in an actionable list of indices (ignore_empty_list).
See
https://www.elastic.co/guide/en/elasticsearch/client/curator/5.2/ex_delete_indices.html
options:
# Swallow curator.exception.Nolndices exception
ignore_empty_list: True
# In seconds, default is 300
timeout_override: ${CURATOR_TIMEOUT}
# Don't swallow any other exceptions
continue_if_exception: False
# Optionally disable action, useful for debugging
disable_action: False
# All filters are bound by logical AND
filters:
- filtertype: pattern
kind: regex
value: "M\.operations\..*$'
exclude: False
- filtertype: age
# Parse timestamp from index name
source: name
direction: older
timestring: '%Y.%m.%d'
unit: days
unit_count: 30
exclude: False
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ﬂ 157 delete_indices LU BRE ERIZRBI,

9 {F/ filers LI EEMIRBIZRE], MNFXLESHMER, 1§55 Elasticsearch Curator
X1,

© 5% false ARSI

8.7. BoE H&R I RIS

OpenShift Container Platform {# Fluentd M&EEFFIREREFN BAREFHRE, FHEEBD Kubernetes Pod
#0 F'F“gl ]mE;ﬁ*EEEEI X'u:lf'Ell_.\o

THURERSREMBEME, FRAAMEERGS, Uk NEBSRESFITEMEE.

PRIEFBULER, BNEHITXLERE 2R, LINRHEARICKIXENEZERS. 0F
E%{n/u, ﬁ%ﬁ[yﬂEE&%g¥EIb\LE%ﬂIE’lk/u\o

WFIEZEIRTEH Operator AMEERTH, EHEENETERLEESNMHENEENFH
%, NMFBFTMELER, ESHIEZE Operator BT HFHE

8.7.1. E H /p\lﬁi”&%%& Pod

IRE LUEF oc get pods --all-namespaces -0 wide S S EEFERE T Fluentd B9 =,

it

e
£ openshift-logging B 21T A T4

\\-'

$ oc get pods --all-namespaces -o wide | grep fluentd

NAME READY STATUS RESTARTS AGE [P NODE

NOMINATED NODE READINESS GATES

fluentd-5mr28 11 Running 0 4m56s 10.129.2.12 ip-10-0-164-233.ec2.internal
<none> <none>

fluentd-cncéc 1/1 Running 0 4m56s 10.128.2.13 ip-10-0-155-142.ec2.internal
<none> <none>

fluentd-nlp8z 11 Running 0 4m56s 10.131.0.13 ip-10-0-138-77.ec2.internal

<none> <none>

fluentd-rknlk 11 Running 0 4m56s 10.128.0.33 ip-10-0-128-130.ec2.internal

<none> <none>

fluentd-rsm49 11 Running 0 4m56s 10.129.0.37 ip-10-0-163-191.ec2.internal
<none> <none>

fluentd-wjt8s 11 Running 0 4m56s 10.130.0.42 ip-10-0-156-251.ec2.internal
<none> <none>

8.7.2. icEH & &SR CPU FIRFRIE
/b\”&%%ﬁ)bﬂ:x—f CPU %DV\]T?BETE ‘U%J?éo

it =
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B 8 E RERRHSICKEE

1. 1E openshift-logging %l B 4R HHIC KB E L FIR (CR) :

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
collection:
logs:
fluentd:
resources:
limits: @)
cpu: 250m
memory: 1Gi
requests:
cpu: 250m
memory: 1Gi

@ FRERZRECPUMMNERERIER, LTHERRIME

A& EEZRRYE LOGGING_FILE_PATH IMEZ 8, ATE AREENXHHIKIALIE
/var/log/fluentd/fluentd.log.

FTRFH

o [EBHHBILFKXENEZERS. LFHRERTH Operator MRIEXZH, KHEENTE
TEERES M HARNREMN AL,

b =
% & Fluentd B &M HEALE :

1. YwkE fluentd Daemonset F#) LOGGING_FILE_PATH £#{, ERLUE ERER XM
console :

spec:
template:
spec:
containers:
env:
- name: LOGGING_FILE_PATH
value: console ﬂ

“ BE /L.\%U HAE
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e &7t console FJf Fluentd BRIAIE. £ oc logs [-f] <xpod_name> %Ki H

==
18No

o {HF <path-to-log/f|uentd log> ¥ B &M B A X EITEER X, [ oc exec
<pod_name> — logs 5 REX A& HIE. XERMIAMIZE,
®&E, HACL:

$ oc -n openshift-logging set env daemonset/fluentd
LOGGING_FILE_PATH=/logs/fluentd.log

8.7.4. HEWET#

SFRRITKTE, EEATUEERTRESFTLERSZAERESIEE, ERTRN, B8R
g ILE A EBERE, FE L Kibana ATRERE R KB A F & ERic 5,

Digk

==
[=]

AL SN ASRAEEFRENTIE ; MBI Fluentd L2 BB T Pod,
EE T royy

ﬁﬁﬁ Systemd BFQ/JL ILa\'f/EijILa\IﬁET %/ﬁ7t1¢lﬂo umE’J;Eﬁ'iEHXJ%?%AIﬁEqJ’I\ J

AEXHRERGHIEILIEE, MRGASHIZERE, RE-1TMEHESR, MEEAEX
, R EEBETXHENTR. &EIETLRSEZERE Fluentd HRRPRIE KSR
EQ

SERFMH

iz
1. ZBESE Fluentd ARRFEIFEWIR, 15T EERTE Fluentd ConfigMap FRZwiHE T RECE :
I $ oc edit configmap/fluentd

throttle-config.yaml ##HIE N2 YAML X, HBEUIEAMTUREN TR EFELRERE
HE, BIMENEANT R—RELEX 1000 17, fi :

throttle-config.yaml: |
- opensift-logging:
read_lines_limit: 10
- .operations:
read_lines_limit: 100

8.7.5. T f# Fluentd BY%% A EIEIR R4l

62



B 8 E RERRHSICKEE

4NR Fluentd BEICRBEEHRRABHENRR, NFRDRBXHIARBERNFTREFH LEEE
%O
Fluentd XG0 BAEAAR XML, BRI HEE Z0H X,

ZHRIN TE Fluentd daemonset F# FILE_BUFFER_LIMIT = BUFFER_SIZE_LIMIT

S, BRBLEEHATRIXENREE (unmanaged) KT, LTFHEZEREN
Operator MEIERZF, EHEENFTETEEES M HANRENFAI,

Fluentd buffer_chunk_limit BB¥f152° & BUFFER_SIZE_LIMIT J2E, HEIAE N 8m., ENHHAXXH
SmX K/NHIAEAE FILE_BUFFER_LIMIT R E, HEIAE N 256Mi, FAMESKNBIIKTF
FILE_BUFFER_LIMIT 54 1BFRM4E R,

540, Fluentd pod £ @it PVC SiENIEEASTFAMS /var/lib/fluentd, RS, [HZXIEAEXH
2§;EF Izo

buffer_type #1 buffer_path 7£ Fluentd B2 & X4 H#1TECE, W TR :

$ egrep "buffer_type|buffer_path" *.conf
output-es-config.conf:

buffer_type file

buffer_path “/var/lib/fluentd/buffer-output-es-config"
output-es-ops-config.conf:

buffer_type file

buffer_path “/var/lib/fluentd/buffer-output-es-ops-config"

Fluentd buffer_queue_limit 2752 BUFFER_QUEUE_LIMIT #9{d., ERIAE N 32,

ift575 8 BUFFER_QUEUE_LIMIT 1% (FILE_BUFFER_LIMIT / (number_of_outputs *
BUFFER_SIZE_LIMIT)).

4N%% BUFFER_QUEUE_LIMIT Z2E8BIAE :
e FILE_BUFFER_LIMIT = 256Mi
e number_of outputs =1
e BUFFER_SIZE_LIMIT = 8Mi

buffer_queue_limit #9{E 7 32, ZEHE X buffer_queue_limit, & 7HE X FILE_BUFFER_LIMIT #J
{Ho

EXNARA, MREMAEESEHLEREANER, 1 number_of outputs 1, BNEZ— N HKRHS
#3181, 5130, number_of outputs FI(E Y :

o 1-MNRFAEHEEAEEFA Elasticsearch pod
o 2-MRNARRFBEALZEE Elasticsearch pod, FH ops HEA #EIH— Elasticsearch pod

o 4-MMRNARFBEELEEI— Elasticsearch pod, ops BEAZEEH— Elasticsearch pod,
F BxX i EER L A BN H M Fluentd SE45)

8.7.6. ERIME L EECE A &L K INESS
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IRA LM IR B R IE W Fluentd HEIRE SR E,

MEFAAMBETENSIR, FE N Github B Fluentd README,

FRFH

o FEMABTILFKEBENHEZERS. LTFHEZEKRSH Operator FMEERZH, EHEEATE
xé%?’“%/\éﬂﬁﬂ’]ﬁﬂ%%ﬂﬂﬁo

b =
RIEEE LB Fluentd FMELTE -

I oc set env ds/fluentd <env-var>=<value>
fBlgn -

I oc set env ds/fluentd LOGGING_FILE_AGE=30

8.7.7. *q: E /b\lﬂi”&%%&%?&
DUTERBATICRINES LR, BLUTE Prometheus Ul BY Alerts i£TT £ L& E,

A B0 R E SR ZRARTTE OpenShift Container Platform Web 1£#& B9 Monitoring - Alerts T
h, BREFUTREZ—:

e Firing : TE@ITHARRAEIRFM N true, REEMAEIRREMN Options 5, UEFESZER
HFEEEHS,

e Pending : BEIRFMHZHFIN true, B RIAEIFBIIHT[H,
e NotFiring : HRTRAL EHN,

2% 8.3. Fluentd Prometheus &4

ik HE ek BEH

FluentdErrorsHigh In the last minute, Fluentd fk ERIAHIEE  Critical
<value> errors Bt TiRER=E (BME
reported by fluentd 10) o
<instances>.

FluentdNodeDown Prometheus could Fluentd & Critical
not scrape fluentd Prometheus B BETCEHN
<instance> for more B4 ER Fluentd SE41,
than 10m.

FluentdQueuelLengt In the last minute, Fluentd IR EE2EARHE  Warning

hBurst fluentd <instance> Eff,

buffer queue length
increased more than
32.Current value is
<values.
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Bk HE ek BT
FluentdQueuelLengt In the last 12h, Fluentd fk EFAFIEA7  Critical
hincreasing fluentd <instance> S,

buffer queue length
constantly increased
more than 1.Current
value is <values.

8.8. [FHARERZLEHEEARILK POD NE
B LMERE mi R B ERBREEATICLT Pod EEE T m a7, HBEREMITEAFASTE XL

II\\LL{TQ
17 RABBEZE F 8 key:value Xf, TR ERTRIET T RFRABEFBIFILIT R Pod,

key B& K7 253 M FRVERFAFSH, value NIZH KT 63 NMFRGERFFFH, FRBLMUFE
‘Jié&l? %, FEANEEFHE. HF. EFF. ARM T,

BARBENSEEAERICK CREIRH

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: openshift-logging
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1

tolerations: ﬂ

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 8Gi
requests:
cpu: 100m
memory: 1Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:

tolerations: g

- key: "logging"
operator: "Exists"
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effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 200Mi
requests:
cpu: 100m
memory: 100Mi
schedule: "/5 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

LR BERINE Elasticsearch Pod,
IR BERIE Kibana Pod,
IR BERIE Curator Pod,

R BERME HEILTKES Pod,

- -

8.8.1. [ B B E K124 Elasticsearch Pod &

RAILLEITIE Pod EERAAZEE R4 Elasticsearch Pod fEMFLE Ty i biz4T, FHBFLEEM T EMEER
IXLEETT =,
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T LB EFHSIL KB E LHIR (CR) BB N AE Elasticsearch Pod, F#id T RIS RS R A
AET R, TREHERE— key:value X/, BIgRT mEEFRAAEARRITFILITRE Pod, B FERRE
Hh Pod EBIHFRE key:value &f, BJLAHA{R{ Elasticseach Pod BEWSTEIX T R Li2 T,

ZKiIABERT, Elasticsearch Pod EEUTARRE :

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

FTRFH

o W& % Cluster Logging # Elasticsearch,

it
L ERAUTRS, M5_RnBEEE ERERFHBEKICT Pod BT = :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFIE nodel EE— NN elasticsearch B 7 node B/5 25, 155 R E NoExecute,
B NoExecute R T RUAE 515 mICEH Pod, FMIERAEEINE Pod,

2. YRRERAEIC TR EE KR (CR) B logstore #84>, LUECE Elasticsearch Pod ARZE :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
EERIET RAHE,
157 Exists operator RE TR LB — N HEHN elasticsearch H75 =,

#5E NoExecute &,

0009

("Ji%) 87 tolerationSeconds %1, LUILE Pod TEMHEH BT LURIEFSIEE T BT
—KC

IHEZRES oc adm taint SN RICl, EALHEREN Pod AJLUAEE nodel L,

8.8.2. [HFHREE (toleration) 3ki%#l| Kibana Pod &
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BA LL@ITTE Pod EERAAR (toleration) 3i%%l Kibana Pod 7EWFLE Y s Ei21T, FFRHIEE MR TEM
T AFE AL =,

A LB R A RIC KA E LR (CR) AR AE Kibana Pod, F@i 17 S #lig5 = (taint) N
AR &R, TR L5 RE—1 key:value X, BIETT RERAMEARBIFILIG M Pod, Bt ER&A
EHM Pod LEANKEE key:value X, ATLUAIRIN Kibana Pod BEWSEIL T s LI 1T,

TR

it

o W& % Cluster Logging # Elasticsearch,

1 ERUTGS, F5RRMEIZEEE EFHE Kibana Pod BT -
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
40 -

I $ oc adm taint nodes node1 kibana=node:NoExecute

ABI7E nodel1 LHE— i)y kibana BfE ) node B75 5, 753 ER 2 NoExecute, &4 /iifE
F3 NoExecute 5 5=1%&. NoExecute ({E 55 mILEH Pod, FHMIRACERINE Pod,

2. JniER AR R EAE LR (CR) BY visualization #84, LIUEZE Kibana Pod BB BE :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: )R
157 Exists iz &R, LIEKILE key/value/effect 544,

#5& NoExecute &,

0009

("]i%) 87 tolerationSeconds %1, LUILE Pod MEMHHEH BT LURIFSIEE T BT
—KQ

IEZRES oc adm taint SN mICE., EFHERY Pod BETFAEE nodel L,

8.8.3. [F AR E FIZH| Curator Pod W&
IRA L@ 1E Pod E{ERAAREFIEE Curator Pod LT SR Ei21T, FRLEEM T e {ERA XL

a4
T
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A LB R AR KB E LR (CR) NARERN AZ Curator Pod, Fhilid 17 sl A& 5 s i FA 2
TR, THREHERE— key:value ¥/, BIgRT mEEFRAABEARRITFILIT=E Pod, BT FEREEEH
ftt Pod E{FERAIHEE key:value &f, AT LUFA{R(Y Curator Pod REIETEIZ 17 m EIiE1T,

FRFH

o W& % Cluster Logging # Elasticsearch,

it =

1 ERUTGS, H5RRMmEIZEEE EHE Curator Pod BT R -
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 curator=node:NoExecute

ABTE node1 EE—EH curator BE ) node U755, 75 MR 2 NoExecute, &40
{5 NoExecute /5 =% &, NoExecute (XAE 55 mILEM Pod, FHFRAFTEMIIA Pod,

2. JRiHER AR EAE LR (CR) BY curation #849, LUEZE Curator Pod IRZE :

curation:
type: "curator"
curator:
tolerations:
- key: "curator"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: 050
157 Exists iz &R, LIEKILE key/value/effect 544,

#5E NoExecute &,

- -

("]i%) 87 tolerationSeconds %1, LULE Pod TEHEH BT LURIFSIEE T BT
—KO

HEZRES oc adm taint S |ENIGRICE., EFHERY Pod BETFAEE nodel L,

8.8.4. ERAATE K IZEH B EWES Pod NiE

BRI LLBIT 1E Pod EEARFERMAERERICTKINESS Pod AL T R LizfT, HEILEMTEREE
FIXEE T =,

E bl KB ERICFKEE KR (CR) BABENAR BEICRKESS Pod, F&@d T SRS R
RAEIT R. B ERIE RMAREHR Pod FREIAE CPU (A ZMARINER,

BIAERT, BEILKIESS Pod BEUTREE :
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tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

FTRFH

o W& % Cluster Logging # Elasticsearch,

Pk
1. ﬁﬁql’j\?ﬁ’%7 *l_.f'?g/ \//J\\Dugugﬁﬁiﬂj#E/b\lﬂ%”&%%& Pod E'{Jjﬁﬁﬁn .

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 collector=node:NoExecute

AFI7E nodel1 LHE— i) collector HfE ) node B75 5, 753 E 2 NoExecute, &4/l
{5 NoExecute /5 =% &, NoExecute (XAE 55 mILEM Pod, FHFRAFCEMIIA Pod,

2. JRHER AR R A E LR (CR) BY collection #84y, LUEZE B&iC U ESS Pod WARE :

collection:
logs:
type: "fluentd"
rsyslog:
tolerations:
- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

*E' //J\JJ[IE'J TR E"J%ﬁo
157 Exists iz &R, LIEKILE key/value/effect 54K,
57 NoExecute 3R,

(FIi%) #87E tolerationSeconds S8, LUNIE Pod E#:Z H I A LUR ISR EEI s AR
£,

0009

AR ES oc adm taint S OIEMNI5 mILE, EELLARK Pod 85 AEE] nodel L,

8.8.5. Hth ¥R
MBEXTRNBRENELZER, HEWERT 555124 Pod iI&

8.9. I OPENSHIFT CONTAINER PLATFORM H &4 E RN BB 1% 75
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TRAI LAY Elasticsearch B A EXEISER %75, MNAERIEE R Elasticsearch £ 488 syslog ARF5 2%, £
AILAERE Fluentd, BHENBEEL XN REERES.

pa -

PRIEFDBE U, BNEFTILEREZR, YIHEHBTICTRENFZERS. 0F
BELER, HHNERERASILREERERT,

8.9.1. Bt & H &N LS LU B & K EEI A EB Elasticsearch 241

HEKES N HEAEE Elasticsearch EREBEH ES_HOST. ES_PORT. OPS_HOST #0
OPS_PORT Mg By, AREASEME ES_ HOST Bivtt, 1£/FB S5 EME OPS_HOST.

pa -

AL FHMAEEZELZEE AWS Elasticsearch 524, 8 Fluentd Secure Forward f¥ B &
EMEEIREEHFEEE T fluent-plugin-aws-Elasticsearch-service &4 Fluentd 52

I8

FRFH

o W& % Cluster Logging # Elasticsearch,
o 4{'$E¥E Ib\lﬂ%lﬁ jjj'i

b =
S A S EMEBNEEM Elasticsearch S :

1. 7£ openshift-logging il B F%i%H fluentd DaemonSet,

$ oc edit ds/fluentd

spec:
template:
spec:
containers:
env:
-name: ES HOST
value: elasticsearch
-name: ES PORT
value: '9200'
-name: ES_CLIENT_CERT
value: /etc/fluent/keys/app-cert
-name: ES_CLIENT_KEY
value: /etc/fluent/keys/app-key
-name: ES CA
value: /etc/fluent/keys/app-ca
- name: OPS_HOST
value: elasticsearch
- name: OPS_PORT
value: '9200'
- name: OPS_CLIENT_CERT
value: /etc/fluent/keys/infra-cert
- name: OPS_CLIENT_KEY
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value: /etc/fluent/keys/infra-key
- name: OPS_CA
value: /etc/fluent/keys/infra-ca

2. 19 ES_HOST #1 OPS_HOST % ~iEREM B/, FEF & ES_PORT #1 OPS_PORT thE%51H
BHI{E, {FHER Elasticsearch SLBIEFTEEN BRRFHEMZRERS,

3. N TLS BEEBEANEREE R Elasticsearch SLfl, NFARVFFERAMEE TLS BIAERIEE Elasticsearch 5
{yuo

INRAFE IR Kibana # Elasticsearch 5%, EEH%EREMNZIE T TIEE, EHEYE
tASHE VR BRRSI S ER TR,

8.9.2. fii& /p\”&%%ﬁl//u_j‘ E TN %EU%%B Syslog HE%%%
EEN _LEFA fluent-plugin-remote-syslog fi{, B E A ETINER syslog BRS5 %8

SeRFMH

Y=

1. 1E openshift-logging 7 E #1% & fluentd DaemonSet BIIfE L &,

spec:
template:
spec:
containers:
- name: fluentd
image: 'registry.redhat.io/openshift4/ose-logging-fluentd:v4.2'
env:
- name: REMOTE_SYSLOG_HOST @)
value: host1
- name: REMOTE_SYSLOG_HOST_BACKUP
value: host2
- name: REMOTE_SYSLOG_PORT_BACKUP
value: 5555

ﬂ FTE&ERYILAZ syslog EHl. BNENMEE,

XA BB, hostl LB syslog AR5 2RISERINIRO 514 EEWCHE, host2 I|{EHmO

5555 J:?%”&*HHE’]/% /GNO
2. 3&, ERILE openshlft logging Y B B1TECE B & X fluentd DaemonSet,
Fluentd /552
B8 ek

USE_REMOTE_SYSLO EKINE N false, #i& 7 true =T/ Afluent-plugin-remote-syslog
G gem
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¥ sk

REMOTE_SYSLOG_HO (BT) 172 syslog ARF5ARBIEMN B IP ik,
ST

REMOTE_SYSLOG_PO  ZEEminOS. BIMES 514,
RT

REMOTE_SYSLOG _SE  i%& syslog &M%, BilitJ debug,
VERITY

REMOTE_SYSLOG FA  i%& syslog T2, Bil& localo,
CILITY

REMOTE_SYSLOG_US  HiMfE 7/ false, &iE true RIfE ALK EMM TEFEXS
E_RECORD syslog B BiH TR E,

REMOTE_SYSLOG_RE  MIRZEAHHBRAEIZ, BIAH " (ZH) .
MOVE_TAG_PREFIX

REMOTE_SYSLOG_TA  MRis%E, N{EMLTRENEMIDT EEBNORE, U syslog 4B
G_KEY BB,

REMOTE_SYSLOG_PA  MRIiEE, MNERLFERENEEILTKEEERME, L syslog HE
YLOAD_KEY HEHMIE,

REMOTE_SYSLOG_TY WEBEHEZEHDUCEE, Bl h syslog_buffered, ©i%E TCP th
PE Wo EHN#HE UDP, ERHEIEE N syslog.

E
XFLERAREN, N NERRIEFRREENIMERER,

8.9.3. Bdi& Fluentd I HEA EXFIAN LA ERESES

B LUER out_forward 1, ¥ Fluentd BB W E B EMEI AL EEAEBAEREER, MARRIAN
Elasticsearch, TEAMITER Fluentd BB HKICTK G, BRI UIMIRE #H—45 (M B K105,

forward $H{4 X # Fluentd 2% , out_forward iHEH LB Fim (Ki£7F) , in_forward SLHIAR 55 230m
(EWA) .

Z ¥ OpenShift Container Platform E2& J1 A out_forward 4% H7E, 7£ openshift-logging %2
B RBEE—1 % h secure-forward B ConfigMap fsE—NEER, KSR L, BE in_forward i
3 #Z IR B OpenShift Container Platform BB &, BXEM in_forward E#HHIFE, 15S5%E Fluentd
=
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XA secure-forward.conf 4>

# <store>

TR KR W HHRH

HHBHRHFRHRHEBEHRBAETHRHFRREHRHEEHRERHRRER

@type forward
<security>
self_hostname ${hostname} # ${hostname} is a placeholder.
shared_key <shared _key between forwarder_and_forwardee>
</security>
transport tls
tls_verify_hostname true # Set false to ignore server cert hostname.

tls_cert path /path/for/certificate/ca_cert.pem
<buffer>
@type file
path ‘Yvar/lib/fluentd/forward’
queued_chunks_limit_size "#{ENV['/BUFFER_QUEUE_LIMIT'] || '1024"'}"
chunk_limit_size "#{ENV['BUFFER_SIZE LIMIT' || '1m"}"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || 55"
flush_at shutdown "#{ENV['FLUSH_AT_SHUTDOWN] || 'false'}"
flush_thread count "#{ENV['FLUSH_THREAD COUNT] || 2}"
retry_max_interval "#{ENV['FORWARD_RETRY WAIT' || '3007}"
retry_forever true
# the systemd journald 0.0.8 input plugin will just throw away records if the buffer
# queue limit is hit - ‘block’ will halt further reads and keep retrying to flush the
# buffer to the remote - default is 'exception’ because in_tail handles that case
overflow_action "#{ENV['BUFFER_QUEUE_FULL ACTION'] || 'exception’}"
</buffer>
<server>
host server.fqdn.example.com # or IP
port 24284
</server>
<server>
host 203.0.113.8 # ip address to connect
name server.fqdn.example.com # The name of the server. Used for logging and certificate

verification in TLS transport (when host is address).

#

</server>

# </store>

iz
¥ Fluentd BEBIBEIAZXEINEAEREE ¢
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1. %Wk Fluentd BC &R EYHY secure-forward.conf 234 :

I $ oc edit configmap/fluentd -n openshift-logging

2. BiAAER Fluentd BRS5 2389 %5, EHFMIHO,

<server>
host server.fqdn.example.com # or IP
port 24284

</server>

<server>

#
#
#
#
#
# host 203.0.113.8 # ip address to connect



#

B 8 E RERRHSICKEE

name server.fqdn.example.com # The name of the server. Used for logging and

certificate verification in TLS transport (when host is address).

#

Bugn

</server>

<server>

name externalserveri ﬂ
host 192.168.1.1 @)

port 24224 €)

</server>

<server> °

name externalserveri
host 192.168.1.2
port 24224

</server>
</store>

- -

(AIE) , X PAEESH/HMA—D B,

o)

il

(=1
=]

HEBE AR ENRT P,

i
il

HERER G axBYIm .

A4, RIS R SR

3. &R CA IE B AAEARIER RN INZE secure-forward.conf £ 45 :

#
#
#
#

#

1]
2]
©

g0

EEA mTLS, 1E5H Fluentd 31 SEIREVA X & P IRIEBMEASH R EMTENER.

<security>
self_hostname ${hostname} # ${hostname} is a placeholder. a

shared_key <shared _key between forwarder_and_forwardee> 9

</security>

tls_cert path /path/for/certificate/ca_cert.pem G
EE B ERBIIETBAATR (CN) BEVAE.
BE—TMHATRIENHZEA,

EE CAILHEERE,

<security>
self_hostname client.fqdn.local
shared_key cluster_logging_key
</security>

tls_cert_path /etc/fluent/keys/ca.crt
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4. Y$FATF secure-forward.conf BJIERANE Fluentd Pod EHEEHMIINAE secret
#, your_ca_cert 1 your_private_key {E /%15 configmap/fluentd B9 secure-forward.conf
B EREITES

$ oc patch secrets/fluentd --type=json \

--patch "[{'op':'add','path':'/data/your_ca_cert','value':'$(base64 -w0
/path/to/your_ca_cert.pem)'}]"
$ oc patch secrets/fluentd --type=json \

--patch "[{'op':'add’,'path':'/data/your_private_key','value':'$(base64 -w0
/path/to/your_private_key.pem)}]"

L

F¥ your_private_key B h—MNMBRAETR. XNEEEIER JSON BR, MARE
MRS ERERE,

o -

$ oc patch secrets/fluentd --type=json \

--patch "[{'op':'add’,'path':'/data/ca.crt’,'value':'$(base64 -wO0 /etc/fluent/keys/ca.crt)'}]"
$ oc patch secrets/fluentd --type=json \

--patch "[{'op':'add','path':'/data/ext-agg’,'value':'$(base64 -wO0 /etc/fluent/keys/ext-

agg.pem)’}]”

5. EANERER A28 FHCE secure-forward.conf XX, LUERLHIESFEH Fluentd WEER
BEENRRE RN, CHOTEBEREMEZTIEE Fluentd BI3EE.

A LS iM% & inforward &4 & out_forward &4,

8.10. fidi& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZZMB & (journal) AiEREIE, RNBERNKEIEER, ©RBELERLERIRSHWBEIL
%1 FﬁL/LEIL;\*E_JﬁE%%%

A 1#EFF % & RateLimitinterval=1s #1 RateLimitBurst=10000 (MIENEBEEZES) UK ILEHEESL
%EO

8.10.1. W& E¥HEKILKBCE systemd-journald
METBENY B, BMANBEICKIMETRERE AT LA,

pign, MREBROBHEEENER, NTEFEIRS journald BUERIERE, HeLUABIEIEEN FIERMR
BECHRHE, MBREHASICFAETEFASHER TIA2ERTIERR.

AR
1. ERAFEIZENE journald.conf ST :
Compress=no ﬂ

ForwardToConsole=yes 9
ForwardToSyslog=no 6
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MaxRetentionSec=30 ﬂ
RateLimitBurst=10000 @)
RateLimitInterval=1s G
Storage=volatile ﬂ

SynclintervalSec=1s
SystemMaxUse=8g
SystemKeepFree=20% @
SystemMaxFileSize10M ()

ﬂ EERTDEANHAEBEAXERGHILMEEE, I8E yes EE4HE, HIEE no RE4EE
B. BN yes,

OO ERTHLARER. S MIMEN no, 5% :
e ForwardToConsole ¥ B&5 4 EIRGIEHI A,
e ForwardToKsmg {5 B &% % BN H &R A,
e ForwardToSyslog ¥ H &% 4 Bl syslog sFi7 312,
e ForwardToWall {5 2F WiEE R R AMMABEXMAF,

EEEEBEXENRKEE, WA, HBFE DA : "year". "month". "week".
"day". "h"="m", A 0REZER, KIAMEHN 1month,

%ﬁﬂ%ﬁ%lﬁ?ﬁﬂo 1 RateLimitintervalSec & N[ XA, MNRBUWHBHEREB LT
RateLimitBurst {5 EMIE, NIAEMRMEE RSB ER, BENZFAIREER, BIUEIX
& RateLimitinterval=1s #1 RateLimitBurst=10000, &1 122\ (A,

Q BEEEENFEAX. BILH persistent :
e volatile 7£ /var/log/journal/ R 1ZfER B HEEIE.

e persistent £ B EREFEIREH /var/log/journal/, INRIXNBE RS EIE, systemd ¥
2EXN B X,

e auto MNEEFHEHE, IEBAKIREE /var/log/journal/ F, IIRFTFE, systemd Kl
4 H &R FETE /run/systemd/journal i,

e none AEfEERRE. systemd ZEFMAAERZE.

8 EIE R ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bt A i £F RO BT ES
[f], systemd fE#UI4Z| CRIT, ALERT = EMERG BEE&IEHTRS ., BRIMEN 1s,

EEB ST UERNRAE, FILED 8¢,

1EE systemd WIRE L DREEZER, FOINED 20%.

0900 9o

18 ERTFIE /var/log/journal FEYIEIT BEXHRIR KRN, BIMEH 10M,
p= Y=

INRMMBREZERE, WA RERE RS AFILRKTFIERMN CPU FEAEE
m, ENemBELIEE LRI LR RH EAE R,
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MEBTHRELRT systemd KBERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
FIEIN KB AT BEA & F OpenShift Container Platform,

2. f% journal.conf X {55474 base64 :

I $ export jrnl_cnf=$( cat /journald.conf | base64 -w0 )

3. ¥ master X worker B ## MachineConfig, F10 journal.conf Z#{ :
fign -

config:
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf}
verification: {}
filesystem: root
mode: 0644 ﬂ
path: /etc/systemd/journald.conf 9
systemd: {}

@ i iournal.conf THEBIUR . RIUBIEMLE N 0644,

Q 18 E F base64 iz journal.conf LRI R .

4. fIJ# MachineConfig :
I $ oc apply -f <filename>.yaml

2R 2 MFTHY MachineConfig, F4#THY rendered-worker-<hash> hR 7,

5. WEHREREESN T RPN ARE

$ oc describe machineconfigpool/worker

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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&5 9% AE ELASTICSEARCH k&

%9 = B E ELASTICSEARCH Ik &

R LAE E Elasticsearch Operator BJIRE, AR % Elasticsearch ZHERIRE,

9.1. & ELASTICSEARCH A4

R A LA & Elasticsearch £EAR S,

FRFH

o W& % Cluster Logging # Elasticsearch,

it

1. # A openshift-logging i B,
I $ oc project openshift-logging

2. 7 & Elasticsearch £EIRES -

a. JKHY Elasticsearch SEHIBYEH -

$ oc get Elasticsearch

NAME AGE
elasticsearch 5h9m

b. FKEX Elasticsearch K7 :
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
4N -
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

P EERUTOTHER

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] 6

nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
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- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

ﬂ i, SEIREFER LR status /N,
9 Elasticsearch SEEFHIIR -

o SERMESD FBIME,

o JEEADRBEE,

o FEEHIRIERID FHIEE,

® CElasticsearch & T MM E,

® Elasticsearch 77 B EHL,

o FUERMESHE,

® Elasticsearch X7 : green. red =X yellow,
o ROESRHEE.

9 EMIRERYE (BFEIE) . Elasticsearch EER SRR T UL ENEBER SR KB T HAE
BEMERRE, TR5UTEREXNEEHE

o AIWIETEZETF Elasticsearch FICIEAES.
o A& Elasticsearch FIIEAR B/ MAX L,

e Pod AAIAE, WALETRERTFEIHHNER, BEIESHERERTA.
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Q £ B Elasticsearch T, L% upgradeStatus.

6 S BEH Elasticsearch & i, 2B master 77, 3U7E failed. notReady X ready

RET.

O.1.1. 155 BRI
LA R 23 B Elasticsearch SEI Status EB40 #9—Le (&5 3H BB,

WREERRT T REBIEENEKLAL, HEEESRHIESLLT <.

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

BRTEERT T REBIRENS KL, HESRFHEREMIEMBT .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

R SSE R R R CR A B Elasticsearch 17 sk 2 5 B YT 7 &R ITEL -

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

IR S5 B3R 7R Elasticsearch CR {7 AFER PVC,

status:
nodes:
- conditions:
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- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable

status: True

type: Unschedulable

LR AE B3R Elasticsearch S£285% 8 B 9HY T mE X #F Elasticsearch TR K&,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

HIRSEERTIEEPETEKXS master TTm :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347"
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

9.2. &% ELASTICSEARCH A&
RE LB E S Elasticsearch ZHEHIIR S,

Elasticsearch &8I
R A LA & Elasticsearch BB S,

1. JREX Elasticsearch Pod B9 FfF :
$ oc get pods --selector component=elasticsearch -o name
pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FRERGRBIHIAGS -
$ oc exec elasticsearch-cdm-1godmszn-1-6f8495-vp4lw -- indices
Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw -n openshift-logging'

to see all of the containers in this pod.
Wed Apr 10 05:42:12 UTC 2019
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health status index

docs.deleted store.size pri.store.size
red open
N7iCbRjSSc2bGhn8Cpc7Jg 2 1

green open .operations.2019.04.10

2176114 0 3929 1956
green open .operations.2019.04.11

1494624 0 2947 1475
green open .kibana

0 0 0

green open .searchguard

5 1 0 0

Elasticsearch Pod
R A LLE & Elasticsearch Pod FIIRZ,

1. 3XEX Pod BY& R :

uuid

&5 9% AE ELASTICSEARCH k&

pri rep docs.count

.kibana.647a750f1787408bf50088234ec0edd5a6a9b2ac

GTewEJEzQjaus9QjvBBnGg 3 1

ausZHoKxTNOoBvvIRIXfrw 3 1

9FItn1DOQHSNFMXpphZ--Q 1 1 1

chOwDnQISsghfSPcot1Yiw 1 1

$ oc get pods --selector component=elasticsearch -o name

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n

pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FKEX Pod BPIRTE :

I oc describe pod elasticsearch-cdm-1godmszn-1-6{8495-vp4lw

B aEUATREESR

Status: Running

Containers:
elasticsearch:

Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Apr 2019 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s

period=5s #success=1 #failure=3

proxy:
Container ID: cri-

0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Apr 2019 10:18:38 -0400
Ready: True

Restart Count: 0
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Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

Elasticsearch S8 E#E
A L& E& Elasticsearch SREHRE IR,

1. RENEREBECERY BTN

$ oc get deployment --selector component=elasticsearch -o name

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BEREERST :
I $ oc describe deployment elasticsearch-cdm-1gon-1

B aEUATREESR

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

Elasticsearch ReplicaSet
& AT LAEE Elasticsearch ReplicaSet BIIK S,

1. RERBIAEBI B -
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$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
BHPIEUTREER -
Containers:
elasticsearch:
Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.2

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>
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$10 E EERRETILFRES

R LAEE Cluster Logging Operator B S LA R 2 N EEF H &L KA HFBIIR S,

10.1. &% CLUSTER LOGGING OPERATOR B

&R LAEE Cluster Logging Operator BIIRZ,

FRFH

o W& % Cluster Logging # Elasticsearch,

it

1. # A openshift-logging i B,
I $ oc project openshift-logging

2. BERERBRICTRE
a. IKEVEE B KRICTIRE -

I $ oc get clusterlogging instance -o yaml
FHAPEERUFUOTHESR :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhgp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhqp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-6l2ff
- fluentd-flpnn
- fluentd-n2frh

curation: 6
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curatorStatus:
- cronJobs: curator
schedules: 303 * * *
suspended: false
logstore:
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: 6
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHEH A, £EIREFER LR status /N A,
Fluentd Pod BJfE<{E &,
Curator Pod HHEX1E &,

Elasticsearch Pod 8% {E 8, B3E Elasticsearch & EREIR

el

B10E BHRHASCERE

& green. yellow =X
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1€Uo

g Kibana Pod BYtEX{E B,

10.1.1. &5 58 B =4
LUTF IRk B EEHERIC KA Status.Nodes EF 25— LE1F R E &,

REFUTARABHRRTEERRT T REBTEEMNEKMAL, FERESAHIEALTR

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBHRTEERT T REBIRENE KL, HESRFBEFREMIHEMT S

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHRSEERT CR B Elasticsearch T sk 1% B8 5 &£ B Y E AT S EAITELD :

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable
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Status: True
Type: Unschedulable
elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67¢c64f5f4c-n58vl

Ready:

KUUFUTRBRSEERTEKRE PVC TiE4EE PV :
Node Conditions:

elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

EUPFUTRHRBHRESEERTTEEVEIE Curator Pod, R Sk iFSR 5T SEAITE :

Curation:
Curator Status:
Cluster Condition:
curator-1561518900-cjx8d:
Last Transition Time: 2019-06-26T03:20:08Z

Reason: Completed
Status: True
Type: ContainerTerminated

curator-1561519200-zgxxj:
Last Transition Time: 2019-06-26T03:20:01Z

Message: 0/5 nodes are available: 1 Insufficient cpu, 5 node(s) didn't match node
selector.
Reason: Unschedulable
Status: True
Type: Unschedulable
Cron Jobs: curator
Schedules: b
Suspended: false
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RUFUTHRBRPREEERRTRTENE Fluentd Pod, B7 7T R%EH88 S5AEM 17 RERAF IREL

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

10.2. EESH BRICTARBPRE
EAT A EE S MER B I RALE IR,

FRFH

o W& % Cluster Logging # Elasticsearch,

it =

1. # A openshift-logging i B,
I $ oc project openshift-logging
2. BEEEARICKBENRS -
I $ oc describe deployment cluster-logging-operator

B aEUATREESR

Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. BESEHBEEILE ReplicaSet B -
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a. IKEX ReplicaSet B9 :

$ oc get replicaset

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. FKEX ReplicaSet BIIR7S :
I $ oc describe replicaset cluster-logging-operator-574b8987df
BHEPIEUTREER -

Name: cluster-logging-operator-574b8987df

Replicas: 1 current/ 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----
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BNEFRTRAFESBERFATICKHIR

RETLUE BT Rk IE2S, Y9 Elasticsearch. Kibana # Curator Pod B3EEIARM T &= L,

N1 BEEHEERICRTR

IR LABCE Cluster Logging Operator, LAfHEMSFTA Cluster Logging i, Elasticsearch, Kibana
#0 Curator B9 Pod EBBEIFRREB T m L, BEIENRTF Cluster Logging Operator Pod MEZREMERE.

BN, EEILARN CPU, REFIRE E RS M Elasticsearch Pod BB — N M T = L,

1&NLZHF MachineSet IRE N EDHA 6 MEIA,

FRFH

o W& % Cluster Logging # Elasticsearch, BRIAIENR 3% A RE X LEIHEE,

ff

i
1. 44’ openshift-logging B FHIEE B KL KB E LFIR

S

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: 9
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
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cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: G
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

m%%bﬂ nodeSelector 2%, H ¥ NERATEBERINEGENE, ETLURIENT SIBEHN
H, A& #EH nodeSelector S <key>: <values X,

EEANR 2
SR HGREE®%D), B LMER oc get pod -o wide 3%,

o -

o MEEHLI¥E ip-10-0-147-79.us-east-2.compute.internal 7 = _EH Kibana pod :

$ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o KEEN Kibana Pod % ip-10-0-139-48.us-east-2.compute.internal T /1, LT mE2—N%
FA B ELTHIZRAL 77 5

$ oc get nodes

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.16.2
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.16.2
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.16.2
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.16.2
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m vi1.16.2
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.16.2
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.16.2

HER, %7 2824 node-role.kubernetes.io/infra: " label:

$ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

kind: Node
apiVersion: v1
metadata:
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name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e E®if Kibana Pod, H4wHEER HEICT CR LURINT mikFes

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

QO in i LB LU ER T RAE REY label,

o R7F CRJE, HEIKibana Pod F#41E, #BH Pod S#ERE :

$ oc get pods
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 28m
fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e # pod fiIF ip-10-0-139-48.us-east-2.compute.internal 75 53 L :
$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES
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kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o FYfE, IRIA Kibana Pod fF#EMHIER,

$ oc get pods

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
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5 12 & FhiRshEE ELASTICSEARCH
OpenShift Container Platform 3z #¥ Elasticsearch 5REHADNET., IRENER AT UEREZE Elasticsearch

ERTEMERT, SEAMNENN AR Elasticsearch £8 (XEEZEE T =/ master) .
Elasticsearch SEEHRFEAA 2 TIRE, 7 =MIZE—RRHL,

12.1. #1147 ELASTICSEARCH 2RI EF
TEE X elasticsearch ConfigMap =X{E{@ elasticsearch-* S EFB B, HITARTIER,

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIRIER,

FoRFMH

o W& % Cluster Logging # Elasticsearch,

e
PATERBRDER -

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. LT 64, M Elasticsearch $2EX CA IEF 35 A X admin-ca X4 :
$ oc extract secret/elasticsearch --to=. --keys=admin-ca
admin-ca
3. PUTH RRTRIE, BERERNZINEBESEFE AHMENEERE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- curl -s --cacert
/etc/elasticsearch/secret/admin-ca --cert /etc/elasticsearch/secret/admin-cert --key
/etc/elasticsearch/secret/admin-key -XPOST 'https://localhost:9200/_flush/synced'

o -

oc exec -c elasticsearch-cdm-5ceex6ts-1-dcdéc4c7c-jpw6 -- curl -s --cacert
/etc/elasticsearch/secret/admin-ca --cert /etc/elasticsearch/secret/admin-cert --key
/etc/elasticsearch/secret/admin-key -XPOST 'https://localhost:9200/_flush/synced'

4. {#F OpenShift Container Platform es_util TERFIEERE X1 2170 B Ed
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query=_cluster/settings -

XPUT 'https://localhost:9200/_cluster/settings' -d '{ "transient™: {
"cluster.routing.allocation.enable" : "none" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/settings?pretty=true -XPUT 'https://localhost:9200/_cluster/settings' -d '{
"transient": { "cluster.routing.allocation.enable" : "none" } }'
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{

"acknowledged" : true,
"persistent” : { },
"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "none"

}
}
}
}

5. TAE, REFMEREREBE—1 ES £EF -

a. BAEMRT, OpenShift Container Platform Elasticsearch &£ S fHIEME T mHEHIE, F

AT RAVFHEHEZE FH 1 Pod JREXEXN :
I $ oc rollout resume deployment/<deployment-name>
4N -

$ oc rollout resume deployment/elasticsearch-cdm-0-1
deployment.extensions/elasticsearch-cdm-0-1 resumed

BET —DH Pod, H Pod BAEMAENASRG, MEERSHTT—8E,

$ oc get pods | grep elasticsearch-*

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcdéc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. B, E&E Pod UEIFHEHERE -
I $ oc rollout pause deployment/<deployment-name>
4N -
$ oc rollout pause deployment/elasticsearch-cdm-0-1
deployment.extensions/elasticsearch-cdm-0-1 paused
c. 1% Elasticsearch RERE T green KE :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true
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IR BN ST e 5 P {FEAM Elasticsearch Pod $YT T H#HERE, 1% Pod &
BEE, HEWAFEFERHH Pod £F5,

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

{

"cluster_name" : "elasticsearch”,
"status" : "green”,

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}
ﬂ TERERAE 2 |, TEHRRILSEY green,

6. MEREW T Elasticsearch ELEMEY, 1HEXE Elasticsearch Pod & X4 1%,

7. HHEBRNRERER, BENEAS T

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query=_cluster/settings -
XPUT 'https://localhost:9200/_cluster/settings' -d '{ "transient": {
"cluster.routing.allocation.enable" : "none" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/settings?pretty=true -XPUT 'https://localhost:9200/_cluster/settings' -d '{
"transient": { "cluster.routing.allocation.enable" : "all" } }'

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
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2 13 = KIBANA H[=HERR

¥ Kibana 2%l & 5 OpenShift Container Platform $&EC{E A RIBE 5 Bl— Lo n] i, XLEREA Z iR, H
EHRIA RSB REERNESER. 1R OpenShift Container Platform FEE Kibana Fhi&E{E
TR, ERO R LT BEHERREE T,

13.1. KUBERNETES & kG R fEHERR

Kibana 2% & _E# OAuth2 fRIEBA/ITS master EHLEY OAuth2 BRESERFEZ— secret, MRHEBRS 2
LB secret F4ER, NI FRERMBEIL, ENRETEEERE Kibana K I1E.

e
FRR L FIRIEO 3K -

1. BT o LAMIFR X E189 OAuthClient :

I $ oc delete oauthclient/kibana-proxy

13.2. BFEEE KIBANA 25 &1 # KUBERNETES Zid5515%
Z7A] Kibana #EHIBET, ReaERUEI bR EE %
{"error":"invalid_request","error_description":"The request is missing a required parameter,

includes an invalid parameter value, includes a parameter more than once, or is otherwise
malformed."}

XA HERH OAuth2 B IR SRS 28 2 A A LEERH). & imB LR E it A E R A, XFEERSS
FREERELREMEE RO L,

BT B OAuthClient 5% B SRR It (],

i

i
E#t OAuthClient 8 :

N

1. BT e AR X189 OAuthClient :

I $ oc delete oauthclient/kibana-proxy

MR AIFBARTEE, EREERESET OAuth B/ imA 5 A URL 31510 Kibana, @38 &m0 (140
1443) MIEIFAERT 443 HTTPS w014 R] URL AT RERIEAR L A&, & a LLE TS SR OAuth B ik S 28
RS ERE -

I $ oc edit oauthclient/kibana-proxy

13.3. HFE&E & FE KIBANA 14| &89 KUBERNETES 503 #1%
INREEE Kibana ZHI S NERIEBER, REATERUTHN A&z —

e Kibana ATEEFE AT Pod, HNSR Elasticsearch [E54518, N Kibana BIE&E2RX i nE i i3
Bf, MEHXRSEEEEEMAES :
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$ oc describe service kibana
Name: kibana

[..]

Endpoints: <none>

IR A EM Kibana Pod 20 FESNIRA, MEFHiksm, MREE, 1EKRE Kibana Pod F1EREM
KRB, BOUREEBEHRENIE, REBERED,

FAF1/iA] Kibana IRSSBUBR R E Rk, MMREBE—NTE FRHITINRERE, AREH—TE R
TEHE, BEXEVEMMRE—ITEE, TRESAZEXMER. YSNERAXZERIRE— B,
KA AHF AR BIRAECENER, BEENENEE, UEEFREEEZSMIEBE LT 4EK
H :

I $ oc get route --all-namespaces --selector logging-infra=support
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s =N
F14E FHFE
XEFEERAFICTERGSH, M Elasticsearch #l Kibana #3R, EE %N, HEARENT D RTER
#Z#5., Fla0, XFF Elasticsearch /_search URL, ZHE&E# Kubernetes Pod &#5, 15{#
/_search/q=kubernetes.pod_name:name-of-my-pod.

LU /N R B F B AT RE S IR B B IC R R, FHIEMB X EFRASHNEFRICTKF. X
LR BRI D NI T R

e exported-fields-Default

e exported-fields-systemd

e exported-fields-kubernetes

e exported-fields-pipeline_metadata
e exported-fields-ovirt

e exported-fields-aushape

e exported-fields-tlog

14.1. A FHBFER

XEERI\FERBRBEBIDRRG S, Elasticsearch # Kibana MK B 11783k, BRI\ FER BTN FER
#1 collectd* =FE%

TR B
TR FEESTFENNBRRFAEERAN, FEURERSHINEERICKSP, XIF Elasticsearch g, T4k
FERTERRARBIBRGTER 9 A IE T default BYSZFRARET,

55 Hh
@timestamp H UTC EHRIE B AR SR 0IRRRT ], anReRRAAIRED, TFRD &R

%El:mﬁﬂﬁﬁﬂ’]ﬁlﬁﬂo LEE/L.\&LEE éRﬁﬁﬁEﬂETiﬁEE/p\ﬁ%&ﬁﬁ
BAE. A0 @ siZkiifl, sERAFRRBAFER R, £ Elasticsearch
B, XZHTERINEH @timestamp, f#0, X2 2015-01-24
14:06:05.071000,

geoip X EN 28 geo-ip.

hosthame hostname 24K RBEE R A EHHNLENTLRES S (FQDN), HFEEH
REMRIEE LT3, B, £RENSEFEE T, BEHMEMER, 5C
HRABGEEZRNGRREE, HINESRFIIELZFR.

ipaddr4 TRAR S5 28R IPv4 ik, ATAZR 4.

ipaddr6 TR S5 2580 IPve it (FH) .
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B14E SHFE

S8 £ pU
level H python IR FEILKES rsyslog (severitytext BI%E) REMBFICER

Al misc/sys/syslog.h 5 T AIGERIE, 744475 trace #1unknown,
40, “alert crit debug emerg err info notice trace unknown warning”, E&

trace 71 syslog.h 5k, BIFZNARFHAIE,

RAEAEEEICKRGURE T AEERER, FNER unknown, 74,
m%& REERmMAl. trace ATLH Mt debug E’JZ&;;IJEHZ&HFEEﬁ
HHER. error EFA, EEMAerr, ¥ panic &5 emerg, ¥ warn
4 5 warning,

18 & AT LUEE A misc/sys/syslog.h EFIHBIL S (E k4% syslog/journal
PRIORITY A#9%E,

Hth B &SI0 RG89 B S P00 ML M N RS B S BRI IL ER I, 155
%] python H& L =By,

message HMAYAKRREHEHNERAE, TUMPHEHRERI A LZFIRI
BITTEE, XLETEIERA UTF-8 Jil,

pid ERFILEER (BHE) #ERID,

service HEIDRIR (BFH) XENRSHETR. B, syslog APP-NAME [
'EHH&%H‘ | service %,

tags (7I3%) H Operator & X BIPRZERITISR, XLV HINERHIEILRRFR
EESIMEE L ARNEAIURSAEBIRFRETENTFSR, B
LIRFRFER SRR JSON B3R,

file XHRRELERRR, ZX MM EN XHERZERKES TODO 278 S 24t
E’JE/L.\?KE:;
offset RS EATURTIXGHPESTFANFTHR (MFH—FiR) , HEXRTH

/L.\'TT’? (}\)\%_ZZ gt) y /\EIXEETEE$‘AEIL.\E,J—I:—FYEPE}:$§$IJEJ
M, RIFAHXEERRTT, URTBEXENFRAEA ()

namespace_nhame FXFIL R SEHZHE LB namespace X, XMEFRKEM TR, M2
BAFRILRE5E LM namespace HBXEK, LU T REIFRIMN AL, &
B, XMEEREREE, BMRMUAZRAERS, WAILMERLF
. MREFERFE, BREBEEME (tag) =
kubernetes.namespace_name Fi5Enamespace.

namespace_uuid 5 namespace_name XEBuuid, XMEREFHETE, MR T/IC
REEYNHBEEAEREE, U TUIRER A L. INREFELFE,
© 3% = kubernetes.namespace_uuid %89 uuid, XthiFs S B
XTI B &0 % Bk Kubernetes STT8IEE K.

collectd =7 E%
LUTFFEBRRFRMGZE IR TEE.
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2 Hah
collectd.interval R EAH

collectd /A=,

collectd.plugin KB PR

collectd #H14,

collectd.plugin_instance KRB FHRFEH

collectd #HHsE41,

collectd.type_instance KB . PR

collectd FEISLH,

collectd.type KB PR

collectd 2!,
collectd.dstypes KB PR

collectd dstypes,

collectd.processes FE%.
LUFFENT N F collectd #2174,

¥ U

collectd.processes.ps_st KA 2B, collectd ps_state B2«
ate

collectd.processes.ps_disk_ops X
collectd ps_disk_ops B i2 M,

S Uiy
collectd.processes.ps_di KE . ER
sk_ops.read

TODO
collectd.processes.ps_di REERH

sk_ops.write
TODO
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BH ek
collectd.processes.ps_v REBEH
m

collectd ps_vm B2 ¢4,

collectd.processes.ps_rs KR EY

s
collectd ps_rss B2 ¢4,

collectd.processes.ps_da & : 8

ta
collectd ps_data Z! /2§

collectd.processes.ps_co & : ¥

de
collectd ps_code El# 2 ¢,

collectd.processes.ps_st KA EH

acksize
collectd ps_stacksize #2314,

collectd.processes.ps_cputime FEx
collectd ps_cputime B2 fHEM4,

¥ U

collectd.processes.ps_cp K& :Z=#

utime.user
TODO

collectd.processes.ps_cp K& :Z=#

utime.syst
TODO

collectd.processes.ps_count 7B
collectd ps_count B #FF21E 4,

¥ 30

collectd.processes.ps_co & : B

unt.processes
TODO

collectd.processes.ps_co B : B

unt.threads
TODO

collectd.processes.ps_pagefaults &
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collectd ps_pagefaults B i23H4

¥ ek

collectd.processes.ps_pa K& :Z=#

gefaults.maijfit
TODO

collectd.processes.ps_pa K& :Z=#

gefaults.minflt
TODO

collectd.processes.ps_disk_octets =P Ex
collectd ps_disk_octets B!/ F21H 4,

S Uiy
collectd.processes.ps_di RE . ERE
sk_octets.read

TODO
collectd.processes.ps_di KE . ERH
sk_octets.write

TODO

collectd.processes.fork_r & : ZHH
ate
collectd fork_rate B F21H A

collectd.disk 7%
IR F collectd W% iE M,

collectd.disk.disk_merged £ E%
collectd disk_merged Bufk 7 i 14

¥ 30

collectd.disk.disk_merge KA ERH

d.read
TODO

collectd.disk.disk_merge KA ERH

d.write
TODO

collectd.disk.disk_octets 7E%
collectd disk_octets FUi #3514
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¥ 30

collectd.disk.disk_octets. K% : jF L%

read
TODO

collectd.disk.disk_octets. K% : L%

write
TODO

collectd.disk.disk_time &
collectd disk_time ZUrg i 4

¥ U

collectd.disk.disk_time.re  £# : F L%

ad
TODO

collectd.disk.disk_time.wr % : Z 5%

ite
TODO
collectd.disk.disk_ops FE&
collectd disk_ops FUr &L il
BH ik

collectd.disk.disk_ops.re KE . ERE

ad
TODO

collectd.disk.disk_ops.wri K& : ;2=

te
TODO

collectd.disk.pending_op K& : B
erations
collectd pending_operations ZUf# & i

collectd.disk.disk_io_time &
collectd disk_io_time FUR #3514

¥ 23U

collectd.disk.disk_io_time K%Y : ;ZH%
.io_time
TODO

107



OpenShift Container Platform 4.2 Hi&ig %

¥ sk

collectd.disk.disk_io_time K% : ¥ L%
.weighted_io_time
TODO

collectd.interface £ E&
Xt F collectd O3,

collectd.interface.if_octets £E%
collectd if_octets Uiz O3FH4,

¥ sk

collectd.interface.if_octet K% : F L%

S.Irx
TODO

collectd.interface.if_octet K% : F L%

s.tx
TODO

collectd.interface.if_packets %
collectd if_packets EU i O,

¥ sk

collectd.interface.if_pack & :ZR#

ets.rx
TODO

collectd.interface.if_pack  2%& :ZR#

ets.tx
TODO

collectd.interface.if_errors £E%
collectd if_errors Uiz O3H4,

¥ sk

collectd.interface.if_error  £# : 5%

S.rx
TODO

collectd.interface.if_error % : L%

s.tx
TODO
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collectd.interface.if_dropped FE&
collectd if_dropped E!#ZO1H 4,

¥ ik

collectd.interface.if_drop KA ERH

ped.rx
TODO

collectd.interface.if_drop KA ERE

ped.tx
TODO
collectd.virt 2 E%
R F collectd virt 3844,
collectd.virt.if_octets PE%
collectd if_octets 2! virt {4,
B ek
collectd.virt.if_octets.rx KA ZEH
TODO
collectd.virt.if_octets.tx KA ZEH
TODO

collectd.virt.if_packets P&
collectd if_packets 2! virt ¥4,

¥ sk

collectd.virt.if_packets.rx K& : ;25

TODO

collectd.virt.if_packets.tx KRB FRH

TODO
collectd.virt.if_errors =2E%
collectd if_errors B! virt 14,
B8 ik
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BH ek

collectd.virt.if_errors.rx KA ZEH
TODO

collectd.virt.if_errors.tx KA ZEH
TODO

collectd.virt.if_dropped £EX
collectd if_dropped ! virt f4,

¥ 30

collectd.virt.if_dropped.rx K& :;Z5%#

TODO

collectd.virt.if_dropped.tx K& :;Z=%

TODO
collectd.virt.disk_ops FE&
collectd disk_ops Z! virt ¥4,
BH ik

collectd.virt.disk_ops.rea K& : 25

d
TODO

collectd.virt.disk_ops.writ K& : ;25

e
TODO

collectd.virt.disk_octets =2E%
collectd disk_octets 2! virt fi{4,

¥ U

collectd.virt.disk_octets.r  £# : L%
ead

TODO
collectd.virt.disk_octets. KA ERH
write

TODO
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BH ek
collectd.virt. memory KE - ERH

collectd R7EE virt &,

collectd.virt.virt_vcpu KB ERH

collectd virt_vcpu & virt 4,

collectd.virt.virt_cpu_tota K& : ;2=
|
collectd virt_cpu_total £ virt 3+,

collectd.CPU =PE%
Xt N F collectd CPU &4,

BH ek
collectd.CPU.percent KRB FRH

collectd 54 tLE CPU $H{4,

collectd.df =P E%
XN F collectd df &4

BH ek
collectd.df.df_complex KE . ERE

collectd df_complex Z! df {4,
collectd.df.percent_bytes K& :;Z=#

collectd percent_bytes Z! df #ft.

collectd.entropy =£E%
XM F collectd JiE{E,

¥ 30

collectd.entropy.entropy KR EY

collectd L FtEM

collectd.memory B
XTI F collectd R7FHELE,
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¥ sk

collectd.memory.memory K& : ;25

collectd WEFEL M TFHEM
collectd.memory.percent RE . ERH

collectd &4 LB NETEH

collectd.swap %
%M F collectd R HLiE#,

¥ 23U

collectd.swap.swap KR BEY

collectd 2 #:BY 2z Hid@m 4,

collectd.swap.swap_io RE EHY

collectd swap_io B i,

collectd.load SPE%
Xt F collectd 171 gt

collectd.load.load =FE&
collectd 1 B 7l #Hidd 4

¥ sk

collectd.load.load.shortte KRB FAH

rm
TODO

collectd.load.load.midter R EAE
m
TODO

collectd.load.load.longter K& : ;2 5%k

m
TODO

collectd.aggregation 2 E%
ST F collectd RE1H M
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¥

collectd.aggregation.perc
ent

collectd.statsd P E%
Xt N F collectd statsd 1& 4.

¥

collectd.statsd.host_cpu

collectd.statsd.host_elap
sed_time

collectd.statsd.host_mem
ory

collectd.statsd.host_nic_
speed

collectd.statsd.host_nic_r
X

collectd.statsd.host_nic_t
X

collectd.statsd.host_nic_r
x_dropped

collectd.statsd.host_nic_t
x_dropped

collectd.statsd.host_nic_r
X_errors

collectd.statsd.host_nic_t
X_errors

B14E SHFE

30

A A

TODO

Hah
KA B
collectd CPU %! statsd &4,

ey

collectd elapsed_time %! statsd 14

B &

collectd R7=8! statsd #&4.

KA B

collectd nic_speed Z! statsd #4.

BN

collectd nic_rx #! statsd 4

KA B

collectd nic_tx #! statsd 4

KA B

collectd nic_rx_dropped #! statsd &4

KA B

collectd nic_tx_dropped #! statsd 14

ey

collectd nic_rx_errors #! statsd &4

E i £

collectd nic_tx_errors %! statsd &4
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¥

collectd.statsd.host_stora

ge

collectd.statsd.host_swa
p

collectd.statsd.host_vds
m

collectd.statsd.host_vms

collectd.statsd.vm_nic_tx
_dropped

collectd.statsd.vm_nic_rx
_bytes

collectd.statsd.vm_nic_tx
_bytes

collectd.statsd.vm_balloo
n_min

collectd.statsd.vm_balloo
n_max

collectd.statsd.vm_balloo
n_target

collectd.statsd.vm_balloo
n_cur

collectd.statsd.vm_cpu_s
ys

14

30

KA B
collectd 7% %! statsd &4+,
KA B
collectd 3z#i2 statsd 4.

ey

collectd VDSM #! statsd &4,

eI

collectd VMS %! statsd 1&H 1+,

collectd balloon_cur £ statsd &4,

KA B

collectd cpu_sys %! statsd #f
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¥ sk

collectd.statsd.vm_cpu_u K& : 8
sage
collectd cpu_usage ! statsd &

collectd.statsd.vm_disk r 5% : i

ead_ops

collectd disk_read_ops Z! statsd {4+
collectd.statsd.vm_disk__ KA B
write_ops

statsd #&H{4# collectd disk_write_ops K E,

collectd.statsd.vm_disk f 8% : i

lush_latency
collectd disk_flush_latency ! statsd #&.

collectd.statsd.vm_disk_a 5%l : i

pparent_size
collectd disk_apparent_size Z! statsd #&4.

collectd.statsd.vm_disk__ KA B
write_bytes
collectd disk_write_bytes Z! statsd 4+,

collectd.statsd.vm_disk__ KA B

write_rate
collectd disk_write_rate Z! statsd &4,

collectd.statsd.vm_disk t 8% : i
rue_size
collectd disk_true_size %! statsd &4

collectd.statsd.vm_disk r 8% : i

ead_rate
collectd disk_read_rate %! statsd &4
collectd.statsd.vm_disk__ KA B

write_latency
collectd disk_write_latency ! statsd #&4.

collectd.statsd.vm_disk r 2% : i

ead_latency
collectd disk_read_latency #! statsd &4

collectd.statsd.vm_disk r 5% : i

ead_bytes
collectd disk_read_bytes Z! statsd #&+.
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¥ sk

collectd.statsd.vm_nic_rx K% : i

_dropped
collectd nic_rx_dropped #! statsd &4

collectd.statsd.vm_cpu_u K& : 8
ser
collectd cpu_user %! statsd &+,

collectd.statsd.vm_nic_rx K% : i

_errors
collectd nic_rx_errors #! statsd &4

collectd.statsd.vm_nic_tx K% : i

_errors
collectd nic_tx_errors %! statsd &4

collectd.statsd.vm_nic_s KA B

peed
collectd nic_speed Z! statsd #4.

collectd.postgresql %
TR F collectd postgresql 355

¥ U

collectd.postgresql.pg_n_ K& : 8

tup_g
collectd pg_n_tup_g & postgresq| ff4

collectd.postgresql.pg_n_ K& : 8
tup_c
collectd pg_n_tup_c & postgresql fift.

collectd.postgresql.pg_n KR BEHY
umbackends
collectd pg_numbackends % postgresql {4

collectd.postgresql.pg_xa K& : B
ct
collectd pg_xact & postgresql 4.

collectd.postgresql.pg_d RE EHY
b_size

collectd.postgresql.pg_bl K& : B
ks
collectd pg_blks ! postgresql 4.
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14.2. sYSTEMD 5 HHFE&

LUF systemd FEXH OpenShift Container Platform 8 H&EIC K S, B M Elasticsearch #1 Kibana
3R,

SIEFET systemd R AENERFE. VAEFATREKARSGHEEAECHTER, XLEFERE
systemd.u &3 & 227 FiR4t, RESULT #1 UNIT 7t 21X EEHIH N FER,

systemd.k PEX
T&REE systemd N%HEXBTEIE.

55 Hh

systemd.k.KERNEL_DEVI  systemd.k.KERNEL_DEVICE 2A# % & &5,
CE

systemd.k.KERNEL_SUB systemd.k.KERNEL_SUBSYSTEM 2 A& F %5t & .
SYSTEM

systemd.k.UDEV_DEVLIN  systemd.k.UDEV_DEVLINK @&#EmT KRNEIHNRF S HERE AT,
K

systemd.k.UDEV_DEVNO  systemd.k.UDEV_DEVNODE 2i% &M &R,
DE

systemd.k.UDEV_SYSNA systemd.k.UDEV_SYSNAME =2 R#%1% % & ¥F.
ME

systemd.t 2EX
systemd.t FEER A ENRFABEFTER, BRAEBELERXRM, EBEBEIEAHREER,

55 Hh

systemd.t.AUDIT_LOGIN systemd.t. AUDIT_LOGINUID 2 %% H&E R AHEHAF ID,
uiD

systemd.t.BOOT_ID systemd.t.BOOT_ID 2A#/= 3 ID.

systemd.t.AUDIT_SESSIO systemd.t. AUDIT_SESSION 2 %4 H&EF N HRHRTE,
N

systemd.t.CAP_EFFECTI systemd.t.CAP_EFFECTIVE &R R4 AEF A HZBITHEE,
VE

systemd.t. CMDLINE systemd.t.CMDLINE 2 %%t H&& AHEM B H1T,
systemd.t. COMM systemd.t. COMM 2 %4t B &k A RRRY & R,
systemd.t.EXE systemd.t.EXE 2 %% H &R A H R ATHITERR,
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SH

systemd.t.GID
systemd.t. HOSTNAME
systemd.t.MACHINE_ID
systemd.t.PID

systemd.t.SELINUX_CON
TEXT

systemd.t.SOURCE_REA
LTIME_TIMESTAMP

systemd.t.SYSTEMD_CG
ROUP

systemd.t.SYSTEMD_OW
NER_UID

systemd.t.SYSTEMD_SES
SION

systemd.t.SYSTEMD_SLI
CE

systemd.t.SYSTEMD_UNI
T

systemd.t.SYSTEMD_ USE
R_UNIT

systemd.t. TRANSPORT

systemd.t.UID

systemd.t.SYSLOG_FACI
LITY

systemd.t.SYSLOG_IDEN
TIFIER

systemd.t.SYSLOG_PID

systemd.u 2B
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systemd.t.GID 2 RZIHEFAHEZRA D,
systemd.t. HOSTNAME 2 = HBZ .
systemd.t. MACHINE_ID 2 F#lA%125 ID.
systemd.t.PID 2% % A&ER AHEZRHEE D,

systemd.t.SELINUX_CONTEXT %4t A&k AR R M E T
PR,

systemd.t.SOURCE_REALTIME_TIMESTAMP 2 EEMRE. &A%

BURT 1B, X&) RFC 3339 NS &=,

systemd.t.SYSTEMD_CGROUP 2 systemd 220 BR 1%,

systemd.t.SYSTEMD_OWNER_UID 2&i&EMFfEZE ID,

systemd.t.SYSTEMD_SESSION (&&H) = systemd &if ID,

systemd.t. SYSTEMD_SLICE 2 %%t H& & AR A #7T,

systemd.t.SYSTEMD_UNIT 2&iE898 TL .

systemd.t.SYSTEMD_USER_UNIT (&5&R) 22i50A - 1 TER.

systemd.t. TRANSPORT 2% A ERFSHITKA L E, XEHE

audit, driver. syslog. journal. stdout #lkernel,

systemd.t.UID %4 AE&EF AHZHAF D,

systemd.t.SYSLOG_FACILITY & &5 syslog WTE, &N+l
FREB,

systemd.t.systemd.t.SYSLOG_IDENTIFIER 2 syslog HI#RiA %,

SYSLOG_PID 2 syslog & Fimi iz ID.
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systemd.u Fields BE#EME FixR(5iE, HFEAERZBES,

BH ek
systemd.u.CODE_FILE systemd.u.CODE_FILE 2& B R HZBHRIEAE,

systemd.u.CODE_FUNCTI systemd.u.CODE_FUNCTION 2 &&RIhEEMARIEALE.
ON

systemd.u.CODE_LINE systemd.u.CODE_LINE 2&H&RMNITSHRIELIE,
systemd.u.ERRNO systemd.u.ERRNO (E#F#E) REHE RS, SXABUERE
FRH,

systemd.u.MESSAGE_ID systemd.u.MESSAGE_ID 2 AFIHA1H 2 EBHHE BAMRR ID.
systemd.u.RESULT AR TR,

systemd.u.UNIT AR TR,

14.3. KUBERNETES 5 H = E&

BUF Kubernetes FFE&H OpenShift Container Platform 28 HE 1L 5 H, A M Elasticsearch #1 Kibana
R,

HETF Kubernetes TR £ 22 (A, kubernetes.pod_name 2 Pod BJ& R,
kubernetes.labels £ E%

MIANZE OpenShift Xf REIFRZEZ kubernetes.labels, B NMIEZEEINEFERNFFHR. BMMIEAM
T ERARLE, BB &R E R TR,

S Uiy
kubernetes.pod_id Pod By Kubernetes ID,

kubernetes.namespace_n
ame

kubernetes.namespace_i
d

kubernetes.host

kubernetes.container_na
me

kubernetes.labels.deploy
ment

Kubernetes a4 22 [A| B9 & 1R,

Kubernetes 44 Z2[A]8Y ID,

Kubernetes 7 m &R,

Kubernetes R 2R HI & TR,

5 Kubernetes & R X ELHIERE,
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¥ 30

kubernetes.labels.deploy 5 Kubernetes # R XXM B BECE.
mentconfig

kubernetes.labels.compo 5 Kubernetes %k ELHIZH
nent

kubernetes.labels.provide 5 Kubernetes X R XE(HIIRIETER,
r

kubernetes.annotations &
5 OpenShift X R XEBHEEZ kubernetes.annotations F &,

14.4. 8E3 S HFER

LA Docker & OpenShift Container Platform &8 H&ILK 5 H, A4 Elasticsearch # Kibana
Fo FET docker BERMITTHIERI AP R ZE (A, docker.container_id & Docker &23 D,

pipeline_metadata.collector £ Ex
AT EEE5WESRERNTHIE,

¥ 50

pipeline_metadata.collect = Y%5:2889 FQDN, FI8E5S A&EMISEPR A HER FQDN FE,
or.hostname

pipeline_metadata.collect W& A TR,
or.name

pipeline_metadata.collect  WEEZRHIAR A,
or.version

pipeline_metadata.collect W& 2RR553RH IPv4 ik, ATLAR—ER4H,
or.ipaddr4

pipeline_metadata.collect W& 2RAR553RM IPvE Mk, ATLAR—ER4H,
or.ipaddr6

pipeline_metadata.collect W&EHRFKRBEFEZEZNAX, TLLZE TCP/UDP = imjournal/imfile,
or.inputname

pipeline_metadata.collect YRR EH SHINF(A],
or.received_at

pipeline_metadata.collect FRIEHIRFBTATHEHER, HRERVEIERTESIRENL,
or.original_raw_message
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pipeline_metadata.normalizer 7Bt
AT EEE5MEREFEXNTHEE,

¥ U

pipeline_metadata.normal #5325 FQDN,
izer.hostname

pipeline_metadata.normal  #SE/LIRFHAFR,
izer.name

pipeline_metadata.normal  #SE/LRFHIAR A,
izer.version

pipeline_metadata.normal  #SEILIZFARSS2RHY IPv4 ik, FTLLR %4,
izer.ipaddr4

pipeline_metadata.normal #ElLiZFARSSEEH IPvE Hitlk, ATLAREA,
izer.ipaddr6

pipeline_metadata.normal #EltEFHKBATEEMNAR, FLLE TCP/UDP,
izer.inputname

pipeline_metadata.normal  #SE/LF2FUREIHE B BN [H],
izer.received_at

pipeline_metadata.normal FRIEHARFBTATER, SHELEFRIIN—K,
izer.original_raw_messag
e

pipeline_metadata.trace ZFBRILTCH RS, BN RESNISCLEFBRMMXFEENE
B, URACEEH S8 HERFINT A,

14.5. OVIRT S HH=FE&

LUF oVirt ZE&H OpenShift Container Platform S22 H &0 5 H, A M Elasticsearch # Kibana
Fo

oVirt TTEIHENI & & 2 (A,
S Uiy
ovirt.entity IR, M. VMS F5I1ZEMEKT,
ovirt.host_id oVirt E#1 UUID,

ovirt.engine £
oVirt BIZEME X THIBHNIHB R ZEE, oVirt 5/Z2H FQDN 2 ovirt.engine.fqdn
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14.6. AUSHAPE S H = E%

LR Aushape FEXH OpenShift Container Platform &8 HEIC K S, & M Elasticsearch # Kibana #
Fo

Wt Aushape BRI T EH, MFEEZEL, 1HSH Aushape,

SH 3T

aushape.serial HITEHFIIS,

aushape.node REHITEHEHNENBER,

aushape.error TERL BT Aushape B EIRYESR,

aushape.trimmed X FEHN R JSONPath RIARNMIEAE, BAFHEERNEHRNRET

PR T AEBIN R, ZFHERTEMHMIFTAS, ZRAHERTEE
= RIS EB RANEAEE AT,

aushape.text RRFEBEF I BN —HBRICRFRE,

aushape.data P&
5 Aushape H8xBIE BT 1T B4R,

S Uiy
aushape.data.avc RE - HRE
aushape.data.execve KA R

aushape.data.netfilter_cfg & : &E
aushape.data.obj_pid RE - HRE

aushape.data.path KB HRE

14.7.TLOG S HFE%

LUF Tlog FE&H OpenShift Container Platform &2 H &L KRS S H, A M Elasticsearch #ll Kibana
R,

ILSHEH Tlog ik 1/0, MIFEZER, ESM Tlog.

BH ek
tlog.ver SHERBRAS,
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SH 3T

tlog.user LKMo,

tlog.term RumR B2 R,

tlog.session LR RIEBIH T R1E 1D,

tlog.id KRIGPHEM D,

tlog.pos SHEERITERMAE, UZERHHAL
tlog.timing IESE RIS RII [A] 22 Fh,

tlog.in_txt SBERR T F R8O HI A STAN,
tlog.in_bin SEIBIRTME A TR, LR AL
tlog.out_txt SE IR T R RO BT H SO
tlog.out_bin SFIRENT A FR, RN AL
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215 = MR Bl ERIrK

& B LLA OpenShift Container Platform 8RB REEEH EIL R,

15.1. M OPENSHIFT CONTAINER PLATFORM HI# &£ HEiCF
R UM SR RS IR B B RS T

FoRFMH

o W& Cluster Logging # Elasticsearch,

i
%B%%E¥ H /L.\lai :

L ERUTS, BERSEHANEXRN—TIRR,

I $ oc delete clusterlogging instance -n openshift-logging

2. FAELTMS, MR Operator LA EHMIREHRENIFEAMESEFER (PVC)

I $ oc delete pvc --all -n openshift-logging
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