& RedHat

OpenShift Container Platform 4.2

7%

M OpenShift Container Platform 3 5 %l 4

Last Updated: 2020-08-21






OpenShift Container Platform 4.2 5%

M OpenShift Container Platform 3 i¥#% %l 4



RSN

Copyright © 2020 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE
ACRYIR ML T ¥ OpenShift Container Platform EEEMARAE 3 ERBIARAE 4 B9E R,



B3k

2 1% OPENSHIFT CONTAINERPLATFORM 3 BRI 4 ..ottt et
1.1. X F 4 OPENSHIFT CONTAINER PLATFORM 3 i¥#%l 4
1.2. #Lx05ER
1.3. FF N FBRRFE T f13M OPENSHIFT CONTAINER PLATFORM 3.7 5% % 4.2
1.4. BB & H 170 %
1.5 ERBER N AR TR (CAM) T8
1.6. {#F CAM WEB 618 E# N BiEF
1.7. {5 CONTROL PLANE MIGRATION ASSISTANT (CPMA) 5% CONTROL PLANE & &
1.8. BRBEHERR

25 2 Z {8 OPENSHIFT CONTAINERPLATFORM AT BRI 4.2 ..ottt ieeeeans
2.1 59N AR T f#E M OPENSHIFT CONTAINER PLATFORM 4.15F#3 4.2
22 BEB S HIENEE
2.3. MELRBNARERTIR (CAM) TR
2.4. {8 CAM WEB =6 & X% N AR
2.5. tREEHERR

25 3% £ OPENSHIFT CONTAINERPLATFORM 42 &EBRIER ... i
3.0 [N BRRFE I EIE OPENSHIFT CONTAINER PLATFORM 4.2 £875F%
3.2. BB B HIFEE
3.3 BEEKHNAREITHR (CAM) ITE
3.4. 5 CAM WEB 2 & TN AR
3.5. HFEHERR

B3%

w

10
20
23
28
32

41
41
43
53
55
61

70
72
82
84
89



OpenShift Container Platform 4.2 5¥#%




%5 13 3 OPENSHIFT CONTAINER PLATFORM 3 %3 4

55 1Z I OPENSHIFT CONTAINER PLATFORM 3 iT#%Zl 4

1.1. =F % OPENSHIFT CONTAINER PLATFORM 3 i¥#% %l 4

OpenShift Container Platform 4 @& B ARMTHEE, XERARMIHETHEHEEEREE. REFH
BB, OpenShift Container Platform 4 SREFERE B IEM A RS OpenShift Container
Platform 3 HIR AR,

Z R IIM OpenShift Container Platform 3 ##t%| OpenShift Container Platform 4, & Jie#E L TE

JON -

HXIRGTR
T i OpenShift Container Platform k7 3 1 4 Z [BARE, 7EEHBE], FREMENFME. ML,
BEILx. REREEEFEAT T I,

PuTER
TRAFEFRUTIEHITIERRE

o AT IMNERERMNEBMNERNBRREIR (CAM) IR

e MTFEF control plane #J Control Plane Migration Assistant (CPMA)

1.2. ALXER

EIBRY5E%E OpenShift Container Platform 4.2 8, BZE B} 8] S E MM X AN T 72,
OpenShift Container Platform 4 5| A T 52RfgME X BB A FNIG5m, HUILEAREIE OpenShift Container
Platform 3 SEE$HY1RF AT B8R 3E A F OpenShift Container Platform 4.

AT SRR EEE M OpenShift Container Platform 3.11 ##:E] OpenShift Container
Platform 4.2,

AR H T B X OpenShift Container Platform 3 #1 OpenShift Container Platform 4 Z [A]E /X
A, UREIBNEEFIEMNEZ TR IEZUL, BXEE OpenShift Container Platform 4 S£E$891¥4H
{82, HAEIH OpenShift Container Platform XHSBEHET, MNHE THRAEXFHENEMEZRAER
BIEAE R, 1ES M OpenShift Container Platform 4.2 & 173Eic .

T iEfFIA OpenShift Container Platform 3 528 # 4 El OpenShift Container Platform 4, &/ FF 1A
#7189 OpenShift Container Platform 4 &8, ARG AR T ERAEBNT control plane X EHIN A2
R TR 13

1.2.1. OpenShift Container Platform 3 #1 OpenShift Container Platform 4 BJLLE%

£ OpenShift Container Platform 3 A7, &2 5 HIMERE Red Hat Enterprise Linux (RHEL) E#l, ABTE
XL F Nz £ &S OpenShift Container Platform RAMKER, FEAN T EREEXLENHINITE
o

1£ OpenShift Container Platform 4 /1, OpenShift Container Platform S8 BENEEARE T &
23k, OpenShift Container Platform 4 @1&# IR RHITHEE, %0 Operators. MachineSets #1 Red Hat
Enterprise Linux CoreOS (RHCOS), B |REfHRIEN L. XM RALMESIFEEEREELAE
ZHEEGHITH—LIh8E, XHBREENEEEM—3E, FHEETRENT B,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/migration/#planning-migration-3-to-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/migration/#migrating-application-workloads-3-to-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/migration/#migration-comparing-ocp-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/migration/#migration-considerations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/release_notes/#ocp-4-2-release-notes
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MEBELZER, EZS OpenShift Container Platform 2244,

1.2.1.1. BN ARE

ol s B3R

OpenShift Container Platform 4 {#f Red Hat Enterprise Linux CoreOS (RHCOS), EEEz{Ta st
NAREF, FRUEAVNERE, ETF Operator WEELUKRFLHIFAL, RHCOS BAAILZASFEN,
ARI RHEL A EHIRIERYT. RHCOS ff OpenShift Container Platform 4 805 &R F B LIEZ
BIREHBEE, RHCOS =2 OpenShift Container Platform BI—%84y, X EKERARARERES=HIZ
17, FHEEMEA OpenShift Container Platform Z8E&,

1£ OpenShift Container Platform 4 &, control plane 7 7217 RHCOS, LU{R M control plane 2
PR B, XEFEIHMANBTFRLTE OpenShift Container Platform 3 RER Z,

MEELER, EEH Red Hat Enterprise Linux CoreOS ,

Operator

Operator @ —#3Ta. EEFEIRE Kubernetes N FATEFIAE, Operator AIAI{EIZ1T 7 —EB D Y
BESRY, ellaXRNEINE, FERLINMKSERNERE. B Operator 1B AR FEXT
SR AR L 3 2 B e

IMFEELER, EBH Understanding Operators,

1.2.1.2. ZEMBEHFHARRE

ZRIE
X F &% OpenShift Container Platform 3.1, FZ# & Red Hat Enterprise Linux (RHEL) E#l, &%
HArEMMAEREE, SA/F121T Ansible playbook RZ& S BEERE,

%7 F OpenShift Container Platform 4.2, FT|E#A OpenShift REREFUBREHMENR/NTRES.
SEBZ1TRE, WALUER Operator Rt — S EoB SR HREHIRS. BXRE3E, RHCOS R4%
OpenShift Container Platform & &f#i21THJ Machine Config Operator (MCO) #H{TE I,

MBELER, EBNH i,

INREFF RHEL worker Hl28750ZEI OpenShift Container Platform 4.2 528/, &R LUEE A Ansible
playbook TE5EE$ 21T/ A RHEL worker #1235, MIFEZER, 1HSHIE OpenShift Container
Platform & 7IN RHEL 1T &85,

o8 S APy R

%TF OpenShift Container Platform 3.1, FEZHCHESIFHERE 4 EMZRN EREERE, X
F OpenShift Container Platform 4, FR7T aAILMEE B SIREEMEN L REEHA, TRET —IME
OpenShift Container Platform R45F2 & # A1 BE4E T BB il 381 L ER B AR B¥RYIE T,

MEBEFELER, ESH OpenShift Container Platform &t

FRER

£ OpenShift Container Platform 3.11 A1, f&EILUZ1T Ansible playbook A5, 1£ OpenShift
Container Platform 4.2 fA, £HBEEBIHNES, SIEEE T LM Red Hat Enterprise Linux CoreOS
(RHCOS) MyE#T, RATLUER Web #HI5 {8 OpenShift CLI B9 oc adm upgrade & BREMFA L E
Bf, Operator 2BHAREBE., MNREH OpenShift Container Platform 4.2 524 Red Hat
Enterprise Linux worker #1828, R4 IEBFEEIZTT Ansible playbook EFIXLE worker Hl 2%,

S B1E S Updating a cluster,

1.2.2. 5F%&E


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/architecture/#architecture
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/architecture/#architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/operators/#olm-what-operators-are
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/architecture/#installation-process_architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/machine_management/#adding-rhel-compute
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/architecture/#installation-overview_architecture-installation
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BEEAIBER M OpenShift Container Platform 3.1 ##:E| OpenShift Container Platform 4 BB AFIH
fEREIL,
1.2.2.1. FHEESE I

7E£ M OpenShift Container Platform 3.11 ##: %l OpenShift Container Platform 4.2 B, i5&ELU TS5
LEPN: R o

A B A

HRAETE OpenShift Container Platform 4.2 H{#f§ Local Storage Operator F X #FAME N, FAXIFER
OpenShift Container Platform 3.11 8 local provisioner /3%,

MEFLELR, BN ERAKMBSHRFAEEW.,

FlexVolume ¥ A Fi#

FlexVolume $&H 4L & E5 OpenShift Container Platform 3.11 HEIARE, E7E OpenShift Container

Platform 4.2 RE9#{iI &/ /etc/kubernetes/kubelet-plugins/volume/exec, & 3o i NAY
FlexVolume ¥4,

MEFLZER, ESIER FlexVolume I AMEE,

FRAASREEEO (CSI) MIFAKEM

{8 Container Storage Interface (CSl) IR A MEZ#ETE OpenShift Container Platform 3.11 @ —NFR
TilThEE . OpenShift Container Platform 4.2 522 #F CSI fRA 1.1.0, {BRMIH EM CSI IKshigF. &
W RSB OISR,

FERASREMED (CS) WEFEAEEE

OpenShift Container Storage
Red Hat OpenShift Container Storage 3 A L5 OpenShift Container Platform 3.11 —i2{# [, {# M Red
Hat Gluster Storage N Gl 1F (.

Red Hat OpenShift Container Storage 4 A LL5 OpenShift Container Platform 4 —#2{ff, £ Red
Hat Ceph Storage {E N E & 1Z1if.

MEFLELR, 1ESHEA Red Hat OpenShift Container Storage N AT FIRF EIRVEMESTRY

o

B F R A A7 1 e 10
OpenShift Container Platform 4.2 IR T % OpenShift Container Platform 3.1 BILL T 3§ A ME1F 510
X :

® GlusterFS A"B#H X,

® CephFS fE NI A B R,

e Ceph RBD {F N IL™ B o

o iSCSI HIfERE AT,

INRIBIE OpenShift Container Platform 3.1 ERA T HAZ —, NEZRFEFR BB A MEEZELTLUE
1 OpenShift Container Platform 4.2 iRt 2 E X #.

MBEZER, HSMNH T REFALEE.

1.2.2.2. M= R


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/storage/#persistent-storage-using-local-volume
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/storage/#persistent-storage-using-flexvolume
https://access.redhat.com/support/offerings/techpreview
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/storage/#red-hat-openshift-container-storage
https://access.redhat.com/articles/4731161
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/storage/#understanding-persistent-storage
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1E£ M OpenShift Container Platform 3.11 ##:Z| OpenShift Container Platform 4.2 i, 1EZE LTS5 ML
LEPN: R o

BT CEE 5
R P EE YN ER ovn-multitenant, {E2Z OpenShift Container Platform 3.11 BIER A M 4% bR B 1R
/2 ovs-subnet, OpenShift Container Platform 4.2 BIE I\ P45 R &R 2 NetworkPolicy,

NSRIEBY OpenShift Container Platform 3.1 &£8#{%f T ovs-subnet 5 ovs-multitenant 2=, NIZEiL
1£ OpenShift Container Platform 4.2 &R fFE X L1 #2 /) NetworkPolicy, NetworkPolicy Z#F LifF, &
RiE, FENL1RHE ovs-multitenant BIhEE, NREZETE OpenShift Container Platform 4.2 i {#F
NetworkPolicy I {iAFE4EHF ovs-multitenant 89175 , FIRBLL T EH NetworkPolicy E2iE %
FiRE .

MEBEELER, HEMH X FWHEERE,

hnEE EHLE AR R

£ OpenShift Container Platform 3.11 /1, &R LA IPsec SRINZ EALEIBIMLZERE. OpenShift

Container Platform 4.2 ™% # IPsec, Bil{#F Red Hat OpenShift Service Mesh 1EBRS5 8] /= B8 mutual
TLS.

MEBRLZER, BB T2 Red Hat OpenShift Service Mesh

1.2.2.3. HRILKEEET

1E£ M OpenShift Container Platform 3.11 ##tE] OpenShift Container Platform 4.2 i}, EZEUTERE
EP Rt

BEELHAFILR
OpenShift Container Platform 4 @id fEAEREBFRICKBEEXLTR, NEBEEZICFERT —NMEEN
MEENG, BERE, EEEEHEKICKHELS OpenShift Container Platform 3.1 #8[E,

MERLER, HEAXTHBEMNLESHBEICTK,

%I:I I&\ﬁﬁ
& TCi54% OpenShift Container Platform 3.11 BIE & B &1L R IR EIFTHY OpenShift Container
Platform 4 &8,

auﬁ%%{n TNy I«%ﬁ[ﬂ%?%g¥ E Ib\LE%O

12.2.4. R2EE

1E£ M OpenShift Container Platform 3.11 ##: %] OpenShift Container Platform 4.2 i, i§ZEUT5%2L
EXBZE

X A& Bl s R AE 7]

£ OpenShift Container Platform 3.11 A1, KRZ&ZFBISUERI P eI LG )& Ptk s (BU40: /api/* 1
lapis/*) . N TZREELN, OpenShift Container Platform 4.2 RE A & Hlif s TR 2 B3 KIERI LT
[l MRWBLFEATFREZFMEIERR], TREFELE RBAC IXE, BIFHYERRZEMEXN, H
FiX I RE R AR EBER A M R B A EBMLE,

AP S8t
7 OpenShift Container Platform 4 B F 3N S IELL T RER N :

e OpenShift Container Platform 4.2 FRBYIE KTk SR 1RIEFEFEEE mutual TLS, MiXTE
OpenShift Container Platform 3.11 AR E,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/networking/#nw-networkpolicy-multitenant-isolation_configuring-networkpolicy-plugin
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/networking/#nw-networkpolicy-about_configuring-networkpolicy-plugin
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/service_mesh/#understanding-ossm
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/logging/#cluster-logging-deploying-about_cluster-logging-deploying-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/logging/#cluster-logging-about_cluster-logging
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® OpenShift Container Platform 4.2 H5{t T OpenlID Connect &3 1R HI2FMECE, TE, ©M
H VR /.well-known/OpenlD-configuration i s KRB, M2 BIEE E7E OpenShift
Container Platform 3.1 F3§ 7€,

MBEELER, BB Understanding identity provider configuration .

1.2.2.5. S EEE T

1E£ M OpenShift Container Platform 3.11 ##: % OpenShift Container Platform 4.2 5, i5§&EUT 5 iz
LEPN: DR o

IR PR ELR SR mT R B

OpenShift Container Platform 3.11 /8, it % BORRA LR 5 1224519 =] FH B9 BRI 24 #5 7 DeadMansSwitch . 1
OpenShift Container Platform 4 /1, BE#&E#en %5 Watchdog . #1R&E7E OpenShift Container
Platform 3.1 AT B L EIRIZER PagerDuty 55X, NIFEETE OpenShift Container Platform 4 # &
A7 Watchdog Z#i% EH PagerDuty K.

MEFEZELR, HSH MABE X Alertmanager BLi&,

1.3. [N AR RE TE 1 E M OPENSHIFT CONTAINER PLATFORM 3.7 i
F 4.2

el LB RN ARRF T (CAM) TEF N ARRF TEM M OpenShift Container Platform 3.7 (&
BEEhiiA) E#E OpenShift Container Platform 4.2, & CAM TE, &rILURHITFHH &ML AR
R B9 {= AL ],

CAM T ER Web #ZH|&% API, ETF Kubernetes BRE TR, EaLURBRMEERTIBERSN BE
FF TEfE,

A, LA LUER Control Plane Migration Assistant (CPMA) & BT # control plane Wi&,

- o
FEFRERE, EEFENNEZHNER.

1.3.1 ERB TR M

o REEENIR OpenShift Container Platform 3.7, 3.9. 3.10 = 3.11,
* W &R%E podman ,
o TEAEFMBLEEHEAE cluster-admin HIR,
o R BIREREEM A N & B TF i B A 32 BRI B9 25 U7 [RI AR,
e 2% Migration controller BB T E B X H MR BFAY A 52 BR &I B9 U5 ] FR
o RN ATEFFE openshift 3% 22 6 RBYEEER, B IrsEEE b /iA BB IR IR A
MR LRBFENEG, ELJEH imagestreamtags H95| A LUE A SN AR F R AN AR
N, MNRFIEEF imagestreamtags, EAILUFoFEXNEE EEEIN AREFGEZAES, F
BENARFEUSIAE,
LBLUF imagestreamtags 2 M OpenShift Container Platform 4.2 & #/& :

o dotnet:1.0, dotnet:1.1, dotnet:2.0


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/authentication/#understanding-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/monitoring/#applying-custom-alertmanager-configuration_configuring-monitoring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/migration/#planning-migration-3-to-4
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o dotnet-runtime:2.0

o mariadb:10.1

o mongodb:2.4, mongodb:2.6

o mysql:5.5. mysql:5.6

°© nginx:1.8

o nodejs:0.10. nodejs:4. nodejs:6

o perl:5.16. perl:5.20

o php:5.5. php:5.6

o postgresql:9.2, postgresql:9.4, postgresql:9.5
o python:3.3. python:3.4

° ruby:2.0. ruby:2.2

1.3.2. THRERFNARFIRIE

SN BRI (CAM) TEMLEFEHE CAM web 5] & 3k Kubernetes API $5% OpenShift Container
Platform JREEEF I Kubernetes FR. HAMBHUIBFNEBA SR HIKTHEE OpenShift Container
Platform 4.2 Bir5%&Ef,

5 CAM web #2HI A TIRNARFE S RUTHE

1. TEFFASEEFRZREL Cluster Application Migration Operator
p= Y=
Cluster Application Migration Operator BRIATE B FR&ERE LR %E CAM TE (CAM

web ZHIBFIERILEHIZR) o A LLE OpenShift Container Platform 3 #1252
EBHPLECAMIE,

N

. REERIFEHEZE, X2 CAM TERARIHEWIEN BN REME

3. 1£ CAM web 28 FRINIRERE

i

. 7E CAM web 24l & RN E H 268 %

ul

- BIEEBITR, SEUTHREIHBETZ—

e Copy: CAM TERHEMREEEFIEHEFMHE BMNEHEHEERESEHNRBINE
¥,


https://access.redhat.com/articles/5064151
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> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : CAM TEMRERHEE MRS (BIIANFS) , HEBERER LOZE—MERX
MNEREW PV 5R, REEBIERPEITES, EE%%ﬁ¢LﬁMf%&Fﬁ%ﬁ%
BEANR—IZRES, TRRBLIA URRERFH BRI,

% E,E
RAREFFHEER B HIELEERD, BXHFIBIREEE.

 EEEEEE R b‘ Remote volume ‘4
i

Persistent volume Persistent volume

Source cluster Target cluster

6. ZITERITL, ERUTETZ—

e Stage (Fik) AMELENARFHIER MRHEESHIEBIRER,
Stage IAE K217, UEEIBAIHASHEBESEHZBIR, XHETRIMEEFREBES A
FIN. AR Z AL AL,

® Migrate EREHPEILNARR, HEEBNSEFEFRIEATIR, ERUEEERELE
N FRRFEIER TE% TR,
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Replication
repository

MyApplication

]

Kubernetes
/—’ objects
Backup
PV1 PV 2
MyApplication E E Internal images
Kubernetes I Velero
objects
Vi 72 OpensShift

Container Platform

Migration API

Internal images

Source cluster

1.4. B EE HIFMEE

Restore
MyApplication
i Velero | Kubernetes
1 objects
PV1 PV 2

Internal images

Target cluster

BRI REFFERE N REEFIFEE, KSENAEFIBIEREEMRERSE RS HFEE,
B4R HE R BRBIEE S EME ST E S FIE B inke.

SR RSN
o BEMA S3NRMEM, FIA0 Minio 3 Ceph S3
o ZLRARMK (MCG)
e Amazon Web Services (AWS) S3
e Google Cloud Provider (GCP)

® Microsoft Azure

1.4.1. THRRBTFIBMNBIEES AL

CAM TEXHXHRAMRBEIEEF AL, BTHBEMNREIIBE BINER. ETLAFEST

IERINE F R IE T RN P ST R 50,

1411 XHEREEHAE

CAM TEREEXMHMREERSEFIEHFMEE, FMRESHEIBIFEKH,

xR 11 XHRGEE R ESR

10



% 13 ¥ OPENSHIFT CONTAINER PLATFORM 353 4

= B -

o KHALBTRANEMEE o LLIRIREHITAEIE
o FTA S3 MR

1.4.1.2. RS HIAE

CAM TERREHNBIERRBREFI YA BIN REFME, BELRENERFHE. BEEETSEFL
e

AWS, Google Cloud Provider #1 Microsoft Azure X#FIRIBE Hl 5%,

& 1.2, RERE B EB®

= B -

o LLXXHRGIEFIFIER o LHNERIZHEFIRR,
o SR THRRNEHIE.
o R TRA—AIENXSE.,
o SHWINEBBERMNEFIHE,
o FHERMMESIRBRE,

BF

BELWUEMKX (MCG) BENIBMEHFMHERBRATIIIIRE, L8~ RIRFSFNR
i (SLA) AFERORTAEZNEE, FHEXLEWREAREHFATE, IERHEELE I RH
ERE], XERARTEINEER UEA A REXAFNEE, HAENSEFLMERIRAR

Jpsin =
e o

BRIERAT I IRE S FEHEIMIEE, HSH
https://access.redhat.com/support/offerings/techpreview/,

1.4.2. B2 & MCG FhERMCh E5IEMEE

& LAZ= % OpenShift Container Storage Operator, Fi$—4™ Multi-Cloud Object Gateway (MCG) 7
fERREC B 1 & S 77 i %,

1.4.2.1. 2% OpenShift Container Storage Operator

A LLM OperatorHub &% OpenShift Container Storage Operator,

it

1. £ OpenShift Container Platform web ##&H, = Administration - Namespaces,

1


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.2 5%

2. = Create Namespace,

3. 7£ Name FE&#%i A openshift-storage, == Create,

4. = Operators - OperatorHub,

5. {#F Filter by keyword (&fIf} OCS) K##k OpenShift Container Storage Operator,
6. 1%#¥ OpenShift Container Storage Operator 7 = Install,

7. 7E Create Operator Subscription T H, 1% openshift-storage % 22 [H],

8. fEEEBIERTIIE FHE A RES,

9. = Subscribe,
E Installed Operators T{HE A, OpenShift Container Storage Operator =HII{E openshift-
storage B H, KEH Succeeded,

1.4.2.2. 8/ Multi-Cloud Object Gateway f7fi%##

& T LLBIJE Multi-Cloud Object Gateway (MCG) #Zi#EH B E L IR (CR) .

it =

1. B3R EF| OpenShift Container Platform &8 :
I $ oc login
2. FRALLTRALIZE NooBaa CR EZE XX, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: noobaa
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 g

memory: 1Gi

QO TR NER, ERTLUT cpu BIEBN 0.1,

3. fi|# NooBaa %/ % :
I $ oc create -f noobaa.yml
4. FRAMUTRAENIR BackingStore CR ECE X, bs.yml :

I apiVersion: noobaa.io/vialphai

12
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kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: mcg-pv-pool-bs
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: 50Gi g
storageClass: gp2 6

type: pv-pool
ﬂ EE PV IBHHEHE,
9 EESHAN,
9 EEFERE,

5. /& BackingStore X% :

I $ oc create -f bs.yml

6. FEALLTARAME BucketClass CR EZ& XX+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: mcg-pv-pool-bc
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- mcg-pv-pool-bs
placement: Spread

7. Bl BucketClass * £ :
I $ oc create -f bc.yml
8. FALLTHALIE ObjectBucketClaim CR EZiEXC {4, obc.yml :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:

name: migstorage

13
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namespace: openshift-storage
spec:
bucketName: migstorage ﬂ
storageClassName: openshift-storage.noobaa.io
additionalConfig:
bucketclass: mcg-pv-pool-bc

ﬂ L3 T1E CAM web #2815 RN & 5 F 8 B F R R .

9. fl|# ObjectBucketClaim X% :
I $ oc create -f obc.yml

10. st ORI A2 LUSIE ObjectBucketClaim BUA 75455 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28,

1. RERFFCFEUTE, HERERIFMEERINE CAM web 25| S FEIXL(E

o S3ifM:
I $ oc get route -n openshift-storage s3

® S3 provider access key:

$ oc get secret -n openshift-storage migstorage -o go-template="{{
.data.AWS_ACCESS_KEY_ID }}' | base64 -d

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage -o go-template="{{
.data.AWS_SECRET_ACCESS_KEY }}' | base64 -d

1.4.3. 1F AWS S3 FhEEE & N E HlFEiEE
EA LUS AWS S3 FHEEEC B N 8 HEEE,

FoRFMH
o AWS S3 1@ B AR B AR SR B T 1A,
o 1RWMINZET AWS CLI,
o MRMHARBESITE -
o RAENTA] EC2 Elastic Block Storage (EBS).
o RFBMEEMIMTR—X,
o RIMBINERVIBEBERMNEFEZE,

14
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o EFENINERBRER,

b =
1. DI AWS S3 1FhiE#E -

$ aws s3api create-bucket \
--bucket <bucket_name>\ ﬂ
--region <bucket_region> g

Q 1BE S3 FhEA &,
Q 1E3E S3 MK, fI40 us-east-1.

2. A& IAM B F velero :

I $ aws iam create-user --user-name velero
3. AIE EC2 EBS [REBERR :

$ cat > velero-ec2-snapshot-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource™: "™*"

}
]

}
EOF

4. N—NEFAE S3 FEHEROIE AWS S3 15| 5RHE :

$ cat > velero-s3-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
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]

"Resource": [
"arn:aws:s3:::<bucket_name>/*" ﬂ

]

"Effect": "Allow",
"Action™: |
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket_name>"

]
}
]
}
EOF

RF A — S3 FEREIT AR, IHEEFHERAN. ERTINE AWS S3 FFi#iEN
WIFAR, 1H1EE * MARFHERAN

"Resource": |
"arn:aws:s3:::*"

5. FF EC2 EBS ZRE&KI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. F AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. N velero SJ& [R5 :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T22:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ

"AccessKeyld": <AWS_ACCESS_KEY_ID> @
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il3% AWS_SECRET_ACCESS_KEY #1 AWS_ACCESS_KEY_ID LU AWS 7Z#/E D
2l CAM Web #2415

1.4.4. & Google Cloud Provider Fi# &t & h & HI 12 6# %
17T LU Google Cloud Provider (GCP) ZiBH&EZE 1 & HI7Z i,

FoRFM

Y=

o AWS S3 T i AT LA#RR ] B R s BE 7 7),

/

o MNEET gsutil,

o MREHERRBERSE -
o JRMBIRERMIA TR — X,
o RINBIrER IR ABRMNEER,
o FERVINFIREBRE

1. 1217 gsutil init LLE% :

Your current configuration has been set to: [defauli]

iZ
$ gsutil init
Welcome! This command will take you through the configuration of gcloud.
To continue, you must login. Would you like to login (Y/n)?
2. 1%i& BUCKET &£ :

I $ BUCKET=<bucket_name> @)

Q EEFhER R,

3. QEEMER -
I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID ZFE X E NIEHEERTIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. & velero RSP -

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

6. ¥ SERVICE_ACCOUNT EMAIL Z5 &% &} AR S5k 1 B i, F il 44 db it

17


https://cloud.google.com/storage/docs/gsutil_install

OpenShift Container Platform 4.2 5%

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)')

7. ERSKFRFHR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)

gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

8. FFRRSSIK B EAREE Y a1 E X+ credentials-velero X4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1.4.5. ¥ Microsoft Azure Blob FiE A SEE N EHIEFEE
R ET LLS Microsoft Azure Blob i AR E 1 E ST iE %,

FTREH
o MWINEHR Azure B,
o MMM BRET Azure CLI,
® Azure Blob TFfif & 288/ AT AR AN B R 8RB 17,
o INREFERRBEFISE :
o SEMBIFEREEMINI TR — K,
o RFIBMKENIEEHERNEMHE,
o HFEERLISREBER.

it =
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%i& AZURE_RESOURCE_GROUP % £ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. AIE Azure R4 :

I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ
ﬂ BEAME,
3. %i& AZURE_STORAGE_ACCOUNT IDZ'£ :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEMK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID\
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. #%i& BLOB_CONTAINER Z'£ :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2s :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. N velero GJ&AR %S EAFZEIE

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id" -o tsv’

$ AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld' -o tsv’

$ AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" --role "Contributor" --
query 'password' -0 tsv’

$ AZURE_CLIENT_ID="az ad sp list --display-name "velero" --query '[0].appld' -0 tsv’

8. 1E credentials-velero {4 F 1R FARSS EHMENL

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

1.5. ERBELE N AEFTEFR (CAM) TR

IRBEEEN AR TR (CAM) TEEEE OpenShift Container Platform 3 J& #1 OpenShift Container
Platform 4.2 BIin& B E&R% CAM Operator, #7E OpenShift Container Platform 3 JREEE # EE BB R

I\ VR —
&EIJ'_\‘I/ \;:EEO

Cluster Application Migration Operator BKIATE B iT5#f L R4 CAM TE (CAM web & T2
23) o IBALL £ OpenShift Container Platform 3 #lif2EdthLRE CAM IR,

1.5.1. 7£ OpenShift Container Platform 3 JR%5£ 8% = 2% Cluster Application Migration
Operator

IR A LAF3))1E OpenShift Container Platform 3 JRE&E#F L &% Cluster Application Migration Operator,
&~ OpenShift Container Platform 3 R #f Operator Lifecycle Manager,

SeRFH
* W& podman ,

e {&HY OpenShift Container Platform 3 SREF FE B EBCE N M registry.redhat.io HIERHE .
N T HEEER, EEECE— imagestreamsecret, FILTCEHIFIERHFNENT R,

i =
1. FEREMLIIEER S [~ Musk - BRhE registry.redhat.io :

I $ sudo podman login registry.redhat.io

% o
NRRA RN TR Podman BERECER, NtidEFFEE sudo.

2. T# operator.yml 324 :

$ sudo podman cp $(sudo podman create registry.redhat.io/rhcam-1-2/openshift-migration-
rhel7-operator:v1.2):/operator.yml ./

3. F#: controller-3.yml 3 {4 :

$ sudo podman cp $(sudo podman create registry.redhat.io/rhcam-1-2/openshift-migration-
rhel7-operator:v1.2):/controller-3.yml ./
&

4. FEIRH) OpenShift Container Platform 3 58 2%,

5. IS UEEEBE A LUTE registry.redhat.io BT B I0IE ¢

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity
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6. & Cluster Application Migration Operator CR ¥ £ :

$ oc create -f operator.yml

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists ﬂ
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists 9

& m] LL 72 8% Error from server (AlreadyExists) 15 2. ©1{12H Cluster Application
Migration Operator J R EJARA#) OpenShift Container Platform 3 S| ¥HREMR Y, XLE
BRI A B 124,

7. fIl# Migration controller CR X% :

I $ oc create -f controller-3.ymi

8. A Velero # Restic Pod IEfEi&1T :

I $ oc get pods -n openshift-migration

1.5.2. 7 OpenShift Container Platform 4.2 B 55 8% L %% Cluster Application
Migration Operator

& A LUEF OLM 7£ OpenShift Container Platform 4.2 Bin%e&# £ %24& Cluster Application Migration
Operator,

ZIAER T, Cluster Application Migration Operator 27E BirsEdf L& CAM ITE :

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators —» OperatorHub,

2. {&M Filter by keyword 7 (#£:XE 2 Migration) %! Cluster Application Migration
Operator,

3. % Cluster Application Migration Operator F# s Install,

4. 1f Create Operator Subscription TTE ™, %t openshift-migration dp 22 (7], FIEEHESE
B,

5. 5 Subscribe,
1E Installed Operators 71/, Cluster Application Migration Operator &HII7E openshift-
migration B/, HIREH InstallSucceeded,
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6. 7E Provided APIs A 52 View 12 more....
7. = Create New — MigrationController,
8. mili Create,

9. = Workloads —» Pod 3 E Controller Manager. Migration Ul. Restic #1 Velero Pod @& 1E
517,

—_

1.5.3. £ OpenShift Container Platform 3 R R BERIATTRELE

R AE OpenShift Container Platform 3 REMAREBRATIRAER, LUSRIRESR APl IRF52RH
CAM IR [H8@1E,

pi% &2
1. BRI ELE CAM TEMEERE,
2. #XEX CORS BRBMYMH :

$ oc get -n openshift-migration route/migration -o go-template="(?i)//{{ .spec.host }}(:|\z){{
println }}' | sed 's,\.,)\\.,g'

3. EffiZEl OpenShift Container Platform 3 JR%5EE%,

4. FF CORS EEB{EARINE /etc/origin/master/master-config.yaml &t i& ST H
corsAllowedOrigins FE& 7 :

corsAllowedOrigins:

- (?i)//migration-openshift-migration\.apps\.cluster\.com(:|\z) ﬂ
- (?i)//openshift\.default\.svc(:|\z)

- (?i)//kubernetes\.default(:|\z)

Q {2 E IR CORS FRiB.

5. B8 API RS SRFIEHISREES U AEN

e 7f OpenShift Container Platform 3.7 #1 3.9 A, X LB HE IR ENHATRIZTT, H
systemd B, FHBLZTUTHSEEFGI :

I $ systemctl restart atomic-openshift-master-api atomic-openshift-master-controllers

® 7£ OpenShift Container Platform 3.10 #1 3.11 A1, X 4E2H47EH kubelet BIEMEE S Pod A
517, FHBLZEITUTeSREFHED)

$ /usr/local/bin/master-restart api
$ /usr/local/bin/master-restart controllers

6. FiFEE
$ curl -v -k -X OPTIONS \

"<cluster_url>/apis/migration.openshift.io/vialphal/namespaces/openshift-
migration/migclusters” \
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H "Access-Control-Request-Method: GET" \
H "Access-Control-Request-Headers: authorization" \
H "Origin: https://<CAM_web_console urI>"9

@ (5EEEBE® CORS HHH URL,
18 CAM web #5158 URL, URL EF CORS EEiE{E, f5140 https://migration-

openshift-migration.apps.cluster.

R AERAEBINT -

< HTTP/2 204

< access-control-allow-credentials: true

< access-control-allow-headers: Content-Type, Content-Length, Accept-Encoding, X-CSRF-
Token, Authorization, X-Requested-With, If-Modified-Since

< access-control-allow-methods: POST, GET, OPTIONS, PUT, DELETE, PATCH

< access-control-allow-origin: https://migration-openshift-migration.apps.cluster

< access-control-expose-headers: Date

< cache-control: no-store

1.6. £/ CAM WEB 1ZH| &% N FHiERF

1.6.1. 5/ CAM web 2414
R AT LATE D % 88 FR RS 5 CAM web 12415

it =

1. BREIB %L CAM T EM OpenShift Container Platform 5%,

2. BT TS IKEN CAM web #E#I& URL:

$ oc get -n openshift-migration route/migration -o go-template="https://{{ .spec.host }}'
https://migration-openshift-migration.apps.<cluster>.openshift.com

3. FEhiiEas it A CAM web #2H1&

==
INRERE CAM Operator 513157 CAM web 128 &, U”JWT"“%'J’E.‘EJﬁE ¥

EM#E, RN Operator MATEREEHHEASABRATEREZ, E/F/Lo8
BREi,

4. MRBERABERM CAILETD, NKRTEESIRER AP RS CAILES, MRS FEE
xi‘]ﬁ“lfl::ﬁﬁ’] T*ﬂio

5. {&MA OpenShift Container Platform BIF P & FIEE RS 4 17 & it

1.6.2. IBEEERINE CAM web 126 &
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FRFM

o WERERPEREBRKBHRLE,

o MNREM[EM Azure IRIREFIEIE

(o}

(o}

it =

FERINRERFN, MR Azure BHRAETR,

SR B RERE AL T E— Azure KRB B I FRE—ALE,

1. BRERER,
2. FRENBR SR S hE

$ oc sa get-token mig -n openshift-migration
eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudC9uYW1Ic3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:.
LmivL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCl6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAYyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiIRzT0OXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-
POOrpDrcjOEQQ

3. &XE| CAM web #Z£HIE

4. 7£ Clusters &4, = Add cluster,

5. BELUTFE :

Cluster name : I 2IE/NEFH (a-z) WF (0-9) . TEESESERHEIRFH.
URL : 52 API iR%5%389 URL, 10 https:/<masteri.example.com>:8443,
Service account token : MIREEHKENBIF R/ &R,

Azure cluster : o WNREMEM Azure IRERE FIEHE, HIAFLILI,

Azure resource group : WIRIEH T Azure cluster, NI&HILFER,

6. = Add cluster,
£ HINIE Clusters 49,

1.6.3. £ CAM web #ZHI &R MERIREFE
R AT LS RAFAEAR R N S 67764 R INE] CAM web #2414

FRFM
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o LB A T ERIBHIT REMR.

iz
1. BXE CAM web ZHIE&,
2. 7E Replication repositories 4>, = Add repository.
3. % Storage provider type FHFIEEELUTFER :
o AWSSERTF S3. MCSG #iEHA S3 #Rm :
o Replication repository name : $§7 CAM web 12l & A S HI7Z 157,
o S3bucket name : EEXR AR S3 FIEEA &R,

o S3bucket region : ¥§7E S3 FiEEX ., AWS S3 AE, Optional FFH M S3 5
5P

o S3ims : IHE S3 ARSI URL, MAEEMEHE, 140 : hitps:/<s3-
storage.apps.cluster.com>, &M S3 N ERIE, EL7EA https:/ B4,

o S3 provider access key : 7y AWS 1§ <AWS_SECRET_ACCESS_KEY>, =&
MCG 87 S3 AP A2,

o S3 provider secret access key: 7y AWS 8% <AWS_ACCESS_KEY_ID>, &N
MCG 87 S3 NP secret i[RI #H,

o Require SSL verification : MIREFEAMZEA S3 #tLm, NISMRILERIE,
e GCP:

o Replication repository name : $§% CAM web 12l & IS HI7Z 057,

o GCP bucket name : $§%E GCP Z{EE A TR,

o GCP credential JSON blob : 7£ credentials-velero S {8 EF T &£,
® Azure:

o Replication repository name : $§7 CAM web 12l & A S HI7Z 057,

o Azure resource group : ¥§7E Azure Blob fFi#RIFIRH,

o Azure storage account name : &7 Azure Blob fZfi#ilik ;' & #5

o Azure credentials - INI file contents: 7£ credentials-velero X/ F 18 EF £,

4. 2= Add repository HERFEERIE,

5. = Close,
FEEES HINTE Replication repositories £843

1.6.4. N RELEIHESIRS T RIBRS!
B B RBERBER T RIBRS.
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! s
BREGSREB CHEMEN MBI ERI TN, LOR TR RN

BAERIT XA LT RRIABRS
e 10 M ZEfH
IR IX BRI, CAM web 58 < ER— Namespace limit exceededffix, BT iE
BEEERIT X,

e 100 1 Pod
NRi#ET Pod BREI, CAM web #ZHIE 2 EREBLLLT RHIFE 15 2. Plan has been validated
with warning condition(s). EBEZ&{E 2. pod limit: 100 exceeded, found: 104,

o 100 MEAME (PV)
NRBTEHAMEES], N CAMweb #ZHIAEETRELNESER,
pi% =
1. SRR IEHIZR CR -

$ oc get migrationcontroller -n openshift-migration
NAME AGE
migration-controller 5d19h

$ oc edit migrationcontroller -n openshift-migration
2. BHLUTSE

[..]

migration_controller: true

# This configuration is loaded into mig-controller, and should be set on the
# cluster where "migration_controller: true

mig_pv_limit: 100

mig_pod_limit: 100

mig_namespace_limit: 10

[..]

1.6.5. 7£ CAM web 25 F I EZ 1T X!
&R LUTE CAM web 25 & A E2F7Z 1T,

FoREH
e CAMweb #HIGLIEBRLULTREA :
o JRE&ERF
o BirEE, BR7E CAM IEREIRZFABTIRM
o EHIMHOE

o MREFMARBEFEKIE, NRHMBEIEHLITER—=MHNE (AWS, GCP = Azure) LIK[F
— X217,
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iz
1. BSRE| CAM web 1515,
2. 7£ Plans 84>, =X Add Plan,
3. HiA Plan name 3 s Next,

Plan name Z A&7 253 MNEFRHFFF (a-z, 0-9) . EFESESERNK TR
QO .

»
(S

— Source cluster,

— Target cluster,

(S

— Replication repository,
7. BRI BEIE H R Next,
8. 1%F¥ Copy 5 Move PV :

Copy HRERH PV ANBIREFRIZEHFEED, RAEEENEHPHURHNER LKL
fERI PV EREE.

° Move MEREEBPHE —MEES (FIa0 NFS) , EEWSEH LUE—NMERX N TEEBH
VIR, AREEREPEISERES, Tj_:Eﬁ%ﬁqﬂﬂﬁﬁﬁﬁjﬁﬁﬁfiﬁﬁﬁﬁ%ﬁﬁﬁﬁE’\Jlﬁl
—L&% AR B IRT AR SR BN B iR &R B 7)o
9. = Next,
10. 5 PV 7%£#¥ Copy method :

e Snapshot FA=HNEBIIRBINES D MIKERE., Bt Filesystem 1R15

% E .
FEMSRUIATR—X, FHERLIRS,

o Filesystem SRR AL AP BOEURE S 2 HI EUHT 012 8 B Frsi .

1. 5 PV i%#E—4 Storage class,
INREFET Filesystem B A%, BAILMETR TP EHREFME, F20 : M Red Hat Gluster
Storage 5 NFS Ff#¥ 7 Red Hat Ceph Storage.

12. = Finish,
13. & Close,
F#it S INTE Plans &84,
1.6.6. 7£ CAM web 1ZH & F 217211
IR AI LAE A TE CAM web 32§ & RO 1TRISE stage ST N AEFFEUE.

FeRFMH
CAM web #ZH BRI EZ U TAR :

o REH
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o BHIrKR, BRTE CAM IELREIBRABINRM
o SHYMTE
o BWHTHITH

ik
1. &SR EF| OpenShift Container Platform 4 &8t L) CAM web 2#1&
2. IR,

3. = Stage UEREIEN ARFEHIER T, SEEMRERSHIEI BIirEE,
BT L% k21T Stage LAH D S PR AT ],

4, YHERSIHTIBNAREIENES, = Migrate,
Migrate fERER P ELENBREFIEME, FEENSHPERUIRETR

5. 54, AEILAE Migrate O 155 Do not stop applications on the source cluster during
migration,

6. = Migrate,

7. I 5ERE, 7E OpenShift Container Platform 4.2 web ¥4I & i\ ERINER T N BRERF :
a. = Home - Projects,
b. REBKIIEEEHIRE.
c. 7£ Routes #84y, sifi Location KiFN AREFREERIZT.
d. = Workloads —» Pods Xk Pod 15 # Ry & 22 [ 21T,

e. = Storage — Persistent volumes i\ EFAE % T HOTBRHIFA LS,

1.7. {53 CONTROL PLANE MIGRATION ASSISTANT (CPMA) i¥#%
CONTROL PLANE Xi&

1.7.1. T f# Control Plane Migration Assistant

Control Plane Migration Assistant (CPMA) @ —1&F CLINTITE, ©rFEEINEIE control plane M
OpenShift Container Platform 3.7 (SXE#THRA) EFE| OpenShift Container Platform 4.2, CPMA 4t
I OpenShift Container Platform 3 BRE S FERK B E L HIR (CR) JFH XX, XL #H OpenShift
Container Platform 4.2 Operator {8,

&~ OpenShift Container Platform 3 1 4 WECEZ AR K, FILATEAIENSHESHKILIE, CPMA 7
SIS, WREEEHREEXE. BOXRHIREATIZH,

REFR

CPMA f# i Kubernetes #1 OpenShift Container Platform API 3ijj[7] OpenShift Container Platform 3
SEHPHLITREXH :

o master BBEXH (EAILN /etc/origin/master/master-config.yaml)

e CRI-OBREX (BRilH /etc/crio/crio.conf)
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o ctcd ECEXH (BRILH letc/eted/etcd.conf)
o & registry X (BN /etc/containers/registries.conf)

o (RIMECE S :
o M (f5140: HTPasswd)

o ConfigMaps
O secret

CREH
CPMA NLLTFECEARK CR B

e API k%525 CAiET: 100_CPMA-cluster-config-APISecret.yaml
/ pa -3

INRICERRREEB AP BRSS8: CAUES, NIWAFohIEFRME BirsEds
#,

e CRI-O: 100_CPMA-crio-config.yaml
o EETTIRECAL 100_CPMA-cluster-quota-resource-x.yaml
o Iji B ¥TIREZAN: 100_CPMA-resource-quota-x.yaml

o TIRHEER registry (/etc/registries/registries.conf) IR FE R IR RIS
(etc/origin/master/master-config.yam) : 100_CPMA-cluster-config-image.yaml

e OAuth 12{£%2F : 100_CPMA-cluster-config-oauth.yaml
e TjiHEZE: 100_CPMA-cluster-config-project.yaml
o EEFER : 100_CPMA-cluster-config-scheduler.yaml

® SDN:100_CPMA-cluster-config-sdn.yaml

1.7.2. &% Control Plane Migration Assistant

IREI LLMELIE R ] 7 3G R Control Plane Migration Assistant (CPMA) Zi##lx4, F7E Linux .
MacOSX 5#& Windows E{ERGHREREE,

it =

1. £ Red Hat &/ [ ML 1, S#iE Downloads —» Red Hat OpenShift Container Platform,

2. £ Download Red Hat OpenShift Container Platform TIE A, M Product Variant ZlI3kA %L
Red Hat OpenShift Container Platform,

3. M Version 73R #11%% CPMA 1.0 for RHEL 7, X4 43E A F RHEL 7 #1 RHEL 8,

4. =2 Download Now 7 Linux 2t MacOSX F# cpma, =%} Windows % cpma.exe,
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5. %fF Linux % MacOSX, BXH{RFIER $PATH & VY HBFH ; % F Windows, IBXHREE
H %PATH% & Y BB FH,

6. XfF Linux, BXHIXENATHIT :

I $ sudo chmod +x cpma

1.7.3. {8 Control Plane Migration Assistant

Control Plane Migration Assistant (CPMA) £/ CR ;& &, H OpenShift Container Platform 4.2
Operator [, F/™ESFEWLE OpenShift Container Platform 3 BIZhEEHR T2, O THHIBEAR
X RS,

CPMA AIEILER Ti21T, A SSH MREEPIRREEXH, MAUGRAMERN, FERRERER
B XA B A KENEC B S,

FRFH

o REELVIIE OpenShift Container Platform 3.7 S E &SR A,
o WIFHRER M ERIBIE L IRA,

o WITERERPCITINERRIOERBESEZMERIES.
o CPMA Tt /il 2 A HAT 34

o W BEHREREH cluster-admin fIfR,

it =

1. BFLE) OpenShift Container Platform 3 5£2% :

I $ oc login https://<master1.example.com> ﬂ

DN

OpenShift Container Platform 3 & (master) TR, SAIEKEIERFLUIEI Kubernetes

#1 OpenShift Container Platform API B945h&,

2. 1817 CPMA, RIFEEMRTHA, W THIRR

:\'é/
$ cpma --manifests=false ﬂ
? Do you wish to save configuration for future use? true

? What will be the source for OCP3 config files? Remote host 9

? Path to crio config file /etc/crio/crio.conf

? Path to etcd config file /etc/etcd/etcd.conf

? Path to master config file /etc/origin/master/master-config.yaml

? Path to node config file /etc/origin/node/node-config.yaml

? Path to registries config file /etc/containers/registries.conf

? Do wish to find source cluster using KUBECONFIG or prompt it? KUBECONFIG
? Select cluster obtained from KUBECONFIG contexts master1-example-com:443
? Select master node master1.example.com

? SSH login root @)

? SSH Port 22

? Path to private SSH key /home/user/.ssh/openshift_key

? Path to application data, skip to use current directory .
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INFO[29 Aug 19 00:07 UTC] Starting manifest and report generation
INFO[29 Aug 19 00:07 UTC] Transform:Starting for - API

INFO[29 Aug 19 00:07 UTC] APITransform::Extract

INFO[29 Aug 19 00:07 UTC] APITransform::Transform:Reports
INFO[29 Aug 19 00:07 UTC] Transform:Starting for - Cluster
INFO[29 Aug 19 00:08 UTC] ClusterTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] ClusterReport::ReportQuotas
INFO[29 Aug 19 00:08 UTC] ClusterReport::ReportPVs

INFO[29 Aug 19 00:08 UTC] ClusterReport::ReportNamespaces
INFO[29 Aug 19 00:08 UTC] ClusterReport::ReportNodes
INFO[29 Aug 19 00:08 UTC] ClusterReport::ReportRBAC

INFO[29 Aug 19 00:08 UTC] ClusterReport::ReportStorageClasses
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - Crio

INFO[29 Aug 19 00:08 UTC] CrioTransform::Extract

WARN[29 Aug 19 00:08 UTC] Skipping Crio: No configuration file available
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - Docker
INFO[29 Aug 19 00:08 UTC] DockerTransform::Extract

INFO[29 Aug 19 00:08 UTC] DockerTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - ETCD
INFO[29 Aug 19 00:08 UTC] ETCDTransform::Extract

INFO[29 Aug 19 00:08 UTC] ETCDTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - OAuth
INFO[29 Aug 19 00:08 UTC] OAuthTransform::Extract

INFO[29 Aug 19 00:08 UTC] OAuthTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - SDN
INFO[29 Aug 19 00:08 UTC] SDNTransform::Extract

INFO[29 Aug 19 00:08 UTC] SDNTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - Image
INFO[29 Aug 19 00:08 UTC] ImageTransform::Extract

INFO[29 Aug 19 00:08 UTC] ImageTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] Transform:Starting for - Project
INFO[29 Aug 19 00:08 UTC] ProjectTransform::Extract

INFO[29 Aug 19 00:08 UTC] ProjectTransform::Transform:Reports
INFO[29 Aug 19 00:08 UTC] Flushing reports to disk

INFO[29 Aug 19 00:08 UTC] Report:Added: report.json

INFO[29 Aug 19 00:08 UTC] Report:Added: report.html

INFO[29 Aug 19 00:08 UTC] Successfully finished transformations

Q --manifests=false : "4 X CR 5%
9 Remote host : 2=

9 SSH login : 7 T RIECESF, SSH B /i4E OpenShift Container Platform 3 5£8f £
B7% sudo R,

IMREERERHER, CPMA RELFTERPLEUTXHMER
e cpma.yaml X : 21T CPMA I 12 A9 Eg & 1L 1

e masteri.example.com/: master 77 s BV EL B X4

e report.json: JSSON XK E

e report.html: HTML &R R &

3. FENBEZRHITFF report.html XEFEEE CPMA i,
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4. INREM CREH, ¥ CREHNAZE OpenShift Container Platform 4.2 £8%, M TR :

I $ oc apply -f 100_CPMA-cluster-config-secret-htpasswd-secret.yaml

1.8. BXPEHEFR
A EETHEE LHHR (CR), 3 FE BRI ELEY L,
MR FBRFEIHEMN L, BUAFHER, BIESRRR,

MRNARFAEIBIRFEEEL, WATEFNOER, EARBNARFDATERSE
BEHIZ1T.

1.8.1. EEIH B E LHIR (CR)
RN FATEREETR (CAM) TEROELUT CR BFEH -

@)

B

User access

MIG configuration CRs (on CAMcluster) | .,

Velero (Created on source cluster

1
1
1
Refers to E and target cluster)
1
Refers to i
[ R 1 |

— P> BackupStoragelLocation

| Triggers __|
creation

1
1
1
1
1
1
1
1
1
1
1
i
MigPlan MigCluster MigStorage — H
1

1

A o o e —p VolumeSnapshotLocation i
o 1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

MIG action CRs

Refers to
= (7

____________________________________

Triggers __ | (==-""-7"moooTooTooooooomoooooooo
creation

MigMigration

____________________________________

OMigCIuster (BdiE, CAM&KE¥) KB E L
eMigStorage (B2i&, CAMEE) FhEE XL

e MigPlan (BCi&E, CAM &Ef) : EH%itdl
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MigPlan CR #it T ZXBHEM BIrEER. FWMEMGRZER, 501, 11 HE 4 MigMigration
CR XHX,

p= =1
. JifIBR MigPlan CR &IBR X EXHI MigMigration CR.

o BackupStoragelLocation (EZi&, CAM %2%) : Velero AT RILGIE
°VolumeSnapshotLocation (BdE, CAM £EE¥) : Velero BIRBHAIE

eMigMigration (1814, CAM&ZE¥) : Migration, TET#HRIEIOIE

TE=ERIHIT stage ST EBUENTER S QI —1 MigMigration CR, &4 MigMigration CR #i&5—1
MigPlan CR *Ef,

o Backup (IfF, JREE$) : LT ERiTXIAS, MigMigration CR EEMNEERE LAIEM A Velero
#1? CR :

e 1% CR #1 B FKubernetes Xt

o %P CR#2 BT PV EIRE

e Restore (1fF, BTr&EERE) : Mz XIN, MigMigration CR 7E B Fn&EEf LAIEM 1 Velero
E CR:

o IKE CR#1 (A& CR#2) BT PVEIE

o RE CR#2 (A CR#1) BT Kubernetes X
ik
1. FREX CR &5 :
$ oc get <cr> -n openshift-migration ﬂ
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

Q EERELTENTH CR,

2. B CR:
I $ oc describe <cr> 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 45 R LU T 1,
MigMigration 7=l

$ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10
Namespace: openshift-migration
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Labels: <none>

Annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Metadata:

Creation Timestamp: 2019-08-29T01:01:29Z

Generation: 20

Resource Version: 88179

Self Link: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

UID: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
Spec:

Mig Plan Ref:

Name: socks-shop-mig-plan

Namespace: openshift-migration
Quiesce Pods: true

Stage: false
Status:
Conditions:
Category: Advisory
Durable: true
Last Transition Time: 2019-08-29T01:03:40Z
Message: The migration has completed successfully.
Reason: Completed
Status: True
Type: Succeeded
Phase: Completed
Start Timestamp: 2019-08-29T01:01:29Z
Events: <none>

Velero %43 CR #2 = (PV #iR)

34

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
creationTimestamp: "2019-08-29T01:03:152"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/vi/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
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excludedNamespaces: []
excludedResources: []
hooks:

resources: ]
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:

matchLabels:

migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelocation: myrepo-vpzq9
ttl: 720h0mOs
volumeSnapshotLocations:
- myrepo-wv6fx
status:

completionTimestamp: "2019-08-29T01:02:36Z"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z2"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero thE CR #2 ="l (Kubernetes %i&)

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252c9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
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selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx

uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:

backupName: e13a1b60-c927-11e9-9555-d129df7f3b96-s224f

excludedNamespaces: null

excludedResources:

- nodes

- events

- events.events.k8s.io

- backups.velero.io

- restores.velero.io

- resticrepositories.velero.io

includedNamespaces: null

includedResources: null

namespaceMapping: null

restorePVs: true
status:

errors: 0

failureReason: "

phase: Completed

validationErrors: null

warnings: 15

1.8.2. FEEHAE

IR B LATE CAM web 26 & H T Velero . Restic #1 Migration controller B, LAHERRHINERFERIER
[A] &,

e
1. &%E CAM ZH15,

2. mii Plans E&E®%ITHIFIRK,

3. R—MERITXIE Options H2H Fi%EFE Logs,
4. = Download Logs NFiE%RE T ETH%1RHIZR. Velero # Restic WHE .
5. ETHREMNHE :
a. IBEBFLIN
e Cluster : R, Birsl CAM EHEE,
e Logsource : %% Velero. Restic  Controller,

® Pod source : % Pod &#5, {5140 : controller-manager-78c469849c-v6éwcf
it & B APt B &,

IR OB BRI R ER A EEFXNE,
b. £ Download Selected F#;Fri% A&,

F4, EELMER CLIR AR, fTRBIRTR
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$ oc get pods -n openshift-migration | grep controller
controller-manager-78c469849c-vewcf 1/1 Running 0 4h49m

$ oc logs controller-manager-78c469849c-véwcf -f -n openshift-migration

1.8.3. Restic B 5%
INRE N Restic BBINEMTEB LN, UTHEREERESHINTE Velero BiEH -

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout FIERIAE A — /I, AT LU KBUERIEINLXAME, 15ER, BMETRESERRE HEE

ER,

it =

1. £ OpenShift Container Platform web 12 & # 5:fiiE Operators - Installed Operators,
2. = Cluster Application Migration Operator,

3. 1E MigrationController 1% I # &2 migration-controller,

4. £ YAML i3 TR, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (D) #Fs () , 5140 3h30m15s,

5. = Save,

1.8.4. FHHERTER
MNRIRE N AR IET R AEHEL, WUWFAFEHENE, UL PV SRR T,

MRNARFEIRIRPEEEL, WAFEMTFNEER, BEARKNBEFDATEREFHSIZIT,

it
1 EBRERF, YHREEHHTIE -

I $ oc project <project>
2. IREREREBHHIR
I $ oc get all

3. MERERBHERUARN BRRF R BEB ISR PIZTT, FHUiH PVC EB9%E
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I $ oc delete <resource_type>

4. E{Z1k DaemonSet MAMIRE, 1E YAML X4 E# nodeSelector :

apiVersion: extensions/vibetal
kind: DaemonSet
metadata:
name: hello-daemonset
spec:
selector:
matchlLabels:
name: hello-daemonset
template:
metadata:
labels:
name: hello-daemonset
spec:
nodeSelector:
role: worker ﬂ

Q BE—NEEEETEMT R LEMnodeSelector {5,

5. BHEA PV EHRFAKE, UERHRTLEROKE. B3 d8H, HE PV NENFARE
Zreclaim, LUBERNBREFEMEEFDBEMRN R2ZREE, S0 LERR T RE AiRx L
PV,

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001
spec:
capacity:
storage: 5Gi
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain ﬂ

status:
ﬂ 157 Recycle = Delete,
6. MRERSP, tNHEFBRMITEFRIRERENTIR

$ oc project <project>
$ oc get all

7. BB EERRN— I HE N EIA
I $ oc scale --replicas=1 <resource_type>/<resource_name>

8. MBEIEEPHENT, 8 DaemonSet B nodeSelector ti O H RIAH,
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1.8.5. N BT 7 FF A IR H biE

MRBB—ANE S ZHFIEH, EETLER openshift-migration-must-gather-rhel8 % {&#) must-
gather TERWE SEMNERFEXNER, HIBXEER EERIIES 1 Mk,

openshift-migration-must-gather-rhel8 % {& = 5 1A B9 must-gather &R KRERI B EH CR
*EO

ik =5
1. #AEEZ % must-gather HIEH B %,

2. 1517 oc adm must-gather 4%

I $ oc adm must-gather --image=registry.redhat.io/rhcam-1-2/openshift-migration-must-gather-
rhel8

must-gather TERZFINEEREHIE, FHIEEHRET must-gather.local.<uid> BxH,
3. M must-gather £z /I BRI IE B A A H A BURRE B
4. fIE—/18% must-gather.local.<uid> B XARABH TR H :

I $ tar cvaf must-gather.tar.gz must-gather.local.<uid>/

FEZINEE 1 H, DN IRB9RI R Y XN R AE S

1.8.6. ELH1[A]#
XMRAB LT ERAE -
o TEFHiIREHR, CAMIERRBUTHEZAER :
o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups

o openshift.io/sa.scc.uid-range
XEFRREE UID SEH, MERESEBERPREEXHRINR, XAEESFEE—
BN, REBE UID AT E A T BRI A0 kpysr & 22 A,
(BZ#1748440)

o L7E CAM web #HIEHARI S3 =i, KRB AWS 2 https:/, X FHfb S3 #5fE, 1HFER
http://,

o HIR— AWS FHEBEARIE CAM web #2H1E, AREFEMR, NERERXERFH True, X
=R MigStorage CR & B#EHT, (BZ#1738564)

o HNRTHILHIBEBIMERHLUANERSIZ1T, THIFKM, EnsureCloudSecretPropagated
Freaspkst, FEH—1BEES. (BZ#1757571)

o Hil, £EEEMNTR, SEEHAGHENRELETXAR, 5% BH CAM AR, MNRNA
REFEZEIERMERE, NoJEBREFFINUREE]. (BZ#1759804)

o OIEIBITINSERTEMRIREEEEFIEE, (BZ#1777869)
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o MR CAM web ZHIEHRHN—NEBEDE LA, ©REEZHRAITFIERITR,
(BZ#1758269)

o MPIFHBERM, NFRITRASNERIN pod REBEE L PV IXE, EHAFHHENE, MERTH
X, FEA PV IXBEUERHFITHZITI, (BZ#1784899)
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5 2 Z ¥ OPENSHIFT CONTAINER PLATFORM 4.15T#% % 4.2

2.1. 9N ARREIET M OPENSHIFT CONTAINER PLATFORM 4.13F%

2 4.2

& ATLAE A Cluster Application Migration (CAM) T 241 A2 TE i # M OpenShift Container
Platform 4.13F%% 4.2, A CAM IR, EeLRHERFHRIMEN BREFHIENNHE,

CAM T Er web #ZH|&F1 API, EF Kubernetes BE L TR, EalLURBRMELERIBERESRTIR
BRI BRRRE TR,

211 FERBERE M

FEEMMAERPEE cluster-admin R,

RN B AR BR A N B 7 0 2R B9 A 32 BRI B9 R 45 5 (R AR

L4 Migration controller BISEE¥ /T B A X B th £ E¥AY A 2 BRHI BT AR

S0R N A8 openshift 63 & Z2 A RBYEER, T BIRERFH 1A A iR BB R AR AN,

MR LRBFENEL, ELJEH imagestreamtags H95| A LUE A SN R F R AN BAR
N, MNRFIEEF imagestreamtags, EAILULFoEXMNEE EEZEIN BAREFHEZRS, I
BN ARFELUSIAE].

LT imagestreamtags & M OpenShift Container Platform 4.2 /1 &

o dotnet:1.0, dotnet:1.1, dotnet:2.0

o dotnet-runtime:2.0

o mariadb:10.1

o mongodb:2.4, mongodb:2.6

o mysql:5.5. mysql:5.6

°o nginx:1.8

o nodejs:0.10. nodejs:4. nodejs:6

o perl:5.16. perl:5.20

o php:5.5. php:5.6

o postgresql:9.2, postgresql:9.4, postgresql:9.5

o python:3.3. python:3.4

° ruby:2.0. ruby:2.2

212 THREBNVHERERIRIE

SN AR TR (CAM) TEMLEFEH CAM web 6| & 3k Kubernetes API $5 OpenShift Container
Platform JREEEF Y Kubernetes FR. FAMBHUIBFNEA SR HIKTHEE OpenShift Container
Platform 4.2 Bir&EE%,
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fEFH CAM web #ZHI & TR N ARE S RUTHE :
1. TEFFASEEFRZREL Cluster Application Migration Operator
p= Y=
Cluster Application Migration Operator BRIATE Bingedf L 2% CAM TE (CAM

web ZHIBFIERILEHIZR) o A LLE OpenShift Container Platform 3 #1252
EBHPLECAMIE,

N

. REERIFEHEZE, X2 CAM TERARIHEWEN F BN REME

3. 1£ CAM web 28 FRINIRERE

i

. 7E CAM web 24l & RIS Hl 268 %

5. AEIHBITR, SEUTEEIMETZ—
e Copy: CAM TERHBEMRERERDNETEFEZE, BMNEREHELEESEFNZIBINE
E¥O
— Repliq:tion —
repository
Backup Restore
| v
‘ Volfme | ‘ Vollme ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : CAM TEMRERHEE—MZRES (BIIANFS) , HEBEIRER LOZE—MERX
MERBH PV IR, AREENKEPERLRES, EENKFPZTHNAEFERRE
BEANE RS, mRESUIRURIRERFH B ISR,

! AREHEEEXERNAELEERD, BELFIRIREERE.

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IZfTERIL, ERAUTETZ—
e Stage (Fik) AMELENARFHIERL TRHEESHIE B IRER,

Stage I Ri21T, UEEIBAIRAZSHEBESEHZBIR, XHETRIMEEFREBES A
N AR Z AL AL,
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® Migrate EREHPIEILNARER, HEBNSEFEFRIEATIR, ERUEEERELE
N FRRRFEIER T E% TR,

Replication
repository

MyApplication

Kubernetes

objects
]
Backup Restore
PV1 PV 2 l
MyApplication ir_““""ﬂi Internal images ir"""““‘i MyApplication
Kubernetes i Velero i i Velero i Kubernetes
objects ' ! ! ! objects

________________________

PV1 PV 2

OpenShift PV1 PV 2

Container Platform

Migration API

Internal images Internal images

Source cluster Target cluster

22. EEEE R FHE

BRI REFERENREERIEMEE, SEVARFIRIERBEMNREEEFIEHFME, K
B4R HE R BRBEE S EME R E S FE B inke.

SR FEGEN
o BEMA S3NRENM, FIA0 Minio 3% Ceph S3
o LRIRMRK (MCG)
e Amazon Web Services (AWS) S3
e Google Cloud Provider (GCP)

® Microsoft Azure

221 THERETIBHNEEEH HE

CAM T EXHXHREMRBEESE S AL, BTHREMREIZIBINER. BHEFRERT
IRRIMR H R IE T BN P ST R 5 0,

2211 XHRGE AL
CAM T ERN#IEXHEMNEERSHREREFEHEZE, FMREEFR T BITER,
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® 2.1 XHRGIEHELLR

s

o KHALBTRANEME o LLRIREHITEIE
o FTA S3 MR

2212, RBERIAE

CAM TERREHNBIERRBREF I HABIN REFME, BELRENERFEE. BEEENSEFL
e

AWS. Google Cloud Provider #1 Microsoft Azure SZ#RIRE #l5%,

* 2.2. RERE B EB®

A= B -

o LLXXHRGIEEIIER o LHNERIZHEIRR,
o FEXIMLTFHRNTANE,
o FEVIMLFRE—IENXE,
o SHWINERBRMNEFHE,
o FHERMIMSIRBHRE,

BF

BELWUEMX (MCG) BENIBMEHFMHERZBRATIIIIRE, L8 RIRSEFNR
L (SLA) AFRORTAEINEE, FHEXLERERAREFATE, IERHEELE I RH
ERE], XERARTEINEER UEA A REXAFNEE, FAENSEFLMERIRAR

Je
e o

BRIERAT M IRE S RE HEMIEE, HSH
https://access.redhat.com/support/offerings/techpreview/,

2.2.2. Bt & MCG i@ E 6l EEE

R LAZR % OpenShift Container Storage Operator, Fi%—4™ Multi-Cloud Object Gateway (MCG)
fEMREC B & S 77 i 2,

2.2.2.1. 2% OpenShift Container Storage Operator

& LLM OperatorHub &% OpenShift Container Storage Operator,

AR

1. £ OpenShift Container Platform web ## &, = Administration - Namespaces,
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2. = Create Namespace,

3. 7£ Name FE&#%i A openshift-storage, == Create,

4. = Operators - OperatorHub,

5. {#F Filter by keyword (&fIf} OCS) K#E#k OpenShift Container Storage Operator,
6. 1%#¥ OpenShift Container Storage Operator 7 = Install,

7. 7E Create Operator Subscription T H, % openshift-storage % 22 [H],

8. fEEEBIERTIIE FHE A RES,

9. = Subscribe,
E Installed Operators T{HE A, OpenShift Container Storage Operator =HII{E openshift-
storage B H, KEH Succeeded,

2.2.2.2. S| Multi-Cloud Object Gateway fFfi# 4

& T LLBIE Multi-Cloud Object Gateway (MCG) #Zi#EHI B E XL IR (CR) .

it =

1. &R EF| OpenShift Container Platform &8 :
I $ oc login
2. FRALLTRALIZE NooBaa CR EZE X+, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: noobaa
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 g

memory: 1Gi

QO TR NER, ERTLUT cpu BIEBN 0.1,

3. fi|# NooBaa %/ % :
I $ oc create -f noobaa.yml
4. FERAMUTARAENIR BackingStore CR ECE X, bs.yml :

I apiVersion: noobaa.io/vialphai
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kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: mcg-pv-pool-bs
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: 50Gi g
storageClass: gp2 6

type: pv-pool
ﬂ EBE PV IBHFHEHE,
@ EEBHRA.
g EEFIER.

5. /% BackingStore X% :

I $ oc create -f bs.yml

6. FEALLTARAME BucketClass CR EZ& XX+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: mcg-pv-pool-bc
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- mcg-pv-pool-bs
placement: Spread

7. Il BucketClass * £ :
I $ oc create -f bc.yml
8. FALLTHALIE ObjectBucketClaim CR EZiEXC {4, obc.yml :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:

name: migstorage
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namespace: openshift-storage
spec:
bucketName: migstorage ﬂ
storageClassName: openshift-storage.noobaa.io
additionalConfig:
bucketclass: mcg-pv-pool-bc

ﬂ LK T1E CAM web $#28HIE FRIRINY & 5 F 8 R F R R .

9. fl|# ObjectBucketClaim X% :
I $ oc create -f obc.yml

10. s R ORI A2 LUSHIE ObjectBucketClaim BUA 75454 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28,

1. RERFFCEUTE, HERERIFMEERINE CAM web 25| S FEIXL(E

o S3imM:
I $ oc get route -n openshift-storage s3

® S3 provider access key:

$ oc get secret -n openshift-storage migstorage -o go-template="{{
.data.AWS_ACCESS_KEY_ID }}' | base64 -d

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage -o go-template="{{
.data.AWS_SECRET_ACCESS_KEY }}' | base64 -d

2.2.3. % AWS S3 FhéRBL & H B HIE g E
EA LUS AWS S3 FHEEEC B N 8 HEEE,

FTREH
o AWS S3 fFi#@w B AR B AR SR BE 1T 1A,
o 1RWMINZERT AWS CLI,
o MRMHARBESITE -
o RAFTIA] EC2 Elastic Block Storage (EBS).
o RFBMEEMIMTR—XE,
o JRMBINERVIBEREERMNEFEZE,
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o FHEERUIEREBRE,

pi% =
1. DI AWS S3 FhE#E -

$ aws s3api create-bucket \
--bucket <bucket_name>\ ﬂ
--region <bucket_region> g

Q 1BE S3 A&,
Q 1E%E S3 MK, fI40 us-east-1.

2. A& IAM B velero :

I $ aws iam create-user --user-name velero
3. fI|E EC2 EBS [REBERE :

$ cat > velero-ec2-snapshot-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource™: "™*"

}
]

}
EOF

4. N—NEFAE S3 FEHEROIE AWS S3 15| 5RHEE :

$ cat > velero-s3-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
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]

"Resource": [
"arn:aws:s3:::<bucket_name>/*" ﬂ

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket_name>"

]
}
]
}
EOF

RF A — S3 FEREIT AR, IHEEFHERAN. ERTIME AWS S3 Fi#iEN
WIFAR, 1K1EE * MARFHERAN

"Resource": |
"arn:aws:s3:::*"

5. FF EC2 EBS ZRE&KI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. T AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. 7 velero G| &1/ % 45A :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ

"AccessKeyld": <AWS_ACCESS_KEY_ID> @
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il3% AWS_SECRET_ACCESS _KEY #1 AWS_ACCESS_KEY_ID LUS AWS 7% D
2l CAM Web #2415

2.2.4. 1% Google Cloud Provider 718 E & & Hl 17 %%
17T LU Google Cloud Provider (GCP) ZiBH&EZE 1 & HI7Z i,

FRFM
o AWS S3 T it AT LA#RR ] B R & B 7 7,

/

o MEET gsutil,
o MREHERRBESSE -
o JRMBIREREMIA TR — X,
o RINBIrER IR ABRMNEEXR,
o FERDINFIREBRE
Y

1. 1217 gsutil init L& :

Your current configuration has been set to: [defauli]

iZ
$ gsutil init
Welcome! This command will take you through the configuration of gcloud.
To continue, you must login. Would you like to login (Y/n)?
2. 1%i& BUCKET &£ :

I $ BUCKET=<bucket_name> )

ﬂ EEFhER R,

3. QEEMER -
I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID ZFE X E NIEHEERTIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. & velero RSP -

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

6. ¥ SERVICE_ACCOUNT EMAIL Z5 &% & J AR 55k /1 B i, F il 44 db it
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$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)')

7. ERSIKFRFHR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)

gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server"\
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"
gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs:/${BUCKET}

8. FFARSSIK B EAREE Y a1 E X+ credentials-velero X4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

2.2.5. 1% Microsoft Azure Blob FE B eREC B N & HIF 5%
R ET LLS Microsoft Azure Blob i AR ECE 1 E ST iE %,

SeRF M
o MWUHIERAE Azure FFHEIKF,
o MMM ZRET Azure CLI,
® Azure Blob Fi#& 28w/ & AR ] B IR & B¥ 717,
o MREFERIRBERTIE
o RFIBIRERF LA TR — X,
o R¥BIrERLINEBHEBNEIERE,
o HFHEMINSIRERE,

it
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1. Xi& AZURE_RESOURCE_GROUP % £ :
I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. A& Azure TR :
I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ

Q@ =xuE,

3. #%& AZURE_STORAGE_ACCOUNT ID % & :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEIK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. {8 BLOB_CONTAINER %5 £ :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2: :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. 7 velero GRS EARFIEIL :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id" -o tsv’

$ AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld' -o tsv’

$ AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" --role "Contributor" --
query 'password' -0 tsv’

$ AZURE_CLIENT_ID="az ad sp list --display-name "velero" --query '[0].appld' -0 tsv’

8. 1f credentials-velero S {4 F1RFARSS EHMEIL :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

2.3. EEBEEEN HEERT% (CAM) TR

EHRBEEEN AR TR (CAM) TEEEE OpenShift Container Platform 4.13& #1 OpenShift Container
Platform 4.2 Bir&8 L &% CAM Operator, F{£OpenShift Container Platform 4.1 JR5E&f /1 EL BB R

IR TRHEE,

Cluster Application Migration Operator BKIATE B iT5#f L R4 CAM TE (CAM web & T2
23) o IBALL £ OpenShift Container Platform 3 #lif2EdthLRE CAM IR,

2.3.1. 7£ OpenShift Container Platform 4.1 852 = %% Cluster Application
Migration Operator

& A LUEF OLM 7£ OpenShift Container Platform 4.1 R 8 £ 2% Cluster Application Migration
Operator,

it

1. £ OpenShift Container Platform Web #£#|& 7, mifi Catalog —» OperatorHub,

2. {&M Filter by keyword 7 (#£:XE 2 Migration) %! Cluster Application Migration
Operator,

3. 7%#¥ Cluster Application Migration Operator 3 52 Install,

4. 1f Create Operator Subscription TTE ™, %t openshift-migration dp & 22 (7], FIEEHHESE
B,

5. m Subscribe,
1E Installed Operators 71/, Cluster Application Migration Operator & II7E openshift-
migration B/, HIRKZEH InstallSucceeded,

6. 7 Provided APIs 15X View 12 more....
7. = Create New — MigrationController,

8. E# migration_controller 1 migration_ui 2%, F7£ spec H RN
deprecated_cors_configuration X :

spec:
[..]
migration_controller: false
migration_ui: false

[.]

deprecated_cors_configuration: true

9. mifi Create,

10. 22 Workloads —» Pod 4iiF Restic 1 Velero Pod 2B EEIZ1T,
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2.3.2. £ OpenShift Container Platform 4.2 B 75 2f £ %% Cluster Application
Migration Operator

&R LAEA OLM 7E OpenShift Container Platform 4.2 BF15£8% £ %%k Cluster Application Migration
Operator,

ZIAER T, Cluster Application Migration Operator 7E BirsEdf L& CAM ITE :

it

1. £ OpenShift Container Platform Web #£#|& 7, i Operators —» OperatorHub,

2. £ Filter by keyword Tii ({E£;X 2 2 Migration) %%l Cluster Application Migration
Operator,

3. % Cluster Application Migration Operator F# s Install,

4. 1f Create Operator Subscription TTEH, %t openshift-migration 65 & 22 (7], FIEEHESE
B,

5. =& Subscribe,

1E Installed Operators 1/, Cluster Application Migration Operator &HII7E openshift-
migration B/, HIRKEH InstallSucceeded,

6. 7E Provided APIs A 52 View 12 more....
7. = Create New — MigrationController,
8. mili Create,

9. = Workloads —» Pod 3 E Controller Manager . Migration Ul, Restic #1 Velero Pod @& 1E
517,

It

2.3.3. 7£ OpenShift Container Platform 4.1 JR5E B h R B PSR IA HT R L

&7 FE OpenShift Container Platform 4.1 REBFEEBRAFTIREAE, LUSBIREER AP IRS52RH
CAM ITEZ[AIBIBIE.

pi% &2
1. BRI ELE CAM TEMEERE,
2. #XEX CORS FRBRMY(H :

$ oc get -n openshift-migration route/migration -o go-template='(?i)//{{ .spec.host }}(:|\z){{
println }}' | sed 's,\.,)\\.,g'

3. BRERERE,
4. % OAuth BRSS%3 CR :

I $ oc edit authentication.operator cluster

5. ¥ CORS E2EE A% spec B9 unsupportedConfigOverrides T#J corsAllowedOrigins 7 :
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spec:
unsupportedConfigOverrides:
corsAllowedOrigins:

- (?i)//migration-openshift-migration\.apps\.cluster\.com(:|\z) ﬂ

Q {2 IR CORS BB (A,

6. RTFXMHLUERZ £,

7. Yw%E Kubernetes APl IR%52% CR :

I $ oc edit kubeapiserver.operator cluster

8. I CORS ECEB{EFINZE spec #J unsupportedConfigOverrides T&J corsAllowedOrigins 7 :

spec:
unsupportedConfigOverrides:
corsAllowedOrigins:

- (?i)//migration-openshift-migration\.apps\.cluster\.com(:|\z) ﬂ

Q {2 E IR CORS BB (A,

9. RETFX LA £,

10. JSIEACE -

$ curl -v -k -X OPTIONS \
"<cluster_url>/apis/migration.openshift.io/vialphal/namespaces/openshift-
migration/migclusters” \

-H "Access-Control-Request-Method: GET" \

-H "Access-Control-Request-Headers: authorization” \

-H "Origin: https:/<CAM_web_console_url>" €

Q {2 EINER B R CORS £E£# URL,

187E CAM web #1558 URL, URL EF CORS BEiE{E, f5140 https://migration-
openshift-migration.apps.cluster.

B AE SRR -

< HTTP/2 204

< access-control-allow-credentials: true

< access-control-allow-headers: Content-Type, Content-Length, Accept-Encoding, X-CSRF-
Token, Authorization, X-Requested-With, If-Modified-Since

< access-control-allow-methods: POST, GET, OPTIONS, PUT, DELETE, PATCH

< access-control-allow-origin: https://migration-openshift-migration.apps.cluster

< access-control-expose-headers: Date

< cache-control: no-store

2.4. {#F CAM WEB #Z#l& X% N BiERF
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2.4.1. |55 CAM web #2415
(R LIFENI 8 R 12 CAM web 9814

it

. BREIE %4 CAM TEB OpenShift Container Platform &&%,

. BT R4S KA CAM web #2244 URL:

$ oc get -n openshift-migration route/migration -o go-template="https://{{ .spec.host }}'
https://migration-openshift-migration.apps.<cluster>.openshift.com

. JREIN B ERFFH AN CAM web 2% &

INRTELRE CAM Operator [FEIHIL BN 7] CAM web 32 &, U”JW?"“%UE‘EJﬁE ¥
SEINE, EH Operator (AAERBEHHEE D ABRATERE., EF/10H
EEit,

Z

. MREEABERN CAILY, NSRTEEZIRER AP IRS52:8 CAIEH, MIIRE| &

RRRIUEFHT IR,

. {# 8 OpenShift Container Platform FF ' & FIBE 153 17 & T,

2 4 2 ?E%ﬁ/d\\ IJ CAM Web ?%%U‘IIEI\EP

FoRFM

it
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o MNREM[EM Azure IRIREFIEIE

o E//J\\DDI@$E¥ET7 /p\%‘?ﬁ?ﬁE1 Azure ﬁéﬂ%*’]‘

o RMBIERMNIMTE— Azure KIRABMNTFE—IE,

1. BRERER,
2. FRERBR SR kg

$ oc sa get-token mig -n openshift-migration
eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWJlcm5ldGVzL3NIcnZpY2VhY2NvdW50liwi
a3ViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW11lc3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:
LmivL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1Y]jFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAYyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
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RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25e0ORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiIRzT0OXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-
POOrpDrcjOEQQ

3. EXE| CAM web 515,
4. 7 Clusters #43, = Add cluster,
5. EELTFE :
e Cluster name : JZIF/NEFHE (a-z) MHF (0-9) . TS EERHERFER.
e URL : &8 API [RZ52389 URL, #0 https:/<masteri.example.com>:8443,
® Service account token : MIREEHRENHF R,
® Azurecluster: A%, MIREFM Azure RIBESFIFIE, HEF LI,
® Azure resource group : f1R%EH T Azure cluster, N&HIMLFER,

6. = Add cluster,
£ HINIE Clusters 49,

2.4.3. £ CAM web ZH &R INE FIFERFE
R AT LS RAFAERRE N S 5177 6% FE TR INE] CAM web 514,

FRFM
o B ER T EREIRERIN REFMER,

iz
1. BXE CAM web ZHIA&,
2. 7E Replication repositories 4>, = Add repository.
3. % Storage provider type FHFIEELUTFER :

e AWSEMT S3. MCSG i@ S3 #L :

o

Replication repository name : ¥§% CAM web 12| & I E FIl 15 1% %,
o S3bucket name : IEERAIER S3 FhEtRAIE R,

o S3bucket region : ¥§7E S3 FiEEX ., AWS S3 AE, Optional FFH M S3 5
s

o S3ims : BE S3 ARSI URL, MAEEMEHE, B140 : hitps:/<s3-
storage.apps.cluster.com>, &M S3 N ERIE, E7EA https:/ i,

o S3 provider access key : 7y AWS 1§ <AWS_SECRET_ACCESS_KEY>, =&
MCG 87 S3 AP A 25,
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o S3provider secret access key: 7y AWS 8% <AWS_ACCESS _KEY_ID>, &N
MCG 87 S3 NP secret i[RI B H,

o Require SSL verification : MIREFEAMZEA S3 #tLm, NISMRILERIE,
e GCP:

o Replication repository name : #§7 CAM web 121l & IS HI7Z 087,

o GCP bucket name : $§%E GCP Z{EH A TR,

o GCP credential JSON blob : 7£ credentials-velero S {8 EF T &£,
® Azure:

o Replication repository name : $§7 CAM web 12l & IS HI7Z 087,

o Azure resource group : ¥§7E Azure Blob fFi#RIFIRH,

o Azure storage account name : &7 Azure Blob fZfi#ilik ;' & #5

o Azure credentials - INI file contents: 7£ credentials-velero X5 EFF =,

4. = Add repository HERFEERIE,

5. = Close,
HEEES HINTE Replication repositories £843

2.4.4. HRBELTRASSCERS 1T JIBR
BRI AR BB RS BT R 1T R R

- o
EHREE LA B ORI AT B BT I,  LUBE R ER KW,

A IR XA LT BRIABRS
e 10 & ZEfH
IR IX BRI, CAM web 58 < E— Namespace limit exceeded 1%, BT iE
BEEERIT X,

e 100 1 Pod
NSRBI Pod BREI, CAM web #ZHIE 2 ERFLLLT RHIFE E{E 2 Plan has been validated
with warning condition(s). EBZ&{E 2. pod limit: 100 exceeded, found: 104,

® 100 MRHFAMSE (PV)
INRBIRFAEBRE], N CAM web ZHIBRERELUNEEER,

b =
1. JREERBIEHIZR CR -

$ oc get migrationcontroller -n openshift-migration
NAME AGE
migration-controller 5d19h
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I $ oc edit migrationcontroller -n openshift-migration
2. BHUTSE

[..]

migration_controller: true

# This configuration is loaded into mig-controller, and should be set on the
# cluster where "migration_controller: true

mig_pv_limit: 100

mig_pod_limit: 100

mig_namespace_limit: 10

[..]

2.4.5. £ CAM web #ZHI& 0|2 EF 11X
AT LATE CAM web #8& Fh Ol TR 1T 51,

FoREMH
e CAMweb #HIGL BRI TRE :
o JRE&ERF
o Bk, B©R7E CAM IEREIRZFABTIRM
o FHIHMHOE
o MBBEMRIBE IR, WBEMETERUIER—SHNRE (AWS, GCP = Azure) WURA
— R IHE1T,
iz
1. &KEl CAM web #2515
2. 7£ Plans 84>, =X Add Plan,
3. #iA Plan name 3 7 Next,

Plan name % A&7 253 MNEFRHRFFF (a-z, 0-9) . EFESESERK TR
).

»
(S

— Source cluster,
— Target cluster,
— Replication repository,

BT HEINE 3 R Next,

Fﬁ%(ﬁ%(ﬁ%(ﬁ%

17:1¥ Copy =k Move PV :

o Copy [FRERH PV FHEESHEIERIFMES, REEENERFHUEZNEE LU
fERI PV EREE.

IR o TV RN A N e N L e . o\ A e— L— He w1 ATmde A e L\ A N e sIs L
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® Move MIREEFHFEHE—TILESE (KU NFS) , EMEREFLUE—TERX TILESH
VIR, AREENEREPEIEES, EENEEPEITHNARFERREEHFERANE
—iEtEB, TIEB VIR LR ERA B insE Rt 17,
9. = Next,
10. 7 PV %% Copy method :

® Snapshot AN ERIIRBINEE S DRSS, L Filesystem 1RG5,

% E,E
FEMSRRUIATRA—X, FHRLIRS,

o Filesystem SRR AL AP BOEURE S 2 HI EUHT 012 8 B Frsi .

1. 25 PV i%#E—4 Storage class,

INRIEFET Filesystem EF AL, EALUEIBIEPELRFME, FIU0 0 M Red Hat Gluster
Storage 5 NFS Ff#8 5 Red Hat Ceph Storage.

12. = Finish,
13. /& Close,
F#iT S INTE Plans B84,
2.4.6. £ CAM web 5| & 27X L
I&AI LAE A TE CAM web 32§ & RO 1TRISE stage SR N AEFFEUE.

FeRFMH
CAM web #ZH R EZ U TAR :

o JRERF

o BIKE, BRI CAM IEREIRHABTIRM
o SEHEMHOE

o BB IR

ik
1. &SR EF| OpenShift Container Platform 4 £&f L) CAM web 2Hl&
2. mEEBITR,

3. =& Stage UHERNEIEN ARFNERT, HBIEMRERS I BIrER,
& A L% RI21T Stage LAH A L PR #E AT [A],

4, YHERSITTIBNAREIENEN, = Migrate,
Migrate fEREREPELENBREFIEME, FAEENSHPERUIRETR

5 54, AEILAE Migrate O A% Do not stop applications on the source cluster during
migration,
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6. = Migrate,

7. E#%5EmKE, 7E OpenShift Container Platform 4.2 web ¥4I & FRiBI\ S HRINER T NBERE :

a. = Home - Projects,

b. RIEBHIIEEFHIRE,

c. 7£ Routes 4>, mifi Location Wb FAREF RS IEEIZ T,
d. s Workloads — Pods E4ilE Pod 7EiT#8 A% & 22 8] FR2 4T,

e. = Storage — Persistent volumes i\ EFAE % T HOTRHIFA LS,

2.5. tAFEHERR
BRI LIFIE TR B DR (CR), 3 FEE SRR TR SRIB0 A,
MR R ARRFIETB R I, MRAFHEE, LIRS SRR,

MRNARFAEIBIRFEEELE, WATEFNOER, EARBNARFDAERSE
BEHIZ1T.

251 BEEFEIBBE LHIRE (CR)
RN FATEREETR (CAM) TELROELUT CR BFIH -
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@)

B

User access

MIG configuration CRs (on CAM cluster) RGEEEEEEEEEEE SRR PP EREERED
i Velero (Created on source cluster
Refers to ! and target cluster)
1
Refers to !
[ v 1 |
—i—b BackupStoragelLocation

: : : | Triggers __| |
MigPlan MigCluster MigStorage —T— creation :
1
1
1

MIG action CRs

Refers to
= (7

____________________________________
Triggers | r-=----mmmmmmmmmmmm—em—-—————-----oa
creation

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
i
A o o e —p VolumeSnapshotLocation i
o 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

MigMigration

____________________________________

OMigCIuster (BdiE, CAM&KE¥) KB E L
eMigStorage (B2i&, CAMEE) FhEE XL

eMigPIan (BdiE, CAM&EF) : I#ifxl

MigPlan CR it T ZXBBEM BIrER. FMEMGRZER, 501, 11 HZE 4 MigMigration
CR XHX,

JifIBR MigPlan CR &fIBR X EXHI MigMigration CR.

o BackupStoragelocation (E2&, CAM%E%) : Velero &N RMAGIE
°Volume8napshotLocation (BcE, CAM £&E%) : Velero BIREBRHIAIE

eMigMigration (214, CAMEE%) : Migration, TE3TFHRIH O

TEERIHIT stage ST BUENTER S QI —1 MigMigration CR, &4 MigMigration CR #i&5—1
MigPlan CR *Ef,
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o Backup (IfF, JREE$) : LT ERiTXIAS, MigMigration CR EEMNEERE LAIEM A Velero
#1» CR :

e 1% CR #1 B FKubernetes Xt

o %P CR#2 BT PV EIRE

e Restore (1fF, BTr&EERF) : MzfTERB XN, MigMigration CR 7£ B Fr&EEf LAIEM 1 Velero
%E CR:

o IKE CR#1 (A& CR#2) BT PVEIE

o RE CR#2 (FA& CR#1) AT Kubernetes X4

ff

L=
1. FKEX CR &7 :

S

$ oc get <cr> -n openshift-migration ﬂ
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

ﬂ BERELTENTH CR,

2. B CR:
I $ oc describe <cr> 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 45 R LU R,

MigMigration =%l

$ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10

Namespace: openshift-migration

Labels: <none>

Annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147

API Version: migration.openshift.io/vialphal

Kind: MigMigration

Metadata:

Creation Timestamp: 2019-08-29T01:01:29Z

Generation: 20

Resource Version: 88179

Self Link: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

UID: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
Spec:

Mig Plan Ref:

Name: socks-shop-mig-plan

Namespace: openshift-migration
Quiesce Pods: true

Stage: false
Status:
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Conditions:
Category: Advisory
Durable: true
Last Transition Time: 2019-08-29T01:03:40Z
Message: The migration has completed successfully.
Reason: Completed
Status: True
Type: Succeeded
Phase: Completed
Start Timestamp: 2019-08-29T01:01:29Z
Events: <none>

Velero %43 CR #2 = (PV #iR)

64

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: ]
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
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migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mOs
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z2"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero thE CR #2 =l (Kubernetes %iR)

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252c9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3b96-sz24f
excludedNamespaces: null
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true
status:
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errors: 0
failureReason: ™"
phase: Completed
validationErrors: null
warnings: 15

25.2. FEGEREE

IR E LATE CAM web 126 & H T Velero . Restic #1 Migration controller B, LAHERHINERFERIER
IEJ Jﬁo

pi% &2
1. Z%E CAM Z=HI&

2. mii Plans E&E®%ITHIFIR,

3. R—MEBITXIB Options F2H Fi%EFE Logs,
4. = Download Logs WFTE SR TETH1EHI2%. Velero # Restic WA,

5 ETHREMNHE :
a. IEERXZEII :
e Cluster : JiFR, Birsl CAM EHEE,
e Logsource : %% Velero. Restic  Controller,

® Pod source : % Pod &#5, {5140 : controller-manager-78c469849c-v6éwcf
i & B APt B &,

/u\_.l-l’/LlE EE&IL;\ T:FH%/E B%EIL.\ T ﬁlﬁo
b. £ Download Selected F#:Ffi%kH &,

FHo, EeILMER CLIHRBE, WTFFIfrE: :

$ oc get pods -n openshift-migration | grep controller
controller-manager-78c469849c-vewcf 1/1 Running 0 4h49m

$ oc logs controller-manager-78c469849c-véwcf -f -n openshift-migration

2.5.3. Restic BT 1%
INRE N Restic BBINEMTERB LN, UTHEEESHINTE Velero BE

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1
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restic_timeout BIEKIUMEH— /N, EATLUAN KBUERIEINLXAME, 1HFR, BHETERERRE HEE

{E/%\Q

ik S
1. £ OpenShift Container Platform web £ & # 5:fiiZE Operators - Installed Operators,
2. = Cluster Application Migration Operator,

3. 1E MigrationController 1% Il # &2 migration-controller,

4. £ YAML iR T H, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (9 #Fs () , 5150 3h30m15s,

5. = Save,

2.5.4. FHERTER
NIRRT AL, EATIFESHEE, LABALE PV RESUR IR,
MR ARFEETRIIRAEEEL, WAESEHTEHENE, EHEEN BREFDAEBRERBZET,

it =
1 EBERRF, YIHREEHHTIE -

I $ oc project <project>

2. IRERERE R BHTIR
I $ oc get all

3. MERERE R BTRLABGRN AR F X B EBIER 1T, HiiF PVC LREE
I $ oc delete <resource_type>

4. E{Z1k DaemonSet MAMIRE, 1 YAML X4 E# nodeSelector :

apiVersion: extensions/vibetal
kind: DaemonSet
metadata:
name: hello-daemonset
spec:
selector:
matchlLabels:
name: hello-daemonset
template:
metadata:
labels:
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name: hello-daemonset
spec:
nodeSelector:
role: worker ﬂ

Q BE—NEEEETEMT R LMnodeSelector {5,

5. BHEA PV WEHFAKE, UERHRTALROHE. B3 d8H, HE PV NEMNFARE
Zreclaim, LBERN BRFEMEREFDBEMRN R2ZREE, B0 ELRR T RE AiRxLe
PV,

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001
spec:
capacity:
storage: 5Gi
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain ﬂ

status:

ﬂ 157 Recycle = Delete,

6. EREH, PHNIEHIEHRRMEBNEIR :

$ oc project <project>
$ oc get all
7. BB EERRN— I HE N EIA

I $ oc scale --replicas=1 <resource_type>/<resource_name>

8. MBEIREEPHMENT, 8 DaemonSet B nodeSelector ti O H RIAH,

25.5. B R AR EHTE

MRCB—ANE S ZHFINEH, EELER openshift-migration-must-gather-rhel8 % {&#) must-
gather TERWESEMNERFEXNER, HIBXEER EERIIES 1 Mk,

openshift-migration-must-gather-rhel8 % {& = 5 1A B9 must-gather &R KRERI B EH CR
*EO

T
1. #AEEZ % must-gather HIEH B %,

2. 1217 oc adm must-gather 5% :
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I $ oc adm must-gather --image=registry.redhat.io/rhcam-1-2/openshift-migration-must-gather-
rhel8

must-gather TERZFINELEHIE, FHIEEHRET must-gather.local.<uid> BXH,
3. M must-gather #4E 0 I BRI UE B A H A BUR(E R

4. fIE—/18% must-gather.local.<uid> B XA TR H :
I $ tar cvaf must-gather.tar.gz must-gather.local.<uid>/

FELINEE 1 H, DN IRB9RI Y X AR AE S

2.5.6. B[R
XMRAB LT ERAE -
o TEFHiIRER, CAM IERRBLUTHEZEAER :
o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups

o openshift.io/sa.scc.uid-range
XEFRRMEE UID SEH, MERESEBERPREEXHRINR, XARESFEE—E
BN, REBE UID AT E AT BRI A0 kpyar & 22 A,
(BZ#1748440)

o L7E CAM web #HIEHARI S3 iR, RE AWS ZH https:/, % FHMb S3 #5f, 1HFER
http://,

o MR—N AWS FHERBRIME CAM web 2H1E, AENEMER, NHERERKEFHN True, X
=K MigStorage CR & B E#. (BZ#1738564)

o MRIBIEHIBFETER %Eﬂl%ﬁ’ﬂ%ﬁqﬂiﬁ, FB K, EnsureCloudSecretPropagated
Fregspkst, FEH—1TBEES. (BZ#1757571)

o Hil, £EEFEMNTR, SEEHAGHAENRELETXANR, 5% BH CAM LB, MNRNA
REFEZEIERMERE, NoJEBREFFIURES]. (BZ#1759804)

o OEIBITINERTEMRIREEEEFIEE, (BZ#1777869)

o IR CAM web ZHIE M —NEE LB ITIEVIN, BRELEZXXFATHATRITX,
(BZ#1758269)

o MMRFIFBERM, NFRITIFE NN pod REBEE NPV IEE, EUMFSLONE, MHERTR
X, FHEA PV IXEBEUEHTTHZITI, (BZ#1784899)
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%5 3 &= 7£ OPENSHIFT CONTAINER PLATFORM 4.2 (8551 %

3.1 BN ARRFEI{ENE7E OPENSHIFT CONTAINER PLATFORM 4.2 &2
PSR4

R LB RSN AR F TR (CAM) TEF N ARRRF I{E A #FE OpenShift Container Platform 4.2 5£8%
(B #1T3EF%, A CAM IE, EaLURHEERFHxIMEN REFERIENL A,

CAM T Er web #ZH&5F0 AP, EF Kubernetes BRE L TR, EalLURBRMELERTIBERESRTIR
BRI BRRRE TR,

31 FRBIRE N
o TEHEFIASETERAE cluster-admin (R,

o RN BRI N & Bl 1F 08 AR Z BREIRI RIS U7 R AR
e 2% Migration controller BB T E B X H MR BFAY A 52 BRI B9 U5 ] PR

312 THREERVARRIRIE

SN AR TR (CAM) TEMLEFEHE CAM web 2§ &3k Kubernetes API $5 OpenShift Container
Platform JREEEF Y Kubernetes FiR. FAMBHUIBFINEB AR HIKTHEE OpenShift Container
Platform 4.2 Bir5Ef,

5 CAM web #2HI B8 TIRNARFE S RUTHE

1. TEFFASEEFRZRE Cluster Application Migration Operator

N
ya
]

ol

Cluster Application Migration Operator BRIATE Bin&ERE %% CAM TE (CAM
web ZHIBFIERIEHIZR) o A LLE OpenShift Container Platform 3 #1232
FHPRECAMIE,

N

. REERIFEMHEZE, X2 CAM TERARIHEIERN BN REMHE

3. 1£ CAM web 28 FRINIRERE

i

. 7E CAM web 24l & RIS G268 %

ul

. BIEEBITR, SEUTEREIBETZ—

e Copy: CAM TERHEMREEEFIEHEFMEE, BMNEHEHEERESHNRBINE
¥,
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> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : CAM TEMRERHEE—MIRES (BIIANFS) , HEBEIRER LOZE—MERX
MNEREH PV BR, REEBIRERPEILES, EE%%ﬁ¢LﬁMfﬁ&Fﬁﬁﬁ%
BEANR—IZRES, TRRBLIA URRERFH BRI,

% E,E
RAERFHEERB HIEREERD, BXHFIBIRREEE.

foommm e )’ Remote volume ‘4
H

Persistent volume Persistent volume

Source cluster Target cluster

6. IR, ERAUTETZ—

e Stage (Fik) AEMELNARFHIERL TRHEESHIEBIRER,
Stage I Ri21T, UEEIBAIHASHEBESHRBIR, XHETRIMEEFREBES A
FIN. AR Z AL AL,

® Migrate EREHFIEILN AR, HEEBNWSEFEFRIEATIR, ERUEEERELE
N FRR2RFEIE R T EM% TR 2,
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Replication
repository

MyApplication

]

Kubernetes
/—’ objects
Backup
PV1 PV 2
MyApplication E E Internal images
Kubernetes I Velero
objects
Vi 72 OpensShift

Container Platform

Migration API

Internal images

Source cluster

3.2. R ERHIFMEE

Restore
MyApplication
i Velero | Kubernetes
1 objects
PV1 PV 2

Internal images

Target cluster

BRI REFFERE N REEFIEEE, KSENAEFIBIERBEMRERS SRS HFiHE,
B RAHE R BRBEE S EME R E S FE B inke.

SR RSN
o BEMA S3NRMENM, FIA0 Minio 3% Ceph S3
o ZLRARMK (MCG)
e Amazon Web Services (AWS) S3
e Google Cloud Provider (GCP)

® Microsoft Azure

3.2 THRRATIBNEEER X

CAM TEXHXHRAMRRBEIEEF AL, BTHBEMNREIIBE BINER. EILUEFES

IERINME F R IE T BN P ST R 5 0,

3211 XHREEHAE

CAM TEREEXMHMREERSEFIEHFMEE, FMRESHEIBIFEKH,

® 3.1 XHRGEEHF AR
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= B -

o KHALBATRANEMEE o LLIRIBEHITEIE
o FTA S3 FHEMIN AR

3.212. REBEHIAE

CAM TERREHNBIERRBREFI YL BIN REFME, BEERENERFHE. BEEETSEFL
e

AWS. Google Cloud Provider #1 Microsoft Azure X#FIRIBE H 5%,

& 3.2. RBREHI75 5804

A= B -

o LLXXHRGIEFIFIER o LHNEBIZHEIRR,
o SR THRRNEHIE.
o R TRA—AENXE.,
o SHWINERBRMNEFHE,
o FHERLMESRBHRE,

B

BELWUEMX (MCG) BENIBMNEHFMHERBRATIIIIRE, L8 RIRSFNR
i (SLA) AFRORTAEZNEE, FHEXLEWREAREFATE, IERHEELE I RH
ERE], XERARTIEINEER UEA A REXARNEE, HAENKEFLMERIRAR

Jpsin =
e o

BRIERAT I IIRE S FE HIMIEE, HSH
https://access.redhat.com/support/offerings/techpreview/,

3.2.2. B2 MCG EFhEfatth 8 HlE g E

IR LAZR % OpenShift Container Storage Operator, Fi%—4™ Multi-Cloud Object Gateway (MCG)
fEMBEC B h & HI 77 i 2,

3.2.2.1. &% OpenShift Container Storage Operator

& LLM OperatorHub &% OpenShift Container Storage Operator,

it

1. £ OpenShift Container Platform web ##&H, = Administration - Namespaces,
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2. = Create Namespace,

3. 7£ Name FE&H%i A openshift-storage, == Create,

4. = Operators - OperatorHub,

5. {#F Filter by keyword (&flf} OCS) K&k OpenShift Container Storage Operator,
6. 1%#¥ OpenShift Container Storage Operator 7 & Install,

7. 7E Create Operator Subscription T H, % openshift-storage i % 22 [d],

8. fEE BRI ERTIIE A HE A RES,

9. = Subscribe,
E Installed Operators T{HE A, OpenShift Container Storage Operator =HII{E openshift-
storage B H, KEH Succeeded,

3.2.2.2. /& Multi-Cloud Object Gateway 77 fi#4H
& T LLBIE Multi-Cloud Object Gateway (MCG) #Zi#EH B E LR (CR) .

it =

1. &R EF| OpenShift Container Platform &8 :
I $ oc login
2. FRALLTRAGIZE NooBaa CR EZE XX+, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: noobaa
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 g

memory: 1Gi

QO TR NER, ERTLUT cpu BIEBN 0.1,

3. fi|# NooBaa %/ % :
I $ oc create -f noobaa.yml
4. FERAMUTARAENIR BackingStore CR ECE X, bs.yml :

I apiVersion: noobaa.io/vialphai
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kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: mcg-pv-pool-bs
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: 50Gi g
storageClass: gp2 6

type: pv-pool
ﬂ EBE PV IBHFHEHE,
9 EESHAN,
9 EEFERE,

5. /% BackingStore X% :

I $ oc create -f bs.yml

6. FEALLTARAME BucketClass CR EZ& XX+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: mcg-pv-pool-bc
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- mcg-pv-pool-bs
placement: Spread

7. Il BucketClass * £ :
I $ oc create -f bc.yml
8. FALLTHALIE ObjectBucketClaim CR EZiEXC {4, obc.yml :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:

name: migstorage
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namespace: openshift-storage
spec:
bucketName: migstorage ﬂ
storageClassName: openshift-storage.noobaa.io
additionalConfig:
bucketclass: mcg-pv-pool-bc

ﬂ LK T1E CAM web 255 RN & 5 &8 R F R R .

9. fl|# ObjectBucketClaim X% :
I $ oc create -f obc.yml

10. s ¥R GRS A2 LUSIE ObjectBucketClaim BUA 7545 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28,

1. RERFFCFEUTE, HERERIFMEERINE CAM web 25| S FEIXL(E

® S3ifM:
I $ oc get route -n openshift-storage s3

® S3 provider access key:

$ oc get secret -n openshift-storage migstorage -o go-template="{{
.data.AWS_ACCESS_KEY_ID }}' | base64 -d

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage -o go-template="{{
.data.AWS_SECRET_ACCESS_KEY }}' | base64 -d

3.2.3. f AWS S3 Fi@EC B N EFFEE
EA LUS AWS S3 FHEEEC B N 8 HEEE,

FoRFM
o AWS S3 1w B AR B AR SR B 1T 1A,
o 1RWMINZERT AWS CLI,
o MRMHEARBESITE -
o RAENTA] EC2 Elastic Block Storage (EBS).
o RIBMEEMIMTR—XH,
o JRMBINERVIBEREERMNEFEZE,
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o EFENINESRBRFER,
pi% &2
1. O AWS S3 7654 -

$ aws s3api create-bucket \
--bucket <bucket_name>\ ﬂ
--region <bucket_region> g

Q 1BE S3 A&,
Q 1E%E S3 MK, fI40 us-east-1.

2. fIE& IAM B velero :

I $ aws iam create-user --user-name velero

3. & EC2 EBS TRIBERR :

$ cat > velero-ec2-snapshot-policy.json <<EOF

{
"Version": "2012-10-17",

"Statement”: |
{

"Effect": "Allow",

"Action™: |
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource™: "™*"

}
]

}
EOF

4. H—NEFA S3 FEHEROIE AWS S3 15| 5RHEE :

$ cat > velero-s3-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
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]

"Resource": [
"arn:aws:s3:::<bucket_name>/*" ﬂ

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket_name>"

]
}
]
}
EOF

RF A — S3 FEREI AR, IHEEFHERAN. ERTIE AWS S3 FFi#iEN
WIFAR, IHHEE * MARFHERAN

"Resource": |
"arn:aws:s3:::*"

5. FF EC2 EBS ZRE&KI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. F AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. N velero SJ& [R5 :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ

"AccessKeyld": <AWS_ACCESS_KEY_ID> @
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il3% AWS_SECRET_ACCESS _KEY #1 AWS_ACCESS_KEY_ID LUS AWS 7% D
2l CAM Web #241&

3.2.4. 1% Google Cloud Provider ZZEHRECE H & HlF %%
17T LU Google Cloud Provider (GCP) ZiBH&EZE 1 & HI7Z i,

FRFH

o AWS S3 T i i AT LA#RR ] B R 5B U7 7,

/

o MEET gsutil,

o MREHERRBESSE -
o R BIRERMIA TR — X,
o RINBIrER IR ABRMNEEXR,
o FERVINFIREBRE

17 gsutil init LUESE :

Your current configuration has been set to: [defauli]

iZ
$ gsutil init
Welcome! This command will take you through the configuration of gcloud.
To continue, you must login. Would you like to login (Y/n)?
2. 1%i& BUCKET &£ :

I $ BUCKET=<bucket_name> @)

ﬂ EEFhER R,

3. QEEMER -
I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID ZFE X E NIEHEERTIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. & velero RSP -

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

6. ¥ SERVICE_ACCOUNT EMAIL ZF &% & h AR S5k /1 B L, F il 44 db it

&5 335 £ OPENSHIFT CONTAINER PLATFORM 4.2 £ 0578
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$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)')

7. ERSIKFRFHR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)

gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server"\
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

8. FFARSSIK B EAREE Y a1 E X+ credentials-velero X4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

3.2.5. I Microsoft Azure Blob Zfif B 25EC B N E HIfF(EE
R ET LLS Microsoft Azure Blob i A SR B 1 E ST iE %,

SeRFMH
o MWUHIERAE Azure FFHEIKF,
o MMM ZRET Azure CLI,
® Azure Blob & 28w/ & AR ] B Fr&eB¥ 7 7,
o MREFERIRBERTIE
o RFIBIRERF LA TR — X,
o R¥BIrERLINEEHEBNEIEE,
o HFHEMINSIRERE,

it
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1. Xi& AZURE_RESOURCE_GROUP % :
I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. QI Azure IR :
I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ

Q@ =xuE,

3. #%& AZURE_STORAGE_ACCOUNT ID % & :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEIK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. {8 BLOB_CONTAINER %5 £ :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2s :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. 7 velero GRS EARFIEIE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id" -o tsv’

$ AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld' -o tsv’

$ AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" --role "Contributor" --
query 'password' -0 tsv’

$ AZURE_CLIENT_ID="az ad sp list --display-name "velero" --query '[0].appld' -0 tsv’

8. 1E credentials-velero S {4 F 1R FARSS EHMEIL :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

3.3. BBEEHN AERT® (CAM) TR

IRBEEEN AR TR (CAM) TEEEE OpenShift Container Platform 4.2 J& #1 OpenShift Container
Platform 4.2 Bin&8 L &% CAM Operator, F1E OpenShift Container Platform 4.2 JR&E/ BLBEBR

s YR =
&EIJ'_\‘I/ \:/H\:EQ

Cluster Application Migration Operator BKIATE B iT5#f L R4 CAM TE (CAM web & T2
23) o IBALL £ OpenShift Container Platform 3 #lif2EdthLRE CAM IR,

3.3.1. 7£ OpenShift Container Platform 4.2 JR5% 2% %% Cluster Application
Migration Operator

& A LUEF OLM 7£ OpenShift Container Platform 4.2 JR&E2# £ %24 Cluster Application Migration
Operator,

it

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,

2. {&M Filter by keyword 7 (#£:XE 2 Migration) %! Cluster Application Migration
Operator,

3. % Cluster Application Migration Operator F# s Install,

4. 1f Create Operator Subscription TTE ™, %t openshift-migration dp & 22 (7], FIEEHHESE
B,

5. m Subscribe,
1E Installed Operators 71/, Cluster Application Migration Operator & II7E openshift-
migration B/, HIRKZEH InstallSucceeded,

6. 7 Provided APIs 15X View 12 more....
7. = Create New — MigrationController,

8. 1f spec /NTiFE#T migration_controller #1 migration_ui 4 :

spec:
[..]
migration_controller: false
migration_ui: false

[.]

9. mifi Create,

10. £ Workloads —» Pod 45 iiF Restic 1 Velero Pod 2B EEIZ1T,

3.3.2. 7£ OpenShift Container Platform 4.2 B &£ £ %4 Cluster Application
Migration Operator
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& B LUER OLM £ OpenShift Container Platform 4.2 Bir&Ef L %24 Cluster Application Migration
Operator,

ZIAER T, Cluster Application Migration Operator 27E BirsEdf L& CAM ITE :

Pt =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators —» OperatorHub,

2. £ Filter by keyword Tii ({E;X 2 2 Migration) %%l Cluster Application Migration
Operator,

3. 7%#¥ Cluster Application Migration Operator 3 52 Install,

4. 1f Create Operator Subscription TTE ™, %t openshift-migration dp & 22 (7], FIEEHHESE
B,

5. =& Subscribe,

1E Installed Operators 1/, Cluster Application Migration Operator & II7E openshift-
migration B/, HIRZEH InstallSucceeded,

6. 7 Provided APIs 15X View 12 more....

7. = Create New — MigrationController,

8. mili Create,

9. = Workloads —» Pod 3 1iE Controller Manager. Migration Ul, Restic #1 Velero Pod @& 1E

Hiz17.

3.3.3. £ OpenShift Container Platform 4.2 R P B EERAKRAE

R FE OpenShift Container Platform 4.2 JR&EEB PR BB RIS TERE, LUSBIREE API RS53H0
CAM T E [AIRyRE1E.

iz
1. BxIELE CAM TEMNEEH,
2. JREX CORS ECEBHIH :
I $ oc get -n openshift-migration route/migration -o go-template="(?i)//{{ .spec.host }}(:|\z){{
println }}' | sed 's,\.,)\\.,g'
3. BREREEH,
4. Yw%E Kubernetes API fR55%5 CR :
I $ oc edit apiserver.config.openshift.io cluster
5. f% CORS E2EB{ERINEI spec /17 B additional CORSAllowedOrigins :
spec:

additional CORSAllowedOrigins:
- (?i)//migration-openshift-migration\.apps\.cluster\.com(:|\z) ﬂ

B
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Q {2 IR CORS BB (A,

6. RTFXMHLUERZ £,
7. $iEECE

$ curl -v -k -X OPTIONS \
"<cluster_url>/apis/migration.openshift.io/vialphal/namespaces/openshift-
migration/migclusters” \

-H "Access-Control-Request-Method: GET" \

-H "Access-Control-Request-Headers: authorization” \

H "Origin: https://<CAM_web_console_url>" @)

Q 12 EINER B R CORS £E£# URL,

18E CAM web #HIEH URL, URL £F CORS EEiE{E, f5140 https://migration-
openshift-migration.apps.cluster.

B AERAEINT -

< HTTP/2 204

< access-control-allow-credentials: true

< access-control-allow-headers: Content-Type, Content-Length, Accept-Encoding, X-CSRF-
Token, Authorization, X-Requested-With, If-Modified-Since

< access-control-allow-methods: POST, GET, OPTIONS, PUT, DELETE, PATCH

< access-control-allow-origin: https://migration-openshift-migration.apps.cluster

< access-control-expose-headers: Date

< cache-control: no-store

3.4. £ CAM WEB 124|553 N BAREF

3.4.1. 25l CAM web 2415
IRA LATED v 28 H 2 5 CAM web 12415

Pt =

1. BREB %% CAM T EM OpenShift Container Platform 5%,

84

2. IBTLUT 5 R EX CAM web #& URL:

$ oc get -n openshift-migration route/migration -o go-template="https://{{ .spec.host }}'
https://migration-openshift-migration.apps.<cluster>.openshift.com

3. BT ERFiHE AN CAM web 2HI&

INRIEZLEZ CAM Operator [ RILBI A CAM web #2415, U”Jiﬂ"“%']’ﬁ‘ﬁfﬁ‘é ¥
EMNE;, Rl Operator MAEREEBHEETSABRBHREREZ, FEF/LoH
BEi,
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4. MREBHEABZEN CAILED, NRRTEESIREER API RSB CAIET, M5 5E%
xi‘]ﬁ“lfl::ﬁﬁ’] T*ﬂio

5. {8 OpenShift Container Platform B9 P & FIEE RS 4 17 & it

3.4.2. {BEERINE CAM web £HI& &
/u\TLJ\J_j'I@$3¥//J\\7JD§u CAM web ?’“%‘J

FeRFEMH
o WERERPEREBRKBHRLE,
o NIRZEMEA Azure IRIRE HIEE :
o TERINRERRS, MBIHRA Azure TR AR,

o RMBIEBMNIMTE— Azure FRABMNTFE—IE,

Pk =
1. BRERER,
2. FRENBR SR 5 hE

$ oc sa get-token mig -n openshift-migration
eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudC9uYW1Ic3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:.
LmivL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAYyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiRzT0OXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-
POOrpDrcjOEQQ

3. FEXE| CAM web ZHIH
4. T£ Clusters #8493, = Add cluster,
5. HELTFE :
e Cluster name : J2E/NEFH (a-z) HF (0-9) . TEESESERHEIRFH.
e URL : &2 API RZ52389 URL, #0 https:/<masteri.example.com>:8443,
® Service account token : MIREEIRENHF TR,
® Azurecluster: o WNIREMEM Azure RERE FIEHE, HIAFLILI,

® Azureresource group : J1REFR T Azure cluster, N&HINLLFER,
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6. = Add cluster,
£ HINIE Clusters 49

3.4.3. 7£ CAM web ZHIEFRMEHIEFE
R AT LS RAFAERRE N S 5177 0% FE TR INE] CAM web 514,

FoRFMH

o MWNECE R T EBBIEIIN RIFMR,

it =

1. ZXE CAM web 45,

2. 7E Replication repositories 4>, = Add repository.

3. i%#¥ Storage provider type FEE LT FE :

e AWSEMT S3. MCSG i@ S3 #Ls :

o

o

o

Replication repository name : ¥§% CAM web 12| & I E FIl 15 1%,
S3 bucket name : I§ERAIER S3 FiEHRAIE R,

S3 bucket region : ¥§7E S3 FHEEXE., AWS S3 wiE, Optional AT HM: S3 L
o

S3umaR : 187 S3 ARSI URL, MAEEMEM, a0 : https:/<s3-
storage.apps.cluster.com>, &M S3 N ERE, EL7E A https:/ B4,

S3 provider access key : 5 AWS 5% <AWS_SECRET_ACCESS_KEY>, =&
MCG #&7E S3 #tR i Rl B,

S3 provider secret access key: 7y AWS §% <AWS_ACCESS _KEY_ID>, =& M
MCG 87 S3 NP secret iR B H,

Require SSL verification : SIREEANREEA S3 #rmE, NERILEEE,

o GCP:

o

o

o

Replication repository name : ¥§% CAM web 12 & I E FI 151,
GCP bucket name : 157 GCP Zfi#@8I & .

GCP credential JSON blob : 7£ credentials-velero X {4 igEEF R F,

® Azure:

o

o

86

Replication repository name : ¥§% CAM web 12 & I E FI 15 1%,
Azure resource group : $§7E Azure Blob Fi#RIFIRH,
Azure storage account name : 57 Azure Blob Zfi#ilik ;' & #5

Azure credentials - INI file contents: 1£ credentials-velero X {4715 EF R F,
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4. = Add repository HERFEERIE,

5. = Close,

HE i ES HINTE Replication repositories £843

3.4.4. W RBEERAESLER 1T XUFRH
B B RBER RIS T RIBRS.

- or
BREE LB CHEMEN FTHBE I TN, LOR 5T RN

BAERBIT B LT EOARS -

°
°
°

Pt
2

10 ™ 6p % 22 H]
IR IX BRI, CAM web 5B < ER— Namespace limit exceeded %, EFILiE
BIEEERIT X,

100 4™ Pod
NSRS Pod BRI, CAM web #2H|& 2 ERELUU T RBEIESE S Plan has been validated
with warning condition(s). EBZ &S 2. pod limit: 100 exceeded, found: 104,

100 MHFAMSE (PV)
INRBIRFAEBRE], N CAM web ZEHIBERERELUNEEER,

IR T % 1EHIZR CR :
$ oc get migrationcontroller -n openshift-migration
NAME AGE
migration-controller 5d19h

$ oc edit migrationcontroller -n openshift-migration

. BHTUUTSE:

[..]

migration_controller: true

# This configuration is loaded into mig-controller, and should be set on the
# cluster where "migration_controller: true

mig_pv_limit: 100

mig_pod_limit: 100

mig_namespace_limit: 10

[..]

3.4.5. 7£ CAM web 1ZHlI & F A& T 1T
AT LATE CAM web #21& Fh Ol T R 151,

FoRFM
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1.

12.

13.

88

CAM web #HIBEMHMBEUTHE :

o JR&ERF

o BirEE, B©R7E CAM IEREIREFABIIRM
o EHIMHOGE

MRBFERARRBEFEKIE, WRHMBIFEHLIER—=MHNE (AWS, GCP = Azure) LIK[FE
— X217,

K E CAM web #HIE
1£ Plans 34>, = Add Plan,
i A Plan name # 5 Next,

Plan name %A &% 253 NMNEFZRBHFFHR (a-z, 0-9) ., BFESS
),

\

R TR

. %£— Source cluster,

%— Target cluster,

1%t—4> Replication repository.
HEFEETFBETIE 3 = Next,
1% Copy 5 Move PV :

e Copy [FRERH PV FHEESHEIERIFMEES, REEENERFHUEZNEE LU
fERI PV EREE.

e Move MRERHEEH —MLREE (BTN NFS) , EBEINEH LIBR—NMERXDNEREH
VR, REEBREHFHEELES, EEREHFZITHNREFERREFEANRE
— LIRS, IR B IR LIRRER A B IRREE U7,

= Next,

. N PV % Copy method :

® Snapshot FA =MV EIRIBRINEE S DRSS, B Filesystem R18%,

' FEMSRUIATRA—X, FHRLIRS,

o Filesystem FiRA# AL AP BOEURE S 2 HI EUHT 012 89 B Frsi .

PV % —4 Storage class,
INRIEFET Filesystem EF A%, EALUEIBIEPELRFME, FIU0 - M Red Hat Gluster
Storage 5 NFS Ff#¥ % Red Hat Ceph Storage.

= Finish,

= Close,
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F#iT S INTE Plans &84,

3.4.6. 7£ CAM web £ §& Az T2 11X
I&AI LAE A TE CAM web 32§ & RO 1TRISE stage SR N AEFFEE.

FoRFM
CAM web #ZH R EZ U TAR :

o REH

Bir&ER¥, BT CAM TELEIBRABIIRM
o SHYMTE
o BHIHITH

ik S
1. &SR EF| OpenShift Container Platform 4 &t L) CAM web 2H&
2. IR,

3. =& Stage UHERNMEIEN ARFNERT, HBIEMRERS I BIrER,
&A% RI21T Stage LAH A L PR #E AT [A],

4, YHERSITTIBNAREIENEN, = Migrate,
Migrate fERE LN BREFIEME, FAEENSHPERUIRETR

5 54, AEILAE Migrate B8O A% Do not stop applications on the source cluster during
migration,

6. = Migrate,

7. E#%5EKE, 7E OpenShift Container Platform 4.2 web 2 & i\ 2 RINTER T N AR :

a. = Home - Projects,

b. RIBHIIEEFHKE.

c. 7£ Routes 4>, mifi Location Wik HREF RS IEEIZ T,
d. s Workloads — Pods E4ilE Pod 7EiT#8 A% & 22 8] FRi2 4T,

e. = Storage — Persistent volumes i\ EFAE % T HOTRHIFA LS,

3.5. tRFEHERR
WA LAVEEEIR B E LR (CR), FH T & HERHERRER RMA ],
MNRN ARFEIBERUAZELE, BOIFHEVE, LA IEHEEERG.
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pa -3
MRNARFAEIBIRFEEEL, WATEFNOER, EARBNARFDAERSE
BHIZ1T.

351 BB IR EE LHIR (CR)
RN FARERETR (CAM) TEROELUT CR BFTH -

@)

B

User access

MIG configuration CRs (on CAM cluster) RGEEEEEEEEEEE SRR PP EREERED
i Velero (Created on source cluster
Refers to ! and target cluster)
1
Refers to !
[ v 1 |
—i—b BackupStoragelLocation

: : : | Triggers __| |
MigPlan MigCluster MigStorage —T— creation :
1
1
1

MIG action CRs

Refers to
= (7

____________________________________

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
i
A e o e —p VolumeSnapshotLocation i
e 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Triggers __ | (==-""-7"moooTooTooooooomoooooooo
creation

MigMigration

____________________________________

oMigCIuster (BdiE, CAM&E¥) KB E L
eMigStorage (B2i&, CAMEE) FhEE XL

G'M@%n(ME,CNW$ﬁ):E%ﬁﬂ

MigPlan CR it T ZXBHEM BIrER. FWMEMGRZER, 5 01, 11 HE 4 MigMigration
CR XHX,

pa =

JiHIBR MigPlan CR &IBR X EXHI MigMigration CR.

o BackupStoragelocation (E2&, CAM%E%) : Velero &N RMAGIE
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°VolumeSnapshotLocation (BdE, CAM £EE¥) : Velero BIRBHAIE

eMigMigration (24, CAM&E¥) : Migration, TET#HRIEI O

TE=RIHIT stage ST BIENTER S QI —1 MigMigration CR, &4 MigMigration CR #i&5—1
MigPlan CR *Ef,

o Backup (IfF, JREE$) : Lz ERiTXIAT, MigMigration CR EEMNEREERE LAIEM A Velero
#13 CR :

e %1% CR #1 i FKubernetes X8
o 53 CR#2 AT PV EIR

e Restore (#{E, Bir&sE) : a7 ERITRIN, MigMigration CR 7 BTREEE LAIEM A Velero
E CR:

o IKE CR#1 (ERA#D CR#2) AT PVEIE

o RE CR#2 (F#A& CR#1) AT Kubernetes X4

ff

L=
1. FKEX CR &7 :

S

$ oc get <cr> -n openshift-migration ﬂ
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

ﬂ EBERELTENTH CR,

2. B CR:
I $ oc describe <cr> 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 45 R B LLT =,

MigMigration 7=l

$ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10
Namespace: openshift-migration
Labels: <none>
Annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
API Version: migration.openshift.io/vialphal
Kind: MigMigration
Metadata:
Creation Timestamp: 2019-08-29T01:01:29Z
Generation: 20
Resource Version: 88179
Self Link: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

o1


https://github.com/heptio/velero/blob/master/pkg/apis/velero/v1/volume_snapshot_location.go
https://github.com/fusor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migmigration_types.go
https://github.com/heptio/velero/blob/master/pkg/apis/velero/v1/backup.go
https://github.com/heptio/velero/blob/master/pkg/apis/velero/v1/restore.go
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ulID: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
Spec:
Mig Plan Ref:
Name: socks-shop-mig-plan

Namespace: openshift-migration
Quiesce Pods: true

Stage: false
Status:
Conditions:
Category: Advisory
Durable: true
Last Transition Time: 2019-08-29T01:03:40Z
Message: The migration has completed successfully.
Reason: Completed
Status: True
Type: Succeeded
Phase: Completed
Start Timestamp: 2019-08-29T01:01:29Z
Events: <none>

Velero %43 CR #2 = (PV #iR)

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
creationTimestamp: "2019-08-29T01:03:152"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/vi1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: ]
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
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- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelocation: myrepo-vpzq9
ttl: 720h0mOs
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z2"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero thE CR #2 =l (Kubernetes %iR)

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3b96-s224f
excludedNamespaces: null
excludedResources:
- nodes
- events
- events.events.k8s.io
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- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason: "
phase: Completed
validationErrors: null
warnings: 15

3.5.2. THERAE

IRE LLTE CAM web 2 & H T Velero . Restic 1 Migration controller B, LAHERRHINERFERIER
IEJ mo

1. ZRE CAM Z=HI&

2. mii Plans E&E®%ITHIFIRK,

3. R—MERITXIH Options F2H Fi%EFE Logs,
4. = Download Logs NFTE%RE T ETH%1RHIZR. Velero # Restic WH .

5. E-F:%ﬁEE’JEIL;\ .
a. I8%E oy %Iﬁ

e Cluster : E#FR, BIrst CAM EHEE,
e Logsource : %% Velero. Restic  Controller,

® Pod source : % Pod &#5, {5140 : controller-manager-78c469849c-v6wcf
AN TN i prir =

IRA LGB BB RS B MR B R R E,
b. £ Download Selected F#:Fri%kH &,

BN, WEILMFEA CLI IR BER, WA :

$ oc get pods -n openshift-migration | grep controller
controller-manager-78c469849c-v6wcf 1/1 Running 0 4h49m

$ oc logs controller-manager-78c469849c-véwcf -f -n openshift-migration

3.5.3. Restic B i1%
INRE N Restic BBINEMTEB LN, UTHEREERESHINTE Velero BiEH -

94



&5 335 £ OPENSHIFT CONTAINER PLATFORM 4.2 £ 0578

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout FIBRINE N — /N, IERILUARBISERIEINX/ME, 53R, BNERERERROIHE

=8
R /tho

1. £ OpenShift Container Platform web 25 # 5:fiiE Operators - Installed Operators,
2. = Cluster Application Migration Operator,
3. 1E MigrationController 1% Il # /2 migration-controller,

4. £ YAML 32T, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (9D #Fs () , 550 3h30m15s,

5. = Save,

3.5.4. FhEREHR
NSRRI ST AL, EAIFESHEE, LABALE PV REBUR IR,

MRNARFEIBTRFEEELE, WARTEHTFIENER, FEANREBNAERFDATRERHBIZT,

ff

L=
1 EEERF, YIHEEHHTIE -

S

I $ oc project <project>

2. IRENERER IR
I $ oc get all

3. MERERZB R BRI GR N AR F R B EBIrER 21T, HiiF PVC LREIE
I $ oc delete <resource_type>

4. E{Z1k DaemonSet MAMIRE, 1E YAML X{#4HE# nodeSelector :

apiVersion: extensions/vibetal
kind: DaemonSet
metadata:
name: hello-daemonset
spec:
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selector:
matchlLabels:
name: hello-daemonset
template:
metadata:
labels:
name: hello-daemonset
spec:
nodeSelector:
role: worker ﬂ

Q BE—NEEEETEMT R LMnodeSelector {5,

5. BHEA PV NEHRFAKE, UERHRTALRORE. B3 d8H, HE PV NENFARE
Zreclaim, LUBERN BREFEMEEFDBEMRN R2ZRKEE, S0 LIERR T RE A ifRxLe
PV,

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001
spec:
capacity:
storage: 5Gi
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain ﬂ

status:

ﬂ 157 Recycle = Delete,

6. TEIRERH, UHMIEHIEFHRMEBNHIR :

$ oc project <project>
$ oc get all
7. BB EERRN— I HE N EIA

I $ oc scale --replicas=1 <resource_type>/<resource_name>

8. MBEIEFEDRMENT, 8 DaemonSet B nodeSelector ti O H RIAH,

3.5.5. NE S FFIAH IS EbE

MRCB—ANE S ZHFIEH, EELER openshift-migration-must-gather-rhel8 % {&#) must-
gather TERWESEMNERFEXNER, HIBXEER EERIIES 1 Mk,

openshift-migration-must-gather-rhel8 % {& = 5 1A B9 must-gather &R KRERI B EH CR
*EO
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T
1. #AEEZ % must-gather HIEH B %,

2. 1217 oc adm must-gather f5% :

ii,
I $ oc adm must-gather --image=registry.redhat.io/rhcam-1-2/openshift-migration-must-gather-
rhel8

must-gather TERZFINELREHIE, FHIEEHRET must-gather.local.<uid> BxH,
3. M must-gather £z A I BRI IE B AR H A BURE B

4. fIE—18% must-gather.local.<uid> B XARABH TR H :
I $ tar cvaf must-gather.tar.gz must-gather.local.<uid>/

FEZINEE 17 H, DN IRB9RI Y XN AE S

3.5.6. B (7]
IXDhRAR LT 2R
o EXMiIIEH, CAM IERRBLUTHAZENEME
o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups
o openshift.io/sa.scc.uid-range
XLEEMARE UID SEH, BRESEANERPREAXHRINIR, XARSFEE—E
B, FEHEBE UID ATeeEFE T BIinERF00IA SO kp e & 22 F A,
(BZ#1748440)

o L7E CAM web #HIEHARI S3 R, KRB AWS 2 https:/, % FHMb S3 #ENfE, 1HER
http://,

o MR—AWS FHERBRIME CAM web 2H1E, AENEMER, NHERERKEFHN True, X
=K MigStorage CR & B E#T. (BZ#1738564)

o HNRTFIHILHIBREBIMEFHLUANERSIZ1T, THIFKMW, EnsureCloudSecretPropagated
Fregspkst, FEH—1BEES. (BZ#1757571)

o HEl, £CHMNTR, SREREHACGHENEL ELTXAR, % HEH CAM LI, N8N A
REESEEECEMER, NKIEBERTFIICIEEN]. (BZ#1759804)

o OIEIBITINERTEMRIEEREEE, (BZ#1777869)

e 1R CAM web 2HI AN —NMRELRB/ITIEVM, ©RIEEZHXAITFEEIR T,
(BZ#1758269)

o MRFIBERM, NEBITITENEHREMN pod REBEE N PV KB, ELMFHENE, MERIR
X, FHEA PV IXBEUEHFITHZITI, (BZ#1784899)
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https://bugzilla.redhat.com/show_bug.cgi?id=1777869
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