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B1E TREHBEIE

B1E THREMIUE
FA P& ZE 5 OpenShift Container Platform R B, Wl #H TRBENF DI, BRRIEE RS
OpenShift Container Platform AP ERXEXBA -, RE, BNZEREXERKAFNERKBERS

RVFIZIFER,

ENEIRG, KAILLH OpenShift Container Platform E2& &2 451k,

11. B

OpenShift Container Platform F# /A /2 ® LAA OpenShift Container Platform API & 15 3K BISEAR,
OpenShift Container Platform A REAKRESE, BTRAE)ISAAENERMNARHNERFTREFH
PR, B, XHFES OpenShift Container Platform ZEMFF & A A S EE 5 BOIK 7,

AREFENRAIRBEA N

EHAF XRKRKZHIZHER OpenShift Container Platform B E, BB, FTHE—RER
RERSHEIOE, SERTET AP0, SHHEF 8T User iREKR.
1, joealice

RL5iA USRI AP EEMEBEEE N BEH0E, FTEATEEMPENLS APIRLMZE, X

AEEHEES (AR —ER) . BREFT DT RAS, HEBBERH registry &
BAMAF, UR—EHMAF, &F, ©B—Fanonymous R45iHA, RIAMERES
PIIERERER, #l0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR S5 P R 501 B REKMRIA RS P s BLRERIET BN B 08, mUBE
B AN RiF BN B R E S BIRRS K. RS5IK BT ServiceAccount X 5
F~. 0 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

F—RP YIRS EFE R &2 %50E F 8215 7] OpenShift Container Platform, Fo & 255 IESK B 2381k
TBY APHER R#EE 7 anonymous kI A HMIEK, 2 A %IERE, REERERF#HFN
PUTRIRIE,

12. 4

AAAUSRE—1HEN 2, SMERREENAIES. AEERIGREN, IEALHRN HZ D
AARFHER, HIRFHH—DHEFNSDNR, MABERETRAPTR.

PR T BRIATE LA N, EBERGAESEA A, el mERFaNESR,
IR T REEMFRIAEMA

A 50

system:authenticated B 5AAL T G IER A PRI,

system:authenticated:oa  BzI5FAER OAuth UilH ST B3 ISIERY A - KHK,
uth
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A 50

system:unauthenticated B 5AARZFHIIER AP XK,

1.3. API &35 1E
% OpenShift Container Platform API BiE K@it AT A RiHF 1T B2 580E -
OAuth Vila| 45

e f{#IF <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token i, M
OpenShift Container Platform OAuth JR 4523 5K EX.

e {E’ Authorization: Bearer... I3k A 2%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> =, 1E
websocket 153K HI websocket F iRk & 1%,

X.509 & FiwiEP
o FEE API RS IBHI HTTPS i##,
e M API RSS2 FHXT I UEH A MY S 4T 45k
o API RSS2 OIBIERBH O L BIEHEIZE, LU B &#1THB%5E,

EREETLRG RS RS T ROE T RE RE W SR IIEZ L 401 $hR R IE 4,
MREBHETRRISHESNKIET, BB%IEZSF system:anonymous E A~ #
system:unauthenticated E{IH A EE4A1E K, XEERNVZREPREELAAATUL EIFLE (10F7) &
*Q

1.3.1. OpenShift Container Platform OAuth AR5 25

OpenShift Container Platform master @ & NWEM OAuth fRS585, F/IREX OAuth 1R 45 skt B &t
1T APl BREIIE,

BNERHFH OAuth FhERS, OAuth RS S AR BRI B DR MHIEF RIAERHIH R AN S M,
RiE, ERBEZEMARNENAS, NIZAFUBR—NGF S, BROZERNSHE,

1.3.1.1. OAuth §S k¢ iEK

BN OAuth S hERIVE R ER /IR & B B INFNE R S8 OAuth B i, /55 OpenShift Container
Platform API Ff& BB LLT OAuth B i :

OAuth &' ERAAE

openshift-browser-client FERATAERERERNASRIE, £
<namespace_routes/oauth/token/request i&3K
The.
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OAuth &/ '¥m ERAAE

openshift-challenging-client fEFA A 2 WWW-Authenticate J5iif)# L E sk
HRDE,

<namespace_route> HepA 22 AIMERH, XA LLBITZITA T a4 kL E,

I oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

Y OAuth S hERYIE K &R B IENT <namespace_routes/oauth/authorize BJiE R, K0 FDIIESE
BERIEXMNMRRATRE— N FPEIERE, & OpenShift Container Platform BZiE WET N F & & 15
RERFRIULEIE, & <namespace_routes/oauth/authorize B9iE K AT RE K EH A RE R R B R E K IE
MEAFRE, w0CLl, Hib, BRTREXERREN, OpenShift Container Platform 23z 15 F WWW-
Authenticate it i) 1T45 0k,

INRIE <namespace_route>/oauth/authorize it S FIHERE B D KIERIE, ©RAKRE FDIIERIFEN]
i 2R PRI % X WWW-Authenticate i), MAERRERERIEREERAERERETRE,

B L 2R B P i B B2 B ki K fliE (CSRF) Xifi, HiE KA 1F1E X-CSRF-Token 173k
i, UREERFHIEIESUE, FEEWER WWW-Authenticate Jit i) B % 7 i 6 10
bRk B N FE R E.,

MR F PRI IEAREZHF WWW-Authenticate fiif], =& 1R OpenShift Container
Platform B & WA A ZF WWW-Authenticate FiAIM BDIRIIRRE, T4 {F BN Y 28
M <namespace_route>/oauth/token/request F&FKEX S .

1.3.1.2. API £i{h

&R LABLE X OpenShift Container Platform API BiEk, EEXRIINEEZEBTH—RAF., NFESE
B, 1S Kubernetes X#4 A9 FE 1 iE1(H,

1.3.1.3. Prometheus &35 iEE R
OpenShift Container Platform £ &34k Z i B2 IR LT Prometheus RETIEHT ¢
e openshift_auth_basic_password_count 4:if oc login B /' & 5 # 2 70R E

e openshift_auth_basic_password_count_result #Z82%5%R (success =% error) %iif oc login
FA P & BB B 2R B

e openshift_auth_form_password_count 5 it web $#I& &R R R E,

e openshift_auth_form_password_count_result Z8845%R (success =X error) 4iit web 4
BERERRE.


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation
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e openshift_auth_password_total i1t oc login #1 web #2il & & x2S R ¥,
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5 2 F P REM R

2.1 uEPEUE

OpenShift Container Platform I #RIE 2B EREM, UTHRHELAHNEEMNERIET, OpenShift
Container Platform ERiER & BT IHAIES [n @RI & £ RN, XL B TR

o APl iRZS 8% S im ik L HANS (/] > F BB,

2.2. API fRS5 83 BU R FHRMBYIES

&

SR LIANME T im@EiT api.<cluster_names.<base_domain> /(7] API iRS52%, B RER L&/ imfE
AARBEENAVIN AP BRSS %, TEAENImAREHBENIEBIANME (CA) IEH, BEANITIR
HRUERXE API BRS5 3 A E E LBOIAIES,

&
FA PR HB9IE 74 openshift-config 44 22 [H] A HY kubernetes.io/tls 2K Secret 12, F#7 API
AR 55 23 £ X E2 B ( apiserver/cluster T5R) , LUS AR PR EAGIES,

B
AARMMIE P HAFEE,

AARMMIE P HA N EE,

BiE X
RIEEE, EHESSHE/BENIETH secret,

2.3. fRIBYEP

&
BRI, AAALYEE, EFEAHMCIRE DEENERAN—IE D8 E S UERM AN (CA)
HEH,

Proxy X8 trustedCA F & 2% B & A P IRMH AN IR AL (CA) 8 EH ConfigMap BI5|

. XM E S Red Hat Enterprise Linux CoreOS (RHCOS) 54 aE&FH, FHEARIEMEDO
HTTPS I RMESHMEEFM D, FII0, image-registry-operator i f 4 B85 1% registry R
&, WIREHEIETE trustedCA, MR E RHCOS FEEMIAA A FRIE HTTPS %, MREBEERAS
CHIEP ERZe, &M RHCOS [SEMAaRERE L CAIES,

trustedCA =FE N B (R ERIIESR A, FEER 71 57 MATERYHE ca-bundle.crt RiLEUERHHS S, F
¥ H E HIZ openshift-config-managed #n 4 22 [A] /7 £ trusted-ca-bundle #J ConfigMap A, ##
trustedCA 3| ConfigMap B8 2282 openshift-config:

apiVersion: vi
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:

ca-bundle.crt: |
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EREIEPEBRREIED
ZEEFEER additionalTrustBundle (H B THREZRE I EAIEEEMANREBETH CAIES, H40 :

$ cat install-config.yaml
proxy:
httpProxy: http://<HTTP_PROXY>

httpsProxy: https://<HTTPS_PROXY>
additionalTrustBundle: |

VAT

FA PR EMEESIa L ConfigMap MIFE R I, ConfigMap #3E#E##1T HTTPS AR E A HEH
XHFRGiH, BE, Operator &% ConfigMap ##:F| /etc/pki/ca-trust/extracted/pem/tls-ca-
bundle.pem, BERIEHFAFAZRXIFEM, REBALUERSIIGE HTTPS ##, EXHMIERT, KEEHYL
HURIEEERRFTIE R FNFIEBE A,

TENREXHERE SRR ENRERSHHEECMERNMAES S, A, FEILAFEE—T
FENRAS, EEMEERZAERIIEFERREE.

INREEA RHCOS FEIRYE, 15 CA IEHRIE /ete/pki/ca-trust/source/anchors |,
%1% 24 Red Hat Enterprise Linxu XM ER £ Z R 500UEH,

RV P RSN E AR R E T I AR,

FIEIHARHH CAIUETASEE X, 7E OpenShift Container Platform 8¢ RHCOS £ g1, H CAEEH
FUER B EIXNIEF,
p= Y=

IER RN CAMANEIE, B2, HF CAMKESAR, XAEFRE1ME, EBE,
B REFEEAAEEREERA S,

R %5

RINERT, FrEEREOHTTPS FAKNESHMEGSER RHCOS EEHHFE, INRENLT
trustedCA, ©EHS#ER,

{EMRI7E RHCOS i m Lz fTHIRR S &R ol LAME 1% T m B S EIR A a2,

B
XEIEHBRA AR EE,

B X
HHA P RENETIH R -

e 7f trustedCA 3| FBY ConfigMap R E#T PEM 4RiZR0IE S, =

10


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-shared-system-certificates_security-hardening
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o 1E#p4Z2[d openshift-config & ConfigMap, HAS&HMIEEINS S HEL trustedCA
5| #r ConfigMap HI& TR,

¥ CAIEHE A RHCOS EEAF arfH S HHEEXHE A RHCOS (A MachineConfig) E£18
B, 4 Machine Config Operator (MCO) B A @ &% CA IETRIFT MachineConfig I, TR E/E. £
TorBIS424, RS coreos-update-ca-trust.service 7£ RHCOS 77 m _EiZ1T, 1% T m LERHH CA
IET B EFEERS S, Fan

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOtLS0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQUS
1bkkwRDY2MmNuTUEWRONTcUdTSWIzRFFFQkN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5Y|J4cGJtRXhFREFPQmMdOVkJBY01CMUpoYkdWCcA
pBMmd4RmpBVUJNTIZCQWINRFZKbFpDQkIZWFFzSUVsdVISNHhFekFSQmdOVkJBcO1DbEpsWk
NCSVIYUWdTVIF4Ckh6QVpCZ05WQKFNTUVsSmxaQ0JJWVhRZ1NWUWdAVbTI2ZENCRFFURWhHN
QjhHQ1NxR1NJY]NEUUVKQVJZU2FXNWOKWGpDQnBURUXNQWtHQTFVRUJoTUNWVk14RnpBVI0
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdJOVCL3dRRk1BTUJBZjh3RGAZRFZS
MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY]NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtlbjVYejloWGN4Skl1cGh4Y1pROGpGbOcwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXK0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9SIWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamI2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtIZWwKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOLS1FTkQ
gQOVSVEIGSUNBVEUtLSOtLQo=
filesystem: root
mode: 0644
path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt

HERBEEFEL LI FF B T REEEFE,

sl
%A Operator AJLLB B EH RHCOS i s EBYUET,

1
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AMEFRESYE CAMNEIHE, (B2, BT CAMKESRER, XBEFREN N, HE,
o EERSAMNEEHRETHF S,
2.4. k%5 CAIEH

%
service-ca 2EBE OpenShift Container Platform & (Il B % 4 CA B9— Operator,

AEFEE TGRS, B% 4 CAFMIE—RE® N service-ca/signing-key # secret 1, BIE
tls.crt (certificate(s)). tls.key (private key) #1 ca-bundle.crt (CA bundle) Tir,

HARS =T @57 & service.beta.openshift.io/serving-cert-secret-name: <secret names ;¥ fi#— MR
S HREIER— service serving iEH, #E NN, Operator & NHEEM secret £ —DNEIEH,
tls.crt, UR—NEAEH, tls.key, ZIEBHIBEMER N E,

HAbfRSS AT &;3 5 service.beta.openshift.io/inject-cabundle:true ST 2315 KIFARSS CA B CA 45
23F A APIService 3 ConfigMap %R, UXFF@ITARSS CA £ RBVIET, ERMRN, Operator fH i
CA 42BN APIService B CABundle FE%, =i¥ service-ca.crt & A— ConfigMap,

H OpenShift Container Platform 43,5 {2, Z#FEIE, HEEAEBHEEI—L 422 4.3z A

B, W FEAZFENRENRAE, RS CAIEBE 26 MEREN, HEARHLT 13 N AHTRI
. MRFE, BILLFIRIFARS CA.

fR%% CA 26 4> B 891 BAE [A] b 32 3% #0 OpenShift Container Platform SEE¥RITIEAFA K RIfRE K, K ItFEH
AR5 CA UEFHIFE control plane REVHFRTE CA R ERIFT. XL £ERERIERN CA S HIFE,

L= =
E =

FORIMMARS CA TRREXN E—1IRS CARERE. EEEPH Pod EF M
A, EHIRRS A RERImE M. Pod EfE A LUAR Pod ABHTARS CA XHHIILE
FIRS.

B
XEIERBRA AR A EE,

A& 55
EARS CAIEBRIIRS 24 -

® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator

® cluster-ingress-operator

12
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® cluster-kube-apiserver-operator

® cluster-kube-controller-manager-operator
® cluster-kube-scheduler-operator

® cluster-networking-operator

® cluster-openshift-apiserver-operator

® cluster-openshift-controller-manager-operator
® cluster-samples-operator

® cluster-svcat-apiserver-operator

® cluster-svcat-controller-manager-operator
® machine-config-operator

® console-operator

® insights-operator

® machine-api-operator

® operator-lifecycle-manager

XA Z— N TEHIIR,

2.5. TRk
Hiiu

RIEPHRERES, IETRB M bootstrap TRERBNEHIMA M (CA). REREE, TRIEPEK
EKJJ?A%:

=3

XN EREMA SR B,

2.6.BOOTSTRAP it}

%

OpenShift Container Platform 4 &2 FHIAR A A # kubelet fEFAI T /etc/kubernetes/kubeconfig F1#4
bootstrap iEF 3 /55 bootstrap, A= bootstrap #4A{bLiT2 F kubelet #EGIE—1 CSR,

T2, kubelet 7Ei@1d bootstrap FEHITREN M — CSR, #£HI2REESR N CSRE R,
BLERY kubelet EEEAYIER,

s’
IXLEE Hﬂ/zédhﬁﬁTIEﬁq)j'ﬁt'iE

Itk bootstrap CA &3 B 10 &,

kubelet EI2MIE PHAENMHEI N —F, HE—FST T KL 80% Mi#{TEEIFI,

13


https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet-tls-bootstrapping/#bootstrap-initialization
https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet-tls-bootstrapping/#authorize-kubelet-to-create-csr

OpenShift Container Platform 4.3 B{3%E

BE X
&= B E X bootstrap ik,
2.7.ETCD if$

&
etcd IEF H etcd-signer % 44; IE5 3k B B bootstrap i F2 4 B BYIE T ATA HLIE (CA).

fri&
o CAUET :
o etcd CAIET : /etc/ssl/etcd/ca.crt
o etcd metric CA ik : /etc/ssl/etcd/metric-ca.crt
o fRSSERUETD : /etc/ssl/etcd/system:etcd-server
o EfmiET : <api_server_pod_directory>/secrets/etcd-client/
o WEXRGLET : /etc/ssl/etcd/system:etcd-peer

o IEFRIETP : /etc/sslietcd/metric-signer

CAIERBERE N 10 F, WFIEH, EFMRIERMRSFILHHAERE =

Y

XEIEBHREM AR AP B,

IR %5

etcd IEH AT eted MK G FIREMMNE, URMBEimRE, LUTIEHH etcd MEMS eted BIE
B E AN -

o XIFIUEF (Peercerfificate) : AT etcd A G Z [AIFI@ETE,

o ZEumiEF (Client certificate) : FATMERSH/ME " mAIRERE. BEl, APIRSZHRRER
EFRIET, BRAEA, HtRFSEANIZEEEEE etcd, T/ secret(etecd-client, etcd-
metric-client. etcd-metric-signer % etcd-signer)/7 /1% openshift-config. openshift-
monitoring #1 openshift-kube-apiserver 3% Z2 (7] Fh,,

o fRS583IEH (Server certificate) : etcd RS 28 FRIGUEE F imiE K
o IBHRIETS (Metric certificate) : FREERIEIRIIREGTEMER metric-client iIE P IEZ R IE,

2.8.OLM i3

R

OpenShift Lifecycle Manager (OLM) ZH{4(olm- operator\ catalog-operator. packageserver 1
marketplace-operator) IR IEHAH RS E R

T OLM REEH Operator HIRIRH API BRSS, FARTLLNENI4ERIET ., packageserver Fhz— M3l
?O

openshift-operator-lifecycle-manager an % 22 [B] REYIEHEH OLM BIE, BFZELIESIEEH webhook BY
Operator A ABIEFERS.
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B 2 & UEPHRE S

RE T JUESE Webhook B Operator BRIFEZEH S EEXLIES, BIIFAEXKAFEERIES,

OLM R BEHEENRIEIMNEFREIEN Operator IEf, XLEUEHHABE @1 HEEATEE. .

2.9. AP RHEMNEIAA OIS

%

N R @ E#i <route_names>.apps.<cluster_names>.<base_domain> X/AF, <cluster_name>
# <base_domain> ¥ H FTiRIRM config X, <route_name> BHEMEMEN (MIRIEE) , KA
%. 5150, hello-openshift-default.apps.username.devcluster.openshift.com. hello-openshift 2
FREEF, BRHENMT default o 2E[H], EAIBERER Fimif N ARFMERAE M ind hEFEEN
CAIEf, FERHNARFARN, BEAXIIXEBE XEIAES,

DIk

==
[=]

Ingress Operator 7/ Ingress Controller £ EIAUET, URBHAR, BREEET
BENXFINER R, REEEFIMNEERFFRFERA Operator £ BHIEIAIES,

(VA
FA P 1R AYIE 1 772 openshift-config 6744 22 [A] 1 HY kubernetes.io/tls 252! Secret iz, B3

openshift-ingress-operator 3% 22 (5| 9 ingresscontroller.operator/default ¥R 3 /= A& A user-
provided IETFITHEE,

B
AARMMIE P HA N EE,

AARMMIEPHA N EE,

& 55

TR ER B A FAAE R F A P IR I AR N BRAA D,
B

RIEEE, FHOS S SEMIEPM secret,

2.10. AOiFE+ (INGRESS CERTIFICATE)

A&
Ingress Operator ERLATFUET :

e {RIF Prometheus FEFrBI1 M &2,
o RN IRAMITNZE S,

fIi&

H 7 BRIUEXS Ingress Operator # Ingress Controller 8FREI1 |22, Ingress Operator {&fH service
serving iE 15, Operator i EH 2RISR M service-ca 122575 KIET, service-ca Z=HI23 I IE P EE
openshift-ingress -operator #5228 [B| )y metrics-tls I secret 1, 54, Ingress Operator &/

15
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B Ingress Controller iI53K—/MES, service-ca I2HI23 2 FFUET IFER N router-metrics-certs-
<name> M secret 1, Hr <name> 2 Ingress Controller & F; (£ openshift-ingress & 22 ]
F) .

B Ingress Controller 3 E — 1 EIANIES, AT EAEEEEBFIEPHNELKH, MRIEEETBE L
i, Operator RINFERA B AIET, Operator B 2MB XA FZIUET N E &£ BRI IETE
. Operator £ ILZERZIET, FHHEEE T openshift-ingress-operator 3% 22 [A|HEY 44 router-ca
B secret A, ¥ Operator £MERINIETR, ERMEINIETIRTE openshift-ingress #3428 A B &
router-certs-<name> (A <name> =2 Ingress Controller BI&#5) B secret A,

Digk

==
[=]

Ingress Operator 2 Ingress Controller £ EAIAUET, LAFTEHGAFF, BEEERET
BENXFINER R, REEEFIMEERFFRFEMA Operator 4 BHIEIAIES,

TER

K 2.1 B GEPBITER

-
---Pp Reference — Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/ deployments

default default j

K 2.2. BKAUEB e

]

---Pp Reference — Contents are copied J
namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/ deployments
default default j

o 22 defaultCertificate i {# Ingress Operator A B 2% &8 CA K NIEEMIZLERK serving
EH.

o Ingress Operator £ BHIBRIA CA IEFFEEH, FASK N Operator £RKBIERIA serving IEF%5 %,

16



e FERLNTIERA, BEFFRMIARSIES, H Ingress Operator BIE, FHEAEMBIRIA CAIEFLE
%, HBEXI/ERD, XZAFRHIIES,

e RS LRE, {#MA secrets/router-certs-default FAYIEF{EH H B RTIHRIRSS B IF .

oﬁﬂku\I{"Eumﬁh BEAFBUABRSSIET (XHMARELYE) WARBELER], LUSH OAuth £,
EBE L TESRA, LIEFHF’?IE{ﬁE’JIIE:FJ

e S & Operator £RBIFIN CAIEF (RHERS) BIGTR; B OAuth 1 Web #H & BLER LRI E1E,
XA RAFIE LU B A& AT hR A AR 4 PR

e FIARSSIEHHIRFE (certificate) B89, E#t configmaps/router-ca FF iR,

o F P {E %} ingresscontroller serving IEHE &M CAIEHEHEFHNRIERE, XAk
auth. console # registry F4HHS{E serving IEf,

e B &4 FH Red Hat Enterprise Linux CoreOS (RHCOS) 1 F iR 4t CA 48 E (INRKIRMA
W a) MEESERITE CA S,

9 BE X CAIEBIFHE, BFEREMEMLH (40 auth 71 console) EEERE T BE IEHH
ingresscontroller,

@ trustedCA FEX Rk 5| A A P 1289 CA R4 &,
0 Cluster Network Operator f$ 7 {§ CA 45 & % A proxy-ca ConfigMap,

@ OpenShift Container Platform 4.3 & B BH kA {# F router-ca.

8
Ingress Operator UEFH BT HIKMAT -

e service-ca i3 AEIEIMEPHIT SRR E N B2 BB SR &,

e Operator WERZIEPHT AR BAZ IZBEEHM &,

e Operator £RMIBIAIET B HA B #2120/ B HA 5 P AR B9 [H],
B BEB T X Ingress Operator 5 service-ca 12 23 G| B AYIEF AT HI 5

Z%E OpenShift Container Platform i, 7B Ingress Operator = service-ca 12425 O ML BigE
1 HASRFR,

ARZS
Prometheus ¥ F B9 A kAR R E/IE T,

Ingress Operator {EHEHZEAIUET 3 A Ingress Controller ZZEINIED, EARENEIGE BT LEIAIE
:FJQ

FRZLRENERE AT ERBIA Ingress Controller BRIAIE T,

17



OpenShift Container Platform 4.3 B{3%E

Wit T2 BB AERMAOMEA Ingress Controller BIBRVIEF, ZIEF A RIZRE, MIEZERE
ETHCWIES,

=1m

=)

ADIEBHEASEE, 0% B2EE, HSHERMERADIES,
ST

service-ca ¥EHI2s B E A MAGIET, B2, "TLAER oc delete secret <secret> £ F 5%

service serving iE45,

Ingress Operator AL H B HME AU BREERBIEINIET, Operator £RBIBINIEFBIBHIZIEN
RECER B E L BRINIE T S AL,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#replacing-default-ingress

55 3 F RIEMEH LI K OPERATOR AHMEIES

635 NIEMERHEICSK OPERATOR H4AIEH

WA M ERRS CAIEBRIPERE, XEIEPAEN 2 &, HAERS CARKRN BB, RivEE
13 MR HIT— R,

SNSRIEF7E openshift-monitoring = openshift-logging 8 & Z2[fth, ©RWEBEEHIIL,

g
SXLEE S BRI 2 A,

19
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2 4 = CONTROL PLANE iF$

LB
Control plane IE 5 S FEFE X L an 22 (A] A :

® openshift-config-managed

® openshift-kube-apiserver

® openshift-kube-apiserver-operator

® openshift-kube-controller-manager

® openshift-kube-controller-manager-operator

® openshift-kube-scheduler

B
Control plane IE A RSIERBH B,

% control plane IEF HINZE LA T HRIERES, S0 k&2 I8 control plane 1k

He KR
o FIhiPH% service serving IEF
o (HRAARSSIRMEAIET secret RIFIRFSRE
® M control plane IE BT #iHIE R TkE
o FESESCHNE
o AN API BRZSERIUET
o EFHHMEUADIES
o BETR

o RE XK master £H

20


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#add-service-serving
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#add-service-serving
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/networking/#enable-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#api-server-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#replacing-default-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/nodes/#nodes-nodes-working
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/backup_and_restore/#dr-scenario-1-recover-master-hosts_dr-infrastructure-recovery

% 5= BB OAUTH RS 3

5= FEWNER OAUTH RS2

5.1. OPENSHIFT CONTAINER PLATFORM OAUTH Ak %523

OpenShlft Container Platform master @& R E/ OAuth BR5588. F/IREX OAuth 1i[R] 5 h& RN B &
T API E{3551E,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHIEF RIAERHIF R AN S M,
RiE, ERBEZEMRNENAS, NIZAFPUBR—NMGF S, BROZERNSHE,

5.2. OAUTH T h&i5 KR EFN 0 N
OAuth IR %528 X FFPRHEBIR AU IS A AIRE =032 AL OAuth AT
EFERRERBEIURK (response_type=token) LA K B & 77153k WWW-Authenticate iif] (%0 openshift-

challenging-client) # client_id LIk OAuth ©h&ET, FIRESRE /oauth/authorize BIARS52RMTN KR E
BB A XM T AR -

RE HE & i R
302 Location i1k &% URL K & /3 access_token fE{F /) OAuth ©h&

access_token S#{ (RFC 4.2.2)

302 Location i1k &% error ZijSH (RFC KNy, @A ERerror (FERAAER
4120 error_description) ZifjfH

302 Hfth Location 5k BOEEMERE, FEAXEMNNEER

401 WWW-Authenticate 77k E1E TEIHA) T K806 (40 Basic #lNegotiate %)
MRLTiE), EFTIRIIER, FBEAXEMN LT
BLER

401 & WWW-Authenticate Fr:k TEH T AR IIE, KI, F R RN IE
X (FTEEE S A TIREN OAuth S hERI s &
BAEHERS)

Hith Hith KL, AR A A R R0 A IE 3T

5.3. NE8 OAUTH AR %2550
RER OAuth BRSS 23T {F A JLNBC B 15T,

5.3.1. OAuth 4 K& HA [A]:%E 10
PER OAuth FRSS S E R Fh 4

Vv 45 h& FFIER ARG, TR AP B,
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https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1
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RACHS TN RERM SR, (R TR F S,

R U R B SRR ECEROARIERR, EBFRE, HEA OAuthClient X RE LB EVi7 5 EIH]
I‘EGO

5.3.2. OAuth 2L

% OAuth IR 2 MEN A P Z AT B HE FIRME S iR BhEIH KRS, OAuth ARS8 RERBIRFEUR F
OAuth & F BRI ERES

THRFREH OAuth & P im /iR B 2 B9 AUERES,

TERI AN LT RBOA I -

auto B it AR F ERIE R,

prompt R P A SE 4R A

5.4. LB RER OAUTH RSS 25094 fR HA A
0] LABR B N ER OAuth ARSS 2345 hEHA [A] B BRI 170,

“ o
BIANERT, SEME 24 NTRER. HEIIERTELR ET EEIE,
INRBCAR AR, WAERUTSRIETENR.

it
. Q-1 aafEERETREREX 4. TR ERRI 48 I, MEFRIME.

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

% & accessTokenMaxAgeSeconds DA Vi A BhERE e EHR, BAIAEREE 24 /)
=k 86400 #, HhEMEAE H 1,

2. NR#FEREXH :
% -
HFEEHIAR OAuth IRS58, HIbw7ifER oc apply 653k AEN.

22



% 5= BB OAUTH RS 3

I $ oc apply -f </path/to/file.yaml>

3. HIANEBREEM :
$ oc describe oauth.config.openshift.io/cluster

Spec:
Token Config:
Access Token Max Age Seconds: 172800

5.5. ¥t EH Atk OAUTH & i

MRFBEHAM OAuth B IHFEEIE OpenShift Container Platform &M FMHIGIE, AT LUEMR—1.

Y=

o SEAREM OAuth & im -

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo 0

secret: "..." g

redirectURIs:

- "http://www.example.com/" 9
grantMethod: prompt ﬂ

)

OAuth & Fimf) name F{FIRRZ N <namespace_route>/oauth/authorize #[1
<namespace_route>/oauth/token 1% K8 client_id S,

secret FI{EIRZZ N <namespace_routes/oauth/token B91E KB # client_secret 234,

%I <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token #J1% >k /1
EEM redirect_uri B ITZET redirectURIs S#E R ATFIIE— URI SULE HETZ.

grantMethod 3 FHAE & b & P imiH K T S hE BIERK A P IR T U5 AR R SREREVIR R
157 auto T HENHLAERNFFEINIER, FIEE prompt LURT A #EASHELIRIL

o 0 o

5.6. OAUTH AR %52 o EiE

£ OpenShift Container Platform FZ1THIN A2 A BERE B A A XA E OAuth RS 2BRIER. HI
an, eflEFEELI <namespace_route> BNtk B FohE &, Hkt, OpenShift Container
Platform ZCHE T IETF OAuth 2.0 ##1AR 55 28 TTHUIE ERMSE,

tt, EEFFIZTHEMN BIEFER T LUE https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &3 KEHRIUTER :

{
I "issuer": "https://<namespace_route>", ﬂ

23


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
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O O ® 6600 9O

}

"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

]

"user:full",

"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”

"response_types_supported”: [ 9

“COde",
"token"

],
"grant_types_supported": [G

]

"authorization_code",
"implicit"

"code_challenge_methods_supported": | ﬂ

]

||p|ainll’
"S256"

BIARSBRNELETRF, SR https FRBEEEETNHNDERHEMGN URL, X2 EERIR
%Ak ERHN .well- known RFC 5785 TR A AL E,

AV AR S5 28 HOIR AR s 9 URL, B, RFC 6749,
BRIVARSS 25045 R s 9 URL, B, RFC 6749,

B ELLIRIARSS 28 X HFFHY OAuth 2.0 RFC 6749 SERIEFIZREY JSON #4H, HER, HIEMAEXE
BEHEEBE RS,

BEIRIVIRSS 2532 #89 OAuth 2.0 response_type 1B 5K JSON $4H, FERAMNEAEES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
FERAMEHERR,

S EURIIRSS 25 37789 OAuth 2.0 BRICERUEFIZRE) JSON 4, HRANKAESET
grant_types 2% (#R#& RFC 7591 £"0Auth 2.0 Dynamic Client Registration Protocol" & )
FERAMEHERER,

BEHRIARS 233 FH PKCE RFC 7636 i3 fi i 535515 A JSON £

‘H, code_challenge_method S EABMIY FHAEETE RFC 7636 5 4.3 177 AE L. B
A5 TR 75 3% (E 21 IANA PKCE Code Challenge Methods 5Tt R A EMAIE, ES 1 IANA
OAuth 3%,

5.7. OAUTH API 4 =8k

EBELIERT, APIRSZ=IRE—1 unexpected condition #5i%E & ; BEFEGA APIEEE, R
MEXT L H BT R 17’%51%%%@?\ R A B, Liiﬁi%ﬁﬂi%%ﬁhfl:ﬁ’]ﬁﬁ)ﬁ'&{ tEXIRSGSHBRE
HE R,
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https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters

% 5= BB OAUTH RS 3

XEEFHRI FES RS MK OAuth BBEB A X, XL HEIERG A EEFENEGHHHK,
OAuth Hi[E[;8F unexpected condition iR 235512, AZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

MU T REIZES 5D EH OAuth EEM URI BIBR K 7

$ oc get events | grep ServiceAccount

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T oc describe sa/<service-account-name> B LAk & 545 & BR 551k 7 & FRAE < BO{EM OAuth =44,

Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message

3m 3m 1 service-account-oauth-client-getter Warning
NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI

E,
$ oc describe sa/proxy | grep -A5 Events
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T AT REBI A E IR -
T EEM URI FMRRIEE T A URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

B T XIS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

BE T THHEI AR

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

B SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens
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B6E THRIMNERHEFEE

OpenShift Container Platform master @ & &M OAuth fR5585. FF A& A S FEIE A FREX OAuth Vil 45
2, LSS B 58 APl BRI,

BN, BAUAERESHEETERE OAuth RIEEF D RERERF.

6.1. F OPENSHIFT CONTAINER PLATFORM I B 1R {LFE

BIANERT, £BHHRA kubeadmin BF. BIEESNRMIRERF, BUHMOUE—DBEE KR (CR) ¥
iz F P REREFFFEERNINEIEEF.

X

OpenShift Container Platform AP &AREESIE /. : §1 %,

6.2. TN B IR IHER
A B E U T RN S DIRERER

RArapiRftEr  fid

HTPasswd

Keystone

LDAP

EARBQRIE
(Basic
authentication)

KPRk
(Request
header)

Github 5% GitHub
Enterprise

GitLab

Google

OpenlD Connect

fci& htpasswd &01RERRRE, #H{EA htpasswd 4 B9 4LHIER - G BT,

fci& keystone B {31REF2R, J$ OpenShift Container Platform 5% 5 Keystone &
UERHRZESHEIE, BAEER OpenStack Keystone v3 fRS5 2343 A M F B TR ER #E
[,

EiE ldap SPRIERER, AN AHESDRIERENT LDAPV3 BRS5 240IER F &%
ﬁ;‘.”o

fd& basic-authentication H131RE1EF, LUER FEREHERE S KB RHEFTIE
BYEIE S Z S OpenShift Container Platform, EZABH4IE R —#i@ B iEinE ML,

fCi& request-header B3 1RETER, RERIRLESRMA, 120 X-Remote-
User., B@%5IXERFKIFLENFHIIERE—RER,

BC& github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 IFAR %5
SIUEF 2,

feE gitlab S21RHE72R, #M GitLab.com SUEMEAM GitLab SEBIVEH Hp1RHE2
J?O

fci& google H 1712, {EM Google #) OpenlD Connect &%

BoiE oidc B2 R, [FERIEIULIEHRS OpenlD Connect B3R ETEFERK.

EXT BMRMEERFE, ALUER RBAC kE LHMANR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-github-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#authorization-overview_using-rbac

6 E TREMNIRMEFEE
6.3. %% KUBEADMIN A/

EE LT B IREERFHOIEHH cluster-admin /5, B LR kubeadmin RiIREEEH L 24,

Digk

==
[=]

NREF—RBF KN cluster-admin BIRIBIX NS IRIRVE, N EFLRE
OpenShift Container Platform, L4 Toi&BEY,

o WEMAFHRIMT cluster-admin &,
o WIBZUEERFNESR,
pi% &2

o F4[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

6.4. B RHRRFSH
T RFH SR REEFERNSY

B W

name MRS F I IR R R F A - &80, LULER S DR,
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¥ sk

mappingMethod & X AE A F BRI ANSHT HPA BB -, WAL TEZ— :

claim

BNE, ERSMMELRFARESRAS. IREGZAFNENAFERFTS—5F
2, MR,

lookup

EHRNENED, BPSOBRANAR, BEFEBEFRIAHG0. XAFEHERE
AFFERABRBXESDHAS. FRLASEFEFHESH,.

generate

FRBMMEERNRESRN, IRHEEER &AM A M ERSRMEN SR,
MAER—TME—FAF %, F5120 : myuser2, LtAERNSFEEE OpenShift
Container Platform A &M B IRERFEA € (W LDAP HRES) ZAsELItE
BN RE—RER,

add

EREMNELRR-ZESHAN. NMREFEEFZAFAENAN, LWEDHEREE
WAERF, NMENZAFNINESBRE S, MREET SNEHREEFHAEN]
AR —HA P HRNEIERMA &, NFEEIETIERE,

=

ERMHER B R IRHREFN, BT LUET 8 mappingMethod S#1%X &) add, 3R
HIRFHN SRR ENR

6.5. H P27 CR RA!

UTBEEXHR (CR) B nAXRESHIRHEFHNSHMBIAE, =OIFFERT HTPasswd HpiR A2
o

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR 2 IME NRIARERMREF A &E1, UAR S HEFR.
9 PREI AR 72 L3R AZ P B S0 F0 FE PN R 2 1] SR ST B &
9 S E#H M htpasswd £ KHISTHERIILE secret,
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http://httpd.apache.org/docs/2.4/programs/htpasswd.html

B 7 E EEENREER
B7EREFDIRHEER
7.1. B2 HTPASSWD S {01212

7.1.1. %F OpenShift Container Platform R PR ILIEF

BIANERT, £BHHRA kubeadmin BF. RIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEF.

v, p= =1
OpenShift Container Platform AP &AREESRIE /. : F1 %o

EE Y HTPasswd 1R IMERE, MO THITUA TSI
1. GJ8— htpasswd X4RZ6E AP MEIGER. Linux 1 Windows B {E VAR,
2. B —1 OpenShift Container Platform secret 32X 3% htpasswd 14,
3. B HTPasswd 3 1RHMREF TR,

4. FEHREN A RIRBIAR OAuth BCE,

7.1.2. {F A Linux 832 HTPasswd 34
EFFH HTPasswd SRR, B fER htpasswd £ — N EEEEH - 2 MBEHTE,

FRFH

o HEfFIfA] htpasswd SCAEFER. 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el &
Az RER,

i =
1. QENEHEE R~ LRI B EHTEE X
I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
LA TR E RS AR AR E 5
Buan -

$ htpasswd -c -B -b users.htpasswd user1 MyPassword!

Adding password for user useri
2. PREERASC IR EHTEIL -

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3. [ Windows #]3 HTPasswd 34
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EHH HTPasswd 1R IER, B JfEA htpasswd £EN— NS 2L~ AMBHBX 4,

SeRFH
e HEWSIJIn] htpasswd.exe, % Apache httpd & 1THRAM \bin B X8 &t 24,

iz
1 OB EHEE A 2B B TE S
I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <user_name> <password>
X BRI ER S AR A RO B
4N -
> htpasswd.exe -c -B -b users.htpasswd user1 MyPassword!
Adding password for user useri
2. AREEE RIS BT -

I > htpasswd.exe -b <\path\to\users.htpasswd> <user_name> <password>

7.1.4. 81/ HTPasswd secret

ZEEMA HTPasswd SR RIERER, BYHE L —1E8 HTPasswd A7 X8 secret,

FREZH
o fI|E HTPasswd X4,

it

o AIE—NEHF HTPasswd A SXUH OpenShift Container Platform secret,

$ oc create secret generic htpass-secret --from-file=htpasswd=</path/to/users.htpasswd> -n
openshift-config

& --from-file SEHIA 7 SUHER] secret AT E &7 htpasswd, #0 LRSS
" Ffr 7o

7.1.5. HTPasswd CR =l
LUFBE IR (CR) B~ T HTPasswd B 1RSI T #EZE,

HTPasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
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metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

ﬂ LR MR 2 IME NRIARERMREF A &E1, AR S H & FR.
9 PREI AR 72 L3R AZ P B S0 F0 FE PG R 2 1] SR ST PR &
9 S E#FE M htpasswd £ RHISTHERIILE secret,

7.1.6. FHE D REEFRINEIKE +
REERZE, HELPRN—DERRURERE, LUEBKR ST T HBRIE,

FRFH

o B3 OpenShift Container Platform & &%,
o NEMRHERLEBE LKEIR (CR),
o WINBZLIER A S5 E %,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HARERMALUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEBMREBRFNRA-SHETER, HAERTHEARR,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

7.1.7. 71 HTPasswd BRI EH A -
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R LAMILAE B HTPasswd H 1R T2 ARt bR A 7.
FERFH
o BT — @& HTPasswd A/ X secret, IXEBRETE &M htpass-secret,
o MBEEET — HTPasswd 3 1REEF. XEBEE N my_htpasswd_provider,

o ERLUEA htpasswd TEF2F., 7 Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
HERZEAER,

o BEBBRHEEARFI
it =3
1. M htpass-secret secret i3k HTPasswd X1, FHHFZXHFRERENERT

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 -d >
users.htpasswd

2. M users.htpasswd SZ#F RNk AMIBRFE
o RNIN—ANETHAS

$ htpasswd -bB users.htpasswd <username> <password>
Adding password for user <username>

o JHER—AIERF :

$ htpasswd -D users.htpasswd <username>
Deleting password for user <username>

3. £ users.htpasswd X EFHHIAE - i htpass-secret secret :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-run -o
yaml -n openshift-config | oc replace -f -

4. MBEMRT —DHZANEF, BAEFENENE-HEBRESE KR,
a. MIBREF :

$ oc delete user <username>
user.user.openshift.io "<username>" deleted

HRABHERT R, BNMRAFNSELRELHE, WAL ERE SR,
b. MERAFABSD

$ oc delete identity my_htpasswd_provider:<username>
identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

7.1.8. fEH web ZRFIGECE SR HREF
&iT web HEI AT CLI ERESHIRHRER (DP),
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FoRFM
o MR EENFMETE web 15,

it

1. 5= Administration — Cluster Settings,
2. 1f Global Configuration i£Ti£ T, s OAuth,

3. 7£ Identity Providers Z84/, M Add FHIZEHHERENEDRERR,

B LLET web 2HI & RIEEZ D IDP, MASRERIEH IDP,

7.2. iti& KEYSTONE B3 1RIEREF

BCiE keystone BP1RHEFER, I OpenShift Container Platform 2825 Keystone £ LS A HZ &)
$iik, FAERER OpenStack Keystone v3 ARZ5 2343 A P FHEBIA S BB ES, LRERTASEAR
Keystone #ZilE &% OpenShift Container Platform,

Keystone @— MR ED. B, BRFEMIRSSH OpenStack WiH,

BT LECE S Keystone ISR, LUE OpenShift Container Platform 9% 7 & F Keystone F /7 &5
EME— Keystone ID, FEREXFFAER, B AUH AR Keystone FAF MBI FHITER, £

OpenShift Container Platform Fi /7 & F Keystone ID EhN&Z 2, MNRMIFR T E— Keystone B/ FH A
HEAFP A0 T #HH Keystone A, A S8 50 IBE B TR,

7.2.1. %F OpenShift Container Platform RH &P 1RIEERF

BIANERT, £HHRA kubeadmin BF. BIEESNRMIRERF, BUHOE—DPBEE KR (CR) X
iz F P RERFFFHEERNINEIEEF.

p= Y=
OpenShift Container Platform AP &AREESRIE /. : F1 %o

7.2.2. Al secret

BRI = 1EF openshift-config #n 44 22 ] B OpenShift Container Platform secret X8 & & F i
secret, & imiEHFEH.

o MAILMERAMUTHRSE, EL—1TEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALNUTGS, EX—1XH (WHUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config
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7.2.3. f1]& ConfigMap

B2 1R H72F £ openshift-config a3 4 Z2 [A]FEJ OpenShift Container Platform ConfigMap R & & 1E
FIANMEIRA S, FERATEEFMIRHERAEMNIE DR D,

o FALUTMS, EXSEIEFHMANIIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.2.4. Keystone CR =4

LAITFBE LR (CR) 7R Keystone HpRUREFHNSHM AT #Z(E,

Keystone CR

SO O 90009

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca: 9
name: ca-config-map
tisClientCert: @
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IIRMRR A FMME BT MIEIR M2 A P &0, LULHR S5 &,
PRI ML IR B SR FI R P Rz AR SRS

Keystone 3%, 7E Keystone #1, AF&ARBEFEHN. AZFHF—N,
FAFi%E#E Keystone RS2 URL (&) . XWFE https.

AL N EE PEM ZRASIE B A NS HRZE 289 OpenShift Container Platform ConfigMap FI5| A,
LU FRIEFFERE URL BIARSS 2R1ET,

Al X EEE S IRIET A OpenShift Container Platform Secret BB, 1ZiE-BIERFRED B/
URL % H15 3K 7R

B EE I BEAH OpenShift Container Platform Secret 88| H, #87%E T tisClientCert i 4
=27 TN

7.2.5. B EMREEFNINZ KRS
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%7 RESHIRHER
TERERE, FEEPRIN—1SORMEER, UERENAFP AL TEHRIE.

FoREH
e {3 OpenShift Container Platform £2%,
o HEMRHEFIEBE LFIR (CR),
o WINBZLIER A SHE R,
iz
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMNERER, HERINEAEG,
I $ oc login -u <username>
3. BNAFEREL, FERAF&,

I $ oc whoami

7.3.Bidi& LDAP S{piR &2 %
BoiE Idap B1PIRIETER, R LIEFPIIEEE ST LDAPY3 BRS52:501E A - R M EE,

7.3.1. % F OpenShift Container Platform B3 12 ET2F

BIANERT, £HHRA kubeadmin BF. RIEESNRMIRERF, BUHOUE—IPBEE KR (CR) ¥
iz F P RERFFFHEERNINEIEEF.

' p= Y=
OpenShift Container Platform P &AREESRIE /. : F1 %o

7.3.2. xF LDAP E1{355F

FEHMIIET RS, 5k LDAP BXHSRMMA T RLEHNEE, MRHEE ——iRm, N2
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 17 16 S48 7

AT T EX LR

1 B HEEN url FREMMITIESRS B REN A RHERERERITIESR.
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ALK IESRERE R, MRERBONAZ—1NRE, NEELADH,
Fi AR B/ DN # A AR EEHE R LDAP fRSF5 35,
SNRAERNL, ML,

NRHAERT), NHEENEERESMD. AFi4tat, EREMMELRERME—I 5
s

BRERY url @ RFC 2255 URL, IEEEFAM LDAP EMMERSH, URL MIEER :

I Idap://host:port/basedn?attribute ?scope ?filter

XA URL & :

URL 44 ek

Idap X FEHLDAP, i Idap F#F&H, A FZR4E LDAP (LDAPS), th/ifEf Idaps.

host:port LDAP fRZ5 889 & #MFim M. LDAP BiL5 localhost:389, LDAPS NUIEKIAT
localhost:636,

basedn AR N MR FFIA B RO XM DN, 4, X2 B RMeiE, BthalisE
KAHIF,

attribute EHRENEM. BARFC2255 AVMERESSREMSIR, BEXRIRHESVIEME,
NERB— MBS, MEEFREEMBEYE, WEOAER uid, BIOEFE— N EEER
F R 5 B i 2 M —BE M,

scope BHREEHE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,

filter BB LDAP 5t JE2R, WRAKIRM, NEILH (objectClass=*)

BF

NRIEERATLLE LDAP i## (Idap;// ik 0 389) MM FERBER S HHE
Insecure %1,

EHTHERN, B, TIESMRHNAFERSESTE R, QEE LN THERTIES

I (&(<filter>)(<attribute>=<username>))

pugn, "IEEMT URL :

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

L FimE i E A A A bob EER, 4RIIEERT EERN T (&(enabled=true)(cn=bob)).

NR LDAP BREEFMRILFREER, HiEEBTHITHRB#E3H bindDN #1 bindPassword,
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7.3.3. f|# LDAP Secret
B HEPRERER, BYIE L —1NEE bindPassword B OpenShift Container Platform Secret,

e 7 8% bindPassword BJ OpenShift Container Platform Secret,

I $ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

B 7% --from-literal Z## bindPassword H secret # i 74& bindPassword,
N bR S FT R,

7.3.4. |l ConfigMap

SR F2FE A openshift-config % 22 [A] 1 # OpenShift Container Platform ConfigMap 3R & &1k
BANLRAS. TERTEESGMREEFMBNIEBIIAS,

o FALUTMS, EXSEIEFHMANIH OpenShift Container Platform ConfigMap, UEF M4
HLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.3.5. LDAP CR 7=f3l
LU FEE YR (CR) R LDAP SR EIEFHS M T ES(H,

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G
- uid

bindDN: "

bindPassword: 6
name: ldap-secret

ca: 9
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name: ca-config-map
insecure: false
url: "ldap://Idap.example.com/ou=users,dc=acme,dc=com?uid" m

iR B2 B FME N ATZTE IR BB - 1D A, LA RS A7 &R,
RN AR R R B SR A AR P 0 Rz AR SRR G,

RESHHEMIIR. FRE-THEREN. ELVFE-TEME. MRIEHNEEEREE, FHE
MERKW, EXBHZRERERR, RVFHERZIHHIE,

e FHREM LI ERITIR, BRAB—IEZEME.
AERTREMNENTIR, GRS —EEEMLE.
HEEHBEERANBEELEASEANEMRIIR, FRE-INEERMKE,
SR B AR ERI A% DN, HIRE LT bindPassword, I ili%iE LI,

T EEYEBILE OpenShift Container Platform Secret BIA %3 ., SARE X T bindDN, A7
KB I,

AL N EE PEM ZRASIE B A NS HRZE 289 OpenShift Container Platform ConfigMap FI5| A,
LA FHIERFTESE URL RIARZS5 88 1UEF, (X7 insecure 7y false I f# .

H true B, TENTIRSS 21T TLS 7%$#E, 5 false I}, Idaps:/URL fEF TLS #1751, #*8
Idap:// URL #Z¢EI TLS, £ Idaps:/URL i, LLIN %% false, E XL URL A% (E
A TLS #1754,

O O O 999090906 600

RFC 2255 URL, 1EEZHEAB LDAP ENMERSE,

EFAFYI7E LDAP SERBIB & F P, 15E A lookup BRES5IE, FESVFM LDAP &K
A, F£HEEALITNED LDAP A I FMHMA K,

7.3.6. fFE M RERRFRMEEE S
REERZE, WELPRN—DERRERERE, LRGN T TR BRIE,

FoREM
e {3 OpenShift Container Platform £2%,
o HEMRHEFIEBE LFIR (CR),
o WINBZLIER RSB ER,
it
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
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INR— CRRFTE, oc apply RAIE— I CR, HAlgEsMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WA EE, FETAFA.

I $ oc whoami

7.4 MEEXS MRS MRERER

fci& basic-authentication SR, LUMERFEAHERE S P RUEFTIEREIERE R
OpenShift Container Platform, B &S {255k 2— & A G ims B ALHl,

7.4.1. %F OpenShift Container Platform ) PR ILIEF

BIANERT, £BHHRA kubeadmin BF. RIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEF.

4 pa -3
OpenShift Container Platform FAF & REERIE /. : F %,

7.4.2. XTFEEXHHEIE

EAXRGMHEIER—MEAEmEMIE, R UERHHERE F P IRHEF I EIERE 5
OpenShift Container Platform,

HTFEXRSHEITEZBAN, REETUESHENEITRERERILSHRHERR.

BE
EXF ML IUER HTTPS (R 2R 5%, UMIEES A ID MBERIRL K+
PN G i

BB T EARFHRRIEE, BANER-&/MEEALEE OpenShift Container Platform, fAJEi@id 1R H AR
55 20 AR 55 2R 1E K I IHE lﬂ’l?ij?F%{ﬁLftﬁ%ﬂﬁg %5, PN ITIRARSS BRI IEIX AR, XEBEKAFE
E X HA A M OpenShift Container Platform A% &

p= =1
X H5EM ?FﬁF%/Eﬁ%ﬂiM%U F B OpenShift Container Platform &/l BETE [EILFE &
PEIEAR 5588 & H M L41E

I R EARSMHEIER 3R E JSON #ILF2 URL Kk A & M2,

401 Fi R 2R AR IE R
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I 200 KA HINIEZR "error" i R HINEER
I {"error":"Error message"}

200 REFHTH sub (subject) BENIZRIAIS :

I {"sub":"userid"}ﬂ

ﬂ FhwRE S S MRIENA AN, MEBIFENR.

B IO BT LA L iR LR hn $dfE, fFlan -
o (i name M EREF. Flu0 :

I {"sub":"userid", "name": "User Name", ...}

o {H/ email B FHPHME, L0 :

I {"sub":"userid", "email":"user@example.com", ...}

e {#ifH preferred_username S E LA &, XATAEM — TR ERSEIBEEAS UID BEF
EEZEAHNELF, WETFHHEIEN S5 E S OpenShift Container Platform F I, iX
ATAERR. 40 :

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.4.3. Al secret

BRI £ openshift-config #n 4 22 5] B OpenShift Container Platform secret X 8 & & F i
secret, & imiEHFEH.

o MAEILMERAMUTHRE, EL—1TEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMEALUTGS, EX—1MXH (WHUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

7.4.4. 8] ConfigMap

SR T2+ E A openshift-config % Z2 (A 1 # OpenShift Container Platform ConfigMap 3R & &k
BANLRAS. TERTEESMREEFMBENIEBIIAE,

o FALUTMS, EXNSEIEFHMANIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 5 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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7.45. EXR 5P IIE CR A
LT BEE YR (CR) BREARSHBRIF S DI ENS I TES(E,
BHAXHH50E CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: basicidp ﬂ
mappingMethod: claim g
type: BasicAuth
basicAuth:

url: https://www.example.com/remote-idp 6
ca: ﬂ
name: ca-config-map
tisClientCert: €
name: client-cert-secret
tisClientkey: @
name: client-key-secret

HIR B2 B AME N RTZTE IR BB - 1D A, LA R &7 &5,
RN LR R B S0 A A P 0 Rz [ R SRR G,
BERERFHRIEIRLPEIES URL,

LA FEIERFRECE URL RORRZS 28 1UEF,

URL & &K 7R

@ ® 0009

= I,

7.4.6. FEMPREEFRNINZEKEFH

TERERE, HEEPRIN—1SORMEER, UERENAFP AL TEHRIE.

FERFH
o #]3 OpenShift Container Platform & &%,

o NEMRHEFLIBEBE LR (CR).

o WIBLZUEERFMNER.

pi% &2
1. MAEXHCR:

B7EKEFDRUER

AL N EE PEM ZRASIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 5| F,

Al X EEE S IRIET R OpenShift Container Platform Secret BB F, 1ZiE-BiERFRED B/

B EE LT BEAH OpenShift Container Platform Secret 88| H, #67%E T tisClientCert i 4
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I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, TEXFIERT, EAILLZARX

2. LRBBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

7.4.7. EERH DN M Apache HTTPD B & R4

OpenShift Container Platform 4 FREYEAR B34t N7 (IDP) BEEZE K IDP ARZ525H9 JSON i B LUK 1S BX
IHANRI, &R LAER Apache HTTPD AH CGIl BIASRIARILL BB, ATTIRHERA,

/etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

/var/wwwy/cgi-bin/login.cgi
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#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

/var/wwwy/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.4.7.0. XHZEk
LT 21 Apache HTTPD Web FRSS 285 0B AISTHEK -

e login.cgi 1 fail.cgi /A H4T (chmod +x) .

e MRFEMAT SELinux, login.cgi # fail.cgi FEAEZ M SELinux L7 : restorecon -RFv
/var/www/cgi-bin, R L TX2 httpd_sys_script_exec_t ;21T Is -laZ) .

e login.cgi REE A/ RIE Require and Auth I & LR FHi4T,

o MBRAFFTEER, NiTfail.cgi, FHHE HTTP 401 iR,

7.4.8. £ MR IEHERR

& WA E S iRk S 8BRMAEEE X, TR LA, 157 master £i21T curl 8%, EMETS
BB, HERUTRAIGS T <users H] <password> B ARBEIL, ENHXTHHES, HEE
& h R Bk,

curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BT R
200 R EFHTH sub (subject) BENIFRZAIS
I {"sub":"userid"}
subject WL BAFIERAFATEERN, MBELTFAEK,
BTN R BT AR e R RS I 254, B -

e {# name ¥R T REH

I {"sub":"userid", "name": "User Name", ...}
o {HF email A FHI (L -

I {"sub":"userid", "email":"user@example.com", ...}
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o ({#iFH preferred_username M ELERA L :
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — Rl EF S EIBEE A UID BEEEE S HRIER
., NETBREIEM B E & OpenShift Container Platform PR, XA A{FRR.

S B R
o 401 MR R B2 K IE R,

o IE 200 R HIEE error" iR R 1R : {"error":"Error message"}

7.5. BEBIE KRink BniRHERER

BCi& request-header SRR, IHFAEXRILESRBIAS, 110 X-Remote-User, BB E 5K EIF
KIRLENFHEIERIE—RER,

7.5.1. % F OpenShift Container Platform FH B D 1R HEER

BIANERT, £HHREA kubeadmin BF. BIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFHEERNINEIEEF.

p= Y=
. OpenShift Container Platform AP &AREESIE /. : §1 %,

7.5.2. X FiE KRk B 500E

5 RIRL B IREFER MG KIFLEVRR B, i1 X-Remote-User, @ % 51X EIE KI:LEMN TS
FirRE—EFEA,

AL RIS SRR A TS ARE, MR SAML SRKIL,
A =, IERZEXAMERSE,

FA P {3 A I B R IR MRZ AT AR RIERT, & B35 IR T [R]
https://<namespace_route>/oauth/authorize (RFH&E) . BLILBET, 15 OAuth IRSSEEE N
£ OAuth B RZ BRI UERTE K EE R EE https:/<namespace_route>/oauth/authorize B9
KREBIF R,

BEEMRBFLEE TR ERRNE A IRHREZFREIEIEK

e % provider.loginURL S#0i% 0 HA 5 IEREE URL, ZREREIERAERE FinFf R EE KK E
£l https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHME FiRIKREZE FHEIEIEK -

e F provider.challengeURL SHiX B N FA % IERIE URL, ZRIEREIEHFE WWW-
Authenticate FiiHMIE FinFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #[1 provider.loginURL (7] LA7E URL MEIHER DB ELUTHHE -
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o ${url} FHHHFIA URL, #HTH LUEENSHPLRLER,
540 : https://www.example.com/sso-login?then=${url}

o ${query} B N LFIMNEINFRFER, FHITHE L
540 - hitps://www.example.com/auth-proxy/oauth/authorize?${query}

HE
B OpenShift Container Platform 4.1#2, RENWHZ#F mutual TLS,

7.5.2.1. Microsoft Windows _t B9 SSPI 15X ¥

BF

{8 A Microsoft Windows LB SSPI ST FF R RORTIIINAE. HARTAEIhRER SIETELLIE
RS BAIHIN (SLA) #, BHINERREHATE. Hlt, ERBRIEEIMEH
ERE], XERARTEINER UEA A REXAFNIEE, HAENSEFLMERIRAR

Jpsin =
e

MBLIBRAT D ELHEENESER, HBH
https://access.redhat.com/support/offerings/techpreview/,

oc TRHRETIFIRMIEFEED (SSPI), LUAF Microsft Windows £#J SSO ., MIRIEMEAE KIRL S
1P 1RIHFRF 5 #F GSSAPI BURERSTF Active Directory AR 558312 #% % OpenShift Container Platform,
FRILGEIE AN T 35/ Microsoft Windows i EHLEF oc 35175 E R B 11T OpenShift Container
Platform &34k,

7.5.3. 6] ConfigMap

SR+ E A openshift-config % Z2 (A 1 # OpenShift Container Platform ConfigMap R & &k
BANLRALS. TERTEEGMRHEFMBENIEBIIAS,

o FRHLUTMS, EXNSEIEFHMANIIH OpenShift Container Platform ConfigMap, WEF M4
WLF T2 5 7E ConfigMap B9 ca.crt §dh,,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.5.4. 175 K5k CR R~
LT BEE L FHE (CR) BRiERIT L SRR FHS B T2 (E,

THRPRE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: requestheaderidp ﬂ
mappingMethod: claim 9
type: RequestHeader
requestHeader:
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-

090 99 9

challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: 6
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

IR R AME VRIS IA KRR AR 7 &, DU HR S B,
RN R AR R R B S0 A AR P 0 Rz AR ST BR G,

Ak [ RE B HEIER /oauth/authorize EREEMEIH URL, BN SMBIEE TN HaRHE -
iR EIE RS https://<namespace_routes/oauth/authorize, {KIEZ|
https://<namespace_route>/oauth/authorize 8 URL @ /i1LA /authorize 452 (A& REZFAT)
WACIEFIRE, LME OAuth HUMERIERRIZVE, ${url} BHLYHEIRY URL, HHTH X UEENSH
RLR2MEA, ${query} B A HRINENFRSE, NRKRELLLEYSE, N7iERA loginURL,

Ak FREFPEUER /oauth/authorize ERKEEMEIH URL, ©FHHEIEFE WWW-
Authenticate FiIHRE Fim, FIFHEHAIEE https://<namespace_routes/oauth/authorize, ${url}
B KA URL, #HTHR U UEERNSHFARL2FEM. ${query} BN HRINERFRFH, R
REILEME, NJifERA challengeURL,
X EE PEM HIBIEF 4 &8 OpenShift Container Platform ConfigMap B98I/, FR{EEEEAL
#F, LASSIEF2AR S5 88 HH/RBY TLS iEH,

HE

B OpenShift Container Platform 4.1#2, LM RHEEFEE ca T, XEKRER
HIARER AT #F mutual TLS,

Ak BAE (on) BIFIR, MREE, NBAHERTAEREIIRFERET (cn) ERE ik
B, RAEFEREFRICLFHNAI G, MRNZE, NRIFEMEAEH. RES caitEA,

BiF =% A -~ 50k &R, BS—1Ta22ENIRARBERR. ©FE, TRIOKRNE,

R E R FRME A BIPRk BFE, SB— D EEEMNICLRAFEFEME b, w0k, RRAKRN
E,

ifF 3% BB &, B—1MaSENRCAERELRTRER. 7k, FROKRNE,

RIiFEEREER P ARk (R 53R headers FIEEMILBEMN T AL HHRRE) .
HE&R, F—TEaENKREEERSG, ik, FROKRNE,

7.5.5. FEPREEFRNINZ KRS
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%7 RESHIRHER
TERERE, FEEPRIN—1SORMEER, UERENAFP AL TEHRIE.

FERFH
o #]3 OpenShift Container Platform &&%,
o NEMRHERLEBE LKEIR (CR),

o WIBLZUEERFNER.

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

INR— CRRFTE, oc apply REIE—HH CR, HAlgEsMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

Lo~

2. LRBEBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>
3. BNAFEREL, FERAF&,

I $ oc whoami

7.5.6. {F & K12k 7#1T Apache K IEIEC B <5
A5 R E KTk B2 1RF2F N OpenShift Container Platform BZi& Apache 3 IER AR S5 250
BE X HEERE
8/ mod_auth_gssapi &5 2 F A& Kink F R IRBEFEE Apache IWIEREBRRTHE, BXHAR
EMNFEN, MRFHEUTEX, BT EREMARIE :
o [HETR B E iHiE KA X-Remote-User H72k LABA 1k BR 3.,
e 7£ RequestHeaderldentityProvider & F i il T2 S imIE B AL .
o (HAJIFEER X-CSRF-Token ik WA B KIEIE R E,

o 5ME R A /oauth/authorize i M A HE FRFBEIRIBNIE, EEAWIBEE, UERHKIRS
2 LU E P im A X B ERMIALE,

o IEE| hitps://<namespace_route>/oauth/authorize B9 URL @ /iiLA /authorize 45, B&E
RAERIHAAT. $I40 : hitps:/proxy.example.com/login-proxy/authorize?... IR E]
https://<namespace_route>/oauth/authorize?...,

o {XIEZ| https://<namespace_route>/oauth/authorize #J URL B FERER VIR IEE

https://<namespace_route>/oauth/authorize B F &%, B0 :
https://proxy.example.com/login-proxy/authorize/approve?... K IEE]
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https://<namespace_route>/oauth/authorize/approve?....

https://<namespace_route> ik 2 F| OAuth fR5523HIEEH, FIE;JIZ1T oc get route -
n openshift-authentication %EX,

fEAERIRLECE Apache BA%UE
XA RBIERA mod_auth_gssapi =5 E FAIERITL F 3 IRMIZFECE Apache JIFEE,

SERFEH
e &iT Optional channel 318 mod_auth_gssapi &5, EnTEAMIBRPLEUL TGS -

o httpd

o

mod_ssl

o mod_session

o

apr-util-openssl

o

mod_auth_gssapi

o EMATFRIHRRAIEINLBIIERE CA, EXE& CA M OpenShift Container Platform
ConfigMap, IXATLAEITIZITLA R B 5E

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

WE B A H A IZGETE ConfigMap B9 ca.crt #EFR,

o R - WABEMRE FUmIE B AT LAMEREM x509 IEB TRERMXMER. & iHIEH$ S
REMR CAZE R, LEIERRZAIMEIRLEIER,

o NEMIRHEFCIRBE LR (CR),
iz
LERIBFE A P iRIEHEEEE] OAuth BRS5 2%, 1ZBRS5 2 1KED & 7118 £ X-Remote-User i1k,
1. N Apache BCBBIEIEF, 1&:i@iT SSLProxyMachineCertificateFile Z{H 5 E /I 2RSS
SRR FEAMAEE P mIIES, BYAER TLS Web B mS 35K IEE T BEAR

2,

2. Q132 Apache BECEEXH#, RAUTERERHMEFREMHE

H e
FAREERNIAS, FHREFEEIMEEE LHBNHIREA,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so
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# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
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ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>

</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2 F| OAuth IRS523M0ERH, A& TZ1T oc get
route -n openshift-authentication XEX,

3. BHTEE IR (CR) ## identityProviders /N7 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. BiFESE
a. BT REIERNE A IRIEBFIIRL, BIAER LB ER SRS -
# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. BEIERAILHHER THERSHE, WIRERHEMIRIEPEIFRRKIN :

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. #i\ challengeURL EEEE/EMA :
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# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

E 1%l challengeURL EEM, UAFT—H¥,

d. BT ENRESEETR—NHA WWW-AuthenticateE A1), WG i m D iaER A H
401 MR

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

e. MIRXTEME A Kerberos ticket 18 A Kerberos ticket #9155 T &% 2 OpenShift
CLI (oc)

i ARG KinitEM T Kerberos ticket, 1 EAH %
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIA TR,

i. fFAMRH Kerberos EUFE%E oc :

I # oc login

TR THFEH ANEH Kerberos F AR,

i. ¥ ocIE:

I # oc logout

=

. [EREM Kerberos EUFIREB— ticket :
I # Kinit
TR THF EH AR Kerberos FA AR,

- WINERTERE oc :

<

I # oc login

MREEILER, BRIETHTERRBATIENER FTRDER.

7.6. F2i& GITHUB = GITHUB ENTERPRISE B {312 {t12F

BCiE github FDRMFERE, #1%F GitHub 3 GitHub Enterprise B9 OAuth B 2% IERR S5 2835 UE AR 7 & F
g, OAuth AT LB OpenShift Container Platform #1 GitHub 5% GitHub Enterprise 2 8] 8945 & 32 #it

ey
/NlLo

IRE LUE R GitHub SRR % GitHub =X GitHub Enterprise, XIF GitHub Enterprise S5, &b/t
5189 hostname, FHEAFRMEERS B EKPERAHN ca iEHHHH S,
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pa -3
Y PRIEFFTERR, BNLATHERNERTF GitHub # GitHub Enterprise,

BCiE GitHub 395k fE, A AIfEA GitHub k& 5k OpenShift Container Platform, BA 1L E&FE{A
GitHub F /" ID BIfEM A &K OpenShift Container Platform 5%, &a LU AIFFIRRFIZA (VB THE
GitHub 4H4R9A

7.6.1. %F OpenShift Container Platform ) P 1RILIEF

BIANERT, £BHHRA kubeadmin BF. BIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEF.

. A=
AN OpenShift Container Platform A~ & TBERIE /. 1 F %o

7.6.2. 33 A GitHub N BiEFE
EJ9 GitHub % GitHub Enterprise FIE SR IEIZ R, U FEMEE BN BRRRE,

pi% &2
1. 7 GitHub LM AR :

o XfF, s Settings - Developer settings = OAuth Apps = Register a new OAuth
application,

® XfF GitHub Enterprise, #iIfE GitHub Enterprise £71, A mi Settings = Developer
settings = Register a new application,

2. BIARNFATEF 4TS, #0 My OpenShift Install,

3. HIAZETI URL, #0 https://oauth-openshift.apps.<cluster-names.<cluster-domain>,
4. w3k : AR RRRFER,

5. BIARAEYE URL, HA URL RES & FD1RHFIZR name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

4N -
I https://oauth-openshift.apps.example-openshift-cluster.com/oauth2callback/github/

6. mifi Register application, Github RIRH% i ID F1% i Secret, MHEBFEAXL(ERT
RE P REEFRE,

7.6.3. i secret

BRI £ openshift-config #n 44 22 5] B OpenShift Container Platform secret X @& & F i
secret, & imiE BB,
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o MAEILMERAMUTHRE, EL—1MEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTGS, EX—1XH (WHUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

7.6.4. B3 ConfigMap

B2 1R 172+ £ openshift-config a3 4 Z2 [A]F#J OpenShift Container Platform ConfigMap R & &1E
FIANMEIRA S, FERATEEFMIRHERAENIE IR D,

o FAUTMS, EXSEIEPHMANIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.6.5. GitHub CR 7R~f
IR BE LR (CR) 7R GitHub A RMREFHNSHM AT #Z(E.

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca:

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

ﬂ R MR L N RIZRAE GitHub B P ID A, DUCAHAR S D &R, ©i0 = AR D
URL,
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RN LR R R B S0 A AR P 0 Rz AR SRR G,

Ak - KB E PEM JatidiE Big R4 2 #9 OpenShift Container Platform ConfigMap 95|,
IRFIIEFrERE URL BIARSS 2R IEH. (VAT HEIELAFEEMIRIEFH GitHub Enterprise,

SEMEY GitHub OAuth N FATER BI% Fim 1D, N ARF S /EEAEJE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

X 8E GitHub & fIE F'if Secret B9 OpenShift Container Platform Secret #9351,

X F GitHub Enterprise, AR HSBIREN S, 20 example.com, XMELIS
/setup/settings X4F ) GitHub Enterprise hostname {EItEe, BEAXATS#FEIROS, WRKIEE
XAME, MFE X teams =X organizations, *fF GitHub, H&EILSEL,

HAFIFR, WUXE organizations s teams FE%, [RIFXE hostname FE&, =HEF
mappingMethod 1%/ lookup, A5 teams FELEAHEA.

@ 9 o0 9 006

FFAFIZR, /1% E teams 5 organizations FE&, FRIEXE hostname FE&, =HEF
mappingMethod %/ lookup. 75 organizations FEXZ5 & A,

P2y~
INRIEE T organizations = teams, REEVEZ—FIFIHA K HIHI GitHub FAF ¥ &8
Bk, WRTE clientD FEEM GitHub OAuth N ARFEARITZHL A, NAHEAFREE
AR T B=15 AR RS A LT, X RILATEZHAAE IR A 38 — R E % GitHub If5E
B, tATLUTE GitHub 4% B 5K,

7.6.6. B H D IREREFERINZEEFS

REKBEZE, HEEPRN—NEPRERER, UEENAP T EHEIE,

FRFH

e #]i# OpenShift Container Platform & &%,
o NEMRHERLEBE LKEIR (CR).
o WINBZLIER A S5 E %,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CR RFTE, oc apply RAIE—#H CR, HARERMALUTES

. Warning: oc apply should be used on resources created by either oc create
" --save-config or oc apply, EX#IERT, BAILIABINES,

2. M OAuth BRZ522IKEX T hE.,
HE kubeadmin f - E#fER, oc login f SRl RIREANME15 7] B LIRSS R8I TTRY 1 BA,
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LA LLBIL A web #REIE R (?)UiRIILTIEL, Help - Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

XM EMRUEFFAZFHERR S RNEEER,
4. WA ERRY, FERASR,

I $ oc whoami

7.7. B2& GITLAB B2 IHT2F
BoE gitlab B0 TR, £ GitLab.com SR EAMR GitLab SEAIE N B IREERF. MNREH

GitLab fR#A& 7.7.0 £ 11.0, EREILUMER OAuth SERGHITERE. NRMEA GitLab lRA 111 HEFEMAE, &
Al LA#EF OpenlD Connect (OIDC) #1Ti%#, mMAEA OAuth,

7.7.1. %F OpenShift Container Platform FB &R 2R

=
BIANERT, £BHHRA kubeadmin BF., BIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEF.

p= Y=
. OpenShift Container Platform AP &AREESRIE /. : F1 %,

7.7.2. A& secret

BRI £ openshift-config an 44 22 ] B OpenShift Container Platform secret X 8 & & F i
secret, & imiEHFEH.

o MAILMERAMUTHRS, EL—1TEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERAUTGS, EX—1MXH (WUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

7.7.3. /& ConfigMap

SR T2 E A openshift-config % Z2 (5] 1 # OpenShift Container Platform ConfigMap 3R & &k
FBANMLRAS. TERTEESMREEFMBENIEBIIAS,

o FALUTMS, EXSEIEFHMANIH OpenShift Container Platform ConfigMap, UEF M4
WA T2 7E ConfigMap B9 ca.crt § b,
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I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.7.4. GitLab CR 7=/l
LT B E L ¥R (CR) fR GitLab SRR FEHNS B A2 (H,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https:/gitlab.com 9
ca:

name: ca-config-map

LR TR 2R N RIZEAE Gitlab 80F A/ ID &, LULAR SR &I, B4 AREER
URL,

RN R LR A2 P B S0 A AR P 0 Rz AT SRR G,

SEMEY GitLab OAuth N ARZF R iR ID ., NARFUABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

XTEE Gitlab X fBIZE s secret BY OpenShift Container Platform Secret B9381 .,

GitLab IRHFZFHIEN, URL, XA LLZ hitps:/gitlab.com/ S Eth 5 IEE GitLab £,

QDO 60 9O

Ak - X EE PEM JatdiE Hig HA R4 2 #9 OpenShift Container Platform ConfigMap 95|,
DA FRIEFFECE URL BIARSS 2R IE .

7.7.5. BB MRHEFRINEISKEH
REERZE, HELPRN—DERREERE, LUEBKRA ST T HBRIE,

FoRFH

o {i|# OpenShift Container Platform %£2%,
o NEMRRHERFAUEBE LHIE (CR).

o WIBLZUEERFMNER.
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pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR—" CRI7FTE, oc apply RUEZ—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LREBMRUEFNAF SMERER, HERINEAEG,
I $ oc login -u <username>

3. WA EEME, FETAFE.

I $ oc whoami

7.8. iti& GOOGLE B3R TER
Bt iE google 21272/, £ Google By OpenlD Connect £ .
==

& Google 1F h B D 1R M2 FE K A F (£ <master>/oauth/token/request X5
i, UMERTFHRHRTIE,

Digk

==
[=]

# /A Google EH B RIIRFER, 1E{A Google F M #RRE S 1R RIARSS 22 1T B D50
Ik, f&EILUEF hostedDomain EZEEE, B MDEIERS NS EFEE I,

7.8.1. %F OpenShift Container Platform ) SR T2 F

BIANERT, £HHRA kubeadmin BF., BIEESFNRMIRERF, BUHOE—DPBEE KR (CR) X
iz F P RERFFFHEERNINEIEEF.

v p= Y=
' OpenShift Container Platform P &AREESIE /. : F1 %o

7.8.2. 6|32 secret

BRI £ openshift-config #n 44 22 5] Y OpenShift Container Platform secret X @& & F i
secret, & imiE BB,
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o MAEILMERAMUTHRE, EL—1MEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o EMAEILIMEALTHS, EX—1MXH (MNiEHxX#H) WA/ OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

7.8.3. Google CR =
LFBENTEIR (CR) 7 Google H3 RIS oI # 214,

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

IR AR 2 FME N RTZEMAE Google 3=/ ID 8, LULHAMSH &, B e AREENEE
M URL,

R AN R LR 2 R B S D A AR P 0 Rz AT R ST BR G,

SEMEY Google WiH MIZE Fim ID . WB R IBECEABEEM URI https:/oauth-openshift.apps.
<cluster-names>.<cluster-domain>/oauth2callback/<idp-provider-name>,

X8 E Google £ #MIZE ik secret B9 OpenShift Container Platform Secret #9351,

®0 00 O

AT IREIE Rk BEE T, MRER T lookup mappingMethod, MIA%, MR NZE, {F@
Google Mk &8RRI #H4T H D51,

7.8.4. REMHRHARFRMEKEH
REERZE, HELPRM—DERREERE, LUEBKR ST T HRRIE,

FoRFM

o #]i# OpenShift Container Platform & &%,
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https://developers.google.com/identity/protocols/OpenIDConnect#hd-param

B7EKEFDRUER

o NWEMRERERFOLIEBE KR (CR).
o WIBZUEERFNESR,

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR—" CRR7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. M OAuth BRZ522IREX T hE,
HZE kubeadmin f - E#fBR, oc login a5l RIREANMEI15 7] B LIRSS R8I TTRY 1 BA,

AR LU A web #5158 (?)UiRILTIHE. Help » Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

' XN EMRUEFIAFHERR S RNEEER,
4. WA ERRY, FHERASR,

I $ oc whoami

7.9. fid& OPENID CONNECT 512 iR 12
BoiE oidc BPIRIHER, FERZIULIERS OpenlD Connect B3 1R ETZFE K.

IRE LUF Red Hat Single Sign-On EZi& 1 OpenShift Container Platform B9 OpenlD Connect &3 124
B,

8%

OpenShift Container Platform A1 Authentication Operator Z3XBZ &R OpenlD
Connect B RMFZFE LI OpenlD Connect Discovery &,

A% ID Token #1 Userinfo f2%,

HINERT, HE openid SE[fl, NRNE, FIE extraScopes FEx 15 EZANHISEH,
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AT LAY M OpenlD SR HIZREIREIM JWT id_token ; ZHI5E, tATELEXE M Userlnfo URL
IR[E1Bg JSON,

WEDEE—NEHR, URERFNEM. ERSHERZ sub,

AR LR ERERERANE LRI &, DREMAEFHMEit, MRIE\ET SR, NIE
RE— DT EHEEENFR, TERNFERR -

sub “subject identifier" 45, FAFESKZELIEEFD,.

preferred_ BREBAFANMEERANS, AraEFERANFEERT, janedoe. BEE, SHMHEIERY
username BB A& N EME, 08 s R,

email FE R4 bk,

name BREFR,

MBESIER, HBM OpenlD HBIAY,

&/ OpenlID Connect &3 1R 2 E KA F (£ <master>/oauth/token/request 35k
Do, UMERFaSITIE,

7.9.1. %F OpenShift Container Platform ) B} RILIEF

BIANERT, £HHRA kubeadmin BF., BIEESNRMIERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFEERNINEIEEF.

p= =
OpenShift Container Platform AP &AREESRIE /. : F1 %,

7.9.2. |32 secret

BRI £ openshift-config #n 44 22 ] B OpenShift Container Platform secret X 8 & & F i
secret, & imiEHFEH.

o MAEILMERAMUTHRS, EL—1TEEFREBEH OpenShift Container Platform Secret,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTGS, EX—MXH (WHUEFH3HE) AEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=/path/to/file -n openshift-config

7.9.3. fl|# ConfigMap

60
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B7EKEFDRUER

0= =ZFEH openshift-config 7% Z2 7| FHJ OpenShift Container Platform ConfigMap k& &t
FIANMEIRA S, TERATEEFMIREERAEMNIE IR D,

o FRHLUTMS, EXSEIEFHMANIH OpenShift Container Platform ConfigMap, UEF M4
WLF T2 7E ConfigMap B9 ca.crt § e,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.9.4. OpenlD Connect CR 7=
LUTBEXER (CR) 7~ OpenlD Connect B3R IR FHS MM T2 (E,

INRIYAIEE BE SGEBHH S, MAEHE. MIMRPGE RS userinfo URL, 1518 A TEH
OpenlD Connect CR,

¥14£ OpenID Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... e
clientSecret: ﬂ
name: idp-secret

claims: 6

preferredUsername:
- preferred_username
name:
- name
email:
- emalil
issuer: https://www.idp-issuer.com G

WIRMHBFZMENRIARES P ERER, UAHARS D ET. SATARNENEER URL,
R AN R LR R R B S D A AR P 0 Rz AR ST BR G,

£ OpenID RHREFHEMAE A IHIE Fif ID. 1425 S indsJi6E 1 & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,

X8 EE i secret B OpenShift Container Platform Secret 895,

BIESMHRRENIIR, GRF—IEEFR, ELFE-—NFR, NRIIENFREZEE, )
FUERKM, B0, XEAREM id_token R sub FEARIEE AP HIH12,

OpenID MSEAHREY S 2 VAR, BER https, BT ENZHDERAH,

@ 0 09

52% OpenlD Connect CR
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca: @)
name: ca-config-map
extraScopes:
- email
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username

- nickname
- given_name
- name

email: G
- custom_email_claim
- emalil
issuer: https://www.idp-issuer.com

AL N EE PEM ZASIE B A MR8 289 OpenShift Container Platform ConfigMap 5| F,
LU FRIEFFERE URL BIARSS 2R1ET,

PR openid SEE A BI AL KB SR, RN FREIEKEFAIERA,

AN E IR hEIE KBRS IS BB =T LR S
NEHHBEERFNBFEER - ENFBENIIR, ERB—1IEERER,
R ERBMINERSIR, ERB—NIFEEH.

QD000 9O

FVEFFH I RIFSBRSISR, RS —DIEZERE,

7.9.5. fF B REEFRINZIEEH
REERZE, HELPRN—DERRERERE, LUEBKRA ST T EBRIE,

FRFH

o #]3# OpenShift Container Platform & &%,
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o NWEMRERERFOLIEBE KR (CR).
o WIBZUEERFNESR,

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR—" CRR7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. M OAuth BRZ522IREX T hE,
HZE kubeadmin f - E#fBR, oc login a5l RIREANMEI15 7] B LIRSS R8I TTRY 1 BA,

R R LB web #2HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login
Command.

3. BOREIERR, RETEEITEMERIL

I $ oc login --token=<token>

XN EMRUEFFAFHERR S RNEEER,
4. WA ERRY, FHERASR,

I $ oc whoami

7.9.6. £/ web ZH B EZ D RHEERF
BT web HEIATII CLI ERESHRHRER (DP),

FRFM
o BwILIEREREENFMNETE web 1A,

it =

1. 5= Administration — Cluster Settings.
2. 1E Global Configuration i£Ti& T, s OAuth,

3. 7E Identity Providers 38, M Add T HEREFRENSRRERERF.
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% -
ERLLEIT web EFIGRIBEEZ N IDP, MAREZINAER IDP,

64



8 E EEILP
8.1. BB IAAOIUES

8.1.1. TAZAAOIEP

ZIAER T, OpenShift Container Platform f#F Ingress Operator SlIERER CA FH 4 Xl .apps F1H T
N RREFEAEREBERAIEP. web #HIEH CLI thERILLIES,

REREZRH CAF B REASEM, BAXMHRREGEERLE PK FA 2R LML, BiXBH R
BN, BREMIEIFPNE i RER R AA, S BEFIEHER N E CAbundle HE
SIEMAE CA R HIGIED, ZIFBASSAFZEIRE, RITFALE RS apps FEFiE
THIN 2R,

8.1.2. HEHEIA A OUEP

MR LA .apps FETAMAENBRFMEIAAOIER, B TIEEE, % web ZHIEM CLIERM
B NARFHREEEEIEHRENNE,

FRFM

o MUNBRTREERE apps Fig M EN N AARBERIET, 840 XHEN %X H BB PEM
B

o FAPHWMIIBUEIE, MRENFAZIMER, EEFH S AT OpenShift Container Platform i
X EGHITRRE,

o IFPBNIEE T *.apps.<clustername>.<domain> #J subjectAltName 7 &,

o IERXHAUBESHAN—PHESMER, BEMEBLMEXHHRE—MEH, REATLL
IRBEFTA HIANES, XMLl root CAIEHESRE.

e ¥ root CAIEBE BN PEM R X4,
i =
1 AN aa BT hBERIEHERR root CAIEHH ConfigMap:
$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ

-n openshift-config

Q </path/to/cert.crt> 2 root CA IEH XA E A S R HIEEE,

2. [FERHOIEM ConfigMap BHEESEHENEEE :

$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. IR aEBERHE P MBI secret :
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$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g

--key=</path/to/cert.key> \6
-n openshift-ingress

<secret> 2 E T UL PHHENFAHI secret B9 TR,
</path/to/cert.crt> 2 IE PHEEAR IS R AP,

HrOIEEM secret BH Ingress Controller BLi& :
$ oc patch ingresscontroller.operator default \
--type=merge -p \

{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ
-n openshift-ingress-operator

9 </path/to/cert.key> 25 IthilF B * B BIFAFIRIER R,
4. f£F

Q I <secret> Bt E—FH BT secret AT,

//J\\j.]u API H&R%EUE:E'

XA APl RSS 23T AR ER OpenShift Container Platform 5£8f CA A%, BVANER T, MTFEEANE
FUmRTTERE APl BRSS2:BUIE T, MIE P IEH N BB RS Er CA X HmHBgIEf,

8.2.1. |-E_| API HE%%E/IJ\\?JD? E%WE"JUE:E

XA APl RSS 23 1E T AR ER OpenShift Container Platform 5£8% CA A%, ERAILURIM—1NE%Z 4 APl AR
FREREE M ImERNTLRRESSL (FQDN) REIRIUES, Fa06#H R S G E9%E3R,

FRFH

o i FQDN REXTNFAVARIER, BANSUEERN ZF A M PEM B,

o FAEAMIIBUHMNE., MNREMBHAZINED, 1HEMES AZE| OpenShift Container Platform &l
X EGHITRRE,

o IIBNEE LR FQDN B subjectAltName 7 &,

IER XIS EHEHRHN—PHE LS NMIET, API RS2 FQDN BIIEH 712 XA Y 5 — Mk
B ARETLERBAARIAIESR, XML root CAIERERE.

e5
AEHNWER M E9MEE (EVLE api-int. <cIuster_name>.<base_domain>) R1tE
E T BMBNES, XFELERECTFRERICRE
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ik S
1. AIE—/8 & openshift-config p 4 22 [A] ARk T 55 FI 2 5HRY secret,

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \9
--key=</path/to/cert.key> \6
-n openshift-config

Q <secret> 2IFEGESIEPHEFATIN secret IR,
9 </path/to/cert.crt> SiiF P HEIEA M4 RS PR,
9 </path/to/cert.key> 25 il 5 X EXBIFAEHRIRES 12,

2. B3 API BRS5 3 LAS| FARRGIE2H secret,

$ oc patch apiserver cluster \
--type=merge -p \
'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<FQDN>"], ﬂ

"servingCertificate": {"name": "<secret>"}}1}}}' g

Q % <FQDN> &4 AP| BR%5 28 K H IR HHIFH# FQDN,
Q I <secrets &ty E—F AT secret B9 TR,

3. f2# apiserver/cluster X RFHHHINIZ secret TIE# 5| A,
$ oc get apiserver cluster -o yaml

spec:
servingCerts:
namedCertificates:
- names:
- <FQDN>
servingCertificate:
name: <secret>

8.3. AR FSIRAAIUES SECRET &R AR R E

8.3.1. TR AL

RS AIEH EENTEMBHNERPAGNARFRHESE, IEIEBRFEN TLS web RS HWRIUEH L
8.

service-ca 14125 A x509.SHA256WithRSA % & &% 3k 4 s AR S5 1E

ERBIEBMEFRA PEM AR, D5IFMEERLIR secret B9 tis.crt 7 tis.key . IEH MBI
FUHAR B Eh .
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BT ABIRFIETHIRSS CAIEHE 26 PRRER, HEARELTF 6 MAMHTEIRE, REE,
LITHIARSS CA RREMEBEEERH T vk, XF VB RTIIIRSS EI— MR, LU R0
R EBHRE. MRZBEINERAANEEITAN ARKERRSHRIFEZY) , ETESE
BEFERRFSUBERE L — MRS CATHIE B IIHE,

k

Y
p
;

ERLMERUT RN RFINEREFFHIIAE Pod, e mESERSHET, EHERM
PREN 6B ZE A HRIZTHIRTE Pod, XL Pod REMREBIES.

0

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

8.3.2. IWMARSSUES
ZERIESRFBENRE, HESRFSERBI6 & ZE A RF5E 2R S IE B MBI £ MK secret,

HE
4 BYIE RO REBARSS DNS %75 <service.names.<service.namespace>.svc G3§,
FEHRERATFRIRE,

FRFMH
o WE T RS,

iy =

1. f£/ service.beta.openshift.io/serving-cert-secret-name ;¥ 1% iR %5

$ oc annotate service <service-name> \0
service.beta.openshift.io/serving-cert-secret-name=<secret-name> 9

ﬂ ¥ <service-name> B H ERITHIRSHIR TR,

9 <secret-name> =LK secret BIEAFR, 1% secret @EUEPHMBEANT, NAERN, Bl
R{EA S <service-name> HEEKEZ R,

BN, ERL TS RERRERSS foo :
I $ oc annotate service foo service.beta.openshift.io/serving-cert-secret-name=foo
2. RERSUBINEEET TR,
$ oc describe service <service-name>

Annotations: service.beta.openshift.io/serving-cert-secret-name: <service-name>
service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-
signer@1556850837
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FE8EREBIED
3. EEBENRSER secret [, PodSpec ILE#HE, Pod BAERBARIZT.

8.3.3. [A ConfigMap MRS L

Pod mI@7d ##{# F service.beta.openshift.io/inject-cabundle=true ;X fZ#) ConfigMap i/ [AIARSS
CAIEH, FMHE, £HBEMRS CAIEHEAERI ConfigMap L service-ca.crt #E 7, 1/[7Ltk CA
UEB AT RVF TLS B tmfE AR SS AL B IEIR S 1,

BE

[ ConfigMap HiRMFRE, SMREFARMENEHE. EUEHERFR
ConfigMap K& & service-ca.crt, MAZFAFEMHIER Pod EEEBIMERE ConfigMap.

it =

1. {¥ service.beta.openshift.io/inject-cabundle=true ¥ f# ConfigMap,

$ oc annotate configmap <configmap-name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ 1% <configmap-name> & i /) E3F #2H ConfigMap BIE FF,

1 volumeMount FBREE| B service-ca.crt ¥ &1{F Pod T2, BEE
ConfigMap @53 CA fi4FaF Afg M1k,

Bltn, ZEE5EER ConfigMap foo, RFERLLTHS :
I $ oc annotate configmap foo service.beta.openshift.io/inject-cabundle=true

2. &%& ConfigMap LMARIEF B2 %M. X7 YAML &t & .7~ service-ca.crt.

$ oc get configmap <configmap-name> -0 yami
apiVersion: v1
data:

service-ca.crt: |

8.3.4. F A I HIAR S5 IE TS

I&AT LB BR KBRS secret RFCHARSSIE T, MIFR secret RS HE B0 HT secret, FHMAERFTHIIE
H,

FeREH
o WITNIRSER T SE LB MBI secret,

i

69



OpenShift Container Platform 4.3 B{3%E

1. BEZRSUAESSIEP secret, XA LLTE service-cert-secret-name ST #El, W T
o

$ oc describe service <service-name>

service.beta.openshift.io/serving-cert-secret-name: <secret>

2. MIB& MRS LB secret, LTI fFBEEIEFHOIE secret,
I $ oc delete secret <secret> ﬂ

ﬂ 1% <secret> B N FT—H HH secret &R,

3. WILIRENHT secret Fi0E AGE EHBIABEEFHOE TIED,
$ oc get secret <service-name>
NAME TYPE DATA AGE
<service.name> Kubernetes.io/tls 2 1s
8.3.5. FofeAt RS CA IEP
AR%5 CAIERTE 26 MPRAREN, HEARLT 6 B #HITRIF.
MRFE, BALURBLUTHEFIIRIFRS CA

w4

FRIMARS CA TRREXN E—1 RS CARERE. EEEPH Pod EF M
A, EHIRRS A RERInE M. Pod EfE A LUAR Pod ABHTARS CA XHHIILE
FIRS.

FRFH
o WILIKHEENFMNER.

it =
1 ERUTRS, EELARS CAIEBEIEBH.

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template='{{index .data "tls.crt"}}'\
| base64 -d \
| openssl x509 -noout -enddate

2. FoRILIRSS CA. WWITRRREM—TNHHIRS CA, ARNHFRFIEHES.
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I $ oc delete secret/signing-key -n openshift-service-ca

3. ERFTIEP N AERAERS, WEREHTHMA Pod, Lt HHARATE RS EEREHEIE
+

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {.metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\

done

T
HAaa

p
Po

o

SRS T, RNEREHFMERED R ZEFBIZ1TH Pod,
EMBREBESER.
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2 9 Z {1 RBAC E X F1 1 FFYR

9.1. RBAC #ih
ETABHIRIES] (RBAC) M RIAE RS 1A A E HWHUTH EHIIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S HIFAETEHESR
B IR R BREF L

TR NG LAME A A A BRI EREGIEAD At MTE, 1§18, BUESSMRIES FH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE !

p U] —HN R ERIVTHIRIER S, B, BrsSRSIkFEESHIE (create) Pod,
At MNMES, TLUGAFMAXRBKIHAER ST HE,
HE A/ A5 A B BRE,

R RAEY RBAC A BRI ER M NI -

£H RBAC NAIETBERNABNAE, EHACFETERIEH, EHACGHERESIRE
EAG.
Zith RBAC ERATHEVENAGNAE, ARAXBAERFETHEANTES, EXBABHER

LIRIN 5| AR A A B,

SHABAEREAETERIGINAE. AGHEFEETIEIN ., SHAE view w/lE AR A GH
EXRAEZAF, WEZRAFRBEFIEH, RARHAGTRHEEBHAREIIIRESH F N OEAX
hAa e,

XFHRMRDRERARTFBLIERABRESNIENESEFEA, BN RAFEIRRAGENITEHEE
o

‘iFhidiRS, ENGERERABAEMAMAGKE, Fl
1. JEHREESEHEE allow M,
2. JEFRARIIER allow LI,

3. BRIANIBYE,

2.11. MINEHAR

OpenShift Container Platform @& 7T —HRINMWEEA R, ELUESE TR ARSI ERAF
MA, BAEVE, TUFIERRINERASR, BEREE master T I EBRTHITEN RS IR,
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% 9 = @[ RBAC E N AR

RAKR AR fed

admin HEEEE, MRAEARMHAEHRER, Il admin ENEFUB PHEMAFER, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER,

cluster-admin BN AP A UEESIE P HITEMRE, SEARMAERAE— TR, Xk
A AR LASE £ 1 B 5 — BRI ECAI A AT A R .

cluster-status b A BURER B A EBEIREE R
edit bR AR LUMESIT B A RS BN R, EXNEEHIERBBRIE.,
self-provisioner LR A LOEEEHITE,

view WA EETEMEDR, BAUEETEPHRSENR, TEEEHENAEIH
o

THERAMMERAEZ AKX, Fla0, MNRFERAAMA GBI ER cluster-admin B BHEE—/H

P, XAEEMZRAFEE TEMSE AN, BLHIEMLL, ¥ cluster-admin 4 EEITIE ERIE—
B, &M% ENBRERARIRFX—BF, ZRAFEEE£EAR® admin IR, UUKIZUIR

B —LERIAAUBR, FIANEENS SRR B BERIR S, 8B web ZHE& Ul RIEFTLEA ETRES T NIRIE,
HNERRNEAERNEEEREENNERACHTE, AMm, ©2IHETHEERIE cluster-admin By
AithEEIE,

THBRTRTRHAG, FAG. KFHAGKE. FtAGHE. A/, AMRSIKS ZFEXR,
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— O O O O @) @)

] TEe O 1 1)

Service Account (Bot) Group 1 User1 User 2 User 3

LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE

BINDING BINDING BINDING BINDING BINDING

Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster

specific resources in project in project in project admin in all projects

LOCAL ROLE

(Bot)

Rule Rule
PROJECT
e I I
i i
i CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE '
P (View (Edit) (Admin) (Cluster Admin) i
1 1
i Rule Rule Rule Rule Rule Rule Rule Rule i
: i
e
9.1.2. AL AN
OpenShift Container Platform & LA R JLI S IF5 54U
AP &K AP EAMIIR,

BHITRRE, ERSEIBERT, XBEUT/LIEMN

e JiH : EUIRIMNIIE., THZ - T A TR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXREENIR THANEEERR.

o B{EDhid : B1EAXE : get. list. create. update. delete. deletecollection =k watch,
o BERAM : UM AP R
e
HENTEIIR, BRIESABZAXIK,
OpenShift Container Platform 3&@it LA R JL AN BEAEIRAL
. ERESOMUESEERERERN AR SEHNARERE,
2. ERAAEREHNANMERE,
3. ERAERERNARENN,
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4. FxE— NG ERE, LIERTEI,

5. WNRARHEICERIAN, MRIAELZERAF.
R
HicE, BAMARURNXEIAEISIAE,

TEEEAATUER CLI E5AAGNAERSR, SESEMABXRNBRFIFAMRIRN—HE,

B

B A ERAEETEERANERABRRIE—NITERN. FREFE
cluster-admin = system:admin B5E2¢ A B AMEEREESERE S E,

SHAGRAESHIVIE L NAS, BRESESHIHIBIHIHTHE,

.21 EHABRE

BABY admin, edit, view # cluster-reader RBABXFRFACRS, HPESMABNEINITE
DI T HANN Zh SRR, RAERTUEBE LRI B Kubernetes API B, INEEF AR L.

9.2. B ap 44 ZE [H]
Kubernetes &% ZZ/FARMLIX EERE P FURSEFBINSE], Kubernetes i HIRIE X MR ERINEZF

4 22 A LU RIR M —SEH -

o IEERMMIR, LUBRERDZHZE,

o FHIR‘GEMERFEERRN

o [REI X BRHFEHIBES,
RO RS HOT REB R R ASEESEHE, EB—ENRAEWTIBREGAZEE, W =MAF,
T MBS E AR Kubernetes sp & 22|, 2EEEMAF BURY; RINRMEFEGEK, BIWHE, —
MEXWAATUES Eiit KIREMEIR TASMERENS, AP Y REE R8BI R
IR =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B e LA kA name. displayName #1 description,

o HAWEH name 2UIHMM—IRMAR, EFER CLI TESK APIFNREN., EMKERS N 63
NERH,

e T£H displayName Ui B £ web 15| &M ER~FER (X1 name) .
o %M description AT LUA T B IR EINEAIBHR, A BRTE web 251G,
BUIBRESHTESHN—4A :

X% (object) Pod. BRFSFEHIILH RF.
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%RBg& (policy) F3 BB BN REATERAE AL,

R Xof & Rt SR 1T PR I SO EC AT
(constraint)

AR5 ARS5K B B A B Aot SR 948 TE Uy (I A BREAT 1R 4F
SHEENALULRIIE, FNUENERIRERS A A KAERKA, SHEENBATLURITFT
RN QEBCSHIIE,

FARANAFEE AT LB CLI = Web #HIG 5B R A,

9.3. BK\II B
OpenShift Container Platform M7 & FEIATE, &FFL openshift-- FFLHIEXN B A MERNE
E, XEMBEREEN Pod BTHEZHGMEMEMIG A, 1EX L& 2[R oI A X

(critical) Pod X fZ#) Pod REEER, TIITALURIER kubelet A, TEIXLEALZZH dHETEHAENE
B Pod BHRic N critical”s

0.4 EEEHABHIHE

BT oc describe 45, AWLUFER oc CLI kK EEEHA BN E,

FeREZ M
o 2%k oc CLI,
o RENEEEREA BN ENIR,

HEERREHRNHAET cluster-admin BUARE A BHNA A LM FRIUTEMIRE, SEEERHA
BIHE,

it =
| BEERHAGRERKHMNILE
2. AELINERAGHERS, XETHAEITRAAGKASMA

$ oc describe clusterrolebinding.rbac

Name: alertmanager-main
Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users
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Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

% 9 = @[ RBAC E N AR
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ServiceAccount default openshift-machine-api

o5 . BEEAMABIEE

{3 oc describe 5 @iT oc CLI EEEA A BIML E,
FeREH
o 4 oc CLI,

o RIMEFAMABIMAERINR :

o MEERSCHEMIET cluster-admin BRIAERE A &R A 8] LUSHEA FHRHUTEMIRE,
EEEAhAGNYE,

o FMHET admin RINKHACHAFTUEEHERTBEhHABHHNE,

it =
| AELAAMACHERS, XETHAEINHRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac
2. EEHMIBENAAGHE, HEGTHRM -nItE :

$ oc describe rolebinding.rbac -n joe-project

Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project
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Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

90.6. MAFRINAE
ALUMEF oc adm BIE5 CLI BEEA B E,

FABHAESIRMEIA AT ILAAFEEEZABRFHUIHIR, ER L&A oc adm policy 654
@ A P RIS RR A .

BRI RERRIARREABHEETIE Ry A P 4.,

it =
1. BEETEFHNAFARNAER :

I $ oc adm policy add-role-to-user <role> <user> -n <project>
fBlgn, WALLZITLA TS, ¥ admin AERINE joe 7B A HY alice A/ :
I $ oc adm policy add-role-to-user admin alice -n joe
2. BEAMAGHE, FHEHEPRIERMNER
I $ oc describe rolebinding.rbac -n <project>

plgn, EE joe MEBEMAMMABIHE !
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80

$ oc describe rolebinding.rbac -n joe

Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
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Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice 8/ 2% admins RoleBinding.

90.7. |EAHAE
A LU BN At A e, AENERERIM,
i =
1. BATBENRAMAE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
LS, EE -
e <name>, A EHIEZHR
o <verb>, LUES MR, NARABRIRFIIFEGIR
e <resource>, RGN AR
® <project>, 1B &F

Bin, ZOE—NAMAERELITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. ENFAGHESIRS, BT THeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue
90.8. U/ R AE
TR REEAE,

it
| BARERAR, HLTUTHS

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
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Eltassd, BE
® <name>, AMBBHET
o <verb>, LUESHMRM. NATRIAGBHREDIFFIR

e <resource>, AN HIIMEIR
BN, BOBR—NEBRAGERITHSNES Pod, HIZITUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

9.9. KA BN EMRS

EERUTRFE A NAGHEEER P SAHANXEA G, TLUEA -nIFEREETE, MRKE
E, NfEREmIAa.

R LUER U T e it T4 RBAC B,

R o1 KA B ERF
LR sk

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] DU B — BRI T iR e,

$ oc adm policy add-role-to-user <role> [HEEABHAERHFINE RIEERF,
<username>
$ oc adm policy remove-role-from-user MERITBRMIEER - BIRIEEAE,

<role> <username>

$ oc adm policy remove-user <username> BERLaERMEER - REMEAE,
$ oc adm policy add-role-to-group <role> EEABHEERZFI B RHEEL,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA B,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #IREFIUIEAHNIEEAREFEAE,

0.10. A B EMSD

MHEUMERAUTRESEEHARHTE, RNEHARHEGERASERZZRMEER, MLLUXLRAER
£ -n 1,

xR 92 EHABIERE
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% i
$ oc adm policy add-cluster-role-to-user NEEABHERRERAMANIBNIEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEER P BIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NAEABHERRERAAT BIIEES,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MERHPRIAETERNIEEHBREEA S,
group <role> <groupname>

N QEEREEA

FEEB % cluster-admin A& FHE1E OpenShift Container Platform 58 EHTE IR R MI4ESS, F0

B R TR,

FRFH
o EwBLIBRTEE ANEHEEANAL,

iy =
o FMAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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2 10 = 744 KUBEADMIN A~

10.1. KUBEADMIN A J~
OpenShift Container Platform ER&Z IR ERUE— N EEFEIE A kubeadmin,

b P B3R A cluster-admin A, FHUNEREN root AP, HBEHERINSEMM, X OpenShift
Container Platform IfERHEM—H), RESTMRE, TEEFNHHPSEIEXNEGE, B0 -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

10.2. #% % KUBEADMIN A/~
EE LT B REERFHOIEH M cluster-admin /5, B LR kubeadmin EiIREEEH L2,

Digk

==
[=]

INREFH—AF B cluster-admin BIHRIBIX NS IRV, NS EHRRE
OpenShift Container Platform, Ittan 45 FoiEBEH,

FeREH
o WIIEDVEET —NEBNIRERER,
o WEMAFHRIT cluster-admin &,

o WIBLZUERFMNER.

it =

e 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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BENEREEA-KHE

%12 EEA S RE

N1 XFRPARE

OpenShift Container Platform 5258 7 — NP RIE, wTARBLENBREF A EB CLI iH] OpenShift
Container Platform API, 15R% - imfE A EBIZES Z 3 HI 4, NIFEEDiR OpenShift Container
Platform API,

&7 LURHE OpenShift Container Platform FIBY—24H1E ) OpenShift Container Platform CLI #45&F 7 X
I .

I <command>/<version> (<platform>/<architecture>) <client>/<git_commit>

Blgn, TR LT SRR
® <command>=0c

e <version> = B IRARA, BI80 : v4.3.0, FALTF /api B Kubernetes APl & HEJ1E K 21 UK
Kubernetes k7, *fAIF /oapi B OpenShift Container Platform API & HB9TE KNI & EEUK
OpenShift Container Platform kx4~ (%0 oc version Fi5E)

e <platform> = linux
® <architecture> = amd64

e <client> = openshift 3¢ kubernetes, E#FEUATHE KM BITZAL T /api B Kubernetes APl L2
AIF /oapi B OpenShift Container Platform API

e <git_commit> = B ImARAH Git 1232 (40 f034127)

HEAFPRER :

I oc/v3.3.0 (linux/amd64) openshift/f034127

n.2. igER A RE

ENEE A, EALUER master B3EF B8 userAgentMatching E2 & i% & SR \E & - iw1 7] AP,

it

o (B master BBBEX4, FESESHARIEBEREE, A0, UTHEFRIEBIEY Kubernetes 1.2 B i
3l OKD 113 Zi#4l, L% POST #1 PUT httpVerb :

policyConfig:
userAgentMatchingConfig:
defaultRejectionMessage: "Your client is too old. Go to hitps://example.org to update it."
deniedClients:
- regex: "W/ v(?:(?7:1\1\1)|(?7:1\.0\.1)) \(.+/.+\) openshiftAw{7}'
- regex: "\W+/v(?:1\.1\.3) \(.+/.+\) openshiftAw{7}'
httpVerbs:
- POST
- PUT
- regex: "W+/v1\.2\.0 \(.+/.+\) kubernetes/\w{7}'
httpVerbs:
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- POST
- PUT
requiredClients: null

LUF RO S TR in A T2 LR i -

policyConfig:
userAgentMatchingConfig:
defaultRejectionMessage: "Your client is too old. Go to https://example.org to update it."
deniedClients: ]
requiredClients:
- regex: "W+/V1\.1\.3 \(.+/.+\) openshiftAw{7}'
- regex: "W+/v1\.2\.0 \(.+/.+\) kubernetes/\w{7}'
httpVerbs:
- POST
- PUT
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123 TR
B12E TERHFOIERS KA

12.1. BR S5k - a8

ARZ5 MK ' 2 —# OpenShift Container Platform ik /™, & FHM BRI AP, EKWKF‘ 28I IEH
TFTER API ST R, BRESTRK ARSI AP T RIRE T REEW AR, FEEHZEHANE

& OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SNBSS API #1THB35IE,
Eﬁﬂﬂ%@ﬂ#%ﬂﬁ%w&)ﬁ REK, LUEHMRER VR API EXBEAEMAFHEIE, B, SRSk
o SHIIREIZFATLIL H API E A S GBS Pod.
o HEIABINFAFRRE LUK B AP A A RiH4T & I,
o SRR FRTRREETLAL W AP R ST IS RS R A
BNRSIK MRS EERE FEIBMAET :

I system:serviceaccount:<project>:<name>

—IRSS KA R AT DN EBIRR A

system:serviceaccounts

AERGHPHMARSIK S,

system:serviceaccounts:<project>

B EIBEB R MIFRA IR ST
BIRSK B8 &M A secret :
o API &%

® OpenShift Container Registry B iiE

‘r?t
plg

Y APl SSHEFD registry FUERRTHE, Ba@id HER secret RBEEEN . HMIBR secret B,
Boh&E R — N secret RERKE,

J

12.2. DI IR S5 K
AT B R QAR S IR A, FHli IS E A Bl 5 %K P S AR

iz
1 " EEERIEPRARSIKS
$ oc get sa
NAME SECRETS AGE
builder 2 2d

default 2 2d
deployer 2 2d

2. FEHETIE R OEHARSS K
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$ oc create sa <service_account_name> ﬂ

serviceaccount "robot" created

ﬂ BEEH—UBPOIERSIKS, 1518E -n <project_names,

3. AL - BEERSIK Y secret :

$ oc describe sa robot

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

12.3. NIRRT A BRRA
EELME BRIk R T A a1, WRSIKPBETRE,

o RATLUEHR U FITIEMARSIK T, B0, FF view A ERINE top-secret 17 B F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

o iR LIAYIE FERFERSIKIRTF UIFAR, Fm, ERFSKAMENTES, FA -ziE

FIEE <serviceaccount_name>

I $ oc policy add-role-to-user <role_name> -z <serviceaccount_name>

B

WNREA B PR ERSIKT R T UFNER, EEA -z irE. SRR SE
FTHRH SR, FHRRVIEERRSIKRT IR,

o ZEWARMMAZNE, BJLUER -nEUEECEN AN B mAZEE, WMTEIRMR.
o flmn, RIFFIBEYIEPHIFTERS KT EE top-secret W1 B AR IR :

I $ oc policy add-role-to-group view system:serviceaccounts -n top-secret
o f¥F managers 5 B FHIFTE IR 551K 7 4k top-secret 11 E Y TR :

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n top-secret
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13 E ENAEFFERRS KRS

13.1. BR S5 sk

AR S5k 1 2 —% OpenShift Container Platform MK F, & RFEMEER A AP, HE%W&F‘ EENIIE
BFIEM API AR, ARSI AIRE API IR T RENAR, TEERAZENRIWE

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
EE.JLN:—%H#%HE%TFKF%E%, LAMEZHHRES VIR API EEHERBEMA P BEIE, fin, EB1ERSSK

o SHIEHIRATLIL H AP E A S OIS BR Pod,

o ABARBINFAREFEALULH AP RHT Ao

o NEBN TR RILUL E AP E A SRH1T I s SR Ao
BIRSIKANAFRERE TRIB A

I system:serviceaccount:<project>:<name>

—IRSS KA R T NEBIRR R

system:serviceaccounts

BERGIHMRAERSIK S,

system:serviceaccounts:<project>

SAERIEEIE PHRRERSIKA,
BIRSKF BEhE@& A secret :
o API &%
® OpenShift Container Registry B
HERH API ShEFN registry FIEARTHE, (ERIEIMER secret RIBEHE . LR secret i, REIR
B34 — T secret SRR E,
13.2. BUABRSS IR

OpenShift Container Platform 5238 & A TEBEHEEMNBIARSIK S, FHFEANENIB EKELRSIK
Fo

13.2.1. BB AR S5

JUAEL AR 3 H 23 E B AR S5k P R Ei2 1T, ARSS 233 BN 7E OpenShift Container Platform EitiZR 14 1
B (openshift-infra) RO TARS KT, HIEFRUOTERETHAR

AR 35K/ 23U

replication-controller 4 fg system:replication-controller &
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B S5k P Uiy

deployment- 2 system:deployment-controller &£,

controller

build-controller 4 B2 system:build-controller &€, 74, build-controller fR%51Kk LI E

RN RS ETFXARF, UERRFIIE Pod,

13.2.2. R BRSIK A6
BANTEFRREHBEARESES

BRZ5 K/ E DS

builder B Pod . #i%F system:image-builder &, fiFERMNER Docker
registry fF AR HE X R I B AP RERI BRI

deployer HEBE Pod A FH#I%F system:deployer s, RFEFNEHRTEHHEH
L5280 Pod,.

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B R I A IR SSIK F #R & #I% T system:image-puller 2, fVFERRNEE SRR registry MITTB &
B AR TR R AR 1R

13.3. QIR 551K
e AET B RO BIRS K 7, F@E RS ERIA G LK R PR,
b =

1 Ak - EELEIUIE MRS
$ oc get sa

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHEIIE B OEHARSS K

$ oc create sa <service_account_name> 0

serviceaccount "robot" created

ﬂ EEH—UBPOIEIRSIKS, 1518E -n <project_names,

3.\t EERSKE secret :
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$ oc describe sa robot

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

13.4. IEAER(E AR SR 7 E ik
1 ET LUB ARSI B9 R4 & 4 TS API BRI B S ER ] FRAS

EEhERG, S 50RIERNA P RITEAFTE KB imagestreams/layers ) get IR, & EH#EEH
&, 2B HRIERAE P %R B RTIE KB imagestreams/layers B update 1R,

MINERT, —DUEFNRARS KA TGIERE -8 PEEMASE, T builder IRS5MK - MIH
TR —I B R A iR,

Pk =
1. BAERSKFH APl GHE -

I $ oc describe secret <secret-name>
fBlgn -

$ oc describe secret robot-token-uzkbh -n top-secret

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3c970e4b7ffe

Type: kubernetes.io/service-account-token

Data

token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. FERTREMBEHITESR
$ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.
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You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>

3. BIAEE LIRS IK &% -
$ oc whoami

system:serviceaccount:top-secret:robot
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214 = ARSI E N OAUTH & ik

14.1. RS K P Y OAUTH & i

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHIRS
KEASHaEERPN—LEEXAFERNETABHIIGE

® user:info

e user:check-access

® role:<any_role>:<serviceaccount_namespace>

® role:<any_role>:<serviceaccount_namespace>:!
TEI9BR S5 P FAE OAuth & imT

e client_id 2 system:serviceaccount:<serviceaccount_namespace>:
<serviceaccount_name>,

e client_secret I LLZ1ZAR 51K 7 BULEM APl 5%, 140 -

I $ oc sa get-token <serviceaccount_name>

o EJREX WWW-Authenticate iiif], i5{$ARS5M -~ _£BY serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L ROEARICEL,

14.1.1. EEAE )7 OAuth B UHBIAR S5~ B URI

SRR B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

serviceaccounts.openshift.io/oauth-redirecturi.<name>

H

RAsE AR, TRITRATEREEEMNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F@5d serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E A URI,

a0 -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

fRIIER LAEE], OAuthRedirectReference ft1T5IF & jenkins BIB8H ., HLL, ZEREBIFAAEAC

& AR, OAuthRedirectReference IR AR L -

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference"a

"kind": ...,

"name": ..., e
"group”: ... 6
}

!

ﬂ kind #ERIZHEI AN RBKE, B, R3HF route.
Q name R HBAT, W ROMERSIK G FR—HZER A,
9 group EMEN RFTEMAH, LIEZE, FABRHNHREFRE,

AUEFFXMNERAIL, KBRS AN RIEHOOBE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first B4R TRBERAE—E, Bi% jenkins RS EH A O https;//example.com, II1E
https;//example.com/custompath ¥l NE3, 18 https.//example.com I NFTM, EBDREEEZEIE

SN -
el ik
Scheme "https://"
EHA "//website.com"
twmO '//:8000"
BRE "examplepath”
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cak

2
% EEEINEBZNERMBIANRNENZEE, IF—E2FENTN.

MU EEEEESE AT UMER U TRAEITEH -
<scheme:>//<hosthame><:port>/<path>

B —NRAILIKZIREIAH, KGR ABNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\" \"name\":\"jenkins\"}}"

Ri% % jenkins FIERERE B A O https;//example.com, | https;//example.com:8000 #
https;//example.com/custompath ER# A,

AR AR SMESERR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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5515 & 5 E T hEF A

15.1. X FRESEERE

BRI EFERESHE, MEEDRERS EMA KRS, Fim, TEEREAATRFERROE
Pod BITIR.

BERHSERBRMRAERF, BRTECHEENSERE, RAEES cluster-admin B&HE
FrREQIBESEE B,

I RS R RSE B S PollcyRuIe SERIFEEERE, RE, EREISXEMNFTEERE, FR
B EDEEEA—FSEEMN], FaEEHL "normal" BIGFEFHTIHE—FRIKRE

15.1.1. Fi F3EH

AFEHEETZERTRARNAERANER. Bl2ETEREN, Rtz hECIRMN
o user:full - So¥FEFA AP BRTENBRY APl #1758 2891/ 51,
e user:info - ATFRILVIRAANER, MAFML,

e user:check-access - 7217147 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIF RN RPEHER A NHNTE,

e user:list-projects - SS1FRi%Lijj[A], RILAFIE A AU R E,

15.1.2. A ESEH
AEEEAEES 5L EAGHERSLMIRNIE, %8686 %% T,

e role:<cluster-role name>:<namespace or * for all> - $FEF RE HEE A B EMMIN, B

TR EM e R ZEE A,

AR XA REFALIFNER, BIEA BRI secret. ABHAEMABER
R, BLSEHSIBEADFIXLERIR, XEBTFHESAAR. 1Z AL edit F
ABHTERANAE, BX TV secretMs, XHBEFNAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 EHI#E{L, ER NS ERENSME
1FULSEHE R VF AN IR,
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16 5 EER LM £ Tk
B EEEHEEM E TR

16.1. X TREM E TR
5 RBAC BTRZEHIA P VIR AL, BRI LUERA L4 L T X2F (SCC) K2 Pod BITNER,
XENPREIE Pod (BEHRESR) ALUTHIRELIRENTH LB EIR, SRILMER SCC E X Pod iz
TR R —HEM, UEHRRRSIES,
B G AT LAE B SCC izl -

® Pod BEBICITHINE 2.

o AFHRALUERMITHEE,

o [EHBERAEFES.

o AEH SELinux £,

o RIFZASID,

o (AR a4 ZE A AR,

e 1F Pod HEH FSGroup K43 B,

o R FRAAMEE.

¢ RO REMEAREBXHRYL

o BRBMMEHA,

o fIFH) seccomp ELEEMEE.
Docker EERIFATF Pod WENEHRNFININEEFIR, BaEALIMINIIRPIINEE, (B Pod FHFE
AT LGB 1 RN A DI RE SN B PR LL BN T I RIE TSR, A
allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities 3%k B Pod Byt E
ER, FEBETLUEKIFLIIRE. BNRRUAUNINBLTIEE, UKk MZEIETLTEE,
LI E/N\IMRILSCC:

® anyuid

e hostaccess

® hostmount-anyuid

o hostnetwork
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Digk

H=
A
INRTE master TN _EIZTHANTERZE, 1ERE hostnetwork B[R]

FRAT R 1182 4E, 1E master £HE1Z1T hostnetwork B TE 5 &8 £
B root B EN, ARG HENBEE.

® node-exporter
® nonroot
e privileged

o restricted

BF

RNEEHMBEIA SCC, BMBRIN SCC AT FHFAH OpenShift Container Platform i 3]
A, WSREINSCC FREHRBEXK, 1H QI SCC,

R SCC fiF -
o FAFIZITHEMI Pod
e Pod FMEHBEREHNE
e Pod LMEER A E1751T
e Pod AR MCS IR%ia1T
e Pod EAEHE IPC #3422 A
e Pod R EHA PID tr& 2 [H]
e Pod fEA{EM FSGroup
e Pod AR TEH
® Pod f#ERE seccomp EEESE
e Pod iER{EITZHEE
ZBREY SCC :
o 1R Pod TIELUFINARIZIT,
o AR Pod TIEHEEEN BB,
e ZK Pod LATSE 4 ERHY UID SEIEIRIBI A 21T,
o 3K Pod AT DER MCS TRZEIZ1T,

e 1T Pod ER{ES FSGroup,
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BleE EHREN F TR

e ¥ Pod fERAEMHFEH,

=
- MBFEXREN SCCHELER, 1HSH SCC M kubernetes.io/description JEfZ,

SCC HIXEFMRIBAM, TIiHEH Pod BB UINNREIEE, XLEXRES N=DRI

7 /R LE R BIMFERRIA N R B MR (E, #I30, AllowPrivilegedContainer &R1E7E,
Mgtz false,

HAFHESER  HONRSRELRBENTFE, UBRAERRT.

H RG22 BERERENERREIFBRMHLIT IO ¢
o AMEMNEG, MKk
o MREEERETRITEESHING,

16.1.1. SCC FEI%

RunAsUser

1. MustRunAs - ZEZECE& runAsUser, A ER runAsUser FFHERIME, EIXTECER
runAsUser F{T511E,

2. MustRunAsRange - IR~ EATISEE, NHEEE L KR/MENRKE, FERKIMEFENRIL
Ho FIXTEEANARVFSEEFTIRIE,

3. MustRunAsNonRoot - £Z Pod 123X N EB I ZE runAsUser SLEFH G H E X8 USER 15
%, TIREERIME,

4. RunAsAny - FRHEIME, SRITFEEEM runAsUser,

SELinuxContext

1. MustRunAs - IR A EATISERNE, NIFERE seLinuxOptions, #f seLinuxOptions {F
FEINE, F% seLinuxOptions #1745 1E,

2. RunAsAny - FRHEINE, SRITFIEEE seLinuxOptions,

SupplementalGroups

1. MustRunAs - IR ERTISEE, NFEEVEE—EHE. EFRE—EHANRIMEFES
RONE. ¥ A SE BT R,

2. RunAsAny - MRHEEIME, SITFIEEEM supplementalGroups,

FSGroup
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1. MustRunAs - IR~ & A5 B, U"m%“’l‘?‘aﬁ* NeH. ERB—EERN&IMEEN
BOIME, FIRFEB—SERERBE—D ID HTHRIL,

2. RunAsAny - MREEINME, SITFEEEM fsGroup ID,

16.1.2. #4115
@it i%E SCC B volumes FE, ZHIFESRENER. LLFBRNAVFESIBREN E LHSRIEN

VAR

azureFile

e azureDisk

e flocker

o flexVolume

® hostPath

e emptyDir

e gcePersistentDisk

e awsElasticBlockStore
e gitRepo

e secret

® nfs

® jscsi

e glusterfs

e persistentVolumeClaim
® rbd

® cinder

o cephFS

e downwardAPI

e fc

e configMap

e vsphereVolume

e quobyte

e photonPersistentDisk

® projected
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https://kubernetes.io/docs/concepts/storage/volumes/#azurefilevolume
https://kubernetes.io/docs/concepts/storage/volumes/#azurediskvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#fc-fibre-channel
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#projected

#B16E EHREN F XN

portworxVolume

scalelO

® storageos

o * (RIFEAMABLEN—MRFIKE)
e none (RILFEAMESREN—NMEHKE, (CAEREMFT)

NE SCC HEMRITBR/NERR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

RIFBRBFIRFHFATE, ENERELZHHFH OpenShift Container Platform B & & 710
BN

p= Y=
hEEERS, £ allowHostDirVolumePlugin &3 volumes FE&HHNE, #l40,

fNE allowHostDirVolumePlugin i false, {B7E volumes FEFREYF, NI
volumes H# hostPath {E,

16.1.3. £ A
FIF SCC By EA #4)°] LARTER T M - B9RE J1 SR 26 BURBI 6122,

FSCCME, XBWRBEAAZRFIRZTURE L TFXHRMMNAFERURR—HEEN SCC, XA
HAR Pod EEHENEIRN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCREEHMMAN FMMAFIBIARARE. A, MR Pod #HE 7RSI, N
RVFHI SCC KA BRI AV RIBAT A LI,

EANFERLUTAEROE Pod WEAREMETX :
1. MRAERAM SCC,
2. WEKERBENZ2M ETOXEENFRE.
3. XA AARCREIERA R E,
INRLEN T RERLRES, NEER Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod /it SCC FEB— 1M FER, UTROIFRBEEAHDFERLIINIE |

ﬁ i
Y XEERGIREE RIS B ERRBN LT,

FSGroup SCC %HB&4 MustRunAs

fNR Pod & T fsGroup ID, 1% ID EFEINK fsGroup ID. &N, Pod AH1% SCC Kk, MR
T —4 SCC,
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N SecurityContextConstraints.fsGroup FEHI{E ) RunAsAny, 3 H Pod #lig&BE T
Pod.spec.securityContext.fsGroup, NILLFEBIANER, FRALIETES, Hi SCCREFRER
B4 EAME Pod FE&, MM Pod KM,

SupplementalGroups SCC kB&> MustRunAs

INR Pod A& E LT —1 %1 supplementalGroups ID, ] Pod B ID @A77 F v % Z2[A] 9
openshift.io/sa.scc.supplemental-groups ¥ fHHIE— ID, BN, Pod A&HI% SCC JiE, MR
WE T —4 SCC,

#NR SecurityContextConstraints.supplementalGroups FXHI{E 7 RunAsAny, FH Pod & &S
T Pod.spec.securityContext.supplementalGroups, NILLFEBEIANER, FEER LTS, Hith
SCC K BAgEaIBLiEH th Pod FE&, MM S Pod KK,

16.1.4. SCC L 5E4

SCCEHE—MUERFE, ©RFMMENEGRRZINEIEE RN R, EHFN, SE% SCCHIEE
BHETE. BETAASCCHTERRR, RERUTAREF :

1 RN &EEBITER, nil B9 O kK
2. MMRMERBZE, I SCCERBRH MK ZIRTFHF
3. WRMERMBEIEEEE, N SCCREBAMHEF
BIANBRT, BINAERFEEIM anyuid SCC £ SCCEEHRERMEN, XEEEHEEARYLME

BB 21T Pod, MAIE Pod B SecurityContext A135E RunAsUser, ZEFE, EEG{BATLL
&7 RunAsUser,

16.2. x F ot e E TFTXARIE

AR RE B R S F R (SCC) ISR, XL RS ML T MR LR hE SR
H#7EAME Pod BB SCC., &/ SCC BWREMT F E A ST T, SMERNTISRE (A
) 5 Pod HIRR(EERE, HIZ4TH Pod i LHRE ID &M SA(E,

BUR SCC S:BUf ARSI B1E Pod HIA& thi&E 5 Y38 Bl & H T B -

1. RunAsUser 8% % MustRunAsRange BRI XBR/NHZKAEH, HEATH
openshift.io/sa.scc.uid-range ;¥ 2 EIEFTTSEE TR,

2. SELinuxContext 5&&°5 MustRunAs B RiXEJ. ## ALK openshift.io/sa.scc.mcs 7 f#
IEFR A,

3. FSGroup %&B& % MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &5 MustRunAs. A% openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSN Pod FREFLXENSHEFRARIME, RINEETFRMERSEK
Bg :

1. RunAsAny #1 MustRunAsNonRoot RIS T iRIEBINE, MR Pod EESHIE, WA D, B
NTE Pod HlA& A E SGXAMES

2. MustRunAs (Fi{H) REIRHHZERIINME, Hla0, *FHID, BIfE Pod MAEEXLTHE
B9 IDE, &RZERNMINSKERIHINE Pod HAHH,
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3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEHENR/IVME. 5H(H MustRunAs
RIE—1F, RZERMNEKINSEEBIEZITH Pod A, MREFEREREATURES NE
Fl, ERRHEENE—MEENZRIME

INRn 4 22 8] ER1F7E openshift.io/sa.scc.supplemental-groups X2, Il FSGroup #1
SupplementalGroups k8% [Cl:E F| openshift.io/sa.scc.uid-range ¥ fi#, IR EETE
£, MAFAIE SCC,

BIAERT, ET IR FSGroup REERAET EMNS/IMERN BN CHREERH
5. g0, wNRERERE TN 1/3, N FSGroup RRFERS/NMEMSXNE 1EEHB
5. WNRESRIT FSGroup FERER SN, WLRENEREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;3 f2##Z LUE S 2RISR, BN
<start>/<length =% <start>-<end>. openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

16.3. &2 M _E T XA HRRA
DFRBERT 22 M L TR (SCC) HAFMIERE -

R priviledged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

(£

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €}
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
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9909902909000

requiredDropCapabilities: [] 6
runAsUser:

type: RunAsAny
seLinuxContext: ﬂ

type: RunAsAny
seccompProfiles:

(£

supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

%1

Pod ATLUERMITNEETIR, ZIIRRFARIFIEREMAINEE, MEKRES * NI ARVHEMINEE,
ANINZ AT Pod BB INTHEETIZR.

FSGroup k8%, 1ERAREM ETXHIRTFE,

B[R]t SCC M4,

EM Pod HJE FMTHRETIZR,

runAsUser SRE§ KR, 1EIARES ETFXHIRIFE.

seLinuxContext RE§ X R, $EBAR LS ETFXMRIFE.

supplementalGroups %, 1ERAREETXHRITFINEH,

ARtk SCC WA,

SCC ##4 users #1 groups FERIRHIBENS 15 )1% SCC A 7, BRINBERT, SEHEENA. T RMLEE
FIBEIRFAFIL SCC BT IRIINER, FREZN BD IR IERI A P #3% % 32 8R SCC B9 R AU R,

¥ E3X runAsUser % B&

104

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

LRI Pod BERENZITEHAF IDE, NI4EMEI UID B4 H I Pod B9 SCC RE, HFER
INERT, 2R SCCRBMNAFMBLTGMRIEMAF, FrLL e #rrE R MRSk~ ER, 7
EXRZEIERFEA, ZR SCC @/ MustRunAsRange SRBEEA R A BRINILE
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ¥ RIEFTEEHFEE, BAERREX—EH. &E, FHEHN



#B16E EHREN F XN

runAsUser [EEF T X—SEHE RSB —ME, TXEUTN, EAsNTHEEHETRESEH,

#H LR runAsUser XE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ RAERSK AP BT RTFE—BF ID 8 SCC JiRABRES, OpenShift Container Platform

FEEZIERIZAS ID MER/K Pod, SCC RIFERID. BTFE—SEEM ID, EFETIHEKMME
YIEF ID,

B E X SELinux. fsGroup Mt FEZHAERK,

16.4. BB &2 M L TFXXA®R
ERTLMER CLI QM £ T X495 (SCC).

FRFH

o BINZRE oc 3417,

=

o REYIK 4B A cluster-admin £ F REfI|E SCC,

i =
1. £ JSON = YAML X {rE Y. SCC :

Z2M E TSR RE L

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
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- my-admin-user
groups:
- my-admin-group

4y, 1A LGB S requiredDropCapabilities FEX X NFTEMIE, M SCCRIMMEFRINAE, AR
BRENTEREMNEERFEF. fin, EZ0/EES KILL. MKNOD #1 SYS_CHROOT Fiifs
EFINEEM SCC, HFLUTRERMEI SCC A KF :

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

&R LATE Docker X4 EFAIRE(HRIFIR,
R
B FIhEER G I%E Docker, &R LAERARIA(E ALL SR EFFA A RERIZNEE.

2. 8RI, 1247 oc create F 1% {3k 0I3E -

$ oc create -f scc_admin.yaml
securitycontextconstraints "scc-admin” created

3. %k SCC BT :

$ oc get scc scc-admin

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

16.5. ETFAEMNZ 24 £ T XARIFRIAR

&R LU SCC #8E A RBAC 2L ERRIBTIR, 1XHE, EAILUFEX SCCUHBSERIRE W E—TEHEBEINE
B, BEEFRAS. ARSI 94 SCC AIREBNEEITSEH,

RTERN SCC DERATELUTE—FINp R ZE AR OIEH Pod: default. kube-
system. kube-public. openshift-node. openshift-infra. openshift, iXLEap44 %2 [HF
N Fiz1T pod SRS,

ZFEHABI ST SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

XRERUATABE X :
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0009

6]

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 9
verbs:
- use

A BE B,

rEX ABRmAZERE, BARIEE, NI default,

BleE EHREN F TR

B3E SecurityContextConstraint TR API 4H, 7£ scc 157E N FHRA BEhE X

Z1[FH SCC MRPIETR,

foUFF F 1 resourceNames FE& 35 E SCC &AM FTIRZE LR,

Rz R B B EIRENIA SR,

YRS ERE A G EEXFEMHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H 4 & 89 3 (A 7T LUF
FA 7 3E B9 SCC sce-name.

16.6. 22 L FTXARSEHGS
RATLUMFE R CLI, fSSCHIRpg SCC ENEIL API XN REEIE,

BT RBAC E7EM LAY, HILEMEDBEE A thITERT SCC ViniR, RIVERT,
AV TX SCC BIREAZRIESN use, &¥E restricted SCC,

R EA cluster-admin 4 F BEEIE SCC,

BF

X, 1HGIEHHI SCC,

16.6.1. 515 SCC

FEEWRINSCC, BE LN SCC RFEARM HILM, RN SCC FREHRE
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IRERHRIH SCC Tk :
$ oc get scc
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <none>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
secret]
hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

16.6.2. f2 & SCC
BRI UESERE SCCHER, B1FEXN SCCNAEIMLERF. RS AFH,

a0, # 7 restricted SCC :

108

$ oc describe scc restricted
Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>



#B16E EHREN F XN

Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

@ 5V scc R mBIR A AR Sk
@ i scc AL

BAEALSEPREBE X SCC, EFRBHEBIN SCC HiXE,

16.6.3. fitif& SCC
fitlk& sCC :

I $ oc delete scc <scc_name>

 MEMBRTE—BiA SCC, BRI ABH &M% SCC,

16.6.4. &1 SCC
EHIMAR SCC :

I $ oc edit scc <scc_name>

. BEAREREEEE Y SCC, EABHMBIL SCC MILE.
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2817 = &4 system:apmin FA

17.1. APl $1{h

&R LABLE X OpenShift Container Platform API BiE kK, EEXRIINEEZEBTH—RAF., NFESE
B, 1558 Kubernetes X4 FE A (5,

17.2. #&#] sysTEM:ADMIN FH /7

IR AR T B P AR SR A& system:admin, XORHEE(IRGERFEIE AR,

ik
o ERFHIIRKEEL system:admin, 1HZ{TUT@M4S :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

17.3. #& 4 sYSTEM:ADMIN ZH.

L@ — M) system:admin A P RS EBESENRE, B IEMSH IS -as=<user> --as-
group=<group1> --as-group=<group2> SH & K ELHAH,

iR
o IE TN KREIMEELE IR KEN system:admin LU R IR, E2TUTHS :

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>
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https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation

$E18= F4 LDAP A

% 18 Z R4 LDAP H

EREIEGR, WaERAREERS. BEMR, FmathE, EHAARTREUET A, #F
HZ#%7E LDAP fRZ5 237, OpenShift Container Platform B LUiX L LDAP i€ 3X5 OpenShift
Container Platform RERICKEY, iLEREHERE—MIEEEEMA, OpenShift Container
Platform BRIZFFSHEALT =MB AR E LA G FEH LDAP BRF521H1THRY : RFC 2307,
Active Directory #1383 Active Directory,

B EEE LDAP WESIS S, HSHEE LDAP SHRMER,

v = -3
' BB A cluster-admin 15 F gEREIS$4H,

18.1. X FEE LDAP A%
1Ei217 LDAP A¥ 28I, BEZEE—TMESEBHEXX M. WXHIELLT LDAP B IHEEIFE :

o FTFiHEE LDAP RS BB E,
o KT IR LDAP fRSS 23T AR NE S BB %,

o TIEFIE NMEAMMEIFTIR, T OpenShift Container Platform 2H & #FBRETEI LDAP AR5 25
By,

BCE SRR BUR T RFEAMESR, Bl RFC 2307, Active Directory 3(1874# Active Directory.

LDAP B imlcE

ELEHH LDAP B IRBCERR S E L5 LDAP IRS52809IEEE,

ELEH B LDAP B IRBCEER S E L5 LDAP IRS58x091E L,

LDAP &/ imBciE

® 6@@0

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password 6

insecure: false

ca: my-ldap-ca-bundle.crt 9

DL, FEESIEEM LDAP IRSS525H IP #hlt AR EEZMIRO, #%35 scheme://host:port,

AL AT D #E R TR (DN), FBYE4YPE DN, MIRF|EAIISFNFT BERRRAFSREIEMIZE, OpenShift
Container Platform &1 8 I,

RAFHERERE, MRBFBEAIFNFT EERRALSEIENIZZE, OpenShift Container Platform
KERALTL, WERAEIMELE, ARSI ST i,

7 false I, %% LDAP Idaps:// URL /8 TLS #1T:##%, # BT %% LDAP Idap:// URL KL
BITLS, HFtrue I, FNARSGERAIT TLS i%H, MRIEMIEE T Idaps:/ URL, iXHf URL 2%
8/ TLS iE#E,

FAFEIEFTECE URL BIARSSERUETRYIE AR S, W1R7ZE, OpenShift Container Platform f§{§
ARGEEMNRIET, RE insecure 1% false 5 F &5 F LI,

m


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-ldap-identity-provider
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LDAP &EifE X

ASEERATRLSMERZBM LDAP TifjE X 4HM., LDAP BIHHEAE L BURTF FH¥EIE LDAP ik
ZEPIEERK 01 TR S BB,

LDAP EiHE X

Qv O ® °

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=inetOrgPerson) 6
pageSize: 0 G

FTERREMN MERFFIRR B XD XA DA (DN), EFRIEE B W, BhaILisE
B XA EF I,

EXREERE,. BXED base. one  sub, MRKEX, NRED sub SEH, TRAPAHKIEH
eI R

5 LDAP e | 2 <02 FRT N, BRER never. search, base =X always, MREXE X, N
i\ always fE5| A&, FTRETHEIG XES| BTN,

P IRAI TR RBINS A PR{E (AR N EAL) o 0 R LR FimR.
B LDAP #311ER. WRRE X, NEILD (objectClass=*).

AR S5 2R S TTE R/NB R IR ER K, LLLDAP SREHEE. MRy 0, AT AR 0T E L e A /N BR
fll. HEMRENFEBES TE MRS HIMARTFHRER, FERED TR,

5% 18.1. LDAP #3836 £

LDAP #5358 H fed

base (B BN A A ERE A DN IEEMN R,

one E R REHREZA DN MW R E— K EBIRREN K.
sub EEARER R N E WA ERIEA DN BT,

¥ 18.2. LDAP f@B|B{TH

12

fRsImT A

never MA#ES|F LDAP I sh BRI E R 7] &
search XERB| AR R85 B,

base NFEEHER RIS RS AR5,



$18 = RS LDAP A

s miTh 3T
always YR?AFRE| FA LDAP SRR BIMIRR B 5l &.
AP LB & FRBR G

A E Y B & FRBRETBAFA YT OpenShift Container Platform 1B & #RBRETRI BT 7 LDAP ARSS 258 £ EI
HHME—IRARF, BRSTEAEE YAML 5L, AP E L BIBES Rl LDAP lRSSFAPBNMHEBE—1E
B, FNIEXLHAN—NFE. IR LDAP iR 25 LR B R E LWL, RF iz
MIEINIT N2 ERIEE S OpenShift Container Platform & FRHIE M.

R %8 B9 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

18.1.1. =F RFC 2307 ERi& > {4

RFC 2307 R ERIEIRMRA F MHL BB LDAP HifE X, LURIE OpenShift Container Platform PIER
ILERFRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR IR RAIBE Al D& AN B A T EmM
AP SEEAMNTER, Fa0, &idHEFIRERN OpenShift Container Platform 4HEIR /7, FHIFIZAEMN A
MREEREM, UTREXHARTXLEXR

MBHEAASE UL, ENEEXHAEMAR,
5/ RFC 2307 &£ 8 LDAP R4 BA& : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn &)

13
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FhE1ZHIC T LDAP ARZ5 3314 IP it F0FE4.

 false B, %4 LDAP Idaps://URL [ TLS i#1T:i%##%, F#HAA %2 LDAP Idap:// URL A%&’ﬂf&
BITLS, HMtrue I, FRNARSSERAIT TLS 158, FRIEMIEE T Idaps:// URL, iXHf URL 27
8 TLS %%,

ME—FRiH LDAP BRSS 25 E4HROE M. 5 DN BT groupUIDAttribute i, ET5%53EE groupsQuery
EeR. BEHTRANLE, HERBRE/ BEEAE,

ZEREHEMEM,
TR 51 B R 15 B BB 1.

ME—H7iIN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

Qv O 09

Q OpenShift Container Platform 2Hi0 3k R B /E B - LI E M.

18.1.2. X F Active Directory 2 & X {4

Active Directory R ERIFIRMA LB M LDAP TifE X, MURIERER OpenShift Container
Platform HilskxHREREIIHEMS

FERHEEE I, #&FE OpenShift Container Platform AR EIERIERN RAIBEf Al D& AN B AT EmM
ArEEAMNFER, 0, @it HEFEERR OpenShift Container Platform HBR /7, {B5&;F LDAP
AR5 25 EHUH B FR R E WH AT, UTREXHOE T IXLEXSR

{81/ Active Directory B\ LDAP RI#BEi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=inetOrgPerson)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

ﬂ OpenShift Container Platform ¢Hic 3k F/E B LR E M.
9 FhEm A R ERMAF B,

18.1.3. X F 1218 Active Directory Bt & XX {4

14
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@5 Active Directory (augmented Active Directory) BXNEREIREE R EMEHLZ BB LDAP &if
E X, BRIENES OpenShift Container Platform it kAR IHIE M,

FERHEEE I, f&FE OpenShift Container Platform AR AIERIE RN RAIBEf Al D& AN B AT EmM
AFsEE AT, fa0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

S Active Directory 8y LDAP R4 &2
& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=inetOrgPerson)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—1RiH LDAP BRS5 28 EAARIEM. % DN FTF groupUIDAttribute B, 8T8 groupsQuery
EeR. BEHTRANTE, HERBRE/ BEEAE,

ZEREHEMEM.

OpenShift Container Platform Hic 5k F{E A R E M.

O00® 9O

A R E R A P B,

18.2. 1217 LDAP E#¥

BB TRESEBENXHEE, BWALUFBRES, OpenShift Container Platform SRFEE A SR —IRSS 255 1T
ZHARKREMEY,

18.2.1. ¥ LDAP fR%523 5 OpenShift Container Platform 4%

IR LS LDAP RS 25 LR A ZH S OpenShift Container Platform @4,

SeRFMH
o SIRRASECEX M.

AR
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1. 4% LDAP BR%5%5 LRIRRE4H S OpenShift Container Platform [@#% :

I $ oc adm groups sync --sync-config=config.yaml --confirm

MINERT, FMAHRLEEERZZZ1T (dry-run) , FILERBIIE oc adm

groups sync 5 L% & --confirm i77&, FBEE N OpenShift Container
Platform ZH10 3%,

18.2.2. 1§ OpenShift Container Platform 415 LDAP k%523 E %

& B] LAR % P8 E1E OpenShift Container Platform ¥ 5 EE XA 1EE R LDAP Bk 5528 R RIEME XS N
SIEER

FRFH
o SIRRASEEX M.

it =

1. ¥ OpenShift Container Platform 205 LDAP RS523R % :

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
BANERT, BHRSBEEHRRZZEZIT (dry-run) , FELEBIE oc adm

groups sync 5 L% & --confirm i77&, FBEE N OpenShift Container
Platform 2H10 3%,

18.2.3. ¥ LDAP %525 EHIF4H 5 OpenShift Container Platform [E%

BT LMFER AL B XHF/HBL MY, & LDAP HMFE S OpenShift Container Platform B,
p= =1

TRALUERREEXH,. AEREXHFIALAFTEHENEREHS. HERMBREAXHBH

MBTEE—TH—HINRT, BAUEZRSASPERGEHGETEHE, XLEHEN
" SR TF1E LDAP BRS53 LI EIMIZH, LAK OpenShift Container Platform 2 Z 124,
SeRF M

o SIRRASEEX M.

Y=

1. Ef3 LDAP HBF &5 OpenShift Container Platform @, HEERAUTE—®S :
$ oc adm groups sync --whitelist=<whitelist_file> \

--sync-config=config.yaml \
--confirm

16
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$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \

--confirm

pa -3

HINERT, Fﬁ“ﬁ_éﬂlﬂiiﬁ"ﬁ%ﬁ%?&iﬁ (dry run) , FLEAIITE oc adm
groups sync fp% LR E --confirm i1, FEEE K OpenShift Container
Platform ZH10 3%,

18.3. iz 1THBBI{ES

INROEER LDAP RS 2R LHICKEARFE, EEAHAILLEREM OpenShift Container Platform 103k
PRI LS, EEESNESHATRSESHERESEEXHUKRBZHHNBLE,

o -

$ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

$ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

$ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

18.4. LDAP HRE% Rl
AT EE RFC 2307, Active Directory #13&3# Active Directory = BR 1,

—

pa =

XERBBREMARIPBREESBAENERKS., BEME, RAETMAEANK N ZHM
H, MBEEXRMARALSRELHNER, ESNHREM I TERLS RO,

18.4.1. i RFC 2307 &R A4 H

XF RFC 2307 =X, LT RANEREY &N admins B94H, ZAHBH NG Jane F Jim, 13X L =45 ] i
T

o [E¥ 2 G OpenShift Container Platform & &Rt 4 H10 5%,

17
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XERBIBREMARIPBREESBAENERNS., BEME, RATMAEANK I ZEM
Ho MFERNARSHREANER, HSLHRERA KRS =,

ERFC 2307 &R, B (Jane #lJim) FIHEBMENE—KRZBEET LDAP IRSS3 £, ZHAK 01 HH&
MEEEEMBEED, LT Idif FBEX T XMERXWE A :

{1 RFC 2307 #xX.19 LDAP %&H : rfc2307.Idif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

Q ‘H2 LDAP RS SBHPHE—KLKE,
g 0 A% 5L FR VR R ZE B MO FRR B R SR 51 |

SeRFMH
o (EMEXH.

ff

L=

S

1. {3 rfc2307_config.yaml XX{4iz17E% :

I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

18
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OpenShift Container Platform G/ UL FHICRIE N LB H R IERER -

{88/ rfc2307_config.yaml 34 1|/ OpenShift Container Platform 41

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BRS5 2 & fm— RES BETE], K 1ISO 6801
o

LDAP AR %525 L 4HRIME—FRiIART,
TFHEZHIL KB LDAP ARS5 2819 IP thit F1E .
RIBR 5 18 E HIZHI A TR,
BTFHMRAKAF, AMERES 4T,

000 O

18.4.2. {8 RFC2307 =X & A F & L L IRk T sk [F 520
FEEA P E LA RS AN, BEXHASTER NS SIXLEMmE, TR,

{5 RFC 2307 &\ & % Y MAFRBRSH9 LDAP [F4

i& : rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"cn=admins,ou=groups,dc=example,dc=com": Administrators ﬂ
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
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userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A3 T LB FRBR A

M—FRRAREYE, BTFAFE XA 895, 1 DN AF groupUIDAttribute i, 1&FEEIEE
groupsQuery 1823, EEIHITRAMTIE, EFEREEY/BEEAE,

MREME—ITRARTARERFE XHEFEF, FATFIEE OpenShift Container Platform HBIE M.

o0 09

ME—H7iN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANE, HERBRYE/ BEEAE,

FeRFMH
o (EMEXH.

it

1. {8 rfc2307_config_user_defined.yaml 3X{4i21TRE% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform @I FHILRAE N LA SRR R -

{85 rfc2307_config_user_defined.yaml 3 {4 A1/ # OpenShift Container Platform #H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ FH AR 7E LR & FRBR A 48 TE B9 ZH & R,

18.4.3. {fFH RFC 2307 A E N MR KE S H
RERT, NREERSMWASSEKLBEERATHRE CEEZANKRE, ARSSKNFHERUTE

1

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".
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X8 R usersQuery FEX R baseDN ECiEfE iR, A5, W3R baseDN BEARZHHPHIE DK
5, BB4i%E tolerateMemberOutOfScopeErrors: true 7] LU H B S AR EE 1T, SEEIZ A BIRK 51545
m%o

154

N

<
5

B, HHERSIRRERIEDIHNE KL, BRUEXBGEERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

XBEE KT usersQuery FEEELEH IR, i, MMREHPSTEECHMREMKGIZE, BLIEE
tolerateMemberNotFoundErrors: true A LLiL4H B H 4425317, BRI EIRI AR 515 4 BB,

gk

H
[=]

1 LDAP IR RS HA GBS TR AR A MR AKE, MR LDAP M
TEEAFIEM, XAgERSEEDP B OpenShift Container Platform ZH AR ER Y 51,

{5/ RFC 2307 &R F B 4Bk 71 55484 7] Fif9 LDAP 2B : rfc2307_problematic_users.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators
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member: cn=Jane,ou=users,dc=example,dc=com

member: cn=Jim,ou=users,dc=example,dc=com

member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP RS 88 L RIFTERIRR .
g ABEIETE, ERERSESHIEF~EHH baseDN FHIRK 5.

ERULULEROAHRER, BUIERSEEXHHRRINATAR

{5/ RFC 2307 &2\ A& F4H1xM LDAP E4 BSiE : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true 6

ME—H7iH LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

Q 7 true B, BEHESBEFHAREO KA, FEBEAE LDAP 5REBIMR FHR AR, NRET
BAEMG, RAFESHIRIATRERIG

9 H true B, EHESBIFEED K GE usersQuery 74 DN A ER BRI ABE, FETE
B B ST B R S R ARG, NRAPENKRTBHERE, MRS ESHEIAT SR,

FoRFH
o (EMEXH.

ff

L=

S

1. {8 rfc2307_config_tolerating.yaml SX{4i21T@E% :

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm
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OpenShift Container Platform @I FHILEAE N LA S IRERLER -

{8/ rfc2307_config.yaml 3 #6158 OpenShift Container Platform 22

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: ﬂ
- jane.smith@example.com
- jim.adams@example.com

ﬂ BTAHMKANAS, RERSXHEE, ROENSEIFTFHERIIM A,

18.4.4. {#FH Active Directory &\ FE$4H

£ Active Directory R H, WS (Jane #l Jim) #FEHE—LRBEFET LDAP IRFG5EEH, HK
AN FEERFREER, T Idif FERE LT X MEXR A~ A -

{81[ Active Directory X\ LDAP £&H8 : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins
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@ FAWERRTEINE B, HREFHRBEHETRSET. memberof Bt T —E2M
FIFEREYE ; £ LDAP RS8R, SHEERIRTURMEEAR M, ATRILKIE
)%o

FRFM
o (EREXH.

it =

1. {8 active_directory_config.yaml SX{4i21TRE% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform Q8 LA FAHILFAE ) Lk B 1R 4SE

{5 active_directory_config.yaml ({4 A1/E2H OpenShift Container Platform #H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins g
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform 245 LDAP RS 8 &/ — REF BT E], X I1SO 6801
B

LDAP RSS2 EHRIME—FRiR T,
FH5ZH10 %80 LDAP AR5 25/ 1P bk A1 E M.,
LDAP Br%5 2555 HHB92H & FR,

000 9O

BTFHMMRGANAS, RIERS XHEE.

18.4.5. {F 1275 Active Directory IR RS 4H

1E38 Active Directory #=R A, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS &,
R AN ERETER BB MR, LU Idif FERE X T iXMEXB R P4 -

{1855 Active Directory BB LDAP 5B : increaseded_active_directory.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users
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dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FrERATEIIN A .
@ 27 LDAP RS S EMBE—XKAE,

SeRFMH
o (EREXH.

ff

L=

S

1. {5 augmented_active_directory_config.yaml SX{4i21TRE% :
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform Q8L FAHILFAE N LB S1REMLER -

apiVersion: user.openshift.io/v1
kind: Group
metadata:
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annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e

creationTimestamp:

name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BR&5 2 & m— RES BETE], X ISO 6801
o

LDAP AR %525 L 4HRIME—FRiIART,
TFHEZHIL KB LDAP ARS5 2819 IP thit F1E .
RIBR 5 18 EHIZHI A TR,
BTFHMRAKAF, AMERESSXHEE.

000 O

18.4.5.1. LDAP #xERK 51 Hii& B R~ Hl

OpenShift Container Platform FRBYARERE, TEHEFEBIEZAI, LDAP IRSSERA T RBAR & Hig,
Microsoft By Active Directory Server 5&i3 LDAP_MATCHING_RULE_IN_CHAIN #1352 #5X—IhRE, H
OID 7 1.2.840.113556.1.4.1941, 74}, {EFLLICEHININ REER S ERASIER L FHIAE,

AT RBREER T 185 Active Directory iR, BRES$—1% N admins 4, Z4HE—1HAF Jane
#1— “H otheradmins, otheradmins ZHEA—1E KA : Jim, X ANRGIER T :

o HN{AIIFHFN A ARNINE LDAP BRSS 23,
e | DAP A% Bei&E XA,
o [E¥ 2 G OpenShift Container Platform & &Rt 4 H10 %,

1E383% Active Directory #= A, A/ (Jane #1 Jim) FIH#RENE—RLXBEFHET LDAP RSS2,
HEK G BN EEER P HENBMS, UT Idif FBE T XMEXMA A :

{51851 Active Directory X1k ERK 71 H LDAP &
H : augmented_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith
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$E18= F4 LDAP A

mail: jane.smith@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO M RTINS REIB
OO =7 LDAP [R%5 % LHIE—HKE,
@ otheradmins 12 admins IR .
5 Active Directory A% 8RERANT, EAIIREA - ZEMARZER LDAP HIE X, UKRIENER
OpenShift Container Platform HiLkARKRENNEYE. 74, EEBRZEFITELENR
e oc adm groups sync BB ATIER R,

o FF# groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN i,

e groupUIDAttribute /1% dn,
e groupsQuery :
o RFXIE filter,

o WWINXERBH derefAliases,
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o ARNIXE basedn, &I {EIGHEZARR,
o FNIXE scope, FIL{EIF#HEZARS,

FERHEEE I, f&FE OpenShift Container Platform AR I ERIERN RAIgEf Al D& AN B A T EmM
A sEE AT, F0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAET. UTREXHUET XLEXR

{§ 1875 Active Directory B\ fI#RERK 7189 LDAP @4 #d

& : increaseded_active_directory_config_nested.yaml/

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=inetOrgPerson)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

ToiR1EE groupsQuery 1123, groupsQuery £ DN FISEEE G428, groupsQuery 7%
BB derefAliases,

Me—FRiR LDAP fRS58s EAHMIBME, &% dn,
ERFEHETNEM,

FA#E OpenShift Container Platform Hif kAP EFFHEM. XZHZEFHEE mail 5
sAMAccountName,

FHER A RRERMAFEM, X3 LDAP MATCHING_RULE_IN CHAIN 89{& M.,

® 000 O

FREZFH
o OIEEE S,
A
1. {£F augmented_active_directory_config_nested.yaml SX{£iz1TREY :
$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \

--sync-config=augmented_active_directory_config_nested.yaml \
--confirm
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$E18= F4 LDAP A

G

% W/ERFARF cn=admins,ou=groups,dc=example,dc=com HFI1E B & £,

OpenShift Container Platform B LA FHI0 R /5 LR R H R VERLE R -

{81 augmented_active_directory_config_nested.yaml 3 {4 0/Ef OpenShift ZH

0009

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: 6
- jane.smith@example.com
- jim.adams@example.com

Itk OpenShift Container Platform H5 LDAP fR%5 2/ — R EL RN E], A ISO 6801 1& =R,
LDAP AR %525 L 4HRIME—FRiIART,

TFHEZHIL KB LDAP ARS5 2819 1Ptk F1E M.

RIERE A S48 E R HR B R,

BFAHNKAMNAF, ZMBESXHIEE. FEE, REANRASEEN, BN Microsoft Active
Directory Server B4R T 4HK 51X %o

18.5. LDAP E& Bt & 4%

FEE AR RGN T, HER, FTRNEXNN REFTENFE, B0, viActiveDirectoryConfig 3%
& groupsQuery FE&, T vI.RFC2307Config #1 v.AugmentedActiveDirectoryConfig #3H8i1X MNF &,

BF

AXFEZHFIEY, FTARE LDAP RS 2HIBMEEIEE U IR A UTF-8 i AT SR AV
Ho BN, tD70%F objectGUID F = i/iFIEMEMF ID Blt. BoicERFHERE.,
20 sAMAccountName =X userPrincipalName,

18.5.1. v.LDAPSyncConfig

LDAPSyncConfig 85 & 3. LDAP HR % Fr EHER B 1511

B fed koY
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HFR sk

kind RN RATHRA REST HTRAY
FREBE, RFSJBATLUMNE P imE
HIRRIH KRG IR, TEE
. RARIEHEE
(CamelCase), %15
B 1 https;//github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

apiVersion TE SN REY L RN AR AR AN I AR
Ko ARFBRNIZIF I B AL
NEFHIRERE, FAIELER IR
MiE. EZE
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url N B EEEEIM LDAP fRS5 28
HE. EHME
O : scheme://host:port

bindDN E4ER LDAP IR 2MY AT E
DN,

bindPassword TEIE RN R B E A LB,

insecure Zhtrue, MFRREZEARRFER

TLS, & false, ] ldaps://
URL /A TLS #1758, FAF
3]
https://tools.ietf.org/html/rfc283
0 I EM StartTLS ¥ Idap://
URL FZh TLS %8, MR
insecure % true ¥ BH{#H
Idaps:// URL A%, NI URL {55
KZNERIBEN ca 1T TLS iE
%,

ca TEMAR S5 28 & H1E K A B9 AT
BYRMEIE B A MR S, Eh
Z2, U A BB RGEARIE S,

groupUIDNameMapping LDAP 4H UID & OpenShift
Container Platform &R AT 1%
BT,
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FRE#

FRE#

FRE#

FRE#

v1.StringSource

#/R{E

FRE#

ISE S


https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md#types-kinds
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md#resources
https://tools.ietf.org/html/rfc2830

HFR sk

rfc2307 SEBTFMXER LDAP RS 3R1R
BHENEE, EEXELUTF
RFC2307 : E—RAMAF &
B, URHBIFIEEMKANEZERN
ZAERB MR EHIH R 5 T,

activeDirectory SEATFMILER LDAP IR55 1R
MEBIENERE, HEX5 Active
Directory FR{ERRIEML : 8—%K
FF&E, UKRBEFIEARTEHBIRK
A% ERB MR EBIHRK T .

augmentedActiveDirectory SERATMILER LDAP iR552R1R
DBENRE, ERX5 L@t
B Active Directory Fr{# FE9ZE
B, BRM—U: BFE—RHEHK
B, elllARFRETHEMIEHK

(=g d
[gii N

18.5.2. v1.StringSource

$18 = RS LDAP A

- Eoo

vI.RFC2307Config

v1.ActiveDirectoryConfig

vl.AugmentedActiveDirectoryCon
fig

StringSource L IFEERKF R H, BT INRTLEBIXHMAIRIEE. HEREE—PFRBHE,

BRHI N —DEH JSON FREE,

B U

value EEBANE, HEEMBE (MR
f5E T keyFile) .

env EESSHEXERMEE (INRE
E T keyFile) BB E,

file B|AEBMXERMEHE (MNRE
7 T keyFile) #xxf4,

keyFile SR ERATHRBENEINX
14:0

18.5.3. v.LDAPQuery

LDAPQuery S 5198 LDAP 2 iH)i fr AL,

£ sk

koo

FRES

FRES

FRE#

FRES

koo
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BFR ek B
baseDN FERRGNMFFBENE RS FRA
B9 DN,
scope BHRALEEE, ATUZE FRE

base ({(XEZAXXIR) . one (&
AR ERFREXTR) SHsub (F
DNER) o BRIEE, MEIAH
sub,

derefAliases B & BRXMaEERT N, ATl FREB
2 never (MBI
%) . search ({(U{EiEFEFAES|
) . base ((VEEHEARNIR
K251 M) =k always (AR
B) . BREE, MEIAN
always,

timeout SLEMANRSB[IIEFRERFE EH
AR 7 AR A5 XE BO T [ BR A6,
LI #AL, MRZO0, MAEE
& F i — M B R,

filter fHAEA DN M LDAP IREHB(IEE  FHFSH
FIEMEXZBEMNER LDAP #E3Rt
pageSize SAEETEAN, LLLDAP £E  BH
=, TEA/NNORRFHT
Pl

18.5.4. v1.RFC2307Config

RFC2307Config 2 & EMEE LT, BT E Y LDAP ARSI R RFC2307 X 5 LDAP R4S
XH,

£ ek B

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E M LDAP A H LN BMERN  FRH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP A& HE EHIFLEMS  FREHA
2% FF OpenShift Container
Platform fHAI & R,
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B sk

groupMembershipAttributes 7E X LDAP A5k B EUFLEE MG
BAHERGA, XEBRMEPITEME
2757 B UserUIDAttribute &=

i,

usersQuery SEATREMA%EM LDAP &
R,

userUIDAttribute E X LDAP & B LW B

RFEREHNHE—TOAR, soils
GroupMembershipAttributes
k5 221 DIERS P

userNameAttributes E X EFH LDAP B &8 L
LEM, LURAEH OpenShift
Container Platform B 4. #H
B NEEIERENEMS, XNZ
LSRN:D|
LDAPPasswordldentityProvi
der 89 PreferredUsername %
BItES, F{E OpenShift
Container Platform ZHit s F A -
BB, KREHREFEIL
mail =t sAMAccountName,

tolerateMemberNotFoundErr  REMDEINEREMA LB

ors LDAP R ESHITT H. BN
true, NMEFHAEMERITE IR
LDAP A, FHBERICFKE
. &4 false, N LDAP R¥{E
F1ER P B BT E IR 5 &
., BRIAE N false, SORIITE
N true, MIECEEIZA LDAP
BSEST S BAR A FRER
bR, HEEIGEESERLIRE,

tolerateMemberOutOfScopeE REEBEBHIEEMAMA - KB

rrors LDAP RI#{ES5HI1T H, RN
true, NAEFBHE IFIBERF &N
YA TEMIEAR DN SEEIM LDAP B/
=i, FEMOFER, BN
false, MYMBAEWERERS
EIHIEEMEA DN SEHEHMER
I, LDAP RIFAESSERM, R
kRN true, MIECEERA
LDAP BIH XS5 A S BAHRD A
£, BB VGEE S A RS,

18.5.5. vl.ActiveDirectoryConfig

$E18= F4 LDAP A

koY

FRBHA

VILDAPQuery

FRES

FRBHA

#/R{E

#/R{E
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ActiveDirectoryConfig @ 2B E LT, T E L LDAP ARF t{faE A Active Directory X5
LDAP fR%5883X E,

£ fed koo

SERTREMAMZEM LDAP &
IR,

usersQuery vI.LDAPQuery

E X LDAP A& B LWLEE  FRBHA
FHRE N E OpenShift Container

Platform A%, F{E OpenShift

Container Platform 4Hif sk A

BB, KEHREPEIL

mail =t sAMAccountName,

userNameAttributes

E X LDAP % E LRTLEY  FREKRE

R ErmENA.

groupMembershipAttributes

18.5.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HRS iN{al 5 A5k Active
Directory B 5 LDAP R$#8 X H,

B fed B

usersQuery

userNameAtiributes

groupMembershipAttributes

groupsQuery

groupUIDAttribute

groupNameAttributes
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SBERTREAZEM LDAP &
IR,

7E X LDAP F 5B EMIFLE Bt
FHERE N E OpenShift Container
Platform A%, F{E OpenShift
Container Platform 4Hif k4 A
BB, KEHREPEIL
mail =k sAMAccountName,

7E X LDAP B % B LryifLEE it
R ErmErA.

BERTREHSEZBH LDAP Eif]
iR,

7E X LDAP A% B LA B
R B M — PRI,
(IdapGroupUID)

7E X LDAP A% B ERFLEE M
21N FF OpenShift Container
Platform 21/ #5,

VILDAPQuery

FRBHA

FREBHA

VILDAPQuery

FRE#

FREBHA



%19 = SLFMEME TN API IR R HTRT JAVASCRIPT BIijin|

319 E RIFMEMMENFT APl [R5 233 1TETF JAVASCRIPT BJ1Jj
3]

19.1. BPFMEREHLXT API RS 285/H1TE T JAVASCRIPT 915 [H]
EXIABI OpenShift Container Platform BE&E (X /27T OpenShift Web $#HlIE& M API B 5588 4 %15 Ko
MRFZFEAEMENEM JavaScript K RTEF VIR API fRZ5 2538 OAuth BR5538, RILABCE AT B9 EH,
BERAVFIX Lo
SoRFEH

o (FAEH cluster-admin & &M iR %EEE,

AR
1. G’ API R S5 28 BUIR

I $ oc edit apiserver.config.openshift.io cluster

2. 7£ spec %4 T 70 additional CORSAllowedOrigins %, FHIEE—MHENHHN XS :

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:37Z2"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z) €}

Q FHEH Golang ENFRARIEE, SXEN API RSS2 F] OAuth RS 2RH HTTP & K89
CORS #Fr3k T,

A=

L RBIR AL TEE -

o () EERRDKNE,

o //BEERIFENFFL, FEITE hitp: 5k https: FERINRIAT,
o \ WA BB RHEITEE L,

o (:\2) EESIEHELKRE (\2) Him 2R (2)o
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3. REFEXMHLAERZER.
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85 20 = & ETCD ¥R
25 20 ZE /N% ETCD #¥E

20.1. %F ETCD jnzs

FINER T, OpenShift Container Platform AN etcd 3B, EERFH/H AN etcd FHITINHEHITHEER
HEBIENZ 2 HIRETANRTE. flt0, 1R etcd FRRBLARNIZRGXINIENAL, EREH
RIPEURREIE,

[EF etcd INEERS, LA OpenShift API BR5525#0 Kubernetes API iR 55 28 FIRIF # N 2
® Secrets
e ConfigMaps

® Routes

OAuth 17 [A] 45 &

OAuth 45

LHIEEMA eted MNBE,, RORMEBRY, IEBRAXIFAMTRL. BoEXLEBHTEM eted &2
ik S #iE.

20.2. 5 ETCD %
AT LUS B eted IR I B EBEHBBURR TR,

Digk

==
[=]

FRERUWEMRINE TR TN D eted, MRMBIRIDEBTM, & ATRES
B INE,

FRFH

o {HFHEZH cluster-admin A& A& EE,

Pt =
1. 1ETX API RSS2 -

I $ oc edit apiserver

2. 18 encryption ik Bi% & )y aescbc :

spec:
encryption:
type: aescbc

Q aescbc £ EIZRR AES-CBC {#f PKCS#7 padding 1 32 45 Bk HATINE,
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3 RIS LAES L E
MELRFFIR, REBEEFHNAD, INLRATEFEE 20 28R KB AIF BETE M.

4. E eted MBS K.

a. && OpenShift API lRS52589 Encrypted RS54, UKIEEFRESERINNE :

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERIHINE 5% K 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: routes.route.openshift.io, oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

NR%H 7~ EncryptioninProgress, XEBREMB DA HITH, FF/LOWEER,

b. && Kubernetes API [R552580 Encrypted RS54, UKIEEFRESERINMNE :

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERNRIHINE B K .7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

NR%H 7~ EncryptioninProgress, XEBREMB DA HITH, FFLOWEER,

20.3. ZH ETCD &=
A ATEEREHEA eted FUBRBMIINE,

FeRE M
o FHEZHR cluster-admin B &I £,

iz
1. 1B API BRSSBFTR -
I $ oc edit apiserver
2. 1% encryption FFEX K EYLE N identity :
spec:
encryption:

type: identity ﬂ

Q identity KR 2RINE, BREREHITEMMNE.
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%5 20 = & ETCD £

3. RIS LAES L E
BT EIIR, RBEFHAD, INIREATREFEE 20 2H=E KA FBETT M.

4. B eted BB R BRI,

a. Z & OpenShift API fR%52589 Encrypted RS54, URIFTEHFTRESERINAET

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR T fe ki 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

INR%iH L7~ DecryptionInProgress, XERER BN HITH, FFLLWEER,

b. &%& Kubernetes API [R5523#0 Encrypted SR 554, UKIFHFRRESERINAET

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR S f5 ki i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

INR%iH L7~ DecryptionInProgress, XEREMR BN HITH, FFLOWEERR,
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