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BIERERZRER

HEEENHEE OpenShift Container Platform Zea KM B RIEH, #&EILAM bootstrap # control plane 5%
master Hlgs P NEBEE,

11, FeoRF M
o B EiH %% OpenShift Container Platform 52%, {BZ&EE KL,

o TNRREFIRHMT SSHEY], BIZERYIEMARIELZTTH ss-agent iz,

1.2. MR Z =P IR RS
MR I RERRFFIRGE T SSH BT, MIATLUKIES KINR BB HHIE,

==
AFRERNREDENDESEMEEZTHEFRERENTAN®STHE, NREE
MIETEZITHEEINE RS, 5% A oc adm must-gather i 4,

SERFEH

® OpenShift Container Platform &% 1E bootstrap 252 ATKNL, bootstrap Ti maAMIETEIZ
7, FFEIEIT SSH Pilal,

e ssh-agent FRREEAITEN LA FERRTE, FEH ssh-agent HREMNREREFRETHEHN
SSH %%H,

o MREAEMEFNEMBIIFREER, Il—EFZEA control plane % master 2T 2R
EFi .
i =
1. 4EBM bootstrap #1 control plane Hl23 KR LEE HEM RS

o MRMFERTRERFEGHEMEBEN, HITUTHS :
I $ ./openshift-install gather bootstrap --dir=<directory> ﬂ

Q installation_directory @& 42 A il 289 sk & #F OpenShift Container Platform &
MBI B,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETRIEEINEH
P i,

o MRFEATEEFMEMIEN, HBITUTHS :

$ ./openshift-install gather bootstrap --dir=<directory> \ ﬂ
--bootstrap <bootstrap_address> \
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>"
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Q installation_directory @ &4 2 A il 289 K& #F OpenShift Container Platform &
MR B R,

9 <bootstrap_address> 2% bootstrap #3852 R E LS P Hitl,
master_address> 2% &+ control plane X master Hl23HE 2R EEH LK IP #h

1k,

%U\%ﬁ@’%:ﬁ\ control plane #1288, WF, ZIHFRAE control plane #l
WEBEFEATZV1M.

R HRLULLTRA

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<directory>/log-bundle-<timestamp>.tar.gz"

MRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

1.3. 83 B EHLEY SSH EEFIRERE
#£ must-gather 5B 5110 /5 5 B E B TR FEHIKER S,

FRFH
o WA EIEHNBY SSH Ui AR,

ik S
1. 217U T4, £ journalctl 555 M bootstrap EHULEE bootkube.service iR HE :

I $ journalctl -b -f -u bootkube.service

2. {8 Podman B logs fa 5 IK5E bootstrap EHHIA B E. U TS MENKIEFAERSRNE

o
I $ for pod in $(sudo podman ps -a -q); do sudo podman logs $pod; done
3. HE, BLZITUTSRER tail s TREENHNEHAE -
I # tail -f /var/lib/containers/storage/overlay-containers/*/userdata/ctr.log
4. ;247 journalctl £845 M master 1 worker EHUXE kubelet.service # crio.service fR55 & :
I $ journalctl -b -f -u kubelet.service -u crio.service
5. {FF tail S UE master 1 worker EHEZRHEE :

I $ sudo tail -f /var/log/containers/*



1.4. TR EA SSH E#EBIENMIBER TFHRERE
1£ must-gather KB EFETEEE TENER TFIKERE.
INRABTTIEXS T 34T SSH Vi IAl, A LLB 17 R RSt H &R A E N L L £ B R,

FoRFM

® OpenShift Container Platform Z4& B 58K,
o API RSN T AEE TAF,

o BRUEEARN

gz
1. BEET TS50 ivar/log B9 journald HTHE :
I $ oc adm node-logs --role=master -u kubelet
2. BT T a4 151A /var/log PR EN STHERR -

I $ oc adm node-logs --role=master --path=openshift-apiserver



OpenShift Container Platform 4.3 2%

B2 E XFFIPS N

MIRA 4.3 FFig, el ARE—NMERS FIPS %ER/Modules in Process IR OpenShift
Container Platform &2%,

X FEBEH I Red Hat Enterprise Linux CoreOS (RHCOS) #l2%, Z#1234R#E install-config.yaml 34
RRETIFPR SHITEHER, SNAXANEN, ZXHEER A SRS IR HERERLT, £
Red Hat Enterprise Linux §l28/, R 1T XA YE worker BI85 E REIRERSIN, J5H FIPS i
N XEFBAERAEREIENE FIPS S HZMNER : TMBREEISH], RERAZFIPS T
1IF/Modules in Process IN& IS,

R FIPS B IERBERBI HIRFRAZATUE A, MG REERERHEEA FIPS,

2.1. OPENSHIFT CONTAINER PLATFORM H /] FIPS %5 1iF

OpenShift Container Platform £ Red Hat Enterprise Linux (RHEL) #1 Red Hat CoreOS (RHCOS) Ff&#
FRFER FIPS %51E/Modules in Process &5 FERAE I MIRIERGIA M. 5B RHELY core crypto
components FEIRZR. B0, LM SSH E| OpenShift Container Platform & IR 2SN, XLEEER
HRIERB N,

OpenShift Container Platform AL Go JRE, FH{EFMZLIER golang JiFsaidE. HIENEEER
FIPS K, FIEEEMEZAM OpenShift Container Platform ZH41#f RHEL #1 RHCOS INZE~2F
)%Q

% 2.1. OpenShift Container Platform 4.3 iy FIPS &2 B HIBR S

B B -

RHEL 7 E R Z#H FIPS , FIPS SEHLA R AR — N B — 0T B % A S E
ETFZRHHHEEE, ELUEH OpenShift

CRI-O ;245134 FIPS. Container Platform kA, F4RE0TAE F o4

RR I,
OpenShift Container Platform BR$53Z #f FIPS,
FIPS %5 1E#/Modules in Process BIMN B ERFNEIE,
B TM RHEL 7 #1 RHCOS Z# il ST N5 & K
o
&8 FIPS & golang Jwi¥2s. X TLS FIPS X FFHRIA A 5EEE, (BT skm

OpenShift Container Platform iR A # 52X #F.

2.2. EEHERMAMTE FIPS

R& OpenShift Container Platform 2 A & #H FIPS J21EA/Modules in Process ik, {BiFHEXEF
OpenShift Container Platform S£E IR thE A FIPS 5%1EBI/Modules in Process &5 FETINE
2.2.1. etcd

EBIRTFHEE etcd BY secret EFF2INZE P FE A FIPS %FA/Modules in Process #5k, iELL FIPS #%
RNBI T M. EERAFIPS BAREERE, EOLUER FIPS #it#8 aes cbe IIFEEE NN etcd R,


https://access.redhat.com/articles/3359851
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#encrypting-etcd

%2 E T FIPS &

2.2.2. Storage
S FARMAFRE, A RHEL IR MZESEEA RHEL RNV NBEN IR REEFME, BIDNME
PIREFMEER RHEL IREMBANBENSS, FHENEHER FIPS &R, #SBIENELSIHNEK

EE ML EIEERZ B FIPS % 1EHI/Modules in Process I BYRT, BRI LUSEREE VINBEN T AN
WXHERYE, NEE LT = B,

2.2.3. iz17H}

EREASNECIEEA FIPS KIER/Modules in Process MBI XN _Ei21T, EFEHE CRI-O &
BIRMZ1THT, CRI-O # FIPS-Mode, BIYASKREE NAETIIRE FIPS ERX Ti21TH,

23. X FIPS iR T EERF

ZHMA FIPS B REER, 1HFREEMENMWEMBRhREEE LEBNS RHT, BRI, 5
ML install-config.yaml XX E T fips: true .

® Amazon Web Services

® Microsoft Azure

o R

® Google Cloud Platform

® Red Hat OpenStack Platform (RHOSP)

® \/Mware vSphere
E1F AES CBC MNE N AE eted BIEFEH, HEREERFIITING etcd BIERF.
NREERR PRI RHEL T, HHREENSMEBI SRS A FIPS RX., 1HSM RHEL 7 XA

Adding RHEL compute machines to a OpenShift Container Platform cluster #1 Enabling FIPS Mode B
Do


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-azure-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-gcp-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-openstack-installer-custom
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#encrypting-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/machine_management/#adding-rhel-compute
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/chap-federal_standards_and_regulations#sec-Enabling-FIPS-Mode
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Jaxd =r )t
FIFTLEEE
3L AEFEENRELE

BRI UAETRNFES EHITFARRENRE,

gég% .
Y TRMARRETHMARTMAES, MTFRAT.

R 3.1 REEF B A BIERZRF R

OpenStac  ###l vSphere
k
Default X X X
Custom X X X X
Cluster X X X
Network
Operator
ThERE X X X
WAEME X X X
UFAE
%

* 3.2. AP ERNEREHS

OpenStac  ###l vSphere

Custom X X X X X
Cluster X X
Network

Operator

Restricted X X X X
network

3.2 BEN TR

BRARTTMEEER OpenShift Container Platform T s, {BAENELIUELFILE. FL S HERETIRERS
FE XM, B LT AR L OpenShift Container Platform 17 miBE#H{TEK :

o (BEETEEHE XM MachineConfig, LUETE openshift-install #7252,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-aws-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_azure/#installing-azure-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-gcp-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_azure/#installing-azure-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-gcp-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_openstack/#installing-openstack-installer-custom
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-aws-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_azure/#installing-azure-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-gcp-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-aws-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_azure/#installing-azure-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-gcp-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-aws-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_azure/#installing-azure-vnet
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-gcp-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-aws-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_azure/#installing-azure-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-gcp-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_bare_metal/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_vsphere/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_bare_metal/#installing-bare-metal-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_vsphere/#installing-vsphere-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_aws/#installing-restricted-networks-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_gcp/#installing-restricted-networks-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_bare_metal/#installing-restricted-networks-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing_on_vsphere/#installing-restricted-networks-vsphere

EI3ERERE
e A&\ Machine Config Operator 1% % 21TH OpenShift Container Platform 7 s By

MachineConfig,

BUR Nt 7 I8 A e R ELLX M A RE T R P ECERThEE,

3.2.1. /R0 day-1 IS

BREBAARSEBEEN MR 2 REMESS, BETREEAENRERZE T BPHRARSERMEIRE
master 71 3 worker TV, THE —LEARFEERH TR IEFRMARSHRUERSIE— KB

SREMBREA :

o EBEEANTIEE (KN SELinux) , LMEXDIHEER KX RY™ £ ARSI,
o ERBARGIAAILT —EEXNSARE,

E [\ master 77 mBK worker T sURIIARSE, ERILLOIE— MachineConfig ¥R, FIRIZNRIFA
Ignition FEEEIS B T 2R FEAME R XHEET,

NGB S AT LUL 45 RHEL 8 IHISE, 1554 Kernel.org W5, MNRBEXLSHERTTMH
#4589 OpenShift Container Platform &%, &IFERXNRERINAKRSE,

i =
1. NEBAERK Kubernetes J§ 5 :

I $ ./openshift-install create manifests --dir=<installation_directory>

2. REMEM worker T7 85 master T SRS,

3. 7£ openshift B/, GJEB—/3X (I40: 99_openshift-machineconfig_master-
kargs.yaml) 3R7E ¥ MachineConfig X REURIMARKIZE, XD BIH master TTREMT —1
loglevel=7 A% SH :

$ cat << EOF > 99_openshift-machineconfig_master-kargs.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99_openshift-machineconfig_master-kargs
spec:
kernelArguments:
- 'loglevel=7"
EOF

1R A LU master 204 worker , LURFARSEURINE) worker s, BIEE—N AT YAML XX
%, LAARINE) master 17 s A0 worker 7 s,

TR IR R LIRS B R SR RY

3.2.2. BT mHIRINRZAE R

NFRZHEREE, EITENEIN, Linuk IS SEFERXLEEHRMEN LSRR ESR, B2
SF—LERE R, TE Linux FRREEIIRER, Eit, Sa7RE—MAERNENENITENIRE
XL, HRRRNLE T WA N OpenShift Container Platform $E&EFRBYTY s 4T L IR 1E,


https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt

OpenShift Container Platform 4.3 %23k
LEERRBXLEVBAHE T —PMARERRE, XMERBTATFEARZ, IRELETHNK, kmods-
via-containers F R ERFEFJ IZELR, UEEHRAKAERZERHIFRSRE,
FEXPNREAUESN T R PRERRSEITRENAER
o TE5|RNEENEANT [HRID systemd RS, LURNIRELRE T HHNZ.
o MRBMEI—DIHHAK, ZRFSKERZERIF/EREIAZS
BRI EARIEHRIFNE, HEE kmods-via-containers github T4 5.
FRILENILANEZR R
o XAMFRRERRATM N,
o HHIEMRAILERAEEAH RPM, IREEMIEE A github.com 4 =7k1S,
o IIIEAZFTE T XESTRRMBB=HRNRER,
o TERNIZH, MEMBHARERAAFZNYHEEZE RHEL 8 B&H. Hitd, BT REMAK

i, BT RESBSEFWEERR, B, B0TSEBEZEVF— yum FHEE, ZRBFEE
FEEERIZERHENAZMBXTGE. ZRERFH—DERN RHEL 1T FHRHE.

3.2.2.1 HEFHNIHARE IR A
TEFRZEREZE] OpenShift Container Platform 82 8, &R LATE S IRAY RHEL R4ttt

2, WEARERBRAIS, KVC HEZRH kmod-via-containers ¥, SAEMEFMIAER, E1E RHEL
8 RUHPMEIX — =, EHITUTERF

AT
1. JREX RHEL 8 %4%, RAEEIMIFITHE -
# subscription-manager register
Username: yourname

Password. *kkkkkkkkkkkkkkx
# subscription-manager attach --auto

2. REMBYHMBRMHTLEE
I # yum install podman make git -y

3. 5% kmod-via-containers &% :

$ mkdir kmods; cd kmods
$ git clone https://github.com/kmods-via-containers/kmods-via-containers

4. 7E£ RHEL 8 M E M| L %2k KVC HEZREFISRMIAELR, X0 kmods-via-container systemd
RS FINEE :

$ cd kmods-via-containers/
$ sudo make install
$ sudo systemctl daemon-reload

10


https://github.com/kmods-via-containers/kmods-via-containers

B 3E RERE

5 REXARERREALE, EREAHE, s —NMETAEHEREM ARENE=AES, &
FE LU kve -simple-kmod R~AIF ERHAR, ERAUTSREIERNAREEEHRGH

$cd
I $ git clone https://github.com/kmods-via-containers/kvc-simple-kmod

6. 4miE BB E S simple-kmod.conf, 1 Dockerfile B #Re " Dockerfile.rhel , 1%
TR -

$ cd kvc-simple-kmod
$ cat simple-kmod.conf

KMOD_CONTAINER_BUILD_CONTEXT="https://github.com/kmods-via-containers/kvc-
simple-kmod.git"

KMOD_CONTAINER_BUILD_FILE=Dockerfile.rhel
KMOD_SOFTWARE_VERSION=dd1a7d4

KMOD_NAMES="simple-kmod simple-procfs-kmod"

7. NIEHARKES G —/ kmods-via-containers@.service L (7E:X Nl 2 simple-
kmod) #EATE :

$ sudo make install
$ sudo kmods-via-containers build simple-kmod $(uname -r)

8. BEFHEDN systemd BRS5, ARBRERE :

$ sudo systemctl enable kmods-via-containers@simple-kmod.service
$ sudo systemctl start kmods-via-containers@simple-kmod.service
$ sudo systemctl status kmods-via-containers@simple-kmod.service
e kmods-via-containers@simple-kmod.service - Kmods Via Containers - simple-kmod
Loaded: loaded (/etc/systemd/system/kmods-via-containers@.service;
enabled; vendor preset: disabled)
Active: active (exited) since Sun 2020-01-12 23:49:49 EST; 5s ago...

9. EMRIAEAT NELR, 1HER Ismod s 55 AL

$ Ismod | grep simple_
simple_procfs_kmod 16384 0
simple_kmod 16384 0

10. simple-kmod RBIEBLNHEFERNAEREILUEETIIE, FA dmesg A G A
#EH "Helloworld" E & :

$ dmesg | grep 'Hello world'
[ 6420.761332] Hello world from simple_kmod.

1£ /proc B simple-procfs-kmod #I1H :

$ sudo cat /proc/simple-procfs-kmod
simple-procfs-kmod number = 0

54T spkut B MIERPIRINEZER -

1
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$ sudo spkut 44

KVC: wrapper simple-kmod for 4.18.0-147.3.1.el8_1.x86_64

Running userspace wrapper using the kernel module container...

+ podman run -i --rm --privileged
simple-kmod-dd1a7d4:4.18.0-147.3.1.el8_1.x86_64 spkut 44

simple-procfs-kmod number = 0

simple-procfs-kmod number = 44

T—%, BXRGBIFXDRST, SREMAKEEEIZT. NRE—THIAK, ZRSSKEWERKEL
HIFThRA, REEAE. IRESHETIZESR, ©FREANZER,
3.2.2.2. /) OpenShift Container Platform & & P&

1R¥E OpenShift Container Platform SRE &R 5| S @B AN FENZIETR, AP AR
— X BAKERERE :

o TEEBREN (day-1) BHPKEIR : (A LUEL — MachineConfig B2, FH@ilafF
— 5 U SRAF H IR 45 openshift-install .

e j@1t Machine Config Operator B& KRR (day-2) : MIRFLAFRERHEDFHZTEER
INARAESR, TIE LL@IT Machine Config Operator (MCO) &8 2 B4,

HEXPFERT, BT RBFEERNZF AR TLURBRKEG S RBRUEE, ETLLETUT
A ERXESD T REIREBZA R,

o NEBNTRIRME RHEL ALF,

o MIIEM RHEL EHLIKEX RHEL fF, 18 /etc/pki/entitiement B XA RHEL RIS HIEI51&
TEF9EE Ignition EEE M 1RSI H M ST HERIBIALE,

® 7E Dockerfile #1, AWINBIE T ARFMEMEHEH yum FHEZE, X SEFRZYGE,
NelBESHRENAZMELE.

3.2.2.2.1. 3T MachineConfig & #& PI#xiEk

B AZEL S MachineConfig —#231 8, &0 LATEZRLENT @17 Machine Config Operator [A
worker 5% master 17 s & E L.

BEORERMAIVER Ignition BB, EREN, Ignition LB RHE A ERMEISRE 1EY core /78
authorized_keys X #FH B ssh 28H . SARELUE @ MCO 7N MachmeConﬁg, MAHE ssh B,
SFXMFRAR, simple-kmod BRESRBIERS O —A systemd HITXH, — kmods-via-
containers@simple-kmod.service

systemd #I52 LIFREFIER— NIRRT R AR, AR kmods-via-
containers@simple-kmod.service 73| S} /55 :

-

1. Tﬂy RHEL 8 ;Ftau, %E}iﬂﬂ#ﬁlﬁ]fa .

# subscription-manager register
Username: yourname

Password. *kkkkkkkkkkkkkk

# subscription-manager attach --auto

12


https://github.com/coreos/ignition/issues/586

2. REMBYHFIFRING

I # yum install podman make git -y

3. % Ignition BB & ST LADIEE systemd BETTIXHE -

$ mkdir kmods; cd kmods
$ cat <<EOF > ./baseconfig.ign

{
"ignition": { "version": "2.2.0" },
"passwd": {
"users": [
{
"name": "core",
"groups": ["sudo"],
"sshAuthorizedKeys": |
"ssh-rsa AAAA"
]
}
]
2
"systemd": {
"units": [{

"name": "require-kvc-simple-kmod.service",

"enabled": true,

"contents": "[Unit]\nRequires=kmods-via-containers@simple-

1k

Wt

kmod.service\n[Service]\nType=oneshot\nExecStart=/usr/bin/true\n\n[Install\nWantedBy=multi-

user.target"

1]
}

}
EOF

IR H SSH BEARINE baseconfig.ign X, LUE openshift-install
FERZ X, INRET MCO BI# MachineConfig, MAEEFAHAF SSH &

o

4. AT RAIER MCO YAML Fitf :

$ cat <<EOF > mc-base.yaml

apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfig
metadata:
labels:

machineconfiguration.openshift.io/role: worker

name: 10-kvc-simple-kmod
spec:

config:
EOF

13
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-

p= =1
Mc-base.yaml i & /7 worker 17 R L ERENZIER . BEEER master TRLE, HEHA

&M worker B H master, EFH TXHNRE, BB W AREEWEEFERRE
X EREEBNTIE,

1. k18 kmods-via-containers ({4 :

$ git clone https://github.com/kmods-via-containers/kmods-via-containers
$ git clone https://github.com/kmods-via-containers/kvc-simple-kmod

2. REIERER TS, XN rBlFEA kve-simple-kmod :

3. FAZETRERNEEE, QIB— fakeroot B, FHIHEE@iT Ignition (& B RE XN
Bx :

$ FAKEROOT=$(mktemp -d)

$ cd kmods-via-containers

$ make install DESTDIR=${FAKEROOT}/usr/local CONFDIR=${FAKEROOT}/etc/
$ cd ../kvc-simple-kmod

$ make install DESTDIR=${FAKEROOT}/usr/local CONFDIR=${FAKEROOT}/etc/

4. FKEXE N filetranspiler B T B2 5% K AB X B4 -

$cd..
$ sudo yum install -y python3
git clone https://github.com/ashcrow/filetranspiler.git

5. £RE&EAB MachineConfig YAML (mc.yaml) , ©8&E( Ignition ECiE. il
MachineConfig, AR SIEEEREHISTER fakeroot Bk :

$ ./iletranspiler/filetranspile -i ./baseconfig.ign \
-f ${FAKEROQT} --format=yaml --dereference-symlinks \
| sed 's/?  /'| (cat mc-base.yaml -) > 99 simple-kmod.yaml

6. MRKFDLRAER, E£ERXHFHZXHRINE openshift BxH, IIRERHEEIZIT,
BRI IR R

I $ oc create -f 99_simple-kmod.yaml
1R =I5 51 kmods-via-containers@simple-kmod.service fR55, FIF#E A AKEL,

7. NTHINRREREME, BRIUERET R (£ oc debug node/<openshift-node>, AfE
iZ47 chroot /host) . EFIHER, 5FEH Ismod &4 :

$ Ismod | grep simple_

simple_procfs_kmod 16384 0
simple_kmod 16384 0

3.2.3. ELLE I TR
£ OpenShift Container Platform &2t 2/, e LATERTA master # worker 17 R L /5 AREELINE, iX

NIIRE

14



AATRERFEANEMENMAFEfNERIIETRE

R7E Red Hat Enterprise Linux CoreOS (RHCOS) R4 L %%
EFRAREN B EWAINE, UEMBEREEA#MANEE (ME—REISFR)
RN root XHRGIHBEIE (/dev/mapper/coreos-luks-root on /)

FEER T LURR B EIE

f#F AES-256-CBC %

NiZNER S REXHF FIPS,

XERMBERXEMM

TPM V2 : XREEER, TPM V2 ERZLMBEBEPEERIGEIE, B TPM v2 B0
B, 1H0IE Ignition BEEB X4, 0 TRk,

Tang : B Tang RKMEEER, BFEFERA— Tang R5528. Clevis EE M im-LfRE, R
BERNLMWREZFF Tang IMBER,

BREBUTH R —hERHIT =5 B NE,

3.2.3.1. 2 TPM v2 &L in e

ERIXNRFZTE OpenShift Container Platform EBEi 328 /5 B TPM v2 X I,

it =

1.

2.

BREENTT A BIOS REEEEH TPM V2 IR, XIEAZH Dell REHENEM, ESHE
BT E AL BB X FA.

FIEBEE R Kubernetes SE 2L -

I $ ./openshift-install create manifests --dir=<installation_directory>

3. 7£ openshift Bk, G — master #1/3% worker X3 X LT AN B AL, UTFRIXH D

XHEIBIF

$ cat << EOF > ./99_openshift-worker-tpmv2-encryption.yaml|
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: worker-tpm
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
filesystem: root

15
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mode: 420
path: /etc/clevis.json
EOF

$ cat << EOF > ./99_openshift-master-tpmv2-encryption.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: master-tpm
labels:
machineconfiguration.openshift.io/role: master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

4. HR YAML XHRI &R EIAR. EORERN SMBRIZXHE, FTUERNIZIET &R,

5. 4kEL#1T OpenShift Container Platform EFZHIRIRER D

3.2.3.2. [5H Tang B &N

18 FIX AN FRARTE OpenShift Container Platform ERE 32 H 5 A Tang B AN,

it

1. A — Red Hat Enterprise Linux lR52RECE NN XE, FiZ1T openshift-install skZk—1
&8 X oc,

2. FEHIG AR Tang BR5538. ERTRIFEFM B EMELNE . H1EBM Securing
Automated Decryption New Cryptography and Techni,

3. RIS BERTELRE Red Hat Enterprise Linux CoreOS (RHCOS) Bf#ILE, 5l

i EARSSTRRINSECKE B DHCP M4%%, f57E ip=dhcp, SHEXBBHRSML, T
DHCP FIESM%Z%, B/t rd.neednet=1 RS,

H o
B i X—F 2 FHEZIREIF R,

4. 5K thumbprint, &4 clevis S (MNRLERBERE) , FHM Tang RFESFEKR—D
thumbprint, A Tang ARZ528% URL &# url BI1E :

$ sudo yum install clevis -y
$ echo nifty random wordwords \
| clevis-encrypt-tang \

16


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/configuring-automated-unlocking-of-encrypted-volumes-using-policy-based-decryption_security-hardening#network-bound-disk-encryption_configuring-automated-unlocking-of-encrypted-volumes-using-policy-based-decryption
https://youtu.be/2uLKvB8Z5D0

{"url":"https://tang.example.org"}'
The advertisement contains the following signing keys:
PLjNyRdGw03zIRoGjQYMahSZGu9

Do you wish to trust these keys? [ynYN] y
eyJhbmc3SIRyMXpPenc3ajhEQ01tZVJiTi1oM...

5. fl|# Base64 gt ih, FERAFERM Tang server it url, thumbprint ifithp :

$ (cat <<EOM

{

"url": "https://tang.example.com",

"thp": "PLjNyRdGw03zIRoGjQYMahSZGu9"
}

EOM

) | base64 -w0

ewogInVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAoginRocCl61CJaUk1leTFjR3cw
N3psVExHYIhuUWFoUzBHdTAICnOK

6. & TPM2 Rl “source” Bt H worker #1/3% master 17 B E A — P N8 Base64
ZRtis ST

BE
IR AN rd.neednet=1 RS,

$ cat << EOF > ./99-openshift-worker-tang-encryption.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: worker-tang
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
source:
data:text/plain;base64,ewoglnVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAoginRoc
ClelCJaUk11eTFjR3cwN3psVExXHYIhuUWFoUzBHATAICnOK
filesystem: root
mode: 420
path: /etc/clevis.json
kernelArguments:
- rd.neednet=1 <.>
EOF

17
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o

$ cat << EOF > ./99_openshift-master-encryption.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: master-tang
labels:
machineconfiguration.openshift.io/role: master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
source:

data:text/plain;base64,ewoglnVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAogInRoc
ClelCJaUk1leTFjR3cwN3psVEXHYIhuUWFoUzBHATAICnOK

filesystem: root
mode: 420
path: /etc/clevis.json
kernelArguments:
- rd.neednet=1 <.>
EOF

o

7. 4KEE##4T OpenShift Container Platform E8EBIRIRERD .

3.2.4. F2i& chrony A (8] R S%

BT LRI R chrony.conf XHBIRBRENE chrony BFAIBRSS (chronyd) {8 FBIES [A] AR 55 28 FIAE X< %

&, F&iF— MachineConfig X LB (LB T =,

it 3
1. €% chrony.conf XXM FH AT E#H1T base64 Jnf, 0 :

18

$ cat << EOF | base64
server clock.redhat.com iburst
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony
EOF

ICAgIHNIcnZIciBjbG9jay5yZWRoYXQuY29tIGlidXJzdAoglCAgZHJIpZnRmaWxIIC92Y XIvbGli
L2Nocm9ueS9kecmImdAogICAgbWFrZXNOZXAgMS4wIDMKICAgIHJOY3NSbmMKICAgIGxvZ2

RpciAv
dmFyL2xvZy9jaHJvbnkK



B 3E RERE

2. fll# MachineConfig X1, ¥ base64 FRIFEWNENINICEMFRFER, ANOINGTHERMNE
master 71 R, EATLUFH B worker, =5 worker B & AIEZIA I MachineConfig :

$ cat << EOF > ./99_masters-chrony-configuration.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: masters-chrony-configuration
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,c2VydmVylGNsb2NrLnJIZGhhdC5jb20gaWJ1cnNOCmRyaWZ0ZmiIsZSAvdmFyL2xp
Yi9jaHJvbnkvZHJpZnQKbWFrZXN0ZXAgMS4wIDMKcnRjc3luYwpsb2dkaXIgL3Zhci9sb2cvY2h
yb255Cg==
verification: {}
filesystem: root
mode: 420
path: /etc/chrony.conf
oslmageURL: "
EOF

3. NEEXHMH—DEIRED,
4. MRERLRARD, E£RFERXMHE, FUEXHRINE openshift Bk, AFMSAIERER,
5. MRKEHEE2IT, BEBUTHEMAIZXH :

I $ oc apply -f ./masters-chrony-configuration.yami

3.2.5. H ¥R

MFFELE FIPSHBRHER, HZH Support for FIPS cryptography o

3.3. A TEZERNEHZENER REGISTRY
EZRME P ESEMZE L REERT, BUITNMENASREEER(miron)BIBBNIMEH, R

PRSP RE (T RFRESENEMEN, TXERERFESHEMERN, BRI UAETZREF ML H
A RIS IAR R RE R RSN A SR B LA R,

19
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BF

BRI LT R B SRIRERFr B B iRk X —REH, BEFEUR registry RIE
AR AR BB &R (mirror) N E, MREFTEVIRIHEEEN, HERE
TS DO BUR S HI 2w B W 4% SR IRA IR & R,

3.3.1. X TR registry

& A LLEE{& OpenShift Container Platform R F/E4LH ™ @B HFER (mirror) iR (mirror), X LS IR {E
AREMNERR, ZITRARG (8RR RES|IBISEEREHE&K(mirror), b4k, Operator BE
TR R R B | AR EAR S I T REABEA Operator #4175 & (mirror), BIENAGE, BENESNER
BCiE N MBI registry FIRZRIERA,

B registry IR HRF TR SR APl (15 schema2 ) BIEMEER registry, FRIEEEM =N
registry, A% Red Hat Quay. artifactory #1FFR Docker % 17 reqistry ## 35, FERAEFA— registry
AR OpenShift Container Platform RI{ERT FEZRIEME IO E & NIRRT M,

Bif& registry AT AR IR B S ERBEPBIB AN UIF. W1R registry T3EVT R, BEFHEMIRE (10
TEMEBERENL) FTRERKN. Eit, ByFURERANARZITHRE registry, g registry ED
WIS OpenShift Container Platform SE 2894 = LA 0T R4 AR P AL,

{8 F OpenShift Container Platform $R{&IEFT 551 registry i), ATUARAUTHMIER. MNRENENT
AR 15 [r] B EX R AR B BER registry, MABERIEHEREFET R, EILLEZEMZISEPHEERIZAA.
XA RIS FEEATEE B (mirror). TIREEXFHMEMN, NI ZEEHFEERBIXGRSH, A
ERZENHETBNN TRAZRINER, XN RREISN B A EREAT i 5

3.3.2. EEEMEHREMN

PATER S TRAT, WAVER ENUREARHREMEER LR E,

3.3.2.1 8 FHE T RIS RE CLI

REELRL CLI (oc) EFEAMGSITRES OpenShift Container Platform #1173 B, f&A7E Linux .
Windows 5 macOS E%% oc.

BT
INRLET IHMRAM oc, NITCEEEA OpenShift Container Platform 4.3 RHIFFA M4,
TEHREFRMAR oc,

3.3.2.1.1. 7£ Linux L %% CLI

80T R BB LUTRFZLE Linux £%R%% OpenShift CLI (oc) ZH IS4,

iz
1. 1[n] Red Hat OpenShift Cluster Manager F#58Y Infrastructure Provider T,
2. EEEERERIZRI BN P R R R R,
3. 7£ Command-line interface 84>, MTHIFHAFEEE Linux, = Download command-line
tools,
4. RO -

20


https://github.com/docker/distribution
https://cloud.redhat.com/openshift/install

I $ tar xvzf <file>

5. 8 oc Zi#HICHEKEI PATH 9 E F 4,
HATU TS A UEEYEIM PATH K& :

I $ echo $PATH
RECLIE, BAMERoctHhd :

I $ oc <command>

3.3.2.1.2. f£ Windows _E%2%E CLI

&0 IR BRLUTRFZE Windows &% OpenShift CLI (oc) ZiFHHIAHE,

ik
1. 1517 Red Hat OpenShift Cluster Manager FII4RY Infrastructure Provider 1Mo,
2. M ERIZRI N B R R R,

3. 7£ Command-line interface 84>, M THIE # A% Windows, 5 Download command-line
tools,

4. {FF ZIP 2Rk FH,

5. 38 oc ZHIHS R E PATH B9 B XA,
EEFEWN PATH, BHAGSRTIEOHIITU TGS -

I C:\> path
RECLI G, SiaJLMERoci% :

I C:\> oc <command>

3.3.2.1.3. f£ macOS k%3 CLI

IRE] R BB LUTRTZELE macOS L4 OpenShift CLI (oc) i,

ik
1. 1517 Red Hat OpenShift Cluster Manager FII4RY Infrastructure Provider T1MHo,
2. M ERIZRI N E R R R R,

3. 7£ Command-line interface 84>, M THIFHEA%ERE MacOS, FF = Download command-line
tools,

4. FREMMBERFH.

5. % oc ZiHIXHRBE PATH 9B K,
ZEEMH PATH, fIA—MARBOHIUTUT GRS -

21


https://cloud.redhat.com/openshift/install
https://cloud.redhat.com/openshift/install
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I $ echo $PATH
& CLI g, st MEHoch< :

I $ oc <command>

3.33. B ER N ARG ITEIRIEIL

D2 BB registry TIEXH, AVPRZIERBEERBEEREENERINRH,

Digk

==
[=]

LREHN TN EFEA LR registry TIRIXMAAFN pull secret, MNRFERFKERAIR
Hit>et, KERPHFANSEBRERER registry B AR,

Digk

==
[=]

it R B R A LA 54K reqgistry ERIBRZRERR registry #H1TBRME, FREIERMN

| registry pull secret,

BF

REEHN A BRI registry BIESUEVE N pull secret, MNREREZERFFZHIL
%, SEERMFENRENERER registry B ARR,

FeREH
o BET—/E&R (mirror) registry TEPRMLZEAER,

o EBIEHIR registry FIRR T BHR CERALE, LUNBRSREERBER(mirron) BIXMIE,

o RER T — MK registry Ik, AVPRHEEALERZRROE,
iz

HEREFNETRATESIR

1. M Red Hat OpenShift Cluster Manager i s #J Pull Secret TIHE F# registry.redhat.io B9 pull
secret, FEHRFEN— .json i,

2. NIRHIEER registry R base64 SR - B IEHSHE

$ echo -n '<user_name>:<password>' | base64 -w0 ﬂ
BGVibYk3ZHAtqXs=


https://cloud.redhat.com/openshift/install/pull-secret

ﬂ 1T <user_names> #1 <passwords> 15 registry B 7 ZFEL,

3. BLJSON &R A& pull secret BIA :
I $ cat ./pull-secret.text | jg . > <path>/<puII-secret-fiIe>ﬂ

ﬂ B EBNTEME pull secret IS RAIER R, LARIERAIER JSON XHHIE TR,

AR UATFLUR A

{
"auths": {

"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

"reqgistry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

}
}

4. GEEETSCHFR IR registry BOERSD

"auths": {
"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

b

ﬂ %I F <mirror_registry>, 187 registry 5%, LAREBER registry FARIRHER BRI AL
iw O, 540 : registry.example.com =X registry.example.com:5000

9 {5/ <credentials> R {K registry F§7E base64 GBI " 2B,

XA RUTF LT R

{

"auths": {
"<mirror_registry>": {
"auth": "<credentials>",
"email": "you@example.com"

b

i
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"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

},

"quay.io": {

"auth": "b3BlbnNo...",
"email": "you@example.com"

},

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

"reqgistry.redhat.io": {

"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

1. JREEET S FRINER registry BIERSD
"auths": {

"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

b

ﬂ %I F <mirror_registry>, 187 registry 5%, LAREHER registry FRIRHERN BRI AL
im O, 540 : registry.example.com =X registry.example.com:5000

9 {5 <credentials> R {K registry F8§7E base64 YRGB " 2B,

XA R TF LR R

{

"auths": {
"cloud.openshift.com™: {
"auth": "b3BlbnNo...",
"email": "you@example.com”
}
"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com”
b
"registry.connect.redhat.com": {
"auth": "NTE3Njg5N,;...",
"email": "you@example.com”
}
"<mirror_registry>": {
"auth": "<credentials>",
"email": "you@example.com”

b

24



"reqgistry.redhat.io”: {
"auth": "NTE3Njg5N,;...",
"email": "you@example.com"

}
}
}

3.3.4. Hi1%& OpenShift Container Platform (%R 17 (f %
RREEEBRRESHAIGTFZHREERAM OpenShift Container Platform & /%,

FoRFH
o EEVEREN T VTR BHM,
o MENHR registry BEE NEZRMLZHER, HAUREEENIESZIL

e {KE M Red Hat OpenShift Cluster Manager Ui )B4 Pull Secret TTE T T pull secret, F BB
NEERRFEESHEIEER.

i
FEBGREN EFTARATHIK

1. &% OpenShift Container Platform & IHE, UMERELREH OpenShift Container
Platform iRA, FRE Repository Tags TIHMAER T (tag)

2. REMHBHIMEELE :

$ export OCP_RELEASE=<release_version> ﬂ

$ export LOCAL_REGISTRY='<local_registry_host _name>:<local_registry_host_port>' 9
$ export LOCAL_REPOSITORY='<local_repository_name>"' e

$ export PRODUCT_REPO='openshift-release-dev' ﬂ

$ export LOCAL_SECRET_JSON='<path_to_pull_secret>' 9

$ export RELEASE_NAME="ocp-release" G

$ export ARCHITECTURE=<server_architecture> @)

$ REMOVABLE_MEDIA_PATH=<path> G

%I F <release_version>, ifigEES OpenShift Container Platform ARAX N EIFRZ, AT
fRE9ZRH, 40 4.3.0,

%I F <local_registry_host_name>, EI5EHIGFMHEEM registry 54 ; X F
<local_registry_host_port>, Ei5ERTRERNTNIKRO,

% F <local_repository_name>, &E1EEE1E registry FOIBERCERTR, 0
ocp4/openshift4,

EHHREEE, S TFETIMRERA, »J18E openshift-release-dev,

%I F <path_to_pull_secret>, 1515 EE QBRI registry BY pull secret BO4ER BRFRFISC
%4,

RITIRA G R, XN FEFIMEMRA, ELI1EE ocp-release,

SO0 6 © ® O

%I F server_architecture, iEEIRSS2FHIFIZE, 0 x86_64.
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@ X F <path>, IEELEHKE FHEBE,

3. FHRRAFAR R (mirror) BINER R 25 registry :
o MRMMHIFIRENTIEVIMBEEXR, HEHITLATERE :
i RO TR R R E R E M RS,

i. BEEHRGNGEERMEESR

$ oc adm -a ${LOCAL_SECRET_JSON} release mirror
--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE} --run-dry

jii. 03—k H P imageContentSources 24, MHIFEIRIE B SR BIRIEME
AR, L FIE L2+ imageContentSources 24 7 INZ! install-
config.yaml 324/,

iv. JFEEREERE AR HBEKH

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

v. TG EERIRRMAIMNET, FHREGERLEEEIRBEES registry.

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}

o MNRAMAELS registry EEEREREN, EHITLUTIRE -
i FRAUTHSERNLZITREGHEERIA registry:

$ oc adm -a ${LOCAL_SECRET_JSON} release mirror \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}

ZaSBATERRINAEE, HindoRBRELHITATEN imageContentSources
iz,

i. 0k E—a$HH M imageContentSources 284, EHIHIRIE RS EMNEREFMEE

AR, L FIELRE 2+ imageContentSources 24 7 INZ! install-
config.yaml 324/,

26



BREFMEF ST RRPRIELZT] Quay.io, podman FERIFIE bootstrap BEFUHLE registry
A 7R Quay.io,

1. ZURETFEGBABNRERRS, HFRIANAHGHEER LTS :
$ oc adm -a ${LOCAL_SECRET_JSON]} release extract --command=openshift-install
"${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-${ARCHITECTURE}"

BF

EMRFRS EBIEERE T EEERN OpenShift Container Platform iRz, &M
BIENBPIRNRERER,

B AER R BB MR8 LTI F K,

335 EFERHUNEFEE

{5 A 2 IR M 4S B SR B 0 5 A BRIARY must-gather 854%, LUE AR RIRE HHER, ERILER
T, must-gather HEFR ST T A, ZIRMZSAREVERETTIE T 7 B SR M2 7 1 72 h ER R AT B i AR

ik =
1. MERMZEERNEHH T AN must-gather 5% :

I $ oc import-image is/must-gather -n openshift

3.3.6. AW A &BHNE T HIKD registry B Samples Operator 5§

OpenShift #3422 [A] R K % #H Samples Operator BEEEMIRIRRIBEA AL T registry.redhat.io L4118
registry FRBYEIR. BHRINBEARE A FixX LHi& iR,

BF

jenkins. jenkins-agent-maven #1 jenkins-agent-nodejs %1%k B L&A MM
#, M Samples Operator B2, R IXERRERABE S —FHHRIREE.

1% Sample Operator BEi& 4 #) samplesRegistry FEX % &/ registry.redhat.io B1R
ZNR, HNEBELEEMBE registry.redhatio, RETF Jenkins SR MEE K. AT
Jenkins BRI REER MM Ho
Samples Operator 22 IEfFLLF registry FiF Jenkins &7 :

® docker.io

® registry.redhat.io

® registry.access.redhat.com

® * quay.io,
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cli. installer. must-gather fll test 5l R AR FTLEBRNNEMN—E82, BFH
Samples Operator B3, LLREARS RIXLHEHR.

FeREH
o FHEZXR cluster-admin B &I £,

o NIRHIEER registry BIEE pull secret,

Y=
1 ViR E R (mirror) BURFEBIRREVER, HI40

$ oc get is <imagestream> -n openshift -0 json | jq .spec.tags[].from.name | grep
registry.redhat.io

2. Y4 registry.redhat.io A S ETEZ RMLSIME PR EREMGGRKIRRLR, FHE (mirror) l—
NE M BIEEAR (mirror) :

$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest

3. EEMNBEKREENRP, NEMKRIMAIHRRRE CA

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

4. B# Samples Operator BB R H) samplesRegistry FE&, FHOSHKREE S E XL
AIEM hostname Ef4) :

I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator

. XRMEN, FANEGRSASRAELZIFERER (mirro) SIS,

5. A REEIRIRRIRINE] Samples Operator BRiE X R # skippedimagestreams FE%, =
&, MREFEXHFEMROIFEGRT, 157 Samples Operator BLE X R H{¥ Samples Operator
WiE N Removed,

BERS AKBH NS E, &AM REEIGERR, HEFUWR Samples
Operator % B H N Removed, #4 53 Samples Operator i £ Degraded %k

/Cho

OpenShift g8 22 (A RIS MENRERS| AE&R. B, /A Removed BIREHRFAER, &
EGRTE R R D BSOS B ROR SR TR ES TN ERE .
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3.3.7. FEH K
o ERTEZIRMLSHEFRIEMERN EREEERE, 0 VMware vSphere, ##18% Amazon Web

Services,

3.4. TRAMEEEE X
KL EER LB B E L FE OpenShift Container Platform &2 ERE R . A& T A& %70 F.

R LB B R R B RN EEINEE, N registry. MAEEE. HEWERERIEURBF BHHE
N P o

MFREXLFTRNLFIESR, 15EM oc explain 454, 0 oc explain builds --api-
version=config.openshift.io/v1

341 EHRETR
FEERREWELERFLEEE (MkMmBZN) , BH4H cluster,

BRAH

sk

apiserver.config.op
enshift.io

authentication.con
fig.openshift.io

build.config.opens
hift.io

console.config.ope
nshift.io

featuregate.config
.openshift.io

image.config.open
shift.io

ingress.config.ope
nshift.io

oauth.config.open
shift.io

project.config.ope
nshift.io

proxy.config.opens
hift.io

Rt api-server BSi&, 0UEFFIUEH A Lo

PEHIRBR A S B ARSI RS E,

R RR R AT BRI R HIECE,

FCE Web %6 R mENTH, SRFEEHT .

Jo B FeatureGates, LUMERBEFE BRI IhEE,

FR BN AR R BB HA AR registry (Ro1F. B, FRL. CAEFRE)

SHAMEXEEFE, MERERIAE,

&R SR M8, LRSHER OAuth iR 55 Mz X EMIT A,

RETENLEAN, aRTEER,

EXFRENERML U H M EEANKE, X BRFAEMEHGEEREID

{E.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-restricted-networks-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-restricted-networks-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-restricted-networks-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#api-server-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#understanding-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/builds/#build-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/web_console/#configuring-web-console
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/nodes/#nodes-cluster-enabling
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/images/#image-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/networking/#nw-installation-ingress-config-asset_configuring-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/authentication/#configuring-internal-oauth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/applications/#configuring-project-creation
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BHRATR sk

scheduler.configo  EEBIERFEITH, MERIEMEINT RILFESR.
penshift.io

3.4.2. Operator BL E %R
X LR B RS EESEE LA, BD cluster, 12145 E Operator A BI4E B LHAHITT N,

BLRATR ik

console.operator.o  ¥EHEIEFEIS AN, #0554 E S
penshift.io

configimageregist =~ EREREBHRIR registry H &, MIAHREEHE. BELH. KEBXKE. KRR, BIXENE
ry.operator.opensh  fiiZKHY,
ift.io

config.samples.op BEi& Samples Operator, LAEHITESERE R LHGRAERRA,

erator.openshift.io

3.4.3. HihEd B HTR
X EEER B VOEAE — MEE AR B — 50, EAEERT, EaLUET OIR S AN R FIsEiE RS P

Bl EEAMIERT, Operator RIEFEHEE a8 22 (A RBIRFE FHREHI R, MFE X MEFEE Q2 H
i SHRLBIRIFNE, ES5EREHGXXHE.

BHRATR LA tpfa 2] fed

alertmanag main openshift- 2l alertmanager ERE S,

er.monitorin monitoring

g.coreos.co

m

ingresscontr  default openshift- BRi& Ingress Operator {770, 0k, BIAEL. IEHFNILRHIZZ K
oller.operat ingress- [

or.openshift operator

io

3.44.EEH%R

ALERXETRORERFER, ETEERMEXLERR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/nodes/#nodes-scheduler-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/registry/#registry-operator-configuration-resource-overview_configuring-registry-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/images/#configuring-samples-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/monitoring/#configuring-alertmanager
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/networking/#configuring-ingress

HRAH LB FR b

clusterversion.c  version 1£ OpenShift Container Platform 4.3 &, REBE L4~ £BH
onfig.openshift. ClusterVersion ¥R, MM BIEHEXRIERBENEEL,

io

dns.config.ope cluster ToiEIBREREH) DNS ZE, A LAEE DNS Operator 4%
nshift.io

infrastructure.c  cluster ARUEHSHESHNERENREIFE.

onfig.openshift.

io

network.config.  cluster TERERERENERENL, EEE UGG, 15EBEEXMRET
openshift.io &R EE LHM,

3.5. BoiE B A5
NREFBA MG, W AHTESE, LUE OpenShift Container Platform BEV [R] IE &2 VEATE B RIM 14,

IRTIRAR T — Lok sRPOUH AIFRR, #0SR{EF Red Hat Insights, Telemetry fR%S. FEEEEMN UK
2R, NAERF RS i RB9i R R,

3.5.1. &y OpenShift Container Platform Bt & Bh X3

£ %% OpenShift Container Platform 2 &, &R ABCERS KIE, LARTF OpenShift Container Platform
FT 78 il A9 1 (] A RR

FTE worker 7 R _EIZTBIRRSSAELL, BTG T RPNRS B RFNEETRE I,

it =

1. SUFLLF registry URL :

URL Thie

registry.redhat.io R OB REE

quay.io R ORSRFER

sso.redhat.com https://cloud.redhat.com/openshift i s {5 3

sso.redhat.com =8 & 1D 5E

openshift.org 124 Red Hat Enterprise Linux CoreOS (RHCOS) #if&

2. FHRMIZATHRIE S HERM FIRIVEM USRI A RIFFIR,

3. MRATEHA Telemetry, BT XTLLT URL B9 RAR, LUEREI ] Red Hat Insights :
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/updating_clusters/#updating-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/networking/#dns-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/installing/#installing-aws-network-customizations
https://cloud.redhat.com/openshift
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URL e
cert-api.access.redhat.com Telemetry FT#
api.access.redhat.com Telemetry Fii#&
infogw.api.openshift.com Telemetry Fif&&

https://cloud.redhat.com/api/ingres  Telemetry #l insights-operator =
s

4. INRFEFH Amazon Web Services (AWS). Microsoft Azure 8k Google Cloud Platform (GCP) 3k

REEHER, BoiRTFARMZSHEMNE AP A DNS 89 URL BIU; AR

=~ URL ThiEe
AWS * amazonaws.com FBILIT LI ] AWS RS FI TR, 5515

AWS 3#4e AWS Service Endpoints, LA
TE 12 F A9 XS A SR 1 B9 B AR IR =R

GCP *.googleapis.com FE I GCP BRSMEIR. 1HSH
GCP x#/# Cloud Endpoints, LAER
B9 API AT S 1B S

accounts.google.com FE ML R EE GCP K,
Azure management.azure.com FE L] Azure IRESFNHR, BB

Azure XS BIAzure REST APl 5%, LA
EIRHY API TSRO IR s

5. LT URL B ARIFHISK :

URL Thie

mirror.openshift.com FERTLA NG RERNBNG R, itRtBRAT
BRZZMEIR, 18 Cluster Version Operator REE—
N ERE TERR,

storage.googleapis.com/openshift-  LZITIRA K AR, B Cluster Version Operator R &

release E—PHERE IR,

*.apps.<cluster_name>. HE LTI FIEOABSEREERE, MRIETAERE SRS
<base_domain> WE T AQBER,
quay-registry.s3.amazonaws.com FEELTLATIA] AWS HEY Quay HRIERA.
api.openshift.com FERTLG EEHEESA T ANER.


https://cloud.redhat.com/api/ingress
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://cloud.google.com/endpoints/
https://docs.microsoft.com/en-us/rest/api/azure/

URL Thie
art-rhcos-ci.s3.amazonaws.com FEULILL T Red Hat Enterprise Linux

CoreOS (RHCOS) 1%,

api.openshift.com SHDEME

cloud.redhat.com/openshift EHSHEmME

BEAFTERBV TR ERHTRERE, A2, FHMEIUEF Web 2§15 Operator R1E#EE|
PANERE, MSIFRRBARSTIER T/, MREEEHEEA, BEFRERIT *.apps.
<cluster_names>.<base_domain>, 15X :

e oauth-openshift.apps.<cluster_name>.<base_domain>

e console-openshift-console.apps.<cluster_names.<base_domain>, =%, 7&
consoles.operator/cluster X[ R spec.route.hostname ZEXFIEENENE (MRLLF
EXIEZE) .

3.6.FLEFNE KR

&% OpenShift Container Platform R4 4.3 &£, BRI LUSEELEKOAMHEE TR,

- o
RN ERTERNTHNEHEMBRINEREEHTINER. .

3.6l XTHAERE

FINER T, OpenShift Container Platform #%i& & A A RI AFF Ui [F#) DNS #lifR. EEREREE,
AT LU DNS,  Ingress Controller #1 AP lRS5 85 X NFLE,

DNS

NRELERFESWEMZE E&RE OpenShift Container Platform, RERBRFARETEFEENAHK
RAIRILE, HIERRMIER T IEHECH DNS B2 —MAER, EAHKMAERAF, RE&KIE
i &EEH *.apps # Ingress f/E DNS, 5 API iR 25012 api.

REMFAXFE *apps iLKEHERDN, HHEMBRABXE, AR NWERTEMZMHTE DNS #
*ﬁ’o

Ingress Controller
EHBRIN Ingress W RZENAHX ROERN, FRUAAEHEREEAERNY, BELAHFRA, &F
LU ERIA Ingress Controller &t 8 R ERIZHI 2%,

API Server
KINBERT, RERFN AP RS 0IEE LIRS M E943s, HABHNATREFER,

1E Amazon Web Services (AWS) £, S2RI0IEMIINAXIIA AEHESR, NEOESEEERER

B, E—FRFHE NI, BTERHAREANEOD. BRLREFRE AP RS HERB
B N HaEER, BREFAEENLET e, RERBERIN APIRSSHHVIN, EITUFHENR
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B M E SRR, T ARAESERR, SETHIRO 6443, HIRIE readyz BRREE HTTPS AT
BEKRE,

£ Google Cloud Platform £, &8E— M AEHESRKEENIBINL APIRE, RLLELTFEEHRMAE
YR,

1E Microsoft Azure £, SAIBAHRMFAE AEHHMESR. B2, BT HFICERNERS, ENINEFAEER
R 98 25,

3.6.2. ¥ DNS & & NFAE
ERBERE, ETLMEHNE DNS FERFERIEX,

it
1. EEERN DNS BE LR

$ oc get dnses.config.openshift.io/cluster -o yaml
apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:092"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base _domain>
privateZone:
tags:
Name: <infrastructurelD>-int
kubernetes.io/cluster/<infrastructurelD>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec BAEE—ITREXM—MAHERK,
2. {&%h DNS BE LFIRUMPR AKX -
$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'

dns.config.openshift.io/cluster patched

4 Ingress Controller £l Ingress ¥ RIF&5%E DNS E X, HItHEAIEFIEN Ingress Xf
Kit, RABRBILTE,

H o
TEMIBRAFEXES, IH Ingress X &R B DNS 1L R AR BN,

3. Wik AEEE DNS BE LR, HEASHBALK

34



$ oc get dnses.config.openshift.io/cluster -o yaml
apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:092"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9¢cb1-02ff55d8f976
spec:
baseDomain: <base _domain>
privateZone:
tags:
Name: <infrastructurelD>-int
kubernetes.io/cluster/<infrastructurelD>-wfpg4: owned
status: {}

3.6.3. I Ingress Controller IXE A
EEEEHE, TAILUEBRHE Ingress Controller ERFERAFMEX,

ik
1. {82/ EKIA Ingress Controller, fEE(ERMIRIRHS :

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF
ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

iR/ DNS &8, HEHFABEXEKEB.

3.6.4. 1% API fRS5 23R & N FAE

IFEREEREE] Amazon Web Services (AWS) X Microsoft Azure j§, BILLEHEIE API iRS52s, (#it
FERELERX,

TR

e L% OpenShift CLI (oc) o

o FREHR admin H RV EFHE web =515,

=

7

i
3
i

N
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iy =
1. 1£ AWS =% Azure B9 web [T SR HI G, HATLUTRE
a. FEIFHMPRIE X B 1 Ht 5 &R A4

o XIF AWS, MIBRAERfEIM2s. FAEXHI API DNS & B B8R ER 7 #519E8s,
RERNEE, EIETEERNER N ESES.

o XIF Azure, MHIBRfIEIDEZRH api-internal FLI,
b. EAHX AR api.$clustername.$yourdomain DNS £ H.,

2. AR YIRS

$ oc get machine -n openshift-machine-api

NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

ELLTH A, (B control plane Hl38 (ZFFHEE master B9H128)
3. ME& control plane M 238 FRAMER (1 10185
a. 4 master Machine %%, MHBRYT 488 77 23938 H95 1 Fo

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ

ﬂ IEEEEWM control plane Bk master 23 FF,
b. MFRIERAEB A EDERMT (EUATRAIRERIND) , REFBRE R :

spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

c. &P EE master ENMISFES X MTIE,
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