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F1EZ X TFEEHEICKH OPENSHIFT CONTAINER
PLATFORM

1??7%3#%2)\ IR LU ER B LR H B ID K KR E OpenShift Container Platform &£EFRMFFE RS, #0
T 'J—-'_zzédh /L.\ rﬁﬁ*ﬁr@%ﬁalu

1.1. $E¥E ,L,\Lﬂi

OpenShift Container Platform B E I 51 ] LAE A —£& CLI 3% # OpenShift Container Platform Web
2B L4 Elasticsearch Operator # Cluster Logging Operator, BULEREEEEH KD K,

Operator [&, AIRIEREEHBRICKEE LER (CR) LAELRHEKICLE pod X HFEEH m\ﬂ%)ﬁﬁ%t‘i’ﬂ
HM B, Operator ATTERE. AR EEBEILE,

b R AR KB E LR (CR) (&7 instance) REESEATICR. CRENLSEHR
/L.\lﬂiiﬁﬁzﬁﬁ}’ﬁﬁ?ﬂ#&ljﬂﬁ’] ¥$E¥E/mla%ﬁ|3% 1’/“'&% ﬁﬁ%*ﬂ%mi'ftalmo Cluster Logglng
Operator 111 ClusterLogging B & X FRFHE LN i H &KL K EE,

BAMNARFEFLZAAATUEEMIEEEEFFTRNITBENAE.

1L kTFEEERICFAS

SREEEKICRKEHSET Elasticsearch, Fluentd 5% Rsyslog L & Kibana (EFK) ., U528 Fluentd ZREF|
OpenShift Container Platform £EHHNEN TR, EREMETRNAHEAE, HFEEIEA
Elasticsearch (ES), Kibana @— &EHFR Web Ul, AFMEER A UEEPFERICSHEBIELREEM
AL RO ZRR

= HUE 5 WKH%@:E’J%ﬁEmﬂ%ZB# :
® logStore (##fiff) - FHEBEMAE, HRIFEILZ Elasticsearch,

o collection (&) - HAEABFEMNT RKRERE, HHEERRIEHEMEE logStore 1, HFTHILIY

= Fluentd,

e visualization (A#{b) - UIHERFEEEE. KFEMERSE., YaiMLIlRE Kibana,

curation (3REB) - WLAMIRBENEFTIHR,. HaisLIE Curator,

PRIESEHIULBE, EAXRIEIITESE #E AR &M Elasticsearch, L {b s Kibana, SRR
Curator, &K Fluentd,

11.2. X FHEEM

OpenShift Container Platform {8 Elasticsearch (ES) ¥ B &EIEM Fluentd BIBZRIHIBREFES F
5/,

Elasticsearch 4@%4\$§|ﬁ—@:&Uﬁﬁﬁ%4\ﬁ$H (RN H) , D8RR Elasticsearch SEEEFRAY—
Elasticsearch sk, f&BILAEZE Elasticsearch N2 R HI/E#E Il (F5°5 B/&) . Elasticsearch X
LRIRDPEE LN Elastlcsearch T mE. f&BN ClusterLogging BE X HIR, EAILAIERE LHFIRE L
(CRD) HiEEE FIREE, LUREEIBTRIBIERERE,

%ﬁlﬂluﬂi Elasticsearch LI L AEFHMIE, BATFKRL 7 RNEREWH. WMNREE KRS
B, BUERBEREE=ZAEHERY.


http://www.fluentd.org/architecture
https://www.elastic.co/products/elasticsearch
https://www.elastic.co/guide/en/kibana/current/introduction.html
https://www.elastic.co/products/elasticsearch
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e T
! RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

Cluster Logging Operator #1488 Elasticsearch Operator #8{R&E > Elasticsearch T/ m&MfERTEEH
FEBBIME— Deployment KiH1TEE, ELMERERHEKICKBE LR (CR) E#1N Elasticsearch
TRIHE, NFEXEFEFEENMACAERERED, 155% Elastic X4, TR,

T
A =0l Elasticsearch IMEEZEFE D= Elasticsearch T, SBEFARBEN L.

Elasticsearch 35| FARIE T A BBy #EH] (RBAC) EJU:FE)\DE"\T@%UNEME’JWIEJ & A project.
{project_name}.{project_uuid}.* & =%} FB 1T 15 M XRIERFE W B R8I AR 1T BRI,

MBEELER, 5B Elasticsearch (ES),

1.1.3. 9&? H Ib\lﬂ%”&%%&
OpenShift Container Platform {8 Fluentd SRR EEEEF B T EUIE,

BEICRINEZREBEN OpenShlft Container Platform H1# DaemonSet & Pod BRERIEAN
OpenShift Container Platform i R/, journald @ RZiBEIR, REKBBRIERS. BIZITH
OpenShift Container Platform BIH&E &

BERIZTNREDFERRINARTERIER, MUE. FSEAMMELR D, T BUM—HINABRE
EiR, REASKESRFRCEREZRINRT BEEELHMIIERN Pod, NIEE APIRFSHHIER
(MPRZEFERR) ARERTH A, WaRANEX D KB LB Pod MIUENAKHER, BEEXE
FEBRRE, XHRRERRE A SREMECNETRAMN.

B

_JﬁiE’Jé%&iﬁﬁﬁzﬁi'ﬁﬁ{nMﬂ%fm ARERERIR, TEMRE—MBAEER,
1%]’IET'LJ\L/ﬁHJX%/éIU\E’J*/ﬁO

MRESER, WS Fluentd,

1.1.4. 9&? H /b\lﬂi?ﬂﬁ'ft
OpenShift Container Platform {8 Kibana .7~ Fluentd 185 H Elasticsearch 3R3 |89 H &EIE,

Kibana @& TN HasmviEslaRm, MadBEAK. FEE. GHE. K, IEMIEZE T FME AW
AR, EEiH, ERMWKILER Elasticsearch #3E.

MBESER, H5H Kibana,

1.1.5. 9&? H Ib\lﬂi%%

Elasticsearch Curator TEE 2 FSEH#/3k LA B HEMBPUT HE 48 E, Curator IRIBEEEINT
#1E, BIE Elasticsearch &£&#{{#H— Curator Pod,

spec:
curation:


https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html
https://www.elastic.co/products/elasticsearch
http://www.fluentd.org/architecture
https://www.elastic.co/guide/en/kibana/current/introduction.html
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type: "curator"
resources:
curator:
schedule: "30 3 * * ™" ﬂ

ﬂ LA cron #2083 Curator i3,

MEEZFELR, 5B Curator,

11.6. X TEM4HEH

Event Router — Pod, &%l OpenShift Container Platform &, LUE@TEEE R I TKFINEX
L=, Event Router MFRBETT B INEEH, FHNEEA STDOUT., Fluentd IEX =4 FFHIL & B
OpenShift Container Platform Elasticsearch S£f5ll, Elasticsearch 35 43%&5|% infra 351,

IR FERE Event Router,

EEREFAKICKEE, HUBRAMEREFATICKEENTR (CR). AXREFZRETAEXIE
&R CR A ULAR,

LI R ER AEICKEE B E LR,
FLRFAXILX CR R

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: openshift-logging
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:


//en.wikipedia.org/wiki/Cron
https://www.elastic.co/guide/en/elasticsearch/client/curator/current/about.html

513 XFEHBAERICTEH OPENSHIFT CONTAINER PLATFORM

cpu: 500m
memory: 1Gi
proxy:
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: "*/10 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi
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28 XRTHEBESEHAEKILEK

TENERHERIC KL EE OpenShift Container Platform 581, BE&E LT,

2.1. 9&?*‘5%%[@3 %E¥E/p\lﬂ%

OpenShift Container Platform £ KL KB IT A B ERNEE LA, ZEBEE X h/NE
OpenShift Container Platform &&817 T V1L,

UTRZFHASE-NROEHBTICKEE KR (CR), AR ERIEEEHAKICKLHHEE
$E¥ H Ib\lﬂ%%ﬁ%o

MRBEAMNERERILRRE, ATEEFERARAICR,

MREBENEE, HREFEFEN RO CRATENR, TN ZETT&%%%EETE%;&W‘Etﬁ)‘ﬂ%ﬂ&
AU THERE, S0 RE YR TRERERSNMENESER, SETUESEFAERILRE
E M BHIRZ ST HIE R,

2.1.1. EE: *Uﬂff%ﬁﬁ /L,\'LEE:RL
& 7] L@ T 82X openshift-logging 1B AEEMN R HE&IL KB E X HRREEELFF AL KIMR,
IR AR R EN R EFIE R TEmAH -

PR{EH CPU
RE] LUME R AR CPU {HIEK resources 3, LULAZEK AN HMER CPU MIRNERE :

spec:
logStore:
elasticsearch:
resources:
limits:
cpu:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
type: "elasticsearch”
collection:
logs:
fluentd:
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
type: "fluentd”
visualization:
kibana:
resources:
limits:
cpu:
memory:



2% XTWERHATICK

requests:
cpu:
memory:
type: kibana
curation:
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
type: "curator"

Elasticsearch ##fi&

& ] LA{# A storageClass name 71 size %, 7 Elasticsearch SR EBERFAMFMHEFI KRN,
Cluster Logging Operator & FiX £S5 Elasticsearch &R FRHENEIE T m &
PersistentVolumeClaim,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AfFlhIEE, SEPNEMNURT REHEENER 200G B gp2 %8 PersistentVolumeClaim, &4
Fo R EHREDNBIRZ R,

==
A% storage L2 FEEE R NS BIHN FiE,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

Elasticsearch £ $I58%
IRET LB % B RS S E Y ANRIE SR B R M BUE T iR 2 (6] &l Elasticsearch 0K :

e FullRedundancy, &/1N3FR3IMDFTEBEHIEE MR =L,
e MultipleRedundancy, &1%&5IM 2 F2mEI—FHIET =L,

e SingleRedundancy, &2 FEBFHNEIR, REGFAEZVNMEET R, BEMERLT
FAEARE,

e ZeroRedundancy. FiE9R¥ETLEIAR, MRV RKHH L EHRE, NATRELERSEEN
*EQ
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Curator E
LA cron #& R #8%E Curator FIAE,

spec:
curation:
type: "curator"
resources:
curator:
schedule: "30 3 * * *"

2.1.2. BN EEEHAKILTEE KRG
LT 2EAantiE st ER A Ei0 T B E LRI,

EREERHBFILKAEFRRA

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"”
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 32Gi
requests:
cpu: 3
memory: 32Gi
storage: {}
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi

10


https://en.wikipedia.org/wiki/Cron

2% XTWERHATICK

schedule: /5 * * * *"
collection:
logs:
type: "fluentd”
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi

2.2. EBEHEICTH OPENSHIFT CONTAINER PLATFORM HIfEEEEE
T

B Elasticsearch BBBHEE—MHFAMSE, UEENMBET RHUE—1MEUES. 7 OpenShift
Container Platform A1, X el LUFEH PVC 3L,

Elasticsearch Operator {# [ Elasticsearch HiR&M K& PVC, MIFELZIFMER, S
%"Elasticsearch B AMETZE",

Fluentd ¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 4 E] Elasticsearch,

At, HFRAZESENHIEEZ, HEIERERSNARRFMEERIE, —LE Elasticsearch FAF A I,
BREFENFMEFRRZUREFESO% EAFLTF 70% LLF ., XEBITFESR Elasticsearch £ 1T K EY
BUES FHIRERAE] BTN

FINERT, 1A% 85%Mf Elasticsearch RIF LA RO BELHTEIE, 15 90% I Elasticsearch &7 4%
WED KM .EE%TELLEUE{@? = (BEE9EE) . BE, ﬁD%ﬁﬁ%‘/éﬁﬁ? 85% W& mA A HEME
Z28], Elasticsearch RIBEGIEHFREIHBLH REDo

p= )1
XS, (KK E R Y RTARA M Elasticsearch BRIAE, BRI LUETUXL(E, BEER
e A RIE N, EmREFXLEEKIME.

3. Hth B

INFEH KL Operator WEZE R, 155 M OperatorHub %% Operator,

1


https://signalfx.com/blog/how-we-monitor-and-run-elasticsearch-at-scale/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
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33 E MEEHATILK

IR ET L@ 2848 Elasticsearch #1 Cluster Logging Operator R 558 H &0 %, Elasticsearch
Operator T BB F EEMREEE A EIC R EAM Elasticsearch 2%, Cluster Logging Operator 1 57
BEHEEHKIDKERNAS,

FEEEHFICKEBEEI OpenShift Container Platform BT 255 R UL TFES -
o EN X FEEERHHILKAMNRELI,
o BHEHATILREMERSEIL

e %24 Elasticsearch Operator # Cluster Logging Operator,

3.1. {H CLI 2% ELASTICSEARCH OPERATOR
IEWAIIR B LU T Ui BASE# A CLI %2 Elasticsearch Operator,

FeRFH
H{REH Elasticsearch FTEMFAMEENE, EREA Elasticsearch 11 mEFEEH CMEHES,

Elasticsearch R NFHERN ARRF. BKILERT, OpenShift Container Platform &4 3 4
Elasticsearch s, HEWFIEKRHMRHIH 16 GB, #IIHIZXER =/ OpenShift Container Platform 77 s8]
BB BN EEEREEFIZT Elasticsearch, WIRIBES Elasticsearch XN FRE, ERIZES
BEFRIRINE % Elasticsearch 11|, MAREERENT A EEINNE,

i
{8 CLI %% Elasticsearch Operator :

1. N Elasticsearch Operator S/ — NG %A,

a. # Elasticsearch Operator 32— Z2 A% R YAML X4 (140 eo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q IRWIEEE openshift-operators-redhat e8 226, 5 T BALERIBES8HR (metrics)
22, IERIZHF Prometheus Cluster Monitoring HEFZEC & 4 M openshift-operators-
redhat % 22 (5] RIZEVIEIR 2R, TAZM openshift-operators fp 4 22 5] H12
HY. openshift-operators #p 22 [A] Al gE R & 2 1 KR 1Y operator, X% operator A~
WIEE, EAZ M metric ATAES OpenShift Container Platform metric & #HEE, M
S BoHZE,

Q B TRIRATRIE B 1Z5%, LAA{RERT N 1212 EX openshift-operators-redhat 6p 4 22
[,

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/logging/#cluster-logging-deploying-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.3/html-single/logging/#cluster-logging-deploy-storage-considerations_cluster-logging-deploying-about

# 3 E BERRETICK

b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-namespace.yaml

2. BT B LT R L& Elasticsearch Operator :

a. N Elasticsearch Operator /i Operator Group & YAML X ({40 eo-og.yaml)

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q IRT3E 7E openshift-operators-redhat &34 22 (4],

b. fll# Operator Group X :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-og.yaml

c. fllE Subscription XI5 YAML X4 ({5140 eo-sub.yaml) 3iT[5i Operator B#s % Z2[A],
1T =B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "4.3" g
installPlanApproval: "Automatic”
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

1R7T38 7E openshift-operators-redhat &34 22 (4],

1BE 4.3 fFIIE,

909

15 %€ redhat-operators, #15 OpenShift Container Platform SEE¥ %4511 3 R 4%
(LR NErFFEIERERE) , 15I8EEE Operator Lifecycle Manager (OLM) i 813289
CatalogSource X RHIZ TR,

13
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d. BIBITHINR :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-sub.yaml

e. BXZl openshift-operators-redhat i g :
$ oc project openshift-operators-redhat

Now using project "openshift-operators-redhat"

f. QERETF AN ARSI (RBAC) X&3H ({5110 eo-rbac.yaml) , [ Prometheus %%
openshift-operators-redhat 5 % 22 [5] 1917 (7] LR -

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: prometheus-k8s

namespace: openshift-operators-redhat
rules:
- apiGroups:

resources:

- services

- endpoints

- pods

verbs:

- get

- list

- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: prometheus-k8s

namespace: openshift-operators-redhat
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: prometheus-k8s
subjects:
- kind: ServiceAccount

name: prometheus-k8s

namespace: openshift-operators-redhat

g. BIE RBAC X/ :
I $ oc create -f <file-name>.yaml

o -

14
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I $ oc create -f eo-rbac.yaml

Elasticsearch Operator B % %%/ openshift-operators-redhat s & 22 (7], 7 HEFEI5EE
FRENIIE,

3. JiF Operator &2 :

oc get csv --all-namespaces

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

default elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded

kube-node-lease elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded

kube-public elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded

kube-system elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded
openshift-apiserver-operator elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded

openshift-apiserver elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded
openshift-authentication-operator elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded
openshift-authentication elasticsearch-operator.4.3.1-202002032140
Elasticsearch Operator 4.3.1-202002032140 Succeeded

A2 R R#RN 1% — Elasticsearch Operator, iRAS A RESFAIRARE.

BEES B
fEAEHI A CLI &% Cluster Logging Operator,

3.2. [/ WEB #2418 %% CLUSTER LOGGING OPERATOR,

& OpenShift Container Platform web 12l & %% Cluster Logging Operator,

p= Y=
IEARRERTT web 55 3@ A oc new-project i S G2 &L openshift- FFIABITIE

W AER— YAML X RO — 22 (A (Namespace) , FiZ21T oc create -f
<file-names>.yaml @345, 0 FFT7Ro

P
& OpenShift Container Platform web 12l & %4 Cluster Logging Operator :
1. 7y Cluster Logging Operator fll@— en & 22 [H], W 7ifEm CLI flgen&ZE(H,

a. # Cluster Logging Operator 2 — M ép & Z2 [N R YAML XX (6140, clo-
namespace.yaml)

I apiVersion: v1

15
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kind: Namespace
metadata:
name: openshift-logging ﬂ
annotations:
openshift.io/node-selector: " 9
labels:
openshift.io/cluster-monitoring: "true"

QOO TrIREEXLEE,
b. BlEar&ZEH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-namespace.yaml

2. &% Cluster Logging Operator :

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MTEIF Operator F&xHE# Cluster Logging, B s Install,

c. fE Create Operator Subscription TTE A, 7£ A specific namespace on the cluster T
openshift-logging. #Af&, ifi Subscribe,

3. $IE Cluster Logging Operator B#i % %%,

a. tI#iF| Operators — Installed Operators T,
b. 3% openshift-logging i E # %I Cluster Logging #J Status 7y InstallSucceeded,
p= Y=

EREZTIER, Operator AJEER 7R Failed R, #1R Operator FEE#H R
#H F 7R InstallSucceeded 8, NIATLLZEE Failed § 2.

402R Operator R ARMINRE:, HIRBUTH BRI ITHIEHRR -

e {JJ#:%| Operators - Installed Operators 71, FHf@# Status FIFE BB EME RS
R,

o t]#iE| Workloads » Pods T, F#:Z openshift-logging #1 openshift-operators-
redhat 71 B # k& A8 Pod BIE &,

4, PIBEEEFICFKEAH -
a. tI#ZE| Administration = Custom Resource Definitions 71,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. 1 Custom Resource Definition Overview T L, M Actions FHH%EEE View
Instances,
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. Tt Cluster Loggings J{HE-L, mifi Create Cluster Logging,

fo57]

RE 75 ZE R UL SR AN E E R,

. 4% YAML Firh R R ol IR -

@ 60 o 09

HRINER BRI REEN I Z A U HFREBINE, H5EEXFMNNEES
BHESICFAGNEY, UTHREXTHERBRICRERIMTERNER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
namespace: "openshift-logging"

spec:

managementState: "Managed" 9
logStore:
type: "elasticsearch" e
elasticsearch:
nodeCount: 3 ﬂ
storage:
storageClassName: "<storage-class-name>" 6
size: 200G
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd" 6
fluentd: {}

Z 7= instance,

EHAFTURBERES, ERAZHERT, MRBFRTEREATICEHEME, Nz
FHEIZE Unmanaged, B2, ESEPEAHENE, BEIEHAERICKETETH
SERESHNIE, NMBEZER, ESHERERATICREERRE.

FIF B & Elasticsearch X &, @i {FEA CR, B IEEES HEHIRKBMNFAME
i, MNTJELER, 1ESIBCE Elasticsearch,

187 Elasticsearch 1 RV E, FSHILIIREENEE,

“J Elasticsearch f2fif#i A¥IA StorageClass B H, WIKEREMRE, HIEEDELE
28 StorageClass.

AT B & Kibana BiXE. @I HA CR, ALY B Kibana REITTRMYE, FHH
Kibana TV mECE CPU flRTE. MEEZELR, HZMEE Kibana,
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@ FTEE Curator Wik, BT CR, EFLULE Curator ., MBEFELES,

155 AACE Curator,

© FRTEE Fluentd MIXE. WITHEM CR, EFTUERE Fluentd CPU FIRFEIR{E, %

BZER, ESWECE Fluentd,

Elasticsearch master W mBIRABE N =1, WREN nodeCount I5EE N KTF

3, OpenShift Container Platform REL|fB=NFFE Master T RS FH Elasticsearch 7 s
(BE master. client #1 data ff8) . H& Elasticsearch T = A N (T T =, £EH

client 1 data 8., Master TP RPUTERESCHE VIR, MOESIMIRZRE]. 2D F R

TRE, FETREED R, FHITEBUBHEXBIEIE, 0 CRUD, BRMREE, 5HIE

BXREEEAKRE /O, REMCPU, FBRIEXLETIR, FELRTY R ERRM

BZHET R,

fitn, 403 nodeCount =4, NIGEERLTT R

$ oc get deployment

cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

f. 5 \ﬁ Createo H@'JL%ﬁEIMLE%EEX TIR#0 Elasticsearch BE X TR, A LLEIT 9

5. ISiFZREE .
a. tI¥3| Workloads —» Pods T,

%% openshift-logging T H.

,b\fLZ%EEUTLAFﬁ?$E¥E,h\ﬂi\ Elasticsearch, Fluentd #1 Kibana B9 Pod, ZE{LIFLL

YIEE

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

e fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

18
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e fluentd-pb2f8
e fluentd-zqgqgx

® kibana-7fb4fd4cc9-bvtdp

3.3. {#F CLI &% CLUSTER LOGGING OPERATOR

&A1 LA A OpenShift Container Platform CLI &% Cluster Logging Operator, Cluster Logging
Operator i 5 O FH B 1 H & IC KR A G

TR
A CLI %% Cluster Logging Operator :

1. N Cluster Logging Operator |2y Z2[H] :

a. # Cluster Logging Operator 2 — N ép & Z2 (A4 R YAML 32 (65140, clo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-namespace.yaml

2. BT BIELLTA R ¥ L L Cluster Logging Operator :

a. N Cluster Logging Operator f|#— OperatorGroup X% YAML X4 (30, clo-
og.yaml)

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w@%\@i?‘é‘i openshift-logging %% 22 ],
b. fll& OperatorGroup X & :
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I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-og.yaml

c. f— Subscription ¥f & YAML X (0, clo-sub.yaml) [ Operator 17 [#—4
Namespace,

T BB

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "4.3" g
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

RT3E TE openshift-logging #4226,
15 7E 4.3 fERVIE,
157 redhat-operators, #15% OpenShift Container Platform SEE¥ %245 11 32 R 4% b

(BN B FFEIERERE) , 15I8EEE Operator Lifecycle Manager (OLM) B 613289
CatalogSource X RHIZ TR,

09

d. BIETTHINR -
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-sub.yaml
Cluster Logging Operator B.%4% %! openshift-logging #p £ 22|,
3. JiF Operator &2 :
1E openshift-logging %4 22 [A] A 1% A — Cluster Logging Operator, RASABESFIRA

|E_|o

oc get csv --all-namespaces

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.4.3.1-202002032140 Cluster

Logging 4.3.1-202002032140 Succeeded
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4. QIEEREBEKICE (Cluster Logging) 5L :

a. H Cluster Logging Operator |85 fI%I %R YAML X4 (40 clo-instance.yaml)

@@6@ @G

HWRINER BRI RE BN Z A U HREBINE, H5EEXFNNEES
BARICFAMNEY, UTHREXTHERBKICRERITERNER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
elasticsearch:
nodeCount: 3 ﬂ
storage:
storageClassName: "<storage-class-name>" 6
size: 200G
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" G
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd" 6
fluentd: {}

Z R instance,
Hﬁi\ﬁ%ﬁ Unmanaged BE, ECIuster Logging iz [@Z| Managed kafﬁu, #mm
NELEZEWEH., NEEZEE, FSHENEHARIIREERREA

FAFEZ& Elasticsearch BB, BEFEEFENTR (CR) , BallEEN HEHIK
BRFNIF A MEFE, MEREZER, ESWUAE Elasticsearch,

187 Elasticsearch 1 REVEE, FSMILIIREENE T,

“J Elasticsearch f2fif#i A¥IA StorageClass B H, WIKEREMRE, HIEEDELL
Zi#8 StorageClass,

AT ERE Kibana BIiXE, @Bit{#EA CR, EAILIY B Kibana EEIMTARME, FHH
Kibana 7T B2 & CPU f1RTF. MEFZELR, 1HSHEE Kibana,
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a FAFBELE Curator L&, @it {FMA CR, WE[Lli%E Curator I, MNEEZER,

155 AACE Curator,

© FRTRE Fluentd MILE. WITHEM CR, EFTUERE Fluentd CPU FIRFEIR{E, %

BZER, ESECE Fluentd,

Elasticsearch master " mEIRAHE N =1, MREF nodeCount I5E N KTF

3, OpenShift Container Platform REL|fBE=NFFE Master T S 4FH Elasticsearch 7 s
(BA master. client #l data &) . HR Elasticsearch T RO N" (VIR T =, {HH
client #l data A8, Master TP RFUTRESEHEBIRME, MOESMPRRE. DB 9 K FMERER
TRE, BETREESR, FHITSEIERXMRE, 1 CRUD. BRMREE., SHIE

*E*EI’J} EREAKXE /O, NEFEMCPU, FRERMPLXLERIR, FHEZHRIT UL ENRM

BZHET R,

fitn, #0% nodeCount =4, NIGEERLTT R

$ oc get deployment

cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

FEIBIRNED FEF T Elasticsearch #IE T R E,
b. AIZSEH

I $ oc create -f <file-name>.yaml

Buan -

I $ oc create -f clo-instance.yaml

5. @I openshift-logging T H ) Pod X IEZR 2L,

IBNZEERLNAT Cluster Logging. Elasticsearch, Fluentd #1 Kibana B9 Pod, ZELIFLUT

AAE :

oc get pods -n openshift-logging

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s
fluentd-flmej 1/1 Running 0 2m33s
fluentd-gn4rn 1/1 Running 0 2m26s
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fluentd-nigb6 11

Running 0 2m30s
fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3.4 Hh R

INFEBXRLE Operator WESE R, 1554 M OperatorHub &% Operator,
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% 4E BMERFARILK

TE4% OpenShift Container Platform £8fM 4.2 A2 E 43 5, RANNERBFICEM 42 AHE 4.3,

41 BFEEAEKICE

F+2% OpenShift Container Platform $£28#/5, &7 LL&E L & Elasticsearch Operator #1 Cluster Logging
Operator BT G LB K ICTM 4.2 AL E 4.3,

FRFM

BF

M OpenShift Container Platform 4.3 FF48, #15:#898 &K L IheeH a2k
out_forward, 7E OpenShift Container Platform 4.3 &, f&aLLEIE— ConflgMap ¥k
BCi& out_forward, {E{A%f Fluentd ConfigMap H#) secure-forward.conf 3843 B9 #7408
KHEMIER,

INSR{EFA out_forward ffF, TEEHEI, ERILAM Fluentd ConfigMap A& HIl HFTHY
secure-forward.conf £34>, F1EGIE secure-forward ConfigMap I {58 Fi & F O£,

o GEBIMA2EIE 43,

o MBEREMATICEKERRFRRE

(o}

(o}

FiE Pod #7 Ready R,
Elasticsearch S840 FRBRIRE.

o FH, MBIMEELE secure-forward ConfigMap, & #2487 Fluentd ConfigMap 8J
secure-forward.conf SRR, 1ESH LR EE,

it

1. BE#T Elasticsearch Operator :

a.

b. i

1£ Web #Z#I& 1, =2 Operators - Installed Operators,

% openshift-logging 7 H,

= Elasticsearch Operator,

= Subscription - Channel,

£ Change Subscription Update Channel O/, %% 4.3 35 Save,

ERFNFE, SRS = Operators — Installed Operators,
Elasticsearch Operator ‘B~ 4.3 frA, #40 :

Elasticsearch Operator
4.3.0-201909201915 provided
by Red Hat, Inc

2. B Cluster Logging Operator :
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a. 1 Web #2#&, = Operators - Installed Operators,

b. 1%# openshift-logging T E.

c. | Cluster Logging Operator,

d. = Subscription - Channel,

e. 1£ Change Subscription Update Channel&E O, %#¥ 4.3 # = Save,

f. FEJLWEN, SAE R Operators - Installed Operators,
Cluster Logging Operator I~ 4.3 liiA, 40 :

Cluster Logging
4.3.0-201909201915 provided
by Red Hat, Inc

3. RAERKICKAH

a. 1R Elasticsearch Pod fEFIME 4.3 54 :

$ oc get pod -0 yaml -n openshift-logging --selector component=elasticsearch |grep

'image:

image:
image:
image:
image:
image:
image:
image:
image:
image:
image:
image:
image:

registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3.0-202001081344
registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344

b. #{RFTA Elasticsearch Pod #B4>F Ready K7 :

$ oc get pod -n openshift-logging --selector component=elasticsearch

NAME

READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

c. H4{R Elasticsearch SRR :

oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44l-1-55b7546f4c-

mshhk -- es_cluster_health

{

"cluster_name" : "elasticsearch"”,
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"status" : "green",

d. MREAFRICFKES Pod FRHME 4.3 Hifk :
$ oc get pod -n openshift-logging --selector logging-infra=fluentd -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-logging-fluentd:v4.3.0-202001081344

e. ff% Kibana Pod fEAARR 4.3 Hiffk :
$ oc get pod -n openshift-logging --selector logging-infra=kibana -o yaml |grep 'image:’
image: registry.redhat.io/openshift4/ose-logging-kibana5:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344

image: registry.redhat.io/openshift4/ose-logging-kibana5:v4.3.0-202001081344
image: registry.redhat.io/openshift4/ose-oauth-proxy:v4.3.0-202001081344

f. H{% Curator CronJob EHME 4.3 & :

$ $ oc get CrondJob curator -n openshift-logging -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-curator5:v4.3.0-202001081344

26



BSEAHBEMHARE

I&A LUE R CLI sk OpenShift Container Platform web $#E#I& & OpenShift Container Platform &

HE5EAERHAS
B ER,
BERHAERE

B LTE CLI P EEEEAE.

FRFM

o W& % Cluster Logging # Elasticsearch,

i
KE$E¥ E o

5/ oc logs [-f] <pod_name> %4, Hi -f 2a1%8,
I $ oc logs -f <any-fluentd-pod> -n openshift-logging ﬂ

Q e AEINES Pod AT, B - AT LRIRERES
B30 -

I $ oc logs -f fluentd-ht42r -n openshift-logging

HHMEEXERR,
%ki)\'l%)ﬂ-lz, Fluentd }‘AEIL;\E’JEEF%H @HXE/L.\Q

BEHFHRAR,

5.2. £ OPENSHIFT CONTAINER PLATFORM WEB 45 EEFEEHA &

&8 LLTE OpenShift Container Platform Web 6| & & EEEHE.

FoRFH

o W& % Cluster Logging # Elasticsearch,

i =
KE$E¥ E o

1. £ OpenShift Container Platform $ZHI& ™, A Workloads —» Pods,

2. MTHIZ H A 1LEE openshift-logging Wi E.
3. R A fluentd FIZHE— P HEICKINESR Pod,
4. =it Logss.

%ki)\'l%)ﬂ-lz, Fluentd }‘AEIL;\E’JEEF%H @HXE/L.\Q

27



OpenShift Container Platform 4.3 B&it %

$ 6= FHHKIBANA EEEHASE

EREEREARICERITSEE Kibana web ##1&,

6.1. |53 KIBANA

Kibana BE T T EREEGIG RE, BIERRE. LA, BHE. HED REMEZERSTRMEMI R
A, KEH, RRMUHCEEEEE,

FoRFMH

INRFEFARIEZRLE OpenShift Container Platform, & Z ¥ .apps.<cluster_names>.<base_domain> 7
INEIEEESEREIN Proxy X & E noProxy 73,

o -

$ oc edit proxy/cluster

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
creationTimestamp: "2020-03-30T00:45:442"
generation: 3
name: cluster
resourceVersion: "26654"
selfLink: /apis/config.openshift.io/v1/proxies/cluster
uid: 2213b41b-0721-4c9f-9586-0678c0058f85
spec:
httpProxy: http://proxy.com
httpsProxy: https://proxy.com
noProxy: .apps.mycluster.example.com ﬂ
trustedCA:
name: user-ca-bundle

Q & .apps.<cluster_names>.<base_domain> 711Z] noProxy 75k, HRHCEHBrE&A. =, IP
kst E b 4% CIDR BIEE S D FRAIR.

AR
JB 3 Kibana :

1. 1£ OpenShift Container Platform ##l#& # =X Monitoring - Logging,

2. {EABEERE OpenShift Container Platform & B R EIEH T E %,
Kibana FREFF I, ZIMAERTLL

o {F 8 Discover Tl ZRF N IEBEIE,
o {FfH Visualize T1E X #IEH 1T IR TR,

e f{#FH Dashboard TNEBIEHEE B E LAUERR
FRFEE Kibana REMNARTBE T AXHEMSEE, HXEER, 1HSM Kibana X4,
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e

N

cak

g0
=
g

&
\

=]

% 6= KIBANA BEEHAE

£ Kibana % & A EE security_exception £51%, BIi%14A Kibana 3581, M
REH 2T HARY OAuth ©hE, INRMEERLXANHEIR, 1HE W Kibana BHI & EBEN

Ko IXERRIFTIER OAuth 8, REIZRENS U7 (R 1EBRE I,
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B 7B EERHARICKERE

7). X FERESAFFAKILK
R A B0 R R 2 F| OpenShift Container Platform &/, A LUFTUATERE,

B%#‘%ﬁi}éﬁﬂ BNENITXLERE A, LIREHARICRXENERERS, WF
BSER, HEHAERERARILKEERS

WFIERERTH Operator MEIEXZH, KHEENFTETEELES M GNEREMFA
2&0

NETRESER, HSHIEZE Operator KT

7.1.1. *?ﬁﬂ%*ﬂﬁa $E¥E/u\la%

OpenShift Container Platform 28 B KL KB IT A B ERNEEFERA, ZEBEE X h/NE
OpenShift Container Platform &&817 T V1L,

UTRZFHASE-NROEFBTICKEE KR (CR), BAUAERIEERHAKICKLAHEE
$E¥ H Ib\lﬂ%%ﬁ%o

MRBFEAMNEERERICRRE, ATEEFERASRACR,

MREBENEE, EREFEFEN RO CRITENR. FTXNATRELREEFARICKEHHREFEN
A TR E, HSH RE IR TRERERSNMENESER, SETUEREFAERILRE
E M BHIRZ ST HIME TR,

7100 R EMFHERRF A &KL K
7] LURIL 821 openshift-logging Wi B AEENERAKIC KB E L HRREBEEATILRINEG

BRI AR ENHREFERATEMAMS

P{E# CPU
RE] LUME R AR CPU {HIEK resources 3, LULAZEK AN HMER CPU MIRNERE :

spec:
logStore:
elasticsearch:
resources:
limits:
cpu:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
type: "elasticsearch”
collection:
logs:
fluentd:
resources:
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B 7 E KESHARILKRE

limits:
cpu:
memory:
requests:
cpu:
memory:
type: "fluentd”
visualization:
kibana:
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
type: kibana
curation:
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
type: "curator"

Elasticsearch ##fi&

& ] LA{# A storageClass name 71 size 5%, 7 Elasticsearch SREEBERFAMFHEEFI KRN,
Cluster Logging Operator & FiX £S5 Elasticsearch &R FHIENEIE T m &
PersistentVolumeClaim,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AfFlhIEE, SEPNEMNURT R ERNER 200G B gp2 %8 PersistentVolumeClaim, &4
Fo R EHREDEIRZ R,

A% storage L2 FEEE R NS BIHN FiE,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}
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Elasticsearch £ $I58%
IRET L@ 1% B RS S E Y ANRIE SR B R M BUE T iR 2 (8] &l Elasticsearch 0K :

e FullRedundancy, &3R5I DFEEEFEENMHET RL.
e MultipleRedundancy, &5 F2mEI—FHIET =L,

e SingleRedundancy, &2 FEFHRNEIR, REGFAEZVNMEET R, BEMERLH

REARE,
e ZeroRedundancy, FRIEDHMETLEIAR, MRV REXHHALAEKE, NAgELERERER
*EQ
Curator E

LA cron #& =V $8 7€ Curator BIFE,

spec:
curation:
type: "curator"
resources:
curator:
schedule: "30 3 * * *"

7.1.1.2. BREEH A F IR E E R RA
U 2FERant TSR ERE H EiC K B E LRI R,

ERERFARILRAE L HERRA

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 32Gi
requests:
cpu: 3
memory: 32Gi
storage: {}
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
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requests:
cpu: 500m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: /5 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi

7.2. EE&$E¥ H Ib\lﬂiﬁig’lj(/u\

& Z{EH Cluster Logglng Operator 5% Elasticsearch Operator EIRHIFFEL Y, ENJF Operator
WE N FEZFERE

HHRERSET, Operator RN CR B L, ATFIFFERTH, ERATEERZ N HANERE
Ftieo

BF

AFIEZERTH Operator MEIEXZF, KHEENFTETEELES M HNEREMFA
2&0

NETRESER, HSHIEZE Operator KT

EZEWRLET, Cluster Logging Operator (CLO) &XEHHEKILKBE LHIR (CR) B HITIE
N, FXBEERE TR R EE

OpenShift Container Platform AS7ETI 75 & B Hp 8 BRI R 4 J1F OpenShift Container Platform &8
WEB NI EZE (Unmanaged) "R,

pa -3

HIESRS Elasticsearch Operator (EO) KB NIHEZEIRE, 31 Cluster Logging Operator
(CLO) RENZERS, M CLO £LFEX EO #ﬁE’JEE& K°h EO B CLO #1T8&
2,

7.2.1. EE&$E¥E /u\laiy;@‘{j(/u\
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BT Cluster Logging Operator % & N F£5%

e Curator CronJob ;

® FElasticsearch CR ;

® Kibana Deployment ;

e HE & EE DaemonSet,

IMREEZIERETHX LA M HITEY,

] Cluster Logging Operator i1 X

ERE, FEE(ECXH L Operator EXEMILHG :

%EE&O

fE Cluster Logging Operator ;R OIS ERE 2/, FZERHARILKIMNEFRERE

#

FRFH

o W& % Cluster Logging Operator,

it =

1. 1E openshift-logging %l B iR HHIC KB E L FIR (CR) :

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"

kind: "ClusterLogging"
metadata:
name: "instance"

spec:

managementState: "Managed" ﬂ

Q HERIRSIEE N Managed 5t Unmanaged.

7.2.2. BN Elasticsearch BEIER A

IR Elasticsearch Operator i N FE5
XA

IMREEZIERETAHX LA M HTES,

1E Elasticsearch Operator ;RO E

#o

34
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] Elasticsearch Operator 14 FX L,

RSB, FEZE Elasticsearch EBASEIRE



FRFH

o W& Elasticsearch Operator,

e EB75 openshift-logging i B # Elasticsearch CR B9 :

$ oc get -n openshift-logging Elasticsearch
NAME AGE
elasticsearch 28h

i

%% openshift-logging T B F# Elasticsearch B E ¥R (CR) :

$ oc edit Elasticsearch elasticsearch
apiVersion: logging.openshift.io/v1
kind: Elasticsearch

metadata:
name: elasticsearch

spec:
managementState: "Managed" ﬂ

Q HEEIRSIEE N Managed 5 Unmanaged.

NSRRI Elasticsearch Operator (EQ) B NIEZE

% 7 B m%%ﬁﬁ lb\lﬁﬁgﬂg

, F¥F Cluster Logging Operator

(CLO) RENWZERE, M CLO KIBRERT EO #ﬁE’JEE& &4 EO B CLO #1178

H,

7.3. EB %E¥E/p\lﬂ%

A LAE A ERE 7 openshift-logging B LR A KIC B E LK

7R (CR) RECESRR B KL T,

Cluster Logging Operator &5 £ HFIC K CRMER, QIBEMERVNBRICRAEM, FENHH

= B2®H /b\lﬂ%ﬁﬁgo

%ﬁlﬂlmﬂiCR%?%%EME%EEX EE_X(CRD) FEE L TENEFAKICKEE, aiFd

EHBAFICKBAENHEIR (CR) =

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
creationTimestamp: '2019-03-20T18:07:02Z'
generation: 1
name: instance
namespace: openshift-logging
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spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
proxy:
resources: null
replicas: 1
resources: null
type: kibana

R LA R BRI T UL T B E
o TLUREHASILRETHRERS, HEEARVYREEERINAMNEENAL,

e TILUEI7E cluster-logging-operator 3B R ETBUELIMEDL E, BEBIMERFATICRAH
HIERAR

o E.I-J’j\ﬁﬁﬁjﬁ" T#%Ejjlﬂu_,\ﬂﬂ:@ﬂﬁ:?‘ fEﬁEE’JT"/ o

ERERILEPAEZSNMAY, FEELT—PHSMERLE, ENRREH openshift-logging i B #Y
cluster-logging-operator S EHE LHINELEREN, FEFNER,

B LB 2T T e R ER R

I $ oc -n openshift-logging set env deployment/cluster-logging-operator --list | grep _IMAGE

ELASTICSEARCH_IMAGE-=registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3 ﬂ
FLUENTD_IMAGE-=registry.redhat.io/openshift4/ose-logging-fluentd:v4.3
KIBANA_IMAGE-=registry.redhat.io/openshift4/ose-logging-kibana5:v4.3 €)
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CURATOR_IMAGE=registry.redhat.io/openshift4/ose-logging-curator5:v4.3 )
OAUTH_PROXY_IMAGE-=registry.redhat.io/openshift4/ose-oauth-proxy:v4.3 €

ELASTICSEARCH_IMAGE EBZ& Elasticsearch,
FLUENTD_IMAGE Z3%E Fluentd,
KIBANA_IMAGE £ Kibana,

CURATOR_IMAGE %82 Curator,

000990 —

OAUTH_PROXY_IMAGE “y OpenShift Container Platform & . OAUTH,

X LG AR RO ENE T =

BE
HEILREE BB Cluster Logging Operator B8, A THBHE.

7.4. Bti& ELASTICSEARCH LAZf# A1 238 H & &R
OpenShift Container Platform & Elasticsearch (ES) /252 IE B EHIE.
BRI BSF AT — LR aE

® FElasticsearch &a¥77 1% ;

o MMAIEEEHTINEEBT RZFAEHE2F, SEMTEEFEIRES ;

o RIFHNERNS Elasticsearch BB 47117,

AL EYE0H Elasticsearch 77 8, JaiiiNERf, Elasticsearch Pod BIRES = AHIER, XA
BESBARPES A, FEEXEIEXDH,

-

Elasticsearch R REBERN AR, B Elasticsearch 11 HEE 16G RFEEHRERFIE K

(requests) FIRRIE (limits) MIFRE, RIFEBHHBFTILTEBEELTEFAERE. &AM OpenShift
Container Platform "7 sm4H AT BE R & LASZ #F Elasticsearch 8, & J7E OpenShift Container Platform
SREPRNAANT R, FTEEABRUSKESNAERIZIT.

B Elasticsearch 77 REB AT LATERABHIAFIXE Fia1T, BREETEBEPFEIGIFAM,
pa -3
S04 Elasticsearch Operator (EO) KB NIZERT, FHIF Cluster Logging Operator

(CLO) IZBB HBERE, M CLO &FRIEN EO #TMEY, WH EO B CLO #H1TE
i,

7.4.1. Bt & Elasticsearch CPU f1R7Z[R(E

BMAHHASE R VFHEE CPU MINFRIE, BN IZTHEFohHEXE(E, EH Elasticsearch Operator
KRB EHWELIHRIMENE K,
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B Elasticsearch TV RE AT UERBEHAREIXE Ti21T, BEEFBEHDREVCIEM, SFEIR
1B, NEA Pod NIZDEHHEN VTN 16G, RIFNEDN Pod DEFET 64Gi WREZ B

==Y

FTRFH

o W& % Cluster Logging # Elasticsearch,

i =
1. £ openshift-logging i B 4 iE &£ E AR ILKE E X FIR (CR) :

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi

ﬂ RIEEEIEE CPU MRERE., MR XLEZEH, N Elasticsearch Operator X EEIA
H, BlNBUHRRKSHBENTE,

IRV T Elasticsearch CPU MINEFEREE, B TR BERUE REFRHIE,
g0 -

resources:
limits:
cpu: "8"
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

Kubernetes —fi%81& 77 & CPU Bidi&, DOES A1 Elasticsearch RIEEMIRE], 5
requests 1 limits 1% &8 E 8918 AT LUAR Elasticseach AILMEREZEEZE S EHAH CPU MIATE
HE (BETRERYIH CPUMAE) .

7.4.2. BRi& Elasticsearch S #I5E1&
&R LATE Y aNfaIfE R B R BB 17 s 2 (B & %1l Elasticsearch 2 F :

H-vh A2 1IN
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JC/RKRT+

o W& % Cluster Logging # Elasticsearch,

i =
1. £ openshift-logging i B 4 iE &£ E AR ILKEE XFIR (CR) :

I oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

Q N FREETRER, EREREENA.

® FullRedundancy : Elasticsearch B8N RSN ED A RESHEENBIE T =, XA
REENELMYE, ERNEFESARNENHIFAMERE,

e MultipleRedundancy : Elasticsearch &8N R5IME D F S I —FHEBIET
o XAERES MR ARERIFIITR,

e SingleRedundancy : Elasticsearch HBNREINED FEIEF—1EIXx, REFEED
PAEIET R, BEMERATHETRE, FH5MNREZ T RN, Ml
MultipleRedundancy, fEAEENF LSRRGS F 514 Elasticsearch 17 REYERE,

® ZeroRedundancy : Elasticsearch AHIEED FRIBIAR, WIRT KA A EEFE, N

AREHFREASHE. MREFEXIMEMIELTEMY, HELET B SHH#E/PVC
&0/ RE R, ATLEEER LR,

ﬁ o
Y TR ED FBEF T Elasticsearch ##ET B9 B,

7.4.3. Bid{& Elasticsearch 72
Elasticsearch EEFAMLEFE, FEEREMIE, Elasticsearch MREH S,
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Digk

==
[=]

1E Elasticsearch FHEHR AL NFS EERESHFTAMLS (EE T NAS bl
Gluster) , EN Lucene fK§ilF NFS RREBIXERTIT N, BIEARITHIH Athn]
ﬂﬁ%%‘ﬁio

FRFH

o W& % Cluster Logging # Elasticsearch,

Pt
1 HHEERBEICE CR, HEMTINENET RIEENAEER PVC,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

FHIFIEE, KEFHESMEET REBAERTHR200G"H AWS B SSD (gp2) #HEH PVC,

7.4.4. ) Elasticsearch Bt @ emptyDir 771

&I LASF emptyDir & Elasticsearch ¥R AR O —NEHERE, InNEE—BESHFPFARE Pod B

HIE#HMEE R,

% E,E
, & emptyDir B, WIREBFHEFHELE Elasticsearch, HIEHEEX,

FRFH

o W& % Cluster Logging # Elasticsearch,

ik

I spec:
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logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

7.4.5. 1% Elasticsearch A FF N & H

KINBRT, TEMBEICTKERANEIINERE T EEEHEIC KM Elasticsearch, SR LU HE— re-

encryption termination XX FIBEEH, LASCEIAEBXT Elasticsearch B[R] S IRERENIE,

FH, DR UENSBOE—NEFHINBIRE, £A OpenShift Container Platform 5 H1 2 &4 #
Elasticsearch CA iEFLAMAER I 7] Elasticsearch, AR, EHEE&LTERBR cURL iER¥ A
Elasticsearch 73 :

e Authorization: Bearer ${token}
® CElasticsearch EFMNH IR EBFI Elasticsearch APl 15K,
TERER, B/ LAFE Elasticsearch &% IP 1/j[A] Elastiscearch :

e LMER LU 645 2 —FREX Elasticsearch £8% IP :

$ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

172.30.183.229

oc get service elasticsearch -n openshift-logging

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

FRFM

W& % Cluster Logging # Elasticsearch,
o MWNBBWBEMNRR, LMERVIFEBR,

ke
X A4 ERB /N FF Elasticsearch :

# A openshift-logging i H :

I $ oc project openshift-logging

2. M Elasticsearch 128X CA IEFHE A admin-ca X4 :
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$ oc extract secret/elasticsearch --to=. --keys=admin-ca
admin-ca

3. LLYAML X R G Elasticsearch IRSHIEEH :
a. FRAUTARLUE—D YAMLX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

ﬂ 70 Elasticsearch CAIERHFERA T —F PR T, BFRBIXE—LEENNEBHRE
B spec.tls.key. spec.tls.certificate # spec.tls.caCertificate %1,

b. i2fTLL T4 %9 Elasticsearch CA IEBARIMNEIEAIZMEZE YAML F :

=
I cat ./admin-ca | sed -e "s// /" >> <file-name>.yaml|
c. DIEERRH :

$ oc create -f <file-name>.yaml

route.route.openshift.io/elasticsearch created

4, BERETAFFT Elasticsearch RS :

a. FRERUL ServiceAccount I3 hE, LUEEHE KAHEMA :
I $ token=$(oc whoami -t)
b. FHEGIER Elasticsearch BB NIfELE,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"
c. ERIEBHARTOREMND), HSTU T aREEAFHEHE R Elasticsearch :

curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}"
"https://${routeES}/.operations.*/_search?size=1" | jq

HAa R ELFOF -

I % Total % Received % Xferd Average Speed Time Time Time Current
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Dload Upload Total Spent Left Speed
100 944 100 944 0 O 62 0 0:00:15 0:00:15 --:--:-- 204
{
"took": 441,
"timed_out": false,
"_shards": {
"total": 3,
"successful": 3,
"skipped": 0,
"failed": 0
b
"hits": {
"total": 89157,
"max_score": 1,
"hits": [
{
"_index": ".operations.2019.03.15",
"_type": "com.example.viag.common",
"_id": "ODdiNWIyYzAtMjg5NiOTAINWE3MDY 1MjMzNTc3",
" score": 1,
"_source": {
" _SOURCE_MONOTONIC_TIMESTAMP": "673396",
"systemd": {
"t
"BOOT_ID": "246c34ee9cdeecb41a608e94",
"MACHINE_ID": "e904a0bb5efd3e36badee0c",
"TRANSPORT": "kernel"
b
"u™
"SYSLOG_FACILITY": "0",
"SYSLOG_IDENTIFIER": "kernel"

}
3
"level": "info",
"message": "acpiphp: Slot [30] registered",
"hostname": "localhost.localdomain”,
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.128.2.12",
"ipaddr6": "fe80::xx:xxxx:fe4c:5b09",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2019-03-15T20:25:06.273017+00:00",
"version": "1.3.2 1.6.0"
}

2
"@timestamp": "2019-03-15T20:00:13.808226+00:00",
"viag_msg_id": "ODdiNWIyYzAIMYTAINWE3MDY1MjMzNTc3"

7.4.6. <F Elasticsearch Z4R ]
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&\ LATE Prometheus R & & X LR AN,

g

i

ElasticsearchClusterNotHealt
hy

ElasticsearchClusterNotHealt
hy

ElasticsearchBulkRequestsRej
ectiondumps

ElasticsearchNodeDiskWater
markReached

ElasticsearchNodeDiskWater
markReached

ElasticsearchdVMHeapUseHig
h

AggregatedlLoggingSystemC
PUHigh

ElasticsearchProcessCPUHigh

7.5. fid & KIBANA

sk

ERERIASHRED EVAE 2 08, EETERERE, 27
BEFRKTHE master TT RERIEE,

SRHEEIASTY YELLOW EAE 20 28, EED REIXRHKRD
fc.

SRPTRNBERAERS, KT RYUBITERLRIEE,

SRR REABMEEKAIL. DRTEBIESLT R, N
17%?3[']71 EIIJ\\jJDE%Eﬂi IETJo

SRPTREAIMERK UL, EEAE, FESARERS
BEIHEAMTY R, BERETRINNESHWEZEE, HEEZFIES
T REIERE I,

ST A ER JYM HFEAE D <value>

£ A MRS CPU FEAXRE <value>

SRR BB ES T2 CPU EEEZ <value>

EEMN

critical

warnin

g

warnin
g

alert

high

alert

alert

alert

OpenShift Container Platform {# F Kibana ‘E7~H Fluentd Y853+ Elasticsearch 3R5|# H & #IE.

RAEI LAY & Kibana SREZIITURYME, F4 Kibana 11 RECE CPU MW 7F.

PRIEFEULEA,

BMNENITXLERE A, LIREFARICRXENERER

BELER, HHNERERBSILREERERT,

W FIEZFEIRSH Operator MHIERTH, SHEENE

%o

METHREZER,

BB HIEZE Operator BT H5RHEK

7.5.1. it & Kibana CPU #1 N1Z[R{E
BAMAEIRE AR UFHEE CPU MIR1ERRIE,

it =

1. 1E openshift-logging %l B 4R HHIC KB E L FIR (CR) :
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I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy: 9
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi

@ BEEEHETRHEH CPUMNERIE,
@ 5EE)Kibana RIBHEM CPU MINTEIRIA.

7.5.2. ¥ & Kibana LLSCERTT &R
BRI LAY & Kibana ERELLSLII TR,
ik =
1. £ openshift-logging i B 4 &£ E A& ILKE E X FIR (CR) :

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
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type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 17 HRIEE,

7.5.3. FAREE (toleration) X4l Kibana Pod &

EA LL@ITTE Pod EERAAR (toleration) 3i%Hl Kibana Pod TEWFLE Y s Ei21T, FRHIEE M TEM
B AL =,

EHLhEd SR EEIL KB E LR (CR) HARMAEZ Kibana Pod, FH&@d T mMA&RITR (taint) M

AR &R, TR L5 RE—1 key:value X, BIETT RERAMEARBIFILIG A Pod, Bt ERA&A
EHM Pod LEANKEE key:value X, ATLUAIRIN Kibana Pod BEWSIEIL T s LI 1T,

FoRFM

o W& % Cluster Logging # Elasticsearch,

it
1 EAUTHS, B5RIAINEIZEEE EFE Kibana Pod B9 = :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— i)y kibana BfE ) node B75 5, 753 ER 2 NoExecute, &i,/ifE
F3 NoExecute /5 =X &. NoExecute (X JiE 55 mICEH Pod, FHHRAFICEMIIA Pod,

2. JniHER AR R A E LR (CR) By visualization 284, LIUEZE Kibana Pod BB BE :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
e ERINETY R,
187 Exists Iz &R, LIEKILE key/value/effect 54K,
15 NoExecute 3R,

("]i%) 87 tolerationSeconds %1, LULE Pod TEMHLEH BT LURIFHIE R T s BET
—KC

0009
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IEZRES oc adm taint SN RICE., EFHERY Pod BETFAEE nodel L,

7.5.4. &% Kibana Visualize TE

f&Bf Kibana BY Visualize 1£71£, B UGIEB T HERSEENMHLFERNR, LEEBOARAF
(cluster-admin = cluster-reader) FENSIRIRERE., MB L., Pod MBBREEEFHZE.

AR
N RIRFE AL Kibana Ul &R -

. BAEXE, WKENZE Cluster Logging Operator Ff ZiABIE M Kibana B :

$ oc get routes -n openshift-logging

NAMESPACE NAME HOST/PORT

PATH SERVICES PORT TERMINATION WILDCARD
openshift-logging kibana kibana-openshift-logging.apps.openshift.com
kibana <all> reencrypt/Redirect None

2. ¥KHY Elasticsearch Pod B9 #F,

$ oc get pods -I component=elasticsearch

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

3. I RFEENA P RRE
a. LUERRERIIERRIA - F 10 &FE Kibana {{ZR1R.

I https://kibana-openshift-Iogging.apps.openshift.comﬂ

Q Kibana & FTTERY URL.

b. MR IR Authorize Access TUH, HILFEFMANIR, B= Allow selected permissions,
c. 1B Kibana YR,
4. {EFA{E{ Elastiscearch Pod B9&#F, M Pod FRIEMITIEIZITLA T4 -

I $ oc exec <es-pod> -- es_load_kibana_ui_objects <user-name>
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwbk -- es_load_kibana_ui_objects
<user-name>
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Kibana ¥ & (#0flat4b. {XFRRE) BITEIELL kibana.{user_hash} 3| REFE
Elasticsearch &1, &8 LUf#EF userhash=$(echo -n $username | shalsum | awk "{print
$1}) 5 IKEX user_hash, EIAER T, Kibanashared_ops RAIEXIFEEEEHER
HABMRERHERS], FRIXA Kibana X RTHIEREE kibana FR3|H,

B E U RIREB AT LU A S A/ S HIhEE, SHRIER curl SN TRIERA
n Elasticsearch BIRARER 5 A,

7.6. ELASTICSEARCH #iEE R

Elasticsearch Curator TEE 2R3 H /3% LA B HEMBPUT R E 48 E, Curator IRIBEEEINIT
B,

Cluster Logging Operator f§%%% Curator REEE, EaIMEAEHEKICKBE LHIREE Curator
cron itHll, HArEE LT openshift-logging 7 B F#) Curator ConfigMap curator (Fi& T
Curator G X4 curator5.yaml LA & OpenShift Container Platform B7E X EBEB X config.yaml) H$k
2,

OpenShift Container Platform fERER{E A config.yaml 34 X Curator action X2 {4,
(FI3de) eI LB AL action XX, Bt gt >c, MAILAMER Curator IREEHI A EHRIZITHIME

e, B2, TGEWENAF ERILIEE, lﬁWE&(i#_fﬁ‘é%ﬂ%ﬁLﬁHﬁﬂ\ FHARESEBM
Elasticsearch FIBR L BHIFRE| /B, KZEEHE A NFEIEK Curator ECEM S, F-F % action ST,

7.6.1. Bici& Curator 11!
B L MERABREMARIIRRENENERAEICREE L FIREHE Curator FHE,

FRFH

o W& % Cluster Logging # Elasticsearch,

AR
& Curator AR :

1. 44’ openshift-logging Tl B FHEEHFIC KB E LFIR

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

curation:
curator:
schedule: 303 * * * ﬂ
type: curator

ﬂ LA cron #0387 Curator BIFE,
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i X 2R #E Curator Pod iIZ1TAREREN T i B,

7.6.2. & Curator &2| /14

RAILARC & Curator, LUBIBIREE X EMIPSE Elasticsearch B, AU BT ET EEREANILE, 1
AURELBEEREMNAE, £REENHEEAREENTE, BETBEEHANSESESERXE,

FRFH

o WIMRERERHTILE.
iz
frBRRBI

1. Y@’ OpenShift Container Platform B % Y. Curator B XX :

I $ oc edit configmap/curator

2. REFEXEBEUTSH :

config.yaml: |
project_name:
action
unit:value

TSN :

& 7.1. Wi EH &

LELH ek

project_name T B #SEPR&#R, 140 myapp-devel, *fF OpenShift Container
Platform operations B, 15f#F .operations £ B & #R,

action LHATR X delete,

unit FAFMERAEAR, =TLLZ days. weeks 5k months,

value FAATE,

R 7.2. i TR

ZEAR ik

.defaults &/ .defaults {5 project_name, =7 iEkIgETIE XEBERRIA
(ER

.regex 51 8 & FR T E N RiA X FIR,
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ZEAN fed
pattern BMEIEBL XWIENFARX, AHREISHEE.

550, IS Curator ERE N :

o jHpR
o PR

myapp-dev Ui B I F 72 81T 1 KRS

myapp-qe Ui B FE7EN [H#ET 1 M 2EHZRS]

o JHPRFTENT AT 8 NEHioperationsH &

o fHIBRATA E A1 E FFEN [FET 31 XBIZRA|

o fiti&5 Aproject\..+\-dev.*$ IEN|ZKiA = PCES B ZEHT 6]

2

1 KHIFRS|

o filiBR5S Aproject\..+\-test.*$ 1IE | ZRiA P EL B 17N (8 2 RHIFRE|

-

2

config.yaml: |
.defaults:

delete:
days:

31

.operations:

delete:

weeks: 8

myapp-dev:

delete:

days:

1

myapp-ge:

delete:

weeks: 1

.regex:

- pattern: "\project\..+\-dev\..*$'
delete:
days: 1
- pattern: "\project\..+\-test\..*$'
delete:
days: 2

50

BF

4 1%4F months FAFIZVERT SUNIT B, Curator MY AME—RFAITE, MARLA
MYX, Fla0, MRSKE 4 A 15H, FEEBEMRERIFEAENFEZL 2 AR
(delete: months: 2), Curator AMHPREEATE 2 B 15 HAIMZREE], MESMRBHAZE 2 B
1 BRIMERE], LEi2Yl, ERBEFIEMBAMHNE—X, RAEMNZBHERENNEA,
INRIEAESE Curator EH—LE, NIZFHEA days (6140 delete: days: 30) .



% 7 B R%%ﬁﬁ lb\lﬁﬁgﬁg

7.6.3. Curator = HER
e A BAT h g Bk Curator, 80, #0R Curator b FRMURE, EREEERRERE,

mA LIRS

FeRFMH

HEL R FE L FES, MAVERFH—RIFAEIZIT cron 155,

W& % Cluster Logging #1 Elasticsearch,

iz

JE F Curator i HEFHF oI 4 F—>R Curator #21F

1. J2 A Curator B9 AE :

BE

$ oc set env cronjob/curator CURATOR_LOG_LEVEL=DEBUG
CURATOR_SCRIPT_LOG_LEVEL=DEBUG

BELH] :
CRITICAL : Curator (U ZR/EHR.
ERROR : Curator [ REEAF™ EH 2.
WARNING : Curator X EREE 1R, BEMEHR.
INFO : Curator (U EREE, ik, BEMNTEHER,

DEBUG : & EiRFrEEEM, Curator (R RIFEGEE,
EIME N INFO,

£ B H KD KTE OpenShift Container Platform T8 FHA (run.sh #
convert.py) F{EF OpenShift Container Platform BE X IMEL &
CURATOR_SCRIPT_LOG_LEVEL, RIEFE, NETEXAS
CURATOR_LOG_LEVEL 8RB T RIA st

2. & F—R Curator 3£ :

$ oc create job --from=cronjob/curator <job_name>

3. FERU TS FEIESH Crondob :

= CronJob :

I $ oc patch cronjob curator -p {"spec":{"suspend":true}}’

& CronJob :

I $ oc patch cronjob curator -p {"spec":{"suspend":false}}'
Bl CronJob H[E :

I $ oc patch cronjob curator -p {"spec":{"schedule":"0 0 * * *"}}' ﬂ
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Q schedule £ 5 cron B HEE,

7.6.4. ERIAR{LERZE HEE Curator
MR ACERE REE Curator, 1IEFEHRATHHEER,

FERFH
o WIR% Cluster Logging F Elasticsearch,
o F[EHAFTICTKEENIEZERS.
ik
TERIA LU/ EXER & Curator :
o MREMAILERE
1. QBFHENEE :

a. M Curator E2EBRET & #l Curator EEi&E X 4F1 OpenShift Container Platform B E X
BXH, FhellonaEamasc s

I $ oc extract configmap/curator --keys=curator5.yaml,config.yaml --to=/my/config

b. Yw%& /my/config/curator5.yaml #1 /my/config/config.yaml {4,

2. MRINEB Curator BLBEMREY, FIFHERFM YAML SUERINEIRT Curator BoEMET &,

$ oc delete configmap curator ; sleep 1

$ oc create configmap curator \
--from-file=curator5.yaml=/my/config/curator5.yaml \
--from-file=config.yaml=/my/config/config.yaml \
; sleep 1

T—RIZERFERILEE,
o HNRE action X :
1. BIEHEBHREE :

a. M Curator EZERET RS Fl Curator ECE LA action X4, FAHE10 502 S ImAE
XA

I $ oc extract configmap/curator --keys=curator5.yaml,actions.yaml --to=/my/config

b. Y#%& /my/config/curator5.yaml #1 /my/config/actions.yaml L1,

2. MRINEB Curator BLEMREY, FIFHmERFM YAML SXETRINEIFT Curator BoEMET .

$ oc delete configmap curator ; sleep 1

$ oc create configmap curator \
--from-file=curator5.yaml=/my/config/curator5.yaml \
--from-file=actions.yaml=/my/config/actions.yaml \
; sleep 1
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% 7 B R%%ﬁﬁ lb\lﬁﬁgﬁg

—REFRERLEE.

7.6.5. {§FH Curator Action X4

openshift-logging 7 B ##) Curator ConfigMap @& —" Curator action 32, EaIUEEFEET
fAIE EHIZ T8 Curator #4F,

A5, M action X4, OpenShift Container Platform &% curator ConfigMap 189 config.yaml
e, eRENATHERNRNEZNAEFRES, BEMEA action X4, ENEEE R RIMNBERILINI K
FRBXLERS|, ELLITIRBAETRNSE, FIRMMAEHBER,

BF

action # config.yaml 2 FME B X4, —BTF1E action 3X{4, OpenShift Container
Platform Fh=72B& config.yaml X4, (VBB A A EA action X4, R NFERIZXH
AIRER NI ERBHE R, FHATAESBIM Elasticsearch Bt iR L ERZRE| /X E,

FoRFM

o W& % Cluster Logging # Elasticsearch,

o [EMABIIFKKENEZERT, LTFIZERER Operator FRIEXZH, EHEENTE
xé%?’“%/\éﬂﬁﬂ’]ﬁﬂ%%ﬂﬂ%ﬁo

b =
Bdi& Curator LAHIFRZRAB] -

1. Y@%H Curator ConfigMap :

I oc edit cm/curator -n openshift-logging

2. % action XXHHITLLTEN :

actions:
1:
action: delete_indices ﬂ
description: >-
Delete .operations indices older than 30 days.
Ignore the error if the filter does not
result in an actionable list of indices (ignore_empty_list).
See
https://www.elastic.co/guide/en/elasticsearch/client/curator/5.2/ex_delete_indices.html
options:
# Swallow curator.exception.Nolndices exception
ignore_empty_list: True
# In seconds, default is 300
timeout_override: ${CURATOR_TIMEOUT}
# Don't swallow any other exceptions
continue_if_exception: False
# Optionally disable action, useful for debugging
disable_action: False
# All filters are bound by logical AND
filters:
- filtertype: pattern
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kind: regex
value: "M\.operations\..*$'
exclude: False 6

- filtertype: age
# Parse timestamp from index name
source: name
direction: older
timestring: '%Y.%m.%d'
unit: days
unit_count: 30
exclude: False

157 delete_indices LA BRE ERIZRBI,

®9

EF filers SELUIEEEMIFRIIZRE], INTBXLESHMER, 5S4 Elasticsearch Curator
g =N

187 false LSS 1FHIFRERE ],

o

7.7. BCiE /L;\lEi”&%%ﬁ

OpenShift Container Platform {# 8 Fluentd M&EEFFIREREFN BARRFHEHRE, FHEEBD Kubernetes Pod
#0 F'F“gl ]mE;ﬁ*EEEEI X'u:lf'Ell_.\o

BHURERSREMBEME, FRAAMEEREGS, Uk NVEBSREFITEMEE.

Bﬁ#%ﬁiﬁéﬁﬂ BNENITXLERE A, LIREHARICRXENERERS, WF
BSER, HEHERERERICKEERT,

AFIZERTH Operator MEIEXZH, KHEENFTETEELES M GNEREMFA
2&0

MBTHREZER, BHSHIEZE Operator BT HFERES

771 EFRAEFEICFKESS Pod

KA LUEF oc get pods --all-namespaces -0 wide S S EFEE T Fluentd B9 =,

it

e
£ openshift-logging B 21T A T4

|

$ oc get pods --all-namespaces -o wide | grep fluentd

NAME READY STATUS RESTARTS AGE |IP NODE

NOMINATED NODE READINESS GATES

fluentd-5mr28 11 Running 0 4m56s 10.129.2.12 ip-10-0-164-233.ec2.internal
<none> <none>

fluentd-cnc4c 1/1 Running 0 4m56s 10.128.2.13 ip-10-0-155-142.ec2.internal
<none> <none>

fluentd-nlp8z 11 Running 0 4m56s 10.131.0.13 ip-10-0-138-77.ec2.internal

<none> <none>
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B 7 E KESHARILKRE

fluentd-rknlk 11 Running 0 4m56s 10.128.0.33 ip-10-0-128-130.ec2.internal
<none> <none>
fluentd-rsm49 11 Running 0 4m56s 10.129.0.37 ip-10-0-163-191.ec2.internal
<none> <none>
fluentd-wjt8s 11 Running 0 4m56s 10.130.0.42 ip-10-0-156-251.ec2.internal
<none> <none>

7.7.2. Ed E HEWEE2S CPU FINER{E
HERIRESE R CPU MR IR E T,

it =

1. £ openshift-logging i B 4 iEEE A KILKE E LFIR (CR) :

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
collection:
logs:
fluentd:
resources:

limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME

7.7.3. 7 Fluentd B2 & 2 A #UiE L BR
INR Fluentd BEILEBREARERTE, Fluentd RHUTXHZPEBFEAEREHHIEEIEEKX,
Fluentd X% LA HAEIR X IF LK. BIBREHEEZHXH,
& e LR R Fluentd Daemonset FRBIEAIR A8 £ SR EE R BRI SCEE 22 4
pa -3
{&2& Fluentd Daemonset ## FILE_ BUFFER_LIMIT s BUFFER_SIZE_LIMIT &, &

FTEREHOATRARENREE (unmanaged) K&, FIEZFEIREH Operator &
WERLZH, EHEENETERLEES N HENEBEAL,
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e BUFFER_SIZE_LIMIT, WS#HURE Fluentd IEH 2 IS N STHMRE AR, BRIMEH

8M, LttBHXE Fluentd chunk_limit_size &,
= BUFFER_SIZE_LIMIT JLUEEMNEXHINER %105, BRI KEER KM B F 2
ZEF B EEED,

FILE_BUFFER_LIMIT, XMSEHREESNHERENXXEZ AR KN, WERRETHE
Fluentd pod BT s FRBY AT FHZ2[A]A01E K, OpenShift Container Platform RS Fluentd #8id 7
mAEs, BIMEN 256Mi,

&= FILE_BUFFER_LIMIT E&E FTHiH M EMNE 5K BUFFER_QUEUE_LIMIT, B2, X
TR EEIEES, Fluentd TRES KM,

KINBERT, NRAEREEHRLAEREANEE, 1 number_of outputs i 1, FIELZ—1K%
Bt a2 1, IREMEH Log Forwarding AP, Fluentd Forward 11X 8 syslog P i B &%
REINEME, NATEREZ N HE.

BFAMSK/NAIIAF FILE_BUFFER_LIMIT 54 H 8RR,

BUFFER_QUEUE_LIMIT, XM SHEARTHRAZ FH#E, BUFFER_QUEUE_LIMIT S
TR EZJHE, OpenShift Container Platform RIEHEFEICEHMHBEHE. XN URTHXHER
GrzE AR EXME. BAUAR 323k, E{Etk BUFFER_QUEUE_LIMIT, FEEHN
FILE_BUFFER_LIMIT 85, BUFFER_QUEUE_LIMIT %048 Fluentd queue_limit_length
S,

OpenShift Container Platform 175 BUFFER_QUEUE_LIMIT #9/A=2 (FILE_BUFFER_LIMIT
/ (number_of_outputs * BUFFER_SIZE_LIMIT)),

FABRINLERNE, BUFFER_QUEUE_LIMIT B9ER 32 :
o FILE_BUFFER_LIMIT = 256Mi
o number_of outputs =1

o BUFFER_SIZE_LIMIT = 8Mi

OpenShift Container Platform {8 Fluentd file i@ {4 SRECBEF AR AR, ERILERAUTHRSE
BN XXHFHIALE :

I $ oc get cm fluentd -o json | jq -r ".data."fluent.conf™

1]
2]

<buffer>

@type file @)
path ‘/var/lib/flunetd/retry-elasticseach’ @)

Fluentd file ZZ 9 1E M, FEESUXME,
RER PR,

FRFM

iz

o FEBHEBILFKHXENEZERS. LFHERERTH Operator MRIEXZH, KHEENTE

TEERS M HARNREM AL,

BB 2 KR PR
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% 7 B m%%ﬁﬁ lb\lﬁﬁgﬂg

1. %% fluentd Daemonset FRILL TIE—S 2K,

spec:
template:
spec:
containers:
env:
- name: FILE_ BUFFER_LIMIT ﬂ
value: "256"
- name: BUFFER_SIZE LIMIT 9
value: 8Mi

@ EES NI Fluentd STHZEHKN,
@ EESA Fluentd ZAHBIBAKRN,

IR LUERINMES ERIEW Fluentd HEWESRWEE.

NERAIMEZEMIIR, 550 Github H# Fluentd README,

AR

o FEBHEABILFKKXENEZERS. LFHERENRTH Operator MRIEXZH, KHEENTE
TEERES M HANREMNFAL,

b =
RIEEE LB Fluentd PR E -

I oc set env ds/fluentd <env-var>=<value>
fBlan -

I oc set env ds/fluentd LOGGING_FILE_AGE=30

7.7.5. 9&3: H mxﬂi”&%%%%i?ﬁ
UTERBAZICRINESSER, BLUTE Prometheus Ul BY Alerts i£TT £ L& E,

A B0 R IE SR ERARTTE OpenShift Container Platform Web 1£#& B9 Monitoring - Alerts T
i, BREFUTREZ—:

® Firing : TE@ITHARRAEIRFM T true. REEMAERREM Options 5, UEFESZER
RFEEEHS,

e Pending : EIRFMHZHFIN true, B RIAEIFBIIHS[H,
e NotFiring : HRTRAL EN,

2 7.3. Fluentd Prometheus Z#
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i HE ik BEMH
FluentdErrorsHigh In the last minute, Fluentd fk ERYAIIEE  Critical
<value> errors BT THEEHE (BAE
reported by fluentd $10) .
<instances.
FluentdNodeDown Prometheus could Fluentd k& Critical
not scrape fluentd Prometheus B BETCAHN
<instance> for more E4EE R Fluentd 541,
than 10m.
FluentdQueuelLengt In the last minute, Fluentd IR E B2 EARE  Warning
hBurst fluentd <instance> B,
buffer queue length
increased more than
32.Current value is
<values.
FluentdQueuelLengt In the last 12h, Fluentd fk 5P FIEA7  Critical
hincreasing fluentd <instance> SR,

buffer queue length
constantly increased
more than 1.Current
value is <values.

7.8. W& F 77 KUBERNETES &4

OpenShift Container Platform B4R HEZFE— 1 Pod, B Kubernetes F, FHBIEBEHEKICE
ILRENME, BUFohERE Event Router,

Event Router MFTE T B INE S, FHNHEEA STDOUT., Fluentd INEiX LM FHFHL LT
OpenShift Container Platform Elasticsearch S£fjll, Elasticsearch 35 #43%&5|% infra 351,

' e
EHERAERT Fluentd IBINFIANB 713, FARSFMEMTURLIENHEHESHE,

7.8.1. BREMECEFHIRHES

FERAUTHSRNEGRARMERNER R, BEIZBZE Event Router E3E E openshift-logging i
B, LBREMNEEPKESH,

LAF Template M ROBESHIRBSRAMENRSIKS. SHACNERAGHE, ERLKEEFITE
Event Router Pod, f&AILAE A LLERMITFEER, HEX Deployment X & CPU F1AFIE K,

FRFH

o FEEHMNIR, LMEROUIEBRSIKAMEHREHACHE. fl, BILUEREA cluster-
admin ABIAFRSITUTER,

o M\/ﬁ§§$3¥ H Ib\la%o
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i
1 NEMARESFCIRENR

kind: Template
apiVersion: vi
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to cluster logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
kind: ClusterRole g
apiVersion: v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
kind: ClusterRoleBinding €)
apiVersion: v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
kind: Deployment €
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
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spec:
selector:
matchLabels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
replicas: 1
template:
metadata:
labels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

- name: config-volume

configMap:
name: eventrouter
parameters:

- name: IMAGE
displayName: Image
value: "registry.redhat.io/openshift4/ose-logging-eventrouter:latest"

- name: CPU G
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" 9

1E openshift-logging 7 B # h S 4 EREBEEROE— MRS

IR F IR R B P =48 ClusterRole,

@l — ClusterRoleBinding ¥ ClusterRole 4f & £l ServiceAccount,

£ openshift-logging T B F{/ — 4 ConfigMap E4£MFFER config.json 3T,
£ openshift-logging 2 B {1/ — Deployment 4 F B & Event Router Pod,

EEARAEHIREE Pod WR/NREFE, BIAET128MI,

QD000
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Q@ SESEYLEHIES Pod B/ CPUE, BiLE)100m,

@ BEERHPRENRM openshift-logging i E.

2. ERAUT R RAIBFRN BER
I $ oc process -f <templatefile> | oc apply -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -f -
=1

serviceaccount/logging-eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/logging-eventrouter created
deployment.apps/logging-eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:
a. AENMEHEEEBZE Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENSEH
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
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message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5|#RHHH Kibana Sk EEEH4,

7.9. FHBRRBEFRIZHEERHEICK POD RiE

BRI LERS R A BERABREREEILK Pod ARE T RLZ1T, HBEREMIFEREFEXLET
mLEiz1T,

17 RABBEZE F 8 key:value Xf, TR EMTRIET T RFRABEFBITFILIT R Pod,

key B& K7 253 M FRVERFRFSE, value NIZH KT 63 NMFRGERFFFH, FRBLIMUFE
HHFIL, AEALUEEFHE, BF EFF. ARM T,

BARBENSREAERILK CREIRH

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: openshift-logging
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1

tolerations: ﬂ

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 8Gi
requests:
cpu: 100m
memory: 1Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:

tolerations: g

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
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memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 200Mi
requests:
cpu: 100m
memory: 100Mi
schedule: "*/5 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

\Y

LR BERINE Elasticsearch Pod,

IR BERIE Kibana Pod,

\Y
g

R BERIE Curator Pod,

\Y
g

R BERME HEILTKES Pod,

B 7 E KESHARILKRE

RAILLEITIE Pod EERAAZEE #1204 Elasticsearch Pod fEMFLE T s biz4T, FHBFLEEM T EMEER
IXLEETT =,

e LB BB FICKEE LTIR (CR) AR E N AR Elasticsearch Pod, F@idt 17 s #lA& 5 s
AET R, TREHERE— key:value X/, BIFRT mEEFRAAEARRITFILIE =B Pod, @B FERRE
Hh Pod LBIHFRE key:value &f, BJLAHA{R{ Elasticseach Pod BEWSTEIX T s LiZ 1T,

ZKiIANBERT, Elasticsearch Pod EEUTARE :

tolerations:
- effect: "NoExecute"
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key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

FeRFH

o W& % Cluster Logging # Elasticsearch,

it
L ERUTHS, M5_RNBEEE ERERFHBEKICT Pod BT :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AFIE nodel EE— NN elasticsearch B 7 node Bi5 5, 755 RE NoExecute,
B35 NoExecute R T RIUAE 515 mICEH Pod, FMIERAEEINE Pod,

2. URRERABIC TR EE KR (CR) B logstore #84>, LUECE Elasticsearch Pod ARZE :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ

by IEIRED=: O N
§7E Exists operator EE TR EBF—NHHHN elasticsearch H75 =,

#5E NoExecute &,

0009

("Ji%) 87 tolerationSeconds %1, LULE Pod TEMHLZEH B LURIFHIEE T BT
—KO

IEZRES oc adm taint SN RICll, EALEREN Pod AJLUAEE nodel L,

7.9.2. FHREE (toleration) 3¥iZ4l| Kibana Pod &

EA LL@ITTE Pod EERAAR (toleration) 3i%Hl Kibana Pod TEMFLE T s Ei21T, FRHIEEAM TEM
T AFE XL =,

R LhEd £RFEEIL KB E LR (CR) HARMAZ Kibana Pod, FH&@d T mMA&RI5R (taint) M

AR &R, TR L5 RE—1 key:value X, BIETT RERAMEARBIFIZIG MM Pod, Bl ERA&A
TEHM Pod LEANKEE key:value X, ATLUAIRIN Kibana Pod BEWSEIL T s LI 1T,

FoRFM
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o W& % Cluster Logging # Elasticsearch,

it
1 EAUTHS, H5RIEINEIZEEE EFE Kibana Pod B977 = :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E node1 LHE— M)y kibana BfE ) node B75 5, 753 ER 2 NoExecute, &i4/iifE
F3 NoExecute /5 =X i&. NoExecute (X JiE 5i5 mILEH Pod, FHHRAFICEMIIA Pod,

2. JRER AR R A E LR (CR) BY visualization 284, LIUEZE Kibana Pod BIABE :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 EARINETT SRR,
157 Exists iz &R, LIEKILES key/value/effect 544,
157 NoExecute X,

N
(|Ji%) 87 tolerationSeconds %1, LUILE Pod MEMHEH BT LURIFSIEE T BT

HEZRES oc adm taint S I|ENG RICE., EFHERY Pod BEFAEE nodel L,

7.9.3. FHEB B E XIS Curator Pod &

A LURIL7E Pod EfE AR EKIEH] Curator Pod fEMELE T R _Ei51T, FRHEHE M TE M ERxXL
TR

EehEd SR ERIL KB E LR (CR) HABER AR Curator Pod, FFilid 7 &35 mA R E

TRe TREGRE— key:value &, BT T REEFABARBIFILZTRI Pod, B FERXKEEH
fts Pod EEFEHRFE key:value X, FILUAMRIX Curator Pod BESTEIZ T R EIZ1T,

FRFM

o W& % Cluster Logging # Elasticsearch,

it =
L EAUTHS, MERININEIZAER EFE Curator Pod BT = :
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I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 curator=node:NoExecute

ABTE node1 EE—iEH curator BE 7 node 975, 755 ER 2 NoExecute, &40
{5 NoExecute /5 =% &, NoExecute (XAE 55 mILEM Pod, FHFRAFCEMIIA Pod,

2. JRHERARIC A E LR (CR) BY curation #8849, LUEZE Curator Pod IRZBE :

curation:
type: "curator"
curator:
tolerations:
- key: "curator" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
18 E AR INETT =B,
S Exists iZ2BRF, LLEXKITE key/value/effect %4,

#5E NoExecute &,

0009

("Ji%) 87 tolerationSeconds %1, LULE Pod MEMHEH BT LURIFSIEE T BT
—KQ

IBEZRES oc adm taint SN RICE., EFHERY Pod BETFAEE nodel L,

7.9.4. FAABERZH HEIRESS Pod HE

BRI LB 1E Pod EEARFERARERICFKINESS Pod WL T R LizfT, FHEIEEMTERNEE
FIXEE T =,

B LGB R ESICREE KR (CR) HABEN AR BEICKKES Pod, Hilid T AR R
RREIT Re B AERIS RMAREHR Pod FERENAEF CPU (A EMARINER,

BANERT, BERICFINES Pod EEUTERE :
tolerations:
- key: "node-role.kubernetes.io/master”

operator: "Exists"
effect: "NoExecute"

FRFH

o W& % Cluster Logging # Elasticsearch,

Y=
1 EAUTHS, BRI RERE EHERRICREES Pod TR ¢
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I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 ERE—EH collector BfE 7 node BI75 5, 755 R 2 NoExecute, Ri44i
{5 NoExecute /5 =% &, NoExecute (XAE 55 mILEM Pod, FHFRAFCEMIIA Pod,

2. JRER AR R A E LR (CR) BY collection #84y, LUEZE B&RiC U ESS Pod WBRE :

collection:
logs:
type: "fluentd"
rsyslog:
tolerations:
- key: "collector"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: )R
157 Exists iz &R, LIEKILE key/value/effect 54K,

#5E NoExecute &,

0009

("]i%) 87 tolerationSeconds %1, LUILE Pod EHEH BT LURIFHIEE T BT
K

o

AR ES oc adm taint S O0IEMNS mILE, EELLARK Pod 825 AEE] nodel L,

7.9.5. E At IR
MFAEXRTRMBARENESER, ESIERT RITREG Pod &,

7.10. HAEE LA BNE=ZARES

ZINE R T, OpenShift Container Platform &8 HEM B EAZEERHBRICTKEE LFKREHE LHER
INIER Elasticsearch B &#F 1%,

o fHH Fluentd AN AERRE, ERIUGE—D Conﬁgmap, 8 Fluentd % il FEE
LRE R EBNTLUESR Fluent A HiIAERHR FE\%‘S

o {3 syslog XA EAILEIE— Configmap M syslog il B &K EBIHER syslog
(RFC 3164) fR%5 25,

T4, AR LMEA Log Forwarding APl (HRIAIRATIN) » Log Forwarding API Lt Fluentd 53 #0

syslog BERZHECE, ATLURHN HE L ZEEINER Elasticsearch BEEMEFIANER Fluentd BER SRS
RN E,
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BF

Log Forwarding APl R — M RARTGINEE, FRARTIIhEE R #1087 Sa AR 55 F 2 il
(SLA) ¥, BrIaeEhee A mA R, EAHEREFIMERFEREl ], XERATI
WINBE R LAME A IR B AFIIEE, HENSEFLAMBRR®ERGEN

BRIERAT e FSEHEMIEE, HSH
https://access.redhat.com/support/offerings/techpreview/,

{8/ ConfigMap A BEMAEEFH, FHELIERRAHE Log Forwarding API &,

7.10.1. {E Fluentd % X il & BE

IRAI LUE A Fluentd B985 & (forward) T1i¥, ¥ Fluentd BB B WG E B EMBIAR L ZEIAMEERE
2, MABAEEIEIAL Elastlcsearch Zfi%, 7£ OpenShift Contalner Platform &8/, &rILUEMRA
Fluentd ¥4 Wi BT X ERRE N EZ LIRSS, CRERENBEEREGSE, UEK
OpenShift Container Platform PR B

b5 % B B #I/53%7E OpenShift Container Platform 2 #H A, FHREUEMMRASRH
Log Forwarding APl &1X,

-

%H OpenShift Container Platform EZ& {8 f Fluentd ¥ A& iR A # B, 7(£ openshift-logging o
Ze (Al R — 4 secure-forward B ConfigMap EigA— M A S BERAE RS,

BF

M OpenShift Container Platform 4.3 /8, f#M Fluentd # & Xt 2L £ T2k, I
£, FEQE— ConfigMap, 0 FFm,

AN, AR LGB BT ERIE B RINEIZ N secure-forward By secret 81, 1% secret %
#3E#EZ Fluentd Pod A,

secure-forward.conf <4

<store>
@type forward
<security>
self_hostname ${hostname} # ${hostname} is a placeholder.
shared_key "fluent-receiver"
</security>
transport tls
tls_verify_hostname false # Set false to ignore server cert hostname.

tls_cert_path '/etc/ocp-forward/ca-bundle.crt'

<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }"
chunk_limit_size "#{ENV['BUFFER_SIZE_LIMITT || "1m"'}"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || '56s'}"
flush_at_shutdown "#{ENV['FLUSH_AT_SHUTDOWN || 'false'}"
flush_thread_count "#{ENV['FLUSH_THREAD_COUNT" || 2}"
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retry_max_interval "#{ENV['FORWARD_RETRY_WAIT'] || '300'}"
retry_forever true
# the systemd journald 0.0.8 input plugin will just throw away records if the buffer
# queue limit is hit - '"block’ will halt further reads and keep retrying to flush the
# buffer to the remote - default is 'exception’ because in_tail handles that case
overflow_action "#{ENV['BUFFER_QUEUE_FULL_ACTION' || 'exception'}"

</buffer>

<server>
host fluent-receiver.openshift-logging.svc # or IP
port 24224

</server>

</store>

HTHEEM secure-forward ConfigMap =l

apiVersion: vi
data:
secure-forward.conf: "<store>
\ @type forward
\ <security>
\ self_hostname ${hostname} # ${hostname} is a placeholder.
\ shared_key \"fluent-receiver\"
\ </security>
\ transport tls

\ tIs_verify_hostname false # Set false to ignore server cert hostname.

\ tls_cert_path '/etc/ocp-forward/ca-bundle.crt'

\ <buffer>

\ @type file

\" path '/var/lib/fluentd/secureforwardlegacy’

\ queued_chunks_limit_size \"#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }\"
\'chunk_limit_size \"#{ENV['BUFFER_SIZE_LIMIT'] || '"1m" }\"

\ flush_interval \"#{ENV[[FORWARD_FLUSH_INTERVAL" || '5s\"

\ flush_at_shutdown \"#{ENV['FLUSH_AT_SHUTDOWN'] || 'false'}\"

\" flush_thread_count \"#{ENV['FLUSH_THREAD_COUNT'] || 2}\"

\  retry_max_interval \"#{ENV['FORWARD_RETRY_WAIT'] || '3800")\"

\ retry_forever true

\ # the systemd journald 0.0.8 input plugin will just throw away records if the buffer
\ # queue limit is hit - 'block’ will halt further reads and keep retrying to flush the
\" # buffer to the remote - default is 'exception’ because in_tail handles that case
\ overflow_action \"#{ENV['BUFFER_QUEUE_FULL_ACTION'] || 'exception’\"
\ </buffer>

\ <server>

\ host fluent-receiver.openshift-logging.svc # or IP
\ port 24224
\ </server>
</store>"
kind: ConfigMap
metadata:
creationTimestamp: "2020-01-15T18:56:04Z"
name: secure-forward
namespace: openshift-logging
resourceVersion: "19148"
selfLink: /api/v1/namespaces/openshift-logging/configmaps/secure-forward
uid: 6fd83202-93ab-d851b1d0f3e8
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P
BZi& OpenShift Container Platform, LAM# M Fluentd ¥ A& Uik % B :

1. N forward S 0182 —1 4} secure-forward.conf FIEZ & ST :

a. Fdi& secret I TLSER :

<store>
@type forward

self_hostname ${hostname} 0
shared_key <SECRET_STRING> @)

transport tls 6

tls_verify_hostname true ﬂ
tls_cert_path <path_to_file> 9

1EE BEhERBIIER @A AT (CN) BRIME.
BATET RIAIHZHE
1B7E tis 5 A TLS ik,

TEN true LUSIEARSS 2INEEN B, XE N false LI RBEARSS 25 cert EH 4,

0009

IEEEIFE CA IEF X HRIERTR /etc/ocp-forward/ca_cert.pem,

ZEFA mTLS, 1551 Fluentd X# RIKEA XB P IHIE B BHASH R EMLENE R,
b. EZEANER Fluentd IRS5 2392 FF. EHLFIHO,

<server>

</server>

<server> 6

name
host
</server>

A% X RS REA— DR,
EERSBNENEH P,
EERS BB ENIIH,

EERS IR,

0009

(AI3%) HRMEAAHIIRS 88, MIREIEET HAHER N LU LBIRSS 2R, forward &L
#1& (round-robin) Il X LRSS 25 T7 Mo
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o -

<server>
name externalserveri
host 192.168.1.1

hostlabel externalserveri.example.com

port 24224
</server>
<server>
name externalserver2

host externalserver2.example.com

port 24224
</server>
</store>

B 7 E KESHARILKRE

2. 1% openshift-logging @p % Z2 (AR [ — 4% secure-forward #J ConfigMap :

I $ oc create configmap secure-forward --from-file=secure-forward.conf -n openshift-logging

3.\ - FARS ESRFTEHIEM secret :

$ oc create secret generic secure-forward --from-file=<arbitrary-name-of-

keyi>=cert_file_from_fluentd_receiver --from-
literal=shared_key=value_from_fluentd_receiver

a0 -

I $ oc create secret generic secure-forward --from-file=ca-bundle.crt=ca-for-fluentd-

receiver/ca.crt --from-literal=shared_key=fluentd-receiver

4. RIF fluentd Pod LAN A secure-forward secret #1 secure-forward ConfigMap :

I $ oc delete pod --selector logging-infra=fluentd

5. BEABHNEERSRGLRESMIETZ KB OpenShift Container Platform BI{E 2.

7.10.2. [ syslog il A Bi&

IRET LUE R syslog iU HEBIA L ERIAER syslog BRS5 28, MAEERIAM Elasticsearch BEFRE, F

BELUTA X syslog HilMER :

e {#M syslog i (RFC 3164), MA= RFC 5424

o RXHFTLS, FILTRHRZETNEE

o IR Kubernetes JTTHUE. systemd iRk H T 2iE

b5 % B & /I /53%7E OpenShift Container Platform FE2FH M, FHREUEMMRAFRH

Log Forwarding APl &ft,

syslog il E P hRA :
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e out_syslog : JEZEHEISLEN (G@id UDP H1TVA8) AEZhBIBHIIAEALR,

e out_syslog_buffered : i@id TCP #H4T{4@M S R LI 2 HEIR S B A,

BB AR K EEH syslog i, Q%N syslog.conf WECE XX, FIRME A BEFMENER. R
&, ERIZ3X4TE openshift-logging @p 4 Z2 (A R OJE % 77 syslog # ConfigMap, OpenShift Container
Platform fE¥% % BEFRMERIZ M, BEBERE syslog RS 28 LUEIL OpenShift Container Platform B

A&,

8%

M OpenShift Container Platform 4.3 738, f£F syslog B4 &£ T %&b, HITE,
L EQE— ConfigMap, I TFAmR,

A LURIL TE RS B X1 R E S MR M <stores /N TT SRIBA KL X B E 4 syslog AR5 25

syslog.conf<fl

<store>

@type syslog_buffered ﬂ

remote_syslog rsyslogserver.openshift-logging.svc.cluster.local 9
port 514 €)

hostname fluentd-4nzfz ﬂ

remove_tag_prefix tag 9

tag_key ident,systemd.u.SYSLOG_IDENTIFIER G

facility localo @)

severity info

use_record true

payload_key message @
</store>

syslog 1 : syslog =k syslog_buffered.

Syslog R S5 a=MITELRE % (FQDN) =X IP ik,
BEEENROS. BIAMEN 514,

Syslog AR 5522 B R,

MIRZERIHERRTSE, BRIAR " (22R) . Bk Hfalse,
B syslog AT X,

Syslog HETESIR,

Syslog B &,

REZBEAICKHITERNTIE (WRTA)

900990290000

WIE syslog SHEBM A EMEE, Bl Hfalse,

EHF I syslog.conf 7Rl syslog ConfigMap

72


https://docs.fluentd.org/buffer
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kind: ConfigMap
apiVersion: vi
metadata:
name: syslog
namespace: openshift-logging
data:
syslog.conf: |
<store>
@type syslog_buffered
remote_syslog syslogserver.openshift-logging.svc.cluster.local
port 514
hostname fluentd-4nzfz
remove_tag_prefix tag
tag_key ident,systemd.u.SYSLOG_IDENTIFIER
facility localO
severity info
use_record true
payload_key message
</store>

P
BLi& OpenShift Container Platform f#F syslog Fili% & B :

1. A% syslog.conf BIECE S, %3XHHIE <store> DA BIFELUTSE -
a. 87 syslog M EY -
I @type syslog_buffered ﬂ

Q BEEFEAMIN, "TLLZ: syslog 5% syslog_buffered,

b. EZEANER Fluentd IRS5 2392 FF. EHLFIHO,

remote_syslog <remote> ﬂ
port <number>
hostname <name> 6

Q 187 syslog BRZ5 221 FQDN = IP i,
@ EEmMAHIEO,

© i syslog RS BRI AT
B30 -

remote_syslog syslogserver.openshift-logging.svc.cluster.local
port 514
hostname fluentd-server

c. RIEFEREBEHEM syslog T= :

I remove_tag_prefix ﬂ
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tag_key <key> g
facility <value>

severity <value>
use_record <value> 6

payload_key message G
ANINEESEM syslog BIZE R tag FER.
RE KB syslog MIFER,

© fEEsyslog BEIRMR. WBME, HSH RTF 3164,
@ 5Esyslog BEMTE. MBE, HBHHEERTF 3164,

MEATH, FEE true XEAICEHHNEMHNITE, RN truesNEHRBTFES

container _name. namespace _name #1 pod_name ,

IEEINE syslog SHEBM M MR, BRIl hfalse,

o

o -

facility localO
severity info

Huap R ELFOF -

<store>

@type syslog_buffered

remote_syslog syslogserver.openshift-logging.svc.cluster.local
port 514

hostname fluentd-4nzfz

tag_key ident,systemd.u.SYSLOG_IDENTIFIER

facility localO

severity info

use_record false

</store>

2. 1% openshift-logging @p % Z2 AR 1] — %) secure-forward #J ConfigMap :
I $ oc create configmap syslog --from-file=syslog.conf -n openshift-logging

Cluster Logging Operator R E#E8E Fluentd Pod, f0R Pod X BEEHEE, EoT LR
Fluentd Pod K Sl EFTERE

I $ oc delete pod --selector logging-infra=fluentd

7.10.3. f§F Log Forwarding API ¥, % B&

1T Log Forwarding API, BEA A UEEBENEE, NARMT RBELEXIEHANBRNATHEFE
T, WA LURIERE, FHE X ZEE OpenShift Container Platform MR Elasticsearch H &7,
#1~3 OpenShift Container Platform 8 HEIL R EENRYE, WMIHENBAEICKRS. A
Elasticsearch &8, AMAEREMRAARHIRLERNEHEIRE (SIEM) REL,
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BF

s

, Log Fowarding API EHULAE MRATN . FRATIEIHEER BIFTELIEE T AR
il (SLA) /R, BHEINEETREHATE, Eit, AEFABEEET I EFRFERE
LR ORI h A _Il«/lﬁﬁﬁ)j?zeil_hﬁﬁ%ﬁﬁ’]lﬂﬁb, HENREFALANBIRERIGE

b=
il
file XL

~

K =
=]
X LE

BXFAER, ESWIERATGIEESFEH .

EAILAARNRAAERRARENAR, UEEBZRFNEHORRATUTFARBERG, AEs
TLS ZHAR T BT LUME RSNV BN T 2@ N AT X £ R,

M Log Fowarding API @ Rl1ER), INRERFHEN B ER L EIAER OpenShift Container
Platform Elasticsearch £, 1EAREEE Log Forwarding API,

7.10.3.1. T f# Log Forwarding API

8 Log Forwarding API ¥ 4 SEBF H &R B 456 outputs # pipelines, ¥ H&&ZEE] OpenShift
Container Platform &8 PIERF1 4158 B4 € bk o

N R 5 A EIABIWER OpenShift Container Platform Elasticsearch 2%, AZEHE & Log
Forwarding Zh&E,

FINBERT, Cluster Logging Operator % H& & X EIZK NI ER Elasticsearch i (8 Cluster
Logging Custom Resource & X)) . Zf#F Log Forwarding ThaE, EHEZUE—ITBEE L
logforwarding B2 & 34, 1§ HE&E&ZXEIEIEER BB,

#iH (output) REEHBIEMNBMM, Z& (pipeline) T LT M—NEREI—NE SN B9 E H R,
HIHATLLZ -

o elasticsearch 5 H &4 & B4 EB Elasticsearch v5.x 8%, #1/35AER OpenShift Container
Platform Elasticsearch L4,

e forward i?ﬁEl:u?U%ﬁBEIE?%nﬁE%ﬁﬁo 1Z/|\ Iﬁﬁﬁﬁ Fluentd f’fﬁbj@(o

MRFEFAT A CIDR EMIEESEENRE, KRy 2RSS\ ETH FQDN, MAR IP
ik,

EE (pipeline) MHIRRSHEE X, BIBREUTZ— :
o logs.app - HEHFZTHASNARFEXRNESREE (RMBEMEENARRERMA) .

o logs.infra - TE5£E£#0 OpenShift Container Platform i s LiZfTMEMZHHGERMBE, 40
journal Bi&. EiZRHy4H 4 21E openshift*. kube* =X default 7B $2178 pod,

e logs.audit - BT REITREE (auditd) £ERMBER, XLAKFREFE /var/log/audit/audit.log
X, LLRK Kubernetes apiserver #1 OpenShift apiserver B it H &,

75


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.3 B&it %

HER

AER OpenShift Container Platform Elasticsearch SEI A& N E T AR L LEE, BEEH
CRREAFITEENRATEEFRENLRBFNEXER, FEEELYHNERLM. OpenShift
Container Platform 8 HEIL R A B H AR EE X LEHSE,

Wit secret, HiH#E TLS @i, secret WIEBLUTEH: tis.crt. tls.key # ca-
Bundler.crt, IEAENIFARKEMENIET, EERAREMARIFTELN, secret ITEBHEHA

shared_key,

BRENT BT AR BN FENTSNEE, MW secret. RFIKF. HOITFHF
L2 RRERSHEE.

LT REIBIRT = Hi -

MEE OpenShift Container Platform Elasticsearch =431,
TR LRI EREERM Elasticsearch L4,
FREANMUHNERLRLRITWABEHESREER,

=NEBAE

N TR B RID R A EEIARER OpenShift Container Platform Elasticsearch,
BNt ZRH B & & X IS EB Elasticsearch 52431,
Bid forward MU H 1T HEIC KBRS E

A& A i s E = pl

apiVersion: "logging.openshift.io/vialphai"
kind: "LogForwarding"
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true @)

outputs: €

name: elasticsearch ﬂ
type: "elasticsearch" 6
endpoint: elasticsearch.openshift-logging.svc:9200 G

secret: @)

name: fluentd

- name: elasticsearch-insecure

type: "elasticsearch"
endpoint: elasticsearch-insecure.svc.messaging.cluster.local

insecure: true 6

- name: secureforward-offcluster

type: "forward"
endpoint: https://secureforward.offcluster.com:24224
secret:

name: secureforward

pipelines: Q
- name: container-logs @
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7.10.3.2. J5H Log Forwarding API

IRSEIE B Log Forwarding API, SABFHEMER API A BE.

=

DLES

inputSource: logs.app m
outputRefs:
- elasticsearch
- secureforward-offcluster
- name: infra-logs
inputSource: logs.infra
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputSource: logs.audit
outputRefs:
- secureforward-offcluster

HE¥, & CR & /IZ instance,

ZRARAN BT X T HNSH,

HiHECE,
i iy HH B9 & R

HIH AR BRI FTLLE elasticsearch =% forward.

B 7 E KESHARILKRE

BiAImR, ATLAZARSS 2GR, HAILLE FQDN X IP etk MREMA T A CIDR FRNEESEH
RIB, mmTRRS 2R FQDN, MAZ IP #itit, % FPHES OpenShift Container Platform

Elasticsearch 5:ffll, 87 elasticsearch.openshift-logging.svc:9200.

TLS BIEim AT &M secret WATR (RIiE) . secret hJi7E7ETF openshift-logging 771 8 /1,

INRIHERAER secret (AIEIRE) , NKRERTFREEIE.

EERE.

EpUN=PER:IEY

JRKE : logs.app. logs.infra =X logs.audit.

£ CR RECEM — NS NI H B9 &R,

JAF Log Forwarding API :

1. £ openshift-logging i B 4 iE &£ E AR ILKE E XFIR (CR) :

I $ oc edit ClusterLogging instance

2. 7N clusterlogging.openshift.io/logforwardingtechpreview ;¥ 23 % & 7 enabled :

apiVersion: "logging.openshift.io/v1"

kind: "ClusterLogging"
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metadata:
annotations:
clusterlogging.openshift.io/logforwardingtechpreview: enabled 0
name: "instance"
namespace: "openshift-logging"
spec:

collection: g

logs:
type: "fluentd"
fluentd: {}

JEFFZMA Log Forwarding APl, & enabled 3&{# /A B & A Thee. SRR EMA
OpenShift Container Platform Elasticsearch 5245, MMY$EZES disabled SR RINEAE,

9 1£ Cluster Logging CR B9 spec.collection 34 i E X fE A Fluentd,

7.10.3.3. f#5f Log Forwarding API B B B & %

EERBASKRRK, HREEFBATICKEE LHIR (CR) RAM
clusterlogging.openshift.io/logforwardingtechpreview: enabled T 0 — P EEKIE L B E LKIR
RIEEHE. EEHESAEELRL,

MREABEERLR, BNIZA=MRERIEE L —1EE : logs.app. logs.infra 1 logs.audit. XKEE
ARE RABYBENSWESR. 5110 : MREH logs.app 7 log-audit KEIEETEE, BEEN
logs.infra R85 EEE, N logs.infra WHERHEF

ke
fEF API #HITEEE L -

1. BIB—PNELULTRAIM Log Forwarding CR YAML 34 :

apiVersion: "logging.openshift.io/vialphai"
kind: "LogForwarding"
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
disableDefaultForwarding: true @)

outputs: @)

- name: elasticsearch
type: "elasticsearch"
endpoint: elasticsearch.openshift-logging.svc:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure
type: "elasticsearch"
endpoint: elasticsearch-insecure.svc.messaging.cluster.local
insecure: true
- name: secureforward-offcluster
type: "forward"
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endpoint: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines: 6
- name: container-logs
inputSource: logs.app
outputRefs:
- elasticsearch
- secureforward-offcluster
- name: infra-logs
inputSource: logs.infra
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputSource: logs.audit
outputRefs:
- secureforward-offcluster

HE®, & CR & W/IZ instance,
A& % CR Myep & 22 (Al /12 openshift-logging.

WEN true IREAMINBNBEL LT,

6@@0

//J\\j]ﬂ A“ﬁ%’l\jﬂﬁ 'J—_'_
o IETEHIHARE, FLIZ elasticseach = forward,

LI P ] SEY 1

o KA, —JLAEHE%%%%H\, WRILLZ FQDN =% IP Hitit, #NIR/EMA T A CIDR *
RERSEHNE, mReMERSEEEFH FQDN, MARZ IP ik, *f FHRER
OpenShift Contalner Platform Elasticsearch 543, 157 elasticsearch.openshift-

logging.svc:9200.

o Tk : N TLS BIEH AR MATEM secret &F. secret JI1F1ET openshift-logging

A,

o MNRBIHEANEH secret, NIETE insecure: true , XREXR AL EHIEE,

6 //J\\DD_Ajz%4\§
o NEEWMA—NA
o IETEIREE: logs.app. logs.infrask logs.audit.

o IEETE CRHEEMN—PHNZMNhIHBIR,

NR¥%ET disableDefaultForwarding: true , %\Zﬁ%ﬁﬁﬁ_ﬂﬂ%@ﬁ!ﬂ’ﬂ

BE(MARRF. EZRAFHEK) REEEMHH. WRE

W—PEERBEEEEEMELH, NHEX ,.,\HTAWT?%#H%%

2. B CRXIR,
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I $ oc create -f <file-name>.yaml

7.10.3.3.1. B&# % BE LR RH
AP AR L B E R T RA,
UTHESHRABELKRSMMEEEL XL LMNER Elasticsearch B &FfE :

& B Elasticsearch B&F# B E X KR RHI

apiVersion: logging.openshift.io/vialphat
kind: LogForwarding
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true
outputs:

- name: user-created-es
type: elasticsearch
endpoint: 'elasticsearch-server.openshift-logging.svc:9200'
secret:

name: piplinesecret
pipelines:

- name: app-pipeline
inputSource: logs.app
outputRefs:

- user-created-es

- name: infra-pipeline
inputSource: logs.infra
outputRefs:

- user-created-es

- name: audit-pipeline
inputSource: logs.audit
outputRefs:

- user-created-es

LTFEEELYBE Y HEERFEH Fluentd forward hilS B BE A ERL LM Fluentd £,
{5/ forward P B E TR

apiVersion: logging.openshift.io/vialphat
kind: LogForwarding
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true
outputs:
- name: fluentd-created-by-user
type: forward
endpoint: 'fluentdserver.openshift-logging.svc:24224'
secret:
name: fluentdserver
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pipelines:

- name: app-pipeline
inputSource: logs.app
outputRefs:

- fluentd-created-by-user

- name: infra-pipeline
inputSource: logs.infra
outputRefs:

- fluentd-created-by-user

- name: clo-default-audit-pipeline
inputSource: logs.audit
outputRefs:

- fluentd-created-by-user

7.10.3.4. %M Log Forwarding API
ZEH Log Forwarding API, {2 EEL L EFEmS, M Cluster Logging CR AR
metadata.annotations.clusterlogging.openshift.io/logforwardingtechpreview:enabled S, Ffl

PR Log Forwarding CR, &2:#177 m H&IF4% 4 BINER OpenShift Container Platform Elasticsearch 5
i,

X i& disableDefaultForwarding=false =] [} (L 52 8% H 7&K 10 5% & 2 B8 E B s LA R BRI Y
OpenShift Container Platform Elasticsearch SEfl,

i
£ H Log Forwarding API:

1. £ openshift-logging i B 4 {E &£ E A KILKEE XFIR (CR) :
I $ oc edit ClusterLogging instance
2. B clusterlogging.openshift.io/logforwardingtechpreview S fZ :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
annotations:
clusterlogging.openshift.io/logforwardingtechpreview: enabled 0
name: "instance"
namespace: "openshift-logging"

@ it

3. fIRESRZBE KR

I $ oc delete LogForwarding instance -n openshift-logging

7.1. Bici& SYSTEMD-JOURNALD #1 FLUENTD
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Fluentd ZEZMB & (journal) IEREIE, R NAERINKEIEER, BT AR ERFRSHBEREID
%1 Fﬁ'J«/L E INIR E Tﬁgﬁ%%
i 1#71% & RateLimitinterval=1s ] RateLimitBurst=10000 (J1EXLEEEFES) MUBHIEAEEK
%EO
710 HEEH&RICKECE systemd-journald
METBENYT B, BMANBEICKIMETRERE AT LA,

pign, MRERDHEEEOER, NTEFEIRS journald BUERIERE, e LUABIEIEEN R ERMR
BECHRHE, MBAREHASICFATEFASHER TIA2ERTIERR.

1@3&:E.I-L>LE%ZHE E EIL;\\ /L.\ﬁ'ﬁg1% E’JET]EH ﬁﬂﬂ?—?—ﬁ%‘lﬂlu, l’j\&ﬁ{ﬂlﬁﬁo

i =
1. ERAFEIZENE journald.conf ST :

Compress=yes 0
ForwardToConsole=no 9
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 )
RateLimitInterval=1s
Storage=persistent 9
SynclintervalSec=1s
SystemMaxUse=8g
SystemKeepFree=20% G
SystemMaxFileSize=10M €)

ﬂ TEE%E%EHEME)\SC#%Z BB E. 18E yes KIE4HE, HIBEE no RNEYEE
B. BN yes,

@ EERTHRLEBER. B8 HILMEN no, HE

ForwardToConsole & H & 4 BIR G124 &

ForwardTOKsmg ll‘\fj' H /L.\yz:ﬁ EU WW H IL.\%/EF

ForwardToSyslog 15 H &5 4 &l syslog SFHi# 52,

ForwardToWall 55 B/E NIE(E B L AR A B KA,

ﬁﬁ%E/b\KEE’JH—kETIEﬂ EIATE, HEBIE—DEAL : "year". "month". "week".
day . "h" = "'m", HIA 0RZM. BIAES 1month,

@

ECEE KRS, 7£ RateLimitintervalSec & X BIFT[RIEXN, MNRBWHBEHESHBL T
RateLimitBurst {5 EMIE, NIAEHNMEE RSB ER, BENZFAIRLER, BIUEIX
i& RateLimitinterval=1s # RateLimitBurst=10000, &1 12Ei\(H,

o

9 IBEEBENFEAX. BILH persistent :
e volatile 7£ /var/log/journal/ R 1FfERF B HEEIE.
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e persistent I8 HEFRFEIRELR /var/log/journal/, IR XNERLSEE, systemd F
2EXN B X,

e auto NEEFXHEHE, IEEAKIREE /var/log/journal/ F, HIRFTFE, systemd Kl
¥ B EREFE /run/systemd/journal H,

e none AEfERRE. systemd ZFMAERE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl i £F RO BT ES
[f], systemd fE##UI4 2| CRIT, ALERT = EMERG BEE&IEHTRS ., BRIMEN 1s,

EEASHUEANRAE, BRIMEH 8g.
1EE systemd WIRE L DREEZER, FINED 20%.

18 ERTFIE /var/log/journal R BE X HFRIR KRN, EIMEH 10M,

909 9o

NRIMBREZERE, WA RERE RS AT ILRKTFIERMN CPU FEAZE
. m, BENeRELEELA UK REENER.

MEBTHRELRXT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %01 E 7 H
BB KB AT BEAS & A T OpenShift Container Platform,

2. f% journal.conf X {45474 base64 :

I $ export jrnl_cnf=$( cat /journald.conf | base64 -w0 )

3. &y master 2 worker B/E#HJ MachineConfig, 3710 journal.conf 4 :
4N -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-corp-journald
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf}
mode: 0644 ﬂ
overwrite: true
path: /etc/systemd/journald.conf g

Q 5 journal.conf SXHHZBARR . EIUIEIEITIZE S 0644,

Q 18 E F base64 iy journal.conf TR R .
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4. fIJ# MachineConfig :
I $ oc apply -f <filename>.yaml

2R 2R MFTHY MachineConfig, F4#THY rendered-worker-<hash> hR 7,

5. WEFRREESN T RPHNARE

$ oc describe machineconfigpool/worker

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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2 8 &= B E ELASTICSEARCH Ik A&

R LAE E Elasticsearch Operator BJIRE, AR % Elasticsearch ZHERIRE,

8.1. & ELASTICSEARCH A A

R A LA & Elasticsearch £EAR S,

FRFH

o W& % Cluster Logging # Elasticsearch,

it

1. # A openshift-logging 7B,
I $ oc project openshift-logging

2. 7 & Elasticsearch £EIRE -

a. 3KHY Elasticsearch SEBIBYEFE :

$ oc get Elasticsearch

NAME AGE
elasticsearch 5h9m

b. #KEX Elasticsearch K7 :
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
4N -
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

P aERUTFOTIER

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] 6

nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
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- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

ﬂ i, SEREFERIETRTE status N,
9 Elasticsearch SEEFHIIRA :

o SERMENFMHE.

o SEROD RHEE.

o EEMIALEISD FHIEE,

® Elasticsearch 8#E T mEIEE,

® Elasticsearch 7 mBYE K,

o FFUIEMESEE.

® Elasticsearch X7 : green. red =X yellow,
o RPEHFHHE,

9 EMIRESRYE (BEFEIE) o Elasticsearch EER SRR T UL ENER SR KB TFHAE
BEMERRE, TR5UTEREXNEEHE

o ABIMIETEZETF Elasticsearch FICIEA 2.
o A& Elasticsearch FIIEARB/MAX L,

e Pod AAHE, WALETRERTFEIHUNER, BEIESHERERTA.
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Q LB Elasticsearch T, AKX upgradeStatus.

6 L BEHMY Elasticsearch & i, #UEF] master 77, 3U7E failed. notReady X ready
KRET.

8.1.1. B85 B Bl
LA R 23 B Elasticsearch SEI Status EB40 #9—Le (&5 3H BB,

WREERRT T REBIEENEKLAL, HEEESRHIESLLT <.

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

BRTHEERT T REBIRENS KL, HESFFEREMIEMBT .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

R SSE R R R CR A B Elasticsearch 17 sk 2 5 B YT 7 &R ITEL -

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LIRS SH B3R 7R Elasticsearch CR {1 T RAF1EM PVC,

status:
nodes:
- conditions:
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- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable

status: True

type: Unschedulable

EIRAE B3R R Elasticsearch S£285:% 5 B 9HY 1Y mE X #F Elasticsearch LR K&,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

HRSEERTIEEPETEKXS master TTm :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347"
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

8.2. &5%& ELASTICSEARCH HMAIR A
R LB E S Elasticsearch ZHHEHIIR S

Elasticsearch &38|
R A LLE & Elasticsearch &3 B E,

1. KEX Elasticsearch Pod F9&FF :
$ oc get pods --selector component=elasticsearch -o name
pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FRERRBIFIRTS -
$ oc exec elasticsearch-cdm-1godmszn-1-6f8495-vp4lw -- indices
Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw -n openshift-logging'

to see all of the containers in this pod.
Wed Apr 10 05:42:12 UTC 2019
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health status index

docs.deleted store.size pri.store.size
red open
N7iCbRjSSc2bGhn8Cpc7Jg 2 1

green open .operations.2019.04.10

2176114 0 3929 1956
green open .operations.2019.04.11

1494624 0 2947 1475
green open .kibana

0 0 0

green open .searchguard

5 1 0 0

Elasticsearch Pod
R A LLE & Elasticsearch Pod FIIRZ,

1. JKEX Pod B9 7 :

uuid

& 83 A E ELASTICSEARCH IR

pri rep docs.count

.kibana.647a750f1787408bf50088234ec0edd5a6a9b2ac

GTewEJEzQjaus9QjvBBnGg 3 1

ausZHoKxTNOoBvvIORIXfrw 3 1

9FItn1DOQHSNFMXpphZ--Q 1 1 1

chOwDnQISsghfSPcot1Yiw 1 1

$ oc get pods --selector component=elasticsearch -o name

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n

pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FKEX Pod BPIRTE :

I oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

B aEUATREESR

Status: Running

Containers:
elasticsearch:

Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Apr 2019 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s

period=5s #success=1 #failure=3

proxy:
Container ID: cri-

0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Apr 2019 10:18:38 -0400
Ready: True

Restart Count: 0
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Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

Elasticsearch S8 E#E
A L& E& Elasticsearch SREHRE IR S

1. REREREBECERY BTN

$ oc get deployment --selector component=elasticsearch -o name

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KIEBEERS -

I $ oc describe deployment elasticsearch-cdm-1gon-1

B aEUATREESR

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

Elasticsearch ReplicaSet

& AT LAEE Elasticsearch ReplicaSet BIIK S,

1. RERBIAEBI B -
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$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
EHPIEUTREER -
Containers:
elasticsearch:
Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>
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B9 E BEREHATILRRE

R LAEE Cluster Logging Operator B S LA R £ N EE H &Lk AHFBIIR .

9.1. & CLUSTER LOGGING OPERATOR BYIA

&R LAEE Cluster Logging Operator BIRZ,

FRFH

o W& Cluster Logging # Elasticsearch,

it

1. # A openshift-logging 7B,
I $ oc project openshift-logging

2. EERBRBRICTRE
a. IKEVEE B ERICTIRE -

I $ oc get clusterlogging instance -o yaml
FHAPEERUFOTHESR :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhgp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhqp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-6l2ff
- fluentd-flpnn
- fluentd-n2frh

curation: 6
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curatorStatus:
- cronJobs: curator
schedules: 303 * * *
suspended: false
logstore:
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: 6
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHEH A, S£EIRESFER LR status /N,
Fluentd POd 5’97“5*{%%\0

Curator Pod HHEX1E &,

B E AREHAKICKRE

Elasticsearch Pod BI#EX1E 8, S3% Elasticsearch SREHEBIAZ green. yellow =%

P |
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1€Uo

g Kibana Pod BYtEX{E B,

9.1.1. BB BRI
LU Rk BEEEHERIC KM Status.Nodes Ef 25— L 1F R E &,

REFUTARABHRRTEERRT T REBTEEMNEKMAL, FERESAHIEALTR

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBRWRTEERT T REBIRENE KL, HESRFBEFREGMIHMT S

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHRSEERT CR B Elasticsearch T sk 1% B8 5 &£ B Y E AT S EAITELD :

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable
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Status: True
Type: Unschedulable
elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67¢c64f5f4c-n58vl

Ready:

REFLUTRABIRSERRTIERE PVC TEHEE PV :

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

B E AREHAKICKRE

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

Curation:

Curator Status:
Cluster Condition:
curator-1561518900-cjx8d:
Last Transition Time: 2019-06-26T03:20:08Z

Reason: Completed
Status: True
Type: ContainerTerminated

curator-1561519200-zgxxj:
Last Transition Time: 2019-06-26T03:20:01Z

selector.

EUPFUTRHRBHRESEERTTEEVEIE Curator Pod, R Sk IFSR 5 AT SEAITE :

Message: 0/5 nodes are available: 1 Insufficient cpu, 5 node(s) didn't match node
Reason: Unschedulable
Status: True
Type: Unschedulable
Cron Jobs: curator
Schedules: b
Suspended: false
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RUFUTRBPREEERRTTEWE Fluentd Pod, BH T R%EHF8: S5AEM 17 RERAFIREL

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

9.2. EEEH AR I THMENRE
B U EEZNERA R I RAESERIRE,

FRFH

o W& % Cluster Logging # Elasticsearch,

1. # A openshift-logging 7B,
I $ oc project openshift-logging
2. BEEEARILRBENRS -
I $ oc describe deployment cluster-logging-operator

B aEUATREESR

Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. BESEHBEEILE ReplicaSet B -
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a. IKEX ReplicaSet B9 :

$ oc get replicaset

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. FREX ReplicaSet IR -
I $ oc describe replicaset cluster-logging-operator-574b8987df
FHAPSFEUTREER -

Name: cluster-logging-operator-574b8987df

Replicas: 1 current/ 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----
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E10E FATREFERBIERBRICKTR

RE LUE BT Rk TE2S, Y9 Elasticsearch. Kibana # Curator Pod B3EE| AR T & L,

10.1. BIEEHHEIL T TR

IR LABCE Cluster Logging Operator, LAfHEMSFTA Cluster Logging i, Elasticsearch, Kibana
#0 Curator B9 Pod EBBEIFRREB T m L, BEIENRTF Cluster Logging Operator Pod MEZREMERE.

BN, EEILARN CPU, REFIRE E RS M Elasticsearch Pod BB — N M T = L,

1&NLZHF MachineSet IRE N EDHA 6 MEIA,

FRFH

o W& % Cluster Logging # Elasticsearch, BRIAIE R %A RE X LEIHEE,

it 3
1. 44’ openshift-logging Ui E FHEEHFIC KB E LFR

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: 9
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
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cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 6
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

md\\bﬂ nodeSelector 2%, H ¥ NERATEBERINEGENE, ETLURIENT SIBEHN
H, A& #EH nodeSelector S <key>: <values X,

Sl
ZRIFHHRE B, EAILMER oc get pod -o wide 6,

o -

o MEEHLI¥E ip-10-0-147-79.us-east-2.compute.internal 7 = _EH Kibana pod :

$ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o REE Kibana Pod #F| ip-10-0-139-48.us-east-2.compute.internal 7' &, Z T HEE—N%
FA R ELRHIZR AL T R

$ oc get nodes

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.16.2
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.16.2
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.16.2
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.16.2
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m vi1.16.2
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.16.2
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.16.2

HER, %1 5E%A node-role.kubernetes.io/infra: " label:

$ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

kind: Node
apiVersion: v1
metadata:
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name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083"'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e E®if Kibana Pod, H4wHEER HEICT CR LURINT mikFes

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

QO 01 LB LU ER T R A REY label,

o R7F CRJE, HEIKibana Pod F#41E, #BH Pod S#ERE :

$ oc get pods
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 28m
fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 37 pod AL F ip-10-0-139-48.us-east-2.compute.internal 77 s L :
$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES
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kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o FYfE, IRIA Kibana Pod fF#EMIER,

$ oc get pods

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
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5 N E F5)R5)E8E ELASTICSEARCH
OpenShift Container Platform S #f Elasticsearch £EHATNEH, RENE/R AT UEARFE Elasticsearch

ERTEMERT, SEAMNENN AR Elasticsearch £8 (XEEZEE T =/ master) .
Elasticsearch SEEHRFEAA 2 TIRE, 7 =MIZE—RRHL,

11.1. $14T ELASTICSEARCH &EHATHE S
TEE X elasticsearch ConfigMap =X{E{d elasticsearch-* S EF B, HITARIER,
b4, NRIZ1T Elasticsearch Pod T REEE R, MEBIRIER,

=S5

o W& % Cluster Logging # Elasticsearch,

e
PATERBRDER -

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. fEALLT 64, M Elasticsearch $2EX CA IEF 3B AF admin-ca X4 :
$ oc extract secret/elasticsearch --to=. --keys=admin-ca
admin-ca
3. PUTH RRTRIE, BERERNZINEBESEFE AHMENEERE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- curl -s --cacert
/etc/elasticsearch/secret/admin-ca --cert /etc/elasticsearch/secret/admin-cert --key
/etc/elasticsearch/secret/admin-key -XPOST 'https://localhost:9200/_flush/synced'

o -

oc exec -c elasticsearch-cdm-5ceex6ts-1-dcdéc4c7c-jpw6 -- curl -s --cacert
/etc/elasticsearch/secret/admin-ca --cert /etc/elasticsearch/secret/admin-cert --key
/etc/elasticsearch/secret/admin-key -XPOST 'https://localhost:9200/_flush/synced'

4. {#F OpenShift Container Platform es_util TERFIEERE X1 2170 B Ed
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query=_cluster/settings -

XPUT 'https://localhost:9200/_cluster/settings' -d '{ "transient™: {
"cluster.routing.allocation.enable" : "none" } }'

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/settings?pretty=true -XPUT 'https://localhost:9200/_cluster/settings' -d '{
"transient": { "cluster.routing.allocation.enable" : "none" } }'
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£ N = FhEEE ELASTICSEARCH

{

"acknowledged" : true,
"persistent” : { },
"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "none"

}
}
}
}

5. TAE, REFMEREREBE— ES KiF -

a. BIAERT, OpenShift Container Platform Elasticsearch 3228 & IEEEH T SHEHTE, &
AU TS RAVFHEEEEHF 1T Pod FREXVEX :

I $ oc rollout resume deployment/<deployment-name>
4N -

$ oc rollout resume deployment/elasticsearch-cdm-0-1
deployment.extensions/elasticsearch-cdm-0-1 resumed

BET —DH Pod, H Pod BAMZENASRG, MEERSHTT—8E,

$ oc get pods | grep elasticsearch-*

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcdéc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. SEMfE, EE Pod LA IEHHERE :
I $ oc rollout pause deployment/<deployment-name>
flan :

$ oc rollout pause deployment/elasticsearch-cdm-0-1

deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1% Elasticsearch RERE T green RE :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true
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IR BN ST e 5 P {FEAM Elasticsearch Pod $YT T H#HERE, 1% Pod &
BEE, HEWAFEFERHH Pod £F5,

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

{

"cluster_name" : "elasticsearch”,
"status" : "green”,

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
ﬂ EREAREZ R, BRRLLSEN green,

6. MEREW T Elasticsearch ELEMEY, 1HEXE Elasticsearch Pod E & X4 1%,

7. HHEBRNRERER, ENEAS T

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query=_cluster/settings -
XPUT 'https://localhost:9200/_cluster/settings' -d '{ "transient": {
"cluster.routing.allocation.enable" : "none" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/settings?pretty=true -XPUT 'https://localhost:9200/_cluster/settings' -d '{
"transient": { "cluster.routing.allocation.enable" : "all" } }'

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
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25 12 2 KIBANA tFEHERS

¥ Kibana 1Z#l& 5 OpenShift Container Platform $&EC{E A RIBE S Bl— L n i, XL PR ZiER, H
EHRIA RSB REERNESER. 1R OpenShift Container Platform FEE Kibana Fhi&E{E
fAlnlE, ERE LT EHERRE T,

12.1. KUBERNETES & Sk fEIMXFEHERR

Kibana 2% & _E# OAuth2 fRIEBA/ITS master EHLEY OAuth2 BRESERFEZ— secret, MRHEBRS 2
LB secret F4ER, NI FRERMBEIL, ENRETEEERE Kibana K I1E.

e
FRR L FIRIEO 3K -

1. BT T o LAMIBR X 8189 OAuthClient :

I $ oc delete oauthclient/kibana-proxy

12.2. HEEEE KIBANA & 189 KUBERNETES 35515
i A] Kibana #EHIBRT, ReJaERUEID bR FE %
{"error":"invalid_request","error_description":"The request is missing a required parameter,

includes an invalid parameter value, includes a parameter more than once, or is otherwise
malformed."}

XA HERH OAuth2 B IR SRS 28 2 A A LEERH). & imB LR E it A E R A, XFEERSS
FREERELREMEE RO L,

BT B OAuthClient 5% B SRR It (],

i

i
E#t OAuthClient 8 :

N

1 BT a5 LAMIBR 24189 OAuthClient :
I $ oc delete oauthclient/kibana-proxy

MR AIFBARTEE, EREERESET OAuth B/ imA 5 A URL 31510 Kibana, @38 &m0 (140
1443) MIEIFAER 443 HTTPS w0140 URL AT RERIEAR LA &, & a LLE TS S OAuth B 7 ik S i 58
RS ERE -

I $ oc edit oauthclient/kibana-proxy

12.3. HEE & E KIBANA #4589 KUBERNETES 503 1%
INREEE Kibana ZHI S NERIEBER, REATERUTHN A&z —

e Kibana AIBETCEIRTA Pod, BN Elasticsearch 2512518, N Kibana RIBEESTE iR 15 7] & 8
Ff, IMEBXRS2EEEEMAR :
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$ oc describe service kibana
Name: kibana

[..]

Endpoints: <none>

INRAEEM Kibana Pod 2 F5EINIRA, ST HIRR, INREE, HKE Kibana Pod fF1EER
KRB, EBHREEHEREE, ARBRED.

FAF /17 Kibana BRSS BB R E Rk, MREBE—NTE PHITIAERE, AREH—TE R
TERE, BEXBYIEMRE—INIHE, TEESLEITMER. HEZNBRELETIE— B,
AR B RBEIRLVENRERR, KEARUMNEH, UEEREEZSMIEE LT IZK
A :

I $ oc get route --all-namespaces --selector logging-infra=support

107



OpenShift Container Platform 4.3 B&it %

s =N
F13E FHFER
XEFEERAFICTERGSH, M Elasticsearch #l Kibana #3R, EE %N, HEARENT D RTER
#Z#5., Fla0, XFF Elasticsearch /_search URL, ZHE&E# Kubernetes Pod &#5, 15{#
/_search/q=kubernetes.pod_name:name-of-my-pod.

BUR /N R B F B AT RE S IR B B IC R R, FHIEMB XEFRBSHNEFRICTKF. X
L BRI D NI TR

e exported-fields-Default

e exported-fields-systemd

e exported-fields-kubernetes

e exported-fields-pipeline_metadata
e exported-fields-ovirt

e exported-fields-aushape

e exported-fields-tlog

13.1. RN F HHFER

XEERI\FERBRBEBIDRRG S, Elasticsearch # Kibana MK B 11783k, BRI\ FER BTN FER
# collectd* =FE%

TR B
TR FEENFENNBRRFAESBERAN, FEURERSHEINEESRICKSP, XIF Elasticsearch &g, T4k
FERTERRARBIBRGTER 9 A IE T default BYSZFRARET,

e fed
@timestamp It UTC (BRI BB M BB GR (8], NREIER ERA, MAHCERE

%El:mﬁﬂﬁﬁﬂ’]ﬁlﬁﬂo LEE/L.\&LEE éRﬁﬁﬁEﬂETiﬁEE/p\ﬁ%&ﬁﬁ
BAE. A0 @ siZkiifl, sERAFRRBAFER R, £ Elasticsearch
i, AEHTEERI\ER @timestamp., #70, KX 2Z 2015-01-24
14:06:05.071000,

geoip X EN 28 geo-ip.

hosthame hostname 24K RBEE R A EHHNLENTLRES S (FQDN), HFEEH
REMRIEE LT3, B, £RENSEFEE T, BEHMEMER, 5C
KA EEZRNGREE, HINESRFIIELZFR.

ipaddr4 TRAR S5 28 HY IPv4 thit, ATIAR 4.

ipaddr6 JRARSS 2580 IPve it (FH) .
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BH ek
level B python BIH &L SRR rsyslog (severitytext BM) 1REMBFICFEHN

Al misc/sys/syslog.h 5 T AIGERIE, 744475 trace #1unknown,
40, “alert crit debug emerg err info notice trace unknown warning”, E&

trace 71 syslog.h 5%k, BIFrZNARFHAIE,

RAEAEEEICKRGURE T AEERER, FNER unknown, 74,
m%& REEReMAl. trace ATLM Mt debug E’Jé}}ﬁﬂﬁmé&HFEEﬁi
HHER. error EFA, EEMAerr, ¥ panic &5 emerg, ¥ warn
4 5 warning,

18 & AT LUEE A misc/sys/syslog.h EFIHBIL S (E k4% syslog/journal
PRIORITY A#9%E,

Hth B &SI0 RG89 B S P00 ML M N RS B S BRI IL ER I, 155
%] python H& L =By,

message HMAYAKRREHEHNERAE, TUMPHEHRERI A LZFIRI
BITTEE, XLETEIERA UTF-8 Jil,

pid ERFILEER (BHE) #ERID,

service HEIDRER (FH) XBHNRSHEFR. B, syslog APP-NAME [
'EHH&%H‘ | service %,

tags (7I3%) H Operator & X BIPRZERITISR, XLV HINERHIEILRRFR
EESIMEE L ARNEAIURSAEBIRFRETENTFSR, B
LIRF R TR JSON ik,

file XHREIARE, ZXHa RN XHBENISESE TODO Siigsm S 24t
E’JE/L.\?KE:;
offset RS EATURTIXGHPESTFANFTHR (MFH—FiR) , HEXRTH

/L.\'TT’? (}\)\%_ZZ gt) y /\EIXEETEE$‘AEIL.\E,J—I:—FYEPE}:$§$IJEJ
|, RIFAHXEERRTT, URTBEXENFRAE ()

namespace_nhame FiXFiL R SEHZHE LB namespace X, XMEFRKEM TR, M2
BAFRILRE5E LM namespace HBXEK, LU T REIFRIMN AL, &
B, XMEEREREE, BMRMUAZRAERS, WAILMERLF
Bk, MREFERFE, BREBEEME (tag) =
kubernetes.namespace_name Fi5Enamespace.

namespace_uuid 5 namespace_name XEBuuid, XMEREFHETE, MR T/IC
REEYNHBEEAEREE, U TUIRER A L. INREFELFE,
© 3% &= kubernetes.namespace_uuid %89 uuid, XthiFs S BE
XTI B &0 % Bk Kubernetes STT8IEE K.

collectd =7 E%
LUTFFEBRRFRMGZE IR TEE.
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2 Hh
collectd.interval R EAH

collectd /7],

collectd.plugin KB PR

collectd #H14,

collectd.plugin_instance KRB FRFEH

collectd #HHE5E41,

collectd.type_instance KB PR

collectd FEISLH,

collectd.type KB PR

collectd 2!,
collectd.dstypes KB . PR

collectd dstypes,

collectd.processes FE%.
LUFFENT N F collectd #2144,

¥ U

collectd.processes.ps_st KA 2B, collectd ps_state B2«
ate

collectd.processes.ps_disk_ops FE%
collectd ps_disk_ops B i2 M,

S Uiy
collectd.processes.ps_di RE . ERE
sk_ops.read

TODO
collectd.processes.ps_di KB ERH

sk_ops.write
TODO
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BH ek
collectd.processes.ps_v REBEY
m

collectd ps_vm B2 ¢4,

collectd.processes.ps_rs RE EHY

s
collectd ps_rss B2 ¢4,

collectd.processes.ps_da & : ¥

ta
collectd ps_data Z! /2§

collectd.processes.ps_co & : ¥

de
collectd ps_code El# 2 ¢,

collectd.processes.ps_st KA EH

acksize
collectd ps_stacksize #2314,

collectd.processes.ps_cputime FEx
collectd ps_cputime B2 fEM4,

¥ U

collectd.processes.ps_cp K& :Z=#

utime.user
TODO

collectd.processes.ps_cp K& :Z=#

utime.syst
TODO

collectd.processes.ps_count 2
collectd ps_count B #FF21E 4,

¥ U

collectd.processes.ps_co & : 8B

unt.processes
TODO

collectd.processes.ps_co & : 8

unt.threads
TODO

collectd.processes.ps_pagefaults &
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collectd ps_pagefaults B i23H4

¥ ek

collectd.processes.ps_pa K& :Z=#

gefaults.maijfit
TODO

collectd.processes.ps_pa K& :Z=#

gefaults.minflt
TODO

collectd.processes.ps_disk_octets =P Ex
collectd ps_disk_octets B!/ F21H 4,

S Uiy
collectd.processes.ps_di RE . ERE
sk_octets.read

TODO
collectd.processes.ps_di KE . ERH
sk_octets.write

TODO

collectd.processes.fork_r & : ZHH
ate
collectd fork_rate B F21H A

collectd.disk 7%
IR F collectd W% iE M,

collectd.disk.disk_merged £ E%
collectd disk_merged Bufk 7 i 14

¥ 30

collectd.disk.disk_merge KA ERH

d.read
TODO

collectd.disk.disk_merge KA ERH

d.write
TODO

collectd.disk.disk_octets 7E%
collectd disk_octets FUi #3514

12
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¥ 30

collectd.disk.disk_octets. K% : jF L%

read
TODO

collectd.disk.disk_octets. K% : L%

write
TODO

collectd.disk.disk_time &
collectd disk_time ZURg 7 14

¥ U

collectd.disk.disk_time.re  £# : F L%

ad
TODO

collectd.disk.disk_time.wr % : Z 5%

ite
TODO
collectd.disk.disk_ops FE&
collectd disk_ops FUr &L il
BH ik

collectd.disk.disk_ops.re KE . ERE

ad
TODO

collectd.disk.disk_ops.wri K& : ;2=

te
TODO

collectd.disk.pending_op K& : B
erations
collectd pending_operations ZUf# & i

collectd.disk.disk_io_time &
collectd disk_io_time FUR #3514

¥ sk

collectd.disk.disk_io_time K% : F L%
.io_time
TODO

13
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¥ 30

collectd.disk.disk_io_time K% : F L%
.weighted_io_time
TODO

collectd.interface £ E&
Xt F collectd #EO3&E,

collectd.interface.if_octets ZE%
collectd if_octets Uiz O3FH,

¥ sk

collectd.interface.if_octet K% : F L%

S.rx
TODO

collectd.interface.if_octet K% : F L%

s.tx
TODO

collectd.interface.if_packets %
collectd if_packets EU i O,

¥ sk

collectd.interface.if_pack & :ZR#

ets.rx
TODO

collectd.interface.if_pack  2%& :ZR#

ets.tx
TODO

collectd.interface.if_errors P&
collectd if_errors Uiz O3H4,

¥ 2P0

collectd.interface.if_error  £# : L%

S.rx
TODO

collectd.interface.if_error  £# : 5%

s.tx
TODO

14
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collectd.interface.if_dropped FE&
collectd if_dropped E!#ZO1H 4,

¥ ik

collectd.interface.if_drop KA ERH

ped.rx
TODO

collectd.interface.if_drop KA ERH

ped.tx
TODO
collectd.virt 2B
R F collectd virt 3844,
collectd.virt.if_octets PE%
collectd if_octets 2! virt {4,
B ek
collectd.virt.if_octets.rx KA ZEH
TODO
collectd.virt.if_octets.tx KA ZEH
TODO

collectd.virt.if_packets &
collectd if_packets 2! virt ¥4,

¥ 25U

collectd.virt.if_packets.rx K& : ;25

TODO

collectd.virt.if_packets.tx KRB FRH

TODO
collectd.virt.if_errors =2E%
collectd if_errors B! virt 14t
B8 ik
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BH ek

collectd.virt.if_errors.rx KA ZEH
TODO

collectd.virt.if_errors.tx KA ZEH
TODO

collectd.virt.if_dropped £EX
collectd if_dropped ! virt f4,

¥ 30

collectd.virt.if_dropped.rx K& :;Z5%#

TODO

collectd.virt.if_dropped.tx K& :;Z=%

TODO
collectd.virt.disk_ops FE&
collectd disk_ops Z! virt ¥4,
BH ik

collectd.virt.disk_ops.rea K& : ;2=

d
TODO

collectd.virt.disk_ops.writ K& : ;25

e
TODO

collectd.virt.disk_octets 2E%
collectd disk_octets 2! virt fi{4,

¥ ik

collectd.virt.disk_octets.r 7 : L%
ead

TODO
collectd.virt.disk_octets. KA ERH
write

TODO

16
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BH ek
collectd.virt. memory KE - ERH

collectd R7EE virt &,

collectd.virt.virt_vcpu KB ERH

collectd virt_vcpu & virt 4,

collectd.virt.virt_cpu_tota K& : ;2=
|
collectd virt_cpu_total £ virt 3+,

collectd.CPU =PE%
Xt N F collectd CPU &4,

BH ek
collectd.CPU.percent KRB FRH

collectd 54 tLE CPU $H{4,

collectd.df =P E%
XN F collectd df &4

BH ek
collectd.df.df_complex KE . ERE

collectd df_complex Z! df {4,
collectd.df.percent_bytes K& :;Z=#

collectd percent_bytes Z! df #ft.

collectd.entropy =£E%
XM F collectd JiE{E,

¥ 50

collectd.entropy.entropy KR BEHY

collectd L FtEM

collectd.memory E%
XTI F collectd R7FHELE,

17
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¥ 30

collectd.memory.memory K& : ;25

collectd WEFE N TFHEM
collectd.memory.percent KB ERH

collectd 54 LB NETEH

collectd.swap %
XTR.F collectd 3ZHutE i,

¥ U

collectd.swap.swap REEY

collectd 2 #:BY 2z Hid@m 4,

collectd.swap.swap_io RE EHY

collectd swap_io B i,

collectd.load SPE%
Xt F collectd 11 {4

collectd.load.load =2 E&
collectd 1 &8 7l #Hidd 4

¥ sk

collectd.load.load.shortte KRB FAH

rm
TODO

collectd.load.load.midter R EAE
m
TODO

collectd.load.load.longter K& : ;2 5%k

m
TODO

collectd.aggregation 2 E%
ST F collectd REIH M.

18



¥

collectd.aggregation.perc
ent

collectd.statsd P E%
Xt N F collectd statsd 1& 4.

¥

collectd.statsd.host_cpu

collectd.statsd.host_elap
sed_time

collectd.statsd.host_mem
ory

collectd.statsd.host_nic_
speed

collectd.statsd.host_nic_r
X

collectd.statsd.host_nic_t
X

collectd.statsd.host_nic_r
x_dropped

collectd.statsd.host_nic_t
x_dropped

collectd.statsd.host_nic_r
X_errors

collectd.statsd.host_nic_t
X_errors

BIBEFHFE

sk

A A

TODO

Hh
By
collectd CPU %! statsd &4,

eI

collectd elapsed_time %! statsd 14

B &

collectd R7=8! statsd #&4.

KA B

collectd nic_speed Z! statsd #4.

BN

collectd nic_rx #! statsd 4

KA B

collectd nic_tx #! statsd 4

KA B

collectd nic_rx_dropped #! statsd &4

KA B

collectd nic_tx_dropped #! statsd 14

ey

collectd nic_rx_errors #! statsd &4

E i £

collectd nic_tx_errors %! statsd &4

19
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¥

collectd.statsd.host_stora

ge

collectd.statsd.host_swa
p

collectd.statsd.host_vds
m

collectd.statsd.host_vms

collectd.statsd.vm_nic_tx
_dropped

collectd.statsd.vm_nic_rx
_bytes

collectd.statsd.vm_nic_tx
_bytes

collectd.statsd.vm_balloo
n_min

collectd.statsd.vm_balloo
n_max

collectd.statsd.vm_balloo
n_target

collectd.statsd.vm_balloo
n_cur

collectd.statsd.vm_cpu_s
ys

120

30

REU B
collectd 7% %! statsd &4+,
KA EEH
collectd 3z#i2 statsd 4.

ey

collectd VDSM #! statsd &4,

eI

collectd VMS %! statsd 1&H 1+,

collectd balloon_cur £ statsd &4,

KA B

collectd cpu_sys %! statsd #f
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¥ 30

collectd.statsd.vm_cpu_u K& : 8
sage
collectd cpu_usage ! statsd &4

collectd.statsd.vm_disk r 5% : i

ead_ops

collectd disk_read_ops Z! statsd {4+
collectd.statsd.vm_disk__ KA B
write_ops

statsd ##H4# collectd disk_write_ops K,

collectd.statsd.vm_disk f 8% : i

lush_latency
collectd disk_flush_latency ! statsd #&.

collectd.statsd.vm_disk a 2% : i

pparent_size
collectd disk_apparent_size Z! statsd #&4.

collectd.statsd.vm_disk__ KA B
write_bytes
collectd disk_write_bytes Z! statsd 4+,

collectd.statsd.vm_disk__ KA B

write_rate
collectd disk_write_rate Z! statsd &4,

collectd.statsd.vm_disk t 8% : i
rue_size
collectd disk_true_size %! statsd &4

collectd.statsd.vm_disk r 8% : i

ead_rate
collectd disk_read_rate %! statsd &4
collectd.statsd.vm_disk__ KA B

write_latency
collectd disk_write_latency Z! statsd #&4.

collectd.statsd.vm_disk r 2% : i

ead_latency
collectd disk_read_latency #! statsd &4

collectd.statsd.vm_disk r 5% : i

ead_bytes
collectd disk_read_bytes Z! statsd #&4.
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¥ sk

collectd.statsd.vm_nic_rx K% : i

_dropped
collectd nic_rx_dropped #! statsd &4

collectd.statsd.vm_cpu_u K& : 8
ser
collectd cpu_user %! statsd &+,

collectd.statsd.vm_nic_rx K% : i

_errors
collectd nic_rx_errors %! statsd &4

collectd.statsd.vm_nic_tx 8% : i

_errors
collectd nic_tx_errors %! statsd &4

collectd.statsd.vm_nic_s RE B

peed
collectd nic_speed Z! statsd #4.

collectd.postgresql £E%
TR F collectd postgresql 355

¥ U

collectd.postgresql.pg_n_ K& : 8

tup_g
collectd pg_n_tup_g & postgresq| ff4

collectd.postgresql.pg_n_ K& : 8
tup_c
collectd pg_n_tup_c & postgresql fift.

collectd.postgresql.pg_n KR BEHY
umbackends
collectd pg_numbackends % postgresql {4

collectd.postgresql.pg_xa K& : B
ct
collectd pg_xact & postgresql 4.

collectd.postgresql.pg_d RE EHY
b_size

collectd.postgresql.pg_bl K& : B
ks
collectd pg_blks ! postgresql 4.
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13.2. sYSTEMD S H FE%

LUF systemd FEXH OpenShift Container Platform 8 H&EIC K S, B M Elasticsearch #1 Kibana
3R,

SIEFET systemd R AENERFE. VAEFATREKARSGHEEAECHTER, XLEFERE
systemd.u &3 & 227 FiR4t, RESULT #1 UNIT 7t 21X EEHIH N FER,

systemd.k PEX
T&REE systemd N%HEXBTEIE.

55 Hh

systemd.k.KERNEL_DEVI  systemd.k.KERNEL_DEVICE 2A# % & &5,
CE

systemd.k.KERNEL_SUB systemd.k.KERNEL_SUBSYSTEM 2 A& F %5t & .
SYSTEM

systemd.k.UDEV_DEVLIN  systemd.k.UDEV_DEVLINK @&#EmT [REHN R S HERE AT,
K

systemd.k.UDEV_DEVNO  systemd.k.UDEV_DEVNODE 2i% &M &R,
DE

systemd.k.UDEV_SYSNA systemd.k.UDEV_SYSNAME =2 R#%1% % & ¥F.
ME

systemd.t 2%
systemd.t FEER A ENRFABEFTER, BRAEBELERXRM, EBEBEIEAHREER,

55 Hh

systemd.t.AUDIT_LOGIN systemd.t. AUDIT_LOGINUID 2 %% H&E R AHEHAF ID,
uiD

systemd.t.BOOT_ID systemd.t.BOOT_ID 2A#/= 3 ID.

systemd.t.AUDIT_SESSIO systemd.t. AUDIT_SESSION 2 %4 H&EF N HRHRTE,
N

systemd.t.CAP_EFFECTI systemd.t.CAP_EFFECTIVE &R R4 AEF A HZBITHEE,
VE

systemd.t. CMDLINE systemd.t.CMDLINE 2 %%t H&& AHEM B H1T,
systemd.t. COMM systemd.t. COMM 2 %4t B &k A RRRY & R,
systemd.t.EXE systemd.t.EXE 2 %% H &R A H R ATHITERR,

123


https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_KERNEL_DEVICE=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_KERNEL_SUBSYSTEM=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_UDEV_DEVLINK=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_UDEV_DEVNODE=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_UDEV_SYSNAME=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_AUDIT_SESSION=
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SH

systemd.t.GID
systemd.t. HOSTNAME
systemd.t.MACHINE_ID
systemd.t.PID

systemd.t.SELINUX_CON
TEXT

systemd.t.SOURCE_REA
LTIME_TIMESTAMP

systemd.t.SYSTEMD_CG
ROUP

systemd.t.SYSTEMD_OW
NER_UID

systemd.t.SYSTEMD_SES
SION

systemd.t.SYSTEMD_SLI
CE

systemd.t.SYSTEMD_UNI
T

systemd.t.SYSTEMD_ USE
R_UNIT

systemd.t. TRANSPORT

systemd.t.UID

systemd.t.SYSLOG_FACI
LITY

systemd.t.SYSLOG_IDEN
TIFIER

systemd.t.SYSLOG_PID

systemd.u P&

124

30

systemd.t.GID 2 RZIHEFAHEZRA D,
systemd.t. HOSTNAME 2 = HBZ .
systemd.t. MACHINE_ID 2 F#lA%125 ID.
systemd.t.PID 2% % A&ER AHEZRHEE D,

systemd.t.SELINUX_CONTEXT 2%4i A&k AR &M E Tk
PR,

systemd.t.SOURCE_REALTIME_TIMESTAMP 2 EEMRE. &A%

BURT 1B, X&) RFC 3339 NS &=,

systemd.t.SYSTEMD_CGROUP 2 systemd 220 BR 1%,

systemd.t.SYSTEMD_OWNER_UID 2&i&MFEZ ID,

systemd.t.SYSTEMD_SESSION (&&H) = systemd &if ID,

systemd.t. SYSTEMD_SLICE 2 %%t H& & AR A #7T,

systemd.t.SYSTEMD_UNIT 2&iE898 T E .

systemd.t.SYSTEMD_USER_UNIT (&5&R) 22i50A - 1 TER.

systemd.t. TRANSPORT 2% A ERFSHITKA L E, XEHE

audit, driver. syslog. journal. stdout #lkernel.

systemd.t.UID 2 R4 AE&EF AHZHAF D,

systemd.t.SYSLOG_FACILITY & &5 syslog WTE, &N+l
FREB,

systemd.t.systemd.t.SYSLOG_IDENTIFIER 2 syslog HI#RiA %,

SYSLOG_PID 2 syslog H& Fimit iz ID.
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https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_PID=
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systemd.u Fields BEEME (%%, FEAERGHER,

BH ek
systemd.u.CODE_FILE systemd.u.CODE_FILE 2& B R HZBHRIEAE,

systemd.u.CODE_FUNCTI systemd.u.CODE_FUNCTION 2 &&RIhEEMARIEALE.
ON

systemd.u.CODE_LINE systemd.u.CODE_LINE 2&H&RMNITSHRIELIE,
systemd.u.ERRNO systemd.u.ERRNO (E#F#E) RENE RS, SXABUERIH+HE
FREH,

systemd.u.MESSAGE_ID systemd.u.MESSAGE_ID 2 AFIHA1H 2 EBHHE BAMRR ID.
systemd.u.RESULT AR TR,

systemd.u.UNIT AR TR,

13.3. KUBERNETES S HFE&

BUF Kubernetes FFE&H OpenShift Container Platform 28 HE 1L 5 H, A M Elasticsearch #1 Kibana
B,

HETF Kubernetes LIRS £ 22 (A, kubernetes.pod_name 2 Pod BI& 7R,
kubernetes.labels £ E%

MIANZE OpenShift Xf REIIRZEZ kubernetes.labels, B NMIEREEINEFERNFFHR. BMMIEAN
HRHTERARLE, BB R ERE R TR,

S Uiy
kubernetes.pod_id Pod By Kubernetes ID,

kubernetes.namespace_n
ame

kubernetes.namespace_i
d

kubernetes.host

kubernetes.container_na
me

kubernetes.labels.deploy
ment

Kubernetes Aap % 22 [A| B9 & 1R,

Kubernetes Fren 44 Z2[A]8Y ID,

Kubernetes 7 m &R,

Kubernetes R 2R HI & TR,

5 Kubernetes & X ELHIERE,
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¥ sk

kubernetes.labels.deploy 5 Kubernetes # R XXM B BECE.
mentconfig

kubernetes.labels.compo 5 Kubernetes %k ELHIZH
nent

kubernetes.labels.provide 5 Kubernetes X R XE(HIIRIETER,
r

kubernetes.annotations %
5 OpenShift X R XEKHFfEZ kubernetes.annotations F %,

13.4. B S HFE

LA Docker & OpenShift Container Platform &8 H&ILK 5 H, A4 Elasticsearch # Kibana
Fo FET docker BERMITTHIERI AP R ZE (A, docker.container_id & Docker &23 D,

pipeline_metadata.collector £ Ex
AT EEE5WESRERNTHIE,

¥ 50

pipeline_metadata.collect = Y%5:2889 FQDN, FI8E5S A&EMISEPR A HER FQDN FE,
or.hostname

pipeline_metadata.collect W& A TR,
or.name

pipeline_metadata.collect  WEE2RHIAR A,
or.version

pipeline_metadata.collect W& 2RR553RH IPv4 ik, ATLAR—ER4H,
or.ipaddr4

pipeline_metadata.collect W& 2RAR553RM IPvE Mk, ATLAR—ER4H,
or.ipaddr6

pipeline_metadata.collect W&EHEWBTHENA R, "LLE TCP/UDP = imjournal/imfile,
or.inputname

pipeline_metadata.collect YRR EH SHINF(A],
or.received_at

pipeline_metadata.collect FRIEHIRFBTATHEHER, HRERVEIERTESIRENL,
or.original_raw_message
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pipeline_metadata.normalizer %
AT EEE5MEREFEXNTHEE,

¥ U

pipeline_metadata.normal #5325 FQDN,
izer.hostname

pipeline_metadata.normal  #SE/LIRFHAFR,
izer.name

pipeline_metadata.normal  #SE/LRFHIAR A,
izer.version

pipeline_metadata.normal #HElLiZFARSSEHEH IPv4 sk, ATLAREA,
izer.ipaddr4

pipeline_metadata.normal #ElLiZFARSSEEH IPvE Hitlk, ATLAREA,
izer.ipaddr6

pipeline_metadata.normal #EltEFHKBATEEMNAR, FLLE TCP/UDP,
izer.inputname

pipeline_metadata.normal  #SE/LF2FUREIHE B BN [H],
izer.received_at

pipeline_metadata.normal FRIEHARFBTATER, SHELEFRIIN—K,
izer.original_raw_messag
e

pipeline_metadata.trace ZFEBRILTCH RS, BN RESNISCLEFBRMMXFEENE
B, URACEEH S8 HERFINT A,

13.5. OVIRT S HFE%

LUF oVirt ZE&H OpenShift Container Platform S22 H &0 5 H, A M Elasticsearch # Kibana
Fo

oVirt TTEIHENI & & 2 (A,
S Tk
ovirt.entity IR, M. VMS F5I1ZEMEKT,
ovirt.host_id oVirt E#1 UUID,

ovirt.engine £
oVirt BIZEME X THIBHNIHB R ZEE, oVirt 5/Z2H FQDN 2 ovirt.engine.fqdn
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13.6. AUSHAPE S H=FE%

LR Aushape FEXH OpenShift Container Platform &8 HEIC K S, & M Elasticsearch # Kibana #
Fo

Wt Aushape BRI T EH, MFEEZEL, 1HSH Aushape,

S8 Ei::3T1Y

aushape.serial HitEHFIIS,

aushape.node REFHITEHFRENBLR,

aushape.error TR BT Aushape BEIRESR,

aushape.trimmed X FEHN R JSONPath RIARNKEAE, AFHEERNEHRNRET

PR T AEBIN R, ZFHERTEMHMIFTAS, ZRAHERTEE
= HARIEEB RANEAEE KA,

aushape.text RRFEEH T EHN—HBFILRKFERSR,

aushape.data P&
5 Aushape H8xBIE BT 1T B4R,

S Uiy
aushape.data.avc KE - HRE
aushape.data.execve KA R

aushape.data.netfilter_cfg & : H&E
aushape.data.obj_pid KE - HRE

aushape.data.path KB HRE

13.7.TLOG S HFE%

LUF Tlog FE&H OpenShift Container Platform &2 H &L KRS 5 H, A M Elasticsearch #l1 Kibana
R,

ILSHEH Tlog ik 1/0, MIFEZER, ESM Tlog.

BH ek
tlog.ver SHERBRAS,
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BIBEFHFE

SH 3T

tlog.user LKMo,

tlog.term RumR B2 R,

tlog.session LR RIEBIH T R1E 1D,

tlog.id KRIGPHEM D,

tlog.pos SHEERITERMAE, UZERHHAL
tlog.timing IESE RIS RII [A] 22 Fh,

tlog.in_txt SBERR T F R8O HI A STAN,
tlog.in_bin SEIBIRTME A TR, LR AL
tlog.out_txt SE IR T R RO BT H SO
tlog.out_bin SFIRENT A FR, RN AL
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OpenShift Container Platform 4.3 B&it %

14 & HEERFAEILK

& A LAM OpenShift Container Platform &8 BREREH & IL %,

14.1. ML OPENSHIFT CONTAINER PLATFORM El# & B H & ILK
ERAIAMERF PR IR ER BRI

FoRFMH

o W& Cluster Logging # Elasticsearch,

i
%B%%E¥ H /L.\lai :

L ERUTS, BERSBEHANEXRN—TIRR,

I $ oc delete clusterlogging instance -n openshift-logging

2. FAELTMS, MR Operator LA EHMIREHRENIFEAMESEFER (PVC)

I $ oc delete pvc --all -n openshift-logging
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