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BIERERZRER

HEEENHEE OpenShift Container Platform Zea KM B RIEH, #&EILAM bootstrap # control plane 5%
master Hlgs P NEBEE,

FERFH
o B EiH %% OpenShift Container Platform 52%, {BZ%EE K,

o TWNRREFIRHMT SSHEY], BZERYIEMARIELZITH ss-agent 2,

11 MK L2 ERIRERE
NS N TR IR T SSH B4, TI/ET LUK 5 LI Fe 248 S B,

AAIEEJ:?‘_JE’J$3¥HS($E,.,\, H{F A oc adm must-gather T

FRFM

® OpenShift Container Platform %% 7E bootstrap T 25K ATRNL, bootstrap i s lIETEIS
17, FEL@ SSH Vi,

e ssh-agent HREBHITTEN L FERRE, #EB5 ssh-agent # ML EREFRE THESN
SSH B 5,

o MREAEMEFNEMPBIIFREER, I—EFZEA control plane % master Hl23HIT 2R
EiF .
ik
1. E M bootstrap #1 control plane Hl23KEN L& HEM RS ¢
o INRMEATREREFELAWEMEN, HETUTHS :

I $ ./openshift-install gather bootstrap --dir=<installation_directory> ﬂ

Q installation_directory 2/%1E;21T ./openshift-install create cluster [\/#5E I E %,
XNBERSIET REEFFIAIER OpenShift Container Platform & X 34,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETRIEEINEH
P it

o MRFEATEHERMEMIEN, HBTUTHS :

$ ./openshift-install gather bootstrap --dir=<installation_directory> \ ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9
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ﬂ %I F installation_directory, 1515 EEiZ1T /Jopenshift-install create cluster \/#57E
HE—BX., XPTBREET ZEEFFAAIER OpenShift Container Platform & 3.3
{¢O

9 <bootstrap_address> 2% bootstrap Hl 3R L R E LS P Hiil,
master_address> 2% &+ control plane X master Hl 23T 2R EEH LK IP #h

1k,

KINEEHITE = control plane W28, #0FF7R, FUHFRA control plane #l
2, TWEBERTZLY

D HTH R BT R

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

MRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

1.2. @ T B FEHNB SSH EEFHRER XK
1 must-gather 5% B 51K 555 T35 E 2 TERIER FEEIKMER S,

FoRFM
o WA EIEHNBY SSH Ui AR,

iz

1. 217U S, £ journalctl 55 M bootstrap EHLULEE bootkube.service fR55HE :
I $ journalctl -b -f -u bootkube.service

2. {8 podman logs SR ULEE bootstrap ENHARZHZHE. UTHBSMENREFAERSZNARE :
I $ for pod in $(sudo podman ps -a -q); do sudo podman logs $pod; done

3. HE, BLZITUTHSRER tail e TREENHNEHAE -
I # tail -f /var/lib/containers/storage/overlay-containers/*/userdata/ctr.log

4. i=17 journalctl ap455 M master #1 worker EHLUXE kubelet.service 1 crio.service fRZ5HE :
I $ journalctl -b -f -u kubelet.service -u crio.service

5. £ tail S UE master 1 worker EHEZRHE -

I $ sudo tail -f /var/log/containers/*



1.3. EREA SSH E#ZFENMNIER FTFIRERS
1£ must-gather KB EFETEEE TENER TFIKERE.
INRABTTIEXS T 34T SSH Vi IAl, A LLB 17 R RSt H &R A E N L L £ B R,

FoRFM

® OpenShift Container Platform Z4& B 58K,
o API RSN T AEE TAF,

o BRUEEARN

gz
1. BEET TS50 ivar/log B9 journald HTHE :
I $ oc adm node-logs --role=master -u kubelet
2. BT T a4 151A /var/log PR EN STHERR -

I $ oc adm node-logs --role=master --path=openshift-apiserver
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B2 E XFFIPS N

MIRA 4.3 FFig, el ARE—NMERS FIPS %ER/Modules in Process IR OpenShift
Container Platform &2%,

X FEBEH I Red Hat Enterprise Linux CoreOS (RHCOS) #l2%, Z#1234R#E install-config.yaml 34
REETIRR SFHATERER, RNAXANEN, ZXHEER A ERENRE SRR RMERLT, £
Red Hat Enterprise Linux (RHEL) #2889, &I XIBIE worker BN 28 E REZIRIERLIN, HH
FIPS B3, XLRE AL MRERNE FIPS S HRMNEX : THBRS5I 58, REAZFIPSE
1IF/Modules in Process IN& IS,

R FIPS B IERBERBI HIRFRAZATUE A, MG REERERHEEA FIPS,

2.1. OPENSHIFT CONTAINER PLATFORM H /] FIPS %5 1iF

OpenShift Container Platform £ Red Hat Enterprise Linux (RHEL) #1 Red Hat CoreOS (RHCOS) Ff&#
FRFER FIPS %51E/Modules in Process &5 FERAE I MIRIERGIA M. 5B RHELY core crypto
components FEIRZR. B0, LM SSH E| OpenShift Container Platform & IR 2SN, XLEEER
HRIERB N,

OpenShift Container Platform AL Go JRE, FH{EFMZLIER golang JiFsaidE. HIENEEER
FIPS K, FIEEEMEZAM OpenShift Container Platform ZH41#f RHEL #1 RHCOS INZE~2F
)%Q

5 2.1. OpenShift Container Platform 4.4 iy FIPS &= B4R $I

B B -

RHEL 7 E R Z#H FIPS , FIPS SEHLA R AR — N B — 0T B % A S E
ETFZRHHHEEE, ELUEH OpenShift

CRI-O ;245134 FIPS. Container Platform hRAHR, JF4RELITAR FFouHX D

RR I,
OpenShift Container Platform BR$53Z #f FIPS,
FIPS %5 1E#/Modules in Process BIMN B ERFNEIE,
B TM RHEL 7 #1 RHCOS Z# il ST N5 & K
o
&8 FIPS & golang Jwi¥2s. X TLS FIPS X FFHRIA A 5EEE, (BT skm

OpenShift Container Platform iR A # 52X #F.

2.2. EEHERMAMTE FIPS

R& OpenShift Container Platform 2 A & #H FIPS J21EA/Modules in Process ik, {BiFHEXEF
OpenShift Container Platform S£E IR thE A FIPS 5%1EBI/Modules in Process &5 FETINE
2.2.1. etcd

EBIRTFHEE etcd BY secret EFF2INZE P FE A FIPS %FA/Modules in Process #5k, iELL FIPS #%
RNBI T M. EERAFIPS BAREERE, EOLUER FIPS #it#8 aes cbe IIFEEE NN etcd R,


https://access.redhat.com/articles/3359851
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/security/#encrypting-etcd

%2 E T FIPS &

2.2.2. Storage
S FARMAFRE, A RHEL IR MZESEEA RHEL RNV NBEN IR REEFME, BIDNME
PIREFMEER RHEL IREMBANBENSS, FHENEHER FIPS &R, #SBIENELSIHNEK

EE ML EIEERZ B FIPS % 1EHI/Modules in Process I BYRT, BRI LUSEREE VINBEN T AN
WXHERYE, NEE LT = B,

2.2.3. iz17H}

EREASNECIEEA FIPS KIER/Modules in Process MBI XN _Ei21T, EFEHE CRI-O &
BIRMZ1TH, CRI-O XFFIPS R, ©NARREENFEC(]RE FIPS BX Ti217H,

23. X FIPS iR T EERF

ZHMA FIPS B REER, 1HFREEMENMWEMBRhREEE LEBNS RHT, BRI, 5
M ETE install-config.yaml SXEHIE T fips: true,

® Amazon Web Services

® Microsoft Azure

o R

® Google Cloud Platform

® Red Hat OpenStack Platform (RHOSP)

® \/Mware vSphere
E1F AES CBC MNE N AE eted BIEFEH, HEREERFIITING etcd BIERF.
NREERR PRI RHEL T, HHREENSMEBI SRS A FIPS RX., 1HSM RHEL 7 XA

Adding RHEL compute machines to a OpenShift Container Platform cluster #1 Enabling FIPS Mode B
Do


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-azure-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-gcp-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-openstack-installer-custom
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/security/#encrypting-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/machine_management/#adding-rhel-compute
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/chap-federal_standards_and_regulations#sec-Enabling-FIPS-Mode
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31 ARFEHNRERTIE
BRI LEARRNFE LHITRER R,
A=
R A REZETEAATHREER, NTRAT.

-

R 3.1 REEF B A BIERZRF R

OpenSt RHV vSphere

ack

Default X X X X
Custom X X X X X
Cluster X X X

Network

Operato

r

EEE X X X

WENE X X X

b =17

“%

* 3.2. AP ERNEREHS

OpenSt RHV vSphere

ack

Custom X X X X X X

Cluster X X
Network

Operato

r

Restricte X X X X
d
network
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-aws-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_azure/#installing-azure-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-gcp-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_rhv/#installing-rhv-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_azure/#installing-azure-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-gcp-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_openstack/#installing-openstack-installer-custom
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_rhv/#installing-rhv-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-aws-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_azure/#installing-azure-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-gcp-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-aws-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_azure/#installing-azure-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-gcp-private
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-aws-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_azure/#installing-azure-vnet
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-gcp-vpc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-aws-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_azure/#installing-azure-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-gcp-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_openstack/#installing-openstack-user
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_bare_metal/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_vsphere/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_bare_metal/#installing-bare-metal-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_vsphere/#installing-vsphere-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_aws/#installing-restricted-networks-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_gcp/#installing-restricted-networks-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_bare_metal/#installing-restricted-networks-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing_on_vsphere/#installing-restricted-networks-vsphere

B 3E RERE

RARTTMEREER OpenShift Container Platform 7751, {BAENELIMER FIZE. ML IERETIRERS
FEIEM, BT LU AR LS OpenShift Container Platform 17 B 1TH N :

o AIREASIEFRXHHBNZREE, LUMETE openshift-install #7555,

e AIE&i Machine Config Operator 1% ZEi21TH OpenShift Container Platform 7 s By
MachineConfig,

IR R T IR BB LUXF A N ET A ERERNIIEE,

3.2.1 IIJ\\jJD day -1 Wﬁ%&

RRERHNRSECRENMNE 2 RUES, BETEFEENREMLZEIEPERRSEARINEIRE
master 7 m % worker T A, 'FE%—‘t: NGl g?‘%ﬁﬁ% M RPN SHUAERGE—RE]
SEIEMMER :

o ERAEANTIEE (FL#NSELinux) , LMEXDIHEER KX RY™ £ ARSI,
o ERBARGAANLT —EERMSERE,

Z [ master 71 Rk worker T RINIMAKSE, EaLLOIE— MachineConfig X%, FHZXFIEA
Ignition TEEEIZE L TERFERMB L HEEH,

ANZE5 B ST AT UL %45 RHEL 8 RIMISER, E& Kernel org WiZS#, MREEXLESHBUERTK
#4589 OpenShift Container Platform &%, &IFERXNREZRINAKRSE,

e
1. NEBAERK Kubernetes J§ 5 :

I $ ./openshift-install create manifests --dir=<installation_directory>

2. REMEM worker 17 825 master T RIS,

3. 7t openshift B¢/, GE—/3X4 (I40: 99-openshift-machineconfig-master-
kargs.yaml) & Y. MachineConfig X RLURINARIZE . XA BIH master TR MT —
loglevel=7 A% SH :

$ cat << EOF > 99-openshift-machineconfig-master-kargs.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-openshift-machineconfig-master-kargs
spec:
kernelArguments:
- 'loglevel=7"
EOF

&7 LS master 2h worker, LU AREZSERINE] worker s, AIE—NEIRA) YAML X
%, LAARINE) master 17 s A0 worker 1 s AR,

TR R R LIRS B R SR RY


https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt
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3.2.2. T RPN ZELR

NFRZHEREE, EITENEIN, Linuk AR SEFERXLEEHRMEN LSRR ESR, B2
SF—LEREHRUL, TE Linux FRREEIIRER, Fit, Sa7RE—MAERNENENITENIRE
XL, SRR NLE T WA OpenShift Container Platform $EEEFRBYTY st T L IR 1R,

LEERRXEHRABRE T —PARERE, XIMERATA T HEAZ%, MRRETHAK, kmods-
via-containers R ER FHERZIZER, LB AL R IZERIFRERE,

HIXNHEEAT UERD T R A RFEREITINENTER ¢
o TEB|ISNEENBIENT /PR systemd BRSS, LUGIIRERE T H A,
o MRRMEI—DHHRK, ZRFSFEBZRRFFELEIAZH
BRI RAATRYPHRERE, 1EEE kmods-via-containers github s,
FEILERLDER R
o AMNIRERAH.
o HHETEMRELILEEEAMNRPM, MREEMIEEHH github.com B4 K3,
o IHEARSIHFHEEILIX LS ORI =75 IR,
o FEXRIEH, MEBEMNARERMENTHEEL RHEL 8 B H, HILE, HTREHAK

i, BT RESBSEFWEERR, B, BT SREBEZEVF— yum FHEZE, ZBFEHE
FEEERZERAHENAZMBXTGE. ZRERFH— DAY RHEL 1T FHRHE.

3.2.2.1. FBF X AR R 2

ERAKIERERZ E| OpenShift Container Platform S£8¥ 2 &, &7 LAE HIRAY RHEL RGTAR Mt
2, WERBESHRA, KVC FEZRH kmod-via-containers ¥, AREHHEFNHER, BE1E RHEL
8 RO MEIX— R, FHITLL TR -

i =5
1. JREX RHEL 8 %%i, RAEEMIFITHE :

# subscription-manager register
Username: yourname

Password. kkkkkkkkkkkkkkk

# subscription-manager attach --auto

2. REMBYEMBRMHTLEE
I # yum install podman make git -y

3. $f& kmod-via-containers fFEJE :

$ mkdir kmods; cd kmods
$ git clone https://github.com/kmods-via-containers/kmods-via-containers

4. 7E£ RHEL 8 M E M| L %2k KVC HEZREFISRMIAMELR, X0 kmods-via-container systemd
RS FINEE :

10


https://github.com/kmods-via-containers/kmods-via-containers

$ cd kmods-via-containers/
$ sudo make install
$ sudo systemctl daemon-reload

5. IRERARIERIRAH, BIERCH, TUME—METERFEHREMARBHE=ARR, &
FE LML kve -simple-kmod RIH ETRHAR, ERAUTHRGXIERNERERENRS

$cd..
I $ git clone https://github.com/kmods-via-containers/kvc-simple-kmod

6. 4miE AR BECE S simple-kmod.conf, 5§ Dockerfile B&#Re{ " Dockerfile.rhel , %3
TR -

$ cd kvc-simple-kmod
$ cat simple-kmod.conf

KMOD_CONTAINER_BUILD_CONTEXT="https://github.com/kmods-via-containers/kvc-
simple-kmod.git"

KMOD_CONTAINER_BUILD_FILE=Dockerfile.rhel
KMOD_SOFTWARE_VERSION=dd1a7d4

KMOD_NAMES="simple-kmod simple-procfs-kmod"

7. NIEHARKED G — kmods-via-containers@.service L (7EiX Nl 2 simple-
kmod) #EATE :

$ sudo make install
$ sudo kmods-via-containers build simple-kmod $(uname -r)

8. BEFHED) systemd BRSS, ARBRERE :

$ sudo systemctl enable kmods-via-containers@simple-kmod.service
$ sudo systemctl start kmods-via-containers@simple-kmod.service
$ sudo systemctl status kmods-via-containers@simple-kmod.service
e kmods-via-containers@simple-kmod.service - Kmods Via Containers - simple-kmod
Loaded: loaded (/etc/systemd/system/kmods-via-containers@.service;
enabled; vendor preset: disabled)
Active: active (exited) since Sun 2020-01-12 23:49:49 EST; 5s ago...

9. BIAINEAT AKIER, 15 Ismod a5l HER
$ Ismod | grep simple_

simple_procfs_kmod 16384 0
simple_kmod 16384 0

10. simple-kmod RBFLABILNEEHERNIXECRETLLEE T, £H dmesg EAKIALZ A
L "Hello world" & :

$ dmesg | grep 'Hello world'
[ 6420.761332] Hello world from simple_kmod.

1£ /proc H6 % simple-procfs-kmod #I1H :

1
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$ sudo cat /proc/simple-procfs-kmod
simple-procfs-kmod number = 0

BT spkut SR B MERFIRINESE R

$ sudo spkut 44

KVC: wrapper simple-kmod for 4.18.0-147.3.1.el8_1.x86_64

Running userspace wrapper using the kernel module container...

+ podman run -i --rm --privileged
simple-kmod-dd1a7d4:4.18.0-147.3.1.el8_1.x86_64 spkut 44

simple-procfs-kmod number = 0

simple-procfs-kmod number = 44

—%, HROBIFXMRSN, SRETAREETET. IRE—1FRXK, ZIRFSSWEAKER
E’J%ﬁﬁﬁiﬁ REBAE. NRELHWETIZESR, ©FREANZER,
3.2.2.2. /) OpenShift Container Platform & & P&

1R¥E OpenShift Container Platform SRE &R 5| S @B AN FENZIEL, AR AR
— X BAKERERE :

o TEEMREN (day-1) BHEABELR : A LL@T —/ MachineConfig /A%, F@TSHE
—H{E ARG HIZ % openshift-install,

e j@1t Machine Config Operator B& KRR (day-2) : MIRALAFRIRHEDFHZTEER
INARAESR, B LL@IT Machine Config Operator (MCO) &8 B4,

HEXPFERT, BT RBFEERNZF AR TSRS S RBRUEE, ETLLETUT
AR RERD T RRREZRR.

o NENTRIRME RHEL ALF,

o MIIEM RHEL EHLIKEX RHEL f(F, & /etc/pki/entitiement B XA RHEL RIS HIEI51&
TEF9EE Ignition EEE M 1RSI H M ST HERIBIALE,

® 1f Dockerfile #r, FRINEIE T ARFEMEESH yum FHEE, XS SIEFH ARG,
HNEelBESHRENNZETE,
3.2.2.2.1. ;T MachineConfig ¥} R & & iR

W AR IR 45 MachineConfig X R—i&21T8, ERILATE &R &N 5& 1T Machine Config
Operator [ worker 2 master 7 J & 1% H 4,

BAEOUBEEGRBIER Ignition BBE. EREN, Ignition BEEREZSERMBIEREFH core B
authorized_keys X#FH B ssh 28H . SARELUE @ MCO 7N MachlneConflg, MAFE SSH A
e WFXMMAR, simple-kmod RS RBIER R AIE—1 systemd B ITIHF, — kmods-via-
containers@simple-kmod.service

systemd #I52 LFREFIHRB—NEA R AR, AR kmods-via-
containers@simple-kmod.service £8| 355 :

1. Tﬂy RHEL 8 ;Ftau, %E}iﬂﬂ#ﬁlﬁ]fa .

12


https://github.com/coreos/ignition/issues/586

# subscription-manager register
Username: yourname

Password. *hkkkkkkkkkkkkkk

# subscription-manager attach --auto

2. REMBYHFIENG

I # yum install podman make git -y

3. % Ignition EE & ST LADIEE systemd EETTIHEF -

$ mkdir kmods; cd kmods
$ cat <<EOF > ./baseconfig.ign

{
"ignition": { "version": "2.2.0" },
"passwd": {
"users”: [
{
"name": "core",
"groups": ["sudo"],
"sshAuthorizedKeys": [
"ssh-rsa AAAA"
]
}
]
b
"systemd": {
"units": [{

"name": "require-kvc-simple-kmod.service",

"enabled": true,

"contents": "[Unit]\nRequires=kmods-via-containers@simple-

1k

Wt

kmod.service\n[Service]\nType=oneshot\nExecStart=/usr/bin/true\n\n[Install\nWantedBy=multi-

user.target"
1]
}

}
EOF

2 3

Gk

RSN H SSH BEARINE baseconfig.ign X, LUE openshift-install
ERIZ ., N8REA MCO {3 MachineConfig xR, MAEENH SSH &

o

4. AT RAIER MCO YAML Fitf :

$ cat <<EOF > mc-base.yaml|
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 10-kvc-simple-kmod

13
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spec:
config:

EOF

14

p= Y=
Mc-base.yaml i & /7 worker T/ R L ERENZIER . BEEER master TRLE, FHA

&M worker B H master, EFHTXHNRE, BB W AREEWEEFERRE
X EREEBNTIE,

K18 kmods-via-containers ¥4 :

$ git clone https://github.com/kmods-via-containers/kmods-via-containers
$ git clone https://github.com/kmods-via-containers/kvc-simple-kmod

. IREVEBRES M, EX AN RBIFER kve-simple-kmod :

FERZEIRBRINEMEE, Q— fakeroot B, FHIHEEET Ignition (£1BMISTHRE BIX D
Bx :

$ FAKEROOT=$(mktemp -d)

$ cd kmods-via-containers

$ make install DESTDIR=${FAKEROOT}/usr/local CONFDIR=${FAKEROOT}/etc/
$ cd ../kvc-simple-kmod

$ make install DESTDIR=${FAKEROOT}/usr/local CONFDIR=${FAKEROOT}/etc/

FREN 4 filetranspiler B9 T E72 5 K8 X BOMR 4 -

$cd..
$ sudo yum install -y python3
git clone https://github.com/ashcrow/filetranspiler.qgit

ERRANVZEE YAML (mc.yaml) , EFRSEERK Ignition EZE. Hiliflssii B R BIEE
FR R STH fakeroot B3 :

$ ./iletranspiler/filetranspile -i ./baseconfig.ign \
-f ${FAKEROQT} --format=yaml --dereference-symlinks \
| sed's/?  /'| (cat mc-base.yaml -) > 99-simple-kmod.yaml

MRERIDREER, E£E R XHIZXHRINE openshift BxH, NRERHSEIZTT,
BB AR R

I $ oc create -f 99-simple-kmod.yaml
1R =I5 51 kmods-via-containers@simple-kmod.service fR55, FIF#E A AKELR,

HTHNAKEREINE, EaIUERET =R (A oc debug node/<openshift-node>, A5
iZ1T chroot /host) . EFIHEL, 1HEH Ismod @4 :



$ Ismod | grep simple_

simple_procfs_kmod 16384 0

simple_kmod 16384 0
3.2.3. AR E LR INE#E

£ OpenShift Container Platform &4t 2/, EeJLATERTA master # worker 17 R L /5 AREELINE, X
NIHEE :

o THATLRERFEFHNEMIEMIAF B EHEMRLERE
e R7E Red Hat Enterprise Linux CoreOS (RHCOS) R4 L% #%
o HEFEHRRENMBRXNEMIME, UEMRRMESAMERNEE (MBE—REI5FF1R)
o RINE root XHREIHHIEIE (/dev/mapper/coreos-luks-root on /)
o ANHRER/FIF A LURHEILIEE
e {HF AES-256-CBC %
o NIZNEREEREZE FIPS,
IEFRNMBERXE M

o TPMV2 : XREEER, TPMV2 EREMBNIBERPEEBILEIE, B TPM v2 BEEn
B, 1H0IE Ignition BBEB X4, 0 TR,

e Tang: Zffif Tang RMBER, EFEMFEA—1 Tang BR% 5. Clevis R FinLlA®, R
BERNLHNREZFF Tang IMBER,

BREBUTHN R — A ERHIT =5 B NS,

3.2.3.1. 2 TPM v2 &L n e

ERIXNRFZTE OpenShift Container Platform EBEi 328 E A TPM v2 XA N,

it =

. BREENTAKNBIOS EEEEREH TPM V2 B, XTEARZH Dell RGP 2 NEMN, 1ESHIE
BT E AL BB X F M.

2. NEBEE R Kubernetes JEH :

I $ ./openshift-install create manifests --dir=<installation_directory>

3. 7£ openshift Bk, G — master #1/3% worker X3 X LT AN B AL, UTFRIXH D
SAFRF

$ cat << EOF > ./99-openshift-worker-tpmv2-encryption.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: worker-tpm
labels:

15
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machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

$ cat << EOF > ./99-openshift-master-tpmv2-encryption.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: master-tpm
labels:
machineconfiguration.openshift.io/role: master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
filesystem: root
mode: 420
path: /etc/clevis.json
EOF

4. £ YAML XHBREDEIAR, EOREKEN SMERZXE, FrUERIZIET &R,

5. 4kEL#1T OpenShift Container Platform EFZHIRIRER D

3.2.3.2. /5 Tang @& N

18 X AN FRARTE OpenShift Container Platform ERE 32 H 5 A Tang B A N,

it =

1. A — Red Hat Enterprise Linux lRF52RECE NN XE, FiZ1T openshift-install skZ&k—1
&8 X oc,

2. FEHIG AR Tang BR5538. ERTRIFEFM S EMLLNE . H1ESN Securing
Automated Decryption New Cryptography and Techni,

3. RIS BERTELRE Red Hat Enterprise Linux CoreOS (RHCOS) Bf#ILE, 5l

i EARSSITRRINSECRE B DHCP M4%, f§7E ip=dhcp, SHE KBS, T
DHCP FIESM%Z%, B/t rd.neednet=1 RS,

16


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/configuring-automated-unlocking-of-encrypted-volumes-using-policy-based-decryption_security-hardening#network-bound-disk-encryption_configuring-automated-unlocking-of-encrypted-volumes-using-policy-based-decryption
https://youtu.be/2uLKvB8Z5D0

H o
B i X—F 2 FHEZIREIF R

4. 5K thumbprint, &4% clevis I E (MNRLEBERE) , FM Tang RFSF|EHR—T
thumbprint, A Tang ARZ528% URL &# url BI1E :

$ sudo yum install clevis -y
$ echo nifty random wordwords \
| clevis-encrypt-tang \
{"url":"https://tang.example.org"}'

The advertisement contains the following signing keys:
PLjNyRdGw03zIRoGjQYMahSZGu9

Do you wish to trust these keys? [ynYN] y
eyJhbmc3SIRyMXpPenc3ajhEQ01tZVJiTi1oM...

5. f|% Base64 gt th, FERAFERM Tang server it url, thumbprint ifithp :

$ (cat <<EOM

{

"url": "https://tang.example.com",

"thp": "PLjNyRdGw03zIRoGjQYMahSZGu9"
}

EOM

) | base64 -w0

ewogInVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAoginRocCl61CJaUk1leTFjR3cw
N3psVExHYIhuUWFoUzBHdTAICnOK

6. & TPM2 IR “source” Bt 5 worker #1/3% master 17 B E I — P N8 Base64
ZRtis ST

BE
IR AN rd.neednet=1 RS,

$ cat << EOF > ./99-openshift-worker-tang-encryption.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: worker-tang
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K

17
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source:
data:text/plain;base64,ewoglnVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAoginRoc
Cl61CJaUk1leTFjR3cwN3psVEXHYIhuUWFoUzBHATAICNOK
filesystem: root
mode: 420
path: /etc/clevis.json
kernelArguments:
- rd.neednet=1 <.>
EOF

o

$ cat << EOF > ./99-openshift-master-tang-encryption.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: master-tang
labels:
machineconfiguration.openshift.io/role: master
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;base64,e30K
source:
data:text/plain;base64,ewoglnVybCl61CJodHRwczovL3RhbmcuZXhhbXBsZS5jb20iLAoginRoc
Cl61CJaUk1leTFjR3cwN3psVEXHYIhuUWFoUzBHATAICNOK
filesystem: root
mode: 420
path: /etc/clevis.json
kernelArguments:
- rd.neednet=1 <.>
EOF

o

7. 4KEE##4T OpenShift Container Platform S8EHIRIRERD .

3.2.4. F2i& chrony A 8] R S%

BT LRI SR chrony.conf XHBIRBEINE chrony BFAIBRSS (chronyd) {8 FBIES [A] AR 55 28 FIAE X %
B, FEd— M ESREEXEREEIRET R

it =3
1. €% chrony.conf XXM BFH AT E#H1T base64 Jnfd, 0 :

$ cat << EOF | base64
server clock.redhat.com iburst
driftfile /var/lib/chrony/drift

18



makestep 1.0 3
rtcsync

logdir /var/log/chrony
EOF

ICAgIHNIcnZIciBjbG9jay5yZWRoYXQuY29tIGlidXJzdAoglCAgZHJIpZnRmaWxIIC92Y XIvbGli
L2Nocm9ueS9kemimdAoglCAgbWFrZXN0ZXAgMS4wIDMKICAgIHJOY3NSbmMKICAgIGxvZ2
RpciAv

dmFyL2xvZy9jaHJvbnkK

2. ] MachineConfig %R, f¥ base64 EFFREH AENINICIRNERFR, AFFTHRM
El master 7 s, EARTLUNEEHCH worker, =5 worker & 03 4I4-# MachineConfig %
%

$ cat << EOF > ./masters-chrony-configuration.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: masters-chrony-configuration
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,ICAgIHNIcnZIciBjbG9jay5yZWRoYXQuY29tIGlidXJzdAoglCAgZHJpZnRmaWxIIC92Y
XIvbGliL2Nocm9ueS9kecmImdAoglCAgbWFrZXN0ZXAgMS4wIDMKICAgIHJOY3N5bmMKICAg
IGxvZ2RpciAvdmFyL2xvZy9jaHJvbnkK
verification: {}
filesystem: root
mode: 420
path: /etc/chrony.conf
oslmageURL: "
EOF

3. NEEXHH—DEIRED,
4. MREFLRAERD, E£RFERXMHE, FUEXHRINE openshift Bk, ARMSAIEER,
5. MRKEH BT, BEBUTHEMAIZXH :

I $ oc apply -f ./masters-chrony-configuration.yami

3.2.5. Hfth ¥R

19
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MFJEZ 5 FIPS BXBER, HSH Support for FIPS cryptography o

3.3. AT EZEME P LERNRIER REGISTRY

TR RIS E &R EREERH, BLIRARNE SRR miron BB NMEH, ER
PR RE (N FREENEMEN, TXERERFESHEMERN, BRI UETZREFMLH
A tRAZ SR IAR R RE R R SN A B R B A SRR,

BE
BRI LT R P SRIRER AR B B iRk X —REH, BERFEUR registry BIE

AVIFAERB R AR BEERBIE R (mirror) N E, MREFTEVIRIHEGEEN, HERE
TS PO BUR S HI 2 T B W 4% SRIRA IR & .

3.3.1. X TR registry

& A LLEE{& OpenShift Container Platform R /G 4R @B HFBR (mirror) B (mirror), IXLEH IR {E
AREMNERR, ZITRARG (8RR RES|IBIEEREHE&K(mirror), b4k, Operator B3E
TRE R R B | ARG S X R EABEA Operator #4175 & (mirror), BIENAGE, BENENER
BCiE N MBI registry FIOZRIERA,

B registry IR HRF TR ISR APl (15 schema2 ) BEAEER registry, FREEEM TN
registry, LA} Red Hat Quay. artifactory #1FFR Docker % 17 reqistry #i# X35, FERAEHP— registry
AR OpenShift Container Platform RI{ERT FFEZRIEME IO E & NIRRT M,

Bif& registry AT AR IR B S MERBEPBIB AN VIF. 21R registry T3EVI R, BEFHEMIRE (10
TEMEBERENL) FTRERKN. Eit, ByFURERANARZITHRE registry, g registry ED
WIS OpenShift Container Platform SE 2894 = LA 0T R4 AR T AL,

{8 F OpenShift Container Platform $R{&IEFT 551K registry B/, ATURAUTHMIER. MNRENENT
AR 15 [r] B EX R AR B EER registry, MR RIEHNEREHT R, EILEZEMZISEPHEERIZAA.
XA RIS FEREATEE B (mirror). TIREEXFHEMEMN, NI ZEEHFERBIXGRSH, A
ERZENHETBNN TRAZRINER, XN RREISN B A EREAT i 5

3.3.2. EEEMEHREN

PATER S TRAT, WAVESEENUREARHREMEERLRMAE,

3.3.2.1 8 FHE T RIS RE CLI

REELRL CLI (oc) EFEAMGSITRES OpenShift Container Platform #1173 B, f&A7E Linux .
Windows 5 macOS E%% oc.

HE
INRLE T IHMRAM oc, NIT%EEA OpenShift Container Platform 4.4 REIFRE 4,
THHLEIHMRAN oc,

3.3.2.1.1. 7£ Linux L %% CLI

IR E] LURBRLUTRFZLE Linux £%R%% OpenShift CLI (oc) Z I3,

it

20


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-fips
https://github.com/docker/distribution

#
w
1k
W
i
3
i

1. 1517 Red Hat OpenShift Cluster Manager FI4RY Infrastructure Provider T1MHo,
2. M ERIZRI N E R R R R,

3. 7£ Command-line interface 84>, M TR HEAERE Linux, 3= Download command-line
tools,

4. RREFH

I $ tar xvzf <file>

5. 8 oc ZiHICHREI PATH 9 E F .
HATU TS UEE YR PATH K& :

I $ echo $PATH
RECLIE, BAMERoctHhd :

I $ oc <command>

3.3.2.1.2. f£ Windows _E%2%E CLI

&0 LURBRLUT AR E Windows E&% OpenShift CLI (oc) ZiFHHIAHE,

it

1. 1517 Red Hat OpenShift Cluster Manager FII4RY Infrastructure Provider T1MHo,
2. M ERIZRI N B R R R R,

3. 7£ Command-line interface 84, M THIE # A% Windows, 5 Download command-line
tools,

4. {FF ZIP 2R FH,

5. 38 oc ZHICHS R E] PATH B9 B X,
EEFEWN PATH, HHAGSRTIEOHIITU TGS

I C:\> path
RECLI 5, MALMERocih :
I C:\> oc <command>
3.3.2.1.3. f£ macOS t£%&%& CLI
IR E] LURBRLUTRTZIE macOS L4 OpenShift CLI (oc) Z#tHl K,

it =

1. 1517 Red Hat OpenShift Cluster Manager FII4RY Infrastructure Provider 1Mo,

2. IR RSN B R R R R R,

21


https://cloud.redhat.com/openshift/install
https://cloud.redhat.com/openshift/install
https://cloud.redhat.com/openshift/install
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3. 7£ Command-line interface 84>, M THIFHEA%ERE MacOS, F = Download command-line
tools,

4. FREMMBERFH.

5. % oc ZiHIXHRBE PATH B9E K,
ZEHEEMH PATH, fIA—MAHRBOHIUITUT GRS -

I $ echo $PATH
RECLIE, BAMERoctHhd :

I $ oc <command>

3.3.3. B ER N ARG TEIRIEIL

DA BRER registry TIEXH, AVPRZLIER B EEREENEARINRH,

Digk

==
[=]

REEHN A EFER MR registry BIESXEVED pull secret, WMREREKERFNZ
e, ERHPRMAENSESNER TR registry I AR,

Digk

==
[=]

Lt R FE B RO LANHERAR registry LB RIRIR registry HITE#RME, FREIERMN
| registry pull secret,

FeREH
o BLET—/E&R (mirror) registry TEPRMLZAER,

o BIEHIR registry FIRR T BHR CERALE, LUNBRHRERBER(mirron) X MIE,

o BB T —NEK registry IR/, AVPRFHEEKLERZREROE,
i

EREENLEERUTHIR
1. M Red Hat OpenShift Cluster Manager I s #J Pull Secret TIH F# registry.redhat.io B9 pull
secret, FEHRFEN— .json i,

2. NIRHIEER registry AR base64 SR B IEHSHE

22


https://cloud.redhat.com/openshift/install/pull-secret

#
w
1k
W
i
3
i

BGVibYk3ZHAtgXs=

I $ echo -n '<user_name>:<password>' | base64 -w0 ﬂ

1T <user_name> 1 <password> 15 7E registry B 7 & E Y,

3. BLJSON &R A& pull secret BIA :

I $ cat ./pull-secret.text | jg . > <path>/<puII-secret-fiIe>ﬂ

1B EEITFHE pull secret IS RBIERR, LAREOIER JSON STHEHRIZTR,

AR UATFLUR A

{

}

"auths": {
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"
}
"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"
}
"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
b
"reqgistry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}

4. GEERTSCHFR IR registry BOERSD

1]
2]

"auths": {
"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

b

%I F <mirror_registry>, 187 registry 5%, LURIEBER registry FARIRHER BRI AL
iw O, 540 : registry.example.com =X registry.example.com:5000

{5/ <credentials> R {K registry F§7E base64 GBI " 2B,

XA RUTF LT R

{

"auths": {

23
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"<mirror_registry>": {
"auth": "<credentials>",
"email": "you@example.com"

}

loud.openshift.com™: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

uay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

2

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}
}
}

3.3.4. Hif%& OpenShift Container Platform (%R 17 1f /%
RREEEBRRESHAIGTFZHREERAM OpenShift Container Platform & /%,

FRFH
o EEVETREN T VTR BHM,
o MENHR registry BEE NEZRMLZHER, HAUREEENIESFZIL

e KB M Red Hat OpenShift Cluster Manager Ui )B4 Pull Secret TTE T T pull secret, FB1EX
NEERRFEESHEIEER.

o MR EMAREILE Subject Alternative Name BIBZ UL, MAFIEX L2 E R

GODEBUG=x509ignoreCN=0 Ai[{{l{T oc fp 5, MRZHKELLE, oc tpHRKRMFH LR
TEER -

x509: certificate relies on legacy Common Name field, use SANs or temporarily enable
Common Name matching with GODEBUG=x509ignoreCN=0

iz
FERGREN EFTRATHIK

1. &% OpenShift Container Platform FEIHE, UMMERELREH OpenShift Container
Platform iRA, FRE Repository Tags TIHMIAERITE (tag)

2. KEFRHIMNELE :
$ export OCP_RELEASE=<release_version> ﬂ

$ export LOCAL_REGISTRY="<local_registry_host_name>:<local_registry_host_port>' @)
$ export LOCAL_REPOSITORY='<local_repository_name>' @)

24


https://cloud.redhat.com/openshift/install/pull-secret
https://access.redhat.com/downloads/content/290/
https://quay.io/repository/openshift-release-dev/ocp-release?tab=tags

$ export PRODUCT_REPO='openshift-release-dev' ﬂ

$ export LOCAL_SECRET_JSON='<path_to_pull_secret>' 9
$ export RELEASE_NAME="ocp-release" G

$ export ARCHITECTURE=<server_architecture> @)

$ REMOVABLE_MEDIA_PATH=<path> 6

%I F <release_version>, ifHiEES OpenShift Container Platform ARAX N EIFRZ, AT
fREZRH, 40 4.5.0,

%I F <local_registry_host_name>, 1515 ERIRIFMEEM registry 8% ; X F
<local_registry_host_port>, Ei5ERTREARTNIKHO,

%fF <local_repository_name>, &EEEE1E registry FOIBRCERTR, 0
ocp4/openshift4,

ZEHREEE, S TFETIMRERA, »18E openshift-release-dev,

%I F <path_to_pull_secret>, 1515 EE GBI registry BY pull secret BO4ER BRZRFISC
%4,

RATIRAGR. XN FEFIMEMRA, EL7I1EE ocp-release,

%I F server_architecture, iEEIRSS2FHIFIZE, 0 x86_64.

Q90 6 ©® ® °

X F <path>, IEETERE, SEFBBERLIY)FH.

3. FERRABR R (mirror) BINBRA 25 registry :
o MRMEBIGRENTIEVIFIEEM, EHATATERREF
i R BN R R B B9 R S,
i. BEERGNGEERMEESR

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE} --dry-run

jii. 0 _E—MSHHF imageContentSources 24, MHIEIRIE B SR BIRIEME
FXTRL, (BRTE &3 727 ¥ imageContentSources 437 0Z! install-
config.yaml 32,

iv. MEEEER BN EBE RS
$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror

quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

v. FNF EREIZRMEIAER, FEEERLEEEIARMESS registry,

25
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$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ

@ /T REMOVABLE_MEDIA_PATH, 44/l A 5 S BRI TR R MR — B fZ,

o MMRAKMAL reqgistry EFEIFHHREMN, BEHITULTIRE
i FRAUTHDERNLZITRESHEERIA registry:

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}

ZaSBATERRINAEE, HindoRBRELHIATER imageContentSources
iRz,

ii. eRE— np ok H P imageContentSources 4y, EMHRE RS ENRGEMHEE
AR, B FIELRE 2+ imageContentSources 24 7 INZ! install-
config.yaml 324/,

BREFEF ST RRPHIELE] Quay.io, podman FIKIFTE bootstrap
REFUALEY registry A1 7R Quay.io,

4. ZORETFEHERRNBNLERRF, HRIABHGEBEER LITRP
o MRMEHVEHRENTTIED W EEM, ZTUTEHS -

$ oc adm release extract -a ${LOCAL_SECRET_JSON} --command=openshift-install
"${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}"

o MNRAMALS registry EEEREEN, E2TUTHS

$ oc adm release extract -a ${LOCAL_SECRET_JSON} --command=openshift-install
"${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-

${ARCHITECTURE}"

BT

EMRFRIS EBIE R B TEEERM OpenShift Container Platform iRA, & MEERHA
AHIRRRERR.

B/ ER ERERMEEN S EHUT IS K,

335 EFERHUNEFHE
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B 3E RERE

{5 A 2 IR M 4S B SR BE 0 5 A BRIARY must-gather 854%, LUEAZIIE X RIRE R HER, ERILER
T, must-gather HER ST T A, ZIRMLZSAREVERETTIE 7 B SR M2 77 i 72 h ER R AT B i AR

it =

1. MERMZEERNEHH T AN must-gather 5% :

I $ oc import-image is/must-gather -n openshift

3.3.6. AW A &BHE T HIKD registry B Samples Operator Hi{&7

openshift iy & 22 8| H K% #H Cluster Samples Operator B2 MHRIERIEM AL T registry.redhat.io ££T
IERRER O ERNGIR. FHEIEETER T XEHEER,

FRFM

BF

jenkins. jenkins-agent-maven 71 jenkins-agent-nodejs % {& ;I B L& G MM
#, B Samples Operator B2, R IXERGRABES —FHHRIREE.

1 Sample Operator BEi& 4 #) samplesRegistry FEX &/ registry.redhat.io B1R
2R, RNEBAEEBE registry.redhatio, RETF Jenkins HIRMEER. AT
Jenkins HRRIRER MM H.
Samples Operator 22 IEfFLLF registry FiF Jenkins &7 :

® docker.io

® registry.redhat.io

® registry.access.redhat.com

® * quay.io.

cli. installer. must-gather fll test 5l R AR FTLEBRNAEMN—E82, BFH
Samples Operator B3, LLREARS RIXLHEER.

o FHEZXR cluster-admin B &I 1 £,

o NIRMERR registry B2 pull secret,

it

1 ViR EL R (mirror) BURFEBLSRREVER, HI40

$ oc get is <imagestream> -n openshift -0 json | jq .spec.tags[].from.name | grep
registry.redhat.io

2. ¥ registry.redhat.io 5 RIEZ R ML IME AT BTG RTRREBRE, FiR (mirror) BK—
NTE M BIEEAR (mirror) :
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https://registry.redhat.io
https://registry.redhat.io
https://registry.redhat.io
https://docker.io
https://registry.redhat.io
https://registry.access.redhat.com
https://quay.io
https://registry.redhat.io
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$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

4. B# Samples Operator BB R #) samplesRegistry FE&, FHOSHKREE S E L
AIEM hostname 4 :

I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator

N

&
é%;g XEBBH, EHERRSARELLRERESE (miro) SILIRHE.

5. A REEIRIRRARINE] Samples Operator BRiE X R # skippedimagestreams FE%, =
&, MREFEZHFEMROIFEGRT, 157 Samples Operator BEoE X R H{¥ Samples Operator
WiE N Removed,

p= Y=
&R S AKBB NN R, &AM REEIGERR, HEFUWR Samples

Operator B E X} Removed, #BR5H Samples Operator iz &5 Degraded X
N

. ho

openshift 65 % Z2 [A| R SRR ER S| A EE &R, Hib, M Removed ERFHGRAER,
B GRTE R R D B SORT S B ROR SR TR ES TN ERE .

3.3.7. LS I
o ERTEZIRMLSHE SRR EREEERE, 0 VMware vSphere, ##18% Amazon Web

Services,

3.4. TRAMEEEE X
RS EEREEE M B E X 1E OpenShift Container Platform 2B R 5Tk, B TAE ZEA .,

R LB EE KRR B RN EETIRE, MNHMR registry. MAEE. HIFWERIELUKRBAF S5
N P

MEFEXLEFTRNYFES, HEA oc explain 94, 20 oc explain builds --api-
version=config.openshift.io/v1

341 5HRERR
FESRRBRERERTFLBEEE (MkMdaZr) , BEH%H cluster,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-restricted-networks-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-restricted-networks-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-restricted-networks-aws

BRAH 30

apiserver.config 124t APIIRF5ERECE, ANUEHHRIUEH ML A,
.openshift.io

authentication.c  EHIEBEMN S IREREENEHEIFERE.
onfig.openshift.i
o

build.config.ope #ZHIEFFPMAEHENBINTRFIEE,
nshift.io

console.config. BCiE Web #HIBREAMITH, SIEEHT .
openshift.io

featuregate.conf  J5F FeatureGates, LUMEEEE(HE BT EINEE,
ig.openshift.io

image.config.op BB AN RERFEREE registry (17, A, A&£. CAHIE) .
enshift.io

ingress.config.o SHMBXWEEIFE, WAL,
penshift.io

oauth.config.op EEMA&HHNAE, UKRSHES OAuth iR eamiZEXHEMIT A,
enshift.io

project.config.o EETEMAIEAN, SIFEIEER,
penshift.io

proxy.config.op EXFENRMLFNHHEZERNNE, 5 : BAITEMABHGHEHSEFEXD
enshift.io (EEB

scheduler.confi  EEIERFTH, MERIEMEINT LR,
g.openshift.io

3.4.2. Operator BL E %R
X LR E RS EESEHE LA, B cluster, 12145 E Operator A BI4E B LHAHI1T N,
iy B ik

console.operato  #ZHIEEHEIG AN, M E S
r.openshift.io

config.imagereg EEMERHE(% registry 1XE, MAHEH. BEI]. REEE. KRR, BIAENGF
istry.operator.o iR,
penshift.io
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/security/#api-server-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/builds/#build-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/web_console/#configuring-web-console
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/nodes/#nodes-cluster-enabling
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/images/#image-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/networking/#nw-installation-ingress-config-asset_configuring-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/applications/#configuring-project-creation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/nodes/#nodes-scheduler-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/registry/#registry-operator-configuration-resource-overview_configuring-registry-operator
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BRAH sk

config.samples.  E2i& Samples Operator, LUEHITEEEE L REMLF G RIER TG,
operator.opens
hift.io

3.4.3. HihEd B HTR
X EEER B VIR E —MEE AR B — 50, EALERT, EaLUETOIR S AN R FIsEiE RS P

Bl EEAMIERT, Operator RIEFEHEE fp & 22 (A RBIRFE FHREHI R, MFA XML Q2 H
i BHRSLBIRFNE, ES5ERAHEGRXXHE.

BRAH LB tnfa 22 ik

alertmana  main openshift- 2l Alertmanager B3E S,

ger.monit monitorin

oring.core g

os.com

ingressco  default openshift-  EZi& Ingress Operator {724, #0iE. BIARZL. ETFIIEHIZRHHK
ntroller.op ingress- [

erator.ope operator

nshift.io

3.44.EEHR

ALERXETRORERFER, ETEERREXLERR,

R BB FR ik
clusterversio  version 1E£ OpenShift Container Platform 4.4 /1, RGEE L £ LM
n.config.ope ClusterVersion iR, mRGEEERXRIEREHEE,
nshift.io
dns.config.o cluster ToSRIETNERER DNS B, BRI LLEE DNS Operator R 75%
penshift.io
infrastructur cluster RTFEBRSESENER BN EITFE,.
e.config.ope
nshift.io
network.conf  cluster TEERERIENEREMLY, EEE LML, 1HEBEHEXIRET
ig.openshift.i T T2 B E KM,
o

3.5. BB i& G A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/images/#configuring-samples-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/monitoring/#configuring-alertmanager
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/networking/#configuring-ingress
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/updating_clusters/#updating-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/networking/#dns-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-aws-network-customizations

B 3E RERE

INRFERERL K, EUIHITEE, LME OpenShift Container Platform BE1 7] 1IE &2 VE A S5 E I ML,
IRTIRAR T — Lok sREOUH AIF R, #0SR{EF Red Hat Insights, Telemetry fR%S. FEEEEMN UK
2R, NEERF RS iR R R,

3.5.1. 7y OpenShift Container Platform it & h A

%% OpenShift Container Platform 2 &, &R ABCERS K, LURTF OpenShift Container Platform
P 78 il A9 1 (] A RR

FTE worker 7 R _EIZTBIRRSSAELL, BTG T RPNRS EFERFNEETRE I,

it

1. FUFLLF registry URL :

URL Thie

registry.redhat.io R OB REE

quay.io R OBSRFER

sso.redhat.com https://cloud.redhat.com/openshift i 2 {5 3

sso.redhat.com =8 &P 5E

openshift.org 24 Red Hat Enterprise Linux CoreOS (RHCOS) #Hif&

LR quay.io FMULRINE allowlist FRET, RNEFEMER denylist FIRIBECFFSRE, 40
*.quay.io, ERSHIERT, Bilk registry ERARBRZAME (CDN) RRMEE KR, MRFAE
PBRAEDTIR], FBABHATEHIEKREEBE —NEH A (40 cdnO1.quay.io) Ff, NIFEETE
%o

2. FHRMMZATHRIE S HERM FIRIVEM LRI AR IFIIR,

3. MRATEHA Telemetry, EAIRFXTLLT URL B9 RAR, LUERE ] Red Hat Insights :

URL Thie
cert-api.access.redhat.com Telemetry Fii#&
api.access.redhat.com Telemetry Frd
infogw.api.openshift.com Telemetry Fif&&

https://cloud.redhat.com/api/ingres  Telemetry #l insights-operator =
s

4. INRFEFH Amazon Web Services (AWS). Microsoft Azure 8k Google Cloud Platform (GCP) 3k
REMNER, B FNREZEHTHEE AP F1 DNS B9 URL BT [IAXR :


https://cloud.redhat.com/openshift
https://cloud.redhat.com/api/ingress

OpenShift Container Platform 4.4 %3

= URL

AWS *.amazonaws.com
oso-rhc4tp-docker-registry.s3-us-
west-2.amazonaws.com

GCP *.googleapis.com
accounts.google.com

Azure management.azure.com

5. LT URL I ARIFHISK :

URL

mirror.openshift.com

storage.googleapis.com/openshift-
release

*.apps.<cluster_names.
<base_domain>

quay-registry.s3.amazonaws.com

api.openshift.com

art-rhcos-ci.s3.amazonaws.com

api.openshift.com

cloud.redhat.com/openshift

1M L E=m e
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VoN—t bt L LT e mde i LA s

Thie

FE TR AWS RSFIH IR, 155
AWS 3C#4 e AWS Service Endpoints, B
TE 185 FA A X ISR S 1T B B4R IR R

EFER RN R 2B RN, FEVjR AWS
ARFSFIBTIR, 1ES0] AWS XXHEH AWS
Service Endpoints, LA &8 F B X 15 AR
RVFRIE IR R,

FELL A GCP RS TTR, 1ESH
GCP X#4/# Cloud Endpoints, BAEE R
B9 API AT SS 1B s

FEELITLL R IRH9 GCP Bk,

FEILIF LA Azure BRGFI TR, iE5 15
Azure XS BIAzure REST APl 5%, LA
EIRHY API TSRO IR s

Thie

FERTL MR GRRENSTNE K. LtREEAT
BRZLMEIR, 18 Cluster Version Operator REE—
MNAEIEE TERR,

KAITHR A& % &R, {8 Cluster Version Operator RE
E—NAEE TR,

BEUTIHIBIAREREE, BIECERER®
I8 T AR,

w2 ILILLTIA] AWS B Quay HIRHR R,

BEWLTURERHEESE I ANER.

FE LU T # Red Hat Enterprise Linux
CoreOS (RHCOS) it

E SR i

E SR i

A e e


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://cloud.google.com/endpoints/
https://docs.microsoft.com/en-us/rest/api/azure/

835 KR

BRIFOAmZEREVIAIDRRIITIERT &, Fhl&, F17uksl Web 2/&ll5 Operator =itz 2!
HAERH, USIFRBRERER T, MREEEHEER, BFRRBRIT *apps.
<cluster_names.<base_domain>, 51X :

e oauth-openshift.apps.<cluster_names>.<base_domain>

e console-openshift-console.apps.<cluster_names.<base_domain>, =%, 7&
consoles.operator/cluster X[ R spec.route.hostname ZEXFIEEMNENE (MRLLF
EXIEZE) .

3.6. ECERLEKAF
&% OpenShift Container Platform M4 4.4 &85, EALUGHELROHABHXENTLE,

- o
BERENEREE AN HNERNEM RN R EI T XN ER,

3.6.1. XFRELE

FINER T, OpenShift Container Platform #%i& & A FARI AFF 15 [F# DNS #lifR. EERESREE,
R LU DNS,  Ingress Controller #1 API lRZ5 85 X B NFLE,

DNS

NRELERFESWEMZEF E&RE OpenShift Container Platform, RERFARETLFENAHK
ALK, HIETRNIER T IEHECH DNS B2 —MER, EAHKMAERAF, RE&KIE
FFsigeEth *.apps 1 Ingress X R OIE DNS 8, FH API R 2:01E api.

REMFAEXF *apps iLKEERDN, HHEMBRABXE, HEXNWERTEMZMHTE DNS #
#o

Ingress Controller
BT B Ingress M RZEN AR RAIERN, FAUANEHERESEAERKME, HEEAHFRMP, &
ATLUFERIA Ingress Controller Bl AR #2425

API Server
KINBERT, RERFN AP RS 0IEE LIRS E943s, HRBHNATREFER,

1E Amazon Web Services (AWS) £, &2 7I0IEMIIM ARG MFHHER, MFEESEREXRER
B, —FRAZRHFAE— NN, ATFEEEASERNGRO, RAREREFIRE AP RS HREXRB D0
Bk MEass, BEMATEESETC]l. REARBERN AP RS 2MUTR], ERILFiEH
S EHEEeR, NTARKMELESR, FTEITHIHO 6443, FiRIE /readyz IREEE HTTPS BT
BRI,

£ Google Cloud Platform £, RAIE— M AHEESREETEAIMNL APIRE, RIETHEHR M E
SFCTEN

£ Microsoft Azure £, SOIBAHIMAE N EHESR, B, BT URIEENRE, ENINERLEER
R E P T T B AR,

3.6.2. ¥ DNS & & NFAE
ERBERE, EILMEHNE DNS FERFERMEX,

it =

B
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1. EEKREH DNS BE LHIR :

$ oc get dnses.config.openshift.io/cluster -o yaml
apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:092"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base _domain>
privateZone:
tags:
Name: <infrastructurelD>-int
kubernetes.io/cluster/<infrastructurelD>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec OB E— M RERXN—PMAHK,

2. {&+ DNS BE L HIRUMBRAFK

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'

dns.config.openshift.io/cluster patched

5 Ingress Controller £l Ingress X RIf&5%E DNS E X, EItHEOEFIEN Ingress
RIS, RE0BIEILF,

BF

TEMIBRAFEXES, IAH Ingress X &R B DNS 1L K AR IER.

3. Hik : EEKRH DNS BE IR, FHHILEMBRAHKK :

$ oc get dnses.config.openshift.io/cluster -o yaml
apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:092"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9¢cb1-02ff55d8f976
spec:
baseDomain: <base _domain>
privateZone:
tags:
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Name: <infrastructurelD>-int
kubernetes.io/cluster/<infrastructurelD>-wfpg4: owned
status: {}

3.6.3. I Ingress Controller iIX E A
EEEEHE, TAILUEBRHE Ingress Controller ERFERAFMEX,

Py =

1. f&82REKIA Ingress Controller, fEE(NERMNERIRHS :

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF
ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

MR/ DNS &8, HEHFALBEXEEB.

3.6.4. 15 API RSS2 R &N FAE

IFEREEREE] Amazon Web Services (AWS) 3§ Microsoft Azure J§, FILIEHEE API RSS2, FHR
FERLERX,

FRFM

e L% OpenShift CLI (oc) o

o FREHR admin H R EFEE web =514,

it =
1. 1£ AWS =% Azure B9 web [T S#RHI G, HATLUTRE
a. FEIFHMPRIE X B0 1 HI e @R A4,

o XF AWS, MBRAERT Hit5EgR. FABXB) APIDNS KB EiERRE 7 #i5EE, BfF
RERNEE, RILETHERREENEIGES.

o XIF Azure, MR EIDEZRH api-internal FL,
b. EAHX AR api.$clustername.$yourdomain DNS £ H.,

2. AR I SRS
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$ oc get machine -n openshift-machine-api

NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

LTS, (B control plane Hl3% (ZFFHEE master B9H188)
3. ME& control plane M 238 R4 ER (1 10185
a. 4w’ control plane Machine X5, R 4488 71 239 #2885 Ao

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ

ﬂ 18 E EIEM control plane % master Machine X R &R,
b. MHPRIEDRAER A EIDERMT (EUTREAPEWITL) , FREFBRETRME :

spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

c. WEFMAPETE master WENMSFES X PMTIE,
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