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F1EZ X TFEEHEICKH OPENSHIFT CONTAINER
PLATFORM

1??7%3#%2)\ IR LU ER B LR H B ID K KR E OpenShift Container Platform &£EFRMFFE RS, #0
T 'J—-'_zzédh /L.\ rﬁﬁ*ﬁr@%ﬁalu

1.1. $E¥E ,L,\Lﬂi

OpenShift Container Platform B E I 51 ] LAE A —£& CLI 3% # OpenShift Container Platform Web
2B L4 Elasticsearch Operator # Cluster Logging Operator, BULEREEEEH KD K,

Operator &, fJ#— ClusterLogging B X iR (CR) RFAELEHEKILE Pod LA&iﬁ%ﬁElu
IR EMETR, Operator TTERE. FHMYETEEBEHEKIL R,

& e LR 8Tk 4 instance B ClusterLogging BE X FTIR (CR) REEBHRFHETILK. CRENE
FEAFBILRHEENMEHGEANEEBEEE T ICREE, LRE. FiEfMAwieBE. Cluster Logging
Operator 111 ClusterLogging B & X FRFHE LN i H &KL K EE,

BAMNARFEFLZAAATUEEMIEEEEFFTRNITBENAE.

1L kTFEEERICFAS

SREEEKICRKEHSET Elasticsearch, Fluentd 5% Rsyslog L & Kibana (EFK) ., U528 Fluentd ZREF|
OpenShift Container Platform £EHHNEN TR, EREMETRNAHEAE, HFEEIEA
Elasticsearch (ES), Kibana @— &EHFR Web Ul, AFMEER A UEEPFERICSHEBIELREEM
AL RO ZRR

= HUE 5 WKH%@:E’J%ﬁEmﬂ%ZB# :
® logStore (##fiff) - FHEBEMAE, HRIFEILZ Elasticsearch,

o collection (&) - HAEABFEMNT RKRERE, HHEERRIEHEMEE logStore 1, HFTHILIY

= Fluentd,

e visualization (A#{b) - UIHERFEEEE. KFEMERSE., YaiMLIlRE Kibana,

curation (3REB) - WLAMIRBENEFTIHR,. HaisLIE Curator,

PRIESEHIULBE, EAXRIEIITESE #E AR &M Elasticsearch, L {b s Kibana, SRR
Curator, &K Fluentd,

11.2. X FHEEM

OpenShift Container Platform {8 Elasticsearch (ES) ¥ B &EIEM Fluentd BIBZRIHIBREFES F
5/,

Elasticsearch & MREHE—F XD KE TR (NS A) , D8E Elasticsearch R PR —
Elasticsearch Tim £, A LLECE Elasticsearch N9 HHIVEFE L (FRh F/%) . Elasticsearch X
LERI AR D EE| %/ Elasticsearch i m Lk, 'ClusterLogging' SAFEEBE L HIRE X (CRD) HigEEH!
RS, LIREHIETRMHERE R,

%ﬁlﬂluﬂi Elasticsearch LI L AEFHMIE, BATFKRL 7 RNEREWH. WMNREE KRS
B, BUERBEREE=ZAEHERY.


http://www.fluentd.org/architecture
https://www.elastic.co/products/elasticsearch
https://www.elastic.co/guide/en/kibana/current/introduction.html
https://www.elastic.co/products/elasticsearch
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e T
! RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

Cluster Logging Operator #1#8.#J Elasticsearch Operator #{# &> Elasticsearch T/ maMER T EBH &
FhEBHM—INERKEE, MaLUEA ClusterLogging BE X ¥R (CR) EI2AN Elasticsearch 17 5By
HE, MEEXEFEFEHNMMBCABRSERET, 155% Elastic X1, W TR,

= -
A =0l Elasticsearch IMEEZEFE D= Elasticsearch T, SBEFARBEN L.

Elasticsearch 35| FARIE T A BBy #EH] (RBAC) EJU:FE)\DE"\T@%UNEME’JWIEJ & A project.
{project_name}.{project_uuid}.* & =%} FB 1T 15 M XRIERFE W B R8I AR 1T BRI,

MBEELER, 5B Elasticsearch (ES),

1.1.3. 9&? H Ib\lﬂ%”&%%&
OpenShift Container Platform {8 Fluentd SRR EEEEF B T EUIE,

BEiC R I 237E OpenShift Container Platform FR#ERE 5P 125, ©IF Pod HEEEN
OpenShift Container Platform 7752, journald 2Rt HEIR, RERBBRERSL. B TH
OpenShift Container Platform BIH&E &

BERIZTNREDFERRINARTERIER, MUE. FSEAMMELR D, T BUM—HINABRE
EiR, REASKESRFRCEREZRINRT BEEELHMIIERN Pod, NIEE APIRFSHHIER
(MPRZEFERR) ARERTH A, WaRANEX D KB LB Pod MIUENAKHER, BEEXE
FEBRRE, XHRRERRE A SREMECNETRAMN.

B

_JﬁiE’Jé%&iﬁﬁﬁzﬁi'ﬁﬁ{nMﬂ%fm ARERERIR, TEMRE—MBAEER,
1%]’IET'LJ\L/ﬁHJX%/éIU\E’J*/ﬁO

MRESER, WS Fluentd,

1.1.4. 9&? H /b\lﬂi?ﬂﬁ'ft
OpenShift Container Platform {8 Kibana .7~ Fluentd 185 H Elasticsearch 3R3 |89 H &EIE,

Kibana @& TN HasmviEslaRm, MadBEAK. FEE. GHE. K, IEMIEZE T FME AW
AR, EEiH, ERMWKILER Elasticsearch #3E.

MBESER, H5H Kibana,

1.1.5. 9&? H Ib\lﬂi%%

Elasticsearch Curator TEE 2 FSEH#/3k LA B HEMBPUT HE 48 E, Curator IRIBEEEINT
#1E, BIE Elasticsearch &£&#{{#H— Curator Pod,

spec:
curation:


https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html
https://www.elastic.co/products/elasticsearch
http://www.fluentd.org/architecture
https://www.elastic.co/guide/en/kibana/current/introduction.html
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type: "curator"
resources:
curator:
schedule: "30 3 * * ™" ﬂ

ﬂ L cron #& = #8%E Curator 11%!,.
MEEZER, HSM Curator,

11.6. X TEM4HEH

Event Router — Pod, &%l OpenShift Container Platform &, LUE@TEEE R I TKFINEX
L=, Event Router MFRBETT B INEEH, FHNEEA STDOUT., Fluentd IEX =4 FFHIL & B
OpenShift Container Platform Elasticsearch S£f5ll, Elasticsearch 35 43%&5|% infra 351,

IR FERE Event Router,

1.1.7. X F ClusterLogging B & X %R

SRNEFATICKEE, HOEIEW ClusterLogging BE LR (CR) » AXIRBERERHTHEX
BIE= g CR Ui RA,

UTREHARICRNARBE LFTRRM.

ClusterLogging CR =4l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:


//en.wikipedia.org/wiki/Cron
https://www.elastic.co/guide/en/elasticsearch/client/curator/current/about.html

513 XFEHBAERICTEH OPENSHIFT CONTAINER PLATFORM

cpu: 100m
memory: 736Mi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 256Mi
requests:
cpu: 100m
memory: 256Mi
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
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28 XRTHEBESEHAEKILEK

TENERHERIC KL EE OpenShift Container Platform 581, BE&E LT,

2.1. 9&?*‘5%%[@3 %E¥E/p\lﬂ%

OpenShift Container Platform £ KL KB IT A B ERNEE LA, ZEBEE X h/NE
OpenShift Container Platform &&817 T V1L,

ITFREZ VB SIE—1 7~ ClusterLogging BE X ¥R (CR) , A LlEACROEEEREBFZICTKLA
#EB%$E¥ E Ib\lﬂ%%ﬁ%o

MRBEAMNERERILRRE, ATEEFERARAICR,

MREEE VLEE, HREFEN R CRHATER, TXNATEREEHAFTICREHRNLERFEBR
NRIAHA TR B, ES0 RE o THRAEXFERAIMHENESER, SiETUE
ClusterLogging B & X FIRz A THE S,

211 & *Uﬂff%ﬁlﬂmﬂi

& 0] LLB T {EEX openshift-logging Ui B A E8E R ClusterLogging B E M IRk EEEE HEIC KA
%

BRI AR ENHREFE AT EMAMS

P{EH CPU
RE] LUME R AR CPU {HIEK resources 3, LU AZEK AN HMER CPU MIRNEIRE :

spec:
logStore:
elasticsearch:
resources:
limits:
cpu:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
type: "elasticsearch”
collection:
logs:
fluentd:
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
type: "fluentd”
visualization:
kibana:
resources:
limits:
cpu:



2% XTWERHATICK

memory:
requests:
cpu:
memory:
type: kibana
curation:
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
type: "curator"

Elasticsearch ##fi&

& ] LA{# A storageClass name 71 size %, 7 Elasticsearch SR EBERFAMFMHEFI KRN,
Cluster Logging Operator & FiX &S H Elasticsearch &R FRHENEIE T m &
PersistentVolumeClaim,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AfFlhIEE, SEPNEMNURT HHEENER 200G B gp2 %8 PersistentVolumeClaim, &4
Fo R EHREDNBIRZ R,

A% storage R FHEMEF N IHH Fi#,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

Elasticsearch £ $I58%
IRET L@ % B RS S E Y ANRIE SR B R BUE T iR 2 (8] &l Elasticsearch 0K :

¢ FullRedundancy, &1NFR3IMDFTEBEHIEE MR =L,
e MultipleRedundancy, &5 F2mEI—FHIET R L,

e SingleRedundancy, &2 FEFHNEIR, REGFAEZVNMEET R, BEMEREH
FAEARE,
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® ZeroRedundancy., FTEZ RATREIA, R RXAHAENRE, NAEITEIKTHEH
*EQ

Curator E
LA cron # = 38 E Curator IFE,

spec:
curation:
type: "curator"
resources:
curator:
schedule: "30 3 * * *"

2.1.2. 182X 2 ¥ ClusterLogging B & X R R
LT 216 Armitl % TE I ClusterLogging B E X ¥REITRA,

&M E M ClusterLogging B & X ¥Rz H

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 32Gi
requests:
cpu: 3
memory: 32Gi
storage: {}
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi

10


https://en.wikipedia.org/wiki/Cron
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requests:
cpu: 200m
memory: 200Mi
schedule: /5 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi

2.2. EBEHEICTH OPENSHIFT CONTAINER PLATFORM HIEE TR
T

B Elasticsearch BBBHEE—MHFAMSE, UEENMBET RHUE—MEUES. 7 OpenShift
Container Platform A1, X el LUFEH PVC 3L,

Elasticsearch Operator {1 Elasticsearch FiR& MK PVC, MEFERZHMER, 1S
"Elasticsearch A MEZE",

Fluentd J¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 4 E] Elasticsearch,

At, HFRAZEESENRIEEZ, HEIERERSNARFMEERIE, —LE Elasticsearch FAF A I,
BREFEFHEFRRZURFESO% EAFLTF 70% LLF ., XEBITFES Elasticsearch £ 1T A EY
RS FHIRERA ] BTN

FINERT, 1A% 85%Mf Elasticsearch RIF LA RO BEHTEIE, 15 90% I Elasticsearch &7 1%
WED KM .EE%TELLEUE{@? = (BEE9EE) . BE, ﬁD%ﬁﬁ%‘/éﬁﬁ? 85% WL mA o HEE
Z28], Elasticsearch RIB4AGIEHFREIFHELH REDo

™

Pz )1
XEES, (KK E R Y RTARA M Elasticsearch BRIAE, BRI LUEHUXL(E, BEER
e A RIE N, EmREFXLEEKIME.

2.3. HLBTIR

B KL Operator WEZE R, 1ES [ M OperatorHub %% Operator,

1


https://signalfx.com/blog/how-we-monitor-and-run-elasticsearch-at-scale/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
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33 E MEEHATILK

IR ET L@ 2848 Elasticsearch #1 Cluster Logging Operator R 558 H &0 %, Elasticsearch
Operator T SIEHERHREEF A EICKERAM Elasticsearch 2%, Cluster Logging Operator i 57 fll
L#ﬁt'ii H mxlﬂ%ﬁﬁ%ﬂ’]?ﬂﬁ:o

FEEE R EIC R EE R OpenShift Container Platform BT 235 RIATESS :
o % THRBERE I TR
o EFEMATILEEMIBET.
e {#f OpenShift Container Platform Web £l & 8k CLI &%% Elasticsearch Operator 1 Cluster
Logging Operator,
3.1. {8/ WEB 2% %% CLUSTER LOGGING

& B] LU#E A OpenShift Container Platform web 2l 3% 4% Elasticsearch #1 Cluster Logging
operator,

FRFM

o {REA Elasticsearch FTHRMF AR, EEE Elasticsearch TR EEEH HNFHE.
Elasticsearch R NFHERN ARRF. BKILERT, OpenShift Container Platform &4 3 4
Elasticsearch T s, HERFIERMEHI) 16 GB, #IAIEBEH =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FESEEE 21T Elasticsearch, HIRIBEIS Elasticsearch #HxHY
R 1F [m] 4, E$E¥qﬂm\\ﬂﬂ%% Elasticsearch i s, MAZEMNINET = LHRE,

i

& OpenShift Container Platform web 2l %3 Elasticsearch Operator 1 Cluster Logging
Operator :

1. &% Elasticsearch Operator :
a. 1f OpenShift Container Platform Web &/, mifi Operators - OperatorHub,
b. MTE B Operator FIZ& A% Elasticsearch Operator, G = Install,
c. ETE Installation Mode Fi£#% T All namespaces on the cluster

d. FATEE Installed Namespace i T openshift-operators-redhat,
&8 E openshift-operators-redhat e & 22 [F], 25 7 RHLERIBES IR (metrics) JHZE,
&N 1Z% Prometheus Cluster Monitoring 1% Edi& ) M openshift-operators-redhat £
22 [A| PR ENIE T 8B, MR =2M openshift-operators np%‘:’. [H]h12E, openshift-
operators fZ ZE[E| AR B S XIR B operator, XLt operator RNEEE, HAHM
metric AT 8£5 OpenShift Container Platform metric &R, MM FBUHZE,

e. %% Enable operator recommended cluster monitoring on this namespace
IXANETIE Namespace X R H1% & openshift.io/cluster-monitoring: "true" tri, /0
PEFRIXANET, LARAIREEE 1L 12IREX openshift-operators-redhat x4 22|,

f. R — N EHTOE AN HE A SRS

g. = Subscribe,

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/logging/#cluster-logging-deploying-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/logging/#cluster-logging-deploy-storage-considerations_cluster-logging-deploying-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/logging/#cluster-logging-deploy-console_cluster-logging-deploying
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/logging/#cluster-logging-deploy-cli_cluster-logging-deploying

B3 E BEERBAEILK

WiT I#:E| Operators — Installed Operators T3R5 1E Elasticsearch Operator B#R .
i. #47%E Elasticsearch Operator FEFIEUIH H#%5IH, 15 Status 7§ Succeeded,

2. &% Cluster Logging Operator :

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,

o

MTT A Operator 53R A1%#E Cluster Logging, B il Install,
c. FATETE Installation Mode Fi#¥ T A specific namespace on the clustet

d. #8ETE Installed Namespace THJ Operator recommended namespace & openshift-
logging,

e. %% Enable operator recommended cluster monitoring on this namespace
IXANETIE Namespace X R H1% & openshift.io/cluster-monitoring: "true" tri, /0
EEEXAN KT, LSRR ILIEIREN openshift-logging %4 221,

f. D EHPUE FIHEAE SRS,

g. = Subscribe,

h. @it t1#: %] Operators — Installed Operators T35 1E Cluster Logging Operator B8R
%,

i. f3fR openshift-logging Ui H # %I HHH# Cluster Logging BJ Status 7y InstallSucceeded,
INR Operator & BHMINEE, HRBUT S TFTEHER

e {J#:%| Operators — Installed Operators T1HE, Ff@# Status FIF R BB EME RS
=,

o tJ#:%] Workloads —» Pods T, 1% openshift-logging I B Fi & [RIRIH pod #Y
B,

3. ﬁIJL$E¥E /b\lﬂ%%ﬁ” :
a. tI#ZE| Administration = Custom Resource Definitions Tl H,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. 1 Custom Resource Definition Overview T1E £, M Actions 32 %L View
Instances,

d. E ClusterLoggings 1/, = Create ClusterLogging.
14 F] e TR S RIS U1 mE SR AN # 84E.

e. ¥ YAML TR IEEE R NUTHE -

HWRINER BRI RE BN Z A U HREBINE, H5EEXFNMEES
BARICTRAGNEY, UTHREXTHERBKICRERHTERNER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

13
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@ 9 9 960 o 09

metadata:

name: "instance"
namespace: "openshift-logging"

spec:

managementState: "Managed" 9
logStore:
type: "elasticsearch" e
elasticsearch:
nodeCount: 3 ﬂ
storage:
storageClassName: "<storage-class-name>" 6
size: 200G
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" G
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd" 6
fluentd: {}

Z = instance,

EHAFTURBERS, E—EHERT, MRBFRTEEATICEHEOMME, Nz
FEIZE Unmanaged, B2, ESEPEAHENRE, BIEHAERICKETETH
SERES NI,

FIF B & Elasticsearch X &, @i {FA CR, B IEES HFEHIRKBMNFAME
ﬁ o

187 Elasticsearch 1 REVEE, HSHILIIREENEE,

“J Elasticsearch T2 A¥I/A StorageClass & H, WIKEREMRE, HIEEDELE
Z1i#8 StorageClass.

AT BE Kibana BiX &, @I HA CR, ALY B Kibana EEITTRME, FHH
Kibana TV mEZE CPU flRTE. MEEZELR, HZMEE Kibana,

FAFEZE Curator 9% E, @iIEA CR, EAILULE Curator i, MNEEZEER,
155 [AACE Curator,

FIFBEE Fluentd BiXE, @I {FEA CR, EALIEE Fluentd CPU MIRERE, NE
BZER, ESWECE Fluentd,

Elasticsearch master 1 mIRAEE N =1, WRE R nodeCount I5E HKTF
3, OpenShift Container Platform R =NFFE Master 17 R4 Elasticsearch 17 R
(BEH master. client #1 data fAfs) . H#A Elasticsearch 77 s Al " (NEIR T =, £

14
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cIient l data 2, Master T RPYTERESTHBVEIE, WOIRHMFRZESI

DED KRR

mREF, BERTREED R, FAIUTSEIENERBEMF, W CRUD. BRMRAEF. SHIE
1‘59&5’]? FEEHAXE /O, WEMCPU, FHRBERIEXLERIR, FHAELET L EA R

BZHIET R,

40, 0R nodeCount =4, NMIAIEL TR :

$ oc get deployment

cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

f. 8 \ﬁ Createo Eyelf= CIusterLoggmg B X BTIRA0 Elasticsearch B & R, f&aTLL

4, ISIFLREE
a. tI#3| Workloads —» Pods T,

%% openshift-logging T H.

1QZT”LZ%E§UTLAFH:.F$E¥EMLE§&L\ Elasticsearch, Fluentd #1 Kibana B9 Pod, ZE{LIFLL

YIEE

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

e fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

e fluentd-pb2f8

e fluentd-zqggx

kibana-7fb4fd4cco-bvtdp

3.2. {1 CLI ZREEFHBARILFR

&\ LU#E A OpenShift Container Platform CLI 3 %4% Elasticsearch #1 Cluster Logging operator,

FoRFM
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o {REA Elasticsearch FTHRMIFAMLREE, EEE Elasticsearch TR EEEH HNFHE.
Elasticsearch R NFHERN ARRF. BKILERT, OpenShift Container Platform &4 3 4
Elasticsearch T s, HERFIERMEHI) 16 GB, #IAIXBEHI =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FESEEE 21T Elasticsearch, HIRIBEIS Elasticsearch #HxHY
AERE, FEEEFPRINES Elasticsearch T2, MAZEMINET =2 EMAE,

AR
I CLI &% Elasticsearch Operator # Cluster Logging Operator,

1. N Elasticsearch Operator S/ — & %A,

a. # Elasticsearch Operator 32— Z2 A% R YAML X4 (140 eo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q RWEEE openshift-operators-redhat e8 226, 5 T BALERIBESEHR (metrics)
2R, IERIZHF Prometheus Cluster Monitoring HEFZEC & 4 M openshift-operators-
redhat % 22 (5] RIZENIEIRELIE, TAZM openshift-operators fp 4 22 6] H12
HY. openshift-operators #p 4 22 [A] Al gE R B 2 1 KR 1Y operator, 1X¥ operator A~
WIEE, EAZ M metric ATAES OpenShift Container Platform metric & #HEE, M
S B2,

Q B TIRIRATIE B X555, LAA{REET 1212 EX openshift-operators-redhat 6p 4 22
[,

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-namespace.yaml

2. 7 Cluster Logging Operator Qi & 22 4] :

a. # Cluster Logging Operator 2 — N ép & Z2 (A4 R YAML 32 (f51%0, clo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

16
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b. Bl ZZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-namespace.yaml

3. BT BB R $E & & Elasticsearch Operator :

a. N Elasticsearch Operator /i Operator Group & YAML X ({40 eo-og.yaml)

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q IR7T38 7E openshift-operators-redhat &34 22 4],

b. fll# Operator Group X4 :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-og.yaml

c. AIEE— Subscription ¥/ YAML X ({140 eo-sub.yaml) 3&iT [ Elasticsearch
Operator Byan & Z2[A],

T BB

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "4.4" g
installPlanApproval: "Automatic”
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

IRT3E 7E openshift-operators-redhat &34 22 /4],

1BE 4.4 EIIE,

909

157 redhat-operators, #15% OpenShift Container Platform SEE¥ %245 11 32 R 4%
(RN FREERNERE) |, ETEEBE Operator Lifecycle Manager (OLM) 6|84

17
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18

CatalogSource X RHIZ TR,

d. BIBITHINE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-sub.yaml

Elasticsearch Operator B % %%/ openshift-operators-redhat s & 22 (7], 7 HEFEI%5EE
FRENIIE,

e. J4iF Operator 4% :

oc get csv --all-namespaces

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

default elasticsearch-operator.4.4.0-202004222248
Elasticsearch Operator 4.4.0-202004222248 Succeeded

kube-node-lease elasticsearch-operator.4.4.0-202004222248
Elasticsearch Operator 4.4.0-202004222248 Succeeded

kube-public elasticsearch-operator.4.4.0-202004222248
Elasticsearch Operator 4.4.0-202004222248 Succeeded

kube-system elasticsearch-operator.4.4.0-202004222248
Elasticsearch Operator 4.4.0-202004222248 Succeeded
openshift-apiserver-operator elasticsearch-operator.4.4.0-
202004222248 Elasticsearch Operator 4.4.0-202004222248 Succeeded
openshift-apiserver elasticsearch-operator.4.4.0-202004222248
Elasticsearch Operator 4.4.0-202004222248 Succeeded
openshift-authentication-operator elasticsearch-operator.4.4.0-
202004222248 Elasticsearch Operator 4.4.0-202004222248 Succeeded
openshift-authentication elasticsearch-operator.4.4.0-202004222248
Elasticsearch Operator 4.4.0-202004222248 Succeeded

BN &2 A RER1%ZE — 1 Elasticsearch Operator, RAS AIgE S FTRA R,
4. BT OIEELUTFA R FE L L Cluster Logging Operator :

a. N Cluster Logging Operator fl|#— OperatorGroup X% YAML x4 (30, clo-
og.yaml)

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w,&?%\@ﬁ‘é‘i openshift-logging %% 22 ],



# 3 E BERRETICK

b. fll& OperatorGroup Xf& :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-og.yaml

c. AIEE— Subscription ¥/ YAML 3 (5140, clo-sub.yaml) 3EiT[5 Cluster Logging
Operator Byan & Z2[A],

apiVersion: operators.coreos.com/vialphaf
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging
spec:
channel: "4.4"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

RT38 TE openshift-logging f & 22 (6],
157 4.4 fEHIE,
157 redhat-operators, #15% OpenShift Container Platform SEE¥ %245 11 3 R 4% b

(BN B FFEIERERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 613289
CatalogSource X RHIZ TR,

d. BIETTHINR :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-sub.yaml
Cluster Logging Operator B %45 %l openshift-logging #p £ 22|,
e. J4iiF Operator %24% :
1E openshift-logging @ 22 [A| 1% F — Cluster Logging Operator, A S EIBES I~

$ﬁ0

oc get csv -n openshift-logging

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.4.4.0-202004222248

Cluster Logging 4.4.0-202004222248 Succeeded
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5 &R HEKICK (Cluster Logging) SEfI :

a. H Cluster Logging Operator |85 fI%I %R YAML X4 (40 clo-instance.yaml)

HWRINER BRI RE BN Z A U HREBINE, H5EEXFNNEES
BARICFAMNEY, UTHREXTHERBRICRERIMTERNER.

ol

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
elasticsearch:
nodeCount: 3 ﬂ
storage:
storageClassName: "<storage-class-name>" 6
size: 200G
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" G
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *"
collection:
logs:
type: "fluentd" 6
fluentd: {}

ZFRAJE instance,

Hﬁi\ﬁ%ﬁ Unmanaged BE, 7(£ Cluster Logging iz [@Z| Managed kafﬁu, #mm
EEEWER,

FAF B & Elasticsearch Bi%iE, @i FERAFENKIR (CR) , EaAUEESFEHIR
BRFNHF AT 1E

15 7E Elasticsearch T M E., HSHLNREEHEE,
“J Elasticsearch f2fif#i A¥IA StorageClass & H, WIKEREMRE, HIEEDELE

Z %R StorageClass, HIR%HBIEE StorageClass, OpenShift Container Platform R
%ﬁﬁﬁ ]] E—J_ﬁﬁ%ﬁﬁ%$g¥ H /L.\laio

o @6@ @G

AT B & Kibana B9i% &, @I f#HA CR, u_ﬂrﬁrﬁ Kibana £LITTRME, FH
Kibana 17 mEZE& CPU MlRFE, MEFLER, HSHEE Kibana,

20
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FFBLE Curator BOXE, @it {#EA CR, BE[LIXE Curator iE, MNEFEZELR,
155 AACE Curator,

o

© FRTRE Fluentd WIXE. WL CR, EFTURE Fluentd CPU FIRFEIR{E, %
E%ER, HSHECE Fluentd,

Elasticsearch master M mEIRAHE N =1, MRE R nodeCount I5E N KTF

3, OpenShift Container Platform REL|fB=NFFE Master T RS FH Elasticsearch 7 s
(BA master. client #l data &) . HR Elasticsearch T RO N" (IR T =, FH
client #l data A8, Master TP RFUTRESEHEBIRME, MOESMPRRE. DB 9 K FMERER
TRE, BETREESR, FHITSEIERXMNIRE, 0 CRUD. BRMREE., SHIE
HXHZRFEREAXE /0. WEM CPU, FHEIIRIXLTR, FHIELFTTY s R

BESEIET =

fitn, 403 nodeCount =4, NIGEERLTT R

$ oc get deployment

cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

TEIEIRNED FBEEF T Elasticsearch ##ET B9 B,
b. OIS :
I $ oc create -f <file-name>.yaml

o -

I $ oc create -f clo-instance.yaml

6. @it %I openshift-logging T H F pod EXIE LR,
RN ZRERILANAT Cluster Logging. Elasticsearch, Fluentd # Kibana B9 pod, EFUTF
A :

oc get pods -n openshift-logging

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s
fluentd-flmej 1/1 Running 0 2m33s
fluentd-gn4rn 1/1 Running 0 2m26s
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fluentd-nlgb6 1/1 Running 0 2m30s
fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3.3. REFMES

MREEREHATICRBEINGRAZH REEXNERE P, NVEXSAEMIERE. B, R
BH# Pod SRS 2 IR SLFRLATRE.

R} Elasticsearch Operator # Cluster Logging Operator ZE&EARRMIIE A, FrLUE /I BRHE ST
openshift-operators-redhat 1 openshift-logging 7 B Z [A]B9 15 [AIA R, A04A] F8 175X 2K 1 (A1 BUR F 40 el
REZHEFREER.

iz
E R IF Elasticsearch Operator #1 Cluster Logging Operator [AIBIRE, EHATATE—RE :

o INRIMET R/ OpenShift SDN CNI #HEF1%E 7 Multitenant B kELE L fREER, EEM
LIS mARmANIE :
BN -

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o MNRIEELIF OpenShift SDN CNI % E N NetworkPolicy I REE L H A REER, &
openshift-logging n & 22 B RO — ML REEXT R, BIITM openshift-operators-redhat
77 B Z openshift-logging B M AL R E.
flan :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-openshift-operators-redhat
spec:

ingress:

- from:
- namespaceSelector:
matchLabels:
project: openshift-operators-redhat

3.4. HthBTR

B KL Operator WEZE R, 1ES [ M OperatorHub %% Operator,
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B 4EBFHFEHATZICK

% 4E BEMERFATILK

TE4% OpenShift Container Platform 5RE8fM 4.3 AW E 4.4 f5, DIVESEREFERTICEM 4.3 ALE 4.4,

4.1 BHEREEILK

F+2% OpenShift Container Platform $£28#/5, &7 LL&E L & # Elasticsearch Operator #1 Cluster Logging
Operator BTG LR B KICTM 4.3 A E 4.4,

B

M OpenShift Container Platform 4.3 FF48, #15:#89 8 &K 4 e a2
out_forward, flj# ConfigMap RE2E& out_forward, E{%} Fluentd ConfigMap EF'E’J
secure-forward.conf Zf 9> F B FTER MR

INSR{EFA out_forward ffF, 1EEHEI, ERILAM Fluentd ConfigMap A& HIl HFTHY
secure-forward.conf £34>, F1EGIE secure-forward ConfigMap I {58 FA & H O£,

FeRFH
o J[PEIMAIEIE 4.4,

o MEREHAFTILTEFRERS
o P& pod &N Ready R,

o Elasticsearch &840 FRBEIRZE.

o 4, MBIMEENE secure-forward ConfigMap, £l Fluentd ConfigMap ##
secure-forward.conf SRR, 1ESH LR &E,

i =
1. BE#T Elasticsearch Operator :

a. 1 Web &, = Operators - Installed Operators,
b. 1%#¥ openshift-operators-redhat 111 B,

c. = Elasticsearch Operator,

d. = Subscription - Channel,

. 1£ Change Subscription Update Channel B O, %% 4.4 # 5 Save,

0]

—

E&LWEN, SAE =R Operators - Installed Operators,
Elasticsearch Operator ‘27" H 4.4 frA, #40 :

Elasticsearch Operator
4.4.0-201909201915 provided
by Red Hat, Inc

2. B Cluster Logging Operator :

a. 1£ Web #Z#l&H, s Operators — Installed Operators,
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24

b. 1%# openshift-logging T E.

c. | Cluster Logging Operator,

d. = Subscription - Channel,

e. 1£ Change Subscription Update Channel&E O, %% 4.4 # = Save,

f. FEJLWHN, SAE = Operators - Installed Operators,
Cluster Logging Operator .77 4.4 kA, B30 :

Cluster Logging
4.4.0-201909201915 provided
by Red Hat, Inc

3. RAERKICKAH

a. 1R Elasticsearch Pod FHKE 4.4 5% :

$ oc get pod -0 yaml -n openshift-logging --selector component=elasticsearch |grep
'image:’

image: registry.redhat.io/openshift4/ose-logging-
elasticsearch5@sha256:4e081ff048c3a56113bc672af5dfb8d29ea2ddcalfd79a3332a4446
a461944f5

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26¢1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

image: registry.redhat.io/openshift4/ose-logging-
elasticsearch5@sha256:4e081ff048c3a56113bc672af5dfb8d29ea2ddcalfd79a3332a4446
a461944f5

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26¢1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

image: registry.redhat.io/openshift4/ose-logging-
elasticsearch5@sha256:4e081ff048c3a56113bc672af5dfb8d29ea2ddcalfd79a3332a4446
a461944f5

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26¢1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

image: registry.redhat.io/openshift4/ose-logging-
elasticsearch5@sha256:4e081ff048c3a56113bc672af5dfb8d29ea2ddcalfd79a3332a4446
a461944f5

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26¢1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

image: registry.redhat.io/openshift4/ose-logging-
elasticsearch5@sha256:4e081ff048c3a56113bc672af5dfb8d29ea2ddcalfd79a3332a4446
a461944f5

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26¢1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

image: registry.redhat.io/openshift4/ose-logging-
elasticsearch5@sha256:4e081ff048c3a56113bc672af5dfb8d29ea2ddcalfd79a3332a4446
a461944f5



B 4E EREHASICK

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26c1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

b. #{RFFA Elasticsearch pod #4tF Ready R :

$ oc get pod -n openshift-logging --selector component=elasticsearch

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

c. TR Elasticsearch SRR :

oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44l-1-55b7546f4c-
mshhk -- es_cluster_health

{

"cluster_name" : "elasticsearch”,

"status" : "green”,

d. FARBEFZILTKES Pod ERRE 4.4 Hifk :

I $ oc get pod -n openshift-logging --selector logging-infra=fluentd -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
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3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

image: registry.redhat.io/openshift4/ose-logging-
fluentd@sha256:20f92b37685bc1003bb490002f7d8a1abee2dd2d157e8532afa3830ce8da
3483

e. TR Kibana Pod {EFAMRE 4.4 Hif%k :

I $ oc get pod -n openshift-logging --selector logging-infra=kibana -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-
kibanab@sha256:3d657e3b90fae604a8351b1923250f93c04529b36e6adalaba7c0a038ffe
f56e

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26¢c1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

image: registry.redhat.io/openshift4/ose-logging-
kibana5@sha256:3d657e3b90fae604a8351b1923250f93c04529b36e6adalaba7c0a038ffe
f56e

image: registry.redhat.io/openshift4/ose-oauth-
proxy@sha256:5fe478210770b21c1eb26c1570bcbda40bc5a79011580ff5ebd4c701a5b04e
b2

f. Ha{% Curator CronJob HRHME 4.4 &% :

I $ oc get CronJob curator -n openshift-logging -o yaml |grep 'image:'

image: registry.redhat.io/openshift4/ose-logging-
curators@sha256:330c3499e790d0e 184414125a4843cd48849c601eb9f19ff82f30794c858
bObc



BSEAHBEMHARE

I&A LUE R CLI sk OpenShift Container Platform web $#E#I& & OpenShift Container Platform &

HE5EAERHAS
B ER,
BERHAERE

B LTE CLI P EEEEAE.

FRFM

o W& % Cluster Logging # Elasticsearch,

i
KE$E¥ E o

5/ oc logs [-f] <pod_name> %4, Hi -f 2a1%8,
I $ oc logs -f <any-fluentd-pod> -n openshift-logging ﬂ

Q e AEINES Pod AT, B - AT LRIRERES
B30 -

I $ oc logs -f fluentd-ht42r -n openshift-logging

HHMEEXERR,
%ki)\'l%)ﬂ-lz, Fluentd }‘AEIL;\E’JEEF%H @HXE/L.\Q

BEHFHRAR,

5.2. £ OPENSHIFT CONTAINER PLATFORM WEB 45 EEFEEHA &

&8 LLTE OpenShift Container Platform Web 6| & & EEEHE.

FoRFH

o W& % Cluster Logging # Elasticsearch,

i =
KE$E¥ E o

1. £ OpenShift Container Platform $ZHI& ™, A Workloads —» Pods,

2. MTHIZ H A 1LEE openshift-logging Wi E.
3. R A fluentd FIZHE— P HEICKINESR Pod,
4. =it Logss.

%ki)\'l%)ﬂ-lz, Fluentd }‘AEIL;\E’JEEF%H @HXE/L.\Q
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$ 6= FHHKIBANA EEEHASE

EREEREARICERITSEE Kibana web ##1&,

6.1. |53 KIBANA

Kibana BE T T EREEGIG RE, BIERRE. LA, BHE. HED REMEZERSTRMEMI R
A, KEH, RRMUHCEEEEE,

FoRFMH

INRFEFARIEZRLE OpenShift Container Platform, & Z ¥ .apps.<cluster_names>.<base_domain> 7
INEIEEESEREIN Proxy X & E noProxy 73,

o -

$ oc edit proxy/cluster

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
creationTimestamp: "2020-03-30T00:45:442"
generation: 3
name: cluster
resourceVersion: "26654"
selfLink: /apis/config.openshift.io/v1/proxies/cluster
uid: 2213b41b-0721-4c9f-9586-0678c0058f85
spec:
httpProxy: http://proxy.com
httpsProxy: https://proxy.com
noProxy: .apps.mycluster.example.com ﬂ
trustedCA:
name: user-ca-bundle

Q & .apps.<cluster_names>.<base_domain> 711Z] noProxy 75k, HRHCEHBrE&A. =, IP
kst E b 4% CIDR BIEE S D FRAIR.

AR
JB 3 Kibana :

1. 1£ OpenShift Container Platform ##l#& # =X Monitoring - Logging,

2. {EABEERE OpenShift Container Platform & B R EIEH T E %,
Kibana FREFF I, ZIMAERTLL

o {F 8 Discover Tl ZRF N IEBEIE,
o {FfH Visualize T1E X #IEH 1T IR TR,

e f{#FH Dashboard TNEBIEHEE B E LAUERR
FRFEE Kibana REMNARTBE T AXHEMSEE, HXEER, 1HSM Kibana X4,
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e

N

cak

g0
=
g

&
\

=]

% 6= KIBANA BEEHAE

£ Kibana % & A EE security_exception £51%, BIi%14A Kibana 3581, M
REH 2T HARY OAuth ©hE, INRMEERLXANHEIR, 1HE W Kibana BHI & EBEN

Ko IXERRIFTIER OAuth 8, REIZRENS U7 (R 1EBRE I,
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B 7B EERHARICKERE

7). X FERESAFFAKILK
FEEEHEIL KRR EE OpenShift Container Platform 28/ f5, B LUATULFECE.

B%#‘%“ﬁ_i}éﬁﬂ BNENITXLERE A, LIREHARICRXENERERS, WF
BSER, HEHAERERARILKEERS

WFIEZEIRESH Operator AMEERTH, EHEENEERLEESNMHENEENFH
%, NMJFTMELER, ESHIEZE Operator BT HFHEE

7.1.1. 9&:.1:%5%*”@6 $E¥E/u\la%

OpenShift Container Platform S8 BKIC KB IT A B ERINEE LR, ZEBEE X h/NE
OpenShift Container Platform &&817 T V1L,

UTFREZ VB SIE—1 7~ ClusterLogging BE X iR (CR) , A LlEACROEEREBEICTKLA
#EB%$E¥ E Ib\lﬂ%ﬁﬁgo

MRBEAMNERERICRRE, ATEEFERASRACR,

MREBEHELEE, HRBEEXN RE CRATEL, 'FXC)puTTité%ﬁEﬁEﬂ%;Hﬁl FREFENR
NRIAHATHERE, ES0 RE o THRAEXFERAIMHENESER, SiETUE
ClusterLogging B & X FIRz A THE N,

7201 BEMARERHBAEICEK

&0l LLB T {EEX openshift-logging Ui B A E8E R ClusterLogging B E X IRk EEEE HEIC KA
i

BRI AR EN HREFERATEMAMS

P{EH CPU
RE] LUME R AR CPU {HIEK resources 3, LU AZEK AN HMER CPU MIRNERE :

spec:
logStore:
elasticsearch:
resources:
limits:
cpu:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
type: "elasticsearch”
collection:
logs:
fluentd:
resources:
limits:
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cpu:
memory:
requests:
cpu:
memory:
type: "fluentd”
visualization:
kibana:
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
type: kibana
curation:
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
type: "curator"

Elasticsearch ##fi&

& ] LA{# A storageClass name 71 size %, 7 Elasticsearch SR EBERFAMFHEFI KRN,
Cluster Logging Operator ZFiX &S Elasticsearch B FHIENEIE T m &
PersistentVolumeClaim,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AfFlhIEE, EEPNEMNURT R ERNER 200G B gp2 %8 PersistentVolumeClaim, &4
Fo R ERENBEIRZ R,

&1 storage L2 FHEEF NS EIGH F i,

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}
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Elasticsearch £ $I58%
IRET L@ 1% B RS S E Y ANRIE SR B R M BUE T iR 2 (8] &l Elasticsearch 0K :

e FullRedundancy, &/1NFR3IMDFTEEHIEE MR =L,
e MultipleRedundancy, &5 F2mEI—FHIET =L,

e SingleRedundancy, & M0 HFEBHENEIR, REFEEDLHNRIBT R, BEBERLT

BERRE,
e ZeroRedundancy. FiEQR¥ETLEIAR, MRV RKHH L EHRE, NATRELERSEEN
*EQ
Curator FE

LA cron #& =V $8 7€ Curator BIFE,

spec:
curation:
type: "curator"
resources:
curator:
schedule: "30 3 * * *"

7.1.1.2. S ClusterLogging B & X ¥R 5
LT 216 Armitt % g ClusterLogging B E X ¥RERA,

EXE M ClusterLogging B & X ¥Rz H

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 32Gi
requests:
cpu: 3
memory: 32Gi
storage: {}
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 1Gi
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requests:
cpu: 500m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
resources:
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: /5 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 1Gi
requests:
cpu: 200m
memory: 1Gi

7.2. EE&$E¥ H Ib\lﬂiﬁig’lj(/u\

& Z{EH Cluster Logglng Operator 5% Elasticsearch Operator EIRHIFFEL Y, ENJF Operator
WE N FEZFERE

HHRERSET, Operator RN CR B L, ATFIFFERTH, ERATEERZ N HANERE
Ftieo

BF

WFIEZEIRTEH Operator AMEER T, EHEENEERLEESNMHENEEMFH
%, NMFJFTMELER, ESHIEZE Operator BT FHFHEE

EZEINST, Cluster Logging Operator (CLO) iR ClusterLogging B E X ¥R (CR) H#9E, 3+
*ﬁri@ﬂiiﬁlbxlﬂ%ﬁﬁgo

OpenShift Container Platform SCAS7E Tl & 25 $R AR 38 BRI I 84 14 OpenShift Container Platform &8
KB NI EZE (Unmanaged) "R,

A=
HIESRS Elasticsearch Operator (EO) KB NIHEZEIRE, 31 Cluster Logging Operator

(CLO) REBHZERS, NI CLO &IXRIENS EO #ﬁE’JEE& B4 EO M CLO #4178
I,

~

7.2.1. EE&$E¥E /u\laiy;@‘{j(/u\

IR Cluster Logging Operator IX B N ZEZERE, FHEENALL Operator EXEBYAH -
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e Curator CronJob ;

e Elasticsearch CR,

® Kibana Deployment ;

e HEUIEEE DaemonSet,

MREESERES T XLEHHEHTED, N Cluster Logging Operator 5§18 X L,

p= Y=
fE Cluster Logging Operator ;RIS ER S 2/, FZERHARILKIMNEFRERE
%ﬁ-o

-

FRFH

o W& % Cluster Logging Operator,

it =3
1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance
apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

metadata:
name: "instance"

spec:
managementState: "Managed" ﬂ

Q HEERIRSIEE N Managed 5 Unmanaged.

7.2.2. Bl Elasticsearch BIERE

R4S Elasticsearch Operator WiB N ZEZ EIRE, FREENEL Operator BEXEH Elasticsearch #3E
X4

MREESZSERES T XLHHEHATHEDY, N Elasticsearch Operator 5§18 FX LR,

p= Y=
1E Elasticsearch Operator ;R EIEIZER S ZHI, IEFZE Elasticsearch EH AR BEWE
o

FRFH
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o W& Elasticsearch Operator,

e 1t openshift-logging 7B E% Elasticsearch CR FJ& 7} :

$ oc get -n openshift-logging Elasticsearch
NAME AGE
elasticsearch 28h

P
%% openshift-logging 7 E ) Elasticsearch (CR)

$ oc edit Elasticsearch elasticsearch

apiVersion: logging.openshift.io/v1
kind: Elasticsearch
metadata:

name: elasticsearch

spec:
managementState: "Managed" ﬂ

Q HEEIRSIEE N Managed 5 Unmanaged.

NSRS Elasticsearch Operator (EO) KB NIEZEIRE, F4F Cluster Logging Operator
(CLO) REBNZERE, M| CLO 2L FREX EO #ﬁE’JEE& R EO B CLO #1TE
i,

73. BEESBFHEKILK
A LU#EFTE openshift-logging 7718 F1E8E# ClusterLogging B E X ¥R (CR) ¥EEEBE£EAEIL R,

Cluster Logging Operator &5 £ HFIC R CRMER, QIBEMERVNBRICRAEML, FENHE
§5IE /b\lﬂ%ﬁﬁgo

LR HAFILE CR E T ClusterLogging B E X FIRE X (CRD), BEE N EMNEFHHRILRIBE, &
FBESICRERPRATRE. RN B EMRE A,

ClusterLogging B X ¥i& (CR) =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
creationTimestamp: '2019-03-20T18:07:02Z'
generation: 1
name: instance
namespace: openshift-logging
spec:
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collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu:
memory:
requests:
cpu:
memory:
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
proxy:
resources: null
replicas: 1
resources: null
type: kibana

o TLUEHAFTILRETHZERS, FEEARVYESL2ERINMHAGNREMHL.

e TILLEII7E cluster-logging-operator 3B R ETBUELIMEDL E, BEBSIMERFATICRAH
BIERR

° E.U«)lﬁﬁﬁ‘lj T#%Ejjlﬂu_,\ﬂﬂ:@ﬂﬁ:?‘ ﬁZEE’JTJ/ o

SEHARICEKFAELSNAYE, FERIT—IHZNHEBREE, BNFESEEE openshift-logging T B #Y
cluster-logging-operator S EHE LHINEL 2R EN, FEFNER,

B LB 2T T e R ER R

I $ oc -n openshift-logging set env deployment/cluster-logging-operator --list | grep _IMAGE

ELASTICSEARCH_IMAGE-=registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3 ﬂ
FLUENTD_IMAGE-=registry.redhat.io/openshift4/ose-logging-fluentd:v4.3
KIBANA_IMAGE-=registry.redhat.io/openshift4/ose-logging-kibana5:v4.3 €)
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CURATOR_IMAGE=registry.redhat.io/openshift4/ose-logging-curator5:v4.3 )
OAUTH_PROXY_IMAGE-=registry.redhat.io/openshift4/ose-oauth-proxy:v4.3 €

ELASTICSEARCH_IMAGE EBZ& Elasticsearch,
FLUENTD_IMAGE Z3%E Fluentd,

CURATOR_IMAGE %82 Curator,

o
2]
g KIBANA_IMAGE £ Kibanas,
4]
5

OAUTH_PROXY_IMAGE “y OpenShift Container Platform & . OAUTH,

X LG AR RO ENE T =

HE
HEILREE BB Cluster Logging Operator B8, A THBHE.

7.4. Bti& ELASTICSEARCH LAZf# A1 238 H & &R
OpenShift Container Platform & Elasticsearch (ES) /252 IE B EHIE.
A LN B SR i T — Bt 8 E -

® FElasticsearch &a¥77 1% ;

o MMAIEEEHTINEEBT RZFAEHE2F, SEMTEEFEIRES ;

o RIFHNERNS Elasticsearch BB 47117,

AL EYE0H Elasticsearch 77 8, JaiiiNERf, Elasticsearch Pod BIRES = AHIER, XA
BESBARPES A, FEEXEIEXDH,

-

Elasticsearch R REBRERN HRF. B Elasticsearch T m#EE 16G RT3 B N7 E KA REM
FE, FRIE ClusterLogging BE X IR HEIEE, &#BI OpenShift Container Platform i s ZH Al g€
T RUTH Elasticsearch 5£8%, K /I7E OpenShift Container Platform &R RN T m, FHE
FABRNSESHNRNERIZT,

B Elasticsearch T/ & A AIEBRAEHIAEFEIXE Fi21T, BIEETIERRBEUGXEM,
p= Y=
INRAF Elasticsearch Operator (EO) KB NIEZEIRE, F4F Cluster Logging Operator

(CLO) REBNZEWRE, M| CLO KL FREX EO #ﬁE’JEE& RN EO B CLO #1TE
I,

7.4.1. Bt & Elasticsearch CPU FlIR{Z1E K

BMAHHASE R VFHEE CPU MIRNFIER, BN IZTHEFohHEXE(E, EH Elasticsearch Operator
KRB EHWELIHRIMENE K,
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B Elasticsearch TV RE AT UERBEHAREIXE Ti21T, BEEFBEHDREVCIEM, SFEIR
1B, NE pod NIZLEHMBEN TV TEIAN16GI, HIFNE pod DEFBEIT 64Gi WREZ MK
%Q

FTRFH

Pt

o W& % Cluster Logging # Elasticsearch,

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi

ﬂ RIBFEIEE CPUFINFIER, MNRXLEREH, N Elasticsearch Operator Ri%ERRIA
H, BIINRUHRRZHBENTE,

IR T Elasticsearch REE, BRI BRUEKEFPRHIE,
g0 -

resources:
limits:
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

Kubernetes —f&B1&E T mELE, AFoiF Elasticsearch EAIEEMRE. HiEXK (request)
BRE (limit) X EHERAE IR Elasticsearch TLMEREBEMNRTE, BiXTEGTEMN
CPU #MIRTZ,

7.4.2. BRi& Elasticsearch S #I5E1E
&R LATE YN R B R BB 17 sz (B & %1l Elasticsearch 2 F -

FRFH
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o W& % Cluster Logging # Elasticsearch,

it =3
1. 4% openshift-logging %l B ##9 ClusterLogging B E X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

Q N FREETRER, ERRERERNA.

® FullRedundancy : Elasticsearch 8N RSN ED A RESHEENBIE T =, XA
RMEENELMYE, ERNEFESARENMIFAMERE,

® MultipleRedundancy : Elasticsearch 8RB E D F T2 E HIE— FHIEUET
Mo IXAITEREMMMREZ FRHRIFIIITER,

® SingleRedundancy : Elasticsearch HBNFESINED FHIE—TEIRx, REFETED
AEIET R, BEMERATHAETRE, F/H5MREZ T RN, Ml
MultipleRedundancy, fEABERF I SRBE S FF 54 Elasticsearch 17 REYERE,

® ZeroRedundancy : Elasticsearch AHIEED FRIBIAR, WIRT KA EERE, N

AREHFREASHE. MREEXIMEMIELTEMY, HELET B SBH#E/PVC
&0/ RE R, ATLEEERER,

% E,E
RE| BRI ED FHESE T Elasticsearch #IE 17 9% B,

7.4.3. B2 {& Elasticsearch 72
Elasticsearch BERFAMENE, FHHREBIR, Elasticsearch tEaEHE,
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Digk

==
[=]

1 Elasticsearch P AL HE NFS FEBIESHIFAMS (E BT NAS b0
Gluster) , B} Lucene #K#iiF NFS TIREMIXERGAT N, BUIRE ARG E Ath (o]
ARESKE,

FRFH

o W& % Cluster Logging # Elasticsearch,

ik =
1. 4%% ClusterLogging CR, N&EEHFHENE T RIBEENBEEFAMSER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

FHIFIEE, KEFHESMEET REBAERTHR200G"H AWS B SSD (gp2) #HEH PVC,

7.4.4. ) Elasticsearch Bt @ emptyDir 771

IR BT LU emptyDir 5 Elasticsearch 8B AR OUE—NMEHERE, ImNESE—BEEHFFAE Pod B

BRI E R,

% o
, & emptyDir B, WIREBFHEFHELE Elasticsearch, HIEHEEX,

FRFH

o W& % Cluster Logging # Elasticsearch,

it =

1. 4w% ClusterLogging CR LUIETE emptyDir:
I spec:
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logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

7.4.5. 1% Elasticsearch A FF N & H

KINBRT, TEMBEICTKERANEIINERE T EEEHEIC KM Elasticsearch, SR LU HE— re-

encryption termination XX FIBEEH, LASCEIAEBXT Elasticsearch B[R] S IRERENIE,

FH, DR UENSBOE—NEFHINBIRE, £A OpenShift Container Platform 5 H1 2 &4 #
Elasticsearch CA iEFLAMAER I 7] Elasticsearch, AR, EHEE&LTERBR cURL iER¥ A
Elasticsearch 73 :

e Authorization: Bearer ${token}
® CElasticsearch EFMNH IR EBFI Elasticsearch APl 15K,
TERER, B/ LAFE Elasticsearch &% IP 1/j[A] Elastiscearch :

e LMER LU 645 2 —FREX Elasticsearch £8% IP :

$ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

172.30.183.229

oc get service elasticsearch -n openshift-logging

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

FRFM

W& % Cluster Logging # Elasticsearch,
o MWNBBWBEMNRR, LMERVIFEBR,

ke
X A4 ERB /N FF Elasticsearch :

# A openshift-logging i H :

I $ oc project openshift-logging

2. M Elasticsearch 128X CA IEFHE A admin-ca X4 :
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$ oc extract secret/elasticsearch --to=. --keys=admin-ca
admin-ca

3. LLYAML X R G Elasticsearch IRSHIEEH :
a. FRAUTARLUE—D YAMLX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

ﬂ 70 Elasticsearch CAIERHFERA T —F PR T, BFRBIXE—LEENNEBHRE
B spec.tls.key. spec.tls.certificate # spec.tls.caCertificate %1,

b. iZfTLLF 4% Elasticsearch CA IEHBRIMNENE GIEMERE YAML & :

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. DIEERRH :
$ oc create -f <file-name>.yaml

route.route.openshift.io/elasticsearch created

4, BERETAFFT Elasticsearch RS :

a. FRERUL ServiceAccount I3 hE, LUEEHE KAHEMA :
I $ token=$(oc whoami -t)
b. FHEGIER Elasticsearch BB NIfELE,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"
c. ERIEBHARTOREMND), HSTU T aREEAFHEHE R Elasticsearch :

$ curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}"
"https://${routeES}/.operations.*/_search?size=1" | jq

HAa R ELFOF -

I % Total % Received % Xferd Average Speed Time Time Time Current
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Dload Upload Total Spent Left Speed
100 944 100 944 0 O 62 0 0:00:15 0:00:15 --:--:-- 204
{
"took": 441,
"timed_out": false,
"_shards": {
"total": 3,
"successful": 3,
"skipped": 0,
"failed": 0
b
"hits": {
"total": 89157,
"max_score": 1,
"hits": [
{
"_index": ".operations.2019.03.15",
"_type": "com.example.viag.common",
"_id": "ODdiNWIyYzAtMjg5NiOTAINWE3MDY 1MjMzNTc3",
" score": 1,
"_source": {
" _SOURCE_MONOTONIC_TIMESTAMP": "673396",
"systemd": {
"t
"BOOT_ID": "246c34ee9cdeecb41a608e94",
"MACHINE_ID": "e904a0bb5efd3e36badee0c",
"TRANSPORT": "kernel"
b
"u™
"SYSLOG_FACILITY": "0",
"SYSLOG_IDENTIFIER": "kernel"

}
3
"level": "info",
"message": "acpiphp: Slot [30] registered",
"hostname": "localhost.localdomain”,
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.128.2.12",
"ipaddr6": "fe80::xx:xxxx:fe4c:5b09",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2019-03-15T20:25:06.273017+00:00",
"version": "1.3.2 1.6.0"
}

2
"@timestamp": "2019-03-15T20:00:13.808226+00:00",
"viag_msg_id": "ODdiNWIyYzAIMYTAINWE3MDY1MjMzNTc3"

7.4.6. <F Elasticsearch Z4R ]
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&\ LATE Prometheus R & & X LR AN,

g

Eid sk EL-d:d

ElasticsearchClusterNotHealt ERERIASHRED EVAE 2 08, EETERERE, 27 critical
hy BER KB master T7 B RILEE,

ElasticsearchClusterNotHealt EREBIRSHN YELLOW ZEANF 20 2%, ELEESHEIRERSD warnin

hy @EO g
ElasticsearchBulkRequestsRej  SRBEPTmMMtEEMARST, T RAIETAR L3REIEHE, warnin
ectiondumps g

ElasticsearchNodeDiskWater EBDT R BRI EKMNL, DRTEBOERALLT R, N alert
markReached B ER T RN E SR 2=,

ElasticsearchNodeDiskWater EBDT R EAEMAEKML, EETRE, FESRNEFS high
markReached BEEIEMT &, BRATSRNES#ME RN, NELFIES
e s BB ERE |,

ElasticsearchdVMHeapUseHig  SREH T R LB VM #EREH <value> alert
h

AggregatedlLoggingSystemC ERh R MRS CPU EHRE <value> alert
PUHigh

ElasticsearchProcessCPUHigh ~ &E 1 m_EBY ES 1##2 CPU A ZE <value> alert

7.5. B2 & KIBANA
OpenShift Container Platform {# F Kibana ‘E7~H Fluentd Y853+ Elasticsearch 3R5|# H & #IE.
RE LAY B Kibana SREEILTTRMYE, F4 Kibana T RECE CPU fINTF.

pa -3

PRIEFBE U, BNEPFTILERECR, PIHEFERICTRENEZERS. 1F
BSER, HEHERERERICKEERT,

WFIEZEIRTEH Operator AMEERTH, EHEENEERLEESNMHENEENFH
%, NMBFTMELER, ESHIEZE Operator BT HFHEE

7.5.1. it & Kibana CPU #1 N1Z[R{E
BAMAEIRE AR UFHEE CPU MIR1ERRIE,

it

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)
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I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas:
resources:
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy: 9
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi

@ BEEEHETRHEH CPUMNERIE,
@ 5EE)Kibana RIBHEM CPU MINTEIRIA.

7.5.2. § BB Kibana LUSEELTT R
ST LY R Kibana ERE LUSLIITTR,
it
1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
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type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 17 HRIEE,

75.3. [FAAMR (toleration) FEiZH| Kibana pod &

1A LB 7E pod EFERAZABR (toleration) 3#2#l Kibana pod FEMRLET s _Ei24T, FBHIEE M T
i X T

&= LUt ClusterLogging B7E X HR (CR) &R AEI Kibana pod, FH&id 1 mMA&IT5 =M

BT R, TRETRE— key:value X, BIERT RPERFIAARBITFIZI5 =M pod, B EAERERE
Hith Pod L{FEFRAMIYFTE key:value Xf, " LUA{R({Y Kibana Pod BEFS1E1% 17 s 51T,

FoRFM

o W& % Cluster Logging # Elasticsearch,

it

L EAUTSHS, M5RRmBEER LHE Kibana pod 9774 -
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— i)y kibana BfE ) node B75 5, 753 ER 2 NoExecute, &i,/ifE
F3 NoExecute /5 =X &. NoExecute (X\iE 5i5mILEH pod, FHMFEALTERINAE pod,

2. YwkH ClusterLogging B E X ¥R (CR) B visualization #84>, LIEZE Kibana Pod BB BE :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: )R
187 Exists Iz &R, LIEKILE key/value/effect 54K,

#5E NoExecute &,

0009

(AIik) 57 tolerationSeconds 5%, LU%E pod TE#EZ L AT A LURFFIEE BT s BT
—KC
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AR ES oc adm taint S A5 i, EF AR pod JLLAEEl nodel £,

7.5.4. &% Kibana Visualize TE

f&Bf Kibana BY Visualize 1£71£, B UGIEB T HERSEENMHLFERNR, LEEBOARAF
(cluster-admin = cluster-reader) FENSIRIRERE., MB L., Pod MBBREEEFHZE.

AR
N RIRFE AL Kibana Ul &R -

. BAEXE, WKENZE Cluster Logging Operator Ff ZiABIE M Kibana B :

$ oc get routes -n openshift-logging

NAMESPACE NAME HOST/PORT

PATH SERVICES PORT TERMINATION WILDCARD
openshift-logging kibana kibana-openshift-logging.apps.openshift.com
kibana <all> reencrypt/Redirect None

2. ¥KHY Elasticsearch Pod B9 #F,

$ oc get pods -I component=elasticsearch

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

3. I RFEENA P RRE
a. LUERRERIIERRIA - F 10 &FE Kibana {{ZR1R.

I https://kibana-openshift-Iogging.apps.openshift.comﬂ

Q Kibana & FTTERY URL.

b. MR IR Authorize Access TUH, HILFEFMANIR, B= Allow selected permissions,
c. 1B Kibana YR,
4. {EFA{E{ Elastiscearch Pod B9&#F, M Pod FRIEMITIEIZITLA T4 -

I $ oc exec <es-pod> -- es_load_kibana_ui_objects <user-name>
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwbk -- es_load_kibana_ui_objects
<user-name>
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Kibana ¥ & (#0flat4b. {XFRRE) BITEIELL kibana.{user_hash} 3| REFE
Elasticsearch &1, &8 LUf#EF userhash=$(echo -n $username | shalsum | awk "{print
$1}) 5 IKEX user_hash, EIAER T, Kibanashared_ops RAIEXIFEEEEHER
HABMRERHERS], FRIXA Kibana X RTHIEREE kibana FR3|H,

B E U RIREB AT LU A S A/ S HIhEE, SHRIER curl SN TRIERA
n Elasticsearch BIRARER 5 A,

7.6. ELASTICSEARCH #iIBEE

Elasticsearch Curator TEE 2R3 H /3% LA B HEMBPUT R E 48 E, Curator IRIBEEEINIT
B,

Cluster Logging Operator J§%4& Curator REE &, A LUFE ClusterLogging B E X FKIRELE
Curator cron &, HMEE LTI openshift-logging 5B #1# Curator ConfigMap curator F#
Bl, 4547 Curator 2B X curator5.yaml #1 OpenShift Container Platform B 7E X E2 & 314
config.yaml,

OpenShift Container Platform fERER{E A config.yaml 34 X Curator action X2 {4,

(Ari%k) BT LUEEE AL action X4, @i fmiIEEscE, SR LUFER Curator 1IREM A EEIZ1THIE
e, B2, TGEWENAF ERILIEE, lijEf(fC{fF_IﬁE%S’T%ﬁLﬁH&’ﬂ* FAREFBIM
Elasticsearch FIBR L BHIFRE| /B, KZEEHE A NFEIEK Curator ECEM S, F-F % action ST,

7.6.1. Bici& Curator 11!
B L MERABREMARIIRRENENERAEICREE L FIREHE Curator FHE,

FRFM

o W& % Cluster Logging # Elasticsearch,

AR
& Curator AR :

1. %i%E openshift-logging % B #1#) ClusterLogging B & %R :

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

curation:
curator:
schedule: 303 * * * ﬂ
type: curator

ﬂ LA cron #0387 Curator BIFE,
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https://kubernetes.io/docs/concepts/workloads/controllers/cron-jobs
https://www.elastic.co/guide/en/elasticsearch/client/curator/5.2/actionfile.html
https://en.wikipedia.org/wiki/Cron

B 7 E KESHARILKRE

i X 2R #E Curator Pod iIZ1TAREREN T i B,

7.6.2. & Curator &2| /14

RAILARC & Curator, LUBIBIREE X EMIPSE Elasticsearch B, AU BT ET EEREANILE, 1
AURELBEEREMNAE, £REENHEEAREENTE, BETBEEHANSESESERXE,

FRFH

o WIMRERERHTILE.
iz
frBRRBI

1. Y@’ OpenShift Container Platform B % Y. Curator B XX :

I $ oc edit configmap/curator

2. REFEXEBEUTSH :

config.yaml: |
project_name:
action
unit:value

TSN :

& 7.1. Wi EH &

LELH ek

project_name T B #SEPR&#R, 140 myapp-devel, *fF OpenShift Container
Platform operations B, 15f#F .operations £ B & #R,

action LHATR X delete,

unit FAFMERAEAR, =TLLZ days. weeks 5k months,

value FAATE,

R 7.2. i TR

ZEAR ik

.defaults &/ .defaults {5 project_name, =7 iEkIgETIE XEBERRIA
(ER

.regex 51 8 & FR T E N RiA X FIR,
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ZEAN fed
pattern BMEIEBL XWIENFARX, AHREISHEE.

550, IS Curator ERE N :

o jHpR
o PR

myapp-dev Ui B I F 72 81T 1 KRS

myapp-qe Ui B FE7EN [H#ET 1 M 2EHZRS]

o JHPRFTENT AT 8 NEHioperationsH &

o fHIBRATA E A1 E FFEN [FET 31 XBIZRA|

o fiti&5 Aproject\..+\-dev.*$ IEN|ZKiA = PCES B ZEHT 6]

2

1 KHIFRS|

o filiBR5S Aproject\..+\-test.*$ 1IE | ZRiA P EL B 17N (8 2 RHIFRE|

-

2

config.yaml: |
.defaults:

delete:
days:

31

.operations:

delete:

weeks: 8

myapp-dev:

delete:

days:

1

myapp-ge:

delete:

weeks: 1

.regex:

- pattern: "\project\..+\-dev\..*$'
delete:
days: 1
- pattern: "\project\..+\-test\..*$'
delete:
days: 2

50

BF

4 1%4F months FAFIZVERT SUNIT B, Curator MY AME—RFAITE, MARLA
MYX, Fla0, MRSKE 4 A 15H, FEEBEMRERIFEAENFEZL 2 AR
(delete: months: 2), Curator AMHPREEATE 2 B 15 HAIMZREE], MESMRBHAZE 2 B
1 BRIMERE], LEi2Yl, ERBEFIEMBAMHNE—X, RAEMNZBHERENNEA,
INRIEAESE Curator EH—LE, NIZFHEA days (6140 delete: days: 30) .
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7.6.3. Curator = HER
e A BAT h g Bk Curator, 80, #0R Curator b FRMURE, EREEERRERE,

mA LIRS

FeRFMH

HEL R FE L FES, MAVERFH—RIFAEIZIT cron 155,

W& % Cluster Logging #1 Elasticsearch,

iz

JE F Curator i HEFHF oI 4 F—>R Curator #21F

1. J2 A Curator B9 AE :

BE

$ oc set env cronjob/curator CURATOR_LOG_LEVEL=DEBUG
CURATOR_SCRIPT_LOG_LEVEL=DEBUG

BELH] :
CRITICAL : Curator (U ZR/EHR.
ERROR : Curator [ REEAF™ EH 2.
WARNING : Curator X EREE 1R, BEMEHR.
INFO : Curator (U EREE, ik, BEMNTEHER,

DEBUG : & EiRFrEEEM, Curator (R RIFEGEE,
EIME N INFO,

£ B H KD KTE OpenShift Container Platform T8 FHA (run.sh #
convert.py) F{EF OpenShift Container Platform BE X IMEL &
CURATOR_SCRIPT_LOG_LEVEL, RIEFE, NETEXAS
CURATOR_LOG_LEVEL 8RB T RIA st

2. & F—R Curator 3£ :

$ oc create job --from=cronjob/curator <job_name>

3. FERU TS FEIESH Crondob :

= CronJob :

I $ oc patch cronjob curator -p {"spec":{"suspend":true}}’

& CronJob :

I $ oc patch cronjob curator -p {"spec":{"suspend":false}}'
Bl CronJob H[E :

I $ oc patch cronjob curator -p {"spec":{"schedule":"0 0 * * *"}}' ﬂ
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Q schedule £ 5 cron B HEE,

7.6.4. ERIAR{LERZE HEE Curator
MR ACERE REE Curator, 1IEFEHRATHHEER,

FERFH
o WIR% Cluster Logging F Elasticsearch,
o F[EHAFTICTKEENIEZERS.
ik
TERIA LU/ EXER & Curator :
o MREMAILERE
1. QBFHENEE :

a. M Curator E2EBRET & #l Curator EEi&E X 4F1 OpenShift Container Platform B E X
BXH, FhellonaEamasc s

I $ oc extract configmap/curator --keys=curator5.yaml,config.yaml --to=/my/config

b. Yw%& /my/config/curator5.yaml #1 /my/config/config.yaml {4,

2. MRINEB Curator BLBEMREY, FIFHERFM YAML SUERINEIRT Curator BoEMET &,

$ oc delete configmap curator ; sleep 1

$ oc create configmap curator \
--from-file=curator5.yaml=/my/config/curator5.yaml \
--from-file=config.yaml=/my/config/config.yaml \
; sleep 1

T—RIZERFERILEE,
o HNRE action X :
1. BIEHEBHREE :

a. M Curator EZERET RS Fl Curator ECE LA action X4, FAHE10 502 S ImAE
XA

I $ oc extract configmap/curator --keys=curator5.yaml,actions.yaml --to=/my/config

b. Y#%& /my/config/curator5.yaml #1 /my/config/actions.yaml L1,

2. MRINEB Curator BLEMREY, FIFHmERFM YAML SXETRINEIFT Curator BoEMET .

$ oc delete configmap curator ; sleep 1

$ oc create configmap curator \
--from-file=curator5.yaml=/my/config/curator5.yaml \
--from-file=actions.yaml=/my/config/actions.yaml \
; sleep 1
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% 7 B R%%ﬁﬁ lb\lﬁﬁgﬁg

—REFRERLEE.

7.6.5. {§FH Curator Action X4

openshift-logging 7 B ##) Curator ConfigMap @& —" Curator action 32, EaIUEEFEET
fAIE EHIZ T8 Curator #4F,

A5, M action X4, OpenShift Container Platform &% curator ConfigMap 189 config.yaml
e, eRENATHERNRNEZNAEFRES, BEMEA action X4, ENEEE R RIMNBERILINI K
FRBXLERS|, ELLITIRBAETRNSE, FIRMMAEHBER,

BF

action # config.yaml 2 FME B X4, —BTF1E action 3X{4, OpenShift Container
Platform Fh=72B& config.yaml X4, (VBB A A EA action X4, R NFERIZXH
AIRER NI ERBHE R, FHATAESBIM Elasticsearch Bt iR L ERZRE| /X E,

FoRFM

o W& % Cluster Logging # Elasticsearch,

o [EMABIIFKKENEZERT, LTFIZERER Operator FRIEXZH, EHEENTE
xé%?’“%/\éﬂﬁﬂ’]ﬁﬂ%%ﬂﬂ%ﬁo

b =
Bdi& Curator LAHIFRZRAB] -

1. Y@%H Curator ConfigMap :

I oc edit cm/curator -n openshift-logging

2. % action XXHHITLLTEN :

actions:
1:
action: delete_indices ﬂ
description: >-
Delete .operations indices older than 30 days.
Ignore the error if the filter does not
result in an actionable list of indices (ignore_empty_list).
See
https://www.elastic.co/guide/en/elasticsearch/client/curator/5.2/ex_delete_indices.html
options:
# Swallow curator.exception.Nolndices exception
ignore_empty_list: True
# In seconds, default is 300
timeout_override: ${CURATOR_TIMEOUT}
# Don't swallow any other exceptions
continue_if_exception: False
# Optionally disable action, useful for debugging
disable_action: False
# All filters are bound by logical AND
filters:
- filtertype: pattern
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kind: regex
value: "M\.operations\..*$'
exclude: False 6

- filtertype: age
# Parse timestamp from index name
source: name
direction: older
timestring: '%Y.%m.%d'
unit: days
unit_count: 30
exclude: False

157 delete_indices LA BRE ERIZRBI,

®9

EF filers SELUIEEEMIFRIIZRE], INTBXLESHMER, 5S4 Elasticsearch Curator
g =N

187 false LSS 1FHIFRERE ],

o

7.7. BCiE /L;\lEi”&%%ﬁ

OpenShift Container Platform {#F Fluentd M&EEFFRIREREFN ARRFHERE, FHEMA Kubernetes pod
*ﬂlﬁEE@TEEFEE X'u:lf'Ell_.\o

BHURERSAME, FRANMATRAEESH, URNBERESFIITHARE.

AE
B%#'j:’jﬁi}‘éﬁﬂ BMAEHITXLERE B2 AT, HINEHATICRIXENEZERS. 0F
BLER, HESWENEHHTILEEERS, LFIEZEIRETH Operator T*&E_tﬁ

B, SHEENSERSERSNMGNRENHAL. METHRELZELR, HONHIESE
Operator B9 FF 5k H&

771 EFRAEBEILFKESS Pod

IRE LUEF oc get pods --all-namespaces -0 wide S S EFERE T Fluentd B9 =,

A
£ openshift-logging B 21T A T4

$ oc get pods --all-namespaces -o wide | grep fluentd

NAME READY STATUS RESTARTS AGE [P NODE

NOMINATED NODE READINESS GATES

fluentd-5mr28 11 Running 0 4m56s 10.129.2.12 ip-10-0-164-233.ec2.internal
<none> <none>

fluentd-cnc4c 11 Running 0 4m56s 10.128.2.13 ip-10-0-155-142.ec2.internal
<none> <none>

fluentd-nlp8z 11 Running 0 4m56s 10.131.0.13 ip-10-0-138-77.ec2.internal

<none> <none>

fluentd-rknlk 11 Running 0 4m56s 10.128.0.33 ip-10-0-128-130.ec2.internal

<none> <none>

fluentd-rsm49 11 Running 0 4m56s 10.129.0.37 ip-10-0-163-191.ec2.internal
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<none> <none>
fluentd-wjt8s 11 Running 0 4m56s 10.130.0.42 ip-10-0-156-251.ec2.internal
<none> <none>

7.7.2. B E B EWEE: CPU FIRERE
HERIKE S 2V CPU MR IR E TR

AR

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
collection:
logs:
fluentd:
resources:

limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME

7.7.3. 73 Fluentd Bgi& 2%/ EE L BR
INR Fluentd BEICKIBFEREREHRE, Fluentd RPHUTXHZR PEBENEREFMHEBIEE K.
Fluentd X2 UL AL RN FMEIL R, BIBREEE L HXH,
R LURIL g Fluentd SPPERREPRIMNR L ERFBERF PR HZA
pa -3
{63 Fluentd SFiF 124 Fg FILE_BUFFER_LIMIT 5% BUFFER_SIZE_LIMIT 3%, /&

ETEREHATERARENREE (unmanaged) K&, FIEZFEREH Operator &
WERLZH, EHEENETERLEES N HEWEEAL,

° BUFFER SIZE_LIMIT, WWSHEURE Fluentd SIEFIHZAIBE M XXERHRRAKRDN, FIMEN
. HBEEXE Fluentd chunk_limit_size &,
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= BUFFER_SIZE_LIMIT A LAEENMAXHERERLILFR, BERAMICKEER KN EF 5K
KX ZEEIHEEER,

FILE_BUFFER_LIMIT, XMSHRESNHERENXXEZ AR KN, WERRETHE
Fluentd pod BT s FRBY AT FHZ2[A]A0IE K, OpenShift Container Platform RSB Fluentd #Bid 7
mAE=s, BIMEN 256Mi,

&= FILE_BUFFER_LIMIT EE&E THiH M ENE 5K BUFFER_QUEUE_LIMIT, B2, X
TR EEIRES, Fluentd TRES KM,

KINBERT, MNRAEASEEHRLEREANER, 1 number_of outputs 7 1, FIELZ—1%
Bt a2 1, IREMER Log Forwarding AP, Fluentd Forward 11X 8 syslog P B &%
REINEME, NATEREZ N HE.

BFAMSK/NAIIAF FILE_BUFFER_LIMIT 54 H 8RR,

BUFFER_QUEUE_LIMIT, XM SHEARITHRAZ FH#E, BUFFER_QUEUE_LIMIT S
TR EZJHE, OpenShift Container Platform RBIEHEFEICEHMHEHE. XN URTHXHER
GizE AR EXME. BUAR 323k, E{Etk BUFFER_QUEUE_LIMIT, FEEHN
FILE_BUFFER_LIMIT 85, BUFFER_QUEUE_LIMIT #0148 Fluentd queue_limit_length
S,

OpenShift Container Platform 175 BUFFER_QUEUE_LIMIT #9/A=2 (FILE_BUFFER_LIMIT
/ (number_of_outputs * BUFFER_SIZE_LIMIT)),

FABRINLERNE, BUFFER_QUEUE_LIMIT B9E R 32 :
o FILE_BUFFER_LIMIT = 256Mi
o number_of outputs =1

o BUFFER_SIZE_LIMIT = 8Mi

OpenShift Container Platform {# F Fluentd file i@ {4 SRECBF AR AR, ERILERAUTHRSE
B XHFHIALE :

I $ oc get cm fluentd -o json | jq -r ".data."fluent.conf™

<buffer>

1]
2]

@type file @)
path ‘/var/lib/flunetd/retry-elasticsearch' @)

Fluentd file Zz91E M, FEESXME,
RER PR,

FoRFM

it

o [EBHEBILFKKXENEZERS. LFHERERTH Operator MRIEXZH, KHEENTE

TEERS M HARNREM AL,

BB 22 KR PR
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https://docs.fluentd.org/buffer/file

% 7 B m%%ﬁﬁ lb\lﬁﬁgﬂg

spec:
template:
spec:
containers:
env:
- name: FILE_ BUFFER_LIMIT ﬂ
value: "256"
- name: BUFFER_SIZE LIMIT 9
value: 8Mi

@ EES M Fluentd STHZHKN,
@ EESA Fluentd ZAHBIBAKRN,

BRI LAMERIMET ERIEN Fluentd HEWEZZHECE,

MEFATAMBETENSIR, FE N Github B Fluentd README,

AR

o FEMAFTILFKXBENHEZERS. LTFHEZEKRSH Operator FMEERZH, EHEEATE
TLEEEEZEMNMAGHNERENFHA L.

i =
RIBEE LB Fluentd SABEZE -
I oc set env ds/fluentd <env-var>=<value>

o -

I oc set env ds/fluentd LOGGING_FILE_AGE=30

7.7.5. 9&3: H mxﬂi”&%%%%i?ﬁ
UTERBATICRINERS LR, BLUTE Prometheus Ul BY Alerts 1T £ E&EE,

A B0 RINE SR EMRARTTE OpenShift Container Platform Web 12 & B9 Monitoring - Alerts T
h, BREFUTREZ—:

e Firing : TR HARRAEIRFM T true, REEMAEIRREMN Options 5, UEFESZER
HFEEHS

e Pending : BEIRFMHZHFIN true, B RIAEIFBIIHS[E,
e NotFiring : HRTRAL EN,

2 7.3. Fluentd Prometheus &
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i HE ik BEMH
FluentdErrorsHigh In the last minute, Fluentd fk ERYAIIEE  Critical
<value> errors BT THEEHE (BAE
reported by fluentd $10) .
<instances.
FluentdNodeDown Prometheus could Fluentd k& Critical
not scrape fluentd Prometheus a1 BETCEHN
<instance> for more E4EE R Fluentd 541,
than 10m.
FluentdQueuelLengt In the last minute, Fluentd IR&EE 2 EARE  Warning
hBurst fluentd <instance> B,
buffer queue length
increased more than
32.Current value is
<values.
FluentdQueuelLengt In the last 12h, Fluentd fk 5P FIEA7  Critical
hincreasing fluentd <instance> &R,

buffer queue length
constantly increased
more than 1.Current
value is <values.

7.8. W& FH 77 KUBERNETES &4

OpenShift Container Platform B4R HEZFE— 1 pod, BN Kubernetes 4, F@iTEEHHTILE
ILRENE, BUFohERE Event Router,

Event Router MFTBE T B INESH, FHIREEA STDOUT., Fluentd INEiXLEHFHFHEL LT
OpenShift Container Platform Elasticsearch S£f5ll, Elasticsearch 35 43%&5|% infra 351,

H e
EHERAERT Fluentd IBINFIANE 713, FABSFMEMT UKL IENHEHEBHE,

7.8.1. BREMECEF M HE

FERAUTSRNEGRARMERNER R, BNIZBZE Event Router E3E E openshift-logging i
B, LBREMEEPKRESH,

LAF Template Xﬂ%ﬁﬂ@%#ﬁ%Hﬂ%&ﬁﬁﬁﬂéﬁ’ﬂﬂﬁ%ﬂ]&)j\ SHAGHNEERABGAE, RIRIRECEMNIRE

Event Router pod, &R LATE R AT ENBIIE R THEMAILENR, EX Deployment X5 CPU 1A
FiEK,

FRFH

o FEEHMNIR, LMEROIERSIKAMEHREHACHE. fl, BILUEREA cluster-
admin ABKAEFRSITUTER,
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o WEREERHEKILK,

it
1 NEMREIFCIRENR

kind: Template
apiVersion: v1i
metadata:

name: eventrouter-template
annotations:

B 7 E KESHARILKRE

description: "A pod forwarding kubernetes events to cluster logging stack."

tags: "events,EFK,logging,cluster-logging"

objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
kind: ClusterRole 9
apiVersion: v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
kind: ClusterRoleBinding €)
apiVersion: v1
metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
kind: Deployment €
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: eventrouter
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logging-infra: eventrouter
provider: openshift
spec:
selector:
matchLabels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
replicas: 1
template:
metadata:
labels:
component: eventrouter
logging-infra: eventrouter
provider: openshift
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

- name: config-volume

configMap:
name: eventrouter
parameters:

- name: IMAGE
displayName: Image
value: "registry.redhat.io/openshift4/ose-logging-eventrouter:latest"

- name: CPU
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" 6

1E openshift-logging 7 B A h S 4 EREBEZROE— MRS
DA TFIEEER P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 45 E %l ServiceAccount,

£ openshift-logging T B F{/ — 4 ConfigMap E£MFFER config.json 3T,

0009

1E openshift-logging 1 B F (| —1 Deployment %%, LI4EmKFIEE Event Router
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poda,
© EESERAFEHEAS pod WRNANEE, BRILAEH128Mi,
Q@ EESEAEMHIEES pod BN CPUE. BRILEH100m,

@ BEERHPRENRM openshift-logging i E.

2. ERAUT R RN FAER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/logging-eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/logging-eventrouter created
deployment.apps/logging-eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:
a. AENWEHEEEZE Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

it Bl
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. EESFHIRHEFRENSEH
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

it Bl

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
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remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component”:"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5 | #REFH Kibana Sk EEEH4,

7.9. FHBRBEFRIZHEERHEICK POD iE

BRI LR RHABERABREREEILTK Pod AR E T RLZBTT, HBEREMIFEAEFEXLET
mLEiz1T,

/5 RMBRBER R HFH key:value ¥, TR LT RIET T RERABRB LIS =E pod,

key R& K7 253 M FRVERFRFSH, value NIZH KT 63 NMFRGERFFFH, FRBLIMUFE
FHFIL, AEALUEEFHE, BF EFF. ARM T,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: openshift-logging
spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1

tolerations: ﬂ

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 8Gi
requests:
cpu: 100m
memory: 1Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:

tolerations: g

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
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requests:
cpu: 100m
memory: 1Gi
replicas: 1
curation:
type: "curator"
curator:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 200Mi
requests:
cpu: 100m
memory: 100Mi
schedule: "*/5 * * * *"
collection:
logs:
type: "fluentd"
fluentd:
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

LR BERINE Elasticsearch Pod,
IR BERIE Kibana Pod,

R BERINE Curator Pod,

0009

IR BERME HEILTKES Pod,

7.9.1. E AR k4 Elasticsearch pod &

IR LLEIT TE pod L{EFAABREIES] Elasticsearch pod TEMILE T s _Ei2 1T, FEBALEEH A T A
LT

ino

&I L@ ClusterLogging BE L IR (CR) Y& RN A EI Elasticsearch pod, Fifid 17 A& IS5
RNAET R, TRENGRE— key:value X, BT REERABARBITIZIT R pod, @it fEFA
RIEEAM pod EBIFFTE key:value X, FILAA{R{Y Elasticsearch pod BEFIEIZ T = E£i21T.

ZKINER T, Elasticsearch pod BULTER :
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tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

FRFH

o W& % Cluster Logging # Elasticsearch,

it =
L ERUTHS, FrRARNAEERE ERAERFREKILE pod TR

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFIE nodel EE— NN elasticsearch B 7 node Bi5 5, 155 RE NoExecute,
B8 NoExecute R = HE 515 R ILER Pod, FHMRATERIIAE pod,

2. Yw%E ClusterLogging BE X ¥R (CR) BY logstore 284>, LLEZE Elasticsearch Pod IR
E

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
TEERINEIT RAVHE,
157 Exists operator RE TR LB — N HEHN elasticsearch #1775 =,

#5E NoExecute &,

0009

(FIi%) $57E tolerationSeconds S, LUXE pod E4%ZE A LURFFHLE EITT AT
—KO

AR ES oc adm taint S OIEMNIE mLE, EELLEREM pod ATLLAEE] nodel L,
7.9.2. FFEABR (toleration) &%l Kibana pod &

IRE LRI T pod LIEAZABR (toleration) e Kibana pod FEMFLE T iR b3z 1T, FBHIEHAM T #
{3 A LT
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&R LLdET ClusterLogging BE7E X 5IR (CR) M&ERMAHE Kibana pod, Fi@id T R AR5 =N H
BT R, TREHTRE— key:value X, BIERT RPERFIAARTITFIZI5 =M pod, B EAEERE
Hith Pod L{FEFRAMIYFTE key:value Xf, " LUA{R(L Kibana Pod BEFS1E1% 17 s Li51T,

SoREH

o W& % Cluster Logging # Elasticsearch,

it
L FEAUTSS, M5RRmEEER LHE Kibana pod 774 -

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlan -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E node1 LHE— N )y kibana BfE ) node B75 5, 75 ER 2 NoExecute, &ii/ifE
F3 NoExecute {5 =1%i&, NoExecute ({f{E 5|5 RILEMN pod, FMIFRFEEMNIIE pod.

2. Ym%E ClusterLogging BE X %R (CR) B visualization %84y, LUEZE Kibana Pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: )R
157 Exists iz &R, LIEKILE key/value/effect 544,

#5E NoExecute &,

0009

N
(FI%) $57E tolerationSeconds S, LUXE pod E4%Z BT LURFFHEE B 7T s AT
*

o

LA BES oc adm taint S A5 mLil, EF AR pod TLLAEEl nodel £,

7.9.3. FHEARBEFRIEH| Curator Pod &

A LURIL7E Pod E{E AR R KIEH] Curator Pod fEMELE T R _Ei54T, FRHEHE M T E M fE XL
TR

&= LUt ClusterLogging B7E KR (CR) AR AEI Curator Pod, F@id 17 mAARSHS =N A
TR, TREMITRE— key:value Xf, BRI REERMBEAREIFIZITRE Pod, BIERAREE
Hth Pod EfEABI%FE key:value Xf, RTLUAR{L Curator Pod BEWSTEIZ T R _EIZ1T,

FRFM
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it

o W& % Cluster Logging # Elasticsearch,

1 ERAUTGS, H5RRmEIZEEE EHE Curator Pod BT R -
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 curator=node:NoExecute

ABTE node1 EE—i#EH curator BE ) node U755, 755 ERZ NoExecute, &40
{5 NoExecute /5 =% &, NoExecute (XAE 55 mILEM Pod, FHFRAFCEMIIA Pod,

2. Y ClusterLogging B X ¥R (CR) B curation #84>, LIEZE Curator Pod WERRE :

curation:
type: "curator"
curator:
tolerations:
- key: "curator"
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: )R
157 Exists iz &R, LIEKILES key/value/effect 544,

#5E NoExecute &,

0009

(|Ji%) 87 tolerationSeconds %1, LUILE Pod MEMHEH BT LURIFSIEE T BT
—KQ

HEZRES oc adm taint S I|ENG RICE., EFHERY Pod BEFAEE nodel L,

7.9.4. FERAAREFRZH B EINESS pod K&

BRI LLBIE 1E pod EEAABERBRABEICTIES pod AL T =R £i517, FHEILLHEMTFEREIE
FIXEE T =,

f&H LUt ClusterLogging B7E (R (CR) MARBEN AR B KICFKINES pod, F@EE T R AR
15 RN AR R BRI MERS RFAREHER pod FEENREFF CPU [H I #K KPR,

BIAERT, BEICFKWES pod BEUTABE :

tolerations:
- key: "node-role.kubernetes.io/master”
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FRFM

o W& % Cluster Logging # Elasticsearch,
iz
1L ERAUTGS, HERRNBEEE EFERTICTINEESS pod BT R :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 ERE—EH collector BE 7 node BI75 5, 755 SR 2 NoExecute, Ri44i
{# /3 NoExecute /5 Ri%i&. NoExecute ({fiE 5|5 RICEMH pod, FMERTEENIIE pod.

2. Q}%EFE CIusterLoggmg BEXHIRE (CR) # collection #84>, LAEZE H&ILKIKNEESR Pod A

collection:
logs:
type: "fluentd"
rsyslog:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,

#5E NoExecute &,

0009

(AIik) 57 tolerationSeconds 5%, LU%E pod TE#EZ L AT A LURFFIEE BT s BT
S

o

AR ES oc adm taint S A5 mLE., EF AR pod JLLAEEl nodel £,

7.9.5. Hb R
MEAXEANARENEZESR, E8NEBT A5 A2 Pod 1B,

7.10. HAEE LK BE=ZARS

FINER T, OpenShift Container Platform &2 H & HE % X% ClusterLogging B E X FRHE L
BRI\ ER Elasticsearch B & 1#fiE,

IRET LR B 52 H B B & 4 32 % OpenShift Container Platform 24 FIB B, AR EIAH
Elasticsearch 72fif :
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o fHH Fluentd AN A ERR. ERILLAIE—1 Configmap, M Fluentd ¥4 i MHEE
REREEITLAES Fluent & ThilBIN SR B ERE 28

e {3 syslog XA EAILEIE— Configmap MEM syslog il B &K EFIHER syslog
(RFC 3164) fR%5 25,

T4, LRI LMER Log Forwarding APl (HETHERATIE) o Log Forwarding API b Fluentd i3 0
syslog BERZECE, TURMSHELZEEINER Elasticsearch BEFEFANER Fluentd BER SRS
KMEE.

BF

Log Forwarding APl R@— M ARTFAEINEE, HARTIIIBER LIS ™ dmR 55 F X
(SLA) <%, BFaEfEIaE A EA RS, IR HEREEFIMNERERE ], XERATI
SEINRER LA A R R ARTRIThRE, HANSIEF XM BRHARGE L,

BRABRAT I REXRSEEERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

M ConfigMap ¥4 BEMAEEFA, FHFEELUEMRAFE Log Forwarding API &,

7.10.1. {§F Fluentd % X il & BE

IRAI LUE A Fluentd B985 & (forward) T1i¥, ¥ Fluentd BB B WIS E B EMBIAR L ZEIAMEERE
73, MABAEEIBRIAM Elasticsearch Ffif. 7E OpenShift Container Platform &8, f&aILUER
Fluentd ¥4 M BT X ERRE HEZ LIRSS, CRERENBEERESR, UEK
OpenShift Container Platform FBYH &,

b5 % B B /975 3%7E OpenShift Container Platform 2 #H A, FHREUEMMRATH
Log Forwarding APl &ft,

Z % OpenShift Container Platform BCiE {8 Fluentd & ThiXEA 2B, 7E openshift-logging n
22| N B — N 4& y secure-forward B ConfigMap EigE— M EERE RS,

BF

M OpenShift Container Platform 4.3 F48, f#M Fluentd # AU BTELZ £ T 2L, I
£, FEZ0E8— ConfigMap, #0TFATIk,

FHoH, AR LU ER BT EIE B RINE] & 7 secure-forward B secret 1, 1% secret 5
#E#EZ Fluentd Pod A,

secure-forward.conf 7~

<store>
@type forward
<security>
self_hostname ${hostname} # ${hostname} is a placeholder.
shared_key "fluent-receiver"
</security>
transport tls
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tls_verify_hostname false # Set false to ignore server cert hostname.

tls_cert_path '/etc/ocp-forward/ca-bundle.crt'

<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }"
chunk_limit_size "#{ENV['BUFFER_SIZE_LIMITT || "1m'}"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || '56s'}"
flush_at_shutdown "#{ENV['FLUSH_AT_SHUTDOWN || 'false'}"
flush_thread_count "#{ENV['FLUSH_THREAD_COUNT" || 2}"
retry_max_interval "#{ENV[[FORWARD_RETRY_WAIT'] || '300'}"
retry_forever true
# the systemd journald 0.0.8 input plugin will just throw away records if the buffer
# queue limit is hit - '"block’ will halt further reads and keep retrying to flush the
# buffer to the remote - default is 'exception’ because in_tail handles that case
overflow_action "#{ENV['BUFFER_QUEUE_FULL_ACTION' || 'exception'}"

</buffer>

<server>
host fluent-receiver.openshift-logging.svc # or IP
port 24224

</server>

</store>

HTHEM secure-forward ConfigMap =l

apiVersion: vi
data:
secure-forward.conf: "<store>
\ @type forward
\ <security>
\ self_hostname ${hostname} # ${hostname} is a placeholder.
\ shared_key \"fluent-receiver\"
\ </security>
\ transport tls

\ tIs_verify_hostname false # Set false to ignore server cert hostname.

\ tls_cert_path '/etc/ocp-forward/ca-bundle.crt'

\ <buffer>

\ @type file

\" path '/var/lib/fluentd/secureforwardlegacy’

\ queued_chunks_limit_size \"#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }\"

\' chunk_limit_size \"#{ENV['BUFFER_SIZE_LIMIT'] || "1m" }\"

\ flush_interval \"#{ENV['[FORWARD_FLUSH_INTERVAL || '5s\"

\ flush_at_shutdown \"#{ENV['FLUSH_AT_SHUTDOWN'] || 'false'}\"

\ flush_thread_count \"#{ENV['FLUSH_THREAD_COUNT'] || 2}\"

\ retry_max_interval \"#{ENV['FORWARD_RETRY_WAIT'] || '3800")\"

\ retry_forever true

\ # the systemd journald 0.0.8 input plugin will just throw away records if the buffer
\ # queue limit is hit - 'block’ will halt further reads and keep retrying to flush the
\ # buffer to the remote - default is 'exception’ because in_tail handles that case
\ overflow_action \"#{ENV['BUFFER_QUEUE_FULL_ACTION'] || 'exception’\"
\ </buffer>

\ <server>

\ host fluent-receiver.openshift-logging.svc # or IP
\ port 24224
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\ </server>
</store>"
kind: ConfigMap
metadata:
creationTimestamp: "2020-01-15T18:56:04Z2"
name: secure-forward
namespace: openshift-logging
resourceVersion: "19148"
selfLink: /api/v1/namespaces/openshift-logging/configmaps/secure-forward
uid: 6fd83202-93ab-d851b1d0f3e8

AR
BZi& OpenShift Container Platform, LAM# M Fluentd ¥ A& Uik A B :
1. 2~ forward S0 —1 %N secure-forward.conf FIEZE ST :

a. F2i& secret I TLSER :

<store>
@type forward

self_hostname ${hostname} 0
shared_key <SECRET_STRING> @)

transport tls 6

tls_verify_hostname true ﬂ
tls_cert_path <path_to_file> 6

1EE BShERBIIE @A AT (CN) BRIME.
BATET RIAIHZHE
18E tls /5 A TLS %k,

TEN true LUSIEARSS 2FNIEEN B, XE N false LU RBEARSS 25 cert EH1 4,

0009

IEEEIFE CA IEF SRR TR /etc/ocp-forward/ca_cert.pem,

ZEFA mTLS, 155 Fluentd X1 RIKEA XBE P IHIE B BHASH R EMDLENE R,
b. EZEANER Fluentd IRS5 2392 FF. EHLFAIHO,

<server>

host g
hostlabel 6
port G

</server>

<server> 9

name
host
</server>
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A% X IRS R A — DR,
EERSBHENEH P,
EERS BB ENIH,

EERS IR,

0009

(AI3%) HRMEAAHIIRS 28, WREIEET HAHEBR N LU LBIIRSS 2R, forward 2L
#1& (round-robin) Il X LRSS 25 T7 Mo

a0 -

<server>
name externalserver1i
host 192.168.1.1
hostlabel externalserveri.example.com
port 24224
</server>
<server>
name externalserver2
host externalserver2.example.com
port 24224
</server>
</store>

2. 1% openshift-logging @p % Z2 (AR [ — %) secure-forward #J ConfigMap :
I $ oc create configmap secure-forward --from-file=secure-forward.conf -n openshift-logging
3. "k 1 B ARG BRATRBIEM secret :

$ oc create secret generic secure-forward --from-file=<arbitrary-name-of-
keyi>=cert_file_from_fluentd_receiver --from-
literal=shared_key=value_from_fluentd_receiver

4N -
$ oc create secret generic secure-forward --from-file=ca-bundle.crt=ca-for-fluentd-
receiver/ca.crt --from-literal=shared_key=fluentd-receiver

4. R fluentd Pod LA F3 secure-forward secret #1 secure-forward ConfigMap :

I $ oc delete pod --selector logging-infra=fluentd
5 BEEABHBERRZRGLULLMES R E OpenShift Container Platform B R,

7.10.2. {f [ syslog il A Bi&

IR LUE A syslog iU B ERIAR L X BINER syslog BRS588, MAEEIAK Elasticsearch BEF 4. 3F
BLUTAEX syslog HMXMIER :

e {#M syslog i (RFC 3164), MA= RFC 5424
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o RXHFTLS, FILFRHRZETNEE

o iR Kubernetes JTTHUE. systemd #iE=k H T 2iE

-

b5 % B B/ /53%7E OpenShift Container Platform 2, FHREUEMIMRASRH
Log Forwarding APl &1t

syslog B hRA :

e out_syslog : JEZEHMISLEN G@id UDP H#1TVA8) AEhBIBHIIAEALR,

e out_syslog_buffered : #@id TCP #H4T{4 @M R LI 2 HEIR S B,
BB AR K EER syslog hiX, Q2% syslog.conf ELE 14, FiRMHEL BEMEBENELR,
RIE, BERIZXHTE openshift-logging @p 4 Z2 A R OJEE % 77 syslog # ConfigMap, OpenShift

Container Platform 1235 % BEERZ X, BEZRE syslog AR5588 LUEUL OpenShift Container
Platform A&,

BF

M OpenShift Container Platform 4.3 738, f£H syslog BT % &£ T &1k, HITE,
L EQE— ConfigMap, TR,

3R] LURIT TE RS B X1 R E SR MR M <stores> /N TT SRIBA KR X BN E 4 syslog ARS5 25

syslog.conf<fl

<store>

@type syslog_buffered ﬂ

remote_syslog rsyslogserver.openshift-logging.svc.cluster.local 9
port 514 €)

hostname ${hostname} ﬂ

remove_tag_prefix tag

tag_key ident,systemd.u.SYSLOG_IDENTIFIER G

facility localO ﬂ
severity info

use_record true

payload_key message @
</store>

syslog 1 : syslog =k syslog_buffered.
Syslog RF5#=MITELREE £ (FQDN) =X IP Huiik,
BEiEENImROS,. BIAMEN 514,

Syslog AR %5 22 H B R,

MIRZEHRRRATSE. BRI " (Z) .

QD000

KB syslog HEHFER,
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09009

o
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Syslog HE T BT,
Syslog B &,
AERESFEAICKPNTEENTE (RATH) .

E
W, WIE syslog JHEBMMEMEE, FIAH message.

% o
L BCiE payload_key S A] [ 1L EMth S 804% 4 B syslog.

HF I syslog.conf 7Rfl syslog ConfigMap

iz

kind: ConfigMap
apiVersion: vi
metadata:
name: syslog
namespace: openshift-logging
data:
syslog.conf: |

<store>

@type syslog_buffered

remote_syslog syslogserver.openshift-logging.svc.cluster.local
port 514

hostname ${hostname}

remove_tag_prefix tag

tag_key ident,systemd.u.SYSLOG_IDENTIFIER
facility localO

severity info

use_record true

payload_key message

</store>

BCi& OpenShift Container Platform {8 syslog il % B :

1. A& syslog.conf BIECE S, %3XHHTE <store> SO BIFELUTSE -

a. 87 syslog M FEY -
I @type syslog_buffered ﬂ

Q IEEZMAMIIY, TILLZE: syslog 5 syslog_buffered,

b. EZEANER Fluentd IRS5 2392 FF. EHLFIHO,
remote_syslog <remote> 0

port <number>
hostname <name> 6
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@ =7 syslog RS589 FQDN 3% 1P i,
@ EEEKHmEO.
© i syslog R Bt AT

a0 -

remote_syslog syslogserver.openshift-logging.svc.cluster.local
port 514
hostname fluentd-server

c. RIEFEREHM syslog £ :

remove_tag_prefix ﬂ
tag_key <key> g

facility <value>

severity <value>
use_record <value> 6
payload_key message G

AINEESEM syslog BIZR R tag FER.
IEEIXE syslog M FER,
187 syslog HETENiIR, F(E, ES N RTF 3164,

187 syslog BEM™E M, MNFE, HSHEEERTF 3164,

0009

MEATH, FEE true FEAICEHHNTELHNTE, RN truesNEHRABTHES

container _name. namespace _name #1 pod_name ,

IBEIXE syslog SHE BN EBIHE, BRIl message.,

o

o -

facility localO
severity info

Huap R ELFOF -

<store>

@type syslog_buffered

remote_syslog syslogserver.openshift-logging.svc.cluster.local
port 514

hostname ${hostname}

tag_key ident,systemd.u.SYSLOG_IDENTIFIER

facility localO

severity info

use_record false

</store>
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2. 1% openshift-logging @p % Z2 (AR 1] — %) secure-forward #J ConfigMap :
I $ oc create configmap syslog --from-file=syslog.conf -n openshift-logging

Cluster Logging Operator R E#H#FE Fluentd Pod, 1R Pod X B EHERE, &0 LU
Fluentd Pod K HlI EFTERE

I $ oc delete pod --selector logging-infra=fluentd

7.10.3. f§F Log Forwarding APl ¥, % B&

p:hul Log Forwarding APl, EEAALEEEE LEE, MASRNT REELEEEBFREBNAN RS E
lffﬁ‘J—"_o AT LIUARYE R EY, [ HE KR EE OpenShift Contalner Platform PIEREY Elasticsearch S25l, FIR
5 OpenShift Container Platform £E HFICKBEEM RS, WMINAEMBRICKIRS. AEB Elasticsearch
£, ABEEREGMAARIZLERNEHERE (SIEM) R4

BF

s

, Log Fowarding API EHULAE MR, AT EER SIEELLIE 4 R
i (SLA) /i, BEINEFREHIATE. A, LEFARIEETIMNERERAE
LERR AT IR _Il«/lﬁﬁﬁ)j%eiftﬁﬁ%ﬁﬁ’ﬂﬂﬁb, HENKEFLNBIRERIGE

b=
il
file X

=

K =
=]
X

BXRFAMER, ESILERAT I FEH .

EALARRNRALETRRENAE, UEEBZEGENIFHNRRATU AR BESELR, AL
TLS XFEBET BT UERENTMMENREEN AR EE R,

A Log Fowarding API 2R 1ER, NRERFHEN B ELR L EAER OpenShift Container
Platform Elasticsearch £, 1EAREECE Log Forwarding API,

7.10.3.1. T f# Log Forwarding API

8 Log Forwarding API ¥ 4 S£BF H &R B 456 outputs # pipelines, ¥ H&&ZEE] OpenShift
Container Platform &8 PIERF1 458 B4 7€ Uik 2o

N R A EIABIWER OpenShift Container Platform Elasticsearch 2%, AZEHE & Log
Forwarding Zh#E,

ZIMNER T, Cluster Logging Operator $5 B & A E EIZRIABIAIER Elasticsearch H&TEAE,
ClusterLogging BE L FIRAE L. EffEM Log Forwarding TheE, BMEENIRE— /\EEX
logforwarding B2 & 34, 1§ HE&E&ZXEEIEER BB,
#iH (output) REEHBIEMNBMM, Z& (pipeline) T LT M—NERE—/NE %N B8 H R,
HIHATLLZ -
o elasticsearch 5 H &4 & B4 EB Elasticsearch v5.x 8%, #1/35AER OpenShift Container
Platform Elasticsearch L4,
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e forward X BEEIAMBAEREMRA R, X DETER Fluentd & L,

MRERA T &AM CIDR EMHNKESEHENE, mRpIZRS5EHAMH FQDN, MAR IP
bk,

E& (pipeline) MRS HIHAE R, BIEREUTZ—:
® logs.app - HEHFZTHAANARFERNERAS (BEMRUEENARFRN) .

o logs.infra - TE5EE£#0 OpenShift Container Platform i s LIz fTMEMZHHGERMBE, 0
journal A&, EAlZEHy4H 2 7E openshift*. kube* = default 71 B F3Z2 178 pod,

e logs.audit - B R EH ITREE (auditd) £HIBE, XELEHEKRFE /var/log/audit/audit.log
X, LLR Kubernetes apiserver #1 OpenShift apiserver B8 it H &,

e AR OpenShift Container Platform Elasticsearch LI A& W H it B SRR £EF . BFEH
COlREAHITHENRATSERMENS RBUFHEXER, HEEEYHNRLM, OpenShift
Container Platform 8 B EIC R A B FHF A EMEXLEHE,

o EIIfHEM secret, HIHEZRF TLS @ifl, secret WEBLUTHEA: tls.crt. tls.key # ca-
Bundler.crt, IEAENIFARKEMENIET, EEAREMARIFTHELN, secret ITEBHEHA
shared_key,

o MEEMTFAUBMEITARENMTREEENTANEE, WEHM secret. RS, IwmOITFH
FEeRREBIRSSHEE.

LT REIBIRT = Hi -
e NEB OpenShift Container Platform Elasticsearch 5245,
o ERLFRIFHHNEREEN Elasticsearch LA,
o FRERAMIUMERRERIMABBEERERER,
=ENEBARE
o NHARRFBEILEALZERMRNE OpenShift Container Platform Elasticsearch,
o EZRHg B &K EEINER Elasticsearch L,
o &F forward MU F T BEIC KR LKA,
A& A EErs

apiVersion: "logging.openshift.io/vialphai"
kind: "LogForwarding"
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
disableDefaultForwarding: true @)

outputs: @)
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- name: elasticsearch ﬂ
type: "elasticsearch" 9
endpoint: elasticsearch.openshift-logging.svc:9200 G

secret: @)

name: fluentd
- name: elasticsearch-insecure
type: "elasticsearch"
endpoint: elasticsearch-insecure.svc.messaging.cluster.local
insecure: true G
- name: secureforward-offcluster
type: "forward"
endpoint: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines: Q
- name: container-logs @
inputSource: logs.app
outputRefs:
- elasticsearch
- secureforward-offcluster
- name: infra-logs
inputSource: logs.infra
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputSource: logs.audit
outputRefs:
- secureforward-offcluster

A& & CRBE L IZ instance,
AR B R LT NS,

i ERE.,

fd i B B,

HH AR BRI ETLLE elasticsearch =% forward,

B 7 E KESHARILKRE

HiAIme, ATLAZARSSEREM, HAILLE FQDN X IP etk MREMA T A CIDR FRNERSEH
RIB, mmTRRS2REAME FQDN, MAZ IP #itit, % FPHES OpenShift Container Platform

Elasticsearch 5:jll, 87 elasticsearch.openshift-logging.svc:9200,

TLS BIEim AT &M secret WAFR (RIiE) . secret hJi7E7ETF openshift-logging 771 8 /1,

INRHRAE secret (AIARE) , NRERFTREHESE.
EERE,

R E BRI E R,

JRKE : logs.app. logs.infra =X logs.audit.

£ CR HECEM — DS NI H B9 &R,
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LABMBERSRA AN, Fluentd BEALIE

MRAMALTICRREBRTATHATEERBRE, Fluentd *RLINEHEFNEEMEZ DR, HAEK

ReFo AN, BERARRE, SEZPHNAE, NREZHAXEH, Fluentd RIELERERE.

OpenShift Container Platform }2#% BEH MR B K. EBREFFNEZ AR KN, HERFAEEFH
(PVC) 7INEY Fluentd SFIF25E3E Pod A,

7.10.3.2. J5H Log Forwarding API

RS IE B Log Forwarding API, SABFHEMER API A BE.

it

2
JAF Log Forwarding API :

Q¢

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance
2. 7N clusterlogging.openshift.io/logforwardingtechpreview ;23 % & 7 enabled :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
annotations:
clusterlogging.openshift.io/logforwardingtechpreview: enabled 0
name: "instance"
namespace: "openshift-logging"
spec:

collection: g

logs:
type: "fluentd"
fluentd: {}

JEFFZ M Log Forwarding APl, & enabled {6/ B & & Thee. SRR ERA
OpenShift Container Platform Elasticsearch £, NYFE%ZE N disabled S ARMNE R,

Q 1£ ClusterLogging CR &, #/ilf¥ spec.collection 3 E X fE A Fluentd,

7.10.3.3. 5[ Log Forwarding API BEd B B & %

ERBAKK, YwiE ClusterLogging BE X ¥R (CR) &M
clusterlogging.openshift.io/logforwardingtechpreview: enabled ;25 €/ —"LogForwarding"
BEmE. EE8HERBERL,

MREABEERLR, BNIZA=MRERIEE L —1EE : logs.app. logs.infra 1 logs.audit. XKEE
AREBERBEMHENSHEER. Hl10 : 0RE N logs.app # log-audit KEIEE T E&E, BEEN
logs.infra R85 EEE, N logs.infra WHERHEF

b =
£ AP HITHER A -
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1. g

6@@0

— DN EBLL T RABIB Log Forwarding CR YAML 3044 :

apiVersion: "logging.openshift.io/vialphai"
kind: "LogForwarding"
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
disableDefaultForwarding: true @)

outputs: @)

- name: elasticsearch
type: "elasticsearch"
endpoint: elasticsearch.openshift-logging.svc:9200
secret:
name: fluentd
- name: elasticsearch-insecure
type: "elasticsearch"
endpoint: elasticsearch-insecure.svc.messaging.cluster.local
insecure: true
- name: secureforward-offcluster
type: "forward"
endpoint: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines: 6
- name: container-logs
inputSource: logs.app
outputRefs:
- elasticsearch
- secureforward-offcluster
- name: infra-logs
inputSource: logs.infra
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputSource: logs.audit
outputRefs:
- secureforward-offcluster

A&E 4 CR MEFL/IZ instance,

A& % CR Myep & Z2[Al /2 openshift-logging.
WEN true TEARKINNBEE LT,
WII— 1 EHE MR R :

o IETEHHALE, FLLZ elasticsearch =X forward,

LI P =] SEY 1

% 7 B m%%ﬁﬁ lb\lﬁﬁgﬂg

o AR, —JLAEHE%%%%H\, WRILLZ FQDN 3% IP Hitit, 3RS T A CIDR *
RERSCHNE, mReMERSEFEFH FQDN, MARZ IP Hik, % FHRER
OpenShift Contalner Platform Elasticsearch 543, 157 elasticsearch.openshift-

logging.svc:9200.
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o Tk : N TLS BIEH Al mFTE secret &, secret W7F7E T openshift-logging
TiE A,

o NRIKFRFEM secret, NIIETE insecure: true , XRERALLHNBIE.
g AIN—PHENEE

o WEEBHA—NEM

o IETEIRAEE: logs.app. logs.infrask logs.audit.

o IEETE CRHEEMN—NHNZMNhIHBIR,

INRi%E T disableDefaultForwarding: true , %/ NATE =#K A
BE(NARE. EMEEMEk) EEEENHH. IREEENES
H— P HEERBIEEEEMH L, NBEXAEEFARWEEEFTER,

2. B CRXIR,

I $ oc create -f <file-name>.yaml

7.10.3.3.1. BE&E A& BE BRI

DTFHEERALZBE LRSS A BEAERRLMNER Elasticsearch B &% -
¥ X B Elasticsearch BE&E#EMNA E X FRRH

apiVersion: logging.openshift.io/vialphat
kind: LogForwarding
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true
outputs:

- name: user-created-es
type: elasticsearch
endpoint: 'elasticsearch-server.openshift-logging.svc:9200'
secret:

name: piplinesecret
pipelines:

- name: app-pipeline
inputSource: logs.app
outputRefs:

- user-created-es

- name: infra-pipeline
inputSource: logs.infra
outputRefs:

- user-created-es
- name: audit-pipeline
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inputSource: logs.audit
outputRefs:
- user-created-es

LITFAEELZBE X FEGFEA Fluentd forward USSR BE L ZEEIL LM Fluentd £,
8 forward BB E X FIRFEAR

apiVersion: logging.openshift.io/vialphat
kind: LogForwarding
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true
outputs:

- name: fluentd-created-by-user
type: forward
endpoint: 'fluentdserver.openshift-logging.svc:24224'
secret:

name: fluentdserver
pipelines:

- name: app-pipeline
inputSource: logs.app
outputRefs:

- fluentd-created-by-user

- name: infra-pipeline
inputSource: logs.infra
outputRefs:

- fluentd-created-by-user

- name: clo-default-audit-pipeline
inputSource: logs.audit
outputRefs:

- fluentd-created-by-user

7.10.3.4. %M Log Forwarding API
FEH Log Forwarding API, FH{EFHEELR L EFEmS, 15M ClusterLogging CR il kR
metadata.annotations.clusterlogging.openshift.io/logforwardingtechpreview:enabled %%, Ff

R Log Forwarding CR, &2#:#177 /2 B &5 4 BINER OpenShift Container Platform Elasticsearch =&
i,

% i& disableDefaultForwarding=false =] [ 1 52 3% H &0 5% 4 X B8 E B9 s AR BRI
OpenShift Container Platform Elasticsearch SEfl,

WAz
£ H Log Forwarding API:

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
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2. B clusterlogging.openshift.io/logforwardingtechpreview Ef# :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
annotations:
clusterlogging.openshift.io/logforwardingtechpreview: enabled 0
name: "instance"
namespace: "openshift-logging"

@ it

3. AEREEXBE LK

I $ oc delete LogForwarding instance -n openshift-logging

7.1. Bici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZEMB & (journal) ILEREIE, RNAERINKEIEER, BT ERERFRSHEEID
RE, FILEERETRESER,

B 1#FF1% & RateLimitinterval=1s #1 RateLimitBurst=10000 (Z1EVEEZEES) LULEHAEELK
%EQ

7M1 HEEHERICKERE systemd-journald

MEUENT B, RAWBAEILTRHNETREEE T L,

pign, MRERDSHEEENER, NTEFEEIRS journald BUERIERE, e LUFABIEIEEN R ERMR
BECHRHE, MAREHASICFATEFASHER TIA2ERTIERR.

TAAUMERS EMBE. BEFERENNE, MEEFMEAS, UREMILE,

¥ =
1. FERAFEIZENE journald.conf ST :

Compress=yes ﬂ
ForwardToConsole=no 9
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 )
RateLimitInterval=1s
Storage=persistent 9
SynclintervalSec=1s
SystemMaxUse=8g
SystemKeepFree=20% 9
SystemMaxFileSize=10M )

Q TEE%E%EHEME)\SC#?& B4R, 18E yes KIE4HHE, HIBE no NEYEE
B. BN yes,
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o o

909 @

% 7 B RE%ﬁE lb\lﬁﬁgﬁg

BRAHWABEER, BIMBMIME N no, $BE
e ForwardToConsole f§ H & 4 BIRSi#EHIE
e ForwardToKsmg ¥ H & 4 B A% B &% 4.
e ForwardToSyslog % H &% 4 Bl syslog sFi7# 12,
e ForwardToWall 35 B RS B L A ATB B XA F.

TE‘ET?%EM%EE’JH—J&ETIEH EIATE, HEBIFE—HA : "year". "month". "week".
"day". "h" = "'m", HiA 0KZH, ®iIAE 1month,

BB ®EKPRH, 7£ RateLimitintervalSec & X BIF[EEXA, MNRFBRWHHEHRER ST
RateLimitBurst I8 E8ME, NIEHIEEERHSWETR, BENZFRIRLER, BIUEX
& RateLimitinterval=1s #1 RateLimitBurst=10000, ©f2ZIA(E,
BEEBENFEAX. BILH persistent :

e volatile 7£ /var/log/journal/ R 1ZfEARFHH HEEIE.

o persistent I8 HEFRFEIRER /var/log/journal/, IR XNERLSEE, systemd F
2EX B X,

e auto MRBXEFE, EHKREE /var/log/journal/ F1, HIRARIFIE, systemd KIfmHT

4 H &R ETE /run/systemd/journal /i,
e none AEfERRE. systemd ZEFMAERZE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl E: i fF RO BT ES
A, systemd 7£3EULZI CRIT, ALERT = EMERG BEEAIANHTRE., BIAMEN 1s,

EEARILMERANRKE. FKIMEH 89,
187 systemd R % DRETLZEH], BRONEN 20%.
18 ERTE1E /var/log/journal B BESXERIRAKRN, EKIMEH 10M,

SNRMPRFRRE, EAIRRSF RS AKIC KT RN CPU AKX
. m, ENemBELIEELRT LR RH EEE R,

MEBTHRELRT systemd KEBERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, % TTE I H
FIEIN LB AT BE A& F OpenShift Container Platform,

2. f% journal.conf X {45474 base64 :

I $ export jrnl_cnf=$( cat /journald.conf | base64 -w0 )

3. &y master 2k worker BI/E#HJ MachineConfig, 3710 journal.conf 4 :
4N -

I apiVersion: machineconfiguration.openshift.io/v1
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kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-corp-journald
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf}
mode: 0644 ﬂ
overwrite: true
path: /etc/systemd/journald.conf g

Q 5 journal.conf SXHHZBARR . EIIEETHZE S 0644,

Q 18 E F base64 4ifiZH] journal.conf STAFRIEEE .

4. fIJ# MachineConfig :
I $ oc apply -f <filename>.yaml

2R 2 MFTHI MachineConfig, F4RHTHY rendered-worker-<hash> hR 7,

5. WEHREREESN T RPHNARE

$ oc describe machineconfigpool/worker

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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2 8 &= B E ELASTICSEARCH Ik A&

R LAE E Elasticsearch Operator BJIRE, AR % Elasticsearch ZHERIRE,

8.1. & ELASTICSEARCH A A

R A LA & Elasticsearch £EAR S,

FRFH

o W& % Cluster Logging # Elasticsearch,

it

1. # A openshift-logging 7B,
I $ oc project openshift-logging

2. 7 & Elasticsearch £EIRE -

a. 3KHY Elasticsearch SEBIBYEFE :

$ oc get Elasticsearch

NAME AGE
elasticsearch 5h9m

b. #KEX Elasticsearch K7 :
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
4N -
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

P aERUTFOTIER

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] 6

nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
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- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

ﬂ i, SEREFERIETRTE status N,
9 Elasticsearch SEEFHIIRA :

o SERMENFMHE.

o SEROD RHEE.

o EEMIALEISD FHIEE,

® Elasticsearch 8#E T mEIEE,

® Elasticsearch 7 mBYE K,

o FFUIEMESEE.

® Elasticsearch X7 : green. red =X yellow,
o RPEHFHHE,

9 EMIRESRYE (BEFEIE) o Elasticsearch EER SRR T UL ENER SR KB TFHAE
BEMERRE, TR5UTEREXNEEHE

o ABIMIETEZETF Elasticsearch FICIEA 2.
o A& Elasticsearch FIIEARB/MAX L,

e Pod AAHE, WALETRERTFEIHUNER, BEIESHERERTA.
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Q LB Elasticsearch T, AKX upgradeStatus.

6 L BEHMY Elasticsearch & i, #UEF] master 77, 3U7E failed. notReady X ready
KRET.

8.1.1. B85 B Bl
LA R 23 B Elasticsearch SEI Status EB40 #9—Le (&5 3H BB,

WREERRT T REBIEENEKLAL, HEEESRHIESLLT <.

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

BRTHEERT T REBIRENS KL, HESFFEREMIEMBT .

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

R SSE R R R CR A B Elasticsearch 17 sk 2 5 B YT 7 &R ITEL -

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

IR H B3R~ Elasticsearch CR {8 T A F1EM PVC,

status:
nodes:
- conditions:
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- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable

status: True

type: Unschedulable

EIRAE B3R R Elasticsearch S£285:% 5 B 9HY 1Y mE X #F Elasticsearch LR K&,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

HRSEERTIEEPETEKXS master TTm :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347"
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

8.2. &5%& ELASTICSEARCH HMAIR A
R LB E S Elasticsearch ZHHEHIIR S

Elasticsearch &38|
R A LLE & Elasticsearch &3 B E,

1. KEX Elasticsearch Pod F9&FF :
$ oc get pods --selector component=elasticsearch -o name
pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FRERRBIFIRTS -
$ oc exec elasticsearch-cdm-1godmszn-1-6f8495-vp4lw -- indices
Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw -n openshift-logging'

to see all of the containers in this pod.
Wed Apr 10 05:42:12 UTC 2019
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health status index

docs.deleted store.size pri.store.size
red open
N7iCbRjSSc2bGhn8Cpc7Jg 2 1

green open .operations.2019.04.10

2176114 0 3929 1956
green open .operations.2019.04.11

1494624 0 2947 1475
green open .kibana

0 0 0

green open .searchguard

5 1 0 0

Elasticsearch Pod
R A LLE & Elasticsearch Pod FIIRZ,

1. JKEX Pod B9 7 :

uuid

& 83 A E ELASTICSEARCH IR

pri rep docs.count

.kibana.647a750f1787408bf50088234ec0edd5a6a9b2ac

GTewEJEzQjaus9QjvBBnGg 3 1

ausZHoKxTNOoBvvIORIXfrw 3 1

9FItn1DOQHSNFMXpphZ--Q 1 1 1

chOwDnQISsghfSPcot1Yiw 1 1

$ oc get pods --selector component=elasticsearch -o name

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n

pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FKEX Pod BPIRTE :

I oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

B aEUATREESR

Status: Running

Containers:
elasticsearch:

Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Apr 2019 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s

period=5s #success=1 #failure=3

proxy:
Container ID: cri-

0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Apr 2019 10:18:38 -0400
Ready: True

Restart Count: 0
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Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

Elasticsearch S8 E#E
A L& E& Elasticsearch SREHRE IR S

1. REREREBECERY BTN

$ oc get deployment --selector component=elasticsearch -o name

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KIEBEERS -

I $ oc describe deployment elasticsearch-cdm-1gon-1

B aEUATREESR

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

Elasticsearch Bl&%
R A LLE & Elasticsearch BIAERIR S,

1. RERBIAEBI B -
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$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
EHPIEUTREER -
Containers:
elasticsearch:
Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>
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B9 E BEREHATILRRE

R LAEE Cluster Logging Operator B S LA R £ N EE H &Lk AHFBIIR .

9.1. & CLUSTER LOGGING OPERATOR BYIA

&R LAEE Cluster Logging Operator BIRZ,

FRFH

o W& Cluster Logging # Elasticsearch,

it

1. # A openshift-logging 7B,
I $ oc project openshift-logging

2. EERBRBRICTRE
a. IKEVEE B ERICTIRE -

I $ oc get clusterlogging instance -o yaml
FHAPEERUFOTHESR :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhgp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhqp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-6l2ff
- fluentd-flpnn
- fluentd-n2frh

curation: 6
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curatorStatus:
- cronJobs: curator
schedules: 303 * * *
suspended: false
logstore:
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: 6
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHEH A, S£EIRESFER LR status /N,
Fluentd POd 5’97“5*{%%\0

Curator Pod HHEX1E &,

B E AREHAKICKRE

Elasticsearch Pod BI#EX1E 8, S3% Elasticsearch SREHEBIAZ green. yellow =%

P |
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1€Uo

g Kibana Pod BYtEX{E B,

9.1.1. BB BRI
LU Rk BEEEHERIC KM Status.Nodes Ef 25— L 1F R E &,

REFUTARABHRRTEERRT T REBTEEMNEKMAL, FERESAHIEALTR

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBRWRTEERT T REBIRENE KL, HESRFBEFREGMIHMT S

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHRSEERT CR B Elasticsearch T sk 1% B8 5 &£ B Y E AT S EAITELD :

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable
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Status: True
Type: Unschedulable
elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67¢c64f5f4c-n58vl

Ready:

REFLUTRABIRSERRTIERE PVC TEHEE PV :

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

B E AREHAKICKRE

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

Curation:

Curator Status:
Cluster Condition:
curator-1561518900-cjx8d:
Last Transition Time: 2019-06-26T03:20:08Z

Reason: Completed
Status: True
Type: ContainerTerminated

curator-1561519200-zgxxj:
Last Transition Time: 2019-06-26T03:20:01Z

selector.

EUPFUTRHRBHRESEERTTEEVEIE Curator Pod, R Sk IFSR 5 AT SEAITE :

Message: 0/5 nodes are available: 1 Insufficient cpu, 5 node(s) didn't match node
Reason: Unschedulable
Status: True
Type: Unschedulable
Cron Jobs: curator
Schedules: b
Suspended: false
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RUFUTRBPREEERRTTEWE Fluentd Pod, BH T R%EHF8: S5AEM 17 RERAFIREL

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

9.2. EEEH AR I THMENRE
B U EEZNERA R I RAESERIRE,

FRFH

o W& % Cluster Logging # Elasticsearch,

1. # A openshift-logging 7B,
I $ oc project openshift-logging
2. BEEEARILRBENRS -
I $ oc describe deployment cluster-logging-operator

B aEUATREESR

Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. BESEHBEEILE ReplicaSet B -
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a. IKEX ReplicaSet B9 :

$ oc get replicaset

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. FREX ReplicaSet IR -
I $ oc describe replicaset cluster-logging-operator-574b8987df
FHAPSFEUTREER -

Name: cluster-logging-operator-574b8987df

Replicas: 1 current/ 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----
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E10E FATREFERBIERBRICKTR

RE LUE BT Rk TE2S, Y9 Elasticsearch. Kibana # Curator Pod B3EE| AR T & L,

10.1. B REF A B FTIR

IR LABCE Cluster Logging Operator, LAfHEMSFTA Cluster Logging i, Elasticsearch, Kibana
#0 Curator B9 Pod EBBEIFRREB T m L, BEIENRTF Cluster Logging Operator Pod MEZREMERE.

BN, EEILARN CPU, REFIRE E RS M Elasticsearch Pod BB — N M T = L,

% -
EROZFH AR E N EDER 6 MR,

FRFH

o W& % Cluster Logging # Elasticsearch, BRIAIE R %A RE X LEIHEE,

it 3
1. 4% openshift-logging %l B # 89 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: 9
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
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cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 6
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

md\\bﬂ nodeSelector 2%, H ¥ NERATEBERINEGENE, ETLURIENT SIBEHN
H, A& #EH nodeSelector S <key>: <values X,

Sl
ZRIFHHRE B, EAILMER oc get pod -o wide 6,

o -

o MEEHLI¥E ip-10-0-147-79.us-east-2.compute.internal 7 = _EH Kibana pod :

$ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o REE Kibana Pod #F| ip-10-0-139-48.us-east-2.compute.internal 7' &, Z T HEE—N%
FA R ELRHIZR AL T R

$ oc get nodes

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.17.1
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.17.1
ip-10-0-139-192.us-east-2.compute.internal Ready worker 5Im vi1.171
ip-10-0-139-241.us-east-2.compute.internal Ready worker 5Im vi1.17.1
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.17.1
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m vi1.17.1
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.17.1

HER, %1 5E%A node-role.kubernetes.io/infra: " label:

$ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

kind: Node
apiVersion: v1
metadata:
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name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083"'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

QO 01 LB LU ER T R A REY label,

o R7F CRJE, HEIKibana Pod F#41E, #BH Pod S#ERE :

$ oc get pods
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 28m
fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 37 pod AL F ip-10-0-139-48.us-east-2.compute.internal 77 s L :
$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES
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kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o FYfE, IRIA Kibana Pod fF#EMIER,

$ oc get pods

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
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5 N E F5)R5)E8E ELASTICSEARCH
OpenShift Container Platform S #f Elasticsearch £EHATNEH, RENE/R AT UEARFE Elasticsearch

ERTEMERT, SEAMNENN AR Elasticsearch £8 (XEEZEE T =/ master) .
Elasticsearch SEEHRFEAA 2 TIRE, 7 =MIZE—RRHL,

11.1. $14T ELASTICSEARCH &EHATHE S
TEE X elasticsearch ConfigMap =X{E{d elasticsearch-* S EF B, HITARIER,
b4, NRIZ1T Elasticsearch Pod T REEE R, MEBIRIER,

=S5

o W& % Cluster Logging # Elasticsearch,

e
PATERBRDER -

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. fEALLT 64, M Elasticsearch $2EX CA IEF 3B AF admin-ca X4 :
$ oc extract secret/elasticsearch --to=. --keys=admin-ca
admin-ca
3. PUTH RRTRIE, BERERNZINEBESEFE AHMENEERE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- curl -s --cacert
/etc/elasticsearch/secret/admin-ca --cert /etc/elasticsearch/secret/admin-cert --key
/etc/elasticsearch/secret/admin-key -XPOST 'https://localhost:9200/_flush/synced'

o -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpw6 -- curl -s --cacert
/etc/elasticsearch/secret/admin-ca --cert /etc/elasticsearch/secret/admin-cert --key
/etc/elasticsearch/secret/admin-key -XPOST 'https://localhost:9200/_flush/synced'

4. {#F OpenShift Container Platform es_util TERFIEERE X1 2170 B Ed
$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query=_cluster/settings -

XPUT 'https://localhost:9200/_cluster/settings' -d '{ "transient™: {
"cluster.routing.allocation.enable" : "none" } }'

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/settings?pretty=true -XPUT 'https://localhost:9200/_cluster/settings' -d '{
"transient": { "cluster.routing.allocation.enable" : "none" } }'
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£ N = FhEEE ELASTICSEARCH

{

"acknowledged" : true,
"persistent” : { },
"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "none"

5. BAE, REFMEREHEBE—1 ES KEF -

a. BBAERT, OpenShift Container Platform Elasticsearch 328 & IEAEH T SHEHTE, &
AU TS RAVFHEEEEF 1T Pod FREXVEX :

I $ oc rollout resume deployment/<deployment-name>

o -

$ oc rollout resume deployment/elasticsearch-cdm-0-1
deployment.extensions/elasticsearch-cdm-0-1 resumed

EBET —DH Pod, H Pod BAMZENASRG, MEEHSHTT—8E,

$ oc get pods | grep elasticsearch-*

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. SEMfE, EE Pod LA IEH#HERE :
I $ oc rollout pause deployment/<deployment-name>
flan :

$ oc rollout pause deployment/elasticsearch-cdm-0-1

deployment.extensions/elasticsearch-cdm-0-1 paused

c. % Elasticsearch RERE T green RE :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

103



OpenShift Container Platform 4.4 H&if &

IR BN ST e 5 P {FEAM Elasticsearch Pod $YT T H#HERE, 1% Pod &
BEE, HEWAFEFERHH Pod £F5,

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

{

"cluster_name" : "elasticsearch”,
"status" : "green”,

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
ﬂ EREAREZ R, BRRLLSEN green,

6. MEREW T Elasticsearch ELEMEY, 1HEXE Elasticsearch Pod E & X4 1%,

7. HHEBRNRERER, ENEAS T

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query=_cluster/settings -
XPUT 'https://localhost:9200/_cluster/settings' -d '{ "transient": {
"cluster.routing.allocation.enable" : "none" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/settings?pretty=true -XPUT 'https://localhost:9200/_cluster/settings' -d '{
"transient": { "cluster.routing.allocation.enable" : "all" } }'

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
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B 12 B AR FRERKICRETE
FER ST FHE TRV RS B, P LU BN A A AT AR,
AR must-gather T ESRREAXTIEAHIIR, ERAFIGORAS N8 E R RA MM LIE

/CNo

FTRBRES R, 1HIRH OpenShift Container Platform fl1&EEH &I RMIZHER

E [\
% TEHH hack/logging-dump.sh A, X PMEIARTBHZFEHRNRELIE.

12.1. *F MUST-GATHER L&

oc adm must-gather CL| s TR INEHA BN TR FJHRERER.

S FEBEHBILKINE, must-gather RIELITER :
o WBHIJGIHIR, 1 Pod. ERERS. SRS, AR, ABAEMSEH
o KBNHIR, SEEHIHINTR. ABNMAGHE

e openshift-logging #1 openshift-operators-redhat 5 & 2[5 h KRR KICR TR, SFEAE
”&%%&E"Jﬁg%qﬁ>ﬂn H Ib\ﬁﬁ% curator %D H IL;\T%JL{I:JIE-\

1E£i21T oc adm must-gather i, & E 0|8 — 151 pod, 7E1% pod LEEIE, HREZELL must-
gather.local FFkH— B xH, WEREUFITIEBRPOIE

12.2. Fo R 15

o W& % Cluster Logging # Elasticsearch,

& B {E A oc adm must-gather CLI 5 INES X KRR KD RIMEME B,

i =
{5 must-gather WESEEHEICKER -

1. #AEEZ % must-gather SR E %,
2. ¥R B &RICKEE&IZ1T oc adm must-gather i 5

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6/ —NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408.,

3. MNIRI QI EER must-gather B kO — N4, g0, 72 Linux BERSIHITEN L2
ITUAT D
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B 12 F NIIERFIRE RS REIE

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FEZLMEE 1 oy SR A [a] A M b PR 4 S 4
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25 13 = KIBANA tH[=HERR

¥ Kibana 1Z#l& 5 OpenShift Container Platform $&EC{E A RIBE S Bl— L n i, XL PR ZiER, H
EHRIA RSB REERNESER. 1R OpenShift Container Platform FEE Kibana Fhi&E{E
IR, ERE LT BERERRE T,

13.1. KUBERNETES & kG R EHERR

Kibana 2% & _E# OAuth2 RIS master EHLEY OAuth2 IR EBRHEZ— secret, MRFEBRS 2
LB secret F4ER, NI FRERMBEIL, ENRETEEERE Kibana K I1E.

i
FRR L FIRIEO 3K -

1. BT T o LAMIBR X 8189 OAuthClient :

I $ oc delete oauthclient/kibana-proxy

13.2. BFEEE KIBANA 25 &1 # KUBERNETES Zid5515%
i A] Kibana #EHIBRT, ReJaERUEID bR FE %
{"error":"invalid_request","error_description":"The request is missing a required parameter,

includes an invalid parameter value, includes a parameter more than once, or is otherwise
malformed."}

XA HERH OAuth2 B IR SRS 28 2 A A LEERH). & imB LR E it A E R A, XFEERSS
FREERELREMEE RO L,

BT B OAuthClient 5% B SRR It (],

pe 3
L

E#t OAuthClient 8 :

1 JZFT AT e BURBR =4 8189 OAuthClient :
I $ oc delete oauthclient/kibana-proxy

MR A ERAREE, HREEEE®ET OAuth B imA 5 A URL 3ik4A] Kibana, w@idf &m0 (Hln
1443) MIEIFAER 443 HTTPS w0140 URL AT RERIEAR LA &, & a LLE TS S OAuth B 7 ik S i 58
RS ERE -

I $ oc edit oauthclient/kibana-proxy

13.3. HFE&E & FE KIBANA 14| &89 KUBERNETES 503 #1%
INREEE Kibana ZHI S NERIEBER, REATERUTHN A&z —

e Kibana AIBETCEIRTA Pod, BN Elasticsearch 2512518, N Kibana RIBEESTE iR 15 7] & 8
Ff, IMEBXRS2EEEEMAR :
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%5 13 2 KIBANA &R

$ oc describe service kibana
Name: kibana

[..]

Endpoints: <none>

IR A EM Kibana Pod 20 FESNIRA, MEFHiksm, MREE, 1EKRE Kibana Pod F1EREM
KRB, BOUREEBEHRENIE, REBERED,

FAF1/iA] Kibana IRSSBUBR R E Rk, MMREBE—NTE FRHITINRERE, AREH—TE R
TEHE, BEXEVEMMRE—ITEE, TRESAZEXMER. YSNERAXZERIRE— B,
KRR EREIRAECEBNERR, BEENENEKEHE, UEEFEREEESMIEE LT 4K
H :

I $ oc get route --all-namespaces --selector logging-infra=support
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s =N
F14E FHFER
XEEF R AFIC R RETFH, T M Elasticsearch ] Kibana 3%, 7EIEZRES, EEHATENT ORFER
##, BlE0, XFF Elasticsearch /_search URL, ZHE## Kubernetes pod &5, 15EMA
/_search/q=kubernetes.pod_name:name-of-my-pod.

LU /N R B F B AT RE S IR B B IC R R, FHIEMB X EFRASHNEFRICTKF. X
LR BRI D NI T R

e exported-fields-Default

e exported-fields-systemd

e exported-fields-kubernetes

e exported-fields-pipeline_metadata
e exported-fields-ovirt

e exported-fields-aushape

e exported-fields-tlog

14.1. A FHBFER

XEERI\FERBRBEBIDRRG S, Elasticsearch # Kibana MK B 11783k, BRI\ FER BTN FER
#1 collectd* =FE%

TR B
TR FEESTFENNBRRFAEERAN, FEURERSHINEERICKSP, XIF Elasticsearch g, T4k
FERTERRNRBIBRGTER 9 A IE T default BYSLFRARET,

55 Hh
@timestamp H UTC EHRIE B AR SR 0IRRRT ], anReRRAAIRED, TFRD &R

%E:mﬁﬂﬁﬁﬁ’]ﬁlﬁﬂo LIEEIL.\&LIE ERjJEﬁEHETEEE\ZEIL\ﬁX&ﬁﬁ
BAE. A0 @ siZkiifl, sERAFRRBAFER R, £ Elasticsearch
B, XZHTERINEH @timestamp, f#0, X2 2015-01-24
14:06:05.071000,

geoip X EN 28 geo-ip.

hosthame hostname 2E K RBEAE N A EHHNLENTLREE S (FQDN), WFEEH
REMRIEE LT3, B, £RENSEFEE T, BEHMEMER, 5C
HRABGEEZRNGRREE, HINESRFIIELZFR.

ipaddr4 TRAR S5 28R IPv4 ik, ATAZR 4.

ipaddr6 TR S5 2580 IPve it (FH) .
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S8 £ pU
level H python IR FEILKES rsyslog (severitytext BI%E) REMBFICER

#l. misc/sys/syslog.h 5t T RIgERE, F4+i47%E trace #1unknown,
40, “alert crit debug emerg err info notice trace unknown warning”, E&

trace 71 syslog.h 5k, BIFZNARFHAIE,

RAEAEEEICKRGURE T AEERER, FNER unknown, 74,
m%& 2oemaMil. 5 debug tELt, trace _J%&ﬁjjéﬁﬁlJEm:JzLa-E
%8R, error 2% H, FMerr &, 1 panic ¥5#:°5 emerg, ¥ warn
4 5 warning,

18 & AT LUEE A misc/sys/syslog.h EFIHBIL S (E k4% syslog/journal
PRIORITY A#9%E,

HAth B&IC R ROH BRI R0 e RN S B SRR R T B, 155
[#python H& LA HIRA,

message HMAMWBHERBEEEHBER A E. ATUMAPHERIEESRSIEEEFIRI
BITTEUE, XLETTHEIERA UTF-8 i,
pid ERFILEER (BHE) #ERID,

service HEIDRIR (BFH) XENRSHETR. B, syslog APP-NAME [
'EHH&%H‘ | service &,

tags (7I3%) H Operator & X BIPREBITISR, XLV HINERIIELRRFR
EESIMEE L ARNEAIURSAEBIRFRETENTFSR, B
LIRFRFER SRR JSON B3R,

file XHRRELERRR, ZX MM EN XHERZERKES TODO 278 S 24t
E’JE/L.\?KE:;
offset RS EATURTIXGHPESTFANFTHR (MFH—FiR) , HEXRTH

/L.\'TT’? (}\)\%_ZZ gt) y /\EIXEETEE$‘AEIL.\E,J—I:—FYEPE}:$§$IJEJ
M, RIFAHXEERRTT, URTBEXENFRAEA ()

namespace_nhame FXFIL R SEHZHE LB namespace X, XMEFRKEM TR, M2
AFHICRE5E LM namespace #8XEL, LUHTUTRHRSIFIL L. &
B, XMEEREREE, BMRMUAZRAERS, WAILMERLF
. MREFERFE, BREBEEME (tag) =
kubernetes.namespace_name Fi5EHnamespace.

namespace_uuid 5 namespace_name XE# uuid, iX/MEFRSEFEHE TR, MeATFHC
REEYNHBEEAEREE, U TUIRER A L. INREFELFE,
© 3% = kubernetes.namespace_uuid %89 uuid, XthiFs S B
XTI B &0 % Bk Kubernetes TT8IEE K.

collectd =&
LUTFFEBRRFRMGZE IR TEE.

m


http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l74
http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51
https://docs.python.org/2.7/library/logging.html#logging-levels

OpenShift Container Platform 4.4 Bi&it3x

2 Hah
collectd.interval R EAH

collectd /A=,

collectd.plugin KB PR

collectd #H14,

collectd.plugin_instance KRB FHRFEH

collectd #HHE5E41,

collectd.type_instance KB . PR

collectd FEISLH,

collectd.type KB PR

collectd 2!,
collectd.dstypes KB . PR

collectd dstypes,

collectd.processes FE%.
LUFFENT N F collectd #2174,

¥ U

collectd.processes.ps_st KA 2B, collectd ps_state B2«
ate

collectd.processes.ps_disk_ops X
collectd ps_disk_ops B i2 M,

S Uiy
collectd.processes.ps_di KE . ER
sk_ops.read

TODO
collectd.processes.ps_di KB ERH

sk_ops.write
TODO

12
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BH ek
collectd.processes.ps_v REBEY
m

collectd ps_vm B2 ¢4,

collectd.processes.ps_rs RE EHY

s
collectd ps_rss B2 ¢4,

collectd.processes.ps_da & : ¥

ta
collectd ps_data Z! /2§

collectd.processes.ps_co & : ¥

de
collectd ps_code El# 2 ¢,

collectd.processes.ps_st KA EH

acksize
collectd ps_stacksize #2314,

collectd.processes.ps_cputime FEx
collectd ps_cputime B2 fEM4,

¥ U

collectd.processes.ps_cp K& :Z=#

utime.user
TODO

collectd.processes.ps_cp K& :Z=#

utime.syst
TODO

collectd.processes.ps_count 7B
collectd ps_count B #FF21E 4,

¥ 30

collectd.processes.ps_co & : B

unt.processes
TODO

collectd.processes.ps_co B : B

unt.threads
TODO

collectd.processes.ps_pagefaults &

13
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collectd ps_pagefaults B i23H4

¥ ek

collectd.processes.ps_pa K& :Z=#

gefaults.maijfit
TODO

collectd.processes.ps_pa K& :Z=#

gefaults.minflt
TODO

collectd.processes.ps_disk_octets =P Ex
collectd ps_disk_octets B!/ F21H 4,

S Uiy
collectd.processes.ps_di RE . ERE
sk_octets.read

TODO
collectd.processes.ps_di KE . ERH
sk_octets.write

TODO

collectd.processes.fork_r K& : ZH%
ate
collectd fork_rate B F21H A

collectd.disk SPE&
Xt F collectd 7 3d 14

collectd.disk.disk_merged £ E%
collectd disk_merged Bufk 7 i 14

¥ sk

collectd.disk.disk_merge KA ERH

d.read
TODO

collectd.disk.disk_merge KA ERH

d.write
TODO

collectd.disk.disk_octets 7E%
collectd disk_octets FUi #3514

14
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¥ sk

collectd.disk.disk_octets. K% : ¥ L%k

read
TODO

collectd.disk.disk_octets. K7 : L%

write
TODO

collectd.disk.disk_time &
collectd disk_time ZURg 7 14

¥ 23U

collectd.disk.disk_time.re  £# : F L%

ad
TODO

collectd.disk.disk_time.wr % : 5%

ite
TODO
collectd.disk.disk_ops FE&
collectd disk_ops FUr &L ffEM4,
BH ik

collectd.disk.disk_ops.re KR ERH

ad
TODO

collectd.disk.disk_ops.wri K& : ;2=

te
TODO

collectd.disk.pending_op K& : B
erations
collectd pending_operations ZUf# & i

collectd.disk.disk_io_time &
collectd disk_io_time BUR 7L 3H 4

¥ sk

collectd.disk.disk_io_time K% : F L%
.io_time
TODO
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¥ sk

collectd.disk.disk_io_time K% : ¥ L%
.weighted_io_time
TODO

collectd.interface £ E&
Xt F collectd O3,

collectd.interface.if_octets ZE%
collectd if_octets Uiz O3FH4,

¥ sk

collectd.interface.if_octet K% : F L%

S.Irx
TODO

collectd.interface.if_octet K% : F L%

s.tx
TODO

collectd.interface.if_packets %
collectd if_packets EU i O,

¥ sk

collectd.interface.if_pack & :ZR#

ets.rx
TODO

collectd.interface.if_pack  2%& :ZR#

ets.tx
TODO

collectd.interface.if_errors £E%
collectd if_errors Uiz O3H4,

¥ sk

collectd.interface.if_error  £# : 5%

S.rx
TODO

collectd.interface.if_error % : L%

s.tx
TODO

16
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collectd.interface.if_dropped 2B
collectd if_dropped E!#ZO1H 4,

¥ U

collectd.interface.if_drop KA ERE

ped.rx
TODO

collectd.interface.if_drop KA ERE

ped.tx
TODO
collectd.virt 2 E%
R F collectd virt 3844,
collectd.virt.if_octets PE%
collectd if_octets 2! virt {4,
B ek
collectd.virt.if_octets.rx KA ZEH
TODO
collectd.virt.if_octets.tx KA ZEH
TODO

collectd.virt.if_packets P&
collectd if_packets 2! virt ¥4,

¥ sk

collectd.virt.if_packets.rx K& : ;25

TODO

collectd.virt.if_packets.tx KRB FRH

TODO
collectd.virt.if_errors =2E%
collectd if_errors B! virt 14,
B8 ik

17
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BH ek

collectd.virt.if_errors.rx KA ZEH
TODO

collectd.virt.if_errors.tx KA ZEH
TODO

collectd.virt.if_dropped £EX
collectd if_dropped ! virt f4,

¥ U

collectd.virt.if_dropped.rx & :ZH#

TODO

collectd.virt.if_dropped.tx K& : 2L

TODO
collectd.virt.disk_ops FE%
collectd disk_ops Z! virt ¥4,
BH yak

collectd.virt.disk_ops.rea K& : 25

d
TODO

collectd.virt.disk_ops.writ K& : ;25

e
TODO

collectd.virt.disk_octets =2E%
collectd disk_octets B! virt fH{4,

¥ U

collectd.virt.disk_octets.r  £# : L%
ead

TODO
collectd.virt.disk_octets. KA ERH
write

TODO

18
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BH ek
collectd.virt. memory RE . ER

collectd 7= virt &,

collectd.virt.virt_vcpu RE . ERH

collectd virt_vcpu & virt 4,

collectd.virt.virt_cpu_tota K& : ;25
|
collectd virt_cpu_total £ virt 3+,

collectd.CPU =PE%
Xt N F collectd CPU &4,

BH ek
collectd.CPU.percent KRB FRH

collectd 54 tLE CPU $H{4,

collectd.df =P E%
Xt N F collectd df &4,

BH ek
collectd.df.df_complex KE . ERE

collectd df_complex Z! df {4,
collectd.df.percent_bytes K& :;Z=#

collectd percent_bytes Z! df #ft.

collectd.entropy =£E%
XM F collectd i,

¥ 50

collectd.entropy.entropy KR BEHY

collectd L FtEM

collectd.memory E%
XTI F collectd R7FHELE,

19
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¥ 30

collectd.memory.memory K& : ;25

collectd WEFE N TFHEM
collectd.memory.percent KB ERH

collectd 54 LB NETEH

collectd.swap %
%M F collectd R HLiE#,

¥ U

collectd.swap.swap REEY

collectd 2 #:BY 2z Hid@m 4,

collectd.swap.swap_io RE EHY

collectd swap_io B i,

collectd.load SPE%
Xt F collectd 171 gt

collectd.load.load =2 E&
collectd 1 B 7l #Hidd 4

¥ sk

collectd.load.load.shortte KRB FAH

rm
TODO

collectd.load.load.midter R EAE
m
TODO

collectd.load.load.longter K& : ;2 5%k

m
TODO

collectd.aggregation 2 E%
ST F collectd REIH M.
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¥

collectd.aggregation.perc
ent

collectd.statsd P E%
%t F collectd statsd 1& {4,

¥

collectd.statsd.host_cpu

collectd.statsd.host_elap
sed_time

collectd.statsd.host_mem
ory

collectd.statsd.host_nic_
speed

collectd.statsd.host_nic_r
X

collectd.statsd.host_nic_t
X

collectd.statsd.host_nic_r
x_dropped

collectd.statsd.host_nic_t
x_dropped

collectd.statsd.host_nic_r
X_errors

collectd.statsd.host_nic_t
X_errors

B14E SHFE

30

A A

TODO

Hah
KA B
collectd CPU %! statsd &4,

ey

collectd elapsed_time %! statsd 14

B &

collectd R7=8! statsd #&4.

KA B

collectd nic_speed Z! statsd #4.

BN

collectd nic_rx #! statsd 4

KA B

collectd nic_tx #! statsd 4

KA B

collectd nic_rx_dropped #! statsd 14

ey

collectd nic_tx_dropped #! statsd &4

KA B

collectd nic_rx_errors #! statsd &4

B i

collectd nic_tx_errors %! statsd &4

121
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¥

collectd.statsd.host_stora

ge

collectd.statsd.host_swa
p

collectd.statsd.host_vds
m

collectd.statsd.host_vms

collectd.statsd.vm_nic_tx
_dropped

collectd.statsd.vm_nic_rx
_bytes

collectd.statsd.vm_nic_tx
_bytes

collectd.statsd.vm_balloo
n_min

collectd.statsd.vm_balloo
n_max

collectd.statsd.vm_balloo
n_target

collectd.statsd.vm_balloo
n_cur

collectd.statsd.vm_cpu_s
ys

122

sk

ey

collectd =% statsd #&E4.

KA B

collectd z%#: %! statsd &4

eI

collectd VDSM %! statsd &4,

eI

collectd VMS %! statsd 1&H 1+,

collectd balloon_cur ! statsd &4,

KA B

collectd cpu_sys %! statsd #f
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¥ sk

collectd.statsd.vm_cpu_u K& : 8
sage
collectd cpu_usage ! statsd &

collectd.statsd.vm_disk r 5% : i

ead_ops

collectd disk_read_ops Z! statsd {4+
collectd.statsd.vm_disk__ KA B
write_ops

statsd ##H4# collectd disk_write_ops K,

collectd.statsd.vm_disk f 8% : i

lush_latency
collectd disk_flush_latency ! statsd #&.

collectd.statsd.vm_disk a 2% : i

pparent_size
collectd disk_apparent_size Z! statsd #&4.

collectd.statsd.vm_disk__ KA B
write_bytes
collectd disk_write_bytes Z! statsd 4+,

collectd.statsd.vm_disk__ KA B

write_rate
collectd disk_write_rate Z! statsd &4,

collectd.statsd.vm_disk t 8% : i
rue_size
collectd disk_true_size %! statsd &4

collectd.statsd.vm_disk r 8% : i

ead_rate
collectd disk_read_rate %! statsd &4
collectd.statsd.vm_disk__ KA B

write_latency
collectd disk_write_latency ! statsd #&4.

collectd.statsd.vm_disk r 2% : i

ead_latency
collectd disk_read_latency #! statsd &4

collectd.statsd.vm_disk r 5% : i

ead_bytes
collectd disk_read_bytes Z! statsd #&+.
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¥ 30

collectd.statsd.vm_nic_rx K% : i

_dropped
collectd nic_rx_dropped %! statsd &4

collectd.statsd.vm_cpu_u K& : 8
ser
collectd cpu_user %! statsd &+,

collectd.statsd.vm_nic_rx K% : i

_errors
collectd nic_rx_errors #! statsd &4

collectd.statsd.vm_nic_tx K% : i

_errors
collectd nic_tx_errors %! statsd &4

collectd.statsd.vm_nic_s KA B

peed
collectd nic_speed Z! statsd #4.

collectd.postgresql %
TR, F collectd postgresql 355

¥ U

collectd.postgresql.pg_n_ K& : 8

tup_g
collectd pg_n_tup_g & postgresq| ff4

collectd.postgresql.pg_n_ K& : 8
tup_c
collectd pg_n_tup_c & postgresql fift.

collectd.postgresql.pg_n KR BEHY
umbackends
collectd pg_numbackends % postgresql {4

collectd.postgresql.pg_xa K& : B
ct
collectd pg_xact & postgresql 4.

collectd.postgresql.pg_d RE EHY
b_size

collectd.postgresql.pg_bl K& : B
ks
collectd pg_blks Z! postgresql 4.
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14.2. sYSTEMD 5 HHFE&

LUF systemd FE&H OpenShift Container Platform 528 H&i0 5% 5 H, B M Elasticsearch # Kibana
3R,

SIEFET systemd R AENERFE. VAEFATREKARSHEEAEBCHTER, XLEFERE
systemd.u &3 & 227 FiR4t, RESULT #1 UNIT 7t 21X EEHIH N FER,

systemd.k PEX
T&REE systemd N%HEXBTEIE.

55 Hh

systemd.k.KERNEL_DEVI  systemd.k.KERNEL_DEVICE 2R# % & &5,
CE

systemd.k.KERNEL_SUB systemd.k.KERNEL_SUBSYSTEM 2 A& F %5t & .
SYSTEM

systemd.k.UDEV_DEVLIN  systemd.k.UDEV_DEVLINK @&#EmT KRNEIHNRF S HERE AT,
K

systemd.k.UDEV_DEVNO  systemd.k.UDEV_DEVNODE Zi% &M &R,
DE

systemd.k.UDEV_SYSNA systemd.k.UDEV_SYSNAME =2 R#%1% % & ¥F.
ME

systemd.t 2EX
systemd.t FEER A ENRFABEFTER, BRAEBELERXRM, EBEBEIEAHREER,

55 Hh

systemd.t.AUDIT_LOGIN systemd.t. AUDIT_LOGINUID 2 %% H&E R AHEHAF ID,
uiD

systemd.t.BOOT_ID systemd.t.BOOT_ID 2A#/= 3 ID.

systemd.t.AUDIT_SESSIO systemd.t. AUDIT_SESSION 2 %4 H&EF N HRHRTE,
N

systemd.t.CAP_EFFECTI systemd.t.CAP_EFFECTIVE &R R4 AEF A HZBITHEE,
VE

systemd.t.CMDLINE systemd.t.CMDLINE 2 %% B &R A H R B FIT,
systemd.t. COMM systemd.t. COMM 2 %4t A&k A RRRY &R,
systemd.t.EXE systemd.t.EXE %% B &k AR T HITEBE.
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https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_KERNEL_DEVICE=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_KERNEL_SUBSYSTEM=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_UDEV_DEVLINK=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_UDEV_DEVNODE=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_UDEV_SYSNAME=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_AUDIT_SESSION=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_BOOT_ID=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_AUDIT_SESSION=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_CAP_EFFECTIVE=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_COMM=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_COMM=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_COMM=
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SH

systemd.t.GID
systemd.t. HOSTNAME
systemd.t.MACHINE_ID
systemd.t.PID

systemd.t.SELINUX_CON
TEXT

systemd.t.SOURCE_REA
LTIME_TIMESTAMP

systemd.t.SYSTEMD_CG
ROUP

systemd.t.SYSTEMD_OW
NER_UID

systemd.t.SYSTEMD_SES
SION

systemd.t.SYSTEMD_SLI
CE

systemd.t.SYSTEMD_UNI
T

systemd.t.SYSTEMD_ USE
R_UNIT

systemd.t. TRANSPORT

systemd.t.UID

systemd.t.SYSLOG_FACI
LITY

systemd.t.SYSLOG_IDEN
TIFIER

systemd.t.SYSLOG_PID

systemd.u P&

126

sk

systemd.t.GID 2 RZiHEFAHEZRA D,
systemd.t. HOSTNAME 2 =HBZ .
systemd.t. MACHINE_ID 2 F#lA%125 ID.
systemd.t.PID %% H&R AHZRHEE D,

systemd.t.SELINUX_CONTEXT 2%4i A&k AR &M E Tk
PR,

systemd.t.SOURCE_REALTIME_TIMESTAMP 2 EEMRE. &A%

BURT 1B, XRFHN RFC 3339 NS &=,

systemd.t.SYSTEMD_CGROUP 2 systemd 220 B 1%,

systemd.t.SYSTEMD_OWNER_UID 2&i&MFEZ ID,

systemd.t.SYSTEMD_SESSION (&&H) = systemd &if ID,

systemd.t. SYSTEMD_SLICE 2 %%t H& & AR A #7T,

systemd.t.SYSTEMD_UNIT 2&iE898 T E .

systemd.t.SYSTEMD_USER_UNIT (&5&R) 22i50A - 1 TER.

systemd.t. TRANSPORT 2% HERFSHITA L E, XEHE

audit, driver. syslog. journal. stdout #lkernel.

systemd.t.UID 2 R4 AE&EF AHZHAF D,

systemd.t.SYSLOG_FACILITY & &5 syslog WTE, &N+l
FREB,

systemd.t.systemd.t.SYSLOG_IDENTIFIER 2 syslog FI7iR%F,

SYSLOG_PID 2 syslog H& Fimit iz ID.


https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_PID=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_HOSTNAME=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_MACHINE_ID=
https://www.freedesktop.org/software/systemd/man/systemd.journal-fields.html#_PID=
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systemd.u Fields BE#EME FixR(5iE, HFEAERZBES,

BH ek
systemd.u.CODE_FILE systemd.u.CODE_FILE 2& B R HZBHRIEAE,

systemd.u.CODE_FUNCTI systemd.u.CODE_FUNCTION 2 &&RIhEEMARIEALE.
ON

systemd.u.CODE_LINE systemd.u.CODE_LINE 2&H&RMNITSHRIELIE,
systemd.u.ERRNO systemd.u.ERRNO (E#F#E) REHE RS, SXABUERE
FRH,

systemd.u.MESSAGE_ID systemd.u.MESSAGE_ID 2 AFIHA1H 2 EBHHE BAMRR ID.
systemd.u.RESULT AR TR,

systemd.u.UNIT AR TR,

14.3. KUBERNETES S H = E&

BUF Kubernetes FFE&H OpenShift Container Platform 28 HE 1L 5 H, A M Elasticsearch #1 Kibana
B,

HETF Kubernetes LIRS £ 22 (A, kubernetes.pod_name 2 Pod BI& 7R,
kubernetes.labels £ E%

MIANZE OpenShift Xf REIIRZEZ kubernetes.labels, B NMIEREEINEFERNFFHR. BMMIEAN
T ERARLE, BB &R E R TR,

S Uiy
kubernetes.pod_id Pod By Kubernetes ID,

kubernetes.namespace_n
ame

kubernetes.namespace_i
d

kubernetes.host

kubernetes.container_na
me

kubernetes.labels.deploy
ment

Kubernetes Aap % 22 [A| B9 & 1R,

Kubernetes 44 Z2[A]8Y ID,

Kubernetes 7 m &R,

Kubernetes R 2R HI & TR,

5 Kubernetes & X ELHIERE,
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¥ 30

kubernetes.labels.deploy 5 Kubernetes ® R XXM BECE.
mentconfig

kubernetes.labels.compo 5 Kubernetes %k ELHIZH
nent

kubernetes.labels.provide 5 Kubernetes X R <EXHIIRIETERE,
r

kubernetes.annotations &
5 OpenShift X R XEBHEEZ kubernetes.annotations F &,

14.4. 853 S HFER

LUF Docker FE&H OpenShift Container Platform 8 H &I K 5, A # Elasticsearch #1 Kibana 1%
T, FET docker BERMITTHIERI PR ZE[A], docker.container_id & Docker =23 1D,

pipeline_metadata.collector £ Ex
AT EEE5WESRERNTHIE,

¥ sk

pipeline_metadata.collect  Yt%5:2889 FQDN, FI8ES BAE&EMISEPR A HER FQDN FE,
or.hostname

pipeline_metadata.collect W& A TR,
or.name

pipeline_metadata.collect  WEEZRHIAR A,
or.version

pipeline_metadata.collect  Wt5c2RAR55831Y IPv4 ik, RILAR— DK%,
or.ipaddr4

pipeline_metadata.collect W& 2RAR553RM IPvE Mk, ATLAR—ER4H,
or.ipaddr6

pipeline_metadata.collect W&EHRFKRBEFEZEZNAX, TLLZE TCP/UDP = imjournal/imfile,
or.inputname

pipeline_metadata.collect W52 EH DRI (A],
or.received_at

pipeline_metadata.collect FRIEHIRFBTATHEHER, HRERVEIERTESIRENL,
or.original_raw_message
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pipeline_metadata.normalizer %
AT EEE5MEREFEXNTHEE,

¥

pipeline_metadata.normal
izer.hostname

pipeline_metadata.normal
izer.name

pipeline_metadata.normal
izer.version

pipeline_metadata.normal
izer.ipaddr4

pipeline_metadata.normal
izer.ipaddr6

pipeline_metadata.normal
izer.inputname

pipeline_metadata.normal
izer.received_at

pipeline_metadata.normal
izer.original_raw_messag
e

pipeline_metadata.trace

ik

MSE{LF2F8I FQDN,

MSEALIR BRI R R,

MSEALIZ P BIRR AN,

HSEE R FARS5 2280 IPv4 ik, ATLARE4H,

MSEE ARG 210 IPve ik, RTLARE4H.

et EFERBFERNAR, "TLLZ TCP/UDP,

MSEALIR P YRR E BRI (A,

FIREIRBITESHER, SEERRFREIN—,

ZFBICTCH RS, BNRESISE ERFERIMMXTaSNE
B, DRACIEE B89 8 HAFIR A,

14.5. OVIRT S =&

LBAF oVirt FEXH OpenShift Container Platform 5£28#H &0 % 5 H, ™ M Elasticsearch 1 Kibana %
=

oVirt JTTEIRHI TR 44 22 [H],

¥

30

ovirt.entity IR, M. VMS F5I1ZEMEKT,

ovirt.host_id oVirt E#1 UUID,

ovirt.engine £
oVirt B X THIBHNIB R ZEE, oVirt 5/Z2H FQDN £ ovirt.engine.fqdn
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14.6. AUSHAPE S H =&

LR Aushape FEXH OpenShift Container Platform &8 HEIC K S, & M Elasticsearch # Kibana #
Fo

Wt Aushape BRI T EH, MFEEZEL, 1HSH Aushape,

SH 3T

aushape.serial HITEHFIIS,

aushape.node REHITEHEHNENBER,

aushape.error TERL BT Aushape B EIRYESR,

aushape.trimmed X FEHN R JSONPath RIARNMIEAE, BAFHEERNEHRNRET

PR T AEBIN R, ZFHERTEMHMIFTAS, ZRAHERTEE
= RIS EB RANEAEE AT,

aushape.text RRFEBEF I BN —HBRICRFRE,

aushape.data P&
5 Aushape H8xBIE BT 1T B4R,

S Uiy
aushape.data.avc RE - HRE
aushape.data.execve KA R

aushape.data.netfilter_cfg & : &E
aushape.data.obj_pid RE - HRE

aushape.data.path KB HRE

14.7.TLOG S HFE%

LUF Tlog FE&H OpenShift Container Platform &2 H &L KRS S H, A M Elasticsearch #ll Kibana
R,

ILSHEH Tlog ik 1/0, MIFEZER, ESM Tlog.

BH ek
tlog.ver SHERBRAS,
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S 3T

tlog.user ILRBIA 7 £,

tlog.term KimR B Z R,

tlog.session LR RTEBIH T R1E 1D,

tlog.id KRIGPHEM D,

tlog.pos SHEERITERMAE, UZERHHAL
tlog.timing IESE RIS RII [A] 22 Fh,

tlog.in_txt SBERR T F R8O HI A STAN,
tlog.in_bin SEIBIRTME A TR, LR AL
tlog.out_txt SE IR T R RO BT H SO
tlog.out_bin SFIRENT A FR, RN AL
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315 E HEEBERRICK

& B LLA OpenShift Container Platform 8RB REEEH EIL R,

15.1. M OPENSHIFT CONTAINER PLATFORM H1#5£ 8B Ei0 %

AT LB MR BRICKBE KR (CR) RFLAERE, B2 EMNMR CRELIEEEHRELH
/L.\T/aiéﬁ{q:,/u\__”'l 516?%'&1@%”5% b'ﬂ]

FeRFMH

o W& % Cluster Logging # Elasticsearch,

i =
%B%%E¥ H /L.\T/E,% :

1. {8/ OpenShift Container Platform Web 124 & B ClusterLogging CR:

a. tJ#:%] Administration » Custom Resource Definitions 1 &,
b. 7£ Custom Resource Definitions TTH £, s ClusterLogging.

c. T Custom Resource Definition Details 71 E 1 & Instances,

d. mifiSHI5EH Options & JRIE%EH¥ Delete ClusterLogging.

2.\ : MR B E LEIEE XL (CRD):

a. tJ#:%] Administration » Custom Resource Definitions 1.,

]
L]
= ifi ClusterLogging 5518 Options 3 & - JSRIG1%FE Delete Custom Resource
Deflnltlono
]
H
. mifi Elasticsearch 3&i/1f Options 3 JSRF1%FE Delete Custom Resource
Definition,
]
H
d. mifi LogForwarding 3&i1#] Options 3 & F1%+¥ Delete Custom Resource
Definition,

3. A% : Bk Cluster Logging Operator #1 Elasticsearch Operator:

a. tD#:%] Operators - Installed Operators T

b. 1%# openshift-logging T E.

c. mifi Cluster Logging Operator 1189 Options FH F1%4% Uninstall Operator.
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d. 7% openshift-operators-redhat T H

e. mili Elasticsearch Operator 5515189 Options FH F1% 4 Uninstall Operator.

4. \%E : MIBREREBEEIC S H Elasticsearch Wi H,

a. tN#%] Home - Projects T,

b. mifi openshift-logging 5 E 55 Options ¥ # SAf51%+% Delete Project,

. TEXHIEHERHIA openshift-logging 3+ 5= Delete SN R,

(@]

d. sl openshift-operators-redhat 718 351 Options 3 §131% % Delete Project,

BF

MRELMBEEARET HthLF Operator, 1EREMER openshift-
operators-redhat i B,

0]

. B IENHERERHIA openshift-operators-redhat 3 5= Delete S/ fH R,
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